JOESandbox Cloud ™=

ID: 358592

Cookbook: browseurl.jbs
Time: 22:01:30

Date: 25/02/2021
Version: 31.0.0 Emerald



Table of Contents

Table of Contents

Analysis Report http://certc.com

Overview
General Information
Detection
Signatures
Classification
Startup
Malware Configuration
Yara Overview
Sigma Overview

Signature Overview
Compliance:

Mitre Att&ck Matrix
Behavior Graph

Screenshots
Thumbnails
Antivirus, Machine Learning and Genetic Malware Detection
Initial Sample
Dropped Files
Unpacked PE Files
Domains
URLs
Domains and IPs
Contacted Domains
Contacted URLs
URLs from Memory and Binaries
Contacted IPs

PR 0000 uN~N~N~N~NoO O dodMAMMMALAIAMDDNDN

Public
General Information 12
Simulations 13
Behavior and APIs 13
Joe Sandbox View / Context 13
IPs 13
Domains 13
ASN 14
JA3 Fingerprints 14
Dropped Files 14
Created / dropped Files 14
Static File Info 47
No static file info a7
Network Behavior 47
Network Port Distribution 47
TCP Packets 47
UDP Packets 49
DNS Queries 50
DNS Answers 51
HTTP Request Dependency Graph 52
HTTP Packets 52
HTTPS Packets 52
Code Manipulations 56
Statistics 56
Behavior 56
System Behavior 56
Analysis Process: iexplore.exe PID: 5084 Parent PID: 792 56

Copyright null 2021 Page 2 of 57



General 56

File Activities 56
Registry Activities 57
Analysis Process: iexplore.exe PID: 5188 Parent PID: 5084 57
General 57

File Activities 57
Registry Activities 57
Disassembly 57

Copyright null 2021 Page 3 of 57



Analysis Report http://certc.com
Overview
General Information Detection Signatures Classification

Sample URL:  hitp:/icertc.com
Found iframes

Analysis ID: 358592
Infos: ;f il &

Most interesting Screenshot:

HiMLL boedy: centains low/number: ofi ...

HTML titledoesinot match/ URL

Having naming issues? You are not alone.

Score: 1
Range: 0-100
Whitelisted: false
Confidence: 80%

Startup

= System is w10x64

. @ iexplore.exe (PID: 5084 cmdline: 'C:\Program Files\Internet Exploreniexplore.exe' -Embedding MD5: 6465CB92B25A7BC1DF8E01D8AC5E7596)
. @ iexplore.exe (PID: 5188 cmdline: 'C:\Program Files (x86)\Internet ExplorelEXPLORE.EXE' SCODEF:5084 CREDAT:17410 /prefetch:2 MD5:
071277CC2E3DF41EEEA8013E2AB58D5A)
= cleanup

Malware Configuration

No configs have been found

Yara Overview

No yara matches

Sigma Overview

No Sigma rule has matched

Signature Overview
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@ Phishing

® Compliance

@ Networking

@ System Summary

Click to jump to signature section

There are no malicious signatures, click here to show all signatures.

Compliance: Ii-

Uses new MSVCR DlIs

Uses secure TLS version for HTTPS connections

Mitre Att&ck Matrix

Command Remote
Privilege  Defense Credential Lateral and Network Service
Initial Access Execution Persistence Escalation Evasion Access Discovery  Movement Collection Exfiltration Control Effects Effects
Drive-by Windows Path Process Masquerading oS File and Remote Data from Exfiltration Encrypted Eavesdrop on Remotely
Compromise Management  Interception Injection Credential Directory Services Local Over Other Channel Insecure Track Device
Instrumentation Dumping  Discovery System Network Network Without
Medium Communication Authorization
Default Scheduled Boot or Boot or Process LSASS Application  Remote Data from  Exfiltration Non- Exploit SS7to  Remotely
Accounts Task/Job Logon Logon Injection Memory  Window Desktop Removable Over Application Redirect Phone Wipe Data
Initialization Initialization Discovery Protocol Media Bluetooth  Layer Calls/SMS Without
Scripts Scripts Protocol Authorization
Domain At (Linux) Logon Script Logon Obfuscated Files Security Query SMB/Windows Data from Automated Application Exploit SS7to Obtain
Accounts (Windows)  Script or Information Account Registry Admin Shares Network Exfiltration Layer Track Device  Device
(Windows) Manager Shared Protocol §§ Location Cloud
Drive Backups
Local Accounts At (Windows)  Logon Script Logon Binary Padding NTDS System Distributed Input Scheduled Ingress SIM Card
(Mac) Script Network Component Capture Transfer Tool Swap
(Mac) Configuration Object Model Transfer

Discovery

Behavior Graph
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Behavior Graph

-
[1:]

«Q
[}
=
o

ID: 358592 MALICIOUS l:‘ Process
URL: http://certc.com SUSPICIOUS l:‘ Signature
Startdate: 25/02/2021 ] created File
Architecture: WINDOWS L R . DNS/IP Info
Score: 1
.I.a Is Dropped
A% Is Windows Process
Ias Number of created Registry Values
L]}
started [ Number of created Files
9 visual Basic
ERZIC
711 Delphi
= iexplore.exe :g Java

.Net C# or VB.NET

C, C++ or other language

D@ 2 i~

Is malicious

Internet
started

@ iexplore.exe :..
[N
@ 255 s

cs1404.wpc.epsiloncdn.net CA certc.com (‘
152.199.21.118, 443, 49764, 49765 157.230.161.221, 443, 49710, 49711
EDGECASTUS DIGITALOCEAN-ASNUS
United States United States

11 other IPs or domains

Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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L

= https://certc.com,

« CERTC.COM is available for ...

- @ C || Search.

Get in touch

CERTC.COM is available for a strategic transaction

A premium domain name like CERTC.COM can help your business achieve instant brand recognition, significantly lower
marketing expenses, maximise brand recall, and accelerate value creation.

GET IN TOUCH

Having naming issues? You are not alone.

The problem with not having the .com of
your name is that it signals weakness.

Soures: PaulGraham.com

We use cookies to ensure you get the best experience on our website. Learn more

O Type here to search i l.'| ﬁ ﬁ

Standing out just gets harder when
people confuse you with other

companies.

e

Source: Entrepreneur.com

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source
hitp:i/certc.com

hitp:i/certc.com

Dropped Files

No Antivirus matches

Unpacked PE Files

No Antivirus matches

Domains

No Antivirus matches

URLs

Source
hitp://fireworks.abeall.com)
hitp://https://assets.superlander.com/images/jambaimg.png

hitp://https://assets.superlander.com/images/buttonspic.jpeg

Copyright null 2021

Detection
0%
0%

Detection
0%
0%
0%

Scanner
Virustotal

Avira URL Cloud

Scanner

Avira URL Cloud
Avira URL Cloud
Avira URL Cloud

~ |

Gotit!

Label Link
Browse

safe

Label Link

safe

safe

safe
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https://www.virustotal.com/gui/url/26253cdedf1977c3b480947c0902ffe3a9c8d058e052eeb02cf729f695ec17a2/detection/u-26253cdedf1977c3b480947c0902ffe3a9c8d058e052eeb02cf729f695ec17a2-1550695609

Source Detection Scanner Label Link

hitp://https://assets.superlander.com/images/gslider5.png); 0% Avira URL Cloud safe
hitp://https://assets.superlander.com/images/Page-8.jpg 0% Avira URL Cloud safe
hitp://https://assets.superlander.com/images/ebayimg.png 0% Avira URL Cloud safe
hitp://https://assets.superlander.com/images/alanimg.png 0% Avira URL Cloud safe
hitp://https://assets.superlander.com/images/14-wall.png 0% Avira URL Cloud safe
hitp://https://assets.superlander.com/images/clutterimg.png 0% Avira URL Cloud safe
hitp://https://assets.superlander.com/collab-poster-00001.jpg 0% Avira URL Cloud safe
hitp://https://assets.superlander.com/images/Photo-10.jpg 0% Avira URL Cloud safe
hitp://https://assets.superlander.com/images/loontxt.png 0% Avira URL Cloud safe
hitp://https://assets.superlander.com/images/favicon-32x32.png 0% Avira URL Cloud safe
hitp://https://forms.superlander.com/ 0% Avira URL Cloud safe
hitp://https://CERTC.COM&text=Jn 0% Avira URL Cloud safe
hitp://https://assets.superlander.com/images/Photo-14.jpg 0% Avira URL Cloud safe
hitp://https://assets.superlander.com/images/Photo-5.jpg 0% Avira URL Cloud safe
hitp://https://certc.com/#con 0% Avira URL Cloud safe
hitp://https://assets.superlander.com/collab-transcode.webm 0% Avira URL Cloud safe
hitp://https://assets.superlander.com/images/4-wall.png 0% Avira URL Cloud safe
hitp://https://assets.superlander.com/images/blendimg.png 0% Avira URL Cloud safe
hitp://https://assets.superlander.com/images/jasondave.png 0% Avira URL Cloud safe
hitp://https://assets.superlander.com/images/qgslider10.png); 0% Avira URL Cloud safe
hitp://https://assets.superlander.com/css/fags.webflow.css 0% Avira URL Cloud safe
hitp://https://assets.superlander.com/css/newform.css 0% Avira URL Cloud safe
hitp://https://assets.superlander.com/images/Photo-3_1.jpg 0% Avira URL Cloud safe
hitp://https://assets.superlander.com/images/tracy.jpg 0% Avira URL Cloud safe
hitp://https://assets.superlander.com/images/uberimg.png 0% Avira URL Cloud safe
hitp://https://assets.superlander.com/images/19-wall.png 0% Avira URL Cloud safe
hitp://https://assets.superlander.com/images/facebookicon.png 0% Avira URL Cloud safe
hitp://https://assets.superlander.com/images/Page-4.jpg 0% Avira URL Cloud safe
hitp://https://assets.superlander.com/images/presentedbywhite.png 0% Avira URL Cloud safe
hitp://https://assets.superlander.com/images/tinktxt.png 0% Avira URL Cloud safe
hitp://https://assets.superlander.com/images/slackimg.png 0% Avira URL Cloud safe
hitp://certc.com/ 0% Avira URL Cloud safe
hitp://markupgrade.com/docs/CN_Premium-Domains-Intro.pdf 0% Avira URL Cloud safe
hitp://https://assets.superlander.com/images/closetxt.png 0% Avira URL Cloud safe
hitp://https://assets.superlander.com/collab-transcode.mp4 0% Avira URL Cloud safe
hitp://https://spkt.io/a/616791 0% Avira URL Cloud safe
hitp://https://assets.superlander.com/images/Photo-1.jpg 0% Avira URL Cloud safe
hitp://https://assets.superlander.com/images/carrottxt.png 0% Avira URL Cloud safe
hitp://https://assets.superlander.com/images/tbsignature.png 0% Avira URL Cloud safe
hitp://https://assets.superlander.com/images/fireflytxt.png 0% Avira URL Cloud safe
hitp://https://assets.superlander.com/images/TB.jpeg 0% Avira URL Cloud safe
hitp://https://assets.superlander.com/images/ms-icon-144x144.png 0% Avira URL Cloud safe
hitp://https://assets.superlander.com/images/6-wall.png 0% Avira URL Cloud safe
hitp://https://assets.superlander.com/images/apple-icon-152x152.png 0% Avira URL Cloud safe
hitp://https://assets.superlander.com/images/qwiltxt.png 0% Avira URL Cloud safe
hitp://https://assets.superlander.com/images/qgslider4.png); 0% Avira URL Cloud safe
hitp://https://assets.superlander.com/images/flipdish.jpg 0% Avira URL Cloud safe
hitp://https://assets.superlander.com/images/battle-black-black-and-white-1498958.jpg 0% Avira URL Cloud safe
hitp://https://assets.superlander.com/images/12-wall.png 0% Avira URL Cloud safe
hitp://https://assets.superlander.com/images/peaktxt.png 0% Avira URL Cloud safe
hitp://https://assets.superlander.com/images/fortnitetxt.png 0% Avira URL Cloud safe
hitp://https://assets.superlander.com/images/favicon-16x16.png 0% Avira URL Cloud safe
hitp://https://assets.superlander.com/images/neighborimg.png 0% Avira URL Cloud safe
hitp://https://assets.superlander.com/images/casperimg.png 0% Avira URL Cloud safe
hitp://https://assets.superlander.com/images/twitterimg.png 0% Avira URL Cloud safe
hitp://https://assets.superlander.com/images/apple-icon-120x120.png 0% Avira URL Cloud safe
hitp://https://assets.superlander.com/images/tn.png 0% Avira URL Cloud safe
hitp://https://assets.superlander.com/images/apple-icon-57x57.png 0% Avira URL Cloud safe
hitp://https://assets.superlander.com/images/phraseapp.png 0% Avira URL Cloud safe
hitp://https://certc.com/Root 0% Avira URL Cloud safe
hitp://https://CERTC.COtc.com/ 0% Avira URL Cloud safe
hitp://https://assets.superlander.com/images/fbtxt.png 0% Avira URL Cloud safe
hitp://https://assets.superlander.com/images/17-wall.png 0% Avira URL Cloud safe
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Domains and IPs

Contacted Domains

Name P Active Malicious Antivirus Detection Reputation
d1tdp7z6w94jbb.cloudfront.net 13.224.94.23 true false high
c.statcounter.com 172.67.38.97 true false high
statcounter.com 104.22.53.65 true false high
cdnjs.cloudflare.com 104.16.18.94 true false high
assets.superlander.com 172.64.141.10 true false unknown
cs1404.wpc.epsiloncdn.net 152.199.21.118 true false unknown
www.statcounter.com 172.67.38.97 true false high
certc.com 157.230.161.221 true false unknown
code.jgquery.com unknown unknown false high
cdn.jsdelivr.net unknown unknown false high
www.linkedin.com unknown unknown false high
ajax.aspnetcdn.com unknown unknown false high
static-expl.licdn.com unknown unknown false high

Contacted URLs

Name Malicious Antivirus Detection Reputation
hitp://https://twitter.com/share?url=https://CERTC.COM&text=Just saw CERTC.COM is false high
available for sale

hitp://https://www.facebook.com/sharer.php?u=https://CERTC.COM false high
hitp://certc.com/ false e Avira URL Cloud: safe unknown
hitp://https://certc.com/ false unknown
hitp://https://statcounter.com/about/cookies/ false high
hitp://https://www.linkedin.com/error_pages/unsupported-browser.html false high

URLs from Memory and Binaries

Name Source Malicious Antivirus Detection Reputation

hitp://fireworks.abeall.com) header_internal_3000_new-13e4b false e Avira URL Cloud: safe low
e5dd4[1].svg.2.dr

hitp:/fopenx.com/ cookies[1].htm.2.dr false high

http:/f 10YYSLOG.htm.2.dr false high
https://ajax.aspnetcdn.com/ajax/jquery.validate/1.11.1/jquery.v
alidate.min.js

hitp://https://assets.superlander.com/images/jambaimg.png 10YYSLOG.htm.2.dr false e Avira URL Cloud: safe unknown
hitp://https://assets.superlander.com/images/buttonspic.jpeg  generic-landers.webflow[1].css.2.dr false e Avira URL Cloud: safe unknown
hitp://https://assets.superlander.com/images/gslider5.png); 10YYSLOG.htm.2.dr false e Avira URL Cloud: safe unknown
hitp://https://www.linkedin.com/in/tatiana-shuvalova-bonneau/ {2B7754B9-77F8-11EB-90E4-ECF4B false high

B862DED}.dat.1.dr, ~DFB705FDC6
4D3AD8AL.TMP.1.dr, 10YYSLOG.ht

m.2.dr
hitp://https://twitter.com/share? ~DFB705FDC64D3AD8A1.TMP.1.dr, false high
url=https://CERTC.COM&text=Just 10YYSLOG.htm.2.dr
hitp://www.rubiconproject.com/privacy-policy cookies[1].htm.2.dr false high
hitp://https://assets.superlander.com/images/Page-8.jpg generic-landers.webflow[1].css.2.dr false e Avira URL Cloud: safe unknown
hitp://https://assets.superlander.com/images/ebayimg.png 10YYSLOG.htm.2.dr false e Avira URL Cloud: safe unknown
hitp:/funderscorejs.org third-webflow[1].js.2.dr false high
hitp://https://assets.superlander.com/images/alanimg.png 10YYSLOG.htm.2.dr false e Avira URL Cloud: safe unknown
hitp://https://assets.superlander.com/images/14-wall.png 10YYSLOG.htm.2.dr false e Avira URL Cloud: safe unknown
hitp://https://es.statcounter.com/about/cookies/ cookies[1].htm.2.dr false high
hitp://https://assets.superlander.com/images/clutterimg.png 10YYSLOG.htm.2.dr false e Avira URL Cloud: safe unknown
hitp://https://assets.superlander.com/collab-poster-00001.jpg  10YYSLOG.htm.2.dr false e Avira URL Cloud: safe unknown
hitp://https://assets.superlander.com/images/Photo-10.jpg generic-landers.webflow[1].css.2.dr false e Avira URL Cloud: safe unknown
hitp://https://assets.superlander.com/images/loontxt.png 10YYSLOG.htm.2.dr false e Avira URL Cloud: safe unknown
hitp://https://assets.superlander.com/images/favicon- 10YYSLOG.htm.2.dr false e Avira URL Cloud: safe unknown
32x32.png
hitp://https://forms.superlander.com/ 10YYSLOG.htm.2.dr false e Avira URL Cloud: safe unknown
hitp://https://CERTC.COM&text=Jn {2B7754B9-77F8-11EB-90E4-ECF4B false e Avira URL Cloud: safe low
B862DED}.dat.1.dr
hitp://https://assets.superlander.com/images/Photo-14.jpg generic-landers.webflow[1].css.2.dr false e Avira URL Cloud: safe unknown
hitp://https://webflow.com third-webflow[1].js.2.dr false high
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Name

hitp://bugs.jquery.com/ticket/12282#comment:15
hitp://dev.w3.org/csswg/cssom/#resolved-values
hitp://https://assets.superlander.com/images/Photo-5.jpg
hitp://networkadvertising.org/managing/opt_out.asp

hitp://https://certc.com/#con

hitp://https://assets.superlander.com/collab-transcode.webm

hitp://https://assets.superlander.com/images/4-wall.png

hitp://https://pl.statcounter.com/about/cookies/
hitp://https://assets.superlander.com/images/blendimg.png
hitp://https://assets.superlander.com/images/jasondave.png
hitp://https://assets.superlander.com/images/qgslider10.png);
hitp://https://assets.superlander.com/css/fags.webflow.css
hitp://https://statcounter.com/about/cookies/F
hitp://https://assets.superlander.com/css/newform.css
hitp://https://assets.superlander.com/images/Photo-3_1.jpg
hitp://https://assets.superlander.com/images/tracy.jpg
hitp://https://assets.superlander.com/images/uberimg.png
hitp://https://assets.superlander.com/images/19-wall.png
hitp://bugs.jquery.com/ticket/12359

http:/f
https://assets.superlander.com/images/facebookicon.png

hitp://https://assets.superlander.com/images/Page-4.jpg

hitp://https://d3e54v103j8gbb.cloudfront.net/img/webflow-
badge-icon.f67cd735e3.svg

http:/f

https://assets.superlander.com/images/presentedbywhite.png

hitp://https://assets.superlander.com/images/tinktxt.png

hitp://https://www.linkedin.com/error_pages/unsupported-
browser.html

hitp://https://bugzilla.mozilla.org/show_bug.cgi?id=649285
hitp://https://assets.superlander.com/images/slackimg.png

hitp://https://it.statcounter.com/about/cookies/

hitp://markupgrade.com/docs/CN_Premium-Domains-Intro.pdf

hitp://https://assets.superlander.com/images/closetxt.png
hitp://https://assets.superlander.com/collab-transcode.mp4
hitp://https://fa.statcounter.com/about/cookies/
hitp://https://spkt.io/a/616791
hitp://https://assets.superlander.com/images/Photo-1.jpg
hitp://https://assets.superlander.com/images/carrottxt.png
hitp://https://assets.superlander.com/images/tbsignature.png
hitp://https://assets.superlander.com/images/fireflytxt.png
hitp://statcounter.com/
hitp://https://assets.superlander.com/images/TB.jpeg

hitp://https://assets.superlander.com/images/ms-icon-
144x144.png

hitp://https://assets.superlander.com/images/6-wall.png

hitp://https://assets.superlander.com/images/apple-icon-
152x152.png

hitp://https://assets.superlander.com/images/qwiltxt.png
hitp://https://assets.superlander.com/images/qgslider4.png);
hitp://https://assets.superlander.com/images/flipdish.jpg

hitp://https://assets.superlander.com/images/battle-black-
black-and-white-1498958.jpg

hitp://https://assets.superlander.com/images/12-wall.png
hitp://https://assets.superlander.com/images/peaktxt.png
hitp://https://assets.superlander.com/images/fortnitetxt.png

hitp://https://assets.superlander.com/images/favicon-
16x16.png

hitp://https://forum.statcounter.com/

hitp://https://assets.superlander.com/images/neighborimg.png

hitp://https://assets.superlander.com/images/casperimg.png
hitp://https://hu.statcounter.com/about/cookies/
hitp://https://assets.superlander.com/images/twitterimg.png
hitp://https://bugzilla.mozilla.org/show_bug.cgi?id=491668

hitp://https://statcounter.com/images/opt-out_button.gif
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Source

jquery-1.10.2[1].js.2.dr
jquery-1.10.2[1].js.2.dr
generic-landers.webflow[1].css.2.dr
cookies[1].htm.2.dr

{2B7754B9-77F8-11EB-90E4-ECF4B
B862DED}.dat.1.dr

10YYSLOG.htm.2.dr
10YYSLOG.htm.2.dr

cookies[1].htm.2.dr
10YYSLOG.htm.2.dr
10YYSLOG.htm.2.dr
10YYSLOG.htm.2.dr
10YYSLOG.htm.2.dr
~DFB705FDC64D3AD8AL.TMP.1.dr
10YYSLOG.htm.2.dr
generic-landers.webflow[1].css.2.dr
generic-landers.webflow[1].css.2.dr
10YYSLOG.htm.2.dr
10YYSLOG.htm.2.dr
jquery-1.10.2[1].js.2.dr
10YYSLOG.htm.2.dr

generic-landers.webflow[1].css.2.dr

third-webflow[1].js.2.dr

10YYSLOG.htm.2.dr

10YYSLOG.htm.2.dr

{2B7754B9-77F8-11EB-90E4-ECF4B
B862DED}.dat.1.dr

jquery-1.10.2[1].js.2.dr
10YYSLOG.htm.2.dr
cookies[1].htm.2.dr
10YYSLOG.htm.2.dr
10YYSLOG.htm.2.dr
10YYSLOG.htm.2.dr
cookies[1].htm.2.dr
10YYSLOG.htm.2.dr
generic-landers.webflow[1].css.2.dr
10YYSLOG.htm.2.dr
10YYSLOG.htm.2.dr
10YYSLOG.htm.2.dr
cookies[1].htm.2.dr
10YYSLOG.htm.2.dr
10YYSLOG.htm.2.dr

10YYSLOG.htm.2.dr
10YYSLOG.htm.2.dr

10YYSLOG.htm.2.dr
10YYSLOG.htm.2.dr
10YYSLOG.htm.2.dr

generic-landers.webflow[1].css.2.dr

10YYSLOG.htm.2.dr
10YYSLOG.htm.2.dr
10YYSLOG.htm.2.dr
10YYSLOG.htm.2.dr

cookies[1].htm.2.dr
10YYSLOG.htm.2.dr
10YYSLOG.htm.2.dr
cookies[1].htm.2.dr
10YYSLOG.htm.2.dr
jquery-1.10.2[1].js.2.dr
cookies[1].htm.2.dr

Malicious

false
false
false
false

false

false

false

false
false
false
false
false
false
false
false
false
false
false
false

false

false

false

false

false

false

false
false
false
false
false
false
false
false
false
false
false
false
false
false

false

false

false

false
false
false

false

false
false
false

false

false
false
false
false
false
false

false

Antivirus Detection

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:
Avira URL Cloud:

Avira URL Cloud:
Avira URL Cloud:
Avira URL Cloud:
Avira URL Cloud:

Avira URL Cloud:
Avira URL Cloud:
Avira URL Cloud:
Avira URL Cloud:
Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:
Avira URL Cloud:
Avira URL Cloud:

Avira URL Cloud:
Avira URL Cloud:
Avira URL Cloud:
Avira URL Cloud:
Avira URL Cloud:

Avira URL Cloud:
Avira URL Cloud:

Avira URL Cloud:
Avira URL Cloud:

Avira URL Cloud:
Avira URL Cloud:
Avira URL Cloud:
Avira URL Cloud:

Avira URL Cloud:
Avira URL Cloud:
Avira URL Cloud:
Avira URL Cloud:

Avira URL Cloud:
Avira URL Cloud:

Avira URL Cloud:

safe

safe

safe

safe

safe
safe
safe

safe

safe
safe
safe
safe

safe

safe

safe

safe

safe

safe

safe
safe

safe

safe
safe
safe
safe

safe

safe

safe

safe

safe

safe
safe
safe

safe

safe
safe
safe

safe

safe

safe

safe

Reputation
high

high
unknown
high

unknown

unknown

unknown

high

unknown
unknown
unknown
unknown
high

unknown
unknown
unknown
unknown
unknown
high

unknown

unknown

high

unknown

unknown

high

high

unknown
high

unknown
unknown
unknown
high

unknown
unknown
unknown
unknown
unknown
high

unknown

unknown

unknown

unknown

unknown
unknown
unknown

unknown

unknown
unknown
unknown

unknown

high
unknown
unknown
high
unknown
high
high
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Name

hitp://https://assets.superlander.com/images/apple-icon-
120x120.png

hitp://https://assets.superlander.com/images/tn.png

hitp://https://assets.superlander.com/images/apple-icon-
57x57.png

hitp:/fiwww.imagemagick.org

hitp:iy
https://cdnjs.cloudflare.com/ajax/libs/placeholders/3.0.2/placeh
olders.min.js

hitp://https://gl.statcounter.com/about/cookies/
hitp://https://assets.superlander.com/images/phraseapp.png

hitp://https://certc.com/Root

h

=

p://https://CERTC.COtc.com/

hitp://https://www.linkedin.com/authwall?
trk=gf&trkinfo=AQGt2JI7TktB3WAAAXfbAGRgDOsdnfvWfcNSt
€09JJ15ir515wS

hitp://https://ajax.aspnetcdn.com/ajax/jQuery/jquery-
2.1.3.min.js

hitp://https://assets.superlander.com/images/fbtxt.png

hitp://https://assets.superlander.com/images/17-wall.png

Contacted IPs

Source

10YYSLOG.htm.2.dr

10YYSLOG.htm.2.dr

imagestore.dat.2.dr, 10YYSLOG.htm.2.dr

imagestore.dat.2.dr

10YYSLOG.htm.2.dr

cookies[1].htm.2.dr
10YYSLOG.htm.2.dr

{2B7754B9-77F8-11EB-90E4-ECF4B
B862DED}.dat.1.dr

{2B7754B9-77F8-11EB-90E4-ECF4B
B862DED}.dat.1.dr

~DFB705FDC64D3AD8AL.TMP.1.dr

cookies[1].htm.2.dr

10YYSLOG.htm.2.dr

10YYSLOG.htm.2.dr

»
l..

] No. of IPs < 25%

B 25% < No. of IPs < 50%

B 50% < No. of IPs < 75%

Bl 75% < No. of IPs
Public
P Domain Country Flag
152.199.21.118 unknown United States =
157.230.161.221 unknown United States =
172.64.141.10 unknown United States =
13.224.94.23 unknown United States =
104.22.53.65 unknown United States =
172.67.38.97 unknown United States =
104.16.18.94 unknown United States =

Copyright null 2021

Malicious

false

false

false

false

false

false
false

false

false

false

false

false

false

ASN

15133
14061
13335
16509
13335
13335
13335

Antivirus Detection

e Avira URL Cloud: safe

e Avira URL Cloud: safe
e Avira URL Cloud: safe

e Avira URL Cloud: safe
e Avira URL Cloud: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe
e Avira URL Cloud: safe

Reputation

unknown

unknown

unknown

high

high

high

unknown

unknown

unknown

high

high

unknown

unknown
ASN Name
EDGECASTUS false
DIGITALOCEAN-ASNUS false
CLOUDFLARENETUS false
AMAZON-02US false
CLOUDFLARENETUS false
CLOUDFLARENETUS false
CLOUDFLARENETUS false

Page 11 of 57
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General Information

Joe Sandbox Version: 31.0.0 Emerald

Analysis ID: 358592

Start date: 25.02.2021

Start time: 22:01:30

Joe Sandbox Product: CloudBasic

Overall analysis duration: Oh 5m 19s

Hypervisor based Inspection enabled: false

Report type: light

Cookbook file name: browseurl.jbs

Sample URL: hitp://certc.com

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8
Update 211

Number of analysed new started processes analysed: 15

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: e HCA enabled

e EGA enabled
e AMSI enabled

Analysis Mode: default
Analysis stop reason: Timeout
Detection: CLEAN
Classification: cleanl.win@3/298@13/7
Cookbook Comments: e Adjust boot time
e Enable AMSI

e Browsing link: https://statcou
nter.com/about/cookies/

e Browsing link: https://certc.com/#contact

e Browsing link: https://www.linkedin.com/in/tatiana-
shuvalova-bonneau/

e Browsing link: https://www.fac
ebook.com/sharer.php?u=https://CERTC.COM

e Browsing link: https://twitter.com/share?
url=https://CERTC.COM&amp;text=Just saw
CERTC.COM is available for sale

e Browsing link: https://www.lin
kedin.com/shareArticle?mini=tr
ue&amp;url=https://CERTC.COM

Copyright null 2021 Page 12 of 57



Warnings:

Simulations

Behavior and APIs

No simulations

Joe Sandbox View | Context

IPs

No context

Domains

No context

Copyright null 2021

Show All
e Exclude process from analysis (whitelisted):

taskhostw.exe, ielowutil.exe,
backgroundTaskHost.exe, SgrmBroker.exe,
svchost.exe

TCP Packets have been reduced to 100

Created / dropped Files have been reduced to 100
Excluded IPs from analysis (whitelisted):
52.255.188.83, 104.43.193.48, 104.43.139.144,
104.108.39.131, 216.58.198.42, 40.88.32.150,
209.197.3.24, 152.199.19.160, 216.58.206.36,
151.101.2.109, 151.101.66.109, 151.101.130.109,
151.101.194.109, 13.88.21.125, 216.58.208.170,
216.58.208.163, 216.58.198.3, 152.199.19.161,
184.30.20.56, 13.107.42.14, 205.185.216.42,
205.185.216.10, 51.104.144.132

Excluded domains from analysis (whitelisted):
gstaticadssl.l.google.com, cds.s5x3j6q5.hwcdn.net,
arc.msn.com.nsatc.net, fs-
wildcard.microsoft.com.edgekey.net, fs-
wildcard.microsoft.com.edgekey.net.globalredir.aka
dns.net, arc.msn.com, 2-01-2c3e-
003d.cdx.cedexis.net,
e11290.dspg.akamaiedge.net,
iecvlist.microsoft.com,
skypedataprdcoleus15.cloudapp.net, [-0005.I-
msedge.net, go.microsoft.com,
mscomajax.vo.msecnd.net,
audownload.windowsupdate.nsatc.net,
au.download.windowsupdate.com.hwcdn.net,
www.google.com, watson.telemetry.microsoft.com,
www.gstatic.com,
prod.fs.microsoft.com.akadns.net, au-bg-
shim.trafficmanager.net,
dualstack.f3.shared.global.fastly.net, www-linkedin-
com.|-0005.-msedge.net, fonts.googleapis.com,
fs.microsoft.com, ajax.googleapis.com,
cs22.wpc.vOcdn.net, fonts.gstatic.com,
ie9comview.vo.msecnd.net,
e1723.g.akamaiedge.net,
ctldl.windowsupdate.com,
skypedataprdcolcus16.cloudapp.net,
cds.d2s7g6s2.hwcdn.net,
skypedataprdcolcus15.cloudapp.net,
skypedataprdcoleus17.cloudapp.net,
blobcollector.events.data.trafficmanager.net,
go.microsoft.com.edgekey.net,
skypedataprdcolwus15.cloudapp.net,
cs9.wpc.vOcdn.net

Report size exceeded maximum capacity and may
have missing network information.

Report size getting too big, too many NtCreateFile
calls found.

Report size getting too big, too many
NtDeviceloControlFile calls found.

Report size getting too big, too many NtReadFile
calls found.
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ASN

No context

JA3 Fingerprints

No context

Dropped Files

No context

Created | dropped Files

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\DOMStore\6131UWV3\statcounter[1].xml

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 241

Entropy (8bit): 4.924174995833098

Encrypted: false

SSDEEP: 6:JFK1rUF49MFGkqgq0JSJ5qJIQV0z1rUF49MFGkgqOJSI5SmUGQIQV0zb:JsrULF570UG3QWrULF570UjGIQQ
MDS5: E6B43BCDFB74C66A112FC58F3EDESA7C

SHA1L: A75D061B4FB5323920A29512B14B976FDB2C70D7

SHA-256: ADB6C01F4F1097E7A076D3DFO8CDAE986A4B24C666CDBAC59A6A0C41DA90C7A3

SHA-512: D055CB3BBBE588BC967AF877FB693F268F570130071392104C0D546EC3485F155470F72BB6CC0118AD67427D801794DC020B87E6B6508B33AB3948618D2CA847
Malicious: false

Reputation: low

Preview:

<root></root><root><item name="sc_medium_source" value="{&quot;d&quot;:1614319366}" Itime="16431232" htime="30870533" /></root><root><item name="sc_me
dium_source" value="{&quot;d&quot;:1614319366}" Itime="17051232" htime="30870533" /></root>

C:\Users\user\AppData\Local\Microsoft\internet Explorer\DOMStore\6NZGPBUL\www.google[1].xml

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 112

Entropy (8bit): 4.976623486058718

Encrypted: false

SSDEEP: 3:D90aK1ryRtFwsW+pEeAqvl+jdCBw2z9f3ROqSQVSFKb:JFK1rUFy+pEeAqvAwW25f3IQVFb

MDS5: 702B9730079021C474036D0AB1571A79

SHA1L: 0227DE02F23C109A6C15F4F18D17DA7D45B21BEO

SHA-256: 4D7DD3B719CCD58CDBF2B5B1AC258897622125C1F2B1731A19B6DE1ESI3FABAL

SHA-512: E6C11C54A055576DE7C5B508D23F3CBDCC256B948037BE7A03DB8846F32A7D4AA255C30FF4E973B27424A126ABB987A74268FB6B043ABD3675CE1A53547AFO0E
F

Malicious: false

Reputation: low

Preview:

<root></root><root><item name="rc::a" value="MWIXNmYyYTFxMzVtdXU=" Itime="4080368528" htime="30870532" /></root>

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\DOMStore\BVIC35K4\www.linkedin[1].xml

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 335

Entropy (8bit): 4.6491187235928795

Encrypted: false

SSDEEP: 6:JFK1rUFaQAQqVnjlQV0z1rUFifqIMD/xjA7og+ItpojlQV0zb:JsruZIVnIQWrU3IMljcalQQ

MDS5: 5DB47E8343B8BB47DF44E7C0405B3EEE

SHA1L: CEAD7B2120BBEB5F769929C85A473CB332F0CC56

SHA-256: 05F60A31BB0E6AB4916F61F64DFC47A8F5E3DF488D936DF77B37624583C56EDB

SHA-512: 18A04C52A47DOAEBBAE7FBA7DBA4AEADABO4FC33775724FED383AE3CF1426846D8522A3E9A68887C502129D44F99995ABAFELFOFE31B244842F857FC6B47DFOE
B

Malicious: false
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C:\Users\user\AppData\Local\Microsoft\internet Explorer\DOMStore\BVIC35K4\www.linkedin[1].xml

Reputation:

Preview:

low

<root></root><root><item name="v" value="0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000" Itime="86
071232" htime="30870533" /></root><root><item name="f" value="AwIHIXRpAQAAIMHbUF{Tz0oZj1Eyqi8fC6QjI9FMx9IREX3bPOsas9PjU3F-c3ZAX8AAAGLr4YowLkAAA
AAAAAAAA==" Itime="86071232" htime="30870533" /></root>

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\DOMStore\DJ0812D1\certc[1].xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with no line terminators

dropped

243

4.957346971760703

false
6:JFK1rUF49MFGkagqOJIW5ilQVF1rUF49MFGkgqOJC9sInIQV0zb:JsrULF57005ilQprULF570y2IQQ
OE506FOF01FDB44774B1867F2306FE9E

5BCB88878591DC706ED52FF6ECE056209201AEEA
7030BOEE3A4820122F05B783F0DD3DFA4D599AEE76256744DFF725C8A9176458
AC1BA781895076E6EEBD9479A4937F181CF29D2C43C67602A2690625422231034B6860D0ODF48652190C1EC6598710D2AE40FE2FC1C63B9D1866125C2AB0ASC11
false

low

<root></root><root><item name="sc_medium_source" value="{&quot;d&quot;:1614319340}" Itime="4049388528" htime="30870532" /></root><root><item name="sc_
medium_source" value="{&quot;d&quot;:1614319368}" ltime="35991232" htime="30870533" /></root>

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Recovery\High\Active\RecoveryStore.{2B7754B7-77F8-11EB-90E4-ECF4BB862DED}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\internet exploreniexplore.exe

Microsoft Word Document

dropped

30296

1.8554733369246086

false

48:1wjGcprGtZGwpLICG/ap8ljGlpclfY GvnZpvlfJGoPqp9lfBGo4FpmIflGW5fIIQ:rZZGtTZG23WZxtZ8fZyFMZ/ZtZPfZ9sX
6A40E4EDEF5FA096A0ED61EC58A1BDOB

188A4829779BESE9C433FEC80B0148CB7C14B622
B86738370BDA6853BA5BI98DADD16EEFB44944B00BA37ABIB6A00A57F104B2038

9012EB7DA8618BE456B6A04FC9242EF2F328B543CDB6501F5BB24E75B16994D8A791F3FEF1D52675A1BEDEB76046875BA2E6A41D40DE79FFAOE256F9A25E050
A

false

low

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{2B7754B9-77F8-11EB-90E4-ECF4BB862DED}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\internet exploreniexplore.exe

Microsoft Word Document

dropped

159464

2.9143115557971804

false

768:M959Q68R1k7PwK4gs|7LFtrl7L2t3FtQ94QCt3+hhOk4f+:WjWRs+
79E28A6CAB204D088C7516C26E72A5E9
AC025402C5CC4B6742C2861122873953C791E143
6121C74A0D37A827C94D413F15FD4F4A32174D94BBB564989FF8BAFDD3326E7E

5606DBEF367DAEC0117529E0FB153ADEC9C6D313F59A0476EEB3EFEF661B156FF81F22508538594BAB816215B57ECFAFE29EB529A698CE0781AAFID6EF230A0E
A

false

low

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{345611D1-77F8-11EB-90E4-ECF4BB862DED}.dat

Process:

File Type:

Copyright null 2021

C:\Program Files\internet exploreniexplore.exe

Microsoft Word Document
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C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{345611D1-77F8-11EB-90E4-ECF4BB862DED}.dat

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

dropped

16984

1.5654738439903406

false

48:IwtGeprUZGwpaiG4pQmGrapbSnhGQpKKG7HpROITGIpG:rzZUTQS60BSnbAITO2A

061A128587E962D756C68B296E67ADFC

71D47F90522091623DA2C9C3CFODB594725F765E

552B1A04E9E043B7C75A653C807D828D60FDOFI8C8D221618111BB189F4476EC
EA43B2BICF27EE2D733A9017744FD17F24485301146434CD6ECF209254E21A584A5B4CCDI939A5D5AFD2287C8EB139C968AADA013420A9D75323B499DABCCLE:

false

low

C:\Users\user\AppData\Local\Microsoft\internet Explorerlimagestorelynfz0jx\imagestore.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

data

dropped

30025

3.4830316352840827

false
96:46yxYroNdq87kUxItvO1jIFFeLxHp4A/aR7Vc21///l1/9kkiOihoer+JHZyb51y:Qndq87nxOErLxt27VXkbEH81Z7Y2200
0851E162D56C12BAA871045942DAC6EF7

3D00D68DBA01DFDF4E84E881989E90D386AE65D9
C647B8103C9IFDB58EF6534B597CDF283FF50F477F213B5201A20A8D0B329DCE9

6FE97B3BF0B45935076C80BE17FDO0AD41AFBIF6C4808C6FCOEF85BEB7A4F4A915E474F29D9BDC838B711B92610B1E441C17FD1FCDB976B233EC628EB47C81
4

false

low

.IHDR...9...9.. . CHRM..Z&....
.................... Shre Y EGRedL L1 SXX L LOO..... . V\[X..L Ut~ . .o.jvublk...s

..n{zp}|...s........aji...jvt...htseon...... o}f=<<....
KNNNRQ..{.oonee }. ...ORR...FGGJed..
e WHT #0080 A A (M)s L KRl Lo E..

C:\Users\user\AppData\Local\Microsoft\Windows\History\History.IE5\mms\4VNT4SS3\collab-transcode[1].dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

data

dropped

3473408

7.7074937381344615

false
49152:/ifonuxCLuFFXnJZsnQjgl/PpTZMYnwOW6DU38P+Q20BJCHKN4WKkKfp:iol12XJkR1pVnIDU38P+MB8HKN4
F1CA677667EBOFBE1BB86CASEIDACFF6

8633CF7EC7333A44D58CD3EB66DIE9IB9SE7BEBBB
3D88DF6BE63DBBBAE3D282A8C1BAE735E1E7240F1B101154125087CEDOC526D9

107B4AF5909CD7C8ECDF7F770C3EC074A2E6D084FA1AEB203E61D3F135760CB80A440CEA2B2EE39083B89FE71ADDDED72F705D31B7C4A6CADEAAG3F8D47D
DF3

false

low

L..)k.A9..dD......V....avS.% *X..
9. JRail\lwe v Q] ..8]....&. T[A8.V].Q..x...n.u...d... (V. V.Y & >fixitey. OLPL L WLLL{ e
1..3.:%>..p... v....Ej3....... >"ad. {"....2=."}1Q.l.#Na.CecQ.....<..F.=<...1.6.L..q.CZ.g..T(r.3..yQ&..7.U._,...6.U8........ ,B.e.8}..L

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\1-wall[1].png

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 150 x 150, 8-bit/color RGBA, non-interlaced
downloaded

7250

7.92328749355968

false

192:0YLFFFpOeT4+vaDOepFdgSZWn4fuDdkKdUzgFVRRWFFFFFIIZ:ZLFFFpl4uaDOTLNQMdtGMyFFFFF9k
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\1-wall[1].png

MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

5BB31AED3D5FA405F0D1746CBC1C11C6
7DAO4FE2DD9EF5234E8B42117140CF4C8471ECBC
D7F7AAF23F37197DC7238B4B01855AB79C535499D18E8A757641821112F51247

7D59F690C8979F091CB2A18CCCD8B98762CBECA86DBC19F5989FDC7C3D4D3A2098458F762B7E795CE47B195FF62DB9D3216CCE347F568DF95323BE15F7E48L
D

false
low

hitp://https://assets.superlander.com/images/1-wall.png

PNG........ IHDR............ <.g.....sRGB......... pHYs.......... +.....IDATX..y .E..?=3.\.&B .....)....>. .. *..w=pe_QP_. ceBodi~l3u<NL> L)% HCIM]LL & a dA K
.BXM..h.@..... %..!,.&a4AK.BX.M..h..@..... .%.!,.&a.4AK.BXM..h..@..... .%..!,.&.a.4A.K..BX.M...h...@ ..... .%..!,.&.aAAK .Ms.m.6.fS.#5..ui.Wb.9..R6rY!ril.<....

.E.0.)...nj....nk..Wi........ C..v.xM[..0m..w|...1.m..6.5.wOB..5.I=u.....P.~...].0*._..yY..N.}. ....oF[a..}0....z.t."..n.r,?n...$.P..Ot-...j.s.[i.Y . /faZ.<w..w.w.r./xs....w....N..y.(.
(.DM.uV..e.BX..p{P.u..\.s1}/YH....... ..uW} ....... R2.... IR CTR P.m>. 1. (... ai6....... 0.<G...>%.w.K<..GD.@Z..J....v........ $5ai~?

LA ATLLN>6.%...)2.~)n[@)....&2 ... Jo WL ALD.2..Q...-..9<6....... W{.QF.p.9iL....&.F.c.zb}.c.Q.}/.5./.U.. . HJ~.m>0

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\10-wall[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 150 x 150, 8-bit/color RGBA, non-interlaced

downloaded

7045

7.923806762960929

false
192:142dzrB8ipR/JHusI2ihXHIMwImKONCDxWO9qIZ:14CztfJHusPXd9TyCDxWO9qgk
091BDF02E9FC82F6BFC85FF4B439B3BF
548D884C4BCCB7C494C79B4FDA6C8F87CBFAB828
E0568B4F67057A3513D83A918A8AEF23CCFEFBB5B54557A9E5872DC16E258D53

BECAG51A8F6ADE30704DDD1B57283180B06A3D15176662F463D370C09767E21DODE7325CFOEFF500A928B3755A4E29CDA75F8DD7788CBAOOFFAD18FC51FC49
E

false
low

hitp://https://assets.superlander.com/images/10-wall.png

PNG.......IHDR............. <.q.....SRGB......... pHYs.......... +.....IDATX..yx.U...0.....@B......2.(...(\.2.#:........0.AGG....0, |......=...d...U.M..D...|..POU.T..9U....(.p.i... .2.".....
T1.%.B.KP.....,A"X*D..U.".....TL % B.KP...... AMXADLUS L TL%.BKP..... , A"X*D.U. ... TL%.B.KP...... AMXADLUS L TL%.B.KP...... AMXADLUS L TL%.BKP......
AMXADLU g. K*h ........... k..../l.s...~Lk..G.. rcw8 X<25. 71 ) e V<0 k| ag..W...tcw.q.] IW,.%-.+ LUt WL AL 9)....kG .C.(N...
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File Type: PNG image data, 150 x 150, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 7393

Entropy (8bit): 7.922528597461888

Encrypted: false

SSDEEP: 96:0Hg7S2EUI2ddO8igqSILCFeWKi87pnAeZm+bZBte6Wf60CVZSVGKAWVI/X:Yg70dOHNFnAeZzxsfF51Z
MDS5: 08BBE209A78B3461270471A1B29F1AE4

SHA1L: 067859CB99C8B2A6859B746AFFCC7CC558DCEDCA
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\6-wall[1].png

SHA-256: AO0552A1E407FOAE046F95FD3C397555EE449E1C3B82E4454C52A0223284BFACA

SHA-512: 6DA634C235D8973DEBADC78BF7CB0B62252152FFE2D1F83070DC246668C0935866D2122A8CD572CD779C4F894A720F4C63E8C3AES6FOE0246FCD3CC137BDCY
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://assets.superlander.com/images/6-wall.png

Preview:

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\7-wall[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 150 x 150, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 5382

Entropy (8bit): 7.891806051733438

Encrypted: false

SSDEEP: 96:U2R18B333333333332V0xw9jNCVXEpsxRz9dMfdvpcjiukLkjh33ylyvD3R7x/u8:U2Rg333333333332rjNCVEUzmau4h33f

MDS5: 02D893D2D3D6EB6930EB28E352EB4C8D

SHA1L: D17CCBDCOD101EC098792D8156C51284BC4FD29F

SHA-256: 8B1B5584D0D9AB385DF42EBDE6B756F05567C555AA5B48ABC0800B6CDFEDFEAE

SHA-512: 28B8CBC75B64CB175FA405C5F59FEBDCID17FC4966BCC53A1CACA49F7E1683EF9C1959D0811CCF1C68A2FB2959FBBOCD512E59B6A87B73FDA4427CD7B3EB|
862

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://assets.superlander.com/images/7-wall.png

Preview:

<RALLV)LMLULLSpG....

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\8-wall[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 150 x 150, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 5331

Entropy (8bit): 7.881331658083643

Encrypted: false

SSDEEP: 96:10Z/PRfh4TqUig+kVOGn4MkOqOMwFkIRWjEsCeOn+tyhrWkST4tON6GkAWVI/x:18RpqUOO130RIESBO+ErWDTwzIZ
MDS5: BB39B97DA1E96A4A132ECFBFDC5E1D21

SHAL: 08A9A900417D80A2A6574ADI4ACCE181836836B8C

SHA-256: E54C1E35C95B29E263D9C51692AE477738CC6CFAFA93259707ACCB0452AB2AB7

SHA-512: O0DF332593A1D7D53AABAD205B6CFDD1584F79988CB0A295157F900BOFEC4F2589688285C11CB09431AA2D0B84D9CES2CEOE6B1A128071A524145E56B0F3A2BE
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://assets.superlander.com/images/8-wall.png

Preview:

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\9-wall[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 150 x 150, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 7270

Entropy (8bit): 7.9269425748792335

Encrypted: false

SSDEEP: 192:ZHoaVOXxYOWN7mFAWFYxhUYcJSpQTfoaVJyPOfny1l1Z:9VhjAFTFyImSpeQaTyGfkk
MDS5: 990AA3EB422D396B3465104A1E144042

SHA1L: 80BA26E355D9B5DC1457A5B80D5FCDF6EBA8DS66

SHA-256: 9392B4D9401COBCODF918DB3B30125C184ADF7E8F5BD4741DBF76FD6F33AEAAQ
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\9-wall[1].png

SHA-512: 8D33ACA0D507D57CC42157D1FFDAA760BC6EDBF575BEF16BAD4CD616AEFBE8797887C7F56F333CECAC16362D1A8F29BF62C64C745FFC2135CC12EF31C10C
29B

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://assets.superlander.com/images/9-wall.png

Preview:

+.....IDATX..{t...2U..d.Ol.mlc..".cM....X..p.qL"...q......s...{ .&....97..." 5..aa..... 1~.2%..d.43.]. Gf$ 6— <3V l.
VX.H..D...%... ‘e A+ K$Xay"... VX H..D...%...,.".e.+,K$XaY"....VX.H..D... / e+ K$Xay"... d5._..@ES
;.&,[.3.fAL RIS Blw.w..n; Q....$....?L.A.e.v....?)...7>..y...y....1....I...06.I..Xku.
...6011./..29..T.nr(.;.)g+J-.P..*.. }.ZE...i.. AL>...J5...A%.)
3yh.C.J.V%u..Na.>...G.&...f$..lS.O%V:%.t.HX.?...M.h........O.....y...r.'.c..$.O.;t..uC..9.6.:...B.......... AT { ke

>ex.]./
C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\CharlevoixPro-ExtraBold[1].otf
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
File Type: OpenType font data
Category: downloaded
Size (bytes): 43776
Entropy (8bit):  6.638862911035625
Encrypted: false
SSDEEP: 768:DRrbg+iJydycz1dwOCM3REnw850Sf9LR0eB9Z5suZz2R:u+7z1daMiw2pfce9W2z2R
MD5: 1C84E57B0C64303EB65ED4DD6992E07B
SHA1L: 2EEE610EE192E23FECABOA81131F331F9595AE47
SHA-256: 12901807A52622D1452F25B528A198A7095D76046BADESFFA4A432CES4DDCO77
SHA-512: B3D1ECBB7A0E1B37B27D266FE206BDB3158772CA8A8335B231289DFIFC807E32C1D4F75D372590422D8B12E7620B1A841C1B5C18623E1A061EDA3AB1732D16(
D
Malicious: false
Reputation: low

|IE Cache URL: hitp://https://assets.superlander.com/fonts/CharlevoixPro-ExtraBold.otf

Preview:
OTTO
........ post...2....... .P.S.......Thg_.< YT T T ToToToT0Te T .T..0.. Y(Y(Y(Y(Y(Y Y. { Y {]O]O]O]O]O]O]O]O]O
kY.G.Y.GY.G.Y.G.Y.+.Y.+..D.0.D.O.D. .D D.M.D...D.".D.!...O.,.Y.,.Y.?.O.?.O.?.O’7.0.? LYLYLYLYLYLYLY.h Y. h Y hY h Y hY.hY.hY.~Y.hY. Y. .O. Y.
.Y...0...0...0...0..N..N..N..NL..NL.c LYLYLYLY LY LYY LYY nE = paDg 1110100y YLYL 111 L L L kG
<.&<&<&<&<&°.0..2.°.0..0.;.&;.&;.&;.&;.&;.&;.&;.&;.&;.&..1.n.2.n.2.n.2.n.2J.0.J... 8. F.(F.(.. . (< (oe(oee(eovnnnnsenssen0.0.0.0.0....510.0.1.0.1.0.1.0...0.1.0.C.&
.€.&.C.&.C.&.C.&.C.&.C.&Y.&

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\KFOICnqEu92FriMmEU9fBBc9[1].ttf

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: TrueType Font data, 18 tables, 1st "GDEF", 8 names, Microsoft, language 0x409, Copyright 2011 Google Inc. All Rights Reserved.Roboto MediumRegularVersion 2.137;
2017Roboto-Me

Category: downloaded

Size (bytes): 35588

Entropy (8bit): 6.410135551455154

Encrypted: false

SSDEEP: 768:6yVJglpAqZsXgDNHOBBPXNOKdhT1N+06XAxGrzmoqpxk0SnuUR:enq8050BBdhT1NPEXAXGryoqp2

MDS5: 4D88404F733741EAACFDA2E318840A98

SHA1L: 49E0F3D32666AC36205F84AC7457030CAO0A9DISF

SHA-256: B464107219AF95400AF44C949574D9617DE760E100712D4DEC8F51A76C50DDAL

SHA-512: 2E5D3280D5F7E70CA3EA29E7CO01F47FEB57FE93FC55FDOEA63641E99E5D699BB4B1F1F686DA25CI1BA4F64833F9946070F7546558CBD68249B0D853949FF85C!

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://fonts.gstatic.com/s/roboto/v18/KFOICngEuU92FriMmEU9fBBCI. ttf

Preview:
........... GDEF.....{...dGPOS......|<....GSUB7b.....8....0S/2t #...r...." LKy .j.hdmx......r|....head...r.n....

..loca\v@z..I(....maxp......l.... name......z,.... LSYLEXLLLSY 9....
FW XAA ESUUN IR EX..[... >Y.EX.. : "&~. e JHHL 9KK97JJ....e...@... .
....... /01 #.3. #.3. #. #. . w}h. ). EX.[.. Y. EX. . >YLEX ... >Y EX/>Y9/+XIYI+X|Y01#

#.#5.#51.3.3.3.3.#.3##3#. . LL....NN.N.N....Lv.....

.£.8.9..d.- &, *- L9 EXLLL SYLEX L SY LEX#.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\KFOICngEu92FriMmYUtfBBc9[1].ttf

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: TrueType Font data, 18 tables, 1st "GDEF", 8 names, Microsoft, language 0x409, Copyright 2011 Google Inc. All Rights Reserved.Roboto BlackRegularVersion 2.137;
2017Roboto-Bla

Category: downloaded

Size (bytes): 35208

Entropy (8bit): 6.392518822467014

Encrypted: false

SSDEEP: 768:53Dmu13ucOmpIN22bN806Ze0XIGV+uM49pSeCu7XniviDffwémo/quUR:ID13DjSNzOXIGOuL9YeCu7Xn4iTo9o/4

MD5: 4D99B85FA964307056C1410F78F51439

SHA1L: FBE30A1A61011F1EE42435D7E18BA7E21D4EEB94
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\KFOICngEu92FriMmYUtfBBc9[1].ttf

SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

01027695832F4A3850663C9E798EBO3EADFD1462D0B76E7C5AC6465D2D77DBD0O

13D93544B16453FE9ACIOFC025C3D4320C1C83A2ECA4CD01132CESC68B12E150BC7D96341F10CBAA2777526CF72B2CA0CD64458B3DF1875A184BBB907C5E3D
1

false
low

hitp://https://fonts.gstatic.com/s/roboto/v18/KFOICnqEU92FriMmY UtfBBc9.ttf

........... GDEF......2\...dGPOS......z....GSUB7b
ea.]...p...shmtx..<...l.....locaK. ...maxp....

e PWLLXAN AL
. +..v.5.8.S.8.....Z..
34#53.3.3.3.3.1.3..#.3.#.d.C.C....ED.EEE...

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lIE\OW10PBUV\KFOmMCngEu92Fr1Mu4mxP[1].ttf

Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

TrueType Font data, 18 tables, 1st "GDEF", 8 names, Microsoft, language 0x409, Copyright 2011 Google Inc. All Rights Reserved.RobotoRegularVersion 2.137; 2017Ro
boto-Regularht

downloaded

35408

6.412277939913633

false
768:PX4i+tezjtQYgu30G0xLINQbUEL7LQ09SBxQbptgKmomjJivh:PJ2z3G0xpUusLEBKptgNomjV
372D0CC3288FEBE97DF49742BAEFCEQ0
754D9EAA4A009C42E8DEDA0C632A1DADEDA4EC21
466989FD178CA6ED13641893B7003E5D6EC36E42C2A816DEE71F87B775EA097F
8447BC59795B16877974CD77C52729F6FF08A1E741F68FF445C087ECC09C8C4822B83E8907D156A00BE81CB2C0259081926E758C12B3AEA023AC574E4A6C9885
false

low

hitp://https://fonts.gstatic.com/s/roboto/v18/KFOmMCngEu92FriMudmxPp.ttf

...0S/2tg#...q.... cmap......s....Lcvt +....yl.. Tfpgmw."...vd....gasp
..name.U9...y....tpost.m.d..{4... prep.f..x ..L.d...(cooorrrrns q.....9..
+X1...Y......901.#.3.462..."&.[....7188I7...

01..##51.15.3.1.3.3.#

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\NewErrorPageTemplate[1]

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode (with BOM) text, with CRLF line terminators

downloaded

1612

4.869554560514657

false
24:5Y0bQ573pHpACtUZtIDOIFBopZleqw87xTe4D8FaFJ/Doz9AtjJghCzg:5m73jcIqQep89TEW7Uxkk
DFEABDE84792228093A5A270352395B6

E41258C9576721025926326F76063C2305586F76
77B138AB5D0A90FF04648C26ADDD5E414CC178165E3B54A4CB3739DA0F58E075

E256F603E67335151BB709294749794E2E3085F4063C623461A0B3DECBCCA8E620807B707EC9BCBE36DCD7D639C55753DA0495BESS5B4AESFB6BFC52AB4B284F
D

false
low

res://ieframe.dll/NewErrorPageTemplate.css

.body.{.. background-repeat: repeat-x;.. background-color: white;.. font-family: "Segoe UI", "verdana", "arial";.. margin: Oem;.. color: #1f1fif;..}.....mainContent..{..
margin-top:80px;.. width: 700px;.. margin-left: 120px;.. margin-right: 120px;..}.....title.{.. ~ color: #54b0f7;.. font-size: 36px;.. font-weight: 300;.. line-height:
40px;.. margin-bottom: 24px;.. font-family: "Segoe UI", "verdana";.. ~position: relative;..}.....errorExplanation..{.. ~color: #000000;.. font-size: 12pt;.. font-family:
"Segoe UlI", "verdana", "arial";.. text-decoration: none;..}.....taskSection..{.. margin-top: 20px;.. margin-bottom: 28px;.. position: relative; ..}.....tasks..{.. color: #00

0000;.. font-family: "Segoe UI", "verdana";.. font-weight:200;.. font-size: 12pt;..}....li..{.. margin-top: 8px;..}.....diagnoseButton..{.. outline: none;.. font-size: 9pt;
..}.....launchinternetOptionsButton..{.. ~outline: none;

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\OpenSans-Light-webfont[1].eot

Process:

File Type:

Category:

Size (bytes):

Entropy (8bit):

Encrypted:

SSDEEP:

MD5:

SHA1L:
Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe
Embedded OpenType (EOT), Open Sans Light family
downloaded
19514
7.9626289574437115
false
384:0jMPhSj1fICB562ziDqHV7QMSACAI7aNXAIVhIKDQKHU:qYhwlnmFyHXAJIKDQt
09EO00AA7622ECE30AOF1E06B55F66C2A
3B118F81AC22A995F7CESFAF2216012B5D217ADB
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\OpenSans-Light-webfont[1].eot

SHA-256: 83A5C3512B7E56BEF9B0OD5451ADF664B070EB3CF6278E69E2CF4FAOB2D2EF379

SHA-512: B8D560E6750BFD7308648D160DF695DESFE63CFE67A472E885462D357AFF6FEBIFDC53FCD3ECD2F5845EAC3A00B8D4C6B1AA922C01E9009D3DD878D53E6B9
74

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://statcounter.com/fonts/OpenSans-Light-webfont.eot?

Preview:
L..PK....
...BSGP.
Bpui R.(QK )
(....E..$>on%nc...024V
LSLLNLWz L

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\asktxt[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 800 x 800, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 27049

Entropy (8bit): 7.6235756743365695

Encrypted: false

SSDEEP: 768:nvDizgfD4nQZeu|BffffffffffffffiffffffiffiffAZaqgSEx66sm2P7:vRfDvbjqZPFXEn7

MDS5: 5729E10A1BBA4C47DC5EO0D86D3DEB1F1

SHA1L: 458EAB5CFFB7D48C2C3343709E84DAE6B1BA520C

SHA-256: DF15DAF935B53C7F91019AE214741D02E20405A5A4BC6DBBC4B97AAASEA14678
SHA-512: 590FE7F4D91433734D14753FB1241F91A52121DA578BAD89BOF07C7F8378E37A6015D4F88BIE72820677954206E9371CBACC0854C123337219B4EO0C7DD0O77BAA
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://assets.superlander.com/images/asktxt.png

Preview:
PNG........ IHDR... ... oo p.h...sRGB......... pHYS.......... +.... IDATX..w|.U...MB.1....M...(..J...HS.0".U..Q)"...RD.V.UA..".."JY).{. 5-rrrrrrnn wW.M8._..c..r.{=8.K).....cco0ouo.. A..
) 1 .@....C... ... l@....C. Lo @....Coo.l’n lo@....Coil”oe lon@...Co...llos lon@....Co...lleee loe@....Cool.l s 1.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\bufferimg[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 800 x 800, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 34640

Entropy (8bit): 7.769709161099555

Encrypted: false

SSDEEP: 768 2uffffff e rrfefefifffD: 2X 1sxboOdRj5Z8Midmlf4z

MDS5: 4456C428AE7AD71CCCE2948057707DB3

SHA1L: 17CBB716935B5EF20E65D7FF420DB748E7538BB1

SHA-256: 343C8EAF5D6DB53DC66254FA48F0C8E2721BB1D718182C66625951E41E630445

SHA-512: A621464C7BD57DD1B5CF8FBA7AFB85D697D33417A2F2E3DA15B32B06C997CD0225B93DEDB5FB8IB85ADI793880DB818AES024A6867EF88EBC753BFES98BA4E
5E

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://assets.superlander.com/images/bufferimg.png

Preview:

pHYS......c.. +.... .IDATX...IS[g...KB...;.}.1.0l..t.;U3]==...S.yl.=..xC..;..&....y....L....._U*...h9...L&......... Jorii C..oe L0 C.
1....0 | 0 1

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\buffertxt[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 800 x 800, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 22345

Entropy (8bit): 7.483524384430783

Encrypted: false

SSDEEP: 384:FrwtlghNCZynsHYM2EzbHMOey9VwiffffffffffiffffifffffffgR Y 7pMbcB: FIgTCZynsHYWhbHVey9 Cffffffffffff5
MDS5: 2321AFECDBE4388937ECE97C4DD531E4

SHA1L: DFB9613A35E20156138B1D5C783C174D7DA74FA4

SHA-256: 78D78137EDE4758ADE7A8D976E645A7D0C29AB5A2EF680190EES55F2D6D64C726
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\buffertxt[1].png

SHA-512: A9B2EAE6BFE56F18ESEAFES3EB362E4C05A9E9A125BF03C12D0C66D90F19D948F623C89C7BC85009032E02E42369D1429DEDFI0D476E09133052BDF2EE41A5]
2

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://assets.superlander.com/images/buffertxt.png

Preview:

LA UDATX. WU L&,
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\casperimg[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 800 x 800, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 35361

Entropy (8bit): 7.804974885533988

Encrypted: false

SSDEEP: 768:aWVOGjR3QYy4TZFmPLR6IxN8c/bs0/IUB3B1I/VvS005WMSppppSt2f:NVOOAATMYI0c9/PHIN3cWF
MDS5: DEF41FB61DC61F3B98F3244D09345327

SHA1L: 814D9FE07D1821162A2D65C18156ADAD8D10348C

SHA-256: 197CABEC503116F12D570CF05759CBDCASECEA23451BECF348E15E8F28BFFAG3

SHA-512: BAB81430DA75C60D15A0514F144DA21B1BE3A96697FE3E33F681581B8E40CA586521A9EE858E552E3E874644829338BB7C34234EB5981E194E7F8D0B92792958
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://assets.superlander.com/images/casperimg.png

Preview:

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\caspertxt[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 800 x 800, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 29714

Entropy (8bit): 7.547524558105773

Encrypted: false

SSDEEP: 768: 6f it e ereferrereeeeeeeefifiinw. 9L98cQLEbRICDIM2p

MDS5: 0CADA6D816AF0C5454FB5FCDC5DABOBA

SHA1L: 64742C9237EC08546C1D4E6E4EE0893D5FE293C3

SHA-256: 2ACD5BF35D29C15614E3F62DB637610D38373172DE2C58707C3E63BE031A4394
SHA-512: 8DAE9296F9941F44F7E93077507B5B799B14C2C8D2033253D6D87EED1282884DEB55C2E98AEIDED5038187B57AF3655E9997072F98B4EF0C1C1178D1B79F228E
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://assets.superlander.com/images/caspertxt.png

Preview:

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\closeimg[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 800 x 800, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 62157

Entropy (8bit): 7.930617403054332

Encrypted: false

SSDEEP: 1536:LBc8XF/ekBiyDU5Z0oKjQXRG4EzrPjSS7THAYW8:a8XxnDgZoWQXRO7jfTHAYWS8

MDS5: 148D380C38FD39D09738FB56C98DDEOC

SHAL: A9405B729755ED615D8F4BC4649EAC63AAB7F57E

SHA-256: FCE0722954DAAFB1B4BD311CD4EC56659F063E7ED768AF3D264679E643F0A9A2

SHA-512: 18E44AA262B06705EADC274926A8B04083A888CDD501E237BC05CDD578FAB6A65E3E198DAIEB7FE2C56DB6E37563D8283ED590FF1051BD922E57FDB953ABEL2
DB
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\closeimg[1].png

Malicious:
Reputation:
|IE Cache URL:

Preview:

false

low

hitp://https://assets.superlander.com/images/closeimg.png

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\closetxt[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 800 x 800, 8-bit/color RGBA, non-interlaced

downloaded

23738

7.570878293279057

false
384:uDQ58eByer2ZyNFj6pY7HzCtSqlBh+uciCxOvGOk:uD+ByeNcYhgnghXxOed
00BF68BA76A0206217BF33BOCD2F1FF1
20E9669B98BABOAF78A8760ED7C9476C02EC23B7
F4089516977C332E89B905EF1237BCC8405078C380F04CB16EE9E05E513180DB

85E2BDC82DB4A6C91F3FFOEFDEB3D5271649B129DADF3BA26612430DF8BBCCF8FAF7AASD7FFF29EE2948D900914FF1B8FE76F06F81AC1F4451C65CAC6D969¢
32

false
low

hitp://https://assets.superlander.com/images/closetxt.png

4pl...

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\counter_test[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

39159

5.450542019923853

false
768:dhstO8IVCA45/zUVdIch6ddbt8utY KmypUX8f/5DB1Y SMv13ROXqWIiQRK33JIDYE:t8Hd]ljYZDYXFXUHDIf
4DA07DBD600A063A57AEADBEFF67D2C8

FA7EF75ED972F3CFF7742D07D3AFACC47BABB8BA7
C5086D4F97BC3EE70971C51E89FAB6AE25FF054ACCEC7C4E890B1083EE7BCCIAB

4E77F636AA87FD3AF056D1CBCB3FF112981E347D44BB4CD1BF6660CC216835503EADGEC77A99041CEAC602F92E16136711B9D5CDACFE29AA3E3444853DD0B¢
9

false
low

hitp://https://statcounter.com/counter/counter_test.js?cb=830817

var _statcounter=function(_1){var _2=false;function is_admin_project(_3){return [12225189,11548023,11878871,12214659,981359,9560334,6709687,9879613,41
24138,204609,10776808,11601825].indexOf(_3)!==-1}try{var _4;var _5=1;if(typeof _1!=="undefined"&&_1.record_pageview){ 4=_1; 5=_4._get_script_num()+1}else{if(typ
eof _1 ‘undefined"){_4=function(){};_4._pending_tags={}}else{if(_1.start_recording){_4=_1;if(_1._pageview_tags_in){_1=_1. pageview_tags_in}}else{ 4=function()
{}}if(Object.prototype.toString.call(_1)==="[object Array]"){_4._pending_tags=_1}else{ 4._pending_tags={}}}_4._session_increment_calculated={};_4._returning_values=
{};_4._security_codes={}}_4.push=function(_6){_4._pending_tags=[_6]};var _7=true;var _8=false;if(typeof performance!=="undefined"){try{_8=Math.round(perform
ance.now())}catch(ex){_8=false}}var _9=false;if(document.currentScript&&document.currentScript.src&&document.currentScript.src.indexOf("statcounter.com”)!==-1){
_9=document.currentScript.src}var _a=-1;var _b="";

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\dnserror[1]

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, UTF-8 Unicode (with BOM) text, with CRLF line terminators

dropped

2997

4.4885437940628465

false

48:u7u5V4VyhhV2IFUW29vjORkpNc7KpAP8Rra:vIlJ6G7A08Ra
2DC61EB461DA1436F5D22BCE51425660
E1B79BCABOF073868079D807FAEC669596DC46C1
ACDEB4966289B6CE46ECC879531F85E9C6F94B718AAB521D38E2E00F7F7F7993
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\dnserror[1]

SHA-512:

Malicious:
Reputation:

Preview:

A88BECB4FBDDC5AFC55E4DC0135AF714A3EEC4A63810AE5A989F2CECB824A686165D3CEDBSCBD8F35C7ESBIF4136C29DEA32736AABB451FE8088B978B493
AC6D

false

low

<IDOCTYPE HTML>..<html>.. <head>.. <link rel="stylesheet" type="text/css" href="NewErrorPageTemplate.css" >.. <meta http-equiv="Content-Type"

content="text/html; charset=UTF-8">.. <title>Can&rsquo;t reach this page<ftitle>.. <script src="errorPageStrings.js" language="javascript" type="text/javascript">..
</script>.. <script src="httpErrorPagesScripts.js" language="javascript" type="text/javascript">.. </script>.. </head>.... <body onLoad="getInfo(); initMo

relnfo('infoBlockID);">.. <div id="contentContainer" class="mainContent">.. <div id="mainTitle" class="title">Can&rsquo;t reach this page</div>.. <div

class="taskSection" id="taskSection">.. <ul id="cantDisplayTasks" class="tasks">.. <li id="task1-1">Make sure the web address <span id=

"webpage" class="webpageURL"></span>is correct</li>.. <li id="task1-2">Search for this site on Bing</li>..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\dollyimg[1].png

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 800 x 800, 8-bit/color RGBA, non-interlaced

downloaded

30709

7.63518164645966

false

768:iffffffffffd Ce FfffES0MTmo0zA2JG/sd+3846peyy6 CDQAKQuVVkQ2fffffff2:pS50MTme2JG/sd+XCeyySwJ8|
E30FD07429BE99D4F8CB829BA534DE70

09A1DC17902C641FC1089C8ADCOFFA085630290F
C892B2F8929D958B5D693C51ECE5116D74C24AB730E3AB85C3E31B86386449F5
53D6755CD7C27C06CE31B532D77C1D5120BC39B482839F1DBF5698E362BB00D7B7A538E480E5D58A352729D29907D48AD683A58074CD1939423F33CA2EC1870
false

low

hitp://https://assets.superlander.com/images/dollyimg.png

pHYS........ +.... IDATX...w.G...".}....IL.%y..U]U==g.s.....0..v.%k.HQ......2/.@."..AJ.~|XV..@&X"~.a.A.......c.c....... q.@....C..... :
) @....C 1 @...C...” el @....Coe 1 .@. 1....@...C.....

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\dropboximg[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 800 x 800, 8-bit/color RGBA, non-interlaced

downloaded

37831

7.796971717074937

false

768 Afft e rrfrfeifeii6:4JSl14t6Lxioxw/GeWBv38hgwRqcPO
FF234361283E082C090D6261440D753E
213F482CC80FB7E45E066C4D0C38DFE7075EC253
F77740904E867AD2B633FDB7EC31E5AB500B2961FA739260DCEACOBIF1ACF595

01C6BDBE22AD19029945E50EDDE93FC317FAA7D8D6BAAF2A74D37375CAF40DB71A00B74F018A9B098B0C1829E8D029D78ABADIFID5A39CD8276A34C000AEA
8BF

false
low

hitp://https://assets.superlander.com/images/dropboximg.png

PNG.....IHDR... ... ...... p.n...SRGB......... PHYs.......... +.... IDATX...ip.}....HB.. .}...6.0..Y].q.L.i&..>. . V.'M.&R....m.b.H, ... .t... X .N$.5.G..0c.. 7.6 [ 0..
.0

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\dropboxtxt[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 800 x 800, 8-bit/color RGBA, non-interlaced

downloaded

28532

7.646934973819865

false

768:eZ6y05SU7i2pA6jdsbftfffffffffifffffffifiififrhwe+nzkx:eZ6hSgi2pD2hV+4x
CBCB8AF9EB0E6A9BD1F07830E35ACFC76
DECF5C35AABE0143B752CD94F5DC91280FF82777
19622823E955DB298E286E7EDECF54F80FE76FF0A83491983FD010108E8E5A56

240FAABDC3AB39C512F9C7C319BD1DE3E73C1B0979F4AECDAS92A516808A1B967DD54C1150E2DDEE3B8B1A9F961E201C5796EAES06DCF4D885C49F993C9B7
9A
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\dropboxtxt[1].png
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://assets.superlander.com/images/dropboxtxt.png

Preview:

IDATX...wx.U...MBH...B .".R..PB/.. "....... ...<.G&s..e>3gM\J)%..
..... 1...@..C.. ..1l..@..C.. ..l..@...C.. ..l..@..C.. ..1l..@...

9]

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\dropimg[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 800 x 800, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 40874

Entropy (8bit): 7.838028937392131

Encrypted: false

SSDEEP: 768:UjNXF3D1cH3mugoRUSAVNPLhFOucsygx24fe+O7ILLIKTqzWdnrx:UjdQW5/S+mZsyl2Zd5bzGx

MDS5: 2239D0AC5466729E02FE900AF2723AE3

SHA1L: 300A448BDE7F866DD68DB9680A08F71E3BB75638

SHA-256: 04B0D38D9D197BC8BA1149A8C1215947E2CEOCEC6C054B9C5D72D3D61D44D189

SHA-512: E8663943BEED62C8EEIC66CEBC44FF33D338A7EEC667CIAE778640CC77DD85F70336CC758A900413C22C575ED0622682B96766CC40F2E1C13035EBFBE9IF61
E

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://assets.superlander.com/images/dropimg.png

Preview:

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\droptxt[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 800 x 800, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 26818

Entropy (8bit): 7.613975917117477

Encrypted: false

SSDEEP: 768t e feerreeeeeeeeeeefeffC:xtohzvVvqJROCvDHaLDC8

MDS5: 782341B2C7106DF3F7871B618DC7B831

SHA1L: 042D45A0D95BDA9A79DBC258EF32997CCF68FF23

SHA-256: D191D5BCAFFCCEC044B1F22D83EA8D19E6176DFEB30BCI4FADC22BEBA477B8E4
SHA-512: 8450C390EF9D0085005568F9452349D36080C21E9258019C0C5D116907269E4B91C904930A28105C108ACCAF50A681DF7B6593A8326FEDFFB103C92EBEDOASBO
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://assets.superlander.com/images/droptxt.png

Preview:

PNG........ IHDR... ... ...... p.h...sRGB......... pHYS........ +.... .IDATX...y\U.....aP.Y...QDK.90.C.C.WEmMO0+.Qf*....5....).n..y@.f*)N.l....~...0z.....z>.....k8.s.. "{[.RJ....... R
..Conll0. ! ...C. ! LCod ...t

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\ebaytxt[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 800 x 800, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 27345

Entropy (8bit): 7.591002424018381

Encrypted: false

SSDEEP: 768: Uttt eeereereeeeffify:oHBDvO8DHilwDcogkeXV8J

MDS5: 0D1D06592643A8CE000716D2114D4870

SHAL: D0196CDBDEFCOE337C88EBOAB9639C876EDAAESA

SHA-256: 9E7E1FD235BB20B43656198361CA2CD5EDE7B12107098FF6CC77CD1832D54D6C
SHA-512: 835570FA32B24565067C02467611C6BB7E00D075035FD24D60E4948B7D49D2436A0936D14126F60DF6F8BOF1COEAS6E4780DEBAS5F0432B0D7B687DCE7C6045F4
Malicious: false

Reputation: low
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\ebaytxt[1].png

|IE Cache URL:

Preview:

hitp://https://assets.superlander.com/images/ebaytxt.png

{r..~].<..s..€2..93")%....".w~w

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\email[1].png

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 64 x 64, 8-bit/color RGBA, non-interlaced

downloaded

2820

7.922954660850759

false
48:1L5bN3XuVQ8/IgHanXCEddzkOvtlsHEVFbuw4e0sOeT7y8c7P+iSLm+nC5eBdDs:AXN3XuVHNgOXXd45HEXdfNGZ7FSNn3dw
420C63238AB1E9BCB48AF40DEAE4CE23

A9150948EFD42D0OEF9D5BC12BCBDD3C83D4F4073
F72A9160A05E60EEC1A99CFA47559CD53B939CA4E171194CB227COEBE891EL7C
B8FF3AC5E54764A5B1E3874A469BC7AD25C85006F015F77477052457DC6864A3A751DC37F069AES507FOCE268C297F1959F5E34B12BDD3B69B4CB7C334033C43¢
false

low

hitp://https://assets.superlander.com/images/email.png

PNG........ IHDR...@...@......id.....sBIT....|.d...._zTXtRaw profile type APP1.....JO.K-.LV((.O..l.R..c...K.K.D......04006..F@.9T(.......... Y..)....0.h.-....PIDATX..ypU...2{.[.6Y

.B."1.*..AAJe.[el.Ih.SG.3.t.t..I..".VT@.B.A..AB ..Z.."..AB...%.=,...=........+D..E#05.F..$. k..Q.R8)B..GT(5U.../...2..$.F3.G'a..Q.B$E.[.2.zN...kl.......cGRk..0. {....O.
H...#R..UT#.0..9kH.m. fl.T+Cx.!1...Z.h...X...-1..\8*..Y..... K. {M..%.......7]:.6....L.}..Q.bKz....P....cDt. w..6..)..E...2C...3.i...g.."....L.el_gxC......j.-5"x*I}.>..d../[....Y..8
.h.DD........ )fL\=#.%..+.0...aL|m..@....25G?%...-..R&tm_gx]3u.fNN.(.Y.....bzvF..M.4....0.K..Q..3.=....hN~.....- fi,.Y.. .-.;;O.....e.8..S...c#-v.2..%...z#f....+.M..C.0.$....... Uw@.
y..@h. 2. zfl e 0]...u.(z.g.... X (). *RA#B...w9..z'4. m,...A..8.d.Z........L.\.s.u...3.. j 8-w.."K.6.A..&.....,

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lIE\OW10PBUV\errorPageStrings[1]

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode (with BOM) text, with CRLF line terminators

dropped

4720

5.164796203267696

false
96:z9UUigRxqH211CUIRgRLNRynjZbRXkRPRK6C87Apsat/5/+mhPcF+5g+mOQb7A90:JsUOG1yNIX6ZzWpHOWLial6Cb7bk
D65EC06F21C379C87040B83CCLABACEB

208D0A0BB775661758394BE7E4AFB18357E46C8B
A1270E90CEA31B46432EC44731BF4400D22B38EB2855326BF934FE8F1B169A4F
8A166D26B49A5DI5AEA49BCE49ESEA58786A2191F4AD2ADACEF5FBB7523940CE4482D6A2502AA870A931224F215CB2010A8C9B99A2C1820150E4D365CAB28299
false

low

ISplit out for localization...var L_GOBACK_TEXT = "Go back to the previous page.";..var L_ REFRESH_TEXT = "Refresh the page.";..var L_MOREINFO_TEXT = "More
information”;..var L_OFFLINE_USERS_TEXT = "For offline users";..var L_RELOAD_TEXT = "Retype the address.";..var L_HIDE_HOTKEYS_TEXT = "Hide tab shortcuts
"..var L_SHOW_HOTKEYS_TEXT = "Show more tab shortcuts";..var L_CONNECTION_OFF_TEXT = "You are not connected to the Internet. Check your Internet conn
ection.";..var L_CONNECTION_ON_TEXT = "It appears you are connected to the Internet, but you might want to try to reconnect to the Internet.";....//used by invalidcert.js
and hstscerterror.js..var L_CertUnknownCA_TEXT = "Your PC doesn\u2019t trust this website\u2019s security certificate.";..var L_CertExpired_TEXT = "The website
\u2019s security certificate is not yet valid or has expired.";..var L_CertCNMismatch_TEXT = "The hostname in the website\u2019s security certificate differs from the web
site you are trying to visit.";..var L

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\faqgs.webflow[1].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

|IE Cache URL:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text

downloaded

4142

4.84485449913067

false
96:Nrux7NOJFtjnzzCfdAiTelpFakFwu5uQEC80BCvIwMijib4g/jiaNtFjmh9k6g5Fh:gNuFtjinzuGGFFvFpoFzje4g/iDLFjmhK
CD3E87556B1F43E1858EF2321C5EFD16

174D9949C945F8094B16B41AA2F1368CD40D5BES
062DE81F59553587FF396B47FC62B4B4AF55FD6F7FEODC42F19A066046371CB6

A444E2F2E3EBEGB0EG396BF28B4BC962617AA81002C5763F2CC5E1A4CCBD9A6932AC511BD7FCF67FDOF748E2994E9406AFB763E61BES8BICD696414B73437AB:!
7

false
low

hitp://https://assets.superlander.com/css/fags.webflow.css
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\faqgs.webflow[1].css

Preview:

fag-g-text {. margin-top: Opx;. color: #221f1f;. font-size: 20px;. line-height: 1.5em;. font-weight: 600;. text-align: left;.}...h-div {. width: 50px;. height: 2px;. border-
radius: 100px;. background-color: #583bb5;.}...container-6 {. position: relative;. z-index: 2;. display: block;. width: 100%;. max-width: 1400px;. margin-right: auto;. m
argin-left: auto;. padding-right: 5vw;. padding-left: 5vw;.}...container-6.fag-container {. max-width: 80%;. padding-top: 60px;. padding-bottom: 40px;. border-radius: 5px;.
background-color: #fff;. box-shadow: 0 0 50px 0 rgba(45, 62, 80, 0.06);.}...fag-answer-2 {. overflow: hidden;. margin-bottom: 12px;. padding-left: 45px;. border-bottom:
1px solid rgha(193, 191, 189, 0.4);. color: #221f1f;.}...fag-question {. display: -webkit-box;. display: -webkit-flex;. display: -ms-flexbox;. display: flex;. height: auto;.
margin-top: 20px;. margin-bottom: Opx;. padding-bottom: 20px;. -webkit-box-align: center;. -webkit-al

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\fireflyimg[1].png

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 800 x 800, 8-bit/color RGBA, non-interlaced

downloaded

106096

7.967861215012008

false

3072:DItRN0o1jDiiYsG53wZL0gaObgYkayyGsyblSxJ:DItM1XiDszS9JyryQr
EC4AFF984FF12F1AE89709AB66913D2E
89B141A8DAB15CA3COBE1756A40D86EF1ED22AD6
308D6EEB8F14C3DEOCFB96996DB21F24EE5CE86D893E6FD82E97824D24129A07
8555ECE35AAB503ECBC2D537794A7D827F15278EB8B60A59DC5E41BF2C18AFE35AA8B821A9525E8D911FD426317329F1036780E55642DCF72B3840A04E3EAC2
false

low

hitp://https://assets.superlander.com/images/fireflyimg.png
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lIE\OW10PBUV\fireflytxt[1].png

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 800 x 800, 8-bit/color RGBA, non-interlaced

downloaded

26355

7.603147312160931

false
384:9Q78qD9qzDwatmGFkzyhNdpoXqZ/CdXX0SJVfjuJO09CLYpV+ToCX8k:U8gszh7hhN70S/Cd9teOZpoCj
9202CBCB9E63F81C57C8F1947F24EEAF

3F29D5B9527E552229B86BBFC7562319E2D89DF7
C38C094C8BAEAC3B228C3B74B368846930F377BA6D1FCFE654970DFDB4BB00A6
7773D29A45E09696D6DD68DA0C37340EDOC557FF8090826A3699C67164A2E36CD01325ADAD1394C55B773D5DBC29ADE6GECD1806AA8BE339FF6825F7AD59265A!
false

low

hitp://https://assets.superlander.com/images/fireflytxt.png

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\fortniteimg[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

|IE Cache URL:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 800 x 800, 8-bit/color RGBA, non-interlaced

downloaded

23766

7.581356595142999

false

EEZRehnniiiinnniinnnininnuiiaun i CRe i
C6847419DC7E3E760E861EBFDO7D3A8A
4A93394FC06F0C558E76013968C647D90AAE3CBB
39F27EC2A484CCOE27D61CB1F5B930751A296F076B13E87C6788C47F5C57008F

S5EEB959CD86DCADF401CBCEDB2367EDF5D6137C9E933C63BE3BB4F0A2977A71554F6C872EAACAB9D428414B243649B928F9333195B522FE0322341D0FAA061L
7

false
low
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\fortniteimg[1].png

Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\fortnitetxt[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 800 x 800, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 25934

Entropy (8bit): 7.592505944467746

Encrypted: false

SSDEEP: 384:z2Wv6T9SUokikcjPgsmRPhIOEXBzm3ZjGR5SFsbYcP6c40gHINGsX5UEQX3Y 2k:zW+9yk7cjPqIVHFmMVG+OkdcwNGC5EXq
MDS5: FO6708EF972EC74E089AEO030BFBBOEO

SHA1L: CDD5D038A6688513B0F8A480320449B13E402574

SHA-256: B5784AB0OF118A148A063A3AFA575B89E0A4025DD0OF371719FFE4781B884CC852

SHA-512: 3CE747F09A38FA0882B74EC345A313E00967262483AC91375984CBBCD2BF5FOCFA87BFF8EEAD716CA1BFA519142C02E77DBB13E2E004A87405577E18DB873F7
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://assets.superlander.com/images/fortnitetxt.png

Preview:

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lIE\OW10PBUV\httpErrorPagesScripts[1]

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode (with BOM) text, with CRLF line terminators

Category: downloaded

Size (bytes): 12105

Entropy (8bit): 5.451485481468043

Encrypted: false

SSDEEP: 192:x20iniOciwd1BtvjrG8tAGGGVWnvyJVUrUiki3ayimi5ezL CvJG 1gwm3z:xPini/i+1Btvjy815ZVUwiki3ayimi5f
MDS5: 9234071287E637F85D721463C488704C

SHA1L: CCA09B1EOFBA38BA29D3972ED8DCECEFDEF8C152

SHA-256: 65CC039890C7CEB927CE40F6F199D74E49B8058C3F8AGE22E8F916ADI0EAB649

SHA-512: 87D691987E7A2F69AD8605F35F94241AB7E68AD4F55AD384F1FOD40DC59FFD1432C758123661EE39443D624C881B01DCD228A67AFB8700FESE66FC794A6C038¢
Malicious: false

Reputation: low

|IE Cache URL: res://ieframe.dll/httpErrorPagesScripts.js

Preview:
...function isExternalUrlSafeForNavigation(urlStr)..{..var regEx = new RegExp(“*(http(s?)|ftp|file)://", "i");..return regEx.exec(urlStr);..}..function clickRefresh(). {..var location
= window.location.href;..var poundindex = location.indexOf('#);..if (poundindex != -1 && poundindex+1 < location.length && isExternalUrlSafeForNavigation(location.su
bstring(poundindex+1)))..{..window.location.replace(location.substring(poundindex+1));..}..}..function navCancellnit()..{..var location = window.location.href;..var pound
Index = location.indexOf('#');..if (poundindex != -1 && poundindex+1 < location.length && isExternalUrlSafeForNavigation(location.substring(poundindex+1)))..{..var
bElement = document.createElement("A");..bElement.innerText = L_ REFRESH_TEXT;..bElement.href = 'javascript:clickRefresh()';..navCancelContainer.appendChild(
bElement);..}..else..{..var textNode = document.createTextNode(L_RELOAD_TEXT);..navCancelContainer.appendChild(textNode);..}..}..function getDisplayValue(elem

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\icon_facebook-93dcea8762[1].svg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: SVG Scalable Vector Graphics image

Category: downloaded

Size (bytes): 410

Entropy (8bit): 4.579347256654644

Encrypted: false

SSDEEP: 12:t4NFGgxGm1RVL7/PSeSIMENGGefikm+zZ2eW+BRe:t4NIfhrD3IEGDikmO5W0e

MD5: BA789F0FA76D2FE62C6999EA65949734

SHAL: 3C90AE9CID4904E5E47EDB1F845792CABO11AB66

SHA-256: 009EAC3D155EE41BD29906CCE01574C7B8C33967DA8ADF5E93557F50EEDD9899

SHA-512: 85633C3E4AE646C1085DC5039EE25466071B95BDF2F4617D4DECDF37DACDBCB9588FFE66859B9968C9467EC5A3FBSEDSDAEDOFEC4B5BEC189A2B55AFF68BL
516

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://statcounter.com/images/icon_facebook-93dcea8762.svg

Copyright null 2021 Page 31 of 57



C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\icon_facebook-93dcea8762[1].svg

Preview:

<svg xmins="http://www.w3.0rg/2000/svg" width="28" height="28"><path d="M26.348-.384H1.645C.798-.384.112.302.112 1.15V25.85c0 .846.686 1.533 1.533 1.5
33h13.3V16.63h-3.62v-4.19h3.62V9.35c0-3.586 2.19-5.54 5.4-5.54 1.532 0 2.85.114 3.234.165v3.748I-2.22.001c-1.74 0-2.077.827-2.077 2.04v2.676h4.15I-.54 4.19h-3.6
v10.753h7.076¢.846 0 1.532-.686 1.532-1.533V1.15c0-.846-.686-1.533-1.532-1.5332" fill="#fff"/></svg>

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\icon_language-f261c0d39e[1].svg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

SVG Scalable Vector Graphics image

downloaded

1576

4.1470950598816145

false

24:tADWEgpX5dW4DLv6Ffe 7wPiWPc++AWfREhAS3LNMfplyL8lUz8i:2gpX55RBWPCc+yf9S3LOfplc8i
24C58F338EFB1FFF60DBFCB2328EADD1

9AIBA7C79364E7BC61503023C94A1565E1E3259A
0F2955D40959277EFDBOAEOABE958C374AC693253AF04A312EB493733369C5B7

C1C143716FED8F5FC4C22BE8B9C39FBA56734231BE14B78BEAAASIBE7EFB8AD88A884F2193F2F45430B145439DA386BD10AEB89F465FDE421D30143A956C919F
3

false
low

hitp://https://statcounter.com/images/icon_language-f261c0d39e.svg

<svg xmins="http://www.w3.0rg/2000/svg" width="33" height="34" fill="#fff"><path d="M16.554.957a1.07 1.07 0 0 1 .141.011l.238.033a1.06 1.06 0 0 1 .243.064¢.326.133
8.02 3.372 8.02 15.98 0 7.302-2.58 11.466-4.814 13.704 5.937-1.674 10.304-7.137 10.304-13.6a1.03 1.030 01 1.028-1.028 1.03 1.03 0 0 1 1.028 1.028¢0 8.926-7.263
16.2-16.2 16.2s-16.2-7.263-16.2-16.257.626.957 16.554.957zm-12.487 22.8¢.067-.033.143-.054.224-.054h4.452¢-.464-1.653-.774-3.58-.837-5.814H2.44c.1 2.1.687 4.1
1.627 5.87zm11.487 6.716v-5.74h-4.3¢1.248 3.184 3.1 4.908 4.3 5.74zm0-6.77V17.9h-5.6¢.07 2.294.42 4.214.93 5.814h4.663zm6.853-12.612h-4.795v5.77h5.527¢c-.015-
2.25-.294-4.158-.73-5.77zm-11.412-1.027h4.56V3.622¢-1.275.9-3.323 2.8-4.56 6.442zm-.312 1.027¢c-.437 1.6-.718 3.518-.73 5.77h5.602v-5.77h-4.872zm12.444 6.797h-
5.515v5.814H22.2¢.507-1.6.858-3.52.927-5.814zM7.895 16.86¢.013-2.2.26-4.112.663-5.77H3.953¢-.053 0-.106-.01-.156-.026-.843 1.762-1.328 3.725-1.37 5.79
5h5.468zm-3.563-6.796h4.503¢.9-2.978 2.285-5.042 3

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\icon_twitter-b22ab5bb2d[1].svg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

SVG Scalable Vector Graphics image

downloaded

723

4.201191230383513

false
12:t46Gqgei7AugjE9WzUzSQ6Y4choJU/iehlYMTIv4Mez1PD+6hsAbRsqveP98Re:t46PEQUOQ61cua/dhlYMTIv4hF+6nbRk
9A855D6ADICDA46CB2D45D26F6B32ACE3

EB334178FEFDF3321DD3482AD2EFD1F88B16EC26
719E6F6C6C4F94B6FA414D799795312D56F15E360AF968E8677D8AC30608570B
88C24D03668F00A7119275F1B593F0D2D8A53F2D42E7BDE17D44FAC6A8E823C99BFD103A527BABEBB7FIEFC87873122F1317A691DFC4D094710A411DDE32282
false

low

hitp://https://statcounter.com/images/icon_twitter-b22ab5bb2d.svg

<svg xmins="http://www.w3.0rg/2000/svg" width="30" height="28"><path d="M9.118 26.13¢11.195 0 17.317-9.374 17.317-17.502 0-.266-.005-.532-.017-.795a12.46 12.46
0003.036-3.185 12.04 12.04 0 0 1-3.495.969 6.16 6.16 0 0 0 2.676-3.403c-1.176.704-2.478 1.217-3.864 1.493a6.05 6.05 0 0 0-4.442-1.943c-3.36 0-6.087 2.755-6.087
6.15 0 .483.054.952.158 1.403C9.34 9.058 4.855 6.6 1.854 2.888a6.18 6.18 0 0 0-.824 3.092c0 2.134 1.074 4.018 2.708 5.12a6 6 0 0 1-2.756-.769¢-.001.025-.001.05-
.001.078 0 2.98 2.098 5.467 4.883 6.03a6.04 6.04 0 0 1-1.604.216 6.01 6.01 0 0 1-1.144-.111c.775 2.444 3.02 4.222 5.686 4.272a12.13 12.13 0 0 1-7.559 2.634 12.28
12.28 00 1-1.452-.085C2.482 25.1 5.68 26.13 9.118 26.13z" fill="#fff"/></svg>
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Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 260 x 226, 8-bit/color RGBA, non-interlaced

downloaded
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false
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\jasondave[1].png

Preview:
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\jquery-2.1.3.min[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 84320

Entropy (8bit): 5.370493917084567

Encrypted: false

SSDEEP: 1536:AP1vk7i6GUHdXXeyQazBu+4HhiO2wd0uJO1z6/A4fGAUb0i4ULgGiyz4npa98Hrb:z4UdWJiz6 UAIJ8pa98Hrb

MDS5: 32015DD42E9582A80A84736F5D9A44D7

SHA1L: 41B4BFBAA96BE6D1440DB6E78004ADE1C134E276

SHA-256: 8AF93BD675E1CFD9ECCB50E862819FDAC6E3AD1F5D761F970E409C7D9C63BDC3

SHA-512: EDA31B5C7D371D4B3ACCED51FA92F27A417515317CF437AAE09A47C3ACC8A36BDBB5ASE70FOFBFD82D3725EDF45850DDEBCA52C20F9A2D6E038BBEAACEEE
3CF1

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://ajax.aspnetcdn.com/ajax/jQuery/jquery-2.1.3.min.js

Preview:
/*1'jQuery v2.1.3 | (c) 2005, 2014 jQuery Foundation, Inc. | jguery.org/license */.!function(a,b){"object"==typeof module&&"object"==typeof module.exports?module.exports=
a.document?b(a,!0):function(a){if('a.document)throw new Error("jQuery requires a window with a document");return b(a)}:b(a)}("undefined"!=typeof window?window:t
his,function(a,b){var c=[],d=c.slice,e=c.concat,f=c.push,g=c.indexOf,h={},i=h.toString,j=h.hasOwnProperty,k={},I=a.document,m="2.1.3",n=function(a,b){return new n.fn.init
(a,b)},0=/"\s\uFEFF\xAQ]+|\s\uFEFF\xAQ]+$/g,p=/"-ms-/,q=/-([\da-z])/gi,r=function(a,b){return b.toUpperCase()};n.fn=n.prototype={jquery:m,constructor:n,selector:"",leng
th:0,toArray:function(){return d.call(this)},get:function(a){return null'=a?0>a?this[a+this.length]:this[a]:d.call(this)},pushStack:function(a){var b=n.merge(this.constructor(),a);
return b.prevObject=this,b.context=this.context,b},each:function(a,b){return n.each(this,a,b)},map:function(a){return this.pushStack(n.map(this,functi

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\logo_48[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 48 x 48, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 2228

Entropy (8bit): 7.82817506159911

Encrypted: false

SSDEEP: 48:4/6MuQu6DYYEcBDIBVzgawiHI10upgl8m7NCnagQJFknwD:4SabhtXqMHyCI8m7N0ag6D
MDS5: EF9941290C50CD3866E2BA6B793F010D

SHA1L: 4736508C795667DCEA21F8D864233031223B7832

SHA-256: 1B9EFB22C938500971AAC2B2130A475FA23684DD69E43103894968DF83145B8A
SHA-512: A0C69C70117C5713CAF8B12F3B6ESBBBBICDAF72768E5DBIDB5831A3C37541B87613C6B020DD2FIB8760064A8C7337F175E7234BFE776EEESE3588DC5662419C
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://www.gstatic.com/recaptcha/api2/logo_48.png

Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\matt-punchbowl[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 400 x 400, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 33340

Entropy (8bit): 7.958118061427431

Encrypted: false

SSDEEP: 768:XsM7XInUCgXNoP9I9tKkgAOtPvwW23ulgKken7YnpOxtW3M:cM7XmVk9QckgAC4W2C/n7YnpOxtW3M

MDS5: 43258CBFFE9BB48B1ESBAOF010644425

SHA1L: 8BOD14E9E1766C42A49DCFALE6F9A77430541C30

SHA-256: 28017199CBOC4ACC37B785A0050B77F39DCA5253DD6D7C260F4DF4227C26E5DB

SHA-512: 1D0542A9EDD13FCB9D238956FC5A3101CDCBC36E5E49DA20A5C071C0D1C474436AF2D0C10812AD6A2C19B54E1684337C7223107E14CCAABABF5CD4829952A,
c7

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://assets.superlander.com/images/matt-punchbowl.png
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\matt-punchbowl[1].png

Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\newform[1].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text

downloaded

12525

4.935801116629552

false

192:K0CuirzMIFOMD@4jFgSXlznmOovTnCEDzaRwSY 9fvGvDV9+g:CxrR6dXXwnKCWz2r
CA27035C9D4F8CC35DE277C61667CACL
52069F033797F07F33CF6E72D0BFD54AFF446E62
EC237B3AF8BFOE9A44CC4223D05BB2DEASBA5507BF29CFCOCC5F45FACEGB1882

710CODF3C6BA3D2B66DC80901C1B1B74AFEB6305FDEE2CAD7AG458DAE3EOF53DEAL32F1F394045F00CB81FB47A06ES0EESA0839E1D07E7BF4FE40581C93EC
D3D

false
low

hitp://https://assets.superlander.com/css/newform.css

.w-layout-grid_fb {. display: -ms-grid;. display: grid;. grid-auto-columns: 1fr;. -ms-grid-columns: 1fr 1fr;. grid-template-columns: 1fr 1fr;. -ms-grid-rows: auto auto;. grid-
template-rows: auto auto;. grid-row-gap: 16px;. grid-column-gap: 16px;.}...success-message {. border-radius: 3px;. background-color: #22d469;. color: #fff;.}...button_fb
{. margin-top: 20px;. padding: 15px 40px;. border-radius: 40px;. background-color: #dd2476;. -webkit-transition: background-color 200ms ease, background-position
200ms ease, color 200ms ease, border 200ms ease, box-shadow 200ms ease;. transition: background-color 200ms ease, background-position 200ms ease, color 200ms
ease, border 200ms ease, box-shadow 200ms ease;. font-size: 13px;. font-weight: 600;. letter-spacing: 1px;. text-transform: uppercase;.}...button_fb:hover {. back
ground-color: #ff512f;. box-shadow: 7px 7px 23px 0 rgha(0, 0, 0, 0.2);. color: #fff;.}...button_fb.gradient-submit-button {. height: 50px;. margin

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\noahkagan[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 688 x 688, 8-bit/color RGBA, non-interlaced

downloaded

127554

7.961380529289356

false
3072:R55cLurjbYyxonnUaLV/xFOBXIljecEKIMMdO1f4Nb2Vpw:R4LAYhnVLVKUECbhdog2zw
ECB8D4A0C253344FC9031C1FE54BA0AB
37EE1CFF43077C52D5CBBF7241E1B8A504A94944
5C0611C894E4FFE2928B7E634C3C4709F9B19E5CCDB04A18B6DCI2775EF69CET

BC3BCDSEC8C00403A05BF007033518CE3B42928D5F77E820B4F32870B0B190397C6BD47B3E6F69C259BE3ES5990B3BBE1DEAF9827C09D69DB62D9772503B2E4L
B

false
low

hitp://https://assets.superlander.com/images/noahkagan.png
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\opt-out_button[1].gif

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

IE Cache URL:
Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

GIF image data, version 87a, 186 x 27

downloaded

2832

7.8224749711595045

false

48:Ri5rZtspAUYyj3TxaluWI3c0K4n63J6 TfixWvkvg81LK/+x8dJIJRnfN5xdixc:85rZtrUyFaluWRcOKe63UFWMv3W/+x87
FC1E4CEDDF3676B64062A3D7ABC6FACS

E45DC76AD8A97F1DDF6DFO3BDDBEAF86CF71347D
576D05B6E3CAOFC2FE5C4212AF378408C14CC061D028CD1FB277F75A0B87C389

A3B3A56DFE1846C1264FEB89B63F5399DDA13BE9B365F4A62B6BD92C59EFFFCOCCIECCADSDF2DAEC2BB82F6F6690D159D535A06F7AAS6A3AFAS30A358E0BF
Ad4

false
low
hitp://https://statcounter.com/images/opt-out_button.gif
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\opt-out_button[1].gif

Preview:
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\otnuxQi5Wy3Eq9ZSfé6m85_p8wzZJ2BK7uby0VQVVK-UA[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

21037

5.578581267912917

false
384:K3MOZGdqZx3F1loAes+SyMvrTcO3QMEZguFhhqYj8OEMS5IWmMR6E5hLzjzDzEzOYP:KcjsZx3F10AB+SVrTc03nErxxzlUbOh
7AD08192F8856DD00BB2A2F2186E231B

257BCF4051EAAODF2BEA75DA9BDC89A2504E9BAG
A2D9EEC508B95B2DC4ABD6527FAIBCE7FA7CC1927604AEEE6F2D15415BCAF940
50358F70890EFIBF5EEC3D6D3856809FA5513A91C2810F188BD613131513ADA93576 AEBBC3FDBID860C2F53710639E526E8CB20123FA726C047B6665E8505A68
false

low

hitp://https://www.google.com/js/bg/otnuxQi5SWy3Eq9ZSfém85_p8wZJ2BK7ubyOVQVVK-UA.js

/* Anti-spam. Want to say hello? Contact (base64) Ym90Z3VhcmQtY29udGFdEBnb29nbGUuY29t */ (function(){var n=function(y,g){if(y=(g=null,v).trustedTypes,!y||ly.cr
eatePolicy)return g;try{g=y.createPolicy("bg"{createHTML:T,createScript:T,createScriptURL:T})}catch(k){v.console&&v.console.error(k.message)}return g}, T=function(y)
{return y},v=this||self;(0,eval)(function(y,g){return(g=n())&&1===y.eval(g.createScript("1")) ?function(k){return g.createScript(k)}:function(k){return""+k}}(v)(Array(7824*Math
.random()|0).join("\n")+'(function(){var W,yL=function(y){return y},gY=function(y,g){function v(){}((y.W=(v.prototype=g.prototype,g.prototype),y).prototype=new v,y.protot
ype).constructor=y,y.DU=function(T,n,k){for(var P=Array(arguments.length-2),M=2;M<arguments.length;M++)P[M-2]=arguments[M];return g.prototype[n].apply(T,P)}},u=
function(y,g){return"object"==(g=typeof y,g)&&null'=y||"function"==g},vg=function(y,g){if(y=(g=null,J).trusted Types,ly||!y.createPolicy)return g;try{g=y.createPolicy("bg"

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\packetimg[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 800 x 800, 8-bit/color RGBA, non-interlaced

downloaded

127613

7.961308629068017

false
3072:6atTYCdAaSFqZRf8BKBWrgbC8+wojkyepYiE4vlia6FeMOb:ttTFZROclbv+/jcpRINMe
9F7BA7F03E56D2E10B3CE1805B5284BB
ED25151943F74E21D70EE55A5C1CCASFAAFBIACO
C04E10243778820101E08708075C5C00376BACD0OC3587CCF2593D703D97718DE

70F1B73899A4829CAA8B3B756A513BEFC16C8CD2BCA567A2F0FB5BE11113C8D8DDC6BCY97FESFFEDE127AD68716BBES3CBE16F64ABBF37A87FE203974009E
18A

false
low

hitp://https://assets.superlander.com/images/packetimg.png
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\packettxt[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 800 x 800, 8-bit/color RGBA, non-interlaced

downloaded

23674

7.549601659992931

false

384:eShQTiH8991QD3BHmMjskysaJ5MITMALHchHUOIHUANQwidAwhg Tk:DhQ+cvzBHmjlaJSMITMRRQANQ1dAwhgA
65B140A330AFD263E3A2A6B07FCB3158

4CE06EC00D655B4866D1516C7716292E69145D52
055C532BBE959A11310303F3CCBF1952284C447FCOF4484427DACC728104304C
7DCBD179720337299D00DB0B6C4E62CA15D6EAA2552F3CFOAD8FF981C43685E01136B62297971039CD41191B3C17D5D4E73A71C87636F0303030137A7672CFF(
false

low

hitp://https://assets.superlander.com/images/packettxt.png
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\packettxt[1].png

Preview:

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\paulgyc[1].png

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 257 x 257, 8-bit colormap, non-interlaced

downloaded

1080

6.91354721800723

false
24:Pq13s3HGVjrC8xTToFhDjTX2XNHNkpLW20G:PqVwGVPHIDjD2XNSpU20G
F763CED5785D6FB77E39631F74DBCFBA
FBB8B9E2E459A160D540BDC2D35CEA2DBCE48B7D4
7481412385FE6DOF7D4A3339D90FE12309432CA41983E8D350B232301D5D8684
3E382D2016C267CE605B2BD1131121A9F4EF065718B1309596A05942216EF5668E812DCCID2C7DC5FDA2ESFD11D5D2ABF8207249CB3C85F0E37597892930846F
false

low

hitp://https://assets.superlander.com/images/paulgyc.png
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\scroll-with-stickynav-inline.jquery[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text

downloaded

658

5.065415362707859

false

12:891RZvsR/9Xhk3Kne26Nt2W1chO680y5C66PvaM TKEx+xKFMcszOabRmytsivKPM:GvsRz4KniHC981C60aMuEIxUM3zO1wKx
333D9FEB63060E511E03B9F122914F27

F6D278B9D42DF1BD8B53F646CDSESIFCEBC88102
D93563EE114D7C35896F38A11CC02696B91B4FA21641DABC0523EDF7913020CB
CEF7A709C640098A8D414957EE609D9235467F8645843FC630547106359760382E60937477A2A05BAFFCDIEF2FD405CD170E4B9CCD62DF4E3EC1ES92F1668944
false

low

hitp://https://statcounter.com/js/scroll-with-stickynav-inline.jquery.js

jQuery.noConflict();.jQuery(window).load(function() {...function scrollToHash() {...var hash = location.hash.replace('#,"); // not all browsers include the hash, so remove to
have a good baseline...if (hash = ") {....if (jQuery(‘# + hash).length > 0 && jQuery('.sticky-nav a#' + hash).hasClass('link-anchor’) === false) {.....var hashOffset = jQuery(‘#
+ hash).offset().top;.....nashOffset = hashOffset - 82; // 82px is height of sticky-nav.....jQuery(‘html, body").animate({scrollTop: hashOffset}, 1000);....}...}..}...jJQuery(windo
w).on(*hashchange’, function() {...scrollToHash();..});...scrollToHash(); // called when the page is first loaded.});.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\speechkit-iframe-helper[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

1701

5.174284375262848

false

24:25dqgs4B/gzbihdd1vwhMie TwOEdvyz6RWjiuH+UiPGI2720mCzfI7k0Q7fPFQTY 3:cdgsHzhMbkjwoelHZKk7 7nloht
9EE77BC97A26521CA9D97BB04EAODDOD

45B2BDD8C5D96F88AD8F04C6C5BEB51D8A4E232A
3AAB8022D438C33B360E2E6332748D4B784A6A660311A236412BCE652D9DF9251
27FBEECF5873FF65D2D70A46AC32EF8BBD2C588A0535DC3447C4020442E098CE71463A89293685080251D767159FC529A522B9F2A838A823024D3C45F35E3459
false

low

hitp://https://cdn.jsdelivr.net/npm/@speechkit/speechkit-audio-player@latest/dist/speechkit-iframe-helper.js
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\speechkit-iframe-helper[1].js

Preview:

var speechkit=speechkit||{};speechkit["iframe-helper"]=function(e){function r(t){if(n[t])return n[t].exports;var o=n[t]={i:t,|:!1,exports:{}};return e[t].call(o.exports,0,0.exports
,1),0.1=10,0.exports}var t=window.webpackJsonpspeechkit__name_;window.webpackJsonpspeechkit__name_=function(r,n,i){for(var c,s,a=0,u=[];a<r.length;a++)s=r[a],o[
s]&&u.push(o[s][0]),0[s]=0;for(c in n)Object.prototype.hasOwnProperty.call(n,c)&&(e[c]=n[c]);for(t&&t(r,n,i);u.length;)u.shift()()};var n={},0={49:0};return r.e=function(e)
{function t(){s.onerror=s.onload=null,clearTimeout(a);var r=o[e];0!==r&&(r&&r[1](new Error("Loading chunk "+e+" failed.")),o0[e]=void 0)}var n=ol[e];if(0===n)return new P
romise(function(e){e()});if(n)return n[2];var i=new Promise(function(r,t){n=o[e]=[r,t]});n[2]=i;var c=document.getElementsByTagName("head")[0],s=document.create
Element("script");s.type="text/javascript",s.charset="utf-8",s.async=!0,s.timeout=12e4,r.nc&&s.setAttribute("nonce"r.nc),s.src=r.p+""+({}[e]||e)+".js";var a=se

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\statcounter-b87c6b0ce8[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode text, with very long lines

downloaded

65621

5.223443383885181

false

1536:Xfd3ioFpY59PDQENy+8VgYYImv/AyFsU4ipDAGtI9:Xu5RdU4czt3
59ABEB015A274B6AFFFC4795A5CASA3C
55825BD4490F67615F37622ABDEFEADEESF60B12
0492E5D36BCE853E39C3D2DC1B12B8202DB903365487AA94DE309499E3CEAD29
24F07377C32ED8065CC07B1358326F87F3571D9CD92D32470EEA852D98C7510D963290843FDD4FF558D09DFA9E6D18ECEF4442EBBIF1688618791419519D043A
false

low

hitp://https://statcounter.com/js/packed/statcounter-b87c6b0ce8.js

[ (c) 1999-2021 StatCounter. All rights Reserved... THIS FILE IS AUTOMATICALLY GENERATED..***/./*! jQuery Validation Plugin - v1.15.1 - 7/22/2016. * h
ttp://jqueryvalidation.org/. * Copyright (c) 2016 J.rn Zaefferer; Licensed MIT */.!function(a){"function"==typeof define&&define.amd?define(["jquery"],a):"object"==typeof
module&&module.exports?module.exports=a(require("jquery")):a(jQuery)}(function(a){a.extend(a.fn,{validate:function(b){if(!this.length)return void(b&&b.debug&&w
indow.console&&console.warn("Nothing selected, can't validate, returning nothing."));var c=a.data(this[0],"validator");return c?c:(this.attr("novalidate","novalidate"),c=new
a.validator(b,this[0]),a.data(this[0],"validator",c),c.settings.onsubmit&&(this.on("click.validate",":submit",function(b){c.settings.submitHandler&&(c.submitButton=b.target),a(

this).hasClass("cancel")&&(c.cancelSubmit=!0),void 0!==a(this).attr("formnovalidate")&&(c.cancelSubmit=!0)}),this.on("submit.validate",function(b){fu

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\styles__Itr[1].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

51178

5.968129596292632

false

768:+LUMmMAWTe2uXY p8Mi+yKSrKebyBwxDl+xedtY5PoiDH1fkQIVEWY:4UcW6v+2rkKwxDIiP7dnY
E548DCOAEF0A21A2DF5B964EF93118AA

983091AEC1E7BFEB79F768E4B997C43B55EDE14A
6B0OBEA3A348838BC942AD470A757575975BD09459B63C1872C6E1129A6CA1939

17A4EC0CB167C2C7653ABEF6384C68BE2BCEEEGFB657D3A27132B3508F28087AEEB8072409DB95F6D4BE7BFE1LF54A51D6EBO73AESD902DA90ADASECDET72F2
9FC

false
low

hitp://https://www.gstatic.com/recaptcha/releases/jxFQ7RQ9sIHTGKeWcoa6UQdD/styles__ltr.css

.goog-inline-block{position:relative;display:-moz-inline-box;display:inline-block}* html .goog-inline-block{display:inline}*:first-child+html .goog-inline-block{display:inline}.rec
aptcha-checkbox{border:none;font-size:1px;height:28px;margin:4px;width:28px;overflow:visible;outline:0;vertical-align:text-bottom}.recaptcha-checkbox-border{-webkit-
border-radius:2px;-moz-border-radius:2px;border-radius:2px;background-color:#fff;border:2px solid #clclcl;font-size:1px;height:24px;position:absolute;width:24px;z-in
dex:1}.recaptcha-checkbox-borderAnimation{background-image:url(data:image/png;base64,iVBORWOKGgoAAAANSUhEUgAAAFQAAANICAYAAABZIBIBAAAABMILROQ
AWD/AP+gvaeTAAAACXBIWXMAAABIAAAASABGYWs+AAAACXZWQWCAAABUAAADSACAKAYBAAALOEIEQVR42u2dCZRV1ZX305E4IQIIKQQCKBIOILEIUZWCCkK
7pBNFiRMajZrll9aOLZ8sY4CWdkDbT2McooaAEmMNixFhpaYE2dCiLScWiQHCgoGQoGQUhGArKKI7V+c5/n33f0/V4Aw733nVuheXuv9V/rrvP2Xud3zvTPee+ewsKxMTEX
MTEXMTEXMTEXMTEXMTEXMTEXMTEXMTEXMTEXMTEXMTEXMTEXMTEXMTEXMTEXMTEXP40dtI T6ztAbRWvvLY8A3QkwxzH6tBGMMex!

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\sumologo[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 800 x 800, 8-bit/color RGBA, non-interlaced

downloaded

27706

7.519032809544115

false

384:lwultvOaOcvdhTQc1NJ9XCiordsUnV9diOy6 XFn/bNuJJuTxqyesk:lwufOghTQq9ydrdsUV9diyXFpldbeD
C266D42F77BFDDCB3FC689D64CE1906A

4AF7E75CD940CB44728AAD28964A71036965B2A7
26E65C354A621FED60FEEF1C2744A46291A5E9DF8D5B6E104BACB524F70B53B7
E01BAB1F3A843B7D18320381600104F4E67B3A3158E117C813E7CAAAFAS6E7EOC8844D06B395FCE1DBI5D57824A1180FCDC1516D66D0258D7676D0DBD44AD4
false

low
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellIE\OW10PBUV\sumologo[1].png
|IE Cache URL: hitp://https://assets.superlander.com/images/sumologo.png

Preview:

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\sumotxt[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 800 x 800, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 24342

Entropy (8bit): 7.556905589280666

Encrypted: false

SSDEEP: 384:Pm6GQ5IBMLjCDyMZUilioAdsTg3UfgvqQbvCyXBEzMpch56Vk:+fnBMaDzZXAdsTKUWbIV06q
MDS5: 1C5976EC5594C2F84005AEDE17FFF1CF

SHA1L: D01D9EB204C0464F8EF84B25A9BF7265A60A3E27

SHA-256: AOC667A4EC3FBB528421EED383B5F0D8DD69F1DF62EDICD17982F6586F0A41C8

SHA-512: 3BD136129D5BA4487FE9B5BB6536C1B4E32B754FFE30F81C21C32D57026781B15CA76047DD5FDOEA2E15D88A649F22A99E4DCFCD88863F164B7066CBF47FASF
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://assets.superlander.com/images/sumotxt.png

Preview:

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\t[1].json

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with no line terminators

Category: downloaded

Size (bytes): 162

Entropy (8bit): 4.996037359355885

Encrypted: false

SSDEEP: 3:YTX/6ABZHOKIgTH2ILLgEM5CASEfMIJIvA+TzKUUaXWKYkWnt39jrj:YbvBQZ7McGTHV9zaalgD

MDS5: E78D89ECEE82B9B1CCC7DFDB61D776E1

SHA1L: B714CC4738BE371C4FFC25658A20EE285C6EF326

SHA-256: 0564D20C6662FA83C89B22EF3E1185CEDE3D6E4DFBC1525E936930E8EAS8FB13

SHA-512: 44E28A6692DBEDDDC6B58A70712E04EAA54B1652F73630DB678AADB6FD4E8989CID78DD6CC8AB4F0795FDE2544F2CF5F0F9D320FE75460153A1CA385B3928C
6

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://c.statcounter.com/t.php?
ul=709773700B414F8260AA3A899DF3B834&sc_project=11965032&java=1&security=3c896546&sc_snum=1&sess=830817&p=0&rcat=d&rdom=d&rdomg=new&bb=18&;
g=new&rr=1.1.1.1.1.1.1.1.1&resolution=1280&h=1024&camefrom=&u=https%3A//certc.com/&t=CERTC.COM%20is%20available%20for%20sale%200r%200ther%20prop
osals&invisible=1&sc_rum_e_s=3025&sc_rum_e_e=3435&sc_rum_f_s=0&sc_rum_f_e=2104&get_config=true

Preview:
{"visitor_recording":0,"time_difference":"1800","counter_image":"data:imageVgif;base64,ROIGODIhAQABAJHVAPV\\/\WAAAMDAWAAAACHSBAEAAAIALAAA
AAABAAEAAAICVAEAOW=="}

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\twitterimg[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 800 x 800, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 37154

Entropy (8bit): 7.9084538039084515

Encrypted: false

SSDEEP: 768:hdEAYHRUt10Pt2EdgLSOMKUGNDPXgjGjohBQS7bNo:sAYHeykSOfUGnUjGj04

MDS5: 30FA8BF90C54DA65D9310C385803C2CF

SHA1L: 04D803FCB7E83485A849A9FE6FC4138D75347226

SHA-256: 6B6B96DDF281F71A022F0B288AF3C65DDFESA30F8D8C77A5C98C8EB40DDAT7967

SHA-512: CD9093F2D8C404EA52FB330C9BABED585A85DCBOCAS5F096D011308A30B4FC098E4087DFABDAADDOB38CB3F4C649BD4BF4D8C6EEN79C7478CE42BDIEDEF0S
F55

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://assets.superlander.com/images/twitterimg.png
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\twitterimg[1].png

Preview:

.@$1.$u..

Bl

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\twittertxt[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 800 x 800, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 24270

Entropy (8bit): 7.543593928692902

Encrypted: false

SSDEEP: 384:fJ0U2rv4SnRbMMMi3vkhAUBwWCyOXgtyoxvbcBBFTxibBUEYc1zF8kaX5UqYwP2mA:SRbMMtzU2yOX90vbeBFNibN91zFBaagK
MDS5: C1C7995C898C8E2F79DEBC3F14F54BCO

SHA1L: FAE50CF18405BEB7A67637AF865DD64D78E319C6

SHA-256: 3DDFACC42AA590F4B5D8D1C8CAFFIEB59E3D5BDF93760A3CB79ECED669ED8634

SHA-512: B768B91F07C22FBACIFFF522E2864B8198197BE4D2FD23F7AD6E32D59431E8F2F6ECDBI6880C51FD05067519300440E846177439BB18CEEOA30E18311230CD08
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://assets.superlander.com/images/twittertxt.png

Preview:

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\webfont[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 17698

Entropy (8bit): 5.495729910786858

Encrypted: false

SSDEEP: 384:r1+WTmL6g/zeuhkyU4qT9/2XJFaFBmNycSlixrt8qb5ef2fHHQ/DYdZM:reWTm/3kyQTIBjcS7zHHVZM
MDS5: 82C1CB347D2F923A399C391B336F3A13

SHA1L: 4C8CB9E43CF5C01E8AFD669C4264E924AA9EETE3

SHA-256: D142A29DFC233602672353F1BFAF7D8E72331EC6902D8DD12CB56ESEAF794FC2

SHA-512: 135439D74E31E4F6D0413C702B1ACC8D4DA98433051249ABCFB730E84701F1B49B70F2AF171763FC253D6F32F81A76642ABBID4584A82856D92D911B4F40C28F
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://ajax.googleapis.com/ajax/libs/webfont/1.4.7/webfont.js

Preview:
/*. * Copyright 2013 Small Batch, Inc.. *. * Licensed under the Apache License, Version 2.0 (the "License"); you may not. * use this file except in compliance with the Li
cense. You may obtain a copy of. * the License at. *. * http://www.apache.org/licenses/LICENSE-2.0. *. * Unless required by applicable law or agreed to in writing, softwa
re. * distributed under the License is distributed on an "AS IS" BASIS, WITHOUT. * WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied. See the. *
License for the specific language governing permissions and limitations under. * the License.. */.;(function(window,document,undefined){.var j=void 0,k=!0,|I=null,p=!1;func
tion g(a){return function(){return this[a]}}var aa=this;function ba(a,b){var c=a.split("."),d=aa;!(c[0]in d)&&d.execScript&&d.execScript("var "+c[0]);for(var e;c.length&&
(e=c.shift());)!c.length&&b!==j?d[e]=b:d=d[e] ?d[e]:d[e]={}}aa.Ba=k;function ca(a,b,c){return a.call.apply(a.bind,arguments)}.function da(a,b,c){if(!a)throw Erro

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\webworker[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with no line terminators

Category: downloaded

Size (bytes): 102

Entropy (8bit): 4.866417162271585

Encrypted: false

SSDEEP: 3:JSbMgSL1cdXWKQKEIEIWcB00XWECWaee:PLKAXNQKsIW903jL

MDS5: C4DEO9C4DA7F5AC82A7022B16D6CALEL

SHA1L: 7B219909A24256D5BC57F6F25DFDDDBODEDFEE43

SHA-256: AB1E16C1B3F793E0AEC723C7A7ADDIE179781105D1646CED630AF7007CA52720
SHA-512: 3A22CB6A31BFBA24143351F018436FF7978C444A36392447D566C9251A37DE76ECF1262FE4EE2BB97EDD788481626A2AFB72FEFFCEEB53FE2840A31C3A68F52¢8
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://www.google.com/recaptcha/api2/webworker.js?hl=en&v=jxFQ7RQ9s9HTGKeWcoa6UQdD
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\webworker[1].js

Preview:

importScripts(‘https://www.gstatic.com/recaptcha/releases/jxFQ7RQ9s9HTGKeWcoa6UQdD/recaptcha__en.js');

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\10YYSLO0G.htm

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, UTF-8 Unicode text, with very long lines

downloaded

95835

4.725769390036305

false
1536:JGliIWZPUJzvkXbjp8tLb5rfomxZZza+0+4Isuy:INIWZPUJzvkXbjp8xbxgZza+0O+47R
CD625CDD3135F670DDEE2AB57738CAEE
5FACB275C999337168EA72116D01385E14B67859
B77402C4798015B23D78946D59742E8A8357DBEADFC8E8179DBD27B4E827B5BC
2BABFE1DD7233DB5C2CAEA48F21F0B6617C852E3989A307A5DE7254AAABA29D456A63742C2C5F6CDEB6638968B7CE5296239F71BEOSED4B4317340116547B0C
false

low

hitp://https://certc.com/

<IDOCTYPE html>. Last Published: Wed Apr 24 2019 21:58:29 GMT+0000 (UTC) -->.<html data-wf-page="5ca64202783a9b91a5c5d9el" data-wf-site="5c6caaa72
55b5b35837464b2">.<head>. <meta charset="utf-8">. <titte>CERTC.COM is available for sale or other proposals</title>. <meta content="A unique opportunity to secure
CERTC.COM for your brand" name="description">. <meta content="CERTC.COM may be available for sale or other proposals" property="og:title">. <meta content="A
unique opportunity to secure CERTC.COM for your brand" property="og:description">. <meta content="summary" name="twitter:card">. <meta content="width=device-
width, initial-scale=1" name="viewport">. <meta name="robots" content="noindex">. <link href="https://assets.superlander.com/css/generic-normalize.css" rel="stylesh
eet" type="text/css">. <link href="https://assets.superlander.com/css/generic-webflow.css" rel="stylesheet" type="text/css">. <link href="https://assets.superlander.com
/css/generic-landers.webflow

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\NewErrorPageTemplate[1]

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode (with BOM) text, with CRLF line terminators

dropped

1612

4.869554560514657

false
24:5Y0bQ573pHpACtUZtIDOIFBopZleqw87xTe4D8FaFJ/Doz9AtjJghCzg:5m73jcIqQep89TEW7Uxkk
DFEABDEB84792228093A5A270352395B6

E41258C9576721025926326F76063C2305586F76
77B138AB5D0A90FF04648C26ADDD5E414CC178165E3B54A4CB3739DA0F58E075

E256F603E67335151BB709294749794E2E3085F4063C623461A0B3DECBCCA8E620807B707EC9BCBE36DCD7D639C55753DA0495BESS5B4AESFB6BFC52AB4B284F
D

false

low

.body.{.. background-repeat: repeat-x;.. background-color: white;.. font-family: "Segoe UI", "verdana", "arial";.. margin: Oem;.. color: #1f1fif;..}.....mainContent..{..
margin-top:80px;.. width: 700px;.. margin-left: 120px;.. margin-right: 120px;..}.....title..{.. ~ color: #54b0f7;.. font-size: 36px;.. font-weight: 300;.. line-height:
40px;.. margin-bottom: 24px;.. font-family: "Segoe UI", "verdana";.. position: relative;..}.....errorExplanation..{.. color: #000000;.. font-size: 12pt;.. font-family:
"Segoe UI", "verdana", "arial";.. text-decoration: none;..}.....taskSection..{.. margin-top: 20px;.. margin-bottom: 28px;.. position: relative; ..}.....tasks..{.. color: #00

0000;.. font-family: "Segoe UI", "verdana";.. font-weight:200;.. font-size: 12pt;..}....li..{.. margin-top: 8px;..}.....diagnoseButton..{.. outline: none;.. font-size: 9pt;
..}.....launchinternetOptionsButton..{.. ~outline: none;

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\OpenSans-Regular-webfont[1].eot

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Embedded OpenType (EOT), Open Sans family

downloaded

19836

7.968988367523068

false
384:mMda71VygUA7pcFfOMYV+iPOkugLtBPUAIGBNOk8PhpU:my+ggUAT76fY +iLjjtiAOva
C4D82460EF260EB1589E73528CBFB257
AB4COE7003DD8EC5E9D265956DBADDEE8B12C155
25F7C6430E4B537DFA6BBE5554D4641C0FBDBF3F9351AAB6CD91D43D11738528
2A717D36D80183DDC1A8B2DEBOE1C9370DC5FE751304507F5EBICA3A3BEF7E8764914AF06FB70328123404526F707A5AA55D97FEF9FCF56D998EB7305B837461
false

low

hitp://https://statcounter.com/fonts/OpenSans-Regular-webfont.eot?
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\OpenSans-Regular-webfont[1].eot

Preview:

IMeLe LP.oi[ c@(covveeeene e O.p.e.n. .S.ans....R.eg.ular..V.ersio.n. .1.1.0.."0O.p.e.n..Sans..Reg.ular..BSGP.........
.l.4u.A.(D...xZW.h[qJ.x"c.1,g,E.&..C........... @.rX...Y..2&....+.U..LFM.L.SM.P.....+".betT.R..1..U0.:~b...R....bk.F}.SC...X\7].)Y.}.R#".Z.....AB....UC.T.vm..a..
|W)." .K..a..0..#1h.G.m\=.{f4.m{X.D.C.zb.J.r~V..}...0. QL...|..GL| 7£.5.;2..&Z...f.(Ys.X.6@........2...J..0.Z.YO(?.X.
L$..c...>.f*4K.dM[K.hX........ $4..T....:5p..4v(d.1%.N3P f... $ N SeR U9cB k ny...$Q.."...il0f......& .RT..0y.A[.XY.v....... A.Ru4.ow...dk...c~..-
..5..05:rky.V...6...1..[3.._.W..-i0........V.a.@..D.....6&.6. mh[So GOdO...n ..... T ZBJ b.P...jS..0z..So..l..h[}..-....." #{}..02...Cn.h..E....... X...C..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\agrandoimg[1].png

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 800 x 800, 8-bit/color RGBA, non-interlaced

downloaded

44095

7.803138426094616

false
768:GMOpZfXWGuvhx54uV9JdwyZjpK/CUyWTPryYQ8YvFAQqivDrfDIEaU2k:8ben4UUopihPryYQ8ejvDgaUV
CE3ADD779A015CC98DBFDF63105778FA

4620EC2734A0D143D3DE384D264E74CFB7FC1CBC
DDA0353609918EA926F3F5AAB60D911B59147933EFFC197D33325581AF66639B
2C20751E8B2469BA7F19A7BFE518305FED565376A06C91A413636034A2B2EE325999E39B23E24A515476751EBCC1EA9ESF4578DB77B32E5B1D112E13E3F8D87F
false

low

hitp://https://assets.superlander.com/images/agrandoimg.png

LpHYs.....l +.... .IDATx...\ib...qy. giy k..3..f.g....R6VIMHW.; AZ} ZL(j.f.Crf.g.{.a.|Uf.<N....... B.xQ. <....(w2....9...$|

p.h...sRGB.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\agrandotxt[1].png

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 800 x 800, 8-bit/color RGBA, non-interlaced

downloaded

20994

7.462390274618951

false
384:nXC6Jchvf5UB6A610rBIWCcZTCF6YysMVaBAY5+pEoNgI5vUOgfrXiNxk:nXCRhXy6HOLL+5a9WnSluOgfrswW
817046BAE0190A7FOCDFE3A032ABE069

758108A0E8A082BA6BCEF6EOD69041E8B8431101
6BDF6A507833E1B784B929E2B5CE6DF982400C6DE2ADI7AE729BA3FCID48DES4
6EC5F75610361129D368D2B3D6258EC143BAE788257F77FA43CF42FDAB885807F88AA08FALE2B16E04EAD232112AC0C2D6248064053C5EC3CBE652B64042D10
false

low

hitp://https://assets.superlander.com/images/agrandotxt.png

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\al209zrvru7aqj8elx2rzsrca[l].ico

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

MS Windows icon resource - 4 icons, 16x16, 32 bits/pixel, 24x24, 32 bits/pixel
downloaded

24838

2.3776312389302885

false

96:h2ki0ihoer+JHZyx51Zc3juid220pvVhrBpvN:h2bEHK1ZxY220b
B2CCD167C908A44E1DD69DF79382286A
D9349F1BDCF3C1556CD77AELF0029475596342AA
19B079C09197FBA68D021FA3BA394EC91703909FFD237EFA3EBIA2BCAL3148EC
A95FEB4454F74D54157E69D1491836655F2FEE7991F0F258587E80014F11E2898D466A6D57A574F59F6E155872218829A1A3DC1AD5F078B486E594E08F5A6F8D
false

low

hitp://https://static-exp1l.licdn.com/sc/h/al209zrvru7agj8elx2rzsrca
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\al209zrvru7aqj8elx2rzsrca[l].ico

Preview:

.S...5...5...5...5...5...5...5...8.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\alanimg[1].png

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 800 x 800, 8-bit/color RGBA, non-interlaced

downloaded

16493

7.265809014153406

false

192:rid4ykJjQ9uzqh3/Z8K72mA3bXJct7wNXZOwc2hJ2Vbl6rdrK TRBIZ:p7QYzghJt70ZRc2hJ2Vbl6ZABk
A2E89680040001CFB69090411D6E1890

DC719622CFD547BDD9470EF22375E059079AF0DD
CAOB2B6E9DF72994E15437B1D9AEBCA2DB23B7F615C9D27975CFBA34B77D2DEO
A58552CE33AD8AD83B82D9A45405FD0978529976F145B0CCA3A13D89CFC8AB804D92B57FE4AF7FOAS54F7BEE1444570560727620A603F7D5771B38BAD4C12F58A8/
false

low

hitp://https://assets.superlander.com/images/alanimg.png

L...S;..M&..:$.c......0.d..BBBB.".+.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\alantxt[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 800 x 800, 8-bit/color RGBA, non-interlaced

downloaded

14654

7.368356600280061

false
192:SLbeZmzKQHrrBnYubJ8NVwIbTnH50ZgRemn00OmM7Q0z2SmMtVQrKOcAUB6G8IZ:kOyryRVwsrZp3n00uz2SIGrKOcNsG8k
2971D127A327F3A5024D85DD9638681C

BOBFA47D212981DDB9284F7840EE850247BEF73F
3E7074E88A50D313EA31A3556BD5B2FEODDCBC392E85380E54FEB3C35878A9C5

277EE7DDC93AF16B3E1CBDF47532C19B29C4EF7A26D407FB811914EC609ACID6A7322E896CCED7A5741CACATB71A2B89C25C2E45AD6177C1CCBAB1DF63EB
D7F

false
low

hitp://https://assets.superlander.com/images/alantxt.png

p.h...sRGB.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\anchor[1].htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCII text, with very long lines

dropped

13276

5.962435914254506

false

384:3/S0CoR(ft4h3076+WixKS3YO7ImILvgd+duiV:3/S/sftd76+twFPCZP
ABEFBA9C755BBC5EEAF1CODE4BDDF565
481AFFBE2B7FF48860246EA4E784D4557B277399
E8315919B0683827E65A3ADID566970268F24B508FA102FB9ABF7F88E6CACT7D

ODFAA39D8BEBAGBCEAADFF64FOE4A0493A7BAAAFI76AE9CIEC13F6BC428529CF3E11EB5C6079680F75CF5048F73A017A313F8C7FC72981C554515EF4BC1DA
8B

false

low
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\anchor[1].htm

Preview:
<IDOCTYPE HTML><html dir="Itr" lang="en"><head><meta http-equiv="Content-Type" content="text/html; charset=UTF-8">.<meta http-equiv="X-UA-Compatible"
content="IE=edge">.<style type="text/css">.@font-face {. font-family: 'Roboto’;. font-style: normal;. font-weight: 400;. src: url(/fonts.gstatic.com/s/roboto/v18/KFO
mCngEu92Fr1Mu4mxP.ttf) format(‘truetype’);.}. @font-face {. font-family: 'Roboto’;. font-style: normal;. font-weight: 500;. src: url(//fonts.gstatic.com/s/roboto/v18/K
FOICNngEu92FriMmEU9fBBCcI.1tf) format(‘truetype');.}.@font-face {. font-family: 'Roboto’;. font-style: normal;. font-weight: 900;. src: url(/fonts.gstatic.com/s/roboto
Iv18/KFOICngEU92FriMmY UtfBBc9.ttf) format(‘truetype');.}..</style>.<link rel="stylesheet" type="text/css" href="https://www.gstatic.com/recaptcha/releases/jxFQ7
RQ9s9HTGKeWcoabUQdD/styles__ltr.css" nonce="GKOAcyMWHAbHdc5h/BeZ/w">.<script nonce="GKOAcyMWHAbHdc5h/BeZ/w" type="text/javascript">window['_
_recaptcha_api'] = 'https://www.google.c

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\apple-icon-57x57[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 57 x 57, 8-bit colormap, non-interlaced

Category: downloaded

Size (bytes): 1721

Entropy (8bit): 7.4411148557423115

Encrypted: false

SSDEEP: 48:cnEjKEdg6IFC+4aCoNhzc2pMEC87D4FNANLVIBItvjc:ayxYroNdg87kUxItvA

MDS5: 1EF17839D9436C7CFF6F7F028B5CEA14

SHA1L: 4882D78AADAD35304FFAF3A23F812762F151FC89

SHA-256: B29FEF183DFF556A446157EF9C6C43AA1D241EEOFEC8DF5BC7EDE42DC280AF08
SHA-512: D20EE7A29BA58E2009BC265CBC3928F2F51C1F4D088F7097F267C430D76237226AD5199AB2C9A3784090E28664A45162B41289D3CD1194F1A899EB6A6374D823
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://assets.superlander.com/images/apple-icon-57x57.png

Preview:

.p..Q<...[PLTE..
.Ixvmzyz..w..ILL

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\awsimg[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 800 x 800, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 147141

Entropy (8bit): 7.984711773830467

Encrypted: false

SSDEEP: 3072:0ztbHOFt3adZku1Whb52GIYMYnIB2GJIP1oUhJ2yEpAlfp9:0ztbqQnkuy61P1oUhJIE21f
MDS5: D8BA77282C27578DD23FD263D297CA7D

SHA1L: B995D64FE73C68468C4940A8663D5D7300F0F7F8

SHA-256: B9EBE6CA6BFCCF76C4A3C46F12B1100F036C3A5AACO7279A27FBBB80D0934FAB
SHA-512: 70738B1D85329FE2CF836F920E1A8F4682AD9D4BDB40740378B80CIA3AE4ABDD7ES28579F8D3E74F13A8375979366684B5F007FA5A154F383B097D8715A16DEC
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://assets.superlander.com/images/awsimg.png

Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\awstxt[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 800 x 800, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 26830

Entropy (8bit): 7.59237571530276

Encrypted: false

SSDEEP: 768: pffffffffffr X . bCKIMgt+CrnamC32X

MDS5: 6106CCF77B13ED96F66D31BD7CF6FE07

SHA1L: DF723B3C8DOBCCE98B5602E43410A2D86D1D1C5A

SHA-256: BCBEF90D0BB429C453FB92512A9B2A1ECE1A794B79AC2321EAB376137F31D18D

SHA-512: 8B1BAABF491C3C931BB75BA61F044EC4DD4D96012B745CBD8C2B021130EAB20981D9D622DF17BES3DD34BCC7CA4782C4B76C3B980031C1DE333357197E3FC
D2

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://assets.superlander.com/images/awstxt.png
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\awstxt[1].png

Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\blendimg[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 800 x 800, 8-bit/color RGBA, non-interlaced

downloaded

23245

7.6164264646147375

false
384:VqfSvYvQuOPUaiz5uczApeL1YijYo3UPzD6m8oCe5Ph212tvfqzJJJJJJJJIIIIZ:bvuQuOliFopeL1YijXMaboBPb2Itvfgl
7B63BOFD20DDBAGFBF7A996523A34597

2F672D0BC9451623DBCE7ED6BCC4D8582AB34A67
39EF81F60134D396E50A8DD127D9EEDDD93C71B68157CE3E925DC7F3125296E0

A9099BA5D7C157589C10E1BBE31059CDFFF7BC30AF1A5CC07BBDC1E75B4189EA25200F36206C1AC360927986636A0D48D4A24B736518B54464B15BOBE448EES
C

false

low

hitp://https://assets.superlander.com/images/blendimg.png

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\blendtxt[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 800 x 800, 8-bit/color RGBA, non-interlaced

downloaded

19387

7.389053165694573

false

384:iorwNNFTFR12wKhITJj+Af4siq2h00rVNJk:ioeNBIzTJj+Qhiq2hDrVNO
BE351FDC5E983800D71A5C0234D28C1A
3C27004850CC0148419D4130DF85E302B725A6B0
BFAA1A2D6381C3A65488FDBADEBD40685B4C428EAD5080C1A40978AEF69C625E

OE46535B5BEC3935B679BE019CB337B1FF6B4EGABEFOE67FAD4EDGEOSODE10B2DC99D92E38CBB24D278B42599E59C4E810C9075718646F888F4DFD54DD50FS,
7

false

low

hitp://https://assets.superlander.com/images/blendtxt.png

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\bouleimg[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

|IE Cache URL:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 800 x 800, 8-bit/color RGBA, non-interlaced

downloaded

33355

7.766262694756886

false

768ttt fM: LWOMEOXnsaFH
A49A509488FB5749F4C665C0D152D7ES
BOB8E3446829DC702506181D19896442556B6FE6
513AFCD336001FB5DB0216A0CBDFFO00E3C511BFB1918512FCC26F8C11DF5C46

AFF84141CAGDAB794B17D2E11CADE9F46836EE28BOSEC2AE3AFF446CCAD2B82C530181974494917241EEGE68F85DD01BFA1BEOBFO1DE70D820882E86B4CBB!
06

false
low

hitp://https://assets.superlander.com/images/bouleimg.png
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\bouleimg[1].png

Preview:

1....0 . ! 3 1

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\bouletxt[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 800 x 800, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 16641

Entropy (8bit): 7.484577442988441

Encrypted: false

SSDEEP: 384:KojnVd5uQ3MhNrkOPKKYFg5fJdBAIDRbk:KoXEQChNINRfEERI

MDS5: F7C88391A70D2F37C8BF55D1CB0A4784

SHA1L: 71A1C2061B255D8430AD9DD91A2A82E937B4FD5C

SHA-256: 2CF151F33FODA4AEA4F907C436CCD4951D4A1942ADBO0DCDF2124DC96CDBA8B3D

SHA-512: 92F9CB29A3C4CES7CE447A792C5FF0762AA0323A4B556702906C3C35175BA7FDBEF067A3991DB546FECF82E4E7AFAD6C1194B6A6963F2BA11B4E011288DFOEC
E

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://assets.superlander.com/images/bouletxt.png

Preview:

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\burrowimg[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 800 x 800, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 26587

Entropy (8bit): 7.619615139426183

Encrypted: false

SSDEEP: 768:qILZUZpHWWOewp/pnoi3lAkZF+9xpyBiW:WUvQWOewl1p3IBebOiwW

MDS5: 77068496BB8D9992D43D3EAFD520A127

SHA1L: 6D57A2D5DA2C3037DD177F3962614E0CA75B7515

SHA-256: 68F7B954E4E467FE8FF042F6FBAD6984D8EBBFA39265F2F83A7C4944584759D8

SHA-512: 767BBFA5F9B6C38644A6D3BC750228CC46DD5DFODA30933B306DA9300485E4EADID44CB4A2CD4C578B4BAEL170912D741AAB8B830A59BCOE35287BEFD 7376351
7

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://assets.superlander.com/images/burrowimg.png

Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\burrowtxt[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 800 x 800, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 18754

Entropy (8bit): 7.353030363380436

Encrypted: false

SSDEEP: 384:mhJy9a+qqT1RuNZywWj9almV4hKHHO/i4+X0sQBk:AJy9Vqg2P/ImV4hKO/T+EsQm

MDS5: 5E1A3D504A6AC21ECE2E4A1888F83037

SHAL: 0C365D67D23CC27CA9DE97ES8D6AFF5BO75ACFE2

SHA-256: 069BBBEEA55F20846EC5DAEGE0773EEDD39843CC06C234C62110D1389A1E5DCS8

SHA-512: 37213A24202A59BC44338F4D5951CDE7F3A50A166FFB2D49CC2ESEE4F116B1EDB78254DFB5BBO8FFB9A426EAAEC11443695349DF4D91D96F1CFACF81CE6F1EFR
8

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://assets.superlander.com/images/burrowtxt.png
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\burrowtxt[1].png

Preview:

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\carrotlogo[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 800 x 800, 8-bit/color RGBA, non-interlaced

downloaded

37049

7.80853434046181

false
768:VyyyyyyYYYYYYYYYYYYYYYYYYYYYYYYYYYYyyyyu6zk8NPmHmHBCI/XBilasDi/g:Wuk8hmmH8/B3aswGvbG4j
6B6DE4C9E133CE8A90FA305AE300A50E

3062FC336D097CEB51651407203BBC979DC7FCCO
C838733CE708F5AE398BF2B7404A469D4B19DE870AE3AA05A9A06B32D7F406D7

19A51CF725A435149ADFFF2B83F356B81E96C701A1433937D9E8SEODD76F83694B7CDD43FDACE2B80E7D7627ABEB6D6E313BD01E09C53946417FBE91439D18E
0

false
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\carrottxt[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 800 x 800, 8-bit/color RGBA, non-interlaced

downloaded

27258

7.588420453713797

false

768: Bfffffffffffffifff e UbVi++DJI3K3yzdUHh8aj
28CA1EB0EF61BOA3CF3EBDF76EEEACS51
53D475CE2D9F72FBEBBO1FOCCE5S2BF5783BA9419
E2ED6DF1879A8CA07528BF9623AA361ABAD9802281ACD1A9AE71A6DEBOB214F9

168A6AB8DB1FC74AF80ACDFA3FIE25ED54461C9BC3D50355A77F46F505DBDOEB39B62F53B32D6082EDBF5142F6EDOBDFD27EB02C5E11044D1368CFC703B26
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false
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\clutterimg[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

|IE Cache URL:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 800 x 800, 8-bit/color RGBA, non-interlaced

downloaded

18910

7.49109151176245

false
384:eFXpWFNxVMgPW+bgL601turHd6gsVcuSnHVSn1gpyUk:0XkPjPbbzO1EsqsV3S0epyr
4E9D713DDC34F582081E8290641823D0
C018F2CA08AC29BB877D9F64DDF74EDOSESFA9A3
DC5F17F18385C61AC22F61E2B3AB31462538890870F1C7620EF3BA4A2926E905

96E5DB6A02A14EAE4F2F28BD4090DDE1AALIACS5E2559E8CDD5DFB2D339A5DA999EF9CODIE713A22343652E920BD2B546C3F137AF743B4F5B19B7D60683428E
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\clutterimg[1].png

Preview:

Static File Info

No static file info

Network Behavior

Network Port Distribution

Total Packets: 103

® 53 (DNS)

© 443 (HTTPS)

® 80 (HTTP)
TCP Packets
Timestamp Source Port Dest Port Source IP Dest IP
Feb 25, 2021 22:02:16.494018078 CET 49710 80 192.168.2.3 157.230.161.221
Feb 25, 2021 22:02:16.494225025 CET 49711 80 192.168.2.3 157.230.161.221
Feb 25, 2021 22:02:16.699965000 CET 80 49711 157.230.161.221 192.168.2.3
Feb 25, 2021 22:02:16.700007915 CET 80 49710 157.230.161.221 192.168.2.3
Feb 25, 2021 22:02:16.700108051 CET 49711 80 192.168.2.3 157.230.161.221
Feb 25, 2021 22:02:16.700158119 CET 49710 80 192.168.2.3 157.230.161.221
Feb 25, 2021 22:02:16.701152086 CET 49710 80 192.168.2.3 157.230.161.221
Feb 25, 2021 22:02:16.906874895 CET 80 49710 157.230.161.221 192.168.2.3
Feb 25, 2021 22:02:16.906903028 CET 80 49710 157.230.161.221 192.168.2.3
Feb 25, 2021 22:02:16.906996012 CET 49710 80 192.168.2.3 157.230.161.221
Feb 25, 2021 22:02:16.919287920 CET 49713 443 192.168.2.3 157.230.161.221
Feb 25, 2021 22:02:17.128060102 CET 443 49713 157.230.161.221 192.168.2.3
Feb 25, 2021 22:02:17.128257036 CET 49713 443 192.168.2.3 157.230.161.221
Feb 25, 2021 22:02:17.138169050 CET 49713 443 192.168.2.3 157.230.161.221
Feb 25, 2021 22:02:17.344345093 CET 443 49713 157.230.161.221 192.168.2.3
Feb 25, 2021 22:02:17.354490042 CET 443 49713 157.230.161.221 192.168.2.3
Feb 25, 2021 22:02:17.354532957 CET 443 49713 157.230.161.221 192.168.2.3
Feb 25, 2021 22:02:17.354552984 CET 443 49713 157.230.161.221 192.168.2.3
Feb 25, 2021 22:02:17.354634047 CET 49713 443 192.168.2.3 157.230.161.221
Feb 25, 2021 22:02:17.354686975 CET 49713 443 192.168.2.3 157.230.161.221
Feb 25, 2021 22:02:17.393625975 CET 49713 443 192.168.2.3 157.230.161.221
Feb 25, 2021 22:02:17.402223110 CET 49713 443 192.168.2.3 157.230.161.221
Feb 25, 2021 22:02:17.402466059 CET 49713 443 192.168.2.3 157.230.161.221
Feb 25, 2021 22:02:17.599739075 CET 443 49713 157.230.161.221 192.168.2.3

Copyright null 2021 Page 47 of 57



Timestamp Source Port Dest Port Source IP Dest IP

Feb 25, 2021 22:02:17.599766016 CET 443 49713 157.230.161.221 192.168.2.3

Feb 25, 2021 22:02:17.599944115 CET 49713 443 192.168.2.3 157.230.161.221
Feb 25, 2021 22:02:17.608210087 CET 443 49713 157.230.161.221 192.168.2.3

Feb 25, 2021 22:02:17.608232021 CET 443 49713 157.230.161.221 192.168.2.3

Feb 25, 2021 22:02:17.608876944 CET 49713 443 192.168.2.3 157.230.161.221
Feb 25, 2021 22:02:17.610138893 CET 443 49713 157.230.161.221 192.168.2.3

Feb 25, 2021 22:02:17.610193014 CET 443 49713 157.230.161.221 192.168.2.3

Feb 25, 2021 22:02:17.610213995 CET 49713 443 192.168.2.3 157.230.161.221
Feb 25, 2021 22:02:17.610234022 CET 443 49713 157.230.161.221 192.168.2.3

Feb 25, 2021 22:02:17.610239983 CET 49713 443 192.168.2.3 157.230.161.221
Feb 25, 2021 22:02:17.610269070 CET 443 49713 157.230.161.221 192.168.2.3

Feb 25, 2021 22:02:17.610281944 CET 49713 443 192.168.2.3 157.230.161.221
Feb 25, 2021 22:02:17.610305071 CET 443 49713 157.230.161.221 192.168.2.3

Feb 25, 2021 22:02:17.610316038 CET 49713 443 192.168.2.3 157.230.161.221
Feb 25, 2021 22:02:17.610342979 CET 443 49713 157.230.161.221 192.168.2.3

Feb 25, 2021 22:02:17.610352993 CET 49713 443 192.168.2.3 157.230.161.221
Feb 25, 2021 22:02:17.610378027 CET 443 49713 157.230.161.221 192.168.2.3

Feb 25, 2021 22:02:17.610388041 CET 49713 443 192.168.2.3 157.230.161.221
Feb 25, 2021 22:02:17.610424042 CET 49713 443 192.168.2.3 157.230.161.221
Feb 25, 2021 22:02:17.647701025 CET 49713 443 192.168.2.3 157.230.161.221
Feb 25, 2021 22:02:17.806520939 CET 443 49713 157.230.161.221 192.168.2.3

Feb 25, 2021 22:02:17.806554079 CET 443 49713 157.230.161.221 192.168.2.3

Feb 25, 2021 22:02:17.806574106 CET 443 49713 157.230.161.221 192.168.2.3

Feb 25, 2021 22:02:17.806598902 CET 443 49713 157.230.161.221 192.168.2.3

Feb 25, 2021 22:02:17.806694031 CET 49713 443 192.168.2.3 157.230.161.221
Feb 25, 2021 22:02:17.806757927 CET 49713 443 192.168.2.3 157.230.161.221
Feb 25, 2021 22:02:17.814810038 CET 443 49713 157.230.161.221 192.168.2.3

Feb 25, 2021 22:02:17.815520048 CET 49713 443 192.168.2.3 157.230.161.221
Feb 25, 2021 22:02:17.897486925 CET 443 49713 157.230.161.221 192.168.2.3

Feb 25, 2021 22:02:18.161545992 CET 49716 443 192.168.2.3 172.64.141.10
Feb 25, 2021 22:02:18.163921118 CET 49718 443 192.168.2.3 172.64.141.10
Feb 25, 2021 22:02:18.164697886 CET 49717 443 192.168.2.3 172.64.141.10
Feb 25, 2021 22:02:18.165268898 CET 49719 443 192.168.2.3 172.64.141.10
Feb 25, 2021 22:02:18.166784048 CET 49720 443 192.168.2.3 172.64.141.10
Feb 25, 2021 22:02:18.168545008 CET 49721 443 192.168.2.3 172.64.141.10
Feb 25, 2021 22:02:18.202445984 CET 443 49716 172.64.141.10 192.168.2.3

Feb 25, 2021 22:02:18.202728987 CET 49716 443 192.168.2.3 172.64.141.10
Feb 25, 2021 22:02:18.204758883 CET 443 49718 172.64.141.10 192.168.2.3

Feb 25, 2021 22:02:18.204862118 CET 49716 443 192.168.2.3 172.64.141.10
Feb 25, 2021 22:02:18.205020905 CET 49718 443 192.168.2.3 172.64.141.10
Feb 25, 2021 22:02:18.205449104 CET 443 49717 172.64.141.10 192.168.2.3

Feb 25, 2021 22:02:18.205538988 CET 49718 443 192.168.2.3 172.64.141.10
Feb 25, 2021 22:02:18.205925941 CET 443 49719 172.64.141.10 192.168.2.3

Feb 25, 2021 22:02:18.206350088 CET 49719 443 192.168.2.3 172.64.141.10
Feb 25, 2021 22:02:18.206492901 CET 49717 443 192.168.2.3 172.64.141.10
Feb 25, 2021 22:02:18.206883907 CET 49719 443 192.168.2.3 172.64.141.10
Feb 25, 2021 22:02:18.207758904 CET 443 49720 172.64.141.10 192.168.2.3

Feb 25, 2021 22:02:18.207861900 CET 49720 443 192.168.2.3 172.64.141.10
Feb 25, 2021 22:02:18.208497047 CET 49720 443 192.168.2.3 172.64.141.10
Feb 25, 2021 22:02:18.209333897 CET 443 49721 172.64.141.10 192.168.2.3

Feb 25, 2021 22:02:18.209471941 CET 49721 443 192.168.2.3 172.64.141.10
Feb 25, 2021 22:02:18.245615959 CET 443 49716 172.64.141.10 192.168.2.3

Feb 25, 2021 22:02:18.246340036 CET 443 49718 172.64.141.10 192.168.2.3

Feb 25, 2021 22:02:18.247468948 CET 443 49719 172.64.141.10 192.168.2.3

Feb 25, 2021 22:02:18.250161886 CET 443 49718 172.64.141.10 192.168.2.3

Feb 25, 2021 22:02:18.250183105 CET 443 49718 172.64.141.10 192.168.2.3

Feb 25, 2021 22:02:18.250283957 CET 49718 443 192.168.2.3 172.64.141.10
Feb 25, 2021 22:02:18.250288963 CET 443 49720 172.64.141.10 192.168.2.3

Feb 25, 2021 22:02:18.250634909 CET 443 49719 172.64.141.10 192.168.2.3

Feb 25, 2021 22:02:18.250658989 CET 443 49719 172.64.141.10 192.168.2.3

Feb 25, 2021 22:02:18.250763893 CET 49719 443 192.168.2.3 172.64.141.10
Feb 25, 2021 22:02:18.250910997 CET 443 49716 172.64.141.10 192.168.2.3

Feb 25, 2021 22:02:18.250933886 CET 443 49716 172.64.141.10 192.168.2.3

Feb 25, 2021 22:02:18.250988960 CET 49719 443 192.168.2.3 172.64.141.10
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Feb 25, 2021 22:02:18.251019955 CET 49716 443 192.168.2.3 172.64.141.10
Feb 25, 2021 22:02:18.253063917 CET 443 49720 172.64.141.10 192.168.2.3
Feb 25, 2021 22:02:18.253086090 CET 443 49720 172.64.141.10 192.168.2.3
Feb 25, 2021 22:02:18.253129005 CET 49716 443 192.168.2.3 172.64.141.10
Feb 25, 2021 22:02:18.253169060 CET 49720 443 192.168.2.3 172.64.141.10
Feb 25, 2021 22:02:18.253176928 CET 49720 443 192.168.2.3 172.64.141.10
Feb 25, 2021 22:02:18.508193016 CET 49717 443 192.168.2.3 172.64.141.10
Feb 25, 2021 22:02:18.508236885 CET 49721 443 192.168.2.3 172.64.141.10
Feb 25, 2021 22:02:18.549174070 CET 443 49717 172.64.141.10 192.168.2.3
Feb 25, 2021 22:02:18.549200058 CET 443 49721 172.64.141.10 192.168.2.3
Feb 25, 2021 22:02:18.551568031 CET 443 49721 172.64.141.10 192.168.2.3
Feb 25, 2021 22:02:18.551595926 CET 443 49721 172.64.141.10 192.168.2.3

UDP Packets

Timestamp Source Port Dest Port Source IP Dest IP
Feb 25, 2021 22:02:07.893901110 CET 64938 53 192.168.2.3 8.8.8.8
Feb 25, 2021 22:02:07.942652941 CET 53 64938 8.8.8.8 192.168.2.3
Feb 25, 2021 22:02:09.141655922 CET 60152 53 192.168.2.3 8.8.8.8
Feb 25, 2021 22:02:09.193417072 CET 53 60152 8.8.8.8 192.168.2.3
Feb 25, 2021 22:02:10.112464905 CET 57544 53 192.168.2.3 8.8.8.8
Feb 25, 2021 22:02:10.162728071 CET 53 57544 8.8.8.8 192.168.2.3
Feb 25, 2021 22:02:11.107903957 CET 55984 53 192.168.2.3 8.8.8.8
Feb 25, 2021 22:02:11.165097952 CET 53 55984 8.8.8.8 192.168.2.3
Feb 25, 2021 22:02:12.118552923 CET 64185 53 192.168.2.3 8.8.8.8
Feb 25, 2021 22:02:12.169902086 CET 53 64185 8.8.8.8 192.168.2.3
Feb 25, 2021 22:02:13.230345964 CET 65110 53 192.168.2.3 8.8.8.8
Feb 25, 2021 22:02:13.283828974 CET 53 65110 8.8.8.8 192.168.2.3
Feb 25, 2021 22:02:14.331079960 CET 58361 53 192.168.2.3 8.8.8.8
Feb 25, 2021 22:02:14.379836082 CET 53 58361 8.8.8.8 192.168.2.3
Feb 25, 2021 22:02:15.234244108 CET 63492 53 192.168.2.3 8.8.8.8
Feb 25, 2021 22:02:15.293750048 CET 53 63492 8.8.8.8 192.168.2.3
Feb 25, 2021 22:02:15.479028940 CET 60831 53 192.168.2.3 8.8.8.8
Feb 25, 2021 22:02:15.530430079 CET 53 60831 8.8.8.8 192.168.2.3
Feb 25, 2021 22:02:16.333376884 CET 60100 53 192.168.2.3 8.8.8.8
Feb 25, 2021 22:02:16.483042002 CET 53 60100 8.8.8.8 192.168.2.3
Feb 25, 2021 22:02:16.540086985 CET 53195 53 192.168.2.3 8.8.8.8
Feb 25, 2021 22:02:16.589051008 CET 53 53195 8.8.8.8 192.168.2.3
Feb 25, 2021 22:02:17.994755030 CET 50141 53 192.168.2.3 8.8.8.8
Feb 25, 2021 22:02:18.012252092 CET 53023 53 192.168.2.3 8.8.8.8
Feb 25, 2021 22:02:18.049421072 CET 53 50141 8.8.8.8 192.168.2.3
Feb 25, 2021 22:02:18.077248096 CET 53 53023 8.8.8.8 192.168.2.3
Feb 25, 2021 22:02:18.128500938 CET 49563 53 192.168.2.3 8.8.8.8
Feb 25, 2021 22:02:18.182940960 CET 51352 53 192.168.2.3 8.8.8.8
Feb 25, 2021 22:02:18.184834957 CET 53 49563 8.8.8.8 192.168.2.3
Feb 25, 2021 22:02:18.210674047 CET 59349 53 192.168.2.3 8.8.8.8
Feb 25, 2021 22:02:18.234363079 CET 53 51352 8.8.8.8 192.168.2.3
Feb 25, 2021 22:02:18.270754099 CET 53 59349 8.8.8.8 192.168.2.3
Feb 25, 2021 22:02:18.582603931 CET 57084 53 192.168.2.3 8.8.8.8
Feb 25, 2021 22:02:18.631439924 CET 53 57084 8.8.8.8 192.168.2.3
Feb 25, 2021 22:02:18.679377079 CET 58823 53 192.168.2.3 8.8.8.8
Feb 25, 2021 22:02:18.685873032 CET 57568 53 192.168.2.3 8.8.8.8
Feb 25, 2021 22:02:18.728004932 CET 53 58823 8.8.8.8 192.168.2.3
Feb 25, 2021 22:02:18.737452984 CET 53 57568 8.8.8.8 192.168.2.3
Feb 25, 2021 22:02:19.175904989 CET 49563 53 192.168.2.3 8.8.8.8
Feb 25, 2021 22:02:19.225508928 CET 53 49563 8.8.8.8 192.168.2.3
Feb 25, 2021 22:02:19.811712980 CET 50540 53 192.168.2.3 8.8.8.8
Feb 25, 2021 22:02:19.854104996 CET 54366 53 192.168.2.3 8.8.8.8
Feb 25, 2021 22:02:19.872230053 CET 53 50540 8.8.8.8 192.168.2.3
Feb 25, 2021 22:02:19.902898073 CET 53034 53 192.168.2.3 8.8.8.8
Feb 25, 2021 22:02:19.908530951 CET 53 54366 8.8.8.8 192.168.2.3
Feb 25, 2021 22:02:19.965102911 CET 53 53034 8.8.8.8 192.168.2.3
Feb 25, 2021 22:02:20.171319962 CET 57762 53 192.168.2.3 8.8.8.8
Feb 25, 2021 22:02:20.236279964 CET 53 57762 8.8.8.8 192.168.2.3
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Feb 25, 2021 22:02:20.484721899 CET 55435 53 192.168.2.3 8.8.8.8

Feb 25, 2021 22:02:20.533590078 CET 53 55435 8.8.8.8 192.168.2.3

Feb 25, 2021 22:02:20.801203012 CET 50713 53 192.168.2.3 8.8.8.8

Feb 25, 2021 22:02:20.854120970 CET 53 50713 8.8.8.8 192.168.2.3

Feb 25, 2021 22:02:21.423898935 CET 56132 53 192.168.2.3 8.8.8.8

Feb 25, 2021 22:02:21.475217104 CET 53 56132 8.8.8.8 192.168.2.3

Feb 25, 2021 22:02:21.924994946 CET 58987 53 192.168.2.3 8.8.8.8

Feb 25, 2021 22:02:21.976949930 CET 53 58987 8.8.8.8 192.168.2.3

Feb 25, 2021 22:02:23.027286053 CET 56579 53 192.168.2.3 8.8.8.8

Feb 25, 2021 22:02:23.087275982 CET 53 56579 8.8.8.8 192.168.2.3

Feb 25, 2021 22:02:24.124385118 CET 56579 53 192.168.2.3 8.8.8.8

Feb 25, 2021 22:02:24.181921959 CET 53 56579 8.8.8.8 192.168.2.3

Feb 25, 2021 22:02:26.245516062 CET 60633 53 192.168.2.3 8.8.8.8

Feb 25, 2021 22:02:26.295857906 CET 53 60633 8.8.8.8 192.168.2.3

Feb 25, 2021 22:02:27.283401012 CET 61292 53 192.168.2.3 8.8.8.8

Feb 25, 2021 22:02:27.334264994 CET 53 61292 8.8.8.8 192.168.2.3

Feb 25, 2021 22:02:28.207617998 CET 63619 53 192.168.2.3 8.8.8.8

Feb 25, 2021 22:02:28.257802963 CET 53 63619 8.8.8.8 192.168.2.3

Feb 25, 2021 22:02:35.828610897 CET 64938 53 192.168.2.3 8.8.8.8

Feb 25, 2021 22:02:35.878529072 CET 53 64938 8.8.8.8 192.168.2.3

Feb 25, 2021 22:02:39.855679989 CET 61946 53 192.168.2.3 8.8.8.8

Feb 25, 2021 22:02:39.919168949 CET 53 61946 8.8.8.8 192.168.2.3

Feb 25, 2021 22:02:45.145242929 CET 64910 53 192.168.2.3 8.8.8.8

Feb 25, 2021 22:02:45.205055952 CET 53 64910 8.8.8.8 192.168.2.3

Feb 25, 2021 22:02:45.249334097 CET 52123 53 192.168.2.3 8.8.8.8

Feb 25, 2021 22:02:45.301095009 CET 53 52123 8.8.8.8 192.168.2.3

Feb 25, 2021 22:02:45.940999031 CET 56130 53 192.168.2.3 8.8.8.8

Feb 25, 2021 22:02:45.989829063 CET 53 56130 8.8.8.8 192.168.2.3

Feb 25, 2021 22:02:46.398406982 CET 52123 53 192.168.2.3 8.8.8.8

Feb 25, 2021 22:02:46.450047016 CET 53 52123 8.8.8.8 192.168.2.3

Feb 25, 2021 22:02:46.952975988 CET 56130 53 192.168.2.3 8.8.8.8

Feb 25, 2021 22:02:47.014309883 CET 53 56130 8.8.8.8 192.168.2.3

Feb 25, 2021 22:02:47.399199009 CET 52123 53 192.168.2.3 8.8.8.8

Feb 25, 2021 22:02:47.453454018 CET 53 52123 8.8.8.8 192.168.2.3

Feb 25, 2021 22:02:47.968679905 CET 56130 53 192.168.2.3 8.8.8.8

Feb 25, 2021 22:02:48.020090103 CET 53 56130 8.8.8.8 192.168.2.3

Feb 25, 2021 22:02:49.464518070 CET 52123 53 192.168.2.3 8.8.8.8

Feb 25, 2021 22:02:49.518472910 CET 53 52123 8.8.8.8 192.168.2.3

Feb 25, 2021 22:02:49.970316887 CET 56130 53 192.168.2.3 8.8.8.8

Feb 25, 2021 22:02:50.020486116 CET 53 56130 8.8.8.8 192.168.2.3

Feb 25, 2021 22:02:50.291826963 CET 56338 53 192.168.2.3 8.8.8.8

Feb 25, 2021 22:02:50.352269888 CET 53 56338 8.8.8.8 192.168.2.3

Feb 25, 2021 22:02:51.495805025 CET 59420 53 192.168.2.3 8.8.8.8

Feb 25, 2021 22:02:51.550662041 CET 53 59420 8.8.8.8 192.168.2.3

Feb 25, 2021 22:02:53.470561028 CET 52123 53 192.168.2.3 8.8.8.8

Feb 25, 2021 22:02:53.522325993 CET 53 52123 8.8.8.8 192.168.2.3

Feb 25, 2021 22:02:53.739128113 CET 58784 53 192.168.2.3 8.8.8.8

Feb 25, 2021 22:02:53.792233944 CET 53 58784 8.8.8.8 192.168.2.3

Feb 25, 2021 22:02:53.983030081 CET 56130 53 192.168.2.3 8.8.8.8

Feb 25, 2021 22:02:54.031687975 CET 53 56130 8.8.8.8 192.168.2.3

Feb 25, 2021 22:03:03.363368034 CET 63978 53 192.168.2.3 8.8.8.8

Feb 25, 2021 22:03:03.415110111 CET 53 63978 8.8.8.8 192.168.2.3

Feb 25, 2021 22:03:09.145243883 CET 62938 53 192.168.2.3 8.8.8.8

Feb 25, 2021 22:03:09.194272041 CET 53 62938 8.8.8.8 192.168.2.3

DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Feb 25, 2021 22:02:16.333376884 CET 192.168.2.3 8.8.8.8 0x5a4b Standard query  certc.com A (IP address) IN (0x0001)
(0)

Feb 25, 2021 22:02:17.994755030 CET 192.168.2.3 8.8.8.8 0x33cl Standard query  assets.sup A (IP address) IN (0x0001)
(0) erlander.com

Feb 25, 2021 22:02:18.182940960 CET 192.168.2.3 8.8.8.8 Oxbde5 Standard query  code.jquery.com A (IP address) IN (0x0001)

(©)
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Timestamp

Feb 25, 2021 22:02:18.210674047 CET

Feb 25, 2021 22:02:18.679377079 CET

Feb 25, 2021 22:02:18.685873032 CET

Feb 25, 2021 22:02:19.811712980 CET

Feb 25, 2021 22:02:19.854104996 CET

Feb 25, 2021 22:02:21.423898935 CET

Feb 25, 2021 22:02:39.855679989 CET

Feb 25, 2021 22:02:45.145242929 CET

Feb 25, 2021 22:02:51.495805025 CET

Feb 25, 2021 22:02:53.739128113 CET

DNS Answers

Timestamp Source IP

Feb 25, 2021 8.8.8.8
22:02:16.483042002
CET

Feb 25, 2021 8.8.8.8
22:02:18.049421072
CET

Feb 25, 2021 8.8.8.8
22:02:18.049421072
CET

Feb 25, 2021 8.8.8.8
22:02:18.234363079
CET

Feb 25, 2021 8.8.8.8
22:02:18.270754099
CET

Feb 25, 2021 8.8.8.8
22:02:18.728004932
CET

Feb 25, 2021 8.8.8.8
22:02:18.728004932
CET

Feb 25, 2021 8.8.8.8
22:02:18.737452984
CET

Feb 25, 2021 8.8.8.8
22:02:19.872230053
CET

Feb 25, 2021 8.8.8.8
22:02:19.872230053
CET

Feb 25, 2021 8.8.8.8
22:02:19.872230053
CET

Feb 25, 2021 8.8.8.8
22:02:19.872230053
CET

Feb 25, 2021 8.8.8.8
22:02:19.908530951
CET

Feb 25, 2021 8.8.8.8
22:02:19.908530951
CET

Feb 25, 2021 8.8.8.8
22:02:19.908530951
CET

Feb 25, 2021 8.8.8.8
22:02:21.475217104
CET

Feb 25, 2021 8.8.8.8
22:02:21.475217104
CET
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Dest IP
192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Source IP

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Trans ID

0x5a4b

0x33c1

0x33c1

Oxbde5

Ox6aba

Ox7ffa

Ox7ffa

0xfc26

0x6a88

0x6a88

0x6a88

0x6a88

Oxbe4?7

Oxbed?7

Oxbed?7

0x9422

0x9422

Dest IP
8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Trans ID

Ox6aba

Ox7ffa

0xfc26

0x6a88

Oxbe47

0x9422

Oxdc3e

0x476a

Oxee3d

0x899¢c

Name

certc.com

assets.sup
erlander.com

assets.sup
erlander.com

code.jquery.com cds.s5x3j6q5.hwcdn.net

ajax.aspne
tcdn.com

cdnjs.clou
dflare.com

cdnjs.clou
dflare.com

cdn.jsdelivr.net

d1tdp7z6w9
4jbb.cloud
front.net

d1tdp7z6w9
4jbb.cloud
front.net

d1tdp7z6w9
4jbb.cloud
front.net
d1tdp7z6w9
4jbb.cloud
front.net

www.statco
unter.com

www.statco
unter.com

www.statco
unter.com

c.statcoun
ter.com

c.statcoun
ter.com

OP Code
Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
(0)
Standard query
(0)
Standard query
(0)
Standard query
(0)
Standard query
(0)
Standard query
(0)

CName

Name

ajax.aspne
tcdn.com

cdnjs.clou
dflare.com

cdn.jsdelivr.net

d1tdp7z6w9
4jbb.cloud
front.net

www.statco
unter.com

c.statcounter.com

assets.sup
erlander.com

statcounter.com

www.linked
in.com

static-exp
1.licdn.com

Address

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Type

157.230.161.221 A (IP address)

172.64.141.10

172.64.140.10

mscomajax.vo.msecnd.ne

t

104.16.18.94

104.16.19.94

dualstack.f3.shared.globa

|.fastly.net

13.224.94.23

13.224.94.77

13.224.94.88

13.224.94.54

172.67.38.97

104.22.53.65

104.22.52.65

172.67.38.97

104.22.53.65

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp

Feb 25, 2021
22:02:21.475217104
CET

Feb 25, 2021
22:02:39.919168949
CET

Feb 25, 2021
22:02:39.919168949
CET

Feb 25, 2021
22:02:45.205055952
CET

Feb 25, 2021
22:02:45.205055952
CET

Feb 25, 2021
22:02:45.205055952
CET

Feb 25, 2021
22:02:51.550662041
CET

Feb 25, 2021
22:02:53.792233944
CET

Feb 25, 2021
22:02:53.792233944
CET

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Source IP

Dest IP
192.168.

192.168.

192.168.

192.168.

192.168.

192.168.

192.168.

192.168.

192.168.

Trans ID
2.3 0x9422
2.3 Oxdc3e
2.3 Oxdc3e
2.3 0x476a
2.3 0x476a
2.3 0x476a
2.3 Oxee3d
2.3 0x899c
2.3 0x899c

HTTP Request Dependency Graph

e certc.com

HTTP Packets

Session ID Source IP
0 192.168.2.3

kBytes
Timestamp transferred
Feb 25, 2021 947
22:02:16.701152086 CET
Feb 25, 2021 952
22:02:16.906903028 CET
HTTPS Packets

Source

Timestamp Source IP Port

Copyright null 2021

Source Port

49710

Direction

ouT

Dest

Dest IP Port

Reply Code Name CName Address Type

No error (0) c.statcoun 104.22.52.65 A (IP address)
ter.com

No error (0) assets.sup 172.64.140.10 A (IP address)

erlander.com

No error (0) assets.sup 172.64.141.10 A (IP address)

erlander.com

No error (0) statcounter.com 104.22.53.65 A (IP address)
No error (0) statcounter.com 104.22.52.65 A (IP address)
No error (0) statcounter.com 172.67.38.97 A (IP address)

No error (0) www.linked www-linkedin-com.l- CNAME
in.com 0005.I-msedge.net (Canonical
name)
No error (0) static-exp 2-01-2c3e- CNAME
1.licdn.com 003d.cdx.cedexis.net (Canonical
name)
No error (0) cs1404.wpc 152.199.21.118 A (IP address)

.epsiloncdn.net

Destination IP Destination Port Process

157.230.161.221 80 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Data

GET /HTTP/1.1

Accept: text/html, application/xhtml+xml, image/jxr, */*

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: certc.com

Connection: Keep-Alive

HTTP/1.1 301 Moved Permanently
Server: openresty

Date: Thu, 25 Feb 2021 21:13:27 GMT
Content-Type: text/html
Content-Length: 166

Connection: keep-alive

Location: https://certc.com/

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

Data Raw: 3c 68 74 6d 6¢ 3e 0d Oa 3c 68 65 61 64 3e 3c 74 69 74 6¢ 65 3e 33 30 31 20 4d 6f 76 65 64 20 50 65 72 6d 61
6e 65 6e 74 6¢ 79 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0d Oa 3c 62 6f 64 79 3e 0d Oa 3c 63 65 6e 74 65 72 3e 3¢
68 31 3e 33 30 31 20 4d 6f 76 65 64 20 50 65 72 6d 61 6e 65 6e 74 6¢ 79 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d Oa
3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6f 70 65 6e 72 65 73 74 79 3c 2f 63 65 6e 74 65 72 3e 0d Oa 3c 2f 62 6f 64 79 3e 0d

Oa 3c 2f 68 74 6d 6¢ 3e 0d Oa

Data Ascii: <html><head><title>301 Moved Permanently</titte></head><body><center><h1>301 Moved Permanently</h1

></center><hr><center>openresty</center></body></html>

Not
After

JA3 SSL Client
Fingerprint

Not

Subject Issuer Before

JA3 SSL Client Digest
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Timestamp Source IP

Feb 25, 2021
22:02:17.354552984
CET

Feb 25, 2021
22:02:18.250183105
CET

Feb 25, 2021
22:02:18.250658989
CET

Feb 25, 2021
22:02:18.250933886
CET

Feb 25, 2021
22:02:18.253086090
CET

Copyright null 2021

172.64.141.10

172.64.141.10

172.64.141.10

172.64.141.10

Source
Port

157.230.161.221 443

443

443

443

443

Dest

Dest IP Port

192.168.2.3 49713

192.168.2.3 49718

192.168.2.3 49719

192.168.2.3 49716

192.168.2.3 49720

Subject

CN=certc.com CN=R3,
O=Let's Encrypt, C=US

CN=R3, O=Let's Encrypt,
C=USs

CN-=sni.cloudflaressl.com,
O="Cloudflare, Inc.", L=San
Francisco, ST=CA, C=US
CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN-=sni.cloudflaressl.com,
O="Cloudflare, Inc.", L=San
Francisco, ST=CA, C=US
CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN-=sni.cloudflaressl.com,
O="Cloudflare, Inc.", L=San
Francisco, ST=CA, C=US
CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN-=sni.cloudflaressl.com,
O="Cloudflare, Inc.", L=San
Francisco, ST=CA, C=US
CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

Issuer

CN=R3, O=Let's
Encrypt, C=US
CN=DST Root CA X3,
O=Digital Signature
Trust Co.

CN=DST Root CA X3,
O=Digital Signature
Trust Co.

CN=Cloudflare Inc ECC
CA-3, O="Cloudflare,
Inc.", C=US
CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Cloudflare Inc ECC
CA-3, O="Cloudflare,
Inc.", C=US
CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Cloudflare Inc ECC
CA-3, O="Cloudflare,
Inc.", C=US
CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Cloudflare Inc ECC
CA-3, O="Cloudflare,
Inc.", C=US
CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

Not
Before

Sat Jan
16
07:00:38
CET
2021
Wed Oct
07
21:21:40
CEST
2020

Wed Oct
07
21:21:40
CEST
2020

Thu Jul
09
02:00:00
CEST
2020
Mon Jan
27
13:48:08
CET
2020

Mon Jan
27
13:48:08
CET
2020

Thu Jul
09
02:00:00
CEST
2020
Mon Jan
27
13:48:08
CET
2020

Mon Jan
27
13:48:08
CET
2020

Thu Jul
09
02:00:00
CEST
2020
Mon Jan
27
13:48:08
CET
2020

Mon Jan
27
13:48:08
CET
2020

Thu Jul
09
02:00:00
CEST
2020
Mon Jan
27
13:48:08
CET
2020

Mon Jan
27
13:48:08
CET
2020

Not
After

Fri Apr
16
08:00:38
CEST
2021
Wed
Sep 29
21:21:40
CEST
2021

Wed
Sep 29
21:21:40
CEST
2021

Fri Jul
09
14:00:00
CEST
2021
Wed

Jan 01
00:59:59
CET
2025

Wed

Jan 01
00:59:59
CET
2025

Fri Jul
09
14:00:00
CEST
2021
Wed

Jan 01
00:59:59
CET
2025

Wed

Jan 01
00:59:59
CET
2025

Fri Jul
09
14:00:00
CEST
2021
Wed

Jan 01
00:59:59
CET
2025

Wed

Jan 01
00:59:59
CET
2025

Fri Jul
09
14:00:00
CEST
2021
Wed

Jan 01
00:59:59
CET
2025

Wed

Jan 01
00:59:59
CET
2025

JA3 SSL Client
Fingerprint

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

JA3 SSL Client Digest

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c
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Timestamp Source IP

Feb 25, 2021
22:02:18.551595926
CET

172.64.141.10

Feb 25, 2021
22:02:18.551647902
CET

172.64.141.10

Feb 25, 2021
22:02:18.911300898
CET

104.16.18.94

Feb 25, 2021
22:02:19.477010012
CET

104.16.18.94

Feb 25, 2021
22:02:19.972785950
CET

13.224.94.23

Copyright null 2021

Source
Port

443

443

443

443

443

Dest

Dest IP Port

192.168.2.3 49721

192.168.2.3 49717

192.168.2.3 49731

192.168.2.3 49730

192.168.2.3 49734

Subject

CN-=sni.cloudflaressl.com,
O="Cloudflare, Inc.", L=San
Francisco, ST=CA, C=US
CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN-=sni.cloudflaressl.com,
O="Cloudflare, Inc.", L=San
Francisco, ST=CA, C=US
CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN-=sni.cloudflaressl.com,
O="Cloudflare, Inc.", L=San
Francisco, ST=CA, C=US
CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN-=sni.cloudflaressl.com,
O="Cloudflare, Inc.", L=San
Francisco, ST=CA, C=US
CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN=*.cloudfront.net,
O="Amazon.com, Inc.",
L=Seattle, ST=Washington,
C=US CN=DigiCert Global
CA G2, O=DigiCert Inc,
C=US CN=DigiCert Global
Root G2,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global CA G2,
O=DigiCert Inc, C=US

Issuer

CN=Cloudflare Inc ECC
CA-3, O="Cloudflare,
Inc.", C=US
CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Cloudflare Inc ECC
CA-3, O="Cloudflare,
Inc.", C=US
CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Cloudflare Inc ECC
CA-3, O="Cloudflare,
Inc.", C=US
CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Cloudflare Inc ECC
CA-3, O="Cloudflare,
Inc.", C=US
CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=DigiCert Global CA
G2, O=DigiCert Inc,
C=US CN=DigiCert
Global Root G2,
OU=www.digicert.com,
O=DigiCert Inc, C=US
CN=VeriSign Class 3
Public Primary
Certification Authority -
G5, OU="(c) 2006
VeriSign, Inc. - For
authorized use only",
OU=VeriSign Trust
Network, O="VeriSign,
Inc.", C=US

CN=DigiCert Global
Root G2,
OU=www.digicert.com,
O=DigiCert Inc, C=US

Not
Before

Thu Jul
09
02:00:00
CEST
2020
Mon Jan
27
13:48:08
CET
2020

Mon Jan
27
13:48:08
CET
2020

Thu Jul
09
02:00:00
CEST
2020
Mon Jan
27
13:48:08
CET
2020

Mon Jan
27
13:48:08
CET
2020

Wed Oct
21
02:00:00
CEST
2020
Mon Jan
27
13:48:08
CET
2020

Mon Jan
27
13:48:08
CET
2020

Wed Oct
21
02:00:00
CEST
2020
Mon Jan
27
13:48:08
CET
2020

Mon Jan
27
13:48:08
CET
2020

Tue May
26
02:00:00
CEST
2020
Thu Aug
01
14:00:00
CEST
2013
Mon
Nov 06
01:00:00
CET
2017

Thu Aug
01
14:00:00
CEST
2013

Not
After

Fri Jul
09
14:00:00
CEST
2021
Wed

Jan 01
00:59:59
CET
2025

Wed

Jan 01
00:59:59
CET
2025

Fri Jul
09
14:00:00
CEST
2021
Wed

Jan 01
00:59:59
CET
2025

Wed

Jan 01
00:59:59
CET
2025

Thu Oct
21
01:59:59
CEST
2021
Wed

Jan 01
00:59:59
CET
2025

Wed

Jan 01
00:59:59
CET
2025

Thu Oct
21
01:59:59
CEST
2021
Wed

Jan 01
00:59:59
CET
2025

Wed

Jan 01
00:59:59
CET
2025

Wed Apr
21
14:00:00
CEST
2021
Tue Aug
01
14:00:00
CEST
2028
Sun Nov
06
00:59:59
CET
2022

Tue Aug
01
14:00:00
CEST
2028

JA3 SSL Client
Fingerprint

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

JA3 SSL Client Digest

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c
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Timestamp

Feb 25, 2021
22:02:19.973946095
CET

Feb 25, 2021
22:02:19.995835066
CET

Feb 25, 2021
22:02:19.997082949
CET

Copyright null 2021

Source IP

13.224.94.23

172.67.38.97

172.67.38.97

Source
Port

443

443

443

Dest

Dest IP Port

192.168.2.3 49733

192.168.2.3 49735

192.168.2.3 49736

Subject

CN=DigiCert Global Root
G2, OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=*.cloudfront.net,
O="Amazon.com, Inc.",
L=Seattle, ST=Washington,
C=US CN=DigiCert Global
CA G2, O=DigiCert Inc,
C=US CN=DigiCert Global
Root G2,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global CA G2,
O=DigiCert Inc, C=US

CN=DigiCert Global Root
G2, OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=us-
dallas.statcounter.com
CN=Sectigo RSA Domain
Validation Secure Server
CA, O=Sectigo Limited,
L=Salford, ST=Greater
Manchester, C=GB
CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US

CN=Sectigo RSA Domain
Validation Secure Server
CA, O=Sectigo Limited,
L=Salford, ST=Greater
Manchester, C=GB

CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US

CN=us-
dallas.statcounter.com
CN=Sectigo RSA Domain
Validation Secure Server
CA, O=Sectigo Limited,
L=Salford, ST=Greater
Manchester, C=GB
CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US

CN=Sectigo RSA Domain
Validation Secure Server
CA, O=Sectigo Limited,
L=Salford, ST=Greater
Manchester, C=GB

Issuer

CN=VeriSign Class 3
Public Primary
Certification Authority -
G5, OU="(c) 2006
VeriSign, Inc. - For
authorized use only",
OU=VeriSign Trust
Network, O="VeriSign,
Inc.", C=US

CN=DigiCert Global CA
G2, O=DigiCert Inc,
C=US CN=DigiCert
Global Root G2,
OU=www.digicert.com,
O=DigiCert Inc, C=US
CN=VeriSign Class 3
Public Primary
Certification Authority -
G5, OU="(c) 2006
VeriSign, Inc. - For
authorized use only",
OU=VeriSign Trust
Network, O="VeriSign,
Inc.", C=US

CN=DigiCert Global
Root G2,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=VeriSign Class 3
Public Primary
Certification Authority -
G5, OU="(c) 2006
VeriSign, Inc. - For
authorized use only",
OU=VeriSign Trust
Network, O="VeriSign,
Inc.", C=US

CN=Sectigo RSA
Domain Validation
Secure Server CA,
O=Sectigo Limited,
L=Salford, ST=Greater
Manchester, C=GB
CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US
CN=AAA Certificate
Services, O=Comodo
CA Limited, L=Salford,
ST=Greater
Manchester, C=GB

CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US

CN=AAA Certificate
Services, O=Comodo
CA Limited, L=Salford,
ST=Greater
Manchester, C=GB

CN=Sectigo RSA
Domain Validation
Secure Server CA,
O=Sectigo Limited,
L=Salford, ST=Greater
Manchester, C=GB
CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US
CN=AAA Certificate
Services, O=Comodo
CA Limited, L=Salford,
ST=Greater
Manchester, C=GB

CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US

Not
Before

Mon
Nov 06
01:00:00
CET
2017

Tue May
26
02:00:00
CEST
2020
Thu Aug
01
14:00:00
CEST
2013
Mon
Nov 06
01:00:00
CET
2017

Thu Aug
01
14:00:00
CEST
2013

Mon
Nov 06
01:00:00
CET
2017

Tue Oct
13
02:00:00
CEST
2020 Fri
Nov 02
01:00:00
CET
2018
Tue Mar
12
01:00:00
CET
2019

Fri Nov
02
01:00:00
CET
2018

Tue Mar
12
01:00:00
CET
2019

Tue Oct
13
02:00:00
CEST
2020 Fri
Nov 02
01:00:00
CET
2018
Tue Mar
12
01:00:00
CET
2019

Fri Nov
02
01:00:00
CET
2018

Not
After

Sun Nov
06
00:59:59
CET
2022

Wed Apr
21
14:00:00
CEST
2021
Tue Aug
01
14:00:00
CEST
2028
Sun Nov
06
00:59:59
CET
2022

Tue Aug
01
14:00:00
CEST
2028

Sun Nov
06
00:59:59
CET
2022

Sun Nov
14
00:59:59
CET
2021
Wed
Jan 01
00:59:59
CET
2031
Mon Jan
01
00:59:59
CET
2029

Wed

Jan 01
00:59:59
CET
2031

Mon Jan
01
00:59:59
CET
2029

Sun Nov
14
00:59:59
CET
2021
Wed
Jan 01
00:59:59
CET
2031
Mon Jan
01
00:59:59
CET
2029

Wed

Jan 01
00:59:59
CET
2031

JA3 SSL Client
Fingerprint

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

JA3 SSL Client Digest

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c
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Source

Timestamp Source IP Port Dest IP

Code Manipulations

Statistics

Behavior

o)

Click to jump to process

System Behavior

Subject

CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US

Not Not
Before After

JA3 SSL Client

Issuer Fingerprint JA3 SSL Client Digest

CN=AAA Certificate Tue Mar Mon Jan

Services, O=Comodo 12 01

CA Limited, L=Salford, 01:00:00 00:59:59
ST=Greater CET CET
Manchester, C=GB 2019 2029

@ iexplore.exe
@ iexplore.exe

Analysis Process: iexplore.exe PID: 5084 Parent PID: 792

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Path

File Path

Copyright null 2021

Access

Offset Length Value

22:02:13

25/02/2021

C:\Program Files\internet exploreniexplore.exe
false

‘C:\Program Files\Internet Exploreniexplore.exe' -Embedding
0x7ff62ca50000

823560 bytes
6465CB92B25A7BC1DF8E01D8ACS5E7596
true

true

C, C++ or other language

low

Source

Attributes Options Completion Count Address Symbol
Source

Ascii Completion Count Address Symbol
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Source

File Path Offset Length Completion Count Address Symbol
Registry Activities
Source
Key Path Completion Count Address Symbol
Source
Key Path Name Type Data Completion Count Address Symbol
Source
Key Path Name Type Old Data New Data Completion Count Address Symbol
Analysis Process: iexplore.exe PID: 5188 Parent PID: 5084
General
Start time: 22:02:14
Start date: 25/02/2021
Path: C:\Program Files (x86)\Internet Explorer\iexplore.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Path Access
File Path Offset Length Value
File Path

Registry Activities

Key Path

Key Path Name Type
Key Path Name Type Old Data
Disassembly

Copyright null 2021

true

'‘C:\Program Files (x86)\Internet Explore'\lIEXPLORE.EXE' SCODEF:5084 CREDAT:17410

Iprefetch:2
0x1a0000
822536 bytes

071277CC2E3DF41EEEA8013E2AB58D5A

true
true

C, C++ or other language

low
Attributes Options
Ascii
Offset Length
Data
New Data

Completion

Completion

Completion

Completion

Completion

Completion

Count

Count

Count

Count

Count

Count

Source
Address Symbol

Source
Address Symbol

Source
Address Symbol

Source
Address Symbol

Source
Address Symbol

Source
Address Symbol
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