
ID: 358601
Cookbook: browseurl.jbs
Time: 22:20:54
Date: 25/02/2021
Version: 31.0.0 Emerald
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Analysis Report https://www.arcgis.com/apps/webappviewer/index.html?id=9c2cd4575624417fa56fd084a7ee4dd9…

Overview

General Information

Sample URL: https://www.arcgis.c
om/apps/webappviewer/ind
ex.html?id=9c2cd4575624
417fa56fd084a7ee4dd9

Analysis ID: 358601

Infos:

Most interesting Screenshot:

Detection

Score: 0

Range: 0 - 100

Whitelisted: false

Confidence: 80%

Signatures

Allocates a big amount of memory (p

Allocates a big amount of memory (p

Allocates a big amount of memory (p

Allocates a big amount of memory (p

Allocates a big amount of memory (p

Allocates a big amount of memory (p

Allocates a big amount of memory (pAllocates a big amount of memory (p……

Classification

Malware Configuration

Yara Overview

Sigma Overview

No Sigma rule has matched

Signature Overview

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

iexplore.exe (PID: 3912 cmdline: 'C:\Program Files\Internet Explorer\iexplore.exe' -Embedding MD5: 6465CB92B25A7BC1DF8E01D8AC5E7596)

iexplore.exe (PID: 5152 cmdline: 'C:\Program Files (x86)\Internet Explorer\IEXPLORE.EXE' SCODEF:3912 CREDAT:17410 /prefetch:2 MD5: 

071277CC2E3DF41EEEA8013E2AB58D5A)
cleanup

No configs have been found

No yara matches

Startup
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• Compliance

• Software Vulnerabilities

• Networking

• System Summary

Click to jump to signature section

There are no malicious signatures, There are no malicious signatures, click here to show all signaturesclick here to show all signatures ..

Compliance:

Uses new MSVCR Dlls

Uses secure TLS version for HTTPS connections

Mitre Att&ck Matrix

Initial
Access Execution Persistence

Privilege
Escalation

Defense
Evasion

Credential
Access Discovery

Lateral
Movement Collection Exfiltration

Command
and
Control

Network
Effects

Remote
Service
Effects Impact

Valid
Accounts

Windows
Management
Instrumentation

Path
Interception

Process
Injection 1

Masquerading 1 OS
Credential
Dumping

File and
Directory
Discovery 1

Remote
Services

Data from
Local
System

Exfiltration
Over Other
Network
Medium

Encrypted
Channel 2

Eavesdrop on
Insecure
Network
Communication

Remotely
Track Device
Without
Authorization

Modify
System
Partition

Default
Accounts

Scheduled
Task/Job

Boot or
Logon
Initialization
Scripts

Extra
Window
Memory
Injection 1

Process
Injection 1

LSASS
Memory

Application
Window
Discovery

Remote
Desktop
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Exfiltration
Over
Bluetooth

Non-
Application
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Redirect Phone
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Remotely
Wipe Data
Without
Authorization
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At (Linux) Logon Script
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Extra Window
Memory
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Security
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SMB/Windows
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Drive

Automated
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Delete
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Behavior Graph
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Behavior Graph

ID: 358601

URL: https://www.arcgis.com/apps...

Startdate: 25/02/2021

Architecture: WINDOWS

Score: 0

www.arcgis.com

iexplore.exe

1 54

        started       

iexplore.exe

8 501

        started       

www.leg.state.nv.us

64.161.36.133, 443, 49765, 49766

SBIS-ASUS

United States

cdn.feedbackify.netdna-cdn.com

146.88.138.51, 443, 49775, 49776

HIGHWINDS2US

United States

23 other IPs or domains

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Screenshots
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Source Detection Scanner Label Link

https://www.arcgis.com/apps/webappviewer/index.html?id=9c2cd4575624417fa56fd084a7ee4dd9 0% Avira URL Cloud safe

No Antivirus matches

No Antivirus matches

Source Detection Scanner Label Link

sni1gl.wpc.gammacdn.net 0% Virustotal Browse

www.leg.state.nv.us 0% Virustotal Browse

cdn.feedbackify.com 0% Virustotal Browse

Source Detection Scanner Label Link

leg.state.nv.us/Session/81st2021/legislators/Assembly/Images/Krasner.Lisa.327.jpg 0% Avira URL Cloud safe

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files

Domains

URLs

Copyright null 2021 Page 7 of 63

https://www.virustotal.com/gui/url/604d6956b01b92e15812aa70f2dc178b49a4e6a4458896675f21516c4af134cb/detection/u-604d6956b01b92e15812aa70f2dc178b49a4e6a4458896675f21516c4af134cb-1609823412
https://www.virustotal.com/gui/url/da0e94b695761bbd5bede28b26ab00a9c7d300b5df4fb6bcb43b87affb337c0b/detection/u-da0e94b695761bbd5bede28b26ab00a9c7d300b5df4fb6bcb43b87affb337c0b-1606980423
https://www.virustotal.com/gui/url/6ffb87c7b061507ce53f470cfa1a2fecb9213e0748d658ead18884af36ccde9d/detection/u-6ffb87c7b061507ce53f470cfa1a2fecb9213e0748d658ead18884af36ccde9d-1587096505


https://www.leg.state.nv.us/Division/Research/Districts/Reapp/2011/Final/Senate/SEN2011_District6_11
0% Avira URL Cloud safe

https://www.leg.state.nv.us/Division/Research/Districts/Reapp/2011/Final/BOR/BOR2011_District10.pdf
0% Avira URL Cloud safe

leg.state.nv.us/Session/81st2021/legislators/Assembly/Images/Flores.Edgar.273.jpg 0% Avira URL Cloud safe

https://www.leg.state.nv.us/Division/Research/Districts/Reapp/2011/Final/Senate/Sen2011_District18.p
0% Avira URL Cloud safe

leg.state.nv.us/Session/81st2021/legislators/Assembly/Images/BenitezThompson.Teresa.149.jpg 0% Avira URL Cloud safe

getbootstrap.com) 0% Avira URL Cloud safe

leg.state.nv.us/Session/80th2019/legislators/Assembly/Images/Hansen.Alexis.366.jpg 0% Avira URL Cloud safe

https://www.leg.state.nv.us/Division/Research/Districts/Reapp/2011/Final/BOR/BOR2011_District4.pdf
0% Avira URL Cloud safe

https://www.leg.state.nv.us/Division/Research/Districts/Reapp/2011/Final/Senate/Sen2011_District5.pd
0% Avira URL Cloud safe

https://www.leg.state.nv.us/Division/Research/Districts/Reapp/2011/Final/BOR/BOR2011_District3_11x1
7

0% Avira URL Cloud safe

https://www.leg.state.nv.us/Division/Research/Districts/Reapp/2011/Final/Senate/Sen2011_District19.p
0% Avira URL Cloud safe

leg.state.nv.us/Session/81st2021/legislators/Senators/Images/Pickard.Keith.322.jpg 0% Avira URL Cloud safe

https://www.feedbackify.com/in 0% Avira URL Cloud safe

https://www.microsoftedgeinsider.com 0% URL Reputation safe

https://www.microsoftedgeinsider.com 0% URL Reputation safe

https://www.microsoftedgeinsider.com 0% URL Reputation safe

https://www.leg.state.nv.us/Division/Research/Districts/Reapp/2011/Final/BOR/BOR2011_District13_11x
1

0% Avira URL Cloud safe

leg.state.nv.us/Session/81st2021/legislators/Senators/Images/Kieckhefer.Ben.115.jpg 0% Avira URL Cloud safe

www.leg.state.nv.us/App/Legislator/A/Assembly/Current/15 0% Avira URL Cloud safe

www.leg.state.nv.us/App/Legislator/A/Assembly/Current/14 0% Avira URL Cloud safe

www.leg.state.nv.us/App/Legislator/A/Assembly/Current/13 0% Avira URL Cloud safe

www.leg.state.nv.us/App/Legislator/A/Assembly/Current/12 0% Avira URL Cloud safe

www.leg.state.nv.us/App/Legislator/A/Assembly/Current/11 0% Avira URL Cloud safe

www.leg.state.nv.us/App/Legislator/A/Assembly/Current/10 0% Avira URL Cloud safe

https://www.leg.state.nv.us/Division/Research/Districts/Reapp/2011/Final/BOR/BOR2011_District5_11x1
7

0% Avira URL Cloud safe

https://www.leg.state.nv.us/Division/Research/Districts/Reapp/2011/Final/Senate/Sen2011_District16.p
0% Avira URL Cloud safe

https://shop.leg.state.nv.us/ 0% Avira URL Cloud safe

www.leg.state.nv.us/App/Legislator/A/Assembly/Current/19 0% Avira URL Cloud safe

www.leg.state.nv.us/App/Legislator/A/Assembly/Current/18 0% Avira URL Cloud safe

www.leg.state.nv.us/App/Legislator/A/Assembly/Current/17 0% Avira URL Cloud safe

www.leg.state.nv.us/App/Legislator/A/Assembly/Current/16 0% Avira URL Cloud safe

www.nevadastateprinting.com 0% Avira URL Cloud safe

https://www.leg.state.nv.us/Division/Research/Districts/Reapp/2011/Final/Senate/SEN2011_District20_1
0% Avira URL Cloud safe

https://www.leg.state.nv.us/Division/Research/Districts/Reapp/2011/Final/BOR/BOR2011_District3.pdf
0% Avira URL Cloud safe

https://www.leg.state.nv.us/Division/Research/Districts/Reapp/2011/Final/BOR/BOR2011_District12_11x
1

0% Avira URL Cloud safe

https://www.leg.state.nv.us/Division/Research/Districts/Reapp/2011/Final/Senate/SEN2011_District5_11
0% Avira URL Cloud safe

leg.state.nv.us/Session/81st2021/legislators/Senators/Images/Scheible.Melanie.358.jpg 0% Avira URL Cloud safe

www.leg.state.nv.us/App/Legislator/A/Senate/Current/7 0% Avira URL Cloud safe

www.leg.state.nv.us/App/Legislator/A/Senate/Current/8 0% Avira URL Cloud safe

www.leg.state.nv.us/App/Legislator/A/Senate/Current/9 0% Avira URL Cloud safe

https://www.leg.state.nv.us/Division/Research/Districts/Reapp/2011/Final/BOR/BOR2011_District8_11x1
7

0% Avira URL Cloud safe

www.leg.state.nv.us/App/Legislator/A/Senate/Current/3 0% Avira URL Cloud safe

www.leg.state.nv.us/App/Legislator/A/Senate/Current/4 0% Avira URL Cloud safe

leg.state.nv.us/Session/81st2021/legislators/Senators/Images/Brooks.Chris.311.jpg 0% Avira URL Cloud safe

www.leg.state.nv.us/App/Legislator/A/Senate/Current/5 0% Avira URL Cloud safe

leg.state.nv.us/Session/81st2021/legislators/Assembly/Images/Leavitt.Glen.365.jpg 0% Avira URL Cloud safe

www.leg.state.nv.us/App/Legislator/A/Senate/Current/6 0% Avira URL Cloud safe

www.leg.state.nv.us/App/Legislator/A/Senate/Current/1 0% Avira URL Cloud safe

www.leg.state.nv.us/App/Legislator/A/Senate/Current/2 0% Avira URL Cloud safe

www.leg.state.nv.us/App/Legislator/A/Assembly/Current/37 0% Avira URL Cloud safe

Source Detection Scanner Label Link
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www.leg.state.nv.us/App/Legislator/A/Assembly/Current/36 0% Avira URL Cloud safe

leg.state.nv.us/Session/81st2021/legislators/Assembly/Images/Martinez.Susie.361.jpg 0% Avira URL Cloud safe

www.leg.state.nv.us/App/Legislator/A/Assembly/Current/35 0% Avira URL Cloud safe

https://www.leg.state.nv.us/Division/Research/Districts/Reapp/2011/Final/Senate/SEN2011_District4_11
0% Avira URL Cloud safe

www.leg.state.nv.us/App/Legislator/A/Assembly/Current/34 0% Avira URL Cloud safe

www.leg.state.nv.us/App/Legislator/A/Assembly/Current/33 0% Avira URL Cloud safe

www.leg.state.nv.us/App/Legislator/A/Assembly/Current/32 0% Avira URL Cloud safe

www.leg.state.nv.us/App/Legislator/A/Assembly/Current/31 0% Avira URL Cloud safe

https://www.leg.state.nv.us/Division/Research/Districts/Reapp/2011/Final/Senate/SEN2011_District10_1
0% Avira URL Cloud safe

www.leg.state.nv.us/App/Legislator/A/Assembly/Current/30 0% Avira URL Cloud safe

webanalytics.leg.state.nv.us/piwik/matomo.php?idsite=1&rec=1 0% Avira URL Cloud safe

Source Detection Scanner Label Link

Name IP Active Malicious Antivirus Detection Reputation

geocode.arcgis.com 3.93.139.71 true false high

www.arcgis.com 18.234.22.251 true false high

sni1gl.wpc.gammacdn.net 152.199.21.175 true false 0%, Virustotal, Browse unknown

dzlgdtxcws9pb.cloudfront.net 13.224.96.162 true false high

js.arcgis.com 13.224.94.127 true false high

www.leg.state.nv.us 64.161.36.133 true false 0%, Virustotal, Browse unknown

cdn.feedbackify.netdna-cdn.com 146.88.138.51 true false high

firefox.com 44.236.72.93 true false high

nvlcb.maps.arcgis.com 3.217.198.154 true false high

static.arcgis.com 13.224.94.36 true false high

services9.arcgis.com 13.224.94.97 true false high

ka-f.fontawesome.com unknown unknown false high

www.firefox.com unknown unknown false high

kit.fontawesome.com unknown unknown false high

assets.adobedtm.com unknown unknown false high

ajax.aspnetcdn.com unknown unknown false high

services.arcgisonline.com unknown unknown false high

cdn.feedbackify.com unknown unknown false 0%, Virustotal, Browse unknown

dc.services.visualstudio.com unknown unknown false high

server.arcgisonline.com unknown unknown false high

Name Malicious Antivirus Detection Reputation

https://www.arcgis.com/apps/webappviewer/index.html false high

Name Source Malicious Antivirus Detection Reputation

leg.state.nv.us/Session/81st2021/legislators/Assembly/Images
/Krasner.Lisa.327.jpg

results[2].pbf0.2.dr false Avira URL Cloud: safe unknown

https://www.arcgis.com/aRoot {71E14EF4-77AF-11EB-90EB-ECF4B
BEA1588}.dat.1.dr

false high

https://www.leg.state.nv.us/Division/Research/Districts/Reapp/
2011/Final/Senate/SEN2011_District6_11

results[2].pbf0.2.dr false Avira URL Cloud: safe unknown

https://ajax.aspnetcdn.com/ajax/jquery/jquery-
3.3.1.min.js

edge[2].htm.2.dr false high

https://services.arcgisonline.com/ArcGIS/rest/services/Referen
ce/World_Reference_Overlay/MapServer

init[1].js0.2.dr false high

https://www.leg.state.nv.us/Division/Research/Districts/Reapp/
2011/Final/BOR/BOR2011_District10.pdf

results[2].pbf0.2.dr false Avira URL Cloud: safe unknown

Domains and IPs

Contacted Domains

Contacted URLs

URLs from Memory and Binaries

Copyright null 2021 Page 9 of 63

https://www.virustotal.com/gui/url/604d6956b01b92e15812aa70f2dc178b49a4e6a4458896675f21516c4af134cb/detection/u-604d6956b01b92e15812aa70f2dc178b49a4e6a4458896675f21516c4af134cb-1609823412
https://www.virustotal.com/gui/url/da0e94b695761bbd5bede28b26ab00a9c7d300b5df4fb6bcb43b87affb337c0b/detection/u-da0e94b695761bbd5bede28b26ab00a9c7d300b5df4fb6bcb43b87affb337c0b-1606980423
https://www.virustotal.com/gui/url/6ffb87c7b061507ce53f470cfa1a2fecb9213e0748d658ead18884af36ccde9d/detection/u-6ffb87c7b061507ce53f470cfa1a2fecb9213e0748d658ead18884af36ccde9d-1587096505


www.smartmenus.org/ jquery.smartmenus.keyboard.min
[1].js.2.dr

false high

leg.state.nv.us/Session/81st2021/legislators/Assembly/Images
/Flores.Edgar.273.jpg

results[2].pbf0.2.dr false Avira URL Cloud: safe unknown

https://www.leg.state.nv.us/Division/Research/Districts/Reapp/
2011/Final/Senate/Sen2011_District18.p

results[2].pbf0.2.dr false Avira URL Cloud: safe unknown

https://www.arcgis.com/apps/webappviewer/index.htsafari/firef
ox//index.htmlRoot

{71E14EF4-77AF-11EB-90EB-ECF4B
BEA1588}.dat.1.dr

false high

https://services.arcgisonline.com/arcgis/rest/services/Ocean/W
orld_Ocean_Reference/MapServer

init[1].js0.2.dr false high

leg.state.nv.us/Session/81st2021/legislators/Assembly/Images
/BenitezThompson.Teresa.149.jpg

results[2].pbf0.2.dr false Avira URL Cloud: safe unknown

getbootstrap.com) bootstrap3.3.6.min[1].css.2.dr false Avira URL Cloud: safe low

js.arcgis.com/3.15/esri/copyright.txt commonResources[1].js.2.dr false high

aka.ms/thirdpartynotices edge[2].htm.2.dr false high

leg.state.nv.us/Session/80th2019/legislators/Assembly/Images
/Hansen.Alexis.366.jpg

results[2].pbf0.2.dr false Avira URL Cloud: safe unknown

https://www.leg.state.nv.us/Division/Research/Districts/Reapp/
2011/Final/BOR/BOR2011_District4.pdf

results[2].pbf0.2.dr false Avira URL Cloud: safe unknown

https://www.leg.state.nv.us/Division/Research/Districts/Reapp/
2011/Final/Senate/Sen2011_District5.pd

results[2].pbf0.2.dr false Avira URL Cloud: safe unknown

https://www.arcgis.com/apps/webappviewer/index.htcom/en-
us/edgeRoot

{71E14EF4-77AF-11EB-90EB-ECF4B
BEA1588}.dat.1.dr

false high

https://amodei.house.gov/sites/amodei.house.gov/files/wysiwy
g_uploaded/Official_Photo.jpg

results[2].pbf0.2.dr false high

momentjs.com/guides/#/warnings/zone/ init[1].js0.2.dr false high

https://www.leg.state.nv.us/Division/Research/Districts/Reapp/
2011/Final/BOR/BOR2011_District3_11x17

results[2].pbf0.2.dr false Avira URL Cloud: safe unknown

https://www.skype.com/en/ edge[2].htm.2.dr false high

https://bugzilla.mozilla.org/show_bug.cgi?
id=1122305#c8

firefox[1].htm.2.dr false high

https://devext.arcgis.com main[1].js.2.dr, init[1].js0.2.dr false high

https://www.leg.state.nv.us/Division/Research/Districts/Reapp/
2011/Final/Senate/Sen2011_District19.p

results[2].pbf0.2.dr false Avira URL Cloud: safe unknown

https://assets.adobedtm.com/5ef092d1efb5/4d1d9f749fd3/649
ac20bb7ce/RCee0d4d5fd4424c8390d703b105f82c3

RCee0d4d5fd4424c8390d703b105f8
2c31-source.min[1].js.2.dr

false high

https://twitter.com/microsoftedge edge[2].htm.2.dr false high

leg.state.nv.us/Session/81st2021/legislators/Senators/Images/
Pickard.Keith.322.jpg

results[2].pbf0.2.dr false Avira URL Cloud: safe unknown

https://www.feedbackify.com/in f[1].js.2.dr false Avira URL Cloud: safe unknown

https://www.microsoftedgeinsider.com edge[2].htm.2.dr false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

https://nshe.nevada.edu/leadership-policy/board-of-
regents/current-regents/

results[2].pbf0.2.dr false high

https://www.arcgis.com/sharing/rest/content/items/de26a3cf4c
c9451298ea173c4b324736/resources/styles/

init[1].js0.2.dr false high

momentjs.com/guides/#/warnings/min-max/ init[1].js0.2.dr false high

https://www.leg.state.nv.us/Division/Research/Districts/Reapp/
2011/Final/BOR/BOR2011_District13_11x1

results[2].pbf0.2.dr false Avira URL Cloud: safe unknown

leg.state.nv.us/Session/81st2021/legislators/Senators/Images/
Kieckhefer.Ben.115.jpg

results[2].pbf0.2.dr false Avira URL Cloud: safe unknown

www.leg.state.nv.us/App/Legislator/A/Assembly/Current/15
results[2].pbf0.2.dr false Avira URL Cloud: safe unknown

www.leg.state.nv.us/App/Legislator/A/Assembly/Current/14
results[2].pbf0.2.dr false Avira URL Cloud: safe unknown

www.leg.state.nv.us/App/Legislator/A/Assembly/Current/13
results[2].pbf0.2.dr false Avira URL Cloud: safe unknown

Name Source Malicious Antivirus Detection Reputation

Copyright null 2021 Page 10 of 63



www.leg.state.nv.us/App/Legislator/A/Assembly/Current/12
results[2].pbf0.2.dr false Avira URL Cloud: safe unknown

www.leg.state.nv.us/App/Legislator/A/Assembly/Current/11
results[2].pbf0.2.dr false Avira URL Cloud: safe unknown

www.leg.state.nv.us/App/Legislator/A/Assembly/Current/10
results[2].pbf0.2.dr false Avira URL Cloud: safe unknown

https://www.leg.state.nv.us/Division/Research/Districts/Reapp/
2011/Final/BOR/BOR2011_District5_11x17

results[2].pbf0.2.dr false Avira URL Cloud: safe unknown

https://www.wikidata.org/wiki/Q64829394 firefox[1].htm.2.dr false high

https://support.mozilla.org/en-US/products/firefox-
lockwise

firefox[1].htm.2.dr false high

https://nshe.nevada.edu/wp-content/uploads/lperkins.jpg results[2].pbf0.2.dr false high

www.esri.com init[1].js0.2.dr false high

https://www.leg.state.nv.us/Division/Research/Districts/Reapp/
2011/Final/Senate/Sen2011_District16.p

results[2].pbf0.2.dr false Avira URL Cloud: safe unknown

https://qaext.arcgis.com main[1].js.2.dr, init[1].js0.2.dr false high

https://shop.leg.state.nv.us/ FMVDBPOI.htm.2.dr false Avira URL Cloud: safe unknown

services.arcgisonline.com/ArcGIS/rest/services/World_Topo_
Map/MapServer

main[1].js.2.dr false high

https://www.arcgis.com/sharing/rest/content/items/8a2cba3b0
ebf4140b7c0dc5ee149549a/resources/styles/

init[1].js0.2.dr false high

https://nshe.nevada.edu/wp-content/uploads/regent-
vacancy.png

results[2].pbf0.2.dr false high

www.leg.state.nv.us/App/Legislator/A/Assembly/Current/19
results[2].pbf0.2.dr false Avira URL Cloud: safe unknown

www.leg.state.nv.us/App/Legislator/A/Assembly/Current/18
results[2].pbf0.2.dr false Avira URL Cloud: safe unknown

www.leg.state.nv.us/App/Legislator/A/Assembly/Current/17
results[2].pbf0.2.dr false Avira URL Cloud: safe unknown

www.leg.state.nv.us/App/Legislator/A/Assembly/Current/16
results[2].pbf0.2.dr false Avira URL Cloud: safe unknown

https://firefox.com/set_hsts.gif firefox[1].htm.2.dr false high

www.nevadastateprinting.com FMVDBPOI.htm.2.dr false Avira URL Cloud: safe unknown

horsford.house.gov results[2].pbf0.2.dr false high

https://www.leg.state.nv.us/Division/Research/Districts/Reapp/
2011/Final/Senate/SEN2011_District20_1

results[2].pbf0.2.dr false Avira URL Cloud: safe unknown

https://assets.adobedtm.com/5ef092d1efb5/4d1d9f749fd3/649
ac20bb7ce/RC3832877df1a545d7a1b4ddb8df0b911

RC3832877df1a545d7a1b4ddb8df0b
9113-source.min[1].js.2.dr

false high

https://kit.fontawesome.com/d174097705.js FMVDBPOI.htm.2.dr false high

https://www.leg.state.nv.us/Division/Research/Districts/Reapp/
2011/Final/BOR/BOR2011_District3.pdf

results[2].pbf0.2.dr false Avira URL Cloud: safe unknown

https://www.leg.state.nv.us/Division/Research/Districts/Reapp/
2011/Final/BOR/BOR2011_District12_11x1

results[2].pbf0.2.dr false Avira URL Cloud: safe unknown

https://www.leg.state.nv.us/Division/Research/Districts/Reapp/
2011/Final/Senate/SEN2011_District5_11

results[2].pbf0.2.dr false Avira URL Cloud: safe unknown

leg.state.nv.us/Session/81st2021/legislators/Senators/Images/
Scheible.Melanie.358.jpg

results[2].pbf0.2.dr false Avira URL Cloud: safe unknown

www.leg.state.nv.us/App/Legislator/A/Senate/Current/7 results[2].pbf0.2.dr false Avira URL Cloud: safe unknown

www.leg.state.nv.us/App/Legislator/A/Senate/Current/8 results[2].pbf0.2.dr false Avira URL Cloud: safe unknown

www.leg.state.nv.us/App/Legislator/A/Senate/Current/9 results[2].pbf0.2.dr false Avira URL Cloud: safe unknown

https://www.leg.state.nv.us/Division/Research/Districts/Reapp/
2011/Final/BOR/BOR2011_District8_11x17

results[2].pbf0.2.dr false Avira URL Cloud: safe unknown

www.leg.state.nv.us/App/Legislator/A/Senate/Current/3 results[2].pbf0.2.dr false Avira URL Cloud: safe unknown

www.arcgis.com/ main[1].js.2.dr false high

www.leg.state.nv.us/App/Legislator/A/Senate/Current/4 results[2].pbf0.2.dr false Avira URL Cloud: safe unknown

leg.state.nv.us/Session/81st2021/legislators/Senators/Images/
Brooks.Chris.311.jpg

results[2].pbf0.2.dr false Avira URL Cloud: safe unknown

www.leg.state.nv.us/App/Legislator/A/Senate/Current/5 results[2].pbf0.2.dr false Avira URL Cloud: safe unknown

https://utility.arcgisonline.com/arcgis/rest/services/Geometry/G
eometryServer

data[1].txt.2.dr false high

Name Source Malicious Antivirus Detection Reputation
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leg.state.nv.us/Session/81st2021/legislators/Assembly/Images
/Leavitt.Glen.365.jpg

results[2].pbf0.2.dr false Avira URL Cloud: safe unknown

www.leg.state.nv.us/App/Legislator/A/Senate/Current/6 results[2].pbf0.2.dr false Avira URL Cloud: safe unknown

www.leg.state.nv.us/App/Legislator/A/Senate/Current/1 results[2].pbf0.2.dr false Avira URL Cloud: safe unknown

www.leg.state.nv.us/App/Legislator/A/Senate/Current/2 results[2].pbf0.2.dr false Avira URL Cloud: safe unknown

www.leg.state.nv.us/App/Legislator/A/Assembly/Current/37
results[2].pbf0.2.dr false Avira URL Cloud: safe unknown

www.leg.state.nv.us/App/Legislator/A/Assembly/Current/36
results[2].pbf0.2.dr false Avira URL Cloud: safe unknown

https://services.arcgisonline.com/ArcGIS/rest/services/World_
Topo_Map/MapServer

init[1].js0.2.dr false high

leg.state.nv.us/Session/81st2021/legislators/Assembly/Images
/Martinez.Susie.361.jpg

results[2].pbf0.2.dr false Avira URL Cloud: safe unknown

www.leg.state.nv.us/App/Legislator/A/Assembly/Current/35
results[2].pbf0.2.dr false Avira URL Cloud: safe unknown

https://www.arcgis.com/apps/webappviewer/index.html {71E14EF4-77AF-11EB-90EB-ECF4B
BEA1588}.dat.1.dr

false high

https://www.leg.state.nv.us/Division/Research/Districts/Reapp/
2011/Final/Senate/SEN2011_District4_11

results[2].pbf0.2.dr false Avira URL Cloud: safe unknown

www.leg.state.nv.us/App/Legislator/A/Assembly/Current/34
results[2].pbf0.2.dr false Avira URL Cloud: safe unknown

www.leg.state.nv.us/App/Legislator/A/Assembly/Current/33
results[2].pbf0.2.dr false Avira URL Cloud: safe unknown

www.leg.state.nv.us/App/Legislator/A/Assembly/Current/32
results[2].pbf0.2.dr false Avira URL Cloud: safe unknown

www.leg.state.nv.us/App/Legislator/A/Assembly/Current/31
results[2].pbf0.2.dr false Avira URL Cloud: safe unknown

https://www.leg.state.nv.us/Division/Research/Districts/Reapp/
2011/Final/Senate/SEN2011_District10_1

results[2].pbf0.2.dr false Avira URL Cloud: safe unknown

www.leg.state.nv.us/App/Legislator/A/Assembly/Current/30
results[2].pbf0.2.dr false Avira URL Cloud: safe unknown

webanalytics.leg.state.nv.us/piwik/matomo.php?
idsite=1&rec=1

FMVDBPOI.htm.2.dr false Avira URL Cloud: safe unknown

https://services.arcgisonline.com/arcgis/rest/services/Elevation
/World_Hillshade/MapServer

init[1].js0.2.dr false high

www.arcgis.com main[1].js.2.dr false high

https://assets.adobedtm.com/5ef092d1efb5/4d1d9f749fd3/649
ac20bb7ce/RC06d86346b2344149b1d3099494726fe

launch-EN7b3d710ac67a4a1195648
458258f97dd.min[1].js.2.dr, RC
06d86346b2344149b1d3099494726fe4-
source.min[1].js.2.dr

false high

https://www.arcgis.com/apps/webappviewer/index.html?
id=9c2cd4575624417fa56fd084a7ee4dd9

{71E14EF4-77AF-11EB-90EB-ECF4B
BEA1588}.dat.1.dr

false high

Name Source Malicious Antivirus Detection Reputation

Contacted IPs
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General Information

Joe Sandbox Version: 31.0.0 Emerald

Analysis ID: 358601

Start date: 25.02.2021

Start time: 22:20:54

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 6m 27s

Hypervisor based Inspection enabled: false

Report type: light

Cookbook file name: browseurl.jbs

Sample URL: https://www.arcgis.com/apps/webappviewer/index
.html?id=9c2cd4575624417fa56fd084a7ee4dd9

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 
Update 211

Number of analysed new started processes analysed: 3

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

No. of IPs < 25%

25% < No. of IPs < 50%

50% < No. of IPs < 75%

75% < No. of IPs

IP Domain Country Flag ASN ASN Name Malicious

18.234.22.251 unknown United States 14618 AMAZON-AESUS false

3.217.198.154 unknown United States 14618 AMAZON-AESUS false

13.224.94.36 unknown United States 16509 AMAZON-02US false

13.224.94.97 unknown United States 16509 AMAZON-02US false

3.93.139.71 unknown United States 14618 AMAZON-AESUS false

13.224.96.162 unknown United States 16509 AMAZON-02US false

146.88.138.51 unknown United States 33438 HIGHWINDS2US false

64.161.36.133 unknown United States 7132 SBIS-ASUS false

44.236.72.93 unknown United States 16509 AMAZON-02US false

13.224.94.127 unknown United States 16509 AMAZON-02US false

152.199.21.175 unknown United States 15133 EDGECASTUS false

Public
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Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: EGA enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: CLEAN

Classification: clean0.win@3/436@18/11

Cookbook Comments: Adjust boot time
Enable AMSI
Browsing link: https://www.leg.state.nv.us/
Browsing link: https://www.arc
gis.com/apps/webappviewer/
Browsing link: https://www.mozilla.org/firefox/
Browsing link: https://www.apple.com/safari/
Browsing link: https://www.microsoft.com/edge/
Browsing link: https://communi
ty.esri.com/community/gis/web-gis/arcgisonline
Browsing link: https://www.microsoft.com/edge
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Warnings:
Exclude process from analysis (whitelisted): 
ielowutil.exe
TCP Packets have been reduced to 100
Created / dropped Files have been reduced to 100
Excluded IPs from analysis (whitelisted): 
168.61.161.212, 104.43.193.48, 88.221.62.148, 
2.19.75.241, 104.18.22.52, 104.18.23.52, 
172.64.203.28, 172.64.202.28, 152.199.19.161, 
104.18.164.34, 104.18.165.34, 142.250.186.168, 
142.250.184.110, 23.218.208.211, 23.54.112.217, 
23.218.208.236, 152.199.19.160, 92.122.213.163, 
92.122.213.160, 92.122.213.193, 92.122.213.176, 
13.107.246.19, 13.107.213.19, 92.122.213.194, 
92.122.213.247, 23.218.209.163, 51.107.59.180, 
2.20.142.210, 2.20.142.209
Excluded domains from analysis (whitelisted): mwf-
service.akamaized.net, ka-
f.fontawesome.com.cdn.cloudflare.net, 
www.mozilla.org.cdn.cloudflare.net, 
e13678.dscb.akamaiedge.net, cn-
assets.adobedtm.com.edgekey.net, 
e2603.x.akamaiedge.net, 
e11290.dspg.akamaiedge.net, www.microsoft.com-
c-3.edgekey.net, star-azurefd-
prod.trafficmanager.net, 
audownload.windowsupdate.nsatc.net, 
watson.telemetry.microsoft.com, au-bg-
shim.trafficmanager.net, www.google-
analytics.com, a1835.g2.akamai.net, 
skypedataprdcolcus17.cloudapp.net, swn-
breeziest-in.cloudapp.net, 
skypedataprdcolcus15.cloudapp.net, c-
s.cms.ms.akadns.net, az416426.vo.msecnd.net, t-
0009.t-msedge.net, 
blobcollector.events.data.trafficmanager.net, 
www.apple.com.edgekey.net, c.s-microsoft.com-
c.edgekey.net, cs9.wpc.v0cdn.net, 
www.apple.com.edgekey.net.globalredir.akadns.net
, au.download.windowsupdate.com.edgesuite.net, 
www.apple.com, a1449.dscg2.akamai.net, 
www.microsoft.com-c-
3.edgekey.net.globalredir.akadns.net, 
iecvlist.microsoft.com, go.microsoft.com, 
mscomajax.vo.msecnd.net, 
www.googletagmanager.com, dual.t-0009.t-
msedge.net, img-prod-cms-rt-microsoft-
com.akamaized.net, 
kit.fontawesome.com.cdn.cloudflare.net, statics-
marketingsites-neu-ms-com.akamaized.net, www-
google-analytics.l.google.com, 
e6858.dsce9.akamaiedge.net, 
ie9comview.vo.msecnd.net, cs22.wpc.v0cdn.net, 
www-googletagmanager.l.google.com, 
ctldl.windowsupdate.com, a767.dscg3.akamai.net, 
c.s-microsoft.com, e7808.dscg.akamaiedge.net, 
wildcard.arcgisonline.com.edgekey.net, 
go.microsoft.com.edgekey.net, 
dc.trafficmanager.net, a1963.g2.akamai.net, 
dc.applicationinsights.microsoft.com, 
www.mozilla.org, e13678.dscg.akamaiedge.net, 
az725175.vo.msecnd.net, www.microsoft.com, 
wcpstatic.microsoft.com
Report size exceeded maximum capacity and may 
have missing behavior information.
Report size getting too big, too many NtCreateFile 
calls found.
Report size getting too big, too many 
NtDeviceIoControlFile calls found.
Report size getting too big, too many NtWriteFile 
calls found.

No simulations

Show All

Simulations

Behavior and APIs
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No context

No context

No context

No context

No context

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\DOMStore\BACZYXTY\www.microsoft[1].xml
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 1587

Entropy (8bit): 5.047290965647293

Encrypted: false

SSDEEP: 48:ysK2D8sK2D8sK2OQisK2OQn6QisK2OQisK296Q3:O2DA2DA2OQ+2OQn6Q+2OQ+296Q3

MD5: 1286644FD00332C2AEF868784D1B90D1

SHA1: A889FBDA175D6EAD8381D2F7BAB60144DEE1F357

SHA-256: 620E57FB55A8D5A4926A451E037DF54C26DFC1003D96FFF07D8DF5E9551BB921

SHA-512: C79482B2330D01D12DEBD97D30A2CDACBFC65E29DC9F35BDD898D03FA09EAAE8B179020DC758636EBBA2E62696A801685A371DD5D0B5E0CDF727FD24218AB1
29

Malicious: false

Reputation: low

Preview:
<root><item name="com.adobe.reactor.dataElementCookiesMigrated" value="true" ltime="2662831280" htime="30840570" /><item name="ai_session" value="wkal
f|1601450621701.26|1601450621701.26" ltime="2691221280" htime="30840570" /></root><root><item name="com.adobe.reactor.dataElementCookiesMigrated" valu
e="true" ltime="2662831280" htime="30840570" /><item name="ai_session" value="wkalf|1601450621701.26|1601450621701.26" ltime="2691221280" htime="30840570" 
/></root><root><item name="com.adobe.reactor.dataElementCookiesMigrated" value="true" ltime="2662831280" htime="30840570" /><item name="ai_session" value="
HDee5|1614288142876.9631|1614288142876.9631" ltime="1336913840" htime="30870460" /></root><root><item name="com.adobe.reactor.dataElementCookiesMigrat
ed" value="true" ltime="2662831280" htime="30840570" /><item name="ai_session" value="HDee5|1614288142876.9631|1614288142876.9631" ltime="1336913840" 
htime="30870460" /><item name="Thu Feb 25 2021 22:22:24 GMT+0100 (W. Europe Standard Time)

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\DOMStore\E5F0NRSV\www.arcgis[1].xml
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 65

Entropy (8bit): 2.469670487371862

Encrypted: false

SSDEEP: 3:D90aK1r0aK1r0aK1r0aK1r0aKb:JFK1rFK1rFK1rFK1rFKb

MD5: A511E43142F68E14D19D4A8F6BBDF0B5

SHA1: B96A12251F1D9B41E5DF49AAF526455C7B2BF5A3

SHA-256: C0DF9414D1BB9B0EFF4B8B9D3B90532863CFD8CB3893CBA3AC594E9D6FA78662

SHA-512: 4B29224774C87FFAC80E43A54827F692AC64673CED589DAB0EF53F4A45FF662AD48A947F3077A3CA514C5D0708BAD526C6AC09A2F13BEC9A6F5E4A8DCA7925E
0

Malicious: false

Reputation: low

Preview:
<root></root><root></root><root></root><root></root><root></root>

Joe Sandbox View / Context

IPs

Domains

ASN

JA3 Fingerprints

Dropped Files

Created / dropped Files
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C:\Users\user\AppData\Local\Microsoft\Internet Explorer\DOMStore\URW0GA4Q\www.apple[1].xml
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 476

Entropy (8bit): 5.079675359545091

Encrypted: false

SSDEEP: 12:JsrsrUCoMss4tjcREdAOlEt/UCKB83fiKdaER49uEQXH:W0U3NWMf+UCKB83fpdaEcrQ3

MD5: 3FC6052904F5E83ED259E7891449250F

SHA1: 0E329C4110E5ACCDC0E287FFFB0D22B619AF3E70

SHA-256: C96A681C8D42E09F124CBC9CE815EC20797205FD82DB528F71BC56DDBBFF0785

SHA-512: 7CB5AA0963C66BE4AFA484B395E8254F2548F248E4FF34E5F497458E162666CFF1836244F697023455C34E71940E91C8D09AD6413DADDF4BE16B8B75A21D1DEE

Malicious: false

Reputation: low

Preview:
<root></root><root></root><root><item name="ac-storage-ac-store-cache" value="{&quot;e&quot;:3738,&quot;v&quot;:{&quot;ttl&quot;:1614288316559,&quot;items&quot;
:0,&quot;cn&quot;:null,&quot;api&quot;:{&quot;flyout&quot;:&quot;/%5Bstorefront%5D/shop/bag/flyout&quot;,&quot;addToBag&quot;:&quot;/%5Bstorefront%5D/shop/bag/a
dd?product=%5Bpart%5D&quot;},&quot;key&quot;:&quot;SFX9YPYY9PPXCU9KH&quot;,&quot;sfLoc&quot;:&quot;us&quot;}}" ltime="1272953840" htime="30870460" />
</root>

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\RecoveryStore.{71E14EF2-77AF-11EB-90EB-ECF4BBEA1588}.dat
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: Microsoft Word Document

Category: dropped

Size (bytes): 39000

Entropy (8bit): 1.9199789431801113

Encrypted: false

SSDEEP: 192:ryZtZj2KWltzifynJzMxBBJbDlsfdn0jrhn7fVnPzrO6Wg:ruDaJvUP154Iph1

MD5: 37FF8E186BE82D63241C1FE9DDED75C9

SHA1: E1504E470DBE6CAAF8E72687D977F748DD7684C0

SHA-256: CDA83B9FAE6F4B5A15A0569608E2E66FA516F6A9E1D49C561A15BF205D94662F

SHA-512: 1A27326AE378A8F13F06495690AD9539856C75E3E272208ACF0EF0D4B8941F0C1B8F2CACD23BBDE84A7FCE47602CF29F368A66BABC0EA8216E37824D0ECCB3C
5

Malicious: false

Reputation: low

Preview:
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................................................R.o.o.t. .E.n.t.r.
y.............................................................................................................................................................................................................................................................................
........................................................................................................................................................................................................

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{71E14EF4-77AF-11EB-90EB-ECF4BBEA1588}.dat
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: Microsoft Word Document

Category: dropped

Size (bytes): 141450

Entropy (8bit): 2.4671792688099377

Encrypted: false

SSDEEP: 384:r5kyWm55vACFWOFHcZGeUhvddjgspUfHsBtuiR2kiErzzcyBCM7NzcyB7PMmkR1D:BvifiLiK3cyBJdcyBlkcgkbkStXX+

MD5: B9B309E6C847C5B87865D734FD17A53B

SHA1: F3953B45D7C40CDE34B8E950E94DF1ACD0F46AB4

SHA-256: 930F9A87EFC0FFCBB24122E4E124A60CAEDF17BE1C859D0684D81BED8A12D08F

SHA-512: 2F39FED9E4571178057F73AAAA0EE91422AE814C7F3D2D2402A5425CA079ADA25E288F003E650DDBC268E0AD11CE65FD997D6E691B0D68C76A066B9C45ABD45
0

Malicious: false

Reputation: low

Preview:
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................................................R.o.o.t. .E.n.t.r.
y.............................................................................................................................................................................................................................................................................
........................................................................................................................................................................................................

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{77E61F3F-77AF-11EB-90EB-ECF4BBEA1588}.dat
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: Microsoft Word Document

Category: dropped

Size (bytes): 19032

Entropy (8bit): 1.582374091593909

Encrypted: false
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SSDEEP: 48:IwOGcprKGwpa87G4pQsGrapbSWGQpKsG7HpRcTGIpX2UGApm:rSZSQ46qBSuAHTIFbg

MD5: 45F2F40D9AFADF06976CDCC3B32F99B8

SHA1: AED4C8C615B508DBE3AEC0A3FE4B78F5DB427875

SHA-256: 99F69210660D27088CB2B8EA5BE8EDA50C849022CA50925E61BA5C917EF89E6B

SHA-512: 3D3A3D949FDD9AC272A9FC1B8FDE82834EDFE12EDF430903C777CFDFE9EA985968CD964D1885A92986C68263E92D7230410D9C62831CBE9A9A45695CBA5924D
2

Malicious: false

Reputation: low

Preview:
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................................................R.o.o.t. .E.n.t.r.
y.............................................................................................................................................................................................................................................................................
........................................................................................................................................................................................................

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{77E61F3F-77AF-11EB-90EB-ECF4BBEA1588}.dat

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\imagestore\gee00pr\imagestore.dat
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: data

Category: dropped

Size (bytes): 54370

Entropy (8bit): 4.607482078042909

Encrypted: false

SSDEEP: 384:mue559MHXMMd6/vXOULSWzHOK4gEw9/Ep+3:859M3Bg+kuWv/N3

MD5: 64C79DD4B7A27D37C8E8EFFD0537D3F8

SHA1: ADA449988B5E31B7F275082432CF8DE92A4605EF

SHA-256: 38B6661B513A016490CC15F0B9632D07C561963BC3DC04B02A921D324D599413

SHA-512: 9A1E67A913A5733A3E83418F7836C0224BD8AFB8F1778FA51335FD67AD4B94D23D5826EDC4B8F42E97A9C184501839B07D04E31BF9D124B1C1301E279C0D314D

Malicious: false

Reputation: low

Preview:
<.h.t.t.p.s.:././.w.w.w...a.r.c.g.i.s...c.o.m./.a.p.p.s./.w.e.b.a.p.p.v.i.e.w.e.r./.i.m.a.g.e.s./.s.h.o.r.t.c.u.t...i.c.o.~............... .h.......(....... ..... .....@.....................................#...S.........
....\..........................3...'4...p................................s...#..............+...&..."...#...p......................................1....../ ..*...&...O......p..............w........................./ ..-...)...*...,...A... ..Q........
.......T............... ../ ..1...+...O..........<...........q..........-............ ..7 ..4.............P.......m...k......\......<...G......."..7 ..8...1..........1...h...........^..4......*......2...$..? ..;...4.........4...]...........
V......).........-...#..? ..>...7.........8.....I..L...'..[...........~........"..G ..B...:.........=...[..F..O..............i...'........ ..G ..E...>.........I....................7...%...&...".... ..K...I...C...T.........;...x......Q.../.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\0417e965-6ae1-4395-8f71-f61ea767d523[1].woff
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, TrueType, length 33815, version 1.0

Category: downloaded

Size (bytes): 33815

Entropy (8bit): 7.9857977176837815

Encrypted: false

SSDEEP: 768:f6IHBbp7JSJNQquxBHmpx2NGVjgulg72LCtDdFo:frBu2c2wVj/jIRFo

MD5: 43A23A81712A5F64D86BFD2EE94E2DD6

SHA1: 793804E2D6F1345674092BEAF1090DC67E359D58

SHA-256: D66CDC5F8FE2905D45FCE9C426D249021543CCA3C4EBD5C12B5FB67B21CD2106

SHA-512: 986FC33A03C9E8B5A60556921269BD1FCC8D842D3412B030ED122C8CBEBA2DBF40B8FA8F80686F7666873D1F8C0B5EAF90F121D96752ED121B007730AC04F9EC

Malicious: false

Reputation: low

IE Cache URL: https://www.arcgis.com/apps/webappviewer/jimu.js/css/fonts/avenir-next/0417e965-6ae1-4395-8f71-f61ea767d523.woff

Preview:
wOFF..............*.......},.......x........GPOS...l......#..=.2OS/2.......V...`f.|.VDMX...T........o.v.cmap...........t....cvt .......U........fpgm...8...+...P...gasp...d............glyf...l..V....\.gCyhead..l
....6...6....hhea..l<...!...$....hmtx..l`........#.@Mloca..oH...........maxp..s$... ... ....name..sD........@.Pgpost..{L....... ...2prep..{`......./..[.x..yl.W..?;N...W.W.#....^...j....mH|..)$-
H@KT...@..........(5iTB1...J8L....Rs.(&m..C..%B...7...^.7.......7.........=8.y.;>p?2Q...o....].....yGW96v...r.....w...s.}.............Q.i..aM;5.i....L...f..6..:.q........#8.~....PGp......w.<^...3}.
...F...F+6...l.&l.N..A.%..[z.W.d.V.>kTvY..{..^.{.Q>...._S..+..@.mM....I......i.nk.... ...o.....~=...~....w...5...x..uj..9.[(..9.5a.Z..):%.u.Xc.u$.u.......qR...n.+..m..Ok...7...Os.....C{...L.
...t.R..Y.......9JzLt..4W....c<t!5..7..#..i..u.<...w..Y/./1.iS.....3...=..].Lt..........n....->..._k.j".L<.%....[G5..^..a..=..tUH......]q....3..~n.=..f..sW../.(^..4=....

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\0[1].txt
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 9619

Entropy (8bit): 5.072931893402282

Encrypted: false

SSDEEP: 192:Abv9/jy215CRaM35lDQ/cum1zWMSq61bDwy5Q/x:Abv9/jy210gM3HDQ/cum1zWMSq61bDwF

MD5: 6E319FEB43E8EAB290D31ADE313BBD43

SHA1: 788D3CD34B38E360BEF4CC3BF86FD40F8389B382

SHA-256: F1685F047D568AF94BDC7CA6955DB4F841631ADBC6E438DBB1A92CB754DBA010

SHA-512: FFA6CFC12511FEF0080C74AC90F6820B00C239B4B8E3C7F99BC308D17CACB8A2271C8845153803FE7BE6A1D9807C6CE2F85A6404BEC34D1B9812EE5F503558A
E
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Malicious: false

Reputation: low

IE Cache URL: https://services9.arcgis.com/UU5yXg9PV67U0ebq/arcgis/rest/services/Counties/FeatureServer/0?f=json

Preview:
{"currentVersion":10.81,"id":0,"name":"Nevada Counties (polygon)","type":"Feature Layer","serviceItemId":"63ddb5c81799450fabd13439a81f0562","displayField":"NAME
10","description":"\u003cDIV STYLE=\"text-align:Left;\"\u003e\u003cDIV\u003e\u003cDIV\u003e\u003cP\u003e\u003cSPAN\u003eThe TIGER/Line Files are shapefiles 
and related database files (.dbf) that are an extract of selected geographic and cartographic information from the U.S. Census Bureau's Master Address File / Topologically 
Integrated Geographic Encoding and Referencing (MAF/TIGER) Database (MTDB). The MTDB represents a seamless national file with no overlaps or gaps between 
parts, however, each TIGER/Line File is designed to stand alone as an independent data set, or they can be combined to cover the entire nation. The primary legal divisi
ons of most States are termed counties. In Louisiana, these divisions are known as parishes. In Alaska, which has no counties, the equivalent entities are the organized b
oroughs, city and bo

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\0[1].txt

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\10[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 256x256, frames 3

Category: downloaded

Size (bytes): 4299

Entropy (8bit): 6.985569071590974

Encrypted: false

SSDEEP: 96:6EMWBDE+/2Q4yBfHMnJZl/bflSntsJN6vX:6jeEQblHO5Ints3E

MD5: 0D55738463F9AEAFFE8973482F977024

SHA1: BDF3AB68F279CD6297695EC6006EF37ABDAD1EA8

SHA-256: F028B7195C91453F8399AB0FA23021B38DBCBAD548692EB4F8AEDD13CB128D43

SHA-512: D76478696656215B94CDB4BC27B98E7BAB68F0ECAAEB84B871F7915EB7926F3F558CF0C4D0743D63A4481F005AF1E14347F5D1B5824378058896366C8A077E1F

Malicious: false

Reputation: low

IE Cache URL: https://services.arcgisonline.com/ArcGIS/rest/services/World_Street_Map/MapServer/tile/6/26/10

Preview:
......JFIF.....`.`.....C....................................................................C.........................................................................................................................................}........!1A..Qa."q.
2....#B...R..$3br........%&'()*456789:CDEFGHIJSTUVWXYZcdefghijstuvwxyz..............................................................................................................................w.......!1..AQ
.aq."2...B.....#3R..br...$4.%.....&'()*56789:CDEFGHIJSTUVWXYZcdefghijstuvwxyz....................................................................................?.......(......(......(......(......(.....q.g.y.k
q.Jer{v.......pr).^..v..{v.e(......L0.....+.V.v..s.......H ...bQs&s.O....c.$I...a...h.5%r.r.......W._<.. u'...9.....}zG...P.@....P.@....P.@....P.@..6gp..h*...pI....L(.P.@.......0.(.i...../;.
H~`85.R........5U..r1.s..J`..N{.......<V.*KC.M....g}.>W....U%m:.'.....*.^..V..M5t>.G.^......P.@....P.@....P.@....P.@....P.@....P..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\11[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 256x256, frames 3

Category: downloaded

Size (bytes): 21107

Entropy (8bit): 7.9655120887347595

Encrypted: false

SSDEEP: 384:6KmpQ7CfKNsQkIsk76n2Ov2JHQE0RVAyM8w1zgklT8j0GhYM/wOmw7Zbn:63Ycaj76HZdIR8wxgklT8lYM/k6ZD

MD5: 682D3492CA02F40667FA9A5C296EE379

SHA1: 38B4C526E05D9D7E7996942A8179AEFF34319683

SHA-256: CB51B502A34134BED46542FC27FC9C5198D818C69553045D55DA12D0E83140F5

SHA-512: CE43205E9D84938A2C6367E46AE3452B0C0159344EFE8A7E3527DBA835AEBECABF635EFBC7B03F2793E3D3C4F24DFA62F827FE3A8C9980A1D79C62B829C3D43
4

Malicious: false

Reputation: low

IE Cache URL: https://services.arcgisonline.com/ArcGIS/rest/services/World_Street_Map/MapServer/tile/6/24/11

Preview:
......JFIF.....`.`.....C....................................................................C.........................................................................................................................................}........!1A..Qa."q.
2....#B...R..$3br........%&'()*456789:CDEFGHIJSTUVWXYZcdefghijstuvwxyz..............................................................................................................................w.......!1..AQ
.aq."2...B.....#3R..br...$4.%.....&'()*56789:CDEFGHIJSTUVWXYZcdefghijstuvwxyz....................................................................................?...)e`../....:.C...../i-4../3Z.9.w.][.
f.u]yN.M..dJWt.....}X..Z9QJ..~o._..E*s..f.../._3F......mk..!.......Z.v[.Nr......)...`..n.......wm`A..<....4%}V..59c.%u.l%...nT....)!.....z...=....&.-F.JJ......b...G.).K7...yU......q..<TT.}.g
...y.c_T..QZ=<....]64$O26].w.7)..J.:.m...*+HUGWr..I'.IXb.v!...."oy. {.......#.i.&W.!s..v...=(W..f...XF....'...GP...r..#8#........

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\11[2].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 256x256, frames 3

Category: downloaded

Size (bytes): 25160

Entropy (8bit): 7.970932257878409

Encrypted: false

SSDEEP: 768:64bRXjJvyxzFQMCZrWlqsoKHHbOJHhtjez:64bRTCBToKlyhI

MD5: AC8340861774368A321AA073162E8A98

SHA1: DF3AAEFA8623D50EDC64197E32E6B3565E3C8E29

SHA-256: 9EB9F95F9686AB5FADEBFEA26FD79C60F789D6C378C4E02D43073EF84998A8AD

SHA-512: 48EF99AB87E21C09BCFC4093BD934D8E57E26EF8161BFE1E3B503B021CBC2B8C54528A22E14AB993EF7DAE322C060694039231C0A0EF621964F44187C11CC154
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Malicious: false

Reputation: low

IE Cache URL: https://server.arcgisonline.com/ArcGIS/rest/services/World_Street_Map/MapServer/tile/6/25/11

Preview:
......JFIF.....`.`.....C....................................................................C.........................................................................................................................................}........!1A..Qa."q.
2....#B...R..$3br........%&'()*456789:CDEFGHIJSTUVWXYZcdefghijstuvwxyz..............................................................................................................................w.......!1..AQ
.aq."2...B.....#3R..br...$4.%.....&'()*56789:CDEFGHIJSTUVWXYZcdefghijstuvwxyz....................................................................................?....5+}I_.q"`..........e[..#Y.$......<
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\11[2].jpg

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\12[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 256x256, frames 3

Category: downloaded

Size (bytes): 20831

Entropy (8bit): 7.962903578568406

Encrypted: false

SSDEEP: 384:6o65mNe4pa7Q5zwOAuMwrN2wmOvq+qP3yhWF3FYL:6o65WetwhMwrowmOvXuCk1YL

MD5: 9F6A03A250B844768D21DB3CC905B759

SHA1: 5764FBB394C9F92D875EEBCDD5F11E4DC26E057B

SHA-256: B80E8E239E83D1E8B91E9D04AD28A3EF132AD6C58BCC7501F8D4300A43D7A2B2

SHA-512: D2B1512C2ECF5A99D7C10B7F051D845D5C1ED585E2AB853075C02986DC85F35FB344D3DCE4AB9CC97A8556E9552EEC6688CE6CAFC6F88939FE6CF5D72207227
2

Malicious: false

Reputation: low

IE Cache URL: https://server.arcgisonline.com/ArcGIS/rest/services/World_Street_Map/MapServer/tile/6/25/12

Preview:
......JFIF.....`.`.....C....................................................................C.........................................................................................................................................}........!1A..Qa."q.
2....#B...R..$3br........%&'()*456789:CDEFGHIJSTUVWXYZcdefghijstuvwxyz..............................................................................................................................w.......!1..AQ
.aq."2...B.....#3R..br...$4.%.....&'()*56789:CDEFGHIJSTUVWXYZcdefghijstuvwxyz....................................................................................?.....B.....m.q.H"..Hp..6.R"%...?
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Vb.U.V=9..Z).QV`.i,.0.....u))lZd..P...K+t@.P{...~....'. z.)..s$.}.H.z..dns.=...\Rs..!......j......9 ....R.cL.t.B-F....q.q....>x.....h..N

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\13[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 256x256, frames 3

Category: downloaded

Size (bytes): 18806

Entropy (8bit): 7.934921054313212

Encrypted: false

SSDEEP: 384:69w+8bM2aTTgXKEkcmX8ncahnnreSGgz0edwd7S7xtqvl3f:6gM2ITg6EkcmscahnnreSzdRTqvl3f

MD5: 922ED7B588BA8D2A01E68FC6FA2B2038

SHA1: 9000E1E4267D70D9173B6F52C4744153192BB079

SHA-256: F42F8B732D0289D35529449AB424E1547BABAF78D4A13EABD1D2B6F96EF26D96

SHA-512: 133ADCFC2BE07A53F8364820C18F4C90063156EDA5879F19682FCB639C5E146365A5226DA1049D651E0836B5CF144CF5170AD7A85D31921B7A7278740EDBEA0E

Malicious: false

Reputation: low

IE Cache URL: https://services.arcgisonline.com/ArcGIS/rest/services/World_Street_Map/MapServer/tile/6/24/13

Preview:
......JFIF.....`.`.....C....................................................................C.........................................................................................................................................}........!1A..Qa."q.
2....#B...R..$3br........%&'()*456789:CDEFGHIJSTUVWXYZcdefghijstuvwxyz..............................................................................................................................w.......!1..AQ
.aq."2...B.....#3R..br...$4.%.....&'()*56789:CDEFGHIJSTUVWXYZcdefghijstuvwxyz....................................................................................?..........3........hy-.J.1 2......].a.
7..5...C.......U*.K....binlc.Iv...n......Zr...z.....(...)@p$Rz...+..]...f...Y.../....t.Jq.4n..2..x.%.q.m...wRMZ.|..Gi.....=.l.{..E.q..CN.n:y..?:.|....J.U......*.k[..u$Zn.qv..8.iH...<......u&.......i..
...D.c......qVI1..../.(..sL.x...?*v..%.|..J.P.......Bn.Q.q@.b.."..R..!...~T.x.N.@?Jv.........}....&.....I8.UF2

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\13[2].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 256x256, frames 3

Category: downloaded

Size (bytes): 19921

Entropy (8bit): 7.957139145492121

Encrypted: false

SSDEEP: 384:6XdVUqImVQ3p0zOIgQue+JuACVzvRMyFPF1Uwq7L3f44Jrt1/:6NbIAipGgQu74ACpd31U7f44f1/

MD5: 6D3A470ED06060DB1F3378A80CF79BFD

SHA1: DA6B8EA0A2A2C59401FC9CB2FEC7F194B3F32F14

SHA-256: D8FA79CF95806659A1DC51AD55CF2F9F7A0D0D0710B25828FE026E062B9ECD62

SHA-512: 45BCF86F65676264404550EBC622BCB364330D24287140E396AF17F3A5179416C899FEFAF61E48B8874F3EB3E15F58DC8345F35EC1BBA0FECC9A52CD1DAE8547

Malicious: false

Reputation: low
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IE Cache URL: https://services.arcgisonline.com/ArcGIS/rest/services/World_Street_Map/MapServer/tile/6/26/13

Preview:
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2....#B...R..$3br........%&'()*456789:CDEFGHIJSTUVWXYZcdefghijstuvwxyz..............................................................................................................................w.......!1..AQ
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\13[2].jpg

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\14[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 256x256, frames 3

Category: downloaded

Size (bytes): 13623

Entropy (8bit): 7.863416657699469

Encrypted: false

SSDEEP: 384:6X2KsG46emZBFBH8LtXOaQcaSTPYbEZZdRlGxW1s:6X2JGHemzFBHStXfQcVTPYbEZZdRUWO

MD5: 2DA19D3ED9CEB77EDADA77AAB0530099

SHA1: F38E2D5DAC8AAA8A0BA94DACED25F175C9C03059

SHA-256: 96B65B0677694762B23DB873FAF9FE5726C22BFDE6985C5259AE8E94D9E6B098

SHA-512: ADEB5F1E1C3BF1F68D166440317C6DB233807C7EC9367C2E901D59B51A1A8CE9821AA8A3A8B16CEF408D2D497C23DE1163227A635AB1FDCC44718068D253996
C

Malicious: false

Reputation: low

IE Cache URL: https://services.arcgisonline.com/ArcGIS/rest/services/World_Street_Map/MapServer/tile/6/24/14

Preview:
......JFIF.....`.`.....C....................................................................C.........................................................................................................................................}........!1A..Qa."q.
2....#B...R..$3br........%&'()*456789:CDEFGHIJSTUVWXYZcdefghijstuvwxyz..............................................................................................................................w.......!1..AQ
.aq."2...B.....#3R..br...$4.%.....&'()*56789:CDEFGHIJSTUVWXYZcdefghijstuvwxyz....................................................................................?..*..:...h..x.H.8.s@....o.K..f....]...
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E.7*(.....;.<.I.+..9.T|.....Oo..P.A}.W.....w.E.s..mmqvm.$.<..a....1...'.i.R.MY......m.............n.. SM..O..YG...".F

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\2[1].txt
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 18724

Entropy (8bit): 4.847581229729381

Encrypted: false

SSDEEP: 384:k5M3TB7rsz7d8Baa5BGLNBbmJJvJlL5YCfGB75M3TB7rsz7d8Baa5BGLNBbmJJvj:DTB7rTBasBGLNBbmJJvJlL5YCuBQTB7f

MD5: 73D5026D12FD356EE8E380B4C73F605F

SHA1: 708D600AE11ACBB2E8307D42D36B020F653919FF

SHA-256: 387C1ED5EECE262CAAD928533752F66BF9BEBA72EB61CEF7F9D2EE8BC2B45F87

SHA-512: 41674C2CA3994BA314D4ED67C1AE16DFE2DD61C0DB69FC6F934C897DD8FAFCCF02F2D333F71AAAA76C56150ACC4845E43479C1F75F8C8C65113ECAE150E47A
6F

Malicious: false

Reputation: low

Preview:
{"currentVersion":10.81,"id":2,"name":"Electoral Districts","type":"Feature Layer","serviceItemId":"26d893b98fa54fadbf472775fa6f9037","isView":true,"isUpdatable
View":true,"sourceSchemaChangesAllowed":true,"displayField":"name","description":"","copyrightText":"Esri","defaultVisibility":true,"editFieldsInfo":{"creationDateField":
"CreationDate","creatorField":"Creator","editDateField":"EditDate","editorField":"Editor"},"editingInfo":{"lastEditDate":1594935261464},"relationships":[],"isDataVersione
d":false,"supportsAppend":true,"supportsCalculate":true,"supportsASyncCalculate":true,"supportsTruncate":false,"supportsAttachmentsByUploadId":true,"supportsAtt
achmentsResizing":true,"supportsRollbackOnFailureParameter":true,"supportsStatistics":true,"supportsExceedsLimitStatistics":true,"supportsAdvancedQueries":true,
"supportsValidateSql":true,"supportsCoordinatesQuantization":true,"supportsLayerOverrides ":true,"supportsTilesAndBasicQueriesMode ":true,"supportsFieldDescript
ionProperty":true,"s

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\8[1].json
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text

Category: downloaded

Size (bytes): 211

Entropy (8bit): 3.1213994546670607

Encrypted: false

SSDEEP: 3:YTgAXQAJvEqsJ1dg0rH1mfduJnQUVCECECECECECEC+Y:Y0yQmveZ3rHWduJQUVllllllk

MD5: C0A4A49722A83DB18CCFA8707E446EE8

SHA1: 07C4B5FA8FBE7FDF6A323844E807D97B24DD9B78

SHA-256: 66A4BC078331B942C4325262F646816B8FD4A26EC8FB55886CF570D293B585DC

SHA-512: 06604EFE3E11FCE61BC53C488B42A20D1CC432FACA6EE90864ADF468C61391E514A70A79916300FC0EF39017FE0657BA2F95E980AFB045F26492F0CE951B7786

Malicious: false

Reputation: low

IE Cache URL: https://services.arcgisonline.com/ArcGIS/rest/services/World_Street_Map/MapServer/tilemap/6/16/8/8/8?f=json
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Preview:
{"valid":true,"location":{"left":8,"top":16,"width":8,"height":8},"data":[.1,1,1,1,1,1,1,1,.1,1,1,1,1,1,1,1,.1,1,1,1,1,1,1,1,.1,1,1,1,1,1,1,1,.1,1,1,1,1,1,1,1,.1,1,1,1,1,1,1,1,.1,1
,1,1,1,1,1,1,.1,1,1,1,1,1,1,1]}

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\8[1].json

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\9[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 256x256, frames 3

Category: downloaded

Size (bytes): 5398

Entropy (8bit): 7.34964341116979

Encrypted: false

SSDEEP: 96:6EPR74TPfJWszPrKWggo3U+MBw9/aXvFv3xK86:6sEJN7rdN+l9MvFv3sH

MD5: 4A4B1EEA764BE7A2E09D50692B8EFFB5

SHA1: 1E33A42A9735343EEEE60DD0AC1A21FF4EF309AE

SHA-256: EA07AD34C00F22A63AFCD59EA4D9BD4EDC494A666CF38C87B5050308556F08B7

SHA-512: 5E6C99BD0FAAC2F7F8DFB2327375904E2CF06FB244C34E7FC29C10D021F32699F8077B13F9A4B6E3EEBFB6325F74B5B1FAD8ED8F49F4FFB0B63E5E6CE97BAF
DA

Malicious: false

Reputation: low

IE Cache URL: https://services.arcgisonline.com/ArcGIS/rest/services/World_Street_Map/MapServer/tile/6/24/9

Preview:
......JFIF.....`.`.....C....................................................................C.........................................................................................................................................}........!1A..Qa."q.
2....#B...R..$3br........%&'()*456789:CDEFGHIJSTUVWXYZcdefghijstuvwxyz..............................................................................................................................w.......!1..AQ
.aq."2...B.....#3R..br...$4.%.....&'()*56789:CDEFGHIJSTUVWXYZcdefghijstuvwxyz....................................................................................?........-].0*...rH.A.sJ.-b.%.w.Ea>f.:.
F:..l.;m...[.c.m9hCT@P ..6..D%.3.......T.A...h-!..1iX..ku..'vh@..3...b.:....FH...+8..A.q....,J..$...0.(.P.@....P.@......i\..O.......@q.....~......a=S;){..=..d@w.W.......T..v#......t....q.pA.
.,k<.....w6.....t.h...0..c.PT/).3d...'.J.9Z...r.0..z..I9#pV..{u..Y.....Q.3$e.CJ.KRiXe2Kv.$....p+9;=....!.......Rh...25..I.=..wbD

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\9[2].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 256x256, frames 3

Category: downloaded

Size (bytes): 2797

Entropy (8bit): 5.515320305753711

Encrypted: false

SSDEEP: 24:6zo0XxDuLHeOWXG4OZ7DAJuLHenX3s8av3chjtc2zSwodHvB33yIVdB6ZwJ:DuERAqj3yzHodHvBnymdB6m

MD5: 8A0548166C4F1C1C1AC5A82EC5EC7695

SHA1: B4AFFA9215C7F92043EFBAD638912A2B4588F1D3

SHA-256: 99CFC1CFEF67386C94338B691A77EC75C3EEE3C2961A93DC63BC46397051AFE6

SHA-512: AC339CD4D26D3247CC6020396BD5540C37DEE1549567BCEEF0EA7987F7D53437589A6C9B7BF41743F008ECC330D979DDC2B772F67CDAE4F512C33A414ACF6DC
9

Malicious: false

Reputation: low

IE Cache URL: https://services.arcgisonline.com/ArcGIS/rest/services/World_Street_Map/MapServer/tile/6/26/9

Preview:
......JFIF.....`.`.....C....................................................................C.........................................................................................................................................}........!1A..Qa."q.
2....#B...R..$3br........%&'()*456789:CDEFGHIJSTUVWXYZcdefghijstuvwxyz..............................................................................................................................w.......!1..AQ
.aq."2...B.....#3R..br...$4.%.....&'()*56789:CDEFGHIJSTUVWXYZcdefghijstuvwxyz....................................................................................?.......(......(......(......(......(......(......
(......(......(......(......(......(.......aq...".\q...[..._...6.b..5h...A!@....P.@....P.@..........P=,%...(......(......(......(......(......(......(.....I9<....(......(......(......(......(......(......P.B....h*.\J...(......(......
(......(......(......(......(......(......^...k.@....(......(......(......(......(......(.....

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\FoldableDijit[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with CRLF, CR, LF line terminators

Category: downloaded

Size (bytes): 2494

Entropy (8bit): 5.1984463215106915

Encrypted: false

SSDEEP: 48:HyU+HUO0trASdLZMZJ2KWAQxnA9tA1AodKhOW7ryAAUQAA8kQ:HyUU0tcAaj2xnAnMIz

MD5: E4E2C0BDA6B2B9E1DA58769CBFB7C27F

SHA1: 1352D98C29FFB3FC49E01FBC2C8AA38443A7674E

SHA-256: B5A5364168E7DFE21D37B4BF6CAEB79AF5D4D817F544B249EEE93E8F7F0E856E

SHA-512: 769117A87192D3480EC64211DF530C5CD5EB504DC047C6E39C09F6459323C988E99A484BF10085A69E0C3B12E8D3C248F6289188DB6CA76E638D9736309C83C2

Malicious: false

Reputation: low

IE Cache URL: https://www.arcgis.com/apps/webappviewer/themes/FoldableTheme/panels/FoldablePanel/FoldableDijit.js?wab_dv=2.19
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Preview:
// All material copyright ESRI, All Rights Reserved, unless otherwise specified...// See http://js.arcgis.com/3.15/esri/copyright.txt and http://www.arcgis.com/apps/webap
pbuilder/copyright.txt for details....//>>built.define("dojo/_base/declare dojo/_base/lang dojo/_base/html dojo/on dojo/keys dijit/_WidgetBase dijit/_TemplatedMixin jimu/
utils".split(" "),function(f,d,b,e,c,g,h,k){return f([g,h],{baseClass:"jimu-foldable-dijit",width:"100%",titleHeight:20,content:null,folded:!1,templateString:'\x3cdiv\x3e\x3cdiv cl
ass\x3d"title" data-dojo-attach-point\x3d"titleNode"\x3e\x3ch2 class\x3d"title-label" data-dojo-attach-point\x3d"titleLabelNode" tabindex\x3d"-1" data-dojo-attach-event\x
3d"onkeydown:_onTitleLabelKeyDown"\x3e\x3c/h2\x3e\x3cdiv class\x3d"btns-container" data-dojo-attach-point\x3d"btnsContainer"\x3e\x3c/div\x3e\x3c/div\x3e\x3cdiv 
class\x3d"jimu-panel-content" data-dojo-attach-point\x3d"containerNode"\x3e\x3c/div\x3e\x3c/div\x3e',.postMixInProperties:function(){this.headerNls=wi

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\FoldableDijit[1].js

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\FoldableWidgetFrame[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with CRLF, CR, LF line terminators

Category: downloaded

Size (bytes): 853

Entropy (8bit): 5.057414027084295

Encrypted: false

SSDEEP: 24:HyUwv9Ho+q4deVyyI/gZoPI/7qI/0bI/iXR2:HyU+Ho+qY3yQgaQmQkQiXR2

MD5: 94CF8D4D01ED6B4EB66C8F73913A3AD3

SHA1: 9AE6B9C44D361DD2E9C8A311149DED1972467F03

SHA-256: 1F63826FA6A7768FD3D1E0662FEBAC794A3812456A8CA84B8C52B8C532E818E4

SHA-512: CADA775B6E4494E182FA6AE03EEA48A06D1C69DA46FFEDDE351B071061BF85309FEEF54DD370EA73CA0A80C9765AA87658618BA1A72BD385E47751D212B20E
CF

Malicious: false

Reputation: low

IE Cache URL: https://www.arcgis.com/apps/webappviewer/themes/FoldableTheme/panels/FoldablePanel/FoldableWidgetFrame.js?wab_dv=2.19

Preview:
// All material copyright ESRI, All Rights Reserved, unless otherwise specified...// See http://js.arcgis.com/3.15/esri/copyright.txt and http://www.arcgis.com/apps/webap
pbuilder/copyright.txt for details....//>>built.define(["dojo/_base/declare","jimu/BaseWidgetFrame","./FoldableDijit"],function(a,b,c){return a([b,c],{baseClass:"jimu-widget-
frame jimu-foldable-dijit foldable-widget-frame",postCreate:function(){this.inherited(arguments);this.createFoldableBtn();this.titleHeight=30;this.foldEnable=!0},startup:functi
on(){this.inherited(arguments);this.setTitleLabel(this.label)},setWidget:function(){this.inherited(arguments);this.setTitleLabel(this.widget.label)},onFoldableNodeClick:f
unction(){this.inherited(arguments);.this.widget&&(this.folded?this.widgetManager.minimizeWidget(this.widget):this.widgetManager.maximizeWidget(this.widget))}})});

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\HomePageLink[1].gif
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: GIF image data, version 89a, 138 x 39

Category: downloaded

Size (bytes): 1713

Entropy (8bit): 7.742205974355671

Encrypted: false

SSDEEP: 48:RE2lTq/zZ/7fPf7B5l46HcrqvaERtJrJp6q2Zw:REugfPV5K6HUqL8LS

MD5: FFE32FBD15790BC5B5CCC37D05E553A7

SHA1: 50DF012A6A5630D2FA5B27EACEC2059F8062DB06

SHA-256: CBA311870A407FA64369840827CB42FB5EFDC1F5F49948CB75C302310B522477

SHA-512: 135F888BC070BFED2BFD812145CE83ABD624A166B4BA8B19D50196D7F60B36FAECD9CAFAC70B001C735A3ECAB2975E65AB9DFCBF899ADDB9AF27BE7B0D0E
FF68

Malicious: false

Reputation: low

IE Cache URL: https://www.leg.state.nv.us/Home/image/graphic/HomePageLink.gif

Preview:
GIF89a..'.............7z7....3...._.......OOO/Y.....P.X............l???.....n.n>s%.........X.X.......?...333..fff..P..33f3....yS.S.. ..Or........Y..l.....S....}...x.x.. i .....Ru.J.J.......p..?...o...1?
e.m.D.L......f..N...........1...f.f...fff....j...~.d.o...........:r:....3............8...[~@..p.t.....g1d"..5.. .....5..B}B..........f......as(b.a.......L.........!.......,......'.....Z...........................................
....9c''c9A...XK...*...*...KX.d.y..|W~`."Y...9.SW..D.D.......`4.Z9.YH"33M..TZW?......*w...G/...6.Z!0.6.....@#....!......h..%...Z.. .D$......b..."..h.p....m.n.T'.!.....a.... .j..\..).,.$..O.V
..Q...a...$.AP....l)D.G..S.>).Q...OJ.......Z..& V...db...wA.2...3$......%..J.....#.y..<N..F.B...j.....rd...... 2..J....t..i.F..B|^x../`....}.M^HI..A..'H.o..&..g40`.4!D.(...j.i..A.}.\I.<..F....O...EW.d
f..`....741G.(.#....Q..yi.....D.T]....... X....M...SB.8.wW..: ....n.AT..AH.i$.A...S.....U9..$._.......t.U...AU.z.E.;.....m!..b.1..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\Inter-Bold.2767206dcd8d[1].woff

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, TrueType, length 128008, version 0.0

Category: downloaded

Size (bytes): 128008

Entropy (8bit): 7.992898440141803

Encrypted: true

SSDEEP: 3072:HkBSrKM/GaqdnWU5bCai8smfuWCYMAaldZgVwtTcw:EBSd/G3Wc/HMjguD

MD5: 2767206DCD8DAAD63C6A24A5940DF79E

SHA1: 6A3A6EDB7CA2D8B8E1542746884C8A34C12B9F07

SHA-256: CD06B48A60088DF701245B307DD894310B007981E5E5788FC8A3596078D86F76

SHA-512: 60486299BEFE6BEC30D05941D45EBBD619C254F254B0FE28622746984B17BAAB8521B46D83D3990CAB6C72C410F885C0853CC750752E83830A94429DE26D144E

Malicious: false

Reputation: low

IE Cache URL: https://www.mozilla.org/media/fonts/Inter-Bold.2767206dcd8d.woff
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Preview:
wOFF........................................GDEF...0.........'..GPOS......9....v..zeGSUB..<.......3.Fq-.OS/2..V....V...`#.q0cmap..WD..*B..n.....glyf......'........head...<...4...6.3..hhea...p... ...$.
...hmtx..........%....Ploca...h...p.....I.<maxp........... ....name.......;......d.post...0..%...d.i.Z.x.%..D.Q...s.=..W.o..J"@...^..I..L..`3S)d.*.b.e... .d+H...z..G.cc.".e_v.|.......N.K .nR
.%..RyA*c..T>..gR.B*G..Tk..3..z..Vm.6m.vm.......9..e].5]...P...%<.c.h./..o.V.5..lv.uY.s}8.0.r.wy\p...p.`.....q..a....x....]..........{q......?.y..u..._.....~.......L}.g....5..;...E.......#..Z|l..dM.b-
.e]..,.. ..8..,..<..*...[.._..........>...~..X.2V....xn...~.V..i.{..u....ex.#a.G.(.B._.7..........S.........w..d...)..t2..."~J*.&.x.\...R|..!f................8..D..0..Yx......U...33....v-X...$.... m.<..P.....%A
......B.T.....(...J...7c.....'.....{..3..9....]..!....!a4j.....K...O.O.H!.?.e..M.L4.wu.p....J.s..A..J.5..M(."".....e..j.8...P...-#..*...u.r...3......Ds.>..ln.'.I?d

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\Inter-Bold.2767206dcd8d[1].woff

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\Inter-Regular.1a7f90ff1f1e[1].woff

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, TrueType, length 119692, version 0.0

Category: downloaded

Size (bytes): 119692

Entropy (8bit): 7.992112364546725

Encrypted: true

SSDEEP: 1536:iG0xjRyVTq1BbK/CqmPRQ84bhXL+G4hJhSSt5ePW5Xnn7AGeKFSfJItW6LvuFuNW:3V4M/RkG0rFn7beKFSWgAvNTXBFwB

MD5: 1A7F90FF1F1EC75ED4E588736C6A81B0

SHA1: 4AA855FF81ADD61992B3DBE23C7643DA6FF528FC

SHA-256: 764615D6C413495C77873FF78A401DA53D49EB0ABB8554495BCAB483CA1ED2E4

SHA-512: 542ACE63C0F9BCABDAD9029E1C516D123DBD91BFBE764CD9F430C493F601B76D55C0F9037A20EA0F1B12CAAFB04B6F1D70B85C948A502CAD7D73AAE347B08
FCA

Malicious: false

Reputation: low

IE Cache URL: https://www.mozilla.org/media/fonts/Inter-Regular.1a7f90ff1f1e.woff

Preview:
wOFF.......................................GDEF...0.........'..GPOS......6.....nR.~GSUB..9.......3.Fq-.OS/2..S....V...`%.m.cmap..T8..*B..n.....glyf..~|........s..head...l...2...6....hhea....... ...$..
.chmtx.......&..%.n..bloca.......m.....(P.maxp...X....... ....name...t...@....1%f.post......%...d.i.ZEx.%..D.Q...s.=..W.o..J"@...^..I..L..`3S)d.*.b.e... .d+H...z..G.cc.".e_v.|.......N.K .nR.
%..RyA*c..T>..gR.B*G..Tk..3..z..Vm.6m.vm.......9..e].5]...P...%<.c.h./..o.V.5..lv.uY.s}8.0.r.wy\p...p.`.....q..a....x....]..........{q......?.y..u..._.....~.......L}.g....5..;...E.......#..Z|l..dM.b-.
e]..,.. ..8..,..<..*...[.._..........>...~..X.2V....xn...~.V..i.{..u....ex.#a.G.(.B._.7..........S.........w..d...)..t2..."~J*.&.x.\...R|..!f................8..D..0..Yx......U...33....]...Z... .@...iI"..(=u!..B
U.g+J.e.JZ...R.T..h+zDJ*....v^.>w.......{...3.9....B.B...E'a4o.......!".....qB.^.-....iB.............]..L..{...P"L.1<P...~Z;.M2......2V;....z#s.....jm..{[3.T}......

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\LegendLayer[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with CRLF, LF line terminators

Category: downloaded

Size (bytes): 420

Entropy (8bit): 5.049496166943672

Encrypted: false

SSDEEP: 12:jBEcHS9Dpx9s1Cyd4sOcIVaEGHeFKJoKe2/hsn:H5jd4svfaKJQ2/G

MD5: 290662793E411BFF1ABDE0E557525FFC

SHA1: 7FD02D65104143BDE0BD3015B98AFCBE1B0A0EA3

SHA-256: B73517E74E1F2EE8EE33633CB34B042FA2A543951AAACE77370D92870EC0054E

SHA-512: C176287EFE865DF129ED0DBD5052E451F0CDF0900950D11AD52490FA1B59282FA1B961D7E990554A420CAD1EB1CF2F5E7BFA22260CD3D12BF2693941D822AF05

Malicious: false

Reputation: low

IE Cache URL: https://js.arcgis.com/3.35/esri/tasks/LegendLayer.js

Preview:
// All material copyright ESRI, All Rights Reserved, unless otherwise specified...// See https://js.arcgis.com/3.35/esri/copyright.txt for details...//>>built.define("esri/tasks/Le
gendLayer",["dojo/_base/declare","dojo/_base/lang","dojo/has","../kernel"],function(a,b,c,d){a=a(null,{declaredClass:"esri.tasks.LegendLayer",layerId:null,subLayerIds:nul
l});c("extend-esri")&&b.setObject("tasks.LegendLayer",a,d);return a});

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\MWF_SocialFacebook.png[1].svg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: SVG Scalable Vector Graphics image

Category: downloaded

Size (bytes): 469

Entropy (8bit): 5.368803468427014

Encrypted: false

SSDEEP: 12:tvG1W3aA/QU2Z9Vflb9WbrCrfdo97LCcnwiA:tu1UQZ9/b9WbejSVwiA

MD5: 58064C0EDB5F8C89D1C066A50AF5ED7D

SHA1: CB7B81145B59B505B74ED3507464201AB4BFF621

SHA-256: 6CD47E002200FC07167C3D1552C5E84693412784AE15B039383F4607A6DB08E7

SHA-512: 11A214A9A9DF47901D5BE6F867A7A2E739825CE12F98FD28755C16ADF1AEF1783E4082C6F89D9D522823458AFFC9CD60D070C27352E88A0A24F70545C17B340E

Malicious: false

Reputation: low

IE Cache URL: https://c.s-microsoft.com/en-us/CMSImages/MWF_SocialFacebook.png.svg?version=ca2b09b7-dabe-cbfb-0459-457c6ac59270

Preview:
<svg id="Layer_1" data-name="Layer 1" xmlns="http://www.w3.org/2000/svg" viewBox="0 0 32 32"><defs><style>.cls-1{fill:none;}.cls-2{fill:#231f20;}</style></defs>
<title>Facebook-neutral</title><rect class="cls-1" width="32" height="32"/><g id="_Group_" data-name="&lt;Group&gt;"><path class="cls-2" d="M17.53,26H13V16H11V1
3h2V10.48a4.76,4.76,0,0,1,1.21-3.29A5,5,0,0,1,17.88,6H21V9H18.91a1.5,1.5,0,0,0-1.17.57,3.53,3.53,0,0,0-.2,1.37V13h3.12l-0.36,3H17.53V26Z"/></g></svg>
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\MWF_SocialTwitter.png[1].svg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: SVG Scalable Vector Graphics image

Category: downloaded

Size (bytes): 848

Entropy (8bit): 4.81890078988595

Encrypted: false

SSDEEP: 12:tvG1W3aA/QvZ2Z9VflbHM/dGmJr41PPhtUBaw7+Us5HQluq4hJ1fJY4fC2m:tu1UFZ9/ba01HIBRXMw4qgJ1fy4tm

MD5: 8724142EB655D2FD1BD91E144CB42B40

SHA1: 69812DA7793FB4D1314DEADB3CC2663E871B5071

SHA-256: 05AC6FDA6095A72ED257E3EB7548D0EADAF95D2BB9632145A03DD1EBC7A0D197

SHA-512: 8435F66F684E50C81E126C52DDDD4DBCA96E148274346021BC92D5A0803D69ED6DE0ABAD010A2D12B23A0EE549DE65D9BE87BDA8030CBB796F667B4363FF397
5

Malicious: false

Reputation: low

IE Cache URL: https://c.s-microsoft.com/en-us/CMSImages/MWF_SocialTwitter.png.svg?version=d2323c35-98f8-04ba-427f-b915c18959b7

Preview:
<svg id="Layer_1" data-name="Layer 1" xmlns="http://www.w3.org/2000/svg" viewBox="0 0 32 32"><defs><style>.cls-1{fill:none;}.cls-2{fill:#231f20;}</style></defs>
<title>Twitter-neutral</title><rect class="cls-1" width="32" height="32"/><g id="_Group_" data-name="&lt;Group&gt;"><path class="cls-2" d="M27,9.17a9.37,9.37,0,0,1-
2.26,2.34q0,0.32,0,.58a12.7,12.7,0,0,1-3.31,8.66,12.1,12.1,0,0,1-9.52,4.19A12.52,12.52,0,0,1,5,22.9,7.79,7.79,0,0,0,6.08,23,8.79,8.79,0,0,0,11.68,21a4.29,4.29,0,0,1-2
.63-.9,4.43,4.43,0,0,1-1.59-2.23,4.64,4.64,0,0,0,.85.08,4.8,4.8,0,0,0,1.2-.15A4.4,4.4,0,0,1,6,13.41V13.35a5.69,5.69,0,0,0,2,.56,4.31,4.31,0,0,1-2-3.75,4.45,4.45,0,0,1,.59-
2.28,12.29,12.29,0,0,0,9.28,4.72,5.12,5.12,0,0,1-.11-1,4.51,4.51,0,0,1,4.51-4.51,4.33,4.33,0,0,1,3.29,1.43,9,9,0,0,0,2.87-1.11,4.38,4.38,0,0,1-2,2.51A9.23,9.23,0,0,0,27,
9.17Z"/></g></svg>

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\NewErrorPageTemplate[1]
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode (with BOM) text, with CRLF line terminators

Category: downloaded

Size (bytes): 1612

Entropy (8bit): 4.869554560514657

Encrypted: false

SSDEEP: 24:5Y0bQ573pHpACtUZtJD0lFBopZleqw87xTe4D8FaFJ/Doz9AtjJgbCzg:5m73jcJqQep89TEw7Uxkk

MD5: DFEABDE84792228093A5A270352395B6

SHA1: E41258C9576721025926326F76063C2305586F76

SHA-256: 77B138AB5D0A90FF04648C26ADDD5E414CC178165E3B54A4CB3739DA0F58E075

SHA-512: E256F603E67335151BB709294749794E2E3085F4063C623461A0B3DECBCCA8E620807B707EC9BCBE36DCD7D639C55753DA0495BE85B4AE5FB6BFC52AB4B284F
D

Malicious: false

Reputation: low

IE Cache URL: res://ieframe.dll/NewErrorPageTemplate.css

Preview:
.body..{..    background-repeat: repeat-x;..    background-color: white;..    font-family: "Segoe UI", "verdana", "arial";..    margin: 0em;..    color: #1f1f1f;..}.....mainContent..{..    
margin-top:80px;..    width: 700px;..    margin-left: 120px;..    margin-right: 120px;..}.....title..{..    color: #54b0f7;..    font-size: 36px;..    font-weight: 300;..    line-height: 
40px;..    margin-bottom: 24px;..    font-family: "Segoe UI", "verdana";..    position: relative;..}.....errorExplanation..{..    color: #000000;..    font-size: 12pt;..    font-family: 
"Segoe UI", "verdana", "arial";..    text-decoration: none;..}.....taskSection..{..    margin-top: 20px;..    margin-bottom: 28px;..    position: relative; ..}.....tasks..{..    color: #00
0000;..    font-family: "Segoe UI", "verdana";..    font-weight:200;..    font-size: 12pt;..}....li..{..    margin-top: 8px;..}.....diagnoseButton..{..    outline: none;..    font-size: 9pt;
..}.....launchInternetOptionsButton..{..    outline: none;

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\RE4DnuZ[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 80 x 80, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 9906

Entropy (8bit): 7.969755454161603

Encrypted: false

SSDEEP: 192:m1E8ztxCm7y6Wzv/aKFBRFGYbXfjIn45vSnAEIrxyqLFMSrlFWM:m1vtxCmbWz3bBbFbvM41w2xyoFZrqM

MD5: 31D88F088F3C8CE2A09447FF16D18ABF

SHA1: 93F6A18D02129F9E7C60A503B2E90A7605BE2FF8

SHA-256: 47579D0CC966755F31EC8C86D425A2A1C4993C6AFFBAA8198125626135BA8FDF

SHA-512: 56D091025404C82553ED08D5606C45BD2E2F5C97CB57BF9B8A6B83671E85138C3F6DA24A28D852DC8A9F46D0373AE8FF996162F9CC7955ED13DC87F9DCBFE20F

Malicious: false

Reputation: low

IE Cache URL: https://img-prod-cms-rt-microsoft-com.akamaized.net/cms/api/am/imageFileData/RE4DnuZ

Preview:
.PNG........IHDR...P...P............sRGB.......&lIDATx..y..gu...;.f4.H.6$.m.2....$..c...8im.&p.......6.'..?!.IS...fi.).[HN .I...66P..Py.%Y.h$.fF.........wF....M.w~.....s.}...LC.~B.n"-.Y..\..
.T....&.u;6[.#....D.lC.M.V.W.. ..t..*..e.O7...t.lk{.m....V...=.kJ.T.V.4,.w..z..I....F...qf...?Y......Y;,.F..+VkV.T./.f]....5.kC..j....L.n]..-k.;:.U...v}o.m-t.J ....`...J(.f....p....h.;:kO...#.e+...6idF. 
&w.Ch8.nP#...........*.*..b..&*....{.....m.-..sQH8^.{....4.!a\.B-?+...x.....p.l..j..2.^ .....'.=....C|hb.5R.......&..2[A)7.........{`.6......W#}nj<u..py.D....U$.....i...B.....en.K..8p...YY\..5.#(.5
.g......8t..3.\.....C.h.....o?..Z...-..p.P..pI.".+......}.....l..-.&. .9.'1;..c./.|.<..t.{.zv..../J.=.../NT>+s..d*..a..2%..6......{...._Rx......f0Vn.#.3...3.A...Ueps.. .=...HK.%|..G...FZ..g.m.I..Y...z
~]..sY&K..d.....Z..}`..ms{..TE.>.d|.....u....L&k.w.l.}p..N.e.b...hM.!7!.%.S....F.g..._O.8..m...E@.88.........8.......x9.....c.}d.[......D.....Z....D..z.
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\RE4Dnv6[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 81 x 80, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 10493

Entropy (8bit): 7.969703378877857

Encrypted: false

SSDEEP: 192:LbsikVmy8SiQfLUq5cwGD8BL8HIXNDLMutho0ClDHidju9sFeitlg:LYic80Qq5tGYBL8o1L7tuFOm0/tO

MD5: D32FFC40E8BE2B880BB79C9FE5A2FCAE

SHA1: 9B405221834A72FA0EFD9D8D2571212C5DFFC261

SHA-256: 502EFD508B3ADFEAC7AB3ACCBB002295A79B4BAAF06373051C44006389A91F16

SHA-512: E136B3518DC975535875E14DEB55700B0C8D16F3DCB20C039172ED1745BA000FAEB523B3E3BD4B28D97246A205E2B2B9B9EB3453DB82409CA2FA9A6DCB66C00
B

Malicious: false

Reputation: low

IE Cache URL: https://img-prod-cms-rt-microsoft-com.akamaized.net/cms/api/am/imageFileData/RE4Dnv6

Preview:
.PNG........IHDR...Q...P.....a......sRGB.......(.IDATx..|..]U.........L2.$.B.....h....(....D.z.E..{-?..pQ....!..E.obA.#.%..H...{.d.....[...I2i.}.f.Yk...*.....?.... ...YM5...^..4.y....NCd4...+2...'.5.u
S.n.[.KL<1. ..R..H^..:....1\...`YK...X......Ck.?k........u.h.D......4 ..{.s.w.......5Wv.T.p(..A.Y.....H*..tD......gE.t.<N... ....Z.-TK...+L|.F.....8.......{.;A.[.E.oI.C..f.4D..$b...n...yi....)..'I..].
\..yC..+n.l.x...[M.j".............R .._m.M`.).^...X.=M........'I1W%^>.7...../..9.t......|..).h.....JbP.....N.d.v......P,...+../f......T.o..m....I.s......7.........d..9`X.7..."@Q.#.p...I\@i......G.lO.@
.....F.%\...3J....m.jmn.%....H{2..M..t\..O..S;.S...3....2.[...s.b..9}...|...%..X.j. P.Ry..{q.Fx.PX.u..`..&......).$....:.i.G..x.......O............3.c2..ps...h<R.H.D..3.HM$/...dfd...`..A`%.J
Y..}..zD.=......i%..=O.................Vi..l........u.0.|..!."..Z...O........i...xQ...xubz4S.........H...^Q..v.I...8{...x.,.H.z.^.H......H.C.....+}AM.BnZ..}-.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\RE4Dnwt[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 21 x 17, 8-bit colormap, non-interlaced

Category: downloaded

Size (bytes): 490

Entropy (8bit): 6.352466635881193

Encrypted: false

SSDEEP: 12:6v/7yKBacL5HtcUC0+oYG42YkzDPa52SFd++:MDczHxGvYse9r

MD5: E5E8039D9FE182D8ED60CF15414BE6DF

SHA1: 41DA378A6D077E0CDCFD6B36578DEEF48CA19857

SHA-256: 87BD20945B1F3D8068E018B07D157364D41E5C7401FF0AA959F76C3DEDE672A0

SHA-512: 6CDB90474C43B5CFDF18E57B103019ECE6B4808DA66C6D7E8F2C18AF6B1560E2EA4A06E8FC7025B8789D6038A63A578E0FD1740C3D216010875B4789D1F8791D

Malicious: false

Reputation: low

IE Cache URL: https://img-prod-cms-rt-microsoft-com.akamaized.net/cms/api/am/imageFileData/RE4Dnwt

Preview:
.PNG........IHDR..............X......PLTE....p..q..v..r..s..t..q..r..v..q..u..s..q..q..t..t..r..s..s..r..r..s..r..t..r..s..r..s..t..r..r..t..s..s..t..t..t..s..t..s..s..s..s..s..s..s..s..s..s..s..t..s..s..s..s..s..s..s..s
..s..s..s..s....h.S....?tRNS......!$&'-0346BMNPRSW[^abjkoprtuvx............................L......bKGD@..\.....IDAT..e....@.......-.g..+......'9...<.%.............pN..Y...a..d.H..>..-......~
9B+.V....y......V...'...%}.q.......ovU..<.5.Z8.r.AW....z.M...TC......IEND.B`.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\RE4DsDH[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 34 x 32, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 229

Entropy (8bit): 6.679979866612799

Encrypted: false

SSDEEP: 6:6v/lhPs0RTF6i49KIR6gxqsOC4ceq/SJp:6v/7k0TF6VcxgxHOYi

MD5: F36D3DEC08CF00ED604C6CB590D31598

SHA1: 6B412FFCD8A37E7779304E965601FF5F9903705C

SHA-256: 40369EB6D15ACC90B7F9AE54C39528FE5C11E0C56693E5287A53B28C50694968

SHA-512: 23340A1D5E40CFA532AA9DE05DAFE104EB5D61AB384AD254E33E4E50EF4600D8205B8786794B0DBC6686DE8BA9926B8718EE8926863FE4C019D18388488C0450

Malicious: false

Reputation: low

IE Cache URL: https://img-prod-cms-rt-microsoft-com.akamaized.net/cms/api/am/imageFileData/RE4DsDH

Preview:
.PNG........IHDR..."... .....w.......sRGB.........IDATX....0.D........=....U.E8....v...249^+jCH.=.iZ.w..Nh.o.f.6.$3...x".E.$|..O.......i`y.3.+fL....h7#V...L[..{......a3?[...gU.......u&D...u&
."Q.O..k....T....w....IEND.B`.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\RE4IMai[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 145 x 26, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 4430

Entropy (8bit): 7.933083406371269
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Encrypted: false

SSDEEP: 96:juVRGu2UrHPzBlnc73gaiC5cp70ejGPcEZuouGgGFXlLuCq:SRF2eLPnc7E7podPcEZXhXpq

MD5: 3AF66FE84DAF0689BEDA3776B70BE583

SHA1: 51EC234E42BFC6D484A72C973915106CA289AC91

SHA-256: C19EB0313E2CE17312DEACD6BC7910077EE50471A95063821480431513F81DDF

SHA-512: E313C745A65C5853CFC8083BA4416D8DC03473BC8106B3ECC03B30A14D17B6A51D7EB2BFCBE8C95BDE9AAB802FF4F1F309F181EF2E135827630541104C884884

Malicious: false

Reputation: low

IE Cache URL: https://img-prod-cms-rt-microsoft-com.akamaized.net/cms/api/am/imageFileData/RE4IMai

Preview:
.PNG........IHDR................8....sRGB........DeXIfMM.*.......i........................................................C.i.....IDATh..9.tTE...[zIg_.!f#!.k...@2...#:3..eQ@... ...1*(...$*..u.......r.Y.d.....f!
Iw..o...P..N'.G..|.9..{W.w..}.s=>s. .Bs......S\.)7......~"j,.<........1...,.....o..:3..;)..@A..2......M..\&..w...6mi..`.k........].oic.LX..6h...k.k.et.;.E.].R.F7..+.1.`._..]._.8.|../.....N8B..g....6..
.'.sp.....?....:X.):..y_.g....$...k..qZ~usu'..$.D|..0&j........8..j..:.>PQm6....y(..|tr..J#.qLj....n...VU....Z........Hv.f.7..|..U.:~...^..[CQ.3....'.w..k6..q..g...Q......),f+....U.>H.(..xt.Y.NT.}.P..
..Q...EU..FG.......9.!z......j...1:.T5U.....511...e....EEo.9Qy...~.......w.".U..5o;.....J..,...v5qhTP..3..........@x.s...jqV..|.0......!&..C;.UQ]..@..#+......9\.J-.c......{..u-.j.. ..&....9.(..1.8#.uA
\P#b95R.....pS...%...\~d.z..."#.'Y.g..u!b..F;.&|Q.}T......l+....7..,.5F......".._....q.<.y.%.c.2d....$#.r).uf...$.$I.2-Qu....[.d..../..7.....^......f..~>

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\RE4IMai[1].png

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\RE4IQAK[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 170 x 31, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 3077

Entropy (8bit): 7.873191513853013

Encrypted: false

SSDEEP: 96:b1/9AW4GjzprfmeiMgyb1lU1lZvYy16CB:d9Tj1uty5likel

MD5: 42390F008AD333ED4025A7352A294F85

SHA1: C441B311AD903A12D06222DDBC8DF2B4C8EFC766

SHA-256: 9B02D1E11C652045088E7FB3AF91F0AAF1B9A83D8317B5F7C48894933B95C756

SHA-512: D224F6FE9CE5C480C981B5407F9DE722C9B2891E7199DE5AB70B0529E12199F9CB8F9DB1931D3048672BC430FFB1186C5B2DD8AEC9CB0D7DD78097C0ADBD4D
33

Malicious: false

Reputation: low

IE Cache URL: https://img-prod-cms-rt-microsoft-com.akamaized.net/cms/api/am/imageFileData/RE4IQAK

Preview:
.PNG........IHDR.............wqVD....sRGB........DeXIfMM.*.......i.........................................................WY....oIDATx..........W.K.. I.x....(E=. U...j...*.(}...Q#.S%.2..Q..IB<.E.$...
..X.4..w..\.d...w.n6i...N>.?....w~......R..H-.Z .@.X ...........s.,.|6.,.fF...f...lQ.4.Z.s-P.ZB.PWw.5.....UxjU..} ...W.>m.Z.....l........Q[[...:.Z<.@G-..9Uj.....;.Aw#....R......Y...a.v....].
..U.ay6.|.......z.0..a....2Do........VUa....vu..N.......9j..[.....b...K...4..L......k..I.M.o+.'`.$u..a......<.OC<a...].......@5..m..s...F.'P.....Sa"X.....y.\.B..~...m..Ei...O.......'B.3.u..%.s8...[.oC
.....c...G.+...}.6.sx.VB..Q.....a2L......C...p#...a....Lp.j0\...)...5.....pI..._.b..n...k.a..t8..r....!:..H_.n..x..a ...z.<./@{.......'......tT.y9....X..............O./.]........h..j...4...x. ....._r..........Q
u.&...^.#..PG:..Z:st..C.\...Yc..t@.p..y..qL.M;.y..w...1o...g.+......#.2...|..E.Ts!.5....Lk....z/.u`.O!.}.i....s=...:.No.....7.^...Kg...u.%.m....1..{.a.Q..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\VersionManager[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with CRLF, CR, LF line terminators

Category: downloaded

Size (bytes): 2754

Entropy (8bit): 5.2306011992640284

Encrypted: false

SSDEEP: 48:HyU+HoKCTt8tVt+3WEQfNgdG8ZszvVCpYXyZy8c41tztRtoiX0y+vAkiuYP3POtr:HyURBm/VC48Zsz4p04fhjhGvAkiRn0PT

MD5: A6A9FB0C0E24639A986B093E51BEE2B1

SHA1: F7D731D43F815D4E39FAED0C0EF3873FCAB856C8

SHA-256: CA8A0857A6E38A050D1F606EDD058FBFED47849C2CDEA98B554C173D64E4E2FA

SHA-512: E019C27B3D687F213EE24DEA708DC3F1CD1371BDCC0A33BE74F2F02F4FE164EC6140869DB408735B74AD63034D1C00C090300B845A95E3A0718F8B9946BA78F1

Malicious: false

Reputation: low

IE Cache URL: https://www.arcgis.com/apps/webappviewer/widgets/Search/VersionManager.js?wab_dv=2.19

Preview:
// All material copyright ESRI, All Rights Reserved, unless otherwise specified...// See http://js.arcgis.com/3.15/esri/copyright.txt and http://www.arcgis.com/apps/webap
pbuilder/copyright.txt for details....//>>built.define(["jimu/shared/BaseVersionManager"],function(k){function f(){this.versions=[{version:"1.0",upgrader:function(a){return a}},
{version:"1.1",upgrader:function(a){return a}},{version:"1.2",upgrader:function(a){return a}},{version:"1.3",upgrader:function(a){var c={sources:[]};if(!a.geocoder)return c;
a=a.geocoder;var b=null;if(a.arcgisGeocoder){b={};if("[object Object]"===Object.prototype.toString.call(a.arcgisGeocoder)){for(var e in a.arcgisGeocoder)b[e]=a.
arcgisGeocoder[e];b.url=b.url||"https://geocode.arcgis.com/arcgis/rest/services/World/GeocodeServer";.b.singleLineFieldName=b.singleLineFieldName||"SingleLine";
b.name=b.name||"Esri World Geocoder"}else"boolean"===typeof a.arcgisGeocoder&&(b.url="https://geocode.arcgis.com/arcgis/rest/services/World/GeocodeSer
ver",b.nam

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\VersionManager[2].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with CRLF, CR, LF line terminators

Category: downloaded

Size (bytes): 950

Entropy (8bit): 5.0483956490839725
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Encrypted: false

SSDEEP: 24:HyUwv9HoK10T93893V93+93v934934193z93R9Bo93P39NsVI:HyU+HoKmTt8tVt+tvt4t41tztRPotP31

MD5: 356EE4485141807219BBA0ED565991E7

SHA1: 3BDAA81B586AE90B0ADEE831E12DED4DA943374B

SHA-256: 6C74087338BC911C9D3EDF759AF8E30456075B66C2F4D790E70EE796B54322B3

SHA-512: 64D59FA1CAC2204EA4C23879CEDFA1E32F5F5FB4BE48796A866015DC1F8EF96BDBC66B329E153A8434946AB89B0EB3BC4589892AFD3C0B8202CAA0EF3672331
B

Malicious: false

Reputation: low

IE Cache URL: https://www.arcgis.com/apps/webappviewer/widgets/Coordinate/VersionManager.js?wab_dv=2.19

Preview:
// All material copyright ESRI, All Rights Reserved, unless otherwise specified...// See http://js.arcgis.com/3.15/esri/copyright.txt and http://www.arcgis.com/apps/webap
pbuilder/copyright.txt for details....//>>built.define(["jimu/shared/BaseVersionManager"],function(c){function b(){this.versions=[{version:"1.0",upgrader:function(a){return a}},
{version:"1.1",upgrader:function(a){return a}},{version:"1.2",upgrader:function(a){return a}},{version:"1.3",upgrader:function(a){return a}},{version:"1.4",upgrader:function(a)
{return a}},{version:"2.0Beta",upgrader:function(a){return a}},{version:"2.0",upgrader:function(a){return a}},{version:"2.0.1",upgrader:function(a){return a}},{version:"2.1",upg
rader:function(a){return a}},.{version:"2.2",upgrader:function(a){return a}},{version:"2.3",upgrader:function(a){a&&"undefined"===typeof a.displayOrderLonLat&&(a.displayO
rderLonLat=!1);return a}}]}b.prototype=new c;return b.prototype.constructor=b});

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\VersionManager[2].js

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\VersionManager[3].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with CRLF, CR, LF line terminators

Category: downloaded

Size (bytes): 1373

Entropy (8bit): 4.9532223316581465

Encrypted: false

SSDEEP: 24:HyUwv9HoK10T93893V93+93v934934193z93R9Bo93P393O93l93M93j93S93J3c:HyU+HoKmTt8tVt+tvt4t41tztRPotP3N

MD5: F383F36A6B7336CC6150FF6C302E21E7

SHA1: 62EDCBB10BD484CF8E7F40300646AE15C3B31DD0

SHA-256: 295D4EA551088A954778362BC4960E984904604DB17DBA633A6C2D6AB4ADCB9D

SHA-512: 4AD353B76BB8897473F85798E1195946AA699450A367DE395DA2F566737D42E4708EE23C05BC01D84B205CC3790CB317EF3B4B9B4E5D701FC21A7458F66E727C

Malicious: false

Reputation: low

IE Cache URL: https://www.arcgis.com/apps/webappviewer/widgets/OverviewMap/VersionManager.js?wab_dv=2.19

Preview:
// All material copyright ESRI, All Rights Reserved, unless otherwise specified...// See http://js.arcgis.com/3.15/esri/copyright.txt and http://www.arcgis.com/apps/webap
pbuilder/copyright.txt for details....//>>built.define(["jimu/shared/BaseVersionManager"],function(c){function b(){this.versions=[{version:"1.0",upgrader:function(a){return a}},
{version:"1.1",upgrader:function(a){return a}},{version:"1.2",upgrader:function(a){return a}},{version:"1.3",upgrader:function(a){return a}},{version:"1.4",upgrader:function(a)
{return a}},{version:"2.0Beta",upgrader:function(a){return a}},{version:"2.0",upgrader:function(a){return a}},{version:"2.0.1",upgrader:function(a){return a}},{version:"2.1",upg
rader:function(a){return a}},.{version:"2.2",upgrader:function(a){return a}},{version:"2.3",upgrader:function(a){return a}},{version:"2.4",upgrader:function(a){return a}},
{version:"2.5",upgrader:function(a){return a}},{version:"2.6",upgrader:function(a){return a}},{version:"2.7",upgrader:function(a)

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\Widget[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with CRLF, CR, LF line terminators

Category: downloaded

Size (bytes): 34295

Entropy (8bit): 5.355941845929964

Encrypted: false

SSDEEP: 768:6kR02laMtiTlj88CCZ0dC+QODlJIrVTbJHRxVE3VuVZRet7KYgk:42lAj+QODlJIrVTbJHVE3VuVZRedkk

MD5: FD69F4E819EB3493124E954DDC94DCA4

SHA1: B2DE4D271D0DC6468B34FE21E2B1FCD1AF8F3CD0

SHA-256: 07402F216A408EC0F89C0DDC82D04B40B9C4D7978B43B101A101E75E40A3D150

SHA-512: 3872452ED2DDCA1C870EA2D15CDEBFFB0A4AA1A773746877F011DB579BA49449305BAF5B24A4FE3A3F5CE3B474918253A84E925BB4AD9595474566490BFAEAB
9

Malicious: false

Reputation: low

IE Cache URL: https://www.arcgis.com/apps/webappviewer/themes/FoldableTheme/widgets/HeaderController/Widget.js?wab_dv=2.19

Preview:
// All material copyright ESRI, All Rights Reserved, unless otherwise specified...// See http://js.arcgis.com/3.15/esri/copyright.txt and http://www.arcgis.com/apps/webap
pbuilder/copyright.txt for details....//>>built.require({cache:{"themes/FoldableTheme/widgets/HeaderController/PopupTileNodes":function(){define("dojo/_base/declare dojo/
_base/lang dojo/_base/array dojo/_base/html dojo/on dojo/keys dojo/dom-construct dojo/query dijit/_WidgetBase dijit/_TemplatedMixin jimu/dijit/ViewStack jimu/utils".split(" 
"),function(B,l,A,c,w,n,p,m,D,C,E,y){return B([D,C],{baseClass:"jimu-header-more-popup",templateString:'\x3cdiv\x3e\x3cdiv class\x3d"close" tabindex\x3d"0" data-dojo-a
ttach-point\x3d"closeNode"\x3e\x3c/div\x3e\x3cdiv class\x3d"pages" data-dojo-attach-point\x3d"pagesNode"\x3e\x3c/div\x3e\x3cdiv class\x3d"points jimu-corner-bot
tom"\x3e\x3cdiv class\x3d"points-inner"data-dojo-attach-point\x3d"pointsNode"\x3e\x3c/div\x3e\x3c/div\x3e\x3c/div\x3e',.margin:4,postCreate:function(){this.node

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\Widget[2].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with CRLF, CR, LF line terminators

Category: downloaded

Size (bytes): 612778
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Entropy (8bit): 5.430820679036214

Encrypted: false

SSDEEP: 6144:KMvjSviyRKrN1I0UFzp7OsLYIoDy6uMDKMJPx6vrzkvD/aeZpZsVjGg+pGLcdA:CviyIwUJPcXivdA

MD5: 9D65C12B8B5EDD8BB1C14D08D66AD027

SHA1: 82B4A9DFAADFA1679AF16D74A0DCA2E4BD6EC5E9

SHA-256: ABA700961B3124F0BDF1EFAB639DC37B507AB98C713939B14DF8A63339EAC5AC

SHA-512: 50A0C503AFED240DE2FEC3C1D559B40ED0E5977CAC0EAE42C46392787823702E8D39854C594A953D4D5F4CB0470A3334F0148AC01291FCBDB6246F6F1599CFA0

Malicious: false

Reputation: low

IE Cache URL: https://www.arcgis.com/apps/webappviewer/widgets/NearMe/Widget.js?wab_dv=2.19

Preview:
// All material copyright ESRI, All Rights Reserved, unless otherwise specified...// See http://js.arcgis.com/3.15/esri/copyright.txt and http://www.arcgis.com/apps/webap
pbuilder/copyright.txt for details....//>>built.require({cache:{"widgets/NearMe/utils":function(){define(["dojo/_base/declare","dijit/_WidgetBase","dojo/_base/array","doj
o/_base/lang"],function(V,W,r,Q){return V([W],{map:null,postCreate:function(){},getLayerDetailsFromMap:function(X,R,H){var y={},e;this.map&&this.map.webMapRespo
nse&&this.map.webMapResponse.itemInfo&&this.map.webMapResponse.itemInfo.itemData&&this.map.webMapResponse.itemInfo.itemData.operationalLayers&&r.forEa
ch(this.map.webMapResponse.itemInfo.itemData.operationalLayers,Q.hitch(this,.function(g){g.layerObject&&("ArcGISMapServiceLayer"===g.layerType||"ArcGI
STiledMapServiceLayer"===g.layerType?(e=H&&H.substring(0,H.lastIndexOf("_")),e&&g.id!==e||(y.isMapServer=!0,y.id=g.id+"_"+R,g.visibility&&0<=g.layerObject.visib
leLayers.indexOf(parseInt(R,10))?y.visib

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\Widget[2].js

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\ac-analytics[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 290943

Entropy (8bit): 5.3233212493905695

Encrypted: false

SSDEEP: 3072:34YJ0e9CClwl158cpYtY0/18ElH6B7Xnm0aeTbrVP:XXcpYtYO8UH6B7Xnm0pbrZ

MD5: 39A05C0F815A0B5AC7A8E6F2A4FF6E6E

SHA1: 33A99C2172DFF345A14C7F12771874C36CB7AC31

SHA-256: BF8159C403EC01BD3030FF32135CBB5950F9B17FF45247142B49F7B7C19ED72A

SHA-512: B35CA244AEFCBCD3868DE02EFBBDFDEAF45AB7FE76A1050CD07242F7231A660F1B70B0D193B9F4FC01EC5879C64B0142F32399E0A27FE0AAB2B9112F3592EE
17

Malicious: false

Reputation: low

IE Cache URL: https://www.apple.com/metrics/ac-analytics/2.12.0/scripts/ac-analytics.js

Preview:
require=function(){function r(e,n,t){function o(i,f){if(!n[i]){if(!e[i]){var c="function"==typeof require&&require;if(!f&&c)return c(i,!0);if(u)return u(i,!0);var a=new Error("Cannot 
find module '"+i+"'");throw a.code="MODULE_NOT_FOUND",a}var p=n[i]={exports:{}};e[i][0].call(p.exports,function(r){var n=e[i][1][r];return o(n||r)},p,p.exports,r,e,n,t)}return 
n[i].exports}for(var u="function"==typeof require&&require,i=0;i<t.length;i++)o(t[i]);return o}return r}()({1:[function(require,module,exports){"use strict";Object.defineP
roperty(exports,"__esModule",{value:!0});var e=require("@apple/analytics-utils"),n=require("@apple/analytics-data-layer"),t=require("@apple/analytics-omniture-constants")
,r=function(e){return function(n){return"string"==typeof n?n.slice(0,e):null}},o={path:"/",secure:!0},a=[n.KEYS.PERSISTED,n.KEYS.DEFERRED_BEACON],i=[{name:"btui
d",sanitizers:[e.beaconHelpers.toBeaconSafeVal,r(7)]},{name:t.VARS.EVENTS,sanitizers:[e.beaconHelpers.toBeaconSafeVal,r(150)]},{name:t.VARS.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\ac-globalfooter.built[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 7962

Entropy (8bit): 5.19416568740645

Encrypted: false

SSDEEP: 192:8K1rg9oXwJeUtc7Cgt1oc+G2ZswQPRAHPhk+NKrk:PFwJntWt1oFVUAHuA

MD5: 3E3C9823AEB5264F17E257F367D6B0E7

SHA1: C6554B64E61E378B083E7E1F04781AC6AC29728F

SHA-256: 2E2A0F886042318860883C56FD0B366B74C2C1DE42A6AAA17EAF44CB1FA7EE64

SHA-512: F343A6B916DABCC82D1030BB2EF44D618D3BBFA2D926DF77AEB18D04503688A9666749B474483188EFEEE2F68700E61C976901EBF43426643820BF4FF95CE4F5

Malicious: false

Reputation: low

IE Cache URL: https://www.apple.com/ac/globalfooter/6/en_US/scripts/ac-globalfooter.built.js

Preview:
!function t(e,i,s){function n(c,o){if(!i[c]){if(!e[c]){var a="function"==typeof require&&require;if(!o&&a)return a(c,!0);if(r)return r(c,!0);var l=new Error("Cannot find module '"+
c+"'");throw l.code="MODULE_NOT_FOUND",l}var h=i[c]={exports:{}};e[c][0].call(h.exports,(function(t){return n(e[c][1][t]||t)}),h,h.exports,t,e,i,s)}return i[c].exports}for(var 
r="function"==typeof require&&require,c=0;c<s.length;c++)n(s[c]);return n}({1:[function(t,e,i){"use strict";var s=t(7),n=t(6),r=t(4);function c(t,e){return void 0!==e?!!s(t,e
):!!n(t)}e.exports=r(c),e.exports.original=c},{4:4,6:6,7:7}],2:[function(t,e,i){"use strict";var s=t(3),n={className:"footer"};function r(t,e){e=Object.assign({},n,e),this.el=t,thi
s._selectors={wrapper:"."+e.className,directory:e.directorySelector||"."+e.className+"-directory",mini:e.miniSelector||"."+e.className+"-mini"},this._initializeDirectory(
),this._initializeLangLink()}var c=r.prototype;c._initializeDirectory=function(){if(this._directory=this.el.querySelecto

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\appleicons_text[1].woff
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, TrueType, length 1032, version 1.0

Category: downloaded
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Size (bytes): 1032

Entropy (8bit): 6.965472723181528

Encrypted: false

SSDEEP: 24:cq+HUax4AR4VlrSojyS0bFRQkw2F5oQDV45q9huw:s4AR4hbxuFRQIkq

MD5: DBFB39700C2AE4BE64E11F56F67B8800

SHA1: 594A44BAFBE3C796DCD000C8A8A6EBBDEA553F6B

SHA-256: B36E10199AE62E788FAB5E154B2694409745E146F026219436B71D5BCA185C69

SHA-512: B22AE2A3127C972CD9249AF89759C14B8D36E76A41B1D556BE896E51F8C16DEB22CC612AB02F92C200842269CBB2EE90F78EBDFE683A67ADCF793C5BD7CA4A
74

Malicious: false

Reputation: low

IE Cache URL: https://www.apple.com/ac/globalfooter/6/en_US/assets/ac-footer/legacy/appleicons_text.woff

Preview:
wOFF...............h........................GSUB.......3...B....OS/2...<...C...VM.Nvcmap.......P...~.C..glyf.......C...Pm.9.head.......0...6.&..hhea...D.......$...Lhmtx...d............loca...p...........
(maxp...x....... ....name.......>...j...:post...........D.k|.x.c`d``.b.c.a`tq..a.``a....cNfz"P.....i. f.....#.O.x.c`d..8.......s7...V...`.....X.....4.........?.{.P...Q.(.....I....x....0....@.AA.0T...$o.1x.N.
.+....%.....Z-...s.....2auO7i..>...OE}..M...x.c`d`...1......A.YX...1..w....Ue....M.m.....E..0.9'#3P.......c..<.x.c`d``.....Y..m.2p...E...$.".....:.\..&.(..U..x.c`d``....C.c...0.102..f.s..........h...h
.........(x.c`d```f`c....L@.......|...H.!.x...=N.0.............BBJ?.....:t...iS%..U.p.N..8.G.$........~...s,......Z...Y.....q.t.E...F..;./..x...nq..A..w..\..s...s.....x..t=w...=....EZg2.UQ..<.....l-]H
S....pX..d!Md.Z.N.<l..&"1*.SUX.eJh.v2...Z=.....X..3H...P.......q.=.......FC.....!.gff.....[sn..#.u.....=.9i.n..3nE.]mG...)....I.?t....<.v...x.c`b.........

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\appleicons_text[1].woff

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\appleicons_thin[1].woff
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, TrueType, length 1040, version 1.0

Category: downloaded

Size (bytes): 1040

Entropy (8bit): 6.981832609619338

Encrypted: false

SSDEEP: 24:c2gNIj4AR4VlrSoCQSqHq47Q0N+NT+OOswJeY4J:cIUAR4hbpSqK47QHN9OLgY4J

MD5: 8A25E23850903182FB6FFED7F3E8995C

SHA1: 5F3431C0955717B0FDCCA1561B0BCCC27993FA31

SHA-256: 4E2F6F8E72625B9FD0527439AE9CBD4BA2A64ECC7C0E7788BD959BECC99BE7C2

SHA-512: 5775DCB9341124453E2E98C1CD050B06BC1DD7657FCEBF075067BD713EE6F077DA5C28409CF621699C1708E2F7943609ED58001B5EDF06D91020DE539A5E0A99

Malicious: false

Reputation: low

IE Cache URL: https://www.apple.com/ac/globalfooter/6/en_US/assets/ac-footer/legacy/appleicons_thin.woff

Preview:
wOFF...............p........................GSUB.......3...B....OS/2...<...C...VM.Nvcmap.......P...~.C..glyf.......I...XC.<head.......0...6....hhea...L.......$...Lhmtx...l............loca...x.........
..,maxp........... ....name.......=...j....post...........D.k|.x.c`d``.b.c.a`tq..a.``a....cNfz"P.....i. f.....#.O.x.c`d..8.......s7...V...`.....X.....4.........?.{.P...Q.(.....I....x....0....@.AA.0T...$o.1x.N..
+....%.....Z-...s.....2auO7i..>...OE}..M...x.c`d`...1..............mFU....Y...m..^.Q.Q...P..s2.s2.3........7.Z..T.....x.c`d``.b.y.\..m.2p...E...$."....c..\..&.(.....x.c`d``....C.c...0.002..f.rU.......
..h...h.........,x.c`d```f`c....L@.......|...H.!.x...MJ.@....OlA..e..".....q..\t.mI.I.....i..O.I<.'......&.*.;...{......|!@u.\...p...;......x.......^=.p..7..K.!.=.p...m.O.....o....0.{.#..=.......2K.*Wn.......6l
#..-3..$.7*.......I....T.V.b...y...z/...3..(.>Lt....C"C....+8.+,.8........[....L.b|ffA..Nb.5..`...:..S.h..y........=MB.rw5e0..6...../.kvX...x.c`b...

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\appleicons_ultralight[1].woff
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, TrueType, length 1040, version 1.0

Category: downloaded

Size (bytes): 1040

Entropy (8bit): 7.003951327615274

Encrypted: false

SSDEEP: 24:c2EN9H0A4AR4VlrSoBbkgc/0BQJS1kUadAJ/RwIk5ooqBl:sN9UhAR4hbVkdcBQs1UDI+6l

MD5: 3C9A9A14C68BB979669D2303FEC97AF9

SHA1: 6136F4FD4DC9263938E21439C095248F9E94949C

SHA-256: 17AE1B26C878CAB5A8F0C8FE383995624BDAE60C6DF54CCFD0A302DAA0449392

SHA-512: 1665AF0C43562DD390E271B65D71BF3ABD5DD9252790681DA27D58F6CB45460BB880FEB58D2547EA825063DC5C1C0EE2BF29376CBC64DAB55FE25F04447B9943

Malicious: false

Reputation: low

IE Cache URL: https://www.apple.com/ac/globalfooter/6/en_US/assets/ac-footer/legacy/appleicons_ultralight.woff

Preview:
wOFF........................................GSUB.......3...B....OS/2...<...C...VM.Nvcmap.......P...~.C..glyf.......H...T.k..head.......0...6....hhea...H.......$...Lhmtx...h............loca...t........
...*maxp...|....... ....name.......C.....2u.post...........D.k|.x.c`d``.b.c.a`tq..a.``a....cNfz"P.....i. f.....#.O.x.c`d..8.......s7...V...`.....X.....4.........?.{.P...Q.(.....I....x....0....@.AA.0T.
..$o.1x.N..+....%.....Z-...s.....2auO7i..>...OE}..M...x.c`d`............Q......mFU....%%....x.......P....s2j2.....(..9B).X...x.c`d``..M*_....|e.f...0\.HvE...3.3u....L Q.7B..x.c`d``....C.c...
0.302..f.q^.........h...h.........*x.c`d```f`c....L@.......|...H.!.x...=n.0.._...RU.j...:P)|.. .e`E!8!.-. q..ga..z.>......X?....)....".W.g..W.w<].Mz..!O.w1@..G.#p.......O6D.{*C|.n.......w0.z..x..
{..},#.x.....d..Y..*..[.b.R{.*..mJ].I<...e-m..F...9.S.r.[].D.N*...z'3.o.3..(.z...).GA.D....V.Sq.t...[.....I.s..Kf,....h..?...}G...k..7803.....>.M.)...h*.{;*...7;.3.8..|....N....x.c`b...

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\array.includes[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: downloaded

Size (bytes): 1790

Entropy (8bit): 4.2679205928910715
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Encrypted: false

SSDEEP: 48:3Cm0tXpx3KDv0Hy8JUJUzO/o3DGsJ8xuv:3f0tXbaDkUJYOw3DGsvv

MD5: 6E46B7F8817D604B4D5853F0AF1A917C

SHA1: 87744DF1C6D30AF94244D44C89AC897A27D96A78

SHA-256: DF4622761BDC16A7E5D534E3F197E9F9DC7CFA54B2509A22D444D7FF1A29EB1D

SHA-512: FA4FEBA04A1147F123D55A72723FCF13EDAA4EAFE73DDC007653A66581F2C0B24B7CCAE757BF6F618D27C5D6255F8D06D8F355F7EF2D16EA9F5E6A2A443A435
4

Malicious: false

Reputation: low

IE Cache URL: https://www.arcgis.com/apps/webappviewer/libs/polyfills/array.includes.js

Preview:
/**.. * Array.prototype.includes Polyfill.. */....Object.defineProperty(Array.prototype, "includes", {..    enumerable: false,..    configurable: false,..    writable: false,..    value: 
function (searchElement, fromIndex) {..        if (this == null)..            throw new TypeError("includes called on null or undefined");....        // 1. Let O be ToObject(this valu
e)...        var O = Object(this);....        // 2. Let len be ToLength(? Get(O, "length"))...        len = O.length >>> 0; //">>>0" implements abstract "ToLength"....        // 3. If len is 
0, return false...        if (len === 0)..            return false;....        // 4. Let n be ToInteger(fromIndex)...        var n = fromIndex | 0; // "|0" implements abstract "ToInteger"....        
// 5. If n . 0, then..        //  a. Let k be n...        // 6. Else n < 0,..        //  a. Let k be len + n...        //  b. If k < 0, let k be 0...        var k;..        if (n >= 0)..            k = n;..        
else {..            k = 

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\array.includes[1].js

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\btn-google-play.77bdbc935c58[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 152 x 45, 8-bit colormap, non-interlaced

Category: downloaded

Size (bytes): 2688

Entropy (8bit): 7.840632814976992

Encrypted: false

SSDEEP: 48:3cMbW432+BnZ4RRVpirkTBUeDxucNfTojDoNW9ENwYksn/xBwhGr:s235niRErUUe/M9E+jsn/PwhGr

MD5: 77BDBC935C583F6353BF55A29EE51FA6

SHA1: B42C846FC1A53D35666EB8F7AE1EB178F53C5979

SHA-256: B7B8201F58AF95DFC8D37861C3D950A32DB3412DB70AC22C8D7AFF0450FCFDFE

SHA-512: 59858E900DC07C3694714D80617A33B44EFC7635FD525DF24153E13D3A52F662B0DDBB4ADBEB4801BF65FE52318A04ECAD4660BFBD4A19235C0C9F8DF22DE9A
E

Malicious: false

Reputation: low

IE Cache URL: https://www.mozilla.org/media/img/l10n/en-US/firefox/android/btn-google-play.77bdbc935c58.png

Preview:
.PNG........IHDR.......-.....e.R.....PLTE.........VVV...Liq..............YYY......qqqrrr.....................|||.................................................................^^^###444(((...%%%:::.........777..........
.......ggg...RRR///...[[[...   ...................CCC***......nnnrrr..........GGG..............................VVVMMM.....ubbb,,,222{{{xxx......AAA...PPP..........5I...???XXX....9L.........KKK.+L.....
..7F.............1E.......&=...]......................|===.........666....3Q.,Rttt..w..v.-G.....=...Y....A....1K.oC..j.....i.......1F.+8...a..........."7F..)...+VC.^..m..D.\........y..............R....D,........i.......9
1.W@.......t.!1.................yl.GB.1..!..........aOF..-...m.#L.g...,...M.u....5%6Xh..X......+...y.......^.`;.....j..tc.%."D.%Y.....H.....H]..uuu2......"tRNS........Dp...Ld.......)....A.e......W....
IDATx^..el[[...o..a..3.^#333...............A.slg...n...).(.....9..........tm..._.Z.".k^......t.....n...ay%.....0.e....*n..b.%....ne..V...

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\commonResources[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with CRLF, CR, LF line terminators

Category: downloaded

Size (bytes): 849568

Entropy (8bit): 5.7541836319459225

Encrypted: false

SSDEEP: 12288:x5FeUS9va8HLphwKvVXyrcP3+Qamuj/H1kjqWOiERRFe43ozYslXyRKvcnfqLOWN:5eUS9DLvCg

MD5: 37A443A6F77C999F2F07A6DAF30FE19D

SHA1: 981704AC3079A03E13A034175D00A4EF4BE1339F

SHA-256: 807201AB8BD1265DE80F730864071C948112A2F64F533C389D1F6935249C89BD

SHA-512: E10BED647858554FE055E32A7D8C8B6DF0EACCC06D32D58FF071BF747890A4C0ED9B7B933D737999B72EE5D985B072D43E38C390B36AB3107B0C3E0CB397CD
E5

Malicious: false

Reputation: low

IE Cache URL: https://www.arcgis.com/apps/webappviewer/dynamic-modules/commonResources.js?wab_dv=2.19

Preview:
// All material copyright ESRI, All Rights Reserved, unless otherwise specified...// See http://js.arcgis.com/3.15/esri/copyright.txt and http://www.arcgis.com/apps/webap
pbuilder/copyright.txt for details....//>>built.require({cache:{"dynamic-modules/commonWidgets":function(){define([],1)},"widgets/ZoomSlider/Widget":function(){define("do
jo/_base/declare dojo/_base/lang jimu/BaseWidget dojo/_base/html jimu/utils dijit/Tooltip dojo/keys dojo/on".split(" "),function(I,h,p,n,q,k,e,a){return I([p],{name:"Zoom
Slider",baseClass:"jimu-widget-zoomslider",_disabledClass:"jimu-state-disabled",_verticalClass:"vertical",_horizontalClass:"horizontal",_floatClass:"jimu-float-leading",_
cornerTop:"jimu-corner-top",_cornerBottom:"jimu-corner-bottom",._cornerLeading:"jimu-corner-leading",_cornerTrailing:"jimu-corner-trailing",moveTopOnActive:!1,p
ostMixInProperties:function(){this.jimuCommonNls=window.jimuNls.common},postCreate:function(){this.inherited(arguments);this.own(a(this.map,"zoom-end",h.hitch(t

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\config[1].json
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with CRLF line terminators

Category: downloaded

Size (bytes): 121
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Entropy (8bit): 3.906784853763206

Encrypted: false

SSDEEP: 3:3HIyAAbWf1FziC//ApEL3vFNozHIjc8flIo17y:3HIpYiFGefFNoznWV17y

MD5: 0BF4DEC57482663385E2D5E7EC863CBB

SHA1: 70E2A9379E3C47313E10E470EFA0BCF9334329C2

SHA-256: D12DDC308D3DD865FBE4B2A7A5B7D79CCA005337EDDBBC78B2A7674E85477EE9

SHA-512: A675C474D9FB67F20C23ACADD383FC4142BE51769F1BC33F8DE313DC675B7DD1244F2165D20978A6C4FED2D62FEE61DEF9F07FE39B429D2BB0B847026A4AE10
8

Malicious: false

Reputation: low

IE Cache URL: https://www.arcgis.com/apps/webappviewer/widgets/OverviewMap/config.json?wab_dv=2.19

Preview:
{..  "overviewMap":{..    "visible": false,..    "baseLayer": {..      "url": "",..      "type": "baseMap"..    }..  }..}

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\config[1].json

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\config[2].json
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with no line terminators

Category: downloaded

Size (bytes): 2

Entropy (8bit): 1.0

Encrypted: false

SSDEEP: 3:H:H

MD5: 99914B932BD37A50B983C5E7C90AE93B

SHA1: BF21A9E8FBC5A3846FB05B4FA0859E0917B2202F

SHA-256: 44136FA355B3678A1146AD16F7E8649E94FB4FC21FE77E8310C060F61CAAFF8A

SHA-512: 27C74670ADB75075FAD058D5CEAF7B20C4E7786C83BAE8A32F626F9782AF34C9A33C2046EF60FD2A7878D378E29FEC851806BBD9A67878F3A9F1CDA4830763FD

Malicious: false

Reputation: low

IE Cache URL: https://www.arcgis.com/apps/webappviewer/widgets/Geoprocessing/config.json?wab_dv=2.19

Preview:
{}

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\config[3].json
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with CRLF line terminators

Category: downloaded

Size (bytes): 18

Entropy (8bit): 3.836591668108979

Encrypted: false

SSDEEP: 3:JWXM+1Y:YXMr

MD5: F8F3A66A427BD61637CC0CE835CB5649

SHA1: 61CA1714464DDBFE58B84116D471F9233A521F8D

SHA-256: E2C39EB25D8D9A68732B1B4E05C88C1E6A974083DE03A3E3B3DF43690E70A9B8

SHA-512: 208F226211DD1061C9E969CA476CF2FE31AD8C5E129426A3A963CDBEA4870BB7EAFEABA762427BB07644D0DFAB1156FC67F5EAA74203FE26D8CE002BB89B63
5B

Malicious: false

Reputation: low

IE Cache URL: https://www.arcgis.com/apps/webappviewer/widgets/Chart/config.json?wab_dv=2.19

Preview:
{..."charts":[]..}

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\config[4].json
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with CRLF line terminators

Category: downloaded

Size (bytes): 499

Entropy (8bit): 4.583056325812949

Encrypted: false

SSDEEP: 12:vwXjv8PK1iQdlxj1HbmQBMuQAkHY6o2Vev2ib09bxQJ:oXEQiUxRjMUk4UVPXS

MD5: B92D0D14FF8E027EF72F56ED5D74A263

SHA1: 0FE32FE13F204F5C35ECD893BCC1B3F6BB06306C

SHA-256: F34BF668280C1ECFDA3C401902BC97D53AF33444B1388C81BA9C392341849325

SHA-512: 3D98DB04D4D91381A4EAFBBA12752EC16549AE8AF674F35B6E4C94D567225813A1A7F7C73525BC89C091875739A450A65B301C79B9D8EC5B52661CC1B7D09240

Malicious: false

Reputation: low

IE Cache URL: https://www.arcgis.com/apps/webappviewer/widgets/Directions/config.json?wab_dv=2.19
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Preview:
{..  "routeTaskUrl": "",..  "travelModesUrl": "",..  "trafficLayerUrl": "",..  "geocoderOptions": {..    "autoComplete": true,..    "maxLocations": 6,..    "minCharacters": 3,..    
"searchDelay": 350,..    "arcgisGeocoder": false,..    "geocoders": []..  },..  "routeOptions": {..    "directionsLanguage": "",..    "directionsLengthUnits": "esriKilometers",..    
"impedanceAttribute": ""..  },..  "barrierLayers": {..    "pointLayers": [],..    "polylineLayers": [],..    "polygonLayers": []..  }..}

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\config[4].json

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\config[5].json
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with CRLF line terminators

Category: downloaded

Size (bytes): 451

Entropy (8bit): 4.607685797341859

Encrypted: false

SSDEEP: 12:uG12OSOiOSY+MMpjhpJETgy7izcRua90gj7THOUL9LX99u9W9:uG12OdiORspvJ4CzcigbHOULZm89

MD5: 1A74B17198926BEF79FD914A3C6C8CFD

SHA1: 6DDDC265954AB25758E426311683129EE4FFCFF7

SHA-256: F75FD3C7D7123203DFBF3B6E2266CE1DE62AC626B512841DA8AB70552B77B7CC

SHA-512: 0BB9ADAA128C053E2201CEEFE56D2A3B36CB662B27ED7E3B727A2B3233F02F2E0B385E5874F0B3470F49ED8DF5E7FCBE1A1471BFAD14125078B42E0260A7CA
5A

Malicious: false

Reputation: low

IE Cache URL: https://www.arcgis.com/apps/webappviewer/widgets/Edit/config.json?wab_dv=2.19

Preview:
{..  "editor": {..    "enableUndoRedo": true,..    "toolbarVisible": true,..    "toolbarOptions": {..      "mergeVisible": false,..      "cutVisible": false,..      "reshapeVisible": false..    
},..    "honorSettingOfWebmap": false,..    "layerInfos": [],..    "tableInfos": [],..    "useFilterEdit": false,..    "autoApplyEditWhenGeometryIsMoved": false,..    "snapping
Tolerance": 15,..    "popupTolerance": 5,..    "stickyMoveTolerance": 0..  }..}..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\config[6].json
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with CRLF line terminators

Category: downloaded

Size (bytes): 905

Entropy (8bit): 4.419097779282597

Encrypted: false

SSDEEP: 12:UWcxt6kcqvpDxF29sqQt63NkASpUS7kSHY8wOQGSpAV4Z6t6N1zk4ZokeykXU7kF:UWcSUeOwStppoSItnHNm7Qkkodgpy

MD5: 3F0BBDC5E03D6F7D5123F7C4BE0C4AB6

SHA1: 5C96846807C084AE56E56ED8B3E056BF05C67A74

SHA-256: 15A044E4CFAB6BC4E2DBBF35D1841CE8C10A2D213601C31A6FD20C68CA2B25E0

SHA-512: EEA6AD8E3E61DE1516CAAD4F84C784483DEC90D36819DFA61F6D4998E8227D68D1378B54A89F4D6053D9E93E1A3BC90DC52E7EEF299F44A1C2AC83F646EC47
5A

Malicious: false

Reputation: low

IE Cache URL: https://www.arcgis.com/apps/webappviewer/widgets/Draw/config.json?wab_dv=2.19

Preview:
{..  "locationUnits": [{..    "unit": "DEGREES",..    "abbr": "dd"..  }, {..    "unit": "DEGREE-MINUTE-SECOND",..    "abbr": "dms"..  }],..  "distanceUnits": [{..    "unit": "KILOM
ETERS",..    "abbr": "km"..  }, {..    "unit": "MILES",..    "abbr": "mi"..  }, {..    "unit": "METERS",..    "abbr": "m"..  }, {..    "unit": "FEET",..    "abbr": "ft"..  }, {..    "unit": 
"YARDS",..    "abbr": "yd"..  }, {..    "unit": "NAUTICAL_MILES",..    "abbr": "nm"..  }],..  "areaUnits": [{..    "unit": "SQUARE_KILOMETERS",..    "abbr": "sq km"..  }, {..    "u
nit": "SQUARE_MILES",..    "abbr": "sq mi"..  }, {..    "unit": "ACRES",..    "abbr": "ac"..  }, {..    "unit": "HECTARES",..    "abbr": "ha"..  }, {..    "unit": "SQUARE_METERS",..    
"abbr": "sq m"..  }, {..    "unit": "SQUARE_FEET",..    "abbr": "sq ft"..  }, {..    "unit": "SQUARE_YARDS",..    "abbr": "sq yd"..  }],..  "isOperationalLayer": false..}

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\config[7].json
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with CRLF line terminators

Category: downloaded

Size (bytes): 61

Entropy (8bit): 4.487473402852922

Encrypted: false

SSDEEP: 3:3HeOEwbXfeXTFRHf9n:3HerueXT7Hf9

MD5: 891DB43FC1B46E22C45E55EA4EC149FA

SHA1: 938BA1B927E88B00F008029F24DBADFA6CABEC2A

SHA-256: 0A666333D16C220A1F7662380025D0DDCE30B0BBDF8A068222434B96C585630C

SHA-512: 4A269E4630E78B1ED5C32158005CB1D2CA330E004E6A86E0AA6BC7ECB7FC241958768EFEA7377B4DDCCB78269FB5200BE3D98809AA9550D748662B7C8372CBD
E

Malicious: false

Reputation: low

IE Cache URL: https://www.arcgis.com/apps/webappviewer/widgets/Query/config.json?wab_dv=2.19

Preview:
{..  "hideLayersAfterWidgetClosed": true,..  "queries": []..}

Copyright null 2021 Page 33 of 63



C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\config[8].json
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with CRLF line terminators

Category: downloaded

Size (bytes): 209

Entropy (8bit): 4.777509754219125

Encrypted: false

SSDEEP: 6:3H3TdDEQ5+FrDEQ9GvJyJo2DEQlUrDEQWH7DEQPLLH9SoE0xYyn:N565cvMmk5lm5a51SoE0xV

MD5: DD204DF397496AABF581254B6774B61B

SHA1: E67E129AEE654D5764E08EB8CAD967063EF3D64A

SHA-256: DA54D048E39ED289644082AA207068CA94547B414B5C0001B6C931A5DDD3A5CF

SHA-512: 31FF5670C3BAF21765B9C3D847C1795A2C8B286DAD848C7B65160F7E29A7085B854AE307EC6F891A1F3895BC9ED98BB0DC50CB23D099EDC67F1C73C1ED4B5A
B5

Malicious: false

Reputation: low

IE Cache URL: https://www.arcgis.com/apps/webappviewer/widgets/Print/config.json?wab_dv=2.19

Preview:
{..  "serviceURL": "",..  "defaultTitle": "ArcGIS Web Map",..  "defaultAuthor": "ArcGIS Web AppBuilder",..  "defaultCopyright": "",..  "defaultFormat": "PDF",..  "defaultLayout": 
"Letter ANSI A Landscape"..}..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\config[9].json
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with CRLF line terminators

Category: downloaded

Size (bytes): 96

Entropy (8bit): 4.318326277868878

Encrypted: false

SSDEEP: 3:3Hh1JkYYCm+FqmfFxiFqG1ryvY:3Hh1Jk4l0mtxi0G1rJ

MD5: 48CE372CAB07AA057669B061B94FAF10

SHA1: 2EA1D3D6CAB4E5D6B4895DA404F284F52003C8AD

SHA-256: D903D2180BE338FB0159FEC9D6953884AB7493634C7DE898EA4AA85AC8B22F01

SHA-512: FBDC373DCF74955760F04CB6B96D0380A2D100FBB58FC3BF06433B7653099E7C7E39BE7EE32686EDD5FFCD36E0ED140F29209E69E4EA6722C3FF00643CAFDD6
A

Malicious: false

Reputation: low

IE Cache URL: https://www.arcgis.com/apps/webappviewer/widgets/Measurement/config.json?wab_dv=2.19

Preview:
{..  "measurement": {},..  "showArea": true,..  "showDistance": true,..  "showLocation": true..}

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\connection.1f5bf9566286[1].svg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: SVG Scalable Vector Graphics image

Category: downloaded

Size (bytes): 1700

Entropy (8bit): 3.8573583266710845

Encrypted: false

SSDEEP: 48:CG43wFS2OlR4OSVBf0qjGItXmZtBFGItk:Gl7SVGC23Vk

MD5: 1F5BF95662868BF9F81B7C7837A424DD

SHA1: DE06A1D49AD5E4AFDAE7B131C0D254DFFC579EA3

SHA-256: D0B39421877D7A48CB29A82A4F6C79A7A8D9A239351DC84B7B3854C52128BF67

SHA-512: AED3288015390C83C51A8EE2B52ACE20202B86826DB79202E345B802F1B9E9435CF4E513EDCC2BA1676D4DF04AC4151AFD2F242F9DC603E1C3593C233A2FA3C
D

Malicious: false

Reputation: low

IE Cache URL: https://www.mozilla.org/media/img/icons/connection.1f5bf9566286.svg

Preview:
<svg xmlns="http://www.w3.org/2000/svg" viewBox="0 0 38.41 41.33" width="38" height="41">.<path fill="#ffffff" d="M37.84,17.86a7.2,7.2,0,0,0-6.64-4.4,7.16,7.16,0,0,0-
6,3.17,7.08,7.08,0,0,0-.95,2.09H14.14a5.12,5.12,0,0,0-.29-.86,4.79,4.79,0,0,0-.4-.78l3.62-3.62h0a7.18,7.18,0,0,0,3.59.95,7.08,7.08,0,0,0,2.8-.57A7.21,7.21,0,0,0,27.
88,7.2a7.21,7.21,0,0,0-3.18-6,7.18,7.18,0,0,0-4-1.23,7.34,7.34,0,0,0-2.81.56,7.2,7.2,0,0,0-4.4,6.64A7.13,7.13,0,0,0,14,10a7,7,0,0,0,.33.67l-3.67,3.67a7.2,7.2,0,0,0-3.48-.
89,7.16,7.16,0,0,0-6,3.17,7.26,7.26,0,0,0-1.23,4,7.13,7.13,0,0,0,.57,2.81,7.23,7.23,0,0,0,2.61,3.17,7.16,7.16,0,0,0,4,1.23,7.21,7.21,0,0,0,6-3.18,6.69,6.69,0,0,0,1-2.08H2
4.26a6.24,6.24,0,0,0,.3.86,7,7,0,0,0,.33.67l-3.67,3.67a7.17,7.17,0,0,0-3.48-.89,7.16,7.16,0,0,0-6,3.17,7.26,7.26,0,0,0-1.23,4,7.13,7.13,0,0,0,.57,2.81,7.29,7.29,0,0,0,2.6
1,3.17,7.22,7.22,0,0,0,11.24-6,7.26,7.26,0,0,0-.57-2.8c-.12-.27-.25-.54-.39-.79l3.61-3.61h0a7.18,7.18,0,0,0,3.59.95,7.23,7.23,0,0,0,7.21-7.21A7.26,7.26,0,0,0,37

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\continuity_hero_screen_icloud__e7n03q8kloii_large_2x[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 2554x1132, frames 3

Category: downloaded

Size (bytes): 482578

Entropy (8bit): 7.954290958309879
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Encrypted: false

SSDEEP: 12288:N/gENkFOTQWH6f4ckt666sQnsM+j/ROq0GNVty52a0:NRkKafW666VsM+FOqHN6r0

MD5: 02CD190DDE58568B3D3A8302A20AE64A

SHA1: BBFDF3392A1046C098738D1528C847EE280486BA

SHA-256: 253EF643080EEDAC78CDFC68E92CA9E955B5BA685D93AC3F6C2A96F505715FA0

SHA-512: D2DF684CFA379D0C2E2BFF7C8D4DD7ACFA10D4699E9903F2BA798FF55E1E612B5B8F19609018AABF0CDBCF0E2CDCDEAE98DC1511D54E77C1853662F7668C20
45

Malicious: false

Reputation: low

IE Cache URL: https://www.apple.com/v/safari/m/images/overview/continuity_hero_screen_icloud__e7n03q8kloii_large_2x.jpg

Preview:
......JFIF.............C....................................................................C.......................................................................l.....................................................................................p.........
.........................................................................................................................................................k..#.a.. ....@... ...$.. ......A... .....D.A ..."...@......... ........$..$..H ....... .. .A ....
.$..G.9t..$..................................................C.G..x.A....................................................................I%.;.t..................................................O..7)..$.H ..............................................
.......... ..... ........>...>................................................R>@.........................................................................'P}.................................................L..... ..$.@...................

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\continuity_hero_screen_icloud__e7n03q8kloii_large_2x[1].jpg

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\continuity_hero_screen_reading__2iflwogjt3mi_large_2x[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 2554x1132, frames 3

Category: downloaded

Size (bytes): 437739

Entropy (8bit): 7.941201435921801

Encrypted: false

SSDEEP: 12288:UBXXHnK89fSoM5Set8fTfGQwGpSOkutdggG86664666666d6UEEFgJ2Q/D4s:GXHtmrOfGQwGkOkSdbR6664666666d6v

MD5: D7F2B91CF4EF939E995AD0558A855859

SHA1: 5498792B0D650B50B571BCA6EF25BF6C54BC44D3

SHA-256: 54523381B0E397F1826F1067969E1816F1BD1498847617F7F0C0DF03DB9B1FE3

SHA-512: DF7B43884FFE7289F5A51423D5107791A4C6FECFF6848DD9C034BBE7966CED60A8CD54F2BD6518F8535A8A1BE34D3BBD77DCDE084EFECE695B510DB415C9C8
67

Malicious: false

Reputation: low

IE Cache URL: https://www.apple.com/v/safari/m/images/overview/continuity_hero_screen_reading__2iflwogjt3mi_large_2x.jpg

Preview:
......JFIF.............C....................................................................C.......................................................................l.....................................................................................p.........
......................................................................................................................................................S.s..j... .H... ...I ..........@..A ..%H....A....) ..$..R.$.....$.A*@...$..$..P@..H..V.. .
........I..%....:K..................................................C.._<` ....................................................................$.x.'.OH.................................................S.g.. ....... ....................................
......................A$.......\..UO\................................................x..........................................................................@.....................................................L.....H..A .......................

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\continuity_hero_screen_tab__gjv2o4kou5aq_large_2x[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 2554x1132, frames 3

Category: downloaded

Size (bytes): 362272

Entropy (8bit): 7.855313911625789

Encrypted: false

SSDEEP: 6144:/sAMg2jjylCLD4xl8BBhTQUaFMfEm/MI3SbbbbbbbXauaFrmU07sbO2lQCbmON6B:kAJ2jOloDAOdQdyfVs7aFr1csJQCJoB

MD5: 53DE3F9FF7612006790C9152E5988454

SHA1: 92ECAE88ECCACAB00C787A2BB2DEABA0553C115F

SHA-256: 456311EEDE2BD876DDB1CE69C3A04FCDF497268AA7F315105A6E2B098C505FBE

SHA-512: F94E0F1868EC3075172B8F84698B520D8EA0F0F7A04609BD1DDBDBE53F36EED0F01BFA348B6D5851586C704547D94297D497725BE1721318BA79B7CC6F0673EC

Malicious: false

Reputation: low

IE Cache URL: https://www.apple.com/v/safari/m/images/overview/continuity_hero_screen_tab__gjv2o4kou5aq_large_2x.jpg

Preview:
......JFIF.............C....................................................................C.......................................................................l.....................................................................................p.........
.......................................................................................................................................................^W%a.j1XA.....A ...@...H.H...... .@..J..$)$.....RA .H....H.....H..T....H..H..... 
....$.@...$...D ...L..ihY/X................................................9...!|....................................................................$.N...=".....................................................@.....$.A ............................
.........................$....H$..... .>...r...............................................x..........................................................................@.....p.................................................#... ..$.@.......................

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\current-location[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 42 x 42, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 2015

Entropy (8bit): 7.434648843106296

Encrypted: false

SSDEEP: 24:fy1he91Wwjx82lY2T3ouVPaHyJ3Veq0MESGJB2sJIFmQJfgaAacnLfUoI06xR8ms:fwqQNn2xFJ3nHM26Md2a0Ur06vZI3t2s

MD5: 5A6C183C54683CFF6D22ABDA5CE396C7
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SHA1: 51046DED28ECF711C4BA05620DB86D8531863EBC

SHA-256: 707D3348016314CEA218F7CD1739A7494784F45467FCC340498B9F7495410233

SHA-512: ED1CD6FF7AC060AB73219345E7723745A1172F9AC2D73EAF66DC6F5E5F3224AC37D0900DDCA8ED2763AD4B484D237D6F85C3125BF1DA32262274FF0699EB13E
C

Malicious: false

Reputation: low

IE Cache URL: https://www.arcgis.com/apps/webappviewer/widgets/NearMe/images/current-location.png

Preview:
.PNG........IHDR...*...*........[....tEXtSoftware.Adobe ImageReadyq.e<..."iTXtXML:com.adobe.xmp.....<?xpacket begin="." id="W5M0MpCehiHzreSzNTczkc9d"?> <x:xmpme
ta xmlns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.3-c011 66.145661, 2012/02/06-14:56:27        "> <rdf:RDF xmlns:rdf="http://www.w3.org/1999/02/22-rdf-syntax-
ns#"> <rdf:Description rdf:about="" xmlns:xmp="http://ns.adobe.com/xap/1.0/" xmlns:xmpMM="http://ns.adobe.com/xap/1.0/mm/" xmlns:stRef="http://ns.adobe.com/xa
p/1.0/sType/ResourceRef#" xmp:CreatorTool="Adobe Photoshop CS6 (Windows)" xmpMM:InstanceID="xmp.iid:0EC0E8E9FC4811E8990EA91CB3B73A3C" xmpMM:
DocumentID="xmp.did:0EC0E8EAFC4811E8990EA91CB3B73A3C"> <xmpMM:DerivedFrom stRef:instanceID="xmp.iid:0EC0E8E7FC4811E8990EA91CB3B73A3C" 
stRef:documentID="xmp.did:0EC0E8E8FC4811E8990EA91CB3B73A3C"/> </rdf:Description> </rdf:RDF> </x:xmpmeta> <?xpacket end="r"?>..7....SIDATx..iHTQ..g
.)*.2*,.....l..V..%.C...|.. "...l...E)..P...Z(-i_.2.6.."....?x.N.Y.tf..`.}o....{.=.<kbb..?,..^

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\current-location[1].png

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\customization_hero_3__dtteizfc6vwy_large_2x[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 2428x1422, frames 3

Category: downloaded

Size (bytes): 319412

Entropy (8bit): 7.895910750301054

Encrypted: false

SSDEEP: 6144:5iecCYnqnGzm2LYtEEEEEEEERSmEzKYwEnvaznM4A2hzRqjc74QyRkO0M/:lY9m2LYtEEEEEEEEAmGgEcnMxxcMvRz

MD5: 275D536E840B09BEC97242BE1561BF9E

SHA1: 309DECDF39141E593FB78E8D643E07984ACB2E59

SHA-256: B18B83420083332F51BA458729DB0F4E3DA37046DEAC96A2798435EB87FFEEA8

SHA-512: B695E65DA58739ED3B68E52F10FCE3FA5EE9130F2C42F024BF67981171080F1E4DF966B17D88F3F1B38D9CA51AFBA890AE7148C68434679E88E657E37E31B097

Malicious: false

Reputation: low

IE Cache URL: https://www.apple.com/v/safari/m/images/overview/customization_hero_3__dtteizfc6vwy_large_2x.jpg

Preview:
......JFIF.............C....................................................................C.........................................................................|....................................................................................p.............
<.Ru.............. ... ......P.P.P@........... ..........R..........@(..P.....(.(......)...R...R........R..q..........................!.&..#.u......................................................................................(...I.6
CvL..........................|..!.........................................................................................w...)./0......................9.C..............................................9.H.............................................t..l.......
...................\`............................................S..................................................}d.......................O..1:@............................................r!..........................................

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\data[1].txt
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 59793

Entropy (8bit): 5.942114329924773

Encrypted: false

SSDEEP: 768:RgpCsuQigTmquC7R9zouNubTRCPTOdTmzIX8cd:67uQ5SC7wRAPTOSzkd

MD5: 1B03F9F39A19987CF1289EBFB8A24BF0

SHA1: A387103C93ABCFFCC7344DFF945F2BCA8C190F25

SHA-256: 9DF633A4E9457A376B3889A488BEFF74489FFBACB7592CD00DF4102057ED79D0

SHA-512: F8542149F58E33C476721730D5C43FEFBD623300DE4193FFFD066F3486B55BD1CA96ACB396DCFB517788180035DA7E34FA19E064F785AC73574970ACE08BC488

Malicious: false

Reputation: low

IE Cache URL: https://www.arcgis.com/sharing/rest/content/items/9c2cd4575624417fa56fd084a7ee4dd9/data?f=json

Preview:
{"theme":{"name":"FoldableTheme","styles":["default","black","green","cyan","red","purple","blue","yellow"],"version":"2.16","sharedTheme":{"useHeader":true,"useLogo":fal
se,"isPortalSupport":true},"customStyles":{}},"portalUrl":"https://nvlcb.maps.arcgis.com","appId":"","authorizedCrossOriginDomains":[],"title":"Who's My Legislator / What's 
My District","subtitle":"","keepAppState":false,"logo":"https://nvlcb.maps.arcgis.com/sharing/rest/content/items/${itemId}/resources/inConfig/09430042520939086.png","g
eometryService":"https://utility.arcgisonline.com/arcgis/rest/services/Geometry/GeometryServer","links":[],"widgetOnScreen":{"widgets":[{"uri":"themes/FoldableT
heme/widgets/HeaderController/Widget","position":{"left":0,"top":0,"right":0,"height":40,"relativeTo":"browser"},"version":"2.19","id":"themes_FoldableTheme_wid
gets_HeaderController_Widget_50","name":"HeaderController"},{"uri":"widgets/Scalebar/Widget","position":{"left":7,"bottom":25,"relativeTo":"map"},"version":"2.19","id":"w

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\daylight-promo-banner.8eaf5f4b2482[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 1031

Entropy (8bit): 5.053870314806313

Encrypted: false

SSDEEP: 24:aNhhrzmNFGUI45lI9RR7lqyr9PrdORRvGCuB:aNhh3mNIURm4AAuB

MD5: 8EAF5F4B248247A63274551E9FB8F5C9
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SHA1: 82D325B9C7AA392528450EDDEFCFD3799C5B4899

SHA-256: 52C0655F4780FD3BE09D8A0D0D20DF976BB9E8D14F2EE49BA7914D91B51097F6

SHA-512: 1E5AC4F42BBC00BAA0A6CA02F4C03F5B12BA05AF012DEAD0ECD5C7333BF6AD49A6D84BF1F85939019537B6AFB24A8A6D73FD26F2E51B1868C6C6EACCD7274
8A5

Malicious: false

Reputation: low

IE Cache URL: https://www.mozilla.org/media/js/BUNDLES/daylight-promo-banner.8eaf5f4b2482.js

Preview:
"undefined"==typeof window.Mozilla&&(window.Mozilla={}),function(){"use strict";var n,o={setCookie:function(e){var i=new Date;i.setTime(i.getTime()+864e5),Mozil
la.Cookies.setItem(e,!0,i.toUTCString(),"/")},hasCookie:function(e){return Mozilla.Cookies.hasItem(e)},close:function(){n.parentNode.removeChild(n),o.setCookie(o.id),wind
ow.dataLayer.push({event:"in-page-interaction",eLabel:"Banner Dismissal","data-banner-name":o.id,"data-banner-dismissal":"1"})},show:function(){var e=document.g
etElementById("outer-wrapper");e&&(n=n.parentNode.removeChild(n),e.insertBefore(n,e.firstChild),n.classList.add("c-banner-is-visible"),n.querySelector(".c-banner-
close").addEventListener("click",o.close,!1))},init:function(e){var i="undefined"!=typeof Mozilla.Cookies&&Mozilla.Cookies.enabled();if(!(n=document.getElementById(e))|
|"string"!=typeof e)return!1;o.id=e,i&&!o.hasCookie(o.id)&&o.show()}};window.Mozilla.Banner=o}(),function(){"use strict";window.Mozilla.run(function e(){window.Mozilla.Ba
nner.init(

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\daylight-promo-banner.8eaf5f4b2482[1].js

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\developers_icon_sdk__fwthas5jqmi6_large_2x[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 138x138, frames 3

Category: downloaded

Size (bytes): 5997

Entropy (8bit): 7.859833222384547

Encrypted: false

SSDEEP: 96:I1uIWe5M26qmMmpAkM95Mjxm6Rx2FgmLBQQH2EzdyUSX3UeYacCAYrM43BFVTZwn:tAwqwms46oLSQlQeLacCAYrM43gn

MD5: C8960BFD6FC0271FF655DEC3985A5EAC

SHA1: 84CF06529ADAAA9297866AE1F7EE9785EDD85B53

SHA-256: E2E30F77667A5D39B70B67BFC28748D8BF1BB9F84AEDD11AFF0646F0EF6FE636

SHA-512: 4B078C2792C1850DDB1089C322607C50988B98D8CE1867C11DE2EDC5AFBCD7BB58FEDB49BDDF2E41BF27A5BA136C11819B206BFF66D78769BF3D6CC5A43690
F6

Malicious: false

Reputation: low

IE Cache URL: https://www.apple.com/v/safari/m/images/overview/developers_icon_sdk__fwthas5jqmi6_large_2x.jpg

Preview:
......JFIF.............C....................................................................C.............................................................................................................................................................w.h.G..5..
..#.B..d...U.M...e......./D1.B0.!.F...J....Y}/&[f*..C....!.C..z!.u.!..#.........W.h6..r..!.B..0X..0..##.6b....#(C..!.B..B.....F2#..j.O..;k.hb.7D...7lg..U..]..O.5.......(.}N...7.V~....TS.uxT.
...n|Ej/6.n.....,.;.....5M.te...2....=.!...n..C]nV.QY........]..O&R..}}]z.......]..9../..e7...0{l....eo...d..w.....1...#...p..d.v...~...QO....D.z.....Wt....+....~<.....=...|H....l.TS...m.d.7F}.mY.....
2:8.....B..M..2.'..4S..1.P..c.....B..9.@..B<.../...B.,u........!.F..b].}.(k.!b6..b.[A!(s..!.B..l"..."vG..oG..Wc...a...9.C.>.G...h...E.~.y...v.c.......r....yv.|of3.;.L...B....P...H....;..n...s.vw....&.
........................3.04...2@ 1............t...;...................IdLa.7.69u4.....G..'..q>..=Y&....G..I.._..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\down[1]
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 15 x 15, 8-bit colormap, non-interlaced

Category: downloaded

Size (bytes): 748

Entropy (8bit): 7.249606135668305

Encrypted: false

SSDEEP: 12:6v/7/2QeZ7HVJ6o6yiq1p4tSQfAVFcm6R2HkZuU4fB4CsY4NJlrvMezoW2uONroc:GeZ6oLiqkbDuU4fqzTrvMeBBlE

MD5: C4F558C4C8B56858F15C09037CD6625A

SHA1: EE497CC061D6A7A59BB66DEFEA65F9A8145BA240

SHA-256: 39E7DE847C9F731EAA72338AD9053217B957859DE27B50B6474EC42971530781

SHA-512: D60353D3FBEA2992D96795BA30B20727B022B9164B2094B922921D33CA7CE1634713693AC191F8F5708954544F7648F4840BCD5B62CB6A032EF292A8B0E52A44

Malicious: false

Reputation: low

IE Cache URL: res://ieframe.dll/down.png

Preview:
.PNG........IHDR...............ex....PLTE....W..W..W..W..W..W..W..W..W..W..W..W..W.U..............W..W.!Y.#Z.$\.'].<r.=s.P..Q..Q..U..o..p..r..x..z..~.........................................
....b.............................................................................................................................................................................................................$..s...7tRNS.a.o(,.s....e......q*.......
............................F.Z....IDATx^%.S..@.C..jm.mTk...m.?|;.y..S....F.t...,.......D.>..LpX=f.M...H4........=...=..xy.[h..7....7.....<.q.kH....#+....I..z.....'.ksC...X<.+..J>....%3BmqaV
...h..Z._.:<.Y_jG...vN^.<>.Nu.u@.....M....?...1D.m~)s8..&....IEND.B`.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\env[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode text, with CRLF, CR line terminators

Category: downloaded

Size (bytes): 15596

Entropy (8bit): 5.032448083941597

Encrypted: false

SSDEEP: 384:HaQtXPAFTNI28q6fPON24SObq8cQCleQxc40Gno+xzTOGEFv:6QNAeFnE2bdz2

MD5: C80330C03C95A07BCB316EB10CBEB1AF
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SHA1: 0FD342B01F30DE4F79130CF3A28C8B83DBD3EAA2

SHA-256: F75E2CAAF4E3C839BA3175D0B2CEE595FC3220C32AEBCEE2D0BAA11AB75D9170

SHA-512: 8C390EEB2A5578FF8816C35B9D8FA412505CE1143C2DB716F76B911A3F227E7393B0269D4F077F11CFF6C363E84245CDD317726012D28646D97E6330075BE1AA

Malicious: false

Reputation: low

IE Cache URL: https://www.arcgis.com/apps/webappviewer/env.js

Preview:
// All material copyright ESRI, All Rights Reserved, unless otherwise specified...// See http://js.arcgis.com/3.15/esri/copyright.txt and http://www.arcgis.com/apps/webap
pbuilder/copyright.txt for details....///////////////////////////////////////////////////////////////////////////..// Copyright . Esri. All Rights Reserved...//..// Licensed under the Apache License Version 
2.0 (the "License");..// you may not use this file except in compliance with the License...// You may obtain a copy of the License at..//..//    http://www.apache.org/licens
es/LICENSE-2.0..//..// Unless required by applicable law or agreed to in writing, software..// distributed under the License is distributed on an "AS IS" BASIS,..// WITHOUT 
WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied...// See the License for the specific language governing permissions and..// limitations under the 
License...///////////////////////////////////////////////////////////////////////////....//**********************

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\env[1].js

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\favicon[1].ico
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: MS Windows icon resource - 3 icons, 16x16, 32 bits/pixel, 32x32, 32 bits/pixel

Category: downloaded

Size (bytes): 22382

Entropy (8bit): 1.7993121781592736

Encrypted: false

SSDEEP: 48:sSY37LOM5M80I15CEARV/acnFNOpaF/vXE:sSw7LOekI1EE+fPOpaF30

MD5: 891E510219786F543CA998282ED99F45

SHA1: 19FE2FF6A2418BCB44B02308B998CEF84199EE08

SHA-256: E4BDF72E2F803F7E19907C12F407AC7F7CD5F1F94BFD730B9BE24B0D49191B48

SHA-512: E6729E7E1ED1909297317E249ADB7AF6C230B2A7082EA792C7776FA5037C8ED8AAF02BCC4015334B6C439732F965CE19291FFE863126D0C20BED9A0C89C4A95B

Malicious: false

Reputation: low

IE Cache URL: https://www.apple.com/favicon.ico

Preview:
............ .h...6...  .... .........@@.... .(B..F...(....... ..... ................................................................................................................................................................................X.......J......
."...........................................V..............................................................................................X.................................................................................................................................
.....................................................................................................................................................................................]...........................U.......................................4....................
.......v...........2...t.........................................................H...9...................................................................c..............................

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\fb555151-cbda-4728-b28d-6e5f085c2d55[1].woff
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, TrueType, length 32074, version 1.0

Category: downloaded

Size (bytes): 32074

Entropy (8bit): 7.987236642379017

Encrypted: false

SSDEEP: 768:fapQ2S1zRpA4YujbQW2qxFFsKuNftOj1gtRmO:Si2sjYujZFsKuJtOjytsO

MD5: EED75C7EDA4AED9A5CCBFA730CFDD355

SHA1: D95B8C90DDD78FA06054C3631500042098DC9C58

SHA-256: DDCD392587A5BF23F51048212DE706FA2B633E232EA71B0A93E166F029C4CE54

SHA-512: 518CCA5CC0606BB1081547C8077E75A9E40C7DCFDD29EBF91F98FBC248190A0362015DFBB148661C9CA1FA1AEE492790130F379FACAB1FC0609A20E7DA6BA65
E

Malicious: false

Reputation: low

IE Cache URL: https://www.arcgis.com/apps/webappviewer/jimu.js/css/fonts/avenir-next/fb555151-cbda-4728-b28d-6e5f085c2d55.woff

Preview:
wOFF......}J..............w.................OS/2...l...R...`h'.#VDMX.......o....l.s.cmap...0...8.... r..cvt ...h...D.......dfpgm............c...gasp................glyf......I......3.head..U....6...6..n3hhea..V
....!...$...Thmtx..V$........>.kern..Y@.........%..loca..f....3.....V..maxp..iD... ... .l.Gname..id......!.@N.zpost..u........ ...2prep..v..........$.x.c`f.b..............B3.e0b..........,@6#......gp`
.UTb.._...s.H=..H....... d.....'..x...Up...E.."..[q)...;.wwwww).......O..!!......wg..s...........l?.HF..L...d....,.Y."......dv..d.9.a_.EN..1..d^r...G.'.,@>Y...W..B...)(.P..)JaY.8Ed...'JRL...
,M....H.J....(-.SFV..}..c%....U.`.JE.;.d5...T.5.bo.IUY.j..c.....RC...O-....5...RG6..lL={E...4......^.F.%.e+...4...qlK3..=-d.Z.s:.Zvr.L.....?i'..^v........'.d/:..t.4..U.u.G7....z.....%.....[.
...F_9.~r..-......(G3H.a.%1.!r..x.....D&2\Nb...H9.Q..TF.i....+g0...x9.q6...&...2I.c..1.)r.S.B..EL...a.,a.\.,..q9..1+.#W2W.b.\.|.a...Z...c..z.[4.X"7.Te..f3.,.-,...Be++...."..j..5r'k....#v

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\filter-arrow[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 24 x 24, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 1044

Entropy (8bit): 6.2078264192665875

Encrypted: false

SSDEEP: 24:/y1he91Wwjx82lY2T3ouVe/0Q/+yJ3Vs/+Ma/7GTvdAiTERM:/wqQNn2xiJ3bteFXTEe

MD5: FE837FD42CBD9F54D37A8CC3AAAFB274

SHA1: B124DCE16D11CF72765B7485A651EED10CBF5643

SHA-256: F643A0B234E2DC37340AA689110E18E624B9032C37A45AF9ABB7529A427A1D19
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SHA-512: 5E28334C6BA081E6469D2EE27B93CAE050A0B644D0389B8B2517DCEDFAD4E3F2710069C55FBF2B03F9E5530D474245E4A598BBF487CF5BFC6BEFD4016B30B9A
4

Malicious: false

Reputation: low

IE Cache URL: https://www.arcgis.com/apps/webappviewer/widgets/NearMe/images/filter-arrow.png

Preview:
.PNG........IHDR..............w=.....tEXtSoftware.Adobe ImageReadyq.e<..."iTXtXML:com.adobe.xmp.....<?xpacket begin="." id="W5M0MpCehiHzreSzNTczkc9d"?> 
<x:xmpmeta xmlns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.3-c011 66.145661, 2012/02/06-14:56:27        "> <rdf:RDF xmlns:rdf="http://www.w3.org/1999/02/22-
rdf-syntax-ns#"> <rdf:Description rdf:about="" xmlns:xmp="http://ns.adobe.com/xap/1.0/" xmlns:xmpMM="http://ns.adobe.com/xap/1.0/mm/" xmlns:stRef="http://ns.ad
obe.com/xap/1.0/sType/ResourceRef#" xmp:CreatorTool="Adobe Photoshop CS6 (Windows)" xmpMM:InstanceID="xmp.iid:F356054D01F711EA8535B434FF6B2EB1" 
xmpMM:DocumentID="xmp.did:F356054E01F711EA8535B434FF6B2EB1"> <xmpMM:DerivedFrom stRef:instanceID="xmp.iid:F356054B01F711EA8535B434FF6B2EB1" 
stRef:documentID="xmp.did:F356054C01F711EA8535B434FF6B2EB1"/> </rdf:Description> </rdf:RDF> </x:xmpmeta> <?xpacket end="r"?>p.......IDATx.b....4.L.4....Z@;.
>.q..&..V..;...? 6......Pu.P}(...M.,!...H.a.L.#.H.>.!........O...Z.n.....?..@.......o..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\filter-arrow[1].png

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\fingerprint_startframe__k0zfb4mepsqe_large_2x[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 524x524, frames 3

Category: downloaded

Size (bytes): 41897

Entropy (8bit): 7.945629238769759

Encrypted: false

SSDEEP: 768:OuGES+44Op4RozMpbcjF6VEsj1DS3sIvW0uUrm9ad3Xe:OuS+44OqRsd0+3ZBm9a9Xe

MD5: D536306D61485A33256538AFE7B5EE5F

SHA1: C7CFB493DA9F8E28CC3A628130F8E4CF215C42E4

SHA-256: 3578CEF3530032CC48506AB068C60A39B6D6908E213A24549CECA6CA7B3F6428

SHA-512: CCB246F0F7F1F3DD437800B6E2D973F3CAABF37E49B6C0FB9D7602A27FB534417FA80FC50EE382096669F73D8F6F294879A6C35311FE8929422B3871AE7CA6B5

Malicious: false

Reputation: low

IE Cache URL: https://www.apple.com/v/safari/m/images/overview/fingerprint_startframe__k0zfb4mepsqe_large_2x.jpg

Preview:
......JFIF.............C....................................................................C...........................................................................................................................................................H...........
..3.y.3.V]..}...lay..............................;.........|).+./.........................(.p.t..._..D.;.,|...9Y......]e.V& ...................9..mv.3Yr"b.3.e^.......=,.[o{s.F@.%........................i7;d....K......z_O
.S....KS..f...C._u.](..................t'z....,.p...=...=g....@.9H.A|...k_....1.L..l..*...................&.I...n......6/6nO~..9H.r...,..P..;.A.R.x.j.n2.}(R..n..@............O'B....&...H..a6.d..[.U.Y.......l...
^.........E.[....i...Gy............L..=)..B.'..'J.n2.}/.;.A.N.r...........mZ{.L..*7[...k7}^Q..S...........<.}:R..StV]@.=.M.Y........I.....YYv.9N....|y@..=Z.nOp.|.].X....t{e.$..7\........&g..#>Q%.R..+y
..m............e6......|h...~P...q7.zp.5.u.w..zS3..^}..........2.c...#..w.VO

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\gtm[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode text, with very long lines

Category: downloaded

Size (bytes): 260108

Entropy (8bit): 5.374402560228233

Encrypted: false

SSDEEP: 3072:V4FQAB7D2jgXVsaL0rNGd6mG+XQ/UM0zxUu6UVsGamjQUWoZB:V4FQAxD2jgXVsaL0I6mGaOu/JjQUWof

MD5: 73A9A0D881B92B988A408EDD5DDFBD09

SHA1: 0490EACF986BFA4C6E427628A936B10CDE048BA3

SHA-256: 43F3B95FDE30F043ACB17926EB81555433FCF66CDEB94272D0C78841AC549718

SHA-512: 6011CC8DF0D65237C537D5B32DC7FB627DF1C2407081FDC314AA9F82657EAAF3D4E28299648BEE1A819017C2CEFCECFB7F1FC0396791F3E60135C96707592A04

Malicious: false

Reputation: low

IE Cache URL: https://www.googletagmanager.com/gtm.js?id=GTM-MW3R8V&l=dataLayer

Preview:
.// Copyright 2012 Google Inc. All rights reserved..(function(w,g){w[g]=w[g]||{};w[g].e=function(s){return eval(s);};})(window,'google_tag_manager');(function(){..var data = 
{."resource": {.  "version":"208",.  .  "macros":[{.      "function":"__e".    },{.      "function":"__jsm",.      "vtp_javascript":["template","(function(){function k(g,d,k){var b=g,c=b
.split(\"?\");g=c[0];b=1\u003Cc.length?b.replace(g,\"\").substring(1):\"\";var a=b;b=a.split(\/[\u0026;]\/);c=[];var e=\"\";if(\"\"===a)d=\"\";else{for(a=0;a\u003Cb.length;a++){var 
h=b[a].split(\"\\x3d\"),l=h[0];h=h[1];include=!0;for(var m=0;m\u003Cd.length;m++){var f;(f=l.toLowerCase()===d[m].toLowerCase())||(f=\/(([^\u003C\u003E()\\[\\]\\\\.,;:\\s@\"]+
(\\.[^\u003C\u003E()\\[\\]\\\\.,;:\\s@\"]+)*)|(\".+\"))@((\\[[0-9]{1,3}\\.[0-9]{1,3}\\.[0-9]{1,3}\\.[0-9]{1,3}])|(([a-zA-Z\\-0-9]+\\.)+[a-zA-Z]{2,}))\/,f=f.test(l));f\u0026\u0026(inclu
de=!1)}include\u0026\u0026\nc.push({name:l,value:h,index:a})}if(1\u003Ec.length)d=e;else{for(a=0;a\u

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\icon[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 50 x 50, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 1002

Entropy (8bit): 7.733856528689433

Encrypted: false

SSDEEP: 24:JOe1rdMDDgYSUuHDoTkWAPo8MAw8OiM0kKp05d81n6HlMD:JR1rdMHglHxWkMAw8OiSKp0MglMD

MD5: BE96A7D749B9BFC691D3943FA7EB509D

SHA1: 67C6ACC85151E623F74C0A8BC7DDC5D67B779A35

SHA-256: 183411D0708D2D331CAA584224DD6A6DDE88EC90AFF4343156E28648EA01EBA6
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SHA-512: 36C147497F6814405BC7761BDDFEEF7320B25ABBA0352338EB0870EA96C4627157DBDB929A08CE40260A8333F4A1CA8E65579F389C42FBC878ADDE1D0E3940F2

Malicious: false

Reputation: low

IE Cache URL: https://www.arcgis.com/apps/webappviewer/widgets/LayerList/images/icon.png?wab_dv=2.19

Preview:
.PNG........IHDR...2...2......?......tEXtSoftware.Adobe ImageReadyq.e<....IDATx..KhSQ...X"...[!(..n."...D...qQ..>P..."..Z*.U..Bq..A.t!.....M..RE]X..+.....?u...&3.q........{.=3...7.
.,Z.\.?@7.....@=..r....z.>..........w] ..@..|0z..;....d..4.m..X k.=0c.....X.@..y0e.......H.8...e.WM.l..L..|...H3.0..'`..@R.&.6.i.SJ..Bp.L.......@.. .3.c.|...c.U[Qr].....3.?K..X......E..2..+.
..Y;,..9.i..&........s..[....!V..F.[l.F.xU.=eJ.....@...%g!....K.l.#...<.\.Y....k..0.6..B[....G.... .......)......X....|...^.(..]c\.%J.K>O...G.....j[..X....}.I....Wf.^.Q...;.M..1.i0.......nK)]..$.E.*"..H.C.....r
E..Ca....u......OB...?K9)q.n)......g.v.}K.~Z.K.wg...(........R+t.4.k.._..?.....<..%.fy......Ukh...).`..._Q.....[..-.*C..y.W*..L...x.ic..1...@h.....a....E.h...<'l..`....U.4i4.BkhN..Q.~T ..^..
sk.R.z.X.3oe.x......3...3...^.m..ib?...@..zp..r......T..=...JTS.+.u..,.........&..v..W.:].....W....:z..V%.s...F.i.c...L..O.w/..m...CM.^...j._...kN..../..u.a[.~.0...U3#+em....IEND.B

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\icon[1].png

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\icon[2].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 50 x 50, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 997

Entropy (8bit): 7.7071905379165155

Encrypted: false

SSDEEP: 24:bWr9MWTB9HckEpDhzCZEBfa/cXW/ri6qyOT:b4jckUD8ZEoRDqyQ

MD5: 60F231E8392CA18C87D4E036F8F6C46C

SHA1: E18A45893E27C37141DD57B28BE4D8E1A3C1D87A

SHA-256: 9AC926DBCCFD06E1BD617795308081A267C6F67E30C9531C16E840FAB6CCE5C7

SHA-512: A12884D8F3C5B58A107F6F22F1DA2B26DA960F0C7B1F0FC7CDF127B46FFBE3D9F3929D9CA56CDAB66E86B59E72C13805C7D05D33173D89639CA3B345CFEEA46
C

Malicious: false

Reputation: low

IE Cache URL: https://www.arcgis.com/apps/webappviewer/widgets/About/images/icon.png?wab_dv=2.19

Preview:
.PNG........IHDR...2...2......?......tEXtSoftware.Adobe ImageReadyq.e<....IDATx..OH.q...me......,K)._YP....PI.u..1.SA.u..Kd`..%.J*....a...e......_.....+..vg..........~..eY..,..`.(.
.`!H....?@'h..@#.&1x$.!K.aP..........K...!.(.u`..!.Y.dN..C6...-=..1.....b..I...3$.\.&O.x......3.M..\i....%.k....f#5..(.......Fj.C.....~5|....^........h..A&......gP.x...o......[s..!..Q.e.....k..L......
.......].s.+vCNs.*)+=.-.....<.1..2..0!....2.e.@s..GN).....l..`/x,......`...h.`....t.#C.f...g.`..D....[J(.z........(.|........p..p...so8...4..|.oL *._<..&^......H..H....6.3h..`....Q....XJ.m!hvx~....k.T
2.7...n..d.O..=.Ut."...d.w..o]..f.Va.........\.z....t<u....%.l3y_..7.mw.=J.4.!...6.<_..#k4..n.T....v....=.#$.BJ.<Vx..j._us....A.%`...,...&V...Bz.B.,....nL...$.......C.Es.pKb............V.C`.
xn..J+C....>.$.D....*S.f....q....9Wf.;...s.#..e~+VU..@.....YG......Z.....C../.%d..C....'.<].<.....5[8j&...F...NT..&.dNRmNT..Z.x..F.6..`~..... ..m<.H.l...3...4F..DJ.....=]w........IEND.B`.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\icon_large[1].svg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: SVG Scalable Vector Graphics image

Category: downloaded

Size (bytes): 1830

Entropy (8bit): 4.572498482289102

Encrypted: false

SSDEEP: 24:tVLwtxAFheDDKiEvdClGVox+heXiQ7X27LLEHy9bKa6/ccXDlD5kPrAQO1T7OlQN:LSxTDOdbVoiP6G6yBGhXHkDAQO1O+f

MD5: 43F6D574C1B481656EF0D0C9EEEC4CA4

SHA1: 1348AB77439CA0DB1CE4F6D8C14A5EC751F9AE73

SHA-256: 29FE7C5209C89AC99992A109092914DC763FFA249A8FC9A2D58F90A0EAF7A169

SHA-512: B5295CA5A6574AC4B23FCAAE221BACBCA4B2C5BD93B931E22FF848E2F34712EFAC6979FD04098F2DA58B40CECF77866B48905DFD8868B3393B12E11FF192841
4

Malicious: false

Reputation: low

IE Cache URL: https://www.apple.com/ac/globalfooter/6/en_US/assets/ac-footer/breadcrumbs/apple/icon_large.svg

Preview:
<svg version="1.1" xmlns="http://www.w3.org/2000/svg" xmlns:xlink="http://www.w3.org/1999/xlink" width="14px" height="72px" viewBox="0 0 14 72" xml:space="prese
rve">..<defs>...<symbol id="apple">....<path d="M4.02,15.73c-0.25-0.16-0.51-0.39-0.77-0.71c-0.18-0.21-0.4-0.51-0.66-0.9c-0.45-0.65-0.82-1.4-1.1-2.25c-0.31-0.93-0.46-
1.82-0.46-2.69c0-0.97,0.21-1.82,0.62-2.53C1.97,6.08,2.4,5.63,2.95,5.3C3.5,4.96,4.08,4.79,4.71,4.78c0.22,0,0.45,0.03,0.7,0.09C5.59,4.92,5.81,5,6.07,5.1c0.34,0.13,0.53
,0.21,0.59,0.23c0.2,0.07,0.37,0.1,0.5,0.1c0.1,0,0.24-0.03,0.4-0.08c0.09-0.03,0.26-0.09,0.5-0.19C8.3,5.07,8.49,5,8.64,4.94c0.23-0.07,0.45-0.13,0.65-0.16C9.53,4.7
4,9.77,4.73,10,4.75c0.44,0.03,0.84,0.12,1.2,0.26c0.63,0.25,1.14,0.65,1.52,1.21c-0.16,0.1-0.31,0.21-0.45,0.34c-0.31,0.28-0.57,0.59-0.76,0.93c-0.27,0.48-0.4,1.01-
0.4,1.56c0.01,0.67,0.18,1.26,0.52,1.77c0.24,0.37,0.56,0.69,0.95,0.95c0.19,0.13,0.36,0.22,0.52,0.28c-0.08,0.26-0.17,0.49-0.25,0.68c-0.22,0.52-0.48,0.99-0.77,1.43c-
0.27,0.39-0.48,0.68-0.64,0.8

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\index[1].htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, ASCII text, with CRLF line terminators

Category: downloaded

Size (bytes): 6158

Entropy (8bit): 4.86558322513073

Encrypted: false

SSDEEP: 48:tBpwupV2jQLB43TqdANvt+5TRIqlP4WMpwK6eydwiiPvkRjfbzag05GCsNH0zfzL:Guz2jZESIPpGwBd1nrNH0vy4q8ewt

MD5: 5AE8D539921E0E7FDF266848C7E557A5

SHA1: 648D22D0FCDF6E1802292D7482D0059059943E1D

SHA-256: CEB4D88E6C02877ED545190D1FA340A77D9D3497BDBA09E388D3764E0388D5E1
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SHA-512: E69D56B5E28415C5CA2AA7DF0013BE438A4158EB9BB6DEF9A844CFA2A73F62B208B27B08EF1EC5EBCF4E3E149C600ACA2A073BDC786725162A9209AEB4F8D7
C2

Malicious: false

Reputation: low

IE Cache URL: https://www.arcgis.com/apps/webappviewer/index.html?id=9c2cd4575624417fa56fd084a7ee4dd9

Preview:
<!DOCTYPE HTML>..<html>..<head>..  <meta http-equiv="Content-Type" content="text/html; charset=utf-8">..  <meta name="viewport" content="width=device-width, ini
tial-scale=1.0, maximum-scale=1.0, user-scalable=no" />..  <meta name="format-detection" content="telephone=no">..  <meta http-equiv="X-UA-Compatible" content="
IE=EDGE" />..  <title>ArcGIS Web Application</title>..  <link rel="shortcut icon" href="images/shortcut.ico">..    [if IE 8]>..    <link rel="stylesheet" type="text/css"  href="jim
u.js/css/jimu-ie.css" />..  <![endif]-->..  <style type="text/css">..    * {..      box-sizing: border-box;..    }..    body,..    html {..      width: 100%;..      height: 100%;..      margin: 
0;..      padding: 0;..      overflow: hidden;..    }..    #main-loading {..      width: 100%;..      height: 100%;..      text-align: center;..      overflow: hidden;..    }..    #main-page {..  
    display: none;..      width: 100%;..      height: 100%;..      position: relative;..    }..    #jimu-lay

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\index[1].htm

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\info[1].txt
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 231

Entropy (8bit): 4.948833583987377

Encrypted: false

SSDEEP: 6:YGQX0OTZuCJFtLV9pbuY6Q0MkCmhDLVBNnfsY:YGpOVlJFlYE3e1

MD5: 7C992B2BB83F48C4B343DFB9C7E6D650

SHA1: EE775C506F4BB1A8BFB43F49DE1CF3DD3E796D70

SHA-256: 9A52B3E10B71D06D389CD4E2675CB0CE5A3449E39484269E12A0549514C8B038

SHA-512: 6E84C83BD2E27598D4B9B27560D2310D21B51EC4147B770AF17156DBE9F13F3BB0E81BED807F1EB55176FD3D2DF4614AFC8BB4D919C5D9648781620443CADC24

Malicious: false

Reputation: low

Preview:
{"currentVersion":10.81,"fullVersion":"10.8.1","owningSystemUrl":"https://www.arcgis.com","owningTenant":"UU5yXg9PV67U0ebq","authInfo":{"isTokenBasedSecurity":t
rue,"tokenServicesUrl":"https://www.arcgis.com/sharing/generateToken"}}

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\jquery-2.2.3.min[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 85659

Entropy (8bit): 5.366267621178451

Encrypted: false

SSDEEP: 1536:MYE1JVoiB9JqZdXXe2pD3PgoIiulrUndZ6a4tfOi79xfWBZ+Bjda4w9W3qG9a986:n4J+OlfOM9xrCW6G9a98Hr2

MD5: 33CABFA15C1060AAA3D207C653AFB1EE

SHA1: E3DBB65F2B541D842B50D37304B0102A2D5F2387

SHA-256: 6B6DE0D4DB7876D1183A3EDB47EBD3BBBF93F153F5DE1BA6645049348628109A

SHA-512: 48568D6F7C42D3C93F59FE8244CD49F8EFEFBF8616CAB3C149DCB4A3ED67A8ACDFFAE2EB2019DA7A8F1A62800039DDF59CC347C17F33C15C1331B6C226303C
2A

Malicious: false

Reputation: low

IE Cache URL: https://www.leg.state.nv.us/site/library/js/jquery-2.2.3.min.js

Preview:
/*! jQuery v2.2.3 | (c) jQuery Foundation | jquery.org/license */.!function(a,b){"object"==typeof module&&"object"==typeof module.exports?module.exports=a.document?
b(a,!0):function(a){if(!a.document)throw new Error("jQuery requires a window with a document");return b(a)}:b(a)}("undefined"!=typeof window?window:this,function(a,b)
{var c=[],d=a.document,e=c.slice,f=c.concat,g=c.push,h=c.indexOf,i={},j=i.toString,k=i.hasOwnProperty,l={},m="2.2.3",n=function(a,b){return new n.fn.init(a,b)},o=/^[\s\uF
EFF\xA0]+|[\s\uFEFF\xA0]+$/g,p=/^-ms-/,q=/-([\da-z])/gi,r=function(a,b){return b.toUpperCase()};n.fn=n.prototype={jquery:m,constructor:n,selector:"",length:0,toArray:func
tion(){return e.call(this)},get:function(a){return null!=a?0>a?this[a+this.length]:this[a]:e.call(this)},pushStack:function(a){var b=n.merge(this.constructor(),a);return 
b.prevObject=this,b.context=this.context,b},each:function(a){return n.each(this,a)},map:function(a){return this.pushStack(n.map(this,function(b,c){return a.call

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\jquery.smartmenus.keyboard.min[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 4517

Entropy (8bit): 5.237171846824738

Encrypted: false

SSDEEP: 96:mvxNrxDPDFP7F7qfpulnzeT0TAH6oYlHE3hmWq5pslHE3hmW0lsQvlqlKlDT3lq4:krxDPDZ7F7qfCnaT0TSnYlHE3hmWq5pi

MD5: 3B85DE0642F7E02929B76D60ED94758C

SHA1: 13814059D8442D06662810A33D7817E200F0751D

SHA-256: B35C6A049D0B1478341384CAF26277627BEF22318668880C6F9550CC132A4AC9

SHA-512: 315E9D8384FB03A21880229BACB58ADD3C6458888E6BDBF02A5EE1196224A4E9E6E2609B3D42ABB651C1282A032ECCFDC18469278584BBE1425946762435BA1F

Malicious: false

Reputation: low
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IE Cache URL: https://www.leg.state.nv.us/Home/library/js/jquery.smartmenus.keyboard.min.js

Preview:
/*! SmartMenus jQuery Plugin Keyboard Addon - v0.4.0 - September 17, 2017. * http://www.smartmenus.org/. * Copyright Vasil Dinkov, Vadikom Web Ltd. http://vadik
om.com; Licensed MIT */(function(t){"function"==typeof define&&define.amd?define(["jquery","smartmenus"],t):"object"==typeof module&&"object"==typeof module.exp
orts?module.exports=t(require("jquery")):t(jQuery)})(function(t){function e(t){return t.find("> li > a:not(.disabled), > li > :not(ul) a:not(.disabled)").eq(0)}function s(t){return 
t.find("> li > a:not(.disabled), > li > :not(ul) a:not(.disabled)").eq(-1)}function i(t,s){var i=t.nextAll("li").find("> a:not(.disabled), > :not(ul) a:not(.disabled)").eq(0);return s||i.le
ngth?i:e(t.parent())}function o(e,i){var o=e.prevAll("li").find("> a:not(.disabled), > :not(ul) a:not(.disabled)").eq(/^1\.8\./.test(t.fn.jquery)?0:-1);return i||o.length?o:s(e.par
ent())}return t.fn.focusSM=function(){return this.length&&this[0].focus&&this[0].focus(),this},t.extend(t.SmartMenus.Keyboard={},{

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\jquery.smartmenus.keyboard.min[1].js

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\jsll-4[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 56291

Entropy (8bit): 5.402726813102013

Encrypted: false

SSDEEP: 768:0tgoOjNcc6rCDBjPSeAaKU7rD8kc7HhAHZcllEiKjkT3dgD4GD1hrTd8PuWCF9IS:0tV81ICDVRQnhAiUinxgDRQ7wYv6p

MD5: CAF5C715307CB80BD4B30E2DA8E95C37

SHA1: 961579FB71954E027DD519058F6E2DA3D83EB7C2

SHA-256: E246EFF2F6AE3E255A06EB561E6FC93AE3BEF2CCE22C5E0124D713C15F80567C

SHA-512: DAB733460AFF828BBC696B159D8B0B3877E648FD4E3E59A913865C676032816B4599D5390326C7EFE652C5636C5B4F56B9D78413EB19AD19E5616D049BC775B0

Malicious: false

Reputation: low

IE Cache URL: https://az725175.vo.msecnd.net/scripts/jsll-4.js

Preview:
var awa=awa||{},behaviorKey;awa.isInitialized=!1;awa.verbosityLevels={NONE:0,ERROR:1,WARNING:2,INFORMATION:3};awa.behavior={UNDEFINED:0,NAVI
GATIONBACK:1,NAVIGATION:2,NAVIGATIONFORWARD:3,APPLY:4,REMOVE:5,SORT:6,EXPAND:7,REDUCE:8,CONTEXTMENU:9,TAB:10,COPY:11,EXP
ERIMENTATION:12,PRINT:13,SHOW:14,HIDE:15,MAXIMIZE:16,MINIMIZE:17,BACKBUTTON:18,STARTPROCESS:20,PROCESSCHECKPOINT:21,COMP
LETEPROCESS:22,SCENARIOCANCEL:23,DOWNLOADCOMMIT:40,DOWNLOAD:41,SEARCHAUTOCOMPLETE:60,SEARCH:61,SEARCHINITIATE:62,TEXTBOX
INPUT:63,PURCHASE:80,ADDTOCART:81,VIEWCART:82,ADDWISHLIST:83,FINDSTORE:84,CHECKOUT:85,REMOVEFROMCART:86,PURCHASECOMPLETE
:87,VIEWCHECKOUTPAGE:88,VIEWCARTPAGE:89,VIEWPDP:90,UPDATEITEMQUANTITY:91,INTENTTOBUY:92,PUSHTOINSTALL:93,SIGNIN:100,SIGN
OUT:101,SOCIALSHARE:120,SOCIALLIKE:121,SOCIALREPLY:122,CALL:123,EMAIL:124,COMMUNITY:125,SOCIALFOLLOW:126,VOTE:140,SURVEYINITIATE:1
41,SURVEYCOMPLETE:142,REPORTAPPLICATION:143,REPORTREVIEW:144,SURVEYCHECKPOINT:145,CONTACT:160,REGISTRATIONINITIATE:161,R
EGISTRATIO

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\load-css[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 891

Entropy (8bit): 5.169289933483784

Encrypted: false

SSDEEP: 24:bqJfl6LVSfBH30IFj3+6k6livkTd4oRWGJHl:aBH30I5O9vGwEl

MD5: CB8F2E8029D2B0E3B2826B4385EBBFCC

SHA1: B9A64F0E80EEF9558D529D2F911A9889DD7014F1

SHA-256: 90195B01C08765743483022FB6007D9DF3F9DE90380EFEEF2AEA6A6027E1BFCB

SHA-512: 403601DD346398A2F4252CB9397B568CA4E1626B81DDB83B93B55F9C87B95F641CC93EEB6EA1E3AFFCF2DCC2DD9F728BC9AAE2489F275802A4F8165683A91F6
D

Malicious: false

Reputation: low

IE Cache URL: https://js.arcgis.com/3.35/xstyle/core/load-css.js

Preview:
//>>built.define("xstyle/core/load-css",[],function(){function g(d){if(c.createStyleSheet){var b=c.createStyleSheet();b.cssText=d;return b.owningElement}b=c.createElement
("style");b.setAttribute("type","text/css");b.appendChild(c.createTextNode(d));h.appendChild(b);return b}function k(d,b,e){var l=m[d];if(l)return a=g(l),b(a);var a=c.crea
teElement("link");a.type="text/css";a.rel="stylesheet";a.href=d;var f=!e||!1!==e.wait;e=(e=navigator.userAgent.match(/AppleWebKit\/(\d+\.?\d*)/))&&+e[1];if(null===a.onloa
d&&.!(536>e))a.onload=function(){a.onload=null;a.onerror=null;f&&b(a)},a.onerror=function(){console.error("Error loading stylesheet "+d);f&&b(a)};else if(f)var n=setInter
val(function(){a.style&&(clearInterval(n),b(a))},15);(h||c.getElementsByTagName("head")[0]).appendChild(a);f||b(a)}var m="undefined"==typeof _css_cache?{}:_css_
cache,c=document,h=c.head;k.insertCss=g;return k});

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\loading-icon[1].gif
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: GIF image data, version 89a, 16 x 16

Category: downloaded

Size (bytes): 423

Entropy (8bit): 6.109428672145922

Encrypted: false

SSDEEP: 12:dcnMRB8F7oQYzrWa3wCZQ/dzv8BCI5iRg05sURXy0jTHUgC:mnMYOwQSuXIrOh0f0gC

MD5: C02958F550077AC0755DFB79FB5E753B

SHA1: 2ADCD72ABABC208861C3A7E81CC4818C90E56941

SHA-256: 142D175B4C14B68BBEC01F7E9D5C35CD34497A25D3B1D9A00F44D08FC8FCC20C

SHA-512: 782D856D4FA3184BB2D8AB8D0BE0036AE9738FD5E55C5F6B0F86586B32ACF41B509FD8C107A214E38727F88D2EFB53C7B5F4DB929320F67666B7B1BE92090186

Copyright null 2021 Page 42 of 63



Malicious: false

Reputation: low

IE Cache URL: https://www.arcgis.com/apps/webappviewer/widgets/NearMe/images/loading-icon.gif

Preview:
GIF89a..........RRR......!..NETSCAPE2.0.....!.......,..........2.?.......!...,m....6..JF.........L{.8...Z.......!.......,.............p..+.p*...6dyt..XC..!.......,............4.v.|..+......p ..a...!.......,............4y
...^..Q:..#..yI...P..!.......,............?"x......i..a.;p....4B..!.......,...........\2."v..x..!....p]Hza..!.......,...........\2.v.|^.R.P....l.'.`...!.......,.............6.....jNc).j..|.!.$X..;

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\loading-icon[1].gif

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\localeswitcher.built[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 190603

Entropy (8bit): 5.466049063499946

Encrypted: false

SSDEEP: 1536:oUibHrR7atIXHD4l0PuZbyrWxjPmWoZCcPSjBVVa1rkT1GkGDnOUDGwYM8te8Ds1:oUiOzWWc6VOI1GVnOUywYM8te8D8W7+

MD5: 3D738A3AB2DDECA42BF836F75FE22FA7

SHA1: 7140A54F5A912629ED3D9AFAC1F116A58D5D9873

SHA-256: 37F8E55E05E259AE7514D9D927674DECAA1FC99AB37C6BCAF6BE594D5B106C8B

SHA-512: 29FFD400EEB1A2D98B029010A749F4647B6428464CEE42B08D8FFB455FC023E66C5715E89434E243F4CCD8139F30592320B8291C3E3FFA08E135F1D713924ED9

Malicious: false

Reputation: low

IE Cache URL: https://www.apple.com/ac/localeswitcher/3/en_US/scripts/localeswitcher.built.js

Preview:
!function e(t,n,r){function i(s,a){if(!n[s]){if(!t[s]){var l="function"==typeof require&&require;if(!a&&l)return l(s,!0);if(o)return o(s,!0);var c=new Error("Cannot find module '"+
s+"'");throw c.code="MODULE_NOT_FOUND",c}var u=n[s]={exports:{}};t[s][0].call(u.exports,(function(e){return i(t[s][1][e]||e)}),u,u.exports,e,t,n,r)}return n[s].exports}for(var 
o="function"==typeof require&&require,s=0;s<r.length;s++)i(r[s]);return i}({1:[function(e,t,n){"use strict";var r=e(4),i=e(5),o=e(7),s=e(6),a=e(47).EventEmitterMicro,l=a.prot
otype,c=e(8),u=e(10),h=[c.BUSY,c.CHECKED,c.DISABLED,c.EXPANDED,c.HIDDEN,c.INVALID,c.PRESSED,c.SELECTED],p=function(e,t){a.call(this),this._options=t||
{},this._selector=t.selector||".navitem",this._allowMultiSelection=t.multiSelection||!1;var n=h.indexOf(t.state)>-1?t.state:c.SELECTED;this.el=e,this._navItems=e.querySel
ectorAll(this._selector),this._navItems=Array.prototype.slice.call(this._navItems),this._state=n,this._navKeys={},this.selectOption=this.selectOption.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\logo-md.f0603b4c28b4[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 96 x 96, 8-bit colormap, non-interlaced

Category: downloaded

Size (bytes): 3834

Entropy (8bit): 7.8479411852397964

Encrypted: false

SSDEEP: 48:ScGhvp6zwCtv4Kf9plsxYisfV4T2Kx/F6jMHQ+a2b6IroUNZSZx1BKSPtQMkF09b:NGScKLNxBKaCN9BN8bBKSPtQMkzc

MD5: F0603B4C28B45CDD04E7D280305468AB

SHA1: 1CB3139B1076D3816DFBDB1C05858B8FE50DF36A

SHA-256: AF957D56E88617057FEB1CE43DCDC9E71BA9C8B8A0D98E52A7068543DDBBA603

SHA-512: D5A1CA073624F36547B26E833556D3A835BD3E6CE0D2E305946DAA87FA9678973947A13569EAFF3C8BE72F751CF3365F452252062A14623444C98A1870E7B29D

Malicious: false

Reputation: low

IE Cache URL: https://www.mozilla.org/media/protocol/img/logos/firefox/browser/logo-md.f0603b4c28b4.png

Preview:
.PNG........IHDR...`...`......F......PLTE....|X..}..I....O[..:..q..G..?..D..m..>.QB..I.5d."...q..s..k..!.?...r..H..r..F..F.z3..D..r..C..G..E..G.....C..r..G..r..&..D..K..A..F..#.u;.z9.b6..!..
U.hD.b3..;.s#.:..2f..s.l(..H.}W.W4..;.%j.iZ.<...P....`[.:.:..7G.<C.H<.AA.D>.L:.S6Y9...B.3L..F..j..L.X4.P8..<..I..n..?..f.\1.1P.....9.a...a.....D.:...6..\.;...2.....E.....F..r..G....h).F.....
.......I..6.....+YA..s5.e,..K..I..A..:..8.B.ZI..k6..:.Q...L.y .~....t[.mZ.8...7..7.c7..#...fX...E.z5.K..>.]N.f2...I..9..5.Z.{Z...1..(.t#.V...NrM.e?..$V..B.l'`T.}%.q,._6...8..8.4...P..6..0..%
.Z.|L...l..F.p&iK...a..X..C.Q.H.qA.+...d..P.*S.?.F.=.4..:.q7...Q..I.C.?.4...S.9....]Y..Y.jV.vU.;.s?...1../.0.*..M..>_.A..}.+e.S.`x.q.+].\..s..>X.H..,.c.._.L..F.eD.?..m.7..!./N`<..v..9I.e.Gt.
fY.LX.P...._..Kt.hl.ON.Ho.:.....FtRNS......(.U..W8.|-"..}.....w..id......@....tj\...C......H....G....Z......fIDATh..MH.q......:(c.:....K(.*..b....[.9.Yf...L.,..C/h........E..B2.c8.<h.x....{..=..........
{T.O

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\logo-word-hor-sm.f2f82f1a0125[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 336 x 64, 8-bit colormap, non-interlaced

Category: downloaded

Size (bytes): 4826

Entropy (8bit): 7.875830960662104

Encrypted: false

SSDEEP: 96:ySqDYLv8hGcifqW2i738+r6rxE2tCOeZuBLZZ674IglqI2V5KjMyUHTNVO:ySqDYLvumfz2S8+2rxE3X0AZwqInANHK

MD5: F2F82F1A01252B43C7DB2103FFCD2512

SHA1: 56351B69CD7A90878FB560D806989E92BA45193A

SHA-256: 6008B253C0DF587705BC6C34FCE0AD6D82ED3BEA422468DC141D71B72D58E3BC

SHA-512: C943EBE4A5B8295BD563B34AA531D43BE103BEEE70F0F8FA98FF0BD3AA2605CD94C30C585D8AE5FB3AF5F94BB0649A36BAD59CDD8E6C01AC230E88B4B0720
8E1

Malicious: false

Reputation: low

IE Cache URL: https://www.mozilla.org/media/protocol/img/logos/firefox/monitor/logo-word-hor-sm.f2f82f1a0125.png
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Preview:
.PNG........IHDR...P...@.....{.......PLTE... .: .: .: .: .: .: .: .: .: .: .: .: .: .: .: .: .: .: .: .:.b` .: .: .:.ye .: .: .: .: .: .: .: .: .: .: .: .: .: .: .: .:.L.... .: .: .: .: .: .: .: .: .: .: .: .:.1n .: .:..[..[.Ba .:
.'q.nY.8gX_. .:.7. .:.=f..ZJa./e..?b.2...{..^.1i.U[.D...Y.2..!y.:.E..aY.N...]..d..^.L...\.P...^.xY..\.\Z..[..Z.fZ.%v.O..LO..\.Q\.7...[..c..Z.QZ..|.<c..}..[.<..~Y.!y.&w..Y..Z.:d.#w.xY.6...[..
Y.:..Kc.-p.<.?...[..b.mY..Y.G^.8.....V...Z. z.iY..`..^..}..Z.._.@.kR.D..yY.$u.4..\ZwZ..!y.;...].8._^...bxZ..~./j.V.sZ.ja..^.V_...^.}..Z.^S.{YQc.=.Ic..\n.9..:GCb.Ce.U.0h.k`.z^. .:."x.3..I_..
{.N]..}.R\.XZ..[..\.9..$u.D`..\.sY..\..Z..Z.5..=c..Z..].D...]..[..Y..Y.lY.]Y..Y.yY.bY..Z.gY.3..)p..].S..O..I.>.5..7e.._..^.3...b.Ab..j..`.7...a.L.f\.=d...d.U..3.rZ.|X..UW.DK..o._...Df.Z...29.
...tRNS......h....D...6.I..2.......n.T.cO:...y.......Ys+.@#^..'.G...I?..)$.........$......~<)..........P..........}xg>/.........riO=............b[[R*...........o\..........neP>..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\logo-word-hor-sm.f2f82f1a0125[1].png

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\main.built[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 215621

Entropy (8bit): 5.462236737933825

Encrypted: false

SSDEEP: 3072:skeYQ6yvKROO/p30RTSw9tnuGoItY/NnRit9W:skeJ6yvKnh30RTSw9tnuGqRiLW

MD5: 55B28364734328A301991FAC15E175EA

SHA1: 831019BBE5D3FDA3DC83D10D9807849EA322ECD3

SHA-256: F4FE8DAF6D187DEA2DDA6157761877ACB890E9375423E49C49809AD302F62200

SHA-512: 74C58895C5F7BB8C46DC63F3E0671C7E76CAF40110B1EE02C05226FA3ED757D85AB7D9B63C46EF31879453084B47D87913AB7185CE5F522C40EDC1E070FBDB02

Malicious: false

Reputation: low

IE Cache URL: https://www.apple.com/v/safari/m/built/scripts/main.built.js

Preview:
!function t(e,A,i){function s(r,a){if(!A[r]){if(!e[r]){var o="function"==typeof require&&require;if(!a&&o)return o(r,!0);if(n)return n(r,!0);var h=new Error("Cannot find module '"+
r+"'");throw h.code="MODULE_NOT_FOUND",h}var l=A[r]={exports:{}};e[r][0].call(l.exports,(function(t){return s(e[r][1][t]||t)}),l,l.exports,t,e,A,i)}return A[r].exports}for(var n="f
unction"==typeof require&&require,r=0;r<i.length;r++)s(i[r]);return s}({1:[function(t,e,A){"use strict";var i=t(5),s=t(6),n=t(8),r=t(15).EventEmitterMicro,a=r.prototype,o
=t(11),h=t(13),l=[o.BUSY,o.CHECKED,o.DISABLED,o.EXPANDED,o.HIDDEN,o.INVALID,o.PRESSED,o.SELECTED],c=function(t,e){r.call(this),this._options=e||{},thi
s._selector=e.selector||".navitem",this._allowMultiSelection=e.multiSelection||!1;var A=l.indexOf(e.state)>-1?e.state:o.SELECTED;this.el=t,this._navItems=t.querySelectorA
ll(this._selector),this._navItems=Array.prototype.slice.call(this._navItems),this._state=A,this._navKeys={},this.selectOption=this.selectOption.bind(t

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\main[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with CRLF, CR, LF line terminators

Category: downloaded

Size (bytes): 4336

Entropy (8bit): 5.132515872565757

Encrypted: false

SSDEEP: 48:HyU+HT5o6PS1wMamPD4lpj6BUSH5jh5j75ju85jH5j3y5j3E5j75j1o5jXaZk2l/:HyUX7P0lpuOSZXRS6VDgDSxxuOfDiLU

MD5: 830C64371F012F2B7A570953BD60A2B3

SHA1: E427F5794E04539194FE8C22562539932BC41136

SHA-256: EE04598C7B4A7E3182EA05508A3059CDAE641F689A270BFC5BA029EA006DD16E

SHA-512: 91E8F28C715F4F33D88D6F997658E1CE2047ECAB44BAEFD09164303A1CB3D6EEC917E4A112F693D13B13B423DBC2854C9D5C5F6229A08FF49465ADA1F848A6D
0

Malicious: false

Reputation: low

IE Cache URL: https://www.arcgis.com/apps/webappviewer/themes/FoldableTheme/main.js?wab_dv=2.19

Preview:
// All material copyright ESRI, All Rights Reserved, unless otherwise specified...// See http://js.arcgis.com/3.15/esri/copyright.txt and http://www.arcgis.com/apps/webap
pbuilder/copyright.txt for details....//>>built.require({cache:{"themes/FoldableTheme/_build-generate_module":function(){define(["dojo/text!./common.css","dojo/text!./sty
les/default/style.css","dojo/i18n!./nls/strings"],function(){})},"url:themes/FoldableTheme/common.css":'.jimu-foldable-dijit{position: relative;}.jimu-foldable-dijit .jimu-panel-ti
tle{position: relative;}.jimu-foldable-dijit\x3e.jimu-panel-content{position: absolute; left: 0; right: 0; bottom: 0; -ms-overflow-x: hidden; -ms-overflow-y: auto; overflow-x: hidd
en; overflow-y: auto;}.jimu-widget-frame.jimu-foldable-dijit\x3e.jimu-panel-content{padding: 14px;}.foldable-widget-frame{overflow: hidden;}.jimu-foldable-panel{position: 
absolute;}.jimu-foldable-panel\x3e.jimu-panel-title{color: white; cursor: pointer; background-color: #485566; box-shadow: 0px 1px

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\mwf-auto-init-main.var.min[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, ASCII text, with very long lines

Category: downloaded

Size (bytes): 370314

Entropy (8bit): 5.173961506840814

Encrypted: false

SSDEEP: 3072:X66qy74FC9UPy3rLgP99YEzAFQoX4Bt+8/6iDRFRE9CFpuOxR3Au:X66qy6C9h78P9WuAFDoft/09cRP

MD5: 9EA4EE921FB70E0D7C36B186CB0D8680

SHA1: 27EC427A3266394ABF440B4FE2BC2CC9C996AD78

SHA-256: FED336F5A5314EE9CD503033762EA4709C33764C2C214405915BF65262FED1EA

SHA-512: 900902274CB28644C69784E0B34A8EBDC25F214DDBFC8FD4677360F7505A8C08E7F96CD00D66B297E89F74C4E5D36B7B95875CB0C4EAF8F7CDD8F96AED6DB7C
0

Malicious: false

Reputation: low

IE Cache URL: https://mwf-service.akamaized.net/mwf/js/bundle/1.57.0/mwf-auto-init-main.var.min.js
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Preview:
/*! modernizr 3.3.1 (Custom Build) | MIT *. * https://modernizr.com/download/?-eventlistener-picture-printshiv-setclasses !*/.!function(n,t){function h(n,t){return typeof 
n===t}function c(){var u,n,f,e,o,c,t;for(var l in r)if(r.hasOwnProperty(l)){if(u=[],n=r[l],n.name&&(u.push(n.name.toLowerCase()),n.options&&n.options.aliases&&n.options.
aliases.length))for(f=0;f<n.options.aliases.length;f++)u.push(n.options.aliases[f].toLowerCase());for(e=h(n.fn,"function")?n.fn():n.fn,o=0;o<u.length;o++)c=u[o],t=c.split
("."),1===t.length?i[t[0]]=e:(!i[t[0]]||i[t[0]]instanceof Boolean||(i[t[0]]=new Boolean(i[t[0]])),i[t[0]][t[1]]=e),s.push((e?"":"no-")+t.join("-"))}}function l(n){var t=u.className
,r=i._config.classPrefix||"",e;(f&&(t=t.baseVal),i._config.enableJSClass)&&(e=new RegExp("(^|\\s)"+r+"no-js(\\s|$)"),t=t.replace(e,"$1"+r+"js$2"));i._config.enableClasses&&
(t+=" "+r+n.join(" "+r),f?u.className.baseVal=t:u.className=t)}var s=[],r=[],o={_version:"3.3.1",_config:{classPrefix:"",enableClasses:!0,

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\mwf-auto-init-main.var.min[1].js

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\pbfDeps[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with CRLF, LF line terminators

Category: downloaded

Size (bytes): 30442

Entropy (8bit): 5.727987125064986

Encrypted: false

SSDEEP: 768:PID1f+nkZRAtYBhuGNyhCy74/uAD9pVYqUtX8SwxqQM7KWDrDXGUMorqjSJTXJ4A:PID1f+nkZRAtYBhVo6uAD9pVYqUtX8SV

MD5: DE25CDB3F32AFB648E3122242AC6ECCE

SHA1: 5BBFC5BAB6367445EE76C14390A1EA17D359AAC9

SHA-256: A7E0522AB5D2EF573FEAA808E5B68EA1078A5BA00180D039B2D81928ED3A58C0

SHA-512: 47E5C16C2F90CB9CA5E96B409FE69C01AA95176CED28742718D20F2855F2D469A09C9BE98D590A0DAF1BC9484D5B3CB198C3825C80FCEBB36E247923A6E8E32
9

Malicious: false

Reputation: low

IE Cache URL: https://js.arcgis.com/3.35/esri/tasks/support/pbfDeps.js

Preview:
// All material copyright ESRI, All Rights Reserved, unless otherwise specified...// See https://js.arcgis.com/3.35/esri/copyright.txt for details...//>>built.require({cache:{"esri
/layers/vectorTiles/tasks/operations/pbfQueryUtils":function(){define("require exports ../../core/Error ../../core/Logger ../../core/pbf ../../layers/graphics/optimizedFeatures".sp
lit(" "),function(S,w,C,h,p,r){function n(t){if(t>=l.length){var B=new C("query:parsing-pbf","Error while parsing FeatureSet PBF payload. Unknown GeometryType");ea.error(
B)}return l[t]}function E(t){var B,m=B||(B={});m[m.STRING=1]="STRING";m[m.FLOAT=2]="FLOAT";m[m.DOUBLE=3]="DOUBLE";m[m.SINT32=4]="SINT32";.m[
m.UINT32=5]="UINT32";m[m.INT64=6]="INT64";m[m.UINT64=7]="UINT64";m[m.SINT64=8]="SINT64";for(m[m.BOOL=9]="BOOL";t.next();)switch(t.tag()){case B.STRING
:return t.getString();case B.FLOAT:return t.getFloat();case B.DOUBLE:return t.getDouble();case B.SINT32:return t.getSInt32();case B.UINT32:return t.getUInt32();case 
B.INT64:return 

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\performance_4k_streaming__brrypnzyysya_large_2x[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 1584x1666, frames 3

Category: downloaded

Size (bytes): 296822

Entropy (8bit): 7.948139256606109

Encrypted: false

SSDEEP: 6144:Jeq8nPnCq4gtLAneozhlgg0WSn44qQuviOygetOV3YGvcgU6rRd:JyC+tLAnTDgg1y4tyOygN1Bvc3ob

MD5: 72EAD54EBDB63A91CD31CBE830A6E548

SHA1: 80D5E66049898EC620C9BA18C0A915861C915670

SHA-256: A9F517DA865ACF7D5C00D8FB2AB1617E03EECA231C4EDD1045DCE091A9311154

SHA-512: 338DA1C49A824B67387A09A28C44D9B3F177C50F299A30CC0DE1DBEF18507F585B9E052367F1B7666549B19B788D8E813E3EDE74AA775B6A162FE26BB0081062

Malicious: false

Reputation: low

IE Cache URL: https://www.apple.com/v/safari/m/images/overview/performance_4k_streaming__brrypnzyysya_large_2x.jpg

Preview:
......JFIF.............C....................................................................C.........................................................................0..................................................................................P.|..G.q...
........................................................................!... ..........................................................................<C..............................................................................?............................
.....................h............................A...................................................#.............................0...............................................w.8.............................................................................
........................................................................................................................................................................................................................

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\performance_hero__b0mm4zgtpeqa_large_2x[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 2428x1422, frames 3

Category: downloaded

Size (bytes): 369528

Entropy (8bit): 7.907526595657187

Encrypted: false

SSDEEP: 6144:YO62NzrReyKSKwYeFVO9ptcrdyZMqFj6b48KDuD3rakMmcikpS/ewLevL/AxZSPI:kQR6SKMHAcrmM06b4Ne3raN1DpS/nSzm

MD5: 0F927FDD29A35F5E8865AE448C14EE75

SHA1: 2BA70149481C1ACFA9C39260BE098B8F8BE68219

SHA-256: 8FEF9ED8867BFCF9AB339B41BFF28D3D1C47810B4519A1520EC370B1A2A399DF

SHA-512: 1E23862F6EAB2E0BE77565F0D74EE9B168720B1210540EBA9E79B27F51B8A3F0DD39F70114CDA08DAFB79BED2DBB27185CCEDA9AA1566E3C4FEA9C48D5DA6
F97

Malicious: false

Reputation: low

IE Cache URL: https://www.apple.com/v/safari/m/images/overview/performance_hero__b0mm4zgtpeqa_large_2x.jpg
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Preview:
......JFIF.............C....................................................................C.........................................................................|...................................................................................p.........
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\performance_hero__b0mm4zgtpeqa_large_2x[1].jpg

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\performance_icon_battery__esjhxcs15uaa_large_2x[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 278 x 136, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 5112

Entropy (8bit): 7.847292258332673

Encrypted: false

SSDEEP: 96:NmF56dYjR5Dn7d5i3VyP9ytV2UBg1g2HzF3ex/dF1:NmFwdYHnPmyP9EYr+n

MD5: 66B9C6042A869F91CC8EA438FC6BF3E6

SHA1: BB086153E53BF64557FDDD1C079E14EF3963D0F1

SHA-256: 81CD68E42CDF74B5F3C480AA347C364A95669AC518C7F5E45C489C968488F34C

SHA-512: 9E9D616271F097932DA70635D9638DAC9AB10EC26F705AF11687D9AD7A2707C9F758A1C42830D6FEBD6ADB950DF8F3D03E5AA84182077BD4289ED8901ABD92D2

Malicious: false

Reputation: low

IE Cache URL: https://www.apple.com/v/safari/m/images/overview/performance_icon_battery__esjhxcs15uaa_large_2x.png

Preview:
.PNG........IHDR............."V......IDATx..}p].y.....:\I$...I.....6....BI..6....v..c.ij...Hv....&-...R.....<%-3`...P` -5m.'.L(.j.H..J...qe#].{.sv.......W......g..9Gi......i.'......7m.....dmZ.t..'.R..
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\performance_icon_faster__fk8q4nfakhaq_large_2x[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 202 x 350, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 3071

Entropy (8bit): 7.465854625396237

Encrypted: false

SSDEEP: 48:w+4lNjehYTDCz0+Lnyma/c/onr2AK207poRGyDOJKlckv1iWQNRXRQb/d6ZpmnOY:dkTTDG0+iwQq2LGyDEKl1wJNRBWdsmOY

MD5: 20E2EC29AE356D360E97B936D154F5A8

SHA1: 743362F870EBA1185A1AB28FBD36AA03D9C79CA3

SHA-256: 69D7193F397EB405FA5E570AB95E3EEA13B0ABDA7126D2C9A346A33A0C9DE0FA

SHA-512: 438C8063B67325299911D73213B7F80F6C4993B312503B3CF9ED678CB8B703980EE4736CA65F6904B29AFBED973C2F2C6E8278C7A0D4677C5CD21D76393864E3

Malicious: false

Reputation: low

IE Cache URL: https://www.apple.com/v/safari/m/images/overview/performance_icon_faster__fk8q4nfakhaq_large_2x.png

Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\performance_icon_stream__dxgsck5q54uq_large_2x[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 210 x 210, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 7990

Entropy (8bit): 7.919253596385608

Encrypted: false

SSDEEP: 192:dtOx1HPYCpPXG0BBanFbxqRt0FoVISRiUSDr7:fWYCxrE9qROoVtRi/D/

MD5: 5A5C652F99744255CA66890D67557B35

SHA1: 84998DAF62914D1C7669E81B00E8275EF6A7F109

SHA-256: ECD4010793B4B8608BCA0613E4AFCB449409C106247972094FF90086F2692F1F

SHA-512: 3A84A081721C00644A8FE76FF9D0339D39559A4BFD770895950D9D3A4516B1ED118CE2C5ECFCE44E7D77DDE76A71EDD46BEF7095259B198B0817B720962477A2

Malicious: false

Reputation: low

IE Cache URL: https://www.apple.com/v/safari/m/images/overview/performance_icon_stream__dxgsck5q54uq_large_2x.png
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\performance_icon_stream__dxgsck5q54uq_large_2x[1].png

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\predefined_loading_1[1].gif
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: GIF image data, version 89a, 58 x 29

Category: downloaded

Size (bytes): 2289

Entropy (8bit): 7.463563363577568

Encrypted: false

SSDEEP: 48:XHKS2Nn2DEJ3bL8N30KpulxSg+Qw/aTqZXiPfwRg32:XqSK2C+klUg1L/G

MD5: FB41ED70BE344A5ABDDA91795A892BAB

SHA1: 371FF9966EAF605A49FAF539D7AF6BFAABF085A0

SHA-256: 4B512C373D9707DAF77904510242C5840BE46E8AAF38593D0E2B6D311118B9BB

SHA-512: 80AF3B926DCB80EE35471C7475618E4FB0BC7C74B493E9468AA9F24B18DFF5382965814D2536A001B730186A74892FA806648BF8B25C50EE714281A8D977AB0C

Malicious: false

Reputation: low

IE Cache URL: https://www.arcgis.com/apps/webappviewer/configs/loading/images/predefined_loading_1.gif

Preview:
GIF89a:............!..NETSCAPE2.0.....!..XMP DataXMP<?xpacket begin="." id="W5M0MpCehiHzreSzNTczkc9d"?> <x:xmpmeta xmlns:x="adobe:ns:meta/" x:xmptk="Adobe 
XMP Core 5.5-c014 79.151481, 2013/03/13-12:09:15        "> <rdf:RDF xmlns:rdf="http://www.w3.org/1999/02/22-rdf-syntax-ns#"> <rdf:Description rdf:about="" 
xmlns:xmp="http://ns.adobe.com/xap/1.0/" xmlns:xmpMM="http://ns.adobe.com/xap/1.0/mm/" xmlns:stRef="http://ns.adobe.com/xap/1.0/sType/ResourceRef#" xm
p:CreatorTool="Adobe Photoshop CC (Windows)" xmpMM:InstanceID="xmp.iid:7EC8B1814D5211E593DCC1F4290F1486" xmpMM:DocumentID="xmp.did:7EC8B1824
D5211E593DCC1F4290F1486"> <xmpMM:DerivedFrom stRef:instanceID="xmp.iid:7EC8B17F4D5211E593DCC1F4290F1486" stRef:documentID="xmp.did:7EC8B1804
D5211E593DCC1F4290F1486"/> </rdf:Description> </rdf:RDF> </x:xmpmeta> <?xpacket end="r"?>...............................................................................................................
...................~}|{zyxwvutsrqponmlkjihgfedcba`_^]\[ZYX

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\privacy_hero__fn3khpbm736u_large_2x[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 2060x1664, frames 3

Category: downloaded

Size (bytes): 305859

Entropy (8bit): 7.855194887832084

Encrypted: false

SSDEEP: 6144:uZ04bCGaYANZGnWWp+81Wi8sz9K8wk0XEOkGkkkkkkkkkkkkkkkkkkkkkkkkkk6g:P4b+YANZnj8B9hwkOhjaCSc

MD5: 890152CE5BB1CD850E2123373B8D3C5D

SHA1: 2AC9FB7A55152EF9805E80F612CF39CF727394C7

SHA-256: D50C93C9C26632B743967959B18DFE020CFD60C865B63A693E6C6451C8365BFA

SHA-512: 0BEB30E398E0FCB0D1732DAF8CB8767056BD8A23BB78BC6DB8BB21E202B6B56F46F6E2B40FECA47903A9ABA38E0B3E3C85D517C98B64986BD0B6E6FA3CF71
DAB

Malicious: false

Reputation: low

IE Cache URL: https://www.apple.com/v/safari/m/images/overview/privacy_hero__fn3khpbm736u_large_2x.jpg

Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\privacy_privacy_report__c5f1iojwaj6u_large_2x[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 1186x1188, frames 3

Category: downloaded

Size (bytes): 85654

Entropy (8bit): 7.7072802265061835

Encrypted: false

SSDEEP: 1536:qbYzRWTH30rBSQoamnom4t7z8ho8ddzvmM4vQ1LlfZYGCQuKDCQt:qbYzR630rQdn3Kv8ClQVlfZPCQK2

MD5: B089324FA3A8FAE387A20044102F45F7

SHA1: 125E5599D07383D0B891CD12BCC801792EB22DB4

SHA-256: 2330766446741357807FA0F6C317672C63A48A13403F5B6C5686D1C371F97965

SHA-512: 4E2CADEF2FA0ECF678697060C5C7D3A6605C73C0FEE1CA501EE1B88790CA865C4C01969381210DB6CD597403FF214F891BFE5F69D4DFEF297CC8E42711E09B9
7

Malicious: false

Reputation: low

IE Cache URL: https://www.apple.com/v/safari/m/images/overview/privacy_privacy_report__c5f1iojwaj6u_large_2x.jpg
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Static File Info

No static file info
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\privacy_privacy_report__c5f1iojwaj6u_large_2x[1].jpg

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\query[1].txt
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 411

Entropy (8bit): 4.841840490328076

Encrypted: false

SSDEEP: 12:YKYUY6yp7XeJ0Oni1iO1dAvuqRHZP/oYVRas1st:YKrNyJXeJ/nO1dA2qxZ3nVgt

MD5: F0F34154289EF291E8B625B38B55A365

SHA1: F04E6F40CD5707F4D5C70266DDB5CECC11795C90

SHA-256: 856AE48DA052E31847CF83A39EE797F08430433A12EFE0A7254E00FD472C74A4

SHA-512: 9A414E24091F65E1355F0B286B3635DFD299416E53490E6FB190A3C1EB369BE81891AFA87F544D24CFFE394950EEB1F3BF7033760B4B26A43038D8154E8D48DE

Malicious: false

Reputation: low

IE Cache URL: https://services9.arcgis.com/UU5yXg9PV67U0ebq/arcgis/rest/services/ElectionGeography_public/FeatureServer/2/query?
f=json&where=electedoffice%20%3D%20'Board%20of%20Regents'&returnGeometry=false&spatialRel=esriSpatialRelIntersects&outFields=*&outStatistics=%5B%7B%22s
tatisticType%22%3A%22exceedslimit%22%2C%22outStatisticFieldName%22%3A%22exceedslimit%22%2C%22maxPointCount%22%3A4000%2C%22maxRecordCount
%22%3A2000%2C%22maxVertexCount%22%3A250000%7D%5D

Preview:
{"objectIdFieldName":"OBJECTID","uniqueIdField":{"name":"OBJECTID","isSystemMaintained":true},"globalIdFieldName":"GlobalID","geometryType":"esriGeome
tryPolygon","spatialReference":{"wkid":102100,"latestWkid":3857},"fields":[{"name":"exceedslimit","type":"esriFieldTypeInteger","alias":"exceedslimit","sqlType":"sqlTypeI
nteger","domain":null,"defaultValue":null}],"features":[{"attributes":{"exceedslimit":0}}]}

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\results[1].pbf
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: data

Category: downloaded

Size (bytes): 151155

Entropy (8bit): 6.7718101423538934

Encrypted: false

SSDEEP: 3072:pmMmxG6/ZKh/aHE0AbA2IsfhaYGggHmKNbZOY0kohVJZR:EFZ4FAFyA2IsfhQmaZOBl

MD5: 558C994FA07EA4612EF3A0492395F937

SHA1: 05F156E4CF9818812129B2AB08509E7D1140D28B

SHA-256: 2E0EB8E19C068F30D49CDAABE1A73E73767FDE36ED742CF4ACCCA27DDC7C726D

SHA-512: 408907E0DB36BE14A4A55386518F794A277D11EAD07EA2CFDA74E33C4960AFFE55ACF1B36671D35794F0D9386C30BC2A9F87A6CB4C8E9BC16FFCF9CF4888B35
4

Malicious: false

Reputation: low

IE Cache URL: https://services9.arcgis.com/UU5yXg9PV67U0ebq/arcgis/rest/services/ElectionGeography_public/FeatureServer/2/query?
f=pbf&where=electedoffice%20%3D%20'State%20Senate'&returnGeometry=true&spatialRel=esriSpatialRelIntersects&outFields=*&maxRecordCountFactor=2&outSR=10
2100&resultOffset=0&resultRecordCount=4000&cacheHint=true&quantizationParameters=%7B%22mode%22%3A%22view%22%2C%22originPosition%22%3A%22uppe
rLeft%22%2C%22tolerance%22%3A1.0583354500042332%2C%22extent%22%3A%7B%22xmin%22%3A-
15000000%2C%22ymin%22%3A2700000%2C%22xmax%22%3A-
6200000%2C%22ymax%22%3A6500000%2C%22spatialReference%22%3A%7B%22wkid%22%3A102100%2C%22latestWkid%22%3A3857%7D%7D%7D

Preview:
........OBJECTID..GlobalID*(..Shape__Area..Shape__Length..esriMeters8.B.......b(.../s.'...?./s.'...?.......8.l........XAj...OBJECTID....OBJECTIDj....electedoffice....Elected Office
*..{"type":"codedValue","name":"Electoral Districts_electedoffice_5dc4c20c-0f49-4062-831d-1dc3c81ee4e8","codedValues":[{"name":"Attorney General","code":"Attorney 
General"},{"name":"County Commissioner","code":"County Commissioner"},{"name":"Governor","code":"Governor"},{"name":"Lieutenant Governor","code":"Lieutenant 
Governor"},{"name":"Board of Regents","code":"Board of Regents"},{"name":"Mayor","code":"Mayor"},{"name":"President of the United States","code":"President of the 
United States"},{"name":"Secretary of State","code":"Secretary of State"},{"name":"State Attorney General","code":"State Attorney General"},{"name":"State Assembly","c
ode":"State Assembly"},{"name":"State Senate","code":"State Senate"},{"name":"State Treasurer","code":"State Treasurer"},{"name":"United States House of Represe
ntative

Network Behavior
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Network Port Distribution

Total Packets: 113

• 53 (DNS)

• 443 (HTTPS)

Timestamp Source Port Dest Port Source IP Dest IP

Feb 25, 2021 22:21:40.757087946 CET 49725 443 192.168.2.4 18.234.22.251

Feb 25, 2021 22:21:40.757965088 CET 49726 443 192.168.2.4 18.234.22.251

Feb 25, 2021 22:21:40.885263920 CET 443 49725 18.234.22.251 192.168.2.4

Feb 25, 2021 22:21:40.885425091 CET 49725 443 192.168.2.4 18.234.22.251

Feb 25, 2021 22:21:40.885823965 CET 443 49726 18.234.22.251 192.168.2.4

Feb 25, 2021 22:21:40.885901928 CET 49726 443 192.168.2.4 18.234.22.251

Feb 25, 2021 22:21:40.890811920 CET 49725 443 192.168.2.4 18.234.22.251

Feb 25, 2021 22:21:40.890928984 CET 49726 443 192.168.2.4 18.234.22.251

Feb 25, 2021 22:21:41.017657995 CET 443 49725 18.234.22.251 192.168.2.4

Feb 25, 2021 22:21:41.017813921 CET 443 49726 18.234.22.251 192.168.2.4

Feb 25, 2021 22:21:41.019228935 CET 443 49726 18.234.22.251 192.168.2.4

Feb 25, 2021 22:21:41.019268036 CET 443 49726 18.234.22.251 192.168.2.4

Feb 25, 2021 22:21:41.019299984 CET 443 49726 18.234.22.251 192.168.2.4

Feb 25, 2021 22:21:41.019304037 CET 49726 443 192.168.2.4 18.234.22.251

Feb 25, 2021 22:21:41.019351959 CET 49726 443 192.168.2.4 18.234.22.251

Feb 25, 2021 22:21:41.019360065 CET 49726 443 192.168.2.4 18.234.22.251

Feb 25, 2021 22:21:41.021651983 CET 443 49725 18.234.22.251 192.168.2.4

Feb 25, 2021 22:21:41.021693945 CET 443 49725 18.234.22.251 192.168.2.4

Feb 25, 2021 22:21:41.021724939 CET 443 49725 18.234.22.251 192.168.2.4

Feb 25, 2021 22:21:41.021749020 CET 49725 443 192.168.2.4 18.234.22.251

Feb 25, 2021 22:21:41.021781921 CET 49725 443 192.168.2.4 18.234.22.251

Feb 25, 2021 22:21:41.021790028 CET 49725 443 192.168.2.4 18.234.22.251

Feb 25, 2021 22:21:41.050061941 CET 49726 443 192.168.2.4 18.234.22.251

Feb 25, 2021 22:21:41.050194979 CET 49725 443 192.168.2.4 18.234.22.251

Feb 25, 2021 22:21:41.055730104 CET 49726 443 192.168.2.4 18.234.22.251

Feb 25, 2021 22:21:41.055938959 CET 49726 443 192.168.2.4 18.234.22.251

Feb 25, 2021 22:21:41.055964947 CET 49725 443 192.168.2.4 18.234.22.251

Feb 25, 2021 22:21:41.177043915 CET 443 49725 18.234.22.251 192.168.2.4

Feb 25, 2021 22:21:41.177088976 CET 443 49725 18.234.22.251 192.168.2.4

Feb 25, 2021 22:21:41.177119017 CET 443 49726 18.234.22.251 192.168.2.4

Feb 25, 2021 22:21:41.177145004 CET 443 49726 18.234.22.251 192.168.2.4

Feb 25, 2021 22:21:41.177177906 CET 49725 443 192.168.2.4 18.234.22.251

Feb 25, 2021 22:21:41.177248955 CET 49726 443 192.168.2.4 18.234.22.251

Feb 25, 2021 22:21:41.179085016 CET 49726 443 192.168.2.4 18.234.22.251

Feb 25, 2021 22:21:41.179095030 CET 49725 443 192.168.2.4 18.234.22.251

Feb 25, 2021 22:21:41.179290056 CET 49725 443 192.168.2.4 18.234.22.251

Feb 25, 2021 22:21:41.182415009 CET 443 49726 18.234.22.251 192.168.2.4

Feb 25, 2021 22:21:41.182450056 CET 443 49725 18.234.22.251 192.168.2.4

Feb 25, 2021 22:21:41.182523966 CET 49726 443 192.168.2.4 18.234.22.251

Feb 25, 2021 22:21:41.182591915 CET 49725 443 192.168.2.4 18.234.22.251

Feb 25, 2021 22:21:41.183265924 CET 443 49726 18.234.22.251 192.168.2.4

Feb 25, 2021 22:21:41.183305979 CET 443 49726 18.234.22.251 192.168.2.4

TCP Packets
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Feb 25, 2021 22:21:41.183332920 CET 443 49726 18.234.22.251 192.168.2.4

Feb 25, 2021 22:21:41.183371067 CET 49726 443 192.168.2.4 18.234.22.251

Feb 25, 2021 22:21:41.183438063 CET 49726 443 192.168.2.4 18.234.22.251

Feb 25, 2021 22:21:41.241686106 CET 49726 443 192.168.2.4 18.234.22.251

Feb 25, 2021 22:21:41.241849899 CET 49726 443 192.168.2.4 18.234.22.251

Feb 25, 2021 22:21:41.241986990 CET 49726 443 192.168.2.4 18.234.22.251

Feb 25, 2021 22:21:41.243740082 CET 49726 443 192.168.2.4 18.234.22.251

Feb 25, 2021 22:21:41.243885994 CET 49726 443 192.168.2.4 18.234.22.251

Feb 25, 2021 22:21:41.244014978 CET 49726 443 192.168.2.4 18.234.22.251

Feb 25, 2021 22:21:41.246633053 CET 49726 443 192.168.2.4 18.234.22.251

Feb 25, 2021 22:21:41.246861935 CET 49726 443 192.168.2.4 18.234.22.251

Feb 25, 2021 22:21:41.247068882 CET 49726 443 192.168.2.4 18.234.22.251

Feb 25, 2021 22:21:41.247261047 CET 49726 443 192.168.2.4 18.234.22.251

Feb 25, 2021 22:21:41.349067926 CET 443 49725 18.234.22.251 192.168.2.4

Feb 25, 2021 22:21:41.349117994 CET 443 49726 18.234.22.251 192.168.2.4

Feb 25, 2021 22:21:41.368455887 CET 443 49726 18.234.22.251 192.168.2.4

Feb 25, 2021 22:21:41.368494987 CET 443 49726 18.234.22.251 192.168.2.4

Feb 25, 2021 22:21:41.368570089 CET 443 49726 18.234.22.251 192.168.2.4

Feb 25, 2021 22:21:41.369091988 CET 443 49726 18.234.22.251 192.168.2.4

Feb 25, 2021 22:21:41.369122982 CET 443 49726 18.234.22.251 192.168.2.4

Feb 25, 2021 22:21:41.369195938 CET 49726 443 192.168.2.4 18.234.22.251

Feb 25, 2021 22:21:41.369247913 CET 49726 443 192.168.2.4 18.234.22.251

Feb 25, 2021 22:21:41.369788885 CET 443 49726 18.234.22.251 192.168.2.4

Feb 25, 2021 22:21:41.369820118 CET 443 49726 18.234.22.251 192.168.2.4

Feb 25, 2021 22:21:41.369853020 CET 49726 443 192.168.2.4 18.234.22.251

Feb 25, 2021 22:21:41.369874954 CET 49726 443 192.168.2.4 18.234.22.251

Feb 25, 2021 22:21:41.370721102 CET 443 49726 18.234.22.251 192.168.2.4

Feb 25, 2021 22:21:41.370763063 CET 443 49726 18.234.22.251 192.168.2.4

Feb 25, 2021 22:21:41.370799065 CET 49726 443 192.168.2.4 18.234.22.251

Feb 25, 2021 22:21:41.370800972 CET 443 49726 18.234.22.251 192.168.2.4

Feb 25, 2021 22:21:41.370815039 CET 49726 443 192.168.2.4 18.234.22.251

Feb 25, 2021 22:21:41.370839119 CET 443 49726 18.234.22.251 192.168.2.4

Feb 25, 2021 22:21:41.370856047 CET 49726 443 192.168.2.4 18.234.22.251

Feb 25, 2021 22:21:41.370877028 CET 443 49726 18.234.22.251 192.168.2.4

Feb 25, 2021 22:21:41.370892048 CET 49726 443 192.168.2.4 18.234.22.251

Feb 25, 2021 22:21:41.370915890 CET 443 49726 18.234.22.251 192.168.2.4

Feb 25, 2021 22:21:41.370933056 CET 49726 443 192.168.2.4 18.234.22.251

Feb 25, 2021 22:21:41.370964050 CET 443 49726 18.234.22.251 192.168.2.4

Feb 25, 2021 22:21:41.370970964 CET 49726 443 192.168.2.4 18.234.22.251

Feb 25, 2021 22:21:41.371007919 CET 443 49726 18.234.22.251 192.168.2.4

Feb 25, 2021 22:21:41.371015072 CET 49726 443 192.168.2.4 18.234.22.251

Feb 25, 2021 22:21:41.371054888 CET 49726 443 192.168.2.4 18.234.22.251

Feb 25, 2021 22:21:41.373467922 CET 443 49726 18.234.22.251 192.168.2.4

Feb 25, 2021 22:21:41.374017000 CET 443 49726 18.234.22.251 192.168.2.4

Feb 25, 2021 22:21:41.391488075 CET 49726 443 192.168.2.4 18.234.22.251

Feb 25, 2021 22:21:41.496038914 CET 443 49726 18.234.22.251 192.168.2.4

Feb 25, 2021 22:21:41.496102095 CET 443 49726 18.234.22.251 192.168.2.4

Feb 25, 2021 22:21:41.496140003 CET 443 49726 18.234.22.251 192.168.2.4

Feb 25, 2021 22:21:41.496179104 CET 443 49726 18.234.22.251 192.168.2.4

Feb 25, 2021 22:21:41.496253967 CET 49726 443 192.168.2.4 18.234.22.251

Feb 25, 2021 22:21:41.496320009 CET 49726 443 192.168.2.4 18.234.22.251

Feb 25, 2021 22:21:41.496558905 CET 443 49726 18.234.22.251 192.168.2.4

Feb 25, 2021 22:21:41.496601105 CET 443 49726 18.234.22.251 192.168.2.4

Feb 25, 2021 22:21:41.496639013 CET 443 49726 18.234.22.251 192.168.2.4

Feb 25, 2021 22:21:41.496644020 CET 49726 443 192.168.2.4 18.234.22.251

Feb 25, 2021 22:21:41.496678114 CET 443 49726 18.234.22.251 192.168.2.4

Feb 25, 2021 22:21:41.496715069 CET 49726 443 192.168.2.4 18.234.22.251

Feb 25, 2021 22:21:41.496794939 CET 49726 443 192.168.2.4 18.234.22.251

Timestamp Source Port Dest Port Source IP Dest IP

Timestamp Source Port Dest Port Source IP Dest IP

Feb 25, 2021 22:21:32.891885996 CET 57458 53 192.168.2.4 8.8.8.8

Feb 25, 2021 22:21:32.943468094 CET 53 57458 8.8.8.8 192.168.2.4

UDP Packets
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Feb 25, 2021 22:21:33.843924999 CET 50579 53 192.168.2.4 8.8.8.8

Feb 25, 2021 22:21:33.894257069 CET 53 50579 8.8.8.8 192.168.2.4

Feb 25, 2021 22:21:34.801501036 CET 51703 53 192.168.2.4 8.8.8.8

Feb 25, 2021 22:21:34.853194952 CET 53 51703 8.8.8.8 192.168.2.4

Feb 25, 2021 22:21:35.740822077 CET 65248 53 192.168.2.4 8.8.8.8

Feb 25, 2021 22:21:35.791733980 CET 53 65248 8.8.8.8 192.168.2.4

Feb 25, 2021 22:21:36.828469038 CET 53723 53 192.168.2.4 8.8.8.8

Feb 25, 2021 22:21:36.877506971 CET 53 53723 8.8.8.8 192.168.2.4

Feb 25, 2021 22:21:37.971438885 CET 64646 53 192.168.2.4 8.8.8.8

Feb 25, 2021 22:21:38.021213055 CET 53 64646 8.8.8.8 192.168.2.4

Feb 25, 2021 22:21:38.933502913 CET 65298 53 192.168.2.4 8.8.8.8

Feb 25, 2021 22:21:38.985173941 CET 53 65298 8.8.8.8 192.168.2.4

Feb 25, 2021 22:21:39.713646889 CET 59123 53 192.168.2.4 8.8.8.8

Feb 25, 2021 22:21:39.778687954 CET 53 59123 8.8.8.8 192.168.2.4

Feb 25, 2021 22:21:39.972121954 CET 54531 53 192.168.2.4 8.8.8.8

Feb 25, 2021 22:21:40.034548998 CET 53 54531 8.8.8.8 192.168.2.4

Feb 25, 2021 22:21:40.689287901 CET 49714 53 192.168.2.4 8.8.8.8

Feb 25, 2021 22:21:40.740526915 CET 53 49714 8.8.8.8 192.168.2.4

Feb 25, 2021 22:21:41.055037975 CET 58028 53 192.168.2.4 8.8.8.8

Feb 25, 2021 22:21:41.103708029 CET 53 58028 8.8.8.8 192.168.2.4

Feb 25, 2021 22:21:41.657326937 CET 53097 53 192.168.2.4 8.8.8.8

Feb 25, 2021 22:21:41.714737892 CET 53 53097 8.8.8.8 192.168.2.4

Feb 25, 2021 22:21:42.945796013 CET 49257 53 192.168.2.4 8.8.8.8

Feb 25, 2021 22:21:42.996149063 CET 53 49257 8.8.8.8 192.168.2.4

Feb 25, 2021 22:21:44.485666990 CET 62389 53 192.168.2.4 8.8.8.8

Feb 25, 2021 22:21:44.538872957 CET 53 62389 8.8.8.8 192.168.2.4

Feb 25, 2021 22:21:45.529820919 CET 49910 53 192.168.2.4 8.8.8.8

Feb 25, 2021 22:21:45.581408978 CET 53 49910 8.8.8.8 192.168.2.4

Feb 25, 2021 22:21:45.967977047 CET 55854 53 192.168.2.4 8.8.8.8

Feb 25, 2021 22:21:46.030558109 CET 53 55854 8.8.8.8 192.168.2.4

Feb 25, 2021 22:21:46.422821045 CET 64549 53 192.168.2.4 8.8.8.8

Feb 25, 2021 22:21:46.473942041 CET 63153 53 192.168.2.4 8.8.8.8

Feb 25, 2021 22:21:46.482652903 CET 53 64549 8.8.8.8 192.168.2.4

Feb 25, 2021 22:21:46.537765026 CET 53 63153 8.8.8.8 192.168.2.4

Feb 25, 2021 22:21:46.565051079 CET 52991 53 192.168.2.4 8.8.8.8

Feb 25, 2021 22:21:46.616270065 CET 53 52991 8.8.8.8 192.168.2.4

Feb 25, 2021 22:21:46.689073086 CET 53700 53 192.168.2.4 8.8.8.8

Feb 25, 2021 22:21:46.751444101 CET 53 53700 8.8.8.8 192.168.2.4

Feb 25, 2021 22:21:49.349473953 CET 51726 53 192.168.2.4 8.8.8.8

Feb 25, 2021 22:21:49.406889915 CET 53 51726 8.8.8.8 192.168.2.4

Feb 25, 2021 22:21:49.784749031 CET 56794 53 192.168.2.4 8.8.8.8

Feb 25, 2021 22:21:49.844651937 CET 53 56794 8.8.8.8 192.168.2.4

Feb 25, 2021 22:21:50.453972101 CET 56534 53 192.168.2.4 8.8.8.8

Feb 25, 2021 22:21:50.502410889 CET 53 56534 8.8.8.8 192.168.2.4

Feb 25, 2021 22:21:51.907656908 CET 56627 53 192.168.2.4 8.8.8.8

Feb 25, 2021 22:21:51.956130028 CET 53 56627 8.8.8.8 192.168.2.4

Feb 25, 2021 22:21:52.660271883 CET 56621 53 192.168.2.4 8.8.8.8

Feb 25, 2021 22:21:52.720202923 CET 53 56621 8.8.8.8 192.168.2.4

Feb 25, 2021 22:21:57.341937065 CET 63116 53 192.168.2.4 8.8.8.8

Feb 25, 2021 22:21:57.393598080 CET 53 63116 8.8.8.8 192.168.2.4

Feb 25, 2021 22:22:01.695760012 CET 64078 53 192.168.2.4 8.8.8.8

Feb 25, 2021 22:22:01.746862888 CET 53 64078 8.8.8.8 192.168.2.4

Feb 25, 2021 22:22:03.097944021 CET 64801 53 192.168.2.4 8.8.8.8

Feb 25, 2021 22:22:03.158214092 CET 53 64801 8.8.8.8 192.168.2.4

Feb 25, 2021 22:22:03.824503899 CET 61721 53 192.168.2.4 8.8.8.8

Feb 25, 2021 22:22:03.875859976 CET 53 61721 8.8.8.8 192.168.2.4

Feb 25, 2021 22:22:04.452311993 CET 51255 53 192.168.2.4 8.8.8.8

Feb 25, 2021 22:22:04.503923893 CET 53 51255 8.8.8.8 192.168.2.4

Feb 25, 2021 22:22:06.372853994 CET 61522 53 192.168.2.4 8.8.8.8

Feb 25, 2021 22:22:06.448870897 CET 53 61522 8.8.8.8 192.168.2.4

Feb 25, 2021 22:22:09.723793030 CET 52337 53 192.168.2.4 8.8.8.8

Feb 25, 2021 22:22:09.783710957 CET 53 52337 8.8.8.8 192.168.2.4

Feb 25, 2021 22:22:10.128201008 CET 55046 53 192.168.2.4 8.8.8.8

Feb 25, 2021 22:22:10.178620100 CET 53 55046 8.8.8.8 192.168.2.4

Timestamp Source Port Dest Port Source IP Dest IP
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Feb 25, 2021 22:22:10.392182112 CET 49612 53 192.168.2.4 8.8.8.8

Feb 25, 2021 22:22:10.440952063 CET 53 49612 8.8.8.8 192.168.2.4

Feb 25, 2021 22:22:10.741919041 CET 52337 53 192.168.2.4 8.8.8.8

Feb 25, 2021 22:22:10.792723894 CET 53 52337 8.8.8.8 192.168.2.4

Feb 25, 2021 22:22:11.082242966 CET 49285 53 192.168.2.4 8.8.8.8

Feb 25, 2021 22:22:11.131714106 CET 53 49285 8.8.8.8 192.168.2.4

Feb 25, 2021 22:22:11.203277111 CET 50601 53 192.168.2.4 8.8.8.8

Feb 25, 2021 22:22:11.258081913 CET 53 50601 8.8.8.8 192.168.2.4

Feb 25, 2021 22:22:11.403789997 CET 49612 53 192.168.2.4 8.8.8.8

Feb 25, 2021 22:22:11.453241110 CET 53 49612 8.8.8.8 192.168.2.4

Feb 25, 2021 22:22:11.864022017 CET 52337 53 192.168.2.4 8.8.8.8

Feb 25, 2021 22:22:11.912940979 CET 53 52337 8.8.8.8 192.168.2.4

Feb 25, 2021 22:22:14.102161884 CET 52337 53 192.168.2.4 8.8.8.8

Feb 25, 2021 22:22:14.103595972 CET 49612 53 192.168.2.4 8.8.8.8

Feb 25, 2021 22:22:14.142165899 CET 60875 53 192.168.2.4 8.8.8.8

Feb 25, 2021 22:22:14.152445078 CET 53 49612 8.8.8.8 192.168.2.4

Feb 25, 2021 22:22:14.159929037 CET 53 52337 8.8.8.8 192.168.2.4

Feb 25, 2021 22:22:14.193994999 CET 53 60875 8.8.8.8 192.168.2.4

Feb 25, 2021 22:22:15.239981890 CET 56448 53 192.168.2.4 8.8.8.8

Feb 25, 2021 22:22:15.298722029 CET 53 56448 8.8.8.8 192.168.2.4

Feb 25, 2021 22:22:15.761074066 CET 59172 53 192.168.2.4 8.8.8.8

Feb 25, 2021 22:22:15.824153900 CET 53 59172 8.8.8.8 192.168.2.4

Feb 25, 2021 22:22:16.116218090 CET 49612 53 192.168.2.4 8.8.8.8

Feb 25, 2021 22:22:16.165963888 CET 53 49612 8.8.8.8 192.168.2.4

Feb 25, 2021 22:22:18.103120089 CET 52337 53 192.168.2.4 8.8.8.8

Feb 25, 2021 22:22:18.161338091 CET 53 52337 8.8.8.8 192.168.2.4

Feb 25, 2021 22:22:20.132128000 CET 49612 53 192.168.2.4 8.8.8.8

Feb 25, 2021 22:22:20.162704945 CET 62420 53 192.168.2.4 8.8.8.8

Feb 25, 2021 22:22:20.183254004 CET 53 49612 8.8.8.8 192.168.2.4

Feb 25, 2021 22:22:20.225840092 CET 53 62420 8.8.8.8 192.168.2.4

Feb 25, 2021 22:22:21.225604057 CET 60579 53 192.168.2.4 8.8.8.8

Feb 25, 2021 22:22:21.283651114 CET 53 60579 8.8.8.8 192.168.2.4

Feb 25, 2021 22:22:21.365801096 CET 50183 53 192.168.2.4 8.8.8.8

Feb 25, 2021 22:22:21.416430950 CET 53 50183 8.8.8.8 192.168.2.4

Feb 25, 2021 22:22:21.526257992 CET 61531 53 192.168.2.4 8.8.8.8

Feb 25, 2021 22:22:21.527133942 CET 49228 53 192.168.2.4 8.8.8.8

Feb 25, 2021 22:22:21.579597950 CET 53 61531 8.8.8.8 192.168.2.4

Feb 25, 2021 22:22:21.585602045 CET 53 49228 8.8.8.8 192.168.2.4

Feb 25, 2021 22:22:21.623178005 CET 59794 53 192.168.2.4 8.8.8.8

Feb 25, 2021 22:22:21.672097921 CET 53 59794 8.8.8.8 192.168.2.4

Feb 25, 2021 22:22:21.718101025 CET 55916 53 192.168.2.4 8.8.8.8

Feb 25, 2021 22:22:21.747595072 CET 52752 53 192.168.2.4 8.8.8.8

Feb 25, 2021 22:22:21.777272940 CET 53 55916 8.8.8.8 192.168.2.4

Feb 25, 2021 22:22:21.800885916 CET 53 52752 8.8.8.8 192.168.2.4

Feb 25, 2021 22:22:22.146184921 CET 60542 53 192.168.2.4 8.8.8.8

Feb 25, 2021 22:22:22.208638906 CET 53 60542 8.8.8.8 192.168.2.4

Feb 25, 2021 22:22:22.324758053 CET 60689 53 192.168.2.4 8.8.8.8

Feb 25, 2021 22:22:22.394531965 CET 53 60689 8.8.8.8 192.168.2.4

Feb 25, 2021 22:22:23.650721073 CET 64206 53 192.168.2.4 8.8.8.8

Feb 25, 2021 22:22:23.702081919 CET 53 64206 8.8.8.8 192.168.2.4

Feb 25, 2021 22:22:28.934720993 CET 50904 53 192.168.2.4 8.8.8.8

Feb 25, 2021 22:22:28.985829115 CET 53 50904 8.8.8.8 192.168.2.4

Timestamp Source Port Dest Port Source IP Dest IP

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Feb 25, 2021 22:21:40.689287901 CET 192.168.2.4 8.8.8.8 0x221a Standard query 
(0)

www.arcgis.com A (IP address) IN (0x0001)

Feb 25, 2021 22:21:41.657326937 CET 192.168.2.4 8.8.8.8 0x78a8 Standard query 
(0)

js.arcgis.com A (IP address) IN (0x0001)

Feb 25, 2021 22:21:45.967977047 CET 192.168.2.4 8.8.8.8 0x80a5 Standard query 
(0)

services.a
rcgisonline.com

A (IP address) IN (0x0001)

Feb 25, 2021 22:21:46.422821045 CET 192.168.2.4 8.8.8.8 0xcaaa Standard query 
(0)

static.arcgis.com A (IP address) IN (0x0001)

Feb 25, 2021 22:21:46.473942041 CET 192.168.2.4 8.8.8.8 0x233c Standard query 
(0)

server.arc
gisonline.com

A (IP address) IN (0x0001)
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Feb 25, 2021 22:21:46.689073086 CET 192.168.2.4 8.8.8.8 0xb3c9 Standard query 
(0)

services9.
arcgis.com

A (IP address) IN (0x0001)

Feb 25, 2021 22:21:49.784749031 CET 192.168.2.4 8.8.8.8 0x9428 Standard query 
(0)

nvlcb.maps
.arcgis.com

A (IP address) IN (0x0001)

Feb 25, 2021 22:21:52.660271883 CET 192.168.2.4 8.8.8.8 0xbd48 Standard query 
(0)

geocode.ar
cgis.com

A (IP address) IN (0x0001)

Feb 25, 2021 22:22:01.695760012 CET 192.168.2.4 8.8.8.8 0x2215 Standard query 
(0)

www.arcgis.com A (IP address) IN (0x0001)

Feb 25, 2021 22:22:03.097944021 CET 192.168.2.4 8.8.8.8 0x586f Standard query 
(0)

www.leg.st
ate.nv.us

A (IP address) IN (0x0001)

Feb 25, 2021 22:22:03.824503899 CET 192.168.2.4 8.8.8.8 0xa40c Standard query 
(0)

kit.fontaw
esome.com

A (IP address) IN (0x0001)

Feb 25, 2021 22:22:04.452311993 CET 192.168.2.4 8.8.8.8 0xcc15 Standard query 
(0)

ka-f.fonta
wesome.com

A (IP address) IN (0x0001)

Feb 25, 2021 22:22:06.372853994 CET 192.168.2.4 8.8.8.8 0x11f3 Standard query 
(0)

cdn.feedba
ckify.com

A (IP address) IN (0x0001)

Feb 25, 2021 22:22:11.082242966 CET 192.168.2.4 8.8.8.8 0x3e7e Standard query 
(0)

firefox.com A (IP address) IN (0x0001)

Feb 25, 2021 22:22:14.142165899 CET 192.168.2.4 8.8.8.8 0x6274 Standard query 
(0)

www.firefox.com A (IP address) IN (0x0001)

Feb 25, 2021 22:22:21.225604057 CET 192.168.2.4 8.8.8.8 0x6986 Standard query 
(0)

assets.ado
bedtm.com

A (IP address) IN (0x0001)

Feb 25, 2021 22:22:21.365801096 CET 192.168.2.4 8.8.8.8 0x6faa Standard query 
(0)

ajax.aspne
tcdn.com

A (IP address) IN (0x0001)

Feb 25, 2021 22:22:23.650721073 CET 192.168.2.4 8.8.8.8 0x5d08 Standard query 
(0)

dc.service
s.visualst
udio.com

A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Feb 25, 2021 
22:21:40.740526915 
CET

8.8.8.8 192.168.2.4 0x221a No error (0) www.arcgis.com 18.234.22.251 A (IP address) IN (0x0001)

Feb 25, 2021 
22:21:40.740526915 
CET

8.8.8.8 192.168.2.4 0x221a No error (0) www.arcgis.com 34.199.206.244 A (IP address) IN (0x0001)

Feb 25, 2021 
22:21:40.740526915 
CET

8.8.8.8 192.168.2.4 0x221a No error (0) www.arcgis.com 52.23.2.231 A (IP address) IN (0x0001)

Feb 25, 2021 
22:21:40.740526915 
CET

8.8.8.8 192.168.2.4 0x221a No error (0) www.arcgis.com 18.234.22.25 A (IP address) IN (0x0001)

Feb 25, 2021 
22:21:40.740526915 
CET

8.8.8.8 192.168.2.4 0x221a No error (0) www.arcgis.com 18.234.22.28 A (IP address) IN (0x0001)

Feb 25, 2021 
22:21:40.740526915 
CET

8.8.8.8 192.168.2.4 0x221a No error (0) www.arcgis.com 34.233.149.104 A (IP address) IN (0x0001)

Feb 25, 2021 
22:21:41.714737892 
CET

8.8.8.8 192.168.2.4 0x78a8 No error (0) js.arcgis.com 13.224.94.127 A (IP address) IN (0x0001)

Feb 25, 2021 
22:21:41.714737892 
CET

8.8.8.8 192.168.2.4 0x78a8 No error (0) js.arcgis.com 13.224.94.33 A (IP address) IN (0x0001)

Feb 25, 2021 
22:21:41.714737892 
CET

8.8.8.8 192.168.2.4 0x78a8 No error (0) js.arcgis.com 13.224.94.25 A (IP address) IN (0x0001)

Feb 25, 2021 
22:21:41.714737892 
CET

8.8.8.8 192.168.2.4 0x78a8 No error (0) js.arcgis.com 13.224.94.125 A (IP address) IN (0x0001)

Feb 25, 2021 
22:21:46.030558109 
CET

8.8.8.8 192.168.2.4 0x80a5 No error (0) services.a
rcgisonline.com

wildcard.arcgisonline.com
.edgekey.net

CNAME 
(Canonical 
name)

IN (0x0001)

Feb 25, 2021 
22:21:46.482652903 
CET

8.8.8.8 192.168.2.4 0xcaaa No error (0) static.arcgis.com 13.224.94.36 A (IP address) IN (0x0001)

Feb 25, 2021 
22:21:46.482652903 
CET

8.8.8.8 192.168.2.4 0xcaaa No error (0) static.arcgis.com 13.224.94.43 A (IP address) IN (0x0001)

Feb 25, 2021 
22:21:46.482652903 
CET

8.8.8.8 192.168.2.4 0xcaaa No error (0) static.arcgis.com 13.224.94.56 A (IP address) IN (0x0001)
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Feb 25, 2021 
22:21:46.482652903 
CET

8.8.8.8 192.168.2.4 0xcaaa No error (0) static.arcgis.com 13.224.94.80 A (IP address) IN (0x0001)

Feb 25, 2021 
22:21:46.537765026 
CET

8.8.8.8 192.168.2.4 0x233c No error (0) server.arc
gisonline.com

wildcard.arcgisonline.com
.edgekey.net

CNAME 
(Canonical 
name)

IN (0x0001)

Feb 25, 2021 
22:21:46.751444101 
CET

8.8.8.8 192.168.2.4 0xb3c9 No error (0) services9.
arcgis.com

13.224.94.97 A (IP address) IN (0x0001)

Feb 25, 2021 
22:21:46.751444101 
CET

8.8.8.8 192.168.2.4 0xb3c9 No error (0) services9.
arcgis.com

13.224.94.128 A (IP address) IN (0x0001)

Feb 25, 2021 
22:21:46.751444101 
CET

8.8.8.8 192.168.2.4 0xb3c9 No error (0) services9.
arcgis.com

13.224.94.21 A (IP address) IN (0x0001)

Feb 25, 2021 
22:21:46.751444101 
CET

8.8.8.8 192.168.2.4 0xb3c9 No error (0) services9.
arcgis.com

13.224.94.105 A (IP address) IN (0x0001)

Feb 25, 2021 
22:21:49.844651937 
CET

8.8.8.8 192.168.2.4 0x9428 No error (0) nvlcb.maps
.arcgis.com

3.217.198.154 A (IP address) IN (0x0001)

Feb 25, 2021 
22:21:49.844651937 
CET

8.8.8.8 192.168.2.4 0x9428 No error (0) nvlcb.maps
.arcgis.com

34.232.38.170 A (IP address) IN (0x0001)

Feb 25, 2021 
22:21:49.844651937 
CET

8.8.8.8 192.168.2.4 0x9428 No error (0) nvlcb.maps
.arcgis.com

3.227.152.229 A (IP address) IN (0x0001)

Feb 25, 2021 
22:21:49.844651937 
CET

8.8.8.8 192.168.2.4 0x9428 No error (0) nvlcb.maps
.arcgis.com

34.194.165.251 A (IP address) IN (0x0001)

Feb 25, 2021 
22:21:49.844651937 
CET

8.8.8.8 192.168.2.4 0x9428 No error (0) nvlcb.maps
.arcgis.com

52.70.236.220 A (IP address) IN (0x0001)

Feb 25, 2021 
22:21:49.844651937 
CET

8.8.8.8 192.168.2.4 0x9428 No error (0) nvlcb.maps
.arcgis.com

35.170.25.135 A (IP address) IN (0x0001)

Feb 25, 2021 
22:21:52.720202923 
CET

8.8.8.8 192.168.2.4 0xbd48 No error (0) geocode.ar
cgis.com

3.93.139.71 A (IP address) IN (0x0001)

Feb 25, 2021 
22:21:52.720202923 
CET

8.8.8.8 192.168.2.4 0xbd48 No error (0) geocode.ar
cgis.com

52.45.157.204 A (IP address) IN (0x0001)

Feb 25, 2021 
22:21:52.720202923 
CET

8.8.8.8 192.168.2.4 0xbd48 No error (0) geocode.ar
cgis.com

3.213.83.46 A (IP address) IN (0x0001)

Feb 25, 2021 
22:22:01.746862888 
CET

8.8.8.8 192.168.2.4 0x2215 No error (0) www.arcgis.com 18.234.22.25 A (IP address) IN (0x0001)

Feb 25, 2021 
22:22:01.746862888 
CET

8.8.8.8 192.168.2.4 0x2215 No error (0) www.arcgis.com 34.199.206.244 A (IP address) IN (0x0001)

Feb 25, 2021 
22:22:01.746862888 
CET

8.8.8.8 192.168.2.4 0x2215 No error (0) www.arcgis.com 18.234.22.28 A (IP address) IN (0x0001)

Feb 25, 2021 
22:22:01.746862888 
CET

8.8.8.8 192.168.2.4 0x2215 No error (0) www.arcgis.com 52.23.2.231 A (IP address) IN (0x0001)

Feb 25, 2021 
22:22:01.746862888 
CET

8.8.8.8 192.168.2.4 0x2215 No error (0) www.arcgis.com 34.233.149.104 A (IP address) IN (0x0001)

Feb 25, 2021 
22:22:01.746862888 
CET

8.8.8.8 192.168.2.4 0x2215 No error (0) www.arcgis.com 18.234.22.251 A (IP address) IN (0x0001)

Feb 25, 2021 
22:22:03.158214092 
CET

8.8.8.8 192.168.2.4 0x586f No error (0) www.leg.st
ate.nv.us

64.161.36.133 A (IP address) IN (0x0001)

Feb 25, 2021 
22:22:03.875859976 
CET

8.8.8.8 192.168.2.4 0xa40c No error (0) kit.fontaw
esome.com

kit.fontawesome.com.cdn.
cloudflare.net

CNAME 
(Canonical 
name)

IN (0x0001)

Feb 25, 2021 
22:22:04.503923893 
CET

8.8.8.8 192.168.2.4 0xcc15 No error (0) ka-f.fonta
wesome.com

ka-
f.fontawesome.com.cdn.cl
oudflare.net

CNAME 
(Canonical 
name)

IN (0x0001)

Feb 25, 2021 
22:22:06.448870897 
CET

8.8.8.8 192.168.2.4 0x11f3 No error (0) cdn.feedba
ckify.com

cdn.feedbackify.netdna-
cdn.com

CNAME 
(Canonical 
name)

IN (0x0001)

Feb 25, 2021 
22:22:06.448870897 
CET

8.8.8.8 192.168.2.4 0x11f3 No error (0) cdn.feedba
ckify.netdna-
cdn.com

146.88.138.51 A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class
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Feb 25, 2021 
22:22:11.131714106 
CET

8.8.8.8 192.168.2.4 0x3e7e No error (0) firefox.com 44.236.72.93 A (IP address) IN (0x0001)

Feb 25, 2021 
22:22:11.131714106 
CET

8.8.8.8 192.168.2.4 0x3e7e No error (0) firefox.com 44.235.246.155 A (IP address) IN (0x0001)

Feb 25, 2021 
22:22:11.131714106 
CET

8.8.8.8 192.168.2.4 0x3e7e No error (0) firefox.com 44.236.48.31 A (IP address) IN (0x0001)

Feb 25, 2021 
22:22:14.193994999 
CET

8.8.8.8 192.168.2.4 0x6274 No error (0) www.firefox.com fxc-prod.moz.works CNAME 
(Canonical 
name)

IN (0x0001)

Feb 25, 2021 
22:22:14.193994999 
CET

8.8.8.8 192.168.2.4 0x6274 No error (0) fxc-prod.m
oz.works

dzlgdtxcws9pb.cloudfront.
net

CNAME 
(Canonical 
name)

IN (0x0001)

Feb 25, 2021 
22:22:14.193994999 
CET

8.8.8.8 192.168.2.4 0x6274 No error (0) dzlgdtxcws
9pb.cloudf
ront.net

13.224.96.162 A (IP address) IN (0x0001)

Feb 25, 2021 
22:22:21.283651114 
CET

8.8.8.8 192.168.2.4 0x6986 No error (0) assets.ado
bedtm.com

cn-
assets.adobedtm.com.ed
gekey.net

CNAME 
(Canonical 
name)

IN (0x0001)

Feb 25, 2021 
22:22:21.416430950 
CET

8.8.8.8 192.168.2.4 0x6faa No error (0) ajax.aspne
tcdn.com

mscomajax.vo.msecnd.ne
t

CNAME 
(Canonical 
name)

IN (0x0001)

Feb 25, 2021 
22:22:21.672097921 
CET

8.8.8.8 192.168.2.4 0x639b No error (0) consentdel
iveryfd.az
urefd.net

star-azurefd-
prod.trafficmanager.net

CNAME 
(Canonical 
name)

IN (0x0001)

Feb 25, 2021 
22:22:22.394531965 
CET

8.8.8.8 192.168.2.4 0xe525 No error (0) sni1gl.wpc
.gammacdn.net

152.199.21.175 A (IP address) IN (0x0001)

Feb 25, 2021 
22:22:23.702081919 
CET

8.8.8.8 192.168.2.4 0x5d08 No error (0) dc.service
s.visualst
udio.com

dc.applicationinsights.mic
rosoft.com

CNAME 
(Canonical 
name)

IN (0x0001)

Feb 25, 2021 
22:22:23.702081919 
CET

8.8.8.8 192.168.2.4 0x5d08 No error (0) dc.applica
tioninsigh
ts.azure.com

global.in.ai.monitor.azure.
com

CNAME 
(Canonical 
name)

IN (0x0001)

Feb 25, 2021 
22:22:23.702081919 
CET

8.8.8.8 192.168.2.4 0x5d08 No error (0) global.in.
ai.monitor
.azure.com

global.in.ai.privatelink.mo
nitor.azure.com

CNAME 
(Canonical 
name)

IN (0x0001)

Feb 25, 2021 
22:22:23.702081919 
CET

8.8.8.8 192.168.2.4 0x5d08 No error (0) global.in.
ai.private
link.monit
or.azure.com

dc.trafficmanager.net CNAME 
(Canonical 
name)

IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Timestamp Source IP
Source
Port Dest IP

Dest
Port Subject Issuer

Not
Before

Not
After

JA3 SSL Client
Fingerprint JA3 SSL Client Digest

Feb 25, 2021 
22:21:41.019299984 
CET

18.234.22.251 443 192.168.2.4 49726 CN=*.arcgis.com, 
O="Environmental Systems 
Research Institute, Inc.", 
L=Redlands, ST=California, 
C=US CN=DigiCert SHA2 
High Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 
High Assurance Server 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Sep 
22 
02:00:00 
CEST 
2020 
Tue Oct 
22 
14:00:00 
CEST 
2013

Wed Oct 
13 
14:00:00 
CEST 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

Feb 25, 2021 
22:21:41.021724939 
CET

18.234.22.251 443 192.168.2.4 49725 CN=*.arcgis.com, 
O="Environmental Systems 
Research Institute, Inc.", 
L=Redlands, ST=California, 
C=US CN=DigiCert SHA2 
High Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 
High Assurance Server 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Sep 
22 
02:00:00 
CEST 
2020 
Tue Oct 
22 
14:00:00 
CEST 
2013

Wed Oct 
13 
14:00:00 
CEST 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

HTTPS Packets
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Feb 25, 2021 
22:21:41.812634945 
CET

13.224.94.127 443 192.168.2.4 49728 CN=*.arcgis.com, 
O="Environmental Systems 
Research Institute, Inc.", 
L=Redlands, ST=California, 
C=US CN=DigiCert SHA2 
High Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 
High Assurance Server 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Sep 
22 
02:00:00 
CEST 
2020 
Tue Oct 
22 
14:00:00 
CEST 
2013

Wed Oct 
13 
14:00:00 
CEST 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

Feb 25, 2021 
22:21:41.815200090 
CET

13.224.94.127 443 192.168.2.4 49730 CN=*.arcgis.com, 
O="Environmental Systems 
Research Institute, Inc.", 
L=Redlands, ST=California, 
C=US CN=DigiCert SHA2 
High Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 
High Assurance Server 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Sep 
22 
02:00:00 
CEST 
2020 
Tue Oct 
22 
14:00:00 
CEST 
2013

Wed Oct 
13 
14:00:00 
CEST 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

Feb 25, 2021 
22:21:41.816266060 
CET

13.224.94.127 443 192.168.2.4 49729 CN=*.arcgis.com, 
O="Environmental Systems 
Research Institute, Inc.", 
L=Redlands, ST=California, 
C=US CN=DigiCert SHA2 
High Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 
High Assurance Server 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Sep 
22 
02:00:00 
CEST 
2020 
Tue Oct 
22 
14:00:00 
CEST 
2013

Wed Oct 
13 
14:00:00 
CEST 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

Feb 25, 2021 
22:21:41.818974018 
CET

13.224.94.127 443 192.168.2.4 49731 CN=*.arcgis.com, 
O="Environmental Systems 
Research Institute, Inc.", 
L=Redlands, ST=California, 
C=US CN=DigiCert SHA2 
High Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 
High Assurance Server 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Sep 
22 
02:00:00 
CEST 
2020 
Tue Oct 
22 
14:00:00 
CEST 
2013

Wed Oct 
13 
14:00:00 
CEST 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

Feb 25, 2021 
22:21:46.727790117 
CET

13.224.94.36 443 192.168.2.4 49738 CN=*.arcgis.com, 
O="Environmental Systems 
Research Institute, Inc.", 
L=Redlands, ST=California, 
C=US CN=DigiCert SHA2 
High Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 
High Assurance Server 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Sep 
22 
02:00:00 
CEST 
2020 
Tue Oct 
22 
14:00:00 
CEST 
2013

Wed Oct 
13 
14:00:00 
CEST 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

Timestamp Source IP
Source
Port Dest IP

Dest
Port Subject Issuer

Not
Before

Not
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Feb 25, 2021 
22:21:46.729252100 
CET

13.224.94.36 443 192.168.2.4 49740 CN=*.arcgis.com, 
O="Environmental Systems 
Research Institute, Inc.", 
L=Redlands, ST=California, 
C=US CN=DigiCert SHA2 
High Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 
High Assurance Server 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Sep 
22 
02:00:00 
CEST 
2020 
Tue Oct 
22 
14:00:00 
CEST 
2013

Wed Oct 
13 
14:00:00 
CEST 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

Feb 25, 2021 
22:21:46.867995024 
CET

13.224.94.97 443 192.168.2.4 49750 CN=*.arcgis.com, 
O="Environmental Systems 
Research Institute, Inc.", 
L=Redlands, ST=California, 
C=US CN=DigiCert SHA2 
High Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 
High Assurance Server 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Sep 
22 
02:00:00 
CEST 
2020 
Tue Oct 
22 
14:00:00 
CEST 
2013

Wed Oct 
13 
14:00:00 
CEST 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

Feb 25, 2021 
22:21:46.869235039 
CET

13.224.94.97 443 192.168.2.4 49748 CN=*.arcgis.com, 
O="Environmental Systems 
Research Institute, Inc.", 
L=Redlands, ST=California, 
C=US CN=DigiCert SHA2 
High Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 
High Assurance Server 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Sep 
22 
02:00:00 
CEST 
2020 
Tue Oct 
22 
14:00:00 
CEST 
2013

Wed Oct 
13 
14:00:00 
CEST 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

Feb 25, 2021 
22:21:46.870193005 
CET

13.224.94.97 443 192.168.2.4 49751 CN=*.arcgis.com, 
O="Environmental Systems 
Research Institute, Inc.", 
L=Redlands, ST=California, 
C=US CN=DigiCert SHA2 
High Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 
High Assurance Server 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Sep 
22 
02:00:00 
CEST 
2020 
Tue Oct 
22 
14:00:00 
CEST 
2013

Wed Oct 
13 
14:00:00 
CEST 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

Feb 25, 2021 
22:21:46.874866962 
CET

13.224.94.97 443 192.168.2.4 49749 CN=*.arcgis.com, 
O="Environmental Systems 
Research Institute, Inc.", 
L=Redlands, ST=California, 
C=US CN=DigiCert SHA2 
High Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 
High Assurance Server 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Sep 
22 
02:00:00 
CEST 
2020 
Tue Oct 
22 
14:00:00 
CEST 
2013

Wed Oct 
13 
14:00:00 
CEST 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

Timestamp Source IP
Source
Port Dest IP

Dest
Port Subject Issuer

Not
Before

Not
After

JA3 SSL Client
Fingerprint JA3 SSL Client Digest
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Feb 25, 2021 
22:21:46.956716061 
CET

13.224.94.97 443 192.168.2.4 49752 CN=*.arcgis.com, 
O="Environmental Systems 
Research Institute, Inc.", 
L=Redlands, ST=California, 
C=US CN=DigiCert SHA2 
High Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 
High Assurance Server 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Sep 
22 
02:00:00 
CEST 
2020 
Tue Oct 
22 
14:00:00 
CEST 
2013

Wed Oct 
13 
14:00:00 
CEST 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

Feb 25, 2021 
22:21:46.957534075 
CET

13.224.94.97 443 192.168.2.4 49753 CN=*.arcgis.com, 
O="Environmental Systems 
Research Institute, Inc.", 
L=Redlands, ST=California, 
C=US CN=DigiCert SHA2 
High Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 
High Assurance Server 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Sep 
22 
02:00:00 
CEST 
2020 
Tue Oct 
22 
14:00:00 
CEST 
2013

Wed Oct 
13 
14:00:00 
CEST 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

Feb 25, 2021 
22:21:50.102896929 
CET

3.217.198.154 443 192.168.2.4 49755 CN=*.maps.arcgis.com, 
O="Environmental Systems 
Research Institute, Inc.", 
L=Redlands, ST=California, 
C=US CN=DigiCert TLS RSA 
SHA256 2020 CA1, 
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA 
SHA256 2020 CA1, 
O=DigiCert Inc, C=US 
CN=DigiCert Global 
Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Mon Jan 
11 
01:00:00 
CET 
2021 
Thu Sep 
24 
02:00:00 
CEST 
2020

Sat Feb 
12 
00:59:59 
CET 
2022 
Tue Sep 
24 
01:59:59 
CEST 
2030

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert TLS RSA 
SHA256 2020 CA1, 
O=DigiCert Inc, C=US

CN=DigiCert Global 
Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Thu Sep 
24 
02:00:00 
CEST 
2020

Tue Sep 
24 
01:59:59 
CEST 
2030

Feb 25, 2021 
22:21:50.103454113 
CET

3.217.198.154 443 192.168.2.4 49756 CN=*.maps.arcgis.com, 
O="Environmental Systems 
Research Institute, Inc.", 
L=Redlands, ST=California, 
C=US CN=DigiCert TLS RSA 
SHA256 2020 CA1, 
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA 
SHA256 2020 CA1, 
O=DigiCert Inc, C=US 
CN=DigiCert Global 
Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Mon Jan 
11 
01:00:00 
CET 
2021 
Thu Sep 
24 
02:00:00 
CEST 
2020

Sat Feb 
12 
00:59:59 
CET 
2022 
Tue Sep 
24 
01:59:59 
CEST 
2030

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert TLS RSA 
SHA256 2020 CA1, 
O=DigiCert Inc, C=US

CN=DigiCert Global 
Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Thu Sep 
24 
02:00:00 
CEST 
2020

Tue Sep 
24 
01:59:59 
CEST 
2030

Feb 25, 2021 
22:21:53.136811018 
CET

3.93.139.71 443 192.168.2.4 49761 CN=*.arcgis.com, 
O="Environmental Systems 
Research Institute, Inc.", 
L=Redlands, ST=California, 
C=US CN=DigiCert SHA2 
High Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 
High Assurance Server 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Sep 
22 
02:00:00 
CEST 
2020 
Tue Oct 
22 
14:00:00 
CEST 
2013

Wed Oct 
13 
14:00:00 
CEST 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

Timestamp Source IP
Source
Port Dest IP

Dest
Port Subject Issuer

Not
Before

Not
After

JA3 SSL Client
Fingerprint JA3 SSL Client Digest
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Feb 25, 2021 
22:21:53.138232946 
CET

3.93.139.71 443 192.168.2.4 49762 CN=*.arcgis.com, 
O="Environmental Systems 
Research Institute, Inc.", 
L=Redlands, ST=California, 
C=US CN=DigiCert SHA2 
High Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 
High Assurance Server 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Sep 
22 
02:00:00 
CEST 
2020 
Tue Oct 
22 
14:00:00 
CEST 
2013

Wed Oct 
13 
14:00:00 
CEST 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

Feb 25, 2021 
22:22:06.545816898 
CET

146.88.138.51 443 192.168.2.4 49775 CN=*.feedbackify.com 
CN=RapidSSL RSA CA 
2018, OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=RapidSSL RSA CA 
2018, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert Global 
Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Fri Jun 
05 
02:00:00 
CEST 
2020 
Mon 
Nov 06 
13:23:33 
CET 
2017

Sat Sep 
04 
14:00:00 
CEST 
2021 
Sat Nov 
06 
13:23:33 
CET 
2027

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=RapidSSL RSA CA 
2018, OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert Global 
Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Mon 
Nov 06 
13:23:33 
CET 
2017

Sat Nov 
06 
13:23:33 
CET 
2027

Feb 25, 2021 
22:22:06.546848059 
CET

146.88.138.51 443 192.168.2.4 49776 CN=*.feedbackify.com 
CN=RapidSSL RSA CA 
2018, OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=RapidSSL RSA CA 
2018, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert Global 
Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Fri Jun 
05 
02:00:00 
CEST 
2020 
Mon 
Nov 06 
13:23:33 
CET 
2017

Sat Sep 
04 
14:00:00 
CEST 
2021 
Sat Nov 
06 
13:23:33 
CET 
2027

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=RapidSSL RSA CA 
2018, OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert Global 
Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Mon 
Nov 06 
13:23:33 
CET 
2017

Sat Nov 
06 
13:23:33 
CET 
2027

Feb 25, 2021 
22:22:11.547171116 
CET

44.236.72.93 443 192.168.2.4 49779 CN=firefox.com CN=R3, 
O=Let's Encrypt, C=US

CN=R3, O=Let's 
Encrypt, C=US 
CN=DST Root CA X3, 
O=Digital Signature 
Trust Co.

Tue Feb 
09 
23:10:15 
CET 
2021 
Wed Oct 
07 
21:21:40 
CEST 
2020

Tue May 
11 
00:10:15 
CEST 
2021 
Wed 
Sep 29 
21:21:40 
CEST 
2021

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=R3, O=Let's Encrypt, 
C=US

CN=DST Root CA X3, 
O=Digital Signature 
Trust Co.

Wed Oct 
07 
21:21:40 
CEST 
2020

Wed 
Sep 29 
21:21:40 
CEST 
2021

Feb 25, 2021 
22:22:11.558070898 
CET

44.236.72.93 443 192.168.2.4 49780 CN=firefox.com CN=R3, 
O=Let's Encrypt, C=US

CN=R3, O=Let's 
Encrypt, C=US 
CN=DST Root CA X3, 
O=Digital Signature 
Trust Co.

Tue Feb 
09 
23:10:15 
CET 
2021 
Wed Oct 
07 
21:21:40 
CEST 
2020

Tue May 
11 
00:10:15 
CEST 
2021 
Wed 
Sep 29 
21:21:40 
CEST 
2021

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=R3, O=Let's Encrypt, 
C=US

CN=DST Root CA X3, 
O=Digital Signature 
Trust Co.

Wed Oct 
07 
21:21:40 
CEST 
2020

Wed 
Sep 29 
21:21:40 
CEST 
2021

Timestamp Source IP
Source
Port Dest IP

Dest
Port Subject Issuer

Not
Before

Not
After

JA3 SSL Client
Fingerprint JA3 SSL Client Digest
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Feb 25, 2021 
22:22:14.292315960 
CET

13.224.96.162 443 192.168.2.4 49783 CN=www.firefox.com 
CN=Amazon, OU=Server CA 
1B, O=Amazon, C=US 
CN=Amazon Root CA 1, 
O=Amazon, C=US 
CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

CN=Amazon, 
OU=Server CA 1B, 
O=Amazon, C=US 
CN=Amazon Root CA 
1, O=Amazon, C=US 
CN=Starfield Services 
Root Certificate 
Authority - G2, 
O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US 
OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Wed 
Jun 24 
02:00:00 
CEST 
2020 
Thu Oct 
22 
02:00:00 
CEST 
2015 
Mon 
May 25 
14:00:00 
CEST 
2015 
Wed 
Sep 02 
02:00:00 
CEST 
2009

Sat Jul 
24 
14:00:00 
CEST 
2021 
Sun Oct 
19 
02:00:00 
CEST 
2025 
Thu Dec 
31 
02:00:00 
CET 
2037 
Wed 
Jun 28 
19:39:16 
CEST 
2034

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Amazon, OU=Server CA 
1B, O=Amazon, C=US

CN=Amazon Root CA 
1, O=Amazon, C=US

Thu Oct 
22 
02:00:00 
CEST 
2015

Sun Oct 
19 
02:00:00 
CEST 
2025

CN=Amazon Root CA 1, 
O=Amazon, C=US

CN=Starfield Services 
Root Certificate 
Authority - G2, 
O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US

Mon 
May 25 
14:00:00 
CEST 
2015

Thu Dec 
31 
02:00:00 
CET 
2037

CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Wed 
Sep 02 
02:00:00 
CEST 
2009

Wed 
Jun 28 
19:39:16 
CEST 
2034

Feb 25, 2021 
22:22:14.292644024 
CET

13.224.96.162 443 192.168.2.4 49784 CN=www.firefox.com 
CN=Amazon, OU=Server CA 
1B, O=Amazon, C=US 
CN=Amazon Root CA 1, 
O=Amazon, C=US 
CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

CN=Amazon, 
OU=Server CA 1B, 
O=Amazon, C=US 
CN=Amazon Root CA 
1, O=Amazon, C=US 
CN=Starfield Services 
Root Certificate 
Authority - G2, 
O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US 
OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Wed 
Jun 24 
02:00:00 
CEST 
2020 
Thu Oct 
22 
02:00:00 
CEST 
2015 
Mon 
May 25 
14:00:00 
CEST 
2015 
Wed 
Sep 02 
02:00:00 
CEST 
2009

Sat Jul 
24 
14:00:00 
CEST 
2021 
Sun Oct 
19 
02:00:00 
CEST 
2025 
Thu Dec 
31 
02:00:00 
CET 
2037 
Wed 
Jun 28 
19:39:16 
CEST 
2034

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Amazon, OU=Server CA 
1B, O=Amazon, C=US

CN=Amazon Root CA 
1, O=Amazon, C=US

Thu Oct 
22 
02:00:00 
CEST 
2015

Sun Oct 
19 
02:00:00 
CEST 
2025

CN=Amazon Root CA 1, 
O=Amazon, C=US

CN=Starfield Services 
Root Certificate 
Authority - G2, 
O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US

Mon 
May 25 
14:00:00 
CEST 
2015

Thu Dec 
31 
02:00:00 
CET 
2037

CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Wed 
Sep 02 
02:00:00 
CEST 
2009

Wed 
Jun 28 
19:39:16 
CEST 
2034

Timestamp Source IP
Source
Port Dest IP

Dest
Port Subject Issuer

Not
Before

Not
After

JA3 SSL Client
Fingerprint JA3 SSL Client Digest
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Code Manipulations

Statistics

Behavior

• iexplore.exe

• iexplore.exe

Click to jump to process

System Behavior

Feb 25, 2021 
22:22:22.480484962 
CET

152.199.21.175 443 192.168.2.4 49811 CN=sni1e6ffgl.wpc.edgecast
cdn.net, OU=SecOps, 
O="Verizon Digital Media 
Services, Inc.", L=Los 
Angeles, ST=California, 
C=US CN=DigiCert SHA2 
Secure Server CA, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 
Secure Server CA, 
O=DigiCert Inc, C=US 
CN=DigiCert Global 
Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Thu Apr 
16 
02:00:00 
CEST 
2020 Fri 
Mar 08 
13:00:00 
CET 
2013

Thu Apr 
21 
14:00:00 
CEST 
2022 
Wed 
Mar 08 
13:00:00 
CET 
2023

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 Secure 
Server CA, O=DigiCert Inc, 
C=US

CN=DigiCert Global 
Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Fri Mar 
08 
13:00:00 
CET 
2013

Wed 
Mar 08 
13:00:00 
CET 
2023

Feb 25, 2021 
22:22:22.480592966 
CET

152.199.21.175 443 192.168.2.4 49812 CN=sni1e6ffgl.wpc.edgecast
cdn.net, OU=SecOps, 
O="Verizon Digital Media 
Services, Inc.", L=Los 
Angeles, ST=California, 
C=US CN=DigiCert SHA2 
Secure Server CA, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 
Secure Server CA, 
O=DigiCert Inc, C=US 
CN=DigiCert Global 
Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Thu Apr 
16 
02:00:00 
CEST 
2020 Fri 
Mar 08 
13:00:00 
CET 
2013

Thu Apr 
21 
14:00:00 
CEST 
2022 
Wed 
Mar 08 
13:00:00 
CET 
2023

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 Secure 
Server CA, O=DigiCert Inc, 
C=US

CN=DigiCert Global 
Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Fri Mar 
08 
13:00:00 
CET 
2013

Wed 
Mar 08 
13:00:00 
CET 
2023

Timestamp Source IP
Source
Port Dest IP

Dest
Port Subject Issuer

Not
Before

Not
After

JA3 SSL Client
Fingerprint JA3 SSL Client Digest

Analysis Process: iexplore.exe PID: 3912 Parent PID: 800Analysis Process: iexplore.exe PID: 3912 Parent PID: 800

General
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File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Start time: 22:21:38

Start date: 25/02/2021

Path: C:\Program Files\internet explorer\iexplore.exe

Wow64 process (32bit): false

Commandline: 'C:\Program Files\Internet Explorer\iexplore.exe' -Embedding

Imagebase: 0x7ff7799a0000

File size: 823560 bytes

MD5 hash: 6465CB92B25A7BC1DF8E01D8AC5E7596

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: low

File Path Access Attributes Options Completion Count
Source
Address Symbol

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

File Path Offset Length Completion Count
Source
Address Symbol

Key Path Name Type Data Completion Count
Source
Address Symbol

Key Path Name Type Old Data New Data Completion Count
Source
Address Symbol

File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Start time: 22:21:39

Start date: 25/02/2021

Path: C:\Program Files (x86)\Internet Explorer\iexplore.exe

Wow64 process (32bit): true

Commandline: 'C:\Program Files (x86)\Internet Explorer\IEXPLORE.EXE' SCODEF:3912 CREDAT:17410 
/prefetch:2

Imagebase: 0x9e0000

File size: 822536 bytes

MD5 hash: 071277CC2E3DF41EEEA8013E2AB58D5A

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: low

File Path Access Attributes Options Completion Count
Source
Address Symbol

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

File Path Offset Length Completion Count
Source
Address Symbol

Key Path Completion Count
Source
Address Symbol

Analysis Process: iexplore.exe PID: 5152 Parent PID: 3912Analysis Process: iexplore.exe PID: 5152 Parent PID: 3912

General
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Disassembly

Key Path Name Type Data Completion Count
Source
Address Symbol

Key Path Name Type Old Data New Data Completion Count
Source
Address Symbol
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