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Analysis Report https:/lweqx-my.sharepoint.com/:o:/p/n...
Overview

General Information Detection Classification

Sample URL:  hitp://https://wegx-my.shar
epoint.com/:0:/p/nickih/Enr MALICIOUS Antivirus / Scanner detection for sub...

EBisYJgFMjKj17xbO1GIB
NQ6vIBNR5NUhLWA-mD
KPPA?e=5eal.3g
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Antivirus detection for URL or domain

Yara detected HtmlPhish_7

Analysis ID: 363584

fnfos: Bt L&

Most interesting Screenshot:

Yara detected obfuscated html page

Phishing site detected (based oniim...

Phishing site detected (based on log...
HiMLL body: contains low/number: ofi ...

HTML titledoesinot match/ URLE

HTMLP h Invalid Ti&E link found
Score: 80 Yara detected/Encryptedhtml page!...
Range: 0-100
Whitelisted: false
Confidence: 100%

Startup

= System is w10x64
. @ iexplore.exe (PID: 5728 cmdline: 'C:\Program Files\Internet Exploreniexplore.exe' -Embedding MD5: 6465CB92B25A7BC1DF8E01D8AC5E7596)
. @ iexplore.exe (PID: 780 cmdline: 'C:\Program Files (x86)\Internet ExploreNlEXPLORE.EXE' SCODEF:5728 CREDAT:17410 /prefetch:2 MD5:
071277CC2E3DF41EEEA8013E2AB58D5A)
. @ iexplore.exe (PID: 6296 cmdline: 'C:\Program Files (x86)\Internet ExplorelEXPLORE.EXE' SCODEF:5728 CREDAT:17438 /prefetch:2 MD5:
071277CC2E3DF41EEEA8013E2AB58D5A)
e W dilhost.exe (PID: 4732 cmdline: C:\Windows\system32\DIIHost.exe /Processid:{49F171DD-B51A-40D3-9A6C-52D674CC729D} MD5: 2528137C6745C4EADD87817A1909677E)
o B explorer.exe (PID: 3388 cmdline: MD5: AD5296B280E8F522A8A897C96BABOE1D)
= cleanup

Malware Configuration

No configs have been found

Yara Overview

Dropped Files

Source Rule Description Author Strings
C:\Users\user\AppData\Local\Microsoft\Windows\INet JoeSecurity_Obshtml Yara detected Joe Security
Cache\lE\OW10PBUV\GGS8[1].htm obfuscated html

page
C:\Users\user\AppData\Local\Microsoft\Windows\INet JoeSecurity_Encryptedhtm Yara detected Joe Security
Cache\lE\OW10PBUV\GGS8[1].htm | Encrypted html

page by third party

sevices

Sigma Overview

No Sigma rule has matched
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Signature Overview

@ AV Detection

@ Phishing

@ Compliance

@ Networking

@ System Summary

@ Malware Analysis System Evasion

@ HIPS / PFW / Operating System Protection Evasion

@

AV Detection:

Click to jump to signature section

:

Antivirus | Scanner detection for submitted sample

Antivirus detection for URL or domain

Phishing:

Yara detected HtmlIPhish_7

Yara detected obfuscated html page

Compliance:

Uses new MSVCR DlIs
Uses secure TLS version for HTTPS connections

Binary contains paths to debug symbols

Mitre Att&ck Matrix

Command Remote
Initial Privilege  Defense Credential Lateral and Network Service
Access Execution Persistence Escalation Evasion Access Discovery Movement Collection Exfiltration Control Effects Effects Impa
Valid Windows Path Process Masquerading oS Security Remote Data from  Exfiltration Encrypted Eavesdrop on Remotely Modif
Accounts Management  Interception Injection Credential Software Services Local Over Other Channel Insecure Track Device Syste
Instrumentation Dumping  Discovery System Network Network Without Partiti
Medium Communication Authorization
Default  Scheduled Boot or Boot or Process LSASS Process Remote Data from  Exfiltration Non- Exploit SS7 to  Remotely Devic
Accounts Task/Job Logon Logon Injection Memory Discovery Desktop Removable Over Application Redirect Phone Wipe Data  Lockc
Initialization Initialization Protocol Media Bluetooth  Layer Calls/SMS Without
Scripts Scripts Protocol Authorization
Domain At (Linux) Logon Script Logon Obfuscated Files Security  File and SMB/Windows Data from Automated Application Exploit SS7to Obtain Delets
Accounts (Windows)  Script or Information Account  Directory Admin Shares Network Exfiltration Layer Track Device  Device Devic
(Windows) Manager Discovery Shared Protocol @4 Location Cloud Data
Drive Backups

Behavior Graph
Copyright null 2021 Page 5 of 63



marinapayroll.com Cj
162.241.127.18, 443, 49790, 49791

UNIFIEDLAYER-AS-1US
United States EZ

Screenshots

Thumbnails

marinapayroll.com @

cdnjs.cloudflare.com @

104.16.18.94, 443, 49806, 49807
CLOUDFLARENETUS
United States ES

ther IPs or domains dropped

Behavior Graph

D: 363584
URL: https://wegx-my.sharepoint.... SUSPICIONS
Startdate: 04/03/2021 CLEAN
Architecture:  WINDOWS UNKNOWN
Score: 80

-
[1:]

«Q
[}
=
o

Process
Signature
Created File
DNS/IP Info
Is Dropped

Is Windows Process

v o OO

Number of created Registry Values

Number of created Files

B
o0

Visual Basic

zz
3

ms
I8
o

)

Delphi

i
i
=

i~ )

Java

@ iexplore.exe /A -Net C# or VB.NET

G C, C++ or other language

started

iexplore.exe

@ iexplor

40.90.136.179, 443, 49755, 49756

\AppData\Local\.

11 htm, HTMLEY

This section contains all screenshots as thumbnails, including those not shown in the slideshow.

MICROSOFT-CORP-MSN-AS-BLOCKUS
United States ES

Is malicious
Internet
v
‘e.exe .... explorer.exe

12 Jf 134

i-db3p-cor003.api.p00L. 1drv.com cj

nenote.com 13 other IPs or domains
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e @ https://weq-my.sharepoint.com/personal/nickih_wegx_com/_layouts/15/Doc.aspr?sourcedoc={2b06cdTa- ~8caB-f5ef 16 Search..

& INVREMITOD!

OneNote INVREMITOO1 ~ Guest Contributor

%] Print ® Help E‘q Show Authaors Dq_“. Immersive Reader

Thanks for using Office! We've made seme updates to the privacy settings to give you more control. Your crganization’s admin allows
() You to use several cloud-backed services. You get to decide whether you use these sewvices. To adjust these privacy settings, gotothe |~
\>/ Office on the web Privacy Settings. These optional cloud-backed services are provided to you under the Microsoft Services

0 INV Susan Kravchuk Shared... Agreement.

I\, This section is read-only.

IIN & INVREMITOO1 -

Sulsan Kravchuk Shared PDF Document with you.

Thursday, March 4, 2021 2:44 PM

A OneDrive document has been sent to you, access it by clicking on the View
Document button below

This link will work for you only.

View Document
o]}

Thank you,
Susan Kravchuk

Customer Service Representative
Aluminum Coil Anedizing Corporation

[www.acacorp.com]www.acacorp.com

O Type here to search

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link
hitp://https://wegx-my.sharepoint.com/:0:/p/nickih/EnrEBisYJgFMjKj17xbO1GIBNQ6VIBNR5NUhLWA- 0% Virustotal Browse
mDKPPA?e=5eal 3g

hitp://https://wegx-my.sharepoint.com/:0:/p/nickihn/EnrEBisYJgFMjKj17xbO1GIBNQ6VIBNR5NUhLWA- 0% Avira URL Cloud safe

mDKPPA?e=5eal.3g

hitp:/https://wegx-my.sharepoint.com/:0:/p/nickin/EnrEBisYJgFM]Kj17xbO1GIBNQ6VIBNR5NUhLWA- 100% SlashNext Fake Login Page
mDKPPA?e=5eal 3g type: Phishing &

Social Engineering

Dropped Files

No Antivirus matches

Unpacked PE Files

No Antivirus matches

Domains

Source Detection Scanner Label Link
marinapayroll.com 4% Virustotal Browse
amcdn.msftauth.net 0% Virustotal Browse
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https://www.virustotal.com/gui/url/7d24ac3e9d7090aa85f8193080e7c635b16b062b7a9086e23284a57cca272d9b/detection/u-7d24ac3e9d7090aa85f8193080e7c635b16b062b7a9086e23284a57cca272d9b-1614889630
https://www.virustotal.com/gui/url/b6203129520960f35b82f252f561e5f27fb933617e2964b00e04e958ded40f1d/detection/u-b6203129520960f35b82f252f561e5f27fb933617e2964b00e04e958ded40f1d-1607530742
https://www.virustotal.com/gui/url/6bafc6e069d55f9a04bfc63940f8cc4be45e0c7cf452886a20d115e6c7388d2a/detection/u-6bafc6e069d55f9a04bfc63940f8cc4be45e0c7cf452886a20d115e6c7388d2a-1614729211

URLs

Source Detection Scanner Label Link

hitp://www.mercadolivre.com.br/ 0% URL Reputation safe
hitp://www.mercadolivre.com.br/ 0% URL Reputation safe
hitp://www.mercadolivre.com.br/ 0% URL Reputation safe
hitp://www.mercadolivre.com.br/ 0% URL Reputation safe
hitp://www.merlin.com.pl/favicon.ico 0% URL Reputation safe
hitp://www.merlin.com.pl/favicon.ico 0% URL Reputation safe
hitp://www.merlin.com.pl/favicon.ico 0% URL Reputation safe
hitp://www.merlin.com.pl/favicon.ico 0% URL Reputation safe
hitp://iwww.dailymail.co.uk/ 0% URL Reputation safe
hitp://iwww.dailymail.co.uk/ 0% URL Reputation safe
hitp://iwww.dailymail.co.uk/ 0% URL Reputation safe
hitp://iwww.dailymail.co.uk/ 0% URL Reputation safe
hitp://https://marinapayroll.com/OH2/GG8/Office365.phpo=YLt 0% Avira URL Cloud safe
hitp://https://marinapayroll.com/OH2/GG8/Outlook.phpH 0% Avira URL Cloud safe
hitp://https://wegx-my.sharepoint.com/favicon.ico 0% Avira URL Cloud safe
hitp://www.galapagosdesign.com/DPlease 0% URL Reputation safe
hitp://www.galapagosdesign.com/DPlease 0% URL Reputation safe
hitp://www.galapagosdesign.com/DPlease 0% URL Reputation safe
hitp://busca.igbusca.com.br//app/static/images/favicon.ico 0% URL Reputation safe
hitp://busca.igbusca.com.br//app/static/images/favicon.ico 0% URL Reputation safe
hitp://busca.igbusca.com.br//app/static/images/favicon.ico 0% URL Reputation safe
hitp://https://marinapayroll.com/OH2/GG8/Outlook.phpp 0% Avira URL Cloud safe
hitp:/fiwww.etmall.com.tw/favicon.ico 0% URL Reputation safe
hitp:/fiwww.etmall.com.tw/favicon.ico 0% URL Reputation safe
hitp:/fiwww.etmall.com.tw/favicon.ico 0% URL Reputation safe
hitp://https://augmentation.osi.office-int.net/OfficeAugmentation/SearchWeb/ 0% URL Reputation safe
hitp://https://augmentation.osi.office-int.net/OfficeAugmentation/SearchWeb/ 0% URL Reputation safe
hitp://https://augmentation.osi.office-int.net/OfficeAugmentation/SearchWeb/ 0% URL Reputation safe
hitp://it.search.dada.net/favicon.ico 0% URL Reputation safe
hitp://it.search.dada.net/favicon.ico 0% URL Reputation safe
hitp://it.search.dada.net/favicon.ico 0% URL Reputation safe
hitp://search.hanafos.com/favicon.ico 0% URL Reputation safe
hitp://search.hanafos.com/favicon.ico 0% URL Reputation safe
hitp://search.hanafos.com/favicon.ico 0% URL Reputation safe
hitp://cgi.search.biglobe.ne.jp/favicon.ico 0% Avira URL Cloud safe
hitp://https://marinapayroll.com/OH2/GG8/Outlook.phpBSign 0% Avira URL Cloud safe
hitp://search.msn.co.jp/results.aspx?q= 0% URL Reputation safe
hitp://search.msn.co.jp/results.aspx?q= 0% URL Reputation safe
hitp://search.msn.co.jp/results.aspx?q= 0% URL Reputation safe
hitp://buscar.ozu.es/ 0% Avira URL Cloud safe
hitp://search.auction.co.kr/ 0% URL Reputation safe
hitp://search.auction.co.kr/ 0% URL Reputation safe
hitp://search.auction.co.kr/ 0% URL Reputation safe
hitp://https://marinapayroll.com/OH2/GG8/Outlook.php= 0% Avira URL Cloud safe
hitp://www.pchome.com.tw/favicon.ico 0% URL Reputation safe
hitp://www.pchome.com.tw/favicon.ico 0% URL Reputation safe
hitp://www.pchome.com.tw/favicon.ico 0% URL Reputation safe
hitp://browse.guardian.co.uk/favicon.ico 0% URL Reputation safe
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Source Detection Scanner Label Link

hitp://browse.guardian.co.uk/favicon.ico 0% URL Reputation safe
hitp://browse.guardian.co.uk/favicon.ico 0% URL Reputation safe
hitp://google.pchome.com.tw/ 0% URL Reputation safe
hitp://google.pchome.com.tw/ 0% URL Reputation safe
hitp://google.pchome.com.tw/ 0% URL Reputation safe
hitp:/fiwww.ozu.es/favicon.ico 0% Avira URL Cloud safe
hitp://search.yahoo.co.jp/favicon.ico 0% URL Reputation safe
hitp://search.yahoo.co.jp/favicon.ico 0% URL Reputation safe
hitp://search.yahoo.co.jp/favicon.ico 0% URL Reputation safe
hitp://iwww.gmarket.co.kr/ 0% URL Reputation safe
hitp://iwww.gmarket.co.kr/ 0% URL Reputation safe
hitp://iwww.gmarket.co.kr/ 0% URL Reputation safe
hitp://www.founder.com.cn/cn/bThe 0% URL Reputation safe
hitp://\www.founder.com.cn/cn/bThe 0% URL Reputation safe
hitp://\www.founder.com.cn/cn/bThe 0% URL Reputation safe
hitp://https://marinapayroll.com/favicon.ico 0% Avira URL Cloud safe
hitp://search.orange.co.uk/favicon.ico 0% URL Reputation safe
hitp://search.orange.co.uk/favicon.ico 0% URL Reputation safe
hitp://search.orange.co.uk/favicon.ico 0% URL Reputation safe
hitp:/fiwww.iask.com/ 0% URL Reputation safe
hitp:/fiwww.iask.com/ 0% URL Reputation safe
hitp:/fiwww.iask.com/ 0% URL Reputation safe
hitp://service2.bfast.com/ 0% URL Reputation safe
hitp://service2.bfast.com/ 0% URL Reputation safe
hitp://service2.bfast.com/ 0% URL Reputation safe
hitp://www.news.com.au/favicon.ico 0% URL Reputation safe
hitp://www.news.com.au/favicon.ico 0% URL Reputation safe
hitp://www.news.com.au/favicon.ico 0% URL Reputation safe
hitp://https://marinapayroll.com/OH2/GG8/Othermail.phpapayroll.com/OH2/GG8/Outlook.phpel 0% Avira URL Cloud safe
hitp:/fiwww.kkbox.com.tw/ 0% URL Reputation safe
hitp:/fiwww.kkbox.com.tw/ 0% URL Reputation safe
hitp:/fiwww.kkbox.com.tw/ 0% URL Reputation safe
hitp://search.goo.ne.jp/favicon.ico 0% URL Reputation safe
hitp://search.goo.ne.jp/favicon.ico 0% URL Reputation safe
hitp://search.goo.ne.jp/favicon.ico 0% URL Reputation safe
hitp:/fiwww.etmall.com.tw/ 0% URL Reputation safe
hitp:/fiwww.etmall.com.tw/ 0% URL Reputation safe
hitp:/fiwww.etmall.com.tw/ 0% URL Reputation safe
hitp://https://onenote.officeapps.li 0% Avira URL Cloud safe
hitp:/f\www.amazon.co.uk/ 0% URL Reputation safe
hitp:/f\www.amazon.co.uk/ 0% URL Reputation safe
hitp:/f\www.amazon.co.uk/ 0% URL Reputation safe
hitp://www.ashargalawsat.com/favicon.ico 0% URL Reputation safe
hitp://www.ashargalawsat.com/favicon.ico 0% URL Reputation safe
hitp://www.ashargalawsat.com/favicon.ico 0% URL Reputation safe
hitp://search.ipop.co.kr/ 0% URL Reputation safe
hitp://search.ipop.co.kr/ 0% URL Reputation safe

Domains and IPs

Contacted Domains

Name P Active Malicious Antivirus Detection Reputation
marinapayroll.com 162.241.127.18 true false e 4%, Virustotal, Browse unknown
cdnjs.cloudflare.com 104.16.18.94 true false high
i-db3p-cor003.api.p001.1drv.com 40.90.136.179 true false high
onenoteonlinesync.onenote.com unknown unknown false high
code.jquery.com unknown unknown false high
maxcdn.bootstrapcdn.com unknown unknown false high
messaging.office.com unknown unknown false high
amcdn.msftauth.net unknown unknown false * 0%, Virustotal, Browse unknown
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https://www.virustotal.com/gui/url/b6203129520960f35b82f252f561e5f27fb933617e2964b00e04e958ded40f1d/detection/u-b6203129520960f35b82f252f561e5f27fb933617e2964b00e04e958ded40f1d-1607530742
https://www.virustotal.com/gui/url/6bafc6e069d55f9a04bfc63940f8cc4be45e0c7cf452886a20d115e6c7388d2a/detection/u-6bafc6e069d55f9a04bfc63940f8cc4be45e0c7cf452886a20d115e6c7388d2a-1614729211

Name
Www.onenote.com
spoprod-a.akamaihd.net
storage.live.com
ajax.aspnetcdn.com

weqgx-my.sharepoint.com

Contacted URLs

Name

URLs from Memory and Binaries

Name

hitp://search.chol.com/favicon.ico

hitp://www.mercadolivre.com.br/

hitp://www.merlin.com.pl/favicon.ico

hitp://www.dailymail.co.uk/

hitp://www.fontbureau.com/designers

hitp://fr.search.yahoo.com/

hitp://in.search.yahoo.com/

hitp://www.opensource.org/licenses/mit-license.php

P

unknown
unknown
unknown
unknown

unknown

hitp://https://github.com/twbs/bootstrap/graphs/contributors)

hitp://img.shopzilla.com/shopzilla/shopzilla.ico

hitp://https://wegx-my.sharepoint.com/favicon.ico

hitp://\www.galapagosdesign.com/DPlease

Copyright null 2021

Active

unknown
unknown
unknown
unknown

unknown

Malicious

Source

iexplore.exe, 00000001.0000000
2.322665605.000001E7BD823000.0
0000002.00000001.sdmp, explorer.exe,
00000005.00000000.260297921.00000
0000E7B3000.00000002.00000001.
sdmp

iexplore.exe, 00000001.0000000
2.322665605.000001E7BD823000.0
0000002.00000001.sdmp, explorer.exe,
00000005.00000000.260297921.00000
0000E7B3000.00000002.00000001.
sdmp

iexplore.exe, 00000001.0000000
2.322665605.000001E7BD823000.0
0000002.00000001.sdmp, explorer.exe,
00000005.00000000.260297921.00000
0000E7B3000.00000002.00000001.
sdmp

iexplore.exe, 00000001.0000000
2.322665605.000001E7BD823000.0
0000002.00000001.sdmp, explorer.exe,
00000005.00000000.260297921.00000
0000E7B3000.00000002.00000001.
sdmp

explorer.exe, 00000005.0000000
0.256932746.0000000008B40000.0
0000002.00000001.sdmp

iexplore.exe, 00000001.0000000
2.322665605.000001E7BD823000.0
0000002.00000001.sdmp, explorer.exe,
00000005.00000000.260297921.00000
0000E7B3000.00000002.00000001.
sdmp

iexplore.exe, 00000001.0000000
2.322665605.000001E7BD823000.0
0000002.00000001.sdmp, explorer.exe,
00000005.00000000.260297921.00000
0000E7B3000.00000002.00000001.
sdmp

suiteux.shell.core[1].js.2.dr
bootstrap.min[1].js0.11.dr

iexplore.exe, 00000001.0000000
2.322665605.000001E7BD823000.0
0000002.00000001.sdmp, explorer.exe,
00000005.00000000.260297921.00000
0000E7B3000.00000002.00000001.
sdmp

iexplore.exe, 00000001.0000000
2.325227413.000001E7BE29E000.0
0000004.00000001.sdmp

explorer.exe, 00000005.0000000
0.256932746.0000000008B40000.0
0000002.00000001.sdmp

Malicious

false
false
false
false

false

Malicious

false

false

false

false

false

false

false

false
false

false

false

false

Antivirus Detection

Antivirus Detection

Antivirus Detection

URL Reputation:
URL Reputation:
URL Reputation:
URL Reputation:

URL Reputation:
URL Reputation:
URL Reputation:
URL Reputation:

URL Reputation:
URL Reputation:
URL Reputation:
URL Reputation:

Avira URL Cloud: safe

URL Reputation:
URL Reputation:
URL Reputation:

safe
safe
safe
safe

safe
safe
safe
safe

safe
safe
safe
safe

safe
safe
safe

Reputation
high
high
high
high

unknown

Reputation

Reputation

high

unknown

unknown

unknown

high

high

high

high
high
high

unknown

unknown
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Name

hitp://msk.afisha.ru/

hitp:/fiwww.reddit.com/

hitp://busca.igbusca.com.br//app/static/images/favicon.ico

hitp:/fiwww.ya.com/favicon.ico

hitp:/fiwww.etmall.com.tw/favicon.ico

hitp://https://augmentation.osi.office-
int.net/OfficeAugmentation/Searchweb/

hitp://it.search.dada.net/favicon.ico

hitp://search.hanafos.com/favicon.ico

hitp://cgi.search.biglobe.ne.jp/favicon.ico

hitp/;

hitp://search.msn.co.jp/results.aspx?q=

hitp://buscar.ozu.es/

hitp://www.microsofttranslator.com/BVPrev.aspx?

ref=IE8Activity

hitp:/fiwww.ask.com/

hitp:/fiwww.google.it/

Copyright null 2021

Source

iexplore.exe, 00000001.0000000
2.322665605.000001E7BD823000.0
0000002.00000001.sdmp, explorer.exe,
00000005.00000000.260297921.00000
0000E7B3000.00000002.00000001.
sdmp

msapplication.xml4.1.dr

iexplore.exe, 00000001.0000000
2.322665605.000001E7BD823000.0
0000002.00000001.sdmp, explorer.exe,
00000005.00000000.260297921.00000
0000E7B3000.00000002.00000001.
sdmp

iexplore.exe, 00000001.0000000
2.322665605.000001E7BD823000.0
0000002.00000001.sdmp, explorer.exe,
00000005.00000000.260297921.00000
0000E7B3000.00000002.00000001.
sdmp

iexplore.exe, 00000001.0000000
2.322665605.000001E7BD823000.0
0000002.00000001.sdmp, explorer.exe,
00000005.00000000.260297921.00000
0000E7B3000.00000002.00000001.
sdmp

OneNote.box4.dll1[1].js.2.dr

iexplore.exe, 00000001.0000000
2.322665605.000001E7BD823000.0
0000002.00000001.sdmp, explorer.exe,
00000005.00000000.260297921.00000
0000E7B3000.00000002.00000001.
sdmp

iexplore.exe, 00000001.0000000
2.322665605.000001E7BD823000.0
0000002.00000001.sdmp, explorer.exe,
00000005.00000000.260297921.00000
0000E7B3000.00000002.00000001.
sdmp

iexplore.exe, 00000001.0000000
2.322665605.000001E7BD823000.0
0000002.00000001.sdmp, explorer.exe,
00000005.00000000.260297921.00000
0000E7B3000.00000002.00000001.
sdmp

explorer.exe, 00000005.0000000
0.260297921.000000000E7B3000.0
0000002.00000001.sdmp

iexplore.exe, 00000001.0000000
2.322665605.000001E7BD823000.0
0000002.00000001.sdmp, explorer.exe,
00000005.00000000.260297921.00000
0000E7B3000.00000002.00000001.
sdmp

iexplore.exe, 00000001.0000000
2.322665605.000001E7BD823000.0
0000002.00000001.sdmp, explorer.exe,
00000005.00000000.260297921.00000
0000E7B3000.00000002.00000001.
sdmp

iexplore.exe, 00000001.0000000
2.322665605.000001E7BD823000.0
0000002.00000001.sdmp, explorer.exe,
00000005.00000000.260297921.00000
0000E7B3000.00000002.00000001.
sdmp

iexplore.exe, 00000001.0000000
2.322665605.000001E7BD823000.0
0000002.00000001.sdmp, explorer.exe,
00000005.00000000.260297921.00000
0000E7B3000.00000002.00000001.
sdmp

Malicious

false

false

false

false

false

false

false

false

false

false

false

false

false

false

Antivirus Detection

e URL Reputation:
e URL Reputation:
e URL Reputation:

e URL Reputation:
e URL Reputation:
e URL Reputation:

e URL Reputation:
e URL Reputation:
e URL Reputation:

e URL Reputation:
e URL Reputation:
e URL Reputation:

e URL Reputation:
e URL Reputation:
e URL Reputation:

safe
safe
safe

safe
safe
safe

safe
safe
safe

safe
safe
safe

safe
safe
safe

e Avira URL Cloud: safe

e URL Reputation:
e URL Reputation:
e URL Reputation:

safe
safe
safe

e Avira URL Cloud: safe

Reputation

high

high

unknown

high

unknown

unknown

unknown

unknown

unknown

unknown

unknown

high

high

high
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Name

hitp://search.auction.co.kr/

hitp/;

hitp:/f/www.amazon.de/

hitp://sads.myspace.com/

hitp://www.pchome.com.tw/favicon.ico

hitp://browse.guardian.co.uk/favicon.ico

hitp://google.pchome.com.tw/

hitp://list.taobao.com/browse/search_visual.htm?n=15&q=

hitp://www.rambler.ru/favicon.ico

hitp://uk.search.yahoo.com/

hitp://iwww.ozu.es/favicon.ico

hitp://search.sify.com/

hitp://openimage.interpark.com/interpark.ico

hitp://search.yahoo.co.jp/favicon.ico

Copyright null 2021

Source Malicious Antivirus Detection Reputation

iexplore.exe, 00000001.0000000 false unknown
2.322665605.000001E7BD823000.0
0000002.00000001.sdmp, explorer.exe,
00000005.00000000.260297921.00000
0000E7B3000.00000002.00000001.

sdmp

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

iexplore.exe, 00000001.0000000 false high
2.322665605.000001E7BD823000.0

0000002.00000001.sdmp, explorer.exe,

00000005.00000000.260297921.00000

0000E7B3000.00000002.00000001.

sdmp

iexplore.exe, 00000001.0000000 false high
2.322665605.000001E7BD823000.0

0000002.00000001.sdmp, explorer.exe,

00000005.00000000.260297921.00000

0000E7B3000.00000002.00000001.

sdmp

iexplore.exe, 00000001.0000000 false e URL Reputation: safe unknown
2.322665605.000001E7BD823000.0 e URL Reputation: safe
0000002.00000001.sdmp, explorer.exe, e URL Reputation: safe
00000005.00000000.260297921.00000

0000E7B3000.00000002.00000001.

sdmp

iexplore.exe, 00000001.0000000 false e URL Reputation: safe unknown
2.322665605.000001E7BD823000.0 e URL Reputation: safe
0000002.00000001.sdmp, explorer.exe, e URL Reputation: safe
00000005.00000000.260297921.00000

0000E7B3000.00000002.00000001.

sdmp

iexplore.exe, 00000001.0000000 false e URL Reputation: safe unknown
2.322665605.000001E7BD823000.0 e URL Reputation: safe
0000002.00000001.sdmp, explorer.exe, e URL Reputation: safe
00000005.00000000.260297921.00000

0000E7B3000.00000002.00000001.

sdmp

iexplore.exe, 00000001.0000000 false high
2.322665605.000001E7BD823000.0

0000002.00000001.sdmp, explorer.exe,

00000005.00000000.260297921.00000

0000E7B3000.00000002.00000001.

sdmp

iexplore.exe, 00000001.0000000 false high
2.322665605.000001E7BD823000.0

0000002.00000001.sdmp, explorer.exe,

00000005.00000000.260297921.00000

0000E7B3000.00000002.00000001.

sdmp

iexplore.exe, 00000001.0000000 false high
2.322665605.000001E7BD823000.0

0000002.00000001.sdmp, explorer.exe,

00000005.00000000.260297921.00000

0000E7B3000.00000002.00000001.

sdmp

iexplore.exe, 00000001.0000000 false e Avira URL Cloud: safe unknown
2.322665605.000001E7BD823000.0

0000002.00000001.sdmp, explorer.exe,

00000005.00000000.260297921.00000

0000E7B3000.00000002.00000001.

sdmp

iexplore.exe, 00000001.0000000 false high
2.322665605.000001E7BD823000.0

0000002.00000001.sdmp, explorer.exe,

00000005.00000000.260297921.00000

0000E7B3000.00000002.00000001.

sdmp

iexplore.exe, 00000001.0000000 false high
2.322665605.000001E7BD823000.0

0000002.00000001.sdmp, explorer.exe,

00000005.00000000.260297921.00000

0000E7B3000.00000002.00000001.

sdmp

iexplore.exe, 00000001.0000000 false unknown
2.322665605.000001E7BD823000.0
0000002.00000001.sdmp, explorer.exe,
00000005.00000000.260297921.00000
0000E7B3000.00000002.00000001.

sdmp

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe
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Name

hitp:/fiwww.gmarket.co.kr/

hitp:/f\www.founder.com.cn/cn/bThe

hitp://search.nifty.com/

hitp://https://signup.live.com
hitp://iwww.google.si/

hitp:/fiwww.soso.com/

hitp/;

hitp://https://ajax.aspnetcdn.com/ajax/jQuery/jquery-
2.1.3.min.js

hitp://busca.orange.es/

hitp://cnweb.search.live.com/results.aspx?q=

hitp:/fiwww.twitter.com/

hitp://auto.search.msn.com/response.asp?MT=

hitp:/fiwww.target.com/

hitp://https://marinapayroll.com/favicon.ico

hitp://search.orange.co.uk/favicon.ico

hitp:/fiwww.iask.com/

hitp://search.centrum.cz/favicon.ico

Copyright null 2021

Source

iexplore.exe, 00000001.0000000
2.322665605.000001E7BD823000.0
0000002.00000001.sdmp, explorer.exe,
00000005.00000000.260297921.00000
0000E7B3000.00000002.00000001.
sdmp

explorer.exe, 00000005.0000000
0.256932746.0000000008B40000.0
0000002.00000001.sdmp

iexplore.exe, 00000001.0000000
2.322665605.000001E7BD823000.0
0000002.00000001.sdmp, explorer.exe,
00000005.00000000.260297921.00000
0000E7B3000.00000002.00000001.
sdmp

Outlook[1].htm.11.dr

iexplore.exe, 00000001.0000000
2.322665605.000001E7BD823000.0
0000002.00000001.sdmp, explorer.exe,
00000005.00000000.260297921.00000
0000E7B3000.00000002.00000001.
sdmp

iexplore.exe, 00000001.0000000
2.322665605.000001E7BD823000.0
0000002.00000001.sdmp, explorer.exe,
00000005.00000000.260297921.00000
0000E7B3000.00000002.00000001.
sdmp

learningtools[1].htm.2.dr

iexplore.exe, 00000001.0000000
2.322665605.000001E7BD823000.0
0000002.00000001.sdmp, explorer.exe,
00000005.00000000.260297921.00000
0000E7B3000.00000002.00000001.
sdmp

iexplore.exe, 00000001.0000000
2.322665605.000001E7BD823000.0
0000002.00000001.sdmp, explorer.exe,
00000005.00000000.260297921.00000
0000E7B3000.00000002.00000001.
sdmp

iexplore.exe, 00000001.0000000
2.324651820.000001E7BDFF5000.0
0000004.00000001.sdmp

iexplore.exe, 00000001.0000000
2.321416043.000001E7BD730000.0
0000002.00000001.sdmp, explorer.exe,
00000005.00000000.259386239.00000
0000E6C0000.00000002.00000001.
sdmp

iexplore.exe, 00000001.0000000
2.322665605.000001E7BD823000.0
0000002.00000001.sdmp, explorer.exe,
00000005.00000000.260297921.00000
0000E7B3000.00000002.00000001.
sdmp

iexplore.exe, 00000001.0000000
2.324736845.000001E7BE04E000.0
0000004.00000001.sdmp

iexplore.exe, 00000001.0000000
2.322665605.000001E7BD823000.0
0000002.00000001.sdmp, explorer.exe,
00000005.00000000.260297921.00000
0000E7B3000.00000002.00000001.
sdmp

iexplore.exe, 00000001.0000000
2.322665605.000001E7BD823000.0
0000002.00000001.sdmp, explorer.exe,
00000005.00000000.260297921.00000
0000E7B3000.00000002.00000001.
sdmp

iexplore.exe, 00000001.0000000
2.322665605.000001E7BD823000.0
0000002.00000001.sdmp, explorer.exe,
00000005.00000000.260297921.00000
0000E7B3000.00000002.00000001.
sdmp

Malicious

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

Antivirus Detection

URL Reputation:
URL Reputation:
URL Reputation:

URL Reputation:
URL Reputation:
URL Reputation:

Avira URL Cloud:

e URL Reputation:
e URL Reputation:
e URL Reputation:

e URL Reputation:
e URL Reputation:
e URL Reputation:

safe
safe
safe

safe
safe
safe

safe

safe
safe
safe

safe
safe
safe

Reputation

unknown

unknown

high

high
high

high

high

high

high

high

high

high

unknown

unknown

unknown

high
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Name

hitp://service2.bfast.com/

hitp://ariadna.elmundo.es/

hitp://www.news.com.au/favicon.ico

hitp:/fiwww.cdiscount.com/

hitp:/fiwww.tiscali.it/favicon.ico

hitp://it.search.yahoo.com/

hitp://www.ceneo.pl/favicon.ico

hitp://www.servicios.clarin.com/

hitp/;

hitp://search.daum.net/favicon.ico

hitp:/fiwww.kkbox.com.tw/

hitp://search.goo.ne.jp/favicon.ico

hitp://search.msn.com/results.aspx?q=

hitp://list.taobao.com/

hitp:/fiwww.nytimes.com/

Copyright null 2021

Source

iexplore.exe, 00000001.0000000
2.322665605.000001E7BD823000.0
0000002.00000001.sdmp, explorer.exe,
00000005.00000000.260297921.00000
0000E7B3000.00000002.00000001.
sdmp

iexplore.exe, 00000001.0000000
2.322665605.000001E7BD823000.0
0000002.00000001.sdmp, explorer.exe,
00000005.00000000.260297921.00000
0000E7B3000.00000002.00000001.
sdmp

iexplore.exe, 00000001.0000000
2.322665605.000001E7BD823000.0
0000002.00000001.sdmp, explorer.exe,
00000005.00000000.260297921.00000
0000E7B3000.00000002.00000001.
sdmp

iexplore.exe, 00000001.0000000
2.322665605.000001E7BD823000.0
0000002.00000001.sdmp, explorer.exe,
00000005.00000000.260297921.00000
0000E7B3000.00000002.00000001.
sdmp

iexplore.exe, 00000001.0000000
2.322665605.000001E7BD823000.0
0000002.00000001.sdmp, explorer.exe,
00000005.00000000.260297921.00000
0000E7B3000.00000002.00000001.
sdmp

iexplore.exe, 00000001.0000000
2.322665605.000001E7BD823000.0
0000002.00000001.sdmp, explorer.exe,
00000005.00000000.260297921.00000
0000E7B3000.00000002.00000001.
sdmp

iexplore.exe, 00000001.0000000
2.322665605.000001E7BD823000.0
0000002.00000001.sdmp, explorer.exe,
00000005.00000000.260297921.00000
0000E7B3000.00000002.00000001.
sdmp

iexplore.exe, 00000001.0000000
2.322665605.000001E7BD823000.0
0000002.00000001.sdmp, explorer.exe,
00000005.00000000.260297921.00000
0000E7B3000.00000002.00000001.
sdmp

iexplore.exe, 00000001.0000000
2.322665605.000001E7BD823000.0
0000002.00000001.sdmp, explorer.exe,
00000005.00000000.260297921.00000
0000E7B3000.00000002.00000001.
sdmp

iexplore.exe, 00000001.0000000
2.322665605.000001E7BD823000.0
0000002.00000001.sdmp, explorer.exe,
00000005.00000000.260297921.00000
0000E7B3000.00000002.00000001.
sdmp

iexplore.exe, 00000001.0000000
2.322665605.000001E7BD823000.0
0000002.00000001.sdmp, explorer.exe,
00000005.00000000.260297921.00000
0000E7B3000.00000002.00000001.
sdmp

explorer.exe, 00000005.0000000
0.260297921.000000000E7B3000.0
0000002.00000001.sdmp

iexplore.exe, 00000001.0000000
2.322665605.000001E7BD823000.0
0000002.00000001.sdmp, explorer.exe,
00000005.00000000.260297921.00000
0000E7B3000.00000002.00000001.
sdmp

iexplore.exe, 00000001.0000000

2.324516546.000001E7BDEFF000.0
0000004.00000001.sdmp

Malicious

false

false

false

false

false

false

false

false

false

false

false

false

false

false

Antivirus Detection

e URL Reputation:
e URL Reputation:
e URL Reputation:

e URL Reputation:
e URL Reputation:
e URL Reputation:

e URL Reputation:
e URL Reputation:
e URL Reputation:

e URL Reputation:
e URL Reputation:
e URL Reputation:

safe
safe
safe

safe
safe
safe

safe
safe
safe

safe
safe
safe

Reputation

unknown

high

unknown

high

high

high

high

high

high

unknown

unknown

high

high

high
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Name

hitp://www.taobao.com/favicon.ico

hitp:/fiwww.etmall.com.tw/

hitp://ie.search.yahoo.com/os?command=

hitp://https://onenote.officeapps.li

hitp:/f\www.cnet.com/favicon.ico

hitp://www.linternaute.com/favicon.ico

hitp:/fwww.amazon.co.uk/

hitp://www.cdiscount.com/favicon.ico

hitp://www.ashargalawsat.com/favicon.ico

hitp://iwww.google.fr/

Source

iexplore.exe, 00000001.0000000
2.322665605.000001E7BD823000.0
0000002.00000001.sdmp, explorer.exe,
00000005.00000000.260297921.00000
0000E7B3000.00000002.00000001.
sdmp

iexplore.exe, 00000001.0000000
2.322665605.000001E7BD823000.0
0000002.00000001.sdmp, explorer.exe,
00000005.00000000.260297921.00000
0000E7B3000.00000002.00000001.
sdmp

iexplore.exe, 00000001.0000000
2.322665605.000001E7BD823000.0
0000002.00000001.sdmp, explorer.exe,
00000005.00000000.260297921.00000
0000E7B3000.00000002.00000001.
sdmp

iexplore.exe, 00000001.0000000
2.337590099.000001E7C1E73000.0
0000004.00000001.sdmp

iexplore.exe, 00000001.0000000
2.322665605.000001E7BD823000.0
0000002.00000001.sdmp, explorer.exe,
00000005.00000000.260297921.00000
0000E7B3000.00000002.00000001.
sdmp

iexplore.exe, 00000001.0000000
2.322665605.000001E7BD823000.0
0000002.00000001.sdmp, explorer.exe,
00000005.00000000.260297921.00000
0000E7B3000.00000002.00000001.
sdmp

iexplore.exe, 00000001.0000000
2.322665605.000001E7BD823000.0
0000002.00000001.sdmp, explorer.exe,
00000005.00000000.260297921.00000
0000E7B3000.00000002.00000001.
sdmp

iexplore.exe, 00000001.0000000
2.322665605.000001E7BD823000.0
0000002.00000001.sdmp, explorer.exe,
00000005.00000000.260297921.00000
0000E7B3000.00000002.00000001.
sdmp

iexplore.exe, 00000001.0000000
2.322665605.000001E7BD823000.0
0000002.00000001.sdmp, explorer.exe,
00000005.00000000.260297921.00000
0000E7B3000.00000002.00000001.
sdmp

iexplore.exe, 00000001.0000000
2.322665605.000001E7BD823000.0
0000002.00000001.sdmp, explorer.exe,
00000005.00000000.260297921.00000
0000E7B3000.00000002.00000001.
sdmp

Malicious

false

false

false

false

false

false

false

false

false

false

Antivirus Detection

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

e Avira URL Cloud: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

Reputation

high

unknown

high

unknown

high

high

unknown

high

unknown

high

hitp://search.gismeteo.ru/

hitp:/fiwww.rtl.de/

hitp://www.soso.com/favicon.ico

hitp://www.univision.com/favicon.ico

Copyright null 2021

iexplore.exe, 00000001.0000000
2.322665605.000001E7BD823000.0
0000002.00000001.sdmp, explorer.exe,
00000005.00000000.260297921.00000
0000E7B3000.00000002.00000001.
sdmp

iexplore.exe, 00000001.0000000
2.322665605.000001E7BD823000.0
0000002.00000001.sdmp, explorer.exe,
00000005.00000000.260297921.00000
0000E7B3000.00000002.00000001.
sdmp

iexplore.exe, 00000001.0000000
2.322665605.000001E7BD823000.0
0000002.00000001.sdmp, explorer.exe,
00000005.00000000.260297921.00000
0000E7B3000.00000002.00000001.
sdmp

iexplore.exe, 00000001.0000000
2.322665605.000001E7BD823000.0
0000002.00000001.sdmp, explorer.exe,
00000005.00000000.260297921.00000
0000E7B3000.00000002.00000001.
sdmp

false

false

false

false

high

high

high

high
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Name

hitp://search.ipop.co.kr/

hitp://www.auction.co.kr/auction.ico

hitp://www.orange.fr/

hitp://video.globo.com/favicon.ico

hitp://iwww.google.co.uk/

hitp://www.founder.com.cn/cn

hitp://https://uci.officeapps.live-
int.com/Officelnsights/Agave/Web/

hitp:iy

https://cdnjs.cloudflare.com/ajax/libs/tether/1.4.0/js/tether.min.j

S

Contacted IPs

] No. of IPs < 25%
B 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%
Bl 75% < No. of IPs

Public
P Domain
40.90.136.179 i-db3p-

cor003.api.p001.1drv.com

Copyright null 2021

Source

iexplore.exe, 00000001.0000000
2.322665605.000001E7BD823000.0
0000002.00000001.sdmp, explorer.exe,
00000005.00000000.260297921.00000
0000E7B3000.00000002.00000001.
sdmp

iexplore.exe, 00000001.0000000
2.322665605.000001E7BD823000.0
0000002.00000001.sdmp, explorer.exe,
00000005.00000000.260297921.00000
0000E7B3000.00000002.00000001.
sdmp

iexplore.exe, 00000001.0000000
2.322665605.000001E7BD823000.0
0000002.00000001.sdmp, explorer.exe,
00000005.00000000.260297921.00000
0000E7B3000.00000002.00000001.
sdmp

iexplore.exe, 00000001.0000000
2.322665605.000001E7BD823000.0
0000002.00000001.sdmp, explorer.exe,
00000005.00000000.260297921.00000
0000E7B3000.00000002.00000001.
sdmp

iexplore.exe, 00000001.0000000
2.322665605.000001E7BD823000.0
0000002.00000001.sdmp, explorer.exe,
00000005.00000000.260297921.00000
0000E7B3000.00000002.00000001.
sdmp

explorer.exe, 00000005.0000000
0.256932746.0000000008B40000.0
0000002.00000001.sdmp

OneNote.box4.dll1[1].js.2.dr

Office365[1].htm.11.dr

Country Flag

United States =

Malicious

false

false

false

false

false

false

false

false

Antivirus Detection

e URL Reputation:
e URL Reputation:
e URL Reputation:

e URL Reputation:
e URL Reputation:
e URL Reputation:

e URL Reputation:
e URL Reputation:
e URL Reputation:

e URL Reputation:
e URL Reputation:
e URL Reputation:

ASN
8075

safe
safe
safe

safe
safe
safe

safe
safe
safe

safe
safe
safe

ASN Name

Reputation

unknown

unknown

high

high

unknown

unknown

high

high

Malicious

MICROSOFT-CORP-MSN-  false

AS-BLOCKUS
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P Domain Country Flag ASN ASN Name Malicious
162.241.127.18 marinapayroll.com United States £S5 46606 UNIFIEDLAYER-AS-1US false
104.16.18.94 cdnjs.cloudflare.com United States £S5 13335 CLOUDFLARENETUS false

General Information

Joe Sandbox Version: 31.0.0 Emerald

Analysis ID: 363584

Start date: 04.03.2021

Start time: 22:26:35

Joe Sandbox Product: CloudBasic

Overall analysis duration: Oh 5m 37s

Hypervisor based Inspection enabled: false

Report type: light

Cookbook file name: browseurl.jbs

Sample URL: hitp://https://wegx-my.sharepoint.com/:o0:/p/nickih/EnrE
BisYJgFMKj17xbO1GIBNQ6VIBNR5SNUhLWA-mDKPP
A?e=5eal 3g

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8
Update 211

Number of analysed new started processes analysed: 18

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 1

Technologies: e HCA enabled

e EGA enabled
e AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal80.phis.win@6/150@13/3
EGA Information: Failed

HCA Information: e Successful, ratio: 100%

e Number of executed functions: 0
Number of non-executed functions: 0

.

Cookbook Comments: Adjust boot time

Enable AMSI

Browsing link: https://marinapayroll.com/OH2/GG8

Browsing link: https://marinap

ayroll.com/OH2/GG8/Office365.php

e Browsing link: https://marinap
ayroll.com/OH2/GG8/Outlook.php

e Browsing link: https://marinap
ayroll.com/OH2/GG8/Othermail.php

e o o o

Warnings: Show All

e Exclude process from analysis (whitelisted):
taskhostw.exe, dllhost.exe,
BackgroundTransferHost.exe, ielowutil.exe,
backgroundTaskHost.exe, SgrmBroker.exe,
svchost.exe

e TCP Packets have been reduced to 100

e Created / dropped Files have been reduced to 100

e Excluded IPs from analysis (whitelisted):
104.42.151.234, 52.255.188.83, 104.108.39.131,
13.107.136.9, 184.30.21.229, 23.32.238.138,
23.32.238.153, 13.107.6.171, 52.114.77.34,
52.109.88.136, 52.109.76.68, 184.30.20.56,
2.19.114.240, 52.109.88.96, 13.107.246.19,
13.107.213.19, 40.126.31.143, 40.126.31.141,
40.126.31.135, 20.190.159.134, 20.190.159.132,
20.190.159.138, 40.126.31.4, 40.126.31.137,
52.114.128.43, 52.109.88.2, 92.122.213.248,
92.122.213.216, 104.108.60.202, 152.199.19.160,
104.108.61.94, 152.199.19.161, 51.132.208.181,
209.197.3.24, 216.58.207.170, 142.250.186.35,
209.197.3.15, 205.185.216.42, 205.185.216.10,
51.103.5.159, 92.122.213.194, 92.122.213.247

e Excluded domains from analysis (whitelisted):
gstaticadssl.l.google.com,
e2682.g.akamaiedge.net, cds.s5x3j6g5.hwedn.net,
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Simulations

Copyright null 2021

standard.t-0009.t-msedge.net,
arc.msn.com.nsatc.net, c1-wildcard.cdn.office.net-
c.edgekey.net.globalredir.akadns.net,
www.tm.lg.prod.aadmsa.akadns.net,
browser.events.data.trafficmanager.net,
appsforoffice.microsoft.com.edgekey.net, fs-
wildcard.microsoft.com.edgekey.net,
www.tm.a.prd.aadg.trafficmanager.net,
cdn.onenote.net.edgekey.net,
a1902.dscd.akamai.net, vipl-
par02p.wns.notify.trafficmanager.net,
e11290.dspg.akamaiedge.net, b-0016.b-
msedge.net, prod-eu.reverseproxy-
onenote.com.akadns.net, login.live.com,
audownload.windowsupdate.nsatc.net,
au.download.windowsupdate.com.hwcdn.net,
officeclient.microsoft.com,
watson.telemetry.microsoft.com,
onenoteonlinesync.onenote.trafficmanager.net, au-
bg-shim.trafficmanager.net,
omexmessaging.osi.office.net,
modern.akamai.odsp.cdn.office.net,
fonts.googleapis.com, 18384-
ipv4e.farm.prod.sharepointonline.com.akadns.net,
fs.microsoft.com,
onenote.wac.trafficmanager.net.b-0016.b-
msedge.net, e19254.dscg.akamaiedge.net, site-
cdn.onenote.net.edgekey.net,
modern.akamai.odsp.cdn.office.net-
c.edgesuite.net,
modern.akamai.odsp.cdn.office.net-
c.edgesuite.net.globalredir.akadns.net, site-
cdn.onenote.net, amcdnmsftuswe.azureedge.net,
dub2.current.a.prd.aadg.trafficmanager.net, t-
0009.t-msedge.net,
blobcollector.events.data.trafficmanager.net, c1-
officeapps-15.cdn.office.net, a1531.g2.akamai.net,
e1553.dspg.akamaiedge.net, spoprod-
a.akamaihd.net.edgesuite.net,
browser.pipe.aria.microsoft.com,
europe.configsvcl.live.com.akadns.net, spo-
0004.spo-msedge.net, cs9.wpc.vOcdn.net,
appsforoffice.microsoft.com, 18384-
ipv4.farm.prod.aa-rt.sharepoint.com.spo-0004.spo-
msedge.net, osiprod-weu-cressida-
003.cloudapp.net, fs-
wildcard.microsoft.com.edgekey.net.globalredir.aka
dns.net, a1449.dscg2.akamai.net, arc.msn.com,
iecvlist.microsoft.com, cl-onenote-
15.cdn.office.net, €5684.g.akamaiedge.net,
wns.notify.trafficmanager.net, go.microsoft.com,
mscomajax.vo.msecnd.net, dual.t-0009.t-
msedge.net, skypedataprdcolcus04.cloudapp.net,
skypedataprdcolneu05.cloudapp.net, img-prod-
cms-rt-microsoft-com.akamaized.net,
prod.fs.microsoft.com.akadns.net, cdn.onenote.net,
onenote.officeapps.live.com,
client.wns.windows.com, cs22.wpc.vOcdn.net,
ie9comview.vo.msecnd.net, fonts.gstatic.com,
prod.configsvcl.live.com.akadns.net, c1-
wildcard.cdn.office.net-c.edgekey.net,
e1723.g.akamaiedge.net,
ctldl.windowsupdate.com,
cds.d2s7g6s2.hwcdn.net, star-azureedge-
prod.trafficmanager.net, prod.reverseproxy-
onenote.com.akadns.net,
login.msa.msidentity.com,
amcdnmsftuswe.afd.azureedge.net, common-
geo.onedrive.trafficmanager.net,
skypedataprdcoleus17.cloudapp.net,
browser.events.data.microsoft.com,
prod.omexmessaginglfb.live.com.akadns.net,
config.officeapps.live.com,
go.microsoft.com.edgekey.net, Edge-Prod-
FRATr3.ctrl.t-0009.t-msedge.net,
cds.j3z9t3p6.hwedn.net,
skypedataprdcolwus16.cloudapp.net

Report size getting too big, too many NtCreateFile
calls found.

Report size getting too big, too many
NtDeviceloControlFile calls found.

Report size getting too big, too many
NtReadVirtualMemory calls found.
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Behavior and APIs

Time

22:27:36

Type
API Interceptor

Joe Sandbox View | Context

IPs

No context

Domains

No context

ASN

No context

JA3 Fingerprints

No context

Dropped Files

No context

Created | dropped Files

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\DOMStore\A7KUHRX2\weqx-my.sharepoint[1].xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\DOMStore\NW4Q9E12\www.onenote[1].xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe
ASCII text, with no line terminators

dropped

26

2.469670487371862

false

3:D90aK1r0aKb:JFK1rFKb
132294CA22370B52822C17DCB5BE3AF6
DD26B82638AD38AD471F7621A9EB79FED448A71C

Description

1x Sleep call for process: dllhost.exe modified

451ABBEOAEFCO000F49967DABF8D42344D146429F03C8C8D4AESE33FF9963CF77

6D5808CAD199A785C82763C68FOAE1F4938C304B46B70529EA26B3D300EF9430AD496C688D95D01588576B3A577001D62245D98137FD5CD825AD62E17D36F15C

false

low

<root></root><root></root>

C:\Program Files (x86)\Internet Explorer\iexplore.exe
ASCII text, with no line terminators

dropped

140

4.899674739798812

false

3:D90aK1ryRtFwsOHQYMALfVAqcpMgnSMDDX8UJEfHdIDAqSQUUHuZKaKb:JFK1rUFKIMufVAqzghBEvdIQFOkb

D8ADB855AD38F85C0D48130211755D75
FA589FEOE83CCF694315FA558BB2C1633E7045CA

86B75BD52CF27C65EF47FF61FO6A0C86C24EBFCFC2642A606D8071385CA07AF8

5585C60B73C1BB8A84E922534355869F5EF9D7E613365F11ADAFOAC229034DB6CAEAGE4E8999AECF47B1FDB71C7227700A545C3ECB6482EE7570D20BFEEAAL

1
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C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\DOMStore\NW4Q9E12\www.onenote[1].xml

Malicious:
Reputation:

Preview:

false

low

<root></root><root><item name="Office API client" value="971f1110-8717-cf62-c1f2-d105250a5256" Itime="2720536576" htime="30871944" /></root>

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\DOMStore\SCNXCACF\onenote.officeapps.live[1].xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

dropped

155839

5.149352331171357

false
768:hQSOB58B50AZ/0qQSOB58B50AZ/0qQSOB58B50AZ/0qQSOB58B50AZ/0qQSOB58+:yx67LA
0F2338FDDE025793329921C192FA8C89

F86DA5C7499A0929742DBD15ECO05E208197E2B9
CO7C9EE5F4D6839CEE24CB5542BC9668FE9BE77B36538AF5DBA818DDCEC956B1
6148A14F5B62B86B90435555ACB4B68BFC64185A3C56735AECEC8D5FEG041535881634CFBA28A48DF93EB18B5FAG809F957BEA4096D99BCES3438FC111FA2BA
false

low

<root></root><root><item name="obf-CampaignDefinitions" value="[{&quot;Campaignld&quot;:&quot;281ff77f-ec20-4b5b-88dc-674ede3473ee&quot;,&quot;StartTi
meUtc&quot;:&quot;2018-09-04T00:00:00Z&quot;,&quot;EndTimeUtc&quot;:&quot;2025-01-01T00:00:00Z&quot; ,&quot;GovernedChannel Type&quot;:0,&quot;Additiona
IDataRequested&quot;:[&quot;EmailAddress&quot;],&quot;NominationScheme&quot;:{&quot; Type&quot;:0,&quot;PercentageNumerator&quot;:25,&quot;PercentageDe
nominator&quot;:100,&quot;NominationPeriod&quot;:{&quot; Type&quot;:0,&quot;IntervalSeconds&quot;:1296000},&quot; CooldownPeriod&quot;:{&quot; Type&quot;
:0,&quot;IntervalSeconds&quot;:7776000},&quot;FallbackSurveyDurationSeconds&quot;: 120}, &quot; Survey Template&quot;:{&quot; Type&quot;:4,&quot; Activation
Event&quot;:{&quot; Type&quot;:1,&quot;Sequence&quot;:[{&quot; Type&quot;:0,&quot; Activity&quot;:&quot;AppUsageN PS&quot;,&quot;IsAggregate&quot;:true,&q
uot;Count&quot;:300},{&quot; Type&quot;:0,&quot;Activity&quot;:&quot;AppUsage Time SatisfiedNPS&quot;,&

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Recovery\High\Active\RecoveryStore.{D4C8E215-7D7B-11EB-90E4-ECF4BB862DED}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\internet exploreniexplore.exe

Microsoft Word Document

dropped

57608

2.1166248035055966

false

384:rLCem+3i3UppV8l06n0Q/0gBOQN0qoZ1gZk:QI0wOm060A0jZ0Zk
CEFF331370D8282FA2EB7FF90A0047B2
4295F6B67377E3CAE4B37A3ADD10178445180E30
0C9D411DEA41ED186A80F0A1D4FCE7DE6GEBAA3358325B94A46106CIBE2D3ACEB
6C45CB620F55C85E6A981779281425C93DD4C51F19D89AF282721EE13584590E73987C08008604DC7588D9335A77F2EFE103F86E666FB10A6E2412C218974949

false

low

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{D4C8E217-7D7B-11EB-90E4-ECF4BB862DED}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

Copyright null 2021

C:\Program Files\internet exploren\iexplore.exe

Microsoft Word Document

dropped

109219

4.069651301791382

false
1536:FXpdOwh34TTPATTrNAXpdTwb34TTPATTrNKXpdxwb34TTPATTIN8:FX2CTGTrN4XgCTGTrNKXKCTGTIN8
8B3EOF682FA51B91D21D6CFBF477ECDO

6831FD82F863364AD9B077F0A6C8959BE744408E
DD355190B7B1C24D1C7F82D2684FC377BB1C7D061C9A1AEB9EDIDI450F215496

BOCF9FCFA225C573D17ACF40CF77730B4437E5BAD7AF599D28EB36349BD863FA37261B0F5825CC187187E747BOEDDAG61A031114831FEEAOAD24FOE4D9C910B!
9

false

low

.R.0.0.t. .[E.n.tr.
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C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Recovery\High\Active\{DB758347-7D7B-11EB-90E4-ECF4BB862DED}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\internet exploreniexplore.exe

Microsoft Word Document

dropped

16984

1.5649622711549358

false
48:IwWGcprfGwpablG4pQFnGrapbSdZGQpKcG7HpRwaTGIpG:rKZpQr6RBSdzA3TweA
FOCAF871FDFODF9AAF86AB3A0860068B
29AB765187CA2BEBIF26A3F73F98726FF673A76C
CF73EC3321D0A86EC25362C6E4CBI57D50F461342EC74EC76CE7DFAA09283D0F
3F302C7422E7CDE92AF5DBFE024FE4A741676ECOD81ABF3C727532FCAB41995A4978697362D7AD05483AC5F30D1F5CD77E481134049EB5191CD9ECD195991E¢

false

low

C:\Users\user\AppData\Local\Microsoft\internet Explorer\Recovery\High\Active\{EDE95C36-7D7B-11EB-90E4-ECF4BB862DED}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\internet exploreniexplore.exe

Microsoft Word Document

dropped

60278

2.118347954356871

false

384:rw1jvd0QMc/2E002DaG4BCQdMpCd8/YJIs7:R
6C30C1B4F8CBE7177A7BB1A5C4617A0E
C845A44EEC12B10D67C24B7C01A9767C95DFASA7
6A1F31681B21C52E24AF18EB651F681DC92CF291EF67743DE79B1ELF7705AF0D
5E197F2205F04193942F1C450CD848672F67EA4C1CE73757A8CB498CEOD3807D6D4A5FB70022F3B1990648EBCF1F411C5BD0ODC2B10986A5972F5E3BC947CCD4
false

low

.R.0.0.t. .[E.n.tr.

C:\Users\user\AppData\Local\Microsoft\internet Explorer\Recovery\High\Active\{F727EBEF-7D7B-11EB-90E4-ECF4BB862DED}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\internet exploreniexplore.exe

Microsoft Word Document

dropped

16984

1.564950611537853

false
48:lw1GcprsGwpadG4pQ5GraphSZ4ZGQpKoG7HpRiaTGIpG:rrZEQ/6ZBSOzAzTieA
565B821A1807C558538CD2908BF18F9D
CEEA67C4C078BOFFA1909198A04FEBSE9EEB2ACE
85DFAB699D611B6495ABF5B37600274CE70104C24DD28BFOA64D1E7D5CA871C70
40DCABD7AF8F7063EC549810D432664D0578F12EBDEC82F4BC45C99022CF57693D4E37F60801B2A63836BAD67FAIE4363BF42860EC4D0C3B283414F0EAACE2¢€

false

low

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-17529550060\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

Copyright null 2021

C:\Program Files\internet exploren\iexplore.exe
XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators
dropped
656
5.054543130970523
false
12:TMHANMNXxOEYt6C4nWimI002EtM3MHANMNXOEYt6C4nWimI00ObVbkEtMb:2d6NxOn4SZHKd6NXxOn4SZ76b
636A7DDA7E5B803414BOEF34475F55EB
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C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-17529550060\msapplication.xml

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

9FC285EDF6AFE26CB11951D507910E042C604137
64B8761D888FE4E9383F42BC82C5B6E3A9877FACAC3BB5C80F83972C440FCE12

56EEOF6E8039F4E65A37081E7EE4CBO6E74ECA9A980A1093A29F2F73EDFD5C50FDC699809BD8FBOF3ES29DD1E4546B56028338EDF1F597837F0AAOA30B69DC(
3

false

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.twitter.com/"/><date>0xac6fe7eb,0x01d71188</date><
accdate>0xac6fe7eb,0x01d71188</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.twitter.com/"/><date>0xac6fe7eb,0x01d71188</date><accdate>0
xac6fe7eb,0x01d71188</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Twitter.url"/></tile
></msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-18270793970\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\internet exploreniexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

653

5.0981730233625

false

12: TMHdNMNxe2kxBLrB84nWimI002EtM3MHANMNxe2kxBLrB84nWiml00Obkak6EtMb:2d6NxrZ4SZHKd6NXrZ4SZ7Aa7b
9CBF2FA372F23D49E396E66365A59B54

4C6A5F631B5736F84DB1F16BEDDIC590C3E4013D
5310DCF752C789380B2AF4386F3190649CBE95D0F3838C03ECF7B16DD4A898D1

2436E16DFAAF9075FA71C211E0BCC7F33B4FEB506EA475A9FE213E42865DE4642337D5ES80DCASC068621AC3FC4AG667EABEF76545E5CA702075E55DF30E1A70:
5

false

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.amazon.com/"/><date>0xac665e86,0x01d71188</date><a
ccdate>0xac665e86,0x01d71188</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.amazon.com/"/><date>0xac665e86,0x01d71188</date><a
ccdate>0xac665e86,0x01d71188</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Am
azon.url"/></tile></msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\internet Explorer\Tiles\pin-21706820\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\internet exploreniexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

662

5.095643731921482

false

12: TMHANMNXVLX9YLr9Y84nWiml002EtM3MHANMNXVLX9YLr9Y84nWiml00ObmZEtMb:2d6NxvPYdY84SZHKA6NxvPYdY84SZ7mb
1264D1CE868B337CB57072F1461E20D4

3DE5BD4771289489FACC0572F193D4B045C5F42F
7A97544B8CABCO61A0AB216272C94A6A5A241DD0A482DFES2BE4D69157380211

040816304FDFAAALEC91DED4651CD7E74A7BCDB03D237D40653B7C58EDF0403C5F6E2C313BF74ACFDB39F354E47C2A56C32D68963EF5E8D93C107D0D299B7.
F8

false

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.wikipedia.com/"/><date>0xac724a3d,0x01d71188</date>
<accdate>0xac724a3d,0x01d71188</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..
<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.wikipedia.com/"/><date>0xac724a3d,0x01d71188</date><accda
te>0xac724a3d,0x01d71188</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Wikipe
dia.url"/></tile></msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Tiles\pin-4759708130\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Copyright null 2021

C:\Program Files\internet exploreniexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

647

5.130458879360013

false

12: TMHANMNXxicGq+G74nWiml002EtM3MHANMNXxicGg+G74nWiml00Obd5EtMb:2d6NxzGjG74SZHKA6NXxzGjG74SZ7Jjb
A926D33895D30D8717944F25CA2F1AD8

C68DB7DDA79C3B2CBB5D786D470A5D1B6ECICI53
372A0DE620810B65B2D919BDB7F8E49DC2B9235268445C60DAAB3345CBEAB030
418B5339CE2F80E1F754E5C51FF5A92BCE83933542D247B4706ABF167930DA2AF58630B13A6DAEFFD8553AD718EC18FA4AA2210D15867A359DC5DE1547C982B
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C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Tiles\pin-4759708130\msapplication.xml

Malicious:
Reputation:

Preview:

false

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.live.com/"/><date>0xac6b2339,0x01d71188</date><acc
date>0xac6b2339,0x01d71188</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?xml
version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.live.com/"/><date>0xac6b2339,0x01d71188</date><accdate>0xac6b2
339,0x01d71188</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Live.url"/></tile>
</msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-6757900\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\internet exploren\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

656

5.094970339030699

false

12: TMHANMNXhGwWiXAY4nWiml002EtM3MHANMNxhGwiXAY4nWiml000b8K075EtMb:2d6NxQpwY4SZHKA6NXQpwY4SZ7YKajb
CBE9FDC798988F234079ADBEF625547A

790B0OE3973D56DC976DFFE720F1FBBB4BEB506F8
CDA4DCE451F88E9D3EC45CED1A43797D00B1F5E22A1AC46E669D52E36296919D

D49F0C657958C80A24040E17C6FABC2EA205F2C0F0C1772A74AF49F682124ED61CCB5DAC7634BA2CA7DA6AEB4992D9A 7468026526 ABAAE311CEDDA3464FAC!
6E

false

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.youtube.com/"/><date>0xac74ac9e,0x01d71188</date><
accdate>0xac74ac9e,0x01d71188</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.youtube.com/"/><date>0xac74ac9e,0x01d71188</date><accdate>0
xac74ac9e,0x01d71188</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Youtube.url"/>
</tile></msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Tiles\pin-8760897390\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\internet exploreniexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

653

5.057531101294503

false

12: TMHdNMNX0nYt6C4nWimI002EtM3MHANMNXOnYt6C4nWimI00ObxEtMb:2d6NX0U4SZHKdBNX0U4SZ7nb
8ED53975684B592420C4B88553E7197F

94FE040ED27782DF914AA85569E2ADEOF6A7050A
960817EBF853CB3D4B0F87B9A3253462A7CED7D51B835DB4D8A92996A30436B7

BF9688CA458785FEFES9478429D7B1A72D58F3CF22DF4325F0AFDDDAO7D5AD43AD91B3DC51A5F089D5195756A0D9F26F0ABF1982305DC6CB40CA32FC611A28
F

false

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.reddit.com/"/><date>0xac6fe7eb,0x01d71188</date><a
ccdate>0xac6fe7eb,0x01d71188</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.reddit.com/"/><date>0xac6fe7eb,0x01d71188</date><accdate>0xa
c6fe7eb,0x01d71188</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Reddit.url"/></tile>
</msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin20259167780\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

Copyright null 2021

C:\Program Files\internet exploreniexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

656

5.123598959953916

false

12: TMHdNMNxxOeoP4nWiml002EtM3MHANMNxxOeoP4nWiml000Ob6Kg5EtMb:2d6Nxk9P4SZHKd6Nxk9P4SZ70b
5ABB2E9C022EAOEEODA030D55939C7A5

01BC09AF21A59F2ACC3383394E0AFDID8ICI07CF
896629D0ACFF80DF6A7A30ABA493D974B93A1EB06763506117ACC2F27791B423
316FA246E19D87C12BD690BCE22A7AFAF258CC71E58158F6C558FCAEB4193612B753B29B08EDIF19A04BA383E52754DBE7E3F067A890128305331C82EF5781B4
false

low
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C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin20259167780\msapplication.xml

Preview:

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.nytimes.com/"/><date>0xac6d85a2,0x01d71188</date><
accdate>0xac6d85a2,0x01d71188</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.nytimes.com/"/><date>0xac6d85a2,0x01d71188</date><accdate>0
xac6d85a2,0x01d71188</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\NY Times.url"/>
</tile></msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin20332743330\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\internet exploren\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

659

5.060872974551628

false

12: TMHdNMNxcgLS84nWiml002EtM3MHANMNxcgLS84nWimI00ObVEtMb:2d6Nxpe84SZHKd6Nxpe84SZ7Db
8CE09384AA77EDD8OE2CA47DE107079E

AC8711F648EBBFEB6C39A926FA0AEAFBE2DOEACE
F53F7186CBACFOC133D92AB4B19F69BB995AE81DD2BACD164C996F7F59989155
03E486DFF5859B6BA1B596DECDFB8EA419DB031C14C173F05679D3981D443734993E500B1069883D51C599721A67A4F1F83DFF1000E959BB5793D2C9CD38377€
false

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.facebook.com/"/><date>0xac68c0dd,0x01d71188</date>
<accdate>0xac68c0dd,0x01d71188</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.facebook.com/"/><date>0xac68c0dd,0x01d71188</date><accdate
>0xac68c0dd,0x01d71188</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Facebook
.url"/></tile></msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Tiles\pin8215062560\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\internet exploreniexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

653

5.070291140731884

false

12: TMHdNMNxfngLS84nWiml002EtM3MHANMNxfngL+G74nWimlI000be5EtMb:2d6Nx4e84SZHKA6NXx4aG74SZ7ijb
855333FDF4B0636B7BBF3F5B82BE4139

55B2F02BE5775FA7B9B98698CE2CB0OC88B09FC17
7A925492167C3A7TESF4C763A3E3D76FFCICB69592058281F01141585360468C2

EB4780E225BD260547E8EA38A57462C0ED682A09F60606BF69223EA293C1AB6AC235345F94F1A02DEB30D2E8E44704FOEBFAF42BBC5A2C5BFF3CE75BC67D96
9

false

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.google.com/"/><date>0xac68c0dd,0x01d71188</date><a
ccdate>0xac68c0dd,0x01d71188</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.google.com/"/><date>0xac68c0dd,0x01d71188</date><a
ccdate>0xac6b2339,0x01d71188</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Go
ogle.url"/></tile></msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\internet ExploreriimagestorelynfzOjx\imagestore.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

data

dropped

8450

3.827295342557113

false
96:NfXOmS/+CtmE8mmmmMmO8mmmmmtf8mmmmmO8mmmmm-+8mmmmmo8mmmmmo8mmmmmSEP:NfwEfgfmHF7
B6D1D4846784AB3E22BA0SAAA4248A3F

209BA452D5C3A82C302D93D3B4C6D7FDDDF827A8
E1263B88375B22ABC60DEFOEQ73ED4674F4C759BF54EEASA968EF1D50292D8CF

DFDC808A392BBEE8SOB86E358AFE54C435DA829D8533A9B954CD45DC64AEBB30F88CES7327C32A509854738AA9CFDIB10DEF7B4545737F56591B3D570CD88B¢
5

false

low

L.h.ttp.s..//.c.l.-.0.n.e.n.o.te.-15..cd.n..offic.e..net/o/res.ou.rc.es./1.0.33/Fav.lc.o.n._0neNote .iCOou i (o ed@uiis i,

d..d..d..d..d..d..d..d..d..d..d..d..d..d..d..d..d...w..w..w.. W W W...W
AW WL WL W .
do.dododododo W W W W WL WL W
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\Blank10x10[1].gif

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Yara Hits:

Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

GIF image data, version 89a, 10 x 10

downloaded

49

3.7072504511031354

false

3:C8XUwltxljuXGF:t26

76084E29CB2CF72B320E888EDC583DFB
8A1CA8BDDC90D8A1BC2A6D2147BAB31B5904BFD83
02D2855C8A5417CD637DF1E81F781E42FF2B12AD6DFFB923A3822F16B5BFA82A

0F0BB4434CDE759B5D7CD40C8FB12E37E24ED28D687613D73C9F0475E413E79F2C92736B081B919FADE6815C06BC35F4782AFEOD1FF628BB7ED58DC890CCO7
B

false
low

hitp://https://c1-onenote-15.cdn.office.net/o/s/161390141005_resources/1033/Blank10x10.gif

GIF89a............. | I R c+,;

e

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCII text

dropped

242

5.127427655670983

false

6:pn0+Dy9xwol6hEr6VX16hu9nP3B9g0+KgD:JO+0x0RIWWP3rmT
D62CC6DC8711F735035DEB48F2A25DBB
E119573DCOA36F45BFAE34E970FB50F35CEOEEBC
75B2E00A067CC637769AEE90A2B073C7BD72FB22B5EA062BF35B63770ACCEABE
45A96A6F4DCDF26C375C62B5CBA06B8FC5944AF826DF4D41D7032416C0812A21B3E79AEF332B1D0806424344B034AD8CC476959070A0B7E11A558E213E91496F
true

e Rule: JoeSecurity_Obshtml, Description: Yara detected obfuscated html page, Source:
C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\I[E\OW10PBUV\GG8[1].htm, Author: Joe Security

e Rule: JoeSecurity_Encryptedhtml, Description: Yara detected Encrypted html page by third party sevices, Source:
C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\I[E\OW10PBUV\GG8[1].htm, Author: Joe Security

low

<IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">.<html><head>.<title>301 Moved Permanently</title>.</head><body>.<h1>Moved Permanently</h1>.<p>The
document has moved <a href="https://marinapayroll.com/OH2/GG8/">here</a>.</p>.</body></html>.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\Getimage[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

|IE Cache URL:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 48 x 48, 8-bit/color RGBA, non-interlaced

downloaded

2371

7.886611493240635

false
48:ZP6uS2Yk3tPyUw773bPv+MSp70Hd1TMrKORFOOTZ7yD8+KDUX2QAjCM+X:5DdovjSp7091CJ3hV7ygND9QAJCMO
ABB8885E6B1C63AA606559360007ED7F1

DF4D3CF3470172559C813CA5F94D6F772DC73924
EF2C58473539F6D31028CD25DEE6FFC471ABEOF57C70F703448F6EFD236A171F

A192B7B62BB1D7C22881B40DF7E889259A8DF89FD36A5B280357C5BD82A8C7CES7E3BECSE778CFEA327C81DD8CB243E41DC841433EAGE27CFB56A65F36741¢€
D7

false
low

hitp://https://onenote.officeapps.live.com/o/Getimage.ashx?
&WOPIsrc=https%3A%2F%2Fweqx%2Dmy%2Esharepoint%2Ecom%2Fpersonal%2Fnickin%5Fweqx%5Fcom%2F%5Fvti%5Fbin%2Fwopi%2Eashx%2Ffiles%2Fa07315a
0f4524064a8fh2741497e458a&access_token=eyJ0eXAiOiJKV1QILCJIhbGciOiJSUzI1Nilsing1dCl6lkcydDJIKYzIkMVZ6RkdjdzZUZy02YUhZVXk2VSJI9%2EeyJhdWQiOiJ3
b3BpL3dlcXgtbXkuc2hhcmVwb2ludC5jb21A0WI20GRIZWUtZGRMNS00ZGNOLTIINTUtOG Y 2NjU1Zjg3YWI2liwiaXNzljoiMDAWMDAWMDMtMDAWMCOWZmYXLWNIMDAt
MDAWMDAWMDAWMDAWQDKWMTQWMTIYLTgIMTYtMTFIMS04ZWZmLTQ5MzAOOTIOMDESYilsIm5iZil6[JE2MTQ40TMyNDIILCJIeHAIOIIXNJEOOTISMjQyliwibmFtZWIKI
joIMCMUZnxtZW1iZXJzaGIwfHVybiUzYXNwbyUzYWFub24jMGZjNzA3N2Q4ZmNjY TgwYzkzZDU3ZjRhYzA1ZWQ3NmMRjN2RiNzM2YjdhY TIkKMzY2YTQ4ZTc1OWY5Y2U
2Y2NIOSIsIm5paSI6im1pY3Jvc29mdC5zaGFyZXBvaWs0liwiaXN1c2VyljoidHJ1ZSIsImNhY2hla2V51joiMGguZnxtZW1iZzXJzaGlwfHVybiUzY XNwbyUzYWFub24jMGZjNzA
3N2Q4ZmNjYTgwYzkzZDU3ZjRhYzA1ZWQ3NmMRjN2RiNzM2YjdhYTIKMzY2YTQ4ZTc1OWY5Y2U2Y2NIOSIsInNoY XJIpbmdpZClI61kJIqcUZtRKITeEVHNzZJUFRKMFM4U
HcilCIpc2xvb3BiYWNrljoiVHI1ZSIsImFwcGNOeCl6ImEWNzMXNWEWZjQ1MjQWNjRhOGZiMjcOMTQ5N2UONThhO3ZYam1GZUVgbHNgeEOXWnkzMUIMRVZpSkFFMD
07RGVmYXVsdDs1NDkwOTM2ZDY1INDMOODY3OTFiNZESMJE1YjQ30Dk3ZTs7VHI1ZTs70zY40zAzMTVIMTIMLTcwMTgtYjJAWMC1kMDc1LTIMZTdiY TewM]ZjMiJ9%2
EoUuQSJa4mGJIh80vMmFqOIxlovmc4B%2Dj7C7ZBUbIWTFE3MEPFSHLjFD1QW%5F1Gmnpl6fbA7DFI%2Dz07dwPgyoFCwgNIwCBOA8g9IQ09XCXpd8CwbMb3M3jxs4
11IZ2e OkMoHIAZY 1JAQMe4BhfxLM5f8IwN%2DfOihCZRwjekj%2DFOsmdwG7Y4ZiCZ47ruo1s8GX0RqyoTo%2DimHIZXWaMA588d%2DEZt3vtgo24jY fU6Zww%5FulnRO
KuqJdZ7M5Zbub1tVzjggXjEq5Pu%5FHUXes7QJby7mzktPCclS7MfcWPzmHFs0Sre03tjUjvUWeUnsZSUZcecm1U171t%5F1xN7btbh%2DgqlcOCyPXNw&access_token_ttl=16
14929242821&0bjectDataBlobld=%7Bc28217c7-be2a-468e-85c4-2532f5ede14d%7D%7B1%7D&usid=cc905c17-e2ef-42e4-96a9-
OaOfaa74649a&build=16.0.13901.41005&waccluster=PNL1&wdwacuseragent=MSWACONSync
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\Getimage[1].png

Preview:
PNG........ IHDR...0...0.....W......sRGB......... gAMA.....a....pHYs.......... 0.d....IDAThC.olU.. sii...d.U....]...cV..5K&FB..B4..d.......D{..,...b%.W_../...S.....C.&R.(......===. (.7
9. {...... 's.tuuf . N<Y..~"2?.s.9. M-l T~ 2% 09 w- UL LB T 0 2l AT aus((g. . w8 HELL.gW . p.~e.+.p.C.Rpl....n.N~.y}WpX_.."P.R
7Lh[.6..=0...\.|A??..9}D.. .5.X=.0.%P.RU..d.AV.2.|.R...\....7..0/r8..S..u_...L.."..$.(b].0.(...%..w.K.,..m..n. ....%.*+.....%3.H .N..._n..=W....Q.x..|s..5h.]...QY")...}

Xl Wd Q5<HLLMLLL9..q. . K 3020 <. .G.AUF.P..N......B$.&..2.....[9...C. &....=...*..F..6...[0.XY.....) . Ku{v...=.. .H$|.T}.... T*.9..spJ1....... ".4W..SG.k.u
..%uJ.w6.3->.. Hp..E.d....H<.#.y...\..SA@:..;.&.N&.ru/l...... rro.w.GLLJ& #EW Ltz L yCll~ b~z = s G.@.. 2. & T 9TOLL..(...O.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\Getimage[2].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 96 x 96, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 929

Entropy (8bit):  7.553026884161687

Encrypted: false

SSDEEP: 12:6v/7kG/s2IbMPkVZuXZtfG8hIMcnIX6233d2ANkOWMihU9GRupPx0JIO5iP+pRp5:rcLVaZzQ8zIX6ct2ANkXhUIRQppIiZEION

MD5: F7B7D3AA4A9B3EDC99A978AAF5CEBFFF

SHA1L: 5568A97002A16D26BCB4211E3ASAF9EAIC2AT79E2

SHA-256: A6D9758EACA3FA93E2ED55308DC338B4BFDEFDAS5271D413094C0E01CF9113E2F

SHA-512: 1C96AB31333187B47EFC5814413BE81693EA31D24A1C874288442C931584DE776F7CAF18FABCI933AC9A03FEGBF48A7D8AA0425CD7F2F97CF5FD6739A571344A

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://onenote.officeapps.live.com/o/Getimage.ashx?
&WOPIsrc=https%3A%2F%2Fweqx%2Dmy%2Esharepoint%2Ecom%2Fpersonal%2Fnickin%5Fweqx%5Fcom%2F%5Fvti%5Fbin%2Fwopi%2Eashx%2Ffiles%2Fa07315a
0f4524064a8fh2741497e458a&access_token=eyJ0eXAiOiJKV1QILCJIhbGciOiJSUzI1Nilsing1dCl6lkcydDJIKYzIkMVZ6RkdjdzZUZy02YUhZVXk2VSJI9%2EeyJhdWQiOiJ3
b3BpL3dlcXgtbXkuc2hhcmVwb2ludC5jb21A0WI20GRIZWUtZGRMNSO00ZGNhLTIINTUtOG Y 2NjU1Zjg3YWI2liwiaXNzljoiMDAWMDAWMDMtMDAWMCOWZmYXLWNIMDAt
MDAWMDAWMDAWMDAWQDKWMTQWMTIYLTGIMTYtMTFIMS04ZWZmLTQ5MzAOOTIOMDESYilsIm5iZil6[JE2MTQ40TMyNDIIiLCJIeHAIOIIXNJEOOTISMjQyliwibmFtZWIKI
joIMCMUZnxtZW1iZXJzaGlwfHVybiUzYXNwbyUzYWFub24jMGZjNzA3N2Q4ZmNjY TgwYzkzZDU3ZjRhYzA1ZWQ3NmMRjN2RiNzM2YjdhY TIkKMzY2YTQ4ZTc1OWY5Y2U
2Y2NIOSIsIm5paSI6im1pY3Jvc29mdC5zaGFyZXBvaWs0liwiaXN1c2VyljoidHJ1ZSIsImNhY2hla2V51joiMGguZnxtZW1iZzXJzaGlwfHVybiUzY XNwbyUzYWFub24jMGZjNzA
3N2Q4ZmNjYTgwYzkzZDU3ZjRhYzA1ZWQ3NmMRjN2RiNzM2YjdhYTIKMzY2YTQ4ZTc1OWY5Y2U2Y2NIOSIsInNoY XJIpbmdpZCI61kJIgcUZtRKITeEVHNzZJUFRKMFM4U
HcilCIpc2xvb3BiYWNrljoiVHI1ZSIsImFwcGNOeCl6ImEWNzMXNWEWZjQ1MjQWNjRhOGZiMjcOMTQ5N2UONThhO3ZYam1GZUVgbHNgeEOXWnkzMUIMRVZpSkFFMD
07RGVmYXVsdDs1NDkwOTM2ZDY1INDMOODY3OTFiNZESMJE1YjQ30Dk3ZTs7VHI1ZTs70zY40zAzMTVIMTIMLTcwMTgtYjJAWMC1kMDc1LTIMZTdiY TewM]ZjMiJ9%2
EoUuQSJa4mGJIh80vMmFqOIxlovmc4B%2Dj7C7ZBUbIWTFE3MEPFSHLjFD1QW%5F1Gmnpl6fbA7DFI%2Dz07dwPgyoFCwgNIwCBOA8g9IQ09XCXpd8CwbMb3M3jxs4
11IZ2e OkMoHIAZY 1JAQMe4BhfxLM5f8IwN%2DfOihCZRwjekj%2DFOsmdwG7Y4ZiCZ47ruo1s8GX0RqyoTo%2DimHIZXWaMA588d%2DEZt3vtgo24jY fU6Zww%5FulnRO
KuqJdZ7M5Zbub1tVzjggXjEq5Pu%5FHUXes7QJby7mzktPCclS7MfcWPzmHFs0Sre03tjUjvUWeUnsZSUZcecm1U171t%5F1xN7bth%2DgqlcOCyPXNw&access_token_ttI=16
14929242821&0bjectDataBlobld=%7Bc282f7b9-5b06-48a1-81cd-811dc065939e%7D%7B1%7D&usid=cc905c17-e2ef-42e4-96a9-
OaOfaa74649a&build=16.0.13901.41005&waccluster=PNL1&wdwacuseragent=MSWACONSync

Preview:
>j.d2m..7&]
qgeyY....J..l..6#

St IE@.*..".

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\Instrumentation[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 3263

Entropy (8bit): 5.202198382150091

Encrypted: false

SSDEEP: 48:G6E60KNOFMMBLOCVIocJY Sq0IMIL+49WOIwIQS0IQI0ESFATMISYmYB0:9yDWocGSPWg4lbOQS/CahlcYW

MDS5: 03674DB75782BFBOCB3C6B1AFB84C6AA

SHA1L: D609684F3423CC185834DA28396A6E1DEE7142A0

SHA-256: 5D5B6A8449DF6BADA967EE227F79A9A8ESE1DCEBF3367EB23292971E6E822EBA

SHA-512: 9F9174D1C0668BBD151607D0DAE2EB99DF18ACEBE772B5A8DBE1B37B8C615FE312FD8FA9FCI3D98C706BEEBBF1C8262CDE9B812C685C075C776926052D37A
06

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://cdn.onenote.net/officeaddins/161390240454_Scripts/Instrumentation.js

Preview:
function GetlnstrumentationCategory(){return instrumentationCategory?instrumentationCategory:InstrumentationCategoryString?instrumentationCategory=Diag.ULSCat[l
nstrumentationCategoryString]:null}function InstrumentLinks(n){for(var t,r=0,i=0;i<n.length;i++)t=n[i],t.id||(t.id="un_"+r,r++),t.onclick=GeneratelnstrumentationLink(t.id
,t.onclick),t.ondragstart=GenerateDraglnstrumentationLink(t.id,t.ondrag),t.oncontextmenu=GenerateContextMenulnstrumentationLink(t.id,t.oncontextmenu)}function L
ogUserViewPortInfo(){var t=$(window).width(),n=$(window).height(),i=screen.width,r=screen.height,u=$(document).height(),f=n/u*100; Diag.ULS.sendTrace Tag(6436628,
GetlnstrumentationCategory(),Diag.ULSTraceLevel.info,"User ViewPort Info;windowWidth={0};windowHeight={1};screenWidth={2};screenHeight={3};percentageO
fPageVisible={4};",t,n,i,r,f.toFixed(3))}function UpdateFurthestScrollDepth(){var t=$(window).scrollTop(),i=$(window).height(),r=t+i,u=$(document).height(),n=r/u*100;n>fu
rthestScrollDepthPercentage&&(

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\LearningTools[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
File Type: ASCII text, with very long lines, with no line terminators
Category: downloaded

Size (bytes): 19705

Copyright null 2021 Page 26 of 63



C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\LearningTools[1].js

Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

5.376005492661156

false
384:1Wt1CThGLeulh4AMQOCS9AKBINIXNIQihhST3igd0XaVfPdz3:41GTuli2gKkBkrPqCqFdz3
A583A3BEBEDE2070D1F7108512F2FC8A
516EAL1C9F095669E004C382A82E65D224260B210
B9667EBBD8CB1CIF5AC673B2A7988597E810D79C5BF07B717307A8403204107E

5F9132C450EC4AD431DCB43001BD174428E700E6D280BB79B60189EFS5AEBOF8186A98C1F789687644874CBOASDCD3ED44D6933EABB2E27F35F1CAD75E900EA!
1

false
low

hitp://https://cdn.onenote.net/officeaddins/161390240454_Scripts/LearningTools/LearningTools.js

function getLanguageParameter(n){for(var t,f=window.location.search.substr(1),r=f.split("&"),u="",i=0;i<r.length;i++)if(t=r[i].split("=",2) t.length==2&&t[0]=="ui"){u=""+
n+"="+t[1];break}return u}function getEdgeMajorVersion(){var t=navigator.userAgent,n=t.match(/Edge\/([0-9]+)/i);return n&&n.length>=2?parselnt(n[1]):-1}function
getQueryParameter(n){var u,r,t,i;if(window.location.search&&window.location.search.length>1)for(u=window.location.search.substring(1),r=u.split("&"),t=0;t<r.length;t++)i
f(i=r[t].split("="),decodeURIComponent(i[0])==n)return i.length>1?decodeURIComponent(i[1]):"";return null}function now(){return(new Date).getTime()}unction gen
erateGuid(){return”xxxxxxxx-XxXxX-4XXX-yXXX-XXXxxxxxxxxx".replace(/[xy]/g,function(n){var t=Math.random()*16|0,i=n==="x"?t:t&3|8;return i.toString(16)})}function createSim
pleHtml(n,t,i){i===void 0&&(i=null);var r=document.createElement(n);return r.innerText=t||"" i&&r.setAttribute("lang",i),r.outerHTML}function loadTableAsync(n,t,i,r){var

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\OneNote.box4.dlI2[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

1431631

5.608162611325334

false

12288:rgpe0ZBIz/JPrJjVr3Z6LcQQHMMOI269A0Xf:MiVOhJHMMO5bP
077562FB91BA98530D5BE3283AA3AB93
21DD6D2EF8B80F17394234336FBD4E4F596BD683
F1C552B166CEBB163A0FE1BBEF6BA817D09BCABB03879CFDAE2D8227BF498FEB

CO9FF2EAFC02C408E92AB8AE16FBCFODBOA7ADGFE307C12D103E6C1CF933F62C6F04FE95CB4C5357333B73FC7695B973CA3A4388EAOAAF2605036E5BD66370C
C3

false
low

hitp://https://c1-onenote-15.cdn.office.net/o/s/161390141005_App_Scripts/OneNote.box4.dlI2.js

function wac_l4(){return wac_k7b.ra()}var wac_m4=!1;function wac_n4(a){a&&!wac_l4().ic(a.Qj)&&String.format("Tag Indent Type not defined for tag {0}.",a.Qj)}unction
wac_Jcc(a){if(wac_y2(a))return null;var b=a.indexOf(":");return 0<=b&&a.length>b+1?a.substr(b+1):null}var wac_Kcc=null;function wac_Lcc(a){if('a)return null;wac_n4(
a);var b="";1===wac_l4().H(a.Qj)?b="\n":2===wac_l4().H(a.Qj)?b="":wac_l4().H(a.Qj)||(b="\n");wac_md4=lwac_y2(b);return b}.function wac_Mcc(a,b,c){if(!b)return nu
I;wac_n4(b);if(c&&1===wac_l4().H(b.Qj))return wac_m4=!0,"\n";if(c)return™";a=a?2===wac_|4().H(b.Qj)?"":"\n":1===wac_l4().H(b.Qj)?"\n":"";wac_m4=!wac_y2(a);return
a}function wac_Ncc(a){if(!a)return null;wac_n4(a);if('wac_y2(a.Od))return™;var b=new Sys.StringBuilder("");if(wac_m4||1===wac_l4().H(a.Qj)){for(var c=0;c<a.Gwb;c++)b.
append("\t");return b.toString()}return""}.function wac_Occ(a,b,c){if(!a)return null;wac_n4(a);var d=new Sys.StringBuilder("");if(!(a.oi&&1===wac_l4().H(a.0i.Qj)||wac_m4|
|21==wac_|

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\Onedrive-logo[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 170 x 114, 8-bit colormap, non-interlaced

downloaded

4423

7.924731439527259

false

96:hYNgHOx07J2QQZHs6JKaDsZV3ZN/C+5bGUR3vUcmt1B3:INQEHx5Dcballd
FFC68AE7FD5A2D7A7CEC7185717B6E88
ABBCEBC2E0794C8F30DF0035881D4405D3A1D69B
4603EA1B2F9DFOCID4F2A253C550FFBAF27EA2CB53ECDE4277B2ACFIDDE33979

FOOCABBCYOE1F2A1F8386C9C6C51729FC6678D35EADICOB7C02D50E5413BA88F5BEOB45327761B0C4617D8D2A2109EEF887A1F486F919BF554A6089AF8EDSC2!
6

false

low

hitp://https://marinapayroll.com/OH2/GG8/images/Onedrive-logo.png

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\aria-web-telemetry-2.9.0.min[1].js

Process:
File Type:
Category:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe
ASCII text, with very long lines, with CRLF line terminators

downloaded
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\aria-web-telemetry-2.9.0.min[1].js

Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

|IE Cache URL:

Preview:

53853

5.500009921962495

false

768:WFBIHId5vh+HEXEPOHLVwU+megaBJpLGgVI3g6BifcqJMBSWDv6:WpHId5WOHLEagVIweQXb

5A8ED3646A340A247CD48F5732BAEAG9

8A961A2C1461EB5CD8A9009911970824602F8B79

C459EC1608D98A847ABAC83723E1C4B2DC6ES58A7006D5566C529A93113C2EE62
5421BC6COEA27EE75F7B5633AA5757C62EE16C84E94099D301EEA9944131F8A26CE941711ACESEFB66AD62FBD16460B31403A2B016E8CF72D1F025868CA838D
false

low

hitp://https://cdn.onenote.net/officeaddins/161390240454_Scripts/aria-web-telemetry-2.9.0.min.js

var clienttelemetry_build;!function(e){e.version="2.9.0"}(clienttelemetry_build||(clienttelemetry_build={}));var Microsoft;!function(e){var t;!/function(e){var t;!function(e){e[e.BT
_STOP=0]="BT_STOP",e[e.BT_STOP_BASE=1]="BT_STOP_BASE",e[e.BT_BOOL=2]="BT_BOOL",e[e.BT_UINT8=3]="BT_UINT8",e[e.BT_UINT16=4]="BT_UIN
T16",e[e.BT_UINT32=5]="BT_UINT32"e[e.BT_UINT64=6]="BT_UINT64",e[e.BT_FLOAT=7]="BT_FLOAT",e[e.BT_DOUBLE=8]="BT_DOUBLE",e[e.BT_STRING=9]="BT_
STRING",e[e.BT_STRUCT=10]="BT_STRUCT",e[e.BT_LIST=11]="BT_LIST",e[e.BT_SET=12]="BT_SET",e[e.BT_MAP=13]="BT_MAP",e[e.BT_INT8=14]="BT_INT8" e[
e.BT_INT16=15]="BT_INT16",e[e.BT_INT32=16]="BT_INT32",e[e.BT_INT64=17]="BT_INT64" e[e.BT_WSTRING=18]="BT_WSTRING",e[e.BT_UNAVAILABLE=127]="B
T_UNAVAILABLE"}(t=e.BondDataType||(e.BondDataType={}));var n;!function(e){e[e. MARSHALED_PROTOCOL=0]="MARSHALED_PROTOCOL",e[e.MAFIA
_PROTOCOL=17997]="MAFIA_PROTOCOL",e[e. COMPACT_PROTOCOL=16963]="COMPACT_PROTOCOL",e[e.JSON_PROTOCOL=21322]="JSON_PROTOCOL
".e[e.PRETTY_JSON_PR

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\bootstrap.min[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

48944

5.272507874206726

false
768:9VG5R15WbHVKZrycEHSYro34CrSLB6WU/6DqBf411B:9VIRu053XiwwWTvI1B
14D449EB8876FAS5E1EF3C2CC52B0C17
A9545831803B1359CFEED47E3B4D6BAEGSE40E99
E7ED36CEEE5450B4243BBC35188AFABDFB4280C7C57597001DEOED167299B01B
00D9069BI9BD29ADODAA0503F341D67549CCE28E888E1AFFD1A2A45B64A4C1BC460D81CFC4751857F991F2F4FB3D2572FD97FCA651BA0C2B0255530209B182F
false

low

hitp://https://marinapayroll.com/OH2/GG8/js/bootstrap.min.js

[+, * Bootstrap v4.0.0 (https://getbootstrap.com). * Copyright 2011-2018 The Bootstrap Authors (https://github.com/twbs/bootstrap/graphs/contributors). * Licensed under
MIT (https://github.com/twbs/bootstrap/blob/master/LICENSE). */.!/function(t,e){"object"==typeof exports&&"undefined"!=typeof module?e(exports,require(“jquery"),requir
e("popper.js")):"function"==typeof define&&define.amd?define(["exports","jquery","popper.js"],e):e(t.bootstrap={},t.jQuery,t.Popper)}(this,function(t,e,n){"use strict";function
i(t,e){for(var n=0;n<e.length;n++){var i=e[n];i.enumerable=i.enumerable||!1,i.configurable=!0,"value"in i&&(i.writable=!0),0Object.defineProperty(t,i.key,i)}}function s(t,e,n)
{return e&&i(t.prototype,e),n&&i(t,n),t}function r(){return(r=Object.assign||function(t){for(var e=1;e<arguments.length;e++){var n=arguments|e];for(var i in n)Object.pro
totype.hasOwnProperty.call(n,i)&&(t[i]=n[i])}return t}).apply(this,arguments)}e=e&&e.hasOwnProperty("default") ?e.default:e,n=n&&n.hasOwnProp

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\common.min[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

425614

5.30156369410705

false

6144:d7VITmxDvSSyVa9wRFuPsbxUqGlaz/CRjUV+s:RVITILYStT
6E70EBA23E8BC058C785F27DEA84CC52
33640DF7BC8ECABECD445D37768AE1B650BDB7AB
4EDA579713C87A674F6859355DF0E26E48E627068328B4AE60EF8C595E844DF9

D9694780CCB4D4E4193D4A209B8E675C3CAA104FEODCC7E29394FD35C31181C0B5B15A7185B2B9ABCDFFFF1684DD3F5BD63A6485E4E9E4187C7982D5D4C8E
A8

false
low

hitp://https://c1-onenote-15.cdn.office.net/o/s/161390141005_App_Scripts/common.min.js

(window.webpackJsonp_name_=window.webpackJsonp_name_||[]).push([[0],{0:function(e,t,n){"use strict";n.d(t,"d",(function(){return o})),n.d(t,"a",(function(){return i})),n.
d(t,"h",(function(){return a})),n.d(t,"c",(function(){return u})),n.d(t,"f",(function(){return s})),n.d(t,"b",(function()}{return I})),n.d(t,"e",(function(){return c})),n.d(t,"k",(function(){
return d})),n.d(t,"g",(function(){return f})),n.d(t,"i",(function(){return p})),n.d(t,"j",(function(){return h}));./*!
wkxk Copyright (c) Microsoft Corporation...Permission to use, copy, modify, and/or distribute this software for any.purpose with or without fee is hereby granted...THE
SOFTWARE IS PROVIDED "AS IS" AND THE AUTHOR DISCLAIMS ALL WARRANTIES WITH.REGARD TO THIS SOFTWARE INCLUDING ALL IMPLIED
WARRANTIES OF MERCHANTABILITY.AND FITNESS. IN NO EVENT SHALL THE AUTHOR BE LIABLE FOR ANY SPECIAL, DIRECT,.INDIRECT, OR CONSEQUENT
IAL DAMAGES OR ANY DAMAGES WHA

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\healthOffline.worker.min[1].js

Process:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\healthOffline.worker.min[1].js

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

|IE Cache URL:

Preview:

ASCII text, with very long lines

downloaded

5922

5.177772390631459

false
96:wnXf6QLFBOBJICEGtiTAXMUNCsqtlytOktynKmG6Ug3rYeJPsttOvoDNyp1rS6Qkf:4v6af80G6tTaMiQXbG6EL3F0yp1O6QwY
673ACD020B033163822322425C2646E9

43A3AD8B97911960BOF634B88BD3DED2008CA587
CB89ABAAA5428065EE345662EDFOFDEESF67B1B16F82A983725A69909CB4DEDO7
E60E9F7C0OC57C92B1FAA448878CEE32804C42DCFF3E6241AA9290F7FASD4BACOE652A166D486A2D5E0BA94100A4A532CEO38E6513B65157C9430D7FC793C57:
false

low

hitp://https://c1-onenote-15.cdn.office.net/o/s/161390141005_App_Scripts/healthOffline.worker.min.js

Ifunction(e){var t={};function n(r){if(t[r])return t[r].exports;var o=t[r]={i:r,l:!1,exports:{}};return e[r].call(o.exports,o0,0.exports,n),0.I=10,0.exports}n.m=e,n.c=t,n.d=function(e,t,r)
{n.o(e,t)||Object.defineProperty(e,t,{fenumerable:!0,get:r})},n.r=function(e){"undefined"!=typeof Symbol&&Symbol.toStringTag&&Object.defineProperty(e,Symbol.toStrin
gTag,{value:"Module"}),Object.defineProperty(e,”__esModule" {value:!0})},n.t=function(e,t){if(1&t&&(e=n(e)),8&t)return e;if(4&t&&"object"==typeof e&&e&&e.__esMo
dule)return e;var r=Object.create(null);if(n.r(r),Object.defineProperty(r,"default” {enumerable:!0,value:e}),2&t&&"string"!=typeof e)for(var o in e)n.d(r,0,function(t){return e[t]}
.bind(null,0));return r},n.n=function(e){var t=e&&e.__esModule?function(){return e.default}:function(){return e};return n.d(t,"a",t),t},n.o=function(e,t){return Object.pr
ototype.hasOwnProperty.call(e,t)},n.p="",n(n.s=0)}([function(e,t,n){"use strict";n.r(t);var r,o=function(){function e(){}return e.convertStr

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\mem5YaGs126MiZpBA-UN_r80Uuhv[1].woff

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Web Open Font Format, TrueType, length 18668, version 1.1

downloaded

18668

7.969106009002288

false
384:Wv4QHZChiRh3IwLOf8cWN78NXpcr6gBUA9CD/q4cOPZmPO:WvwhNOkvvxC7gnc
A7622F60C56DDD5301549A786B54E6E6
D55574524345932DB3968C675E1AEA08C68A456F
6EBA28A0638C920E5B76177E5F03BA94FCDEDD3E3ECD347C333D82876B51C9C0

1A842E5EDFFFFBAE353AD16545D9886E3E176755F22B86ECCCO9B8B010FC79DB7194B7C5518CC190BF5B78B332C7D542B70A6A53B3BAF23366708DF348C2C2D
9

false
low

hitp://https://fonts.gstatic.com/s/opensans/v18/mem5YaGs126MiZpBA-UN_r80Uuhv.woff
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\mem6YaGs126MiZpBA-UFUKO0Zdcs[1].woff

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Web Open Font Format, TrueType, length 17440, version 1.1

downloaded

17440

7.962704570077627

false

384:2QHZz7pdg60gyjkXImg2+GTFGc+Hg8pMG2dKQWS:9HTyAYa+GIHzyKQX
06B4BFDA4E139EAF3ABI872A6D66F42F
E5C5999D6AF4869BC60EEA92D1A8C328FBOE1378
39EC493A5A688A85B60A1E889A22CFBI3F23CI00EOFDCOBESAB8543DCIDAAT783

D6665B3CDD7E759D4A2B1BF916654A9C7FCA24ACBEBA1FB4A75668F5B451C7542B5683C097A6A62ACCE76B98694A4F6847CE2DC5193113D02200A04EC85A65
8

false

low

hitp://https://fonts.gstatic.com/s/opensans/v18/mem6YaGs126MiZpBA-UFUKO0Zdcs.woff
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUVimemnYaGs126MiZpBA-UFUKWyV9hriqU[1].woff

Process:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUVimemnYaGs126MiZpBA-UFUKWyV9hriqU[1].woff

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

|IE Cache URL:

Preview:

Web Open Font Format, TrueType, length 17668, version 1.1

downloaded

17668

7.9576211916710635

false
384:TQHZiJiLqdJVOpEbXHYVO0cleLg8hDHNbCqe+WQN:NWuV1X/eRHNbCqefQN
793B1237017AEACD646FB80911425566
51E3023140BE407FD5FBFD27E0ASD2C30AE66F31
5BB07410994C14D60F72CE3F6E19B172FCD7BC515F9BAEAFLF74C6CC2216E86A
95C6644C1C1A2E369075D429E86736491451431C6046BA74545CO0BF91C1CABEA1B1A4FCFD8FC5BB6A37269E4F80AF5B792BF80CI68EC6A3B8B325F33EC66331
false

low

hitp://https://fonts.gstatic.com/s/opensans/v18/memnYaGs126MiZpBA-UFUKWyV9hrlqU.woff
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\microsoftlogo[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 115 x 26, 8-bit colormap, non-interlaced

downloaded

697

7.573455613491714

false
12:6v/7CZCVY4qjw64PjBxIpZDyGhCRGKOgOESX09+tg+I/fux2KMiHxgDCDI3MAUk9:bZCVY4gjA7BGZDjhCOhVEKS+I+71RVCq
E8F6445B7B7F0B26B63CD135E8BB3B3D

52C38CDD5696EE485D076F1BOFE40032B1BC608D
089AA7FAB5A4038B4AB9130D083E6BCC24BOE33F5018984EF1463B8516BC7993

9AECE19461CF95558FA97EBOD7FBOD7CB5133FC31D651F76EA8B29986B4EBD1FBOD70B6D35DB13EFBIE27EOFG6C71595D54B029E8673A37C39329450AF2898B1
6

false
low

hitp://https://marinapayroll.com/OH2/GG8/images/microsoftlogo.png
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\moeerrorux[1].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with CRLF line terminators

downloaded

10290

4.837717444305284

false
192:iAY/Yye00RR2WxnYkSSWmcrKnmuV2UmHPRmMCHpoRgiKaUVIv4DLhBA:wORR2WxnYk5Wmw8ipoOHu
4DF9B0011F8AE623E26116BC635CFB36

0D68BBCB58D190F6E2803043A1823A3826325F33
47D6DBDB766BD7EA675F68A5CE5A22654554001EFC7007A0B8C484069D9E2638

3BD8C4FDCC43199DB8D4EA1EG68495837AF3931EAD7EA4AC16D775D3FBDF3BC35833CF2DF86BE8492EDC82090A1ED2B79A4DC3233BC3FD064F7C46424B40%
45

false
low

hitp://https://c1-onenote-15.cdn.office.net/o/s/161390141005_resources/1033/moeerrorux.css

.moe-infobar-body {.. background-color:#FCF7B6;.. border:1px solid #D9D98B;.. position:relative;.. max-height:110px;.. overflow:hidden;.. white-space: n
ormal;..}.....moe-infobar-body:hover {.. background-color:#FEF294;..}.....moe-hovered {.. background-color:#FEF294;..}.....moe-infobar-infotable {.. ~width:100%;..
height:100%;.. max-height:110pXx;..}.....moe-infobar-top-left-cell {..  width:30px;.. min-width:30px;.. max-width:30px;.. vertical-align:top;.. padding:1pXx; ..}.....moe-
infobar-message-cell {.. padding:7px 7px 3px Opx;.. vertical-align:top;..}.....moe-infobar-top-right-cell {..  width:20px;.. min-width:20px;.. max-width:20px;.. ve
rtical-align:top;..}.....moe-infobar-button-cell {..  padding:0px 10px 6px Opx;..}.....moe-status-warning-icon{.. ~ position:absolute;.. clip:rect(Opx 42px 41px Opx);.. t
op:0px;.. left:Opx;.. .. .. .. .. . .}..moe-status-warning-icon_ie{.. position:ab

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\OW10PBUV\officebg[1].jpg

Process:

File Type:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 1420x1080, frames 3

Page 30 of 63



C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\OW10PBUV\officebg[1].jpg

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

downloaded

199781

7.986685505356506

false
3072:GqroO3SvvO1a2DzHMuaXi8NHYpw97qefRS1IXATbNr31uR+IGjcobBKTyl6XUV1:Uvw69MIxpd5qXAThr31lurDboT/ql
058E25C4AAOFCCB6A280E543B4C108E8

05AF10D488E0651737E4AE510DF17DA2166463DA
7A2COBOE1E16041B12DD1A7D18438CEB14063C980799BAEE1D55CB2F04892777
D98759E65DA318FD8092B5E03C9875FB782C7DBA4C01DD85FCACFA4ES5747F2C105A96F04C9032F977554229D425CBBA9254692CB5AA4841F401BCC31A481FE]
false

low

hitp://https://marinapayroll.com/OH2/GG8/images/officebg.jpg
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\officebrowserfeedback_floodgate[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode text, with very long lines

downloaded

450966

5.559248974862941

false

3072:dxvTCX0OziKWchBHjO60/YJVUw+FkStQvaqS3/5LysJOL 7dafixwkR:vHRbh86005+FVivaR3/5LysJOLL
9BAC93747B9C3BD1CFEBA8D3BB5CFCE7

3A40BB90E6DF76C97DCE645139169AAE9E3370FD
97258AF6F235229846C5FA4040DODFEAOE02B72E38DDA95C710907724DA39CA3

D9939E7E7D14C877ECF5AFE627A074D3D67BE383F54D6AA5277ECDD1701BBCA2CFFCD7E7AFSAFFBD66872938E8469619CF10336C80B6E413908B9677A6541B
B

false
low

hitp://https://c1-officeapps-15.cdn.office.net/o/s/161390141005_App_Scripts/Feedback/latest/officebrowserfeedback_floodgate.js

/*! For license information please see officebrowserfeedback_floodgate.min.js.LICENSE.txt */.!function(e){var t={};function A(n){if(t[n])return t[n].exports;var r=t[n]={i:n,l:!1,ex
ports:{}};return e[n].call(r.exports,r,r.exports,A),r.I=!0,r.exports}A.m=e,A.c=t,A.d=function(e,t,n){A.o(e,t)||Object.defineProperty(e,t, {enumerable:!0,get:n})},A.r=function(e){"un
defined"!=typeof Symbol&&Symbol.toStringTag&&Object.defineProperty(e,Symbol.toStringTag,{value:"Module"}),Object.defineProperty(e,"__esModule",{value:!0})},A.t=
function(e,t){if(1&t&&(e=A(e)),8&t)return e;if(4&t&&"object"==typeof e&&e&&e.__esModule)return e;var n=0Object.create(null);if(A.r(n),Object.defineProperty(n,"default",{en
umerable:!0,value:e}),2&t&&"string"!=typeof e)for(var r in e)A.d(n,r,function(t){return e[t]}.bind(null,r));return n},A.n=function(e){var t=e&&e.__esModule?function(){return
e.default}:function(){return e};return A.d(t,"a",t),t},A.o=function(e,t){return Object.prototype.hasOwnProperty.call(e,t)},A.p="",A(A.s=

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lIE\OW10PBUV\officelogo[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 163 x 75, 8-bit colormap, non-interlaced

downloaded

1223

7.435397013783005

false
24:gidVU+bg/fKMNezOpBIETR/CjB3EUIKd1i4hDHm+IH7AsbX:gidVU+M/CisOTIzjB3EUIK/igmrH7R
8DB2ADD18C0D34794B35DEEE1FDC14DB
6E72801F98A832E9193A4DIF4389AEAELES233DD
EFACCC2B190FCCEOF0AB41064D882FB4A701C6AED6B1035595A16138E32A0A50

FCOFEC864045DE6G8E355E61E3DDAFB103BASE2ABCD5838ECCBB0AEB5S55200F4659719A15CF25E1BCEC1F631B0F4F4319F18C662E526714E9EBBF56131CC7AE.
05

false
low

hitp://https://marinapayroll.com/OH2/GG8/images/officelogo.png
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\onenoteSync.min[1].js

Process:

File Type:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\onenoteSync.min[1].js

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

downloaded

123225

5.2338264698573695

false
1536:KUUNhW13pbh/AlA4324Sv74EoHinKX/qgOvUeAs7w/wtWOP:X3pbuA4324SvPKX/qgojFP
BCEACOCBOEC58925FCC1B4173C7D0A25
27095BBA50B2394CB217A13FFC17D13C6DF4B5E3
D77C6C468E647CFA19BBA46D10C8D3389A840F979CDA35E6290412F2457915DA

7F7A21BD684BA4BEA5B1D91B7A951F8160DEC747594A3D293666324877808CC3A632F76A676DFDB397218FE101BOEEC41BD6CBBC0038FCB3AC781FFE2441E7:
F

false
low

hitp://https://c1-onenote-15.cdn.office.net/o/s/161390141005_App_Scripts/onenoteSync.min.js

var onenoteSync=function(e){function t(t){for(var r,a,s=t[0],u=t[1],c=t[2],I=0,d=[];I<s.length;|++)a=s[l],i[a]&&d.push(i[a][0]),i[a]=0;for(r in u)Object.prototype.hasOwnP
roperty.call(u,r)&&(e[r]=u[r]);for(h&&h(t);d.length;)d.shift()();return o.push.apply(o,c||[]),n()}function n(){for(var e,t=0;t<o.length;t++){for(var n=o[t],r=!0,s=1;s<n.length;s++)
{var u=n[s];0!==i[u] &&(r='1)}r&&(0.splice(t--,1),e=a(a.s=n[0]))}return e}var r={},i={9:0},0=[];function a(t){if(r[t])return r[t].exports;var n=r[t]={i:t,l:!1,exports:{}};return e[t].call(n.e
xports,n,n.exports,a),n.I=!10,n.exports}a.e=function(){return Promise.resolve()},a.m=e,a.c=r,a.d=function(e,t,n){a.o(e,t)||Object.defineProperty(e,t, {enumerable:!0,get:n})
}a.r=function(e){"undefined"!=typeof Symbol&&Symbol.toStringTag&&Object.defineProperty(e,Symbol.toStringTag,{value:"Module"}),Object.defineProperty(e,"__esModu
le" {value:!0})},a.t=function(e,t){if(1&t&&(e=a(e)),8&t)return e;if(4&t&&"object'==typeof e&&e&&e.__esModule)return e;var n=Object

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\onenoteloadingspinner.min[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

17697

5.030908614274404

false
96:rkCOPQ8ftj7ZG8Xtj7uba8RDdtj7vRx8iKtj78c8vbtj7OhQ8IMtj7ewsftj78/x:xOhJ2PHRS4GNcyRZHWadKdiq
5D97C64F10A0097F6A7E3D2EF38B83BF

CACDF654BEBC31BEFDEF1ECE6E3780EB6A88B209
56AF88F64D80E1948A0576006EE0D47D356A429F00891EA62E8BEACCOBDAAGEE

0BFA744A361ADB705BB8195B97DA4A5AFA3C8E72F30562F700D108BBBC39516ABA69399C69A426E10DE9DSAEA49CAIDBA3C1D080BBADE76581E0CF3EO3ABA
FGA

false
low

hitp://https://c1-onenote-15.cdn.office.net/o/s/161390141005_App_Scripts/onenoteloadingspinner.min.js

(window.webpackJsonp_name_=window.webpackJsonp_name_||[]).push([[10],{1907:function(i){i.exports={v:"5.1.5",fr:60,ip:0,0p:756,w:45,h:45,nm:"SPINNER_FI
NAL",ddd:0,assets:[],layers:[{ddd:0,ind:1,ty:3,nm:"ROTATOR",sr:1,ks:{o:{a:0,k:0,ix:11},r:{a:1 k:[{i:{x:[.833],y:[.833]},0:{x:[.167],y:[.167]},n:["'0p833_0p833_0p167_0pl67"
1,t:0,s:[0],e:[1080]},{t: 755}],ix:10},p:{a:0,k:[22.5,22.5,0],ix:2},a:{a:0,k:[0,0,0],ix:1},s:{a:0,k:[100,100,100],ix:6}},20:0,ip:0,0p:756,st:-42,bm:0},{ddd:0,ind:2,ty:4,nm:"Shape Layer
15", parent:1,sr:1,ks:{o:{a:0,k:100,ix:11},r:{a:0,k:0,ix:10},p:{a:0,k:[0,0,0],ix:2},a:{a:0,k:[0,0,0],ix:1},s:{a:0,k:[100,100,100],ix:6}},a0:0,shapes:[{ty:"gr",it:[{ind:0,ty:"sh",ix:1,ks:{
a:0,k:{i:[[10.394,0],[0,-10.394],[-10.394,0],[0,10.394]],0:[[-10.394,0],[0,10.394],[10.394,0],[0,-10.394]]v:[[0,-18.821],[-18.821,0],[0,18.821],[18.821,0]]c:!0},ix:2},nm:"Path 1"
,mn:"ADBE Vector Shape - Group",hd:!1} {ty:"st",c:{a:0,k:[.466666666667,.098039215686,.666666666667,1],ix:3},0:{a:0,k:100,ix:4},w:

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\oreonavpane.min[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode text, with very long lines

downloaded

213664

5.598459649627036

false
6144:/ow3h6ZpgmE/s2BGozuer00XItDjyF6TzKs8y2zM:/t3igmE/s2BGozprO0XItDjyF6TzKs8s
0B4096E76FBEEADC7C57DCB98E63289C
4DE007AD6022F985EE05CCD5FF1BEB27E63A003D
ATE646E3D5F4AAFC2362A4ACAESF48329E39615B3F54EB9290525FB151890EFO

69EEEQD277974B7A5C3A59826DB423B16E5BD7F31C2F5FF5FE16D5B487D78CEEE45B85662DD79F8BF30CF32D9012D24C926D2A3A201BDD4B005CD1D02E41E:
F

false
low

hitp://https://c1-onenote-15.cdn.office.net/o/s/161390141005_App_Scripts/oreonavpane.min.js

(window.webpackJsonp_name_=window.webpackJsonp_name_||[]).push([[13],{1543:function(e,t,n){var r=n(205),0=n(1854);"string"==typeof(o=0.__esModule?o.de
fault:0)&&(o=[[e.i,0,"]]);var i={insert:"head",singleton:!1};r(0,i);e.exports=o.locals||{}},1552:function(e,t,n){var r=n(205),0=n(1878);"string"==typeof(o=0.__esModule?o
.default:0)&&(0=[[e.i,0,"]);var i={insert:"head",singleton:!1};r(0,i);e.exports=o.locals||{}},1566:function(e,t,n){var r=n(205),0=n(1846);"string"==typeof(o=0.__esModule?
o.default:0)&&(0=[[e.i,0,""]);var i={insert:"head",singleton:!1};r(o,i);e.exports=o.locals||{}},1580:function(e,t,n){(t=n(194)('1)).push([e.i,"/* value declaration to be used in other
CSS files by 'postcss-modules-values' */*,""]),t.locals={SegoeUI_and_fallback_fonts:"Segoe UI', Arial, Helvetica, sans-serif'},e.exports=t},1581:function(e,t,n){var r=n(205
),0=n(1863);"string"==typeof(o=0.__esModule?o.default:0)&&(0=[[e.i,0,""]]);var i={insert:"head",singleton:!1};r(o,i);e.exports=o.locals||{}},1617:func
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\oreonotebookpane.min[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

3005

5.3385086017039844

false

48:1Dd7yIRb687jR7VIDEBQkchQW2P72KY 2vKKFO20NduXFGKbDLgDau3WJuuHh:UI6Kp1knP6KY2vKmO2ycXYeu+uuB
BCCE359D03B2F99DD302222D050EF1B9

63A9C29AE79DEDABC4135C55F1DCA7EF090A9BAE
4B2BB3647E63876B55D3B8819629F01CC43AC002873DC811B6C9D24229BFOCDD

A58A786B12B28DB6AD9498CC28B84568B797784B5BFOBF5E9COFCF70A72729A9EBCB2FD6683D172090BOFF7A8AE997FCAAF73C7DCOCE294F7074EBEBO3CE4¢
62

false
low

hitp://https://c1-onenote-15.cdn.office.net/o/s/161390141005_App_ Scripts/oreonotebookpane.min.js

(window.webpackJsonp_name_=window.webpackJsonp_name_||[]).push([[14],{1908:function(e,t,n){var 0=n(205),a=n(1909);"string"==typeof(a=a.__esModule?a.de
fault:a)&&(a=[[e.i,a,"]]);var r={insert:"head",singleton:!1};0(a,r);e.exports=a.locals||{}},1909:function(e,t,n){(t=n(194)(!1)).push([e.i,".wacCanvasOverlay__overlay___mhMha
{\\n  bottom: O;\r\n left: -50px;\r\n  position: absolute;\r\n  right: 0;\r\n  top: 0;\r\n  z-index: 90;\r\n  background: rgba(0, 0, 0, 0);\r\n  -ms-high-contrast-adjust:
none;\\nj\r\n",""]),t.locals={overlay:"wacCanvasOverlay__overlay___mhMha"},e.exports=t},2002:function(e,t,n){"use strict";n.r(t);var o=n(72),a=n(1),r=n(176),c=n(1908
),/=function(e){var t=e.showOverlay&&!e.navSelection[r.a.SHOW_ALL]?a.createElement("div",{className:c.overlay}):null;return a.createElement("div",null,t)},i=Object(o.b)
((function(e){return{showOverlay:e.isVisible,navSelection:e.navSelection}}))(l),u=n(7),d=n(29),s=n(577),m=n(190),f=n(543),b=n(1389),p=0bject(d.u)(),S=fu

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\oreosearchpane.min[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

58752

5.635901943579645

false
768:Prsk2Wx193xoKDCKPRtiwpPSweDCPuMyf+hBjaaWVviDGgl+Ude7yma:PPIx1IKPRowpPSwWKCPuMymga4DGql+UX
4A7708556C4BF3CD339E0A2AAB3FABO7

7D3617DECF6B10CFA70F416ED89976B4B9995F9D
9D9FA4F3E70FIFOEB4A1D584282F93D252870534432A7214224164FA5025ADB3
8F5CB827DC714579235A097179F5178D5B5A3123F76B20BDF2E98CD0873F56EF090E1084238B2A9EFDAC633960686B780454CB102976C624D542CD1E97CDEA4FA
false

low

hitp://https://c1-onenote-15.cdn.office.net/o/s/161390141005_App_Scripts/oreosearchpane.min.js

(window.webpackJsonp_name_=window.webpackJsonp_name_||[]).push([[15],{1623:function(e,t,n){var r=n(1910),a=n(811),0=a;0.v1=r,0.v4=a,e.exports=0},1910:
function(e,t,n){var r,a,0=n(937),A=n(938),i=0,s=0;e.exports=function(e,t,n){var c=t&&n||0,I=t||[],u=(e=e||{}).node||r,d=void O!==e.clockseq?e.clockseq:a;if(null==u||null==d)
{var h=0();null==u&&(u=r=[1|h[0],h[1],h[2],h[3],h[4],h[5]]),null==d&&(d=a=16383&(h[6]<<8|h[7]))}var p=void O!==e.msecs?e.msecs:(new Date).getTime(),g=void 0!
==e.nsecs?e.nsecs:s+1,_=p-i+(g-s)/1le4;if(_<0&&void 0===e.clockseq&&(d=d+1&16383),(_<0||p>i)&&void 0===e.nsecs&&(g=0),g>=1e4)throw new Error("uuid.v1(): Can't
create more than 10M uuids/sec");i=p,s=g,a=d;var f=(1e4*(268435455&(p+=122192928e5))+g)%4294967296;|[c++]={>>>24&255|[c++]={>>>16&255,|[c++]=f>>>8&255,
I[c++]=255&f;var S=p/4294967296*1e4&268435455;|[c++]=S>>>8&255,|[c++]=255&S,|[c++]=S>>>24&15|16 |[c++]=S>>>16&255 |[c++]=d>>>8|128, |[c++]=255&d;for(var
m=0;m<6;++m)l[c+m]=u[m];return t||A(I)}},1911:function(e,t

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\otelFull.min[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

112257

5.34044818435953

false
1536:FCV6VaftiInLjHzNfAMKmMVZcp8vwSZTVOF8Cjwmm8vTMLcZjLCIAVMOw:kVaali3x38mTTMiCluw
777C943E96EABDATA38CI50CBBEC5563

403EDBDC31EC50025B2514D54D1A6546CA2B77A1
67DE8CD7245C4D2ADB1C4ED721681D6F54A2A2D4AEB1AG71F874A2CB5A374272

80DC98B4C748F64C935AFE6A4785CA3DD671F9B62B2A48D50BEGFS5C5BA086D8773DBD45SE2DF894A806A67B787051E6580C7DC48DCBYADDF3501633C35882DE
2

false
low

hitp://https://c1-onenote-15.cdn.office.net/o/s/161390141005_App_ Scripts/otelFull.min.js

var otelFull=function(e){var t={};function n(i){if(t[i])return t[i].exports;var r=t[i]={i:i,I:!1,exports:{}};return e[i].call(r.exports,r,r.exports,n),r.I=!0,r.exports}return n.m=e,n.c=t,n.d
=function(e,t,i){n.o(e,t)||Object.defineProperty(e,t,{enumerable:!0,get:i})},n.r=function(e){"undefined"!=typeof Symbol&&Symbol.toStringTag&&Object.defineProper
ty(e,Symbol.toStringTag,{value:"Module"}),Object.defineProperty(e," __esModule",{value:!0})},n.t=function(e,t){if(1&t&&(e=n(e)),8&t)return e;if(4&t&&"object"==typeof
e&&e&&e.__esModule)return e;var i=Object.create(null);if(n.r(i),Object.defineProperty (i,"default",{enumerable:!0,value:e}),2&t&&"string"!=typeof e)for(var r in e)n.d(i,r,funct
ion(t){return e[t]}.bind(null,r));return i},n.n=function(e){var t=e&&e.__esModule?function(){return e.default}:function(){return e};return n.d(t,"a",t),t},n.o=function(e,t){return
Object.prototype.hasOwnProperty.call(e,t)},n.p="",n(n.s=10)}([,,,,function(e,t){var n="undefined"!=typeof crypto&&crypto.getRandom
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\OW10PBUV\plt.resx-plt.chunk[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 589

Entropy (8bit): 5.0661305352846036

Encrypted: false

SSDEEP: 12:ID7Uz1NUyZer8F4liPW5QHVEZz77K70Ci8zfz1Qp71aX4cJT7LXZZ:IDYBeKer8CliE2HcnehiwfKpJ24cJ TPz

MD5: DA004335CD23FA58ADEC875B5B931154

SHAL: 225BFA1B5F1410FA909EF47E863F2091EDC024F9

SHA-256: DFC11F3DA7061868CEBC0032752A4FA5CEC3C8271094CCB2E60BBF30E19AC648

SHA-512: 89634359CDD0623C42DCIFFCF273B2AA249E663490F736B4C9FALIECBD123BBE5S512273B0AC8D2E957056F8FDA735CF8330D9A66CF39D3EOBEEE9CCC50044E:
4

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://modern.akamai.odsp.cdn.office.net/files/odsp-web-prod_2021-02-19_20210223.001/wachostwebpack/en-us/plt.resx-plt.chunk.js

Preview:
(window.odspNextWebpackJsonp=window.odspNextWebpackJsonpl||[]).push([["plt.resx-plt"],{"35":function(t,e){e.e={"ShareDialogTitle":"Share","SSOSignInNeededNotific
ation_Title":"Sign In","SSOSignIinNeededNotification_Description":"For added security, Office needs to further verify your account. Please sign in to continue using your a
dd-ins.","SSOSigninNeededNotification_SignIinButton":"Sign In","SSOSigninNeededNotification_CloseButton":"Close","PickerDialog_MoveToFolderPickerTitle":"Move to"
,"PickerDialog_MoveToFolderPickerCompleteButtonText":"Move here"}}}]);define("plt.resx-plt",[1,{});

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\progress[1].gif

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: GIF image data, version 89a, 24 x 24

Category: downloaded

Size (bytes): 695

Entropy (8bit): 5.696679956038459

Encrypted: false

SSDEEP: 12:HarRMsOpTestEsSVESI3Est3EShEsSZINMzrI3TJEE0fVcQ72TVKI3TjE:Har2nTeUEME23E+3E0EQINFj6kbjE

MDS5: 648AD2F7EEA95A9B5491DCD2203B2F54

SHA1L: 5FFA99938410AEBAB10B32308F242437B9432B53

SHA-256: A3596C17DAD9A003DOBFBEOB7BA6765F51391B5C3943660316F01C8E77B323DB

SHA-512: F7984FFEAEC122EFCBE36218979BB4C35E27007CC091BA5A8829BA5088999A3F9F7A7D5E11D90A05904D58644ECOBAESEE1D57C68DD5270B7F456A762D8D69¢
A

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://c1-onenote-15.cdn.office.net/o/s/161390141005_resources/1033/progress.gif

Preview:

*.....dp.,...QP.Td.......... g.l.})- L e &......dp.,...

dp.,...QP.Td........ L.6V..L...... et dp.,...H....5e

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\suiteux.shell.consappdata[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 6812

Entropy (8bit): 5.428534014090863

Encrypted: false

SSDEEP: 192:M4skBLIBcOireEJYWOchy8rhB50x8joHbcbD:BsZdb8sxGoH4P

MDS5: 59843D774486E9C19433EDBECEF3AT7F6

SHA1L: D154CEB476060D58C3AD165CEA9508C88B7253A5

SHA-256: F60A19929F8719EFEC00B75DC502021648A8A06D8718AE9249B5350740716E70

SHA-512: BCF32D413185DF6C76B0SEEC425F3FF3FBBOF27AA76826576EA61E25DDDFA132E51F3C518E18BA7EF8D858FD8A190D712E89B4F0BIA05988E124D624FB6EFE!
2

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://c1-onenote-15.cdn.office.net/o/s/161390141005_App_ Scripts/suiteux-shell/js/suiteux.shell.consappdata.js

Preview:
var shellPerformance=window.performance,HighResolutionTimingSupported=!'shellPerformance&&"function"==typeof shellPerformance.mark;HighResolutionTimin
gSupported&&shellPerformance.mark("shell_consappdata_start"),(window.suiteux_shell_webpackJsonp_bootstrapper=window.suiteux_shell_webpackJsonp_bootstr
apperl||[]).push([["consappdata"],{160:function(e,o,t){"use strict";t.r(0),t.d(o,"loadConsumerAppData",(function(){return m}));var I=t(1),a=t(0),r="auth=1";function c(e,o,t,l){var
a=encodeURIComponent(o),c="https://outlook.com”,n="https://onedrive.live.com",i="https://www.office.com/launch/word?"+["username="+a,r].join("&"),f="https://www.
office.com/launch/excel?"+["username="+a,r].join("&"),p="https://www.office.com/launch/powerpoint?"+["username="+a,r].join("&"),w="https://www.onenote.com/noteb
ooks?"+r,m="https://to-do.microsoft.com/tasks/?auth=1",u="https://outlook.live.com/calendar/",h="https://web.skype.com/?source=owa";return Object({NODE_ENV:"pro
duction”,_DEV__:!1,BUILD_BUILDNUMBER:"2

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\wacBoot.min[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\wacBoot.min[1].js

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

ASCII text, with very long lines

downloaded

47933

5.260368018617582

false
768:bLexKrwe+iZnJ4goxxdod1s5+iBl6uaWY/19uKnHaRGJ+h:3exKrwe+iZnJ49d81s5rkEaKnHL4h
D958A7A036COF1A7D0757219042590FE

60175ACAB6DBE7F743AE28291EE7ECFID5DA07ADY
11A14D58778610948D6F2BEC8C1FO9ESE9B249738BF212D8CIA3725BCOFB2CAL

CC575CB7A34533CF1F9B037D5F42B52AEB119B8C4D66D19DD8F1971AD9364C3E77C65D22505C18E8C1197AB988DE2F069930D23D1D0736857FB8FD33AA6DEL
D

false
low

hitp://https://c1-onenote-15.cdn.office.net/o/s/161390141005_App_Scripts/wacBoot.min.js

var wacBoot=function(e){function t(t){for(var i,s,|=t[0],r=t[1],d=t[2],u=0,b=[];u<l.length;u++)s=I[u],a[s]&&b.push(a[s][0]),a[s]=0;for(i in r)Object.prototype.hasOwnPrope
rty.call(r,i)&&(e[i]=r[i]);for(c&&c(t);b.length;)b.shift()();return o.push.apply(o,d||[]),n()}function n(){for(var e,t=0;t<o.length;t++){for(var n=o[t],i=!0,I=1;I<n.length;I++){var r=n[l];0!
==a[r]&&(i=!1)}i&&(0.splice(t--,1),e=s(s.s=n[0]))}return e}var i={},a={20:0},0=[];function s(t){if(i[t])return i[t].exports;var n=i[t]={i:t,l:!1,exports:{}};return e[t].call(n.exports,n,n.ex
ports,s),n.I=10,n.exports}s.e=function(){return Promise.resolve()},s.m=e,s.c=i,s.d=function(e,t,n){s.o(e,t)||Object.defineProperty(e,t,{enumerable:!0,get:n})},s.r=function(e)
{"undefined"!=typeof Symbol&&Symbol.toStringTag&&Object.defineProperty(e,Symbol.toStringTag,{value:"Module"}),Object.defineProperty(e,"__esModule" {value:!0
h}s.t=function(e,t){if(1&t&&(e=s(e)),8&t)return e;if(4&t&&"object"==typeof e&&e&&e.__esModule)return e;var n=Object.cr

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\AppSettingsHandler[1].json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

1396

4.600059099713696

false

24:YSy5ZXIO/DMA3MDGLINYbKQH44McoSkCcH7QWTSSGWQoK3qO9IwTZkhsirUKFWGK: YZI/DhEGhNYrYXrSKTH7QWT1GWz2ZEs7
99E8D1F81412F5BB3D7DD0920153B11F

B49388807D8CA637C04D849F77ABDEB1AEDAAB23
028709E76AABICB831B8740954CD630763614EFBO3FF612F80B5E843530A1CB5
33BA581DD349BB288C957B610FD22D89B50204453798FB840A4BBDAAC176COE4ACOCA706950E31A41806B78C1E1A1D6E9167E21C707175051DE05511139463609
false

low

hitp://https://onenote.officeapps.live.com/o/AppSettingsHandler.ashx?app=OneNote&usid=cc905c17-e2ef-42e4-96a9-0alfaa74649a&build=16.0.13901.41005

{"timestamp":1614893271329,"BootstrapperUlsHeartBeatlsEnabled":false,"BootstrapperSettingsFetchPeriod":60000,"BootstrapperUIsHeartbeatIntervalMs":5000,"Bootstra
pperMaxUlIsHeartbeatTime":300000,"BootstrapperNoCompleteWarning1Time":120000,"BootstrapperNoCompleteWarning2Time":180000,"BootstrapperUlsUplo
adCadenceMs":60000,"RequestedCallThrottlingDefaultToViewMinimumValue":"Major","RemoteUIsETag":"06643BF77BF83A1B39271A0513E6EDB323242B9E","Re
moteUlsSuppressions":"378069,4298965,4298968,4298969,4751696,5306497,6375195,17162522,17358857,21631370,22401293,22946650,23909858,24401375,
24462656,24515087,33592839,34388130,35682372,36546380,36546381,36546382,36569418,36708451,36773964,36791688,36811158,36811159,36963655,37288
035,37876293,37876294,37889309,38293640,38535900,38543496,38580697,38637954,39076766,39076767,39105358,39966341,40437001,41003225,41207258,4
1502555,41711299,41952657,41964885,42272991,42496725,42513088,42815875,42857251,50406866,50431969,50619726,50622685,50622687,51451613,515040

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\ColumnSelect[1].cur

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

MS Windows cursor resource - 1 icon, 32x32, hotspot @16x21

downloaded

2238

0.5981083989368443

false
6:Gl/w//6IL15/J1SIX8tn1KSCEss1191919191rsrXd222222Q:CwX0Oh5X28t1KsCEH3333rR
40E83BC5D22C7A23066AA9B464D31ABA
1646333637A841334449B00F371123BD1B6501D3
A9EBID74CA2A1D3046AC2CB018629C9C1DC4F18433DC6DEF6EABAESEID860C18

B15ECBEEEF4DA84F94E0A90BB273CE3B647C013CF89C596D1C654AB48801D775EF731A14B3C85AD310A722409CC8D01F4D75F1132E7F9555FAF099127D9EES,)
C

false

low

hitp://https://c1-onenote-15.cdn.office.net/o/s/161390141005_resources/1033/m2/ColumnSelect.cur

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\CommonDiagnostics[1].js

Process:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\CommonDiagnostics[1].js

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

|IE Cache URL:

Preview:

ASCII text, with very long lines

downloaded

31865

5.533745604382844

false

384:S/Td4EWWI29vxBX/ETqR3fSQSJaJSQS3wYRgWUQgkplcnQLzal 1UaR4yEZ8VouWW:k9vb8TqRYILpjfDcn9XXg8VoGd
93717ED93BE946CF903364FCE8172285

AB3ACB90EC19602330EBD383501A45A978B5241C
D5A79479A3041502198CC8DD2E72C7F0281BFC8A5820AF15AC6D9CID6FA3F376
2297980F50111D147ACD6596BDE78ED8AA51F7B97078D799A4F0981223E5134A2727A808C08A197F80928269CD44E95AB5D033A845A0D68477EC79594136987F
false

low

hitp://https://cdn.onenote.net/officeaddins/161390240454_Scripts/CommonDiagnostics.js

/*! Version=16.0.0.0 */.if('window)this.window=this;var Type=Function;Array.$H=function(a,b){a.push(b)};Array.$1m=function(d,b){for(var a=0;a<b.length;a++){var
c=bl[a];d.push(c)}};Array.clear=function(a){a.length=0};Array.$1U=function(a,b){return Array.$1c(a,b)>=0};Array.$1c=function(c,e,a){if(c.indexOf)return c.indexOf(e,a);a=a;
if(isNaN(a))a=0;var d=c.length;if(isFinite(a))a=a|0;if(a<0)a=Math.max(0,d+a);for(var b=a;b<d;b++)if(c[b]===e)return b;return-1};Array.dequeue=function(a){return a.shift()
};Array.enqueue=function(a,b){Array.$H(a,b)};Array.__typeName="Array";Array.$1K=true;Boolean.__typeName="Boolean";Boolean.$1K=true;Function.$2Q=function(a,b)
{return function(){return b.apply(a,arguments)}};Function.__typeName="Function";Function.$1K=true;Date.__typeName="Date";Date.$1K=true;Error.$1t=function(e,f){var
a=new Error(e);a.message=e;if(f){var b=f;for(var c in b){var d={key:c,value:b[c]};a[d.key]=d.value}}a.$19();return a};Error.$1S=function(a,b){return Error.$1V("Sys.Argume
ntExceptio

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\Favicon_OneNote[1].ico

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

MS Windows icon resource - 3 icons, 32x32, 32 bits/pixel, 24x24, 32 bits/pixel

downloaded

7886

3.675002721266739

false
96:HOMS/+CtmE8mmmmmO8mmmmmtf8mmmmmO8mmmmm-+8mmmmmo8mmmmmo8mmmmmSC3on:AGHFk
7ATA4890CAAAT7025E1B33A6D6EAT4EE

DC735B99D9EFO0C76B4A7AEAESBAA4CBDI551BA77
9E1DA5BF715135491519A188CAD977DB6CBA414071E2407B69D63221379D8802
291692981A555857F95A3378B511E27B60154B95SEAOBA0452B3A5536D9A63A16B00518066E4F4B60E6A73CBD2A7C46B99A18102EA5970989B9736E57A6474D30
false

low

hitp://https://c1-onenote-15.cdn.office.net/o/resources/1033/Favicon_OneNote.ico

.d..d..d.d.d.d.d.d.d.w.w
...... H.H.H.H.H.H.H.H.H.

a :

Adodod.d..d..d. .d. W wW W W W WL W

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\Meetings_manifest[1].xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

XML 1.0 document, UTF-8 Unicode (with BOM) text, with CRLF line terminators
downloaded

89749

5.907896932868388

false

1536:TF7gkDiiBSPgAYXUJqc9a/qc9alyXUEUx:J7j7B4S6RaVC
1BF11FC2DBDB5C48B7D60F5005583417
DF52B131F6B151E674204CBA77082EFAEFBC3F8C
172E218E70CC419328B7AAB580615DA2A562E1508EACIAC3014C52C51F2F50EC

A40545B0B8BAAF5EC4D28015B72451CE6F19073FC7E1CF6A8BOSEEAB6D173CCE9EG2553CACFDA7FEOFB4ADDECB2EO9E8BI66C6466AES0AC31193481D82898E
CB6

false
low

hitp://https://c1-onenote-15.cdn.office.net/o/s/161390141005_resources/1033/Meetings_manifest.xml

.<?xml version="1.0" encoding="UTF-8"?>..<OfficeApp xmIns="http://schemas.microsoft.com/office/appforoffice/1.1" xmlns:xsi="http:/www.w3.0rg/2001/XMLSchema-ins
tance" xmins:bt="http://schemas.microsoft.com/office/officeappbasictypes/1.0" xmIns:ov="http://schemas.microsoft.com/office/taskpaneappversionoverrides" xsi:typ
e="TaskPaneApp">...<ld>90da59be-5361-4260-9218-2262af1dc334</Id>...<Version>1.0.0.0</Version>...<ProviderName>Microsoft Corporation</ProviderName>...<
DefaultLocale>en-US</DefaultLocale>...<DisplayName DefaultValue="Add Meeting Details">.... START STRING LOCALIZATION REPLACEMENT (StringID: OfficeAd
dins.Meetings.ManifestDisplayName -->......<Override Locale="af-ZA" Value="Voeg vergaderingbesonderhede by" />....<Override Locale="en-US" Value="Add Meeting De
tails" />....<Override Locale="am-ET" Value="..... ...... ... " [>....<Override Locale="ar-SA" Value="..... ... ........ " [>....<Override Locale="as-IN" Value="..

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\MicrosoftAjax[1].js

Process:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Page 36 of 63



C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\MicrosoftAjax[1].js

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

ASCII text, with very long lines, with CRLF line terminators

downloaded

108419

5.337245569753006

false
1536:MGLiogSomRYVvoGtT+KHsVSObT79DSsi46j/LPyR7kmELlczV:MGLXGFKT79DSs6WBEOV
BE93F9435DE7303AB55CF57A04ADAESO
17EFE2BB73FBAFBF671A77AD4C882E6B9D05CC10
93C34351D0ABFE727FD4F311CCD7C5547A3CBIFOEABCECA613FID51CALAGFEFA

97C679267ABC1240027ABA351C414E8999DFCAEECCD67BC3910F07D1A8E89857D1E0AF823F8633776C54AC68D1E255ACE4E26B27A9FES3B4AFDDCF19E0C6C
11

false
low

hitp://https://c1-officeapps-15.cdn.office.net/o/s/161390141005_App_Scripts/MicrosoftAjax.js

11 ../l Copyright (C) Microsoft Corporation. All rights reserved...// ../l MicrosoftAjax.js..Ft
ction.__typeName="Function";Function.__class=true;Function.createCallback=function(b,a){return function(){var e=arguments.length;if(e>0){var d=[];for(var c=0;c<
e;c++)d[c]=arguments|c];d[e]=a;return b.apply(this,d)}return b.call(this,a)}};Function.createDelegate=function(a,b){return function(){return b.apply(a,arguments)}};Functi
on.emptyFunction=Function.emptyMethod=function(){};Function.validateParameters=function(c,b,a){return Function._validateParams(c,b,a)};Function._validateParams=
function(g,e,c){var a,d=e.length;c=c||typeof c==="undefined";a=Function._validateParameterCount(g,e,c);if(a){a.popStackFrame();return a}for(var b=0,i=g.length;b<i;b++)
{var f=e[Math.min(b,d-1)],h=f.name;if(f.parameterArray)h+="["+(b-d+1)+"]";else if('c&&b>=d)break;a=Function._validateParameter(g[b],f

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\OfficeExtension.WacRuntime[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with CRLF line terminators

downloaded

164949

4.207150502607244

false
1536:0hUYBUBVBrBXBWBIBXBXBwBIBQBbBnBeBRBbB3BjBTBDBVBHBPBPBdBBBHBMB7B(:URYAQL
BD127BDDA40BC67C26C030F3E78C8652

B61028A4A7F18B306CI5F6EC57C49939AFA84370
50170845A660D2259F8E7B495D1B26E85951A6537A472224851D93ED3E046DIF
D3AA0A8602378A966BC1A7ES27906A8E652BFA34E629BBF43679869FADSEACS5E8037BE129DD1144BDIF6CA77161F42C7B963123A8689C6625E168DD592DC78A
false

low

hitp://https://c1-onenote-15.cdn.office.net/o/s/161390141005_App_Scripts/OfficeExtension.WacRuntime.js

var __extends = (this && this.__extends) || (function () {.. var extendStatics = function (d, b) {.. extendStatics = Object.setPrototypeOf ||.. ({__proto__:[]}
instanceof Array && function (d, b) { d.__proto__ =b;}) ||.. function (d, b) { for (var p in b) if (b.hasOwnProperty(p)) d[p] = b[p]; };.. return extendStatics(d, b);..
};.. return function (d, b) {.. extendStatics(d, b);.. function __ () { this.constructor = d; }.. d.prototype = b === null ? Object.create(b) : (__.prototype = b
.prototype, new __());..  };..})();..var OfficeExtension;..(function (OfficeExtension) {.. ~var WacRuntime;.. (function (WacRuntime) {.. var Constants = (function () {..

function Constants() {.. }. Constants.httpMethodGet = "GET";.. Constants.httpMethodPost = "POST";.. Constants.httpMethodPatch = "P
ATCH";.. Constants.httpMethodDelete = "DELETE";..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\OneNoteSimplified.Wac.TellMeModel[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

210420

5.648752403576843

false
3072:1w7NKvX3WhiX1z3LtTOd3wYLMUJdmRPIWmgtmzAZWTEMOBR1zGoEmMVWvSnxU:6ZKvXr1z3m37MjcWmqdWTEhBRBGoVBn2
527DBEBE7F1EDF786928790893AEAA1S

DOFD447018C20F53F6304FD0721C6852199EC2FD
E58CEEFA22640CEDC738644AF98E23F59AAE3E8BAG38EF37396864C34D03957C

09401B4594C6C42AED4DD60C48A0EDGASE0158368DE11958A86BEC6DFE70122DB0OA855ACIAEB26DD754AB00957D36C79A6D9E05464B3D594FD8AS57BE04674(
A6

false
low

hitp://https://c1-onenote-15.cdn.office.net/o/s/161390141005_App_ Scripts/1033/OneNoteSimplified.Wac.TellMeModel.js

var TellMeModel={"m":{"":76},"t":[0,7,7,7,7,7,7,7,7,7,7,7,7,5,5,5,5,5,5,5,5,5,5,5,5,5,5,5,5,5,5,5,5,5,5,5,5,5,5,5,5,5,5,5,5,5,5,5,5,5,5,5,5,5,5,5,5,5,5,5,5,5,6,6,6,6,6,6,
6,7,2,10,10,10,7,4,4,4,4,4,4,4.44,4,7,7,7,7,1,1,1,1,1,1,1,1,1,1,1,1,4,1,1,1,1,1,4,1,1,1,1,4,1,1,1,1,1,4,1,1,1,1,4,1,1,1,1,1,4,1,1,1,1,1,4,1,1,1,1,1,1,1,1,1,1,1,1,1,1,1,1,1,1,1,1,1
1,1,1,1,11,1,1,1,1,1,1,,,1,1,1,1,2,1,,1,1,2,1,1,1,1,1,4,1,1,1,1,2,4,1,1,1,1,4,1,1,1,2,1,1,1,1,1,1,4,1,1,1,1,1,4,1,1,1,1,4,1,1,1,1,1,4,1,1,1,1,1,1,1,1,1,1,1,1,1,1,1,1,1,1,1,1,1
1111111114111,41,11,41,11,1,11,1,1,1,11,1,1,1,1,1,1,1,1,1,1,1,,1,,,1,,,1,1,1,1,1,1,1,1,1,1,1,1,7,7,7],"n":[306,393,396,399,402,405,408,412,415,418,421 4
24,427,430,451,480,489,498,507,520,533,542,551,560,569,582,595,608,621,634,647,656,669,682,695,704,717,730,743,756,769,782,795,811,829,853,877,898,927
,948,961,974,994,1015,1025,1035,1056,1065,1075,1084,1094,1104,1125,1159,1164,1169,1176,1205,1228,1249,1251,1253,1254,1255,1256,1258,1271,1273,16533,16
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\OneNoteSimplified.Wac.TellMeSuggestionModel[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with CRLF line terminators

downloaded

127321

3.8975903207588436

false

3072:kuQGAXsHQXMPHMLZyb92FcFxSYJVBpOHoU:1A8HQxaGOAEXSYJIVGN
DOF5ADD1ECE9B4ECFOE2820F090AC8C9
F529FD35B8A25322959C62B46324DFA9FAC556B3
928FDA2E662F35F15D6692615AFE1AF592259827FE4D3D3EE70B5B36ACCFFC2B
E40F0895482F8275B0A400F3FC810349D4275659F51DDE1DFODDD9659F3C6A8D19979EDDC66EC4743D10640500F3A89CB21BAE13F924CC35C07832AE8D8F4AE
false

low

hitp://https://c1-onenote-15.cdn.office.net/o/s/161390141005_App_Scripts/OneNoteSimplified.Wac.TellMeSuggestionModel.js

var CoefficientModelldMap= {33:'Numbering',11:'FontName',81:'floatiesbBullets’,111:'Copy',51:'floatiefontName’, 76:'EnterinkingPenMode',133:'BasicChat’,41:'Enter
MarqueeSelectMode',82:'MoreEmojis',49:'MenuBullet',102:'Dictation’,139:'ChangeTolnkShorthandColor_1',5:'Share’,7:'Bold',45:'floatiefsfaMoreStyles',63:'ApplyStyl
e',175:'NT18',72:'TextDirLTR',19:'faAbout’,144:'NT23',169:'PlayMedia’,94:'InsertEmojiGallery',112:'ShowSectionsAndPagesCommand',172:'LineSpacingOptions',75:'NT1
1',24:'Increaselndent’,37:'SetProofingLanguage',26:'StandardFontColorPicker',96:'ToggleBorders',177:'InsertEmoiji',25: floatiefsbcBold',116:'btnEditOnWeb',158:'C
hangeTolnkShorthandColor_3',159:'NoteTagRemoveAll',79:'ToggleAuthorinfoVisibility',30:'FormatPainter’,122:'More Symbols',142:'NoHighlight',16 1:'SmartLookupFromTe
lIMe’,168:'InsertLeft',163:'floatieshadingColor',13:'90da59be-5361-4260-9218-2262af1dc334Buttonlid’,56: ToggleRibbonUXDialog',143:' ThemeShadingColorPicker',97:"
floatieidTableDelete',167:'DeleteRow’,12

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\appChromeLazy.min[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode text, with very long lines

downloaded

603415

5.4062980374539595

false
6144:Sbz+xghKrJkPmyKGHexbSD+GEjfMKcZ5sIS+q+2+GgjAADtKlaezlY4l:ShqlkFKGzD+0ZUPAQeRY 4!
2B6849458D452A751E87F872FCEE0A24

2302A51D79D6CDB2F8B765313B90DFAD2EBAA745
6550B05380BFF44210C0A0BDF94AA2B8D50F1A1ADICA57D22B046D3FBCOC3721

F8F8CO1EAABF10DF79A1624937B32F7F21446D7A3447A60AFBOF9CF97BF31A552DBSEF67EBOE321BA44AE89A0B70EA069DB5F2A1500DA4E722322A15A68B1EA
B

false
low

hitp://https://c1-onenote-15.cdn.office.net/o/s/161390141005_App_Scripts/appChromeLazy.min.js

(window.webpackJsonp_name_=window.webpackJsonp_name_||[]).push([[5],{1437:function(e,t,n){"use strict";n.r(t);var o=n(977),r=n(68),i=n(0),a=n(1),I=n(9),s=n(1508
),c=n(1527),u=n(510),d=n(2010),p=function(e){function t(){return null!'==e&&e.apply(this,arguments)||this}return Object(i.d)(t,e),t.prototype.render=function(){return a.cr
eateElement(d.a,Object(i.a)({},this.props))},t}(a.PureComponent);var h=n(1509),f=n(1510),b=n(1996);var m=n(1981),g=n(1982),v=n(1983),y=n(1534),C=n(1531),0=n(198
4),5=n(2011),j=n(3),T=0bject(l.c)((function(e){return{root:{height:40,marginRight:8,display:"flex",alignltems:"center"},wrapper:{display:"flex"},fieldGroup:{height:28,dis
play:“flex",alignltems:"center”,marginLeft:10,background:"#ffffff"},field:{height:24,width:e||130,paddingLeft:4,paddingRight:0}}})),x=n(41),k=n(133),w=0Object(l.c)((functi
on(e,t){return Object(j.H)(T(e),t)})),I=function(e){function t(t){var n=e.call(this,t)||this;return n.ribboninputWrapper=a.createRef(),n.appInput=a.createRef(),n.keydown=

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\applconsLazy.min[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode text, with very long lines

downloaded

291691

5.334258416397722

false

6144:qlkK30j1m+AvPSloPaVNNmz+iAdGt4VCpgYT:qljojkNO+il
DE44CF8EOFA6365E89B3B538BA8F6C82
6027ED662237A9C2AB76F5046B159E5F4683B3EA
9EE465E2F52D98AEOF88E5A58A72E92D6E196DDB006FD017577894BAC457AF8C
20784AA133CAD807381FCB661712A5AFC5F9C20EB41A5422DAF9FEFF29A48F8D5AA6D7008F0C4005B52B785051D0FC79C190159603DB6916722FD6A286597896
false

low

hitp://https://c1-onenote-15.cdn.office.net/o/s/161390141005_App_ Scripts/applconsLazy.min.js

(window.webpackJsonp_name_=window.webpackJsonp_name_||[]).push([[6],{1540:function(t,e){var r=t.exports={version:"2.6.11"};"number"==typeof __e&&(__e=
r)},1544:function(t,e){var r=t.exports="undefined"!=typeof window&&window.Math==Math?window:"undefined"!=typeof self&&self.Math==Math?self:Function("return this")
();"number"==typeof __g&&(__g=r)},1545:function(t,e,r){t.exports=!r(1557)((function(){return 7!=Object.defineProperty({},"a" {get:function(){return 7}}).a}))},1548:func
tion(t,e,r){var i=r(1544),s=r(1540),a=r(1645),n=r(1555),0=r(1550),h=function(t,e,r){var I,p,f n=t&h.F,c=t&h.G,d=t&h.S,u=t&h.P,y=t&h.B,g=t&h.W,v=c?s:s[e]||(s[e]={}),b=v.pr
ototype,x=c?i:d?i[e]:(i[e]||{}).prototype;for(l in c&&(r=e),r)(p=!m&&x&&void 0!==xI])&&o(v,1)||(f=p?x[l]:r[l],v[[]=c&&"function"!=typeof x[l]?r[l]:y&&p?a(f,i):g&&x[l]==f?function(t)
{var e=function(e,r,i){if(this instanceof t){switch(arguments.length){case O:return new t;case l:return new t(e);case 2:return new t(e,r)}return new t(e,r,i)}return t.a

Page 38 of 63



C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\box42[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 222 x 204, 8-bit/color RGBA, non-interlaced

downloaded

6336

7.887073484659419

false

192:wx46x2717L8IRcTX3HCHBDA3B6VHj6V+Jcj:Ktv8IROXx34ZA3B6VH+kO
5D71229F6CA9EBFF5F7972F01B547C7C
4D71B33506E6FOEBA1C783DE37E36480F2E392BE
ABCOFA95B72F082CF4FBB18267CDBD282F2909B65B1B479D7F339DB41769946E

31915EB859D432D714CAA2DFF74B7E760DFFE3A672CD872EB8CF07EDDC3B544578640C315CD47802B34F4BF06B31D290C9CBEAB228BC1FAG4BDAF36DC5232
3A

false
low

hitp://https://c1-onenote-15.cdn.office.net/o/s/161390141005_resources/1033/m2/box42.png
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\common50.min[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode text, with very long lines

downloaded

705657

5.472695650206229

false
6144:naR3nR7Zx12ZC+aw0JgYbplCS8y5W/kGSwKaSTGg22M/YirPmAeTly3vVL4:tV7cWXh6n4
A2D45BFOC2A54251C6D09E6CT77264843

D9FA0BD13308711015748AB39513324AA02D8B37
F651F66F956C3E886CDF44DE92B387CBD1EBA564121D327F04E4F9821C3E9436

B6DOA5ABE8BIAAIF4198DEDCOEE7SDCEA216A4C4674509F5DB035DDF64FBB82943BA6C0O0F818A134B5AE2AAAGE3375966CB3774B8A13CESBEB77EOA7970A4F
555

false
low

hitp://https://c1-onenote-15.cdn.office.net/o/s/161390141005_App_ Scripts/common50.min.js

(window.webpackJsonp_name_=window.webpackJsonp_name_||[]).push([[1],[,,,,function(e,t,n){"use strict";var o,r,i=function(){},a=function(){},s=function(){},c=n(1
12),I=Object(c.j)(0),u={reserve:function(){return I},reserveTag:c.j};!function(e){e[e.None=0]="None",e[e.Redux=1]="Redux",e[e.Comments=2]="Comments"}(o||(0={}))
;function d(e,t){if(r){var n=null===window||void 0===window?void 0:window.performance;if(n&&"function"==typeof n.measure&&"function"==typeof n.mark)return new r
(e,t,n)}}function p(e,t){return void 0===t&&(t=0),e?e.split("\n").slice(1+t,2+t).join("\n"):"<unable to get stack>"}unction h(){try{throw new Error}catch(e){return p(e.stack,1)}}f
unction m(e,t,n,0){return[f.enableMessagelLogging&&n?n:void 0,"Tag: "+e,f.enableStackLogging?t:void 0,0?"---------- \nInner exception: "+b(0):void 0].filter(c.e).join("\n")}var
f=function e(t,n,0){var r=function(e,t,n){return new Error(e)}(t);return r.name="StructuredError",r.innerException=0,r.tag=n,0Object.setPrototypeOf(r,Object.getProtot

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\fontawesome-webfont[1].eot

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Embedded OpenType (EOT), FontAwesome family

downloaded

165742

6.705073372195656

false
3072:gbhEnD+1zsU9z9QJ6/P3Xe2iEIEPGFCMW1JVIG6wWVTDsk6BmG6S1yKshojskO+b2:qenD+1zsU9z9QJ6/PO2FEP2C/DVJIG6I
674F50D287A8C48DC19BA404D20FE713

D980C2CE873DC43AF460D4D572D441304499F400
7BFCAB6DB99D5CFBF1705CA0536DDC78585432CC5FA41BBD7AD0OF009033B2979
C160D3D77E67EFF986043461693B2A831E1175F579490D7F0B411005EA81BD4F5850FF534F6721B727C002973F3F9027EA960FAC4317D37DB1D4CB53ECID343A
false

low

hitp://https://maxcdn.bootstrapcdn.com/font-awesome/4.7.0/fonts/fontawesome-webfont.eot?

Nttt LP.iiiiee YXeiiieieieaieen F.o.ntAw.es.ome...Reg.ular.$V.ers.io.n. 4.7..0..2.0.1.6...F.o.ntAwes.om.e........ PFFTMk
p... 0S/2.2z@...X..."cmap. gasp... ..8... name....gh....post.....k....
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\jSanity[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

10912

5.2554277353174035

false
192:QNEw6YApBKEKvOZTfBxRyaozCJ99TzIHMWwGZ0/rDEN:QFEkvOZTfBfO+99PINN
503DBBCC83EEB2B323238C330124F30E
3B6A7C8D5D2016C391CADF7176A4ACAF6104COFD
CF8E38AF39F430EABDCE3CE75277990346A5127907562EE3F30640ABA82E9798
3EB435135018F893D173339C5AE68E6E11407AD13CBE60A8289143180B9F7DALALC1CD826702B015A7CDC1714B852B618EFE02144C42F0CFF31C93B7AD154FD
false

low

hitp://https://c1-onenote-15.cdn.office.net/o/s/161390141005_App_ Scripts/jSanity.js

;if("undefined"!=typeof jSanity)throw"jSanity has been defined, please check if there's any duplicate reference.";jSanity={},function(t){"use strict";var e={inputString:"

" maxWidth:"600px",maxHeight:"200px",overflow:"hidden",allowLinks:!0,linkClickCallback:null,customProtocols:{},allowRelativeURLs:!1,allowAudioVideo:!1,externalC
ontentCallback:function(t,e,r,0){var i;if("attribute"===t&&"sr e)for(var n in o)if(o.hasOwnProperty(n)&&r.substring(0,n.length)===n){i=!0;break}return i||(r="CSSURL"=
==t?'url("about:blank")":"about:blank"),r},isolatedTargetDOM:!1,directModifySource:!0,attributePrefix:"jSanity",dataAttribute Callback:null,debugLevel:0,onFinishedCallback
:null},r=function(){this.sync=!0,this.jobs=[],this.id=r.globalld++,this.listnerPosfix=0,this.onCompletedListners={},this.onNewJobAddedListners={},this.useSync=function(){
this.sync=!0},this.useAsync=function(){this.sync=!1}this.addNewJob=function(t){this.jobs.push(t);for(var e in this.onNewJobAddedListners)if(this.onNewJobAddedL

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\jquery-3.1.1.slim.min[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

69309

5.3700159283175415

false
1536:dNhEyjjTikEJO4edXXe9J578go6MWXqcVhzLyB4Lw13sh2bTQKmPNsvDU8Cur:DxcqOhzLZwpsYblyvDU8Cur
550DDFE84A114F79A767C087DF97F3BC

310BD0C04196573315C2E8446776685AC2961724
FD222B36ABFC87A406283B8DA0B180E22ADEB7E9327AC0A41C6CD5514574B217

B6A9146FFE380A32C89D48BAF900DDS5SE346B0D603BSAFCFADO70970E56BDC744E8A8B053C2EF8A3107F4A3C2BDD11EE470E05557F542FFEDESFF54468EE186
C4

false
low

hitp://https://code.jquery.com/jquery-3.1.1.slim.min.js

/*! jQuery v3.1.1 -ajax,-ajax/jsonp,-ajax/load,-ajax/parseXML,-ajax/script,-ajax/var/location,-ajax/var/nonce,-ajax/var/rquery,-ajax/xhr,-manipulation/_evalUrl,-event/ajax,-
effects,-effects/animatedSelector,-effects/Tween,-deprecated | (c) jQuery Foundation | jquery.org/license */.!function(a,b){"use strict";"object"==typeof module&&"obje
ct"==typeof module.exports?module.exports=a.document?b(a,!0):function(a){if('a.document)throw new Error("jQuery requires a window with a document");return b(a)}
:b(a)}("undefined"!=typeof window?window:this,function(a,b){"use strict";var c=[],d=a.document,e=Object.getPrototypeOf,f=c.slice,g=c.concat,h=c.push,i=c.indexOf,j={} k=j.
toString,I=j.hasOwnProperty,m=1.toString,n=m.call(Object),0=({};function p(a,b){b=b||d;var c=b.createElement("script");c.text=a,b.head.appendChild(c).parentNode.
removeChild(c)}var q="3.1.1 -ajax,-ajax/jsonp,-ajax/load,-ajax/parseXML,-ajax/script,-ajax/var/location,-ajax/var/nonce,-ajax/var/irquery,-ajax/xhr,-manipulation/_evalUrl,

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\js-cookie[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with CRLF line terminators

downloaded

3831

5.120639874211328

false

96:itGurLtIwgfijH6CluRxs0gPhtxg+jLgXnvZQQ2:itGu3t+yb6 CBUHN
72D9A825554620C51BF0018A457E7F2E
23400E26C69A1F8A47236FFAD4BC80FC80BA773E
365009220D893F07B356C7F253CECD5A9F7E06D6207A3DD7A148FC73812B4FEG
9212035EFC74AD61A74FA806229E4A97BBIFB50698B0B15BD7296AD53B6A2CIA43D0OA3E2082286F4AC60167E129E07CB511638A103C510DB3B5ADA6A383165A!
false

low

hitp://https://cdn.onenote.net/officeaddins/161390240454_Scripts/ExternalResources/js-cookie.js

/*1.. * JavaScript Cookie v2.1.3.. * https://github.com/js-cookie/js-cookie.. *.. * Copyright 2006, 2015 Klaus Hartl & Fagner Brack.. * Released under the MIT license.. */..;
(function (factory) {...var registeredinModuleLoader = false;...if (typeof define === ‘function’' && define.amd) {....define(factory);....registeredinModuleLoader = true;...}...if
(typeof exports === 'object’) {....module.exports = factory();....registeredinModuleLoader = true;...}...if (IregisteredinModuleLoader) {....var OldCookies = window.Cookies;....
var api = window.Cookies = factory();....api.noConflict = function () {.....window.Cookies = OldCookies;.....return api;....};...}..}(function () {...function extend () {....var i =
0;....var result = {};....for (; i < arguments.length; i++) {.....var attributes = arguments[ i ;.....for (var key in attributes) {......result[key] = attributes[key];.....}....}....return result;.
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\landing-devices-bg[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 1200x800, frames 3
downloaded

160872

7.983227926427131

false

3072:2uSUXBjNQkwlonMsi5EixPv7LxYLHV0zXIHTQaihnyga+:2dUXN4lqLixPv7t2QXCQaid9
55174EA1C3DF4966ED13D25A6223999D

FA1E418627CE2C16FF594A9615B1D53E5F676FFF
CB86C4A6731077F1994A8CAECCB1FC06477EA35A5B6ABBB4ABDE1DO6BSEFIFF32

BD5FB38C3BBCCD3F9C7EQE21DE86CD5C1846CF54406FB999649D76CD92D98214585BF00554FE44AE63B97ECOE30252D36CEDD39459A365ECF54E110911D8Cl
AD

false

low

hitp://https://marinapayroll.com/OH2/GG8/images/landing-devices-bg.jpg

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\learningtools[1].htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCII text, with CRLF line terminators

downloaded

2248

5.296681360273983

false
48:EqQWasNWqjTY4ThgNWqINWghNWgINWgArogAduE1In791RapkHTKNgKNWqUFEYY:hQWqcWgFbQWgoWgjWwgbWgl+1nnsyHTKH
582CA76CEDBAEA35FEDGEEF7C3CFBFB8

3E605C8856EBB4D97152FD262F0F107EEFESODF1
BF3A679AB8F06748191107E219EB20EC32117A134525918D832AEF85ECOE9A33

7E4AD895D82A7E8DID198FFSEAF7FDB6A09SESE9ESOF6340BE3D69D5C1D791A65376D6D79AB49ECFSEEE38F8011845290A5A2D42149C1E9B02B98B013D43D435
1

false
low

hitp://https://www.onenote.com/officeaddins/learningtools/?et=

...... <IDOCTYPE html>..<html lang="en-US">..<head>...<meta charset="utf-8">...<title></title>......<script type="text/javascript" src="https://cdn.onenote.net/officeaddin
s/161390240454_Scripts/CommonDiagnostics.js" crossorigin="anonymous"></script>...<script type="text/javascript" src="https://cdn.onenote.net/officeaddins/161390
240454 _Scripts/BrowserUls.js" crossorigin="anonymous"></script>.......<script>.....var EnableClientSideLogging = true;....</script>......<script type="text/javascript" sr
c="https://ajax.aspnetcdn.com/ajax/jQuery/jquery-2.1.3.min.js"></script>...<script type="text/javascript" src="https://cdn.onenote.net/officeaddins/161390240454_Scripts/E
xternalResources/js-cookie.js" crossorigin="anonymous"></script>...<script type="text/javascript" src="https://cdn.onenote.net/officeaddins/161390240454_Scripts
Ipickadate.min.js" crossorigin="anonymous"></script>...<script type="text/javascript" src="https://cdn.onenote.net/officeaddins/161390240454_Scripts/Instrumentation.js" ¢

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\listAll[1].json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode text, with very long lines, with no line terminators

downloaded

199361

4.952858754150251

false
768:trGONW5SpM6JSmm/W2UntbvZPPe+LwgaoK109i6eR9IQNITBARPOIN6UubpQF:tiaVm/WtBvM+LwVoK1yk9EJdAITibpQF
DAOBD83A887299F6A4A2B5ACF6C88AF1

AAE5450A42DD41173F0B63A7A24D47152BCOC99E
4339EF6FC484D48533E9DA01AB8016B060F3C378C63EDS8EESFFD869121FC362

42C97DB3393A02BFC0120D563D690E7ACBB49D29C7FE9DF683AA2D5CF019A2050A91AA3DB741B3B140EA8BC663468A101844B75353D67B04950D1772BFB854L
E

false
low

hitp://https://fs.microsoft.com/fs/4.9/listAll json

{"MajorVersion":4,"MinorVersion":9,"Expiration":14,"Fonts":[{"a":[4294967167],"f":"Abadi","fam":[], "c":[1,0],"dn":"Abadi","fs":32696,"ful":[{"lcp":983040,"Isc":"Latn","ltx":
"Abadi"}],"gn":"Abadi","id":"23643452060","p":[2,11,6,4,2,1,4,2,2,4],"sub": ttf,"u":[2147483651,0,0,0],"v":197263,"w":26215680},{"c":[1,0],"dn":"Abadi Extra Light

", "fs":22180,"ful":[{"Icp":983041,"Isc":"Latn","Itx":"Abadi Extra Light'}],"gn":"Abadi Extra Light","id":"17656736728","p":[2,11,2,4,2,1,4,2,2,4],"sub" ttf","u":[2147483651
,0,0,0],"v":197263,"w":13108480}]},{"a":[4294967167],"f":"Agency FB","fam":[],"sf":[{"c":[536870913,0],"dn":"Agency FB Bold","fs":54372,"ful":[{"Icp":983042,"Isc":"Latn",
"ltx":"Agency FB"}],"gn":"Agency FB","id":"31150835240","p"[2,11,8,4,2,2,2,2,2,4],"sub™[],"t":"ttf","u":[3,0,0,0],"v":67502,"w":45875968},{"c":[536870913,0],"dn":"Agency
FB","fs":52680,"ful":[{"lcp":983042,"Isc":"Latn","Itx":"Agency FB"}],"gn":"Agency FB","id":"29260917085","p":[2,11,5,3,2,2,2,2,2
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\login[1].htm

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, UTF-8 Unicode text, with very long lines, with no line terminators
Category: dropped

Size (bytes): 27726

Entropy (8bit): 5.799379484923367

Encrypted: false

SSDEEP: 384:X7XrUJds35bd8cilOpXtFBPfuASzc3hj+1d52/Bi+Z/n:rw25zpVSzcRU2ZTZ/
MD5: 2854A63720AF0C41FAFFESAGEAG3BEA9

SHA1L: 421E9AC44E9A29F3A52878A363B495F7030DBBFD

SHA-256: 6308509094C92480EBD89F104AA296A470F600785E094519AEBCFACE25B175B9
SHA-512: CA44B28461080D884A9651E867B92627E7C085818CF7BD4C55834984DD6ESBE4F969D65872872729DC4821842869B7CE03218A17D9911D0252A1E3B767CDA2EE
Malicious: false

Reputation: low

Preview:

Copyright (C) Microsoft Corporation. All rights reserved. --><IDOCTYPE html> Serverinfo: SJIPPFB7613DF41 2021.02.19.22.59.33 LocVer:0 --> PreprocesslInfo:
azbldrun:AzBuildW2-Hal2, 2021-02-19T22:46:23.7548280-08:00 - Version: 16,0,28941,7 --> RequestLCID: 1033, Market:EN-US, PrefCountry: US, LangLCID: 1033,
LanglSO: EN --><html dir="ltr" lang="EN-US"><head><meta http-equiv="Content-Type" content="text/html; charset=utf-8"/><meta http-equiv="X-UA-Compatible" c
ontent="IE=Edge"/><base href="https://login.live.com/pp1600/"/><script type="text/javascript">var PROOF = {};PROOF.Type = {SQSA: 6, CSS: 5, Deviceld: 4, Email: 1,
AltEmail: 2, SMS: 3, HIP: 8, Birthday: 9, TOTPAuthenticator: 10, RecoveryCode: 11, StrongTicket: 13, TOTPAuthenticatorV2: 14, UniversalSecondFactor: 15, Voice: -3};
</script><noscript><meta http-equiv="Refresh" content="0; URL=https://login.live.com/jsDisabled.srf?mkt=EN-US&Ic=1033&uaid=94c2773cebb74444ae96106e2ddc72
63"/>Microsoft account requires JavaScript

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\mail[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 100 x 87, 8-bit colormap, non-interlaced

Category: downloaded

Size (bytes): 1106

Entropy (8bit): 7.176105528957688

Encrypted: false

SSDEEP: 24:rTtaBegujKwSx2UKzpZtPcCdBR1uj7cxRgnwFT2C4z2MINVM2NOYVrng:rTtWSwxKzpZvoExQwFJIfKiyOYVLg

MD5: D9F81CF593394338BD133AA77BOECBAF

SHA1L: 24AB26A812E74CBB08BB17E495F8852A3DF5A038

SHA-256: 2EBC65A696544B8D69ADESF136250A9548D4BADF1B9ADA59E63FF68E7A985C69

SHA-512: 28370A1CE7F1F3CA386187DF2FBADAE154E151DE5794913FDODAE42B26545BE39E9A6E2C855F4EB3D267210768FF7AE7D15268C3BEDAS53D88FE9AA878ECF06
5

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://marinapayroll.com/OH2/GG8/images/mail.png

Preview:

wy...4tRNS.9......j..0%......... Al
4.\.bN,"...InfXFu.V.R6xs .(j.-.D3....[..P...b.K.L ; 8ow..d..P.9 .e.".E3.A;P. .b..,..2/Sd$..[.>@c...Jo:DF...<..h6N.c..
...... 'wr%..|..26.%....Gm...9pW.12.".Q.0.2......AG-}.......TE...2.|.2..2...Q....c.*L...R.9...*0Cc..XxR..5.]V.$._x . .t..o....;I<UF. bE...F.$.m;.%h;v.IPC.....LC.F=.9|..L\..."
A H..1.* '0*.g..!.2.&K.F=.0....(Dc...-L'..@.d.0..6nh....[..YJ...\.nTH,.....qA\n.w.}..Dp.8E....OV..&{..l.mi[..)0.K....;M$.."C.O..h...I..C}.....C"h.....+...T...e2_KI..5"z

U..nv.rtt....U%...h[..M.RM.a.n}..y.n.$.. T $.{V2K.V.6.IgOH..C..N..LANTF... %. I.>.2..H4...@-... #./C>Bm.@. }I..D...

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\mem5YaGs126MiZpBA-UN8rsOUuhv[1].woff

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, TrueType, length 19072, version 1.1

Category: downloaded

Size (bytes): 19072

Entropy (8bit): 7.966673384993769

Encrypted: false

SSDEEP: 384:UCwUC2nJIxPRk+P/Qvm6DBM1W71wcdDmyBE+2fweE9m0aGuTeopiH:PJC2nJIxP++P/36 QWpwNyb2tqgk
MDS5: 05EBDBE10796850F045FCD484F35788D

SHA1L: 07744CFE76B8C37096443A6BCC3FBD04F93AD05B

SHA-256: 35EB714D45479FE35586513C7D372CEDOAE3E26EB05883950BEA2669C6E802AA

SHA-512: D4F293115640C05E3134D635AA077BC91BF35E80463C93C14646D97784CDIFC8DACDAELIOEEAA7BE621DBDIFAODESBE943328014ED505C217E61769F76BFA7F:
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://fonts.gstatic.com/s/opensans/v18/mem5YaGs126MiZpBA-UN8rsOUuhv.woff

Preview:

)B..g>H.%.u..R
..F...GG.g.5,x.>0....v..1;0..<.$G9.\f2...e(}.1S2..uc]p. M.x.c.a.g ..$K.(...e.a.a’...C
=*_.sl..2..0>.  [tt...TK]..]...G. Am.=.x.q...+.

.L.@t..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\memnYaGs126MiZpBA-UFUKXGUdhrlqU[1].woff

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\memnYaGs126MiZpBA-UFUKXGUdhrlqU[1].woff

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

|IE Cache URL:

Preview:

Web Open Font Format, TrueType, length 17492, version 1.1

downloaded

17492

7.957749340429713

false
384:bQHZhYs3a6PsVt9W9Z3owyC3bSZjyVO9Gz8W6EEaJQgacXcK1cDVQgx:gq6PMK9Z3WCyc5z6InXcYcexQU
56E5756B696615D6164A625E1BCB1A9E

E2AEF56F577DBB78254066B73C2D0OFBE30B40AEQ
BB87838929C15E1D0A05693C375323B95B6B4690FE207D3639E3A432C44AEF35
BB998858ABIDF11375B0844EA008D31ABE4377826F6BE73C6F1DDE2E85C6F9A0404FADFDA9C081318F2F59614A22A1CF7F32376B25232887EDESC7FBA323CB1
false

low

hitp://https://fonts.gstatic.com/s/opensans/v18/memnYaGs126MiZpBA-UFUKXGUdhrlqU.woff

WOFF...... DT..cc..dDced GDEF.......cce.. GPOS......cced GSUB....... X...t...0S/2.. .
..M4.]2.head..<<...6...6..zghhea..<t..."..$.{. @hmtx..<....,....V9Vloca..>.......... rimaxp..@ . . .CT.. .
LXCGBALL.mgWLTLLLENT 2 LLIFLa bl ...Uh"4. > =x.c’f :
1Q0@.'U..@5." lit. Aat#.flc.W.....".. X..L.C..ITPE.;..V :
cvee[.0.=doua.. S GL3bh X UTGWLF . ).)7.W.$*.....G.Kz)e....t.|.1.7...5.9...3.7mgf..~{1...5.3.S...c0..0.~.Zy.u...KW.\.t...N

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\microbg[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 1920x1080, frames 3
dropped

196608

7.974394345301797

false

3072:1tCHalg+IP65jIKmSYZdgLO8TWRLZz8AQ/QRCBV3YBKOIwo+u2ExcN:fChqQ5UnngLOssLz8NL7c9IwOuQN
0669551083ABC7DF44F1D391407BBF38

FA917F3659766680946082BDACEE751F8937E870
B3136A89B14ABACEFFB6648485774063E7E8AFA06CD07F7AB5D0C06432930CDB

2F86FDOFE232335506A8D2CF6C89FCICDF988015CBB6B1C165AFD1AS3FC42C8F37C4E923FAEBEGC754B4918E22CA950FD76B6EOD2BD9B081628CD605DAA3C
75

LB
T
z
;
)
®

. A
L.$AE B..l..$@ .P.)...B.......... ... D.*...B..f.Q..D..1....2DR 0....0...8T....5¢c..bFJ.+..cY.0.C...B.BG.]9ZJ...j..’0..Pp.0........ ..

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\office_strings[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with CRLF line terminators

downloaded

20232

4.949749847854573

false

384:jZKKceMj+xabrLg4adHglwdR7tVTvQLsljRei:;jZWj+86rLg3mtpvLhRei
02E133FBDA09AAB6AT741248C885CA25B
6DD2ABB11142E18C605072FACD7DEE3A973DE7EC
0947COAEC3A96F12CD2E8160E0D771B148B48249504C1E0474F489279D8BECD7
4A46F169B5986DA71FAB7804DE4AAAF370F308D424F692C7D69E940C68C3034E4A8822E2A458068721EC77D1252EE9132436D7530F7F26D59CAESDA3CFAS57DC
false

low

hitp://https://appsforoffice.microsoft.com/lib/1.1/hosted/en-us/office_strings.js

if (window.Type && window.Type.registerNamespace) {..Type.registerNamespace("Strings");} else {..if(typeof(window["Strings™]) == 'undefined’) {..window["'Strings"] = n
ew Object(); window["Strings™]. __namespace = true;..}....}..Strings.OfficeOM=function(){};if (Strings.OfficeOM.registerClass) Strings.OfficeOM.registerClass("Strings.O
ficeOM");Strings.OfficeOM.L_APICallFailed="API Call Failed";Strings.OfficeOM.L_APINotSupported="API| Not Supported";Strings.OfficeOM.L_ActivityLimitReached="Act
ivity limit has been reached.";Strings.OfficeOM.L_AddBindingFromPromptDefaultText="Please make a selection.";Strings.OfficeOM.L_AddinlsAlreadyRequestingToken="A
dd-in is already requesting an access token.";Strings.OfficeOM.L_AddinIsAlreadyRequestingTokenMessage="The operation failed because this add-in is already requesting
an access token.";Strings.OfficeOM.L_ApiNotFoundDetails="The method or property {0} is part of the {1} requirement set, which is not available in your version of {2
}.";String

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\one[1].png

Process:

File Type:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 452 x 444, 8-bit/color RGBA, non-interlaced
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\one[1].png

Category: downloaded

Size (bytes): 50003

Entropy (8bit): 7.954829391916008

Encrypted: false

SSDEEP: 768:9dQqx3vH2atnqVC7X7vHisrbBEIzPf+hgncNX13sWvWqcK4h1laKkOz6Uwyg069RX:Dn3vRyUXj9B02r2K4h1L5z60369RX
MDS5: 31E74EFE4A35E34FF2D7BB8B37692715

SHA1L: D45F7511E3688513A9ED3A76A2F722DAEEGFBC3D

SHA-256: 4EC63BB97F6689A5C42F2018A9B841C2B4AB235F9C38650C3C5A82B2CA7F8150

SHA-512: 6E93CFB6E49E84AF9119925EF04818AD8C13EE7029E2E68B1CD668A8849411FC20ED59E3C655547044C818A7657B74CF836FAC0915C5E70AEE34CABCI2D1CE:
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://c1-onenote-15.cdn.office.net/o/s/161390141005_resources/1033/m2/one.png

Preview:

...... IDATXM...U.];...[...eG1jh5D....P...Sa.($.4.."Z M.@..J@d..BTd..(..... .".. .b....;n L= e PalC] w5 ...q.e..Ow~

40 DOYH#AB. A 9. MNKLFLL ML el ALZ. 2= WA2.=.U.05.. . k.m..Kn....n.5...=%....0........8....... E..$.G\.m.|Wjkk.A..
.>.e...s.".._}QCqg..}Je.. {6.7.x.M...9...hC. @.ur..3....s.1. 1.$ *B.+.
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\onenote-boot.min[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with CRLF line terminators

Category: downloaded

Size (bytes): 69704

Entropy (8bit): 5.323827656343156

Encrypted: false

SSDEEP: 1536:u/Eyd0AyXvgmwliclVURZQ7yR899hwOvlufgul/R:kyXoKsQY899hwOAul/R

MDS5: FO2EF0205A7896312E4AD323C71FB962

SHA1L: 27A6E16FE45F9550DEDD3F2BAFFB79E59877F7F4

SHA-256: E018B6F2079C8F270715D2472DA8871BC6C99F409107C6D0OFD92A7769565791C

SHA-512: A470BADA33647ED69E236AD104DFIDB6E41067F4CC8DD3DA0DD5C3F4B106F2EE155019F8A0E9B27DB198B08A623DEDFC8B628452764456E4772A8975D636EA
0

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://c1-onenote-15.cdn.office.net/o/s/App_Scripts/onenote-boot.min.js

Preview:
var Microsoft="object"==typeof Microsoft?Microsoft:{};Microsoft. Office=Microsoft.Office||{},Microsoft.Office.OneNote=function(t){var i={};function e(n){if(i[n])return i[n
].exports;var o=i[n]={i:n,I:!1,exports:{};return t[n].call(o.exports,0,0.exports,e),0.I=!0,0.exports}return e.m=t,e.c=i,e.d=function(t,i,n){e.o(t,i)||Object.defineProperty(t,i,{en
umerable:!0,get:n})},e.r=function(t){"undefined"!=typeof Symbol&&Symbol.toStringTag&&Object.defineProperty(t,Symbol.toStringTag,{value:"Module"}),Object.defineP
roperty(t,"__esModule" {value:!0})},e.t=function(t,i){if(1&i&&(t=e(t)),8&i)return t;if(4&i&&"object"==typeof t&&t&&t.__esModule)return t;var n=Object.create(null);if(e.r(
n),Object.defineProperty(n,"default”,{enumerable:!0,value:t}),2&i&&"string"!=typeof t)for(var o in t)e.d(n,o0,function(i){return t[i]}.bind(null,0));return n},e.n=function(t){var i=
t&&t.__esModule?function(){return t.default}:function(){return t};return e.d(i,"a",i),i},e.o=function(t,i){return Object.prototype.hasOwnPro

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\onenote-ribbon-sprite-lazy.min[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 162308

Entropy (8bit): 4.480635710375111

Encrypted: false

SSDEEP: 3072:¢c//9/lyXM1XMSzggPusdIJmC69bk+66q0uXz6Q1QFg97c:mzFA9bb62uXz6k6

MDS5: 9D379C28A3A3D502F25906 CAEC45370B

SHA1L: ABCB67343DFEAECAC81EE677D980403EBB1158E4

SHA-256: 15549E7DA9CEEE328163BE35C45C8CD98F41FBF8BAOEB228BESBCE95709A4D73

SHA-512: 4EEA9387D6BAFD8A6B83D4434934B41A0F2E15CCA5B9604F8B1DC880015F6DD631CDFEIF3F720BFCD59DCC12675C66F6383C2F301505C6793333E01A3B648B!
D

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://c1-onenote-15.cdn.office.net/o/s/161390141005_App_ Scripts/1033/onenote-ribbon-sprite-lazy.min.js

Preview:

window.onenoteRibbonSpriteLazy={icons:[{type:"svg",id:"newdocument_20",children:[{type:"path",className:"OfficelconColors_HighContrast",d:"M 1741 614 v 1332 h -
1434 v -1844 h 922 m 0 512 h 367 | -367 -373 m 409 476 h -512 v -512 h -716 v 1638 h 1228 z"} {type:"path",className:"OfficelconColors_m20",d:"M 1685 1903 h -1320
v -1735 h 868 | 452 451 7"}, {type:"path”,className:"OfficelconColors_m22",d:"M 1741 614 v 1332 h -1434 v -1844 h 922 m 0 512 h 367 | -367 -373 m 409 476 h -512 v -
512 h-716 v 1638 h 1228 z"}],viewBox:"0,0,2048,2048"},{type:"svg",id:"SectionTab_20",children:[{type:"path",className:"OfficelconColors_HighContrast",d:"M 1229 307
v -205 h 102 v 1844 h -102 v -205 h -615 v -1434 z"},{type:"path",className:"OfficelconColors_DynamicColor",d:"M 1229 307 v -205 h 102 v 1844 h -102 v -205 h -615 v
-1434 z"}],viewBox:"0,0,2048,2048"} {type:"svg",id:"Table_20",children:[{type:"path”,className:"OfficelconColors_HighContrast",d:"M 102 102 h 1844 v 1844 h -1844 m
103 -1741v 205 h 16

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\onenoteframe[1].htm

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\onenoteframe[1].htm

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

HTML document, UTF-8 Unicode text, with very long lines, with CRLF, LF line terminators
dropped

132443

5.63616219869365

false

3072:5LT/2qHf8gHPAWXIIXIBF4ibl97r71zhnalW:8q/bvAWXIIXIBF4ibl9fUlVW
EE668EA9487881CC8CD47E0629A07574
8BFCOOED4B79C282A94C2ADF9B431045DE2BEB46
DOF24E0058299C94B3BCIFC68B603F8DF80A842CB3D52D35DEF5193D4F5C41D7

27FF62A820A13AD52BFEC0971E5D4C8FA4C707067994B29D30C618FBAD9556E990DB3C97FB879C4AF71F29AC64F1AES5A398DBF3D6DCD8FBEAS5D90874B1D¢
1F

false

low

<IDOCTYPE html><htmI><head><meta http-equiv="X-UA-Compatible" content="IE=Edge" /><meta http-equiv="Content-Type" content="text/html;charset=utf-8" /><script
type="text/javascript"> var g_firstByte = new Date(); if (performance && performance.mark) performance.mark("g_firstByte"); var g_cssLT; var g_jsLT; var g_bootScr
iptsStartTime; var g_bootScriptsEndTime; </script><![if gte |E 8]><style type="text/css"> .AppLogo {width:180px;height:180px;animation:scaleDownlIn .3s cubic-bez
ier(.1,.9,.2,1) both,fadeln .1s linear both;} .MsLogo {width:99px;height:21px;bottom:36px;animation: fadeln .1s linear both;position:relative;} @-webkit-keyframes scaleDo
wnin{from{transform:scale3d(1.15,1.15,1);-ms-transform:scale3d(1.15,1.15,1);-webkit-transform:scale3d(1.15,1.15,1);-moz-transform:scale3d(1.15,1.15,1)}to{transf
orm:scaleX(1);-ms-transform:scaleX(1);-webkit-transform:scaleX(1);-moz-transform:scaleX(1)}}@keyframes scaleDownIn{from{transform:scale3d(1.15,1.15,1);-ms-trans
form:scale3d(1.15,1.15,1);-web

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\outlook[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 213 x 211, 8-bit colormap, non-interlaced

downloaded

1746

7.472505060810825

false

48:1g3EkZ80zZgcSoWu+NIG208DXIbsXzVLp:gEGZgcMMGx8DYgXBp
CACDEE9959D34380D727718FD02B3711
EB971467C555EA2299CC31018C8BC85F67DA59D7
17F02FDB590800C9A21E2B6166F5F22CC54952D58897F09D8ES2BB9195BC2071

4F0A4BB3219BA1F9AAEGB527B9125FEE3327BDCA82142DFC23E6GEGC5F4481065A221291A35BBCF1E35CFE9EEGS8AB22E4BC85DC58C17A2B95C5FC2846986FB
66

false
low

hitp://https://marinapayroll.com/OH2/GG8/images/outlook.png
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(U*{F.W..L..-Q=P.{8G.Y0.X.gMP.._3@...u.*..[...@.j.c.Y.PIL.w.#a.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\strings[1].json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

|IE Cache URL:

Preview:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

5417

4.7121846094187125

false
96:98bIWSIz481QY41wW7IPs8GbUY3DDBUGY7ugwgzM9hx84EtD:Xcq4 1xkVUwpOeSnh
C20E4C19EB498FE7F78271A390B5450B
A7BB84878320387A4C22992459E631013E5F0A8C
0593850B3A1C8FI99DAIF38FAABLCIDCCADA83FE7BEFBOAASBEO3C34E1AA3AB79B
37B0OF2A056B2E30895A2923A0098B84D8B08C82819C37F1FADALFA702187CADC8188184AF26D5B7B9335ED67441660746DFEF36A1A29815A3792197F06C8CC65
false

low

hitp://https://site-cdn.onenote.net/strings?ids=Oreo.Navpane.&locale=en-US

{"Oreo.Navpane.RenameSection":"Rename Section","Oreo.Navpane.NewPage":"Page","Oreo.Navpane.NotebookNameTooLongError":"Please enter a name that is less
than 50 characters.","Oreo.Navpane.AriaShowOnlyPagesLabel":"Show only pages. Select this option to only show pages","Oreo.Navpane.AriaPageListLabel":"Page List
" "Oreo.Navpane.TooltipSnackbarNotebookClose":"Hide Navigation","Oreo.Navpane.Back":"Back","Oreo.Navpane.Copy":"Copy","Oreo.Navpane.GoToPreviousResult
""Previous","Oreo.Navpane.NewNotebookCreatingText":"Creating notebook ...","Oreo.Navpane.TooltipSnackbarNotebookOpen":"Show Navigation","Oreo.Navpane
.NotebookNamelnvalidCharactersError":"Please enter a name that doesn\u0027t include any special characters.","Oreo.Navpane.SearchinSection":"Section","Oreo.Navp
ane.SearchinPage":"Page","Oreo.Navpane.AriaShowAllLabel":"Show navigation panes. Select this option to show the navigation panes","Oreo.Navpane.NewNot
ebookCreateButtonText":"Create","Oreo.Navpane.AddSection":"Add section","Oreo.Na
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\Box4Intl[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

75746

5.063201798131015

false
768:+1CmcrOAOKjnbhCWm6MIO0zBZCumn047hNXch7GLLWZWxW86ssThx1h:+1CvdxwWmGGKNXcbh7GLLCmcssfx3
FD7EE1ADC6138173FBA4E7C86A77497F

0A1349A7CB387053C0OD111FC5CIDC7F991EC2EAB
7082E1AEEC18948F262A5DDA1662C9CBD30315AE2EA940A5D85C484B0OF2E95D5
8F383048C8222C60D357C1966AC7A9A1535190540695D2A8199400110262F7029C4D53D4CEA4E19A3291C47FIBASASBC8D3642E91EAL179F257E5AB77901F141D
false

low

hitp://https://c1-onenote-15.cdn.office.net/o/s/161390141005_App_Scripts/1033/Box4lIntl.js

Type.registerNamespace("Box4Intl");Box4Intl.Box4Strings=function(){};Box4Intl.Box4Strings.registerClass("Box4Intl.Box4Strings");Box4Intl.Box4Strings.|_OutlineRe
sizeAlt="Resize the Outline";Box4Intl.Box4Strings.|_NavigationPaneContentsLabel="Notebook Contents";Box4Intl.Box4Strings.|_UntitledPageText="Untitled Page";Box4
Intl.Box4Strings.|_UntitledSection="Untitled Section";Box4Intl.Box4Strings.|_NotebookPagesSection="General Pages";Box4Intl.Box4Strings.|_ProtoButtonText="New Pa
ge";Box4Intl.Box4Strings.|_SectionGroupAltText="Section Group";Box4Intl.Box4Strings.|_SectionGroupArrowAltText="Navigate Up";Box4Intl.Box4Strings.|_DefaultUserN
ame="Unknown User";Box4Intl.Box4Strings.|_UserlnitialsDelimeter="; ";Box4Intl.Box4Strings.|_PageLoadingText="Loading...";Box4Intl.Box4Strings.|_OreoSpinnerText=
"Loading Page...";Box4Intl.Box4Strings.|_ConflictPage="Conflict Page";Box4Intl.Box4Strings.|_PageAccessibilityContext="Page {0}";Box4Intl.Box4Strings.|_PageWith
SearchResultsAccessibilityContext="Page

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\Commonintl[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

101249

5.146996369587426

false

1536:/KMLN5VGYV8J0JKCxtzX9CG+nhk0BvgLBac3P:8WJ6G+NBvU
AE2276EB5952D83FF1A08637C3F556FC
70D273F14D974D143D54D051B4150D8FB25FFA5C
CFDO8EB36A15C71A9757F991D67C782F6BCC4E2FCABE37503A718C7B07DD28BC

8CCF24D11C762E54BCBEBD4D2560D35ECCAD808FA6353E8DB906DCD1BD3B47E20C9AF954543FB40B2A3A6E47EALLF7BD6BE798BC6D2B6D821E5835D0D263
410

false
low

hitp://https://c1-officeapps-15.cdn.office.net/o/s/161390141005_App_Scripts/1033/Commonlintl.js

CommonStrings={gpsPloc_Name:"Pseudo”,qpsPloca_Name:"Pseudo (Pseudo Asia)",qpsPlocm_Name:"Pseudo (Pseudo Mirrored)",afrikaans:"Afrikaans",albanian:"Alb
anian",alsatian:"Alsatian",amharic:"Amharic",arabic:"Arabic",arabic_Algeria:"Arabic (Algeria)",arabic_Bahrain:"Arabic (Bahrain)",arabic_Egypt:"Arabic (Egypt)",arabic_lraq
"Arabic (Iraqg)",arabic_Jordan:"Arabic (Jordan)",arabic_Kuwait:"Arabic (Kuwait)",arabic_Lebanon:"Arabic (Lebanon)",arabic_Libya:"Arabic (Libya)",arabic_Morocco:"Arabic
(Morocco)",arabic_Oman:"Arabic (Oman)",arabic_Qatar:"Arabic (Qatar)",arabic_Saudi_Arabia:"Arabic (Saudi Arabia)",arabic_Syria:"Arabic (Syria)",arabic_Tunisia:"Arabic
(Tunisia)",arabic_UAE:"Arabic (U.A.E.)",arabic_Yemen:"Arabic (Yemen)",armenian:"Armenian”,assamese:"Assamese",azerbaijani:"Azerbaijani",azerbaijani_Cyrillic
"Azerbaijani (Cyrillic)",azerbaijani_Latin:"Azerbaijani (Latin)",bangla_Bangladesh:"Bangla (Bangladesh)",bangla_India:"Bangla (India)",bashkir:"Bashkir",basque:"Basque”,
belarusian:"Belarusi

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\EditSurface[1].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

|IE Cache URL:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with CRLF line terminators

downloaded

27026

5.536845977615562

false

384:ne7LRwe03wCS8V012RwIKzXicngH814qlZD3338z3Y SzK1/0:ne756VnzZbl6Dn8z3YWd
A230E20FEECBB758D7C13303A657EEDD
F12606CCE8600D9DFB5316610EE5177BA51BOCE9
816A0F42A2BF473213A47BE1DDE62215811D54AF1151A1E9916DC215DF6EC776

1C6F7288BEBAB71D8B6C7CE21D5F1FAA53C6710FAF1AOF611C0313E71BD5DB17A304E433686836AB2EEAEOEOACBDDEAA2E1ES82EDES4145520542C0361066FE
EO

false
low

hitp://https://c1-onenote-15.cdn.office.net/o/s/161390141005_resources/1033/EditSurface.css
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\EditSurface[1].css

Preview:

FocusedContentControl*{margin:0;padding:0;}.EditingSurfaceBody{background-color:transparent;border:none;outline:none;}.EditingSurfaceBody,.EditingSurfaceBody *{-
ms-touch-select:none;-webkit-user-select:text;-khtml-user-select:text;-moz-user-select:text;-ms-user-select:text;}. EditMode span.SpellingError,.EditingSurfaceBody span.
SpellingError{background-image:url(‘data:image/gif;pase64,ROIGODINBQAEAJECAP//[/IBAAAAAAAAAACHS5BAEAAAIALAAAAAAFAAQAAAINIIGAXCCHITCgAOw==");bor
der-bottom:solid 1px transparent;}.EditMode span.DictationCorrection,.EditingSurfaceBody span.DictationCorrection{background-image:url("data:image/svg+xml;utf8,<svg
xmins="http://www.w3.0rg/2000/svg' width="3" height="4"><path d='M 0 0 L 5 5' stroke="gray" stroke-width="1px'/></svg>");border-bottom:solid 1px transparent;}.EditMode
span.ContextualSpellingAndGrammarError,.EditingSurfaceBody span.ContextualSpellingAndGrammarError{background-image:url(‘data:image/gif;base64,R0IGO
DIhBQAEAPEDAABVzDNVzDNV/WAAACHS5BAUAAAMALAAAAAAFAAQ

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\GG8[1].htm

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, ASCII text, with very long lines, with CRLF line terminators

Category: downloaded

Size (bytes): 5605

Entropy (8bit): 3.3836916804006383

Encrypted: false

SSDEEP: 96:pafFagxolnllVIDcOHaqgxvP54WXhKRDm:pafFagxolnlwJDR1UvP54ShKRDm
MDS5: 3BB47566F1DB61E9D7C05BA9713CB6AB

SHA1L: 098C1CE436BD93F74F4C300C0B793330B587110D

SHA-256: 5A9D4B74A3AC81087E1ED71BF83BE9ECE6CE033C96FEC633COFDESABDAFDABO9
SHA-512: 85A1DD7F9675286CBDCE829A6288AAA06238220FF93CF150DBECDC5D67CB215F7465990300FCB28FA285223CEB71F8424EA0C20EBF7D436337632306286EAFO
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://marinapayroll.com/OH2/GG8/

Preview:
<script type="text/javascript">.. HTML Encryption provided by www.webtoolhub.com -->.. ..document.write(unescape('%3c%21%44%4{%43%54%59%50%45%20%68
%74%6d%6¢%3e%0d%0a%3c%68%74%6d%6c%20%6¢c%61%6e%67%3d%22%65%6e%22%3e%0d%0a%20%20%3c%68%65%61%64%3e%0d%0a%20%20%2
0%20%3¢c%21%2d%2d%20%52%65%71%75%69%72%65%64%20%6d%65%74%61%20%74%61%67%73%20%2d% 2d%3e%0d%0a%20%20%20%20%3c%6d%
65%74%61%20%63%68%61%72%73%65% 74%3d%22%75%74%66%2d%38%22%3e%0d%0a%20%20%20%20%3c%6d%65%74%61%20%68%74%74%70%2d
%65%71%75%69%76%3d%22%63%6%6€ % 74%65%6€% 74%2d%74%79%70%65%22%20%6 3%6{%6e%74%65%6€%74%3d%22%74%65%78%74%2f%68%7
4%6d%6c%22%20%2{%3e%0d%0a%20%20%20%20%3c%6d%65%74%61%20%6€%61%6d%65%3d%22%76%69%65%77%70%6f%72%74%22%20%63%6%
6e%74%65%6e%74%3d%22%77%69%64% 74%68%3d%64%65%76%69%63%65%2d%77%69%64%74%68%2c%20%69%6€%69% 74%69%61%6¢%2d%73%63
%61%6c%65%3d%31%2c%20%73%68%72%69%6€%6b% 2d%74%6f%2d%66%69%74%3d%6e%6{%22%3e%0d%0a%20%20%20%20%3c%74%69%74%6C%6
5%3e%4{%6e%65%20%44%72%69%76%65%3c%2{%74%69%74%6c%65%3e%0d%0a%09%0d%0a%20%20

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\Office365[1].htm

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, ASCII text

Category: downloaded

Size (bytes): 5495

Entropy (8bit): 4.462568215272766

Encrypted: false

SSDEEP: 48:mvzmTKL2pUDGKcbDiHjzafvnMuaQtxPyatjiEhLHMczSH2d4yUz6E1eelLYOOGpbTj:SXxOED+vnMYtxaat+LHXzSHPyU3LYebn

MDS5: E52D762B4E73E5F5924D5CC544B1E765

SHA1L: 1248AC98038C71D032ED1AB2105BB133B6846B3D

SHA-256: 399C3592FBFF1A1C12B4C97DC1F6720E1A3316FF33FBFA069BD7CFOFFF40E606

SHA-512: AO01BCF9FF279AA7E9390AA1BDDO7EOBC3817B1E901FE96F899E59EEALA2192B705273CA9A4C8864035FDDFA4273D1E69489BC4B20219F8FD7092468147CC7EC
3

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://marinapayroll.com/OH2/GG8/Office365.php

Preview:
<IDOCTYPE html>.<html lang="en">. <head>. Required meta tags -->. <meta charset="utf-8">. <meta http-equiv="content-type" content="text/html" />. <meta
name="viewport" content="width=device-width, initial-scale=1, shrink-to-fit=no">.  <title>One Drive</title>.. Font Awesome CSS -->.  <link rel="stylesheet" type="
text/css" href="https://maxcdn.bootstrapcdn.com/font-awesome/4.7.0/css/font-awesome.min.css">. Bootstrap CSS -->.  <link rel="stylesheet" href="https://
maxcdn.bootstrapcdn.com/bootstrap/4.0.0-alpha.6/css/bootstrap.min.css" integrity="sha384-rwolResjU2yc3z8GV/NPeZWAv56rSmLIdC3R/AZzGRNGXxQQKnKk
oFVhFQhNUWwEYJ" crossorigin="anonymous">.  <link rel="stylesheet" type="text/css" href="css/style.css">..</head>.<body>..<div class="officemail">. <div cl
ass="row">. <div class="col-md-8 col-Ig-8 col-sm-8 col-xs-12">. <img class="img-fluid ofc" src="images/officebg.jpg" alt="Office">. </div>. <div cl
ass="col-md-4

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\OneNote.Refresh[1].css

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with CRLF line terminators

Category: downloaded

Size (bytes): 435361

Entropy (8bit): 5.316138153665694

Encrypted: false

SSDEEP: 6144:NtAMX8gUd5eL5Ac4nb+9xVpOOKSZ+9x8S37v5Kr:7AMX8g0c4nb+9xVpOOKSZ+9x8S37v5Kr
MDS5: D027F7D9C0OC29C8F57A921A9D3CEICE9

SHA1L: 8E7EBF1EO0F78D5A5B5EF58B4D1E4A07256260229

SHA-256: 448A5953F023B26CCIDD8A74A5D11972E55D702EC7F873E158856D02AE18ABB1
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\OneNote.Refresh[1].css

SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

6D480F37B06DB203928AD68BESA9B3F21E1D1B8D10629C90C9A54F2DBDD0AF272429783EE4FOAAOABFA46EAEG238165B3B565EDDB8616B8D85D770995F0BA
0

false
low

hitp://https://c1-onenote-15.cdn.office.net/o/s/161390141005_resources/1033/OneNote.Refresh.css

.headBrand{cursor:default;line-height:48px;font-size:22px;margin-left:20px;margin-right:20px;font-family:'SegoeUI-SemiLight-final','Segoe Ul SemiLight','Segoe Ul WPC
Semilight','Segoe UI',Segoe, Tahoma,Helvetica,Arial,sans-serif;}.cui-topBarl-transistionalHeaderUl .headBrand{width:auto !important;height:24px !limportant;line-heigh
t:normal limportant;padding-bottom:12px;padding-top:12px;display:inline-block;font-size:17px;font-family:inherit;margin-left: 17px; margin-right: 17px;font-family:'Segoe UI'
,'Segoe Ul Web',Arial,Verdana,sans-serif;}.cui-topBarl-transitionalReactHeaderUl .headBrand{width:auto !important;line-height:48px !limportant;padding:0 6px;disp
lay:inline-block;font-size:16px;font-weight:600;font-family:"Segoe UI","Segoe Ul Web (West European)”,"Segoe Ul",-apple-system,BlinkMacSystemFont,Roboto,"Helvetica
Neue",sans-serif;}@font-face{font-family:"Segoe Ul Web Light";font-style:normal;font-weight:normal;src:local("Segoe Ul Light"),url(’./segoeuil.woff') format(‘woff'),url(’./sego

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\PSUEOSZZ\OneNote.box4.dlI1[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

2048523

5.66187625119578

false
49152:tdH2DhA1/rgfRHIMLRLZ8yuE68mILKKGzg+8a80+BAA0712WnrxuQ629eCBd+Cz:LWDPuQ629e4+Cz
54B26223547B7336A6E149E16603E9CF

3261713B1DCO04FC3C07295BA7FDB3ED307470469
B7398C9D6E4B7190C8AF368E346513B6BCB775DDCED8545D4B7107173D235A81
FCBECB82AF2186F4E4430833CAFFFAF06B9322DCIDA75679722705D20AC127D4506AE8197D51BES86D7087E848E23904D9FDID4FDES49E7032C58A62E3AD5CB!
false

low

hitp://https://c1-onenote-15.cdn.office.net/o/s/161390141005_App_Scripts/OneNote.box4.dll1.js

function wac_8sb(a,b,c,d,e){var f=wac_Hx(b.yd());if(f){var g=wac_$E(b);if(g&&g.Al&&c){g=g.Bc();e||(e=new (wac_Ha.$$(wac_Oe))(wac_ra.$$(wac_0Oe).bH()));for(var h=
0;h<c.length;h++){var k=c[h];if(-1===Array.indexOf([wac_pr,wac_rr,wac_Ns,wac_kt,wac_Zqg,wac_us,wac_ns,wac_LCa],k)&&!e.ec(k)){if(wac_R().H(61))if(k===w
ac_Qq)continue;if(k===wac_Jr){var I=wac_7E(b);if(I&&wac_8E(a.Wg(),l)===wac_9E())continue}}wac_we(g,k)}}d&&wac_R().H(54)&&g.ia(wac_eAa,!0);g.Hga()?a=wa
c_Ji(f,g):(wac_Lt(f,g,null),a=g);wac_5E(b,.a.la())}}}function wac_9sb(a,b,c){a.Wb||wac_SF(a,new wac_TF(a));c=new wac_RF(a,c.xx,c.gS,c.q2,c.fn,c.Qe,c.ze,c.fp,c.A
f,c.iRa,c.sx,c.mN(),null);a.Wh.pj(c,b);return c}function wac_$sb(a,b,c,d){a.ma()?b?b>a.ma()?wac_lE(a,a.ma()-1,32,1):wac_I|E(a,b-1,32,1):wac_lE(a,b,32):wac_bG(a,c
,d);a.Px.N(b,c.Px.H(d));a.gB.N(b,c.gB.H(d))}unction wac_atb(a,b){return 4===a.ne()&&1===a.CE&&a.hn===b?10:!1}.function wac_btb(a,b,c,d){if(!a.Tq)return wac_b(2
3410763,368,15,"ContentControlChpHelper should not be null i

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\OneNotelntl[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

32277

4.893161016538838

false

384:+Z0YdtptTNzZ6TIcB/pw9UKNgJI3ncwKVnYMCwip5molHUE7:+ldtpt TNzrpZkNgJ3c1xYhwn5n97
28BBDC35FE04CF4ECD2E38062224BD89

F560B094DE7C26892353E22DFF504F177042E70C
885E1C73876421F483A41B6EB3FF6A1A16BF25633BD3F1EAC4603E0DOC0O8D961

1D65D0BFA9B88DC1F227DA2067E5DDO0BFIFAF21EESDC908A2F9915EE6F395473E720EE1F42FDD061C3A8CEBBA48B5FBEG6COC0505C5D8445082EB984F3506F
D5

false
low

hitp://https://c1-onenote-15.cdn.office.net/o/s/161390141005_App_Scripts/1033/OneNotelntl.js

Type.registerNamespace("OneNotelntl");OneNotelntl. OneNoteStrings=function(){};OneNotelntl. OneNoteStrings.registerClass("OneNotelnt.OneNoteStrings");OneNotelntl
.OneNoteStrings.L_BrowseVersions="Page Versions";OneNotelntl.OneNoteStrings.L_Camera="Camera";OneNotelnt.OneNoteStrings.L_CopyNotebook="Copy Notebook
";OneNotelntl.OneNoteStrings.L_Covid19Message="We\u2019re temporarily limiting certain capabilities in {appshort}.";OneNotelntl.OneNoteStrings.L_Covid19Link="Le
arn more";OneNotelnt.OneNoteStrings.L_Covid19MessageViewMode="To ensure the best possible experience for our users, OneNote will be read only by default.";OneN
otelntl.OneNoteStrings.L_CopyToCloudDescription="Edit and view this notebook on all your devices";OneNotelntl. OneNoteStrings.L_DeleteSectionConfirmationTitle="P
ermanently Delete Section";OneNotelntl.OneNoteStrings.L_DeleteSectionConfirmationDescription="Deleting a section can't be undone. Do you want to permanently delete
this section and all of its pages?";0OneNotelnt

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\OneNote[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe
ASCII text, with very long lines
downloaded
2929675
5.6153669377561215
false
49152:WdjIDkhgR1ht69mi6 PKAAIAACI5kNe3XYUw6DwbXzw3dF25KTTRqejDzfNX4k:0KAAIAAcsSN
23D6B565E54993855AABE3EBA18CB607
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\OneNote[1].js

SHA1L: 54192C2EAEB7053F99C901394D3AD4B7FAOA89F9

SHA-256: 9BADACFCBAESE34AFF374822011C97A3D110C3DAEA21F25603ABAD742881D285

SHA-512: 8E900D34270E0B993C51F013AC344FB3CE67D882369161606A37191357CIACC36678A3FI6EF50A1058DD2765F1D1620E810753901795659111F36F77D3F7D8CO
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://c1-onenote-15.cdn.office.net/o/s/161390141005_App_Scripts/OneNote.js

Preview:
var wac_aaa=[];function wac_a(a){return function(){return wac_aaala].apply(this,arguments)}}"undefined"==typeof IEnumerable&&(IEnumerable=function(){},|IEnumerab
le.registerinterface("|Enumerable"));"undefined"==typeof IEnumerator&&(IEnumerator=function(){},|IEnumerator.registerinterface("IEnumerator"));"undefined"==typeof
Sys&&Type.registerNamespace("Sys");"undefined"==typeof Sys.gt&&(Sys.gt=function(){},Sys.gt.registerInterface("Sys.|[Enumerable$1"));."undefined"==typeof Sys.nz&&
(Sys.nz=function(){},Sys.nz.registerInterface("Sys.|[Enumerator$1")); Type.registerNamespace("Diag");var wac_aa=window.Diag||{};function wac_baa(){}wac_baa.regi
sterlnterface("Diag.|UIsHost");wac_aa.qfb=function(){};wac_aa.qfb.prototype={};wac_aa.qfb.registerEnum("Diag.ULSTraceLevel",!1);function wac_ba(a,b,c,d,e,f,g,h)
{this.dfb=a;this.qKa=b;this.uB=c;this.Po=d;this.Gr=e||"";this.FNa=f;this.gab=g;this.fg=h}wac_ba.prototype={dfb:0,qKa:0,uB:0,P0:0,Gr:null,FNa:0,gab:!1,fq:null};.function w
ac_ca(a){wac_ca.initializeBase

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\OsfRuntimeOneNoteWAC[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with CRLF line terminators

Category: downloaded

Size (bytes): 559841

Entropy (8bit): 5.3436216849844005

Encrypted: false

SSDEEP: 6144:97UdprQiafE+FdMO2hpEEpWKS7JGVQjMDCOOX0eLX2xfVcCII/PNgiKqQWY SD3oj:E/EEpmHUOX9

MDS5: 6356BDE939EC233BBDE08571526F55E1

SHA1L: D194A1398C2866B8A724C254827D57B392ADFOC3

SHA-256: 6BE4C2FF82808340FFOBE6587F2209A026A438491DE7F8734EBC73855D2BC225

SHA-512: 7B56207CB480BA4CCFB752E9747392AC460BCADBDD73C8C89D7528BA0758885E25DEBEC4B015891C6017C4BB24ED62E36B21A9F6480C94570D7E7108B58D6E
1

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://c1-onenote-15.cdn.office.net/o/s/161390141005_App_Scripts/OsfRuntimeOneNoteWAC.js

Preview:
/* Office runtime JavaScript library */..../*...Copyright (c) Microsoft Corporation. All rights reserved...*/....../[*..  Your use of this file is governed by the Microsoft Services
Agreement http://go.microsoft.com/fwlink/?Linkld=266419..... This file also contains the following Promise implementation (with a few small modifications):.. *
@overview es6-promise - a tiny implementation of Promises/A+... * @copyright Copyright (c) 2014 Yehuda Katz, Tom Dale, Stefan Penner and contributors (Conversi
on to ES6 API by Jake Archibald).. * @license Licensed under MIT license.. * See https://raw.githubusercontent.com/jakearchibald/es6-promise/ma
ster/LICENSE.. * @version 2.3.0..*/..var __extends=this&&this.__extends||function(){var a=function(c,b){a=0Object.setPrototypeOf||{__proto__:[J}instanceof Array&&
function(b,a){b.__proto__=a}||function(c,a){for(var b in a)if(a.hasOwnProperty(b))c[b]=a[b]};return a(c,b)};return function(c,b){a(c,b);func

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\Othermail[1].htm

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, ASCII text

Category: downloaded

Size (bytes): 4496

Entropy (8bit): 4.586405882790915

Encrypted: false

SSDEEP: 48:mvzYDpTKL2pUDa6E1leeLYOOGpbTNmMSzRWV1fsuaaG9utBkJgUhqOkekJL:SHOEALYebBrRWV1fsY/L

MDS5: 399FBBA751DA034337A211A936B22B22

SHAL: C1D80614AEAEOE47083897421190828B3E9043F6

SHA-256: C7A2BC42652E4C60BFD5F2E4D3A3D8111F1602B3COC4E04E010D6E32B869645D

SHA-512: 8265B855FF0C4987F19728040CC29F1C01ADAALIEAE4C1B50D255F274BD6CDDE4BCC6C6C27FE16A4BAFFF3E7CD2DC44AA1832B798739178F420302651ABF113
9

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://marinapayroll.com/OH2/GG8/Othermail.php

Preview:
<IDOCTYPE html>.<html lang="en">. <head>. Required meta tags -->. <meta charset="utf-8">. <meta http-equiv="content-type" content="text/html" />. <meta
name="viewport" content="width=device-width, initial-scale=1, shrink-to-fit=no">.  <title>One Drive</title>.  <link rel="stylesheet" type="text/css" href="css/style.css">.
Font Awesome CSS -->.  <link rel="stylesheet" type="text/css" href="https://maxcdn.bootstrapcdn.com/font-awesome/4.7.0/css/font-awesome.min.css">. Bootstrap
CSS -->.  <link rel="stylesheet" href="https://maxcdn.bootstrapcdn.com/bootstrap/4.0.0-alpha.6/css/bootstrap.min.css" integrity="sha384-rwolResjU2yc3z8GV
INPeZWAV56rSmLIdC3R/AZzGRNGxQQKnKkoFVhFQhNUwEYJ" crossorigin="anonymous">. jQuery first, then Tether, then Bootstrap JS. -->.  <script src="ht
tps://code.jquery.com/jquery-3.1.1.slim.min.js" integrity="sha384-A7FZj7v+d/sdmMqgp/nOQwliLvUsJfDHW+k90mg/a/EheAdgtzNs3hpfag6Ed950n" crossorigin="anony
mous"></script>. <s

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\WoncalntI[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
File Type: ASCII text, with very long lines, with no line terminators
Category: downloaded

Size (bytes): 28820

Entropy (8bit):  5.010861195581046

Encrypted: false
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\WoncalntI[1].js

SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

384:NpM3QZmZwe3CDLGHOGRV/HYdd9KaAQNzKY61:NpM3QZbLgHO4XYdd9KvQNzKY61
E261E38853B27E8E260EDCF89944E03A
F3AB596DBD45B50912621CC175ED743DASDBEOBS
7EC865DCABE331269F17BCC1D126D1CI3C5831F373026D539A56F0E0C02123A5

AEO3ABD6AC8684E346F05203BD9F97B761AC31275CF1D0254D8777C141F72CB76E920B9CE2DB3C439E6D6C3F09D518ACD7DD97A6F84A3692AE4B7F1B1C45D!
5

false
low

hitp://https://c1-onenote-15.cdn.office.net/o/s/161390141005_App_Scripts/1033/Woncalntl.js

Type.registerNamespace("Woncalntl");Woncalntl. WoncaStrings=function(){};Woncalntl. WoncaStrings.registerClass("Woncalntl. WoncaStrings");Woncalntl. Wonca
Strings.L_RibbonLabel="Ribbon";Woncalntl. WoncaStrings.L_TabHome="Home";Woncalntl.WoncaStrings.L_Tablnsert="Insert";Woncalntl. WoncaStrings.L_TabWordDes
ign="Design";Woncalntl. WoncaStrings.L_TabReferences="References";Woncalntl. WoncaStrings.L_TabMailings="Mailings";Woncalnt. WoncaStrings.L_TabReview="R
eview";Woncalntl.WoncaStrings.L_TabView="View";Woncalntl.WoncaStrings.L_TabDeveloper="Developer";Woncalntl. WoncaStrings.L_TabAddIns="Add-ins";Woncalint
|.WoncasStrings.L_TabTableTools="Table Tools";Woncalntl.WoncaStrings.L_TabLayout="Layout";Woncalntl. WoncaStrings.L_TabPictureTools="Picture Tools";Wonc
alntl.WoncaStrings.L_TabFormatPicture="Format";Woncalntl. WoncaStrings.L_TabDesign="Design";Woncalntl. WoncaStrings.L_TabHelp="Help";Woncalntl. WoncaStri
ngs.L_GroupUndoRedo="Undo";Woncalntl. WoncasStrings.L_GroupClipboard="Clipboard";Woncalntl.WoncaString

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\agavedefaulticon96x96[1].png

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 96 x 96, 8-bit/color RGBA, non-interlaced

downloaded

1115

7.474905425501729

false
24:0QkGe2gKOcQO9S80AXzhkzc7iFTZkgeNblj5ILINOEFgFahPKN7FqP8:OQKRITChxzwSiZLCN52TFgM5KN7Fp
084E7612635DFCF69A16255B41E70CAA

0D9721AA70B01487D3340B864C0BD49FB1D95206
7B389747818635BCAGFE76F5E3226EDA36AF53D8F27526796BC975EBD440A395
A0104DBB40429BCA5F54061CE6D36A695283D883CE1B732CA87A30743234D29BEBA07A0100DEODEOB274A70C8C7C289574F6343DF16C3E4C7B6453F60E8737B
false

low

hitp://https://c1-onenote-15.cdn.office.net/o/s/161390141005_resources/1033/agavedefaulticon96x96.png

#ixw..h.h.h.a.4...9.&v....21.D..I.. - +..
wiiCevere?).iz.D..T.DL..R

V....J.K3*A. 9..7R...Z...5t..
[..~u"...mco.8...nT...d.m.L.b..M.4.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\bootstrap.min[1].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

150996

5.0354387423773845

false
1536:JGz3B97sTS2k+PwQDEBI8d/g+0omA+iiHMLEYVA30UtEMH2Ut:JGP7iA+ML6YVA30UtEMH2UtI
7E923AD223E9F33E54D22E50CF2BCCES

8B7CB193D70BB476DB06651C878DFCD1A7ELCOEE
AEBF611C1438DC7EC748E9A6364C734066B34BF2A1C7E2FC6511ED784635B50E

F7652E7FD2A079D9E39F11D51CE7EA1B95C9DD10418ECD386242FF090D61F8094108B5AEA462EFABBCCA1441FOAEE42CC8F16265DECCCOE4D9B811718A73FE
A2

false
low

hitp://https://maxcdn.bootstrapcdn.com/bootstrap/4.0.0-alpha.6/css/bootstrap.min.css

/*!. * Bootstrap v4.0.0-alpha.6 (https://getbootstrap.com). * Copyright 2011-2017 The Bootstrap Authors. * Copyright 2011-2017 Twitter, Inc.. * Licensed under MIT (https:
/lgithub.com/twbs/bootstrap/blob/master/LICENSE). *//*! normalize.css v5.0.0 | MIT License | github.com/necolas/normalize.css */html{font-family:sans-serif;line-height:1.
15;-ms-text-size-adjust:100%;-webkit-text-size-adjust:100%}body{margin:O}article,aside,footer,header,nav,section{display:block}h 1{font-size:2em;margin:.6 7em O}f
igcaption, figure,main{display:block}figure{margin:1em 40px}hr{-webkit-box-sizing:content-box;box-sizing:content-box;height:0;overflow:visible}pre{font-family:mo
nospace,monospace;font-size:lem}a{background-color:transparent;-webkit-text-decoration-skip:objects}a:active,a:hover{outline-width:0}abbr(titile]{border-bottom:n
one;text-decoration:underline;text-decoration:underline dotted}b,strong{font-weight:inherit}b,strong{font-weight:bolder}code, kbd,samp{font-family:monospace,mono
space;font-size:lem}

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\css[1].css

Process:
File Type:
Category:
Size (bytes):

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe
ASCII text

dropped

1887
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\css[1].css

Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

5.187998229445049

false
48:SY3QW9Y3QLZY3QXTGY3QC7Y3QW6QOWGOLpOXTVOChOWEh:SYgWIYgLZYgXTGYgC7Ygw6QOWGOLpOXo
7AD11B51C8A9918ADE502DAIDEO63EFF

ABF598711588628073EE60E294F288AB76EA187A
5A270BD50EF12A93ABAE711C806D6C59D58BOEOD2A9B3463A8268DC3D2EAG857

6932EACAB01B2443439A31537BC694BB6F611473BE6FC702DBCA92BC2DE27736F2A363744F14CCCDE7CO5E660ACCADDAG6523E5068371EFBDD8551B2375458
A

false

low

@font-face {. font-family: '‘Open Sans';. font-style: italic;. font-weight: 300;. src: url(https://fonts.gstatic.com/s/opensans/v18/memnYaGs126MiZpBA-UFUKWyV
9hrigU.woff) format(‘'woff');.}.@font-face {. font-family: 'Open Sans';. font-style: italic;. font-weight: 400;. src: url(https://fonts.gstatic.com/s/opensans/v18/mem6
YaGs126MiZpBA-UFUKO0Zdcs.woff) format(‘'woff');.}. @font-face {. font-family: 'Open Sans';. font-style: italic;. font-weight: 600;. src: url(https://fonts.gstatic.com/s/
opensans/v18/memnYaGs126MiZpBA-UFUKXGUdhrlqU.woff) format(‘'woff');.}.@font-face {. font-family: '‘Open Sans';. font-style: italic;. font-weight: 700;. src: url(https:/
/fonts.gstatic.com/s/opensans/v18/memnYaGs126MiZpBA-UFUKWiUNhrlqU.woff) format(‘'woff');.}. @font-face {. font-family: '‘Open Sans';. font-style: italic;. font-weight:
800;. src: url(https://fonts.gstatic.com/s/opensans/v18/memnYaGs126MiZpBA-UFUKW-U9hriqU.woff) format(‘woff');.}.@font-face {. font-family: '‘Open Sans’;. font-s

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\es6-promise.auto.min[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 6498

Entropy (8bit):  5.084045736135045

Encrypted: false

SSDEEP: 96:+0jAZG8kQrNkg5sr9KIGzbGQa5NUufRGorSqizqws+R7bBfj3laJcMN5Mof: +OENx500A0zG9V3nJ55Nf

MD5: 889F6A354B79C38BDF62A8792A65329D

SHA1L: 34B3404AEE23C330527201DC2C3B6E78A7655F51

SHA-256: 5F1ADDAF2E9F5922AED63D802F2B8AFE01C543ED81A7BE99ADIE9FDDOSCBE3B6

SHA-512: 4BF35D2EE9D5E083B5C4F21F6FD213F485E1CCE6GDE320E96471031FBCBCES760CCFA233AAF443A8A2A08C2B628548E6A1C490F54CBF5F66FF4AF4AD9CB22362E
C

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://c1-onenote-15.cdn.office.net/o/s/161390141005_App_Scripts/es6-promise.auto.min.js

Preview:
Ifunction(t,e){"object"==typeof exports&&"undefined"!=typeof module?module.exports=e():"function"==typeof define&&define.amd?define(e):t. ES6Promise=e()}(this,fu
nction(){"use strict";function t(t){var e=typeof t;return null!==t&&("object"===e||"function"===e)}function e(t){return"function"==typeof t}function n(t)}{W=t}function r(t){z=t}func
tion o(){return function(){return process.nextTick(a)}}function i(){return"undefined"!=typeof U?function(){U(a)}:c()}function s(){var t=0,e=new H(a),n=document.createText
Node("");return e.observe(n,{characterData:!0}),function(){n.data=t=++t%2}}function u(){var t=new MessageChannel;return t.portl.onmessage=a,function(){return t.
port2.postMessage(0)}}function c(){var t=setTimeout;return function(){return t(a,1)}}function a(){for(var t=0;t<N;t+=2){var e=Q[t],n=Q[t+1];e(n),Q[t]=void 0,Q[t+1]=void O
IN=0}function f(){try{var t=Function("return this")().require("vertx");return U=t.runOnLoop||t.runOnContext,i()}catch(e){return c()}}function I(t,e){var n=this,

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\fabricmdI2icons[1].woff E

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, TrueType, length 151924, version 0.0

Category: downloaded

Size (bytes): 151924

Entropy (8bit):  7.996755078799659

Encrypted: true

SSDEEP: 3072:izu4By5vR4gdzOjZHpybtAVOZ71Q1gcqOWTo7wSRhpFY/iw2yQ0X2+6L0aR/h:iznyHBmNMJIcOd1ro719FY/ilyQOGp

MD5: E8OFF72E03E780056CFDBD85C63404CE

SHA1L: C450A1A6233FOFBC6DBFFB7FEE251E378F64EF32

SHA-256: 05828D625DCB5781D0A3CC67A2429CED5S35FDF848B8B8075D49751EBSB30C7AF

SHA-512: D819D75CA896AF15F99185F87AF40A85A0FA6941B9E08974C6569123B601DCCBE043BE1COF5C154E37A351A046B57D5196002B16FA7102761E3C0961D92CACSL

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://spoprod-a.akamaihd.net/files/fabric/assets/icons/fabricmdI2icons.woff

Preview:

L'<w A< HC.EE.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\font-awesome.min[1].css

Process:
File Type:
Category:
Size (bytes):

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe
ASCII text, with very long lines
downloaded

31000
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\font-awesome.min[1].css

Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

4.746143404849733

false
384:wHu5yWeTUKW+KIkJ5de2UYDyViwYUas2I8yQ/8dwmaU8G:wwir+KIk3Yi+fwYUf218yQ/e9vf
269550530CC127B6AA5A35925A7DEGCE
512C7D79033E3028A9BE61B540CF1A6870C896F8
799AEB25CC0373FDEEOE1B1DB7AD6C2F6A0E058DFADAA3379689F583213190BD

49FAE24E55FA924FAABAD7DEBESFFB2E26D439E 25696 DF6B6F 20E 7F766B50EAS8EC3DBD61B6305A1ACACD2C80E6E659ACCEE4140F885B9CIE71008EI001FB
F4B

false
low

hitp://https://maxcdn.bootstrapcdn.com/font-awesome/4.7.0/css/font-awesome.min.css

/*1.* Font Awesome 4.7.0 by @davegandy - http://fontawesome.io - @fontawesome. * License - http://fontawesome.io/license (Font: SIL OFL 1.1, CSS: MIT License).
*/@font-face{font-family:'FontAwesome';src:url("../fonts/fontawesome-webfont.eot?v=4.7.0");src:url("../fonts/fontawesome-webfont.eot?#iefix&v=4.7.0") format(‘'embedded-
opentype"),url('../fonts/fontawesome-webfont.woff2?v=4.7.0") format(‘woff2'),url('../fonts/fontawesome-webfont.woff?v=4.7.0") format(‘woff"),url("../fonts/fontawesome-web
font.ttf?v=4.7.0") format(‘truetype'),url(’../fonts/fontawesome-webfont.svg?v=4.7.0#fontawesomeregular’) format('svg');font-weight:normal;font-style:normal}.fa{display:inline-
block;font:normal normal normal 14px/1 FontAwesome;font-size:inherit;text-rendering:auto;-webkit-font-smoothing:antialiased;-moz-osx-font-smoothing:grayscale}.fa-lg{
font-size:1.33333333em;line-height:.75em;vertical-align:-15%}.fa-2x{font-size:2emy}.fa-3x{font-size:3em}.fa-4x{font-size: 4em}.fa-5x{font-size:5em}.fa-fw{width:1.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\mem8YaGs126MiZpBA-UFVZ0d[1].woff

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Web Open Font Format, TrueType, length 18100, version 1.1

downloaded

18100

7.962027637722169

false
384:aHQHZUiZQFFlimUyloml4hN2Vmw1Qa57YC740bDDj08X0UJQiXc:1ZQTOUySmI4bEmMAPSEC7PbDH4ULIM
DEO869E324680C99EFA1250515B4B41C

8033A128504F11145EA791E481E3CF79DCD290E2
81FOEC27796225EA29F9F1C7B74F083EDCD7BC97A09D5FC4EBD0O3C0134E62445

CD616DB99B91C6CBF427969F715197D54287BAFAG0C3B58B93FF7837C21A6AAC1A984451AEEBOEO7FD5B1BOEC465FE020ACBE1BFF8320E1628E970DDF37B0F
OE

false

low

hitp://https://fonts.gstatic.com/s/opensans/v18/mem8YaGs126MiZpBA-UFVZ0d.woff

it.Aa#.flc.W.
(".0..Y..Bu342.e.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\memnYaGs126MiZpBA-UFUKW-U9hrlqU[1].woff

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Web Open Font Format, TrueType, length 17788, version 1.1

downloaded

17788

7.967181593577758

false
384:Vp3UxvLq7eMDKdiXVYFbQk9YID/XmhJGSiQ3L+CEW/9fE+QH:jgjq7ejOQMUeD/AGO6CB/98+QH
92DA6F116D973BD334CF9IB3AFDB29C4F

C7E59C92F4D8391276FBOA3A55528CF3965478E7
49B6274BCCB5C6B31E20CEBB213D96197B522B1FBIC95B8649A0626EDB5BDID8

B3483F5137EAE074BDC95262B8C5D6049C4E7AF276F3EB1DDC3097ED3FBFB2C43110341B78EO0B388E6B9B5D186168CD86DA324496CB08F909C60FEBFB3E207|
9

false
low

hitp://https://fonts.gstatic.com/s/opensans/v18/memnYaGs126MiZpBA-UFUKW-U9hrlqU.woff

=L.....Q..1.Q........uF.F[F}Fe

Static File Info

Copyright null 2021

Page 52 of 63



No static file info

Network Behavior

Network Port Distribution

Total Packets: 117

® 53 (DNS)
® 443 (HTTPS)

TCP Packets

Timestamp Source Port Dest Port Source IP Dest IP

Mar 4, 2021 22:27:33.102808952 CET 49755 443 192.168.2.3 40.90.136.179
Mar 4, 2021 22:27:33.103601933 CET 49756 443 192.168.2.3 40.90.136.179
Mar 4, 2021 22:27:33.162033081 CET 443 49755 40.90.136.179 192.168.2.3
Mar 4, 2021 22:27:33.162204981 CET 49755 443 192.168.2.3 40.90.136.179
Mar 4, 2021 22:27:33.162681103 CET 443 49756 40.90.136.179 192.168.2.3
Mar 4, 2021 22:27:33.162790060 CET 49756 443 192.168.2.3 40.90.136.179
Mar 4, 2021 22:27:33.350537062 CET 49755 443 192.168.2.3 40.90.136.179
Mar 4, 2021 22:27:33.353488922 CET 49756 443 192.168.2.3 40.90.136.179
Mar 4, 2021 22:27:33.409838915 CET 443 49755 40.90.136.179 192.168.2.3
Mar 4, 2021 22:27:33.409867048 CET 443 49755 40.90.136.179 192.168.2.3
Mar 4, 2021 22:27:33.409887075 CET 443 49755 40.90.136.179 192.168.2.3
Mar 4, 2021 22:27:33.409904957 CET 443 49755 40.90.136.179 192.168.2.3
Mar 4, 2021 22:27:33.409920931 CET 443 49755 40.90.136.179 192.168.2.3
Mar 4, 2021 22:27:33.409934998 CET 443 49755 40.90.136.179 192.168.2.3
Mar 4, 2021 22:27:33.409976006 CET 49755 443 192.168.2.3 40.90.136.179
Mar 4, 2021 22:27:33.410023928 CET 49755 443 192.168.2.3 40.90.136.179
Mar 4, 2021 22:27:33.412436008 CET 443 49756 40.90.136.179 192.168.2.3
Mar 4, 2021 22:27:33.412458897 CET 443 49756 40.90.136.179 192.168.2.3
Mar 4, 2021 22:27:33.412471056 CET 443 49756 40.90.136.179 192.168.2.3
Mar 4, 2021 22:27:33.412491083 CET 443 49756 40.90.136.179 192.168.2.3
Mar 4, 2021 22:27:33.412508965 CET 443 49756 40.90.136.179 192.168.2.3
Mar 4, 2021 22:27:33.412520885 CET 443 49756 40.90.136.179 192.168.2.3
Mar 4, 2021 22:27:33.412576914 CET 49756 443 192.168.2.3 40.90.136.179
Mar 4, 2021 22:27:33.412636042 CET 49756 443 192.168.2.3 40.90.136.179
Mar 4, 2021 22:27:33.412642956 CET 49756 443 192.168.2.3 40.90.136.179
Mar 4, 2021 22:27:33.600716114 CET 49755 443 192.168.2.3 40.90.136.179
Mar 4, 2021 22:27:33.601242065 CET 49755 443 192.168.2.3 40.90.136.179
Mar 4, 2021 22:27:33.604350090 CET 49755 443 192.168.2.3 40.90.136.179
Mar 4, 2021 22:27:33.658905029 CET 443 49755 40.90.136.179 192.168.2.3
Mar 4, 2021 22:27:33.659079075 CET 443 49755 40.90.136.179 192.168.2.3
Mar 4, 2021 22:27:33.659154892 CET 443 49755 40.90.136.179 192.168.2.3
Mar 4, 2021 22:27:33.659187078 CET 49755 443 192.168.2.3 40.90.136.179
Mar 4, 2021 22:27:33.659250975 CET 49755 443 192.168.2.3 40.90.136.179
Mar 4, 2021 22:27:33.661906958 CET 443 49755 40.90.136.179 192.168.2.3
Mar 4, 2021 22:27:33.662003994 CET 49755 443 192.168.2.3 40.90.136.179
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Timestamp Source Port Dest Port Source IP Dest IP

Mar 4, 2021 22:27:33.667596102 CET 443 49755 40.90.136.179 192.168.2.3
Mar 4, 2021 22:27:33.667718887 CET 49755 443 192.168.2.3 40.90.136.179
Mar 4, 2021 22:27:33.946680069 CET 49755 443 192.168.2.3 40.90.136.179
Mar 4, 2021 22:27:33.948210955 CET 49756 443 192.168.2.3 40.90.136.179
Mar 4, 2021 22:27:33.949042082 CET 49756 443 192.168.2.3 40.90.136.179
Mar 4, 2021 22:27:34.006563902 CET 443 49756 40.90.136.179 192.168.2.3
Mar 4, 2021 22:27:34.006619930 CET 443 49756 40.90.136.179 192.168.2.3
Mar 4, 2021 22:27:34.006722927 CET 49756 443 192.168.2.3 40.90.136.179
Mar 4, 2021 22:27:34.006778955 CET 49756 443 192.168.2.3 40.90.136.179
Mar 4, 2021 22:27:34.030244112 CET 49756 443 192.168.2.3 40.90.136.179
Mar 4, 2021 22:27:34.050252914 CET 443 49755 40.90.136.179 192.168.2.3
Mar 4, 2021 22:27:34.051156044 CET 443 49756 40.90.136.179 192.168.2.3
Mar 4, 2021 22:27:34.064503908 CET 443 49756 40.90.136.179 192.168.2.3
Mar 4, 2021 22:27:34.064624071 CET 49756 443 192.168.2.3 40.90.136.179
Mar 4, 2021 22:27:34.145020962 CET 443 49756 40.90.136.179 192.168.2.3
Mar 4, 2021 22:28:01.204503059 CET 49790 443 192.168.2.3 162.241.127.18
Mar 4, 2021 22:28:01.217622995 CET 49791 443 192.168.2.3 162.241.127.18
Mar 4, 2021 22:28:01.360919952 CET 443 49790 162.241.127.18 192.168.2.3
Mar 4, 2021 22:28:01.361166000 CET 49790 443 192.168.2.3 162.241.127.18
Mar 4, 2021 22:28:01.365650892 CET 49790 443 192.168.2.3 162.241.127.18
Mar 4, 2021 22:28:01.373373032 CET 443 49791 162.241.127.18 192.168.2.3
Mar 4, 2021 22:28:01.373595953 CET 49791 443 192.168.2.3 162.241.127.18
Mar 4, 2021 22:28:01.374082088 CET 49791 443 192.168.2.3 162.241.127.18
Mar 4, 2021 22:28:01.523603916 CET 443 49790 162.241.127.18 192.168.2.3
Mar 4, 2021 22:28:01.524008989 CET 443 49790 162.241.127.18 192.168.2.3
Mar 4, 2021 22:28:01.524056911 CET 443 49790 162.241.127.18 192.168.2.3
Mar 4, 2021 22:28:01.524116039 CET 443 49790 162.241.127.18 192.168.2.3
Mar 4, 2021 22:28:01.524139881 CET 443 49790 162.241.127.18 192.168.2.3
Mar 4, 2021 22:28:01.524178028 CET 49790 443 192.168.2.3 162.241.127.18
Mar 4, 2021 22:28:01.524224997 CET 49790 443 192.168.2.3 162.241.127.18
Mar 4, 2021 22:28:01.524231911 CET 49790 443 192.168.2.3 162.241.127.18
Mar 4, 2021 22:28:01.524879932 CET 443 49790 162.241.127.18 192.168.2.3
Mar 4, 2021 22:28:01.524974108 CET 49790 443 192.168.2.3 162.241.127.18
Mar 4, 2021 22:28:01.531152964 CET 443 49791 162.241.127.18 192.168.2.3
Mar 4, 2021 22:28:01.531467915 CET 443 49791 162.241.127.18 192.168.2.3
Mar 4, 2021 22:28:01.531506062 CET 443 49791 162.241.127.18 192.168.2.3
Mar 4, 2021 22:28:01.531559944 CET 443 49791 162.241.127.18 192.168.2.3
Mar 4, 2021 22:28:01.531563044 CET 49791 443 192.168.2.3 162.241.127.18
Mar 4, 2021 22:28:01.531594992 CET 443 49791 162.241.127.18 192.168.2.3
Mar 4, 2021 22:28:01.531603098 CET 49791 443 192.168.2.3 162.241.127.18
Mar 4, 2021 22:28:01.531697035 CET 49791 443 192.168.2.3 162.241.127.18
Mar 4, 2021 22:28:01.532419920 CET 443 49791 162.241.127.18 192.168.2.3
Mar 4, 2021 22:28:01.532478094 CET 49791 443 192.168.2.3 162.241.127.18
Mar 4, 2021 22:28:01.532522917 CET 49791 443 192.168.2.3 162.241.127.18
Mar 4, 2021 22:28:01.588062048 CET 49791 443 192.168.2.3 162.241.127.18
Mar 4, 2021 22:28:01.588193893 CET 49790 443 192.168.2.3 162.241.127.18
Mar 4, 2021 22:28:01.593729019 CET 49791 443 192.168.2.3 162.241.127.18
Mar 4, 2021 22:28:01.744390011 CET 443 49791 162.241.127.18 192.168.2.3
Mar 4, 2021 22:28:01.744548082 CET 49791 443 192.168.2.3 162.241.127.18
Mar 4, 2021 22:28:01.745049000 CET 443 49790 162.241.127.18 192.168.2.3
Mar 4, 2021 22:28:01.745264053 CET 49790 443 192.168.2.3 162.241.127.18
Mar 4, 2021 22:28:01.749880075 CET 443 49791 162.241.127.18 192.168.2.3
Mar 4, 2021 22:28:01.750396967 CET 49791 443 192.168.2.3 162.241.127.18
Mar 4, 2021 22:28:01.758066893 CET 49791 443 192.168.2.3 162.241.127.18
Mar 4, 2021 22:28:01.939312935 CET 443 49791 162.241.127.18 192.168.2.3
Mar 4, 2021 22:28:01.939369917 CET 443 49791 162.241.127.18 192.168.2.3
Mar 4, 2021 22:28:01.939408064 CET 443 49791 162.241.127.18 192.168.2.3
Mar 4, 2021 22:28:01.939446926 CET 443 49791 162.241.127.18 192.168.2.3
Mar 4, 2021 22:28:01.939476013 CET 443 49791 162.241.127.18 192.168.2.3
Mar 4, 2021 22:28:01.939483881 CET 49791 443 192.168.2.3 162.241.127.18
Mar 4, 2021 22:28:01.939511061 CET 443 49791 162.241.127.18 192.168.2.3
Mar 4, 2021 22:28:01.939524889 CET 49791 443 192.168.2.3 162.241.127.18
Mar 4, 2021 22:28:01.939531088 CET 49791 443 192.168.2.3 162.241.127.18
Mar 4, 2021 22:28:01.939585924 CET 49791 443 192.168.2.3 162.241.127.18
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Mar 4, 2021 22:28:01.939778090 CET 443 49791 162.241.127.18 192.168.2.3

UDP Packets

Timestamp Source Port Dest Port Source IP Dest IP
Mar 4, 2021 22:27:14.260157108 CET 58361 53 192.168.2.3 8.8.8.8
Mar 4, 2021 22:27:14.306359053 CET 53 58361 8.8.8.8 192.168.2.3
Mar 4, 2021 22:27:15.443414927 CET 63492 53 192.168.2.3 8.8.8.8
Mar 4, 2021 22:27:15.489527941 CET 53 63492 8.8.8.8 192.168.2.3
Mar 4, 2021 22:27:17.149899960 CET 60831 53 192.168.2.3 8.8.8.8
Mar 4, 2021 22:27:17.198945045 CET 53 60831 8.8.8.8 192.168.2.3
Mar 4, 2021 22:27:18.081567049 CET 60100 53 192.168.2.3 8.8.8.8
Mar 4, 2021 22:27:18.129288912 CET 53 60100 8.8.8.8 192.168.2.3
Mar 4, 2021 22:27:18.501415968 CET 53195 53 192.168.2.3 8.8.8.8
Mar 4, 2021 22:27:18.558530092 CET 53 53195 8.8.8.8 192.168.2.3
Mar 4, 2021 22:27:18.827972889 CET 50141 53 192.168.2.3 8.8.8.8
Mar 4, 2021 22:27:18.876815081 CET 53 50141 8.8.8.8 192.168.2.3
Mar 4, 2021 22:27:19.593257904 CET 53023 53 192.168.2.3 8.8.8.8
Mar 4, 2021 22:27:19.730235100 CET 53 53023 8.8.8.8 192.168.2.3
Mar 4, 2021 22:27:20.222157955 CET 49563 53 192.168.2.3 8.8.8.8
Mar 4, 2021 22:27:20.276942968 CET 53 49563 8.8.8.8 192.168.2.3
Mar 4, 2021 22:27:20.815006018 CET 51352 53 192.168.2.3 8.8.8.8
Mar 4, 2021 22:27:20.858371019 CET 59349 53 192.168.2.3 8.8.8.8
Mar 4, 2021 22:27:20.873889923 CET 53 51352 8.8.8.8 192.168.2.3
Mar 4, 2021 22:27:20.917609930 CET 53 59349 8.8.8.8 192.168.2.3
Mar 4, 2021 22:27:21.220849991 CET 57084 53 192.168.2.3 8.8.8.8
Mar 4, 2021 22:27:21.267388105 CET 53 57084 8.8.8.8 192.168.2.3
Mar 4, 2021 22:27:21.439954042 CET 58823 53 192.168.2.3 8.8.8.8
Mar 4, 2021 22:27:21.494791031 CET 53 58823 8.8.8.8 192.168.2.3
Mar 4, 2021 22:27:21.513885021 CET 57568 53 192.168.2.3 8.8.8.8
Mar 4, 2021 22:27:21.570679903 CET 53 57568 8.8.8.8 192.168.2.3
Mar 4, 2021 22:27:22.352821112 CET 50540 53 192.168.2.3 8.8.8.8
Mar 4, 2021 22:27:22.398763895 CET 53 50540 8.8.8.8 192.168.2.3
Mar 4, 2021 22:27:23.094958067 CET 54366 53 192.168.2.3 8.8.8.8
Mar 4, 2021 22:27:23.143959999 CET 53 54366 8.8.8.8 192.168.2.3
Mar 4, 2021 22:27:23.197014093 CET 53034 53 192.168.2.3 8.8.8.8
Mar 4, 2021 22:27:23.277570963 CET 53 53034 8.8.8.8 192.168.2.3
Mar 4, 2021 22:27:24.360202074 CET 57762 53 192.168.2.3 8.8.8.8
Mar 4, 2021 22:27:24.416668892 CET 53 57762 8.8.8.8 192.168.2.3
Mar 4, 2021 22:27:24.662898064 CET 55435 53 192.168.2.3 8.8.8.8
Mar 4, 2021 22:27:24.719063044 CET 53 55435 8.8.8.8 192.168.2.3
Mar 4, 2021 22:27:28.341985941 CET 50713 53 192.168.2.3 8.8.8.8
Mar 4, 2021 22:27:28.416860104 CET 53 50713 8.8.8.8 192.168.2.3
Mar 4, 2021 22:27:28.467107058 CET 56132 53 192.168.2.3 8.8.8.8
Mar 4, 2021 22:27:28.527540922 CET 53 56132 8.8.8.8 192.168.2.3
Mar 4, 2021 22:27:28.573605061 CET 58987 53 192.168.2.3 8.8.8.8
Mar 4, 2021 22:27:28.632273912 CET 53 58987 8.8.8.8 192.168.2.3
Mar 4, 2021 22:27:28.727417946 CET 56579 53 192.168.2.3 8.8.8.8
Mar 4, 2021 22:27:28.779381037 CET 53 56579 8.8.8.8 192.168.2.3
Mar 4, 2021 22:27:30.538111925 CET 60633 53 192.168.2.3 8.8.8.8
Mar 4, 2021 22:27:30.584527969 CET 53 60633 8.8.8.8 192.168.2.3
Mar 4, 2021 22:27:31.574012041 CET 61292 53 192.168.2.3 8.8.8.8
Mar 4, 2021 22:27:31.632198095 CET 53 61292 8.8.8.8 192.168.2.3
Mar 4, 2021 22:27:32.976496935 CET 63619 53 192.168.2.3 8.8.8.8
Mar 4, 2021 22:27:33.031074047 CET 53 63619 8.8.8.8 192.168.2.3
Mar 4, 2021 22:27:35.666872025 CET 64938 53 192.168.2.3 8.8.8.8
Mar 4, 2021 22:27:35.716811895 CET 53 64938 8.8.8.8 192.168.2.3
Mar 4, 2021 22:27:35.860692024 CET 61946 53 192.168.2.3 8.8.8.8
Mar 4, 2021 22:27:35.904814959 CET 64910 53 192.168.2.3 8.8.8.8
Mar 4, 2021 22:27:35.909524918 CET 53 61946 8.8.8.8 192.168.2.3
Mar 4, 2021 22:27:35.963293076 CET 53 64910 8.8.8.8 192.168.2.3
Mar 4, 2021 22:27:36.097307920 CET 52123 53 192.168.2.3 8.8.8.8
Mar 4, 2021 22:27:36.155795097 CET 53 52123 8.8.8.8 192.168.2.3
Mar 4, 2021 22:27:36.192639112 CET 56130 53 192.168.2.3 8.8.8.8
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Mar 4, 2021 22:27:36.203115940 CET 56338 53 192.168.2.3 8.8.8.8
Mar 4, 2021 22:27:36.249886036 CET 53 56130 8.8.8.8 192.168.2.3
Mar 4, 2021 22:27:36.258585930 CET 53 56338 8.8.8.8 192.168.2.3
Mar 4, 2021 22:27:36.426173925 CET 59420 53 192.168.2.3 8.8.8.8
Mar 4, 2021 22:27:36.484431028 CET 53 59420 8.8.8.8 192.168.2.3
Mar 4, 2021 22:27:37.118026972 CET 58784 53 192.168.2.3 8.8.8.8
Mar 4, 2021 22:27:37.155088902 CET 63978 53 192.168.2.3 8.8.8.8
Mar 4, 2021 22:27:37.175617933 CET 53 58784 8.8.8.8 192.168.2.3
Mar 4, 2021 22:27:37.204181910 CET 53 63978 8.8.8.8 192.168.2.3
Mar 4, 2021 22:27:38.384310007 CET 62938 53 192.168.2.3 8.8.8.8
Mar 4, 2021 22:27:38.430411100 CET 53 62938 8.8.8.8 192.168.2.3
Mar 4, 2021 22:27:39.863981962 CET 55708 53 192.168.2.3 8.8.8.8
Mar 4, 2021 22:27:39.911024094 CET 53 55708 8.8.8.8 192.168.2.3
Mar 4, 2021 22:27:40.979749918 CET 56803 53 192.168.2.3 8.8.8.8
Mar 4, 2021 22:27:41.030384064 CET 53 56803 8.8.8.8 192.168.2.3
Mar 4, 2021 22:27:42.344589949 CET 57145 53 192.168.2.3 8.8.8.8
Mar 4, 2021 22:27:42.390711069 CET 53 57145 8.8.8.8 192.168.2.3
Mar 4, 2021 22:27:43.371018887 CET 55359 53 192.168.2.3 8.8.8.8
Mar 4, 2021 22:27:43.421690941 CET 53 55359 8.8.8.8 192.168.2.3
Mar 4, 2021 22:27:45.050746918 CET 58306 53 192.168.2.3 8.8.8.8
Mar 4, 2021 22:27:45.108228922 CET 53 58306 8.8.8.8 192.168.2.3
Mar 4, 2021 22:27:48.510818005 CET 64124 53 192.168.2.3 8.8.8.8
Mar 4, 2021 22:27:48.567696095 CET 53 64124 8.8.8.8 192.168.2.3
Mar 4, 2021 22:27:49.177813053 CET 49361 53 192.168.2.3 8.8.8.8
Mar 4, 2021 22:27:49.224513054 CET 53 49361 8.8.8.8 192.168.2.3
Mar 4, 2021 22:27:49.529728889 CET 64124 53 192.168.2.3 8.8.8.8
Mar 4, 2021 22:27:49.575992107 CET 53 64124 8.8.8.8 192.168.2.3
Mar 4, 2021 22:27:50.180355072 CET 49361 53 192.168.2.3 8.8.8.8
Mar 4, 2021 22:27:50.234802008 CET 53 49361 8.8.8.8 192.168.2.3
Mar 4, 2021 22:27:50.395477057 CET 63150 53 192.168.2.3 8.8.8.8
Mar 4, 2021 22:27:50.444410086 CET 53 63150 8.8.8.8 192.168.2.3
Mar 4, 2021 22:27:50.521318913 CET 64124 53 192.168.2.3 8.8.8.8
Mar 4, 2021 22:27:50.567704916 CET 53 64124 8.8.8.8 192.168.2.3
Mar 4, 2021 22:27:51.191610098 CET 49361 53 192.168.2.3 8.8.8.8
Mar 4, 2021 22:27:51.240340948 CET 53 49361 8.8.8.8 192.168.2.3
Mar 4, 2021 22:27:52.529592991 CET 64124 53 192.168.2.3 8.8.8.8
Mar 4, 2021 22:27:52.575768948 CET 53 64124 8.8.8.8 192.168.2.3
Mar 4, 2021 22:27:53.194474936 CET 49361 53 192.168.2.3 8.8.8.8
Mar 4, 2021 22:27:53.199459076 CET 53279 53 192.168.2.3 8.8.8.8
Mar 4, 2021 22:27:53.242223978 CET 53 49361 8.8.8.8 192.168.2.3
Mar 4, 2021 22:27:53.265033960 CET 53 53279 8.8.8.8 192.168.2.3
Mar 4, 2021 22:27:56.532877922 CET 64124 53 192.168.2.3 8.8.8.8
Mar 4, 2021 22:27:56.587166071 CET 53 64124 8.8.8.8 192.168.2.3
Mar 4, 2021 22:27:57.209461927 CET 49361 53 192.168.2.3 8.8.8.8
Mar 4, 2021 22:27:57.255656958 CET 53 49361 8.8.8.8 192.168.2.3
Mar 4, 2021 22:28:01.127374887 CET 56881 53 192.168.2.3 8.8.8.8
Mar 4, 2021 22:28:01.189212084 CET 53 56881 8.8.8.8 192.168.2.3
Mar 4, 2021 22:28:02.105046988 CET 53642 53 192.168.2.3 8.8.8.8
Mar 4, 2021 22:28:02.151133060 CET 53 53642 8.8.8.8 192.168.2.3
Mar 4, 2021 22:28:02.252618074 CET 55667 53 192.168.2.3 8.8.8.8
Mar 4, 2021 22:28:02.317627907 CET 53 55667 8.8.8.8 192.168.2.3
Mar 4, 2021 22:28:02.519646883 CET 54833 53 192.168.2.3 8.8.8.8
Mar 4, 2021 22:28:02.565501928 CET 53 54833 8.8.8.8 192.168.2.3
Mar 4, 2021 22:28:02.753504992 CET 62476 53 192.168.2.3 8.8.8.8
Mar 4, 2021 22:28:02.799335003 CET 53 62476 8.8.8.8 192.168.2.3
Mar 4, 2021 22:28:04.079883099 CET 49705 53 192.168.2.3 8.8.8.8
Mar 4, 2021 22:28:04.139084101 CET 53 49705 8.8.8.8 192.168.2.3
Mar 4, 2021 22:28:06.842524052 CET 61477 53 192.168.2.3 8.8.8.8
Mar 4, 2021 22:28:06.888396025 CET 53 61477 8.8.8.8 192.168.2.3
Mar 4, 2021 22:28:08.230556965 CET 61633 53 192.168.2.3 8.8.8.8
Mar 4, 2021 22:28:08.280709028 CET 53 61633 8.8.8.8 192.168.2.3
Mar 4, 2021 22:28:08.799118996 CET 55949 53 192.168.2.3 8.8.8.8
Mar 4, 2021 22:28:08.849303007 CET 53 55949 8.8.8.8 192.168.2.3
Mar 4, 2021 22:28:09.696741104 CET 57601 53 192.168.2.3 8.8.8.8
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Mar 4, 2021 22:28:09.742513895 CET 53 57601 8.8.8.8 192.168.2.3

Mar 4, 2021 22:28:09.850384951 CET 49342 53 192.168.2.3 8.8.8.8

Mar 4, 2021 22:28:09.898432970 CET 53 49342 8.8.8.8 192.168.2.3

Mar 4, 2021 22:28:20.127465963 CET 56253 53 192.168.2.3 8.8.8.8

Mar 4, 2021 22:28:20.186645031 CET 53 56253 8.8.8.8 192.168.2.3

Mar 4, 2021 22:28:30.751159906 CET 49667 53 192.168.2.3 8.8.8.8

Mar 4, 2021 22:28:30.810518980 CET 53 49667 8.8.8.8 192.168.2.3

Mar 4, 2021 22:28:31.752007961 CET 49667 53 192.168.2.3 8.8.8.8

Mar 4, 2021 22:28:31.799690008 CET 53 49667 8.8.8.8 192.168.2.3

DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Mar 4, 2021 22:27:19.593257904 CET 192.168.2.3 8.8.8.8 0x9bb3 Standard query  wegx-my.sh A (IP address) IN (0x0001)
(0) arepoint.com

Mar 4, 2021 22:27:23.197014093 CET 192.168.2.3 8.8.8.8 0x8cc7? Standard query  onenoteonl A (IP address) IN (0x0001)
(0) inesync.on

enote.com

Mar 4, 2021 22:27:28.573605061 CET 192.168.2.3 8.8.8.8 Oxbfed Standard query  messaging. A (IP address) IN (0x0001)
(0) office.com

Mar 4, 2021 22:27:31.574012041 CET 192.168.2.3 8.8.8.8 0x3632 Standard query  amcdn.msft A (IP address) IN (0x0001)
0) auth.net

Mar 4, 2021 22:27:32.976496935 CET 192.168.2.3 8.8.8.8 0xd89c Standard query  storage.live.com A (IP address) IN (0x0001)
(0)

Mar 4, 2021 22:27:35.904814959 CET 192.168.2.3 8.8.8.8 0xf270 Standard query  www.onenot A (IP address) IN (0x0001)
0) e.com

Mar 4, 2021 22:27:36.097307920 CET 192.168.2.3 8.8.8.8 0x553 Standard query  spoprod-a. A (IP address) IN (0x0001)
0) akamaihd.net

Mar 4, 2021 22:27:36.203115940 CET 192.168.2.3 8.8.8.8 0x10fc Standard query  ajax.aspne A (IP address) IN (0x0001)
(0) tcdn.com

Mar 4, 2021 22:28:01.127374887 CET 192.168.2.3 8.8.8.8 0x489e Standard query  marinapayr A (IP address) IN (0x0001)
0) oll.com

Mar 4, 2021 22:28:02.105046988 CET 192.168.2.3 8.8.8.8 0x7215 Standard query  code.jquery.com A (IP address) IN (0x0001)
(0)

Mar 4, 2021 22:28:02.753504992 CET 192.168.2.3 8.8.8.8 Oxd2a4 Standard query  cdnjs.clou A (IP address) IN (0x0001)
(0) dflare.com

Mar 4, 2021 22:28:04.079883099 CET 192.168.2.3 8.8.8.8 0x446f Standard query  marinapayr A (IP address) IN (0x0001)
0) oll.com

Mar 4, 2021 22:28:06.842524052 CET 192.168.2.3 8.8.8.8 0xe8f9 Standard query  maxcdn.boo A (IP address) IN (0x0001)
0) tstrapcdn.com

DNS Answers

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Mar 4, 2021 8.8.8.8 192.168.2.3 0x9bb3 No error (0) wegx-my.sh wegx.sharepoint.com CNAME IN (0x0001)

22:27:19.730235100 arepoint.com (Canonical

CET name)

Mar 4, 2021 8.8.8.8 192.168.2.3 0x9bb3 No error (0) wegx.share 495-ipv4e.clump.prod.aa- CNAME IN (0x0001)

22:27:19.730235100 point.com rt.sharepoint.com (Canonical

CET name)

Mar 4, 2021 8.8.8.8 192.168.2.3 0x9bb3 No error (0) 495-ipvde. 18384- CNAME IN (0x0001)

22:27:19.730235100 clump.prod.aa- ipv4e.farm.prod.aa- (Canonical

CET rt.sharepoint.co  rt.sharepoint.com name)

m

Mar 4, 2021 8.8.8.8 192.168.2.3 0x9bb3 No error (0) 18384-ipv4 18384- CNAME IN (0x0001)

22:27:19.730235100 e.farm.prod.aa- ipv4e.farm.prod.sharepoin (Canonical

CET rt.sharepoint.c  tonline.com.akadns.net name)

om

Mar 4, 2021 8.8.8.8 192.168.2.3 0x8cc7? No error (0) onenoteonl onenoteonlinesync.oneno CNAME IN (0x0001)

22:27:23.277570963 inesync.on te.trafficmanager.net (Canonical

CET enote.com name)

Mar 4, 2021 8.8.8.8 192.168.2.3 Oxbfed No error (0) messaging. omexmessaging.osi.office CNAME IN (0x0001)

22:27:28.632273912 office.com .net (Canonical

CET name)

Mar 4, 2021 8.8.8.8 192.168.2.3 0x3632 No error (0) amcdn.msft amcdnmsftuswe.azureed CNAME IN (0x0001)

22:27:31.632198095 auth.net ge.net (Canonical

CET name)

Mar 4, 2021 8.8.8.8 192.168.2.3 0xd89c No error (0) storage.live.com common- CNAME IN (0x0001)

22:27:33.031074047 geo.ha.1ldrv.com (Canonical

CET name)

Mar 4, 2021 8.8.8.8 192.168.2.3 0xd89c No error (0) common-geo common- CNAME IN (0x0001)

22:27:33.031074047 .ha.1drv.com geo.onedrive.trafficmanag (Canonical

CET er.net name)
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Timestamp

Mar 4, 2021
22:27:33.031074047
CET

Mar 4, 2021
22:27:33.031074047
CET

Mar 4, 2021
22:27:35.716811895
CET

Mar 4, 2021
22:27:35.963293076
CET

Mar 4, 2021
22:27:36.155795097
CET

Mar 4, 2021
22:27:36.258585930
CET

Mar 4, 2021
22:28:01.189212084
CET

Mar 4, 2021
22:28:02.151133060
CET

Mar 4, 2021
22:28:02.799335003
CET

Mar 4, 2021
22:28:02.799335003
CET

Mar 4, 2021
22:28:04.139084101
CET

Mar 4, 2021
22:28:06.888396025
CET

Source IP

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

HTTPS Packets

Timestamp

Mar 4, 2021
22:28:01.524879932
CET

Copyright null 2021

Source IP

162.241.127.18 443

Dest IP
192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Source

Port Dest IP

Trans ID

0xd89c

0xd89c

0xcf35

0xf270

0x553

0x10fc

0x489e

0x7215

Oxd2a4

Oxd2a4

0x446f

0xe8f9

Dest
Port

192.168.2.3 49790

Reply Code Name CName Address Type Class
No error (0) db3pcor003- i-db3p- CNAME IN (0x0001)
com.be.1d cor003.api.p001.1drv.com (Canonical
rv.com name)
No error (0) i-db3p-cor 40.90.136.179 A (IP address)  IN (0x0001)
003.api.p0
01.1drv.com
No error (0) prda.aadg. www.tm.a.prd.aadg.traffic CNAME IN (0x0001)
msidentity.com  manager.net (Canonical
name)
No error (0) www.onenot prod.reverseproxy- CNAME IN (0x0001)
e.com onenote.com.akadns.net (Canonical
name)
No error (0) spoprod-a. spoprod- CNAME IN (0x0001)
akamaihd.net a.akamaihd.net.edgesuite (Canonical
.net name)
No error (0) ajax.aspne mscomajax.vo.msecnd.ne CNAME IN (0x0001)
tcdn.com t (Canonical
name)
No error (0) marinapayr 162.241.127.18 A (IP address)  IN (0x0001)
oll.com
No error (0) code.jquery.com cds.s5x3j6q5.hwcdn.net CNAME IN (0x0001)
(Canonical
name)
No error (0) cdnjs.clou 104.16.18.94 A (IP address)  IN (0x0001)
dflare.com
No error (0) cdnjs.clou 104.16.19.94 A (IP address)  IN (0x0001)
dflare.com
No error (0) marinapayr 162.241.127.18 A (IP address)  IN (0x0001)
oll.com
No error (0) maxcdn.boo cds.j3z9t3p6.hwedn.net CNAME IN (0x0001)
tstrapcdn.com (Canonical
name)
Not Not JA3 SSL Client
Subject Issuer Before After Fingerprint JA3 SSL Client Digest
CN=marinapayroll.com CN="cPanel, Inc. Thu Mar Thu Jun 771,49196-49195- 9e10692f1b7f78228b2d4e
CN="cPanel, Inc. Certification Certification 04 03 49200-49199- 424db3a98c
Authority", O="cPanel, Inc.",  Authority", 01:00:00 01:59:59 49188-49187-
L=Houston, ST=TX, C=US O="cPanel, Inc.", CET CEST 49192-49191-
CN=COMODO RSA L=Houston, ST=TX, 2021 2021 49162-49161-
Certification Authority, C=UsS Mon Sun May 49172-49171-157-
O=COMODO CA Limited, CN=COMODO RSA May 18 18 156-61-60-53-47-
L=Salford, ST=Greater Certification 02:00:00 01:59:59 10,0-10-11-13-35-
Manchester, C=GB Authority, CEST CEST 16-23-24-
O=COMODO CA 2015 2025 65281,29-23-24,0
Limited, L=Salford, ThuJan Mon Jan
ST=Greater 01 01
Manchester, C=GB  01:00:00 00:59:59
CN=AAA Certificate CET CET
Services, 2004 2029
O=Comodo CA
Limited, L=Salford,
ST=Greater
Manchester, C=GB
CN="cPanel, Inc. Certification CN=COMODO RSA Mon Sun May
Authority", O="cPanel, Inc.",  Certification May 18 18
L=Houston, ST=TX, C=US Authority, 02:00:00 01:59:59
O=COMODO CA CEST CEST
Limited, L=Salford, 2015 2025
ST=Greater
Manchester, C=GB
CN=COMODO RSA CN=AAA Certificate ThuJan Mon Jan
Certification Authority, Services, 01 01
O=COMODO CA Limited, O=Comodo CA 01:00:00 00:59:59
L=Salford, ST=Greater Limited, L=Salford, = CET CET
Manchester, C=GB ST=Greater 2004 2029
Manchester, C=GB
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Source

Timestamp Source IP Port

Mar 4, 2021
22:28:01.532419920
CET

162.241.127.18 443

Mar 4, 2021
22:28:02.903429985
CET

104.16.18.94 443

Mar 4, 2021
22:28:02.919409990
CET

104.16.18.94 443

Mar 4, 2021
22:28:04.456285954
CET

162.241.127.18 443

Copyright null 2021

Dest

Dest IP Port

192.168.2.3 49791

192.168.2.3 49806

192.168.2.3 49807

192.168.2.3 49808

Subject

CN=marinapayroll.com
CN="cPanel, Inc. Certification
Authority", O="cPanel, Inc.",
L=Houston, ST=TX, C=US
CN=COMODO RSA
Certification Authority,
O=COMODO CA Limited,
L=Salford, ST=Greater
Manchester, C=GB

CN="cPanel, Inc. Certification
Authority", O="cPanel, Inc.",
L=Houston, ST=TX, C=US

CN=COMODO RSA
Certification Authority,
O=COMODO CA Limited,
L=Salford, ST=Greater
Manchester, C=GB

CN-=sni.cloudflaressl.com,
O="Cloudflare, Inc.", L=San
Francisco, ST=CA, C=US
CN=Cloudflare Inc ECC CA-3,
O="Cloudflare, Inc.", C=US

CN=Cloudflare Inc ECC CA-3,
O="Cloudflare, Inc.", C=US

CN-=sni.cloudflaressl.com,
O="Cloudflare, Inc.", L=San
Francisco, ST=CA, C=US
CN=Cloudflare Inc ECC CA-3,
O="Cloudflare, Inc.", C=US

CN=Cloudflare Inc ECC CA-3,
O="Cloudflare, Inc.", C=US

CN=marinapayroll.com
CN="cPanel, Inc. Certification
Authority", O="cPanel, Inc.",
L=Houston, ST=TX, C=US
CN=COMODO RSA
Certification Authority,
O=COMODO CA Limited,
L=Salford, ST=Greater
Manchester, C=GB

Issuer

CN="cPanel, Inc.
Certification
Authority",
O="cPanel, Inc.",
L=Houston, ST=TX,
C=USs
CN=COMODO RSA
Certification
Authority,
0O=COMODO CA
Limited, L=Salford,
ST=Greater
Manchester, C=GB
CN=AAA Certificate
Services,
O=Comodo CA
Limited, L=Salford,
ST=Greater
Manchester, C=GB

CN=COMODO RSA
Certification
Authority,
0O=COMODO CA
Limited, L=Salford,
ST=Greater
Manchester, C=GB

CN=AAA Certificate
Services,
O=Comodo CA
Limited, L=Salford,
ST=Greater
Manchester, C=GB

CN=Cloudflare Inc
ECC CA-3,
O="Cloudflare, Inc.",
C=US CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Cloudflare Inc
ECC CA-3,
O="Cloudflare, Inc.",
C=US CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN="cPanel, Inc.
Certification
Authority",
O="cPanel, Inc.",
L=Houston, ST=TX,
C=USs
CN=COMODO RSA
Certification
Authority,
O=COMODO CA
Limited, L=Salford,
ST=Greater
Manchester, C=GB
CN=AAA Certificate
Services,
O=Comodo CA
Limited, L=Salford,
ST=Greater
Manchester, C=GB

Not
Before

Thu Mar
04
01:00:00
CET
2021
Mon
May 18
02:00:00
CEST
2015
Thu Jan
01
01:00:00
CET
2004

Mon
May 18
02:00:00
CEST
2015

Thu Jan
01
01:00:00
CET
2004

Wed Oct
21
02:00:00
CEST
2020
Mon Jan
27
13:48:08
CET
2020

Mon Jan
27
13:48:08
CET
2020

Wed Oct
21
02:00:00
CEST
2020
Mon Jan
27
13:48:08
CET
2020

Mon Jan
27
13:48:08
CET
2020

Thu Mar
04
01:00:00
CET
2021
Mon
May 18
02:00:00
CEST
2015
Thu Jan
01
01:00:00
CET
2004

Not
After

JA3 SSL Client
Fingerprint

JA3 SSL Client Digest

Thu Jun 771,49196-49195- 9e10692f1b7{78228b2d4e

03
01:59:59
CEST
2021
Sun May
18
01:59:59
CEST
2025
Mon Jan
01
00:59:59
CET
2029

Sun May
18
01:59:59
CEST
2025

Mon Jan
01
00:59:59
CET
2029

Thu Oct
21
01:59:59
CEST
2021
Wed

Jan 01
00:59:59
CET
2025

Wed

Jan 01
00:59:59
CET
2025

Thu Oct
21
01:59:59
CEST
2021
Wed

Jan 01
00:59:59
CET
2025

Wed

Jan 01
00:59:59
CET
2025

Thu Jun
03
01:59:59
CEST
2021
Sun May
18
01:59:59
CEST
2025
Mon Jan
01
00:59:59
CET
2029

49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
16-23-24-
65281,29-23-24,0

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
16-23-24-
65281,29-23-24,0

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
16-23-24-
65281,29-23-24,0

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
23-65281,29-23-
24,0

424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228h2d4e
424db3a98c

37f463bf4616ecd445d4al
937da06e19
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Source Dest Not Not JA3 SSL Client

Timestamp Source IP Port Dest IP Port  Subject Issuer Before After Fingerprint JA3 SSL Client Digest
CN="cPanel, Inc. Certification CN=COMODO RSA Mon Sun May
Authority", O="cPanel, Inc.",  Certification May 18 18
L=Houston, ST=TX, C=US Authority, 02:00:00 01:59:59

O=COMODO CA CEST CEST
Limited, L=Salford, 2015 2025
ST=Greater

Manchester, C=GB

CN=COMODO RSA CN=AAA Certificate ThuJan Mon Jan
Certification Authority, Services, 01 01
O=COMODO CA Limited, O=Comodo CA 01:00:00 00:59:59
L=Salford, ST=Greater Limited, L=Salford, = CET CET
Manchester, C=GB ST=Greater 2004 2029

Manchester, C=GB

Code Manipulations

Statistics

Behavior

@ iexplore.exe
@ iexplore.exe
@ dllhost.exe

@ explorer.exe
@ iexplore.exe

\=f' Click to jump to process

System Behavior

Analysis Process: iexplore.exe PID: 5728 Parent PID: 792

General

Start time: 22:27:17

Start date: 04/03/2021

Path: C:\Program Files\internet exploreniexplore.exe
Wow64 process (32bit): false

Commandline: ‘C:\Program Files\Internet Exploreniexplore.exe' -Embedding
Imagebase: 0x7ff6607c0000

File size: 823560 bytes

MDS5 hash: 6465CB92B25A7BC1DF8E01DBAC5E7596
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: low
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File Activities

Source
File Path Access Attributes Options Completion Count Address Symbol
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
Source
File Path Offset Length Completion Count Address Symbol
Registry Activities
Source
Key Path Completion Count Address Symbol
Source
Key Path Name Type Data Completion Count Address Symbol
Source
Key Path Name Type Old Data New Data Completion Count Address Symbol
Analysis Process: iexplore.exe PID: 780 Parent PID: 5728
General
Start time: 22:27:18
Start date: 04/03/2021
Path: C:\Program Files (x86)\Internet Explorer\iexplore.exe

Wow64 process (32bit):

Commandline:

Imagebase:
File size:
MD5 hash:

Has elevated privileges:

Has administrator privileges:

Programmed in:

Reputation:

File Activities

File Path

File Path

File Path

Registry Activities

Key Path

Key Path

Key Path

Name

Name Type

Offset

Access

Length Value

Type

Old Data

true

‘C:\Program Files (x86)\Internet Explore'\lIEXPLORE.EXE' SCODEF:5728 CREDAT:17410

Iprefetch:2
0xal0000
822536 bytes

071277CC2E3DF41EEEA8013E2AB58D5A

true
true

C, C++ or other language

low
Attributes Options
Ascii
Offset Length
Data
New Data

Completion

Completion

Completion

Completion

Completion

Completion

Count

Count

Count

Count

Count

Count

Source
Address Symbol

Source
Address Symbol

Source
Address Symbol

Source
Address Symbol

Source
Address Symbol

Source
Address Symbol

Analysis Process: dllhost.exe PID: 4732 Parent PID: 792

General
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Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

22:27:36

04/03/2021
C:\Windows\System32\dllhost.exe
false

C:\Windows\system32\DIIHost.exe /Processid:{49F171DD-B51A-40D3-9A6C-52D674CC729D
}

0x7ff7bc440000

20888 bytes

2528137C6745C4EADD87817A1909677E

true

true

C, C++ or other language

Reputation: low
File Activities
Source
File Path Offset Length Completion Count Address Symbol
Analysis Process: explorer.exe PID: 3388 Parent PID: 4732
General
Start time: 22:27:37
Start date: 04/03/2021
Path: C:\Windows\explorer.exe
Wow64 process (32bit): false
Commandline:
Imagebase: 0x7ff714890000
File size: 3933184 bytes
MDS5 hash: AD5296B280E8F522A8A897C96BABOEL1D
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Reputation: low
File Activities
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
Source
File Path Offset Length Completion Count Address Symbol
Analysis Process: iexplore.exe PID: 6296 Parent PID: 5728
General
Start time: 22:27:59
Start date: 04/03/2021
Path: C:\Program Files (x86)\Internet Explorer\iexplore.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

Copyright null 2021

true

‘C:\Program Files (x86)\Internet Explorel\lEXPLORE.EXE' SCODEF:5728 CREDAT:17438
Iprefetch:2

0xa10000

822536 bytes
071277CC2E3DF41EEEA8013E2AB58D5A
true

true

C, C++ or other language

low
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File Activities

Source

File Path Access Attributes Options Completion Count Address Symbol
Source

File Path Offset Length Value Ascii Completion Count Address Symbol
Source

File Path Offset Length Completion Count Address Symbol

Disassembly

Code Analysis
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