
ID: 364015
Cookbook: browseurl.jbs
Time: 17:10:07
Date: 05/03/2021
Version: 31.0.0 Emerald
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Analysis Report https://edulibsworg.ru/ertyhtbgrvfcdsetrbgv4refcd.php…

Overview

General Information

Sample URL: https://edulibsworg.r
u/ertyhtbgrvfcdsetrbgv4ref
cd.php

Analysis ID: 364015

Infos:

Most interesting Screenshot:

Detection

HTMLPhisherHTMLPhisher

Score: 56

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domainAntivirus detection for URL or domain

Yara detected HtmlPhish_10

Yara detected HtmlPhish_10

Yara detected HtmlPhish_10

Yara detected HtmlPhish_10

Yara detected HtmlPhish_10

Yara detected HtmlPhish_10

Yara detected HtmlPhish_10Yara detected HtmlPhish_10

HTML body contains low number of 

HTML body contains low number of 

HTML body contains low number of 

HTML body contains low number of 

HTML body contains low number of 

HTML body contains low number of 

HTML body contains low number of HTML body contains low number of ……

HTML title does not match URL

HTML title does not match URL

HTML title does not match URL

HTML title does not match URL

HTML title does not match URL

HTML title does not match URL

HTML title does not match URLHTML title does not match URL

Classification

Malware Configuration

Sigma Overview

No Sigma rule has matched

Signature Overview

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w7x64

iexplore.exe (PID: 268 cmdline: 'C:\Program Files\Internet Explorer\iexplore.exe' -Embedding MD5: 4EB098135821348270F27157F7A84E65)

iexplore.exe (PID: 2180 cmdline: 'C:\Program Files (x86)\Internet Explorer\IEXPLORE.EXE' SCODEF:268 CREDAT:275457 /prefetch:2 MD5: 

8A590F790A98F3D77399BE457E01386A)
cleanup

No configs have been found

Source Rule Description Author Strings

C:\Users\user\AppData\Local\Microsoft\Windows\Temp
orary Internet Files\Content.IE5\T4O403JZ\kujyhnbg
fvdctyu[1].htm

JoeSecurity_HtmlPhish_10 Yara detected 
HtmlPhish_10

Joe Security

Startup

Yara Overview

Dropped Files
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• AV Detection

• Phishing

• Compliance

• Networking

• System Summary

Click to jump to signature section

AV Detection:

Antivirus detection for URL or domain

Phishing:

Yara detected HtmlPhish_10

Compliance:

Uses new MSVCR Dlls

Uses secure TLS version for HTTPS connections

Mitre Att&ck Matrix

Initial
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Movement Collection Exfiltration
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and
Control

Network
Effects

Remote
Service
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Management
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Path
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Process
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Masquerading 1 OS
Credential
Dumping

File and
Directory
Discovery 1

Remote
Services

Data from
Local
System

Exfiltration
Over Other
Network
Medium

Encrypted
Channel 2

Eavesdrop on
Insecure
Network
Communication

Remotely
Track Device
Without
Authorization

Modify
System
Partition

Default
Accounts

Scheduled
Task/Job

Boot or
Logon
Initialization
Scripts

Boot or
Logon
Initialization
Scripts

Process
Injection 1

LSASS
Memory

Application
Window
Discovery

Remote
Desktop
Protocol

Data from
Removable
Media

Exfiltration
Over
Bluetooth

Non-
Application
Layer
Protocol 1

Exploit SS7 to
Redirect Phone
Calls/SMS

Remotely
Wipe Data
Without
Authorization

Device
Lockout

Domain
Accounts

At (Linux) Logon Script
(Windows)

Logon
Script
(Windows)

Obfuscated Files
or Information

Security
Account
Manager

Query
Registry

SMB/Windows
Admin Shares

Data from
Network
Shared
Drive

Automated
Exfiltration

Application
Layer
Protocol 2

Exploit SS7 to
Track Device
Location

Obtain
Device
Cloud
Backups

Delete
Device
Data

Local
Accounts

At (Windows) Logon Script
(Mac)

Logon
Script
(Mac)

Binary Padding NTDS System
Network
Configuration
Discovery

Distributed
Component
Object Model

Input
Capture

Scheduled
Transfer

Ingress
Tool
Transfer 1

SIM Card
Swap

Carrier
Billing
Fraud

Behavior Graph
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Behavior Graph
ID: 364015

URL: https://edulibsworg.ru/erty...

Startdate: 05/03/2021

Architecture: WINDOWS

Score: 56

favicon.ico

Antivirus detection
for URL or domain Yara detected HtmlPhish_10

iexplore.exe

7 37

        started       

iexplore.exe

2 35

        started       

edulibsworg.ru

103.153.182.185, 443, 49165, 49166

TWIDC-AS-APTWIDCLimitedHK

unknown

objectstorage.us-ashburn-1.oci.oraclecloud.com

134.70.24.1, 443, 49171, 49172

ORACLE-BMC-31898US

United States

7 other IPs or domains

C:\Users\user\...\kujyhnbgfvdctyu[1].htm, HTML

dropped

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Screenshots
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Source Detection Scanner Label Link

https://edulibsworg.ru/ertyhtbgrvfcdsetrbgv4refcd.php 0% Virustotal Browse

https://edulibsworg.ru/ertyhtbgrvfcdsetrbgv4refcd.php 0% Avira URL Cloud safe

No Antivirus matches

No Antivirus matches

No Antivirus matches

Source Detection Scanner Label Link

https://objectstorage.us-ashburn-
1.oraclecloud.com/n/idx0jpmo1evz/b/ythgrffrtyujnhtbgvrfcd/o/kujyhnbgfvdctyu.html

100% SlashNext Fake Login Page 
type: Phishing & 
Social Engineering

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files

Domains

URLs

Copyright null 2021 Page 7 of 28

https://www.virustotal.com/gui/url/7ac243add31dbe5a220ee8b1f80d78a8b92bba34177d04253bf57423ef50be7e/detection/u-7ac243add31dbe5a220ee8b1f80d78a8b92bba34177d04253bf57423ef50be7e-1614709051


https://abogadosparatodoswnet.ru/ytrgfrtyhnbgfvdc25feb/next.php 0% Avira URL Cloud safe

https://getbootstrap.com) 0% Avira URL Cloud safe

Source Detection Scanner Label Link

Name IP Active Malicious Antivirus Detection Reputation

stackpath.bootstrapcdn.com 104.18.10.207 true false high

cdnjs.cloudflare.com 104.16.18.94 true false high

maxcdn.bootstrapcdn.com 104.18.10.207 true false high

edulibsworg.ru 103.153.182.185 true false unknown

objectstorage.us-ashburn-1.oci.oraclecloud.com 134.70.24.1 true false high

ka-f.fontawesome.com unknown unknown false high

code.jquery.com unknown unknown false high

kit.fontawesome.com unknown unknown false high

objectstorage.us-ashburn-1.oraclecloud.com unknown unknown false high

favicon.ico unknown unknown false unknown

Name Malicious Antivirus Detection Reputation

https://objectstorage.us-ashburn-
1.oraclecloud.com/n/idx0jpmo1evz/b/ythgrffrtyujnhtbgvrfcd/o/kujyhnbgfvdctyu.html

false SlashNext: Fake Login Page type: Phishing & 
Social Engineering

high

Name Source Malicious Antivirus Detection Reputation

https://abogadosparatodoswnet.ru/ytrgfrtyhnbgfvdc25feb/next.
php

kujyhnbgfvdctyu[1].htm.1.dr false Avira URL Cloud: safe unknown

https://fontawesome.com free.min[1].css.1.dr false high

https://github.com/twbs/bootstrap/graphs/contributors) bootstrap.min[1].js0.1.dr false high

https://cdnjs.cloudflare.com/ajax/libs/popper.js/1.12.9/umd/pop
per.min.js

kujyhnbgfvdctyu[1].htm.1.dr false high

https://getbootstrap.com) bootstrap.min[1].css.1.dr, bootstrap.min
[1].js.1.dr

false Avira URL Cloud: safe low

https://code.jquery.com/jquery-3.2.1.slim.min.js kujyhnbgfvdctyu[1].htm.1.dr false high

https://github.com/twbs/bootstrap/blob/master/LICENSE) bootstrap.min[1].css.1.dr, bootstrap.min
[1].js0.1.dr

false high

https://stackpath.bootstrapcdn.com/bootstrap/4.1.3/js/bootstra
p.min.js

kujyhnbgfvdctyu[1].htm.1.dr false high

https://logo.clearbit.com/ kujyhnbgfvdctyu[1].htm.1.dr false high

opensource.org/licenses/MIT). popper.min[1].js.1.dr false high

https://kit.fontawesome.com/585b051251.js kujyhnbgfvdctyu[1].htm.1.dr false high

https://maxcdn.bootstrapcdn.com/bootstrap/4.0.0/js/bootstrap.
min.js

kujyhnbgfvdctyu[1].htm.1.dr false high

https://getbootstrap.com/) bootstrap.min[1].js0.1.dr false high

https://maxcdn.bootstrapcdn.com/bootstrap/4.0.0/css/bootstra
p.min.css

kujyhnbgfvdctyu[1].htm.1.dr false high

https://objectstorage.us-ashburn-
1.oraclecloud.com/n/idx0jpmo1evz/b/ythgrffrtyujnhtbgvrfcd/o/k
ujyhnb

{BD316631-7E18-11EB-ADCF-ECF4B
BB5915B}.dat.0.dr, ~DF61C7615D
0C13BE7F.TMP.0.dr

false high

https://fontawesome.com/license/free free.min[1].css.1.dr false high

Domains and IPs

Contacted Domains

Contacted URLs

URLs from Memory and Binaries

Contacted IPs
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General Information

Joe Sandbox Version: 31.0.0 Emerald

Analysis ID: 364015

Start date: 05.03.2021

Start time: 17:10:07

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 2m 57s

Hypervisor based Inspection enabled: false

Report type: light

Cookbook file name: browseurl.jbs

Sample URL: https://edulibsworg.ru/ertyhtbgrvfcdsetrbgv4refcd.
php

Analysis system description: Windows 7 x64 SP1 with Office 2010 SP2 (IE 11, FF52, 
Chrome 57, Adobe Reader DC 15, Flash 25.0.0.127, 
Java 8 Update 121, .NET 4.6.2)

Number of analysed new started processes analysed: 4

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: EGA enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

No. of IPs < 25%

25% < No. of IPs < 50%

50% < No. of IPs < 75%

75% < No. of IPs

IP Domain Country Flag ASN ASN Name Malicious

104.18.10.207 stackpath.bootstrapcdn.co
m

United States 13335 CLOUDFLARENETUS false

103.153.182.185 edulibsworg.ru unknown 134687 TWIDC-AS-
APTWIDCLimitedHK

false

104.16.18.94 cdnjs.cloudflare.com United States 13335 CLOUDFLARENETUS false

134.70.24.1 objectstorage.us-ashburn-
1.oci.oraclecloud.com

United States 31898 ORACLE-BMC-31898US false

Public
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Detection: MAL

Classification: mal56.phis.win@3/29@9/4

Cookbook Comments: Adjust boot time
Enable AMSI

Warnings:
Exclude process from analysis (whitelisted): 
dllhost.exe
TCP Packets have been reduced to 100
Excluded IPs from analysis (whitelisted): 
104.108.39.131, 192.35.177.64, 205.185.216.10, 
205.185.216.42, 13.107.13.80, 131.253.33.200, 
13.107.22.200, 104.18.22.52, 104.18.23.52, 
172.217.20.234, 209.197.3.24, 172.217.23.80, 
216.58.207.144, 216.58.207.176, 172.217.20.240, 
172.217.23.48, 172.64.202.28, 172.64.203.28, 
152.199.19.161
Excluded domains from analysis (whitelisted): 
cds.s5x3j6q5.hwcdn.net, storage.googleapis.com, 
ka-f.fontawesome.com.cdn.cloudflare.net, 
api.bing.com, afd.e-0001.dc-msedge.net, 
e11290.dspg.akamaiedge.net, 
iecvlist.microsoft.com, go.microsoft.com, 
audownload.windowsupdate.nsatc.net, 
au.download.windowsupdate.com.hwcdn.net, www-
bing-com.dual-a-0001.a-msedge.net, 
apps.identrust.com, au-bg-shim.trafficmanager.net, 
api-bing-com.e-0001.e-msedge.net, 
www.bing.com, 
kit.fontawesome.com.cdn.cloudflare.net, e-
0001.dc-msedge.net, fonts.googleapis.com, 
ajax.googleapis.com, ie9comview.vo.msecnd.net, 
ctldl.windowsupdate.com, 
cds.d2s7q6s2.hwcdn.net, 
r20swj13mr.microsoft.com, dual-a-0001.dc-
msedge.net, a-0001.a-
afdentry.net.trafficmanager.net, 
go.microsoft.com.edgekey.net, 
apps.digsigtrust.com, cs9.wpc.v0cdn.net
Report size getting too big, too many 
NtDeviceIoControlFile calls found.

No simulations

No context

No context

No context

No context

Show All

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs

Domains

ASN

JA3 Fingerprints

Dropped Files
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No context

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUrlCache\Content\77EC63BDA74BD0D0E0426DC8F8008506

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Microsoft Cabinet archive data, 58596 bytes, 1 file

Category: dropped

Size (bytes): 117192

Entropy (8bit): 7.995478615012125

Encrypted: true

SSDEEP: 3072:F2qSSwIm1m/QEBbgb1om2qSSwIm1m/QEBbgb1oQ:FJdwIm1m/QEOb1omJdwIm1m/QEOb1oQ

MD5: 2FEBC5EB397A71B7A4862D0DCC21CA5E

SHA1: 5568FBD6D7DB899850D3AAFF95FEC08952361678

SHA-256: 2E9BE05B763D01CB0CD6FDE8BC64432A012AD3ECD9A6F3099DDE740A2D148A13

SHA-512: B7D42B634F3B0CDC81CB94F281C8BB743BB98421AE54E21005637F762292D865EB1D71D43C4FF96AEE824527E9F7FB94FE5F5A4D35A22363A2A86AF8ABE0C41
4

Malicious: false

Reputation: low

Preview:
MSCF............,...................I........T........bR. .authroot.stl...s~.4..CK..8T....c_.d....A.K......&.-.J...."Y...$E.KB..D...D.....3.n..u.............|..=H4..c&.......f.,..=..-....p2.:..`HX......b.......
Di.a......M.....4.....i..}..:~N.<..>.*.V..CX......B......,.q.M.....HB..E~Q...)..Gax../..}7..f......O0...x..k..ha...y.K.0.h..(....{2Y.].g...yw..|0.+?.`-../.xvy..e......w.+^...w|.Q.k.9&.Q.EzS.f......>?
w.G.......v.F......A......-P.$.Y...u....Z..g..>.0&.y.(..<.].`>... ..R.q...g.Y..s.y.B..B....Z.4.<?.R....1.8.<.=.8..[a.s.......add..).NtX....r....R.&W4.5]....k.._iK..xzW.w.M.>,5.}..}.tLX5Ls3_..
).!..X.~...%.B.....YS9m.,.....BV`.Cee.....?......:.x-.q9j...Yps..W...1.A<.X.O....7.ei..a\.~=X....HN.#....h,....y...\.br.8.y"k).....~B..v....GR.g|.z..+.D8.m..F .h...*.........ItNs.\....s..,.f
`D...]..k...:9..lk.<D....u...........[...*.wY.O....P?.U.l....Fc.ObLq......Fvk..G9.8..!..\T:K`.......'.3......;.u..h...uD..^.bS...r........j..j .=...s .FxV....g.c.s..9.

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUrlCache\Content\E0F5C59F9FA661F6F4C50B87FEF3A15A
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: data

Category: dropped

Size (bytes): 1786

Entropy (8bit): 7.366016576663508

Encrypted: false

SSDEEP: 48:3ntmD5QQD5XC5RqHHXmXvp++hntmD5QQD5XC5RqHHXmXvp++x:3AJ8RAXmXvcOAJ8RAXmXvcu

MD5: 6AEB4E76C6F68EFD7A48092E9F0F3492

SHA1: 823A035C0BDCC3DC09C881E788F7FACA53C6B458

SHA-256: FE1B9A0EABF44FDBE4DDE97C3CC1209FAD2FBB2D2D7476FFBF64066BD9919A4F

SHA-512: 50D98FB4C9875B1AED0AEC06A9C934DB5010B6C5F54539E323EC14FD487E1D92D01652E4614DDF308AB2F1EDEA9E9CB1E23030C971255CC106016C6E7BBAF48
C

Malicious: false

Reputation: low

Preview:
0..y..*.H.........j0..f...1.0...*.H.........N0..J0..2.......D....'..09...@k0...*.H........0?1$0"..U....Digital Signature Trust Co.1.0...U....DST Root CA X30...000930211219Z..210930
140115Z0?1$0"..U....Digital Signature Trust Co.1.0...U....DST Root CA X30.."0...*.H.............0..........P..W..be......,k0.[...}.@......3vI*.?!I..N..>H.e...!.e.*.2....w..{........s.z..2..~
..0....*8.y.1.P..e.Qc...a.Ka..Rk...K.(.H......>.... .[.*....p....%.tr.{j.4.0...h.{T....Z...=d.....Ap..r.&.8U9C....\@........%.......:..n.>..\..<.i....*.)W..=....]......B0@0...U.......0....0...U.......
....0...U.........{,q...K.u...`...0...*.H...............,...\...(f7:...?K.... ]..YD.>.>..K.t.....t..~.....K. D....}..j.....N..:.pI...........:^H...X._..Z.....Y..n......f3.Y[...sG.+..7H..VK....r2...D.SrmC.&H.Rg.
X..gvqx...V..9$1....Z0G..P.......dc`........}...=2.e..|.Wv..(9..e...w.j..w.......)...55.1.0..y..*.H.........j0..f...1.0...*.H.........N0..J0..2.......D....'..09...@k0...*.H........0?1$0"..U....Dig

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUrlCache\MetaData\77EC63BDA74BD0D0E0426DC8F8008506
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: data

Category: dropped

Size (bytes): 652

Entropy (8bit): 3.125371779459179

Encrypted: false

SSDEEP: 12:EwTJ6HkPlE99SNxAhUe0hewTJ6HkPlE99SNxAhUe0ht:bokPcUQUPh5okPcUQUPht

MD5: 4DD7C6AFE5455C5C89E773C6379CE521

SHA1: 1BF9A13A82C4D900261E49701A5C9635C65196A4

SHA-256: DACB2A9B396CF7E30C41E710B8A156E215FF8A1DD0C2474E8FC8B782F52D382C

SHA-512: 3F4EBF5699DDEDE804BD33DC40C8A84555411ED738D153E6DA55CB8039FDFD3A3BA799B9634E2349FCC9FE4BAA9F6C3BC1E3B40429D4B87751A690C34283DA
1C

Malicious: false

Reputation: low

Preview:
p...... .........e..%...(....................................................... ...................$...............h.t.t.p.:././.c.t.l.d.l...w.i.n.d.o.w.s.u.p.d.a.t.e...c.o.m./.m.s.d.o.w.n.l.o.a.d./.u.p.d.a.t.e./.v.3./.
s.t.a.t.i.c./.t.r.u.s.t.e.d.r./.e.n./.a.u.t.h.r.o.o.t.s.t.l...c.a.b...".0.d.8.f.4.f.3.f.6.f.d.7.1.:.0."...p...... ........I..%...(....................................................... ...................$...............h.t.t.p.:
././.c.t.l.d.l...w.i.n.d.o.w.s.u.p.d.a.t.e...c.o.m./.m.s.d.o.w.n.l.o.a.d./.u.p.d.a.t.e./.v.3./.s.t.a.t.i.c./.t.r.u.s.t.e.d.r./.e.n./.a.u.t.h.r.o.o.t.s.t.l...c.a.b...".0.d.8.f.4.f.3.f.6.f.d.7.1.:.0."...

Created / dropped Files
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C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUrlCache\MetaData\E0F5C59F9FA661F6F4C50B87FEF3A15A
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: data

Category: dropped

Size (bytes): 504

Entropy (8bit): 3.0262697413686035

Encrypted: false

SSDEEP: 6:kKtKPnliBAIdQZV7eAYLiWKGnliBAIdQZV7eAYLit:MvlidKOzlidKOe

MD5: 151704D00CCC2A4CC41A6DAED0340AF5

SHA1: 7D28FDC6321881E39E48CC68626B682DBB1498FA

SHA-256: 3C3BB04253909FE060DF9A90DE6508169FA3BDB864D7E61AF0DFA8FE0CA70EA5

SHA-512: AC1D86D4DD775ED6D463A702155338E66038C7640D63C2B86EFE9D6321CA482FA63F54565075883D774E6179CF47752EABAA07BFB3C2CDB9DC04ED12D5E32C2
B

Malicious: false

Reputation: low

Preview:
p...... ....`...<...%...(....................................................... ........u.........(...........}...h.t.t.p.:././.a.p.p.s...i.d.e.n.t.r.u.s.t...c.o.m./.r.o.o.t.s./.d.s.t.r.o.o.t.c.a.x.3...p.7.c...".3.7.d.-.5.9.e.7.6
.b.3.c.6.4.b.c.0."...p...... ....`...]. .%...(....................................................... ........u.........(...........}...h.t.t.p.:././.a.p.p.s...i.d.e.n.t.r.u.s.t...c.o.m./.r.o.o.t.s./.d.s.t.r.o.o.t.c.a.x.3...p.7.c.
..".3.7.d.-.5.9.e.7.6.b.3.c.6.4.b.c.0."...

C:\Users\user\AppData\LocalLow\Microsoft\Internet Explorer\Services\search_{0633EE93-D776-472f-A0FF-E1416B8B2E3A}.ico
Process: C:\Program Files\Internet Explorer\iexplore.exe

File Type: MS Windows icon resource - 1 icon, 32x32, 32 bits/pixel

Category: dropped

Size (bytes): 4286

Entropy (8bit): 3.8046022951415335

Encrypted: false

SSDEEP: 24:suZOWcCXPRS4QAUs/KBy3TYI42Apvl6wheXpktCH2Yn4KgISQggggFpz1k9PAYHu:HBRh+sCBykteatiBn4KWi1+Ne

MD5: DA597791BE3B6E732F0BC8B20E38EE62

SHA1: 1125C45D285C360542027D7554A5C442288974DE

SHA-256: 5B2C34B3C4E8DD898B664DBA6C3786E2FF9869EFF55D673AA48361F11325ED07

SHA-512: D8DC8358727590A1ED74DC70356AEDC0499552C2DC0CD4F7A01853DD85CEB3AEAD5FBDC7C75D7DA36DB6AF2448CE5ABDFF64CEBDCA3533ECAD953C061A9B
338E

Malicious: false

Reputation: low

Preview:
......  .... .........(... ...@..... ...................................................................................................................................................................................................N...Sz..R...R...P.
..N..L..H..DG..........................................................................................R6..U...U...S...R...P...N..L..I..F..B...7...............................................................................S6..V...V...U...S
...R...P...N..L..I..F..C...?..:z......................................................................O...W...V...V...U...S...R...P...N..L..I..E..C...?...;..{7..q2$..............................................................T..D
..]...S)..p6..J...R...P...N..L..I..E..B..>..;..z7..p2..f,X.........................................................A..O#..N!..N!..N!..P$..q:...P...N..K..I..E..A..=..9..x5..n0..e,...5......................................
.............Ea.Z,..T$..T$..T

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\RecoveryStore.{BD31662F-7E18-11EB-ADCF-ECF4BBB5915B}.dat
Process: C:\Program Files\Internet Explorer\iexplore.exe

File Type: Microsoft Word Document

Category: dropped

Size (bytes): 30296

Entropy (8bit): 1.8540645173072134

Encrypted: false

SSDEEP: 48:IvkjGcpUhGwp0+wG/apn+/bGIpH+/NLGvnZpE+/Nsv/QGoDVqpq+/NsUxGo4P35n:MkZK7KtpuJFaz/B0Fx3lbc90acX

MD5: 9E7EB3ACCD00DDADBB45881C93F61CBC

SHA1: 74E3FD23FE3284DE2A48E59FB6DADAF0431C60F7

SHA-256: 91DD9EDAEDACABA5B8BF84B69780B73349E144A8B66440F55E39216D66C2EB8B

SHA-512: 88CB3E1C3EB80C632C087A8838BF069E759EFB37B0A69239136826A674E59F9A63FC28068AF5162D75EF70614A9528B162B850EB55DCD704FD8ACC6C93DE6C0D

Malicious: false

Reputation: low

Preview:
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................................................R.o.o.t. .E.n.t.r.
y.............................................................................................................................................................................................................................................................................
........................................................................................................................................................................................................

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{BD316631-7E18-11EB-ADCF-ECF4BBB5915B}.dat
Process: C:\Program Files\Internet Explorer\iexplore.exe

File Type: Microsoft Word Document

Category: dropped

Size (bytes): 27944

Entropy (8bit): 1.878517141216712

Encrypted: false
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SSDEEP: 96:M1ZKobU/VJGeSbccpUJnzjU8alQSweAkA9ADn8Rr:M1ZKob0VJG7bccpUJnzjUXKi18NRr

MD5: 9A92144B48FF9F9C3FECE325753BA8AC

SHA1: 6712E9ACA60DCCD6306E4B5583FE3042DADBFF15

SHA-256: 26072611A2846DAFC65CB819E17557209C23CFE1B5E357872C968A06414F44C1

SHA-512: DBF262CECCB9122C1B74A801095781DC97B83E3CE8F4F2E1A149664FC3588057C5D9BF224D344F9FA666CF5BA319BA2CBE3C7F23D728C4D6CC6DC54AD97FFD
57

Malicious: false

Reputation: low

Preview:
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................................................R.o.o.t. .E.n.t.r.
y.............................................................................................................................................................................................................................................................................
........................................................................................................................................................................................................

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{BD316631-7E18-11EB-ADCF-ECF4BBB5915B}.dat

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{C450C440-7E18-11EB-ADCF-ECF4BBB5915B}.dat
Process: C:\Program Files\Internet Explorer\iexplore.exe

File Type: Microsoft Word Document

Category: dropped

Size (bytes): 16984

Entropy (8bit): 1.566831357842688

Encrypted: false

SSDEEP: 48:Iv7jGcpUdGwpNkjG4pPwGrapgSAGQpZ2G7HpChTGIpG:M7ZKHbkVJOeSo/h03A

MD5: 8DBE06C48B78C1521A560D7DDA081B24

SHA1: 445C895DA6D80A2F2D833FEFB5A74FEAD85281CA

SHA-256: 05D1C443FAB9FD73117CA9155F44325878A5EC1FBE7C441288936360984AB3F7

SHA-512: 2F58CA0DB0EAB8E79604C5832B13E1C81A49A3F9058CA4E86B9C3D3A287016B68ADB956C7B4CECBC3401731F1E932FF0F5F6D7D481AA4D3E90563159F01EB96
F

Malicious: false

Reputation: low

Preview:
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................................................R.o.o.t. .E.n.t.r.
y.............................................................................................................................................................................................................................................................................
........................................................................................................................................................................................................

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\5JC0A1KN\css[1].css
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text

Category: downloaded

Size (bytes): 223

Entropy (8bit): 5.142612311542767

Encrypted: false

SSDEEP: 6:0IFFDK+Q+56ZRWHMqh7izlpdRSRk68k3tg9EFNin:jFI+QO6ZRoMqt6p3Tk9g9CY

MD5: 72C5D331F2135E52DA2A95F7854049A3

SHA1: 572F349BB65758D377CCBAE434350507341ACD7B

SHA-256: C3A12D7E8F6B2B1F5E4CD0C9938DFC79532AEF90802B424EE910093F156586DA

SHA-512: 9EA12CC277C9858524083FEBBE1A3E61FDECE5268F63B14C9FFAFE29396C7CCDB3B07BE10E829936BCCD8F3B9E39DCFA6BC4316F189E4CEA914F1D06916DB
66B

Malicious: false

Reputation: low

IE Cache URL: https://fonts.googleapis.com/css?family=Archivo+Narrow&display=swap

Preview:
@font-face {.  font-family: 'Archivo Narrow';.  font-style: normal;.  font-weight: 400;.  font-display: swap;.  src: url(https://fonts.gstatic.com/s/archivonarrow/v12/tss
0ApVBdCYD5Q7hcxTE1ArZ0bbwiXo.woff) format('woff');.}.

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\5JC0A1KN\weblogo[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 300 x 300, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 7838

Entropy (8bit): 7.852417150398929

Encrypted: false

SSDEEP: 192:fP5Z6h/Zpcq1W78B+OsCtNekvr8m/bD5blY+ZRPjjuQsSTFeRZ:naxrcq1WYoxCPRvr8mXBlY+qZ

MD5: 40AE4F6568F8A76588FF3DCB4D5F43B4

SHA1: F3643C44611D47E477C2B718C2FF40A20182964C

SHA-256: 31CCB91FFA866D8E061ADA54BC00A8EE5F098EB8014607EB92F25D3B8A9EAB2F

SHA-512: EFCAFB08674C2A767A11D06631D74F442E5EEB7DAF2B34C4515F4D9C8D1E98EE328FAF066EE44950A49EBC8906E9D8C99543FE0EBB53652B5F8270A9B9F03A5
7
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Malicious: false

Reputation: low

IE Cache URL: https://storage.googleapis.com/oijhgbfvergyt4res.appspot.com/weblogo.png

Preview:
.PNG........IHDR...,...,.....y}.u...eIDATx....8..U.@.....G...@.$i.:.......`..:.w.nt}%K..H..9..&.}...2.................................................................................................................................
...................................................................................................................7..p5..W.~......:..._....G......'.xL.v3..lkv......c......a...........n.(....}.k....|.}.PDKU{......6v..7....p1..R.="
..Q6..5z.b^...8....."..0e.s...e......:\...>R..S.-..\..(q....T...BN...U.[.q....)?.....K...V<...>.9.....O.............#.yk......X..'../.o...C.[.p.p..G.h...b><z.K....O*.cf.}@&....S1.I+`....).s..d\.hi@..u
`.X.*.....".Ze.o`..#R.Z...........Z%.E...f%..#..o...D.......+...=.[..y.(t...oM....=@q...r_ .qygD..."..x....V...9&f..`.}....~...0n...@..\......b.c".."...&5..-&.+..A8vm0..a...i.kkL......._.-.+.+..<p3_..
....n..7..H.V......Lt...Zk....(+.XDW..T....e..5\.g.[.a.l.G6ui.9.c;^.N..-8u...N......G.K..g"+...<p3..{n.k0

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\5JC0A1KN\weblogo[1].png

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\T4O403JZ\favicon[1].ico
Process: C:\Program Files\Internet Explorer\iexplore.exe

File Type: MS Windows icon resource - 1 icon, 32x32, 32 bits/pixel

Category: downloaded

Size (bytes): 4286

Entropy (8bit): 3.8046022951415335

Encrypted: false

SSDEEP: 24:suZOWcCXPRS4QAUs/KBy3TYI42Apvl6wheXpktCH2Yn4KgISQggggFpz1k9PAYHu:HBRh+sCBykteatiBn4KWi1+Ne

MD5: DA597791BE3B6E732F0BC8B20E38EE62

SHA1: 1125C45D285C360542027D7554A5C442288974DE

SHA-256: 5B2C34B3C4E8DD898B664DBA6C3786E2FF9869EFF55D673AA48361F11325ED07

SHA-512: D8DC8358727590A1ED74DC70356AEDC0499552C2DC0CD4F7A01853DD85CEB3AEAD5FBDC7C75D7DA36DB6AF2448CE5ABDFF64CEBDCA3533ECAD953C061A9B
338E

Malicious: false

Reputation: low

IE Cache URL: www.bing.com/favicon.ico

Preview:
......  .... .........(... ...@..... ...................................................................................................................................................................................................N...Sz..R...R...P.
..N..L..H..DG..........................................................................................R6..U...U...S...R...P...N..L..I..F..B...7...............................................................................S6..V...V...U...S
...R...P...N..L..I..F..C...?..:z......................................................................O...W...V...V...U...S...R...P...N..L..I..E..C...?...;..{7..q2$..............................................................T..D
..]...S)..p6..J...R...P...N..L..I..E..B..>..;..z7..p2..f,X.........................................................A..O#..N!..N!..N!..P$..q:...P...N..K..I..E..A..=..9..x5..n0..e,...5......................................
.............Ea.Z,..T$..T$..T

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\T4O403JZ\kujyhnbgfvdctyu[1].htm

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, ASCII text, with CRLF line terminators

Category: downloaded

Size (bytes): 9057

Entropy (8bit): 4.776689690201059

Encrypted: false

SSDEEP: 96:scFTMuZl9Mu028oN/AwDEbP3rRT4/BlFmS30vyfJWcyu0e4228:lFT9N902nmfh4ZlcS30KhWcyu0828

MD5: 36B3FB81B81DF125C17477C069F9B30C

SHA1: 7F24AC1F219A0E55E5C327AD1FEA9A044D377114

SHA-256: 0BCAC2ED5C8524B8DBA3B3E5AF4AB14F970FDA42F8358407C05CA29CBFBED339

SHA-512: D3B9CA4D9BDD3C540A1F08F13FC628BEF03F154AE16C74055EFBCA86CD914C4FAE37F00B0028F158E6B95E4CD6B058FEA816F0412093B1FF2AE4EBC19DFC7A
BC

Malicious: true

Yara Hits: Rule: JoeSecurity_HtmlPhish_10, Description: Yara detected HtmlPhish_10, Source: C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet 
Files\Content.IE5\T4O403JZ\kujyhnbgfvdctyu[1].htm, Author: Joe Security

Reputation: low

IE Cache URL: https://objectstorage.us-ashburn-1.oraclecloud.com/n/idx0jpmo1evz/b/ythgrffrtyujnhtbgvrfcd/o/kujyhnbgfvdctyu.html

Preview:
<!DOCTYPE html>..<html>....<head>..    <meta http-equiv="Content-Type" content="text/html; charset=UTF-8">..    <title>...Login...</title>..       Bootstrap CSS -->..    
<link rel="stylesheet" href="https://maxcdn.bootstrapcdn.com/bootstrap/4.0.0/css/bootstrap.min.css" integrity="sha384-Gn5384xqQ1aoWXA+058RXPxPg6fy4IWv
TNh0E263XmFcJlSAwiGgFAW/dAiS6JXm" crossorigin="anonymous">..    <link href="https://fonts.googleapis.com/css?family=Archivo+Narrow&display=swap" rel="
stylesheet">..    <script src="https://kit.fontawesome.com/585b051251.js" crossorigin="anonymous"></script>..    <link rel="stylesheet" href="https://storage.googleapis.c
om/oijhgbfvergyt4res.appspot.com/landing.css">..</head>....<body>..    <div id="html_encoder_div">..        <div class="container">..            <div class="office show b
order shadow bg-light" id="others">..                <div class="office-holder">..                    <div class="logo" style="text-align:center">..                        <div id="login_l

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\T4O403JZ\landing[1].css
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text

Category: downloaded

Size (bytes): 1885

Entropy (8bit): 4.865955988292241

Encrypted: false

SSDEEP: 48:fpFa4v26AKnzhyT6VX0Ys03xVnD4et4nCCm46o64sn4r14br:fy4FAKnETa0Ysurn0y4/m4lvk4B4f

MD5: 673A72457FDC4E41205701CAAD05C205

SHA1: 07A41BCC92BF10346761A1EC007B24301E61F22C

SHA-256: BED9A5050FF03491E4F55741A3B3EC18429D79C8337FFB2FB4511DA79B6A10EE
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SHA-512: 962D9DE8C45685536553F768F7AD43D0AF10F034E762A5467DCE182DBF3DCA2B8707EBCDEE949CB759CCF1E78214006B068DD0626886D8B3248A8EC0CDAB222
8

Malicious: false

Reputation: low

IE Cache URL: https://storage.googleapis.com/oijhgbfvergyt4res.appspot.com/landing.css

Preview:
body{....background: #D1D8F3;...}.....container{....width:100%;....display: flex;....justify-content: center;....align-items: center;....height: 100vh;...}.....office{....width: 38
0px;....background: #fff;...}.....office-holder{....width:80%;....margin: auto;....padding: 20px 0px;...}.....logo{....width:100%;....float: left;....margin-bottom: 2em;...}.....logo h1{....
font-family: arial;...}.....verify{....width: 70%;....margin: auto;...}.....verify h4{....font-family: arial;...}....fieldset{....width: 90%;....float: right;....border:2px solid #4285f4;....border-
radius: 5px;...}....legend{....font-size: 15px;....overflow: hidden;....width: 42%;....padding:0px 2px;....margin: 0px;...}.....verify input[type='text']{....width: 100%;....float: r
ight;....border:none;....padding:3px 10px;...}.....verify button{....border:none;....height: 40px;....width: 80px;....float: right;....margin-top: 2em;....background: #4285f4;....b
order-radius: 5px;....color: #fff;...}.....email-to-verify{....border:

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\T4O403JZ\landing[1].css

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\T4O403JZ\popper.min[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 19188

Entropy (8bit): 5.212814407014048

Encrypted: false

SSDEEP: 384:+CbuG4xGNoDic2UjKPafxwC5b/4xQviOJU7QzxzivDdE3pcGdjkd/9jt3B+Kb964:zb4xGmiJfaf7gxQvVU7eziv+cSjknZ3f

MD5: 70D3FDA195602FE8B75E0097EED74DDE

SHA1: C3B977AA4B8DFB69D651E07015031D385DED964B

SHA-256: A52F7AA54D7BCAAFA056EE0A050262DFC5694AE28DEE8B4CAC3429AF37FF0D66

SHA-512: 51AFFB5A8CFD2F93B473007F6987B19A0A1A0FB970DDD59EF45BD77A355D82ABBBD60468837A09823496411E797F05B1F962AE93C725ED4C00D514BA40269D14

Malicious: false

Reputation: low

IE Cache URL: https://cdnjs.cloudflare.com/ajax/libs/popper.js/1.12.9/umd/popper.min.js

Preview:
/*. Copyright (C) Federico Zivolo 2017. Distributed under the MIT License (license terms are at http://opensource.org/licenses/MIT).. */(function(e,t){'object'==typeof ex
ports&&'undefined'!=typeof module?module.exports=t():'function'==typeof define&&define.amd?define(t):e.Popper=t()})(this,function(){'use strict';function e(e){return e&&'
[object Function]'==={}.toString.call(e)}function t(e,t){if(1!==e.nodeType)return[];var o=getComputedStyle(e,null);return t?o[t]:o}function o(e){return'HTML'===e.nodeName?
e:e.parentNode||e.host}function n(e){if(!e)return document.body;switch(e.nodeName){case'HTML':case'BODY':return e.ownerDocument.body;case'#document':return e.b
ody;}var i=t(e),r=i.overflow,p=i.overflowX,s=i.overflowY;return /(auto|scroll)/.test(r+s+p)?e:n(o(e))}function r(e){var o=e&&e.offsetParent,i=o&&o.nodeName;return i&&'BOD
Y'!==i&&'HTML'!==i?-1!==['TD','TABLE'].indexOf(o.nodeName)&&'static'===t(o,'position')?r(o):o:e?e.ownerDocument.documentElement:document.documentEleme
nt}functio

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\XNHC0JWC\bootstrap.min[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 51039

Entropy (8bit): 5.247253437401007

Encrypted: false

SSDEEP: 768:E9Yw7GuJM+HV0cen/7Kh5rM7V4RxCKg8FW/xsXQUd+FiID65r48Hgp5HRl+:E9X7PMIM7V4R5LFAxTWyuHHgp5HRl+

MD5: 67176C242E1BDC20603C878DEE836DF3

SHA1: 27A71B00383D61EF3C489326B3564D698FC1227C

SHA-256: 56C12A125B021D21A69E61D7190CEFA168D6C28CE715265CEA1B3B0112D169C4

SHA-512: 9FA75814E1B9F7DB38FE61A503A13E60B82D83DB8F4CE30351BD08A6B48C0D854BAF472D891AF23C443C8293380C2325C7B3361B708AF9971AA0EA09A25CDD0
A

Malicious: false

Reputation: low

IE Cache URL: https://stackpath.bootstrapcdn.com/bootstrap/4.1.3/js/bootstrap.min.js

Preview:
/*!.  * Bootstrap v4.1.3 (https://getbootstrap.com/).  * Copyright 2011-2018 The Bootstrap Authors (https://github.com/twbs/bootstrap/graphs/contributors).  * Licensed un
der MIT (https://github.com/twbs/bootstrap/blob/master/LICENSE).  */.!function(t,e){"object"==typeof exports&&"undefined"!=typeof module?e(exports,require("jque
ry"),require("popper.js")):"function"==typeof define&&define.amd?define(["exports","jquery","popper.js"],e):e(t.bootstrap={},t.jQuery,t.Popper)}(this,function(t,e,h){"use 
strict";function i(t,e){for(var n=0;n<e.length;n++){var i=e[n];i.enumerable=i.enumerable||!1,i.configurable=!0,"value"in i&&(i.writable=!0),Object.defineProperty(t,i.key,i)}}funct
ion s(t,e,n){return e&&i(t.prototype,e),n&&i(t,n),t}function l(r){for(var t=1;t<arguments.length;t++){var o=null!=arguments[t]?arguments[t]:{},e=Object.keys(o);"function"
==typeof Object.getOwnPropertySymbols&&(e=e.concat(Object.getOwnPropertySymbols(o).filter(function(t){return Object.getOwnPropertyDescriptor(o,t).enum

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\XNHC0JWC\jquery-3.2.1.slim.min[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 69597

Entropy (8bit): 5.369216080582935

Encrypted: false

SSDEEP: 1536:qNhEyjjTikEJO4edXXe9J578go6MWX2xkjVe4c4j2ll2Ac7pK3F71QDU8CuT:Exc2yjq4j2uYnQDU8CuT

MD5: 5F48FC77CAC90C4778FA24EC9C57F37D
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SHA1: 9E89D1515BC4C371B86F4CB1002FD8E377C1829F

SHA-256: 9365920887B11B33A3DC4BA28A0F93951F200341263E3B9CEFD384798E4BE398

SHA-512: CAB8C4AFA1D8E3A8B7856EE29AE92566D44CEEAD70C8D533F2C98A976D77D0E1D314719B5C6A473789D8C6B21EBB4B89A6B0EC2E1C9C618FB1437EBC77D3A
269

Malicious: false

Reputation: low

IE Cache URL: https://code.jquery.com/jquery-3.2.1.slim.min.js

Preview:
/*! jQuery v3.2.1 -ajax,-ajax/jsonp,-ajax/load,-ajax/parseXML,-ajax/script,-ajax/var/location,-ajax/var/nonce,-ajax/var/rquery,-ajax/xhr,-manipulation/_evalUrl,-event/ajax,-
effects,-effects/Tween,-effects/animatedSelector | (c) JS Foundation and other contributors | jquery.org/license */.!function(a,b){"use strict";"object"==typeof module
&&"object"==typeof module.exports?module.exports=a.document?b(a,!0):function(a){if(!a.document)throw new Error("jQuery requires a window with a document");return 
b(a)}:b(a)}("undefined"!=typeof window?window:this,function(a,b){"use strict";var c=[],d=a.document,e=Object.getPrototypeOf,f=c.slice,g=c.concat,h=c.push,i=c.indexOf,j=
{},k=j.toString,l=j.hasOwnProperty,m=l.toString,n=m.call(Object),o={};function p(a,b){b=b||d;var c=b.createElement("script");c.text=a,b.head.appendChild(c).pare
ntNode.removeChild(c)}var q="3.2.1 -ajax,-ajax/jsonp,-ajax/load,-ajax/parseXML,-ajax/script,-ajax/var/location,-ajax/var/nonce,-ajax/var/rquery,-ajax/xhr,-manipulation/_e

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\XNHC0JWC\jquery-3.2.1.slim.min[1].js

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\XNHC0JWC\jquery.min[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 85578

Entropy (8bit): 5.366055229017455

Encrypted: false

SSDEEP: 1536:EYE1JVoiB9JqZdXXe2pD3PgoIiulrUndZ6a4tfOR7WpfWBZ2BJda4w9W3qG9a986:v4J+OlfOhWppCW6G9a98Hr2

MD5: 2F6B11A7E914718E0290410E85366FE9

SHA1: 69BB69E25CA7D5EF0935317584E6153F3FD9A88C

SHA-256: 05B85D96F41FFF14D8F608DAD03AB71E2C1017C2DA0914D7C59291BAD7A54F8E

SHA-512: 0D40BCCAA59FEDECF7243D63B33C42592541D0330FEFC78EC81A4C6B9689922D5B211011CA4BE23AE22621CCE4C658F52A1552C92D7AC3615241EB640F8514D
B

Malicious: false

Reputation: low

IE Cache URL: https://ajax.googleapis.com/ajax/libs/jquery/2.2.4/jquery.min.js

Preview:
/*! jQuery v2.2.4 | (c) jQuery Foundation | jquery.org/license */.!function(a,b){"object"==typeof module&&"object"==typeof module.exports?module.exports=a.document?
b(a,!0):function(a){if(!a.document)throw new Error("jQuery requires a window with a document");return b(a)}:b(a)}("undefined"!=typeof window?window:this,function(a,b)
{var c=[],d=a.document,e=c.slice,f=c.concat,g=c.push,h=c.indexOf,i={},j=i.toString,k=i.hasOwnProperty,l={},m="2.2.4",n=function(a,b){return new n.fn.init(a,b)},o=/^[\s\uF
EFF\xA0]+|[\s\uFEFF\xA0]+$/g,p=/^-ms-/,q=/-([\da-z])/gi,r=function(a,b){return b.toUpperCase()};n.fn=n.prototype={jquery:m,constructor:n,selector:"",length:0,toArray:func
tion(){return e.call(this)},get:function(a){return null!=a?0>a?this[a+this.length]:this[a]:e.call(this)},pushStack:function(a){var b=n.merge(this.constructor(),a);return 
b.prevObject=this,b.context=this.context,b},each:function(a){return n.each(this,a)},map:function(a){return this.pushStack(n.map(this,function(b,c){return a.call

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\ZAE7RW1P\bootstrap.min[1].css
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 144877

Entropy (8bit): 5.049937202697915

Encrypted: false

SSDEEP: 1536:GcoqwrUPyDHU7c7TcDEBi82NcuSELL4d/+oENM6HN26Q:VoPgPard2oENM6HN26Q

MD5: 450FC463B8B1A349DF717056FBB3E078

SHA1: 895125A4522A3B10EE7ADA06EE6503587CBF95C5

SHA-256: 2C0F3DCFE93D7E380C290FE4AB838ED8CADFF1596D62697F5444BE460D1F876D

SHA-512: 93BF1ED5F6D8B34F53413A86EFD4A925D578C97ABC757EA871F3F46F340745E4126C48219D2E8040713605B64A9ECF7AD986AA8102F5EA5ECF9228801D962F5D

Malicious: false

Reputation: low

IE Cache URL: https://maxcdn.bootstrapcdn.com/bootstrap/4.0.0/css/bootstrap.min.css

Preview:
/*!. * Bootstrap v4.0.0 (https://getbootstrap.com). * Copyright 2011-2018 The Bootstrap Authors. * Copyright 2011-2018 Twitter, Inc.. * Licensed under MIT (https://github
.com/twbs/bootstrap/blob/master/LICENSE). */:root{--blue:#007bff;--indigo:#6610f2;--purple:#6f42c1;--pink:#e83e8c;--red:#dc3545;--orange:#fd7e14;--yellow:#ffc107;--
green:#28a745;--teal:#20c997;--cyan:#17a2b8;--white:#fff;--gray:#6c757d;--gray-dark:#343a40;--primary:#007bff;--secondary:#6c757d;--success:#28a745;--info:#17a2b8;--
warning:#ffc107;--danger:#dc3545;--light:#f8f9fa;--dark:#343a40;--breakpoint-xs:0;--breakpoint-sm:576px;--breakpoint-md:768px;--breakpoint-lg:992px;--breakpoint-
xl:1200px;--font-family-sans-serif:-apple-system,BlinkMacSystemFont,"Segoe UI",Roboto,"Helvetica Neue",Arial,sans-serif,"Apple Color Emoji","Segoe UI Emoji","Segoe 
UI Symbol";--font-family-monospace:SFMono-Regular,Menlo,Monaco,Consolas,"Liberation Mono","Courier New",monospace}*,::after,::before{box-sizing:border-box}h
tml{font-family:sans

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\ZAE7RW1P\bootstrap.min[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 48944

Entropy (8bit): 5.272507874206726

Encrypted: false
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SSDEEP: 768:9VG5R15WbHVKZrycEHSYro34CrSLB6WU/6DqBf4l1B:9VIRuo53XiwWTvl1B

MD5: 14D449EB8876FA55E1EF3C2CC52B0C17

SHA1: A9545831803B1359CFEED47E3B4D6BAE68E40E99

SHA-256: E7ED36CEEE5450B4243BBC35188AFABDFB4280C7C57597001DE0ED167299B01B

SHA-512: 00D9069B9BD29AD0DAA0503F341D67549CCE28E888E1AFFD1A2A45B64A4C1BC460D81CFC4751857F991F2F4FB3D2572FD97FCA651BA0C2B0255530209B182F22

Malicious: false

Reputation: low

IE Cache URL: https://maxcdn.bootstrapcdn.com/bootstrap/4.0.0/js/bootstrap.min.js

Preview:
/*!.  * Bootstrap v4.0.0 (https://getbootstrap.com).  * Copyright 2011-2018 The Bootstrap Authors (https://github.com/twbs/bootstrap/graphs/contributors).  * Licensed under 
MIT (https://github.com/twbs/bootstrap/blob/master/LICENSE).  */.!function(t,e){"object"==typeof exports&&"undefined"!=typeof module?e(exports,require("jquery"),requir
e("popper.js")):"function"==typeof define&&define.amd?define(["exports","jquery","popper.js"],e):e(t.bootstrap={},t.jQuery,t.Popper)}(this,function(t,e,n){"use strict";function 
i(t,e){for(var n=0;n<e.length;n++){var i=e[n];i.enumerable=i.enumerable||!1,i.configurable=!0,"value"in i&&(i.writable=!0),Object.defineProperty(t,i.key,i)}}function s(t,e,n)
{return e&&i(t.prototype,e),n&&i(t,n),t}function r(){return(r=Object.assign||function(t){for(var e=1;e<arguments.length;e++){var n=arguments[e];for(var i in n)Object.pro
totype.hasOwnProperty.call(n,i)&&(t[i]=n[i])}return t}).apply(this,arguments)}e=e&&e.hasOwnProperty("default")?e.default:e,n=n&&n.hasOwnProp

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\ZAE7RW1P\bootstrap.min[1].js

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\ZAE7RW1P\free-v4-shims.min[1].css
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 26701

Entropy (8bit): 4.82979949483045

Encrypted: false

SSDEEP: 192:SP6hT1bIl4w0QUmQ10PwKLaAu5CwWavpHo4O6wgLPbJVR8XD7mycP:5hal4w0QK+PwK05eavpmgPPeXD7mycP

MD5: 1848E71668F42835079E5FA2AF6CF4A8

SHA1: 6AE345E2FEB8C2A524E7CF9E22A3A87BAEE60593

SHA-256: D7CC3C57F9BDA4C6DCB83BB3C19F2F2AA86ECEC6274E243CD4EC315AE8E30101

SHA-512: 24E0AF4EC32A9AAB61D9E1AF9B2083F2D13CC98961B5E32BB613A02FEEF63F5F30C3B21C6308A4A204D981D77C86F09E221D0DB7B051A3538ACE07E727F29F5
8

Malicious: false

Reputation: low

IE Cache URL: https://ka-f.fontawesome.com/releases/v5.15.2/css/free-v4-shims.min.css?token=585b051251

Preview:
/*!. * Font Awesome Free 5.15.2 by @fontawesome - https://fontawesome.com. * License - https://fontawesome.com/license/free (Icons: CC BY 4.0, Fonts: SIL OFL 1.1, 
Code: MIT License). */.fa.fa-glass:before{content:"\f000"}.fa.fa-meetup{font-family:"Font Awesome 5 Brands";font-weight:400}.fa.fa-star-o{font-family:"Font Awesome 5 F
ree";font-weight:400}.fa.fa-star-o:before{content:"\f005"}.fa.fa-close:before,.fa.fa-remove:before{content:"\f00d"}.fa.fa-gear:before{content:"\f013"}.fa.fa-trash-o{font-
family:"Font Awesome 5 Free";font-weight:400}.fa.fa-trash-o:before{content:"\f2ed"}.fa.fa-file-o{font-family:"Font Awesome 5 Free";font-weight:400}.fa.fa-file-o:before{co
ntent:"\f15b"}.fa.fa-clock-o{font-family:"Font Awesome 5 Free";font-weight:400}.fa.fa-clock-o:before{content:"\f017"}.fa.fa-arrow-circle-o-down{font-family:"Font Awesome 5 
Free";font-weight:400}.fa.fa-arrow-circle-o-down:before{content:"\f358"}.fa.fa-arrow-circle-o-up{font-family:"Font Awesome 5 Free";font-weight:400}.fa.fa-arro

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\ZAE7RW1P\free.min[1].css
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 60351

Entropy (8bit): 4.728636851806783

Encrypted: false

SSDEEP: 768:5Uh31IPiyXNq4YxBowbgJlkwF//zMQyYJYX9Bft6VSz8:5U0PxXE4YXJgndFTfy9lt5Q

MD5: 4ECC071B77D6B1790FA9FB8A5173F972

SHA1: B44FCBAAC4F3AA7381D71DE20064AC84B0B729D1

SHA-256: 8C7BBA7DEB64FF95E98F7AC8CD0D3B675A4BCF02F302E57EDC5A1D6FA3D6CF94

SHA-512: 7CC1D04078B5917269025B6F37C7DDD83A0A5A0C5840E2A6E99ADFE2FB3E2242C626F25315480ADCD725C855AD2881DDF672B6FC1D793377C2D16FF38EAF69E9

Malicious: false

Reputation: low

IE Cache URL: https://ka-f.fontawesome.com/releases/v5.15.2/css/free.min.css?token=585b051251

Preview:
/*!. * Font Awesome Free 5.15.2 by @fontawesome - https://fontawesome.com. * License - https://fontawesome.com/license/free (Icons: CC BY 4.0, Fonts: SIL OFL 1.1, 
Code: MIT License). */.fa,.fab,.fad,.fal,.far,.fas{-moz-osx-font-smoothing:grayscale;-webkit-font-smoothing:antialiased;display:inline-block;font-style:normal;font-var
iant:normal;text-rendering:auto;line-height:1}.fa-lg{font-size:1.33333em;line-height:.75em;vertical-align:-.0667em}.fa-xs{font-size:.75em}.fa-sm{font-size:.875em}.fa-1x{font-
size:1em}.fa-2x{font-size:2em}.fa-3x{font-size:3em}.fa-4x{font-size:4em}.fa-5x{font-size:5em}.fa-6x{font-size:6em}.fa-7x{font-size:7em}.fa-8x{font-size:8em}.fa-9x{font-
size:9em}.fa-10x{font-size:10em}.fa-fw{text-align:center;width:1.25em}.fa-ul{list-style-type:none;margin-left:2.5em;padding-left:0}.fa-ul>li{position:relative}.fa-li{left:-2em;po
sition:absolute;text-align:center;width:2em;line-height:inherit}.fa-border{border:.08em solid #eee;border-radius:.1em;padding:.2em .25em .15em}.fa-pul

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\ZAE7RW1P\urlblockindex[1].bin
Process: C:\Program Files\Internet Explorer\iexplore.exe

File Type: data

Category: downloaded

Size (bytes): 16

Entropy (8bit): 1.6216407621868583

Encrypted: false
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SSDEEP: 3:PF/l:

MD5: FA518E3DFAE8CA3A0E495460FD60C791

SHA1: E4F30E49120657D37267C0162FD4A08934800C69

SHA-256: 775853600060162C4B4E5F883F9FD5A278E61C471B3EE1826396B6D129499AA7

SHA-512: D21667F3FB081D39B579178E74E9BB1B6E9A97F2659029C165729A58F1787DC0ADADD980CD026C7A601D416665A81AC13A69E49A6A2FE2FDD0967938AA645C07

Malicious: false

Reputation: low

IE Cache URL: https://r20swj13mr.microsoft.com/ieblocklist/v1/urlblockindex.bin

Preview:
.p.J2...........

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\ZAE7RW1P\urlblockindex[1].bin

C:\Users\user\AppData\Local\Temp\CabB95F.tmp

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Microsoft Cabinet archive data, 58596 bytes, 1 file

Category: dropped

Size (bytes): 58596

Entropy (8bit): 7.995478615012125

Encrypted: true

SSDEEP: 1536:J7r25qSSheImS2zyCvg3nB/QPsBbgwYkGrLMQ:F2qSSwIm1m/QEBbgb1oQ

MD5: 61A03D15CF62612F50B74867090DBE79

SHA1: 15228F34067B4B107E917BEBAF17CC7C3C1280A8

SHA-256: F9E23DC21553DAA34C6EB778CD262831E466CE794F4BEA48150E8D70D3E6AF6D

SHA-512: 5FECE89CCBBF994E4F1E3EF89A502F25A72F359D445C034682758D26F01D9F3AA20A43010B9A87F2687DA7BA201476922AA46D4906D442D56EB59B2B881259D3

Malicious: false

Reputation: low

Preview:
MSCF............,...................I........T........bR. .authroot.stl...s~.4..CK..8T....c_.d....A.K......&.-.J...."Y...$E.KB..D...D.....3.n..u.............|..=H4..c&.......f.,..=..-....p2.:..`HX......b.......
Di.a......M.....4.....i..}..:~N.<..>.*.V..CX......B......,.q.M.....HB..E~Q...)..Gax../..}7..f......O0...x..k..ha...y.K.0.h..(....{2Y.].g...yw..|0.+?.`-../.xvy..e......w.+^...w|.Q.k.9&.Q.EzS.f......>?
w.G.......v.F......A......-P.$.Y...u....Z..g..>.0&.y.(..<.].`>... ..R.q...g.Y..s.y.B..B....Z.4.<?.R....1.8.<.=.8..[a.s.......add..).NtX....r....R.&W4.5]....k.._iK..xzW.w.M.>,5.}..}.tLX5Ls3_..
).!..X.~...%.B.....YS9m.,.....BV`.Cee.....?......:.x-.q9j...Yps..W...1.A<.X.O....7.ei..a\.~=X....HN.#....h,....y...\.br.8.y"k).....~B..v....GR.g|.z..+.D8.m..F .h...*.........ItNs.\....s..,.f
`D...]..k...:9..lk.<D....u...........[...*.wY.O....P?.U.l....Fc.ObLq......Fvk..G9.8..!..\T:K`.......'.3......;.u..h...uD..^.bS...r........j..j .=...s .FxV....g.c.s..9.

C:\Users\user\AppData\Local\Temp\CabB980.tmp

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Microsoft Cabinet archive data, 58596 bytes, 1 file

Category: dropped

Size (bytes): 58596

Entropy (8bit): 7.995478615012125

Encrypted: true

SSDEEP: 1536:J7r25qSSheImS2zyCvg3nB/QPsBbgwYkGrLMQ:F2qSSwIm1m/QEBbgb1oQ

MD5: 61A03D15CF62612F50B74867090DBE79

SHA1: 15228F34067B4B107E917BEBAF17CC7C3C1280A8

SHA-256: F9E23DC21553DAA34C6EB778CD262831E466CE794F4BEA48150E8D70D3E6AF6D

SHA-512: 5FECE89CCBBF994E4F1E3EF89A502F25A72F359D445C034682758D26F01D9F3AA20A43010B9A87F2687DA7BA201476922AA46D4906D442D56EB59B2B881259D3

Malicious: false

Reputation: low

Preview:
MSCF............,...................I........T........bR. .authroot.stl...s~.4..CK..8T....c_.d....A.K......&.-.J...."Y...$E.KB..D...D.....3.n..u.............|..=H4..c&.......f.,..=..-....p2.:..`HX......b.......
Di.a......M.....4.....i..}..:~N.<..>.*.V..CX......B......,.q.M.....HB..E~Q...)..Gax../..}7..f......O0...x..k..ha...y.K.0.h..(....{2Y.].g...yw..|0.+?.`-../.xvy..e......w.+^...w|.Q.k.9&.Q.EzS.f......>?
w.G.......v.F......A......-P.$.Y...u....Z..g..>.0&.y.(..<.].`>... ..R.q...g.Y..s.y.B..B....Z.4.<?.R....1.8.<.=.8..[a.s.......add..).NtX....r....R.&W4.5]....k.._iK..xzW.w.M.>,5.}..}.tLX5Ls3_..
).!..X.~...%.B.....YS9m.,.....BV`.Cee.....?......:.x-.q9j...Yps..W...1.A<.X.O....7.ei..a\.~=X....HN.#....h,....y...\.br.8.y"k).....~B..v....GR.g|.z..+.D8.m..F .h...*.........ItNs.\....s..,.f
`D...]..k...:9..lk.<D....u...........[...*.wY.O....P?.U.l....Fc.ObLq......Fvk..G9.8..!..\T:K`.......'.3......;.u..h...uD..^.bS...r........j..j .=...s .FxV....g.c.s..9.

C:\Users\user\AppData\Local\Temp\TarB960.tmp
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: data

Category: dropped

Size (bytes): 152788

Entropy (8bit): 6.309740459389463

Encrypted: false

SSDEEP: 1536:TIz6c7xcjgCyrYBZ5pimp4Ydm6Caku2Dnsz0JD8reJgMnl3rlMGGv:TNqccCymfdmoku2DMykMnNGG0

MD5: 4E0487E929ADBBA279FD752E7FB9A5C4

SHA1: 2497E03F42D2CBB4F4989E87E541B5BB27643536

SHA-256: AE781E4F9625949F7B8A9445B8901958ADECE7E3B95AF344E2FCB24FE989EEB7

SHA-512: 787CBC262570A4FA23FD9C2BA6DA7B0D17609C67C3FD568246F9BEF2A138FA4EBCE2D76D7FD06C3C342B11D6D9BCD875D88C3DC450AE41441B6085B2E5D48C
5A

Malicious: false

Reputation: low

Copyright null 2021 Page 18 of 28



Preview:
0..T...*.H.........T.0..T....1.0...`.H.e......0..D...+.....7.....D.0..D.0...+.....7..........|h....210303062855Z0...+......0..D.0..*.....`...@.,..0..0.r1...0...+.....7..~1......D...0...+.....7..i1...0
...+.....7<..0 ..+.....7...1.......@N...%.=.,..0$..+.....7...1......`@V'..%..*..S.Y.00..+.....7..b1". .].L4.>..X...E.W..'..........-@w0Z..+.....7...1L.JM.i.c.r.o.s.o.f.t. .R.o.o.t. .C.e.r.t.i.f.i.c.a.
t.e. .A.u.t.h.o.r.i.t.y...0..,...........[./..uIv..%1...0...+.....7..h1.....6.M...0...+.....7..~1...........0...+.....7...1...0...+.......0 ..+.....7...1...O..V.........b0$..+.....7...1...>.)....s,.=$.~R.'..00.
.+.....7..b1". [x.....[....3x:_....7.2...Gy.cS.0D..+.....7...16.4V.e.r.i.S.i.g.n. .T.i.m.e. .S.t.a.m.p.i.n.g. .C.A...0......4...R....2.7.. ...1..0...+.....7..h1......o&...0...+.....7..i1...0...+.....7<..0 
..+.....7...1...lo...^....[...J@0$..+.....7...1...J\u".F....9.N...`...00..+.....7..b1". ...@.....G..d..m..$.....X...}0B..+.....7...14.2M.i.c.r.o.s.o.f.t. .R.o.o.t. .A.u.t.h.o

C:\Users\user\AppData\Local\Temp\TarB960.tmp

C:\Users\user\AppData\Local\Temp\TarB981.tmp
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: data

Category: dropped

Size (bytes): 152788

Entropy (8bit): 6.309740459389463

Encrypted: false

SSDEEP: 1536:TIz6c7xcjgCyrYBZ5pimp4Ydm6Caku2Dnsz0JD8reJgMnl3rlMGGv:TNqccCymfdmoku2DMykMnNGG0

MD5: 4E0487E929ADBBA279FD752E7FB9A5C4

SHA1: 2497E03F42D2CBB4F4989E87E541B5BB27643536

SHA-256: AE781E4F9625949F7B8A9445B8901958ADECE7E3B95AF344E2FCB24FE989EEB7

SHA-512: 787CBC262570A4FA23FD9C2BA6DA7B0D17609C67C3FD568246F9BEF2A138FA4EBCE2D76D7FD06C3C342B11D6D9BCD875D88C3DC450AE41441B6085B2E5D48C
5A

Malicious: false

Reputation: low

Preview:
0..T...*.H.........T.0..T....1.0...`.H.e......0..D...+.....7.....D.0..D.0...+.....7..........|h....210303062855Z0...+......0..D.0..*.....`...@.,..0..0.r1...0...+.....7..~1......D...0...+.....7..i1...0
...+.....7<..0 ..+.....7...1.......@N...%.=.,..0$..+.....7...1......`@V'..%..*..S.Y.00..+.....7..b1". .].L4.>..X...E.W..'..........-@w0Z..+.....7...1L.JM.i.c.r.o.s.o.f.t. .R.o.o.t. .C.e.r.t.i.f.i.c.a.
t.e. .A.u.t.h.o.r.i.t.y...0..,...........[./..uIv..%1...0...+.....7..h1.....6.M...0...+.....7..~1...........0...+.....7...1...0...+.......0 ..+.....7...1...O..V.........b0$..+.....7...1...>.)....s,.=$.~R.'..00.
.+.....7..b1". [x.....[....3x:_....7.2...Gy.cS.0D..+.....7...16.4V.e.r.i.S.i.g.n. .T.i.m.e. .S.t.a.m.p.i.n.g. .C.A...0......4...R....2.7.. ...1..0...+.....7..h1......o&...0...+.....7..i1...0...+.....7<..0 
..+.....7...1...lo...^....[...J@0$..+.....7...1...J\u".F....9.N...`...00..+.....7..b1". ...@.....G..d..m..$.....X...}0B..+.....7...14.2M.i.c.r.o.s.o.f.t. .R.o.o.t. .A.u.t.h.o

C:\Users\user\AppData\Local\Temp\~DF49C379F6CC9907A6.TMP
Process: C:\Program Files\Internet Explorer\iexplore.exe

File Type: data

Category: dropped

Size (bytes): 25441

Entropy (8bit): 0.8167334905379697

Encrypted: false

SSDEEP: 48:LyFrrO/vbrrOOxmtrrOkwcCrrO1SaSGCrrOkasGrrOw:Lypa/v3aO4RakwNa1SaS7aklSaw

MD5: 444502397FD612BA183437AA34F91D92

SHA1: F3453480952F0BE34A8A31776AFC4409D3AE1235

SHA-256: E2C9DAB8862EF1A7BDCD353065F5FFAC804DEE93577931C93006725F8647729C

SHA-512: F0344F6A73E8DD7EC77442897E9ADD55A4BB404D41FA1C57CF4DFDB9C2E6469A35E2504524F3FFBEACC61EF88B98C3CCE910155D586443AD1D478B3BB31DCD
33

Malicious: false

Reputation: low

Preview:
.............................*%..H..M..{y..+.0...(................... ...............................................*%..H..M..{y..+.0...(................... ...........................................................................................H
.......................h.......................................................................................................................................x..............................................................................................................
..............................................................................................................................................................................................................................................................................
...................8..............................................................................................................................................................................................

C:\Users\user\AppData\Local\Temp\~DF560C05FD321D069A.TMP
Process: C:\Program Files\Internet Explorer\iexplore.exe

File Type: data

Category: dropped

Size (bytes): 13029

Entropy (8bit): 1.2786435473420648

Encrypted: false

SSDEEP: 48:LycjGPLvGjGPL+qI+tU9+/NsUNgBgcZUZo:LycYvGY9Irt

MD5: 9885224417F4B65783BA40D42A81D069

SHA1: B53584878BAC51CD5B642CC07B6D7390EE4DEE89

SHA-256: 29614AEDB74257C36B43BF721E7DDD9A7E1A1EA995028836D770626CA8BE0900

SHA-512: BD57D1A939917E8C6CA7B8ABE9794E91DBB8243DE89D5041A8D5A8260E14C68B24A6974DD0B127C2F10CE3624C239E0043E480FB736728CF9FA37F15B48A902B

Malicious: false

Reputation: low

Preview:
.............................*%..H..M..{y..+.0...(................... ...............................................*%..H..M..{y..+.0...(................... ........................................N..%.................K.j.j.a.q.f.a.j.N.2.c
.0.u.z.g.v.1.l.4.q.y.5.n.f.W.e...........8.......................................................X........................................................................................................................................................
..............................................................................................................................................................................................................................................................................
................................................................................................................................................................................................................................................
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Static File Info

No static file info

Network Port Distribution

Total Packets: 95

• 53 (DNS)

• 443 (HTTPS)

C:\Users\user\AppData\Local\Temp\~DF61C7615D0C13BE7F.TMP
Process: C:\Program Files\Internet Explorer\iexplore.exe

File Type: data

Category: dropped

Size (bytes): 36089

Entropy (8bit): 1.8518868670928668

Encrypted: false

SSDEEP: 96:LydOvd98Vs5K0En5WU4VBMSvS1kyteX+rAksgX+MhrS2Irh8SQSweAkA9AD:LydOvd98V62neFq1kqRsgOMM24Wi18

MD5: 31EA62B7F834CF14EC724E31D92D975A

SHA1: FEFFEE462B63A9D6A4E32F7EED2ABCACC5D37A89

SHA-256: 06804370F0684667D23BCD3CC2056CCEA5AC14B9D39EB9CBFDE5E89EF9601197

SHA-512: 513FF3A00201A57CC3B3A5DEF237220F548B095537654DCA06FA15FE91C8DD0D532B49E93842F3071ED8B2DC3E633FC1B7B006C1027A25B3CA0F8C3229E7F800

Malicious: false

Reputation: low

Preview:
.............................*%..H..M..{y..+.0...(................... ...............................................*%..H..M..{y..+.0...(................... ...........................................%.................K.j.j.a.q.f.a.j.N.2.c
.0.u.z.g.v.1.l.4.q.y.5.n.f.W.e...........8.......................................................X........................................................................................................................................................
..............................................................................................................................................................................................................................................................................
................................................................................................................................................................................................................................................

Network Behavior

Timestamp Source Port Dest Port Source IP Dest IP

Mar 5, 2021 17:10:50.873641968 CET 49165 443 192.168.2.22 103.153.182.185

Mar 5, 2021 17:10:50.886569977 CET 49166 443 192.168.2.22 103.153.182.185

Mar 5, 2021 17:10:51.057434082 CET 443 49165 103.153.182.185 192.168.2.22

Mar 5, 2021 17:10:51.057732105 CET 49165 443 192.168.2.22 103.153.182.185

Mar 5, 2021 17:10:51.069870949 CET 443 49166 103.153.182.185 192.168.2.22

Mar 5, 2021 17:10:51.069963932 CET 49166 443 192.168.2.22 103.153.182.185

Mar 5, 2021 17:10:51.070946932 CET 49165 443 192.168.2.22 103.153.182.185

Mar 5, 2021 17:10:51.071082115 CET 49166 443 192.168.2.22 103.153.182.185

Mar 5, 2021 17:10:51.254991055 CET 443 49165 103.153.182.185 192.168.2.22

Mar 5, 2021 17:10:51.255034924 CET 443 49166 103.153.182.185 192.168.2.22

Mar 5, 2021 17:10:51.268537045 CET 443 49165 103.153.182.185 192.168.2.22

Mar 5, 2021 17:10:51.268624067 CET 443 49165 103.153.182.185 192.168.2.22

TCP Packets
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Mar 5, 2021 17:10:51.268654108 CET 443 49165 103.153.182.185 192.168.2.22

Mar 5, 2021 17:10:51.268706083 CET 443 49165 103.153.182.185 192.168.2.22

Mar 5, 2021 17:10:51.268765926 CET 443 49166 103.153.182.185 192.168.2.22

Mar 5, 2021 17:10:51.268790960 CET 49165 443 192.168.2.22 103.153.182.185

Mar 5, 2021 17:10:51.268821955 CET 443 49166 103.153.182.185 192.168.2.22

Mar 5, 2021 17:10:51.268831968 CET 49165 443 192.168.2.22 103.153.182.185

Mar 5, 2021 17:10:51.268850088 CET 443 49166 103.153.182.185 192.168.2.22

Mar 5, 2021 17:10:51.268882036 CET 443 49166 103.153.182.185 192.168.2.22

Mar 5, 2021 17:10:51.268982887 CET 49166 443 192.168.2.22 103.153.182.185

Mar 5, 2021 17:10:51.269028902 CET 49166 443 192.168.2.22 103.153.182.185

Mar 5, 2021 17:10:51.303150892 CET 49166 443 192.168.2.22 103.153.182.185

Mar 5, 2021 17:10:51.312896967 CET 49165 443 192.168.2.22 103.153.182.185

Mar 5, 2021 17:10:51.498394966 CET 443 49166 103.153.182.185 192.168.2.22

Mar 5, 2021 17:10:51.498754978 CET 49166 443 192.168.2.22 103.153.182.185

Mar 5, 2021 17:10:51.506556034 CET 443 49165 103.153.182.185 192.168.2.22

Mar 5, 2021 17:10:51.506793976 CET 49165 443 192.168.2.22 103.153.182.185

Mar 5, 2021 17:10:53.422046900 CET 49166 443 192.168.2.22 103.153.182.185

Mar 5, 2021 17:10:53.644736052 CET 443 49166 103.153.182.185 192.168.2.22

Mar 5, 2021 17:10:54.391649008 CET 443 49166 103.153.182.185 192.168.2.22

Mar 5, 2021 17:10:54.391772985 CET 49166 443 192.168.2.22 103.153.182.185

Mar 5, 2021 17:10:54.467361927 CET 49171 443 192.168.2.22 134.70.24.1

Mar 5, 2021 17:10:54.468247890 CET 49172 443 192.168.2.22 134.70.24.1

Mar 5, 2021 17:10:54.595464945 CET 443 49171 134.70.24.1 192.168.2.22

Mar 5, 2021 17:10:54.595499992 CET 443 49172 134.70.24.1 192.168.2.22

Mar 5, 2021 17:10:54.595710993 CET 49171 443 192.168.2.22 134.70.24.1

Mar 5, 2021 17:10:54.595796108 CET 49172 443 192.168.2.22 134.70.24.1

Mar 5, 2021 17:10:54.596868038 CET 49171 443 192.168.2.22 134.70.24.1

Mar 5, 2021 17:10:54.597397089 CET 49172 443 192.168.2.22 134.70.24.1

Mar 5, 2021 17:10:54.723045111 CET 443 49171 134.70.24.1 192.168.2.22

Mar 5, 2021 17:10:54.724260092 CET 443 49172 134.70.24.1 192.168.2.22

Mar 5, 2021 17:10:54.730168104 CET 443 49172 134.70.24.1 192.168.2.22

Mar 5, 2021 17:10:54.730222940 CET 443 49172 134.70.24.1 192.168.2.22

Mar 5, 2021 17:10:54.730261087 CET 443 49172 134.70.24.1 192.168.2.22

Mar 5, 2021 17:10:54.730298042 CET 443 49171 134.70.24.1 192.168.2.22

Mar 5, 2021 17:10:54.730309963 CET 49172 443 192.168.2.22 134.70.24.1

Mar 5, 2021 17:10:54.730338097 CET 443 49171 134.70.24.1 192.168.2.22

Mar 5, 2021 17:10:54.730340004 CET 49172 443 192.168.2.22 134.70.24.1

Mar 5, 2021 17:10:54.730375051 CET 443 49171 134.70.24.1 192.168.2.22

Mar 5, 2021 17:10:54.730391026 CET 49171 443 192.168.2.22 134.70.24.1

Mar 5, 2021 17:10:54.730410099 CET 49171 443 192.168.2.22 134.70.24.1

Mar 5, 2021 17:10:54.730438948 CET 49171 443 192.168.2.22 134.70.24.1

Mar 5, 2021 17:10:54.764941931 CET 49171 443 192.168.2.22 134.70.24.1

Mar 5, 2021 17:10:54.770124912 CET 49172 443 192.168.2.22 134.70.24.1

Mar 5, 2021 17:10:54.901601076 CET 443 49172 134.70.24.1 192.168.2.22

Mar 5, 2021 17:10:54.901859045 CET 49172 443 192.168.2.22 134.70.24.1

Mar 5, 2021 17:10:54.932583094 CET 443 49171 134.70.24.1 192.168.2.22

Mar 5, 2021 17:10:54.939974070 CET 49172 443 192.168.2.22 134.70.24.1

Mar 5, 2021 17:10:54.986402035 CET 443 49171 134.70.24.1 192.168.2.22

Mar 5, 2021 17:10:54.986536980 CET 49171 443 192.168.2.22 134.70.24.1

Mar 5, 2021 17:10:55.094022036 CET 443 49172 134.70.24.1 192.168.2.22

Mar 5, 2021 17:10:55.094073057 CET 443 49172 134.70.24.1 192.168.2.22

Mar 5, 2021 17:10:55.094110966 CET 443 49172 134.70.24.1 192.168.2.22

Mar 5, 2021 17:10:55.094137907 CET 49172 443 192.168.2.22 134.70.24.1

Mar 5, 2021 17:10:55.094149113 CET 443 49172 134.70.24.1 192.168.2.22

Mar 5, 2021 17:10:55.094166994 CET 49172 443 192.168.2.22 134.70.24.1

Mar 5, 2021 17:10:55.094187021 CET 443 49172 134.70.24.1 192.168.2.22

Mar 5, 2021 17:10:55.094213009 CET 49172 443 192.168.2.22 134.70.24.1

Mar 5, 2021 17:10:55.094235897 CET 443 49172 134.70.24.1 192.168.2.22

Mar 5, 2021 17:10:55.094244957 CET 49172 443 192.168.2.22 134.70.24.1

Mar 5, 2021 17:10:55.094279051 CET 443 49172 134.70.24.1 192.168.2.22

Mar 5, 2021 17:10:55.094305038 CET 49172 443 192.168.2.22 134.70.24.1

Mar 5, 2021 17:10:55.094316959 CET 443 49172 134.70.24.1 192.168.2.22

Mar 5, 2021 17:10:55.094324112 CET 49172 443 192.168.2.22 134.70.24.1

Mar 5, 2021 17:10:55.094346046 CET 443 49172 134.70.24.1 192.168.2.22

Timestamp Source Port Dest Port Source IP Dest IP
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Mar 5, 2021 17:10:55.094400883 CET 49172 443 192.168.2.22 134.70.24.1

Mar 5, 2021 17:10:55.094419956 CET 49172 443 192.168.2.22 134.70.24.1

Mar 5, 2021 17:10:55.224438906 CET 49173 443 192.168.2.22 104.18.10.207

Mar 5, 2021 17:10:55.225236893 CET 49174 443 192.168.2.22 104.18.10.207

Mar 5, 2021 17:10:55.267852068 CET 49183 443 192.168.2.22 104.16.18.94

Mar 5, 2021 17:10:55.268045902 CET 49184 443 192.168.2.22 104.16.18.94

Mar 5, 2021 17:10:55.273317099 CET 443 49173 104.18.10.207 192.168.2.22

Mar 5, 2021 17:10:55.273449898 CET 49185 443 192.168.2.22 104.18.10.207

Mar 5, 2021 17:10:55.273916960 CET 443 49174 104.18.10.207 192.168.2.22

Mar 5, 2021 17:10:55.273998022 CET 49173 443 192.168.2.22 104.18.10.207

Mar 5, 2021 17:10:55.274058104 CET 49174 443 192.168.2.22 104.18.10.207

Mar 5, 2021 17:10:55.274463892 CET 49173 443 192.168.2.22 104.18.10.207

Mar 5, 2021 17:10:55.274610043 CET 49186 443 192.168.2.22 104.18.10.207

Mar 5, 2021 17:10:55.275765896 CET 49174 443 192.168.2.22 104.18.10.207

Mar 5, 2021 17:10:55.316523075 CET 443 49184 104.16.18.94 192.168.2.22

Mar 5, 2021 17:10:55.316653013 CET 443 49183 104.16.18.94 192.168.2.22

Mar 5, 2021 17:10:55.316766024 CET 49184 443 192.168.2.22 104.16.18.94

Mar 5, 2021 17:10:55.316812992 CET 49183 443 192.168.2.22 104.16.18.94

Mar 5, 2021 17:10:55.320024967 CET 49184 443 192.168.2.22 104.16.18.94

Mar 5, 2021 17:10:55.320445061 CET 49183 443 192.168.2.22 104.16.18.94

Mar 5, 2021 17:10:55.322123051 CET 443 49185 104.18.10.207 192.168.2.22

Mar 5, 2021 17:10:55.322271109 CET 49185 443 192.168.2.22 104.18.10.207

Mar 5, 2021 17:10:55.322945118 CET 49185 443 192.168.2.22 104.18.10.207

Mar 5, 2021 17:10:55.323086977 CET 443 49173 104.18.10.207 192.168.2.22

Timestamp Source Port Dest Port Source IP Dest IP

Timestamp Source Port Dest Port Source IP Dest IP

Mar 5, 2021 17:10:49.781078100 CET 52197 53 192.168.2.22 8.8.8.8

Mar 5, 2021 17:10:49.828588963 CET 53 52197 8.8.8.8 192.168.2.22

Mar 5, 2021 17:10:50.647006035 CET 53099 53 192.168.2.22 8.8.8.8

Mar 5, 2021 17:10:50.865993023 CET 53 53099 8.8.8.8 192.168.2.22

Mar 5, 2021 17:10:51.781671047 CET 52838 53 192.168.2.22 8.8.8.8

Mar 5, 2021 17:10:51.785311937 CET 61200 53 192.168.2.22 8.8.8.8

Mar 5, 2021 17:10:51.827338934 CET 53 52838 8.8.8.8 192.168.2.22

Mar 5, 2021 17:10:51.831212997 CET 53 61200 8.8.8.8 192.168.2.22

Mar 5, 2021 17:10:51.865511894 CET 49548 53 192.168.2.22 8.8.8.8

Mar 5, 2021 17:10:51.871141911 CET 55627 53 192.168.2.22 8.8.8.8

Mar 5, 2021 17:10:51.914613962 CET 53 49548 8.8.8.8 192.168.2.22

Mar 5, 2021 17:10:51.919934988 CET 53 55627 8.8.8.8 192.168.2.22

Mar 5, 2021 17:10:52.708848000 CET 56009 53 192.168.2.22 8.8.8.8

Mar 5, 2021 17:10:52.714850903 CET 61865 53 192.168.2.22 8.8.8.8

Mar 5, 2021 17:10:52.763727903 CET 53 61865 8.8.8.8 192.168.2.22

Mar 5, 2021 17:10:52.766236067 CET 53 56009 8.8.8.8 192.168.2.22

Mar 5, 2021 17:10:52.779746056 CET 55171 53 192.168.2.22 8.8.8.8

Mar 5, 2021 17:10:52.782543898 CET 52496 53 192.168.2.22 8.8.8.8

Mar 5, 2021 17:10:52.825860977 CET 53 55171 8.8.8.8 192.168.2.22

Mar 5, 2021 17:10:52.828370094 CET 53 52496 8.8.8.8 192.168.2.22

Mar 5, 2021 17:10:54.292696953 CET 57564 53 192.168.2.22 8.8.8.8

Mar 5, 2021 17:10:54.294336081 CET 63009 53 192.168.2.22 8.8.8.8

Mar 5, 2021 17:10:54.295409918 CET 59319 53 192.168.2.22 8.8.8.8

Mar 5, 2021 17:10:54.295944929 CET 53070 53 192.168.2.22 8.8.8.8

Mar 5, 2021 17:10:54.295973063 CET 59770 53 192.168.2.22 8.8.8.8

Mar 5, 2021 17:10:54.296710968 CET 61523 53 192.168.2.22 8.8.8.8

Mar 5, 2021 17:10:54.338649988 CET 53 57564 8.8.8.8 192.168.2.22

Mar 5, 2021 17:10:54.340137959 CET 53 63009 8.8.8.8 192.168.2.22

Mar 5, 2021 17:10:54.341727018 CET 53 59770 8.8.8.8 192.168.2.22

Mar 5, 2021 17:10:54.341772079 CET 53 53070 8.8.8.8 192.168.2.22

Mar 5, 2021 17:10:54.344027042 CET 53 59319 8.8.8.8 192.168.2.22

Mar 5, 2021 17:10:54.345356941 CET 53 61523 8.8.8.8 192.168.2.22

Mar 5, 2021 17:10:54.410249949 CET 62791 53 192.168.2.22 8.8.8.8

Mar 5, 2021 17:10:54.464932919 CET 53 62791 8.8.8.8 192.168.2.22

Mar 5, 2021 17:10:55.171899080 CET 50667 53 192.168.2.22 8.8.8.8

Mar 5, 2021 17:10:55.180661917 CET 54129 53 192.168.2.22 8.8.8.8

UDP Packets
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Mar 5, 2021 17:10:55.183094025 CET 65329 53 192.168.2.22 8.8.8.8

Mar 5, 2021 17:10:55.185205936 CET 60718 53 192.168.2.22 8.8.8.8

Mar 5, 2021 17:10:55.199918985 CET 49157 53 192.168.2.22 8.8.8.8

Mar 5, 2021 17:10:55.218909025 CET 57391 53 192.168.2.22 8.8.8.8

Mar 5, 2021 17:10:55.219928026 CET 61858 53 192.168.2.22 8.8.8.8

Mar 5, 2021 17:10:55.221627951 CET 53 50667 8.8.8.8 192.168.2.22

Mar 5, 2021 17:10:55.225125074 CET 62500 53 192.168.2.22 8.8.8.8

Mar 5, 2021 17:10:55.230422020 CET 53 65329 8.8.8.8 192.168.2.22

Mar 5, 2021 17:10:55.236392975 CET 53 54129 8.8.8.8 192.168.2.22

Mar 5, 2021 17:10:55.247183084 CET 53 49157 8.8.8.8 192.168.2.22

Mar 5, 2021 17:10:55.248954058 CET 53 60718 8.8.8.8 192.168.2.22

Mar 5, 2021 17:10:55.266073942 CET 53 61858 8.8.8.8 192.168.2.22

Mar 5, 2021 17:10:55.270912886 CET 53 62500 8.8.8.8 192.168.2.22

Mar 5, 2021 17:10:55.281986952 CET 53 57391 8.8.8.8 192.168.2.22

Mar 5, 2021 17:10:55.648143053 CET 51652 53 192.168.2.22 8.8.8.8

Mar 5, 2021 17:10:55.692629099 CET 62762 53 192.168.2.22 8.8.8.8

Mar 5, 2021 17:10:55.694091082 CET 53 51652 8.8.8.8 192.168.2.22

Mar 5, 2021 17:10:55.740273952 CET 53 62762 8.8.8.8 192.168.2.22

Mar 5, 2021 17:11:07.442445993 CET 56905 53 192.168.2.22 8.8.8.8

Mar 5, 2021 17:11:07.496592045 CET 53 56905 8.8.8.8 192.168.2.22

Mar 5, 2021 17:11:20.465071917 CET 54609 53 192.168.2.22 8.8.8.8

Mar 5, 2021 17:11:20.524425030 CET 53 54609 8.8.8.8 192.168.2.22

Mar 5, 2021 17:11:20.738559008 CET 58101 53 192.168.2.22 8.8.8.8

Mar 5, 2021 17:11:20.795613050 CET 53 58101 8.8.8.8 192.168.2.22

Mar 5, 2021 17:11:21.494198084 CET 54609 53 192.168.2.22 8.8.8.8

Mar 5, 2021 17:11:21.540695906 CET 53 54609 8.8.8.8 192.168.2.22

Mar 5, 2021 17:11:21.737778902 CET 58101 53 192.168.2.22 8.8.8.8

Mar 5, 2021 17:11:21.795070887 CET 53 58101 8.8.8.8 192.168.2.22

Mar 5, 2021 17:11:22.502362013 CET 54609 53 192.168.2.22 8.8.8.8

Mar 5, 2021 17:11:22.557004929 CET 53 54609 8.8.8.8 192.168.2.22

Mar 5, 2021 17:11:22.752016068 CET 58101 53 192.168.2.22 8.8.8.8

Mar 5, 2021 17:11:22.809472084 CET 53 58101 8.8.8.8 192.168.2.22

Mar 5, 2021 17:11:24.515083075 CET 54609 53 192.168.2.22 8.8.8.8

Mar 5, 2021 17:11:24.569596052 CET 53 54609 8.8.8.8 192.168.2.22

Mar 5, 2021 17:11:24.764728069 CET 58101 53 192.168.2.22 8.8.8.8

Mar 5, 2021 17:11:24.824152946 CET 53 58101 8.8.8.8 192.168.2.22

Mar 5, 2021 17:11:26.088215113 CET 64329 53 192.168.2.22 8.8.8.8

Mar 5, 2021 17:11:26.144582033 CET 53 64329 8.8.8.8 192.168.2.22

Mar 5, 2021 17:11:28.524408102 CET 54609 53 192.168.2.22 8.8.8.8

Mar 5, 2021 17:11:28.570293903 CET 53 54609 8.8.8.8 192.168.2.22

Mar 5, 2021 17:11:28.896869898 CET 58101 53 192.168.2.22 8.8.8.8

Mar 5, 2021 17:11:28.948096037 CET 53 58101 8.8.8.8 192.168.2.22

Timestamp Source Port Dest Port Source IP Dest IP

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Mar 5, 2021 17:10:50.647006035 CET 192.168.2.22 8.8.8.8 0xfd2a Standard query 
(0)

edulibsworg.ru A (IP address) IN (0x0001)

Mar 5, 2021 17:10:54.410249949 CET 192.168.2.22 8.8.8.8 0x6dfa Standard query 
(0)

objectstorage.us-
ashburn-1.ora
clecloud.com

A (IP address) IN (0x0001)

Mar 5, 2021 17:10:55.171899080 CET 192.168.2.22 8.8.8.8 0xcf8a Standard query 
(0)

maxcdn.boo
tstrapcdn.com

A (IP address) IN (0x0001)

Mar 5, 2021 17:10:55.183094025 CET 192.168.2.22 8.8.8.8 0x3dc9 Standard query 
(0)

kit.fontaw
esome.com

A (IP address) IN (0x0001)

Mar 5, 2021 17:10:55.199918985 CET 192.168.2.22 8.8.8.8 0xc26b Standard query 
(0)

code.jquery.com A (IP address) IN (0x0001)

Mar 5, 2021 17:10:55.219928026 CET 192.168.2.22 8.8.8.8 0x4d10 Standard query 
(0)

cdnjs.clou
dflare.com

A (IP address) IN (0x0001)

Mar 5, 2021 17:10:55.225125074 CET 192.168.2.22 8.8.8.8 0x1f92 Standard query 
(0)

stackpath.
bootstrapc
dn.com

A (IP address) IN (0x0001)

Mar 5, 2021 17:10:55.692629099 CET 192.168.2.22 8.8.8.8 0x65c3 Standard query 
(0)

ka-f.fonta
wesome.com

A (IP address) IN (0x0001)

Mar 5, 2021 17:11:07.442445993 CET 192.168.2.22 8.8.8.8 0x64c2 Standard query 
(0)

favicon.ico A (IP address) IN (0x0001)

DNS Queries
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Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Mar 5, 2021 
17:10:50.865993023 
CET

8.8.8.8 192.168.2.22 0xfd2a No error (0) edulibsworg.ru 103.153.182.185 A (IP address) IN (0x0001)

Mar 5, 2021 
17:10:54.464932919 
CET

8.8.8.8 192.168.2.22 0x6dfa No error (0) objectstor
age.us-ashburn-
1.oraclecloud.c
om

objectstorage.us-
ashburn-
1.oci.oraclecloud.com

CNAME 
(Canonical 
name)

IN (0x0001)

Mar 5, 2021 
17:10:54.464932919 
CET

8.8.8.8 192.168.2.22 0x6dfa No error (0) objectstor
age.us-ashburn-
1.oci.oracleclo
ud.com

134.70.24.1 A (IP address) IN (0x0001)

Mar 5, 2021 
17:10:54.464932919 
CET

8.8.8.8 192.168.2.22 0x6dfa No error (0) objectstor
age.us-ashburn-
1.oci.oracleclo
ud.com

134.70.28.1 A (IP address) IN (0x0001)

Mar 5, 2021 
17:10:54.464932919 
CET

8.8.8.8 192.168.2.22 0x6dfa No error (0) objectstor
age.us-ashburn-
1.oci.oracleclo
ud.com

134.70.32.1 A (IP address) IN (0x0001)

Mar 5, 2021 
17:10:55.221627951 
CET

8.8.8.8 192.168.2.22 0xcf8a No error (0) maxcdn.boo
tstrapcdn.com

104.18.10.207 A (IP address) IN (0x0001)

Mar 5, 2021 
17:10:55.221627951 
CET

8.8.8.8 192.168.2.22 0xcf8a No error (0) maxcdn.boo
tstrapcdn.com

104.18.11.207 A (IP address) IN (0x0001)

Mar 5, 2021 
17:10:55.230422020 
CET

8.8.8.8 192.168.2.22 0x3dc9 No error (0) kit.fontaw
esome.com

kit.fontawesome.com.cdn.
cloudflare.net

CNAME 
(Canonical 
name)

IN (0x0001)

Mar 5, 2021 
17:10:55.247183084 
CET

8.8.8.8 192.168.2.22 0xc26b No error (0) code.jquery.com cds.s5x3j6q5.hwcdn.net CNAME 
(Canonical 
name)

IN (0x0001)

Mar 5, 2021 
17:10:55.266073942 
CET

8.8.8.8 192.168.2.22 0x4d10 No error (0) cdnjs.clou
dflare.com

104.16.18.94 A (IP address) IN (0x0001)

Mar 5, 2021 
17:10:55.266073942 
CET

8.8.8.8 192.168.2.22 0x4d10 No error (0) cdnjs.clou
dflare.com

104.16.19.94 A (IP address) IN (0x0001)

Mar 5, 2021 
17:10:55.270912886 
CET

8.8.8.8 192.168.2.22 0x1f92 No error (0) stackpath.
bootstrapc
dn.com

104.18.10.207 A (IP address) IN (0x0001)

Mar 5, 2021 
17:10:55.270912886 
CET

8.8.8.8 192.168.2.22 0x1f92 No error (0) stackpath.
bootstrapc
dn.com

104.18.11.207 A (IP address) IN (0x0001)

Mar 5, 2021 
17:10:55.740273952 
CET

8.8.8.8 192.168.2.22 0x65c3 No error (0) ka-f.fonta
wesome.com

ka-
f.fontawesome.com.cdn.cl
oudflare.net

CNAME 
(Canonical 
name)

IN (0x0001)

Mar 5, 2021 
17:11:07.496592045 
CET

8.8.8.8 192.168.2.22 0x64c2 Name error (3) favicon.ico none none A (IP address) IN (0x0001)

Timestamp Source IP
Source
Port Dest IP

Dest
Port Subject Issuer

Not
Before

Not
After

JA3 SSL
Client
Fingerprint JA3 SSL Client Digest

Mar 5, 2021 
17:10:51.268624067 
CET

103.153.182.185 443 192.168.2.22 49165 CN=*.edulibsworg.ru 
CN=R3, O=Let's Encrypt, 
C=US

CN=R3, O=Let's 
Encrypt, C=US 
CN=DST Root CA X3, 
O=Digital Signature 
Trust Co.

Tue Jan 
26 
10:19:27 
CET 
2021 
Wed Oct 
07 
21:21:40 
CEST 
2020

Mon Apr 
26 
11:19:27 
CEST 
2021 
Wed 
Sep 29 
21:21:40 
CEST 
2021

771,49192-
49191-49172-
49171-159-
158-57-51-157-
156-61-60-53-
47-49196-
49195-49188-
49187-49162-
49161-106-64-
56-50-10-19,0-
10-11-13-23-
65281,23-24,0

7dcce5b76c8b17472d024
758970a406b

CN=R3, O=Let's Encrypt, 
C=US

CN=DST Root CA X3, 
O=Digital Signature 
Trust Co.

Wed Oct 
07 
21:21:40 
CEST 
2020

Wed 
Sep 29 
21:21:40 
CEST 
2021

DNS Answers

HTTPS Packets
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Mar 5, 2021 
17:10:51.268821955 
CET

103.153.182.185 443 192.168.2.22 49166 CN=*.edulibsworg.ru 
CN=R3, O=Let's Encrypt, 
C=US

CN=R3, O=Let's 
Encrypt, C=US 
CN=DST Root CA X3, 
O=Digital Signature 
Trust Co.

Tue Jan 
26 
10:19:27 
CET 
2021 
Wed Oct 
07 
21:21:40 
CEST 
2020

Mon Apr 
26 
11:19:27 
CEST 
2021 
Wed 
Sep 29 
21:21:40 
CEST 
2021

771,49192-
49191-49172-
49171-159-
158-57-51-157-
156-61-60-53-
47-49196-
49195-49188-
49187-49162-
49161-106-64-
56-50-10-19,0-
10-11-13-23-
65281,23-24,0

7dcce5b76c8b17472d024
758970a406b

CN=R3, O=Let's Encrypt, 
C=US

CN=DST Root CA X3, 
O=Digital Signature 
Trust Co.

Wed Oct 
07 
21:21:40 
CEST 
2020

Wed 
Sep 29 
21:21:40 
CEST 
2021

Mar 5, 2021 
17:10:54.730261087 
CET

134.70.24.1 443 192.168.2.22 49172 CN=objectstorage.us-
ashburn-1.oraclecloud.com, 
OU=Oracle BMCS 
ASHBURN, O=Oracle 
Corporation, L=Redwood 
City, ST=California, C=US 
CN=DigiCert SHA2 Secure 
Server CA, O=DigiCert Inc, 
C=US

CN=DigiCert SHA2 
Secure Server CA, 
O=DigiCert Inc, C=US 
CN=DigiCert Global 
Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Thu Apr 
23 
02:00:00 
CEST 
2020 Fri 
Mar 08 
13:00:00 
CET 
2013

Tue Jun 
22 
14:00:00 
CEST 
2021 
Wed 
Mar 08 
13:00:00 
CET 
2023

771,49192-
49191-49172-
49171-159-
158-57-51-157-
156-61-60-53-
47-49196-
49195-49188-
49187-49162-
49161-106-64-
56-50-10-19,0-
10-11-13-23-
65281,23-24,0

7dcce5b76c8b17472d024
758970a406b

CN=DigiCert SHA2 Secure 
Server CA, O=DigiCert Inc, 
C=US

CN=DigiCert Global 
Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Fri Mar 
08 
13:00:00 
CET 
2013

Wed 
Mar 08 
13:00:00 
CET 
2023

Mar 5, 2021 
17:10:54.730375051 
CET

134.70.24.1 443 192.168.2.22 49171 CN=objectstorage.us-
ashburn-1.oraclecloud.com, 
OU=Oracle BMCS 
ASHBURN, O=Oracle 
Corporation, L=Redwood 
City, ST=California, C=US 
CN=DigiCert SHA2 Secure 
Server CA, O=DigiCert Inc, 
C=US

CN=DigiCert SHA2 
Secure Server CA, 
O=DigiCert Inc, C=US 
CN=DigiCert Global 
Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Thu Apr 
23 
02:00:00 
CEST 
2020 Fri 
Mar 08 
13:00:00 
CET 
2013

Tue Jun 
22 
14:00:00 
CEST 
2021 
Wed 
Mar 08 
13:00:00 
CET 
2023

771,49192-
49191-49172-
49171-159-
158-57-51-157-
156-61-60-53-
47-49196-
49195-49188-
49187-49162-
49161-106-64-
56-50-10-19,0-
10-11-13-23-
65281,23-24,0

7dcce5b76c8b17472d024
758970a406b

CN=DigiCert SHA2 Secure 
Server CA, O=DigiCert Inc, 
C=US

CN=DigiCert Global 
Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Fri Mar 
08 
13:00:00 
CET 
2013

Wed 
Mar 08 
13:00:00 
CET 
2023

Mar 5, 2021 
17:10:55.323731899 
CET

104.18.10.207 443 192.168.2.22 49173 CN=sni.cloudflaressl.com, 
O="Cloudflare, Inc.", L=San 
Francisco, ST=California, 
C=US CN=Cloudflare Inc 
ECC CA-3, O="Cloudflare, 
Inc.", C=US

CN=Cloudflare Inc ECC 
CA-3, O="Cloudflare, 
Inc.", C=US 
CN=Baltimore 
CyberTrust Root, 
OU=CyberTrust, 
O=Baltimore, C=IE

Mon Mar 
01 
01:00:00 
CET 
2021 
Mon Jan 
27 
13:48:08 
CET 
2020

Tue Mar 
01 
00:59:59 
CET 
2022 
Wed 
Jan 01 
00:59:59 
CET 
2025

771,49192-
49191-49172-
49171-159-
158-57-51-157-
156-61-60-53-
47-49196-
49195-49188-
49187-49162-
49161-106-64-
56-50-10-19,0-
10-11-13-23-
65281,23-24,0

7dcce5b76c8b17472d024
758970a406b

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.", 
C=US

CN=Baltimore 
CyberTrust Root, 
OU=CyberTrust, 
O=Baltimore, C=IE

Mon Jan 
27 
13:48:08 
CET 
2020

Wed 
Jan 01 
00:59:59 
CET 
2025

Mar 5, 2021 
17:10:55.325695992 
CET

104.18.10.207 443 192.168.2.22 49174 CN=sni.cloudflaressl.com, 
O="Cloudflare, Inc.", L=San 
Francisco, ST=California, 
C=US CN=Cloudflare Inc 
ECC CA-3, O="Cloudflare, 
Inc.", C=US

CN=Cloudflare Inc ECC 
CA-3, O="Cloudflare, 
Inc.", C=US 
CN=Baltimore 
CyberTrust Root, 
OU=CyberTrust, 
O=Baltimore, C=IE

Mon Mar 
01 
01:00:00 
CET 
2021 
Mon Jan 
27 
13:48:08 
CET 
2020

Tue Mar 
01 
00:59:59 
CET 
2022 
Wed 
Jan 01 
00:59:59 
CET 
2025

771,49192-
49191-49172-
49171-159-
158-57-51-157-
156-61-60-53-
47-49196-
49195-49188-
49187-49162-
49161-106-64-
56-50-10-19,0-
10-11-13-23-
65281,23-24,0

7dcce5b76c8b17472d024
758970a406b

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.", 
C=US

CN=Baltimore 
CyberTrust Root, 
OU=CyberTrust, 
O=Baltimore, C=IE

Mon Jan 
27 
13:48:08 
CET 
2020

Wed 
Jan 01 
00:59:59 
CET 
2025

Timestamp Source IP
Source
Port Dest IP

Dest
Port Subject Issuer

Not
Before

Not
After

JA3 SSL
Client
Fingerprint JA3 SSL Client Digest
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Code Manipulations

Statistics

Behavior

Mar 5, 2021 
17:10:55.369555950 
CET

104.16.18.94 443 192.168.2.22 49184 CN=sni.cloudflaressl.com, 
O="Cloudflare, Inc.", L=San 
Francisco, ST=CA, C=US 
CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.", 
C=US

CN=Cloudflare Inc ECC 
CA-3, O="Cloudflare, 
Inc.", C=US 
CN=Baltimore 
CyberTrust Root, 
OU=CyberTrust, 
O=Baltimore, C=IE

Wed Oct 
21 
02:00:00 
CEST 
2020 
Mon Jan 
27 
13:48:08 
CET 
2020

Thu Oct 
21 
01:59:59 
CEST 
2021 
Wed 
Jan 01 
00:59:59 
CET 
2025

771,49192-
49191-49172-
49171-159-
158-57-51-157-
156-61-60-53-
47-49196-
49195-49188-
49187-49162-
49161-106-64-
56-50-10-19,0-
10-11-13-23-
65281,23-24,0

7dcce5b76c8b17472d024
758970a406b

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.", 
C=US

CN=Baltimore 
CyberTrust Root, 
OU=CyberTrust, 
O=Baltimore, C=IE

Mon Jan 
27 
13:48:08 
CET 
2020

Wed 
Jan 01 
00:59:59 
CET 
2025

Mar 5, 2021 
17:10:55.371969938 
CET

104.16.18.94 443 192.168.2.22 49183 CN=sni.cloudflaressl.com, 
O="Cloudflare, Inc.", L=San 
Francisco, ST=CA, C=US 
CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.", 
C=US

CN=Cloudflare Inc ECC 
CA-3, O="Cloudflare, 
Inc.", C=US 
CN=Baltimore 
CyberTrust Root, 
OU=CyberTrust, 
O=Baltimore, C=IE

Wed Oct 
21 
02:00:00 
CEST 
2020 
Mon Jan 
27 
13:48:08 
CET 
2020

Thu Oct 
21 
01:59:59 
CEST 
2021 
Wed 
Jan 01 
00:59:59 
CET 
2025

771,49192-
49191-49172-
49171-159-
158-57-51-157-
156-61-60-53-
47-49196-
49195-49188-
49187-49162-
49161-106-64-
56-50-10-19,0-
10-11-13-23-
65281,23-24,0

7dcce5b76c8b17472d024
758970a406b

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.", 
C=US

CN=Baltimore 
CyberTrust Root, 
OU=CyberTrust, 
O=Baltimore, C=IE

Mon Jan 
27 
13:48:08 
CET 
2020

Wed 
Jan 01 
00:59:59 
CET 
2025

Mar 5, 2021 
17:10:55.375073910 
CET

104.18.10.207 443 192.168.2.22 49185 CN=sni.cloudflaressl.com, 
O="Cloudflare, Inc.", L=San 
Francisco, ST=California, 
C=US CN=Cloudflare Inc 
ECC CA-3, O="Cloudflare, 
Inc.", C=US

CN=Cloudflare Inc ECC 
CA-3, O="Cloudflare, 
Inc.", C=US 
CN=Baltimore 
CyberTrust Root, 
OU=CyberTrust, 
O=Baltimore, C=IE

Mon Mar 
01 
01:00:00 
CET 
2021 
Mon Jan 
27 
13:48:08 
CET 
2020

Tue Mar 
01 
00:59:59 
CET 
2022 
Wed 
Jan 01 
00:59:59 
CET 
2025

771,49192-
49191-49172-
49171-159-
158-57-51-157-
156-61-60-53-
47-49196-
49195-49188-
49187-49162-
49161-106-64-
56-50-10-19,0-
10-11-13-23-
65281,23-24,0

7dcce5b76c8b17472d024
758970a406b

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.", 
C=US

CN=Baltimore 
CyberTrust Root, 
OU=CyberTrust, 
O=Baltimore, C=IE

Mon Jan 
27 
13:48:08 
CET 
2020

Wed 
Jan 01 
00:59:59 
CET 
2025

Mar 5, 2021 
17:10:55.376008034 
CET

104.18.10.207 443 192.168.2.22 49186 CN=sni.cloudflaressl.com, 
O="Cloudflare, Inc.", L=San 
Francisco, ST=California, 
C=US CN=Cloudflare Inc 
ECC CA-3, O="Cloudflare, 
Inc.", C=US

CN=Cloudflare Inc ECC 
CA-3, O="Cloudflare, 
Inc.", C=US 
CN=Baltimore 
CyberTrust Root, 
OU=CyberTrust, 
O=Baltimore, C=IE

Mon Mar 
01 
01:00:00 
CET 
2021 
Mon Jan 
27 
13:48:08 
CET 
2020

Tue Mar 
01 
00:59:59 
CET 
2022 
Wed 
Jan 01 
00:59:59 
CET 
2025

771,49192-
49191-49172-
49171-159-
158-57-51-157-
156-61-60-53-
47-49196-
49195-49188-
49187-49162-
49161-106-64-
56-50-10-19,0-
10-11-13-23-
65281,23-24,0

7dcce5b76c8b17472d024
758970a406b

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.", 
C=US

CN=Baltimore 
CyberTrust Root, 
OU=CyberTrust, 
O=Baltimore, C=IE

Mon Jan 
27 
13:48:08 
CET 
2020

Wed 
Jan 01 
00:59:59 
CET 
2025

Timestamp Source IP
Source
Port Dest IP

Dest
Port Subject Issuer

Not
Before

Not
After

JA3 SSL
Client
Fingerprint JA3 SSL Client Digest
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• iexplore.exe

• iexplore.exe

Click to jump to process

System Behavior

File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Start time: 17:10:29

Start date: 05/03/2021

Path: C:\Program Files\Internet Explorer\iexplore.exe

Wow64 process (32bit): false

Commandline: 'C:\Program Files\Internet Explorer\iexplore.exe' -Embedding

Imagebase: 0x13f690000

File size: 814288 bytes

MD5 hash: 4EB098135821348270F27157F7A84E65

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: low

File Path Access Attributes Options Completion Count
Source
Address Symbol

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

File Path Offset Length Completion Count
Source
Address Symbol

Key Path Completion Count
Source
Address Symbol

Key Path Name Type Data Completion Count
Source
Address Symbol

Key Path Name Type Old Data New Data Completion Count
Source
Address Symbol

Analysis Process: iexplore.exe PID: 268 Parent PID: 584Analysis Process: iexplore.exe PID: 268 Parent PID: 584

General

Analysis Process: iexplore.exe PID: 2180 Parent PID: 268Analysis Process: iexplore.exe PID: 2180 Parent PID: 268
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Disassembly

File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Start time: 17:10:29

Start date: 05/03/2021

Path: C:\Program Files (x86)\Internet Explorer\iexplore.exe

Wow64 process (32bit): true

Commandline: 'C:\Program Files (x86)\Internet Explorer\IEXPLORE.EXE' SCODEF:268 CREDAT:275457 
/prefetch:2

Imagebase: 0x1340000

File size: 815304 bytes

MD5 hash: 8A590F790A98F3D77399BE457E01386A

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: low

File Path Access Attributes Options Completion Count
Source
Address Symbol

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

File Path Offset Length Completion Count
Source
Address Symbol

Key Path Name Type Data Completion Count
Source
Address Symbol

Key Path Name Type Old Data New Data Completion Count
Source
Address Symbol

General
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