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Analysis Report Copy of COVID-19 Testing Employee N...

Overview

General Information Detection Signatures Classification
Sample Copy of COVID-19 Testing No high impact signatures.

Name: Employee Names and

DOB 3.9.2021.xlsx
Analysis ID: 367670

MD5: 8ea35bdf2130db8.
SHAL: ef23db1561ad4a5.
SHA256: foffa6eda325df3c..
Infos: go 32

Score: 0
Range: 0-100
Whitelisted: false
Confidence: 80%
s seers : |
Startup

= System is w7x64

. EXCEL.EXE (PID: 1572 cmdline: 'C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE' /automation -Embedding MD5: 5FBOAOF93382ECD19F5F499A5CAA59F0)
= cleanup

Malware Configuration

No configs have been found

Yara Overview

No yara matches

Sigma Overview

No Sigma rule has matched

Signature Overview
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@

There are no malicious signatures, click here to show all signatures.

Mitre Att&ck Matrix

Initial
Access Execution Persistence Escalation Evasion
Valid Windows Path
Accounts Management  Interception
Instrumentation
Default  Scheduled Boot or
Accounts Task/Job Logon
Initialization
Scripts

Behavior Graph

Copyright Joe Security LLC 2021

Click to jump to signature section

Masquerading oS

@ Compliance
® System Summary

@ Hooking and other Techniques for Hiding and Protection

Lateral

Command
and

Discovery Movement Collection Exfiltration Control

File and Remote
Directory Services
Discovery

System Remote

Information  Desktop
Discovery Protocol

Data from  Exfiltration Data

Local
System

Over Other Obfuscation
Network
Medium

Data from  Exfiltration Junk Data
Removable Over

Media

Bluetooth

Remote
Network Service
Effects Effects Impact

Eavesdrop on  Remotely Modify
Insecure Track Device System
Network Without Partition
Communication Authorization

Exploit SS7 to  Remotely Device

Redirect Phone Wipe Data  Lockout

Calls/SMS Without
Authorization
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Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

ID:

Sample:
Startdate:

Architecture:

Score:

Behavior Graph

367670

Copy of COVID-19 Testing Em...

11/03/2021
WINDOWS

0

started

@ EXCEL.EXE

Hide Legend
Legend:
Process
Signature
Created File
DNS/IP Info
Is Dropped

Is Windows Process

@+ EBO0C]

*
*n

Number of created Registry Values

Number of created Files

5 B

Visual Basic

zz
3

ms
I8
o

)

Delphi

i
i
=

Java

.Net C# or VB.NET

C, C++ or other language
Is malicious

Internet

L@ 2 )

e
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Ny Copy of COVID-19 Testing Employee Names and DOB3.9.2021 - Microsoft Excel - Copy of COVID-19 Testing Employee Names and DOB 3.9.2021 =

Home Insert Page Layout

Calibri
& Format Painter | B £ U~
Clipboard

Formulas Data

Review View

-

S Wrap Text

55 Merge & Center ~

Alignment

General

$ 7% »

Number

B R
2@ o @ =
ﬁjﬁ‘ ‘:;‘j = ;_I ZAulnSum'%? \?&

@] Fin -
Insert Delete Format Sort & Find &
- - - Q2 Clear~  Fijter~ Select~

Editing

48 ;%8 | Conditional Format  Cell

Formatting - as Table - Styles -
Styles Cells

Results 3/9
NAME

DOB

PHONE

RESULT

Garcia Santiago - $5I SLO
Jurijs Muszichuks - RC Pluss
Raivis Audikevichs - RC Pluss
Pjotrs Martinovs - RC Pluss
Stelica Clota - LANGER
Andreas Raspe - LANGER

NAME

10/4/1976
11/9/1986
5/13/1986
8/20/1972
1/10/1992
12/6/1977

DOB

614 - 558 - 7369
614 - 558 - 4790
614 - 558 - 4790
614 - 558 - 4790
614 - 254 - 1027
740 - 405 - 9825

PHONE

N
N

NIA

RESULT

Alexander Lopez
Antonio Flores

Daniel Vazquez

David Lainez

Jeff Pfeiffer

Jerry Murphy

Jorge Cabrera
Michelle Cabello
Ovidio Hernandez
Roberto Ceasar Flores
Rodel Lugero

Roxana Guzman Cerritos

(EXPRESS)

Salomon Garcia
Wilfredo Maradeaga

NAME - GRAZ & Subs (AVK, SINTEC & PLC)

1111/1982
5I27/1987
1/4/1994
6/8/1991
1/30/1965
9/26/1961
11201977
12/20/1938
112811997
3/2/1995
4/10/1974
11/7/1997
5/16/1969
121211978

DOB

585-664-6449
480-669-8934
956-468-2717
516-725-7031
614-581-9317
330-397-5241
239-266-1892
916-270-7187
516-850-6833
909-672-4109
no number on file
208-219-1721
no number on file
903-506-1332

PHONE

N
N
N
N
NIA
N
N
NIA

RESULT

Liedl Robert
Mild Daniel
Gmoser Thomas
Wernig Michael
Grzib Uwe
Jovanovic Mika
Anton Kobzarev
Ihar Ivanou
Sergejs Novicenko
Olegs Dancenko
Olegs Tihonovs
Julijs Verzihovskis
W v W[ 2.22.2021 ] 3.9.2021 /%3
Ready |

7/9/1976
11/2/1950
1/6/1992
5.30.1981
9.15.1964
11.21.1967
8/20/1974
1/14/1969
5/3/1570
4/2/1963
2/16/1975
12/18/1965

6143298243
6143298363
6143300739
6143307951
6146321550
6143298243
7042315388
7043074315
7048584587
7043077186
7042323863
7045074915

NIA

G H

VACATION

OFF SITE

VACATION

Out Sick

|[EO M 1o0%

=

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

No Antivirus matches
Dropped Files

No Antivirus matches
Unpacked PE Files
No Antivirus matches
Domains

No Antivirus matches

URLs

No Antivirus matches

Domains and IPs
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Contacted Domains

No contacted domains info

Contacted IPs

No contacted IP infos

General Information

Joe Sandbox Version:

Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Sample file name:

Cookbook file name:

Analysis system description:

Number of analysed new started processes analysed:
Number of new started drivers analysed:

Number of existing processes analysed:

Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

Cookbook Comments:

Warnings:

Simulations

Behavior and APIs

No simulations

Joe Sandbox View | Context

Copyright Joe Security LLC 2021

31.0.0 Emerald
367670
11.03.2021
23:01:07
CloudBasic

Oh 9m 48s
false

light

Copy of COVID-19 Testing Employee Names and DOB
3.9.2021.xlsx

defaultwindowsofficecookbook.jbs

Windows 7 x64 SP1 with Office 2010 SP2 (IE 11, FF52,
Chrome 57, Adobe Reader DC 15, Flash 25.0.0.127,
Java 8 Update 121, .NET 4.6.2)

2

o ©o o o

e EGA enabled
e HDC enabled
e AMSI enabled

default
Timeout
CLEAN
clean0.winXLSX@1/1@0/0
e Adjust boot time
e Enable AMSI
Found application associated with file extension:
Xlsx
Found Word or Excel or PowerPoint or XPS Viewer
Attach to Office via COM

Scroll down
Close Viewer

.

e o o o

Show All
e Exclude process from analysis (whitelisted):
dllhost.exe
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IPs

No context

Domains

No context

ASN

No context

JA3 Fingerprints

No context

Dropped Files

No context

Created | dropped Files

C:\Users\user\Desktop\~$Copy of COVID-19 Testing Employee Names and DOB 3.9.2021.xIsx

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE
File Type: data
Category: dropped
Size (bytes): 165
Entropy (8bit): 1.4377382811115937
Encrypted: false
SSDEEP: 3:VZ/IFFDIW2fV:vBFFGS
MD5: 797869BB881CFBCDAC2064F92B26E46F
SHA1L: 61C1B8FBF505956A77E9A79CE74EF5E281B01F4B
SHA-256: D4E4008DD7DFB936F22D9EF3CC569C6F88804715EAB8101045BA1CDOB0O81F185
SHA-512: 1B8350E1500F969107754045EB84EA9F72B53498B1DC05911D6C7E771316C632EA750FBCESBAD3A82D664E3C65CC5251D0E4A21F750911AESDC2FC3653E49F58(
Malicious: false
Reputation: high, very likely benign file
Preview:
.user LA

Static File Info

General
File type:
Entropy (8bit):
TriD:

File name:

File size:
MDS5:
SHA1L:
SHA256:

SHA512:

SSDEEP:

File Content Preview:

Copyright Joe Security LLC 2021

Microsoft Excel 2007+
7.610913327812838

e Excel Microsoft Office Open XML Format document
(40004/1) 83.33%
e ZIP compressed archive (8000/1) 16.67%

Copy of COVID-19 Testing Employee Names and DOB
3.9.2021.xlsx

39748
8ea35hdf2130db8f534dh290aaceb9d0
ef23db1561ad4a51f3a3ba45e591a0ece7eff702

foffa6cda325df3c792de8f50f1fha7611c53731588d107bc
40a8351d12d7da8

3d4a5cc53e70f13ec766424057d38f242576fabcfa98083f
60a131d3396403d4ca0f35ff1a86dc2b18464e0232e06f6
ca257a22f0cc7149e9165f70cdbd85e54

768:vU4jvnTUafBbFOOMYDBPfF5hYU7XDYehxPuGsy
Ej35Jv0as3FP:vU4zTR5PfF5N7XMsxPuGs5v8asl

[Content_Types].xml ..
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File Icon

Icon Hash: ede2aaBaadb4bcb4

Network Behavior

No network behavior found

Code Manipulations

Statistics

System Behavior

Analysis Process: EXCEL.EXE PID: 1572 Parent PID: 584

General

Start time: 23:01:32

Start date: 11/03/2021
Path: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE
Wow64 process (32bit): false

Commandline: 'C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE' /automation -Embedding

Imagebase: 0x13f370000

File size: 27641504 bytes

MDS5 hash: 5FBOAOF93382ECD19F5F499A5CAAS9F0
Has elevated privileges: true

Has administrator privileges: true

Programmed in:

Reputation:

C, C++ or other language

high

File Activities

File Created

File Path Access Attributes Options

C:\Users\user\AppData\Local\Temp\191C.tmp read attributes | device
synchronize |

generic read

synchronous io
non alert | non
directory file

File Deleted

File Path
C:\Users\user\AppData\Local\Temp\imgs_files\stylesheet.cs~
C:\Users\user\AppData\Local\Temp\imgs_files\tabstrip.ht~
C:\Users\user\AppData\Local\Temp\imgs_files\sheet001.ht~
C:\Users\user\AppData\Local\Temp\imgs_files\sheet002.ht~
C:\Users\user\AppData\Local\Temp\imgs_files\filelist.xm~

Copyright Joe Security LLC 2021

Completion

success or wait

Completion

success or wait
success or wait
success or wait
success or wait

success or wait

Count Address

1

Source

Symbol

13F6BEC83 GetTempFileNameW

Source

Count Address

7FEEA9ESACO
7FEEA9ESACO
7FEEA9ESACO
7FEEA9ESACO
7FEEA9ESACO

Symbol

unknown
unknown
unknown
unknown

unknown
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File Path
C:\Users\user\AppData\Local\Temp\imgs.rcv
C:\Users\user\AppData\Local\Temp\imgs.ht~
C:\Users\user\AppData\Local\Temp\191C.tmp

File Moved

Old File Path
C:\Users\user\AppData\Local\Temp\imgs_files\stylesheet.css
C:\Users\user\AppData\Local\Temp\imgs_files\tabstrip.htm
C:\Users\user\AppData\Local\Temp\imgs_files\sheet001.htm
C:\Users\user\AppData\Local\Temp\imgs_files\sheet002.htm
C:\Users\user\AppData\Local\Temp\imgs_files\filelist.xml
C:\Users\user\AppData\Local\Temp\imgs_files\stylesheet.cs_
C:\Users\user\AppData\Local\Temp\imgs_files\tabstrip.ht_
C:\Users\user\AppData\Local\Temp\imgs_files\sheet001.ht_
C:\Users\user\AppData\Local\Temp\imgs_files\sheet002.ht_
C:\Users\user\AppData\Local\Temp\imgs_files\filelist.xm__

File Written

File Path

C:\Users\user\Desktop\~$Copy of COVID-19 Testing Employee
Names and DOB 3.9.2021.xIsx

C:\Users\user\Desktop\~$Copy of COVID-19 Testing Employee
Names and DOB 3.9.2021.xIsx

File Path

Registry Activities

Key Created

Key Path

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\Startupltems

HKEY_CURRENT_USER\Software\Microsoft\Office\Common\Offline\Options

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\F1989

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery

Source

Completion Count Address Symbol
success or wait 1 TFEEA9E9ACO unknown
success or wait 1 TFEEA9E9ACO unknown
success or wait 1 13F92B818 DeleteFileW
Source
New File Path Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\imgs_files\stylesheet.cs~..  success or wait 1 7FEEA9E9ACO unknown
C:\Users\user\AppData\Local\Temp\imgs_files\tabstrip.ht~s~ success or wait 1 7FEEA9E9ACO unknown
C:\Users\user\AppData\Local\Temp\imgs_files\sheet001.ht~s~  success or wait 1 7FEEA9E9ACO unknown
C:\Users\user\AppData\Local\Temp\imgs_files\sheet002.ht~s~  success or wait 1 7FEEA9E9ACO unknown
C:\Users\user\AppData\Local\Temp\imgs_files\filelist. xm~s~ success or wait 1 7FEEA9E9ACO unknown
C:\Users\user\AppData\Local\Temp\imgs_files\stylesheet.css..  success or wait 1 7FEEA9E9ACO unknown
C:\Users\user\AppData\Local\Temp\imgs_files\tabstrip.htmss success or wait 1 7FEEA9E9ACO unknown
C:\Users\user\AppData\Local\Temp\imgs_files\sheet001.htmB success or wait 1 7FEEA9E9ACO unknown
C:\Users\user\AppData\Local\Temp\imgs_files\sheet002.htmB success or wait 1 7FEEA9E9ACO unknown
C:\Users\user\AppData\Local\Temp\imgs_files\filelist.xmIB success or wait 1 7FEEA9E9ACO unknown
Source
Offset Length Value Ascii Completion Count Address  Symbol
unknown 55 05416¢c62757320 .user success or wait 1 13F5BF526 WriteFile
20 20 20 20 20 20 20
20 20 20 20 20 20 20
20 20 20 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
20 20 20 20 20 20 20
20 20 20 20 20 20
unknown 110 050041006c0062 .Albus............ success or wait 1 13F5BF591 WriteFile
00 75 00 73 00 20 00
20 00 20 00 20 00 20
00 20 00 20 00 20 00
20 00 20 00 20 00 20
00 20 00 20 00 20 00
20 00 20 00 20 00 20
00 20 00 20 00 20 00
20 00 20 00 20 00 20
00 20 00 20 00 20 00
20 00 20 00 20 00 20
00 20 00 20 00 20 00
20 00 20 00 20 00 20
00 20 00 20 00 20 00
20 00 20 00 20 00 20
00 20 00 20 00
Source
Offset Length Completion Count Address Symbol
Source
Completion Count Address Symbol
success or wait 1 TFEEA9E9ACO unknown
success or wait 1 TFEEA9E9ACO unknown
success or wait 1 TFEEA9E9ACO unknown
success or wait 1 TFEEA9E9ACO unknown
success or wait 1 TFEEA9E9ACO unknown
success or wait 1 TFEEA9E9ACO unknown
success or wait 1 TFEEA9E9ACO unknown
success or wait 1 TFEEA9E9ACO unknown

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\F1A25

Key Value Created

Copyright Joe Security LLC 2021
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Key Path
HKEY_CURRENT_USER\Software\Mic

rosoft\Office\14.0\Excel\Resiliency\Startupltems

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\Place MRU

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

Copyright Joe Security LLC 2021

Name

w78

Max Display

Max Display

Item 1

Iltem 2

Item 3

Iltem 4

Item 5

Iltem 6

Item 7

Iltem 8

Item 9

Item 10

Iltem 11

Item 12

Item 13

Iltem 14

Item 15

Item 16

Iltem 17

Item 18

Type

binary

dword

dword

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

Data

77 37 38 00 24 06 00 00 02 00 00 00 00

00 00 00 FA 00 00 00 01 00 00 00 7C 00
00 00 72 00 00 00 63 00 6F 00 70 00 79

00 20 00 6F 00 66 00 20 00 63 00 6F 00

76 00 69 00 64 00 2D 00 31 00 39 00 20
00 74 00 65 00 73 00 74 00 69 00 6E 00

67 00 20 00 65 00 6D 00 70 00 6C 00 6F
00 79 00 65 00 65 00 20 00 6E 00 61 00

6D 00 65 00 73 00 20 00 61 00 6E 00 64
00 20 00 64 00 6F 00 62 00 20 00 33 00

2E 00 39 00 2E 00 32 00 30 00 32 00 31
00 2E 00 78 00 6C 00 73 00 78 00 00 00
63 00 6F 00 70 00 79 00 20 00 6F 00 66
00 20 00 63 00 6F 00 76 00 69 00 64 00

2D 00 31 00 39 00 20 00 74 00 65 00 73
00 74 00 69 00 6E 00 67 00 20 00 65 00

6D 00 70 00 6C 00 6F 00 79 00 65 00 65
00 20 00 6E 00 61 00 6D 00 65 00 73 00
20 00 61 00 6E 00 64 00 20 00 64 00 6F
00 62 00 20 00 33 00 2E 00 39 00 2E 00
32 00 30 00 32 00 31 00 00 00

25

25

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\8878498721 .xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3771420242.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\5795694722.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\6516896632.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9713424497 .xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\0887538035.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\8416751812.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3580751004.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\5367203117.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3764832265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3013890265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\0615447233.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\4144085054.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\2109793820.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1417002460.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1387277564.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9281004682.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1169381505.xIsx

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Source

Count Address

1

7FEEA9ESACO

7FEEA9ESACO

7FEEA9ESACO

7FEEA9E9ACO

7FEEA9E9ACO

7TFEEA9ESACO

7FEEA9E9ACO

7FEEA9E9ACO

7FEEA9ESACO

7FEEA9ESACO

7FEEA9ESACO

7FEEA9ESACO

7TFEEA9E9ACO

7FEEA9E9ACO

7FEEA9ESACO

7FEEA9ESACO

7FEEA9ESACO

7FEEA9ESACO

7FEEA9ESACO

7TFEEA9ESACO

7FEEA9ESACO

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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Key Path

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\Resil
iency\DocumentRecovery\F1989

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\Place MRU

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

Copyright Joe Security LLC 2021

Name

Item 19

Item 20

F1989

Max Display

Max Display

Item 1

Type

unicode

unicode

binary

dword

dword

unicode

Data

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9801086636.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\7838756049.xIsx

04 00 00 00 24 06 00 00 2A 00 00 00 43
00 3A 00 5C 00 55 00 73 00 65 00 72 00
73 00 5C 00 41 00 6C 00 62 00 75 00 73
00 5C 00 41 00 70 00 70 00 44 00 61 00
74 00 61 00 5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00 6D 00 70 00
5C 0069 00 6D 00 67 00 73 00 2E 00 68
00 74 00 6D 00 00 00 00 00 22 00 00 00
43 00 3A 00 5C 00 55 00 73 00 65 00 72
00 73 00 5C 00 41 00 6C 00 62 00 75 00
73 00 5C 00 41 00 70 00 70 00 44 00 61
00 74 00 61 00 5C 00 4C 00 6F 00 63 00
61 00 6C 00 5C 00 54 00 65 00 6D 00 70
00 5C 00 01 00 00 00 01 00 00 00 DE 4B
6197 0D 17 D7 01 89 19 OF 00 89 19 OF
00 00 00 00 00 B8 02 00 00 56 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00

25

25

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\8878498721 .xIsx

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count Address

1

1

1

1

1

1

Source
Symbol

TFEEA9E9ACO unknown

TFEEA9E9ACO unknown

TFEEA9E9ACO unknown

7FEEA9E9ACO unknown

TFEEA9E9ACO unknown

7FEEA9E9ACO unknown
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Key Path

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

Copyright Joe Security LLC 2021

Name

Iltem 2

Item 3

Iltem 4

Item 5

Iltem 6

Iltem 7

Item 8

Item 9

Item 10

Item 11

Item 12

Item 13

Iltem 14

Item 15

Item 16

Iltem 17

Item 18

Item 19

Item 20

Type

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

Data

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3771420242 xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\5795694722.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\6516896632.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9713424497 .xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\0887538035.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\8416751812.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3580751004.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\5367203117.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3764832265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3013890265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\0615447233.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\4144085054.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\2109793820.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1417002460.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1387277564.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9281004682.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1169381505.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9801086636.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\7838756049.xIsx

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

Source
Address

7FEEA9ESACO

7FEEA9ESACO

7FEEA9ESACO

7FEEA9ESACO

7FEEA9ESACO

7FEEA9E9SACO

7FEEA9ESACO

7FEEA9ESACO

7FEEA9ESACO

7FEEA9ESACO

7FEEA9ESACO

7TFEEA9ESACO

7FEEA9E9ACO

7FEEA9ESACO

7FEEA9ESACO

7TFEEA9ESACO

7FEEA9ESACO

7FEEA9ESACO

7FEEA9E9ACO

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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Source

Key Path Name Type Data Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Mic F1A25 binary 04 00 00 00 24 06 00 00 2A 00 00 00 43 success or wait 1 7FEEA9E9ACO unknown
rosoft\Office\14.0\Excel\Resil 00 3A 00 5C 00 55 00 73 00 65 00 72 00

iency\DocumentRecovery\F1A25 73 00 5C 00 41 00 6C 00 62 00 75 00 73

00 5C 00 41 00 70 00 70 00 44 00 61 00
74 00 61 00 5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00 6D 00 70 00
5C 0069 00 6D 00 67 00 73 00 2E 00 68
00 74 00 6D 00 00 00 00 00 22 00 00 00
43 00 3A 00 5C 00 55 00 73 00 65 00 72
00 73 00 5C 00 41 00 6C 00 62 00 75 00
73 00 5C 00 41 00 70 00 70 00 44 00 61
00 74 00 61 00 5C 00 4C 00 6F 00 63 00
61 00 6C 00 5C 00 54 00 65 00 6D 00 70
00 5C 00 01 00 00 00 01 00 00 00 DE 4B
6197 0D 17 D7 01 25 1A OF 00 25 1A OF
00 00 00 00 00 B8 02 00 00 56 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00

Source
Key Path Name Type Old Data New Data Completion Count Address Symbol

Disassembly
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