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Analysis Report https://lwww.novobanco.pt/empresas_c...
Overview

General Information Detection Signatures Classification

Sample URL:  hitp://https://www.novoban

co.pt/empresas_covid19 EFormiaction URLs|do/not matchimait..

Analysis ID: 369373
Infos: ;f @,

Most interesting Screenshot:

HTML titleidoesinot match/ URLE

Submitbutten containsijavascript call

Uses insecure LS //SSI version fo...

Score: 2
Range: 0-100
Whitelisted: false
Confidence: 80%

Startup

= System is w10x64

. @ iexplore.exe (PID: 4808 cmdline: 'C:\Program Files\Internet Exploreniexplore.exe' -Embedding MD5: 6465CB92B25A7BC1DF8E01D8AC5E7596)
. @ iexplore.exe (PID: 724 cmdline: 'C:\Program Files (x86)\Internet ExploreNlEXPLORE.EXE' SCODEF:4808 CREDAT:17410 /prefetch:2 MD5:
071277CC2E3DF41EEEA8013E2AB58D5A)
= cleanup

Malware Configuration

No configs have been found

Yara Overview

No yara matches

Sigma Overview

No Sigma rule has matched

Signature Overview
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@

There are no malicious signatures, click here to show all signatures.

Click to jump to signature section

Mitre Att&ck Matrix

Initial

Access Execution
Valid Scripting
Accounts

Default  Scheduled
Accounts Task/Job

Domain At (Linux)

Accounts

Privilege  Defense
Persistence Escalation Evasion
Path Process Masquerading
Interception  Injection
Boot or Boot or Process
Logon Logon Injection
Initialization  Initialization
Scripts Scripts
Logon Script Logon Scripting
(Windows)  Script

(Windows)

Behavior Graph
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Credential

Access
(e

Credential
Dumping

LSASS
Memory

Security
Account
Manager

@ Phishing

® Compliance

@ Networking

@ System Summary

Lateral
Discovery Movement Collection
File and Remote Data from
Directory Services Local
Discovery System
Application  Remote Data from
Window Desktop Removable
Discovery Protocol Media
Query SMB/Windows Data from
Registry Admin Shares Network
Shared
Drive

Exfiltration

Exfiltration
Over Other
Network
Medium

Exfiltration
Over
Bluetooth

Automated
Exfiltration

Command
and
Control

Network
Effects

Encrypted
Channel

Eavesdrop on
Insecure
Network
Communication

Non-
Application
Layer
Protocol

Exploit SS7 to
Redirect Phone
Calls/SMS

Application Exploit SS7 to
Layer Track Device
Protocol &4 Location

Remote
Service
Effects Impact
Remotely Modify
Track Device System
Without Partition
Authorization
Remotely Device
Wipe Data  Lockout
Without
Authorization
Obtain Delete
Device Device
Cloud Data
Backups
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Screenshots

Thumbnails

ID:

URL:
Startdate:
Architecture:

Score:

Behavior Graph
369373

MALICIOUS
https://www.novobanco.pt/em... SUSPICIOUS
16/03/2021
WINDOWS UNKNOWN
2

www.novobanco.pt @ started

www.novobanco.pt CA
194.145.121.90, 443, 49712, 49713
NovoBancoPT

Portugal

started

@ iexplore.exe ::

@ E="6 B

=

webcare.byside.com CA
62.28.184.69, 443, 49720, 49721
MEO-EMPRESASPT

Portugal &

This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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Java
.Net C# or VB.NET
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D@ 2 i~

Is malicious

Internet

16 other IPs or domains
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by

https://www.novobanco.pt/site/cms.aspi?labelid= empresas_covid19 - @ C || Search..

Plano de Contigéncia NE - ... LI

Utilizagiio de cookies
Usamos cookies para permitir que o nosso website funcione corretamente, para personalizar conteddos, anincios e

campanhas, para propordionar funcionalidades das redes sociais e para analisar o nosso trafego. Também partilhamos

informagio com os nossos parceiros das redes sociais, de publicidade e de analitica sobre o seu uso no nosso website. Para

personalizar os diferentes tipos de cookies aqui recolhidos, devera aceder a “Configuragio de Cookies” e ativar ou desativar,  » Configuracao de cookies
podendo alterar a configuragio das suas preferéncias a qualquer momento. Ao selecionar a opgio "Aceitar cookies, da o seu

consentimento as configuracoes prédefinidas pelo Banco, as quais poder alterar a qualquer momento na "Configuragio de

Cookies™. Saiba m de cooki

H O Type here to search

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link

hitp://https://www.novobanco.pt/empresas_covid19 0% Avira URL Cloud safe
Dropped Files

No Antivirus matches

Unpacked PE Files

No Antivirus matches

Domains

No Antivirus matches

URLs

Source Detection Scanner Label Link
hitp://https://www.privacyconnect.com/ 0% Avira URL Cloud safe
hitp://https://privacyconnect.com 0% Avira URL Cloud safe
hitp://https://www.novobpt/site/cms.aspx?labelid=institu 0% Avira URL Cloud safe
hitp://https://www.dataguidance.com/comparisons 0% Avira URL Cloud safe

Copyright Joe Security LLC 2021 Page 7 of 52



Malicious

Source

hitp://https://www.onetrustpro.com/

hitp://getbootstrap.com)

hitp://https://dataguidance.com/

hitp://https://srv.novobanco.

hitp://https://www.dataguidance.com/retention-schedules
hitp://https://comply.cookiepro.com/?brand=ot& ga=2.169727462.655205975.1587912553-
206522905.158574631

hitp://https://www.novobpt/site/cms.aspx?labelid=HPidas_nb_covidRoot
hitp://https://www.novobpt/site/cms.aspx?labelid=medidas_nb_covidRoot

hitp://https://nbcultura.pt/

Domains and IPs

Contacted Domains

Name P Active
webcare.byside.com 62.28.184.69 true
www.onetrust.com 104.20.185.68 true
pop-esv5.mix.linkedin.com 108.174.11.37 true
onetrust.cloudflareaccess.com 104.19.194.29 true
www.novobanco.pt 194.145.121.90 true
onetrust.com 104.20.185.68 true
sl1.byside.com 62.28.184.74 true
cdn.cookielaw.org 104.16.149.64 true
geolocation.onetrust.com 104.20.184.68 true
onetrust-dev.web.onetrust.dev 104.18.1.153 true
grmtech.net 93.190.67.182 true
fast.wistia.com unknown unknown
www.linkedin.com unknown unknown
px.ads.linkedin.com unknown unknown
snap.licdn.com unknown unknown
Contacted URLs

Name

hitp://https://www.novobanco.pt/site/cms.aspx?labelid=negocios_agricultura false
hitp://https://www.novobanco.pt/site/cms.aspx?plg=D8C12C68-0D55-4D37-949A- false
53038EEBE069

hitp://https://www.onetrust.com/products/cookie-consent/ false

URLs from Memory and Binaries

Name

hitp://https://www.onetrust.com/solutions/esg/

hitp://https://www.onetrust.com/wp-

content/uploads/2018/05/executive-dashboards-1.png

hitp:/fiwww.byside.com

hitp://https://twitter.com/OneTrust

hitp://https://www.novobanco.pt/site/cms.aspx?

labelid=hcempresasD37-949A-

53038EE8E069s://www.novobanco.pt/s

hitp://https://www.onetrust.com/xmlrpc.php

hitp://https://www.onetrust.com/wp-

content/uploads/2019/06/facebook-gray.svg
hitp://https://www.onetrust.com/solutions/iso27701/

hitp://https://www.novobanco.pt/site/cms.aspx?

labelid=institucional

http:/f

https://sec.novobanco.pt/webcf/LoginHandler/LoginHandler.as

px?app=3

hitp://https://www.onetrust.com/solutions/ethics/

hitp://https://www.onetrust.com/wp-json/

hitp://https://www.onetrust.com/wp-

content/uploads/2020/04/DD_Fulfill-1-300x213.png);

Copyright Joe Security LLC 2021

Source
cookie-consent[1].htm.4.dr

cookie-consent[1].htm.4.dr

byside_webcare[1].js.4.dr
cookie-consent[1].htm.4.dr

~DF1D0A691A6011D207.TMP.2.dr

cookie-consent[1].htm.4.dr

cookie-consent[1].htm.4.dr

cookie-consent[1].htm.4.dr

~DF1D0A691A6011D207.TMP.2.dr

cms[2].htm.4.dr, cms[2].htm0.4.dr

cookie-consent[1].htm.4.dr

cookie-consent[1].htm.4.dr

cookie-consent[1].htm.4.dr

Detection
0%
0%
0%
0%
0%
0%

0%
0%
0%

Malicious
false
false
false
false
false
false
false
false
false
false
false
false
false
false

false

Scanner

Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud

Avira URL Cloud
Avira URL Cloud
Avira URL Cloud

Antivirus Detection

Antivirus Detection

Malicious
false

false

false
false

false

false

false

false

false

false

false

false

false

Antivirus Detection

Label
safe
safe
safe
safe
safe

safe

safe
safe

safe

Link

Reputation
high

high

high

high

high

high

high

high

high
unknown
unknown
high

high

high

high

Reputation
high
high

high

Rep!
high
high

high
high
high

high

high

high
high

high

high

high
high

utation
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Name
hitp://https://www.privacyconnect.com/
hitp://https://privacyconnect.com
hitp://https://px.ads.linkedin.com/collect?

hitp://https://www.onetrust.com/wp-
content/uploads/2020/10/PublishersAds_Selected.svg

http:/f
https://optanon.blob.core.windows.net/skins/5.6.0/default_flat_
top_two_button_black/v2/images/cookie

hitp://https://www.onetrust.com/wp-
content/uploads/2020/08/it.png

hitp://https://www.onetrust.com/products/ott-app-compliance

hitp://https://www.novobpt/site/cms.aspx?labelid=institu

hitp://https://www.novob.novobanco.pt/site/cms.aspx?
labelid=HP

hitp://https://www.onetrust.com/wp-
content/uploads/2020/03/UK-Modern-Slavery-Act-
Statement.pdf

hitp://https://www.onetrust.com/wp-
content/uploads/2020/10/DataGovernance_not-Selected.svg

hitp://https://www.novobanco.pt/site/cms.aspx?
labelid=moratoria_credito_empresas_negocios

hitp://https://github.com/twbs/bootstrap/graphs/contributors)

hitp://https://www.novobanco.pt/site/cms.aspx?
plg=D8C12C68-0D55-4D37-949A-53038EEBE069

hitp://https://www.novobanco.pt/site/images/nbsi/cookies/One-
Trust-icon-your-privacy-64x64.png

hitp://https://www.dataguidance.com/comparisons

hitp://https://www.novobanco.pt/site/cms.aspx?
labelid=linha_de_apoio_a_micro_e_pequenas_empresas

hitp://https://www.onetrust.com/solutions/consent-
management-platform/

hitp://https://www.onetrust.com/wp-
content/uploads/2017/01/cropped-onetrust-theme-logo-1-
150x150.jpg

hitp://https://www.onetrust.com/wp-
content/uploads/2020/10/VendorSourcing_Selected.svg

hitp://https://www.onetrust.com/products/
hitp://https://www.onetrustpro.com/
hitp://getbootstrap.com)
hitp://https://www.onetrust.com/popia/

hitp://https://www.onetrust.com/wp-
content/themes/onetrust/css/slick.css

http:/f
https://gist.github.com/882ae53829879e4fa3e0b82b256bf5a6

hitp://https://www.onetrust.com/solutions/grc-platform/
hitp://https://www.onetrust.com/certifications/
hitp://https://my.onetrust.com/

hitp://https://www.novobanco.pt/site/cms.aspx?
plg=D8C12C68-0D55-4D37-949A-53038EEBE069B

hitp://https://www.onetrust.com/wp-
content/uploads/2020/10/SecurityRiskAudit_Selected.svg

hitp://https://www.novobanco.pt/site/cms.aspx?
labelid=moratoria_credito_particulares

hitp://https://www.onetrust.com/?s=
hitp://www.mediaelementjs.com/

hitp://getbootstrap.com/customize/?
id=882ae53829879e4fa3e0b82b256hbf5a6)

hitp://https://www.novobanco.pt/site/cms.aspx?
labelid=empresas_covid19

hitp://https://www.novobanco.pt/site/images/nbsi/cookies/One-
Trust-icon-more-info-64x64.png

hitp://https://www.onetrust.com/wp-
content/uploads/2019/12/donotsell.svg

hitp://https://www.onetrust.com/wp-includes/js/wp-
embed.min.js?ver=5.6

hitp://https://www.novobanco.pt/site/cms.aspx?
labelid=aberturadeconta

hitp://https://www.onetrust.com/products/cookie-
consent/HCookie

Copyright Joe Security LLC 2021

Source
cookie-consent[1].htm.4.dr
cookie-consent[1].htm.4.dr
insight.min[1].js.4.dr

cookie-consent[1].htm.4.dr

9d8b17d7-dd3b-44bd-9c8c-e08f43
334bb6[1] js.4.dr

cookie-consent[1].htm.4.dr

cookie-consent[1].htm.4.dr

{78368950-86A4-11EB-90E5-ECF4B
B2D2496}.dat.2.dr

{78368950-86A4-11EB-90E5-ECF4B
B2D2496}.dat.2.dr

cookie-consent[1].htm.4.dr

cookie-consent[1].htm.4.dr

cms[2].htm0.4.dr, cms[1].htm.4.dr

vendors[1].js.4.dr

~DF1D0A691A6011D207.TMP.2.dr
9d8b17d7-dd3b-44bd-9c8c-e08f43
334bb6[1] js.4.dr

cookie-consent[1].htm.4.dr

cms[1].htm.4.dr

cookie-consent[1].htm.4.dr

~DF1D0A691A6011D207.TMP.2.dr,

imagestore.dat.4.dr, cookie-consent[1].h

tm.4.dr

cookie-consent[1].htm.4.dr

cookie-consent[1].htm.4.dr
cookie-consent[1].htm.4.dr
bootstrap-modal.min[1].js.4.dr
cookie-consent[1].htm.4.dr

cookie-consent[1].htm.4.dr

bootstrap-modal.min[1].js.4.dr

cookie-consent[1].htm.4.dr
cookie-consent[1].htm.4.dr
cookie-consent[1].htm.4.dr

~DF1D0A691A6011D207.TMP.2.dr

cookie-consent[1].htm.4.dr

cms[1].htm0.4.dr, cms[1].htm1.4.dr

cookie-consent[1].htm.4.dr
v7.nb.min[1].js0.4.dr

bootstrap-modal.min[1].js.4.dr

~DF1D0A691A6011D207.TMP.2.dr,

cms[2].htm0.4.dr, cms[3].htm.4.dr, cms[1

].htm.4.dr

9d8b17d7-dd3b-44bd-9c8c-e08f43
334bb6[1] js.4.dr

cookie-consent[1].htm.4.dr

cookie-consent[1].htm.4.dr

v7.nb.min[1].js0.4.dr, cms[1].htm0.4.dr,

cms[1].htm1.4.dr
~DF1D0A691A6011D207.TMP.2.dr

Malicious
false
false
false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false
false
false
false

false

false

false
false
false

false

false

false

false
false

false

false

false

false

false

false

false

Antivirus Detection

e Avira URL Cloud: safe
e Avira URL Cloud: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe
e Avira URL Cloud: safe

Reputation

unknown

unknown

high
high

high

high

high

unknown

high

high

high

high

high
high

high

unknown

high

high

high

high

high

unknown

low

high
high
high
high
high
high
high
high
high
high
high

high

high

high

high

high

high

high
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Name

http:/f
https://geolocation.onetrust.com/cookieconsentpub/v1l/geo/cou
ntries/EU?callback

hitp://https://www.onetrust.com/wp-
content/themes/onetrust/bundles/js/vendors.js?t=1615817051

hitp://https://www.onetrust.com/wp-
content/themes/onetrust/bundles/pages/cookie-consent.css

hitp://https://www.onetrust.com/wp-
content/uploads/2021/02/PolicyAndNotice_icon.svg

hitp://https://www.onetrust.com/wp-
content/uploads/2019/06/linkedin-gray.svg

hitp://https://www.onetrust.com/onetrust-for-germany/

hitp://https://www.onetrust.com/wp-
content/uploads/2021/02/Bertelsmann_default.png

hitp://https://dataguidance.com/

hitp://https://www.novobanco.pt/site/cms.aspx?
labelid=hcempresas&NOVO

hitp://https://www.onetrust.com/customers/akamai/

hitp://jqueryui.com/themeroller/?
scope=&folderName=base&cornerRadiusShadow=8px&offset
LeftShadow=0px&

hitp://https://schema.org

hitp://https://srv.novobanco.

hitp://https://www.onetrust.com/wp-
content/uploads/2020/08/de.png

hitp://https://www.onetrust.com/products/universal-consent-
management/

hitp://https://www.onetrust.com/wp-
content/uploads/2020/02/20200212-GRC-IT-Risk-Mgmt-
300x169.png);

hitp://https://www.onetrust.com/wp-
content/uploads/2020/02/20200212-GRC-Incident-
Management-300x169.png);

hitp://https://www.novobanco.pt/site/cms.aspx?
labelid=linha_apoio_montagem_eventos

hitp://https://www.novobanco.pt/site/cms.aspx?
labelid=360as_nb_covid

hitp://https://www.onetrust.com/wp-
content/uploads/2020/02/20200212-GRC-Policy-mgmt-
300x169.png);

hitp://https://www.onetrust.com/wp-
content/uploads/2021/02/Categorize-1.png

hitp://https://www.onetrust.com/partner-program/

hitp://https://www.novobanco.pt/site/cms.aspx?
labelid=INSTITUCIONAL

hitp://https://github.com/twbs/bootstrap/blob/master/LICENSE)

hitp://https://www.dataguidance.com/retention-schedules

hitp://https://www.novobanco.pt/site/cms.aspx?
labelid=solucoessectoriais

hitp://https://www.novobanco.pt/site/cms.aspx?
labelid=fundos_investimento_nb360

http:/f
https://srv.novobanco.pt/site/errorhandling/NovoBanco/ErrorP
age.html

hitp://https://www.onetrust.com/wp-
content/uploads/2020/02/Exchange-1-300x169.png);
hitp://https://comply.cookiepro.com/?
brand=ot&_ga=2.169727462.655205975.1587912553-
206522905.158574631

hitp://https://www.onetrust.com/wp-
content/uploads/2021/02/ab-testing-new-1.png

hitp://https://www.onetrust.com/wp-
content/uploads/2020/02/ethics-whistblower-300x187.jpg);

hitp://https://www.onetrust.com/wp-
content/uploads/2021/02/ranstad_white.svg

hitp://https://www.novobpt/site/cms.aspx?
labelid=HPidas_nb_covidRoot

hitp://https://www.onetrust.com/wp-
content/uploads/2020/08/fr.png

hitp://https://www.novobpt/site/cms.aspx?
labelid=medidas_nb_covidRoot

hitp://https://www.onetrust.com/wp-
content/uploads/2020/10/VendorSourcing_not-Selected.svg
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Source
9d8b17d7-dd3b-44bd-9c8c-e08f43
334bb6[1] js.4.dr
cookie-consent[1].htm.4.dr
cookie-consent[1].htm.4.dr
cookie-consent[1].htm.4.dr

cookie-consent[1].htm.4.dr

cookie-consent[1].htm.4.dr

cookie-consent[1].htm.4.dr

cookie-consent[1].htm.4.dr

~DF1D0A691A6011D207.TMP.2.dr
cookie-consent[1].htm.4.dr

style[1].css.4.dr

cookie-consent[1].htm.4.dr

{78368950-86A4-11EB-90E5-ECF4B
B2D2496}.dat.2.dr
cookie-consent[1].htm.4.dr

cookie-consent[1].htm.4.dr

cookie-consent[1].htm.4.dr

cookie-consent[1].htm.4.dr

cms[2].htm0.4.dr, cms[1].htm.4.dr

~DF1D0A691A6011D207.TMP.2.dr

cookie-consent[1].htm.4.dr

cookie-consent[1].htm.4.dr

cookie-consent[1].htm.4.dr

cms[3].htm.4.dr
bootstrap-modal.min[1].js.4.dr, vendors[
1].js.4.dr

cookie-consent[1].htm.4.dr

~DF1D0A691A6011D207.TMP.2.dr

cms[1].htm1.4.dr

~DF1D0A691A6011D207.TMP.2.dr,
cms[4].htm.4.dr

cookie-consent[1].htm.4.dr

cookie-consent[1].htm.4.dr

cookie-consent[1].htm.4.dr
cookie-consent[1].htm.4.dr
cookie-consent[1].htm.4.dr
{78368950-86A4-11EB-90E5-ECF4B
B2D2496}.dat.2.dr
cookie-consent[1].htm.4.dr
{78368950-86A4-11EB-90E5-ECF4B

B2D2496}.dat.2.dr

cookie-consent[1].htm.4.dr

Malicious

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

Antivirus Detection

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

Reputation

high

high

high

high

high

high
high

unknown

high
high
high
high
unknown
high
high

high

high

high

high

high

high

high
high

high

unknown

high

high

high

high

unknown

high

high

high

unknown

high

unknown

high
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Name Source Malicious Antivirus Detection Reputation
hitp://https://cdn.cookielaw.org/scripttemplates/otSDKStub.js  cookie-consent[1].htm.4.dr false high

hitp://https://www.novobanco.pt/site/cms.aspx? ~DF1D0A691A6011D207.TMP.2.dr false high
labelid=medidas_nb_covid:Medidas

hitp://https://www.novobanco.pt/site/cms.aspx? ~DF1D0A691A6011D207.TMP.2.dr false high
labelid=hcempresas

hitp://https://www.novobanco.pt/site/cms.aspx? cms[1].htm.4.dr false high
labelid=SOLUCOESQUOTIDIANO

hitp://https://www.onetrust.com/wp-content/plugins/search- cookie-consent[1].htm.4.dr false high
filter-pro/public/assets/js/chosen.jquery.min.js?

hitp://https://nbcultura.pt/ cms[3].htm.4.dr false e Avira URL Cloud: safe unknown

Contacted IPs

»
l..

] No. of IPs < 25%

B 25% < No. of IPs < 50% /)'

B 50% < No. of IPs < 75%

Bl 75% <No. of IPs
Public
P Domain Country Flag ASN ASN Name Malicious
62.28.184.69 webcare.byside.com Portugal 5] 15525 MEO-EMPRESASPT false
194.145.121.90 www.novobanco.pt Portugal 5] 9118 NovoBancoPT false
62.28.184.74 s1.byside.com Portugal 5] 15525 MEO-EMPRESASPT false
104.19.194.29 onetrust.cloudflareaccess.c United States = 13335 CLOUDFLARENETUS false

om
104.16.149.64 cdn.cookielaw.org United States £S5 13335 CLOUDFLARENETUS false
104.18.1.153 onetrust- United States = 13335 CLOUDFLARENETUS false
dev.web.onetrust.dev
104.20.185.68 www.onetrust.com United States = 13335 CLOUDFLARENETUS false
104.20.184.68 geolocation.onetrust.com  United States £S5 13335 CLOUDFLARENETUS false
93.190.67.182 grmtech.net Germany = 47215 FILOO- false
ASNRhedaerStrasse25DE

108.174.11.37 pop-esv5.mix.linkedin.com United States £S5 14413 LINKEDINUS false
Private
IP
192.168.2.1
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General Information

Joe Sandbox Version:

Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Cookbook file name:

Sample URL:

Analysis system description:

Number of analysed new started processes analysed:
Number of new started drivers analysed:

Number of existing processes analysed:

Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

Cookbook Comments:

Warnings:

Copyright Joe Security LLC 2021

31.0.0 Emerald

369373

16.03.2021

15:10:02

CloudBasic

Oh 6m 47s

false

light

browseurl.jbs
hitp://https://www.novobanco.pt/empresas_covid19

Windows 10 64 bit v1803 with Office Professional Plus
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8
Update 211

21
0
0
0
0

e HCA enabled
e EGA enabled
e HDC enabled
* AMSI enabled

default

Timeout

CLEAN
clean2.win@3/359@15/11

e Adjust boot time

e Enable AMSI

e Browsing link: https://onetrus
t.com/poweredbyonetrust

e Browsing link: https://www.nov
obanco.pt/site/cms.aspx?labeli
d=medidas_nb_covid

e Browsing link: https://www.nov
obanco.pt/site/cms.aspx?labelid=HP

e Browsing link: https://www.nov
obanco.pt/site/cms.aspx?labelid=360

e Browsing link: https://www.nov

obanco.pt/site/cms.aspx?labeli

d=residentesestrangeiro

Browsing link: https://www.nov

obanco.pt/site/cms.aspx?labelid=hcempresas

Browsing link: https://www.nov

obanco.pt/site/cms.aspx?labelid=institucional

Browsing link: https://www.nov

obanco.pt/site/cms.aspx?labeli

d=para_a_sua_empresa

Browsing link: https://www.nov

obanco.pt/site/cms.aspx?labeli

d=solucoessectoriais

Browsing link: https://www.nov

obanco.pt/site/cms.aspx?labeli

d=negocios_agricultura

3

3

3

3

3

Show All

e Exclude process from analysis (whitelisted):
MpCmdRun.exe, audiodg.exe,
BackgroundTransferHost.exe, ielowutil.exe,
WMIADAP.exe, backgroundTaskHost.exe,
conhost.exe, svchost.exe, wuapihost.exe

e TCP Packets have been reduced to 100

e Created / dropped Files have been reduced to 100

e Excluded IPs from analysis (whitelisted):
40.88.32.150, 104.42.151.234, 23.211.6.115,
104.43.193.48, 172.227.100.57, 172.217.22.202,
216.58.207.163, 151.101.2.110, 151.101.66.110,
151.101.130.110, 151.101.194.110,
142.250.74.200, 13.107.42.23, 13.107.5.88,
23.57.82.43, 13.107.42.14, 93.184.220.29,
51.103.5.159, 172.217.20.232, 152.199.19.161,
2.20.143.15, 2.20.143.16, 2.20.143.24,
2.20.142.210, 2.20.143.30, 2.20.143.8,
2.20.142.225, 2.20.142.212, 2.20.142.204,
20.50.102.62, 2.20.142.202, 2.20.143.31,
2.20.142.235, 2.20.143.129, 2.20.143.131,
2.20.142.211, 2.20.143.37, 2.20.142.227,
52.155.217.156, 204.79.197.200, 20.54.26.129,
92.122.213.247,92.122.213.194, 51.103.5.186,
23.57.80.111, 51.104.139.180

Page 12 of 52



e Excluded domains from analysis (whitelisted):
gstaticadssl.l.google.com, cs9.wac.phicdn.net,
arc.msn.com.nsatc.net, fs-
wildcard.microsoft.com.edgekey.net,
e11290.dspg.akamaiedge.net,
skypedataprdcoleus15.cloudapp.net, [-0005.I-
msedge.net, ocsp.digicert.com,
audownload.windowsupdate.nsatc.net,
dualstack.f4.shared.global.fastly.net, ssl-google-
analytics.l.google.com,
watson.telemetry.microsoft.com,
ieonline.microsoft.com, au-bg-
shim.trafficmanager.net, fonts.googleapis.com,
afdo-tas-offload.trafficmanager.net,
fs.microsoft.com, displaycatalog-rp-
europe.md.mp.microsoft.com.akadns.net,
displaycatalog.md.mp.microsoft.com.akadns.net,
ris-prod.trafficmanager.net,
skypedataprdcolcus15.cloudapp.net,
ris.api.iris.microsoft.com, store-images.s-
microsoft.com,
blobcollector.events.data.trafficmanager.net,
cs9.wpc.vOcdn.net,
au.download.windowsupdate.com.edgesuite.net,
ocos-office365-s2s.msedge.net, client-office365-
tas.msedge.net,
config.edge.skype.com.trafficmanager.net, store-
images.s-microsoft.com-c.edgekey.net, e-0009.e-
msedge.net, config-edge-skype.l-0014.I-
msedge.net, I-0014.config.skype.com,
al449.dscg2.akamai.net, fs-
wildcard.microsoft.com.edgekey.net.globalredir.aka
dns.net, arc.msn.com,
e€9706.dscg.akamaiedge.net,
iecvlist.microsoft.com,
db5eap.displaycatalog.md.mp.microsoft.com.akadn
s.net, e12564.dspb.akamaiedge.net,
wns.notify.trafficmanager.net, go.microsoft.com,
www.googletagmanager.com,
displaycatalog.mp.microsoft.com, img-prod-cms-rt-
microsoft-com.akamaized.net,
prod.fs.microsoft.com.akadns.net,
config.edge.skype.com, www-linkedin-com.|-0005.1-
msedge.net, displaycatalog-
europeeap.md.mp.microsoft.com.akadns.net,
client.wns.windows.com, fonts.gstatic.com,
ie9comview.vo.msecnd.net, www-
googletagmanager.l.google.com,
ctldl.windowsupdate.com,
e1723.g.akamaiedge.net, a767.dscg3.akamai.net,
ocos-office365-s2s-msedge-net.e-0009.e-
msedge.net, ssl.google-analytics.com,
any.edge.bing.com,
wildcard.licdn.com.edgekey.net,
go.microsoft.com.edgekey.net, 1-0014.I-
msedge.net, skypedataprdcolwus16.cloudapp.net,
displaycatalog-rp.md.mp.microsoft.com.akadns.net

e Report size exceeded maximum capacity and may
have missing behavior information.

e Report size exceeded maximum capacity and may
have missing network information.

e Report size getting too big, too many NtCreateFile
calls found.

e Report size getting too big, too many
NtDeviceloControlFile calls found.

e Report size getting too big, too many NtWriteFile
calls found.

e VT rate limit hit for:
https://www.novobanco.pt/empresas_covid19

Simulations

Behavior and APIs

No simulations
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Joe Sandbox View | Context

IPs

No context

Domains

No context

ASN

No context

JA3 Fingerprints

No context

Dropped Files

No context

Created |/ dropped Files

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUriCache\Content\77EC63BDA74BD0D0E0426DC8F8008506 E
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
File Type: Microsoft Cabinet archive data, 58596 bytes, 1 file
Category: dropped
Size (bytes): 175788
Entropy (8bit):  7.995478615012125
Encrypted: true
SSDEEP: 3072:F2gSSwim1m/QEBbgbhlom2qSSwim1im/QEBbgblom2qSSwim1lm/QEBbgbloQ:FJdwim1lm/QEOblomJdwimim/QEOblomg
MD5: DB24FDC997F8577846EE720CB6DB0OC89
SHA1L: B5581E0720COBDE9ES6BE910B7B798E551F80F04
SHA-256: 1B17537137AC14COD53D9AEFFE1LB1517215CFC281482B6071CFEEC95231F2625
SHA-512: 81479AC4E0B4C722EC1970807CBA897BAEB28873E1E3174D9C3D4A5910550A6F75C81026A2BF8CABCEF90AF286A4F694F83027291E032C09A8E3C613100BBIEL
Malicious: false
Reputation: low
Preview:
MSCF ..t Lo Tl bR. .authroot.stl...s~.4..CK..8T....c_.d...AK.....&-J...."Y..$E.KB..D...D.....3.n..U.......... =H4..c&......f.,.=.-...p2.... "HX......b.

HB..E~Q...)..Gax../.}7.f....00..x.k.ha..y.K.0.h..(...{2Y ].9..yw..|0.+?.°- ./ xvy..e....w.+"..w|.Q.k.9& Q.EzS f......
..... R.g...0.Y..s.y.B..B...Z.4.<?.R...1.8.<.=8.[as.....add..).NtX....r....R.&W4.5]....k.._iK.xzZW.w.M.>5.}.. J.tLX5Ls3_..
HN.#....h,...y..\.br.8.y"k).....~B..v....GR.g|.z..+.D8.m..F .h...* tNs.\....s..,.f

LpushuD ADbS. j.j .=..s .FxV....g.c.s..9.

C:\Users\luser\AppData\LocalLow\Microsoft\CryptnetUriCache\MetaData\77EC63BDA74BDOD0E0426DC8F8008506

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

data

dropped

978

3.122819014573438

false

24:00kPcUQUPh+0kPcUQUPhJGTokPcUQUPht:61Zh01ZhJGn1Zht
6273ABA394C253627384C135DD35930D
1CD5F59A3B6479ED0723A2FAC6454EE88F52EA47
41AEEAC22542818F157AE550EEBE97BFB791BIFCF6F4BE1973A995FF7F236DB5

25B76A90AD924813EDE3EAB460D613F83E60BC2420CEE2FAFB4206C7E9323D05C4F2ECOA743F3B84FA37D2AF24EEC91E666FC8858BF3EEE71E981A29F78470!
8

false

low
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C:\Users\luser\AppData\LocalLow\Microsoft\CryptnetUriCache\MetaData\77EC63BDA74BDOD0E0426DC8F8008506

Preview:
Peeeies e EC N (et e B http..//ctldl.window.s.u.p.date..com/ms.dow.nlo.ad./up.date./lv.3./
s.tatic/truste.dr/en/authro.otstl.c.ab.."0.d8.f4f3.£6.£d.7.1..0." .p.ccc cecee.. 5eNL (e USRI R A Ao B
w/J.ctldl. .w.ind.ow.s.u.p.date..com/ms.dow.n.lo.ad/up.date./v.3/static/trus.tedr/en/authro.o.ts.tl.ca. .d.8.f.4.f.3.£.6.f.d.7.1.:.0.
ceereireniene v $ehittpeetldwind.o.w.s.u.p.d.ate...c.om/ms.d.ow.nlo.a.d./up.date.lv.3/s.tat
ic/trus.ted.r/en/authro.otstl.cab.."0.d8.f4£3f6.fd.7.1.:0.".

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\DOMStore\EQAWN5DV\www.novobanco[1].xml

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 13

Entropy (8bit): 2.469670487371862

Encrypted: false

SSDEEP: 3:D90aKh:JFKb

MDS5: C1DDEA3EF6BBEF3E7060A1A9AD89E4CS

SHA1L: 35E3224FCBD3E1AF306F2B6A2C6BBEAIB0O867966

SHA-256: B71E4D17274636B97179BA2D97C742735B6510EB54F22893D3A2DAFF2CEB28DB

SHA-512: 6BEBCEC7C862AFAE5B37AA32DC5BB45912881A3276606DA41BF808A4EF92C318B355E616BF45A257B995520D72B7C08752C0BE445DCEADESCF79F73480910FF
D

Malicious: false

Reputation: low

Preview:
<root></root>

C:\Users\user\AppData\Local\Microsoft\internet Explorer\DOMStore\IB42RK38\www.onetrust[1].xml

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 100

Entropy (8bit): 4.632341786367016

Encrypted: false

SSDEEP: 3:D90aK1ryRtFwseADKOFTEJVgkzR3uzeLFNRJAgSQRoaKb:JFK1rUFaADUVgkz5uSIliQRwb
MD5: BF12ECFCD682917A219C314C14DC5A66

SHA1L: D7CC1956D415A0C96B67C26991D4AD5ADD0262A7

SHA-256: 319975C8A0710B47663ABDI0E229389D21C44945F5ECAC506FA033FC5FE7BE6G3
SHA-512: AO0514A27E1FDC280268618E3C4FEA705ABD99C38F3DAC0516319CB108626B5C2998629582E5DAEB27F112E3E0CB8219499990C7567330F9E11DB3F277567AB1E
Malicious: false

Reputation: low

Preview:

<root></root><root><item name="undefined" value="null" ltime="1240587456" htime="30874289" /></root>

C:\Users\user\AppData\Local\Microsoft\internet Explorer\Recovery\High\Active\RecoveryStore.{7836894E-86A4-11EB-90E5-ECF4BB2D2496}.dat

Process: C:\Program Files\internet exploren\iexplore.exe

File Type: Microsoft Word Document

Category: dropped

Size (bytes): 42584

Entropy (8bit): 1.919420848235266

Encrypted: false

SSDEEP: 96:1jZsZI22WjtKAfcTXIMUVTymalRtvT5j4tWsTclLS/6yTJj0i/0:rjZsZI122Wjt9fcRMaymUx5UtWsCLRy12
MDS5: A0726B0D7596802ED011FECFF2E90FED

SHA1L: AB620DD1AABE9F40841DBCD35EB44ACC3548A82D4

SHA-256: DC1F6701E6E6BCDA249CCF62D0CCI7B4589472579512D4AB751BCOECE6FBI2F76

SHA-512: 3746620B39499950D05EE5318D36BB34D53627BD6C952F612C4EABBB5DA256F030C752CF10F2EDSEFE9200DB0O5FFEOF6BE8756356B94889D5A393ABESC1BD4A7
Malicious: false

Reputation: low

Preview:

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Recovery\High\Active\{78368950-86 A4-11EB-90E5-ECF4BB2D2496}.dat

Process: C:\Program Files\internet exploreniexplore.exe
File Type: Microsoft Word Document

Category: dropped

Size (bytes): 227184

Entropy (8bit):  2.7735697630859097
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C:\Users\user\AppData\Local\Microsoft\internet Explorer\Recovery\High\Active\{78368950-86A4-11EB-90E5-ECF4BB2D2496}.dat

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

false
384:rG6WmK8MCup+y6uyq9+bUtvimU+AUuU9QiifQpajFB8B4iMaHQXPxtZaHQXPXBfe:yviu0daHg5aHg/kp2nwW
66E3FCAD87D6D10C7E001EAODEGBAEEOD

A45DI8AEFCFBBE7903152363D06AD1681486B460
605877BCBE1C2D42C149FA1438EE2C2B72FA4C8FEF30F07A91658973455939D6

7614BAFBCD1B7B8D67F37524D55C98851AB4EASFDFGEES0BDCFA99281BOEBD1EACA4852DA9ACS5F321F10FEDS061E7C261A17FOEEB3952E2CA415AAC89BB10F
2D6

false

low

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Recovery\High\Active\{7F986EE1-86A4-11EB-90E5-ECF4BB2D2496}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\internet exploreniexplore.exe

Microsoft Word Document

dropped

16984

1.5646957000643014

false
48:IwFOGcprifGwpawG4pQEGrapbS0GQpKOG7HpR/+TGIpG:rFoZjpQW6SBSSAJT/6A
76C191322F25C98514C420ADOD8D21AA
4EDOE22CAE92185959ECEO6FA4A00FB17189A526
E12846311642275C8BBA328693618004B910155B10D2DB3AESBA7FC724E6ECEE
20B13F3F8BIC1BFF5A4A44FD821773A59821373AD62A22721E32FE1A5909B91CE6169940AE3A019309E3FD2983EADSBE308350A593C56FAOEE9F632AF865E761

false

low

C:\Users\luser\AppData\Local\Microsoft\internet Explorerimagestorel\wim7nl14\imagestore.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

data

dropped

10450

5.636023287067937

false

192:19ijDPkgXxRtr2duihmxBeP/8BVu0O90Qqu:I9ij1/t2W4HANOuU
0D3888BF1FAB21D0AB8FOC3D84DD51CF
29ACD5605F4CCAB46CADE6GBCBEE9A4707B63FB14
C7B7EEA06CDOF8015719114A5D4994C95CFFBDC2590ECADO710140FEF79D62EC
4B3D532F2093697C40340404E9C407CCB933602D6A5CDDA2B5C23619DD9054D16855B1F34EC5C9541DCB263084B6E846F4E40A57F5C5FC39BC33FA03E1882BC
false

low

$.h.ttp.s...//ww.w..n.o.v.0.b.a.n.c.o..p.t/fav.ic.o.n..ic.o~

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\3Y2ADQKS\1[1].txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with no line terminators

downloaded

71

5.039972647399453

false

3:1WrmXNY1MOCIGuun2:1W8adClz2

E6968B8DE417D789F8606C2F65898528
93352000DFF72F8C6401CB444F0827F842ED78A8
30BF9D8D14C9CCE1DE49B6844CBDBB8D4044F6E3D40D390EFC98618083E6219F

72AB7F57C92621CD48B56EB564FDCB56CFE82312BC6CCFAG620FDD3C2BBC11753F7EDC180D917B2D9DF57CDF4333CB857B6F3C2E2430D9B617C9003D17B62C
26
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\3Y2ADQKS\1[1].txt

Malicious:
Reputation:
|IE Cache URL:

Preview:

false
low

hitp://https://s1.byside.com/socket.io/1/?t=1615932681714

aMNgDIladMTFjKVbrTcWQ:25:30:websocket,htmlfile, xhr-polling,jsonp-polling

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\3Y2ADQKS\1[2].txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with no line terminators

downloaded

71

4.94342683088856

false

3:iN+E06fz1MOCIGuun2:q/fzdClz2

326F180A5FB4D5F49F66B3FFD1279A4B
1876AE94099AEBAS5E2048029D693EEB0D63D5EL
1ACA37187D79C8BEAB2B4F83E18DAE12D83860644732AC50E053A5CBEADESBT7F

08848F51ED6D5CFD65C86D911AA3D3A383FEBDBD3D30304E3D729F61A44EEF2EFF2C832C3BCA92FFD5933580BCB9234BB97581304BD62A83469EBD743D4E3:
7

false
low

hitp://https://s1.byside.com/socket.io/1/?t=1615932710145

JU5U3gpVplaQINmkTcX5:25:30:websocket,htmlfile,xhr-polling,jsonp-polling

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\3Y2ADQKS\20201015_NB_BFA_Highlight[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

[TIFF image data, little-endian, direntries=0], baseline, precision 8, 640x360, frames 3
downloaded

115441

7.958705950171336

false
3072:AjJGOVSCK1+TIJINGGZYKpBtAa01mKYzhKGOus/16Z57pl:4AC+RYSU1HUiuslpl
4A0A31DD12209E97E72D367F361B9606
2AB1463F4BDBE4402CEFA8265B21C59591AF39B2
E1732BD8FEFC75C811C974728C2F1C491DBC8E77BA4152A260708521A0DAB716
00AFA84678COAC4B7062E1091F3BA0B3918320097F9B1EFF94F8A4DDEADCF09354A312442E75BAD80344191B54E1BF6030696076C75CB700ESDBA9ACO7A84D8!
false

low

hitp://https://www.novobanco.pt/site/cms.aspx?srv=207&stp=1&id=1038162&fext=.NBnetwork+

...... Exif..IlI*.................Ducky.......Z.....~http://ns.adobe.com/xap/1.0/.<?xpacket begin="." id="W5MOMpCehiHzreSzNTczkc9d"?> <x:xmpmeta xmins:x="adobe:ns:meta/" x:
xmptk="Adobe XMP Core 6.0-c002 79.164488, 2020/07/10-22:06:53 "> <rdf:RDF xmins:rdf="http://www.w3.0rg/1999/02/22-rdf-syntax-ns#"> <rdf:Description rdf:a
bout="" xmlIns:xmpMM="http://ns.adobe.com/xap/1.0/mm/" xmIns:stRef="http://ns.adobe.com/xap/1.0/sType/ResourceRef#" xmIns:xmp="http://ns.adobe.com/xap/1.0/"
xmpMM:OriginalDocumentID="FC763D40183897ECF825895AAC9429D9" xmpMM:DocumentID="xmp.did:CDC0B1916D5311EBS8E35D2C8CBD4899E" xmpMM:Instance
ID="xmp.iid:CDCOB1906D5311EB8E35D2C8CBD4899E" xmp:CreatorTool="Adobe Photoshop 22.0 (Windows)"> <xmpMM:DerivedFrom stRef:instancelD="xmp.iid
:aa9elf24-e3e8-2c43-9315-3d51cfhdedce” stRef:documentID="adobe:docid:photoshop:538237de-4252-034f-a222-203b306481f9"/> </rdf:Description> </rdf:RDF> <
Ix:xmpmeta> <?xpacket end="r"?>....Adobe.d............ccoeeiiiiiiiiiiie

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\3Y2ADQKS\Akamai_white[1].svg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

|IE Cache URL:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

SVG Scalable Vector Graphics image

downloaded

5926

4.141558059174474

false
96:95CFMFSBsym6WBU8KIlayqX9J9t/zaiA5786K9G2MCvJI9GkmRIugpBzwyivnuryDL:nf8symNU7kygX9J9m57U1J9GDwqpllut
ABIB5A6647B7A699F15425F7B5E7F71C

1429C44FBA81082E2D3291CDAD1A29BA583D9707
4690943DE20FD88C77DDA328571190FAC34B3E3418EA95CF4CB7534D3D16D869

OE1DO0CA7697B6F4588B449187A09947CCE2CCB5CB931BACA7D77E89C75846BESOAEL1EBAE238BF1DC2ADDD5398189426C8756ED57A92206AAABSEB615402(
45

false
low

hitp://https://www.onetrust.com/wp-content/uploads/2021/02/Akamai_white.svg
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\3Y2ADQKS\Akamai_white[1].svg

Preview:
<?xml version="1.0" encoding="UTF-8"?> <svg xmIns="http://www.w3.0rg/2000/svg" xmIns:xlink="http://www.w3.0rg/1999/xlink" width="82px" height="34px" viewBox="0 0
82 34" version="1.1"><title>oracle_default</title><g id="oracle_default" stroke="none" stroke-width="1" fill="none" fill-rule="evenodd"><path d="M16.8,9.1219782e-05 C17
.672,9.1219782e-05 17.8566667,0.449516328 17.1426667,0.661516328 C10.011625,2.7238191 5.096252,9.24361335 5.076,16.6668497 C5.09211308,24.0075315 9.90
725258,30.4740941 16.9353333,32.5935163 L.16.9353333,32.5935163 C17.7246667,32.8315163 17.672,33.3336081 16.8,33.3336081 C7.56112155,33.3637794
0.0433533137,25.905676 -4.97379915e-14,16.6668497 C0.0433533137,7.42802337 7.56112155,-0.0300800455 16.8,9.1219782e-05 Z M72.1866667,20.1848411 C75
.3553333,20.1848411 76.5973333,20.580183 75.91,23.8288497 L75.91,23.8288497 L74.6433333,29.7188497 L71.5533333,29.7188497 L.72.002,28.3475163 L71.89533
33,28.3475163 C71.3913333,29.6408497 69.942,29.8528497 68.858,29.8528497 C66.691

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\3Y2ADQKS\Assessments-300x169[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 300 x 169, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 23543

Entropy (8bit): 7.984179456353288

Encrypted: false

SSDEEP: 384:P+70d5wTydZ5Z+yeYkHN1jewlt/HJufvhZiqG9l/ZgfSG/3Bf8YyQCrMjyErOWu:mkd5XdZ5pevt7E/MxGWSG/Rf8YCYjyys
MDS5: 1BBF2F781742D35334C82ABC50BA9FC4

SHA1L: 3E61213980557DBEE4D992EC77072F3A0AE90D03

SHA-256: FOC6AD4E811A7F388F7ABIA4611091B8IFICAD232D306544F76A7F2EBF825787

SHA-512: 8E4C21703831ACE903A0976385BAE4B2323FC4B4873000DB77E3AC2795B948178EBFA7D8BAB19EF6912886AF1F4F7E74637064D42CB9F750C375ED7E9501CF11
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://www.onetrust.com/wp-content/uploads/2020/02/Assessments-300x169.png

Preview:

. Cub.Z.GH1. mB..R/.\...M..f....2.....(0.,
.POWUU.S}}X.....>.QD.;.8..}.{..%.p....... U.... 7.eBd.k..jfzv.Y.s.*.@.L.!...R.Y>=5..P!
...0_.f...%.V.../.;.Dg.4.. Km4..v.5| ... K7°35RK)....4.V.Y..m..Qsa4 |<.. L NV7.0.VWW)....G.....N..GzZTp.y.p.....

........... ~bk._..D...$...C\..._=.n)Tr.Ym..)X8..h.."Y. X-.. Zi.T]]......)..H._.0.[=../%.....s'..H,.= Y= ((G455E..$.XZ." .\W..m...'G.C........jJ... uwZ.. M.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\3Y2ADQKS\Banner360_ONF_DiaPai_desktop[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: [TIFF image data, little-endian, direntries=0], baseline, precision 8, 1336x470, frames 3

Category: downloaded

Size (bytes): 170561

Entropy (8bit): 7.841957733400657

Encrypted: false

SSDEEP: 3072:Cxal3FM1LDN+VpNg8sxE67N2m52UJ4070YyKnk8pjPyVMWuCW:bUFM1LaMxE6h2mzUJtwYyKnkmPy6JB

MDS5: B4798EABD5834538FABOC6C2F64B853A

SHAL: 1B5F66AA0218E25B0CESA406E1EOESA28EBEF44F

SHA-256: 609284F2CBBD261856F835610F0A7FCE859E7A2B59FEGEB72D96005CADF5606E

SHA-512: B2B04E3E8D4C7C21D0DD9571770E94D8CB57E15C80647C4A5DBB59805D78EC45D8DEA28B8978DBBC43F15B374B7531999D3E3AAB315673D59AD2689581ABD:
C

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://www.novobanco.pt/site/cms.aspx?srv=207&stp=1&id=1040533&fext=.jpg

Preview:
...... Exif..II*.................Ducky.......Z......http://ns.adobe.com/xap/1.0/.<?xpacket begin="." id="W5MOMpCehiHzreSzNTczkc9d"?> <x:xmpmeta xmins:x="adobe:ns:meta/" x:
xmptk="Adobe XMP Core 6.0-c006 79.164648, 2021/01/12-15:52:29 "> <rdf:RDF xmins:rdf="http://www.w3.0rg/1999/02/22-rdf-syntax-ns#"> <rdf:Description rdf:a
bout="" xmlIns:xmpMM="http://ns.adobe.com/xap/1.0/mm/" xmIns:stRef="http://ns.adobe.com/xap/1.0/sType/ResourceRef#" xmIns:xmp="http://ns.adobe.com/xap/1.0/"
xmpMM:OriginalDocumentID="xmp.did:649b61c5-fecd-8247-8af9-0b3b33dach6b" xmpMM:Document|D="xmp.did:C97196F8818811EBID42FOFB8CD42E45" xm
pMM:InstancelD="xmp.iid:C97196F7818811EBI9D42F0FB8CD42E45" xmp:CreatorTool="Adobe Photoshop CC 2019 (Windows)"> <xmpMM:DerivedFrom stRef:inst
ancelD="xmp.iid:e889315f-c311-5349-be9a-680626f7959¢e" stRef:documentlD="adobe:docid:photoshop:7d379c31-f41e-4f40-a595-73890f13e2dd"/> </rdf:Description>
</rdf:RDF> </x:xmpmeta> <?xpacket end="r"?>....Adobe.d............c..cccecuerrueus

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\3Y2ADQKS\CCPA-Toll-Free-Product-300x169[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 300 x 169, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 20634

Entropy (8bit): 7.986613025724209

Encrypted: false

SSDEEP: 384:E4ssmjM5SFjNpfexEBjaDZimKiQvn9Pjh9Ew03EqcSBry6Y:ONFFjNBexEBj5mKJI9ZLqvip
MD5: 0335B0F82B897416033COFE16B80BA89

SHA1L: 9F75141E64EC25BFC54880F34225AE25D43BF61C

SHA-256: 560355E5583D19CB9D5698814E9CCBASF517D4D4AEAASECAB31D48B3E385C23C
SHA-512: 737132FA1D3CF7BC282B0802BFC9347D3754AA97089E64BA4EE4BA7952D64288C5BF788D38C3901A1AD6733BFA48B268CD42E6052CD1E6CEABCE540867A22A%
Malicious: false

Reputation: low
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\3Y2ADQKS\CCPA-Toll-Free-Product-300x169[1].png

|IE Cache URL:

Preview:

hitp://https://www.onetrust.com/wp-content/uploads/2020/02/CCPA-Toll-Free-Product-300x169.png

IHDR. w....PalDATX...0.W. .d cFouM}Y/Me. s,
[%%%...WXX..r. LUZzZ. fA..Z]... ...LNN...... <x4..FGGawV...KD.p.....{JE...)..R..O.Em....p...U.~..=
{d-a.7+".b....5-_...OBEE\..G_w..PYY..c....... p.h5...j.Et.#.y...Ap..h.h.>....... +Z.wW6v...f3<.~'cO..S.ffK...+..v.Zu..7,.v..&s... X.R...;r...[..2.R..U..g...Up...9...
10QR...K.a.MOO#8.."...5y..F.......".<n.....OA|w.5.78..=E. 6,k..cn4..U.r9]%k.Y......u...C8..H_D....NK.x...0"...m..L.d....oi. h gL.y...l.<-.....z....Bww7.B!....bj4-..e.
...Q..8.8....7...FC...P0.. #...p..&.....s.n.r.0..qw@..Kz|.1.6J.hD.$...b.Z....a(:./.ut...z.{..T....Z~9K.u.wl....gPiQxsj8...G+y.r..?a9..7.......H.?......d.Xh..vC.C.....Q..

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\3Y2ADQKS\DC360_desktop_SamsungMar o[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

[TIFF image data, little-endian, direntries=0], baseline, precision 8, 1336x470, frames 3
dropped

233077

7.91078402976357

false

6144:en3R+mt20VYZ2i1fcl3fU6c69FCKp8ocon:en3Qmmdch69FXpGO
AECEA7D3AAD7F098BF50796035F1C1CA
2ACFF3CE4AF8AB05EAF467732EB6ECF2A731C7AA
EE9C944992BA4D63E129375B2BE7480696AF9842E7234A8EAB3DCO71F051B8F6
85ED0251F34C2EAOCFA2511DF8A64572F1A9322B58004E840EABD129A0BEF94C9265C8AEAFS5AFF4425756C1974B33DFE9F3C7804D024A16D9886D330940D61¢
false

low

...... Exif..II*.................Ducky.......Z......http://ns.adobe.com/xap/1.0/.<?xpacket begin="." id="W5MOMpCehiHzreSzNTczkc9d"?> <x:xmpmeta xmins:x="adobe:ns:meta/" x:
xmptk="Adobe XMP Core 6.0-c006 79.164648, 2021/01/12-15:52:29 "> <rdf:RDF xmins:rdf="http://www.w3.0rg/1999/02/22-rdf-syntax-ns#"> <rdf:Description rdf:a
bout="" xmlIns:xmpMM="http://ns.adobe.com/xap/1.0/mm/" xmIns:stRef="http://ns.adobe.com/xap/1.0/sType/ResourceRef#" xmIns:xmp="http://ns.adobe.com/xap/1.0/"
xmpMM:OriginalDocumentID="xmp.did:649b61c5-fecd-8247-8af9-0b3b33dach6b” xmpMM:DocumentID="xmp.did:924EO0F1880F311EBB8F3A7CB8CB36573" xm
pMM:InstancelD="xmp.iid:924EO0F1780F311EBB8F3A7CB8CB36573" xmp:CreatorTool="Adobe Photoshop 21.1 (Windows)"> <xmpMM:DerivedFrom stRef:instanc
elD="xmp.iid:697383ba-c731-1b4f-ac5c-a0474c93983e" stRef:documentID="adobe:docid:photoshop:64f980e0-f0f8-ba43-be57-1e9c60e54202"/> </rdf:Description>
</rdf:RDF> </x:xmpmeta> <?xpacket end="r"?>....Adobe.d..............cccccccceurrrurns

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\3Y2ADQKS\DC360_moratoria3_desktop[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

[TIFF image data, little-endian, direntries=0], baseline, precision 8, 1336x470, frames 3
downloaded

264674

7.980990351207148

false
6144:Y1ZTxgSuu/S88GIBafT2chTdGyD7Ik7ci+akxT3uyDy:YIZ1ueSPGI0faBdRD7zwjHT+yDy
7A6C793B39C73E205COEB6B472E5725E4
EF01F2ACEB10ECD7C29C12F0E4B9F2B5263A161A
0CBC062D108CDOF46FC9E6764A0BF7A767B51CC74CDFFOBIB2588AEF107FD3E2
CB172106C1C45F7E26C40C20FOA9IDIEAG23C703525EFOE77153E42A5E580E6DA422BB2B052D4ESA6D53F65803C6A45F13A79713224E2A4EAG81A4E28B104B94(
false

low

hitp://https://www.novobanco.pt/site/cms.aspx?srv=207&stp=1&id=987843&fext=.jpg

...... Exif..llI*................Ducky.......Z.....|http://ns.adobe.com/xap/1.0/.< ?xpacket begin="." id="W5MOMpCehiHzreSzNTczkc9d"?> <x:xmpmeta xmlns:x="adobe:ns:meta/" x:
xmptk="Adobe XMP Core 6.0-c002 79.164460, 2020/05/12-16:04:17 "> <rdf:RDF xmlns:rdf="http://www.w3.0rg/1999/02/22-rdf-syntax-ns#"> <rdf:Description rdf:a
bout="" xmlIns:xmpMM="http://ns.adobe.com/xap/1.0/mm/" xmIns:stRef="http://ns.adobe.com/xap/1.0/sType/ResourceRef#" xmIns:xmp="http://ns.adobe.com/xap/1.0/"
xmpMM:OriginalDocumentID="xmp.did:649b61c5-fecd-8247-8af9-0b3b33dach6b” xmpMM:DocumentID="xmp.did:E2F1A44E4F5811EB9727B989FF1033B3" xm
pMM:InstancelD="xmp.iid:E2F1A44D4F5811EB9727B989FF1033B3" xmp:CreatorTool="Adobe Photoshop 21.1 (Windows)"> <xmpMM:DerivedFrom stRef:instanc
elD="xmp.iid:e566152b-cbb5-e249-97b2-4e72ac149bc2" stRef:document|D="xmp.did:649b61c5-fecd-8247-8af9-0b3b33dach6b"/> </rdf:Description> </rdf:RDF> </x
:xmpmeta> <?xpacket end="r"?>.... Adobe.d..........ccceeiriiiriiiiiiiiees

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\3Y2ADQKS\DC_Desktop@2x_360[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

[TIFF image data, little-endian, direntries=0], baseline, precision 8, 1336x470, frames 3
downloaded

298331

7.9746865520353465

false
6144:alwglZj2pRUfIvZ5SgyHP4u/zonX5vxNfpRF+7eEQ:aF/KpRUfk4uL45/TM7s
AA1925EAF85B797BDIC1ABBIE7FES31C
8D34DCAOBEC112B2CE5B1373F9E2A93C233679FA
411F864BB9EBC4E253347D9A9D3EOB67E61B2CB42E37BD065B57223BFC5150F1

6A751E9ADFD1108D3DD29A8806B9C990B5FOEBS5CBAE10F1E220B3A99AD69B8F485ECAD75B3BFA9432EF1BF3823E24DAF385F1BA1ATF7B7AACAE456C405297¢
24

false

low
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\3Y2ADQKS\DC_Desktop@2x_360[1].jpg

|IE Cache URL:

Preview:

hitp://https://www.novobanco.pt/site/cms.aspx?srv=207&stp=1&id=1031435&fext=.jpg

..Ducky.......Z......http://ns.adobe.com/xap/1.0/.<?xpacket begin="." id="W5MOMpCehiHzreSzNTczkc9d"?> <x:xmpmeta xmIns:x="adobe:ns:meta/" x:
xmptk="Adobe XMP Core 6.0-c002 79.164488, 2020/07/10-22:06:53 "> <rdf:RDF xmlns:rdf="http://www.w3.0rg/1999/02/22-rdf-syntax-ns#"> <rdf:Description rdf:a
bout="" xmlIns:xmpMM="http://ns.adobe.com/xap/1.0/mm/" xmIns:stRef="http://ns.adobe.com/xap/1.0/sType/ResourceRef#" xmIns:xmp="http://ns.adobe.com/xap/1.0/"
xmpMM:OriginalDocumentID="xmp.did:649b61c5-fecd-8247-8af9-0b3b33dach6b" xmpMM:DocumentID="xmp.did:707BA98B3AE711EBABC6FOE778138B60" xm
pMM:InstancelD="xmp.iid:707BA98A3AE711EBABC6F0E778138B60" xmp:CreatorTool="Adobe Photoshop CC 2019 (Windows)"> <xmpMM:DerivedFrom stRef:inst
ancelD="xmp.iid:ec64d702-750d-1849-8f76-546de64ed715" stRef:documentlD="adobe:docid:photoshop:5c3f844e-dch6-9046-8428-5c1e043b95a5"/> </rdf:Description>
</rdf:RDF> </x:xmpmeta> <?xpacket end="r"?>....Adobe.d............c..cccecuerrues

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\3Y2ADQKS\DC_fundos_Desktop[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

[TIFF image data, little-endian, direntries=0], baseline, precision 8, 1336x470, frames 3

downloaded

170791

7.83486988795613

false
3072:az0QRAcQOGKRORdI9Y6VSRIzKBHRDp4IW+cwY s2yb64yJIPaK CKrT+l:azldcQOGtS4kH8b+cdyfyXPaKCKrTN
8853853D9DE2F5785291225935C5E7EE

EB1810C178717FD112C4DCFD3AA70707368575E2
7F9BE174DD1F57016AA06D637E1741230DEB75635C5B89358AF3A3525F632B95

97873BOAFF743C6B3FCC4926BDD827F547C6900014E6ACC06B39523402CCDE28EES8D77A9137EE3F92DF32AE445CB5640FA60C70F0085A9B2CAC445FD2DEOC
6

false
low

hitp://https://www.novobanco.pt/site/cms.aspx?srv=207&stp=1&id=1032759&fext=.jpg

...... Exif..II*.................Ducky.......Z.... thttp://ns.adobe.com/xap/1.0/.<?xpacket begin="." id="W5MOMpCehiHzreSzNTczkc9d"?> <x:xmpmeta xmins:x="adobe:ns:meta/" x:
xmptk="Adobe XMP Core 6.0-c002 79.164488, 2020/07/10-22:06:53 "> <rdf:RDF xmins:rdf="http://www.w3.0rg/1999/02/22-rdf-syntax-ns#"> <rdf:Description rdf:a
bout="" xmlIns:xmpMM="http://ns.adobe.com/xap/1.0/mm/" xmIns:stRef="http://ns.adobe.com/xap/1.0/sType/ResourceRef#" xmIns:xmp="http://ns.adobe.com/xap/1.0/"
xmpMM:OriginalDocumentID="xmp.did:649b61c5-fecd-8247-8af9-0b3b33dach6b" xmpMM:DocumentID="xmp.did:1CB1380F446D11EBADE78FAB5ACIF3E5" xm
pMM:InstancelD="xmp.iid:1CB1380E446D11EBADE78FAB5ACI9F3E5" xmp:CreatorTool="Adobe Photoshop 21.1 (Windows)"> <xmpMM:DerivedFrom stRef:instanc
elD="xmp.iid:26CBED4D3E3411EB8CA388D166CIF4EC" stRef:documentID="xmp.did:26CBED4E3E3411EB8CA388D166CIFAEC"/> </rdf:Description> </rdf:RDF> <
Ix:xmpmeta> <?xpacket end="r"?>....Adobe.d............cccerviiiiiiiiiiii

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\3Y2ADQKS\DC_moratoria3_desktop[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

[TIFF image data, little-endian, direntries=0], baseline, precision 8, 1336x470, frames 3

downloaded

264023

7.980995279278233

false
3072:SNeadZTxqVD4xuuuozZk88GIBkbIzOfY MfT2cm5te GOFIBOwWNIigysTX:SIZTxgSuu/S88GIBafT2cWteGnbN+gX
69F5FCFEDD7899AAFA340BE9COEFBC7C

C3368EBF770B69A0CE071714CD4DA260B458B4CE
5919595F2FE2E5ACA65710656A977E619C4EC126769CDDD3734293AE861B0750
36BE941869B816FB05926DE4F73FEF76B021878D05FD340C2E05A027BADF4A7E9SF714DFAD7C270453B143B6FC15A353C3BF6404C39CD06348E031D20F58D38:
false

low

hitp://https://www.novobanco.pt/site/cms.aspx?srv=207&stp=1&id=987816&fext=.jpg

...... Exif.llI*................Ducky.......Z.....|http://ns.adobe.com/xap/1.0/.< ?xpacket begin="." id="W5MOMpCehiHzreSzNTczkc9d"?> <x:xmpmeta xmlns:x="adobe:ns:meta/" x:
xmptk="Adobe XMP Core 6.0-c002 79.164460, 2020/05/12-16:04:17 "> <rdf:RDF xmins:rdf="http://www.w3.0rg/1999/02/22-rdf-syntax-ns#"> <rdf:Description rdf:a
bout="" xmlIns:xmpMM="http://ns.adobe.com/xap/1.0/mm/" xmIns:stRef="http://ns.adobe.com/xap/1.0/sType/ResourceRef#" xmIns:xmp="http://ns.adobe.com/xap/1.0/"
xmpMM:OriginalDocumentID="xmp.did:649b61c5-fecd-8247-8af9-0b3b33dach6b" xmpMM:DocumentID="xmp.did:CDB4C2004F5811EB907AD3BD59142CA5" xm
pMM:InstancelD="xmp.iid:CDB4C1FF4F5811EB907AD3BD59142CA5" xmp:CreatorTool="Adobe Photoshop 21.1 (Windows)"> <xmpMM:DerivedFrom stRef:instanc
elD="xmp.iid:e566152b-cbb5-e249-97b2-4e72ac149bc2" stRef:document|D="xmp.did:649b61c5-fecd-8247-8af9-0b3b33dach6b"/> </rdf:Description> </rdf:RDF> </x
:xmpmeta> <?xpacket end="r"?>....Adobe.d..........cccceeiriiiriiiiiiiis

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\3Y2ADQKS\Data-Mapping-300x169[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 300 x 169, 8-bit/color RGBA, non-interlaced

downloaded

28007

7.984822051126762

false

768:vRWAtpzkSIQsYWGURgz+KPGERYCEvMqw!:/tyxNsghPnRMwI
24C5FBY9AFA4CA4EO0F16BBE76F9BDOCA
Al4EBD1E09BEO79F018E8AC655BB9510543196C9
01E99BBDBI9D8C2F6A644AADDCOC11D405A7E1D7AE181354EC5EF4126BEAO83CE
160D2A9093A4199AB0777C919D4D76798F7B39352ABECF6F3BA3533AD89A25415C7C3E304601B558EB85DF4148917F2D359471A6A32FFEBAF6A554C58B37EF32
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\3Y2ADQKS\Data-Mapping-300x169[1].png

Malicious:
Reputation:
|IE Cache URL:

Preview:

false
low

hitp://https://www.onetrust.com/wp-content/uploads/2020/02/Data-Mapping-300x169.png

PNG........ IHDR W....m.IDATX.\.sTU..(.....0..9 A.Z. 5+ Kzl $.=Nw...z...yK L { g peemin9.. {{.8L.8..@~2.+>C}ec...O<V.p.... XVii.-.....+f
ef EYd.twu.?. L. .l..g.h. . E.FGGa||<=KO....#..x4>#...v.;y.=.ZPP0.0am.iVNN.A.7?.....N..T...tuv.t..(....Dz......... *n (Wil 9iolFa<iluU._...0.3.6
.m.# .j._~.8.U...8..0.9.nQ....... z..ZP..D8 O.FZ....E...ABVS......... ... {<Sp..p..y8w..JY....]Jw...E...".e....0s...dC).......... ee02.!l..0.}.b[.2{ .4 ... KW. . W.X$.L]]...
Uo..sg.A1>8..Y....T....;.60......aawJ...b%#.C._~qF..v\.AKE...?D.-..:S...U.2....L\..7..|l..gF.H.g6V.6$,...F6.....x.q..h....v.8i.;y.N.8...Q]JUm...6.....SX.n
%HS$.L.d:..1g. A>. e~ Uld3 K- 7Y e z..YOwnB............. ".P.z/s.L..cK{k;..M.$#L7U...2..2.F_#.6..$..GP=..Wk<.1..J....2

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\3Y2ADQKS\Empresas_Highlight[1].png

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 640 x 360, 8-bit/color RGB, non-interlaced

downloaded

19419

7.94551339611189

false

384:9Xy4Hk9AZ5b/y06UEbkOULZvmScEOqUimleC:99cEcOkyl+ScEOMKeC
8A76113F56BOE4CE99730F066A39C95A
AE3D6E9733A93608F7E3F6162E3FEE99D6408A5C
9A21B7AE8B742A043B3CDB3787AD3280908580641E142848A8AF7168CE460A53
D13444D7CB2755D1D1D6B0724ECF2F41D3C72BA9BF12603F43904F8A06BBA311CBE4A0773F536AFBIFCF129931422F22FA66B3A0BBEFDES77693F45479218B6|
false

low

hitp://https://www.novobanco.pt/site/cms.aspx?srv=207&stp=1&id=1034177&fext=.Moratria%20Crdito

.B.L.L.LP...B.&.B(...B....B..’'B.l.P..1...0!..B.&..B....B....B.1$..c...S'_.u.y...N.xe.D.u......+.0...0.1z....S.....z...g." m$a.’....
>......0...hmdu.#0...=j(....(...2... Hs...<hid~l_t.. .
..... <..W.P.m._..dwoR\..yJe...%.|

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\3Y2ADQKS\Fundos[1].png

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 263 x 120, 8-bit/color RGB, non-interlaced

downloaded

4145

7.9112530468174755

false

96:7eKjzoT2qGACh3GIEY0z5hl+RKrgN1LwKo:C4z0T2qCO0O1zSKs1Lwl
B0449FD3CB072B3C00AD0D1949228826
C25E33BA1944C4F99E1674299AAE4051ACA25000
883B146B3B71349063E19E57926E7C70D309815D609AD87FBID757CBABC2BFOE
2623A4B3AE1C35F5B92457E6859383AEFC6BB8390E3716010552656EB4849F4B2266D6573143F813501BDF56C7A30D2E91F5BC64771A711D03F6EB61D88069C4
false

low

hitp://https://www.novobanco.pt/site/cms.aspx?srv=207&stp=1&id=989368&fext=.jpg

PNG........ IHDR....... X.....p.P...tEXtSoftware.Adobe ImageReadyq.e<....IDATx..] kUG...& .Jc.n.YLjW..".LI.~X..e..~...K.....4....[4.l.s..; }.s. 7. .L..sfy.w.3./M. . E@.d.A...
AV..YA.d.A..AV.YAdA..AV.YAdA..AV.YA.YAd.A. . AV.YAdA. .AV.YAdA. . AV.YAd.AQxX.0..~.Y~X....B).~.w..S..._..l..m.%.P..g0... \............ ?.=.U.}...0..V
) 8 TV L.CBL WL A 4L LA ce.. L3t M.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\3Y2ADQKS\Group[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 1250 x 688, 8-bit colormap, non-interlaced

downloaded

94926

7.976927453663382

false
1536:TOlb+V+CBfwY9gZmnpl+s00suT1fkXehWN7y6ss+DcPDaTviuNu5Png:Ib+AUg8npPBoK+Qd+DKSvOA5Pg
42F8D88997269CD86F27819ECFCB2EE2

EE6C46727BO6EAABF7A77CFD56F711FFD7102D38
7406789E4F9EBCA4F355226EC853D0BFB0B82052D6D168B59CAF4039E8740ED2B

ESF3E3F8E00817C2B449F6E7C1164CF6CAEGCAOA779DCDAFG64AD7FFEA7O0ACCF644BDF635389F6E995256BF26B8B46A27ED1236486927FD4377E2DC2F188856!
3

false

low
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\3Y2ADQKS\Group[1].png

|IE Cache URL:

Preview:

hitp://https://www.onetrust.com/wp-content/uploads/2021/02/Group.png

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\3Y2ADQKS\HL_AB_conta[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

[TIFF image data, little-endian, direntries=0], baseline, precision 8, 640x360, frames 3
downloaded

71060

7.953909786277637

false
1536:6hzy/GWABW7f1lwOOWKTPAauT3mMBPsJLRVXSUEUer7:ZeofvePDUDERLEUS7
420FF14E7F12FBF42413C1F8EA543716
COBAE59CA76F183FD711675E5E157BD4E7864470
9EB7EBABF5CD726AC1E7915F751F21B5E5E41B74479A5DEAFOADABG756BE6617
6263EE9057223ACC3E7D13F908D6D5B6E7C8CES0DB5674C65BF73429201F8044769635473683CEB8847B1B4A5D033F11EA946F53FBEF3F8F88C5976D093B5B83
false

low

hitp://https://www.novobanco.pt/site/cms.aspx?srv=207&stp=1&id=1023014&fext=.jpg

...... Exif..II*.................Ducky.......Z......http://ns.adobe.com/xap/1.0/.<?xpacket begin="." id="W5MOMpCehiHzreSzNTczkc9d"?> <x:xmpmeta xmins:x="adobe:ns:meta/" x:
xmptk="Adobe XMP Core 6.0-c002 79.164460, 2020/05/12-16:04:17 "> <rdf:RDF xmlns:rdf="http://www.w3.0rg/1999/02/22-rdf-syntax-ns#"> <rdf:Description rdf:a
bout="" xmlIns:xmpMM="http://ns.adobe.com/xap/1.0/mm/" xmIns:stRef="http://ns.adobe.com/xap/1.0/sType/ResourceRef#" xmIns:xmp="http://ns.adobe.com/xap/1.0/"
xmpMM:OriginalDocumentID="xmp.did:bd3307f3-a891-564b-92da-339008155979" xmpMM:Document|D="xmp.did:E9E918FF17C011EB96EDADBBEBC6E678" xm
pMM:InstancelD="xmp.iid:E9E918FE17C011EB96EDADBSEBCG6EG78" xmp:CreatorTool="Adobe Photoshop 21.1 (Windows)"> <xmpMM:DerivedFrom stRef:instanc
elD="xmp.iid:ch154ba0-2954-3646-927a-2d8e308b80bb" stRef:documentID="adobe:docid:photoshop:413d6799-08c4-3142-9b9d-5c6943b0ele7"/> </rdf:Description>
</rdf:RDF> </x:xmpmeta> <?xpacket end="r"?>....Adobe.d..............cccccccceurrrurns

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\3Y2ADQKS\HL _contas_verdes[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

[TIFF image data, little-endian, direntries=0], baseline, precision 8, 640x360, frames 3

downloaded

170346

7.977184878519264

false
3072:8+JL+IjIUtEOND5W4j7FVYcH3WzKjtTSOMRIWgrGMMJJResz:IZEu+gWDcGe59Mn9rOJR7z
514138279AA94F0BC8B4778FCCBAGC78

2177F082C87D86726D661E547B16DBFOF566B1C3
2B16DF706D3665E71BCA2CE9D68B3963D62D84DC4DF8F00757CA578D6659C769

9608422721254EA2D217DOEEADO1FCFEFED9C8B6F8C3FFF978F2E3C50ED12B76EDOFDDBAOF23B3F3508B764FES0E74B88254DD4D824EF592B9F96E7FCOAFQO7
C

false
low

hitp://https://www.novobanco.pt/site/cms.aspx?srv=207&stp=1&id=1022534&fext=.jpg

...... Exif..II*.................Ducky.......Z......http://ns.adobe.com/xap/1.0/.<?xpacket begin="." id="W5MOMpCehiHzreSzNTczkc9d"?> <x:xmpmeta xmins:x="adobe:ns:meta/" x:
xmptk="Adobe XMP Core 6.0-c002 79.164460, 2020/05/12-16:04:17 "> <rdf:RDF xmlns:rdf="http://www.w3.0rg/1999/02/22-rdf-syntax-ns#"> <rdf:Description rdf:a
bout="" xmlIns:xmpMM="http://ns.adobe.com/xap/1.0/mm/" xmIns:stRef="http://ns.adobe.com/xap/1.0/sType/ResourceRef#" xmIns:xmp="http://ns.adobe.com/xap/1.0/"
xmpMM:OriginalDocumentID="xmp.did:bd3307f3-a891-564h-92da-339008155979" xmpMM:DocumentID="xmp.did:3CAA3F55179D11EBBCB29DA9068C73E2" xm
pMM:InstancelD="xmp.iid:3CAA3F54179D11EBBCB29DA9068C73E2" xmp:CreatorTool="Adobe Photoshop 21.1 (Windows)"> <xmpMM:DerivedFrom stRef:instanc
elD="xmp.iid:4d916f6b-1a00-2749-b61e-4128828aeeh5" stRef:documentID="adobe:docid:photoshop:413d6799-08c4-3142-9b9d-5c6943b0ele7"/> </rdf:Description>
</rdf:RDF> </x:xmpmeta> <?xpacket end="r"?>....Adobe.d...

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\3Y2ADQKS\NB[1].htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCII text

dropped

182

4.910795498030402

false

3:8ROFKGQIeNi1Xbvx9M84JIxeCAIUREG7FENMDISL+QEfROh8BMyr3I7IFq:AY SIOMXLxu2CAluh7FULL+R5FHM
95ABF733ADD7D6B8FE997A9C5004C2AC

458D81BD39D4B6374DDC88AGECBE41DF3A5284E5
04E66A24273C72B42387E7380383BCA1B11AA3CIDC2AB39869349D4DCBF6005D

B333BE35B54E491D1DA98725362F710DC40D79BC1F465106D83DB9E3B5305F66295CA9DB6FODD1DFSEDEAC493D6F1ADA4552EC459182EFESDE394FB2C29C9)
38

Copyright Joe Security LLC 2021 Page 22 of 52



C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\3Y2ADQKS\NB[1].htm

Malicious:
Reputation:

Preview:

false

low

<head><title>Document Moved</title></head>.<body><h1>Object Moved</h1>This document may be found <a HREF="https://www.novobanco.pt/site/images/chlandi
ngpagel9/NB.ttf">here</a></body>

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\3Y2ADQKS\NewErrorPageTemplate[1]

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode (with BOM) text, with CRLF line terminators

dropped

1612

4.869554560514657

false
24:5Y0bQ573pHpACtUZtIDOIFBopZleqw87xTe4D8FaFJ/Doz9AtjJghCzg:5m73jcIqQep89TEW7Uxkk
DFEABDE84792228093A5A270352395B6

E41258C9576721025926326F76063C2305586F76
77B138AB5D0A90FF04648C26ADDD5E414CC178165E3B54A4CB3739DA0F58E075

E256F603E67335151BB709294749794E2E3085F4063C623461A0B3DECBCCA8E620807B707EC9BCBE36DCD7D639C55753DA0495BESSB4AESFB6BFC52AB4B284F
D

false

low

.body.{.. background-repeat: repeat-x;.. background-color: white;.. font-family: "Segoe UI", "verdana", "arial";.. margin: Oem;.. color: #1f1f1f;..}.....mainContent..{..
margin-top:80px;.. width: 700px;.. margin-left: 120px;.. margin-right: 120px;..}.....title.{.. ~ color: #54b0f7;.. font-size: 36px;.. font-weight: 300;.. line-height:
40px;.. margin-bottom: 24px;.. font-family: "Segoe UI", "verdana";.. position: relative;..}.....errorExplanation..{.. color: #000000;.. font-size: 12pt;.. font-family:
"Segoe UI", "verdana", "arial";.. text-decoration: none;..}.....taskSection..{.. margin-top: 20px;.. margin-bottom: 28px;.. position: relative; ..}.....tasks..{.. color: #00

0000;.. font-family: "Segoe UI", "verdana";.. font-weight:200;.. font-size: 12pt;..}....li..{.. margin-top: 8px;..}.....diagnoseButton..{.. outline: none;.. font-size: 9pt;
..}.....launchinternetOptionsButton..{.. ~outline: none;

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\3Y2ADQKS\Novo-Banco-logo-365x131[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.02, aspect ratio, density 100x100, segment length 16, progressive, precision 8, 365x131, frames 3
dropped

2400

7.168811062245073

false

48:wXE8ilgc1lvmZQnrlIx27xT33dmXy8mr8cCj7DBXEhQrivVQglh:wXkgctmZIrlJo7xT3IC8mr8cCj7REh+G
7B1CF28682830A2217409BE956844E85

F56028C2AF2B121E0258353AFFA3BBA518788166
C49CDF9ABEE7744FC5DFB98ED9FD520E1BES3BCD3D4CCB7C2E3C6662C9C50C03

118EDFFBC62D693AE93536E3AC684E05C7CAFDGEEE43B76EED895F7D02021F51F74CC8E7CAFDF7201E2BC78706D2985D9C57C3E765191BC838E45ABAE3172|
83

...... JFIF.....d.d......DUCKY.......d. . &ATODE. . 2 T
11...AQaq."2....rsBRb..#C .3S..40.....c...t@Pp.... s
. .83 end 9 AW &Y g L 26T
2.>....U>.0G&r_"..3.m.....6..\C....A.,...U#...;0b..0Ly.l. fA.Y.S[.M..V8.zCy....L...T...{W8>zCyklj..]..1.v.d..q.}\..D....\W.Vo..k+.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\3Y2ADQKS\One-Trust-icon-more-info-64x64[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

|IE Cache URL:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 64 x 64, 8-bit/color RGBA, non-interlaced

downloaded

5150

7.860038209314204

false
96:1YZYLNM4InXAEB9VryJO9cPINFawDG75muZzNvWNKQEBYDSNSfnbr46 QhF2w:eHCwEgq9ctNfDG 75BJyK3ByDSNMOzf
DO9AF02CDF9F1FC970A87A06950567FB

B730ADDD1EF8BD76921B05CB84597C294FFD6808
3C5A580B62E4C978F690D67E49EEA37651989C5ED3DCI7C7F7D96AFF78D27F14

5D70A812FFB0OD1616F51A93590EC79B994CEC390BC28DABIC8F7EO3DF673C2DC7ES8DB1DA29FIAES350A7BE11994E2761A23462A6E50C8E99257D22F10F675E¢
6

false
low

hitp://https://www.novobanco.pt/site/images/nbsi/cookies/One-Trust-icon-more-info-64x64.png
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\3Y2ADQKS\One-Trust-icon-more-info-64x64[1].png

Preview:

PNG........ IHDR...@...@......iq.....tEXtSoftware.Adobe ImageReadyq.e<...(iTXtXML:com.adobe.xmp.....<?xpacket begin="." id="W5MOMpCehiHzreSzNTczkc9d"?>
<x:xmpmeta xmins:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.6-c145 79.163499, 2018/08/13-16:40:22 "> <rdf:RDF xmIns:rdf="http://www.w3.0rg/1999/02/22-
rdf-syntax-ns#"> <rdf:Description rdf:about="" xmIns:xxmpMM="http://ns.adobe.com/xap/1.0/mm/* xmIns:stRef="http://ns.adobe.com/xap/1.0/sType/ResourceRef#" xmins
:xmp="http://ns.adobe.com/xap/1.0/" xmpMM:DocumentID="xmp.did:9069172C2C2E11E9A56DDA662F985C14" xmpMM:InstancelD="xmp.iid:9069172B2C2E11E9A5
6DDA662F985C14" xmp:CreatorTool="Adobe Photoshop CC 2019 (Macintosh)"> <xmpMM:DerivedFrom stRef:instancelD="xmp.iid:6F4AE6EA72C2611E9A56DDA66
2F985C14" stRef:documentID="xmp.did:6F4E6EA82C2611E9A56DDA662F985C14"/> </rdf:Description> </rdf:RDF> </x:xmpmeta> <?xpacket end="r"?>.W.H....IDATX..[
TTW.~.Q..RU.U..,...\.F.1.$==9..N.8".1.3'.&3q..'==}&">3.N;.Lt..& T.E.d.Q.E...Z..*..kQ$..T).

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\3Y2ADQKS\One-Trust-icon-your-privacy-64x64[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 64 x 64, 8-bit/color RGBA, non-interlaced

downloaded

4788

7.832170979918051

false
96:1YZWrNMZDIXKQSH440ISKAOgWoO3iYW2/5WshekGUchtc96vwF:edaX5vioWx3m2/ss7Gd7IvwF
89D4609779798409CCO1F7D36FEF7462

B5DFDE69040B748979C3860E3399BC0349DCA44E
8CDB9060F0026A9C6E802F5C04C5E06899E3210F24935E74742AC632D4796385
C5DBF9C80D5966345BD43F46B8708340548797FA220ECEB064A27AF1C1D62024958020F6BAAE78E686DD13F005A87C25301E0A26A360FADC41B4B38C09E08CE
false

low

hitp://https://www.novobanco.pt/site/images/nbsi/cookies/One-Trust-icon-your-privacy-64x64.png

PNG........ IHDR...@...@......iq.....tEXtSoftware.Adobe ImageReadyq.e<...(iTXtXML:com.adobe.xmp.....<?xpacket begin="." id="W5MOMpCehiHzreSzNTczkc9d"?>
<x:xmpmeta xmins:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.6-c145 79.163499, 2018/08/13-16:40:22 "> <rdf:RDF xmIns:rdf="http://www.w3.0rg/1999/02/22-
rdf-syntax-ns#"> <rdf:Description rdf:about="" xmIns:xxmpMM="http://ns.adobe.com/xap/1.0/mm/* xmIns:stRef="http://ns.adobe.com/xap/1.0/sType/ResourceRef#" xmins
:xmp="http://ns.adobe.com/xap/1.0/" xmpMM:DocumentID="xmp.did:5C5A063B2C2E11E9A56DDA662F985C14" xmpMM:Instance|D="xmp.iid:5C5A063A2C2E11E9A5
6DDA662F985C14" xmp:CreatorTool="Adobe Photoshop CC 2019 (Macintosh)"> <xmpMM:DerivedFrom stRef:instancelD="xmp.iid:54CF3DD92C2611E9A56DDA66
2F985C14" stRef:documentID="xmp.did:54CF3DDA2C2611E9A56DDA662F985C14"/> </rdf:Description> </rdf:RDF> </x:xmpmeta> <?xpacket end="r"?>.y:z..."IDATX..[
P.... [ .=...BOF D..sXGmmk.U..N=.....Nm...M5.M.V..aBNsB....r-7.}.g.._6.@...c........ 1.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\3Y2ADQKS\OneTrust-CMP-1-300x213[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 300 x 213, 8-bit/color RGBA, non-interlaced

downloaded

29971

7.988606908646414

false
768:wQQDvcVo9nyOU140u5XZyCl/i2vQ1lo+Pf8Sv6dmBIHMOF1:wQEEe9yO70MXZyCvQ4vMsA
738F3E2345F49D04AE933C5C430F2009
85E18BEE361212E1A0B8200C494BE8C20DFE84D5
E60F78ADC2218711D2EAED7B5F36C3F27AE6C5620B17AD4765AE7982FBO0F50C

16C329CA445D7A15102D075CCOEEF014921E4C1C584B2E284A9575D5B39D3EAE174DD83066F78F0869AB3080FDOA2DF1ASFAB86F65597B20B5CCA4CC7B07ALA
C

false
low

hitp://https://www.onetrust.com/wp-content/uploads/2019/09/OneTrust-CMP-1-300x213.png

PNG........ IHDR....covees t.IDATX..Y.S..../J?t.N..M"..N/..MM..ccm..8.TcL..1..."..c....... (o " v8.s..2..pgvidV........ <.J.@....(z6B.B.A...1..r1JrkQ...z...Fa.xb.kb_...]
A+ BYLLLVD7. b0 Y.AX:N.@. ... 1...Np..>A| _P'._.0.....}KW.H. . #mA...m..Jb" .4.,U<.9.#b4 ..7.d...1:...h{..@G.8.
x~0...F.....$S...#.5P.}.%..Q.S..t1 WROALN==HTLLLLL ]..]..03.. e.zPu..0.._G...e.’U9.9. .I*.T....Zf. 9. (|.#....\M..IW....... [T (O m.M;K..".....
IV..(Z..2.. 0BV t<BXU). L T h L L. QrWE.L 1. ) \Kyve.mL L (U MR LFL ML OV..&. @ .M., .j....Z|< X V... AO5.) e A ALLBMLLEL). 2203...3..d..9.2 w.

> +). A 4.0 Qakl..@......v4....6..Z. . +Ax..Fc>.J_....a.S..5...} ... W....U..T.q.wm...L.IL.uK.a}y.=..5.m.....$.P..+6.Qs.3........ k

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\3Y2ADQKS\ResMed_white[1].svg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

SVG Scalable Vector Graphics image

downloaded

12390

4.40244942268564

false
384:S9Rf20kcHsOUXTOUWgymrcjfGiljQ3CZxCKL:SLf20keHMVOUWXmrcjfGiljQIXCKL
336C6A7AADAF30E3C742D3FC9B01CDBB
F2AEDB11DEOC4C76BE8A029512CF23F1D97E369E
130CODE9E9D5CD236155286FA26C99321EDA46D597BBBIBFEAELD4A62AE3B274
4C847C68FE1AD64031BE55636848816835113AEBBE660F67ADF30447057A495B3D3C8EOE3D9428A67621D5B45A1A0267B1B4E7741B1EFE1C46CBE9OEBF49681(C
false

low
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\3Y2ADQKS\ResMed_white[1].svg

|IE Cache URL: hitp://https://www.onetrust.com/wp-content/uploads/2021/02/ResMed_white.svg

Preview:
<?xml version="1.0" encoding="UTF-8"?> <svg xmIns="http://www.w3.0rg/2000/svg" xmIns:xlink="http://www.w3.0rg/1999/xlink" width="47px" height="34px" viewBox="0 0
47 34" version="1.1"><title>ResMed_default</title><g id="ResMed_default" stroke="none" stroke-width="1" fill="none" fill-rule="evenodd"><g id="logo-resmed-white" fill="
#FFFFFF" fill-rule="nonzero"><ellipse id="Oval" transform="translate(44.792733, 13.730333) rotate(-2.740000) translate(-44.792733, -13.730333) " cx="44.7927333"
cy="13.7303333" rx="1.53226667" ry="1.53113333"></ellipse><path d="M43.6939667,16.4599667 C43.6849259,15.9574393 43.4031345,15.4996479 42.9585458,15.
2652202 C42.5139571,15.0307924 41.9770224,15.0568765 41.5572504,15.3332946 C41.1374784,15.6097128 40.9013879,16.0926627 40.9411,16.5937 C40.
9999668,17.3364072 41.6382288,17.8979932 42.3823876,17.8618422 C43.1265464,17.8256913 43.7073681,17.2048825 43.6939667,16.4599667 Z M40.8045
333,18.5254667 C40.783276,18.0829099 40.5275323,17.6853111 40.1336382,17.4824421

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\3Y2ADQKS\Roadshows[1].png E

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 640 x 360, 8-bit/color RGB, non-interlaced

Category: downloaded

Size (bytes): 152447

Entropy (8bit):  7.993458956514267

Encrypted: true

SSDEEP: 3072:6yJrPNFcx/12ZkrSsIkCLm2ZuGSWhHhyxLBVngQDblyYbAhJcnfsnjro:HIrVC17rn92vZPPF6FVnqSDYbAhJ9js

MD5: 4D113E830F8EAC9C3201E51907B6BFCE

SHAL: C0855582CB8464A7653751702770D8E247F33F24

SHA-256: 85EA3731705620C5A1658349FBOE4C90DEBOBD086F07FESA93AG6DDA078ED499E

SHA-512: B6646572B81F55A930C15D9249EA8DDEC944DD37E73DBDCBCCAEB302CEOEC2EF99EC492C06B11DF923D1BEADECBEDBCA4ECC228E7B673C57F1F72A1330C
2A07

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://www.novobanco.pt/site/cms.aspx?srv=207&stp=1&id=1025914&fext=.Roadshows

Preview:

8..V..

T3+.n.v...4..p. k.o..[

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\3Y2ADQKS\V7_NBnetPopUp.min[1].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

2284

5.20602497742585

false
48:XGp5/Um51dz8h5gq8/5anL5N75pFyq8AopwIZZSB:XGp58M3zAggAanVPpfvopwI3SB
921125AEE6D24071D19AE19B06DDD471
DEA7F15770A2FB6FDECDE624583CC2995D5E0419
4EDB2EABB7D77BFC266B617C75CD7718840B3571A98C892BE2C2A8EG45E61F7A

20AFBAB1EE8SD1EE298130FF76104017F1A0D743F2033424408A8EEBOF62809C786A4EA99DF2D01F4C3E056CFFDE4E98578FFOA7CEC14B8C74733A52CA362E52
D

false
low

hitp://https://www.novobanco.pt/site/skins/V7/V7_NBnetPopUp.min.css?v=-2078159922

#modalOverlay{position:absolute;top:0;left:0;background:#ccc;width:100%;height:100%;o0pacity:.3;filter:alpha(opacity=30);-moz-opacity:.3;cursor:not-allowed;displ
ay:none;z-index:900}#popUpModal{height:272px;width:235px;left:50%;top:50%;border:0;position:absolute;display:none;z-index:901;background:#fff;-webkit-border-rad
ius:4px;border-radius:4px;border:1px solid #c6c6c6;transform:translate(-50%,-50%)}#popUpModal #cartao{background-image:url('../../Images/logoNB.png');background-
repeat:no-repeat;height:130px;width:205px;left: 14 px;top:27px;position:absolute;background-position: 10px 5px;background-size:100%}#popUpModal #closeButton{backg
round-repeat:no-repeat;background-image:url('../../applmages/V7/btn_close.png’);height: 16 px;width:15px;right: 12px;top:12px;position:absolute}#¥popUpModal #closeB
uttonHover{background-repeat:no-repeat;background-image:url('../../applmages/V7/btn_closeover.png');height: 16 px;width:15px;right:12px;top:12px;position:absolute
;cursor:pointer;display:none}popUpModal

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\3Y2ADQKS\base[1].css

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text

downloaded

3430

4.7583314358269195

false
48:nmVpXfyo7LFUaDaTaMzk4HowTDJoWxhFoNyvnSphfSITSdI1JLge:nmfXLFb4CuMvjLge
B2A4DE949CD12A93E5008696DB483EC3
B8110F44DEA69E433A75B552F31CAG0EC8609801
558BB50ABE84A2D6444304066EABC44D9DEY465EB465DD948379F089F747B567
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\3Y2ADQKS\base[1].css

SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

CBA2702723023B6E134A20AB9DDD02266A1C747DD4DC2FB22E3B750D5D31CBO9ECOSE2ED37E87BA6921357138026E296C26ED2F002F4FAB8857CDDD26FCAS0:
AC

false
low

hitp://https://webcare.byside.com/BWA4C865F1BAB/surveys/css/base.css

.bs-survey {. width: 100%;. display: flex;. flex-direction: column;. font: 14px/17px 'Montserrat', arial, helvetica, sans-serif,. padding: 0;. background-color: #
fff;.}...bs-survey .bs-question-wrapper {. padding: 10px 0 10px 0;.}...bs-survey .bs-question-wrapper .bs-question-label {. margin-bottom: 5px;.}...bs-survey .bs-question-
wrapper .bs-question-label label {. font-size: 15px;. font-weight: 500;.}...bs-survey .bs-question-wrapper .bs-question-label p {. margin: 0;. padding-top: 5px;.
font-size: 13px;. color: #7a7e82;.}...bs-survey .bs-question-wrapper.error .bs-question-label label {. color: #ff0000;.}...bs-survey .bs-question-wrapper.bs-question-text
.bs-question-field input,..bs-survey .bs-question-wrapper.bs-question-email .bs-question-field input,..bs-survey .bs-question-wrapper.bs-question-vat .bs-question-field
input,..bs-survey .bs-question-wrapper.bs-question-password .bs-question-field input,..bs-survey .bs-question-wrapper.bs

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\3Y2ADQKS\bertelsmann-green[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 195 x 22, 8-bit colormap, non-interlaced

downloaded

3346

7.8399090151596456

false
48:eQIHKXMbBTYTF6i/GBOOkuCYhWENQ3MGpytYIrsY TKwBQY 7fMdDLe+kX:xpdmsioJCYAwq3MGAulzmDY708+4
E957FABEC927820DAD48FFCFD75B7138

3E72D12BCEA8BO7CC152E94B5F6A89F1557F27E5
7D7644EA45332B2895C7C182A3F86A7AF81E336E574926B5748B1C9923150F7D

5685E2E5437FA2FC80CB2A85FE1554249A09254D39FF4CBD73F7B7BE6190BBFAF9A12266229501C47C725B51066E9678D4CF3AB2FFBFC7ACCFABD639945818C
C

false
low

hitp://https://www.onetrust.com/wp-content/uploads/2021/02/bertelsmann-green.png

PNG........ IHDR....cocuev JR.....PLTEGpLS.C(.30.?7.-$.;-.;K.E.-....[.?f.L$.D".Je.L5.F .D!.D..C/.F7.F..D".=Y .K=.F5.G1.F=.H".K..DS.Hd.K8.G1.E".KI.ES.AL.E/.B..C..DR.G/.F
V.G#.Cl.@..Ch.M;j.Lj.L8.Fp.MJ.G7.GL.HR.J".D\.Kn.LH.F..A<.F& E$.DM.FL.IB.G1.F[.K..D$.@=.G*.E!.B .E..DI.GZ.Hc.L\.KD.HC.H..D..CP.11.FD.H8.Fg.JN.IX.J8.GY.J
Y.JJ.HX.Jk.LJ.G<.G*.EG.\.Jm.L..Dn.M..C .E:.G..CL.IR.HU.JK.IQ.1d.J!.EZ.19.G%.DX.J .B*.E..DA.G..C..B..CG.H9.FP.IL.IX.Ji.J9.Di.K..FX.J,.El.H+.EF.HQ.Ii.L".EG.HD.G"
.ELLHL.HS.HA.Gh.K".K&.ET.Jb.K_.L+.Ea.LL.IM.In.L* Ek.L*.FY.J..BJ.I..CD.H@.HB.Gr.M\.JH.HN.IP.IL.I@.G .D..Cj.LK.I;.G7.GU.J<.HF.G*.FZ.J".E!.D[.JB.H".D&.Dm.L..B..DA4.
Eh.K1.Ge.LV.1S.Jh.KQ.I+.E*.Eb.K]j.L].K>.Gg.LH.H;.HI.L..BQ.Ih.Kh.K/.D..E:.Gk.L..C*.D_.J..E_.KK.le.L .E".L".E..D0.M..DP.J7.G*.Fp.M>.HO.Fi.LX.JG.ID.HR.Jj.MM.IS.J1.F
[.KMK9.G.|.%....1RNS............ RX[Ju... XL+ /u.l.Gq..u.lLV..5V6........... 5.>... uT.Hg..Fn...#.K.. | ..>.8.B.&k*.....4;.g~h....of.OU...S..ZC...w.l...

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\3Y2ADQKS\botao[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 263 x 120, 8-bit/color RGB, non-interlaced

downloaded

3464

7.888794480669355

false

96:NxRftjeTU94E/ag30MBIiZKGIx+c17yO0Qgq0:Np6cCioMgVIZ17yPgT
6C86A5AF37B7D441B37077876B2FA0B5
133947345099809DC92215E10FDE21D26AD67B03
F9742999D7BCF5C2CEB0BOCE645EB02A01129DFB1EB296FF95A623CEB2879C0E

4ACDB23E23770AC48DB0OA03E3BDE708BABADGBE1838327414E896D83D9E2C99E66C1EC84EE6960738DBB741860D371DDCF610B70D54713F4936D5BED6G777A1
E

false
low

hitp://https://www.novobanco.pt/site/cms.aspx?srv=207&stp=1&id=1016130&fext=.jpg

..IHDR....... X.....p.P...tEXtSoftware.Adobe ImageReadyq.e<...*IDATX..]Jk.G..d"..h..$g$9.b..........B..<.0...}..>..1X....5Z...z..N.5"]....3sQ....Z.ii...QO}M.=U..
......... oo e 00 G%. =~ 7T0.U8....-.<59y0u..F.~. . +).n LB ZMLL L X EWAL. @2+ {E > jygg . $Lp. . F)..m~> L {{by .
Fg...hPl...y..UD-s..B#.U/...9.D.X..; /.;.0.4M@}.R...*@7.........9.U. A +...4..0...Ae2.. 'Kk;..V..;....%2m.U B.L....\.
p7 .+|.R..6....... Ms.(]Q.....S.s:....d.0.1....d(N...Z.5..DQ...Kr.".>v..>. .b.....a.)..Q..0....._..q. "..S.X.P..r.....<.D....f..V-/

......... +oo e +..0..%00 }..,...p.8E..[.5dQ...Zz.. 8. . SH)+S.......&2)-..qi.. L SPWLL

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\3Y2ADQKS\botao_eventos[1].png

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 263 x 120, 8-bit/color RGB, non-interlaced
downloaded

4676

7.939576269157791

false
96:tMeQ6QIfz8Ztv7BZAaoqG555LhYoKnLBa91U:m7YHDQIqi18LBkU
FADDCABAA326C85EDDABEIDOOBA08393
2C4FC6B5E4FDD8A113C5E6D1BALCALF5F853BEBD
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\3Y2ADQKS\botao_eventos[1].png

SHA-256: AFODDFA6370C3E2EBA3F5B74AAC802A7D9A51E55F59BEE799CAF1F6F4D232E20

SHA-512: AD6336B174237D46673CE52F0E699B31534FD01B84C91ECEBDIC89B3EB35A1CD6E3D48BIES510A3D3CCI4E787E4AFBA73FAEBDIBA9DA5155487485B6324F2CE9!
8

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://www.novobanco.pt/site/cms.aspx?srv=207&stp=1&id=1037601&fext=.jpg

Preview:

..... p.P....tEXtSoftware.Adobe ImageReadyq.e<....IDATX..JmkUW..M#..k..:..v.j:.b...2%0V(~(.0.e...C....2P.JA*).y......h@...tw..
A.g..RA.T . (A JAPRAL.T... (LA JAP* ... 0. AW L)~ AWzZ s.]... 1gv.]G. 2/ 1.0.2.Ad.PE j#..... #.R1i....... .
}E.1.04..Nx...se...q..C]A....p...78>}.+bn.w..z..S.X....q._.}..eV..z....."|.0..@...5 ....*.0.B?..Z+C*n-.d.=4$.j.d>....p.+P#.ffL... ].....H-.-4$..nqoy.....0n..3~..}P2. kk2en.G.. 4..
7.Ja.].c.e.uK.l-uly..Rf>.....qwL.. ). WUL7..u7 .8.V.9..?
..... 4. 'h'LuSil. A K..(...0.%%.......9..J'VNj....45. N2 X.... - *(.. ..1.B*M..a...Xel.b....NKk...nD

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\3Y2ADQKS\bt_nosligamos_close[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 20 x 20, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 258

Entropy (8bit): 6.815174179847137

Encrypted: false

SSDEEP: 6:6v/IhPUFW3631gmskNanOtPrFX8HZchG13fdkOCKKtzfp:6v/716IFNTFXGZoYfLCBt1
MDS5: DB7AEBC2D633A7200532837E03357823

SHA1L: B17E5756A57D5BBC3055D9E3FDB407021EA580C0

SHA-256: 25C1CF95BF745F838A1F85905CDAB66BA044B3423B2AE0COEEF41B5B38FAE785
SHA-512: 1BBA9EC22F956458E5E957A890BA6BED1FDE93420DF40190173068650789586791F72428B6430C82A146C11C20729A328123595B37DEBD749E9665E2C5FD25D1
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://webcare.byside.com/files/4C865F1BAB/placeholders/x/bt_nosligamos_close.png

Preview:
PNG........ IHDR...coviiciine IDATX...1..0...N...@ 6..).+9...... }*.._.?.&O.Rk...c...u..Zk.4..8..e...bz..2..K }.?.u.a2d.......... “$(...P...o..pf. . S.pRIE..th.1lr..hg= ..
Vo 2T 10K&)..=....IEND.B".

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\3Y2ADQKS\btn_close[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 15 x 16, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 1137

Entropy (8bit): 6.425203308825845

Encrypted: false

SSDEEP: 24:71hnBWwjx82lY2T3eV6HkXyJ3Vo+EWGRNISEpzil0AI9QL 1ve:h1kNn2yMECJI3CVwsHWIOIOQLW
MDS5: 0658386BF65829689314E0FC194BB539

SHA1L: D97FD57AF96E453C7D4042FF4D5BFB61C959CBEF

SHA-256: AFACOE5CE9C71CEF51AC41461C68FD85CD85C1B3828BA2023DE3DES91B0289F0

SHA-512: 789E4CD5182D77D0AD2645277E62895E7CD66C99B5B1D6057B0136496CDEF99821B886D84AB78A324C6DF30A8855AD51807DF7078CFC39B8390B9988C7D12C9
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://www.novobanco.pt/SITE/applmages/V7/btn_close.png

Preview:

. tEXtSoftware.Adobe ImageReadyq.e<...& TXtXML:com.adobe.xmp.....<?xpacket begin="." id="W5MOMpCehiHzreSzNTczkc9d"?>
<x:xmpmeta xmins:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.5-c021 79.155772, 2014/01/13-19:44:00 "> <rdf:RDF xmIns:rdf="http://www.w3.0rg/1999/02/22-
rdf-syntax-ns#"> <rdf:Description rdf:about="" xmIns:xmp="http://ns.adobe.com/xap/1.0/" xmIns:xmpMM="http://ns.adobe.com/xap/1.0/mm/" xmins:stRef="http://ns.ad
obe.com/xap/1.0/sType/ResourceRef#" xmp:CreatorTool="Adobe Photoshop CC 2014 (Windows)" xmpMM:InstancelD="xmp.iid:E0A775C04A3611E4B93CA17052
2C1EEO0" xmpMM:DocumentID="xmp.did:E0A775C14A3611E4B93CA170522C1EEQ"> <xmpMM:DerivedFrom stRef:instancelD="xmp.iid:EOA775BE4A3611E4
B93CA170522C1EEQ" stRef:documentID="xmp.did:E0OA775BF4A3611E4B93CA170522C1EEQ"/> </rdf:Description> </rdf:RDF> </x:xmpmeta> <?xpacket end="r"?>
U.....IDATx.b" ..+.....L.~"dd.PWV............ 12:4.] kd'.g..~SWW.>.@*........ TKep8uiige HBLIM.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\3Y2ADQKS\bwewksugpg[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 5683

Entropy (8bit): 5.137972886566961

Encrypted: false

SSDEEP: 96:+/YFx6xV4x6Px0eVPxcSA4Jvx3Fx10rx0olHuxeRxg69PEHgpXH:Bx6xVZx0kxQCvx3Fx1ex00lOxeRxuwXH

MDS5: ADF500DCCF9EEF14502DF119318A1B16

SHA1L: A9C7356353C0DD8962DE7B01FD28790704FC7679

SHA-256: BA63DE051463D320C725BFD95E43B302360673A1251E844C2115B55CC990C8C3

SHA-512: B56E473270DB4DD185D891CD778DC6DF29488F1F8DB780B180E6A43A9612822F47CA9CFOE452E09BIF59DCE7CA148CF224D9FEOB0ADF91E4B67EFB481B05B0
2
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\3Y2ADQKS\bwewksugpg[1].js

Malicious:
Reputation:
|IE Cache URL:

Preview:

false
low

hitp://https://fast.wistia.com/embed/medias/bwewksugpg.jsonp

window['wistiajsonp-/embed/medias/bwewksugpg.jsonp'] = {"media":{"assets":[{"type":"original","slug":"original","display_name":"Original file","details":{},"width":1920,"
height":1080,"size":181370714,"bitrate":10126,"public":true,"status":2,"progress":1.0,"metadata":{"served_by_media_api":1},"url":"https://embed-ssl.wistia.com/deliveries/
a39b9d80168dc664490e1685842c6950.hin","created_at":1613149588},{"type":"iphone_video","slug":"mp4_h264_300k","display_name":"360p","details":{},"conta
iner":"mp4","codec":"h264","width":640,"height":360,"ext":"mp4","size":5379417,"bitrate":300,"public":true,"status":2,"progress":1.0,"metadata":{"max_bitrate":60827,"earl
y_max_bitrate":60827,"average_bitrate":38443,"av_stream_metadata":"{\"Video\":{\"Codec ID\":\"avc1\"}\"Audio\":{\"Codec ID\":\"mp4a-40-2\"}}"},"url":"https://embed-ssl.w
istia.com/deliveries/c156950155d22be03bd9a933e25cd03calle3e0d.bin","created_at":1613149588,"segment_duration":3,"opt_vbitrate":1200},{"type":"mp4_video","slug":
"mp4_h264_

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\3Y2ADQKS\chosen.jquery.min[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

29121

4.91438965646394

false
768:+0tj9+umwo0XCITmIHNfhvwITANWbODvHrggtV:+ORjgFOHNfh1 TdNWbODPugtV
3E9F1DCBICC75169765265133FB815A7
7678293E0AODF6F57AEA34E07B7E0392EBBA2234
73881513A7E7F8944A311BEASESOEIFADI46E256AE74D62B5C8D469DCE6DF0186
ACC186178C20D51EF77A1B67C5706DE666D47CDF49509C1B936D4A3259CB643261EC190F99EA2F06E75D64210D25D7476183240A1F613C59CF992F6CB29922F:
false

low

hitp://https://www.onetrust.com/wp-content/plugins/search-filter-pro/public/assets/js/chosen.jquery.min.js?ver=2.5.0

/* Chosen v1.8.7 | (c) 2011-2018 by Harvest | MIT License, https://github.com/harvesthg/chosen/blob/master/LICENSE.md */..(function(){var t,e,s,i,n=function(t,e){return f
unction(){return t.apply(e,arguments)}},r=function(t,e){function s(){this.constructor=t}for(var i in e)o.call(e,i)&&(t[i]=e[i]);return s.prototype=e.prototype,t.prototype=new st._
_super__=e.prototype,t},0={}.hasOwnProperty;(i=function(){function t(){this.options_index=0,this.parsed=[]}return t.prototype.add_node=function(t){return"OPTGRO
UP"===t.nodeName.toUpperCase()?this.add_group(t):this.add_option(t)},t.prototype.add_group=function(t){var e,s,i,n,r,o;for(e=this.parsed.length,this.parsed.push
({array_index:e,group:!0,label:t.label title:t.title?t.title:void 0,children:0,disabled:t.disabled,classes:t.className}),0=[],s=0,i=(r=t.childNodes).length;s<i;s++)n=r[s],0.push(th
is.add_option(n,e,t.disabled));return o},t.prototype.add_option=function(t,e,s){if("OPTION"===t.nodeName.toUpperCase())return"'!==t.text?(null!=e&&(th

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\3Y2ADQKS\cms[1].htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, UTF-8 Unicode text, with very long lines, with CRLF, LF line terminators

downloaded

38605

5.461133876247918

false
384:4yCxRTashjVkOMVIiLjPrTghX2C3kDN6G6pMmEpfUfp2F4dFt9Pwyg6Sqgfo964ts:47TI9VKOmIiPfCfIlbXYggi8dSnO9
BC7977FDB66B4A4BB7385C59532C78D7

2C1BE56408A16205B76B8B3421344F15448ED6C9
F7FE18DF9A3AFFC8683D1A05F9E4DD732C7326FD3CC3DCES45503BA6C023FADF

13A79687C894E6FBSEDG3E9SAEOAB38B861372F6FA887C5FB7CEE07B70D9FAEAA4D22052F16DA07623C6D7EFAA84F350A804F8693F7B38722768F8923BCBCO0
D

false
low

hitp://https://www.novobanco.pt/site/cms.aspx?labelid=360

..<IDOCTYPE html>.. [if IE 8]><html class="no-js It-ie10 It-ie9"><![endif]-->.. [if IE 9]><html class="no-js It-ie10"><![endif]-->.. [if gt IE 9]> ><html> <![endif]-->..<head>..
<script type="text/javascript" src="js/fo/v7/nb.preload.min.js?v=-2078159922"></script>... CORE V7.0.21.0; CMS V7.0.317.0; SITEBES V7.0.731.0; GSA V7.0.158.0; V8;
-->...<base href="&#47;&#47;www.novobanco.pt&#47;site&#47;cms.aspx&#63;labelid&#61;360" />...<meta charset="utf-8" />...<meta http-equiv="X-UA-Compatible" con
tent="IE=edge,chrome=1" />...<title>NOVO BANCO 360.</title>...<meta name="viewport" content="width=device-width, initial-scale=1.0, maximum-scale=1.0, user-scal
able=no" />...<meta name="NB_breadcrumb" content="HOME 360" />..<meta name="NB_pagetitle" content="NOVO BANCO 360." />....... <link rel="icon" href="/favicon.ico
" [>...<link rel="shortcut icon" href="/favicon.ico" />...<link href="//fonts.googleapis.com/css?family=Open+Sans:300italic,400italic,600italic,700italic,80

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\3Y2ADQKS\cms[2].htm

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCII text, with CRLF line terminators

dropped

178

4.894473893619315

false
3:WGNFVDRViJS4RKYPCcWGXEO9hY4G4XADYULTLLIKKIROBME1IdnfSXXxD7Gj7MBWGh:WGnhDzic4sKrumYuLT/IKK5STMigeG/M/
D37EBD8FEEC9D699B158D6C52729E6BA

AA1A0412631B74CB1482606EB712F2519EA14584
OF86B4EE5BCA3D76A5AD95BF4709ECADBDBB2956BB76DECA812D7EASATF29C27
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\3Y2ADQKS\cms[2].htm

SHA-512:
Malicious:
Reputation:

Preview:

A12C30A75431E26162DC6953868BD438F896321167F3FEDF4763142694A5E05D22C65DC835581B449FD643E4B7468A33BFB406D57EBBECA48F360B75F66FC1874
false

low

..<html xmIns="http://www.w3.0rg/1999/xhtml'>..<script language=javascript>location.href="https://srv.novobanco.pt/site/errorhandling/NovoBanco/ErrorPage.html';</script>.
.</html>

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\3Y2ADQKS\cookie-consent[1].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

18006

5.10386836033151

false
192:KoOekqVx9BYLDwfHPqU3siP/jw5rNEq4z4pbbl3t+YzTTmJoxCuzXcERNmvycGG8:/qU3sisXo/dtD
87F6483B0D15819646759F967F9A2629

FF1F3971B22B02219E79B3179C538E1180CF5FBB
47808F244E7016579BEA2CB384E02B2AA9D2E30F44005D4894217A771B854822

B7CB455A2E7C729EE12B03B53C521DF6FAS0DFF8B8EE4928815FE34BBE91F76E47D7A7594FD0284A551E0D558494A9634EBCF4AB1D2F6BFF19E0A81BBB8185(
1

false
low

hitp://https://www.onetrust.com/wp-content/themes/onetrust/bundles/pages/cookie-consent.css

@font-face{font-family:open sans;src:url(/wp-content/themes/onetrust/fonts/opensans-light.eot);src:url(/wp-content/themes/onetrust/fonts/opensans-light.eot?#iefix) format
("embedded-opentype"),url(/wp-content/themes/onetrust/fonts/opensans-light.woff2) format("woff2"),url(/wp-content’/themes/onetrust/fonts/opensans-light.woff) for
mat("woff"),url(/wp-content/themes/onetrust/fonts/opensans-light.ttf) format("truetype"),url(/wp-content/themes/onetrust/fonts/opensans-light.svg#open_sans_lightregular)
format("svg");font-display:block;font-weight:300;font-style:normal}@font-face{font-family:open sans;src:url(/wp-content/themes/onetrust/fonts/Open-Sans.eot);src:url(/wp-c
ontent/themes/onetrust/fonts/Open-Sans.eot?#iefix) format("embedded-opentype"),url(/wp-content/themes/onetrust/fonts/Open-Sans.woff) format("woff"),url(/wp-cont
ent/themes/onetrust/fonts/Open-Sans.ttf) format("truetype"), url(/wp-content/themes/onetrust/fonts/Open-Sans.svg#glyphicons_halflingsregular) format("svg");font-display:bl

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\3Y2ADQKS\createjs-2013.12.12.min[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

152280

5.371011078962595

false
1536:hIKrvdZdL+oF00itneiVM+Kk/AFMMNmxgjJEYOmT4UDtVTnh/VCi55JY+/La/:LreBjV/AmMYxgjJE64UDtNqg
34B80DD7FCAF19B669BA8C1FBIDOBE43

1458E9BA221A152DC1745FCDOFDC3438EFOC6EF8
04D2704E47B829BE9D565B5405007C4579D4F719FA8238E9C0OC770087D524A60
D99268EC838B73F7DC949A404310311CF312DBCFES8EF62D5F921676CAOF169764376A2DAF432D07C0A1A3BA476E595185526C1DEDEG7ABD719D7C0708BB909
false

low

hitp://https://www.novobanco.pt/SITE/js/libs/createjs-2013.12.12.min.js?v=-2078159922

/*1.* @license CreateJS.* Visit http://createjs.com/ for documentation, updates and examples..*.* Copyright (c) 2011-2013 gskinner.com, inc..*.* Distributed under the terms
of the MIT license..* http://www.opensource.org/licenses/mit-license.html.*.* This notice shall be included in all copies or substantial portions of the Software..*/ this.create
js=this.createjs||{},function(){"use strict";var a=function(a,b,c){this.initialize(a,b,c)},b=a.prototype;b.type=null,b.target=null,b.currentTarget=null,b.eventPhase=0,b.b
ubbles=!1,b.cancelable=!1,b.timeStamp=0,b.defaultPrevented=!1,b.propagationStopped=!1,b.immediatePropagationStopped=!1,b.removed=!1,b.initialize=function(a,b,c)
{this.type=a,this.bubbles=b,this.cancelable=c,this.timeStamp=(new Date).getTime()},b.preventDefault=function(){this.defaultPrevented=!0},b.stopPropagation=function()
{this.propagationStopped=!0},b.stoplmmediatePropagation=function(){this.immediatePropagationStopped=this.propagationStopped=!0},b.remove=function(){this.re

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\3Y2ADQKS\css[1].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text

dropped

1887

5.187998229445049

false
48:SY3QW9Y3QLZY3QXTGY3QC7Y3QW6QOWGOLpOXTVOChOWEh:SYgWIYgLZYgXTGYgC7Ygw6QOWGOLpOXo
7AD11B51C8A9918ADE502DAIDEO63EFF

ABF598711588628073EE60E294F288AB76EA187A
5A270BD50EF12A93ABAE711C806D6C59D58BOEOD2A9B3463A8268DC3D2EAG857

6932EACAB01B2443439A31537BC694BB6F611473BE6FC702DBCA92BC2DE27736F2A363744F14CCCDE7CO5E660ACCADDAG6523E5068371EFBDD8551B2375458
A

false

low
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\3Y2ADQKS\css[1].css

Preview:

@font-face {. font-family: 'Open Sans';. font-style: italic;. font-weight: 300;. src: url(https://fonts.gstatic.com/s/opensans/v18/memnYaGs126MiZpBA-UFUKWyV
9hrigU.woff) format(‘'woff');.}.@font-face {. font-family: 'Open Sans';. font-style: italic;. font-weight: 400;. src: url(https://fonts.gstatic.com/s/opensans/v18/mem6
YaGs126MiZpBA-UFUKO0Zdcs.woff) format(‘'woff');.}. @font-face {. font-family: 'Open Sans';. font-style: italic;. font-weight: 600;. src: url(https://fonts.gstatic.com/s/
opensans/v18/memnYaGs126MiZpBA-UFUKXGUdhrlqU.woff) format(‘'woff');.}.@font-face {. font-family: '‘Open Sans';. font-style: italic;. font-weight: 700;. src: url(https:/
/fonts.gstatic.com/s/opensans/v18/memnYaGs126MiZpBA-UFUKWiUNhrlqU.woff) format(‘'woff');.}. @font-face {. font-family: '‘Open Sans';. font-style: italic;. font-weight:
800;. src: url(https://fonts.gstatic.com/s/opensans/v18/memnYaGs126MiZpBA-UFUKW-U9hriqU.woff) format(‘woff');.}.@font-face {. font-family: '‘Open Sans’;. font-s

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\3Y2ADQKS\dnserror[1]

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, UTF-8 Unicode (with BOM) text, with CRLF line terminators
downloaded

2997

4.4885437940628465

false

48:u7u5V4VyhhV2IFUW29vjORkpNc7KpAP8Rra:vIlJ6G7A08Ra
2DC61EB461DA1436F5D22BCE51425660
E1B79BCABOF073868079D807FAEC669596DC46C1
ACDEB4966289B6CE46ECC879531F85E9C6F94B718AAB521D38E2E00F7F7F7993

A88BECB4FBDDC5AFC55E4DC0135AF714A3EEC4A63810AES5A989F2CECB824A686165D3CEDBSCBD8F35C7ESBIF4136C29DEA32736AABB451FE8088B978B493
AC6D

false
low

res://lieframe.dll/dnserror.htm?ErrorStatus=0x800C0005&DNSError=1460

<IDOCTYPE HTML>..<html>.. <head>.. <link rel="stylesheet" type="text/css" href="NewErrorPageTemplate.css" >.. <meta http-equiv="Content-Type"
content="text/html; charset=UTF-8">.. <title>Can&rsquo;t reach this page<ftitle>.. <script src="errorPageStrings.js" language="javascript" type="text/javascript">..

</script>.. <script src="httpErrorPagesScripts.js" language="javascript" type="text/javascript">.. </script>.. </head>.... <body onLoad="getInfo(); initMo
relnfo('infoBlockID");">.. <div id="contentContainer" class="mainContent">.. <div id="mainTitle" class="title">Can&rsquo;t reach this page</div>.. <div
class="taskSection" id="taskSection">.. <ul id="cantDisplayTasks" class="tasks">.. <li id="task1-1">Make sure the web address <span id=
"webpage" class="webpageURL"></span>is correct</li>.. <li id="task1-2">Search for this site on Bing</li>..

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\3Y2ADQKS\donotsell[1].svg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

SVG Scalable Vector Graphics image

downloaded

702

5.187095891765374

false
12:TMHdiO4/KYQZWMDTHYc7gHCleFeaxMaZO/JzI6DDFIDk6uvEd/T6V6uvtudl6chV:2diO4LQZpDT/greFeaxMvRzI6NFOLEEZ
E891FCD5758A0370C551530C08ABADC3

13CD20A5DAFDF24BF589675A4E2584A056EF8CC1
4B8D9D88132331C8106D9710261F988C49BAEOOASCA401968DAF1235C28549A0
762232431B30147E39CCA5FAB13CA6F116A202FAF719072C283F8C78AB8FOEAACOE7DF140C746C23E1B87F68AFCID165A7172C89B569C0A48B76A79C410C690
false

low

hitp://https://www.onetrust.com/wp-content/uploads/2019/12/donotsell.svg

<?xml version="1.0" encoding="UTF-8"?> <svg xmIns="http://www.w3.0rg/2000/svg" xmIns:xlink="http://www.w3.0rg/1999/xlink" width="32px" height="32px" viewBox="0 0
32 32"> Generator: Sketch 61.2 (89653) - https://sketch.com --><title>donotsell</title><desc>Created with Sketch.</desc><g id="Page-1" stroke="none" stroke-width="1"
fill="none" fill-rule="evenodd"><g id="donotsell" transform="translate(1.000000, 1.000000)"><circle id="Oval" stroke="#77797E" fill="#77797E" fill-rule="nonzero" cx="15"
cy="15" r="15"></circle><circle id="Oval" stroke="#D2D4D5" cx="15" cy="15" r="10"></circle><line x1="9" y1="22" x2="21" y2= ="Line" stroke="#D2D4D5" stroke-
linecap="square"></line></g></g></svg>

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachell[E\3Y2ADQKS\errorPageStrings[1]

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode (with BOM) text, with CRLF line terminators

downloaded

4720

5.164796203267696

false
96:z9UUigRxqH211CUIRgRLNRynNjZbRXKkRPRK6C87Apsat/5/+mhPcF+5g+mOQb7A90:JsUOG1yNIX6ZzWpHOWLial6Cbh7bk
D65EC06F21C379C87040B83CCLABACEB

208D0A0BB775661758394BE7E4AFB18357E46C8B
A1270E90CEA31B46432EC44731BF4400D22B38EB2855326BF934FE8F1B169A4F
8A166D26B49A5DI5AEA49BCE49ESEA58786A2191F4AD2ADACEF5FBB7523940CE4482D6A2502AA870A931224F215CB2010A8C9B99A2C1820150E4D365CAB28299
false

low

res://ieframe.dll/errorPageStrings.js
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\3Y2ADQKS\errorPageStrings[1]

Preview:
/ISplit out for localization...var L_GOBACK_TEXT = "Go back to the previous page.";..var L_REFRESH_TEXT = "Refresh the page.";..var L_MOREINFO_TEXT = "More
information”;..var L_OFFLINE_USERS_TEXT = "For offline users";..var L_RELOAD_TEXT = "Retype the address.";..var L_HIDE_HOTKEYS_TEXT = "Hide tab shortcuts
";..var L_SHOW_HOTKEYS_TEXT = "Show more tab shortcuts";..var L_CONNECTION_OFF_TEXT = "You are not connected to the Internet. Check your Internet conn
ection.";..var L_CONNECTION_ON_TEXT = "It appears you are connected to the Internet, but you might want to try to reconnect to the Internet.";....//used by invalidcert.js
and hstscerterror.js..var L_CertUnknownCA_TEXT = "Your PC doesn\u2019t trust this website\u2019s security certificate.";..var L_CertExpired_TEXT = "The website
\u2019s security certificate is not yet valid or has expired.";..var L_CertCNMismatch_TEXT = "The hostname in the website\u2019s security certificate differs from the web
site you are trying to visit.";..var L

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\3Y2ADQKS\ethics-whistblower-300x187[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, progressive, precision 8, 300x187, frames 3

Category: downloaded

Size (bytes): 9376

Entropy (8bit): 7.907765128112862

Encrypted: false

SSDEEP: 192:TjghZJP3Fe/tMC7415cQuD5kH18K5TFaBusgqctNvqlvufl TjA20ekCE:vgRP3FNCK5YG18K5hzb/6gekR

MDS5: D4A14CC1823EADC620978CA78A0C6CB6

SHA1L: 1A21D2F3B5C984887B545A2049DFE5D1418457EB

SHA-256: 70335B8417D9936BCOEFEOA6CCIBAEEC5A126C1F68E18CBFF2394F5CC7147D5A

SHA-512: 2599DBD1BE7EAA76A85ECFB7779A3BOCF659DFCI7F8A15769156F2B56BCF23D481700AC70952FB2560F35AF4D54E7FA429A479E372D9754ADCDCE02933418D:
C

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://www.onetrust.com/wp-content/uploads/2020/02/ethics-whistblower-300x187.jpg

Preview:

[H#%%%..),($+1$%$...C.. $... 33T ESSFSPF PSS SSSSSSSS PSS SSSSSSSSSS.
y.Ew/..9..9..9..9..9..9..9..9..9..~.GC..."..y..g_..&........ BwWU...q K A...g...D...g{="\]...
V.V.V.V.VV.T.. _f.=.."DWmE..Q..... 3.z.XM..._.5.".4..V...2..qd...0...... .L.9N..3..G.>..0..ccc.0. K..5t.N.0...y.. F7]f&& &..t.=.oww..9. pA$s ) .0G.......
LHty.e.ar..x.fl..Uo.g....2.t...0g..=(K...W ....].Z8E.l....}.uV.=Y.h.N. N\.5j...0.{b.....r.1<..Z09..~> v KLET.ComY )N @
.@.@.@.A...8..~.T.y.[ho.. 9..5..x....>.0..E....9.Vra.8.c.6.<.D....$.6.. HC.WeG...,......cccerrrrirrnne |0125@B"#4AP .......

........... p..e.ms.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachel\lE\3Y2ADQKS\facebook-gray[1].svg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: SVG Scalable Vector Graphics image

Category: downloaded

Size (bytes): 955

Entropy (8bit): 5.109480536566748

Encrypted: false

SSDEEP: 24:2d2S8eLLkKEOeFeaxM2X10SsFOt1ThnhTFpJT9I8ouM:cfLkk7EbtIP

MD5: FASEFFOBO1FFAO7FEDO05812CB8E427AA

SHA1L: 82E1A866632CE8885BCOBF3AE543138560C4AC63

SHA-256: 1D39FC356367DA198E19A2322F49506C0405EC3551CE2478978B74EE10F32916

SHA-512: 8001DFC51DAEABE70C7EBA0A39888305334FCOF9BC2690A0017257B7861901D2F02876CF44CDCO7E9A7C64AC3F20E3AC3EC25771A4CC641D6A5A9D2A5A2C26
0

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://www.onetrust.com/wp-content/uploads/2019/06/facebook-gray.svg

Preview:
<?xml version="1.0" encoding="UTF-8"?>.<svg width="24px" height="24px" viewBox="0 0 24 24" version="1.1" xmlIns="http://www.w3.0rg/2000/svg" xmIns:xlink="http://
www.w3.0rg/1999/xlink">. Generator: Sketch 55.2 (78181) - https://sketchapp.com -->.  <title>Group</title>. <desc>Created with Sketch.</desc>. <g id="Page-1"
stroke="none" stroke-width="1" fill="none" fill-rule="evenodd">. <g id="Group">. <circle id="Oval" fill="#FFFFFF" cx="12" cy="12" r="10"></circle>. <g
id="facebook-gray" fill="#77797E" fill-rule="nonzero">. <path d="M12,0 C5.4,0 0,5.4 0,12 C0,18.6 5.4,24 12,24 C18.6,24 24,18.6 24,12 C24,5.4 18.6,0 12,0 Z
M15.1,8 L14,8 C13.1,8 12.9,8.4 12.9,9 1.12.9,10.4 L15,10.4 L14.7,12.51.12.9,12.5 .12.9,18 L10.7,18 L10.7,12.5 L8.9,12.5 L8.9,10.4 L10.7,10.4 L10.7,8.8 C10.7,7 11.8,6
13.5,6 C14.3,6 15,6.1 15.1,6.1 L15.1,8 Z" id="Shape"></path>. </g>. <lg>. <lg>.</svg>

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\3Y2ADQKS\facebook_desktop[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 32 x 32, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 1124

Entropy (8bit): 6.357754333800046

Encrypted: false

SSDEEP: 24:91hmYaWwjx821Y2T3XVUIIKKcjlJeLyJ3VUKI/KcUylhbGo50sXP2ksNybx:jMYLNn2Del/jMtJ3eKy9iweP2kV

MD5: 34C28E7804EA1A9C872B1392CC2AE89A

SHA1L: 0AOE32D25227E34A7E174420847EC97D6555EF17

SHA-256: C5DF2135D834CA5F88404164982EB9BB6601794A3A9F2B326EDSEGBECOAEASDD

SHA-512: 6708BA64573AAD873300E41CB0E1638BFF2BDBI63D28AE934E3A00159AF947C26AE6A3F5FB84C7C8ACOFB11C958F18B20DCB2DB4ESF1A85A234D6F3C4DA6GIE
9D

Malicious: false
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\3Y2ADQKS\facebook_desktop[1].png

Reputation:
|IE Cache URL:

Preview:

low

hitp://https://www.novobanco.pt/site/images/nbsi/facebook_desktop.png

PNG........ IHDR... ... ..... szz....tEXtSoftware.Adobe ImageReadyq.e<...& TXtXML:com.adobe.xmp.....<?xpacket begin="." id="W5MOMpCehiHzreSzNTczkc9d"?>
<x:xmpmeta xmins:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.6-c145 79.163499, 2018/08/13-16:40:22 "> <rdf:RDF xmIns:rdf="http://www.w3.0rg/1999/02/22-
rdf-syntax-ns#"> <rdf:Description rdf:about="" xmIns:xmp="http://ns.adobe.com/xap/1.0/" xmIns:xmpMM="http://ns.adobe.com/xap/1.0/mm/" xmins:stRef="http://ns.ad
obe.com/xap/1.0/sType/ResourceRef#" xmp:CreatorTool="Adobe Photoshop CC 2019 (Windows)" xmpMM:InstancelD="xmp.iid:BADOD8F60B8611EA9D49F9D6D2
4141A2" xmpMM:DocumentID="xmp.did:BADOD8F70B8611EA9D49F9D6D24141A2"> <xmpMM:DerivedFrom stRef:instancelD="xmp.iid:BADOD8F40B8611EA
9D49F9D6D24141A2" stRef:documentID="xmp.did:BADOD8F50B8611EA9D49F9D6D24141A2"/> </rdf:Description> </rdf:RDF> </x:xmpmeta> <?xpacket end="r"?>...x....
IDATx.b<z..gSS..70.H2.....<...Kftww.Fo...4P....n&......u....gbbHMMe...b.....A..> HOOgHNN. .(.....(........

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\3Y2ADQKS\facebook_desktop[2].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 32 x 32, 8-bit/color RGBA, non-interlaced

downloaded

1124

6.357754333800046

false
24:91hmYaWwjx82lY2T3XVUIIKKcjlJeLyJ3VUKI/KcUylhbGo50sXP2ksNybx:jMYLNn2Del/jMtJ3eKy9iweP2kV
34C28E7804EA1A9C872B1392CC2AE89A

0AOE32D25227E34A7E174420847EC97D6555EF17
C5DF2135D834CA5F88404164982EB9BB6601794A3A9F2B326EDSEGBECOAEASDD

6708BA64573AAD873300E41C80E1638BFF2BDB963D28AE934E3A00159AF947C26 AE6A3F5FB84C7C8ACOFB11C958F18B20DCB2DB4ESF1A85A234D6F3C4DAGLLE
9D

false
low

hitp://https://www.novobanco.pt/SITE/images/nbsi/facebook_desktop.png

PNG........ IHDR... ... ..... szz....tEXtSoftware.Adobe ImageReadyq.e<...& TXtXML:com.adobe.xmp.....<?xpacket begin="." id="W5MOMpCehiHzreSzNTczkc9d"?>
<x:xmpmeta xmins:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.6-c145 79.163499, 2018/08/13-16:40:22 "> <rdf:RDF xmIns:rdf="http://www.w3.0rg/1999/02/22-
rdf-syntax-ns#"> <rdf:Description rdf:about="" xmIns:xmp="http://ns.adobe.com/xap/1.0/" xmIns:xmpMM="http://ns.adobe.com/xap/1.0/mm/" xmins:stRef="http://ns.ad
obe.com/xap/1.0/sType/ResourceRef#" xmp:CreatorTool="Adobe Photoshop CC 2019 (Windows)" xmpMM:InstancelD="xmp.iid:BADOD8F60B8611EA9D49F9D6D2
4141A2" xmpMM:DocumentID="xmp.did:BADOD8F70B8611EA9D49F9D6D24141A2"> <xmpMM:DerivedFrom stRef:instancelD="xmp.iid:BADOD8F40B8611EA
9D49F9D6D24141A2" stRef:documentID="xmp.did:BADOD8F50B8611EA9D49FOD6D24141A2"/> </rdf:Description> </rdf:RDF> </x:xmpmeta> <?xpacket end="r"?>...x....
IDATX.b<z..gSS..70.H2.....<...Kftww.Fo...4P....n&......u....gbbHMMe...b.....A..> HOOgHNN..(.....(........

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\3Y2ADQKS\feature-v1[1].css

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

2655

4.999692759146142

false
24:DwBYdsNRwd7Pb0plURg2tYnQOE+wqMt+wMa2Z190201vV0UalPVTEJEG+E2ZRO:EBu7POg2tY QixRDaEI90hnaZzVwmG7241
E95A4064CBOE306F90486EE11D6CF099

AB3FCI9DFD976ADCC22D11B01EO3AAEBD49A6D884
8B2B2AE5A8A17AC5D17F3EE3DCA1B46798DE1D71DC34C8A0A4A592C39EFB70BB
07148E4AO0E93C061ECADFOE21C794A74467813C16529D5566B8FB036659BA90A455D168823602A5E165D2B79038717C046B8C6C6D103332E7806636292E3A236
false

low

hitp://https://www.onetrust.com/wp-content/themes/onetrust/bundles/ot-components/feature-v1.css?t=1615817038

feature-vl h2{margin:0}.feature-v1 p{margin-top:15px}.feature-v1 p:first-of-type{margin-top:0}.feature-v1 a{color:#6cc04a}.section.feature-vi{max-width:100%}.feature-v1l
.white-bg,.white.feature-v1{background-color:#fff}.feature-v1 .gray-bg,.gray.feature-vl{background-color:#f8f8f9}.dark.feature-v1,.feature-v1 .dark-bg{background-color:#4
14042}.dark.feature-vl h2,.dark.feature-vl h4,.dark.feature-v1 p,.feature-vl .dark-bg h2,.feature-vl .dark-bg h4,.feature-vl .dark-bg p{color:#fff}.dark.feature-v1 .card
.image,.feature-v1 .dark-bg .card .image{background:#fff}.feature-v1 .container{width:100%}.feature-v1 .bottom-content,.feature-v1 .title{margin:0 auto;text-align:center}
feature-v1 .bottom-content .content p,.feature-v1 .bottom-content p,.feature-v1 .title .content p,.feature-v1 .title p{font-size:18px}.feature-v1 .content{margin-top:20p
x}.feature-v1 .content p{padding-bottom:15px;text-align:left}.feature-v1 .content p:last-of-tyoe{padding:0}.feature-v1 .content a{color:#6cc04a}.featu

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\3Y2ADQKS\footer-info-computer[1].svg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

SVG Scalable Vector Graphics image

downloaded

1821

4.885137303551349

false

48:cNsSHiks/poYKflpemerpGPfS7FqfdSd2FY/FJIR:yi3/poYKflQvrpafSofYd
70786FCE6DEF7DC4110091E59305E196
920948059263242FC10BB96EB2BFE6CE0A34C59C4
152C8B567CCASBB767E54F99FA3EFA349E73963BA198148A159A3C7837731973
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\3Y2ADQKS\footer-info-computer[1].svg

SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

B4C5858BBESDFFC97064A94561CD433E466F8E4411FFACED4248C670A045DA3FC31756667A3DE1IABDD6D8BB7D95D45BA3AB1ES3C8AC8707BD7B4B102C214C
D8C

false
low

hitp://https://www.onetrust.com/wp-content/themes/onetrust/images/footer-info-computer.svg

<?xml version="1.0" encoding="UTF-8"?>.<svg width="72px" height="62px" viewBox="0 0 72 62" version="1.1" xmlIns="http://www.w3.0rg/2000/svg" xmIns:xlink="http://
www.w3.0rg/1999/xlink">. Generator: Sketch 55.2 (78181) - https://sketchapp.com -->.  <title>Shape</title>. <desc>Created with Sketch.</desc>. <g id="Page-1"
stroke="none" stroke-width="1" fill="none" fill-rule="evenodd">. <g id="noun_Computer_1923169" transform="translate(1.000000, 1.000000)" fill="#FFFFFF" fill-rule
="nonzero" stroke="#FFFFFF" stroke-width="2">. <path d="M67.17285,0.84668 L2.83985,0.84668 C1.3745238,0.848135262 0.187005262,2.0356538 0.1
8555,3.50098 L0.18555,43.10645 C0.190457157,44.5682881 1.37800517,45.7501541 2.83985,45.74805 L29.33008,45.74805 L29.33008,57.15332 L.24.63574,57.15332
C24.0834553,57.15332 23.63574,57.6010353 23.63574,58.15332 C23.63574,58.7056047 24.0834553,59.15332 24.63574,59.15332 1L 45.37012,59.15332 C45.9224047,
59.15332 46.37012,58.7056047 46.37012,58.15332 C

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachel\lE\3Y2ADQKS\footer-info-global[1].svg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

SVG Scalable Vector Graphics image

downloaded

3509

4.533304705289285

false

96:9Gsd8o6CdgbafomPIAfm3/4By4aJ8mFEFErXF83:92d806CSDymw908fFH
EEA37B14C9ADE758B6B0OD072CF67A1F2
A0693A1599FC3DESCC6C5816A7F5D5AFCE61ALES
FBCFF1353A87CF9FBF6ACEBCF31E311FA75F042B5E71F46D9662B7B29F44ADCO
AB19FDC3A39F3BF3728DCA212EFOBE9E2CF1EE7929D824DBC3800BF02A02415007138CC546B70C1F654534AA4098DA027ED36789F1A2BC440033555215994121
false

low

hitp://https://www.onetrust.com/wp-content/themes/onetrust/images/footer-info-global.svg

<?xml version="1.0" encoding="UTF-8"?>.<svg width="88px" height="88px" viewBox="0 0 88 88" version="1.1" xmlIns="http://www.w3.0rg/2000/svg" xmIns:xlink="http://
www.w3.0rg/1999/xlink">. Generator: Sketch 55.2 (78181) - https://sketchapp.com -->.  <title>noun_global_1727500</title>. <desc>Created with Sketch.</desc>.
<g id="Page-1" stroke="none" stroke-width="1" fill="none" fill-rule="evenodd">. <g id="noun_global_1727500" transform="translate(0.000000, -1.000000)" fill="#FFFF
FF" fill-rule="nonzero">. <g id="Group" transform="translate(0.000000, 0.637820)">. <path d="M44,0.36218 C19.72316,0.36218 0,20.08533 0,44.36218
C0,68.63898 19.72316,88.36218 44,88.36218 C68.27684,88.36218 88,68.63898 88,44.36218 C88,20.08533 68.27684,0.36218 44,0.36218 Z M41.9375,4.42468 C41.
958161,4.423635 41.979331,4.425694 42,4.42468 L42,23.36218 1.23.8125,23.36218 C26.537658,16.222482 30.585768,10.013243 35.5625,5.26843 C35.5729165,5.26
851137 35.5833335,5.26851137

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\3Y2ADQKS\footer-info-mail[1].svg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

SVG Scalable Vector Graphics image

downloaded

1017

5.934236277230484

false
24:2d6goRG3LIEOeFeaxM3C4Qdaz89kWM2AmgbEFAMzAwW:c6gKGblkopQwZ89ZMJIEyo
EB88BDECAOBES6EA1B57035AD86CD519
1D2CC588869F60724B9169F38B15C209BEF3DB8A
616D3AAFF1EBE651F64797A3E509499B5F94973CEC801F1775D361AE39911E50
73949FC4BFB602E4F7F5CEAD74A47B491BD7D27A4954F7B8BD61E261B61266CA1BD15C8D55BDIE4D277F9C273ED48CB83E73A0BF93678961268E341234612A7
false

low

hitp://https://www.onetrust.com/wp-content/themes/onetrust/images/footer-info-mail.svg

<?xml version="1.0" encoding="UTF-8"?>.<svg width="20px" height="14px" viewBox="0 0 20 14" version="1.1" xmlIns="http://www.w3.0rg/2000/svg" xmIns:xlink="http://
www.w3.0rg/1999/xlink">. Generator: Sketch 55.2 (78181) - https://sketchapp.com -->.  <title>Bitmap</title>. <desc>Created with Sketch.</desc>. <gid="Page-
1" stroke="none" stroke-width="1" fill="none" fill-rule="evenodd">. <image id="Bitmap" x="0" y="0" width="20" height="14" xlink:href="data:image/png;base
64,iVBORWOKGgoAAAANSUhEUgAAABQAAAAOCAYAAAAVXDZWAAAAAXNSROIArs4c6QAAAS1IIREFUOBG1KLFqwlAUhu+1EVABOpUBCNJINp3boYDIKWRcQx47tK
ujeqQ/g2rv0al/A2iAODIOUbEMpXV3gJBY hficOkoYbmgge+Dj3/uc/J+dG+76/Ukot4RV2jRKNx1BRDPTANVs4yDgRnia8BwTOC5RjwDQ74101h+d/AZOEPYwWtOY SpNMIB
prdfQ5ngDL/II0ZOC+hE1Fz70u4DF1ktxvL1w4F6EEVXFIfCMbsMEzKNNMvceBE+O6rLtFOINTJABQEEMZA0d]I1w8A1FjOfw5Lil+Qeu0e9hwKAg+REsqFObk82B+c+T4
y79ZXgC0O16L3gkHT85HRAOZbd7RG6aaSZMny7/qw53IkFWTDWds4WRtTPLLWGDDX4PH8Mskexp9Lxt+yj9M8/UUnvkG6cydqdwNIhsAAAAASUVORKSCYII=">
</image
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C01B6DEBOE5C1FBC45ADE321D62646F1

AD83ABFI0DE3F260B3328F6BDA347D67B4DA92A0

14B4BEC3D2C8COEDE1791E6D309B73E36689C32C147873A3558F5C5D636D012F
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<?xml version="1.0" encoding="UTF-8"?>.<svg width="30px" height="30px" viewBox="0 0 30 30" version="1.1" xmlIns="http://www.w3.0rg/2000/svg" xmIns:xlink="http://
www.w3.0rg/1999/xlink">. Generator: Sketch 55.2 (78181) - https://sketchapp.com -->.  <title>Bitmap</title>. <desc>Created with Sketch.</desc>. <gid="Page-
1" stroke="none" stroke-width="1" fill="none" fill-rule="evenodd">. <image id="Bitmap" x="0" y="0" width="30" height="30" xlink:href="data:image/png;base
64,iVBORWOKGgoAAAANSUhEUgAAAB4AAAAeCAYAAAATMKBIAAAAAXNSROIArs4c6QAABN1IREFUSA21V21IM1VUY/5171VDauBA4XcqbALIErmOuiisYszYNk
6YVJUyoVn2LT4pbGgGbwNaib661hUuttCV+SYuaSrwYbwIX1EreGsRLkJIfYAm5wT89z8P69/3u53JvS+cA953mec37P+/9BWM9IL14NC70YDIFBIMKYRJIAGa+K
oF2laVNCvpliCvl5aUX/HmS7ntfRSUIpodmHO9A0IgETd4173FIERtpU2kPNNnxUWVJiu8fR77wCFxcfLnAl8aG/gPpnIScl1FFYcfxYtTuPz8bFiAeLj1IRCIOMEGIwY3x8
a3xUQuelbM0z1dbXfut/xADSWEEIVEH]LXfB+zwSeZrFkxBCALVYBYLZOOUE1ZYUwWyyZ YfV1Vy85aVqMOaaUrZ86Gf/Hr4TiBWMFbDK3IIHHXx38ytz7VYo0z3h5kiOVsD
+BHqGSKy
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24:2dVZZLACEOeFeaxM2SwSfpl6nFOLEEYWu6r+Plkvc/7PaL4LTecmRi3wdw/1697B:c7R4CkGXBIgD+PlkvczPaL4vemRiHJ
B8B3E33FC89561F1DDCB7A0A50099CF3

84FDB16DF58F871AB886F13A9A3A04D72F876BB8
E66083CF242AB62563AE6275AEAFEB6E429099BD5C07C5A2A30925247BA5F240

72B6FA254B90BEBE686179AB48CBADF7304FFE4C8E15F58A40B191C823009203C64B65C8FE77F1CCCB386BD094B47D7EEFAA3CC98068EADOD1DC5D4799A3B
oc
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hitp://https://www.onetrust.com/wp-content/uploads/2019/06/footerRights-1-2.svg

<?xml version="1.0" encoding="UTF-8"?>.<svg width="32px" height="32px" viewBox="0 0 32 32" version="1.1" xmlIns="http://www.w3.0rg/2000/svg" xmIns:xlink="http://
www.w3.0rg/1999/xlink">. Generator: Sketch 55.2 (78181) - https://sketchapp.com -->.  <title>footerRights-1 2</title>. <desc>Created with Sketch.</desc>. <g
id="Page-1" stroke="none" stroke-width="1" fill="none" fill-rule="evenodd">. <g id="footerRights-1-2" transform="translate(1.000000, 1.000000)">. <gid
="footerRights-1">. <circle id="Oval" stroke="#77797E" fill="#77797E" fill-rule="nonzero" cx="15" cy="15" r="15"></circle>. <g id="law" transform="tra
nslate(5.000000, 5.000000)" stroke="#D2D4D5">. <path d="M12,3 L16.3076923,3 .20,9.23076923 C20,10.6846154 18.2461538,12 16.3076923,12 C14.369
2308,12 12.6153846,10.6846154 12.6153846,9.23076923 L16.3076923,3" id="Path"></path>. <path d="M3.69230769,3 L7.38461538,9.23076923 C7.3846
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F76B5AFDE472304249806D0019A072AF
987F03B48E2A7B1C0D420790590DFC2CB8BACC3C
37C8B4D4A41A87DA59AD7EIOA227F5B5F43ECFABE99A197511BIF9165F57937D
8C85F75527478D039A9E8B5348DB427EC42C2DD7C6C70DA4AA582B334C96543E71B07B010740133BA0A90F245904430350F3F82DD249850121F4748A48354F1B
false
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hitp://https://www.onetrust.com/wp-content/uploads/2019/06/footerShield.svg

<?xml version="1.0" encoding="UTF-8"?>.<svg width="30px" height="30px" viewBox="0 0 30 30" version="1.1" xmlIns="http://www.w3.0rg/2000/svg" xmIns:xlink="http://
www.w3.0rg/1999/xlink">. Generator: Sketch 55.2 (78181) - https://sketchapp.com -->.  <title>Bitmap</title>. <desc>Created with Sketch.</desc>. <gid="Page-
1" stroke="none" stroke-width="1" fill="none" fill-rule="evenodd">. <image id="Bitmap" x="0" y="0" width="30" height="30" xlink:href="data:image/png;base
64,iVBORWOKGgoAAAANSUhEUgAAAB4AAAAeCAYAAAATMKBIAAAAAXNSROIArs4c6QAABQIIREFUSA2IV1IMXFUY/s4MBco67LaJMEIhWIodNAhIKU3tY qwGl
WKIxkTqi4/FlI0oTbUZCQiEx4puPJdHaJbVoHyrVmmogklbCVrAuZWuhrONAwTLDzFz//8Kd4c7MvaCeZHLO+Zfz/f/91I3NG Y JIPj1OkPXgdEmZBgkYQwCcDCghLQlyTILgm
aPeJWY2Pd15s5kvS1R43Vagpd9pyEQA0IMrQIfRwyxE7WNDvDDZ82W612H0e90gSurf2w2iPEJ5sFVB8rfwkC9Zxoaghv9efx3hiM+H7tmWYI0UCg4cH4m6GxroCoKi7dZ
+po/6NNXycA+NTpM+eEwLv+gv91T+CFISX7zASuirOKmD3dLCjFkkK/ySGEpaSkLK6j/cdvFQOvMMeUP6/C0JpjY 2JgNgfhyKGXYE5PhdO5gidPHHC7XVoqq3SBwuL S0
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D514BC900084DF3117A6F00775DA4E12

6C8E955C0859FCBB08238945D508143FF54814E1

73DAD823F38B8D81A40B85F4F582875458D150A8F62C48A112FA6917192FAF37
D3A93B5678FCA544AF5C137F07EFE318EB38F6C4D26A2362BDD607F70A23F18F8989B9409999C16F51E898FAB286750B24DF7ACBF6C64D28642C0D6FB571C4E
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GIF89a......uiiiiiieieiieieeeee i “dh......... 1.XMP DataXMP<?xpacket begin="." id="W5MOMpCehiHzreSzNTczkc9d"?> <x:xmpmeta xmins:x="adobe:ns:meta/" x:xmptk="A
dobe XMP Core 6.0-c005 79.164590, 2020/12/09-11:57:44 "> <rdf:RDF xmins:rdf="http://www.w3.0rg/1999/02/22-rdf-syntax-ns#"> <rdf:Description rdf:about=""
xmins:xmp="http://ns.adobe.com/xap/1.0/" xmIns:xmpMM="http://ns.adobe.com/xap/1.0/mm/" xmins:stRef="http://ns.adobe.com/xap/1.0/sType/ResourceRef#" xm
p:CreatorTool="Adobe Photoshop 2021 Macintosh" xmpMM:InstancelD="xmp.iid:BC889E5B58BF11EB900697E9FA3C29C9" xmpMM:DocumentID="xmp.did:BC889E5
C58BF11EB900697E9FA3C29C9"> <xmpMM:DerivedFrom stRef:instancelD="xmp.iid:BC889E5958BF11EB900697E9FA3C29C9" stRef:document|D="xmp.did:BC889E5
A58BF11EB900697E9FA3C29C9"/> </rdf:Description> </rdf:RDF> </x:Xmpmeta> <?XPACKET BNU="T"2>.........ccoiirieiieieeeiee ettt e e s e e eneeeeeenees
............................... ~}{zyxwvutsrg
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12:trodfXIPOIluyp0Ob119kSLpgCNEILtMsC8S8MHNneWyVIWECbRIBz:tIfX4ulAkHgqLtmsC8S8eJyjWFbRIR
5DD3722F346C12C7AE2DA99F0F15486B

92E5B31DF4F057206571AA78EEC50DE3B851B9CC
E43559E071987657E33C8E2FFC1555F91E993D269A2469F260E1986A61E0ADO2

B7039005F5E7663829C903A12A57F424CAC022AEAGEAG2AEAT48EFCEE1B70829B90C146CAA066E84656405BB64810E3EDEOACCEE16F47340F2ECA7B3F09039F
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hitp://https://www.novobanco.pt/site/images/campanha_negocios_nov19/images/icons/icon-computer.svg

<svg width="46" height="38" viewBox="0 0 46 38" xmIns="http://www.w3.0rg/2000/svg"><path d="M4.2 1h37.599c1.7 0 3.096 1.18 3.193 2.6631.006.166L45 24.196l-.004
4.665c-.056 1.278-1.2 2.31-2.635 2.391-.18.005H27.905¢.024.547.362 2.984 4.38 3.541.286.035h-.205¢.677 0 1.226.486 1.226 1.084 0 .56-.479 1.02-1.093 1.079I-.133
.006H13.565¢-.678 0-1.227-.486-1.227-1.085 0-.559.479-1.019 1.093-1.0781.134-.006h-.138¢c4.19-.466 4.623-2.901 4.664-3.5341.002-.041H3.82¢-1.46 0-2.659-.98-2.805-
2.236L1 28.86V24.71L.1 3.83C1 2.324 2.335 1.09 4.012 1.004L4.199 1h37.6zm19.3 26a1.51.501 003 1.5 1.5 0 0 0 0-3z" fill="#FFF" stroke="#FFF"/></svg>
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12:trcyd4ILSY+ILbQBIitKNioOKeoQii4V9Q5VhRxVhCfDV0O1A2io/:tYyd4DY YILEBitOvBIQuVe5VnxVMfDVq
6FDDB7E3F9D02EF076EEC37EF7EAFD1A

782CE1F1AB5A665D6B8CD3BA7B6965FD1741DF79
A2C776B98977AB2ED524AA987AAF91567133FF81DF7F5ADDI915E02246B3C03EF

709F455C0C284FE2F4DE2055E1F1ABE88AG964FCE73F18021F942FA1ADEODADEABGOAFICEAL8B58F35DAB8891058A72BB871BCY9C0700C7322CA388F4FCOBY¢
8
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<svg width="51" height="51" viewBox="0 0 51 51" xmIns="http://www.w3.0rg/2000/svg"><path d="M25.278 12C19.61 12 15 16.61 15 22.278c0 1.479.303 2.89.899 4.196
2.57 5.623 7.496 11.56 8.946 13.245a.572.572 0 0 0 .866 0c1.449-1.685 6.376-7.622 8.946-13.245.597-1.306.9-2.717.9-4.196C35.555 16.611 30.944 12 25.276 12zm0
15.617a5.345 5.345 0 0 1-5.34-5.339 5.345 5.345 0 0 1 5.34-5.34 5.345 5.345 0 0 1 5.339 5.34 5.345 5.345 0 0 1-5.34 5.339z" fill="#C3DD28" fill-rule="nonzero"/></svg>
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xmp:CreatorTool="Adobe Photoshop 21.2 (Windows)" xmpMM:InstancelD="xmp.iid:112790DCD71D11EAB36C80B84E5F2EFE" xmpMM:DocumentID="xmp.did
:112790DDD71D11EAB36C80B84ESF2EFE"> <xmpMM:DerivedFrom stRef:instancelD="xmp.iid:112790DAD71D11EAB36 C80B84E5F2EFE" stRef:document!
D="xmp.did:112790DBD71D11EAB36C80B84E5F2EFE"/> </rdf:Description> </rdf:RDF> </x:xmpmeta> <?xpacket end="r"?>....Adobe.d.............cc.ceceoiiiiiiiiiiiiin
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Malicious:

Reputation:

|IE Cache URL:

Preview:

CFA915884317167F30C26CBF8F8BDBFD5F677A82
0815412AE22AF3433B291F1D32937FE48F54B9035F672D259E46EE2FA9D4D079

CE4F2D881155C5A3F8604CFBDF250545DDAF53D65BC0DCE79454CF67BB81ABF2B69E963A94304F73E2A16C3AD6F89A0B707DF08569A1E1DES7C82572CC0OC8¢
6

false
low

hitp://https://www.novobanco.pt/site/applmages/v7/logo-nbnet.png

PNG.......IHDR..M..<............ PLTELig...

..P"...0. 0p.00...0......P0..00 IDATX"..]..0...s1$.x.. S.m[C..[..
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6&.~...9. _.uhbd/.F.)...F..i.8..0.9.{j.v.yv...... &I...V..j C..A81{..0> .iIV..N.+.@.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\3Y2ADQKS\logoNB[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 300 x 40, 8-bit/color RGBA, non-interlaced

downloaded

2673

7.583240135543062

false

48:6itvnLWAEGQO0J3Az0skrRT/476gQmpJyH7Y FC/VjjiZmWKYKLtURSIm:5MA1QhG9c7nGieNZmLY7pm
CC6392B7473EE430C938D3B759894F72

06C346936A2E46508B7E42EF6E3DD5F7BE449E3D
61C2912BF0160F33DFODADCC9BA2B6977CD4D4DCEEED3883EDF4BBCD435B211C

09031FA3FA7D6FBAG96CODBED91E9F399B17BD2A2D809088B0373366EEDD8A28B2CCB0O3EAC830F348FD71C7BESAFS57303F517510E52A9F2FFC710C1298348F 1
8

false
low

hitp://https://www.novobanco.pt/site/lmages/logoNB.png

tEXtSoftware.Adobe ImageReadyq.e<...diTXtXML:com.adobe.xmp.....<?xpacket begin="." id="W5MOMpCehiHzreSzNTczkc9d"?>
<x:xmpmeta xmlns:x: adobe ns:meta/" x:xxmptk="Adobe XMP Core 5.0-c060 61.134777, 2010/02/12-17:32:00 "> <rdf:RDF xmIns:rdf="http://www.w3.0rg/1999/02/22-
rdf-syntax-ns#"> <rdf:Description rdf:about="" xmIns:xxmpMM="http://ns.adobe.com/xap/1.0/mm/" xmIns:stRef="http://ns.adobe.com/xap/1.0/sType/ResourceRef#" xmins
:xmp="http://ns.adobe.com/xap/1.0/" xmpMM:OriginalDocumentID="xmp.did:006 1DFBDAE49E4119542F79F7B16B8F6" xmpMM:DocumentID="xmp.did:321610D94A
1311E48056CE476BBE4187" xmpMM:InstancelD="xmp.iid:321610D84A1311E48056 CE476BBE4187" xmp:CreatorTool="Adobe Photoshop CS5 Windows">
<xmpMM:DerivedFrom stRef:instancelD="xmp.iid:273F06F4124AE4118051CD8A444E5332" stRef:document|D="xmp.did:006 L DFBDAE49E4119542F79F7B16B8F6"/>
</rdf:Description> </rdf:RDF> </x:xmpmeta> <?xpacket end="r"?>.z.....IDATX..]Mv.H.n.y?..Fy.}.z. N.|."....'0"g....

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\3Y2ADQKS\logo_agroglobal[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 314 x 74, 8-bit/color RGBA, non-interlaced

downloaded

11418

7.953620574058138

false
192:rDAYwLiIDOgehnLpNVyiRPOSvINnwSORPMp3YQvrW7rYgs22qMF9aglLQ:rDOLale9LpNVDUi+PRPSRhFOVE
23511FD745A1365F68C4E45C34395A45

7A0BDFD48FF21CA9387775084DFA248750BB9B3F
B4CEO4ABFC217A4D7AAB6CEEF6633E017ED02A72827F5A99B647A7A9CD88040DF

C6D81C2EC790BAA4085B376D6CB4F7FF5B02D726C9690F26A94F90EE438F4E71713B3C856953ECDAOEFOBD9692A9F3F862137F07A702CCA90F55C8B1EE9F6A(
F

false
low

hitp://https://www.novobanco.pt/SITE/cms.aspx?srv=207&stp=1&id=1012669&fext=.png

PNG........ IHDR...: ) tEXtSoftware.Adobe ImageReadyq.e<... #iTXtXML:com.adobe.xmp.....<?xpacket begin="." id="W5MOMpCehiHzreSzNTczkc9d"?>

<x:xmpmeta xmins:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 6.0-c002 79.164460, 2020/05/12-16:04:17 "> <rdf:RDF xmIns:rdf="http://www.w3.0rg/1999/02/22-

rdf-syntax-ns#"> <rdf:Description rdf:about="" xmIns:xmp="http://ns.adobe.com/xap/1.0/" xmIns:xmpMM="http://ns.adobe.com/xap/1.0/mm/" xmins:stRef="http://ns.ad

obe.com/xap/1.0/sType/ResourceRef#" xmp:CreatorTool="Adobe Photoshop 21.2 (Windows)" xmpMM:InstancelD="xmp.iid:8BD01572EE9E11EAA26C962F71E6E087"

xmpMM:DocumentID="xmp.did:8BD01573EE9E11EAA26C962F71E6E087"> <xmpMM:DerivedFrom stRef:instancelD="xmp.iid:8BD01570EE9E11EAA26C962F71EGE

087" stRef:documentID="xmp.did:8BD01571EE9E11EAA26C962F71E6E087"/> </rdf:Description> </rdf:RDF> </x:xmpmeta> <?xpacket end="r"?>bg....).IDATX..}..%U.
A~.Lo HP2'F|...k@..>3. (.(0...2L.9.t.N.._.Pay.]])u..L...~....u...

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\3Y2ADQKS\mem5YaGs126MiZpBA-UN8rsOUuhv[1].woff

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Web Open Font Format, TrueType, length 19072, version 1.1
downloaded

19072

7.966673384993769

false
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\3Y2ADQKS\mem5YaGs126MiZpBA-UN8rsOUuhv[1].woff

SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

384:UCwUC2nJIxPRk+P/Qvm6DBM1W71wcdDmyBE+2fweE9m0aGuTeopiH:PJC2nJIxP++P/36 QWpwNyb2tqgk

05EBDBE10796850F045FCD484F35788D

07744CFE76B8C37096443A6BCC3FBD04F93AD05B

35EB714D45479FE35586513C7D372CEDOAE3E26EB05883950BEA2669C6EB02AA
D4F293115640C05E3134D635AA077BC91BF35E80463C93C14646D97784CDIFC8DACDAELOEEAA7BE621DBDIFAODESBE943328014ED505C217E61769F76BFA7F:
false

low

hitp://https://fonts.gstatic.com/s/opensans/v18/mem5YaGs126MiZpBA-UN8rsOUuhv.woff

AL.vemap... ... X..cvt......g....o.[fpgm...|........ s.ugasp.
...name..F......... %.@cpost..G.......x.U..prep..Ip....... 1..S....
(.../2.11s019s.15.01.400.300x......:.;380(...&.0.....)B..g>H.%.u..R""........ x\.L.g.....

Haff. #1Q@.'U..@5." It Aa#.flc.W.......X..l..C..ITPE.;..V,j.....0. .LOE...Yd.mN.. ..F...GG.g.5,x.>0....v..1;0..<.$G9.\f2...e(}.IS2..uc]p......... M.x.c.a.g ..$K.(...e.a.a’...C
L@t AL & 1\gta.e....320.0...2.g.j...=.. x.TGwW.F........ ). )T W= sl 20>t TK]L LG Am.=.x.q...+

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\3Y2ADQKS\mem5YaGs126MiZpBA-UNirkOUuhv[1].woff

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Web Open Font Format, TrueType, length 18696, version 1.1

downloaded

18696

7.96597476007567

false

384:yeQHZsdOZKOIVrfouvAXZEw5w7Yc3XGi/L6:dBbVwuvAYYw7THc
449D681CD6006390E1BEE3C3A660430B
2A9777AFC07BFOBB4BB48F233ED7C4BCBDB60760
57C79375B1419EE1D984F443CDA77C04B9B38COBE5S330B2D41D65103115FFD72

8B8436670BB4D742AFA60ABA29D7A78F3788CBEF9353C2896AA492618CF1B22E9A0679972AB930E2F2D4732F3B979C023D25AA0FA86C813AC674524FD4ECA2B
E

false

low

hitp://https://fonts.gstatic.com/s/opensans/v18/mem5YaGs126MiZpBA-UNirkOUuhv.woff

XVt e | Afpgm...p........ ~a..gasp....
#.@Ppost..FP....... x.U..prep..H......... X..n
......................... @ ......./. 2. 9. m@J. X\ gL Haf
#1Q@.'U..@5." llt. Aa# flcW....."..X..L..C...ITPE.;..Vj.....0. .LOE...Yd.mN....;....F...GG.g.5,x.>0....v..1;0..<.$G9.\f2...e(}.1S2..uc]p........M.x.c.a.g.c.$KY...e@., A.".m...X....... 3
.n?202.0a.b)@.Y....v1.b4d...36 . X.UTGW.F........ ).)7T.W.$*....G.Kz)e...t.].1.7...s.9...3.7mgf..~{1...s.3.S...c0..0.~.Zy.u...KW.\.t._.N.KG.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\3Y2ADQKS\movieclip-0.7.1.min[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

3815

5.239977600111839

false

48:g+EpSQgbuaPRI2aYPH2zanpE7/pf6UKulpLGbvEVDCGqaY GbZYiEf5B0o0jGb8:xplWPWzapgojGcDW9fEO
23FBC772507B3F2C422E45048C7D772C

28FAF604A7730FEA184104043811F3F068B9926A
315EE9628117C9AFBAFAADBGC084AF4B05442D8D8C5573D341F529310055EE0A
779DDCDAD149161CA24182081AA9E2B40768A9E6FB2856C4A13443DE2F0796099ADAF1F764D97D1A3E9C40F409E1IECIECE2CD3F94174F6F8566914710DB310E
false

low

hitp://https://www.novobanco.pt/site/js/libs/movieclip-0.7.1.min.js?v=-2078159922

[*1.* @license EaselJS.* Visit http://createjs.com/ for documentation, updates and examples..*.* Copyright (c) 2011-2013 gskinner.com, inc..*.* Distributed under the terms
of the MIT license..* http://www.opensource.org/licenses/mit-license.html.*.* This notice shall be included in all copies or substantial portions of the Software..*/.this.createj
s=this.createjs||{},function(){"use strict";var a=function(a,b,c,d){this.initialize(a,b,c,d)},b=a.prototype=new createjs.Container;a.INDEPENDENT="independent",a
.SINGLE_FRAME="single",a.SYNCHED="synched",b.mode,b.startPosition=0,b.loop=!0,b.currentFrame=0,b.timeline=null,b.paused=!1,b.actionsEnabled=!0,b.autoR
eset=!0,b.frameBounds=null,b._synchOffset=0,b._prevPos=-1,b._prevPosition=0,b._managed,b.Container_initialize=b.initialize,b.initialize=function(b,c,d,e){this.m
ode=b||a.INDEPENDENT,this.startPosition=c||0,this.loop=d;var f={paused:!0,position:c,useTicks:!0};this.Container_initialize(),this.timeline=new createjs.Timeline(null,e,f
),this._ma

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\3Y2ADQKS\otFlat[1].json

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:

C:\Program Files (x86)\Internet Explorer\iexplore.exe
ASCII text, with very long lines

downloaded

12847

5.378720310141186

false
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\3Y2ADQKS\otFlat[1].json

SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

384:E5cgywpl4jbK3e85csXf+oHBiIAHYP1IMJIAR:Enpl4S
8352C117A751ACC46F7AB179C088D425
1F702763B6A77ED7129D726CC676FB2E7849360C
FB44400A61EDDAOB628AD2FF62CB5D299FAB4E7A18D586AE7D70481C6C9550B2

079D711759D43801F6C4E627EC4B5594D3AD2B4FA1BFD48FFIAE3D327561370FC0353D68C1AA95BCD0OA76677D262F91EBIB0303DCF22649737DA41EA9BCA3ACI
1

false
low

hitp://https://cdn.cookielaw.org/scripttemplates/6.9.0/assets/otFlat.json

. { “name": "otFlat",. "html": "PGRpdiBpZD0ib25ldHJ1c3QtYmFubmVyLXNkaylgY2xhc3M9Im90RmxhdClgcm9sZT0iZGlhbG9nliBhcmlhLW
xhYmVsbGVkYnk9Im9uZXRydXNOLXBvhGlieS10aXRsZSIgYXJpYS1kZXNjcmliZWRieT0ib25ldHI1c3QtcG9saWN5LXRIeHQIiPjxkaXYgY2xhc3M9Im90LXNkay1jb250
YWIuzXIliPjxkaXYgY2xhc3M9Im9OLXNkaylyb3ciPjxkaXYgaWQ9Im9uZXRydXNOLWdyb3VwLWNvbnRhaWslcilgY2xhc3M9Im90LXNkayllaWdodCBvdC1zZGstY29sdW
1ucyl+PGRpdiBjbGFzcz0iY mFubmVyX2xvZ28iPjwvZGI2PjxkaXYgaWQ9Im9uZXRydXNOLXBvbGljeSI+PGgzIGIkPSJvbmV0cnVzdC1lwb2xp Y 3ktdGlIObGUiPIRoaXMg
€210ZSB1c2VzIGNvb2tpZXM8L2gzPjwhLS0gTW9iaWxIIENsh3NIIEJ1dHRVbIAtLT48ZGI2IGIkPSIvbmV0cnVzdC1jbG9zZS1idG4tY 29udGFpbmVyLW1vYmisZSIgY2
xhc3M9IM9IOLWhpZGUthGFyZ2UiPjxidXR0b24gY 2xhc3M9IIm9uZXRydXNOLWNsbh3NILWJO0biloYW5kbG VyIGOuZXRydXNOLWNsb3NILWJO0bil1aSBiYW5uzXItY 2xvc2Ut
YnVOdG9OuIGI0LW1vYmIsZSBvdC1jbG9zZS1pY29uliBhecmlhLWxhYmVsPSIDbG9zZSBCYWS5uZXIIIHRhY mluZGV4PSIwlj48L2J1dHRvbj48L2Rpdj48ISOtIELVYmISZS
BDbG9zZSBCAXR0b24gRUSELS0+PHAgaWQ9Im9uZXRydXNOLXBvVbhGljeS10ZX

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\3Y2ADQKS\otPcPanel[1].json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

47624

5.540302472444616

false
384:sWXmIYVRIILILBhPISXD7uFL1R241wFxpagpt7bRApQZ//UXICTG/IMOrv5ZKibN:s7+VTcBnlpaolzZLX/1zP9F
3BB05D11B071A56CDEDEOAGE993DC56E

37B0F453D2093E903369C7ED10693D05BE9D60D6
A55C183EF2E80DF9347793097A3B2E5B43EA4BBDEOF758EBB75D979DEIC52A68B

F883E08EA26D671303F68C45533E95DF83ESBE4AB414EEDB3227AE05821AEDS6EF2AEADE3F0623DB7F1B965C1C4837CB6A85791AAD196B3D7D95A3EDEG2761
F5

false
low

hitp://https://cdn.cookielaw.org/scripttemplates/6.9.0/assets/v2/otPcPanel.json

{ "name": "otPcPanel",. "html": "PGRpdiBpZD0ib25/dHJ1c3QtcGMtc2RrliBjbGFzcz0ib3RQY1BhbmVsIG90LWhpZGUgbh3QtZmFkZS1pbilgc
m952T0|ZGIhbGQnI|thmlhLthYmVsbGVkYnkQImQOLXBjLXRpdeII|thmlhLleZGFsPSJOchIIJ48ISOtIFBDIEhIYWRImAtLTASZGIZIGNsYXNzPSJdelWYyl
0ZWFkZXIiPjxkaXYgY2xhc3M9Im9OLXBjLWxvZ28ilHIvbGUIImItZylgYXJIpYS1sYWJIIbD0iQ29tcGFueSBMb2dvlj48L2Rpdj48YnV0dGulGIkPSJjbG9zZS1wYylid
G4taGFuzGxlcilgY 2xhc3M9Im9OLWNsb3NILWIjb24ilGFyaWEthGFiZWw9IkNsb3NI1j48L2J1dHRvbj48L2Rpdj48ZGI2IGIkPSJIvdC1wYy1jh250ZW50IiBjbGFzcz0
ib3QtcGMtc2Nyb2xsYmFylj48aDMgaWQ9Im90LXBjLXRpdGxlj5Zb3VyIFByaXZhY3k8L2gzPjxkaXYgawQ9Im90OLXBjLWRIc2MiPjwvZGI2PjxidXR0b24gaWQ9ImFjY
2VwdC1yZWNvbW1lbmRIZC1lidG4taGFuZGxIcil+QWN;jZXBOIEFshDwvYnV0dG9uPjxzZWN0aW9ulGNsYXNzPSJvdC1zZGstcm93IGI90LWNhdC1ncnAiPjxoM
yBpZDO0ib3QtY2F0ZWdvcnktdGlIObGUiIPk1hbmFnZSBDb29raWUgUHJIZmVyZW5jZXM8L2gzPjxkaXYgY2xhc3M9Im9I0LXBsaS1oZHIiPjxzcGFulGNsYXNzPSJvdClsaS1
0aXRsZSI1+Q29uc2VudDwvc3BhbjagPHNwYW4gY 2xhc3M9IIm9OLWxpLXRpdGxIIj5MZWdpdC4gSW50ZXJ

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\3Y2ADQKS\otSDKStub[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

16852

5.39264514413554

false

192:2Qp/7PwSgaXIXbci91liEBadZH8fKRIOCmMIQMYOY S7uzdwnBZv7ilHXF2Fsk:FRr14FLMdZH8f4AwOjawnTvulHVO
137AD123A8AB346DBAD666D4D19E9486

ADE5D18D9275A3E52C10E34CA8736F749FBE4050
D98430B79BD481C608EB50058778FC3A919B996494F209C1546D11280D7BC14F

E10C493711EE102186E718EBD83E9BE3CC80BF87A5FAAB39A7DA270B1CFFC35BACB2AD59CCE2831118AEFCB48D6981143096EB2BO9ASBCEA2ESDEBSAES020
52AE

false
low

hitp://https://cdn.cookielaw.org/scripttemplates/otSDKStub.js

var OneTrustStub=function(e){"use strict";var t,o,n,i,a,r,s,,c,p,u,d,m,h,f,g,b,A,C,v,y,1,Sw,T,L,R,B,D,G,E,P,_,Uk,O,F,V,x,N,H,M,j,K=new function(){this.optanonCookieNam
e="OptanonConsent",this.optanonHtmlGroupData=[],this.optanonHostData=[],this.genVendorsData=[],this.|ABCookieValue="" this.oneTrustlABCookieName="eupu
bconsent”,this.oneTrustlslABCrossConsentEnableParam="islABGlobal",this.isStubReady=!0,this.geolocationCookiesParam="geolocation",this. EUCOUNTRIES=["BE
""BG","Cz","DK","DE","EE","|IE","GR","ES","FR","IT","CY","LV","LT","LU","HU","MT","NL","AT","PL","PT","RO","SI","SK","FI","SE","GB","HR","LI","NO","IS"]this.st
ubFileName="0tSDKStub" this. DATAFILEATTRIBUTE="data-domain-script",this.bannerScriptName="otBannerSdk.js",this.mobileOnlineURL=[]this.isMigratedURL=!
1,this.migratedCCTID="[[OIdCCTID]]",this.migratedDomainld="[[NewDomainld]]",this.userLocation={country:™ state:""}};(0=t=t||{})[0.Unknown=0]="Unknown",0[0.Bann
erCloseButton=1]="BannerCloseButton",o[o.ConfirmChoiceButton

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\3Y2ADQKS\page_CD_POJ[1].css

Process:

C:\Program Files (x86)\Internet Explorer\iexplore.exe
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\3Y2ADQKS\page_CD_POJ[1].css

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

|IE Cache URL:

Preview:

UTF-8 Unicode (with BOM) text, with CRLF line terminators

downloaded

45308

4.964813940979143

false
768:9yZU9SS+z7DhxPX+Ji+AGf+r6HOk6aMWnG6xEoRtAJ60ealqBFdcG5N+zTvBV6Jn:+30
C7BEE652C1B2E671D0D9B95DF788AC6B
71E918650B0A3C055A7245A1335A2DA2DC6B4036
113C4F6132B2915E062922E8EB47B6BDA2A7861B0548F8EB40151FCF40397486
0ABF6F51CA006B2A124F54BA95100BDF878FAA48977A955FB650BF95D6B7359806B6EB58C66A695AF247D18D50277D93A18E24343E63B089F3B8C44BBF1B7389
false

low

hitp://https://www.novobanco.pt/site/images/adesaocanaisdiretos/2020/page_cd_po.css

.@font-face {.. font-family: "NB";.. src: url(‘https://www.novobanco.pt/images/chlandingpage19/NB.tif') format("truetype");..

}..link {.. font-family: 'Open Sans', 'Helvetica', 'Arial', sans-serif;.. font-weight: 600;.. font-size: 16px;.. color: #C3DD28;.. letter-spacing: Opx;...text-decoration:
underline;..}...link:hover {.. color: #616469;..}...tit{.. font-weight: 700;.. font-size: 21px;.. color: #616469;.. line-height: 26pXx;...color: #00A9EOQ;..}...subtit {.. font-w
eight: 400;.. font-size: 18px;.. color: #616469;.. line-height: 23px;..}...nb-module-text-columns title-lgw {.. margin-bottom: 12px;.. font-weight: 700;.. font-size:
30px;...line-height: 30px;...color: #FFFFFF;...font-family: ‘Open Sans', 'Helvetica', 'Arial', sans-serif;..}...nb-module-text-columns .textw {.. ~font-weight: 400;.. font-size:
21px;.. color: #FFFFFF;.. line-height: 22px;

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\3Y2ADQKS\polyfill. min[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode (with BOM) text, with very long lines

downloaded

1785

5.27114635124966

false

48:0PwSk1RCRowK7u3xBPxxKXeGhALIANMRMVExvO:h112XsuDxxKXIzNsW
23BOE1CE7CDEC6CF66E3311EAADAF342
C4E5DD2FB3E7D46F28DFD29B3D0CBB3B662CFOE3
BO0A324B14BEE992EFEF1F130C3504837CBD1E2D55AFBE6219938BAC986BBC15
14807A6280129C0FA7F476DD852D77BC88D96964F0C074484D3F7COBABE6347877EBD51112249B8D8A948724F32971E1BA91DC5F111176D4AA6F5D43318C13DB
false

low

hitp://https://www.novobanco.pt/SITE/js/libs/polyfill.min.js?v=-2078159922

.if(!(window.webkitMatchMedia||window.mozMatchMedial||window.oMatchMedial||window.msMatchMedia||[window.matchMedia) ){var root=document.getElementsByTagNa
me("html")[0];root.className+=" no-matchmedia"}./*! matchMedia() polyfill - Test a CSS media type/query in JS. Authors & copyright (c) 2012: Scott Jehl, Paul Irish, Nicho
las Zakas, David Knight. Dual MIT/BSD license */.window.matchMedia||(window.matchMedia=function(){"use strict";var t=window.styleMedia||window.media;if(!t){var
n=document.createElement("style"),i=document.getElementsByTagName("script")[0],r=null;n.type="text/css";n.id="matchmediajs-test";i.parentNode.insertBefore(n,i);
r="getComputedStyle"in window&&window.getComputedStyle(n,null)||n.currentStyle;t={matchMedium:function(t){var i="@media "+t+"{ #matchmediajs-test { width: 1px; }
}";return n.styleSheet?n.styleSheet.cssText=i:n.textContent=i,r.width==="1px"}}}return function(n){return{matches:t.matchMedium(n||"all"), media:n||"all"}}}());./*! matc
hMedia() polyfill addListene

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\3Y2ADQKS\powered_by_byside[1].png

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 114 x 10, 8-bit colormap, non-interlaced

downloaded

409

7.041107356569534

false
12:6v/7za/lp8FDcRMRgM+r2q2EMyDoj+U17Q9wBDNN:UaxEQGgMO02q/D01k90ZN
ECED3E596C5DF25EB37B23B9F944A52E
8543B538C6C12BB3CD40361AB58C580A88BF9032
FA5DA7453B4912FF1A5CFF9639041B8478F727D3C497A374A5258BAF2DE7987E
DD4D598EA610F2994D09E633F55D6D73299F9E00D90188D5453F2A6FC6F6FAOEAF4F9144A4BFDF07F82A31252E7A23624577433CEESD78B7244AA58648658455
false

low

hitp://https://webcare.byside.com/custom/byside/powered_by_byside.png

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\3Y2ADQKS\powered_by_byside white[1].png

Process:
File Type:
Category:

C:\Program Files (x86)\Internet Explorer\iexplore.exe
PNG image data, 114 x 10, 8-bit/color RGBA, non-interlaced

downloaded
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\3Y2ADQKS\powered_by_byside white[1].png

Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

1697

7.24634876597844

false

48:D3uNn2k4DrrJ3SwtN1sPigxXDG8INy669n:u2hDgwtN1L6G8I29n
05D1878BD880C2791B4C05B13ACAGBF8
87COE73C28091D62F6714D907D7085FCCA02E435
F822B6A9EC70C1287812AC8B0OC87CF6816A90FD038030175DEEE1F997D2792B7

6BF5BA00089F845911727AE4AAEFOAE4ABE4D1722320CD508DD9EEG3682A32921CD9C22AFADD72FDE291595F1BEOES808BBC8A534C9602BDSAF8C10ESES1407
B8

false
low

hitp://https://webcare.byside.com/custom/byside/powered_by_byside_white.png

PNG........ IHDR...I......... h..... tEXtSoftware.Adobe ImageReadyq.e<...(iTXtXML:com.adobe.xmp.....<?xpacket begin="." id="W5MOMpCehiHzreSzNTczkc9d"?> <x:xmpme
ta xmins:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.6-c067 79.157747, 2015/03/30-23:40:42 "> <rdf:RDF xmIns:rdf="http://www.w3.0rg/1999/02/22-rdf-syntax-
ns#"> <rdf:Description rdf:about="" xmIns:xmp="http://ns.adobe.com/xap/1.0/" xmIns:xmpMM="http://ns.adobe.com/xap/1.0/mm/" xmins:stRef="http://ns.adobe.com/xa
p/1.0/sType/ResourceRef#" xmp:CreatorTool="Adobe Photoshop CC 2015 (Macintosh)" xmpMM:InstancelD="xmp.iid:104FFD3CCE3311E8924782E8FD54A9EQ"
xmpMM:DocumentID="xmp.did:104FFD3DCE3311E8924782E8FD54A9EQ"> <xmpMM:DerivedFrom stRef:instancelD="xmp.iid:104FFD3ACE3311E8924782E8
FD54A9EQ" stRef:documentID="xmp.did:104FFD3BCE3311E8924782E8FD54A9EQ"/> </rdf:Description> </rdf:RDF> </x:xmpmeta> <?xpacket end="r"?>~.2.....IDATX.._
.Lg...5w...I..dS.y..R...b.B....h.<x.Mh_.d....].y..RV".ShMKvgw."....0..]3..> {...........

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\3Y2ADQKS\ranstad_green[1].svg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

SVG Scalable Vector Graphics image

downloaded

7530

4.251654692399086

false

192:T5Nolo00j TIZEUpwWmjyI3BRM5pwqT66/NLHX: T3sj5ZEO0z43RM5pww669
B4577FAE25DE71038091A7E03820FA89
8E7351E1E80A79FE0C445ADC260B6D165F38C663
72DEB62A491752D591C57D24892FB2BC4CCC3682BB61F20FD27290175939091C

94145943A79EC3FC7404AA3FD9A7134C38AED7AD138E2208616BA33A0D8A25ACDES389017BF46C7831C7F13022340ADDD3A62306C7029C28AE1E78BAE23ACB
8

false
low

hitp://https://www.onetrust.com/wp-content/uploads/2021/02/ranstad_green.svg

<?xml version="1.0" encoding="UTF-8"?> <svg xmIns="http://www.w3.0rg/2000/svg" xmIns:xlink="http://www.w3.0rg/1999/xlink" width="136px" height="21px" viewBox="0
0 136 21" version="1.1"><title>ranstad_hover</title><defs><linearGradient x1="100%" y1="51.1181746%" x2="-7.83676304%" y2="48.8818254%" id="linearGradient-1">
<stop stop-color="#71C94D" offset="0%"></stop><stop stop-color="#0FA843" offset="100%"></stop></linearGradient></defs><g id="ranstad_hover" stroke="none"
stroke-width="1" fill="none" fill-rule="evenodd"><g id="Page-1" fill="url(#linearGradient-1)" fill-rule="nonzero"><g id="Randstad-logo_main" transform="translate(0.710687,
0.694925)"><path d="M95.2936063,6.05301456 C96.3480974,6.06987654 97.3935961,6.2501682 98.39283,6.58746229 L98.1779046,8.74602933 C97.3549618,8.3
5227267 96.4651451,8.11724047 95.5550988,8.05325325 C94.2856063,8.05325325 93.1744422,8.58626814 93.1744422,9.70602927 C93.1744422,12.47785
99.0268598,11.6776112 99.0268598,16.0219692 C99.0268598,18.9184466 96.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\3Y2ADQKS\ranstad_white[1].svg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

SVG Scalable Vector Graphics image

downloaded

7295

4.146422523471472

false

192:Y5N0lo00jTIZEUpwWmjyl3RM5pwq T66/NLHX:Y 3sj5ZEO0z43RM5pww669
8EE39CA73D760C065DC627BDE5S9527E9
93807344F518B39D5DA556DAEEF5B5D4909F8CCO
7AE5A966DB315E61D8825747D42845F6F91A61AF4BE1FC3A35226E825E29D35D

DC98F6E008E32D3607FD62B1785A2E61DD81E323BOESAE9EDDBCF52BB8CE2B1F4E4882695989DCBF7D4712DEE022E7099D1C09FC70C84A5C883AFAAS04ATT!
66

false
low

hitp://https://www.onetrust.com/wp-content/uploads/2021/02/ranstad_white.svg

<?xml version="1.0" encoding="UTF-8"?> <svg xmIns="http://www.w3.0rg/2000/svg" xmIns:xlink="http://www.w3.0rg/1999/xlink" width="136px" height="21px" viewBox="0
0 136 21" version="1.1"><title>ranstad_default</title><g id="ranstad_default" stroke="none" stroke-width="1" fill="none" fill-rule="evenodd"><g id="Page-1" fill="#FFFFFF"
fill-rule="nonzero"><g id="Randstad-logo_main" transform="translate(0.710687, 0.694925)"><path d="M95.2936063,6.05301456 C96.3480974,6.06987654 97.3
935961,6.2501682 98.39283,6.58746229 L.98.1779046,8.74602933 C97.3549618,8.35227267 96.4651451,8.11724047 95.5550988,8.05325325 C94.2856063,8
05325325 93.1744422,8.58626814 93.1744422,9.70602927 C93.1744422,12.47785 99.0268598,11.6776112 99.0268598,16.0219692 C99.0268598,18.9184466
96.7192778,20.2345063 94.3121138,20.2345063 C93.0338502,20.2964606 91.7599511,20.0433044 90.6025021,19.4973123 L90.7350394,17.2764169 L90.737905,17.
274984 C91.6761617,17.8463774 92.7415567,18.1759901 93.8385616,18.2342676 C94.9762331,18.2
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\3Y2ADQKS\sbi-styles.min[1].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

16845

4.927428585989144

false
192:7MFuCes2ba6PZqwJPWeitFOfaGG27acPpqiJXWYilF+8imVjFuXQT3XerQCTQW+:qFIXerQCFPKT/ob0JMSP
02BACBAD1E26F0B3D1772D4CF5A047DC

89292741D360F7EB3319437CD32A80EA7B388941
DF15236D4098113E3479FC540A9BD1046CA6029F5508098E9C4245A0E12FABO5S

4F2F5BD7AA47FAD34B3337ADA2F0C5411702A7046E6A65FDA97BBAE13EFFC05C30261C7EF27BECB4F5FOACAE98F234B6EC81C900AAD7C12FDID6FED844BBE
ABD

false
low

hitp://https://www.onetrust.com/wp-content/plugins/instagram-feed/css/sbi-styles.min.css?ver=2.8.2

#sb_instagram{width:100%;margin:0 auto;padding:0;-webkit-box-sizing:border-box;-moz-box-sizing:border-box;box-sizing:border-box}#sh_instagram:after{content:"";d
isplay:table;clear:both}#sb_instagram.sbi_fixed_height{overflow:hidden;overflow-y:auto;-webkit-box-sizing:border-box;-moz-box-sizing:border-box;box-sizing:border-
box}#sb_instagram #sbi_images{width:100%:;float:left;line-height:0;-webkit-box-sizing:border-box;-moz-box-sizing:border-box;box-sizing:border-box}#sb_instagram
.shi_header_link{-webkit-box-shadow:none;box-shadow:none}sb_instagram .shi_header_link:hover{border:none}#sb_instagram #sbi_images .sbi_item{display:-moz-inli
ne-stack;display:inline-block;float:left;vertical-align:top;zoom:1;max-height:1000px;padding:inheritlimportant;margin:0limportant; text-decoration:none;opacity:1;overflow:
hidden;-webkit-box-sizing:border-box;-moz-box-sizing:border-box;box-sizing:border-box;-webkit-transition:all .5s ease;-moz-transition:all .5s ease;-o-transition:all .5s e
ase;-ms-transition:a

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\3Y2ADQKSl\slick[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

46769

5.099064104125339

false
768:h+500sTac5YkOuS23jVwcgASABQMTNCYCcVNGnsYdXAtMUIB7YCQSvbShkb4X6DJz:h+50xMDFBQMTNfOR4X6DJ15v]
17AC915FD590E90EEOC5B3D44C4FC73F

E20676D7089B28C5CCBEBFAOFBAE72A85A9523B7
F346C1C7ECBA1992E105174F0907626BCCE87467DDIC188B57AE6F4AAD7A861F
60238C21A09729B3CB0845DC88F37AED8FB7316F43363E5D2B3CF891AF8A15FB169A1737C342816EBASF35452F755273118C51EAAAICIDISCABE6D7C22D8D5C
false

low

hitp://https://www.onetrust.com/wp-content/themes/onetrust/js/slick.js

Ifunction(t){"use strict";"functio typeof define&&define.amd?define(["jquery"],t):"undefined"!=typeof module&&module.exports?module.exports=t(require("jquery")):t(jQue
ry)}(function(t){var e=-1,0=-1,n=function(t){return parseFloat(t)||0},a=function(e){var o=1,a=t(e),i=null,r=[];return a.each(function(){var e=t(this),a=e.offset().top-n(e.css("marg
in-top")),s=r.length>07?r[r.length-1]:null;null===s?r.push(e):Math.floor(Math.abs(i-a))<=0?r[r.length-1]=s.add(e):r.push(e),i=a}),r},i=function(e){var o={byRow:!0,property
"height",target:null,remove:!1};return"object"==typeof e?t.extend(o,e):("boolean"==typeof e?0.byRow=e:"remove"===e&&(0.remove=!0),0)},r=t.fn.matchHeight=function(e)
{var o=i(e);if(o.remove){var n=this;return this.css(o.property,"),t.each(r._groups,function(t,e){e.elements=e.elements.not(n)}),this}return this.length<=1&&!o.target?this:(r.
_groups.push({elements:this,options:o}),r._apply(this,0),this)};r.version="0.7.2",r._groups=[],r._throttle=80,r._maintainScroll=!1,r._before

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\3Y2ADQKSl\stat[1].gif

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

GIF image data, version 89a, 1 x 1

downloaded

43

3.16293190511019

false

3:CUmEXItxIHh/:Jb/

FC94FBOC3ED8ABFI09DBC7630A0987FF
56D45F8A17F5078A20AF9962C992CA4678450765
2DFE28CBDB83F01C940DE6A88AB86200154FD772D568035AC568664E52068363

C87BF81FD70CF6434CA3A6C05AD6ESBD3F1D96F77DDDAD8DA5EE043B126B2CB07A5CF23B4137B9D8462CD8A9ADF2B463AB6DE2B38C93DB72D2D511CAGOES
B57E

false
low

hitp://https://webcare.byside.com/BWA4C865F1BAB/stat.php?
webcare_id=4C865F1BAB&bwch=&lang=pt&bwit=A&fid=&tuid=kf9sk5e74i53950yesdzff5hr0z79flretn7h6mv9rhh1hrr4d&suid=null&puid=yq8rugb83kr6jvpgrye30ecygmpa3
7i5sg4owrexj9xdhhzcv2&referrer=&page=https%3A%2F%2Fwww.novobanco.pt%2Fsite%2Fcms.aspx%3Flabelid%3Dinstitucional&bwpt=NOVO0%20BANCO%20INSTITU
CIONAL&bres=1280x906&res=1280x1024&pnsi=0::0&cklt=730&v=v20210219a&qs=labelid%3Dinstitucional&rnd=659

GIF89a............. [ I R D..;
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\3Y2ADQKSl\trust-icon[1].svg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

SVG Scalable Vector Graphics image

downloaded

4487

4.507915345708791

false
48:¢34uuyWIGINEEdO8CCaxQQdEESJ+izlzQY9TvAxkSSy13JqOhE6ikcP7g7g7A1R4:9BGv7+MvEla2ssA9gjl
EBB6EA767B2E0454C08D5919059C9349

874FF3D2668AF4C928929280AF601FE8476B9097
FEEE2895A47B36B011879012FFC5A017AF7E64232A4AFFC37D176AB9725E98A4

9335E0613D16B0AD431622B758C6B687B85F5171B63CAF586E12620890B5BF6E46AFDD6E4B5D89EBF1CCCDF05D6D6795F900F858C5B78641C65F68DADCFDD6
E

false
low

hitp://https://www.onetrust.com/wp-content/uploads/2020/12/trust-icon.svg

<?xml version="1.0" encoding="UTF-8"?> <svg xmIns="http://www.w3.0rg/2000/svg" xmIns:xlink="http://www.w3.0rg/1999/xlink" width="32px" height="32px" viewBox="0 0
32 32" version="1.1"><title>footerRights-1-2</title><g id="Symbols" stroke="none" stroke-width="1" fill="none" fill-rule="evenodd"><g id="footerRights-1-2" transform="t
ranslate(1.000000, 1.000000)"><circle id="Oval" stroke="#77797E" fill="#77797E" fill-rule="nonzero" cx="15" cy="15" r="15"></circle><g id="Lock_Laptop-SVG-Green
Black" transform="translate(5.000000, 7.000000)" fill="#FFFFFF"><path d="M17.6823529,10.8941176 C16.9764706,10.8941176 16.9764706,10.8941176 16.976470
6,10.8941176 C16.9764706,1.70588235 16.9764706,1.70588235 16.9764706,1.70588235 C16.9764706,1.24705882 16.5529412,0.823529412 16.0470588,0.823529412
C3.38823529,0.823529412 3.38823529,0.823529412 3.38823529,0.823529412 C2.87058824,0.823529412 2.45882353,1.23529412 2.45882353,1.70588235 C2.
45882353,10.8941176 2.45882353,10.8941176 2.45882353,10.8941176 C1.752

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\3Y2ADQKS\underscore-min[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

13450

5.130722950406785

false
192:rSAwOsRgmzydiquuBGWMEtwx5K1xlgZXmuikT2PYJR5cevlYHGE/aOA19ySdq:rSAWEIwMNn50x4ZXX7aPcRJYmEuUDFq
6DC59D3A72AD547168CF823C2FDDC728

048C69640AC8FOA3ADD4F2FD219A2FCB12A27D73
27829B1D29E3FB532D761987D4057275D1E9ECDD3EAF4B4C40A29382590B820E

A90313E7086EB66154CESC19E308EDE11DYAEBB1F3C8F659FA3FDBBA9284677BB2144FEF279C5B96675DD00F88A485DA5EDS5B3843B1062BC87778143C17573C
D

false
low

hitp://https://www.novobanco.pt/SITE/js/libs/underscore-min.js?v=-2078159922

(function(){var n=this,t=n._,r={},e=Array.prototype,u=Object.prototype,i=Function.prototype,a=e.push,o=e.slice,c=e.concat,|=u.toString,f=u.hasOwnProperty,s=e.fo
rEach,p=e.map,h=e.reduce,v=e.reduceRight,d=e filter,g=e.every,m=e.some,y=e.indexOf,b=e.lastindexOf x=Array.isArray, _=Object.keys,j=i.bind,w=function(n){return n
instanceof w?n:this instanceof w?(this._wrapped=n,void 0):new w(n)};"undefined"!=typeof exports?("undefined"!=typeof module&&module.exports&&(exports=module.ex
ports=w),exports._=w):n._=w,w.VERSION="1.4.4";var A=w.each=w.forEach=function(n,t,e){if(null!=n)if(s&&n.forEach===s)n.forEach(t,e);else if(n.length===+n.length)
{for(var u=0,i=n.length;i>u;u++)if(t.call(e,n[u],u,n)===r)return}else for(var a in n)if(w.has(n,a)&&t.call(e,n[a],a,n)===r)return};w.map=w.collect=function(n,t,r){var e=[J;return
null==n?e:p&&n.map===p?n.map(t,r):(A(n,function(n,u,i){e[e.length]=t.call(r,n,u,i)}),e)};var O="Reduce of empty array with no initial value";w.reduce=w.foldl=w.inject=func
tion(n,t,r

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\3Y2ADQKS\usert_agent[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

|IE Cache URL:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCII text, with very long lines, with CRLF, LF line terminators

downloaded

165322

5.389634893080726

false
3072:JiuGskklOkKhHQ40mZAK0Q86M3rpglrRIkY5eF9qvfyusxdKvbDgGHgN80okOY8Sz:YuGskklIOkSQNmMT86HRLxzoNbYFnz
E66E012256610F8A09DF565E4974B084

8C36F5CF37A8CADO52E7CF233C07318607D19F35
56B2480C82554850A8E4CF416E72A62BC23D57E1F2F781734EES5BF4A66B84890

1FEA3A41DBF3D3B0SDAE70B0A011384FCO6E9F7727D731FBESDIF525E8AEDEFC94293006F67ED79E5F34C963AFES7502725DABF37EB2BB5441891544DCD381!
F

false
low

hitp://https://webcare.byside.com/BWA4C865F1BAB/usert_agent.php?
webcare_id=4C865F1BAB&bwch=&lang=pt&bwit=A&fid=&tuid=kf9sk5e74i53950yesdzff5hr0z79flretn7h6mv9rhh1lhrr4d&suid=null&puid=efdxssj7fcpr83hbue5srwec3tztm1
bk973ej3j7ses9077ph9&referrer=&page=https%3A%2F%2Fwww.novobanco.pt%2Fsite%2Fcms.aspx%3Flabelid%3D360&bwpt=NOV0%20BANC0O%20360%C2%BA&br
es=1280x906&res=1280x1024&pnsi=0::0&cklt=730&v=v20210219a&partial=initial&rndc=1615932693566
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\3Y2ADQKS\usert_agent[1].js

Preview:

window.bysideWebcare_currentrevision="1615903893';bysideWebcare_append_html("<span class="bwc-prescript-fix' style='display:none'>.<\/span><div id="we
bcarePopup_9038935137' style="display:none;position:absolute;visibility:hidden;margin:0;border:0;padding:0;cursor:default;z-index:951'><script>(function(){var ssl1 =
document.createElement(\"style\");var def = \"#webcareslotcontainer_23154 {display:block; position:relative; border:0px none; margin:Opx; padding:0px;}#w
ebcareslotcontainer_23154 > .webcareslotl { top:0Opx; left:0px; margin:Opx; padding:0px;}\";ssl.setAttribute(\"type\", \"text\V/css\");var hh1l = document.getEle
mentsByTagName(\"head\")[0];hh1.appendChild(ss1);if (ss1.styleSheet) {ssl.styleSheet.cssText = def;} else {var tt1 = document.createTextNode(def);ss1.appendChil
d(tt1);}})();<Vscript>\n<div id=\"webcareslotcontainer_23154\" style=\"\">\n\t<div class=\"webcareslot1\"> <link rel=\"stylesheet\" href="https:\/\\webcare.byside.com
\VBWA4C865F1BAB\/sur

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\3Y2ADQKS\usert_feedback[1].gif

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

GIF image data, version 89a, 1 x 1

downloaded

43

3.16293190511019

false

3:CUmEXItxIHh/:Jb/

FC94FBOC3ED8ABFI09DBC7630A0987FF
56D45F8A17F5078A20AF9962C992CA4678450765
2DFE28CBDB83F01C940DE6A88AB86200154FD772D568035AC568664E52068363

C87BF81FD70CF6434CA3A6C05AD6ESBD3F1D96F77DDDAD8DA5EE043B126B2CB07A5CF23B4137B9D8462CD8A9ADF2B463AB6DE2B38C93DB72D2D511CAGOES
B57E

false
low

hitp://https://webcare.byside.com/BWA4C865F1BAB/usert_feedback.php?
webcare_id=4C865F1BAB&bwch=&lang=pt&bwit=A&fid=&tuid=kf9sk5e74i53950yesdzff5hr0z79flretn7h6mv9rhh1hrr4d&suid=null&puid=9wvwx5cqny9gmfbnutaoozjm34a
elthet102n8xg06lwag9yrn&referrer=&page=https%3A%2F%2Fwww.novobanco.pt%2Fsite%2Fcms.aspx%3Flabelid%3Dnegocios_agricultura&bwpt=Solu%C3%A7%C3%
B5es%20neg%C3%B3cios%20e%20financiame&bres=1280x906&res=1280x1024&pnsi=0::0&cklt=730&v=v20210219a&event_id=A35454&slot_id=23382&feedback_type
=S&action1=&rnd=1083

GIF89a. ! D..;

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\3Y2ADQKS\utm[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

4863

5.304431290125646

false
96:CPSRRGDsqbxMkkoP4i+TblIrJwTmEX7Ts3+TDIWTZNXBCTgX4TEQ+T+WpNIFL:CiRGDsqbxMkLPvkbRIMExvs3kDIcZNXN
2F61A3AC86FACB72F637A5CI9C8BB3C8E

730CC897603CA5135399E2F3FC6152C894D4BD99
933DC63E7184A9B910742B71091B01E08A561533A396DF5D20729C2CD99F3CEE
C6B4B4401028A556506834F57CD10442680E4901829A8DF21FAOE84B2192AA1731F5ADE91D52D832234127B319F623299C4567F094EF74C029D0426982F8893A
false

low

hitp://https://www.onetrust.com/wp-content/themes/onetrust/bundles/js/utm.js?t=1615816208&ver=1.1

"use strict";var utm_key=";var utm_source;var utm_medium;var utm_keyword;var utm_content;var utm_campaign;var gclid;(function(document){setUTMCookie();setUTMva
rs();})(document);window.onload=function(){setUTMvars();setUTMinputs();};function setUTMCookie(){var url=window.location.href;var params=url.split("?");if(params[1]){var
query=params[1];var vars=query.split("&");for(var i=0;i<vars.length;i++){var pair=vars][i].split("=");if(pair[0]=="utm_source"'){utm_source=pair[1];for(var k=0;k<utm_source
.length;k++){utm_source=utm_source.replace("%20"," ");}.utm_key+="utm_source:+utm_source+'[’;}.if(pair[0]=="utm_medium’){utm_medium=pair[1];for(var k=0;k<utm_m
edium.length;k++){utm_medium=utm_medium.replace("%20"," ");}.utm_key+="utm_medium:'+utm_medium+'|';}.if(pair[0]=="utm_term'){utm_keyword=pair[1];for(var
k=0;k<utm_keyword.length;k++){utm_keyword=utm_keyword.replace("%20"," ");}.utm_key+="utm_keyword:"+utm_keyword+'|';}.if(pair[0]=="utm_keyword')}{utm_keyword=p
air[1];for(var k=0;k<utm_keywo

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachel\lE\3Y2ADQKS\vendor-risk-grc-300x197[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, progressive, precision 8, 300x197, frames 3
downloaded

9505

7.900326572707225

false

192: TWTV50b7pyyt7ZsYJhsjuwpVspz7yBHIR/sSXFX6cwWE5Vx3kxQEIO9SCRkpdoLoNF:qRuZBISAz+2Fqcn5VxiyS4KdoLoNEQgu
6CBOAOD491A98ACBBFDIDID3D77B1BD9

7DC2EA5413C2522B28AD5B2ACICB8F1D2EBB8DAE
DE3CO0A31E4196E18F828055BA7F78A68C4EB520F5F00969224C42E25DBBF1AF3

1B5B1BABAECOFF65F7C151A772E08C6BCFA3B46FC3BF4ACEFEF5A5D5C702461DA0298AA3050DFEB4449D175F12289CDC4B5DFAFALOEAB734DFEED12A0474:
5A4

false
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\3Y2ADQKS\vendor-risk-grc-300x197[1].jpg

Reputation:
|IE Cache URL:

Preview:

low

hitp://https://www.onetrust.com/wp-content/uploads/2020/02/vendor-risk-grc-300x197.jpg

L H%%%. ), ($+1$%$...C........ $... 33T ESSSSPF PSS SSSSSSSS PSS SSSSSSSSSS.
<. a.iF..Q..n.iF..Q...... av..jTn.cJ.q..V.'MJ.....1.b.A.C.b..(c.......pAL....$.pA....pA........xe....Z.. b.H. $.7$.....N.k..ef
.8.b.g...@q....... H....rfC.q....@x_ ..i. @..=..{WKZ.q,....+...A...U..VR|/s.9..g[/b.].*...=..S.. 4+.5.v.@.&%5.....2.z. . {iL.<?.w..Y[MI.QU.w_..+*
...;BHT.U6..VU..+$..T.K..D.p...eg.d.\.L.Sh..{EDI5..T\..k..%.Y X XR\.R4A.Y...R\..'" ;A.V.p.*\..6..{ T:Y4H. kmw.....Yk..a..<s..*..rL.UmC.!..Z../c'P.0.a.=.GN....b>..&F9.v.;....
LoM.r.Kev.7P.5...LMG.b.jv..7q...P.}.<=AG@........ a.(e...-.U#.@z\r.+.b..GZk...;.v..B] . +... k....a..2)....2....R..*B..,. T.{K..$" )k..*.(>y.\.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\3Y2ADQKS\vendors[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

323804

5.176776863295969

false

3072:P6QB9uLO9MIqfFx1a8DHPbA1KmMBOLC/2pkxViv2Q1lqvkep6 TQAwcZjRSyec0/H:iISCOfyFmggKwxViXRNg
AB878908EDD7AEAA5EC141E975EA9EOD7

A5374E80CFDB4D7978429ABAFBD852F05BEA76D3
DB21CC957D2759FC49CC4C8FD7D0A27202FCC72C79C958A8E4ADD5566151B98F

D23CA7F0301E6A12EBB8F2562EB934BA37103DA3B2084F84D864CAC929AEBA3E36377B5C9371F68B1A5FB502D09FAB937AD4A1760CA1302EF1D84058030CCE!
Cc

false
low

hitp://https://www.onetrust.com/wp-content/themes/onetrust/bundles/js/vendors.js?t=1615817051

/*!'jQuery Ul - v1.12.1 - 2020-01-08.* http://jqueryui.com.* Includes: widget.js, position.js, data.js, disable-selection.js, focusable.js, form-reset-mixin.js, jquery-1-7.js, keyc
ode.js, labels.js, scroll-parent.js, tabbable.js, unique-id.js, widgets/draggable.js, widgets/droppable.js, widgets/resizable.js, widgets/selectable.js, widgets/sortable.js, widget
s/accordion.js, widgets/autocomplete.js, widgets/button.js, widgets/checkboxradio.js, widgets/controlgroup.js, widgets/datepicker.js, widgets/dialog.js, widgets/menu.js,
widgets/mouse.js, widgets/progressbar.js, widgets/selectmenu.js, widgets/slider.js, widgets/spinner.js, widgets/tabs.js, widgets/tooltip.js, effect.js, effects/effect-blind.js, eff
ects/effect-bounce.js, effects/effect-clip.js, effects/effect-drop.js, effects/effect-explode.js, effects/effect-fade.js, effects/effect-fold.js, effects/effect-highlight.js, effects/effect-
puff.js, effects/effect-pulsate.js, effects/effect-scale.js, effects/effect-shake.js, effects/effect

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\3Y2ADQKS\wp-embed.min[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

1434

5.163070230765156

false

24:Q77/30iloZisEenEyst1mbgLiEFGTLrOpEi6Ruy5iWWY SCkmgP+:Q7jn0sxEysbmmWrGEia5iWWL4gP+
8ED6038A5DBF62380DE72A681340AFD3

1B7F829B844EAALA3E2D05F51FA81D6579D76738
6EBCDA7A3A41EF97F0B4071160CEB1020E540FDCOF790079A5C2EF01ABB54FEQ
CF69087B8F92F7B81EFA788C3EBOB8A551405CDC7FA137E09A918349617359715AD5SEF833F901E8D6EBOCIFF20F63091710B492224E2AD23848673995DFF5610
false

low

hitp://https://www.onetrust.com/wp-includes/js/wp-embed.min.js?ver=5.6

/*! This file is auto-generated */.!function(d,l){"use strict";var e=!1,0=!1;if(l.querySelector)if(d.addEventListener)e=!0;if(d.wp=d.wp||{},!d.wp.receiveEmbedMessage)if(d
.wp.receiveEmbedMessage=function(e){var t=e.data;if(t)if(t.secret||t. message||t.value)if(!/[*a-zA-Z0-9]/.test(t.secret)){var r,a,i,s,n,0=I.querySelectorAll('iframe[data-s
ecret=""+t.secret+"]'),c=l.querySelectorAll('blockquote[data-secret=""+t.secret+"]');for(r=0;r<c.length;r++)c[r].style.display="none";for(r=0;r<o.length;r++)if(a=o[r],e
.source===a.contentWindow){if(a.removeAttribute("style"),"height'===t. message){if(1e3<(i=parselnt(t.value,10)))i=1e3;else if(~~i<200)i=200;a.height=i}if("link"===t.messag
e)if(s=l.createElement("a"),n=l.createElement("a"),s.href=a.getAttribute("src"),n.href=t.value,n.host===s.host)if(l.activeElement===a)d.top.location.href=t.value}}},e)d.a
ddEventListener("message”,d.wp.receiveEmbedMessage,!1),l.addEventListener("DOMContentLoaded" t,!1),d.addEventListener("load",t,!1);function t(){if('o)

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\3Y2ADQKS\wtid[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with no line terminators

downloaded

34

4.2165910625904335

false

3:sVeN4Den:Cen

2BC38F010A821C774E898B28B94E0D41
B1E28168D35EC695F81ED6C4AE21DE4ADCBIABSFB
6E3E7730CAEOCDB874FF1C1BDCE7B76D914F45181E6E3B53B0587B2CA97C8BF4
F8385E8FBBEE55D59DCE1AD7D3FE7301822A0305C993E50D1C652F7176F569E8EC89FA603A48D7DA35F083B7F020F8BD27F1EB925F1DA9111042F4A79A86545¢

false
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\3Y2ADQKS\wtid[1].js

Reputation:
|IE Cache URL:

Preview:

low

hitp://https://webcare.byside.com/BWA4C865F1BAB/wtid.php?rndc=1615932657668

bysideWebcare_processTUID_step2();

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9QTQHWWN\1[1].txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with no line terminators

downloaded

71

4.955465605145933

false

3:t00m9Y1MOCIGuun2:MDKdClz2

CABF410138A726017F2741323636D617
5EB8DDAAE5SFC8C4CB1402700DB8432F445F0B5E4
57A8353327C198742943D106D357403907AE4F4A224D60AC449F1F79936351A8

E6B706854DE3D21D4F7AAB73D075AAE2B0163B3EFD74E8C7E7712485497A487B708C2B1A88148187B9A3C7F084B18A3A36ECE4E3845235CEBSEES8E92D66CEL
1

false
low

hitp://https://s1.byside.com/socket.io/1/?t=1615932657653

9yJwkszzCh67JyMiTcUw:25:30:websocket,htmlfile,xhr-polling,jsonp-polling

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9QTQHWWN\20200212-GRC-IT-Risk-Mgmt-300x169[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 300 x 169, 8-bit/color RGBA, non-interlaced

downloaded

19681

7.983804969947363

false
384:p4+3+sIRxJkioJTql88iDZ6e5NodrSSYKuULOjNVOdPuSh9l:p+s1Zo/8PSdiKuLGPOPX5!I
5070FCD9A6B448584399A2B45A563908
64E46398E94D04FFD5B9C6C0OBB775017D2443A5A
46C5C9C85B6AEB07A135A786FDC828CC443199096B50048BD726CA8A6216CD1A

70D0914DBBC6DF733DC00175DESAED76058A6DA4BA59FA10C83AAEA145FA960F8E041DF03856EC373C4E64DB7CA92C2C73A4833904F68D7BDODDCD973D5D:
Cc9

false
low

hitp://https://www.onetrust.com/wp-content/uploads/2020/02/20200212-GRC-IT-Risk-Mgmt-300x169.png

PNG........ IHDR...,.......... W....LIDATX..Y{p....1*.X.X...SF..JQkK!..P....L..Z.eZ..... v.>(.v....Qtl....&d.~.<;. .>_. .} 7L o .{.w.vi.... {w. . \......... =tnl UVl T
L.SOXe G B kWx.|.. #<&&&..+.B SL)e i MBLSLLL )p- Z[Z50 N ke e9L > kpy...3...>M....[.Z.y....|.8h.4.\....r.q
qq....6l.....9....,.0->..cx.#p..Dt..<.>..0.U....co.. . {|3:v.102<"e}}b. .9 a.%U.j.J.. . AX.V A6~ [..b.x.2..Q....0..$..H... KyeE....al.p..<.Q
.R....C...[400..G/...H..../kuX...d.l...Q....r:..../NU2E..6..y5.v..*\..)DV.1.X&..<0<..Y....<U.3.c....0.|_..CG..Y*.u...r.r.o. HyMu.(K.:v.R......Jwl.. . EL . on LA+ A< 2. * 21w,
+|..yEu...z6..m...%Y%..%Y .>t.N.<

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\9QTQHWWN\20200212-GRC-Policy-mgmt-300x169[1].png

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 300 x 169, 8-bit/color RGBA, non-interlaced

downloaded

22308

7.981563026446731

false
384:2zMSFdrwrfVX3zTpOGOTeBOtHMREbhV3FIPDPa02gqxFF4voJ:oirfVHETewsy9ZF9PDS8QJ
239BE2F9C93F06AB575C2AF9DA370C27
730610ACFAB52ACDB21AD51763BAD7517A517F5C
4D22B1BA619B6F44D7447D8A2B04366D0ABEA7DDEE61CE35EA7996F48BB4E8L7
D55DD99269F4B8E734BD2C3731BCF44BA0AD119C75550F4C8F6327E740A87D8320815E3D929D7789CAC5D7111AEB471FD19E8781B5AF2D3EO0F28FAD4E6F128
false

low

hitp://https://www.onetrust.com/wp-content/uploads/2020/02/20200212-GRC-Policy-mgmt-300x169.png
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\9QTQHWWN\BGCircles[1].svg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

SVG Scalable Vector Graphics image

downloaded

1321

4.900498313448999

false

24:2dfRjLy2arOni7wxZufAOeFeaxM25LfjHIEDpHfIEDjvflulIEDIYY:c5/yz+ullJUK
E17414E292C3AB947FAC077CCF838063
542F31AC9FBOEC4DB7B979F999A5EF4E9DABFBE3
6523627F3C2AB8AD2909C22A23F942BBIE7FOABBF7AFBACCABB7E932C22B369C

130B41D32BD01DD834CDD903AC31D159EAE4D743743F7BA968F684A751EF279F51EF4AAD03C0C33CD8540ED34EBF44130C1789756D70438225EBFEDB71E67DF
7

false
low

hitp://https://www.onetrust.com/wp-content/themes/onetrust/images/BGCircles.svg

<?xml version="1.0" encoding="UTF-8"?>.<svg width="328px" height="328px" viewBox="0 0 328 328" version="1.1" xmIns="http://www.w3.0rg/2000/svg" xmins:xlink="htt
p:/mwww.w3.0rg/1999/xlink">.  <title>BGCircles</title>. <defs>. <filter x="-21.3%" y="-21.3%" width="142.6%" height="142.6%" filterUnits="objectBoundingBox" i
d="filter-1">. <feGaussianBlur stdDeviation="10" in="SourceGraphic"></feGaussianBlur>. <ffilter>. </defs>. <gid="Page-1" stroke="none" stroke-width="1"
fill="none" fill-rule="evenodd">. <g id="Cookie-Consent-1" transform="translate(-415.000000, -5348.000000)">. <g id="Stat-02" transform="translate(91.00000
0, 5249.000000)">. <g id="BGCircles" transform="translate(324.000000, 99.000000)">. <g id="oval-background">. <circle id="Oval-
Copy" fill-opacity="0.6" fill="#6CC04A" opacity="0.131813227" cx="164" cy="164" r="164"></circle>. <circle id="Ov

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9QTQHWWN\Banner_ONF_DiaPai_desktop[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

[TIFF image data, little-endian, direntries=0], baseline, precision 8, 1336x470, frames 3

downloaded

170457

7.8399350187508565

false
3072:1xal3FM1LDN+VpNQg8sxE67N2m5ZUJ4070YyKnk8pjAZX2bp4mwj:uUFM1LaMxE6h2mzUJtwYyKnkmAZcK5j
EC2E812FDOE700439DB804A20F03FDI1

910A34EF218DA0EB1B8E41578013B8DEF1AED78A
222FD528A6AED8A7B0OB2ED647D5EF4C4560D8B86B28F8503876D12E9A2E3998C
DB5F06A5314F80012859F62B5CE2ACOB6AA47528171B3D5EC54ED51B028D16617337663B90FEE931AF454B301417D7DB89519BEB79F92B0C8209456635E45283
false

low

hitp://https://www.novobanco.pt/site/cms.aspx?srv=207&stp=1&id=1040537&fext=.jpg

...... Exif..IlI*.................Ducky.......Z......http://ns.adobe.com/xap/1.0/.<?xpacket begin="." id="W5MOMpCehiHzreSzNTczkc9d"?> <x:xmpmeta xmins:x="adobe:ns:meta/" x:
xmptk="Adobe XMP Core 6.0-c006 79.164648, 2021/01/12-15:52:29 "> <rdf:RDF xmins:rdf="http://www.w3.0rg/1999/02/22-rdf-syntax-ns#"> <rdf:Description rdf:a
bout="" xmlIns:xmpMM="http://ns.adobe.com/xap/1.0/mm/" xmIns:stRef="http://ns.adobe.com/xap/1.0/sType/ResourceRef#" xmIns:xmp="http://ns.adobe.com/xap/1.0/"
xmpMM:OriginalDocumentID="xmp.did:649b61c5-fecd-8247-8af9-0b3b33dach6b" xmpMM:DocumentID="xmp.did:BB67CE08818811EBAF80DA76AEC8EFC5" xm
pMM:InstancelD="xmp.iid:BB67CE07818811EBAF80DA76AEC8EFC5" xmp:CreatorTool="Adobe Photoshop CC 2019 (Windows)"> <xmpMM:DerivedFrom stRef:inst
ancelD="xmp.iid:eb169ab5-31d1-0245-b562-d6bc606c65c9" stRef:documentlD="adobe:docid:photoshop:7d379c31-f41e-4f40-a595-73890f13e2dd"/> </rdf:Description>
</rdf:RDF> </x:xmpmeta> <?xpacket end="r"?>....Adobe.d............c..cccecuerrures

Static File Info

No static file info

Network Behavior

TCP Packets

Timestamp Source Port Dest Port Source IP Dest IP

Mar 16, 2021 15:10:53.984837055 CET 49712 443 192.168.2.6 194.145.121.90
Mar 16, 2021 15:10:53.984884977 CET 49713 443 192.168.2.6 194.145.121.90
Mar 16, 2021 15:10:54.078762054 CET 443 49712 194.145.121.90 192.168.2.6
Mar 16, 2021 15:10:54.078789949 CET 443 49713 194.145.121.90 192.168.2.6
Mar 16, 2021 15:10:54.078911066 CET 49712 443 192.168.2.6 194.145.121.90
Mar 16, 2021 15:10:54.078953981 CET 49713 443 192.168.2.6 194.145.121.90
Mar 16, 2021 15:10:54.086575985 CET 49713 443 192.168.2.6 194.145.121.90
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Timestamp

Mar 16, 2021 15:10:54.086658955 CET
Mar 16, 2021 15:10:54.178845882 CET
Mar 16, 2021 15:10:54.178875923 CET
Mar 16, 2021 15:10:54.178890944 CET
Mar 16, 2021 15:10:54.178910971 CET
Mar 16, 2021 15:10:54.178925037 CET
Mar 16, 2021 15:10:54.178937912 CET
Mar 16, 2021 15:10:54.178951979 CET
Mar 16, 2021 15:10:54.178957939 CET
Mar 16, 2021 15:10:54.179022074 CET
Mar 16, 2021 15:10:54.179027081 CET
Mar 16, 2021 15:10:54.179075956 CET
Mar 16, 2021 15:10:54.179094076 CET
Mar 16, 2021 15:10:54.268737078 CET
Mar 16, 2021 15:10:54.268827915 CET
Mar 16, 2021 15:10:54.269026041 CET
Mar 16, 2021 15:10:54.269115925 CET
Mar 16, 2021 15:10:54.317857027 CET
Mar 16, 2021 15:10:54.318114042 CET
Mar 16, 2021 15:10:54.328433990 CET
Mar 16, 2021 15:10:54.407615900 CET
Mar 16, 2021 15:10:54.407798052 CET
Mar 16, 2021 15:10:54.408854008 CET
Mar 16, 2021 15:10:54.408925056 CET
Mar 16, 2021 15:10:54.408992052 CET
Mar 16, 2021 15:10:54.409049988 CET
Mar 16, 2021 15:10:54.418278933 CET
Mar 16, 2021 15:10:54.418356895 CET
Mar 16, 2021 15:10:54.499002934 CET
Mar 16, 2021 15:10:54.499078035 CET
Mar 16, 2021 15:10:54.508181095 CET
Mar 16, 2021 15:10:54.508269072 CET
Mar 16, 2021 15:10:54.516820908 CET
Mar 16, 2021 15:10:54.606890917 CET
Mar 16, 2021 15:10:54.616202116 CET
Mar 16, 2021 15:10:54.616225958 CET
Mar 16, 2021 15:10:54.617194891 CET
Mar 16, 2021 15:10:54.707132101 CET
Mar 16, 2021 15:10:54.707519054 CET
Mar 16, 2021 15:10:54.714589119 CET
Mar 16, 2021 15:10:54.804621935 CET
Mar 16, 2021 15:10:54.858202934 CET
Mar 16, 2021 15:10:54.858232975 CET
Mar 16, 2021 15:10:54.858251095 CET
Mar 16, 2021 15:10:54.858266115 CET
Mar 16, 2021 15:10:54.858289003 CET
Mar 16, 2021 15:10:54.858309031 CET
Mar 16, 2021 15:10:54.858310938 CET
Mar 16, 2021 15:10:54.858331919 CET
Mar 16, 2021 15:10:54.858336926 CET
Mar 16, 2021 15:10:54.858355999 CET
Mar 16, 2021 15:10:54.858364105 CET
Mar 16, 2021 15:10:54.858366966 CET
Mar 16, 2021 15:10:54.858426094 CET
Mar 16, 2021 15:10:54.858428955 CET
Mar 16, 2021 15:10:54.858444929 CET
Mar 16, 2021 15:10:54.858455896 CET
Mar 16, 2021 15:10:54.948226929 CET
Mar 16, 2021 15:10:54.948261976 CET
Mar 16, 2021 15:10:54.948283911 CET
Mar 16, 2021 15:10:54.948307991 CET
Mar 16, 2021 15:10:54.948332071 CET
Mar 16, 2021 15:10:54.948513985 CET
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Source Port

49712
443
443
443
443
443
443
49712
443
49713
443
49712
49712
443
49713
443
49712
49713
49712
49712
443
443
443
49712
443
49713
443
49712
443
49713
443
49712
49712
443
443
443
49712
443
49712
49712
443
443
443
443
443
443
49712
443
443
49712
443
49712
49712
49712
49712
49712
49712
443
443
443
443
443
49712

Dest Port

443
49713
49712
49712
49713
49713
49713
443
49712
443
49712
443
443
49713
443
49712
443
443
443
443
49712
49713
49712
443
49713
443
49712
443
49713
443
49712
443
443
49712
49712
49712
443
49712
443
443
49712
49712
49712
49712
49712
49712
443
49712
49712
443
49712
443
443
443
443
443
443
49712
49712
49712
49712
49712
443

Source IP

192.168.2.6
194.145.121.90
194.145.121.90
194.145.121.90
194.145.121.90
194.145.121.90
194.145.121.90
192.168.2.6
194.145.121.90
192.168.2.6
194.145.121.90
192.168.2.6
192.168.2.6
194.145.121.90
192.168.2.6
194.145.121.90
192.168.2.6
192.168.2.6
192.168.2.6
192.168.2.6
194.145.121.90
194.145.121.90
194.145.121.90
192.168.2.6
194.145.121.90
192.168.2.6
194.145.121.90
192.168.2.6
194.145.121.90
192.168.2.6
194.145.121.90
192.168.2.6
192.168.2.6
194.145.121.90
194.145.121.90
194.145.121.90
192.168.2.6
194.145.121.90
192.168.2.6
192.168.2.6
194.145.121.90
194.145.121.90
194.145.121.90
194.145.121.90
194.145.121.90
194.145.121.90
192.168.2.6
194.145.121.90
194.145.121.90
192.168.2.6
194.145.121.90
192.168.2.6
192.168.2.6
192.168.2.6
192.168.2.6
192.168.2.6
192.168.2.6
194.145.121.90
194.145.121.90
194.145.121.90
194.145.121.90
194.145.121.90
192.168.2.6

Dest IP

194.145.121.90
192.168.2.6
192.168.2.6
192.168.2.6
192.168.2.6
192.168.2.6
192.168.2.6
194.145.121.90
192.168.2.6
194.145.121.90
192.168.2.6
194.145.121.90
194.145.121.90
192.168.2.6
194.145.121.90
192.168.2.6
194.145.121.90
194.145.121.90
194.145.121.90
194.145.121.90
192.168.2.6
192.168.2.6
192.168.2.6
194.145.121.90
192.168.2.6
194.145.121.90
192.168.2.6
194.145.121.90
192.168.2.6
194.145.121.90
192.168.2.6
194.145.121.90
194.145.121.90
192.168.2.6
192.168.2.6
192.168.2.6
194.145.121.90
192.168.2.6
194.145.121.90
194.145.121.90
192.168.2.6
192.168.2.6
192.168.2.6
192.168.2.6
192.168.2.6
192.168.2.6
194.145.121.90
192.168.2.6
192.168.2.6
194.145.121.90
192.168.2.6
194.145.121.90
194.145.121.90
194.145.121.90
194.145.121.90
194.145.121.90
194.145.121.90
192.168.2.6
192.168.2.6
192.168.2.6
192.168.2.6
192.168.2.6
194.145.121.90

Page 48 of 52



Timestamp

Mar 16, 2021 15:10:54.948539972 CET
Mar 16, 2021 15:10:54.948544025 CET
Mar 16, 2021 15:10:54.948546886 CET
Mar 16, 2021 15:10:55.038815975 CET
Mar 16, 2021 15:10:55.039010048 CET
Mar 16, 2021 15:10:55.153352022 CET
Mar 16, 2021 15:10:55.175884008 CET
Mar 16, 2021 15:10:55.187973976 CET
Mar 16, 2021 15:10:55.189374924 CET
Mar 16, 2021 15:10:55.243006945 CET
Mar 16, 2021 15:10:55.243486881 CET
Mar 16, 2021 15:10:55.243652105 CET
Mar 16, 2021 15:10:55.243664026 CET
Mar 16, 2021 15:10:55.243829966 CET
Mar 16, 2021 15:10:55.265933037 CET
Mar 16, 2021 15:10:55.266228914 CET
Mar 16, 2021 15:10:55.266261101 CET
Mar 16, 2021 15:10:55.266285896 CET
Mar 16, 2021 15:10:55.266308069 CET
Mar 16, 2021 15:10:55.266330957 CET
Mar 16, 2021 15:10:55.266359091 CET
Mar 16, 2021 15:10:55.266376972 CET
Mar 16, 2021 15:10:55.266416073 CET
Mar 16, 2021 15:10:55.266438961 CET
Mar 16, 2021 15:10:55.266452074 CET
Mar 16, 2021 15:10:55.278126001 CET
Mar 16, 2021 15:10:55.279649019 CET
Mar 16, 2021 15:10:55.279850006 CET
Mar 16, 2021 15:10:55.279855967 CET
Mar 16, 2021 15:10:55.357086897 CET

DNS Queries

Timestamp

Mar 16, 2021 15:10:53.911525965 CET
Mar 16, 2021 15:10:55.406521082 CET
Mar 16, 2021 15:10:55.407223940 CET
Mar 16, 2021 15:10:57.549588919 CET
Mar 16, 2021 15:11:11.623158932 CET
Mar 16, 2021 15:11:13.554687977 CET
Mar 16, 2021 15:11:14.409001112 CET
Mar 16, 2021 15:11:14.787370920 CET

Mar 16, 2021 15:11:14.968103886 CET

Mar 16, 2021 15:11:15.972935915 CET

Mar 16, 2021 15:11:18.638382912 CET
Mar 16, 2021 15:11:18.888709068 CET
Mar 16, 2021 15:11:19.035918951 CET
Mar 16, 2021 15:11:19.817634106 CET

Mar 16, 2021 15:11:24.398178101 CET

DNS Answers

Copyright Joe Security LLC 2021

Source IP

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

Source Port
49712
49712
49712
443
49712
49712
49713
49714
49715
443
443
443
49712
49712
443
443
443
443
443
443
443
49713
49713
49713
49713
443
443
49715
49714
443

Dest IP
8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Dest Port
443
443
443
49712
443
443
443
443
443
49712
49712
49712
443
443
49713
49713
49713
49713
49713
49713
49713
443
443
443
443
49714
49715
443
443
49713

Trans ID

0x2232

0xb8c4

0x1817

0xe2f3

0x7cf4

0xdbb6

0x25ee

Oxfbf6

0x5076

0x65d6

0x5944

0x2dcl

0x700f

0x585¢

0x2042

Source IP
192.168.2.6
192.168.2.6
192.168.2.6
194.145.121.90
192.168.2.6
192.168.2.6
192.168.2.6
192.168.2.6
192.168.2.6
194.145.121.90
194.145.121.90
194.145.121.90
192.168.2.6
192.168.2.6
194.145.121.90
194.145.121.90
194.145.121.90
194.145.121.90
194.145.121.90
194.145.121.90
194.145.121.90
192.168.2.6
192.168.2.6
192.168.2.6
192.168.2.6
194.145.121.90
194.145.121.90
192.168.2.6
192.168.2.6
194.145.121.90

OP Code
Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
(0)
Standard query
(0)
Standard query
(0)
Standard query
(0)
Standard query
(0)

Name

www.novoba
nco.pt

webcare.by
side.com

cdn.cookie
law.org

s1.byside.com

www.novoba
nco.pt

onetrust.com

www.onetru
st.com

fast.wistia.com

onetrust-d
ev.web.one
trust.dev

onetrust.c
loudflarea
ccess.com

snap.licdn.com

geolocatio
n.onetrust.com

px.ads.lin
kedin.com

www.linked
in.com

grmtech.net

Dest IP
194.145.121.90
194.145.121.90
194.145.121.90
192.168.2.6
194.145.121.90
194.145.121.90
194.145.121.90
194.145.121.90
194.145.121.90
192.168.2.6
192.168.2.6
192.168.2.6
194.145.121.90
194.145.121.90
192.168.2.6
192.168.2.6
192.168.2.6
192.168.2.6
192.168.2.6
192.168.2.6
192.168.2.6
194.145.121.90
194.145.121.90
194.145.121.90
194.145.121.90
192.168.2.6
192.168.2.6
194.145.121.90
194.145.121.90
192.168.2.6

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP

Mar 16, 2021 8.8.8.8
15:10:53.971029997
CET

Mar 16, 2021 8.8.8.8
15:10:55.459831953
CET

Mar 16, 2021 8.8.8.8
15:10:55.459831953
CET

Mar 16, 2021 8.8.8.8
15:10:55.463538885
CET

Mar 16, 2021 8.8.8.8
15:10:57.616831064
CET

Mar 16, 2021 8.8.8.8
15:10:57.616831064
CET

Mar 16, 2021 8.8.8.8
15:10:57.616831064
CET

Mar 16, 2021 8.8.8.8
15:10:57.616831064
CET

Mar 16, 2021 8.8.8.8
15:11:11.680192947
CET

Mar 16, 2021 8.8.8.8
15:11:13.604476929
CET

Mar 16, 2021 8.8.8.8
15:11:13.604476929
CET

Mar 16, 2021 8.8.8.8
15:11:14.470688105
CET

Mar 16, 2021 8.8.8.8
15:11:14.470688105
CET

Mar 16, 2021 8.8.8.8
15:11:14.837622881
CET

Mar 16, 2021 8.8.8.8
15:11:15.040817976
CET

Mar 16, 2021 8.8.8.8
15:11:15.040817976
CET

Mar 16, 2021 8.8.8.8
15:11:16.036081076
CET

Mar 16, 2021 8.8.8.8
15:11:16.036081076
CET

Mar 16, 2021 8.8.8.8
15:11:18.696989059
CET

Mar 16, 2021 8.8.8.8
15:11:18.937351942
CET

Mar 16, 2021 8.8.8.8
15:11:18.937351942
CET

Mar 16, 2021 8.8.8.8
15:11:19.097541094
CET

Mar 16, 2021 8.8.8.8
15:11:19.097541094
CET

Mar 16, 2021 8.8.8.8
15:11:19.097541094
CET

Mar 16, 2021 8.8.8.8
15:11:19.097541094
CET

Mar 16, 2021 8.8.8.8
15:11:19.868057966
CET
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Dest IP
192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

Trans ID

0x2232

0x1817

0x1817

0xb8c4

0xe2f3

0xe2f3

0xe2f3

0xe2f3

0x7cf4

0xdbb6

0xdbb6

0x25ee

0x25ee

Oxfbf6

0x5076

0x5076

0x65d6

0x65d6

0x5944

0x2dcl

0x2dcl

0x700f

0x700f

0x700f

0x700f

0x585¢

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

www.novoba
nco.pt

cdn.cookie
law.org

cdn.cookie
law.org

webcare.by
side.com

s1.byside.com

s1.byside.com

s1.byside.com

s1.byside.com

www.novoba
nco.pt

onetrust.com

onetrust.com

www.onetru
st.com

www.onetru
st.com

fast.wistia.com

onetrust-d
ev.web.one
trust.dev

onetrust-d
ev.web.one
trust.dev

onetrust.c
loudflarea
ccess.com

onetrust.c
loudflarea
ccess.com

snap.licdn.com  wildcard.licdn.com.edgek

geolocatio
n.onetrust.com

geolocatio
n.onetrust.com

px.ads.lin
kedin.com

mix.linkedin.com

glb-na.mix
.linkedin.com

pop-esvs.m
ix.linkedin.com

www.linked
in.com

CName

dualstack.f4.shared.globa

|.fastly.net

ey.net

mix.linkedin.com

glb-na.mix.linkedin.com

pop-

esv5.mix.linkedin.com

www-linkedin-com.I-
0005.I-msedge.net

Address
194.145.121.90

104.16.149.64

104.16.148.64

62.28.184.69

62.28.184.74

62.28.184.71

62.28.184.76

62.28.184.75

194.145.121.90

104.20.185.68

104.20.184.68

104.20.185.68

104.20.184.68

104.18.1.153

104.18.0.153

104.19.194.29

104.19.195.29

104.20.184.68

104.20.185.68

108.174.11.37

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP Dest IP

Mar 16, 2021 8.8.8.8
15:11:24.446774006
CET

192.168.2.6

Code Manipulations

Statistics

Behavior

o)

Click to jump to process

System Behavior

Reply Code
No error (0)

Name CName Address Type

grmtech.net

@ iexplore.exe
@ iexplore.exe

Class

93.190.67.182 A (IP address)  IN (0x0001)

Analysis Process: iexplore.exe PID: 4808 Parent PID: 792

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Path

File Path

File Path
Copyright Joe Security LLC 2021

15:10:52

16/03/2021

C:\Program Files\internet exploreniexplore.exe

false

‘C:\Program Files\Internet Exploreniexplore.exe' -Embedding
0x7ff721e20000

823560 bytes

6465CB92B25A7BC1DF8E01D8AC5E7596

true

true

C, C++ or other language

low
Access Attributes Options Completion
Length Value Ascii Completion
Offset Length Completion

Source
Count Address Symbol

Source
Count Address Symbol

Source
Count Address Symbol
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Registry Activities

Source
Key Path Completion Count Address Symbol
Source
Key Path Name Type Data Completion Count Address Symbol
Source
Key Path Name Type Old Data New Data Completion Count Address Symbol
Analysis Process: iexplore.exe PID: 724 Parent PID: 4808
General
Start time: 15:10:52
Start date: 16/03/2021
Path: C:\Program Files (x86)\Internet Explorer\iexplore.exe
Wow64 process (32bit): true
Commandline: 'C:\Program Files (x86)\Internet Explore'\lIEXPLORE.EXE' SCODEF:4808 CREDAT:17410
Iprefetch:2
Imagebase: 0xd90000
File size: 822536 bytes
MDS5 hash: 071277CC2E3DF41EEEA8013E2AB58D5A
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Reputation: low
File Activities
Source
File Path Access Attributes Options Completion Count Address Symbol
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
Source
File Path Offset Length Completion Count Address Symbol
Registry Activities
Source
Key Path Completion Count Address Symbol
Source
Key Path Name Type Data Completion Count Address Symbol
Source
Key Path Name Type Old Data New Data Completion Count Address Symbol

Disassembly
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