
ID: 371828
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Time: 08:00:56
Date: 19/03/2021
Version: 31.0.0 Emerald
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Analysis Report https://toronto.ctvnews.ca/ontario-slashes-gathering-sizes-for-entire-province-as-alarm-bells-ring-over-covid-19-spike-1.5111784…

Overview

General Information

Sample URL: https://toronto.ctvne
ws.ca/ontario-slashes-gath
ering-sizes-for-entire-provi
nce-as-alarm-bells-ring-ov
er-covid-19-spike-1.51117
84

Analysis ID: 371828

Infos:

Most interesting Screenshot:

Detection

Score: 0

Range: 0 - 100

Whitelisted: false

Confidence: 80%

Signatures

No high impact signatures.

Classification

Malware Configuration

Yara Overview

Sigma Overview

No Sigma rule has matched

Signature Overview

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

iexplore.exe (PID: 2968 cmdline: 'C:\Program Files\Internet Explorer\iexplore.exe' -Embedding MD5: 6465CB92B25A7BC1DF8E01D8AC5E7596)

iexplore.exe (PID: 5140 cmdline: 'C:\Program Files (x86)\Internet Explorer\IEXPLORE.EXE' SCODEF:2968 CREDAT:17410 /prefetch:2 MD5: 

071277CC2E3DF41EEEA8013E2AB58D5A)
cleanup

No configs have been found

No yara matches

Startup
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• Compliance

• Networking

• System Summary

• Malware Analysis System Evasion

Click to jump to signature section

There are no malicious signatures, There are no malicious signatures, click here to show all signaturesclick here to show all signatures ..

Mitre Att&ck Matrix
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Behavior Graph

ID: 371828

URL: https://toronto.ctvnews.ca/...

Startdate: 19/03/2021

Architecture: WINDOWS

Score: 0

static.ctvnews.ca

iexplore.exe

13 79

        started       

iexplore.exe

9 501

        started       

googleads.g.doubleclick.net

142.250.185.194, 443, 49927, 49928

GOOGLEUS

United States

partnerad.l.doubleclick.net

216.58.215.226, 443, 49744, 49745

GOOGLEUS

United States

110 other IPs or domains

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Screenshots
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Source Detection Scanner Label Link

https://toronto.ctvnews.ca/ontario-slashes-gathering-sizes-for-entire-province-as-alarm-bells-ring-
over-covid-19-spike-1.5111784

0% Avira URL Cloud safe

No Antivirus matches

No Antivirus matches

Source Detection Scanner Label Link

ping.chartbeat.net 0% Virustotal Browse

confiant-integrations.global.ssl.fastly.net 0% Virustotal Browse

mabping.chartbeat.net 0% Virustotal Browse

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files

Domains

URLs

Copyright Joe Security LLC 2021 Page 7 of 93

https://www.virustotal.com/gui/url/c391bbd3ffcc7367ccec7af1e2887d4bc6b9f22623598b2a1b3e55f77a83b524/detection/u-c391bbd3ffcc7367ccec7af1e2887d4bc6b9f22623598b2a1b3e55f77a83b524-1616115622
https://www.virustotal.com/gui/url/008ef8c42112c687d381cef7c0decd6be30a6a16c0b96b7864177e0fc067ac34/detection/u-008ef8c42112c687d381cef7c0decd6be30a6a16c0b96b7864177e0fc067ac34-1616136106
https://www.virustotal.com/gui/url/84fd121af44097207f342be54119d7119a1246434702d670da6cf5e0a1ca1193/detection/u-84fd121af44097207f342be54119d7119a1246434702d670da6cf5e0a1ca1193-1614647802


Source Detection Scanner Label Link

https://confiant-integrations.freetls.fastly.net/cdt/ 0% Avira URL Cloud safe

www.ctvalberta.ca/ 0% Avira URL Cloud safe

leandrovieira.com 0% Avira URL Cloud safe

https://openjsf.org/ 0% URL Reputation safe

https://openjsf.org/ 0% URL Reputation safe

https://openjsf.org/ 0% URL Reputation safe

wictvfile.cms.9c9media.net/fileserver/file/156947/filename/20110401-470-bell-media-jpg 0% Avira URL Cloud safe

www.huddletogether.com/projects/lightbox2/) 0% Avira URL Cloud safe

ctvnews.cookieless.ca/bellmedia/common/img/elections/partyName-bg_lt-blue.jpg 0% Avira URL Cloud safe

https://tru.am/scripts/custom/ctvnews.js 0% Avira URL Cloud safe

https://www.bnnbloomberg.ca/want-a-happier-workforce-provide-better-benefits-1.1529528 0% Avira URL Cloud safe

www.wikipedia.com/ 0% URL Reputation safe

www.wikipedia.com/ 0% URL Reputation safe

www.wikipedia.com/ 0% URL Reputation safe

https://www.bnnbloomberg.ca/partners-in-performance-one-on-one-with-phil-taller-1.1510005 0% Avira URL Cloud safe

Name IP Active Malicious Antivirus Detection Reputation

www.googletagservices.com 216.58.215.226 true false high

d1n0xl2kej0ebw.cloudfront.net 99.86.159.26 true false high

dcs-edge-irl1-876252164.eu-west-
1.elb.amazonaws.com

54.195.23.91 true false high

d3f7zc5bbfci5.cloudfront.net 99.86.163.177 true false high

ping.chartbeat.net 18.206.143.246 true false 0%, Virustotal, Browse unknown

scontent.xx.fbcdn.net 185.60.216.19 true false high

idsync.rlcdn.com 35.244.174.68 true false high

d10jk3zb4x05up.cloudfront.net 13.226.169.41 true false high

api.rlcdn.com 34.120.133.55 true false high

confiant-integrations.global.ssl.fastly.net 151.101.1.194 true false 0%, Virustotal, Browse unknown

cm.g.doubleclick.net 216.58.215.226 true false high

match-1943069928.eu-west-1.elb.amazonaws.com 52.50.156.162 true false high

bidder.am5.vip.prod.criteo.com 178.250.2.131 true false high

star-mini.c10r.facebook.com 185.60.216.35 true false high

pagead46.l.doubleclick.net 172.217.168.66 true false high

static.am5.vip.prod.criteo.net 178.250.2.130 true false high

mabping.chartbeat.net 52.73.84.222 true false 0%, Virustotal, Browse unknown

ssp-ats-prod-eu-central-1.one-mobile-
prod.aws.oath.cloud

52.28.203.152 true false unknown

aax-eu.amazon-adsystem.com 52.95.116.38 true false high

tag-terraform-elb-1705565586.eu-central-
1.elb.amazonaws.com

3.126.239.96 true false high

cdn.permutive.com 104.19.149.54 true false high

gum.par.vip.prod.criteo.com 178.250.0.157 true false high

cs491.wac.edgecastcdn.net 192.229.233.25 true false high

tru.am 104.26.3.116 true false unknown

d1ykf07e75w7ss.cloudfront.net 99.86.162.13 true false high

partnerad.l.doubleclick.net 216.58.215.226 true false high

googleads.g.doubleclick.net 142.250.185.194 true false high

s.ad.smaato.net 13.226.169.83 true false high

ib.anycast.adnxs.com 185.33.221.14 true false high

prod-ash-usermatch-1919559762.us-east-
1.elb.amazonaws.com

34.205.120.60 true false high

load-euw1.exelator.com 54.78.254.47 true false high

prod-dub-beacon-1484770602.eu-west-
1.elb.amazonaws.com

34.246.207.243 true false high

prod.ups-ats.eu-central-1.aolp-ds-
prd.aws.oath.cloud

18.156.0.31 true false unknown

prod-ash-beacon-1960876484.us-east-
1.elb.amazonaws.com

34.234.127.242 true false high

aa-agkn-com-https-1893222849.eu-west-
2.elb.amazonaws.com

18.132.239.61 true false high

Domains and IPs

Contacted Domains
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https://www.virustotal.com/gui/url/c391bbd3ffcc7367ccec7af1e2887d4bc6b9f22623598b2a1b3e55f77a83b524/detection/u-c391bbd3ffcc7367ccec7af1e2887d4bc6b9f22623598b2a1b3e55f77a83b524-1616115622
https://www.virustotal.com/gui/url/008ef8c42112c687d381cef7c0decd6be30a6a16c0b96b7864177e0fc067ac34/detection/u-008ef8c42112c687d381cef7c0decd6be30a6a16c0b96b7864177e0fc067ac34-1616136106
https://www.virustotal.com/gui/url/84fd121af44097207f342be54119d7119a1246434702d670da6cf5e0a1ca1193/detection/u-84fd121af44097207f342be54119d7119a1246434702d670da6cf5e0a1ca1193-1614647802


nado-ecs-lb-eu-west-1-587487851.eu-west-
1.elb.amazonaws.com

52.50.244.146 true false high

securepubads.g.doubleclick.net unknown unknown false high

auth.9c9media.ca unknown unknown false unknown

cdn.krxd.net unknown unknown false high

mb.moatads.com unknown unknown false unknown

dx.bigsea.weborama.com unknown unknown false high

secure.adnxs.com unknown unknown false high

js.agkn.com unknown unknown false high

capi.9c9media.com unknown unknown false unknown

cm.everesttech.net unknown unknown false high

z.moatads.com unknown unknown false unknown

platform.twitter.com unknown unknown false high

static.criteo.net unknown unknown false high

match.adsrvr.org unknown unknown false high

consumer.krxd.net unknown unknown false high

m.addthis.com unknown unknown false high

c2shb.ssp.yahoo.com unknown unknown false high

www.ctvnews.ca unknown unknown false high

assets.adobedtm.com unknown unknown false high

connect.facebook.net unknown unknown false high

px.moatads.com unknown unknown false unknown

usermatch.krxd.net unknown unknown false high

ssum-sec.casalemedia.com unknown unknown false high

js-sec.indexww.com unknown unknown false unknown

stags.bluekai.com unknown unknown false high

sb.scorecardresearch.com unknown unknown false unknown

beacon.scorecardresearch.com unknown unknown false unknown

pixel.mathtag.com unknown unknown false high

htlb.casalemedia.com unknown unknown false high

ups.analytics.yahoo.com unknown unknown false high

static.chartbeat.com unknown unknown false high

kr.ixiaa.com unknown unknown false unknown

d.agkn.com unknown unknown false high

adservice.google.co.uk unknown unknown false unknown

geo.moatads.com unknown unknown false unknown

beta.ctvnews.ca unknown unknown false high

toronto.ctvnews.ca unknown unknown false high

gum.criteo.com unknown unknown false high

jslog.krxd.net unknown unknown false high

r.nexac.com unknown unknown false unknown

static.ctvnews.ca unknown unknown false high

dpm.demdex.net unknown unknown false high

aa.agkn.com unknown unknown false high

as-sec.casalemedia.com unknown unknown false high

www.facebook.com unknown unknown false high

bidder.criteo.com unknown unknown false high

c.amazon-adsystem.com unknown unknown false high

s7.addthis.com unknown unknown false high

bellmedia.demdex.net unknown unknown false high

beacon.krxd.net unknown unknown false high

idp.securetve.com unknown unknown false high

api-public.addthis.com unknown unknown false high

ib.adnxs.com unknown unknown false high

loadm.exelator.com unknown unknown false high

static.agkn.com unknown unknown false high

Name IP Active Malicious Antivirus Detection Reputation

Name Malicious Antivirus Detection Reputation

https://toronto.ctvnews.ca/ false high

https://instagram.com/ctvtoronto false high

https://reddit.com/submit?url=https://toronto.ctvnews.ca/ontario-slashes-gathering-sizes-
for-entire-province-as-alarm-bells-ring-over-covid-19-spike-1.5111784&title=Ontario slashes 
gathering sizes for entire province as alarm bells ring over COVID-19 spike

false high

Contacted URLs
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Name Source Malicious Antivirus Detection Reputation

https://confiant-integrations.freetls.fastly.net/cdt/ wrap[1].js.3.dr false Avira URL Cloud: safe unknown

https://www.ctvnews.ca/polopoly_fs/1.5312034.1613535292
coronavirus-player-7[1].htm.3.dr false high

https://twitter.com/ctvnews coronavirus[1].htm.3.dr false high

https://www.ctvnews.ca/rss/ctvnews-ca-covid-all-news-
tag-driven-1.4866013

coronavirus[1].htm.3.dr, ctvnews-ca-covi
d-all-news-tag-driven-1[1].xml.3.dr

false high

https://toronto.ctvnews.ca/this-is-the-full-list-of-people-
eligible-for-covid-19-vaccines-in-phase-2

ontario-slashes-gathering-sizes-for-enti
re-province-as-alarm-bells-ring-over-cov
id-19-spike-1[1].htm.3.dr

false high

https://toronto.ctvnews.ca/canadians-are-spending-less-
and-avoiding-cash-during-pandemic-report-1.53

YNTWJAH3.htm.3.dr false high

https://www.ctvnews.ca/polopoly_fs/1.5292462.1612290133
coronavirus-player-7[1].htm.3.dr false high

https://www.ctvnews.ca/polopoly_fs/1.5352863.1616095916
YNTWJAH3.htm.3.dr false high

www.ctvalberta.ca/ sean-davidson-1[1].htm.3.dr false Avira URL Cloud: safe unknown

leandrovieira.com jquery.lightbox-0.4.min[1].js.3.dr false Avira URL Cloud: safe unknown

https://static.ctvnews.ca/bellmedia/ctvnews/img/fav-
icons-2019/64x64-CTVNews-Icon.ico

ontario-slashes-gathering-sizes-for-enti
re-province-as-alarm-bells-ring-over-cov
id-19-spike-1[1].htm.3.dr

false high

https://twitter.com/share/more/bios/sean-davidson-1.4X {055635E9-88C4-11EB-90E5-ECF4B
B570DC9}.dat.1.dr

false high

www.bellmedia.ca/en/toc.html sean-davidson-1[1].htm.3.dr false high

https://www.ctvnews.ca/health/coronavirus/j-j-
developing-several-next-generation-covid-19-vaccines-s

canada-finalizing-deal-with-u-s-for-1-5m-
doses-of-the-astrazeneca-vaccine-1[1].h
tm.3.dr

false high

https://toronto.ctvnews.ca/more/bios/sean-davidson-
1.4670847?contactForm=true

~DF0CE78D99C11524C3.TMP.1.dr false high

https://regina.ctvnews.ca/ YNTWJAH3.htm.3.dr false high

https://www.ctvnews.ca/health/coronavirus coronavirus[1].htm.3.dr, canada-finalizi
ng-deal-with-u-s-for-1-5m-doses-of-the-a
strazeneca-vaccine-1[1].htm.3.dr, ontari
o-slashes-gathering-sizes-for-entire-pro
vince-as-alarm-bells-ring-over-covid-19-
spike-1[1].htm.3.dr

false high

www.shaw.ca/ init[1].js.3.dr false high

https://www.ctvnews.ca/health/coronavirus/moderna-
plans-to-test-its-covid-19-vaccine-on-canadian-chi

coronavirus[1].htm.3.dr, canada-finalizi
ng-deal-with-u-s-for-1-5m-doses-of-the-a
strazeneca-vaccine-1[1].htm.3.dr

false high

https://www.ctvnews.ca/polopoly_fs/1.4693935 ontario-slashes-gathering-sizes-for-enti
re-province-as-alarm-bells-ring-over-cov
id-19-spike-1[1].htm.3.dr

false high

https://openjsf.org/ clientlib-news-site.min.bb6742
4391af21ed2b476c417718cfe2[1].js.3.dr

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

https://aax-eu.amazon-adsystem.com/s/ecm3?
id=5003214223250065627&ex=districtm

~DF0CE78D99C11524C3.TMP.1.dr false high

https://www.ctvnews.ca/polopoly_fs/1.4821090.1582242646
coronavirus[1].htm.3.dr, canada-finalizi
ng-deal-with-u-s-for-1-5m-doses-of-the-a
strazeneca-vaccine-1[1].htm.3.dr

false high

https://www.ctvnews.ca/ sean-davidson-1[1].htm.3.dr, coronavirus
[1].htm.3.dr, YNTWJAH3.htm.3.dr

false high

https://static.ctvnews.ca/bellmedia/common/js/videoPlayer.vidi
.js

coronavirus-player-7[1].htm.3.dr false high

https://www.ctvnews.ca/polopoly_fs/1.4783916.1580052167
YNTWJAH3.htm.3.dr, ontario-slashes-
gathering-sizes-for-entire-province-as-
alarm-bells-ring-over-covid-19-spike-
1[1].htm.3.dr

false high

https://toronto.ctvnews.ca/rss/ctv-toronto-happening-
now-1.5114046

sean-davidson-1[1].htm.3.dr, Y
NTWJAH3.htm.3.dr

false high

https://toronto.ctvnews.ca/video?clipId=2162820" YNTWJAH3.htm.3.dr false high

www.opensource.org/licenses/GPL-2.0 jquery.cookie[1].js.3.dr false high

https://gum.criteo.com/syncframe?
topUrl=toronto.ctvnews.ca

~DF0CE78D99C11524C3.TMP.1.dr false high

https://www.ctvnews.ca/polopoly_fs/1.5277016.1611269269
coronavirus-player-7[1].htm.3.dr false high

wictvfile.cms.9c9media.net/fileserver/file/156947/filename/201
10401-470-bell-media-jpg

sean-davidson-1[1].htm.3.dr false Avira URL Cloud: safe unknown

https://toronto.ctvnews.ca/ontario-logs-more-than-1-500-
new-covid-19-cases-for-second-straight-day-1

YNTWJAH3.htm.3.dr false high

URLs from Memory and Binaries
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https://static.ctvnews.ca/bellmedia/common/js/videoNavigation
.js

coronavirus-player-7[1].htm.3.dr, canada
-finalizing-deal-with-u-s-for-1-5m-doses-
of-the-astrazeneca-vaccine-1[1].htm.3.dr

false high

https://www.ctvnews.ca/polopoly_fs/1.5314530.1615970210
coronavirus[1].htm.3.dr, canada-finalizi
ng-deal-with-u-s-for-1-5m-doses-of-the-a
strazeneca-vaccine-1[1].htm.3.dr

false high

https://winnipeg.ctvnews.ca/step-in-the-right-direction-
centennial-concert-hall-encouraged-by-prospe

YNTWJAH3.htm.3.dr false high

https://static.ctvnews.ca/bellmedia/ctvnews/css/webfonts/CTV
Sans-Black.otf?s=2_7104

coronavirus[1].htm.3.dr false high

https://www.ctvnews.ca/health/coronavirus/zoos-
scientists-aim-to-curb-people-giving-virus-to-animals

canada-finalizing-deal-with-u-s-for-1-5m-
doses-of-the-astrazeneca-vaccine-1[1].h
tm.3.dr, ctvnews-ca-covid-all-news-tag-d
riven-1[1].xml.3.dr

false high

https://www.bellmedia.ca/bell-media-website-terms-
conditions/

coronavirus[1].htm.3.dr, ontario-slashes-
gathering-sizes-for-entire-province-as-
alarm-bells-ring-over-covid-19-spike-1[1
].htm.3.dr

false high

https://toronto.ctvnews.ca/things-to-know-t-o/hit-the-
slopes-before-the-snow-is-gone-1.5334963

YNTWJAH3.htm.3.dr false high

https://www.ctvnews.ca/polopoly_fs/1.2302970.1611241953
YNTWJAH3.htm.3.dr false high

https://static.ctvnews.ca/bellmedia/ctvnews/css/webfonts/Flam
a-Medium.eot?#iefix&s=2_620

sean-davidson-1[1].htm.3.dr false high

https://d.agkn.com/iframe/8613/?
che=720919169&gdpr=&gdpr_consent=&ref=&bpid=bellmedia
&c=%7B%22bpid%2

~DF0CE78D99C11524C3.TMP.1.dr false high

https://instagram.com/ctvtorontob ~DF0CE78D99C11524C3.TMP.1.dr false high

https://github.com/krux/prescribe/ clientlib-news-site.min.bb6742
4391af21ed2b476c417718cfe2[1].js.3.dr

false high

https://www.ctvnews.ca/health/coronavirus/st-patrick-s-
day-revellers-appear-to-be-heeding-covid-advi

YNTWJAH3.htm.3.dr false high

https://sizzlejs.com/ clientlib-news-site.min.bb6742
4391af21ed2b476c417718cfe2[1].js.3.dr

false high

https://toronto.ctvnews.ca/video?clipId=2163198 YNTWJAH3.htm.3.dr false high

https://www.ctvnews.ca/polopoly_fs/1.5188187.1611601474
ontario-slashes-gathering-sizes-for-enti
re-province-as-alarm-bells-ring-over-cov
id-19-spike-1[1].htm.3.dr

false high

https://northernontario.ctvnews.ca/northeastern-ontario-
marks-global-recycling-day-with-trash-tips-1

YNTWJAH3.htm.3.dr false high

https://instagram.com/ctvtoronto ~DF0CE78D99C11524C3.TMP.1.dr, 
ontario-slashes-gathering-sizes-for-enti
re-province-as-alarm-bells-ring-over-cov
id-19-spike-1[1].htm.3.dr

false high

https://static.ctvnews.ca/bellmedia/ctvnews/css/webfonts/CTV
_Sans-Black.woff?s=2_620

ontario-slashes-gathering-sizes-for-enti
re-province-as-alarm-bells-ring-over-cov
id-19-spike-1[1].htm.3.dr

false high

https://knlive.ctvnews.ca/polopoly_fs/7.454763 news-7[1].css.3.dr false high

www.huddletogether.com/projects/lightbox2/) jquery.lightbox-0.4.min[1].js.3.dr false Avira URL Cloud: safe unknown

https://www.ctvnews.ca/polopoly_fs/1.5352826.1616094186
coronavirus-player-7[1].htm.3.dr false high

ctvnews.cookieless.ca/bellmedia/common/img/elections/party
Name-bg_lt-blue.jpg

ontario2014-7[1].css0.3.dr false Avira URL Cloud: safe unknown

https://www.ctvnews.ca/polopoly_fs/1.5353552.1616120929
YNTWJAH3.htm.3.dr false high

https://www.ctvnews.ca/polopoly_fs/1.5203984.1606322081
ontario-slashes-gathering-sizes-for-enti
re-province-as-alarm-bells-ring-over-cov
id-19-spike-1[1].htm.3.dr

false high

https://toronto.ctvnews.ca/traffic YNTWJAH3.htm.3.dr false high

https://toronto.ctvnews.ca/video?playlistId=1.5353262 YNTWJAH3.htm.3.dr false high

www.twitter.com/ msapplication.xml5.1.dr false high

https://static.ctvnews.ca/bellmedia/ctvnews/css/imageGallery.c
ss

sean-davidson-1[1].htm.3.dr false high

saskatoon.ctvnews.ca/prince-albert sean-davidson-1[1].htm.3.dr, Y
NTWJAH3.htm.3.dr

false high

https://d.agkn.com/iframe/8613/?
che=473609438&gdpr=&gdpr_consent=&ref=&bpid=bellmedia
&c=%7B%22bpid%2

~DF0CE78D99C11524C3.TMP.1.dr false high

https://toronto.ctvnews.ca/video?playlistId=1.5351081 YNTWJAH3.htm.3.dr false high

https://tru.am/scripts/custom/ctvnews.js sean-davidson-1[1].htm.3.dr, coronavirus
[1].htm.3.dr

false Avira URL Cloud: safe unknown

Name Source Malicious Antivirus Detection Reputation
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https://www.ctvnews.ca/health/coronavirus/covid-19-in-
the-u-s-how-do-canada-s-provinces-rank-against

coronavirus[1].htm.3.dr false high

https://www.ctvnews.ca/polopoly_fs/1.5345551.1615592013
YNTWJAH3.htm.3.dr, ontario-slashes-
gathering-sizes-for-entire-province-as-
alarm-bells-ring-over-covid-19-spike-
1[1].htm.3.dr

false high

https://twitter.com/SeanDavidson_os/sean-davidson-
1.4670847

~DF0CE78D99C11524C3.TMP.1.dr false high

https://platform.twitter.com/widgets.js canada-finalizing-deal-with-u-s-for-1-5m-
doses-of-the-astrazeneca-vaccine-1[1].h
tm.3.dr, ontario-slashes-gathering-sizes-
for-entire-province-as-alarm-bells-ring-
over-covid-19-spike-1[1].htm.3.dr

false high

bdugraphics.bellmedia.ca/bellaliant_northerntel.png init[1].js.3.dr false high

https://www.ctvnews.ca/health/coronavirus/woman-95-
totally-incapacitated-after-receiving-3-doses-of-

coronavirus[1].htm.3.dr, canada-finalizi
ng-deal-with-u-s-for-1-5m-doses-of-the-a
strazeneca-vaccine-1[1].htm.3.dr

false high

https://www.ctvnews.ca/polopoly_fs/1.5271121.1610994383
coronavirus[1].htm.3.dr false high

https://static.ctvnews.ca/bellmedia/common/css/plugins/slick.c
ss

coronavirus[1].htm.3.dr, ontario-slashes-
gathering-sizes-for-entire-province-as-
alarm-bells-ring-over-covid-19-spike-1[1
].htm.3.dr

false high

https://calgary.ctvnews.ca/lethbridge YNTWJAH3.htm.3.dr false high

www.ctv.ca/rss/ ctvnews-ca-covid-all-news-tag-driven-1[1
].xml.3.dr

false high

https://edmonton.ctvnews.ca/mcdavid-scores-twice-
edmonton-oilers-edge-winnipeg-jets-2-1-1.5353615

YNTWJAH3.htm.3.dr false high

https://www.ctvnews.ca/politics/feds-extending-canada-
recovery-benefit-eligibility-by-12-weeks-1.531

canada-finalizing-deal-with-u-s-for-1-5m-
doses-of-the-astrazeneca-vaccine-1[1].h
tm.3.dr

false high

https://www.bnnbloomberg.ca/want-a-happier-
workforce-provide-better-benefits-1.1529528

289d106c-df24-4cd9-a9fa-753e92
8c23ad-web[1].js.3.dr

false Avira URL Cloud: safe unknown

https://www.ctvnews.ca/entertainment/so-much-money-
was-sent-to-our-dope-man-honey-boo-boo-s-mom-spen

YNTWJAH3.htm.3.dr false high

https://toronto.ctvnews.ca/don-t-get-this-wrong-
statistician-says-no-doubt-third-wave-has-started-in

ontario-slashes-gathering-sizes-for-enti
re-province-as-alarm-bells-ring-over-cov
id-19-spike-1[1].htm.3.dr

false high

bdugraphics.bellmedia.ca/rogers.png init[1].js.3.dr false high

https://www.ctvnews.ca/polopoly_fs/1.4894117.1586801889
canada-finalizing-deal-with-u-s-for-1-5m-
doses-of-the-astrazeneca-vaccine-1[1].h
tm.3.dr

false high

https://london.ctvnews.ca/ YNTWJAH3.htm.3.dr false high

https://www.ctv.ca/about sean-davidson-1[1].htm.3.dr false high

https://twitter.com/share/more/bios/sean-davidson-
1.4670847?contactForm=true

~DF0CE78D99C11524C3.TMP.1.dr false high

https://ottawa.ctvnews.ca/sports-teams-prepare-for-new-
game-plan-as-ottawa-moves-into-red-zone-1.535

YNTWJAH3.htm.3.dr false high

https://toronto.ctvnews.ca/rss/ctv-news-toronto-featured-
1.3981340

sean-davidson-1[1].htm.3.dr false high

https://www.ctvnews.ca/sci-tech/nasa-completes-
engine-test-firing-of-moon-rocket-on-2nd-try-1.535339

YNTWJAH3.htm.3.dr false high

https://static.ctvnews.ca/bellmedia/ctvnews/css/webfonts/CTV
_Sans-Black.woff?s=2_7104

coronavirus[1].htm.3.dr false high

barrie.ctvnews.ca/ YNTWJAH3.htm.3.dr false high

https://www.ctvnews.ca/polopoly_fs/1.4859921.1584637596
YNTWJAH3.htm.3.dr false high

www.wikipedia.com/ msapplication.xml6.1.dr false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

https://www.ctvnews.ca/video?playlistId=1.5352369 canada-finalizing-deal-with-u-s-for-1-5m-
doses-of-the-astrazeneca-vaccine-1[1].h
tm.3.dr

false high

https://www.ctvnews.ca/polopoly_fs/1.5211981.1606843675
ontario-slashes-gathering-sizes-for-enti
re-province-as-alarm-bells-ring-over-cov
id-19-spike-1[1].htm.3.dr

false high

www.ctvnews.ca/polopoly_fs/7.663868 banner-temp-7[1].css.3.dr false high

https://www.bnnbloomberg.ca/partners-in-performance-
one-on-one-with-phil-taller-1.1510005

289d106c-df24-4cd9-a9fa-753e92
8c23ad-web[1].js.3.dr

false Avira URL Cloud: safe unknown

Name Source Malicious Antivirus Detection Reputation

Contacted IPs
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No. of IPs < 25%

25% < No. of IPs < 50%

50% < No. of IPs < 75%

75% < No. of IPs

IP Domain Country Flag ASN ASN Name Malicious

178.250.0.157 gum.par.vip.prod.criteo.co
m

France 44788 ASN-CRITEO-EUROPEFR false

34.246.207.243 prod-dub-beacon-
1484770602.eu-west-
1.elb.amazonaws.com

United States 16509 AMAZON-02US false

185.33.221.52 unknown Netherlands 29990 ASN-APPNEXUS false

185.33.221.14 ib.anycast.adnxs.com Netherlands 29990 ASN-APPNEXUS false

104.26.3.116 tru.am United States 13335 CLOUDFLARENETUS false

99.86.162.13 d1ykf07e75w7ss.cloudfront
.net

United States 16509 AMAZON-02US false

52.50.156.162 match-1943069928.eu-
west-
1.elb.amazonaws.com

United States 16509 AMAZON-02US false

18.132.239.61 aa-agkn-com-https-
1893222849.eu-west-
2.elb.amazonaws.com

United States 16509 AMAZON-02US false

54.195.23.91 dcs-edge-irl1-
876252164.eu-west-
1.elb.amazonaws.com

United States 16509 AMAZON-02US false

216.58.215.226 www.googletagservices.co
m

United States 15169 GOOGLEUS false

3.126.239.96 tag-terraform-elb-
1705565586.eu-central-
1.elb.amazonaws.com

United States 16509 AMAZON-02US false

18.206.143.246 ping.chartbeat.net United States 14618 AMAZON-AESUS false

185.60.216.35 star-
mini.c10r.facebook.com

Ireland 32934 FACEBOOKUS false

18.156.0.31 prod.ups-ats.eu-central-
1.aolp-ds-
prd.aws.oath.cloud

United States 16509 AMAZON-02US false

142.250.185.194 googleads.g.doubleclick.ne
t

United States 15169 GOOGLEUS false

35.244.174.68 idsync.rlcdn.com United States 15169 GOOGLEUS false

192.229.233.25 cs491.wac.edgecastcdn.ne
t

United States 15133 EDGECASTUS false

52.50.244.146 nado-ecs-lb-eu-west-1-
587487851.eu-west-
1.elb.amazonaws.com

United States 16509 AMAZON-02US false

54.78.254.47 load-euw1.exelator.com United States 16509 AMAZON-02US false

99.86.163.177 d3f7zc5bbfci5.cloudfront.n
et

United States 16509 AMAZON-02US false

Public
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General Information

Joe Sandbox Version: 31.0.0 Emerald

Analysis ID: 371828

Start date: 19.03.2021

Start time: 08:00:56

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 6m 45s

Hypervisor based Inspection enabled: false

Report type: light

Cookbook file name: browseurl.jbs

Sample URL: https://toronto.ctvnews.ca/ontario-slashes-gatheri
ng-sizes-for-entire-province-as-alarm-bells-ring-over-co
vid-19-spike-1.5111784

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 
Update 211

Number of analysed new started processes analysed: 18

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: CLEAN

Classification: clean0.win@3/604@70/37

151.101.1.194 confiant-
integrations.global.ssl.fastl
y.net

United States 54113 FASTLYUS false

34.248.172.235 unknown United States 16509 AMAZON-02US false

52.73.84.222 mabping.chartbeat.net United States 14618 AMAZON-AESUS false

104.19.149.54 cdn.permutive.com United States 13335 CLOUDFLARENETUS false

178.250.2.130 static.am5.vip.prod.criteo.n
et

France 44788 ASN-CRITEO-EUROPEFR false

178.250.2.131 bidder.am5.vip.prod.criteo.
com

France 44788 ASN-CRITEO-EUROPEFR false

34.120.133.55 api.rlcdn.com United States 15169 GOOGLEUS false

52.28.203.152 ssp-ats-prod-eu-central-
1.one-mobile-
prod.aws.oath.cloud

United States 16509 AMAZON-02US false

13.226.169.83 s.ad.smaato.net United States 16509 AMAZON-02US false

13.226.169.41 d10jk3zb4x05up.cloudfront
.net

United States 16509 AMAZON-02US false

54.72.67.237 unknown United States 16509 AMAZON-02US false

34.234.127.242 prod-ash-beacon-
1960876484.us-east-
1.elb.amazonaws.com

United States 14618 AMAZON-AESUS false

185.60.216.19 scontent.xx.fbcdn.net Ireland 32934 FACEBOOKUS false

52.95.116.38 aax-eu.amazon-
adsystem.com

United States 16509 AMAZON-02US false

99.86.159.26 d1n0xl2kej0ebw.cloudfront.
net

United States 16509 AMAZON-02US false

34.205.120.60 prod-ash-usermatch-
1919559762.us-east-
1.elb.amazonaws.com

United States 14618 AMAZON-AESUS false

IP Domain Country Flag ASN ASN Name Malicious

IP

192.168.2.1

Private

Copyright Joe Security LLC 2021 Page 14 of 93



Cookbook Comments: Adjust boot time
Enable AMSI
Browsing link: https://toronto.ctvnews.ca/
Browsing link: http://facebook.com/ctvtoronto
Browsing link: https://twitter.com/ctvtoronto
Browsing link: https://instagram.com/ctvtoronto
Browsing link: https://toronto
.ctvnews.ca/more/bios/sean-davidson-1.4670847
Browsing link: https://twitter.com/SeanDavidson_
Browsing link: https://toronto
.ctvnews.ca/more/bios/sean-davidson-1.4670847?
contactForm=true
Browsing link: https://twitter.com/share
Browsing link: https://reddit.com/submit?
url=https://toronto.ctvnews.ca/ontario-slashes-ga
thering-sizes-for-entire-province-as-alarm-bells-
ring-over-covid-19-spike-1.5111784&amp;ti
tle=Ontario slashes gathering sizes for entire 
province as alarm bells ring over COVID-19 spike
Browsing link: https://www.ctv
news.ca/health/coronavirus
Browsing link: https://www.ctv
news.ca/health/coronavirus/coronavirus-vaccine-
tracker-how-many-people-in-canada-have-received-
shots-1.5247509

Warnings:
Exclude process from analysis (whitelisted): 
taskhostw.exe, BackgroundTransferHost.exe, 
ielowutil.exe, backgroundTaskHost.exe, 
SgrmBroker.exe, svchost.exe
TCP Packets have been reduced to 100
Created / dropped Files have been reduced to 100
Excluded IPs from analysis (whitelisted): 
204.79.197.200, 13.107.21.200, 40.88.32.150, 
93.184.220.29, 104.83.120.32, 88.221.226.164, 
184.30.21.162, 184.30.20.241, 184.30.20.234, 
151.101.2.133, 151.101.66.133, 151.101.130.133, 
151.101.194.133, 184.30.21.104, 92.122.246.111, 
2.20.84.44, 13.88.21.125, 172.217.168.2, 
99.81.11.244, 34.255.166.243, 34.250.153.194, 
34.253.145.149, 54.194.191.134, 54.171.42.33, 
92.122.247.130, 104.83.115.55, 92.122.33.192, 
172.217.168.66, 172.217.168.33, 172.217.168.1, 
2.20.85.113, 184.30.20.56, 51.104.139.180, 
23.201.243.202, 152.199.19.161, 2.20.142.210, 
2.20.142.209, 52.147.198.201, 104.83.84.120, 
172.217.168.68, 92.122.213.247, 92.122.213.194
Excluded domains from analysis (whitelisted): 
v.bellmedia.ca.edgekey.net, 
tags.bluekai.com.edgekey.net, cs9.wac.phicdn.net, 
arc.msn.com.nsatc.net, cn-
assets.adobedtm.com.edgekey.net, fs-
wildcard.microsoft.com.edgekey.net, 
e11290.dspg.akamaiedge.net, 
skypedataprdcoleus15.cloudapp.net, 
ocsp.digicert.com, www-bing-com.dual-a-0001.a-
msedge.net, 
audownload.windowsupdate.nsatc.net, 
www.google.com, watson.telemetry.microsoft.com, 
au-bg-shim.trafficmanager.net, 
e17004.i.akamaiedge.net, www.bing.com, 
idp.securetve.com.edgekey.net, pagead-
googlehosted.l.google.com, fs.microsoft.com, dual-
a-0001.a-msedge.net, 
cm.everesttech.net.akadns.net, 
d.sni.global.fastly.net, 
pagead2.googlesyndication.com, 
beacon.scorecardresearch.com.edgekey.net, 
e8037.i.akamaiedge.net, js-
sec.casalemedia.com.edgekey.net, ds-api-
public.addthis.com.edgekey.net, 
blobcollector.events.data.trafficmanager.net, 
sb.scorecardresearch.com.edgekey.net, wac.apr-
8315.edgecastdns.net, cs9.wpc.v0cdn.net, 
au.download.windowsupdate.com.edgesuite.net, 
e1879.e7.akamaiedge.net, 
wildcard.moatads.com.edgekey.net, 
e11364.g.akamaiedge.net, 
6c5e656eacf1e454f2b74328abac76ba.safeframe.g
ooglesyndication.com, 
09e0895e5f1eff1d823107e70838d286.safeframe.go
oglesyndication.com, 
htlb.casalemedia.com.edgekey.net, 
adservice.google.com, fs-
wildcard.microsoft.com.edgekey.net.globalredir.aka
dns.net, a1449.dscg2.akamai.net, arc.msn.com, 
pixel.mathtag.com.edgekey.net, 
iecvlist.microsoft.com, e8736.e7.akamaiedge.net, 
go.microsoft.com, e8037.g.akamaiedge.net, img-
prod-cms-rt-microsoft-com.akamaized.net, 

Show All
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prod.fs.microsoft.com.akadns.net, 
e3615.a.akamaiedge.net, ds-
s7.addthis.com.edgekey.net, 
e6791.b.akamaiedge.net, 
ie9comview.vo.msecnd.net, 
e1723.g.akamaiedge.net, 
ctldl.windowsupdate.com, e3082.x.akamaiedge.net,
a767.dscg3.akamai.net, 
f1af80b315cdbb1665e79eb54aecc554.safeframe.g
ooglesyndication.com, 
skypedataprdcoleus16.cloudapp.net, 
e13541.x.akamaiedge.net, a-0001.a-
afdentry.net.trafficmanager.net, 
e7808.dscg.akamaiedge.net, as-
sec.casalemedia.com.edgekey.net, 
tpc.googlesyndication.com, 
go.microsoft.com.edgekey.net, 
e13136.g.akamaiedge.net, ds-
m.addthisedge.com.edgekey.net, ssum-
sec.casalemedia.com.edgekey.net, 
news.bellmedia.ca.edgekey.net, 
skypedataprdcolwus15.cloudapp.net
Report size exceeded maximum capacity and may 
have missing behavior information.
Report size getting too big, too many NtCreateFile 
calls found.
Report size getting too big, too many 
NtDeviceIoControlFile calls found.
Report size getting too big, too many NtOpenFile 
calls found.
Report size getting too big, too many 
NtQueryAttributesFile calls found.
Report size getting too big, too many NtReadFile 
calls found.
Report size getting too big, too many 
NtSetValueKey calls found.
Report size getting too big, too many NtWriteFile 
calls found.

No simulations

No context

No context

No context

No context

No context

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs

Domains

ASN

JA3 Fingerprints

Dropped Files
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C:\Users\user\AppData\Local\Microsoft\Internet Explorer\DOMStore\8P7RGF10\www.ctvnews[1].xml
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 479006

Entropy (8bit): 5.437148154714501

Encrypted: false

SSDEEP: 1536:k33+ooodv+aaaaaaa4aaaaaaavakaw3IVVfVOQA00pqvS7JJIJCJJJ7FPY+B++3B:sl

MD5: 7A2AF23155B217FDCA53C9D69EFA7830

SHA1: 964E9043DEFF7259FCA3027D8D1735DA0C30D7D7

SHA-256: 09DE558E082CA82D361DAEA62B81BFE31AAAEA200C2DE3E73D257CFA08FE266B

SHA-512: 027D7170249D69C4EDBFDA0E3522464FB15F07B3921AC65CBBFA3F56D33D0A3CEA127EC0C6B12154F6333C44BE663E2B1CCC9C2424D5C419834A44C5585A913
9

Malicious: false

Reputation: low

Preview:
<root></root><root></root><root></root><root></root><root><item name="amzn_lsTest" value="amzn_lsTest" ltime="4063965728" htime="30874832" /></root><root>
</root><root><item name="amzn_lsTest" value="amzn_lsTest" ltime="4063965728" htime="30874832" /></root><root></root><root><item name="amzn_lsTest" 
value="amzn_lsTest" ltime="4063965728" htime="30874832" /></root><root></root><root><item name="amzn_lsTest" value="amzn_lsTest" ltime="4064115728" h
time="30874832" /></root><root></root><root><item name="amzn_lsTest" value="amzn_lsTest" ltime="4064275728" htime="30874832" /></root><root></root><root>
<item name="amzn_lsTest" value="amzn_lsTest" ltime="4064435728" htime="30874832" /></root><root></root><root></root><root></root><root><item name="
com.adobe.reactor.dataElementCookiesMigrated" value="true" ltime="4068405728" htime="30874832" /></root><root><item name="com.adobe.reactor.dataElemen
tCookiesMigrated" value="true" ltime="4068405728" htime="30874832" /><item name="_cb_ls_test" value=

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\DOMStore\DURNCK2N\toronto.ctvnews[1].xml
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 772063

Entropy (8bit): 5.3723765458755715

Encrypted: false

SSDEEP: 6144:DGvvBvvvRvvvvv0vvFCuKPPK4KJKXKkKFKKK+KDKMKjKKF2Y3TTTTTTfFI2NNNNO:c

MD5: 214DDF80AA66345B736AC5B9C7D90DB8

SHA1: 64DD5A281E56986573E64D1E34289751DFD81471

SHA-256: 2A68B3ABAEF68362C8A665DC3413A04D810092C701C871701A5849BA6FE9B8A4

SHA-512: 0DB615B05BADC8A8512459466C0141F6D68191057816F2290A576E4421C699BC203BDA0B45BDB46498C4DB5BD1593865B3DE51363B92E1D86C2FE2CBA6DB806B

Malicious: false

Reputation: low

Preview:
<root></root><root></root><root><item name="test" value="test" ltime="3399315728" htime="30874832" /></root><root></root><root><item name="com.adobe.r
eactor.dataElementCookiesMigrated" value="true" ltime="3400245728" htime="30874832" /></root><root><item name="com.adobe.reactor.dataElementCookiesMigrated" 
value="true" ltime="3400245728" htime="30874832" /></root><root><item name="com.adobe.reactor.dataElementCookiesMigrated" value="true" ltime="3400245728" 
htime="30874832" /></root><root><item name="com.adobe.reactor.dataElementCookiesMigrated" value="true" ltime="3400245728" htime="30874832" /></root><root>
<item name="com.adobe.reactor.dataElementCookiesMigrated" value="true" ltime="3400245728" htime="30874832" /><item name="kxbellmedia_visits" value="1" ltim
e="3403215728" htime="30874832" /><item name="_kxbellmedia_visits" value="1616223600001" ltime="3403215728" htime="30874832" /></root><root><item name
="com.adobe.reactor.dataElementCookiesMigrated" value="true" ltime="3400245728" 

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\DOMStore\QALADACS\cdn.krxd[1].xml
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 3226

Entropy (8bit): 5.074038882442619

Encrypted: false

SSDEEP: 96:Te9QN/Qhe9QN/Qhe9QN/Qhe9QN/QhLQNrQhLQNrQEQhLQNrQhOQNrQhOQNeQhOQ5:aqqqAMs

MD5: 42DD0B0A9FBDA2AF8759E2BD2E16EC70

SHA1: 7928E2FCB174AC37D1F434196E8320BFD8BC7C7C

SHA-256: D8E871A219543761FA2CAE7244F87DB5550B043EA00DB5702D46368A18E87CE6

SHA-512: 9B158CF51A4FD2BB6562A88044449E8B4008031A8215FDA46BCB7FC3B5E5586731258B33393DBD709F58976AA2C09FF64AEBF83BE31968AC665049364D7F8163

Malicious: false

Reputation: low

Created / dropped Files

Copyright Joe Security LLC 2021 Page 17 of 93



Preview:
<root></root><root></root><root></root><root><item name="kg" value="{&quot;umr&quot;:&quot;CoABF.gABAD&quot;}" ltime="3421445728" htime="30874832" /><item 
name="_kg" value="1616223600118" ltime="3421445728" htime="30874832" /></root><root><item name="kg" value="{&quot;umr&quot;:&quot;CoABF.gABAD&quot;}" 
ltime="3421445728" htime="30874832" /><item name="_kg" value="1616223600118" ltime="3421445728" htime="30874832" /></root><root><item name="kg" value="
{&quot;umr&quot;:&quot;CoABF.gABAD&quot;}" ltime="3421445728" htime="30874832" /><item name="_kg" value="1616223600118" ltime="3421445728" htime
="30874832" /></root><root><item name="kg" value="{&quot;umr&quot;:&quot;CoABF.gABAD&quot;}" ltime="3421445728" htime="30874832" /><item name="_kg" va
lue="1616223600118" ltime="3421445728" htime="30874832" /></root><root><item name="kg" value="{&quot;umr&quot;:&quot;!CoABF.gABAD&quot;}" ltime="39244
25728" htime="30874832" /><item name="_kg" value="1616223600031" ltime="3924425728" htime="30874832"

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\DOMStore\QALADACS\cdn.krxd[1].xml

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\RecoveryStore.{055635E7-88C4-11EB-90E5-ECF4BB570DC9}.dat
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: Microsoft Word Document

Category: dropped

Size (bytes): 30296

Entropy (8bit): 1.851880571263792

Encrypted: false

SSDEEP: 96:rzZ0Z32wWGtObfpOFKMGtq4nQOxfTOA6X:rzZ0Z32wWGtefp1MT9QfTMX

MD5: 71CB5D3D977D8013B7183514081D4EEB

SHA1: AFCBE13150CCFB36F6BB3AC8E59405ABD6B5FD3C

SHA-256: AC2792FAB4D4880854B236615DEF2B9DF6C96B952A45F334093A4D7D4BD8A923

SHA-512: 9632C79CA270EBB5F60A0EF865D279AF79DE1BDB71499DBFED720E48C53B679AF9EA0DB30C663DC328B0BCD68FF69B4A64B0ED19A69FF78C15589A6CF06F2E
F5

Malicious: false

Reputation: low

Preview:
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................................................R.o.o.t. .E.n.t.r.
y.............................................................................................................................................................................................................................................................................
........................................................................................................................................................................................................

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{055635E9-88C4-11EB-90E5-ECF4BB570DC9}.dat
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: Microsoft Word Document

Category: dropped

Size (bytes): 410518

Entropy (8bit): 3.291168535053102

Encrypted: false

SSDEEP: 1536:/fBxfB1nXD0kHSBtS09ye8AT1IMRAThenkVc3kVVfgphuXxoMzGf6mj8bKV0qiib:fnXD0kekV0kVloMziZrxSsuxO0C

MD5: 140E6AF98D42835C4763F89F3DB2894D

SHA1: 94BDFE96F5B18E6AF039C79834961BA0478B39ED

SHA-256: 8DCABBF85344D2B0008EF911DDD42747B6481906BA24518E86246B1525C3F968

SHA-512: FC956215B1C2F6734EE8EF03919167FC360F8443E08ECA77359B917D1EF3AFFACCAD6F5A13588565526CD08C1869622E951354B1590697950206FDEBD18739F1

Malicious: false

Reputation: low

Preview:
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................................................R.o.o.t. .E.n.t.r.
y.............................................................................................................................................................................................................................................................................
........................................................................................................................................................................................................

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{0E479007-88C4-11EB-90E5-ECF4BB570DC9}.dat
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: Microsoft Word Document

Category: dropped

Size (bytes): 16984

Entropy (8bit): 1.5656291944139415

Encrypted: false

SSDEEP: 48:Iw6GcprNGwpavG4pQNGrapbStGQpK6HG7HpRJwTGIpG:r+ZXQh6tBSXA6mTJkA

MD5: 3B28A200EAB42CAFF97F293B1C707D47

SHA1: 1E7C288A506E331421627727CEE15C7821537174

SHA-256: 64A6AF2D505280CBA7A05D5E453CF2BD1AD0AA218D7B094C9BD5A796F2882618

SHA-512: F8011CCA4D1C6990B4F8170CD0FD88392CF5C40C937612D41C3DEC43782CA5AEDFCDDF31FC02F1FCD84E0DD38C140C4D69CE2CDB7BCF76B624BADAA03DB5
E9C4

Malicious: false

Reputation: low

Preview:
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................................................R.o.o.t. .E.n.t.r.
y.............................................................................................................................................................................................................................................................................
........................................................................................................................................................................................................
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C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-17529550060\msapplication.xml
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 657

Entropy (8bit): 5.051634867689964

Encrypted: false

SSDEEP: 12:TMHdNMNxOEps6s2nWimI002EtM3MHdNMNxOEps6s2nWimI00ONVbkEtMb:2d6NxOaRzSZHKd6NxOaRzSZ7Qb

MD5: D84EB4BD6E8153CDC853CA501133E53D

SHA1: 48B418E2D6AC5E2CA6E32B20A169FE8A832A97C4

SHA-256: 4B06C6AAD4A67EA7867C3D9B87DB8354764E7043FEE61129B6B8BD66EC76DC34

SHA-512: F03BF600658A0ED7A60BE8BCC8538AB9ABD31B33368C1E7722FF2D06326595CE1C64ADF8710A5FC3AB4ED37FF301322CE60F49F787F80CEA143B67CC21FCBA9
A

Malicious: false

Reputation: low

Preview:
<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.twitter.com/"/><date>0xdf6054eb,0x01d71cd0</date><
accdate>0xdf6054eb,0x01d71cd0</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.twitter.com/"/><date>0xdf6054eb,0x01d71cd0</date><accdate>0
xdf6054eb,0x01d71cd0</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Twitter.url"/></tile
></msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-18270793970\msapplication.xml
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 654

Entropy (8bit): 5.065687816225322

Encrypted: false

SSDEEP: 12:TMHdNMNxe2kv7vnWimI002EtM3MHdNMNxe2kv7vnWimI00ONkak6EtMb:2d6NxriSZHKd6NxriSZ72a7b

MD5: 90A7C07BF75B804789CF7EF080B3B7D8

SHA1: 04A5B97617E8960E7575D49F2AC069A3EF2F7FAD

SHA-256: 60071803C667576BA44E6B6F82DD397F624135E5635208592799A4C79B711E89

SHA-512: A4D4BF775B260BDF8B42C87858D79352C0193D8C4B9F373461AB8A5C913279D0E1554C405DC77A32DA7929DFD9B6D4758019770F964C5D0682F792EF70F42F97

Malicious: false

Reputation: low

Preview:
<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.amazon.com/"/><date>0xdf592dea,0x01d71cd0</date><a
ccdate>0xdf592dea,0x01d71cd0</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.amazon.com/"/><date>0xdf592dea,0x01d71cd0</date><a
ccdate>0xdf592dea,0x01d71cd0</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Am
azon.url"/></tile></msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-21706820\msapplication.xml
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 663

Entropy (8bit): 5.069633014409396

Encrypted: false

SSDEEP: 12:TMHdNMNxvLps6s2nWimI002EtM3MHdNMNxvLps6s2nWimI00ONmZEtMb:2d6Nxv1RzSZHKd6Nxv1RzSZ7Ub

MD5: 451DBE2AD29832DF50407227ACB1342D

SHA1: E021BBE27B95759154274EE01345264FB86C5342

SHA-256: 7CBEAC00B1C382A1C9815240917352DE592AD6C81578E36E6C26312D37E6AE9D

SHA-512: 6DCE7F53DB98D942E8B6F5AF8C9048D170427023B7D637C6DFD47DCB796D6A1823040F2DE4543BE9D87D7B8CD608A9A539B7AFFD0A6F51BAAECBD68712842A
66

Malicious: false

Reputation: low

Preview:
<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.wikipedia.com/"/><date>0xdf6054eb,0x01d71cd0</date>
<accdate>0xdf6054eb,0x01d71cd0</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.wikipedia.com/"/><date>0xdf6054eb,0x01d71cd0</date><accda
te>0xdf6054eb,0x01d71cd0</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Wikipe
dia.url"/></tile></msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-4759708130\msapplication.xml
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 648
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Entropy (8bit): 5.058129966844225

Encrypted: false

SSDEEP: 12:TMHdNMNxiv+3i+38nWimI002EtM3MHdNMNxiv+3i+38nWimI00ONd5EtMb:2d6NxESZHKd6NxESZ7njb

MD5: 69234EC0B960A1CDA67CE49F0C14FBFF

SHA1: 57F864653448C9A0D4A01C677954EA3038A3B5AC

SHA-256: 3CC2FC50FA4B491741BAC986F6FA533AAD0156010B36C55689BE2ADD1594048E

SHA-512: FE5618FB6A37CA4D321703825ABAD66E10FD7AC2084F6523480DADA136E4DAFCAEB9B8B1F264C0B2EBD38CF70E9B2B4832F6B9272C86201BFB5DE981FBE0C2
B6

Malicious: false

Reputation: low

Preview:
<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.live.com/"/><date>0xdf5df26e,0x01d71cd0</date><acc
date>0xdf5df26e,0x01d71cd0</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?xml 
version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.live.com/"/><date>0xdf5df26e,0x01d71cd0</date><accdate>0xdf5df
26e,0x01d71cd0</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Live.url"/></tile>
</msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-4759708130\msapplication.xml

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-6757900\msapplication.xml
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 657

Entropy (8bit): 5.099548173676888

Encrypted: false

SSDEEP: 12:TMHdNMNxhGwpnWimI002EtM3MHdNMNxhGwnsnWimI00ON8K075EtMb:2d6NxQASZHKd6NxQSsSZ7uKajb

MD5: 417CD5B94A805AD242E1BAE0476BE8A8

SHA1: 3D6864053BD45D03B95260B0B0959BCCE6E2F088

SHA-256: FCE94234FFB6605EC72DC09FC504C9AEC28999750F045FA3C182C5918AE5077C

SHA-512: D02388C5B73082BEC77FB07E8D5A7CD1EC55955F3307ADA9445BFC066F97205B9188A4A625B983772D2CB449731B9B6908E3D88880F5CD6060C3EF1D29330288

Malicious: false

Reputation: low

Preview:
<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.youtube.com/"/><date>0xdf651999,0x01d71cd0</date><
accdate>0xdf651999,0x01d71cd0</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.youtube.com/"/><date>0xdf651999,0x01d71cd0</date><accdate>0
xdf677bf0,0x01d71cd0</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Youtube.url"/>
</tile></msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-8760897390\msapplication.xml
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 654

Entropy (8bit): 5.050508141685959

Encrypted: false

SSDEEP: 12:TMHdNMNx0nps6s2nWimI002EtM3MHdNMNx0nps6s2nWimI00ONxEtMb:2d6Nx0pRzSZHKd6Nx0pRzSZ7Vb

MD5: 4E0706BA95BECD99EC99DFFC41E388AD

SHA1: FC754458485276170AC405F1B8AC1CA7C45ABDC4

SHA-256: 33968046B9AA7D2BBE6235082B65E9AE7C5754CD1A5F9F41403D954B287865C1

SHA-512: 927080B2B77AFF0FF89C20A1C8078E19DD4FFAF9106B4D3416657F74D85F9B300E3A219FC360130C650322EBF643FF83ED6B2B3D6F3A8EDA7D0C03AD3C2B392D

Malicious: false

Reputation: low

Preview:
<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.reddit.com/"/><date>0xdf6054eb,0x01d71cd0</date><a
ccdate>0xdf6054eb,0x01d71cd0</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.reddit.com/"/><date>0xdf6054eb,0x01d71cd0</date><accdate>0xd
f6054eb,0x01d71cd0</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Reddit.url"/></tile>
</msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin20259167780\msapplication.xml
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 657

Entropy (8bit): 5.0832366367542505

Encrypted: false

SSDEEP: 12:TMHdNMNxxv+3i+38nWimI002EtM3MHdNMNxxv+3i+38nWimI00ON6Kq5EtMb:2d6NxZSZHKd6NxZSZ7ub

MD5: 62795A0AF816E6D719EEC6D48552E2EC

SHA1: 01E24D8E0031D43F11551A97B40FBEB4EA8FB79C
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SHA-256: E07E2BCFE05CC94DF35B7757E989B76FE736B14C6D973CC871067F66520DCC27

SHA-512: 35BE6309CC83C639FA5162CBF0E4EDE12B3FD3FC12110A701D06D9FB1859A22EA2BD6F5A549A41B8B2BD37E0CA1E24B1462F4E46C30A0BF2A947C7AB67200A
23

Malicious: false

Reputation: low

Preview:
<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.nytimes.com/"/><date>0xdf5df26e,0x01d71cd0</date><
accdate>0xdf5df26e,0x01d71cd0</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.nytimes.com/"/><date>0xdf5df26e,0x01d71cd0</date><accdate>0
xdf5df26e,0x01d71cd0</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\NYTimes.url"/>
</tile></msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin20259167780\msapplication.xml

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin20332743330\msapplication.xml
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 660

Entropy (8bit): 5.066789154335156

Encrypted: false

SSDEEP: 12:TMHdNMNxcv8w8KnWimI002EtM3MHdNMNxcv8w8KnWimI00ONVEtMb:2d6Nx+SZHKd6Nx+SZ71b

MD5: 6233BDC294A3740626263DD77571A671

SHA1: 4733129C96C7759ABD4397A802C60E52D8AD7076

SHA-256: 82DFA684C1F84AFCDF0E493D6F979E3441C97E112C6C9FCE6508152FA308A594

SHA-512: FCD6EDBEF62AAD546D68F8AD8B4BF96D4C6931EC1EED3C9F17A7DE23DD238E57A8C4093AA44D5E0FC2849B6AF9FAEA63F9CDB95334ABD35EAD4426EAD254
7920

Malicious: false

Reputation: low

Preview:
<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.facebook.com/"/><date>0xdf5b9020,0x01d71cd0</date>
<accdate>0xdf5b9020,0x01d71cd0</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.facebook.com/"/><date>0xdf5b9020,0x01d71cd0</date><accdate
>0xdf5b9020,0x01d71cd0</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Facebook
.url"/></tile></msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin8215062560\msapplication.xml
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 654

Entropy (8bit): 5.056170406285855

Encrypted: false

SSDEEP: 12:TMHdNMNxfnv8w8KnWimI002EtM3MHdNMNxfnv8w+38nWimI00ONe5EtMb:2d6NxzSZHKd6NxbSZ7Ejb

MD5: 829E1739E72D1F658426196544933F71

SHA1: 36A093E99E1AA38CA1D5EBB2E01DB8DF3EC1C923

SHA-256: 3C2AD0F4AA6FFCA02CFF7EC1A1958363067B253880709E5F50FB588C538EB8CB

SHA-512: 0101595686AF588EC0C49204245A0D7985D671E3FAF0B9B20E116934AE5ACA769B79D5227F3584233F954C0D555112C7046219E5FD08D5C6B5BC6E1DE5952A98

Malicious: false

Reputation: low

Preview:
<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.google.com/"/><date>0xdf5b9020,0x01d71cd0</date><a
ccdate>0xdf5b9020,0x01d71cd0</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.google.com/"/><date>0xdf5b9020,0x01d71cd0</date><accdate>0xd
f5df26e,0x01d71cd0</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Google.url"/></tile>
</msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\imagestore\dikxvqf\imagestore.dat
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: data

Category: dropped

Size (bytes): 23542

Entropy (8bit): 3.726919449689862

Encrypted: false

SSDEEP: 192:FnljT+e/Xi5TidN5CynqaiHSclL5BgjwmPJM5ij3S:FdSUCgNMSscOij3S

MD5: D8F76C1A024C1572CA5B650980B818BC

SHA1: B9F848FD548675D30A4DF406B687A7A0B0229136

SHA-256: A679380606EEF53D078C7D58BAD3FD686D84747EB2DB0601CE366B51FCBBF76E

SHA-512: 650443F7FA96094E4F507B1457A46495CCC5B0EB80F58BCF1D5EB62A1E457DBEACDBFEB0646AD1A415A536F85C8358BDD832CFE58AE5561271D926C708E9BF9
6

Malicious: false
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Reputation: low

Preview:
:.h.t.t.p.s.:././.s.t.a.t.i.c...c.t.v.n.e.w.s...c.a./.b.e.l.l.m.e.d.i.a./.c.o.m.m.o.n./.i.m.g./.f.a.v.i.c.o.n...i.c.o...........00..............(...0...`.................................h...K.........._2.wQ ..f...}Y..i..
....uO..n.o.}Y+.......I.B.C.gp....9..................&..........mE....w....|.}.?K..jA...........,..........e.f..........................!...............X...p................IP.....................lB...........z.......xR.....py...\
..#.$.......].........ag..S]..U.V..d9...j..q........u...........qJ.....'3..........{V(..............f=..............................-...\f........~.......y.....e:...........L.................sK......l..1<........e.......m...................
..............................................................................................................................................................................................................................................................................
........................

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\imagestore\dikxvqf\imagestore.dat

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\10119832207439991432[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 300 x 250, 8-bit colormap, non-interlaced

Category: downloaded

Size (bytes): 46059

Entropy (8bit): 7.993590288073149

Encrypted: true

SSDEEP: 768:jLb/yucivXjEqSeuyGrJ38jmF5x0SwyC6HdTvSVUNjWiwh1ivlEaTztQCXdPMMa4:jhlXjUzJUs5WU+UsiflEOJjXd0MaKByy

MD5: A7EECC97A20D6544BCE69BB4FBF62C8A

SHA1: 90AA6ACD1DE0A0DE2EBA99E19A723B5EEF0A763E

SHA-256: 397478DF145968E9464C9699328193D38861B2EF02BF7DA8571E67CC4AAFD292

SHA-512: 37A2957163E60CF5416882DCC04D7283239861447C3646B7AF38F39F58F656D3743AD1223BA2911DFB3E6CAEC8959860A68E4587B07C62E99168ECFF02CDC283

Malicious: false

Reputation: low

IE Cache URL: https://tpc.googlesyndication.com/simgad/10119832207439991432?
sqp=4sqPyQQrQikqJwhfEAEdAAC0QiABKAEwCTgDQPCTCUgAUAFYAWBfcAJ4AcUBLbKdPg&rs=AOga4qkiYvHauCWIYgtQLVsiAb1F__i2SQ

Preview:
.PNG........IHDR...,.........,.......PLTE..........",....)5..#..^...........f.........0#)$ '........ ....$.........."6D.1@......~ut......&1$...#(.B.2+2=4AN:(-.)#.........505...........* 0<,:G.{}++2zok.........=
6;J58<@).}sd]`hg.26@;HUACL....+;......+.....7=FLHH...LT/posAI$TLO..~3:..$4(@O......ZUXGH5rik...1;+..z.../0((&kz~?GKT.HYgekA>Bpcc.wg[e1%+8<Q`...Y[?......di=U\(..
K...vx.WO7...&,......A?x`LI...M<AE'(sZX...MR[..B...xw.mu?...M.....]lx....MJYdM`ofQUYAB....nke^5VT.......XZcwi\..I.|v..eNt..=OnbD\bl..Wet.wpHd]R..u....{.gc.4HX86iq/....vU.
..;\o...:...._".....Z.....v...~L....:Ji|..q`}.qOI..t...i@@KR......u........jjQ..Q..Ei..t|Run6..?..W}...]W...0f~....f..=(Si..m.....+......X..v.%.qf......g.....fh..PH....}b...eZy..;......].Lk.....................
...n....!.....z.1..u.@ZZ...c... ....c....p.`.. .IDATx..{T.i...qX.zT.1Q!B.....4..A.DI. .Db.....3.OK.sj.y...13k..Vv>M.i....N3S3.<....k.....K3........Wr.+(......{]....3.#.......!.......B4C..ZU"..1.je..D.
.t..E..X.....tM...6.65.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\7[1].htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: downloaded

Size (bytes): 18312

Entropy (8bit): 5.002564209209442

Encrypted: false

SSDEEP: 384:mu76L4zwtxQZEkQPipPTobOiofGizIyGzptANBA2ibVlG/qbrTKWRxr5PLJ5Fmmc:SEzwt3KpXLzXGz3Afhiba/qbrTKWRxrk

MD5: A783CF0641D779C6B29B6B08DDE6523F

SHA1: 0746BA95B52ADB6FB13F4F37C0C42B0C531D82B7

SHA-256: EBC31FA0CD89D303EFE10DCA2FC601BD1B05F57B03AF59C31354FCE5C058FC7B

SHA-512: 7B29E6EE1A73B032791BC48ED4F2C8155819946F4B3F17676DC1F7589C0CABF04C23FF4136D71536F10DBE5AFDEE4055F3423288C54541DD7233214080AA9A44

Malicious: false

Reputation: low

IE Cache URL: https://www.ctvnews.ca/cmlink/7.733165

Preview:
window.addEventListener('load', function () {..    if (document.getElementById("fullChart")) {..        document.getElementById("fullChart").classList.add('all-loaded');..        g
etData();..        addAnimation();..        responsive();....        //to resize on window resize (not just load):..        window.addEventListener("resize", () => {..            d
rawChart(nanosJSON);..        });..    }..});....function round(value, precision) {..    var multiplier = Math.pow(10, precision || 0);..    return (Math.round(value * multiplier) / 
multiplier).toFixed(precision);..}....// excel puts date as number (eg "43637") -- function converts to real date..function getJsDateFromExcel(excelDate) {..    const fullDate = 
new Date((excelDate - (25567 + 1))*86400*1000);..    return `${fullDate.getMonth() + 1}/${fullDate.getDate()}/${fullDate.getFullYear()}`;..}....async function getData() {..    
fullChart = document.getElementById("fullChart");..    cW = fullChart.offsetWidth;..    ..    content = 

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\7[3].htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with CRLF line terminators

Category: downloaded

Size (bytes): 15228

Entropy (8bit): 4.973096430605247

Encrypted: false

SSDEEP: 384:mu76L4zwtxQZEkQPipPTobOiofGizIyGzptANBA2ibVV:SEzwt3KpXLzXGz3AfhibX

MD5: FA3CC7EF4D99E7A72DE9900BB7AF2A38

SHA1: A0E4B2702CCDB3C1E539599F0BBE8F8720B3D01B

SHA-256: 92F8CE1B786471494DEEAA4DAAD84B67730B9B46424670D6A48C73953712E65E

SHA-512: 06A6B5063953E7B2BCFE87D58B33006FB5BEC4AD93494B37BAC5AE3DF62F236B6A1923ED9DDDF34CC89FC144EB59A3A2A87F45AF2D779C7A87ABAD2669240D
9A

Malicious: false

Reputation: low
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IE Cache URL: https://www.ctvnews.ca/cmlink/7.733220

Preview:
window.addEventListener('load', function () {..    if (document.getElementById("fullChart")) {..        document.getElementById("fullChart").classList.add('all-loaded');..        g
etData();..        addAnimation();..        responsive();....        //to resize on window resize (not just load):..        window.addEventListener("resize", () => {..            d
rawChart(nanosJSON);..        });..    }..});....function round(value, precision) {..    var multiplier = Math.pow(10, precision || 0);..    return (Math.round(value * multiplier) / 
multiplier).toFixed(precision);..}....// excel puts date as number (eg "43637") -- function converts to real date..function getJsDateFromExcel(excelDate) {..    const fullDate = 
new Date((excelDate - (25567 + 1))*86400*1000);..    return `${fullDate.getMonth() + 1}/${fullDate.getDate()}/${fullDate.getFullYear()}`;..}....async function getData() {..    
fullChart = document.getElementById("fullChart");..    cW = fullChart.offsetWidth;..    ..    content = 

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\7[3].htm

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\8613[1].htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, ASCII text

Category: dropped

Size (bytes): 481

Entropy (8bit): 5.326269622167282

Encrypted: false

SSDEEP: 12:BMQtJOo9vt2xsK+zT5njluMG0RGXA5njluMG0RGaEQb:WC/tJPT5hrR4A5hrR3

MD5: CEAF86943B63ADB58ABBF297FDE73C8B

SHA1: 2D15CE63D394948DB2CF990DC704A9C50F80F9E4

SHA-256: 33028B306202787AF41768DACB7FBC2B20A84F3A1F026CC0893D177AF270FCCD

SHA-512: F2C3D39F2978BAD6D410E7BF554BA34260AA65D25D8C136ED831534493DFDFF2D718F91EFB5BD25F83BAF3D286E0C130608DEFC5AA13101149CA4EDC6C40D50
9

Malicious: false

Reputation: low

Preview:
<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01//EN" "http://www.w3.org/TR/html4/strict.dtd">.<html>.<head>.<meta http-equiv="pragma" content="no-cache">.
</head>.<body style="border: 0; margin: 0; padding: 0;">.<img height="1" width="1" style="border-style:none;" alt="" src="https://aa.agkn.com/adscores/g.pixel?sid=921229
3468&gdpr=&gdpr_consent="/><img height="1" width="1" style="border-style:none;" alt="" src="https://aa.agkn.com/adscores/g.pixel?sid=9212293438"/></body>.</html>

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\8613[2].htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, ASCII text

Category: dropped

Size (bytes): 481

Entropy (8bit): 5.326269622167282

Encrypted: false

SSDEEP: 12:BMQtJOo9vt2xsK+zT5njluMG0RGXA5njluMG0RGaEQb:WC/tJPT5hrR4A5hrR3

MD5: CEAF86943B63ADB58ABBF297FDE73C8B

SHA1: 2D15CE63D394948DB2CF990DC704A9C50F80F9E4

SHA-256: 33028B306202787AF41768DACB7FBC2B20A84F3A1F026CC0893D177AF270FCCD

SHA-512: F2C3D39F2978BAD6D410E7BF554BA34260AA65D25D8C136ED831534493DFDFF2D718F91EFB5BD25F83BAF3D286E0C130608DEFC5AA13101149CA4EDC6C40D50
9

Malicious: false

Reputation: low

Preview:
<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01//EN" "http://www.w3.org/TR/html4/strict.dtd">.<html>.<head>.<meta http-equiv="pragma" content="no-cache">.
</head>.<body style="border: 0; margin: 0; padding: 0;">.<img height="1" width="1" style="border-style:none;" alt="" src="https://aa.agkn.com/adscores/g.pixel?sid=921229
3468&gdpr=&gdpr_consent="/><img height="1" width="1" style="border-style:none;" alt="" src="https://aa.agkn.com/adscores/g.pixel?sid=9212293438"/></body>.</html>

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\CTV_Sans-Bold[1].woff
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, TrueType, length 32484, version 1.0

Category: downloaded

Size (bytes): 32484

Entropy (8bit): 7.9883372002968205

Encrypted: false

SSDEEP: 768:zQEKnXcIUWehIv3lgVr6UvBk3mTcX+/Mw2wIqMLBsgN:zDKnMIpehAGVemk3Qp4RqMNs4

MD5: 58DD5C0AE2B1532719C90F7F01FCB69D

SHA1: 0142B2E65BE9A9F505092D41898C0FF144EDFBEC

SHA-256: 88228D1013379DD731C30515D51921007B9DE9DDBAC887139196D32CDAC5885F

SHA-512: 956FE9545D3BF810E1CFDBB7FADA6E94C7F5864158808B5EF61DE12E50C8BE4D4DC266E729AD33AE6AF01C6142FBA58DCC85475036337D5ED722CA114772CD2
D

Malicious: false

Reputation: low

IE Cache URL: https://static.ctvnews.ca/bellmedia/ctvnews/css/webfonts/CTV_Sans-Bold.woff?s=2_620
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Preview:
wOFF......~........0......}........$........DSIG..}.............GPOS.......1..>..*.3GSUB...............9OS/2.......P...`}.-.cmap.......P....|n..cvt ..wH...0...<.X..fpgm..wx........?...gasp..w@........
....glyf...,..O.........head..h....4...6..0.hhea..i....!...$....hmtx..i4.......T.p<;loca..l,...,...,.NB3maxp..oX... ... ....name..ox.........._.post..r....<......>prep..}<.........P..x..[}.T...~.{....
x.......pG`ET<..!.1ZV%..b..A.....M%....h"~@..\b.t....T.5[I.......8..Gd...'..7..wp..d.f..y3==.....GLD6M.yd.k.t../_v.4.|('.H?..3Y7|c.T.}..%....".f.~..+..Np*..b...Za..j..........%..t..lZ\uS6..X
.S...U.....|S.=..v.CMsM..~.S..|..v.......S.........W.....V......n........S..`8.8x{......`<.n.p....1.QTK.0.!..R..`.F...H.....&ZB+i.}.i..4..D..O..'h3...E.}..Rz.\..v!}..h/-...b...Kt.i.Wq.].#x.}...3...i..
...u..Q.........R....W.r...o.Z~.n......E.....C~.O6#.D..u*M+U'..A...r.J.l..i=F8.....z..$L.0..4....7.......g.w.y9.V..Y.g.....Y2.*I..g.^.......C.aH...0O2|L..V...n.tm...u.c.~.....[.J..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\CTV_Sans-Bold[1].woff

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\CTV_Sans-Regular[1].woff
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, TrueType, length 30054, version 1.0

Category: downloaded

Size (bytes): 30054

Entropy (8bit): 7.986027140196057

Encrypted: false

SSDEEP: 768:Nkl0AEdkewFzr83EPA7Puq44v5taTXK9BsYT:SlhEdkhG3dF5twK3se

MD5: 3F1B3D1D2D5DD5EA84B2D3C82F96001F

SHA1: DA9F1327657514AC42FA52FE9FD15DC3933C8E70

SHA-256: DA8A750BF8038CB671A01C4178FADC10EB5157EFED64F44061979D008725D09C

SHA-512: AA903F60F16CEA42DDEF6AE6BA73E6191F1719F6870724E2C14CC9C09B6F5E452F3C8B1CEE370CDDD9811B340BFD0104265FE369B32682F59A95EB3A1C85647
3

Malicious: false

Reputation: low

IE Cache URL: https://static.ctvnews.ca/bellmedia/ctvnews/css/webfonts/CTV_Sans-Regular.woff?s=2_620

Preview:
wOFF......uf..............tH.......'........DSIG..t@............GPOS..........;.6.|.GSUB...............9OS/2.......Q...`{...cmap...<...S.....v..cvt ..m....0...<...!fpgm..m.........?...gasp..m.........
....glyf......H.......#.head.._....4...6..11hhea.._....!...$....hmtx..`........T..<.loca..b....,...,....maxp..e.... ... ....name..e............post..h....<......>prep..s..........P..x..[kl...>g....<..y....l...&
a.#1&iCJHJ.7R.M..R....?..p.P.M..q...!.RS)+.*e......G&.L.M%..P.U..N.{fv<..5.x..^...{.=...{..b".h..S......n.....t...l....k..c....oT......".j.~e...~.......8._.c.c!..B.Rv.,.B)...](.p.-ua3.*.P..)
..W.....+..TE&F.#...g#.P."r2bE..m.................9......:....x*~&~1.o.n.fR.M.|f.T.R.jZN+ ..(ut'J=.O..x....z.e)..e....h.6.KI:...>!...Y...<...Ci.K(......s-m.Y<...fn....W.7x.'.A....[.M...~....
..m.w.P.^..s......7...._...v...9.....mv..N...}t.L:...S.N.9nF..h....5....=......kh.8.c..,$...z.W{...[.zM...u.3.........t.A.$.........}`..Cp.G..........:Zh4AF.ko....?.q..S..,8.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\ErrorPageTemplate[1]
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode (with BOM) text, with CRLF line terminators

Category: downloaded

Size (bytes): 2168

Entropy (8bit): 5.207912016937144

Encrypted: false

SSDEEP: 24:5+j5xU5k5N0ndgvoyeP0yyiyQCDr3nowMVworDtX3orKxWxDnCMA0da+hieyuSQK:5Q5K5k5pvFehWrrarrZIrHd3FIQfOS6

MD5: F4FE1CB77E758E1BA56B8A8EC20417C5

SHA1: F4EDA06901EDB98633A686B11D02F4925F827BF0

SHA-256: 8D018639281B33DA8EB3CE0B21D11E1D414E59024C3689F92BE8904EB5779B5F

SHA-512: 62514AB345B6648C5442200A8E9530DFB88A0355E262069E0A694289C39A4A1C06C6143E5961074BFAC219949102A416C09733F24E8468984B96843DC222B436

Malicious: false

Reputation: low

IE Cache URL: res://ieframe.dll/ErrorPageTemplate.css

Preview:
.body..{...font-family: "Segoe UI", "verdana", "arial";...background-image: url(background_gradient.jpg);...background-repeat: repeat-x;...background-color: #E8EAEF;...ma
rgin-top: 20px;...margin-left: 20px;...color: #575757;..}....body.securityError..{...font-family: "Segoe UI", "verdana" , "Arial";...background-image: url(background_grad
ient_red.jpg);...background-repeat: repeat-x;...background-color: #E8EAEF;...margin-top: 20px;...margin-left: 20px;..}....body.tabInfo..{...background-image: none;...back
ground-color: #F4F4F4;..}..       ..a..{...color: rgb(19,112,171);.font-size: 1em;...font-weight: normal;...text-decoration: none;...margin-left: 0px;...vertical-align: top;..}....a:link, 
a:visited..{...color: rgb(19,112,171);...text-decoration: none;...vertical-align: top;..}....a:hover..{...color: rgb(7,74,229);...text-decoration: underline;..}....p..{...font-size: 
0.9em;..}.....h1 /* used for Title */..{...color: #4465A2;...font-size: 1.1em;...font-weight: normal;...vertical-align

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\Flama-Medium[1].eot
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Embedded OpenType (EOT), Flama Medium family

Category: downloaded

Size (bytes): 120360

Entropy (8bit): 6.404380897694854

Encrypted: false

SSDEEP: 3072:UVdgiwuJLd5v6aqYj3JUZz6Wzcnu3ij5p20:URhxfJUZz6Wzcnu3ae0

MD5: C9E9E4EAB8BABF45FC07DF4FA384D73A

SHA1: D1F9FCD85FB911F418F58A23F20C87A2183D1BC2

SHA-256: 69DE5C8600E21CCB6C237AC64606160EE75581966259E09F75353DEC6660B5E4

SHA-512: 09E70EBE7F41FFB48ACEB31240F7663A8229CDA6877BB31A6A0EDE0FC56D345A525A5868F37A77E802C744A013DEF4DDC015F9E5DFC19E346A9C0967BBC7157
6

Malicious: false

Reputation: low

IE Cache URL: https://static.ctvnews.ca/bellmedia/ctvnews/css/webfonts/Flama-Medium.eot?
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Preview:
(...........................X.....LP....{..@........... ............................F.l.a.m.a. .M.e.d.i.u.m.....R.e.g.u.l.a.r.....V.e.r.s.i.o.n. .2...0.0.0.;. .t.t.f.a.u.t.o.h.i.n.t. .(.v.0...9.6.). .-.l. .8. .-.r. .5.0. .-
.G. .2.0.0. .-.x. .1.4. .-.w. .".g.G.D.". .-.W. .-.c...(.F.l.a.m.a. .M.e.d.i.u.m. .R.e.g.u.l.a.r.................GPOS.W.........GSUB......L....OS/2<KN........`cmap...B...L...jcvt ......"....8fpgm..
........ugasp...........glyf..i...'....jhead..|+.......6hhea.......D...$hmtx.?@........dloca......".....maxp...M...h... name.S.L........postC*A.........prep.D$..."0................_.<..........vG?....
.o.........R.................R.........G...................Y.....Y...........(.5.n.....u.........X.....................W.3................@..{........FTF........ .8...R.' ............". .....t...................A...P...A...A...A.k
.%.$.O.$.O...5...5...$...G...G...B...D...D...B...D...D...7.T.2...1.<.8.D.:.P.*.<.8.D.2.2.2.B.0.D.2...................................H...6...6...H

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\Flama-Medium[1].eot

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\ImoeZsch[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode text, with very long lines

Category: downloaded

Size (bytes): 28178

Entropy (8bit): 5.381432747694635

Encrypted: false

SSDEEP: 768:mnppa5a5Q6G5DpUrG0TbxDb734sDUUq2a/6d3dddTdwdTCnfdtdedEdeEpdeWde6:mnppaqLGnY9Db7IWUUq2a/qNH/v

MD5: BAF517E96CA244D3CBA8F8F2A29A6093

SHA1: AF4CF26AC31AFFC34783E1C5FFF5029A7FE12C7C

SHA-256: 9EB2A25719506923C5B68CD1832B99077EEE2B3D6231D5FEE55C519F26C1B079

SHA-512: 470B495B537C49AC3323BA1AC44D50E90B3F4CE8F1CA13E909BA0449A32F08381310FA4505660A35584D3EBCF3C37B529AF31AA8077B564E2FED755EFF5C6685

Malicious: false

Reputation: low

IE Cache URL: https://cdn.krxd.net/controltag/ImoeZsch.js

Preview:
..../* ControlTag Loader for Bell Media ca46aa22-e6b4-464e-9077-7215dc98bc0a */.(function(w, cs) {.  .  if (/Twitter for iPhone/.test(w.navigator.userAgent || '')) {.    return;.  
}..  var debugging = /kxdebug/.test(w.location);.  var log = function() {.    .    debugging && w.console && w.console.log([].slice.call(arguments).join(' '));.  };..  var load = f
unction(url, callback) {.    log('Loading script from:', url);.    var node = w.document.createElement('script');.    node.async = true;  .    node.src = url;..    .    node.onload = 
node.onreadystatechange = function () {.      var state = node.readyState;.      if (!callback.done && (!state || /loaded|complete/.test(state))) {.        log('Script loaded from:', 
url);.        callback.done = true;  .        callback();.      }.    };..    .    var sibling = w.document.getElementsByTagName('script')[0];.    sibling.parentNode.insertBefore(node, 
sibling);.  };..  var config = {"app":{"name":"krux-scala-config-webservice","version":"3

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\NewErrorPageTemplate[1]
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode (with BOM) text, with CRLF line terminators

Category: dropped

Size (bytes): 3224

Entropy (8bit): 4.869554560514657

Encrypted: false

SSDEEP: 48:5m73jcJqQep89TEw7UxkZCm73jcJqQep89TEw7Uxkk:5nqrehEw7U6ZCnqrehEw7U6k

MD5: 3A35614D9A6156057F7D30C91C1ED4F2

SHA1: 7DDE5D14A15F465C9BFD0B0C0B3416175E69D1BC

SHA-256: D544FAC44B7B2CD937726C401B5C9C726F900CEF22980A7B39F8756581901B73

SHA-512: 8A31C0C90EF443E3B7AC5B930466CD8CEF1D540D2D436A7DC4D12F38686368303882A9610A57B2A1CF9AB973DB684FDA0B1831B116EAEB4D86BE816FDD627C2
8

Malicious: false

Reputation: low

Preview:
.body..{..    background-repeat: repeat-x;..    background-color: white;..    font-family: "Segoe UI", "verdana", "arial";..    margin: 0em;..    color: #1f1f1f;..}.....mainContent..{..    
margin-top:80px;..    width: 700px;..    margin-left: 120px;..    margin-right: 120px;..}.....title..{..    color: #54b0f7;..    font-size: 36px;..    font-weight: 300;..    line-height: 
40px;..    margin-bottom: 24px;..    font-family: "Segoe UI", "verdana";..    position: relative;..}.....errorExplanation..{..    color: #000000;..    font-size: 12pt;..    font-family: 
"Segoe UI", "verdana", "arial";..    text-decoration: none;..}.....taskSection..{..    margin-top: 20px;..    margin-bottom: 28px;..    position: relative; ..}.....tasks..{..    color: #00
0000;..    font-family: "Segoe UI", "verdana";..    font-weight:200;..    font-size: 12pt;..}....li..{..    margin-top: 8px;..}.....diagnoseButton..{..    outline: none;..    font-size: 9pt;
..}.....launchInternetOptionsButton..{..    outline: none;

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\RC2d6da016bf28471c8bc669fb84568d84-source.min[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 512

Entropy (8bit): 5.358775129012022

Encrypted: false

SSDEEP: 12:jvgetyEUGct/BetyEULLKnp22voEsvAWfA3dKI+lG:wEDct/BTEjnpvYLffz4

MD5: F1D4DB6C8FD5DA8C4AB5F4E96231F98F

SHA1: 7E8B2F9A738D4729263B8D6AFB785D7D5728E521

SHA-256: FE6E64F43E2669EAE4CD5C250CDE660A92521E0A575780740F78E2D46BEFC296

SHA-512: A6DE629B241CA1DB0EAAEB1F948F9CA97A58E4EDF7FCD2664BEDB1A8BD93D6766852EBE83D45D8C0C4B78CDA5B1DCBA8A1A6BDCBE69C05A86F052F838F1
BD013

Malicious: false

Reputation: low

IE Cache URL: https://assets.adobedtm.com/653e7ca2fc48/14929d193258/123e547f4168/RC2d6da016bf28471c8bc669fb84568d84-source.min.js
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Preview:
// For license information, see `https://assets.adobedtm.com/653e7ca2fc48/14929d193258/123e547f4168/RC2d6da016bf28471c8bc669fb84568d84-source.js`.._sa
tellite.__registerScript('https://assets.adobedtm.com/653e7ca2fc48/14929d193258/123e547f4168/RC2d6da016bf28471c8bc669fb84568d84-source.min.js', "var p
arams=new URLSearchParams(window.location.search);-1<document.location.hostname.indexOf(\"ampvideo\")&&\"true\"===params.get(\"preventDefault\")&&docu
ment.dispatchEvent(new CustomEvent(\"digitalDataLoaded\"));");

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\RC2d6da016bf28471c8bc669fb84568d84-source.min[1].js

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\RCe714d7b84ce14ee0a28df675bbd5cf5b-source.min[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 478

Entropy (8bit): 5.284205572554443

Encrypted: false

SSDEEP: 12:jvgetUX/ct/BetUXeLddvA+DQdvAxNJB+lG:SPct/BlE/EYzc4

MD5: BECDE56C1426E0E860802F776891E085

SHA1: F4F4D5CBF4E293D379510FCA537EA8590912B190

SHA-256: DED40C4946E42576820EF3D03C68324C0967833FB7BD4CD8B6F177522F5FCCBC

SHA-512: AE2952F8BE66EE640E21323B0EBAB1F5156729802A65C1809E76E678E5F3F5FDC5EB46F66552A9A839506DFD5C4968AF1F4DD0F84FA3970C0D471ABA32E85E32

Malicious: false

Reputation: low

IE Cache URL: https://assets.adobedtm.com/653e7ca2fc48/14929d193258/123e547f4168/RCe714d7b84ce14ee0a28df675bbd5cf5b-source.min.js

Preview:
// For license information, see `https://assets.adobedtm.com/653e7ca2fc48/14929d193258/123e547f4168/RCe714d7b84ce14ee0a28df675bbd5cf5b-source.js`.._sa
tellite.__registerScript('https://assets.adobedtm.com/653e7ca2fc48/14929d193258/123e547f4168/RCe714d7b84ce14ee0a28df675bbd5cf5b-source.min.js', "(-1<d
ocument.location.hostname.indexOf(\"9c9media.com\")||-1<document.location.hostname.indexOf(\"vidiplayer.ca\"))&&document.dispatchEvent(new CustomEvent(\"digital
DataLoaded\"));");

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\YNTWJAH3.htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, UTF-8 Unicode text, with very long lines

Category: downloaded

Size (bytes): 420415

Entropy (8bit): 4.8406645333729665

Encrypted: false

SSDEEP: 3072:ZlOLJ+NLAbKrng8Y9/cVP7Ynf2TcERLVrwcmrHTud3l+lUq:DE/h2TcERLVrwcmrP

MD5: 04184D492D384961E0DC8BDCA01BB4C5

SHA1: 6B41B177E78542753DD7A5BD6192B918D95F4EFD

SHA-256: C0D67B3B8888DC5A76353576424EC902155A9854DA0A3D87B21A017849ABA8C4

SHA-512: FCA08A3999AB1F8E52A7DA8B0C44676F0EE367E7C3C419DB9693518DB5388A2391CF73BC2930DE0DCB4F97CD7431EF4556773B9DD6BCA983A351909C3F1B734
0

Malicious: false

Reputation: low

IE Cache URL: https://toronto.ctvnews.ca/

Preview:
.<!DOCTYPE HTML>.<html lang="en">.    <head>.    <meta charset="UTF-8"/>..    ..       Page SEO start -->.    .    <title>Toronto News | Weather &amp; Traffic | CTV 
News Toronto </title>.    <meta name="description" content="Toronto breaking news &amp; COVID-19 vaccine news, live coverage, weather, crime news, in-depth 
reporting, real estate and video. "/>.    <link rel="canonical" href="https://toronto.ctvnews.ca/"/>.    .    .    .        <meta property="fb:pages" content="58148619578"/>.    .        
<meta property="fb:pages" content="194553860586548"/>.    .        <meta property="fb:pages" content="231176056943733"/>.    .        <meta property="fb:pages" co
ntent="174761742563060"/>.    .    <meta name="robots" content="noarchive,noodp"/>.    <meta name="robots" content="index,follow,noodp"/>.    <meta name="robots" 
content="ACAP allow-index"/>.       Page SEO end -->.    . . ..    <meta name="keywords" content="localsiteroot,landingPage"/>.    <meta name="template" content="co

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\background_gradient[1]
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.02, aspect ratio, density 100x100, segment length 16, baseline, precision 8, 1x800, frames 3

Category: dropped

Size (bytes): 453

Entropy (8bit): 5.019973044227213

Encrypted: false

SSDEEP: 6:3llVuiPjlXJYhg5suRd8PImMo23C/kHrJ8yA/NIeYoWg78C/vTFvbKLAh3:V/XPYhiPRd8j7+9LoIrobtHTdbKi

MD5: 20F0110ED5E4E0D5384A496E4880139B

SHA1: 51F5FC61D8BF19100DF0F8AADAA57FCD9C086255

SHA-256: 1471693BE91E53C2640FE7BAEECBC624530B088444222D93F2815DFCE1865D5B

SHA-512: 5F52C117E346111D99D3B642926139178A80B9EC03147C00E27F07AAB47FE38E9319FE983444F3E0E36DEF1E86DD7C56C25E44B14EFDC3F13B45EDEDA064DB5
A

Malicious: false

Reputation: low

Preview:
......JFIF.....d.d......Ducky.......P......Adobe.d................................................................................................................................................. ...............W......................................
........................Qa.................................?......%.....x......s...Z.......j.T.wz.6...X.@... V.3tM...P@.u.%...m..D.25...T...F.........p......A..........BP..qD.(.........ntH.@......h?..
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\bellmedia_logo[1].gif
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: GIF image data, version 89a, 92 x 23

Category: downloaded

Size (bytes): 2016

Entropy (8bit): 7.251399513690584

Encrypted: false

SSDEEP: 24:B7jQGItSal1hpunQWwh82lYSKwTWEZrLUVyLrT34yJ3VrkTWE+GY84Tg7LswhYrc:tEGI1itvnLEggfJ3ekL8zjrnBECHL

MD5: D034878AA40817C0454D7003BA6943BB

SHA1: AC97AE1E663021F4559D668991E1381B1E364A15

SHA-256: B7B409ADD585883ADE53EFFD8EC5EE06116659DDDCE415278A40A727F172DF5D

SHA-512: 5FDB1DACE7E4B57EC5660F537A13C53DC497F5A5E8E3B7EBB84D783A830A14466CD69F11D5D08ABFDCF78224232EE965974A1D46B26C31942D5F9815477EED7
9

Malicious: false

Reputation: low

IE Cache URL: https://static.ctvnews.ca/bellmedia/common/img/logos/bellmedia_logo.gif

Preview:
GIF89a\....%....................o..........   ...000```... x.0..PPP`....p...............AAAppp...qqqP.....@@@@......e..................................................................................!..XMP Data
XMP<?xpacket begin="." id="W5M0MpCehiHzreSzNTczkc9d"?> <x:xmpmeta xmlns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.0-c060 61.134777, 2010/02/12-
17:32:00        "> <rdf:RDF xmlns:rdf="http://www.w3.org/1999/02/22-rdf-syntax-ns#"> <rdf:Description rdf:about="" xmlns:xmpMM="http://ns.adobe.com/xap/1.0/mm/" xml
ns:stRef="http://ns.adobe.com/xap/1.0/sType/ResourceRef#" xmlns:xmp="http://ns.adobe.com/xap/1.0/" xmpMM:OriginalDocumentID="xmp.did:91E3BE1D522068119
4578495BC26F6B5" xmpMM:DocumentID="xmp.did:E0657EC253C511E0835ACFE5A2E00580" xmpMM:InstanceID="xmp.iid:FD28E4AA53BF11E0835ACFE5A2E
00580" xmp:CreatorTool="Adobe Photoshop CS5 Macintosh"> <xmpMM:DerivedFrom stRef:instanceID="xmp.iid:5EC2F79D6C20681194578495BC26F6B5" stRef
:documentID="xmp.did:91E3BE1D5220681194578495BC26F6B

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\bidRequest[1].json
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 62

Entropy (8bit): 4.462204480322069

Encrypted: false

SSDEEP: 3:YM4ZFHLRRTQWRDenEuHY:YMKRcWR6EuHY

MD5: EE1DE650F08E8B97432229AE14DBF070

SHA1: 68C55F99F06F7384D9173452DD7E90AEFF53EB62

SHA-256: 2632BDC641A76F37A44ECC724A772D9FE4EE6B8EF3C18AC2DB3126CFAF4C8010

SHA-512: CCEE2A40BDF995E303F1D642AF6854BA48B4D8187C81309B8EFA405DE6AAA60B62B8D630F189FBD45266FA98C94B55622FBC7F0777101A9A4A4CA024B2570C5
6

Malicious: false

Reputation: low

Preview:
{"id":"e787f1e55bf2446cb386d6aa26605b72","nbr":1,"seatbid":[]}

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\bidRequest[2].json
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with no line terminators

Category: downloaded

Size (bytes): 124

Entropy (8bit): 4.554743521455035

Encrypted: false

SSDEEP: 3:YMkW5QHETXcQgFdonEuHjUT9c6U+J74nEuHY:YM95QH6XcgEuHU2tEuHY

MD5: 96609A1B53FEBF10575FC78E3BCCE01E

SHA1: D6E50BCFBAE667D534877CE3636F97F1DF44683C

SHA-256: F25777A39F154B54D7ADAD6E896A25143304623C1A7BB734C5FD819B9B619806

SHA-512: 6273153E89F3B0ACC3D7EA5F626A3DD0ED322B982AA03DD81C9C6DD2786969055E47CC41BEC1AA87C637630EF618EAF18B64D6FCE623F61371249443FE90019D

Malicious: false

Reputation: low

IE Cache URL: https://c2shb.ssp.yahoo.com/bidRequest?cmd=bid&dcn=8a9694c7017474db0327db644d6e001d&pos=ctvnews.ca_desktop_atf_728x90_369&secure=1

Preview:
{"id":"2c8b6da6345f47e8995ba6ceb9329420","nbr":1,"seatbid":[]}{"id":"50b968f755214d679df9ef79f37d1218","nbr":1,"seatbid":[]}

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\bidRequest[3].json
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 124

Entropy (8bit): 4.5552114366981264

Encrypted: false
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SSDEEP: 3:YMfxDQHQceJUXT6JUnEuHFVhuGwXDWRT8EHJb4nEuHY:YMCHQvcTJEuHFVhuTXDWR4uJUEuHY

MD5: B7F52428CC0F0616A4BE1A0048EC5432

SHA1: 85A9FE90C7275D048B0273AF62F3880A8EC59395

SHA-256: 286A3490CADF28444E2E7538A62D57B37C45487BC1F179301BD73380CD84B200

SHA-512: 57D5CB5C565593476AE63DC9B6FE67877C3D43FF302EEF4EA1005986A427080BF19164BD7EA7726E1C2254A1407E66FF418AB30DC26B460136835E3B81FB5433

Malicious: false

Reputation: low

Preview:
{"id":"8fb4d86f5bf549fd97361244d25b3917","nbr":1,"seatbid":[]}{"id":"ba0978c1c8f247358cc32f3fee26a2fa","nbr":1,"seatbid":[]}

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\bidRequest[3].json

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\bidRequest[4].json
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 62

Entropy (8bit): 4.4141327062680995

Encrypted: false

SSDEEP: 3:YMFEXcE0aDmBLBFYadsr34nEuHY:YM+XcE0hdwUEuHY

MD5: C80168B119BD90EF994690A55975A492

SHA1: 50FD833F996193CB069ACF4C1A216C5B55DBC25A

SHA-256: A4EA133B2B6D7D4ABB60B0078F5819B58ED1F711CC96EA033D9F02D67F6D5E9B

SHA-512: E02B36518319BAA659BF0A35BBFC033F5EBFC6A85802F92F8063DFC453549707363E4F916C6F44647923FF1AB353774E66BCB402F2E34ADD49F96BD6A6E09331

Malicious: false

Reputation: low

Preview:
{"id":"62a29a47eeef4ed6b02f2da3841fcfd3","nbr":1,"seatbid":[]}

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\bidRequest[5].json
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 62

Entropy (8bit): 4.351643948511209

Encrypted: false

SSDEEP: 3:YM8uTddnSXB8+TSAnenEuHY:YMX5aq+e3EuHY

MD5: C79CBB805D3FB942E5B2718B529071F1

SHA1: A82C6DBD32A4D600A92EE9A45D651431A03E4202

SHA-256: 48306C97CE404A1826FAC85D82B053EC821BD705F9F765166365A62CC7B6467E

SHA-512: 2B07BAFA9291F02CE35439A707241BFB047C5418C3F44EAC20C43F9C5AEB64C83E212721077516BB9AC0FD046048A3A4D1F91088F292E4D235FFAD36E0557893

Malicious: false

Reputation: low

Preview:
{"id":"5025010d5a7b46648d432b2d030167eb","nbr":1,"seatbid":[]}

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\bidRequest[6].json
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 62

Entropy (8bit): 4.379216625036156

Encrypted: false

SSDEEP: 3:YM5EDxER7W3VZEHJrInEuHY:YMYx9CHJrIEuHY

MD5: 2DF5A4D8AB78B0BE8F4F460FBB85D577

SHA1: A5BBEC8D7E7C329BE57FFDCE9776342DE00F4EE6

SHA-256: 00FEC19A981358C66E5AC402C0B7BC6CAEB98E6210C7CAEAB3E4632A567B6659

SHA-512: A0E90CB118FDE4CEEFEA9EAE5EB9E27DDD864A33B0218EF8B3BA91297BBBD9AF484CDB8EA4803C2702924B458558164019E627B91815BE4C4A8BB055DA7CF
A2E

Malicious: false

Reputation: low

Preview:
{"id":"bbc0bf7c262a4d7da51324d06034b017","nbr":1,"seatbid":[]}

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\bidRequest[7].json
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with no line terminators

Category: downloaded
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Size (bytes): 62

Entropy (8bit): 4.3248487296021345

Encrypted: false

SSDEEP: 3:YMvE27LF2hSRHonEuHY:YMvEGLFXRIEuHY

MD5: BAD875633EECB3B37C898BF6C385ADE0

SHA1: CA0F010AF77EA6A0015E8497EEB0F753CD5EE0C7

SHA-256: 6C93F5225A67874F0D8CF41F24965D5F40A7297546E9913E106A31AEDEBECAFA

SHA-512: 5E11F84342947B3D96683AF1B62ECA6484CB4E5F1251E0429A1A30B199EAD70B3EAF5F96BB348E7D9BE91D77CB00EB14BBF8A5916ACEA634FB4969B72AF56E
B0

Malicious: false

Reputation: low

IE Cache URL: https://c2shb.ssp.yahoo.com/bidRequest?cmd=bid&dcn=8a9694c7017474db0327db644d6e001d&pos=ctvnews.ca_desktop_atf_300x250_361&secure=1

Preview:
{"id":"e4ea936dcabd458d85728dba7de6d276","nbr":1,"seatbid":[]}

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\bidRequest[7].json

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\bidRequest[8].json
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 62

Entropy (8bit): 4.380827358425025

Encrypted: false

SSDEEP: 3:YMLT9GTdUVlDUzEB+nEuHY:YMWdOlYAMEuHY

MD5: 78B7138E4E02C5E77A5A45562EE62150

SHA1: 8B6E1D8FD3664B2DC08F7555E1B6D9EE7AC047A7

SHA-256: BBCEFB1998D2BA0D2C9C4AE578B8A95A226FC449BE682A76349DF8423E08477C

SHA-512: A97147DFD8AC0A294F9B7EA6F7F5BCF764D68CF5FFC341D2670C390772EA5188C8DCAE6835BB2F26DFFBD6E5069EB6A4665D1C9DB78E69FC5726DC8C50B746
CD

Malicious: false

Reputation: low

Preview:
{"id":"82ca7ca7c557497c815e73c16e07e8cd","nbr":1,"seatbid":[]}

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\bidRequest[9].json
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with no line terminators

Category: downloaded

Size (bytes): 62

Entropy (8bit): 4.504610778436435

Encrypted: false

SSDEEP: 3:YMQPQUSRgETUNyA6+nEuHY:YMQPQPg/NT6+EuHY

MD5: 18EBE1BC78B5A9BA688A8994A2BAA1A9

SHA1: A38FDEBEA403FBF8D38337E9ED8B9453526D0575

SHA-256: 85F63D580FD85C5847D8F777C3C3E22317F5ACF649792CE2244957DB764C49C1

SHA-512: DB493BD55029E619E969B118BC87A784A85D4E051A9F8CCA657BC8F9E9FBEDD908F81E762F9CE916BC8FDA0CD80A9405907295022E4A6F7EEF7CDD103C62169
9

Malicious: false

Reputation: low

IE Cache URL: https://c2shb.ssp.yahoo.com/bidRequest?cmd=bid&dcn=8a9694c7017474db0327db644d6e001d&pos=ctvnews.ca_desktop_atf_300x600_362&secure=1

Preview:
{"id":"6fd52a3cb185445ba61192dd80c57e49","nbr":1,"seatbid":[]}

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\bid[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with no line terminators

Category: downloaded

Size (bytes): 64

Entropy (8bit): 4.8011085007312415

Encrypted: false

SSDEEP: 3:8WiCLViemMQ32p0kHRTkh:8WiIUem/32p0kHRTq

MD5: 78F5F00DCBCAB89092CAB63DDC957E9D

SHA1: B4F617FBE18C61EB9F56D5FBD35C5FA683ACBE47

SHA-256: D278491B1DE51AD826D16BE5AB27B1746999C02D45200F107218427E34EED798

SHA-512: 32F16CC4A285ABDD27894C7D30FE6DEE99E6D8659854B8AA940E8A7DC16038476DC25AEBBD60A435C8FFF8C64112660B018708E806DCD1B363FCAE530F54EA
C8

Malicious: false
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Reputation: low

IE Cache URL: https://c.amazon-adsystem.com/e/dtb/bid?
src=3733&u=https%3A%2F%2Fwww.ctvnews.ca%2Fhealth%2Fcoronavirus%2F&pid=OWSX36eAgp1R0&cb=0&ws=1280x906&v=7.60.00&t=2000&slots=%5B%7B%22s
d%22%3A%220%22%2C%22s%22%3A%5B%22300x250%22%2C%22300x600%22%2C%22300x1050%22%5D%2C%22sn%22%3A%22%2F5479%2Fctv.ctvnews%2F
coronavirus%2Fnature%2Fdiv-gpt-ad-300_250-
1%22%7D%2C%7B%22sd%22%3A%221%22%2C%22s%22%3A%5B%22300x100%22%5D%2C%22sn%22%3A%22%2F5479%2Fctv.ctvnews%2Fcoronavirus%2Fnatu
re%2Fdiv-gpt-ad-300_100-
2%22%7D%2C%7B%22sd%22%3A%222%22%2C%22s%22%3A%5B%2230x1%22%5D%2C%22sn%22%3A%22%2F5479%2Fctv.ctvnews%2Fcoronavirus%2Fnature
%2Fdiv-gpt-ad-30_1-
3%22%7D%2C%7B%22sd%22%3A%223%22%2C%22s%22%3A%5B%22728x90%22%2C%22970x250%22%2C%22970x90%22%5D%2C%22sn%22%3A%22%2F547
9%2Fctv.ctvnews%2Fcoronavirus%2Fnature%2Fdiv-gpt-ad-728_90-
4%22%7D%2C%7B%22sd%22%3A%224%22%2C%22s%22%3A%5B%22300x250%22%2C%22300x600%22%2C%22300x1050%22%5D%2C%22sn%22%3A%22%2F
5479%2Fctv.ctvnews%2Fcoronavirus%2Fnature%2Fdiv-gpt-ad-300_250-5%22%7D%5D&gdprl=%7B%22status%22%3A%22no-cmp%22%7D

Preview:
apstag.punt({"cfg":{"CONFIG_CALL_ENABLED":true,"v":1},"cb":"0"})

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\bid[1].js

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\body-override-7[1].css
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with CRLF, LF line terminators

Category: downloaded

Size (bytes): 6651

Entropy (8bit): 4.84430385618629

Encrypted: false

SSDEEP: 192:xKYDpf0VRqRJn0lCaHVIa9zh6bLgj/04UXlCaHxjX7O20BuWT4Q6FJ7lCaHVnbv9:xKYDpf0VRqRJ0lCaHVIa9zh6bLgj/0pv

MD5: 0BF4667BB1412706F433DEB85CF90877

SHA1: 180CD5E7F6F1D754661BF6A69917E7B37D610EFA

SHA-256: 79BC6D190DEB866B5BFC763B84F10DC2585760AED90D591EC2FA3CF12924B915

SHA-512: 778561B8B4C5D47CFFA6D6CF0BAEF6551762963D7A2EF2F9F5C6E3BA02D5CE893F11610E950238A42AD5795E5082F3024599FE4718DAA200AC0B501B52415ED9

Malicious: false

Reputation: low

IE Cache URL: https://www.ctvnews.ca/cmlink/body-override-7.730841

Preview:
    body {background-color: #FFF}../*To Remove below once we have our code fix done */....@media (max-width: 575px) {..    .election-col-s-1 {width: 8.33%;}..    .electio
n-col-s-2 {width: 16.66%;}..    .election-col-s-3 {width: 25%;}..    .election-col-s-4 {width: 33.33%;}..    .election-col-s-5 {width: 41.66%;}..    .election-col-s-6 {width: 50%;}..    
.election-col-s-7 {width: 58.33%;}..    .election-col-s-8 {width: 66.66%;}..    .election-col-s-9 {width: 75%;}..    .election-col-s-10 {width: 83.33%;}..    .election-col-s-11 {width: 
91.66%;}..    .election-col-s-12 {width: 100%;}..    .content-primary,..    .content-secondary,..    .content-primary .imageLeft .bn-headline,..    .content-primary .imageLeft .te
aser .teaserImage,..    .content-primary .imageLeft .bn-headline,..    .content-primary .imageLeft .lead-top.teaserLead {..        float: none;width: 100%;..    }...fourGrid 
.element.teaser.election-col-12.election-col-xl-12.election-col-l-12.election-col-m-12.election-col-s-12, 

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\budget-css-7[1].css
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with CRLF, LF line terminators

Category: downloaded

Size (bytes): 1015

Entropy (8bit): 4.974843509587484

Encrypted: false

SSDEEP: 24:gGnkoGVQG3XFCrgoR/qHwkTQehmoqh/W6THobZy:gGnjGVzOgokHwJ1JHs4

MD5: C4E3733E0BEE7E97F2C0E1420119DC93

SHA1: 9AE7392CDB4FA96ED5F5753EBC33F0F09E8F4016

SHA-256: 4EAE0A6AF5FAFDD029956F42D82F4BD6E1D4C3A1893A5E2C8001B5F6A19CB5CD

SHA-512: F074F5A26A73D39B9CF4E8E5FEB1B5A81853432003CF973436F4E008050ABD2AE75B10F2B1D2EE0921C9FFECDFAF3674FE53C8FF39CDDB4AF1B8D16217765C2
F

Malicious: false

Reputation: low

IE Cache URL: https://www.ctvnews.ca/cmlink/budget-css-7.379739

Preview:
    .budget-charts .teaserTitle a {font-size: 80%}...budget-charts .teaserImage {border: 1px solid #CCCCCC}.....pope-group  .shows-player {width: 620px}.....pope-group .p
laya-playa {float: none}...pope-group .listing-box {margin-left: 0; width: 620px; background: none}...pope-group .playa-list {height: auto; overflow: visible; margin-bottom: 
10px; border-bottom: 3px double #CDCDCD; padding-bottom: 10px}...pope-group.budget .full-wrap .playa-items {width: 225px; margin-left: 65px; margin-right: 0}.....pope-
group.budget .full-wrap .playa-items:first-child {margin-left: 0}../*.full-wrap .playa-items {float: left; width: 180px;margin-right: 20px}*/...full-wrap .playa-items:last-child {
margin-right: 0}...pope-group .playa-items h2 {font-size: 14px; line-height: 1.2; text-align: center}...pope-group .playa-items h2 a {line-height: 1.2}...pope-group .playa-items 
p {font-size: 0.75em; text-align: center}...election-pl .clip-stuff p {font-size: 100%; line-height: 1.2}.....conclave-wrap {text-al

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\ca46aa22-e6b4-464e-9077-7215dc98bc0a[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 463

Entropy (8bit): 4.6850420640277814

Encrypted: false

SSDEEP: 12:H0Y4XjfLyT9RBthLdb0E4XjfLyT9R4xExlPezL:H0DDyT/BPdb0PDyT/4xExlSL
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MD5: 01F9E44901E753DFCFCC33F39373C0B2

SHA1: A20F6225838FE6E48C75E11760CFFE1D34746E56

SHA-256: FC871B950EBF9BF7DB16DAA9544203445E214B45B2F9A9AD06C1C694E0329D53

SHA-512: 71F61AE5289D1E189CC4B45C3ED3F320190158F8AF396A17C3654FB39913FC2AAF2310EE0BEBF05C42E24BB7EE8AEBBF5745C4DB23C5850888E210532366DDD
8

Malicious: false

Reputation: low

Preview:
Krux.ns.bellmedia.kxjsonp_consent_get_0({"status":400,"body":{"settings":{"dc":1,"al":1,"tg":1,"cd":1,"sh":0,"re":0},"pr":"global","code":"bad_request","source":"unk","er
rors":{"idv":"no identifier found for user","query":"no user id"}}});Krux.ns.bellmedia.kxjsonp_consent_get_0({"status":404,"body":{"settings":{"dc":1,"al":1,"tg":1,"cd":1,"sh":0,"r
e":0},"pr":"global","code":"not_found","source":"unk","errors":{"not_found":"consent not found for OAo8OofK"}}});

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\ca46aa22-e6b4-464e-9077-7215dc98bc0a[1].js

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\canada-finalizing-deal-with-u-s-for-1-5m-doses-of-the-astrazeneca-vaccine-
1[1].htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, UTF-8 Unicode text, with very long lines, with CRLF, LF line terminators

Category: downloaded

Size (bytes): 196965

Entropy (8bit): 4.815719340454036

Encrypted: false

SSDEEP: 1536:pbDKrv2e/MHwpMIW8X98iQNvWvAjgbNHHH66reN/QErj7PeRO4VuJS9u8aUqMm6n:f+6Ws4VuJS3qu3GeHs0Z

MD5: 7CBA1568ABC4DCD3E1C5F1F216A0AA24

SHA1: A1563A8CC01E96A57ADF5D589B3FF8CA9538D8EF

SHA-256: D6A5FBD57590F159D1FAA7A544EC789E69F4983E76F81324ABCBE6731A3E2FFC

SHA-512: 9AACAC00AD05418F447AF9CDC6D546B941256643D6E7CFCA21093A7AD46B242A3DB9EFA3CD3D9B354126000F89734B55609050613352E9F84E9FC111A2E28FE7

Malicious: false

Reputation: low

IE Cache URL: https://www.ctvnews.ca/health/coronavirus/canada-finalizing-deal-with-u-s-for-1-5m-doses-of-the-astrazeneca-vaccine-1.5352524

Preview:
<!DOCTYPE html>.  [if lt IE 7]>      <html class="no-js lt-ie10 lt-ie9 lt-ie8 lt-ie7" ng-app="myApp" lang="en" itemscope itemtype="http://schema.org/Article" xmlns:og="ht
tp://ogp.me/ns#" xmlns:fb="https://www.facebook.com/2008/fbml"  > <![endif]-->.  [if IE 7]>         <html class="no-js lt-ie10 lt-ie9 lt-ie8" ng-app="myApp" lang="en" ite
mscope itemtype="http://schema.org/Article" xmlns:og="http://ogp.me/ns#" xmlns:fb="https://www.facebook.com/2008/fbml"  > <![endif]-->.  [if IE 8]>         <html class="n
o-js lt-ie10 lt-ie9" ng-app="myApp" lang="en" itemscope itemtype="http://schema.org/Article" xmlns:og="http://ogp.me/ns#" xmlns:fb="https://www.facebook.com/2008/fbml"  
> <![endif]-->.  [if IE 9]>         <html class="no-js lt-ie10" ng-app="myApp"  lang="en" itemscope itemtype="http://schema.org/Article" xmlns:og="http://ogp.me/ns#" xmlns
:fb="https://www.facebook.com/2008/fbml"  > <![endif]-->.  [if gt IE 8]>  > <html class="no-js" ng-app="myApp" lang="en" itemscope itemtyp

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\chartbeat_mab[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 22902

Entropy (8bit): 5.531297865001784

Encrypted: false

SSDEEP: 384:DZz9kBGXvFR9ZF5jEi/wzL9HyOMFWBPIGk8s/HxgTm2sThgDfotmgFH:nkBeFz/5hof9JMFMk/OTLYtmgFH

MD5: 13B3652F9F050AAA03C5AFAA42038945

SHA1: 00E8A4B7FA0722B9B8595C793265C8598F28111C

SHA-256: BDBB3B88367E0DC7F2AF34B3BB701FE2523C8653A48CDFD8AAF67C2D1E18B76D

SHA-512: 395718B136313A9046B1C5E1EC11B06123F870582849A080E15ACF07F18E509BC0521D8FEE91D43E947D75D5578BF9EFC93F09CC55499A06075950DBD38B176C

Malicious: false

Reputation: low

IE Cache URL: https://static.chartbeat.com/js/chartbeat_mab.js

Preview:
(function(){var l=void 0,m=true,n=null,o=false,p=this;.function aa(a){var b=typeof a;if(b=="object")if(a){if(a instanceof Array)return"array";else if(a instanceof Object)return 
b;var c=Object.prototype.toString.call(a);if(c=="[object Window]")return"object";if(c=="[object Array]"||typeof a.length=="number"&&typeof a.splice!="undefined"&&typeof 
a.propertyIsEnumerable!="undefined"&&!a.propertyIsEnumerable("splice"))return"array";if(c=="[object Function]"||typeof a.call!="undefined"&&typeof a.propertyIsEnume
rable!="undefined"&&!a.propertyIsEnumerable("call"))return"function"}else return"null";.else if(b=="function"&&typeof a.call=="undefined")return"object";return b};function 
ba(a){a=String(a);if(/^\s*$/.test(a)?0:/^[\],:{}\s\u2028\u2029]*$/.test(a.replace(/\\["\\\/bfnrtu]/g,"@").replace(/"[^"\\\n\r\u2028\u2029\x00-\x08\x10-\x1f\x80-\x9f]*"|true|false
|null|-?\d+(?:\.\d*)?(?:[eE][+\-]?\d+)?/g,"]").replace(/(?:^|:|,)(?:[\s\u2028\u2029]*\[)+/g,"")))try{return eval("("+a+")")}catch(b){}throw 

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\clientlib-news-site.min.bb67424391af21ed2b476c417718cfe2[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode text, with very long lines

Category: downloaded

Size (bytes): 1468873

Entropy (8bit): 5.8278366679302165

Encrypted: false

SSDEEP: 24576:2uSrZ8N7ktMit7qlGY2l02M8+RjmnZQwfxD7:2uSrZiktMit7Y2l02M8+RjmnZQwd7

MD5: BB67424391AF21ED2B476C417718CFE2

SHA1: F03BD2A519999269621473DA2F0C327DC93CE6B3
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SHA-256: 30B662FF1458FD58C5518DE5B258A5935B86EC443C44533259FA575BFC057F54

SHA-512: AD4A71D61EA6C47299340BE71AB024CB88A2D1E156563B427848D9F568C7813DE8FCC9DABDA65CE7CFEBF3643970FFA7242EF488A41B80B624F8B2D335F2A81
6

Malicious: false

Reputation: low

IE Cache URL: https://toronto.ctvnews.ca/etc.clientlibs/bmdaem-domains/news/clientlibs/clientlib-news-site.min.bb67424391af21ed2b476c417718cfe2.js

Preview:
/*******************************************************************************. * Copyright 2017 Adobe. *. * Licensed under the Apache License, Version 2.0 (the "License");. * you 
may not use this file except in compliance with the License.. * You may obtain a copy of the License at. *. *     http://www.apache.org/licenses/LICENSE-2.0. *. * Unless 
required by applicable law or agreed to in writing, software. * distributed under the License is distributed on an "AS IS" BASIS,. * WITHOUT WARRANTIES OR CON
DITIONS OF ANY KIND, either express or implied.. * See the License for the specific language governing permissions and. * limitations under the License.. ****************
**************************************************************/.if (window.Element && !Element.prototype.closest) {.    // eslint valid-jsdoc: "off".    Element.prototype.closest =.        
function(s) {.            "use strict";.            var matches = (this.document || this.ownerDocument).querySelectorAll(s);.      

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\clientlib-news-site.min.bb67424391af21ed2b476c417718cfe2[1].js

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\common[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 8243

Entropy (8bit): 5.255514315035491

Encrypted: false

SSDEEP: 192:/QlVKRuF5HGxZvAB4ZGNUGHBg98Y2Mdl/XtQI9vEjXT7Tl1TtXBrUN9d:45HGjAqsNLg98Y2Mdl78v7Bpy

MD5: BD6B5669DA92F285867BBCA87277594D

SHA1: 835577EB56047C392F6E8E3A4C69AC47FEF7C803

SHA-256: 152FA4721770CF1DC87AEA48E62A1AD5DAE570995E09574057C0C1F440A2691E

SHA-512: 7D87C27931D4CE7E8452F6850791905B771263DF44736F4A4F356B9B4FDD080CCF112E72EA914FF25C6005E1F12CC2F229B815F98DFFF60544B1A3E190A8E637

Malicious: false

Reputation: low

IE Cache URL: https://static.ctvnews.ca/bellmedia/common/js/common.js

Preview:
$(document).ready(function(){jQuery(".unmutePlayer, .crushPromo").on("click",function(){unmuteVideoPlayer();});$(".increaseTextSize").click(function(){var article=$(".art
icle");if(article.hasClass("large")){article.addClass("larger");article.removeClass("large");}else{if(!article.hasClass("larger")){article.addClass("large");}}});$(".decreaseTextSi
ze").click(function(){var article=$(".article");if(article.hasClass("larger")){article.addClass("large");article.removeClass("larger");}else{article.removeClass("large");}});$(docu
ment).ready(function(){$.fn.delayCustom=function(c,searchView){this.each(function(){setTimeout(searchView,c);});return this;};function initLabelBehaviour(){if($("form.frm
").length>0){$("form.frm .row label").click(function(){if($(this).siblings("input:text").length>0){$(this).siblings("input:text:first").focus();}});}initFunctions.push("initLabelBe
haviour");}var searchView=false;$(".links-search .search a:not(.close), .links-search .search").click(function(searchSub

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\config[1].json
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 340

Entropy (8bit): 5.135790086905765

Encrypted: false

SSDEEP: 6:Ysr+eY4XlvOECjKJ8mgO9l3FCOfUENnYKHgjOzUWqIQCpCgKLS5Q2ueMTHOnmrXR:Ysr+ba9Ooiu39DYKHgyzXtQCBQSrSOmt

MD5: 1F62BDF98AA9441F5C052D087AE12DA4

SHA1: 000A36B0F538ECFF31D77050ABDD11D3D217B1B0

SHA-256: 47788D94B7B5DAB17D13A394E02DF0CE6442FDF1F659D03B7FB3EBA6D740BC4A

SHA-512: EE0DABD4ABB9DFAE41FCC8494C2F93BC85EFD4ECED0478053CCAA1EAC36683D84D1DFC1614F18E541DF7257FBA347E891B9CA222F87C5E6EEB786BDCA5EB
802F

Malicious: false

Reputation: low

IE Cache URL: https://c.amazon-adsystem.com/cdn/prod/config?src=3733&u=https%3A%2F%2Ftoronto.ctvnews.ca%2F

Preview:
{"3pvendor":"var propertyId = '5rJjPRoNo_MlaGcpOA6YOlm0Fmw'; var scriptTag = document.createElement('script'); scriptTag.src = '//confiant-integrations.global.s
sl.fastly.net/' + propertyId + '/gpt_and_prebid/config.js'; scriptTag['onload'] = function(e) { window.creativeVendorLibraryLoaded = true;}; document.head.appendChild(scr
iptTag);"}

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\coronavirus-links-css-7[1].css
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with CRLF, LF line terminators

Category: downloaded

Size (bytes): 1215

Entropy (8bit): 4.950268263533609

Encrypted: false

SSDEEP: 24:2G9M1QJj5O6gve1EsGpzDzLwJ3idLnHDtyAErFt+XTFv:NND1kpXYk9ydXMB

MD5: D77284FF0BD34063A2CFFF19AB02E0A9

SHA1: 68C2267F5EA26CB972A1A02DDCB0B87ABB1958AA

SHA-256: 75F39F630F3DD8E047C89F7B197A84E1FFB4843E22CC0870B845E6D5625BA9B0
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SHA-512: 093494FCB3ABF90EA7461FDAD24FAEBF94C25A788447B22B84F402D09AC5C44105DC529E8C7D72FD9ED596C0D931E0B57337141C82193F9A151E478A3D6B8D76

Malicious: false

Reputation: low

IE Cache URL: https://www.ctvnews.ca/cmlink/coronavirus-links-css-7.757277

Preview:
    .polopoly_embed {..  max-width: 100% !important;..}....ul.coronavirus-links {..  background: #f3f3f3;..  border-radius: 1px;....  list-style: none;..  font-family: "CTVSans-
Regular", sans-serif;..  font-size: 14px;....  padding: 20px 16px 14px 24px;..  line-height: 20px;....  margin: 16px auto;..  overflow: hidden;..  text-align: left;..}....ul.coronavir
us-links .bold {..  font-family: "CTVSans-Bold", sans-serif;..  color: #222;..}....ul.coronavirus-links li {..  border-left: 1px dashed #b4b4b4;..  padding-left: 9pt;..  padding-bo
ttom: 18px;..  margin-bottom: 0;..}....ul.coronavirus-links li:last-child {..  border-left: 1px dashed transparent;..  padding-left: 9pt;..  padding-bottom: 0;..}....ul.coronavirus-
links li::before {..  content: " ";..  display: inline-block;..  width: 8px;..  height: 8px;..  border-radius: 5px;..  background-color: #005fff;..  vertical-align: middle;..  margin-left: -
1pc;..  margin-right: 8px;..  margin-top: -16px;..  padding: 0;..}....ul.coronavirus-link

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\coronavirus-links-css-7[1].css

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\detectMobile[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 3235

Entropy (8bit): 5.19082006687415

Encrypted: false

SSDEEP: 48:TDAsrNS0EA8UIxEkHwib1xjAPAlkOzboohZ1+Z12rZ1WChZ1Fz+WmGtG2Riv2PcZ:QslEVdx/w6/sPAlkOzIM1jt3AvXHjLh

MD5: B881BCA0F5446A5E0E5C974B8BCA3BE3

SHA1: 9C47E6A5511FD037444B17BA57CA25CA5080D424

SHA-256: 46B55FD2EFE26D820736BD14392EAC583854AA17FD9F6304F81F359614744315

SHA-512: BB77B812FD75715D9F4294BBA9A611E01859FF88FE1E5671EB35F1D50359D49516787EAEEC8CE9D1540586F057CA371C3C7EF78E71731C8BA9A0563DFEDBB828

Malicious: false

Reputation: low

IE Cache URL: https://static.ctvnews.ca/bellmedia/common/js/detectMobile.js

Preview:
function redirectTo(redirectURL){window.location.href=redirectURL;}function setCookieAndRedirect(mode,redirectURL){jQuery.cookie("permPref",mode,{expires:100,pa
th:"/"});redirectTo(redirectURL);}function setCookieAndLoadSiteByMode(mode){if(MobileEsp.IsIphone||MobileEsp.IsAndroidPhone||MobileEsp.DetectMobileQuick()){if(c
onfirm("Save your preference?")){jQuery.cookie("permPref",mode,{expires:100,path:"/"});}else{var cookieDuration=new Date();cookieDuration.setTime(cookieDuration
.getTime()+(30*60*1000));jQuery.cookie("currPref",mode,{expires:cookieDuration,path:"/"});}}var currURL=window.location.href;if(mode=="www"){var targetURL=getDe
sktopUrl(currURL);redirectTo(targetURL);}else{if(mode=="mobile"){var targetURL=getMobileUrl(currURL);redirectTo(targetURL);}}}function getMobileUrl(desktopUrl){var 
fullURL=document.createElement("a");fullURL.href=desktopUrl;var index_firstSlashAfterDomain=desktopUrl.indexOf("/",desktopUrl.indexOf(fullURL.hostname));var 
mobileURL=desktopUrl.substring(0,index_

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\dnserror[1]
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, UTF-8 Unicode (with BOM) text, with CRLF line terminators

Category: downloaded

Size (bytes): 5994

Entropy (8bit): 4.4885437940628465

Encrypted: false

SSDEEP: 48:u7u5V4VyhhV2lFUW29vj0RkpNc7KpAP8RrN7u5V4VyhhV2lFUW29vj0RkpNc7KpS:vIlJ6G7Ao8RiIlJ6G7Ao8Ra

MD5: 713ADD0E98C772CE39C7B2452806602B

SHA1: 7888DE86275AE869D6E82EE4D392C71EB9BCCD25

SHA-256: 6DE0370BA485689D411FF66EEA6EBCC577A1D19CFD489FA4DC7E22BD91F65806

SHA-512: ABFB3EF6B1EA2A12B9A1E425BD94F807A4CE1C8FCE8CC618FBC700222CE573CFAB47BA9FCDCDE7157142F43CD3349014AAD1DC720EB8C327000B9211BAB33
39F

Malicious: false

Reputation: low

IE Cache URL: res://ieframe.dll/dnserror.htm?ErrorStatus=0x800C0005&DNSError=1460

Preview:
.<!DOCTYPE HTML>..<html>..    <head>..        <link rel="stylesheet" type="text/css" href="NewErrorPageTemplate.css" >..        <meta http-equiv="Content-Type" 
content="text/html; charset=UTF-8">..        <title>Can&rsquo;t reach this page</title>..        <script src="errorPageStrings.js" language="javascript" type="text/javascript">..  
      </script>..        <script src="httpErrorPagesScripts.js" language="javascript" type="text/javascript">..        </script>..    </head>....    <body onLoad="getInfo(); initMo
reInfo('infoBlockID');">..        <div id="contentContainer" class="mainContent">..            <div id="mainTitle" class="title">Can&rsquo;t reach this page</div>..            <div 
class="taskSection" id="taskSection">..                <ul id="cantDisplayTasks" class="tasks">..                    <li id="task1-1">Make sure the web address <span id=
"webpage" class="webpageURL"></span>is correct</li>..                    <li id="task1-2">Search for this site on Bing</li>..   

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\down[1]
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 15 x 15, 8-bit colormap, non-interlaced

Category: dropped

Size (bytes): 748

Entropy (8bit): 7.249606135668305

Encrypted: false

SSDEEP: 12:6v/7/2QeZ7HVJ6o6yiq1p4tSQfAVFcm6R2HkZuU4fB4CsY4NJlrvMezoW2uONroc:GeZ6oLiqkbDuU4fqzTrvMeBBlE

MD5: C4F558C4C8B56858F15C09037CD6625A

SHA1: EE497CC061D6A7A59BB66DEFEA65F9A8145BA240
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SHA-256: 39E7DE847C9F731EAA72338AD9053217B957859DE27B50B6474EC42971530781

SHA-512: D60353D3FBEA2992D96795BA30B20727B022B9164B2094B922921D33CA7CE1634713693AC191F8F5708954544F7648F4840BCD5B62CB6A032EF292A8B0E52A44

Malicious: false

Reputation: low

Preview:
.PNG........IHDR...............ex....PLTE....W..W..W..W..W..W..W..W..W..W..W..W..W.U..............W..W.!Y.#Z.$\.'].<r.=s.P..Q..Q..U..o..p..r..x..z..~.........................................
....b.............................................................................................................................................................................................................$..s...7tRNS.a.o(,.s....e......q*.......
............................F.Z....IDATx^%.S..@.C..jm.mTk...m.?|;.y..S....F.t...,.......D.>..LpX=f.M...H4........=...=..xy.[h..7....7.....<.q.kH....#+....I..z.....'.ksC...X<.+..J>....%3BmqaV
...h..Z._.:<.Y_jG...vN^.<>.Nu.u@.....M....?...1D.m~)s8..&....IEND.B`.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\down[1]

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\down[2]
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 15 x 15, 8-bit colormap, non-interlaced

Category: dropped

Size (bytes): 748

Entropy (8bit): 7.249606135668305

Encrypted: false

SSDEEP: 12:6v/7/2QeZ7HVJ6o6yiq1p4tSQfAVFcm6R2HkZuU4fB4CsY4NJlrvMezoW2uONroc:GeZ6oLiqkbDuU4fqzTrvMeBBlE

MD5: C4F558C4C8B56858F15C09037CD6625A

SHA1: EE497CC061D6A7A59BB66DEFEA65F9A8145BA240

SHA-256: 39E7DE847C9F731EAA72338AD9053217B957859DE27B50B6474EC42971530781

SHA-512: D60353D3FBEA2992D96795BA30B20727B022B9164B2094B922921D33CA7CE1634713693AC191F8F5708954544F7648F4840BCD5B62CB6A032EF292A8B0E52A44

Malicious: false

Reputation: low

Preview:
.PNG........IHDR...............ex....PLTE....W..W..W..W..W..W..W..W..W..W..W..W..W.U..............W..W.!Y.#Z.$\.'].<r.=s.P..Q..Q..U..o..p..r..x..z..~.........................................
....b.............................................................................................................................................................................................................$..s...7tRNS.a.o(,.s....e......q*.......
............................F.Z....IDATx^%.S..@.C..jm.mTk...m.?|;.y..S....F.t...,.......D.>..LpX=f.M...H4........=...=..xy.[h..7....7.....<.q.kH....#+....I..z.....'.ksC...X<.+..J>....%3BmqaV
...h..Z._.:<.Y_jG...vN^.<>.Nu.u@.....M....?...1D.m~)s8..&....IEND.B`.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\election-2019-grid[1].css
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 84028

Entropy (8bit): 5.049746099506975

Encrypted: false

SSDEEP: 768:e0QrT7nt8aj56f6rQWszm4mg+4xPBIzHeD/kQV4un9H6V1Yhp3oZlWmQXm2hgsD3:eRfxW7wFXMCmmorF

MD5: 6203A9FB99B889405EE027FAB6B37A5C

SHA1: ACF8C08DAB71363B8A4FBE6F52BBDDB61053212E

SHA-256: CB31275FC659D21897B9F65323D526DA1836BAE65F7AA0291A14C20807D3B442

SHA-512: 3D8A08525792D22A1FB2534D935541CB94BFEF2061A9B165306FB91ED61DF445EAB8B86A3A56FFB1BA125BA570D677933F9E35FE4C68957692511CE249F389C4

Malicious: false

Reputation: low

IE Cache URL: https://static.ctvnews.ca/bellmedia/common/css/election/election-2019-grid.css

Preview:
@import url("webfont.css");body{position:relative}.content{overflow:hidden;max-width:1200px;margin:0 auto;min-height:600px;-webkit-font-smoothing:antialiased;-moz-
osx-font-smoothing:grayscale}.content-primary{width:73.67%;float:left;color:#2c2c2c;overflow:hidden}.content-secondary{float:left;width:26.33%;line-height:18px}.content-
secondary .boxAd{margin-left:10px}.content-secondary.electionArticleSecondary .boxAd,.articleBody .boxAd{border-bottom:0 none transparent;text-align:center;margin-
left:0;padding-bottom:25px}@media(min-width:992px){.content-secondary.electionArticleSecondary .boxAd,.articleBody .boxAd{padding-bottom:45px}li .element.teaser 
.teaserText.largeVersion .teaserTitle a,.linklist .dc .element.teaser.threecolumngridteaser .bn-headline .teaserTitle a{font-size:16px;line-height:20px}}.articleBody .boxAd{m
argin-top:30px}.content-secondary .boxAd .ad-below,.articleBody .boxAd .ad-below{font-family:"CTVSans-Regular",arial,sans-serif;font-size:14px}h1.none,.back-top
.hidden{di

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\election-teasers-stylesheet-7[1].css
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with CRLF, LF line terminators

Category: downloaded

Size (bytes): 11364

Entropy (8bit): 5.024675657605062

Encrypted: false

SSDEEP: 192:H/fJfnp8cYMYABWhd9dit6Vo9oVA25avjhYtSoeit6wr6SwU9qaE/9j/1dP/lMUt:ffOst675Uutbnt6uwD6A7

MD5: D81ED5A0ECBCC4CCF36AA10BB6B9B8D6

SHA1: E6159E65138A1D528FA89071662D949F5B5E887E

SHA-256: B37191D5B27FA55D8ED17B54DA9BE340714B12F00016C66FA78E35912CD196D8

SHA-512: 074EFFA2E7BDEA990D526807F72835333173DD8EA01D796549356457965B850E4B163ED066558F90AFDF59D3C559718B1A1F18E9E8A048ECE4A23DE3ED6D1E0A

Malicious: false

Reputation: low

IE Cache URL: https://www.ctvnews.ca/cmlink/election-teasers-stylesheet-7.733147

Copyright Joe Security LLC 2021 Page 34 of 93



Preview:
    /* PLATFORM TEASER BEGIN */....#platform-tease {..    margin: 0 auto;..    max-width: 1200px;..    display: grid;..    grid-template-columns: 15px 4.5fr 4fr;..    grid-
template-rows: auto 4fr auto 30px;..    grid-template-areas:..    '.  hd hd'..    'im im by'..    'im im by'..    '.  .  . ';..    font-family: 'CTVSans-Regular', 'CTV Sans', Arial, Helvet
ica, sans-serif;..    font-size: 17px;..    line-height: 26px;..    color: #4a4a4a;..}.....platform-tease-background {..    background: #f8f8f8;..    grid-row: 1 / 4;..    grid-column: 2 / 
4;..    margin: 0 0 -20px 0;..}.....platform-tease-body {..    grid-area: by;..}.....platform-tease-head {..    font-size: 22px;..    font-family: 'CTVSans-Bold', 'CTV Sans', Arial, 
Helvetica, sans-serif;..    text-transform: uppercase;..    padding: 15px 5px 0 15px;..    grid-area: hd;..}.....platform-tease-image-div {..    grid-area: im;..    overflow: hidden;..    
max-height: 250px;..}.....platform-tease-image {..    width: 100%;..    height: 1

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\election-teasers-stylesheet-7[1].css

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\errorPageStrings[1]
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode (with BOM) text, with CRLF line terminators

Category: dropped

Size (bytes): 9440

Entropy (8bit): 5.164796203267696

Encrypted: false

SSDEEP: 192:JsUOG1yNlX6ZzWpHOWLia16Cb7b4sUOG1yNlX6ZzWpHOWLia16Cb7bk:JsDhpNOWLiIb7b4sDhpNOWLiIb7bk

MD5: 9FDEE838E7C036092E81A4E7CC949643

SHA1: 364FC6C36972FFD803E5999AD501F3D7A2216FDF

SHA-256: C6BF586821E13F7F6D6EF75AA82E69BD5E3E1336615C85AE513C70704F5C0787

SHA-512: 622BC3BD9F0615C191B03F2E8D018867C9D9ADCF1015DA5FB4D3462D71512B72558B32CA9F74A925C150B57FD232ABD48AFFC8D32128C50540DF02FCA8ECBB2
B

Malicious: false

Reputation: low

Preview:
.//Split out for localization...var L_GOBACK_TEXT = "Go back to the previous page.";..var L_REFRESH_TEXT = "Refresh the page.";..var L_MOREINFO_TEXT = "More 
information";..var L_OFFLINE_USERS_TEXT = "For offline users";..var L_RELOAD_TEXT = "Retype the address.";..var L_HIDE_HOTKEYS_TEXT = "Hide tab shortcuts
";..var L_SHOW_HOTKEYS_TEXT = "Show more tab shortcuts";..var L_CONNECTION_OFF_TEXT = "You are not connected to the Internet. Check your Internet conn
ection.";..var L_CONNECTION_ON_TEXT = "It appears you are connected to the Internet, but you might want to try to reconnect to the Internet.";....//used by invalidcert.js 
and hstscerterror.js..var L_CertUnknownCA_TEXT = "Your PC doesn\u2019t trust this website\u2019s security certificate.";..var L_CertExpired_TEXT = "The website
\u2019s security certificate is not yet valid or has expired.";..var L_CertCNMismatch_TEXT = "The hostname in the website\u2019s security certificate differs from the web
site you are trying to visit.";..var L

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\f[1].txt
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 14069

Entropy (8bit): 5.463097794201109

Encrypted: false

SSDEEP: 384:965i091Vgd4mXRF0iXTWBsLgNDAPkQQc9wfimE7mRXUDZOGL:96AkV4hBBR9IimE7eiZO6

MD5: 36C3FD8149DCCF7401F393DEE450132F

SHA1: FC13F8C9A9D6313F6D6CC647B141BB14F33F7440

SHA-256: 47B7A8710924EC2A6402C437F720B5E31DD3A5229A18DB70BADCE74EABA80C4F

SHA-512: 459A3393990122F4DD5BEFEDF90D833CCAD1B83B0267C0B351EBF8BA7BDDD4B1137C0CA39E0B33F6F4A889A0443D72234DFB31A784133FE2ABE0BBFCED22F8
09

Malicious: false

Reputation: low

IE Cache URL: https://pagead2.googlesyndication.com/pagead/show_companion_ad.js

Preview:
(function(){/* . . Copyright The Closure Library Authors. . SPDX-License-Identifier: Apache-2.0 .*/ .var m,p=this||self,q=function(a,b,c,d){a=a.split(".");d=d||p;a[0]in d
||"undefined"==typeof d.execScript||d.execScript("var "+a[0]);for(var e;a.length&&(e=a.shift());)if(a.length||void 0===b)d=d[e]&&d[e]!==Object.prototype[e]?d[e]:d[e]={};else 
if(!c&&aa(b)&&aa(d[e]))for(var f in b)b.hasOwnProperty(f)&&(d[e][f]=b[f]);else d[e]=b},ca=function(){},aa=function(a){var b=typeof a;return"object"==b&&null!=a||"func
tion"==b},t=function(a){return a};var da=Array.prototype.indexOf?function(a,b,c){return Array.prototype.indexOf.call(a,b,c)}:function(a,b,c){c=null==c?0:0>c?Math.max(0,a.
length+c):c;if("string"===typeof a)return"string"!==typeof b||1!=b.length?-1:a.indexOf(b,c);for(;c<a.length;c++)if(c in a&&a[c]===b)return c;return-1},ea=Array.prototype.
forEach?function(a,b,c){Array.prototype.forEach.call(a,b,c)}:function(a,b,c){for(var d=a.length,e="string"===typeof a?a.split(""):a,f=0;f<d;f++)f in e

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\f[2].txt
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 10061

Entropy (8bit): 6.016310465259953

Encrypted: false

SSDEEP: 192:r4g4Kfi5S/laP5Xf/KIHynd2pNZKZ81eSgFgfnsE8anpjnma35xEN:XJlaaIWwNgFgvsE8SpjmD

MD5: ABE49E60BEC992D89C81C4A1785E52C2

SHA1: D7EEB8D4EB5A3BBC1AFCE70458904DF06A4E34C3

SHA-256: 5089898270222C64C86E9DB773DB2C933BFC33A8415DE21BAA43C396DD682F0C

SHA-512: BA8C9C320F462F7CD9043A2A4C9F29DACB9C77EC83BF69388786D0CE4C919C74FB987A88CC5C8944AD884AAB1A77690CC97342C2FC53EADED78604A829FAD8
86

Malicious: false

Reputation: low
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IE Cache URL: https://pagead2.googlesyndication.com/getconfig/sodar?sv=200&tid=gpt&tv=2021031701&st=env

Preview:
{"sodar_query_id":"Y0xUYOuaN--8-wbml4Zo","injector_basename":"sodar2","bg_hash_basename":"mQaZk5sn6g4GER9MuINCjsV5VWWYcVySOzi9hB9JDGY","bg_b
inary":"fap2fyd/gpAeIkVInsPya0EcyprFQT9N5li151hiCn9fhk9XpuYuNKZK40FC+dzQABi5IUz4PgVgvniBvp+GXBIg9sRZKzNIKAdYRNYDnFG4xTlSgAb9AvXl9y
gD81/ujxdSVPxTOur0vvZkGzSjXXz5CWyynTQU+bLucsyE1ZdIt2HpC7MlCHhYL2xtOMbN4ZPi09mAodW8vQqTpnjO18s3uDT9Wox9YxehDhoOgWDhHBgoeU
VcSfhLwAksgmPLI+PpdqkQA5MEDsfa4KCeWALkcYJZTyjCRWIl0mgSnXOr2PEf62/oYJiFElIG6Zw0GXG1OJ6loCt9/WNsRe1ltcHiY1pYyEgjP9Sswral1QOS2jfW0t1e
/ZL6B6Nb2N1R3sMH0bgFNHAC5nQ/eOEbBfuO0E+HuctTqRQPz76w1OYZrW+dhA19LqEDVs134ir5DC/rUtM0waM0cHI8oqDuou0q7yt57xobd3wmQItG6Pb4
SbgmdJKVQJud/a46fKsc20LNkaTztrwZZzM9LkpwRx8t89F39NWVjbU5vsZTQYSDm+umIxy+qpwM+e+vxLMFtpkMzsOYI/93rSCzbl4gZNHCrJpMwaFJPuYcLI9ZAlA6T9
Lfhw39v9ZyHnq76oYABTFx8SZY5yW9ZbMoq7tG3/btwzxJ9Qboi+TEoiOMFx3WJuDkXh+yAaMeXThgW6tiLeJC54yDuW6tewveoA22Bo0L8E4YTozOTSab+oeRT+HitCN8
npO4J+Sp1x9/LU8ct/mK0E3uKoNdS4ujUFq+ulI8CfzwB8gZ8Gk6VnKOpL8q/9AUaN9fcyLR7ExIQt+iNaQ9cfvw9OXEVrsAc795

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\f[2].txt

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\f[3].txt
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 17243

Entropy (8bit): 5.505868826834888

Encrypted: false

SSDEEP: 192:CjHKCW9Ipp/8KxXCHTnzSDgBR48CjMt0VyejG1KqJ7a9/q8Z6c7jatvF8gK6stR0:AcmxXwTnz7S2tF5KqJ7a9y8LasT1O

MD5: DDF0BEA0843B16456D78A073B40B267C

SHA1: D31CC9FB4EFE2CEC72D07AE3233DDA0585F2E8FC

SHA-256: C49000AB30AAFE0549495B7D3EE3CFD818977F5BDBA7ED6A046C4E61E56DE848

SHA-512: 9FBAE559AB011A9F327E089985B89FD9D6DF9FB72C5CBFF589EEF7DEBCD4F081352A882891B796464FF8D943F53DD2440CA1FB739A6B4A1DDB6B432F0D3726A
3

Malicious: false

Reputation: low

IE Cache URL: https://tpc.googlesyndication.com/pagead/js/r20210316/r20110914/client/qs_click_protection.js

Preview:
(function(){/* . . Copyright The Closure Library Authors. . SPDX-License-Identifier: Apache-2.0 .*/ .function aa(a){var b=0;return function(){return b<a.length?{done:!1,v
alue:a[b++]}:{done:!0}}}var ca="function"==typeof Object.defineProperties?Object.defineProperty:function(a,b,c){if(a==Array.prototype||a==Object.prototype)return a;a[b]=c
.value;return a}; .function da(a){a=["object"==typeof globalThis&&globalThis,a,"object"==typeof window&&window,"object"==typeof self&&self,"object"==typeof glob
al&&global];for(var b=0;b<a.length;++b){var c=a[b];if(c&&c.Math==Math)return c}throw Error("Cannot find global object");}var ea=da(this);function l(a,b){if(b)a:{var c=ea;
a=a.split(".");for(var d=0;d<a.length-1;d++){var e=a[d];if(!(e in c))break a;c=c[e]}a=a[a.length-1];d=c[a];b=b(d);b!=d&&null!=b&&ca(c,a,{configurable:!0,writable:!0,value:b})}} 
.function p(a){var b="undefined"!=typeof Symbol&&Symbol.iterator&&a[Symbol.iterator];return b?b.call(a):{next:aa(a)}}function fa(a){if(!(a instanceof Arr

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\favicon[1].ico
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: MS Windows icon resource - 3 icons, 48x48, 32 bits/pixel, 32x32, 32 bits/pixel

Category: downloaded

Size (bytes): 15086

Entropy (8bit): 2.5771099760897718

Encrypted: false

SSDEEP: 96:jBp1c9FyCMqatQUdv8Sclw6xak5+yNuzxDudwR54vrV9JZPi/vYMvxdZzjAmEW:jvCynqaiHSclL5BgswmPJM5zj3

MD5: 56DC4D94755959DF08704E9AB69A71D0

SHA1: D3AE79475819A9195C0A00D658BA707D12ADF9EC

SHA-256: CEB913412A0FC0DA78DE01F4DE309D3C47D38FE917FC94EC4F472D570CBE8DAB

SHA-512: 0FAFD538843A2F5805546B35DAA3543605A316233E04333DD935E8CEFA4F2F3EB7949C933EA6E2D536260DBAD060FB8BE4F07324B664DABC981D0EDB94C0777F

Malicious: false

Reputation: low

IE Cache URL: https://toronto.ctvnews.ca/content/dam/ctvnews/newicons/favicon/favicon.ico

Preview:
......00.... ..%..6...  .... ......%........ .h....6..(...0...`..... ......$........................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
........................................................................................................................................................................................................

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\get[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 238

Entropy (8bit): 4.75741157248866

Encrypted: false

SSDEEP: 6:8NqAcPMBu6hppQeUjue3u2IqmhWSvFIufVX8n:BnibvpQJu2tm6ul8n

MD5: 218260555E239981A3B8B94E53123569

SHA1: C548FF55F56D0DF6EFCF2DA0ACDD1591F6B5380A

SHA-256: EC725C74D7ADEC470648AD18437D611E5451748455357685D5778C2DCD9113A8

SHA-512: 2F38D3F94C9806D98E5444D27E6BFCAC621335D42A84FD69752DDC0464498411F11F5A79DB5EAB6D3FFDB8B0ED880AB2EA913B58D5C8120D85835826B6EA14D
6

Malicious: false
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Reputation: low

Preview:
Krux.ns.bellmedia.kxjsonp_userdata({"status":"200","body":{"code":"no_segments","kuid":"OAo8OofK","kuid_long":"v4kkdrasc","geo":{"region":"zh","longitude":"8.52
","latitude":"47.37","domain":null,"country":"ch","dma":null,"zip":"8000"}}});

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\get[1].js

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\get[2].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with no line terminators

Category: downloaded

Size (bytes): 238

Entropy (8bit): 4.75741157248866

Encrypted: false

SSDEEP: 6:8NqAcPMBu6hppQeUjue3u2IqmhWSvFIufVX8n:BnibvpQJu2tm6ul8n

MD5: 218260555E239981A3B8B94E53123569

SHA1: C548FF55F56D0DF6EFCF2DA0ACDD1591F6B5380A

SHA-256: EC725C74D7ADEC470648AD18437D611E5451748455357685D5778C2DCD9113A8

SHA-512: 2F38D3F94C9806D98E5444D27E6BFCAC621335D42A84FD69752DDC0464498411F11F5A79DB5EAB6D3FFDB8B0ED880AB2EA913B58D5C8120D85835826B6EA14D
6

Malicious: false

Reputation: low

IE Cache URL: https://cdn.krxd.net/userdata/get?pub=ca46aa22-e6b4-464e-9077-7215dc98bc0a&callback=Krux.ns.bellmedia.kxjsonp_userdata

Preview:
Krux.ns.bellmedia.kxjsonp_userdata({"status":"200","body":{"code":"no_segments","kuid":"OAo8OofK","kuid_long":"v4kkdrasc","geo":{"region":"zh","longitude":"8.52
","latitude":"47.37","domain":null,"country":"ch","dma":null,"zip":"8000"}}});

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\grey-dot[1].gif
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: GIF image data, version 89a, 4 x 4

Category: downloaded

Size (bytes): 3687

Entropy (8bit): 3.5177256316388816

Encrypted: false

SSDEEP: 24:Ral1nqNaWuzkUl29VYRUPMI/nrG6xXqXkdPHqTljxu808N:iqFak/9WmPN/allBlN

MD5: 7297051C7B5899EAB668DCE35A0466EA

SHA1: C96C4AB8F6F9D08AA6734015D972D59E564C0F06

SHA-256: 5DB377B7863FD185EF5814AAC440BD4C6731893148F79BC40511FD5EF3425BD5

SHA-512: CF9A8361288BCBCE71D2A08B6AAE93E6A315E3547F5B6C3A989576AA6533749B0173075C4B8B704851BD89AB9A22DFB4805D010CB56178BD2E116FD8CB809EB
5

Malicious: false

Reputation: low

IE Cache URL: https://static.ctvnews.ca/bellmedia/common/img/grey-dot.gif

Preview:
GIF89a.............!..XMP DataXMP<?xpacket begin="." id="W5M0MpCehiHzreSzNTczkc9d"?>.<x:xmpmeta xmlns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 4.2.2-
c063 53.352624, 2008/07/30-18:12:18        ">. <rdf:RDF xmlns:rdf="http://www.w3.org/1999/02/22-rdf-syntax-ns#">.  <rdf:Description rdf:about="".    xmlns:dc="http://pur
l.org/dc/elements/1.1/".    xmlns:xmpRights="http://ns.adobe.com/xap/1.0/rights/".    xmlns:photoshop="http://ns.adobe.com/photoshop/1.0/".    xmlns:Iptc4xmpCor
e="http://iptc.org/std/Iptc4xmpCore/1.0/xmlns/".   xmpRights:Marked="False".   xmpRights:WebStatement="".   photoshop:AuthorsPosition="">.   <dc:rights>.    <rdf:Alt>.     
<rdf:li xml:lang="x-default"/>.    </rdf:Alt>.   </dc:rights>.   <dc:creator>.    <rdf:Seq>.     <rdf:li/>.    </rdf:Seq>.   </dc:creator>.   <dc:title>.    <rdf:Alt>.     <rdf:li xml:lang
="x-default"/>.    </rdf:Alt>.   </dc:title>.   <xmpRights:UsageTerms>.    <rdf:Alt>.     <rdf:li xml:lang="x-default"/>.    </rdf:Alt>.   </xmpRights:UsageTe

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\h3-fixes-7[1].css
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, ASCII text, with CRLF, LF line terminators

Category: downloaded

Size (bytes): 281

Entropy (8bit): 4.65219639593604

Encrypted: false

SSDEEP: 6:8JyeFfXsyFFdC1HFMSE5XsyFFWZNKFF2VZARAsRGQHFMSE1FWZNnuyFFdJh:SpFfxFwHFMSE5xFIayARAgJHFMSEO7vB

MD5: 16E64EF714BCE2EE7CDCEF7D7535B95F

SHA1: BB0584C74FD92354C6C6BAC781272B679E3BABCD

SHA-256: 4DBFB8ED8A2E59ED250B6EDA43E628DF3FE54EB6599732F5767AC551F9121242

SHA-512: 138D1FBA6CB00F5CADF27CBB1FECDCDE787DF6ABA4B52208DFD0E5A3B989F6D1B48FBDF31DDFD8B9A2EAB258EEC22DF514849D8501EC40F58E2CFBDE1C4
BB152

Malicious: false

Reputation: low

IE Cache URL: https://www.ctvnews.ca/cmlink/h3-fixes-7.751236

Preview:
    <style>..  .article h3 {..    margin-top:0px;..  }..  ..  .content-primary .element.list.graybox h3 {..    margin-top:0px;..    padding-left:10px;..    ..}..  @media (max-width: 
575px) {..   .content-primary .element.list.graybox h3{..      padding-left: 0px;..  }..  </style>.
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\httpErrorPagesScripts[1]
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode (with BOM) text, with CRLF line terminators

Category: dropped

Size (bytes): 24210

Entropy (8bit): 5.451485481468043

Encrypted: false

SSDEEP: 384:xPini/i+1Btvjy815ZVUwiki3ayimi5eqBG1fm304Pini/i+1Btvjy815ZVUwik5:8i6+1B1y815PUNZ3ab3fBK9i6+1B1y8d

MD5: 7B6C8BD51E49F7F56E2B21311D0EA59B

SHA1: EDB0F7D21BCEC6C48DEDC14E9ED41383740BAE37

SHA-256: 620BD33A4E0358498D9429FE2DBA00F85A86D6059FA796B482E2A9F6B0794F2D

SHA-512: DD1D524872EE165D230BE5B3872DEE108B806AB684AACFA955F07B7A87C1ACA63FA3B59210442E1E3C9A2D33409583E0AC3B1A6A0D4EB91BBEEF62D311FD1B
C4

Malicious: false

Reputation: low

Preview:
...function isExternalUrlSafeForNavigation(urlStr)..{..var regEx = new RegExp("^(http(s?)|ftp|file)://", "i");..return regEx.exec(urlStr);..}..function clickRefresh()..{..var location 
= window.location.href;..var poundIndex = location.indexOf('#');..if (poundIndex != -1 && poundIndex+1 < location.length && isExternalUrlSafeForNavigation(location.su
bstring(poundIndex+1)))..{..window.location.replace(location.substring(poundIndex+1));..}..}..function navCancelInit()..{..var location = window.location.href;..var pound
Index = location.indexOf('#');..if (poundIndex != -1 && poundIndex+1 < location.length && isExternalUrlSafeForNavigation(location.substring(poundIndex+1)))..{..var 
bElement = document.createElement("A");..bElement.innerText = L_REFRESH_TEXT;..bElement.href = 'javascript:clickRefresh()';..navCancelContainer.appendChild(
bElement);..}..else..{..var textNode = document.createTextNode(L_RELOAD_TEXT);..navCancelContainer.appendChild(textNode);..}..}..function getDisplayValue(elem

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\image0TABT7BG.jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.02, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 620x349, frames 3

Category: downloaded

Size (bytes): 124603

Entropy (8bit): 7.942140237940309

Encrypted: false

SSDEEP: 3072:1CeU5DpWJe96i8ZB/Y+Mt4iq/8fhfq12fm5t+ukw6QnDG4z2m:UDB849ZCRMHqUhq2X7cD7z2m

MD5: 237727717980FA4CEA417EC41246120E

SHA1: 53DFDA6EE930FFF09887C41FB1B097EADAA115FB

SHA-256: 66482CDD26F89A9B2C44782409EE4919D2656A2B7F8B93DED573E330ED53093F

SHA-512: 3E9132381A03D8E85E2A02144E55B1025E487A887FA4840BAEFCA48E334C016F13A8953CF9A133BDFD0F98DCE6DAC70B10649109DA11E0BD93982AE300156C1E

Malicious: false

Reputation: low

IE Cache URL: https://www.ctvnews.ca/polopoly_fs/1.5271121.1610994383!/httpImage/image.jpg_gen/derivatives/landscape_620/image.jpg

Preview:
......JFIF.............C....................................................................C.......................................................................].l.."............................................................}........!1A..Qa."q.
2....#B...R..$3br........%&'()*456789:CDEFGHIJSTUVWXYZcdefghijstuvwxyz..............................................................................................................................w.......!1..AQ
.aq."2...B.....#3R..br...$4.%.....&'()*56789:CDEFGHIJSTUVWXYZcdefghijstuvwxyz....................................................................................?..4|......&.Dc...p=G..l....ct.!u.i.f.k
...*..?h=g.......O...t.X^..]..b.B[.#......~.....h.=....]...I.C-...N..^......).l.$7>..i..v.7%.".Vr.8.+..mc......7W.....6.I..../.k.....>...w.>....Q..6.m......(;A..W.V?..........C...#67'...{s....5..Y+E..
}O....sB...|=.6..|?1.....~8.....B.Z..i"...zs.3.`..U.)....|\..w./.....[hp..i.W.....J.a..p......K..'.5.{.<qs.]Em%.-..)b

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\image1IHMBIH9.jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.02, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 620x349, frames 3

Category: downloaded

Size (bytes): 95272

Entropy (8bit): 7.9541148437275435

Encrypted: false

SSDEEP: 1536:rp88epWwoRcGgOaobwAharZkjCCi61GDPo1bQEW16na5RM2KlFxtiUpt4xwBAt84:N8Zpuge7HqmGDkbbW16vzjiUp8KAD

MD5: DE9AFC6648814B46A1475A98B977BE98

SHA1: 43641A85D248B5ADAD931606AB3411D49DB07B2A

SHA-256: 93FC4972B4C55A8BCA88B0DF32B6009E52ECD660379EA4838F991817359E2213

SHA-512: 6AF468780E169A88D64F2A1A61B90D27CADE356CDD4521718FC01C649143AA751C6A1A3BED3593D222969CFB0ABB82AA29CC7B008667A0EADEB7CF7D566BB6
72

Malicious: false

Reputation: low

IE Cache URL: https://www.ctvnews.ca/polopoly_fs/1.5232020.1608051112!/httpImage/image.jpg_gen/derivatives/landscape_620/image.jpg

Preview:
......JFIF.............C....................................................................C.......................................................................].l.."............................................................}........!1A..Qa."q.
2....#B...R..$3br........%&'()*456789:CDEFGHIJSTUVWXYZcdefghijstuvwxyz..............................................................................................................................w.......!1..AQ
.aq."2...B.....#3R..br...$4.%.....&'()*56789:CDEFGHIJSTUVWXYZcdefghijstuvwxyz....................................................................................?.....w.l?..F...x...+.?....|U.~.h.&.9.N
.)M1.[.&..........F?..{.....Ld..E........r.>....z.'..........rp@>........5...'....Z../..x..M|.Miug.0......n;...H..f..W..^...O...?...k~#}B-}...$.;.$w +..C/.I.......-..iw>....d.Y....`...3g..r+..x.M.,<Ay
.........+..Jp...9U..........4.Z..0i.H..4w".\*`deV"..>..0{...N..[...W]O.4o.Z]..s.;o/%.o....8.;..........u.WU..c.......F 7.H ..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\image21VX98Q2.jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
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File Type: JPEG image data, JFIF standard 1.02, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 135x76, frames 3

Category: downloaded

Size (bytes): 10034

Entropy (8bit): 7.898036356035345

Encrypted: false

SSDEEP: 192:UjK/BBFCResB4UyfTHeri1D15cAC2aW8koMuc4D6hvHfa5g5sZ6ORg:UeJWReltTnX5cAC2a5k5uc/hvHfl6Z6D

MD5: D34C0BB94904DF8088586780EA099063

SHA1: 3D7E74DBBF52C95EC70C46CCB7041C1A22A95287

SHA-256: 26E40402D5E021B62EC1B662EB47F513C2D60EED728453A6767DC87B9352409D

SHA-512: 432930DC8591B10BAAE366A6B238B600DB5D43B64055632DA22CFFA9787E810B7103FA11D4187BF58581237266956F033F97F12290A8C21F100B61E7C5E1C6F3

Malicious: false

Reputation: low

IE Cache URL: https://www.ctvnews.ca/polopoly_fs/1.5353552.1616120929!/httpImage/image.jpg_gen/derivatives/landscape_135/image.jpg

Preview:
......JFIF.............C....................................................................C.......................................................................L...."............................................................}........!1A..Qa."q.
2....#B...R..$3br........%&'()*456789:CDEFGHIJSTUVWXYZcdefghijstuvwxyz..............................................................................................................................w.......!1..AQ
.aq."2...B.....#3R..br...$4.%.....&'()*56789:CDEFGHIJSTUVWXYZcdefghijstuvwxyz....................................................................................?.....BM.O....L..|W....|#..q...._Yj.>.5
.st.*.\Go.\.23....B....xZ.....5.[J..>......jV1.Z_i_h.4.-..+e.Q..[!*.w..r.."......{._.<g...7.......q.......-4^j...B.k..lY..F...1.$....]wW..s.....k.?.>...WgW.k..Y..V..:.R]\^.#...,n....k?(..*....Q._.WI.I
Yz[...y.G.....jm$.n.....|......M.~.?..'..Z...{-Vy.6...N`.....V.H..8n#.Udd20.\..x...>..A.$^...!O...H..}8x.vZK.jp.Ki}..."..B

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\image21VX98Q2.jpg

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\image5VJCT6LW.jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.02, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 135x76, frames 3

Category: downloaded

Size (bytes): 4190

Entropy (8bit): 7.797721087776455

Encrypted: false

SSDEEP: 96:d6E+A9U3uPDgxeqelbl1I+QZuRdOWCA7g/pxrugiIJ1bdvbWI:UHf3+DgQqibl6+5nxCECrNtJFdvbWI

MD5: ACACF1275135224E4445BAFAFA980579

SHA1: EA5E32898BD6A26FD9C4D4FCFA438800D09576CD

SHA-256: E36EA13DA37C74C131941F4C2B11A838450F017AE4E48DF79852D4C99F4AEFBE

SHA-512: 8E6376F85397996DA4AC11BD79D8798A01EBBEAEAE3A8293562BB2CA7C866D76910FD06E47556CE7FA0CEF894CC1B7FDA2B13CF02590D339D5024A5A7F6EA5
21

Malicious: false

Reputation: low

IE Cache URL: https://www.ctvnews.ca/polopoly_fs/1.4588552.1568222675!/httpImage/image.jpg_gen/derivatives/landscape_135/image.jpg

Preview:
......JFIF.............C....................................................................C.......................................................................L...."............................................................}........!1A..Qa."q.
2....#B...R..$3br........%&'()*456789:CDEFGHIJSTUVWXYZcdefghijstuvwxyz..............................................................................................................................w.......!1..AQ
.aq."2...B.....#3R..br...$4.%.....&'()*56789:CDEFGHIJSTUVWXYZcdefghijstuvwxyz....................................................................................?...?.(...+....{..|6..~..[..Dr.x.I.c.C. 
o..QJ...........,.O..k.\j....|?..XI..g.W=....|......V...3.<.N..K..>...+.s..E.S...QE.l.NI.6...n:26..i.R.@l...C.y^Ck.....2.3..N*..^.. ....h.v.._{..;.<.z.3..^j:+)0.(....(....e........?..Q.....T...+.[..$
....~.....>,i.:.......:_.5...KV.f6..P@U.~b.....o.........C.+.......tO.WF..[o....0.."#c......>\._....|.}....m..........1.hZ.....

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\image7CHI6WI1.jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.02, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 135x76, frames 3

Category: downloaded

Size (bytes): 10450

Entropy (8bit): 7.9180964087466075

Encrypted: false

SSDEEP: 192:Uhxt9ZYu1LBzYzxKe2aCFSG5bLl6qiG3VofB+yJV0/n4P1wf+cPpMMT:Uhvcu1Nzo72aCF53l6V0mBLk/4+fNpH

MD5: 3CBE1F6F70325218838B570459C9737A

SHA1: 6E3F96C0496299E9BFE5A09A8F7AA991CEF9E875

SHA-256: 3AA1CF362C8DBDB94CB6F85EC276B7EDEAB9C06D9D818333D7122BE03EB329A1

SHA-512: 508D0907A0877B0AC8C28FEBEE783C8C71BCEDFCE0CD05FE08880846886FA57D78AC55F63E76EB532671229DA0E17819A8967530C758ACD59CC321FF2613F1D
E

Malicious: false

Reputation: low

IE Cache URL: https://www.ctvnews.ca/polopoly_fs/1.3701934.1512080452!/httpImage/image.jpg_gen/derivatives/landscape_135/image.jpg

Preview:
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2....#B...R..$3br........%&'()*456789:CDEFGHIJSTUVWXYZcdefghijstuvwxyz..............................................................................................................................w.......!1..AQ
.aq."2...B.....#3R..br...$4.%.....&'()*56789:CDEFGHIJSTUVWXYZcdefghijstuvwxyz....................................................................................?..8.....Af.1by..N..yK.Yp...i.T..[.~Y..
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\image9F4MYJNS.jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.02, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 800x450, frames 3
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Category: downloaded

Size (bytes): 143116

Entropy (8bit): 7.970402667572335

Encrypted: false

SSDEEP: 3072:yZzpxjiPdgJGdQsTf+aYWC9nB3m8FbDpax+Mc0BjzqERimEAypwZrWgy:kzg8GdQsTfah9pagJqzqmimEyZrWgy

MD5: E1D55905F4863F0C26A05370F824E2F1

SHA1: CC7D38FCF9F5B24D69112F3B8BFC1BA453EAFF40

SHA-256: 36B92E07FEC0BAAC48370C1861F7EDBD90F6F66787DAD2C9B8674BF17EC067CC

SHA-512: 115BC97F50B77F7527F59809554C3276B07555E71FB83F1B848474FBA1BF9542902662C217896E77DEDA53258C05751DC73BC295EB33C9B3E700C5F73A6C52EC

Malicious: false

Reputation: low

IE Cache URL: https://www.ctvnews.ca/polopoly_fs/1.5353631.1616127163!/httpImage/image.jpg_gen/derivatives/landscape_800/image.jpg

Preview:
......JFIF.............C....................................................................C......................................................................... .."............................................................}........!1A..Qa."q.
2....#B...R..$3br........%&'()*456789:CDEFGHIJSTUVWXYZcdefghijstuvwxyz..............................................................................................................................w.......!1..AQ
.aq."2...B.....#3R..br...$4.%.....&'()*56789:CDEFGHIJSTUVWXYZcdefghijstuvwxyz....................................................................................?..<....A........J........>.>O#.Iew...'
g...D.M..&E...?..0r...R._..#..U...i...c..2B9..........o.A.h.......&;..B.De."w..f8..>..F.1.Uo..lD\....C+c...s.]....d....vp+.[<..`..Nx...(.G...?.{..\)..V..s*...{..lUr.FF@.#.......X..9<..U......\.g.?.j..
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\image9F4MYJNS.jpg

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\imageA9CKIKGD.jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.02, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 620x349, frames 3

Category: downloaded

Size (bytes): 131998

Entropy (8bit): 7.9486603803735205

Encrypted: false

SSDEEP: 3072:eM8iYMc5KKt3hQ4UifZk6GNnjyeVOX3izau5LEZbDzMxWa:p8iYP5PhG472DNnjyeoXSzautE9zM1

MD5: 1C7C3FCD6B73C3CD58A746B49D65EA19

SHA1: 080915F576AF59627952FE02462E80EAB4A9226A

SHA-256: 91BF2D999AAA0EC5275CAB936A6696ADD7AB4BCA83893806E8F651370CDC9581

SHA-512: 45DF67F9EAEBE1908E4EE2B95FA31AB1AC6EDB39229631FC23FB19FFB887D21B0E9C29E37F0F3E159677009398611501C9303DD2C672EEF22A6C42A06A54F355

Malicious: false

Reputation: low

IE Cache URL: https://www.ctvnews.ca/polopoly_fs/1.5189079.1605371650!/httpImage/image.jpg_gen/derivatives/landscape_620/image.jpg

Preview:
......JFIF.............C....................................................................C.......................................................................].l.."............................................................}........!1A..Qa."q.
2....#B...R..$3br........%&'()*456789:CDEFGHIJSTUVWXYZcdefghijstuvwxyz..............................................................................................................................w.......!1..AQ
.aq."2...B.....#3R..br...$4.%.....&'()*56789:CDEFGHIJSTUVWXYZcdefghijstuvwxyz....................................................................................?..Z:.0"H...G.....m....~.y.U......z..k.!# 
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\imageAEVCMMOW.jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.02, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 800x450, frames 3

Category: downloaded

Size (bytes): 197750

Entropy (8bit): 7.966494579750579

Encrypted: false

SSDEEP: 3072:0044faETBzXGzLTO04ZepzKTHCzwjyvExvkshUSeooCelCTK:e4TJGvTO2pzqizwyQFhelXl1

MD5: 13871D3A878107186E430A9166359A5E

SHA1: 45348E0541DDCBBAE5D7A3E3DA662064489AFA62

SHA-256: 43229D3056D5ED3A555754989BF358AFE4FEF02788FB8EB076A92086D784DE66

SHA-512: 3E86B70D83BFBB31189477F5E9DBFD8C103EADA26D5361B1313DCC2F76ABB95DBBC16C6F55EEFEB3D1869724FE282D35A6FBF4645EC12BA37E1160B0EE8700
E3

Malicious: false

Reputation: low

IE Cache URL: https://www.ctvnews.ca/polopoly_fs/1.4821090.1582242646!/httpImage/image.jpg_gen/derivatives/landscape_800/image.jpg

Preview:
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2....#B...R..$3br........%&'()*456789:CDEFGHIJSTUVWXYZcdefghijstuvwxyz..............................................................................................................................w.......!1..AQ
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\imageB4D5GAFZ.jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.02, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 190x106, frames 3

Category: downloaded

Size (bytes): 11983
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Entropy (8bit): 7.92547344770499

Encrypted: false

SSDEEP: 192:3c+zaPAxRFQx79hfncGZCdYybQODw/Q9mV7FVP95aQEsIfDG58W:3i0RFC7/nwDbdDCQ9mVErG/

MD5: D17D6FE481DD1C5BA725DBF6C9139A6A

SHA1: D61D6B78E6CD6AEB11B6EC02C188F3B3D6901CAA

SHA-256: 19CABB8F46B7F550FA0E17BD05C98E75A168E8077B72091FD51D287323E97312

SHA-512: 85C6FCC63A8A331831988AFF2B0A14428E4121A648B6321C48A87DE8C98CF7DCA498E16A1EFF56FE4B0DA15038F21EB741074C8D32BD0778047EDC6ECE1D6B9
C

Malicious: false

Reputation: low

IE Cache URL: https://www.ctvnews.ca/polopoly_fs/1.5325567.1614350564!/httpImage/image.jpg_gen/derivatives/box_190/image.jpg

Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\imageB4D5GAFZ.jpg

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\imageHHW80XGJ.jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.02, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 800x450, frames 3

Category: downloaded

Size (bytes): 161250

Entropy (8bit): 7.939678481160478

Encrypted: false

SSDEEP: 3072:9BArTBrxIhEu/95zB2ANvmuuPF4j/yuglmYo9HQ8B7z45F6gMeFIYB:9B2Td/4vzgGmzPF4OTgDgM6

MD5: CE805AE9CDA025EB544C69FFE0D013E2

SHA1: D7C93BA7D35632180ED71DF6837984DFB31A8563

SHA-256: 63AB0C41D9E05998E5E16AD85FB23DF4B5C23B01C795AC17B016A199B500298D

SHA-512: 29E0ADE92114F64005AF58BF626BA96840059BEC41EA1FBC2DFE61F79742F469950982A3BA6BBABB82C5B15AB522803006D84C9C218203EFAA1BC28C322E39C
E

Malicious: false

Reputation: low

IE Cache URL: https://www.ctvnews.ca/polopoly_fs/1.5202530.1608057610!/httpImage/image.jpg_gen/derivatives/landscape_800/image.jpg

Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\imageIHOTKOP8.jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.02, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 800x450, frames 3

Category: downloaded

Size (bytes): 228823

Entropy (8bit): 7.959464891533552

Encrypted: false

SSDEEP: 6144:spN/EILkHwSylKcAsdR4QvNMYmSy9utG7EE:AN/EItidsblMY8pAE

MD5: 600C909D661F40FA5653B6E17E56CE87

SHA1: E9DBEDDFEEC4E050FDDFFD6CDA915DAAF9E52FAD

SHA-256: A5D6238DD95C0E32E1BF5FD32BAB7B8703D69B0615CA3F3C6340349D1437F83C

SHA-512: B8C8D6A2F7AE1C3B9C529E38BEF7FE1CE6A6C96A9FFF9EFC8789CB257D695526476659E439A89083972A94C7EFD3D0E7D3F7745F95EF3E4CDFB25C8DC485FB
8B

Malicious: false

Reputation: low

IE Cache URL: https://www.ctvnews.ca/polopoly_fs/1.5352034.1616055622!/httpImage/image.jpg_gen/derivatives/landscape_800/image.jpg

Preview:
......JFIF.............C....................................................................C......................................................................... .."............................................................}........!1A..Qa."q.
2....#B...R..$3br........%&'()*456789:CDEFGHIJSTUVWXYZcdefghijstuvwxyz..............................................................................................................................w.......!1..AQ
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\imageIXMQNDK4.jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.02, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 135x76, frames 3

Category: downloaded

Size (bytes): 8474
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Entropy (8bit): 7.897340639285321

Encrypted: false

SSDEEP: 192:Uo5e9RL1SfnJv+dVeVUUug5Vol4Nx7v4gljObEeafGHzJEEX:Uok9RL1Sfn58e2UP5akDtePNEa

MD5: C0D97E999E4FE6C013E817E46F502CA1

SHA1: 6ABAE5F2C6708B111E07C58CE5CF400C75AC7FC6

SHA-256: 515EA0E480F01CD5189D4F95FBF9E96C9E5C67E63319895ABB8770E2C623E329

SHA-512: AF471D92405751B21D9F60D745E5DDAA5CE5F05A490F99D09D4BD488AADBEE3FAEA7A40703916EF77D450056A02A42D0A1623C2149F4D78984D3329188C861A4

Malicious: false

Reputation: low

IE Cache URL: https://www.ctvnews.ca/polopoly_fs/1.921770.1615578393!/httpImage/image.jpeg_gen/derivatives/landscape_135/image.jpeg

Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\imageIXMQNDK4.jpg

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\imageJ61WEBSV.jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.02, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 150x84, frames 3

Category: downloaded

Size (bytes): 12801

Entropy (8bit): 7.914957962109364

Encrypted: false

SSDEEP: 384:Rv4baU6Kg47FH7qxXZpQfZnjuAtQbTnLpk:R6Vn7x+JQfZcbTlk

MD5: 1C029B64DA034B12CAE08812972A769F

SHA1: 5AD4D6E1B270E45F62FA38D2B86C83F0D8FB36C2

SHA-256: 5ED5EA3165DEF0BFA50DF2E6F6D073D188CFCDD23307744D5273DA5EF329A722

SHA-512: D2933436D656E111AA61434309AB72BE164E22B1A5206092E741DD52D5538FF81A710E4D9D4F32F0091FECDC82BE3C60430C4F508299F57175E399F1075F62A9

Malicious: false

Reputation: low

IE Cache URL: https://www.ctvnews.ca/polopoly_fs/1.5237698.1608320116!/httpImage/image.jpg_gen/derivatives/landscape_150/image.jpg

Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\imageJAMVN95Z.jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.02, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 135x76, frames 3

Category: downloaded

Size (bytes): 8494

Entropy (8bit): 7.913856474971609

Encrypted: false

SSDEEP: 192:UFVqHY8MBS3Iq3tbTAXJ8PF2S0ZqRm4Yl1mY7EuOwqaru5Ac+x:UrSY/BBq9glSuNl1mYFOaa5Ac+x

MD5: 9764B52A6338653953D6AAD85B613803

SHA1: 9F6272DE2B1BC82C764A326F7D1068507FA85047

SHA-256: C3A65D45A1AA48A8F8DEDF3842122BB9FC0C8FC26DC5E20AACECF2E0226D547C

SHA-512: 0515E4291CF9F5234BAC5FC45E7372E752F209FCB4DDA889A4CC5B69C80203745C9EACBE3ED9C837364B3E2351ED14D0BCD07998163959765C400AC3B6239340

Malicious: false

Reputation: low

IE Cache URL: https://www.ctvnews.ca/polopoly_fs/1.5353085.1616103748!/httpImage/image.jpg_gen/derivatives/landscape_135/image.jpg

Preview:
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2....#B...R..$3br........%&'()*456789:CDEFGHIJSTUVWXYZcdefghijstuvwxyz..............................................................................................................................w.......!1..AQ
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\imageJPL3UY1R.jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.02, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 300x169, frames 3

Category: downloaded

Size (bytes): 25151

Entropy (8bit): 7.939680810830817

Encrypted: false

SSDEEP: 384:FLuq7DYaKV3zRN5IZHslBcSYFznjtGoV/pr1BCjcVy6oOi/8UPqC8AmNIMJS3Ey:FSqnmNzREHsl4zQoVheQE6SqCpdM40y
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MD5: 6B60A8A902C1FDABCA6A470A15575DA6

SHA1: 96080FA75602FFA53581C1083BE1DDE9F5FF0636

SHA-256: F37F6AAF37EB3D4787862A21BD35C5847E1FFC6BC69E9B361856F4E05FDA760B

SHA-512: BC6D7D219FF9E3AF48F35EB39D99682A990959DF5EAEAE6A619ABA8FA9D25DEF2C3A1B63B46C9950C06B37F4EA76753D2D86150827F27EA3E6D401AAFE250B
04

Malicious: false

Reputation: low

IE Cache URL: https://www.ctvnews.ca/polopoly_fs/1.5326912.1614399657!/httpImage/image.jpg_gen/derivatives/landscape_300/image.jpg

Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\imageJPL3UY1R.jpg

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\imageKBHTL7M6.jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.02, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 135x76, frames 3

Category: downloaded

Size (bytes): 7727

Entropy (8bit): 7.906719886620431

Encrypted: false

SSDEEP: 192:Ug77LJGhj0PHDupSgQ6HnMqxxWjKxIEHOOBcXz0:UwyjuHUlHRDW3EuRo

MD5: 85436F5D620545BDFDC507E821B87F3D

SHA1: B5DA61DB927AFAB53FC9E21047713818C3AF9281

SHA-256: E5153D1DD047601A5D4EB261908A2D2694D3683EFBB5C48FC15F8B732B0FD910

SHA-512: 1B26CB57CE3F7905D267204EDB755FF8AB899143DED529167227516E38BE19166C7AB7E33EE75E3DB8F77BA73D0F522D28A4C56DE48379B19705ED786DB19114

Malicious: false

Reputation: low

IE Cache URL: https://www.ctvnews.ca/polopoly_fs/1.5350339.1615968703!/httpImage/image.jpg_gen/derivatives/landscape_135/image.jpg

Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\imageKC07ACG5.jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.02, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 190x106, frames 3

Category: downloaded

Size (bytes): 13321

Entropy (8bit): 7.947029269856145

Encrypted: false

SSDEEP: 384:3ZFRY5AGzzLXzdPYE78YcpANuo6TNmpQ4T0lEEBhVqnh:3ZFS5Dz778YBe+0a8a

MD5: 87E5FFD6D3E123F3CC7FA34F9EF621C3

SHA1: 9EA79439ED2B4CFD30F7A32B08ACF98F02ADFD51

SHA-256: 64D1238A9A61436356C7CE4A027960E68400C4FAC65C4520125BF28B36D11CA2

SHA-512: A82E9BA334416CD3A70A14B5DBEED6160833D31FACB95EEE3AEC52713229EC0DD62F1DE601AB8281D634F52FA29FD9AADFD63CD1B7BCE95E2708DC30D9D37
A9D

Malicious: false

Reputation: low

IE Cache URL: https://www.ctvnews.ca/polopoly_fs/1.838894.1516820759!/httpImage/image.jpg_gen/derivatives/box_190/image.jpg

Preview:
......JFIF.............C....................................................................C.......................................................................j...."............................................................}........!1A..Qa."q.
2....#B...R..$3br........%&'()*456789:CDEFGHIJSTUVWXYZcdefghijstuvwxyz..............................................................................................................................w.......!1..AQ
.aq."2...B.....#3R..br...$4.%.....&'()*56789:CDEFGHIJSTUVWXYZcdefghijstuvwxyz....................................................................................?...|Q...;.~.&S._*].RG\p...J....&Yme...
DT.._.x.7...n.2.._e.ENJH...<....5..../.t.i.....C....O.y.+.?......WIsk.x..zu..zn.... .l..... a...8.....+...H....;.^9..]..HW..).}.u..3...A..w..q..E.ex.4h...........?5.....X|%..>(.<...xO.W....i\j.[.$E...
K$...3...A.>....7.>.O.>...w.t.........C/.\y.=..#:..@.B.$...........'.. .D......5.<......s...)U.M{..Wm.......C.K.. ..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\imageLCMZE75G.jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.02, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 135x76, frames 3

Category: downloaded

Size (bytes): 9545

Entropy (8bit): 7.906667318343591

Encrypted: false

SSDEEP: 192:UunwRokylRp/KWZAb7ooiptNhGUXKaxT3+FylqKhJIJ+lZu7:UlRokEDKQoytHbgKh6CY7

MD5: 10B5E27DAE3D20E0B87EC033C59181C7
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SHA1: CB123B529CC5797C4F7248E22383E7C4C33FBAA8

SHA-256: 7EF06BBE7173C3D08A8AAD1A2131567A4A2C3E3B7F151308989BA0A285CB550D

SHA-512: A4A3C2FE3D369C5608FC66EB08DA935C7034513AB21FBDD99AE30BB70504CF6FEECFDF2F92C17C2773E37F7A3876646DA6174B9F33092794B6C2ECB1FC5D08E
6

Malicious: false

Reputation: low

IE Cache URL: https://www.ctvnews.ca/polopoly_fs/1.5276951.1611267506!/httpImage/image.jpg_gen/derivatives/landscape_135/image.jpg

Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\imageLCMZE75G.jpg

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\imageOH0QYD51.jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.02, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 190x106, frames 3

Category: downloaded

Size (bytes): 11614

Entropy (8bit): 7.930526481326445

Encrypted: false

SSDEEP: 192:3LPxmBBbbOmR++90URvA3QE1rP0O1DDCdtp3iq/sOFpN:37xYbbK+9ZRx+rPB63LsupN

MD5: 5759AE47423DCCF131DF4DD0D15FE397

SHA1: 75C4F628E185E1C5F3D9292328CD97A406F3DE7F

SHA-256: 54050EA183D65CB32D5031B6DBA393F5F796E9F87652BE6EFF4B79A519ECC6CF

SHA-512: 03F9DBD1622F5982AC85790E24B38449E61C7F515EEAF5ED394633859B8CB198BAD4ACFA90826666024AEC5702135F741A496AFB25324C0BD9EB57392C9E478E

Malicious: false

Reputation: low

IE Cache URL: https://www.ctvnews.ca/polopoly_fs/1.5318415.1613960245!/httpImage/image.jpg_gen/derivatives/box_190/image.jpg

Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\imageOQ447ZIG.jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.02, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 150x84, frames 3

Category: downloaded

Size (bytes): 10131

Entropy (8bit): 7.928594442631555

Encrypted: false

SSDEEP: 192:RIuowrRGdfO3rt0O/QBaFykA2i2v+88CH0OUH/ah90MoDlCbYOD66EYS:RpxdGdWwapSCUOWahixDlgHE9

MD5: 1C5F1C10240657CCCFB0366B5FF02E6B

SHA1: 88D259D63D11A075752395D0253B2425D6A253CF

SHA-256: 3E47E8B5CA5960E485D83012C8DA0789E4B7E22A7C77CFEAB8E594D54435304C

SHA-512: 9F3D90989C9C746EBFBF29EEB85F894E51B065C3BF8AF0F9410968A85EC8FCE5D967AA151D24A37E2D33B98A8DE1C7A784F0491515175059D3919FFD2E9D006F

Malicious: false

Reputation: low

IE Cache URL: https://www.ctvnews.ca/polopoly_fs/1.5180548.1604925010!/httpImage/image.jpg_gen/derivatives/landscape_150/image.jpg

Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\imageOVSU45TN.jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.02, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 800x450, frames 3

Category: downloaded

Size (bytes): 104901

Entropy (8bit): 7.967428327558389

Encrypted: false

SSDEEP: 3072:FrMqByrR94Ie7u1dnu6CLE9PJYQqcUKJ5fZxZC:FrMW4RbLcE9PpB5o

MD5: 254B52ED7FB2608541B32F26494CD47A

SHA1: E0F4EF47C50C5A8E769576F7C025BD23DFFA427F

SHA-256: 7A9336B431AB5D552E8FCD1887C52DCB3D5DADD27853C72AEABD1B5B31E26709
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SHA-512: E19BBCF9712B8D6B3C55789623EBD0276C6711FB598A0ACA1C98BC96ECAD3BED354513C1C6EEA0F870E0BF3E67679E9AF7FD37709B5B865AADC96ED88EE1D
FF6

Malicious: false

Reputation: low

IE Cache URL: https://www.ctvnews.ca/polopoly_fs/1.5353523.1616119404!/httpImage/image.jpg_gen/derivatives/landscape_800/image.jpg

Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\imageOVSU45TN.jpg

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\imageRH0DSISV.jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.02, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 190x106, frames 3

Category: downloaded

Size (bytes): 9574

Entropy (8bit): 7.936582612368916

Encrypted: false

SSDEEP: 192:3KKBQ3ynB18KICJ4Xw/P5oSLuZTIMR2mLjNrWmOXVFsG9v41sB59GDYu:3KNykCJW+OWufI8WmOXVFHv4p

MD5: 0FFCD0BA36B69EFB8592392D1F1D2CDF

SHA1: 316CB0950A651070CC079D7C12CF47BBFBDBCB71

SHA-256: 26128A11DBE09B4816983B0194BD5E0D10B6F3546CABDA0EA64810A25F82BB46

SHA-512: A56E9190AFE257AA0B51B3FE42F16E1DD010AF75A6F6ACE5BC7C567FDF3B38A639235A93A053B9BCB24FF49384FADDA2C79D4EB1F9A6F1C23D7993E79A4114
68

Malicious: false

Reputation: low

IE Cache URL: https://www.ctvnews.ca/polopoly_fs/1.5343689.1615500577!/httpImage/image.jpg_gen/derivatives/box_190/image.jpg

Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\imageRIBHHCXN.jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.02, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 620x349, frames 3

Category: downloaded

Size (bytes): 194770

Entropy (8bit): 7.937180542049437

Encrypted: false

SSDEEP: 3072:d31A203EnblBswzs3vt95pV9f/UppTizkBSuUe74bPgcjyWA4VrN7:dLeEnbTswAf//fspp2zk98r/jyWA4Vr1

MD5: 0179076B500773782E04541C9020452C

SHA1: 9E8485CB3FDB46F0DC85C96DBEEBB81D6CA5B5C2

SHA-256: 117F8B78CFFB78B561BA05504C0FDCF44F9600780BC13E280723A841E68D707F

SHA-512: 3C1D377C0A17B6F13E747FF0C8674A83242F21A8F414B1B6DCB06689CBEE66CB077FB7A684E4DD2BF9EADF4290E033E809287617C7CE05800E13895CE9D3066F

Malicious: false

Reputation: low

IE Cache URL: https://www.ctvnews.ca/polopoly_fs/1.5237841.1608326114!/httpImage/image.jpg_gen/derivatives/landscape_620/image.jpg

Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\imageS1MENLGQ.jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.02, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 800x450, frames 3

Category: downloaded

Size (bytes): 105769

Entropy (8bit): 7.953585024070889

Encrypted: false

SSDEEP: 1536:LS5dDRDyKVSem6aoVy1gvXtkZ5RnwyCxGsJoIUE/wm1/1u1JM4lNbZHml2Hz4QLF:0Dyw9aCVdkXmyCxR/wmp1u1tZZH5rz3B

MD5: 61376D019FD3C6422A1C16A3D6B1F50B

SHA1: AD5B5AC0F0AD89EAA098831E75434C336DD2F3D9

SHA-256: 3E8D11BF457E6510AE2E721500461F2E191B70452C43A8BB6725ABAC06532515
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SHA-512: 331F93358EBB61F84D0E9823662195B2711BEB241F785B22C320BB9EEE101A7BFEE7F3FB042B51A205F74FFACD1332240D38CC5ACE3F8873DDFFF7768DC2BAC
9

Malicious: false

Reputation: low

IE Cache URL: https://www.ctvnews.ca/polopoly_fs/1.5352863.1616095916!/httpImage/image.jpg_gen/derivatives/landscape_800/image.jpg

Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\imageSH59ZIJT.jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.02, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 800x450, frames 3

Category: downloaded

Size (bytes): 164008

Entropy (8bit): 7.962056815720606

Encrypted: false

SSDEEP: 3072:btawiLfDo0GHNl4cCGhLPQ2exrQA6sGj+qUUYrDhKGyHwaDtxDDI4G/:btawQfDo0GtlXC6LTd6t5Qfk/

MD5: 57D267B8E8F151BB427254C2696729A8

SHA1: 35F8715B42D445BA49B6F7E358803F4D5F6BE24E

SHA-256: BD002AF94B2A2F64BC5CA73EF37672C529B055A65DF4CEDB8866A3A0271ADCA8

SHA-512: D16877CA0400EA118BF4B8FDAFC7E6D2334235F0A3B62552A92BA75CC44424DF719CC90AC15486F69DCD89F20C2C64C2E3285F5A5292456F55124C240B81B9A9

Malicious: false

Reputation: low

IE Cache URL: https://www.ctvnews.ca/polopoly_fs/1.5335979.1614983472!/httpImage/image.jpg_gen/derivatives/landscape_800/image.jpg

Preview:
......JFIF.............C....................................................................C......................................................................... .."............................................................}........!1A..Qa."q.
2....#B...R..$3br........%&'()*456789:CDEFGHIJSTUVWXYZcdefghijstuvwxyz..............................................................................................................................w.......!1..AQ
.aq."2...B.....#3R..br...$4.%.....&'()*56789:CDEFGHIJSTUVWXYZcdefghijstuvwxyz....................................................................................?...u.......w*.^y.j....q._./.Q......A..
U.7b.....d.J.cf.I/..F.d..H...{o..m{..K.[cgQ..D...G......Z.%.[(f'....|O.....h6.1..3L.F.v...B.X.......t..^.{..JmM...*..t....{4s...L....y..&...-.m.D..0....9..t.H.ZM.$....=.H)].v&j.z...CK..%.8..
.qV..\.mgf.......xt^8Y.e.P+...SE...E.J0e....5X/e.h.(.KvkNT.dr.Z.RH....}.pG.hC.Z..)..@dV.kGT.4.._.E.A;............q...<n....

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\imageTCJZPSH7.jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.02, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 190x106, frames 3

Category: downloaded

Size (bytes): 11393

Entropy (8bit): 7.935050640768371

Encrypted: false

SSDEEP: 192:3oSA0HkBSlKjcxRNht5aDRe+vnQPaRjreIfNFhDf8R4lDsxl0eoaOcBcBC:3xDLNh/aDk+/1RjiiVf8RQDE0e1FBcg

MD5: 18239800E79E2A725FC156179D29C95C

SHA1: A07CA262A4EADA3D673BCF23ADB88B29A759A12D

SHA-256: 855FAC2F441ACE80864AA21C93A7B66DC8A093E6C9E9656A4B2C3D35896C1382

SHA-512: 5143F7A58F90FAA0131A48DF70ADF840E1AB7288E689EE393949A19BF7AF50B36ED1B914DC35BF4DCC81EDE5122F220A01289EBC62F8F4B3040C60BAB9E0C1C
8

Malicious: false

Reputation: low

IE Cache URL: https://www.ctvnews.ca/polopoly_fs/1.5309715.1613416930!/httpImage/image.jpg_gen/derivatives/box_190/image.jpg

Preview:
......JFIF.............C....................................................................C.......................................................................j...."............................................................}........!1A..Qa."q.
2....#B...R..$3br........%&'()*456789:CDEFGHIJSTUVWXYZcdefghijstuvwxyz..............................................................................................................................w.......!1..AQ
.aq."2...B.....#3R..br...$4.%.....&'()*56789:CDEFGHIJSTUVWXYZcdefghijstuvwxyz....................................................................................?..B</.[.......c..M}u.jI..pk..0,,....+.o.....
{..............+1...N..............9._.....-:......}+..H....T$...J...f....f....>..-.......g.Y.]G3.9.+....x:+8.F.m.v.}..i0@....8..-....N.A.8..........6.b......4.S.F.....@..T:..7VwV...wV....AVR....G{...N1.^
C.6.zQ....~?...D_.~,~.......~.|{.O.[..d.5Bn..Gu.!\....o.....7....|y..g..6Wv..4....~.M.W..?d/.j...-.h.^:..g.Z

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\imageTT2FLU70.jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.02, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 190x106, frames 3

Category: downloaded

Size (bytes): 17747

Entropy (8bit): 7.954161773963039

Encrypted: false

SSDEEP: 384:3h+sOYHjB0XdidZ0AIKM91WxoFf7hidbJpfD2TeMgzBk52nt+U3ofai:3EHeOdidZDBCWqf7ipL2TWdYP

MD5: 1FC5585DA544626B99B849AA17CD43C5

SHA1: 98C375E7602C26CDA945FD39E5461049A9B8D2F6

SHA-256: 5299C1005F2BE4B6B368DAD22ACF7B1BD1B4A078759486D7797EB35008F27D6C
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SHA-512: D6E6CAF6D3B962888B1E232DF953FA29F33E68ED1CC803E3629A0B6C725564CF706FC1A983CF231331BF0484AA8FF855C2D1E3B0AD0BA31AAB5AA0A9BA504A
E4

Malicious: false

Reputation: low

IE Cache URL: https://www.ctvnews.ca/polopoly_fs/1.5352034.1616055622!/httpImage/image.jpg_gen/derivatives/box_190/image.jpg

Preview:
......JFIF.............C....................................................................C.......................................................................j...."............................................................}........!1A..Qa."q.
2....#B...R..$3br........%&'()*456789:CDEFGHIJSTUVWXYZcdefghijstuvwxyz..............................................................................................................................w.......!1..AQ
.aq."2...B.....#3R..br...$4.%.....&'()*56789:CDEFGHIJSTUVWXYZcdefghijstuvwxyz....................................................................................?..J..u>...w..LV...'.+.$...F.=.GL.v6.F.
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\imageTT2FLU70.jpg

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\imageUH8APDX7.jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.02, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 135x76, frames 3

Category: downloaded

Size (bytes): 9318

Entropy (8bit): 7.910009508154802

Encrypted: false

SSDEEP: 192:UpQP2CpR5BoD2VmEcFBMZlQb7AHYx9Q0HBpV2o0o1v:UpQppPBrGFaonQ0HBLn0gv

MD5: E702E9B14DC6663EACA139B360614CD7

SHA1: 73092D5273CCB296DC3489D429A05D847368785E

SHA-256: 28985A5FFAB35683BDA22D066D30127D35CB3F14BBC5AEA53AA9A185E6097D28

SHA-512: DDE7CA96A1B76B783D5AA09E2B8A775BF9E4CFC8AF3002B436653717A377BCBB5A47BAF41F2CA9182F3DED40B930306BB6DEB9372C980E883FD65ACCF672E5
ED

Malicious: false

Reputation: low

IE Cache URL: https://www.ctvnews.ca/polopoly_fs/1.5344509.1615554525!/httpImage/image.jpg_gen/derivatives/landscape_135/image.jpg

Preview:
......JFIF.............C....................................................................C.......................................................................L...."............................................................}........!1A..Qa."q.
2....#B...R..$3br........%&'()*456789:CDEFGHIJSTUVWXYZcdefghijstuvwxyz..............................................................................................................................w.......!1..AQ
.aq."2...B.....#3R..br...$4.%.....&'()*56789:CDEFGHIJSTUVWXYZcdefghijstuvwxyz....................................................................................?....3....#..SX.y..1...'..x...3.J.#.\..
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\imageY99SNPDL.jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.02, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 300x169, frames 3

Category: downloaded

Size (bytes): 31579

Entropy (8bit): 7.934605922161247

Encrypted: false

SSDEEP: 768:F2YbVsz8e7Z9e57gtJwyStCm4YsrgJoSicdu95+VAiiJRHE:F2YZKF9e57ghStO3rgJjiUNVxgRHE

MD5: 763E6F4A6BDE1F453E95023AF48B59DC

SHA1: 522450E9031FA93AEEA41A52A380B18745976B8A

SHA-256: 11AC1E99BC754B4770E0FF398296D5D683F78A66FC152F41E83A936515B1BB77

SHA-512: EE2237EB4F6DDED222D8A547B8CD2AC9A42E1B4019342B081387FD3A67A0154E1631614ADEA23B40A5160B2F817356D0FD43531C93E067707C5EC20D7FEACB2
8

Malicious: false

Reputation: low

IE Cache URL: https://www.ctvnews.ca/polopoly_fs/1.4859921.1584637596!/httpImage/image.jpg_gen/derivatives/landscape_300/image.jpg

Preview:
......JFIF.............C....................................................................C.........................................................................,.."............................................................}........!1A..Qa."q.
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\image[10].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.02, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 135x76, frames 3

Category: downloaded

Size (bytes): 10289

Entropy (8bit): 7.915068814525535

Encrypted: false

SSDEEP: 192:Uh4V46vM7wVbXRCQrrC6uEtT9Lt6MR4sTUXLw+VTocfejxiqET/:UheswVbXQQ3C/cRLtHe8+oNYlT/

MD5: FFEC87CB0EE2DA1437985B2C8284BE10

SHA1: B48172788D89ED6A3AB3E2E91F39304E7523BF3D

SHA-256: D89CBE42689B7921927BD9A1ED5EC71C433A61562F8EECBA2A68FA254CE9AFD7
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SHA-512: 025B70DA20DB7725D5C063DFC607EFF4D8CECAC7D3AD53232E8808F6006D74B87D2D078C876AA8B22C2CF107A756C2A06A4BD0C3264508C4066E30881731875D

Malicious: false

Reputation: low

IE Cache URL: https://www.ctvnews.ca/polopoly_fs/1.5352771.1616092229!/httpImage/image.jpg_gen/derivatives/landscape_135/image.jpg

Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\image[10].jpg

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\image[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.02, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 150x84, frames 3

Category: downloaded

Size (bytes): 10597

Entropy (8bit): 7.9194995854813435

Encrypted: false

SSDEEP: 192:RyaGP+aYgznmYGBpUBy83UVPagoDxyUx0SFfGmEPq8kn5FntS4OY1g51d:RyaGWaYCNO+JQyDDfGGIfGltS4On3d

MD5: 9A97529F90655DC05ADC9807FDA91ED5

SHA1: E9673CA4756C6FE5B328768CFFAC1435115FD0B1

SHA-256: B06DC0707B4F7533173708BC97A538A3F0CF592832BB692BEDAA305B1F3CEC19

SHA-512: 970DB66BED001946E059E6B4138B4B1594ADED593AA8E5AA8AE429F8C61530C33AD2420354A16BF58655D9EA351114D93D343CA4FC4FF59F6805543B3A5D7AB3

Malicious: false

Reputation: low

IE Cache URL: https://www.ctvnews.ca/polopoly_fs/1.5219358.1607282020!/httpImage/image.jpg_gen/derivatives/landscape_150/image.jpg

Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\image[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 150 x 84, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 35399

Entropy (8bit): 7.983032412762046

Encrypted: false

SSDEEP: 768:ZpoCIyNEikhreol13+lhK6yWJDx3mdrisVRlfYSYUqPU1f57eRHBfSeq8GS:rqyPkhr/3+r3lxWr91fUNP67ev9

MD5: D200FCD109B1A97BA7F23F7E7DA50F21

SHA1: C5BB4EE0676E76721D96AED93CEE1AA6CB70A3C8

SHA-256: 09A5ED70EB47C72B8E7A6CCB1CFA050E39D9BF2B96BB2FC122507C6A5F744727

SHA-512: 082631BF0751B39020E06465E245A6115751247D51B42F9D4E850CC494362F61AAE45D25B60787D946F9A9E4090A81FB9710108E7929F9161501A90C4B0E4667

Malicious: false

Reputation: low

IE Cache URL: https://www.ctvnews.ca/polopoly_fs/1.5217566.1607108207!/httpImage/image.png_gen/derivatives/landscape_150/image.png

Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\image[2].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.02, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 150x84, frames 3

Category: downloaded

Size (bytes): 7398

Entropy (8bit): 7.919296249813869

Encrypted: false

SSDEEP: 192:RDg9zXTShsKhe2PlPjp3PAKP5GlwvRSL1K50cdEe:RDgGsUe2PVp3PJ5XKoWI1

MD5: 97C81A3EA372167E777B9A056A036A93

SHA1: D2B4560428F1E6D2867A5910147DC40B116F4056

SHA-256: 070B55D0BB4BC117AB6FDF7BACAAE197C792A31C5031C6970CD3686142BBA47B

SHA-512: E1BC9FC4681168506218A4FFF70D97CB376F391B35AF51986A4A6BA0739BBF5BDD81CA02E6E38A2251125F9A2B28FD376CA2992817A51D96F3AF3E6024CC028E

Malicious: false

Reputation: low
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Static File Info

No static file info

Network Port Distribution

Total Packets: 145

• 53 (DNS)

• 443 (HTTPS)

IE Cache URL: https://www.ctvnews.ca/polopoly_fs/1.5217869.1607120087!/httpImage/image.jpg_gen/derivatives/landscape_150/image.jpg

Preview:
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2....#B...R..$3br........%&'()*456789:CDEFGHIJSTUVWXYZcdefghijstuvwxyz..............................................................................................................................w.......!1..AQ
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\image[2].jpg

Network Behavior

Timestamp Source Port Dest Port Source IP Dest IP

Mar 19, 2021 08:01:48.643343925 CET 49714 443 192.168.2.5 99.86.163.177

Mar 19, 2021 08:01:48.643640995 CET 49715 443 192.168.2.5 99.86.163.177

Mar 19, 2021 08:01:48.646143913 CET 49716 443 192.168.2.5 104.19.149.54

Mar 19, 2021 08:01:48.646217108 CET 49717 443 192.168.2.5 104.19.149.54

Mar 19, 2021 08:01:48.687622070 CET 443 49717 104.19.149.54 192.168.2.5

Mar 19, 2021 08:01:48.687652111 CET 443 49716 104.19.149.54 192.168.2.5

Mar 19, 2021 08:01:48.687715054 CET 49717 443 192.168.2.5 104.19.149.54

Mar 19, 2021 08:01:48.687750101 CET 49716 443 192.168.2.5 104.19.149.54

Mar 19, 2021 08:01:48.688276052 CET 443 49714 99.86.163.177 192.168.2.5

Mar 19, 2021 08:01:48.688354015 CET 49714 443 192.168.2.5 99.86.163.177

Mar 19, 2021 08:01:48.688797951 CET 49717 443 192.168.2.5 104.19.149.54

Mar 19, 2021 08:01:48.689004898 CET 49716 443 192.168.2.5 104.19.149.54

Mar 19, 2021 08:01:48.690291882 CET 443 49715 99.86.163.177 192.168.2.5

Mar 19, 2021 08:01:48.690366030 CET 49715 443 192.168.2.5 99.86.163.177

Mar 19, 2021 08:01:48.691000938 CET 49715 443 192.168.2.5 99.86.163.177

Mar 19, 2021 08:01:48.691112995 CET 49714 443 192.168.2.5 99.86.163.177

Mar 19, 2021 08:01:48.727386951 CET 49728 443 192.168.2.5 192.229.233.25

Mar 19, 2021 08:01:48.730144978 CET 443 49717 104.19.149.54 192.168.2.5

Mar 19, 2021 08:01:48.730493069 CET 443 49716 104.19.149.54 192.168.2.5

Mar 19, 2021 08:01:48.730741024 CET 443 49717 104.19.149.54 192.168.2.5

Mar 19, 2021 08:01:48.730784893 CET 443 49717 104.19.149.54 192.168.2.5

Mar 19, 2021 08:01:48.730811119 CET 49717 443 192.168.2.5 104.19.149.54

Mar 19, 2021 08:01:48.730834961 CET 49717 443 192.168.2.5 104.19.149.54
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Mar 19, 2021 08:01:48.734672070 CET 443 49716 104.19.149.54 192.168.2.5

Mar 19, 2021 08:01:48.734714031 CET 443 49716 104.19.149.54 192.168.2.5

Mar 19, 2021 08:01:48.734731913 CET 49716 443 192.168.2.5 104.19.149.54

Mar 19, 2021 08:01:48.734760046 CET 49716 443 192.168.2.5 104.19.149.54

Mar 19, 2021 08:01:48.735960960 CET 443 49714 99.86.163.177 192.168.2.5

Mar 19, 2021 08:01:48.736567020 CET 443 49714 99.86.163.177 192.168.2.5

Mar 19, 2021 08:01:48.736612082 CET 443 49714 99.86.163.177 192.168.2.5

Mar 19, 2021 08:01:48.736665964 CET 49714 443 192.168.2.5 99.86.163.177

Mar 19, 2021 08:01:48.736721039 CET 49714 443 192.168.2.5 99.86.163.177

Mar 19, 2021 08:01:48.737592936 CET 443 49715 99.86.163.177 192.168.2.5

Mar 19, 2021 08:01:48.737790108 CET 443 49715 99.86.163.177 192.168.2.5

Mar 19, 2021 08:01:48.737833023 CET 443 49715 99.86.163.177 192.168.2.5

Mar 19, 2021 08:01:48.737874985 CET 49715 443 192.168.2.5 99.86.163.177

Mar 19, 2021 08:01:48.737905025 CET 49715 443 192.168.2.5 99.86.163.177

Mar 19, 2021 08:01:48.739931107 CET 443 49715 99.86.163.177 192.168.2.5

Mar 19, 2021 08:01:48.739972115 CET 443 49714 99.86.163.177 192.168.2.5

Mar 19, 2021 08:01:48.740025997 CET 49715 443 192.168.2.5 99.86.163.177

Mar 19, 2021 08:01:48.740051985 CET 49714 443 192.168.2.5 99.86.163.177

Mar 19, 2021 08:01:48.745439053 CET 49729 443 192.168.2.5 192.229.233.25

Mar 19, 2021 08:01:48.772433996 CET 443 49728 192.229.233.25 192.168.2.5

Mar 19, 2021 08:01:48.772532940 CET 49728 443 192.168.2.5 192.229.233.25

Mar 19, 2021 08:01:48.790571928 CET 443 49729 192.229.233.25 192.168.2.5

Mar 19, 2021 08:01:48.790703058 CET 49729 443 192.168.2.5 192.229.233.25

Mar 19, 2021 08:01:48.811300039 CET 49714 443 192.168.2.5 99.86.163.177

Mar 19, 2021 08:01:48.811980963 CET 49714 443 192.168.2.5 99.86.163.177

Mar 19, 2021 08:01:48.812192917 CET 49714 443 192.168.2.5 99.86.163.177

Mar 19, 2021 08:01:48.848320007 CET 49729 443 192.168.2.5 192.229.233.25

Mar 19, 2021 08:01:48.856167078 CET 443 49714 99.86.163.177 192.168.2.5

Mar 19, 2021 08:01:48.856942892 CET 443 49714 99.86.163.177 192.168.2.5

Mar 19, 2021 08:01:48.856982946 CET 443 49714 99.86.163.177 192.168.2.5

Mar 19, 2021 08:01:48.857032061 CET 49714 443 192.168.2.5 99.86.163.177

Mar 19, 2021 08:01:48.857064009 CET 49714 443 192.168.2.5 99.86.163.177

Mar 19, 2021 08:01:48.857074976 CET 443 49714 99.86.163.177 192.168.2.5

Mar 19, 2021 08:01:48.857101917 CET 443 49714 99.86.163.177 192.168.2.5

Mar 19, 2021 08:01:48.857158899 CET 49714 443 192.168.2.5 99.86.163.177

Mar 19, 2021 08:01:48.857291937 CET 443 49714 99.86.163.177 192.168.2.5

Mar 19, 2021 08:01:48.857857943 CET 443 49714 99.86.163.177 192.168.2.5

Mar 19, 2021 08:01:48.857901096 CET 443 49714 99.86.163.177 192.168.2.5

Mar 19, 2021 08:01:48.857912064 CET 49714 443 192.168.2.5 99.86.163.177

Mar 19, 2021 08:01:48.857939959 CET 443 49714 99.86.163.177 192.168.2.5

Mar 19, 2021 08:01:48.857969046 CET 49714 443 192.168.2.5 99.86.163.177

Mar 19, 2021 08:01:48.857980013 CET 443 49714 99.86.163.177 192.168.2.5

Mar 19, 2021 08:01:48.857999086 CET 49714 443 192.168.2.5 99.86.163.177

Mar 19, 2021 08:01:48.858032942 CET 49714 443 192.168.2.5 99.86.163.177

Mar 19, 2021 08:01:48.859159946 CET 443 49714 99.86.163.177 192.168.2.5

Mar 19, 2021 08:01:48.859220982 CET 443 49714 99.86.163.177 192.168.2.5

Mar 19, 2021 08:01:48.859224081 CET 49714 443 192.168.2.5 99.86.163.177

Mar 19, 2021 08:01:48.859272957 CET 49714 443 192.168.2.5 99.86.163.177

Mar 19, 2021 08:01:48.860333920 CET 443 49714 99.86.163.177 192.168.2.5

Mar 19, 2021 08:01:48.860377073 CET 443 49714 99.86.163.177 192.168.2.5

Mar 19, 2021 08:01:48.860397100 CET 49714 443 192.168.2.5 99.86.163.177

Mar 19, 2021 08:01:48.860424042 CET 49714 443 192.168.2.5 99.86.163.177

Mar 19, 2021 08:01:48.895436049 CET 443 49729 192.229.233.25 192.168.2.5

Mar 19, 2021 08:01:48.895488024 CET 443 49729 192.229.233.25 192.168.2.5

Mar 19, 2021 08:01:48.895576000 CET 49729 443 192.168.2.5 192.229.233.25

Mar 19, 2021 08:01:48.896116018 CET 443 49729 192.229.233.25 192.168.2.5

Mar 19, 2021 08:01:48.896158934 CET 443 49729 192.229.233.25 192.168.2.5

Mar 19, 2021 08:01:48.896193027 CET 49729 443 192.168.2.5 192.229.233.25

Mar 19, 2021 08:01:48.896213055 CET 49729 443 192.168.2.5 192.229.233.25

Mar 19, 2021 08:01:49.002279997 CET 49714 443 192.168.2.5 99.86.163.177

Mar 19, 2021 08:01:49.011991978 CET 49728 443 192.168.2.5 192.229.233.25

Mar 19, 2021 08:01:49.019738913 CET 49729 443 192.168.2.5 192.229.233.25

Mar 19, 2021 08:01:49.047228098 CET 443 49714 99.86.163.177 192.168.2.5

Mar 19, 2021 08:01:49.053874016 CET 49717 443 192.168.2.5 104.19.149.54

Timestamp Source Port Dest Port Source IP Dest IP
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Mar 19, 2021 08:01:49.056898117 CET 443 49728 192.229.233.25 192.168.2.5

Mar 19, 2021 08:01:49.057972908 CET 443 49728 192.229.233.25 192.168.2.5

Mar 19, 2021 08:01:49.058028936 CET 443 49728 192.229.233.25 192.168.2.5

Mar 19, 2021 08:01:49.058074951 CET 443 49728 192.229.233.25 192.168.2.5

Mar 19, 2021 08:01:49.058089018 CET 49728 443 192.168.2.5 192.229.233.25

Mar 19, 2021 08:01:49.058131933 CET 49728 443 192.168.2.5 192.229.233.25

Mar 19, 2021 08:01:49.058137894 CET 49728 443 192.168.2.5 192.229.233.25

Mar 19, 2021 08:01:49.064176083 CET 49715 443 192.168.2.5 99.86.163.177

Mar 19, 2021 08:01:49.065252066 CET 443 49729 192.229.233.25 192.168.2.5

Mar 19, 2021 08:01:49.065359116 CET 49729 443 192.168.2.5 192.229.233.25

Mar 19, 2021 08:01:49.069371939 CET 49716 443 192.168.2.5 104.19.149.54

Mar 19, 2021 08:01:49.088387012 CET 49729 443 192.168.2.5 192.229.233.25

Mar 19, 2021 08:01:49.095283985 CET 443 49717 104.19.149.54 192.168.2.5

Timestamp Source Port Dest Port Source IP Dest IP

Timestamp Source Port Dest Port Source IP Dest IP

Mar 19, 2021 08:01:39.564707041 CET 65307 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:01:39.614044905 CET 53 65307 8.8.8.8 192.168.2.5

Mar 19, 2021 08:01:39.643106937 CET 64344 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:01:39.695131063 CET 53 64344 8.8.8.8 192.168.2.5

Mar 19, 2021 08:01:39.715476036 CET 62060 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:01:39.767641068 CET 53 62060 8.8.8.8 192.168.2.5

Mar 19, 2021 08:01:39.840173960 CET 61805 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:01:39.897928953 CET 53 61805 8.8.8.8 192.168.2.5

Mar 19, 2021 08:01:46.034534931 CET 54795 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:01:46.095474005 CET 53 54795 8.8.8.8 192.168.2.5

Mar 19, 2021 08:01:47.051884890 CET 49557 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:01:47.137538910 CET 53 49557 8.8.8.8 192.168.2.5

Mar 19, 2021 08:01:48.200958014 CET 61733 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:01:48.261322021 CET 53 61733 8.8.8.8 192.168.2.5

Mar 19, 2021 08:01:48.568859100 CET 65447 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:01:48.577287912 CET 52441 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:01:48.582252026 CET 62176 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:01:48.588246107 CET 59596 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:01:48.621217012 CET 65296 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:01:48.628170013 CET 53 65447 8.8.8.8 192.168.2.5

Mar 19, 2021 08:01:48.637916088 CET 53 52441 8.8.8.8 192.168.2.5

Mar 19, 2021 08:01:48.640295029 CET 53 59596 8.8.8.8 192.168.2.5

Mar 19, 2021 08:01:48.641839027 CET 53 62176 8.8.8.8 192.168.2.5

Mar 19, 2021 08:01:48.647748947 CET 63183 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:01:48.659879923 CET 60151 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:01:48.684473991 CET 53 65296 8.8.8.8 192.168.2.5

Mar 19, 2021 08:01:48.706882000 CET 53 63183 8.8.8.8 192.168.2.5

Mar 19, 2021 08:01:48.723366022 CET 53 60151 8.8.8.8 192.168.2.5

Mar 19, 2021 08:01:48.742821932 CET 56969 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:01:48.817224979 CET 53 56969 8.8.8.8 192.168.2.5

Mar 19, 2021 08:01:49.115473986 CET 55161 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:01:49.175925016 CET 53 55161 8.8.8.8 192.168.2.5

Mar 19, 2021 08:01:49.789222002 CET 54757 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:01:49.852032900 CET 53 54757 8.8.8.8 192.168.2.5

Mar 19, 2021 08:01:50.677526951 CET 49992 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:01:50.723901987 CET 60075 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:01:50.737576962 CET 53 49992 8.8.8.8 192.168.2.5

Mar 19, 2021 08:01:50.759874105 CET 55016 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:01:50.773485899 CET 64345 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:01:50.784221888 CET 53 60075 8.8.8.8 192.168.2.5

Mar 19, 2021 08:01:50.784523964 CET 57128 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:01:50.793023109 CET 54791 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:01:50.819576025 CET 53 55016 8.8.8.8 192.168.2.5

Mar 19, 2021 08:01:50.837497950 CET 53 64345 8.8.8.8 192.168.2.5

Mar 19, 2021 08:01:50.850840092 CET 50463 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:01:50.851152897 CET 50394 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:01:50.853458881 CET 53 57128 8.8.8.8 192.168.2.5
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Mar 19, 2021 08:01:50.856297016 CET 53 54791 8.8.8.8 192.168.2.5

Mar 19, 2021 08:01:50.863234043 CET 58530 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:01:50.901570082 CET 53 50463 8.8.8.8 192.168.2.5

Mar 19, 2021 08:01:50.913026094 CET 53 58530 8.8.8.8 192.168.2.5

Mar 19, 2021 08:01:50.913605928 CET 53 50394 8.8.8.8 192.168.2.5

Mar 19, 2021 08:01:50.937273979 CET 53813 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:01:50.996609926 CET 53 53813 8.8.8.8 192.168.2.5

Mar 19, 2021 08:01:51.399194002 CET 63732 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:01:51.441174030 CET 57344 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:01:51.465454102 CET 53 63732 8.8.8.8 192.168.2.5

Mar 19, 2021 08:01:51.503760099 CET 53 57344 8.8.8.8 192.168.2.5

Mar 19, 2021 08:01:51.524741888 CET 54450 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:01:51.556209087 CET 59261 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:01:51.592828035 CET 53 54450 8.8.8.8 192.168.2.5

Mar 19, 2021 08:01:51.618576050 CET 53 59261 8.8.8.8 192.168.2.5

Mar 19, 2021 08:01:51.654035091 CET 57151 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:01:51.703427076 CET 53 57151 8.8.8.8 192.168.2.5

Mar 19, 2021 08:01:51.818892002 CET 59413 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:01:51.844176054 CET 60516 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:01:51.857621908 CET 51649 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:01:51.877167940 CET 53 59413 8.8.8.8 192.168.2.5

Mar 19, 2021 08:01:51.901912928 CET 53 60516 8.8.8.8 192.168.2.5

Mar 19, 2021 08:01:51.906903028 CET 53 51649 8.8.8.8 192.168.2.5

Mar 19, 2021 08:01:52.147711992 CET 65086 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:01:52.199712038 CET 53 65086 8.8.8.8 192.168.2.5

Mar 19, 2021 08:01:52.302812099 CET 56432 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:01:52.312781096 CET 52929 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:01:52.368136883 CET 53 56432 8.8.8.8 192.168.2.5

Mar 19, 2021 08:01:52.375761986 CET 53 52929 8.8.8.8 192.168.2.5

Mar 19, 2021 08:01:52.423541069 CET 64317 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:01:52.482340097 CET 53 64317 8.8.8.8 192.168.2.5

Mar 19, 2021 08:01:52.587810040 CET 61004 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:01:52.632658005 CET 56895 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:01:52.645688057 CET 62372 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:01:52.650198936 CET 53 61004 8.8.8.8 192.168.2.5

Mar 19, 2021 08:01:52.665467978 CET 61515 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:01:52.666910887 CET 56675 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:01:52.676280022 CET 57172 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:01:52.690407038 CET 53 56895 8.8.8.8 192.168.2.5

Mar 19, 2021 08:01:52.703459978 CET 53 62372 8.8.8.8 192.168.2.5

Mar 19, 2021 08:01:52.713618040 CET 55267 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:01:52.715945959 CET 50969 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:01:52.719002008 CET 53 56675 8.8.8.8 192.168.2.5

Mar 19, 2021 08:01:52.727691889 CET 53 61515 8.8.8.8 192.168.2.5

Mar 19, 2021 08:01:52.728218079 CET 53 57172 8.8.8.8 192.168.2.5

Mar 19, 2021 08:01:52.762861967 CET 53 55267 8.8.8.8 192.168.2.5

Mar 19, 2021 08:01:52.765049934 CET 53 50969 8.8.8.8 192.168.2.5

Mar 19, 2021 08:01:52.795344114 CET 64362 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:01:52.847822905 CET 53 64362 8.8.8.8 192.168.2.5

Mar 19, 2021 08:01:53.030636072 CET 54766 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:01:53.038444996 CET 61446 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:01:53.039742947 CET 57515 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:01:53.044786930 CET 58199 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:01:53.049139023 CET 65221 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:01:53.054630995 CET 61573 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:01:53.060754061 CET 56562 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:01:53.067853928 CET 53591 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:01:53.074110985 CET 59688 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:01:53.088485003 CET 53 54766 8.8.8.8 192.168.2.5

Mar 19, 2021 08:01:53.098037958 CET 53 61446 8.8.8.8 192.168.2.5

Mar 19, 2021 08:01:53.099536896 CET 53 57515 8.8.8.8 192.168.2.5

Mar 19, 2021 08:01:53.104017019 CET 53 61573 8.8.8.8 192.168.2.5

Mar 19, 2021 08:01:53.107837915 CET 56032 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:01:53.110615969 CET 53 65221 8.8.8.8 192.168.2.5

Timestamp Source Port Dest Port Source IP Dest IP
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Mar 19, 2021 08:01:53.118477106 CET 53 58199 8.8.8.8 192.168.2.5

Mar 19, 2021 08:01:53.122128963 CET 53 56562 8.8.8.8 192.168.2.5

Mar 19, 2021 08:01:53.128635883 CET 53 53591 8.8.8.8 192.168.2.5

Mar 19, 2021 08:01:53.133635044 CET 53 59688 8.8.8.8 192.168.2.5

Mar 19, 2021 08:01:53.168279886 CET 53 56032 8.8.8.8 192.168.2.5

Mar 19, 2021 08:01:53.182492971 CET 61150 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:01:53.182559013 CET 63458 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:01:53.241858006 CET 53 63458 8.8.8.8 192.168.2.5

Mar 19, 2021 08:01:53.256330013 CET 53 61150 8.8.8.8 192.168.2.5

Mar 19, 2021 08:01:53.299448967 CET 50422 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:01:53.299557924 CET 53247 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:01:53.300225973 CET 58544 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:01:53.311608076 CET 53814 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:01:53.360522985 CET 53 58544 8.8.8.8 192.168.2.5

Mar 19, 2021 08:01:53.361427069 CET 53 50422 8.8.8.8 192.168.2.5

Mar 19, 2021 08:01:53.368926048 CET 53 53247 8.8.8.8 192.168.2.5

Mar 19, 2021 08:01:53.369173050 CET 53 53814 8.8.8.8 192.168.2.5

Mar 19, 2021 08:01:53.425088882 CET 51305 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:01:53.435712099 CET 53670 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:01:53.448410988 CET 55160 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:01:53.494918108 CET 61414 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:01:53.497718096 CET 53 55160 8.8.8.8 192.168.2.5

Mar 19, 2021 08:01:53.501038074 CET 53 53670 8.8.8.8 192.168.2.5

Mar 19, 2021 08:01:53.503586054 CET 53 51305 8.8.8.8 192.168.2.5

Mar 19, 2021 08:01:53.552659035 CET 53 61414 8.8.8.8 192.168.2.5

Mar 19, 2021 08:01:53.701117992 CET 63847 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:01:53.760679007 CET 53 63847 8.8.8.8 192.168.2.5

Mar 19, 2021 08:01:53.787811995 CET 61523 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:01:53.795499086 CET 50551 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:01:53.844736099 CET 53 50551 8.8.8.8 192.168.2.5

Mar 19, 2021 08:01:53.851026058 CET 53 61523 8.8.8.8 192.168.2.5

Mar 19, 2021 08:01:53.997240067 CET 62847 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:01:54.046653032 CET 53 62847 8.8.8.8 192.168.2.5

Mar 19, 2021 08:01:56.038527012 CET 57712 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:01:56.101648092 CET 53 57712 8.8.8.8 192.168.2.5

Mar 19, 2021 08:01:56.346987963 CET 61064 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:01:56.396294117 CET 53 61064 8.8.8.8 192.168.2.5

Mar 19, 2021 08:01:56.517399073 CET 61891 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:01:56.567074060 CET 53 61891 8.8.8.8 192.168.2.5

Mar 19, 2021 08:01:56.603986979 CET 61585 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:01:56.666023970 CET 53 61585 8.8.8.8 192.168.2.5

Mar 19, 2021 08:01:57.335027933 CET 65163 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:01:57.388775110 CET 53 65163 8.8.8.8 192.168.2.5

Mar 19, 2021 08:01:58.527259111 CET 58969 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:01:58.581270933 CET 53 58969 8.8.8.8 192.168.2.5

Mar 19, 2021 08:01:59.336396933 CET 53977 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:01:59.388861895 CET 53 53977 8.8.8.8 192.168.2.5

Mar 19, 2021 08:02:06.233601093 CET 57147 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:02:06.293273926 CET 53 57147 8.8.8.8 192.168.2.5

Mar 19, 2021 08:02:06.703453064 CET 52381 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:02:06.755707026 CET 53 52381 8.8.8.8 192.168.2.5

Mar 19, 2021 08:02:12.343848944 CET 49231 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:02:12.393431902 CET 53 49231 8.8.8.8 192.168.2.5

Mar 19, 2021 08:02:12.629658937 CET 53217 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:02:12.689232111 CET 53 53217 8.8.8.8 192.168.2.5

Mar 19, 2021 08:02:15.989366055 CET 52554 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:02:16.038830996 CET 53 52554 8.8.8.8 192.168.2.5

Mar 19, 2021 08:02:16.669444084 CET 49603 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:02:16.721770048 CET 53 49603 8.8.8.8 192.168.2.5

Mar 19, 2021 08:02:16.998936892 CET 52554 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:02:17.048192978 CET 53 52554 8.8.8.8 192.168.2.5

Mar 19, 2021 08:02:17.071935892 CET 64476 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:02:17.129550934 CET 53 64476 8.8.8.8 192.168.2.5

Mar 19, 2021 08:02:17.669217110 CET 49603 53 192.168.2.5 8.8.8.8

Timestamp Source Port Dest Port Source IP Dest IP
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Mar 19, 2021 08:02:17.721479893 CET 53 49603 8.8.8.8 192.168.2.5

Mar 19, 2021 08:02:18.012439013 CET 52554 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:02:18.061794996 CET 53 52554 8.8.8.8 192.168.2.5

Mar 19, 2021 08:02:18.721739054 CET 49603 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:02:18.784622908 CET 53 49603 8.8.8.8 192.168.2.5

Mar 19, 2021 08:02:20.028677940 CET 52554 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:02:20.078788996 CET 53 52554 8.8.8.8 192.168.2.5

Mar 19, 2021 08:02:20.871679068 CET 49603 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:02:20.924654007 CET 53 49603 8.8.8.8 192.168.2.5

Mar 19, 2021 08:02:24.046056032 CET 52554 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:02:24.095366955 CET 53 52554 8.8.8.8 192.168.2.5

Mar 19, 2021 08:02:24.872939110 CET 49603 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:02:24.925098896 CET 53 49603 8.8.8.8 192.168.2.5

Mar 19, 2021 08:02:34.076284885 CET 49975 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:02:34.135555983 CET 53 49975 8.8.8.8 192.168.2.5

Mar 19, 2021 08:02:41.528511047 CET 57701 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:02:41.580871105 CET 53 57701 8.8.8.8 192.168.2.5

Mar 19, 2021 08:02:42.557014942 CET 60334 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:02:42.620018005 CET 53 60334 8.8.8.8 192.168.2.5

Mar 19, 2021 08:02:59.153809071 CET 64958 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:02:59.221249104 CET 53 64958 8.8.8.8 192.168.2.5

Mar 19, 2021 08:02:59.228413105 CET 58504 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:02:59.289700985 CET 53 58504 8.8.8.8 192.168.2.5

Mar 19, 2021 08:03:03.474555016 CET 64971 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:03:03.535216093 CET 53 64971 8.8.8.8 192.168.2.5

Mar 19, 2021 08:03:04.643029928 CET 58041 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:03:04.671078920 CET 57764 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:03:04.710886002 CET 53 58041 8.8.8.8 192.168.2.5

Mar 19, 2021 08:03:04.730133057 CET 53 57764 8.8.8.8 192.168.2.5

Mar 19, 2021 08:03:05.888035059 CET 57973 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:03:05.945684910 CET 53 57973 8.8.8.8 192.168.2.5

Mar 19, 2021 08:03:06.507749081 CET 63286 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:03:06.557605982 CET 53 63286 8.8.8.8 192.168.2.5

Mar 19, 2021 08:03:07.980931997 CET 52589 53 192.168.2.5 8.8.8.8

Mar 19, 2021 08:03:08.040029049 CET 53 52589 8.8.8.8 192.168.2.5

Timestamp Source Port Dest Port Source IP Dest IP

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Mar 19, 2021 08:01:47.051884890 CET 192.168.2.5 8.8.8.8 0x75e Standard query 
(0)

toronto.ct
vnews.ca

A (IP address) IN (0x0001)

Mar 19, 2021 08:01:48.200958014 CET 192.168.2.5 8.8.8.8 0xd375 Standard query 
(0)

static.ctvnews.ca A (IP address) IN (0x0001)

Mar 19, 2021 08:01:48.568859100 CET 192.168.2.5 8.8.8.8 0xef7a Standard query 
(0)

z.moatads.com A (IP address) IN (0x0001)

Mar 19, 2021 08:01:48.577287912 CET 192.168.2.5 8.8.8.8 0x284e Standard query 
(0)

static.cha
rtbeat.com

A (IP address) IN (0x0001)

Mar 19, 2021 08:01:48.582252026 CET 192.168.2.5 8.8.8.8 0x6f78 Standard query 
(0)

js-sec.ind
exww.com

A (IP address) IN (0x0001)

Mar 19, 2021 08:01:48.588246107 CET 192.168.2.5 8.8.8.8 0xba24 Standard query 
(0)

cdn.permut
ive.com

A (IP address) IN (0x0001)

Mar 19, 2021 08:01:48.621217012 CET 192.168.2.5 8.8.8.8 0xf10c Standard query 
(0)

assets.ado
bedtm.com

A (IP address) IN (0x0001)

Mar 19, 2021 08:01:48.647748947 CET 192.168.2.5 8.8.8.8 0xeeec Standard query 
(0)

www.ctvnews.ca A (IP address) IN (0x0001)

Mar 19, 2021 08:01:48.659879923 CET 192.168.2.5 8.8.8.8 0x18c1 Standard query 
(0)

platform.t
witter.com

A (IP address) IN (0x0001)

Mar 19, 2021 08:01:48.742821932 CET 192.168.2.5 8.8.8.8 0x8e1 Standard query 
(0)

beta.ctvnews.ca A (IP address) IN (0x0001)

Mar 19, 2021 08:01:49.115473986 CET 192.168.2.5 8.8.8.8 0x6744 Standard query 
(0)

tru.am A (IP address) IN (0x0001)

Mar 19, 2021 08:01:49.789222002 CET 192.168.2.5 8.8.8.8 0x505b Standard query 
(0)

cdn.krxd.net A (IP address) IN (0x0001)

Mar 19, 2021 08:01:50.677526951 CET 192.168.2.5 8.8.8.8 0x96d1 Standard query 
(0)

mb.moatads.com A (IP address) IN (0x0001)

Mar 19, 2021 08:01:50.723901987 CET 192.168.2.5 8.8.8.8 0x2a74 Standard query 
(0)

px.moatads.com A (IP address) IN (0x0001)
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Mar 19, 2021 08:01:50.759874105 CET 192.168.2.5 8.8.8.8 0xeb2c Standard query 
(0)

geo.moatad
s.com

A (IP address) IN (0x0001)

Mar 19, 2021 08:01:50.773485899 CET 192.168.2.5 8.8.8.8 0x6b43 Standard query 
(0)

auth.9c9media.ca A (IP address) IN (0x0001)

Mar 19, 2021 08:01:50.784523964 CET 192.168.2.5 8.8.8.8 0x6ace Standard query 
(0)

www.google
tagservices.com

A (IP address) IN (0x0001)

Mar 19, 2021 08:01:50.793023109 CET 192.168.2.5 8.8.8.8 0x7a33 Standard query 
(0)

c.amazon-a
dsystem.com

A (IP address) IN (0x0001)

Mar 19, 2021 08:01:50.850840092 CET 192.168.2.5 8.8.8.8 0x525b Standard query 
(0)

static.criteo.net A (IP address) IN (0x0001)

Mar 19, 2021 08:01:50.851152897 CET 192.168.2.5 8.8.8.8 0xb025 Standard query 
(0)

api.rlcdn.com A (IP address) IN (0x0001)

Mar 19, 2021 08:01:50.863234043 CET 192.168.2.5 8.8.8.8 0xa956 Standard query 
(0)

match.adsrvr.org A (IP address) IN (0x0001)

Mar 19, 2021 08:01:50.937273979 CET 192.168.2.5 8.8.8.8 0x6e2d Standard query 
(0)

dpm.demdex.net A (IP address) IN (0x0001)

Mar 19, 2021 08:01:51.399194002 CET 192.168.2.5 8.8.8.8 0xc714 Standard query 
(0)

securepuba
ds.g.doubl
eclick.net

A (IP address) IN (0x0001)

Mar 19, 2021 08:01:51.441174030 CET 192.168.2.5 8.8.8.8 0x39c3 Standard query 
(0)

beacon.sco
recardrese
arch.com

A (IP address) IN (0x0001)

Mar 19, 2021 08:01:51.524741888 CET 192.168.2.5 8.8.8.8 0x47c Standard query 
(0)

s7.addthis.com A (IP address) IN (0x0001)

Mar 19, 2021 08:01:51.556209087 CET 192.168.2.5 8.8.8.8 0x153e Standard query 
(0)

connect.fa
cebook.net

A (IP address) IN (0x0001)

Mar 19, 2021 08:01:51.654035091 CET 192.168.2.5 8.8.8.8 0xe397 Standard query 
(0)

gum.criteo.com A (IP address) IN (0x0001)

Mar 19, 2021 08:01:51.818892002 CET 192.168.2.5 8.8.8.8 0x6328 Standard query 
(0)

consumer.k
rxd.net

A (IP address) IN (0x0001)

Mar 19, 2021 08:01:51.844176054 CET 192.168.2.5 8.8.8.8 0x2911 Standard query 
(0)

mabping.ch
artbeat.net

A (IP address) IN (0x0001)

Mar 19, 2021 08:01:51.857621908 CET 192.168.2.5 8.8.8.8 0x5656 Standard query 
(0)

ping.chart
beat.net

A (IP address) IN (0x0001)

Mar 19, 2021 08:01:52.312781096 CET 192.168.2.5 8.8.8.8 0xd916 Standard query 
(0)

capi.9c9me
dia.com

A (IP address) IN (0x0001)

Mar 19, 2021 08:01:52.423541069 CET 192.168.2.5 8.8.8.8 0xc445 Standard query 
(0)

m.addthis.com A (IP address) IN (0x0001)

Mar 19, 2021 08:01:52.587810040 CET 192.168.2.5 8.8.8.8 0x2762 Standard query 
(0)

www.facebo
ok.com

A (IP address) IN (0x0001)

Mar 19, 2021 08:01:52.632658005 CET 192.168.2.5 8.8.8.8 0x31a1 Standard query 
(0)

cm.everest
tech.net

A (IP address) IN (0x0001)

Mar 19, 2021 08:01:52.645688057 CET 192.168.2.5 8.8.8.8 0x8b48 Standard query 
(0)

bellmedia.
demdex.net

A (IP address) IN (0x0001)

Mar 19, 2021 08:01:52.665467978 CET 192.168.2.5 8.8.8.8 0xe359 Standard query 
(0)

htlb.casal
emedia.com

A (IP address) IN (0x0001)

Mar 19, 2021 08:01:52.666910887 CET 192.168.2.5 8.8.8.8 0x38e4 Standard query 
(0)

secure.adn
xs.com

A (IP address) IN (0x0001)

Mar 19, 2021 08:01:52.676280022 CET 192.168.2.5 8.8.8.8 0x24ee Standard query 
(0)

c2shb.ssp.
yahoo.com

A (IP address) IN (0x0001)

Mar 19, 2021 08:01:52.713618040 CET 192.168.2.5 8.8.8.8 0x8253 Standard query 
(0)

bidder.criteo.com A (IP address) IN (0x0001)

Mar 19, 2021 08:01:52.715945959 CET 192.168.2.5 8.8.8.8 0xbe09 Standard query 
(0)

ib.adnxs.com A (IP address) IN (0x0001)

Mar 19, 2021 08:01:52.795344114 CET 192.168.2.5 8.8.8.8 0xf958 Standard query 
(0)

aax-eu.amazon-
adsystem.com

A (IP address) IN (0x0001)

Mar 19, 2021 08:01:53.030636072 CET 192.168.2.5 8.8.8.8 0xfd4b Standard query 
(0)

usermatch.
krxd.net

A (IP address) IN (0x0001)

Mar 19, 2021 08:01:53.038444996 CET 192.168.2.5 8.8.8.8 0x6948 Standard query 
(0)

idsync.rlcdn.com A (IP address) IN (0x0001)

Mar 19, 2021 08:01:53.039742947 CET 192.168.2.5 8.8.8.8 0x7399 Standard query 
(0)

stags.blue
kai.com

A (IP address) IN (0x0001)

Mar 19, 2021 08:01:53.044786930 CET 192.168.2.5 8.8.8.8 0x28f Standard query 
(0)

loadm.exel
ator.com

A (IP address) IN (0x0001)

Mar 19, 2021 08:01:53.049139023 CET 192.168.2.5 8.8.8.8 0x7511 Standard query 
(0)

sb.scoreca
rdresearch.com

A (IP address) IN (0x0001)

Mar 19, 2021 08:01:53.054630995 CET 192.168.2.5 8.8.8.8 0x853e Standard query 
(0)

aa.agkn.com A (IP address) IN (0x0001)

Mar 19, 2021 08:01:53.060754061 CET 192.168.2.5 8.8.8.8 0xa7ea Standard query 
(0)

ssum-sec.c
asalemedia.com

A (IP address) IN (0x0001)

Mar 19, 2021 08:01:53.067853928 CET 192.168.2.5 8.8.8.8 0x66c4 Standard query 
(0)

kr.ixiaa.com A (IP address) IN (0x0001)

Mar 19, 2021 08:01:53.074110985 CET 192.168.2.5 8.8.8.8 0x6e1c Standard query 
(0)

dx.bigsea.
weborama.com

A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class
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Mar 19, 2021 08:01:53.107837915 CET 192.168.2.5 8.8.8.8 0x922f Standard query 
(0)

r.nexac.com A (IP address) IN (0x0001)

Mar 19, 2021 08:01:53.182492971 CET 192.168.2.5 8.8.8.8 0xe7b3 Standard query 
(0)

kr.ixiaa.com A (IP address) IN (0x0001)

Mar 19, 2021 08:01:53.182559013 CET 192.168.2.5 8.8.8.8 0xaf3a Standard query 
(0)

dx.bigsea.
weborama.com

A (IP address) IN (0x0001)

Mar 19, 2021 08:01:53.299448967 CET 192.168.2.5 8.8.8.8 0xee26 Standard query 
(0)

as-sec.cas
alemedia.com

A (IP address) IN (0x0001)

Mar 19, 2021 08:01:53.299557924 CET 192.168.2.5 8.8.8.8 0x5bc3 Standard query 
(0)

adservice.
google.co.uk

A (IP address) IN (0x0001)

Mar 19, 2021 08:01:53.311608076 CET 192.168.2.5 8.8.8.8 0x90e6 Standard query 
(0)

r.nexac.com A (IP address) IN (0x0001)

Mar 19, 2021 08:01:53.448410988 CET 192.168.2.5 8.8.8.8 0x98e4 Standard query 
(0)

beacon.krxd.net A (IP address) IN (0x0001)

Mar 19, 2021 08:01:53.494918108 CET 192.168.2.5 8.8.8.8 0x7f77 Standard query 
(0)

cm.g.doubl
eclick.net

A (IP address) IN (0x0001)

Mar 19, 2021 08:01:53.701117992 CET 192.168.2.5 8.8.8.8 0x4f87 Standard query 
(0)

api-public
.addthis.com

A (IP address) IN (0x0001)

Mar 19, 2021 08:01:53.787811995 CET 192.168.2.5 8.8.8.8 0xbc58 Standard query 
(0)

s.ad.smaato.net A (IP address) IN (0x0001)

Mar 19, 2021 08:01:53.795499086 CET 192.168.2.5 8.8.8.8 0x6225 Standard query 
(0)

ups.analyt
ics.yahoo.com

A (IP address) IN (0x0001)

Mar 19, 2021 08:01:56.038527012 CET 192.168.2.5 8.8.8.8 0x108b Standard query 
(0)

js.agkn.com A (IP address) IN (0x0001)

Mar 19, 2021 08:01:56.346987963 CET 192.168.2.5 8.8.8.8 0x6ed4 Standard query 
(0)

d.agkn.com A (IP address) IN (0x0001)

Mar 19, 2021 08:01:56.603986979 CET 192.168.2.5 8.8.8.8 0x7ac1 Standard query 
(0)

pixel.math
tag.com

A (IP address) IN (0x0001)

Mar 19, 2021 08:02:12.629658937 CET 192.168.2.5 8.8.8.8 0x46b Standard query 
(0)

static.ctvnews.ca A (IP address) IN (0x0001)

Mar 19, 2021 08:02:17.071935892 CET 192.168.2.5 8.8.8.8 0xe686 Standard query 
(0)

jslog.krxd.net A (IP address) IN (0x0001)

Mar 19, 2021 08:02:59.228413105 CET 192.168.2.5 8.8.8.8 0x9481 Standard query 
(0)

static.agkn.com A (IP address) IN (0x0001)

Mar 19, 2021 08:03:03.474555016 CET 192.168.2.5 8.8.8.8 0xa299 Standard query 
(0)

confiant-i
ntegration
s.global.ssl.fastly.
net

A (IP address) IN (0x0001)

Mar 19, 2021 08:03:04.671078920 CET 192.168.2.5 8.8.8.8 0xe771 Standard query 
(0)

idp.secure
tve.com

A (IP address) IN (0x0001)

Mar 19, 2021 08:03:05.888035059 CET 192.168.2.5 8.8.8.8 0x9e2 Standard query 
(0)

googleads.
g.doubleclick.net

A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Mar 19, 2021 
08:01:47.137538910 
CET

8.8.8.8 192.168.2.5 0x75e No error (0) toronto.ct
vnews.ca

news.bellmedia.ca.edgek
ey.net

CNAME 
(Canonical 
name)

IN (0x0001)

Mar 19, 2021 
08:01:48.261322021 
CET

8.8.8.8 192.168.2.5 0xd375 No error (0) static.ctv
news.ca

news.bellmedia.ca.edgek
ey.net

CNAME 
(Canonical 
name)

IN (0x0001)

Mar 19, 2021 
08:01:48.628170013 
CET

8.8.8.8 192.168.2.5 0xef7a No error (0) z.moatads.com wildcard.moatads.com.ed
gekey.net

CNAME 
(Canonical 
name)

IN (0x0001)

Mar 19, 2021 
08:01:48.637916088 
CET

8.8.8.8 192.168.2.5 0x284e No error (0) static.cha
rtbeat.com

d3f7zc5bbfci5.cloudfront.
net

CNAME 
(Canonical 
name)

IN (0x0001)

Mar 19, 2021 
08:01:48.637916088 
CET

8.8.8.8 192.168.2.5 0x284e No error (0) d3f7zc5bbf
ci5.cloudf
ront.net

99.86.163.177 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:48.640295029 
CET

8.8.8.8 192.168.2.5 0xba24 No error (0) cdn.permut
ive.com

104.19.149.54 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:48.640295029 
CET

8.8.8.8 192.168.2.5 0xba24 No error (0) cdn.permut
ive.com

104.19.150.54 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:48.641839027 
CET

8.8.8.8 192.168.2.5 0x6f78 No error (0) js-sec.ind
exww.com

js-
sec.casalemedia.com.edg
ekey.net

CNAME 
(Canonical 
name)

IN (0x0001)

Mar 19, 2021 
08:01:48.684473991 
CET

8.8.8.8 192.168.2.5 0xf10c No error (0) assets.ado
bedtm.com

cn-
assets.adobedtm.com.ed
gekey.net

CNAME 
(Canonical 
name)

IN (0x0001)

Mar 19, 2021 
08:01:48.706882000 
CET

8.8.8.8 192.168.2.5 0xeeec No error (0) www.ctvnews.ca news.bellmedia.ca.edgek
ey.net

CNAME 
(Canonical 
name)

IN (0x0001)
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Mar 19, 2021 
08:01:48.723366022 
CET

8.8.8.8 192.168.2.5 0x18c1 No error (0) platform.t
witter.com

cs472.wac.edgecastcdn.n
et

CNAME 
(Canonical 
name)

IN (0x0001)

Mar 19, 2021 
08:01:48.723366022 
CET

8.8.8.8 192.168.2.5 0x18c1 No error (0) cs472.wac.
edgecastcdn.net

cs1-apr-
8315.wac.edgecastcdn.n
et

CNAME 
(Canonical 
name)

IN (0x0001)

Mar 19, 2021 
08:01:48.723366022 
CET

8.8.8.8 192.168.2.5 0x18c1 No error (0) cs1-apr-83
15.wac.edg
ecastcdn.net

wac.apr-
8315.edgecastdns.net

CNAME 
(Canonical 
name)

IN (0x0001)

Mar 19, 2021 
08:01:48.723366022 
CET

8.8.8.8 192.168.2.5 0x18c1 No error (0) cs1-lb-eu.
8315.ecdns.net

cs491.wac.edgecastcdn.n
et

CNAME 
(Canonical 
name)

IN (0x0001)

Mar 19, 2021 
08:01:48.723366022 
CET

8.8.8.8 192.168.2.5 0x18c1 No error (0) cs491.wac.
edgecastcdn.net

192.229.233.25 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:48.817224979 
CET

8.8.8.8 192.168.2.5 0x8e1 No error (0) beta.ctvnews.ca news.bellmedia.ca.edgek
ey.net

CNAME 
(Canonical 
name)

IN (0x0001)

Mar 19, 2021 
08:01:49.175925016 
CET

8.8.8.8 192.168.2.5 0x6744 No error (0) tru.am 104.26.3.116 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:49.175925016 
CET

8.8.8.8 192.168.2.5 0x6744 No error (0) tru.am 172.67.74.245 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:49.175925016 
CET

8.8.8.8 192.168.2.5 0x6744 No error (0) tru.am 104.26.2.116 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:49.852032900 
CET

8.8.8.8 192.168.2.5 0x505b No error (0) cdn.krxd.net d.sni.global.fastly.net CNAME 
(Canonical 
name)

IN (0x0001)

Mar 19, 2021 
08:01:50.737576962 
CET

8.8.8.8 192.168.2.5 0x96d1 No error (0) mb.moatads
.com

ecs.mb.moatads.com CNAME 
(Canonical 
name)

IN (0x0001)

Mar 19, 2021 
08:01:50.737576962 
CET

8.8.8.8 192.168.2.5 0x96d1 No error (0) ecs.mb.moa
tads.com

eu-west-
2.ecs.mb.moatads.com

CNAME 
(Canonical 
name)

IN (0x0001)

Mar 19, 2021 
08:01:50.737576962 
CET

8.8.8.8 192.168.2.5 0x96d1 No error (0) eu-west-2.
ecs.mb.moa
tads.com

nado-ecs-lb-eu-west-1-
587487851.eu-west-
1.elb.amazonaws.com

CNAME 
(Canonical 
name)

IN (0x0001)

Mar 19, 2021 
08:01:50.737576962 
CET

8.8.8.8 192.168.2.5 0x96d1 No error (0) nado-ecs-lb-eu-
west-1-
587487851.eu-
west-1.elb.amaz
onaws.com

52.50.244.146 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:50.737576962 
CET

8.8.8.8 192.168.2.5 0x96d1 No error (0) nado-ecs-lb-eu-
west-1-
587487851.eu-
west-1.elb.amaz
onaws.com

34.250.6.25 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:50.737576962 
CET

8.8.8.8 192.168.2.5 0x96d1 No error (0) nado-ecs-lb-eu-
west-1-
587487851.eu-
west-1.elb.amaz
onaws.com

54.72.67.237 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:50.737576962 
CET

8.8.8.8 192.168.2.5 0x96d1 No error (0) nado-ecs-lb-eu-
west-1-
587487851.eu-
west-1.elb.amaz
onaws.com

52.212.177.60 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:50.737576962 
CET

8.8.8.8 192.168.2.5 0x96d1 No error (0) nado-ecs-lb-eu-
west-1-
587487851.eu-
west-1.elb.amaz
onaws.com

34.253.102.121 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:50.737576962 
CET

8.8.8.8 192.168.2.5 0x96d1 No error (0) nado-ecs-lb-eu-
west-1-
587487851.eu-
west-1.elb.amaz
onaws.com

54.194.105.192 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:50.737576962 
CET

8.8.8.8 192.168.2.5 0x96d1 No error (0) nado-ecs-lb-eu-
west-1-
587487851.eu-
west-1.elb.amaz
onaws.com

52.208.36.114 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:50.737576962 
CET

8.8.8.8 192.168.2.5 0x96d1 No error (0) nado-ecs-lb-eu-
west-1-
587487851.eu-
west-1.elb.amaz
onaws.com

34.247.171.40 A (IP address) IN (0x0001)
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Mar 19, 2021 
08:01:50.784221888 
CET

8.8.8.8 192.168.2.5 0x2a74 No error (0) px.moatads.com wildcard.moatads.com.ed
gekey.net

CNAME 
(Canonical 
name)

IN (0x0001)

Mar 19, 2021 
08:01:50.819576025 
CET

8.8.8.8 192.168.2.5 0xeb2c No error (0) geo.moatad
s.com

ecs.mb.moatads.com CNAME 
(Canonical 
name)

IN (0x0001)

Mar 19, 2021 
08:01:50.819576025 
CET

8.8.8.8 192.168.2.5 0xeb2c No error (0) ecs.mb.moa
tads.com

eu-west-
2.ecs.mb.moatads.com

CNAME 
(Canonical 
name)

IN (0x0001)

Mar 19, 2021 
08:01:50.819576025 
CET

8.8.8.8 192.168.2.5 0xeb2c No error (0) eu-west-2.
ecs.mb.moa
tads.com

nado-ecs-lb-eu-west-1-
587487851.eu-west-
1.elb.amazonaws.com

CNAME 
(Canonical 
name)

IN (0x0001)

Mar 19, 2021 
08:01:50.819576025 
CET

8.8.8.8 192.168.2.5 0xeb2c No error (0) nado-ecs-lb-eu-
west-1-
587487851.eu-
west-1.elb.amaz
onaws.com

54.72.67.237 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:50.819576025 
CET

8.8.8.8 192.168.2.5 0xeb2c No error (0) nado-ecs-lb-eu-
west-1-
587487851.eu-
west-1.elb.amaz
onaws.com

54.194.105.192 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:50.819576025 
CET

8.8.8.8 192.168.2.5 0xeb2c No error (0) nado-ecs-lb-eu-
west-1-
587487851.eu-
west-1.elb.amaz
onaws.com

52.208.36.114 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:50.819576025 
CET

8.8.8.8 192.168.2.5 0xeb2c No error (0) nado-ecs-lb-eu-
west-1-
587487851.eu-
west-1.elb.amaz
onaws.com

34.250.6.25 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:50.819576025 
CET

8.8.8.8 192.168.2.5 0xeb2c No error (0) nado-ecs-lb-eu-
west-1-
587487851.eu-
west-1.elb.amaz
onaws.com

34.247.171.40 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:50.819576025 
CET

8.8.8.8 192.168.2.5 0xeb2c No error (0) nado-ecs-lb-eu-
west-1-
587487851.eu-
west-1.elb.amaz
onaws.com

99.80.114.7 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:50.819576025 
CET

8.8.8.8 192.168.2.5 0xeb2c No error (0) nado-ecs-lb-eu-
west-1-
587487851.eu-
west-1.elb.amaz
onaws.com

34.255.140.197 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:50.819576025 
CET

8.8.8.8 192.168.2.5 0xeb2c No error (0) nado-ecs-lb-eu-
west-1-
587487851.eu-
west-1.elb.amaz
onaws.com

52.212.177.60 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:50.837497950 
CET

8.8.8.8 192.168.2.5 0x6b43 No error (0) auth.9c9me
dia.ca

v.bellmedia.ca.edgekey.n
et

CNAME 
(Canonical 
name)

IN (0x0001)

Mar 19, 2021 
08:01:50.853458881 
CET

8.8.8.8 192.168.2.5 0x6ace No error (0) www.google
tagservices.com

216.58.215.226 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:50.856297016 
CET

8.8.8.8 192.168.2.5 0x7a33 No error (0) c.amazon-a
dsystem.com

d1ykf07e75w7ss.cloudfro
nt.net

CNAME 
(Canonical 
name)

IN (0x0001)

Mar 19, 2021 
08:01:50.856297016 
CET

8.8.8.8 192.168.2.5 0x7a33 No error (0) d1ykf07e75
w7ss.cloud
front.net

99.86.162.13 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:50.901570082 
CET

8.8.8.8 192.168.2.5 0x525b No error (0) static.criteo.net static.am5.vip.prod.criteo.
net

CNAME 
(Canonical 
name)

IN (0x0001)

Mar 19, 2021 
08:01:50.901570082 
CET

8.8.8.8 192.168.2.5 0x525b No error (0) static.am5
.vip.prod.
criteo.net

178.250.2.130 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:50.913026094 
CET

8.8.8.8 192.168.2.5 0xa956 No error (0) match.adsrvr.org match-1943069928.eu-
west-
1.elb.amazonaws.com

CNAME 
(Canonical 
name)

IN (0x0001)

Mar 19, 2021 
08:01:50.913026094 
CET

8.8.8.8 192.168.2.5 0xa956 No error (0) match-1943
069928.eu-west-
1.elb
.amazonaws
.com

52.50.156.162 A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class
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Mar 19, 2021 
08:01:50.913026094 
CET

8.8.8.8 192.168.2.5 0xa956 No error (0) match-1943
069928.eu-west-
1.elb
.amazonaws
.com

54.154.164.132 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:50.913026094 
CET

8.8.8.8 192.168.2.5 0xa956 No error (0) match-1943
069928.eu-west-
1.elb
.amazonaws
.com

54.216.123.169 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:50.913026094 
CET

8.8.8.8 192.168.2.5 0xa956 No error (0) match-1943
069928.eu-west-
1.elb
.amazonaws
.com

54.72.237.129 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:50.913026094 
CET

8.8.8.8 192.168.2.5 0xa956 No error (0) match-1943
069928.eu-west-
1.elb
.amazonaws
.com

52.16.108.17 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:50.913026094 
CET

8.8.8.8 192.168.2.5 0xa956 No error (0) match-1943
069928.eu-west-
1.elb
.amazonaws
.com

63.32.128.23 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:50.913026094 
CET

8.8.8.8 192.168.2.5 0xa956 No error (0) match-1943
069928.eu-west-
1.elb
.amazonaws
.com

52.209.120.242 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:50.913026094 
CET

8.8.8.8 192.168.2.5 0xa956 No error (0) match-1943
069928.eu-west-
1.elb
.amazonaws
.com

18.203.78.129 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:50.913605928 
CET

8.8.8.8 192.168.2.5 0xb025 No error (0) api.rlcdn.com 34.120.133.55 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:50.996609926 
CET

8.8.8.8 192.168.2.5 0x6e2d No error (0) dpm.demdex.net gslb-2.demdex.net CNAME 
(Canonical 
name)

IN (0x0001)

Mar 19, 2021 
08:01:50.996609926 
CET

8.8.8.8 192.168.2.5 0x6e2d No error (0) gslb-2.dem
dex.net

edge-irl1.demdex.net CNAME 
(Canonical 
name)

IN (0x0001)

Mar 19, 2021 
08:01:50.996609926 
CET

8.8.8.8 192.168.2.5 0x6e2d No error (0) edge-irl1.
demdex.net

dcs-edge-irl1-
876252164.eu-west-
1.elb.amazonaws.com

CNAME 
(Canonical 
name)

IN (0x0001)

Mar 19, 2021 
08:01:50.996609926 
CET

8.8.8.8 192.168.2.5 0x6e2d No error (0) dcs-edge-irl1-
876252164.eu-
west-1.elb.am
azonaws.com

54.195.23.91 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:50.996609926 
CET

8.8.8.8 192.168.2.5 0x6e2d No error (0) dcs-edge-irl1-
876252164.eu-
west-1.elb.am
azonaws.com

34.251.60.147 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:50.996609926 
CET

8.8.8.8 192.168.2.5 0x6e2d No error (0) dcs-edge-irl1-
876252164.eu-
west-1.elb.am
azonaws.com

52.50.19.208 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:50.996609926 
CET

8.8.8.8 192.168.2.5 0x6e2d No error (0) dcs-edge-irl1-
876252164.eu-
west-1.elb.am
azonaws.com

52.210.171.182 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:50.996609926 
CET

8.8.8.8 192.168.2.5 0x6e2d No error (0) dcs-edge-irl1-
876252164.eu-
west-1.elb.am
azonaws.com

52.18.91.199 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:50.996609926 
CET

8.8.8.8 192.168.2.5 0x6e2d No error (0) dcs-edge-irl1-
876252164.eu-
west-1.elb.am
azonaws.com

54.77.35.96 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:50.996609926 
CET

8.8.8.8 192.168.2.5 0x6e2d No error (0) dcs-edge-irl1-
876252164.eu-
west-1.elb.am
azonaws.com

52.30.135.179 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:50.996609926 
CET

8.8.8.8 192.168.2.5 0x6e2d No error (0) dcs-edge-irl1-
876252164.eu-
west-1.elb.am
azonaws.com

108.128.151.168 A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class
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Mar 19, 2021 
08:01:51.465454102 
CET

8.8.8.8 192.168.2.5 0xc714 No error (0) securepuba
ds.g.doubl
eclick.net

partnerad.l.doubleclick.ne
t

CNAME 
(Canonical 
name)

IN (0x0001)

Mar 19, 2021 
08:01:51.465454102 
CET

8.8.8.8 192.168.2.5 0xc714 No error (0) partnerad.
l.doubleclick.net

216.58.215.226 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:51.503760099 
CET

8.8.8.8 192.168.2.5 0x39c3 No error (0) beacon.sco
recardrese
arch.com

beacon.scorecardresearc
h.com.edgekey.net

CNAME 
(Canonical 
name)

IN (0x0001)

Mar 19, 2021 
08:01:51.592828035 
CET

8.8.8.8 192.168.2.5 0x47c No error (0) s7.addthis.com s8.addthis.com CNAME 
(Canonical 
name)

IN (0x0001)

Mar 19, 2021 
08:01:51.592828035 
CET

8.8.8.8 192.168.2.5 0x47c No error (0) s8.addthis.com ds-
s7.addthis.com.edgekey.
net

CNAME 
(Canonical 
name)

IN (0x0001)

Mar 19, 2021 
08:01:51.618576050 
CET

8.8.8.8 192.168.2.5 0x153e No error (0) connect.fa
cebook.net

scontent.xx.fbcdn.net CNAME 
(Canonical 
name)

IN (0x0001)

Mar 19, 2021 
08:01:51.618576050 
CET

8.8.8.8 192.168.2.5 0x153e No error (0) scontent.x
x.fbcdn.net

185.60.216.19 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:51.703427076 
CET

8.8.8.8 192.168.2.5 0xe397 No error (0) gum.criteo.com gum.par.vip.prod.criteo.co
m

CNAME 
(Canonical 
name)

IN (0x0001)

Mar 19, 2021 
08:01:51.703427076 
CET

8.8.8.8 192.168.2.5 0xe397 No error (0) gum.par.vi
p.prod.cri
teo.com

178.250.0.157 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:51.877167940 
CET

8.8.8.8 192.168.2.5 0x6328 No error (0) consumer.k
rxd.net

d.sni.global.fastly.net CNAME 
(Canonical 
name)

IN (0x0001)

Mar 19, 2021 
08:01:51.901912928 
CET

8.8.8.8 192.168.2.5 0x2911 No error (0) mabping.ch
artbeat.net

52.73.84.222 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:51.901912928 
CET

8.8.8.8 192.168.2.5 0x2911 No error (0) mabping.ch
artbeat.net

54.173.193.235 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:51.901912928 
CET

8.8.8.8 192.168.2.5 0x2911 No error (0) mabping.ch
artbeat.net

3.86.73.220 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:51.901912928 
CET

8.8.8.8 192.168.2.5 0x2911 No error (0) mabping.ch
artbeat.net

54.146.63.211 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:51.901912928 
CET

8.8.8.8 192.168.2.5 0x2911 No error (0) mabping.ch
artbeat.net

54.85.86.160 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:51.901912928 
CET

8.8.8.8 192.168.2.5 0x2911 No error (0) mabping.ch
artbeat.net

52.45.30.192 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:51.901912928 
CET

8.8.8.8 192.168.2.5 0x2911 No error (0) mabping.ch
artbeat.net

54.172.203.45 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:51.901912928 
CET

8.8.8.8 192.168.2.5 0x2911 No error (0) mabping.ch
artbeat.net

3.233.251.228 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:51.906903028 
CET

8.8.8.8 192.168.2.5 0x5656 No error (0) ping.chart
beat.net

18.206.143.246 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:51.906903028 
CET

8.8.8.8 192.168.2.5 0x5656 No error (0) ping.chart
beat.net

34.235.10.8 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:51.906903028 
CET

8.8.8.8 192.168.2.5 0x5656 No error (0) ping.chart
beat.net

34.199.137.112 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:51.906903028 
CET

8.8.8.8 192.168.2.5 0x5656 No error (0) ping.chart
beat.net

23.20.221.146 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:51.906903028 
CET

8.8.8.8 192.168.2.5 0x5656 No error (0) ping.chart
beat.net

34.237.68.53 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:51.906903028 
CET

8.8.8.8 192.168.2.5 0x5656 No error (0) ping.chart
beat.net

54.173.193.235 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:51.906903028 
CET

8.8.8.8 192.168.2.5 0x5656 No error (0) ping.chart
beat.net

3.224.220.79 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:51.906903028 
CET

8.8.8.8 192.168.2.5 0x5656 No error (0) ping.chart
beat.net

34.194.60.203 A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class
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Mar 19, 2021 
08:01:52.375761986 
CET

8.8.8.8 192.168.2.5 0xd916 No error (0) capi.9c9me
dia.com

v.bellmedia.ca.edgekey.n
et

CNAME 
(Canonical 
name)

IN (0x0001)

Mar 19, 2021 
08:01:52.482340097 
CET

8.8.8.8 192.168.2.5 0xc445 No error (0) m.addthis.com m.addthisedge.com CNAME 
(Canonical 
name)

IN (0x0001)

Mar 19, 2021 
08:01:52.482340097 
CET

8.8.8.8 192.168.2.5 0xc445 No error (0) m.addthise
dge.com

ds-
m.addthisedge.com.edge
key.net

CNAME 
(Canonical 
name)

IN (0x0001)

Mar 19, 2021 
08:01:52.650198936 
CET

8.8.8.8 192.168.2.5 0x2762 No error (0) www.facebo
ok.com

star-
mini.c10r.facebook.com

CNAME 
(Canonical 
name)

IN (0x0001)

Mar 19, 2021 
08:01:52.650198936 
CET

8.8.8.8 192.168.2.5 0x2762 No error (0) star-mini.
c10r.faceb
ook.com

185.60.216.35 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:52.690407038 
CET

8.8.8.8 192.168.2.5 0x31a1 No error (0) cm.everest
tech.net

cm.everesttech.net.akadn
s.net

CNAME 
(Canonical 
name)

IN (0x0001)

Mar 19, 2021 
08:01:52.703459978 
CET

8.8.8.8 192.168.2.5 0x8b48 No error (0) bellmedia.
demdex.net

gslb-2.demdex.net CNAME 
(Canonical 
name)

IN (0x0001)

Mar 19, 2021 
08:01:52.703459978 
CET

8.8.8.8 192.168.2.5 0x8b48 No error (0) gslb-2.dem
dex.net

edge-irl1.demdex.net CNAME 
(Canonical 
name)

IN (0x0001)

Mar 19, 2021 
08:01:52.703459978 
CET

8.8.8.8 192.168.2.5 0x8b48 No error (0) edge-irl1.
demdex.net

dcs-edge-irl1-
876252164.eu-west-
1.elb.amazonaws.com

CNAME 
(Canonical 
name)

IN (0x0001)

Mar 19, 2021 
08:01:52.703459978 
CET

8.8.8.8 192.168.2.5 0x8b48 No error (0) dcs-edge-irl1-
876252164.eu-
west-1.elb.am
azonaws.com

34.248.172.235 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:52.703459978 
CET

8.8.8.8 192.168.2.5 0x8b48 No error (0) dcs-edge-irl1-
876252164.eu-
west-1.elb.am
azonaws.com

54.228.36.34 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:52.703459978 
CET

8.8.8.8 192.168.2.5 0x8b48 No error (0) dcs-edge-irl1-
876252164.eu-
west-1.elb.am
azonaws.com

52.31.176.223 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:52.703459978 
CET

8.8.8.8 192.168.2.5 0x8b48 No error (0) dcs-edge-irl1-
876252164.eu-
west-1.elb.am
azonaws.com

34.251.60.147 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:52.703459978 
CET

8.8.8.8 192.168.2.5 0x8b48 No error (0) dcs-edge-irl1-
876252164.eu-
west-1.elb.am
azonaws.com

52.210.171.182 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:52.703459978 
CET

8.8.8.8 192.168.2.5 0x8b48 No error (0) dcs-edge-irl1-
876252164.eu-
west-1.elb.am
azonaws.com

3.250.252.43 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:52.703459978 
CET

8.8.8.8 192.168.2.5 0x8b48 No error (0) dcs-edge-irl1-
876252164.eu-
west-1.elb.am
azonaws.com

34.246.133.154 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:52.703459978 
CET

8.8.8.8 192.168.2.5 0x8b48 No error (0) dcs-edge-irl1-
876252164.eu-
west-1.elb.am
azonaws.com

52.18.91.199 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:52.719002008 
CET

8.8.8.8 192.168.2.5 0x38e4 No error (0) secure.adn
xs.com

g.geogslb.com CNAME 
(Canonical 
name)

IN (0x0001)

Mar 19, 2021 
08:01:52.719002008 
CET

8.8.8.8 192.168.2.5 0x38e4 No error (0) g.geogslb.com ib.anycast.adnxs.com CNAME 
(Canonical 
name)

IN (0x0001)

Mar 19, 2021 
08:01:52.719002008 
CET

8.8.8.8 192.168.2.5 0x38e4 No error (0) ib.anycast
.adnxs.com

185.33.221.14 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:52.719002008 
CET

8.8.8.8 192.168.2.5 0x38e4 No error (0) ib.anycast
.adnxs.com

185.33.221.13 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:52.719002008 
CET

8.8.8.8 192.168.2.5 0x38e4 No error (0) ib.anycast
.adnxs.com

185.33.221.50 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:52.719002008 
CET

8.8.8.8 192.168.2.5 0x38e4 No error (0) ib.anycast
.adnxs.com

185.33.223.178 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:52.719002008 
CET

8.8.8.8 192.168.2.5 0x38e4 No error (0) ib.anycast
.adnxs.com

185.33.221.52 A (IP address) IN (0x0001)
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Mar 19, 2021 
08:01:52.719002008 
CET

8.8.8.8 192.168.2.5 0x38e4 No error (0) ib.anycast
.adnxs.com

185.33.221.53 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:52.719002008 
CET

8.8.8.8 192.168.2.5 0x38e4 No error (0) ib.anycast
.adnxs.com

185.33.220.241 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:52.719002008 
CET

8.8.8.8 192.168.2.5 0x38e4 No error (0) ib.anycast
.adnxs.com

185.33.221.91 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:52.727691889 
CET

8.8.8.8 192.168.2.5 0xe359 No error (0) htlb.casal
emedia.com

htlb.casalemedia.com.ed
gekey.net

CNAME 
(Canonical 
name)

IN (0x0001)

Mar 19, 2021 
08:01:52.728218079 
CET

8.8.8.8 192.168.2.5 0x24ee No error (0) c2shb.ssp.
yahoo.com

c2shb.one-mobile-
prod.aws.oath.cloud

CNAME 
(Canonical 
name)

IN (0x0001)

Mar 19, 2021 
08:01:52.728218079 
CET

8.8.8.8 192.168.2.5 0x24ee No error (0) c2shb.one-
mobile-pro
d.aws.oath.cloud

ssp-ats-prod-eu-central-
1.one-mobile-
prod.aws.oath.cloud

CNAME 
(Canonical 
name)

IN (0x0001)

Mar 19, 2021 
08:01:52.728218079 
CET

8.8.8.8 192.168.2.5 0x24ee No error (0) ssp-ats-prod-eu-
central-1.one-
mobile-pro
d.aws.oath.cloud

52.28.203.152 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:52.728218079 
CET

8.8.8.8 192.168.2.5 0x24ee No error (0) ssp-ats-prod-eu-
central-1.one-
mobile-pro
d.aws.oath.cloud

18.156.195.47 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:52.728218079 
CET

8.8.8.8 192.168.2.5 0x24ee No error (0) ssp-ats-prod-eu-
central-1.one-
mobile-pro
d.aws.oath.cloud

35.157.246.167 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:52.762861967 
CET

8.8.8.8 192.168.2.5 0x8253 No error (0) bidder.cri
teo.com

bidder.am5.vip.prod.criteo
.com

CNAME 
(Canonical 
name)

IN (0x0001)

Mar 19, 2021 
08:01:52.762861967 
CET

8.8.8.8 192.168.2.5 0x8253 No error (0) bidder.am5
.vip.prod.
criteo.com

178.250.2.131 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:52.765049934 
CET

8.8.8.8 192.168.2.5 0xbe09 No error (0) ib.adnxs.com g.geogslb.com CNAME 
(Canonical 
name)

IN (0x0001)

Mar 19, 2021 
08:01:52.765049934 
CET

8.8.8.8 192.168.2.5 0xbe09 No error (0) g.geogslb.com ib.anycast.adnxs.com CNAME 
(Canonical 
name)

IN (0x0001)

Mar 19, 2021 
08:01:52.765049934 
CET

8.8.8.8 192.168.2.5 0xbe09 No error (0) ib.anycast
.adnxs.com

185.33.221.52 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:52.765049934 
CET

8.8.8.8 192.168.2.5 0xbe09 No error (0) ib.anycast
.adnxs.com

185.33.221.53 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:52.765049934 
CET

8.8.8.8 192.168.2.5 0xbe09 No error (0) ib.anycast
.adnxs.com

185.33.221.88 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:52.765049934 
CET

8.8.8.8 192.168.2.5 0xbe09 No error (0) ib.anycast
.adnxs.com

185.33.221.15 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:52.765049934 
CET

8.8.8.8 192.168.2.5 0xbe09 No error (0) ib.anycast
.adnxs.com

185.33.220.240 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:52.765049934 
CET

8.8.8.8 192.168.2.5 0xbe09 No error (0) ib.anycast
.adnxs.com

185.33.220.241 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:52.765049934 
CET

8.8.8.8 192.168.2.5 0xbe09 No error (0) ib.anycast
.adnxs.com

185.33.221.90 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:52.765049934 
CET

8.8.8.8 192.168.2.5 0xbe09 No error (0) ib.anycast
.adnxs.com

185.33.221.50 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:52.847822905 
CET

8.8.8.8 192.168.2.5 0xf958 No error (0) aax-eu.amazon-
adsystem.com

52.95.116.38 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:53.088485003 
CET

8.8.8.8 192.168.2.5 0xfd4b No error (0) usermatch.
krxd.net

prod-ash-usermatch-
1919559762.us-east-
1.elb.amazonaws.com

CNAME 
(Canonical 
name)

IN (0x0001)

Mar 19, 2021 
08:01:53.088485003 
CET

8.8.8.8 192.168.2.5 0xfd4b No error (0) prod-ash-u
sermatch-1
919559762.us-
east-1.
elb.amazon
aws.com

34.205.120.60 A (IP address) IN (0x0001)
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Mar 19, 2021 
08:01:53.088485003 
CET

8.8.8.8 192.168.2.5 0xfd4b No error (0) prod-ash-u
sermatch-1
919559762.us-
east-1.
elb.amazon
aws.com

34.237.161.69 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:53.088485003 
CET

8.8.8.8 192.168.2.5 0xfd4b No error (0) prod-ash-u
sermatch-1
919559762.us-
east-1.
elb.amazon
aws.com

34.226.132.24 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:53.088485003 
CET

8.8.8.8 192.168.2.5 0xfd4b No error (0) prod-ash-u
sermatch-1
919559762.us-
east-1.
elb.amazon
aws.com

54.165.137.101 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:53.088485003 
CET

8.8.8.8 192.168.2.5 0xfd4b No error (0) prod-ash-u
sermatch-1
919559762.us-
east-1.
elb.amazon
aws.com

18.213.190.7 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:53.088485003 
CET

8.8.8.8 192.168.2.5 0xfd4b No error (0) prod-ash-u
sermatch-1
919559762.us-
east-1.
elb.amazon
aws.com

3.223.81.219 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:53.088485003 
CET

8.8.8.8 192.168.2.5 0xfd4b No error (0) prod-ash-u
sermatch-1
919559762.us-
east-1.
elb.amazon
aws.com

3.210.3.115 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:53.088485003 
CET

8.8.8.8 192.168.2.5 0xfd4b No error (0) prod-ash-u
sermatch-1
919559762.us-
east-1.
elb.amazon
aws.com

107.21.231.45 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:53.098037958 
CET

8.8.8.8 192.168.2.5 0x6948 No error (0) idsync.rlcdn.com 35.244.174.68 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:53.099536896 
CET

8.8.8.8 192.168.2.5 0x7399 No error (0) stags.blue
kai.com

tags.bluekai.com.edgekey
.net

CNAME 
(Canonical 
name)

IN (0x0001)

Mar 19, 2021 
08:01:53.104017019 
CET

8.8.8.8 192.168.2.5 0x853e No error (0) aa.agkn.com aa-agkn-com-https-
1893222849.eu-west-
2.elb.amazonaws.com

CNAME 
(Canonical 
name)

IN (0x0001)

Mar 19, 2021 
08:01:53.104017019 
CET

8.8.8.8 192.168.2.5 0x853e No error (0) aa-agkn-com-
https-18
93222849.eu-
west-2.e
lb.amazona
ws.com

18.132.239.61 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:53.104017019 
CET

8.8.8.8 192.168.2.5 0x853e No error (0) aa-agkn-com-
https-18
93222849.eu-
west-2.e
lb.amazona
ws.com

35.176.232.241 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:53.104017019 
CET

8.8.8.8 192.168.2.5 0x853e No error (0) aa-agkn-com-
https-18
93222849.eu-
west-2.e
lb.amazona
ws.com

52.56.207.211 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:53.104017019 
CET

8.8.8.8 192.168.2.5 0x853e No error (0) aa-agkn-com-
https-18
93222849.eu-
west-2.e
lb.amazona
ws.com

52.56.111.113 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:53.104017019 
CET

8.8.8.8 192.168.2.5 0x853e No error (0) aa-agkn-com-
https-18
93222849.eu-
west-2.e
lb.amazona
ws.com

18.133.35.94 A (IP address) IN (0x0001)
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Mar 19, 2021 
08:01:53.104017019 
CET

8.8.8.8 192.168.2.5 0x853e No error (0) aa-agkn-com-
https-18
93222849.eu-
west-2.e
lb.amazona
ws.com

3.11.29.5 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:53.110615969 
CET

8.8.8.8 192.168.2.5 0x7511 No error (0) sb.scoreca
rdresearch.com

sb-
eu.scorecardresearch.co
m

CNAME 
(Canonical 
name)

IN (0x0001)

Mar 19, 2021 
08:01:53.110615969 
CET

8.8.8.8 192.168.2.5 0x7511 No error (0) sb-eu.scor
ecardresea
rch.com

sb.scorecardresearch.co
m.edgekey.net

CNAME 
(Canonical 
name)

IN (0x0001)

Mar 19, 2021 
08:01:53.118477106 
CET

8.8.8.8 192.168.2.5 0x28f No error (0) loadm.exel
ator.com

loadus.tm.ssl.exelator.co
m

CNAME 
(Canonical 
name)

IN (0x0001)

Mar 19, 2021 
08:01:53.118477106 
CET

8.8.8.8 192.168.2.5 0x28f No error (0) loadus.tm.
ssl.exelator.com

eu-
west.load.exelator.com

CNAME 
(Canonical 
name)

IN (0x0001)

Mar 19, 2021 
08:01:53.118477106 
CET

8.8.8.8 192.168.2.5 0x28f No error (0) eu-west.lo
ad.exelator.com

load-euw1.exelator.com CNAME 
(Canonical 
name)

IN (0x0001)

Mar 19, 2021 
08:01:53.118477106 
CET

8.8.8.8 192.168.2.5 0x28f No error (0) load-euw1.
exelator.com

54.78.254.47 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:53.122128963 
CET

8.8.8.8 192.168.2.5 0xa7ea No error (0) ssum-sec.c
asalemedia.com

ssum-
sec.casalemedia.com.edg
ekey.net

CNAME 
(Canonical 
name)

IN (0x0001)

Mar 19, 2021 
08:01:53.128635883 
CET

8.8.8.8 192.168.2.5 0x66c4 Name error (3) kr.ixiaa.com none none A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:53.133635044 
CET

8.8.8.8 192.168.2.5 0x6e1c Name error (3) dx.bigsea.
weborama.com

none none A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:53.168279886 
CET

8.8.8.8 192.168.2.5 0x922f Name error (3) r.nexac.com none none A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:53.241858006 
CET

8.8.8.8 192.168.2.5 0xaf3a Name error (3) dx.bigsea.
weborama.com

none none A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:53.256330013 
CET

8.8.8.8 192.168.2.5 0xe7b3 Name error (3) kr.ixiaa.com none none A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:53.361427069 
CET

8.8.8.8 192.168.2.5 0xee26 No error (0) as-sec.cas
alemedia.com

as-
sec.casalemedia.com.edg
ekey.net

CNAME 
(Canonical 
name)

IN (0x0001)

Mar 19, 2021 
08:01:53.368926048 
CET

8.8.8.8 192.168.2.5 0x5bc3 No error (0) adservice.
google.co.uk

pagead46.l.doubleclick.ne
t

CNAME 
(Canonical 
name)

IN (0x0001)

Mar 19, 2021 
08:01:53.368926048 
CET

8.8.8.8 192.168.2.5 0x5bc3 No error (0) pagead46.l
.doubleclick.net

172.217.168.66 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:53.369173050 
CET

8.8.8.8 192.168.2.5 0x90e6 Name error (3) r.nexac.com none none A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:53.497718096 
CET

8.8.8.8 192.168.2.5 0x98e4 No error (0) beacon.krxd.net beacon-dub-prod.krxd.net CNAME 
(Canonical 
name)

IN (0x0001)

Mar 19, 2021 
08:01:53.497718096 
CET

8.8.8.8 192.168.2.5 0x98e4 No error (0) beacon-dub-
prod.krxd.net

prod-dub-beacon-
1484770602.eu-west-
1.elb.amazonaws.com

CNAME 
(Canonical 
name)

IN (0x0001)

Mar 19, 2021 
08:01:53.497718096 
CET

8.8.8.8 192.168.2.5 0x98e4 No error (0) prod-dub-b
eacon-1484
770602.eu-west-
1.elb
.amazonaws
.com

34.246.207.243 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:53.497718096 
CET

8.8.8.8 192.168.2.5 0x98e4 No error (0) prod-dub-b
eacon-1484
770602.eu-west-
1.elb
.amazonaws
.com

54.194.235.254 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:53.497718096 
CET

8.8.8.8 192.168.2.5 0x98e4 No error (0) prod-dub-b
eacon-1484
770602.eu-west-
1.elb
.amazonaws
.com

52.48.18.249 A (IP address) IN (0x0001)
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Mar 19, 2021 
08:01:53.497718096 
CET

8.8.8.8 192.168.2.5 0x98e4 No error (0) prod-dub-b
eacon-1484
770602.eu-west-
1.elb
.amazonaws
.com

34.249.114.112 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:53.497718096 
CET

8.8.8.8 192.168.2.5 0x98e4 No error (0) prod-dub-b
eacon-1484
770602.eu-west-
1.elb
.amazonaws
.com

52.31.77.198 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:53.497718096 
CET

8.8.8.8 192.168.2.5 0x98e4 No error (0) prod-dub-b
eacon-1484
770602.eu-west-
1.elb
.amazonaws
.com

54.77.62.253 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:53.497718096 
CET

8.8.8.8 192.168.2.5 0x98e4 No error (0) prod-dub-b
eacon-1484
770602.eu-west-
1.elb
.amazonaws
.com

34.243.1.111 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:53.497718096 
CET

8.8.8.8 192.168.2.5 0x98e4 No error (0) prod-dub-b
eacon-1484
770602.eu-west-
1.elb
.amazonaws
.com

54.154.24.172 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:53.552659035 
CET

8.8.8.8 192.168.2.5 0x7f77 No error (0) cm.g.doubl
eclick.net

216.58.215.226 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:53.760679007 
CET

8.8.8.8 192.168.2.5 0x4f87 No error (0) api-public
.addthis.com

ds-api-
public.addthis.com.edgek
ey.net

CNAME 
(Canonical 
name)

IN (0x0001)

Mar 19, 2021 
08:01:53.844736099 
CET

8.8.8.8 192.168.2.5 0x6225 No error (0) ups.analyt
ics.yahoo.com

prod.ups-ats.aolp-ds-
prd.aws.oath.cloud

CNAME 
(Canonical 
name)

IN (0x0001)

Mar 19, 2021 
08:01:53.844736099 
CET

8.8.8.8 192.168.2.5 0x6225 No error (0) prod.ups-a
ts.aolp-ds-
prd.aws.o
ath.cloud

prod.ups-ats.eu-central-
1.aolp-ds-
prd.aws.oath.cloud

CNAME 
(Canonical 
name)

IN (0x0001)

Mar 19, 2021 
08:01:53.844736099 
CET

8.8.8.8 192.168.2.5 0x6225 No error (0) prod.ups-ats.eu-
central-1.aolp-
ds-prd.aw
s.oath.cloud

18.156.0.31 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:53.844736099 
CET

8.8.8.8 192.168.2.5 0x6225 No error (0) prod.ups-ats.eu-
central-1.aolp-
ds-prd.aw
s.oath.cloud

3.126.56.137 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:53.851026058 
CET

8.8.8.8 192.168.2.5 0xbc58 No error (0) s.ad.smaato.net 13.226.169.83 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:53.851026058 
CET

8.8.8.8 192.168.2.5 0xbc58 No error (0) s.ad.smaato.net 13.226.169.88 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:53.851026058 
CET

8.8.8.8 192.168.2.5 0xbc58 No error (0) s.ad.smaato.net 13.226.169.93 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:53.851026058 
CET

8.8.8.8 192.168.2.5 0xbc58 No error (0) s.ad.smaato.net 13.226.169.129 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:56.101648092 
CET

8.8.8.8 192.168.2.5 0x108b No error (0) js.agkn.com d1n0xl2kej0ebw.cloudfron
t.net

CNAME 
(Canonical 
name)

IN (0x0001)

Mar 19, 2021 
08:01:56.101648092 
CET

8.8.8.8 192.168.2.5 0x108b No error (0) d1n0xl2kej
0ebw.cloud
front.net

99.86.159.26 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:56.101648092 
CET

8.8.8.8 192.168.2.5 0x108b No error (0) d1n0xl2kej
0ebw.cloud
front.net

99.86.159.101 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:56.101648092 
CET

8.8.8.8 192.168.2.5 0x108b No error (0) d1n0xl2kej
0ebw.cloud
front.net

99.86.159.68 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:56.101648092 
CET

8.8.8.8 192.168.2.5 0x108b No error (0) d1n0xl2kej
0ebw.cloud
front.net

99.86.159.95 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:56.396294117 
CET

8.8.8.8 192.168.2.5 0x6ed4 No error (0) d.agkn.com data.agkn.com CNAME 
(Canonical 
name)

IN (0x0001)
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Copyright Joe Security LLC 2021 Page 65 of 93



Mar 19, 2021 
08:01:56.396294117 
CET

8.8.8.8 192.168.2.5 0x6ed4 No error (0) data.agkn.com tag-terraform-elb-
1705565586.eu-central-
1.elb.amazonaws.com

CNAME 
(Canonical 
name)

IN (0x0001)

Mar 19, 2021 
08:01:56.396294117 
CET

8.8.8.8 192.168.2.5 0x6ed4 No error (0) tag-terraform-
elb-17
05565586.eu-
central-
1.elb.amaz
onaws.com

3.126.239.96 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:56.396294117 
CET

8.8.8.8 192.168.2.5 0x6ed4 No error (0) tag-terraform-
elb-17
05565586.eu-
central-
1.elb.amaz
onaws.com

52.29.48.214 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:56.396294117 
CET

8.8.8.8 192.168.2.5 0x6ed4 No error (0) tag-terraform-
elb-17
05565586.eu-
central-
1.elb.amaz
onaws.com

18.194.113.221 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:56.396294117 
CET

8.8.8.8 192.168.2.5 0x6ed4 No error (0) tag-terraform-
elb-17
05565586.eu-
central-
1.elb.amaz
onaws.com

52.57.98.174 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:56.396294117 
CET

8.8.8.8 192.168.2.5 0x6ed4 No error (0) tag-terraform-
elb-17
05565586.eu-
central-
1.elb.amaz
onaws.com

18.195.77.77 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:56.396294117 
CET

8.8.8.8 192.168.2.5 0x6ed4 No error (0) tag-terraform-
elb-17
05565586.eu-
central-
1.elb.amaz
onaws.com

18.196.98.222 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:56.396294117 
CET

8.8.8.8 192.168.2.5 0x6ed4 No error (0) tag-terraform-
elb-17
05565586.eu-
central-
1.elb.amaz
onaws.com

3.125.148.42 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:56.396294117 
CET

8.8.8.8 192.168.2.5 0x6ed4 No error (0) tag-terraform-
elb-17
05565586.eu-
central-
1.elb.amaz
onaws.com

18.195.77.165 A (IP address) IN (0x0001)

Mar 19, 2021 
08:01:56.666023970 
CET

8.8.8.8 192.168.2.5 0x7ac1 No error (0) pixel.math
tag.com

pixel.mathtag.com.edgek
ey.net

CNAME 
(Canonical 
name)

IN (0x0001)

Mar 19, 2021 
08:02:12.689232111 
CET

8.8.8.8 192.168.2.5 0x46b No error (0) static.ctv
news.ca

news.bellmedia.ca.edgek
ey.net

CNAME 
(Canonical 
name)

IN (0x0001)

Mar 19, 2021 
08:02:17.129550934 
CET

8.8.8.8 192.168.2.5 0xe686 No error (0) jslog.krxd.net beacon-ash-prod.krxd.net CNAME 
(Canonical 
name)

IN (0x0001)

Mar 19, 2021 
08:02:17.129550934 
CET

8.8.8.8 192.168.2.5 0xe686 No error (0) beacon-ash-
prod.krxd.net

prod-ash-beacon-
1960876484.us-east-
1.elb.amazonaws.com

CNAME 
(Canonical 
name)

IN (0x0001)

Mar 19, 2021 
08:02:17.129550934 
CET

8.8.8.8 192.168.2.5 0xe686 No error (0) prod-ash-b
eacon-1960
876484.us-east-
1.elb
.amazonaws
.com

34.234.127.242 A (IP address) IN (0x0001)

Mar 19, 2021 
08:02:17.129550934 
CET

8.8.8.8 192.168.2.5 0xe686 No error (0) prod-ash-b
eacon-1960
876484.us-east-
1.elb
.amazonaws
.com

52.86.215.251 A (IP address) IN (0x0001)

Mar 19, 2021 
08:02:17.129550934 
CET

8.8.8.8 192.168.2.5 0xe686 No error (0) prod-ash-b
eacon-1960
876484.us-east-
1.elb
.amazonaws
.com

54.152.181.8 A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class
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Mar 19, 2021 
08:02:17.129550934 
CET

8.8.8.8 192.168.2.5 0xe686 No error (0) prod-ash-b
eacon-1960
876484.us-east-
1.elb
.amazonaws
.com

34.236.197.153 A (IP address) IN (0x0001)

Mar 19, 2021 
08:02:17.129550934 
CET

8.8.8.8 192.168.2.5 0xe686 No error (0) prod-ash-b
eacon-1960
876484.us-east-
1.elb
.amazonaws
.com

35.168.218.99 A (IP address) IN (0x0001)

Mar 19, 2021 
08:02:17.129550934 
CET

8.8.8.8 192.168.2.5 0xe686 No error (0) prod-ash-b
eacon-1960
876484.us-east-
1.elb
.amazonaws
.com

50.19.43.94 A (IP address) IN (0x0001)

Mar 19, 2021 
08:02:17.129550934 
CET

8.8.8.8 192.168.2.5 0xe686 No error (0) prod-ash-b
eacon-1960
876484.us-east-
1.elb
.amazonaws
.com

54.164.83.182 A (IP address) IN (0x0001)

Mar 19, 2021 
08:02:17.129550934 
CET

8.8.8.8 192.168.2.5 0xe686 No error (0) prod-ash-b
eacon-1960
876484.us-east-
1.elb
.amazonaws
.com

54.144.5.237 A (IP address) IN (0x0001)

Mar 19, 2021 
08:02:59.289700985 
CET

8.8.8.8 192.168.2.5 0x9481 No error (0) static.agkn.com d10jk3zb4x05up.cloudfro
nt.net

CNAME 
(Canonical 
name)

IN (0x0001)

Mar 19, 2021 
08:02:59.289700985 
CET

8.8.8.8 192.168.2.5 0x9481 No error (0) d10jk3zb4x
05up.cloud
front.net

13.226.169.41 A (IP address) IN (0x0001)

Mar 19, 2021 
08:02:59.289700985 
CET

8.8.8.8 192.168.2.5 0x9481 No error (0) d10jk3zb4x
05up.cloud
front.net

13.226.169.122 A (IP address) IN (0x0001)

Mar 19, 2021 
08:02:59.289700985 
CET

8.8.8.8 192.168.2.5 0x9481 No error (0) d10jk3zb4x
05up.cloud
front.net

13.226.169.44 A (IP address) IN (0x0001)

Mar 19, 2021 
08:02:59.289700985 
CET

8.8.8.8 192.168.2.5 0x9481 No error (0) d10jk3zb4x
05up.cloud
front.net

13.226.169.54 A (IP address) IN (0x0001)

Mar 19, 2021 
08:03:03.535216093 
CET

8.8.8.8 192.168.2.5 0xa299 No error (0) confiant-i
ntegration
s.global.s
sl.fastly.net

151.101.1.194 A (IP address) IN (0x0001)

Mar 19, 2021 
08:03:03.535216093 
CET

8.8.8.8 192.168.2.5 0xa299 No error (0) confiant-i
ntegration
s.global.s
sl.fastly.net

151.101.65.194 A (IP address) IN (0x0001)

Mar 19, 2021 
08:03:03.535216093 
CET

8.8.8.8 192.168.2.5 0xa299 No error (0) confiant-i
ntegration
s.global.s
sl.fastly.net

151.101.129.194 A (IP address) IN (0x0001)

Mar 19, 2021 
08:03:03.535216093 
CET

8.8.8.8 192.168.2.5 0xa299 No error (0) confiant-i
ntegration
s.global.s
sl.fastly.net

151.101.193.194 A (IP address) IN (0x0001)

Mar 19, 2021 
08:03:04.730133057 
CET

8.8.8.8 192.168.2.5 0xe771 No error (0) idp.secure
tve.com

idp.securetve.com.edgek
ey.net

CNAME 
(Canonical 
name)

IN (0x0001)

Mar 19, 2021 
08:03:05.945684910 
CET

8.8.8.8 192.168.2.5 0x9e2 No error (0) googleads.
g.doubleclick.net

142.250.185.194 A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Timestamp Source IP
Source
Port Dest IP

Dest
Port Subject Issuer

Not
Before

Not
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JA3 SSL
Client
Fingerprint JA3 SSL Client Digest
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Mar 19, 2021 
08:01:48.730784893 
CET

104.19.149.54 443 192.168.2.5 49717 CN=permutive.com, 
O="Cloudflare, Inc.", L=San 
Francisco, ST=California, 
C=US CN=Cloudflare Inc 
ECC CA-3, O="Cloudflare, 
Inc.", C=US

CN=Cloudflare Inc ECC 
CA-3, O="Cloudflare, 
Inc.", C=US 
CN=Baltimore CyberTrust 
Root, OU=CyberTrust, 
O=Baltimore, C=IE

Tue Mar 
02 
01:00:00 
CET 
2021 
Mon Jan 
27 
13:48:08 
CET 
2020

Wed 
Mar 02 
00:59:59 
CET 
2022 
Wed 
Jan 01 
00:59:59 
CET 
2025

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.", 
C=US

CN=Baltimore CyberTrust 
Root, OU=CyberTrust, 
O=Baltimore, C=IE

Mon Jan 
27 
13:48:08 
CET 
2020

Wed 
Jan 01 
00:59:59 
CET 
2025

Mar 19, 2021 
08:01:48.734714031 
CET

104.19.149.54 443 192.168.2.5 49716 CN=permutive.com, 
O="Cloudflare, Inc.", L=San 
Francisco, ST=California, 
C=US CN=Cloudflare Inc 
ECC CA-3, O="Cloudflare, 
Inc.", C=US

CN=Cloudflare Inc ECC 
CA-3, O="Cloudflare, 
Inc.", C=US 
CN=Baltimore CyberTrust 
Root, OU=CyberTrust, 
O=Baltimore, C=IE

Tue Mar 
02 
01:00:00 
CET 
2021 
Mon Jan 
27 
13:48:08 
CET 
2020

Wed 
Mar 02 
00:59:59 
CET 
2022 
Wed 
Jan 01 
00:59:59 
CET 
2025

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.", 
C=US

CN=Baltimore CyberTrust 
Root, OU=CyberTrust, 
O=Baltimore, C=IE

Mon Jan 
27 
13:48:08 
CET 
2020

Wed 
Jan 01 
00:59:59 
CET 
2025

Mar 19, 2021 
08:01:48.739931107 
CET

99.86.163.177 443 192.168.2.5 49715 CN=*.chartbeat.com 
CN=Thawte RSA CA 2018, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=Thawte RSA CA 
2018, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Mon Jun 
01 
02:00:00 
CEST 
2020 
Mon 
Nov 06 
13:23:52 
CET 
2017

Wed 
Jun 02 
14:00:00 
CEST 
2021 
Sat Nov 
06 
13:23:52 
CET 
2027

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Thawte RSA CA 2018, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Mon 
Nov 06 
13:23:52 
CET 
2017

Sat Nov 
06 
13:23:52 
CET 
2027

Mar 19, 2021 
08:01:48.739972115 
CET

99.86.163.177 443 192.168.2.5 49714 CN=*.chartbeat.com 
CN=Thawte RSA CA 2018, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=Thawte RSA CA 
2018, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Mon Jun 
01 
02:00:00 
CEST 
2020 
Mon 
Nov 06 
13:23:52 
CET 
2017

Wed 
Jun 02 
14:00:00 
CEST 
2021 
Sat Nov 
06 
13:23:52 
CET 
2027

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Thawte RSA CA 2018, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Mon 
Nov 06 
13:23:52 
CET 
2017

Sat Nov 
06 
13:23:52 
CET 
2027

Mar 19, 2021 
08:01:48.896158934 
CET

192.229.233.25 443 192.168.2.5 49729 CN=*.twimg.com, 
O="Twitter, Inc.", L=San 
Francisco, ST=California, 
C=US CN=DigiCert TLS 
RSA SHA256 2020 CA1, 
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA 
SHA256 2020 CA1, 
O=DigiCert Inc, C=US 
CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Thu Nov 
05 
01:00:00 
CET 
2020 
Thu Sep 
24 
02:00:00 
CEST 
2020

Wed 
Nov 10 
00:59:59 
CET 
2021 
Tue Sep 
24 
01:59:59 
CEST 
2030

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert TLS RSA 
SHA256 2020 CA1, 
O=DigiCert Inc, C=US

CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Thu Sep 
24 
02:00:00 
CEST 
2020

Tue Sep 
24 
01:59:59 
CEST 
2030

Timestamp Source IP
Source
Port Dest IP

Dest
Port Subject Issuer

Not
Before

Not
After

JA3 SSL
Client
Fingerprint JA3 SSL Client Digest
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Mar 19, 2021 
08:01:49.058074951 
CET

192.229.233.25 443 192.168.2.5 49728 CN=*.twimg.com, 
O="Twitter, Inc.", L=San 
Francisco, ST=California, 
C=US CN=DigiCert TLS 
RSA SHA256 2020 CA1, 
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA 
SHA256 2020 CA1, 
O=DigiCert Inc, C=US 
CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Thu Nov 
05 
01:00:00 
CET 
2020 
Thu Sep 
24 
02:00:00 
CEST 
2020

Wed 
Nov 10 
00:59:59 
CET 
2021 
Tue Sep 
24 
01:59:59 
CEST 
2030

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert TLS RSA 
SHA256 2020 CA1, 
O=DigiCert Inc, C=US

CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Thu Sep 
24 
02:00:00 
CEST 
2020

Tue Sep 
24 
01:59:59 
CEST 
2030

Mar 19, 2021 
08:01:49.284055948 
CET

104.26.3.116 443 192.168.2.5 49733 CN=sni.cloudflaressl.com, 
O="Cloudflare, Inc.", L=San 
Francisco, ST=CA, C=US 
CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.", 
C=US

CN=Cloudflare Inc ECC 
CA-3, O="Cloudflare, 
Inc.", C=US 
CN=Baltimore CyberTrust 
Root, OU=CyberTrust, 
O=Baltimore, C=IE

Mon Jul 
20 
02:00:00 
CEST 
2020 
Mon Jan 
27 
13:48:08 
CET 
2020

Tue Jul 
20 
14:00:00 
CEST 
2021 
Wed 
Jan 01 
00:59:59 
CET 
2025

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.", 
C=US

CN=Baltimore CyberTrust 
Root, OU=CyberTrust, 
O=Baltimore, C=IE

Mon Jan 
27 
13:48:08 
CET 
2020

Wed 
Jan 01 
00:59:59 
CET 
2025

Mar 19, 2021 
08:01:49.285907984 
CET

104.26.3.116 443 192.168.2.5 49732 CN=sni.cloudflaressl.com, 
O="Cloudflare, Inc.", L=San 
Francisco, ST=CA, C=US 
CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.", 
C=US

CN=Cloudflare Inc ECC 
CA-3, O="Cloudflare, 
Inc.", C=US 
CN=Baltimore CyberTrust 
Root, OU=CyberTrust, 
O=Baltimore, C=IE

Mon Jul 
20 
02:00:00 
CEST 
2020 
Mon Jan 
27 
13:48:08 
CET 
2020

Tue Jul 
20 
14:00:00 
CEST 
2021 
Wed 
Jan 01 
00:59:59 
CET 
2025

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.", 
C=US

CN=Baltimore CyberTrust 
Root, OU=CyberTrust, 
O=Baltimore, C=IE

Mon Jan 
27 
13:48:08 
CET 
2020

Wed 
Jan 01 
00:59:59 
CET 
2025

Mar 19, 2021 
08:01:50.912035942 
CET

52.50.244.146 443 192.168.2.5 49737 CN=*.moatads.com, 
OU=Infra-Core, O=Oracle 
Corporation, L=Redwood 
City, ST=California, C=US 
CN=DigiCert SHA2 Secure 
Server CA, O=DigiCert Inc, 
C=US

CN=DigiCert SHA2 
Secure Server CA, 
O=DigiCert Inc, C=US 
CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Mar 
12 
01:00:00 
CET 
2019 Fri 
Mar 08 
13:00:00 
CET 
2013

Thu Jun 
10 
14:00:00 
CEST 
2021 
Wed 
Mar 08 
13:00:00 
CET 
2023

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 Secure 
Server CA, O=DigiCert Inc, 
C=US

CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Fri Mar 
08 
13:00:00 
CET 
2013

Wed 
Mar 08 
13:00:00 
CET 
2023

Mar 19, 2021 
08:01:50.912405968 
CET

52.50.244.146 443 192.168.2.5 49736 CN=*.moatads.com, 
OU=Infra-Core, O=Oracle 
Corporation, L=Redwood 
City, ST=California, C=US 
CN=DigiCert SHA2 Secure 
Server CA, O=DigiCert Inc, 
C=US

CN=DigiCert SHA2 
Secure Server CA, 
O=DigiCert Inc, C=US 
CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Mar 
12 
01:00:00 
CET 
2019 Fri 
Mar 08 
13:00:00 
CET 
2013

Thu Jun 
10 
14:00:00 
CEST 
2021 
Wed 
Mar 08 
13:00:00 
CET 
2023

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 Secure 
Server CA, O=DigiCert Inc, 
C=US

CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Fri Mar 
08 
13:00:00 
CET 
2013

Wed 
Mar 08 
13:00:00 
CET 
2023
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Mar 19, 2021 
08:01:50.960092068 
CET

99.86.162.13 443 192.168.2.5 49747 CN=c.amazon-
adsystem.com 
CN=Amazon, OU=Server 
CA 1B, O=Amazon, C=US 
CN=Amazon Root CA 1, 
O=Amazon, C=US 
CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

CN=Amazon, OU=Server 
CA 1B, O=Amazon, 
C=US CN=Amazon Root 
CA 1, O=Amazon, C=US 
CN=Starfield Services 
Root Certificate Authority - 
G2, O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US 
OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Tue Aug 
04 
02:00:00 
CEST 
2020 
Thu Oct 
22 
02:00:00 
CEST 
2015 
Mon 
May 25 
14:00:00 
CEST 
2015 
Wed 
Sep 02 
02:00:00 
CEST 
2009

Mon 
Aug 02 
14:00:00 
CEST 
2021 
Sun Oct 
19 
02:00:00 
CEST 
2025 
Thu Dec 
31 
02:00:00 
CET 
2037 
Wed 
Jun 28 
19:39:16 
CEST 
2034

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Amazon, OU=Server 
CA 1B, O=Amazon, C=US

CN=Amazon Root CA 1, 
O=Amazon, C=US

Thu Oct 
22 
02:00:00 
CEST 
2015

Sun Oct 
19 
02:00:00 
CEST 
2025

CN=Amazon Root CA 1, 
O=Amazon, C=US

CN=Starfield Services 
Root Certificate Authority - 
G2, O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US

Mon 
May 25 
14:00:00 
CEST 
2015

Thu Dec 
31 
02:00:00 
CET 
2037

CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Wed 
Sep 02 
02:00:00 
CEST 
2009

Wed 
Jun 28 
19:39:16 
CEST 
2034

Mar 19, 2021 
08:01:50.960124969 
CET

99.86.162.13 443 192.168.2.5 49746 CN=c.amazon-
adsystem.com 
CN=Amazon, OU=Server 
CA 1B, O=Amazon, C=US 
CN=Amazon Root CA 1, 
O=Amazon, C=US 
CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

CN=Amazon, OU=Server 
CA 1B, O=Amazon, 
C=US CN=Amazon Root 
CA 1, O=Amazon, C=US 
CN=Starfield Services 
Root Certificate Authority - 
G2, O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US 
OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Tue Aug 
04 
02:00:00 
CEST 
2020 
Thu Oct 
22 
02:00:00 
CEST 
2015 
Mon 
May 25 
14:00:00 
CEST 
2015 
Wed 
Sep 02 
02:00:00 
CEST 
2009

Mon 
Aug 02 
14:00:00 
CEST 
2021 
Sun Oct 
19 
02:00:00 
CEST 
2025 
Thu Dec 
31 
02:00:00 
CET 
2037 
Wed 
Jun 28 
19:39:16 
CEST 
2034

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Amazon, OU=Server 
CA 1B, O=Amazon, C=US

CN=Amazon Root CA 1, 
O=Amazon, C=US

Thu Oct 
22 
02:00:00 
CEST 
2015

Sun Oct 
19 
02:00:00 
CEST 
2025

CN=Amazon Root CA 1, 
O=Amazon, C=US

CN=Starfield Services 
Root Certificate Authority - 
G2, O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US

Mon 
May 25 
14:00:00 
CEST 
2015

Thu Dec 
31 
02:00:00 
CET 
2037

CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Wed 
Sep 02 
02:00:00 
CEST 
2009

Wed 
Jun 28 
19:39:16 
CEST 
2034

Mar 19, 2021 
08:01:50.967386007 
CET

216.58.215.226 443 192.168.2.5 49744 CN=*.g.doubleclick.net, 
O=Google LLC, L=Mountain 
View, ST=California, C=US 
CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US

CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root CA - 
R2

Tue Feb 
23 
16:36:52 
CET 
2021 
Thu Jun 
15 
02:00:42 
CEST 
2017

Tue May 
18 
17:36:51 
CEST 
2021 
Wed 
Dec 15 
01:00:42 
CET 
2021

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

9e10692f1b7f78228b2d4e
424db3a98c
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CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US

CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root CA - 
R2

Thu Jun 
15 
02:00:42 
CEST 
2017

Wed 
Dec 15 
01:00:42 
CET 
2021

Mar 19, 2021 
08:01:50.969839096 
CET

216.58.215.226 443 192.168.2.5 49745 CN=*.g.doubleclick.net, 
O=Google LLC, L=Mountain 
View, ST=California, C=US 
CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US

CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root CA - 
R2

Tue Feb 
23 
16:36:52 
CET 
2021 
Thu Jun 
15 
02:00:42 
CEST 
2017

Tue May 
18 
17:36:51 
CEST 
2021 
Wed 
Dec 15 
01:00:42 
CET 
2021

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US

CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root CA - 
R2

Thu Jun 
15 
02:00:42 
CEST 
2017

Wed 
Dec 15 
01:00:42 
CET 
2021

Mar 19, 2021 
08:01:50.976218939 
CET

54.72.67.237 443 192.168.2.5 49741 CN=*.moatads.com, 
OU=Infra-Core, O=Oracle 
Corporation, L=Redwood 
City, ST=California, C=US 
CN=DigiCert SHA2 Secure 
Server CA, O=DigiCert Inc, 
C=US

CN=DigiCert SHA2 
Secure Server CA, 
O=DigiCert Inc, C=US 
CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Mar 
12 
01:00:00 
CET 
2019 Fri 
Mar 08 
13:00:00 
CET 
2013

Thu Jun 
10 
14:00:00 
CEST 
2021 
Wed 
Mar 08 
13:00:00 
CET 
2023

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 Secure 
Server CA, O=DigiCert Inc, 
C=US

CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Fri Mar 
08 
13:00:00 
CET 
2013

Wed 
Mar 08 
13:00:00 
CET 
2023

Mar 19, 2021 
08:01:50.980475903 
CET

54.72.67.237 443 192.168.2.5 49740 CN=*.moatads.com, 
OU=Infra-Core, O=Oracle 
Corporation, L=Redwood 
City, ST=California, C=US 
CN=DigiCert SHA2 Secure 
Server CA, O=DigiCert Inc, 
C=US

CN=DigiCert SHA2 
Secure Server CA, 
O=DigiCert Inc, C=US 
CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Mar 
12 
01:00:00 
CET 
2019 Fri 
Mar 08 
13:00:00 
CET 
2013

Thu Jun 
10 
14:00:00 
CEST 
2021 
Wed 
Mar 08 
13:00:00 
CET 
2023

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 Secure 
Server CA, O=DigiCert Inc, 
C=US

CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Fri Mar 
08 
13:00:00 
CET 
2013

Wed 
Mar 08 
13:00:00 
CET 
2023

Mar 19, 2021 
08:01:51.002079964 
CET

178.250.2.130 443 192.168.2.5 49748 CN=*.criteo.net, O=Criteo 
SA, L=Paris, ST=le-de-
France, C=FR CN=DigiCert 
TLS Hybrid ECC SHA384 
2020 CA1, O=DigiCert Inc, 
C=US

CN=DigiCert TLS Hybrid 
ECC SHA384 2020 CA1, 
O=DigiCert Inc, C=US 
CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Sat Jan 
30 
01:00:00 
CET 
2021 
Wed 
Sep 23 
02:00:00 
CEST 
2020

Thu Apr 
29 
01:59:59 
CEST 
2021 
Mon 
Sep 23 
01:59:59 
CEST 
2030

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert TLS Hybrid 
ECC SHA384 2020 CA1, 
O=DigiCert Inc, C=US

CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Wed 
Sep 23 
02:00:00 
CEST 
2020

Mon 
Sep 23 
01:59:59 
CEST 
2030
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Not
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Mar 19, 2021 
08:01:51.002928019 
CET

34.120.133.55 443 192.168.2.5 49751 CN=*.rlcdn.com 
CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US 
CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US 
CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB CN=AAA 
Certificate Services, 
O=Comodo CA Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

Thu Feb 
25 
01:00:00 
CET 
2021 Fri 
Nov 02 
01:00:00 
CET 
2018 
Tue Mar 
12 
01:00:00 
CET 
2019 
Thu Jan 
01 
01:00:00 
CET 
2004

Tue Mar 
29 
01:59:59 
CEST 
2022 
Wed 
Jan 01 
00:59:59 
CET 
2031 
Mon Jan 
01 
00:59:59 
CET 
2029 
Mon Jan 
01 
00:59:59 
CET 
2029

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

Fri Nov 
02 
01:00:00 
CET 
2018

Wed 
Jan 01 
00:59:59 
CET 
2031

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

Tue Mar 
12 
01:00:00 
CET 
2019

Mon Jan 
01 
00:59:59 
CET 
2029

CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

Thu Jan 
01 
01:00:00 
CET 
2004

Mon Jan 
01 
00:59:59 
CET 
2029

Mar 19, 2021 
08:01:51.003036976 
CET

178.250.2.130 443 192.168.2.5 49749 CN=*.criteo.net, O=Criteo 
SA, L=Paris, ST=le-de-
France, C=FR CN=DigiCert 
TLS Hybrid ECC SHA384 
2020 CA1, O=DigiCert Inc, 
C=US

CN=DigiCert TLS Hybrid 
ECC SHA384 2020 CA1, 
O=DigiCert Inc, C=US 
CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Sat Jan 
30 
01:00:00 
CET 
2021 
Wed 
Sep 23 
02:00:00 
CEST 
2020

Thu Apr 
29 
01:59:59 
CEST 
2021 
Mon 
Sep 23 
01:59:59 
CEST 
2030

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert TLS Hybrid 
ECC SHA384 2020 CA1, 
O=DigiCert Inc, C=US

CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Wed 
Sep 23 
02:00:00 
CEST 
2020

Mon 
Sep 23 
01:59:59 
CEST 
2030

Mar 19, 2021 
08:01:51.051820040 
CET

34.120.133.55 443 192.168.2.5 49753 CN=*.rlcdn.com 
CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US 
CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US 
CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB CN=AAA 
Certificate Services, 
O=Comodo CA Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

Thu Feb 
25 
01:00:00 
CET 
2021 Fri 
Nov 02 
01:00:00 
CET 
2018 
Tue Mar 
12 
01:00:00 
CET 
2019 
Thu Jan 
01 
01:00:00 
CET 
2004

Tue Mar 
29 
01:59:59 
CEST 
2022 
Wed 
Jan 01 
00:59:59 
CET 
2031 
Mon Jan 
01 
00:59:59 
CET 
2029 
Mon Jan 
01 
00:59:59 
CET 
2029

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

Fri Nov 
02 
01:00:00 
CET 
2018

Wed 
Jan 01 
00:59:59 
CET 
2031

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

Tue Mar 
12 
01:00:00 
CET 
2019

Mon Jan 
01 
00:59:59 
CET 
2029

Timestamp Source IP
Source
Port Dest IP

Dest
Port Subject Issuer

Not
Before

Not
After

JA3 SSL
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Fingerprint JA3 SSL Client Digest
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CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

Thu Jan 
01 
01:00:00 
CET 
2004

Mon Jan 
01 
00:59:59 
CET 
2029

Mar 19, 2021 
08:01:51.073115110 
CET

52.50.156.162 443 192.168.2.5 49752 C=US, ST=California, 
L=Ventura, O=The Trade 
Desk Inc, CN=*.adsrvr.org 
EMAILADDRESS=ca@trust
wave.com, CN="Trustwave 
Organization Validation 
SHA256 CA, Level 1", 
O="Trustwave Holdings, 
Inc.", L=Chicago, 
ST=Illinois, C=US

EMAILADDRESS=ca@tru
stwave.com, 
CN="Trustwave 
Organization Validation 
SHA256 CA, Level 1", 
O="Trustwave Holdings, 
Inc.", L=Chicago, 
ST=Illinois, C=US 
CN=SecureTrust CA, 
O=SecureTrust 
Corporation, C=US

Thu Mar 
07 
11:41:08 
CET 
2019 
Thu Sep 
01 
16:35:35 
CEST 
2016

Mon Apr 
19 
18:41:08 
CEST 
2021 
Sun Sep 
29 
16:35:35 
CEST 
2024

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

EMAILADDRESS=ca@trust
wave.com, CN="Trustwave 
Organization Validation 
SHA256 CA, Level 1", 
O="Trustwave Holdings, 
Inc.", L=Chicago, 
ST=Illinois, C=US

CN=SecureTrust CA, 
O=SecureTrust 
Corporation, C=US

Thu Sep 
01 
16:35:35 
CEST 
2016

Sun Sep 
29 
16:35:35 
CEST 
2024

Mar 19, 2021 
08:01:51.074424982 
CET

52.50.156.162 443 192.168.2.5 49750 C=US, ST=California, 
L=Ventura, O=The Trade 
Desk Inc, CN=*.adsrvr.org 
EMAILADDRESS=ca@trust
wave.com, CN="Trustwave 
Organization Validation 
SHA256 CA, Level 1", 
O="Trustwave Holdings, 
Inc.", L=Chicago, 
ST=Illinois, C=US

EMAILADDRESS=ca@tru
stwave.com, 
CN="Trustwave 
Organization Validation 
SHA256 CA, Level 1", 
O="Trustwave Holdings, 
Inc.", L=Chicago, 
ST=Illinois, C=US 
CN=SecureTrust CA, 
O=SecureTrust 
Corporation, C=US

Thu Mar 
07 
11:41:08 
CET 
2019 
Thu Sep 
01 
16:35:35 
CEST 
2016

Mon Apr 
19 
18:41:08 
CEST 
2021 
Sun Sep 
29 
16:35:35 
CEST 
2024

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

EMAILADDRESS=ca@trust
wave.com, CN="Trustwave 
Organization Validation 
SHA256 CA, Level 1", 
O="Trustwave Holdings, 
Inc.", L=Chicago, 
ST=Illinois, C=US

CN=SecureTrust CA, 
O=SecureTrust 
Corporation, C=US

Thu Sep 
01 
16:35:35 
CEST 
2016

Sun Sep 
29 
16:35:35 
CEST 
2024

Mar 19, 2021 
08:01:51.158246040 
CET

54.195.23.91 443 192.168.2.5 49755 CN=*.demdex.net, 
OU=Digital Marketing, 
O=Adobe Systems 
Incorporated, L=San Jose, 
ST=California, C=US 
CN=DigiCert TLS RSA 
SHA256 2020 CA1, 
O=DigiCert Inc, C=US 
CN=DigiCert Global Root 
CA, OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA 
SHA256 2020 CA1, 
O=DigiCert Inc, C=US 
CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Wed 
Dec 02 
01:00:00 
CET 
2020 
Thu Sep 
24 
02:00:00 
CEST 
2020 Fri 
Nov 10 
01:00:00 
CET 
2006

Mon Jan 
03 
00:59:59 
CET 
2022 
Tue Sep 
24 
01:59:59 
CEST 
2030 
Mon 
Nov 10 
01:00:00 
CET 
2031

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert TLS RSA 
SHA256 2020 CA1, 
O=DigiCert Inc, C=US

CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Thu Sep 
24 
02:00:00 
CEST 
2020

Tue Sep 
24 
01:59:59 
CEST 
2030

CN=DigiCert Global Root 
CA, OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Fri Nov 
10 
01:00:00 
CET 
2006

Mon 
Nov 10 
01:00:00 
CET 
2031

Mar 19, 2021 
08:01:51.159571886 
CET

54.195.23.91 443 192.168.2.5 49754 CN=*.demdex.net, 
OU=Digital Marketing, 
O=Adobe Systems 
Incorporated, L=San Jose, 
ST=California, C=US 
CN=DigiCert TLS RSA 
SHA256 2020 CA1, 
O=DigiCert Inc, C=US 
CN=DigiCert Global Root 
CA, OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA 
SHA256 2020 CA1, 
O=DigiCert Inc, C=US 
CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Wed 
Dec 02 
01:00:00 
CET 
2020 
Thu Sep 
24 
02:00:00 
CEST 
2020 Fri 
Nov 10 
01:00:00 
CET 
2006

Mon Jan 
03 
00:59:59 
CET 
2022 
Tue Sep 
24 
01:59:59 
CEST 
2030 
Mon 
Nov 10 
01:00:00 
CET 
2031

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

9e10692f1b7f78228b2d4e
424db3a98c
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Source
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CN=DigiCert TLS RSA 
SHA256 2020 CA1, 
O=DigiCert Inc, C=US

CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Thu Sep 
24 
02:00:00 
CEST 
2020

Tue Sep 
24 
01:59:59 
CEST 
2030

CN=DigiCert Global Root 
CA, OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Fri Nov 
10 
01:00:00 
CET 
2006

Mon 
Nov 10 
01:00:00 
CET 
2031

Mar 19, 2021 
08:01:51.582251072 
CET

216.58.215.226 443 192.168.2.5 49756 CN=*.g.doubleclick.net, 
O=Google LLC, L=Mountain 
View, ST=California, C=US 
CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US

CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root CA - 
R2

Tue Feb 
23 
16:36:52 
CET 
2021 
Thu Jun 
15 
02:00:42 
CEST 
2017

Tue May 
18 
17:36:51 
CEST 
2021 
Wed 
Dec 15 
01:00:42 
CET 
2021

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US

CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root CA - 
R2

Thu Jun 
15 
02:00:42 
CEST 
2017

Wed 
Dec 15 
01:00:42 
CET 
2021

Mar 19, 2021 
08:01:51.597940922 
CET

216.58.215.226 443 192.168.2.5 49757 CN=*.g.doubleclick.net, 
O=Google LLC, L=Mountain 
View, ST=California, C=US 
CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US

CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root CA - 
R2

Tue Feb 
23 
16:36:52 
CET 
2021 
Thu Jun 
15 
02:00:42 
CEST 
2017

Tue May 
18 
17:36:51 
CEST 
2021 
Wed 
Dec 15 
01:00:42 
CET 
2021

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US

CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root CA - 
R2

Thu Jun 
15 
02:00:42 
CEST 
2017

Wed 
Dec 15 
01:00:42 
CET 
2021

Mar 19, 2021 
08:01:51.709542036 
CET

185.60.216.19 443 192.168.2.5 49762 CN=*.facebook.com, 
O="Facebook, Inc.", 
L=Menlo Park, 
ST=California, C=US 
CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Wed 
Feb 10 
01:00:00 
CET 
2021 
Tue Oct 
22 
14:00:00 
CEST 
2013

Tue May 
11 
01:59:59 
CEST 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

Mar 19, 2021 
08:01:51.709768057 
CET

185.60.216.19 443 192.168.2.5 49763 CN=*.facebook.com, 
O="Facebook, Inc.", 
L=Menlo Park, 
ST=California, C=US 
CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Wed 
Feb 10 
01:00:00 
CET 
2021 
Tue Oct 
22 
14:00:00 
CEST 
2013

Tue May 
11 
01:59:59 
CEST 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

Mar 19, 2021 
08:01:51.820447922 
CET

178.250.0.157 443 192.168.2.5 49764 CN=*.criteo.com, O=Criteo 
SA, L=Paris, ST=le-de-
France, C=FR CN=DigiCert 
TLS Hybrid ECC SHA384 
2020 CA1, O=DigiCert Inc, 
C=US

CN=DigiCert TLS Hybrid 
ECC SHA384 2020 CA1, 
O=DigiCert Inc, C=US 
CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Sat Jan 
30 
01:00:00 
CET 
2021 
Wed 
Sep 23 
02:00:00 
CEST 
2020

Thu Apr 
29 
01:59:59 
CEST 
2021 
Mon 
Sep 23 
01:59:59 
CEST 
2030

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

9e10692f1b7f78228b2d4e
424db3a98c
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Source
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Dest
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Not
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CN=DigiCert TLS Hybrid 
ECC SHA384 2020 CA1, 
O=DigiCert Inc, C=US

CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Wed 
Sep 23 
02:00:00 
CEST 
2020

Mon 
Sep 23 
01:59:59 
CEST 
2030

Mar 19, 2021 
08:01:51.820749044 
CET

178.250.0.157 443 192.168.2.5 49765 CN=*.criteo.com, O=Criteo 
SA, L=Paris, ST=le-de-
France, C=FR CN=DigiCert 
TLS Hybrid ECC SHA384 
2020 CA1, O=DigiCert Inc, 
C=US

CN=DigiCert TLS Hybrid 
ECC SHA384 2020 CA1, 
O=DigiCert Inc, C=US 
CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Sat Jan 
30 
01:00:00 
CET 
2021 
Wed 
Sep 23 
02:00:00 
CEST 
2020

Thu Apr 
29 
01:59:59 
CEST 
2021 
Mon 
Sep 23 
01:59:59 
CEST 
2030

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert TLS Hybrid 
ECC SHA384 2020 CA1, 
O=DigiCert Inc, C=US

CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Wed 
Sep 23 
02:00:00 
CEST 
2020

Mon 
Sep 23 
01:59:59 
CEST 
2030

Mar 19, 2021 
08:01:52.260329962 
CET

52.73.84.222 443 192.168.2.5 49768 CN=*.chartbeat.net 
CN=Thawte RSA CA 2018, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=Thawte RSA CA 
2018, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Dec 
01 
01:00:00 
CET 
2020 
Mon 
Nov 06 
13:23:52 
CET 
2017

Fri Dec 
31 
00:59:59 
CET 
2021 
Sat Nov 
06 
13:23:52 
CET 
2027

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Thawte RSA CA 2018, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Mon 
Nov 06 
13:23:52 
CET 
2017

Sat Nov 
06 
13:23:52 
CET 
2027

Mar 19, 2021 
08:01:52.260473013 
CET

52.73.84.222 443 192.168.2.5 49769 CN=*.chartbeat.net 
CN=Thawte RSA CA 2018, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=Thawte RSA CA 
2018, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Dec 
01 
01:00:00 
CET 
2020 
Mon 
Nov 06 
13:23:52 
CET 
2017

Fri Dec 
31 
00:59:59 
CET 
2021 
Sat Nov 
06 
13:23:52 
CET 
2027

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Thawte RSA CA 2018, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Mon 
Nov 06 
13:23:52 
CET 
2017

Sat Nov 
06 
13:23:52 
CET 
2027

Mar 19, 2021 
08:01:52.260597944 
CET

18.206.143.246 443 192.168.2.5 49770 CN=*.chartbeat.net 
CN=Thawte RSA CA 2018, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=Thawte RSA CA 
2018, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Dec 
01 
01:00:00 
CET 
2020 
Mon 
Nov 06 
13:23:52 
CET 
2017

Fri Dec 
31 
00:59:59 
CET 
2021 
Sat Nov 
06 
13:23:52 
CET 
2027

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Thawte RSA CA 2018, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Mon 
Nov 06 
13:23:52 
CET 
2017

Sat Nov 
06 
13:23:52 
CET 
2027

Mar 19, 2021 
08:01:52.261318922 
CET

18.206.143.246 443 192.168.2.5 49771 CN=*.chartbeat.net 
CN=Thawte RSA CA 2018, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=Thawte RSA CA 
2018, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Dec 
01 
01:00:00 
CET 
2020 
Mon 
Nov 06 
13:23:52 
CET 
2017

Fri Dec 
31 
00:59:59 
CET 
2021 
Sat Nov 
06 
13:23:52 
CET 
2027

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Thawte RSA CA 2018, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Mon 
Nov 06 
13:23:52 
CET 
2017

Sat Nov 
06 
13:23:52 
CET 
2027
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Mar 19, 2021 
08:01:52.739660978 
CET

185.60.216.35 443 192.168.2.5 49779 CN=*.facebook.com, 
O="Facebook, Inc.", 
L=Menlo Park, 
ST=California, C=US 
CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Wed 
Feb 10 
01:00:00 
CET 
2021 
Tue Oct 
22 
14:00:00 
CEST 
2013

Tue May 
11 
01:59:59 
CEST 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

Mar 19, 2021 
08:01:52.743448973 
CET

185.60.216.35 443 192.168.2.5 49780 CN=*.facebook.com, 
O="Facebook, Inc.", 
L=Menlo Park, 
ST=California, C=US 
CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Wed 
Feb 10 
01:00:00 
CET 
2021 
Tue Oct 
22 
14:00:00 
CEST 
2013

Tue May 
11 
01:59:59 
CEST 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

Mar 19, 2021 
08:01:52.824862003 
CET

52.28.203.152 443 192.168.2.5 49793 CN=web.ssp.yahoo.com, 
O=Oath Inc, L=Sunnyvale, 
ST=California, C=US 
CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Thu Mar 
18 
01:00:00 
CET 
2021 
Tue Oct 
22 
14:00:00 
CEST 
2013

Thu Sep 
09 
01:59:59 
CEST 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

Mar 19, 2021 
08:01:52.825037956 
CET

52.28.203.152 443 192.168.2.5 49790 CN=web.ssp.yahoo.com, 
O=Oath Inc, L=Sunnyvale, 
ST=California, C=US 
CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Thu Mar 
18 
01:00:00 
CET 
2021 
Tue Oct 
22 
14:00:00 
CEST 
2013

Thu Sep 
09 
01:59:59 
CEST 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

Mar 19, 2021 
08:01:52.825911999 
CET

52.28.203.152 443 192.168.2.5 49792 CN=web.ssp.yahoo.com, 
O=Oath Inc, L=Sunnyvale, 
ST=California, C=US 
CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Thu Mar 
18 
01:00:00 
CET 
2021 
Tue Oct 
22 
14:00:00 
CEST 
2013

Thu Sep 
09 
01:59:59 
CEST 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028
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Mar 19, 2021 
08:01:52.831672907 
CET

52.28.203.152 443 192.168.2.5 49791 CN=web.ssp.yahoo.com, 
O=Oath Inc, L=Sunnyvale, 
ST=California, C=US 
CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Thu Mar 
18 
01:00:00 
CET 
2021 
Tue Oct 
22 
14:00:00 
CEST 
2013

Thu Sep 
09 
01:59:59 
CEST 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

Mar 19, 2021 
08:01:52.832094908 
CET

52.28.203.152 443 192.168.2.5 49794 CN=web.ssp.yahoo.com, 
O=Oath Inc, L=Sunnyvale, 
ST=California, C=US 
CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Thu Mar 
18 
01:00:00 
CET 
2021 
Tue Oct 
22 
14:00:00 
CEST 
2013

Thu Sep 
09 
01:59:59 
CEST 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

Mar 19, 2021 
08:01:52.832319975 
CET

52.28.203.152 443 192.168.2.5 49789 CN=web.ssp.yahoo.com, 
O=Oath Inc, L=Sunnyvale, 
ST=California, C=US 
CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Thu Mar 
18 
01:00:00 
CET 
2021 
Tue Oct 
22 
14:00:00 
CEST 
2013

Thu Sep 
09 
01:59:59 
CEST 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

Mar 19, 2021 
08:01:52.837104082 
CET

34.248.172.235 443 192.168.2.5 49783 CN=*.demdex.net, 
OU=Digital Marketing, 
O=Adobe Systems 
Incorporated, L=San Jose, 
ST=California, C=US 
CN=DigiCert TLS RSA 
SHA256 2020 CA1, 
O=DigiCert Inc, C=US 
CN=DigiCert Global Root 
CA, OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA 
SHA256 2020 CA1, 
O=DigiCert Inc, C=US 
CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Wed 
Dec 02 
01:00:00 
CET 
2020 
Thu Sep 
24 
02:00:00 
CEST 
2020 Fri 
Nov 10 
01:00:00 
CET 
2006

Mon Jan 
03 
00:59:59 
CET 
2022 
Tue Sep 
24 
01:59:59 
CEST 
2030 
Mon 
Nov 10 
01:00:00 
CET 
2031

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert TLS RSA 
SHA256 2020 CA1, 
O=DigiCert Inc, C=US

CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Thu Sep 
24 
02:00:00 
CEST 
2020

Tue Sep 
24 
01:59:59 
CEST 
2030

CN=DigiCert Global Root 
CA, OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Fri Nov 
10 
01:00:00 
CET 
2006

Mon 
Nov 10 
01:00:00 
CET 
2031
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Mar 19, 2021 
08:01:52.837241888 
CET

34.248.172.235 443 192.168.2.5 49784 CN=*.demdex.net, 
OU=Digital Marketing, 
O=Adobe Systems 
Incorporated, L=San Jose, 
ST=California, C=US 
CN=DigiCert TLS RSA 
SHA256 2020 CA1, 
O=DigiCert Inc, C=US 
CN=DigiCert Global Root 
CA, OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA 
SHA256 2020 CA1, 
O=DigiCert Inc, C=US 
CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Wed 
Dec 02 
01:00:00 
CET 
2020 
Thu Sep 
24 
02:00:00 
CEST 
2020 Fri 
Nov 10 
01:00:00 
CET 
2006

Mon Jan 
03 
00:59:59 
CET 
2022 
Tue Sep 
24 
01:59:59 
CEST 
2030 
Mon 
Nov 10 
01:00:00 
CET 
2031

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert TLS RSA 
SHA256 2020 CA1, 
O=DigiCert Inc, C=US

CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Thu Sep 
24 
02:00:00 
CEST 
2020

Tue Sep 
24 
01:59:59 
CEST 
2030

CN=DigiCert Global Root 
CA, OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Fri Nov 
10 
01:00:00 
CET 
2006

Mon 
Nov 10 
01:00:00 
CET 
2031

Mar 19, 2021 
08:01:52.842766047 
CET

185.33.221.14 443 192.168.2.5 49785 CN=*.adnxs.com, O=Xandr 
Inc., L=New York, ST=New 
York, C=US CN=GeoTrust 
ECC CA 2018, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=GeoTrust ECC CA 
2018, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Fri Mar 
05 
01:00:00 
CET 
2021 
Mon 
Nov 06 
13:24:09 
CET 
2017

Sun Feb 
20 
00:59:59 
CET 
2022 
Sat Nov 
06 
13:24:09 
CET 
2027

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=GeoTrust ECC CA 
2018, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Mon 
Nov 06 
13:24:09 
CET 
2017

Sat Nov 
06 
13:24:09 
CET 
2027

Mar 19, 2021 
08:01:52.843040943 
CET

185.33.221.14 443 192.168.2.5 49786 CN=*.adnxs.com, O=Xandr 
Inc., L=New York, ST=New 
York, C=US CN=GeoTrust 
ECC CA 2018, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=GeoTrust ECC CA 
2018, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Fri Mar 
05 
01:00:00 
CET 
2021 
Mon 
Nov 06 
13:24:09 
CET 
2017

Sun Feb 
20 
00:59:59 
CET 
2022 
Sat Nov 
06 
13:24:09 
CET 
2027

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=GeoTrust ECC CA 
2018, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Mon 
Nov 06 
13:24:09 
CET 
2017

Sat Nov 
06 
13:24:09 
CET 
2027

Mar 19, 2021 
08:01:52.860838890 
CET

178.250.2.131 443 192.168.2.5 49795 CN=*.criteo.com, O=Criteo 
SA, L=Paris, ST=le-de-
France, C=FR CN=DigiCert 
TLS Hybrid ECC SHA384 
2020 CA1, O=DigiCert Inc, 
C=US

CN=DigiCert TLS Hybrid 
ECC SHA384 2020 CA1, 
O=DigiCert Inc, C=US 
CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Sat Jan 
30 
01:00:00 
CET 
2021 
Wed 
Sep 23 
02:00:00 
CEST 
2020

Thu Apr 
29 
01:59:59 
CEST 
2021 
Mon 
Sep 23 
01:59:59 
CEST 
2030

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert TLS Hybrid 
ECC SHA384 2020 CA1, 
O=DigiCert Inc, C=US

CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Wed 
Sep 23 
02:00:00 
CEST 
2020

Mon 
Sep 23 
01:59:59 
CEST 
2030

Mar 19, 2021 
08:01:52.883410931 
CET

185.33.221.52 443 192.168.2.5 49796 CN=*.adnxs.com, O=Xandr 
Inc., L=New York, ST=New 
York, C=US CN=GeoTrust 
ECC CA 2018, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=GeoTrust ECC CA 
2018, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Fri Mar 
05 
01:00:00 
CET 
2021 
Mon 
Nov 06 
13:24:09 
CET 
2017

Sun Feb 
20 
00:59:59 
CET 
2022 
Sat Nov 
06 
13:24:09 
CET 
2027

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

9e10692f1b7f78228b2d4e
424db3a98c
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CN=GeoTrust ECC CA 
2018, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Mon 
Nov 06 
13:24:09 
CET 
2017

Sat Nov 
06 
13:24:09 
CET 
2027

Mar 19, 2021 
08:01:52.990660906 
CET

52.95.116.38 443 192.168.2.5 49798 CN=aax-eu.amazon-
adsystem.com 
CN=Amazon, OU=Server 
CA 1B, O=Amazon, C=US 
CN=Amazon Root CA 1, 
O=Amazon, C=US 
CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

CN=Amazon, OU=Server 
CA 1B, O=Amazon, 
C=US CN=Amazon Root 
CA 1, O=Amazon, C=US 
CN=Starfield Services 
Root Certificate Authority - 
G2, O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US 
OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Mon Jun 
15 
02:00:00 
CEST 
2020 
Thu Oct 
22 
02:00:00 
CEST 
2015 
Mon 
May 25 
14:00:00 
CEST 
2015 
Wed 
Sep 02 
02:00:00 
CEST 
2009

Tue Jun 
15 
14:00:00 
CEST 
2021 
Sun Oct 
19 
02:00:00 
CEST 
2025 
Thu Dec 
31 
02:00:00 
CET 
2037 
Wed 
Jun 28 
19:39:16 
CEST 
2034

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Amazon, OU=Server 
CA 1B, O=Amazon, C=US

CN=Amazon Root CA 1, 
O=Amazon, C=US

Thu Oct 
22 
02:00:00 
CEST 
2015

Sun Oct 
19 
02:00:00 
CEST 
2025

CN=Amazon Root CA 1, 
O=Amazon, C=US

CN=Starfield Services 
Root Certificate Authority - 
G2, O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US

Mon 
May 25 
14:00:00 
CEST 
2015

Thu Dec 
31 
02:00:00 
CET 
2037

CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Wed 
Sep 02 
02:00:00 
CEST 
2009

Wed 
Jun 28 
19:39:16 
CEST 
2034

Mar 19, 2021 
08:01:52.997503996 
CET

52.95.116.38 443 192.168.2.5 49797 CN=aax-eu.amazon-
adsystem.com 
CN=Amazon, OU=Server 
CA 1B, O=Amazon, C=US 
CN=Amazon Root CA 1, 
O=Amazon, C=US 
CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

CN=Amazon, OU=Server 
CA 1B, O=Amazon, 
C=US CN=Amazon Root 
CA 1, O=Amazon, C=US 
CN=Starfield Services 
Root Certificate Authority - 
G2, O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US 
OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Mon Jun 
15 
02:00:00 
CEST 
2020 
Thu Oct 
22 
02:00:00 
CEST 
2015 
Mon 
May 25 
14:00:00 
CEST 
2015 
Wed 
Sep 02 
02:00:00 
CEST 
2009

Tue Jun 
15 
14:00:00 
CEST 
2021 
Sun Oct 
19 
02:00:00 
CEST 
2025 
Thu Dec 
31 
02:00:00 
CET 
2037 
Wed 
Jun 28 
19:39:16 
CEST 
2034

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Amazon, OU=Server 
CA 1B, O=Amazon, C=US

CN=Amazon Root CA 1, 
O=Amazon, C=US

Thu Oct 
22 
02:00:00 
CEST 
2015

Sun Oct 
19 
02:00:00 
CEST 
2025

CN=Amazon Root CA 1, 
O=Amazon, C=US

CN=Starfield Services 
Root Certificate Authority - 
G2, O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US

Mon 
May 25 
14:00:00 
CEST 
2015

Thu Dec 
31 
02:00:00 
CET 
2037

CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Wed 
Sep 02 
02:00:00 
CEST 
2009

Wed 
Jun 28 
19:39:16 
CEST 
2034
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Source
Port Dest IP

Dest
Port Subject Issuer

Not
Before

Not
After

JA3 SSL
Client
Fingerprint JA3 SSL Client Digest

Copyright Joe Security LLC 2021 Page 79 of 93



Mar 19, 2021 
08:01:53.273808002 
CET

54.78.254.47 443 192.168.2.5 49809 CN=*.exelator.com, 
OU=Domain Control 
Validated CN=Go Daddy 
Secure Certificate Authority 
- G2, 
OU=http://certs.godaddy.co
m/repository/, 
O="GoDaddy.com, Inc.", 
L=Scottsdale, ST=Arizona, 
C=US CN=Go Daddy Root 
Certificate Authority - G2, 
O="GoDaddy.com, Inc.", 
L=Scottsdale, ST=Arizona, 
C=US OU=Go Daddy Class 
2 Certification Authority, 
O="The Go Daddy Group, 
Inc.", C=US

CN=Go Daddy Secure 
Certificate Authority - G2, 
OU=http://certs.godaddy.c
om/repository/, 
O="GoDaddy.com, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US 
CN=Go Daddy Root 
Certificate Authority - G2, 
O="GoDaddy.com, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US 
OU=Go Daddy Class 2 
Certification Authority, 
O="The Go Daddy Group, 
Inc.", C=US OU=Go 
Daddy Class 2 
Certification Authority, 
O="The Go Daddy Group, 
Inc.", C=US

Fri May 
17 
13:46:01 
CEST 
2019 
Tue May 
03 
09:00:00 
CEST 
2011 
Wed 
Jan 01 
08:00:00 
CET 
2014 
Tue Jun 
29 
19:06:20 
CEST 
2004

Fri Jun 
25 
22:10:39 
CEST 
2021 
Sat May 
03 
09:00:00 
CEST 
2031 Fri 
May 30 
09:00:00 
CEST 
2031 
Thu Jun 
29 
19:06:20 
CEST 
2034

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Go Daddy Secure 
Certificate Authority - G2, 
OU=http://certs.godaddy.co
m/repository/, 
O="GoDaddy.com, Inc.", 
L=Scottsdale, ST=Arizona, 
C=US

CN=Go Daddy Root 
Certificate Authority - G2, 
O="GoDaddy.com, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US

Tue May 
03 
09:00:00 
CEST 
2011

Sat May 
03 
09:00:00 
CEST 
2031

CN=Go Daddy Root 
Certificate Authority - G2, 
O="GoDaddy.com, Inc.", 
L=Scottsdale, ST=Arizona, 
C=US

OU=Go Daddy Class 2 
Certification Authority, 
O="The Go Daddy Group, 
Inc.", C=US

Wed 
Jan 01 
08:00:00 
CET 
2014

Fri May 
30 
09:00:00 
CEST 
2031

OU=Go Daddy Class 2 
Certification Authority, 
O="The Go Daddy Group, 
Inc.", C=US

OU=Go Daddy Class 2 
Certification Authority, 
O="The Go Daddy Group, 
Inc.", C=US

Tue Jun 
29 
19:06:20 
CEST 
2004

Thu Jun 
29 
19:06:20 
CEST 
2034

Mar 19, 2021 
08:01:53.282341003 
CET

54.78.254.47 443 192.168.2.5 49810 CN=*.exelator.com, 
OU=Domain Control 
Validated CN=Go Daddy 
Secure Certificate Authority 
- G2, 
OU=http://certs.godaddy.co
m/repository/, 
O="GoDaddy.com, Inc.", 
L=Scottsdale, ST=Arizona, 
C=US CN=Go Daddy Root 
Certificate Authority - G2, 
O="GoDaddy.com, Inc.", 
L=Scottsdale, ST=Arizona, 
C=US OU=Go Daddy Class 
2 Certification Authority, 
O="The Go Daddy Group, 
Inc.", C=US

CN=Go Daddy Secure 
Certificate Authority - G2, 
OU=http://certs.godaddy.c
om/repository/, 
O="GoDaddy.com, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US 
CN=Go Daddy Root 
Certificate Authority - G2, 
O="GoDaddy.com, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US 
OU=Go Daddy Class 2 
Certification Authority, 
O="The Go Daddy Group, 
Inc.", C=US OU=Go 
Daddy Class 2 
Certification Authority, 
O="The Go Daddy Group, 
Inc.", C=US

Fri May 
17 
13:46:01 
CEST 
2019 
Tue May 
03 
09:00:00 
CEST 
2011 
Wed 
Jan 01 
08:00:00 
CET 
2014 
Tue Jun 
29 
19:06:20 
CEST 
2004

Fri Jun 
25 
22:10:39 
CEST 
2021 
Sat May 
03 
09:00:00 
CEST 
2031 Fri 
May 30 
09:00:00 
CEST 
2031 
Thu Jun 
29 
19:06:20 
CEST 
2034

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Go Daddy Secure 
Certificate Authority - G2, 
OU=http://certs.godaddy.co
m/repository/, 
O="GoDaddy.com, Inc.", 
L=Scottsdale, ST=Arizona, 
C=US

CN=Go Daddy Root 
Certificate Authority - G2, 
O="GoDaddy.com, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US

Tue May 
03 
09:00:00 
CEST 
2011

Sat May 
03 
09:00:00 
CEST 
2031

CN=Go Daddy Root 
Certificate Authority - G2, 
O="GoDaddy.com, Inc.", 
L=Scottsdale, ST=Arizona, 
C=US

OU=Go Daddy Class 2 
Certification Authority, 
O="The Go Daddy Group, 
Inc.", C=US

Wed 
Jan 01 
08:00:00 
CET 
2014

Fri May 
30 
09:00:00 
CEST 
2031

OU=Go Daddy Class 2 
Certification Authority, 
O="The Go Daddy Group, 
Inc.", C=US

OU=Go Daddy Class 2 
Certification Authority, 
O="The Go Daddy Group, 
Inc.", C=US

Tue Jun 
29 
19:06:20 
CEST 
2004

Thu Jun 
29 
19:06:20 
CEST 
2034
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Dest
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Mar 19, 2021 
08:01:53.287390947 
CET

35.244.174.68 443 192.168.2.5 49805 CN=*.rlcdn.com 
CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US 
CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US 
CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB CN=AAA 
Certificate Services, 
O=Comodo CA Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

Thu Feb 
25 
01:00:00 
CET 
2021 Fri 
Nov 02 
01:00:00 
CET 
2018 
Tue Mar 
12 
01:00:00 
CET 
2019 
Thu Jan 
01 
01:00:00 
CET 
2004

Tue Mar 
29 
01:59:59 
CEST 
2022 
Wed 
Jan 01 
00:59:59 
CET 
2031 
Mon Jan 
01 
00:59:59 
CET 
2029 
Mon Jan 
01 
00:59:59 
CET 
2029

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

Fri Nov 
02 
01:00:00 
CET 
2018

Wed 
Jan 01 
00:59:59 
CET 
2031

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

Tue Mar 
12 
01:00:00 
CET 
2019

Mon Jan 
01 
00:59:59 
CET 
2029

CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

Thu Jan 
01 
01:00:00 
CET 
2004

Mon Jan 
01 
00:59:59 
CET 
2029

Mar 19, 2021 
08:01:53.354406118 
CET

35.244.174.68 443 192.168.2.5 49806 CN=*.rlcdn.com 
CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US 
CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US 
CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB CN=AAA 
Certificate Services, 
O=Comodo CA Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

Thu Feb 
25 
01:00:00 
CET 
2021 Fri 
Nov 02 
01:00:00 
CET 
2018 
Tue Mar 
12 
01:00:00 
CET 
2019 
Thu Jan 
01 
01:00:00 
CET 
2004

Tue Mar 
29 
01:59:59 
CEST 
2022 
Wed 
Jan 01 
00:59:59 
CET 
2031 
Mon Jan 
01 
00:59:59 
CET 
2029 
Mon Jan 
01 
00:59:59 
CET 
2029

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

Fri Nov 
02 
01:00:00 
CET 
2018

Wed 
Jan 01 
00:59:59 
CET 
2031

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

Tue Mar 
12 
01:00:00 
CET 
2019

Mon Jan 
01 
00:59:59 
CET 
2029

CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

Thu Jan 
01 
01:00:00 
CET 
2004

Mon Jan 
01 
00:59:59 
CET 
2029

Timestamp Source IP
Source
Port Dest IP

Dest
Port Subject Issuer

Not
Before

Not
After
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Client
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Mar 19, 2021 
08:01:53.356359959 
CET

18.132.239.61 443 192.168.2.5 49803 CN=*.agkn.com 
CN=DigiCert Global Root 
CA, OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=RapidSSL RSA CA 
2018, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=RapidSSL RSA CA 
2018, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Sat Jul 
25 
02:00:00 
CEST 
2020 Fri 
Nov 10 
01:00:00 
CET 
2006 
Mon 
Nov 06 
13:23:33 
CET 
2017

Sun Sep 
18 
14:00:00 
CEST 
2022 
Mon 
Nov 10 
01:00:00 
CET 
2031 
Sat Nov 
06 
13:23:33 
CET 
2027

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert Global Root 
CA, OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Fri Nov 
10 
01:00:00 
CET 
2006

Mon 
Nov 10 
01:00:00 
CET 
2031

CN=RapidSSL RSA CA 
2018, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Mon 
Nov 06 
13:23:33 
CET 
2017

Sat Nov 
06 
13:23:33 
CET 
2027

Mar 19, 2021 
08:01:53.360042095 
CET

18.132.239.61 443 192.168.2.5 49804 CN=*.agkn.com 
CN=DigiCert Global Root 
CA, OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=RapidSSL RSA CA 
2018, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=RapidSSL RSA CA 
2018, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Sat Jul 
25 
02:00:00 
CEST 
2020 Fri 
Nov 10 
01:00:00 
CET 
2006 
Mon 
Nov 06 
13:23:33 
CET 
2017

Sun Sep 
18 
14:00:00 
CEST 
2022 
Mon 
Nov 10 
01:00:00 
CET 
2031 
Sat Nov 
06 
13:23:33 
CET 
2027

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert Global Root 
CA, OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Fri Nov 
10 
01:00:00 
CET 
2006

Mon 
Nov 10 
01:00:00 
CET 
2031

CN=RapidSSL RSA CA 
2018, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Mon 
Nov 06 
13:23:33 
CET 
2017

Sat Nov 
06 
13:23:33 
CET 
2027

Mar 19, 2021 
08:01:53.367028952 
CET

34.205.120.60 443 192.168.2.5 49800 CN=usermatch-
prod.krxd.net, 
O="salesforce.com, inc.", 
L=San Francisco, 
ST=California, C=US 
CN=usermatch-
prod.krxd.net, 
O="salesforce.com, inc.", 
L=San Francisco, 
ST=California, C=US 
CN=DigiCert SHA2 Secure 
Server CA, O=DigiCert Inc, 
C=US

CN=DigiCert SHA2 
Secure Server CA, 
O=DigiCert Inc, C=US 
CN=DigiCert SHA2 
Secure Server CA, 
O=DigiCert Inc, C=US 
CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Thu Sep 
10 
02:00:00 
CEST 
2020 
Thu Sep 
10 
02:00:00 
CEST 
2020 Fri 
Mar 08 
13:00:00 
CET 
2013

Fri Sep 
10 
14:00:00 
CEST 
2021 Fri 
Sep 10 
14:00:00 
CEST 
2021 
Wed 
Mar 08 
13:00:00 
CET 
2023

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=usermatch-
prod.krxd.net, 
O="salesforce.com, inc.", 
L=San Francisco, 
ST=California, C=US

CN=DigiCert SHA2 
Secure Server CA, 
O=DigiCert Inc, C=US

Thu Sep 
10 
02:00:00 
CEST 
2020

Fri Sep 
10 
14:00:00 
CEST 
2021

CN=DigiCert SHA2 Secure 
Server CA, O=DigiCert Inc, 
C=US

CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Fri Mar 
08 
13:00:00 
CET 
2013

Wed 
Mar 08 
13:00:00 
CET 
2023

Timestamp Source IP
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Mar 19, 2021 
08:01:53.367347956 
CET

34.205.120.60 443 192.168.2.5 49799 CN=usermatch-
prod.krxd.net, 
O="salesforce.com, inc.", 
L=San Francisco, 
ST=California, C=US 
CN=usermatch-
prod.krxd.net, 
O="salesforce.com, inc.", 
L=San Francisco, 
ST=California, C=US 
CN=DigiCert SHA2 Secure 
Server CA, O=DigiCert Inc, 
C=US

CN=DigiCert SHA2 
Secure Server CA, 
O=DigiCert Inc, C=US 
CN=DigiCert SHA2 
Secure Server CA, 
O=DigiCert Inc, C=US 
CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Thu Sep 
10 
02:00:00 
CEST 
2020 
Thu Sep 
10 
02:00:00 
CEST 
2020 Fri 
Mar 08 
13:00:00 
CET 
2013

Fri Sep 
10 
14:00:00 
CEST 
2021 Fri 
Sep 10 
14:00:00 
CEST 
2021 
Wed 
Mar 08 
13:00:00 
CET 
2023

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=usermatch-
prod.krxd.net, 
O="salesforce.com, inc.", 
L=San Francisco, 
ST=California, C=US

CN=DigiCert SHA2 
Secure Server CA, 
O=DigiCert Inc, C=US

Thu Sep 
10 
02:00:00 
CEST 
2020

Fri Sep 
10 
14:00:00 
CEST 
2021

CN=DigiCert SHA2 Secure 
Server CA, O=DigiCert Inc, 
C=US

CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Fri Mar 
08 
13:00:00 
CET 
2013

Wed 
Mar 08 
13:00:00 
CET 
2023

Mar 19, 2021 
08:01:53.666673899 
CET

34.246.207.243 443 192.168.2.5 49819 CN=beacon.krxd.net, 
O="salesforce.com, inc.", 
L=San Francisco, 
ST=California, C=US 
CN=beacon.krxd.net, 
O="salesforce.com, inc.", 
L=San Francisco, 
ST=California, C=US 
CN=DigiCert TLS RSA 
SHA256 2020 CA1, 
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA 
SHA256 2020 CA1, 
O=DigiCert Inc, C=US 
CN=DigiCert TLS RSA 
SHA256 2020 CA1, 
O=DigiCert Inc, C=US 
CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Wed 
Jan 13 
01:00:00 
CET 
2021 
Wed 
Jan 13 
01:00:00 
CET 
2021 
Thu Sep 
24 
02:00:00 
CEST 
2020

Sat Jan 
08 
00:59:59 
CET 
2022 
Sat Jan 
08 
00:59:59 
CET 
2022 
Tue Sep 
24 
01:59:59 
CEST 
2030

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=beacon.krxd.net, 
O="salesforce.com, inc.", 
L=San Francisco, 
ST=California, C=US

CN=DigiCert TLS RSA 
SHA256 2020 CA1, 
O=DigiCert Inc, C=US

Wed 
Jan 13 
01:00:00 
CET 
2021

Sat Jan 
08 
00:59:59 
CET 
2022

CN=DigiCert TLS RSA 
SHA256 2020 CA1, 
O=DigiCert Inc, C=US

CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Thu Sep 
24 
02:00:00 
CEST 
2020

Tue Sep 
24 
01:59:59 
CEST 
2030

Mar 19, 2021 
08:01:53.667260885 
CET

34.246.207.243 443 192.168.2.5 49818 CN=beacon.krxd.net, 
O="salesforce.com, inc.", 
L=San Francisco, 
ST=California, C=US 
CN=beacon.krxd.net, 
O="salesforce.com, inc.", 
L=San Francisco, 
ST=California, C=US 
CN=DigiCert TLS RSA 
SHA256 2020 CA1, 
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA 
SHA256 2020 CA1, 
O=DigiCert Inc, C=US 
CN=DigiCert TLS RSA 
SHA256 2020 CA1, 
O=DigiCert Inc, C=US 
CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Wed 
Jan 13 
01:00:00 
CET 
2021 
Wed 
Jan 13 
01:00:00 
CET 
2021 
Thu Sep 
24 
02:00:00 
CEST 
2020

Sat Jan 
08 
00:59:59 
CET 
2022 
Sat Jan 
08 
00:59:59 
CET 
2022 
Tue Sep 
24 
01:59:59 
CEST 
2030

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=beacon.krxd.net, 
O="salesforce.com, inc.", 
L=San Francisco, 
ST=California, C=US

CN=DigiCert TLS RSA 
SHA256 2020 CA1, 
O=DigiCert Inc, C=US

Wed 
Jan 13 
01:00:00 
CET 
2021

Sat Jan 
08 
00:59:59 
CET 
2022

CN=DigiCert TLS RSA 
SHA256 2020 CA1, 
O=DigiCert Inc, C=US

CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Thu Sep 
24 
02:00:00 
CEST 
2020

Tue Sep 
24 
01:59:59 
CEST 
2030
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Mar 19, 2021 
08:01:53.722990036 
CET

216.58.215.226 443 192.168.2.5 49824 CN=*.g.doubleclick.net, 
O=Google LLC, L=Mountain 
View, ST=California, C=US 
CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US

CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root CA - 
R2

Tue Feb 
23 
16:36:52 
CET 
2021 
Thu Jun 
15 
02:00:42 
CEST 
2017

Tue May 
18 
17:36:51 
CEST 
2021 
Wed 
Dec 15 
01:00:42 
CET 
2021

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US

CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root CA - 
R2

Thu Jun 
15 
02:00:42 
CEST 
2017

Wed 
Dec 15 
01:00:42 
CET 
2021

Mar 19, 2021 
08:01:53.760354996 
CET

216.58.215.226 443 192.168.2.5 49825 CN=*.g.doubleclick.net, 
O=Google LLC, L=Mountain 
View, ST=California, C=US 
CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US

CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root CA - 
R2

Tue Feb 
23 
16:36:52 
CET 
2021 
Thu Jun 
15 
02:00:42 
CEST 
2017

Tue May 
18 
17:36:51 
CEST 
2021 
Wed 
Dec 15 
01:00:42 
CET 
2021

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US

CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root CA - 
R2

Thu Jun 
15 
02:00:42 
CEST 
2017

Wed 
Dec 15 
01:00:42 
CET 
2021

Mar 19, 2021 
08:01:53.966312885 
CET

13.226.169.83 443 192.168.2.5 49829 CN=s.ad.smaato.net 
CN=Amazon, OU=Server 
CA 1B, O=Amazon, C=US 
CN=Amazon Root CA 1, 
O=Amazon, C=US 
CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

CN=Amazon, OU=Server 
CA 1B, O=Amazon, 
C=US CN=Amazon Root 
CA 1, O=Amazon, C=US 
CN=Starfield Services 
Root Certificate Authority - 
G2, O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US 
OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Wed 
Mar 17 
01:00:00 
CET 
2021 
Thu Oct 
22 
02:00:00 
CEST 
2015 
Mon 
May 25 
14:00:00 
CEST 
2015 
Wed 
Sep 02 
02:00:00 
CEST 
2009

Sat Apr 
16 
01:59:59 
CEST 
2022 
Sun Oct 
19 
02:00:00 
CEST 
2025 
Thu Dec 
31 
02:00:00 
CET 
2037 
Wed 
Jun 28 
19:39:16 
CEST 
2034

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Amazon, OU=Server 
CA 1B, O=Amazon, C=US

CN=Amazon Root CA 1, 
O=Amazon, C=US

Thu Oct 
22 
02:00:00 
CEST 
2015

Sun Oct 
19 
02:00:00 
CEST 
2025

CN=Amazon Root CA 1, 
O=Amazon, C=US

CN=Starfield Services 
Root Certificate Authority - 
G2, O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US

Mon 
May 25 
14:00:00 
CEST 
2015

Thu Dec 
31 
02:00:00 
CET 
2037

CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Wed 
Sep 02 
02:00:00 
CEST 
2009

Wed 
Jun 28 
19:39:16 
CEST 
2034
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Mar 19, 2021 
08:01:53.966357946 
CET

13.226.169.83 443 192.168.2.5 49830 CN=s.ad.smaato.net 
CN=Amazon, OU=Server 
CA 1B, O=Amazon, C=US 
CN=Amazon Root CA 1, 
O=Amazon, C=US 
CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

CN=Amazon, OU=Server 
CA 1B, O=Amazon, 
C=US CN=Amazon Root 
CA 1, O=Amazon, C=US 
CN=Starfield Services 
Root Certificate Authority - 
G2, O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US 
OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Wed 
Mar 17 
01:00:00 
CET 
2021 
Thu Oct 
22 
02:00:00 
CEST 
2015 
Mon 
May 25 
14:00:00 
CEST 
2015 
Wed 
Sep 02 
02:00:00 
CEST 
2009

Sat Apr 
16 
01:59:59 
CEST 
2022 
Sun Oct 
19 
02:00:00 
CEST 
2025 
Thu Dec 
31 
02:00:00 
CET 
2037 
Wed 
Jun 28 
19:39:16 
CEST 
2034

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Amazon, OU=Server 
CA 1B, O=Amazon, C=US

CN=Amazon Root CA 1, 
O=Amazon, C=US

Thu Oct 
22 
02:00:00 
CEST 
2015

Sun Oct 
19 
02:00:00 
CEST 
2025

CN=Amazon Root CA 1, 
O=Amazon, C=US

CN=Starfield Services 
Root Certificate Authority - 
G2, O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US

Mon 
May 25 
14:00:00 
CEST 
2015

Thu Dec 
31 
02:00:00 
CET 
2037

CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Wed 
Sep 02 
02:00:00 
CEST 
2009

Wed 
Jun 28 
19:39:16 
CEST 
2034

Mar 19, 2021 
08:01:53.977298021 
CET

18.156.0.31 443 192.168.2.5 49831 CN=ups.analytics.yahoo.co
m, O=Oath Inc, 
L=Sunnyvale, 
ST=California, C=US 
CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Sat Oct 
24 
02:00:00 
CEST 
2020 
Tue Oct 
22 
14:00:00 
CEST 
2013

Wed Apr 
21 
01:59:59 
CEST 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

Mar 19, 2021 
08:01:53.978023052 
CET

18.156.0.31 443 192.168.2.5 49832 CN=ups.analytics.yahoo.co
m, O=Oath Inc, 
L=Sunnyvale, 
ST=California, C=US 
CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Sat Oct 
24 
02:00:00 
CEST 
2020 
Tue Oct 
22 
14:00:00 
CEST 
2013

Wed Apr 
21 
01:59:59 
CEST 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

Mar 19, 2021 
08:01:56.250184059 
CET

99.86.159.26 443 192.168.2.5 49835 CN=*.agkn.com 
CN=RapidSSL RSA CA 
2018, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert Global Root 
CA, OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=RapidSSL RSA CA 
2018, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Sat Jul 
25 
02:00:00 
CEST 
2020 
Mon 
Nov 06 
13:23:33 
CET 
2017 Fri 
Nov 10 
01:00:00 
CET 
2006

Sun Sep 
18 
14:00:00 
CEST 
2022 
Sat Nov 
06 
13:23:33 
CET 
2027 
Mon 
Nov 10 
01:00:00 
CET 
2031

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

9e10692f1b7f78228b2d4e
424db3a98c
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CN=RapidSSL RSA CA 
2018, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Mon 
Nov 06 
13:23:33 
CET 
2017

Sat Nov 
06 
13:23:33 
CET 
2027

CN=DigiCert Global Root 
CA, OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Fri Nov 
10 
01:00:00 
CET 
2006

Mon 
Nov 10 
01:00:00 
CET 
2031

Mar 19, 2021 
08:01:56.252799034 
CET

99.86.159.26 443 192.168.2.5 49834 CN=*.agkn.com 
CN=RapidSSL RSA CA 
2018, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert Global Root 
CA, OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=RapidSSL RSA CA 
2018, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Sat Jul 
25 
02:00:00 
CEST 
2020 
Mon 
Nov 06 
13:23:33 
CET 
2017 Fri 
Nov 10 
01:00:00 
CET 
2006

Sun Sep 
18 
14:00:00 
CEST 
2022 
Sat Nov 
06 
13:23:33 
CET 
2027 
Mon 
Nov 10 
01:00:00 
CET 
2031

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=RapidSSL RSA CA 
2018, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Mon 
Nov 06 
13:23:33 
CET 
2017

Sat Nov 
06 
13:23:33 
CET 
2027

CN=DigiCert Global Root 
CA, OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Fri Nov 
10 
01:00:00 
CET 
2006

Mon 
Nov 10 
01:00:00 
CET 
2031

Mar 19, 2021 
08:01:56.485032082 
CET

3.126.239.96 443 192.168.2.5 49837 CN=*.agkn.com 
CN=RapidSSL RSA CA 
2018, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert Global Root 
CA, OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=RapidSSL RSA CA 
2018, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Sat Jul 
25 
02:00:00 
CEST 
2020 
Mon 
Nov 06 
13:23:33 
CET 
2017 Fri 
Nov 10 
01:00:00 
CET 
2006

Sun Sep 
18 
14:00:00 
CEST 
2022 
Sat Nov 
06 
13:23:33 
CET 
2027 
Mon 
Nov 10 
01:00:00 
CET 
2031

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=RapidSSL RSA CA 
2018, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Mon 
Nov 06 
13:23:33 
CET 
2017

Sat Nov 
06 
13:23:33 
CET 
2027

CN=DigiCert Global Root 
CA, OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Fri Nov 
10 
01:00:00 
CET 
2006

Mon 
Nov 10 
01:00:00 
CET 
2031

Mar 19, 2021 
08:01:56.485157013 
CET

3.126.239.96 443 192.168.2.5 49836 CN=*.agkn.com 
CN=RapidSSL RSA CA 
2018, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert Global Root 
CA, OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=RapidSSL RSA CA 
2018, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Sat Jul 
25 
02:00:00 
CEST 
2020 
Mon 
Nov 06 
13:23:33 
CET 
2017 Fri 
Nov 10 
01:00:00 
CET 
2006

Sun Sep 
18 
14:00:00 
CEST 
2022 
Sat Nov 
06 
13:23:33 
CET 
2027 
Mon 
Nov 10 
01:00:00 
CET 
2031

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=RapidSSL RSA CA 
2018, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Mon 
Nov 06 
13:23:33 
CET 
2017

Sat Nov 
06 
13:23:33 
CET 
2027
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CN=DigiCert Global Root 
CA, OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Fri Nov 
10 
01:00:00 
CET 
2006

Mon 
Nov 10 
01:00:00 
CET 
2031

Mar 19, 2021 
08:02:17.387079000 
CET

34.234.127.242 443 192.168.2.5 49852 CN=beacon.krxd.net, 
O="salesforce.com, inc.", 
L=San Francisco, 
ST=California, C=US 
CN=beacon.krxd.net, 
O="salesforce.com, inc.", 
L=San Francisco, 
ST=California, C=US 
CN=DigiCert TLS RSA 
SHA256 2020 CA1, 
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA 
SHA256 2020 CA1, 
O=DigiCert Inc, C=US 
CN=DigiCert TLS RSA 
SHA256 2020 CA1, 
O=DigiCert Inc, C=US 
CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Wed 
Jan 13 
01:00:00 
CET 
2021 
Wed 
Jan 13 
01:00:00 
CET 
2021 
Thu Sep 
24 
02:00:00 
CEST 
2020

Sat Jan 
08 
00:59:59 
CET 
2022 
Sat Jan 
08 
00:59:59 
CET 
2022 
Tue Sep 
24 
01:59:59 
CEST 
2030

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=beacon.krxd.net, 
O="salesforce.com, inc.", 
L=San Francisco, 
ST=California, C=US

CN=DigiCert TLS RSA 
SHA256 2020 CA1, 
O=DigiCert Inc, C=US

Wed 
Jan 13 
01:00:00 
CET 
2021

Sat Jan 
08 
00:59:59 
CET 
2022

CN=DigiCert TLS RSA 
SHA256 2020 CA1, 
O=DigiCert Inc, C=US

CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Thu Sep 
24 
02:00:00 
CEST 
2020

Tue Sep 
24 
01:59:59 
CEST 
2030

Mar 19, 2021 
08:02:17.388649940 
CET

34.234.127.242 443 192.168.2.5 49853 CN=beacon.krxd.net, 
O="salesforce.com, inc.", 
L=San Francisco, 
ST=California, C=US 
CN=beacon.krxd.net, 
O="salesforce.com, inc.", 
L=San Francisco, 
ST=California, C=US 
CN=DigiCert TLS RSA 
SHA256 2020 CA1, 
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA 
SHA256 2020 CA1, 
O=DigiCert Inc, C=US 
CN=DigiCert TLS RSA 
SHA256 2020 CA1, 
O=DigiCert Inc, C=US 
CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Wed 
Jan 13 
01:00:00 
CET 
2021 
Wed 
Jan 13 
01:00:00 
CET 
2021 
Thu Sep 
24 
02:00:00 
CEST 
2020

Sat Jan 
08 
00:59:59 
CET 
2022 
Sat Jan 
08 
00:59:59 
CET 
2022 
Tue Sep 
24 
01:59:59 
CEST 
2030

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=beacon.krxd.net, 
O="salesforce.com, inc.", 
L=San Francisco, 
ST=California, C=US

CN=DigiCert TLS RSA 
SHA256 2020 CA1, 
O=DigiCert Inc, C=US

Wed 
Jan 13 
01:00:00 
CET 
2021

Sat Jan 
08 
00:59:59 
CET 
2022

CN=DigiCert TLS RSA 
SHA256 2020 CA1, 
O=DigiCert Inc, C=US

CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Thu Sep 
24 
02:00:00 
CEST 
2020

Tue Sep 
24 
01:59:59 
CEST 
2030

Mar 19, 2021 
08:02:43.060775042 
CET

52.28.203.152 443 192.168.2.5 49883 CN=web.ssp.yahoo.com, 
O=Oath Inc, L=Sunnyvale, 
ST=California, C=US 
CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Thu Mar 
18 
01:00:00 
CET 
2021 
Tue Oct 
22 
14:00:00 
CEST 
2013

Thu Sep 
09 
01:59:59 
CEST 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

Mar 19, 2021 
08:02:43.060898066 
CET

52.28.203.152 443 192.168.2.5 49884 CN=web.ssp.yahoo.com, 
O=Oath Inc, L=Sunnyvale, 
ST=California, C=US 
CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Thu Mar 
18 
01:00:00 
CET 
2021 
Tue Oct 
22 
14:00:00 
CEST 
2013

Thu Sep 
09 
01:59:59 
CEST 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

9e10692f1b7f78228b2d4e
424db3a98c
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CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

Mar 19, 2021 
08:02:43.061330080 
CET

52.28.203.152 443 192.168.2.5 49885 CN=web.ssp.yahoo.com, 
O=Oath Inc, L=Sunnyvale, 
ST=California, C=US 
CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Thu Mar 
18 
01:00:00 
CET 
2021 
Tue Oct 
22 
14:00:00 
CEST 
2013

Thu Sep 
09 
01:59:59 
CEST 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

Mar 19, 2021 
08:02:58.528105974 
CET

52.28.203.152 443 192.168.2.5 49896 CN=web.ssp.yahoo.com, 
O=Oath Inc, L=Sunnyvale, 
ST=California, C=US 
CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Thu Mar 
18 
01:00:00 
CET 
2021 
Tue Oct 
22 
14:00:00 
CEST 
2013

Thu Sep 
09 
01:59:59 
CEST 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

Mar 19, 2021 
08:02:58.528714895 
CET

52.28.203.152 443 192.168.2.5 49897 CN=web.ssp.yahoo.com, 
O=Oath Inc, L=Sunnyvale, 
ST=California, C=US 
CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Thu Mar 
18 
01:00:00 
CET 
2021 
Tue Oct 
22 
14:00:00 
CEST 
2013

Thu Sep 
09 
01:59:59 
CEST 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

Mar 19, 2021 
08:02:58.530179024 
CET

52.28.203.152 443 192.168.2.5 49899 CN=web.ssp.yahoo.com, 
O=Oath Inc, L=Sunnyvale, 
ST=California, C=US 
CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Thu Mar 
18 
01:00:00 
CET 
2021 
Tue Oct 
22 
14:00:00 
CEST 
2013

Thu Sep 
09 
01:59:59 
CEST 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

Mar 19, 2021 
08:02:58.530232906 
CET

52.28.203.152 443 192.168.2.5 49898 CN=web.ssp.yahoo.com, 
O=Oath Inc, L=Sunnyvale, 
ST=California, C=US 
CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Thu Mar 
18 
01:00:00 
CET 
2021 
Tue Oct 
22 
14:00:00 
CEST 
2013

Thu Sep 
09 
01:59:59 
CEST 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028
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Mar 19, 2021 
08:02:58.532289028 
CET

52.28.203.152 443 192.168.2.5 49900 CN=web.ssp.yahoo.com, 
O=Oath Inc, L=Sunnyvale, 
ST=California, C=US 
CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Thu Mar 
18 
01:00:00 
CET 
2021 
Tue Oct 
22 
14:00:00 
CEST 
2013

Thu Sep 
09 
01:59:59 
CEST 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

Mar 19, 2021 
08:02:58.538852930 
CET

52.28.203.152 443 192.168.2.5 49901 CN=web.ssp.yahoo.com, 
O=Oath Inc, L=Sunnyvale, 
ST=California, C=US 
CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Thu Mar 
18 
01:00:00 
CET 
2021 
Tue Oct 
22 
14:00:00 
CEST 
2013

Thu Sep 
09 
01:59:59 
CEST 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

Mar 19, 2021 
08:02:59.418442011 
CET

13.226.169.41 443 192.168.2.5 49904 CN=*.agkn.com 
CN=RapidSSL RSA CA 
2018, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert Global Root 
CA, OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=RapidSSL RSA CA 
2018, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Sat Jul 
25 
02:00:00 
CEST 
2020 
Mon 
Nov 06 
13:23:33 
CET 
2017 Fri 
Nov 10 
01:00:00 
CET 
2006

Sun Sep 
18 
14:00:00 
CEST 
2022 
Sat Nov 
06 
13:23:33 
CET 
2027 
Mon 
Nov 10 
01:00:00 
CET 
2031

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=RapidSSL RSA CA 
2018, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Mon 
Nov 06 
13:23:33 
CET 
2017

Sat Nov 
06 
13:23:33 
CET 
2027

CN=DigiCert Global Root 
CA, OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Fri Nov 
10 
01:00:00 
CET 
2006

Mon 
Nov 10 
01:00:00 
CET 
2031

Mar 19, 2021 
08:02:59.450896025 
CET

13.226.169.41 443 192.168.2.5 49905 CN=*.agkn.com 
CN=RapidSSL RSA CA 
2018, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert Global Root 
CA, OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=RapidSSL RSA CA 
2018, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Sat Jul 
25 
02:00:00 
CEST 
2020 
Mon 
Nov 06 
13:23:33 
CET 
2017 Fri 
Nov 10 
01:00:00 
CET 
2006

Sun Sep 
18 
14:00:00 
CEST 
2022 
Sat Nov 
06 
13:23:33 
CET 
2027 
Mon 
Nov 10 
01:00:00 
CET 
2031

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=RapidSSL RSA CA 
2018, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Mon 
Nov 06 
13:23:33 
CET 
2017

Sat Nov 
06 
13:23:33 
CET 
2027

CN=DigiCert Global Root 
CA, OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Fri Nov 
10 
01:00:00 
CET 
2006

Mon 
Nov 10 
01:00:00 
CET 
2031

Timestamp Source IP
Source
Port Dest IP

Dest
Port Subject Issuer

Not
Before

Not
After

JA3 SSL
Client
Fingerprint JA3 SSL Client Digest
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Mar 19, 2021 
08:03:01.970024109 
CET

192.229.233.25 443 192.168.2.5 49907 CN=*.twimg.com, 
O="Twitter, Inc.", L=San 
Francisco, ST=California, 
C=US CN=DigiCert TLS 
RSA SHA256 2020 CA1, 
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA 
SHA256 2020 CA1, 
O=DigiCert Inc, C=US 
CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Thu Nov 
05 
01:00:00 
CET 
2020 
Thu Sep 
24 
02:00:00 
CEST 
2020

Wed 
Nov 10 
00:59:59 
CET 
2021 
Tue Sep 
24 
01:59:59 
CEST 
2030

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert TLS RSA 
SHA256 2020 CA1, 
O=DigiCert Inc, C=US

CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Thu Sep 
24 
02:00:00 
CEST 
2020

Tue Sep 
24 
01:59:59 
CEST 
2030

Mar 19, 2021 
08:03:01.970134020 
CET

192.229.233.25 443 192.168.2.5 49906 CN=*.twimg.com, 
O="Twitter, Inc.", L=San 
Francisco, ST=California, 
C=US CN=DigiCert TLS 
RSA SHA256 2020 CA1, 
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA 
SHA256 2020 CA1, 
O=DigiCert Inc, C=US 
CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Thu Nov 
05 
01:00:00 
CET 
2020 
Thu Sep 
24 
02:00:00 
CEST 
2020

Wed 
Nov 10 
00:59:59 
CET 
2021 
Tue Sep 
24 
01:59:59 
CEST 
2030

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert TLS RSA 
SHA256 2020 CA1, 
O=DigiCert Inc, C=US

CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Thu Sep 
24 
02:00:00 
CEST 
2020

Tue Sep 
24 
01:59:59 
CEST 
2030

Mar 19, 2021 
08:03:03.833749056 
CET

151.101.1.194 443 192.168.2.5 49914 CN=*.freetls.global.fastly.ne
t, O="Fastly, Inc.", L=San 
Francisco, ST=California, 
C=US CN=GlobalSign 
CloudSSL CA - SHA256 - 
G3, O=GlobalSign nv-sa, 
C=BE

CN=GlobalSign CloudSSL 
CA - SHA256 - G3, 
O=GlobalSign nv-sa, 
C=BE CN=GlobalSign 
Root CA, OU=Root CA, 
O=GlobalSign nv-sa, 
C=BE

Tue Apr 
21 
20:42:42 
CEST 
2020 
Wed 
Aug 19 
02:00:00 
CEST 
2015

Thu Apr 
22 
20:42:42 
CEST 
2021 
Tue Aug 
19 
02:00:00 
CEST 
2025

771,49196-
49195-49200-
49199-159-
158-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

3faf2df7ab96c36419c317
25cb1fa7d6

CN=GlobalSign CloudSSL 
CA - SHA256 - G3, 
O=GlobalSign nv-sa, C=BE

CN=GlobalSign Root CA, 
OU=Root CA, 
O=GlobalSign nv-sa, 
C=BE

Wed 
Aug 19 
02:00:00 
CEST 
2015

Tue Aug 
19 
02:00:00 
CEST 
2025

Mar 19, 2021 
08:03:03.833857059 
CET

151.101.1.194 443 192.168.2.5 49915 CN=*.freetls.global.fastly.ne
t, O="Fastly, Inc.", L=San 
Francisco, ST=California, 
C=US CN=GlobalSign 
CloudSSL CA - SHA256 - 
G3, O=GlobalSign nv-sa, 
C=BE

CN=GlobalSign CloudSSL 
CA - SHA256 - G3, 
O=GlobalSign nv-sa, 
C=BE CN=GlobalSign 
Root CA, OU=Root CA, 
O=GlobalSign nv-sa, 
C=BE

Tue Apr 
21 
20:42:42 
CEST 
2020 
Wed 
Aug 19 
02:00:00 
CEST 
2015

Thu Apr 
22 
20:42:42 
CEST 
2021 
Tue Aug 
19 
02:00:00 
CEST 
2025

771,49196-
49195-49200-
49199-159-
158-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

3faf2df7ab96c36419c317
25cb1fa7d6

CN=GlobalSign CloudSSL 
CA - SHA256 - G3, 
O=GlobalSign nv-sa, C=BE

CN=GlobalSign Root CA, 
OU=Root CA, 
O=GlobalSign nv-sa, 
C=BE

Wed 
Aug 19 
02:00:00 
CEST 
2015

Tue Aug 
19 
02:00:00 
CEST 
2025

Mar 19, 2021 
08:03:06.054610968 
CET

142.250.185.194 443 192.168.2.5 49928 CN=*.g.doubleclick.net, 
O=Google LLC, L=Mountain 
View, ST=California, C=US 
CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US

CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root CA - 
R2

Tue Feb 
23 
16:36:52 
CET 
2021 
Thu Jun 
15 
02:00:42 
CEST 
2017

Tue May 
18 
17:36:51 
CEST 
2021 
Wed 
Dec 15 
01:00:42 
CET 
2021

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US

CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root CA - 
R2

Thu Jun 
15 
02:00:42 
CEST 
2017

Wed 
Dec 15 
01:00:42 
CET 
2021

Timestamp Source IP
Source
Port Dest IP

Dest
Port Subject Issuer

Not
Before

Not
After

JA3 SSL
Client
Fingerprint JA3 SSL Client Digest
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Code Manipulations

Statistics

Behavior

• iexplore.exe

• iexplore.exe

Click to jump to process

System Behavior

Mar 19, 2021 
08:03:06.054729939 
CET

142.250.185.194 443 192.168.2.5 49927 CN=*.g.doubleclick.net, 
O=Google LLC, L=Mountain 
View, ST=California, C=US 
CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US

CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root CA - 
R2

Tue Feb 
23 
16:36:52 
CET 
2021 
Thu Jun 
15 
02:00:42 
CEST 
2017

Tue May 
18 
17:36:51 
CEST 
2021 
Wed 
Dec 15 
01:00:42 
CET 
2021

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US

CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root CA - 
R2

Thu Jun 
15 
02:00:42 
CEST 
2017

Wed 
Dec 15 
01:00:42 
CET 
2021

Timestamp Source IP
Source
Port Dest IP

Dest
Port Subject Issuer

Not
Before

Not
After

JA3 SSL
Client
Fingerprint JA3 SSL Client Digest

Start time: 08:01:45

Start date: 19/03/2021

Path: C:\Program Files\internet explorer\iexplore.exe

Wow64 process (32bit): false

Commandline: 'C:\Program Files\Internet Explorer\iexplore.exe' -Embedding

Imagebase: 0x7ff71d4d0000

File size: 823560 bytes

MD5 hash: 6465CB92B25A7BC1DF8E01D8AC5E7596

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Analysis Process: iexplore.exe PID: 2968 Parent PID: 792Analysis Process: iexplore.exe PID: 2968 Parent PID: 792

General
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Disassembly

File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Reputation: low

File Path Access Attributes Options Completion Count
Source
Address Symbol

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

File Path Offset Length Completion Count
Source
Address Symbol

Key Path Completion Count
Source
Address Symbol

Key Path Name Type Data Completion Count
Source
Address Symbol

Key Path Name Type Old Data New Data Completion Count
Source
Address Symbol

File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Start time: 08:01:46

Start date: 19/03/2021

Path: C:\Program Files (x86)\Internet Explorer\iexplore.exe

Wow64 process (32bit): true

Commandline: 'C:\Program Files (x86)\Internet Explorer\IEXPLORE.EXE' SCODEF:2968 CREDAT:17410 
/prefetch:2

Imagebase: 0x130000

File size: 822536 bytes

MD5 hash: 071277CC2E3DF41EEEA8013E2AB58D5A

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: low

File Path Access Attributes Options Completion Count
Source
Address Symbol

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

File Path Offset Length Completion Count
Source
Address Symbol

Key Path Completion Count
Source
Address Symbol

Key Path Name Type Data Completion Count
Source
Address Symbol

Key Path Name Type Old Data New Data Completion Count
Source
Address Symbol

Analysis Process: iexplore.exe PID: 5140 Parent PID: 2968Analysis Process: iexplore.exe PID: 5140 Parent PID: 2968

General
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