
ID: 372003
Sample Name:
MsmDownloadTool.exe
Cookbook: default.jbs
Time: 14:05:00
Date: 19/03/2021
Version: 31.0.0 Emerald
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Analysis Report MsmDownloadTool.exe

Overview

General Information

Sample 
Name:

MsmDownloadTool.exe

Analysis ID: 372003

MD5: f28d367441f9be4…

SHA1: 9ead27d527a56e…

SHA256: 8481ed928bb5a8…

Infos:

Most interesting Screenshot:

Detection

Score: 72

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Detected VMProtect packer

Detected VMProtect packer

Detected VMProtect packer

Detected VMProtect packer

Detected VMProtect packer

Detected VMProtect packer

Detected VMProtect packerDetected VMProtect packer

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for sampMachine Learning detection for samp……

Overwrites code with unconditional j

Overwrites code with unconditional j

Overwrites code with unconditional j

Overwrites code with unconditional j

Overwrites code with unconditional j

Overwrites code with unconditional j

Overwrites code with unconditional jOverwrites code with unconditional j……

Queries sensitive BIOS Information 

Queries sensitive BIOS Information 

Queries sensitive BIOS Information 

Queries sensitive BIOS Information 

Queries sensitive BIOS Information 

Queries sensitive BIOS Information 

Queries sensitive BIOS Information Queries sensitive BIOS Information ……

Queries sensitive disk information (v

Queries sensitive disk information (v

Queries sensitive disk information (v

Queries sensitive disk information (v

Queries sensitive disk information (v

Queries sensitive disk information (v

Queries sensitive disk information (vQueries sensitive disk information (v……

Tries to detect debuggers by setting

Tries to detect debuggers by setting

Tries to detect debuggers by setting

Tries to detect debuggers by setting

Tries to detect debuggers by setting

Tries to detect debuggers by setting

Tries to detect debuggers by settingTries to detect debuggers by setting……

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and otherTries to detect sandboxes and other……

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization throughTries to detect virtualization through……

Checks for kernel debuggers (NtQue

Checks for kernel debuggers (NtQue

Checks for kernel debuggers (NtQue

Checks for kernel debuggers (NtQue

Checks for kernel debuggers (NtQue

Checks for kernel debuggers (NtQue

Checks for kernel debuggers (NtQueChecks for kernel debuggers (NtQue……

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is beinChecks if the current process is bein……

Creates or modifies windows services

Creates or modifies windows services

Creates or modifies windows services

Creates or modifies windows services

Creates or modifies windows services

Creates or modifies windows services

Creates or modifies windows servicesCreates or modifies windows services

Drops PE files

Drops PE files

Drops PE files

Drops PE files

Drops PE files

Drops PE files

Drops PE filesDrops PE files

Entry point lies outside standard sec

Entry point lies outside standard sec

Entry point lies outside standard sec

Entry point lies outside standard sec

Entry point lies outside standard sec

Entry point lies outside standard sec

Entry point lies outside standard secEntry point lies outside standard sec……

Found dropped PE file which has no

Found dropped PE file which has no

Found dropped PE file which has no

Found dropped PE file which has no

Found dropped PE file which has no

Found dropped PE file which has no

Found dropped PE file which has noFound dropped PE file which has no……

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valuMonitors certain registry keys / valu……

PE file contains an invalid checksum

PE file contains an invalid checksum

PE file contains an invalid checksum

PE file contains an invalid checksum

PE file contains an invalid checksum

PE file contains an invalid checksum

PE file contains an invalid checksumPE file contains an invalid checksum

PE file contains sections with non-s

PE file contains sections with non-s

PE file contains sections with non-s

PE file contains sections with non-s

PE file contains sections with non-s

PE file contains sections with non-s

PE file contains sections with non-sPE file contains sections with non-s……

PE file contains strange resources

PE file contains strange resources

PE file contains strange resources

PE file contains strange resources

PE file contains strange resources

PE file contains strange resources

PE file contains strange resourcesPE file contains strange resources

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (namQueries the volume information (nam……

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original Sample file is different than original ……

Tries to load missing DLLs

Tries to load missing DLLs

Tries to load missing DLLs

Tries to load missing DLLs

Tries to load missing DLLs

Tries to load missing DLLs

Tries to load missing DLLsTries to load missing DLLs

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE filesUses 32bit PE files

Classification

Malware Configuration

Yara Overview

Sigma Overview

No Sigma rule has matched

Signature Overview

• AV Detection

• Cryptography

• Compliance

• Networking

• System Summary

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

MsmDownloadTool.exe (PID: 2548 cmdline: 'C:\Users\user\Desktop\MsmDownloadTool.exe'  MD5: F28D367441F9BE4F71FD41DAEA3C7AE2)

cleanup

No configs have been found

No yara matches

Startup
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• Data Obfuscation

• Persistence and Installation Behavior

• Boot Survival

• Hooking and other Techniques for Hiding and Protection

• Malware Analysis System Evasion

• Anti Debugging

• HIPS / PFW / Operating System Protection Evasion

• Language, Device and Operating System Detection

Click to jump to signature section

AV Detection:

Machine Learning detection for sample

System Summary:

Detected VMProtect packer

Hooking and other Techniques for Hiding and Protection:

Overwrites code with unconditional jumps - possibly settings hooks in foreign process

Malware Analysis System Evasion:

Queries sensitive BIOS Information (via WMI, Win32_Bios & Win32_BaseBoard, often done to detect virtual machines)

Queries sensitive disk information (via WMI, Win32_DiskDrive, often done to detect virtual machines)

Tries to detect debuggers by setting the trap flag for special instructions

Tries to detect sandboxes and other dynamic analysis tools (process name or module or function)

Tries to detect virtualization through RDTSC time measurements

Mitre Att&ck Matrix

Initial
Access Execution Persistence

Privilege
Escalation Defense Evasion

Credential
Access Discovery

Lateral
Movement Collection Exfiltration

Command
and Control

Network
Effects

Valid
Accounts

Windows
Management
Instrumentation 2

Windows
Service 1

Windows
Service 1

Virtualization/Sandbox
Evasion 1 2

Credential
API
Hooking 1

Query Registry 1 Remote
Services

Credential
API
Hooking 1

Exfiltration
Over Other
Network
Medium

Data
Obfuscation

Eavesdrop on
Insecure
Network
Communication

Default
Accounts

Scheduled
Task/Job

DLL Side-
Loading 1

Process
Injection 1

Process Injection 1 LSASS
Memory

Security Software
Discovery 4 2 1

Remote
Desktop
Protocol

Archive
Collected
Data 1

Exfiltration
Over
Bluetooth

Junk Data Exploit SS7 to
Redirect Phone
Calls/SMS

Domain
Accounts

At (Linux) Logon Script
(Windows)

DLL Side-
Loading 1

DLL Side-Loading 1 Security
Account
Manager

Virtualization/Sandbox
Evasion 1 2

SMB/Windows
Admin Shares

Data from
Network
Shared
Drive

Automated
Exfiltration

Steganography Exploit SS7 to
Track Device
Location

Local
Accounts

At (Windows) Logon Script
(Mac)

Logon
Script
(Mac)

Binary Padding NTDS Process Discovery 2 Distributed
Component
Object Model

Input
Capture

Scheduled
Transfer

Protocol
Impersonation

SIM Card
Swap

Cloud
Accounts

Cron Network
Logon Script

Network
Logon
Script

Software Packing LSA
Secrets

File and Directory
Discovery 2

SSH Keylogging Data
Transfer
Size Limits

Fallback
Channels

Manipulate
Device
Communication
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Replication
Through
Removable
Media

Launchd Rc.common Rc.common Steganography Cached
Domain
Credentials

System Information
Discovery 4 1 2

VNC GUI Input
Capture

Exfiltration
Over C2
Channel

Multiband
Communication

Jamming or
Denial of
Service

Initial
Access Execution Persistence

Privilege
Escalation Defense Evasion

Credential
Access Discovery

Lateral
Movement Collection Exfiltration

Command
and Control

Network
Effects

Behavior Graph
ID: 372003

Sample: MsmDownloadTool.exe

Startdate: 19/03/2021

Architecture: WINDOWS

Score: 72

Detected VMProtect packer Machine Learning detection
for sample

Tries to detect sandboxes
and other dynamic analysis

tools (process name
or module or function)

MsmDownloadTool.exe

1 18

        started       

C:\temp\...\DRAM_Screen_Tool_v2.0.exe, PE32

dropped

C:\temp\MsmDownloadTool\AdbWinUsbApi.dll, PE32

dropped

C:\temp\MsmDownloadTool\AdbWinApi.dll, PE32

dropped

3 other files (none is malicious)

dropped

Overwrites code with
unconditional jumps
- possibly settings

hooks in foreign process

Queries sensitive disk
information (via WMI,

Win32_DiskDrive, often
done to detect virtual

machines)

Queries sensitive BIOS
Information (via WMI,

Win32_Bios & Win32_BaseBoard,
often done to detect

virtual machines)

2 other signatures

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Behavior Graph

Screenshots
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Source Detection Scanner Label Link

MsmDownloadTool.exe 3% Metadefender Browse

MsmDownloadTool.exe 100% Joe Sandbox ML

Source Detection Scanner Label Link

C:\temp\MsmDownloadTool\7z.dll 3% Metadefender Browse

C:\temp\MsmDownloadTool\7z.dll 0% ReversingLabs

C:\temp\MsmDownloadTool\7z.exe 0% Metadefender Browse

C:\temp\MsmDownloadTool\7z.exe 0% ReversingLabs

C:\temp\MsmDownloadTool\Adb.exe 0% Metadefender Browse

C:\temp\MsmDownloadTool\Adb.exe 0% ReversingLabs

C:\temp\MsmDownloadTool\AdbWinApi.dll 3% Metadefender Browse

C:\temp\MsmDownloadTool\AdbWinApi.dll 0% ReversingLabs

C:\temp\MsmDownloadTool\AdbWinUsbApi.dll 0% Metadefender Browse

C:\temp\MsmDownloadTool\AdbWinUsbApi.dll 0% ReversingLabs

C:\temp\MsmDownloadTool\DRAM_Screen_Tool_v2.0.exe 0% Metadefender Browse

C:\temp\MsmDownloadTool\DRAM_Screen_Tool_v2.0.exe 3% ReversingLabs

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files

Copyright Joe Security LLC 2021 Page 7 of 29
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No Antivirus matches

No Antivirus matches

Source Detection Scanner Label Link

172.24.141.91 0% Avira URL Cloud safe

web.scm.adc.com:9080/api/login/Root 0% Avira URL Cloud safe

https://api.myoas.com/oppo/ocsm/external/ocsm_download_tool_sign 0% Avira URL Cloud safe

https://api.myoas.com/oppo/ocsm/external/ocsm_tools_user_pwd_modify 0% Avira URL Cloud safe

web.scm.adc.com:9080/api/login/ 0% Avira URL Cloud safe

web.scm.adc.com:9080/api/update_sign_info/ 0% Avira URL Cloud safe

https://api.myoas.com/oppo/ocsm/external/ocsm_tools_user_pwd_modifydownload_modedevaftersalere
gion

0% Avira URL Cloud safe

mestest.adc.com 0% Avira URL Cloud safe

https://api.myoas.com/oppo/ocsm/external/authcode_sendservice-sg.myoppo.comGet 0% Avira URL Cloud safe

web.scm.adc.com:9080/api/sign/ 0% Avira URL Cloud safe

172.24.100.82 0% Avira URL Cloud safe

asy1.adc.com/asymes 0% Avira URL Cloud safe

172.16.255.222/asymes 0% Avira URL Cloud safe

172.24.192.75 0% Avira URL Cloud safe

smt2.adc.com 0% Avira URL Cloud safe

smt1.adc.com 0% Avira URL Cloud safe

pki-ocsp.symauth.com0 0% Avira URL Cloud safe

172.24.192.72 0% Avira URL Cloud safe

172.24.123.37 0% Avira URL Cloud safe

https://api.myoas.com/oppo/ocsm/external/ocsm_tool_login_new 0% Avira URL Cloud safe

asy1.adc.comhttp://asy2.adc.comhttp://asy3.adc.comhttp://172.24.100.82http://172.24.141.91htt 0% Avira URL Cloud safe

asy1.adc.com 0% Avira URL Cloud safe

https://api.myoas.com/oppo/ocsm/external/authcode_send 0% Avira URL Cloud safe

asy2.adc.com 0% Avira URL Cloud safe

asy3.adc.com 0% Avira URL Cloud safe

asy1.adc.com/asymesserver_customsmt 0% Avira URL Cloud safe

No contacted domains info

Name Source Malicious Antivirus Detection Reputation

172.24.141.91 MsmDownloadTool.exe, 00000000.
00000002.515694302.00000000010
92000.00000004.00020000.sdmp

false Avira URL Cloud: safe unknown

web.scm.adc.com:9080/api/login/Root MsmDownloadTool.exe, 00000000.
00000002.515554697.0000000000F
FF000.00000002.00020000.sdmp

false Avira URL Cloud: safe unknown

https://api.myoas.com/oppo/ocsm/external/ocsm_download_to
ol_sign

MsmDownloadTool.exe, 00000000.
00000002.515554697.0000000000F
FF000.00000002.00020000.sdmp

false Avira URL Cloud: safe unknown

https://api.myoas.com/oppo/ocsm/external/ocsm_tools_user_p
wd_modify

MsmDownloadTool.exe, 00000000.
00000002.515554697.0000000000F
FF000.00000002.00020000.sdmp

false Avira URL Cloud: safe unknown

web.scm.adc.com:9080/api/login/ MsmDownloadTool.exe, 00000000.
00000002.515554697.0000000000F
FF000.00000002.00020000.sdmp

false Avira URL Cloud: safe unknown

web.scm.adc.com:9080/api/update_sign_info/ MsmDownloadTool.exe, 00000000.
00000002.515554697.0000000000F
FF000.00000002.00020000.sdmp

false Avira URL Cloud: safe unknown

Domains

URLs

Domains and IPs

Contacted Domains

URLs from Memory and Binaries

Copyright Joe Security LLC 2021 Page 8 of 29



https://api.myoas.com/oppo/ocsm/external/ocsm_tools_user_p
wd_modifydownload_modedevaftersaleregion

MsmDownloadTool.exe, 00000000.
00000002.515554697.0000000000F
FF000.00000002.00020000.sdmp

false Avira URL Cloud: safe unknown

mestest.adc.com MsmDownloadTool.exe, 00000000.
00000002.515694302.00000000010
92000.00000004.00020000.sdmp

false Avira URL Cloud: safe unknown

https://api.myoas.com/oppo/ocsm/external/authcode_sendserv
ice-sg.myoppo.comGet

MsmDownloadTool.exe, 00000000.
00000002.515554697.0000000000F
FF000.00000002.00020000.sdmp

false Avira URL Cloud: safe unknown

web.scm.adc.com:9080/api/sign/ MsmDownloadTool.exe, 00000000.
00000002.515554697.0000000000F
FF000.00000002.00020000.sdmp

false Avira URL Cloud: safe unknown

pki-
crl.symauth.com/offlineca/TheInstituteofElectricalandElectronic
sEngineersIncIEEERootCA.cr

MsmDownloadTool.exe false high

172.24.100.82 MsmDownloadTool.exe, 00000000.
00000002.515694302.00000000010
92000.00000004.00020000.sdmp

false Avira URL Cloud: safe unknown

asy1.adc.com/asymes MsmDownloadTool.exe, 00000000.
00000002.515554697.0000000000F
FF000.00000002.00020000.sdmp

false Avira URL Cloud: safe unknown

pki-
crl.symauth.com/ca_219679623e6b4fa507d638cbeba72ecb/L
atestCRL.crl07

MsmDownloadTool.exe false high

www.openssl.org/support/faq.html MsmDownloadTool.exe, 00000000.
00000002.515554697.0000000000F
FF000.00000002.00020000.sdmp, 
Adb.exe.0.dr

false high

172.16.255.222/asymes MsmDownloadTool.exe, 00000000.
00000002.515554697.0000000000F
FF000.00000002.00020000.sdmp

false Avira URL Cloud: safe unknown

172.24.192.75 MsmDownloadTool.exe, 00000000.
00000002.515694302.00000000010
92000.00000004.00020000.sdmp

false Avira URL Cloud: safe unknown

smt2.adc.com MsmDownloadTool.exe, 00000000.
00000002.515694302.00000000010
92000.00000004.00020000.sdmp

false Avira URL Cloud: safe unknown

www.openssl.org/support/faq.htmlRAND Adb.exe.0.dr false high

smt1.adc.com MsmDownloadTool.exe, 00000000.
00000002.515694302.00000000010
92000.00000004.00020000.sdmp

false Avira URL Cloud: safe unknown

pki-ocsp.symauth.com0 MsmDownloadTool.exe false Avira URL Cloud: safe unknown

www.openssl.org/support/faq.html.................... MsmDownloadTool.exe, 00000000.
00000002.515554697.0000000000F
FF000.00000002.00020000.sdmp

false high

172.24.192.72 MsmDownloadTool.exe, 00000000.
00000002.515694302.00000000010
92000.00000004.00020000.sdmp

false Avira URL Cloud: safe unknown

172.24.123.37 MsmDownloadTool.exe, 00000000.
00000002.515694302.00000000010
92000.00000004.00020000.sdmp

false Avira URL Cloud: safe unknown

https://api.myoas.com/oppo/ocsm/external/ocsm_tool_login_n
ew

MsmDownloadTool.exe, 00000000.
00000002.515554697.0000000000F
FF000.00000002.00020000.sdmp

false Avira URL Cloud: safe unknown

asy1.adc.comhttp://asy2.adc.comhttp://asy3.adc.comhttp://172
.24.100.82http://172.24.141.91htt

MsmDownloadTool.exe, 00000000.
00000002.515694302.00000000010
92000.00000004.00020000.sdmp

false Avira URL Cloud: safe unknown

asy1.adc.com MsmDownloadTool.exe, 00000000.
00000002.515694302.00000000010
92000.00000004.00020000.sdmp

false Avira URL Cloud: safe unknown

https://api.myoas.com/oppo/ocsm/external/authcode_send
MsmDownloadTool.exe, 00000000.
00000002.515554697.0000000000F
FF000.00000002.00020000.sdmp

false Avira URL Cloud: safe unknown

asy2.adc.com MsmDownloadTool.exe, 00000000.
00000002.515694302.00000000010
92000.00000004.00020000.sdmp

false Avira URL Cloud: safe unknown

asy3.adc.com MsmDownloadTool.exe, 00000000.
00000002.515694302.00000000010
92000.00000004.00020000.sdmp

false Avira URL Cloud: safe unknown

asy1.adc.com/asymesserver_customsmt MsmDownloadTool.exe, 00000000.
00000002.515554697.0000000000F
FF000.00000002.00020000.sdmp

false Avira URL Cloud: safe unknown

Name Source Malicious Antivirus Detection Reputation

No contacted IP infos

Contacted IPs
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General Information

Joe Sandbox Version: 31.0.0 Emerald

Analysis ID: 372003

Start date: 19.03.2021

Start time: 14:05:00

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 5m 44s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: MsmDownloadTool.exe

Cookbook file name: default.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 
Update 211

Number of analysed new started processes analysed: 21

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal72.evad.winEXE@1/11@0/0

EGA Information: Failed

HDC Information: Failed

HCA Information: Failed

Cookbook Comments: Adjust boot time
Enable AMSI
Found application associated with file extension: 
.exe

Warnings:
Exclude process from analysis (whitelisted): 
taskhostw.exe, MpCmdRun.exe, 
BackgroundTransferHost.exe, 
backgroundTaskHost.exe, SgrmBroker.exe, 
conhost.exe, svchost.exe
Report size getting too big, too many 
NtAllocateVirtualMemory calls found.
Report size getting too big, too many 
NtOpenKeyEx calls found.
Report size getting too big, too many 
NtQueryValueKey calls found.
VT rate limit hit for:  
/opt/package/joesandbox/database/analysis/37200
3/sample/MsmDownloadTool.exe

No simulations

Show All

Simulations

Behavior and APIs

Joe Sandbox View / Context
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No context

No context

No context

No context

Match Associated Sample Name / URL SHA 256 Detection Link Context

C:\temp\MsmDownloadTool\7z.dll sampplr.exe Get hash malicious Browse

gagepack12.0_setup.msi Get hash malicious Browse

mbam-setup-1.80.2.1012.exe Get hash malicious Browse

mbam-setup-1.80.2.1012.msi Get hash malicious Browse

iNa0oXzqgX.exe Get hash malicious Browse

dl.verypdf.net/pdf2txtocrcmd.zip Get hash malicious Browse

C:\temp\MsmDownloadTool\7z.exe sampplr.exe Get hash malicious Browse

dl.verypdf.net/pdf2txtocrcmd.zip Get hash malicious Browse

C:\temp\MsmDownloadTool\AdbWinApi.
dll

SamKEY2705.exe Get hash malicious Browse

www.wacom.com/services/wacom/get-download-
url.aspx?plat=win&dver=6.3.20-2&dt=drivers&redirect=true

Get hash malicious Browse

resettool-V0422.exe Get hash malicious Browse

resettool-V0422.exe Get hash malicious Browse

C:\temp\MsmDownloadTool\7z.dll

Process: C:\Users\user\Desktop\MsmDownloadTool.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 914432

Entropy (8bit): 6.481500443477186

Encrypted: false

SSDEEP: 24576:TW+wsDaQw6DDz3qRyPnmGfrnvVUKueY8RmneWtJ:TasY6DwOBfrnvV7UeWt

MD5: 04AD4B80880B32C94BE8D0886482C774

SHA1: 344FAF61C3EB76F4A2FB6452E83ED16C9CCE73E0

SHA-256: A1E1D1F0FFF4FCCCFBDFA313F3BDFEA4D3DFE2C2D9174A615BBC39A0A6929338

SHA-512: 3E3AAF01B769471B18126E443A721C9E9A0269E9F5E48D0A10251BC1EE309855BD71EDE266CAA6828B007359B21BA562C2A5A3469078760F564FB7BD43ACABFB

Malicious: false

Antivirus: Antivirus: Metadefender, Detection: 3%, Browse
Antivirus: ReversingLabs, Detection: 0%

Joe Sandbox 
View:

Filename: sampplr.exe, Detection: malicious, Browse
Filename: gagepack12.0_setup.msi, Detection: malicious, Browse
Filename: mbam-setup-1.80.2.1012.exe, Detection: malicious, Browse
Filename: mbam-setup-1.80.2.1012.msi, Detection: malicious, Browse
Filename: iNa0oXzqgX.exe, Detection: malicious, Browse
Filename: , Detection: malicious, Browse

Reputation: moderate, very likely benign file

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$..........0;.tc;.tc;.tcT..c8.tc..zc3.tcT.~c?.tcT.pc9.tc..+c:.tc;.ucH.tc..)c<.tc
...c.tcT..c..tcT..c9.tc..rc:.tc.pc:.tcRich;.tc........................PE..L....S.L...........!.....:...................P......................................................................p.......L...d........{......................8q....
...............................................P..(............................text....8.......:.................. ..`.rdata..bR...P...T...>..............@..@.data............^..................@....sxdata......p..................
....@....rsrc....{.......|..................@..@.reloc...............n..............@..B..................................................................................................................................................................
..............................................................................

C:\temp\MsmDownloadTool\7z.exe

IPs

Domains

ASN

JA3 Fingerprints

Dropped Files

Created / dropped Files
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https://view.joesandbox.com/analysis/267911/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267911/html/none?idtype=webid
https://view.joesandbox.com/analysis/247062/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247062/html/none?idtype=webid
https://view.joesandbox.com/analysis/172143/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/172143/html/none?idtype=webid
https://view.joesandbox.com/analysis/172142/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/172142/html/none?idtype=webid
https://view.joesandbox.com/analysis/124477/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/124477/html/none?idtype=webid
https://view.joesandbox.com/analysis/74505/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/74505/html/none?idtype=webid
https://view.joesandbox.com/analysis/267911/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267911/html/none?idtype=webid
https://view.joesandbox.com/analysis/74505/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/74505/html/none?idtype=webid
https://view.joesandbox.com/analysis/167187/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/167187/html/none?idtype=webid
https://view.joesandbox.com/analysis/163766/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/163766/html/none?idtype=webid
https://view.joesandbox.com/analysis/163142/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/163142/html/none?idtype=webid
https://view.joesandbox.com/analysis/163141/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/163141/html/none?idtype=webid
https://www.metadefender.com/#!/results/file/YnpJeE1ETXhPQzFSV2pkdmIyWm1kMW9mOTJlLUpERTU/regular/analysis
https://view.joesandbox.com/analysis/267911/html/none
https://view.joesandbox.com/analysis/247062/html/none
https://view.joesandbox.com/analysis/172143/html/none
https://view.joesandbox.com/analysis/172142/html/none
https://view.joesandbox.com/analysis/124477/html/none
https://view.joesandbox.com/analysis/74505/html/none


Process: C:\Users\user\Desktop\MsmDownloadTool.exe

File Type: PE32 executable (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 163840

Entropy (8bit): 6.286113879761566

Encrypted: false

SSDEEP: 3072:6nkCMZlG+fHlDum7uVouWEHR92dZH5TTY8A7GyH367uPlDKw:6kCMndv8WiYZH5A8sGw367Y+

MD5: A51D90F2F9394F5EA0A3ACAE3BD2B219

SHA1: 20FEA1314DBED552D5FEDEE096E2050369172EE1

SHA-256: AC9674FEB8F2FAD20C1E046DE67F899419276AE79A60E8CC021A4BF472AE044F

SHA-512: C11F981136DB7D9BDE01046B1953FD924FF29447D41257DA09DD762451E27390CEA9B69E43206A8FFF825EBCD4DDEC5A6247BB502AEFBD6E8285622CAA985BF
6

Malicious: false

Antivirus: Antivirus: Metadefender, Detection: 0%, Browse
Antivirus: ReversingLabs, Detection: 0%

Joe Sandbox 
View:

Filename: sampplr.exe, Detection: malicious, Browse
Filename: , Detection: malicious, Browse

Reputation: moderate, very likely benign file

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......................................................................5............................a.....T..
...Rich............PE..L...cO.L..........................................@..........................................................................U..x.......................................................................................0..........
..................text............................... ..`.rdata...`.......b..................@..@.data....F...p...&...V..............@....rsrc................|..............@..@...............................................................
.................................................................................................................................................................................................................................................................................

C:\temp\MsmDownloadTool\7z.exe

C:\temp\MsmDownloadTool\Adb.exe

Process: C:\Users\user\Desktop\MsmDownloadTool.exe

File Type: PE32 executable (console) Intel 80386 (stripped to external PDB), for MS Windows

Category: dropped

Size (bytes): 819200

Entropy (8bit): 6.524915059804221

Encrypted: false

SSDEEP: 12288:y8uzhCv5lP1ijVl6oAu5ZZDYAJha9ubM1BUcRJTDGO2fxpUGp3dTLHoovfq:L24lPgjVl1ACzDY4ngDQTDdfq

MD5: F67D3CCCC43A9694560FEB18ADAAAABE

SHA1: C39C788BB36C75EA6D72531C75E3C6C5ED4199C5

SHA-256: 1930A84E27568AAF15A2AFBC9BAF47DE16FE74785BEFA3B4705FCA1CA22FA8B3

SHA-512: FECB96FCA356EC0165012C9A741354EE98FD2FBD737B8900B004BB0BAEE0E368BAFEF97F1D058E4D8F63F57FE1F3C26BC8C482E68313EC7BC870EFD93EDDB
65B

Malicious: false

Antivirus: Antivirus: Metadefender, Detection: 0%, Browse
Antivirus: ReversingLabs, Detection: 0%

Reputation: low

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......PE..L......S.........................T..0.............@.....................................
...... ......................................................................................................................................................text............................... .P`.data...............................@.`..rdata..`...............
............@.`@.bss.....R............................@..idata...............j..............@.0...........................................................................................................................................................
..............................................................................................................................................................................................................................................................................

C:\temp\MsmDownloadTool\AdbWinApi.dll

Process: C:\Users\user\Desktop\MsmDownloadTool.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 96256

Entropy (8bit): 6.283637379475246

Encrypted: false

SSDEEP: 1536:npCxybY0FS6MqS6WvgD9xj03TabrFvY5J6sCGt:npo0k6ZWVTaif6sCG

MD5: 47A6EE3F186B2C2F5057028906BAC0C6

SHA1: FDE9C22A2CFCD5E566CEC2E987D942B78A4EEAE8

SHA-256: 14A51482AA003DB79A400F4B15C158397FE6D57EE6606B3D633FA431A7BFDF4B

SHA-512: 6A2675DE0C445C75F7D5664EBE8F0E2F69C3312C50156161E483927E40235140D5E28E340112AC552D6462366143890A8CE32DBF65BD37E27CB1EA290FE14584

Malicious: false

Antivirus: Antivirus: Metadefender, Detection: 3%, Browse
Antivirus: ReversingLabs, Detection: 0%

Joe Sandbox 
View:

Filename: SamKEY2705.exe, Detection: malicious, Browse
Filename: , Detection: malicious, Browse
Filename: resettool-V0422.exe, Detection: malicious, Browse
Filename: resettool-V0422.exe, Detection: malicious, Browse

Reputation: moderate, very likely benign file
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https://www.metadefender.com/#!/results/file/YnpJeE1ETXhObGRaYjJoaU1tdFBRV29CLVYxOWNMdFh6/regular/analysis
https://view.joesandbox.com/analysis/267911/html/none
https://view.joesandbox.com/analysis/74505/html/none
https://www.metadefender.com/#!/results/file/YnpFNU1EY3hOM0pyU1ZkelEyVm9WM0lCSkFXTGs5QUhyQg/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJeE1ETXhOazk1Y0c5Qk5VOVlYd1c0UmtIWnlLNWE/regular/analysis
https://view.joesandbox.com/analysis/167187/html/none
https://view.joesandbox.com/analysis/163766/html/none
https://view.joesandbox.com/analysis/163142/html/none
https://view.joesandbox.com/analysis/163141/html/none


Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.........t...............G...............g.......w.......`.......t.......f.......b.....Rich........
............PE..L......J...........!.....@...P......?w.......P....@..................................u....@..........................?.......7..P...............................H...................................(/..@...............l.......
.....................text....?.......@.................. ..`.data...d-...P.......D..............@....rsrc................V..............@..@.reloc...............\..............@..B............................................................
..............................................................................................................................................................................................................................................................................
..............................

C:\temp\MsmDownloadTool\AdbWinApi.dll

C:\temp\MsmDownloadTool\AdbWinUsbApi.dll

Process: C:\Users\user\Desktop\MsmDownloadTool.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 60928

Entropy (8bit): 6.12698147693403

Encrypted: false

SSDEEP: 768:HLNk0yiFYWkgALpW+QvSugX0wUepQNXTQXdF+Q+An70edrqqOkIW:+yY8wugEwOVEXdz70e4gI

MD5: 5F23F2F936BDFAC90BB0A4970AD365CF

SHA1: 12E14244B1A5D04A261759547C3D930547F52FA3

SHA-256: 041C6859BB4FC78D3A903DD901298CD1ECFB75B6BE0646B74954CD722280A407

SHA-512: 49A7769D5E6CB2FDA9249039D90465F7A4E612805BBA48B7036456A3BBD230E4D13DA72E4ADE5155DDC08FE460735EC8D6DF3BB11B72FF28E1149221E2FC3048

Malicious: false

Antivirus: Antivirus: Metadefender, Detection: 0%, Browse
Antivirus: ReversingLabs, Detection: 0%

Reputation: moderate, very likely benign file

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......3.<w..ow..ow..oPj.os..o...o~..ow..o...oPj.of..oPj.o>..oPj.ov..
oPj.o]..oPj.ov..oPj.ov..oRichw..o........................PE..L......J...........!.........6.......>............@.......................... ......0.....@.........................p...^...<...d.......(.......................8........
...........................x,..@............................................text.............................. ..`.data...............................@....rsrc...(...........................@..@.reloc..............................@..B......
..............................................................................................................................................................................................................................................................................
....................................................................

C:\temp\MsmDownloadTool\DRAM_Screen_Tool_v2.0.exe

Process: C:\Users\user\Desktop\MsmDownloadTool.exe

File Type: PE32 executable (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 3881326

Entropy (8bit): 3.8217796505326738

Encrypted: false

SSDEEP: 24576:o4thdBk+H+0nA9GDFc7fmc/BY7kj0tAHFv813QY8AwmSgcmHrJ+kr8l3hsbRUV1J:o

MD5: 2F4D0484E51801F0857A661176FB24BC

SHA1: B5AF417FB79F70BDE3A1C89A9C8E1AFEDA26B628

SHA-256: 6FCDA75F06A665D4B8552BB41969FC9B0B42DCC60E90F6C5856F00A9B6F5ECE0

SHA-512: 59E49D567B76DA360EE423F4113565F2F13E94CAF5563BB0D797BB4E359F6D65D64FD45DE18BDCBB35DE5256AA970E6894B5098CD92D8EA7DF9D7CE74FED95
BB

Malicious: false

Antivirus: Antivirus: Metadefender, Detection: 0%, Browse
Antivirus: ReversingLabs, Detection: 3%

Reputation: low

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......PE..L.....T\..;..............2....:..............P....@...........................;.....w.;.
...... ...............................;..............................................................0;.....................4.;..............................text...T1.......2..................`.P`.data.....:..P....:..6..............@.`..rdata..L.....
:.......:.............@.0@/4............:.......:.............@.0@.bss..........;.......................`..idata........;.......:.............@.0..CRT......... ;.......:.............@.0..tls.... ....0;.......:.............@.0./14.
....8....@;.......:.............@.@B/29..........P;.......:.............@..B/41...../....p;.......;.............@..B/55...........;.......;.............@..B/67.....8.....;.......;.............@.0B..................................
......................................................................

C:\temp\MsmDownloadTool\Language\english.ini
Process: C:\Users\user\Desktop\MsmDownloadTool.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 4916

Entropy (8bit): 5.114344883204009

Encrypted: false

SSDEEP: 96:hhjxt9/mLm/CnMsAc6NVBMdTtRZdWT33M8Zs1K/BdvBvEN1kbIfhYJ:hNxt9uLNMFTVBg7ML35//BdvBvEkbIfw

MD5: C2A2134038B8947766A22D3C859F58D2

SHA1: 4312ADB21A91D6F93B3EFA4C4D94AD6D73FDEC31

SHA-256: 2CD6EB2EC3DE382B1AF93B0B4E2851E0E3C1EA1D107336F12081172C3AB0C9C3

SHA-512: 489D6B5CCF1591A642C29A87D6EAAF91AE0AD933F53B1C08EA54BF80B10DCC0F48D6C6F874167C9BFFBADABDA62B5982B324AAFECD1C1DEF74EDE97DDAFF
C645

Malicious: false

Reputation: low
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https://www.metadefender.com/#!/results/file/YnpJeE1ETXhOazk1Y0c5Qk5VOVlYdzdlNTZ3VFRwVG10/regular/analysis
https://www.metadefender.com/#!/results/file/YnpFNU1USXlNWEpyVmtST05EY3lNSElIMXpCZEU3M0NI/regular/analysis


Preview:
[102]..1001=Start..1002=Stop..1003=Refresh..1007=SMT Mode..1008=After-sales Upgrade Mode..1010=Verify..1025=Project: ..1076=Reset After Download..1086
=Exit..1087=Password:..1038=Use Default NV..1129=Reboot on Finish....[menu]..0=File..00=Open..1=SMT..10=Setting of MES..11=Setting of COM..13=Login..2
=Tool..20=Open Device Manager..21=Open Screen Keyboard..22=Open Log Directory..23=Open SecrecyAutoUnlocker..3=Setting..30=Language Change..300=Simple 
Chinese..301=Traditional Chinese..302=English..31=Setting of Test Mode..4=Help..40=View Help..42=About....[tab]....[message]..0=Index..1=Status of Connection..2
=Status of Communication..3=Progress of Download..4=Start or Stop..5=Status of Last Communication..6=COM..7=Time..8=SN..9=Password:..10=Please enter the 
password...11=Ok..12=Cancel..13=Project:..14=Please Select the Correct Project..15=The program has been started!..16=Setting of Connect MES..17=Connect MES..
18=Bits of PCBA..19=15Bits..20=24Bits..21=Setting of COM..22=Login MES..23=Serve

C:\temp\MsmDownloadTool\Language\english.ini

C:\temp\MsmDownloadTool\Language\simple chinese.ini
Process: C:\Users\user\Desktop\MsmDownloadTool.exe

File Type: ISO-8859 text, with CRLF line terminators

Category: dropped

Size (bytes): 3529

Entropy (8bit): 6.515619590394522

Encrypted: false

SSDEEP: 96:hr5TcOlT9oFjRRr78L4Salc+xwESmSwgbZxENgU2+v:hrNcOUjRRr7e4x6+iZmpgLENX

MD5: 020BD989D3745BA85DD79B6A4F140694

SHA1: 426580195DF37CB1D279715E58635598F130E15A

SHA-256: E8E8CE2C2802AEFE0177E4C73DD2C41016968FF18F540AB70EC2693302EAA4A5

SHA-512: 66313172C089B24300C4AB677E1527A905E2A3656B97A6B258520418412441599F3591E2DDA82B767E22BE8AB7E7F950ED8228130E8AF5C09351A698CB7D0330

Malicious: false

Reputation: low

Preview:
[102]..1001=.....1002=....1003=.....1007=SMT........1008=...........1010=.....1025=.......1076=...............1086=.....1087=....:..1038=.......NV..1129=.................[menu]..0=
.....00=....1=SMT..10=MES......11=..........13=.....2=......20=............21=...........22=..Log....23=..SecrecyAutoUnlocker..3=......30=.........300=..........301=..........302=.....31=...
.........4=......40=........42=........[tab]....[message]..0=.....1=........2=......3=.........4=.........5=...........6=.......7=.....8=SN..9=......10=............11=.....12=.....13=.......14=.................
15=...............16=....MES......17=....MES.......18=PCBA.....19=15...20=24...21=..........22=...MES........23=..........24=..    ......25=.........26=..    ....27=.......28=.............!..29=......
..................30=..............................31=............6.........................32=...........33=....../.

C:\temp\MsmDownloadTool\Language\traditional chinese.ini
Process: C:\Users\user\Desktop\MsmDownloadTool.exe

File Type: Non-ISO extended-ASCII text, with CRLF, NEL line terminators

Category: dropped

Size (bytes): 3533

Entropy (8bit): 6.799169669848845

Encrypted: false

SSDEEP: 48:hz+DkHlUf5iNtpl/Fp6fWXtWlcomQfKnvBtzpTAf9vK7ElFds:hKD2mxiFcWXUlciCp5pMlvKoi

MD5: B2C0106B45E1B6380ED7AC1CDD9F33FB

SHA1: B0A37844765A8C74825760A84CEF4C5BB1276C43

SHA-256: B53A7B55169DEFF31D24C93E18CCCFB3ECB6AEEF3077D9EE26577D7CE1506F09

SHA-512: 7D1D8F3D35D49C14782B79052A24F0A5E5D1D8C182DA14EECDAE6BE62016E3F3D50347CBA44A8AB280DE9B235F9EA814520E62836FAB52B35BD24246CF09CD
F1

Malicious: false

Reputation: low

Preview:
[102]..1001=._...1002=....1003=.....1007=SMT...d....1008=............1010=....1025=......1076=...d..........1086=.....1087=....:..1038=......JNV..1129=...d............[menu]..0=...
..00=..._..1=SMT..10=MES.O....11=.....O....13=.....2=......20=..._.O.........21=..._....I.P..22=..._Log....23=..._SecrecyAutoUnlocker..3=.O....30=.Z....Q..300=...w......301=...w...
...302=.....31=.y....O....4=......40=........42=.P.....[tab]....[message]..0=.....1=.B...B..2=....B..3=...d.M....4=...d.....5=........B..6=.......7=..r..8=SN..9=..a....10=......a..11=._.J..1
2=.....13=......14=..x....._.......15=..............16=.B..MES.O....17=.B..MES........18=PCBA.....19=15...20=24...21=.....O....22=...MES........23=..........24=..    .S....25=.........26=..    
.a....27=..Y....28=.@..C........!..29=........a...`..........30=........a...`......e.`._.........31=...r.g...^.A.O..6..r..........K..........32=....\....r..33=...W/.

C:\temp\MsmDownloadTool\Log\MsmDownloadToolLog_2021-03-19_14_06_27_0880.txt
Process: C:\Users\user\Desktop\MsmDownloadTool.exe

File Type: ASCII text, with CRLF, LF line terminators

Category: dropped

Size (bytes): 392

Entropy (8bit): 4.225056614994202

Encrypted: false

SSDEEP: 6:jK4zL3pkm32r78FhzdFFxwTYrcm8UjBCw/gcm8UjBSm:2skQ2cFhzdFFxQqRQv

MD5: 75E84518911CC254E01DCADB40DED81F

SHA1: EBD0AF11ED538E7A5C8F53920D5D624D2F8ADBC5

SHA-256: 8A72F0C8707233867D42A2BE79B5E15329477D223D2F5117DB33BBE3F5022C17

SHA-512: BF6BB7048FB201FC5EC4A4135B29229921B58A1911ACFBF0DC13741A529095C4EA08DAA7F2A6EBDE5E9CAE39C7C2746AED0D646BF408E7471A278E58550D968
B

Malicious: false

Reputation: low

Preview:
.=========================================================.| Msm Download Tool V2.0.38 for eMMC/UFS.|                                     ... .| Build Data:  Dec  
8 2020 .| Build Time:  17:34:53 .=========================================================....[PID:2548] [TID:2272] [2021-03-19 14:06:27::0880] Start 
log.....[PID:2548] [TID:2272] [2021-03-19 14:06:28::0630] mac:EC-F4-BB-57-0D-C9
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Static File Info

General
File type: PE32 executable (GUI) Intel 80386, for MS Windows

Entropy (8bit): 7.995496086987513

TrID: Win32 Executable (generic) a (10002005/4) 
99.96%
Generic Win/DOS Executable (2004/3) 0.02%
DOS Executable Generic (2002/1) 0.02%
Autodesk FLIC Image File (extensions: flc, fli, cel) 
(7/3) 0.00%

File name: MsmDownloadTool.exe

File size: 25846784

MD5: f28d367441f9be4f71fd41daea3c7ae2

SHA1: 9ead27d527a56e7144cfb19dfaf7f1a5763c1959

SHA256: 8481ed928bb5a85248b8f5c8ebf3f13b4860d5232dff0387
fb743aa5ffad88d1

SHA512: 6564def6a8129f0f8c26143aa81326e8fe7431dc4b2522a
6c1e5f221821fb059448ea37fe89ce050c028e37b0b5b6d
9315aac40fe06340478a544a2a21f68d48

SSDEEP: 786432:PmaplL06b2DtQ2AigUZYtRWHUqMnm5WB:Oa
plNpUZY7Bnf

File Content Preview: MZ......................@...............................................!..L.!Th
is program cannot be run in DOS mode....$.......PE..L....
H._..................#..f|......_........#...@...........................<.....]
.....@................................

File Icon

Icon Hash: 16060723170c0d15

C:\temp\MsmDownloadTool\MSMDownloadToolSpecificationCHS.pdf
Process: C:\Users\user\Desktop\MsmDownloadTool.exe

File Type: PDF document, version 1.7

Category: dropped

Size (bytes): 1084120

Entropy (8bit): 7.72730651217235

Encrypted: false

SSDEEP: 12288:+5H3WFP3UoylEVYCyRcMtrivVPCrm76KRsh3NVpDX2vWm860udH:+13WFf7ylEWCorqCrmBcXpDX2uxdCH

MD5: E4D07A118EAE1E4B9A12A8A0C2437BE9

SHA1: 7C79814BEF381027B600874A0933791346C317E6

SHA-256: 0EB0E34ECC5DDA55DDDC320051EC7B361AC7F9AE1C393E074A9AE87301F3341E

SHA-512: 482AB62693E856F1A06BC26A5C8A0930BE27FA15298BD08E99EE677FF4C090995F72ADB7B8722CB8F2416CAF374CD07F6CDA57D068918CDB77ABBD578B813DA
2

Malicious: false

Reputation: low

Preview:
%PDF-1.7..........2 0 obj..[/ICCBased 3 0 R]..endobj..3 0 obj..<<../Filter /FlateDecode ../Length 2596 ../N 3 ..>>..stream..x...wTS....7.P.....khR.H..H..*1..J..."6DTpDQ..
.2(...C.."...Q....D.qp...Id...y.....~k....g.}.......LX....X......g`......l..p..B..F...|.l....... ..*.?.......Y"1.P......\...8=W.%.O..4M.0J."Y.2V.s.,[|..e.9.2.<..s..e...'.9....`......2.&c.tI.@.o..|N6.(
....sSdl-c.(2.-.y..H._../X........Z..$...&\S........M...0.7.#.1..Y..r.f..Y.ym..";.8980m-m.(..]....v.^....D....W~.....e....mi..]..P....`/....u.}q..|^R..,g+...\K..k)/......C_|.R....ax.8.t1C^7nfz.D....p.
......u....$../.ED.L L..[.....B.@...............X..!.@~..(*. .{d+..}..G.........}W.L...$..cGD2..Q...Z.4 .E@..@...............A(..q`1.....D .........`'..u..4.6p.t.c.48....`...R0...)...@......R.t C....X
.....C.P...%CBH..@.R.....f.[.(t....C..Qh...z.#0...Z..l..`O8.......28......p.|..O...X.?......:..0...FB.x$..!.....i@......H...[..EE1PL........V.6..Q.P..>.U.(j...MFk......t,:....FW........8.....c.1...L.&.

General
Entrypoint: 0x1f35f14

Entrypoint Section: .vmp1

Digitally signed: false

Imagebase: 0x400000

Subsystem: windows gui

Image File Characteristics: 32BIT_MACHINE, EXECUTABLE_IMAGE

DLL Characteristics: TERMINAL_SERVER_AWARE, DYNAMIC_BASE, NX_COMPAT

Time Stamp: 0x5FCF48EE [Tue Dec  8 09:35:42 2020 UTC]

Static PE Info
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TLS Callbacks:

CLR (.Net) Version:

OS Version Major: 5

OS Version Minor: 1

File Version Major: 5

File Version Minor: 1

Subsystem Version Major: 5

Subsystem Version Minor: 1

Import Hash: 59e78c74537cf12227975f7761f7a92a

General

Instruction

jmp 00007EFDD4C9F95Ah

mov eax, 00001960h

add byte ptr [eax], al

add cl, ch

cmpsb 

int1 

add dword ptr [ecx], 04568966h

pushfd 

rcr dx, FFC3h

pop dword ptr [esi]

cdq 

mov edx, dword ptr [ebp+00h]

cmp ebp, 15B420B8h

lea ebp, dword ptr [ebp+00000004h]

clc 

test si, 6214h

xor edx, ebx

cmc 

stc 

ror edx, 03h

cmp ch, FFFFFFC9h

xor edx, 037C3656h

bswap edx

cmc 

xor edx, 113519B0h

jmp 00007EFDD62EC8BBh

inc edx

cmc 

jmp 00007EFDD64C6A8Eh

jmp 00007EFDD4DD5B23h

lea esi, dword ptr [esi-00000001h]

adc dx, di

mov edx, esi

movzx eax, byte ptr [esi]

test bh, FFFFFFCCh

xor al, bl

cdq 

btc edx, esi

jmp 00007EFDD4DBF18Eh

movzx ax, byte ptr [esi]

cdq 

mov cl, byte ptr [esi+02h]

sal edx, FFFFFFEBh

btr dx, ax

lea esi, dword ptr [esi-00000002h]

or dl, 0000001Ah

shld dx, dx, 00000066h

not al

sar dx, 0020h

sbb dl, 0000004Fh

sub edx, esi

Entrypoint Preview
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not cl

test ebp, 62DD75D7h

and al, cl

mov word ptr [esi+04h], ax

pushfd 

movzx edx, cx

xchg dx, dx

pop dword ptr [esi]

sbb dx, bp

cwd 

mov edx, dword ptr [ebp+00h]

cmp ax, 00001115h

lea ebp, dword ptr [ebp+00000004h]

Instruction

Name Virtual Address Virtual Size Is in Section

IMAGE_DIRECTORY_ENTRY_EXPORT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_IMPORT 0x1b81688 0x208 .vmp1

IMAGE_DIRECTORY_ENTRY_RESOURCE 0x33ab000 0x14de2 .rsrc

IMAGE_DIRECTORY_ENTRY_EXCEPTION 0x0 0x0

IMAGE_DIRECTORY_ENTRY_SECURITY 0x0 0x0

IMAGE_DIRECTORY_ENTRY_BASERELOC 0x33aa000 0x5b0 .reloc

IMAGE_DIRECTORY_ENTRY_DEBUG 0x0 0x0

IMAGE_DIRECTORY_ENTRY_COPYRIGHT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_GLOBALPTR 0x0 0x0

IMAGE_DIRECTORY_ENTRY_TLS 0x0 0x0

IMAGE_DIRECTORY_ENTRY_LOAD_CONFIG 0x33a8680 0x40 .vmp1

IMAGE_DIRECTORY_ENTRY_BOUND_IMPORT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_IAT 0x1b3a000 0xfc .vmp1

IMAGE_DIRECTORY_ENTRY_DELAY_IMPORT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_COM_DESCRIPTOR 0x0 0x0

IMAGE_DIRECTORY_ENTRY_RESERVED 0x0 0x0

Name Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

.text 0x1000 0x23de6f 0x0 unknown unknown unknown unknown IMAGE_SCN_MEM_EXECUTE, 
IMAGE_SCN_CNT_CODE, 
IMAGE_SCN_MEM_READ

.rdata 0x23f000 0x92a80 0x0 False 0 empty 0.0 IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_READ

.data 0x2d2000 0x19804 0x0 False 0 empty 0.0 IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_WRITE, 
IMAGE_SCN_MEM_READ

.vmp0 0x2ec000 0x182cf46 0x0 unknown unknown unknown unknown IMAGE_SCN_MEM_EXECUTE, 
IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_CNT_CODE, 
IMAGE_SCN_MEM_READ

.vmp1 0x1b19000 0x1890ba0 0x1890c00 unknown unknown unknown unknown IMAGE_SCN_MEM_EXECUTE, 
IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_CNT_CODE, 
IMAGE_SCN_MEM_READ

.reloc 0x33aa000 0x5b0 0x600 False 0.516927083333 data 4.47395003735 IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_READ

.rsrc 0x33ab000 0x14de2 0x14e00 False 0.283425336826 data 5.13847914756 IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_READ

Name RVA Size Type Language Country

RT_ICON 0x33ab160 0x3d72 PNG image data, 256 x 256, 8-bit/color RGBA, non-
interlaced

Chinese China

RT_ICON 0x33aeed4 0x10828 dBase IV DBT, blocks size 0, block length 2048, 
next free block index 40, next free block 16777215, 
next used block 16777215

Chinese China

RT_GROUP_ICON 0x33bf6fc 0x22 data Chinese China

RT_VERSION 0x33bf720 0x360 data English United States

RT_MANIFEST 0x33bfa80 0x362 ASCII text, with very long lines, with no line 
terminators

English United States

Data Directories

Sections

Resources
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No network behavior found

DLL Import

KERNEL32.dll GetVersion, GetVersionExA

USER32.dll CloseClipboard

GDI32.dll SelectClipRgn

MSIMG32.dll TransparentBlt

COMDLG32.dll GetFileTitleA

WINSPOOL.DRV DocumentPropertiesA

ADVAPI32.dll RegisterEventSourceA

SHELL32.dll DragFinish

COMCTL32.dll ImageList_GetIconSize

SHLWAPI.dll PathIsUNCA

ole32.dll OleDestroyMenuDescriptor

OLEAUT32.dll SysAllocStringByteLen

gdiplus.dll GdipCreateBitmapFromStream

IPHLPAPI.DLL GetAdaptersInfo

WS2_32.dll setsockopt

OLEACC.dll AccessibleObjectFromWindow

WININET.dll InternetConnectA

IMM32.dll ImmGetOpenStatus

WINMM.dll PlaySoundA

SETUPAPI.dll SetupDiGetDeviceRegistryPropertyA

WTSAPI32.dll WTSSendMessageW

KERNEL32.dll VirtualQuery

USER32.dll GetUserObjectInformationW

KERNEL32.dll LocalAlloc, LocalFree, GetModuleFileNameW, GetProcessAffinityMask, SetProcessAffinityMask, 
SetThreadAffinityMask, Sleep, ExitProcess, FreeLibrary, LoadLibraryA, GetModuleHandleA, GetProcAddress

USER32.dll GetProcessWindowStation, GetUserObjectInformationW

Description Data

LegalCopyright Copyright(C) 2011-2019 OPPO Mobile Comm Corp.  All rights reserved.

InternalName MsmDownloadTool.exe

FileVersion 1.0.0.1

CompanyName OPPO

ProductName MsmDownloadTool

ProductVersion 1.0.0.1

FileDescription Qualcomm Smart Phone Download Tool

OriginalFilename MsmDownloadTool.exe

Translation 0x0409 0x04b0

Language of compilation system Country where language is spoken Map

Chinese China

English United States

Network Behavior

Imports

Version Infos

Possible Origin
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Code Manipulations

Statistics

System Behavior

File ActivitiesFile Activities

Start time: 14:05:55

Start date: 19/03/2021

Path: C:\Users\user\Desktop\MsmDownloadTool.exe

Wow64 process (32bit): true

Commandline: 'C:\Users\user\Desktop\MsmDownloadTool.exe' 

Imagebase: 0xdc0000

File size: 25846784 bytes

MD5 hash: F28D367441F9BE4F71FD41DAEA3C7AE2

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: low

File Path Access Attributes Options Completion Count
Source
Address Symbol

c:\temp read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 DF67A1 CreateDirectoryA

c:\temp\MsmDownloadTool read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 DF680C CreateDirectoryA

c:\temp\MsmDownloadTool\DownloadData\ read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 DF6841 CreateDirectoryA

c:\temp\MsmDownloadTool\Language read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 DF687A CreateDirectoryA

c:\temp\MsmDownloadTool\Upload read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 DF68B3 CreateDirectoryA

c:\temp\MsmDownloadTool\Log read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 DF68EC CreateDirectoryA

Analysis Process: MsmDownloadTool.exe PID: 2548 Parent PID: 5632Analysis Process: MsmDownloadTool.exe PID: 2548 Parent PID: 5632

General

File CreatedFile Created
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c:\temp\MsmDownloadTool\BackupData read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 DF6959 CreateDirectoryA

c:\temp\MsmDownloadTool\Language\simple chinese.ini read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 F82842 CreateFileA

c:\temp\MsmDownloadTool\Language\traditional chinese.ini read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 F82842 CreateFileA

c:\temp\MsmDownloadTool\Language\english.ini read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 F82842 CreateFileA

c:\temp\MsmDownloadTool\7z.dll read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 F82842 CreateFileA

c:\temp\MsmDownloadTool\7z.exe read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 F82842 CreateFileA

c:\temp\MsmDownloadTool\DRAM_Screen_Tool_v2.0.exe read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 F82842 CreateFileA

c:\temp\MsmDownloadTool\MSMDownloadToolSpecificationCHS.pdf read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 F82842 CreateFileA

c:\temp\MsmDownloadTool\Adb.exe read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 F82842 CreateFileA

c:\temp\MsmDownloadTool\AdbWinApi.dll read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 F82842 CreateFileA

c:\temp\MsmDownloadTool\AdbWinUsbApi.dll read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 F82842 CreateFileA

c:\temp\MsmDownloadTool\Log\MsmDownloadToolLog_2021-03-19_14
_06_27_0880.txt

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 E3B871 CreateFileA

File Path Access Attributes Options Completion Count
Source
Address Symbol

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

C:\temp\MsmDownloadTool\Language\simple chinese.ini unknown 3529 5b 31 30 32 5d 0d 0a 
31 30 30 31 3d bf aa 
ca bc 0d 0a 31 30 30 
32 3d cd a3 d6 b9 0d 
0a 31 30 30 33 3d cb 
a2 d0 c2 0d 0a 31 30 
30 37 3d 53 4d 54 cf 
c2 d4 d8 c4 a3 ca bd 
0d 0a 31 30 30 38 3d 
ca db ba f3 c9 fd bc b6 
c4 a3 ca bd 0d 0a 31 
30 31 30 3d d0 a3 d1 
e9 0d 0a 31 30 32 35 
3d cf ee c4 bf a3 ba 0d 
0a 31 30 37 36 3d cf 
c2 d4 d8 cd ea d7 d4 
b6 af d6 d8 c6 f4 0d 0a 
31 30 38 36 3d cd cb 
b3 f6 0d 0a 31 30 38 
37 3d c3 dc c2 eb 3a 
0d 0a 31 30 33 38 3d 
c6 f4 d3 c3 c4 ac c8 cf 
4e 56 0d 0a 31 31 32 
39 3d cf c2 d4 d8 cd 
ea d7 d4 b6 af d6 d8 
c6 f4 0d 0a 0d 0a 5b 
6d 65 6e 75 5d 0d 0a 
30 3d ce c4 bc fe 0d 
0a 30 30 3d b4 f2 bf aa 
0d 0a 31 3d 53 4d 54 
0d 0a 31 30 3d 4d 45 
53 c9 e8 d6 c3 0d 0a 
31 31 3d b4 ae bf da 
c9 e8 d6 c3 0d 0a 31 
33 3d b5 c7 c2 bd 0d 
0a 32 3d b9 a4 

[102]..1001=......1002=......
1
003=......1007=SMT..........
10
08=..............1010=......10
25=........1076=..............
..1086=......1087=....:..1038
=........NV..1129=.............
.....[menu]..0=......00=......
1=SMT..10=MES......11=...
.......13=......2=..

success or wait 1 F73F11 WriteFile

File WrittenFile Written
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C:\temp\MsmDownloadTool\Language\traditional chinese.ini unknown 3533 5b 31 30 32 5d 0d 0a 
31 30 30 31 3d e9 5f 
ca bc 0d 0a 31 30 30 
32 3d cd a3 d6 b9 0d 
0a 31 30 30 33 3d cb 
a2 d0 c2 0d 0a 31 30 
30 37 3d 53 4d 54 cf 
c2 dd 64 c4 a3 ca bd 
0d 0a 31 30 30 38 3d 
ca db e1 e1 c9 fd bc 
89 c4 a3 ca bd 0d 0a 
31 30 31 30 3d d0 a3 
f2 9e 0d 0a 31 30 32 
35 3d ed 97 c4 bf a3 
ba 0d 0a 31 30 37 36 
3d cf c2 dd 64 cd ea 
d7 d4 84 d3 d6 d8 86 
a2 0d 0a 31 30 38 36 
3d cd cb b3 f6 0d 0a 
31 30 38 37 3d c3 dc 
c2 eb 3a 0d 0a 31 30 
33 38 3d 86 a2 d3 c3 
c4 ac d5 4a 4e 56 0d 
0a 31 31 32 39 3d cf 
c2 dd 64 cd ea d7 d4 
84 d3 d6 d8 86 a2 0d 
0a 0d 0a 5b 6d 65 6e 
75 5d 0d 0a 30 3d ce 
c4 bc fe 0d 0a 30 30 
3d b4 f2 e9 5f 0d 0a 31 
3d 53 4d 54 0d 0a 31 
30 3d 4d 45 53 d4 4f 
d6 c3 0d 0a 31 31 3d 
b4 ae bf da d4 4f d6 c3 
0d 0a 31 33 3d b5 c7 
ea 91 0d 0a 32 3d b9 
a4 

[102]..1001=._....1002=......
1
003=......1007=SMT...d......
10
08=..............1010=......10
25=........1076=...d..........
..1086=......1087=....:..1038
=.......JNV..1129=...d.........
.....[menu]..0=......00=..._..
1=SMT..10=MES.O....11=.
....O....13=......2=..

success or wait 1 F73F11 WriteFile

C:\temp\MsmDownloadTool\Language\english.ini unknown 4096 5b 31 30 32 5d 0d 0a 
31 30 30 31 3d 53 74 
61 72 74 0d 0a 31 30 
30 32 3d 53 74 6f 70 
0d 0a 31 30 30 33 3d 
52 65 66 72 65 73 68 
0d 0a 31 30 30 37 3d 
53 4d 54 20 4d 6f 64 
65 0d 0a 31 30 30 38 
3d 41 66 74 65 72 2d 
73 61 6c 65 73 20 55 
70 67 72 61 64 65 20 
4d 6f 64 65 0d 0a 31 
30 31 30 3d 56 65 72 
69 66 79 0d 0a 31 30 
32 35 3d 50 72 6f 6a 
65 63 74 3a 20 0d 0a 
31 30 37 36 3d 52 65 
73 65 74 20 41 66 74 
65 72 20 44 6f 77 6e 
6c 6f 61 64 0d 0a 31 
30 38 36 3d 45 78 69 
74 0d 0a 31 30 38 37 
3d 50 61 73 73 77 6f 
72 64 3a 0d 0a 31 30 
33 38 3d 55 73 65 20 
44 65 66 61 75 6c 74 
20 4e 56 0d 0a 31 31 
32 39 3d 52 65 62 6f 6f 
74 20 6f 6e 20 46 69 
6e 69 73 68 0d 0a 0d 
0a 5b 6d 65 6e 75 5d 
0d 0a 30 3d 46 69 6c 
65 0d 0a 30 30 3d 4f 
70 65 6e 0d 0a 31 3d 
53 4d 54 0d 0a 31 30 
3d 53 

[102]..1001=Start..1002=St
op..
1003=Refresh..1007=SMT 
Mode..1008=After-sales 
Upgrade Mode..
1010=Verify..1025=Project
: ..1076=Reset After 
Download..1086
=Exit..1087=Password:..10
38=Use Default 
NV..1129=Reboot on F
inish....
[menu]..0=File..00=Op
en..1=SMT..10=S

success or wait 1 F73F11 WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\temp\MsmDownloadTool\Language\english.ini unknown 820 20 64 6f 77 6e 6c 6f 61 
64 20 70 65 72 73 69 
73 74 20 70 61 72 74 
69 74 69 6e 20 75 73 
69 6e 67 20 73 68 6f 
72 74 63 75 74 73 20 
6b 65 79 20 46 35 2e 
20 43 6f 6e 74 69 6e 
75 65 20 74 6f 20 64 6f 
77 6e 6c 6f 61 64 20 
70 6c 65 61 73 65 20 
63 6c 69 63 6b 20 59 
65 73 2c 20 6f 74 68 
65 72 77 69 73 65 2c 
20 63 6c 69 63 6b 20 
4e 6f 2e 0d 0a 39 37 
3d 53 74 61 72 74 20 
74 6f 20 64 6f 77 6e 6c 
6f 61 64 2e 20 49 66 
20 64 6f 77 6e 6c 61 
64 20 66 61 69 6c 65 
64 2c 20 70 6c 65 61 
73 65 20 70 72 65 73 
73 20 74 68 65 20 70 
6f 77 65 72 20 6b 65 
79 20 61 6e 64 20 76 
6f 6c 75 6d 65 20 75 
70 20 6b 65 79 20 66 
6f 72 20 38 20 73 65 
63 6f 6e 64 73 2c 20 
74 68 65 6e 20 72 65 
73 74 61 72 74 20 64 
6f 77 6e 6c 6f 61 64 
2e 0d 0a 39 38 3d 49 
66 20 74 68 65 20 43 
4f 4d 20 70 6f 72 74 

 download persist partitin 
using shortcuts key F5. 
Continue to download 
please click Yes, 
otherwise, click 
No...97=Start to download. 
If downlad failed, please 
press the power key and 
volume up key for 8 
seconds, then restart 
download...98=If the COM 
port

success or wait 1 F73F11 WriteFile

C:\temp\MsmDownloadTool\7z.dll unknown 913408 4d 5a 90 00 03 00 00 
00 04 00 00 00 ff ff 00 
00 b8 00 00 00 00 00 
00 00 40 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 10 01 00 00 
0e 1f ba 0e 00 b4 09 
cd 21 b8 01 4c cd 21 
54 68 69 73 20 70 72 
6f 67 72 61 6d 20 63 
61 6e 6e 6f 74 20 62 
65 20 72 75 6e 20 69 
6e 20 44 4f 53 20 6d 6f 
64 65 2e 0d 0d 0a 24 
00 00 00 00 00 00 00 
7f f1 1a 30 3b 90 74 
63 3b 90 74 63 3b 90 
74 63 54 8f 7f 63 38 90 
74 63 b8 8c 7a 63 33 
90 74 63 54 8f 7e 63 3f 
90 74 63 54 8f 70 63 
39 90 74 63 b5 98 2b 
63 3a 90 74 63 3b 90 
75 63 48 90 74 63 b8 
98 29 63 3c 90 74 63 
0d b6 7f 63 e9 90 74 
63 54 e6 de 63 1a 90 
74 63 54 e6 ea 63 39 
90 74 63 fc 96 72 63 
3a 90 74 63 c4 b0 70 
63 3a 90 74 63 52 69 
63 68 3b 90 74 63 00 
00 00 00 00 00 00 

MZ......................@.....
..............................
............!..L.!This program 
cannot be run in DOS 
mode....
$..........0;.tc;.tc;.tcT..c8.
tc..zc3.tcT.~c?.tcT.pc9.tc..
+c
:.tc;.ucH.tc..)c<.tc...c..tcT.
.c..tcT..c9.tc..rc:.tc..pc:.tc
Rich;.tc.......

success or wait 1 F73F11 WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\temp\MsmDownloadTool\7z.dll unknown 1024 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 

..............................

..............................

..............................

..............................

..............................

..............................

..............................

..............................

...............

success or wait 1 F73F11 WriteFile

C:\temp\MsmDownloadTool\7z.exe unknown 163840 4d 5a 90 00 03 00 00 
00 04 00 00 00 ff ff 00 
00 b8 00 00 00 00 00 
00 00 40 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 01 00 00 
0e 1f ba 0e 00 b4 09 
cd 21 b8 01 4c cd 21 
54 68 69 73 20 70 72 
6f 67 72 61 6d 20 63 
61 6e 6e 6f 74 20 62 
65 20 72 75 6e 20 69 
6e 20 44 4f 53 20 6d 6f 
64 65 2e 0d 0d 0a 24 
00 00 00 00 00 00 00 
d7 d9 9a f7 93 b8 f4 a4 
93 b8 f4 a4 93 b8 f4 a4 
e8 a4 f8 a4 91 b8 f4 
a4 fc a7 ff a4 90 b8 f4 
a4 10 a4 fa a4 9b b8 f4 
a4 fc a7 fe a4 98 b8 f4 
a4 fc a7 f0 a4 91 b8 f4 
a4 1d b0 ab a4 92 b8 
f4 a4 93 b8 f5 a4 35 
b8 f4 a4 10 b0 a9 a4 
9a b8 f4 a4 a5 9e ff a4 
d3 b8 f4 a4 a5 9e fe a4 
97 b8 f4 a4 9a c0 61 
a4 92 b8 f4 a4 54 be 
f2 a4 92 b8 f4 a4 52 
69 63 68 93 b8 f4 a4 
00 00 00 00 00 00 00 

MZ......................@.....
..............................
............!..L.!This program 
cannot be run in DOS 
mode....
$.............................
..............................
................5.............
................a.....T.......
Rich...........

success or wait 1 F73F11 WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\temp\MsmDownloadTool\DRAM_Screen_Tool_v2.0.exe unknown 3878912 4d 5a 90 00 03 00 00 
00 04 00 00 00 ff ff 00 
00 b8 00 00 00 00 00 
00 00 40 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 80 00 00 00 
0e 1f ba 0e 00 b4 09 
cd 21 b8 01 4c cd 21 
54 68 69 73 20 70 72 
6f 67 72 61 6d 20 63 
61 6e 6e 6f 74 20 62 
65 20 72 75 6e 20 69 
6e 20 44 4f 53 20 6d 6f 
64 65 2e 0d 0d 0a 24 
00 00 00 00 00 00 00 
50 45 00 00 4c 01 0d 
00 ec d9 54 5c 00 08 
3b 00 e7 01 00 00 e0 
00 07 01 0b 01 02 1c 
00 32 00 00 00 de 3a 
00 00 02 00 00 e0 12 
00 00 00 10 00 00 00 
50 00 00 00 00 40 00 
00 10 00 00 00 02 00 
00 04 00 00 00 01 00 
00 00 04 00 00 00 00 
00 00 00 00 a0 3b 00 
00 04 00 00 77 aa 3b 
00 03 00 00 00 00 00 
20 00 00 10 00 00 00 
00 10 00 00 10 00 00 
00 00 00 00 10 00 00 
00 00 00 00 00 00 00 
00 

MZ......................@.....
..............................
............!..L.!This program 
cannot be run in DOS 
mode....
$.......PE..L.....T\..;.......
.......2....:..............P..
..@...........................
;.....w.;....... .............
...............

success or wait 1 F73F11 WriteFile

C:\temp\MsmDownloadTool\DRAM_Screen_Tool_v2.0.exe unknown 2414 78 69 5f 65 6e 64 5f 5f 
00 5f 5f 69 6d 70 5f 5f 
73 74 72 69 63 6f 6c 
6c 00 5f 5f 69 6d 70 5f 
5f 5f 5f 6d 62 5f 63 75 
72 5f 6d 61 78 00 5f 
47 65 74 4c 61 73 74 
45 72 72 6f 72 40 30 
00 5f 5f 69 6d 70 5f 5f 
5f 5f 70 5f 5f 65 6e 76 
69 72 6f 6e 00 5f 5f 69 
6d 70 5f 5f 5f 70 63 74 
79 70 65 00 5f 56 69 
72 74 75 61 6c 51 75 
65 72 79 40 31 32 00 
5f 6d 69 6e 67 77 5f 
69 6e 69 74 6c 74 73 
64 72 6f 74 5f 66 6f 72 
63 65 00 5f 5f 69 6d 70 
5f 5f 5f 69 6f 62 00 5f 
47 65 74 4d 6f 64 75 
6c 65 48 61 6e 64 6c 
65 41 40 34 00 5f 5f 5f 
72 65 67 69 73 74 65 
72 5f 66 72 61 6d 65 5f 
69 6e 66 6f 00 5f 5f 6c 
69 62 6d 6f 6c 64 6e 
61 6d 65 5f 61 5f 69 6e 
61 6d 65 00 5f 68 6d 6f 
64 5f 6c 69 62 67 63 
63 00 2e 77 65 61 6b 
2e 5f 5f 5f 72 65 67 69 
73 74 65 72 5f 66 72 
61 6d 65 5f 69 6e 66 

xi_end__.__imp__stricoll._
_imp
____mb_cur_max._GetLas
tError@0
.__imp____p__environ.__i
mp___p
ctype._VirtualQuery@12._
mingw_
initltsdrot_force.__imp___i
ob.
_GetModuleHandleA@4._
__registe
r_frame_info.__libmoldnam
e_a_i
name._hmod_libgcc..weak
.___register_frame_inf

success or wait 1 F73F11 WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\temp\MsmDownloadTool\MSMDow
nloadToolSpecificationCHS.pdf

unknown 1081344 25 50 44 46 2d 31 2e 
37 0a 8e 9d a3 b4 c5 
d6 e7 f8 0a 32 20 30 
20 6f 62 6a 0d 0a 5b 2f 
49 43 43 42 61 73 65 
64 20 33 20 30 20 52 
5d 0d 0a 65 6e 64 6f 
62 6a 0d 0a 33 20 30 
20 6f 62 6a 0d 0a 3c 
3c 0d 0a 2f 46 69 6c 
74 65 72 20 2f 46 6c 
61 74 65 44 65 63 6f 
64 65 20 0d 0a 2f 4c 
65 6e 67 74 68 20 32 
35 39 36 20 0d 0a 2f 
4e 20 33 20 0d 0a 3e 
3e 0d 0a 73 74 72 65 
61 6d 0d 0a 78 9c 9d 
96 77 54 53 d9 16 87 
cf bd 37 bd 50 92 10 
8a 94 d0 6b 68 52 02 
48 0d bd 48 91 2e 2a 
31 09 10 4a c0 90 00 
22 36 44 54 70 44 51 
91 a6 08 32 28 e0 80 
a3 43 91 b1 22 8a 85 
01 51 b1 eb 04 19 44 
d4 71 70 14 1b 96 49 
64 ad 19 df bc 79 ef cd 
9b df 1f f7 7e 6b 9f bd 
cf dd 67 ef 7d d6 ba 00 
90 fc 83 05 c2 4c 58 
09 80 0c a1 58 14 e1 
e7 c5 88 8d 8b 67 60 
07 01 0c f0 00 03 6c 
00 e0 70 b3 b3 42 

%PDF-1.7..........2 0 obj..[/I
CCBased 3 0 R]..endobj..3 
0 obj..<<../Filter 
/FlateDecode ../Length 
2596 ../N 3 ..>>..stre
am..x...wTS.....7.P.....khR.
H.
.H..*1..J..."6DTpDQ...2(...C
.."...Q....D.qp...Id....y......~
k....g.}........LX....X.......
g`......l..p..B

success or wait 1 F73F11 WriteFile

C:\temp\MsmDownloadTool\MSMDow
nloadToolSpecificationCHS.pdf

unknown 2776 30 30 30 39 32 31 38 
32 35 20 30 30 30 30 
30 20 6e 0d 0a 30 30 
30 30 30 30 30 30 30 
30 20 30 30 30 30 30 
20 66 0d 0a 30 30 30 
30 39 32 33 30 30 36 
20 30 30 30 30 30 20 
6e 0d 0a 30 30 30 30 
39 33 35 38 37 35 20 
30 30 30 30 30 20 6e 
0d 0a 30 30 30 30 30 
30 30 30 30 30 20 30 
30 30 30 30 20 66 0d 
0a 30 30 30 30 39 33 
36 36 36 38 20 30 30 
30 30 30 20 6e 0d 0a 
30 30 30 30 39 34 30 
34 36 31 20 30 30 30 
30 30 20 6e 0d 0a 30 
30 30 30 30 30 30 30 
30 30 20 30 30 30 30 
30 20 66 0d 0a 30 30 
30 30 39 34 33 31 36 
39 20 30 30 30 30 30 
20 6e 0d 0a 30 30 30 
30 39 39 35 39 35 31 
20 30 30 30 30 30 20 
6e 0d 0a 30 30 30 30 
30 30 30 30 30 30 20 
30 30 30 30 30 20 66 
0d 0a 30 30 30 30 39 
39 37 32 36 30 20 30 
30 30 30 30 20 6e 0d 
0a 30 30 30 30 31 32 
39 34 35 37 20 30 30 
30 30 30 

000921825 00000 
n..0000000000 00000 
f..0000923006 00000 n..0
000935875 00000 
n..0000000000 00000 
f..0000936668 00000 n..0
000940461 00000 
n..0000000000 00000 
f..0000943169 00000 n..0
000995951 00000 
n..0000000000 00000 
f..0000997260 00000 n..0
000129457 00000

success or wait 1 F73F11 WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\temp\MsmDownloadTool\Adb.exe unknown 819200 4d 5a 90 00 03 00 00 
00 04 00 00 00 ff ff 00 
00 b8 00 00 00 00 00 
00 00 40 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 80 00 00 00 
0e 1f ba 0e 00 b4 09 
cd 21 b8 01 4c cd 21 
54 68 69 73 20 70 72 
6f 67 72 61 6d 20 63 
61 6e 6e 6f 74 20 62 
65 20 72 75 6e 20 69 
6e 20 44 4f 53 20 6d 6f 
64 65 2e 0d 0d 0a 24 
00 00 00 00 00 00 00 
50 45 00 00 4c 01 05 
00 b6 80 0c 53 00 00 
00 00 00 00 00 00 e0 
00 0f 03 0b 01 02 16 
00 a4 09 00 00 d8 02 
00 00 54 01 00 30 11 
00 00 00 10 00 00 00 
c0 09 00 00 00 40 00 
00 10 00 00 00 02 00 
00 04 00 00 00 01 00 
00 00 04 00 00 00 00 
00 00 00 00 10 0e 00 
00 04 00 00 c0 02 0d 
00 03 00 00 00 00 00 
20 00 00 10 00 00 00 
00 10 00 00 10 00 00 
00 00 00 00 10 00 00 
00 00 00 00 00 00 00 
00 

MZ......................@.....
..............................
............!..L.!This program 
cannot be run in DOS 
mode....
$.......PE..L......S..........
...............T..0...........
..@...........................
................ .............
...............

success or wait 1 F73F11 WriteFile

C:\temp\MsmDownloadTool\AdbWinApi.dll unknown 94208 4d 5a 90 00 03 00 00 
00 04 00 00 00 ff ff 00 
00 b8 00 00 00 00 00 
00 00 40 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 e8 00 00 00 
0e 1f ba 0e 00 b4 09 
cd 21 b8 01 4c cd 21 
54 68 69 73 20 70 72 
6f 67 72 61 6d 20 63 
61 6e 6e 6f 74 20 62 
65 20 72 75 6e 20 69 
6e 20 44 4f 53 20 6d 6f 
64 65 2e 0d 0d 0a 24 
00 00 00 00 00 00 00 
96 b8 74 ab d2 d9 1a 
f8 d2 d9 1a f8 d2 d9 
1a f8 11 d6 47 f8 d9 d9 
1a f8 d2 d9 1b f8 a6 d9 
1a f8 f5 1f 67 f8 c3 d9 
1a f8 f5 1f 77 f8 8c d9 
1a f8 f5 1f 60 f8 d3 d9 
1a f8 f5 1f 74 f8 e9 d9 
1a f8 f5 1f 66 f8 d3 d9 
1a f8 f5 1f 62 f8 d3 d9 
1a f8 52 69 63 68 d2 
d9 1a f8 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 50 45 
00 00 4c 01 04 00 02 
85 80 4a 00 00 00 00 
00 00 00 00 e0 00 02 

MZ......................@.....
..............................
............!..L.!This program 
cannot be run in DOS 
mode....
$.........t...............G...
............g.......w.......`.
......t.......f.......b.....Ri
ch....................PE..L...
...J...........

success or wait 1 F73F11 WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\temp\MsmDownloadTool\AdbWinApi.dll unknown 2048 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 

..............................

..............................

..............................

..............................

..............................

..............................

..............................

..............................

...............

success or wait 1 F73F11 WriteFile

C:\temp\MsmDownloadTool\AdbWinUsbApi.dll unknown 57344 4d 5a 90 00 03 00 00 
00 04 00 00 00 ff ff 00 
00 b8 00 00 00 00 00 
00 00 40 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 f8 00 00 00 
0e 1f ba 0e 00 b4 09 
cd 21 b8 01 4c cd 21 
54 68 69 73 20 70 72 
6f 67 72 61 6d 20 63 
61 6e 6e 6f 74 20 62 
65 20 72 75 6e 20 69 
6e 20 44 4f 53 20 6d 6f 
64 65 2e 0d 0d 0a 24 
00 00 00 00 00 00 00 
33 cd 91 3c 77 ac ff 6f 
77 ac ff 6f 77 ac ff 6f 
50 6a 84 6f 73 ac ff 6f 
b4 a3 a2 6f 7e ac ff 6f 
77 ac fe 6f f7 ac ff 6f 
50 6a 82 6f 66 ac ff 6f 
50 6a 92 6f 3e ac ff 6f 
50 6a 85 6f 76 ac ff 6f 
50 6a 91 6f 5d ac ff 6f 
50 6a 83 6f 76 ac ff 6f 
50 6a 87 6f 76 ac ff 6f 
52 69 63 68 77 ac ff 6f 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 50 45 00 00 
4c 01 04 

MZ......................@.....
..............................
............!..L.!This program 
cannot be run in DOS 
mode....$.......3..
<w..ow..ow..oPj.os.
.o...o~..ow..o...oPj.of..oPj.o
>..oPj.ov..oPj.o]..oPj.ov..o
Pj.ov..oRichw..o................
........PE..L..

success or wait 1 F73F11 WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\temp\MsmDownloadTool\AdbWinUsbApi.dll unknown 3584 05 32 87 32 c9 32 e1 
32 01 33 0a 33 13 33 
1a 33 a1 33 b4 33 dd 
33 fa 33 82 36 93 36 
d6 38 e2 38 ee 38 fa 
38 06 39 12 39 1e 39 
2a 39 36 39 42 39 4e 
39 5a 39 66 39 72 39 
7e 39 8a 39 96 39 a2 
39 ae 39 ba 39 c6 39 
d2 39 de 39 ea 39 f6 
39 02 3a 45 3a 6c 3a 
73 3a 7a 3a 89 3a bc 
3a e6 3a 10 3b 3a 3b 
5a 3b 69 3b 73 3b 79 
3b 7d 3b 8e 3b 98 3b 
a9 3b b9 3b bd 3b c2 
3b d1 3b ec 3b 00 3c 
10 3c 24 3c 2c 3c 4c 
3c 70 3c 7c 3c 84 3c 
a4 3c b8 3c c8 3c dc 
3c e4 3c 04 3d 18 3d 
28 3d 3c 3d 44 3d 6c 
3d 70 3d 78 3d 80 3d 
88 3d 8c 3d 94 3d a8 
3d b0 3d c4 3d dc 3d 
e0 3d e8 3d ec 3d f4 
3d f8 3d 00 3e 04 3e 
0c 3e 10 3e 18 3e 1c 
3e 24 3e 28 3e 30 3e 
34 3e 50 3e 70 3e 90 
3e b0 3e d0 3e f0 3e fc 
3e 18 3f 34 3f 38 3f 58 
3f 60 3f 64 3f 7c 3f 80 
3f 90 3f b4 3f c0 3f c8 
3f e0 3f e8 3f f0 

.2.2.2.2.3.3.3.3.3.3.3.3.6.6.
8
.8.8.8.9.9.9*969B9N9Z9f9r
9~9.9
.9.9.9.9.9.9.9.9.9.:E:l:s:z:.:
.:.:.;:;Z;i;s;y;};.;.;.;.;.;.;.;.;.<.
<$<,<L<p<|<.<.<.<.<.<.<
.=.=(=
<=D=l=p=x=.=.=.=.=.=.=.=
.=.=.=.=.=.=.>.>.>.>.>.>$>
(>0>4>P>p>.>.>.>.>.>.?4?
8?X?`?d?|?.?.?.?.?.?.?.?.

success or wait 1 F73F11 WriteFile

C:\temp\MsmDownloadTool\Log\MsmDownloadToolLog_2021-
03-19_14_06_27_0880.txt

unknown 59 0a 3d 3d 3d 3d 3d 3d 
3d 3d 3d 3d 3d 3d 3d 
3d 3d 3d 3d 3d 3d 3d 
3d 3d 3d 3d 3d 3d 3d 
3d 3d 3d 3d 3d 3d 3d 
3d 3d 3d 3d 3d 3d 3d 
3d 3d 3d 3d 3d 3d 3d 
3d 3d 3d 3d 3d 3d 3d 
3d 3d 0a 

.====================
=========
====================
========.

success or wait 1 E3B946 WriteFile

C:\temp\MsmDownloadTool\Log\MsmDownloadToolLog_2021-
03-19_14_06_27_0880.txt

unknown 41 7c 20 4d 73 6d 20 44 
6f 77 6e 6c 6f 61 64 
20 54 6f 6f 6c 20 56 32 
2e 30 2e 33 38 20 66 
6f 72 20 65 4d 4d 43 
2f 55 46 53 0a 

| Msm Download Tool 
V2.0.38 for eMMC/UFS.

success or wait 1 E3B946 WriteFile

C:\temp\MsmDownloadTool\Log\MsmDownloadToolLog_2021-
03-19_14_06_27_0880.txt

unknown 43 7c 20 20 20 20 20 20 
20 20 20 20 20 20 20 
20 20 20 20 20 20 20 
20 20 20 20 20 20 20 
20 20 20 20 20 20 20 
20 20 20 09 09 09 20 
0a 

|                                     
... .

success or wait 1 E3B946 WriteFile

C:\temp\MsmDownloadTool\Log\MsmDownloadToolLog_2021-
03-19_14_06_27_0880.txt

unknown 28 7c 20 42 75 69 6c 64 
20 44 61 74 61 3a 20 
20 44 65 63 20 20 38 
20 32 30 32 30 20 0a 

| Build Data:  Dec  8 2020 . success or wait 1 E3B946 WriteFile

C:\temp\MsmDownloadTool\Log\MsmDownloadToolLog_2021-
03-19_14_06_27_0880.txt

unknown 25 7c 20 42 75 69 6c 64 
20 54 69 6d 65 3a 20 
20 31 37 3a 33 34 3a 
35 33 20 0a 

| Build Time:  17:34:53 . success or wait 1 E3B946 WriteFile

C:\temp\MsmDownloadTool\Log\MsmDownloadToolLog_2021-
03-19_14_06_27_0880.txt

unknown 59 3d 3d 3d 3d 3d 3d 3d 
3d 3d 3d 3d 3d 3d 3d 
3d 3d 3d 3d 3d 3d 3d 
3d 3d 3d 3d 3d 3d 3d 
3d 3d 3d 3d 3d 3d 3d 
3d 3d 3d 3d 3d 3d 3d 
3d 3d 3d 3d 3d 3d 3d 
3d 3d 3d 3d 3d 3d 3d 
3d 0a 0a 

====================
==========
====================
=======..

success or wait 1 E3B946 WriteFile

C:\temp\MsmDownloadTool\Log\MsmDownloadToolLog_2021-
03-19_14_06_27_0880.txt

unknown 64 0d 0a 5b 50 49 44 3a 
32 35 34 38 5d 20 5b 
54 49 44 3a 32 32 37 
32 5d 20 5b 32 30 32 
31 2d 30 33 2d 31 39 
20 31 34 3a 30 36 3a 
32 37 3a 3a 30 38 38 
30 5d 20 53 74 61 72 
74 20 6c 6f 67 2e 2e 
2e 

..[PID:2548] [TID:2272] 
[2021-03-19 
14:06:27::0880] Start log...

success or wait 1 E3BAF0 WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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Disassembly

Code Analysis

Registry ActivitiesRegistry Activities

C:\temp\MsmDownloadTool\Log\MsmDownloadToolLog_2021-
03-19_14_06_27_0880.txt

unknown 73 0d 0a 5b 50 49 44 3a 
32 35 34 38 5d 20 5b 
54 49 44 3a 32 32 37 
32 5d 20 5b 32 30 32 
31 2d 30 33 2d 31 39 
20 31 34 3a 30 36 3a 
32 38 3a 3a 30 36 33 
30 5d 20 6d 61 63 3a 
45 43 2d 46 34 2d 42 
42 2d 35 37 2d 30 44 
2d 43 39 

..[PID:2548] [TID:2272] 
[2021-03-19 
14:06:28::0630] mac:EC-F
4-BB-57-0D-C9

success or wait 1 E3BAF0 WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

File Path Offset Length Completion Count
Source
Address Symbol

Key Path Completion Count
Source
Address Symbol

HKEY_CURRENT_USER\Software\OPPO success or wait 1 E86320 RegCreateKeyExA

HKEY_CURRENT_USER\Software\OPPO\MsmDownloadTool success or wait 1 E8634B RegCreateKeyExA

HKEY_CURRENT_USER\Software\OPPO\MsmDownloadTool\Language success or wait 1 E863B9 RegCreateKeyExA

Key Path Name Type Data Completion Count
Source
Address Symbol

HKEY_LOCAL_MACHINE\SYSTEM\Cont
rolSet001\Services\FltMgr

UseTildeShortcut dword 1 success or wait 1 DF6F59 RegSetValueExA

Key CreatedKey Created

Key Value CreatedKey Value Created

Copyright Joe Security LLC 2021 Page 29 of 29


	Table of Contents
	Analysis Report MsmDownloadTool.exe
	Overview
	General Information
	Detection
	Signatures
	Classification

	Startup
	Malware Configuration
	Yara Overview
	Sigma Overview
	Signature Overview
	AV Detection:
	System Summary:
	Hooking and other Techniques for Hiding and Protection:
	Malware Analysis System Evasion:

	Mitre Att&ck Matrix
	Behavior Graph
	Screenshots
	Thumbnails

	Antivirus, Machine Learning and Genetic Malware Detection
	Initial Sample
	Dropped Files
	Unpacked PE Files
	Domains
	URLs

	Domains and IPs
	Contacted Domains
	URLs from Memory and Binaries
	Contacted IPs

	General Information
	Simulations
	Behavior and APIs

	Joe Sandbox View / Context
	IPs
	Domains
	ASN
	JA3 Fingerprints
	Dropped Files

	Created / dropped Files
	Static File Info
	General
	File Icon
	Static PE Info
	General
	Entrypoint Preview
	Data Directories
	Sections
	Resources
	Imports
	Version Infos
	Possible Origin


	Network Behavior
	Code Manipulations
	Statistics
	System Behavior
	Analysis Process: MsmDownloadTool.exe PID: 2548 Parent PID: 5632
	General
	File Activities
	Registry Activities


	Disassembly
	Code Analysis



