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Analysis Report SureServoPROInstall_ V4 1 0 5 DB2_0...

Overview
General Information Detection Signatures Classification
Sample SureServoPROlInstall_V4_

Analysis ID: 377536 Contains functienality to/checkifia d:..
MD5:
elc700344a31ae.. Contains functionality to checkifia d...
SHA1L:
€1a62a6555920.. Contains functionality te;dynamically...
SHA256: . beod SUSPICIOUS
. a07eeabe6dc625.

Contains functionality'te guery/locale:..
Infos: n Q &

Contains functionality to;shutdown|/ ...

Name: 1 0 5 DB2 0 8.exe PE file has a writeable .text section
Most interesting Screenshot:

Whitelisted: false

Confidence: 60%

®

2
=5
[

[
[
[

]

Eound evasive ARIichain (may stop...

Analysis Advice

Sample drops PE files which have not been started, submit dropped PE samples for a secondary analysis to Joe Sandbox

Sample is looking for USB drives. Launch the sample with the USB Fake Disk cookbook

Startup

= System is w10x64

e 55 SureServoPROInstall_V4_1 0 5 DB2_0_8.exe (PID: 6312 cmdline: 'C:\Users\user\Desktop\SureServoPROlnstall_V4_1_0_5_DB2_0_8.exe' MD5:
E1C700344A31AEE275B86A0CC5FE707B)

e 55 setup.exe (PID: 6356 cmdline: C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\setup.exe -package:'C:\Users\user\Desktop\SureSe
rvoPROInstall_V4_1 0_5 _DB2_0_8.exe' -no_selfdeleter -IS_temp -media_path:'C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\Disk1\' -tempd
isk1folder:'C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\' -IS_OriginalLauncher:'C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-
BA42-894B5CE410C5}\Disk1\setup.exe' MD5: 88340D6E1DE3ED49364A64B3D8796AF6)

o [ ISBEW64.exe (PID: 6544 cmdline: C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF)\ISBEW64.exe {EFB7539B-24F3-46B6-AF6E-3
B021B51EFEF}:{B8FD074B-9EF5-416D-A3EE-6D8FB115C83F} MD5: 8A1E5A6B1C4E0C7D706EB2B36FA6C8EA)

o [ ISBEW64.exe (PID: 6584 cmdline: C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF)\ISBEW64.exe {EFB7539B-24F3-46B6-AF6E-3
B021B51EFEF}:{3BED6DCE-3BD7-42E3-BF6F-81E3F37201FD} MD5: 8A1E5A6B1C4EO0C7D706EB2B36FAGCSEA)

e [ ISBEW64.exe (PID: 6624 cmdline: C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF)\ISBEW64.exe {EFB7539B-24F3-46B6-AF6E-3
B021B51EFEF}:{30C7FFBC-292B-4310-AFE7-0365F4C35832} MD5: 8A1E5A6B1C4E0C7D706EB2B36FAGCSEA)

o [ ISBEW64.exe (PID: 6656 cmdline: C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF)\ISBEW64.exe {EFB7539B-24F3-46B6-AF6E-3
B021B51EFEF}:{C15C7E7D-7890-420A-86BA-7E9024358B47} MD5: 8A1E5A6B1C4E0C7D706EB2B36FA6C8EA)

o [ ISBEW64.exe (PID: 6696 cmdline: C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF)\ISBEW64.exe {EFB7539B-24F3-46B6-AF6E-3
B021B51EFEF}:{6332241F-264C-4388-88EB-7A98CF4DBA83} MD5: 8A1E5A6B1C4E0C7D706EB2B36FA6C8EA)

o [ ISBEW64.exe (PID: 6744 cmdline: C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF)\ISBEW64.exe {EFB7539B-24F3-46B6-AF6E-3
B021B51EFEF}:{D1BE9E7C-E67D-4CF9-BA65-428ACD016A71} MD5: 8A1E5A6B1C4EO0C7D706EB2B36FAGCSEA)

o [ ISBEW64.exe (PID: 6784 cmdline: C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF)\ISBEW64.exe {EFB7539B-24F3-46B6-AF6E-3
B021B51EFEF}:{176CEB1A-A045-48A9-ADF5-06 CDBA606E31} MD5: 8A1E5A6B1C4E0C7D706EB2B36FA6CBEA)

= cleanup

Malware Configuration

No configs have been found
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Yara Overview

No yara matches

Sigma Overview

No Sigma rule has matched

Signature Overview

@

System Summary:
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Ren

Initial Privilege Credential Lateral Command Network Ser
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and Control Effects Effe
Replication Launchd Rc.common Rc.common Steganography Cached File and VNC GUI Input  Exfiltration Multiband Jamming or
Through Domain Directory Capture Over C2 Communication Denial of
Removable Credentials Discovery Channel Service
Media
External Scheduled Startup Startup Items ~ Compile After DCSync System Windows Web Portal Exfiltration = Commonly Rogue Wi-Fi
Remote Task Iltems Delivery Information Remote Capture Over Used Port Access Points
Services Discovery a Management Alternative

Protocol

Behavior Graph

Legend:

l:‘ Process
l:‘ Signature

l:‘ Created File
Il onsieinfo

Behavior Graph

(D2 377536 MALICIOUS bl
sample: ‘SureServoPROInstall_V4_1_0_. S - Is Dropped
Startdate: 29/03/2021 CLEAN q
g [ A% Is Windows Process
Score: 2 n )
» Number of created Registry Values
L]
S e . Number of created Files
text section "
ﬁ Visual Basic
SureServoPROINstall_V4_1_0_5_DB2_0_8.exe 111 Delphl
S
&, Java
e B s =
/W NetC#or VB.NET
dropped dropped dropped
G C, C++ or other language
C: ocal\...\setup.exe, PE32 C: ocal\...\setup.exe, PE32 CciL ocal\..\ISSetup.dll, PE32 started
Is malicious
seupere o Internet
e B s
dropped dropped dropped dropped
Ci\Users\user\AppDatalLocall...\_is6ABE.tmp, PE32 Ci\Userslusen\AppDatalLocall...\_is6A20.tmp, PE32 Ci\Users\user\AppDatalLocall...\_is69C0.tmp, PE32 37 other files (none is malicious) started started started
ISBEW6dexe AN ISBEWG4.exe SN ISBEW64.exe

G Ic] c]

Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

4 other processes
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No bigger version No bigger version

F-l O Tyoe here to search 4

No bigger version

No bigger version No bigger version No bigger version

SureServo PRO - InstallShield Wizard

License Agreement

Please read the following license agreement carefully. E

Press the PAGE DOWN key to see the rest of the agreement.

irhe software accompanying this license agreement (SureServo Pro(tm)) is the
property of AutomationDirect.com, or its suppliers, and is protected by United States
and International Copyright laws and International treaty provisions.

Mo ownership rights are aranted by this Agreement or possession of the Software.
Therefore, you must treat the Licensed Software like any other copyrighted material
(2.0., 2 book or musical recording), except that you may make a single copy for
backup or archival purposes

Yfoui rights and obligations in its use are described as follows:

Do you accept all the terms of the preceding License Agreement? 1 you
selectNo, the setup will dlose. To install SureServo PRO, you must accept
this agreement.

No bigger version

No bigger version

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source

SureServoPROInstall_V4_1_0_5 DB2_0_8.exe

SureServoPROInstall_V4_1_0_5 DB2_0_8.exe

SureServoPROInstall_V4_1_0_5 DB2_0_8.exe

Dropped Files

Source

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\Disk1\ISSetup.dll
C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\Disk1\setup.exe
C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5)ISSetup.dll
C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5N\setup.exe
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Detection Scanner

0% Virustotal

3% Metadefender
0% ReversingLabs

Detection Scanner

2%
2%
2%
2%

ReversingLabs
ReversingLabs
ReversingLabs

ReversingLabs

No bigger version

Label

Label

No bigger version

Link
Browse

Browse

Link
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https://www.virustotal.com/gui/file/fa07eeabe6dc625c92894a62137f8c2cfb445b8e3daddd19ee3c44c00a84a708/detection/f-fa07eeabe6dc625c92894a62137f8c2cfb445b8e3daddd19ee3c44c00a84a708-1613288559
https://www.metadefender.com/#!/results/file/bzIxMDMyOTB4SlFxVlFiS0VUVGpjdy1KU3o/regular/analysis

Source Detection Scanner Label Link

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FFN\ISB542E.tmp 3% Metadefender Browse
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FFN\ISB542E.tmp 2% ReversingLabs
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\dot542C.tmp 2% ReversingLabs
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{62E0592E-B1C0O- 4% ReversingLabs

499B-83F6-829789BDBD51}\ is5463.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{62E0592E-B1C0O- 0% Metadefender Browse
499B-83F6-829789BDBD51\isr5430.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{62E0592E-B1C0O- 4% ReversingLabs
499B-83F6-829789BDBD51\isr5430.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DABAB7C-68BD- 3% ReversingLabs
40BE-B843-21CE4ACD3DBA4}Isr5530.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DABAB7C-68BD- 3% ReversingLabs
40BE-B843-21CE4CD3DBA4)\MMOG6B1E.tmp

Unpacked PE Files

No Antivirus matches

Domains

No Antivirus matches

URLs

Source Detection Scanner Label Link
hitp://=0x%04x.iniMS 0% Avira URL Cloud safe
hitp://support.automationdirect.com8 0% Avira URL Cloud safe
hitp:/fiwww.flexerasoftware.comO 0% URL Reputation safe
hitp:/fiwww.flexerasoftware.comO 0% URL Reputation safe
hitp:/fiwww.flexerasoftware.comO 0% URL Reputation safe
hitp:/fiwww.flexerasoftware.comO 0% URL Reputation safe
hitp://ocsp.thawte.comO 0% URL Reputation safe
hitp://ocsp.thawte.comO 0% URL Reputation safe
hitp://ocsp.thawte.comO 0% URL Reputation safe
hitp://ocsp.thawte.comO 0% URL Reputation safe

Domains and IPs

Contacted Domains

No contacted domains info

URLs from Memory and Binaries

Name Source Malicious Antivirus Detection Reputation

hitp://deviis4.installshield.com/NetNirvana/ setup.exe, 00000001.00000002.9 false high
34145303.0000000000917000.0000
0004.00000020.sdmp

hitp://deviis4.installshield.com/NetNirvana/data2.cabDisk1 SureServoPROInstall_V4_1 0 5 D false high
B2_0_8.exe

hitp://=0x%04x.iniMS SureServoPROInstall_V4_1 0 5 D false e Avira URL Cloud: safe low
B2_0_8.exe

hitp://support.automationdirect.com8 setup.exe, 00000001.00000002.9 false e Avira URL Cloud: safe unknown
34145303.0000000000917000.0000
0004.00000020.sdmp

hitp://iwww.installshield.com/isetup/ProErrorCentral.asp? SureServoPROInstall_V4_1 0 5 D false high

ErrorCode=%d B2_0_8.exe

hitp://crl.thawte.com/ThawteTimestampingCA.crl0 setup.exe, 00000001.00000003.6 false high

91546035.0000000000975000.0000
0004.00000001.sdmp, _is5560.tmp.1.dr

hitp://support.automationdirect.com SureServoPROInstall_V4_1 0 5 D false high
B2_0_8.exe
hitp:/fiwww.flexerasoftware.comO setup.exe, 00000001.00000002.9 false e URL Reputation: safe unknown
48173876.00000000101BB000.0000 e URL Reputation: safe
0040.00020000.sdmp, _is5560.tmp.1.dr e URL Reputation: safe
e URL Reputation: safe

Copyright Joe Security LLC 2021 Page 8 of 118


https://www.metadefender.com/#!/results/file/bzE5MDMxM0JrQmdfdDRoTFBWUHQtS2k1dGE3cQ/regular/analysis
https://www.metadefender.com/#!/results/file/ZDE4MDUwM0JrY0Z2S0VfNmZIeXZXZWtJMU92NA/regular/analysis

Name

hitp:/fiwww.symauth.com/cps0(

hitp://www.symauth.com/rpa00

hitp://ocsp.thawte.comO

Contacted IPs

No contacted IP infos

General Information

Joe Sandbox Version:

Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Sample file name:

Cookbook file name:

Analysis system description:

Number of analysed new started processes analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

EGA Information:

HDC Information:

HCA Information:

Cookbook Comments:

Warnings:

Copyright Joe Security LLC 2021

Source

setup.exe, 00000001.00000002.9
48173876.00000000101BB000.0000
0040.00020000.sdmp, _is5560.tmp.1.dr

setup.exe, 00000001.00000002.9
48173876.00000000101BB000.0000
0040.00020000.sdmp, _is5560.tmp.1.dr

setup.exe, 00000001.00000003.6
91546035.0000000000975000.0000
0004.00000001.sdmp, _is5560.tmp.1.dr

Malicious

false

false

false

Antivirus Detection

e o o o

Reputation

high

high

URL Reputation: safe unknown
URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

31.0.0 Emerald

377536

29.03.2021

18:07:26

CloudBasic

Oh 9m 51s

false

light
SureServoPROInstall_V4_1 0_5 DB2_0_8.exe
default.jbs

Windows 10 64 bit v1803 with Office Professional Plus
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8
Update 211

17
0
0
0
0

HCA enabled
EGA enabled
HDC enabled
AMSI enabled

.
.
.
.

default

Timeout

SuUS

sus32.evad.WinEXE@17/97@0/0
e Successful, ratio: 100%

e Successful, ratio: 23.4% (good quality ratio 18.4%)
e Quality average: 58.5%
e Quality standard deviation: 37%

Failed

e Adjust boot time

e Enable AMSI

e Found application associated with file extension:
.exe

Show All

e Exclude process from analysis (whitelisted):
BackgroundTransferHost.exe,
backgroundTaskHost.exe

e Report size exceeded maximum capacity and may
have missing behavior information.

e Report size getting too big, too many
NtAllocateVirtualMemory calls found.

e Report size getting too big, too many
NtOpenKeyEx calls found.

e Report size getting too big, too many
NtQueryValueKey calls found.

e Report size getting too big, too many
NtSetInformationFile calls found.
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Simulations

Behavior and APIs

No simulations

Joe Sandbox View | Context

IPs

No context

Domains

No context

ASN

No context

JA3 Fingerprints
No context

Dropped Files

Match Associated Sample Name /| URL SHA 256 Detection Link Context
C:\Users\user\AppData\Local\Temp\ Get hash malicious Browse
{5A5FC2C6-9262-4BBA-8AD9-

F7AEF29201FF}\{62E0592E-B1CO-

499B-83F6-

829789BDBD51}\isr5430.tmp

C:\Users\user\AppData\Local\Temp\ Get hash malicious Browse
{5A5FC2C6-9262-4BBA-8AD9-

F7AEF29201FFNISB542E.tmp

Created / dropped Files
C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\0x0409.ini

Process: C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\setup.exe

File Type: Little-endian UTF-16 Unicode text, with very long lines, with CRLF, CR line terminators

Category: dropped

Size (bytes): 22490

Entropy (8bit):  3.484827950705229

Encrypted: false

SSDEEP: 384:CTmyuV//BiTbh/Y4AwC2WrP2DBWa/Oa0Mhs+XVgv:CT6V//BiXh/N/IWr0aaOMhs+XVgv

MD5: 8586214463BD73E1C2716113E5BD3E13

SHA1L: FO2E3A76FD177964A846D4AA0A23F738178DB2BE

SHA-256: 089D3068E42958DD2COAEC668E5B7ES7B7584ACASC77132B1BCBE3ALDA33EFS54

SHA-512: 309200F38DOE29C9AAA99BB6DI95F4347F8ABC320EB65742E7C539246AD9B759608BD5151D1C5D1D05888979DAA38F2B6C3BF492588B212B583B8ADBES1IFAL6G1
Malicious: false

Reputation: moderate, very likely benign file

Preview:

.[.0.x.0.4.0.9].....1.1.0.0.=.S.e.tu.p. .L.n.i.tializ.atio.n. .Erro.r...11.0.1.=%.s...

1.1.0.2.=%.1. .S.e.tu.p. .i.s. .p.re.paring. .the. .%.2.,. .which. .w.ill .g.uid.e.

.y.o.u. .thrrou.g.h. the. .pro.g.ram. s.etu.p..pro.cess....Pleas.e. wa.it...110.3=C.hecking. .Operating..System. V.ers.ion..1104=C.
h.e.ckin.g. W.i.nd.ows.(R). .Lnstaller. .V.ers.i.o.n...11.05=C.o.nfig.uring. Win.d.ow.s. .Lns.taller...1.10.6.=.C.o.nfig.uring. .%.s...11.0.7.=
S.e.tu.p. .h.as..c.omp.lete.d. .co.nfiguring. .the W.indow.s. .lLnstaller. .on. .yo.ur system.. The. system. .need.s. . to. .be. restarted.

.i.n..ord.er. to. .co.ntinue. .w.ith. .the. .installation.. .Pleas.e. .click. .Restart to..reb.o.ot the. system...110.8.
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https://view.joesandbox.com/analysis/77198/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/77198/html/none?idtype=webid
https://view.joesandbox.com/analysis/77198/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/77198/html/none?idtype=webid

C:\Users\luser\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\Disk110x0409.ini

Process: C:\Users\user\Desktop\SureServoPROlInstall_V4_1_0_5_DB2_0_8.exe

File Type: Little-endian UTF-16 Unicode text, with very long lines, with CRLF, CR line terminators

Category: dropped

Size (bytes): 22490

Entropy (8bit):  3.484827950705229

Encrypted: false

SSDEEP: 384:CTmyuV//BiTbh/Y4AwC2WrP2DBWa/Oa0Mhs+XVgv:CT6V//BiXh/N/IWr0aaOMhs+XVgv

MD5: 8586214463BD73E1C2716113E5BD3E13

SHA1L: FO2E3A76FD177964A846D4AA0A23F738178DB2BE

SHA-256: 089D3068E42958DD2COAEC668E5B7ES7B7584ACASC77132B1BCBE3ALDA33EF54

SHA-512: 309200F38D0OE29C9AAA99BB6EDI5F4347F8ABC320EB65742E7C539246AD9B759608BD5151D1C5D1D05888979DAA38F2B6C3BF492588B212B583B8ADBES1FAL61

Malicious: false

Reputation: moderate, very likely benign file

Preview:
.[.0.x.0.4.0.9].....1.1.0.0.=.S.e.t.u.p. .lL.n.i.tializ.atio.n. .Erro.r...1.1.0.1.=%:.s...1.1.0.2.=.%.1. .S.e.t.u.p. .is. .pore.p.arin.g. .the. .%.2.,. .w.h.ic.h. .will .g.u.id.e.
.y.o.u. .thr.o.wu.gh. .the. .pro.g.ram. .s.etup..pro.ce.ss....Pleas.e. .wa.it....110.3.=C.he.cking. .O.perating. .System. V.e.rs.ion..1104=C.
h.e.ck.i.n.g. W.i.n.d.ow.s.(.R.). .Ln.s.taller. V.ers.io.n...1.105.=C.o.nfig.uring. W.i.nd.ow.s. .L.ns.taller...11.0.6.=.C.o.nfig.u.r.in.g. .%.s...1.1.0.7.=
S.e.t.u.p. .h.as..c.omp.lete.d. .co.nfiguring. .the. W.indow.s..lLnstaller. .on. .yo.ur. system.. . T.he. system. .needs..to. .be restarte.d.
.i.n..ord.eur. to. .co.ntinue. .with. .the. .installatio.n.. .Pleas.e. .click. Restart to..reb.o.ot the. . system...11.0.8.

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\Disk1\ISSetup.dll v

Process: C:\Users\user\Desktop\SureServoPROlInstall_V4_1_0_5_DB2_0_8.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows, PECompact2 compressed

Category: dropped

Size (bytes): 807696

Entropy (8bit):  7.773931629042238

Encrypted: false

SSDEEP: 12288:DIGz70vgUHjhKtYCdP2q4/8mnL2YCTdSxZa65jcttUO+UC1nHZc:DIGz8IUDPOOqGL2YCsxZa6RuUO+UCd5¢

MD5: 05E267CD74E51EFC3A9422AF3F85F6CD

SHA1L: B369F04872D31DB0D34D96014BB57BD2776AD84B

SHA-256: 0C98534B5A70E6CFA28D22BF71CEOC3F099B8F29BDD08DC39738C7D3179B22D2

SHA-512: 33BCA3B5ADE3C8A6065E470F4AAA4A2019C1B2C3324D84F71C45A5136CC8A8944EC73A1970F45D53569784B5DE624093EBO8CA943A4CEBD6BD0237E5DBESOL
58

Malicious: false

Antivirus: e Antivirus: ReversingLabs, Detection: 2%

Preview:

C:\Users\luser\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\Disk1\autorun.inf

Process: C:\Users\user\Desktop\SureServoPROlInstall_V4_1_0_5_DB2_0_8.exe

File Type: Microsoft Windows Autorun file, ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 43

Entropy (8bit):  3.9336877903443295

Encrypted: false

SSDEEP: 3:1tIKVmOQVkT2Vk9:e1K/AKTyk9

MD5: 01992077575FE1FEFE6C7CD35DE9C143

SHA1L: 019D2DF4F51DC46552AF7B147678104F9CA71B2B

SHA-256: 31A7E507A8C26F4D4DA0A7BBCES9ECI9AF65959E4332A6B6115C1968D9D4D15A2
SHA-512: 3B662A894E0418A4B1C6D6AA29E41CE1081048D19FDCF702833B520B22A9D29C5DC8340FBAB3BE31687719D7B4963541E5603A5C429DC945FB4478BOE3358A6¢
Malicious: false

Preview:

[autorun]..open=Setup.exe..icon=Setup.exe..
C:\Users\luser\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\Disk1\datal.cab E
Process: C:\Users\user\Desktop\SureServoPROlInstall_V4_1_0_5_DB2_0_8.exe
File Type: InstallShield CAB
Category: dropped
Size (bytes): 7306253
Entropy (8bit):  7.99568327602191
Encrypted: true
SSDEEP: 196608:hvKkS/vK+21zlg/Os3VSCyZ6a400/OGHWDgSgWd/bJchiHQ6NnZk:hikS/i+psg/Os3VSCyZ6a400/OGHWDgf
MD5: E147FF02C54D48B2A41DE1F3A1106324
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C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\Disk1\datal.cab E

SHA1L:

SHA-256:
SHA-512:
Malicious:

Preview:

8F47CB86B69E311345C191959230D5344B7CD9F7
FE29FAE444C13656AB226FBDA2A19275467DDA8E93A60D3A5D2698FB3D5BCASE
53E44B91E3AC481695D2A48D06218D88F03460929119B20930AB50B0424E96661F4C516DB4BE011BB49EA7TEES00C340AF891B2875BB2E259DDF5DB49507BDC3¢

false

17 e et
eYbod Qo
1.2..-.ul..H.r.&PP

F.$~.2..h>K.c.>..>p."..J..onW\v. Igl.}

C:\Users\luser\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\Disk1\datal.hdr

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\SureServoPROlInstall_V4_1_0_5_DB2_0_8.exe

InstallShield CAB

dropped

34512

3.564088931334005

false

768:glvtFvfalZjglO6Salvrsgp8XA/lINy+7ljrwsfw5D:glvDvvPxljrjgD
BC250A5D0A3A07926924129D9C8089A7
671765EDO1DDC6A97C5E74C042FF74A4252443B8
2DBDD9CECDB45CC415278FF48FBB91EC4C8CA7D30B103E111DEB6CEDB1E44098

CED97FD79F9D91370AA9855D72927ED1B1C3FD2FD65DBC6CCD10B091E7F48CDC33FB6BDOEA736BFOA802D90C84ED88CA4CBOB5C44F5731F797AF769DD22AE
A2C

false

1Sc(.

_1gB.J.EQ.sh...S..6F.&....Jm".D...dF.c,Z.{0$..

C:\Users\luser\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\Disk1\layout.bin

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\SureServoPROlInstall_V4_1_0_5_DB2_0_8.exe

data

dropped

610

2.0732183138745826

false
6:0MaqUIfMEI/qDjO2CbwkR5aSelhCnXIBJIDWLNGIETI127W7Jtn:05flftaO2tk/aSakQyBTj
C9D89EOC09500FBEE7CIEB916ABA26AC
2D8D315437E2055F3C5D4ADEO94AC3FBO1ES4B0A
8F794018826D9A76DF0897244EO0EC6E9B68F57F2FF940B08AAS73F53B8CBB34B
DBA7D1454F7695FADC2C8D7B3E08746F195781CC1E2166DAEC3AC506E60BDB82CIC2BD03981C7C099BF69026AFBFOE15262A1A51B0078827103BB8260670397

false

........... Leo%.cin X ...8...N.
0.4.0.9...i.nii...d.ata.l..hdr..d.atal..cab..data2..cab..layout.bin.setup.exe..

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\Disk1\setup.bmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\SureServoPROlInstall_V4_1_0_5_DB2_0_8.exe

PC bitmap, Windows 3.x format, 640 x 480 x 8

dropped

308278

5.797980736269797

false

3072:3tDZFgZ72KTNsyfMXT9J2UUrDQjIKOYE4wg:MZ72kTaXT9QdYt5M
F194EA7CDAF317D96FE18D056B45D481
A71E90D631BF9ECD2D68E5620C23E704B1B6364C
22B6525B8F0825AFD510ED60DOEAD 259576 DE32F38B4C501EA13BB49006D2218

777038F077C772BF002AE1FBC26D5FDOE7FA741B87CFC907574A7537DC4B97B3893DDA4178E8D1412D260CBAF065A2A0B3AC136ABEA3DS5919BE6G2F5B6DF119
D

false

BMS....... B (et LA B H(%&* 1+-.(3,.33-%+2.1-3,,26.112.A<=.3H8.IL7.Td3../E.7;C...r.*i.--r. A>B
.@7?r.:DK.;il.80k.:ps.EFI.RKL.GTL.VSL.HKS.RNR.JSX.VVY.a)\.GsS.kmE.juH.pxM.ch].ksY.uyX.FJd.SMb.KWec.Y\c.FFx.UJx.N_s.VXt.a"b.b]x.Zd].ggi.rllirl.stk.hls.gnr.jsx.wwx
Lu>.vX.xN.oh.sn.|c.[{.~Hj.=>R.L[xJ.Qftz.Zv.b.|. V.. V. [.v.m.r.~V.kw..L.(.*.. ..&.,+.E?.A=.4C.;~./S..ON..b\..Os..gh..kw..w|..jk.xn..m~..
ux..MM..eZ..sr.....1....)../ ..&./-.C<.@>..%@..<k..?K..LL..a"..00..ON.." ;

Lo o0 Ze YO e
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C:\Users\luser\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\Disk1\setup.exe v

Process: C:\Users\user\Desktop\SureServoPROlInstall_V4_1_0_5_DB2_0_8.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 1201936

Entropy (8bit): 6.693264418797218

Encrypted: false

SSDEEP: 24576:SGjk6PMULtgtIKIch5+915zApy/MrlllIVIGifVOCWCp: Tjk6PMUtgtJphMDw3IIIIVIGSVs+
MDS5: 88340D6E1DE3ED49364A64B3D8796AF6

SHA1L: AB49D8F6556A2F5BA46857FBE82252D1BE3B67BD

SHA-256: 4026CFDBC97F2DF519BA28353057D8BC7CFFA7A4BCCD3F84239E28CEB7B1B50F
SHA-512: DF1094BA3A47EOE2FE58DB48151FCB78922EF258353F951F7A89C12CA350ADE18F79C912A302EB8F606840A9BB3585F61E62CCFOCCC8127C89B751A80F3DFEE
Malicious: false

Antivirus: e Antivirus: ReversingLabs, Detection: 2%

Preview:

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\Disk1\setup.ini

Process: C:\Users\user\Desktop\SureServoPROlInstall_V4_1_0_5_DB2_0_8.exe

File Type: Little-endian UTF-16 Unicode text, with CRLF, CR line terminators

Category: dropped

Size (bytes): 2424

Entropy (8bit): 3.6681367627408417

Encrypted: false

SSDEEP: 48:rsAMo0O0OqqX1M74mcPTmscu/+S8gvn6CJIkkY09TzcqYtxkYOvISZAMXvrcOybOpn:rsAM30Gdcrmgrvnp6kY05w7tCYOvInAM

MDS5: EE5F7E849785DA28D45BFCA84922B060

SHA1L: A417AD5C622C639C768E8861F2F23CE3AEE468AA

SHA-256: A2F559B772F12833B7873116A4A5FC4BA2ACBA26A0B4A2E4ADBEE4ABE61FD6876

SHA-512: FO80B8DAB12AD255C689BIFE2A6EDA9908B363BB28AD34CD8BES8D717A8616DD006F601E3CAA7DISB3E251437EE714B43C5E859CA17AE9EBBBOBA4F53ECAF
AET7

Malicious: false

Preview:

.[.S.tartu.pl]...Product=S.ureS.erv.o. .P.RO...Produ.ctG.U.ID.=6.2.E.0.5.9.2.E.-.B.1.C.0.-.4.9.9.B.-.8.3.F.6.-.8.2.9.7.8.9.B.D.B.D.5.1.....C.o.m.p.a.
n.y.N.am.e.=.A.u.to.m.atio.n. .Dire.c.t..C.omp.anyUR.L=www.autom.atio.ndire.ct.com...ErrorR.e.p.ortUR.L=http..//www..ins.ta.l
I.s.h.iie.ld...c.om.is.etu.p./Pr.o.Error.Ce.ntral.as.p.?.Error.C.ode=%.ud....0x%x&E.rro.rlnfo.=%.s...Me.d.iaF.ormat=.1...L.o.g.Mo.de.
=1...SmallP.ro.gress.=N...SplashTime=..Che.ckMD5z=Y..CmdLinex=..ShowP.assw.o.rdD.ialo.g.=N...S.crip.tDriv.en=4.....
[L.a.n.g.u.a.g.e.s.]....D.efa.ult.=.0.x.0.4.09....S.u.p.p.o.rte.d.=.0x.0.4.09....R.e.q.u.ire.Exa.c.tL.angM.a.tc.h.=0x04.04.,0x.0.8.04...RT.LLan.gs.=0.
x.0.4.0.1.,.0.x.0.4.0.d.........[.0.x.0.4.0.9.].....0.x.0.4.

C:\Users\luser\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\Disk1\setup.inx

Process: C:\Users\user\Desktop\SureServoPROlInstall_V4_1_0_5_DB2_0_8.exe

File Type: data

Category: dropped

Size (bytes): 259601

Entropy (8bit): 7.387400499116719

Encrypted: false

SSDEEP: 3072:jAztrbh/sSEXeBISOBQMRbXSP8AIML1S4g4SNeJSFThMdU/L7Frt6Rec3pj3tCNMa:jAz5bl9xSEqNeJqOOxMecFtVkibw

MD5: ATAEF385AB56FF232696DAB3C7D74C6D

SHAL: 48654BBBOFF5F14CDA79390D8438297440005220

SHA-256: AB12A8B1F80818796EF14608323C809EB59875DC760BF4C685597952C8EAES45

SHA-512: CACABB8F2B32CC48D992400D17FB83E7667C03C7922C9D43C1CDE4BFBFC16AB981941788F912C2E3833A259B5CBAA212805EE3FB51C03D5D9D48E2734902854
D

Malicious: false

Preview:

(.. <$M. =........ | R 0.C...gWSI..SW.. WS[//d.d 1$.XX%
RO a..(.H...YQQEY.0.0=55.={.gC[..W.....0.S0o##  ......,.X8...
.0...L.H .D.. ........t....L.....ayyla......s.w!99.!...Gs[K]..
4..Ye}e. ..D

..g.yla=mQ.YJA.ML1.)L)........
JoHe 5MM.5s..gW.CKgCC..
..... W.0....W.;079..4+0....4.9\.@...<.....|

.m..gq)l}laMm.U=].E-M.5.=.%.-....cccevrrrnn

D4\.... H. C.W.....W3,;##C.[.TH! a.. L. w{o. -

L7200 @D He iuUaaUi...MEE%M..gk.... @.%d8.....$.<..cceueunens el}Qe...IN11I1L.L.W.[.c_.[s.....g..W..L<I...
C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\ISSetup.dll v
Process: C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\setup.exe
File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows, PECompact2 compressed
Category: dropped
Size (bytes): 807696

Entropy (8bit):  7.773931629042238
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C:\Users\luser\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\ISSetup.dll v

Encrypted: false

SSDEEP: 12288:DIGz70vgUHjhKtYCdP2g4/8mnL2YCTdSxZa65jcttUO+UC1nHZc:DIGZz8IUDPOOGL2Y CsxZa6RuUO+UCd5c

MDS5: 05E267CD74E51EFC3A9422AF3F85F6CD

SHA1L: B369F04872D31DB0D34D96014BB57BD2776AD84B

SHA-256: 0C98534B5A70E6CFA28D22BF71CEOC3F099B8F29BDD08DC39738C7D3179B22D2

SHA-512: 33BCA3B5ADE3C8A6065E470F4AAA4A2019C1B2C3324D84F71C45A5136CC8A8944EC73A1970F45D53569784B5DE624093EBO8CA943A4CEBD6BD0237E5DBESOL
58

Malicious: false

Antivirus: e Antivirus: ReversingLabs, Detection: 2%

Preview:

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\MsiStub\{1F57C7D2-0C2E-406D-90F1-7C57BC934AB8}\SureServo P
RO.msi

Process: C:\Users\user\Desktop\SureServoPROlInstall_V4_1_0_5_DB2_0_8.exe

File Type: {96BB593B-34E7-4635-BEC7-ABBCC2C5C462}

Category: dropped

Size (bytes): 5015552

Entropy (8bit): 7.968982080291819

Encrypted: false

SSDEEP: 98304:9YyGExkMt19Xu6A/9DrrAAIVOJIkgdsxMdTVmTyWENzJOKI3lleiDgtYu:/23t18//9DrrWVO3sS+GWEzJOKI3Yeq+

MDS5: 4705CFEB3D11C8E8BD63B664D822AF60

SHA1L: FE74B4D8BAF12129263EA0B6BIBOF37528D37DFC

SHA-256: 29ACOE87874DA09500145636EECAFAEDA41359AC848768F7967422341853037F

SHA-512: 3456E8EE0735873BE13A08A2BF263521E8F31AF24DC5E12791B034ADA7CD710055DB42A5FBBOFAEA2ED63CD8CF7BAE7E609FCB1EODF5B1F61F0604934A4EBB
60

Malicious: false

Preview:

Kot .
d..c..a..b...f.h....g.i.n.j.m..

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\setup.exe v
Process: C:\Users\user\Desktop\SureServoPROInstall_V4_1_0_5_DB2_0_8.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 1201936

Entropy (8bit):  6.693264418797218

Encrypted: false

SSDEEP: 24576:SGjk6PMULtgtIKIch5+915zApy/MrlllIVIGifVOCWCp: Tjk6PMUtgtJphMDw3IIIIVIGSVs+

MD5: 88340D6E1DE3ED49364A64B3D8796AF6

SHA1L: AB49D8F6556A2F5BA46857FBE82252D1BE3B67BD

SHA-256: 4026CFDBC97F2DF519BA28353057D8BC7CFFA7A4BCCD3F84239E28CEB7B1B50F

SHA-512: DF1094BA3A47EOE2FES58DB48151FCB78922EF258353F951F7A89C12CA350ADE18F79C912A302EB8F606840A9BB3585F61E62CCFOCCC8127C89B751A80F3DFEE
Malicious: false

Antivirus: e Antivirus: ReversingLabs, Detection: 2%

Preview:

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\setup.ini

Process: C:\Users\user\Desktop\SureServoPROlInstall_V4_1_0_5_DB2_0_8.exe

File Type: Little-endian UTF-16 Unicode text, with CRLF, CR line terminators

Category: dropped

Size (bytes): 2424

Entropy (8bit): 3.6681367627408417

Encrypted: false

SSDEEP: 48:rsAMo0O0OqqX1M74mcPTmscu/+S8gvn6CJIkkY09TzcqYtxkYOvISZAMXvrcOybOpn:rsAM30Gdcrmgrvnp6kY05w7tCYOvInAM
MD5: EE5F7E849785DA28D45BFCA84922B060

SHA1L: A417AD5C622C639C768E8861F2F23CE3AEE468AA
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C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\setup.ini

SHA-256: A2F559B772F12833B7873116A4A5FC4BA2ACBA26A0B4A2E4ADB6E4ABEG1FD6876

SHA-512: FO80BB8DA812AD255C689BIFE2A6EDA9908B363BB28AD34CD8BES8D717A8616DD006F601E3CAA7DI5B3E251437EE714B43C5E859CA17AEOESBBOBA4FS53ECAF
AE7

Malicious: false

Preview:
.[.S.tartu.pl]...Product=S.ureS.erv.o. .P.RO...Produ.ctG.U.l.D.=.6.2.E.0.5.9.2.E.-.B.1.C.0.-.4.9.9.B.-.8.3.F.6.-.8.2.9.7.8.9.B.D.B.D.5.1.....C.o.m.p.a.
n.y.N.am.e.=.A.u.t.o.m.a.tio.n. .Dire.c.t...C.omp.anyUR.L=www..autom.atio.ndire.ct.com...ErrorR.e.p.ortUR.L=http..//www..ins.ta.l
l.s.h.iie.ld...c.om.is.etup./Pr.o.Error.C.e.ntral.as.p.?.Erro.r.C.od.e=5%.d. .. .0x%x&E.rr.o.rlnfo.=%:.s...M.e.diaF.o.rma. ....L.o.g.M.o.d.e.
=1...SmallP.ro.gress.=N...SplashTime=..Che.ckMD5z=Y..CmdLinex=..ShowP.assw.o.rdD.ialo.g.=N...S.crip.tDriv.en=4.....
[L.a.n.g.u.a.g.e.s.]....D.ef.a.ult.=.0.x.0.4.09....S.u.p.p.o.rte.d.=.0x.0.4.09....R.e.q.u.ire.Exa.ctL.angM.atc.h.=0x0.4.04.,0x.0.8.04...RT.LLan.g.s.=0.
x.0.4.0.1.,.0.x.0.4.0.d.........[.0.x.0.4.0.9.].....0.x.0.4.

C:\Users\luser\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\ISB542E.tmp v

Process: C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\setup.exe

File Type: PE32+ executable (GUI) x86-64, for MS Windows

Category: dropped

Size (bytes): 182008

Entropy (8bit):  5.745001134941054

Encrypted: false

SSDEEP: 3072:CIFNKUWBALJ+C2TOFSmmiYQT4nF2E+JYVdeZ2bgA/qrXo:2UnOmT8Sc/T4F1bnxg85

MD5: 8A1E5A6B1C4E0C7D706EB2B36FA6CSEA

SHA1L: 49199A62DEOEDA485B5287BAD469F92ADSEBD407

SHA-256: 4104FDE5404BFB3C5347B8ECDAEC89A2E746B1162DC75186BC79738805818C0A

SHA-512: 1393BD6C06C30DF7414494E5B06242445EB8AFDF5467C6A5E875F2C63506B0B581322B6444C6D8F06B39AA5B04D1C55A631CCF932DC6D5043296DD3ED3CDIF(

Malicious: false

Antivirus: e Antivirus: Metadefender, Detection: 3%, Browse

Joe Sandbox
View:

Preview:

e Antivirus: ReversingLabs, Detection: 2%

e Filename: , Detection: malicious, Browse

1..L.IThis program cannot be run in DOS mode....$.......e.*.|.D.L.D...D../..D.D../..(.D../....D.... .D.LE.[.D......D.....%.D..... .D.L.

C:\Users\luser\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\cor542B.tmp

Process: C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\setup.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 65503

Entropy (8bit):  3.783333450686201

Encrypted: false

SSDEEP: 1536:bizVg/LPnypGceeYM3MFe/Xvv+Jcvpglm4161t91FHWEI718qQdeVH3+HF2FnIP5r:gW/LPni+3MFe/XycRj4sItOHHWEIi7I8M

MD5: 09D38CECABA012F4CE5B54F03DB9B21A

SHA1L: 01FCB72F22205E406FF9A48C5B98D7B7457D7D98

SHA-256: F6D7BC8CA6550662166F34407968C7D3669613E50E98A4E40BEC1589E74FF5D1

SHA-512: 8C73CA3AF53A9BAF1B9801F87A8FF759DA9B40637A86567C6CC10AB491ACCB446B40C8966807BD06D52EB57384E2D6A4886510DE338019CFD7EF966B45315BA

Malicious: false

Preview:
; Corecomp.ini..;..; This file stores information about files that InstallShield..; will install to the Windows\System folder, such as Windows..; 95 and NT 4.0 core components
and DAO, ODBC, and ActiveX files...; ..; The entries have the following format, without a space before ..; or after the equal sign:..;..; <file name>=<properties>..; ..; Curr
ently, following properties are supported:..; 0x00000000 No registry entry is created for this file. Itis..; not logged for uninstallation, and is therefore ..;
never removed...;..; Inappropriate modification to this file can prevent an..; application from getting Windows 95/Windows NT logo...;..; Last Updated: 2/27/2002; rs....
[Win32]....12500852.cpx=0x00000000 ..12510866.cpx=0x00000000 ..12520437.cpx=0x00000000..12520850.cpx=0x00000000..12520860.cpx=0x00000000..12520
861.cpx=0x00000000 ..12520863.cpx=0x00000000 ..12520865.cpx=0x00000000..6to4svc.dlI=0x00000000..82557ndi.dlI=0x00000000..8514a.dlI=0x000

C:\Users\luser\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\dot542C.tmp v

Process: C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\setup.exe

File Type: PE32 executable (console) Intel 80386 Mono/.Net assembly, for MS Windows

Category: dropped

Size (bytes): 23816

Entropy (8bit):  4.157035386837471

Encrypted: false

SSDEEP: 192:YEmM805ZVWFXfXDuQkC2+Z4nYe+PjPrSBO3SwVENujexYi:q8SZvWFSQzHONYPLWhjei

MD5: AB6CBAC7CEF4B03FCB1A9D65A5337B46C

SHA1L: DEC659C2ADEEAOBSE6C40DB8290F5855D652D7F4

SHA-256: 46AD0972344B2C71B560DAEB90075FDC5BD80F5D3AF33F1FD8B4C2D3A09FF978

SHA-512: EBEBB5150274882E53AE7CC2BA21B01F2A7270D0OFF7E979C8163EBB7600A8245D7ADEC5AAABE705EF03B5F16987649B21D6ABEBCB438935919D7403F8B25D0*

A

Copyright Joe Security LLC 2021 Page 15 of 118


https://www.metadefender.com/#!/results/file/bzE5MDMxM0JrQmdfdDRoTFBWUHQtS2k1dGE3cQ/regular/analysis
https://view.joesandbox.com/analysis/77198/html/none

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\dot542C.tmp v

Malicious:
Antivirus:

Preview:

false

e Antivirus: ReversingLabs, Detection: 2%

L.IThis program cannot be run in DOS mode....$...

C:\Users\luser\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\dot542D.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\setup.exe

ASCII text, with CRLF line terminators

dropped

146

4.677494553177857

false
3:cTIMOOoIRUQVK/FNURAMIRMNHNQAOIFNURAMIRMNHjKbo5KWREBAW4QIMON:8IffVKNC7VNQA0fC7V2bopuAW4QIT
DB722945AB9C024CE55E469644393824

191782B3B4C7BD21FABB3D5B655B7F2DEC2F4F56
C7E5BDC4B79F7F8C68C5F09COC055E97FB8C62FE1B5D469B3527AB6B767C8DF2
40503C28296CEB68428E327AC79326579C067511638263A477534B8E33341F24E2944077ACCDABB947981980F91604B71B6715A1488181B9C48515AB81271ED8

false

<configuration>.. <startup>.. <supportedRuntime version="v2.0.50727"/>.. <supportedRuntime version="v4.0"/>.. </startup>..</configuration>

C:\Usersluser\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{62E0592E-B1C0-499B-83F6-829789BDBD51}\DIF542A.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\setup.exe
ASCII text, with CRLF line terminators

dropped

84

4.638552692098388

false

3:mleAsldWVVVWhs6E2QVVK2Whsyor3Vg2Wn:mdvOam2QVVgQ3Van
1EB6253DEE328C2063CA12CF657BE560
46E01BCBB287873CF59C57B616189505D2BB1607
6BC8B890884278599E4COCA4095CEFDFOF5394C5796012D169CC0933E03267A1

7C573896ABC86D899AFBCE720690454C06DBFAFA97B69BC49BS8EODDECS5590CE16F3CC1A30408314DB7C4206AA95F5C684A6587EA2DAO33AECCAF70720FC61i
9E

false

[<Properties>]..DIFx32Supported=No..DIFxIntel64Supported=No..DIFXAMD64Supported=No..

C:\Users\luser\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{62E0592E-B1C0-499B-83F6-829789BDBD51}\Fon53FA.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\setup.exe
ASCII text, with CRLF line terminators

dropped

37

4.175273297885966

false

3:m1eAsCMWRXBQYrD:mdjXIYf

8CE28395A49EB4ADA962F828ECA2F130
270730E2969B8B03DB2A08BA93DFE60CBFB36C5F
ATE91B042CE33490353C00244C0420C383A837E73E6006837A60D3C174102932

BB712043CDDBE62B5BFDD79796299B0C4DE0883A39F79CD006D3B04A1A2BED74B477DF985F7A89B653E20CB719B94FA255FDAA0819A8C6180C338C01F39B83
2

false

[<Properties>]..FontRegistration=No..

C:\Usersluser\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{62E0592E-B1C0-499B-83F6-829789BDBD51}\Str542F.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\setup.exe
Little-endian UTF-16 Unicode text, with CRLF, CR line terminators

dropped

3854

3.6972649326169598

false

96:rsp62ISQHQMyrUeAL3TcnQcKHItQDrKQNjaljiKWwNLNMuD7NKK/EVG64XzHjP:wKfLjpTdtmeYjaljxW45MsJkKmoP
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C:\Usersluser\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{62E0592E-B1C0-499B-83F6-829789BDBD51}\Str542F.tmp
MD5: 7A3335A87C9357BE6F4B779EF83569C9

SHA1L: 8E5800D3031ACD076BD3796A978646A51737978E

SHA-256: 32B99F413297053477458C4458F142074D30622C38D8232A0618A03CD534D0D3

SHA-512: AFE8B91776C77BEA90676ECA6F576B7BC31BEF8F08D8CFC407CBFF4D108AAE908FD07054BDC3E6B13076D1E2FEAD142BBIF8062426EFD93D55D4A370B34CC
A7B

Malicious: false

Preview:

.[.S.trin.g.T.able:Data.:04.0.9]..FO.LDER_NAME-=SureServ.o..P.RO..IDPRO.P._SETUPTY.PE._.COMP.LET.E=Comp.lete...l
D.P.R.O.P_SETU.PTY.PE._.COMPLETE._DES.C=Complete..I|DPROP_SETUPTYPE._CUSTOM=Custom...IDPRO.P_S.
E.T.U.P.T.Y.P.E._.C.U.S.T.O.M._.D.E.S.C._.P.R.O.—.C.u.s.t.o.m.....I.D.S._.E.R.R.O.R._.2.7.5.3.0.:.U.n.k.n.o.w.n. .error. returned. from. .NetAP.l. .Syste.
m. .e.rro.r.. .[.2]..1D.S_.P.REREQ.UILS.ILT.E._SET.UP._BROWSE=0.p.e.n. [ProductNam.el]'s. orig.inal [SEETUPEXENAME]...
I.D.S._.P.RERE.QU.LS.IT.E._S.EET.U.P._INV.ALID.=T.h.is. .ex.e.cutab.le. file..do.e.s..not ap.p.e.ar. to. .be. .the. . .orig.inal .exec.utab.le.
file. four. [Pr.oductNam.el].. Witho.ut us.in.g..the. orig.ina.l [

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{62E0592E-B1C0-499B-83F6-829789BDBD51}\_is5463.tmp v
Process: C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\setup.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 1863024

Entropy (8bit): 5.6880358236693995

Encrypted: false

SSDEEP: 12288:es4d9dfaOdWUlhpJCPtjvntnSh8COevQonCLPub+7igV:ghrwVhDCPtjvntnSbh8COevQonCfrV

MD5: A05838872C391E729B414D2B15083983

SHA1L: 027038259B7C4BFE0066B6F5635E416EFBD84157

SHA-256: A7C7DB8CE84441DF150EE880E5BDEIC17BC7C85DC87A61B1760738ECEB61AD52

SHA-512: 0B13D56945A381DCFD453E9D21D62B030007D24B89FA6F7EAF75D62CA80F7C7FE1842A44D9DEB25E286AC8FB1FE7C3567666C1E116C96DFD641B56E99262128
Malicious: false

Antivirus: e Antivirus: ReversingLabs, Detection: 4%

Preview:

(L fRich..{..
YN

.@..@.reloc...)...@.. 0

C:\Usersluser\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{62E0592E-B1C0-499B-83F6-829789BDBD51}\def5462.tmp

Process: C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\setup.exe

File Type: RIFF (little-endian) data, palette, version 1028, 0 entries

Category: dropped

Size (bytes): 1168

Entropy (8bit): 2.551387347019812

Encrypted: false

SSDEEP: 12:b126a961IDKYTYcspSUBOMRG763GDWFGrZY OFBz3WI7KEpw3f6QL7nhem:Ax96119T3ISMg76KIrZtT2b5X
MDS5: O0ABAFE3F69D053494405061DE2629C82

SHA1L: E414B6F1E9EB416B9895012D24110B844F9F56D1

SHA-256: 8075162DB275EB52F5D691B15FC0D970CB007F5BECE33CESDB509EDF51C1F020

SHA-512: 63448F2BEF338EA44F3BFIEF35E594EF94B4259F3B2595D77A836E872129B879CEF912E23CF48421BABF1208275E21DA1FABFDC494958BCFCD391C78308EAA2
Malicious: false

Preview:

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{62E0592E-B1C0-499B-83F6-829789BDBD51}\isr5430.tmp v
Process: C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\setup.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows, PECompact2 compressed

Category: dropped

Size (bytes): 432880

Entropy (8bit): 7.972245581674079

Encrypted: false

SSDEEP: 12288:bQal0sMvcMcl2xwNKASn+T3BKrJ1ghfcL1B:bKOs6cMcXAAQ+1wlgAn

MD5: 67B3328F3CC34596EC941DDA8574F606

SHA1L: 219A67104A18F71COCCB7BID73F435D76E44F584

SHA-256: CB80BFDD8263BBIAFF04BDC7D6BE71AD09800895B616223D8F97048AA0A506F7

SHA-512: 5E81FAC5A4E48353BDD0A60EB882B4B51A79298124D9FEB235940643BF2E4BFB13A881841A69DC479E1658CD42C6772C76A761CC2BE8342122E53460357C5091
Malicious: false
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C:\Usersluser\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{62E0592E-B1C0-499B-83F6-829789BDBD51}\isr5430.tmp v

Antivirus: e Antivirus: Metadefender, Detection: 0%, Browse
e Antivirus: ReversingLabs, Detection: 4%

Joe Sandbox e Filename: , Detection: malicious, Browse
View:
Preview:
MZ.oiiiiiiiie @ e I..L.IThis program cannot be run in DOS mode....$......... LATLT{T. . T{Tr. T{TL.T{Tr. T{Tr. T{T. . T{T..T{T.

S.T...
.@....

ETWZ T TLTLTLTLTLTLT LT L TLTL. T {TRich.{T

PE..L....yY. Job.6.....
PEC2MO....

C:\Users\luser\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{62E0592E-B1C0-499B-83F6-829789BDBD51}\lic53F9.tmp

Process: C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\setup.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 1033

Entropy (8bit): 4.4792827760384135

Encrypted: false

SSDEEP: 24:+y+y5wYN7mHxrvV3ttJZIAWDwz50m/F3MDGuUBKN: +y+8wYNmHxrN3t7ZmWDe50mt8FA

MD5: 6093A0F7560DEOD93A0AE3C55EC18571

SHA1L: COCDC3AC02D454CCD54D3871F4B68DB8E3141CF9

SHA-256: 393D6905E5CCAA672A03E3C35EE2FDD3E662D27C64D22759DEC04ACA2F84B1ES

SHA-512: F167C407E42912D7F8EE17C6D56940F08BED2286E2A6F240A0CA5AC900967D0A66CIFOCOCDB54508A85DB8F7B3AC24C119C41D38BD309F41D2AD77CDC8A70¢
5

Malicious: false

Preview:

The software accompanying this license agreement (SureServo Pro(tm)) is the property of AutomationDirect.com, or its suppliers, and is protected by United States and
International Copyright laws and International treaty provisions. ....No ownership rights are granted by this Agreement or possession of the Software. Therefore, you mu
st treat the Licensed Software like any other copyrighted material (e.g., a book or musical recording), except that you may make a single copy for backup or archival pu
rposes. ....Your rights and obligations in its use are described as follows: ....1. You may use and display this software on a SINGLE COMPUTER. ....2. You may make
one copy of the software for archival purposes or you may copy the software onto your hard disk and hold the original for archival purposes. ....3. You may not modify or
attempt to reverse engineer the software, or make any attempt to change or even examine the source code of the software. ....4. You may transfer

C:\Usersluser\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{62E0592E-B1C0-499B-83F6-829789BDBD51}\set53F8.tmp

Process: C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\setup.exe

File Type: data

Category: dropped

Size (bytes): 259601

Entropy (8bit): 7.387400499116719

Encrypted: false

SSDEEP: 3072:jAztrbh/SEXeBISOBQMRbXSP8AIML1S4g4SNeJSFThMdU/L7Frt6Rec3pj3tCNMa:jAz5bI9xSEqNeJqOOxMecFtVkibw

MDS5: ATAEF385AB56FF232696DAB3C7D74C6D

SHA1L: 48654BBBOFF5F14CDA79390D8438297440005220

SHA-256: AB12A8B1F80818796EF14608323C809EB59875DC760BF4C685597952C8EAES45

SHA-512: CACABB8F2B32CC48D992400D17FB83E7667C03C7922C9D43C1CDE4BFBFC16AB981941788F912C2E3833A259B5CBAA212805EE3FB51C03D5D9D48E2734902854
D

Malicious: false

Preview:

= ) B
5MM.5s..gW.CKgCC.. TDh..8P@
......... w.0....W.;079..4+0....4.9\.@...<.....|L....
(.<,4p,.$......a.1...8..L.YQQ=Y...w.{0..".--..S.w3.7+kk ....$..H8@.X,0...y........... X...H...1miMQ.c4....{%9-%%.-c.sO..
2.7wK....@.]$d8.....$.<...... ...e}Qe..J1I.L.W.[.c_;[s.....g..W..L<I...

.m..gq)l}laMm.U=].E-M.5.=.%.-....cccevrrrnn
%)]1I1.1....S[wSS.[.G.W

DA\... Hoos 4..Ye}e. .D...cw.....w3.;##C.[.THI.
720 @\De He ..lulaaUi...MEE%M..gK....

C:\Usersluser\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}{8DA8AB7C-68BD-40BE-B843-21CE4CD3DBA4}\Def5461.tmp

Process: C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\setup.exe

File Type: RIFF (little-endian) data, palette, version 1028, 0 entries

Category: dropped

Size (bytes): 1168

Entropy (8bit): 2.551387347019812

Encrypted: false

SSDEEP: 12:b126a961IDKYTYcspSUBOMRG763GDWFGrZYOFBz3WI7KEpw3f6QL7nhem:Ax96119T3ISMg76KIrZtT2b5X
MDS5: O0ABAFE3F69D053494405061DE2629C82

SHAL: E414B6F1E9EB416B9895012D24110B844F9F56D1

SHA-256: 8075162DB275EB52F5D691B15FC0D970CB007F5BECE33CESDB509EDF51C1F020

SHA-512: 63448F2BEF338EA44F3BFIEF35E594EF94B4259F3B2595D77A836E872129B879CEF912E23CF48421BABF1208275E21DA1FABFDC494958BCFCD391C78308EAA2
Malicious: false
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https://www.metadefender.com/#!/results/file/ZDE4MDUwM0JrY0Z2S0VfNmZIeXZXZWtJMU92NA/regular/analysis
https://view.joesandbox.com/analysis/77198/html/none

C:\Usersluser\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}{8DA8AB7C-68BD-40BE-B843-21CE4CD3DBA4}\Def5461.tmp

Preview:
RIFF...PAL data......ccoovovriiiiiiiiiieiccei e B B f. 3. f L fff3.6...3...3..3...3f.33..3 ... foBi B f3ie
........ f.3ffffff3.6..3..3..3..31.33.3 e f B LB foBin f B L L30£..3...3..3..31.33. 30 fL B
LEE3S S LS. FF3.6F.£3..£3..13..f31.f33.f3..f. f.f.£.3.f..3...3...3...3.£.3.3.3...3...3...3..3.£.3.3.3...3...3...3...3.£.3.3.3...31..3f..3f..3ff.3f3.3f..3
3..33..33..331.333.33..3...3...3...3.£.3.3.3.....c.... fooBeiies B fo.3u ff fLfff3.6..3...3..3..3f..33..3 BB

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DA8AB7C-68BD-40BE-B843-21CE4CD3DBA4}\Isr5530.tmp v

Process: C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\setup.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows, PECompact2 compressed

Category: dropped

Size (bytes): 432880

Entropy (8bit): 7.972254690191593

Encrypted: false

SSDEEP: 12288:eQal0sMvcMcl2xwNKASn+T3BKrJ1ghfcL1F:eKOs6cMcXAAQ+1wlgAr

MD5: AD2580D26A6785877D6CFIF6341D016D

SHAL: BD2E72709F28F29A06000AAEBD13C502ED17F35C

SHA-256: 1ED4BFBEF0555A5791BBF29710DBA6D1AB45741CD5149C6C5E3E2D805142601D

SHA-512: 8A6385ABDCOA00499D972DA8107C3EDBA7CECF6D31A3C6A3D497FCB2756BA7BD2EEB454597C18ECDAA2A52B73F12E1D22B142916D6E598908D1BE28B52637
6B

Malicious: false

Antivirus: e Antivirus: ReversingLabs, Detection: 3%

Preview:
MZ. @ .L.IThis program cannot be run in DOS mode....$.. LATLT{T. . T{Tr. T{TL.T{Tr. T{Tr. T{T. . T{T..T{T.

.WPE.L...yY..... l...b.6.. S..T.

C:\Users\luser\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DASAB7C-68BD-40BE-B843-21CE4CD3DBA4}\MMO6B1E.tmp v

Process: C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\setup.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 56576

Entropy (8bit): 4.564991825048028

Encrypted: false

SSDEEP: 768:KbY9TtgL/031AnweYAXp8XHGKLOznUctiNxNk:aY9TtHMHXul6UcQZk

MDS5: E319496C8AE18C9323195906503295BE

SHA1L: 87ACB69AAAF0C2579CB3178016EA3F98ABEACTDY

SHA-256: AB57D1D9E08357DC26421B82FBB7C4E3915B5E576434EE0663D75963EF288E25

SHA-512: 26436DBD83526CBA3581FCBAC363FFDF92544CEF269AE6BD6FF852F4E24E06714970CDOC649AB78ED41C764D3A28FBB39B776F7E604CE7D620EF3C499F4951!
7

Malicious: false

Antivirus: e Antivirus: ReversingLabs, Detection: 3%

Preview:

1..L.IThis program cannot be run in DOS mode....$..

PE..L.JYY...
ext....B....... P

C:\Users\luser\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}{8DASAB7C-68BD-40BE-B843-21CE4CD3DBA4}\Set5500.tmp

Process: C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\setup.exe
File Type: data
Category: dropped
Size (bytes): 193294
Entropy (8bit):  7.395763852924137
Encrypted: false
SSDEEP: 3072:j)5YQKYcqVIW14IhOArHFgTosvdOWGY Xa0ZQ62ecPvzXDzWt98pEycwP:j5tf TWfcdq0ZYecPlhco
MD5: 623F4E1640E711CB64FFE4D662190B89
SHA1L: 013AFFDD85CE346DACB84B9F73D64C51FFOBIF6B
SHA-256: 41C8EC4BAEAEE9412A164E8B6BDID08ED28D69101BFFB066913A229F62A447E4
SHA-512: D93B4B311455A1724BF5E5257119D9417F1D049D6D68DBD28977F8A6432D170956FB336B842D650FC7CESEFEBA24FAFCDA4963585659D9E294004C2BD38F298¢
Malicious: false
Preview:
toen( <BML = | R 0.C...gWSL.SW.WS[//d.d I$.XX%......c.cccccrurunne g.y}a.=mQ.Y]A. M1"a%!0).......cccccouriiiiiiiiiiciee }...m..q]}}aMm.U=].E-M.5.=.%.-.........

.................... A.....a.(.H...YQQEY.0.0=55.={.gC[..W.....0.S0## .......X8.......X.....]. H.........5MM.55..gW.CKgCC.....;.TDh..8P@........8....p.c..Q...| h.....%]1Il.1....S[WSS.

[[G.W.o...L.'H .D.. ..... t....L....ayyla.....s.w!99.L...GS[K[........... T,.0,,c] (L Poiyyylan.. W.0....W.;02g..+0....4.5\.@...<.. .Juulbd.@....199.1..s.w..3{.SGk.
...... 0.D4\.... H............4..Ye}le. .D...cw....w3;##C.[.THI....(<,4p,.$......a..1..8..L.YQQ=Y..w{0..".--.S.w3.7+kk ....$.H8@.X,0...y..........x...H...1miMQ.c4... {%9-%%.-
€.50....." 72..... @\D.....H..cooerre. iuUaaUi...MEE%M..gk........ 2.7wWK....@.|$d8.....$.<......... e}}Qe...lJ1IL.L.W.[.c_.;[s.....q..W..L<l...
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C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}{8DA8AB7C-68BD-40BE-B843-21CE4CD3DBA4}\Str55CE.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\setup.exe

Little-endian UTF-16 Unicode text, with CRLF, CR line terminators

dropped

4336

3.7067941889247735

false
96:rsfGRX0OJABay9AIRp+tQDrKQNwWNLNMuD7NK/EVGGZFLFrs1FWnDseQrlU72:wuBOOBzmtmeY45MsJKazZxRecseSIUC
DC44BD4F445ECOFBFCDE6B81B69341FB

924A596D813D65C3D3D6C16057D8DASABF2FBAB4
0A26A322483AE1A87DIBOCB50AAEON5DCCI7496066E0665509966A0E40ED78FDD
529703FA3B856FF8A1ECA48EAD716F78A5CADA948D0BFFOD31126CIAOED588409F44AF763774EE14360C89BF4AD1F568DDEYO3FF085F5D8F45C4601F9DB414€

false

.[.S.tring.T.able:Data.:0.c0.c]..IDS._.ERRO.R._2753.0.=U.ne. .erre.ur. .i.nco.nnue. .a. ..t..renvo.y..e..par NetAP.Il.Erreur sy.s.t..
m.e..... .[.2.]......D.S._.LN.S.TAL.LIN.G._M.S.l.L1.2.=l.ns.talling. .Ms.. .1..2. .E.ng.ine.......D.S._.LN.STALL.IN.G._MS..2.0.=lns.talling. .Ms..
.2..0. .E.n.g.i.nee...........D.S._.P.RE.RE.QU.LSIT.E_S.E.T.UP._BROW.SE.=O.uv.r.ir. le. fic.hier [SETUPEXENAME.]. orig.ina.l de....[
P.ro.d.u.ctN.am.el]..... I.D.S._.P.RERE.QU.LS.IT.E._S.EETU.P._INV.ALILD.=C.e. fich.ier. .ex.cutab.le. .n.est pas..l. orig.inal ex.ig...par..
[P.ro.d.u.ctNam.el]...S.i .vous. .n.utilis.ez .pas..le. [SETUPEXENAME] orig.ina.l po.ur. .installer. les..d..p.en.dan.c.e.s. .comp.l
.m.e.n.taire.s.

C:\Usersluser\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DASAB7C-68BD-40BE-B843-21CE4CD3DBA4}\Str5757.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\setup.exe

Little-endian UTF-16 Unicode text, with CRLF, CR line terminators

dropped

4088

4.206486866324962

false
96:rsDoJLpzMytQDrKQNwWNLNMuD7NK/EVGj+fsFFLFrs1IFWnDseQrlU72:wsJLpzMytmeY45MsJKXusFxRecseSIUC
BOE5311CE9DB3F68DES49E6D7ADC4767

151C59A13B810070A466EFFF3F4370D2D87DB21C
BB81906F08BIDF1ABEC43320935266505897E5E41ED2AAD84AC119F714DCA203

ADB84526CECBAA344FAQ07C7FBD640D041AB77E6CAEE28D26DES065E7BADD8D714C63866736DB2D5535D9E7635996023BB3D54E2D92BA368ED3A2790EEESLEF
9F

false

.[.S.tringT.able:Data:0.c.lal..lDS._.ERROR._.2753.0.=.572>7=0.B.0..3.@.5.H.:.0..2.@.0.[.5.=.0. .>.4. N.eitAP.l.. ..8.AB5<A.:.0. .3.@.5.H...0... .
[2].....D.S._.IN.S.TALL.LN.G._M.S..1.2=lnstalling. Msi. .1..2. .Eng.ine.......LD.S._LN.STALLLNG._MS.I20=Lnstalling. Ms.i. .2..0. .E.n.g.
[ =T I.D.S._.P.RE.RE.QU.ILS.LT.E._SETUP_BROW.SE-=.B2>@.8.B.5. [ProductNamel]. >@.8.3.8=0,. [SETUPEXENAME]..ILDS._.
P.RE.RE.QU.L.SIT.E_SETUP._INV.AL.ID-=.20..872@.H=0..4.0.B.>B.5.:.0. .=.8X.5. >@.8.3.8.=.0.;.=.0. .8.7.2.@.H.=.0. .4.0.B.>.B.5.:.0. .7.0. .[.P.r.o.d.u.
ctNam.el....57. .:.>@.8.H.[520. >@.8.3.8.=.0.;.0. .[SET.UPEXENAM.E]. .7.0. .8=AB.0,;.0.F.8X.C. .4>4.0B.=8.E. <5R.C.7.0.28A=>ABS.,. .[P.
ro.d.u.c.tN.am.e]. .<>.6.4.0. .=5[5..2.@.0.2.8.,;.=>. .@.0.4.

C:\Usersluser\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}{8DASAB7C-68BD-40BE-B843-21CE4CD3DBA4}\Str57C6.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\setup.exe

Little-endian UTF-16 Unicode text, with very long lines, with CRLF, CR line terminators

dropped

4114

3.6816229115047094

false
96:rsNXLWZkPRmMH+tQDrKQNwWNLNMuD7NK/EVG+EFLFrs1FWnDseQrlU72:wXPtmeY45MsJK5xRecseSIUC
5EB4E4FE0C7C8D6B332DD02D7215DE76

110B934D6953FFF5EA26709A4CFADE79D75CDD82
D8ADBA9BB0D06B53ABA45D7B70FA8B9746D055EE346EAB30361843741D600BID

8EA24252FE85D86DFDDDC1A3DA3E3696D0A71585D7231BF45ACD473605A758BE4ADDCCE22DE8SS3A40EF31772F1002859EDF54BAECF7BF46735DD3346737A29¢
B

false

.[.S.tring.T.able:Data.:04.0.al]..lDS_.ERRO.R._2753.0.=S.e. ha. re.c.b.id.o..un. .erro.r. .des.c.0.n.o.c.id.o. .de .N.etAP.l. Erro.r. .del.s.
istema.:. [.2]....D.S._.LN.S.TALLILN.G._M.S.L.1.2=lns.talling. .Ms.. .1..2. .Eng.ine. I.D.S._.ILN.S.TAL.LILN.G._M.S.I.2.0.=.l.n.s.t.allin.g. .Ms.i. .
2..0. .E.ng.i.ne........I.D.S._.P.RERE.QU.LS.ITE._SETUP_BROWSE=Abrir. [SEET.UP.EXENAM.E] orig.in.al .de. .[Pro.du.c.tName]. ...
D.S._.P.RERE.Q.U.LS.IT.E._SET.UP_.INV.ALID.=Este..arch.iv.o. .ejec.utab.le. .no..pare.c.e..ser. el .archiv.o. .ejec.utab.le. orig.in.a.l
.d.e. [[Pro.d.u.ctNam.el]...Si .no. .se. .utiliza. .el [[SETUPEXENAM.E] .orig.inal p.ara...nstalar. las..de.p.enden.c.ias..ad.ic.io.na.
les.,..

C:\Usersluser\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DASAB7C-68BD-40BE-B843-21CE4CD3DBA4}\Str5826.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\setup.exe
Little-endian UTF-16 Unicode text, with CRLF, CR line terminators

dropped

4050

3.7085218919932363
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C:\Usersluser\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DASAB7C-68BD-40BE-B843-21CE4CD3DBA4}\Str5826.tmp

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

false

96:rslwirf8tQDrK QNwWNLNMuD7NK/EVGIFLFrs1FWnDseQrlU72:wibrf8tmeY45MsJKOxRecseSIUC
13F0A201CC47A57F915C49326741E5FA

A78D2B6062343F469E6F4FB544FAE54166079692
A3E67EDB4A26F6E6326190DC115598AA594BF1FE34737E43AB65AD505ABD3931

708C7414FC91D16626EE45ADE6GBD52F630920381C59F0EE67C36F18E11F150E7C18D3C46B0C62E1FOE14B96D04C3D6998AE1996B68DA3DCCEG917129AAAB26¢
D

false

.[.S.tringT.able:Data.:04.0bl]..1.D.S_.ERRO.R._.2753.0=NetAP.l palautti .tuntemattom.a.n. .virhe.e.n.. J.rjestelm.virhe.. [
2]...D.S._LN.STALLILN.G_MS.I1.2=lLnstalling. .Ms.i .1..2. Eng.ine.......D.S_INSTALLLNG._M.S.120.=lnstalling Ms.i. .2.0..
E.n.g.i.ne........D.S._.P.RERE.QU.LS.IT.E._S.ET.UP._B.ROW.SE-=Av.aa. .tuo.tte.e.n. [ProductNam.el]. alkup.er.inen. [SET.UP.EX
E.NAM.E]....I.D.S._.P.RE.RE.QU.LS.I.T.E_S.ET.UP_LNV.ALILD.=T..m.. tied.os.to. .ei .n.yt. .olevan. tuo.tteen. [Pro.du.ctNam.el]. alk
u.p.e.r..i.n.e.n. s.u.oritus.tied.o.s.to.. .J.os. .alkup.er.ist.. tiedosto.a. [SETUPEXENAME.] e.i k.ytet.. lis.riip.p.uv.uuks.ien..
a.s.e.n.ta.m..s.e.e.n.,. .[.P.r.o.d.u.

C:\Usersluser\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DASAB7C-68BD-40BE-B843-21CE4CD3DBA4}\Str5895.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\setup.exe

Little-endian UTF-16 Unicode text, with CRLF, CR line terminators

dropped

4284

3.7127159133841943

false
96:rs9QURXEJABayGVIRC7tQDrKQNWNLNMuD7NK/EVGfUFLFrs1FWnDseQrlU72:w9VBEOBzGtmeY45MsJKQxRecseSIUC
49B60BCO7EF4BB0349ABOE230A33EFOF

29682B4B4BBD569AF3259BA9ESADFSCBE2AB421A
AC9AATCAD76A8C62C955225C216105DB8IBF5070681A67E1C533F30EBBBIIESF

8FFOBCD3168414F90B2B343FCCFASCEB6CO9EOBDDCC5E2559D8FCD3EF7F075690ADC4606C85A2BEBFCCD1DCD23263D6E38396DA3D0OF9C9665D88018A6CE4]
4CcC

false

.[.S.trin.g.T.able:Data.:04.0.c]..I1DS._.ERROR._.2753.0.=U.ne. .err.e.ur. .inc.o.nnue. .a...t..renv.o.y..e. .par NetAP.l. Erreur sy.s.t
.m.e... .[.2]....D.S_.LN.ST.ALLING._M.S.I.1.2=l.ns.tallin.g. .Ms.. .1..2. .E.ng.ine.......D.S_LN.STALLILNG._MS.l.20.=lns.talling. Ms.i. .2..
0..E.n.g.i.n.e.. .D.S._.P.R.E.RE.Q.U.LS.LT.E._S.ET.UP._B.R.O.W.S.E=.0.uv.rir. .lLe. fich.ier [SETUPEXENAME)] . orig.inal .de... [P.rod.
u.ctN.amel].....D.S._.P.RERE.QU.IS.IT.E._SETUP._INVAL.D=C.et exe..n. est .pas. .l.original .exig...par. [P.rodu.c.tNam.el]...S.i
.v.o.u.s. .n.. utilis.ez. .p.as..le. [S.ET.UP.EXENAM.E] .orig.ina.l p.owur. .installer. les..d.p.en.dan.ces. .compl.mentaire.s.,. [P.r.o.du
c.t.N.a.m.

C:\Users\luser\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DABAB7C-68BD-40BE-B843-21CE4CD3DBA4}\Str58F5.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\setup.exe

Little-endian UTF-16 Unicode text, with CRLF, CR line terminators

dropped

3966

3.782323551356388

false
96:rsGkNUxaRz+ZhtQDrKQNWNLNMuD7NK/EVG3FLFrs1FWnDseQrlU72:wGkNyaRz+ZhtmeY45MsJK7xRecseSIUC
9FEBCB92E2796E3DB643A98CD6AB048F

91A8AD2D11594DC64FA5F79473CBE7E56418E0EF
6C365B18AA0936AFBCAD22CB59574728A84C406FCC272E15597C5AD4DD786365

3B3F25C2E49136739EB27F6E172D7D006D2B36F542E4C45DA8DF2BE1B806A422066A03293AABD44D5F5CBYA01803DC1186330AD4AEEBCE249947E91A70BF814
2

false

.[.S.tring.T.able:Data.:04.0.e]..l1DS_.ERRO.R._2753.0.=lsm.ere.tlen. hiba..a .NetAP.l-r R.e.nd.s.z.er.hib.a.. .[2]....D.S._.LN.S.T.A.
L.L.LN.G._M.S..1.2.=lns.talling. .Ms.i..1..2. .E.ng.in.e.......LD.S._.LN.ST.ALLIN.G._M.S.1.2.0.=.l.ns.talling. .Ms.. .2..0. .E.ng.i.ne........LD.S._.P.RE.
R.E.QU.LS.LT.E._S.ET.U.P._B.ROW.S.E=[.Pr.o.d.u.c.tN.amelere.d.e.tij.nek meg.ny.t.s.a..[S.EET.UP.EXENAME]..ILDS._.P.RERE.Q.U.LS.
T.E._SET.UP_INVALID=Ez a...grehajthat. f.jl .nem. .tgnik .a.(z). .[ProductNam.el]. ered.eti.v.grehajthat. f.jlj.nak..
H.a..n.e.m. .tele.p..ti .a. .tov..bb.i f.g.g0Qs..geket az .eredeti . [SETUPEXENAME] haszn.lat.val, .a(z)..[P.roduc.tName.l
.es.etleg..

C:\Usersluser\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DASAB7C-68BD-40BE-B843-21CE4CD3DBA4}\Str5993.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\setup.exe

Little-endian UTF-16 Unicode text, with CRLF, CR line terminators

dropped

4144

3.737287689507876

false
96:rsetyRNR5tNtQDrKQNWNLNMuD7NK/EVGYj46FLFrs1FWnDseQrlU72:wJppNtmeY45MsJKk86xRecseSIUC
610E8CBF4583A43517CD4A454633EA14

F078248D8C2C2E0B5B30466886F1712C4ACC7EC3
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C:\Usersluser\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DASAB7C-68BD-40BE-B843-21CE4CD3DBA4}\Str5993.tmp

SHA-256:
SHA-512:
Malicious:

Preview:

87E995BD1EDF944B94E9965165D3E771098300980C5611B0EQ74F5F872DAA132
5C6376125F9BC524508D3BCY4979AFE29F3FFEQ7A38AF45772C901D340808FF083C26D7A5907CEEE3050D7B776C3C7D00FFD512D3CEFCAF438B245F95FFAS85

false

.[.S.tringT.able:Data:041lal]..l1DS_.ERROR._27530.=NetAP.l javlja .nep.o.znatu .greaku. .Greaka. .sustav.a. .[2]..1.D.S_.
N.S.TALLIN.G._.MS.l1.2=lns.talling. .Ms.. .1..2 Eng.ine.......D.S_.LNSTALLIN.G._M.S.I.2.0.=l.ns.tallin.g. .Ms...2..0. .E.n.g.i.n.e.......
...I.D.S._.P.RE.RE.QU.LSIT.E._S.ET.UP._B.ROW.S.E.=o.tv.ara. .orig.inalnu. [SEET.UP.EXENAM.E] dato.teku. .za. [P.ro.du.ctNam.e.].
...I.D.S._.P.RE.RE.QU.LSITE._SETUP._ILNV.ALID.=0.v.a. .datoteka. .nije..originalna..zvrana..datoteka..za. [Pro.du.ctNam.e.]..
.B.e.z. .u.p.o.treb.e. .orig.inalne. [SETUPEXENAME)] .datoteke. za..instalac.iju. .do.datn.ih. komp.o.nen.ti, [P.rodu.ctNam.el]..
m.o.~.d.a. .n.e...e. .i.s.p.r.a.v.n.o. .

C:\Users\luser\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DASAB7C-68BD-40BE-B843-21CE4CD3DBA4}\Str59F3.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\setup.exe
Little-endian UTF-16 Unicode text, with CRLF, CR line terminators

dropped

4208

3.785870569518222

false
96:rs7g7GdktQDrKQNwWNLNMuD7NK/EVG49FLFrs1FW6DseQrlU72:w7GtmeY45MsJKYxRedseSIUC
BDIF3AC351222469ED8737D18DC8BEE

3D8C753C4205A9EBB94DEBES5790F551CDA2F58F
DDB2AESE37DDBDEB975A81FC2A2530128394ED7B575326DA333D3DD1A86951E8
4D2108CB733C313CA718C4CI9F306A7A215A0004F940E991592895B2699BE16124C88319C53161A416F5687F4977E3CBB12B50E1E6111COF75E278CE28DEL12515

false

.[.S.tringT.able:Data.:04.1bl]..1.D.S_.ERRO.R._2753.0.=2Z NetAP.l sa. vr.tila .nezn.ma..chyb.a. Syst.mo.v.. .chyba: .[2]
D.S._.LN.S-TAL.LING._MS.l1.2=lnstalling. .Ms.i. .1.2 Eng.ine......DS._INSTALLING._M.S.I20.=lns.talling. .Ms.i..2..0..E.n.g.i.n.
e........D.S._.P.RER.E.QU.ISITE._SETUP_BROWSE=0tv.o.rie. .p.v.o.dn. [SETUPEXENAME] [ProductNam.el]...I|DS._PRER.
E.QU.LSITE._SETUP._ILNVALID-=2Zd.. sa.,..~e. tento..spustite>n.. s.b.or .nie. je..sp.us.tite>n.m. .s.b.or.om. .pre..[P.r.o.du.ctN.a.
m.e.]... .B.e.z. .p.o.u~.itia. .p..v.o.d.n.ho. [SET.UPEXENAME] pre..inatal..c.iu. .dodato..n.ch. pr.davko.v.,. .nemus.. .[P.ro.d.u.ctNam.e.
]. f.u.n.g.o.v.a.e. .s.p.r..

C:\Users\luser\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}{8DA8AB7C-68BD-40BE-B843-21CE4CD3DBA4}\Str5B8B.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\setup.exe

Little-endian UTF-16 Unicode text, with very long lines, with CRLF, CR line terminators

dropped

4224

3.6902536137170823

false
96:rsTYMGAUHKI8skHHFHIKFHFtQDrKQNWNLNMuD7NK/EVGDMFLFrs1FWnDseQrlU72:wTLkI16HtiKtFtmeY45MsJK3MxRecsei
D7CE1D1C15336CA221C3582B75B612E8

169A027F3FD01E4791176D5DDEICB82467026B35
CE46FD9F9A892311F1A088B351B12299DCED570E6D29B60BA289129E049D4265
B6DA4ACAC21D397B9D2682C8C59FFF48CE9332135CFBA8B75486747020598AEADD2F5F398649B5207CB564637A1F6AF06F7DBF688A6CBE948ECC255CF6B9544¢

false

.[.S.tringT.able:Data.:04.1.d]..1DS_.ERRO.R._2753.0.z=E.Ltt .ok.nt fel returnerade.s. fr.n NetAP.l. Systemfel: [2]..1D.
S._.LN.S.TAAL.LING._MS.l12=lnstalling. .Ms.i. .1..2. Engine.......D.S_LNSTALLING._MS.I20.=lnstalling. .Ms.. .2..0. . Eng.ine.....
I.D.S._.P.R.ERE.QU.LS.IT.E._S.ET.U.P._B.ROW.S.E.=.p.p.na. .den. .urs.prunglig.a. .vers.io.n.e.n. .av. [SETUPEXENAME,] f.r. [P.ro.d.
u.ctN.amel....D.S._.P.RERE.QU.LSITE._SETUP._LNV.AL.LD.=D.en. .h.r k.rbara. filen..verkar. .inte..vara..d.e.n. . urs.p.ru.n.g.liga.
k..rbara. filen. f.r. [ProductNam.el]...Om. .du. .inte. .anv..nder. .den. .ursprung.liga..vers.io.n.en. .av. [SEETUPEXENAME] f.r.
att .install

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}{8DA8AB7C-68BD-40BE-B843-21CE4CD3DBA4}\Str5C1A.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\setup.exe

Little-endian UTF-16 Unicode text, with CRLF, CR line terminators

dropped

4084

4.354359322633157

false

96:rsM/X0Uo/EtQDrKQNwWNLNMuD7NK/EVGY 1FLFrs1FWnDseQrlU72:wM/kUaEtmeY45MsJK+xRecseSIUC
4B75B170BD6D4A8BCIAO0C24F1E69370

F8A437C31F4BD8773BE70AC1FOC4F74E14182D0D
88E3C5A90EF88A9E56CBADO49E1C301BB0591CBF110D1E72E2FF2A22AEB30826
B8397DA1296531B50F3473A5861706ECB2F032E74610A28D2BD5E4702D8DF2E8CC79FEBID37B50D7FC60FED61B265460F8COBB3C6E1A2E42851FIC65E10116F

false
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C:\Users\luser\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}{8DA8AB7C-68BD-40BE-B843-21CE4CD3DBA4}\Str5C1A.tmp

Preview:

.[.StringTable:Data:04.1el]..1.D.S_ERROR._27530=.!5.1-.4..%.2..5HD.H..2....4..9.*H..%.1..2. NetAP.l .l-.4..%.2.#0.....
[2]....I.D.S._.IN.S.TALLLN.G._MS.I1.2=lnstalling .Ms.i .1.2 Engine.....DS_INSTALLING._MS.l20=lnstalling Ms.i 2..0..E.
n.g.i.n.e. 1.D.S._P.RERE.Q.U.LSITE_SETUP._BROWSE=C+l@..4.. [SETUPEXENAME]..1l..@..4. [P.ro.duu.ctNam.el...
1.D.S._.P.RERE.QU.ISITE._SETUP_INV.ALID=D..%.L..4.1.4.2#.51.9.@.+!7-."H2D.!IHC..HD..%.L...4.1.4.2#.11.@..4!*3+#1.. [
P.r.o.d.u.ctNamel] .@.!7.H-D.LHC..I. [SETUPEXENAME] .1l..@.4.C..2#.4. .. 11 *H" . #0.-.5H*11.1..L.1.@.4H!.@.4. [
P.ro.d.u.ctN.am.el]. .-2..3.2.

C:\Users\luser\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}{8DASAB7C-68BD-40BE-B843-21CE4CD3DBA4}\Str5C89.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\setup.exe
Little-endian UTF-16 Unicode text, with CRLF, CR line terminators

dropped

3970

3.811792594718289

false
96:rsW6WHitQDrKQNwWNLNMuD7NK/EVGIxgFLFrs1FWnDseQrlU72:wW6EitmeY45MsJKDgxRecseSIUC
9913E3283688E61025D3804C56C451B1

C70C6CBA4DF874D9CE1AA032BB34AA09DFDACSFE
2CAD6DCED29395AC2ED56696C03B0B3580ADE1B59AB21CEF8B3583E89347EB67
C623A43059B06B1755AA20F0131F56AC42975D729F8668C1018FE9F490FC5ACB185D1FD1EC319F6C68AA2EFB30670F90C2CD871719E75275F12CE917A06BBAG!

false

.[.S.tringT.able:Data.:04.1f]..1.D.S._.ERR.O.R._2753.0.=N.etAP.l.den. bilinmey.en. hata. .d.nd.r.ld... Sistem. hatas.l. .[2].
ILN.S.TAALLIN.G._M.S.L.1.2=lnstalling. .Ms.i. .1..2. .E.n.g.i.n.e.. I.D.S._.ILN.S.T.ALLILN.G._M.S.1.2.0.=.l.n.s.t.allin.g. .Ms.i..2..0. .E.n.g.
...I.D.S._.P.RE.RE.QU.ISITE._SETUP._BROW.SE-=[Produc.tNamel]. i..n. .zg..n [SETUPEXENAME] a...ILDS_PRER.
E.QU.LSITE._SETUP._ILNV.ALILD.=B.u..y..r.t.leb.ilir. .d.os.y.a..[P.roductNam.el]. .i.in. .zg.n. y.r.t.leb.ilir. .dos.y.a. .g.ib.. .g..r..
n.m..y.or...Ek .ba.lmllllklarl. y.klemek..i.in .zg..n [SETUPEXENAME] kullanmad.an.,. [ProductName]. d.zg.n. . all_.
m.a.y.a.b.ilir....z.g..

C:\Users\luser\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}{8DA8AB7C-68BD-40BE-B843-21CE4CD3DBA4}\Str5CE9.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\setup.exe

Little-endian UTF-16 Unicode text, with CRLF, CR line terminators

dropped

4116

3.7030824451271673

false
96:rsXEPXIr76nxtQDrKQNwWNLNMuD7NK/EVG5NFLFrs1FWnDseQrlU72:wXEPXIr76nxtmeY45MsJKPxRecseSIUC
15F6DDD3D701DCCIBC3D8DODCI72338E

48D60B3EEFC2841E41983DD46CEB052D67896734
6BC7FF846AEA9DBEF6BA446FEBOB01AD84CC53CD575705EED754389FB6B60BD2F

B6617E4476940B4EE7DC775CD0ODE66043F83509D44C7FC4EA8B46925804B0FCOAF734DD38BCAG4FDCF974D64646DBEAE08204CFOEFDBO7BAEC32F91880EF2¢
A0

false

.[.S.tringT.able:Data.:04.2d]..1DS_.ERRO.R._27530.z=Errore. .ezezaguna..itzuli .da .NetAP.l-tik.. .Sistema-erro.rea...[2.
].....D.S._.ILN.S.TAAL.LIN.G._MS..1.2=lnstalling. .Ms...1..2. E.ngine.....[LDS_ILNSTALLING._MS.I.2.0.=Lns.talling. .Ms.i. .2..0. .E.n.g.i.n.e.
.......... I.D.S._.P.R.ERE.QU.LS.IT.E._S.EET.U.P._B.ROW.S.E.=Zab.aldu. [Produ.c.tNamel]-ren. jato.rrizko. [S.ETUPEXENAM.E]....LD.
S._.P.RERE.QU.IS.ITE_SETUP_ILNV.ALID-=Ez dirud.i fitxate.g.i .exekutag.arri hau. . [P.roduc.tNam.el]. jatorrizko. fitxate.g..
.ex.ekutag.arria. .de.n.ik.. .Me.n.deko.tas.un. .os.ag.arriak..instalatzeko., [SETUPEXENAME] jatorrizkoa..erab.ili.ezean.,.
.baliteke.

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}{8DASAB7C-68BD-40BE-B843-21CE4CD3DBA4}\Str5D49.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\setup.exe

Little-endian UTF-16 Unicode text, with CRLF, CR line terminators

dropped

4066

4.188023453000621

false
96:rsC+QA1Rky91RkstQDrKQNwWNLNMuD7NK/EVGAjnFLFrsIkFWnDseQrlU72:wC+QA1Rky91RkstmeY45MsJKyxRIcsei
E249C8AF20C688C103414DB347AC22E2

9428DBC7E2ED5F934B94597A50FF4EEO1EL11F1AF
2CC62AEAA5A549DD4EE5S4D260828007D7C5FF7CD9C8D47C92225DF2501D5ECAQ

3AB9976FF39093DEC6430691E6BF5DODCB7C2A2F697A0265156F2779DEAFAD2E97734AE10FDDA7F8DA0198863CA4035F50F3AA81BEDB64AA21B68953916E9BE
7

false

.[.S.tringTable:Data:04.02]..1DS_.ERROR._27530.=.B. .NetAP.l 5 .2J.@.=0.B.0..=587.25AB.=0..3.@.5.H..0.. ..8.AB5<=.0..

3.@.5.H..0.0. [2]....I.D.S_IN.STALLIN.G_MS.I12=lnstalling Ms.i 1.2 Engine......IDS_INSTALLING._MS.I20=lnstalling Ms.i.
.2..0. Engine.....IDS_PREREQU.ISITE_SETUP._BROWSE=.B2>@5B5 >@.838=0.,=80. [SET.UPEXENAME] =0. [
productNam.el. ...D.S_PREREQUISILTE_SETUP._INVALILD=.:0.720. A5.,. .G5 B>78. 87.72J,=020l D09, =5 5 >@.83.

8.=.0.;.=8.0..7.0. [.P.rod.uctN.am.el.. ..57 .2.><>1B.0. .=0. >@.8.3.8.=0..=8.0. [S.ET.UPEXENAME]. .7.0. 8=AB.0,8.@.0.=.5. .=.0. .4>.2J.
;.=.8.B.5.;.=.8..7.0.2.8.A.8.<>.AB.8. [P.rod.u.c.tN.am.el]. .<.>6.5 .4.0..=5.
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C:\Users\luser\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}{8DA8AB7C-68BD-40BE-B843-21CE4ACD3DBA4}\Str5DE7.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\setup.exe

Little-endian UTF-16 Unicode text, with very long lines, with CRLF, CR line terminators

dropped

4178

3.69229861554142

false
96:rst8bA3/j3cmZYMdW+QDrKQNwNLNMuD7NK/EVG2X8AxpFLFrsIkFWnDseQrlU72:wmAa3/j3btmeY45MsJKMfxRIcseSIUC
E24CAD8451A5F6911BOE31DOEOCIFIEF

9F58E9B57BAC5BC8FFBC16591C2F1133FD0084AA
33964E48ED968DBEB3B7AAA3FC4A1818DB43AD1469253AC5E7A6F71FI9BB8D5BD
E933B1ABDF24D92072DDD1DA03BE40CACC7241957DB4B260B4A428D60D3262357BD3896599450A3C61B1CF4D1ABOF85C60509797270893266A66472DC84B5D7

false

.[.S.tringT.able:Data.:04.0.3]..1DS_.ERRO.R._2753.0.=NetAP.l ha. retornait .un. .error. .des.c.o.negut. Error .del sistem.a...
[2].....D.S._.IN.S.TALL.LN.G._M.S..1.2=lnstalling. Msi. .1..2. .Eng.ine.......LD.S._LN.STALLLNG._MS.I20=Lnstalling. Ms.i. .2..0. .E.n.g.
N .D.S._.P.R.E.RE.QU.LS..T.E._S.ET.U.P._B.R.OW.S.EE=.0.brir. el [SEET.UP.EXENAM.E] .orig.ina.l .de. [ProductNam.el]...lL
D.S._.P.RERE.Q.U.IS.IT.E._SET.UP_INV.ALILD=Aqgu.es.t fitxer. .exe.cutab.le. .no..sembla. ser. el fitxer .exe.c.utab.le..orig.ina.l
.p.er..a. .[.Pro.d.u.ctNam.el]...Si .no. .es. fa servir el [SETUPEXENAME] .orig.inal p.er. .instal.lar. les..dep.e.nd..n.cies..ad.
di.ci.o.nals.,.

C:\Users\luser\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}{8DABAB7C-68BD-40BE-B843-21CE4CD3DBA4}\Str61D1.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\setup.exe

Little-endian UTF-16 Unicode text, with CRLF, CR line terminators

dropped

3418

4.169474695508292

false
96:rsoNigLsAs3tQDrKQNwWNLNMuD7NK/EVGAFLFrsIkFWnDseQrlU72:woNdLsAs3tmeY45MsJK8xRIcseSIUC
238F3F00D54860840F513F485F9779AB

FC1CDBF3DBBABAA98653F47D31A78F9666404BBC
A920114F4BE44709D686A71C4020638F24662EC50FD847990B02356C29DF1E35

1297AD815E3FBE023EBF5F25F6D45D3FB9007D9CED2B19E8FOD8F6B3AESDID00C533C9B797DB89BI58F2ESAC9997ESCDES7E327B10A70F3B2E15FBC14C8DA
C74

false

.[.S.tringTable:Data:04.04]..1DS_.ERRO.R._2753.0=NetAP.l .PV.NP/L..SV.NfO.|g}.U. [2]..1.D.S_INSTALLILNG_MS.I1.2=l
n.s.ta.llin.g. .Ms...1..2. E.ng.ine......LD.S._ILNST.ALLILN.G._M.S.l.20.=lns.talling. .Ms.i. .2..0. .E.n.g.i.ne.........D.S._.P.RER.E.Q.U.LS.LT.
E._.SET.UP._BROMWSE=._U.[P.roduc.tNamel]. .SOv.[SETUPEXENAME]..ILDS._.PREREQU.LSILTE_SETUP._LNV.AL.ILD.=dkW
L..j}Y.P.N/f [.P.r.o.d.u.c.t.N.am.el]...S.O.v.WL..j.0 ...N(u.S.O.v .[.S.E.T.U.P.EX.E.N.AM.E.]. .[.vQ.N.v.....[.P.r.o.d.u.c.tt N.a.m.e.]. ..S...g.Q.sOUL..0 ./f{&T.\~b.S.O.v .[.S
.E.T.U.P.EXENAME]....IDS._P.REREQU.IS.ITE_SETUP_SEARCH=gk[.S...OUVQN.V..0 .Lg.Nv...[ProductNam.el]. .S..g.Q.sOUL.
.0 /f&T\~b.S.0.v .[[S.E.T.U.P.EX.ENN.AM.E] 1.D.S._.P.R.O.G.M.S.G.

C:\Usersluser\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DABAB7C-68BD-40BE-B843-21CE4CD3DBA4}\Str626F.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\setup.exe

Little-endian UTF-16 Unicode text, with CRLF, CR line terminators

dropped

4002

3.789808526965293

false
96:rsCOFXh4n4tQDrKQNwWNLNMuD7NK/EVG2HVFLFrsIkFWnDseQrlU72:w1Qn4tmeY45MsJKUxRIcseSIUC
92ED43C2549B222BCD1FA7173458C264

7C82E9DA06A608A40DAB266B7CAOCO6F7D4452E6
05A5FA308678F8EB6E519B3D99E3D6A07A210D608587B3448468308958C8C8AE

33D22C5DFAA70D73D70E845E3AB5EF66ADC83958C9D6C713E78CIBFECA577A84583BC1D53819FE7271A990E27768124DC904CBDA6D641216FD808DD64CACA
79

false

.[.S.tringT.able:Data.:04.05]..1DS_.ERR.O.R._2753.0.=R.0.zhran.. .NetAP.l . vr.tilo..nezn.mo.u. .chyb.u. Syst.mo.wv...chyba.. [
2]...l.D.S._LN.STALLILN.G_MS.I.1.2=lns.talling. .Ms.i. .1..2. En.g.in.e. I.D.S._.LN.ST.AL.LLN.G._.M.S.1.2.0.=.l.n.s.t.alling. .Ms.. .2..0..
E.n.g.i.ne........D.S._.P.RERE.QU.LS.IT.E_S.ET.UP._B.ROW.SE-=0.tev.Y..t .p.ov.odn. [SEETUPEXENAME] .produktu. .[P.rodu.ctN.
a.m.e.]....I.D.S._.P.R.ERE.QU.L.S.IT.E._S.ET.UP._LNV.ALID.=T.e.nto. .s.p.us.tite.ln...s.o.ub.or s.e. .nejeuv.. jako..p.ov.o.dn.. spustiteln..
.s.o.ub.or. .p.roo.d.uk.tu. [P.ro.d.u.c.t.N.am.el].. .B.e.z .p.o.u.~.it...p.o.v.o.dn..ho. [[SEET.UPEXENAME.] k.instala.c.i. .dala..ch. z.vislos.t..
.n.e.m.u.s... .[.P.r.o.d.u.c.t.N.am.e.

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}{8DASAB7C-68BD-40BE-B843-21CE4CD3DBA4}\Str62FE.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\setup.exe
Little-endian UTF-16 Unicode text, with very long lines, with CRLF, CR line terminators
dropped

4078

3.693427637312151
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C:\Usersluser\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}{8DASAB7C-68BD-40BE-B843-21CE4CD3DBA4}\Str62FE.tmp

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

false

96:rs4+G3TINFd/5FrtQDrKQNwWNLNMuD7NK/EVGEFLFrsIkFWnDseQrlU72:wIM5rtmeY45MsJKoxRIcseSIUC

B55E97DF4BC6CF5A58E6358FCC17174C

4BE6387473039A0D6185CEE6C833EAE883FC56B3

905A175B585C6129B4A4318C51BCI799FE7E36307C920DBEESC2940D5EDE363C
39CA41DED43D7BF49FEA84943F0F8E10F462AF2F71445401731E87E3D33DC5AD0OEF97760B8649C9947E6EDC75EDCF88E801172B61FCEF0A4353C6FD6B21214¢

false

.[.S.tring.T.able:Data.:04.0.6.]..1DS_.ERRO.R._27530-=Ukendt fejl returneret fra .NetAP.l. Systemfe,jl:. .[2]..1.D.S_.LN.
S.TALLLN.G._MS.12=lnstalling. .Ms.i. 1..2. .Eng.ine......IDS_.LNSTALLILNG. .MS.l20.=lns.talling. .Ms...2..0. E.ng.ine........D.S_.
P.RE.RE.QU.L.SIT.E_SETUP._BROW.SE.-=.bn. [Produ.ctNam.e]s..originale. [SETUPEXENAME]..LDS._P.REREQ.U.S.
T.E_S.ET.UP_INVALID=D.enne. .eks.ekverbare. fil ser .ikke..ud. til.at .v..re..den. .orig.inale..eks.ekuv.erb.are. fil til.[
P.ro.d.u.ctN.am.el.. .Hv.is. .d.e.n. .originale. .[S.EETUPEXENAME] .ikke. . bruges..til .at .i.nstallere..yderlig.ere..afh.ng.igheder.,.
Wil [.P.ro.d.u.c.

C:\Users\luser\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}{8DABAB7C-68BD-40BE-B843-21CE4ACD3DBA4}\Str636D.tmp

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\setup.exe

Little-endian UTF-16 Unicode text, with very long lines, with CRLF, CR line terminators

dropped

4716

3.719544510550221

false
96:rs0/zz+XzU8tQDrKQNwWNLNMuD7NK/EVGzIBP/s8FLFrsIkFWnDseQrlU72:wOH+XTtmeY45MsJK/IBPnxRIcseSIUC
9907DOB6FEAD612C422EE16E058624D0

7DOEF7DB3DD310AE5DB589D5DAF7A741DA269470
236807D734A07ADE78940742DFE6D4F30B108D39BC119ADD685DC551A9D21B3D

933818568C16E7359289A0C1F55BB2AC378EFC29B39A38188FEA2CA4AFOE711B8445659DAB6A0D4DDA90C3899F4F461F66726ABA49C356D0CD7062C153CAACL(
C

false

.[.S.tring.T.able:Data.:04.0.7]..1DS_.ERRO.R._2753.0.=NetAP.l hat einen. .unbekannten. Fehler .zur.ckgegeben. Sy.
stemfehler.: [2]..1D.S_INSTALLILNG._MS.I12=lnstalling. .Ms.. .1..2. .Eng.ine.......D.S._.LN.S.TALLILNG._MS.l20.=lnstalling..
M.s.i..2...0. .E.n.g.i.n.e.........I.D.S._.P.RER.E.QU.L.S.LT.E._S.EET.U.P._B.ROW.S.E=.0r.ig.in.aldate.i [S.ET.UPEXENAME] .vo.n [P.ro.d.u.c.t.
N.a.m.e.]. 1.D.S._.P.RERE.Q.U.ILS.IT.E._SET.UP_.INV.AL.ID.=D.es.e..ausf.hrbare. .Date. .ist offenb.ar .nichit .die..aus.
f..h.rb.are. .Originaldate.i f.r. [ProductNam.el].. .Wenn. .zus.tzliche. Abh..ng.igke.iten. . .nicht mith.ilfe..der. .Orig.inaldate..
[.S.ET.U.P.EXE.N.AM.E.

C:\Usersluser\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}{8DA8AB7C-68BD-40BE-B843-21CE4CD3DBA4}\Str63FC.tmp

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\setup.exe

Little-endian UTF-16 Unicode text, with very long lines, with CRLF, CR line terminators

dropped

4136

4.3186474621982365

false
96:rs8d9AWOMPprEtQDrKQNWNLNMuD7NK/EVGEhgWFLFrslkFWnDseQrlU72:wYAGrEtmeY45MsJK4vxRIcseSIUC
E08B34A09F134746811B216923BC461C

6DA2D5E79D416C7F869A80315B61F939BC2FEOCC
8195CBE20C627D18F5E3942D0F29387F5ED5C38622E47DCC8AEBEAGBLF1EDI57
29D2896EB948097A48DC37015F36A3A30BCI5AF265FDAAE9AD2521E3830E9548BC06C8A3168535D5633717C3F7A6215207AEC1B7BFE3324B5C09566769A283EA

false

.[.S.itringT.ab.le.:Data.:0.4.08]..1.D.S_ERRO.R._2.753.0.5 s coriiis eees e .N.e.tAP.l. s ..[2]......D.S._.IN.S.T.A.
L.L.IN.G._M.S..1.2.=lns.talling. .Ms.i. .1..2. .E.ng.in.e......D.S._LNSTALLING._MS.1.2.0.=.l.ns.t. aI I i.n.g. M S.i. 2...0. .E.n.g.i.ne......1.D.S_.P.RE.
R.E.Q.U.LS..T.E_S.ET.U.P._B.R.O.W.S.E. [ProductName][SETUPEXENAME] I.D.S._.P.RE.RE.QU.LS.L.T.E._S.ET.U.P.
_LN.V.ALID-=... e e et e et eeteahe eeeieeteeies eehee eeeeaheesreseae feees Sheeneeses fenes eeiesieesies feseesiesseesseseae feeseseenes beaiees saen s [[Poroduct.N.amel. . ot v i e
[SETUPEXENAME] ............................................................................. e [P.ro.d.u.ct.N.am.

C:\Usersluser\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}{8DABAB7C-68BD-40BE-B843-21CE4CD3DBA4}\Str646B.tmp

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\setup.exe

Little-endian UTF-16 Unicode text, with CRLF, CR line terminators

dropped

4868

3.7114248634864744

false
96:rs+yrUeAL3TcnQcKHItQDrKQNwWNLNMuD7NK/EVGzIBP/s6gFLFrs1FWnDseQrlUC:wsfLjpTdtmeY45MsJK/IBPpgxRecseSH
9D8B071E65631600CB38B2BA79B5500C

F5DD23DBE257C59CD4F4980111AC5F55FEE16EBL
7DD513653C65DBD891DCEODI055B1EA47A6BCFDIA4FBE7AB7FB7655FCC1317C1
969CB16A7045776C36F610E548BCBBDB1C30D2685F11BCB1CBA3E668D7D6587C451461FC795A2F7725A514A066E6A855003BAE27C7E18B16DB64C5013B55159
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C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}{8DASAB7C-68BD-40BE-B843-21CE4CD3DBA4}\Str646B.tmp

Malicious:

Preview:

false

.[.S.trin.gT.able:Data.:04.09]..1DS_.ERRO.R._128=T.he. Wind.ow.s..l.nstaller. .serv.ic.e..cann.ot up.date..on.e..or .mo.r.e..p.ro.t
e.c.ted. W..nd.ow.s. files....S.F.P. .Err.or.. [2].. .List .of .prote.cted. files.. [3]..1D.S._ERRO.R._.129=Us.e.r. .installatio.ns. .are..d.
i.s.a.b.led. .via..p.olicy..on. .the ma.chine....IDS._ERRO.R._2753.0=U.nkn.ow.n. erro.r. .returne.d. from. NetAP.l..System. err.o..
..[.2].....D.S._LN.ST.ALLILN.G._MS.1.2=lnstalling. .Ms.i. .1..2. E.ngine.......D.S._LNSTALLLNG._MS.l20.=lnstalling. .Ms.. .2..0. .E.n.
g.i.ne......D.S._.P.REREQ.U.ISITE._SET.UP_BR.OW.SE.=0O.p.e.n. [ProductNam.el]'s. orig.inal [S.ET.UPEXENAME]..IDS_.P.
R.E.R.EE.Q.

C:\Users\luser\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}{8DA8AB7C-68BD-40BE-B843-21CE4CD3DBA4}\Str64CB.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\setup.exe

Little-endian UTF-16 Unicode text, with CRLF, CR line terminators

dropped

4230

3.6763122905328247

false
96:rsd3MeOitQDrKQNWNLNMuD7NK/EVG01AFNZFLFrs1FWnDseQrlU72:wdceVtmeY45MsJKD1ZxRecseSIUC
1BADOA57D67D1F217EA2C07D5C6D39EL

BC25266746CC79C93AF7001AEOAAEA02DEAF3515
2F09E90F440931737AC030D24FABDOEED3A803074B83F8C20BC59A3A6FDBAB37

970AAB1840DE73EF703F1A3C01646259428B7B6D8A5CB63CBB4CAGD88F6C8DFFABDO2DEEOBAFACC378AC5563920669877926CC7A0A2B7DCAIACF673D6BABL
F43

false

.[.S.tringT.able:Data.:04.1.0]...1DS_.ERR.O.R._2753.0.=N.etAP.l ha. res.tituito..un..erro.r.e. .s.co.n.o.s.ciuto.. .Errore. .di s.is.t
em.a.. .[.2].....D.S._.LN.ST.ALLILN.G._MS.l1.2=lns.talling. .Ms.. .1..2. Eng.ine......I.D.S_.LNSTALLING._.M.S.1.2.0.=lns.ta.llin.g. .Ms.i.
.2..0. .E.ng.i.ne.......I.D.S._P.REREQ.U.LSIT.E_SETUP._BROW.SE.=Aprire. il file [S.ETUPEXENAME] originale..di [P.ro.d.
u.ctN.amel]....D.S._.P.RERE.QU.IS.ITE._SETUP._ILNV.ALILD.=.Q.u.es.to..n.o.n. .s.emb.ra. .e.s.s.ere. il file..es.eg.u.ib.le. .orig.inale..d.i..
[Pr.o.d.u.c.tN.am.el]...S.e. .no.n. s.i .us.a. .la. .vers.io.n.e..origin.ale. .di .[S.ETUPEXENAME] .per .installar.e..le. .dip.en.denze. .ag.Qg.
u.n.tive.,. .[.P.

C:\Usersluser\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}{8DABAB7C-68BD-40BE-B843-21CE4CD3DBA4}\Str652B.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\setup.exe
Little-endian UTF-16 Unicode text, with CRLF, CR line terminators

dropped

3996

4.205781947317776

false
96:rsZBatQDrKQNwWNLNMuD7NK/EVGzIBP/s+FLFrs1FWnDseQrlU72:wratmeY45MsJK/IBP5xRecseSIUC
9D5F4B531FD698C68DFE9CB1690EBO81

02CBF48ADC016DC97CDB35D8AFB151B903EBFIDC
76379950A4C30BCE217F7E285077E5599C294E7F09AA6F6A0C7D6CD706DD4053

OE56F4A5D4CFA184E2002EF3FOD0B118DESBF7A97C5F86821C3731FA24AE31BEECF4CBC5B2F36CD9B71DEB635BF69613AD64804E152021F8B31D25B7803724F
5

false

.[.S.tringTable.:Data:04.1.1]..1D.S._.ERRO.R._275.3.0.=.N.e.tAP.l. .K0.0.N.f0.0.0.0L0.U0.0~OW0_0.0 ..0.0.0.0 ..0.0.0:. .[.2.].......D.S._.LN.S.T.A.L
.LILN.G._M.S.l1.2=lnstalling. .Ms...1..2. .En.g.i.ne.. I.D.S._.ILN.S.TAALLILN.G._M.S.1.2.0.=.l.n.stalling. .M.s.i. .2..0. .E.n.g.i.n.e .D.S
._.P.RERE.QU.ISITE._SETUP._BROW.SE.-=[P.r.o.du.c.tN.am.e.]. .n0OCQnO .[.S.E.T.U.P.EX.EN.AM.E]. ..0..00..1.D.S._P.RERE.QU.IS.ILTE_SET
.U.P._.LN.V.A.L.1.D.=.S0n0.[L..S...0.0.0.000.0[.P.r.0.d.u.c.t.N.a.m.e.]. .nOCQnO.[L..S...0.0.0.0g000j0D0.0F0g0Y0.0 .CQnO .[.S.E.T.U.P.E.X.E.N.A.M.E.]. ..0.O(u[0ZOKO...Rn
0.0X]...0.0.0.0.0.0.0.0Y0.0h0.0[.P.r.0.d.u.c.t.N.a.m.e.]. .L0i..Rk0.R\OW0j0DO.S.."LOB0.0~0Y0.0 .CQn0 .[.S.E.T.U.P.E.X.E.N.A.M.E.]. ..0.i"fW0~0YOKO?.....I.D.S._
.P.RE.RE.QU.ILS.IT.E._S.E.-T.U.P._.S.E.AR.C.H.=.50n0.0.0.0.0.0.000.0...Rn0.0X][...0.0._..h0Y0.0.S.."LOB0.0~0Y0.0 ..OX][...Oj0

C:\Users\luser\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}{8DASAB7C-68BD-40BE-B843-21CE4CD3DBA4}\Str65C9.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\setup.exe

Little-endian UTF-16 Unicode text, with CRLF, CR line terminators

dropped

3618

4.277404242152466

false
96:rs9/Mnr8Nz0tQDrKQNWNLNMuD7NK/EVGDFLFrs1FWnDseQrlU72:w9/MnrNtmeY45MsJKfxRecseSIUC
7AEOE03B82A1CB6F2500B2E2CD59A486

E2E3334CF2FF7E7FBC22AFC62A10A3A9FACECFDB
446EC42E3842AACICEABI53FF46A208B492451646097B746C33134874EEBESFB
B3F2720EB9D59F0391192B945DBA71A41BF625BA5B480CBE9BB36545795E1BE171E1D611E35FDC078690F8054375FE17D248B99BEO6EAB933BO9AFFDB056BDY!

false
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C:\Users\luser\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}{8DABAB7C-68BD-40BE-B843-21CE4CD3DBA4}\Str65C9.tmp

Preview:
.[S.tringTab.le:Data.:04.12]..1D.S._.ERROR._.2.753.0=NetAP.I\.0. L ... $X.. . X8 X 2] LD.S_LN.S. T ALLIN.G._M.S.
.1.2=lnstalling. .Ms...1..2. E.ng.ine......D.S._.LN.ST.ALLING._M.S.l.2.0.=.l.nstalling. .Ms.i. .2..0. .E.ng.i.ne.........D.S._.P.RER.E.QU
1S.I.T.E._SETUP._BROW.SE.-=[Pro.ductNam.el]X. [SETUPEXENAM.E] .D.S._.P.RERE.QU.IS.IT.E_SET.UP_INVALID=t ..
....].@. [ProductNamel]lX .......|t.D.. . [SETUPEXENAME]..D. ..X. e ee.mLDL S XX L [ProduuctNamel]t(..). ..\ .. X... JD. ..

e [[S.EET.UPEXENAME] ...D. ><...L?2..lD.S._PREREQUISITE_SETUP_SEARCH=t $X[| .t........m.t.D.". ...\ ..

C:\Usersluser\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DASAB7C-68BD-40BE-B843-21CE4CD3DBA4}\Str6667.tmp

Process: C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\setup.exe

File Type: Little-endian UTF-16 Unicode text, with very long lines, with CRLF, CR line terminators

Category: dropped

Size (bytes): 4174

Entropy (8bit): 3.690995189213825

Encrypted: false

SSDEEP: 96:rsCy244Z0x1GOYtQDrKQNwWNLNMuD7NK/EVGWFLFrs1FWnDseQrlU72:w+HtmeY45MsJK6xRecseSIUC

MDS5: FAB85564A755F5D03455FFB6FD9243C56

SHA1L: 33A9A3D215D58E5284DEGF5CCAEG46E69438D614

SHA-256: 5C3EE71A61110C293061B6C2C3A42BEB669675674B72BA7F25E36934AD85CAA2

SHA-512: 8A2767B14F2CCE4ED65FB65C55410BE998742842670AF9CDEBC2D9218DCFDACD90729EE636AEBDBB141E6C191EDB3001161EB7FCCF879653E9BABBFA67B0C
BB8

Malicious: false

Preview:

.[.S.tringT.able:Data.:04.13]...1DS_.ERR.O.R_2753.0.=0.nbekende. fout gereto.urneerd. van. NetAP.l. Systeemfo.ut:..
[2].....D.S._.IN.S.TALL.LN.G._M.S..1.2.=lnstalling. Msi. .1..2. En.g.ine.. .1.D.S._.LN.S.T.AL.LIN.G._M.S.12.0.=l.nstalling. .Ms.i. .2..0. .E.ng.
i.n.e. ....D.S._.P.RE.RE.QU.LSIT.E._SET.UP_B.ROW.SE=0ur.ig.inele. .[S.EETUPEXENAME] .van. [ProductName]. .op.en.en....
I.D.S._.P.RERE.QU.LS.IT.E._S.EET.U.P._INV.ALILD.=D.it .uitv.o.er.ing.s.b.es.tan.d. .is..s.chijnb.aar. .niet. .het orig.inele..uitv.o.e.r.i
n.g.s.b.es.tan.d. .v.0.0r. [Produ.c.tN.am.el]...Zo.nder. .gebruik .v.an. .de. .originele. [[SETUP.EXENAME.] .vo.or het .installer.e.n. .v.
a.n. .d.e. .extra. .afhanke.l

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}{8DABAB7C-68BD-40BE-B843-21CE4CD3DBA4}\Str66C7.tmp

Process: C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\setup.exe

File Type: Little-endian UTF-16 Unicode text, with CRLF, CR line terminators

Category: dropped

Size (bytes): 4122

Entropy (8bit): 3.690315951986377

Encrypted: false

SSDEEP: 96:rsUOMxCEJ0ikSvLJI0i'Y m5tQDrKQNwNLNMuD7NK/EVGfUFLFrs1FWnDseQrlU72:wXmwjNSvO6Ym5tmeY45MsJK7UxRecsei

MDS5: 050779396F7FC99FFC5B81AD6254D25D

SHA1L: 892CC925EF1C760A8B2177CCDC293BOCE08C2D18

SHA-256: 1DC65B0OE43A63EF06611D093133A61BAE13D6CAE234B3A6442DDAABB1373F5B4

SHA-512: ABB18375BB5FDB0560AD1F3EC772A9B524B5312C4E1E4DF5259F5347AF7E3C1602EF092EB25BE229AFCAF6870B961A6B63B77C2016D6C37486425E08DOCAEA?
F

Malicious: false

Preview:

.[.S.tringT.able:Data.:04.14]..1.D.S_.ERRO.R._2753.0.=NetAP.l returnerte. .ukjent feil. .Systemfe.il:. [2]..1LD.S_.INSTAL.
L.LN.G._.M.S.l.1.2.=.l.n.s.t.alling. .Ms.. .1..2. E.ng.ine.......I.D.S_.LN.STALLING._M.S.I.2.0.=lnstallin.g. .Ms.i. .2..0. .E.n.g.i.ne.......LD.S.
_.P.RERE.QU.LSIT.E_SET.UP._BROWSE.=.p.ne. .[Produc.tNamel]s..o.p.p.rinnelige. .[S.ETUPEXENAM.E]..ID.S._.P.RERE.Q.U.LS.L
T.E_S.ET.UP_.INVAL.ILD.=D.enn.e. kj.rbare. filen..er. .ikke..den. .op.prinnelig.e. kj.rbare. filen. for. [P.r.oductNamel]...De.t
.err..mulig. .at [P.rodu.c.tN.am.el]. ikke. fungerer som. .det .skal .uten....bruke..det o.p.p.rinn.elige. .[SET.UPEXENAME] for.
...installer.e.

C:\Usersluser\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DASAB7C-68BD-40BE-B843-21CE4CD3DBA4}\Str6765.tmp

Process: C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\setup.exe

File Type: Little-endian UTF-16 Unicode text, with very long lines, with CRLF, CR line terminators

Category: dropped

Size (bytes): 4276

Entropy (8bit): 3.8059353573148105

Encrypted: false

SSDEEP: 96:rsh85Wd53tQHrKQIwWILIOUH7IK/EVGOFLFrs1FWnDseQrlU72:wbMo3t6ewQh0UxK4xRecseSIUC
MDS5: 6971EE08A8BC5C8E4836D03EDFBC566D

SHA1L: E132BB2ACC742511C40AFE904DC387C34C10E80C

SHA-256: 44D69276FDA8862CDC529C8FACD2830E2B583A327B7ABC738EC5D6AF8ABD252C

SHA-512: 2634235FBB253839835498F4FA25F55120412FC7BACFF1DA593B86820391F32C57E84A9462159EBA13C0E44B52657892301DEE4EDIEC49C925816A4D3EBS54E4
Malicious: false

Preview:

.[.S.tringT.able:Data.:04.15]...1DS_.ERRO.R._2753.0.=lnterfejs. .NetAP.l zwr..c.iB. .nieznany. .b.B..d. .B.B..d systemowy.. .[2.
].....D.S._.ILN.S.TAAL.LILN.G._MS..1.2=lnstalling. .Ms...1..2. E.ngine.....>LDS_LNSTALLILNG._MS.I.20.=Lns.talling. .Ms.i. .2..0. .E.n.g.i.n.e.
.......... I.D.S._.P.RE.RE.QU.LS.IT.E._S.ET.U.P._B.ROW.S.E.=0.tw..rz. .ory.g.inalny. .p.lik .[SETUP.EXENAM.E] pro.duktu. [P.ro.du.c.t.
N.a.m.el]....l.D.S._.P.R.E.RE.Q.U.LSIT.E_S.EET.UP._ILNV.ALILD.=T.e.n. .plik .wyk.o.nyw.a.lny. .praw.d.o.p.o.d.o.b.n.iie. .nie. jes.t ory.g.inalnym..
p.likiem.. [.P.rro.d.u.ctNam.el]...B.ez .zains.talow.a.n.ia..dodatkow.y.ch wymagany.c.h. elemen.t.w. za. .p.om.o.c...ory.g.inalne.g.o.
.p.liku. [.S.ET.UP.EX.E.N.
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C:\Usersluser\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DASAB7C-68BD-40BE-B843-21CE4CD3DBA4}\Str6823.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\setup.exe

Little-endian UTF-16 Unicode text, with CRLF, CR line terminators

dropped

4094

3.696909822919476

false
96:rsDGJONpGMS9aQS9+tQDrKQNwWNLNMuD7NK/EVGQZFLFrs1FWnDseQrlU72:woo6tmeY45MsJKKxRecseSIUC
1543BD3E0859BF4D1BED934250048EF2

E540507993A87BBFDEFBCB225DDCDA186DE928F0
D3C5DAEE54797B805F4E10D6017CE72CAB413677393C38CF8998543052AF5441
B7651DE2A540F70EOEC4F24C68F122C2D9EE6440A00605160C2BAD15C6E199F286134838113327CC972EA82AFIB502FEB8764AF69B5026650FB717082C4BDIF8

false

.[.S.tringT.able:Data.:04.16]...1DS_.ERRO.R._.2.753.0.=N.etAP.l retor.n.o.u. .um. .erro..des.co.nhe.cido.. .Erro..do. sistem.a.. .[2]
... D.S._IN.ST.ALLIN.G._MS..1.2=lns.talling. .Ms.. .1.2 Engine......>.D.S_LNSTALLLNG._MS.l20.=lnstalling. Ms.i. .2..0. .E.n.
g.i.ne.......D.S._.P.REREQ.U.S.ITE._SET.UP_BROWSE=Ab.rir .o. [SEETUPEXENAM.E]. .orig.in.al .d.o..[P.ro.d.u.ctNam.el]...|
D.S._.P.RERE.Q.U.S.ITE._SET.UP_.INV.AL.ID.=Este. .arg.u.iv.o. .exe.c.ut.v.el .n.o..p.are.c.e. .s.er. .o0..arg.uiv.o..exe.c.ut.v.e.l orig.
.d.o. [.Pro.du.ctNam.el]...S.em. .us.ar. .o. [S.ET.UPEXENAME.] .orig.inal .para...nstalar. .as..dep.end..n.c.ias. .adic.io.na.is...o. .[P.ro.
d.u.c.tN.am.el]. .talv.e.

C:\Usersluser\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DA8SAB7C-68BD-40BE-B843-21CE4CD3DBA4}\Str6892.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\setup.exe

Little-endian UTF-16 Unicode text, with very long lines, with CRLF, CR line terminators

dropped

4326

3.742736488733376

false
96:rs0bm4iNhU443044+tQDrKQNwWNLNMuD7NK/EVGOFLFrs1FWnDseQrlU72:w0BP6wtmeY45MsJKwxRecseSIUC
CEOF6EDB4A13A61C274F84C14904E4D0

4EA7758EF297D0200C15DDFA15057B9072D01627
9AFCB9E8F72ABOF39C3C1BC239AEF2704290F661FB46C85803176AF737CB2CCA

30D3387EC76822BA6D753D1B9EED11F414EB3398B35D6205AA5BFIBFEAC2295EE08864FDD2F718F588B2C84D47A04FC1FE921E7FF1CC4C2DC25CDBOB0O2FAF
90

false

.[.S.tringT.able:Data.:04.18]..1DS_.ERR.O.R._2753.0.-=Ero0.are..nec.unos.cut.. returnat. .de. .NetAP.l. Eroare. .de. sistem...
[2].....D.S._LN.STALLILNG._.M.S.l12=lnstalling Ms.i. .1..2 Engine.....IDS_.INSTALLING._MS.l2.0.=lnstalling. .Ms.i. .2..0.
.E.ng.i.ne......ILDS._PREREQU.ISILTE_SET.UP._BR.OW.SE.=D.es.chide.c.i fi_.ierul [SETUPEXENAM.E] .or.ig.ina.l .co.re.s.p.un.z
.tor. [Pro.ductNam.el]...I.D.S._.P.REREQU.IS.ILTE._SETUP._INVALID.=Aces.t fi_.ier .exe.cutab.il .nu. .pare. a fi.fi_ierul ex.e.
cutab.il .orig.inal .p.entru. .[Produ.ctNam.el]...Dac.. .la .instalare.a..de.p.end.e.n.celor suplimentare..nu .se. .utilizeaz.. fi_.
i.e.r.ul

C:\Users\luser\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DASAB7C-68BD-40BE-B843-21CE4CD3DBA4}\Str6921.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\setup.exe

Little-endian UTF-16 Unicode text, with CRLF, CR line terminators

dropped

4044

4.21849362276469

false
96:rsCHsLIyhC190tQDrKQNwNLNMuD7NK/EVGIiFLFrs1FWnDseQrlU72:wiyyhC190tmeY45MsJKexRecseSIUC
E69CB7D48EA9CF5AB3821E5A83AF8E42

95A7A4AB79C880DE1C87BABBD8CO45A6FDC67743
4C23AC79366731B8E032131C7F8EF2B476655AB90431B5A282A4DB78578325D4

8C6F6939B9AC32B21BED59C87371CEE4DE26888874332B09FAB48ECC78DB1A988CD5641BF95FFD3C965B22BA3485DA71E5B2BDCF2F5E903D93AESEB3F53ED
DA

false

.[StringTable:Data:.04.19]..1.D.S_ERROR. 27530=.587.25AB.=00. >H.8.1.:0.,. .2K40.==0.0. NetAP.l. 8AB5<=0.0..>H8.1.0.
. [2]...0D.S_IN.STALLIN.G._MS.I12=lnstalling Ms.i 1.2 Engine. I.D.S._LN.STALLLN.G._.MS.I20=lnstalling Ms.i 2.0. En.
gine......1.D.S._PREREQ.UISITE_SETUP._BROW.SE=.B.@KB.L >@.838=0,L=K9. .D.09.. [SETUPEXENAME] [ProductNa.
m.eJ]....l.D.S._P.RERE.QU.LSITE_SETUP_LNVALID.=.>E>65 8A?2>;=05<K09. .D.009.; =5 .0.2,.05BA0. >@838=0,L=K<. .8A2>;
=.05.<K<..D.0.9;><. 4,0. [ProductNamel.. ..A;8 =5 8A2>;L7>20BL >@.838=0;L=K9. D009, [SETUPEXENAME] 4..0.
CAB.0.=>2:8..4>7>;=8B5;L=KE. .7.028A8<>A.

C:\Users\luser\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}{8DA8AB7C-68BD-40BE-B843-21CE4CD3DBA4}\Str69BF.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\setup.exe
Little-endian UTF-16 Unicode text, with CRLF, CR line terminators

dropped

4106

3.693476713395635
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C:\Usersluser\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}{8DA8AB7C-68BD-40BE-B843-21CE4CD3DBA4}\Str69BF.tmp

Encrypted:
SSDEEP:
MDS5:
SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

false

96:rs4ugh8NogqHecStV5DtQDrKQNwWNLNMuD7NK/EVGQFFLFrs1FWnDseQrlU72:wxTePtmeY45MsJKExRecseSIUC

67432E541206A23E5C96E74EA6D2FEAL

89EC40EODC1BCA402D4D5B3F2B499CC85BAA4560

9EOA28EB77E264E84093BA81F8044CB299C586AEALE81801782E18BFC8425A9D
E4232746B289793938FC9936180FBO3CE7A7009AD1F8A49FCEE152C5ABA43649ED3717BD54E9274A4D8C11F3FB237E98A3B2B5F92B76C1F106CAB613E264C1B:!

false

.[S.tringT.able:Data.:04.21]..1DS_.ERRO.R._2753.0.=Kes.alahan. tak .dikenal .dikemb.alikan..dari NetAP.l. Kes.alahan.
.sistem.. [2].....LD.S._.LN.S.TALLLN.G._M.S..12=lns.talling. .Ms...1..2. .Engine.......D.S_.LN.STALLING._MS.I120.=lnstalling. .Ms.i..
2..0. .E.ng.i.ne........I.D.S._P.RERE.QU.LS.ITE._SETUP._BROW.SE=B.uka. [SEETUPEXENAME] as.li .untuk. [P.roductNam.el]..
...I.D.S._.P.RERE.QU.LSITE._SETUP._LNV.ALILD-=F.ile. .exe.c.utab.le. .ini tamp.akny.a. .bukan. file .exe.c.utab.le. asli.untuk. .
[P.rod.u.c.tN.am.el]...T.anp.a. .me.ng.g.unakan. [SEETUPEXENAM.E.] as.li.untuk meng.instal .de.p.en.d.e.ns.i tamb.ahan.,. [P.r
o.d.u.c.t.N.am.el]. .tid.ak. .d.a.p.

C:\Users\luser\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}{8DA8AB7C-68BD-40BE-B843-21CE4CD3DBA4}\Str6A1F.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\setup.exe
Little-endian UTF-16 Unicode text, with CRLF, CR line terminators

dropped

4066

3.7080241126917253

false
96:rs4/ZulXtQDrKQNwWNLNMuD7NK/EVG2fFLFrs1FWnDseQrlU72:w4/c5tmeY45MsJKcxRecseSIUC
27F54FD5C0B794C5AFBAF65CBIF560BF

515DF34E99932A1D4348B02DE102B267069CD7AE
OEBEC6EDC28341F56705DD91A70E99499C24177A8CCDF8B5F16086EE04D03630

31714B56E53CCE7A2D9070D572AEFFE35C5D584AD009F61A179FC463F8960DC139AC58B1E60C2C5F88F29A374015BCCD298D29E887C543EOECCEA7FI3AA33F
2

false

.[.S.tringT.able:Data.:04.24]..1.DS_.ERRO.R._2753.0.=N.etAP.l je. .vrnil .neznano..nap.ako.. .Sistemska..napaka.: .[2]...I1D.S.
_LN.STALLIN.G._MS.l12=lnstalling. .Ms.i. .1..2. .Eng.ine.......IDS_.LNSTALLILN.G._MS.l20.-=lns.talling. .Ms.i. .2.0..Engine......l
D.S._.P.RERE.QU.IS.IT.E._SET.UP_BROW.SE.=0d.p.r.i .orig.inalni [SETUPEXENAM..E] .pro.grama..[ProductNam.el]...ID.S._.P.
R.E.RE.QU.LS.LT.E._S.EET.U.P._INV.AL.ID.=N.i. .vid.e.ti,. .da. .bi bila .ta. .izvraljiva..dato.teka. . originalna..zvraljiv.a. .dato.teka.
.z.a. [Produc.tNamel....e. .pri .names.titv.i .dodatn.ih. .odv.is.nosti .ne. .up.orab.ljate..originalni[SETUPEXENAME],..[
P.ro.d.u.ct.N.a.m.

C:\Users\luser\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}{8DA8AB7C-68BD-40BE-B843-21CE4CD3DBA4}\Str6 ASE.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\setup.exe
Little-endian UTF-16 Unicode text, with CRLF, CR line terminators

dropped

3428

4.162682161486157

false
96:rsEXRtQDrKQNwWNLNMuD7NK/EVGEFLFrs1FWnDseQrlU72:wEXRtmeY45MsJKIxRecseSIUC
T4TFAE546F471E9FB4A2A998A9937060

00FFOCFD40DFA3A72AAEB9BE641A11CA44BF7900
13C438785ED135355515619E4FD39DF8BFD037A6DFOF3D0A2D8685CBCB33C702
20F1F703F57C5E3B5B729EB6760F5648A6C533D5843FB0A137336829D53CA48CI9AAB28E37383B9742213D9FEF058E8164F3711CD11C4BF83F21795D5361F713F

false
.[.S.tringTable:Data:08.04]..1D.S_.ERRO.R._2753.0=NetAP.l .V.N*N....S.V.N..O ..|~..U. .[.2]....I.D.S._.LN.S.T.AL.LIN.G._M.S.I.1.2.=.l.n.s.
ta.lling. .Ms.i. .1..2. .E.ng.ine......LD.S._LN.STALLING._MS.l20.-=lnstalling. .Ms.. .2..0..Eng.ine......ID.S_.P.REREQU.ILSITE._.

S.E.T.U.P._B.R.O.W.S.E=Sb._ .[.P.r.od.uctNam.e]. .SHr.[S.ET.UPEXENAME] D.S._.P.RERE.QU..SIT.E._SETUP._LNV.ALID.=.N.SgbL..
e.N}ya..N/f .[[P.ro.d.u.c.t.N.am.e.]. ..SHr.v.SgbL..e.N.0 ...N(u.SHr.v .[.S.E.T.U.P.EX.E.N.AM.E.]. .[.vQ.N.vsQo..N..[.P.r.o.d.u.c.tN.am.e]. ..S...0.Q.s...0 ./f&T.[~b.SHr.v .
[[S.E.T.U.P.EX.ENAME]....LD.S._PRERE.QU.ISITE._SETUP_SEARCH=,gk[.S...OUvQ.N.vsQo..N.0 .Ig..N.vsQo..N..[P.r.o.d.u.c.t.N.am.e]. ..S...
0.Q.s...0 /f&T.[~b.Seg.v .[.S.E.T.U.P.EX.EINAM.E]......I.D.S._.P.R.O.

C:\Users\luser\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}{8DA8AB7C-68BD-40BE-B843-21CE4CD3DBA4}\Str6B1D.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\setup.exe

Little-endian UTF-16 Unicode text, with CRLF, CR line terminators

dropped

4062

3.700139722926891

false
96:rsiQVGJISOBGE9a49+tQDrKQNWNLNMuD7NK/EVGNEFLFrs1FWnDseQrlU72:w2SRtmeY45MsJKCxRecseSIUC
1806AF207B3B3554176BE2DE76068302

908E69CD833D1259E7826D6272BFE7B30E4F43B0
5692791A3D2B35EA82E334BB5E80C1701A8DIB1CCIE87A152659383888E6EE08
CF8B3BE17BFBFB0OB384418E1E3E5D2724C428B98F288FCD79645B83FA8A436BFDBAB3A4AC3298E1484361A3A0347B48412CBBC727F8A8C1135F644387C3B801!
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C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DA8AB7C-68BD-40BE-B843-21CE4CD3DBA4}\Str6B1D.tmp
Malicious: false

Preview:
.[.S.tringT.able:Data.:0.8.16]...1D.S_.ERR.O.R_2753.0.=E.rr.o0..des.c.0.nhec.ido. .informa.d.o..p.or. NetAP.l. Erro..de. sistem.a...[
2]....D.S._LN.STALLILN.G._MS.I1.2=lLnstalling. .Ms.i. .1..2. Eng.ine......D.S_INSTALLLNG._M.S.l120.=lnstalling Ms.i. .2.0..
E.n.g.i.ne.........D.S._.P.RER.E.QU.LS.IT.E._S.ET.UP._B.ROW.SE=Ab.rir. .o. [SETUPEXENAM.E] .orig.in.a.l .do. .[Produ.c.tNam.e]..
.I.D.S._.P.RER.E.QU.IS.ITE_SET.UP_ILNVALILD=Es.te. ficheiro..exe.cut.v.el .n.o..pare.ce..ser..o..orig.ina.l p.ara..Pro.du.c.
t.N.a.m.e]... .S.e. .n...o. .s.e. .us.ar. .o. .[S.ET.UP.EXENAM.E] orig.inal para..nstalar. .de.p.end..n.c.ias..adicio.na.is.,..o..[P.ro.d.u.c.tN.a.
m.e.]. .p.o.d.e. .n...o. .f.u.n.c.i.o.n.

C:\Users\luser\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DASAB7C-68BD-40BE-B843-21CE4CD3DBA4}\ is5560.tmp

Process: C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\setup.exe
File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 1432832

Entropy (8bit): 6.450183155296358

Encrypted: false

SSDEEP: 12288:DylspJCPtjvntnSh8COevQonCLPubu76R7:DLsDCPtjvntnSh8COevQonC3+R7

MDS5: CD76BOEE50AD6DCE22DC8D788F5E1766

SHA1L: 4E41CE3DE7FED1EE21E7D7075ADES8B2C41EE798

SHA-256: 32C91742D14671451B165B00D85D9BCCEA7A37EAL38EA2550F1E4543906944E6
SHA-512: 1C5903D2B21061E0651475B62219AE3164428D77A348E51E4B04328E8683E7CA36D6BB39F758B41A1DBDF0477508E96349374AAB6D8B5B1B0A9307F8AE480B68
Malicious: false

Preview:

text...Z?....... @.

C:\Users\luser\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}{8DABAB7C-68BD-40BE-B843-21CE4CD3DBA4}\ is55FE.tmp

Process: C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\setup.exe
File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 1420544

Entropy (8bit): 6.560293282221256

Encrypted: false

SSDEEP: 12288:xylapJCPtjvntnSh8COevQonCLPubu791:xLaDCPtjvntnSb8COevQonC3h1

MDS5: 721FB29713080245684C8D5F7EB3ED21

SHA1L: E9404840900044E2124882008F48C5CD12951DE6

SHA-256: DB11F22F90110D5610434739DA084BA377BEE08566BFCDOC5C186C8A01F8CCBC
SHA-512: 81DC39DAF4COFED935542E415F80F9012008A73024A0EFEOBD39934C837EB5789BB5970A0D3780BA9D67152087AFB0735292F3683D65FB8A788991F2FD0OC80DD
Malicious: false

Preview:

P...

text...Z?....... @.

@..@.reloc..

C:\Usersluser\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DASAB7C-68BD-40BE-B843-21CE4CD3DBA4}\ is5758.tmp

Process: C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\setup.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 1432832

Entropy (8bit): 6.44446385785103

Encrypted: false

SSDEEP: 12288:Lyl5pJCPtjvntnSh8COevQonCLPubu7YL:LL5DCPtjvntnSh8COevQonC3EL

MD5: C9F769E50CFD7FA59C1010D1124CF664

SHA1L: 02398AFEDFC4824D97B263EB8FC7DDD8A52DE22F

SHA-256: 4F741EFOEB097DF3719431C016DED31B499F71E61FA9E45234FDB23C4BCC56BC

SHA-512: OFA3CECO0C93DDOCEOBDFFD388205B8FE7E1B162DEB029D9865D415AD1130A2E60B3A20C9D7055FD52E94FD17D4F2AFA413DDIC75827FA991367BBESIDBBB(
959

Malicious: false

Preview:

.5.....7..Riché...

.PE.L.ryY.
text...Z?....... @.
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C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}{8DA8AB7C-68BD-40BE-B843-21CE4CD3DBA4}\ is57C7.tmp

Process: C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\setup.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 1416448

Entropy (8bit): 6.464456578512818

Encrypted: false

SSDEEP: 12288:6ylWpJCPtjvntnSh8COevQonCLPubu79+rpdT:6LWDCPtjvntnSh8COevQonC3Z+rpdT

MD5: DI9C32D0F07E68B978E9C589945001A16

SHA1L: 2325889A15F38A6665F7EDAG61AGE881B6A11F132

SHA-256: B4159D9D8B3B144E3F262B2C93E2D2BFEA95B2C4BDD52DA13A0BA002B6BIC26B

SHA-512: E814234F9EEC63F9BSE2C4EOE740F9F1EF2BD21B521967AFD4D7789196736CBD1C97587CFOAFB18F227B8613A71AD06378B0917F2792EB2FB503AA1BEDA99BLC
8

Malicious: false

Preview:
MZ.ooiiiiiiis
LPE.L.uyY... ..P. V(o
text...Z?....... @. @....rsrc...

C:\Usersluser\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DASAB7C-68BD-40BE-B843-21CE4CD3DBA4}\ is5827.tmp

Process: C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\setup.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 1432832

Entropy (8bit): 6.449034862379667

Encrypted: false

SSDEEP: 12288:lyIKpJCPtjvntnSh8COevQonCLPubu7gDx:ILKDCPtjvntnSh8COevQonC3UDx

MDS5: 81530086EA62B38CO0ADOAD1BB608F88

SHA1L: 9EFCBC817DA901D39030893B9F5524FAB1A4F3CC

SHA-256: BAB03C78AC63A2353DE986AEB528CC2AC251712C3B3826B5A892A2400078B863

SHA-512: 60CF62AFC7324774A8E8FACAF935BOFBOCD621821AAFF1403C90515EBC818CCC63999736339CBE4AB40A97ACE61254C8B875F11B6EEA2242EF5CAES36298771
0

Malicious: false

Preview:

1..L.IThis program cannot be run in DOS mode....$
.......................................................... V(o

C:\Usersluser\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DASAB7C-68BD-40BE-B843-21CE4CD3DBA4}\ is5896.tmp

Process: C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\setup.exe
File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 1420544

Entropy (8bit): 6.471998519259824

Encrypted: false

SSDEEP: 12288:YyIFpJCPtjvntnSb8COevQonCLPubu7aN:YLFDCPtjvntnSb8COevQonC3+N

MDS5: 570BOE3A2C9CA9497843E22CF4F281DC

SHA1L: 79CE61360451547B3B42B0558151D4996D5BBE72

SHA-256: 788AD433D6DA5C6218C7079D58AD7BC818F43463FF6ADC8AF119A2E21DB3AF5B
SHA-512: 4C3D82592992B201F4D5840947293B01B3ABAB5COFC36470BC35D12F591D3E5F02EBF12772D9E8268F17D4B9CIECE9AEDA5207283DE06383C38FC3F8F57C1F3|
Malicious: false

Preview:

1..L.IThis program cannot be run in DOS mode....$
e V(oo X..
@..@.data... 1..." N @....rsrc...x.

C:\Users\luser\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DASAB7C-68BD-40BE-B843-21CE4CD3DBA4}\ is58F6.tmp

Process: C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\setup.exe
File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 1420544

Entropy (8bit): 6.46137601862

Encrypted: false

SSDEEP: 12288:zyloLpJCPtjvntnSh8COevQonCLPubu7mg:zLoLDCPtjvntnSh8COevQonC36q
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C:\Users\luser\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DABAB7C-68BD-40BE-B843-21CE4CD3DBA4}\ is58F6.tmp
MD5: 14934B54E6DD7AE9F7C9AC006305671A

SHA1L: CB6C3CFEOAA036E32626CD8B02EE402F459C1FF2F2

SHA-256: 2DA5CD58D3B4701EBC73C987C1E87DB111DCIF40C833B586CBF01D0D0243ACF3

SHA-512: 2F3E20D9EO0DD422BCO5ADAS57FAF6A63D32F965F5D4C23766CESBCDOA7AGEI00422D899B62EE76853A76334B27BC6D081AEOE358814C952C1E0012EBBB048C
1

Malicious: false

Preview:

1..L.IThis program cannot be run in DOS mode....$ .5....7..Rich6...
Wit V..(...

@..@.data... 1 @....rsrc...P.

C:\Users\luser\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DASAB7C-68BD-40BE-B843-21CE4CD3DBA4}\_is5994.tmp

Process: C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\setup.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 1420544

Entropy (8bit): 6.467479267856592

Encrypted: false

SSDEEP: 12288:3ylEpJCPtjvntnSh8COevQonCLPubu7Rh:3LEDCPtjvntnSb8COevQonC3lh

MDS5: 1D3FD400FA8F1F9818EB71870AF6B2FD

SHA1L: DEA1FA580E28427CBB9B8FOE45AA025760C76D45

SHA-256: 695E55D535BCI6C72D6929EACA7386743468D756D72CFB58093FB29DC6481E73

SHA-512: 089FC766506D5F06842068AED3EAF7DAC2FEC4859A5EEOF6D5B490F5B969DF56FE0893850D07EC19B53A30AD7F2BB1B6A376EBEF037C3061CC33CBD54F893A
1

Malicious: false

Preview:

C:\Users\luser\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DASAB7C-68BD-40BE-B843-21CE4CD3DBA4}\ is59F4.tmp

Process: C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\setup.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 1416448

Entropy (8bit): 6.465632629662606

Encrypted: false

SSDEEP: 12288:2y1ZpJCPtjvntnSh8COevQonCLPubu74t:2LZDCPtjvntnSh8COevQonC3st

MDS5: DA9F99CA15A1EA4498971E75A471C5B4

SHA1L: AT4A240EB87C49FD92CE6889429C1EF21A15F1BD

SHA-256: 83371792C3FCA7461CD48AA90BB6EC52B4F43F44B99CA6B870796C71DE32C30E

SHA-512: DD23DB976B9589F2A5449B68D327DBEOBF2911A1F125E3242AC9F9B97841CE1024D2FF072E970100C6D1869C4F784AFC8E98F977C105DDB41DABDBEFA2C427:
D

Malicious: false

Preview:

text...Z?....... @.

C:\Users\luser\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}{8DABAB7C-68BD-40BE-B843-21CE4ACD3DBA4}\ is5B8C.tmp

Process: C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\setup.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 1416448

Entropy (8bit): 6.585466383792146

Encrypted: false

SSDEEP: 12288:GylupJCPtjvntnSh8COevQonCLPubu7BWSs:GLUDCPtjvntnSh8COevQonC3VWs

MD5: 60FB86CF64CEASD9D0B24111E352941A

SHAL: 1D4F5B0CB55B6BEBCD1CA86E8FF1364F41137993

SHA-256: FAEF7ABAF313762324909FF104DF9F54CA3CA03E365B6F5592A662B8FBC50294

SHA-512: 56906F6157D1EEAF7E91C6320DB35E48583E8E5CB7370F723B51DBBE498BFDASE912C86FE88F684EBBA945195968513A97D385DCA46712AFAA33D3EDIEF5D5!
0

Malicious: false
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C:\Users\luser\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}{8DA8AB7C-68BD-40BE-B843-21CE4CD3DBA4}\ is5B8C.tmp

Preview:

..... V(o
.@....rsrc..

P
@..@.reloc...

text...Z?....... @.

C:\Users\luser\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}{8DA8AB7C-68BD-40BE-B843-21CE4CD3DBA4}\ is5C1B.tmp

Process: C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\setup.exe
File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 1416448

Entropy (8bit): 6.475657915504315

Encrypted: false

SSDEEP: 12288:9ylapJCPtjvntnSh8COevQonCLPubu7Vyv0Ok:9LaDCPtjvntnSh8COevQonC3Hk

MDS5: 4840C2447975B7BFIEA3A422C83491BB

SHA1L: 8035BC050A0F168654578F8A772FBA8B872CACFB

SHA-256: 40DA10E2A79F7B8FDA6ABBD54D626555EF9C3592428ED9IC5C687EDO9AD630466
SHA-512: 9CCDE09598FC95E55B165E502A3CFAAC78DFECE727F90E63583A0FFDECE669065DF30878CE21F635B1B48CD318EEF809DB2FB9638F5A654878E20617298755C
Malicious: false

Preview:

1..L.IThis program cannot be run in DOS mode....$....... r..6..6..6..
R OSSP TSP PO UOPOPTOPPON AV (P P..
) .@....

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}{8DA8AB7C-68BD-40BE-B843-21CE4ACD3DBA4}\ is5C8A.tmp

Process: C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\setup.exe
File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 1420544

Entropy (8bit): 6.460063429651935

Encrypted: false

SSDEEP: 12288:UyITpJCPtjvntnSh8COevQonCLPubu7C7:ULTDCPtjvntnSh8COevQonC3G7

MDS5: D4C06AD994D95F4EFAD6D6470A1651ED

SHA1L: 6ACBBF16499E6DB0793854C1B99D04EEC582CD29

SHA-256: B1F411B68CBE57EBBCC223017249AC4623F00CF19DE4294EF4E5D7DC657F7CC4
SHA-512: 92678F30A723F158AF852C56CA7747F84F506FAA33E31713C144BC9884C2BE56936F9B54726780DI6A4E0CT77BD043859D9E9395977BDF046AD412447B5214166
Malicious: false

Preview:

V(s X

text...Z?....... @. .@....1src..Xx....

C:\Users\luser\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DASAB7C-68BD-40BE-B843-21CE4CD3DBA4}\_is5CEA.tmp

Process: C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\setup.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 1424640

Entropy (8bit): 6.564955152994468

Encrypted: false

SSDEEP: 12288:9ylspJCPtjvntnSh8COevQonCLPubu7MY:9LsDCPtjvntnSh8COevQonC3gY

MDS5: 745EE4446117B55785F92E972E552A2E

SHA1L: 16014E4691C2E7EB2454F323B72B2CDD0OD36D6B0

SHA-256: FFA7CF1E056B0OF9F881BF5AA035B2E6F241E9AGESBE3B2807AB458EF061D7E30

SHA-512: 4C32CF81D0B5466B652EC03D68CAOCABC7019A741958C474E76C75CESDECFA9114522CB10B8BABF5A840156AAE65D7E197B56AC772E9759C088FF7628BC271L
0

Malicious: false

Preview:

5....7...Riché...

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DA8AB7C-68BD-40BE-B843-21CE4ACD3DBA4}\_is5D4A.tmp
Process: C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\setup.exe
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C:\Users\luser\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}{8DA8AB7C-68BD-40BE-B843-21CE4ACD3DBA4}\ is5D4A.tmp

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

dropped

1428736

6.451397234248691

false

12288:ayllpJCPtjvntnSh8COevQonCLPubu7T0:aLIDCPtjvntnSh8COevQonC3P0
BBOD273CA35C9011A7E10E1B5EDCE27F
96E684B6790E9977CB76D7CE8F50EA65F14E4FDF
9BEC0617B1DD5088DE564234A1AFD28D0B5F2CD0577627A1FCI9ABA0CED323D45

D160D95325D382F7F8D1C33B0589C90E1CD42E2A3416DE1F76CD4BDES1C8AD2C66ACB7D2217B7B546AA73B22E4485CCD36DB88523576D53206E22BB59D3BA
7

false

1..L.IThis program cannot be run in DOS mode....$... .5....7..Rich6...
O V(o X.

@..@.data... 1 @....rsrc...X.

C:\Users\luser\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}{8DA8BAB7C-68BD-40BE-B843-21CE4ACD3DBA4}\ is5DE8.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\setup.exe
PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

dropped

1367296

6.559069593802875

false

12288:VylIEpJCPtjvntnSh8COevQonCLPubu74dhxk:VLEDCPtjvntnSh8COevQonC30k
030F8C1384243570A67F72E644703049
6CD81F58E773560CEE31D10699BAFACD10B97896
38443E36A9AFEA135C2501653DD599248DF8D7433EC5DE52A2A505AD5E983560
CD3276A3A1ACFBFE98DB697ED583F0661BB78D36D1D615E145A498C637F1C5090A126267789E80D21B508873BAE332277AA152993B60142E04E588F86F4BCB53

false

.5.....7..Riché...

text...Z?....... @.

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}{8DABAB7C-68BD-40BE-B843-21CE4ACD3DBA4}\ is61D2.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\setup.exe
PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

dropped

1416448

6.475370549575337

false

12288:AyIPpJCPtjvntnSh8COevQonCLPubu7hp4h:ALPDCPtjvntnSh8COevQonC3gh
06C64C6119B5D8C81F1A70FDA9F3CAF7
0COA76A48EAAB2466357651E601F871C8BBD7830
ACC5EFAAD2EEE18DEA7F1AA130E198564860E9D89AD69E6FDF7BC40A61C49E42

6FBCO0129B74A2F25A012643FF40B9A0D02973D6BOACO3AAF201393505D6A6665A3280851EEBC3C318E8C7DB25E396A2025FBBBFBE7BC18709F1037D7BBOEEDE
0

false

L.!IThis program cannot be run in DOS mode....$
..................... Lo Ve (e
S on

C:\Users\luser\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DASAB7C-68BD-40BE-B843-21CE4CD3DBAA4}\ is6270.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\setup.exe
PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

dropped

1420544

6.4604608790360265

false

12288:NylcpJCPtjvntnSh8COevQonCLPubu7hV:NLcDCPtjvntnSh8COevQonC3VV
21A509036A1F5F9DA32824A72BC21523
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C:\Usersluser\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DASAB7C-68BD-40BE-B843-21CE4CD3DBA4}\ is6270.tmp
SHAL: 0568D0625DF21B50A958BFF26BAA187E35F95DA6

SHA-256: 61B09BE71B66D53A372A5C7E3F405FEDEFESED754916C811D699FF3D72AD7DB6

SHA-512: 892BEBE5D4BC16481D18C62728CA8B4865A972C5EE3D6A7DA6B1C28561820F515A0F1546D7323F4A701FFBD3EA7D03B443989046FEDADCCFA07183AF29A5DFI
2

Malicious: false

Preview:

LPE.L.fyY..
.@.

C:\Usersluser\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}{8DABAB7C-68BD-40BE-B843-21CE4CD3DBA4}\ is632E.tmp

Process: C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\setup.exe
File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 1432832

Entropy (8bit): 6.443315775449897

Encrypted: false

SSDEEP: 12288:CyIXpJCPtjvntnSb8COevQonCLPubu7q64:CLXDCPtjvntnSb8COevQonC3e64

MDS5: 701432D28B4BF6997365480461BD694F

SHA1L: 52487E31E0BE8041D9E745BA991CC6648BC4B301

SHA-256: 58FE405AF724A2A24969AD68517B01FEEA45E7012345438C24421C6CBF4AC110
SHA-512: 5C579E93F11E2BB0C2744761FE7DE172CE3452C52A25125803E6489D2F9EAFCDOEDAIEA373621565589B6B5742F388667FA5A2451AFE9CO756A50768EB7E8F52
Malicious: false

Preview:

.5.....7..Riché...

C:\Usersluser\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}{8DASAB7C-68BD-40BE-B843-21CE4CD3DBA4}\ is636E.tmp

Process: C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\setup.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 1432832

Entropy (8bit): 6.545845810539532

Encrypted: false

SSDEEP: 12288:iylIVpJCPtjvntnSh8COevQonCLPubu79d:iLVDCPtjvntnSh8COevQonC3Zd

MDS5: 6FC83CCDC28F4ED74FA61CA181DCE654

SHA1L: 3C08CBDD5827BEE4D21AACDB3AASFIBACEO6F260

SHA-256: 8E519077CC53112B80799A85DF185564905A1D0A3CD69CFD2E1D45832F326994

SHA-512: 9F73CED928492DEFCEF4ABFCBA98E2AF8615DE42EEDA467A3154E859B167AE2D193E2C095A5B677333B25365AABE937825E418B4CCDD62819A74AA9FA949CF63
22

Malicious: false

Preview:

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}{8DA8AB7C-68BD-40BE-B843-21CE4CD3DBA4}\ is63FD.tmp

Process: C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\setup.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 1863024

Entropy (8bit): 5.68804336966568

Encrypted: false

SSDEEP: 12288:zs4d9dfaOdWUIhpJCPtjvntnSh8COevQonCLPub+7igm:ThrwVhDCPtjvntnSh8COevQonCfrm
MDS5: DI9C3BC738104B03B367E2C6ACF8FAFBF

SHA1L: EB7197EB446A5831F99661E021921896B98DC2E2

SHA-256: F5FD2D49A163D35E4D8FBI0C5BCD59CD4BF19B77B5A6F0C36580B7A25A9E75FE

SHA-512: 93F7B899DB22023049E028ABDAE3CD2FBI067E0A9F4EF28E82DE90CA573B85B7B42F1303515E6563C2CB48860F1F282EE108B43612E12221FAEF16AB29FE2437
Malicious: false
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C:\Users\luser\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}{8DA8AB7C-68BD-40BE-B843-21CE4CD3DBA4}\ is63FD.tmp

Preview:
{P.Lf{- L L {Rich..{... PE..L...
. .text.

C:\Usersluser\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}{8DABAB7C-68BD-40BE-B843-21CE4CD3DBA4}\ is646C.tmp

Process: C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\setup.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 1424640

Entropy (8bit): 6.458123690535173

Encrypted: false

SSDEEP: 12288:BylrpJCPtjvntnSh8COevQonCLPubu7A5k:BLrDCPtjvntnSh8COevQonC3k5k

MDS5: BB84615532980AD38E781744D6AD4215

SHA1L: A29A71F1BA7F470933F4EAFACFDD11924B636213

SHA-256: 4309C1A2181081DE7113F2956D038043F99C25C05573686243FOD5A9C4BDABAL

SHA-512: D6DDAOFCA6EDDOD3CF10FFB1167E523019D9DE40066987B99D031E06B8DE92571CEE9F898BC86E748BF3C989CF6EDB39934D7E3EBFOAL61EE3E4BBB168C55
1D

Malicious: false

Preview:

text...Z?....... @.

C:\Users\luser\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}{8DA8AB7C-68BD-40BE-B843-21CE4ACD3DBA4}\ is64CC.tmp

Process: C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\setup.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 1387776

Entropy (8bit): 6.557180411066131

Encrypted: false

SSDEEP: 12288:myl3pJCPtjvntnSb8COevQonCLPubu7Gg:mL3DCPtjvntnSh8COevQonC3Sg

MDS5: 0F14422D86948CC1F7434A678221005D

SHA1L: E3E057850E3EE2D3AA57B6DA7CDIB3C149E5E4CC

SHA-256: E4902E52BD344150622B6F50AD2EFO0C58BD3A86476325E1D9244204D02C7191F

SHA-512: FA53F58DFFB69A0A876C299D255E4BFA029A04E3A1BF1DCC2EF8A3FES1EFD073981D62058EC57D1BD9B011EFD545639F4ADB8FCB5165E02399852CCA9024FE
D4

Malicious: false

Preview:

..7...Riché...

C:\Usersluser\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}{8DASAB7C-68BD-40BE-B843-21CE4CD3DBA4}\ is656A.tmp

Process: C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\setup.exe
File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows
Category: dropped
Size (bytes): 1379584
Entropy (8bit): 6.572389836216373
Encrypted: false
SSDEEP: 12288:KylOpJCPtjvntnSh8COevQonCLPubu7Ed:KLODCPtjvntnSh8COevQonC3gd
MDS5: F267C3DCD41D4B7969E8E5B422CBF206
SHA1L: 951474BEDF04961934722997F10D1770D9D567AB
SHA-256: ODE20F94CE658FDFD4F4C808D821A7ADC58BB1CC471A36E311D7FD1231A3584D
SHA-512: CB8E206CA6D8B8285BBCD17827E35453640ECEDD3E1F05D0AE22F097FE3E561DC04DD675DE9CEOAECF3007DD8C62DDC23C31E4B1CE0080996D7CAA2125937,
3AE
Malicious: false
Preview:
MZ.oiiiiiiiin
LPE.L..yY..
text...Z?....... @.
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C:\Users\luser\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}{8DA8BAB7C-68BD-40BE-B843-21CE4ACD3DBA4}\ is65CA.tmp

Process: C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\setup.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 1424640

Entropy (8bit): 6.456823380709671

Encrypted: false

SSDEEP: 12288:0yIDpJCPtjvntnSb8COevQonCLPubu78C:0LDDCPtjvntnSb8COevQonC3AC

MD5: C2E3F6A7F78B7AF7D83A49C8DEO7FED2

SHAL: 1E8755A5E4CB433A874E1159ECCEFE99E5SF78E76

SHA-256: AD24853D5F2D5C88777F955FD84BEOF8F76D5369972DBD7EF23B21BCA176D266

SHA-512: DCD9DE3272C74EEC64C5C3D8EA4238A1E66EBOCACOASA7EF85003FCIC3C479E8CEB3856587A23888746CADDF260111227D64E8958B08D3E29CE134279E494(
8

Malicious: false

Preview:

text...Z?....... @.

C:\Usersluser\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DASAB7C-68BD-40BE-B843-21CE4CD3DBA4}\ is6668.tmp

Process: C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\setup.exe
File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 1420544

Entropy (8bit): 6.458365440906146

Encrypted: false

SSDEEP: 12288:cylWpJCPtjvntnSh8COevQonCLPubu7Bj3:cLWDCPtjvntnSb8COevQonC3d3

MDS5: 35AE94CD1BF2864C640176A6046A5C0C

SHA1L: 16009CCC8F3F8F3D1879F8373AFE93C1AF5DA629

SHA-256: DD92BF15CD0229EACOE938EDBOCDOD1F15B517BC1E1179F5047A7EA87975BEGD
SHA-512: 6EOE3856ADIE20DAD413653AF9A578E17B37C0610D10E93B39B1FA658ECAFA7FF830930CD5D8361C81D66205B771F21880483254ECFIEF74CE230C281FABDO8
Malicious: false

Preview:

VoloPo

text...Z?....... @. @....rsrc...P....

C:\Users\luser\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DASAB7C-68BD-40BE-B843-21CE4CD3DBA4}\ is66F7.tmp

Process: C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\setup.exe
File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 1424640

Entropy (8bit): 6.459431156458696

Encrypted: false

SSDEEP: 12288:JylcpJCPtjvntnSh8COevQonCLPubu7r0:JLcDCPtjvntnSh8COevQonC3P0

MDS5: 0131ED35F5C407F5E5A6F5318DAF61DC

SHA1L: 7F17C8345942B466E504490975E5EF019DEEBEDB

SHA-256: E4E9876D9B1EIFF8E86A56FC5AAB3CDEG17F7054DATE667E2753F66271664717
SHA-512: 48026E421AD93E190FA6376CA2BE2C424C55BC8977B7814313B944532BF0B33A289C6A0746435BD151A09940C9C49FDI3DEC4290EDD85ABC1271E715538DFDD
Malicious: false

Preview:

text...Z?....... @.

C:\Usersluser\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DASAB7C-68BD-40BE-B843-21CE4CD3DBA4}\ is6766.tmp

Process: C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\setup.exe
File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 1424640

Entropy (8bit): 6.4540275232225355

Encrypted: false

SSDEEP: 12288:/yIKpJCPtjvntnSh8COevQonCLPub+7Aw:/LKDCPtjvntnSh8COevQonCfkw

MD5: 223FOCDA7C6BEBFOE861000D9BEBO32E
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C:\Users\luser\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DA8SAB7C-68BD-40BE-B843-21CE4CD3DBA4}\ is6766.tmp
SHAL: 589DBA0092F732A4427389BSACB0OC2B7DIF6E301

SHA-256: 3281FDOBF396B4B12E91EA19764CD1042A1947A0EFC72C753A962E461FCFBBCO

SHA-512: 7BA24EE4A40B657C8E2FE93385140443FA049E36B3CD7CC422ED42D6CEAB3AB533353B0F27C234B5819755E65D1E068D45999448A9B83D6F43A2A2C37928959!
Malicious: false

Preview:

text...Z?....... @.

C:\Usersluser\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DASAB7C-68BD-40BE-B843-21CE4CD3DBA4}\_is6824.tmp

Process: C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\setup.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 1428736

Entropy (8bit): 6.447744240413919

Encrypted: false

SSDEEP: 12288:cylgpJCPtjvntnSh8COevQonCLPubu7z7:cLgDCPtjvntnSh8COevQonC3f7

MDS5: 9FDFCCAC597E3AC1AFE41871614FD479

SHA1L: ABBBOED43A70959B956038841A41A1BODE578B16

SHA-256: 092C70260132E7F4411F0874D910CB44DE8B930205FD1670E83B54D107EBB462

SHA-512: 2DF9BB7D2F45495BF92D145C4DF6E0C87FC592B2DF432E5D2F50CD6993BE9D844B081279675102FE4A3DB1EDIABAAICT74095E05FF8E882DAB30A87D5D2B2BF
0

Malicious: false

Preview:

1..L.IThis program cannot be run in DOS mode....$
........................................................... V(o
S

C:\Usersluser\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DASAB7C-68BD-40BE-B843-21CE4CD3DBA4}\ is6893.tmp

Process: C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\setup.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 1420544

Entropy (8bit): 6.566543446724177

Encrypted: false

SSDEEP: 12288:SylIpJCPtjvntnSh8COevQonCLPubu7Q+:SLIDCPtjvntnSh8COevQonC3s+

MDS5: 1485ABIFE9CED95744AA0E53E00EA61B

SHA1L: 62FFC621F13EA08468553365705AC945863233BD

SHA-256: 89441DC6F4528B9454F3913FAA9802307AA8093A11A0A97ECCE56FADEC2A6ES6

SHA-512: 75E715A6204641D477B73A8A306B2C929886CF3B1F6119BIB76F13678CEBID7FF704BD24B9F480551EC200C7CAF7F50F98DDES7DC3B02F7B09DEADCA47D843/
B

Malicious: false

Preview:

C:\Usersluser\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DASAB7C-68BD-40BE-B843-21CE4CD3DBA4}\ is6922.tmp

Process: C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\setup.exe
File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 1420544

Entropy (8bit): 6.460642297632325

Encrypted: false

SSDEEP: 12288:0ylVpJCPtjvntnSh8COevQonCLPubu7MJ:oLVDCPtjvntnSh8COevQonC3I1J

MDS5: B96E8269F6840266DD1D616A895979BA

SHA1L: 614439FB7E9DAE3DBABA789833A40CDF27623101

SHA-256: C1DE28ECA51C2274334435E7B114EB597CB368233B39E92FDC87BA7F27705325
SHA-512: C4EF55CCFFD4573CF18F4B003105E76E63592B49DE5S0098EBI63E672E196606C8BB3927B5D26F122BC88EFBD65A500F302AACT7246E9B01636247C158F7783618
Malicious: false
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C:\Usersluser\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DASAB7C-68BD-40BE-B843-21CE4CD3DBA4}\ is6922.tmp

Preview:

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}{8DABAB7C-68BD-40BE-B843-21CE4CD3DBA4}\ is69C0.tmp

Process: C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\setup.exe
File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 1420544

Entropy (8bit): 6.465918679261405

Encrypted: false

SSDEEP: 12288:kyl2pJCPtjvntnSh8COevQonCLPubu7Vkj:kL2DCPtjvntnSh8COevQonC3Cj

MDS5: CA1D993432BF00141FEB87D459679FC1

SHA1L: 109C9A324600DE88BIB517BEC62175BCC97307E7

SHA-256: 53CB769D6612161634C08A8D1CAB58489CE3FA1219EE7198F3857B7FAF224385
SHA-512: 1A33F4EE2DA274E794DA553EA72F61A96534B35E683099FDEOAC84F97ES54BEBCF84851ED78F99460817946617656A8751C6C0F9714855C1FD37C09D8DB5CBCLI
Malicious: false

Preview:

C:\Users\luser\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}{8DASAB7C-68BD-40BE-B843-21CE4CD3DBA4}\ is6A20.tmp

Process: C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\setup.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 1367296

Entropy (8bit): 6.556230678083565

Encrypted: false

SSDEEP: 12288:QyllpJCPtjvntnSb8COevQonCLPubu7xhCoM:QLIDCPtjvntnSh8COevQonC3NhCoM

MDS5: 10DE8B79EA38823729653D91907F4DF49

SHA1L: 443F8C90BD04B749A1B358C5DBF097560FAFBELS

SHA-256: 61C7CCCB9E343A7ADFOE93A556068B1DBAECB7202B9403425100DF3E996F1FCA

SHA-512: 20DB9942D7BDFB70455D866C79B14D6CF705FA421F27FC24CD946D33EF1C36910BE3C913D6B611C4DCBDFOF1216A143B2C3B37E4BCFC506EEE2F9CBCD4484
D6

Malicious: false

Preview:
MZ.oiiiiiiie @ e 1..L.IThis program cannot be run in DOS mode....$....... r..6..6..6.... AP 6..w....5...... 5...7..Rich6...............

PE..L...yY l...@ P ' Ve P...

text...Z?....... @.

C:\Users\luser\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DASAB7C-68BD-40BE-B843-21CE4CD3DBA4}\_is6ABE.tmp

Process: C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\setup.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 1428736

Entropy (8bit): 6.456695021897723

Encrypted: false

SSDEEP: 12288:VylLpJCPtjvntnSh8COevQonCLPub+7MI:VLLDCPtjvntnSb8COevQonCfwl

MD5: E4D7DD41D2F3FA29A82660A3A6F89190

SHA1L: 584E0B8FD1EFB2A22FCE28D02F3B835C9F223E97

SHA-256: EAEDEC4D9F0769765D24D84945C948CA468813414B4A4811C50F28380392FB2A

SHA-512: C647919B1FCBDEEC5ACC25724694414A930EEBIEAF599319B8DD8ABA4DF3DCE999537660EFB34E433E5EF0B40416F79BFF79DD1EEB90838348490B154554BAl
B

Malicious: false

Preview:

1..L.IThis program cannot be run in DOS mode....$
........................................................... V(o
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Static File Info

General
File type:
Entropy (8bit):
TriD:

File name:
File size:
MDS5:
SHA1L:
SHA256:

SHA512:
SSDEEP:

File Content Preview:

File Icon

Icon Hash:

Static PE Info

General

Entrypoint:

Entrypoint Section:
Digitally signed:
Imagebase:

Subsystem:

Image File Characteristics:
DLL Characteristics:

Time Stamp:

TLS Callbacks:

CLR (.Net) Version:

OS Version Major:

OS Version Minor:

File Version Major:

File Version Minor:
Subsystem Version Major:
Subsystem Version Minor:

Import Hash:
Authenticode Signature

Signature Valid:

Signature Issuer:

Signature Validation Error:
Error Number:

Not Before, Not After
Subject Chain

Version:

Thumbprint MD5:
Thumbprint SHA-1:
Thumbprint SHA-256:

Copyright Joe Security LLC 2021

PE32 executable (GUI) Intel 80386, for MS Windows
7.955804644263245

e Win32 Executable (generic) a (10002005/4)
99.96%
Generic Win/DOS Executable (2004/3) 0.02%
DOS Executable Generic (2002/1) 0.02%
Autodesk FLIC Image File (extensions: flc, fli, cel)
(7/3) 0.00%
SureServoPROInstall_V4_1 0_5 DB2_0_8.exe

26675560

.

.

.

e1c700344a3laee275b86a0cc5fe707b
elca62a65559a00eac9096f7b1le0de69d82fd0c8

fa07eeabe6dc625c92894a62137f8c2cth445b8e3dadddl
9ee3c44c00a84a708

2868da24290c51bfdfabce9c7523e6¢5d717d387d21b5e7
1ccc6b2695f897a0e0b7227abb2b82625258fb8e521381¢
b57182e4e40a6ba5aa240842658f1a8b78

786432:ak/XpsaOs3VSCyZ6a400/0GHRSgWdA/tOIHQ6
nZWsnTrcfZ+iFpMwHw/J6:ak/XpsaOs3VSCyZ6a400/0
GHRSgG/tOR

is program cannot be run in DOS mode....$....... MNy...8...
S..S.. Seieen Seien Seen S....Z.S..0....8...1...5..0....8.....7.
S S S s.Rich..s........

0063551165753100

0x45e61f

text

true

0x400000

windows gui

32BIT_MACHINE, EXECUTABLE_IMAGE, RELOCS_STRIPPED
TERMINAL_SERVER_AWARE, NX_COMPAT

0x5979D664 [Thu Jul 27 12:02:44 2017 UTC]

Ll ) DR N © ) B e |

952608687d343553fa2ebbe1a801044c

true

CN=Symantec Class 3 SHA256 Code Signing CA, OU=Symantec Trust Network,
O=Symantec Corporation, C=US

The operation completed successfully
0

e 6/22/2016 2:00:00 AM 7/23/2019 1:59:59 AM

e CN=Automationdirect.com, O=Automationdirect.com, L=Cumming, S=Georgia, C=US
3
FAF931C45F2EB68904EC3E0CA08BI567
3B2E79F2DA570A8C20BB6E30B31E2EFBCB588D1B
4EFA0B423F04D38D58D3E46D4A6CDB5D9C92027E4EC89B8F5C82D9ABAEAD3FBA
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Serial: 6872DC611BBCFB37A8E37BA86F3198B2

Entrypoint Preview

Instruction

call 00007F6D30A3877Fh
jmp 00007F6D30A2AB6EhQ
push ebp

mov ebp, esp

mov eax, dword ptr [ebp+14h]
push esi

test eax, eax

je 00007F6D30A2AD6ENh
cmp dword ptr [ebp+08h], 00000000h
jne 00007F6D30A2AD45h
call 00007F6D30A29BFCh
push 00000016h

pop esi

mov dword ptr [eax], esi

call 00007F6D30A317C2h
mov eax, esi

jmp 00007F6D30A2AD57h
cmp dword ptr [ebp+10h], 00000000h
je 00007F6D30A2AD19h
cmp dword ptr [ebp+0Ch], eax
jnc 00007F6D30A2AD3Bh
call 00007F6D30A29BDEh
push 00000022h

jmp 00007F6D30A2AD12h
push eax

push dword ptr [ebp+10h]
push dword ptr [ebp+08h]

call 00007F6D30A27658h
add esp, 0Ch

XOr eax, eax

pop esi

pop ebp

ret

push ebp

mov ebp, esp

xor edx, edx

mov eax, edx

cmp dword ptr [ebp+0Ch], eax
jbe 00007F6D30A2AD43h
mov ecx, dword ptr [ebp+08h]
cmp word ptr [ecx], dx

je 00007F6D30A2AD3Bh

inc eax

add ecx, 02h

cmp eax, dword ptr [ebp+0Ch]
jc 00007F6D30A2AD24h

pop ebp

ret

int3

int3

int3

int3

int3

int3

int3

int3

int3

int3

int3

int3

Copyright Joe Security LLC 2021 Page 41 of 118



Instruction

mov ecx, dword ptr [esp+0Ch]
push edi

test ecx, ecx

je 00007F6D30A2ADC8h
push esi

push ebx

mov ebx, ecx

mov esi, dword ptr [esp+14h]
test esi, 00000003h

mov edi, dword ptr [esp+10h]
jne 00007F6D30A2AD3Dh
shr ecx, 02h

jne 00007F6D30A2ADBBh
jmp 00007F6D30A2AD59h
mov al, byte ptr [esi]

add esi, 01h

mov byte ptr [edi], al

add edi, 01h

sub ecx, 01h

je 00007F6D30A2AD5Dh
test al, al

je 00007F6D30A2AD61h
test esi, 00000003h

jne 00007F6D30A2AD17h

Rich Headers

Programming Language:

Data Directories

Name

IMAGE_DIRECTORY_ENTRY_EXPORT
IMAGE_DIRECTORY_ENTRY_IMPORT
IMAGE_DIRECTORY_ENTRY_RESOURCE
IMAGE_DIRECTORY_ENTRY_EXCEPTION
IMAGE_DIRECTORY_ENTRY_SECURITY
IMAGE_DIRECTORY_ENTRY_BASERELOC
IMAGE_DIRECTORY_ENTRY_DEBUG
IMAGE_DIRECTORY_ENTRY_COPYRIGHT
IMAGE_DIRECTORY_ENTRY_GLOBALPTR
IMAGE_DIRECTORY_ENTRY_TLS
IMAGE_DIRECTORY_ENTRY_LOAD_CONFIG
IMAGE_DIRECTORY_ENTRY_BOUND_IMPORT
IMAGE_DIRECTORY_ENTRY_IAT
IMAGE_DIRECTORY_ENTRY_DELAY_IMPORT
IMAGE_DIRECTORY_ENTRY_COM_DESCRIPTOR
IMAGE_DIRECTORY_ENTRY_RESERVED

Sections

Name Virtual Address Virtual Size Raw Size
text 0x1000 Oxac3bb Oxac400
.rdata  Oxae000 0x2850e 0x28600
.data  0xd7000 0x4c24 0x2600
.rsrc 0xdc000 0x4c600 0x4c600
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Xored PE

False

False

False

False

Virtual Address
0x0
0xd420c
0xdc000
0x0
0x196ec58
0x0
Oxae700
0x0

0x0

0x0
0xc3478
0x0
0xae000
0xd3a48
0x0

0x0

ZLIB Complexity
0.471233218433

0.424596071981

0.292249177632

0.359125664894

e o o o

[RES] VS2012 UPD1 build 51106
[C++] VS2012 UPD1 build 51106
[ C]VS2012 UPD1 build 51106

[LNK] VS2012 UPD1 build 51106

Virtual Size
0x0
Oxdc
0x4c600
0x0
0x1d10
0x0
0x38
0x0

0x0

0x0
0x40
0x0
0x674
0x120
0x0

0x0

File Type

data

data

PGP symmetric key encrypted
data - Plaintext or unencrypted
data

data

Entropy
6.54203736845

5.1940985024

4.51395817046

6.52947632143

Is in Section

.rdata

.rsrc

.rdata

.rdata

.rdata

.rdata

Characteristics

IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED
_DATA,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED
_DATA,
IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED
_DATA,
IMAGE_SCN_MEM_READ
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Resources

Name RVA Size Type Language Country
GIF Oxdcfo4 0x339f GIF image data, version 89a, 350 x 624 English United States
PNG Oxe02a4 0x39ed PNG image data, 360 x 150, 8-bit/color RGBA, non-
interlaced
PNG 0xe3c94 0x2fc9 PNG image data, 240 x 227, 8-bit/color RGBA, non-
interlaced
RT_BITMAP 0xe6c60 0x14220 data
RT_BITMAP Oxfae80 0x1b5c data
RT_BITMAP 0Oxfc9dc 0x38e4 data
RT_BITMAP 0x1002c0 0x1238 data
RT_BITMAP 0x1014f8 0x6588 data
RT_BITMAP 0x107a80 0x11f88 data
RT_ICON 0x119a08 0x668 data
RT_ICON 0x11a070 0x2e8 data
RT_ICON 0x11a358 0x128 GLS_BINARY_LSB_FIRST
RT_ICON 0x11a480 Oxea8 data
RT_ICON 0x11b328 0x8a8 data
RT_ICON 0x11bbdO 0x568 GLS_BINARY_LSB_FIRST
RT_ICON 0x11c138 0x25a8 data
RT_ICON 0x11le6e0 0x10a8 data
RT_ICON 0x11f788 0x468 GLS_BINARY_LSB_FIRST
RT_ICON 0x11fbfo 0x2e8 data
RT_ICON 0Ox11fed8 0x2e8 data
RT_ICON 0x1201cO 0x2e8 data
RT_DIALOG 0x1204a8 Oxlce data
RT_DIALOG 0x120678 0x266 data
RT_DIALOG 0x1208e0 0x2b0 data
RT_DIALOG 0x120b90 0x54 data
RT_DIALOG 0x120be4 0x34 data
RT_DIALOG 0x120c18 0xd6 data
RT_DIALOG 0x120cf0 0x114 data
RT_DIALOG 0x120e04 0xd6 data
RT_DIALOG 0x120edc 0x246 data
RT_DIALOG 0x121124 0x3c8 data
RT_DIALOG 0Ox1214ec Ox14e data
RT_DIALOG 0x12163c Ox1le8 data
RT_DIALOG 0x121824 0x1c6 data
RT_DIALOG 0x1219ec Oxlee data
RT_DIALOG 0x121bdc 0x7c data
RT_DIALOG 0x121c58 0x3bc data
RT_DIALOG 0x122014 0x158 data
RT_DIALOG 0x12216¢ Oxlda data
RT_DIALOG 0x122348 0x10a data
RT_DIALOG 0x122454 Oxde data
RT_DIALOG 0x122534 Ox1d4 data
RT_DIALOG 0x122708 Ox1ldc data
RT_DIALOG 0x1228e4 0x294 data
RT_STRING 0x122b78 0x160 data English United States
RT_STRING 0x122cd8 0x23e data English United States
RT_STRING 0x122f18 0x378 data English United States
RT_STRING 0x123290 0x252 data English United States
RT_STRING 0x1234e4 Ox1f4 data English United States
RT_STRING 0x1236d8 0x66a data English United States
RT_STRING 0x123d44 0x366 data English United States
RT_STRING 0x1240ac 0x27e data English United States
RT_STRING 0x12432c 0x518 data English United States
RT_STRING 0x124844 0x882 data English United States
RT_STRING 0x1250c8 0x23e data English United States
RT_STRING 0x125308 0x3ba data English United States
RT_STRING 0x1256¢c4 0x12c data English United States
RT_STRING 0x1257f0 Ox4a data English United States
RT_STRING 0x12583c Oxda data English United States
RT_STRING 0x125918 0x110 data English United States
RT_STRING 0x125a28 0x20a data English United States
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Name

RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_GROUP_ICON
RT_GROUP_ICON
RT_GROUP_ICON
RT_VERSION
RT_MANIFEST

RT_MANIFEST

Imports

DLL
COMCTL32.dIl
KERNEL32.dll

USER32.dll

GDI32.dll

ADVAPI32.dIl

SHELL32.dll
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RVA
0x125c34
0x125cf0
0x125d98
0x125ec4
0x1262e8
0x1268ac
0x1268ec
0x127598
0x12781c
0x127830
0x127844
0x127858
0x127ch4

0x1282dc

Size
Oxba
Oxa8
Ox12a
0x422
0x5c2
0x40
Oxcaa
0x284
0x14
0x14
0x14
0x45¢c
0x626

0x323

Type Language Country
data English United States
data English United States
data English United States
data English United States
data English United States
data English United States
data English United States
data English United States
data

data

data

data

XML 1.0 document, ASCII text, with CRLF line
terminators

XML 1.0 document, UTF-8 Unicode (with BOM) text, English United States
with very long lines, with CRLF line terminators

Import

IsBadReadPtr, CompareStringW, CompareStringA, GetSystemDefaultLangID, GetUserDefaultLangID,
ExpandEnvironmentStringsW, GetCurrentDirectoryW, FileTimeToLocalFileTime, GetFileTime, SetFileAttributesW,
HeapAlloc, HeapFree, GetProcessHeap, CopyFileW, GetWindowsDirectoryW, InterlockedDecrement,
InterlockedIncrement, GetTempPathW, CreateFileW, LoadLibraryA, GetSystemDirectoryA, FindResourceW,
GlobalFree, GlobalUnlock, GlobalLock, GlobalAlloc, GetPrivateProfileIntW, LockResource, LoadResource,
MultiByteToWideChar, MoveFileExW, WriteProcessMemory, VirtualProtectEx, GetSystemDirectoryW,
FlushinstructionCache, SetThreadContext, GetThreadContext, ResumeThread, TerminateProcess, ExitProcess,
LoadLibraryW, IstrcatW, IstrcpynW, IstrcmpiW, LoadLibraryExW, FreeLibrary, FindResourceExW, UnmapViewOfFile,
MapViewOfFile, CreateFileMappingW, VirtualQuery, GetSystemInfo, GetSystemTimeAsFileTime, CreateEventW,
CreateMutexW, ReleaseMutex, DeleteCriticalSection, InitializeCriticalSectionAndSpinCount,
QueryPerformanceFrequency, SetErrorMode, RaiseException, FreeResource, GetPrivateProfileSectionNamesA,
GetPrivateProfileStringA, GetPrivateProfilelntA, IstrcatA, IstrcmpiA, MulDiv, FlushFileBuffers, WriteConsoleW,
SetStdHandle, OutputDebugStringW, SetConsoleCtriHandler, SetFilePointerEx, GetConsoleMode, WriteFile,
SetFilePointer, GetFileSize, GetFileAttributesW, GetDiskFreeSpaceExW, GetDiskFreeSpaceW, FindFirstFileW,
FindClose, CreateDirectoryW, VerLanguageNameW, IsValidLocale, GetLocalelnfowW, WideCharToMultiByte, IstrcpyA,
GetTickCount, ExitThread, CreateThread, GetExitCodeProcess, ReadFile, GetCommandLineW, FormatMessageW,
LocalFree, SizeofResource, GetVersionExW, GetCurrentProcess, WaitForSingleObject, SetLastError, GetLastError,
DuplicateHandle, RemoveDirectoryW, DeleteFileW, SetCurrentDirectoryW, IstrlenW, IstrcpyW, GetProcAddress,
GetModuleHandleW, GetModuleFileNameW, CreateProcessW, Sleep, CloseHandle, GetSystemDefaultUILanguage,
ReadConsoleW, GetConsoleCP, EnumSystemLocalesW, GetUserDefaultLCID, FreeEnvironmentStringsW,
GetEnvironmentStringsW, GetFileType, HeapReAlloc, GetStdHandle, HeapSize, AreFileApisANSI,
GetModuleHandleExW, GetStringTypeW, GetCurrentThreadld, GetCPInfo, GetOEMCP, IsValidCodePage,
CreateSemaphoreW, GetStartupInfoW, TIsFree, TIsSetValue, TIsGetValue, TIsAlloc, SetUnhandledExceptionFilter,
UnhandledExceptionFilter, FatalAppExitA, GetACP, IsProcessorFeaturePresent, IsDebuggerPresent, RtlUnwind,
IstrcpynA, LocalAlloc, FindNextFileW, WritePrivateProfileSectionW, GetPrivateProfileSectionW, IstrcmpW,
GetShortPathNameW, GetCurrentThread, QueryPerformanceCounter, IstrcmpA, SystemTimeToFileTime, ResetEvent,
SetEvent, Process32NextW, Process32FirstW, CreateToolhelp32Snapshot, GetDateFormatW, GetTimeFormatW,
GetTempFileNameW, GetEnvironmentVariableW, CompareFileTime, InterlockedExchange, LoadLibraryExA,
EnterCriticalSection, LeaveCriticalSection, EncodePointer, DecodePointer, LCMapStringW, GetVersion,
GetCurrentProcessld, GetLocalTime, IstrlenA, GetProcessTimes, OpenProcess, SetFileTime

DialogBoxIndirectParamW, MoveWindow, SendMessageW, CharUpperBuffW, WaitForlnputldle, wsprintfW,
GetDlgltem, SetDIgltemTextW, SetActiveWindow, SetForegroundWindow, SetWindowTextW, GetWindowRect,
MessageBoxW, GetWindowLongW, SetWindowLongW, LoadlconW, TranslateMessage, DispatchMessageW,
PeekMessageW, EndDialog, SystemParametersinfowW, GetWindow, FillRect, GetSysColor, MapWindowPoints,
RemovePropW, GetPropW, SetPropW, EndPaint, BeginPaint, EnableMenultem, GetSystemMetrics, SetFocus,
ExitWindowsEx, CharUpperW, wsprintfA, CallWindowProcW, CreateWindowExW, Drawlcon, DrawTextW,
UpdateWindow, GetWindowDC, InvalidateRect, DrawFocusRect, CopyRect, InflateRect, EnumChildWindows,
GetClassNameW, MapDialogRect, RegisterClassExW, GetDIgltemTextW, IntersectRect, MonitorFromPoint,
DefWindowProcW, GetMessageW, LoadStringW, LoadlmageW, ReleaseDC, GetDC, CreateDialogParamW,
GetParent, GetWindowTextW, CharNextW, GetDesktopWindow, GetClientRect, IsWindowEnabled,
CreateDialogIndirectParamW, IsWindowVisible, IsDialogMessageW, FindWindowExW, ScreenToClient,
EnableWindow, MsgWaitForMultipleObjects, SendDlgltemMessageW, SetWindowPos, ShowWindow, DestroyWindow,
IsWindow, PostMessageW

SetTextColor, SetBkMode, SetBkColor, SaveDC, RestoreDC, CreateSolidBrush, UnrealizeObject,
CreateHalftonePalette, GetDIBColorTable, SelectPalette, SelectObject, RealizePalette, GetSystemPaletteEntries,
GetDeviceCaps, DeleteDC, CreatePalette, CreateCompatibleDC, BitBlt, GetObjectW, TranslateCharsetInfo,
DeleteObject, CreateFontindirectW, CreateCompatibleBitmap, CreateDCW, CreatePatternBrush, GetStockObject,
GetTextExtentPoint32W, DeleteMetaFile, CreateDIBitmap, CreateBitmap, CreateRectRgn, PatBlt, PlayMetaFile,
SelectClipRgn, SetMapMode, SetMetaFileBitsEx, SetPixel, StretchBlt, SetStretchBltMode, SetViewportExtEx,
SetViewportOrgEx, SetWindowEXtEx, SetWindowOrgEx, TextOutW

CryptSignHashW, RegEnumValueW, RegQueryValueExW, SetEntriesInAclW, RegQueryinfoKeyW,
RegEnumKeyExW, RegDeleteValueW, RegDeleteKeyW, SetSecurityDescriptorOwner, SetSecurityDescriptorGroup,
SetSecurityDescriptorDacl, InitializeSecurityDescriptor, CreateWellKnownSid, RegSetValueExW, RegOpenKeyExW,
RegCreateKeyExW, RegCloseKey, RegOpenKeyW, OpenProcessToken, AdjustTokenPrivileges,
AllocateAndInitializeSid, FreeSid, LookupPrivilegeValueW, RegOverridePredefKey, RegCreateKeyW, RegEnumKeyW,
OpenThreadToken, GetTokenInformation, EqualSid, CryptAcquireContextW, CryptReleaseContext, CryptDeriveKey,
CryptDestroyKey, CryptSetHashParam, CryptGetHashParam, CryptExportKey, CryptimportKey, CryptCreateHash,
CryptHashData, CryptDestroyHash, CryptVerifySignatureW

SHGetPathFromIDListW, SHGetSpecialFolderLocation, SHGetMalloc, ShellExecuteExW
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DLL
ole32.dll

OLEAUT32.dIl

RPCRT4.dIl
gdiplus.dil

Version Infos

Description
LegalCopyright
ISInternalVersion
InternalName
FileVersion
CompanyName
Internal Build Number
ProductName
ProductVersion
FileDescription
ISInternalDescription
OriginalFilename

Translation
Possible Origin

Language of compilation system

English

Network Behavior

No network behavior found

Code Manipulations

Statistics

Behavior

Copyright Joe Security LLC 2021

Import

CoTaskMemFree, CoTaskMemRealloc, CoTaskMemAlloc, CoCreatelnstance, ColnitializeSecurity, ProgIDFromCLSID,
CreateStreamOnHGlobal, ColnitializeEx, CoUninitialize, GetRunningObjectTable, CreateltemMoniker, CoLoadLibrary,
CoCreateGuid, StringFromGUID2

VariantChangeType, VarBstrCmp, CreateErrorinfo, SetErrorinfo, UnRegisterTypeLib, RegisterTypeLib, LoadTypeLib,
Variantlnit, VariantClear, VarUl4FromStr, SysAllocString, SysFreeString, SysStringLen, SysAllocStringLen,
SysReAllocStringLen, GetErrorinfo, SysStringByteLen, VarBstrCat, SysAllocStringByteLen

UuidCreate, RpcStringFreeW, UuidFromStringW, UuidToStringW

GdipFree, GdipDrawlmageRectl, GdipSetinterpolationMode, GdipDeleteGraphics, GdipCreateFromHDC,
GdipCreateBitmapFromResource, GdipCreateBitmapFromFilelCM, GdipCreateBitmapFromStreamICM,
GdipCreateBitmapFromFile, GdipCreateBitmapFromStream, GdipDisposelmage, GdipClonelmage, GdiplusStartup,
GdipGetimageWidth, GdipGetimageHeight, GdipAlloc

Data

Copyright (c) 2015 Flexera Software LLC. All Rights Reserved.
22.0.401

Setup

4.1.05

Automation Direct

176888

SureServo PRO

4.1.05

InstallScript Setup Launcher Unicode
InstallScript Setup Launcher Unicode
InstallShield Setup.exe

0x0409 0x04b0

Country where language is spoken Map

United States

@ SureServoPROlnstall_V4_1_0_5_D..
@ setup.exe

@ ISBEW64.exe

@ ISBEW64.exe
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@

System Behavior

Click to jump to process

@ ISBEW64.exe
@ ISBEW64.exe
@ ISBEW64.exe
@ ISBEW64.exe
©® ISBEW64.exe

Analysis Process: SureServoPROInstall V4 1 0.5 DB2 0_8.exe PID: 6312 Parent

PID: 5872
General
Start time: 18:08:23
Start date: 29/03/2021
Path: C:\Users\user\Desktop\SureServoPROlInstall_V4_1_0_5_DB2_0_8.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

true
‘C:\Users\user\Desktop\SureServoPROlnstall_V4_1_0_5_DB2_0_8.exe"
0x400000

26675560 bytes

E1C700344A31AEE275B86A0CC5FE707B

true

true

C, C++ or other language

Reputation: low
File Activities
File Created
Source
File Path Access Attributes Options Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-89 read data or list device directory file | success or wait 1 441B41 CreateDirectoryW

4B5CE410C5}

C:\Users\

C:\Users\user\
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directory |
synchronize

read data or list device
directory |
synchronize

read data or list device
directory |
synchronize

synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

object name collision 2

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

object name collision 2

41CEEF CreateDirectoryW

41CEEF CreateDirectoryW
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Source

File Path Access Attributes Options Completion Count Address Symbol
C:\Users\user\AppData\ read data or list device directory file | object name collision 2 41CEEF CreateDirectoryW
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\ read data or list device directory file | object name collision 2 41CEEF CreateDirectoryW
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\ read data or list device directory file | object name collision 2 41CEEF CreateDirectoryW
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-89 read data or list device directory file | object name collision 2 41CEEF CreateDirectoryW
4B5CE410C5})\ directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-89 read data or list device directory file | success or wait 1 41CEEF CreateDirectoryW
4B5CE410C5}\Disk1\ directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-89 read attributes | device synchronous io  success or wait 1 424884 CreateFileW
4B5CE410C5}\Disk1\0x0409.ini synchronize | non alert | non

generic write directory file
C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-89 read attributes | device synchronous io  success or wait 1 424884 CreateFileW
4B5CE410C5}\Disk1\autorun.inf synchronize | non alert | non

generic write directory file
C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-89 read attributes | device synchronous io  success or wait 1 424884 CreateFileW
4B5CE410C5}\Diskl1\datal.cab synchronize | non alert | non

generic write directory file
C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-89 read attributes | device synchronous io  success or wait 1 424884 CreateFileW
4B5CE410C5}\Disk1\datal.hdr synchronize | non alert | non

generic write directory file
C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-89 read attributes | device synchronous io  success or wait 1 424884 CreateFilewW
4B5CE410C5}\Disk1\ISSetup.dll synchronize | non alert | non

generic write directory file
C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-89 read attributes | device synchronous io  success or wait 1 424884 CreateFileW
4B5CE410C5}\Disk1\layout.bin synchronize | non alert | non

generic write directory file
C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-89 read attributes | device synchronous io  success or wait 1 424884 CreateFileW
4B5CE410C5}\Disk1\setup.bmp synchronize | non alert | non

generic write directory file
C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-89 read attributes | device synchronous io  success or wait 1 424884 CreateFileW
4B5CE410C5}\Disk1\setup.exe synchronize | non alert | non

generic write directory file
C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-89 read attributes | device synchronous io  success or wait 1 424884 CreateFileW
4B5CE410C5}\Disk1\setup.ini synchronize | non alert | non

generic write directory file
C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-89 read attributes | device synchronous io  success or wait 1 424884 CreateFileW
4B5CE410C5}\Disk1\setup.inx synchronize | non alert | non

generic write directory file
C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-89 read data or list device directory file | success or wait 1 41CEEF CreateDirectoryW
4B5CE410C5}\MsiStub\ directory | synchronous io

synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-89 read data or list device directory file | success or wait 1 41CEEF CreateDirectoryW
4B5CE410C5}\MsiStub\{1F57C7D2-0C2E-406D-90F1-7C57BC934AB8}\ directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-89 read attributes | device synchronous io  success or wait 1 424884 CreateFileW
4B5CE410C5}\MsiStub\{1F57C7D2-0C2E-406D-90F1-7C57BC934AB8)\S  synchronize | non alert | non
ureServo PRO.msi generic write directory file
C:\Users\ read data or list device directory file | object name collision 1 441B41 CreateDirectoryW
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse
point
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File Path

C:\Users\user\

C:\Users\user\AppData\

C:\Users\user\AppData\Local\

C:\Users\user\AppData\Local\Temp\

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-89

4B5CE410C5)\

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-89
4B5CE410C5}\setup.ini

C:\Users\

C:\Users\user\

C:\Users\user\AppData\

C:\Users\user\AppData\Local\

C:\Users\user\AppData\Local\Temp\

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-89

4B5CE410C5)\

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-89
4B5CE410C5}\setup.exe

File Written

File Path
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Offset

Access

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read attributes |
synchronize |
generic write

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read attributes |
synchronize |
generic write

Length Value

Attributes

device

device

device

device

device

device

device

device

device

device

device

device

device

Options

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

synchronous io
non alert | non
directory file

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

synchronous io
non alert | non
directory file

Ascii

Completion

object name collision

object name collision

object name collision

object name collision

object name collision

success or wait

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

success or wait

Completion

Count

Source

Address Symbol

441B41

441B41

441B41

441B41

441B41

441BCO

441B41

441B41

441B41

441B41

441B41

441B41

441BCO

Count

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateFileWw

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateFileWw

Source
Address Symbol
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File Path

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-
BA42-894B5CE410C5/\Disk1\0x0409.ini

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-
BA42-894B5CE410C5/\Disk1\0x0409.ini

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-
BA42-894B5CE410C5}\Disk1\autorun.inf

Copyright Joe Security LLC 2021

Offset
unknown 16384

unknown 6106

unknown 43

Length Value

ff fe 5b 00 30 00 78 00
30 00 34 00 30 00 39
00 5d 00 0d 00 0a 00
3100 31 00 30 00 30
00 3d 00 53 00 65 00
7400 7500 70 00 20
00 49 00 6e 00 69 00
74 00 69 00 61 00 6¢
00 69 00 7a 00 61 00
74 00 69 00 6f 00 6e
00 20 00 45 00 72 00
72 00 6f 00 72 00 Od
00 0a 00 31 00 31 00
3000 31 00 3d 00 25
00 73 00 0d 00 0a 00
3100 3100300032
00 3d 00 25 00 31 00
20 00 53 00 65 00 74
00 75 00 70 00 20 00
69 00 73 00 20 00 70
00 72 00 65 00 70 00
61 00 72 00 69 00 6e
00 67 00 20 00 74 00
68 00 65 00 20 00 25
00 32 00 2c 00 20 00
7700 68 00 69 00 63
00 68 00 20 00 77 00
69 00 6¢ 00 6¢ 00 20
00 67 00 75 00 69 00
64 00 65 00 20 00 79
00 6f 00 75 00 20 00
7400 68 00 72 00 6f
00 75 00 67 00 68 00
20 00 74 00 68 00 65
0020 00 70 00 72 00
6f 00 67 00 72 00 61
00 6d

7200 72 00 6f 00 72
00 20 00 43 00 6f 00
64 00 65 00 3a 00 Od
00 0a 00 32 00 30 00
3000 33 00 3d 00 45
00 72 00 72 00 6f 00
7200 20 00 49 00 6e
00 66 00 6f 00 72 00
6d 00 61 00 74 00 69
00 6f 00 6e 00 3a 00
0d 00 0a 00 32 00 30
00 30 00 34 00 3d 00
41 00 6e 00 20 00 65
00 72 00 72 00 6f 00
7200 20 00 28 00 25
00 73 00 29 00 20 00
68 00 61 00 73 00 20
00 6f 00 63 00 63 00
7500 7200 72 00 65
00 64 00 20 00 77 00
68 00 69 00 6¢ 00 65
002000 72 00 75 00
6e 00 6e 00 69 00 6e
00 67 00 20 00 74 00
68 00 65 00 20 00 73
00 65 00 74 00 75 00
70 00 2e 00 0d 00 Oa
00 32 00 30 00 30 00
3500 3d 00 50 00 6¢
00 65 00 61 00 73 00
65 00 20 00 6d 00 61
00 6b 00 65 00 20 00
73 00 7500 72 00 65
00 20 00 79 00 6f 00
7500 20 00 68 00 61
00 76 00 65 00 20 00
66 00 69

5b 61 7574 6f 72 75
6e 5d 0d Oa 6f 70 65
6e 3d 53 65 74 75 70
2e 65 78 65 0d 0a 69
63 6f 6e 3d 53 65 74
75 70 2e 65 78 65 0d
Oa

Source

Ascii Completion Count Address Symbol

..[.0.x.0.4.0.9.].....1.1.0.0.
=.S.e.tu.p. .Lnitia.li
z.atio.n. Errour...1.
1.0.1.=%.s.....1.1.0.2.=.%.
1. .S.e.tu.p. .i.s. .p.r.e.p.a.
rin.g. .th.e..%.2.,. .w.h.
i.c.h..w.i.ll. .g.u.i.d.e. .
y.o.u. .t.h.r.o.u.g.h. .th.e.
.p.r.o.g.ra.m

success or wait 1 425FA8 WriteFile

rr.or..C.o.d.e.....2.0.0.
3.=.E.rror. .lnform.a.
tio.n.....2.0.0.4.=An..
e.rr.otr. .(.%.s.). .has..
o.c.c.urr.e.d. .w.h.ile..
r.u.n.n.i.n.g. .t.h.e. .s.e.t.
u.p.......2.0.0.5.=.P.l.e.a:s.
e..m.ak.e. .s.ur.e..y.o.u.
.have. fi

success or wait 1 425FA8 WriteFile

[autorun]..open=Setup.exe success or wait 1 425FA8 WriteFile

..icon=Setup.exe..
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File Path

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-
BA42-894B5CE410C5}\Disk1\datal.cab

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-
BA42-894B5CE410C5}\Disk1\datal.cab

Copyright Joe Security LLC 2021

Offset Length Value

49 53 63 28 98 08 00
04 00 00 00 00 00 02
00 00 00 00 00 00 00
02 00 00 00 00 00 00
00 00 00 00 56 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00

unknown 16384

unknown 15373 30 d5 62 a3 c4 d7 d8
0581 22 9d b6 7d d5
99 Oe 5c bl f5 ec 48
15 4b 22 81 6f 6d 06
04 66 2fd2 b1 db 7a
b6 ff c3 el 68 c9 a2 b8
37 55 d8 36 87 18 be
3942 fb 833064 7b
e2ce 3da3 ed ab 5c
fb 90 49 19 97 7a €9
40 2d 94 7d a5 1f e2 3f
fd 69 e9 3e 6¢ d1 4f 95
75 40 60 97 4a 99 da
57 82 e4 c4 6e 8d 43
c6 9e 8d c6 9d ff bc 5b
fe Oe 6a 00 82 2b 2c
45 9a ca 04 7e Oe 42
Oa 58 47 4a cf 3f ff bc
92 ¢2 67 cf 05 8d 01
23 5b fe 01 da 84 2f e3
9e ed 09 34 af de 50
al 53 le cldd 3e 9e
e3cl0ccl33447e
Oe c1 e6 c3 c3 9c b9
27 0e c3 c8 a8 3a e7
397292 79 f5 da c4 9f
90 c4 08 67 22 96 c6
68 0e al 74 ¢7 73 30
c4 d85b 79 99 66 a7
f0 72 32 6b cc 27 f7 38
07 69 1a 10 Oe 4e 22
9f 34 83 9f 13 31 ec 1d
95 38 74 5f b4 01 44
3e fb b0 49 a4 95 dO
9e 72 cd 9c 4d 8d 43
65

Source

Ascii Completion Count Address Symbol
5o (PR success or wait 445 425FA8 WriteFile
0.b....".}..\..H.K".om..f  success or wait 1 425FA8 WriteFile

/...z...h..7U.6..9B..0d{..=
LAllz.@-3..2.0>1.0.u@"
J.W..nC..... [.j-+E...
~B.XGJ.2...g... #[...I...4
.P.S.>
ory....

..h..t.s0..[y.f.
.r2k.".8.i...N"4...1...8t_..D
>.l...r.M.Ce
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File Path

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-
BA42-894B5CE410C5}\Disk1\datal.hdr

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-
BA42-894B5CE410C5}\Disk1\datal.hdr

Copyright Joe Security LLC 2021

Offset Length Value

unknown 16384 49 53 63 28 98 08 00

unknown 1744

04 00 00 00 00 00 02
00 00 17 4e 00 00 dO
86 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
d4 1d 8c d9 8f 00 b2

04 e9 80 09 98 ec {8

42 7e 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00

5f 00 30 00 78 00 30
00 34 0031 00 31 00
2e 00 64 00 6¢ 00 6¢
00 00 00 53 00 74 00
7200 69 00 6e 00 67
00 54 00 61 00 62 00
6¢ 00 65 00 5f 00 30
00 78 00 30 00 34 00
3100 31 00 2e 00 69
00 70 00 73 00 00 00
5f 00 69 00 73 00 72
00 65 00 73 00 5f 00
30 00 78 00 30 00 34
00 31 00 32 00 2e 00
64 00 6¢ 00 6¢ 00 00
0053 00 74 00 72 00
69 00 6e 00 67 00 54
00 61 00 62 00 6¢ 00
65 00 5f 00 30 00 78
00 30 00 34 00 31 00
32 00 2e 00 69 00 70
00 73 00 00 00 5f 00
69 00 73 00 72 00 65
00 73 00 5f 00 30 00
78 00 30 00 34 00 31
00 33 00 2e 00 64 00
6¢ 00 6¢ 00 00 00 53
00 74 00 72 00 69 00
6e 00 67 00 54 00 61
00 62 00 6¢ 00 65 00
5f 00 30 00 78 00 30
00 34 00 31 00 33 00
2e 00 69 00 70 00 73
00 00 00 5f 00 69 00
73 007200650073
00 5f 00 30 00 78 00
3000 34

Source

Completion Count Address Symbol
success or wait 2 425FA8 WriteFile
_.0x.04.1.1..d.ll..S.tr.  success or wait 1 425FA8 WriteFile

i.n.g.T.a.b.le._.0.x.0.4.1.1.
.i.p.s..._.is.re.s._.0x.0.
4.1.2..d.ll..S.t.ri.n.g.T.
a.b.le._.0.x.0.4.1.2...i.p.s.
.._.sres._.0x.04.13..
d.Ll...S.tri.n.g.T.a.b.l.e.
_.0x.0.4.1.3...i.p.s..._.i.s.
re.s._.0.x.0.4
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File Path

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-
BA42-894B5CE410C5)\Disk1\ISSetup.dIl

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-
BA42-894B5CE410C5)\Disk1\ISSetup.dIl

Copyright Joe Security LLC 2021

Offset
unknown 16384

unknown 4880

Length Value

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 20 01 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d 0a 24
00 00 00 00 00 00 00
6¢c le 6a f3 28 7f 04 a0
28 7f 04 a0 28 7f 04 a0
b6 df c3 a0 29 7f 04 a0
d9 b9 c9 a0 31 7f 04
a0 d9 b9 ca a0 a2 7f
04 a0 d9 b9 cb a0 63
7f 04 a0 d4 08 b8 a0
2f 7f 04 a0 d4 08 ba a0
29 7f 04 a0 28 7f 05 a0
34 7d 04 a0 d4 08 bd
a0 3d 7f 04 a0 8a b8
d7 a0 23 7f 04 a0 8a
b8 ca a0 2f 7f 04 a0 8a
b8 cb a0 53 7f 04 a0
8a b8 ce a0 29 7f 04
a0 8a b8 cd a0 29 7f
04 a0 28 7f 93 a0 29 7f
04

30 43 06 03 55 04 03
13 3¢ 56 65 72 69 53
69 67 6e 20 43 6¢ 61
7373 20 33 20 50 75
62 6¢ 69 63 20 50 72
69 6d 61 72 79 20 43
6572 74 69 66 69 63
61 74 69 6f 6e 20 41
7574 68 6f 7269 74
79 20 2d 20 47 35 30
le 17 0d 30 36 31 31
30 38 30 30 30 30 30
30 5a 17 0d 33 36 30
37 313632333539
3539 5a3081ca3l
Ob 30 09 06 03 55 04
06 130255533117
30 15 06 03 55 04 0a
13 Oe 56 65 72 69 53
69 67 6e 2c 20 49 6e
63 2e 31 1f 30 1d 06
03 5504 0b 13 16 56
6572 69 53 69 67 6e
205472757374 20
4e 6574 77 6f 72 6b
31 3a 30 38 06 03 55
04 0b 13 31 28 63 29
20 32 30 30 36 20 56
6572 69 53 69 67 6e
2c 20 49 6e 63 2e 20
2d 20 46 6f 72 20 61
7574 68 6f 72 69 7a
6564 20 75 73 65 20
6f 6e 6¢ 79 31 45 30
43 06 03550403 13
3c 56 65 72 69 53 69
67 6e 20

Source

Ascii Completion Count Address Symbol

MZ..oooiiiiiiiien, @..... success or wait 49 425FA8 WriteFile
L.IThis program

cannot be run in DOS

0C..U...<VeriSign Class 3  success or wait 1 425FA8 WriteFile

Public Primary Certification
Authority -
G50...061108000000Z..36
071623595970..1.0...U....
US1.0...U....VeriSign,
Inc.1.0...U....VeriSign Trust
Network1:08..U...1(c) 2006
VeriSign, Inc. - For
authorized use only1EOC.
.U...<VeriSign
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File Path

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-
BA42-894B5CE410C5}\Disk1\layout.bin

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-
BA42-894B5CE410C5)\Disk1\setup.bmp

Copyright Joe Security LLC 2021

Offset

unknown 610

unknown 16384

Length Value

63 07 00 53 00 40 00
00 62 01 00 00 00 01
00 00 06 00 00 40 a6
28 00 00 00 00 00 00
00 00 00 00 00 00 00
08 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00

42 4d 36 b4 04 00 00
00 00 00 36 04 00 00
28 00 00 00 80 02 00
00 €0 01 00 00 01 00
08 00 00 00 00 00 00
b0 04 00 13 Ob 00 00
13 0b 00 00 00 01 00
00 00 01 00 00 00 00
00 00 00 00 80 00 00
80 00 00 00 80 80 00
80 00 00 00 80 00 80
00 80 80 00 00 cO c0
c0 00 cO dc c0 00 f0 ca
a6 00 04 04 04 00 14
08 0a 00 Oc 11 0d 00
17 14 0c 00 Oc Oc 12
00 15 0a 15 00 0d 12
1500 16 17 19 00 22
17 19 00 19 22 1b 00
2321 1c 00 la 1c 22
00 20 1e 23 00 1c 23
2800 25 26 2a 00 31
2b 2d 00 28 33 2c 00
3333 2d 00 2a 2b 32
00 31 2d 33 00 2¢ 32
36 00 31 313200 41
3c 3d 00 33 48 38 00
49 4¢ 37 00 54 64 33
00 1d 2f 45 00 37 3b
4300 1d 1d 72 00 1b
2a 69 00 2d 2d 72 00
41 3e 42 00 40 3f 72
00 3a 44 4b 00 3b 69
49 00 38 4f 6b 00 3a
70 73 00 45 46 49 00
52 4b 4c 00 47 54 4c
00 56

Source

Ascii Completion Count Address Symbol
c.S.@..b.......... @.(coveenen success or wait 1 425FA8 WriteFile
success or wait 18 425FA8 WriteFile

AL B
%8&*.1+-.(3,.33-.%4+2.1-
3.,26.11
2.A<=.3H8.IL7.Td3../E.7;C
Y- A>SB.@7?
r.:DK.;il.80k.:p
S.EFI.RKL.GTL.V
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File Path

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-
BA42-894B5CE410C5)\Disk1\setup.bmp

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-
BA42-894B5CE410C5}\Disk1\setup.exe

Copyright Joe Security LLC 2021

Offset Length Value

unknown 13366

unknown 16384

b3 b3 b1 b3 b3 b3 bl
b3 b3 b3 b3 b1 b3 b3
b3 b1 b3 b3 b3 b3 bl
b3 b3 b3 bl b3 b3 b3
b3 b1 b3 b3 b3 b1 b3
b3 b3 b3 bl b3 b3 b3
b1 b3 b3 b3 b3 bl b3
b3 b3 b1 b3 b3 b3 b3
b1 b3 b3 b3 bl b3 b3
b3 b3 b1 b3 b3 b3 bl
b3 b3 b3 b3 bl b3 b3
b3 b1 b3 b3 b3 b3 bl
b3 b3 b3 bl b3 b3 b3
b3 b1 b3 b3 b3 b1 b3
b3 b3 b3 bl b3 b3 b3
b1 b3 b3 b3 b3 b1 b3
b3 b3 b1 b3 b3 b3 b3
b1 b3 b3 b3 bl b3 b3
b3 b3 b1 b3 b3 b3 bl
b3 b3 b3 b3 bl b3 b3
b3 b1 b3 b3 b3 b3 bl
b3 b3 b3 bl b3 b3 b3
b3 b1 b3 b3 b3 b1 b3
b3 b3 b3 bl b3 b3 b3
b1 b3 b3 b3 b3 b1 b3
b3 b3 b1 b3 b3 b3 b3
b1 b3 b3 b3 bl b3 b3
b3 b3 b1 b3 b3 b3 bl
b3 b3 b3 b3 b1 b3 b3
b3 b1 b3 b3 b3 b3 bl
b3 b3 b3 bl b3 b3 b3
b3 b1 b3 b3 b3 b1 b3
b3 b3 b3 bl b3 b3 b3
b1 b3 b3 b3 b3 bl b3
b3 b3 b1 b3 b3 b3 b3
b1 b3 b3 b3 bl b3 b3
b3 b3 bl

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 10 01 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d Oa 24
00 00 00 00 00 00 00
5e 79 1d 81 1a 18 73
d2 1a18 73 d2 1a 18
73 d2 b8 df a0 d2 1b
18 73 d2 eb de be d2
03 18 73 d2 eb de bd
d2 9f 18 73 d2 b8 df bd
d2 18 18 73 d2 eb de
bc d2 5a 18 73 d2 e6
6f cf d2 1e 18 73 d2 1a
1872 d2 d4 19 73 d2
e6 6f ca d2 0f 18 73 d2
b8 df bc d2 37 18 73
d2 b8 df ba d2 1b 18
73d2 1a 18 e4d2 1b
18 73 d2 b8 df bf d2 1b
18 73 d2 52 69 63 68
la 18 73 d2 00 00 00
00 00 00 00

Source
Ascii Completion Count Address Symbol

.............................. success or wait 1 425FA8 WriteFile

success or wait 73 425FA8 WriteFile

............ 1..L.IThis program
cannot be run in DOS
mode....

$

Z.5..0....S...I...8..0....S...
LTS G- Seocn S.
Rich.s........
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File Path

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-
BA42-894B5CE410C5}\Disk1\setup.exe

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-
BA42-894B5CE410C5}\Disk1\setup.ini

Copyright Joe Security LLC 2021

Offset Length Value

unknown 5904

unknown 2424

96 96 d9 be 61 79 Ob
5b c9 4c 86 76 e5 e0
434b 22 95eec2 2b
43 c1 9f d8 68 b4 8e
40 4f ee 8538 b9 11
c5 2312 64 58 f0 15 32
6f 4e 57 al ae 88 a4
02d72alecd4bel
dd 63 d5 17 89 32 5b
b0 5e 99 5a a8 9d 28
50 Oe 17 ee 96 db 61
3b 4551 1d cf 12 56
Ob 92 47 fc ab ae f6 66
3d 47 ac 70 72 e7 92
e7 5f cd 10 b9 c4 83
64 94 19 bd 25 80 el
e8 d2 22 a5 d0 ba 02
7aal 7793 5b 65 c3
ee 17 74 bc 41 86 2a
dc 08 4c 8¢ 92 8c 91
2d 9e 77 44 1f 68 d6
a8 74 77 db Oe 5b 32
8b 56 8b 33 bd d9 63
c8499d 3achchea
330bd2fl a3 1bf4 8b
be d9 b3 57 8b 3b de
04 a7 7a 22 b2 24 ae
2e c7 70 c5 be 4e 83
26 08 fb Ob bd a9 4f 99
08 el 102872 aacd
02 03 01 00 01 a3 82
01 57 30 82 01 53 30
Oc 06 03 55 1d 13 01
01 ff 04 02 30 00 30 16
06 03 55 1d 25 01 01 ff
04 Oc 30 0a

ff fe 5b 00 53 00 74 00
61007200 74 00 75
00 70 00 5d 00 0d 00
0a 00 50 00 72 00 6f
00 64 00 75 00 63 00
7400 3d 0053 00 75
00 72 00 65 00 53 00
65 00 72 00 76 00 6f
00 20 00 50 00 52 00
4f 00 0d 00 Oa 00 50
00 72 00 6f 00 64 00
7500 63 00 74 00 47
00 55 00 49 00 44 00
3d 00 36 00 32 00 45
00 30 00 35 00 39 00
3200 45 00 2d 00 42
00 31 00 43 00 30 00
2d 00 34 00 39 00 39
00 42 00 2d 00 38 00
3300 46 00 36 00 2d
00 38 00 32 00 39 00
37 00 38 00 39 00 42
00 44 00 42 00 44 00
3500 31 00 0d 00 Oa
00 43 00 6f 00 6d 00
7000 61 00 6e 00 79
00 4e 00 61 00 6d 00
65 00 3d 00 41 00 75
00 74 00 6f 00 6d 00
61 00 74 00 69 00 6f
00 6e 00 20 00 44 00
69 00 72 00 65 00 63
00 74 00 0d 00 Oa 00
43 00 6f 00 6d 00 70
00 61 00 6e 00 79 00
5500 52 00 4c 00 3d
00 77

Source
Ascii Completion Count Address Symbol

..ay. success or wait 1 425FA8 WriteFile
[L.v..CK"..+C..h..@O

8. #.dX..20NW.....*. K..c.

L2[AZ.(P....aEQ..V..G..

f=G.pr..._....d..%...."...

zw.[e.. .tA*.

tw..[2.V.3..c.l

L0V Pccad0:

.[.S.tartu.pl]...P.r.o. success or wait 1 425FA8 WriteFile
d.u.c.t.=.S.u.r.eS.e.r.v.o..
P.R.O....P.ro.d.u.c.t.G.U.l
.D.=.6.2.E.0.5.9.2.E.-
.B.1.C.0.-4.9.9.B.-
.8.3.F.6.-.8.2.9.7.
8.9.B.D.B.D.5.1.....C.o.m.p
.a.

n.y.N.am.e.=. A.ut.o.m.a.t.
i.o.n. .D.ire.c.t...C.o.m.p.
any.UR.L=w
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File Path

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-
BA42-894B5CE410C5}\Disk1\setup.inx

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-
BA42-894B5CE410C5}\Disk1\setup.inx

Copyright Joe Security LLC 2021

Offset
unknown 16384

unknown 13841

Length Value

Source

Ascii Count Address Symbol

74c42c84ele5dd  t.,..(..<$M. .=......
2810fb 0020 3c 24 fb l..cccevuvenennes o.c...gWsl..

4d 11201d 3de4 c8 SW..WS[//d.d
cceceddcd8dcc8 I$.XX%...........

056¢c c7 bfa7 ffcfb3 ............ g.y}a.=mQ.Y]A..M
10cbb3c7a7cbdc 1.).)
Oc 83 a3 7f 6f bb 63 93 ..
a0 10 6757536c98 Mm.U
005357 88b7 5753 ..ocooiiiiiiiieeeea Joons a
5b 2f 2 64 93 64 20 6¢ ..(...H....YQQE

24 18 58 58 25 d1 d5

d9 dd clc5c9cdbl

b5 b9 bd al a5 a9 ad

91 9599 9d 81 85 89

8d 7187 79 7d 61 f6

3d 6d 51 b5 59 5d 41

0334d 31 cled?29

210b29cc 111519

19 1d 05 09 09 0d d8

8 f8 fc c8 e8 Oe f1 dd

fd fd el cd ed ed d1 bd

dd dd c1 ad cd cd bl

9d bd bd al 8d ad ad

91 7d 9d 9d 81 6d 8d

8d 71 5d 7d 7d 61 4d

6d 1d 55 3d 5d 01 45

2d 4d 1d 35 1d 3d e8

25 0d 2d d4 15 fc 1d

dc 05 ec 0d cO f4 dc fc

94edccfl91foclel

c9 e9 bl dl bd d9 d3

c1c9 c9 05 bl 96 b9

5d al 95 a9 9d 95 95

61 9d db 28 ff f3 bb 48

b7 b7 93 ¢c7 59 51 51

45

Completion

success or wait 15 425FA8 WriteFile

5d 891471757959 ].quyYbeim.U.EEE9.M.9% success or wait 1
626569 6dd455€e L)oo S T

45 45 45 39 da 4d 9c "u.a.ulee’A.Q1]IE=

39252115b62909 .M.9=.%.-.........
19192cfg05f00d e ... K.._. q#.}
82f4dceledal fl el eUmE.U1.A%1159.!.)
f9d187 el dd 7b ed
b1 d5 d9 dd c1 b9 cd
b9 b5 95 al al a5 a9
813791 1d 9d 27 8d
75 8d 61 03 75 55 65
65 60 41 fe 51 31 5d
49 45 3d d6 4d 15 39
3d f8 25 15 2d 05 ba
15 fO aa 01 e4 09 0d fO
f4 ec e0 ec e8 ed f9 f9
fd el d9 8f €9 cd d5 c5
dd b5 6b c5 al 5f bl
95 al al a5 a9 69 91
81997123817d17
8d 69 07 79 3d 65 55
6d 45 f6 55 31 e2 41
25313135398021
1529 1d be 11 09 aa
1d f8 ae 09 e4 96 f4 e8
€040 e8 f1 f5 65 fd e5
e5c5 ed d1 d5 d9 35
cl1c5c9 bd bl b5 b9
alala5a9850911d
999d 8161 c4 8d 71
75 d4 7d 61 65 €8 6d
95 5d 49 5d 35 80 49
3d de 31 2d ca 3d 19
b2 2909 1501 1d f4
aa 05 ec f0 f4 64 fc e4
ed dc

425FA8 WriteFile

::.a..qu.}ae.m.]I]S.I:
S— d....
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File Path

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-
BA42-894B5CE410C5)\MsiStub\{1F57C7D2-0C2E-406D-90F1-
7C57BC934AB8}\SureServo PRO.msi

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-
BA42-894B5CE410C5)\MsiStub\{1F57C7D2-0C2E-406D-90F1-
7C57BC934AB8}\SureServo PRO.msi

Copyright Joe Security LLC 2021

Offset

unknown 16384

unknown 2048

Length Value

docflle0alblla
e1 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 3e 00 03 00
fe ff 09 00 06 00 00 00
00 00 00 00 00 00 00
00 4d 00 00 00 01 00
00 00 00 00 00 00 00
10 00 00 38 00 00 00
04 00 00 00 fe ff ff ff 00
00 00 00 00 00 00 00
7a 00 00 00 00 01 00
00 03 00 00 00 f6 01
00 00 6f 02 00 00 c8
02 00 00 08 03 00 00
09 03 00 00 0a 03 00
00 0b 03 00 00 Oc 03
00 00 0d 03 00 00 Oe
03 00 00 0f 03 00 00
10 03 00 00 11 03 00
00 12 03 00 00 13 03
00 00 14 03 00 00 15
03 00 00 16 03 00 00
17 03 00 00 18 03 00
00 19 03 00 00 1a 03
00 00 1b 03 00 00 1c
03 00 00 1d 03 00 00
1le 03 00 00 1f 03 00
00 20 03 00 00 21 03
00 00 22 03 00 00 23
03 00 00 24 03 00 00
2503 00 00 26 03 00
00 27 03 00 00 28 03
00 00 29 03 00 00 2a
03 00 00 2b 03 00 00
2c 03 00 00 2d 03 00

98 7a 47 3b 36 69 c3
0e 333584 a5 2b e6
c8 4f eb 45 e8 bc 3¢
6e 7d cf 04 d5 69 b5
2e 53 33 66 5e 16 50
54 5a 2d e6 24 20 e8
0d 73 f1 c8 3c b4 98
88 Oe f3 30 87 9f 6b 67
8f 39 4b 5f dd a8 29 df
6b 4f 75 98 86 03 37
77 18 70 50 bf 42 e6
b5 85 6a 6e 1d 66 8e
a0 e4 a7 b6 4e c0 24
8c 87 0517 el 63 c5
b4 60 62 d7 bc c3 c5
09 1c dc d3 3c 17 €9
28 34 fc 93 b2 d0 6f 48
ced23eab 74 10 ee
c5 49 3a 07 fb aa 70 af
89 d5 be 91 f5 94 a4
57 dc 66 3e ac 35 41
d2 79 98 57 ¢6 51 5b
24 dd c5 4b 47 b0 6e
0d e7 02 6a a2 71 af
7092 f5 98 a4 57 de
96 ac 83 d9 10 64 cb
d3 67 77 90 ad 86 6f
76 21 da 10 c7 fc 50 af
Oc 61 94 09 7c f2 16 7f
ac 41 b3 d6 55 fb 6a
80 29 7e 5¢c 2d 70 c4
ed 55 98 c4 ed 6b 8f
c4 4b 5f 99 {7 30 be f9
5 0a c7 d3 bf 29 2b fe
90 9f c1 7c 41 98 65
e0 55

Source

Ascii Completion Count Address Symbol
........................ > success or wait 306 425FA8 WriteFile
.zG;6i..35..+..0.E..<n}...i..S success or wait 1 425FA8 WriteFile
3fA.PTZ-.$ .s..

<.....0..kg.9K

_..).kOu...7w.pP.B...jnf.....
N.$....c..’b........ <.(4...
oH.>.t..l.p........
Ay.W.Q[$..KG.n.
W......d..gw...ov!....
A.Uj)~\-p.U..k.K_.0..
L)t ]AeU
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File Path Offset

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-
BA42-894B5CE410C5}\setup.ini

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-
BA42-894B5CE410C5}\setup.exe

File Read

File Path

C:\Users\user\Desktop\SureServoPROlInstall_V4_1_0_5 DB2_0_8.exe
C:\Users\user\Desktop\SureServoPROlInstall_V4_1_0_5 DB2_0_8.exe
C:\Users\user\Desktop\SureServoPROlInstall_V4_1_0_5 DB2_0_8.exe
C:\Users\user\Desktop\SureServoPROlInstall_V4_1_0_5 DB2_0_8.exe

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\Disk1\setup.ini

Copyright Joe Security LLC 2021

unknown 2424

unknown 32768

Length Value

ff fe 5b 00 53 00 74 00
61007200 74 00 75
00 70 00 5d 00 0d 00
0a 00 50 00 72 00 6f
00 64 00 75 00 63 00
7400 3d 0053 00 75
00 72 00 65 00 53 00
65 00 72 00 76 00 6f
00 20 00 50 00 52 00
4f 00 0d 00 Oa 00 50
00 72 00 6f 00 64 00
7500 63 00 74 00 47
00 55 00 49 00 44 00
3d 00 36 00 32 00 45
00 30 00 35 00 39 00
3200 45 00 2d 00 42
00 31 00 43 00 30 00
2d 00 34 00 39 00 39
00 42 00 2d 00 38 00
3300 46 00 36 00 2d
00 38 00 32 00 39 00
37 00 38 00 39 00 42
00 44 00 42 00 44 00
3500 31 00 0d 00 Oa
00 43 00 6f 00 6d 00
7000 61 00 6e 00 79
00 4e 00 61 00 6d 00
65 00 3d 00 41 00 75
00 74 00 6f 00 6d 00
61 00 74 00 69 00 6f
00 6e 00 20 00 44 00
69 00 72 00 65 00 63
00 74 00 0d 00 Oa 00
43 00 6f 00 6d 00 70
00 61 00 6e 00 79 00
5500 52 00 4c 00 3d
00 77

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 10 01 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d Oa 24
00 00 00 00 00 00 00
5e 79 1d 81 1a 18 73
d21a 1873 d2 1a 18
73 d2 b8 df a0 d2 1b
18 73 d2 eb de be d2
03 18 73 d2 eb de bd
d2 9f 18 73 d2 b8 df bd
d2 18 18 73 d2 eb de
bc d2 5a 18 73 d2 e6
6f cf d2 1e 18 73 d2 1a
1872 d2 d4 19 73 d2
e6 6f ca d2 0f 18 73 d2
b8 df bc d2 37 18 73
d2 b8 df ba d2 1b 18
73d2 1a 18 e4d2 1b
18 73 d2 b8 df bf d2 1b
18 73 d2 52 69 63 68
la 18 73 d2 00 00 00
00 00 00 00

Offset

unknown 2
unknown &
unknown 4

unknown

unknown 2

Source

Ascii Completion Count Address Symbol

.[.S.tartu.pl]...P.r.o. success or wait 1 43AF74 WriteFile
d.u.c.t.=.S.u.r.e.S.e.r.v.o..

P.R.O....P.ro.d.u.c.t.G.U.l

.D.=.6.2.E.0.5.9.2.E.-

.B.1.C.0.-4.9.9.B.-

.8.3.F.6.-.8.2.9.7.

8.9.B.D.B.D.5.1.....C.o.m.p

.a.

n.y.N.a.m.e.=.A.ut.o.m.a.t.

i.o.n. .D.ire.c.t...C.o.m.p.

any.UR.L=w

success or wait 37 43AF74  WriteFile

............ 1..L.IThis program
cannot be run in DOS
mode....

$

Z.5..0....S......8..0....S...
LTS G- Seocn S.
Rich.s........

Source

Length Completion Count Address Symbol

success or wait 1 4155E1 ReadFile

success or wait 1 4155E1 ReadFile

success or wait 1 4250AD ReadFile

success or wait 909 4250AD ReadFile

success or wait 1 4155E1 ReadFile
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Source

File Path Offset Length Completion Count Address Symbol

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\Disk1\setup.ini  unknown 32768 success or wait 1 4155E1 ReadFile

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\Disk1\setup.ini  unknown 32768 end of file 1 4155E1 ReadFile

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\setup.ini unknown 2 success or wait 1 4155E1 ReadFile

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\setup.ini unknown 2424 success or wait 1 42ABB2 ReadFile

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\Disk1\setup.exe unknown 2 success or wait 1 4155E1 ReadFile

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\Disk1\setup.exe unknown & success or wait 1 4155E1 ReadFile

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\Disk1\setup.exe unknown 2 success or wait 1 4155E1 ReadFile

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\Disk1\setup.exe unknown 32768 end of file 1 4155E1 ReadFile
Analysis Process: setup.exe PID: 6356 Parent PID: 6312

General

Start time: 18:08:24

Start date: 29/03/2021

Path: C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\setup.exe

Wow64 process (32bit):

Commandline:

true

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5N\setup.exe
-package:'C:\Users\user\Desktop\SureServoPROlInstall_V4_1_0_5_DB2_0_8.exe'-no
_selfdeleter -IS_temp -media_path:'C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-
44D5-BA42-894B5CE410C5)\Disk1\' -tempdisk1folder:'C:\Users\user\AppData\Local\Temp\
{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\' -IS_OriginalLauncher:'C:\Users\us
er\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5})\Disk1\setup.exe’

88340D6E1DE3ED49364A64B3D8796AF6

Imagebase: 0x400000

File size: 1201936 bytes
MD5 hash:

Has elevated privileges: true

Has administrator privileges: true

Programmed in:

C, C++ or other language

Reputation: low
‘ File Activities
File Created
Source
File Path Access Attributes Options Completion Count Address Symbol
C:\Users\ read data or list device directory file | object name collision 1 441B41  CreateDirectoryW
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\ read data or list device directory file | object name collision 1 441B41  CreateDirectoryW
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\ read data or list device directory file | object name collision 1 441B41  CreateDirectoryW
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Local\ read data or list device directory file | object name collision 1 441B41  CreateDirectoryW
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Local\Temp\ read data or list device directory file | object name collision 1 441B41  CreateDirectoryW

Copyright Joe Security LLC 2021

directory |
synchronize

synchronous io
non alert | open
for backup ident
| open reparse
point
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Source

File Path Access Attributes Options Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-89 read data or list device directory file | object name collision 1 441B41 CreateDirectoryW
4B5CE410C5})\ directory | synchronous io

synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-89 read attributes | device synchronous io  success or wait 1 441BCO  CreateFileW
4B5CE410C5}\0x0409.ini synchronize | non alert | non
generic write directory file
C:\Users\ read data or list device directory file | object name collision 1 441B41 CreateDirectoryW
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\ read data or list device directory file | object name collision 1 441B41 CreateDirectoryW
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\ read data or list device directory file | object name collision 1 441B41 CreateDirectoryW
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\ read data or list device directory file | object name collision 1 441B41 CreateDirectoryW
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\ read data or list device directory file | object name collision 1 441B41 CreateDirectoryW
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-89 read data or list device directory file | object name collision 1 441B41 CreateDirectoryW
4B5CE410C5})\ directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-89 read attributes | device synchronous io  success or wait 1 441BCO  CreateFileW
4B5CE410C5}\ISSetup.dll synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\{B2849AD0-7C5E-4373-BOF4-BA read data or list device directory file | success or wait 1 100BF85A CreateDirectoryW
2817BE4589} directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\{9D17587E-2827-4CD6-8FFD-AQ read data or list device directory file | success or wait 1 100BF85A CreateDirectoryW
78748F26FA} directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\538A.tmp read attributes | device synchronous io  success or wait 1 10047279 GetTempFileNameW
synchronize | non alert | non
generic read directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read data or list device directory file | success or wait 1 1003D151 CreateDirectoryW
AEF29201FF}\ directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read data or list device directory file | success or wait 1 1003D151 CreateDirectoryW
AEF29201FF}\{62E0592E-B1C0-499B-83F6-829789BDBD51}\ directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 10047279 GetTempFileNameW
AEF29201FF}\{62E0592E-B1C0-499B-83F6-829789BDBD51}\set53F8.t  synchronize | non alert | non
mp generic read directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 100E1834 CreateFileW
AEF29201FF}\{62E0592E-B1C0-499B-83F6-829789BDBD51}\set53F8.t  synchronize | non alert | non
mp generic write directory file
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Source

File Path Access Attributes Options Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 10047279 GetTempFileNameW
AEF29201FF}\{62E0592E-B1C0-499B-83F6-829789BDBD51}\lic53F9.t  synchronize | non alert | non
mp generic read directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 100E1834 CreateFileW
AEF29201FF}\{62E0592E-B1C0-499B-83F6-829789BDBD51}\lic53F9.t  synchronize | non alert | non
mp generic write directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 10047279 GetTempFileNameW
AEF29201FF}\{62E0592E-B1C0-499B-83F6-829789BDBD51}\Fon53FA.t synchronize | non alert | non
mp generic read directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 100E1834 CreateFileW
AEF29201FF}\{62E0592E-B1C0-499B-83F6-829789BDBD51}\Fon53FA.t synchronize | non alert | non
mp generic write directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 10047279 GetTempFileNameW
AEF29201FF}\{62E0592E-B1C0-499B-83F6-829789BDBD51}\DIF542A.t  synchronize | non alert | non
mp generic read directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 100E1834 CreateFileW
AEF29201FF}\{62E0592E-B1C0-499B-83F6-829789BDBD51}\DIF542A.t  synchronize | non alert | non
mp generic write directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 10047279 GetTempFileNameW
AEF29201FF}\cor542B.tmp synchronize | non alert | non

generic read directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 100E1834 CreateFileW
AEF29201FF}\cor542B.tmp synchronize | non alert | non

generic write directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 10047279 GetTempFileNameW
AEF29201FF}\dot542C.tmp synchronize | non alert | non

generic read directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 100E1834 CreateFileW
AEF29201FF}\dot542C.tmp synchronize | non alert | non

generic write directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 10047279 GetTempFileNameW
AEF29201FF}\dot542D.tmp synchronize | non alert | non

generic read directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 100E1834 CreateFileW
AEF29201FF}\dot542D.tmp synchronize | non alert | non

generic write directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 10047279 GetTempFileNameW
AEF29201FF)\ISB542E.tmp synchronize | non alert | non

generic read directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 100E1834 CreateFileW
AEF29201FF)\ISB542E.tmp synchronize | non alert | non

generic write directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 10047279 GetTempFileNameW
AEF29201FF}\{62E0592E-B1C0-499B-83F6-829789BDBD51}\Str542F.t  synchronize | non alert | non
mp generic read directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 100E1834 CreateFileW
AEF29201FF}\{62E0592E-B1C0-499B-83F6-829789BDBD51}\Str542F.t  synchronize | non alert | non
mp generic write directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 10047279 GetTempFileNameW
AEF29201FF}\{62E0592E-B1C0-499B-83F6-829789BDBD51}\isr5430.t  synchronize | non alert | non
mp generic read directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 100E1834 CreateFileW
AEF29201FF}\{62E0592E-B1C0-499B-83F6-829789BDBD51}\isr5430.t  synchronize | non alert | non
mp generic write directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read data or list device directory file | success or wait 1 1003D151 CreateDirectoryW
AEF29201FF}\{8DA8AB7C-68BD-40BE-B843-21CE4CD3DBA4N directory | synchronous io

synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 10047279 GetTempFileNameW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non
21CE4ACD3DBA4}\Def5460.tmp generic read directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 10047279 GetTempFileNameW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non
21CE4ACD3DBA4}\Def5461.tmp generic read directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 100E1834 CreateFileW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non
21CE4ACD3DBA4}\Def5461.tmp generic write directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 10047279 GetTempFileNameW
AEF29201FF}\{62E0592E-B1C0-499B-83F6-829789BDBD51}\def5462.t  synchronize | non alert | non
mp generic read directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 100E1834 CreateFileW
AEF29201FF}\{62E0592E-B1C0-499B-83F6-829789BDBD51}\def5462.t  synchronize | non alert | non
mp generic write directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 10047279 GetTempFileNameW
AEF29201FF}\{62E0592E-B1C0-499B-83F6-829789BDBD51}\_is5463.t synchronize | non alert | non
mp generic read directory file
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C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 100E1834 CreateFileW
AEF29201FF}\{62E0592E-B1C0-499B-83F6-829789BDBD51}\_is5463.t synchronize | non alert | non

mp generic write directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 10047279 GetTempFileNameW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4CD3DBA4}\Set5500.tmp generic read directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 100E1834 CreateFileW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4CD3DBA4}\Set5500.tmp generic write directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 10047279 GetTempFileNameW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4ACD3DBA4}Isr5530.tmp generic read directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 100E1834 CreateFileW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4CD3DBA4Isr5530.tmp generic write directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 10047279 GetTempFileNameW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4CD3DBA4}\ is5560.tmp generic read directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 100E1834 CreateFileW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CEACD3DBA4}\ is5560.tmp generic write directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 10047279 GetTempFileNameW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4ACD3DBA4N\Str55CE.tmp generic read directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 100E1834 CreateFileW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4ACD3DBA4N\Str55CE.tmp generic write directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 10047279 GetTempFileNameW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4CD3DBA4}\ is55FE.tmp generic read directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 100E1834 CreateFileW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4ACD3DBA4}\ is55FE.tmp generic write directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 10047279 GetTempFileNameW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4CD3DBA4N\Str5757.tmp generic read directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 100E1834 CreateFileW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4ACD3DBA4N\Str5757.tmp generic write directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 10047279 GetTempFileNameW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4CD3DBA4}\ is5758.tmp generic read directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 100E1834 CreateFileW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4CD3DBA4}\ is5758.tmp generic write directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 10047279 GetTempFileNameW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4ACD3DBA4N\Str57C6.tmp generic read directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 100E1834 CreateFileW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4CD3DBA4N\Str57C6.tmp generic write directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 10047279 GetTempFileNameW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4ACD3DBA4}\ is57C7.tmp generic read directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 100E1834 CreateFileW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4CD3DBA4}\ is57C7.tmp generic write directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 10047279 GetTempFileNameW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4ACD3DBA4}\Str5826.tmp generic read directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 100E1834 CreateFileW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4CD3DBA4}\Str5826.tmp generic write directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 10047279 GetTempFileNameW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CEACD3DBA4}\ is5827.tmp generic read directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 100E1834 CreateFileW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4CD3DBA4}\ is5827.tmp generic write directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 10047279 GetTempFileNameW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4CD3DBA4}\Str5895.tmp generic read directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 100E1834 CreateFileW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4CD3DBA4}\Str5895.tmp generic write directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 10047279 GetTempFileNameW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4CD3DBA4}\ is5896.tmp generic read directory file
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C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 100E1834 CreateFileW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4CD3DBA4}\ is5896.tmp generic write directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 10047279 GetTempFileNameW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4CD3DBA4NStr58F5.tmp generic read directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 100E1834 CreateFileW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4ACD3DBA4NStr58F5.tmp generic write directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 10047279 GetTempFileNameW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4ACD3DBA4}\ is58F6.tmp generic read directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 100E1834 CreateFileW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4ACD3DBA4}\ is58F6.tmp generic write directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 10047279 GetTempFileNameW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4CD3DBA4}\Str5993.tmp generic read directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 100E1834 CreateFileW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4CD3DBA4}\Str5993.tmp generic write directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 10047279 GetTempFileNameW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4ACD3DBA4}\ is5994.tmp generic read directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 100E1834 CreateFileW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4CD3DBA4}\ is5994.tmp generic write directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 10047279 GetTempFileNameW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4CD3DBA4NStr59F3.tmp generic read directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 100E1834 CreateFileW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4CD3DBA4NStr59F3.tmp generic write directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 10047279 GetTempFileNameW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CEACD3DBA4}\ is59F4.tmp generic read directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 100E1834 CreateFileW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CEACD3DBA4}\ is59F4.tmp generic write directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 10047279 GetTempFileNameW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4ACD3DBA4N\Str5B8B.tmp generic read directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 100E1834 CreateFileW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4CD3DBA4N\Str5B8B.tmp generic write directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 10047279 GetTempFileNameW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4ACD3DBA4}\ is5B8C.tmp generic read directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 100E1834 CreateFileW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4ACD3DBA4}\ is5B8C.tmp generic write directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 10047279 GetTempFileNameW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4ACD3DBA4N\Str5C1A.tmp generic read directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 100E1834 CreateFileW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4ACD3DBA4N\Str5C1A.tmp generic write directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 10047279 GetTempFileNameW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CEACD3DBA4}\ is5C1B.tmp generic read directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 100E1834 CreateFileW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CEACD3DBA4}\ is5C1B.tmp generic write directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 10047279 GetTempFileNameW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4CD3DBA4;Str5C89.tmp generic read directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 100E1834 CreateFileW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4CD3DBA4]Str5C89.tmp generic write directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 10047279 GetTempFileNameW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CEACD3DBA4}\ is5C8A.tmp generic read directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 100E1834 CreateFileW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CEACD3DBA4}\ is5C8A.tmp generic write directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 10047279 GetTempFileNameW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4ACD3DBA4N\Str5CE9.tmp generic read directory file
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C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 100E1834 CreateFileW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CEACD3DBA4N\Str5CE9.tmp generic write directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 10047279 GetTempFileNameW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4CD3DBA4}\ is5CEA.tmp generic read directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 100E1834 CreateFileW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CEACD3DBA4}\ is5CEA.tmp generic write directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 10047279 GetTempFileNameW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4CD3DBA4}Str5D49.tmp generic read directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 100E1834 CreateFileW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4ACD3DBA4]Str5D49.tmp generic write directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 10047279 GetTempFileNameW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CEACD3DBA4}\ is5D4A.tmp generic read directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 100E1834 CreateFileW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CEACD3DBA4}\ is5D4A.tmp generic write directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 10047279 GetTempFileNameW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4ACD3DBA4N\Str5DE7.tmp generic read directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 100E1834 CreateFileW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4ACD3DBA4N\Str5DE7.tmp generic write directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 10047279 GetTempFileNameW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4ACD3DBA4}\ is5DE8.tmp generic read directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 100E1834 CreateFileW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4ACD3DBA4}\ is5DE8.tmp generic write directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 10047279 GetTempFileNameW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4CD3DBA4AStr61D1.tmp generic read directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 100E1834 CreateFileW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4ACD3DBA4NStr61D1.tmp generic write directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 10047279 GetTempFileNameW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4ACD3DBA4}\ is61D2.tmp generic read directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 100E1834 CreateFileW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4CD3DBA4}\ is61D2.tmp generic write directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 10047279 GetTempFileNameW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4ACD3DBA4NStr626F.tmp generic read directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 100E1834 CreateFileW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4ACD3DBA4NStr626F.tmp generic write directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 10047279 GetTempFileNameW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4CD3DBA4}\ is6270.tmp generic read directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 100E1834 CreateFileW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4CD3DBA4}\ is6270.tmp generic write directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 10047279 GetTempFileNameW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4ACD3DBA4N\Str62FE.tmp generic read directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 100E1834 CreateFileW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4ACD3DBA4N\Str62FE.tmp generic write directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 10047279 GetTempFileNameW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4ACD3DBA4}\ is632E.tmp generic read directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 100E1834 CreateFileW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CEACD3DBA4}\ is632E.tmp generic write directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 10047279 GetTempFileNameW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4CD3DBA4]\Str636D.tmp generic read directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 100E1834 CreateFileW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4ACD3DBA4]Str636D.tmp generic write directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 10047279 GetTempFileNameW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4ACD3DBA4}\ is636E.tmp generic read directory file
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C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 100E1834 CreateFileW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4ACD3DBA4}\ is636E.tmp generic write directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 10047279 GetTempFileNameW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CEACD3DBA4N\Str63FC.tmp generic read directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 100E1834 CreateFileW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4ACD3DBA4\Str63FC.tmp generic write directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 10047279 GetTempFileNameW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CEACD3DBA4}\ is63FD.tmp generic read directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 100E1834 CreateFileW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CEACD3DBA4}\ is63FD.tmp generic write directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 10047279 GetTempFileNameW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4ACD3DBA4]\Str646B.tmp generic read directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 100E1834 CreateFileW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4ACD3DBA4]\Str646B.tmp generic write directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 10047279 GetTempFileNameW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CEACD3DBA4}\ is646C.tmp generic read directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 100E1834 CreateFileW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4CD3DBA4}\ is646C.tmp generic write directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 10047279 GetTempFileNameW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CEACD3DBA4]\Str64CB.tmp generic read directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 100E1834 CreateFileW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4ACD3DBA4]\Str64CB.tmp generic write directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 10047279 GetTempFileNameW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4CD3DBA4}\ is64CC.tmp generic read directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 100E1834 CreateFileW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4ACD3DBA4}\ is64CC.tmp generic write directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 10047279 GetTempFileNameW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4CD3DBA4]\Str652B.tmp generic read directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 100E1834 CreateFileW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4ACD3DBA4]\Str652B.tmp generic write directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 10047279 GetTempFileNameW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CEACD3DBA4}\ is656A.tmp generic read directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 100E1834 CreateFileW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4CD3DBA4}\ is656A.tmp generic write directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 10047279 GetTempFileNameW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4CD3DBA4]Str65C9.tmp generic read directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 100E1834 CreateFileW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4CD3DBA4NStr65C9.tmp generic write directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 10047279 GetTempFileNameW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4ACD3DBA4}\ is65CA.tmp generic read directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 100E1834 CreateFileW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CEACD3DBA4}\ is65CA.tmp generic write directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 10047279 GetTempFileNameW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4ACD3DBA4N\Str6667.tmp generic read directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 100E1834 CreateFileW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4CD3DBA4)\Str6667.tmp generic write directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 10047279 GetTempFileNameW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4ACD3DBA4}\ is6668.tmp generic read directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 100E1834 CreateFileW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4CD3DBA4}\ is6668.tmp generic write directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 10047279 GetTempFileNameW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4ACD3DBA4N\Str66C7.tmp generic read directory file
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C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 100E1834 CreateFileW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4ACD3DBA4NStr66C7.tmp generic write directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 10047279 GetTempFileNameW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CEACD3DBA4}\ is66F7.tmp generic read directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 100E1834 CreateFileW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CEACD3DBA4}\ is66F7.tmp generic write directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 10047279 GetTempFileNameW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4ACD3DBA4]\Str6765.tmp generic read directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 100E1834 CreateFileW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4CD3DBA4N\Str6765.tmp generic write directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 10047279 GetTempFileNameW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4ACD3DBA4}\ is6766.tmp generic read directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 100E1834 CreateFileW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4ACD3DBA4}\ is6766.tmp generic write directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 10047279 GetTempFileNameW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4ACD3DBA4}\Str6823.tmp generic read directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 100E1834 CreateFileW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4ACD3DBA4}\Str6823.tmp generic write directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 10047279 GetTempFileNameW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4ACD3DBA4}\ is6824.tmp generic read directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 100E1834 CreateFileW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CEACD3DBA4}\ is6824.tmp generic write directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 10047279 GetTempFileNameW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4CD3DBA4}\Str6892.tmp generic read directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 100E1834 CreateFileW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4CD3DBA4}\Str6892.tmp generic write directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 10047279 GetTempFileNameW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4CD3DBA4}\ is6893.tmp generic read directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 100E1834 CreateFileW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4CD3DBA4}\ is6893.tmp generic write directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 10047279 GetTempFileNameW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4CD3DBA4]\Str6921.tmp generic read directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 100E1834 CreateFileW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4ACD3DBA4}\Str6921.tmp generic write directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 10047279 GetTempFileNameW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4CD3DBA4}\ is6922.tmp generic read directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 100E1834 CreateFileW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4CD3DBA4}\ is6922.tmp generic write directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 10047279 GetTempFileNameW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4ACD3DBA4N\Str69BF.tmp generic read directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 100E1834 CreateFileW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4ACD3DBA4N\Str69BF.tmp generic write directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 10047279 GetTempFileNameW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4CD3DBA4}\ is69C0.tmp generic read directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 100E1834 CreateFileW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4ACD3DBA4}\ is69C0.tmp generic write directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 10047279 GetTempFileNameW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4ACD3DBA4NStr6ALF.tmp generic read directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 100E1834 CreateFileW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4ACD3DBA4N\Str6ALF.tmp generic write directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 10047279 GetTempFileNameW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non

21CE4CD3DBA4}\ is6A20.tmp generic read directory file
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C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 100E1834 CreateFileW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non
21CE4CD3DBA4}\ is6A20.tmp generic write directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 10047279 GetTempFileNameW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non
21CE4ACD3DBA4N\Str6 A8E.tmp generic read directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 100E1834 CreateFileW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non
21CE4ACD3DBA4N\Str6 A8E.tmp generic write directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 10047279 GetTempFileNameW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non
21CE4CD3DBA4}\ is6ABE.tmp generic read directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 100E1834 CreateFileW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non
21CE4CD3DBA4}\ is6ABE.tmp generic write directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 10047279 GetTempFileNameW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non
21CE4ACD3DBA4)\Str6B1D.tmp generic read directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 100E1834 CreateFileW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non
21CE4ACD3DBA4]\Str6B1D.tmp generic write directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 10047279 GetTempFileNameW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non
21CE4CD3DBA4\MMOG6B1E.tmp generic read directory file
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7 read attributes | device synchronous io  success or wait 1 100E1834 CreateFileW
AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843- synchronize | non alert | non
21CE4ACD3DBA4\MMOG6B1E.tmp generic write directory file

File Deleted

Source

File Path Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\538A.tmp success or wait 1 100472D0 DeleteFileW
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{62E0592E-B1C0-499B-83F6- success or wait 1 100472D0 DeleteFileW

829789BDBD51}\set53F8.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{62E0592E-B1C0-499B-83F6- success or wait 1 100472D0 DeleteFileW
829789BDBD51}\lic53F9.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{62E0592E-B1C0-499B-83F6- success or wait 1 100472D0 DeleteFileW
829789BDBD51}\Fon53FA.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{62E0592E-B1C0-499B-83F6- success or wait 1 100472D0 DeleteFileW
829789BDBD51}\DIF542A.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\cor542B.tmp success or wait 1 100472D0 DeleteFileW
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\dot542C.tmp success or wait 1 100472D0 DeleteFileW
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\dot542D.tmp success or wait 1 100472D0 DeleteFileW
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FFN\ISB542E.tmp success or wait 1 100472D0 DeleteFileW
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{62E0592E-B1C0-499B-83F6- success or wait 1 100472D0 DeleteFileW
829789BDBD51})\Str542F.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{62E0592E-B1C0-499B-83F6- success or wait 1 100472D0 DeleteFileW
829789BDBD51}\isr5430.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DA8AB7C-68BD-40BE-B843- success or wait 1 100472D0 DeleteFileW
21CE4CD3DBA4}\Def5460.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DA8AB7C-68BD-40BE-B843- success or wait 1 100472D0 DeleteFileW
21CE4CD3DBA4}\Def5461.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{62E0592E-B1C0-499B-83F6- success or wait 1 100472D0 DeleteFileW
829789BDBD51}\def5462.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{62E0592E-B1C0-499B-83F6- success or wait 1 100472D0 DeleteFileW
829789BDBD51}\ is5463.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DA8AB7C-68BD-40BE-B843- success or wait 1 100472D0 DeleteFileW
21CE4CD3DBA4}\Set5500.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DA8AB7C-68BD-40BE-B843- success or wait 1 100472D0 DeleteFileW
21CE4CD3DBA4}\Isr5530.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DA8AB7C-68BD-40BE-B843- success or wait 1 100472D0 DeleteFileW
21CE4CD3DBA4}\_is5560.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DA8AB7C-68BD-40BE-B843- success or wait 1 100472D0 DeleteFileW
21CE4CD3DBA4)\Str55CE.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DA8AB7C-68BD-40BE-B843- success or wait 1 100472D0 DeleteFileW
21CE4CD3DBA4}\_is55FE.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DA8AB7C-68BD-40BE-B843- success or wait 1 100472D0 DeleteFileW
21CE4CD3DBA4N\Str5757.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DA8AB7C-68BD-40BE-B843- success or wait 1 100472D0 DeleteFileW
21CE4CD3DBA4}\ is5758.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DA8AB7C-68BD-40BE-B843- success or wait 1 100472D0 DeleteFileW

21CE4ACD3DBA4)\Str57C6.tmp

Copyright Joe Security LLC 2021 Page 67 of 118



Source
File Path Completion Count Address Symbol

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DA8AB7C-68BD-40BE-B843- success or wait 1 100472D0 DeleteFileW
21CE4CD3DBA4}\_is57C7.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DA8AB7C-68BD-40BE-B843- success or wait 1 100472D0 DeleteFileW
21CE4CD3DBA4}\Str5826.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DA8AB7C-68BD-40BE-B843- success or wait 1 100472D0 DeleteFileW
21CE4CD3DBA4}\ is5827.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DA8AB7C-68BD-40BE-B843- success or wait 1 100472D0 DeleteFileW
21CE4CD3DBA4}\Str5895.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DA8AB7C-68BD-40BE-B843- success or wait 1 100472D0 DeleteFileW
21CE4CD3DBA4}\ is5896.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DA8AB7C-68BD-40BE-B843- success or wait 1 100472D0 DeleteFileW
21CE4CD3DBA4)\Str58F5.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DA8AB7C-68BD-40BE-B843- success or wait 1 100472D0 DeleteFileW
21CE4CD3DBA4}\ is58F6.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DA8AB7C-68BD-40BE-B843- success or wait 1 100472D0 DeleteFileW
21CE4CD3DBA4}\Str5993.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DA8AB7C-68BD-40BE-B843- success or wait 1 100472D0 DeleteFileW
21CE4CD3DBA4}\_is5994.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DA8AB7C-68BD-40BE-B843- success or wait 1 100472D0 DeleteFileW
21CE4CD3DBA4}\Str59F3.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DA8AB7C-68BD-40BE-B843- success or wait 1 100472D0 DeleteFileW
21CE4CD3DBA4}\ is59F4.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DA8AB7C-68BD-40BE-B843- success or wait 1 100472D0 DeleteFileW
21CE4CD3DBA4}\Str5B8B.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DA8AB7C-68BD-40BE-B843- success or wait 1 100472D0 DeleteFileW
21CE4CD3DBA4}\_is5B8C.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DA8AB7C-68BD-40BE-B843- success or wait 1 100472D0 DeleteFileW
21CE4CD3DBA4}\Str5C1A.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DA8AB7C-68BD-40BE-B843- success or wait 1 100472D0 DeleteFileW
21CE4CD3DBA4}\_is5C1B.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DA8AB7C-68BD-40BE-B843- success or wait 1 100472D0 DeleteFileW
21CE4CD3DBA4}\Str5C89.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DA8AB7C-68BD-40BE-B843- success or wait 1 100472D0 DeleteFileW
21CE4CD3DBA4}\_is5C8A.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DA8AB7C-68BD-40BE-B843- success or wait 1 100472D0 DeleteFileW
21CE4CD3DBA4)\Str5CE9.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DA8AB7C-68BD-40BE-B843- success or wait 1 100472D0 DeleteFileW
21CE4CD3DBA4}\_is5CEA.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DA8AB7C-68BD-40BE-B843- success or wait 1 100472D0 DeleteFileW
21CE4CD3DBA4}\Str5D49.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DA8AB7C-68BD-40BE-B843- success or wait 1 100472D0 DeleteFileW
21CE4CD3DBA4}\_is5D4A.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DA8AB7C-68BD-40BE-B843- success or wait 1 100472D0 DeleteFileW
21CE4CD3DBA4)\Str5DE7.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DA8AB7C-68BD-40BE-B843- success or wait 1 100472D0 DeleteFileW
21CE4CD3DBA4}\_is5DE8.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DA8AB7C-68BD-40BE-B843- success or wait 1 100472D0 DeleteFileW
21CE4CD3DBA4)\Str61D1.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DA8AB7C-68BD-40BE-B843- success or wait 1 100472D0 DeleteFileW
21CE4CD3DBA4}\_is61D2.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DA8AB7C-68BD-40BE-B843- success or wait 1 100472D0 DeleteFileW
21CE4CD3DBA4)\Str626F.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DA8AB7C-68BD-40BE-B843- success or wait 1 100472D0 DeleteFileW
21CE4CD3DBA4}\ is6270.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DA8AB7C-68BD-40BE-B843- success or wait 1 100472D0 DeleteFileW
21CE4CD3DBA4)\Str62FE.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DA8AB7C-68BD-40BE-B843- success or wait 1 100472D0 DeleteFileW
21CE4CD3DBA4}\_is632E.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DA8AB7C-68BD-40BE-B843- success or wait 1 100472D0 DeleteFileW
21CE4CD3DBA4}\Str636D.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DA8AB7C-68BD-40BE-B843- success or wait 1 100472D0 DeleteFileW
21CE4CD3DBA4}\_is636E.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DA8AB7C-68BD-40BE-B843- success or wait 1 100472D0 DeleteFileW
21CE4CD3DBA4)\Str63FC.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DA8AB7C-68BD-40BE-B843- success or wait 1 100472D0 DeleteFileW
21CE4CD3DBA4}\_is63FD.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DA8AB7C-68BD-40BE-B843- success or wait 1 100472D0 DeleteFileW
21CE4CD3DBA4}\Str646B.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DA8AB7C-68BD-40BE-B843- success or wait 1 100472D0 DeleteFileW
21CE4CD3DBA4}\_is646C.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DA8AB7C-68BD-40BE-B843- success or wait 1 100472D0 DeleteFileW
21CE4CD3DBA4}\Str64CB.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DA8AB7C-68BD-40BE-B843- success or wait 1 100472D0 DeleteFileW
21CE4CD3DBA4}\_is64CC.tmp
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C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DA8AB7C-68BD-40BE-B843- success or wait 1 100472D0 DeleteFileW
21CE4CD3DBA4}\Str652B.tmp
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DA8AB7C-68BD-40BE-B843- success or wait 1 100472D0 DeleteFileW
21CE4CD3DBA4}\_is656A.tmp
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DA8AB7C-68BD-40BE-B843- success or wait 1 100472D0 DeleteFileW
21CE4CD3DBA4]Str65C9.tmp
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DA8AB7C-68BD-40BE-B843- success or wait 1 100472D0 DeleteFileW
21CE4CD3DBA4}\_is65CA.tmp
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DA8AB7C-68BD-40BE-B843- success or wait 1 100472D0 DeleteFileW
21CE4CD3DBA4N\Str6667.tmp
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DA8AB7C-68BD-40BE-B843- success or wait 1 100472D0 DeleteFileW
21CE4CD3DBA4}\_is6668.tmp
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DA8AB7C-68BD-40BE-B843- success or wait 1 100472D0 DeleteFileW
21CE4CD3DBA4N\Str66C7.tmp
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DA8AB7C-68BD-40BE-B843- success or wait 1 100472D0 DeleteFileW
21CE4CD3DBA4}\_is66F7.tmp
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DA8AB7C-68BD-40BE-B843- success or wait 1 100472D0 DeleteFileW
21CE4CD3DBA4N\Str6765.tmp
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DA8AB7C-68BD-40BE-B843- success or wait 1 100472D0 DeleteFileW
21CE4CD3DBA4}\_is6766.tmp
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DA8AB7C-68BD-40BE-B843- success or wait 1 100472D0 DeleteFileW
21CE4CD3DBA4}\Str6823.tmp
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DA8AB7C-68BD-40BE-B843- success or wait 1 100472D0 DeleteFileW
21CE4CD3DBA4}\_is6824.tmp
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DA8AB7C-68BD-40BE-B843- success or wait 1 100472D0 DeleteFileW
21CE4CD3DBA4}\Str6892.tmp
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DA8AB7C-68BD-40BE-B843- success or wait 1 100472D0 DeleteFileW
21CE4CD3DBA4}\_is6893.tmp
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DA8AB7C-68BD-40BE-B843- success or wait 1 100472D0 DeleteFileW
21CE4CD3DBA4}\Str6921.tmp
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DA8AB7C-68BD-40BE-B843- success or wait 1 100472D0 DeleteFileW
21CE4CD3DBA4}\_is6922.tmp
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DA8AB7C-68BD-40BE-B843- success or wait 1 100472D0 DeleteFileW
21CEACD3DBA4N\Str69BF.tmp
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DA8AB7C-68BD-40BE-B843- success or wait 1 100472D0 DeleteFileW
21CE4CD3DBA4}\_is69C0.tmp
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DA8AB7C-68BD-40BE-B843- success or wait 1 100472D0 DeleteFileW
21CE4ACD3DBA4NStr6ALF.tmp
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DA8AB7C-68BD-40BE-B843- success or wait 1 100472D0 DeleteFileW
21CE4CD3DBA4}\_is6A20.tmp
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DA8AB7C-68BD-40BE-B843- success or wait 1 100472D0 DeleteFileW
21CE4ACD3DBA4N\Str6 A8E.tmp
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DA8AB7C-68BD-40BE-B843- success or wait 1 100472D0 DeleteFileW
21CE4CD3DBA4}\_is6ABE.tmp
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DA8AB7C-68BD-40BE-B843- success or wait 1 100472D0 DeleteFileW
21CE4ACD3DBA4]\Str6B1D.tmp
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DA8AB7C-68BD-40BE-B843- success or wait 1 100472D0 DeleteFileW
21CE4ACD3DBA4\MMOG6B1E.tmp

File Moved
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C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA- C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA- success or wait 1 1007AC85 MoveFilewW
8AD9-F7AEF29201FF}\{62E0592E-B1C0-499B-83F6- 8AD9-F7AEF29201FF}\{62E0592E-B1C0-499B-83F6-
829789BDBD51}\set53F8.tmp 829789BDBD51}\setup.inx
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA- C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA- success or wait 1 1007AC85 MoveFilewW
8AD9-F7AEF29201FF}\{62E0592E-B1C0-499B-83F6- 8AD9-F7AEF29201FF}\{62E0592E-B1C0-499B-83F6-
829789BDBD51}\lic53F9.tmp 829789BDBD51}\license.txt
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA- C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA- success or wait 1 1007AC85 MoveFilewW
8AD9-F7AEF29201FF}\{62E0592E-B1C0-499B-83F6- 8AD9-F7AEF29201FF}\{62E0592E-B1C0-499B-83F6-
829789BDBD51}\Fon53FA.tmp 829789BDBD51}\FontData.ini
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA- C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA- success or wait 1 1007AC85 MoveFilewW
8AD9-F7AEF29201FF}\{62E0592E-B1C0-499B-83F6- 8AD9-F7AEF29201FF}\{62E0592E-B1C0-499B-83F6-
829789BDBD51}\DIF542A.tmp 829789BDBD51}\DIFxData.ini
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA- C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA- success or wait 1 1007AC85 MoveFilewW
8AD9-F7AEF29201FF}\cor542B.tmp 8AD9-F7AEF29201FF}\corecomp.ini
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA- C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA- success or wait 1 1007AC85 MoveFilewW
8AD9-F7AEF29201FF}\dot542C.tmp 8AD9-F7AEF29201FF}\dotnetinstaller.exe
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA- C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA- success or wait 1 1007AC85 MoveFilewW
8AD9-F7AEF29201FF}\dot542D.tmp 8AD9-F7AEF29201FF}\dotnetinstaller.exe.config
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA- C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA- success or wait 1 1007AC85 MoveFilewW

8AD9-F7AEF29201FFN\ISB542E.tmp
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C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{62E0592E-B1C0-499B-83F6-
829789BDBD51}\Str542F.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{62E0592E-B1C0-499B-83F6-
829789BDBD51}\isr5430.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\Def5461.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{62E0592E-B1C0-499B-83F6-
829789BDBD51}\def5462.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{62E0592E-B1C0-499B-83F6-
829789BDBD51}\ is5463.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\Set5500.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\Isr5530.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\Def5460.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\_is5560.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4)\Str55CE.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\_is55FE.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4N\Str5757.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\ is5758.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4)\Str57C6.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\_is57C7.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\Str5826.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\_is5827.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\Str5895.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\ is5896.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\Str58F5.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\ is58F6.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\Str5993.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\ is5994.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4)\Str59F3.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\ is59F4.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\Str5B8B.tmp
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C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{62E0592E-B1C0-499B-83F6-
829789BDBD51}\StringTable_0x0409.ips

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{62E0592E-B1C0-499B-83F6-
829789BDBD51 \isrt.dll

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\Def5460.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{62E0592E-B1C0-499B-83F6-
829789BDBD51}\default.pal

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{62E0592E-B1C0-499B-83F6-
829789BDBD51}\ isres_0x0409.dll

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\Setup.inx

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4Isrt.dll

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\Default.pal

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CEACD3DBA4}\ isres_0x0cOc.dll

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\StringTable_0x0cO0c.ips

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CEACD3DBA4}\ isres_0x0cla.dll

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CEACD3DBA4\StringTable_0x0cla.ips

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\_isres_0x040a.dll

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CEACD3DBA4\StringTable_0x040a.ips

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\_isres_0x040b.dll

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4ACD3DBA4\StringTable_0x040b.ips

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\_isres_0x040c.dll

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CEACD3DBA4\StringTable_0x040c.ips

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\_isres_0x040e.dll

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CEACD3DBA4\StringTable_0x040e.ips

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\_isres_0x041a.dll

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CEACD3DBA4\StringTable_0x041a.ips

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\_isres_0x041b.dll

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CEACD3DBA4\StringTable_0x041b.ips

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\_isres_0x041d.dll

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CEACD3DBA4\StringTable_0x041d.ips
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C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\_is5B8C.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4)\Str5C1A.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\_is5C1B.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\Str5C89.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\_is5C8A.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4)\Str5CE9.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\_is5CEA.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\Str5D49.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\_is5D4A.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4)\Str5DE7.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\_is5DE8.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4)\Str61D1.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\_is61D2.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4)\Str626F.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\_is6270.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4)\Str62FE.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\_is632E.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4)\Str636D.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\_is636E.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4)\Str63FC.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\_is63FD.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\Str646B.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\_is646C.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\Str64CB.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\_is64CC.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\Str652B.tmp
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C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\_isres_0x041e.dll

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CEACD3DBA4\StringTable_0x041e.ips

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\_isres_0x041f.dll

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CEACD3DBA4}\StringTable_0x041f.ips

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\_isres_0x042d.dll

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CEACD3DBA4\StringTable_0x042d.ips

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\_isres_0x0402.dll

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CEACD3DBA4\StringTable_0x0402.ips

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\_isres_0x0403.dll

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CEACD3DBA4\StringTable_0x0403.ips

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\_isres_0x0404.dll

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CEACD3DBA4\StringTable_0x0404.ips

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\_isres_0x0405.dll

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CEACD3DBA4\StringTable_0x0405.ips

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\_isres_0x0406.dll

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CEACD3DBA4\StringTable_0x0406.ips

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\_isres_0x0407.dll

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CEACD3DBA4\StringTable_0x0407.ips

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\_isres_0x0408.dll

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4\StringTable_0x0408.ips

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\_isres_0x0409.dll

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CEACD3DBA4\StringTable_0x0409.ips

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\_isres_0x0410.dll

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CEACD3DBA4\StringTable_0x0410.ips

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\_isres_0x0411.dll

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4ACD3DBA4\StringTable_0x0411.ips

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

Source
Address

1007AC85

1007AC85

1007AC85

1007AC85

1007AC85

1007AC85

1007AC85

1007AC85

1007AC85

1007AC85

1007AC85

1007AC85

1007AC85

1007AC85

1007AC85

1007AC85

1007AC85

1007AC85

1007AC85

1007AC85

1007AC85

1007AC85

1007AC85

1007AC85

1007AC85

1007AC85

Symbol
MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW
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Old File Path

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\_is656A.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\Str65C9.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\_is65CA.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4)\Str6667.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\_is6668.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4)\Str66C7.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\ is66F7.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4)\Str6765.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\ is6766.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4)\Str6823.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\ is6824.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\Str6892.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\ is6893.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4)\Str6921.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\ is6922.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\Str69BF.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\_is69C0.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4)\Str6A1F.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\_is6A20.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\Str6A8E.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\_is6ABE.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4)\Str6B1D.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4)\MMO6BL1E.tmp

File Written

File Path

Copyright Joe Security LLC 2021

Offset

New File Path

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\_isres_0x0412.dll

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CEACD3DBA4\StringTable_0x0412.ips

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\_isres_0x0413.dll

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CEACD3DBA4\StringTable_0x0413.ips

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\_isres_0x0414.dll

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CEACD3DBA4\StringTable_0x0414.ips

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\_isres_0x0415.dll

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CEACD3DBA4\StringTable_0x0415.ips

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\_isres_0x0416.dll

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CEACD3DBA4\StringTable_0x0416.ips

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\_isres_0x0418.dll

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CEACD3DBA4\StringTable_0x0418.ips

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\_isres_0x0419.dll

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CEACD3DBA4\StringTable_0x0419.ips

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\_isres_0x0421.dll

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CEACD3DBA4\StringTable_0x0421.ips

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\_isres_0x0424.dll

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CEACD3DBA4\StringTable_0x0424.ips

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\_isres_0x0804.dll

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CEACD3DBA4\StringTable_0x0804.ips

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\_isres_0x0816.dll

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CEACD3DBA4\StringTable_0x0816.ips

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4)\MMObjHelper.dll

Length Value Ascii

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Completion

Source

Count Address
1 1007AC85
1 1007AC85
1 1007AC85
1 1007AC85
1 1007AC85
1 1007AC85
1 1007AC85
1 1007AC85
1 1007AC85
1 1007AC85
1 1007AC85
1 1007AC85
1 1007AC85
1 1007AC85
1 1007AC85
1 1007AC85
1 1007AC85
1 1007AC85
1 1007AC85
1 1007AC85
1 1007AC85
1 1007AC85
1 1007AC85
Source

Count Address

Symbol
MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

MoveFileW

Symbol
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File Path

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-
BA42-894B5CE410C51\0x0409.ini

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-
BA42-894B5CE410C5)ISSetup.dll

Copyright Joe Security LLC 2021

Offset
unknown 22490

unknown 32768

Length Value

ff fe 5b 00 30 00 78 00
30 00 34 00 30 00 39
00 5d 00 0d 00 0a 00
3100 31 00 3000 30
00 3d 00 53 00 65 00
7400 7500 70 00 20
00 49 00 6e 00 69 00
7400 69 00 61 00 6¢
00 69 00 7a 00 61 00
74 00 69 00 6f 00 6e
00 20 00 45 00 72 00
72 00 6f 00 72 00 Od
00 0a 00 31 00 31 00
3000 31 00 3d 00 25
00 73 00 0d 00 0a 00
3100 3100300032
00 3d 00 25 00 31 00
20 00 53 00 65 00 74
00 75 00 70 00 20 00
69 00 73 00 20 00 70
00 72 00 65 00 70 00
61 00 72 00 69 00 6e
00 67 00 20 00 74 00
68 00 65 00 20 00 25
00 32 00 2c 00 20 00
77 00 68 00 69 00 63
00 68 00 20 00 77 00
69 00 6¢ 00 6¢ 00 20
00 67 00 75 00 69 00
64 00 65 00 20 00 79
00 6f 00 75 00 20 00
7400 68 00 72 00 6f
00 75 00 67 00 68 00
20 00 74 00 68 00 65
0020 00 70 00 72 00
6f 00 67 00 72 00 61
00 6d

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 20 01 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 6¢ 1e 6a 3 28 7f 04
a0 28 7f 04 a0 28 7f
04 a0 b6 df c3 a0 29 7f
04 a0 d9 b9 c9 a0 31
7f 04 a0 d9 b9 ca a0
a2 7f 04 a0 d9 b9 cb
a0 63 7f 04 a0 d4 08
b8 a0 2f 7f 04 a0 d4
08 ba a0 29 7f 04 a0
28 7f 05 a0 34 7d 04
a0 d4 08 bd a0 3d 7f
04 a0 8a b8 d7 a0 23
7f 04 a0 8a b8 ca a0
2f 7f 04 a0 8a b8 cb
a0 53 7f 04 a0 8a b8
ce a0 29 7f 04 a0 8a
b8 cd a0 29 7f 04 a0
28 7f93 a0 29 7f 04

Source

Ascii Completion Count Address

..[.0.x.0.4.0.9.].....1.1.0.0.
=.S.e.tu.p. .Lnitia.li
z.atio.n. Error...1.
1.0.1.=%.s.....1.1.0.2.=.%.
1. .S.e.tu.p. .is. .p.r.e.p.a.
rin.g..th.e..%.2.,. .w.h.
i.c.h. .w.i.ll. .g.u.i.d.e. .
y.o.u. .t.h.r.o.u.g.h. .th.e.
.p.r.o.g.ra.m

success or wait 1 43AF74

MZ.. success or wait 25 43AF74

........... 1..L.IThis program
cannot be run in DOS
mode....$..... j

Symbol
WriteFile

WriteFile
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File Path

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{62E0592E-B1C0-499B-83F6-
829789BDBD51}\set53F8.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{62E0592E-B1C0-499B-83F6-
829789BDBD51}\lic53F9.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{62E0592E-B1C0-499B-83F6-
829789BDBD51}\Fon53FA.tmp

Copyright Joe Security LLC 2021

Offset
unknown 32768

unknown 1033

unknown 37

Length Value

74 c42c 84 ele5dd

Ascii

toen( <EM. =

2810fb 00203c 24 b l..covecnvennne o.c...gWSsI..
SW..WSJ//d.d
1$.XX%...........
............. g.y}a.=mQ.Y]A..M

4d 11 20 1d 3d e4 c8
cc ec e4 dc d8 dc c8
05 6¢ 7 bf a7 ff cf b3
10 cb b3 c7 a7 ch dc
Oc 83 a3 7f 6f bb 63
93 a0 10 67 57 53 6¢
98 00 53 57 88 b7 57
53 5b 2f 2f 64 93 64
20 6¢ 24 18 58 58 25
d1d5d9ddclchc9
cd bl b5 b9 bd al a5
a9 ad 91 95 99 9d 81
8589 8d 7187 79 7d
61 f6 3d 6d 51 b5 59
5d 41 033 4d 31 cl1
ed 2921 0b 29 cc 11
151919 1d 05 09 09
0d d8 f8 f8 fc c8 e8 Oe
f1dd fd fd el cd ed ed
d1 bd dd dd c1 ad cd
cd b1 9d bd bd a1 8d
ad ad 91 7d 9d 9d 81
6d 8d 8d 71 5d 7d 7d
61 4d 6d 1d 55 3d 5d
01 45 2d 4d 1d 35 1d
3d e8 25 0d 2d d4 15
fc 1d dc 05 ec 0d cO f4
dc fc 94 e4 cc f1 91 f9
clelc9e9bldlbd
d9 d3 c1c9c9 05 bl
96 b9 5d al 95 a9 9d
9595 61 9d db 28 ff f3
bb 48 b7 b7 93 ¢7 59
5151 45

54 68 65 20 73 6f 66
7477 6172652061
63 63 6f 6d 70 61 6e
79 69 6e 67 20 74 68
69 73 20 6¢ 69 63 65
6e 73 65206167 72
65 65 6d 65 6e 74 20
28 53 75 72 65 53 65
72 76 6f 20 50 72 6f
28 74 6d 29 29 20 69
7320 74 68 65 20 20
7072 6f 70657274
79 20 6f 66 20 41 75
74 6f 6d 61 74 69 6f
6e 44 69 72 65 63 74
2e 63 6f 6d 2c 20 6f 72
206974732073 75
7070 6¢c 69657273
2c 20 61 6e 64 20 69
73207072 6f 74 65
63 74 65 64 20 62 79
20 20 55 6e 69 74 65
64 20 53 74 61 74 65
73 20 61 6e 64 20 49
6e 74 65 72 6e 61 74
69 6f 6e 61 6¢ 20 43
6f 70 79 72 69 67 68
74206¢ 61777320
61 6e 64 20 49 6e 74
65 72 6e 61 74 69 6f
6e 61 6¢ 20 74 72 65
61747920207072
6f 76 69 73 69 6f 6e
73 2e 20 20 0d Oa 0d
Oa 4e 6f 20 6f 77 6e
6572736869 70 20
72 69

5b 3c 50 72 6f 70 65
72 74 69 65 73 3e 5d
0d Oa 46 6f 6e 74 52
6567 69 7374 72 61
74 69 6f 6e 3d 4e 6f

0d Oa

The software

accompanying this license

agreement (SureServo

Pro(tm)) is the property of
AutomationDirect.com, or

its suppliers, and is
protected by United
States and International
Copyright laws and
International treaty
provisions. ....No
ownership ri

Completion

success or wait

success or wait

[<Properties>]..FontRegistr success or wait

ation=No..

Count Address

8

1

1

Source
Symbol

1003BA34 WriteFile

1003BA34 WriteFile

1003BA34 WriteFile
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File Path

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{62E0592E-B1C0-499B-83F6-
829789BDBD51}\DIF542A.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\cor542B.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF)\dot542C.tmp

Copyright Joe Security LLC 2021

Offset Length Value
unknown 84 5b 3c 50 72 6f 70 65
7274 69 65 73 3e 5d

unknown 32766

unknown 23816

0d Oa 44 49 46 78 33
3253757070 6f 72
74 65 64 3d 4e 6f 0d
Oa 44 49 46 78 49 6e
74 65 6¢ 36 34 53 75
70 70 6f 72 74 65 64
3d 4e 6f 0d Oa 44 49
46 78 41 4d 44 36 34
53757070 6f72 74
65 64 3d 4e 6f 0d Oa

3b 20 43 6f 72 65 63
6f 6d 70 2e 69 6e 69
0d 0a 3b 0d Oa 3b 20
54 68 69 73 20 66 69
6c 6520 73 74 6f 72
65 73 20 69 6e 66 6f
72 6d 61 74 69 6f 6e
2061 62 6f 75 74 20
66 69 6¢ 65 73 20 74
68 61 74 20 49 6e 73
74 61 6¢ 6C 53 68 69
65 6¢ 64 0d Oa 3b 20
77 69 6¢ 6C 20 69 6e
7374 61 6¢ 6C 20 74
6f 20 74 68 65 20 57
69 6e 64 6f 77 73 5¢
5379 7374 65 6d 20
66 6f 6¢ 64 65 72 2¢
2073 7563 68 20 61
73 20 57 69 6e 64 6f
77 73 0d Oa 3b 20 39
3520 61 6e 64 20 4e
54 20 34 2e 30 20 63
6f 72 65 20 63 6f 6d
70 6f 6e 65 6e 74 73
20 61 6e 64 2044 41
4f 2¢ 20 4f 44 42 43 2¢
20 61 6e 64 20 41 63
74 69 76 65 58 20 66
69 6¢ 65 73 2e 0d Oa
3b 20 0d Oa 3b 20 54
68 65 20 65 6e 74 72
69 65 73 20 68 61 76
65 20 74 68 65 20 66
6f 6¢ 6¢C 6f 77 69 6e
67 20 66 6f 72 6d 61
74 2¢

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 80 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 732070 72
6f67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
6520 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 50 45 00 00 4c 01
03 00 1f d5 79 59 00
00 00 00 00 00 00 00
€0 0002 01 0b 01 08
00 00 10 00 00 00 20
00 00 00 00 00 00 de
2a 00 00 00 20 00 00
00 40 00 00 00 00 00
11 00 20 00 00 00 10
00 00 04 00 00 00 00
00 00 00 04 00 00 00
00 00 00 00 00 80 00
0000100000 13 e4
00 00 03 00 40 85 00
00 10 00 00 10 00 00
00 00 10 00 00 10 00
00 00 00 00 00 10 00
00 00 00 00 00 00 00
00 00

Ascii

[<Properties>]..DIFx32Sup
porte
d=No..DIFxIntel64Support
ed=No.
.DIFXAMD64Supported=N
0..

; Corecomp.ini..;..; This file
stores information about
files that InstallShield..; will
install to the
Windows\System folder,
such as Windows..; 95 and
NT 4.0 core components
and DAO, ODBC, and
ActiveX files...; ..; The
entries have the following
format,

. ..L.IThis program
cannot be run in DOS
mode....
$......PE..L...yY..

Completion

success or wait

success or wait

success or wait

Count Address

1

8

1

Source
Symbol

1003BA34 WriteFile

1003BA34 WriteFile

1003BA34 WriteFile
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File Path

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF)\dot542D.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FFN\ISB542E.tmp

Copyright Joe Security LLC 2021

Offset

unknown 146

unknown 32766

Length Value

3c 63 6f 6e 66 69 67

7572 61 74 69 6f 6e

3e 0d 0a 20 20 3c 73
746172747570 3e
0d 0a 20 20 20 20 3c
737570706f7274
65 64 52 75 6e 74 69
6d 65 20 76 65 72 73
69 6f 6e 3d 22 76 32
2e 30 2e 3530 37 32
37 22 2f 3e 0d Oa 20

2020203c 737570
70 6f 72 74 65 64 52
75 6e 74 69 6d 65 20
76 65 72 73 69 6f 6e

3d 22 76 34 2e 30 22
2f 3e 0d 0a 20 20 3c

2f73 7461727475

70 3e 0d Oa 3c 2f 63

6f 6e 66 69 67 75 72

61 74 69 6f 6e 3e

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 01 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 65 88 2a d6 21 €9
44 85 21 €9 44 85 21
€9 44 85 d0 2f 8a 85
44 e9 44 85 d0 2f 89
85 28 €9 44 85 d0 2f
8b 85 16 €9 44 85 dd
9e f8 85 20 €9 44 85
21e945855be9 44
85 dd 9e fd 85 2e e9
44 85 83 2e 97 85 25
€9 44 85 83 2e 8d 85
20 €9 44 8521 e9d3
8520 €9 44 85 83 2e
88 85 20 €9 44 85 52
69 63 68 21 €9 44 85
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00

Ascii

<configuration>..
<startup>..
<supportedRuntime
version="v2.0.50727"/>..
<supportedRuntime
version="v4.0"/>.. </
startup>..</configuration>

............ 1..L.IThis program
cannot be run in DOS
mode....
$....e*LD.L.D...D./.D.
D../.(.D./...D..... .D.LE.
[.D....... D .
.D..... .D.Rich!.D...

Source

Completion Count Address Symbol
success or wait 1 1003BA34 WriteFile
success or wait 11 1003BA34 WriteFile
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File Path

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{62E0592E-B1C0-499B-83F6-
829789BDBD51}\Str542F.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{62E0592E-B1C0-499B-83F6-
829789BDBD51}\isr5430.tmp

Copyright Joe Security LLC 2021

Offset
unknown 3854

unknown 32766

Length Value

ff fe 5b 00 53 00 74 00
72 00 69 00 6e 00 67
00 54 00 61 00 62 00
6¢ 00 65 00 3a 00 44
00 61 00 74 00 61 00
3a 00 30 00 34 00 30
00 39 00 5d 00 0d 00
0a 00 46 00 4f 00 4c
00 44 00 45 00 52 00
5f 00 4e 00 41 00 4d
00 45 00 3d 00 53 00
7500 72 00 65 00 53
00 65 00 72 00 76 00
6f 00 20 00 50 00 52
00 4f 00 0d 00 Oa 00
49 00 44 00 50 00 52
00 4f 00 50 00 5f 00
53 00 45 00 54 00 55
00 50 00 54 00 59 00
50 00 45 00 5f 00 43
00 4f 00 4d 00 50 00
4c 00 45 00 54 00 45
00 3d 00 43 00 6f 00
6d 00 70 00 6¢ 00 65
00 74 00 65 00 0d 00
0Oa 00 49 00 44 00 50
00 52 00 4f 00 50 00
5f 00 53 00 45 00 54
00 55 00 50 00 54 00
59 00 50 00 45 00 5f
00 43 00 4f 00 4d 00
50 00 4c¢ 00 45 00 54
00 45 00 5f 00 44 00
4500 53 00 43 00 3d
00 43 00 6f 00 6d 00
70 00 6¢ 00 65 00 74
00 65

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 18 01 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 732070 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
6520 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00c7 1a49 07 83 7b
275483 7b 27 5483
7b 27 54 a4 bd e9 54
85 7b 27 54 72 bd ea
5498 7b 27 54 21 bc
€954 80 7b 27 54 72
bd e9 54 09 7b 27 54
72 bd e8 54 c9 7b 27
54 7f 0c 99 54 82 7b
27 54 7f Oc 9b 54 87
7b 27 54 83 7b 26 54
77 7a 27 54 7f Oc 9e
5494 7b 27 54 21 be
e854c87h 275421
bc ed 54 82 7b 27 54
21 bc ee 54 82 7b 27
54 83 7b b0 54 82 7b
27 54 21 bceb 54 82
7b 27

Ascii

.[.S.trin.g.T.a.b.l.e.:.D.
at.a..0.4.0.9]....F.O.L.D.
E.R._N.AM.E.=S.ure.sS.

e.r.v.o.

LLROc IDPIROP,_
SETURITYRPE, L0,

M.P.L.

E.T.E=.C.o.m.p.l.ete....I.
D.P.R.O.P._SE.T.UP.T.

\ARIES

_COMP.LETE._DES

.C.=.C.om.p.lete

............ 1..L.IThis program

cannot be run in DOS
mode....$......... L{T{T.

(T TLTLTLTLTLTT.

(T TAT. TLT..TLT.

&TWZT.. TLTLTLTL.T.

{TLTLTLTLTLTL

Completion

success or wait

success or wait

Count Address

1

27

Source
Symbol

1003BA34 WriteFile

1003BA34 WriteFile
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File Path

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\Def5461.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{62E0592E-B1C0-499B-83F6-
829789BDBD51}\def5462.tmp

Copyright Joe Security LLC 2021

Offset
unknown 1168

unknown 1168

Length Value

52 49 46 46 88 04 00
00 50 41 4c 20 64 61
74 61 04 04 00 00 00
03 00 01 00 00 00 00
80 00 00 00 00 80 00
00 80 80 00 00 00 00
80 00 80 00 80 00 00
80 80 00 c0 c0 c0 00
c0 dc c0 00 a6 ca fO
00 ff ff cc 00 ff ff 99 00
ff ff 66 00 ff ff 33 00 ff
cc ff 00 ff cc cc 00 ff
cc 99 00 ff cc 66 00 ff
cc 33 00 ff cc 00 00 ff
99 ff 00 ff 99 cc 00 ff
99 99 00 ff 99 66 00 ff
99 33 00 ff 99 00 00 ff
66 ff 00 ff 66 cc 00 ff
66 99 00 ff 66 66 00 ff
66 33 00 ff 66 00 00 ff
33 ff 00 ff 33 cc 00 ff
3399 00 ff 33 66 00 ff
3333 00 ff 33 00 00 ff
00 cc 00 ff 00 99 00 ff
00 66 00 ff 00 33 00
cc ff ff 00 cc ff cc 00
cc ff 99 00 cc ff 66 00
cc ff 33 00 cc ff 00 00
cc cc ff 00 cc cc cc 00
cc cc 99 00 cc cc 66
00 cc cc 33 00 cc cc
00 00 cc 99 ff 00 cc 99
cc 00 cc 99 99 00 cc
99 66

52 49 46 46 88 04 00
00 50 41 4c 20 64 61
74 61 04 04 00 00 00
03 00 01 00 00 00 00
80 00 00 00 00 80 00
00 80 80 00 00 00 00
80 00 80 00 80 00 00
80 80 00 c0 c0 c0 00
c0 dc c0 00 a6 ca fO
00 ff ff cc 00 ff ff 99 00
ff ff 66 00 ff ff 33 00 ff
cc ff 00 ff cc cc 00 ff
cc 99 00 ff cc 66 00 ff
cc 33 00 ff cc 00 00 ff
99 ff 00 ff 99 cc 00 ff
99 99 00 ff 99 66 00 ff
99 33 00 ff 99 00 00 ff
66 ff 00 ff 66 cc 00 ff
66 99 00 ff 66 66 00 ff
66 33 00 ff 66 00 00 ff
33 ff 00 ff 33 cc 00 ff
3399 00 ff 33 66 00 ff
333300 ff 33 00 00 ff
00 cc 00 ff 00 99 00 ff
00 66 00 ff 00 33 00
cc ff ff 00 cc ff cc 00
cc ff 99 00 cc ff 66 00
cc ff 33 00 cc ff 00 00
cc cc ff 00 cc cc cc 00
cc cc 99 00 cc cc 66
00 cc cc 33 00 cc cc
00 00 cc 99 ff 00 cc 99
cc 00 cc 99 99 00 cc
99 66

Ascii

RIFF....PAL data

3

oo

Completion

success or wait

success or wait

Count Address

1

1

Source
Symbol

1003BA34 WriteFile

1003BA34 WriteFile
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File Path

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{62E0592E-B1C0-499B-83F6-
829789BDBD51}\ is5463.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\Set5500.tmp

Copyright Joe Security LLC 2021

Offset
unknown 32766

unknown 32766

Length Value

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00

00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 dO 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62

65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d

6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 5e 5 8d 28 1a 94
e37bla94e37bla
94e37b9988ed 7b
Oe 94 e3 7b 2c b2 €9
7b 4a 94 e3 7b 1a 94
€2 7b 50 94 e3 7b e0
b7 fa 7b 19 94 e3 7b

2c b2 e87b 19 94 e3
7b dd 92 e5 7b 1b 94
e37b 52 69 63 68 1la
94 e3 7b 00 00 00 00
00 00 00 00 50 45 00
00 4c 01 06 00 5b f3

79 59 00 00 00 00 00
00 00 00 €0 00 Oe 21
Ob 01 06 00 00 a0 02
00 00 cO 19 00 00 00
00 00 80 11 00 00 00
10 00

74 c42c 84 ele5dd

2810fb 00203c 24 fb ...

4d 11 20 1d 3d e4 c8
cc ec e4 dc d8 dc c8
05 6¢ 7 bf a7 ff cf b3
10 cb b3 c7 a7 chdc
Oc 83 a3 7f 6f bb 63
93 a0 10 67 57 53 6¢
98 00 53 57 88 b7 57
53 5b 2f 2f 64 93 64
20 6¢ 24 18 58 58 25
d1d5d9ddclchc9
cd bl b5 b9 bd al a5
a9 ad 91 95 99 9d 81
8589 8d 7187 79 7d
61 85 3d 6d 51 b5 59
5d 41 d3 20 4d 31 22
61 25 21 6f 29 b0 11
151919 1d 05 09 09
0d d8 f8 f8 fc c8 e8 Oe
f1dd fd fd el cd ed ed
d1 bd dd dd c1 ad cd
cd b1 9d bd bd a1 8d
ad ad 91 7d 9d 9d 81
6d 8d 8d 71 5d 7d 7d
61 4d 6d 1d 55 3d 5d
01 45 2d 4d 1d 35 1d
3d e8 25 0d 2d d4 15
fc 1d dc 05 ec 0d cO f4
dc fc 94 e4 cc f1 ad f9
clel85e9bldlhb9
d9 alcladc9 04 bl
b5 b9 41 a1 95 a9 9d
9595 61 9d db 28 ff f3
bb 48 b7 b7 93 ¢7 59
5151 45

Ascii

V] 72— @.....

cannot be run in DOS

mode....$....... A {odfocdlood oo
0000 00 00000000 {..{,.{J.{.{P.{..{. . {...

{..

LyY

SW..WS[//d.d
$.XX%...........

............. g.yl}a.=mQ.Y]A.

M1"a%!o).

Mm.U=].E-M.5.=.%.-

(H.... YQQE

..L.IThis program

m..ql}fa

Completion

success or wait

success or wait

Count Address

113

11

Source
Symbol

1003BA34 WriteFile

1003BA34 WriteFile

Page 79 of 118



File Path

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\Isr5530.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\_is5560.tmp

Copyright Joe Security LLC 2021

Offset
unknown 32766

unknown 32766

Length Value

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 18 01 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 732070 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
6520 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00c7 1a49 07 83 7b
275483 7b 27 54 83
7b 27 54 a4 bd e9 54
85 7b 27 54 72 bd ea
5498 7b 27 54 21 bc
€954 80 7b 27 54 72
bd e9 54 09 7b 27 54
72 bd e8 54 c9 7b 27
54 7f 0c 99 54 82 7b
27 54 7f Oc 9b 54 87
7b 27 54 83 7b 26 54
77 7a 27 54 7f Oc 9e
5494 7b 27 54 21 be
e854c87h 275421
bc ed 54 82 7b 27 54
21 bc ee 54 82 7b 27
54 83 7b b0 54 82 7b
27 54 21 bceb 54 82
7b 27

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 d8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 72 ff c1 d4 36 9e af
87 36 9e af 87 36 9e
af 87 b5 82 al 87 22
9e af 87 00 b8 a5 87
Oe 9e af 87 36 9e ae
87 77 9e af 87 cc bd
b6 87 35 9e af 87 00
b8 a4 87 35 9e af 87
f1 98 a9 87 37 9e af
87 52 69 63 68 36 9¢
af 87 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 50 45 00
00 4c 01 05 00 d5 3
79 59 00 00 00 00 00
00 00 00 €0 00 Oe 21
Ob 01 06 00 00 40 00
00 00 80 15 00 00 00
00

cannot be run in DOS
mode....$......... 1L{T{T.
{T. TLTr.TLTL.TLTr.T.
{Tr.TAT. . TLT..T{T.
{&TWZ'T.. T{TL.TLTL.T.
{TLTLTLTLTLTL

............ 1..L.IThis program

cannot be run in DOS

$.. 6...6
RN S0
Brconccn 7...Riché6...

..L.IThis program

Completion

success or wait

success or wait

Count Address

27

87

Source
Symbol

1003BA34 WriteFile

1003BA34 WriteFile
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File Path

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\Str55CE.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\_is55FE.tmp

Copyright Joe Security LLC 2021

Offset
unknown 4336

unknown 32766

Length Value

ff fe 5b 00 53 00 74 00
72 00 69 00 6e 00 67
00 54 00 61 00 62 00
6¢ 00 65 00 3a 00 44
00 61 00 74 00 61 00
3a 00 30 00 63 00 30
00 63 00 5d 00 0d 00
0a 00 49 00 44 00 53
00 5f 00 45 00 52 00
52 00 4f 00 52 00 5f
00 32 00 37 00 35 00
3300 30 00 3d 00 55
00 6e 00 65 00 20 00
6500 72 00 72 00 65
00 75 00 72 00 20 00
69 00 6e 00 63 00 6f
00 6e 00 6e 00 75 00
65 00 20 00 61 00 20
00 e9 00 74 00 €9 00
2000 72 00 65 00 6e
00 76 00 6f 00 79 00
€9 00 65 00 20 00 70
00 61 00 72 00 20 00
4e 00 65 00 74 00 41
00 50 00 49 00 2e 00
4500 72 00 72 00 65
00 75 00 72 00 20 00
73007900 73 00 74
00 e8 00 6d 00 65 00
a0 00 3a 00 20 00 5b
00 32 00 5d 00 0d 00
0a 00 49 00 44 00 53
00 5f 00 49 00 4e 00
53 00 54 00 41 00 4c
00 4c 00 49 00 4e 00
47 00 5f 00 4d 00 53
00 49

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 d8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 72 ff c1 d4 36 9e af
87 36 9e af 87 36 9e
af 87 b5 82 al 87 22
9e af 87 00 b8 a5 87
Oe 9e af 87 36 9e ae
87 77 9e af 87 cc bd
b6 87 35 9e af 87 00
b8 a4 87 35 9e af 87
f1 98 a9 87 37 9e af
87 52 69 63 68 36 9¢
af 87 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 50 45 00
00 4c 01 05 00 c0 f3
79 59 00 00 00 00 00
00 00 00 €0 00 Oe 21
Ob 01 06 00 00 40 00
00 00 50 15 00 00 00
00

Ascii

.[.S.trin.g.T.a.b.l.e.:.D.
a.ta..0.c.0.c]....I.D.S._.
E.R.R.O.R._.2.7.5.3.0.=.U.

M ETTEULT

.i.n.c.o.n.n.ue. .a. ..t...
[r.e.n.v.oy..e. .p.adr.
.N.e.tAPP.l.E.rre.u.r.
sy.st.me....
[2].....D.S._.LN.S.T.A.L.
L.IN.G._M.S.I

............ 1..L.IThis program

cannot be run in DOS

$.. 6...6
RN S
Brconccn 7...Riché6...

Completion

success or wait

success or wait

Count Address

1

87

Source
Symbol

1003BA34 WriteFile

1003BA34 WriteFile
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File Path

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4N\Str5757.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\ is5758.tmp

Copyright Joe Security LLC 2021

Offset
unknown 4088

unknown 32766

Length Value

ff fe 5b 00 53 00 74 00 ..[.S.tr.i.n.g.T.a.b.l.e.;.D.
720069 00 6e 00 67 at.a..0.c.l.a]....D.S._.
00540061006200 E.R.R.O.R._.2.7.5.3.0.=..5

6¢ 00 65 00 3a 00 44
00 61 00 74 00 61 00
3a 00 30 00 63 00 31
00 61 00 5d 00 0d 00
0a 00 49 00 44 00 53
00 5f 00 45 00 52 00
52 00 4f 00 52 00 5f

00 32 00 37 00 35 00
330030 00 3d 00 1d
04 35 04 3f 04 3e 04
37 04 3d 04 30 04 42
04 30 04 20 00 33 04
4004 3504 48 04 3a
04 30 04 20 00 32 04
4004 30 04 5b 04 35
04 3d 04 30 04 20 00
3e 04 34 04 20 00 4e
00 65 00 74 00 41 00
50 00 49 00 2e 00 20
00 21 04 38 04 41 04
4204 3504 3c 04 41
04 3a 04 30 04 20 00
33044004 3504 48
04 3a 04 30 04 3a 00
20 00 5b 00 32 00 5d
00 0d 00 Oa 00 49 00
44 00 53 00 5f 00 49
00 4e 00 53 00 54 00
41 00 4c 00 4c 00 49
00 4e 00 47 00 5f 00

4d 00 53 00 49 00 31
00 32 00 3d 00 49 00
6e 00 73 00 74 00 61
00 6¢

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 d8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 72 ff c1 d4 36 9e af
87 36 9e af 87 36 9e
af 87 b5 82 al 87 22
9e af 87 00 b8 a5 87
Oe 9e af 87 36 9e ae
87 77 9e af 87 cc bd
b6 87 35 9e af 87 00
b8 a4 87 35 9e af 87
f1 98 a9 87 37 9e af
87 52 69 63 68 36 9¢
af 87 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 50 45 00
00 4c 01 0500 72 f3
79 59 00 00 00 00 00
00 00 00 €0 00 Oe 21
Ob 01 06 00 00 40 00
00 00 80 15 00 00 00
00

Ascii

.?2.>.7.=.0.B.0.
.3.@.5.H.:.0. .2.@.0.

[5.=.0. >.4. N.etAP.lL..

L8 AB.5.<A.

..3.@.

5.H.:.0... .[.2.]....I.D.S._.
ILN.S.TALLLN.G._M.S.I
.1.2=lns.tal

............ 1..L.IThis program

cannot be run in DOS

$.. 6...6
RN S
Brconccn 7...Riché6...

Completion

success or wait

success or wait

Count Address

1

87

Source
Symbol

1003BA34 WriteFile

1003BA34 WriteFile
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File Path

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4)\Str57C6.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\_is57C7.tmp

Copyright Joe Security LLC 2021

Offset
unknown 4114

unknown 32766

Length Value

ff fe 5b 00 53 00 74 00
72 00 69 00 6e 00 67
00 54 00 61 00 62 00
6¢ 00 65 00 3a 00 44
00 61 00 74 00 61 00
3a 00 30 00 34 00 30
00 61 00 5d 00 0d 00
0a 00 49 00 44 00 53
00 5f 00 45 00 52 00
52 00 4f 00 52 00 5f
00 32 00 37 00 35 00
330030 00 3d 00 53
00 65 00 20 00 68 00
61 00 20 00 72 00 65
00 63 00 69 00 62 00
69 00 64 00 6f 00 20
00 75 00 6e 00 20 00
6500 72 00 72 00 6f
00 72 00 20 00 64 00
65 00 73 00 63 00 6f
00 6e 00 6f 00 63 00
69 00 64 00 6f 00 20
00 64 00 65 00 20 00
4e 00 65 00 74 00 41
00 50 00 49 00 2e 00
200045007200 72
00 6f 00 72 00 20 00
64 00 65 00 6¢ 00 20
00 73 00 69 00 73 00
7400 65 00 6d 00 61
00 3a 00 20 00 5b 00
32 00 5d 00 0d 00 Oa
00 49 00 44 00 53 00
5f 00 49 00 4e 00 53
00 54 00 41 00 4c 00
4c 00 49 00 4e 00 47
00 5f

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 d8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 72 ff c1 d4 36 9e af
87 36 9e af 87 36 9e
af 87 b5 82 al 87 22
9e af 87 00 b8 a5 87
Oe 9e af 87 36 9e ae
87 77 9e af 87 cc bd
b6 87 35 9e af 87 00
b8 a4 87 35 9e af 87
f1 98 a9 87 37 9e af
87 52 69 63 68 36 9¢
af 87 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 50 45 00
00 4c 01 0500 75 f3
79 59 00 00 00 00 00
00 00 00 €0 00 Oe 21
Ob 01 06 00 00 40 00
00 00 40 15 00 00 00
00

Ascii

.[.S.trin.g.T.a.b.l.e.:.D.
a.ta..0.4.0.a]...I.D.S._.
E.R.R.O.R._.2.7.5.3.0.=.S.
e. .h.a. re.c.ib.i.d.o. .u.n.
.e.r.r.or. .d.e.s.c.o.n.o.c.i.
d.o. .d.e. .N.e.tAP.l.. .E.
rror. .del sistema..

[.2]....1.D.S._.LN.S.
TALLING._

............ 1..L.IThis program

cannot be run in DOS

$.. 6...6
RN S0
Brconccn 7...Riché6...

Completion

success or wait

success or wait

Count Address

1

87

Source
Symbol

1003BA34 WriteFile

1003BA34 WriteFile
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File Path

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\Str5826.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\ is5827.tmp

Copyright Joe Security LLC 2021

Offset
unknown 4050

unknown 32766

Length Value

ff fe 5b 00 53 00 74 00
72 00 69 00 6e 00 67
00 54 00 61 00 62 00
6¢ 00 65 00 3a 00 44
00 61 00 74 00 61 00
3a 00 30 00 34 00 30
00 62 00 5d 00 0d 00
0a 00 49 00 44 00 53
00 5f 00 45 00 52 00
52 00 4f 00 52 00 5f
00 32 00 37 00 35 00
330030 00 3d 00 4e
00 65 00 74 00 41 00
50 00 49 00 20 00 70
00 61 00 6¢ 00 61 00
7500 74 00 74 00 69
00 20 00 74 00 75 00
6e 00 74 00 65 00 6d
00 61 00 74 00 74 00
6f 00 6d 00 61 00 6e
00 20 00 76 00 69 00
72 00 68 00 65 00 65
00 6e 00 2e 00 20 00
4a 00 e4 00 72 00 6a
00 65 00 73 00 74 00
65 00 6¢ 00 6d 00 e4
00 76 00 69 00 72 00
68 00 65 00 3a 00 20
00 5b 00 32 00 5d 00
0d 00 0a 00 49 00 44
00 53 00 5f 00 49 00
4e 00 53 00 54 00 41
00 4c 00 4c 00 49 00
4e 00 47 00 5f 00 4d
00 53 00 49 00 31 00
32 00 3d 00 49 00 6e
0073

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 d8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 72 ff c1 d4 36 9e af
87 36 9e af 87 36 9e
af 87 b5 82 al 87 22
9e af 87 00 b8 a5 87
Oe 9e af 87 36 9e ae
87 77 9e af 87 cc bd
b6 87 35 9e af 87 00
b8 a4 87 35 9e af 87
f1 98 a9 87 37 9e af
87 52 69 63 68 36 9¢
af 87 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 50 45 00
00 4c 01 05 00 c9 f3
79 59 00 00 00 00 00
00 00 00 €0 00 Oe 21
Ob 01 06 00 00 40 00
00 00 80 15 00 00 00
00

Ascii

.[.S.trin.g.T.a.b.l.e.:.D.
a.ta..0.4.0.b].....D.S._.
E.R.R.O.R._.2.7.5.3.0.=.N.
e.tA.P.l .p.ala.u.tti. .tu.
nte.m.a.tto.m.a.n. .v.ir.

h.e.e.n... J...rj.es.te.l
m...v.i.rhe.. .[.2]

D.S._INSTALLING._
M.S.I1.2=lns

............ 1..L.IThis program

cannot be run in DOS

$.. 6...6
RN S
Brconccn 7...Riché6...

Completion

success or wait

success or wait

Count Address

1

87

Source
Symbol

1003BA34 WriteFile

1003BA34 WriteFile
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File Path

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\Str5895.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\ is5896.tmp

Copyright Joe Security LLC 2021

Offset
unknown 4284

unknown 32766

Length Value

ff fe 5b 00 53 00 74 00
72 00 69 00 6e 00 67
00 54 00 61 00 62 00
6¢ 00 65 00 3a 00 44
00 61 00 74 00 61 00
3a 00 30 00 34 00 30
00 63 00 5d 00 0d 00
0a 00 49 00 44 00 53
00 5f 00 45 00 52 00
52 00 4f 00 52 00 5f
00 32 00 37 00 35 00
3300 30 00 3d 00 55
00 6e 00 65 00 20 00
6500 72 00 72 00 65
00 75 00 72 00 20 00
69 00 6e 00 63 00 6f
00 6e 00 6e 00 75 00
65 00 20 00 61 00 20
00 e9 00 74 00 €9 00
2000 72 00 65 00 6e
00 76 00 6f 00 79 00
€9 00 65 00 20 00 70
00 61 00 72 00 20 00
4e 00 65 00 74 00 41
00 50 00 49 00 2e 00
200045007200 72
00 65 00 75 00 72 00
200073007900 73
00 74 00 e8 00 6d 00
65 00 a0 00 3a 00 20
00 5b 00 32 00 5d 00
0d 00 0a 00 49 00 44
00 53 00 5f 00 49 00
4e 00 53 00 54 00 41
00 4c 00 4c 00 49 00
4e 00 47 00 5f 00 4d
0053

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 d8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 72 ff c1 d4 36 9e af
87 36 9e af 87 36 9e
af 87 b5 82 al 87 22
9e af 87 00 b8 a5 87
Oe 9e af 87 36 9e ae
87 77 9e af 87 cc bd
b6 87 35 9e af 87 00
b8 a4 87 35 9e af 87
f1 98 a9 87 37 9e af
87 52 69 63 68 36 9¢
af 87 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 50 45 00
00 4c 01 0500 79 f3
79 59 00 00 00 00 00
00 00 00 €0 00 Oe 21
Ob 01 06 00 00 40 00
00 00 50 15 00 00 00
00

Ascii

.[.S.trin.g.T.a.b.l.e.:.D.
a.ta..0.4.0.c]....l.D.S._.
E.R.R.O.R._.2.7.5.3.0.=.U.

n.e. .e.r.re.u.r.
.i.n.c.o.n.n.ue. .a. ..t...
[r.e.n.v.oy..e. .p.adr.
N.e.tAP.l.. Erre.u.r.
sy.st.me....
[.2]....l.D.S._.LN.S.T.A.
L.L.LN.G._M.S

............ 1..L.IThis program

cannot be run in DOS

$.. 6...6
RN S
Brconccn 7...Riché6...

Completion

success or wait

success or wait

Count Address

1

87

Source
Symbol

1003BA34 WriteFile

1003BA34 WriteFile
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File Path

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\Str58F5.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\ is58F6.tmp

Copyright Joe Security LLC 2021

Offset
unknown 3966

unknown 32766

Length Value

ff fe 5b 00 53 00 74 00
72 00 69 00 6e 00 67
00 54 00 61 00 62 00
6¢ 00 65 00 3a 00 44
00 61 00 74 00 61 00
3a 00 30 00 34 00 30
00 65 00 5d 00 0d 00
0a 00 49 00 44 00 53
00 5f 00 45 00 52 00
52 00 4f 00 52 00 5f
00 32 00 37 00 35 00
3300 30 00 3d 00 49
00 73 00 6d 00 65 00
7200 65 00 74 00 6¢
00 65 00 6e 00 20 00
68 00 69 00 62 00 61
00 20 00 61 00 20 00
4e 00 65 00 74 00 41
00 50 00 49 00 2d 00
72 00 f3 00 6¢ 00 2e
00 20 00 52 00 65 00
6e 00 64 00 73 00 7a
00 65 00 72 00 68 00
69 00 62 00 61 00 3a
00 20 00 5b 00 32 00
5d 00 0d 00 Oa 00 49
00 44 00 53 00 5f 00
49 00 4e 00 53 00 54
00 41 00 4c 00 4c 00
49 00 4e 00 47 00 5f
00 4d 00 53 00 49 00
310032 00 3d 00 49
00 6e 00 73 00 74 00
61 00 6¢ 00 6¢ 00 69
00 6e 00 67 00 20 00
4d 00 73 00 69 00 20
0031

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 d8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 72 ff c1 d4 36 9e af
87 36 9e af 87 36 9e
af 87 b5 82 al 87 22
9e af 87 00 b8 a5 87
Oe 9e af 87 36 9e ae
87 77 9e af 87 cc bd
b6 87 35 9e af 87 00
b8 a4 87 35 9e af 87
f1 98 a9 87 37 9e af
87 52 69 63 68 36 9¢
af 87 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 50 45 00
00 4c 01 05 00 98 f3
79 59 00 00 00 00 00
00 00 00 €0 00 Oe 21
Ob 01 06 00 00 40 00
00 00 50 15 00 00 00
00

S, 7...Riché...

Ascii

.[.S.trin.g.T.a.b.l.e.:.D.

a.ta..0.4.0.e]...I.D.S._.
E.R.R.O.R._.2.75.3.0.=.l.s
.m.ere.tlen. hiba. a..

N.e.tAP.L-r.l.. .R.e.n.
d.s.z.errhib.a.:. [.2]..

..I.LD.S._.LN.S.T.ALL.L.LN.

G.

_.M.S..1.2.=l.ns.talli

n.g. .Ms.. .1

............ 1..L.IThis program
cannot be run in DOS

6...w..

Completion

success or wait

success or wait

Count Address

1

87

Source
Symbol

1003BA34 WriteFile

1003BA34 WriteFile
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File Path

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\Str5993.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\ is5994.tmp

Copyright Joe Security LLC 2021

Offset
unknown 4144

unknown 32766

Length Value

ff fe 5b 00 53 00 74 00
72 00 69 00 6e 00 67
00 54 00 61 00 62 00
6¢ 00 65 00 3a 00 44
00 61 00 74 00 61 00
3a 00 30 00 34 00 31
00 61 00 5d 00 0d 00
0a 00 49 00 44 00 53
00 5f 00 45 00 52 00
52 00 4f 00 52 00 5f
00 32 00 37 00 35 00
330030 00 3d 00 4e
00 65 00 74 00 41 00
50 00 49 00 20 00 6a
00 61 00 76 00 6¢ 00
6a 00 61 00 20 00 6e
00 65 00 70 00 6f 00
7a 00 6e 00 61 00 74
00 75 00 20 00 67 00
7200 65 00 61 01 6b
00 75 00 2e 00 20 00
4700 72 00 65 00 61
01 6b 00 61 00 20 00
73007500 73 00 74
00 61 00 76 00 61 00
3a 00 20 00 5b 00 32
00 5d 00 0d 00 0a 00
49 00 44 00 53 00 5f
00 49 00 4e 00 53 00
54 00 41 00 4c 00 4c
00 49 00 4e 00 47 00
5f 00 4d 00 53 00 49
00 31 00 32 00 3d 00
49 00 6e 00 73 00 74
00 61 00 6¢ 00 6¢ 00
69 00 6e 00 67 00 20
00 4d

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 d8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
6520 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 72 ff c1 d4 36 9e af
87 36 9e af 87 36 9e
af 87 b5 82 al 87 22
9e af 87 00 b8 a5 87
Oe 9e af 87 36 9e ae
87 77 9e af 87 cc bd
b6 87 35 9e af 87 00
b8 a4 87 35 9e af 87
f1 98 a9 87 37 9e af
87 52 69 63 68 36 9e
af 87 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 50 45 00
00 4c 01 05 00 9c f3
79 59 00 00 00 00 00
00 00 00 €0 00 Oe 21
Ob 01 06 00 00 40 00
00 00 50 15 00 00 00
00

Ascii

.[.S.trin.g.T.a.b.l.e.:.D.
ata..04.la]....D.S._.
E.R.R.O.R._.2.7.5.3.0.=.N.

e.tAP.l javlja.
.n.e.p.o.z.n.a.t.u.

.g.re.aku.. .Greaka.

s.ustava.. .
[2]....l.D.S._.LN.S.T.A.L.
L.IN.G._M.S.1.1.2.=l.n.s.t
.alling. .M

............ 1..L.IThis program

cannot be run in DOS

$.. 6...6
RN S
Brconcco 7...Riché6...

Completion

success or wait

success or wait

Count Address

1

87

Source
Symbol

1003BA34 WriteFile

1003BA34 WriteFile
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File Path

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4)\Str59F3.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\ is59F4.tmp

Copyright Joe Security LLC 2021

Offset
unknown 4208

unknown 32766

Length Value

ff fe 5b 00 53 00 74 00
72 00 69 00 6e 00 67
00 54 00 61 00 62 00
6¢ 00 65 00 3a 00 44
00 61 00 74 00 61 00
3a 00 30 00 34 00 31
00 62 00 5d 00 0d 00
0Oa 00 49 00 44 00 53
00 5f 00 45 00 52 00
52 00 4f 00 52 00 5f
00 32 00 37 00 35 00
3300 30 00 3d 00 5a
00 20 00 4e 00 65 00
74 00 41 00 50 00 49
00 20 00 73 00 61 00
2000 76 00 72 00 el
00 74 00 69 00 6¢ 00
61 00 20 00 6e 00 65
00 7a 00 6e 00 e1 00
6d 00 61 00 20 00 63
00 68 00 79 00 62 00
61 00 2e 00 20 00 53
00 79 00 73 00 74 00
€9 00 6d 00 6f 00 76
00 el 00 20 00 63 00
68 00 79 00 62 00 61
00 3a 00 20 00 5b 00
32 00 5d 00 0d 00 Oa
00 49 00 44 00 53 00
5f 00 49 00 4e 00 53
00 54 00 41 00 4c 00
4c 00 49 00 4e 00 47
00 5f 00 4d 00 53 00
49 00 31 00 32 00 3d
00 49 00 6e 00 73 00
74 00 61 00 6¢ 00 6¢
00 69

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 d8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 72 ff c1 d4 36 9e af
87 36 9e af 87 36 9e
af 87 b5 82 al 87 22
9e af 87 00 b8 a5 87
Oe 9e af 87 36 9e ae
87 77 9e af 87 cc bd
b6 87 35 9e af 87 00
b8 a4 87 35 9e af 87
f1 98 a9 87 37 9e af
87 52 69 63 68 36 9¢
af 87 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 50 45 00
00 4c 01 05 00 9e f3
79 59 00 00 00 00 00
00 00 00 €0 00 Oe 21
Ob 01 06 00 00 40 00
00 00 40 15 00 00 00
00

Ascii

.[.S.trin.g.T.a.b.l.e.:.D.
a.ta..0.4.1.b]....ILD.S._.
E.R.R.O.R._.2.7.5.3.0.=.Z.
N.e.tAP.l .s.a. .v.r..til
a..n.e.z.n..m.a. .c.h.y.b.a.
...Sy.s.t.m.o.v... .c.hy.

b.a.:.

[.2]....1.D.S._IN.

S.TALLILNG._MS..1.2
=lns.talli

............ 1..L.IThis program

cannot be run in DOS

$.. 6...6
RN S0
. 7...Riché6...

Completion

success or wait

success or wait

Count Address

1

87

Source
Symbol

1003BA34 WriteFile

1003BA34 WriteFile
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File Path

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\Str5B8B.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\_is5B8C.tmp

Copyright Joe Security LLC 2021

Offset
unknown 4224

unknown 32766

Length Value

ff fe 5b 00 53 00 74 00
72 00 69 00 6e 00 67
00 54 00 61 00 62 00
6¢ 00 65 00 3a 00 44
00 61 00 74 00 61 00
3a 00 30 00 34 00 31
00 64 00 5d 00 0d 00
0Oa 00 49 00 44 00 53
00 5f 00 45 00 52 00
52 00 4f 00 52 00 5f
00 32 00 37 00 35 00
3300 30 00 3d 00 45
00 74 00 74 00 20 00
6f 00 6b 00 e4 00 6e
00 74 00 20 00 66 00
65 00 6¢ 00 20 00 72
00 65 00 74 00 75 00
72 00 6e 00 65 00 72
00 61 00 64 00 65 00
73 00 20 00 66 00 72
00 e5 00 6e 00 20 00
4e 00 65 00 74 00 41
00 50 00 49 00 2e 00
200053007900 73
00 74 00 65 00 6d 00
66 00 65 00 6¢ 00 3a
00 20 00 5b 00 32 00
5d 00 0d 00 Oa 00 49
00 44 00 53 00 5f 00
49 00 4e 00 53 00 54
00 41 00 4c 00 4c 00
49 00 4e 00 47 00 5f
00 4d 00 53 00 49 00
3100 32 00 3d 00 49
00 6e 00 73 00 74 00
61 00 6¢ 00 6¢ 00 69
00 6e

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 d8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 72 ff c1 d4 36 9e af
87 36 9e af 87 36 9e
af 87 b5 82 al 87 22
9e af 87 00 b8 a5 87
Oe 9e af 87 36 9e ae
87 77 9e af 87 cc bd
b6 87 35 9e af 87 00
b8 a4 87 35 9e af 87
f1 98 a9 87 37 9e af
87 52 69 63 68 36 9¢
af 87 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 50 45 00
00 4c 01 05 00 a5 f3
79 59 00 00 00 00 00
00 00 00 €0 00 Oe 21
Ob 01 06 00 00 40 00
00 00 40 15 00 00 00
00

Ascii

.[.S.trin.g.T.a.b.l.e.:.D.
ata..0.4.1.d]...I.D.S._.
E.R.R.O.R._.2.7.5.3.0.=.E.
tt..ok..nt fel .retu.
rn.erad.e.s. fr..n. .N.
e.tAP... .Sy.s.tem.fe.

.. [.2]....1.D.S._IN.S.

T.ALLIN.G._MS.l12=
.n.s.tallin

............ 1..L.IThis program

cannot be run in DOS

$.. 6...6
RN S0
. 7...Riché6...

Completion

success or wait

success or wait

Count Address

1

87

Source
Symbol

1003BA34 WriteFile

1003BA34 WriteFile
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File Path

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4)\Str5C1A.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\_is5C1B.tmp

Copyright Joe Security LLC 2021

Offset
unknown 4084

unknown 32766

Length Value

ff fe 5b 00 53 00 74 00 ..[.S.tr.i.n.g.T.a.b.l.e.;.D.
720069 00 6e 00 67 at.a..0.4.1.e]...l.D.S._.
00540061006200 E.R.R.O.R._.2.7.5.3.0.=.l.5

6¢ 00 65 00 3a 00 44
00 61 00 74 00 61 00
3a 00 30 00 34 00 31
00 65 00 5d 00 0d 00
0a 00 49 00 44 00 53
00 5f 00 45 00 52 00
52 00 4f 00 52 00 5f

00 32 00 37 00 35 00
330030 00 3d 00 21
Oe 35 Oe 02 Oe 49 Oe
2d Oe 1c Oe 34 Oe 14
Oe le Oe 25 Oe 32 Oe
14 Oe 17 Oe 35 Oe 48
Oe 44 Oe 21 Oe 48 Oe
04 Oe 32 Oe 14 Oe 04
Oe 34 Oe 14 Oe 16 Oe
39 Oe 01 Oe 2a Oe 48
Oe 07 Oe 01 Oe 25 Oe
31 Oe 1a Oe 08 Oe 32
0Oe 01 Oe 20 00 4e 00
65 00 74 00 41 00 50
00 49 00 20 00 02 Oe
49 Oe 2d Oe 1c Oe 34
Oe 14 Oe 1e Oe 25 Oe
32 Oe 14 Oe 23 Oe 30
Oe la Oe la Oe 3a 00
20 00 5b 00 32 00 5d
00 0d 00 0a 00 49 00
44 00 53 00 5f 00 49
00 4e 00 53 00 54 00
41 00 4c 00 4c 00 49
00 4e 00 47 00 5f 00
4d 00 53 00 49 00 31
00 32

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 d8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 72 ff c1 d4 36 9e af
87 36 9e af 87 36 9e
af 87 b5 82 al 87 22
9e af 87 00 b8 a5 87
Oe 9e af 87 36 9e ae
87 77 9e af 87 cc bd
b6 87 35 9e af 87 00
b8 a4 87 35 9e af 87
f1 98 a9 87 37 9e af
87 52 69 63 68 36 9¢
af 87 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 50 45 00
00 4c 01 05 00 aa f3
79 59 00 00 00 00 00
00 00 00 €0 00 Oe 21
Ob 01 06 00 00 40 00
00 00 40 15 00 00 00
00

Ascii

sl

st bcond Moot DL L
ocZorcert oo Dot e M brocd ebd L
so INLBIASPIL oocllme

A %2, #0.0 2.
]..lD.S_INS.TALL.L
N.G._M.S.1.1.2

............ 1..L.IThis program

cannot be run in DOS

$.. 6...6
RN S0
. 7...Riché6...

Completion

success or wait

success or wait

Count Address

1

87

Source
Symbol

1003BA34 WriteFile

1003BA34 WriteFile
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File Path

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\Str5C89.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\_is5C8A.tmp

Copyright Joe Security LLC 2021

Offset
unknown 3970

unknown 32766

Length Value

ff fe 5b 00 53 00 74 00 ..[.S.tr.i.n.g.T.a.b.l.e.;.D.
720069 00 6e 00 67 a.t.a..0.4.1f]....D.S._.
00540061006200 E.R.R.O.R._.2.7.5.3.0.=.N.

6¢ 00 65 00 3a 00 44
00 61 00 74 00 61 00
3a 00 30 00 34 00 31
00 66 00 5d 00 0d 00
0a 00 49 00 44 00 53
00 5f 00 45 00 52 00
52 00 4f 00 52 00 5f

00 32 00 37 00 35 00
330030 00 3d 00 4e
00 65 00 74 00 41 00
50 00 49 00 19 20 64
00 65 00 6e 00 20 00
62 00 69 00 6¢ 00 69
00 6e 00 6d 00 65 00
79 00 65 00 6e 00 20
00 68 00 61 00 74 00
61 00 20 00 64 00 f6

00 6e 00 64 00 fc 00

72 00 fc 00 6¢ 00 64

00 fc 00 2e 00 20 00

53 00 69 00 73 00 74
00 65 00 6d 00 20 00
68 00 61 00 74 00 61
00 73 00 31 01 3a 00
20 00 5b 00 32 00 5d
00 0d 00 Oa 00 49 00
44 00 53 00 5f 00 49
00 4e 00 53 00 54 00
41 00 4c 00 4c 00 49
00 4e 00 47 00 5f 00

4d 00 53 00 49 00 31
00 32 00 3d 00 49 00
6e 00 73 00 74 00 61
00 6¢

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 d8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 72 ff c1 d4 36 9e af
87 36 9e af 87 36 9e
af 87 b5 82 al 87 22
9e af 87 00 b8 a5 87
Oe 9e af 87 36 9e ae
87 77 9e af 87 cc bd
b6 87 35 9e af 87 00
b8 a4 87 35 9e af 87
f1 98 a9 87 37 9e af
87 52 69 63 68 36 9¢
af 87 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 50 45 00
00 4c 01 05 00 b5 f3
79 59 00 00 00 00 00
00 00 00 €0 00 Oe 21
Ob 01 06 00 00 40 00
00 00 50 15 00 00 00
00

Ascii

e.tAP.lL.de.n.

.b.i.li.n.m.e.y.e.n. .h.at.a.

Jdend.r.ld....

S.is.tem. .hatas.l.:..

[.2]....D.S._.

ILN.S.TALLIN.G._MS.

.1.2=lns.tal

............ 1..L.IThis program

cannot be run in DOS

$.. 6...6
RN S
Brconcco 7...Riché6...

Completion

success or wait

success or wait

Count Address

1

87

Source
Symbol

1003BA34 WriteFile

1003BA34 WriteFile
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File Path

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4)\Str5CE9.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\_is5CEA.tmp

Copyright Joe Security LLC 2021

Offset
unknown 4116

unknown 32766

Length Value

ff fe 5b 00 53 00 74 00
72 00 69 00 6e 00 67
00 54 00 61 00 62 00
6¢ 00 65 00 3a 00 44
00 61 00 74 00 61 00
3a 00 30 00 34 00 32
00 64 00 5d 00 0d 00
0a 00 49 00 44 00 53
00 5f 00 45 00 52 00
52 00 4f 00 52 00 5f
00 32 00 37 00 35 00
3300 30 00 3d 00 45
00 72 00 72 00 6f 00
72 00 65 00 20 00 65
00 7a 00 65 00 7a 00
61 00 67 00 75 00 6e
00 61 00 20 00 69 00
74 00 7a 00 75 00 6¢
00 69 00 20 00 64 00
61 00 20 00 4e 00 65
00 74 00 41 00 50 00
49 00 2d 00 74 00 69
00 6b 00 2e 00 20 00
53 00 69 00 73 00 74
00 65 00 6d 00 61 00
2d 00 65 00 72 00 72
00 6f 00 72 00 65 00
61 00 3a 00 20 00 5b
00 32 00 5d 00 0d 00
0a 00 49 00 44 00 53
00 5f 00 49 00 4e 00
53 00 54 00 41 00 4c
00 4c 00 49 00 4e 00
47 00 5f 00 4d 00 53
00 49 00 31 00 32 00
3d 00 49 00 6e 00 73
00 74

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 d8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 72 ff c1 d4 36 9e af
87 36 9e af 87 36 9e
af 87 b5 82 al 87 22
9e af 87 00 b8 a5 87
Oe 9e af 87 36 9e ae
87 77 9e af 87 cc bd
b6 87 35 9e af 87 00
b8 a4 87 35 9e af 87
f1 98 a9 87 37 9e af
87 52 69 63 68 36 9¢
af 87 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 50 45 00
00 4c 01 05 00 b7 f3
79 59 00 00 00 00 00
00 00 00 €0 00 Oe 21
Ob 01 06 00 00 40 00
00 00 60 15 00 00 00
00

Ascii

.[.S.trin.g.T.a.b.l.e.:.D.
a.ta..0.4.2d]...I.D.S._.
E.R.R.O.R._.2.7.5.3.0.=.E.
rr.or.e. .ez.ezag.una.
.itzuli. .da. .N.etAP.lL-

.tik...Sistem.a-.e.
rro.r.e.a.. .[.2] D.

S._INSTALLING. .
M.S.I.1.2.=.lns.t

............ 1..L.IThis program

cannot be run in DOS

$.. 6...6
RN S
Brconcco 7...Riché6...

Completion

success or wait

success or wait

Count Address

1

87

Source
Symbol

1003BA34 WriteFile

1003BA34 WriteFile
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File Path

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\Str5D49.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\_is5D4A.tmp

Copyright Joe Security LLC 2021

Offset
unknown 4066

unknown 32766

Length Value

ff fe 5b 00 53 00 74 00
7200 69 00 6e 00 67
00 54 00 61 00 62 00
6¢ 00 65 00 3a 00 44
00 61 00 74 00 61 00
3a 00 30 00 34 00 30
00 32 00 5d 00 0d 00
0a 00 49 00 44 00 53
00 5f 00 45 00 52 00
52 00 4f 00 52 00 5f
00 32 00 37 00 35 00
33003000 3d00 1e
04 42 04 20 00 4e 00
65 00 74 00 41 00 50
00 49 00 20 00 35 04
20 00 32 04 4a 04 40
04 3d 04 30 04 42 04
30 04 20 00 3d 04 35
04 38 04 37 04 32 04
3504 4104 4204 3d
04 30 04 20 00 33 04
4004 3504 48 04 3a
04 30 04 2e 00 20 00
2104 38044104 42
04 35 04 3c 04 3d 04
30 04 20 00 33 04 40
04 35 04 48 04 3a 04
30 04 3a 00 20 00 5b
00 32 00 5d 00 0d 00
0a 00 49 00 44 00 53
00 5f 00 49 00 4e 00
53 00 54 00 41 00 4c
00 4c 00 49 00 4e 00
47 00 5f 00 4d 00 53
00 49 00 31 00 32 00
3d 00 49 00 6e 00 73
00 74

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 d8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 72 ff c1 d4 36 9e af
87 36 9e af 87 36 9e
af 87 b5 82 al 87 22
9e af 87 00 b8 a5 87
Oe 9e af 87 36 9e ae
87 77 9e af 87 cc bd
b6 87 35 9e af 87 00
b8 a4 87 35 9e af 87
f1 98 a9 87 37 9e af
87 52 69 63 68 36 9e
af 87 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 50 45 00
00 4c 01 05 00 60 f3
79 59 00 00 00 00 00
00 00 00 €0 00 Oe 21
Ob 01 06 00 00 40 00
00 00 70 15 00 00 00
00

Ascii

.[.S.trin.g.T.a.b.l.e.:.D.
a.ta..0.4.0.2]...I.D.S._.
E.R.R.O.R._.2.7.5.3.0.=...
B. .N.e.tA.P.l. .5.
.2J.@.=.0.B.0.

.=5.87.25AB.=0..3.@.
.8.A.B.5.<=0..

Brked

3.@.5.H..0... .[2].....1.D.
S._INSTALLING. .
M.S.I.1.2.=.lns.t

............ 1..L.IThis program
cannot be run in DOS

$.. 6...6
RN S
Brconcco 7...Riché6...

...... PE.L..yY..

Completion

success or wait

success or wait

Count Address

1

87

Source
Symbol

1003BA34 WriteFile

1003BA34 WriteFile
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File Path

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4)\Str5DE7.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\_is5DE8.tmp

Copyright Joe Security LLC 2021

Offset
unknown 4178

unknown 32766

Length Value

ff fe 5b 00 53 00 74 00
72 00 69 00 6e 00 67
00 54 00 61 00 62 00
6¢ 00 65 00 3a 00 44
00 61 00 74 00 61 00
3a 00 30 00 34 00 30
00 33 00 5d 00 0d 00
0Oa 00 49 00 44 00 53
00 5f 00 45 00 52 00
52 00 4f 00 52 00 5f
00 32 00 37 00 35 00
330030 00 3d 00 4e
00 65 00 74 00 41 00
50 00 49 00 20 00 68
00 61 00 20 00 72 00
65 00 74 00 6f 00 72
00 6e 00 61 00 74 00
20 00 75 00 6e 00 20
00 65 00 72 00 72 00
6f 00 72 00 20 00 64
00 65 00 73 00 63 00
6f 00 6e 00 65 00 67
00 75 00 74 00 2e 00
200045007200 72
00 6f 00 72 00 20 00
64 00 65 00 6¢ 00 20
00 73 00 69 00 73 00
7400 65 00 6d 00 61
00 3a 00 20 00 5b 00
32 00 5d 00 0d 00 Oa
00 49 00 44 00 53 00
5f 00 49 00 4e 00 53
00 54 00 41 00 4c 00
4c 00 49 00 4e 00 47
00 5f 00 4d 00 53 00
49 00 31 00 32 00 3d
00 49

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 d8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 72 ff c1 d4 36 9e af
87 36 9e af 87 36 9e
af 87 b5 82 al 87 22
9e af 87 00 b8 a5 87
Oe 9e af 87 36 9e ae
87 77 9e af 87 cc bd
b6 87 35 9e af 87 00
b8 a4 87 35 9e af 87
f1 98 a9 87 37 9e af
87 52 69 63 68 36 9¢
af 87 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 50 45 00
00 4c 01 05 00 c3 f3
79 59 00 00 00 00 00
00 00 00 €0 00 Oe 21
Ob 01 06 00 00 40 00
00 00 80 14 00 00 00
00

Ascii

.[.S.trin.g.T.a.b.l.e.:.D.
a.ta..0.4.0.3]....I.D.S._.
E.R.R.O.R._.2.7.5.3.0.=.N.

e.tAP.L .ha.
reto.r.nat. .u.n.
.e.rro.r. .d.e.s.c.o.

n.e.g.u.t.. .E.rror. .d.e.l

.sistem.a.. . [2].

..I.LD.S._.LN.S.T.ALL.L.LN.

G._MS.l1.2=1

............ 1..L.IThis program

cannot be run in DOS

$.. 6...6
RN S0
. 7...Riché6...

Completion

success or wait

success or wait

Count Address

1

83

Source
Symbol

1003BA34 WriteFile

1003BA34 WriteFile
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File Path

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4)\Str61D1.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\_is61D2.tmp

Copyright Joe Security LLC 2021

Offset
unknown 3418

unknown 32766

Length Value

ff fe 5b 00 53 00 74 00 ..[.S.tr.i.n.g.T.a.b.l.e.;.D.
a.ta..0.4.04]....D.S._.
E.R.R.O.R._.2.7.5.3.0.=.N.

72 00 69 00 6e 00 67
00 54 00 61 00 62 00
6¢ 00 65 00 3a 00 44
00 61 00 74 00 61 00
3a 00 30 00 34 00 30
00 34 00 5d 00 0d 00
0Oa 00 49 00 44 00 53
00 5f 00 45 00 52 00
52 00 4f 00 52 00 5f
00 32 00 37 00 35 00
330030 00 3d 00 4e
00 65 00 74 00 41 00
50 00 49 00 20 00 b3
50 de 56 00 4e Ob 50
2f 93 a4 8a Oc ff 9f 53
€0 56 0d 4e Oe 66 02
302000 fb 7¢ 71 7d 2f
93 a4 8a 55 fe 20 00
5b 00 32 00 5d 00 0d
00 Oa 00 49 00 44 00
53 00 5f 00 49 00 4e
00 53 00 54 00 41 00
4c 00 4c 00 49 00 4e
00 47 00 5f 00 4d 00
53 00 49 00 31 00 32
00 3d 00 49 00 6e 00
73 00 74 00 61 00 6¢
00 6¢ 00 69 00 6e 00
67 00 20 00 4d 00 73
00 69 00 20 00 31 00
2e 00 32 00 20 00 45
00 6e 00 67 00 69 00
6e 00 65 00 2e 00 2e
00 2e 00 0d 00 0a 00
49 00 44 00 53 00 5f

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 d8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 72 ff c1 d4 36 9e af
87 36 9e af 87 36 9e
af 87 b5 82 al 87 22
9e af 87 00 b8 a5 87
Oe 9e af 87 36 9e ae
87 77 9e af 87 cc bd
b6 87 35 9e af 87 00
b8 a4 87 35 9e af 87
f1 98 a9 87 37 9e af
87 52 69 63 68 36 9¢
af 87 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 50 45 00
00 4c 01 05 00 61 f3
79 59 00 00 00 00 00
00 00 00 €0 00 Oe 21
Ob 01 06 00 00 40 00
00 00 40 15 00 00 00
00

Ascii

e.tAP.L.
P.V.N.P/.....S.V.N£O
|q}...U. [2].....D.

S._IN.ST.ALLING._ .
M.S.l.1.2.=.l.n.s.t.a.lli.n.g.
M.s.i. .1...2. .E.n.g.i.n.e...

DS

cannot be run in DOS
mode....

..L.IThis program

Completion

success or wait

success or wait

Count Address

1

87

Source
Symbol

1003BA34 WriteFile

1003BA34 WriteFile
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File Path

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\Str626F.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\ is6270.tmp

Copyright Joe Security LLC 2021

Offset
unknown 4002

unknown 32766

Length Value

ff fe 5b 00 53 00 74 00
72 00 69 00 6e 00 67
00 54 00 61 00 62 00
6¢ 00 65 00 3a 00 44
00 61 00 74 00 61 00
3a 00 30 00 34 00 30
00 35 00 5d 00 0d 00
0a 00 49 00 44 00 53
00 5f 00 45 00 52 00
52 00 4f 00 52 00 5f
00 32 00 37 00 35 00
3300 30 00 3d 00 52
00 6f 00 7a 00 68 00
7200 61 00 6e 00 ed
00 20 00 4e 00 65 00
7400410050 00 49
0020 00 76 00 72 00
€1 00 74 00 69 00 6¢
00 6f 00 20 00 6e 00
65 00 7a 00 6e 00 el
00 6d 00 6f 00 75 00
20 00 63 00 68 00 79
00 62 00 75 00 2e 00
200053007900 73
00 74 00 €9 00 6d 00
6f 00 76 00 el 00 20
00 63 00 68 00 79 00
62 00 61 00 3a 00 20
00 5b 00 32 00 5d 00
0d 00 0a 00 49 00 44
00 53 00 5f 00 49 00
4e 00 53 00 54 00 41
00 4c¢ 00 4c 00 49 00
4e 00 47 00 5f 00 4d
00 53 00 49 00 31 00
32 00 3d 00 49 00 6e
0073

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 d8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 72 ff c1 d4 36 9e af
87 36 9e af 87 36 9e
af 87 b5 82 al 87 22
9e af 87 00 b8 a5 87
Oe 9e af 87 36 9e ae
87 77 9e af 87 cc bd
b6 87 35 9e af 87 00
b8 a4 87 35 9e af 87
f1 98 a9 87 37 9e af
87 52 69 63 68 36 9¢
af 87 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 50 45 00
00 4c 01 05 00 66 f3
79 59 00 00 00 00 00
00 00 00 €0 00 Oe 21
Ob 01 06 00 00 40 00
00 00 50 15 00 00 00
00

Ascii

.[.S.trin.g.T.a.b.l.e.:.D.
a.ta..0.4.0.5]...I.D.S._.
E.R.R.O.R._.2.7.5.3.0.=.R.

o.z.h.rra.n... .N.etAP.lL

.v.r..tilo. .n.e.z.n..m.o.u.
.c.h.y.b.u... S.y.s.t...m.o.v.

...c.hyba.: [2]..1

D.S._INSTALLING._
M.S.I1.2=lns

............ 1..L.IThis program

cannot be run in DOS

$.. 6...6
RN S0
. 7...Riché6...

Completion

success or wait

success or wait

Count Address

1

87

Source
Symbol

1003BA34 WriteFile

1003BA34 WriteFile
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File Path

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4)\Str62FE.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\_is632E.tmp

Copyright Joe Security LLC 2021

Offset
unknown 4078

unknown 32766

Length Value

ff fe 5b 00 53 00 74 00
72 00 69 00 6e 00 67
00 54 00 61 00 62 00
6¢ 00 65 00 3a 00 44
00 61 00 74 00 61 00
3a 00 30 00 34 00 30
00 36 00 5d 00 0d 00
0a 00 49 00 44 00 53
00 5f 00 45 00 52 00
52 00 4f 00 52 00 5f
00 32 00 37 00 35 00
3300 30 00 3d 00 55
00 6b 00 65 00 6e 00
64 00 74 00 20 00 66
00 65 00 6a 00 6¢ 00
2000 72 00 65 00 74
00 75 00 72 00 6e 00
65 00 72 00 65 00 74
00 20 00 66 00 72 00
61 00 20 00 4e 00 65
00 74 00 41 00 50 00
49 00 2e 00 20 00 53
00 79 00 73 00 74 00
65 00 6d 00 66 00 65
00 6a 00 6¢ 00 3a 00
20 00 5b 00 32 00 5d
00 0d 00 0a 00 49 00
44 00 53 00 5f 00 49
00 4e 00 53 00 54 00
41 00 4c 00 4c 00 49
00 4e 00 47 00 5f 00
4d 00 53 00 49 00 31
00 32 00 3d 00 49 00
6e 00 73 00 74 00 61
00 6¢ 00 6¢ 00 69 00
6e 00 67 00 20 00 4d
0073

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 d8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 72 ff c1 d4 36 9e af
87 36 9e af 87 36 9e
af 87 b5 82 al 87 22
9e af 87 00 b8 a5 87
Oe 9e af 87 36 9e ae
87 77 9e af 87 cc bd
b6 87 35 9e af 87 00
b8 a4 87 35 9e af 87
f1 98 a9 87 37 9e af
87 52 69 63 68 36 9¢
af 87 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 50 45 00
00 4c 01 05 00 6¢ f3
79 59 00 00 00 00 00
00 00 00 €0 00 Oe 21
Ob 01 06 00 00 40 00
00 00 80 15 00 00 00
00

Ascii

.[.S.trin.g.T.a.b.l.e.:.D.
a.ta..0.4.0.6]....I.D.S._.
E.R.R.O.R._.2.7.5.3.0.=.U.
k.e.n.d.t. f.ej.l .re.tu.r.n.
eret fra. .NetAP.l.

Sy.stemfejl:. [

2]...1D.S_INSTALL.
IIN.G._M.S.I12=lnsta

Li.n.g. .M.s

............ 1..L.IThis program

cannot be run in DOS

$.. 6...6
RN S0
Brconcco 7...Riché6...

Completion

success or wait

success or wait

Count Address

1

87

Source
Symbol

1003BA34 WriteFile

1003BA34 WriteFile
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File Path

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\Str636D.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\_is636E.tmp

Copyright Joe Security LLC 2021

Offset
unknown 4716

unknown 32766

Length Value

ff fe 5b 00 53 00 74 00
72 00 69 00 6e 00 67
00 54 00 61 00 62 00
6¢ 00 65 00 3a 00 44
00 61 00 74 00 61 00
3a 00 30 00 34 00 30
00 37 00 5d 00 0d 00
0a 00 49 00 44 00 53
00 5f 00 45 00 52 00
52 00 4f 00 52 00 5f
00 32 00 37 00 35 00
330030 00 3d 00 4e
00 65 00 74 00 41 00
50 00 49 00 20 00 68
00 61 00 74 00 20 00
65 00 69 00 6e 00 65
00 6e 00 20 00 75 00
6e 00 62 00 65 00 6b
00 61 00 6e 00 6e 00
74 00 65 00 6e 00 20
00 46 00 65 00 68 00
6¢ 00 65 00 72 00 20
00 7a 00 7500 72 00
fc 00 63 00 6b 00 67
00 65 00 67 00 65 00
62 00 65 00 6e 00 2e
00 20 00 53 00 79 00
7300 74 00 65 00 6d
00 66 00 65 00 68 00
6¢ 00 65 00 72 00 3a
00 20 00 5b 00 32 00
5d 00 0d 00 Oa 00 49
00 44 00 53 00 5f 00
49 00 4e 00 53 00 54
00 41 00 4c 00 4c 00
49 00 4e 00 47 00 5f
00 4d

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 d8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 72 ff c1 d4 36 9e af
87 36 9e af 87 36 9e
af 87 b5 82 al 87 22
9e af 87 00 b8 a5 87
Oe 9e af 87 36 9e ae
87 77 9e af 87 cc bd
b6 87 35 9e af 87 00
b8 a4 87 35 9e af 87
f1 98 a9 87 37 9e af
87 52 69 63 68 36 9¢
af 87 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 50 45 00
00 4c 01 05 00 70 f3
79 59 00 00 00 00 00
00 00 00 €0 00 Oe 21
Ob 01 06 00 00 40 00
00 00 80 15 00 00 00
00

Ascii

.[.S.trin.g.T.a.b.l.e.:.D.
a.ta..0.4.0.7]...I.D.S._.
E.R.R.O.R._.2.7.5.3.0.=.N.
e.tAP.l. .hat .ein.e.n.
.u.n.b.ek.a.n.nte.n.
.F.e.hler.
.z.ur..ckg.e.g.eb.en..
Sy.s.temfehler.:..
[2]....I.D.S._.LN.S.T.
ALLING._M

............ 1..L.IThis program
cannot be run in DOS

$.. 6...6
RN S
Brconcco 7...Riché6...

Completion

success or wait

success or wait

Count Address

1

87

Source
Symbol

1003BA34 WriteFile

1003BA34 WriteFile
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File Path

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4)\Str63FC.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\_is63FD.tmp

Copyright Joe Security LLC 2021

Offset
unknown 4136

unknown 32766

Length Value

ff fe 5b 00 53 00 74 00
72 00 69 00 6e 00 67
00 54 00 61 00 62 00
6¢ 00 65 00 3a 00 44
00 61 00 74 00 61 00
3a 00 30 00 34 00 30
00 38 00 5d 00 0d 00
0a 00 49 00 44 00 53
00 5f 00 45 00 52 00
52 00 4f 00 52 00 5f
00 32 00 37 00 35 00
3300 30 00 3d 00 86
03 b3 03 bd 03 c9 03
€3 03 c4 03 bf 03 20
00 ¢c3 03 c6 03 ac 03
bb 03 bc 03 b1 03 20
00 b1 03 c0 03 cc 03
20 00 c4 03 bf 03 20
00 4e 00 65 00 74 00
41 00 50 00 49 00 2e
00 20 00 a3 03 c6 03
ac 03 bb 03 bc 03 b1
0320 00 c3 03 ¢c5 03
c3 03 c4 03 ae 03 bc
03 b1 03 c4 03 bf 03
c2 03 3a 00 20 00 5b
00 32 00 5d 00 0d 00
0a 00 49 00 44 00 53
00 5f 00 49 00 4e 00
53 00 54 00 41 00 4c
00 4c 00 49 00 4e 00
47 00 5f 00 4d 00 53
00 49 00 31 00 32 00
3d 00 49 00 6e 00 73
00 74 00 61 00 6¢ 00
6¢ 00 69 00 6e 00 67
00 20

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 dO 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 5e 5 8d 28 1a 94
e37bla94e37bla
94e37b 9988 ed 7b
Oe 94 e3 7b 2c b2 €9
7b 4a 94 e3 7b 1a 94
€2 7b 50 94 e3 7b e0
b7 fa7b 19 94 e3 7b
2c b2 e87b 19 94 e3
7b dd 92 e5 7b 1b 94
e37b 52 69 63 68 1la
94 e3 7b 00 00 00 00
00 00 00 00 50 45 00
00 4c 01 06 00 5b f3
79 59 00 00 00 00 00
00 00 00 €0 00 Oe 21
Ob 01 06 00 00 a0 02
00 00 cO 19 00 00 00
00 00 80 11 00 00 00
10 00

Ascii

.[.S.trin.g.T.a.b.l.e.:.D.
a.ta..0.4.0.8]....I.D.S._.

ER

[.2.].
L.L.LN.G._M.S.1.1.2.=.l.n.
s.t.a.llin.g.

JROR_Z7H30 00

...... 1..L.IThis program

cannot be run in DOS

mode....$....... A odfoctlood oo

AL P.

Completion

success or wait

success or wait

Count Address

1

113

Source
Symbol

1003BA34 WriteFile

1003BA34 WriteFile
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File Path

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\Str646B.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\_is646C.tmp

Copyright Joe Security LLC 2021

Offset
unknown 4868

unknown 32766

Length Value

ff fe 5b 00 53 00 74 00
72 00 69 00 6e 00 67
00 54 00 61 00 62 00
6¢ 00 65 00 3a 00 44
00 61 00 74 00 61 00
3a 00 30 00 34 00 30
00 39 00 5d 00 0d 00
0Oa 00 49 00 44 00 53
00 5f 00 45 00 52 00
52 00 4f 00 52 00 5f
00 31 00 32 00 38 00
3d 00 54 00 68 00 65
00 20 00 57 00 69 00
6e 00 64 00 6f 00 77
00 73 00 20 00 49 00
6e 00 73 00 74 00 61
00 6¢ 00 6¢ 00 65 00
7200 20 00 73 00 65
00 72 00 76 00 69 00
63 00 65 00 20 00 63
00 61 00 6e 00 6e 00
6f 00 74 00 20 00 75
00 70 00 64 00 61 00
74 00 65 00 20 00 6f
00 6e 00 65 00 20 00
6f 00 72 00 20 00 6d
00 6f 00 72 00 65 00
2000 70 00 72 00 6f
00 74 00 65 00 63 00
7400 65 00 64 00 20
00 57 00 69 00 6e 00
64 00 6f 00 77 00 73
00 20 00 66 00 69 00
6¢ 00 65 00 73 00 2e
00 20 00 53 00 46 00
50 00 20 00 45 00 72
0072

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 d8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 72 ff c1 d4 36 9e af
87 36 9e af 87 36 9e
af 87 b5 82 al 87 22
9e af 87 00 b8 a5 87
Oe 9e af 87 36 9e ae
87 77 9e af 87 cc bd
b6 87 35 9e af 87 00
b8 a4 87 35 9e af 87
f1 98 a9 87 37 9e af
87 52 69 63 68 36 9¢
af 87 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 50 45 00
00 4c 01 05 00 7f f3
79 59 00 00 00 00 00
00 00 00 €0 00 Oe 21
Ob 01 06 00 00 40 00
00 00 60 15 00 00 00
00

Ascii

.[.S.trin.g.T.a.b.l.e.:.D.
a.ta..0.4.0.9]...I.D.S._.
E.R.R.O.R._.1.2.8.=T.he.

\W..n.d.o.w.s.

..nsitaller. s.erv.ic.e.

.c.a.n.n.o.t. .u.p.d.ate.
.0.n.e. .0.r. .m.o.r.e.
.p.ro.te.cte.d.
W.i.n.d.ow.s. files..
.S.F.P. Err

............ 1..L.IThis program

cannot be run in DOS

$.. 6...6
RN S0
. 7...Riché6...

Completion

success or wait

success or wait

Count Address

1

87

Source
Symbol

1003BA34 WriteFile

1003BA34 WriteFile
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File Path

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\Str64CB.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\_is64CC.tmp

Copyright Joe Security LLC 2021

Offset
unknown 4230

unknown 32766

Length Value

ff fe 5b 00 53 00 74 00
72 00 69 00 6e 00 67
00 54 00 61 00 62 00
6¢ 00 65 00 3a 00 44
00 61 00 74 00 61 00
3a 00 30 00 34 00 31
00 30 00 5d 00 0d 00
0Oa 00 49 00 44 00 53
00 5f 00 45 00 52 00
52 00 4f 00 52 00 5f
00 32 00 37 00 35 00
330030 00 3d 00 4e
00 65 00 74 00 41 00
50 00 49 00 20 00 68
00 61 00 20 00 72 00
65 00 73 00 74 00 69
00 74 00 75 00 69 00
74 00 6f 00 20 00 75
00 6e 00 20 00 65 00
7200 72 00 6f 00 72
00 65 00 20 00 73 00
63 00 6f 00 6e 00 6f
00 73 00 63 00 69 00
7500 74 00 6f 00 2e
00 20 00 45 00 72 00
72 00 6f 00 72 00 65
00 20 00 64 00 69 00
2000 73 00 69 00 73
00 74 00 65 00 6d 00
61 00 3a 00 20 00 5b
00 32 00 5d 00 0d 00
0a 00 49 00 44 00 53
00 5f 00 49 00 4e 00
53 00 54 00 41 00 4c
00 4c 00 49 00 4e 00
47 00 5f 00 4d 00 53
00 49

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 d8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 72 ff c1 d4 36 9e af
87 36 9e af 87 36 9e
af 87 b5 82 al 87 22
9e af 87 00 b8 a5 87
Oe 9e af 87 36 9e ae
87 77 9e af 87 cc bd
b6 87 35 9e af 87 00
b8 a4 87 35 9e af 87
f1 98 a9 87 37 9e af
87 52 69 63 68 36 9¢
af 87 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 50 45 00
00 4c 01 05 00 82 f3
79 59 00 00 00 00 00
00 00 00 €0 00 Oe 21
Ob 01 06 00 00 40 00
00 00 d0 14 00 00 00
00

Ascii

.[.S.trin.g.T.a.b.l.e.:.D.
a.ta..0.4.1.0]...I.D.S._.
E.R.R.O.R._.2.7.5.3.0.=.N.
e.tAP.l .ha. res.titu.i.
t.0..u.n. .err.or.e. .s.c.
o.n.0.s.c.i.u.t.o... .E.r.r.o.

re..d.i. .sistem.a...

[2]...D.S_IN.S.TAL.

L.IN.G._M.S.I

............ 1..L.IThis program

cannot be run in DOS

$.. 6...6
RN S0
. 7...Riché6...

Completion

success or wait

success or wait

Count Address

1

85

Source
Symbol

1003BA34 WriteFile

1003BA34 WriteFile
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File Path

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\Str652B.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\_is656A.tmp

Copyright Joe Security LLC 2021

Offset
unknown 3996

unknown 32766

Length Value

ff fe 5b 00 53 00 74 00
72 00 69 00 6e 00 67
00 54 00 61 00 62 00
6¢ 00 65 00 3a 00 44
00 61 00 74 00 61 00
3a 00 30 00 34 00 31
00 31 00 5d 00 0d 00
0a 00 49 00 44 00 53
00 5f 00 45 00 52 00
52 00 4f 00 52 00 5f
00 32 00 37 00 35 00
3300 30 00 3d 00 4e
00 65 00 74 00 41 00
50 00 49 00 20 00 4b
30 89 30 0d 4e Oe 66
6a 30 a8 30 e9 30 fc
30 4c 30 d4 8f 55 30
8c 30 7e 30 57 30 5f
30 02 30 20 00 b7 30
b9 30 c6 30 e0 30 20
00 a8 30 e9 30 fc 30
3a 00 20 00 5b 00 32
00 5d 00 0d 00 0a 00
49 00 44 00 53 00 5f
00 49 00 4e 00 53 00
54 00 41 00 4c 00 4c
00 49 00 4e 00 47 00
5f 00 4d 00 53 00 49
00 31 00 32 00 3d 00
49 00 6e 00 73 00 74
00 61 00 6¢ 00 6¢ 00
69 00 6e 00 67 00 20
00 4d 00 73 00 69 00
20 00 31 00 2e 00 32
00 20 00 45 00 6e 00
67 00 69 00 6e 00 65
00 2e

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 d8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 72 ff c1 d4 36 9e af
87 36 9e af 87 36 9e
af 87 b5 82 al 87 22
9e af 87 00 b8 a5 87
Oe 9e af 87 36 9e ae
87 77 9e af 87 cc bd
b6 87 35 9e af 87 00
b8 a4 87 35 9e af 87
f1 98 a9 87 37 9e af
87 52 69 63 68 36 9¢
af 87 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 50 45 00
00 4c 01 05 00 84 f3
79 59 00 00 00 00 00
00 00 00 €0 00 Oe 21
Ob 01 06 00 00 40 00
00 00 b0 14 00 00 00
00

Ascii

.[.S.trin.g.T.a.b.l.e.:.D.
ata..04.1.1]....I.D.S._.
E.R.R.O.R._.2.7.5.3.0.=.N.

etAP.l.
.K0.0.N.j0.0.0.0L0..U0
.0~0W0_0.0..0.0.0.0
.0.0.0:. .
[.2].....D.S_IN.S.T.A.

L.L.LN.G._M.S.I.1.2.=.l.n.
s.tallin.g. M.s.i. .1...2.

.E.n.g.i.n.e..

............ 1..L.IThis program

cannot be run in DOS

$.. 6...6
RN S0
. 7...Riché6...

Completion

success or wait

success or wait

Count Address

1

85

Source
Symbol

1003BA34 WriteFile

1003BA34 WriteFile
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File Path

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\Str65C9.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\_is65CA.tmp

Copyright Joe Security LLC 2021

Offset
unknown 3618

unknown 32766

Length Value

ff fe 5b 00 53 00 74 00 ..[.S.tr.i.n.g.T.a.b.l.e.;.D.
720069 00 6e 00 67 a.t.a..0.4.1.2]...1.D.S._.
00540061006200 E.R.R.O.R._.2.7.5.3.0.=.N.

6¢ 00 65 00 3a 00 44
00 61 00 74 00 61 00
3a 00 30 00 34 00 31
00 32 00 5d 00 0d 00
0a 00 49 00 44 00 53
00 5f 00 45 00 52 00
52 00 4f 00 52 00 5f

00 32 00 37 00 35 00
3300 30 00 3d 00 4e
00 65 00 74 00 41 00
50 00 49 00 5¢ b8 80
bd 30 d1 20 00 4c c5
20 00 18 c2 20 00 c6
¢5 94 b2 20 00 24 c6
58 b9 00 ac 20 00 18
bc 58 d6 18 b4 c8 c5
b5 c2 c8 b2 e4 b2 2e
00 20 00 dc c2 a4 c2
5c d1 20 00 24 c6 58
b9 3a 00 20 00 5b 00
32 00 5d 00 0d 00 Oa
00 49 00 44 00 53 00
5f 00 49 00 4e 00 53
00 54 00 41 00 4c 00
4c 00 49 00 4e 00 47
00 5f 00 4d 00 53 00
49 00 31 00 32 00 3d
00 49 00 6e 00 73 00
74 00 61 00 6¢ 00 6¢
00 69 00 6e 00 67 00
20 00 4d 00 73 00 69
00 20 00 31 00 2e 00
3200 20 00 45 00 6e
00 67

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 d8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 72 ff c1 d4 36 9e af
87 36 9e af 87 36 9e
af 87 b5 82 al 87 22
9e af 87 00 b8 a5 87
Oe 9e af 87 36 9e ae
87 77 9e af 87 cc bd
b6 87 35 9e af 87 00
b8 a4 87 35 9e af 87
f1 98 a9 87 37 9e af
87 52 69 63 68 36 9¢
af 87 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 50 45 00
00 4c 01 05 00 8a f3
79 59 00 00 00 00 00
00 00 00 €0 00 Oe 21
Ob 01 06 00 00 40 00
00 00 60 15 00 00 00
00

Ascii

e.tAP.L
2o, cocdreo

[2].....D.S._.L.
N.S.TAL.LIN.G._M.S.I
1.2.=l.n.s.tallin.g.
M.s.i. .1...2. .E.ng

............ 1..L.IThis program

cannot be run in DOS

$.. 6...6
RN S0
Brconcco 7...Riché6...

Completion

success or wait

success or wait

Count Address

1

87

Source
Symbol

1003BA34 WriteFile

1003BA34 WriteFile
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File Path

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4)\Str6667.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\_is6668.tmp

Copyright Joe Security LLC 2021

Offset
unknown 4174

unknown 32766

Length Value

ff fe 5b 00 53 00 74 00
72 00 69 00 6e 00 67
00 54 00 61 00 62 00
6¢ 00 65 00 3a 00 44
00 61 00 74 00 61 00
3a 00 30 00 34 00 31
00 33 00 5d 00 0d 00
0a 00 49 00 44 00 53
00 5f 00 45 00 52 00
52 00 4f 00 52 00 5f
00 32 00 37 00 35 00
3300 30 00 3d 00 4f
00 6e 00 62 00 65 00
6b 00 65 00 6e 00 64
00 65 00 20 00 66 00
6f 00 75 00 74 00 20
00 67 00 65 00 72 00
65 00 74 00 6f 00 75
00 72 00 6e 00 65 00
65 00 72 00 64 00 20
00 76 00 61 00 6e 00
20 00 4e 00 65 00 74
00 41 00 50 00 49 00
2e 00 20 00 53 00 79
00 73 00 74 00 65 00
65 00 6d 00 66 00 6f
00 75 00 74 00 3a 00
20 00 5b 00 32 00 5d
00 0d 00 Oa 00 49 00
44 00 53 00 5f 00 49
00 4e 00 53 00 54 00
41 00 4c 00 4c 00 49
00 4e 00 47 00 5f 00
4d 00 53 00 49 00 31
00 32 00 3d 00 49 00
6e 00 73 00 74 00 61
00 6¢

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 d8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 72 ff c1 d4 36 9e af
87 36 9e af 87 36 9e
af 87 b5 82 al 87 22
9e af 87 00 b8 a5 87
Oe 9e af 87 36 9e ae
87 77 9e af 87 cc bd
b6 87 35 9e af 87 00
b8 a4 87 35 9e af 87
f1 98 a9 87 37 9e af
87 52 69 63 68 36 9¢
af 87 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 50 45 00
00 4c 01 05 00 8d f3
79 59 00 00 00 00 00
00 00 00 €0 00 Oe 21
Ob 01 06 00 00 40 00
00 00 50 15 00 00 00
00

Ascii

.[.S.trin.g.T.a.b.l.e.:.D.
a.ta..0.4.1.3]...I.D.S._.
E.R.R.O.R._.2.7.5.3.0.=.0.
n.b.ek.e.nde. fo.u.t.
.g.ereto.urn.e.e.rd.

.v.a.n. .N.etAP.l..

S.y.s.teemfout.. .
[.2]....l.D.S._.

ILN.S.TALLLN.G._M.S.I
.1.2=lns.tal

............ 1..L.IThis program

cannot be run in DOS

$.. 6...6
RN S
Brconcco 7...Riché6...

Completion

success or wait

success or wait

Count Address

1

87

Source
Symbol

1003BA34 WriteFile

1003BA34 WriteFile
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File Path

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4)\Str66C7.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\ is66F7.tmp

Copyright Joe Security LLC 2021

Offset
unknown 4122

unknown 32766

Length Value

ff fe 5b 00 53 00 74 00
7200 69 00 6e 00 67
00 54 00 61 00 62 00
6¢ 00 65 00 3a 00 44
00 61 00 74 00 61 00
3a 00 30 00 34 00 31
00 34 00 5d 00 0d 00
0a 00 49 00 44 00 53
00 5f 00 45 00 52 00
52 00 4f 00 52 00 5f
00 32 00 37 00 35 00
330030 00 3d 00 4e
00 65 00 74 00 41 00
50 00 49 00 20 00 72
00 65 00 74 00 75 00
72 00 6e 00 65 00 72
00 74 00 65 00 20 00
75 00 6b 00 6a 00 65
00 6e 00 74 00 20 00
66 00 65 00 69 00 6¢
00 2e 00 20 00 53 00
7900 73 00 74 00 65
00 6d 00 66 00 65 00
69 00 6¢ 00 3a 00 20
00 5b 00 32 00 5d 00
0d 00 Oa 00 49 00 44
00 53 00 5f 00 49 00
4e 00 53 00 54 00 41
00 4c 00 4c 00 49 00
4e 00 47 00 5f 00 4d
00 53 00 49 00 31 00
32 00 3d 00 49 00 6e
00 73 00 74 00 61 00
6¢ 00 6¢ 00 69 00 6e
00 67 00 20 00 4d 00
73 00 69 00 20 00 31
00 2e

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 d8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 72 ff c1 d4 36 9e af
87 36 9e af 87 36 9e
af 87 b5 82 al 87 22
9e af 87 00 b8 a5 87
Oe 9e af 87 36 9e ae
87 77 9e af 87 cc bd
b6 87 35 9e af 87 00
b8 a4 87 35 9e af 87
f1 98 a9 87 37 9e af
87 52 69 63 68 36 9¢
af 87 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 50 45 00
00 4c 01 05 00 8f f3
79 59 00 00 00 00 00
00 00 00 €0 00 Oe 21
Ob 01 06 00 00 40 00
00 00 60 15 00 00 00
00

Ascii

.[.S.trin.g.T.a.b.l.e.:.D.
ata..04.14]...1.D.S._.
E.R.R.O.R._.2.7.5.3.0.=.N.
e.tAP.l returnerte.

.ukj.e.nt fe.il. .Sy.
s.tem.fe.il:. [.2]..

I1.D.S._.LN.S.T.A.L.L..LN.G.
_.M.S.l.1.2.=l.n.s.tallin.

g. .Ms.i. .1..

............ 1..L.IThis program

cannot be run in DOS

$.. 6...6
RN S
Brconcco 7...Riché6...

Completion

success or wait

success or wait

Count Address

1

87

Source
Symbol

1003BA34 WriteFile

1003BA34 WriteFile
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File Path

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4)\Str6765.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\ is6766.tmp

Copyright Joe Security LLC 2021

Offset
unknown 4276

unknown 32766

Length Value

ff fe 5b 00 53 00 74 00
72 00 69 00 6e 00 67
00 54 00 61 00 62 00
6¢ 00 65 00 3a 00 44
00 61 00 74 00 61 00
3a 00 30 00 34 00 31
00 35 00 5d 00 0d 00
0Oa 00 49 00 44 00 53
00 5f 00 45 00 52 00
52 00 4f 00 52 00 5f
00 32 00 37 00 35 00
3300 30 00 3d 00 49
00 6e 00 74 00 65 00
72 00 66 00 65 00 6a
00 73 00 20 00 4e 00
65 00 74 00 41 00 50
00 49 00 20 00 7a 00
7700 72 00 f3 00 63
00 69 00 42 01 20 00
6e 00 69 00 65 00 7a
00 6e 00 61 00 6e 00
79 00 20 00 62 00 42
01 05 01 64 00 2e 00
20 00 42 00 42 01 05
01 64 00 20 00 73 00
7900 73 00 74 00 65
00 6d 00 6f 00 77 00
79 00 3a 00 20 00 5b
00 32 00 5d 00 0d 00
0Oa 00 49 00 44 00 53
00 5f 00 49 00 4e 00
53 00 54 00 41 00 4c
00 4c 00 49 00 4e 00
47 00 5f 00 4d 00 53
00 49 00 31 00 32 00
3d 00 49 00 6e 00 73
00 74

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 d8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 72 ff c1 d4 36 9e af
87 36 9e af 87 36 9e
af 87 b5 82 al 87 22
9e af 87 00 b8 a5 87
Oe 9e af 87 36 9e ae
87 77 9e af 87 cc bd
b6 87 35 9e af 87 00
b8 a4 87 35 9e af 87
f1 98 a9 87 37 9e af
87 52 69 63 68 36 9¢
af 87 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 50 45 00
00 4c 01 05 00 cc f3
79 59 00 00 00 00 00
00 00 00 €0 00 Oe 21
Ob 01 06 00 00 40 00
00 00 60 15 00 00 00
00

Ascii

.[.S.trin.g.T.a.b.l.e.:.D.

a.ta..0.4.15]....I.D.S._.
E.R.R.O.R._.2.7.5.3.0.=.l.n
terfejs. .N.etAP.l .z
w.r...c.i.B. .n.i.e.z.n.a.ny.

.b.B...d... .B.B...d. .s.y.s.
te.m.ow.y... .[.2.].......D.

S._INSTALLIN.G. .
M.S.I.1.2.=.lns.t

............ 1..L.IThis program

cannot be run in DOS

$.. 6...6
RN S0
. 7...Riché6...

Completion

success or wait

success or wait

Count Address

1

87

Source
Symbol

1003BA34 WriteFile

1003BA34 WriteFile
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File Path

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4)\Str6823.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\ is6824.tmp

Copyright Joe Security LLC 2021

Offset
unknown 4094

unknown 32766

Length Value

ff fe 5b 00 53 00 74 00
72 00 69 00 6e 00 67
00 54 00 61 00 62 00
6¢ 00 65 00 3a 00 44
00 61 00 74 00 61 00
3a 00 30 00 34 00 31
00 36 00 5d 00 0d 00
0Oa 00 49 00 44 00 53
00 5f 00 45 00 52 00
52 00 4f 00 52 00 5f
00 32 00 37 00 35 00
330030 00 3d 00 4e
00 65 00 74 00 41 00
50 00 49 00 20 00 72
00 65 00 74 00 6f 00
72 00 6e 00 6f 00 75
00 20 00 75 00 6d 00
20 00 6500 72 00 72
00 6f 00 20 00 64 00
65 00 73 00 63 00 6f
00 6e 00 68 00 65 00
63 00 69 00 64 00 6f
00 2e 00 20 00 45 00
7200 72 00 6f 00 20
00 64 00 6f 00 20 00
730069 00 73 00 74
00 65 00 6d 00 61 00
3a 00 20 00 5b 00 32
00 5d 00 0d 00 0a 00
49 00 44 00 53 00 5f
00 49 00 4e 00 53 00
54 00 41 00 4c 00 4c
00 49 00 4e 00 47 00
5f 00 4d 00 53 00 49
00 31 00 32 00 3d 00
49 00 6e 00 73 00 74
00 61

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 d8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 72 ff c1 d4 36 9e af
87 36 9e af 87 36 9e
af 87 b5 82 al 87 22
9e af 87 00 b8 a5 87
Oe 9e af 87 36 9e ae
87 77 9e af 87 cc bd
b6 87 35 9e af 87 00
b8 a4 87 35 9e af 87
f1 98 a9 87 37 9e af
87 52 69 63 68 36 9¢
af 87 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 50 45 00
00 4¢ 01 05 00 bc f3
79 59 00 00 00 00 00
00 00 00 €0 00 Oe 21
Ob 01 06 00 00 40 00
00 00 70 15 00 00 00
00

Ascii

.[.S.trin.g.T.a.b.l.e.:.D.

a.ta..0.4.16]....I.D.S._.
E.R.R.O.R._.2.7.5.3.0.=.N.

e.tA.P.l. .re.to.r.n.o.u.
.u.m. .e.r.r.o.
.d.e.s.c.o.n.h.e.cid.o...
.E.rr.o. .d.o. s.i.
s.te.m.a.. .[2]...I.D.S.

_INSTALLIN.G. .M.

S.l.1.2=lnsta

............ 1..L.IThis program

cannot be run in DOS

$.. 6...6
RN S0
. 7...Riché6...

Completion

success or wait

success or wait

Count Address

1

87

Source
Symbol

1003BA34 WriteFile

1003BA34 WriteFile
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File Path

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\Str6892.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\_is6893.tmp

Copyright Joe Security LLC 2021

Offset
unknown 4326

unknown 32766

Length Value

ff fe 5b 00 53 00 74 00
72 00 69 00 6e 00 67
00 54 00 61 00 62 00
6¢ 00 65 00 3a 00 44
00 61 00 74 00 61 00
3a 00 30 00 34 00 31
00 38 00 5d 00 0d 00
0Oa 00 49 00 44 00 53
00 5f 00 45 00 52 00
52 00 4f 00 52 00 5f
00 32 00 37 00 35 00
3300 30 00 3d 00 45
00 72 00 6f 00 61 00
72 00 65 00 20 00 6e
00 65 00 63 00 75 00
6e 00 6f 00 73 00 63
00 75 00 74 00 03 01
2000 72 00 65 00 74
00 75 00 72 00 6e 00
61 00 74 00 03 01 20
00 64 00 65 00 20 00
4e 00 65 00 74 00 41
00 50 00 49 00 2e 00
20 00 45 00 72 00 6f
00 61 00 72 00 65 00
20 00 64 00 65 00 20
00 73 00 69 00 73 00
74 00 65 00 6d 00 3a
00 20 00 5b 00 32 00
5d 00 0d 00 Oa 00 49
00 44 00 53 00 5f 00
49 00 4e 00 53 00 54
00 41 00 4c 00 4c 00
49 00 4e 00 47 00 5f
00 4d 00 53 00 49 00
3100 32 00 3d 00 49
00 6e

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 d8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 72 ff c1 d4 36 9e af
87 36 9e af 87 36 9e
af 87 b5 82 al 87 22
9e af 87 00 b8 a5 87
Oe 9e af 87 36 9e ae
87 77 9e af 87 cc bd
b6 87 35 9e af 87 00
b8 a4 87 35 9e af 87
f1 98 a9 87 37 9e af
87 52 69 63 68 36 9¢
af 87 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 50 45 00
00 4c 01 05 00 94 f3
79 59 00 00 00 00 00
00 00 00 €0 00 Oe 21
Ob 01 06 00 00 40 00
00 00 50 15 00 00 00
00

Ascii

.[.S.trin.g.T.a.b.l.e.:.D.
a.ta..0.4.1.8]....D.S._.
E.R.R.O.R._.2.7.5.3.0.=.E.

ro.ar.e.
.n.e.c.u.n.o.s.c.u.t...

returnadt.. .de. .N.
etAP.L

.sistem.. [2]...
I1.D.S._.LN.S.T.A.L.L..LN.G.
_MS..1.2=ln

............ 1..L.IThis program

cannot be run in DOS

$.. 6...6
RN S0
. 7...Riché6...

.Ero.are..de.

Completion

success or wait

success or wait

Count Address

1

87

Source
Symbol

1003BA34 WriteFile

1003BA34 WriteFile
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File Path

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4)\Str6921.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\ is6922.tmp

Copyright Joe Security LLC 2021

Offset
unknown 4044

unknown 32766

Length Value

ff fe 5b 00 53 00 74 00
72 00 69 00 6e 00 67
00 54 00 61 00 62 00
6¢ 00 65 00 3a 00 44
00 61 00 74 00 61 00
3a 00 30 00 34 00 31
00 39 00 5d 00 0d 00
0a 00 49 00 44 00 53
00 5f 00 45 00 52 00
52 00 4f 00 52 00 5f
00 32 00 37 00 35 00
330030 00 3d 00 1d
04 35 04 38 04 37 04
3204 3504 4104 42
04 3d 04 30 04 4f 04
20 00 3e 04 48 04 38
04 31 04 3a 04 30 04
2c 00 20 00 32 04 4b
04 3404 30 04 3d 04
3d 04 30 04 4f 04 20
00 4e 00 65 00 74 00
41 00 50 00 49 00 2e
00 20 00 21 04 38 04
4104 42 04 35 04 3c
04 3d 04 30 04 4f 04
20 00 3e 04 48 04 38
04 31 04 3a 04 30 04
3a 00 20 00 5b 00 32
00 5d 00 0d 00 0a 00
49 00 44 00 53 00 5f
00 49 00 4e 00 53 00
54 00 41 00 4c 00 4c
00 49 00 4e 00 47 00
5f 00 4d 00 53 00 49
00 31 00 32 00 3d 00
49 00 6e 00 73 00 74
00 61

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 d8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 72 ff c1 d4 36 9e af
87 36 9e af 87 36 9e
af 87 b5 82 al 87 22
9e af 87 00 b8 a5 87
Oe 9e af 87 36 9e ae
87 77 9e af 87 cc bd
b6 87 35 9e af 87 00
b8 a4 87 35 9e af 87
f1 98 a9 87 37 9e af
87 52 69 63 68 36 9¢
af 87 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 50 45 00
00 4c 01 05 00 ae f3
79 59 00 00 00 00 00
00 00 00 €0 00 Oe 21
Ob 01 06 00 00 40 00
00 00 50 15 00 00 00
00

Ascii

.[.S.trin.g.T.a.b.l.e.:.D.
a.ta..0.4.1.9]...I.D.S._.
E.RR.O.R._.2.753.0.=.5

.8.7.2.5.A.B.=.0.0.
>.H.8.1.:.0.,.

.2.K.4.0.==.0.0. .N.e.t.A.
.8.A.B.5.<=.0.0. .>.

P.

H.8.1.:.0.:. .[.2].....I.D.S.
_.LN.ST.ALL.LN.G._M.
S.l.1.2=lnsta

............ 1..L.IThis program

cannot be run in DOS

$.. 6...6
RN S0
Brconcco 7...Riché6...

Completion

success or wait

success or wait

Count Address

1

87

Source
Symbol

1003BA34 WriteFile

1003BA34 WriteFile
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File Path

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\Str69BF.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\_is69C0.tmp

Copyright Joe Security LLC 2021

Offset
unknown 4106

unknown 32766

Length Value

ff fe 5b 00 53 00 74 00
72 00 69 00 6e 00 67
00 54 00 61 00 62 00
6¢ 00 65 00 3a 00 44
00 61 00 74 00 61 00
3a 00 30 00 34 00 32
00 31 00 5d 00 0d 00
0a 00 49 00 44 00 53
00 5f 00 45 00 52 00
52 00 4f 00 52 00 5f
00 32 00 37 00 35 00
3300 30 00 3d 00 4b
00 65 00 73 00 61 00
6¢ 00 61 00 68 00 61
00 6e 00 20 00 74 00
61 00 6b 00 20 00 64
00 69 00 6b 00 65 00
6e 00 61 00 6¢ 00 20
00 64 00 69 00 6b 00
65 00 6d 00 62 00 61
00 6¢ 00 69 00 6b 00
61 00 6e 00 20 00 64
00 61 00 72 00 69 00
20 00 4e 00 65 00 74
00 41 00 50 00 49 00
2e 00 20 00 4b 00 65
00 73 00 61 00 6¢ 00
61 00 68 00 61 00 6e
00 20 00 73 00 69 00
7300 74 00 65 00 6d
00 3a 00 20 00 5b 00
32 00 5d 00 0d 00 Oa
00 49 00 44 00 53 00
5f 00 49 00 4e 00 53
00 54 00 41 00 4c 00
4c 00 49 00 4e 00 47
00 5f

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 d8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 72 ff c1 d4 36 9e af
87 36 9e af 87 36 9e
af 87 b5 82 al 87 22
9e af 87 00 b8 a5 87
Oe 9e af 87 36 9e ae
87 77 9e af 87 cc bd
b6 87 35 9e af 87 00
b8 a4 87 35 9e af 87
f1 98 a9 87 37 9e af
87 52 69 63 68 36 9¢
af 87 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 50 45 00
00 4c 01 05 00 b1 f3
79 59 00 00 00 00 00
00 00 00 €0 00 Oe 21
Ob 01 06 00 00 40 00
00 00 50 15 00 00 00
00

Ascii

.[.S.trin.g.T.a.b.l.e.:.D.
a.ta..0.4.2.1]...I.D.S._.
E.R.R.O.R._.2.7.5.3.0.=.K.
e.s.alah.an. tak.
.dike.na.l
.d.i.kk.e.m.b.alik.a.n.
.dari .NetAP....
K.e.s.alah.an. s.is.te.
m... .[.2]....I.D.S._..LN.S.
T.ALLIN.G._

............ 1..L.IThis program
cannot be run in DOS

$.. 6...6
RN S
Brconcco 7...Riché6...

Completion

success or wait

success or wait

Count Address

1

87

Source
Symbol

1003BA34 WriteFile

1003BA34 WriteFile
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File Path

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4)\Str6A1F.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\_is6A20.tmp

Copyright Joe Security LLC 2021

Offset
unknown 4066

unknown 32766

Length Value

ff fe 5b 00 53 00 74 00
72 00 69 00 6e 00 67
00 54 00 61 00 62 00
6¢ 00 65 00 3a 00 44
00 61 00 74 00 61 00
3a 00 30 00 34 00 32
00 34 00 5d 00 0d 00
0a 00 49 00 44 00 53
00 5f 00 45 00 52 00
52 00 4f 00 52 00 5f
00 32 00 37 00 35 00
330030 00 3d 00 4e
00 65 00 74 00 41 00
50 00 49 00 20 00 6a
00 65 00 20 00 76 00
72 00 6e 00 69 00 6¢
00 20 00 6e 00 65 00
7a 00 6e 00 61 00 6e
00 6f 00 20 00 6e 00
61 00 70 00 61 00 6b
00 6f 00 2e 00 20 00
53 00 69 00 73 00 74
00 65 00 6d 00 73 00
6b 00 61 00 20 00 6e
00 61 00 70 00 61 00
6b 00 61 00 3a 00 20
00 5b 00 32 00 5d 00
0d 00 0a 00 49 00 44
00 53 00 5f 00 49 00
4e 00 53 00 54 00 41
00 4c 00 4c 00 49 00
4e 00 47 00 5f 00 4d
00 53 00 49 00 31 00
32 00 3d 00 49 00 6e
00 73 00 74 00 61 00
6¢ 00 6¢ 00 69 00 6e
00 67

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 d8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 72 ff c1 d4 36 9e af
87 36 9e af 87 36 9e
af 87 b5 82 al 87 22
9e af 87 00 b8 a5 87
Oe 9e af 87 36 9e ae
87 77 9e af 87 cc bd
b6 87 35 9e af 87 00
b8 a4 87 35 9e af 87
f1 98 a9 87 37 9e af
87 52 69 63 68 36 9¢
af 87 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 50 45 00
00 4c 01 05 00 do f3
79 59 00 00 00 00 00
00 00 00 €0 00 Oe 21
Ob 01 06 00 00 40 00
00 00 80 14 00 00 00
00

Ascii

.[.S.trin.g.T.a.b.l.e.:.D.
a.ta..04.24]....1.D.S._.
E.R.R.O.R._.2.7.5.3.0.=.N.
e.tA.P.l je..vrn.il .ne.
z.n.a.n.o. .n.a.p.a.k.o... .S.
i.s.te.m.s.kka..nap.aka.
.D.S._.LN.S.T.

. .[.2]

ALLING._MS.I12-=.l.
n.s.tallin.g

............ 1..L.IThis program

cannot be run in DOS

$.. 6...6
RN S
Brconcco 7...Riché6...

Completion

success or wait

success or wait

Count Address

1

83

Source
Symbol

1003BA34 WriteFile

1003BA34 WriteFile
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File Path

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4)\Str6A8E.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\_is6ABE.tmp

Copyright Joe Security LLC 2021

Offset
unknown 3428

unknown 32766

Length Value

ff fe 5b 00 53 00 74 00 ..[.S.tr.i.n.g.T.a.b.l.e.;.D.
a.ta..0.8.0.4]...I.D.S._.
E.R.R.O.R._.2.7.5.3.0.=.N.

72 00 69 00 6e 00 67
00 54 00 61 00 62 00
6¢ 00 65 00 3a 00 44
00 61 00 74 00 61 00
3a 00 30 00 38 00 30
00 34 00 5d 00 0d 00
0a 00 49 00 44 00 53
00 5f 00 45 00 52 00
52 00 4f 00 52 00 5f
00 32 00 37 00 35 00
3300 30 00 3d 00 4e
00 65 00 74 00 41 00
50 00 49 00 20 00 d4
8f de 56 00 4e 2a 4e
19 95 ef 8b Oc ff 9f 53
€0 56 0d 4e e6 8b 02
30 20 00 fb 7c df 7e 19
95 ef 8b 55 fe 20 00
5b 00 32 00 5d 00 0d
00 0a 00 49 00 44 00
53 00 5f 00 49 00 4e
00 53 00 54 00 41 00
4c 00 4c 00 49 00 4e
00 47 00 5f 00 4d 00
53 00 49 00 31 00 32
00 3d 00 49 00 6e 00
7300 74 00 61 00 6¢
00 6¢ 00 69 00 6e 00
67 00 20 00 4d 00 73
00 69 00 20 00 31 00
2e 00 32 00 20 00 45
00 6e 00 67 00 69 00
6e 00 65 00 2e 00 2e
00 2e 00 0d 00 0a 00
49 00 44 00 53 00 5f

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 d8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 72 ff c1 d4 36 9e af
87 36 9e af 87 36 9e
af 87 b5 82 al 87 22
9e af 87 00 b8 a5 87
Oe 9e af 87 36 9e ae
87 77 9e af 87 cc bd
b6 87 35 9e af 87 00
b8 a4 87 35 9e af 87
f1 98 a9 87 37 9e af
87 52 69 63 68 36 9¢
af 87 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 50 45 00
00 4c 01 05 00 d1 f3
79 59 00 00 00 00 00
00 00 00 €0 00 Oe 21
Ob 01 06 00 00 40 00
00 00 70 15 00 00 00
00

Ascii

etAP.l.
.V.N*N.......S.V.N...0
]=..U. [.2]....1.D.

S._IN.ST.ALLING._ .
M.S.l.1.2.=.l.n.s.t.a.lli.n.g.
M.s.i. .1...2. .E.n.g.i.n.e...

DS

cannot be run in DOS
mode....

..L.IThis program

Completion

success or wait

success or wait

Count Address

1

87

Source
Symbol

1003BA34 WriteFile

1003BA34 WriteFile
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File Path

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4}\Str6B1D.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-
8AD9-F7AEF29201FF}\{8DA8BAB7C-68BD-40BE-B843-
21CE4CD3DBA4)\MMOG6BL1E.tmp

File Read

File Path

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\setup.exe
C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\setup.exe
C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5)\setup.ini
C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5\setup.ini
C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\setup.exe
Copyright Joe Security LLC 2021

Offset
unknown 4062

unknown 32766

Length Value

ff fe 5b 00 53 00 74 00
72 00 69 00 6e 00 67
00 54 00 61 00 62 00
6¢ 00 65 00 3a 00 44
00 61 00 74 00 61 00
3a 00 30 0038 00 31
00 36 00 5d 00 0d 00
0Oa 00 49 00 44 00 53
00 5f 00 45 00 52 00
52 00 4f 00 52 00 5f
00 32 00 37 00 35 00
3300 30 00 3d 00 45
00 72 00 72 00 6f 00
20 00 64 00 65 00 73
00 63 00 6f 00 6e 00
68 00 65 00 63 00 69
00 64 00 6f 00 20 00
69 00 6e 00 66 00 6f
00 72 00 6d 00 61 00
64 00 6f 00 20 00 70
00 6f 00 72 00 20 00
4e 00 65 00 74 00 41
00 50 00 49 00 2e 00
200045007200 72
00 6f 00 20 00 64 00
65 00 20 00 73 00 69
00 73 00 74 00 65 00
6d 00 61 00 3a 00 20
00 5b 00 32 00 5d 00
0d 00 0a 00 49 00 44
00 53 00 5f 00 49 00
4e 00 53 00 54 00 41
00 4c 00 4c¢ 00 49 00
4e 00 47 00 5f 00 4d
00 53 00 49 00 31 00
32 00 3d 00 49 00 6e
0073

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 e8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 6 4f fc 9a b2 2e 92
c9 b2 2e 92 c9 b2 2e
92 ¢9 31 32 9c c9 a6
2e 92 c9 84 08 98 c9
8b 2e 92 c9 48 0d 8b
c9 b5 2e 92 c9 b2 2e
93 ¢c9 f4 2e 92 c9 84
08 99 c9 b0 2e 92 c9
75 28 94 c9 b3 2e 92
c9 4d Oe 96 c9 b3 2e
92 ¢952 69 63 68 b2
2e 92 ¢9 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 50
45 00 00 4c 01 05 00
4a 5 79 59 00 00 00
00 00 00 00 00 €0 00
Oe

Ascii

.[.S.trin.g.T.a.b.l.e.:.D.

a.ta..0.8.1.6]...I.D.S._.
E.R.R.O.R._.2.7.5.3.0.=.E.

r.r.o.
.d.e.s.c.o.n.heccid.o. .

i.n.f.o.rm.a.d.o. .p.o.r. .N.

e.tAP.L.. .Erro. .de..
sistem.a.:. [.2]...L

D.S._INSTALLING._

.M.S.1.1.2=lns

............ 1..L.IThis program

cannot be run in DOS

Offset Length
unknown 2
unknown &
unknown 2
unknown 2424
unknown 2

Completion

success or wait

success or wait

Completion

success or wait
success or wait
success or wait
success or wait

success or wait

Count Address

1

8

Count Address

1

Source
Symbol

1003BA34 WriteFile

1003BA34 WriteFile

Source

Symbol
4155E1 ReadFile
4155E1 ReadFile
4155E1 ReadFile
42ABB2  ReadFile
4155E1 ReadFile
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Source

File Path Offset Length Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-89 unknown 2 success or wait 1 4155E1 ReadFile
4B5CE410C5}\Disk1\0x0409.ini

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-89 unknown 32768 success or wait 1 4155E1 ReadFile
4B5CE410C5}\Disk1\0x0409.ini

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-89 unknown 32768 end of file 1 4155E1 ReadFile
4B5CE410C5}\Disk1\0x0409.ini

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-89 unknown 2 success or wait 1 4155E1 ReadFile
4B5CE410C5}\Disk1\ISSetup.dll

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-89 unknown g success or wait 1 4155E1 ReadFile
4B5CE410C5}\Disk1\ISSetup.dll

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-89 unknown 32768 end of file 1 4155E1 ReadFile
4B5CE410C5}\Disk1\ISSetup.dll

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\0x0409.ini unknown 2 success or wait 1 4155E1 ReadFile
C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\0x0409.ini unknown 22490 success or wait 1 42ABB2 ReadFile
C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\0x0409.ini unknown 2 success or wait 1 4155E1 ReadFile
C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\0x0409.ini unknown 2 success or wait 1 4155E1 ReadFile
C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5})\ISSetup.dll unknown 46 success or wait 1 100B8373 ReadFile
C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\ISSetup.dll unknown 46 end of file 1 100B83E7 ReadFile
C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\ISSetup.dll unknown 46 success or wait 1 100B8373 ReadFile
C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\ISSetup.dll unknown 46 end of file 1 100B83E7 ReadFile
C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\0x0409.ini unknown 2 success or wait 1 4155E1 ReadFile
C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5)\setup.ini unknown 2 success or wait 1 4155E1 ReadFile
C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\0x0409.ini unknown 2 success or wait 1 4155E1 ReadFile
C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\0x0409.ini unknown 2 success or wait 1 4155E1 ReadFile
C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\0x0409.ini unknown 2 success or wait 1 4155E1 ReadFile
C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\0x0409.ini unknown 2 success or wait 1 4155E1 ReadFile
C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\0x0409.ini unknown 2 success or wait 1 4155E1 ReadFile
C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\0x0409.ini unknown 2 success or wait 1 4155E1 ReadFile
C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\0x0409.ini unknown 2 success or wait 1 4155E1 ReadFile
C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\0x0409.ini unknown 2 success or wait 1 4155E1 ReadFile
C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\0x0409.ini unknown 2 success or wait 1 4155E1 ReadFile
C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\0x0409.ini unknown 2 success or wait 1 4155E1 ReadFile
C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-89 unknown 2 success or wait 1 1003B9AA ReadFile
4B5CE410C5}\Disk1\datal.hdr

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-89 unknown g success or wait 1 1003B9AA ReadFile
4B5CE410C5}\Disk1\datal.hdr

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-89 unknown 2 success or wait 1 1003B9AA ReadFile
4B5CE410C5}\Disk1\layout.bin

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-89 unknown 3 success or wait 1 1003B9AA ReadFile
4B5CE410C5}\Disk1\layout.bin

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-89 unknown 2 success or wait 1 1003B9AA ReadFile
4B5CE410C5}\Disk1\layout.bin

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-89 unknown 2 success or wait 1 1003B9AA ReadFile
4B5CE410C5}\Disk1\datal.hdr

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-89 unknown 2 success or wait 1 1003B9AA ReadFile
4B5CE410C5}\Disk1\datal.cab

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-89 unknown 3 success or wait 1 1003B9AA ReadFile
4B5CE410C5}\Disk1\datal.cab

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\Disk1\setup.inx unknown 2 success or wait 1 1003B9AA ReadFile
C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\Disk1\setup.inx unknown 3 success or wait 1 1003B9AA ReadFile
C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-894B5CE410C5}\Disk1\setup.inx unknown 32768 success or wait 8 1003B9AA ReadFile
C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-89 unknown 2 success or wait 1 1003B9AA ReadFile
4B5CE410C5}\Disk1\datal.cab

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-89 unknown 2 success or wait 10 1003B9AA ReadFile
4B5CE410C5}\Disk1\datal.cab

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-89 unknown 2 success or wait 1 1003B9AA ReadFile
4B5CE410C5}\Disk1\datal.cab

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DA8AB7C- unknown 2 success or wait 1 1003B9AA ReadFile
68BD-40BE-B843-21CE4CD3DBA4}\Def5460.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DA8AB7C- unknown g success or wait 1 1003B9AA ReadFile
68BD-40BE-B843-21CE4CD3DBA4}\Def5460.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DA8AB7C- unknown 1168 success or wait 1 1003B9AA ReadFile
68BD-40BE-B843-21CE4CD3DBA4}\Def5460.tmp

C:\Users\user\AppData\Local\Temp\{13FF6051-2C7F-44D5-BA42-89 unknown 2 success or wait 69 1003B9AA ReadFile
4B5CE410C5}\Disk1\datal.cab

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DA8AB7C- unknown 2 access denied 1 1003B9AA ReadFile
68BD-40BE-B843-21CE4CD3DBA4}\Def5460.tmp

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DA8AB7C- unknown 3 access denied 1 1003B9AA ReadFile

68BD-40BE-B843-21CE4CD3DBA4}\Def5460.tmp
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Source

File Path Offset Length Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DA8AB7C- unknown 2 success or wait 1 1003B9AA ReadFile
68BD-40BE-B843-21CE4ACD3DBA4}\Setup.inx

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DA8AB7C- unknown 3 success or wait 1 1003B9AA ReadFile
68BD-40BE-B843-21CE4ACD3DBA4}\Setup.inx

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DA8AB7C- unknown 512 success or wait 846 10042C7E ReadFile
68BD-40BE-B843-21CEACD3DBA4\Isrt.dll

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DA8AB7C- unknown 512 success or wait 3639 10042C7E ReadFile
68BD-40BE-B843-21CEACD3DBA4}\_isres_0x0409.dll

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DA8AB7C- unknown 2 success or wait 1 1003B9AA ReadFile
68BD-40BE-B843-21CEACD3DBA4}\StringTable_0x0409.ips

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{8DA8AB7C- unknown 4868 success or wait 1 10056ADC ReadFile
68BD-40BE-B843-21CE4ACD3DBA4}\StringTable_0x0409.ips

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{62E0592E-  unknown 2 success or wait 1 1003B9AA ReadFile
B1C0-499B-83F6-829789BDBD51}\setup.inx

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{62E0592E-  unknown 3 success or wait 1 1003B9AA ReadFile
B1C0-499B-83F6-829789BDBD51}\setup.inx

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{62E0592E-  unknown 512 success or wait 846 10042C7E ReadFile
B1C0-499B-83F6-829789BDBD51 \\isrt.dll

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{62E0592E-  unknown 512 success or wait 3639 10042C7E ReadFile
B1C0-499B-83F6-829789BDBD51}\ isres_0x0409.dll

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{62E0592E-  unknown 2 success or wait 1 1003B9AA ReadFile
B1C0-499B-83F6-829789BDBD51}\StringTable_0x0409.ips

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{62E0592E-  unknown 3854 success or wait 1 10056ADC ReadFile
B1C0-499B-83F6-829789BDBD51}\StringTable_0x0409.ips

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\corecomp.ini  unknown 65503 success or wait 1 1007298C ReadFile
C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{62E0592E-  unknown 2 success or wait 1 1003B9AA ReadFile
B1C0-499B-83F6-829789BDBD51 }\setup.inx

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{62E0592E-  unknown 512 success or wait 846 10042C7E ReadFile
B1C0-499B-83F6-829789BDBD51 \isrt.dll

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF}\{62E0592E-  unknown 512 success or wait 3639 10042C7E ReadFile
B1C0-499B-83F6-829789BDBD51}\ isres_0x0409.dll

Analysis Process: ISBEW64.exe PID: 6544 Parent PID: 6356

General

Start time: 18:08:38

Start date: 29/03/2021

Path: C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

F7AEF29201FFNISBEW64.exe
false

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF
NISBEW64.exe {EFB7539B-24F3-46B6-AF6E-3B021B51EFEF}:{B8FD074B-9EF5-416D-
A3EE-6D8FB115C83F}

0x7ff7f3980000

182008 bytes
8A1E5A6B1C4E0C7D706EB2B36FA6C8EA
true

true

C, C++ or other language

Reputation: moderate
Analysis Process: ISBEW64.exe PID: 6584 Parent PID: 6356
General
Start time: 18:08:39
Start date: 29/03/2021
Path: C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-

Wow64 process (32bit):

Commandline:

Imagebase:
Copyright Joe Security LLC 2021

F7AEF29201FFNISBEW64.exe
false

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF
NISBEW64.exe {EFB7539B-24F3-46B6-AF6E-3B021B51EFEF}:{3BED6DCE-3BD7-42E3-
BF6F-81E3F37201FD}
0x7ff7f3980000
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File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

182008 bytes
8A1E5A6B1C4E0C7D706EB2B36FA6C8EA
true

true

C, C++ or other language

Reputation: moderate
File Activities
Source
File Path Offset Length Completion Count Address Symbol
Analysis Process: ISBEW64.exe PID: 6624 Parent PID: 6356
General
Start time: 18:08:39
Start date: 29/03/2021
Path: C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

F7AEF29201FFN\ISBEW64.exe

false

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF
NISBEW64.exe {EFB7539B-24F3-46B6-AF6E-3B021B51EFEF}:{30C7FFBC-292B-4310-

AFE7-0365F4C35832}

0x7ff7f3980000

182008 bytes
8A1E5A6B1C4E0C7D706EB2B36FA6C8EA
true

true

C, C++ or other language

Reputation: moderate
File Activities
Source
File Path Offset Length Completion Count Address Symbol
Analysis Process: ISBEW64.exe PID: 6656 Parent PID: 6356
General
Start time: 18:08:39
Start date: 29/03/2021
Path: C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Path

Copyright Joe Security LLC 2021

F7AEF29201FFN\ISBEW64.exe

false

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF
NISBEW64.exe {EFB7539B-24F3-46B6-AF6E-3B021B51EFEF}:{C15C7E7D-7890-420A-

86BA-7E9024358B47}

0x7ff7f3980000

182008 bytes
8A1E5A6B1C4E0C7D706EB2B36FA6C8EA
true

true

C, C++ or other language

moderate

Offset Length Completion

Source
Count Address Symbol
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Analysis Process: ISBEW64.exe PID: 6696 Parent PID: 6356

General

Start time:
Start date:
Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

18:08:40
29/03/2021

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-
F7AEF29201FFNISBEW64.exe

false

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF
NISBEW64.exe {EFB7539B-24F3-46B6-AF6E-3B021B51EFEF}:{633224 1F-264C-4388-88EB-
7A98CF4DBA83}

0x7ff7f3980000

182008 bytes
8A1E5A6B1C4E0C7D706EB2B36FA6C8EA
true

true

C, C++ or other language

Reputation: moderate
File Activities
Source
File Path Offset Length Completion Count Address Symbol
Analysis Process: ISBEW64.exe PID: 6744 Parent PID: 6356
General
Start time: 18:08:41
Start date: 29/03/2021
Path: C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

F7AEF29201FFNISBEW64.exe
false

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF
NISBEW64.exe {EFB7539B-24F3-46B6-AF6E-3B021B51EFEF}:{D1BE9E7C-E67D-4CF9-
BA65-428ACDO016A71}

0x7ff7f3980000

182008 bytes
8A1E5A6B1C4E0C7D706EB2B36FA6C8EA
true

true

C, C++ or other language

Reputation: moderate
Analysis Process: ISBEW64.exe PID: 6784 Parent PID: 6356
General
Start time: 18:08:42
Start date: 29/03/2021
Path: C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-

Wow64 process (32bit):

Commandline:

Imagebase:
File size:
MD5 hash:

Has elevated privileges:

Copyright Joe Security LLC 2021

F7AEF29201FFNISBEW64.exe
false

C:\Users\user\AppData\Local\Temp\{5A5FC2C6-9262-4BBA-8AD9-F7AEF29201FF
NISBEW64.exe {EFB7539B-24F3-46B6-AF6E-3B021B51EFEF}:{176 CEB1A-A045-48A9-
ADF5-06CDBAGO6E31}

0x7ff7f3980000
182008 bytes
8A1E5A6B1C4E0C7D706EB2B36FA6C8EA

true
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Has administrator privileges: true

Programmed in: C, C++ or other language
Reputation: moderate
Disassembly

Code Analysis
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