JOESandbox Cloud ™=

ID: 380813

Sample Name: GZe6EcSTpO
Cookbook: default.jbs

Time: 13:45:10

Date: 02/04/2021

Version: 31.0.0 Emerald



Table of Contents

Table of Contents
Analysis Report GZe6EcSTpO

Overview
General Information
Detection
Signatures
Classification

Startup
Malware Configuration

Yara Overview
Dropped Files
Memory Dumps

Sigma Overview

Signature Overview
AV Detection:
Exploits:
Privilege Escalation:
Bitcoin Miner:
Networking:
E-Banking Fraud:
Spam, unwanted Advertisements and Ransom Demands:
System Summary:
Hooking and other Techniques for Hiding and Protection:
Malware Analysis System Evasion:
HIPS / PFW / Operating System Protection Evasion:
Stealing of Sensitive Information:
Remote Access Functionality:

Mitre Att&ck Matrix
Behavior Graph

©OW O ONNNN~N~N~N~NOODOIOD OO~ BMDMINNNDMNDDN

Screenshots
Thumbnails
Antivirus, Machine Learning and Genetic Malware Detection 10
Initial Sample 10
Dropped Files 10
Unpacked PE Files 10
Domains 10
URLs 10
Domains and IPs 11
Contacted Domains 11
URLSs from Memory and Binaries 11
Contacted IPs 15
General Information 15
Simulations 16
Behavior and APIs 16
Joe Sandbox View / Context 16
IPs 16
Domains 16
ASN 16
JA3 Fingerprints 16
Dropped Files 16
Created / dropped Files 17
Static File Info 48
General 48
File Icon 48
Static PE Info 48
General 48

Copyright Joe Security LLC 2021 Page 2 of 355



Entrypoint Preview 48

Rich Headers 49
Data Directories 49
Sections 50
Resources 50
Imports 50
Possible Origin 51
Network Behavior 51
Code Manipulations 51
Statistics 51
Behavior 51
System Behavior 51
Analysis Process: GZe6EcSTpO.exe PID: 5884 Parent PID: 5716 51
General 51

File Activities 52

File Created 52

File Deleted 72

File Written 72

File Read 307
Analysis Process: vhwareupdate.exe PID: 2540 Parent PID: 5884 308
General 308

File Activities 330

File Deleted 330

File Read 330
Analysis Process: vnwareupdate.exe PID: 4456 Parent PID: 2540 330
General 330

File Activities 330

File Read 330
Analysis Process: vnwareupdate.exe PID: 6352 Parent PID: 2540 331
General 331

File Activities 331

File Read 331
Analysis Process: vnwareupdate.exe PID: 6404 Parent PID: 2540 331
General 331

File Activities 331

File Read 331
Analysis Process: vnwareupdate.exe PID: 6432 Parent PID: 2540 332
General 332

File Activities 343

File Read 344
Analysis Process: vnwareupdate.exe PID: 7044 Parent PID: 2540 344
General 344
Analysis Process: vnwareupdate.exe PID: 5432 Parent PID: 2540 355
General 355
Disassembly 355
Code Analysis 355

Copyright Joe Security LLC 2021 Page 3 of 355



Analysis Report GZe6EcSTpO

Classification

Overview

General Information Detection Signatures

Sample GZe6EcSTpO (renamed - ]

Name: file extension from none to MALICIOUS Antivirus / Scanner detection for sub...
exe)

Analysis ID: 380813

MD5: 87e0355c098d2d..
SHAL: 5f300f4dd15ccch. .
SHA256: 570c3c298¢2d30..
Tags:

Infos: MEB Q&Y

Most interesting Screenshot:

Mimikatz HawkEye

Startup

= System is w10x64

CobaltStrike Codoso

GhostRat #fini RAT

Detected Hacktool Mimikatz
Detected HawkEye Rat

Detected Nanocore Rat

Multi AV Scanner detection for subm...

Yara detected AntiVM3

Yara detected CobaltStrike
Nanocore xRAT

3 ) Yara detected Codoso Ghost
Ghost Coinhive
Crypto Miner

Yara detected Coinhive miner

Yara detected Crypto Miner

Mirai Nukesped
PupyRAT Quasar
RevengeRAT
ComRAT UACMe
WebMonitor RAT
Xmrig Xtreme RAT

Yara detected GhostRat
Yara detected Mimikatz
Yara detected Mini RAT
Yara detected Mirai

Yara detected Nukesped

Malicious sample detected (through ...

@
Q
@
X
X
5

. GZe6EcSTpO.exe (PID: 5884 cmdline: ‘C:\Users\user\Desktop\GZe6EcSTpO.exe' MD5: 87E0355C098D2DFD890AE4CI9DA26BBDD)

e B vnwareupdate.exe (PID: 2540 cmdline: 'C:\Users\user\Desktop\vnwareupdate.exe' -r tNdLZso+RbiqYzcNMmDUvIn8W3VMjDSxgB461SVThrzMmtabvNhkHuZIvNduUGjO7U
zgsUnmuPqg7GKNjbUUEmMbjXWxezy7xJ04G+icWNgQLiwxU/H/LMW24G/901+8K40WZz+411UOx9sXEVEgpox/NT3jtplcMUSmMDDWI3Abi8XrFiOXG8AgMkOFBVNgdvOod+Dh
a+cRprvunFNJBh/+mVDp1EkdsXXU0eMQcUpns8p6kdiZ4rFZD4y50VgqOEZ9Po4Z4HgwiHmPwR8ajszuHS68AdaUjOpHOIEHV2mNV71t2soPIKLUEGVIIgTHadsqd5m4qT
WIESyUZYw6YMMgmlI72If1E232p9MVIdyhetY BzNx+sWPE+DplLBISmddPucuORCpalLa5yzRa7ZbJ98jQfiCVZUbyNMn5Vxk3001GoBOyrsNOVmMKcdDsRZxXUCHQhupfOBX
rgN7wh46haut8zZzv6puQEmuGL/8u2wQFQEd9IpNBJIORIV3QP/bjyE945wMY Cc6Xz4QLAO3mLIDWTqcCYAP/KGG8Yhr3pv/YbSaeWOWUI4zwTjoJArSp8wQLAF7EbSXLV6]
d8VVowmbmosktt/RQUrLVThJEXvG5SvIP/mUR4/fnp2sNhMJrQOVYv8PabCT5DFgxapViyOG02/QYIlhU= MD5: FABAFFACE280644885152DE7CD3234EE)

e B vnwareupdate.exe (PID: 4456 cmdline:
e B vnwareupdate.exe (PID: 6352 cmdline:

e B vnwareupdate.exe (PID: 6404 cmdline:
e B vnwareupdate.exe (PID: 6432 cmdline:
e B vnwareupdate.exe (PID: 7044 cmdline:
e B vnwareupdate.exe (PID: 5432 cmdline:

= cleanup

Malware Configuration

No configs have been found

Yara Overview

Dropped Files

Source

Copyright Joe Security LLC 2021

‘C:\Users\user\Desktop\vhwareupdate.exe' '--multiprocessing-fork' '1092' MD5

‘C:\Users\user\Desktop\vnwareupdate.exe' --multiprocessing-fork' '1136' MD5:

‘C:\Users\user\Desktop\vhwareupdate.exe' '--multiprocessing-fork' '1244' MD5
‘C:\Users\user\Desktop\vhwareupdate.exe' '--multiprocessing-fork' '1236' MD5

‘C:\Users\user\Desktop\vnwareupdate.exe' --multiprocessing-fork' '1256' MD5:

‘C:\Users\user\Desktop\vhwareupdate.exe' '--multiprocessing-fork' '1300' MD5

: FABAFFACE280644885152DE7CD3234EE)

FABAFFACE280644885152DE7CD3234EE)

: FABAFFACE280644885152DE7CD3234EE)
: FABAFFACE280644885152DE7CD3234EE)

FABAFFACE280644885152DE7CD3234EE)

: FABAFFACE280644885152DE7CD3234EE)

Rule Description Author Strings
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Source

C:\Users\user\Desktop\keywords.txt

C:\Users\user\Desktop\c2-iocs. txt

Rule

Hacktool_Strings_pOwned
Shell

APT10_Malware_Sample_
Gen

Description Author

pOwnedShell Florian Roth
Runspace Post
Exploitation Toolkit
- file
pOwnedShell.cs
APT 10/ Cloud

Hopper malware
campaign

Florian Roth

Strings

L

0x2b9:$x7: Invoke-Mimikatz

0x2e85:$c2_1: 002562066559681.r3u8.com
0x2ec5:$c2_2: 031168053846049.r3u8.com
0x2f05:$c2_3: 0625.have8000.com

0x2f3e:$c2_4: 1.gadskysun.com
0xc729:$c2_5: 100fanwen.com
0xd075:$c2_5: 100fanwen.com
0x2f75:$c2_6: 11.usyahooapis.com
Ox2faf:$c2_7: 19518473326.r3u8.com
Ox2feb:$c2_8: 1960445709311199.r3u8.com
0x302c:$c2_9: 1j.wwwl.biz

0x305f:$c2_10: 1z.itsaol.com

0x9d1f:$c2_11: 2012yearleft.com
0xc87f:$c2_11: 2012yearleft.com
Oxfaaa:$c2_11: 2012yearleft.com
0x3094:$c2_12: 2014.zzux.com
0x647d:$c2_12: 2014.zzux.com
0x11606:$c2_12: 2014.zzux.com
0x30c9:$c2_13: 202017845.r3u8.com
0x3103:$c2_14: 2139465544784.r3u8.com
0x3141:$c2_15: 2789203959848958.r3u8.com
0x31f2:$c2_16: 5590428449750026.r3u8.com

@ o o6 © @ @ o © 0 @ o © 0 0 0 o © o 0 o o

ThreatConnect e 0x386:$180: 180.150.228.102
Intelligence
Research Team

C:\Users\user\Desktop\c2-iocs. txt APT_DeputyDog_Fexel unknown

Florian Roth 0x9750:$s11: elatedmonkey
0x979a:$s13: endlessdonut
0x9622:$elf1: catflap
0x9630:$elf1: catflap
0x964f:$elf2: charm_penguin
0x9662:$elf3: charm_hammer
0x96d2:$elf5: dampcrowd
0x9730:%elf8: ebbshave
0x9740:$elf9: eggbasket
0x9777:$elf10: toffeehammer
0x97ac:$elfll: enemyrun
0x97d2:$elf12: envoytomato
0x97e3:$elf13: expoxyresin
0x9803:$elf14: estopmoonlit
0x98a8:$elf17: ghost_sparc
0x98c8:$elf18: jackpop
0x98fa:$elf19: orleans_stride
0x9933:$elf21: seconddate
0x9943:$elf23: skimcountry
0x9954:$elf24: slyheretic
0x9964:$elf25: stoicsurgeon

C:\Users\user\Desktop\filename-iocs.txt FVEY_ShadowBroker_Auc String from the
t_Dez16_Strings ShodowBroker
Files Screenshots

- Dec 2016

®© o © o6 © o © o © 06 ¢ © o © 0 © 0 0 0 o o

.

C:\Users\user\Desktop\hash-iocs.txt EquationDrug_HDDSSD_O EquationDrug - Florian Roth 0x10fca:$s0: nis_933w.dll
p HDD/SSD @4ncdp e 0x11045:$s0: nis_933w.dll
firmware operation

- nls_933w.dll

Click to see the 2 entries

Memory Dumps

Source Rule Description Author Strings

0000000A.00000003.323793714.00000000050C Amplia_Security_Tool Amplia Security unknown e 0x9d0:$a: Amplia Security

1000.00000004.00000001.sdmp Tool

0000000A.00000003.323793714.00000000050C webshell_r57shell127_r57_ Web Shell - from  Florian Roth e 0xbf8:$s8: if(lempty($_POST['dif'])&&$fp) { @fputs($fp,
1000.00000004.00000001.sdmp iFX_r57_kartal_r57_antich files $sql1.$sql2); }
at r57shell127.php, e 0xd38:$s9: foreach($values as $k=>$v) {$values[$k] =
r57_iFX.php, addslashes($v);}
r57_kartal.php,
r57.php,

antichat.php

0000000A.00000003.323793714.00000000050C
1000.00000004.00000001.sdmp

SafeOver_Shell__Safe_Mo Semi-Auto- Neo23x0 Yara * 0xe79:$s0: SafeOver
d_Bypass_By_EvilcOder_p generated - file BRG +

hp SafeOver Shell - customization by
Safe Mod Bypass Stefan -dfate-
By Molls

EvilcOder.php.txt

0000000A.00000003.321850832.00000000068D Amplia_Security_Tool Amplia Security unknown
1000.00000004.00000001.sdmp Tool

0x191d0:$a: Amplia Security

0x19180:$c: getlsasrvaddr.exe

0x26140:$d: Cannot get PID of LSASS.EXE
0x262c0:$e: extract the TGT session key

e o o o
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Source Rule Description Author Strings

0000000A.00000003.321850832.00000000068D SQLMap This signature Florian Roth e 0x2a6c8:$s1: except SqlmapBaseException, ex:
1000.00000004.00000001.sdmp detects the
SQLMap SQL

injection tool

Click to see the 1322 entries

Sigma Overview

No Sigma rule has matched

Signature Overview

@ AV Detection

@ Cryptography

@ Exploits

@ Privilege Escalation

@ Bitcoin Miner

@ Compliance

@ Spreading

@ Networking

® Key, Mouse, Clipboard, Microphone and Screen Capturing
@ E-Banking Fraud

@ Spam, unwanted Advertisements and Ransom Demands
@ System Summary

@ Data Obfuscation

@ Persistence and Installation Behavior

@ Hooking and other Techniques for Hiding and Protection
@ Malware Analysis System Evasion

@ Anti Debugging

@ HIPS / PFW / Operating System Protection Evasion

® Language, Device and Operating System Detection

@ Stealing of Sensitive Information

@ Remote Access Functionality

@

AV Detection:

Click to jump to signature section

Antivirus | Scanner detection for submitted sample
Multi AV Scanner detection for submitted file
Yara detected Quasar RAT

Yara detected RevengeRAT

Exploits:

Yara detected UACMe UAC Bypass tool

Privilege Escalation:

Detected Hacktool Mimikatz

Bitcoin Miner:

Yara detected Coinhive miner
Yara detected Crypto Miner

Yara detected Xmrig cryptocurrency miner

Networking:

e
QD
Q
[}
o
(=]
=
w
a1
(5]
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Found Tor onion address

E-Banking Fraud:

Yara detected Quasar RAT

Yara detected RevengeRAT

Spam, unwanted Advertisements and Ransom Demands:

Modifies existing user d 1ts (likely ransomware behavior)

Writes a notice file (html or txt) to demand a ransom

System Summary:

Malicious sample detected (through community Yara rule)

Yara detected Xtreme RAT

Hooking and other Techniques for Hiding and Protection:

Deletes itself after installation

Malware Analysis System Evasion:

Yara detected AntiVM3

Tries to detect sandboxes and other dynamic analysis tools (process nhame or module or function)

HIPS | PFW | Operating System Protection Evasion:

Yara detected Powershell download and execute

Stealing of Sensitive Information:

l

Yara detected Codoso Ghost
Yara detected GhostRat
Yara detected Mimikatz

Yara detected Mini RAT

Yara detected Nukesped
Yara detected PupyRAT
Yara detected Quasar RAT
Yara detected RevengeRAT

Yara detected WebMonitor RAT

l

Remote Access Functionality:

Detected HawkEye Rat
Detected Nanocore Rat
Detected XRAT

Yara detected CobaltStrike
Yara detected Codoso Ghost
Yara detected GhostRat
Yara detected Mini RAT
Yara detected Nukesped

Yara detected PupyRAT

Yara detected Quasar RAT
Copyright Joe Security LLC 2021
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Yara detected RevengeRAT
Yara detected Turla ComRAT XORKey

Yara detected WebMonitor RAT

Mitre Att&ck Matrix

Initial Privilege Credential Lateral Command Network
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and Control Effects
Valid Command Path Access Token  Masquerading [0S} System Time Remote Archive Exfiltration Encrypted Eavesdrop (
Accounts and Scripting Interception Manipulation Credential Discovery Services Collected Over Other Channel Insecure
Interpreter Dumping Data Network Network
Medium Communica
Default Scheduled Boot or Process Virtualization/Sandbox LSASS Query Registry Remote Clipboard  Exfiltration Remote Access Exploit SS7
Accounts Task/Job Logon Injection Evasion Memory Desktop Data Over Software Redirect Ph
Initialization Protocol Bluetooth Calls/SMS
Scripts
Domain At (Linux) Logon Script Logon Script Access Token Security Security Software SMB/Windows Data from Automated Proxy Exploit SS7
Accounts (Windows)  (Windows) Manipulation Account Discovery Admin Shares Network Exfiltration Track Devic
Manager Shared Location
Drive
Local At (Windows) Logon Script Logon Script Process NTDS Virtualization/Sandbox Distributed Input Scheduled  Protocol SIM Card
Accounts (Mac) (Mac) Injection Evasion Component Capture Transfer Impersonation  Swap
Object Model
Cloud Cron Network Network Logon Deobfuscate/Decode LSA Process Discovery SSH Keylogging Data Fallback Manipulate
Accounts Logon Script Script Files or Information Secrets Transfer Channels Device
Size Limits Communica
Replication Launchd Rc.common Rc.common Obfuscated Files or ~ Cached File and Directory VNC GUI Input  Exfiltration  Multiband Jamming or
Through Information Domain Discovery Capture Over C2 Communication Denial of
Removable Credentials Channel Service
Media
External Scheduled Startup Startup Items  Software Packing DCSync System Information Windows Web Exfiltration Commonly Rogue Wi-F
Remote Task Items Discovery a Remote Portal Over Used Port Access Poir
Services Management Capture Alternative
Protocol
Drive-by Command Scheduled  Scheduled File Deletion Proc Network Service Shared Credential Exfiltration Application Downgrade
Compromise and Scripting Task/Job Task/Job Filesystem Scanning Webroot API| Over Layer Protocol Insecure
Interpreter Hooking Symmetric Protocols
Encrypted
Non-C2
Protocol

Behavior Graph
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-
[1:]

«Q
[}
=
o

l:‘ Process
l:‘ Signature
Behavior Graph l:‘ fl
o s Created File
Sample: GZesECSTPO SUsricioUs . DNS/IP Info
Startdate: 02/04/2021 CLEAN
Architecture:  WINDOWS B
Score: 100 = .I.a ls DropPEd
- )
.g Is Windows Process
L .
- - - 26 other signatures started E:‘: Number of created Registry Values

Number of created Files

Y

GzeGEcSTpO.cxe A wega Visual Basic
ERZIC
- . .
(QNEENE [ ]] 5 Delphi

e . 502 —
é, Java
dropped dropped dropped =
/W NetC#or VB.NET
CilUsersluser\Desktoplvnwareupdate.exe, Unknown &) CilUsersluser\Desktoplot-c2-iocs.xt, UnknownfT CilUsersluser\Desktoplfilename-iocs. txt, UnknowndZy
G C, C++ or other language
started
Is malicious
Writes a notice file Modifies existing user
(htm or tx) to demand documents (ikely ransomware
G Internet

vnwareupdate.exe -I'&

Daelesseliated started started

vnwareupdate.exe %% nwareupdate.exe I3

G @ i B @

viwareupdate.exe £

Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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lib abbe:

tel

=

vnwareupd...

th

e

5. Uninstall,

F-l O Type here to search 4

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link
GZe6EcSTpO.exe 53% Virustotal Browse
GZe6EcSTpO.exe 42% ReversingLabs ByteCode-

MSIL.Spyware.Heye
GZe6EcSTpO.exe 100% Avira BDS/Fynloski.hmjvc

Dropped Files

No Antivirus matches
Unpacked PE Files
No Antivirus matches

Domains

No Antivirus matches

URLs
Source Detection Scanner Label Link
hitp://www.certego.net/en/news/nearly-undetectable-qarallax-rat-spreading-via-spfdNearly 0% Avira URL Cloud safe
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https://www.virustotal.com/gui/file/570c3c298c2d30bfd7d824b0ec8e28b3efa51bf269297348fc5fc30cb81a2d7e/detection/f-570c3c298c2d30bfd7d824b0ec8e28b3efa51bf269297348fc5fc30cb81a2d7e-1614166325

Source

hitp://https://mymalwareparty.blogspot.co.uk/2017/07/operation-desert-eagle.htmls/Operation

hitp://https://cysinfo.com/malware-actors-using-nic-cyber-security-themed-spear-phishinn

hitp://https://cert.gov.il/lUpdates/Alerts/SiteAssets/ CERT-IL-ALERT-W-120.pdfLegspin

hitp://https://www.blueliv.com

hitp://iwww.aftana.ir/images/docs/files/000002/nf00002716-1.pdfHancitor

hitp://iwww.cyphort.com/multiple-malwares-used-to-target-an-asian-financial-insti:/Multiple

hitp://iwww.clearskysec.com/winnti/Recent

hitp:/fiwww.crysys.hu/miniduke/miniduke_indicators_public.pdfMiniduke

hitp:/fiwww.clearskysec.com/dustysky/
hitp:iix.x.x/x.dll
hitp://pwc.blogs.com/files/cto-tib-20150223-01a.pdfSakula

hitp://iwww.intezer.com/another-distraction-new-version-north-korean-ransomware-h24A

Domains and IPs

Contacted Domains

No contacted domains info

URLs from Memory and Binaries

Name

hitp://https://goo.gl/joxXHF

hitp://https://www.alienvault.com/open-threat-ex/Operation

http:/f

Source

vnwareupdate.exe, 00000003.000
00002.545077306.00000000037870
00.00000004.00000001.sdmp
vnwareupdate.exe, 00000003.000
00002.539674279.00000000036810
00.00000004.00000001.sdmp

vnwareupdate.exe, 00000003.000

paper.seebug.org/papers/APT/APT_CyberCriminal_Campagin/ 00002.543787913.00000000037070

2013/Unveiling%20araHangover

hitp://https://www.arbornetworks.com/blog/asert/dirtjumpers-
ddos-engine-gets-a-tune-up-kCommunities

hitp://iwww.certego.net/en/news/nearly-undetectable-qarallax-
rat-spreading-via-spfdNearly

http:/f
cylance.com/assets/Cleaver/Cylance_Operation_Cleaver_Rep
ort.pdfpoOperation

http:/f
www.symantec.com/content/en/us/enterprise/media/security_r
esponse/docs/ScBanking

hitp://https://www.fireeye.com/blog/threat-
research/2017/05/eps-processing-zero-days.htThe

hitp://www.trendmicro.com/cloud-content/us/pdfs/security-
intelligence/white-papeNwOperation

hitp://https://asert.arbornetworks.com/uncovering-the-seven-
pointed-dagger/

hitp://https://www.welivesecurity.com/wp-
content/uploads/2017/07/Stantinko.pdfStantinko

hitp://news.asiaone.com/news

hitp://phishme.com/disrupting-an-adware-serving-skype-
botnet/

hitp://https://www.proofpoint.com/us/threat-insight/post/Meet-
GreenDispenser

hitp:/f\www.secureworks.com/cyber-threat-
intelligence/threats/sakula-malware-famiComment

hitp:/f\www.welivesecurity.com/2015/04/09/operation-
buhtrap/ROKRAT

Copyright Joe Security LLC 2021

00.00000004.00000001.sdmp

vnwareupdate.exe, 00000003.000
00002.544656700.00000000037470
00.00000004.00000001.sdmp

vnwareupdate.exe, 00000003.000
00002.528939253.000000000297B0
00.00000004.00000001.sdmp

vnwareupdate.exe, 00000003.000
00002.539674279.00000000036810
00.00000004.00000001.sdmp

vnwareupdate.exe, 00000003.000
00002.528939253.000000000297B0
00.00000004.00000001.sdmp

vnwareupdate.exe, 00000003.000
00002.570079073.00000000041210
00.00000004.00000001.sdmp

vnwareupdate.exe, 00000003.000
00002.528939253.000000000297B0
00.00000004.00000001.sdmp

vnwareupdate.exe, 00000003.000
00003.232758250.0000000005F330
00.00000004.00000001.sdmp

vnwareupdate.exe, 00000003.000
00002.570785608.00000000041610
00.00000004.00000001.sdmp

vnwareupdate.exe, 00000003.000
00003.234026973.0000000005B730
00.00000004.00000001.sdmp

vnwareupdate.exe, 00000003.000
00003.234338719.00000000060730
00.00000004.00000001.sdmp

vnwareupdate.exe, 00000003.000
00003.232809431.0000000005F730
00.00000004.00000001.sdmp

vnwareupdate.exe, 00000003.000
00002.557653688.0000000003E610
00.00000004.00000001.sdmp

vnwareupdate.exe, 00000003.000
00003.237491320.00000000038070
00.00000004.00000001.sdmp

Detection
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%

Malicious

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

Scanner

Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud

Antivirus Detection

Label
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe

safe

e Avira URL Cloud: safe

Link

Reputation

high

high

high

high

unknown

high

high

high

high

high

high

high

high

high

high

high
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Name

hitp://https://labs.bitdefender.com/wp-

content/uploads/downloads/operation-pzchao-insidsOperation

http:/f

https://mymalwareparty.blogspot.co.uk/2017/07/operation-

desert-eagle.htmls/Operation

hitp://goo.gl/SGcS2HSymantec

hitp://cyber.verint.com/nymaim-malware-variant/aAPT28

hitp://https://goo.glirwlyvZ

hitp://https://cysinfo.com/malware-actors-using-nic-cyber-

security-themed-spear-phishinn

hitp://https://www.bluecoat.com/security-blog/2015-08-
21/tinted-cve-decoy-spearphising-Spearphising

hitp://blog.checkpoint.com/wp-content/uploads/2015/10/sb-

report-threat-intellige8

hitp://blog.cylance.com/spear-a-threat-actor-resurfacesThe

hitp://https://blog.trendmicro.com/trendlabs-security-
intelligence/deciphering-confuciuClDeciphering

http:/f

https://researchcenter.paloaltonetworks.com/2017/11/unit42-

new-malware-with-tieseNew

hitp://https://securingtomorrow.mcafee.com/mcafee-labs/gold-

dragon-widens-olympics-malw-Gold

hitp://https://cert.gov.il/lUpdates/Alerts/SiteAssets/CERT-IL-

ALERT-W-120.pdfLegspin

hitp://https://research.checkpoint.com/apt-attack-middle-east-

big-bang/

hitp://https://blogs.forcepoint.com/security-labs/zeus-
delivered-deloader-defraud-custoChinese

hitp://https://securingtomorrow.mcafee.com/mcafee-labs/gold-
dragon-widens-olympics-malware-attacks-gains-pe

hitp://phishme.com/bolek-leaked-carberp-kbot-source-code-

complicit-new-phishing-Bolek:

hitp://https://www.welivesecurity.com/wp-
content/uploads/2018/01/ESET_Turla_Mosquito.pd

http:/f

https://public.gdatasoftware.com/Presse/Publikationen/Whitep

aper/EN/GDATA_TooHas.Operation
hitp://https://goo.gl/7jGkpV

http:/f

blog.talosintelligence.com/2017/09/brazilbanking.htmlGlobe

hitp:/fiwww.welivesecurity.com/2016/07/12/nymaim-rides-

2016-reaches-brazil/Regin

hitp://https://www.blueliv.com

hitp://\www.aftana.ir/images/docs/files/000002/nf00002716-

1.pdfHancitor

hitp://https://securelist.com/analysis/publications/69953/the-

naikon-apt/Citadel

hitp://phishme.com/disrupting-an-adware-serving-skype-

botnet/Pushdo
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Source

vnwareupdate.exe, 00000003.000
00002.538970312.00000000035E10
00.00000004.00000001.sdmp

vnwareupdate.exe, 00000003.000
00002.538970312.00000000035E10
00.00000004.00000001.sdmp

vnwareupdate.exe, 00000003.000
00002.543787913.00000000037070
00.00000004.00000001.sdmp

vnwareupdate.exe, 00000003.000
00002.544656700.00000000037470
00.00000004.00000001.sdmp

vnwareupdate.exe, 00000003.000
00003.270488025.00000000063E00
00.00000004.00000001.sdmp

vnwareupdate.exe, 00000003.000
00002.539291516.00000000036210
00.00000004.00000001.sdmp

vnwareupdate.exe, 00000003.000
00003.234668873.00000000061F30
00.00000004.00000001.sdmp

vnwareupdate.exe, 00000003.000
00002.570785608.00000000041610
00.00000004.00000001.sdmp

vnwareupdate.exe, 00000003.000
00002.568465087.00000000040A10
00.00000004.00000001.sdmp

vnwareupdate.exe, 00000003.000
00002.538970312.00000000035E10
00.00000004.00000001.sdmp

vnwareupdate.exe, 00000003.000
00003.237183356.0000000002BCEO
00.00000004.00000001.sdmp

vnwareupdate.exe, 00000003.000
00002.538970312.00000000035E10
00.00000004.00000001.sdmp

vnwareupdate.exe, 00000003.000
00002.569366992.00000000040E10
00.00000004.00000001.sdmp

vnwareupdate.exe, 00000003.000
00003.270488025.00000000063E00
00.00000004.00000001.sdmp

vnwareupdate.exe, 00000003.000
00002.565870570.0000000003FE10
00.00000004.00000001.sdmp

vnwareupdate.exe, 00000003.000
00003.270488025.00000000063E00
00.00000004.00000001.sdmp

vnwareupdate.exe, 00000003.000
00003.234668873.00000000061F30
00.00000004.00000001.sdmp

vnwareupdate.exe, 00000003.000
00003.237651120.00000000039270
00.00000004.00000001.sdmp

vnwareupdate.exe, 00000003.000
00003.237183356.0000000002BCEO
00.00000004.00000001.sdmp

vnwareupdate.exe, 00000014.000
00003.479045359.00000000036D70
00.00000004.00000001.sdmp

vnwareupdate.exe, 00000003.000
00002.528939253.000000000297B0
00.00000004.00000001.sdmp

vnwareupdate.exe, 00000003.000
00002.569366992.00000000040E10
00.00000004.00000001.sdmp

vnwareupdate.exe, 00000003.000
00003.234338719.00000000060730
00.00000004.00000001.sdmp

vnwareupdate.exe, 00000003.000
00003.237491320.00000000038070
00.00000004.00000001.sdmp

vnwareupdate.exe, 00000003.000
00002.567684552.00000000040610
00.00000004.00000001.sdmp

vnwareupdate.exe, 00000003.000
00002.557653688.0000000003E610
00.00000004.00000001.sdmp

Malicious

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

Antivirus Detection

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

Reputation

high

unknown

high

high

high

unknown

high

high

high

high

high

high

unknown

high

high

high

high

high

high

high

high

high

unknown

unknown

high

high
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Name

hitp://2016.eicar.org/85-0-Download.html

hitp://https://vms.drweb.com/virus/?_is=1&Linux.Proxy.10

hitp://https://circl.lu/assets/files/tr-12/tr-12-circl-plugx-analysis-
v1.pdfampAnalysis

hitp://www.trendmicro.com/cloud-content/us/pdfs/security-
intelligence/white-papeioOperation

hitp://blogs.cisco.com/security/talos/malicious-
pngs6b44c772bac7cc958b1b4535f02a584fc3a55377a3e7f4cc

hitp://https://securelist.com/scarcruft-continues-to-evolve-
introduces-bluetooth-harvester/90729/

hitp://blog.trendmicro.com/trendlabs-security-
intelligence/trend-micro-discoversKorplug

hitp://https://www.alienvault.com/blogs/labs-
researcwrWannaCry

hitp://www.bleepingcomputer.com/news/security/cryptoluck-
ransomware-being-malverNew

hitp:/fiwww.cyphort.com/multiple-malwares-used-to-target-an-
asian-financial-insti:/Multiple

hitp://https://github.com/ptrrkssn/pnscan

hitp://community.hpe.com/t5/Security-Research/9002-RAT-a-
second-building-on-the-

hitp://https://blog.trendmicro.com/trendlabs-security-
intelligence/vulnerabilities-apac9Vulnerabilities

hitp://www.clearskysec.com/winnti/Recent

hitp://https://www.proofpoint.com/us/threat-
insight/post/leviathan-espionage-actor-speaLeviathan:

http:/f
www.crysys.hu/miniduke/miniduke_indicators_public.pdfMinid
uke

hitp://https://www.proofpoint.com/us/threat-insight/post/threat-
actors-using-legitimate

hitp:/fiwww.waseda.jp/navi/security/2017/0414.htmiCallisto

hitp://https://www.fireeye.com/blog/threat-
research/2017/05/cyber-espionage-apt32.htmlIAPT32

hitp:/fiwww.clearskysec.com/dustysky/

hitp://blog.trendmicro.com/trendlabs-security-intelligence/lurk-
retracing-five-y8

hitp:/fiwww.malware-traffic-
analysis.net/2017/03/30/index2.htmIxCaon

http:/f
https://researchcenter.paloaltonetworks.com/2018/01/unit42-
powerstager-analysis/4PowerStager

hitp://blog.netlab.360.com/ddg-a-mining-botnet-aiming-at-
database-server-en/dDDG:

Copyright Joe Security LLC 2021

Source

vnwareupdate.exe, 00000003.000
00003.270488025.00000000063E00
00.00000004.00000001.sdmp

vnwareupdate.exe, 00000003.000
00002.543787913.00000000037070
00.00000004.00000001.sdmp, vhw
areupdate.exe, 00000003.000000
03.237309639.0000000003707000.
00000004.00000001.sdmp

vnwareupdate.exe, 00000003.000
00002.546099143.00000000037C70
00.00000004.00000001.sdmp, vhw
areupdate.exe, 00000014.000000
03.479045359.00000000036D7000.
00000004.00000001.sdmp

vnwareupdate.exe, 00000003.000
00002.528939253.000000000297B0
00.00000004.00000001.sdmp

vnwareupdate.exe, 00000003.000
00003.234668873.00000000061F30
00.00000004.00000001.sdmp

vnwareupdate.exe, 00000003.000
00002.539291516.00000000036210
00.00000004.00000001.sdmp

vnwareupdate.exe, 00000003.000
00002.567684552.00000000040610
00.00000004.00000001.sdmp

vnwareupdate.exe, 00000003.000
00002.539291516.00000000036210
00.00000004.00000001.sdmp

vnwareupdate.exe, 00000003.000
00002.544656700.00000000037470
00.00000004.00000001.sdmp

vnwareupdate.exe, 00000003.000
00002.557653688.0000000003E610
00.00000004.00000001.sdmp

vnwareupdate.exe, 00000003.000
00003.270488025.00000000063E00
00.00000004.00000001.sdmp

vnwareupdate.exe, 00000003.000
00003.241595025.00000000059510
00.00000004.00000001.sdmp

vnwareupdate.exe, 00000003.000
00002.539291516.00000000036210
00.00000004.00000001.sdmp

vnwareupdate.exe, 00000003.000
00002.568465087.00000000040A10
00.00000004.00000001.sdmp

vnwareupdate.exe, 00000003.000
00003.234581767.00000000061730
00.00000004.00000001.sdmp

vnwareupdate.exe, 0000000A.000
00003.287952784.00000000060E30
00.00000004.00000001.sdmp

vnwareupdate.exe, 00000003.000
00003.233888921.0000000005C330
00.00000004.00000001.sdmp

vnwareupdate.exe, 00000003.000
00002.569366992.00000000040E10
00.00000004.00000001.sdmp

vnwareupdate.exe, 00000003.000
00002.567684552.00000000040610
00.00000004.00000001.sdmp

vnwareupdate.exe, 00000003.000
00003.242880867.0000000003BE70
00.00000004.00000001.sdmp

vnwareupdate.exe, 00000003.000
00002.567684552.00000000040610
00.00000004.00000001.sdmp

vnwareupdate.exe, 00000003.000
00002.543787913.00000000037070
00.00000004.00000001.sdmp

vnwareupdate.exe, 00000003.000
00002.528939253.000000000297B0
00.00000004.00000001.sdmp

vnwareupdate.exe, 00000003.000
00002.539291516.00000000036210
00.00000004.00000001.sdmp

Malicious

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

Antivirus Detection

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

Reputation

high

high

high

high

high

high

high

high

high

unknown

high

high

high

unknown

high

unknown

high

high

high

unknown

high

high

high

high
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Name

hitp://researchcenter.paloaltonetworks.com/2016/05/unit42-

krbanker-targets

hitp://https://www.us-

cert.gov/sites/default/files/publications/MAR-10135536-

B_WHITE.PD1Truebot.A

hitp://go.cybereason.com/rs/996-

http:/f

https://www.symantec.com/security_response/writeup.jsp?
docid=2018-021208-2435-99Ransom.ShurLOckr

hitp://https://blogs.rsa.com/wp-content/Operation

http:/f

researchcenter.paloaltonetworks.com/2016/01/nettraveler-

spear-phishing-emNetTraveler

hitp://https://www.welivesecurity.com/2017/12/08/strongpity-

like-spyware-replaces-finfi

hitp://researchcenter.paloaltonetworks.com/2015/10/yispecter-

first-ios-malware-aOperation

hitp://blog.checkpoint.com/2017/05/10/diamondfox-modular-

malware-one-stop-shop/Spear

hitp:iix.x.x/x.dll

hitp://pwc.blogs.com/files/cto-tib-20150223-01a.pdfSakula

hitp://https://www.bluecoat.com/security-blog/2015-04-
09/visual-basic-script-malware-rePotential

hitp://https://www.arbornetworks.com/blog/asert/flokibot-

invades-pos-trouble-brazil/

hitp://https://twitter.com/eyaBanking

http:/f

https://bitbucket.org/cybertools/whitepapers/downloads/Pitty%

20Tiger%20Final%20RRSA

hitp://https://blogs.rsa.com/terracotta-vpn-enabler-of-

advanced-threat-anonymity/

http:/f

https://twitter.com/cyb3rops/status/1097423665472376832AS

Cs

hitp://www.intezer.com/another-distraction-new-version-north-

korean-ransomware-h24A

hitp://https://objective-see.com/blog/blog_0x26.html

hitp://blog.talosintelligence.com/2017/02/korean-

maldoc.htmlICloud

hitp://researchcenter.paloaltonetworks.com/2015/07/apt-

group-ups-targets-us-gove

hitp://blog.trendmicro.com/trendlabs-security-
intelligence/following-trail-blackD1Following
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Source

vnwareupdate.exe, 00000003.000
00003.233614213.0000000005D730
00.00000004.00000001.sdmp

vnwareupdate.exe, 00000003.000
00003.237137501.0000000002B8EO
00.00000004.00000001.sdmp

vnwareupdate.exe, 00000003.000
00003.233668995.0000000005DB30
00.00000004.00000001.sdmp

vnwareupdate.exe, 00000003.000
00003.234528386.00000000061330
00.00000004.00000001.sdmp

vnwareupdate.exe, 00000003.000
00002.568465087.00000000040A10
00.00000004.00000001.sdmp

vnwareupdate.exe, 00000003.000
00003.234668873.00000000061F30
00.00000004.00000001.sdmp

vnwareupdate.exe, 00000003.000
00003.237651120.00000000039270
00.00000004.00000001.sdmp

vnwareupdate.exe, 00000003.000
00002.539674279.00000000036810
00.00000004.00000001.sdmp, vhw
areupdate.exe, 00000003.000000
03.234668873.00000000061F3000.
00000004.00000001.sdmp

vnwareupdate.exe, 00000003.000
00002.569366992.00000000040E10
00.00000004.00000001.sdmp

vnwareupdate.exe, 00000003.000
00003.270488025.00000000063E00
00.00000004.00000001.sdmp

vnwareupdate.exe, 00000003.000
00002.527918576.00000000028310
00.00000004.00000001.sdmp

vnwareupdate.exe, 00000003.000
00003.234668873.00000000061F30
00.00000004.00000001.sdmp

vnwareupdate.exe, 00000003.000
00003.234026973.0000000005B730
00.00000004.00000001.sdmp, vhw
areupdate.exe, 00000003.000000
02.568465087.00000000040A1000.
00000004.00000001.sdmp

vnwareupdate.exe, 00000003.000
00002.528939253.000000000297B0
00.00000004.00000001.sdmp

vnwareupdate.exe, 00000003.000
00002.543787913.00000000037070
00.00000004.00000001.sdmp

vnwareupdate.exe, 00000003.000
00003.270488025.00000000063E00
00.00000004.00000001.sdmp

vnwareupdate.exe, 00000003.000
00003.237491320.00000000038070
00.00000004.00000001.sdmp

vnwareupdate.exe, 00000003.000
00002.538970312.00000000035E10
00.00000004.00000001.sdmp

vnwareupdate.exe, 00000003.000
00003.237611046.00000000038E70
00.00000004.00000001.sdmp, vhw
areupdate.exe, 00000003.000000
03.245916145.0000000003967000.
00000004.00000001.sdmp, vnware
update.exe, 00000003.00000003.
237713875.0000000003967000.000
00004.00000001.sdmp

vnwareupdate.exe, 00000003.000
00003.234630712.00000000061B30
00.00000004.00000001.sdmp

vnwareupdate.exe, 00000003.000
00003.242436168.0000000003BA70
00.00000004.00000001.sdmp

vnwareupdate.exe, 00000003.000
00002.528939253.000000000297B0
00.00000004.00000001.sdmp

Malicious

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

Antivirus Detection

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

Reputation

high

high

high

high

high

high

high

high

high

unknown

unknown

high

high

high

high

high

high

unknown

high

high

high

high

Page 14 of 355



Name

hitp://https://www.welivesecurity.com/wp-
content/uploads/2017/07/Stantinko.pdf.

hitp://https://www.riskig.com/blog/labs/fake-flash-update-
watering-hole-attack/

http:/f
https://twitter.com/0x766c6164/status/794176576011309056

hitp://https://goo.glt3uUTG

hitp://https://www.us-
cert.gov/sites/default/files/publications/MAR-10135536-
B_WHITE.PDeBankshot

hitp://https://securelist.com/analysis/publications/69953/the-
naikon-apt/

http:/f
https://researchcenter.paloaltonetworks.com/2017/10/unit42-
oilrig-group-steps-atOilRig

hitp://https://www.openssl.org/docs/fag.html

hitp://https://blogs.forcepoint.com/security-labs/ursnif-variant-
found-using-mouse-move8

hitp://https://blogs.forcepoint.com/security-labs/zeus-
delivered-deloader-defraud-custoZEUS

hitp://researchcenter.paloaltonetworks.com/2017/03/unit42-
dimnie-hiding-plain-si

hitp://research.zscaler.com/2016/01/there-goes-
neighborhood-bad-actors-on.htmITThere

Contacted IPs

No contacted IP infos

General Information

Joe Sandbox Version:

Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Sample file name:

Cookbook file name:

Analysis system description:

Number of analysed new started processes analysed:
Number of new started drivers analysed:

Number of existing processes analysed:

Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:

Detection:

Copyright Joe Security LLC 2021

Source

vnwareupdate.exe, 00000003.000
00002.570785608.00000000041610
00.00000004.00000001.sdmp

vnwareupdate.exe, 00000003.000
00003.245318104.0000000003B270
00.00000004.00000001.sdmp

vnwareupdate.exe, 00000003.000
00003.241595025.00000000059510
00.00000004.00000001.sdmp

vnwareupdate.exe, 00000014.000
00003.479045359.00000000036D70
00.00000004.00000001.sdmp

vnwareupdate.exe, 00000003.000
00003.237137501.0000000002B8EO
00.00000004.00000001.sdmp

vnwareupdate.exe, 00000003.000
00003.241827224.00000000057110
00.00000004.00000001.sdmp

vnwareupdate.exe, 00000003.000
00003.234630712.00000000061B30
00.00000004.00000001.sdmp

vnwareupdate.exe

vnwareupdate.exe, 00000003.000
00002.565870570.0000000003FE10
00.00000004.00000001.sdmp

vnwareupdate.exe, 00000003.000
00002.565870570.0000000003FE10
00.00000004.00000001.sdmp

vnwareupdate.exe, 00000003.000
00003.241572242.00000000059110
00.00000004.00000001.sdmp

vnwareupdate.exe, 00000003.000
00003.237183356.0000000002BCEO
00.00000004.00000001.sdmp

Malicious

false

false

false

false

false

false

false

false

false

false

false

false

Antivirus Detection

Reputation

high
high
high
high
high
high
high

high
high

high
high

high

31.0.0 Emerald
380813
02.04.2021
13:45:10
CloudBasic

Oh 15m 23s
false

light

GZe6EcSTpO (renamed file extension from none to
exe)

default.jbs

Windows 10 64 bit v1803 with Office Professional Plus
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8
Update 211

23
0
0
0
0

e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled
default

Timeout

MAL
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Classification:

EGA Information:

HDC Information:

HCA Information:

Cookbook Comments:

Warnings:

Simulations

Behavior and APIs

No simulations

Joe Sandbox View | Context
IPs
No context

Domains

No context

ASN

No context

JA3 Fingerprints
No context

Dropped Files

No context

Copyright Joe Security LLC 2021

mal100.rans.troj.expl.evad.mine.winEXE@15/1031@0/

0
Failed
e Successful, ratio: 100% (good quality ratio 95.8%)
e Quality average: 84.5%
e Quality standard deviation: 25.1%
Failed
e Adjust boot time
e Enable AMSI
Show All

.

Exclude process from analysis (whitelisted):
taskhostw.exe, MpCmdRun.exe,
BackgroundTransferHost.exe,
backgroundTaskHost.exe, SgrmBroker.exe,
conhost.exe, svchost.exe

Created / dropped Files have been reduced to 100
Report creation exceeded maximum time and may
have missing disassembly code information.
Report size exceeded maximum capacity and may
have missing behavior information.

Report size exceeded maximum capacity and may
have missing disassembly code.

Report size getting too big, too many
NtAllocateVirtualMemory calls found.

Report size getting too big, too many NtCreateFile
calls found.

Report size getting too big, too many NtOpenFile
calls found.

Report size getting too big, too many
NtOpenKeyEx calls found.

Report size getting too big, too many
NtQueryAttributesFile calls found.

Report size getting too big, too many
NtSetInformationFile calls found.

Report size getting too big, too many NtWriteFile
calls found.
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Created | dropped Files

C:\Users\user\Desktopl00554e26-4141-4a67-98c4-9454bf8d1c70.dll

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\Desktop\GZe6EcSTpO.exe

Unknown

dropped

814

5.9972119194817886

false

24:Lrir6LS7ThRhOfHpQGXNrz3dwrfBykIK1/2Gc:Lrir6LS79cVx1U/11/23
6D20AF695248EAF93481520F7E2DD3ED
6C796CD496159763A9FA6B3A9A4AEFAL19290EAGY
A95295DAF42AB4AC347147E74F586FFOF66FCBC542ED9A47828C70E602963E02

919FCE23EB522FC5DD96157BBE3ABBESE9CF84E8333095E1A34D8EEE299462EDBEDA41D77B201E5BB2D2256CFBBOC785F8BF48C172F2F3A04F241BB902CEA
D32

false

low

----- BEGIN PUBLIC KEY-----..MIICIJANBgkghkiGOWOBAQEFAAOCAg8AMIICCgKCAgEAtwfgnAhISbHDPIUh8NIL.. ScFvJ/7vAXm/mOGmMVNhAw+pX590rfkwPox0R
JTFb6X/s+MTzH3nzwleH1YWx8Q5/..aouuVGVy6whFYHIVKH1bAFQgJa8hLjTKoHdpwa6vpolwl02e7py2xPkskE26n/ry..IQIXCVr+AOaAJFR1doTtw2ry40TnPrNp5Sw
8C/HcKBPeduCXBKIx7voc2rQCj+qz0..ysCBHy5Hfl1fQspOpFY 3j9gLWvIrd2EMAMviorjxN3FA3qb/mMC7fN00dZdzDbEU..Me56 T329vmBh1ZdD6m7G8gmQ9aSnX2ri
1pwbEFOQIbAHEBBQtAU9+HBAUSPLCcJI8Y..t2hxNEOhudCR4W8124YEOE7gNtgXCzwTd7xdqvKEx913dZr6+xMsd1k7gnwBogDd.. TWsOUFkVK8s063mb8wb3
bUszVIxqH4GWoi7/BBkJ4dWfVX9IXFIRQ7cGsC20VeNJ9..NgT1X6R98QudAzYoRHKfI9g4VImcMbsU7e0plgG+mT4NFxXtywEcMbkeBzIHyl3n..QkRhzBbxW+X0p/bgio
bsjIE6JTG6rDUDOTMuaX0rP5xPW0TsocpURIIbxArmbwESG..ZtOWpT8SVIIdwLBQfKD8oKMa5LDRJYTEC7+b108IM8M+S1loxsHcMaKinM3KxJn/z..CoFednKxtoKHrdKu
TUEKNgOCAWEAAQ==..-----END PUBLIC KEY-----..

C:\Users\user\Desktop\28f4fa56-e109-42e0-9d12-1e216¢cf1181f.bin

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Users\user\Desktop\vnwareupdate.exe

ASCII text, with very long lines, with CRLF line terminators

dropped

686

5.950052331527314

false
12:M04wfibXi2jtURXWCYINWLXjIL+GzSu3Jj7gTwXVUmR4ccFxedz8zuMt:DLawYAKRN+sJjkTOL4czwzp
D2DC890D420A752343B84777B2B15018

52693B5E57B270E90705BCEA61A1B8FD77702F9B
6617AA8DC747A36F6F399485578202B60C12B4FDC66BB30A7411B3ECA5643D03
78960DD4DB754FF901337E4F85E5D5296F4EB8BDB16563AAC604B6F31CA0B27FE46F8550F39D46D70B44A3994D727C41ED1C6208893A41F7C08730223F5C4618
false

low

02ZdDKuvrllh1iNx4pmOU3KhguTF8HHhpCO1lcy3aWvxLollcpMSyvyVjRe+uwxbeQ5eOcuScOgjY CdEJe8FIU5IXz8W92wxcpMrDZ 31fSY ItvQFXjPK8itFWUqLj757FoMu
5KRwB4X6rmI34wT2zrQMY 29rHqC6Wf98cAmYkgHH 70b9PQ5GVII5crR5wG2gi9kQazbG+tPYghqZhCAIIMS78XOHfMixBMZHrJaxzBOMF5KEU3b/3X0Qm9J2
QBGPexW4f6gmaw12P1wK3UymrVJIZBmBdvTQrzFS3lhLIvEejz+19dcaQgCthKBxeupwe0oXf2qzDyjFNoKiaz91/njnOiRr2LHyZhuR59ekdzG4gdSbKr15z+6rl/tVnr+
G9gluQZi/EoUNCynRcj1tCgmf8/0QwC5DX0wP4dCrdNQQhKmDTCJ7uMzPK2KC378X8JcFN4nzDgmPRLg3rAgdCwrdeqC9ilRHoJuWwToLvgWqg6KpURoiQmWw
9sEMGS7FqLOMJIFmt640jo53VV45DsPpRdW07s9tO075wuh99zHE/PEM9ASzreXIMrkVthSLvh7pDI9yPY8uV6EbDP2NNj7HknQ3duRDgpOmly7gPkLRfwVhUpfK 1yMKtxJO2
IMtByz5h2q77plZ6ns1EcAegaFsl4U2CKmxHZWWuCXBDOJhAwpubs=..

C:\Users\user\Desktop\2a5e15fa-fe3f-471c-b784-6a56e4aeac95.bin

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\Desktop\vnwareupdate.exe

ASCII text, with CRLF line terminators

dropped

691

4.519576746002026

false
12:ToThaQoT/CA0T7zPouQHbW8PouQQcCoyfQuq77oluZDqu70X028F/LIb:cg23XcZbUBRBOIuZeuMYn/L2
3C347E3891AD17A7A67D80EOCCADEDSF

F5597FF96A4F71C5E4FE3619D311D1010A8E4DAA
7BCB4D39B18A2D4604A1CA09BDC67374C9363404D474335F7D4A6EA3A234A279

C7CE4A795C5B2B8F7A92236ED968B33DD00980A79906D3A47AAFBCE49203F7446EB52A96E1D3DD34D11D1D3D8206B37E25D637999123590C77FF8DCDBC6D3¢
4

false

low

2021-04-02 20:46:44.044000,2021-04-02 13:46:44.044000,INFO,main pid: 2540....2021-04-02 20:46:44.044000,2021-04-02 13:46:44.044000,INFO,manager pid: 4
456....2021-04-02 20:46:44.044000,2021-04-02 13:46:44.044000,INFO listener pid: 6352....2021-04-02 20:46:44.357000,2021-04-02 13:46:44.357000,INFO,['571345' []
['192.168.2.31]....2021-04-02 20:46:44.357000,2021-04-02 13:46:44.357000,INFO,mp_feeder_scan pid: 6404....2021-04-02 20:46:45.653000,2021-04-02 13:46:45.6530
00,INFO,mp_files_scan pid: 6432....2021-04-02 20:47:21.403000,2021-04-02 13:47:21.403000,INFO,mp_processes_scan pid: 7044....2021-04-02 20:47:26.747000,2021-
04-02 13:47:26.747000,INFO,wait_for_work_to_finish pid: 5432....

Copyright Joe Security LLC 2021 Page 17 of 355



C:\Users\user\Desktop\93d72046-08db-4412-ab52-b014148c1823.bin

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Users\user\Desktop\vnwareupdate.exe

ASCII text, with very long lines, with CRLF line terminators

dropped

1054382

6.02122638951826

false

24576:uBQPLeEdPue3mISdjmRjC1UyDMA5+6g2euETIF:iQDIWI6gMUOMIF
F400F658228104294620A36C1979F81E
F833736D4C42729BC13D3EB41ABC478CE32D414D
97331DFABA2BA81A43B307C57A05FEF8DEC372E5B553F3212CA9029C478AAB20
BFD698A90A231B9899FF848297A6AD6C14C0355C8A67A194B51DB26BEE2667CF85B63A079B6E26DEDSF69D9F991131A07963D0D62C6FFEBSFSDA78A7ELIA4212
false

low

ru3KNoo8nbHSDVCTIwclDmLyFsx44KJIF7g/+Tm++4wC2LYNymKdoxQXJ7mWraySOihjkyiuQ9XJHCL8SKWMMVb5wWAIN2NNHUCOH5G7yhrKsV2ET/aOUNMduY
k0/kbDAw6fe YynOEhNB88kzJTzmUHVrgmbb2XSxyNEjpRqd6wLPz7CIgKTS4P3d3tvvZ1/3VfL6Nkn2I5lgf2c TyOywxZi/0ex3SdSsZ3pOXLoaMCwOjylvYg4dSBGK+mpP
mDdBfFTznlhxmCIXIKfC5llvlalFyyvN54xCp603BWnm5J/dHOUd1LWi4Ek4gVZ3ynDsoUs2KIiPbCqo2xZS/geep9goUxsyBCSmf15UTI6JZw9IwnQ/cDuCk6umHIw/hA
r3+aPA+m/idEDshhpRvfS8BIIM8EDk58vpj7Ej3mHIkWUcrwDOux2ZNRo7GYQTPjtCS8UGcQ5Jjirlalvol7JsXpaMaCU09Pq1/CHNQAhRmuUUEKBDIWT ZfgKAVFVTEKEUh
XPmt6UT3mHx6fTmcOoRHfg3skqTwTUY9vDYwuHOtW+BrM6zfVkgj11a9kqRSTOvaOaSkwZ+MOtiWVh/fJHOImGVOCyVIGtV7Ad|L7Twn1SXcTs90E22TChqg
du2CTXD3cOgzeK+ICIQILXBcIYNN+2arxbKv33wJWf7DDMOWUMywM=..BtFZkdOfhGKr1KFoDXSpVcPSiYUi6KiAL91fBI1ZeOR2UcGSIAVA0Ot7fig22VUd8XCMRrSYWX
imMOORQp6sDJQ+vazDC26DjFRHIaeGcOYIMt5rbC2kKgt/xzZfV5pSXSJyiX9skOX9khdi3+VPyvwweAhup/8+zFEVINLGYm9vOpu7xU18GZSgp5fz2LQmaD8TWShVcazj7
Ff5/HNPAsDpeOAvC1p0SNIP+Zy4/r8iyUdTMF3gVAmhlvGh8i4BbgRvg+aCTSPTIAXpwdyLnZXbuTzmxYn9qdXY80txFu031ZEdVvzoP2GSwl/

C:\Users\user\Desktop\9703e260-d265-4332-8de3-4e5fab56a248.dl1

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\Desktop\GZe6EcSTpO.exe

Unknown

dropped

3488

6.050623140531944

false
96:LrkTZeTyZFHDryrEomRniGrj3XlialuOM4sSpmyY:HKATYyZFPyrEtZiGrLXQaD1n+myY
D10057E6A762943FEC8D994F307A2BA4
A2B5FEF2142D2614D3F438F11558F76935F7AD76
637C38D56733FF1340A05E39CB9128CBFFOA64FF8D96201546C265E510EBE74F

521EC66C4CFOEEE8SA3A75A6D66C2AF28050A69376B5B2B77987945DC3622A73F7E65876A3C2316C7F205BCODCB8CAD349CE884FE25C32C7FFEB777307E5FB5
1

false

low

----- BEGIN ENCRYPTED PRIVATE KEY-----..MIIJrTBXBgkqghkiGOw0BBQOwWSjApBgkghkiGOwOBBQWWHAQICVND+gqa8mnkCAggA..MAWGCCqGSIb3DQIIBQAWHQYJY
1IZIAWUDBAEQBBA+TpkgSmbnMbyQAnE+kvsLBIIJ..UCmgpB95E6g9kmV50hd9e AbkxoKpEJ1bL00tgfPRX3/fqGmCGZjVT2LoVGpUg7pQ..5D1ToAtSYjQuUOLBILAWCXP
SzdLSN1yQxVGgOxzgqnT6jUgb7RiLZCMMEWKIeSui..08RwsWJ9ir+BAD2eHHFTOQbzaJ2jAu24jVVZz4hiSKA9qiCjkwJqtUNJzwpEPhIL..ReomA8C7qPrUh8LSDKPTmM
eQoVOFwoENh9Q8IzuOPczd/JIAMDejASEcWCuUmIAOAD..HnFecm51YzzL+AwmYu7/2heDN3Ih5F8VdCtRwu+A5i38D1sq5KkvOvKKHOPAQ+7Ar..ETMvIMD6wq/7nXY6263
wG+0La5xAfwomQ/4NQ5NIgkoSHFsCmgCKs1sUcObcuzfj..v1QXUngpzdwxGrZWCLxQNgLUf51XrQ826kilQv+BA3VujnA4k6c+9Y950S1C70T+..klwDPcg+V9Xjom9yG
Sg0LaHSBeP9MLVs0ldJzO/yKJORdrotAXiVViUDBeV7chGs..Y3aEyYhn7VBGUAQ+BK5joKIJuclU2Vmewh75RfjbD7UwsmuZvd1Faf175eESvU/v..xKB5ImgmhjfOSjg
0O5w1jjZDypqidGXStKmETdLpAlg4hhcmNN4tPh0SZ5ejgaNK7..2vIALRISIMHICIEIfhKkgtOVBdoKxnKWALnvelo19w7XI9npJG90zusM2dFOxmpi..AYmCZgiLXkuJp
J15pvQEFXFOWHP2SWErRmW43iVIWspc+pLrNWsRL/3CukLPRipg..z6Juuazq+tGcT1qdx+kS7NVRLSNUSWMLUY Px

C:\Users\user\Desktop\MSVCR90.dll

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\Desktop\GZe6EcSTpO.exe

Unknown

dropped

653952

6.885961951552677

false
12288:5hr4UC+Ju/A0BI4yWkoGKJIwZ9axKmhYTMAO7WFKjCUmMRyyPe:9JfyZFGKJjxKmhSMAB6CUmMRYyyPe
11D49148A302DE4104DED6A92B78BOED

FD58A091B39ED52611ADE20A782EF58AC33012AF
CEB0947D898BC2A55A50F092F5ED3F7BE64AC1CD4661022EEFD3EDD4029213B0

FDC43B3EE38F7BEB2375C953A29DB8BCF66B73B78CCC04B147E26108F3B650C0A431B276853BB8E08167D34A8CCIC6B7918DAEFIEBC0A4833B1534C5AFACT!
E4

false

low

C:\Users\user\Desktop\Microsoft.VC90.CRT.manifest

Process:

C:\Users\user\Desktop\GZe6EcSTpO.exe
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C:\Users\user\Desktop\Microsoft.VC90.CRT.manifest

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

Unknown

dropped

414

5.277228517582997

false

12:TMHdt4vO5mSN4d6F+MHFVIogVW/AnpNnUvz:2dt4WIN44F+KlogAAN3G
D6D3CC1C61F96101FC2ELE1ICAC20462E
2C92803EFF07CA4CBBE02974871806E2006D51BB
0135463F733FC4CBC5AB6C3A0F1A8BA55478E670DB1C33B4C4BIF7F67664DD81
AE1C366B344E31392D05E50A487790A27760A8B527558F77A4B144D12606563C01F71D505F56B25C73E3FE89701FD3CDC2D464442D7E4FF01C06D7C9566FFD14
false

low

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>..<assembly xmIns="urn:schemas-microsoft-com:asm.v1" manifestVersion="1.0">..<nolnheritable/>..
<assemblyldentity.. type="win32".. name="Microsoft.VC90.CRT".. version="9.0.21022.8".. processorArchitecture="x86".. publicKeyToken="1fc8b3b9%alel
8e3b"/>..<file name="MSVCR90.DLL"/>..<file name="MSVCM90.DLL"/>..<file name="MSVCP90.DLL"/>..</assembly>

C:\Users\user\Desktopla6be3467-9cec-43b3-8e87-ded73d446923.bin

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\Desktop\vnwareupdate.exe

ASCII text, with very long lines, with CRLF line terminators

dropped

686

5.948642917024559

false

12:gdQmnMuM5IHnpkvgal XvwQwvEaBcU1F3LpralqgfiphSTOgmOBRZQWVV:g20M5IHpkvgyQw8aBhf3LpGvpjOBRNVV
2B5E17FESE3CF77017F3529B78A5DESE

E9B36FD4376198A13932C6C86BIBC331524EBD2E
3DADCDEDC430D45B1D18D23EFOBAASE1FDB34A9CF67FF298B553C03AA48AB143

4BF64767EF6C16B147E79B54A4F30A168FC53BCB959D2483C51693F693BD79D7B42C365719B6FD601EDFAAASBICC0267D69A18A7BF41698F488E6BEC735AD1/
E

false

low

knDCN3InDFf/1ehqc0f5TdxjCFOHABMEFic/VICquMdDfFh40+xbTBoEhhD+Vce9d2HLxICtTdPjclOx+eykDPdAWbIoO6KI1912yeJlewSkBuxRI/dxjfl Y9xoNmxzHSoh
0CypQKHj8dB38GVy42/QDVpZIA38nrhkEINrvbmwjht6Q70wU+CALpBa/zdsJkpdPNUOYJgmOgFZkpuYrPl0etDg+yu/OvonQd6gBx+blABK27NE3p2eBkQTXYATvyT1/1
8fIHkKbXUxQV/5JRATNfjesBEEjabIRXIgtH3jCQbdIWT36hyO 7iqoQ/S7+0R+ig4idCol511Y U3jjouL+jGZ30DBkruM37qNbJI96MvUjKI19wkctY sK9Ae TKOh57V7DB
CjNejOcbl07prxIF+ZBScnO7Zbc2XEcYpUuddttHEIUedlexPeUdNCd5qzZWDEKQSXzMZ1sNrRhQ+NWijyrAobBWfiQRcZopvYMr/BiKof7Lnm5VTsm6v1UZ8LRzLVPs9IMsSR
ttLkm9ogalpHBnw4lrAwowQQrgv/e+1xsPp9ypXwIRfy2iEh1HLIKykt+XPNNnmLHzOcBUj4tvhBkljn40TS0o5Wt64GryANxen4KJODIK5wZpk O+xWGeiurYpiOcMbV1Ho
DpCAQ5mHsI+vaWKI73G4BgMAKWSeYCPbY=..

C:\Users\user\Desktoplad421c32-aaf8-4995-847c-18069215aace.md

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\Desktop\GZe6EcSTpO.exe

Unknown

dropped

2604480

5.999984131582419

false

49152:AZy+mbvx1lsHprFk6UrinnWmy9axyH1/4u:E
3B90178050DED0678B4DAD0OA767E5350
7B6E73D20984A7BBA4FDASAFE44BC196F50B9ES7
8F83C493D8F965B1A8FACI8EID88IF6870BC1199BBECF1IDEDES7904F3E5B4CF3

9E14127DF76B5A5A2B9961F8DCA6B26693AD30ESEAADF7446ACA9B647CCA450AC2C6BA249EAD7586DBE15188794FC83255BES5F99814A5FBBF1EG6DESASCS8DI
7E

false

low

K6CpTPCvfylK6zsxaY9lU050mQpRagalV55u47++13ZndzNNI7rDltohRzccApRrLigVzeswwKNzonXCI2mhi+5lUO+Znr/MpBZO3SEP8WN5DRJI7fBINEYdrqQ74bQm8Vkq
3Zv0a06EP27v9yUSmSRQILD5sIG35Y0bWzSzzUEKIDM/etOUKUQFkwSFqqKP5iyMjHH+PQ76xe5FMVCQ2KGIENXGGhIZLktLcGjpHyyzdtt8RYKX3SLPUI78
CrlV88KZrp7QEzp9hXCDwY Ldj771q/Ha0dwIN6XIV2E7IFVH2auOQgOU6mML201mHiQoFVR+fZ5f819hBmm7EJIssHP34291G Swm3Eiiq0IEgBGaXLRHoy6PQBY9fZA+CpeZ
9JVj2a27I0MH8KVXUEbSgFVCcAISVXBbKeCKIRILL87sqA|VCXWWUB5n1ev67IN9JIxII3D9gk23/gRECIQ192PQ8d5/vY OgNiINx6BMIgcMeqF4fnAnAkZgINsYBGmxZwn
EcNC4ew2XpBXfvLgY8q3pCOU8i9vjTB1n2uhHaAgByBFXJtOBZEmt+OmNdMcgX/gldafLolZw+5FloM1oclYcOcW53NTPPebHbbynwrmbAdFZjjzKKBFD1Y90RCewh9Wgh
iY1/xd8KcubspFeGO3Md76EzXOTIIZ77dBtSve8mjvAVJIdCpl3j80yGL+qqHalBGE4pHFvt6DLg2xs3M67+MLfeCSUIXNXvca6FoDNVgrjNthp6h7rSigB4eEm/uNrtZ4L
guNA93kg3Q+FWNgw7V14sQykN9G1XbXZOYMUSSERXxcltqusP3yVOIGFGPABOyamAwsMworxiC8UtrEy/jjh+bzGoPmQ1LFqBIYUTxrPC8YaXrCcCUMtFaORY
84T1uhiQuXVLim11S/ISnBmbKb0Oh70kOXeqcaWOhwwxBVLZESME5KLhwGfovooel GiT770Hx1a+2JcUrWNI+JOFKbcPKjvktK AhBbWKvpRegA5

C:\Users\user\Desktop\c2-iocs.txt

Process:
File Type:
Category:

C:\Users\user\Desktop\GZe6EcSTpO.exe
Unknown

dropped
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C:\Users\user\Desktop\c2-iocs.txt

Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Yara Hits:

Reputation:

Preview:

96295

5.159510685896611

false

1536:N2tqRIgtt7AF+L6URYPQTIHPRAMV7/VUQ:ktq4t2YGDQTh51xOg
B4C61FOEO8BEA7B7F1C4D666DF65A9004
6FB571CC2D826727109E6CCFFI1EE8C91C81A372
2EDEC291BFB6CE4ECACBB75FCB79C6B0021B7F61E38680966B465C2976B24B23

58A2306E878CE023AA541F3F177D9B062BCO6DA14757339D046094CBAEOS529EED77C25570274A1847F03B5DF3AB4BC9B16D1BC575FDB2F98EACC885B960F38E
F

false

e Rule: APT10_Malware_Sample_Gen, Description: APT 10 / Cloud Hopper malware campaign, Source: C:\Users\user\Desktop\c2-iocs.txt, Author: Florian Roth
e Rule: APT_DeputyDog_Fexel, Description: unknown, Source: C:\Users\user\Desktop\c2-iocs.txt, Author: ThreatConnect Intelligence Research Team

low

#.4# LOKI C2 I0Cs.# This file contains C2 server and decription.#.# FORMAT #.# C2;COMMENT.#.# EXAMPLES ------
#4# 112.22.33.234;APT Case XYZ http://url.com/12345.# evildomain.info;AV company report XYZ http://web.url/..suroot.
com;FireEye Operation Snowman https://goo.gl/x1v7mT.58.64.143.244;FireEye Operation Snowman https://goo.gl/x1v7mT.effers.com;FireEye Operation Snowman
https://goo.gl/x1v7mT.118.99.60.142;FireEye Operation Snowman https://goo.gl/x1v7mT.58.64.200.178;FireEye Operation Snowman https://goo.gl/x1v7mT.58.64.200.179
;FireEye Operation Snowman https://goo.gl/x1v7mT.103.20.192.4;FireEye Operation Snowman https://goo.gl/x1v7mT.58.64.199.22;FireEye Operation Snowman h
ttps://goo.gl/x1v7mT.58.64.199.25;FireEye Operation Snowman https://goo.gl/x1v7mT.180.150.228.102;FireEye Operation Snowman https://goo.gl/x1v7mT.111.
118.21.105;FireEye Operation S

C:\Users\user\Desktop\falsepositive-hashes.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Users\user\Desktop\GZe6EcSTpO.exe

Unknown

dropped

2968

5.2399125809736065

false
48:dR0uU9dcnZJqS9zTedSm6/Rz63e02pHjRO93+e016a49u9KI9UITWBINKgWIFLTAV:bXcnZwS9zTedSX/V6000103Xo16a49uc
FF0023420D9138B6F67E775B24DCAE29

C87C024BC7CFA009BIF63952FF82508043B31E3F
6A55COD4ABEB777B6B6E042004BC13365EAD2A2483998D891B2E767947C6BI9F
8612DFDC4A417438F70821072B582FB5C1F3A7F1E79A569BA3CA518BB49262160DCC03463289C74104046B59ACE86406D452F5BOE9A433EB4B4322F47BBA44BC
false

low

#.# LOKI CUSTOM FALSE POSITIVE HASHES.# This file contains MD5, SHA1 and SHA256 hashes and a short info like file name.# or hash origin.#.# FORMAT -
#.# MD5;COMMENT.# SHA1;,COMMENT.# SHA256;COMMENT #..5cfbe1fb8df52bfba6d021319b0da899;Yara Rules of vO.
2.6e5ebbc8b70c1d593634daf0c190deadfdal8c3cbc8f552a76f156f3869ef05b;REGIN False Positive - Microsoft USB Scanner Driver.7565e7de9532c75b3al6e
3ed0103bc092dbca63c6bdc19053dfef01250029e59;REGIN False Positive - NSRL listed.a26db2eb9f3e2509b4ebad49db97595cc32332d9321df68283bfc102e66d7
66f;REGIN False Positive - Windows Serial Driver.18cd54d163c9c5f16e824d13c411e21fd7616d34e9f1lcf2adchbf869ed6aeceed4;REGIN False Positive - CD Tower Web
Client.0099940a366b401f30faaf820f4815083778383a2ble9fab58e16d10b8965e3f;REGIN False Positive - USB Scanner Driver.b04a85ef2edbc5ac7b312e9d57
b533d9d355d0c7cbbd24a8085c6873baf9411f;REGIN False Positive - SCSI Driver Windows.581730d7cce49af90efad5f904ce

C:\Users\user\Desktop\fc38c7ee-ad18-4c74-a67c-9df763b1d8ad.bin

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\vnwareupdate.exe

ASCII text, with very long lines, with CRLF line terminators

dropped

686

5.950460110681684

false
12:e1H/GUUWp2aiu09T900107WOMGMSNNAMpeYNSf5SGJIC/:exhpv00010COM7SN6MbNS57k/
31FDBFD635834D7716A5066A718778D7

8930FFC35E78A225C383FE9156F49618ACBCD8AS
8A7FFOC2FCADCO00BO6FC8E263E448252B592CE8C57D39D0BCEF1D40B6174603E
052702651D1D6770C47A863691BBIDEE75D572F79D080DE4D1EF668F168420C5C2ADSEBACE13045689FB39DEO0SBDES9A82EC66F636E70BF9988252FBD28BCE

false

cuuMDpgVgEFyHxXeO0SHFbmPWWIiRG+z2UeG8BEhhiwLv506hzuA7fpfwbcizOgHrvSEgduxKcSaxXAovh4EKMSgNHdA+9B4U9Y +kOwB7rclgg7jyOLIINIsS7S397VFIhgOE
+QN4gFXW14iXaq9nOHtdSoRaqNvTxeUDhk1DNn3dupz8KzISp1KYsOusAjRQg9tth9lYHj81qWTmz69ekDLKPLOjwu5aGVWVNAZ9vM4BwJI2z8dnuQ3mjZuuU
on0d/V7T2B/DYbgolaBr2v6H+A+pE2U5jvDIIOMDjM8A4HIWWCRO+hsulNDUNAbCMrnnm6jYjnwQL+IQHHRjkqtkQailsi/ZPUIC6zbY 72V cj+7CDEGW6UHZMtpAZal6+0
r+rbvTVOva6aBvhDkGASktSrDO/HwJzrqSoQs1XIiw9QC5j4DV1rjCFuYRUSzrDSyx3+U79E7DhhkA6W SIToErpHDVNfT1mau6PkRCCWtclejdrtPrtIX4UJdeMTLoJIrK
tCryBsnwkFYXf7JQclsd4Lg8ptxmM4jheEEJIyfTakt9Y MLfZrMvTzkgufD4yhdu4STpkP624f5BmK+EDXtvaBCStHod6JuhTwUxiyvpedioXVE64b0nh2k3jyYzwPp4yd
TEXTICMIMJVFQBtt4/QFwayFy100it74pOKF2rOXXLO=..

Process:
File Type:
Category:

C:\Users\user\Desktop\GZe6EcSTpO.exe
Unknown

dropped
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Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Yara Hits:

Preview:

75114

5.201861904999131

false

768:u3g4hyhojg9zWgHJIVIUENXNZA0BeV17MXgz1v+8MdOSPYiUIKzS2:u3gGyhyg9zBxZAieV17vm8MdrYiulC

34189DD9FOD63FABB5E9SBEE7ESB7AAB

OFF070F560CA11B79B02AC66880683F543343EB8

3856DF85CA14EC8A231329BD69F76062E795A1B94DE37FDD52B1B66C34B857F2
84F2DCE9814931B98AF62662031AEC9D7489297B39610F65E0CB73533355310F8C9938613DB08CC36B5C69C468FBD423A61799CA89043C744AE266CA01A46C5A
true

e Rule: FVEY_ShadowBroker_Auct_Dez16_Strings, Description: String from the ShodowBroker Files Screenshots - Dec 2016, Source: C:\Users\user\Desktop\filename-
iocs.txt, Author: Florian Roth

#.# LOKI File Name Characteristics.# This file contains regex definitions and a description.#.# APPLICATION #.4# Every lir
is treated as REGEX case sensitive..# Every line includes a description that gives information about the file name.# based I0C.#.# FORMAT
———————————————————————————— #.# # COMMENT.# REGEX;SCORE.#.# EXAMPLES #.4# # Various examples from APT case X.#

\\svcsstat\.exe;70.# \\(server|servisces|smrr|srrm|svchost|svhost|svshost|taskmrg)\.exe$;50.# ProgramData\\Mail\\MailAg\\;80.# (Anwendungsdaten|Application Da
ta|APPDATA)\\sydmain\.dll;80.# (TEMP|Temp)\["\\]+\.(xmd|yls)$;80.# (LOCAL SETTINGS\\Temp|Local Settings\\Temp|Local\\Temp)\\(word\.exe|winword\.exe)["\.];80.#..#
Ncat Example.# bin\\nc\.exe;80..# Regin.\\ushclass\.sys;80.\\adpu160\.sys;80.\\msrdc64\.dat;80.\\msdcsvc\.dat;80.\\config\\Syst

C:\Users\user\Desktoplhash-iocs.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Yara Hits:

Preview:

C:\Users\user\Desktop\GZe6EcSTpO.exe

Unknown

dropped

855930

5.458099249789609

false
6144:2ekpoVVvb8NjyKsolE5qfEoWbBCjKla/8aFxaLKDKCS+8ROz/HQOZwVtkPY39Qz0:Xk6HG2CLuDeoQFCcJ8veldwylU8uPjAJ
76EB89878C4F41E670998F71AFAE68794

634982643E7986C4DAB1C794B901CAACD953CD1B
20E0D4605308113981AEF044F7835EE07A3D099E0AA486245913EBD4123503F4

F356F5DC2E41D0C0984F818D5C23F309F12176232B23B6E9F1D86A9CEAF2D07CD6EBAF1DAG4A7FC590B62587BA94AFAB2848462333BAEF42EBA091D3F120B3A!
2

false

e Rule: EquationDrug_HDDSSD_Op, Description: EquationDrug - HDD/SSD firmware operation - nls_933w.dll, Source: C:\Users\user\Desktop\hash-iocs.txt, Author:
Florian Roth @4nc4p

#.# LOKI CUSTOM EVIL HASHES.# This file contains MD5, SHA1 and SHA256 hashes and a short info like file name.# or hash origin.#.# FORMAT ---------=-nmmmmmmmmemmmees
#.# MD5;COMMENT.# SHAL;,COMMENT.# SHA256; COMMENT .#.# EXAMPLES 4 0cl
¢3a97¢53082187d930efb645c2;DEEP PANDA Sakula Malware - http://goo.gl/R3e6eG.# 000c907d39924de62b5891f8d0e03116;The Darkhotel APT http://goo.
gl/DuS7WS.# c03318cb12h827c03d556c8747h1e323225df97bdc4258c2756b0d6a4fd52b47;0peration SMN Hashes http://goo.gl/bfmF8B - Zxshell..# 563d1512
178cec1f6a73c98d565c98fa;Cygwin nc.exe example..4fef5e34143e646dbf9907c4374276f5;securelist.com https://goo.gl/nkbFwv.5bef35496fchdbe841c82f4d1ab8b7c2
;securelist.com https://goo.gl/nkbFwv.775a0631fb8229b2aal3d7621427085ad;securelist.com https://goo.gl/nkbFwv.7bf2b57f2a205768755c07f238fb32cc;securelist.com
https://goo.gl/nkbFwv.7f7ccaal6fbl5eb1c7399d422f8363e8;securelis

C:\Users\user\Desktop\keywords.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Yara Hits:

Preview:

C:\Users\user\Desktop\GZe6EcSTpO.exe

Unknown

dropped

739

5.227572484598896

false
12:3rSUOGMHMA4XS+U48FyvZeG/VMLZ2RdnbmDOKARKzg9Z16t909LaVk3JK0IKZscMO0:7SQDkNgUvwaaObMOKARKc2629r5KwKg0
5E2BCBBEC755105C02FBB19152BE6F48

22B846AEEE64AC9A65DF252B5E9F68F313FDD00A
E3D3B0D09250B10302A952344AF4FE31DABA257DAE261F02D50F65D51ED31CDB

6366D794E379B127F2D294F01291B4FA84DC2B10EEASO00E2AB303241AE10555990E30DAD40145EE124DD11B3ECA9E467E8DFF9B02D164D36CODBFAC25B326C!
D

false

e Rule: Hacktool_Strings_pOwnedShell, Description: pOwnedShell Runspace Post Exploitation Toolkit - file pOwnedShell.cs, Source:
C:\Users\user\Desktop\keywords.txt, Author: Florian Roth

# MALICIOUS KEYWORDS. #.# Subset of keywords from THOR APT Scanner..# Password Dumper.WCESERVICE.WCE_SERVICE.WCE SERVICE..# Mimikatz.eo.oe. ki
wi.<3 eo.oe.mimilib.mimikatz.Mimikatz.privilege::debug.sekurlsa::LogonPasswords.sekurlsa::logonpasswords..# Metasploit.meterpreter. METERPRETER..# Metasploit PSE
xec.%COMSPEC% /C start %COMSPEC% /C \WINDOWS\Temp..# Malicious keywords.spoofing.keylogger.powersploit.passdumper.creddumper.credentialdum
per.XScanPF..# Javascript Windows Scripting Host - Suspicious - see http://goo.gl/6HRCbk.wscript.exe /b /nologo /E:javascript..# Java Deserialisation Exploit Tools.yoseri
al-0...# Powersploit.Powersploit..# Powershell Mimikatz https://adsecurity.org/?p=2604.Invoke-Mimikatz..# Don't remove this line.

C:\Users\user\Desktop\lib\lMSVCR90.dll

Process:
File Type:
Category:

C:\Users\user\Desktop\GZe6EcSTpO.exe
Unknown

dropped
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C:\Users\user\Desktop\lib\lMSVCR90.dll

Size (bytes): 653952

Entropy (8bit): 6.885961951552677

Encrypted: false

SSDEEP: 12288:5hr4UC+Ju/A0BI4yWkoGKJIwZ9axKmhYTMAO7WFKjCUmMRyyPe:9JfyZFGKJjxKmhSMAB6CUmMRYyyPe

MD5: 11D49148A302DE4104DED6A92B78BOED

SHA1L: FD58A091B39ED52611ADE20A782EF58AC33012AF

SHA-256: CEB0947D898BC2A55A50F092F5ED3F7BE64AC1CD4661022EEFD3EDD4029213B0

SHA-512: FDC43B3EE38F7BEB2375C953A29DB8BCF66B73B78CCC04B147E26108F3B650C0A431B276853BB8E08167D34A8CCICEB7918DAEFIEBCOA4833B1534C5AFACT!
E4

Malicious: false

Preview:

L.!IThis program cannot be run in DOS mode....$

C:\Users\user\Desktopllib\_cffi_backend.pyd

Process: C:\Users\user\Desktop\GZe6EcSTpO.exe

File Type: Unknown

Category: dropped

Size (bytes): 131072

Entropy (8bit): 6.601564686857406

Encrypted: false

SSDEEP: 3072:4CBNYJOZKOIiCI+VWTFPJoUCgd9gxOVessPhRbieiuy:zYJ30p+2TF8gLgxONsPhRh

MDS5: 891FB059049987C6CF148F4B93CDAOIF

SHA1L: 5A154EDE87B7A72556F46E63CB65B794BC200F52

SHA-256: DD673ED74E624384C8C9541A799844C0OBA95SEB1C1F67C51971433C7223B6C616

SHA-512: FF4CC9F33B38BD6AF51141C93EE988BB139743E8D2E5BE956B971B20B350B7248DBIFDD3EB3414A92EA5377D4ABD8B77F362D7889BF3DC31185D76B90AC198(
7

Malicious: false

Preview:

L.!IThis program cannot be run in DOS mode....$

C:\Users\user\Desktopllib\_ctypes.pyd

Process: C:\Users\user\Desktop\GZe6EcSTpO.exe

File Type: Unknown

Category: dropped

Size (bytes): 92672

Entropy (8bit): 6.493969841565178

Encrypted: false

SSDEEP: 1536:GSNT2se8WJIAILpo+W(OjK|LA4YKIR/EcV4jnzWUthPIDu:pzZWJIAY ppWn2A4f/PV4jniu7Yu

MDS5: 7896F2B2B44A6DC7F8021C142339CE07

SHA1L: 405319ED78E81800D54B1BFDA6198D7AF006220C

SHA-256: DABF2A24EE007F2BA49B120F6253E2030563093B6ABD4514BF81F7F2326ACI6A

SHA-512: 7DC69FC771633F2E3864E5630FC3CD8CF01CBOABE24085FBFFB4D91BE705D5A4BD9E65032AC120FCB13EEF489F825F3BF3FD5C447480FCEA39EE1IDFBEAEBY
D5C

Malicious: false

Preview:

C:\Users\user\Desktop\lib\_hashlib.pyd

Process: C:\Users\user\Desktop\GZe6EcSTpO.exe

File Type: Unknown

Category: dropped

Size (bytes): 1096192

Entropy (8bit): 6.877596116149514

Encrypted: false

SSDEEP: 24576:elPXuC7npUm9804vfcK+b7NFO00TZEGsN+KpP9e2hKgpSeKMzvZ1J:ztpU44vfLOEG4DZpSrOovz1]
MDS5: AEOEF46BC3A52A92544B6FACABOF32A1

SHA1L: 4065DFD80C8725F08C9AD75303BC40702C14F6EC

SHA-256: 61372337FE96D67F92BCB44E6FAEEFB7FE404A326F819EA33E27D33DB98226F5
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C:\Users\user\Desktop\lib\_hashlib.pyd

SHA-512:
Malicious:

Preview:

98BBDD3AE5C473D1B145E8E50B438541430CE623809B2C2284E8E6E819B20967472B7DDB2541B4FFD178EAG3C333003B97FA1C9FB96CD0073A2DD492905C4D7

false

.p..P.

C:\Users\user\Desktop\lib\_multiprocessing.pyd

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\GZe6EcSTpO.exe

Unknown

dropped

27648

6.280168209233203

false

384:3EGWtVebk5bBI8If+/iknYsiAzKOGSoY 2Nfg0tt)3Gbgsu1j9DG5XCM6nM:3Efe35bBIHA4KrhfSkU9ShCM
D675D1F065D2A22EC122375BF8069C1B

499A53A5767313321CDB8E6D8C5220484841A3E2
1B9E81143AADA184ECDA900BI3CFFE4A4BBD6820CA4F6D7F32EB46A000B66099
2460BB082F54E25327D51C91113C27EE260ACD526E51188A14BFEEC54769E7969979677561A69A68D2C7EFD242ECEC8C48BB830AB5FA718BBICD53BDF2225D¢

false

C:\Users\user\Desktopllib\_socket.pyd

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\GZe6EcSTpO.exe

Unknown

dropped

46592

6.535193648666847

false
768:uRgfS9emPOtFVL+KHVJEG5RqFPBosNoC+M6LI+cAuDaM:0jOtFVCKHzgFP+C7gLrfDa
7B2AAEF4135DFO0FD137DF1F152DE1708
B370B87DC4C39A4D8968EE998CE35DAAFC5359C2
00B31446AD5F7038F253B64A60753D07FF082923C108752D565717947F1A38BA

B2C4944E5F5D9A8B7CA9BB6ACA049230737804F2F75E4BOEB83712D26B9FCBA031CA25FFFD10ADCB688902996443669D393B0C5DDFB1B88AE27CED464CEDC!
9C

false

1..L.IThis program cannot be run in DOS mode....$.......AV2..7\..7\..7\..0..7\..0..7\..0..7\..7]..7\..0..7\..0..7\..0..7\..0..7\

Z.

.@..@.data...x*.

C:\Users\user\Desktopllib\_ssl.pyd

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\GZe6EcSTpO.exe

Unknown

dropped

1415680

6.846106153505868

false

24576:wDhK/yvb6r8IbUZQH8IKwjHWYZrL GW7Cp7no6gV+7GRI+KpPA6p4AR6pVAQJI4jzp:Zqv00g8l0w7KnIGZhspvAHjzQCJJ
B64A8677AD7FDA3EF730FFC4533FD1F8

521FBDDBF5317C9EEE221F072FC5564CEEF1F8C6
4EDD88905E478AAC34ADABC783A2F695644528F1D8E2426B1FAFAOBCFAB03682
2EB6561D626E04EFD39155B861D4A5EB71161503B579634004EA163DDB2C81FE2FFA32452C8BIDACF28FC50AA2BCCD421575B28D121B05B2668F0257F98F612!

false

L.IThis program cannot be run in DOS mode....$
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C:\Users\user\Desktopllib\_tkinter.pyd

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\GZe6EcSTpO.exe

Unknown

dropped

40960

6.335002644682424

false
768:/OWNT81C/gnCUUIUuaFVfmHZrGKcEICDYF3nNCeNXzEmSAEPY:/OWT81C/NtUu6VuZrGKcjCDyF3wIXzP6
C61B4E27FC5FF25A9DFC2D10B79524D5

38D2BE95DDB389D7BC1F2D9E8C98D2C56D0660B7
60CFE57C07C778C527C3B7522BEA9AAE7904868F440BD3F283AF831A0CBA4059
047B1669D1ED54C3FE8SEB03651DC592AF25458C3F424C24C2093F61FOE009DDCCADBIBAEO682E7184D23D5D06623256413577E80A1FE2BI37EF7560367AE9F8!

false

L.IThis program cannot be run in DOS mode....$........].Y.<...<..<..D}..<...Dk..<...DIl..<...D{..<..<...<..Da..<..Dz.<..Dy..
Lo X 4..0........

@....reloc..P..

C:\Users\user\Desktopllib\_win32sysloader.pyd

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\GZe6EcSTpO.exe

Unknown

dropped

8192

4.992693298555373

false

192:t2VnGV705QUEZWm6Uk3fvf3X7THIL3YO+81:tVUSQUEZz6hfLTHI8
B4A567D80CCCO08FB1C7FBB765847AFDA
B7FF2C68BA2887AAF5D029F41922E626C72B716D
DBBOF9C499A710BBC8BCDE4ECC3577A6C9548262D6CE4434ED5A0708CBC787DD

DDFEC25304BABE2DF55958F512F61AFDOAF88DDA499FE87931D17A9EEBF048449885A06A24BDDBC8604E11F07CED3C2ECE7F89C28290CAB5D1BF3816D2212;
DB

false

P i
.@..@.reloc..

C:\Users\user\Desktop\lib\bz2.pyd

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\GZe6EcSTpO.exe

Unknown

dropped

71168

6.739740223463112

false

1536:1xfp8+QhToyh3Y 1rr24S1uBXTTva+X+E8S+kKPPYnLr:1ZLuYIg4SuXTTva+X+XZfWC
80558AB30129A2874B8776F4DD96AD7C
882E921AA68E196386397BE132B91CDEF23C5BF8
CA19AF8B73E72DF5581CFF77085BB5885985C91ADA16B5A94DD50C827DD51093
81ED07736ABC760DOECCBEF9506B789F9DADI61A0969744FFF1120E3A294275C25FE9F215CCEFC7DD476017FEBAF117493141CCBBA472E2FF4B24F32B44A0DA(

false

K0..K1.=K0..K8.=K0..K8.=KRich9.=K
LH..@.

.@....reloc..

C:\Users\user\Desktopllib\cryptography.hazmat.bindings._constant_time.pyd

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:

C:\Users\user\Desktop\GZe6EcSTpO.exe
Unknown

dropped

7168

5.27929914348816

false

96:KofhVv08JgMFMeiyiX6+LBDtM7C26V+{fx3XAypVAADEGNfuO:KoJyAgMFMelu3IDimHVsJ3XvVID6Wu
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C:\Users\user\Desktopllib\cryptography.hazmat.bindings._constant_time.pyd

MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

1FCCCO08819AC663D36E1C567E34E8451
9218D2A68454828E1FESFO6FAF3A14139BD3F494
7318B66ESEA1348E6875B1E0217E450E22C3FB9C96739D746BE19C01BE69073D

E744708102CC6BB57DD65E28FA29471C75784DBBB64B1D29FFO6EF4AE1D1B84D62ABC3DA9BECGE645F079B4900EE95981755D3E2B9CDF1BB005C589877478A7!
9

false

& X LPo @

“.rdata..x..

C:\Users\user\Desktopllib\cryptography.hazmat.bindings._openssl.pyd

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\GZe6EcSTpO.exe

Unknown

dropped

2258432

6.9649853247217965

false
49152:aQ1T1qclUld7CdI+F3EAIXgREMRCIFxwpd6DFI/YNKaA:2cILd+G+/iXg9gfFx66DF
1F30B7CC98DFCFE314C570D1FESAOBLA
9AD798C634679150FF14995C1DEEB658CCIABF53
0B602CCA491F17F3D55CC1B760BB1EBE48D96E4CA68CB6769C46960ADD08B67C

F6CD07C59DF110C95FF699DBC3EFOC1AD14A7EDFA64B5534228BC0587898CF7866D9EBBAOCS5DC2759E187F90B50CDFA706F633A2E32F1D460C652CB7A84A5¢
D

false
MZ.ooooiiiiiiei, @ .o I..L.IThis program cannot be run in DOS mode....$........ ).).H@z.H@z.H@z.0.z.H@2.0.z.H@2.0.zH@z.HAZ.H@Zz. H@Zz
H@z.>.2.J@2.0.zH@z.0.z.H@z.0.z.H@zRich. H@z... ..PE..L...go.\ <.V...A... P. @.... Sl

.@. P . . . .@..@.data.

C:\Users\user\Desktopllib\cryptography.hazmat.bindings._padding.pyd

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\GZe6EcSTpO.exe

Unknown

dropped

7680

5.494741496784773

false

192:Kovlwlvo+uJbeG3HuuxstxsNI3XvVID6:KoviwNo+FGXFx0xU1fVI
7DB9C7461C4F2F5883F86AF789F81413
E71B8A9266A82C28219AE2AB6EB2144AD1731FB6
11E625062ADD39EBEA1386FD28965CD4F2E52FCB6825F7BD1607DB576A09F7CA
0421952AD1365486147E9232FB966B62D2551D098568579BD103A9DF4A7COA04AD2C889E6C7EID6318A7A7215A08AF89449EA645373F07EC9041865F82D49BA4

false

L.!This program cannot be run in DOS mode....$.......6X{.r9..r9..r9..{A..q9..{A..p9. {A..u9..r9..29. {A..}9..{A..s9..{A..s9..

C:\Users\user\Desktopllibllibrary.zip

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

C:\Users\user\Desktop\GZe6EcSTpO.exe

Unknown

dropped

2623728

7.989708508062485

false

49152:B4Ch0hPVz6WXcdOL3CfQqyotIAJEuZ/AQFOU8cpLY IxluOsGW+dAb7RFec:Bvols1IAJEy/AQFOwpjMW+dAb7Cc
DF9A3BAEB7B688DE8037FFICE7E8F7CC

571132E00F20EB888161AC37654CFE4A9FEID4AF0
2D8CA76D3A03E68AC4313D45B78C73BDIBFF5BFBA25E19687F439E8BEDOB0883

1EE9D558C56E8BACBDF7CF37044F1CFD1EBEFBE41375069EDEOBB1025A966834F72B505CD855E8C7FAE8BA7CD7C80FCAE235784019D4EF9ABODA1357B58F13
1Cc

false
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C:\Users\user\Desktopllibllibrary.zip

Preview:

87....1.5>8%....10...kp..0@...z.. gW...(..D....~@.~'.z..%.@a.....T;P........PK........ <NJ.ZAY....9.....BaseHTTPServer.pyc.;Yp..uof...@..@H.8.D.T.......$..)J.4.M...5.
q.;...U.JUN..O*..s})..].K\2.w.y..>... {}.b..a}. <L LWV AR)Y K ?5.%.V.LA.@. S.2\...u Q.%X..Q.W. .q.#zi. .yai
...... 1.ul...alW...w...U...An.q.L..f&.....<..1.fq.....8...G.DR.+/wd.>."...>.;3c.t.&u?He....6.n.yi.Y....7.(...Xy..d.EA.4..Y .2tb..H.....7.".,.N.4.0..q.c...D..S...sz.r$..5..a$6...us-...;C.>
Q..2L [ /\7TAMm A ~>af..=~S...L.Lh"..s...P.~.G..3....... fs..@..HI..0S..gR.."2D..j....$0. U.'U.....jd.c..j.nB.>..${.."...(|. W.?X)./..+\.....AD..h6...L.#...)L$.. k..r.w....5C....B..b..
M..f.Ed.

C:\Users\user\Desktop\lib\mfc90.dll

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\GZe6EcSTpO.exe

Unknown

dropped

1156600

6.52546095742681

false
24576:HMh/PZa3TrShmbjRbf/zxUK4BpifCqY5TcB2sQL+XmDOl:HMh/PZa3HTjtFUKwhqY5TcyL+XmE
462DDCC5EB88F34AED991416F8E354B2

6F4DBB36A8BE7E594E12A2A9ED4AB71AFOFAA762C1
287BD98054C5D2C4126298EE50A2633EDC745BC76A1CEO4E980F3ECC577CE943
35D21E545CE6436F5E70851E0665193BB1C696F61161145C92025A090D09E08F28272CBF1E271FF62FF31862544025290E22B15A7ACDELAEAB55560300EFELEC

false

C:\Users\user\Desktopllib\pyexpat.pyd

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\GZe6EcSTpO.exe

Unknown

dropped

143360

6.61873865412512

false

3072:3tm+8Lr63In5y7+/Lt2NVFU/6NIEVMqU:JtXXY5ybbUINQVMq
E7D033F40F44D497D6DDC5CC020CA40B
9CE1CAC6607C5E1DES8AD30B75BDB5B902BB24F1
3285C94AE4C801147F564E92F1DD8DCO0D630E041F80B33DD37300CE597004A6

7BC1CE6C6F3B4B4A0D75A91EC15BF1C790EDFF2389DBC35EEC49A0F058B7FD2BFCCEB4AA088482C88B2DE0591996647C2D682B007B64524A549A6C9A2528FI
08

false

.{.M..M...M...Dby.O...Dbo.C...Dbh.0...Db..J...M...$...Dbe.H.

1..L.IThis program cannot be run in DOS mode....$...

......... TSSOSO TSR UPRUSPRTSRRRPPRRRY (=) S

C:\Users\user\Desktop\lib\python27.dll

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\GZe6EcSTpO.exe

Unknown

dropped

2649600

6.722420193769921

false
49152:Mq1WL6TfbVYU9U/EaP/iv4ACMbxndsBbWABLEkt34PMnhMmQHNZIhld1Tfcd+yW3d:1WL6UPI4CMbxdeZAhXhMnHXledIpm
2FEB5AD28FAE3DE286803C6CCC6491C0

C1A2CEEAF37778BBEOA187E8B6CC12E488224028
E2460663CB2E97DD61AFB42E0310C026B8417D6C2C135F54D2DA90696BEAGFA4

37D2FB967742A1207DFE763C276B7A1AE515F50A4D9D01A83951FF69D87FD33ED1CDBABY78AE8D3D7499CE7DOC3E756DC53711EAGGE7B6E06758BCC511664E
5

false
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C:\Users\user\Desktop\lib\pythoncom27.dll

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\GZe6EcSTpO.exe

Unknown

dropped

397824

6.646881960817534

false
6144:Q2yUi0rjBcPEFIMKP/eHHN0T6euClw965SOKLbpd675XL0Kk:jyUiOrjByE/mKP/e0cCmpdYQ
01C89FB05232C8310F6A8B4975297963

E03D1C9DF87EOE6F98F16AAESEBDIFA51D696E35
DBEC592DA6DD2A4D653DEF499E22865246F1F6441172FADF1A15DB498F11781A
C5DF838814F4747F3BA192E39265FADF83295762D3A1F5CF37FCAD22C88B0157297A5BD3B5667C394D534F22CA1B680780FF1BE12C443D2265DFC674CCDC4B

false

L.!IThis program cannot be run in DOS mode....$

C:\Users\user\Desktop\lib\pywintypes27.dil

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\GZe6EcSTpO.exe

Unknown

dropped

110592

6.569529056002426

false

3072:95z1B1kNtTUo+cIt9du4EnVn++M4Psjol4Y 7bi0Of4fuFsNOK1uMN/c:gN1BCtTUoPJt9du4EnVdaN4Y 7bi0a4fb
1EC8D89E992D8F04CB0042E2122CA95C

E26C4B2E038D85CC979B1278E918619F95AD3613
25B66CEFD9A6C8B401C10451668516ADC5F11EAB9246A19780F59554F12F43C5

8A52FC4AAT3BA2B7E05A8404A9A7C8892829074540374D5C5C6AEE3776AB1D2D52CAB92FDSFE7572D68D3ACD3899EA4FD2504E60F412BBB85A6FCEA915DALE
21

false

MZ.oiiiiiiiiee @ e 1..L.IThis program cannot be run in DOS mode....$....... qz.Y5...5..5...Tz.7...4ly.6...+10.8...." 4. +.1..... > .5....... +lh.$...+1
~.4..+}.4...Rich5.. PE.L....[ ! |4 D..PJ.T/ d *

C:\Users\user\Desktopllib\select.pyd

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\GZe6EcSTpO.exe

Unknown

dropped

10240

5.840237019743671

false
192:gkjXJRZobEm7QNw7MPDdqPSU+n6ErXUnv3XDVR6EYyAXc1U50:quXJInjCAPDAFB6GXoPzV5yul
18EAD4BF3A21899F4C94DB60BA39DA4L

EE856211F3CD0O0F29C1287C2DC129503FF78667B
FB739F595B0C51FOBEDE73709FEB997BBCD15E7C5BEDF4A1B1D97856BE602C40
C8D49E1057351D499348EF8264228E0FD236CA2B7FEF975700F309COF7FDD00B57FCIF796D27A5D236D872236F59A7CE38A16E2140E2CF58712C81515DE52D24

false

............................................... 1..L.IThis program cannot be run in DOS mode....$........J)...z..z..z..z...z...z..2...2..2...2..2...2..2...2...2..Z2...2...Z...ZRiC
! 0 ) @.... 8.H...3..d... P..1 1.@.. 0
N @..@.data...8...@.. .@....reloc...

C:\Users\user\Desktop\lib\tcI85.dll

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

C:\Users\user\Desktop\GZe6EcSTpO.exe

Unknown

dropped

893952

6.723578756054998

false
24576:9lgB5tUnPkmxmROmYjlIkPJHNCHtCIUNF4j6s0:FKTmtqUT429
38501170F62D48F4B67COF7AFCBFBC55
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C:\Users\user\Desktop\lib\tcI85.dll

SHA1L:

SHA-256:
SHA-512:
Malicious:

Preview:

AOEF4A5D984EB36984B774D3578DBD303C84E4F6
D041F89538E45111385C820DA2E5856CEASB1D125D61AD0950F20EBEASCE4271
24E8C6079B9B8D40569F9DB706247C5C08643EF9A596D3677834B2F59F60861133FF8B0AS578002CE8BD8FA16FCEA2BA457394CB34CD319463349CA90B01484A91

false

C:\Users\user\Desktop\lib\tk85.dll

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\GZe6EcSTpO.exe

Unknown

dropped

1330688

6.294231023599021

false
24576:UCgNcIR8ata36h5qrZs30UQ+0Y|sIR526siGIVgyWav6e5qRo:1a8+0G3MdY|srGIEJv6e5A
85FAEABF35F46C978182D59D93E75AF8
D19427DBB8BC9786BOEEFBBE97E43D75DCF2A92E
1E8E4ACE15687DB65D39CE2F96FEE42CF476300C2CCBDF70CF25511764481511

8BDEBBE29A73EC5A57A6D1E57B72CCFAA8BF57C7C28F818A069763405194E693FAEE091A165380C4D1E4D1C5272BDB7D6E3268CB980F5F08A624C08BB989359!
F

false

1..L.IThis program cannot be run in DOS mode....$

Ko few o laleg{ . {.z.. kIl p.{.v.].s.

C:\Users\user\Desktoplliblunicodedata.pyd

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\GZe6EcSTpO.exe

Unknown

dropped

687104

5.428862749040877

false

12288:Gm313AxoMPBt8FpQsVdFil5mZMPXubUxktwd:93NxM8XQsVdXSPAXxLd
4133485C1E728925502BCAB21FB8A3C7
F5B8820983B3492160774C389D51A96DA1ED43C9
F7D9825B06F3B2D758CBF1C664A49D8602721CF43C399030A3DCBIB35F18023A

EOC8F575239C3D1037D83B920EF0F6223705C1DF8209AF319B8B48FFEF6B8CF4C6EA257F257BBEEE7ED10C709C0OBAOFD65C2B6AGF3E9EE2A3593CA197C32E6
7

false

QA.>).Rich?)..

C:\Users\user\Desktop\lib\win32api.pyd

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Users\user\Desktop\GZe6EcSTpO.exe

Unknown

dropped

100864

6.549863186996596

false

3072:h26 TuD7]MOXYNIF7Zho6gltO/wHChTZVhV3LHhBNIXJ2cUCIM2petWcQixWPhYo:M6TuvzxYNIFno6gltO0ChFVhVxcUGMRq
F4612401995A7C88C278716BF9440B44

33AF801B819AC279831836AD9CC706BA4EBAD186
196115722D774A84C84FA51CC1F1BDFFABEEE3CD1C6C1E33822D88FE4D4BEA37

60D1FF88017C5B7279AEF894A0F56DC8D6C20BCAL1CI6CDAF1A1BA2DC953A62D52CCF0084D4FEG2B88FCA530361343725FFD61FBEFA7052F8D92BC4563B7A71
AF

false
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C:\Users\user\Desktop\lib\win32api.pyd

Preview:

C:\Users\user\Desktop\lib\win32clipboard.pyd

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\GZe6EcSTpO.exe

Unknown

dropped

17920

5.949191048195201

false
384:M/CMeEb7B+tf8118c2ztCDHRA6FCYWhHBq1AzR:MgMeEfOKbOztWFsY71AN
6F205CD1FCF63B55DEOC0385AAD30DE4
EA6639A5A63335C14140F7F3ADO5SDFE6C39214F6
3EDE96D8ABA0497214C13076725325C8BE3EAEID23DIAFC46480E71ADI202E98

A3096A7302043912197C034036888CCD7C2B5039CBFE4A2AF7C144CDE14A9876E4C5E48FEABD09985FD6EGD56DB10B520DFEDOD5278822A86C719E8307BE7C!
6

false

C:\Users\user\Desktopl\libl\win32com.adsi.adsi.pyd

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\GZe6EcSTpO.exe

Unknown

dropped

66048

6.576893512901747

false
1536:DngCnolYhMxSelp32DJK/wWU3E9+c2rCQgE3cIDkGEmie VMOKju8/9jOm:DgtlY hMxSelp3uJK/WU3ES+/rCQqE3cG
8752E925AC1A1FOD6EE4AC3E87471DAL3

71848FFFFB504325BF3806286FE06E0F2275091C
52D65D44DDDA1EFCED3E587E350E30E9005653011661365A527639656F1A9EA7
5FC6F2B9D64CBAD1DC240A11AE3263E9B6EB975010C88B7F4B59434DBCF7F30BFF3C70C18718557882AB8B045C5EC06707AD246E4584B7475172AE3742A80BA

false

C:\Users\user\Desktop\lib\win32com.authorization.authorization.pyd

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\GZe6EcSTpO.exe

Unknown

dropped

18432

5.985911260442151

false

384:5ddckmjgMBV5Etkyp15mpJrHsv70ttH2galBp:izsInpDmpJwv70twgalBp
1D74299D05441FC37C76230F99184A78
863EBE4314BC2C7BF5F95720832BC2325953C56C
5C53CDB2AF5E9BE44ACAESFE900924C238051A02BED7B07C7B931BFECD69FD31

S5E1F99E9B424EF484999CDCA4DCEDC260D3FF76423BF6F390F2F137959CA7873978459A9C6325AEB6E2DF41328FFBD527FF36A2F68BEDEFFBI99FCC2FC23FABC3
4

false

MZ..ooiis @..
AN..M.AN. ...Rich_

S.ALANCALANGRGANLGW.LLS X
[N TTRTTRN p.@... 1.
N @..@.reloc..R....p......

C:\Users\user\Desktop\libl\win32com.axcontrol.axcontrol.pyd

Process:

C:\Users\user\Desktop\GZe6EcSTpO.exe

Copyright Joe Security LLC 2021 Page 29 of 355



C:\Users\user\Desktop\libl\win32com.axcontrol.axcontrol.pyd

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

Unknown

dropped

106496

6.394970076819993

false

3072:MM9DdZYfYI0Fh1u9+8aBWZOK8H6ENK6IP:h5G49+TWZOKyY6E
7015E33BCDB4319061D0942543397F72
910962A5FBB43BF169913748C8AA12F7AC16EFEL
763E1154E909122DC321138ECD57345D01C65E309EFFD7EES7439787C738172B

ADE82F21A6AD506DA0037E9D0O03E51986413DE40D9FE389B83A0FB8E4338E2750D812D804DEOEFA4BA4AFDS3BB4E15F8943E725F611001C9694DD2F145CEFCI
B

false

1..L.IThis program cannot be run in DOS mode....$.......bQ..&0.&0.&0..x.'0.8b{.$0.8bm.+0... .!0.8b}..0...%.10.&0.0.8bj

C:\Users\user\Desktop\lib\win32com.axdebug.axdebug.pyd

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\GZe6EcSTpO.exe

Unknown

dropped

221184

6.444006774918823

false
3072:GbiSzodrbpw5XR1z31LOIX2SeMYK9QgPU9IP7jQuU5ZbTjFhEKFOROebsXROK37+gK:6aEIROK3J
8D78D971ABF4C0A5647D99772946C023

72E4637C512290CCE7D6B38DEE5SC897C156AC58B
75DBAF2796FFF6FB0220BBA5D359F85D1297CEBE8335E6EB0157EC96C58B43F5
598F396F79E1B883FC3791178125A9A8C018E9877735F0F8FF930B4A7B0242D54FD039D76B963A41FE66DAS60AEOFBC89F4B38697549095BAECCE7719A8F465D

false

1..L.IThis program cannot be run in DOS mode....$ YW WL W...%6.V]..I185.Vj..18#.Z|....n.R....k.S]..183.\|..Wj...j

C:\Users\user\Desktopllib\win32com.axscript.axscript.pyd

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\GZe6EcSTpO.exe

Unknown

dropped

68096

6.481137076158771

false
1536:4wNe+pA5f/qT9ok20Rp+HHOKgRjRVHgNEGQy:4ue+pk/qTuAp+nOKgRjRVANE]
0749BE2981BAD9A1C2A37B54190A5AB1
D5A0CE363D8C18A8711A12120028828154A12A43
DC9FOE1D51A6E4A789A0853AA791C8B0F027C16FC40BE15B530D67EDF1C273B0
6A10FEF851367F82F1377B41AB000F8F247D9980000881E368912461374DOE2ASE9DF7CEESED712524000907DF56DDE4E30CDAD34CDB5D7FF27B6809232AB96C

false

....... 1..L.IThis program cannot be run in DOS mode....$...

..80..S0..S0]..0..S0...0..50...0.50.£.0.S0...0.S0.f.0.S0..
p .
.@..@.reloc..@....

C:\Users\user\Desktop\lib\win32com.bits.bits.pyd

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:

C:\Users\user\Desktop\GZe6EcSTpO.exe

Unknown

dropped

40448

6.337078622987638

false
384:ZRWwG2qj4By021SzvbwwKUYsHc5S2vukSMVRBfbUGWAbexU/ZIIJHBxaOK3HLrSI:13jdR7/ZJIpBxaOK7uiLmpIRW
744D09BAE111803D50296E1D69240218

9EFOFA2D434DF78093647B2210346F1C5B6CC04B
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C:\Users\user\Desktop\lib\win32com.bits.bits.pyd

SHA-256:
SHA-512:

Malicious:

Preview:

D1E2F717E7F1103B6F5D325EF8CA81DE24D6BBC77874D5440525913877841946

47A99B67C4C7EC5F080488EDB023D659514F8C430AFE1E131D9DC2CA4592573FA5D4525F754915AC4D77CA50ES5FC15E31FFBB7EGEBE2BC383CA847DF925237!
B

false

............................................... 1..L.IThis program cannot be run in DOS mode....$..........v..%..%..%~..%..%..-%..%..;%..%.tv%..%..+%..%.ts%..%..%...%
LPE.L.v.[. L.NoRes PoDeii Do 4..b...

C:\Users\user\Desktop\lib\win32com.directsound.directsound.pyd

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\GZe6EcSTpO.exe

Unknown

dropped

57856

6.629857858519609

false
768:p0uS0Zw7YB7/YOOwzzGcVhAuttaSPfRaaaOKI4sUMNARED:6uS0Zm2R7zzIV6ulLzaaaOKI4sWiD
B5D7255A338C57AD611B7CC2E6A2186C

D5DC5D12BE1203ADA6209B25719AE0058A212691
E617FFC11741ACCE6E488ED71D0B967C92FE6F5C0A00465CDF41ADC531BD21F7
4298931E3D93CFC61CO3DAFBE2F6F219F644099C9806E6F3E767F8D5A36A041A3345F35B207DCB55CB51D7CA08C7DFA7800E9610D303CBCOF822D1E6G8FA4FSE

false

L.!IThis program cannot be run in DOS mode....$ .G..G..G,..G..G...G...G...G...GLsSG...G...G...GLsRG..

C:\Users\user\Desktop\lib\win32com.ifilter.ifilter.pyd

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\GZe6EcSTpO.exe

Unknown

dropped

19456

5.992674666793464

false

384:fEKRtWgRdBsL2azJJB7n8gGkY9leaOKmVHiVxMn:fEaveL 7f9ZGkY9leaOKmAVxM
35CA5465605D3674CA875FC52FE139F6
6AF3D79CA8267COF34F3DF8B8100696115CB2CB2
4C9371FBFAA2C28B78239FD928B6F9DC80A07604D9BD92BI45D58BFB6CA7CED7
C77AE812C1A738AD30DC9672013328BC3584D37029B4AF60ED722F0BES9C247108E9D5606FAE8118652F3012090004B2BF860F3050F00D4A2640574A010D1CB9

false

1..L.IThis program cannot be run in DOS mode....$...

C:\Users\user\Desktop\lib\win32com.internet.internet.pyd

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\GZe6EcSTpO.exe

Unknown

dropped

67072

6.446610178959943

false
1536:3yptlURV1+BQLR7BOUYSh3Tmzvm6O6MOKNwWDRRI8P:3yL1URv1+BQLR7BOURh3Tmzu6050KNwWM
F3542954CF9BB20BE086F9D743759F7A

D14948E9F5E589E171D7918B2398985FF7BA0567
82D04B2A393A5F7AF54F817160420F8755027518D526D8CEB4578CB5D7D06BAL
20A8311A2B0OB5B7AD7BOEA9757415E7622643709CCOEBC179C569749F4521B4CCD94652BC2AA8635A174088019C8724935608DB5B6C8BBACC48D6A753F934EB|

false
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C:\Users\user\Desktop\libl\win32com.mapi.exchange.pyd

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\GZe6EcSTpO.exe

Unknown

dropped

105472

6.589353469217729

false

3072:99+Tdsf/nONPkHV2xQFHxDcOKRhCodgz:IRy8kHRQOKRhD
670F31420A7D78E063595942B87EA496
05D1F9B4A48FABFOC501F9415DEA193E1F33B21D
2B03716E85A8A63CEBD77638F6E58800B407A5032B873B7F5C48BC8F1F788110

OCFD5FCD396F9E7473D0C2C72EF984CEF772221687E66B2E54FED7D3A91137BBB68CB6ABB135ACC6A8FACAG8A806E1410D5C2FCF503BEOE94E820D5123BC4
8C

false

MZ @ e 1..L.IThis program cannot be run in DOS mode....$....... Vp)z..G)..G)..G).»)..G).C.)..G).C.)..G)..)..G).C.)..G)M3M)..G
..PE.L....[.. L 0....Y. LeePens T. t...03...

C:\Users\user\Desktop\libl\win32com.mapi.exchdapi.pyd

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\GZe6EcSTpO.exe

Unknown

dropped

65024

6.532830752364937

false
1536:bXN99JcSmOMPMwZobCxMvV6RZiRgHz610dMk2EDrm4jAw8:bHPwZobCxMvxRgHz610dMk2EDrm4jAw
C63F38B638B858CCE73C42CD4002FDFO

2CEEEE5DACAFAE90165BAD7392BD107CD56A861E
8A7ABF044F59CE4FE023E1841C406BO0BEDCEE7BF82E533B64EDC324536770A3

1A2A222B541B899A362971FA54ED46EB3EFCAEC71EDS380CF6F8A718BADFFC527CEGEA2411597BCF39A091222FF30A3DA535C9F84B627A1DFE39F72BDDDC6(
88

false

1..L.IThis program cannot be run in DOS mode....$...

C:\Users\user\Desktop\libl\win32com.mapi.mapi.pyd

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\GZe6EcSTpO.exe

Unknown

dropped

129024

6.660769030473044

false
1536:0uc4wnNH6+s91tQ9IMfni3zyYtIx9g5RaxXAA+C53pOPmMJI69KSOXE7MOKdb1D9:240NHfsDt/szx510XzOKdb1D9
B4240E63F70A7499E52518A0939CDB73

36F2576B609ECDOFE7C71E4320793CD688FA2777
151851F44BC9E5D93396729EDBF89CFDD81E42CBFB6F182D56233840BC2425A8

71E82DBF52E0087D7B558DCCCEC4F2B31C2B4CB2DAGA3ED77AE59DA431626AEAE110CC29ADDD98CC30C7A0A326205EA6168AEBEG890DCOFI0D76311A032E
70F

false

C:\Users\user\Desktop\lib\win32com.propsys.propsys.pyd

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:

C:\Users\user\Desktop\GZe6EcSTpO.exe
Unknown

dropped

114688

7.027208191219806

false
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C:\Users\user\Desktop\lib\win32com.propsys.propsys.pyd

SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

3072:YU23v3vOw3T7DP6ErRcOIli7hZd/XhxeeDOK9eW67¢:DBDEdChuGOK9ei
41B7E08CA7D5627215710DA1631ACELF
8D19C1775ADCD43A6B8C7BEOC9790CEC52CF6DA3
9BAFOFDF0B4954744B04BADC904B537AA686E5585EES5ASBE3039DB5DCAGFEBGF

273AEAT758AD34163D2E8DBC1E651703D6FB54FEE87841F59DBB1A32E83834A4D5D16A3B331EF7BFFF5365EAB7B02F2A055702C0C6D6E13B7E4D02D319E2FFA
BF

false

04..b...04..b...04.>....04..b...04.>....04..05.A04.

L.IThis program cannot be run in DOS mode....$........QZ..04..04..04.".

.@..@.reloc..6..

C:\Users\user\Desktop\lib\win32com.shell.shell.pyd

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\GZe6EcSTpO.exe

Unknown

dropped

397824

6.6891165308835685

false

6144:WVA+HF3IM6Cm1ZxIWGw6afgohDOGOKOCZSw:Y6r7GgfP
2DCB81AAO0F7570C3FE64A9134DC805316
31A13BD400BE616E36D07AA9182D022FD2F5C96C
1D9BF44C1C1B094D5AB16D9A414893C5A0C17369CC428402F00193378B804AAC
B5A63A1248BC62E8851864D09DIE3A62EABE1A0446FFOE868C840E09C5352A5F46BE78136D8C8927F4DBBDD843445A3411E8325690644CADE49551097F646C85

false

MZ.iiiiiiiiie @ e 1..L.IThis program cannot be run in DOS mode....$........ 0.VXQ..XQ..XQ...>.YQ..F.=ZQ..F.+.UQ...fPQ..F.,;.PQ...x.YQ

p. > D.. JR

C:\Users\user\Desktop\libl\win32com.taskscheduler.taskscheduler.pyd

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\GZe6EcSTpO.exe

Unknown

dropped

34816

6.181356584920318

false

384:HEwv/5WTtxcPWOAarngcdldTNFUBWcYRhIzrx LOTN8Rv/caOKWHNCcIAu3X1AkGP:HEOuxPUrg05pWIVROBe/caOKCclA4XG
6A1DB58C59EC75961DC1BFD992241734

F3CCEF8844A38E96B499F66938E8E84C63F29EE3
A4993A7C388FAEF46D41310ED71D55A59718C82088E53231A8D292775F8B5125
4E458BC79918D616B02E2F938F9A4460396BA1DA7CB7B2A61AE71986F6F74776AB731421B71FEA812066F0B6B45803E8C5EFA75C1102CF055A5C424591A4B226

false

MZ..oooiiiiiiei, @ 1..L.IThis program cannot be run in DOS mode....$........s..;..;..;.]f....%@e.:..%@s.6..%@c.3....;.>..;..|........%@1.1..%@b.:
..%@a.:..Rich; > F E....... P.... o0 d... Q

Jo @ P. rdata..J,...P L@.... .@..@.reloc..&............ |

C:\Users\user\Desktopllib\win32event.pyd

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Users\user\Desktop\GZe6EcSTpO.exe

Unknown

dropped

18432

6.019153964386668

false
384:q60bLKEVhuSRK78FFI/ThAdbF7EpmQ+W5D+TwGgjRSHAG/tLb5yvL:KbLKEVASBFI/ThAdbF7EpmBoD+TWGgjE
4E5EC63FA2D36A5B6DBA3DCBIC54FAT72

E7E2E80F10877081AC7A282BD95043FA22E135CC
E4F3FB9A1BCI9997FE916381F39046031DDDF227BDFC695715AE7A991311C0C22

517EAA56EEB83C2CAC6D4026F949D08976B395ECOF21DF027D15CEC9C97B81164EC25F6FF63445DB4265A50E891646CEO0FOD8D11599944C2DEDACCEC826D;
BD

false
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C:\Users\user\Desktopllib\win32event.pyd

Preview:
............................................... 1..L.IThis program cannot be run in DOS mode....$..........k..{8..{8..{8..8..{8..8..{8..8..{8 ..8..{8..28..{8..8..{8..8..{8..8..{8Rich..
LS.PLLdx...p.\ (l.@.. L@ .

C:\Users\user\Desktop\lib\win32file.pyd

Process: C:\Users\user\Desktop\GZe6EcSTpO.exe

File Type: Unknown

Category: dropped

Size (bytes): 119808

Entropy (8bit): 6.6168517217978575

Encrypted: false

SSDEEP: 3072:45ryCm500XB4tkoJFv26MA3YeeP73xUkz8F/9cQyoRBQINi4w3c3YXYWTktZjrgL:kyCm50mS5v26MA3YeeP73xUkz8F/9cQS
MDS5: 11D8DEEA5B29CC172F04BC746EDAE3BC

SHA1L: 2825675D0ACA5BCB1C22873B042195094480842F

SHA-256: 4214600D7BEB51376A0DBC60C2B77F589368E5EF46CA401FE43B62F7342FDAAS

SHA-512: C870F7F49FBB027E72D1A1827B99452ED6F2DDF914AC7F1505554379B6F2C815549EF570D4E834FABOEE4F0686903359F1D8982B87768FD5189F4E15AD7805ED
Malicious: false

Preview:

C:\Users\user\Desktop\lib\win32gui.pyd

Process: C:\Users\user\Desktop\GZe6EcSTpO.exe

File Type: Unknown

Category: dropped

Size (bytes): 167936

Entropy (8bit): 6.579158672499563

Encrypted: false

SSDEEP: 3072:vROuImXCteoQfeB/r2Cj2uPxTZ3q+eGj+yiY/IMhnGOt/DKAJyYUZT:Z9uImXCteoQfeBPPxQ+eki2WGOtr0

MDS5: 0428364773430816DA7B3A3709115DCB

SHA1L: 034D669425E46B6AD8A7BABE1875844A07AFIFF8

SHA-256: 549AB469061EDSAAEDA753A5D32167968B338F15CA4F1B04A5195DCA961DF65B

SHA-512: C63EO0DF34AD1E99A2EOEE98C07268351FEC1BOCDF66A8C717EE1C945DB2C4708FDEA6563D62E16F07F5F794A3E23833006B604F604EAQ07E24D8F8D5ES41D7E|
5

Malicious: false

Preview:

L$9.P
...@..@.reloc...9.

C:\Users\user\Desktop\lib\win32pdh.pyd

Process: C:\Users\user\Desktop\GZe6EcSTpO.exe

File Type: Unknown

Category: dropped

Size (bytes): 25600

Entropy (8bit): 6.174024922458714

Encrypted: false

SSDEEP: 384:4UISJ70QTvsezgx7BNwllemFm3RTt+oTiyJKu50XYtLgcFgMHot9K:46QvPzgx7BH1c9uyJL50YpHFgZt9

MDS5: F51713CEF9B0D97D8647C7D4BOF577E6

SHA1L: 83EA250DB8869EA2D3810DCOF6BIBOEO071C74BB

SHA-256: 92ED7BEB109820586B86E97C5EC6A7C39AAAA3A38659B98B857A478B358D66C2

SHA-512: 77E13094140C94B3B6B540CDB4ASA24ECBAO6CCAD5S42498DF7B881D66595B2DESBACBEE1BB4AD6B5F6799E2805464027E294F0F8961D7983977B6725E1A9BB6C]
F

Malicious: false

Preview:

....... 1..L.IThis program cannot be run in DOS mode....$........EE..$+H.$+H.$+HZ. . H.$+H.v.H.$+H.v.H.$+H.v.H.$+H.$*H

C:\Users\user\Desktop\lib\win32pipe.pyd
Process: C:\Users\user\Desktop\GZe6EcSTpO.exe
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C:\Users\user\Desktop\lib\win32pipe.pyd

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

Unknown

dropped

24064

6.134786037546586

false
384:aVOIliDSVujmVnO7aNfnVsDjMDcuR56tHFkHMDYPM8K9cJ:aQ/DSYiVnO7SKuRopQIK9c
37DOEEF933F0813E66C96COE0238613A
6C4922F69439E437423FCD7EDE8B5838B16F6D98
DB682DB53334FD9C8DF2A9206DE738B26F7C5199586BE02CD917841434141E40

7ABOFAA2620A71FB7E63A7558C56A2AEC9E41758507FA73895C1A299919351ABB1E687AD3EDA365246475B73F6CABAE30AAD3A930C95C9D6328EB1F3D19A337
2

false

1..L.IThis program cannot be run in DOS mode....$.............. NLNLNBGNGNL7ZNGCNGINGNLINGCNGC NG NL&NLNLONL..N.3N..
L@ YoNeModepe T A
“rdata......@. N .@....rsrc...T...p .@..@.rel

loc..

C:\Users\user\Desktop\lib\win32process.pyd

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\GZe6EcSTpO.exe

Unknown

dropped

36864

6.348876403620652

false
768:p0e22G0O+Kaln+mK85Q/tYckwYtXnxutzjCIOENINBHUJ4AXFO7:pW2GO+Kaln+mK8y/KiYWIlOEnINBHg4W
F80982C6045A71BB289955A63C2CAB28

9B1193D5C43F55726CE6B195CA12C00E36A0A159
A30A13AED206B0090545A509EE0A1D5470650C849F28E22B7D97CCCCOE42C3E8

966B1C4305B50703E775D961710654DAABD0OSE26BAESE4EBBA39F38450802DC6DF899B8B7EA481CDF5DA33E40B728318DE3138AEB5A87429B8COD0ODF78868B¢
8

false

MZ.. L.IThis program cannot be run in DOS mode....$

C:\Users\user\Desktop\lib\win32trace.pyd

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\GZe6EcSTpO.exe

Unknown

dropped

15872

5.7121722125177605

false
384:dSBRJIVY+svPnRYsTJWIDfOJIXRqHZHzGAUMrP/i:EBfVY+svvdTsrDfhxChuM7
E80949B7C4D5F9360DCEF1064607A1AD
207C2CCBE19A5DE105B3763C6AFE17000E2605D0
012065E37E4067AB0B35B075225F27CE546A9AEDF336405BC7CE307EB56924F2

3BB4672CBCF7C4D2CC8C543A30232FA0A360818A4F3416A2B481E2EDB47C877B6535932103B003ACEDSBY60E152B9924DBBFDFA4EBA492531E5E933EB3DBCE
A

false
MZ.ooooiiiiiiei, @ oo 1..L.IThis program cannot be run in DOS mode....$............. {@.{@.{@.@.{0.@.{@..0.{@(.@.{@.z2@.{@..@.{@..
@.{@..@..{@Rich..{@ PE..L..t..[. ! LPS. 0. .p S.PL<7.x. Pl T

C:\Users\user\Desktop\lib\win32ui.pyd

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:

C:\Users\user\Desktop\GZe6EcSTpO.exe
Unknown

dropped

779264

6.3696779666362495

false

12288:008SWOXOKL6+NaYrgBOrNx8pSgv7PvwRZE7AR4wYEssGtPwmS0z6Z3gLmaNPhH88:00cvQt0fz6Z237UylIn
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C:\Users\user\Desktop\lib\win32ui.pyd

MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

AD46B7BDODOEAE2D23B2A381B60F8FA3
A57A5FA2982143CF357DCAE48C5BCBD48C10B988
0848D266F6798B81910F7402E3C529C96CFCE26A2C105EAFECC85A89404FEB22

CAADF25C800EEBA2E61D843202F111BFE028E830032862E3B87FBCB600A1A2BCIB36ACADSE30E8A26DCFAG6B451563DFA33D7355E9F73DA8CO0DB1B3EEO07F
2BA

false

~Z.c-..q.2Z.c-.t.Z}[..zZ.c-.J.Z.c-
............... PolicWes
.@..@.reloc..|....P..

1..L.IThis program cannot be run in DOS mode....$.......9.4.}.Z2.}.2.}.Z....q.2..0..|.Z.c
(e P P <.M.$...... 0..
@....rsrc..

C:\Users\user\Desktop\lib\win32wnet.pyd

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\GZe6EcSTpO.exe

Unknown

dropped

25088

6.090000439361444

false
768:tRZ5g+I3KQZrpJI+LXEJIVIs+AYOtr50E950262R:tRZ5g+I3KQZrpfLXEJVIs+AYOtL9502Z
C62F05CF853E438A1142F4D6FC60F6EA
14B7B6BD9EECDF57D3DAF2AD88B989C330B2A2F8
9FOE09D458393DEECA40207F5E89CF705C63B93CF759E8E4952F706ADEFC9704
9A9E5A9C534C6D8193E167788A3E349E11576D33630FB61CB1C5905CF1727BFFCEDF631FE9C20FD5F790979B3DD99069DBEDC469D0A7340A39C8773B7B054E:

false

AW..X.0.AW..».0.AW..".0.Rich_.0.
K.@

C:\Users\user\Desktop\lib\winxpgui.pyd

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\GZe6EcSTpO.exe

Unknown

dropped

318464

6.816628763663281

false
6144:HBKc5gO1BjloweC80BBQXuvAPQLMKXAZNLHgHI9008041:HBKc5gO1BjlowQ0BBQXuvA4LXoNW8q31
D0321B1ED9E33D3DEFB14F3F4AA12ECB

02CD1ACC0739C2A79B33716701A84C6C8DB8DD8F
2A31174C15B1A19F53161F45758C4821B380620E519FC343D4D99CC391212B8D

C3C74F9EDAOC493DF3BC92005EBASESBADEB05C4207B064794975FA5B8FCE9D3BDFD85615B24442ABABE19B125ABF8D65C6D74112434D1E0C097D8082A909¢
AE

false

MZ.. @

..@.. =T>.nT>.nT>.nJ.nB>.nJl.n.>.nJl.nP>.n..Tn]>.nT>.n.?.nJl.ns>
.nJ.nU>.nJl.nU>.nJl.nU>.nRichT>.n.

L.!IThis program cannot be run in DOS mode....$

C:\Users\user\Desktoplliblyara.pyd

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

C:\Users\user\Desktop\GZe6EcSTpO.exe

Unknown

dropped

1240064

6.805558268113778

false
24576:smD/F6SQ10Zg49vgpEn8wdxTCrJykukMh4k+LQBMyBMpxYa43kef:ZtVglpE8spQSS9yBMpxYkef
9832A3353831EBI0BD2E84CFF5553CDE

CC95073DC09CB89400A6503032649D6EA2CAEE29
0C1F24D87A4C2B84DD0C020677285819E02B1E1A504F754F1D0748463EF938C8
1653F9C7AD78232F9E031BC2B307020EEE45AED1FEB6C1B66779BD64AF2F72BB704518EFABAD1B7A6F59D6080D6409F9774A65764549F48F1F479863B3877F16

false
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C:\Users\user\Desktoplliblyara.pyd

Preview:

C:\Users\luser\Desktop\msvcm90.dll

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\GZe6EcSTpO.exe

Unknown

dropped

225280

6.037671591812755

false
6144:FmOMgcQXAXzwYjOWcNpJKO82NWqzf6fW3/amiX20ym:F5XcuAXzUMgb6fW3/ami
A2E9006871561A8B7C817EOE5F428817
4495COE1B6AF43CODBEEF876940C115D0D7B45AE
5B44A41559DFCF7D5BC22DED1A3433F0F19E51ECCF17FDB3224BA2C617061EEE
1894F2DEOC94EE52346F81F7ECD36BF968ABBA97EE67D7BC4ABID172190A3B17291BB837ABF211ED5SEED86276DD6FD46216FF3720008BB069D0C8695007098L

false

L.!IThis program cannot be run in DOS mode....$ .h..h..h.ah..hl.dh..h.gh..h..h..h.-h. h.h. h.gh..h.vh..h.

C:\Users\luser\Desktop\msvcp90.dll

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\GZe6EcSTpO.exe

Unknown

dropped

570496

6.5259314477231305

false
12288:BpFE340h3e34GVZQACKIPYhUgiIW6QR7t518300c8SHKC2eLgAfO:BphOh3e3vgzPA8300c8SHKC2eLgAfO
90A32D8E07F7FB3D102EAB1DA28F0723

0903911BBB5D00F68BA51895FA898B38A5453DED
004ED24507DC7307CEC1A3732FA57EABF19E918C3E1B54561E6CCO1F554C0B77
2C69586D5C5D2B4B5DECF2BF479554C3D0FF5F5A6FBACB01B8583EABD96D0OAEICE850C30A0D43EB2AD1116BE901578D15FE08FCE3ES05440C854082C208A79F

false

1..L.IThis program cannot be run in DOS mode....$ #%..Mv..Mv..Mv.66v..Mv...v..Mv..Lv:.Mv...v..Mv...v..Mv...v..

C:\Users\user\Desktop\msvcr100.dll

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\GZe6EcSTpO.exe

Unknown

dropped

773968

6.901559811406837

false
12288:nMmCy3nAgPAxN9ueqix/HEmxsvGrif8ZSy+rdQw2QRAtd74/vmYK6H3BVoe3z:MmCy3KxW3ixPEmxsvGrm8Z6r+JQPzV7z
OE37FBFA79D349D672456923EC5FBBE3

4EBB80FC7625CCF8D9CA799D5B94CE2B1E7597335
8793353461826FBD48F25EA8B835BE204B758CE7510DB2AF631B28850355BD18

2BEA9BD528513A3C6A54BEAC25096EE200A4E6CCFC2A308AE9CFD1AD8738E2E2DEFD477D59DB527A048ESE9A4FELIFC1D771701DE14EF82B4DBCDC90DF038
7630

false
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C:\Users\user\Desktoplotx-c2-iocs-ipv4.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\GZe6EcSTpO.exe

Unknown

dropped

299141

5.387212552393288

false
1536:yrny6bJvXQFACMSgLU+v+1+0+H+t+j+G+a+D+H+7+U+c+W+l+g+a+d+a+Y+k+0+Z:qpd8SqLU+PEQOTPpvpepwpTpfU
DB899FC55DFFCB1F7272D8311E8A4C83

8C171C5A8119AEBEAB73ECESE4091A200E75CECY
4C7E5D223592EC36C078D29C8C0759B406D94A67CC2FF4E6625EA2345D230403
576146DB12EB6762F1C773C96DEF2A7AC93FD284EA2425B439948F4F0314A1F71900C629389D7DFB821F599628611E910655A198FDC8C14705E711D9B51C70D6

false

103.85.226.65;Drive-by download campaign targets Chinese websites, experiments with exploits https://blog.malwarebytes.com/threat-analysis/2018/02/chinese-criminal-
experimen.185.203.116.126;AzorUlt Version 2: Atrocious Spyware infection using 3 in 1 RTF Document https://cysinfo.com/azorult-version-2-atrocious-spyware-infection-u
sing-3-1-rtf-.45.77.49.118;0SX/Coldroot RAT https://digitasecurity.com/blog/2018/02/19/coldroot/.50.63.202.38;Aveo Malware Family Targets Japanese Speaking Users
http://researchcenter.paloaltonetworks.com/?p=17203.104.202.173.82;Aveo Malware Family Targets Japanese Speaking Users http://researchcenter.paloaltonetworks.
com/?p=17203.107.180.36.179;Aveo Malware Family Targets Japanese Speaking Users http://researchcenter.paloaltonetworks.com/?p=17203.185.82.202.170;MTA
2016-05-10 - TUESDAY MALSPAM HUNT - CERBER, LOCKY http://malware-traffic-analysis.net/2016/05/10/index.html.69.162.104.130;MTA 2016-05-10 - TUESDAY M
ALSPAM HUNT - CERBER, LOCKY http://malware-traffic

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Yara Hits:

Preview:

C:\Users\user\Desktop\GZe6EcSTpO.exe

Unknown

dropped

4406805

5.185051720745061

false

49152:KpRHB6sI1luHaXvrVPmbGzGxmixP4Mtosl3ueeRIBKDhYR7mISKG:G
FBFD431BF049CAE5228E316E65D98D4F
4B848B149164B4A9C3BAB6512DCC56646C3A0236
39B94814919744D090C019A744B57A494CDD1B2920DCC3FEQ7FB244822F9DBB1

7882F2ED8BDAC7CB1308D244F4C35815376DF70BA234DB6C696816210B81B318B4FC9C33B49BBA030D31E2A9BD64FFC8CBA235AA189416EDO760BAF77D7BEY
F

true

e Rule: APT10_Malware_Sample_Gen, Description: APT 10 / Cloud Hopper malware campaign, Source: C:\Users\user\Desktop\otx-c2-iocs.txt, Author: Florian Roth
e Rule: JoeSecurity_Xmrig, Description: Yara detected Xmrig cryptocurrency miner, Source: C:\Users\user\Desktop\otx-c2-iocs.txt, Author: Joe Security

safe-storage.biz;Flash Exploit, CVE-2018-4878, Spotted in The Wild as Part of Massive Malspam Campaign https://blog.morphisec.com/flash-exploit-cve-2018-4878-sp
otted-in-the-wild-massi.www.zxcvb.pw;Oracle Server Vulnerability Exploited to Deliver Double Monero Miner Payloads https://blog.trendmicro.com/trendlabs-security-
intelligence/oracle-server-vulner.zxcvb.pw;Oracle Server Vulnerability Exploited to Deliver Double Monero Miner Payloads https://blog.trendmicro.com/trendlabs-security-
intelligence/oracle-server-vulner.shiquanxian.cn;Drive-by download campaign targets Chinese websites, experiments with exploits https://blog.malwarebytes.com/threat-
analysis/2018/02/chinese-criminal-experimen.ccnew.mm.my;Mirai-based Bot Turns loT Devices into Proxy Servers https://blog.fortinet.com/2018/02/21/omg-mirai-based-
bot-turns-iot-devices-into-.rpnew.mm.my;Mirai-based Bot Turns IoT Devices into Proxy Servers https://blog.fortinet.com/2018/02/21/omg-mirai-based-bot-turns-iot-devices-
into-.www.alkra

C:\Users\user\Desktoplotx-filename-iocs.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\GZe6EcSTpO.exe

Unknown

dropped

1972

5.229125835335747

false
48:PfuNsaNsb/rHYhopcyho/DiODiziqQApiqwAquJfi9Jb:3u3lYepteuzr5tZqulflob
AF1E35C3CA64C628D3D8COA75C0A32F8
20399EBAB81608F666EC63C2744F0EA2F38319E4
708F1883715E084926DE9971B0D69D0A2674367F4893B57F13B6B46DBDICA939

3B00966CF6AD2391D71F38232861EDC08B950E4D2ACD30CA7AEB484181F6320D8F02C41F9A532DFA3464DED37D4C7DB1684F5F4F4626AE7DCAF619341AE520,
E

false

%AppData%\\Local\\Temp\\bootloader\.dec;RTF Exploit Installs Italian RAT: uWarrior http://researchcenter.paloaltonetworks.com/2015/08/rtf-exploit-installs-italian-
.%AppData%\\Roaming\\warriors\.dat;RTF Exploit Installs Italian RAT: uWarrior http://researchcenter.paloaltonetworks.com/2015/08/rtf-exploit-installs-italian-.dllhost\
.dat;Petya Ransomware Fast Spreading Attack https://twitter.com/JoKe_42/status/879693258183647232 / https://twitter.com/crai.C:\WINDOWS\\tasksche\.exe;WannaCry
Indicators https://ghostbin.com/paste/xgvdv / https://www.alienvault.com/blogs/labs-researc.C:\\Windows\\mssecsvc\.exe;WannaCry Indicators https://ghostbin.com
Ipaste/xgvdv / https://www.alienvault.com/blogs/labs-researc._DECRYPT_FILE\.html;Erebus Resurfaces as Linux Ransomware http://blog.trendmicro.com/trendlabs-secu
rity-intelligence/erebus-resurfaces-as-._ DECRYPT_FILE\.txt;Erebus Resurfaces as Linux Ransomware http://blog.trendmicro.com/trendlabs-security-intelligence/erebus-
resurfaces-as-./Users/_%Use

C:\Users\user\Desktoplotx-hash-iocs.txt

Process:

C:\Users\user\Desktop\GZe6EcSTpO.exe
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C:\Users\user\Desktoplotx-hash-iocs.txt

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

Unknown

dropped

7884338

5.498775480283331

false

24576:1TjiCZRvSXNZfMpFBLAgWYMEBQQhytApTYApuzLZVv3FrJOfIPvNE1uGXI0fKMJ:c5XNZfMpFBL3V3FrJ+t

3DB2AA95C5FFI6EE48CA515B87ED8522

B068B2F5DB2331707182BA048CA064DEFAECABO3

239AFBBB2E3D2B3AEO4EE67D8349C51E2919942DA514AD0C216C9680B60637D0
D937370478224EB357EF06547C3A6A00B7265B4D38BBDB09D101A2F6804B2E6069339A00E8B308BBOBB047F68908C495B028FD209745C7FB7D3FA94C231A9018

false

176AD6129ECE312F128A3195BF5AFC130801F2E849F89BC97610C1CE8D730772;Flash Exploit, CVE-2018-4878, Spotted in The Wild as Part of Massive Malspam
Campaign https://blog.morphisec.com/flash-exploit-cve-2018-4878-spotted-in-the-wild-massi.6374349443708C96AD41B3F9B891B33F7DEC65FDF13E6B424D4D0AB796
9C5E71;Flash Exploit, CVE-2018-4878, Spotted in The Wild as Part of Massive Malspam Campaign https://blog.morphisec.com/flash-exploit-cve-2018-4878-spotted-in-t
he-wild-massi.6F2C41E665AAB873D213583697D70EE79AD59A2B649164C15BD63518B09C429D;Flash Exploit, CVE-2018-4878, Spotted in The Wild as Part of
Massive Malspam Campaign https://blog.morphisec.com/flash-exploit-cve-2018-4878-spotted-in-the-wild-massi.862C6EF1D24D2CBA9878B5E919683629C3516D9121F5
CF703FF1CA42E2A06A77;Flash Exploit, CVE-2018-4878, Spotted in The Wild as Part of Massive Malspam Campaign https://blog.morphisec.com/flash-exploit-cve-2018-
4878-spotted-in-the-wild-massi.EAFOF57CBCBDAODBD2C60C5719731DDEAB76B6A10367D2679854202FDCA27388;Flash E

C:\Users\user\Desktop\python27.dll

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\GZe6EcSTpO.exe

Unknown

dropped

2649600

6.722420193769921

false
49152:Mq1WL6TfbVYU9U/EaP/iv4ACMbxndsBbWABLEkt34PMnhMmQHNZIhld1Tfcd+yW3d:1WL6UPI4CMbxdeZAhXhMnHXledIpm
2FEB5AD28FAE3DE286803C6CCC6491C0

C1A2CEEAF37778BBEOA187E8B6CC12E488224028
E2460663CB2E97DD61AFB42E0310C026B8417D6C2C135F54D2DAJ0696BEAGFA4

37D2FB967742A1207DFE763C276B7A1AE515F50A4D9D01A83951FF69D87FD33ED1CDBABY78AE8D3D7499CE7DOC3E756DC53711EAGGE7B6E06758BCC511664E
5

false

C:\Users\user\Desktop\status.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\vnwareupdate.exe

ASCII text, with no line terminators

dropped

49

4.459012079154174

false

3:VX5AWFhM7tGeXmQsH:95zFhIVy

OCCI9CA4EEBC24138DD2670414CC67BF8
7955920ECD07264255CDC1F19F6567D46B64089A
9B3137480785AD1A388E6FD43A9B0OF5834B71108668161DC4CDEF6FC7FB5C25B

8263B326E0AC3A34D873D7FEA2FBB4A50D014B5BB4D75616A101ED9B577B93BOFD9B392556A2FA7B62F3888E9901B90B3C331CF70DB9B57FEC5CAG828FC67BI
6

false

Yara rules decryption took 1.12399260615 seconds.

C:\Users\user\Desktopltcl\auto.tcl

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:

C:\Users\user\Desktop\GZe6EcSTpO.exe

Unknown

dropped

20622

4.702090946165969

false

384:XVJ4cB1RItA61ZX2pP9leP9R5HX39kcaBXh TEFHOW2ezBWdtnH:r4cB1RJtA61ZGpP/ePv39kc+6HOW2ezG
3CB566DC97AC449B52D3952FDB7991C6

91300BC60D2A3156D4FC1D263726134F06325196
6082F2EB2AF9CD53FD5AC819B19ACBF428027107CEOB80DIAD836CDE1D091B43
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C:\Users\user\Desktopltcl\auto.tcl

SHA-512:
Malicious:

Preview:

F7D3B6D39BCB9E9CIBFF2E36852F15550C850DC5E8FD5DE150739A37F03179820430FFB6501465B6AB64CC7F2CAF11679C7FBDAADE7074FC61670138A715C92

false

# auto.tcl --.#.# utility procs formerly in init.tcl dealing with auto execution.# of commands and can be auto loaded themselves..#.# Copyright (c) 1991-1993 The Regents of
the University of California..# Copyright (c) 1994-1998 Sun Microsystems, Inc..#.# See the file "license.terms" for information on usage and redistribution.# of this file, and f
or a DISCLAIMER OF ALL WARRANTIES..#..# auto_reset --.#.# Destroy all cached information for auto-loading and auto-execution,.# so that the information gets rec
omputed the next time it's needed..# Also delete any commands that are listed in the auto-load index..#.# Arguments: .# None...proc auto_reset {} {. global auto_execs
auto_index auto_path. if {[array exists auto_index]} {..foreach cmdName [array names auto_index] {.. set fqcn [namespace which $cmdName].. if {$fqcn eq "} {cont
inue}.. rename $fqcn {}..}. }. unset-nocomplain auto_execs auto_index ::tcl::auto_oldpath. if {{catch {llength $auto_path}]} {..set auto_

C:\Users\user\Desktopltcl\clock.tcl

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\GZe6EcSTpO.exe

Unknown

dropped

130266

4.996819531498253

false

3072:YKIVEuKDDeJrJGjGAui+urOkeuillsE8csTImhrudLzprnl2EMwIU/0 THHSSyQSy:EDDeJrdvAui+urOkeuilR5csTImhr6Lp
3AD7EDOD9A7B03A20D993B1D66BF5B15

EAD405C4F731810944FD02A737D553D13E8D9197
D2AEFFA593947CA60BDA3EC7AEID2B54273F9ED2F4A3D0B630A157AB3CDI8FD4
EA76B3C49A215E7D3FFCC4B8463E2D2B5752643769A6C12D0B907C2A80A497FCDD390119B51612B2E4958A3E9589A3C6A706756A1611108076A79D5D790FDCO(

false
# #.# clock.tcl --.#.#.This file implements the portions of the [clock] ensemble that.#.are coded in Tcl. Refer to the users
manual to see the description.#.of the [clock] command and its subcommands..#.#.#: #.# Copyright (c) 2004,2005,200

6,2007 by Kevin B. Kenny.# See the file "license.terms" for information on usage and redistribution.# of this file, and for a DISCLAIMER OF ALL WARRANTIES. #.#----------
..# We must have message catalogs that support the root locale, and.# we need access to the Registry on Windows systems..
.uplevel \#0 {. package require msgcat 1.4. if { $::tcl_platform(platform) eq {windows} } {..if { [catch { package require registry 1.1}] }{.. namespace eval ::tcl::clock
[list variable NoRegistry {}]..}.  }.}..# Put the library directory into the namespace

C:\Users\user\Desktopltcliencoding\ascii.enc

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\GZe6EcSTpO.exe

Unknown

dropped

1090

2.009389929214244

false
12:5TUVEESVrVJ/eyN9j233V2NdWTeVCTOVhsV7EV7sYNVAMMVZyg851VaxsGkl/:5TUMJIVRju3ShVbsZiAMiZyb7PF
68D69C53B4A9F0AABD60646CA7EO6DAE

DD83333DC1C838BEB9102F063971CCC20CC4FD80
294C97175FD0894093B866E73548AE660AEEDOC3CC1E73867EB66E52D34C0DD2

48960E838D30401173EAODF8597BB5D9BC3A09ED2CFFCB774BA50CBOB2ACCF47AAD3BA2782B3D4A92BEF572CBD98A3F4109FC4344DB82EB207BFDE4F61094
D72

false

# Encoding file: ascii, single-byte.S.003F 0 1.00.0000000100020003000400050006000700080009000A000B000C000D000EO0O0OF.0010001100120013001400150
016001700180019001A001B001C001D001E001F.0020002100220023002400250026002700280029002A002B002C002D002E002F.0030003100320033003400350
036003700380039003A003B003C003D0O03EO03F.0040004100420043004400450046004700480049004A004B004C004D004E004F.0050005100520053005400550
056005700580059005A005B005C005D005E005F.0060006100620063006400650066006700680069006A006B006C006D006EO06F.0070007100720073007400750
076007700780079007A007B007C007D007E0000.0000000000000000000000000000000000000000000000000000000000000000.0000000000000000000000000
000000000000000000000000000000000000000.0000000000000000000000000000000000000000000000000000000000000000.0000000000000000000000000
000000000000000000000000000000000000000.0000000000000000000000000000000000000000000000000000000000000000.0000000000000000000000000
000000000000000000000000000000000000000.0000000000000000000000000000000000000000

C:\Users\user\Desktopltcl\encoding\big5.enc

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

C:\Users\user\Desktop\GZe6EcSTpO.exe

Unknown

dropped

92873

3.255311357682213

false

768:3kkmY4kD7HGJIXY XIdjQWTGzvKHBDVilIM1sbh+dJE+FKwOsXIWVvDg21jj9:cGfKqlQCGzv8D7ksb2Ur79jj9
9E67816F304FA1ABE20D2270B3A53364

9E35EBF3D5380E34B92FE2744124F9324B901DD3
465AE2D4880B8006B1476CD60FACF676875438244C1D93A7DBE4CDE1035E745F
EE529DA3511EB8D73465EB585561D54833C46B8C31062299B46F5BO9EE7EBSBE473E630AA264F45B2806FC1B480C8ED39A173FF1756CB6401B363568E951F0637

false
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C:\Users\user\Desktopltcl\encoding\big5.enc

Preview:

# Encoding file: big5, multi-byte.M.003F 0 89.00.0000000100020003000400050006000700080009000A000B000C000D0O00EOOOF.00100011001200130014001500
16001700180019001A001B001C001D001E001F.0020002100220023002400250026002700280029002A002B002C002D002E002F.00300031003200330034003500
36003700380039003A003B003C003D003EO03F.0040004100420043004400450046004700480049004A004B004C004D004E004F.00500051005200530054005500
56005700580059005A005B005C005D005E005F.0060006100620063006400650066006700680069006A006B006C006D006E006F.00700071007200730074007500
76007700780079007A007B007C007D007E007F.0080008100820083008400850086008700880089008 A008B008C008DO08EN08F.00900091009200930094009500
96009700980099009A009B009C009DO0YEO09F.0000000000000000000000000000000000000000000000000000000000000000.00000000000000000000000000
00000000000000000000000000000000000000.0000000000000000000000000000000000000000000000000000000000000000.00000000000000000000000000
00000000000000000000000000000000000000.00000000000000000000000000000000000000000

C:\Users\user\Desktopltcllencoding\cp1250.enc

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\GZe6EcSTpO.exe

Unknown

dropped

1091

3.286986942547087

false
24:CqTUmJVRju3ShVbsZiAMiZyb7Ptuja5z8twsDO4yT2H:JgmOEVIwAMiw/Ptuja5z8RDty T2H
79ACD9BD261A252D93C9D8DDC42B8DF6
FA2271030DB9005D71FAAD6B0B44767955D5432DD
1B42DF7E7D6BOFEB17CBOBC8D97E6CE6899492306DD880C48A39D1A2F0279004

607F21A84AE569B19DF42463A56712D232CA192E1827E53F3ACB46D373EF4165A38FFBF116E28D4EAAEF49B08F6162C7A1C517CCE2DFACA71DAQO7193FEFFFF(
6

false

# Encoding file: cp1250, single-byte.S.003F 0 1.00.0000000100020003000400050006000700080009000A000B000C000D000EOOOF.001000110012001300140015
0016001700180019001A001B001C001D001E001F.0020002100220023002400250026002700280029002A002B002C002D002E002F.003000310032003300340035
0036003700380039003A003B003C003D003E003F.0040004100420043004400450046004700480049004A004B004C004D004E004F.005000510052005300540055
0056005700580059005A005B005C005D005E005F.0060006100620063006400650066006700680069006A006B006C006D006EO06F.007000710072007300740075
0076007700780079007A007B007C007D007E007F.20AC0081201A0083201E2026202020210088203001602039015A0164017D0179.009020182019201C201D2022
20132014009821220161203A015B0165017E017A.00A002C702D8014100A4010400A600A700A800A9015E00ABOOACO0ADOOAEDN17B.00B000B102DB014200B400B5
00B600B700B80105015F00BB013D02DD013E017C.015400C100C2010200C40139010600C7010C00C9011800CB011A00CDO0OCEO10E.01100143014700D300D40150
00D600D70158016E00DA017000DCO0DD016200DF.015500E100E2010300E4013A010700E7010D00E

C:\Users\user\Desktopltcllencoding\cp1251.enc

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\GZe6EcSTpO.exe

Unknown

dropped

1091

3.288070862623515

false
24:CTTUMJIVRju3ShVbsZiAMiZyb7PADRrwFsC/+H+SAJIM9aHe3cmx:wgmOEVIWAMiw/PStwFz/T5+smx
55FB20FB09C610DB38C22CF8ADD4F7B8

604396D81FD2D90F5734FE6C3F283F8F19AABB64
2D1BED2422E131A140087FAF1B12B8A46F7DE3B6413BAES8BC395C06FOD70B9BO
07C6640BB40407C384BCF646CC436229AEC77C6398D57659B739DC4E180C81A1524F55A5A8F7B3F671A53320052AD888736383486CC01DFC317029079B17172E

false

# Encoding file: cp1251, single-byte.S.003F 0 1.00.0000000100020003000400050006000700080009000A000B000C000D0O00EOOOF.001000110012001300140015
0016001700180019001A001B001C001D001E001F.0020002100220023002400250026002700280029002A002B002C002D002E002F.003000310032003300340035
0036003700380039003A003B003C003D003E003F.0040004100420043004400450046004700480049004A004B004C004D004E004F.005000510052005300540055
0056005700580059005A005B005C005D005E005F.0060006100620063006400650066006700680069006A006B006C006D006E0V06F.007000710072007300740075
0076007700780079007A007B007C007D007E007F.04020403201A0453201E20262020202120AC203004092039040A040C040B040F.045220182019201C201D2022
20132014009821220459203A045A045C045B045F.00A0040E045E040800A4049000A600A7040100A9040400ABOOACO0ADOOAEDN407.00B000B104060456049100B5
00B600B704512116045400BB0458040504550457.0410041104120413041404150416041704180419041A041B041C041D041E041F.042004210422042304240425
0426042704280429042A042B042C042D042E042F.043004310432043304340435043604370438043

C:\Users\user\Desktopltcllencoding\cp1252.enc

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Users\user\Desktop\GZe6EcSTpO.exe

Unknown

dropped

1091

3.2209074629945476

false
24:C4TUmJIVRju3ShVbsZiAMiZyb7PMmVurcNvPNNAKbnMH+tjg:rgmOEVIWAMiw/PMhrUok7zE
5900F51FD8B5FF75E65594EB7DD50533
2E21300E0BC8A847D0423671B08D3C65761EE172
14DF3AE30E81E7620BE6BBB7A9E42083AF1AE04D94CF1203565F8A3C0542ACEQ
EA0455FFACD5C0D4AFB5E79B671565C2AEDE2857D534E1371F0C10C299C74CB4AD113D56025F58BBAE9ESBE2862F0864A4836FED236F5730360B2223FDE479D

false
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C:\Users\user\Desktopltcllencoding\cp1252.enc

Preview:

# Encoding file: cp1252, single-byte.S.003F 0 1.00.0000000100020003000400050006000700080009000A000B000C000D000EOOOF.001000110012001300140015
0016001700180019001A001B001C001D001E001F.0020002100220023002400250026002700280029002A002B002C002D002E002F.003000310032003300340035
0036003700380039003A003B003C003D003E003F.0040004100420043004400450046004700480049004A004B004C004D004E004F.005000510052005300540055
0056005700580059005A005B005C005D005E005F.0060006100620063006400650066006700680069006A006B006C006D006EO06F.007000710072007300740075
0076007700780079007A007B007C007D007E007F.20AC0081201A0192201E20262020202102C62030016020390152008D017D008F.009020182019201C201D2022
2013201402DC21220161203A0153009D017E0178.00A000A100A200A300A400A500A600A700A800A900AA00ABOOACO0ADOOAEOOAF.00B000B100B200
B300B400B500B600B700B800B900BA00BBOOBCO0BDOOBEOOBF.00C000C100C200C300C400C500C600C700C800C900CA00CBOOCCO0CDOOCEOOCF.00D0
00D100D200D300D400D500D600D700D800D900DA00DBOODCO0DDOODEOODF.00E000E100E200E300E400ES00E600E700ES00E

C:\Users\user\Desktopltcllencoding\cp1253.enc

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\GZe6EcSTpO.exe

Unknown

dropped

1091

3.3530146237761445

false
24:CRTUMJVRju3ShVbsZiAMiZyb7PMuW240rKUQQSgJWelDmq:CgmOEVIWAMiw/PMuW2nKJQSqJWell
2E5F553D214B534EBA29A9FCEEC36F76

8FF9A526A545D293829A679A2ECDD33AA6F9A90E
2174D94E1C1D5AD93717B9EBC20569EDISABAF51B2D3AB2BCE99F1A887049C0E
44AB13C0D322171D5EE62946086058CF54963F91EC3F899F3A10D051F9828ACE6D7EIF8055026E938DDD1B97A30D5D450B89D72F9113DEE2DBBB62DDBBBE45¢

false

# Encoding file: cp1253, single-byte.S.003F 0 1.00.0000000100020003000400050006000700080009000A000B000C000D0O00EOOOF.001000110012001300140015
0016001700180019001A001B001C001D001E001F.0020002100220023002400250026002700280029002A002B002C002D002E002F.003000310032003300340035
0036003700380039003A003B003C003D003E003F.0040004100420043004400450046004700480049004A004B004C004D004E004F.005000510052005300540055
0056005700580059005A005B005C005D005E005F.0060006100620063006400650066006700680069006A006B006C006D006E0O06F.007000710072007300740075
0076007700780079007A007B007C007D007E007F.20AC0081201A0192201E20262020202100882030008A2039008C008D008EO08F.009020182019201C201D2022
2013201400982122009A203A009C009D0O09EO09F.00A00385038600A300A400A500A600A700A800A9000000ABOOACO0ADO0AE2015.00B000B100B200B3038400B5
00B600B703880389038A00BB038C00BD038E038F.0390039103920393039403950396039703980399039A039B039C039D039E039F.03A003A1000003A303A403A5
03A603A703A803A903AA03ABO3ACO3ADO3AEO3AF.03B003B103B203B303B403B503B603B703B803B

C:\Users\user\Desktopltcllencoding\cp1254.enc

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\GZe6EcSTpO.exe

Unknown

dropped

1091

3.2357714075228494

false
24:CWTUmJIVRju3ShVbsZiAMiZyb7PMSrcmvPNNAKKMH+tZL/M:lgmOEVIWAMiw/PMSrrokKzR0
35AD7A8FC0OB80353D1C471F6792D3FD8
484705A69596C9D813EA361625C3A45C6BB31228
BC4CBE4C99FD65ABEA45FBDAF28CC1D5C42119280125FBBD5C2C11892AE460B2

CCA3C6A4B826EO0D86ACI0E45FFC6ES001942AA1CFA5B9E0229D56E06F2600DDA0139764F1222C56CF7A9C14EGE6C387F9AB265CB9B936E803FECD8285871C7!
F

false

# Encoding file: cp1254, single-byte.S.003F 0 1.00.0000000100020003000400050006000700080009000A000B000C000D000EO0OF.001000110012001300140015
0016001700180019001A001B001C001D001E001F.0020002100220023002400250026002700280029002A002B002C002D002E002F.003000310032003300340035
0036003700380039003A003B003C003D003E003F.0040004100420043004400450046004700480049004A004B004C004D004E004F.005000510052005300540055
0056005700580059005A005B005C005D005E005F.0060006100620063006400650066006700680069006A006B006C006D006E0V06F.007000710072007300740075
0076007700780079007A007B007C007D007E007F.20AC0081201A0192201E20262020202102C62030016020390152008D008E008F.009020182019201C201D2022
2013201402DC21220161203A0153009D009E0178.00A000A100A200A300A400A500A600A700A800A900AA00ABOOACO0ADOOAEOOAF.00B000B100B200
B300B400B500B600B700B800B900BA00BBOOBCO0BDOOBEOOBF.00C000C100C200C300C400C500C600C700C800C900CA00CBOOCCO0CDOOCEOOCF.011E
00D100D200D300D400D500D600D700D800D900DA00DBOODC0O130015E00DF.00EO000E100E200E300E400E500E600E700E800E

C:\Users\user\Desktopltcllencoding\cp1255.enc

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Users\user\Desktop\GZe6EcSTpO.exe

Unknown

dropped

1091

3.267336792625871

false
24:CfTUMJIVRju3ShVbsZiAMiZyb7PMI22iEePINQhv6I50b:MgmOEVIwAMiw/PMI27EsQhvgg
0419DBEE405723E7A128A009DA06460D
660DBE4583923CBDFFF6261B1FADF4349658579C
F8BD79AE5A90E5390D77DC31CB3065B0F93CB8813CIE67TACCEC72E2DB2027A08
FDD9F23A1B5ABBF973BEE28642A7F28F767557FE842AF0B30B1CF97CD258892F82E547392390A51900DC7FF5D56433549A5CB463779FC131E885B00568F86A32

false
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C:\Users\user\Desktopltcllencoding\cp1255.enc

Preview:
# Encoding file: cp1255, single-byte.S.003F 0 1.00.0000000100020003000400050006000700080009000A000B000C000D0O00EOOOF.001000110012001300140015
0016001700180019001A001B001C001D001E001F.0020002100220023002400250026002700280029002A002B002C002D002E002F.003000310032003300340035
0036003700380039003A003B003C003D0O03EO03F.0040004100420043004400450046004700480049004A004B004C004D004E004F.005000510052005300540055
0056005700580059005A005B005C005D005E005F.0060006100620063006400650066006700680069006A006B006C006D006E006F.007000710072007300740075
0076007700780079007A007B007C007D007E007F.20AC0081201A0192201E20262020202102C62030008A2039008C008D00SEN08F.009020182019201C201D2022
2013201402DC2122009A203A009C009D0O09EO09F.00A000A100A200A320AA00A500A600A700A800A900D700ABOOACOO0ADOOAEOOAF.00B000B100B200
B300B400B500B600B700B800B900F700BBO0OBCO0BDOOBEOOBF.05B005B105B205B305B405B505B605B705B805B9000005BB05BC05BD05BEOSBF.05C0
05C105C205C305F005F105F205F305F40000000000000000000000000000.05D005D105D205D305D405D505D605D705D805D

C:\Users\user\Desktopltcllencoding\cp1256.enc

Process: C:\Users\user\Desktop\GZe6EcSTpO.exe

File Type: Unknown

Category: dropped

Size (bytes): 1091

Entropy (8bit): 3.3332869352420795

Encrypted: false

SSDEEP: 24:COTUMJVRju3ShVbsZiAMiZyb7PsOpPESLym/cwPm+ZMZjyco/fQIG/h:XgmOEVIwAMiw/PsOFPLym/AsBfg/h

MDS5: OFFA293AA50AD2795EAB7A063C4CCAES

SHA1L: 38FEE39F44E14C3A219978F8B6E4DA548152CFD6

SHA-256: BBACEA81D4F7A3A7F3C036273A4534D31DBF8B6B5CCA2BCC4C00CB1593CF03D8

SHA-512: AB4A6176C8C477463A6CABD603528CEBIBEF4A7FBIAABABE59E1AABFE3F88529DB9635D41649FBAD779AEB4413F9D8581E6CA078393A3042B468EBCAEOFADT¢
0

Malicious: false

Preview:

# Encoding file: cp1256, single-byte.S.003F 0 1.00.0000000100020003000400050006000700080009000A000B000C000D000EOOOF.001000110012001300140015
0016001700180019001A001B001C001D001E001F.0020002100220023002400250026002700280029002A002B002C002D002E002F.003000310032003300340035
0036003700380039003A003B003C003D003E003F.0040004100420043004400450046004700480049004A004B004C004D004E004F.005000510052005300540055
0056005700580059005A005B005C005D005E005F.0060006100620063006400650066006700680069006A006B006C006D006EO06F.007000710072007300740075
0076007700780079007A007B007C007D007E007F.20AC067E201A0192201E20262020202102C62030067920390152068606980688.06AF20182019201C201D2022
2013201406A921220691203A0153200C200D06BA.00A0060C00A200A300A400A500A600A700A800A906BEOOABOOACO0ADOOAEOOAF.00B000B100B200
B300B400B500B600B700B800B9061B00BBO0BCOOBDO0BEO61F.06C1062106220623062406250626062706280629062A062B062C062D062E062F.06300631063206
3306340635063600D7063706380639063A0640064106420643.00E0064400E2064506460647064800E700E800E

C:\Users\user\Desktopltcllencoding\cp1257.enc

Process: C:\Users\user\Desktop\GZe6EcSTpO.exe

File Type: Unknown

Category: dropped

Size (bytes): 1091

Entropy (8bit): 3.2734430397929604

Encrypted: false

SSDEEP: 24:CNTUMJIVRju3ShVbsZiAMiZyb7PtuWTfN641PaxUVG4da:ugmOEVIwAMiw/PtuWkgVfa
MD5: A1CCD70248FEA44COEBB51FB71D45F92

SHA1L: CC103C53B3BA1764714587TEAEBD92CD1BC75194D

SHA-256: 4151434A714FC82228677C39B07908C4E19952FC058E26E7C3EBAB7724CEOCT77
SHA-512: 74E4A13D65FAB11F205DB1E6D826B06DE421282F7461B273196FD7EECEE123EAOBD32711640B15B482C728966CCOC70FFC67AEDAD91566CA87CD623738E347:
Malicious: false

Preview:

# Encoding file: cp1257, single-byte.S.003F 0 1.00.0000000100020003000400050006000700080009000A000B000C000D000EO0OF.001000110012001300140015
0016001700180019001A001B001C001D001E001F.0020002100220023002400250026002700280029002A002B002C002D002E002F.003000310032003300340035
0036003700380039003A003B003C003D003E003F.0040004100420043004400450046004700480049004A004B004C004D004E004F.005000510052005300540055
0056005700580059005A005B005C005D005E005F.0060006100620063006400650066006700680069006A006B006C006D006E0V06F.007000710072007300740075
0076007700780079007A007B007C007D007E007F.20AC0081201A0083201E20262020202100882030008A2039008C00A802C700B8.009020182019201C201D2022
2013201400982122009A203A009C00AF02DB009F.00A0000000A200A300A4000000A600A700D800A9015600ABOOACO0ADOOAEDNOC6.00B000B100B200B300B400B5
00B600B700F800B9015700BB00BCO0BDO0BEOOE6.0104012E0100010600C400C501180112010C00C90179011601220136012A013B.01600143014500D3014C00D5
00D600D701720141015A016A00DC017B017D00DF.0105012F0101010700E400E501190113010D00E

C:\Users\user\Desktopltcllencoding\cp1258.enc

Process: C:\Users\user\Desktop\GZe6EcSTpO.exe

File Type: Unknown

Category: dropped

Size (bytes): 1091

Entropy (8bit): 3.226508038800896

Encrypted: false

SSDEEP: 24:CKITUmMJIVRju3ShVbsZiAMiZyb7PMIX2jmvPNNXkohWiZo//:xgmOEVIWAMiw/PMIXXfkohnun
MDS5: BB010BFF4DD16B0O5EEB6E33E5624767A

SHA1L: 6294E42ED22D75679FF1464FF41D43DB3B1824C2

SHA-256: 0CDB59E255CCD7DCF4AF847C9B020AEAEE78CE7FCF5F214EBCF123328ACF9F24
SHA-512: 2CD34F75DC61DC1495B0419059783A5579932F43DB9B125CADCB3838A142E0C1CD7B42DB71EF103E268206E31099D6BB0670E84D5658 COE18D0905057FF8718:
Malicious: false
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C:\Users\user\Desktopltcllencoding\cp1258.enc

Preview:

# Encoding file: cp1258, single-byte.S.003F 0 1.00.0000000100020003000400050006000700080009000A000B000C000D000EOOOF.001000110012001300140015
0016001700180019001A001B001C001D001E001F.0020002100220023002400250026002700280029002A002B002C002D002E002F.003000310032003300340035
0036003700380039003A003B003C003D003E003F.0040004100420043004400450046004700480049004A004B004C004D004E004F.005000510052005300540055
0056005700580059005A005B005C005D005E005F.0060006100620063006400650066006700680069006A006B006C006D006EO06F.007000710072007300740075
0076007700780079007A007B007C007D007E007F.20AC0081201A0192201E20262020202102C62030008A20390152008DO0SE008F.009020182019201C201D2022
2013201402DC2122009A203A0153009D009E0178.00A000A100A200A300A400A500A600A700A800A900AA00ABOOACO0ADOOAEOOAF.00B000B100B200
B300B400B500B600B700B800B900BA00BBOOBCO0BDO0OBEOOBF.00C000C100C2010200C400C500C600C700C800C900CA00CB0O30000CDOOCEOOCF.0110
00D1030900D300D401A000D600D700D800D900DA00DBOODCO1AF030300DF.00EO00E100E2010300E400E500E600E700ES00E

C:\Users\user\Desktopltcl\encoding\cp437.enc

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\GZe6EcSTpO.exe

Unknown

dropped

1090

3.447501009231115

false
24:CFyTUmMJIVRju3ShVbsZiAMiZyb7P4jpuKBIrRjK8DvmH:wygmOEVIWAMiw/PYwjKgmH
8645C2DFCC4D5DAD2BCD53A180D83A2F
3F725245C66050D39D9234BAACEID047A3842944
D707A1F03514806E714F01CBFCB7C9F9973ACDC80C2D67BBD4E6F85223A50952

208717D7B1CBDD8AOB8B3BE1B6F85353B5A094BDC370E6B8396158453DD7DC400EE6C4D60490AD1A1F4C943E733298FC971AE30606D6BAB14FB1290B886C76!
0

false

# Encoding file: cp437, single-byte.S.003F 0 1.00.0000000100020003000400050006000700080009000A000B000C0O00D0O00EOOOF.0010001100120013001400150
016001700180019001A001B001C001D001E001F.0020002100220023002400250026002700280029002A002B002C002D002E002F.0030003100320033003400350
036003700380039003A003B003C003D0O03EO03F.0040004100420043004400450046004700480049004A004B004C004D004E004F.0050005100520053005400550
056005700580059005A005B005C005D005E005F.0060006100620063006400650066006700680069006A006B006C006D006EO06F.0070007100720073007400750
076007700780079007A007B007C007D007E007F.00C700FCO0E900E200E400EO000E500E700EAOOEBOOEBOOEFOOEEOOECO0C400C5.00C900E600C600F
400F600F200FB0O0F900FFO0D600DCO0A200A300A520A70192.00E100EDOOF300FA00F100D100AA00BA00BF231000AC00BD0O0OBCO0A100ABO0BB.25912
5922593250225242561256225562555256325512557255D255C255B2510.25142534252C251C2500253C255E255F255A25542569256625602550256C2567.25682
56425652559255825522553256B256A2518250C25882584258C25902580.03B100DF039303C003A303C300B503C403A60398

C:\Users\user\Desktopltcl\encoding\cp737.enc

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\GZe6EcSTpO.exe

Unknown

dropped

1090

3.551534707521956

false

24:CjTUMJVRju3ShVbsZiAMiZyb7P48KhQFhWeY Dr1K8DZckbiY:WgmOEVIWAMiw/POKhQFhWeY31Kk2Y
C68ADEFE02B77F6E6B5217CD83D46406

C95EA4ED3FBEF013D810C0BFB193B15FASBADE7B8
8BFCA34869B3F9A3B2FC71B02CBAC41512AF6D1F8AB17D2564E65320F88EDEL0

5CCAACD8A9795D4FEOFD2AC6D3E33C10B0BCC43B29B45DFBAGG6FBD180163251890BB67B8185D806E4341EBO1CB1CEDGEA682077577CCOED948FC094B099AE
2A

false

# Encoding file: cp737, single-byte.S.003F 0 1.00.0000000100020003000400050006000700080009000A000B000C0O00D0O00EOOOF.0010001100120013001400150
016001700180019001A001B001C001D001E001F.0020002100220023002400250026002700280029002A002B002C002D002E002F.0030003100320033003400350
036003700380039003A003B003C003D0O03EO03F.0040004100420043004400450046004700480049004A004B004C004D004E004F.0050005100520053005400550
056005700580059005A005B005C005D005E005F.0060006100620063006400650066006700680069006A006B006C006D006EO06F.0070007100720073007400750
076007700780079007A007B007C007D007E007F.039103920393039403950396039703980399039A039B039C039D039E039F03A0.03A103A303A403A503A603A70
3A803A903B103B203B303B403B503B603B703B8.03B903BA03BB03BC03BD0O3BEO3BF03C003C103C303C203C403C503C603C703C8.259125922593250
225242561256225562555256325512557255D255C255B2510.25142534252C251C2500253C255E255F255A25542569256625602550256C2567.256825642565255
9255825522553256B256A2518250C25882584258C25902580.03C903ACO3ADO3AEO3CA03AF03CC03CD0O3CB0O3CE

C:\Users\user\Desktopltcl\encoding\cp775.enc

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

C:\Users\user\Desktop\GZe6EcSTpO.exe

Unknown

dropped

1090

3.3818286672990854

false
24:CsOTUmMJVRju3ShVbsZiAMiZyb7P4DBcqb67JnsUgqlPfJ:AgmOEVIWAMiw/PSzb67NsrLPR
DE1282E2925870A277AF9DEAC52FA457
F4301A1340A160E1F282B5F98BFOFACBFA93B119
44FB04B5C72B584B6283A99B34789690C627B5083C5DFE6E8B5B7AB2C68903C06
08173FC4E5FC9AAIBD1E296F299036E49C0333A876EAOBDF40BECIF46120329A530B6AA57B32BC83C7AASE6BD20DE9F616F4B17532EE54634B6799C31D8F668

false
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C:\Users\user\Desktopltcl\encoding\cp775.enc

Preview:

# Encoding file: cp775, single-byte.S.003F 0 1.00.0000000100020003000400050006000700080009000A000B000C0O00D0O00EOOOF.0010001100120013001400150
016001700180019001A001B001C001D001E001F.0020002100220023002400250026002700280029002A002B002C002D002E002F.0030003100320033003400350
036003700380039003A003B003C003D0O03EO03F.0040004100420043004400450046004700480049004A004B004C004D004E004F.0050005100520053005400550
056005700580059005A005B005C005D005E005F.0060006100620063006400650066006700680069006A006B006C006D006EO06F.0070007100720073007400750
076007700780079007A007B007C007D007E007F.010600FCO0E9010100E4012300E501070142011301560157012B017900C400C5.00C900E600C6014D00F601220
0A2015A015B00D600DCO0F800A300D800D700A4.0100012A00F3017B017C017A201D00AG600A900AEOO0ACO0BD0O0BC0O14100AB00BB.2591259225932502252401040
10C01180116256325512557255D012E01602510.25142534252C251C2500253C0172016A255A25542569256625602550256C017D.0105010D01190117012F01610
173016B017E2518250C25882584258C25902580.00D300DF014C014300F500D500B5014401360137

C:\Users\user\Desktopltcl\encoding\cp850.enc

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\GZe6EcSTpO.exe

Unknown

dropped

1090

3.301196372002172

false
24:C9TUMJIVRju3ShVbsZiAMiZyb7P4jpuKBc+mTRF5aefDT4HJI:EgmOEVIWAMIiw/PYelF5xfndp
FF3D96C0954843C7A78299FED6986DIE
5EAD37788D124D4EE49EC4B8AALCF6AAAIC2849C
55AA2D13B789B3125F5C9DODC5B6E3A90D79426D3B7825DCD604F56DAC6E36A2
B76CD82F3204E17D54FB679615120564C53BBE27CC474101EE073EFA6572B50DB2E9C258B09COF7EAEBAC445D469461364C81838C07D41B43E353107C06C247E

false

# Encoding file: cp850, single-byte.S.003F 0 1.00.0000000100020003000400050006000700080009000A000B000C0O00DO00EOOOF.0010001100120013001400150
016001700180019001A001B001C001D001E001F.0020002100220023002400250026002700280029002A002B002C002D002E002F.0030003100320033003400350
036003700380039003A003B003C003D0O03EO03F.0040004100420043004400450046004700480049004A004B004C004D004E004F.0050005100520053005400550
056005700580059005A005B005C005D005E005F.0060006100620063006400650066006700680069006A006B006C006D006EO06F.0070007100720073007400750
076007700780079007A007B007C007D007E007F.00C700FCO0E900E200E400EO000E500E700EAOOEBOOEBOOEFOOEEOOECO0C400C5.00C900E600C600F
400F600F200FB0O0F900FF00D600DCO0F800A300D800D70192.00E100EDOOF300FAO00F100D100AA00BA0OOBFOOAEOOACO0BD0O0BCOOA100ABO0BB.25912
59225932502252400C100C200C000A9256325512557255D00A200A52510.25142534252C251C2500253C00E300C3255A25542569256625602550256 CO0A4.00F00
0DO00CAO00CB00C8013100CDO0CEO0CF2518250C2588258400A600CC2580.00D300DF00D400D200F500D500B500FEOODEOODA

C:\Users\user\Desktopltcl\encoding\cp852.enc

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\GZe6EcSTpO.exe

Unknown

dropped

1090

3.3816687566591797

false
24:CPTUMJVRju3ShVbsZiAMiZyb7P40vEUs5ycHQjc59X/C:mgmOEVIwWAMiw/Pkv5ycHQjc59Xa
25A59EA83B8EIF3322A54B138861E274

904B357C30603DFBCF8A10A054D9399608B131DF
5266B6F18C3144CFADBCB7B1D27F0A7EAALC641FD3B33905E42E4549FD373770

F7E41357849599E7BA1D47B9B2E615C3C2EF4D432978251418EBF9314AAEBOE1BOASGED14EDIBA3BE46D3DABESDDSOEOCAGS592AE88FB1923E7C3D90D7F8467
09

false

# Encoding file: cp852, single-byte.S.003F 0 1.00.0000000100020003000400050006000700080009000A000B000C0O00DO00EOOOF.0010001100120013001400150
016001700180019001A001B001C001D001E001F.0020002100220023002400250026002700280029002A002B002C002D002E002F.0030003100320033003400350
036003700380039003A003B003C003D0O03EO03F.0040004100420043004400450046004700480049004A004B004C004D004E004F.0050005100520053005400550
056005700580059005A005B005C005D005E005F.0060006100620063006400650066006700680069006A006B006C006D006EO06F.0070007100720073007400750
076007700780079007A007B007C007D007E007F.00C700FCO0E900E200E4016F010700E7014200EB0150015100EE017900C40106.00C90139013A00F400F6013D0
13E015A015B00D600DC01640165014100D7010D.00E100EDOOF300FA01040105017D017E0118011900AC017A010C015F00AB00BB.2591259225932502252400C10
0C2011A015E256325512557255D017B017C2510.25142534252C251C2500253C01020103255A25542569256625602550256C00A4.01110110010E00CB010F01470
0CDO0CE011B2518250C258825840162016E2580.00D300DF00D401430144014801600161015400DA

C:\Users\user\Desktopltcl\encoding\cp855.enc

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

C:\Users\user\Desktop\GZe6EcSTpO.exe

Unknown

dropped

1090

3.3580450853378596

false
24:CoTUmJVRju3ShVbsZiAMiZyb7P4hHVLjwk6rMZCb32SLauDbr:hgmOEVIwWAMiw/PM/wcMb3VuuT
0220F1955F01B676D2595C30DEFB6064

F8BD4BF6D95F672CB61BBECAB580A765BEBDAEAS
E3F071C63AC43AF66061506EF2C574C35F7BF48553FB5158AE41D9230C1A10DF

F7BFF7D6534C9BFDBFOFB0147E31E948F60E933E6DAGA3IESDC62CC55FEBDD6901240460D7B3C0991844CDEE7EBSBED26ES5FDBBC12BDC9B8173884D8FCAL2!
B69

false

Copyright Joe Security LLC 2021 Page 45 of 355



C:\Users\user\Desktopltcl\encoding\cp855.enc

Preview:

# Encoding file: cp855, single-byte.S.003F 0 1.00.0000000100020003000400050006000700080009000A000B000C0O00DO00EOOOF.0010001100120013001400150
016001700180019001A001B001C001D001E001F.0020002100220023002400250026002700280029002A002B002C002D002E002F.0030003100320033003400350
036003700380039003A003B003C003D0O03EO03F.0040004100420043004400450046004700480049004A004B004C004D004E004F.0050005100520053005400550
056005700580059005A005B005C005D005E005F.0060006100620063006400650066006700680069006A006B006C006D006EO06F.0070007100720073007400750
076007700780079007A007B007C007D007E007F.0452040204530403045104010454040404550405045604060457040704580408.04590409045A040A045B040B0
45C040C045E040E045F040F044E042E044A042A.0430041004310411044604260434041404350415044404240433041300AB00BB.2591259225932502252404450
42504380418256325512557255D043904192510.25142534252C251C2500253C043A041A255A25542569256625602550256C00A4.043B041B043C041C043D041D0
43E041E043F2518250C25882584041F044F2580.042F044004200441042104420422044304230436

C:\Users\user\Desktopltcl\encoding\cp857.enc

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\GZe6EcSTpO.exe

Unknown

dropped

1090

3.2936796452153128

false
24:CaTUmJVRju3ShVbsZiAMiZyb7P4jpubu/5WH5aeoC4ljlJ:;jgmOEVIWAMiw/Pr/UH5xp4l6
58C52199269A3BB52C3E4C20B5CE6093
888499D9IDFDF75C60C2770386A4500F35753CE70
E39985C6A238086B54427475519C9E0285750707DB521D1820E639723C01C36F
754667464C4675E8C8F2F88A9211411B3648068085A898D693B33BF3ELFAECC9676805FD2D1A4B19FAAB30E286236DCFB2FCOD498BF9ABDIASE772B340CEET6!

false

# Encoding file: cp857, single-byte.S.003F 0 1.00.0000000100020003000400050006000700080009000A000B000C0O00D0O00EOOOF.0010001100120013001400150
016001700180019001A001B001C001D001E001F.0020002100220023002400250026002700280029002A002B002C002D002E002F.0030003100320033003400350
036003700380039003A003B003C003D0O03EO03F.0040004100420043004400450046004700480049004A004B004C004D004E004F.0050005100520053005400550
056005700580059005A005B005C005D005E005F.0060006100620063006400650066006700680069006A006B006C006D006EO06F.0070007100720073007400750
076007700780079007A007B007C007D007E007F.00C700FCO0E900E200E400EO000E500E700EAOOEBOOEBOOEFOOEEN13100C400C5.00C900E600C600F400F600F20
0FB0O0F9013000D600DC0O0F800A300D8015E015F.00E100EDOOF300FA00F100D1011E011FO0BFOOAEOOACO0BDOOBCO0A100ABO0BB.259125922593250
2252400C100C200C000A9256325512557255D00A200A52510.25142534252C251C2500253C00E300C3255A25542569256625602550256C00A4.00BA0OAAOOCAO0C
BOOC8000000CDO0CEO0CF2518250C2588258400A600CC2580.00D300DF00D400D200F500D500B5000000D700DA

C:\Users\user\Desktopltcl\encoding\cp860.enc

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\GZe6EcSTpO.exe

Unknown

dropped

1090

3.438607583601603

false
24:CMTUMJIVRju3ShVbsZiAMiZyb7P4Aj4AxOt49+nK8DvmH:VgmOEVIwAMiw/PeR+snKgmH
8CA7C4737A18D5326E9A437D5ADCAALA
C6B1E9320EEF46FC9A23437C255E4085EA2980DB
6DB59139627D29ABD36F38ED2EODE2A6B234A7D7E681C7DBAF8B888F1CAC49A5
2D2427E7A3FF18445321263A42C6DA560E0250691ACBE5113BDE363B36B5E9929003F3C91769A02FF720AB8261429CBFAID9580C1065FFE77400327B1A5539A6

false

# Encoding file: cp860, single-byte.S.003F 0 1.00.0000000100020003000400050006000700080009000A000B000C0O00DO00EOOOF.0010001100120013001400150
016001700180019001A001B001C001D001E001F.0020002100220023002400250026002700280029002A002B002C002D002E002F.0030003100320033003400350
036003700380039003A003B003C003D0O03EO03F.0040004100420043004400450046004700480049004A004B004C004D004E004F.0050005100520053005400550
056005700580059005A005B005C005D005E005F.0060006100620063006400650066006700680069006A006B006C006D006EO06F.0070007100720073007400750
076007700780079007A007B007C007D007E007F.00C700FCO0E900E200E300E000C100E700EA00CAOOES800CDO0D400EC0O0C300C2.00C900C000C800F
400F500F200DA00F900CC0O0D500DC00A200A300D920A700D3.00E100EDOOF300FA00F100D100AA00BA00BFO0D200AC00BDOOBCO0AL00ABO0BB.25912
5922593250225242561256225562555256325512557255D255C255B2510.25142534252C251C2500253C255E255F255A25542569256625602550256C2567.25682
56425652559255825522553256B256A2518250C25882584258C25902580.03B100DF039303C003A303C300B503C403A60398

C:\Users\user\Desktopltcl\encoding\cp861.enc

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

C:\Users\user\Desktop\GZe6EcSTpO.exe

Unknown

dropped

1090

3.4494568686644276

false
24:CITUmJVRju3ShVbsZiAMiZyb7P4jpOkPn9R2GRK8DvmMH:8gmOEVIWAMiw/PAPXvKgmH
45F0D888DBCB56703E8951C06CFAEDS1
53529772EA6322B7949DB73EEBAED91ES5ASBA3DA
A43A5B58BFC57BD723B12BBDEA9F6E1A921360B36D2D52C420F37299788442D3
61D0C361E1C7D67193409EC327568867D1FDOFE448D11F16A08638D3EE31BE9ISAD37B8A2E67B8FB448D09489AA3F5D65ADIACIBEIBDCE90A049FOCO15BAB06F

false

Copyright Joe Security LLC 2021 Page 46 of 355



C:\Users\user\Desktopltcllencoding\cp861.enc

Preview:

# Encoding file: cp861, single-byte.S.003F 0 1.00.0000000100020003000400050006000700080009000A000B000C0O00DO00EOOOF.0010001100120013001400150
016001700180019001A001B001C001D001E001F.0020002100220023002400250026002700280029002A002B002C002D002E002F.0030003100320033003400350
036003700380039003A003B003C003D0O03EO03F.0040004100420043004400450046004700480049004A004B004C004D004E004F.0050005100520053005400550
056005700580059005A005B005C005D005E005F.0060006100620063006400650066006700680069006A006B006C006D006EO06F.0070007100720073007400750
076007700780079007A007B007C007D007E007F.00C700FCO0E900E200E400EO000E500E700EAOOEBOOESO0DO00FO00DEOOC400C5.00C900E600CE00F400F600FED
0FBOODD0O0OFD0O0D600DCO0F800A300D820A70192.00E100EDOOF300FA00C100CD0O0D300DA00BF231000AC00BD00BCO0AI00AB0O0BB.259125922593250
225242561256225562555256325512557255D255C255B2510.25142534252C251C2500253C255E255F255A25542569256625602550256C2567.256825642565255
9255825522553256B256A2518250C25882584258C25902580.03B100DF039303C003A303C300B503C403A60398

C:\Users\user\Desktopltcl\encoding\cp862.enc

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\GZe6EcSTpO.exe

Unknown

dropped

1090

3.4900477558394694

false
24:CdMTUmMJVRju3ShVbsZiAMiZyb7P4N6rRjK8DvmH:iMgmOEVIwAMiw/PljKgmH
E417DCE52E8438BBE9AFBAD51A09F9E3
EF273671D46815F22996EA632D22CC27EB8CA44B
AEA716D490C35439621A8F00CA7E4397EF1C70428E206C5036B7AF25F1C3D82F

97D65E05008D75BC56E162D51AB76888E1FA0591D9642D7C0OD09A5CES23904B5D6C14214828577940EDBE7F0265ABACDD67E4E12FACFDF5C7CD35FA80B90EC
2

false

# Encoding file: cp862, single-byte.S.003F 0 1.00.0000000100020003000400050006000700080009000A000B000C0O00DO00EOOOF.0010001100120013001400150
016001700180019001A001B001C001D001E001F.0020002100220023002400250026002700280029002A002B002C002D002E002F.0030003100320033003400350
036003700380039003A003B003C003D0O03EO03F.0040004100420043004400450046004700480049004A004B004C004D004E004F.0050005100520053005400550
056005700580059005A005B005C005D005E005F.0060006100620063006400650066006700680069006A006B006C006D006EO06F.0070007100720073007400750
076007700780079007A007B007C007D007E007F.05D005D105D205D305D405D505D605D705D805D905DA05DB0SDC05DD0SDEOSDF.05SE005E105E205E
305E405E505E605E705E805E905EA00A200A300A520A70192.00E100EDOOF300FA00F100D100AA00BA00BF231000AC00BD0O0OBCO0A100ABO0BB.25912
5922593250225242561256225562555256325512557255D255C255B2510.25142534252C251C2500253C255E255F255A25542569256625602550256C2567.25682
56425652559255825522553256B256A2518250C25882584258C25902580.03B100DF039303C003A303C300B503C403A60398

C:\Users\user\Desktopltcl\encoding\cp863.enc

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\GZe6EcSTpO.exe

Unknown

dropped

1090

3.450081751310228

false
24:CXTUmMJVRju3ShVbsZiAMiZyb7P4aGuXVsq5RNK8DvmH:egmOEVIWAMiw/PT3VswKgmH
A2C4062EB4F37C02A45B13BD0O8SEC1120
7F6ED89BD0OD415C64D0B8A037F08A47FEADD14C4
13B5CB481E0216A8FC28BFA9DOF6B060CDF5C457B3E12435CA826EB2EF52B068
95EFDA8CBC5D52E178640A145859E95A780A8A25D2AF88F98ESFFFA035016 CABAE2259D22B3D6A95316F64138B578934FAFAC3403E35C4B7D42E0369B5D88C9

false

# Encoding file: cp863, single-byte.S.003F 0 1.00.0000000100020003000400050006000700080009000A000B000C0O00DO00EOOOF.0010001100120013001400150
016001700180019001A001B001C001D001E001F.0020002100220023002400250026002700280029002A002B002C002D002E002F.0030003100320033003400350
036003700380039003A003B003C003D0O03EO03F.0040004100420043004400450046004700480049004A004B004C004D004E004F.0050005100520053005400550
056005700580059005A005B005C005D005E005F.0060006100620063006400650066006700680069006A006B006C006D006EO06F.0070007100720073007400750
076007700780079007A007B007C007D007E007F.00C700FCO0E900E200C200E000B600E700EAOOEBOOEBOOEFOOEE201700C000A7.00C900C800CAOOF
400CBO0CFO0FB00F900A400D400DC0O0A200A300D900DB0192.00A600B400F300FAO00A800B800B300AFO0CE231000AC00BDO0BCOOBEOOABOOBB.25912
5922593250225242561256225562555256325512557255D255C255B2510.25142534252C251C2500253C255E255F255A25542569256625602550256C2567.25682
56425652559255825522553256B256A2518250C25882584258C25902580.03B100DF039303C003A303C300B503C403A60398

C:\Users\user\Desktopltcl\encoding\cp864.enc

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

C:\Users\user\Desktop\GZe6EcSTpO.exe

Unknown

dropped

1090

3.6558830653506647

false

24:CwTUMJIVRju3YhVbsZiAMiZyb7P46SY927iqgtcY QjDUjSD:5gmOqVIWAMiw/PCXjcY QfcSD
3C88BF83DBA99F7B682120FBEEC57336
EOCA400BAEOF66EEBE4DFE147C5A18DD3B00B78C
E87EC076F950FCD58189E362E1505DD55B0C8F4FA7DD1A9331C5C111D2CE5S69F

6BD65D0A05F57333DA0078759DB2FC629B56C47DAB24E231DE41ADODF3D07BF7A2A55D1946A7BA38BE228D415FB2BDB606BF1EF243974ED7DFD204548B2A4%
BA

false
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C:\Users\user\Desktopltcl\encoding\cp864.enc

Preview:

# Encoding file: cp864, single-byte.S.003F 0 1.00.0000000100020003000400050006000700080009000A000B000C0O00D0O00EOOOF.0010001100120013001400150
016001700180019001A001B001C001D001E001F.00200021002200230024066A0026002700280029002A002B002C002D002E002F.0030003100320033003400350
036003700380039003A003B003C003D0O03EO03F.0040004100420043004400450046004700480049004A004B004C004D004E004F.0050005100520053005400550
056005700580059005A005B005C005D005E005F.0060006100620063006400650066006700680069006A006B006C006D006EO06F.0070007100720073007400750
076007700780079007A007B007C007D007E007F.00B000B72219221A259225002502253C2524252C251C25342510250C25142518.03B2221E03C600B100BD00BC2
24800AB00BBFEF7FEF8009B009CFEFBFEFCO009F.00A000ADFE8200A300A4FE8400000000FESEFESFFE95FE99060CFEODFEA1FEAS.066006610662066
3066406650666066706680669FED1061BFEB1FEB5FEB9061F.00A2FE8OFE81FES3FES8SFECAFESBFESDFE91FE93FE97FEOBFEOFFEA3SFEATFEA9.FEABF
EADFEAFFEB3FEB7FEBBFEBFFEC1FEC5FECBFECFO0AG600ACO0F700D7FECY.0640FED3FED7FEDBFEDFFEESFEE7FEEBFEEDFEEF

Static File Info

General

File type:

Entropy (8bit):
TriD:

File name:
File size:
MD5:
SHA1L:
SHA256:

SHA512:

SSDEEP:

File Content Preview:

File Icon

Icon Hash:

Static PE Info

General
Entrypoint:
Entrypoint Section:
Digitally signed:
Imagebase:
Subsystem:

Image File Characteristics:

DLL Characteristics:

Time Stamp:

TLS Callbacks:

CLR (.Net) Version:

OS Version Major:

OS Version Minor:

File Version Major:

File Version Minor:
Subsystem Version Major:
Subsystem Version Minor:

Import Hash:

Entrypoint Preview

Copyright Joe Security LLC 2021

PE32 executable (GUI) Intel 80386, for MS Windows,
Nullsoft Installer self-extracting archive

7.998820071583367

e Win32 Executable (generic) a (10002005/4)
99.96%

Generic Win/DOS Executable (2004/3) 0.02%
DOS Executable Generic (2002/1) 0.02%
Autodesk FLIC Image File (extensions: flc, fli, cel)
(7/3) 0.00%

GZeBEcSTpO.exe
16770272

.

.

.

87e0355c098d2dfd890ae4c9da26bbdd
5f300f4dd15cccbe51cd4df51ac30b7c2c84fc75

570c3c298c2d30bfd7d824b0ec8e28b3efa51hf26929734
8fc5fc30ch81la2d7e

48767a16b133dd434d7902c5785205807d55f85f977370:
14a279f3ee9088f07a256ccfdaf3a9d8ac7d60f11a9dd720
08835bbh95c4€98e42870b8a8c33486348

393216:00AS/3t2zQuoUrh/dSRsY9+bpNIAQ4tpyOGMx

nOUDIpFKHgBM:VD/dUQjD9jAQAMxM2HgBM

is program cannot be run in DOS mode....$.
LV.F.@..F.Rich.F.....ccc........

LFALFLGVEALLF

e0d08cf8d8ccc8e0

0x40320c
text

false
0x400000
windows gui

LOCAL_SYMS_STRIPPED, 32BIT_MACHINE, EXECUTABLE_IMAGE,
LINE_NUMS_STRIPPED, RELOCS_STRIPPED

NO_SEH, TERMINAL_SERVER_AWARE, DYNAMIC_BASE, NX_COMPAT
0x5C157F29 [Sat Dec 15 22:24:41 2018 UTC]

o & O b O »

3abe302b6d9a1256e6a915429af4ffd2

L.LITh

Page 48 of 355



Instruction

sub esp, 00000184h

push ebx

push esi

push edi

xor ebx, ebx

push 00008001h

mov dword ptr [esp+18h], ebx
mov dword ptr [esp+10h], 0040A198h
mov dword ptr [esp+20h], ebx
mov byte ptr [esp+14h], 00000020h
call dword ptr [004080A0h]

call dword ptr [0040809Ch]

and eax, BFFFFFFFh

cmp ax, 00000006h

mov dword ptr [0042F40Ch], eax
je 00007F66BBAE8C63h

push ebx

call 00007F66BBAEBD3AN

cmp eax, ebx

je 00007F66BBAE8C59h

push 00000C00h

call eax

mov esi, 00408298h

push esi

call 00007F66BBAEBCB6h
push esi

call dword ptr [00408098h]

lea esi, dword ptr [esi+eax+01h]
cmp byte ptr [esi], bl

jne 00007F66BBAESC3Dh

push 0000000Ah

call 00007F66BBAEBDOEh
push 00000008h

call 00007F66B8AEBDO7h

push 00000006h

mov dword ptr [0042F404h], eax
call 00007F66BBAEBCFBh

cmp eax, ebx

je 00007F66BBAE8C61h

push 0000001Eh

call eax

test eax, eax

je 00007F66BBAE8C59h

or byte ptr [0042F40Fh], 00000040h
push ebp

call dword ptr [00408044h]

push ebx

call dword ptr [00408288h]

mov dword ptr [0042F4D8h], eax
push ebx

lea eax, dword ptr [esp+38h]
push 00000160h

push eax

push ebx

push 00429830h

call dword ptr [00408178h]

push 0040A188h

Rich Headers

Programming Language: e [EXP] VC++ 6.0 SP5 build 8804

Data Directories
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Name

IMAGE_DIRECTORY_ENTRY_EXPORT

IMAGE_DIRECTORY_ENTRY_IMPORT

IMAGE_DIRECTORY_ENTRY_RESOURCE

IMAGE_DIRECTORY_ENTRY_EXCEPTION

IMAGE_DIRECTORY_ENTRY_SECURITY

IMAGE_DIRECTORY_ENTRY_BASERELOC

IMAGE_DIRECTORY_ENTRY_DEBUG

IMAGE_DIRECTORY_ENTRY_COPYRIGHT

IMAGE_DIRECTORY_ENTRY_GLOBALPTR

IMAGE_DIRECTORY_ENTRY_TLS

IMAGE_DIRECTORY_ENTRY_LOAD_CONFIG

IMAGE_DIRECTORY_ENTRY_BOUND_IMPORT

IMAGE_DIRECTORY_ENTRY_IAT

IMAGE_DIRECTORY_ENTRY_DELAY_IMPORT

IMAGE_DIRECTORY_ENTRY_COM_DESCRIPTOR

IMAGE_DIRECTORY_ENTRY_RESERVED

Sections

Name Virtual Address

text 0x1000

.rdata 0x8000

.data 0xa000

.ndata 0x30000

.rsrc 0x38000

Resources

Name
RT_ICON
RT_ICON
RT_ICON
RT_ICON
RT_ICON
RT_ICON
RT_ICON
RT_DIALOG
RT_GROUP_ICON
RT_MANIFEST

Imports

DLL
KERNEL32.dll

USER32.dll

Copyright Joe Security LLC 2021

Virtual Size

0x628f

0x135¢c

0x25518

0x8000

0x3c40

RVA
0x38250
0x392f8
O0x3ala0
0x3aa48
0x3afb0
0x3b418
0x3b700
0x3b828
0x3b888
0x3b8f0

Raw Size

0x6400

0x1400

0x600

0x0

0x3e00
Size
0x10a8
Oxea8
0x8a8
0x568
0x468
0x2e8
0x128
0x60
0x68
0x349

Virtual Address Virtual Size Is in Section
0x0 0x0
0x853c 0xa0 .rdata
0x38000 0x3c40 .rsrc
0x0 0x0
0x0 0x0
0x0 0x0
0x0 0x0
0x0 0x0
0x0 0x0
0x0 0x0
0x0 0x0
0x0 0x0
0x8000 0x298 .rdata
0x0 0x0
0x0 0x0
0x0 0x0
Xored PE ZLIB Complexity File Type Entropy Characteristics
False 0.6700390625 data 6.44220708071 IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ
False 0.4611328125 data 5.24004347634 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_READ
False 0.455078125 data 4.0493801016 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ
False 0 empty 0.0 IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_CNT_UNINITIALIZED_
DATA, IMAGE_SCN_MEM_READ
False 0.637978830645 data 6.04106553494 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_READ
Type Language Country
data English United States
data English United States
data English United States
GLS_BINARY_LSB_FIRST English United States
GLS_BINARY_LSB_FIRST English United States
data English United States
GLS_BINARY_LSB_FIRST English United States
data English United States
data English United States
XML 1.0 document, ASCII text, with very long lines, English United States
with no line terminators
Import

GetTempPathA, GetFileSize, GetModuleFileNameA, GetCurrentProcess, CopyFileA, ExitProcess,
SetEnvironmentVariableA, Sleep, GetTickCount, GetCommandLineA, IstrlenA, GetVersion, SetErrorMode, IstrcpynA,
GetDiskFreeSpaceA, GlobalUnlock, GetWindowsDirectoryA, SetCurrentDirectoryA, GetlLastError, CreateDirectoryA,
CreateProcessA, RemoveDirectoryA, CreateFileA, GetTempFileNameA, ReadFile, WriteFile, IstrcpyA, MoveFileExA,
IstrcatA, GetSystemDirectoryA, GetProcAddress, GetExitCodeProcess, WaitForSingleObject, CompareFileTime,
SetFileAttributesA, GetFileAttributesA, GetShortPathNameA, MoveFileA, GetFullPathNameA, SetFileTime,
SearchPathA, CloseHandle, IstrcmpiA, CreateThread, GlobalLock, IstrcmpA, FindFirstFileA, FindNextFileA,
DeleteFileA, SetFilePointer, GetPrivateProfileStringA, FindClose, MultiByteToWideChar, FreeLibrary, MulDiv,
WritePrivateProfileStringA, LoadLibraryExA, GetModuleHandleA, GlobalAlloc, GlobalFree,
ExpandEnvironmentStringsA

ScreenToClient, GetSystemMenu, SetClassLongA, IsWindowEnabled, SetWindowPos, GetSysColor,
GetWindowLongA, SetCursor, LoadCursorA, CheckDIgButton, GetMessagePos, LoadBitmapA, CallWindowProcA,
IsWindowVisible, CloseClipboard, SetClipboardData, EmptyClipboard, PostQuitMessage, GetWindowRect,
EnableMenultem, CreatePopupMenu, GetSystemMetrics, SetDIgltemTextA, GetDIgltemTextA, MessageBoxIndirectA,
CharPrevA, DispatchM geA, PeekM geA, Rel DC, EnableWindow, InvalidateRect, SendMessageA,
DefWindowProcA, BeginPaint, GetClientRect, FillRect, DrawTextA, EndDialog, RegisterClassA,
SystemParametersinfoA, CreateWindowEXA, GetClassInfoA, DialogBoxParamA, CharNextA, ExitWindowsEx, GetDC,
CreateDialogParamA, SetTimer, GetDIgltem, SetWindowlLongA, SetForegroundWindow, LoadlmageA, IsWindow,
SendMessageTimeoutA, FindWindowExA, OpenClipboard, TrackPopupMenu, AppendMenuA, EndPaint,
DestroyWindow, wsprintfA, ShowWindow, SetWindowTextA
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DLL
GDI32.dll

SHELL32.dll

ADVAPI32.dIl

COMCTL32.dIl
ole32.dll

Possible Origin

Language of compilation system

English

Network Behavior

No network behavior found

Code Manipulations

Statistics

Behavior

@ Click to jump to process

System Behavior

Import

SelectObject, SetBkMode, CreateFontindirectA, SetTextColor, DeleteObject, GetDeviceCaps, CreateBrushindirect,
SetBkColor

SHGetSpecialFolderLocation, ShellExecuteExA, SHGetPathFromIDListA, SHBrowseForFolderA, SHGetFileInfoA,
SHFileOperationA

AdjustTokenPrivileges, RegCreateKeyExA, RegOpenKeyEXxA, SetFileSecurityA, OpenProcessToken,
LookupPrivilegeValueA, RegEnumValueA, RegDeleteKeyA, RegDeleteValueA, RegCloseKey, RegSetValueEXA,
RegQueryValueExA, RegEnumKeyA

ImagelList_Create, ImageList_AddMasked, ImageList_Destroy

OleUninitialize, Olelnitialize, CoTaskMemFree, CoCreatelnstance

Country where language is spoken Map

United States

@ GZe6EcSTpO.exe
@ vnwareupdate.exe
@ vnwareupdate.exe
@ vnwareupdate.exe
@ vnwareupdate.exe
@ vnwareupdate.exe
@ vnwareupdate.exe
@ vnwareupdate.exe

Analysis Process: GZe6EcSTpO.exe PID: 5884 Parent PID: 5716

General

Start time:

Copyright Joe Security LLC 2021

13:46:03
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Start date: 02/04/2021

Path: C:\Users\user\Desktop\GZe6EcSTpO.exe
Wow64 process (32bit): true

Commandline: ‘C:\Users\user\Desktop\GZe6EcSTpO.exe'
Imagebase: 0x400000

File size: 16770272 bytes

MDS5 hash: 87E0355C098D2DFD890AE4CIDA26BBDD
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: low

File Activities

File Created
Source
File Path Access Attributes Options Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\ read data or list device directory file | object name collision 1 405616 CreateDirectoryA
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Local\Temp\nswAFA.tmp read attributes | device synchronous io  success or wait 1 405B9C GetTempFileNameA
synchronize | non alert | non
generic read directory file
C:\Users read data or list device directory file | object name collision 37 405616 CreateDirectoryA
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user read data or list device directory file | object name collision 37 405616 CreateDirectoryA
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\Desktop read data or list device directory file | object name collision 37 405616 CreateDirectoryA
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\Desktop\00554e26-4141-4a67-98c4-9454bf8d1c70.dll read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file
C:\Users\user\Desktop\9703e260-d265-4332-8de3-4e5fab56a248.dll read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file
C:\Users\user\Desktop\MSVCR90.dll read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file
C:\Users\user\Desktop\Microsoft.VC90.CRT.manifest read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file
C:\Users\user\Desktop\ad421c32-aaf8-4995-847¢c-18069215aace.md read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file
C:\Users\user\Desktop\c2-iocs.txt read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file
C:\Users\user\Desktop\falsepositive-hashes.txt read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file
C:\Users\user\Desktop\filename-iocs.txt read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file
C:\Users\user\Desktop\hash-iocs.txt read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file
C:\Users\user\Desktop\keywords.txt read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file
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Source

File Path Access Attributes Options Completion Count Address Symbol

C:\Users\user\Desktop\msvem90.dll read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\msvcp90.dll read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\msvcr100.dll read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\otx-c2-iocs-ipv4.txt read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\otx-c2-iocs-ipv6.txt read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\otx-c2-iocs. txt read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\otx-filename-iocs.txt read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\otx-hash-iocs.txt read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\python27.dll read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\vnwareupdate.exe read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\lib read data or list device directory file | success or wait 1 405616 CreateDirectoryA
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\Desktop\lib\MSVCR90.dll read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file
C:\Users\user\Desktop\lib\_cffi_backend.pyd read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file
C:\Users\user\Desktop\lib\_ctypes.pyd read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file
C:\Users\user\Desktop\lib\_hashlib.pyd read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file
C:\Users\user\Desktop\lib\_multiprocessing.pyd read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file
C:\Users\user\Desktop\lib\_socket.pyd read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file
C:\Users\user\Desktop\lib\_ssl.pyd read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file
C:\Users\user\Desktopl\lib\_tkinter.pyd read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file
C:\Users\user\Desktop\lib\_win32sysloader.pyd read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file
C:\Users\user\Desktop\lib\bz2.pyd read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file
C:\Users\user\Desktop\lib\cryptography.hazmat.bindings._cons read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
tant_time.pyd synchronize | non alert | non
generic write directory file
C:\Users\user\Desktop\lib\cryptography.hazmat.bindings._openssl.pyd read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file
C:\Users\user\Desktop\lib\cryptography.hazmat.bindings._padding.pyd read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file
C:\Users\user\Desktop\lib\library.zip read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file
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File Path
C:\Users\user\Desktop\lib\mfc90.dll

C:\Users\user\Desktop\lib\pyexpat.pyd

C:\Users\user\Desktop\lib\python27.dll

C:\Users\user\Desktop\lib\pythoncom27.dlI

C:\Users\user\Desktop\lib\pywintypes27.dll

C:\Users\user\Desktopl\lib\select.pyd

C:\Users\user\Desktop\lib\tcI85.dll

C:\Users\user\Desktop\lib\tk85.dIl

C:\Users\user\Desktop\lib\unicodedata.pyd

C:\Users\user\Desktop\lib\win32api.pyd

C:\Users\user\Desktop\lib\win32clipboard.pyd

C:\Users\user\Desktop\lib\win32com.adsi.adsi.pyd

C:\Users\user\Desktop\lib\win32com.authorization.authorization.pyd

C:\Users\user\Desktop\lib\win32com.axcontrol.axcontrol.pyd

C:\Users\user\Desktop\lib\win32com.axdebug.axdebug.pyd

C:\Users\user\Desktop\lib\win32com.axscript.axscr<wbr>ipt.pyd

C:\Users\user\Desktop\lib\win32com.bits.bits.pyd

C:\Users\user\Desktop\lib\win32com.directsound.directsound.pyd

C:\Users\user\Desktop\lib\win32com.ifilter.ifilter.pyd

C:\Users\user\Desktop\lib\win32com.internet.internet.pyd

C:\Users\user\Desktop\lib\win32com.mapi.exchange.pyd

C:\Users\user\Desktop\lib\win32com.mapi.exchdapi.pyd

C:\Users\user\Desktop\lib\win32com.mapi.mapi.pyd

C:\Users\user\Desktop\lib\win32com.propsys.propsys.pyd

C:\Users\user\Desktop\lib\win32com.shell.shell.pyd

C:\Users\user\Desktop\lib\win32com.taskscheduler.taskscheduler.pyd
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Access

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

Attributes

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

Options

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

Source

Address Symbol

405B65

405B65

405B65

405B65

405B65

405B65

405B65

405B65

405B65

405B65

405B65

405B65

405B65

405B65

405B65

405B65

405B65

405B65

405B65

405B65

405B65

405B65

405B65

405B65

405B65

405B65

CreateFileA

CreateFileA

CreateFileA

CreateFileA

CreateFileA

CreateFileA

CreateFileA

CreateFileA

CreateFileA

CreateFileA

CreateFileA

CreateFileA

CreateFileA

CreateFileA

CreateFileA

CreateFileA

CreateFileA

CreateFileA

CreateFileA

CreateFileA

CreateFileA

CreateFileA

CreateFileA

CreateFileA

CreateFileA

CreateFileA
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File Path
C:\Users\user\Desktop\lib\win32event.pyd

C:\Users\user\Desktop\lib\win32file.pyd

C:\Users\user\Desktop\lib\win32gui.pyd

C:\Users\user\Desktop\lib\win32pdh.pyd

C:\Users\user\Desktop\lib\win32pipe.pyd

C:\Users\user\Desktop\lib\win32process.pyd

C:\Users\user\Desktop\lib\win32trace.pyd

C:\Users\user\Desktop\lib\win32ui.pyd

C:\Users\user\Desktop\lib\win32wnet.pyd

C:\Users\user\Desktop\lib\winxpgui.pyd

C:\Users\user\Desktop\lib\yara.pyd

C:\Users\user\Desktop\tcl

C:\Users\user\Desktop\tcl\auto.tcl

C:\Users\user\Desktop\tcl\clock.tcl

C:\Users\user\Desktop\tc\history.tcl

C:\Users\user\Desktop\tcl\init.tcl

C:\Users\user\Desktop\tcl\package.tcl

C:\Users\user\Desktop\tcl\parray.tcl

C:\Users\user\Desktop\tcl\safe.tcl

C:\Users\user\Desktop\tcl\tclindex

C:\Users\user\Desktop\tcl\tm.tcl

C:\Users\user\Desktop\tcl\word.tcl

C:\Users\user\Desktop\tcl
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Access

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read data or list
directory |
synchronize

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read data or list
directory |
synchronize

Attributes

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

Options

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

Completion Count
success or wait 1
success or wait 1
success or wait 1
success or wait 1
success or wait 1
success or wait 1
success or wait 1
success or wait 1
success or wait 1
success or wait 1
success or wait 1
success or wait 1
success or wait 1
success or wait 1
success or wait 1
success or wait 1
success or wait 1
success or wait 1
success or wait 1
success or wait 1
success or wait 1
success or wait 1

object name collision 26

Source

Address Symbol

405B65

405B65

405B65

405B65

405B65

405B65

405B65

405B65

405B65

405B65

405B65

405616

405B65

405B65

405B65

405B65

405B65

405B65

405B65

405B65

405B65

405B65

405616

CreateFileA

CreateFileA

CreateFileA

CreateFileA

CreateFileA

CreateFileA

CreateFileA

CreateFileA

CreateFileA

CreateFileA

CreateFileA

CreateDirectoryA

CreateFileA

CreateFileA

CreateFileA

CreateFileA

CreateFileA

CreateFileA

CreateFileA

CreateFileA

CreateFileA

CreateFileA

CreateDirectoryA
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C:\Users\user\Desktop\tcl\encoding read data or list device directory file | success or wait 1 405616 CreateDirectoryA
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point

C:\Users\user\Desktop\tcl\encoding\ascii.enc read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\encoding\big5.enc read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\encoding\cp1250.enc read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\encoding\cp1251.enc read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\encoding\cp1252.enc read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\encoding\cp1253.enc read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\encoding\cp1254.enc read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\encoding\cp1255.enc read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\encoding\cp1256.enc read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\encoding\cp1257.enc read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\encoding\cp1258.enc read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\encoding\cp437.enc read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\encoding\cp737.enc read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\encoding\cp775.enc read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\encoding\cp850.enc read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\encoding\cp852.enc read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\encoding\cp855.enc read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\encoding\cp857.enc read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\encoding\cp860.enc read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\encoding\cp861.enc read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\encoding\cp862.enc read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\encoding\cp863.enc read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\encoding\cp864.enc read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\encoding\cp865.enc read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file
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C:\Users\user\Desktop\tcl\encoding\cp866.enc read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\encoding\cp869.enc read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\encoding\cp874.enc read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\encoding\cp932.enc read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\encoding\cp936.enc read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\encoding\cp949.enc read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\encoding\cp950.enc read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\encoding\dingbats.enc read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\encoding\ebcdic.enc read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\encoding\euc-cn.enc read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\encoding\euc-jp.enc read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\encoding\euc-kr.enc read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\encoding\gh12345.enc read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\encoding\gh1988.enc read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\encoding\gh2312-raw.enc read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\encoding\gh2312.enc read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\encoding\iso2022-jp.enc read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\encoding\iso2022-kr.enc read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\encoding\iso2022.enc read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\encoding\iso8859-1.enc read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\encoding\iso8859-10.enc read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\encoding\iso8859-13.enc read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\encoding\iso8859-14.enc read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\encoding\iso8859-15.enc read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\encoding\iso8859-16.enc read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\encoding\iso8859-2.enc read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file
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C:\Users\user\Desktop\tcl\encoding\iso8859-3.enc read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\encoding\iso8859-4.enc read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\encoding\iso8859-5.enc read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\encoding\iso8859-6.enc read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\encoding\iso8859-7.enc read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\encoding\iso8859-8.enc read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\encoding\iso8859-9.enc read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\encoding\jis0201.enc read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\encoding\jis0208.enc read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\encoding\jis0212.enc read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\encoding\koi8-r.enc read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\encoding\koi8-u.enc read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\encoding\ksc5601.enc read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\encoding\macCentEuro.enc read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\encoding\macCroatian.enc read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\encoding\macCiyrillic.enc read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\encoding\macDingbats.enc read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\encoding\macGreek.enc read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\encoding\macliceland.enc read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\encoding\macJapan.enc read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\encoding\macRoman.enc read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\encoding\macRomania.enc read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\encoding\macThai.enc read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\encoding\macTurkish.enc read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\encoding\macUkraine.enc read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\encoding\shiftjis.enc read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file
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C:\Users\user\Desktop\tcl\encoding\symbol.enc read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file
C:\Users\user\Desktop\tcl\encoding\tis-620.enc read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file
C:\Users\user\Desktop\tcl\http1.0 read data or list device directory file | success or wait 1 405616 CreateDirectoryA
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point

C:\Users\user\Desktop\tcl\http1.0\http.tcl read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\http1.0\pkgIndex.tcl read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs read data or list device directory file | success or wait 1 405616 CreateDirectoryA
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point

C:\Users\user\Desktop\tcl\msgs\af.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\af_za.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\ar.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\ar_in.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\ar_jo.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tc\msgs\ar_Ib.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\ar_sy.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\be.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\bg.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\bn.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\bn_in.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\ca.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\cs.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\da.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\de.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\de_at.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\de_be.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\el.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file
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C:\Users\user\Desktop\tcl\msgs\en_au.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\en_be.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\en_bw.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\en_ca.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\en_gb.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\en_hk.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\en_ie.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\en_in.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\en_nz.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\en_ph.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\en_sg.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\en_za.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tc\msgs\en_zw.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\eo.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\es.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\es_ar.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\es_bo.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\es_cl.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\es_co.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\es_cr.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\es_do.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\es_ec.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\es_gt.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\es_hn.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\es_mx.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\es_ni.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file
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C:\Users\user\Desktop\tcl\msgs\es_pa.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\es_pe.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\es_pr.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\es_py.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\es_sv.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\es_uy.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\es_ve.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\et.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\eu.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\eu_es.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\fa.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\fa_in.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\fa_ir.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\fi.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\fo.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\fo_fo.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\fr.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\fr_be.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\fr_ca.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\fr_ch.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\ga.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\ga_ie.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\gl.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\gl_es.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\gv.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\gv_gb.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file
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C:\Users\user\Desktop\tcl\msgs\he.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tc\msgs\hi.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\hi_in.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\hr.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\hu.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\id.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\id_id.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\is.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\it.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tc\msgs\it_ch.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\ja.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tc\msgs\kl.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tc\msgs\kl_gl.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\ko.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\ko_kr.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\kok.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\kok_in.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\kw.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tc\msgs\kw_gb.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\lt.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tc\msgs\lv.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tc\msgs\mk.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\mr.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tc\msgs\mr_in.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tc\msgs\ms.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tc\msgs\ms_my.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file
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C:\Users\user\Desktop\tcl\msgs\mt.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\nb.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tc\msgs\nl.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\nl_be.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\nn.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\pl.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\pt.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\pt_br.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\ro.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\ru.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\ru_ua.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tc\msgs\sh.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\sk.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tc\msgs\sl.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\sq.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\sr.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\sv.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\sw.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\ta.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tc\msgs\ta_in.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\te.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tc\msgs\te_in.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\th.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\tr.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\uk.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\vi.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file
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C:\Users\user\Desktop\tc\msgs\zh.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\zh_cn.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\zh_hk.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\msgs\zh_sg.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tc\msgs\zh_tw.msg read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\opt0.4 read data or list device directory file | success or wait 1 405616 CreateDirectoryA
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point

C:\Users\user\Desktop\tcl\opt0.4\optparse.tcl read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\opt0.4\pkgIndex.tcl read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\tzdata read data or list device directory file | success or wait 1 405616 CreateDirectoryA
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point

C:\Users\user\Desktop\tcl\tzdata\CET read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\tzdata\CST6CDT read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\tzdata\Cuba read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\tzdata\EET read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\tzdata\EST read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\tzdata\EST5EDT read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\tzdata\Egypt read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\tzdata\Eire read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\tzdata\GB read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\tzdata\GB-Eire read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\tzdata\GMT read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\tzdata\GMT+0 read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\tzdata\GMT-0 read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\tzdata\GMTO read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\tzdata\Greenwich read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file
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C:\Users\user\Desktop\tcl\tzdata\HST read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\tzdata\Hongkong read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\tzdata\lceland read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\tzdata\lran read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\tzdata\lsrael read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\tzdata\Jamaica read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\tzdata\Japan read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\tzdata\Kwajalein read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\tzdata\Libya read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\tzdata\MET read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\tzdata\MST read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\tzdata\MST7MDT read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\tzdata\NZ read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\tzdata\NZ-CHAT read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\tzdata\Navajo read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\tzdata\PRC read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\tzdata\PST8PDT read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\tzdata\Poland read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\tzdata\Portugal read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\tzdata\ROC read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\tzdata\ROK read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\tzdata\Singapore read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\tzdata\Turkey read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\tzdata\UCT read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\tzdata\UTC read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\tzdata\Universal read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file
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C:\Users\user\Desktop\tcl\tzdata\W-SU read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file
C:\Users\user\Desktop\tcl\tzdata\WET read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file
C:\Users\user\Desktop\tcl\tzdata\Zulu read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file
C:\Users\user\Desktop\tcl\tzdata read data or list device directory file | object name collision 21 405616 CreateDirectoryA
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\Desktop\tcl\tzdata\Africa read data or list device directory file | success or wait 1 405616 CreateDirectoryA
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point

C:\Users\user\Desktop\tcl\tzdata\Africa\Abidjan read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\tzdata\Africa\Accra read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\tzdata\Africa\Addis_Ababa read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\tzdata\Africa\Algiers read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\tzdata\Africa\Asmara read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\tzdata\Africa\Asmera read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\tzdata\Africa\Bamako read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\tzdata\Africa\Bangui read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\tzdata\Africa\Banjul read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\tzdata\Africa\Bissau read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\tzdata\Africa\Blantyre read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\tzdata\Africa\Brazzaville read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\tzdata\Africa\Bujumbura read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\tzdata\Africa\Cairo read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\tzdata\Africa\Casablanca read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\tzdata\Africa\Ceuta read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\tzdata\Africa\Conakry read attributes | device synchronous io  success or wait 1 405B65 CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\Desktop\tcl\tzdata