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Analysis Report KcFVz0y2si.dll
Overview

General Information Detection Signatures Classification

Sample KcFVz0y2si.dll
Name: MALICIOUS

Analysis ID: 382183

Found malware configuration

Multi AV Scanner detection for subm...

MDS: ale2a075992485.. Yara detected Ursnif
SHA1L:
7ebf1673c6661cf.. Yara detected Ursnif
SHAZ256: 65745502129ca0.. ) s :
Machine Learning detection for samp...
Tags:
nfos: Q ;1‘ & v Writes or reads registry keys via WMI

Writes registry values via WMI

Most interesting Screenshot:

Antivirusier-Machine! Learning detec...

n Contains functionality te call native fi..
a Score: 84 Contains functionality/te'dynamically..:
Range: 0-100 Contains functionality/to'guery, CPUI ...
Whitelisted: false
) Contains functionality te readithe PEB!
Confidence: 100%

Creates a Directinput ebject (oftenifo...

Startup

= System is w10x64

3

m 7 loaddli32.exe (PID: 4200 cmdline: loaddl32.exe 'C:\Users\user\Desktop\KcFVz0y2si.dll' MD5: 542795ADF7CCO8EFCF675D65310596E8)
cmd.exe (PID: 2936 cmdline: cmd.exe /C rundll32.exe 'C:\Users\user\Desktop\KcFVz0y2si.dll',#1 MD5: F3BDBE3BB6F734E357235F4D5898582D)
. D rundll32.exe (PID: 408 cmdline: rundll32.exe 'C:\Users\user\Desktop\KcFVz0y2si.dII'#1 MD5: D7CA562B0DB4F4DD0OF03A89A1FDAD6G3D)
. D rundll32.exe (PID: 1852 cmdline: rundll32.exe C:\Users\user\Desktop\KcFVz0y2si.dll, StartService MD5: D7CA562B0DB4F4DDOF03A89A1FDAD63D)
. @ iexplore.exe (PID: 5740 cmdline: 'C:\Program Files\Internet Exploreniexplore.exe' -Embedding MD5: 6465CB92B25A7BC1DF8E01D8AC5E7596)
. @ iexplore.exe (PID: 1260 cmdline: 'C:\Program Files (x86)\Internet ExplorelEXPLORE.EXE' SCODEF:5740 CREDAT:17410 /prefetch:2 MD5:
071277CC2E3DF41EEEA8013E2AB58D5A)
. @ iexplore.exe (PID: 2212 cmdline: 'C:\Program Files\Internet Exploreniexplore.exe' -Embedding MD5: 6465CB92B25A7BC1DF8E01D8AC5E7596)
. @ iexplore.exe (PID: 4592 cmdline: 'C:\Program Files (x86)\Internet ExplorelEXPLORE.EXE' SCODEF:2212 CREDAT:17410 /prefetch:2 MD5:
071277CC2E3DF41EEEA8013E2AB58D5A)
. @ iexplore.exe (PID: 5348 cmdline: 'C:\Program Files (x86)\Internet ExplorelEXPLORE.EXE' SCODEF:2212 CREDAT:17414 /prefetch:2 MD5:
071277CC2E3DF41EEEA8013E2AB58D5A)
. @ iexplore.exe (PID: 1076 cmdline: 'C:\Program Files\Internet Exploreniexplore.exe' -Embedding MD5: 6465CB92B25A7BC1DF8E01D8AC5E7596)
. @ iexplore.exe (PID: 2440 cmdline: 'C:\Program Files (x86)\Internet ExplorelEXPLORE.EXE' SCODEF:1076 CREDAT:17410 /prefetch:2 MD5:
071277CC2E3DF41EEEA8013E2AB58D5A)
= cleanup

.

Malware Configuration

Threatname: Ursnif
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"RSA Public Key":

"0m1HeBhXBR6NHVmMWFG5B2ky 1 5SmdcRMsb8ux2uo9VgGWOO02L zHZKk 3w9bxw9s t gphUBayy t cOYkK6GCNILKSeMTZI5WPgZiX+MaXiUccStEUTXkW1ubpOgdr16sb5U4M+rzWWPvc3s7bj901yqSItP7PmMVp7E+311LULQY/DZbAD7SXa

ftéwcY8wFjSkI+8D"
s
{
"c2_domain": [
"bing.com",
"update4.microsoft.com",
"under17.com",
"urs-world.com"
1,
"botnet": "5566",
"server": "12",
"serpent_key": "10301029JSJUYDWG",
"sleep_time": "10",
"SetWaitableTimer_value": "0",
"DGA_count": "10"

Yara Overview

Memory Dumps

Source

00000003.00000003.800812479.0000000004D38000.00000
004.00000040.sdmp

00000003.00000003.800782996.0000000004D38000.00000
004.00000040.sdmp

00000000.00000003.798289692.0000000003ACB000.00000
004.00000040.sdmp

00000003.00000003.800751690.0000000004D38000.00000
004.00000040.sdmp

00000000.00000003.798356915.0000000003ACB000.00000
004.00000040.sdmp

Unpacked PEs

Source

3.2.rundll32.exe.10000000.5.unpack
3.2.rundll32.exe.1d0000.1.raw.unpack
0.2.loaddll32.exe.1180000.0.raw.unpack
2.2.rundll32.exe.11d0000.1.raw.unpack

0.2.loaddll32.exe.10000000.4.unpack

Sigma Overview

No Sigma rule has matched

Signature Overview

@ AV Detection
® Compliance
@ Spreading

@ Networking

Rule

JoeSecurity_Ursnif

JoeSecurity_Ursnif

JoeSecurity_Ursnif

JoeSecurity_Ursnif

JoeSecurity_Ursnif

Description

Yara detected
Ursnif

Yara detected
Ursnif

Yara detected
Ursnif

Yara detected
Ursnif

Yara detected
Ursnif

Author

Joe Security

Joe Security

Joe Security

Joe Security

Joe Security

Click to see the 15 entries

Rule

JoeSecurity_Ursnif_1

JoeSecurity_Ursnif_1

JoeSecurity_Ursnif_1

JoeSecurity_Ursnif_1

JoeSecurity_Ursnif_1

@ Key, Mouse, Clipboard, Microphone and Screen Capturing

@ E-Banking Fraud

Copyright Joe Security LLC 2021

Description

Yara detected
Ursnif

Yara detected
Ursnif

Yara detected
Ursnif

Yara detected
Ursnif

Yara detected
Ursnif

Author

Joe Security

Joe Security

Joe Security

Joe Security

Joe Security

Strings

Strings
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® System Summary

@ Data Obfuscation

® Hooking and other Techniques for Hiding and Protection
@ Malware Analysis System Evasion

@ Anti Debugging

@ HIPS / PFW / Operating System Protection Evasion

@ Language, Device and Operating System Detection

@ Stealing of Sensitive Information

@ Remote Access Functionality

@

Click to jump to signature section

AV Detection:

]

Found malware configuration

Multi AV Scanner detection for submitted file

Key, Mouse, Clipboard, Microphone and Screen Capturing:

]

Yara detected Ursnif

Yara detected Ursnif

E-Banking Fraud:

=

Yara detected Ursnif

Yara detected Ursnif

I“

System Summary:

Hooking and other Techniques for Hiding and Protection:

]

Yara detected Ursnif

Yara detected Ursnif

Stealing of Sensitive Information:

]

Yara detected Ursnif

Yara detected Ursnif

= “

Remote Access Functionality:

Yara detected Ursnif

Yara detected Ursnif

Mitre Att&ck Matrix
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Initial Privilege

Access Execution Persistence Escalation

Valid Windows Path Process

Accounts  Management Interception  Injection

Instrumentation

Default Native API Boot or Boot or Logon

Accounts Logon Initialization
Initialization  Scripts
Scripts

Domain At (Linux) Logon Script Logon Script

Accounts (Windows)  (Windows)

Local At (Windows) Logon Script Logon Script

Accounts (Mac) (Mac)

Cloud Cron Network Network

Accounts Logon Script Logon Script

Replication Launchd
Through

Removable

Media

Behavior Graph

¢ &

]

Screenshots

Thumbnails
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Rc.common

Rc.common

loaddli32.exe 44
G i B

1

rundi32.exe

started
c\

omd.exe

c]

4

rundii32.exe

Defense Credential
Evasion Access Discovery
Masquerading Input System Time
Capture Discovery
Process LSASS Process
Injection Memory Discovery
Obfuscated Files Security Account
or Information Account  Discovery
Manager
Rundii32 {Y NTDS System
Owner/User
Discovery
Software LSA File and
Packing Secrets Directory
Discovery
Steganography  Cached System
Domain Information

Credentials Discovery

Behavior Graph

D: 382183
sample:
Startdate:
Architecture:

Score: 84

&

iexplore.exe

e
B:
under17.com
185.243.114.

ACCELERATED-ITDE
Neth

started

i

KeFVz0y2si.dil
05/04/2021
WINDOWS

G i =

started

@ iexplore.exe

started

& e

iexplore.exe

Rem

Network Serv
Effects Effe:
Eavesdrop on Rem
Insecure Trac
Network With
Communication Auth
Exploit SS7to Rem
Redirect Phone Wipe
Calls/SMS With
Auth
Exploit SS7 to  Obte
Track Device  Devi
Location Clou
Back
SIM Card
Swap
Manipulate
Device

Communication

Jamming or
Denial of
Service

Lateral Command
Movement Collection Exfiltration and Control
Remote Input Exfiltration Encrypted
Services Capture Over Other Channel
Network
Medium
Remote Archive Exfiltration  Non-
Desktop Collected Over Application
Protocol Data Bluetooth  Layer
Protocol
SMB/Windows Data from Automated Application
Admin Shares Network Exfiltration Layer
Shared Protocol
Drive
Distributed Input Scheduled  Protocol
Component Capture Transfer Impersonation
Object Model
SSH Keylogging Data Fallback
Transfer Channels
Size Limits
VNC GUI Input  Exfiltration  Multiband
Capture Over C2 Communication
Channel
Legend:
l:‘ Process
. Signature
. Created File
Il onsieinfo
ﬂ Is Dropped
k Is Windows Process

started

started

L

ic

*

31

started

Y
*
"en

@ iexplore.exe

5 B

e Visual Basic
Gt B® {3 Delphi
Java

started

@ iexplore.exe gg
Is malicious
G B = Internet

L@ 2 )

prda aadg.msidentity.com login.microsoftoniine.com

Number of created Registry Values

Number of created Files

.Net C# or VB.NET

C, C++ or other language

aprivatelink msidentity.com

e
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This section contains all screenshots as thumbnails, including those not shown in the slideshow.

UBVUNT:

E

UBVU

F-ll O Type here to search g

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source

KcFVz0y2si.dil
KcFVz0y2si.dil
KcFVz0y2si.dil

Dropped Files
No Antivirus matches

Copyright Joe Security LLC 2021

Detection
52%

52%
100%

Scanner
Virustotal
ReversingLabs
Joe Sandbox ML

Label

Win32.Trojan.Ursnif

Link

Browse
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https://www.virustotal.com/gui/file/657455d2129ca06ee85cb534186d7d80b648e10f7f9e50f43cc5f56fbc7d154c/detection/f-657455d2129ca06ee85cb534186d7d80b648e10f7f9e50f43cc5f56fbc7d154c-1617634518

Unpacked PE Files

Source Detection Scanner Label Link Download

Domains

Source Detection Scanner Label Link
underl7.com 0% Virustotal Browse
URLs

Source Detection Scanner Label Link
hitp:// 0% Avira URL Cloud safe
underl7.com/joomla/RnasiUAhJh/oSx0o5X5EIKvwUBAg1/uMFI7HC_2Fil/91tc89IzleE/sOK70MgQow8SbX/

RmoUq

hitp:/funderl7.com 0% Virustotal Browse
hitp:/funderl7.com 0% Avira URL Cloud safe

hitp:// 0% Avira URL Cloud safe
underl7.com/joomla/llbeNmys4TdjSx_2FdVt/zKr90P9Hk_2BiF_2Ff8/DQfv4eLCQELbftpFrLH4_2/BewGR

13P5J

Domains and IPs

Contacted Domains

Name Active Malicious Antivirus Detection Reputation
login.microsoftonline.com unknown unknown false high

URLs from Memory and Binaries

Name Source Malicious Antivirus Detection Reputation

hitp://https://www.msn.com/de-ch/news/other/inzidenz-vor- msnpopularnow[1].json.7.dr false high
allem-in-istanbul-hoch-erneut-mehr-als-40-000-coro

hitp://https://www.msn.com/de-ch/news/other/sind-die-500- msnpopularnow[1].json.7.dr false high
wegweisungen-rechtlich-vertretbar/ar-BB1fkglv?ocid

hitp://https://www.msn.com/de- msnpopularnow[1].json.7.dr false high
ch/nachrichten/vermischtes/querdenken-in-stuttgart-es-geht-
um-selbsterm

hitp://https://www.msn.com/de- msnpopularnow[1].json.7.dr false high
ch/nachrichten/international/zweiter-weltkrieg-in-griechenland-
die-zweite-sch

hitp://https://www.msn.com/de-ch/news/other/admirale- msnpopularnow[1].json.7.dr false high
begehren-auf-gegen-das-verr

hitp://https://www.msn.com/de-ch/news/other/bei-gebet-zum-  msnpopularnow[1].json.7.dr false high
ostermontag-papst-franziskus-erinnert-an-menschen

hitp://https://www.msn.com/de-ch/news/other/gaga-regel- msnpopularnow[1].json.7.dr false high
trotz-fallzahl-sinkflug-warum-steht-israel-immer-noc

hitp://https://www.msn.com/de-ch/nachrichten/coronavirus/die- msnpopularnow[1].json.7.dr false high
neusten-entwicklungen-coronavirus-weltweit-ab-

hitp://https://www.msn.com/de-ch/news/other/eine-stadt-feiert- msnpopularnow[1].json.7.dr false high
ihre-vergessenen-heldinnen/ar-BB1fkih4?ocid=B

hitp:// loaddll32.exe, 00000000.000000 false e Avira URL Cloud: safe unknown
under17.com/joomla/RnasiUAhJh/oSx0o5X5EIKvwU8Ag1/uMFI 02.913123294.000000000135B000.

7THC_2Fjl/9ltc89IzleE/sOK70MgQow8SbX/RmoUq 00000004.00000020.sdmp, ~DF3D1

717B6AEE1212D.TMP.8.dr, {D2E72914-
964E-11EB-90EB-ECF4BBEA158

8}.dat.8.dr

hitp://https://www.msn.com/de-ch/news/other/pappa- msnpopularnow[1].json.7.dr false high

rechtfertigt-polizeieins

hitp:/funderl7.com loaddll32.exe, 00000000.000000 false e 0%, Virustotal, Browse unknown
02.913202571.00000000013DF000. e Avira URL Cloud: safe
00000004.00000020.sdmp

Copyright Joe Security LLC 2021 Page 9 of 57


https://www.virustotal.com/gui/url/324e17ba71b0df47ad151341999c2a02361fb8927b6f6c7715f34249891d187a/detection/u-324e17ba71b0df47ad151341999c2a02361fb8927b6f6c7715f34249891d187a-1589615307
https://www.virustotal.com/gui/url/324e17ba71b0df47ad151341999c2a02361fb8927b6f6c7715f34249891d187a/detection/u-324e17ba71b0df47ad151341999c2a02361fb8927b6f6c7715f34249891d187a-1589615307
https://www.virustotal.com/gui/url/324e17ba71b0df47ad151341999c2a02361fb8927b6f6c7715f34249891d187a/detection/u-324e17ba71b0df47ad151341999c2a02361fb8927b6f6c7715f34249891d187a-1589615307
https://www.virustotal.com/gui/url/324e17ba71b0df47ad151341999c2a02361fb8927b6f6c7715f34249891d187a/detection/u-324e17ba71b0df47ad151341999c2a02361fb8927b6f6c7715f34249891d187a-1589615307

Name Source Malicious Antivirus Detection Reputation

hitp://https://www.msn.com/de- msnpopularnow[1].json.7.dr false high
ch/nachrichten/politik/coronakrise-laschet-fordert-harten-br

hitp://https://www.msn.com/de-ch/news/other/vjosa-osmani- ~ msnpopularnow[1].json.7.dr false high
neue-staatspr

hitp://https://www.msn.com/de-ch/nachrichten/schweiz/ msnpopularnow[1].json.7.dr false high
hitp://https://www.msn.com/de-ch/nachrichten/politik/konflikt-  msnpopularnow[1].json.7.dr false high

mit-russland-borrell-sichert-ukraine-unterst

hitp://https://www.msn.com/de-ch/news/other/nawalny- msnpopularnow[1].json.7.dr false high
gesundheitszustand-im-straflager-weiter-verschlechtert/

http:d/f {B87D9162-964E-11EB-90EB-ECF4B false high

https://login.microsoftonline.com/common/oauth2/authorize? = BEA1588}.dat.6.dr, ~DFB4B54F0F

client_id=9ealad79-fdb6-4f9a-8bc3-2b70f96e 959EF8BA.TMP.6.dr

hitp://https://www.msn.com/de-ch/finanzen/top- msnpopularnow[1].json.7.dr false high

stories/globalisierung-ohne-die-weltwirtschaft-w

hitp://https://www.msn.com/de-ch/news/other/russland-putin-  msnpopularnow[1].json.7.dr false high

erlaubt-sich-selbst-das-weiterregieren-bis-2036/

hitp://https://www.msn.com/de-ch/news/other/miss-burma- msnpopularnow[1].json.7.dr false high

stellt-die-junta-an-den-pranger/ar-BB1fk4ie?ocid=Bin

hitp://https://www.msn.com/de-ch/news/other/grossbritannien- msnpopularnow[1].json.7.dr false high

boris-johnson-will-am-12-april-erstes-bier-im-b

hitp://feross.org GiGr-rA9TBhE2c3LIn7PvDweiO0.gz false high
[1].js.7.dr

hitp://https://www.msn.com/de-ch/news/other/eine-woche- msnpopularnow[1].json.7.dr false high

lockdown-in-bangladesch-h

hitp:// ~DFD254BC66F83EDOAF.TMP.11.dr,  false e Avira URL Cloud: safe unknown
underl7.com/joomla/llbeNmys4TdjSx_2FdVt/zKroOP9Hk_2Bi {EOE69389-964E-11EB-90EB-ECF4

F_2Ff8/DQfv4eLCQELbftpFrLH4_2/BewGR13P5J BBEA1588}.dat.11.dr

hitp://https://www.msn.com/de-ch/nachrichten/politik/wie-die-  msnpopularnow[1].json.7.dr false high

allianz-draghi-macron-europa-ver

Contacted IPs

»
...
] No. of IPs < 25%
B 25% < No. of IPs < 50% /)'
B 50% < No. of IPs < 75%
Bl 75% < No. of IPs
Public
P Domain Country Flag ASN ASN Name Malicious
185.243.114.196 underl7.com Netherlands _— 31400 ACCELERATED-ITDE true

Copyright Joe Security LLC 2021 Page 10 of 57



General Information

Joe Sandbox Version:

Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Sample file name:

Cookbook file name:

Analysis system description:

Number of analysed new started processes analysed:
Number of new started drivers analysed:

Number of existing processes analysed:

Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

EGA Information:

HDC Information:

HCA Information:

Cookbook Comments:

Copyright Joe Security LLC 2021

31.0.0 Emerald
382183
05.04.2021
22:35:48
CloudBasic

Oh 10m 1s
false

light
KcFVz0y2si.dll
default.jbs

Windows 10 64 bit v1803 with Office Professional Plus
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8
Update 211

13
0
0
0
0

e HCA enabled
e EGA enabled
e HDC enabled
* AMSI enabled

default

Timeout

MAL
mal84.troj.winDLL@18/115@5/1
Failed

e Successful, ratio: 35.8% (good quality ratio 33.1%)
e Quality average: 78.4%
e Quality standard deviation: 30.3%

e Successful, ratio: 78%
e Number of executed functions: 0
e Number of non-executed functions: 0

e Adjust boot time

e Enable AMSI

e Found application associated with file extension:
il
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Warnings:

Simulations

Behavior and APIs

Time

22:37:08

API Interceptor

Type Description

Joe Sandbox View | Context

IPs

Match
185.243.114.196

Copyright Joe Security LLC 2021

Associated Sample Name /| URL SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

1x Sleep call for process: loaddll32.exe modified

Show All

e Exclude process from analysis (whitelisted):
ielowutil.exe, WmiPrvSE.exe

e Created / dropped Files have been reduced to 100

e Excluded IPs from analysis (whitelisted):
13.88.21.125, 104.42.151.234, 168.61.161.212,
40.88.32.150, 88.221.62.148, 2.20.142.209,
2.20.142.210, 13.107.21.200, 204.79.197.200,
20.190.160.70, 20.190.160.131, 20.190.160.130,
20.190.160.74, 20.190.160.9, 20.190.160.68,
20.190.160.133, 20.190.160.1, 40.126.31.141,
20.190.159.134, 40.126.31.139, 40.126.31.4,
40.126.31.1, 20.190.159.138, 40.126.31.135,
40.126.31.143, 152.199.19.161

e Excluded domains from analysis (whitelisted):
au.download.windowsupdate.com.edgesuite.net,
www.tm.lg.prod.aadmsa.akadns.net, bing.com,
www.tm.a.prd.aadg.trafficmanager.net,
€11290.dspg.akamaiedge.net,
iecvlist.microsoft.com,
skypedataprdcoleus15.cloudapp.net,
go.microsoft.com, login.live.com,
audownload.windowsupdate.nsatc.net, www-bing-
com.dual-a-0001.a-msedge.net,
watson.telemetry.microsoft.com, au-bg-
shim.trafficmanager.net, www.bing.com,
www2.bing.com, dual-a-0001.a-msedge.net,
ie9comview.vo.msecnd.net,
update4.microsoft.com,
skypedataprdcolcus17.cloudapp.net,
ctldl.windowsupdate.com, a767.dscg3.akamai.net,
www.tm.a.prd.aadg.akadns.net,
login.msa.msidentity.com, a-0001.a-
afdentry.net.trafficmanager.net, www2-bing-
com.dual-a-0001.a-msedge.net,
blobcollector.events.data.trafficmanager.net,
go.microsoft.com.edgekey.net,
skypedataprdcolwus15.cloudapp.net,
skypedataprdcolwus16.cloudapp.net,
cs9.wpc.vOcdn.net

e Report size exceeded maximum capacity and may
have missing behavior information.

e Report size getting too big, too many
NtOpenKeyEx calls found.

Detection Link Context
malicious Browse
malicious Browse
malicious Browse
malicious Browse
malicious Browse
malicious Browse
malicious Browse
malicious Browse
malicious Browse
malicious Browse
malicious Browse
malicious Browse
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https://view.joesandbox.com/analysis/290433/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/290433/html/none?idtype=webid
https://view.joesandbox.com/analysis/290081/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/290081/html/none?idtype=webid
https://view.joesandbox.com/analysis/290064/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/290064/html/none?idtype=webid
https://view.joesandbox.com/analysis/289994/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/289994/html/none?idtype=webid
https://view.joesandbox.com/analysis/289991/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/289991/html/none?idtype=webid
https://view.joesandbox.com/analysis/289990/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/289990/html/none?idtype=webid
https://view.joesandbox.com/analysis/289989/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/289989/html/none?idtype=webid
https://view.joesandbox.com/analysis/289987/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/289987/html/none?idtype=webid
https://view.joesandbox.com/analysis/289984/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/289984/html/none?idtype=webid
https://view.joesandbox.com/analysis/289983/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/289983/html/none?idtype=webid
https://view.joesandbox.com/analysis/289981/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/289981/html/none?idtype=webid
https://view.joesandbox.com/analysis/289979/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/289979/html/none?idtype=webid

Match

Domains

Match

underl7.com

ASN

Match
ACCELERATED-ITDE

Copyright Joe Security LLC 2021

SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

SHA 256
Get hash

Get hash
Get hash
Get hash
Get hash

Get hash

Get hash

Get hash

Get hash

> > >
" 3 3
] ] ]
o o o
2, 2, 2,
2 2 2
@ @ @
o o o
(7] 1] (7]
o o o
3 3 3
i i i
o o o
2 2 2
o o o
3 3 3
® ® ®
(= (= c
A A A
[l [l [l

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Detection

malicious

malicious
malicious
malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Link

Browse

Browse
Browse
Browse

Browse

Browse

Browse

Browse

Browse

Context

Context

185.243.11
4.196

185.243.11
4.196

185.243.11
4.196

185.243.11
4.196

185.243.11
4.196

185.243.11
4.196

185.243.11
4.196

185.243.11
4.196

185.243.11
4.196

185.243.11
4.196

185.243.11
4.196

185.243.11
4.196

185.243.11
4.196

185.243.11
4.196

185.243.11
4.196

185.243.11
4.196

185.243.11
4.196

185.243.11
4.196

185.243.11
4.196

185.243.11
4.196

Context

185.243.11
4.196

152.89.236.214
152.89.236.214
152.89.236.214

185.243.11
4.196

185.243.11
4.196

185.243.11
4.196

185.243.11
4.196

185.243.11
4.196
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https://view.joesandbox.com/analysis/289975/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/289975/html/none?idtype=webid
https://view.joesandbox.com/analysis/289974/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/289974/html/none?idtype=webid
https://view.joesandbox.com/analysis/289973/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/289973/html/none?idtype=webid
https://view.joesandbox.com/analysis/289970/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/289970/html/none?idtype=webid
https://view.joesandbox.com/analysis/289969/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/289969/html/none?idtype=webid
https://view.joesandbox.com/analysis/289964/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/289964/html/none?idtype=webid
https://view.joesandbox.com/analysis/289963/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/289963/html/none?idtype=webid
https://view.joesandbox.com/analysis/289950/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/289950/html/none?idtype=webid
https://view.joesandbox.com/analysis/290433/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/290433/html/none?idtype=webid
https://view.joesandbox.com/analysis/290081/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/290081/html/none?idtype=webid
https://view.joesandbox.com/analysis/290064/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/290064/html/none?idtype=webid
https://view.joesandbox.com/analysis/289994/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/289994/html/none?idtype=webid
https://view.joesandbox.com/analysis/289991/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/289991/html/none?idtype=webid
https://view.joesandbox.com/analysis/289990/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/289990/html/none?idtype=webid
https://view.joesandbox.com/analysis/289989/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/289989/html/none?idtype=webid
https://view.joesandbox.com/analysis/289987/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/289987/html/none?idtype=webid
https://view.joesandbox.com/analysis/289984/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/289984/html/none?idtype=webid
https://view.joesandbox.com/analysis/289983/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/289983/html/none?idtype=webid
https://view.joesandbox.com/analysis/289981/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/289981/html/none?idtype=webid
https://view.joesandbox.com/analysis/289979/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/289979/html/none?idtype=webid
https://view.joesandbox.com/analysis/289975/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/289975/html/none?idtype=webid
https://view.joesandbox.com/analysis/289974/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/289974/html/none?idtype=webid
https://view.joesandbox.com/analysis/289973/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/289973/html/none?idtype=webid
https://view.joesandbox.com/analysis/289970/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/289970/html/none?idtype=webid
https://view.joesandbox.com/analysis/289969/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/289969/html/none?idtype=webid
https://view.joesandbox.com/analysis/289964/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/289964/html/none?idtype=webid
https://view.joesandbox.com/analysis/289963/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/289963/html/none?idtype=webid
https://view.joesandbox.com/analysis/289956/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/289956/html/none?idtype=webid
https://view.joesandbox.com/analysis/290433/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/290433/html/none?idtype=webid
https://view.joesandbox.com/analysis/290310/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/290310/html/none?idtype=webid
https://view.joesandbox.com/analysis/290306/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/290306/html/none?idtype=webid
https://view.joesandbox.com/analysis/290179/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/290179/html/none?idtype=webid
https://view.joesandbox.com/analysis/290081/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/290081/html/none?idtype=webid
https://view.joesandbox.com/analysis/290064/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/290064/html/none?idtype=webid
https://view.joesandbox.com/analysis/289994/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/289994/html/none?idtype=webid
https://view.joesandbox.com/analysis/289991/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/289991/html/none?idtype=webid
https://view.joesandbox.com/analysis/289990/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/289990/html/none?idtype=webid

Match

Associated Sample Name /| URL SHA 256 Detection Link Context

Get hash malicious Browse e 185.243.11
4.196

Get hash malicious Browse e 185.243.11
4.196

Get hash malicious Browse e 185.243.11
4.196

Get hash malicious Browse e 185.243.11
4.196

Get hash malicious Browse e 185.243.11
4.196

Get hash malicious Browse e 185.243.11
4.196

Get hash malicious Browse e 185.243.11
4.196

Get hash malicious Browse e 185.243.11
4.196

Get hash malicious Browse e 185.243.11
4.196

Get hash malicious Browse e 185.243.11
4.196

Get hash malicious Browse e 185.243.11
4.196

JA3 Fingerprints

No context

Dropped Files

No context

Created / dropped Files

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Recovery\High\Active\RecoveryStore.{B87D9160-964E-11EB-90EB-ECF4BBEA1588}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\internet explorer\iexplore.exe

Microsoft Word Document

dropped

29272

1.7695506921153294

false
48:lwtGeprgGwpLyG/ap8xGlpciGvnZpvkGoxPgp9iGo4VLzpmvGWx59ThGWx7T6p7j:rzZoZY 2zZWPtYiflVLzM3jI6zXBcUpB
8AB87F351BD1186B1248E0D7DDB93F07

9791E7CEC75F68490990217D65959B7891563D70
712DFE38818E13B7137382E88F8A4ADCE096A16D7CB261AD4C46C5118BCC1F80
9620D08B144614A0388FEOD6D307F7A169FBA552328A407ACAL79AF6622706F21E4494D24F92E50EE1F245F0145D7F7F7854B2C1B2A138AF98B47DB276ABIB6B

false

low

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Recovery\High\Active\RecoveryStore.{D2E72912-964E-11EB-90EB-ECF4BBEA1588}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Program Files\internet explorer\iexplore.exe

Microsoft Word Document

dropped

50344

2.000356934098388

false
192:rvZUZK2WWA4dt4zif4f8uzM472B4u2DANTDCSNZCuM4cHZCuNZUtM4+6ZUt44NNOi:rRkpNAPBForHZTma
CFE2A3DF4D83F27A1A1196C9227F2BFB

34C7C9D94EF9283E376CIE644863ECB87B2BF183
365006BD57026427B4460EA88CFBICF4F13D95BC3D140C0E276DAES5D0575737
45D12EED86EC2C8C6FE4C73103BB8A4BE1848395523A8FC978F1C6F1E930C3719A21F4F9389C438685CA645C2243319064877A414E805A86F0F90634FC4B7C8C

false
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https://view.joesandbox.com/analysis/289989/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/289989/html/none?idtype=webid
https://view.joesandbox.com/analysis/289987/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/289987/html/none?idtype=webid
https://view.joesandbox.com/analysis/289984/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/289984/html/none?idtype=webid
https://view.joesandbox.com/analysis/289983/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/289983/html/none?idtype=webid
https://view.joesandbox.com/analysis/289981/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/289981/html/none?idtype=webid
https://view.joesandbox.com/analysis/289979/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/289979/html/none?idtype=webid
https://view.joesandbox.com/analysis/289975/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/289975/html/none?idtype=webid
https://view.joesandbox.com/analysis/289974/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/289974/html/none?idtype=webid
https://view.joesandbox.com/analysis/289973/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/289973/html/none?idtype=webid
https://view.joesandbox.com/analysis/289970/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/289970/html/none?idtype=webid
https://view.joesandbox.com/analysis/289969/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/289969/html/none?idtype=webid

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\RecoveryStore.{D2E72912-964E-11EB-90EB-ECF4BBEA1588}.dat

Preview:

.R.0.0.t. .[E.n.tr.

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\RecoveryStore.{EOE69387-964E-11EB-90EB-ECF4BBEA1588}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\internet exploreniexplore.exe

Microsoft Word Document

dropped

29272

1.7691120184338767

false

192:rxZ+ZkT2kUWkctkVifkdU2zMkAOM6CCBkalpB:r3gkgkDkok6kgkNkw
654079C1E37BD8799BDA1715814F46D2
8EEOBAD603233E71903F3BOFEE24605291ABF193
9E94FD38BC63CCAABBOAD23FDEE3494776AD0B7CD84B4124DCD7DBAE7BE635CC
74FFAC1B5EA4515864341E03C837E020251AD736E0CCD55F6E801537BD33DE96AEIBFD2EFD35809F5803F6C22A1B18F4F502A07569DC43B150B07D383164F88¢

false

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{B87D9162-964E-11EB-90EB-ECF4ABBEA1588}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\internet exploren\iexplore.exe

Microsoft Word Document

dropped

43268

2.503136716833044

false

384:rAEglugMrtk5t5Wv5n5B5K5TDPfDB5AfD(bISgN5v7:hDXDKDS
42DAD9E72F22CCE29E7A81F3387A4416
145F5C99C2CC18FD79D05BB7553869F66CF1EA78
C5FBB37C42BDE558594D54B20E467D7E91494AD2DC62CD0962C2C56A6D49614E
7999A3F35F6812893287079F58BC88995E6ADEGF3E29BOFEAFC34BAB37006292D9A8BAEIFEOFID337B92184FD49734005250D75F68F28AB4B2F83EDFD011646CA

false

.R.0.0.t. .[E.n.tr.

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{D2E72914-964E-11EB-90EB-ECF4ABBEA1588}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\internet exploreniexplore.exe

Microsoft Word Document

modified

27356

1.8407671824667158

false

192:r\WZpQ06Gkzjx21WvaMmu4AWsR4AWgAWMA: rSOfH/gMzRs0skn
FB6BA55B9602424F2BCCA7D6D56C571A
95E1983B509D0809091C66A463F4A06FD3A975D6
11C8C1C5FCEBBEBOF6A2F532A71DD3D95FF585531136C4DC3AA90FDE24C6F799
27C7A6343E5717305C39623A44B613F39C86B61FB30C1DD7881E8EB240C1ADD8393A014576D4FB7C7A9C6BEOB4F73819D81936D2948B9117494DAFC5108D886E

false

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{D2E72916-964E-11EB-90EB-ECF4ABBEA1588}.dat

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

C:\Program Files\internet exploreniexplore.exe
Microsoft Word Document

dropped

27420

1.858875120868889
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C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{D2E72916-964E-11EB-90EB-ECF4ABBEA1588}.dat

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

false
96:rGZdQx6/BSRjZ2tWGM6EUOKUXKLOROKUXKMA:rGZdQx6/KRjZ2tWGM6U+R+XA
65E5372483242604D285C40F02317089
7F3470BFF16CE5C6D8EC5693DBD6A1A604F830B7
19FFEBE5F373B6C70D33780E5091DCDBICE42026F19C81DEAFDB6FD48E3C659D

510EAG39F919464BDE91FF271F9DCB8FF081DA155CBBED1EAQ0707B5943B130AD5B03DE6156067FD8B1308A30B02667379E39BC7ACBCIO0C37DCA2245932B7D1!
F

false

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{EOE69389-964E-11EB-90EB-ECF4BBEA1588}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\internet exploreniexplore.exe

Microsoft Word Document

dropped

27356

1.8396751565777196

false
48:lwdGcprOGwpasG4pQcGrapbSY1GQpBuGHHpcrTGUp8CGzYpmktGopsi9EIX0j6s1:rDZMQs6aBSej92FW+MWu4h3jR4h3ShfA
48DA3E58A0A71DC4D6C504CBBEOD02C9

7371D5F4B2546F0B25545CA4562C03A7AB63CF4B
3DCCF18BBAD110F20CFD668B4186FA8FA71B1116559228CF411919A8AC543765
808DF87721DF4ADBA63551C32E2B6AD220EF80FIC13B7BB47104AC7080E24569A2E5B028FF7A04ACC3227D958B361CF7787B693170E816632ECC9700ADADI142;

false

C:\Users\luser\AppData\Local\Microsoft\Internet Explorerlimagestore\gee00Opriimagestore.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\internet exploren\iexplore.exe

data

modified

5096

4.535210143895889

false

48:wXLBRh+sCBykteatiBn4KWil+NCXaYgDehYa3DCW:0Ph+Qhato4xfDehrmW
9632B6DEAB55CFEA1IAOFBA407A57A8A5
FDC48ADD56570B72FE067F26C5AFFBD2771DBE99
661E10AA9C474C7370D530320FBCCA11DA53ADBDDD2417C025FEB7F837C2B91C
FC52FFBFD86F50A59BC7147B458477E0B462F79F004E31C8D850AC1AFAE9005DCB42CB2AALECEE3B7613399DB7A32849E83F98575D44A43494DAA0A25498255

false

+h.ttp.s..//www..b.in.g..c.om./s.a/sim.g./fav.ic.0n-2X..iCOu i e v
N...Sz..R..R...P..N..L.H..DG.... R6..U...U..S...R..P..N..L..I..F.
..S6.V..V..U..S...R..P..N..L. 0L WLV VLLULSLR.
WPLNLLLLELC 20 {70028 e T.D..]...8)..p6..J. . RPLNLLLLE. B> 27 P2 f, X A..O#..NL.N!
.NL.P$..q:...P..N..K..Il.LE..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\JI2vUSIEIqWjk-99MuYp4W74zvQ[1].svg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

SVG Scalable Vector Graphics image

downloaded

1529

4.135964697042234

false
24:tVvnjuJOeUsc4wg5a2/gt+im/3HIJKR99U1TrD3ptYZ7GDIhéml0jel4diwDg8rz:rnledcjg5pm/IKRXU1TrD5tIfémzjidJ
6D8EF11CB1C03B39D9ED4E4C9A2190B9

265DAF51294422A5A393EF7D32E629E16EF8CEF4
D72BEAE30A6B2B36C3E03847CE4EA04211D7373D4066FF937A7A05DF4E0C3DB6

C8820BDF2FC34CCFF7018A1C1E3E74ED1FEOB287926050F9B6BA59C08DCC216E8732F862ABOBF086BC05275C51E6F81132AFAG0F6D50A19585642BC906DCDD
2

false

hitp://https://www.bing.com/rp/JI2vUSIEIqWjk-99MuYp4W74zvQ.svg

Copyright Joe Security LLC 2021 Page 16 of 57



C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\JI2vUSIEIqWjk-99MuYp4W74zvQ[1].svg

Preview:

<svg width="16" height="16" viewBox="0 0 16 16" fill="none" xmlns="http://www.w3.0rg/2000/svg">..<path d="M8 0C6.41775 0 4.87103 0.469192 3.55544 1.34
824C2.23985 2.22729 1.21447 3.47672 0.608967 4.93853C0.00346629 6.40034 -0.15496 8.00887 0.153721 9.56072C0.462403 11.1126 1.22433 12.538 2.34315 13.6
569C3.46197 14.7757 4.88743 15.5376 6.43928 15.8463C7.99113 16.155 9.59966 15.9965 11.0615 15.391C12.5233 14.7855 13.7727 13.7602 14.6518 12.4446C15.5
308 11.129 16 9.58225 16 8C16 5.87827 15.1571 3.84344 13.6569 2.34315C12.1566 0.842854 10.1217 0 8 OVOZ" fill="white"/>..<path d="M3.72395 9.60957L5.72394
11.6096C5.97398 11.8595 6.31306 12 6.66661 12C7.02016 12 7.35924 11.8595 7.60928 11.6096L12.2759 6.9429C12.4033 6.81991 12.5049 6.67278 12.5747 6
.51011C12.6446 6.34744 12.6814 6.17248 12.6829 5.99544C12.6845 5.8184 12.6507 5.64283 12.5837 5.47897C12.5167 5.3151 12.4177 5.16623 12.2925 5.04104C1
2.1673 4.91585 12.0184 4.81685 11.8545 4.74981C11.6907 4.68277 11.5151 4.64903 11.3381 4.65057C11.16

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\2WF3MMUU\MstqcgNaYngCBavkktAoSEO--po.gz[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

391

5.184440623275194

false

12:2Qxjl/mLAHPWEaaGRHkj6iLUEkFKgs5qHT:2QC8H+aGRHk+i1kFKgs5qHT
55EC2297COCF262C5FA9332F97C1B77A
92640E3D0A7CBESD47BC8FOF7CC9362E82489D23
342C3DD52A8A456F53093671D8D91F7AF5B3299D72D60EDB28E4F506368C6467

D070B9C415298A0F25234D1D7EAFB8BAEOD709590D3C806FCEAEC6631FDA37DFFCA40F785C86C4655AA075522E804B79A7843C647F1E98D97CCES99336DDIC
9

false

hitp://https://www.bing.com/rp/MstqcgNaYngCBavkktAoSEO--po.gz.js

(function(){function n(){var n=_ge("id_p"),t,i;n&&(t="",i="",n.dataset?(t=n.dataset.src,i=n.dataset.alt):(t=n.getAttribute("data-src")i=n.getAttribute("data-alt")) ,t&&t!'=""&&(n.on
error=function(){n.onerror=null;n.src="data:image/png;base64,iVBORWOKGgoAAAANSUhEUgAAAAEAAAABCAQAAACIHAWCAAAACOIEQVR42mNgYAAAAAMAA
SsJTYQAAAAASUVORKSCYII=";n.alt=""},n.onload=function(){n.alt=i},n.src=t))}n()})()

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\IN55Tc-oLNOuzZam90ghLsROGD5U[1].jpg

Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

[TIFF image data, little-endian, direntries=6, xresolution=86, yresolution=94, resolutionunit=2, software=GIMP 2.10.18, datetime=2020:04:16 19:04:38], progressive, precis
ion 8, 160x160, frames 3

downloaded

8245

7.528284902127932

false
192:BKWN2AZTVINV8+xq4UZg11u5FR5CUtIkZPRKY:Yi2aZTVNSU+ODR5CCKRr
8BC40A6F56CB4477BFB120A472920ECL
379E5373EAOB34EBB365A9BD3A084BB11D060F95
9050D49D0786F054BC4B7DA42690B034C208A4736B7DE430383A3333A51C9835

50CD42440CF3C68FC807338C4F5E3AF681FEE41C0767EE7392F9C21A75D2B6483587E89E048128470DBA92EB054E82459BC16A3BOEE61DD8IBAEAIIEI34EAAE
9

false

hitp://https://www.bing.com/rp/N55Tc-0LNOuzZam90ghLsROGD5U.jpg

Ho GIMP 2.10.18..2020:04:16 19:04:38...
..(7),01444.'9=82<.342...C........ 21.1222222222222222222222222222222

................................................................................... 2.((coa(eoon(cn(.. . QE..QE..QE..QIH..(..(....P.E.P.E...QE...QE.~.Q@..R..E.P.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\NewErrorPageTemplate[1]

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode (with BOM) text, with CRLF line terminators

dropped

1612

4.869554560514657

false
24:5Y0bQ573pHpACtUZtIDOIFBopZleqw87xTe4D8FaFJ/Doz9AtjJghCzg:5m73jcIqQep89TEW7Uxkk
DFEABDE84792228093A5A270352395B6

E41258C9576721025926326F76063C2305586F76
77B138AB5D0A90FF04648C26ADDD5E414CC178165E3B54A4CB3739DA0F58E075

E256F603E67335151BB709294749794E2E3085F4063C623461A0B3DECBCCA8E620807B707EC9BCBE36DCD7D639C55753DA0495BESSB4AESFB6BFC52AB4B284F
D

false
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\NewErrorPageTemplate[1]

Preview:
.body.{.. background-repeat: repeat-x;.. background-color: white;.. font-family: "Segoe UI", "verdana", "arial";.. margin: Oem;.. color: #1f1f1f;..}.....mainContent..{..
margin-top:80px;.. width: 700px;.. margin-left: 120px;.. margin-right: 120px;..}.....title.{.. ~ color: #54b0f7;.. font-size: 36px;.. font-weight: 300;.. line-height:
40px;.. margin-bottom: 24px;.. font-family: "Segoe UI", "verdana";.. position: relative; errorExplanation..{.. color: #000000;.. font-size: 12pt;.. font-family:
"Segoe UI", "verdana", "arial";.. text-decoration: none;..}.....taskSection..{.. margin-top: 20px;.. margin-bottom: 28px;.. position: relative; ..}.....tasks..{.. color: #00

0000;.. font-family: "Segoe UI", "verdana";.. font-weight:200;.. font-size: 12pt;..}....li.{.. margin-top: 8px;..}.....diagnoseButton..{.. outline: none;.. font-size: 9pt;
..}.....launchinternetOptionsButton..{.. ~outline: none;

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\ZcieD[1].htm

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: gzip compressed data, max speed, from TOPS/20

Category: dropped

Size (bytes): 372

Entropy (8bit): 7.358154316594694

Encrypted: false

SSDEEP: 6:Xth9leJyvoxsMop8K1HAKAQ+0+BOUUFicJIZtEMtoKKzL7P1Ge8tRh/YDrdqz6hz:XtHlywWhV19+BOUuFicJr6MRSLDa3sBv
MDS5: 0703C93C07D9BEOEF67F910F2B2A63F2

SHA1L: 3C3CE7AC56C190662E991B10FA2B15DC12F11A8C

SHA-256: CBE7117C62F714B48BBAA1D5244AFF13D0384EF3E3EDSABI5145E251F6EA7DB5S

SHA-512: 58043F0C47E8841886D90F4B19B576A0AF2BFS8EBE1DF34DEFC64153A510B2D4154B2FD901D8D63D88BD7FD1316BD86022C5938644FC33C61FE1978CE39BIES2
Malicious: false

Preview:

.......... T.R.0.@.......m(P..w.B.."pG"n:)...
~ZE.....v?2/...zD...z..x...Ez.S.B..6C...¢..&..

5s...d....0.2..F..s{.s.....il..8
el X HB>LLWVLL.CLIZU % IM A\

..J.~2.0..0. k% MMa.E....&K.&(..".|..V.l... .g..AL.Q....LP.."e........<...j..EL..)...%0Z..-
M2.C.<..3..Y...;'g.a.N.C....0e.?kno

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\2WF3MMUU\bLULVERLX4vU6bjspboNMw9vl_0.gz[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: very short file (no magic)

Category: downloaded

Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3:Viv

MDS5: CFCD208495D565EF66E7DFF9F98764DA

SHA1L: B6589FC6ABODC82CF12099D1C2D40AB994E8410C

SHA-256: 5FECEB66FFC86F38D952786C6D696C79C2DBC239DD4E91B46729D73A27FB57E9

SHA-512: 31BCA02094EB78126A517B206A88C73CFA9ECEF704C7030D18212CACE820F025F00BFOEA68DBF3F3A5436CA63B53BF7BF80AD8D5DE7D8359D0B7FEDIDBC3A|
99

Malicious: false

|IE Cache URL: hitp://https://www.bing.com/rp/bLULVERLX4vU6bjspboNMw9vI_0.g9z.js

Preview:

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\down[1]

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 15 x 15, 8-bit colormap, non-interlaced

Category: dropped

Size (bytes): 748

Entropy (8bit): 7.249606135668305

Encrypted: false

SSDEEP: 12:6v/7/2QeZ7HVJI606yiqlp4tSQfAVFcm6R2HkZuU4fB4CsY4NJIrvMezoW2uONroc:GeZ6oLigkbDuU4fqzTrvMeBBIE
MDS5: C4F558C4C8B56858F15C09037CD6625A

SHAL: EE497CCO061D6A7A59BB66DEFEA65F9A8145BA240

SHA-256: 39E7DE847C9F731EAA72338AD9053217B957859DE27B50B6474EC42971530781

SHA-512: D60353D3FBEA2992D96795BA30B20727B022B9164B2094B922921D33CA7CE1634713693AC191F8F5708954544F7648F4840BCD5B62CB6A032EF292A8B0ES2A44
Malicious: false

Preview:

$..5...7tRNS.a.0(,.S....e.....0"......
ez ksClL X< +..0>....%3BmgaV

. ...IDATX"%.S..@.C..m.mTk...m.?|;.y..S....F.t.
.heZ_<Y_jG..WNA<>Nu.u@.....M....7...1D.m~)s8..&....IEND.B".

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\eRYIUYIMYsB_Pt8B7FTik-pl5cs.gz[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
File Type: ASCII text, with no line terminators

Category: downloaded

Size (bytes): 229

Entropy (8bit):  4.773871204083538
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\eRYIUYIMYsB_Pt8B7FTik-pl5cs.gz[1].js

Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

false

3:2LGfflc6CaASFSAGG4Aj6NhylI6RWZtSANM+LAX6jUYKjdnwOByIXWbMPJ/WrE6J:2LGXX6WFSAD]6ilunnyh6 ThMFsise2

EEE26AAC05916E789B25E56157B2C712

5B35C3F44331CCI91FC4BAB7D2D710C90E538BC8B

249BCDCAAB655BDEE9D61EDFFIDI3544FA343E0C2B4DCA4EC4264AF2CB00216C2
AB64F5A91230C0715758416ADACEEAEFDCIE1A567A20A2331A476A82E08DF7268914DA2F085846A744B073011FD36B1FB47B8E4EED3A0CIF908790439C930538
false

hitp://https://www.bing.com/rp/eRYIUYIMYsB_Pt8B7FTik-pl5cs.gz.js

(function(){var t=_ge("id_h"),n=_ge("langChange"),i=_ge("me_header"),r=_ge("langDld"),u=_ge("mapContainer");t!=null&&n!=null&&i==null&&(r===null|[lu===null) &&(t.
insertBefore(n,t.firstChild),n.className=n.className+" langdisp")})()

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lIE\2WF3MMUU\eaMqCdNXxIXjLcOATep7tsFkfmSA.gz[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

2678

5.2826483006453255

false
48:5sksiMwg1S0h195DIYt/5ZS/wAtKcizIgDa4V8ahSuf/z/92zBDZDNJICOX0M:yklg1lzbed3SBkdZYcZGVFNICRM
270D1E6437F036799637F0E1DFBDCABS

5EDC39E2B6B1EF946F200282023DEDA21AC22DDE
783AC9FA4590EBOF713A5BCB1E402A1CBOEE32BB06B3C7558043D9459F47956E
10A5CE856D909C5C6618DE662DF1C21FA515D8B508938898E4EE64A70B61BESF219F50917E4605BB57DB6825C925D37F01695A08A01A3C58E5194268B2F4DB3L
false

hitp://https://www.bing.com/rp/eaMqCdNXxIXjLcOATep7tsFkimSA.gz.js

var IPv6Tests;(function(n){function c(t){var r,c,0,l,f,s,i,a,v;try{if(y(),t==null||t.length==0)return;if(r=sj_cook.get(n.ipv6testcookie,n.ipv6testcrumb),r'=null&&r=="1"&&!u)return;
if(c=sj_cook.get(n.ipv6testcookie,n.iptypecrumb),r'=null&&c&&u&&(0=Number(r),I=(new Date).getTime(),0!=NaN&&o>l))return;if(f=_d.getElementsByTagName("head")[0],
If)return;if(s="ipV6TestScript'+t,i=sj_ce("script",s),i.type="text/javascript",i.async=!0,i.onerror=function(){Log.Log("ipv6test","IPv6 Test Dom_ "+t,"IPv6TestError",!1,"E
rror","JSONP call resulted in error.")},a=_ge(s),a&&f)return;f.insertBefore(i,f.firstChild);i.setAttribute("src",_w.location.protocol+"//"+t+".bing.com/ipv6test/test");e&&p();v=u?(
new Date).getTime()+h:"1";sj_cook.set(n.ipv6testcookie,n.ipvbtestcrumb,v.toString(),!1)}catch(w){Log.Log("ipv6test","Dom_ "+t,"IPv6TestError",!1,"Error","Failed to make J
SONP call. Exception - "+w.message)}}function I(t){if(!t){Log.Log("ipv6test","IPv6 TestResponseError","IPv6TestError",!1,"Error","Got null re

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\2WF3MMUU\errorPageStrings[1]

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode (with BOM) text, with CRLF line terminators

dropped

4720

5.164796203267696

false
96:29UUigRxqH211CUIRgRLNRynjZbRXkRPRK6C87Apsat/5/+mhPcF+5g+mOQb7A90:JsUOG1yNIX6ZzWpHOWLial6Cbh7bk
D65EC06F21C379C87040B83CCLABACEB

208D0A0BB775661758394BE7E4AFB18357E46C8B
A1270E90CEA31B46432EC44731BF4400D22B38EB2855326BF934FE8F1B169A4F
8A166D26B49A5DI5AEA49BCE49E5EA58786A2191F4AD2ADACEF5FBB7523940CE4482D6A2502AA870A931224F215CB2010A8C9B99A2C1820150E4D365CAB28299

false

/ISplit out for localization...var L_ GOBACK_TEXT = "Go back to the previous page.";..var L_ REFRESH_TEXT = "Refresh the page.";..var L_MOREINFO_TEXT = "More
information”;..var L_OFFLINE_USERS_TEXT = "For offline users";..var L_RELOAD_TEXT = "Retype the address.";..var L_HIDE_HOTKEYS_TEXT = "Hide tab shortcuts
";..var L_SHOW_HOTKEYS_TEXT = "Show more tab shortcuts";..var L_CONNECTION_OFF_TEXT = "You are not connected to the Internet. Check your Internet conn
ection.";..var L_CONNECTION_ON_TEXT = "It appears you are connected to the Internet, but you might want to try to reconnect to the Internet.";....//used by invalidcert.js
and hstscerterror.js..var L_CertUnknownCA_TEXT = "Your PC doesn\u2019t trust this website\u2019s security certificate.";..var L_CertExpired_TEXT = "The website
\u2019s security certificate is not yet valid or has expired.";..var L_CertCNMismatch_TEXT = "The hostname in the website\u2019s security certificate differs from the web
site you are trying to visit.";..var L

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\2WF3MMUU\gDsOfTXNZVI18jxNDvhXqAdf2tM.gz[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

1821

5.098212659804913

false
48:0N3GKBel/r5+8cDYC1YvHIH6ayskysbh6NccyskpY3imgc+DkR:0GKBelzw8fCuoaay5ySSy5q3Mc+4R
EC15EB7CBFBFAA68BB1DE04A28C80270

D2570D4CFF3139EA66D15799C9E67211F5A03B20
810A85F1E705231989251F3EB52DAFF3FOACEE09C703339C301A7CBD22CF8FEG
077446A676E47447CB771A119CDOEC2EC168E65FED4579E663866D2846F51E93B47367518EBID79E04EACE139CDFF043E1E28D64559412B4770388B2FEF96A21

false
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\gDsOfTXNZVI18jxNDvhXqAdf2tM.gz[1].js

|IE Cache URL:

Preview:

hitp://https://www.bing.com/rp/gDsOfTXNZVI18jxNDvhXgAdf2tM.gz.js

(function(){function b(e){var I=e[1],s=1&&_ge(l.vid);s&&(h=_ge("bnp.nid."+f),i=n.getAttribute("data-overlay")==="true"?!0:!1,c=n.getAttribute("data-setscroll")==="true"?!
0:11,k(),ClassUtil.removeClass(h,y),s.style.display="block",c&&d(),sj_evt.fire("bnp.notif.shown",s),i?nt():sj_evt.fire("McpDismissed"),u=_ge(w),t=_ge(v),t.focus(),r=_ge(p
),u&&sj_be(u,o,tt),t&&sj_be(t,0,g))}var v="bnp_btn_accept",0="click",y="b_hide",p="cookie_preference",w="bnp_btn_preference",r,u,t,n=_ge("bnp_cookie_banner"),s=
_ge("b_footer"),f=_w.bnp.pb_sttc.id,h,e,i,c,k=function(){var t=n&&n.getAttribute("data-position"),i=_ge("bnp_container");i&&t&&t.toLocaleLowerCase()=="top"&&(i.
style.top=t+"px",i.style.bottom="auto")},d=function(){var i=_ge("bnp_container"),r=_ge("bnp_action_container"),n=_ge("bnp_content_desc"),u=_ge("bnp_title_contai
ner"),t;i&&r&&n&&u&&(t=i.offsetHeight-(r.offsetHeight+u.offsetHeight+130),n.style. maxHeight=t+"px",t<280&&(n.style.marginRight="-10px"))},g=function(t){ManagedC
ookiePreferenceActio

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\2WF3MMUU\httpErrorPagesScripts[1]

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode (with BOM) text, with CRLF line terminators

downloaded

12105

5.451485481468043

false
192:x20iniOciwd1BtvjrGBtAGGGVWnvyJVUrUiki3ayimi5ezL CvJG 1gwm3z:xPini/i+1Btvjy815ZVUwiki3ayimi5f
9234071287E637F85D721463C488704C

CCAO09B1EOFBA38BA29D3972ED8DCECEFDEF8C152
65CC039890C7CEB927CE40F6F199D74E49B8058C3F8AGE22E8F916AD90EAB649
87D691987E7A2F69AD8605F35F94241AB7E68AD4F55AD384F1FOD40DC59FFD1432C758123661EE39443D624C881B01DCD228A67AFB8700FESE66FC794A6C038¢
false

res://ieframe.dll/httpErrorPagesScripts.js

...function isExternalUrlSafeForNavigation(urlStr)..{..var regEx = new RegExp("*(http(s?)|ftp|file)://", "i");..return regEx.exec(urlStr);..}..function clickRefresh(). {..var location
= window.location.href;..var poundindex = location.indexOf('#);..if (poundindex != -1 && poundindex+1 < location.length && isExternalUrlSafeForNavigation(location.su
bstring(poundindex+1)))..{..window.location.replace(location.substring(poundindex+1));..}..}..function navCancellnit()..{..var location = window.location.href;..var pound
Index = location.indexOf('#');..if (poundindex != -1 && poundindex+1 < location.length && isExternalUrlSafeForNavigation(location.substring(poundindex+1)))..{..var
bElement = document.createElement("A");..bElement.innerText = L_ REFRESH_TEXT;..bElement.href = ‘javascript:clickRefresh()';..navCancelContainer.appendChild(
bElement);..}..else..{..var textNode = document.createTextNode(L_RELOAD_TEXT);..navCancelContainer.appendChild(textNode);..}..}..function getDisplayValue(elem

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\kBH4DSEA84cgV7IKw7_Bwvm2Npl[1].jpg
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Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

[TIFF image data, little-endian, direntries=5, xresolution=74, yresolution=82, resolutionunit=2, software=GIMP 2.10.8, datetime=2019:07:31 17:58:04], progressive, precisi
on 8, 160x160, frames 3

downloaded

11847

7.82741108986083

false

192:dhK4s5Is9xn1pwlLz+SHW36K+0as6 GKNQsjM+N7WzAVrzj+cq615Te+Se:d4ZO0loH/HW3Rp5Ka2tWzAVrzjv55ia
5CCC9B225B51915169D6F4C27FA26C9A

9011F80D2100F3872057B20AC3BFC1C2F9B63692
10D8D2141A01589A82B139B01A75B74DIDFAB16D273C9B2EC7F5087D3EF16B3B

E2AEB96F6FEC6710AAFF6ES2CC24E773CD194F9DEE1BCO1FEED8SASEC48033DD9BDSAD0OA18C14502DCB6AGECF05418F18D125E00C4EOE06533495A00F3AF4
11F

false

hitp://https://www.bing.com/rp/kBH4ADSEA84cgV7IKw7_Bwvm2Npl.jpg

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\model[1].json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode text, with very long lines, with no line terminators

downloaded

15963

5.525813716514189

false
384:HLIePm3yt9YYr+RR5bV5u5hOuKsVMhu3kxOm4iDewY/rfrEralO1uYPW:8Z3yjYYM5uTOuKsV2u3kxOm4iDewY/rG
366973754B9073EDF309E3D3265EA893

FD59DC768CA91F9E377C2EC9606CFF3826A520D0
7D140A0AB740B59EE540F29B152216E186E32B78200188953E1BD42A7EB4F134

OEDAGE25AF01007F378FOBFDOB8C171F9EBE75D731641FAFS8E39DBDESC27EA1728ED67C6ACEAEEG91A70B6F4830BB788C3DFCC8CF799B83B4F76D74B5FBDE
16C

false

hitp://https://www.bing.com/hp/api/model?form=REDIRERR
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\model[1].json

Preview:

{"ClientSettings":{"Pn":{"Cn":1,"St":0,"Qs":0,"Prod":"P"},"Sc":{"Cn":1,"St":0,"Qs":0,"Prod":"H"},"Qz":{"Cn":1,"St":0,"Qs":0,"Prod":"T"},"Ap":true,"Mute":true,"Lad":"2021-04-
05T00:00:00Z","lotd":0,"Dft":null,"Mvs":0,"Flt":0,"Imp":2},"MediaContents":[{"ImageContent":{"Description":"This stone bridge, known as Saut de Brot, looks like it.s from a
storybook, but it serves a very practical purpose. The bridge connects walking trails on each side of the Areuse Gorge, offering safe passage to hikers exploring the Brot-
Dessous area in western Switzerland, a mostly French-speaking region of this multilingual country. It's not known when the bridge was built exactly, but it's thought to be a
recent construction.”,"Image":{"Url":"/th?id=OHR.SautduBrot_ROW9659507110_1920x1080.jpg&rf=LaDigue_1920x1080.jpg","Wallpaper":"/th?id=OHR.SautduBrot_
ROW9659507110_1920x1200.jpg&rf=LaDigue_1920x1200.jpg","Downloadable":true},"Headline":"Info","Title":"Saut de Brot stone bridge, Areuse Gorge, Switzerland","C

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\msnpopularnow[1].json
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Encrypted:
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SHA-256:
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Malicious:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode text, with very long lines, with no line terminators

downloaded

10448

5.499688432928685

false
192:MdnU6GG392gM+XgaVCfELUuQkJUvImz8sZBazZv3YXi5Y9h65f73K4PUVK3ipMZjB:snBTIL8g+CcLjQAWdZZBa5IXiSneTa4f
F13CE83C16A3CF49C80D460642C0A98D

7402C45E4648D97DA338D63342D36FE05BD8F68A
2A917DC9C1A1DB66AEFAF850660C83AA1FFC9699BBAD327146DBA3ABF216C870

90DESEFB3534D7D6F39914579494852E3B5C66BFF6C3FA7EOE7039FBFI9BA6133596455A66DA87A1D0466E4F74AABD59EESBCO3ES695D70C71E2BC2DE7F7DF5]
6

false

hitp://https://www.bing.com/hp/api/vl/msnpopularnow?&format=json&ecount=20&efirst=0&&form=REDIRERR

{"title":"""data":[{"typeName":"Msn","items":[{"url":"https://www.msn.com/de-ch/news/other/eine-stadt-feiert-ihre-vergessenen-heldinnen/ar-BB 1fkih4 ?ocid=BingHP
C""imageUrl":"/th?u=https%3a%2f%2fimg-s-msn-com.akamaized.net%2ftenant%2famp%2fentityid%2fBB 1fks8r.img&ehk=MqQZgZrjADCNtpVI11d0IE988SsVQ%2f
cHQBMTM6ED%2fYss%3d&w=150&h=150&c=8&rs=2&pid=WP0","shortTitle":"Tages-Anzeiger","longTitle":"Eine Stadt feiert ihre vergessenen Heldinnen","accessibili
tyTitle™:"™","subtext":"","isRecommendedNews":false},{"url":"https://www.msn.com/de-ch/news/other/nawalny-gesundheitszustand-im-straflager-weiter-verschlechtert/ar-
BB1fkpLh?ocid=BingHPC","imageUrl":"/th?u=https%3a%2{%2fimg-s-msn-com.akamaized.net%2ftenant%2famp%?2fentityid%2fBB1fkpJk.img&ehk=HilriPbRs
bFHpW1R13Y XE4bkulV96V5SFczX3iTffRg%3d&w=150&h=150&c=8&rs=2&pid=WPQ","shortTitle":"BZ BERNER ZEITUNG","longTitle":"Nawalny: Gesundheitszustand im
Straflager weiter verschlechtert","accessibility Title" isRecommendedNews":false},{"url":

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lIE\2WF3MMUU\mw5FvbmnxUiS8Gbwzw9L14Ee8F8.9z[1].js
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Encrypted:
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SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

67037

5.235042447881506

false
768:PfY2/W3m6CHbtHWBkrel21k4Q8BLBSaJBe7BHyJxBCGnVW4nMO51sEBVKH7BSV(:Y2r23cng5QPW4nMETV8]Y XmNw6V+oF
32C8A14D92DE1A36A11B131D48E4C307

5498735530EE16C300CB9E1691BA7356D3163BAC
CCB7262C883581BB88476377D29E45FE415A403B5DB1143EE493166EF3E2D047
775BCF9C00D56A28840D30172CC2D598412475FFC5D169F83041AF25C17C5EE252F7B7E272362876ABA83CEC34C9752634663D90502B3F75CF31113283E53A3E
false

hitp://https://www.bing.com/rp/mw5FvbmnxUiS8Gbwzw9L 14Ee8F8.9z.js

var AutoSuggest,__extends,Bing,sa_inst;(function(n){var t;(function(n){var t,i,r,u,f,e;(function(n){n.User="SRCHHPGUSR"})(t=n.CookieNames||(n.CookieNames={})),f
unction(n){n.AutoSuggest="AS"}(i=n.CrumbNames||(n.CrumbNames={})),function(n){n.CursorPosition="cp";n.Conversationld="cvid";n.SuggestionCount="sc";n.PartialQuer
y="pg";n.SuggestionPosition="sp";n.SuggestionType="gs";n.PreviewPaneSuggestionType="gsc";n.SkipValue="sk";n.PreviewPaneSkipValue="skc";n.Ghosting="ghc
";n.Css="css";n.Count="count";n.DataSet="ds";n.Sessionld="sid";n. TimeStamp="qgt";n.Query="g";n.ImpressionGuid="ig";n.QFQuery="gry";n.BaseQuery="bqg";n.F
ormCode="form";n.HashedMuid="nclid";n.RequestEIToken="elvr";n.EITokenValue="elv";n.Appld="appid";n.History="history";n.NoHistory="nohs";n.ApiTextDecoration="tex
tdecorations";n.Clientld="clientid";n.Market="mkt";n.Scope="scope";n.CountryCode="cc";n.HomeGeographicRegion="hgr";n.SetLang="setlang";n.ZerolnputSerp="zis"}(r=
n.QueryParams||(n.QueryParams={})),function(n){n.ImpressionG

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\sbi[1].htm

Process:
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Entropy (8bit):
Encrypted:
SSDEEP:
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Malicious:

|IE Cache URL:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCII text, with very long lines, with CRLF, LF line terminators

downloaded

46137

5.492718429280291

false
768:WkuL2ym/Y1ZE2ulUSI7Ez+YIdQFSO4FWCPPZPzAT{ZjFwummSczZxG3luO7JUDWB:pIB1FWCpPwkNijuSjyir
8147A3C6CCDAD2147CA32BA6DB54E40A

3257CCC8CED1107ACBE3697B61F1C5ED3A86A4E6
E783F26B771F68588FF468DE04C50E6A3E7BC4A11FEBDB52A17511E9DFE91297
005695CB7F9FBB397109F11FDD375F23D5C678C7F26036E3937C916F75C96857F6A7C1B10D5820588461479A14B69026A3277389E5C02D09359D5A2BDICF3C67
false

hitp://https://www.bing.com/images/sbi?mmasync=1&ptn=Homepage&!ID=SBI&IG=B119ED207A0348168C3F1966042F2BFA&form=REDIRERR
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\sbi[1].htm

Preview:

<style type="text/css">#sbiarea,#shicom{display:none}.hassbi #sbiarea{display:inline-block}#sbiarea{margin:0 0 0 18px}.shox #sb_form #sbiarea{margin:0}sb_sbi{d
isplay:inline-block;cursor:pointer}img#sbi_b{vertical-align:-2px;height:20px;width:20px}#detailPage #detailheader img#sbi_b,.blue2#miniheader img#sbi_b,.sbox im
g#sbi_b{vertical-align:-3px}.blue2#miniheader img#sbi_b{vertical-align:-1px}#sbi_b.grayscaled{filter:grayscale(1) brightness(1.4);-webkit-filter:grayscale(1) brightness(1
.4)}#sbi_b.grayscaled:hover{filter:grayscale(1) brightness(1);-webkit-filter:grayscale(1) brightness(1)}#sb_sbip[shdlg] #sbi_b{filter:grayscale(0);-webkit-filter:grayscal
e(0)}#sb_sbhip .rms_iac{display:inline-block}#sb_sbip:not(.disableTooltip):hover::before #sb_sbip.shtip:not(.disableTooltip)::before,#sh_ship[vptest]::before{bottom:-27px;
left:10px;z-index:6}#sh_ship:not(.disableTooltip):hover::after,#sb_sbip.shtip:not(.disable Tooltip)::after,#sb_sbip[vptest]::after{top:40px;left:10px;z-index:4}thp_contain

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\th[1].jpg

Process:
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Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 300x300, segment length 16, baseline, precision 8, 150x150, frames 3
downloaded

4522

7.897730804548622

false

96:pPE6XLVuyFxKvu2ec6CL3iIFCMXNheOHtMD20n4ZIwgmuXxCGRD:pP6y7Su2caSvCIro8LRD
CDCA016DBC4022E03D47D550D5853310

0A471FE54D10259BC4D4E1F77D9EBB12720B1A5A
84521BC94352C824783093DEDSE6B3A0ED26E155A185BBE99DID87853A0CEAFE
2338C3530E98185DCB3565AF55BFCA21098E4BB31E931AC874052EBBBF2ABD031B79C3588561BA99713FA528EA76D867200C49D82E63F4E0C1DBO6E38BED461B

false

hitp://https://www.bing.com/th?u=https%3a%2{%2fimg-s-msn-
com.akamaized.net%2ftenant%2famp%2fentityid%2fBB1fk8Fr.img&ehk=7HDLCHip4nqgvrcbKLv%2fwBAhaCBrgofZotMuSFIg4HEc%3d&w=150&h=150&c=8&rs=2&pid=W
PO

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\th[2].jpg

Process:
File Type:
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Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 72x72, segment length 16, baseline, precision 8, 150x150, frames 3
downloaded

3523

7.863527779206926

false

48:5yYCUERAW|LzZWTilbHPDRGoIg83Z+ZOHeKMdA9t3kZolJDOZMH:5PEDCTI5SRGTZOHP9aZolJKMH
46AA37DIEB4064653C50FE5690208E99

56AB35A405CFCE616C62C5D4F832FD2569E463B0
7B7F40955B5075CA6C2A5AF001B4D581F4980EF5865CC80A25DB240FF8CBES86

F5EBOD32EEDD7356FB7FE6D10780493C011FE2310F3B8CBBEC0O5A5398C70DBF6270B172DFB77DB7545B5D615F39DFB2E51A4E68B46C1026F07A5F9D98872BC
B

false

hitp://https://www.bing.com/th?u=https%3a%2{%2fimg-s-msn-
com.akamaized.net%2ftenant%2famp%2fentityid%2fBB1fkl4p.img&ehk=BwvZQEIlg6XelBCYOPqnTOVIZfxZBSkm4G9Ixezek060%3d&w=1508&h=150&c=8&rs=2&pid=WP0

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\th[3].jpg

Process:
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Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 150x150, frames 3
downloaded

7484

7.9386500897510315

false

96:pPETASD/no9ugn4iL7VWU2n4/20004S56 FULIUSI9IKVtdPqLINWWk4nYcaBh5J0J:pP6SD/094iL7N24/20L.4SaWeONWoLjJ
B4E79D9AE9EI7EBCO4CA32DAELEA4248

E21331D7E5CB397512B99D83C2F1D11EEFBBC550
62AA54FCF54AB16C95C616CACBAED3DEB545B2B7D1F0A26570A59C257C8B8645
A13DABC11E232B664864625B10360A5F08B5C4143BF5A26 AEAEAC8A917B6BI6DFES5F642FEF8CB37F6CESCBD9230D0453E41563403FB8B749B932509A6815B41
false

hitp://https://www.bing.com/th?u=https%3a%2{%2fimg-s-msn-
com.akamaized.net%2ftenant%2famp%2fentityid%2fBB1fkbU5.img&ehk=wSFsJFINi7w9ulvT8y58gYoDbHASImqWpZCj5GfaXgg%3d&w=150&h=150&c=8&rs=2&pid=WP
0
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\th[3].jpg

Preview:

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\th[4].jpg

Process:
File Type:
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Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 150x150, frames 3
downloaded

5402

7.9124610392559065

false

96:pPENXBVILAR2EDjBbYztUfMzC2UtIKNiWUXe+N/ObihjoaxZk5NylIRqgfYHS:pPWXFILABBAtuMfUtIBUT50bmJIXZk5EU
331D153A161C5BF7DBCO8E7A9E433DD4

849F965F11F5889DE5237A9545502A1EABI0C709
42C0722BE23C91E31E16541690D55D5DBAF877E1C1AE363A827B806D413049E9

ODFCDBSEBAODA7B02051169478EA943C93E6CADFBD7F4297C417F54ED7CA3D7DEAAC78D1BCB83118F40E90790983A57D68DCB22FFEDA43AEECA96C6A97DE
E997

false

hitp://https://www.bing.com/th?u=https%3a%2{%2fimg-s-msn-
com.akamaized.net%2ftenant%2famp%2fentityid%2fBB1fjAOq.img&ehk=H62q3CZ4wZ9m1QkcogrP9%2bbfVUrHILv2KztDdiMBHGc%3d&w=150&h=150&c=8&rs=2&pid=
WPO

9..D..Nj#HT...$.f.. Hd.z..z..1.

. Ww.iy.S...NU....O.N..z..H.6....Y..2x.09..S:db..}....b".b88.).q..@.pr.i...P....S.."N..|..3.z..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\th[5].jpg
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Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 150x150, frames 3
downloaded

4949

7.908321794025412

false

96:pPENQ5IIwkMduHEY73tdu8IGyo8QuD0oCRTMfv:pPGQAMduHEmMfuQGx8QuDOHTMfv
EF6AAOC021E943F3F3C4188A71C49963

5939DABBAFDE6190256D76FF8BF152855C1EBFF2
89AB1DCAF4F9D67FD3BE873BDFC384A42CA8BO9DDAFFA650CEB18FC2B47CADB7

6A8AAAB26A6CCEFCBF158A16AC5508F4971F2A837428E9B5F0617ABBFB1E1022DD7EC30D0DEB3EE35E95461D918484DCB4A4DD2D61BDCC3904E7F3BBAS5D:!
C20

false

hitp://https://www.bing.com/th?u=https%3a%2{%2fimg-s-msn-
com.akamaized.net%2ftenant%2famp%2fentityid%2fBB1fjWtX.img&ehk=LAMTwTbmDq%2fCHKWjys6 1HZFZkIOKC3r%2fHMfSOeyLBDc%3d&w=150&h=150&c=8&rs=2&
pid=WPO

Jj..n.[cl.f.n.cd).>5..A.02.54.3.@..R.R.\&
.. X9.[..Is3/.~.S......L..LY.5.."95..6.2&..]...~u.S
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Entropy (8bit):
Encrypted:
SSDEEP:
MD5:
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SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

SVG Scalable Vector Graphics image

downloaded

1101

4.829151166001716

false

24:10S8eLfl954T0u2y3EO1gRcDrivQaDxijjffscC:vLIRWtPDuQKljq
91CD11CFCCA65CFACE96153268D71F63
EOBE107728D3BF41D8136220DA897D798A2ACE60F
8EE1E6D7A487C38412D7B375AC4A6BD7E47F70858055EEB7957226ADA05544BE
4367CE147C7FA4590838F23C47819B8954858128336979E28BA116924B92660A7CBDC9A8292C45C5F26FF591F423F03DFADCB78A772DBES6ACSFBABFOB4E7711
false

hitp://https://www.bing.com/rp/4L4QdyjTvOHYE2lg20l9eYogxg8.svg
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\90261KNJ\4L4QdyjTvOHYE2Ig2ol9eYoqxg8[1].svg

Preview:
<svg focusable="false" width="24px" height="24px" viewBox="0 0 24 24" version="1.1" xmlIns="http://www.w3.0rg/2000/svg" xmIns:xlink="http://www.w3.0rg/1999/xlink">..
<rect fill-opacity="0.2" fill="#000" x="0" y="0" width="24" height="24" rx="2"></rect>.. <g transform="translate(4, 4)">.. <path d="M13.2916881,1.29304814 L7.99
395739,6.59077883 L2.69622669,1.29304814 C2.30349711,0.913737214 1.67923378,0.919161894 1.29315522,1.30524045 C0.907076669,1.691319 0.901651
99,2.31558234 1.28096291,2.70831192 L6.57869361,8.00604261 L1.28096291,13.3037733 C0.90165199,13.6965029 0.907076669,14.3207662 1.29315522,1
4.7068448 C1.67923378,15.0929233 2.30349711,15.098348 2.69622669,14.7190371 L7.99395739,9.42130639 L.13.2916881,14.7190371 C13.6844177,15.098348
14.308681,15.0929233 14.6947596,14.7068448 C15.0808381,14.3207662 15.0862628,13.6965029 14.7069519,13.3037733 L9.40922117,8.00604261 L14.7069519,2
70831192 C15.0976827,2.31746305 15.0976827,1.683897 14.7069519,1.29304814 C14.316103,0.902317288 13

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\90261KNJ\5rqGloM094v3vwNVR50sxDNd8d0[1].svg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: SVG Scalable Vector Graphics image

Category: downloaded

Size (bytes): 461

Entropy (8bit): 4.834490109266682

Encrypted: false

SSDEEP: 6:t19mc4sI3BWGPXN4x7ZguUz/KVgNFvneuFNH2N9wF+tC77LkeWVLKetCsYuwdOvX0:t41WeXNC1f3q/7H2DIZWYelsrGYyKYx7

MDS5: 4E67D347D439EEB1438AA8COBF671B6B

SHA1L: E6BAB6968328F78BF7BF03554793ACC4335DF1DD

SHA-256: 74DEB89D481050FD76A788660674BEA6C2A06B9272D19BC15F4732571502D94A

SHA-512: BE40E5C7BBOE9F4C1687FFDDBD1FC16F1D2B19B40AB4865BE81DD5CF5F2D8F469E090219A5814B8DAED3E2CD711D4532E648664BFA601D1FF7BBAA83392D3
OE

Malicious: false

|IE Cache URL: hitp://https://www.bing.com/rp/5rqGloMo94v3vwNVR50sxDNd8d0.svg

Preview:
<svg xmins="http://www.w3.0rg/2000/svg" viewBox="0 0 32 32"><title>UserSignedOutlcon</title><circle cx="16" cy="16" r="16" fill="#eee"/><path d="M12.73 13.1a3.271
3.2710113.27 3.23.237 3.237 0 0 1-3.27-3.2zm-2.73 9.069h1.088a4.91 4.91 0 0 1 9.818 0h1.094a5.884 5.884 0 0 0-3.738-5.434 4.238 4.238 0 0 0 2.1-3.635 4.366
4.366 00 0-8.7304.2384.238000 2.1 3.635 5.878 5.878 0 0 0-3.732 5.434z" fill="#666"/><path fill="none" d="M0 0h32v32h-32z"/></svg>

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\9026IKNJ\CMm2G4GK3T9XHTMByYeN2QI10VUs[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: [TIFF image data, little-endian, direntries=5, xresolution=74, yresolution=82, resolutionunit=2, software=GIMP 2.10.8, datetime=2019:07:31 17:51:08], progressive, precisi
on 8, 160x158, frames 3

Category: downloaded

Size (bytes): 12415

Entropy (8bit): 7.878337322573188

Encrypted: false

SSDEEP: 384:dnoYiTiIJAACGISBE76ZFIN92VPGeBe+ELS:dnyiCACGIU2FIN92REmM

MDS5: AOBFF1A68EAB91DAC459F3B2EB4B3DE3

SHA1L: 08C9B61B818ADD3F571D3301C9E376408D4E554B

SHA-256: 7DB453C22084AEF847E1CA04E9FC1B1CFOD468A5C11ABF3C09968C840CD96A87

SHA-512: 3685F5DD0B8869A0B71C4CADF4FE8559094DC431FEE1E14C349BF6E933702B90136EE45277A97627F69BBB6FABSEDIEFI8AFEBCF88079C5EFFEBD4100B64CE
21

Malicious: false

|IE Cache URL: hitp://https://www.bing.com/rp/CMm2G4GK3TIXHTMBYeN2QI10VUs.jpg

Preview:

W.
............................................................. 2. fidb..VR..6.@..*T..8..0%H...8...cH.L.S.F(.....yZLS.....P..1.i1F(.S.&.... +.iqRL.(E.".Q.M)VYIR

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\9026IKNJ\ELqKWpA6KkapLUFbOLS-1Q2zfXc[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: [TIFF image data, little-endian, direntries=5, xresolution=74, yresolution=82, resolutionunit=2, software=GIMP 2.10.8, datetime=2019:08:01 11:43:45], progressive, precisi
on 8, 160x160, frames 3

Category: downloaded

Size (bytes): 9908

Entropy (8bit): 7.8062296698930025

Encrypted: false

SSDEEP: 192:sWK8UVOGWSkbr43J1ZBpYKL2wthOXM2Cc8AyJKI4xVOKamWtOb+SP0OcX:s18bVBrk9B6G2whJ2i/lcmygrPOe

MDS5: 968C49ACBA1A3EF85F2884F226C55742

SHA1L: 10BABA5A903A2A46A92D415B38B4BE210DB37D77

SHA-256: E441AFC03F067D1D85DF1F69EB8F482BFDA697CC217E11E1547B3CE964B15B2A

SHA-512: 07B13D6E736683E36091E5BC52F953F9077ADICD6E56F0F91E52F17C4630BE3D7524000AA37CFD6CB29ECBB5315F973086630F240118DBE248B4F8A3E79B2B524

Malicious: false

|IE Cache URL: hitp://https://www.bing.com/rp/ELGKWpAG6KkapLUFbOLS-1Q2zfXc.jpg
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\9026IKNJ\ELqKWpA6KkapLUFbOLS-1Q2zfXc[1].jpg

Preview:

JFIF. 3. ,#..(7),01444.'9:82<.342...C ........... 21.1222222222222222222222222222222222222222222
11A..Qa."q.2... #B...R..$3br....... %&'()*456789:CDEFGHIJSTUVWXYZcdefghijstuvwxyz....
.11.AQ.aq."2...B.... #3R..br...$4.%. ... & ()*56789:CDEFGHIJSTUVWXY Zcdefghijstuvwxyz

............................................................. 20 Moo 50 @.=h ) (o i (P DN ZIZ (o (oo MUNG S L Eo (2

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\9026IKNJ\MDr1f9aJs4rBVfl1F5DAtIALvweY.gz[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with no line terminators

downloaded

257

4.781091704776374

false
3:qMHAWXMHwmnIB4ImhyfAIB4IJmmIOX21UJIB4JrNOsK1A4JWW7jKYHVA4IRGYdA4S:q6XzD4jr431dI74FNQINj7jMITIMIbSr
51A9EA95D5ED461EDIBAC3D23A66AA15

62FBB857B873BD79BEE7F16D0766A452FA2798A3
A5B4181611E951FAECD6C164D704569C633E95FE68D3D1934B911A089EBF70E8
CEE4231894F82627E50EC746D7C150E5303A1BF8864D7B084173B9D17663A27CC2915F5D0D4DC0O602FE26DIEAALODDIBCF3422E7601F520EF34D45C9A506D6F
false

hitp://https://www.bing.com/rp/MDr1f9aJs4rBVf1F5DAtIALvweY.gz.js

var BM=BM||{};BM.rules={"#sc_hdu":[-1,-1,1],"#hp_id_hdr":[-1,-1,1],"#hp_container":[-1,-1,1],".hp_sw_logo":[-1,-1,0],".b_searchboxForm":[-1,-1,0],"#crs_pane":[-1,-1,0],"#
sb_foot":[-1,-1,0],"#sh_rdiv":[-1,-1,0],"img,div[data-src]":[-1,-1,0] iframe:[-1,-1,0]}

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\9026IKNJ\RXZtj0lY pFm5XDPMpuGSsNG8i9l.gz[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

1220

5.024732410536042

false
24:6Vj1V5FrGj6BBEE06maDU6CWi4dDRREOSIc7qHy5++vY:8v5TBG6U6C+DLSIL+P
E34F2CDADA9986F52CCFAB129645ABAC
93FF6CA74EB48A6825F9BC21BEES2159987C0A82
79C181E7D29CF735AE99FD86C42934D7FD6FB51E6481D788E1CB812C7DC63DF6
671EF1DB12BEE74E8E6BAEEB850F4F6A278E51F2236A851A24D889CE40040273088B2D206F2AA42BD1475F4F88F7B4420BC4CE6922023DE205308C56A3C96A4C
false

hitp://https://www.bing.com/rp/RXZtj0lY pFm5XDPMpuGSsNG8i9l.gz.js

var Feedback;(function(n){var t;(function(){"use strict";function u(t,i){var u=t.getAttribute("id"),f;ul|(u="genld"+n.length,t.setAttribute("id",u));f=new r(u,i,t.getAttribute(i));
n.push(f)}function i(n,t,i){i===null?n.removeAttribute(t):n.setAttribute(t,i)}function t(n,t,r,f){for(var e,s=_d.querySelectorAll(r),0=0;0<s.length;o++)(e=s[0],f&&e.id&&f[e.id])||(
u(e,n),i(e,n,t))}unction f(n){for(var u=_d.querySelectorAll(n),e=1,f={},t,i,r=0;r<u.length;++r){if(t=u[r],!t.id){for(;;)if(i="fbpgdgelem"+e++,!_ge(i))break;t.id=i}[t.id]=t}return
f}function e(){var i="tabindex",r="-1",n=f("#fbpgdg, #fbpgdg *");t(i,r,"div",n);t(i,r,"svg",n);t(i,r,"a",n);t(i,r,"li",n);t(i,r,"input",n);t(i,r,"select",n);t("aria-hidden","true","body :no
t(script):not(style)",n)}function o(){for(var r,t=0;t<n.length;t++)r=_d.getElementByld(n[t].id),r&&i(r,n[t].attributeName,n[t].originalAttribute Value);n.length=0}function s(){typeof
sj_evt!="undefined"&&(sj_evt.bind("onFeedbackStarting”,function(){e()}),sj_evt.bind("onF

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\9026IKNJ\RrvsBuqGHDpqG7NAz4Q0BMOqQBg.gz[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

4140

5.268233767834181

false

96:cithIPK4kMRX+1XewlYONYyuGNc22nDmSOsDg:ciJALYONEGNc22nbOsDg
7651609B4BE35F5DE8024F570EF6CF87
4B72E4BB1D8F170D6B17FA1D769584A7DOF02F70
4CA5C607D14D17F8A9EEA9FBOA624BCO0C49BFDFBB6A78E1292EAEL1461B7DIF0
7BE114BD02AA079F01FBFC343811F74896BB247ABB79C67998B7DB0OF20F8ED1260DEA83523F61CDDOE2231F2428437F9FBF88F39DAD821A3F09A5116C5DA7A2
false

hitp://https://www.bing.com/rp/RrvsBugGHDpqG7NAz4Q0BMOqQBg.g9z.js

var Feedback;(function(n){var t;(function(){function r(i,r,u,f,e,0){i=typeof i===t?!1:i;i&&scrollTo(0,0);u=typeof u===t?!0:u;n.PackageLoad.Load(r,u,f,e,0)}unction e(n,t){for(var
r=0,i=null;n&&n.getAttribute&&(!(t>=1)||r<t); {if(i=n.getAttribute("data-fbhisel"),i'=null) break;r++;n=n.parentNode}return i}var u="feedbackformrequested",c="feedbacklniti
alized",i,f="",0="feedback-binded",s="clicked",t="undefined",h;n.Bootstrap.InitializeFeedback=function(l,a,v,y,p,w,b,k){function tt(t){var r=null,i;return t&&(i=new h,n.f
el("ajax.feedback.collectsettings","gsf",i),r=i.findSettings(t)),rjvar d=_ge(a),g,nt;d&&d.classList&&d.classList.contains(o)||(p=typeof p===t?!1:p,g=e(d,3),fl=="sb_feedba
ck"&&(f=a,typeof sj_evt!==t&&(i&&sj_evt.unbind(u,i),i=function(n){var u=null,t=null,f=null,0,i,s;n&&n.length>1&&(i=n[1],i.tagName!==undefined&&i.node Type!==undefined?
(u=i,t=tt(u)):t=i,0o=t&&t.elementToHighlight||u,f=e(0));s=t&&t.linkld||a;r(y,l,v,s,f,t)},sj_evt.bind(u,i,1)),typeof SearchAppWrapper!==t&&SearchA
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\9026IKNJ\ULJCe4CXM2DCjZgELMGm2K4PcPo[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 1642 x 116, 8-bit colormap, non-interlaced

downloaded

15917

7.9392385460477835

false
384:U5vQpWIHNNEojv3nGlsk9MdacywQLntcdejm+sJ/4blz/DXw:Vhi3jj+wcFQLtcMm+K4bR/Dg
2D786704B21ADFC7A5037DE337502280
50B2427B80973360C28D98042CC1A6D8BAEOF70FA
54CCB8693087FBAF873F72FEICB4539499A0BC7016225F563DB92BIBFE7EEA564
625AE0A637BF8B85B86D7719170AAF65ECEG9AB9CCIESC76084921A7CABAC226815856D6967403F9264F2C19B4760128C8D10BOFB671D4B9F7A11DBD41B0OB6D
false

hitp://https://www.bing.com/rp/ULICe4CXM2DCjZgELMGm2K4PcPo.png

...vxuul.
000....... $.Wxz!W.....n... XXX....
.P2.@...0..~._.aU...0.3....0.3Q /y>@

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\9026IKNJ\Xp-HPHGHOZznHBwdn70Wdva404Y.gz[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

576

5.192163014367754

false
12:9mPi891gAseP24yXNbdPd1dPkelrR5MdKIKG/OgrfYc3tOflvHbt:9mPIP5smDy1dV1dHrLMdKIKG/OgLY gtV
F5712E664873FDESEE9044F693CD2DB7

2A30817F3B99E3BE735F4F85BB66DD5EDF6A89F4
1562669AD323019CDA49A6CF3BDDECE1672282E7275F9D963031B30EA845FFB2

CAOEB961E52D37CAA75F0F22012C045876A8B1A69DB583FE3232EAGA7787A85BEABC282F104C9FD236DA9A500BA15FDF7BD83C1639BFD73EF8EB6A910B7529
oD

false

hitp://https://www.bing.com/rp/Xp-HPHGHOZznHBwdn70Wdva404Y.gz.js

var SsoFrame;(function(n){function t(n){if(n&&n.url&&n.sandbox){var t=sj_ce("iframe"),i=t.style;i.visibility="hidden";i.position="absolute";i.height="0";i.width="0";i.bor
der="none";t.src=decodeURIComponent(n.url);t.id="aadssofr";t.setAttribute("sandbox",n.sandbox);_d.body.appendChild(t);n.currentEpoch&&sj_cook.set("SRCHUSR","T",
n.currentEpoch,!0,"");Log&&Log.Log&&Log.Log("ClientInst","NoSigninAttempt”,"Orgld",!1)}}function i(n){try{n&&n.length===2&&t(n[1])}catch(i){}}n.createFrame=t;n
.ssoFrameEntry=i;sj_evt.bind("ssoFrameExists",i,!0,null,!1)})(SsoFrame||(SsoFrame={}))

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\9026IKNJ\XvRHqJwJt19aXQca73hQTfvNMxk[1].svg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

SVG Scalable Vector Graphics image

downloaded

545

5.028824557535963

false

12:t4102hriVtBr4pFm9z0kjhIHIW1QOY IX+Xw5RxnnS8KOML2wtp:t41jiVt5wizOkjhIHIW1QNCRxS8KLL2a
58725E06FABDC207D4350D6F3C5B33D0

5EF447A89C09B75F5A5D071AEF78504DFBCD3319
EDD5715C42AD596AFE1CF07A400D4F33A2F5388C18ADFDD169A7E9467BCIE9IDB

69F8A2161EDESAAOBE70ECF641D1C05D7E9B5E6952DD41255E02B7AE9FAFDC94A9547DDDB46A2FF9AS56C852239558E3C6634D93A1D6D7669C719956C8D2F5L
D6

false

hitp://https://www.bing.com/rp/XvRHgJIwJt19aXQca73hQTfvNMxk.svg

<svg xmins="http://www.w3.0rg/2000/svg" viewBox="0 0 20 20" enable-background="new 0 0 20 20">.. <circle fill="#00809D" cx="10" cy="10" r="3"/>.. <circle fill
="#00809D" cx="5.5" cy="5.5" r="1.25"/>.. <path stroke="#00809D" stroke-width="2" stroke-linecap="round" stroke-miterlimit="10" d="M1 7.25v-2.5c0-2.071 1.679-3.75
3.75-3.75h2.5M7.25 19h-2.5¢-2.071 0-3.75-1.679-3.75-3.75v-2.5M19 12.75v2.5c0 2.071-1.679 3.75-3.75 3.75h-2.5M12.75 1h2.5¢2.071 0 3.75 1.679 3.75 3.75v2.5" f
ill="none"/>.. <path fill="none" d="M0 0h20v20h-20z"/>..</svg>..

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\90261KNJ\b4JyOkwhnsWcsDQyuzAEsSN7RmhQ[1].jpg

Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):

C:\Program Files (x86)\Internet Explorer\iexplore.exe

[TIFF image data, little-endian, direntries=5, xresolution=74, yresolution=82, resolutionunit=2, software=GIMP 2.10.8, datetime=2019:07:31 17:59:08], progressive, precisi
on 8, 160x160, frames 3

downloaded
14848
7.9161237402148545
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\90261KNJ\b4JyOkwhnsWcsDQyuzAEsSN7RmhQ[1].jpg

Encrypted: false

SSDEEP: 192:d5KKgPy60pSDgRxY0cKZR+dG0cDizbS4z0GoJmsrod96rIELIKRCLHXI4DPzZEmISD:dg9PJvoeOLsGOIliF+TVERCJgEmgDG

MDS5: 094FAB391B9B906B8A88922CEG827471

SHA1L: 6F8272D24C219EC59CB03432BB3004BODED19A14

SHA-256: E7DAFF9BBB32681540E010FB10BA87D51938B42B275D0C422E253CEDODD96B79

SHA-512: BOBE13E1A3E4B5758DFF4B36C1FF49020565FD316295A7413E5312FB90BOEE4B7D93B4FE4AC5DBB4F122E4CAC0705307A29DA52DBF66A3ACODA91CCI4F5B3E
F4

Malicious: false

|IE Cache URL: hitp://https://www.bing.com/rp/b4JyOkwhnsWesDQyuzAEsSN7RmhQ.jpg

Preview:

22222222.

Luj\

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\90261KNJ\fdVZU4ttbw8NDRm6H3I5BW3_vCo[1].svg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: SVG Scalable Vector Graphics image

Category: downloaded

Size (bytes): 671

Entropy (8bit): 5.014579690661168

Encrypted: false

SSDEEP: 12:tbH4/KYf3UnlcWYI17qy/gk63xsV8tGXcqecDDWUVSE|EPsycd23Wt+MKsAnueOc+d:t74LfENTYpg+g Txs6 GUUQEPssmYsAnuH

MDS5: D9ED1A42342F37695571419070F8E818

SHA1L: 7DD559538B6D6F0FODOD19BA1F7239056DFFBC2A

SHA-256: 0C1E2169110DD2B16F43A9BC2621B78CC55423D769B0716EDAA24F95E8C2EIFE

SHA-512: 67F0BC641D78D5C12671FDD418D541F70517C3CA72C7B4682E7CAC80ABE6730A60D7C3C9778095AAB02C1BA43C8DD4038F48A1A17DAGASE6C5189B30CAL9A!
5

Malicious: false

|IE Cache URL: hitp://https://www.bing.com/rp/fdvVZU4ttbw8NDRmM6H3I5BW3_vCo.svg

Preview:
<svg focusable="false" xmlIns="http://www.w3.0rg/2000/svg" xmIns:xlink="http://www.w3.0rg/1999/xlink" x="0px" y="0px"... viewBox="0 0 16 16" enable-background="new
00 16 16" xml:space="preserve">..<path fill="#919191" d="M15.707,0.293c-0.391-0.391-1.024-0.391-1.415,0L7.994,6.5911.1.696,0.293C1.298-0.091,0.665-0.08,0.281
,0.318...¢-0.375,0.388-0.375,1.003,0,1.39116.298,6.2981-6.298,6.298¢-0.384,0.398-0.373,1.031,0.025,1.415¢0.388,0.375,1.003,0.375,1.391,0...16.298-6.29816.298,6.
298c0.398,0.384,1.031,0.373,1.415-0.025c0.375-0.388,0.375-1.003,0-1.39L.9.409,8.00616.298-6.298...C16.098,1.317,16.098,0.684,15.707,0.293z"/>..<path fill="none"
d="M0,0h16v16HOV0z"/>..</svg>..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\9026IKNJ\n1U5gwBiwMo7s-fWOh2kSe3Kils[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: [TIFF image data, little-endian, direntries=5, xresolution=74, yresolution=82, resolutionunit=2, software=GIMP 2.10.8, datetime=2019:07:31 17:53:43], progressive, precisi
on 8, 160x160, frames 3

Category: downloaded

Size (bytes): 12094

Entropy (8bit): 7.886865463015066

Encrypted: false

SSDEEP: 192:SiKi8QXz83TatNZ7rBakT+m47amRNj5y4zY OyuRHExmm|jGjWddkuz4nicyktAtmR:SRi8083g7rBamzWNjPzguCxmmjGid60g

MD5: 05034EB84E5E7915CA36EB6FES9DFBA7

SHA1L: 9F5539830062C0CA3BB3E7D63A1DA449EDCABASB

SHA-256: 9BEC2E05752C0699DB84352BB6E3DD4ESDAA927D32EC8123966F4A8FDF8B181A

SHA-512: EB645D1FBB404B00D19C743C3F6F00597D91DE73EA2F02AE61AB76AFB13A913F68CB2419C205684CAD827D1369D8F76D9IB7E709B8EFOABOSA86B305A7A5B70¢
9

Malicious: false

|IE Cache URL: hitp://https://www.bing.com/rp/n1U5gwBiwMo7s-fWOh2kSe3Kils.jpg

Preview:
LWJFIF.GHHLLzZEXIfL 1

......................................... 2.8..R.VE|IcR

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\9026IKNJ\n8-O_KIRNSMPFWQWrGjn0BRH6SM.gz[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 1567

Entropy (8bit): 5.248121948925214

Encrypted: false

SSDEEP: 48:KyskFELvINSYVtXpQyL93NzpGaQJIWAG6vrlhf7:KybivInSE5aU93HGaQJWAIlh
MDS5: FOD8B007B765D2D1D4A09779E792FE62
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\9026IKNJ\n8-O_KIRNSMPFWQWrGjn0BRH6SM.gz[1].js

SHAL:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

C2CBDA98252249E9E1114D1D48679B493CBFA52D
9400DF53D61861DF8BCDOF53134DF500D58C02B61E65691F39F82659E780F403

07032D7D9A55D3EA91F0C34C9CD504700095ED8A47E27269D2DDF5360E4CACODOFAD1EGBBFC40B79A3BF89AA00C39683388F690BB5196B40ESD662627A2C49
A

false

hitp://https://www.bing.com/rp/n8-O_KIRNSMPFWQWrGjnOBRH6SM.gz.js

var win=wlin||"",Identity;(function(n){function i(n){n.style.display="none";n.setAttribute("aria-hidden","true")}function r(n){n.style.display="inline-block";n.setAttribute("aria-hi
dden","false")}var u,t;n&&n.sglid&&sj_be&&sj_cook&&sj_evt&& d&&typeof _d.querySelectorAll!="undefined"&&(u=function(n){var i=n.getAttribute("data-a"),t=n.getAtt
ribute("data-p");i==="false"&&t!=null&&sj_be(n,"click",function(){sj_cook.set("SRCHUSR","POEX"t,!0,"/")})},s|_evt.bind("identityHeaderShown",function(){var n=!1;sj_be(_g
e("id_I"),"click",function(){var i,t;if(!n){for(i=_d.querySelectorAll(".b_imi"),t=0;t<i.length;t++)u(i[t]);n=!0}})},!0));s]_evt&&n&&(t=function(t){var h;if(t==null||t.idp!=="orgid"||
(h=n.wlProfile(),h==null||h.name==null||t.name!=null)){var e=_ge("id_n"),u=_ge("id_p"),0=_ge("id_s"),s=_ge("id_a"),f=t?t.displayName:wln,c=t?t.img:null,|=t?t.idp:null,a=t?
t.cid:null;e&&s&&(al|f)?(u&&c&&(u.title=f,u.src=c,r(u)),f.length>10&&(f=f.substring(0,10).replace(\s+$/,")+".") ,e.textContent=f,e.inn

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\9026IKNJ\0zS3T0fsBUPZy4zlYOUX_e0TUwY.gz[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with no line terminators

downloaded

226

4.923112772413901

false

6:2LGfGIEW65JcY CgfkF2/WHRMBS58IIR/QxbM76Bhl:2RWIyY Cwk4/EMB5ZcchM+B/
A5363C37B617D36DFD6D25BFB8ICAS6B
31682AFCE628850B8CB31FAABE9CAC5ECIEBBIS7
8B4D85985E62C264C03C88B31E68DBABDCCIBD42F40032A43800902261FF373F

E70F996B09E9FA94BA32F83B7AA348DC3A912146F21F9F7A7BSDEEAOF68CF81723AB4AFEDF1BA12B46AA4591758339F752A4EBA11539BEB16EOE34AD7EC94676
3

false

hitp://https://www.bing.com/rp/0zS3T0fsBUPZy4zlYOUX_e0TUwY.gz.js

(function(n,t,i){if(t){var r=!1,f=function(){r||(r=!0,typeof wic!="undefined"&&wlc(sj_evt,sj_cook.set,wlic_t))},u=function(){setTimeout(f,t)};n.bind("onP1" function(){i?n.bind("aad:
signedout”,u):u()},1)}})(sj_evt,wlc_d,wlc_wfa)

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\90261KNJ\pXscrbCrewUD-UetJTVW5F7YMxo.gz[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

511

4.980041296618112

false

12:yWF4egulWKvU9bEMsR50ErixCvJO1VisrgsM:LFAmKctEMYOK4CvJUVYM
D6741608BA48E400A406ACATF3464765
8961CAB5AD82BB701436FFC64642833CFBAFF303
B1DB1D8COE5316D2C8A14E778B7220AC75ADAES333A6D58BA7FDO7F4E6EAAB3C
E85360DBBB0881792B86DCAF56789434152ED69E00A99202B880F19D551B8C78EEFF38A5836024F5D61DBC36818A39A921957F13FBF592BAAFDO6ACBLAED244]
false

hitp://https://www.bing.com/rp/pXscrbCrewUD-UetJTVW5F7YMx0.9z.js

var BingAtWork;(function(n){var t;(function(n){function t(t,i){var u,r;t.isAuthenticated&&(n.raiseAuthEventAndLog(t),u=_ge("sb_form_q"),u&&(r=u.getAttribute("value"),r&&(
n.fetchLowerHeader(r),n.fetchScopeBar(r),i.notifEnabled&&i.notifFetchAsync&&n.fetchNotificationConditional()))) Hunction i(n,i){n&&n.length==2&&t(n[1],i)}n.bind
ToConditionalSignin=function(n){sj_evt.bind("ssofirstquery" function(t){return i(t,n)},!0,null,!1)}})(t=n.ConditionalSignIn||(n.ConditionalSignIn={}))}) (BingAtWork||(Bing
AtWork={}))

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\90261KNJ\test[1].htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with no line terminators

dropped

64

4.373593025747649

false

3:UMs1TE5LHOCHrJU4YCf:U37cVUof

E82D9BD501B46DF5CB2B650AF9E1B126
OFE6876226E88D8104ED51CB6329EB172BBA8D68
C2BA8FCCFC980BCC8FC24E7A41BFCFEE88CCA9331C8D4D62890D7DFAB4A12226

D3715E6A3C9012F2D8E1269E5C4B3E2F77FD2CD8E793AD39E51F1E1BE30F0818DDD01FAF3708EF789FDF347B92C6477C10A1155DEC582FF68185CBFD41C662/
4

false

|Pv6Tests.TestIPv6Response(‘{&quot;type&quot;: &quot;4&quot;});
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\90261KNJ\th[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 150x150, frames 3

Category: downloaded

Size (bytes): 6668

Entropy (8bit): 7.93390698549457

Encrypted: false

SSDEEP: 96:pPEoNnFJa55jLOZYwc2x3mh66yilgnyla2iGSZlaupm8yQfQczEWXHFfuz:pPhJk/SYwLI3yitE3ckupxLQc4+BE

MD5: 16FBBOD8BBC962139352C3B628B1DBFC

SHAL: 4EBCB16861A9C7E2C21436A65D360B2467A4D25E

SHA-256: 4A20F4D7EDA4224CEB5FB07A802FEA997117AF5FBE99CD1038478ACIA49A47D7

SHA-512: 0C91A10F8350233DABOC8CABABB41BB10F7BD8EE7C147DAB597E2FCECB2F34619196141F14C166F52667B5D1AE354FA24908DFDA31B07BC43616930AD16CC1
E9

Malicious: false

|IE Cache URL: hitp://https://www.bing.com/th?u=https%3a%2{%2fimg-s-msn-
com.akamaized.net%2ftenant%2famp%2fentityid%2fBB1fkhKJ.img&ehk=00D4ivaDhx74SkRSyKWmY ofxh6bfow2kbNeWXmgUoBU%3d&w=150&h=150&c=8&rs=2&pid=
WPO

Preview:

1.AQ.aq."2...B.... #3R..br...$4.%.....&'()*56 789:CDEFGHIJSTUVWXY Zcdefghijstuvwxyz.

.@.K@ CEL)hL&(-&(..R.8..A210s...8..2.m 20, mLLCLE.LLLamalLy L @1 RFL e @IR L. 45.0@. ... UL L. 3.V<.mL.2.@.
L..Z{.E0.d.kn....$.{G...&TR]..3..)k...mR....p..JW.6~.a.=.kK[W5*Wcj..3M.&].?4...Fh...ni3@.....M.F}gS.N...=2x.T.. X:.’X.y.?...6...4.h.0..)..@...h.....8.*.8..9.....%.H..=
Y....s..SL.%vh Ix1.$(

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\90261KNJ\th[2].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 300x300, segment length 16, baseline, precision 8, 150x150, frames 3
Category: downloaded

Size (bytes): 6086

Entropy (8bit): 7.9329147945603316

Encrypted: false

SSDEEP: 96:pPEBVpaWyiMCTi58el7n8yJsVrEcilRKA/7A66KIjTILDIFzZPI3iVsXHBrS2/:pPIVsWyiMH58mnfJcrNKA//OtytP8VGS

MDS5: 324B650878015266D0F8293847875BE9

SHA1L: BA179D63FFE16867F104EC15CA49B5AD5B871C01

SHA-256: 18C4E511572C6EB8515E0A7685CCB9625517692E81DAG00BB135D338850C3F01

SHA-512: 41117D8425CB010501C8FFC48527B42383B74452D0B2D3A9A9872D19BF8F57BFOABIE1D5B4A7D4D93545D20091355872FB131C697B29BD8E349586A8C114563D
Malicious: false

|IE Cache URL: hitp://https://www.bing.com/th?u=https%3a%2{%2fimg-s-msn-
com.akamaized.net%2ftenant%2famp%2fentityid%2fBB1fkcOH.img&ehk=wP%2b5NSDmh%2bsJZNE7v2A1A8SYO0I1I2EGcaPxI6kH068s%3d&w=150&h=150&Cc=8&rs=2&
pid=WPO

Preview:

>F]...;=X...sR\."F.6....u...7.1,|......6g>ZB0..2...J....4...E..S[............. t..H... Mr.a...g...e..kP...2..p+.0S.&..-.J...$...N9.

. .m...u..4p. KGA.T
.u.0....k ....g.s.\..e.(.#5\.2.w...C.M..c.Ef_g...L..R9...~a.. G.W}.?$.+b.....$....!16...Kh.<.d....... l..m.f&;.

Qi 9..@.8.. V. M{...Jd..U.q.....b. 2% A2, 5Z.0..c.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\90261KNJ\th[3].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 150x150, frames 3

Category: downloaded

Size (bytes): 8935

Entropy (8bit): 7.945942030509575

Encrypted: false

SSDEEP: 192:pPXVVvHKaC6qwlyvBdEjl7fo8QQ5UHzZR8TISOXS:5tHV8vTUavQQ5UH4VrS

MDS5: AB4F28F6751029B5BAB54E0BA4255026

SHA1L: 9425F8DF6A33276B371656C66C47AEOB89DAET774

SHA-256: 8DCAE4BEC6B1FABA277F53E486DCC49E18E6538597B7F4DCFBBDDE2DB1067AB9

SHA-512: 10801B62C6AD34A38A1356COSEFC6CADI5A8903378AA75452D510D9A1DD8CEAA34E10558F8E44E98B5D7175CE8752E8ECCAAED2962A6D95C70794C3C5B2BF(
7

Malicious: false

|IE Cache URL: hitp://https://www.bing.com/th?u=https%3a%2{%2fimg-s-msn-
com.akamaized.net%2ftenant%2famp%2fentityid%2fBB1fiX4l.img&ehk=0AAZIiX|j%2fumZECw2C5kUqivibABUChPv16 TWwWkPuhU8%3d&w=150&h=150&c=8&rs=2&pid=
WPO

Preview:

2..8.%..._.0...h..(1. JZUK.R.N..

_.a....98..1.sH$]6..
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\90261KNJ\th[4].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 300x300, segment length 16, baseline, precision 8, 150x150, frames 3

Category: downloaded

Size (bytes): 6795

Entropy (8bit): 7.939267233088054

Encrypted: false

SSDEEP: 192:pPFWzMAM+TL7LZ895qWynOjIN52aPjP2D9a1R0:5FWmM7y7TZFNoalLc9Ai

MD5: 140F382635756FE19E1CD67D8CDAB923

SHA1L: 1BOF1B61C068E01CE6FFDC5FFCADDD5EO39D0DAS

SHA-256: 216E799943B615F3EBFOFC09391810AF53FDEOEDCBEC4300F2B01B98AF346FAE

SHA-512: A7403C2FB1E2C858C3B3A1F6860441A8B820033E5D6E0049DF6922A1BFBOF74180A2538CFD82F292219629FB1FCAGABBD3AAAA97129C4C86BC8D15FACDD405!
3

Malicious: false

|IE Cache URL: hitp://https://www.bing.com/th?u=https%3a%2{%2fimg-s-msn-
com.akamaized.net%2ftenant%2famp%2fentityid%2fBB1fk3tJ.img&ehk=VNetxfVLBzRQkOHk9PeD6wuxhnc6QG%2bQVORzTT762Ms%3d&w=150&h=150&c=8&rs=2&pid
=WPO

Preview:

1..AQ.aq."2...B.... #3R..br...$4.%.....&'()*56789:CDEFGHIJSTUVWXY Zcdefghijstuvwxyz.
3F.E.[$\..M..+.ij.! AL\>l 7. kVo. (bD..U...Pj... XO......$.[..]...<..p._0..n*..k.O..D6.L."...2..U-.D..f..... h.'z7(...&j...[h:
....0.k0..7.@..".n.~R....Px..m ;.3X...E........ D..Cm.$..8>...F(...VrB.1..4S....u.&w.0e3...1.C..2....1.5,j....1&_..n.h..r.=Ly. Y. 20\ a8..8,,.8..v..,..... YR.%.....;.N

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\90261KNJ\th[5].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 300x300, segment length 16, baseline, precision 8, 150x150, frames 3
Category: downloaded

Size (bytes): 8011

Entropy (8bit): 7.94253125941382

Encrypted: false

SSDEEP: 192:pPdZWY Pb/28xEIkwItQDcIRW4jPFSVzc5T5pIxdDeO/6mgkOTCS:51TnxElIkwltplX4c5T59d7gRuS

MD5: 840912C74FB45355650821BCEA88175D

SHA1L: 93C37AC08B89484F701058423FADFF5420EDB633

SHA-256: FOEALE75759C741C3D94C1844877D0C34D45B4DFD2D4E4F5ED4FF50AAE3727DB

SHA-512: C998AAB7DEFO8ED52BFF6349C214E358A29FCA56377FD94E6A52DCCOD39538569166E22C6424E0468CD3988E7A3529E9E3C4CC4D46083610FD7C505361C5054
Malicious: false

|IE Cache URL: hitp://https://www.bing.com/th?u=https%3a%2{%2fimg-s-msn-
com.akamaized.net%2ftenant%2famp%2fentityid%2fBB1fjQUM.img&ehk=0hGTsOxHGMO2cB8vhDGQrLDHJIqHIJQ%2fve%2fzuz81%2fuRg%3d&w=150&h=150&Cc=8&rs=
2&pid=WP0

Preview:

y8...Q...Z+tM

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\90261KNJ\th[6].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 150x150, frames 3
Category: downloaded

Size (bytes): 6093

Entropy (8bit): 7.927239270981086

Encrypted: false

SSDEEP: 96:pPEIGYMVEietDQS5a27K7DS0p5xLL{AIVCa+yfBTCmLekx/QZ0KJIENd8bMOUOIsdM:pPhyietDQOaY90pvIVDHdekpK00goDI9
MDS5: E9906EE547BE715E8F684E65A73D7ECA

SHAL: BD86DEE901B1COAEC9A3D928DD2AAEBI36AF8465

SHA-256: C3623DF3066E6D08A89D322DCC883A2CF2CC59F61D23B6DOEGEFE7F08F3705D8

SHA-512: F96164274A46721CE997045568FD82E2A05E1D4D73E53002A5D51F46969DC61B52A7F70EC5D048F6EES7EBE3EA74A37678BOE4E31F2D29CF55449B5E195D09E/
Malicious: false

|IE Cache URL: hitp://https://www.bing.com/th?u=https%3a%2{%2fimg-s-msn-
com.akamaized.net%2ftenant%2famp%2fentityid%2fBB1fjZJK.img&ehk=QDs%2fHMyF5PcvjWAKFY IK9ivMZM8fXzByzjyjg9niFV8%3d&w=150&h=150&c=8&rs=2&pid=W
PO

Preview:

L?2.X.3R}L)..R......5. . ASl.mi...g..H.W.....s...h.n<.bBX....iIJ...Q.....F{.G....A.zZw.SX..#2Y.¢3.....).}Oa.Ro.L$K..U........... ,2,Cj.../)2..<....vdJOd
.&.Gv...._>RW.A..X.c.m-....2..[!ISgCoymy........ \W.D....n.\Cct...C....... ;% ~Me Q...u-$%w;.s.8Y.w.a.Q.{. AT #.x8.C. v.I*. $>. (H.{...

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\90261KNJ\th[7].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\90261KNJ\th[7].jpg

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

JPEG image data, JFIF standard 1.01, resolution (DPI), density 72x72, segment length 16, baseline, precision 8, 150x150, frames 3
downloaded

7609

7.926954037737342

false

192:5P+fohx6+mHxIrj4KaB9hoNLt9SicDPs7CYt/W:J/hmHxIrj4AKahoNROADPsx/W

26FFD3COCA11533F5B7A3F3C0A8BFC44

DFE845981D14FBOE668FF7D200DAAFF8F3CDCCFF
AA5E97EDF16ADC1DD1F61256E187935B2F0F598E33590A61148DE94FACEF4EDO

2B8D91E7BOFF19685A0BB71CF19A25E95F3B00D21ABCDB7B9C8ES0F87A565C6CF979FD30D1F728E115DC12DC2A1D7D01AB5D579F731D6D6A8BAABD637C5E9S
AD

false

hitp://https://www.bing.com/th?u=https%3a%2{%2fimg-s-msn-
com.akamaized.net%2ftenant%2famp%2fentityid%2fBB1fjThq.img&ehk=jDUH6pgLukqRD8%2fPLfIVmzwP%2bdszXZCVoC%2be Tw3gNyE%3d&w=150&h=150&c=8&rs=
2&pid=WP0

L11A..Qa."q.2...#B...R..$3br
W 11..AQ.aq."2...B.....#3R..br...$4.%
..S...gN...u$P.".p.#q
9.(7.Fv..&kz. # V*x ...

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\CS61XJW6\6sxhavkE4_SZHA K4rwWmg67vF0.gz[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

20320

5.35616705330287

false
384:Kh4xTJIXiXZ4sb4ZENXjTDDoFWZ3BnqlfP51DV6s4RKAVKXALSNuwbv++90:YoTdiJpjBpBnglH+Z6se4XALueO
07F6B49331D0BD13597934A20FAC385B

B39E1439D7FC072AF4961D4AB6DEO7D0OBC64B986
4752E030AC235C73E92EC8BBF124D9A32A424457CA9ABD6027A9595DA76F98D7
333B12B6BC7F72156026829E820A4F24759E15973B474E2FFB264DEE4C50B0E478128255E416F3194E8C170A28DF02AA425D720CC5E15BC2382EA2D6D57A6F5B
false

hitp://https://www.bing.com/rp/6sxhavkE4_SZHA _K4rwWmg67vF0.gz.js

/*IDisableJavascriptProfiler*/.var BM=BM||{};BM.config={B:{timeout:250,delay:750,maxUrlLength:300,sendlimit:20,maxPayloadSize:14e3},V:{distance:20},N:{maxUrlLen
gth:300},E:{buffer:30,timeout:5e3,maxUrlLength:300},C:{distance:10}},function(n){function vt(){if(\document.querySelector||/document.querySelectorAll{k({FN:"init",S:"Que
rySelector'});returnjw={};e=[];ft=1;ut=0;rt=0;0=[];s=0;h=!1;var n=Math.floor(Math.random()*1e4).toString(36);t={P:{C:0,N:0,I:n,S:fi, M:r, T:0,K:r,F:0}};vi()}function ei(n,t){var r=
{};for(var i in n)i.indexOf("_")!==0&&(i in t&&(n[i]!==t[i]||i==="i")2(r[i]=t[i],n[i]=t[i]):r[i]=null);return r}function oi(n){var i={};for(var t in n)n.hasOwnProperty(t)&&(i[t]=n[t]);return i
Junction b(n,t,r,u){if(th){k {FN:"snapshot",S:n});return}r=r||gt;t=t||!1;var f=g()+r;ot(0,n)===-1&&0.push(n);t?(yt(),pt(t,u)):>s&&(yt(),rt=sb_st(pt,r),s=f)}function k(n){var u={T
"Cl.BoxModelError",FID:"CI",Name:ht,SV:ct,P:t1&&"P"in t?2d(t.P):r, TS:f(),ST:v},i,e;for(i in n)u[i]=n[i];e=d(u);wt(e)}unc

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellIE\CS61XJW6\BJp5dDFvoQm12CHBfp4PC6aiyg4.gz[1].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

73202

5.307816444057117

false
1536:kcGITL/MKzAAFI7JIsGOGRelcxnoWC1kuyOYkTs/Kun:LGJ4AFI7JIsGOGRCcxnoWC1kuyOYKTO
C912DA2683E71660357A600EE34A7873

5DFD028307D4CD8A66492E807B848FEC177AEC3A
525D57B5D38D8212993C66A33F4CD15EDBDOF260A5AFCF539D092047A908D6EE
31E2A56C27CC037AD903292DFA518E86642C2A610E9923DD4F7A2FD1347167E042E957A85E98561CC9178318D121DEA3EF165F88EEC79915D0687939DC25BBC
false

hitp://https://www.bing.com/rp/BJp5dDFvoQm12CHBfp4PC6aiyg4.gz.css

.scopes{color:rgha(255,255,255,.8);display:inline-block;left:0;white-space:nowrap;list-style:none;line-height:39px}.scopes.sc_hide{display:none}.scopes .scope{font-size:.
8125rem;cursor:pointer;vertical-align:middle;margin-right:36px;background-repeat:no-repeat;position:relative;display:inline-block}.scopes .scope:hover,.scopes .scope.focu
sin{color:#fff}.scopes .scope:hover .overflow_menu,.scopes .scope.focusin .overflow_menu{transform:none}.scopes .scope:focus-within .overflow_menu{color:#fff;tr
ansform:none}.scopes .scope a{color:inherit;cursor:pointer;text-decoration:none}.scopes .scope.dots{margin-bottom:8px;font-weight:bold}.scopes .scope.dots:befor
e{display:inline-block;content:'. . ."}.scopes .scope.dots.hover_focus:focus{outline:none}.scopes .scope .overflow_menu{color:#666;cursor:pointer;transform:scale(0);posit
ion:absolute;background-color:#fff;border-radius:6px;padding:4px 0;box-shadow:0 4px 12px 1px rgba(0,0,0,.14);min-width:155px}.scopes .scope .overflow_menu .over
flow_item{

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\CS61XJW6\HEBN3BKD.htm

Process:

C:\Program Files (x86)\Internet Explorer\iexplore.exe
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\CS61XJW6\HEBN3BKD.htm

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

HTML document, UTF-8 Unicode text, with very long lines, with CRLF, LF line terminators

downloaded

60533

5.761569884404903

false
1536:GUrSCXrLQvo3HImcpUQIETOuKslecFXdAjvdC94fILYvD14eb097Q530pw:GwLQQ3pdmQmdCIRfew
E9334CB67A6DC88AB86C004980AA4A92

562F16072E898601D092C5870C21BB9F4D5F2BE6
C64C5D6A03D4126DADB7044BFDIE979DB2A051F7ADAAD3A3C2EABEL3A3AFEQNLC

D9642547DFD013DA596F1E8A1660D10FC72977A791AA456A9A1DCBAEFAEY29958808281742FBFBDBF6997EA9E20ACC52A1D0BB2A288EDOAS5420D2EFE3B971A
89

false

hitp://https://www.bing.com/?form=REDIRERR

<!doctype html><html lang="en" dir="ltr"><head><meta name="theme-color" content="#4F4F4F" /><meta name="description" content="Bing helps you turn information in
to action, making it faster and easier to go from searching to doing." /><meta http-equiv="X-UA-Compatible" content="IE=edge" /><meta name="viewport" content="w
idth=device-width, initial-scale=1.0" /><meta property="fb:app_id" content="570810223073062" /><meta property="0g:type" content="website" /><meta property="og:title"
content="Info" /><meta property="og:image" content="https://www.bing.com/th?id=OHR.SautduBrot_ROW9659507110_tmb.jpg&amp;rf="/><meta property="o0g:image:wi
dth" content="1366" /><meta property="og:image:height" content="768" /><meta property="og:url" content="https://www.bing.com/?form=HPFBBK&amp;ssd=2021
0405_0700&amp;mkt=de-CH" /><meta property="o0g:site_name" content="Bing" /><meta property="og:description" content="This stone bridge, known as Saut de Brot, loo
ks li* /><title>Bing</title><link rel="shortcut ic

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\CS6IXJW6\H_VmuFPRwWZ4UrVIOmPztnf3z5U[1].jpg

Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

[TIFF image data, little-endian, direntries=5, xresolution=74, yresolution=82, resolutionunit=2, software=GIMP 2.10.8, datetime=2019:08:01 11:38:22], progressive, precisi
on 8, 160x160, frames 3

downloaded

13897

7.900268685598436

false

384:hE9ZTKgcnOdNOEX35wsXK/vWqv/CAU7zXwn1slQcoo43P:hE9oqcOdfX35wsaWqveHUN1H4P

B545C910F9993F7F930513DB793F4EEQ

1FF566B853D1C1667852B565D263F3B677F7CF95

A797D6446620B867248B43792B9AA457B42ADBB7099D9B3129E0D7743DAF67ED
12A3A9EC217F8B05151D2BDC76B6B2942C86098F1182AD76B7119B959B9937ACFCACC0361188CDF17A629B1D4E76985DFC6AB409939496AF62354AE9FCEB162Z

false

hitp://https://www.bing.com/rp/H_VmuFPRwWWZ4UrVIOmPztnf3z5U.jpg

#' Uj........b.T..G}.#..E..XD..0...ML...H....UN}.p}?:]. pEB&O. .. *q.~UOR@I&...m;.. jJE....v..8.p...Z..f

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\CS61XJW6\JDHEvZVDnqsG9UcxzgldtGb6thw.gz[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

408

5.040387533075148

false

12:2QWV6YRZ1nkDXAN357CXYX0cO2mAICL2b3TRN:2Q06P+50YXJPi3TRN
B4D53E840DB74C55CC3E3E6B44C3DACL
89616D8595CF2D26B581287239AFB62655426315
622B88D7D03DDACC92B81FE80A30B3D5A04072268BF9473BB29621E884AAB5F6

4798E4E1E907EAE161E67B9BAB42206CEOF22530871EEC63582161E29DD00D2D7034E7D12CB3FES6FFF673BC9BB01F0646F9CASDAED288134CB25978EFBBEC
F

false

hitp://https://www.bing.com/rp/JDHEvZVDngsG9UcxzgldtGb6thw.gz.js

(function(){function u(){n&&(n.value.length>07?Lib.CssClass.add(sj_b,t):Lib.CssClass.remove(sj_b,t))}unction f(r){n.value="";Lib.CssClass.remove(sj_b,t);sj_log("Cl.XButto
n","Clicked","1");i&&Lib.CssClass.add(i,"b_focus");n.focus();n.click();r&&(r.preventDefault(),r.stopPropagation())}var i=_ge("b_header"),n=_ge("sb_form_qg"),r=_ge("sb_clt"
),t="b_sbText";n&&r&&(sj_be(r,"click",f),sj_be(n,"keyup",u),u())})()

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\CS61XJW6\NewErrorPageTemplate[1]

Process:
File Type:
Category:
Size (bytes):

C:\Program Files (x86)\Internet Explorer\iexplore.exe
UTF-8 Unicode (with BOM) text, with CRLF line terminators
dropped

1612

Copyright Joe Security LLC 2021 Page 32 of 57



C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\CS61XJW6\NewErrorPageTemplate[1]
Entropy (8bit):  4.869554560514657

Encrypted: false

SSDEEP: 24:5Y0bQ573pHpACtUZtIDOIFBopZleqw87xTe4D8FaFJ/Doz9AtjJghCzg:5m73jcIqQep89TEW7Uxkk

MDS5: DFEABDE84792228093A5A270352395B6

SHA1L: E41258C9576721025926326F76063C2305586F76

SHA-256: 77B138AB5D0A90FF04648C26ADDD5E414CC178165E3B54A4CB3739DA0F58E075

SHA-512: E256F603E67335151BB709294749794E2E3085F4063C623461A0B3DECBCCABE620807B707ECIBCBE36DCD7D639C55753DA0495BESSB4AESFB6BFC52AB4B284F
D

Malicious: false

Preview:
.body.{.. background-repeat: repeat-x;.. background-color: white;.. font-family: "Segoe UI", "verdana", "arial";.. ~margin: Oem;.. color: #1f1f1f;..}.....mainContent..{..
margin-top:80px;.. width: 700px;.. margin-left: 120px;.. margin-right: 120px;..}.....title.{.. ~ color: #54b0f7;.. font-size: 36px;.. font-weight: 300;.. line-height:
40px;.. margin-bottom: 24px;.. font-family: "Segoe UI", "verdana";.. ~position: relative;..}.....errorExplanation..{.. color: #000000;.. font-size: 12pt;.. font-family:
"Segoe UI", "verdana", "arial";.. text-decoration: none;..}.....taskSection..{.. margin-top: 20px;.. margin-bottom: 28px;.. position: relative; ..}.....tasks..{.. color: #00

0000;.. font-family: "Segoe UI", "verdana";.. font-weight:200;.. font-size: 12pt;..}
..}.....launchinternetOptionsButton..{.. ~outline: none;

.{.. margin-top: 8px;..}.....diagnoseButton..{.. outline: none;.. font-size: 9pt;

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\CS61XJW6\NewErrorPageTemplate[2]

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode (with BOM) text, with CRLF line terminators

Category: downloaded

Size (bytes): 1612

Entropy (8bit): 4.869554560514657

Encrypted: false

SSDEEP: 24:5Y0bQ573pHpACtUZtIDOIFBopZleqw87xTe4D8FaFJ/Doz9AtjJghCzg:5m73jcIqQep89TEwW7Uxkk

MDS5: DFEABDE84792228093A5A270352395B6

SHA1L: E41258C9576721025926326F76063C2305586F76

SHA-256: 77B138AB5D0A90FF04648C26ADDD5E414CC178165E3B54A4CB3739DA0F58E075

SHA-512: E256F603E67335151BB709294749794E2E3085F4063C623461A0B3DECBCCABE620807B707ECIBCBE36DCD7D639C55753DA0495BE8BSB4AESFB6BFC52AB4B284F
D

Malicious: false

|IE Cache URL: res://ieframe.dll/NewErrorPageTemplate.css

Preview:
.body.{.. background-repeat: repeat-x;.. background-color: white;.. font-family: "Segoe UI", "verdana", "arial";.. margin: Oem;.. color: #1f1fif;..}.....mainContent..{..
margin-top:80px;.. width: 700px;.. margin-left: 120px;.. margin-right: 120px;..}.....title.{.. ~ color: #54b0f7;.. font-size: 36px;.. font-weight: 300;.. line-height:
40px;.. margin-bottom: 24px;.. font-family: "Segoe UI", "verdana";.. ~position: relative;..}.....errorExplanation..{.. color: #000000;.. font-size: 12pt;.. font-family:
"Segoe UI", "verdana", "arial";.. text-decoration: none;..}.....taskSection..{.. margin-top: 20px;.. margin-bottom: 28px;.. position: relative; ..}.....tasks..{.. color: #00

0000;.. font-family: "Segoe UI", "verdana";.. font-weight:200;.. font-size: 12pt;..}....li..{.. margin-top: 8px;..}.....diagnoseButton..{.. outline: none;.. font-size: 9pt;
..}.....launchinternetOptionsButton..{.. outline: none;

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\CS61XJW6\NnFHhz2jL6yzChtlhaB5IIVKY5k[1].svg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: SVG Scalable Vector Graphics image

Category: downloaded

Size (bytes): 1111

Entropy (8bit): 4.61511796141903

Encrypted: false

SSDEEP: 24:twgonGLheJUVYXCdBTMgTS05sLGkkhQgbQgwHW4QhJ:6gAShpyxCdBTrS05sLKhvUfSJ

MDS5: C04CB8834AC91802186E6CE677AE4A89D

SHA1L: 367147873DA32FACB30A1B4885A07920854A6399

SHA-256: 46CC84BA382B065045DB005E895414686F2E76B64AF854F5AD1ACODF020C3BDB

SHA-512: 82388309085BD143E32981FE4C79604DCEFC4222FB2B53A8625852C3572BDE3D3A578DD558478E6A18F7863CC4EC19DFBA3EE78AD8A4CC71917BFFE027DC22!
0

Malicious: false

|IE Cache URL: hitp://https://www.bing.com/rp/NnFHhz2jL6yzChtlhaB5IIVKY5k.svg

Preview:
<svg width="20px" height="16px" viewBox="0 0 20 16" focusable="false" version="1.1" xmIns="http://www.w3.0rg/2000/svg" xmIns:xlink="http://www.w3.0rg/1999/xlink">..
<g transform="translate(-10, -12)" fill="#007DAA" >..  <path d="M28.125,14.4615385 L25,14.4615385 L24.26875,13.0203077 C23.95125,12.3950769 23.30125,12
22.59125,12 L17.40875,12 C16.69875,12 16.04875,12.3950769 15.73125,13.0203077 L15,14.4615385 L11.875,14.4615385 C10.84,14.4615385 10,15.2886154 10
,16.3076923 L10,26.1538462 C10,27.1729231 10.84,28 11.875,28 L28.125,28 C29.16,28 30,27.1729231 30,26.1538462 L30,16.3076923 C30,15.2886154 29.16,14.4
615385 28.125,14.4615385 Z M20,25.5384615 C17.23875,25.5384615 15,23.3341538 15,20.6153846 C15,17.8966154 17.23875,15.6923077 20,15.6923077 C22.76125,
15.6923077 25,17.8966154 25,20.6153846 C25,23.3341538 22.76125,25.5384615 20,25.5384615 Z M20,18.1538462 C18.62125,18.1538462 17.5,19.2578462 17.5,20.
6153846 C17.5,21.9729231 18.62125,23.0769231 20,23.0769231 C21.37875,23.0769231

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lIE\CS6IXJW6\PA3TC2iNXZkiG2C3I1Jp5VAvC_yY.gz[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
File Type: ASCII text, with very long lines, with no line terminators
Category: downloaded

Size (bytes): 930

Entropy (8bit):  5.191402456846154

Encrypted: false
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\CS6IXJW6\PA3TC2iNXZkiG2C3I1Jp5VAvC_yY.gz[1].js

SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

24:GFUFgJYYmaLOTCE20a0tZP9F3a6Maklg+lvyUJ9sg5a0B:BWOWEZPIU6MHEVYUJ9s6

73BFB9BB67A7271E257A4547007469A5

28F7B820679A99318E0DC596A54480D6AD5C3661

A22BB5BD48C4C578C6BC4FDC4B8FF18F9162848F14E05AE283EC848B0SECBC15
432142851A492C7635B764AC5293B6EFC943624FBD2FEA5DOF2D8900208B5F6233F5563B7CC08F314E29889B2628F298355484700816A3679F6A3315E63581F0
false

hitp://https://www.bing.com/rp/PA3TC2iINXZkiG2C3IIp5VAVC_yY.gz.js

var ShareDialog;(function(n){function i(){t("bootstrap”,arguments)}function r(){t("show",arguments)}function u(){t("showError",arguments)}unction t(n,t){for(var r=["shdl
gapi",n],i=0;i<t.length;i++)r.push(t[i]);sj_evt.fire.apply(null,r)}n.bootstrap=i;n.show=r;n.showError=u})(ShareDialog||(ShareDialog={})),function(n){function i(){t==0&&u(
)Hunction r(){sj_evt.unbind("shdlgapi",i)}function u(){t=1;var n=ShareDialogConfig.shareDialogUrl+"&IG="+_G.IG;n=e(n,["uncrunched","testhooks"]);sj_ajax(n,{callback:func
tion(n,i){n?(t=2,i.appendTo(_d.body),r(),f()):t=3},timeout:0})}{unction f(){var n="rms";_w[n]&_w[n].start()}function e(n,t){var i,r,u;for(r in tju=new RegExp("[?&]"+t[r]+"=["?
&#]*","i"),(i=location.href.match(u))&&i[0]&& (n+="&"+i[0].substring(1));return n}function o(){n.inited=0}function s(){n.inited||(n.inited=1,sj_evt.bind("shdlgapi",i,!0),sj_evt
.bind("ajax.unload",0,!1))}var t=0;s()}(ShareDialog||(ShareDialog={}))

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\CS61XJW6\a282eRIAnHsW_URoyogdzsukm_o.gz[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

423

5.117319003552808

false

12:2gSYjthM4GF4aaXtdhl9DfaUZnsMQYAQI:2gSW/bS9/ZnsMA]
3A5049DB26AFICEO03DB6A53D3541082D
934DAEA4EDDE2568CA02AB89AF23FDCFEB57339A
AF8C36DEFED55D79106513865F69933E546E1E4C361E41C29F65905DED009047
5E21B6E184CBB0013DCCE174345DAC14BB64D391CCA3B253F73C7373253FDCASEO0BB297A0BD2FAD237E4F796895807660369680621C49C8F99DF428ED3218C¢
false

hitp://https://www.bing.com/rp/a282eRIAnHsW_URoyogdzsukm_o0.9z.js

(function(n){function i(){var e,o,u,s,f,r;if(document.querySelector&&document.querySelectorAll){e=[];0=n.rules;for(u in o)for(s=o[u],u+=!s[2]?"":" >*" f=document.querySel
ectorAll(u),r=0;r<f.length;r++){var i=f[r],h=0,c=0,I=i.offsetWidth,a=i.offsetHeight;do h+=i.offsetLeft,c+=i.offsetTop;while(i=i.offsetParent);e.push({_e:f[r],x:h,y:c,w:l,h:a})}n.en
queue(t,e)}}var t="L";n.wireup(t,{load:null,compute:i,unload:null})})(BM)

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lIE\CS61XJW6\dnserror[1]

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, UTF-8 Unicode (with BOM) text, with CRLF line terminators

dropped

2997

4.4885437940628465

false

48:u7u5V4VyhhV2IFUW29vjORkpNc7KpAP8Rra:vIlJ6G7A08Ra
2DC61EB461DA1436F5D22BCE51425660
E1B79BCABOF073868079D807FAEC669596DC46C1
ACDEB4966289B6CE46ECC879531F85E9C6F94B718AAB521D38E2E00F7F7F7993

A88BECB4FBDDC5AFC55E4DC0135AF714A3EEC4A63810AES5A989F2CECB824A686165D3CEDBSCBD8F35C7ESBIF4136C29DEA32736AABB451FE8088B978B493
AC6D

false

<IDOCTYPE HTML>..<html>.. <head>.. <link rel="stylesheet" type="text/css" href="NewErrorPageTemplate.css" >.. <meta http-equiv="Content-Type"

content="text/html; charset=UTF-8">.. <title>Can&rsquo;t reach this page</title>.. <script src="errorPageStrings.js" language="javascript" type="text/javascript">..
</script>.. <script src="httpErrorPagesScripts.js" language="javascript" type="text/javascript">.. </script>.. </head>.... <body onLoad="getInfo(); initMo

relnfo('infoBlockID);">.. <div id="contentContainer" class="mainContent">.. <div id="mainTitle" class="title">Can&rsquo;t reach this page</div>.. <div

class="taskSection" id="taskSection">.. <ul id="cantDisplayTasks" class="tasks">.. <li id="task1-1">Make sure the web address <span id=

"webpage" class="webpageURL"></span>is correct</li>.. <li id="task1-2">Search for this site on Bing</li>..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lIE\CS61XJW6\dnserror[2]

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, UTF-8 Unicode (with BOM) text, with CRLF line terminators

dropped

2997

4.4885437940628465

false

48:u7u5V4VyhhV2IFUW29vj0RkpNc7KpAP8Rra:vIlJ6G7A08Ra
2DC61EB461DA1436F5D22BCE51425660
E1B79BCABOF073868079D807FAEC669596DC46C1
ACDEB4966289B6CE46ECC879531F85E9C6F94B718AAB521D38E2E00F7F7F7993

A88BECB4FBDDC5AFC55E4DC0135AF714A3EEC4A63810AES5A989F2CECB824A686165D3CEDBSCBD8F35C7ESBIF4136C29DEA32736AABB451FE8088B978B493
AC6D
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\CS61XJW6\dnserror[2]

Malicious: false

Preview:
<IDOCTYPE HTML>..<html>.. <head>.. <link rel="stylesheet" type="text/css" href="NewErrorPageTemplate.css" >.. <meta http-equiv="Content-Type"
content="text/html; charset=UTF-8">.. <title>Can&rsquo;t reach this page<ftitle>.. <script src="errorPageStrings.js" language="javascript" type="text/javascript">..

</script>.. <script src="httpErrorPagesScripts.js" language="javascript" type="text/javascript">.. </script>.. </head>.... <body onLoad="getInfo(); initMo

relnfo('infoBlockID');">.. <div id="contentContainer" class="mainContent">.. <div id="mainTitle" class="title">Can&rsquo;t reach this page</div>.. <div
class="taskSection" id="taskSection">.. <ul id="cantDisplayTasks" class="tasks">.. <li id="task1-1">Make sure the web address <span id=
"webpage" class="webpageURL"></span>is correct</li>.. <li id="task1-2">Search for this site on Bing</li>..

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachell[E\CS6IXJW6\down[1]

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 15 x 15, 8-bit colormap, non-interlaced

Category: downloaded

Size (bytes): 748

Entropy (8bit): 7.249606135668305

Encrypted: false

SSDEEP: 12:6v/7/2QeZ7HVJI606yiqlpa4tSQfAVFcm6R2HkZuU4fB4CsY4NJIrvMezoW2uONroc:GeZ6oLigkbDuU4fqzTrvMeBBIE
MDS5: C4F558C4C8B56858F15C09037CD6625A

SHA1L: EE497CCO061D6A7A59BB66DEFEA65F9A8145BA240

SHA-256: 39E7DE847C9F731EAA72338AD9053217B957859DE27B50B6474EC42971530781

SHA-512: D60353D3FBEA2992D96795BA30B20727B022B9164B2094B922921D33CA7CE1634713693AC191F8F5708954544F7648F4840BCD5B62CB6A032EF292A8B0ES2A44
Malicious: false

|IE Cache URL: res://lieframe.dll/down.png

Preview:

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\CS61XJW6\errorPageStrings[1]

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode (with BOM) text, with CRLF line terminators

Category: downloaded

Size (bytes): 4720

Entropy (8bit): 5.164796203267696

Encrypted: false

SSDEEP: 96:z9UUigRxqH211CUIRgRLNRynjZbRXkRPRK6C87Apsat/5/+mhPcF+5g+mOQb7A90:JsUOG1yNIX6ZzWpHOWLial6Cb7bk
MDS5: D65EC06F21C379C87040B83CCLABACEB

SHA1L: 208D0A0BB775661758394BE7E4AFB18357E46C8B

SHA-256: A1270E90CEA31B46432EC44731BF4400D22B38EB2855326BF934FE8F1B169A4F

SHA-512: 8A166D26B49A5DI5AEA49BCE49ESEA58786A2191F4AD2ADACEF5FBB7523940CE4482D6A2502AA870A931224F215CB2010A8C9B99A2C1820150E4D365CAB28299
Malicious: false

|IE Cache URL: res:/fieframe.dll/errorPageStrings.js

Preview:
/ISplit out for localization...var L_GOBACK_TEXT = "Go back to the previous page.";..var L_ REFRESH_TEXT = "Refresh the page.";..var L_MOREINFO_TEXT = "More
information”;..var L_OFFLINE_USERS_TEXT = "For offline users";..var L_RELOAD_TEXT = "Retype the address.";..var L_HIDE_HOTKEYS_TEXT = "Hide tab shortcuts
"..var L_SHOW_HOTKEYS_TEXT = "Show more tab shortcuts";..var L_CONNECTION_OFF_TEXT = "You are not connected to the Internet. Check your Internet conn
ection.";..var L_CONNECTION_ON_TEXT = "It appears you are connected to the Internet, but you might want to try to reconnect to the Internet.";....//used by invalidcert.js
and hstscerterror.js..var L_CertUnknownCA_TEXT = "Your PC doesn\u2019t trust this website\u2019s security certificate.";..var L_CertExpired_TEXT = "The website
\u2019s security certificate is not yet valid or has expired.";..var L_CertCNMismatch_TEXT = "The hostname in the website\u2019s security certificate differs from the web
site you are trying to visit.";..var L

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellIE\CS61XJW6\favicon-2x[1].ico

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: MS Windows icon resource - 1 icon, 32x32, 32 bits/pixel

Category: downloaded

Size (bytes): 4286

Entropy (8bit): 3.8046022951415335

Encrypted: false

SSDEEP: 24:suZOWcCXPRS4QAUs/KBy3TYI42ApvI6wheXpktCH2Yn4KglSQggggFpz1lk9PAYHu:HBRh+sCBykteatiBn4KWil+Ne

MDS5: DA597791BE3B6E732FOBC8B20E38EE62

SHA1L: 1125C45D285C360542027D7554A5C442288974DE

SHA-256: 5B2C34B3C4E8DD898B664DBA6C3786E2FF9869EFF55D673AA48361F11325ED07

SHA-512: D8DCB8358727590A1ED74DC70356AEDC0499552C2DCOCD4F7A01853DD85CEB3AEADSFBDC7C75D7DA36DB6AF2448CESABDFF64CEBDCA3533ECAD953C061A¢
338E

Malicious: false

|IE Cache URL: hitp://https://www.bing.com/sa/simg/favicon-2x.ico
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCachell[E\CS61XJW6\favicon-2x[1].ico

Preview:
.R6..U..U..S..R.P..N..L.ILF..B..7.....
O..W..V..V..U..S..R...P.N.L.ILLE..C. {7..928%.
................... A.O#.NL.NL.NL.P$..g:...P..N..K.ILE..A

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lIE\CS61XJW6\hceflue5sqxkKta9dP3R-IFtPuY.gz[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 426

Entropy (8bit): 4.904019517984965

Encrypted: false

SSDEEP: 12:2gcmRRtIY4LF1Zd4XVALFUXCdg/qUWYzP++xAQI:2gcmRRFfgiUb6MA]

MDS5: 857A0DEOBBF14F3427A1AFA5CD985BCE

SHA1L: 0C1D2E767F07E5COF14EA64980DB213D379CC6F7

SHA-256: 3ED65F33193430C0BIDB61FFE7F5FE27B29F86A28563992C3AFC47D4C22C23D7

SHA-512: E7F2603855A16464417B772517676F080CCEFFB8069C687BAC798B7EB2875FCDC207E40E8C56E7CFFD4D56CED572270988599D1D2B73FBSAAA7TFDDO76FE3ETE
7

Malicious: false

|IE Cache URL: hitp://https://www.bing.com/rp/hceflue5sgxkKta9dP3R-IFtPuY.gz.js

Preview:
(function(n){function i(){var i=document.documentElement,r=document.body,u="innerWidth"in window?window.innerWidth:i.clientWidth,f="innerHeight"in window?window
.innerHeight:i.clientHeight,e=window.pageXOffset||i.scrollLeft,o=window.pageY Offset||i.scrollTop,s=document.visibilityState||"default";n.enqueue(t,{x:e,y:0,w:u, h:f,dw:r.c
lientwWidth,dh:r.clientHeight,v:s})}var t="V";n.wireup(t,{load:null,compute:i,unload:null})})(BM)

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lIE\CS6IXJW6\httpErrorPagesScripts[1]

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode (with BOM) text, with CRLF line terminators

Category: dropped

Size (bytes): 12105

Entropy (8bit): 5.451485481468043

Encrypted: false

SSDEEP: 192:x20iniOciwd1BtvjrGBtAGGGVWnvyJVUrUiki3ayimi5ezL CvJG 1gwm3z:xPini/i+1Btvjy815ZVUwiki3ayimi5f
MDS5: 9234071287E637F85D721463C488704C

SHA1L: CCAO09B1EOFBA38BA29D3972ED8DCECEFDEF8C152

SHA-256: 65CC039890C7CEB927CE40F6F199D74E49B8058C3F8AGE22E8F916AD90EAB649

SHA-512: 87D691987E7A2F69AD8605F35F94241AB7E68AD4F55AD384F1FOD40DC59FFD1432C758123661EE39443D624C881B01DCD228A67AFB8700FESE66FC794A6C038¢
Malicious: false

Preview:

...function isExternalUrlSafeForNavigation(urlStr)..{..var regEx = new RegExp(“*(http(s?)|ftp|file)://", "i");..return regEx.exec(urlStr);..}..function clickRefresh(). {..var location
= window.location.href;..var poundindex = location.indexOf('#);..if (poundindex != -1 && poundindex+1 < location.length && isExternalUrlSafeForNavigation(location.su
bstring(poundindex+1)))..{..window.location.replace(location.substring(poundindex+1));..}..}..function navCancellnit()..{..var location = window.location.href;..var pound
Index = location.indexOf(‘#');..if (poundindex != -1 && poundindex+1 < location.length && isExternalUrlSafeForNavigation(location.substring(poundindex+1)))..{..var
bElement = document.createElement("A");..bElement.innerText = L_ REFRESH_TEXT;..bElement.href = ‘javascript:clickRefresh()';..navCancelContainer.appendChild(
bElement);..}..else..{..var textNode = document.createTextNode(L_RELOAD_TEXT);..navCancelContainer.appendChild(textNode);..}..}..function getDisplayValue(elem

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\CS61XJW6\n_C4vBfAV309RfkGjfduaZoxjAs[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: [TIFF image data, little-endian, direntries=5, xresolution=74, yresolution=82, resolutionunit=2, software=GIMP 2.10.8, datetime=2019:08:01 11:40:12], progressive, precisi
on 8, 160x160, frames 3

Category: downloaded

Size (bytes): 17171

Entropy (8bit): 7.923606790170532

Encrypted: false

SSDEEP: 384:0YOT4bsa8uRaCLYIrdjf7xR346jojxROWKHfoe:0YOT4Ya8uRnxT/346AhKHfoe

MD5: D7AE018EA70FA15F5E5389E4F96AD768

SHA1L: 9FFOBBBC17C05773BD45F9068DF76E699A318C0OB

SHA-256: AAFAA44961E03A073E3F351F296EC19C50005AA96360A9ESCEES0E0587738FBB

SHA-512: FD5B341BECCBBE7C16065217BBCAF6DF2C44629DE778E1263FE6A071565718C920335DBA220FDDFSEB18ECBBF2BEBC698B03BCF555949CB3DD66575249471+
06

Malicious: false

|IE Cache URL: hitp://https://www.bing.com/rp/n_C4vBfAV309RfkGjfduaZoxjAs.jpg

Preview:

W.
3J8...D...m8P...\.L..c..%.4.R..@.iqJ.4.CCJ.0.....-.1..1.Q.LB...S.U~...iXw.1J(..b.0.b.zZSsHb.@..(... .H:...M.O4.
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachell[E\CS61XJW6\sjm7Zx00dUKgLqg2Lulikx_Lt201.gz[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

exported SGML document, ASCII text, with very long lines, with no line terminators

downloaded

4623

5.164231565021591

false
96:B3D+cablQkQQX6hImK/VI3A2zLEzvPTkyfXeJLYryYHIZq76/PH:V+ca61BQQX6aK9I3ASivPTkyWJILh7R
8FD5ED5E0730854741D73A66E1C8C124

8A4D348BA92FEBAB3ASFC7FFDED98E0841C3CE9C
63C3206CB8509C0A2DD25A0AA3555BD49E7B2E24AE95F6CB7E6521D830C986F7

D52D1CCBBEDDC49B850030E3B2ABA9SEADES24AE74EF4FF7055D50EDDCABC7933D6D662FEES8DFOF37B20F096E96908DA0CB89FF8DFC4EGAB14F1255BBDET+
5A40

false

hitp://https://www.bing.com/rp/sjm7ZxO0dUKgLg2Lulikx_Lt201.gz.js

define("rmsajax”,["require","exports"],function(n,t){function c(){for(var i,n=[],t=0;t<arguments.length;t++)n[t]=arguments][t];if(n.length!=0){if(i=n[n.length-1],n.length=
=1)ot(i)&&f.push(i);else if(n.length==3){var 0=n[0],s=n[1],u=n[2];st(0)&&st(s)&&ot(u)&&(ht(r,0,u),ht(e,s,u))}return window.rms}}unction nt(){var i=arguments,n,t;for(o.pu
sh(i),n=0;n<i.length;n++)t=i[n],ct(t,r),t.d&&tt.call(null,t);return window.rms}unction kt(){var t=arguments,n;for(s.push(t),n=0;n<t.length;n++)ct(t[n],e);return window.r
ms}function I()}{var t,i,n;for(ri(),t='1,n=0;n<o.length;n++)t=tt.apply(null,p.call(o[n],0))||t;for(i=0;i<s.length;i++)t=ti.apply(null,p.call(s[i],0))||t;if(!t)for(n=0;n<f.length;n++)f[n] ) }fu
nction tt(){var n=arguments,t,i,f,e;if(n.length===0)return!1;if(t=r[ut(n[0])],n.length>1)for(i=ui.apply(null,n),f=0;f<i.length;f++)e=i[f],e.run=u,dt(e,function(n){return function()
{gt(n,i)}}(e));else t.run=u,ft(t,function(){it(t)});return!0}function dt(n,t){var f,u,r;if(!n.state){if(n.state=pt,at(n)

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\CS61XJW6\svI82uPNFRD54V4bMLaeahXQXBI.gz[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

425

4.963129739598361

false
12:2gXsmzwKNOyApFKRLNF1JfalVTWPMg9plGywV:2gX9zwKNOyAqrl1JfalV059V
016ECFDB34031F881FASE34DFBDOB7AL
16D3BA1049939D00AE47AAD053993B4762D9B102
08021ED3BCA5532304B597E636BEB939FF7BAA6D08DCA4E94CODDELFDF940389

D61045D1F07ED241626B8233D388F5E1ADS4DBE224871E1CE872ECFDOE29F05A21FOEAQ2FFDEGSSFACB134DD969533615493BD35EBA4D5E755840C30A687EE(
0

false

hitp://https://www.bing.com/rp/svI82uPNFRD54V4bMLaeahXQXBI.gz.js

(function(n){function f(){u(sj_be,r)}function r(i){return i&&n.enqueue(t,i),!0}function e(){u(sj_ue,r)}unction u(n,t){for(var u,r=0;r<i.length;r++)u=i[r],n(u==="resize"?window:doc

ument,window.navigator.pointerEnabled?u.replace("mouse","pointer"):u,t,!1)}var t="EVT",i=["click","mousedown","mouseup”,"touchstart","touchend","mousemove","tou

chmove","scroll","keydown","resize"];n.wireup(t,{load:f,compute:null,unload:e})})(BM)

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\l[E\CS6IXJW6\th[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 150x150, frames 3
downloaded

6861

7.923522415130838

false

192:pP1/dHNz5HD5uOg60byVJJ1p+0Z7dxABTO/TWPs:51/9NzFD5uW5VIXp+ggBSCE
A9D8276DD966BDF2C3CAAGEC3294B434

6E6CF935ABF2F294CE4DFF4A7817F1A83C6010B8
D7DCE15491CB66B058EA73EB852CB775C60B1B68D61F4FAD6373556850FB2681

BB0348419AA17830DEBDA03215A04FA1FBCDI96E50D26C4693485A1A6516C56B96COE2BOEFCE95A58963318C3D36F4CCF04656A1564E3D04BEBCESF08C13999!
C

false

hitp://https://www.bing.com/th?u=https%3a%2{%2fimg-s-msn-
com.akamaized.net%2ftenant%2famp%2fentityid%2fBB1fk7pf.img&ehk=GlhJKmuk54mDmOnKCpggk3LmCM3IUtj4PpsTmvuZ01s%3d&w=150&h=150&c=8&rs=2&pid=W
PO

$ &%# #'(-90(*6+"#2D26;=@ @ @&OFKE>J9?@=...C =)H)

.DM"6....

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\CS61XJW6\th[2].jpg

Process:

File Type:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 150x150, frames 3
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\CS6IXJW6\th[2].jpg

Category: downloaded

Size (bytes): 6623

Entropy (8bit): 7.943317758283698

Encrypted: false

SSDEEP: 192:pP7ujoGLjfguT53aqYOjGRAMDH3A3IECchM1otj:57ujpLjfgU34dMjDXASIE3]

MDS5: CBA5738043855BFA16330551C0CB85CE

SHA1L: 7774434DCEB28700FFDEF5E08A692D0C1FDD43B0

SHA-256: 7FD41627C564044C5F555B26EDD3F4AA2EC74C5A10DC937B670A7EFO0C4020671

SHA-512: DE2EBADCB6C64AF7A91EBF3FD2FC44AA52749656C639C68B89D579E5A2F1IEE9DCED039EID3CO60ACD8BI7445A7F80551AD55BOEB184B58AEO03CE4AC879C88BA
ABC

Malicious: false

|IE Cache URL: hitp://https://www.bing.com/th?u=https%3a%2{%2fimg-s-msn-
com.akamaized.net%2ftenant%2famp%2fentityid%2fBB1fjnDt.img&ehk=krsOy%2fAva3slhNFEpo7CxUOQd576 Tpz5%2bzpPOtBbEpk%3d&w=150&h=150&c=8&rs=2&pid
=WPO

Preview:

$ &Y# #'(-90(*6+"#2D26;=@ @ @&OFKE>J9?@=...C........... =)#)
11A..Qa."q.2... #B...R..$3br....... %&'()*456789:CDEFGHIJSTUVWXYZcdefghijstuvwxyz...
....... 11..AQ.aq."2...B.... #3R..br...$4.%. ...&()*56789:CDEFGHIJSTUVWXY Zcdefghijstuvwxyz.
2..d.P.R.JGO.N..yW..)...2...1...90......0.L........F.._j+Q.n.].8.Qn...26.zM=@.. k.C..1._.0..UcO_..\..d.=....aK....T.F.;. {Z...hom.F/ K..K.}7.\.{.
.0...3...ghAd...i.K..%zr..6..6.6T.(.[.d.(.Sl...A.mO..m .I.HV. +HV..I. +l.+HV..m.+E.E<f.3E..d....[a.U.J.E.. T.+.......i* Z..18.#... .KYIB...

7..y...e.S.X.}.8.
...Ckd...6M..

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\CS6IXJW6\th[3].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 150x150, frames 3

Category: downloaded

Size (bytes): 6671

Entropy (8bit): 7.899478517886581

Encrypted: false

SSDEEP: 192:pPSboulRG3AN3Y TxngckwkUQLd6kaXwFSg/kb4+:5pG3G3YcskhlkaXwFSmkbP

MDS5: C25DBC173D9815C71AA82862D4F5D156

SHA1L: DD567A753F35636A5B5F941AAA261773BD94397D

SHA-256: 54AE91993F987BE43E3EEEC19D49478573293FA6BAIEBCB639C2262D5C53A2F7

SHA-512: AFCF82EA614082AA369CAACOD86F6C6857BE01D2058F96FE4310AEBCC2COE81D5E698ECABACEBC3FD5A451628E8C5F5C2C26DE4F23E1CAF6COF1C47BF1CL
384

Malicious: false

|IE Cache URL: hitp://https://www.bing.com/th?u=https%3a%2{%2fimg-s-msn-
com.akamaized.net%2ftenant%2famp%2fentityid%2fBB1fiU4D.img&ehk=FYO0puj0Yi%2bFErHgYnVtZXlknhF5nbFoKkLtnru2aHhU%3d&w=150&h=150&c=8&rs=2&pid=WP

Preview:

.$ &%# #'(-90(*6+"#2D26,=@ @ @&OFKE>J9?@=...C

=)H#)

3F...8.vm..[..4C4.ss. #;..r.Q.>.+>M....C7........ X ]7.4%.2....0.<.d.t.214n.<.X.Y... . 1.(Li.+3(..Y.9..
e <Qu>ihl 7P hGU...t...F\........s.95.Fu..". 1...a..v?.%..$..;.+jkl.=zZ7W!..px8....... |.6Gs..0U..<.=Y$C...U.1...f../Pg..q.r....evs.....a.(.1l..0.._

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\Fsa_OI0ApICnVoXGca8ALOo00S0s[1].svg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: SVG Scalable Vector Graphics image

Category: downloaded

Size (bytes): 282

Entropy (8bit): 4.768675821769942

Encrypted: false

SSDEEP: 6:tbXH4mc4sI3UY7eERI1+NIH5ROMLERIwoVNdIMvdIXyCWfuBIAFfu:tbH41niB1+bjOMLBnpavdqyVGBIAFmM

MD5: E38795B634154EC1FF41C6BCDAS4EES2

SHA1L: 16C6BF388D00A650A75685C671AF002CEA344B4B

SHA-256: 66B589F920473F0FD69C45C8E3CI3A95BB456B219CBA3D52873F2A3A1880F3F0

SHA-512: DCA2E67C46CFF1BI9BE39CEBBOD83C34173E6B77EC08FA4EB4BA18A4555144523C570D785549FED7A9909C2E2C3B48D705B6E332832CA4D5DE424B5F7C3CD5!
BE

Malicious: false

|IE Cache URL: hitp://https://www.bing.com/rp/Fsa_OI0ApICnVoXGca8ALO00S0s.svg

Preview:
<svg focusable="false" xmlIns="http://www.w3.0rg/2000/svg" viewBox="0 0 16 16">.. <path d="MO Oh16v16h-16z" fill="none"/>.. <path d="M81a770107777000-7-
7zm110al11001-20v-3a1 100 1 2 0zm-.293-5.293a1 1 0 1 1.293-.707 1 1 0 0 1-.293.707z" fill="#767676"/>..</svg>

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\GiGr-rA9TBhE2c3LJIn7PvDweiOo.gz[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 374771
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\GiGr-rA9TBhE2c3LJIn7PvDweiOo.gz[1].js

Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

5.158592433297743

false
6144:1irrzbB3LH7gaV6Z8LAfPORp6Izc04YFANWRmM2EjXi4SG70IBYQmzeH:aHNfi4AKwYQmzeH
F279A46B56038C41BB3FC11D67D0FE46
B48121E695FD6483CAA7F48DE73FE9F121777109
A9EA274B393E34591387AC0B4DES94BEE296386543DE34F4897281324DBODCBB

4C1754CF5E368D8CE86B135B789A4FF4BAAD1419F30A1EB3B65EAB62217C054D0066EASFC22B5AA7643EA959854EBC2029B39CB7D1AEAAFB78B95A2A46430F
84

false

hitp://https://www.bing.com/rp/GiGr-rA9TBhE2c3LIn7PvDweiOo0.9z.js

(function(n){function t(r){if(i[r])return i[r].exports;var u=i[r]={i:r,l:!1,exports:{}};return n[r].call(u.exports,u,u.exports,t),u.I=!0,u.exports}var i={};return t.m=n,t.c=i,t.d=function(n,
i,r){t.o(n,i)||Object.defineProperty(n,i,{fenumerable:!0,get:r})},t.r=function(n){typeof Symbol!="undefined"&&Symbol.toStringTag&&Object.defineProperty(n,Symbol.
toStringTag,{value:"Module"});Object.defineProperty(n,”__esModule" {value:!0})},t.t=function(n,i){var r,u;if((i&1&&(n=t(n)),i&8)||i&4&&typeof n=="object"&&n&&n.
__esModule)return n;if(r=Object.create(null),t.r(r),Object.defineProperty(r,"default",{enumerable:!0,value:n}),i&2&&typeof n!="string")for(u in n)t.d(r,u,function(t){return
n[t]}.bind(null,u));return r}t.n=function(n){var i=n&&n.__esModule?function(){return n["default"]}:function(){return n};return t.d(i,"a",i),i},t.o=function(n,t){return Object.p
rototype.hasOwnProperty.call(n,t)},t.p="",t(t.s=0)})([function(n,t,i){window.SpeechSDK=i(1)},function(n,t,i){"use strict";function r(n){for(

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\HdepnBaFj-yarvouFUIIfV4Q9D8.gz[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

3201

5.369958740257869

false
48:rmo6TIPx85uuYPXznTBBOD6e7htJETfD8QILXDO7KTUX42Z3rtki:sYuYPXznbODR7dw8QhIWTQrt7
4AADDOF43326BADSEFD82C85B6D9A20E

4093FC4AB9821B646D64C98051A1CF0679CB2188
968849A1E6AAED249C78B6CF1AF585AB6C8482A8C5398AB1D2DC3CBI2EIEAGSF

616BO6A6GE3B2385E5487C819FC7F595D473B2F14E8CB76EFB894EDEAB3B26D2C9B679A9B275D924BECC37E156C70B0B56126CCFB62C8B23ABBA9DEO7BD93D
2A

false

hitp://https://www.bing.com/rp/HdepnBaFj-yarvouFUllIfV4Q9D8.gz.js

var __spreadArrays=this&&this.__spreadArrays||function(){for(var i=0,n=0,r=arguments.length;n<r;n++)i+=arguments[n].length;for(var u=Array(i),f=0,n=0;n<r;n++)for(var
e=arguments[n],t=0,0=e.length;t<o;t++,f++)u[f]=e[t];return u};define("clientinst",["require","exports"],function(n,t){function it(){a=0;u()}function u(){var n,s,t,0;e&&clearT
imeout(e);for(n in i)if(i.hasOwnProperty(n)){s=n!=_G.IG?_G.IsUrl.replace(_G.IG,n):_G.IsUrl;for(t in i[n])i[n].hasOwnProperty(t)&&(0=b+s+"&TYPE=Event."+t+"&DATA="+f("
[")+i[n][t]+("]"),ut(0)]|(g().src=0));delete i[n]}typeof r'="undefined"&&r.setTimeout&&(e=r.setTimeout(u,w))}unction rt(){return _G!==undefined&&_G.EF!==undefined&
&_G.EF.logsb!==undefined&&_G.EF.logsb===1}function ut(n){return rt()?ft(n,"):!1}function ft(n,t){var i="sendBeacon",r=!1;if(navigator&&navigator[i])try{navigator[i](n,t)
;r=10}catch(u){}return rjvar y,d,i,g,0,p;t.__esModule=!0;t.Wrap=t.Log2=t.LogInstrumented=t.Log=t.LogCustomEvent=void O;var r=n("env"),s=n("event.native"),h=n("e

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\KC_nX2_tPPyFvVw1RK20YulFyDk[1].svg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

SVG Scalable Vector Graphics image

downloaded

726

4.636787858533541

false
12:tbH41nlcWYiB1+XIOML2t1iOfEmmgaUEUZQ6nMAIPWSxs4yPISEle9t8aayPISEX:t741nTYifgLL2+O7mgaxSQ6MFnE3nkO
6601E4A25AB847203E1015B32514B16C

282FE75F6FED3CFC85BD5C3544ADB462ED45C839
6E5D3FFF70EEC85FF6D42C84062076688CB092A3D605F47260DBBE6B3B836B21

305C325EAD714D7BCBD25F3ACED4D7B6AEDGAES8D7D4C2F2DFFCE3DFDEBOF427EC812639AD50708EA08BC79E4FADSAC2D9562B142E080893605371593863¢
7C

false

hitp://https://www.bing.com/rp/KC_nX2_tPPyFvVw1RK20YulFyDk.svg

<svg focusable="false" xmIns="http://www.w3.0rg/2000/svg" viewBox="0 0 16 16" enable-background="new 0 0 16 16">.. <path d="MO0 Oh16v16h-16v-16z" fill="none"/>..
<path fill="#007DAA" d="M11 4h4|-5-4v3c0 .552.447 1 1 1zm-3-1v-3h-4.5c-.828 0-1.5.672-1.5 1.5v13c0 .828.672 1.5 1.5 1.5h10c.828 0 1.5-.672 1.5-1.5v-8.5h-4c-1.654 0-
3-1.346-3-3zm4.707 10.707¢c-.181.181-.431.293-.707.293h-7¢-.276 0-.526-.112-.707-.293s-.293-.431-.293-.707.112-.526.293-.707.431-.293.707-.293h7¢.276 0 .5
26.112.707.293s.293.431.293.707-.112.526-.293.707zm0-5.414¢.181.181.293.431.293.707s-.112.526-.293.707-.431.293-.707.293h-7¢-.276 0-.526-.112-.707-.293s-.293-
.431-.293-.707.112-.526.293-.707.431-.293.707-.293h7¢.276 0 .526.112.707.2932"/>..</svg>

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\NGDGShwgz5vCvyjNFyZiaPIHGCE.gz[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:

C:\Program Files (x86)\Internet Explorer\iexplore.exe
ASCII text, with no line terminators

downloaded

252

4.837090729138339

false
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\NGDGShwgz5vCvyjNFyZiaPIHGCE.gz[1].js

SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

6:qbLkyK4himTzBwhLM1whA+XzFEBKSIQLGPQQgnaqza:IQD2lkzaLMGAMzDBVKY +ia
1F62E9FDC6CA43F3FC2C4FA56856F368
75ADD74C4E04DB88023404099B9B4AAEAGA37AET
E1436445696905DF9E8A225930F37015D0EF7160EBIA723BAFC3FIB798365DF6

6AADAA42EOD86CAD3A44672A57C37ACBA3CB7F85E5104EB68FA44B845C0ED70B3085AA20A504A37DDEDEA7E847F2D53DB18B6455CDAG9FB540847CEAG419(C
DBC

false

hitp://https://www.bing.com/rp/NGDGShwgz5vCvyjNFyZiaPIHGCE.gz.js

var Button;(function(){WireUp.init("button_init",function(n){var t=n.getAttribute("data-appns"),i=n.getAttribute("data-k");sj_be(n,"click",function(){Log.Log("Click","Button","",11
S"AppNS* t,"K",i,"Category","CommonControls")})})}) (Button||(Button={}))

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\P3LN8DHhOudC9Pbh8UHNnwW5FJ8R8.gz[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

1516

5.30762660027466

false

24:+FE64YTsQF61KWIIWeM2ISoiLKiUfplY dk+fzvOMuHMH34tDO8XgGQE3BUf4JPwk:+FdF6UYXEBI9kIHIBLUY
EF3DA257078C6DD8C4825032B4375869

35FE0961C2CAF7666A38F2D1DE2B4B5EC75310A1
D94AC1E4ADA7A269E194A8F8F275C18A5331FE39C2857DCED3830872FFAE7B15

DBA7D04CDF199E68F04C2FECFDADE32C2E9EC20B4596097285188D96C0OE87F40E3875F65F6B1FF5B567DCB7A27C3E9E8288A97EC881E00608E8C6798B24EF3
F

false

hitp://https://www.bing.com/rp/P3LN8DHhOudC9Pbh8UHNW5FJ8R8.9z.js

var Identity=Identity||{},ham_id_js_downloaded=!1;(function(n,t,i,r,u,f,e){e.wlProfile=function(){var r=sj_cook.get,u="WLS" t=r(u,"N"),i=r(u,"C");return i&&e.wllmgSm&&e.w
limgLg?{displayName:t?t.replace(/\+/g," "):"",name:n(t.replace(/\+/g," )),img:e.wlimgSm.replace(/\{0\}/g,f(i)),imgL:e.wlimgLg.replace(\{0\}/g,f(i)),idp:"WL"}:null};e.he
aderLoginMode=0;e.popupAuthenticate=function(n,i,r){var o,u,h,c,v=sb_gt(),I=Math.floor(v/1e3).toString(),s="ct",a=new RegExp("([?&])"+s+"=.*?(&|$)","i");return n.toString
"WindowsLiveld"&&(o=e.popupLoginUrls,u=o[n],u=u.match(a)?u.replace(a,"$1"+s+"="+|+"$2"):u+"?"+s+"="+l,e.popupLoginUrls.WindowsLiveld=u),(o=e.popu
pLoginUrls)&&(u=o[n]+(i?"&perms="+f(i):"")+(r?"&src="+f(r):""))&&(h=e.pop(u))&&(c=setInterval(function(){h.closed&&(t.fire("id:popup:close”),clearInterval(c))},100))};e.p
op=function(n){return r.open(n,"idl","location=no,menubar=no,resizable=no,scrollbars=yes,status=no,titlebar=no,toolbar=no,width=1000,height=620")};var o=u("id_h
"),s=u("id

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\Passport[1].htm

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCII text

downloaded

329

5.086971439676268

false
6:0zxUe3X965+zAqEFTNFYEAN4TXQ3SOFCLOH4WZhCroOl:kxFkXq6tTRYEVTAx4IHH7CroOl
7B7D5DA1B057EBOD5A58C2585E80BACA
29714CD8C570E321C1C1C991E77ACE3945312AC6
023CD9B7315636BE1BE24DC78144554B0E76777BD476ED581378172DE9B12A05
1A4E36E3124968166579C04D05A1325242E1DFE20DF4C804081487A019B88395A679A439525488F78B73334C5B0BD38D61E24F8E23F2F8274C6BAC323291CEES
false

hitp://https://www.bing.com/secure/Passport.aspx?popup=1&ssl=1

<html><head><title>Bing</title></head><body>Loading...<script type="application/x-javascript">//<!|[CDATA[.var _w = window; var o = _w.opener; var mainWindow; (m
ainWindow = 0) || (mainWindow = _w.parent); if (mainWindow) {mainWindow.sj_evt && mainWindow.sj_evt.fire("wl:cancel"); };if (0) _w.close();;.// </script></body></html>

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\UYtUYDcn1oZIFG-YfBPz59zejYI[1].svg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

SVG Scalable Vector Graphics image

downloaded

964

4.421237058266115

false
24:1741nTY2jmYXhgauOwgXI3gHUWg9cZLzix9QiVCVCTikxQmQ6Nkpgeoo7:dQnkwXhnuOwllwHUW7nC9QkaUzQm3Nk5
88E3ED3DD7EEE133F73FFBID36B04B6F

518B54603727D68665146F987C13F3E7DCDESD82
A39AB0A67C08D907EDDB18741460399232202C26648D676A22AD06EIC1D874CB
90FF1284A7FEB9555DFC869644BD5DF8A022AE7873547292D8F6A31BA0808613B6A7F23CB416572ADB298EEE0998E0270B78F41C619D84AB379D0CAID1IDIDAG
false

hitp://https://www.bing.com/rp/UYtUYDcn1oZIFG-YfBPz59zejY|.svg
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\UYtUYDcn1oZIFG-YfBPz59zejYI[1].svg

Preview:

<svg focusable="false" xmIns="http://www.w3.0rg/2000/svg" viewBox="0 0 16 16" enable-background="new 0 0 16 16"><g fill="#00809D"><path d="M2.25 Oh-1.25¢c-.263
0-.521.107-.707.293-.186.186-.293.444-.293.707v1.25c0 .552.448 1 1 1s1-.448 1-1v-.25h.25¢.552 0 1-.448 1-1s-.448-1-1-1zM1 8.75¢.552 0 1-.448 1-1v-1.5c0-.552-.448-
1-1-1s-1 .448-1 1v1.5c0 .552.448 1 1 1zM2.25 12h-.25v-.25c0-.552-.448-1-1-1s-1 .448-1 1v1.25c0 .263.107.521.293.7075.444.293.707.293h1.25¢.552 0 1-.448 1-1s-.4
48-1-1-1zM11.75 2h.25v.25¢c0 .552.448 1 1 1s1-.448 1-1v-1.25¢c0-.263-.107-.521-.293-.707-.186-.186-.444-.293-.707-.293h-1.25c-.552 0-1 .448-1 1s.448 1 1 1zM6.25 2
h1.5¢.552 0 1-.448 1-1s-.448-1-1-1h-1.5¢c-.552 0-1 .448-1 15.448 1 1 1zM14.5 7h-.5v-.75c0-.552-.448-1-1-1s-1 .448-1 1v.75h-3.5¢-.828 0-1.5.671-1.5 1.5v3.5h-.75¢-.552
0-1.448-1 15.448 1 1 1h.75v.5¢c0 .828.672 1.5 1.5 1.5h6¢.828 0 1.5-.672 1.5-1.5v-6¢0-.829-.672-1.5-1.5-1.52"/></g><path fill="none" d="MO0 0Oh16v16h-16z"/></svg>

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\dnserror[1]

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, UTF-8 Unicode (with BOM) text, with CRLF line terminators
downloaded

2997

4.4885437940628465

false

48:u7u5V4VyhhV2IFUW29vjORkpNc7KpAP8Rra:vIlJ6G7A08Ra
2DC61EB461DA1436F5D22BCE51425660
E1B79BCABOF073868079D807FAEC669596DC46C1
ACDEB4966289B6CE46ECC879531F85E9C6F94B718AAB521D38E2E00F7F7F7993

A88BECB4FBDDC5AFC55E4DC0135AF714A3EEC4A63810AES5A989F2CECB824A686165D3CEDBSCBD8F35C7ESBIF4136C29DEA32736AABB451FE8088B978B493
AC6D

false

res://ieframe.dll/dnserror.htm?ErrorStatus=0x800C0005&DNSError=9002

<IDOCTYPE HTML>..<html>.. <head>.. <link rel="stylesheet" type="text/css" href="NewErrorPageTemplate.css" >.. <meta http-equiv="Content-Type"
content="text/html; charset=UTF-8">.. <title>Can&rsquo;t reach this page</title>.. <script src="errorPageStrings.js" language="javascript" type="text/javascript">..

</script>.. <script src="httpErrorPagesScripts.js" language="javascript" type="text/javascript">.. </script>.. </head>.... <body onLoad="getInfo(); initMo
relnfo('infoBlockID');">.. <div id="contentContainer" class="mainContent">.. <div id="mainTitle" class="title">Can&rsquo;t reach this page</div>.. <div
class="taskSection" id="taskSection">.. <ul id="cantDisplayTasks" class="tasks">.. <li id="task1-1">Make sure the web address <span id=
"webpage" class="webpageURL"></span>is correct</li>.. <li id="task1-2">Search for this site on Bing</li>..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\down[1]

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 15 x 15, 8-bit colormap, non-interlaced

dropped

748

7.249606135668305

false
12:6v/7/2QeZ7HVJI606yiqlpatSQfAVFcm6R2HkZuU4fB4CsY4NJIrvMezoW2uONroc:GeZ6oLigkbDuU4fqzTrvMeBBIE
C4F558C4C8B56858F15C09037CD6625A

EE497CC061D6A7A59BB66DEFEA65F9A8145BA240
39E7DEB47C9F731EAA72338AD9053217B957859DE27B50B6474EC42971530781
D60353D3FBEA2992D96795BA30B20727B022B9164B2094B922921D33CA7CE1634713693AC191F8F5708954544F7648F4840BCD5B62CB6A032EF292A8B0ES2A44

false

PNG........ IHDR......cuee ex....PLTE.. W.W.W.W.W.W.W.W.W.W.W.W.W.U......... W WY HZ.B\.<r.=s.P..Q..Q. U .00 Pl X Ze™ e
RS $..s...7tRNS.a.0(,.S....e......0*%.......
=xy[h. 7.7 <gkH.  #+z L ksCLL X< +..0>.%3BmgaV

.F.Z...IDATX"%.S..@.C..jm.mTk..m.?|;.y..S....F.t
Y_jG..vNA.<>.Nu.u@.....M....?2...1D.m~)s8..&....END.B".

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\hqx6FcDOhjfzrON50Lgx2RMMD1s.gz[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

443

4.86644754379557

false

12:kdXCIJAUQECJIA5MeMJIA561cnGfbs4Hbrk86fY XChdJAjU:8CIWECIKMeMJIK61cuo47rk8WYMdJIyU
56583BD882D9571EC02FBDF69D854205

8DFF13B78F4CBCC482DC5C7FC1495390200C0B94
DF0089A92B304A88F35AA0117CF8647695659AAF68B38B1B7A72A7C53465E9C7
418B3003B568F2FDB862035EE624CE93087861AEBB6680CDCOEOF1212297B64D30596EEF931B8C6E818292C4AB14C8C17FFOBAFIES8EDI3392AD7A80621EBBE
false

hitp://https://www.bing.com/rp/hgx6FcDOhjfzrON50Lgx2RMMD1s.9z.js

var OutlinePolyfil=function(){function n(){var n=this;this.attachHandlers=function(){n.attachHandlersForOutline()};this.attachHandlersForOutline=function(){addEventListen
er("keydown",n.onTabKey);addEventListener("mousedown",n.onMouseDown)};this.onTabKey=function(n){n.keyCode==9&&document.body.classList.add("tabbing")};
this.onMouseDown=function(){document.body.classList.remove("tabbing")};this.attachHandlers()}return n}();new OutlinePolyfil
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\k50M71-Oyo7w7ptkcB_2S5dIr7l.gz[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with CRLF line terminators

downloaded

21824

5.243380331742482

false

384:HXpeDC+2uguwBYFsOZrSzz3wp0OxAmzjEHU:HXpeDz2gFsOZrOXWz4HU
071CABC528DA3CDD5BD5C7FOEC48ED96
8B665A2DA630D6711E01E838877510F48C40E9CE
9871F6289648EEA5CB484C2307C4E7BCDF3857AEB27EBO7EOACFDAC1B77EDBBS
771DA4D3B22B53C5B1B1D2DF1B923B78124A7F92576700F7E988A1E40C2806CB2366D52C556F1FD49862B1A584D871ED7207B54174172740B4ED125AAD4C531F
false

hitp://https://www.bing.com/rp/k50M71-Oyo7w7ptkcB_2S5dIr71.gz.js

(function () {..  if (typeof window !=='undefined’) {.. (function (arr) { arr.forEach(function (item) { if (item.hasOwnProperty(‘remove’)) { return; } Object.defineProper
ty(item, ‘'remove’, { configurable: true, enumerable: true, writable: true, value: function remove() { if (this.parentNode === null) { return; } this.parentNode.removeChild(this);
1D D; D(Element.prototype, CharacterData.prototype, DocumentType.prototype]);.... Ifunction(e,n){"object"==typeof exports&&"undefined"!=typeof module?n():"fun
ction"==typeof define&&define.amd?define(n):n()}(0,function(){"use strict";function e(e){var n=this.constructor;return this.then(function(t){return n.resolve(e()).then(function()
{return t})},function(t){return n.resolve(e()).then(function(){return n.reject(t)})})}function n(e){return!('e||"undefined"==typeof e.length)}function t(){}function o(e){if(!(this in
stanceof 0))throw new TypeError("Promises must be constructed via new");if("function"!=typeof e)throw new Type

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\IK_FmcR4naKX9hplwfe9ifylhf4.gz[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode text, with very long lines, with no line terminators

downloaded

125734

5.670169400028476

false
1536:ppkCMulRvOSUDHT4kfr5IRNO8E9FqICngqlE0AXycCroAOwWT8aHs3:3MulRvOSYNmMeGqlENXdTAVM
C24FE194A488B12CCE5B3858D12C2C3D

E55B3E549CA42D614BEEOC4538F9EDAGC89DEOOD
45A1BD96D9A1BB1F03191C2F062FDC5369542864C4777A67623811BE6463D4D6

4F1C02C2FE716DBEAF061DC9476AD35E33F5C808FD3D79D0ADBECED81B65A02225F7356DBCB10A7232BDD7D02BC0OC908F17BB61B058FF5FB99747202522B5¢
3

false

hitp://https://www.bing.com/rp/IK_FmcR4naKX9hplwfeify1hf4.gz.js

var __assign=this&&this.__assign||function(){return __assign=0Object.assign||function(n){for(var t,r,i=1,u=arguments.length;i<u;i++){t=arguments][i];for(r in t)Object.proto
type.hasOwnProperty.call(t,r)&&(n[r]=t[r])}return n},__assign.apply(this,arguments)},__rest=this&&this.__rest||function(n,t){var u={},r;for(var i in n)Object.prototype.ha
sOwnProperty.call(n,i)&&t.indexOf(i)<0&&(u[i]=n[i]);if(n!=null&&typeof Object.getOwWNPropertySymbols=="function")for(r=0,i=Object.getOwnPropertySymbols(n);r<i.le
ngth;r++)t.indexOf(i[r])<0&&Object. prototype.propertylsEnumerable.call(n,i[r])&&(uli[r]]=n[i[r]]);return u},__spreadArrays=this&&this.__spreadArrays||function(){for(var i
=0,n=0,r=arguments.length;n<r;n++)i+=arguments[n].length;for(var u=Array(i),f=0,n=0;n<r;n++)for(var e=arguments[n],t=0,0=e.length;t<o;t++,f++)u[f]=e[t];return u
},__awaiter=this&&this.__awaiter||function(n,t,i,r){function u(n){return n instanceof i?n:new i(function(t){t(n)})}return new(i|(i=Promise))(function(i,f){function o(n){

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\sTWCOL plwPyIP_jw8VjHps800ZQ.gz[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

16386

5.2866519663601315

false
384:+WLj/9N/zdUjP+c4QQKaK9JASETkyWJILhjO4YuigRgNIRXW+:+u/P/zdUraOJhaShK1uigROT3
44AD44162E25A1DB1F46F78B8ECFAD42

C63A0E7B132221D572A541F700601356627A98A4
5AE500A4737BE7B187EEA99AAB81CF3D4796D23550F7C5349DE2430E6624918D

4F0078431E86CCD8COB3DE7E4F7CC10B184DC5376AD10C224EC081DAE1BI9D16509E01A95CE3F3B4F7C394EC2C52782E4CB9AC2DESC12CAOFFCICC66C0O1CE
AFD

false

hitp://https://www.bing.com/rp/sTWCOLplwPyIP_jw8VjHps800ZQ.gz.js

var customEvents,__spreadArrays,fallbackReplay,EventLoggingModule;_w.EventsToDuplicate=[];_w.useSharedLocalStorage=!1;define("shared",["require","exports"],func
tion(n,t){function s(n,t){for(var r=n.length,i=0;i<r;i++)t(n[i])}function r(n){for(var i=[],t=1;t<arguments.length;t++)i[t-1]=arguments]t];return function(){n.apply(null,i)}}function
u(n){i&&event&&(event.returnValue=!1);n&&typeof n.preventDefault=="function"&&n.preventDefault()}function f(n){i&&event&&(event.cancelBubble=!0);n&&typeof n.
stopPropagation=="function"&&n.stopPropagation()}function e(n,t,i){for(var r=0;n&&n.offsetParent&&n!=(i||document.body);)r+=n["offset"+t],n=n.offsetParent;return r}functi
on o(){return(new Date).getTime()}function h(n){return i?event:n}function c(n){return i?event?event.srcElement:null:n.target}function I(n){return i?event?event.fromElemen
t:null:n.relatedTarget}function a(n){return i?event?event.toElement:null:n.relatedTarget}function v(n,t,i){while(n&&n!=(i||document.body)){if(n==t)return!0;n=n.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\swyt_VnljJDWZW5KEq7a8l_1AEw.gz[1].js

Process:

File Type:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\swyt_VnljJDWZW5KEq7a8l_1AEw.gz[1].js

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

downloaded

2298

5.34865319631632

false
48:KWEKTScZVcMBOwXhzwBi88RnNX8ec0T39B80nA008XGIFLCXx3w0S5xJ:KWEKTDZVXpROBIiX|TtB8BMAOzXWSsx3PG/
A8D7D1B3681590980B2D7480906078DB

C9A7A400DB1EBAD4DCA028546EE5F5B2EF4136BD
1390485DC88B6230389D9C95232A3710BF38D47271708A279B12D7E68E43F649

710D31EFD76614EC4C94888E2FCC49ABAB50EF406FCOF1C5C10D8AA21D4E9F349DE78068B2BAFE495C074AB4EGECOASD44EBS5506B2D79C78707A23C1D8206¢
64

false

hitp://https://www.bing.com/rp/swyt_VnljJDWZW5KEq7a8|_1AEw.gz.js

var Bnp=Bnp||{};Bnp.Global=Bnp.Global||{};Bnp.Version="1";Bnp.Partner=Bnp.Partner||function(){function u(n){sj_evt.fire("onBnpRender",n)}unction i(n){var r=r||{};if(typeof
r.stringify=="function")return r.stringify(n);var o=typeof n,u=n&&n.constructor==Array,f=[],e,t;if(o!="object"||n==null)return o=="string"?""+n+"":String(n);for(e in n)t=n[e],
t&&t.constructor!=Function&&(u?f.push(i(t)):f.push(""+e+":"+i(t)));return(u?"[":"{")+String(f)+(u?"]":"}")}function o(n){for(var r=[],u=n.getElementsByTagName("script")
Jtisu.length;)t=u[0],i=sj_ce("script"),t.src?i.src=t.src:t.text&&(i.text=t.text),i.type=t.type,t.parentNode.removeChild(t),r.push(i);return r}function s(n){for(var t=0;t<n.length;
t++)f(n[t])}function f(n){t=t||_d.getElementsByTagName("head")[0];t.appendChild(n)}function h(n){for(var t,i=0;i<n.length;i++)t=sj_ce("style"),t.type="text/css" t.textCon
tent!==undefined?t.textContent=n([i]:t.styleSheet.cssText=n[i],f(t)}function c(){sj_evt.fire("onPopTR")}var n="dhplink",t,e=2500,r=

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\th[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 0x0, segment length 16, baseline, precision 8, 1920x1080, frames 3
downloaded

317464

7.978513703412309

false

6144:LpczWY+0f/ROtTGg500x0aDdSjmrPtX82LdFzDLBCmfWAR:IczNJTX5006 UdEmrZhLjhCmfWw
6F4EBEE6F946368A02FCF8615CFF289A

FDB7A1DBFE702E4ACB2CE3859E6CD1627E908B47
574BC892E7F45D4CD74153511B183DB04680551E80EB389ECD619950081852B2

A37BE5349A4A802E46300CE7C4AF3A8D154BA7TEDO6C94FADBE372920ACE25237E954094EEF60D3EF8C350F65761FD0A224A22A23AE31C7405F67896C1EDD3DI
6

false

hitp://https://www.bing.com/th?id=OHR.SautduBrot_ ROW9659507110_1920x1080.jpg&rf=LaDigue_1920x1080.jpg

......... 5o J1AQ."A2q....B..RD... #3T...
.z.C$j A Z. R.ALL.)F & d......k.3\....
hLr..c ..zP].l.p._jU...>.,j.6...6..u..k<S...T.wy...x>..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\th[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 150 x 150, 8-bit/color RGBA, non-interlaced

downloaded

55153

7.988984887631975

false
1536:0COPysX7Wz+FFHY8OXIkXN4/aESRIpKK8NLz+S45T:pO9X79FF4805qSRGKKr
C30CEE8C669B32845A7C1D9925C6AD12
35590990C7D5345C9C34852692A93C409686A375
4F2E3C88208BC3BA6AG8F21FOAC7CAFB5EB86C7EB3D7A4A86DEF72D8ES90B62F
F3E5B5FD430D8EBCA17032493A7BAB4792E6B22193B7104A34572B89500FF95A8B46615EC27022C55AABC1B5256E683D1701089556A1C927A3A14430E3524210

false

hitp://https://www.bing.com/th?u=https%3a%2{%2fimg-s-msn-
com.akamaized.net%2ftenant%2famp%2fentityid%2fBB1fks8r.img&ehk=MqQZgZrj4DCNtpVI11d0IE988SsVQ%2fcHQEMTMED%2fYss%3d&w=150&h=150&c=8&rs=2&pi
d=WP0

.gAMA...... a....pHYs......... #.u....IDATX ..g..l.- aGddFvgv. Y...&8."..5.9'..9.5.1.0.9.7.dV..@..z.......jj..TU...*..Z..0..}....c...
S.*.0..2....C7 0 XWe . LIUS< 8.1.66..a.~.. e VLWLWL XUl B2 P [s]ly ly Y8
A Lzl Onl<ike8ig>ulWep.~ L ALos~s (< LY > = ke yUIWLLLpdL A
LY eepyeexli9=> =70 Qe P 220 WS Ve {3..70D.00). 0 8..U..+..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\th[2].jpg

Process:
File Type:
Category:
Size (bytes):

C:\Program Files (x86)\Internet Explorer\iexplore.exe
JPEG image data, JFIF standard 1.01, resolution (DPI), density 72x72, segment length 16, baseline, precision 8, 150x150, frames 3
downloaded

5551
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\th[2].jpg
Entropy (8bit):  7.912556663981365

Encrypted: false

SSDEEP: 96:5PEeA7XysnXLdoR1eOZzFjcBy6nSo/Jy8LM4FVIH20GLk:5PpA7pnbdoFfW73/kX4FVI2Y

MDS5: F3A2F80F58F49597FF4E785E532006B1

SHA1L: 85DCB4EB6C5EBFIDC9074876802754A8A441FC85

SHA-256: 10252B2E9BBEDI9FA101E73283D7E05FC07843CB416701FF80A8B157B81A95E7F

SHA-512: 4DOADC467E3DBDE9B1503B3BD6FF88C19055AD4323F2A641AB5653BB6014EBD35C6796D2E4FC12F4EF88F8D42DC608C70B42495A810E4D60596C91F3737602E
B

Malicious: false

|IE Cache URL: hitp://https://www.bing.com/th?u=https%3a%2{%2fimg-s-msn-
com.akamaized.net%2ftenant%2famp%2fentityid%2fBB1fkpJk.img&ehk=HilriPbRsbFHpW1R13YXE4bkulV96V5SFczX3iTffRg%3d&w=150&h=150&c=8&rs=2&pid=WPO0

Preview:

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\th[3].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 150x150, frames 3
Category: downloaded

Size (bytes): 4602

Entropy (8bit): 7.919085409507157

Encrypted: false

SSDEEP: 96:pPEQIlac5U07wxonYM7ZCOPHZ3V4DItC+Es/YzbvLSLIBpxrDn5M:pPjeyynnlCoZ32In4TL6CHD+

MDS5: 8816AF91855EFBOBBI7FAF7429A17E5A

SHA1L: 7FFA5A24554D8CA448E6D1F98A7AC31F36CB2FC7

SHA-256: 1C54DB3F6FA0501ABOC6ACC1BFFC8629009F76BESAAGDE4239FEB24E3C6AEBFC

SHA-512: F615D37B9E117B9E1A8DC287DC4FD5888BES5F8CBIEICE6E49B547A0D39696117716603225117D05D7E30734131D15A5C651EFDOB6EIDAS46825352B25CCF08:
Malicious: false

|IE Cache URL: hitp://https://www.bing.com/th?u=https%3a%2{%2fimg-s-msn-
com.akamaized.net%2ftenant%2famp%2fentityid%2fBB1fjlfk.img&ehk=fogkfx9NpBv%2brwCOWIPL2X5KtkEUDG5AjpDW%2f%2bCifd0%3d&w=1508&h=150&c=8&rs=2&pi
d=WP0

Preview:

.XgBS.N)..i.,".H..uH..(..(..5H..$..$...u$...j"/..]4.[...h.).zV.. +.jtl.7E").V/.......O...(..C......8... lei.|.Y.py...4..=..y_Q....R{G2Z\4, 7.iz.>..p..
.zP..12.)....<).z..P..OZn).H.....h.4P.>(.. S$..J.&P...(....e..Py...mH..} #u..9.@."j...v.r.zd. kR..[..$.p.....P..."b[..9....8_A....... Qi[.Y.(#.[cAL<".. k.;djw\

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\th[4].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 150x150, frames 3
Category: downloaded

Size (bytes): 3561

Entropy (8bit): 7.878440257298762

Encrypted: false

SSDEEP: 96:pPEEPBM3vBIZmcrx2rYixTrLuYrBNnZ+E1Ahod:pPRBM3ZT{Tr35+hhod

MDS5: 3320821DDAAD044CFC063CC415815224

SHA1L: 547FA2595126A16D9DC3027A90E9E1CBEEF6CCAS

SHA-256: 021962EB9AA429F9CFA108D467E93503D2247BDD3CD414371FD8DCB304860468

SHA-512: 6BBC41216196099A273E4B0OE99B696F6D60BBABF816C828901A678E758B9531A9E3C3D6110BAE4AC850A66EDBCE34952F410FFFBB4FBF745B505C8547F71842A4
Malicious: false

|IE Cache URL: hitp://https://www.bing.com/th?u=https%3a%2{%2fimg-s-msn-
com.akamaized.net%2ftenant%2famp%2fentityid%2fBB1f7Ufv.img&ehk=1wok0OMghjUfFYwP20DoV2Cjfm|%2bU7Yr2y7aWYwLa%2fE%3d&w=150&h=150&c=8&rs=2&pi
d=WP0

Preview:

JRTTURRPRO W 11..AQ.aq."2...B....#3R..br...$4.%.....&'()*56 789: CDEFGHIJSTUVWXY Zcdefghijstuvwxyz....
. Ao (I XIM?10).E TC.|..S.I . F.."(TA5.XK67.(g..). . \*(5Hx.....\i.["\.f.A-B.0.2...C.....qkg."QKJ)..S.&s
).BXLX AL f.Q.?20Z..T.ow....eP _JO%}*d.G Se.a..v..+..._.E@.._.. 'u..0OE.3...c..{.LN..#..Ue-.nmA.e.%.l..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\th[5].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 72x72, segment length 16, baseline, precision 8, 150x150, frames 3
Category: downloaded

Size (bytes): 4856

Entropy (8bit):  7.9123534754158555
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\th[5].jpg

Encrypted:
SSDEEP:
MDS5:
SHAL:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

false

96:5PEVUMHHUZt9z9DcmTUovcPyREWSKNY Yyj3XgquvGr4j:5PKVHQqt9z917PyuaY 1jHBuJ
FFB90C8503E1B6E7DDFFIBOD34F8224A
B5C33E88BE9BF2BDFAF1413BBB3DB4AACT7ADS4ES
4C7D8830EF2A36840DA850A7203BFB300E2D62282DBCBE4950BE750699C61E24

D959DF12C4EFACD777AB6828ED9CE346CB6DC04FAA40E6294D1764F5190D655B491E33B3AFADS792807A5815EA647B0D787D3B4D3A755D4A7TFAECA21F18E2F
BA

false

hitp://https://www.bing.com/th?u=https%3a%2{%2fimg-s-msn-
com.akamaized.net%2ftenant%2famp%2fentityid%2fBB1fk9Yx.img&ehk=ZhorGYcGsv4ONnFmqulDK3dvGXtaoQL2kkyRIkNkono%3d&w=150&h=150&c=8&rs=2&pid=W
PO

JaT

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\th[6].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 640x640, segment length 16, baseline, precision 8, 150x150, frames 3
downloaded

6676

7.934622305650732

false

192:5Pwl4vzYTH570nRURC0JIGKmMMJIcli7r3E:JHyH5YRMJbJILin3E

C877FCFEE45C9F07ED11C2BCEDF9A443

D2C6249174697B5D7C2DAB1CD4508AFFFC54EB69
FB74581CCDB447D45F1B057F8D7FB4ED86FB2A942290C6B6ESEES5CDSEAE802C

75BF96F9C708F2F2311867BBC1657DA82D2BB7F8A9C48E03CD3E61F062E7B3B1E3D32D37735117BF65B9ACCO8C4ADGEY808EBBAOF6F7197C57B2BBBF2CBALL
C6

false

hitp://https://www.bing.com/th?u=https%3a%2{%2fimg-s-msn-
com.akamaized.net%2ftenant%2famp%2fentityid%2fBB1fk5r2.img&ehk=NrXMj7MDjTIxvuYX78PszW7orgLDcMKaJhC4fXgM1dg%3d&w=150&h=150&c=8&rs=2&pid=WP

n.!S.~.z."/mé.......-..

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\uYzy SF_Qx-quOm8lecsaqSoOd0[1].svg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

SVG Scalable Vector Graphics image

downloaded

1400

4.810462023135915

false
24:14LxHXU4dxCey0fA53J/S/7/sG5BmefEqrR5GTGOby2NF2E/:+x3U4S55Z/aB5BmefEqrRYK6
2C4837A751CDB1A7366A56A0BD33EF59
B98CF2FD217F431FAABBE9BC21E72C6AA4A839DD
AA593C656009A40AC1782DDEFEELEF31FID4CCADIF3F657DDFIA72C1EB7ES53A

79DBB36F29034FCB52BA9C51A01346F9CEAG694CAEBAYB149EEB66DB732B73C01C71FB7F4FBA892E67523E955153FAE4D0148C1024291CBBAOCBFC26FC5C86¢4
1E

false

hitp://https://www.bing.com/rp/uYzy_SF_Qx-quOm8lecsaqSoOd0.svg

<svg xmins="http://www.w3.0rg/2000/svg" xmins:xlink="http://www.w3.0rg/1999/xlink" viewBox="0 0 40 40" style="width:64px;height:64px;">.. <style type="text/css">..
.anim {.. animation-name: blink;.. animation-duration: 1s;.. animation-iteration-count: infinite;.. fill: #05E9F5;.. transition-timing-function: linear;.. }.. @k
eyframes blink {.. 0% {.. opacity: 0.. }. 50%{. opacity:1.. }. 75%{. opacity:1.. }. 100%{.. opacity:1.. }. }.. .delayl{. animation-delay:
0s;.. }. .delay2{.. animation-delay:.125s;.. }.. .delay3{. animation-delay:.25s;.. }.. .delay4{.. animation-delay:.375s;.. }.. .delay5{.. animation-
delay: .5s;.. }.. .delay6{. animation-delay: .675s;.. }.. .delay7{. animation-delay:.75s;.. }.. .delay8{.. animation-delay:.875s;.. }.. </style>.. <circle
class="delayl anim" cx="20" cy="8" r="3" />.. <circle class="dela

Static File Info
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General

File type:

Entropy (8bit):
TriD:

File name:
File size:
MD5:
SHA1L:
SHA256:

SHA512:

SSDEEP:

File Content Preview:

File Icon

Icon Hash:

Static PE Info

General

Entrypoint:

Entrypoint Section:
Digitally signed:
Imagebase:

Subsystem:

Image File Characteristics:
DLL Characteristics:

Time Stamp:

TLS Callbacks:

CLR (.Net) Version:

OS Version Major:

OS Version Minor:

File Version Major:

File Version Minor:
Subsystem Version Major:
Subsystem Version Minor:

Import Hash:

Entrypoint Preview

Instruction

push ebx

push ebx

and dword ptr [esp], 00000000h
add dword ptr [esp], ebp

mov ebp, esp

add esp, FFFFFFF8h

push esi

mov dword ptr [esp], FFFFO000h
call 00007F3CECA801EOh
push ecx

add dword ptr [esp], 00000247h

Copyright Joe Security LLC 2021

74f0edecccdceOed

0x10006099
.code

false
0x10000000

windows gui

PE32 executable (DLL) (GUI) Intel 80386, for MS Wi
ndows

5.34393990581221

e Win32 Dynamic Link Library (generic) (1002004/3)
99.60%

Generic Win/DOS Executable (2004/3) 0.20%
DOS Executable Generic (2002/1) 0.20%
Autodesk FLIC Image File (extensions: flc, fli, cel)
(7/3) 0.00%

KcFVz0y2si.dll
120716

.

.

.

ale2a0759924852¢160b109f73ffd091
7ebf1673c6661cfddfa4891c6e455111ce331333

657455d2129ca06ee85ch534186d7d80b648e10f7f9e50f
43cc5f56fbc7d154¢

b11faf5946d3f5f83d87be899ceb10f15501dccf80d88e51
€3227b25331c6737e276665c2992c6eefa2074f5140d12€
2a0a68ede6lac8cec810f6d737c179e84

1536:DWKaY5Se9WnVI78XvnoxJasJvVRHKmyGDvDkO
Rt9Y5615ZMpvV05090X5xPw8:DWa0eQnVI7qCqZGDv
Dk4wol5wOEU

is program cannot be run in DOS mode....$......._
.6e..6e..)v..6e...w..6e.Rich.6e. PE..L
e Ze TP

32BIT_MACHINE, EXECUTABLE_IMAGE, DLL

0x6066E9DO [Fri Apr 2 09:54:24 2021 UTC]

o & O b O »

811de8e945c2087a6e052096546cd842
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Instruction

sub dword ptr [esp], ecx

push ecx

mov dword ptr [esp], 00005267h
call 00007F3CECA7CB8%

push esi

mov esi, eax

or esi, eax

mov eax, esi

pop esi

jne 00007F3CECA81C82h

pushad

push 00000000h

mov dword ptr [esp], edi

xor edi, edi

or edi, dword ptr [ebx+0041856Bh]
mov eax, edi

pop edi

push edx

add dword ptr [esp], 40h

sub dword ptr [esp], edx

push ebx

mov dword ptr [esp], 00001000h
push edi

sub dword ptr [esp], edi

xor dword ptr [esp], eax

push 00000000h

call dword ptr [ebx+0045D014h]
mov dword ptr [ebp-04h], ecx

and ecx, 00000000h

XOr ecx, eax

and edi, 00000000h

or edi, ecx

mov ecx, dword ptr [ebp-04h]

push eax

sub eax, dword ptr [esp]

or eax, edi

and dword ptr [ebx+0041809Bh], 00000000h
xor dword ptr [ebx+0041809Bh], eax
pop eax

cmp ebx, 00000000h

jbe 00007F3CECA81C5Eh

add dword ptr [ebx+004180F7h], ebx
add dword ptr [ebx+00418633h], ebx
mov dword ptr [ebp-04h], edx

sub edx, edx

xor edx, dword ptr [ebx+004180F7h]
mov esi, edx

mov edx, dword ptr [ebp-04h]

push edi

xor edi, dword ptr [esp]

xor edi, dword ptr [ebx+0041856Bh]
and ecx, 00000000h

or ecx, edi

pop edi

cld

rep movsbh

push ebx

mov dword ptr [eax+eax], 00000000h

Data Directories

Name
IMAGE_DIRECTORY_ENTRY_EXPORT
IMAGE_DIRECTORY_ENTRY_IMPORT

Copyright Joe Security LLC 2021

Virtual Address
0x17000
0x5d050

Virtual Size
0x51
0x64

Is in Section
.data

.data
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Name Virtual Address Virtual Size Is in Section

IMAGE_DIRECTORY_ENTRY_RESOURCE 0x0 0x0

IMAGE_DIRECTORY_ENTRY_EXCEPTION 0x0 0x0

IMAGE_DIRECTORY_ENTRY_SECURITY 0x0 0x0

IMAGE_DIRECTORY_ENTRY_BASERELOC 0x0 0x0

IMAGE_DIRECTORY_ENTRY_DEBUG 0x0 0x0

IMAGE_DIRECTORY_ENTRY_COPYRIGHT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_GLOBALPTR 0x0 0x0

IMAGE_DIRECTORY_ENTRY_TLS 0x0 0x0

IMAGE_DIRECTORY_ENTRY_LOAD_CONFIG 0x0 0x0

IMAGE_DIRECTORY_ENTRY_BOUND_IMPORT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_IAT 0x5d000 0x50 .data

IMAGE_DIRECTORY_ENTRY_DELAY_IMPORT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_COM_DESCRIPTOR 0x0 0x0

IMAGE_DIRECTORY_ENTRY_RESERVED 0x0 0x0

Sections

Name  Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

.code 0x1000 0x15966 0x15a00 False 0.70799087789 data 6.48337924377 IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ

.data 0x17000 0x51 0x200 False 0.140625 data 0.863325225156 IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_READ

.rdata 0x18000 0x44c5f 0x1800 False 0.13330078125 data 0.926783139034 IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

.data 0x5d000 0x250 0x400 False 0.2900390625 data 2.96075631554 IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

Imports

DLL Import

user32.dll GetActiveWindow, CheckDIgButton, CheckMenultem, CheckRadioButton, CheckMenuRadioltem

kernel32.dll GetProcAddress, LoadLibraryA, VirtualProtect, VirtualAlloc, IstrlenA, GetCurrentThreadld, GetCurrentProcess,

GetCurrentThread, Module32FirstW

ole32.dll Olelnitialize

comctl32.dll DPA_Sort

Exports

Name Ordinal Address

StartService 1 0x1000b959

Network Behavior

Network Port Distribution

Total Packets: 59

® 53 (DNS)
@ 80 (HTTP)
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TCP Packets

Timestamp Source Port Dest Port Source IP Dest IP

Apr 5, 2021 22:38:08.764158010 CEST 49739 80 192.168.2.4 185.243.114.196
Apr 5, 2021 22:38:08.764426947 CEST 49740 80 192.168.2.4 185.243.114.196
Apr 5, 2021 22:38:09.772320986 CEST 49740 80 192.168.2.4 185.243.114.196
Apr 5, 2021 22:38:09.772366047 CEST 49739 80 192.168.2.4 185.243.114.196
Apr 5, 2021 22:38:11.788331985 CEST 49740 80 192.168.2.4 185.243.114.196
Apr 5, 2021 22:38:11.788552999 CEST 49739 80 192.168.2.4 185.243.114.196
Apr 5, 2021 22:38:15.806183100 CEST 49742 80 192.168.2.4 185.243.114.196
Apr 5, 2021 22:38:15.806195021 CEST 49741 80 192.168.2.4 185.243.114.196
Apr 5, 2021 22:38:16.804202080 CEST 49741 80 192.168.2.4 185.243.114.196
Apr 5, 2021 22:38:16.819881916 CEST 49742 80 192.168.2.4 185.243.114.196
Apr 5, 2021 22:38:18.804348946 CEST 49741 80 192.168.2.4 185.243.114.196
Apr 5, 2021 22:38:18.851183891 CEST 49742 80 192.168.2.4 185.243.114.196
Apr 5, 2021 22:38:32.121098042 CEST 49743 80 192.168.2.4 185.243.114.196
Apr 5, 2021 22:38:32.121400118 CEST 49744 80 192.168.2.4 185.243.114.196
Apr 5, 2021 22:38:33.133723974 CEST 49744 80 192.168.2.4 185.243.114.196
Apr 5, 2021 22:38:33.136876106 CEST 49743 80 192.168.2.4 185.243.114.196
Apr 5, 2021 22:38:35.149408102 CEST 49744 80 192.168.2.4 185.243.114.196
Apr 5, 2021 22:38:35.153387070 CEST 49743 80 192.168.2.4 185.243.114.196
Apr 5, 2021 22:38:39.170775890 CEST 49745 80 192.168.2.4 185.243.114.196
Apr 5, 2021 22:38:40.165452003 CEST 49745 80 192.168.2.4 185.243.114.196

UDP Packets

Timestamp Source Port Dest Port Source IP Dest IP
Apr 5, 2021 22:36:28.548943043 CEST 59042 53 192.168.2.4 8.8.8.8
Apr 5, 2021 22:36:28.597814083 CEST 53 59042 8.8.8.8 192.168.2.4
Apr 5, 2021 22:36:29.724076986 CEST 56483 53 192.168.2.4 8.8.8.8
Apr 5, 2021 22:36:29.778336048 CEST 53 56483 8.8.8.8 192.168.2.4
Apr 5, 2021 22:37:03.830044031 CEST 51025 53 192.168.2.4 8.8.8.8
Apr 5, 2021 22:37:03.884473085 CEST 53 51025 8.8.8.8 192.168.2.4
Apr 5, 2021 22:37:08.102475882 CEST 61516 53 192.168.2.4 8.8.8.8
Apr 5, 2021 22:37:08.148294926 CEST 53 61516 8.8.8.8 192.168.2.4
Apr 5, 2021 22:37:09.622541904 CEST 49182 53 192.168.2.4 8.8.8.8
Apr 5, 2021 22:37:09.671269894 CEST 53 49182 8.8.8.8 192.168.2.4
Apr 5, 2021 22:37:12.517050028 CEST 59920 53 192.168.2.4 8.8.8.8
Apr 5, 2021 22:37:12.562946081 CEST 53 59920 8.8.8.8 192.168.2.4
Apr 5, 2021 22:37:14.172424078 CEST 57458 53 192.168.2.4 8.8.8.8
Apr 5, 2021 22:37:14.218343973 CEST 53 57458 8.8.8.8 192.168.2.4
Apr 5, 2021 22:37:15.337971926 CEST 50579 53 192.168.2.4 8.8.8.8
Apr 5, 2021 22:37:15.383836031 CEST 53 50579 8.8.8.8 192.168.2.4
Apr 5, 2021 22:37:17.715152025 CEST 51703 53 192.168.2.4 8.8.8.8
Apr 5, 2021 22:37:17.761555910 CEST 53 51703 8.8.8.8 192.168.2.4
Apr 5, 2021 22:37:18.481370926 CEST 65248 53 192.168.2.4 8.8.8.8
Apr 5, 2021 22:37:18.527244091 CEST 53 65248 8.8.8.8 192.168.2.4
Apr 5, 2021 22:37:19.719419003 CEST 53723 53 192.168.2.4 8.8.8.8
Apr 5, 2021 22:37:19.778256893 CEST 53 53723 8.8.8.8 192.168.2.4
Apr 5, 2021 22:37:20.940169096 CEST 64646 53 192.168.2.4 8.8.8.8
Apr 5, 2021 22:37:20.997154951 CEST 53 64646 8.8.8.8 192.168.2.4
Apr 5, 2021 22:37:22.987382889 CEST 65298 53 192.168.2.4 8.8.8.8
Apr 5, 2021 22:37:23.033243895 CEST 53 65298 8.8.8.8 192.168.2.4
Apr 5, 2021 22:37:23.326570034 CEST 59123 53 192.168.2.4 8.8.8.8
Apr 5, 2021 22:37:23.384947062 CEST 53 59123 8.8.8.8 192.168.2.4
Apr 5, 2021 22:37:24.412733078 CEST 54531 53 192.168.2.4 8.8.8.8
Apr 5, 2021 22:37:24.438082933 CEST 49714 53 192.168.2.4 8.8.8.8
Apr 5, 2021 22:37:24.469476938 CEST 53 54531 8.8.8.8 192.168.2.4
Apr 5, 2021 22:37:24.485538006 CEST 53 49714 8.8.8.8 192.168.2.4
Apr 5, 2021 22:37:24.769974947 CEST 58028 53 192.168.2.4 8.8.8.8
Apr 5, 2021 22:37:24.815906048 CEST 53 58028 8.8.8.8 192.168.2.4
Apr 5, 2021 22:37:25.057317019 CEST 53097 53 192.168.2.4 8.8.8.8
Apr 5, 2021 22:37:25.122906923 CEST 53 53097 8.8.8.8 192.168.2.4
Apr 5, 2021 22:37:25.761248112 CEST 49257 53 192.168.2.4 8.8.8.8
Apr 5, 2021 22:37:25.824556112 CEST 53 49257 8.8.8.8 192.168.2.4
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Timestamp

Apr 5, 2021 22:37:25.834578991 CEST
Apr 5, 2021 22:37:25.888695955 CEST
Apr 5, 2021 22:37:26.462814093 CEST
Apr 5, 2021 22:37:26.517333984 CEST
Apr 5, 2021 22:37:27.283225060 CEST
Apr 5, 2021 22:37:27.329174042 CEST
Apr 5, 2021 22:37:28.127063036 CEST
Apr 5, 2021 22:37:28.186378956 CEST
Apr 5, 2021 22:37:29.885588884 CEST
Apr 5, 2021 22:37:29.932261944 CEST
Apr 5, 2021 22:37:30.670151949 CEST
Apr 5, 2021 22:37:30.720211029 CEST
Apr 5, 2021 22:37:53.291074038 CEST
Apr 5, 2021 22:37:53.348527908 CEST
Apr 5, 2021 22:37:54.302594900 CEST
Apr 5, 2021 22:37:54.359628916 CEST
Apr 5, 2021 22:37:55.320905924 CEST
Apr 5, 2021 22:37:55.382958889 CEST
Apr 5, 2021 22:37:57.334558964 CEST
Apr 5, 2021 22:37:57.383399963 CEST
Apr 5, 2021 22:38:01.334794998 CEST
Apr 5, 2021 22:38:01.383512974 CEST
Apr 5, 2021 22:38:07.635390997 CEST
Apr 5, 2021 22:38:07.691448927 CEST
Apr 5, 2021 22:38:08.662898064 CEST
Apr 5, 2021 22:38:08.744667053 CEST
Apr 5, 2021 22:38:09.429306030 CEST
Apr 5, 2021 22:38:09.540498972 CEST
Apr 5, 2021 22:38:09.544836044 CEST
Apr 5, 2021 22:38:09.602593899 CEST
Apr 5, 2021 22:38:09.608922958 CEST
Apr 5, 2021 22:38:09.666426897 CEST
Apr 5, 2021 22:38:22.879291058 CEST
Apr 5, 2021 22:38:22.933897018 CEST
Apr 5, 2021 22:38:31.118469954 CEST
Apr 5, 2021 22:38:31.174829006 CEST
Apr 5, 2021 22:38:32.032649994 CEST
Apr 5, 2021 22:38:32.102869034 CEST
Apr 5, 2021 22:38:39.172539949 CEST
Apr 5, 2021 22:38:39.226543903 CEST

DNS Queries

Timestamp

Apr 5, 2021 22:37:25.761248112 CEST
Apr 5, 2021 22:38:08.662898064 CEST
Apr 5, 2021 22:38:22.879291058 CEST
Apr 5, 2021 22:38:32.032649994 CEST

Apr 5, 2021 22:38:39.172539949 CEST

DNS Answers

Timestamp Source IP

Apr 5, 2021
22:37:25.824556112
CEST

8.8.8.8

Apr 5, 2021 8.8.8.8
22:37:25.824556112

CEST

Apr 5, 2021
22:37:25.824556112
CEST

8.8.8.8
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Dest IP
192.168.2.4

192.168.2.4

192.168.2.4

Source IP

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

Trans ID

0x86fc

0x86fc

0x86fc

Source Port
62389
53
49910
53
55854
53
64549
53
63153
53
52991
53
53700
53
53700
53
53700
53
53700
53
53700
53
51726
53
56794
53
56534
53
56627
53
56621
53
63116
53
64078
53
64801
53
61721
53

Dest IP
8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Reply Code
No error (0)

No error (0)

No error (0)

Dest Port
53
62389
53
49910
53
55854
53
64549
53
63153
53
52991
53
53700
53
53700
53
53700
53
53700
53
53700
53
51726
53
56794
53
56534
53
56627
53
56621
53
63116
53
64078
53
64801
53
61721

Trans ID

0x86fc

Ox1e3f

0xd986

0x5e2b

Oxbea6

Name

login.micr
osoftonline.com

a.privatel
ink.msiden
tity.com

prda.aadg.
msidentity.com

Source IP
192.168.2.4
8.8.8.8
192.168.2.4
8.8.8.8
192.168.2.4
8.8.8.8
192.168.2.4
8.8.8.8
192.168.2.4
8.8.8.8
192.168.2.4
8.8.8.8
192.168.2.4
8.8.8.8
192.168.2.4
8.8.8.8
192.168.2.4
8.8.8.8
192.168.2.4
8.8.8.8
192.168.2.4
8.8.8.8
192.168.2.4
8.8.8.8
192.168.2.4
8.8.8.8
192.168.2.4
8.8.8.8
192.168.2.4
8.8.8.8
192.168.2.4
8.8.8.8
192.168.2.4
8.8.8.8
192.168.2.4
8.8.8.8
192.168.2.4
8.8.8.8
192.168.2.4
8.8.8.8

OP Code Name

Standard query  login.micr
(0) osoftonline.com

Standard query  underl7.com
(0)
Standard query
(0)
Standard query
(0)
Standard query
(0)

underl7.com

underl7.com

underl7.com

CName Address

a.privatelink.msidentity.co
m

prda.aadg.msidentity.com

www.tm.a.prd.aadg.traffic
manager.net

Dest IP
8.8.8.8
192.168.2.4
8.8.8.8
192.168.2.4
8.8.8.8
192.168.2.4
8.8.8.8
192.168.2.4
8.8.8.8
192.168.2.4
8.8.8.8
192.168.2.4
8.8.8.8
192.168.2.4
8.8.8.8
192.168.2.4
8.8.8.8
192.168.2.4
8.8.8.8
192.168.2.4
8.8.8.8
192.168.2.4
8.8.8.8
192.168.2.4
8.8.8.8
192.168.2.4
8.8.8.8
192.168.2.4
8.8.8.8
192.168.2.4
8.8.8.8
192.168.2.4
8.8.8.8
192.168.2.4
8.8.8.8
192.168.2.4
8.8.8.8
192.168.2.4
8.8.8.8
192.168.2.4

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Type
CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP

Apr 5, 2021 8.8.8.8
22:37:25.888695955
CEST

Apr 5, 2021 8.8.8.8
22:38:08.744667053
CEST

Apr 5, 2021 8.8.8.8
22:38:22.933897018
CEST

Apr 5, 2021 8.8.8.8
22:38:32.102869034
CEST

Apr 5, 2021 8.8.8.8
22:38:39.226543903
CEST

Dest IP
192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

Code Manipulations

Statistics

Behavior

)

System Behavior

Click to jump to process

Trans ID

Oxalcf

Ox1e3f

0xd986

0x5e2b

Oxbea6

Reply Code
No error (0)

No error (0)

Server failure

(@)

No error (0)

Server failure

(@)

Name CName Address

prda.aadg. www.tm.a.prd.aadg.akadn
msidentity.com  s.net

underl7.com 185.243.114.196
underl7.com none none
underl7.com 185.243.114.196
underl7.com none none

@ loaddII32.exe
® cmd.exe

@ rundll32.exe
@ rundll32.exe
@ iexplore.exe
@ iexplore.exe
@ iexplore.exe
@ iexplore.exe

iexplore.exe

@ iexplore.exe
@ iexplore.exe

Type
CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

Analysis Process: loaddll32.exe PID: 4200 Parent PID: 5932

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

Copyright Joe Security LLC 2021

22:36:35

05/04/2021

C:\Windows\System32\loaddlI32.exe

true

loaddlI32.exe 'C:\Users\user\Desktop\KcFVz0y2si.dll'
0xd80000

116736 bytes
542795ADF7CCO8EFCF675D65310596E8

true

true

C, C++ or other language
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Yara matches:

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000000.00000003.798289692.0000000003ACB000.00000004.00000040.sdmp,

Author: Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000000.00000003.798356915.0000000003ACB000.00000004.00000040.sdmp,

Author: Joe Security

e Rule: JoeSecurity_Ursnif_1, Description: Yara detected Ursnif, Source:
00000000.00000002.912950369.0000000001180000.00000004.00000001.sdmp, Author:

Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000000.00000003.798241587.0000000003ACB000.00000004.00000040.sdmp,

Author: Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000000.00000003.798380410.0000000003ACB000.00000004.00000040.sdmp,

Author: Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000000.00000003.798275065.0000000003ACB000.00000004.00000040.sdmp,

Author: Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000000.00000003.798260213.0000000003ACB000.00000004.00000040.sdmp,

Author: Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000000.00000003.877675545.00000000039CD000.00000004.00000040.sdmp, Author:

Joe Security
Reputation: moderate
File Activities
Source
File Path Access Attributes Options Completion Count Address Symbol
Source
File Path Offset Length Completion Count Address Symbol
Analysis Process: cmd.exe PID: 2936 Parent PID: 4200
General
Start time: 22:36:35
Start date: 05/04/2021
Path: C:\Windows\SysWOW64\cmd.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

true

cmd.exe /C rundll32.exe 'C:\Users\user\Desktop\KcFVz0y2si.dll', #1
0x11d0000

232960 bytes

F3BDBE3BB6F734E357235F4D5898582D

true

true

C, C++ or other language

Reputation: high
File Activities
Source
File Path Access Attributes Options Completion Count Address Symbol
Analysis Process: rundll32.exe PID: 1852 Parent PID: 4200
General
Start time: 22:36:36
Start date: 05/04/2021
Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

Copyright Joe Security LLC 2021

true

rundll32.exe C:\Users\user\Desktop\KcFVz0y2si.dll,StartService
0x1320000

61952 bytes
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MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

D7CA562B0DB4F4DDOF03A89A1FDAD6G3D

true

true

C, C++ or other language

.

Rule: JoeSecurity_Ursnif_1, Description: Yara detected Ursnif, Source:
00000002.00000002.678640834.00000000011D0000.00000004.00000001.sdmp, Author:
Joe Security

Reputation: high
File Activities
Source
File Path Offset Length Completion Count Address Symbol
Analysis Process: rundll32.exe PID: 408 Parent PID: 2936
General
Start time: 22:36:36
Start date: 05/04/2021
Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

Reputation:

File Activities

File Path

true

rundll32.exe 'C:\Users\user\Desktop\KcFVz0y2si.dll',#1

0x1320000

61952 bytes
D7CA562B0DB4F4DDOF03A89A1FDAD63D

true

true

C, C++ or other language

.

high

Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000003.00000003.800812479.0000000004D38000.00000004.00000040.sdmp, Author:
Joe Security

Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000003.00000003.800782996.0000000004D38000.00000004.00000040.sdmp, Author:
Joe Security

Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000003.00000003.800751690.0000000004D38000.00000004.00000040.sdmp, Author:
Joe Security

Rule: JoeSecurity_Ursnif_1, Description: Yara detected Ursnif, Source:
00000003.00000002.912982119.00000000001D0000.00000004.00000001.sdmp, Author:
Joe Security

Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000003.00000003.800877488.0000000004D38000.00000004.00000040.sdmp, Author:
Joe Security

Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000003.00000003.800857311.0000000004D38000.00000004.00000040.sdmp, Author:
Joe Security

Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000003.00000003.800835964.0000000004D38000.00000004.00000040.sdmp, Author:
Joe Security

Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000003.00000003.800898920.0000000004D38000.00000004.00000040.sdmp, Author:
Joe Security

Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000003.00000003.800911923.0000000004D38000.00000004.00000040.sdmp, Author:
Joe Security

Source

Offset Length Completion Count Address Symbol

Analysis Process: iexplore.exe PID: 5740 Parent PID: 800

General

Start time:

Copyright Joe Security LLC 2021

22:37:21
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Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator privileges:

Programmed in:

05/04/2021

C:\Program Files\internet exploreniexplore.exe

false

‘C:\Program Files\Internet Exploreniexplore.exe' -Embedding
0x7ff7d3ff0000

823560 bytes

6465CB92B25A7BC1DF8E01D8AC5E7596

true

true

C, C++ or other language

Reputation: high
File Activities
Source
File Path Access Attributes Options Completion Count Address Symbol
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
Source
File Path Offset Length Completion Count Address Symbol
Registry Activities
Source
Key Path Name Type Data Completion Count Address Symbol
Source
Key Path Name Type Old Data New Data Completion Count Address Symbol
Analysis Process: iexplore.exe PID: 1260 Parent PID: 5740
General
Start time: 22:37:22
Start date: 05/04/2021
Path: C:\Program Files (x86)\Internet Explorer\iexplore.exe

Wow64 process (32bit):

Commandline:

Imagebase:
File size:
MD5 hash:

Has elevated privileges:

Has administrator privileges:

Programmed in:

Reputation:

File Activities

File Path

File Path

File Path

Access

Offset Length Value

true

‘C:\Program Files (x86)\Internet Explore'\lIEXPLORE.EXE' SCODEF:5740 CREDAT:17410

Iprefetch:2

0xf10000

822536 bytes
071277CC2E3DF41EEEA8013E2AB58D5A
true

true

C, C++ or other language

high

Attributes Options Completion
Ascii Completion
Offset Length Completion

Source
Count Address Symbol

Source
Count Address Symbol

Source
Count Address Symbol

Analysis Process: iexplore.exe PID: 2212 Parent PID: 800

General

Copyright Joe Security LLC 2021
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Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

22:38:06

05/04/2021

C:\Program Files\internet exploreniexplore.exe

false

‘C:\Program Files\Internet Exploreniexplore.exe' -Embedding
0x7ff7d3ff0000

823560 bytes

6465CB92B25A7BC1DF8E01D8AC5E7596

true

true

C, C++ or other language

Reputation: high
File Activities
Source
File Path Access Attributes Options Completion Count Address Symbol
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
Source
File Path Offset Length Completion Count Address Symbol
Registry Activities
Source
Key Path Name Type Data Completion Count Address Symbol
Source
Key Path Name Type Old Data New Data Completion Count Address Symbol
Analysis Process: iexplore.exe PID: 4592 Parent PID: 2212
General
Start time: 22:38:06
Start date: 05/04/2021
Path: C:\Program Files (x86)\Internet Explorer\iexplore.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Path Access
File Path Offset Length Value
File Path

true

‘C:\Program Files (x86)\Internet Explorel\lIEXPLORE.EXE' SCODEF:2212 CREDAT:17410

Iprefetch:2

0xf10000

822536 bytes
071277CC2E3DF41EEEA8013E2AB58D5A
true

true

C, C++ or other language

high

Attributes Options Completion
Ascii Completion
Offset Length Completion

Source
Count Address Symbol

Source
Count Address Symbol

Source
Count Address Symbol

Analysis Process: iexplore.exe PID: 5348 Parent PID: 2212

General

Copyright Joe Security LLC 2021
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Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

22:38:07

05/04/2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe
true

'‘C:\Program Files (x86)\Internet Explore'\lIEXPLORE.EXE' SCODEF:2212 CREDAT:17414
Iprefetch:2

0xf10000

822536 bytes
071277CC2E3DF41EEEA8013E2AB58D5A
true

true

C, C++ or other language

Reputation: high
File Activities
Source
File Path Access Attributes Options Completion Count Address Symbol
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
Source
File Path Offset Length Completion Count Address Symbol
Analysis Process: iexplore.exe PID: 1076 Parent PID: 800
General
Start time: 22:38:29
Start date: 05/04/2021
Path: C:\Program Files\internet exploreniexplore.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Path Access
File Path Offset Length Value
File Path

Registry Activities

Key Path Name

Type

Key Path Name Type Old Data

false

‘C:\Program Files\Internet Exploren\iexplore.exe' -Embedding
0x7ff7d3ff0000

823560 bytes

6465CB92B25A7BC1DF8E01D8AC5E7596

true

true

C, C++ or other language

high

Source

Attributes Options Completion Count Address Symbol
Source

Ascii Completion Count Address Symbol
Source

Offset Length Completion Count Address Symbol
Source

Data Completion Count Address Symbol
Source

New Data Completion Count Address Symbol

Analysis Process: iexplore.exe PID: 2440 Parent PID: 1076

General
Copyright Joe Security LLC 2021
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Start time: 22:38:30

Start date: 05/04/2021

Path: C:\Program Files (x86)\Internet Explorer\iexplore.exe

Wow64 process (32bit): true

Commandline: '‘C:\Program Files (x86)\Internet Explorel\lIEXPLORE.EXE' SCODEF:1076 CREDAT:17410
Iprefetch:2

Imagebase: 0xf10000

File size: 822536 bytes

MD5 hash: 071277CC2E3DF41EEEA8013E2AB58D5A

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File Activities

Source

File Path Access Attributes Options Completion Count Address Symbol
Source

File Path Offset Length Value Ascii Completion Count Address Symbol
Source

File Path Offset Length Completion Count Address Symbol

Disassembly

Code Analysis
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