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Analysis Report 606d810b8ff92.pdf.dll

Overview

General Information

Sample 606d810b8ff92.pdf.dll
Name:

Analysis ID: 383181

MD5: 0deffc9d5103539..
SHAL: b449c2ffdd33a3c..
SHA256: 6c99703002€a52..
Tags:

Infos: @ 4t oS

Most interesting Screenshot:

Startup

= System is w10x64

Detection

F MALICIOUS ]

Classification

Sigma detected: Execute DLL with s...
Sigma detected: Register DLL with s...
Yara detected Ursnif

Initial sample is a PE file and has a. ...

Contains functionality/te callinative fi..

Contains functienality to/checkifia d:..
Contains functionality te;dynamically...

Contains functionality/to'guery, CPUI ...

Contains functionality'te guery/locale:..
68

w
«Q
>
2
(=
=
®
(7]

Score: Contains functionality/te read the PEB
Range: 0-100 Creates alprocess|inisuspendedimo...
Whitelisted: false
X Detected potentiallcryptofunction
Confidence: 100%
Eound potentiallstring decryption//a...

e [ loaddli32.exe (PID: 6092 cmdline: loaddll32.exe 'C:\Users\user\Desktop\606d810b8ff92.pdf.dIl' MD5: 542795ADF7CCO8EFCF675D65310596E8)

cmd.exe (PID: 4812 cmdline: cmd.exe /C rundll32.exe 'C:\Users\user\Desktop\606d810b8ff92.pdf.dll'#1 MD5: F3BDBE3BB6F734E357235F4D5898582D)

. D rundll32.exe (PID: 5520 cmdline: rundll32.exe 'C:\Users\user\Desktop\606d810b8ff92.pdf.dll',#1 MD5: D7CA562BODB4F4DDOF03A89A1FDAD63D)
o [ regsvr32.exe (PID: 4792 cmdline: regsvr32.exe /s C:\Users\user\Desktop\606d810b8ff92.pdf.dll MD5: 426E7499F6A7346F0410DEAD0O805586B)
. @ iexplore.exe (PID: 2436 cmdline: C:\Program Files\Internet Exploreniexplore.exe MD5: 6465CB92B25A7BC1DF8E01D8SAC5E7596)
. @ iexplore.exe (PID: 4564 cmdline: 'C:\Program Files (x86)\Internet ExplorelEXPLORE.EXE' SCODEF:2436 CREDAT:17410 /prefetch:2 MD5:
071277CC2E3DF41EEEA8013E2AB58D5A)

. rundll32.exe (PID: 4804 cmdline:
rundll32.exe (PID: 6176 cmdline:
rundll32.exe (PID: 6268 cmdline:
rundll32.exe (PID: 6284 cmdline:
rundll32.exe (PID: 6528 cmdline:
rundll32.exe (PID: 6564 cmdline:

.

.

[ I I

= cleanup

Malware Configuration

No configs have been found

Yara Overview

Sigma Overview

System Summary:
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rundll32.exe C:\Users\user\Desktop\606d810b8ff92.pdf.dll,Chartheal MD5: D7CA562B0DB4F4DD0OF03A89A1FDADG3D)
rundll32.exe C:\Users\user\Desktop\606d810b8ff92.pdf.dll,Claimdecide MD5: D7CA562B0DB4F4DDOF03A89A1FDAD63D)
rundll32.exe C:\Users\user\Desktop\606d810b8ff92.pdf.dll,DeathBroad MD5: D7CA562B0DB4F4DDOF03A89A1FDAD63D)
rundll32.exe C:\Users\user\Desktop\606d810b8ff92.pdf.dll,DIIRegisterServer MD5: D7CA562B0DB4F4DDOF03A89A1FDAD63D)
rundll32.exe C:\Users\user\Desktop\606d810b8ff92.pdf.dll,Meetfinish MD5: D7CA562B0DB4F4DDOF03A89A1FDAD63D)
rundll32.exe C:\Users\user\Desktop\606d810b8ff92.pdf.dIl,Mouththese MD5: D7CA562B0DB4F4DDOF03A89A1FDAD63D)
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Sigma detected: Execute DLL with spoofed extension

Sigma detected: Register DLL with spoofed extension

Signature Overview

@ Compliance

@ Spreading

@ Networking

@ Key, Mouse, Clipboard, Microphone and Screen Capturing
@ E-Banking Fraud

@ System Summary

@ Data Obfuscation

@ Hooking and other Techniques for Hiding and Protection
©® Malware Analysis System Evasion

@ Anti Debugging

@ HIPS / PFW / Operating System Protection Evasion

@ Language, Device and Operating System Detection

@ Stealing of Sensitive Information

@ Remote Access Functionality

@

Click to jump to signature section

Key, Mouse, Clipboard, Microphone and Screen Capturing:

Yara detected Ursnif

E-Banking Fraud:

Yara detected Ursnif

System Summary:

Hooking and other Techniques for Hiding and Protection:

Yara detected Ursnif

Stealing of Sensitive Information:

Yara detected Ursnif

Remote Access Functionality:

Yara detected Ursnif

Mitre Att&ck Matrix

Remote

Initial Privilege Credential Lateral Command Network Service
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and Control Effects Effects
Valid Native DLL Side-  Process Masquerading oS System Time Remote Archive Exfiltration Encrypted Eavesdrop on  Remotel

Accounts  API Loading Injection Credential Discovery Services Collected  Over Other Channel Insecure Track De
Dumping Data Network Network Without

Medium Communication Authorizi
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Initial
Access

Default
Accounts

Domain
Accounts

Local
Accounts

Cloud
Accounts

Replication
Through
Removable
Media

External
Remote
Services

Execution Persistence

Scheduled Boot or
Task/Job  Logon

Initialization
Scripts
At (Linux) Logon Script
(Windows)
At Logon Script
(Windows) (Mac)
Cron Network
Logon Script
Launchd  Rc.common

Scheduled Startup
Task Items

Behavior Graph

Privilege
Escalation

DLL Side-
Loading

Logon Script
(Windows)

Logon Script
(Mac)

Network
Logon Script

Rc.common

Startup ltems

geolocation.onetrust.com

104.20.185.68, 443, 49730, 49731
CLOUDFLARENETUS
United States EE

Screenshots

Thumbnails

iexplore.exe :..

[ O

e
e

192.168.2.1

unknown started

unknown

&

@ iexplore.exe

Ig3.media.net
2.22.155.145, 443, 49732, 49733
AKAMAI-ASUS

European Union

cmd.exe :..
O
G = N
started
“{; rundll32.exe E..

[/
G

4 other IPs or domains

This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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Credential Lateral
Defense Evasion Access Discovery Movement Collection Exfiltration
Process LSASS Security Remote Data from  Exfiltration
Injection Memory Software Desktop Removable Over
Discovery Protocol Media Bluetooth
Deobfuscate/Decode Security Process SMB/Windows Data from  Automated
Files or Account Discovery Admin Shares Network  Exfiltration
Information Manager Shared
Drive
Obfuscated Files or NTDS File and Distributed Input Scheduled
Information Directory Component Capture Transfer
Discovery Object Model
Regsvr32 LSA System SSH Keylogging Data
Secrets Information Transfer
Discovery Size Limits
Rundll32 Cached System VNC GUI Input  Exfiltration
Domain Owner/User Capture Over C2
Credentials Discovery Channel
DLL Side- DCSync Network Windows Web Portal Exfiltration
Loading Sniffing Remote Capture Over
Management Alternative
Protocol
Behavior Graph L
€g
ID: 383181 _m
Sample: 606d810b8ff92.pdf.dil SUSPICIOUS
Startdate: 07/04/2021 CLEAN
Architecture:  WINDOWS UNKNOWN
Score: 68

loaddII32.exe .

G ]
started ste
Ly

regsvr32.exe

g
C]

Q

Command
and Control

Non-
Application
Layer
Protocol

Application
Layer
Protocol

Protocol
Impersonation

Fallback
Channels

Multiband
Communication

Commonly
Used Port

Process
Signature
Created File
DNS/IP Info
Is Dropped

Network
Effects

Exploit SS7 to
Redirect Phone
Calls/SMS

Exploit SS7 to
Track Device
Location

SIM Card
Swap

Manipulate
Device
Communication

Jamming or
Denial of
Service

Rogue Wi-Fi
Access Points

Is Windows Process

Number of created Files

Visual Basic
Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Remote
Service
Effects

Remotel
Wipe Da
Without
Authorizi

Obtain
Device
Cloud
Backups

Number of created Registry Values
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A https://vewvemsn.com/de-chitacidzichp ~ @ & || Search...

3 MSN Schweiz | Sign in Hot...

Microsoft tritt fiir den Schutz lhrer Privatsphdre ein.

Microsoft und unsere Drittanbieter verwenden Cookies, um Informationen wie eindeutige IDs zu speichern und darauf zuzugreifen,
sodass unsere Dienste und Werbeanzeigen bereitgs verwaltet und verbessert werden kdnnen. Wenn Sie zustimmen,
personalisieren MSN die angezeigten Inhalte und Anzeigen. Sie kénnen 'Akzeptieren' auswahlen, um dieser Verwendung
Zuzustimmen, oder auf ‘Zwecke anzeigen® Klicken, um Ihre Optionen zu iiberpriifen. Sie kénnen Ihre Auswahl unter ‘Einstellungen
verwalten' unten auf dieser Seite sndem, Datenschutzerkizrung.

Wir und unserer Partner verarbeiten Daten, um

prazise Geolokalisierungsdaten zu verwenden und aktiv Gerateeigenschaften zur Identifizierung zu scannen. Dies dient ;
Infermationen auf einem Gerdt zu speichern und darauf zuzugreifen sowie personalisierte Anzeigen und Inhalte, Anzeigen- und
Inhaltsmessung, Einblicke in die Zielgruppe und Informationen zur Produktentwicklung bereitzustellen

By

Akzep

Zwecke anzeigen

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

No Antivirus matches
Dropped Files

No Antivirus matches
Unpacked PE Files

No Antivirus matches

Copyright Joe Security LLC 2021 Page 7 of 54



Domains

No Antivirus matches

URLs

Source

hitp://https://onedrive.live.com;OneDrive-App

hitp://https://onedrive.live.com;Fotos
hitp://https://www.stroeer.com/fileadmin/com/StroeerDSP_deviceStorage.json
hitp://https://www.stroeer.com/fileadmin/com/StroeerDSP_deviceStorage.json
hitp://https://www.stroeer.com/fileadmin/com/StroeerDSP_deviceStorage.json
hitp://https://www.stroeer.com/fileadmin/com/StroeerDSP_deviceStorage.json
hitp://https://mem.gfx.ms/meversion/?partner=msn&market=de-ch"
hitp://https://mem.gfx.ms/meversion/?partner=msn&market=de-ch"
hitp://https://mem.gfx.ms/meversion/?partner=msn&market=de-ch"
hitp://https://mem.gfx.ms/meversion/?partner=msn&market=de-ch"
hitp://https://www.stroeer.de/konvergenz-konzepte/daten-technologien/stroeer-ssp/datenschutz-ssp.html
hitp://https://www.stroeer.de/konvergenz-konzepte/daten-technologien/stroeer-ssp/datenschutz-ssp.html
hitp://https://www.stroeer.de/konvergenz-konzepte/daten-technologien/stroeer-ssp/datenschutz-ssp.html
hitp://https://www.stroeer.de/konvergenz-konzepte/daten-technologien/stroeer-ssp/datenschutz-ssp.html
hitp://https://www.bidstack.com/privacy-policy/

hitp://https://www.bidstack.com/privacy-policy/

hitp://https://www.bidstack.com/privacy-policy/

hitp://https://www.bidstack.com/privacy-policy/

hitp:/fiwww.wikipedia.com/

hitp:/fiwww.wikipedia.com/

hitp:/fiwww.wikipedia.com/

hitp:/fiwww.wikipedia.com/

Domains and IPs

Contacted Domains

Name P Active
contextual.media.net 2.22.155.145 true
hblg.media.net 2.22.155.145 true
Ig3.media.net 2.22.155.145 true
geolocation.onetrust.com 104.20.185.68 true
web.vortex.data.msn.com unknown unknown
Wwww.msh.com unknown unknown

URLs from Memory and Binaries

Name Source
hitp://https://sp.booking.com/index.html? de-ch[1].htm.7.dr
aid=1589774&label=dech-prime-hp-me

hitp://https://www.skype.com/de/download-skype 52-478955-68ddb2ab[1].js.7.dr
hitp://https://www.msn.com/de-ch/news/other/weder- de-ch[1].htm.7.dr
alltagstauglich-noch-kindgerecht-neben-firmen-

bem%c3%a4ng

hitp://searchads.msn.net/.cfm?&&kp=1& ~DF75532A51FCF86B61.TMP.5.dr

hitp://https://contextual.media.net/medianet.php? de-ch[1].htm.7.dr
cid=8CU157172

hitp://https://www.msn.com/de-ch/nachrichten/coronareisen de-ch[1].htm.7.dr

hitp://https://onedrive.live.com/? de-ch[1].htm.7.dr
wt.mc_id=00_msn_msnhomepage_header

hitp://www.hotmail.msn.com/pii/ReadOutlookEmail/ 52-478955-68ddb2ab[1].js.7.dr
hitp://https://onedrive.live.com;OneDrive-App 52-478955-68ddb2ab[1].js.7.dr

hitp://https://www.msn.com/de-ch/news/other/publibike- de-ch[1].htm.7.dr
m%c3%b6chte-in-der-stadt-z%c3%bcrich-eine-erfolgsgesc

hitp://https://click.linksynergy.com/deeplink? de-ch[1].htm.7.dr
id=xoqYgl4JDe8&mid=46130&ul=dech_mestripe_office&

hitp://https://click.linksynergy.com/deeplink? de-ch[1].htm.7.dr
id=xoqYgl4JDe8&mid=46130&ul=dech_promotionalstripe_na

Copyright Joe Security LLC 2021

Detection
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%

Malicious
false
false
false
false
false

false

Malicious

false

false

false

false

false

false

false

false
false

false

false

false

Scanner

Avira URL Cloud
Avira URL Cloud
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation

Antivirus Detection

Antivirus Detection

Label
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe

safe

e Avira URL Cloud: safe

Link

Rep!
high

high

high

high

high

high
high

high
low
high

high

high

Reputation
high
high
high
high
high
high

utation

Page 8 of 54



Name Source Malicious Antivirus Detection Reputation
hitp://https://onedrive.live.com;Fotos 52-478955-68ddb2ab[1].js.7.dr false e Avira URL Cloud: safe low
http:/f 55a804ab-e5c6-4b97-9319-86263d false high
https://geolocation.onetrust.com/cookieconsentpub/vl/geo/loc  365d28[1].json.7.dr
ation
hitp://www.amazon.com/ msapplication.xml.5.dr false high
hitp://https://www.onenote.com/notebooks? 52-478955-68ddb2ab[1].js.7.dr false high
WT.mc_id=MSN_OneNote_QuickNote&auth=1
hitp://https://www.onenote.com/notebooks? de-ch[1].htm.7.dr false high
WT.mc_id=MSN_OneNote_TopMenu&auth=1&wdorigin=msn
hitp://https://office.live.com/start/Word.aspx? 52-478955-68ddb2ab[1].js.7.dr false high
WT.mc_id=MSN_site;Excel
hitp://fogp.me/ns/fb# de-ch[1].htm.7.dr false high
hitp:/fiwww.twitter.com/ msapplication.xml5.5.dr false high
hitp://https://office.live.com/start/Excel.aspx? 52-478955-68ddb2ab[1].js.7.dr false high
WT.mc_id=MSN_site;Sway
hitp://https://www.awinl.com/cread.php? de-ch[1].htm.7.dr false high
awinmid=15168&awinaffid=696593&clickref=de-ch-ss&ued=htt
hitp://https://www.msn.com/de-ch/finanzen/top-stories/geld-ist- de-ch[1].htm.7.dr false high
nicht-die-einzige-h%c3%bcrde-bei-der-suche-n
hitp://https://cdn.cookielaw.org/vendorlist/googleData.json 55a804ab-e5c6-4b97-9319-86263d false high
365d28[1].json.7.dr
hitp://https://outlook.com/ de-ch[1].htm.7.dr false high
hitp://https://outlook.live.com/mail/deeplink/compose;Kalender 52-478955-68ddb2ab[1].js.7.dr false high
hitp://https://res- ~DF75532A51FCF86B61. TMP.5.dr false high
a.akamaihd.net/__media__/pics/8000/72/941/fallbackl.jpg
hitp://https://www.skyscanner.net/g/referrals/vl/cars/home? de-ch[1].htm.7.dr false high
associateid=API_B2B_19305_00002
hitp://https://contextual.media.net/checksync.php? ~DF75532A51FCF86B61. TMP.5.dr false high
&vsSync=1&cs=1&hb=1&cv=37&ndec=1&cid=8HBI57XIG&prv
id=77%2
hitp:// iab2Data[1].json.7.dr false e URL Reputation: safe unknown
https://www.stroeer.com/fileadmin/com/StroeerDSP_deviceSto e URL Reputation: safe
rage.json e URL Reputation: safe
e URL Reputation: safe
hitp://https://www.msn.com/de-ch/news/other/mit-ihren- de-ch[1].htm.7.dr false high
blauen-hinweistafeln-f%c3%bchrt-uns-anne-kustermann-v
hitp://https://www.onenote.com/notebooks? 52-478955-68ddb2ab[1].js.7.dr false high
WT.mc_id=MSN_OneNote_Recent&auth=1&wdorigin=msn
hitp://https://cdn.cookielaw.org/vendorlist/iabData.json 55a804ab-e5c6-4b97-9319-86263d false high
365d28[1].json.7.dr
hitp://https://www.msn.com/de- de-ch[1].htm.7.dr false high
ch/homepage/api/pdp/updatepdpdata”
hitp://https://cdn.cookielaw.org/vendorlist/iab2Data.json 55a804ab-e5c6-4b97-9319-86263d false high
365d28[1].json.7.dr
hitp://https://onedrive.live.com/?qt=mru;Aktuelle 52-478955-68ddb2ab[1].js.7.dr false high
hitp://https://www.msn.com/de-ch/?ocid=iehp ~DF75532A51FCF86B61.TMP.5.dr false high
hitp://https://web.vortex.data.msn.com/collect/v1l de-ch[1].htm.7.dr false high
hitp://https://sp.booking.com/index.html? de-ch[1].htm.7.dr false high
aid=1589774&label=dech-prime-hp-shoppingstripe-nav
hitp:/fiwww.reddit.com/ msapplication.xml4.5.dr false high
hitp://https://www.skype.com/ de-ch[1].htm.7.dr false high
hitp://https://www.ebay.ch/?mkcid=1&mkrid=5222-53480- de-ch[1].htm.7.dr false high
19255-0&siteid=193&campid=5338626668&t
hitp://https://www.msn.com/de- de-ch[1].htm.7.dr false high
ch/homepage/api/modules/fetch”
hitp://https://clkde.tradedoubler.com/click? de-ch[1].htm.7.dr false high
p=245744&a=3064090&9g=24545562
hitp://https://sp.booking.com/index.html? de-ch[1].htm.7.dr false high
aid=1589774&label=travelnavlink
hitp://https://mem.gfx.ms/meversion/? de-ch[1].htm.7.dr false e URL Reputation: safe unknown
partner=msn&market=de-ch" e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe
hitp://https://www.msn.com/de-ch/nachrichten/regional de-ch[1].htm.7.dr false high
hitp:/fiwww.nytimes.com/ msapplication.xml3.5.dr false high
hitp://https://web.vortex.data.msn.com/collect/v1/t.gif? de-ch[1].htm.7.dr false high
name=%27Ms.Webi.PageView%27&ver=%272.1%27&a
hitp://https://www.stroeer.de/konvergenz-konzepte/daten- iab2Data[1].json.7.dr false e URL Reputation: safe unknown
technologien/stroeer-ssp/datenschutz-ssp.html e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe
hitp://https://onedrive.live.com/?qt=allmyphotos;Aktuelle 52-478955-68ddb2ab[1].js.7.dr false high
Copyright Joe Security LLC 2021 Page 9 of 54



Name

hitp://https://www.bidstack.com/privacy-policy/

hitp://https://onedrive.live.com/about/en/download/
hitp://https://amzn.to/2TTxhNg

hitp://https://www.skype.com/go/onedrivepromo.download?
cm_mmc=MSFT_2390_MSN-com

hitp://https://client-s.gateway.messenger.live.com

hitp://https://www.ricardo.ch/?
utm_source=msn&utm_medium=affiliate&utm_campaign=msn
_mestripe_logo_d

hitp://https://www.msn.com/de-ch/

hitp://https://office.live.com/start/PowerPoint.aspx?
WT.mc_id=MSN_site

hitp://https://www.msn.com/de-ch/news/other/die-neue-
z%c3%bcrcher-steuererkl%c3%adrung-sorgt-{%c3%bcr-begei

hitp://https://contextual.media.net/medianet.php?
cid=8CU157172&crid=858412214&size=306x271&https=1

hitp://https://www.awinl.com/cread.php?
awinmid=15168&awinaffid=696593&clickref=de-ch-edge-dhp-
river

hitp://https://twitter.com/

hitp://https://www.msn.com/de-ch/news/other/keine-
nachtr%c3%adgliche-therapie-f%c3%bcr-brutalen-vater/ar-BB

hitp://https://www.msn.com/de-ch

hitp://https://click.linksynergy.com/deeplink?
id=xoqYgl4JDe8&mid=46130&ul=dech_mestripe_store&m

hitp://https://clkde.tradedoubler.com/click?
p=2457448a=3064090&9g=24903118&epi=ch-de

hitp://https://twitter.com/i/notifications;lch

hitp://https://www.awinl.com/cread.php?
awinmid=11518&awinaffid=696593&clickref=dech-edge-dhp-
infopa

hitp://https://contextual.media.net/medianet.php?
cid=8CU157172&crid=722878611&size=306x271&http

hitp://https://outlook.live.com/calendar
hitp://https://onedrive.live.com/#qt=mru

hitp://https://www.sway.com/?
WT.mc_id=MSN_site&utm_source=MSN&utm_medium=Topn
av&utm_campaign=link;PowerPoin

hitp://https://www.msn.com?form=MY0104&0CID=MY0104
hitp://https://support.skype.com

hitp://https://www.msn.com/de-ch/news/other/die-
jubil%c3%a4ums-millionen-fliessen-ins-corona-
impfprogramm/a

hitp://https://www.msn.com/de-ch/?
ocid=iehp&item=deferred_page%3al&ignorejs=webcore%2fm
odules%2fjsh

hitp://https://www.skyscanner.net/flights?
associateid=API_B2B_19305_00001&vertical=custom&pageT
ype=

hitp:/fiwww.youtube.com/

hitp://https://contextual.media.net/medianet.php?
cid=8CU157172&crid=722878611&size=306x271&https=1

hitp:/fogp.me/ns#

hitp://https://clk.tradedoubler.com/click?
p=2457448a=3064090&9=21863656

hitp:/fiwww.wikipedia.com/

hitp://https://contextual.media.net/medianet.php?
cid=8CU157172&crid=858412214&size=306x271&http

hitp://https://www.ricardo.ch/?
utm_source=msn&utm_medium=affiliate&utm_campaign=msn
_shop_de&utm

hitp:/fiwww.live.com/
hitp://https://onedrive.live.com/?qt=mru;OneDrive-App
hitp://https://www.skype.com/de

hitp://https://login.skype.com/login/oauth/microsoft?
client_id=738133

hitp://https://onedrive.live.com?
wt.mc_id=0o_msn_msnhomepage_header
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Source

iab2Data[1].json.7.dr

52-478955-68ddb2ab[1].js.7.dr
de-ch[1].htm.7.dr
52-478955-68ddb2ab[1].js.7.dr

52-478955-68ddb2ab[1].js.7.dr

de-ch[1].htm.7.dr

de-ch[1].htm.7.dr

52-478955-68ddb2ab[1].js.7.dr

de-ch[1].htm.7.dr

~DF75532A51FCF86B61.TMP.5.dr

de-ch[1].htm.7.dr

de-ch[1].htm.7.dr

de-ch[1].htm.7.dr

de-ch[1].htm.7.dr
de-ch[1].htm.7.dr

de-ch[1].htm.7.dr

52-478955-68ddb2ab[1].js.7.dr

de-ch[1].htm.7.dr

de-ch[1].htm.7.dr

52-478955-68ddb2ab[1].js.7.dr
52-478955-68ddb2ab[1].js.7.dr
52-478955-68ddb2ab[1].js.7.dr

de-ch[1].htm.7.dr
52-478955-68ddb2ab[1].js.7.dr
de-ch[1].htm.7.dr

de-ch[1].htm.7.dr

de-ch[1].htm.7.dr

msapplication.xml7.5.dr

~DF75532A51FCF86B61.TMP.5.dr

de-ch[1].htm.7.dr
de-ch[1].htm.7.dr

msapplication.xml6.5.dr

de-ch[1].htm.7.dr

de-ch[1].htm.7.dr

msapplication.xml2.5.dr

52-478955-68ddb2ab[1].js.7.dr

52-478955-68ddb2ab[1].js.7.dr
52-478955-68ddb2ab[1].js.7.dr

52-478955-68ddb2ab[1].js.7.dr

Malicious

false

false
false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false
false

false

false
false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

e o o o

e o o o

Antivirus Detection

URL Reputation: safe
URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

URL Reputation: safe
URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

Reputation

unknown

high

high

high

high

high

high

high

high

high

high

high

high

high
high

high

high

high

high

high

high
high

high
high
high

high

high

high

high

high
high

unknown

high
high
high
high
high
high

high
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Name

hitp://https://www.msn.com/de-ch/news/other/lkommentar-
doch-publibike-ist-aus-dem-z%c3%bcrcher-stadtbild-weg

Contacted IPs

»
...
] No. of IPs < 25%
B 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%
Bl 75% < No. of IPs
Public
P Domain
104.20.185.68 geolocation.onetrust.com
2.22.155.145 contextual.media.net
Private
P
192.168.2.1

General Information

Joe Sandbox Version:

Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Sample file name:

Cookbook file name:

Analysis system description:

Number of analysed new started processes analysed:
Number of new started drivers analysed:
Number of existing processes analysed:

Copyright Joe Security LLC 2021

Source

de-ch[1].htm.7.dr

Country
United States

European Union

Flag

Antivirus Detection Reputation

high
ASN Name Malicious
CLOUDFLARENETUS false
AKAMAI-ASUS false

31.0.0 Emerald
383181

07.04.2021

11:55:11

CloudBasic

Oh 10m 24s

false

light
606d810b8ff92.pdf.dll
default.jbs

Windows 10 64 bit v1803 with Office Professional Plus
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8
Update 211

21
0
0
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Number of existing drivers analysed:
Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

EGA Information:

HDC Information:

HCA Information:

Cookbook Comments:

Warnings:

Copyright Joe Security LLC 2021

o

e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled

default

Timeout

MAL
mal68.troj.winDLL@23/82@6/3
Failed

e Successful, ratio: 11.4% (good quality ratio 10.6%)
e Quality average: 75.5%
e Quality standard deviation: 27.7%

Failed

e Adjust boot time

e Enable AMSI

e Found application associated with file extension:
il

Show All

e Exclude process from analysis (whitelisted):
backgroundTaskHost.exe, SgrmBroker.exe,
svchost.exe, UsoClient.exe

e TCP Packets have been reduced to 100

e Excluded IPs from analysis (whitelisted):
52.255.188.83, 104.43.139.144, 104.83.120.32,
204.79.197.203, 204.79.197.200, 13.107.21.200,
23.10.249.32, 23.10.249.18, 65.55.44.109,
152.199.19.161, 23.54.113.104, 23.0.174.185,
23.0.174.200, 13.107.4.50, 51.103.5.159,
168.61.161.212, 20.190.160.1, 20.190.160.131,
20.190.160.70, 20.190.160.68, 20.190.160.7,
20.190.160.3, 20.190.160.72, 20.190.160.133,
20.50.102.62, 52.147.198.201

e Excluded domains from analysis (whitelisted):
arc.msn.com.nsatc.net,
www.tm.lg.prod.aadmsa.akadns.net, fs-
wildcard.microsoft.com.edgekey.net,
e11290.dspg.akamaiedge.net, login.live.com, www-
bing-com.dual-a-0001.a-msedge.net,
audownload.windowsupdate.nsatc.net,
watson.telemetry.microsoft.com, elasticShed.au.au-
msedge.net, ieonline.microsoft.com, au-bg-
shim.trafficmanager.net, www.bing.com,
fs.microsoft.com, dual-a-0001.a-msedge.net,
global.vortex.data.trafficmanager.net,
skypedataprdcolcus17.cloudapp.net,
skypedataprdcolcus16.cloudapp.net,
www.tm.a.prd.aadg.akadns.net,
al1999.dscg2.akamai.net,
web.vortex.data.trafficmanager.net, au.au-
msedge.net,
blobcollector.events.data.trafficmanager.net,
cs9.wpc.vOcdn.net,
au.download.windowsupdate.com.edgesuite.net,
fs-
wildcard.microsoft.com.edgekey.net.globalredir.aka
dns.net, arc.msn.com, iecvlist.microsoft.com,
wns.notify.trafficmanager.net, go.microsoft.com,
Edge-Prod-ZRHr0.env.au.au-msedge.net,
arc.trafficmanager.net,
prod.fs.microsoft.com.akadns.net,
client.wns.windows.com,
ie9comview.vo.msecnd.net, a-0003.a-msedge.net,
e1723.g.akamaiedge.net,
ctldl.windowsupdate.com, c-0001.c-msedge.net,
www-msn-com.a-0003.a-msedge.net,
a767.dscg3.akamai.net, afdap.au.au-msedge.net,
login.msa.msidentity.com,
web.vortex.data.microsoft.com,
skypedataprdcoleus16.cloudapp.net,
skypedataprdcoleus17.cloudapp.net,
any.edge.bing.com, a-0001.a-
afdentry.net.trafficmanager.net,
go.microsoft.com.edgekey.net, static-global-s-msn-
com.akamaized.net, au.c-0001.c-msedge.net

e Report size exceeded maximum capacity and may
have missing behavior information.

e Report size getting too big, too many
NtDeviceloControlFile calls found.
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Simulations

Behavior and APIs

No simulations

Joe Sandbox View | Context

IPs

Match
104.20.185.68

2.22.155.145

Domains

Match
hblg.media.net

contextual.media.net
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SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
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Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Context

Context

2.22.155.145
2.22.155.145
23.57.80.37
184.30.24.22
104.76.200.23
184.30.24.22
23.57.80.37
23.57.80.37
23.57.80.37
92.122.146.68
184.30.24.22
23.57.80.37
184.30.24.22
92.122.146.68
184.30.24.22
184.30.24.22
92.122.146.68
184.30.24.22
184.30.24.22
184.30.24.22
2.22.155.145
2.22.155.145
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https://view.joesandbox.com/analysis/291473/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291473/html/none?idtype=webid
https://view.joesandbox.com/analysis/291308/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291308/html/none?idtype=webid
https://view.joesandbox.com/analysis/291276/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291276/html/none?idtype=webid
https://view.joesandbox.com/analysis/291199/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291199/html/none?idtype=webid
https://view.joesandbox.com/analysis/291012/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291012/html/none?idtype=webid
https://view.joesandbox.com/analysis/290446/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/290446/html/none?idtype=webid
https://view.joesandbox.com/analysis/290430/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/290430/html/none?idtype=webid
https://view.joesandbox.com/analysis/290295/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/290295/html/none?idtype=webid
https://view.joesandbox.com/analysis/289886/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/289886/html/none?idtype=webid
https://view.joesandbox.com/analysis/289884/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/289884/html/none?idtype=webid
https://view.joesandbox.com/analysis/289768/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/289768/html/none?idtype=webid
https://view.joesandbox.com/analysis/289479/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/289479/html/none?idtype=webid
https://view.joesandbox.com/analysis/289372/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/289372/html/none?idtype=webid
https://view.joesandbox.com/analysis/289266/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/289266/html/none?idtype=webid
https://view.joesandbox.com/analysis/289265/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/289265/html/none?idtype=webid
https://view.joesandbox.com/analysis/289263/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/289263/html/none?idtype=webid
https://view.joesandbox.com/analysis/289259/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/289259/html/none?idtype=webid
https://view.joesandbox.com/analysis/289254/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/289254/html/none?idtype=webid
https://view.joesandbox.com/analysis/289251/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/289251/html/none?idtype=webid
https://view.joesandbox.com/analysis/289250/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/289250/html/none?idtype=webid
https://view.joesandbox.com/analysis/283341/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/283341/html/none?idtype=webid
https://view.joesandbox.com/analysis/283278/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/283278/html/none?idtype=webid
https://view.joesandbox.com/analysis/205596/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/205596/html/none?idtype=webid
https://view.joesandbox.com/analysis/291473/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291473/html/none?idtype=webid
https://view.joesandbox.com/analysis/291464/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291464/html/none?idtype=webid
https://view.joesandbox.com/analysis/291276/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291276/html/none?idtype=webid
https://view.joesandbox.com/analysis/291199/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291199/html/none?idtype=webid
https://view.joesandbox.com/analysis/291012/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291012/html/none?idtype=webid
https://view.joesandbox.com/analysis/291004/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291004/html/none?idtype=webid
https://view.joesandbox.com/analysis/290446/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/290446/html/none?idtype=webid
https://view.joesandbox.com/analysis/290430/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/290430/html/none?idtype=webid
https://view.joesandbox.com/analysis/290295/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/290295/html/none?idtype=webid
https://view.joesandbox.com/analysis/290266/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/290266/html/none?idtype=webid
https://view.joesandbox.com/analysis/290050/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/290050/html/none?idtype=webid
https://view.joesandbox.com/analysis/289886/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/289886/html/none?idtype=webid
https://view.joesandbox.com/analysis/289884/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/289884/html/none?idtype=webid
https://view.joesandbox.com/analysis/289863/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/289863/html/none?idtype=webid
https://view.joesandbox.com/analysis/289768/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/289768/html/none?idtype=webid
https://view.joesandbox.com/analysis/289742/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/289742/html/none?idtype=webid
https://view.joesandbox.com/analysis/289704/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/289704/html/none?idtype=webid
https://view.joesandbox.com/analysis/289693/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/289693/html/none?idtype=webid
https://view.joesandbox.com/analysis/289684/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/289684/html/none?idtype=webid
https://view.joesandbox.com/analysis/289497/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/289497/html/none?idtype=webid
https://view.joesandbox.com/analysis/291473/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291473/html/none?idtype=webid
https://view.joesandbox.com/analysis/291464/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291464/html/none?idtype=webid

Match

ASN

Match
AKAMAI-ASUS

CLOUDFLARENETUS
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Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious

malicious

malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious

malicious

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse

Browse

Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse

Browse

Context

23.57.80.37
23.57.80.37
184.30.24.22
104.76.200.23
184.30.24.22
23.57.80.37
23.57.80.37
23.57.80.37
92.122.146.68
184.30.24.22
23.57.80.37
184.30.24.22
92.122.146.68
184.30.24.22
184.30.24.22
92.122.146.68
184.30.24.22
184.30.24.22

Context

23.57.80.37
184.30.24.22
184.30.20.56
96.16.108.27
104.79.88.129
104.80.28.24
184.30.24.22
104.83.87.109
2.22.155.145
2.22.155.145
104.83.121.112
23.211.149.25
172.227.96.120
104.73.164.23
2.17.154.103
95.100.55.95

184.30.24.22
184.30.24.22
23.210.250.97

23.210.250.97

162.159.13
4.233

104.23.99.190
104.23.99.190
104.23.98.190
104.20.185.68
172.67.160.234
104.20.184.68
172.67.188.154
172.67.150.212
104.21.56.119
104.21.19.200
104.21.48.97
104.21.56.119
172.65.227.72

172.67.150.212
104.21.15.11
104.21.19.200
172.67.150.212
172.67.188.154
104.21.19.200
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https://view.joesandbox.com/analysis/291308/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291308/html/none?idtype=webid
https://view.joesandbox.com/analysis/291276/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291276/html/none?idtype=webid
https://view.joesandbox.com/analysis/291199/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291199/html/none?idtype=webid
https://view.joesandbox.com/analysis/291012/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291012/html/none?idtype=webid
https://view.joesandbox.com/analysis/291004/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291004/html/none?idtype=webid
https://view.joesandbox.com/analysis/290446/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/290446/html/none?idtype=webid
https://view.joesandbox.com/analysis/290430/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/290430/html/none?idtype=webid
https://view.joesandbox.com/analysis/290295/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/290295/html/none?idtype=webid
https://view.joesandbox.com/analysis/290266/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/290266/html/none?idtype=webid
https://view.joesandbox.com/analysis/290050/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/290050/html/none?idtype=webid
https://view.joesandbox.com/analysis/289886/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/289886/html/none?idtype=webid
https://view.joesandbox.com/analysis/289884/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/289884/html/none?idtype=webid
https://view.joesandbox.com/analysis/289863/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/289863/html/none?idtype=webid
https://view.joesandbox.com/analysis/289768/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/289768/html/none?idtype=webid
https://view.joesandbox.com/analysis/289742/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/289742/html/none?idtype=webid
https://view.joesandbox.com/analysis/289704/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/289704/html/none?idtype=webid
https://view.joesandbox.com/analysis/289693/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/289693/html/none?idtype=webid
https://view.joesandbox.com/analysis/289684/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/289684/html/none?idtype=webid
https://view.joesandbox.com/analysis/291308/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291308/html/none?idtype=webid
https://view.joesandbox.com/analysis/291199/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291199/html/none?idtype=webid
https://view.joesandbox.com/analysis/290095/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/290095/html/none?idtype=webid
https://view.joesandbox.com/analysis/288441/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288441/html/none?idtype=webid
https://view.joesandbox.com/analysis/285834/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/285834/html/none?idtype=webid
https://view.joesandbox.com/analysis/285817/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/285817/html/none?idtype=webid
https://view.joesandbox.com/analysis/285551/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/285551/html/none?idtype=webid
https://view.joesandbox.com/analysis/285258/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/285258/html/none?idtype=webid
https://view.joesandbox.com/analysis/283341/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/283341/html/none?idtype=webid
https://view.joesandbox.com/analysis/283278/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/283278/html/none?idtype=webid
https://view.joesandbox.com/analysis/282863/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/282863/html/none?idtype=webid
https://view.joesandbox.com/analysis/278544/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/278544/html/none?idtype=webid
https://view.joesandbox.com/analysis/278543/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/278543/html/none?idtype=webid
https://view.joesandbox.com/analysis/278139/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/278139/html/none?idtype=webid
https://view.joesandbox.com/analysis/277812/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/277812/html/none?idtype=webid
https://view.joesandbox.com/analysis/277549/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/277549/html/none?idtype=webid
https://view.joesandbox.com/analysis/277234/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/277234/html/none?idtype=webid
https://view.joesandbox.com/analysis/276197/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/276197/html/none?idtype=webid
https://view.joesandbox.com/analysis/275320/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/275320/html/none?idtype=webid
https://view.joesandbox.com/analysis/274707/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/274707/html/none?idtype=webid
https://view.joesandbox.com/analysis/291490/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291490/html/none?idtype=webid
https://view.joesandbox.com/analysis/291485/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291485/html/none?idtype=webid
https://view.joesandbox.com/analysis/291483/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291483/html/none?idtype=webid
https://view.joesandbox.com/analysis/291481/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291481/html/none?idtype=webid
https://view.joesandbox.com/analysis/291473/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291473/html/none?idtype=webid
https://view.joesandbox.com/analysis/291470/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291470/html/none?idtype=webid
https://view.joesandbox.com/analysis/291464/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291464/html/none?idtype=webid
https://view.joesandbox.com/analysis/291447/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291447/html/none?idtype=webid
https://view.joesandbox.com/analysis/291444/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291444/html/none?idtype=webid
https://view.joesandbox.com/analysis/291439/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291439/html/none?idtype=webid
https://view.joesandbox.com/analysis/291436/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291436/html/none?idtype=webid
https://view.joesandbox.com/analysis/291435/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291435/html/none?idtype=webid
https://view.joesandbox.com/analysis/291432/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291432/html/none?idtype=webid
https://view.joesandbox.com/analysis/291429/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291429/html/none?idtype=webid
https://view.joesandbox.com/analysis/291427/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291427/html/none?idtype=webid
https://view.joesandbox.com/analysis/291425/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291425/html/none?idtype=webid
https://view.joesandbox.com/analysis/291418/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291418/html/none?idtype=webid
https://view.joesandbox.com/analysis/291417/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291417/html/none?idtype=webid
https://view.joesandbox.com/analysis/291413/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291413/html/none?idtype=webid
https://view.joesandbox.com/analysis/291409/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291409/html/none?idtype=webid

JA3 Fingerprints

Match

9e10692f1b7f78228b2d4e424dbh3a98c

Associated Sample Name /| URL SHA 256 Detection Link Context

Get hash malicious Browse e 104.20.185.68
e 2.22.155.145

Get hash malicious Browse e 104.20.185.68
e 2.22.155.145

Get hash malicious Browse e 104.20.185.68
e 2.22.155.145

Get hash malicious Browse e 104.20.185.68
e 2.22.155.145

Get hash malicious Browse e 104.20.185.68
e 2.22.155.145

Get hash malicious Browse e 104.20.185.68
e 2.22.155.145

Get hash malicious Browse e 104.20.185.68
e 2.22.155.145

Get hash malicious Browse e 104.20.185.68
e 2.22.155.145

Get hash malicious Browse e 104.20.185.68
e 2.22.155.145

Get hash malicious Browse e 104.20.185.68
2.22.155.145

Get hash malicious Browse e 104.20.185.68

e 2.22.155.145

Get hash malicious Browse e 104.20.185.68
e 2.22.155.145

Get hash malicious Browse e 104.20.185.68
e 2.22.155.145

Get hash malicious Browse e 104.20.185.68
e 2.22.155.145

Get hash malicious Browse e 104.20.185.68
e 2.22.155.145

Get hash malicious Browse e 104.20.185.68
e 2.22.155.145

Get hash malicious Browse e 104.20.185.68
e 2.22.155.145

Get hash malicious Browse e 104.20.185.68
e 2.22.155.145

Get hash malicious Browse e 104.20.185.68
e 2.22.155.145

Get hash malicious Browse e 104.20.185.68
e 2.22.155.145

Dropped Files

No context

Created / dropped Files

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\DOMStore\0CK7KZIC\contextual.media[1].xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

dropped

2993

4.917672187247458

false
48:0fDQZfDQZfDQZFDQHZ0QZFDQZIQQZIQQHRQZIQQZFQQH8QZfQQZzQZzQZzQEQZMa:4DQhDQhDQhDQHUQhDQhQQhQQHRQhQQq
76EDC453CB455B4131CC89D1E9IA3AEDE

5173531B39F6ED8IAIAAB0665B224281C9I9A2915

CFD884E8EE6743581FA95EFC8E44840AB936873FDABI3EF5C7F4COE483BC8D05
E824AD1CB72A2C5BAA7209F3888DE359B3F3E0421A936A100622D8B8FAG75335745AC653692F9A7027F8E2C190CE7CB85190D5A23D56959E9F07437676902FF5
false

low
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https://view.joesandbox.com/analysis/291473/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291473/html/none?idtype=webid
https://view.joesandbox.com/analysis/291464/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291464/html/none?idtype=webid
https://view.joesandbox.com/analysis/291308/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291308/html/none?idtype=webid
https://view.joesandbox.com/analysis/291276/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291276/html/none?idtype=webid
https://view.joesandbox.com/analysis/291270/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291270/html/none?idtype=webid
https://view.joesandbox.com/analysis/291199/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291199/html/none?idtype=webid
https://view.joesandbox.com/analysis/291012/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291012/html/none?idtype=webid
https://view.joesandbox.com/analysis/291004/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291004/html/none?idtype=webid
https://view.joesandbox.com/analysis/290841/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/290841/html/none?idtype=webid
https://view.joesandbox.com/analysis/290453/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/290453/html/none?idtype=webid
https://view.joesandbox.com/analysis/290446/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/290446/html/none?idtype=webid
https://view.joesandbox.com/analysis/290430/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/290430/html/none?idtype=webid
https://view.joesandbox.com/analysis/290295/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/290295/html/none?idtype=webid
https://view.joesandbox.com/analysis/290292/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/290292/html/none?idtype=webid
https://view.joesandbox.com/analysis/290266/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/290266/html/none?idtype=webid
https://view.joesandbox.com/analysis/290185/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/290185/html/none?idtype=webid
https://view.joesandbox.com/analysis/290050/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/290050/html/none?idtype=webid
https://view.joesandbox.com/analysis/289886/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/289886/html/none?idtype=webid
https://view.joesandbox.com/analysis/289884/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/289884/html/none?idtype=webid
https://view.joesandbox.com/analysis/289863/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/289863/html/none?idtype=webid

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\DOMStore\0CK7KZIC\contextual.media[1].xml

Preview:

<root></root><root></root><root><item name="HBCM_BIDS" value="{}" ltime="3003109648" htime="30878687" /></root><root><item name="HBCM_BIDS" value="{}"
Itime="3003109648" htime="30878687" /></root><root><item name="HBCM_BIDS" value="{}" Itime="3003109648" htime="30878687" /></root><root><item name="H
BCM_BIDS" value="{}" Itime="3003109648" htime="30878687" /><item name="mntest" value="mntest" ltime="3003269648" htime="30878687" /></root><root><item
name="HBCM_BIDS" value="{}" Itime="3003109648" htime="30878687" /></root><root><item name="HBCM_BIDS" value="{}" Itime="3004789648" htime="30878687" />
</root><root><item name="HBCM_BIDS" value="{}" ltime="3004789648" htime="30878687" /><item name="mntest" value="mntest" Itime="3004829648" htime="30
878687" /></root><root><item name="HBCM_BIDS" value="{}" Itime="3004789648" htime="30878687" /></root><root><item name="HBCM_BIDS" value="{}" Itime="3
004789648" htime="30878687" /><item name="mntest" value="mntest" ltime="3060549648" htime="30878687"

C:\Users\user\AppData\Local\Microsoft\internet Explorer\DOMStore\Z1182TJ5\www.msn[1].xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with no line terminators

dropped

13

2.469670487371862

false

3:D90aKh:JFKb

C1DDEA3EF6BBEF3E7060A1A9AD89EACS
35E3224FCBD3E1AF306F2B6A2C6BBEAIBO867966
B71E4D17274636B97179BA2D97C742735B6510EB54F22893D3A2DAFF2CEB28DB

6BESCEC7C862AFAE5B37AA32DC5BB45912881A3276606DA41BF808A4EF92C318B355E616BF45A257B8995520D72B7C08752C0BE445DCEADESCF79F73480910FE
D

false

<root></root>

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Recovery\High\Active\RecoveryStore.{E1EE1BD5-97D2-11EB-90E4-ECF4BB862DED}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\internet exploren\iexplore.exe

Microsoft Word Document

dropped

24152

1.7647007683064415

false
48:lwMGcprpGwpLIG/ap8yGlpcEnJGvnZpvE/WGVHZp9ELGongpvEbGo4/pcgmGWrnb:rQZDZB2yWCWt0fRtt/Wgq
3FAFC93BBCA3DE5C9069B134869F3AA2

DB36B7BC33E193CE8BC5BF5F3E09DABOBF2C5FEA
AE5EF00878D0CA29BE99B79C8C1132FD4B4307F1D1B4908C3BC1B5E91D0O7FF15

81456B6AD9C3D82993BESB4EDDEY88E23D67DF8CD3DAA76FI9AE24830B357BBA4AB151CFAA489B401F2AF7ECE017166A0FF8E4553B4BDA928A38F8A09DB1C
CoD

false

C:\Users\user\AppData\Local\Microsoft\internet Explorer\Recovery\High\Active\{E1IEE1BD7-97D2-11EB-90E4-ECF4BB862DED}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\internet exploreniexplore.exe

Microsoft Word Document

dropped

368024

3.6229106845447614

false

3072:72/2BfcYmu5kLTzGtDZ/2Bfc/muSkLTzGtsZ/2BfcY muSkLTzGtEZ/2Bfc/muSkn:iSMIj
DDC594DBOBCAEOC4AA93238F6DE05866
B8CBIE6D294AABAEOO4EA7AS5645404EC1D7D173
349F260B1CE364E3216E3F413A8FCEE587CCA7DF59B586490A74EFBOD13A9FD7

35D1F74287DED9BC2357BF9779A7663D7DABBDEC6C5FESADB82961F7A7FAFAC3029DDAF05CF74E27EF922D8CFB5B4D176185A1EB80CC3FD3F2CC1E31ES9C
72C

false

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-17529550060\msapplication.xml

Process:
File Type:
Category:

C:\Program Files\internet exploreniexplore.exe
XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators
dropped
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C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-17529550060\msapplication.xml

Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

656

5.091622451894359

false

12: TMHdNMNxOEv8CnWimI002EtM3MHANMNxXOEvyVknWimI000bVbkEtMb:2d6NxOQ8CSZHKA6NXOQjSZ76b
B745E835ED6990F05CA9AD2D02A834B9

EF705869458863E26440CDF6ED1493BBE7D5E0C2
85839744BD6D154EA36474A5ABAE7BABIB78E604FC31A1ESDCIED67143DACC32

483C0OBA3A2FFE1355A9A01A7A8BC35F6F499E2ED7E095EFFC957670E6EDGF27634DA3E9DO5CAA338337C13658AB712BDOF93EE401642B4ABD1FFCB595764731
1

false

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.twitter.com/"/><date>0xbd52b6aa,0x01d72bdf</date><
accdate>0xbd52b6aa,0x01d72bdf</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.twitter.com/"/><date>0xbd52b6aa,0x01d72bdf</date><accdate>0
xbd5352ec,0x01d72bdf</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Twitter.url"/></tile
></msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-18270793970\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\internet exploren\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

653

5.106936713834154

false

12: TMHdNMNxe2kTnWiml002EtM3MHdNMNxe2kTnWiml000Obkak6EtMb:2d6NxrGSZHKA6NXxrGSZ7Aa7h
FB69A1B85BOFD61FCEEF76D7EB38FFDC

C2A5EB333107DA984D93D8A3EBD0O09D66DAAGA04
810E626C71F69058C478D281499DE00D4445FA32944442628D6412F74A05E2A3
78DCA2C340EB49C7F0764C6973314CA7532DD22A770FEFBF15B7D8DBE996719423C8AF5B18EAFOFESF37F705CC8931D8402D4201DEC279E6090CB978020D35(

false

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.amazon.com/"/><date>0xbd4dd4a5,0x01d72bdf</date><a
ccdate>0xbd4dd4a5,0x01d72bdf</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.amazon.com/"/><date>0xbd4dd4a5,0x01d72bdf</date><a
ccdate>0xbd4dd4a5,0x01d72bdf</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Am
azon.url"/></tile></msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\internet Explorer\Tiles\pin-21706820\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\internet exploren\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

662

5.105874758844218

false

12: TMHdNMNxvLIVUVKnWimI002EtM3MHANMNXVLIVO1nWiml00ObmZEtMb:2d6NxvPMkSZHKd6NxvP01SZ7mb
34031819622209B7BAB8CECID7A4AFEG

A0BAA423B7F1D5F086B1739A4772BAE51DB6CEL6
34A6CABA195D7A6F365402884BBBD64CEA2A6BDA7921CB775D331FE6F9A08CIE
1F92C99FA921F91479B56F76ESEC797F72B464BBOASFAA7IC12E4D5C7CC588B3836439D800B4DE84EB273CEF5FODD5D43CCF0805698736F892AD5EA773FF2CC

false

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.wikipedia.com/"/><date>0xbd53ef17,0x01d72bdf</date>
<accdate>0xbd53ef17,0x01d72bdf</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.wikipedia.com/"/><date>0xbd53ef17,0x01d72bdf</date><accda
te>0xbd548b5d,0x01d72bdf</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Wikipe
dia.url"/></tile></msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Tiles\pin-4759708130\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

C:\Program Files\internet exploreniexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

647

5.070925474647597

false

12: TMHdNMNxibnWimI002EtM3MHANMNXxirnWiml00Obd5EtMb:2d6Nx0SZHKA6NXUSZ7Jjb
8C2EDA855FB30CFA9C55A490F17F6D88
9F06E6289A3CB68A660025D5F0A2131B564C7D69
EFEDC969DABF1A6368192A4DD8DC3C592706E02E3C447088D7A7CDC85DD69492
041528FB45C2FC909F6F1BFEEO3E38EB1440BA40D6ED24413F42DBBIAGF34ED203688E48CDI0C8468F80986BA842437350D014FF97A847F19F3E680B6488EEDL
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C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Tiles\pin-4759708130\msapplication.xml

Malicious:

Preview:

false

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.live.com/"/><date>0xbd50e1e0,0x01d72bdf</date><acc
date>0xbd50e1e0,0x01d72bdf</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?xml
version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.live.com/"/><date>0xbd50e1e0,0x01d72bdf</date><accdate>0xbd517
e35,0x01d72bdf</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Live.url"/></tile>
</msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-6757900\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\internet exploren\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

656

5.136904857703636

false

12: TMHANMNXhGwWTI1nWimI002EtM3MHANMNXhGWTT1nWiml000b8K075EtMb:2d6NXxQ6I1SZHKABNXQ6ET1SZ7YKajb
D58C1F46969728FBDF7DB10A26EDAEE6G

733A9AC0582F19072E9CE36C0OE22050C0DC251F6
B645C26A2C81D44C3EF52F3B1B8CF3ADDC362DADASABOB7DA38B0875ACA74095
60372350F81C162461BD8F123F6EF6CBE3501F754C96A260558A7690661A97E092B33316C99368BC2C4955305CE6BAIF6C3BI0CF8925E973D6CES29BBF6103FB

false

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.youtube.com/"/><date>0xbd548b5d,0x01d72bdf</date><
accdate>0xbd548b5d,0x01d72bdf</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.youtube.com/"/><date>0xbd548b5d,0x01d72bdf</date><accdate>0
xbd5527a4,0x01d72bdf</accdate></config><tile><wide310x150logo/><square310x310logo/><square 70x70logo/><favorite src="C:\Users\user\Favorites\Youtube.url"/>
</tile></msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Tiles\pin-8760897390\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\internet exploreniexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

653

5.111486266120009

false

12: TMHdNMNxOnulUnWimI002EtM3MHANMNX0nu6CnWiml00ObxEtMb:2d6Nx0rSZHKd6NX0XCSZ7nb
C1C7A0B98B281B8C875781CBB9AB4442

32FC7EA8843BAF835ABF43F22EAC8DA33B67203D
E2BE23A243C5F0E78818C3D6A2AFB4ABEBB2DDA1E46204E009D65B1323B409A96
5B01392496C288DFAOCB5FACBA26198BA55295C76307CF33500B072D922260F822C3C32737FCF96E58AAF88A9F77D5FC0374549167357E627EA7FADAFBIF8F62

false

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.reddit.com/"/><date>0xbd521a69,0x01d72bdf</date><a
ccdate>0xbd521a69,0x01d72bdf</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.reddit.com/"/><date>0xbd521a69,0x01d72bhdf</date><accdate>0xb
d52b6aa,0x01d72bdf</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Reddit.url"/></tile>
</msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin20259167780\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\internet exploreniexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

656

5.138177434200267

false

12: TMHANMNxXx7nWiml002EtM3MHANMNxxwUnWimI000b6Kg5EtMb:2d6NX9SZHKdE6NX3SZ70b
D502094DF1F239BC8716663704A66611

5C2F9F5D663EB4B8EBSDAF7B011E405B1248D445
FCB19DF56F85A7B3CAFAFE7FE967441503FA5326844F18C7EOE75E591DC65FDF

81A2B6CA4E1C66B830662742F813BD392322AA5B14E6B9989A39BBIB2A42ABAEEE734A159589249BC8252FDB973812EB48C2FC7CAAF30960D76ED9772E37FCE
B

false

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.nytimes.com/"/><date>0xbd517e35,0x01d72bdf</date><
accdate>0xbd517e35,0x01d72bdf</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.nytimes.com/"/><date>0xbd517e35,0x01d72bdf</date><accdate>0
xbd521a69,0x01d72bdf</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\NY Times.url"/>
</tile></msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin20332743330\msapplication.xml
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C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin20332743330\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\internet exploreniexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

659

5.127830820690723

false

12: TMHdNMNxceBwnWimI002EtM3MHdNMNxceBwnWiml00ObVEtMb:2d6NxySZHKd6NxySZ7Db
CEA044C04B17A7624DF2312169B6C295

469F509BE32A4B8E7809C1B6E99CCF4DCD2C66D6
9D215EABD59907B4E10E41907A594E9CEF4F015C9A15786812358A006 CA31EF4
021B9EB4C3524345418137A7500B1F63865D573FD5B62FB7DIEB0311674CFC28400C7B21113C58F1954A4F9F47906E47076575E8F445FFDIC1B1055C9607FC75

false

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.facebook.com/"/><date>0xbd4fa96b,0x01d72bdf</date>
<accdate>0xbd4fa96b,0x01d72bdf</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.facebook.com/"/><date>0xbd4fa96b,0x01d72bdf</date><accdate
>0xbd4fa96b,0x01d72bdf</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Facebook.url"/>
</tile></msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Tiles\pin8215062560\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\internet exploren\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

653

5.086991380625208

false

12: TMHdNMNXxfn8brbUnWimI002EtM3MHANMNxfn8bwnWiml00Obe5EtMb:2d6NxfSZHKdENX3SZ 7ijb
C8C9464C51CB3E7DC8D63189F8CECOE7

3EEB8D530A44497FA9B1C10C9B5814484166D1808
E2E8260807867B6EB3B6BBB08D73440778D59D24A144FC5C5BFF6A2B7494CC66

8EF90C24FB48CF25C5588503B83080CA60DD43483D4AC33851A2B2C62C8CC4004DCD623A8D687C29635614434F31C75F40A70B1B3A2EB8E4BADC72F3FAAABEA
1

false

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.google.com/"/><date>0xbd5045a3,0x01d72bdf</date><a
ccdate>0xbd5045a3,0x01d72bdf</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.google.com/"/><date>0xbd5045a3,0x01d72bdf</date><accdate>0xb
d50e1e0,0x01d72bdf</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Google.url"/></tile>
</msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\internet ExploreriimagestorelynfzOjx\imagestore.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

data

dropped

934

7.017932319931569

false
24:u6tWaF/6easyD/iICHLSWWqyCoTTdTc+yhaX4b9upGC:u6tWu/6symC+PTCq5TcBUX4bY
727258B652CD34893D493C42609F3556
FAB56A8931EA06BABCE127B0A9BBICA424B85109
B8759A5B380A4E14E3B38E5A180A9424710DF01EE09167252DFA2B42FA874A6E
4694B15F32175603C49018E17AA728FA80007AFE4ABES11AFIDF7EOD1F23B801C3C812A401EDB5101AC4CB532778267A85310C7C77F0646743DE848291001DES

false

E.h.ttps..//static.-.glo.b.al-s.-ms.n.-com..akama.ized..net/lhp.-neuls.c/2b/a5ea?2l..ic.0...PNG..... IHDR... ... e PHYS oo
VPAG... oot e elDATH...0.@../.MT..KY..PI9"....:UjS.. T."P.(R.PZKQZ.S. ... .v2 ... 9. K. }....~.gK.i.;.B.2. .C..B......<..CB.....).....;..BX..2.}.. . _>W!.%B..{.d...
LCgz.jl.7D.*M.*............. "HK..j%.IDOf7......C.]._Z.f+..1.1+.;.Mf....L:Vhg..[.. ..O:..1.a....F..S.D...8<n.V.7M.....cY@....... 4.D..kn%.e. A.@IA.>\.Q|.N.P........ <l..ip..y.U..J..9
..R.mgpivwn.f4$. . X.E.1.T..2....wz..U..../[..Z..(DB.B(...-........ B.=m.3....X.p..Y. ... w..<.........8..3.;.0....(.1...A.6f.g.xF..7Th.Gmq]....gz_Z...x..0F .......... X.=Y},jT.R.....
.72w/...Bh..5..C...2.06"........ 8@A..."zZTXtSoftware..x.sL.OJU..MLO.JML.../....M....IEND.B". ... HanLHanL

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\BB14EN7h[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 622x368, frames 3
downloaded

10744

7.707847985528778

false
192:P1TONgKveMW/CMevimYPesXcgUJ7iGkaPYCdbAf6Ip87w0O8Uq3zR5JEOaanmhNPj:PtON9vra07sXcBVLpP9dbACJIpjO8HjRu
31885A23E5049BE8BD1A9E812EE780FCB
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\BB14EN7h[1].jpg

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

39869E6B24D0C64C191B693C5465A6FD8767098B
4CC99B9D6C487ABOF85719892B81B54BC5BE7632C3F1A86B84BBB3B584D85BBF
D83179F9C55EA035F7E488C226F495F2C2B943AB2ES5D3C99D88A5228A6308CA71826B7B2C1E7F1304E31C002F8329B054782F551A1E650FE412DA2796091B891

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB14EN7h.img?h=368&w=622&m=6&q=60&u=t&o=t&I=f&f=jpg

L2LE(YL T OZ. <tu..=y. j...8sK.ALu.2E.."..Sou...=+?P.zdu..,.. A X {..; J.F....0.0...4.5@..u4...).-.
0i.@. .GN.U.A2.\R IW7..*a$.....Ji..u..*sN.+}EN....Zg]n.w>...TSU..R..L...(

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\BB1fmX3H[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 622x368, frames 3
downloaded

17909

7.9194581073319466

false

384:PCVuDJzV90AavETJIr+CbNVovxLOjD7XJI5TIL3Ub4SICQOVXpL:PCVA/WIE1Xb/op6jHIS5LEMSICHVB
E696DD8078A78C81E3C4ABC78A4AB664

9D4FBF02E9E306F6FC690D5BDC8282BC84B93C04
55483796E4743AC7F7A08E310D613472F2F48CE4FFAF7BB820A4DC2335FELD3D
6437887076BAF95EF60F6E98B39EABOBSE3350AEB04F9721183E4459881968E5506F689B16A497933A57682171A18E24DA35CDD8ABI66BB241744D0426C4E191
false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1fmX3H.img?h=368&w=622&m=6&q=60&u=t&o=t&I=f&f=jpg&x=462&y=113

. %&'()*456789:CDEFGHIISTUVWXY Zcdefghijstuvwxyz
w......11..AQ.aq."2...B....#3R..br...$4.%.....&'()*56 789: CDEFGHIJSTUVWXY Zcdefghijs
20 (az8ll (2 (AL 9% (R ({ L. 9..u.N.w.f.N.fz. . KI1IL=(...QE....PM.b..(...J_.(...L
M. V'4..8T..2...n0.5.hV.2. E?\.....+"}.t...m5.5..>... . Zi.+..zQ.G.qL...E..g.i../....~{....QH..GZNQE..h..."..g.4...C...

h.b.u..JZ=h.Q.0.KH..V.R.n. . AW..QW....&..
P.O<.E%.}..E..-...|. AAL.@8. =

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\BB1fn9kQ[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 310x166, frames 3
downloaded

6633

7.916201121050477

false

192:7anYoMHUJt3CrONyofXG2tVRX6LRYICIBgCEF:7aYoYK2EWYRIl8d6F

977C2626EF65A413BB8BC2708A8E2564

458492660D4802DDEAADDC7385F815265699D5B6
3098183D64EC37833736D20C6713BACA8EB461588EF7F9CIDF4F756146630CBC
FBEB1D1D78CCB3E2E0773C9EF9378BA64F6B1A59755A47D30407842F0DC3FACB0736976AD7C602989635CE786325835498F3E95265D3C206D6E4110EB709CB7

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1fn9kQ.img?h=166&w=310&m=6&0=60&u=t&0=t&I=f&f=jpg&x=417&y=266

&'()*56789:CDEFGHIJISTUVWXY Zcdefghijs
bl RLGBLHLLLKL el
VWV..ylg...+Z K\ f&(.:.U.7.S.F(....m+.a....h.

tUVWXYZ.
(o k#t..r.N ..6K..DUrk
p..m>.61K....b.9.R...J.<.b.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\BB1fnBOz[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 311x333, frames 3
downloaded

14126

7.954209870390235

false

384:6JaULWgbsjyQT98sViiaC7q50WRCT781y8+NOyN+g:6J9LWgQjLTXdaCe59CP81y8+NOyj
01A2BE6AF3841DC9E516CE378E4B29D5

D36EB904CE114435C223ABAES673E7COF5606EBE
C1EF579CB774832C707FDD781FEF5060F006C8D488CFAB8F8555E2907614192E

23383E59F10210C51026B30E664ACBAB8444B9A308ES53E1002EEODA279DEOEC4C267588F5D9F784B62E665EE1F42D84DCCBA723188E6FD4E43D010E42466ECF
B
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\BB1fnBOz[1].jpg

Malicious:
|IE Cache URL:

Preview:

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1fnBOz.img?h=333&w=311&m=6&0=60&u=t&0=t&I=f&f=jpg&x=492&y=239

...... JFIF.. e Coee e (1072175 -4:K@48GO-.BYBGNPTUT3?]C\RDKSTQ...C......."..'Q6.6QQQQQQQQQQQQQQQQQQQQQQQQQQQQQQQQ
QQQQQQQRQQQQQQQQQQQ..c..M.7. oo b J1A.QaG.2.. #B. R.$3Dr........ %8&()*456789:CDEFGHIJSTUVWXYZcdefgh
HSTUVIVKYZ oo e W......11..AQ.aq."2...B.... #3R..br...$4.%. ...&'()*56789:CDEFGHIJSTUVWXY

Zcdefghijstuvwxyz.
V.8.j...3.V...r"._..OE..O09.

(AUOR..RPKIL.((o(ora(oonr(. .Z..Q0)&.G......6. WAC.p..M..._-t.K.PJH..K.F.".Equ6.
LU.sU..2.2. T X...9..&XN...+....6M..0e~G.X 6.l X......9.NQ..2J.0..1L.\Q@..Q@. E..)(......... J(.....QI@.E.P.E..QE%L.E.P.J)).....1......
Z...+.U.U.NAL.08.....

[..C.rz(.N..d+.9...d..,+

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\BB1fnHHU[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 300x250, frames 3
downloaded

16987

7.959808691824645

false

384:NVLCaanYrr7E+5XsuXkvdsArxIOlIJF6flbL:NnanYrLXcvZnOlJwh

E55661CE2EECDF0028F73AD03FBDEGGE

0268F6ABO7FAF4FDFC2B7CE4E34BCD2ACCD7DC2D
D6BEB01BD57DDB111B0B6411CB7A3996A7ES3C7AE7EOAEDCD14EA369AF7D1A2D
5738B541C7F2F3C8B81FB156588C10D95DD60F6474F1859BC692BB2E7DIE41835D45C3C59FFAB24FE0A7929A80719D1C8BFDF88D42296A70A819067F3B8FAA4:
false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1fnHHU.img?h=2508&w=300&m=6&0=60&u=t&0=t&I=f&f=jpg&x=486&y=73

.10*21/*.-4;K@48G9-.BYBGNPTUT3?]c\RbKSTQ...C .'Q6.60Q0QQQQQQQQQQQQQQQQQQQQQQQQQQQQQQ

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\BB1fnJON[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 622x368, frames 3
downloaded

35686

7.959286492191627

false

768:PRUT5ETK6gANtIMYYAVQyQhFccjOWnVvFGGjyfR221fV5:PsdETKOt17/yxwdfyE2F
5EB493EE75E0F4CF1DDB64ED71E64D7E

6838673A034C12B456CA706A8704CCDDID2340F4
9F5C9571425D539326100A29EE562B854DBOFEEC458D3C307BC8D6983EDBB3F8
7BB4F3468E725995FEFFO3AD0C092DE26878585B42DF1380D34FBESF54ECB6A8DA7FD247C6D7EELEB27AE1252E6981A4DF45A3FD33615F0F51E09015907D41A
false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1fnJON.img?h=368&w=622&m=6&q=60&u=t&o=t&I=f&f=jpg&x=2124&y=1772

(.QKE.%..P.QKI@.)1KE...b..LQ.Z(..S...KK.m.....R.P.QK.1@.E-......L.QKE.%.QL....LQ.Z(.1E-. f\P.fP.R.@...b..Z1@.E.P.E.P.b.R.@..1KE.%..P.RS...7.b..LP.QK.1@.E-
0 Z( U&(E (o . QP.E:....R.LQ\Q@....RP.D.R.@.IN...QN...%......R.P.RS.E

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\BB1fnP0OA[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 300x250, frames 3
downloaded

11119

7.947729085804857

false

192:NRMQJjLzf8I/HKOKkmTIUAMOKCp805BhuDrAiAvNBOf/8Q2hQzeJGdpY G3GFWGEEU:NRMaLzfhkUS8ghuDrYyH8Q2+eJGdn3zn
51542413D067B99009669D457F22A302

45CEA35E80E286E809C1FE3101ECA09892C53C4A
DE4173BCB08D29D7C00C45955564D6B4AECIF976305492B9D587BC10172FBA49

6C4EFF685CB92EEE94D5B146AB62C3968756404C0E201097F8001DC8EE48D231E9CA7CFB519F4BCD639E9009CDFBE12CE25BCOE368EEB29F561C607205BA41
BA

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1fnPOA.img?h=250&w=300&m=6&q=60&u=t&o=t&I=f&f=jpg
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\BB1fnP0OA[1].jpg

Preview:

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\BB1fnhpM[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 100x75, frames 3
Category: downloaded

Size (bytes): 1523

Entropy (8bit): 7.6248330535876105

Encrypted: false

SSDEEP: 24:200XXDuLHeOWXG40Z7DAJuLHenX3dJ550voLQyENbRUaIMMIOObL+70zF1hIJNW3X:cuERABXUOLQrxBIMMKbL+7CDWhXWtf7w
MDS5: 864F2954450E4201D10634156E745273

SHA1L: B44B955A08F353CBC7B11FA3B37BBCC222834607

SHA-256: 1350BEEDAEB74CA83E92BB7A576908E11CFFEACDEFODD1D83091B4369B885FB6

SHA-512: 6EA2E653C3E11388911DB11EC5FEBFB63D29839801146490ECBD26B7AE15840AE86E582D9ABD6BOFE2280567755DE84CF198A26F1E51BB5CF55D02941B33596
Malicious: false

IE Cache URL:  hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1fnhpM.img?h=75&w=100&m=6&q=60&u=t&0=t&I=f&f=jpg

Preview:

%&'()*456789:CDEFGHIIJSTUVWXYZcdefgh
W 11..AQ.aq."2...B....#3R..br...$4.%.....&'()*56 789:CDEFGHIJSTUVWXY
2.Nh g FLAR L RALA L F..G.Z.u.u9xm...(.27c...4.C..eQ..U9...s.U<..rs..7...
KN}..N.s.*...B@9>.. .u<.nd.fy.d.s+k =V 0.rqZU..sH..Yb.a6..

7S%...YROH@\..U..
.0_CU{%&E&.Fs@.h...).W.F.0.....7.Za8.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\BB7hg4[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 334

Entropy (8bit): 6.814254222145816

Encrypted: false

SSDEEP: 6:6v/IhPkR/C+gl3/1QouebwS/6MjHMOuUGROkf1f891dbi8+8uzoWgVUbp:6v/78/7/1Q1IbO5ItGZp+8uzYUl

MDS5: 2EB2549363B1EAFD3002771BD64EESBF

SHAL: A90A5BOC4F4F7BA139C800E354853AB011AEL1B22

SHA-256: 0D83CDF2BCF15B0DB682E61C5CE95F2FB5565A0F08AFAS69E27B639C30DBC7CA

SHA-512: 28C1BC1D5F28AESBEACD3CES03A5E9BBEC71AC621EDF4275B89B7922078E9C54D86E773F628A27FAB799ED6ABBA3D5SECD517875B63F1E2293A82793C5820C!
07

Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB7hg4.img?h=16&w=16&m=6&q=60&u=t&o=t&|=f&f=png

Preview:
.PNG.......IHDR. ..a....sRGB.
s Ds.)..K.A ./.C.Z...8B@D{.D.

OAMA.. _pHYs..........0.d...IDAT8O....0.E]......| *#d.Fa.6 .F ...4@../...
0@.1......H:..8.2.U... %.H.q." x..fiom<...1[.c..zV.ky.l...LJ}...&&.... IEND.B".

..Q......09./...cLC JK....f.O.Xk... wW5XUUKN..Zw

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\BBVuddh[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 304

Entropy (8bit): 6.758580075536471

Encrypted: false

SSDEEP: 6:6v/IhPkR/ChmU5nXyNbWgaviGjZ/wtDi6XxI32inTvUI8zVp:6v/78/e5nXyNb4lueg32au/

MDS5: 245557014352A5F957F8BFDAB7A3E966

SHAL: 9CD29E2AB07DC1FEF64B6946E1FO03BCCOA73FC5C

SHA-256: 0A33B02F27EE6CD05147D81EDAD86A3184CCAF1979CB73AD67B2434C2A4A6379

SHA-512: 686345FD8667C09F905CA732DB98D0O7E1D72E7ECDIFD26A0C40FEEBE8985F8378E7B2CB8AE99C0O71043BCB661483DBFB905D46CE40C6BE70EEF78A2BCDEY4
05

Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BBVuddh.img?h=16&w=16&m=6&q=60&u=t&o=t&I=f&f=png

Preview:
.a...sRGB......... gAMA.....a.....pHYs..
.,5+.].BP.5.>R....IJ.0.7|2....r.\-Ca..

..... +.....IDAT8O...P..3....v..0.}....."XD. 5.3, ....)...a-.............d.0.mSC.i..%.8%] }...m.$IOM..u.. ....9....

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\a8a064[1].gif
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
Copyright Joe Security LLC 2021 Page 22 of 54



C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\a8a064[1].gif

File Type: GIF image data, version 89a, 28 x 28

Category: downloaded

Size (bytes): 16360

Entropy (8bit): 7.019403238999426

Encrypted: false

SSDEEP: 384:92SEiHys4AeP/6ygbkUZp72i+ccys4AeP/6ygbhkUZaoGBm:g2Tjs4Ae36kOpgi+c/s4Ae36kOaoGm

MDS5: 3CC1C4952C8DC47B76BE62DCO76CE3EB

SHA1L: 65F5CE29BBC6EOCO7C6FECIBI6884E38A14A5979

SHA-256: 10E48837F429E208A5714D7290A44CD704DD08BF4690F1ABA93C318A30C802D9

SHA-512: 5CC1E6FIDACA9CEAB56BD2ECEEB7A523272A664FESEE4BBOADASAFI83BA98DBABECF3848390DF65DA929A954AC211FF87CE4DBFDC11F5DFOC6E3FEABAST
40EF7

Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/hp-neu/sc/64/a8a064.gif

Preview:

..dbd Avt..
A hD..F. L.1J.Z..1.080y..ag+...b.H.

tJ....T.%..@.UH..zn....l....... e dbd..............

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\cfdbd9[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 27 x 27, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 740

Entropy (8bit): 7.552939906140702

Encrypted: false

SSDEEP: 12:6v/70MpfkExg1JOTS5FINRIYX1TEdLh8vI542irJQ5nnXZkCa0j0cMgL17jXGW:HMuXk5RWT TEovnOAXZMitL9aw
MDS5: FE5E6684967766FF6A8AC57500502910

SHA1L: 3F660AA0433C4DBB33C2C13872AA5A95BC6D377B

SHA-256: 3B6770482AF6DA488BD797AD2682C8D204ED536D0D173EE7BB6CEBOD479A2EAT

SHA-512: AF9F1BABF872CBF76FC8C6B497E70F07DF1677BB17A92F54DC837BC2158423B5BF1480FF20553927ECA2E3F57D5E23341E88573A1823F3774BFF8871746FFA51
Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/hp-neu/sc/c6/cfdbd9.png

Preview:

........... ~....tEXtSoftware.Adobe Fireworks CS6......tEXtCreation Time.07/21/16.~y....<IDATH..;k.Q....;.;..&. .#...4..2...
L& $.mlLLSMF3W,e.%. .x.,..c..0.*V...W.=0.uv.X...C....3"....8....Cueure 2]EO....M.. M. [..]5.&...9.25]H....df....I...
. P D........ M..9...ek.kP.A."2....k..D.}\...V%.\.VIM..3.t....8.S.P........0....y[.<..9...
LRel.-@........ +.a.*x..0....Y.m.1.N.l..V."..;.V..a.3.U....,.1c.-.J<..q.m-1..d.A.d.".4.k..i.......SL.....IEND.B".

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\checksync[1].htm

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, ASCII text, with very long lines

Category: dropped

Size (bytes): 21168

Entropy (8bit): 5.301254840507112

Encrypted: false

SSDEEP: 384:2nAGcVXIblcgnzleZSug2f5vzJarS5gF30Z0tQWwY4RXrgt:086ghbz2RmF30stQWwY4RXrqt

MDS5: 83FC8D2EAB1DF069A59EBAEF3C72E1FO

SHA1L: C5DO0A7734E7D628C7BFF1EFE1496D9BEES5BCDDA

SHA-256: 49EO0F86EDD44B74224BEOE75BB24262FFC7EEOFB6701955CESFE087FB386167F

SHA-512: 703F5B9531D0818100A26ED08908341748F3B5E23CBA38F689FC6B52B62A14A43B4239B80C8ED6046EE352D54FEB2DEASSE3CA9LIF6E7EC7ECA9332DFD8D65D,
3

Malicious: false

Preview:
<html> <head></head> <body> <script type="text/javascript">try{.var cookieSyncConfig = {"datalen":74,"visitor":{"vsCk":"visitor-id","vsDaCk":"data","sepVal":"|","sepTime"
" "sepCs":"~~","vsDaTime":31536000,"cc":"CH","zone":"d"},"cs":"1","lookup":{"g":{"name":"g","cookie":"data-g","isBI":1,"g":1,"cocs":0},"vzn":{"name":"vzn","cookie":"data-
V" "isBI":1,"g"0,"cocs":0},"brx":{"name":"brx","cookie":"data-br","isBI":1,"g":0,"cocs": ‘cookie":"data-Ir","isBI":1,"g":1,"cocs":0}},"hasSameSiteSupport":"

0","batch":{"gGroups":["apx","csm","ppt","rbcn","son","bdt","con","opx","tIx

s","sov"

r1","g","pb","dxu","rkt","trx","wds","crt","ayl","bs","ui","shr","lvr","y

Id","msn”,"zem","dmx","pm","som","adb", "tdd" "soc”,"adp”,"vm","spx","nat","ob" "adt","got","mf","emx","sy","I","ttd"],"bSize":2, "time":30000,"ngGroups™:[]},"log":{"succe

ssLper":10,"failLper":10,"logUrl":{"cl":"https:\/Vhblg.media.netVlog?logid=kfk&evtid=chlog"}},"csloggerUrl":"https:VVcslogger.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\checksync[2].htm

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
File Type: HTML document, ASCII text, with very long lines
Category: dropped

Size (bytes): 21168

Entropy (8bit): 5.301254840507112
Encrypted: false
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\checksync[2].htm

SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

384:2nAGcVXIblcgnzleZSug2f5vzJarS5gF30Z0tQWwY4RXrgt:086ghbz2RmF30stQWwY4RXrqt
83FC8D2EAB1DF069A59EBAEF3C72E1FO
C5DO0A7734E7D628C7BFF1EFE1496D9BEES5BCDDA
49EO0F86EDD44B74224BEOE75BB24262FFC7EEOFB6701955CESFE087FB386167F

703F5B9531D0818100A26ED08908341748F3B5E23CBA38F689FC6B52B62A14A43B4239B80CSEDG046EE352D54FEB2DEASSE3CA91FGE7EC7TECA9332DFD8D65D!
3

false

<html> <head></head> <body> <script type="text/javascript">try{.var cookieSyncConfig = {"datalen":74,"visitor":{"vsCk":"visitor-id","vsDaCk":"data","sepVal":"|","sepTime"
" "sepCs™:"~~","vsDaTime":31536000,"cc":"CH","zone":"d"},"cs":"1","lookup":{"g":{"nam " "cookie":"data-g","isBI":1,"g":1,"cocs":0},"vzn":{"name":"vzn","cookie":"data-
V" "isBI":1,"g"0,"cocs":0},"brx":{"name":"brx","cookie":"data-br","isBI":1,"g":0,"cocs":0},"Ir":{"name":"Ir","cookie":"data-Ir","isBI":1,"g":1,"cocs":0}},"hasSameSite Support":"

0" "batch™{"gGroups™["apx","csm","ppt", "rben”,"son","bdt”, "con”, "opx”,"tix", "mmar,"c1x","ys", "sov", b "r1" "g","pb” "dxu”,"rkt”, "trx”, "wds”, "ert” "ayl”,"bs” Ui, "shr vy
Id","msn”,"zem","dmx","pm","som","adb", "tdd" "soc”,"adp”,"vm","spx","nat","ob" "adt","got","mf","emx","sy","I","ttd"],"bSize":2, "time":30000,"ngGroups™:[]},"log":{"succe

ssLper":10,"failLper":10,"logUrl":{"cl":"https:\/Vhblg.media.netVlog?logid=kfk&evtid=chlog"}},"csloggerUrl":"https:V\Vcslogger.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\e151e5[1].gif

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

GIF image data, version 89a, 1 x 1

downloaded

43

3.122191481864228

false

3:CUTxIs/1h/:7IU/

F8614595FBA50D96389708A4135776E4
D456164972B508172CEE9D1CC06D1EA35CA15C21
7122DE322879A654121EA250AEAC94BD9993F914909F786C98988ADBD0A25D5D
299A7712B27C726C681E42A8246F8116205133DBE15D549F8419049DF3FCFDAB143E9A29212A2615F73E31A1EF34D1F6CEOEC093ECEADO37083FA40A075819D2
false

hitp://https://static-global-s-msn-com.akamaized.net/hp-neu/sc/9b/e151e5.gif

GIF89a............. | I R D..;

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\location[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with no line terminators

downloaded

164

4.55341170338059

false
3:LUfGC48HptOEIHNE/fQ8I5CMNRMRU8BX4URGQP22/9SM+nmyRHfHO:nCj4EINEA[VRMmMhUMQP2zjO
ABB42BOE34A354029688094D2B66EBSA

400B86D37BB8C1F8EC364F98A780D981F1357E92
6AC51762DD026703234ED9446F010135439C46DC525113BAF9D202F2CE199DBF

A1096CAA2142ABOF7A1D0899BBBF468D1053D248B61EAD2D8B2F3D63B2CF37570202195D8CDCAOFFD49DEDB9YC63588F8EFAF463EB07C640235AD0AF1D70BB
D5

false

hitp://https://geolocation.onetrust.com/cookieconsentpub/vl/geo/location

jsonFeed({"country":"CH","state":"","stateName":"","zipcode":"","timezone":"Europe/Zurich","latitude":"47.14490","longitude™:"8.15510","city":"","continent":"EU"});

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\17-361657-68ddb2ab[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

dropped

1238

5.066474690445609

false
24:HWwAaHZRRIYfOeXPmMHUKg6GGiglIQCQ6cQflgKioUInJagzrQJ:HWwAabuYfO8HTqOxB6XfyNoUiJaD
7ADA9104CCDE3FDFB92233C8D389C582

4E5BA29703A7329EC3B63192DE30451272348E0D
F2945E416DDD2A188D0E64D44332F349B56C49AC13036B0B4FCI46A2EBF87D99

2967FBCE4E1C6A69058FDE4C3DC2E269557F7FAD71146F3CCD6FC9085A439B7D067D5D1F8BD2C7EC9124B7E760FBC7F25F30DF21F9B3F61D1443EC3C214E3F
F

false
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\17-361657-68ddb2ab[1].js

Preview:
define("meOffice",["jquery","jqgBehavior","mediator","refreshModules","headData","webStorage","window"],function(n,t,i,r,u,f,e){function o(t,0){function v(n){var r=e.local
Storage,i,t,u;if(r&&r.deferLoadedltems)for(i=r.deferLoadedltems.split(","),t=0,u=i.length;t<u;t++)if(i[t] &&i[t].indexOf(n)!==-1){f.removeltem(i[t]);break}}function a(){var i=t.find
("section li time");i.each(function(){var t=new Date(n(this).attr("datetime"));t&&n(this).htmi(t.toLocaleString())})}unction p(){c=t.find("[data-module-id]").eq(0);c.length&&(h=c.
data("moduleld"),h&&(I="moduleRefreshed-"+h,i.sub(l,a)))}function y(){i.unsub(o.eventName,y);r(s).done(function(){a();p()})}var s,c,h,l;return u.signedin||(t.hasClass("of
fice")?v("meOffice"):t.hasClass("onenote")&&v("meOneNote")),{setup:function(){s=t.find("[data-module-deferred-hover], [data-module-deferred]").not("[data-sso-de

pendent]");s.length&&s.data("module-deferred-hover")&&s.html("<p class="meloading><\V/p>");i.sub(o.eventName,y)},teardown:function(){h&&i.un

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\AAy XtPP[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 579

Entropy (8bit): 7.242449744338181

Encrypted: false

SSDEEP: 12:6v/78/soNLIfYAW3bGnL/4DoQduE1TjLcHIrtw9qO50P1:phCLGhel

MDS5: 21DAEBDCO09FDB9D1101F7E31251D647

SHA1L: CEEB8363244EC691AB7C79F1C8D3D2320F5805D66

SHA-256: 4926EF7D16299D14D677A6A78FC169BDCCOEB8501E9A7A11C3E140AC3D1676A9

SHA-512: AOBACACI37D51551FCF044315E8F1FC94A71ADA2E98FIC3E908DIBF57FC6A6FI4EBDOC7AL1908251FA8715CD2F25417500FE91CD7E674A09F4D3D4D55C6FDBO
1

Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/AAyXtPP.img?h=16&w=16&m=6&q=60&u=t&o=t&|=f&f=png

Preview:

}dee....w.. ..3g...5kiY...9..5.@W.. XW.]...c$T....I..
..wss...10..[6(+.. . ATT8*..@..-{. ...N&&F._....s......[.1.D.{.4..1.@G....
....jUU.?Pa..v..._.. g%aa..G.l...2... {[VV...UXY.y~..z.>11l...._gbb...O." .......... g.....i..X..IgA......IEND.B".

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\BB14hO0P[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 622x368, frames 3
Category: downloaded

Size (bytes): 14094

Entropy (8bit): 7.83310273984409

Encrypted: false

SSDEEP: 384:PGmg+YNwicCF+rboNWKuPyPkXQkmEFq6:PGalwVCF+jb3KuPSKkLr

MDS5: F538E837D1D0AA3COB57F8808A48EDDS

SHA1L: 1974CE2A65C3AAD9B2CF4AF955CA2419D44000F3

SHA-256: CA93774DA1D74DDOF183A83C7071BOFB47A52030F1F686014BCF4938F6573F88

SHA-512: 1677CF2B643034E23170EAC1E6CD8E7D5CB3689804CF538E19B8A370AD1AADE913BF2D311A9051E4BCB1D359B36ABDIDA33908344736874F49D60C02D0168E!
Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB14hgqOP.img?h=368&w=622&m=6&0=60&u=t&o=t&I=f&f=jpg

Preview:

QQQQQQQQQQQQQQQQQQ ... Pl ittt § 11A..Qa."q.2...#B...R..$3br........ %&()*456789:CDEFGHIJSTUVWXY Zcdefghijstuvwxyz
....... w......11..AQ.aq."2...B....#3R..br...$4.%.....&'()*56 789: CDEFGHIJSTUVWXY Zcdefghijs
tuvwxyz. . L2021 (- G..KFk..U..w.XW.2."\P.t.r.R..- .t.5......s1.A.%..9?..w.~..<
Lk..d.d .S. w.4.z." Xvl.. .t.;..0...0....U..E.sV].Q.3.Jm.J.*c.5.*@.. N j.l..f.&.EN.% y.9KE.CUal.5%....$..)#m..n.Y....6.Z[e.y..i. 11..}...(....qo..gDa....
Y%...)\..Q....5..hu....IR..Ai

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\BB1cEP3G[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 27 x 27, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 1299

Entropy (8bit): 7.779574269347441

Encrypted: false

SSDEEP: 24:GUAKNADIM/zskEWE4V0I3eEioNMP+nID4FieffNzVq26Xaf1dTPID2:GUAKGIbF4A3eEVNMmIYFXeUca

MD5: 71D136D931054F3CE43130B65E7A1823

SHA1L: 71F6B8607D5042227537A9A16B3BEOSOCAADA8B6G3

SHA-256: BEAB18C58700CBO6E6654AA5B8F29C6EB4B1F8B6B526DB30192DC56A375C058E

SHA-512: DD091270F2CC157093A4A1C5511173EDO7AD4C544DA4669927BIFFOA7E6291184EDC5CA4E3A497838F2D33E3A240967589A8DCC74333DA16ESAC52ADI3FECD
C

Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1cEP3G.img?h=27&w=27&m=6&0=60&u=t&o=t&|=f&f=png

Preview:

wey.C.
KG}LT.b.pc..,......Q7N..6....U%..........15p]|..K....u..m@u..T._..KQC...c.gY...i_*y-M..2MA. LB.I}.U.n k] #._.%.e.5)B..(./=nhY.@F{. A.0||J. Ek>.4V.3
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\BB1fnAAP[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 311x333, frames 3

Category: downloaded

Size (bytes): 6790

Entropy (8bit): 7.772863870214574

Encrypted: false

SSDEEP: 96:n6EKv8rhfayqPnlYe0ZIDT7JIH65yj+HWI5BXO0Y XDibgiTuXSxfIxp/016Mhk1F/G:6crSZ03R65yj99k+Diha8np/7hkHu

MD5: C3D64B3E0B225D53C14FBCABEAF1B637

SHAL: B931F7F651C49BE3D8FD260A4F8995183F514EF2

SHA-256: 323752A1B123FBDB2DE2AC02B40F2FFE5956 CFEO0898EC0362776DF654C239A5D

SHA-512: 87697BEA13B7D9FC283D68ED6DCF27C67DB3AFDI3E81C1FIF57CAEBF8F9012488E6CE914610840CCEED66977198E356F9692183DBA3D64D0245B86BEGABESC
A

Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1fnAAP.img?h=333&w=311&m=6&q=60&u=t&o=t&I=f&f=jpg&x=607&y=323

Preview:
------ JFIF..0 e Gl *..'Q6.6QQQQQRQQAQQAQRQAQQQAQQRQRQAQQQQQRRAQQQQ
QQQQQQQQQQQQQQQQQQ %&'()*456789:CDEFGHIIJSTUVWXYZcdefgh
TISTUVVVXYZ. ..ttt W 11..AQ.aq."2...B....#3R..br...$4.%.....&'()*56 789: CDEFGHIJSTUVWXY
Zcdefghijstuvwxyz. P.E.P.EP.EP.E.PEPEPEPEPEPEPEPEPEPEPEPEPEPEPEPE
.P.EP.EPEPE..A4. . . Z(en G (920N RQ@ M4 pBO\S3K...&.b.....72.1.[wz
.Gl.z....J0q.G....[...)..UH#. . Nv.P....ZkZ.. #V.@ x#.....1.d p..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\BB1fnB2f[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 311x333, frames 3

Category: downloaded

Size (bytes): 16068

Entropy (8bit): 7.962426498410195

Encrypted: false

SSDEEP: 192:6a71U0IK+qL7ipQ24DYhMaz43TakHNiLjyWGLgM7acd4ZXmLIMhOZVQBu1JYEPGD:6a9DCpmJIDukc3BTOcdiKRIWWIYE3IGE

MD5: 99AFDDD4D5F2AC8DOEACOC72645DICEE

SHA1L: 787E9DF56F49B65C7BEEBEBIBES8532A07BA39F3

SHA-256: 7287C4504D26385F8CF2F0540CABB8F2CE3CD7160C26AA08EB7C91B68119AD8C

SHA-512: 10D2E862CF1FC4FCFCA2CCAF0406246DDD5961E701980DC169A1A4536102C1C75B624196C6A23167CEC149BBBIBDDAOSAAAB5676437C19CCAT79389148ADAFI
F

Malicious: false

IE Cache URL:  hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1fnB2f.img?h=333&w=311&m=6&q=60&u=t&0=t&I=f&f=jpg

Preview:
...... JFIF... 0 Cr
QQQQRRQARQRRQARQQQQQQ
ijstuvwxyz

Zcdefghijstuvwxyz.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\BB1fnEo6[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 622x368, frames 3

Category: downloaded

Size (bytes): 24155

Entropy (8bit): 7.9363687494028685

Encrypted: false

SSDEEP: 384:P7n7anAlylxo6w4uVnUEn5gKq40ZHofiB6inuVré5x6FkZDftIBpuCmJbEgtH:PXaA/zXuVUENKBQNiIA6f1ZDhUEE

MD5: D5A1E71F797728932D972FCOB4F4C412

SHA1L: FOB976B19FA21B9B443C4A38C107CFB737DE064D

SHA-256: 5B287028DC9A79COF1ACE62E2563809299DC687C4D93E14CEE169D0FBB0336B1

SHA-512: 77790D08BI5F4B45F51CCC671AD16514E4CC092765A93B4BDADAD75B88BE41487E5E2A41EAEDSABBEFD3EIF62F1300087E7286799778DBAEAD8FD136CB9A4E
2

Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1fnE06.img?h=368&w=622&m=6&q=60&u=t&0=t&I=f&f=jpg&x=542&y=427

Preview:

. %8&'()*456789:CDEFGHIJSTUVWXY Zcdefghijstuvwxyz
.J1.AQ.aq."2...B.... #3R..br...$4.%.....&()*56789: CDEFGHIJSTUVWXY Zcdefghijs
LJ(.A5.3M h.4. 3M.h. 4. ViIAfA. i.4f f4 Rf. i .4M8..m...7. B(.R..R.).0.LV(. ...
IW;Qz..P.RX.U...vJhR...(..)3l.\1... IK@.E%&h...3@..%...QE... L1.1.3@.Y 4......6.@:..K@.E%.....Z.Z\ih.sK.m-..ii..4.)(..;

tuvwxyz.
(.R)S...
4f..3@..&I3Fh.sFi..4..)3E.....P(....0...... Inx

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\BB1fnGwh[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\BB1fnGwh[1].jpg

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 311x333, frames 3
downloaded

14056

7.940808530485487

false

384:6YHgBrbW/nrVrCuvSi7UrgmalkmvJhZjeBgmz9fEDXQ:6YABryVbqi7gaioSemz9X

537C49589E7A2D2C4B4B2B696579EDCA

734D50CCAE414A31808EF00921FE1BAFBA589800
622C891D427CE8DIA6CE61D0O8ABIF345C2E4F0069BCIAL8DDC3BFAEE44D7EFFF

13EEEE7CDDF9B55C2088BE9A8A8F258787D4E199F8C70F7F702BOC531EA35E5B1A4BAC3808F8762CD1B1D554BAEECCB04F17C7EOCALE43BCEFA2CDOESC2E
DF9B

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1fnGwh.img?h=333&w=311&m=6&0=60&u=t&o=t&I=f&f=jpg

-'Q6.6QQQRQQQRRAQAQQRRAQAQRARQAQRRAQAQRRQAQRRARQ

QQQQQQQQAQQQQQQQQQQ.. 11A..Qa."q.2...#B...R..$3br........%&'()*456 789: CDEFGHIIJSTUVWXY Zcdefgh
TISTUVVVXYZ. .ttt bbbttt W 11..AQ.aq."2...B....#3R..br...$4.%.....&'()*56 789: CDEFGHIJSTUVWXY
Zcdefghijstuvwxyz. QE..
QE..QE...-%-0.2JZ.Z(....Q@.E...QE..QE..2N...T?i {g55..QE..R.@.E-..QE..QE..QE..S_.7.....eX.....&.tU.@.(AE.P.E.P.E.P4...Z(...)I.QE..R.R..E.P.T5...n._.N*.g..].

.C..c5q"..7Dd... JHU. 2 {008 G QEH.( (o (oo (oo =Y 2.0

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\BB1fnMU5[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 311x333, frames 3
downloaded

15030

7.960744528554689

false

384:6BhPwpAGIK3wa8cMVxbRZie4yAcqcOM3k6HLy:6BRwpVsg7cM/VQe7fqcOy3ry

C95E798F0B09AB699D86C414496119D6

89A31611616F7F21B9814C5228EF1E7ABOFB9AL7
09A547D3AAA2CAB426C03D4B193DA0ACF8F4598CC240A2233DC232AC652CDF7B

0F6799495B208EEFA12A671D0D143D2C3364CAFO06DFDEC3CEO7A8FA9DC67E1267E9CBE002B69898F76B368515FD6DD6BADFD69BOSEAB33276419FE07CE4BEI
80

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1fnMU5.img?h=333&w=311&m=6&q=60&u=t&o=t&I=f&f=jpg&x=699&y=213

------ JFIF...0 *..'Q6.6QQQQQRQQAQQQRRQAQQRQAQRQRQRQAQQQQQQRQQQQQ
QQQQQQQQAQQQQQQQQQQ %&'()*456789:CDEFGHIISTUVWXYZcdefgh
jjstuvwxyz.... .&'()*56789:CDEFGHIJSTUVWXY
ZCdefghijSIUVWXYZ.......coviiiiiiieiiiiieiesieeceieceee e 20 K708 5[V LD 1.aem.. ER...).v...0<...YWf.)$b...C.[h...... {U-KLHf..%F.}.MC...].. #f.T.O*A..._j

V0. /LRAL..JF..XYYyW..8T.e*n..PqoV...k.w..z(\....... F..Wi....*.q.%P....0.....2.9.£.6|.{;.7.d.V.L.q"."....... zV...qtel.3.5......D...a" 9?v.LH.."L\. 2#4.0.. 7. KAm.4.{ .y....
Llan W BLM?SY...Ru.n,.w.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\BB1fnO1z[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 100x75, frames 3
downloaded

1881

7.7317103368719415

false

24:200XXDULHeOWXG40Z7DAJuLHenX3FCPSIRNg+EObI73gARjXsPtJomIXNZXZKjRK:cUERALCKIi057JIQzZXZKN8Il09
B8COD359A081E4208C0A86C171F06378

F327E9B53D1E8CBBEC3FC5A638EA9B65E871D7C7
B7E18928C35C1858DD31B81168ECIC560410D4A8FEF961F20D57039267B6CFOC

BCC48B66ES5EDEDDBBB2106796CFD5A3BA32BC202878E95D8723208D43FE47F465ED98FCE393B858228BB5626EB8604628B3A51EFE48420E924C86D8E8SOF3ES:
7

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1fnO1z.img?h=75&w=100&m=6&q=60&u=t&o=t&I=f&f=jpg

ijstuvwxyz
Zcdefghijstuvwxyz.
LEQ...(h.RA..G..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\BB1kvzy[1].png

Process:

File Type:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 30 x 30, 8-bit/color RGBA, non-interlaced
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\BB1kvzy[1].png

Category: downloaded

Size (bytes): 1015

Entropy (8bit): 7.7367945648094025

Encrypted: false

SSDEEP: 24:fPne8DHZHIihKEgrl73UBcaJ5X4dTYHvel2e:3nLD5xEgriLecaJt4RYHvCt

MDS5: BA3A25334018E73A4C28A77CEAT2B3E4

SHA1L: D9382F0C4F09066CB3F20BABABA45A9498860827

SHA-256: C888CDF8F39D3788450F2739094C5A50910E12FA302B2F9910EOCBACFC91B277

SHA-512: EC3ECE929E4CBFA85F1269C676E255EEE26A48573C1DDB51D70EEC3E306679F218C92FAE87F5E2A2C1CD6BE74D8903166C9720268A53B0160391C520007056A
Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1kvzy.img?m=6&o=true&u=true&n=true&w=30&h=30

Preview:
PNG........ IHDR........c... ;0.....sRGB......... gAMA......a.....pHYSs......... 0.d....IDATHK..h.Q....S~....J...-2.h.VXm......l.-..1..0....4c...kc..{.]Jvm.0.;.........0. k.zz.y.5...<.9.R7
.wD...54AM.o....k.J..W.%a..r.4...n...$...].&.1.a.>Bx.kd.:b."..k0JI..6S.D/..b<.!|.\..4.+i..yX.Dm...]..F.. .&n.p...S.p.L.2..*....M..z.a...40QK;..."..R..."q.Fc._wQ..8..r"C..@.....mB0

=5..=(l~w.Qz.v.... N .<.s<.ST.A..#c.h.. .. .Bf=8._.f5.j*yi.... S...M&.(.agA.N@...zz..Pd1...VX.....[.l.m....G....>...222....... i...S.E}lq

]|..p-..k.h-}..]..G.57jj... \RR.... “lAwi.dcl.s.C.....<.d..w.][[

..x855U....R.;.m4....M4r......0.g..

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\BBPfCZL[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: GIF image data, version 89a, 50 x 50

Category: downloaded

Size (bytes): 2313

Entropy (8bit): 7.594679301225926

Encrypted: false

SSDEEP: 48:5Zvh21Zt5SkY33fS+PuSsgSrrVi7X3ZgMjkCqBn9VKg3dPnRd:vkrrS333g+PagKk7X3Zgal9kMpRd
MDS5: 59DAB7927838DE6A39856EED1495701B

SHA1L: AB0734C857BFF8FF159C1879A041C6EA2329A1FA

SHA-256: 544BA9B5585B12B62B01C095633EFC953A7732A29CB1E941FDESAD62AD462D57

SHA-512: 7D3FB1A5CC782E3C5047A6C5F14BF26DD39B8974962550193464B84A9B83B4C42FB38B19BDOCEF8247B78E3674F0C26F499DAFCF9AF780710221259D2625DB8¢
Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BBPfCZL.img?h=27&w=27&m=6&q=60&u=t&o=t&I=f&f=png

Preview:

GIF89a2.2.....7..;..7..C...H..<.9....8..F.7.E.@..C..@..6..9..8..J..*2.G..>..?..A..6..>..8.....A.=.B.4.B.D..=. K.=.@..<...3~.B.D.....,|.4..2.6....J..;..G...FL.1}.4.R....
Y.E.>.9.5.X.A.2.P.J./|.9....T+Z...+.<Fq.Gn.V..;.7.Lr.W..C.<Fpl]....A...0{ L.LE.H.@....3..3.0.M.K... #[.3i..D.>........ l...<n..;.Z.1.G.8..E..Hu..1.>..

T..a.Fs..C..8..0}. e[ 8T @..B. .s..)a.Cm...'a.0Z..7...3f.<.e....@.q....Ds..B....IP
Nediiis Li. FoBorw.|o..... “gldMs KR > .Ry.Nv.n..]..Bl . 06 V..9.5......LNETSCAPE2.0.....!l..d...,....2.2......
..3...9.(.d.C WH.(."D...(D.....d.Y......<.(PP.F...dL.@.&.28..$1S... *TP.....>.. L.IT.XL.(.@a..IsgM..|..Jc(Q.*.......2..)y2.J.....W,..eW2.!...I....C.....d...zeh....P.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\de-ch[1].htm

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, UTF-8 Unicode text, with very long lines, with CRLF, LF line terminators

Category: dropped

Size (bytes): 426495

Entropy (8bit):  5.438881520314035

Encrypted: false

SSDEEP: 3072:+fnCIUGXx+EPKy8t/xYjpk97Xlwvc2uvhAOpJvilyN5qOIBKEX//P98weJALf:+{CHOEG7GVhAWIISAT6j/X92J4

MD5: 14F679EE080801C3C3BB63EE1446B98C

SHA1L: A91E6CI9897F3C3A42489987CEDE3F04F57E4B49B

SHA-256: 79C94301F8977DDEF233A4DF776ES85EBAAABS5A760446E628B41D07D9310CEATF

SHA-512: 60C5EBEE3A793C61E33CAAF4AA52045CB5519C1CD975BFCE87A5F1D00D9B48AD5SD09DEEB221DC2460B6D96E1COABLEF5F2578707A78728837B18194AA89CDI
C3

Malicious: false

Preview:

<IDOCTYPE html><html prefix="og: http://ogp.me/ns# fb: http://ogp.me/ns/fb#" lang="de-CH" class="hiperf" dir="ltr" >.. <head data-info="v:20210405_200042
17;a:1080e718-23cd-4789-ab79-c6123d10bb96;cn:35;az:{did:951b20c4cd6d42d29795c846b4755d88, rid: 35, sn: neurope-prod-hp, dt: 2021-04-07T08:08:00.0338459Z,
bt: 2021-04-05T14:19:55.17409372};ddpi:1;dpio:;dpi:1;dg:tmx.pc.ms.ie10plus;th:start;PageName:startPage;m:de-ch;cb:;l:de-ch;mu:de-ch;ud:{cid:,vk:homepage,n:,l:de-
ch,ck:};xd:BBgghZW;ovc:f;al:;fxd:f;xdpub:2021-03-30 19:10:53Z;xdmap:2021-04-07 09:54:03Z;axd:;f:msnallexpusers,muidflt26cf,muidflt51cf,muidflt315cf,moneyed
ge3cf,bingcollabedge2cf,platagyhp3cf,audexhp3cf,bingcollabhz1cf,artgly1cf,article5cf,onetrustpoplive,msnapplcf,1s-bing-news,vebudumu04302020,bbh202005
21msncf,prg-hide-story-2;userOptOut:false;userOptOutOptions:" data-js="{&quot;dpi&quot;:1.0,&quot;ddpi&quot;:1.0,&quot;dpio&quot;:null,&quot;forcedpi&quot;:nul
|,&quot;dms&quot;:6000,&quot;ps&quot;:1000,&quot;bds&quot;:7

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\fcmain[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, ASCII text, with very long lines, with no line terminators
Category: downloaded

Size (bytes): 38319

Entropy (8bit): 5.066183344470142
Encrypted: false
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\fcmain[1].js

SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

768:blavn4u3hPPPW94hZ2CxSD1GVvYXfOwWOBEZn3SQN3GFI2950BICHNhB1IC7sU:BQn4uRfWMhZ/xKGvYXfOWOBEZn3SQN3w
B5F60FA48BA31662591836C8A68ED365

3FBC5065F7F86AAECBAED86CBFBF7F78919A957D

62CF8ADE215A4ADE5S24B40A215DAFD23704BC509DC7907A919BA7D31A4EE33A3
BAD43F53E0B17A2BODACB06F071F8D7B41ABB41713C1727EC6571A9BFD52E9091588C41480865A9DD55E96689BC5D872109C60653E472C7BFCCDD6932641E9¢
false

hitp://https://contextual. media.net/803288796/fcmain.js?
&gdpr=0&cid=8CU157172&cpcd=pC3IHgSCqY8UHihgrvGroA%3D%3D&crid=722878611&size=306x271&cc=CH&https=1&vif=2&requrl=https%3A%2F%2Fwww.msn.co
m%2Fde-ch%2F%3Focid%3Diehp&nse=5&vi=1617789374166597335&ugd=4&rtbs=1&nb=1&ch=window._mNDetails.initAd

;window._mNDetails.initAd({"vi":"1617789374166597335","s":{"_mNL2":{"size":"306x271","viComp":"1617782858725065133","hide AdUnitABP":true,"abpl
: custHt":"™","setL.3100":"1"},"lhp":{"I2wsip":"2886781041","[2ac™:"","sethcsd":"set!C11|2198"},"_mNe":{"pid":"8P0O641UYD","requrl":"https://www.msn.com/de-ch/?
ocid=iehp#mnetcrid=722878611#"},"_md":[],"ac":{"content™:"<IDOCTYPE HTML PUBLIC \"-\WW3CVV/DTD HTML 4.01 TransitionalV/VEN\" \"http:\Wwww.w3.org\VTRVht
ml4Vloose.dtd\">\r\n<html xmIns=\"http:\/\\www.w3.0rg\/1999V/xhtml\">\r\n<head><meta http-equiv=\"x-dns-prefetch-control\" content=\"on\"><style type=\"text\/css\">body{
background-color: transparent;}<V/style><meta name=\"tids\" content=\"a='800072941' b="803767816' c='msn.com' d="entity type'\" \/><script type=\"text\/javascript\">try{w
indow.locHash = (parent._mNDetails && parent._mNDetails.getLocHash && parent._mNDetails.getLocHash(\"722878611\"\"1617789374166597335\")) || (parent.
_mNDetails[\"locHash\"] && par

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\log[1].gif

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

GIF image data, version 89a, 1 x 1

dropped

35

3.081640248790488

false

3:CUNI/RCXknEn:/wknEn

349909CE1E0BC971D452284590236B09
ADFCO1F8A9DE68BIB27E6F98A68737C162167066
796C46EC10BC9105545F6F90D51593921B69956BD9087EB72BEE83F40AD86F90
18115C1109E5F6B67954A5FF697E33C57F749EF877D51AA01A669A218B73B479CFE4A4942E65E3A9C3E28AE6D8A467D07D137D47ECE072881001CA5F5736B9C(C

false

GIF89a............. R @..L.;

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\medianet[1].htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCI!I text, with very long lines

downloaded

388255

5.4843346287782575

false
6144:4jh9Tdnf3vb+HOMPING3Zygz5PCulbGceDradIV:M3v6pnG3ZygNxVVDpdIV
5F339E75F3E4437A2F66369CI9CEF92C5
30BC2C30A8BCIF3C6DD2D7DE9ED124180D758D25
C9ABD460438468033FC548206E683845E04E80D723619CCI0F6F29ABC3D94937

1689ADA428CF5D51BFABFF6AD0249340E27C3B300CB2B917962B1AAFB192C1866D97B74491D58530898B1DCD09FOFA7ESB54BAEEB48FF1C8952D4C841511BA
C

false

hitp://https://contextual. media.net/medianet.php?cid=8CU157172&crid=858412214&size=306x271&https=1

<html>.<head></head>.<body style="margin: Opx; padding: Opx; background-color: transparent;">. <scr|pt language="javascript" type="text/javascript"
>window.mnjs=window.mnjs||{},window.mnjs.ERP=window.mnjs.ERP||function(){"use strict";for(var a= {},u=encodeURIComponent(navigator.userAgent),g=[]
,e=0;e<3;e++)g[e]=[];function m(e){void 0===e.logLevel&&(e={logLevel:3,errorVal:e}),3<=e.logLevel&&gle. IogLeveI 1].push(e)}function n(){var e=0;for(s=0;s<3;s++)
e+=g[s].length;if(0!==e){for(var n,o=new Image,t=f.lurl||"https://lg3-a.akamaihd.net/nerrping.php",r="",i=0,s=2;0<=s;s--){for(e=g[s].length,0;0<e; ){if(n=1===s?g[s][0]:{lo
glLevel:g[s][0].logLevel,errorVal:{name:g[s][0].errorVal.name,type:a,svr:l,servname:c,message:g[s][0].errorVal.message,line:g[s][0].errorVal.lineNumber,description:g[s][0]
.errorVal.description,stack:g[s][0].errorVal.stack}},n=n,!((n="object"!=typeof JSON||"function"!=typeof JSON.stringify?"JSON IS NOT SUPPORTED":JSON.stringify(n)
).length+r.length<=1

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\medianet[2].htm

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCII text, with very long lines

downloaded

388255

5.4842905267342745

false
6144:4jh9Tdnf3vb+HOMPING3Zygz5PCulbHcDrodIV:M3v6pnG3ZygNxV8DpdIV
AE9BOE3EA8355A0F81A5F7758218FAF2
CC83AB70AE873458985D6AEACEE1DIC6EF554552
4E5A292D8AE3A9FC2F3845E6F018D3443476C44DBA70848258197DEF7871926E
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\medianet[2].htm

SHA-512:
Malicious:
|IE Cache URL:

Preview:

06DF9979836FFAB78784A240CC80890EF227798C205A40A72221ACDF136D3D7A918B38992053005F7409A45CFABE33F3E7F718157E64E7A73D24D03228DFE9DE
false

hitp://https://contextual.media.net/medianet.php?cid=8CU157172&crid=722878611&size=306x271&https=1

<html>.<head></head>.<body style="margin: Opx; padding: Opx; background-color: transparent;">.<script language="javascript" type="text/javascript"
>window.mnjs=window.mnjs||{},window.mnjs.ERP=window.mnjs.ERP||function(){"use strict";for(var a="",1="",c="",f={},u=encodeURIComponent(navigator.userAgent),g=[]
,e=0;e<3;e++)g[e]=[];function m(e){void 0===e.logLevel&&(e={logLevel:3,errorVal:e}),3<=e.logLevel&&g[e.logLevel-1].push(e)}function n(){var e=0;for(s=0;s<3;s++)
e+=g[s].length;if(0!==e){for(var n,o=new Image,t=f.lurl||"https://lg3-a.akamaihd.net/nerrping.php",r="",i=0,s=2;0<=s;s--){for(e=g[s].length,0;0<e; ){if(n=1===s?g[s][0]:{lo
glLevel:g[s][0].logLevel,errorVal:{name:g[s][0].errorVal.name,type:a,svr:l,servname:c,message:g[s][0].errorVal.message,line:g[s][0].errorVal.lineNumber,description:g[s][0]
.errorVal.description,stack:g[s][0].errorVal.stack}},n=n,!((n="object"!=typeof JSON||"function"!=typeof JSON.stringify?"JSON IS NOT SUPPORTED":JSON.stringify(n)
).length+r.length<=1

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\nrrV10261[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

dropped

88134

5.422854828784262

false
1536:DVNCuukXGsQihGZFA9J5d5+cx/n35shc6ur8BRaWUV1BIYLcE+af9AS|9WXToUS:DQiYGd5+00tuFd3+afop3
15E7F3FOF83DEEE4DB85EC72420A5729

2076114605D5637F11BOA0BA289B49A87CFADAGF
E2499770463D929D331B748D5F2426E5DIBE164F80838CD896D7D8247F3A78D8
3F58E789C021514937B54A25E5652C35208E8C691D05719CC1FB1531AA9740CDC6EC5E08BBA810811DD5C54BC8510FBSE29EEA6C8522D4F73B2287282C0E712

false

var _mNRequire,_mNDefine;!function(){"use strict";var c={},u={};function a(e){return“function"==typeof e}_mNRequire=function e(t,r){var n,i,o=[];for(i in t)t.hasOwnProper
ty(i)&&("object"I=typeof(n=t[i])&&void 0!==n?(void 0!==c[n]||(c[n]=e(u[n].deps,u[n].callback)),o.push(c[n])):0.push(n));return a(r)?r.apply(this,0):0},_mNDefine=function(e,t,r)
{if(a(t)&&(r=t,t=[]),void 0===(n=e)||""===n||null===n||(n=t,"[object Array]"!==0Object.prototype.toString.call(n))||!a(r))return!1;var n;ue]={deps:t,callback:r}}}();_mNDefine
("modulefactory”,[],function(){"use strict";var r={},e={},0={},i={},n={},t={},a={};function c(r){var e=!0,0={};try{o=_mNRequire([r])[0]}catch(r){e=!1}return o.isResolved=function()
{return e},o}return r=c("conversionpixelcontroller"),e=c("browserhinter"),o=c("kwdClickTargetModifier"),i=c("hover"),n=c("mraidDelayedLogging"),t=c("macrokeywor
ds"),a=c("tcfdatamanager"),{conversionPixelController:r,browserHinter:e,hover:i,keywordClick TargetModifier:o,mraidDelayedLogging:n,macroKeyw

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\otSDKStub[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with CRLF line terminators

downloaded

16853

5.393243893610489

false

192:2Qp/7PwSgaXIXbci91liEBadZH8fKRIOCMIQMYOY S7uzdwnBZv7ilHXF2FsT:FRr14FLMdZH8f4wOjawnTvulHVh
82566994A83436F3BDD00843109068A7

6D28B53651DA278FAEICFBCEE1B93506A4BCD4A4
450CFBC8F3F760485FBF12B16C2E4E1E9617F5A22354337968DD661D11FFAD1D

1513DCF79F9CD8318109BDFD8BE1AEA4D2AEB4BIC869DAFF135173CC1C4C552C4C50C494088BOCA04B6FB6C208AA323BFESIE9BIDEDS7083F0ES954970EF8
22

false

hitp://https://www.msn.com/_h/9c38ab9f/webcore/externalscripts/oneTrustV2/scripttemplates/otSDKStub.js

var OneTrustStub=function(e){"use strict";var t,o,n,i,a,r,s,,c,p,u,d,m,h,f,g,b,A,C,v,y,1,Sw,T,L,R,B,D,G,E,P,_,Uk,O,F,V,x,N,H,M,j,K=new function(){this.optanonCookieNam
e="OptanonConsent",this.optanonHtmIGroupData=[],this.optanonHostData=[],this.genVendorsData=[],this.|ABCookieValue="" this.oneTrustlABCookieName="eupu
bconsent”,this.oneTrustlslABCrossConsentEnableParam="islABGlobal",this.isStubReady=!0,this.geolocationCookiesParam="geolocation",this. EUCOUNTRIES=["BE
""BG","Cz","DK","DE","EE","|IE","GR","ES","FR","IT","CY","LV","LT","LU","HU","MT","NL","AT","PL","PT","RO","SI","SK","FI","SE","GB","HR","LI","NO","IS"]this.st
ubFileName="0tSDKStub" this. DATAFILEATTRIBUTE="data-domain-script",this.bannerScriptName="otBannerSdk.js",this.mobileOnlineURL=[]this.isMigratedURL=!
1,this.migratedCCTID="[[OIdCCTID]]",this.migratedDomainld="[[NewDomainld]]",this.userLocation={country:"" state:""}};(o=t=t||{})[0.Unknown=0]="Unknown",o[o.Bann
erCloseButton=1]="BannerCloseButton",o0[0.ConfirmChoiceButton

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\52-478955-68ddb2ab[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

392795

5.324891509831633

false
6144:RrP9z/hSg/VVxLgyFxgkhmnid1WPqljHSjaXCWJSgxO0Dvg4FcG6Ix2K:VJI/2znid1WPqljHdbrtHcGB3
4F4959940032DFECE81186717B15CBD4

B2B8F6B16A175CEADE978F4AC6628B38CF6948BD
BB6834AB584CEC33879265A594729197A2B7E56355D9AA6D1DA10D5DEA82165E

2A1BC31E753054F41B9C4ACAF58E777D367710AA3E7A14AA19EF2FD22B59BBCDB879100730E25837F2E73FDES1F353499EDB4A9241EA2589D31A4AB8D8F0744
2

false
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\52-478955-68ddb2ab[1].js

Preview:
var awa,behaviorKey,Perf,globalLeft, Gemini, Telemetry,utils,data, MSANTracker,deferredCanary,g_ashsC,g_hsSetup,canary;window._perfMarker&&window._perfMa
rker("TimeToJsBundleExecutionStart");define("jgBehavior",["jquery","viewport"],function(n){return function(t,i,r){function u(n){var t=n.length;return t>1?function(){for(var
i=0;i<t;i++)n[i]()}:t?n[0]:ffunction f(){}if(typeof t'="function")throw"Behavior constructor must be a function;if(i&&typeof i'="object")throw"Defaults must be an object or nu
II;if(r&&typeof r'="object")throw"Exclude must be an object or null*;return r=r||{},function(f,e,0){function c(n){n&&(typeof n.setup=="function"&&l.push(n.setup),typeof
n.teardown=="function"&&a.push(n.teardown),typeof n.update=="function"&&v.push(n.update))}var h;if(o&&typeof o!="object")throw"Options must be an object or null";var
s=n.extend(!0,{},i,0),I=[],a=[],v=[],y=!0;if(r.query){if(typeof f!="string")throw"Selector must be a string";c(t(f,s))}else h=n(f,e),r.each?c(t(h,s)):(y=h.length>0,

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\55a804ab-e5c6-4b97-9319-86263d365d28[1].json

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 2939

Entropy (8bit): 4.794189660497687

Encrypted: false

SSDEEP: 48:Y9vigmDHF6Bjb40UMRBIvdiZv5Gh8azZa6AyYAcHHPk5JKIcFerzZjSaSzZjfumjVT4:0ymDwb40zrvdip5GHZa6AymshjUjVjx4

MDS5: B2B036D0AFB84E48CDB782A34C34B9D5

SHA1L: DFC7C8BA62D71767F2A60AED568D915D1C9F82D6

SHA-256: DC51F0A9F93038659B0DB1B69B69FCFB0O0FB5911805F8B1E40591F9867FD566F

SHA-512: C2AAAF7BC1DF73018D92ABD994AF3C0041DCCE883C10F4F4E17685CD349B3AF320BBA29718FI98CFF6CC24BE4BDD5360E1D3327AFFBFOC87622AE7CBABG77(
F22

Malicious: false

|IE Cache URL: hitp://https://www.msn.com/_h/9c38ab9f/webcore/externalscripts/oneTrustV2/consent/55a804ab-e5c6-4b97-9319-86263d365d28/55a804ab-e5¢6-4b97-9319-
86263d365d28.json

Preview:
{"CookieSPAEnabled":false,"MultiVariantTestingEnabled":false,"UseV2":true,"Mobile SDK":false,"SkipGeolocation":false,"ScriptType":"LOCAL","Version":"6.4.0","Opta
nonDataJSON":"55a804ab-e5c6-4h97-9319-86263d365d28","GeolocationUrl":"https://geolocation.onetrust.com/cookieconsentpub/vl/geo/location”, ”RuIeSet"'[{"Id""'SfOcc
a92-2dda-4588-a757-0e009f333603","Name":"Global","Countries":["pr","ps","pw","py","qa","ad", "ae","af","a al","am","a0","aq","ar","as","au","aw","az","ba","bb","r
bm","bn","bo","sa","bq","sb","sc","br sg","bv","sh","bw","by","sj", "ss","cc","st","cd","s cf","cg

n" o’ "te,er,d",eu” "t g, "ov”, "th tn" o, e v w2, dm®, o, "ua”, "ug”, "dz","um

","us","ec" "eg","eh","uy","uz", "va" “er","vc","et","ve","vg","vi","vn","vu","fj","fk","fm","fo" w'f" ,S'ga’, "WS" "gd" "ge","gg","gh
C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\BB17milU[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced
Category: downloaded
Size (bytes): 586
Entropy (8bit):  7.459673275070626
Encrypted: false
SSDEEP: 12:6v/78/sUNp8HPcB/0930xEsS/WNwvNtl6dc53zQHuXvb/:xp8HMcIkxEswiwvNB9jX7
MD5: 1D2394E3D34BC31438B36882497DB5FC
SHA1L: ABBFFOF33A3C0C759F44ACCB785AB308924C43FE
SHA-256: EOCC66F2DB0OE2D3C3229A3A0C19CCEAACF1419040D46EEA82CDA886F1FA8F7D0O
SHA-512: 803C84A3E91F7EADIBED25F676223DE88144FAAD15EA6C2281FDB98225AEFF7BD48262227270CB887B431C28786F936427CD638D3F4915C82DCCCDOED491D5
Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB17milU.img?h=16&w=16&m=6&q=60&u=t&o=t&I=f&f=png

Preview:
PNG........ IHDR...coovrvin a...sRGB......... gAMA.....a....pHYs.......... 0.d....IDAT80.S[K. AN $.xM#hQ.K........ O>......... B.>."..._.AA>[..Q.&IB\:Fs...3,Cb...|...]...Ig.aA..0*..Ev.
p....U4?E..~..?2...d.b.GU...d.6:.*.3r.4w.....K....9'7...2..0i.0... "#0A.............o.O.S...?....n..W..@..\.—..AV.b/...A.u?..]u...%.@ ..... JH/SL.. > 0000 He - B
.b..s.p....k8.1..#.R.W7....... ) S— Joiei e Wy 9.1 ]AW ......... 4Q.,..&..}....7.vZ...P"e/l....E.D...PL...#.p ..IEND.B".

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\PSUEOSZZ\BB1cG73h[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 27 x 27, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 1452

Entropy (8bit): 7.801977712797197

Encrypted: false

SSDEEP: 24:fJOGNYjXA8FJjtWdCzEKOYrdj5C7cpHXRjxzEVFViIQoHkvUOzeLMI/VWJIpBtLWIb:fJIOGNF2NtWEEKOYrdj5bhXdzQzCJIpBtw
MDS5: 18976C505912B55AE865C00C28CB6EIAS

SHAL: 558350769FA43B41EE9D117A64ECA391BD645822

SHA-256: 191E4E61BF17043B248AA9A652E702AC0AA7F71910453DD3641D8D4FF122F9C3

SHA-512: 61FA144635D780378E7298D60DF35660176EE336471CA709DE3CDEE085462077A427049CB30C640457F3B84ADF4CDE910BBB57B22C1261884A456F2D87E4FAQ09
Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1cG73h.img?h=27&w=27&m=6&q=60&u=t&o=t&|=f&f=png

Preview:

...sRGB......... gAMA......a.....pHYSs......... 0.d...AIDATHK...0.e...?.Q.HH...6.......D.b.’b0...". X'~.0(1j.j.M...[.B... m23 ...... VJ...Th}<]....<....3.
. -E$)699 P... F(leZC<A Code KT oo XX d, 5.0.2%..(. A>k ZZ [ = WL Thr L 3L AMIVE =g, s WL G ML
[u IW 6..f.pu9.]....m.dr%m....... k.n.tU...6... LXlb L_.8P.W.9.W...V.+. .Eg{[$.YN X4ffd&] ........ n).jl.b..l..h.~.b.A..
Y.~W ........... 7nL...5.U.P.UP,.P. ..K.I.g....7S ..... q..(Br..hB.... u...o... 7. H."A..$C.T.L.t.d.x.0.."J.a)......B..... 8*...... PXFQ..D$y..@.!1..r.J.p..\...
.cl[.=.Mx.P..%..EDT....;..q{.S......>.7.SnC.x.}.. W/ ......~.gl.! 3t .Cl.).

Copyright Joe Security LLC 2021 Page 31 of 54




C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\PSUEOSZZ\BB1dCSOZ[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 421

Entropy (8bit): 7.123637234388393

Encrypted: false

SSDEEP: 6:6v/IhPkR/C+3ioUxc7GD1TVoE3Gb3m9IxexGJID++iQ1M5QS+leQ7XJoKPRohytAUp:6v/78/uoUxYU1T88DIM5QSJIIRWS

MD5: 47B4420889513D80866D75057C62804D

SHAL: AB33FC124B9ED724F19BEB305F94910514F1E507

SHA-256: F9A40CB0448D001DD492BC2FF10976417C4098E59CE64B85312E26E3803A88D2

SHA-512: 1C9A7B24D2121ADF7C643F4610440E18B47FC29741A740D520311CC820552A01F5CC6E7368CEB8FA22DIFCES8BE4AF7E6AD742390766FDEASE98251EB44DE6]
B

Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1dCSOZ.img?h=16&w=16&m=6&q=60&u=t&o=t&I=f&f=png

Preview:
PNG........ IHDR...coovrviin a...sRGB......... gAMA.....a....pHYs.......... 0.d....IDAT80....@.@..Xh. l|...
a.6.f.[>0...,Z..T.g. .<.D"..p'4.\...aH..a.X.Z.M.... b2.p.N...x.| A Xu[.R..# X< K ..N..p...uE.m....
A*UJ...h|.4.....Q....IEND.B".

bl....B,.. X....K."M. b'ig.fwa......>f..H..R..T. *hd2....Lv.M.P...
LY.N.9..j5.h.vy<.8.f.ans....v.[n$.1Q.....4.GV.U.b.GCIR|.L..T

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lIE\PSUEOSZZ\BB1fIQkf[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 100x75, frames 3
Category: downloaded

Size (bytes): 1918

Entropy (8bit): 7.727381234518194

Encrypted: false

SSDEEP: 48:cuERA9e2apal Aej9jrl4QcvUL4DgohsQav3/:HEWehgLAej9314Qzbbt3/

MDS5: 2B16A72B8AFC201763474E8C031663EF

SHA1L: 464476E045680F1A6815016726082C70EAF4D009

SHA-256: 4BODFFE1B117B37E3C3FCF6F1C27C38A26E8BC85A5F3F28998FD6EC3D8AF2353

SHA-512: AT477BA6345E2A8307E832C90A6E6ACA987265F4A123DFD797DFE83A1F8E4CB2246B8DA59822C03F9AE3BLFE1009CBD3ESC700A27E73C0411A8EB6514106776!
Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1flQkf.img?h=758&w=100&m=6&0=60&u=t&o=t&I=f&f=jpg&x=608&y=258

Preview:

%&'()*456789:CDEFGHIJSTUVWXYZcdefgh

ijstuvwxyz.... Ww......!11..AQ.aq."2...B....#3R..br...$4.%.....&'()*56 789: CDEFGHIJSTUVWXY
Zcdefghijstuvwxyz. v={i C5~...}h.....e8..Z. ..0oH.A.T.*Fy....J.hH.J..:.....$..a..)"V....h...a.A.> }.,.b1\..DO
.d1..LVt.=%......p6........... t/o...> H..N.8.W.j9..0.6.M..#|. A....L.ried.[o. . _[..6.V.+. . .H.mv..8.V.72k<.X.-.5[)..z.<>5....... Q.....@"..Z(..<B..m........ 20 C
B _1A.U..d..W+m&...q.0.MtY.,." +...

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\BB1fnCd9[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 311x333, frames 3

Category: downloaded

Size (bytes): 14545

Entropy (8bit): 7.962653677612604

Encrypted: false

SSDEEP: 384:6JDIQGZhqlSKhHaC/dURemcgvPDVG+IPxU1su3L8Fv:6GjOSaHaSUOmt7pUlsu3IN

MD5: 4DDBF7BCBBFB79E99897ADA18DE1DA5S3

SHA1L: C7E3C831B77E1BIFE68F1982B64C2CFECEFC906A

SHA-256: F1291A79D41AE14896F657CD27FB8F783C98E5CCFCID623C681DDD5BE272BC8B

SHA-512: B2BDF303A5878C30CFBB620B46E27483F70AAF6772002D02DCA6440A8BB30FB4FESBF6EA23FD201AA05B93FBI9F586C673B4COE4614EC36BFFF9565C43C081E
F

Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1fnCd9.img?h=333&w=311&m=6&0=60&u=t&0=t&I=f&f=jpg&x=525&y=239

Preview:
...... JFIF...0 0 Coe '.'Q6.6QQQQQQQARQARAQRAQRARQARARARAQRRQRRQARARKAQQ
QQQRQRAQQQAQQQQQQQQQQ %&'()*456789:CDEFGHIJSTUVWXYZcdefgh
TISEUVVVXYZ. 1ottt w......!11..AQ.aq."2...B....#3R..br...$4.%.....8'()*56 789: CDEFGHIJSTUVWXY

Zcdefghijstuvwxyz. H./3.{ .H.6s.L
\oipereee\B.LIVLLCL.ON+J.L..N...yX@..]..rKON.(.c..u..P . MOZ.*I..*....
N..ZF..]t...-7.G.US.L.n. W "L#....... R6.Rk.Qb....y-

J+D.{....S.nd(.QI(.EMIV..EN~.RCE[...G.Yi...W.....@..z.#.....YQ.Q.
+.2Lm.K.y.H..Q..h\I A.4).mHz.7.,.Ls..IX....... W.1.qU...K&7!Y;V$.M..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\BB7hjL[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced
Category: downloaded

Size (bytes): 386
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\BB7hjL[1].png

Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

7.071730477471984

false

6:6v/IhPkR/C+HdqifGhzS/eQiH7CKzXVfIEhwiG620kBuwFqEdGXVBVmMsMQQMIudp:6v/78/rzi+Hibnjvflz76 Y FGIMxM6

4C2C5014819070162B1598DA1434DBCD

AD4ED6C8B949F669C6C1CDDA3211D51331B52C49

5F9866D2490D5138F499139209C9EDD574A725BA395B4312247DDA1FA77FCA9F
57C2922BC643B288D9D1D3D310E2C789D17E13D25BF235DEFEFFFF41BA269622FD043803DE7E536D104BEBE905D4C0563F12E91A8021027AC4358278F5C3CCE
false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB7hjL.img?h=16&w=16&m=6&q=60&u=t&o=t&I=f&f=png

........ %.p@LD..?
..8..&.1.<&c.j.K

.B"D...[8.gnN{.q..4.j.
q).. &+.5...

LXUgHNE. X 4D AL L

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\PSUEOSZZ\BBX2afX[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 27 x 27, 8-bit/color RGBA, non-interlaced

downloaded

794

7.630528089173095

false

24:PMdjcQ+uZCs5GYIAEHPE90obPKNpOvUmM9Z:POIA7IN6VUOZ
0F87210AE1B65D03830D1A9D3EBO1A3F
DD9AD96DF20B2D692C622D78BD2CB9C17FOCF62F
D313B80FEA438FE282BA0F938DA04E50C33CCEEB365349C4692244998E33C5BF

94FDA4D7F49D4BD9D766886775627ECD704CA3F0505B9CB49A7D6248DICAC3FF288D6DFC4F0C411B82EFA77EA9EBCD345CF07021A040E890DEEG5AAF9343D|
68

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BBX2afX.img?h=27&w=27&m=6&q=60&u=t&o=t&I=f&f=png

S.ALMST.h.T....e....... T . uktrh LWL
...b.V(......9.e..'gD.rs.l.f.Q..S...C.(-;aicv.P.m.....p..

Koy #pd. PLOLF LV

q1W.s7.0..Qr..2. \..l..P.i#......

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\BBnYSFZ[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

downloaded

512

7.37701944331428

false

12:6v/78/4zZn6pmveydMvv6izwgnb26907RS72ibN:2zZRGmv6y+V5c78nh
D344E9FF0920DDCFOF3C20EE4496DBA4
1BBCA57DEC41A383BADC72E44AA848D292589250
3DC6BB15C2247AE312061A2CF267A1516976AC3AEF61D8DIACAEEOS2E711E24F

5DDDOES5B2581C29FDAODA4FB3C517A3A3A55F375828 A6F5EAESC3D21A5B08AGAS5383FES03A494491F1C0669E26D525E019E013F15312A0B8DB3CB1CE4867F1F
5

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BBnY SFZ.img?h=16&w=16&m=6&q=60&u=t&o=t&I=f&f=png

PNG....... IHDR................ a...sRGB......... gAMA.....a....pHYs.......... 0.d...IDAT80..?KBa...U.....BMIF.."."..$..."...gh.d....." B.1P.<.w....9y Z..e7|%v..~.>.6...

H..z%..UU..r.6.8.N.z=..c..a....F#.C..A.i6..L&F...Z..\.x<.9G*........)<....L&#}..B. M...D..h..xm.." .t.z.v.V..b.(g.Lhft...v.1.H..Rl...t....&Lr.....dR4G..K.yL.XL.+..h.q..r
LA\Pve_g_u.pWz. K. #S.]....C."()n....N.v....hftgl!LI..-..g<....I[.'7.H....c43&..,

0....IEND.B".

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\checksync[1].htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCII text, with very long lines

dropped

21168

5.301254840507112

false
384:2nAGcVXIblcgnzleZSug2f5vzJarS5gF30Z0tQWwY 4R Xrgt:086ghbz2RmF30stQWwY4RXrqt
83FCB8D2EAB1DF069A59EBAEF3C72E1FO
C5DO0A7734E7D628C7BFF1EFE1496D9BEES5BCDDA
49EO0F86EDD44B74224BEOE75BB24262FFC7EEOFB6701955CESFE087FB386167F

703F5B9531D0818100A26ED08908341748F3B5E23CBA38F689FC6B52B62A14A43B4239B80C8EDG046EE352D54FEB2DEASSE3CA91FGE7EC7ECA9332DFD8D65D!
3

false
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\PSUEOSZZ\checksync[1].htm

Preview:

<html> <head></head> <body> <script type="text/javascript">try{.var cookieSyncConfig = {"datalen":74,"visitor":{"vsCk":"visitor-id","vsDaCk":"data","sepVal":"|","sepTime"
" "sepCs":"~~","vsDaTime":31536000,"cc":"CH","zone":"d"},"cs":"1","lookup":{"g":{"name":"g","cookie":"data-g","isBI":1,"g":1,"cocs":0},"vzn":{"name":"vzn","cookie":"data-
V", "isBI":1,"g"0,"cocs":0},"brx":{"name":"brx","cookie":"data-br","isBI":1,"g": : ‘cookie":"data-Ir","isBI":1,"g":1,"cocs":0}},"hasSameSiteSupport":"
0","batch™{"gGroups":["apx","csm","ppt","rbcn","son","bdt","con","opx","tIx’ s","sov" r1","g","pb","dxu","rkt","trx","wds","crt","ayl","bs","ui","shr","lvr","y
Id","msn","zem","dmx","pm","som","adb","tdd","soc","adp","vm","spx","nat","ob","adt","got","mf","emx","sy","Ir","ttd"],"bSize":2,"time":30000, "ngGroups":[]},"log":{"succe

ssLper":10,"failLper":10,"logUrl":{"cl":"https:\/Vhblg.media.netVlog?logid=kfk&evtid=chlog"}},"csloggerUrl":"https:V\Vcslogger.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\checksync[2].htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCII text, with very long lines

dropped

21168

5.301254840507112

false
384:2nAGcVXIblcgnzleZSug2f5vzJarS5gF30Z0tQWwY 4R Xrgt:086ghbz2RmF30stQWwY4RXrqt
83FC8D2EAB1DF069A59EBAEF3C72E1FO
C5DO0A7734E7D628C7BFF1EFE1496D9BEES5BCDDA
49EO0F86EDD44B74224BEOE75BB24262FFC7EEOFB6701955CESFE087FB386167F

703F5B9531D0818100A26ED08908341748F3B5E23CBA38F689FC6B52B62A14A43B4239B80C8EDG046EE352D54FEB2DEASSE3CA91FGE7EC7TECA9332DFD8D65D!
3

false

<html> <head></head> <body> <script type="text/javascript">try{.var cookieSyncConfig = {"datalen":74,"visitor":{"vsCk":"visitor-id","vsDaCk":"data","sepVal":"|","sepTime"

" "sepCs "vsDaTime":31536000,"cc":"CH","zone":"d"},"cs' ookup™:{"g":{"nam cookie":"data-g' g":1,"cocs™0},"vzn":{"name":"vzn","cookie":"data-
V" "isBI":1,"g"0,"cocs":0},"brx":{"name":"brx","cookie":"data-br","isBI":1,"g":0,"cocs":0},"Ir":{"name":"Ir","cookie":"data-Ir","isBI":1,"g":1,"cocs":0}},"hasSameSite Support":"
0","batch™:{"gGroups":["apx","csm","| 'elx”,"ys", "sov","fb","r1","g","pb", "dxu", "rkt","trx","wds","crt","ayl","bs","ui","shr","lvr","y
Id","msn","zem","dmx","pm","som","adb","tdd","soc","adp","vm","spx","nat","ob","adt","got","mf","emx","sy","Ir","ttd"],"bSize":2,"time":30000, "ngGroups":[]},"log":{"succe
ssLper":10,"failLper":10,"logUrl":{"cl":"https:\/Vhblg.media.netVlog?logid=kfk&evtid=chlog"}},"csloggerUrl":"https:\\Vcslogger.

ppt","rben”,"son”,"bdt","con”,"opx", "tIx","mma’

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\fcmain[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCI!I text, with very long lines, with no line terminators

downloaded

38440

5.066010270032894

false
768:ilav44u3hPPtW94hRkJieESFYXfOWOBEZn3SQN3GFI2950asIpje/WsIpZsMn:mQ44uR9WmhKJib5FY XfOwOBEZn3SQN33
468EFBAA286FD311C8EA4D50C571737E

63A5F05197E66609CFI0D13DBA64CF4CEB9600F1
DA9FC8BIFIDEBB5CAB93DF1FE16191A823B40B06B1CCB28598C6FC2BOD4ADOCC

8036756F2A23BF2B97E308FEF4AECE8769AA56777C9E5032CB640E7A5749A85B74F742489FDD8DFA98018A4EB4120ED90ADE3170258AC17C928A231EAAS52BAID
E

false

hitp://https://contextual. media.net/803288796/fcmain.js?
&gdpr=0&cid=8CU157172&cpcd=pC3IHgSCqY8UHihgrvGroA%3D%3D&crid=8584122148&size=306x271&cc=CH&https=1&vif=2&requrl=https%3A%2F%2Fwww.msn.co
m%2Fde-ch%2F%3Focid%3Diehp&nse=5&vi=1617789374571054356&ugd=4&rtbs=1&nb=1&ch=window._mNDetails.initAd

;window._mNDetails.initAd({"vi":"1617789374571054356","s":{"_mNL2":{"size":"306x271","viComp":"1617708937105159447","hide AdUnitABP":true,"abpl
""3","custHt":"","setL.3100":"1"},"lhp":{"I2wsip":"2886993991","[2ac™:"","sethcsd":"set!C11|2198"},"_mNe":{"pid":"8PO8WH20T","requrl":"https://www.msn.com/de-ch/?
ocid=iehp#mnetcrid=858412214#"},"_md":[],"ac":{"content™:"<IDOCTYPE HTML PUBLIC \"-\WW3CVV/DTD HTML 4.01 TransitionalVVEN\" \"http:\Wwww.w3.org\/TRVht
ml4Vloose.dtd\">\r\n<html xmIns=\"http:\/\\www.w3.0rg\/1999Vxhtml\">\r\n<head><meta http-equiv=\"x-dns-prefetch-control\" content=\"on\"><style type=\"text\/css\">body{
background-color: transparent;}<V/style><meta name=\"tids\" content=\"a='800072941' b="803767816' c='msn.com' d="entity type'\" \/><script type=\"text\/javascript\">try{w
indow.locHash = (parent._mNDetails && parent._mNDetails.getLocHash && parent._mNDetails.getLocHash(\"858412214\" \"1617789374571054356\")) || (parent.
_mNDetails[\"locHash\"] && par

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\nrrV10261[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

88134

5.422854828784262

false
1536:DVNCuukXGsQihGZFA9J5d5+cx/n35shc6ur8BRaWUV1BIYLcE+af9AS|9WXToUS:DQiYGd5+00tuFd3+afop3
15E7F3FOF83DEEE4DB85EC72420A5729

2076114605D5637F11BOA0BA289B49A87CFADAGF
E2499770463D929D331B748D5F2426E5DIBE164F80838CD896D7D8247F3A78D8
3F58E789C021514937B54A25E5652C35208E8C691D05719CC1FB1531AA9740CDC6EC5E08BBA810811DD5C54BC8510FBSE29EEA6C8522D4F73B2287282C0E712
false

hitp://https://contextual.media.net/48/nrrV10261.js
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\nrrV10261[1].js

Preview:

var _mNRequire,_mNDefine;!function(){"use strict";var c={},u={};function a(e){return“function"==typeof e}_mNRequire=function e(t,r){var n,i,o=[];for(i in t)t.hasOwnProper
ty(i)&&("object"I=typeof(n=t[i])&&void 0!==n?(void 0!==c[n]||(c[n]=e(u[n].deps,u[n].callback)),o.push(c[n])):0.push(n));return a(r)?r.apply(this,0):0},_mNDefine=function(e,t,r)
{if(a(t)&&(r=t,t=[]),void 0===(n=e)||""===n||null===n||(n=t,"[object Array]"!==0Object.prototype.toString.call(n))||!a(r))return!1;var n;u[e]={deps:t,callback:r}}}();_mNDefine
("modulefactory”,[],function(){"use strict";var r={},e={},0={},i={},n={},t={},a={};function c(r){var e=!0,0={};try{o=_mNRequire([r])[0]}catch(r){e=!1}return o.isResolved=function()
{return e},o}return r=c("conversionpixelcontroller"),e=c("browserhinter"),o=c("kwdClickTargetModifier"),i=c("hover"),n=c("mraidDelayedLogging") ,t=c("macrokeywor
ds"),a=c("tcfdatamanager"),{conversionPixelController:r,browserHinter:e,hover:i,keywordClick TargetModifier:o,mraidDelayedLogging:n,macroKeyw

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\otFlat[1].json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with CRLF line terminators

downloaded

12282

5.246783630735545

false

192:SZ1Nfybp4gtNs5FYdGDaRBYw6Q30EB+q50djM/w4lYLp5bMgEb5PenUpoQuQJY Qj:WNejbnNP85csXfn/BoHBIAHYPtJJAk
A7049025D23AEC458F406F190D31D68C

450BC57E9C44FB45AD7DC826EB523E85BIE05944

101077328E77440ADEE7E27FC9A0A78DEB3EAB80426 DFFFDA70237CE413388A5

EFBEFAF0D02828F7DBD070317BFDF442CAE516011D596319AE0AF90FC4C4BD9FF945AB6EGEOFFIC737D54E05855414386492D95ABFC610E7DE2EQ9725CB1A9I
6

false

hitp://https://www.msn.com/_h/9c38ab9f/webcore/externalscripts/oneTrustV2/scripttemplates/6.4.0/assets/otFlat.json

{. "name": "otFlat",.. "html": "PGRpdiBpZD0ib25IdHJ1c3QtYmFubmVyLXNkaylgY2xhc3M9Im90RmxhdClgecm9sZT0iZGlhbG9nliBhcml
hLWRIcZNyaWJIZGJSPSvamVOchzdClwb2pr3kthV4dC|+PGde|BJbGcmzOlethzRrLWvanRhaWSIcn+PGde|BJbGcmzOlb3thZRrLXJvdyl+PGde|BpZ
DO0ib25IdHJ1c3QtZ3IvdXAtY 29udGFpbmVyliBjb GFzcz0ib3Qtc2RrLWVpZ2h0IGI0LXNkay1jb2x1bW5zIj48ZGI2IGNsYXNzP SJiYW5uZXJIfbG9nbyl+PC9kaXY+PGR
pdiBpzD0ib25IdHJ1c3QtcG9saWN51j48aDMgaWQ9Im9uZXRydXNOLXBvbGlieS10aXRsZSI+VGI0bGU8L2gzPjxwIGIkPSJvbmV0cnVzdClwb2xpY 3ktdGV4dCl+dGIlOb
GUBL3A+PGRpdiBjbGFzcz0ib3QtZHBKLWNvbnRhaW5Icil+PGgzIGNsYXNzPSJvdC1kcGQtdGIObGUiPIdIIGNvbGxlY3QgZGF0OY SBpbiBvecmRIciBObyBwecm92aWRIOjw
vaDM+PGRpdiBjbGFzcz0ib3QtZHBkLWNvbnRIbnQiPjxwIGNsYXNzPSJvdC1kcGQtZGVzYyl+ZGVzY3JIpcHRpb248L3A+PC9kaXY+PC9kaXY+PC9kaXY+PC9
kaXY+PGRpdiBpZD0ib25ldHJ1c3QtYnV0dGOuLWdyb3VwLXBhcmVudClgY2xhc3M9Im9OLXNkay10aHJIZSBvdC1zZGstY29sdW1ucyl+PGRpdiBpZD0ib25ldHI1c3QtY
nV0dG9OuLWdyb3Vwlj48YnV0dG9ulGIkPSJIvbmV0cnVzdClwYylidG4taGFuZGxIcil+Y2h

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\otPcCenter[1].json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with CRLF line terminators

downloaded

47714

5.565687858735718

false

768:4z9/3IXE9ZSqN76pW1lzZzic18+JHoQthl:4zCBceUdZzic18+5xI
8EC5B25A65A667DB4AC3872793B7ACD2
6B67117F21BOEF4BOSFE81EF482B888396BBB805
F6744A2452B9B3C019786704163CIE6B3C04F3677A7251751AEFD4E6A556B988

1EDC5702B55E20F5257B23BCFCC5728C4FDODEB194D4AADAS77EE0AG254F3A99B6D1AEDAAACT7064841BDESEE8164578CC98F63B188C1A284E81594BCCOF20
68

false

hitp://https://www.msn.com/_h/9c38ab9f/webcore/externalscripts/oneTrustV2/scripttemplates/6.4.0/assets/v2/otPcCenter.json

{. "name": "otPcCenter", "html": "PGRpdiBpZD0ib25IdHJ1c3QtcGMtc2RrliBjbGFzcz0ib3RQYONIbnRIciBvdC1loaWRIIGI90LWZhZGUta
W4|IGFyaWEthQkYWWQInRydWUlIHvaGU9ImeYvaZngYXJpYSleWJIbeIZGJSPSJdeleleaXRsZSI+PCEtLSBDbGQzZSBCdXR0b24gLSO+PGde
iBjbGFzcz0ib3QtcGMtaGVhZGVylj48IS0tIExvZ28gVGFnICOtPjxkaXYgY 2xhc3M9Im9OLXBjLWxvZ28ilHIvbGU9ImItZylgY XJpY S1sYWJIbD0iQ29tcGFueSBMb2d
VIj48L2Rpdj48YnV0dGOuIGIKPSJjhG9zZS1wYylidG4AtaGFuZGxicilgY 2xhc3MIIM9OLWNsh3NILWIjb24ilGFyaWEthGFiZWw9lkNsb3NIIj48L2J1dHRvVbj48L2Rpdj48ISOtIEN
sh3NIIEJ1dHRVbIAtLT48ZGI2IGIKPSIvdC1wYy1jh250ZW50I1iBjbGFzcz0ib3QtcGMtc2Nyb2xsY mFylj48aDMgaWQ9Im90LXBjLXRpdGxl1j5Zb3VyIFByaXZhY3k8L
2gzPjxkaXYgawQ9Im90LXBjLWRIc2MiPjwvZGI2PjxidXR0Ob24gaWQ9ImFjY2VwdC1yZWNvbW1lIbmRIZC1idG4taGFuZGxIcil+QWxsh3cgY WxsPC9idXR0b24+PHNIY3R
pb24gY2xhc3M9Im90LXNkaylyb3cgb3QtY2FOLWdycCl+PGgzIGIkPSJIvdC1jYXRIZ29ye S10aXRsZSI+TWFuYWdIIENvb2tpZSBQcmVmZXJlbmNIczwvaDM+PGRpdiBjb
GFzcz0ib3QtcGxpLWhkcil+PHNwYW4gY 2xhc3M9IIm90LWxpLXRpdGxllj5Db25zZW50PC9

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\l[E\WJ8120L4\2d-0e97d4-185735b[1].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode text, with very long lines

dropped

248437

5.296962831919615

false
3072:jaBMUzTAHEKkm80UdvUvbZkriDSpjp4tQH:ja+UzTAHLOUdvUZkrIDSpjp4tQH
C681243EB2C9170418595CFEDBBE6F11
B99101523D5053C6C553CC1FODAAF3058DA7A3FA
29959B7D51EDD077227AA652278C232ACDEC1FOF65A7986A37369DB487803632

A93BDCO2EF9C50234305CAF5847B272ABFE4D7C13293444176E686AASCA8BBCE141CA6D94F5032108E0F65ABE43B9A0783B492DF1CCEOS6F6BF5FABE906BB02
A5
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\l[E\WJ8120L4\2d-0e97d4-185735b[1].css

Malicious:

Preview:

false

@charset "UTF-8";div.adcontainer iframe[width="1'}{display:none}span.nativead{font-weight:600;font-size:1.1rem;line-height:1.364}div:not(.ip) span.nativead{color:#333}.to
daymodule .smalla span.nativead,.todaystripe .smalla span.nativead{bottom:2rem;display:block;position:absolute}.todaymodule .smalla a.nativead .title,.todaystripe .smalla
a.nativead .title{max-height:4.7rem}.todaymodule .smalla a.nativead .caption,.todaystripe .smalla a.nativead .caption{padding:0;position:relative;margin-left:11.2rem}.to
daymodule .mediuma span.nativead,.todaystripe .mediuma span.nativead{bottom:1.3rem}.ip a.nativead span:not(.title):not(.adslabel),.mip a.nativead span:not(_titl
e):not(.adslabel){display:block;vertical-align:top;color:#a0a0a0}.ip a.nativead .caption span.nativead,.mip a.nativead .caption span.nativead{display:block;margin:.9rem 0
.1lrem}.ip a.nativead .caption span.sourcename,.mip a.nativead .caption span.sourcename{margin:.5rem 0 .1rem;max-width:100%}.todaymodule.mediuminfopanehero .ip_

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\WJ8120L414996b9[1].woff

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Web Open Font Format, TrueType, length 45633, version 1.0

downloaded

45633

6.523183274214988

false
768:GiE2wcDeO5t68PKACTgVEWZfaDDXLQO+nSECIr1X/7BXq/SHOCI7dA7Q/BOWKAfO:82/DeO5MB8PKASCZSvxQO0+TCPXtUSHF7¢
A92232F513DC07C229DDFA3DE4979FBA

EB6E465AE947709D5215269076F99766B53AE3D1
FA477B53BF5E6E10FA78C41DEAF32FA4D78A657D7B2EFE85B35C06886C7191BB9
32A33CCID6F2F1C962174F6CC636053A4BFA29A287AF72B2E2825D8FA6336850C902AB3F4C07FB4BF0158353EBBD36C0D367A5E35809840D70B90B93DB2AE32

false

hitp://https://static-global-s-msn-com.akamaized.net/hp-neu/sc/ea/4996b9.woff

............ 3Bl HL @0 U
Ad\d..dedZdb.d4d=dyY.d.cd]db.dldb.dfd_.d"d.(db.d"db.db.d.d.d_d._.d.d.dP.d0.db.db.dP.dudcdd._dg.d_dddb.d._.d._.d
bdadbdadbd d..drdAdd[d..d...d$.dp.d..d.d"d._ de .d.b.d.b.d.b.d.i.d.d.d..d. d d7d"dXd]d)dIdIdbdbd .d.,.d.b.d.b.d...d...d...d.7.d.b.d.1.
d.b.d.b.d..d..d..d..d.dAd..d.d.(d" .d...d...d.’\.d.r.d.f.d.,.d.b.d...d.b.d._.d.q.d...d...d.b.d.b.d.b.d.b.d...d.r.d.I.d._.d.b.d.b.d.b.d.V.d.Z.d.b.d

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\WJ8I120L4\AAyuliQ[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

downloaded

451

7.261141990282848

false
6:6V/IhPKR/C+0tB+XHGsDGG3hZcOPWYAvO5s/CSXrMplPzZWCWEjzPD9+nsa0UvSWT:6v/78/RHXDjuss/cGWCWEjzr9jahaQIN
C4D8FE253F3B7CE748B11281A9E48D46

2A08A9B462D7C419BF32D198F701A14DB1BA26D5
97F7FB357416F5CB4262C334879DDD72F69B5606EA2F8025FEEOC6DCF1728419
F99E5EB535B78446F43FD11947190FDD8CADEFD53CE3F8567A9915329C986B8F3089CB565E08B2DDF51C3F7A770210094E5CCDFEF99BF7562F506427886A708(
false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/AAyuliQ.img?h=16&w=16&m=6&q=60&u=t&o=t&l=f&f=png

LULLL$-8lhen-lbl b [y.....a.z..:){....@..

‘..;e...O..U..e ....... IEND.B .

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\WJ8120L4\BB1dVSqo[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 622x368, frames 3
downloaded

10005

7.520341193892264

false

192:PqOMRO7fZbm2ebmItM+06A472Joylp8vtVC2jtdhTzF:Pq0b420XBiJeFU2ThPF

9EFAD6528B99B65F01383AEA86BA2A39

31DC3A1130BCB20E356586391349386B9B5CBIAA
588CBDF64718A75ACFABE9A3AE212FBBES4B3FA7C062CD1536DF07FBEGC7AF2D
86D75F744887686361B3350D83EF8D1AE109D2E14CFD601D680756838126FBCI15BBA54399228DF3E12E8BO53E9AE407208160C014A6C506866C72976A4095EC
false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1dVSqo.img?h=368&w=622&m=6&q=60&u=t&o=t&|=f&f=jpg

QQQQQQQQQQQQQQQQQQ ...... p.n R S na. Qa"q2 #B...R..$3br........%8&()*456789: CDEFGHIISTUVWXYZcdefghijstuvwxyz
............................. W.....11..AQ.a0."2...B.... #3R..br...$4.%.....&'()*56789:CDEFGHIJSTUVWXY Zcdefghijs
tuvwxyz. ?.u.Q1..Q@..Q@..Q@..Q@..Q@.Q@..Q@..Q@..Q@..Q@..Q@..Q@..Q@..Q@..Q@..Q@..Q@..Q@
.Q@..Q@..0@..Q@..Q@..Q@..0@..Q@..Q@..0@..0@..Q@..Q@..0@..Q@..Q@..Q@..0@..Q@..Q@...P..IE.-..P.IE.-.P.IE.-.P.IE.-.P.IE.-.P.IE.-.P.IE.-.P.IE.-
PE P PoIE PIE IR I (oo (oo oo ol
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\WJ8120L4\BB1fm9S0[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 100x75, frames 3
downloaded

1861

7.728173415591955

false
24:700XxDuLHeOWXG40Z7DAJuLHenX3bg6mLH3WSwdyTBgis2IHO2Pm8jOcTceQPuPv:cuERAToXwEdgisZX2cQfPGmXk19
3365E8EC2D8A238DA947C026DB53CCA3

021B6C5316FF54D71561FA5514D8A80269BB4F75
3314CCAC46AC3492E9D41D24CF80E919D9BDE183977EALCB7C6BAEE669BC41CO
4E47E028B37B211262F2783FA20E4467C1001B310E16E846165EE9738E5AD3E71BFIE4937A98EBAF5C844CCADFCIES9C17536A39B54B625A6C44D011DE290E7(
false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1fm9S0.img?h=75&w=100&m=6&q=60&u=t&o=t&I=f&f=jpg&x=564&y=328

QQQQQQQQQQQQQQQQQQ..... KO ittt § — 11A..Qa."q.2...#B..R..$3br........ %&'()*456789:CDEFGHIISTUVWXYZcdefgh
....11.AQ.aq."2...B....#3R..br...$4.%.....&'()*56789:CDEFGHIJSTUVWXY
Zcdefghijstuvwxyz. L.C#.@.VI........Uns]O....G~J. {.......L..M.U.g.....\8.8..*.2p}.B..Nk...%..@.s8.s....d*....0..%z.
z...R;...(\jd.NwvS]5. 31.Er...Z2..S:* 1. M...(...X..[E-....q...K..l.u..6Etz..w.q...$..3[....UL...[....2vU....[t.Db.pirj.w....k.L ..O....g.h....2u.;.u..wS..X.d;.m#..R.."-...
LUl 26 YA < F*.0?7..m10'1.3.>.2

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\WJ8120L4\BB1fnAgo[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 311x333, frames 3
downloaded

15088

7.9437201671808495

false

384:6InSMKAHyYjFkMmMKOQTp7FshwmuHD4ZKNCpJZTGyqWhRRvIDD:61S9A8KdKOQVAPUHDfAWYqW59D
1BD0O9BFE9DCD8EFD3C6CBF79C5073036

D34B78468A3A0AED682C11819F3AF722FF7D3C20
D9B4D79067AA6A3AF6AADAF8BFBI1B3F984C26A6B6CC179EFBAFB65BA72616FD

0D423030707A1167BB3722EF45CFAGD0131A094BED84223E55AEB3DCBAF70F22AD3EF61CB1652EE6FD56FAF2E48D94EDSB3CESCFDCCC621C1836D5FEE3524
20

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1fnAgo.img?h=333&w=311&m=6&q=60&u=t&o=t&I=f&f=jpg

QQQQRRQARQRRQAQRQQQQQQ
ijstuvwxyz

Zcdefghijstuvwxyz
B5w.C...J?2..G..e.7.3.4Dy..|..zb.U...;.U{*}. K.....
IY.WF..9........ c..#RQp..xbe.....3...I. {{yHhe..

.@..m...\m.3......... 29. B, 1.u..%..0..clz.m{w,S"| .rrEQO.R...i.>. . +.i........

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\WJ8120L4\BB1fnRpKI[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 310x166, frames 3
downloaded

10909

7.95259919064927

false

192:7He0H/kGTIkJb9mgwciPmsFxpTYTgms2HNIDPZHAh/9cTRbBAQS:7zH5TSxmgCPms3p80gHN05C/9cVbKF
85E2EB217797C62AC3344DCD05247A47

4F28EDB9C48839BD0C47A61752CD1AF5B36E17CE
OD6A9E47EF217EDC948D8F226C55051B3710547A3EB4BC67CA839255F65F4693

B37417964022578C629DF8DECE762FACEBAEOB044DCAD1020FFOFADOB1BB4953EA3B49C4203CE9D973C7768874F37F1D2446C3B691DB37C63D270AFD746069
0

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1fnRpK.img?h=166&w=310&m=6&0=60&u=t&o=t&I=f&f=jpg

.. 10%21/* -4, K@48G9-.BYBGNPTUT3?]c\RbKSTQ...C.......".."Q6.6QQQQQQQQQQQQQQQQQQQQQQQRQQQQQQQQQ

........ 11A..Qa."q.2...#B...R..$3br........%&'()*456 789: CDEFGHIJSTUVWXY Zcdefghijstuvwxyz
11..AQ.aq."2...B....#3R..br...$4.%.....&'()*56 789: CDEFGHIJSTUVWXY Zcdefghijs
| {int . KPO.U..~ hX....q. s C . OfD. S WX E[LZ H. 2 8  mL L L WY
-.R.d1l-../.1.4. HU.twn..e/w.T...SY.5.C.n.(..<...A\[...03a....... WM..kk.M.P..#....9.1Y .B.eG#....... Z.r5.,..V_.:|..H.M..y}.Wa...

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\WJ8120L4\BB1fniEi[1].jpg

Process:

File Type:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 622x368, frames 3
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\WJ8120L4\BB1fniEi[1].jpg

Category: downloaded

Size (bytes): 12753

Entropy (8bit): 7.843010487576347

Encrypted: false

SSDEEP: 384:PDA8HJev68W5T8Zdcl+bjyROY5mGIXRWDX:PVpeSdTadcl+bjnNT

MDS5: B5E6B0OB7F7438C45D83F28C9EAA04DBE

SHA1L: 6B8F95B937B41D566780D9473B312D367C8240F1

SHA-256: 90DCB85FF63C0658BBA936E920B2F09022A231BE347B71DA22DCO0E96023D028D

SHA-512: D8DOEOC03FD2BDF693931CCCD3B97DEAD41F109A5B0D446E12F7743BADBAGEOFOF90202F89B02967F7FE7FE9EFB95385A1BAD82296B3D9D56C7FCFFAFES5A
Cco1

Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1fniEi.img?h=368&w=622&m=6&0=60&u=t&0=t&|=f&f=jpg&x=2046&y=1586

Preview:

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\WJ8120L4\BB7gRE[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 358

Entropy (8bit): 6.933833901689176

Encrypted: false

SSDEEP: 6:6v/IhPKR/C+4lopEC7sgasu46ZOEJOFcDkOW7FnRM/Vd6k7juw+7dp:6v/78/E7su7cJOckYhRMVpHcz
MDS5: 90B4BB8F361DBC7E47302A89D88784CD

SHA1L: 5358F75EE3DFOF741A97AC4F98C15E1545420DDD

SHA-256: BFE14013476602A6F988D1ACAD265CCA5343E2062FB948B01354BA76C1C526B8

SHA-512: 2E51903F08B535A8E10395EC2C50C6C3D20E651D377D91EDE28E4566C1B5090991F34A3A652C50A3780501E95A7730DD6361E18F5A0FE0849D3A1AFCEEDS402¢
Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB7gRE.img?h=16&w=16&m=6&q=60&u=t&o=t&I=f&f=png

Preview:
..a...sSRGB

.0.d....IDAT80.R...0.d.G...6.8 #8.#8..8 #8..~..n...>(X....... W.x%][.0...Ug.....) e TjcE.....)..<.F_sls.@
>.AD.@..k.&O.y.?.u.e.N.D.<aW.. Bf.*S.>.05d. k....<.....IEND.B".

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\WJ8I20L4\a5ea21[1].ico

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 32 x 32, 8-bit/color RGB, non-interlaced

Category: downloaded

Size (bytes): 758

Entropy (8bit): 7.432323547387593

Encrypted: false

SSDEEP: 12:6v/792/6 TCfasyRmQ/iyzH48qyNkWCj7ev50C5qABOTo+CGB++yg43gX4b9uTmMI:F/6easyD/iCHLSWWqyCoTTdTc+yhaX4v
MDS5: 84CC977D0OEB148166481B01D8418E375

SHA1L: 00E2461BCD67D7BA511DB230415000AEFBD30D2D

SHA-256: BBF8DA37D92138CCO8FFEEC8E3379C334988D5AE99F4415579999BFBBB57A66C

SHA-512: F47A507077F9173FB07EC200C2677BA5F783D645BE100F12EFE71F701A74272A98E853C4FAB63740D685853935D545730992D0004CID2FESE1965445CAB509C3
Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/hp-neu/sc/2b/a5ea21.ico

Preview:

...CB
IA,>\.Q|.N.P........ <l..ip..y.U...J..9..R.mgp}vwn.f4$. . X.E.1.T...2.....wz..U..../[..Z..(DB.B(....me...c.. B.=m.3....X..p..Y...w.<.......8..3..0....(..l..A..6f.g XF..7Th.Gmq
|...0z_Z..X.0F.......... X..=Y},jT..R.....72w/...Bh..5..C...2.06 ........ 8@A..."zZTXtSoftware..x.sL.OJU..MLO.JML.../.....M....IEND.B".

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\WJ8I20L4\de-ch[1].json

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 79096

Entropy (8bit): 5.33782687971214

Encrypted: false

SSDEEP: 768:0lAy9Xsiltnuy5zIlux1whjCU7kJB1C54AY1iQzNEJEWICXP5HVN/QZYUmftKCB:olLEJxa4CmdiuWlcxHga7B
MD5: 15BCB7BBEO3ESABCE3162F71DADD8D63

SHA1L: 2EF0AB2CC332049F5C79A7E088BD877759E93993
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\WJ8I20L4\de-ch[1].json

SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

5004E4E24FE7DCD410FE6274C514A5E49984353512A1FB0F962812065C6A381B
FBAE0225579AEAF527F22914C6AC758D2D70A7870F167142D5B004A018CC454FFFDB9B2001181429FEE24012553177D929DC3FDAOCB7BB870F649DCF7556133:
false

hitp://https://www.msn.com/_h/9c38ab9f/webcore/externalscripts/oneTrustV2/consent/55a804ab-e5c6-4b97-9319-86263d365d28/6f0ccad2-2dda-4588-a757-
0e009f333603/de-ch.json

{"DomainData":{"pclifeSpanYr":"Year","pclifeSpanYrs":"Years","pclifeSpanSecs":"A few seconds","pclifeSpanWk":"Week","pclifeSpanWks":"Weeks","cctld":"55a804ab-e5
c6-4b97-9319-86263d365d28","MainText":"lhre Privatsph.re","MainInfoText":"Wir verarbeiten lhre Daten, um Inhalte oder Anzeigen bereitzustellen, und analysieren die
Bereitstellung solcher Inhalte oder Anzeigen, um Erkenntnisse .ber unsere Website zu gewinnen. Wir geben diese Informationen auf der Grundlage einer Einwilligung und
eines berechtigten Interesses an unsere Partner weiter. Sie k.nnen lhr Recht auf Einwilligung oder Widerspruch gegen ein berechtigtes Interesse aus.ben, und zwar auf
der Grundlage eines der folgenden bestimmten Zwecke oder auf Partnerebene .ber den Link unter jedem Zweck. Diese Entscheidungen werden an unsere Anbieter, die
am Transparency and Consent Framework teilnehmen, signalisiert.”,"AboutText":"Weitere Informationen”,"AboutCookiesText":"Ihre Privatsph.re","ConfirmText":"Alle zulas
sen”,"AllowAll

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\WJ8I20L4\iab2Data[1].json

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode text, with very long lines, with no line terminators

downloaded

242382

5.1486574437549235

false
768:13JqIW6A3pZcOkv+prD5bxLkjO68KQHamIT4Ff5+wbUk6syZ7TMwz:13JqINA3kR4D5bxLk78KslkfZ6hBz
D76FFE379391B1C7EEQ773A842843B7E

772ED93B31A368AE8548D22E72DDE24BB6E3855C
DOEB78606C49FCD41E2032EC6CC6A985041587AAEE3AE15B6D3B693A924F08F2
23E7888E069D05812710BF56CC76805A4E836B88F7493ECEF669F72A55D5D85AD86AD608650E708FA1861BC78A139616322D34962FD6BEOD64EOBEA0L07BF4F4
false

hitp://https://www.msn.com/_h/9c38ab9f/webcore/externalscripts/oneTrustV2/consent/55a804ab-e5c6-4b97-9319-86263d365d28/iab2Data.json

{"gvISpecificationVersion":2,"tcfPolicyVersion":2,"features":{"1":{"descriptionLegal":"Vendors can:\n* Combine data obtained offline with data collected online in support of
one or more Purposes or Special Purposes.”,"id":1,"name":"Match and combine offline data sources","description":"Data from offline data sources can be combined with y
our online activity in support of one or more purposes"},"2":{"descriptionLegal":"Vendors can:\n* Deterministically determine that two or more devices belong to the same
user or household\n* Probabilistically determine that two or more devices belong to the same user or household\n* Actively scan device characteristics for identification for
probabilistic identification if users have allowed vendors to actively scan device characteristics for identification (Special Feature 2)","id":2,"name":"Link different devices

" "description":"Different devices can be determined as belonging to you or your household in support of one or more of purposes."},"3"{"de

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\WJ8I20L4\jquery-2.1.1.min[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with CRLF line terminators

downloaded

84249

5.369991369254365

false
1536:DPEKjP+iADIOr/NEe876nmBu3HvF38NdTuJO1z6/A4TqAubOR4ULvguEhjzXpa9r:oNM2Jiz60AFKP5a98HrY
9A094379D98C6458D480AD5A51C4AA27

3FE9DBACAAEC99FCBA3FOE9OED66D5057DA2DEAE
B2CE8462D173FC92B60F98701F45443710E423AF1B11525A762008FF2C1A0204

4BBB1CCB1C9712ACE14220D79A16CAD01B56A4175A0DD837A90CA4D6EC262EBFOFC20E6FA1E19DB593F3D593DDD90CFDFFE492EF17A356A1756F27F903768B
50

false

hitp://https://static-global-s-msn-com.akamaized.net/hp-neu/_h/975a7d20/webcore/externalscripts/jquery/jquery-2.1.1.min.js

/*1'jQuery v2.1.1 | (c) 2005, 2014 jQuery Foundation, Inc. | jquery.org/license */..!Ifunction(a,b){"object"==typeof module&&"object"==typeof module.exports?module.exports
=a.document?b(a,!0):function(a){if('a.document)throw new Error("jQuery requires a window with a document");return b(a)}:b(a)}("undefined"!=typeof window?window:
this,function(a,b){var c=[],d=c.slice,e=c.concat,f=c.push,g=c.indexOf,h={},i=h.toString,j=h.hasOwnProperty,k={} I=a.document,m="2.1.1",n=function(a,b){return new n.fn.ini
t(a,b)},0=/"[\s\UFEFF\XAQ]+|[\s\uFEFF\xAQ]+$/g,p=/"-ms-/,q=/-([\da-z])/gi,r=function(a,b){return b.toUpperCase()};n.fn=n.prototype={jquery:m,constructor:n,selector:" len
gth:0,toArray:function(){return d.call(this)},get:function(a){return null'=a?0>a?this[a+this.length]:this[a]:d.call(this)},pushStack:function(a){var b=n.merge(this.constructor(),a)
;return b.prevObject=this,b.context=this.context,b},each:function(a,b){return n.each(this,a,b)},map:function(a){return this.pushStack(n.map(this,funct

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\WJ8120L4\otBannerSdk[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with CRLF line terminators

downloaded

374818

5.338137698375348

false
3072:axBt4stoUf3MiPnDxOFvxYyTcwY+OiHeNUQW2SzDZTpl1L:NUfbPnDxOFvxYyY+Oi+yQW2CDZTn1L
2E5F92E8C8983AA13AA99F443965BB7D

D80209C734F458ABA811737C49EOALEAF75F9BCA
11D9CC951D602A168BD260809BOFA200D645409B6250BD8EB996882EBE3F5A9D
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\WJ8120L4\otBannerSdk[1].js

SHA-512:
Malicious:
|IE Cache URL:

Preview:

AB99BEC040B1089286F9F258343E012EC2466877CC3CID3DFEFID00591C88F976B44D9795E243C7804B62FDC431267E1117C2D42D4B73B7E879AEFB1256C644E
false

hitp://https://www.msn.com/_h/9c38ab9f/webcore/externalscripts/oneTrustV2/scripttemplates/6.4.0/otBannerSdk.js

/** .. * onetrust-banner-sdk.. * v6.13.0.. * by OneTrust LLC.. * Copyright 2021 .. */..!function(){"use strict";var o=function(e,t){return(o=Object.setPrototypeOf||{__proto__:[]}in
stanceof Array&&function(e,t){e.__proto__=t}||function(e,t){for(var o in t)t.hasOwnProperty(o)&&(e[o]=t[o])})(e,t)};var r=function(){return(r=Object.assign||function(e){for(var
t,0=1,n=arguments.length;o<n;o++)for(var r in t=arguments[o])Object.prototype.hasOwnProperty.call(t,r)&&(e[r]=t[r]);return e}).apply(this,arguments)};function a(s,i,l,a){ret
urn new(I=l||Promise)(function(e,t){function o(e){try{r(a.next(e))}catch(e){t(e)}}function n(e){try{r(a.throw(e))}catch(e){t(e)}}function r(t){t.done?e(t.value):new I(function(e){e
(t.value)}).then(o,n)}r((a=a.apply(s,i||[])).next())})}function d(o,n){var r,s,i,e,I={label:0,sent:function(){if(1&i[0])throw i[1];return i[1]},trys:[],ops:[]};return e={next:t(0),throw:t(1)
Jreturn:t(2)},"function"==typeof Symbol&&(e[Symbol.iterator]=function(){return this}),e;function t(t

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\WJ8I20L4\otTCF-ie[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode text, with very long lines, with CRLF line terminators

downloaded

102879

5.311489377663803

false
768:0NKWTOmM7r8N1gpPVsjvB6z4Y|3RCjnugKtLEdT8XJORONTMC5GkkJOXcIGK58:8kunecpujSQRCjnrkKxJg0TMC5ZW8
52F29FAC6C1D2B0OBAC8FESDOAA2F7ALS

D66C777DA4B6D1FEE86180B2B45A3954AE7EOAED
E497A9E7A9620236A9A67F77D2CDALCC9615F508A392ECCAS3F63D2C8283DCOE

DF33C49B063AEFD719B47F9335A4A7CE38FA391B2ADF5ACFDOC3FE891ASD0ADDF1C3295E6FF44EEO8E729F96EO0DS26FFD773DC272E57C3B247696B79EE116¢
BA

false

hitp://https://www.msn.com/_h/9c38ab9f/webcore/externalscripts/oneTrustV2/scripttemplates/6.4.0/0t TCF-ie.js

Ifunction(){"use strict";var c="undefined"!=typeof window?window:"undefined"!=typeof global?global:"undefined"!=typeof self?self:{};function e(e){return e&&e.__
esModule&&Obiject.prototype.hasOwnProperty.call(e,"default”)?e.default:e}function t(e,t){return e(t={exports:{}},t.exports),t.exports}unction n(e){return e&&e.Math==Math&
&el}function p(e){try{return!!e()}catch(e){return!0}}function E(e,t){return{enumerable:!(1&e),configurable:!(2&e),writable:!(4&e),value:t}}function o(e){return w.call(e).slice(8,-
1)Hunction u(e){if(null==e)throw TypeError("Can't call method on "+e);return e}function I(e){return I(u(e))}function f(e){return"object"==typeof e?null!==e:"function"==typeof
elfunction i(e,t){if(!f(e))return e;var n,r;if(t&&"function"==typeof(n=e.toString)&&!f(r=n.call(e)))return r;if("function"==typeof(n=e.valueOf)&&!f(r=n.call(e)))return r;if(!t&
&"function"==typeof(n=e.toString)&&!f(r=n.call(e)))return r;throw TypeError("Can't convert object to primitive value")}function y(e,t){retur

C:\Users\user\AppData\Local\Temp\~DF75532A51FCF86B61.TMP

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\internet exploreniexplore.exe

data

dropped

374490

3.214921702309085

false

3072:mZ/2BfcYmuSkLTzGtDZ/2Bfc/muSkLTzGthZ/2BfcY muSkLTzGtEZ/2Bfc/mu5SkM:fS5I
DB50B486F16DC6AEB91ACI719320CBCF
1D083F5ABFEACF50BF8F5FC686E05F1B8C904D55
9DB1BFC5A6780CC15892919F30C04C511F81CDD711F5BE6174989FCO6CEE2531

58CF7FB15656A2CD7D50CBBECOEB54B3E7EB292D417556D7DA5146167C9666CBD151ADDE113127CB18D99EA1C56804EFA3A7C1C104FACBB7ADF1D9A82AEG
0A7

false

*%.H.M..{y.+.0...(.... 296 H..M.{y..+.0..(

C:\Users\user\AppData\Local\Temp\~DF9F36 DE493844459A.TMP

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Program Files\internet exploreniexplore.exe

data

dropped

12965

0.42025822957080783

false

24:¢9ILh9ILh9IIN9IIN9louF910S9lWknskZvb:kBgoINLknRZvb
930871A5A15390C3B34A31255CD69D16
8C91711648A29D17E02F70738B8BF85BAD7EAEFD
C112E28ED132CF46341EE2063CDE1502CAD2E7E5372B8C08C72D8CE4343D55F0
1D28F4E66113937355C71B5293B57F28B8F3F7A3FB19570E406EC5042E360831402D5EEF1DF456FAF3842F45F6033C58394BES4C023778F54A45D25EDOC15DB8

false
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C:\Users\user\AppData\Local\Temp\~DF9F36 DE493844459A.TMP

Preview:

FO. H. ML Y0 (s e 0 H L ML 0 (e ettt

Static File Info
General
File type:

Entropy (8bit):
TriD:

File name:
File size:
MD5:
SHAL:
SHA256:

SHA512:

SSDEEP:

File Content Preview:

File Icon

Icon Hash:

Static PE Info

General

Entrypoint:

Entrypoint Section:
Digitally signed:
Imagebase:

Subsystem:

Image File Characteristics:
DLL Characteristics:

Time Stamp:

TLS Callbacks:

CLR (.Net) Version:

OS Version Major:

OS Version Minor:

File Version Major:

File Version Minor:
Subsystem Version Major:
Subsystem Version Minor:

Import Hash:

Entrypoint Preview

Copyright Joe Security LLC 2021

PE32 executable (DLL) (GUI) Intel 80386, for MS Wi
ndows

6.630565254721084

e Win32 Dynamic Link Library (generic) (1002004/3)
99.40%

Win16/32 Executable Delphi generic (2074/23)
0.21%

Generic Win/DOS Executable (2004/3) 0.20%
DOS Executable Generic (2002/1) 0.20%
Autodesk FLIC Image File (extensions: flc, fli, cel)
(7/3) 0.00%

606d810b8ff92.pdf.dll
812544

.

.

.

.

0deffc9d51035390ddh6e2934ed67186
b449c2ffdd33a3c79e17c781bl1be3daf4aedbcd

6c99703002ea5284f603d0041f3a72b3a%e26f8f7af45alf
5e34e4297be0efb8

8ff45a9e57547d62377a4f06a0d2b148425dd1f615d3a6fc
9ffac581b0e25f8cfe7bbc0f897e74face6794a1b6454e04
b645909fc0f1484baee6f7e84cdadc78

12288:Y/nZIRTkvZYLNqTuFRdpqcYD/U1KY+LVQng8F
Q9X1GSLpSpptplQ58e9CZu7vZ1S:NgvZY5NDpqcYD/
UoVhz7pS7blQtgAMXx

74f0edecccdceOed

0x1049d65

text

false

0x1000000

windows gui

32BIT_MACHINE, EXECUTABLE_IMAGE, DLL
DYNAMIC_BASE, NX_COMPAT

0x6065D026 [Thu Apr 1 13:52:38 2021 UTC]

o o O o O o

565c04cd0d6065b95e9480146b8d28b0
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Instruction

push ebp

mov ebp, esp

cmp dword ptr [ebp+0Ch], 01h
jne 00007FB33CE15757h

call 00007FB33CE16257h
push dword ptr [ebp+10h]
push dword ptr [ebp+0Ch]
push dword ptr [ebp+08h]

call 00007FB33CE155FAh
add esp, 0Ch

pop ebp

retn 000Ch

mov ecx, dword ptr [ebp-0Ch]
mov dword ptr fs:[00000000h], ecx
pop ecx

pop edi

pop edi

pop esi

pop ebx

mov esp, ebp

pop ebp

push ecx

ret

mov ecx, dword ptr [ebp-10h]
xor ecx, ebp

call 00007FB33CE14D98h
jmp 00007FB33CE15730h
mov ecx, dword ptr [ebp-14h]
xor ecx, ebp

call 00007FB33CE14D87h
jmp 00007FB33CE1571Fh
push eax

push dword ptr fs:[00000000h]
lea eax, dword ptr [esp+0Ch]
sub esp, dword ptr [esp+0Ch]
push ebx

push esi

push edi

mov dword ptr [eax], ebp

mov ebp, eax

mov eax, dword ptr [010B801Ch]
xor eax, ebp

push eax

push dword ptr [ebp-04h]

mov dword ptr [ebp-04h], FFFFFFFFh
lea eax, dword ptr [ebp-0Ch]
mov dword ptr fs:[00000000h], eax
ret

push eax

push dword ptr fs:{00000000h]
lea eax, dword ptr [esp+0Ch]
sub esp, dword ptr [esp+0Ch]
push ebx

push esi

push edi

mov dword ptr [eax], ebp

mov ebp, eax

mov eax, dword ptr [010B801Ch]
xor eax, ebp

push eax

mov dword ptr [ebp-10h], eax
push dword ptr [ebp-04h]

mov dword ptr [ebp-04h], FFFFFFFFh
lea eax, dword ptr [ebp-0Ch]
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Instruction

mov dword ptr fs:[00000000h], eax
ret

push eax

inc dword ptr fs:[eax]

Data Directories

Name

IMAGE_DIRECTORY_ENTRY_EXPORT

IMAGE_DIRECTORY_ENTRY_IMPO

RT

IMAGE_DIRECTORY_ENTRY_RESOURCE

IMAGE_DIRECTORY_ENTRY_EXCEPTION

IMAGE_DIRECTORY_ENTRY_SECURITY

IMAGE_DIRECTORY_ENTRY_BASERELOC

IMAGE_DIRECTORY_ENTRY_DEBUG

IMAGE_DIRECTORY_ENTRY_COPYRIGHT

IMAGE_DIRECTORY_ENTRY_GLOBALPTR

IMAGE_DIRECTORY_ENTRY_TLS

IMAGE_DIRECTORY_ENTRY_LOAD_CONFIG

IMAGE_DIRECTORY_ENTRY_BOUND_IMPORT

IMAGE_DIRECTORY_ENTRY_IAT

IMAGE_DIRECTORY_ENTRY_DELAY_IMPORT

IMAGE_DIRECTORY_ENTRY_COM_DESCRIPTOR

IMAGE_DIRECTORY_ENTRY_RESERVED

Sections

Name Virtual Address Virtual Size Raw Size
text 0x1000 0x8c6fe 0x8c800
.rdata  0x8e000 0x29fae 0x2a000
.data  0xb8000 0x20d3c 0x9400
.rsrc 0xd9000 0x540 0x600
.reloc  0xda000 0x5fc4 0x6000
Resources

Name RVA
RT_VERSION 0xd90a0
RT_MANIFEST 0xd93c0
Imports

DLL

KERNEL32.dll

Copyright Joe Security LLC 2021

Virtual Address Virtual Size Is in Section
0xb7540 0xb8 .rdata
0xb75f8 0x3c .rdata
0xd9000 0x540 .rsrc
0x0 0x0
0x0 0x0
0xda000 0x5fc4 .reloc
Oxaef38 0x54 .rdata
0x0 0x0
0x0 0x0
0xaf088 0x18 .rdata
Oxaef90 0x40 .rdata
0x0 0x0
0x8e000 Ox1b4 .rdata
0x0 0x0
0x0 0x0
0x0 0x0
Xored PE ZLIB Complexity File Type Entropy Characteristics
False 0.550423292927 data 6.74409418019 IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ
False 0.528756277902 PCX ver. 2.5 image data 5.30478908838 IMAGE_SCN_CNT_INITIALIZED
bounding box [0, 0] - [30734, 11], _DATA,
120 planes each of 128-bit IMAGE_SCN_MEM_READ
30748 x 11 dpi, uncompressed
False 0.569679054054 DOS executable (block device — 5.10494443738 IMAGE_SCN_CNT_INITIALIZED
driven\377\377\377\377) _DATA,
IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ
False 0.414713541667 data 3.79012516028 IMAGE_SCN_CNT_INITIALIZED
_DATA,
IMAGE_SCN_MEM_READ
False 0.729736328125 data 6.67242289019 IMAGE_SCN_CNT_INITIALIZED
_DATA,
IMAGE_SCN_MEM_DISCARDA
BLE, IMAGE_SCN_MEM_READ
Size Type Language Country
0x31c data English United States
0x17d XML 1.0 document text English United States
Import

VirtualFree, VirtualAlloc, PeekNamedPipe, GetEnvironmentVariableA, CreateMutexA, ReleaseMutex, DuplicateHandle,
Sleep, VirtualProtect, GetCurrentThread, DeleteFileA, ResetEvent, GetWindowsDirectoryA, VirtualProtectEx,
FindFirstChangeNotificationA, CreateDirectoryA, CreateSemaphoreA, WriteConsoleW, OpenMutexA,
GetShortPathNameA, MultiByteToWideChar, FormatMessageA, GetStringTypeW, WideCharToMultiByte,
EnterCriticalSection, LeaveCriticalSection, DeleteCriticalSection, EncodePointer, DecodePointer, LocalFree, GetCPInfo,
CompareStringW, LCMapStringW, GetLocalelnfoW, SetLastError, InitializeCriticalSectionAndSpinCount, CreateEventW,
SwitchToThread, TIsAlloc, TIsGetValue, TIsSetValue, TIsFree, GetSystemTimeAsFileTime, GetTickCount,
GetModuleHandleW, GetProcAddress, CloseHandle, SetEvent, WaitForSingleObjectEx, UnhandledExceptionFilter,
SetUnhandledExceptionFilter, GetCurrentProcess, TerminateProcess, IsProcessorFeaturePresent, IsDebuggerPresent,
GetStartupInfowW, QueryPerformanceCounter, GetCurrentProcessld, GetCurrentThreadld, InitializeSListHead,
RtlUnwind, RaiseException, InterlockedPushEntrySList, InterlockedFlushSList, GetLastError, FreeLibrary,
LoadLibraryExW, ExitProcess, GetModuleHandleExW, GetModuleFileNameW, HeapAlloc, HeapReAlloc, HeapFree,
GetStdHandle, GetFileType, GetDateFormatW, GetTimeFormatW, IsValidLocale, GetUserDefaultLCID,
EnumSystemLocalesW, FlushFileBuffers, WriteFile, GetConsoleCP, GetConsoleMode, ReadFile, GetFileSizeEXx,
SetFilePointerEx, ReadConsoleW, SetConsoleCtrIHandler, GetTimeZonelnformation, FindClose, FindFirstFileExA,
FindNextFileA, IsValidCodePage, GetACP, GetOEMCP, GetCommandLineA, GetCommandLineW,
GetEnvironmentStringsW, FreeEnvironmentStringsW, SetEnvironmentVariableW, GetProcessHeap, SetStdHandle,
HeapSize, CreateFileW, OutputDebugStringW
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DLL
Cabinet.dll

Exports

Name

Chartheal
Claimdecide
DeathBroad
DlIRegisterServer
Meetfinish
Mouththese

Version Infos

Description
LegalCopyright
InternalName
FileVersion
CompanyName
Feel repeat
ProductName
ProductVersion
FileDescription
OriginalFilename

Translation
Possible Origin

Language of compilation system

English

Network Behavior

Network Port Distribution

TCP Packets

Timestamp

Apr 7,2021 11:56:10.080557108 CEST
Apr 7,2021 11:56:10.080950022 CEST
Apr 7,2021 11:56:10.094928026 CEST

Copyright Joe Security LLC 2021

Import

Ordinal

o g b~ W N P

Data

Copyright 1997-2018 Wide Modern, Inc

Metal happen
3.4.0.227
Wide Modern
RowBought
Wide Modern
3.4.0.227
Metal happen
metal.dll

0x0409 0x04b0

Country where language is spoken

United States

Total Packets: 89

® 53 (DNS)
@ 443 (HTTPS)

Source Port Dest Port
49730 443
49731 443

443 49730

Source IP
192.168.2.3
192.168.2.3
104.20.185.68

Address

0x101d198
0x101e461
0x101db08
0x101d4eb
0x101dc30
0x101e0c5

Map

Dest IP
104.20.185.68
104.20.185.68
192.168.2.3
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Timestamp Source Port Dest Port Source IP Dest IP

Apr 7, 2021 11:56:10.097274065 CEST 49730 443 192.168.2.3 104.20.185.68
Apr 7, 2021 11:56:10.097323895 CEST 49730 443 192.168.2.3 104.20.185.68
Apr 7, 2021 11:56:10.100177050 CEST 443 49731 104.20.185.68 192.168.2.3
Apr 7, 2021 11:56:10.100251913 CEST 49731 443 192.168.2.3 104.20.185.68
Apr 7, 2021 11:56:10.100888968 CEST 49731 443 192.168.2.3 104.20.185.68
Apr 7, 2021 11:56:10.111749887 CEST 443 49730 104.20.185.68 192.168.2.3
Apr 7, 2021 11:56:10.112679958 CEST 443 49730 104.20.185.68 192.168.2.3
Apr 7, 2021 11:56:10.112715006 CEST 443 49730 104.20.185.68 192.168.2.3
Apr 7, 2021 11:56:10.112772942 CEST 49730 443 192.168.2.3 104.20.185.68
Apr 7, 2021 11:56:10.112812042 CEST 49730 443 192.168.2.3 104.20.185.68
Apr 7, 2021 11:56:10.118988991 CEST 443 49731 104.20.185.68 192.168.2.3
Apr 7, 2021 11:56:10.120193958 CEST 443 49731 104.20.185.68 192.168.2.3
Apr 7, 2021 11:56:10.120224953 CEST 443 49731 104.20.185.68 192.168.2.3
Apr 7, 2021 11:56:10.120282888 CEST 49731 443 192.168.2.3 104.20.185.68
Apr 7, 2021 11:56:10.120315075 CEST 49731 443 192.168.2.3 104.20.185.68
Apr 7, 2021 11:56:10.128598928 CEST 49731 443 192.168.2.3 104.20.185.68
Apr 7, 2021 11:56:10.132869959 CEST 49731 443 192.168.2.3 104.20.185.68
Apr 7, 2021 11:56:10.133085966 CEST 49731 443 192.168.2.3 104.20.185.68
Apr 7, 2021 11:56:10.146415949 CEST 443 49731 104.20.185.68 192.168.2.3
Apr 7, 2021 11:56:10.146701097 CEST 443 49731 104.20.185.68 192.168.2.3
Apr 7, 2021 11:56:10.146723986 CEST 443 49731 104.20.185.68 192.168.2.3
Apr 7, 2021 11:56:10.146764994 CEST 49731 443 192.168.2.3 104.20.185.68
Apr 7, 2021 11:56:10.146784067 CEST 49731 443 192.168.2.3 104.20.185.68
Apr 7, 2021 11:56:10.147541046 CEST 49731 443 192.168.2.3 104.20.185.68
Apr 7, 2021 11:56:10.151072979 CEST 443 49731 104.20.185.68 192.168.2.3
Apr 7, 2021 11:56:10.151113987 CEST 443 49731 104.20.185.68 192.168.2.3
Apr 7, 2021 11:56:10.151160955 CEST 49731 443 192.168.2.3 104.20.185.68
Apr 7, 2021 11:56:10.151470900 CEST 443 49731 104.20.185.68 192.168.2.3
Apr 7, 2021 11:56:10.165263891 CEST 443 49731 104.20.185.68 192.168.2.3
Apr 7, 2021 11:56:10.166752100 CEST 443 49731 104.20.185.68 192.168.2.3
Apr 7, 2021 11:56:10.166774988 CEST 443 49731 104.20.185.68 192.168.2.3
Apr 7, 2021 11:56:10.166800976 CEST 49731 443 192.168.2.3 104.20.185.68
Apr 7, 2021 11:56:10.166821957 CEST 49731 443 192.168.2.3 104.20.185.68
Apr 7, 2021 11:56:10.197765112 CEST 49730 443 192.168.2.3 104.20.185.68
Apr 7, 2021 11:56:10.208806038 CEST 49730 443 192.168.2.3 104.20.185.68
Apr 7, 2021 11:56:10.210244894 CEST 443 49730 104.20.185.68 192.168.2.3
Apr 7, 2021 11:56:10.210839987 CEST 443 49730 104.20.185.68 192.168.2.3
Apr 7, 2021 11:56:10.210865021 CEST 443 49730 104.20.185.68 192.168.2.3
Apr 7, 2021 11:56:10.210974932 CEST 49730 443 192.168.2.3 104.20.185.68
Apr 7, 2021 11:56:10.211019039 CEST 49730 443 192.168.2.3 104.20.185.68
Apr 7, 2021 11:56:10.211517096 CEST 49730 443 192.168.2.3 104.20.185.68
Apr 7, 2021 11:56:10.221086979 CEST 443 49730 104.20.185.68 192.168.2.3
Apr 7, 2021 11:56:10.224047899 CEST 443 49730 104.20.185.68 192.168.2.3
Apr 7, 2021 11:56:10.226807117 CEST 443 49730 104.20.185.68 192.168.2.3
Apr 7, 2021 11:56:10.226946115 CEST 49730 443 192.168.2.3 104.20.185.68
Apr 7, 2021 11:56:13.816294909 CEST 49732 443 192.168.2.3 2.22.155.145
Apr 7, 2021 11:56:13.816534042 CEST 49733 443 192.168.2.3 2.22.155.145
Apr 7, 2021 11:56:13.829535007 CEST 443 49732 2.22.155.145 192.168.2.3
Apr 7, 2021 11:56:13.829572916 CEST 443 49733 2.22.155.145 192.168.2.3
Apr 7, 2021 11:56:13.829633951 CEST 49732 443 192.168.2.3 2.22.155.145
Apr 7, 2021 11:56:13.829684019 CEST 49733 443 192.168.2.3 2.22.155.145
Apr 7, 2021 11:56:13.830693960 CEST 49732 443 192.168.2.3 2.22.155.145
Apr 7, 2021 11:56:13.830907106 CEST 49733 443 192.168.2.3 2.22.155.145
Apr 7, 2021 11:56:13.842358112 CEST 443 49732 2.22.155.145 192.168.2.3
Apr 7, 2021 11:56:13.842425108 CEST 443 49733 2.22.155.145 192.168.2.3
Apr 7, 2021 11:56:13.843904972 CEST 443 49732 2.22.155.145 192.168.2.3
Apr 7, 2021 11:56:13.844016075 CEST 49732 443 192.168.2.3 2.22.155.145
Apr 7, 2021 11:56:13.844137907 CEST 443 49732 2.22.155.145 192.168.2.3
Apr 7, 2021 11:56:13.844206095 CEST 49732 443 192.168.2.3 2.22.155.145
Apr 7, 2021 11:56:13.844213963 CEST 443 49732 2.22.155.145 192.168.2.3
Apr 7, 2021 11:56:13.844273090 CEST 443 49733 2.22.155.145 192.168.2.3
Apr 7, 2021 11:56:13.844310999 CEST 49732 443 192.168.2.3 2.22.155.145
Apr 7, 2021 11:56:13.844336033 CEST 443 49733 2.22.155.145 192.168.2.3
Apr 7, 2021 11:56:13.844346046 CEST 49733 443 192.168.2.3 2.22.155.145
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Timestamp Source Port Dest Port Source IP Dest IP

Apr 7, 2021 11:56:13.844387054 CEST 49733 443 192.168.2.3 2.22.155.145
Apr 7, 2021 11:56:13.844393969 CEST 443 49733 2.22.155.145 192.168.2.3
Apr 7, 2021 11:56:13.844445944 CEST 49733 443 192.168.2.3 2.22.155.145
Apr 7, 2021 11:56:13.854393005 CEST 49732 443 192.168.2.3 2.22.155.145
Apr 7, 2021 11:56:13.878247976 CEST 443 49732 2.22.155.145 192.168.2.3
Apr 7, 2021 11:56:13.880919933 CEST 443 49732 2.22.155.145 192.168.2.3
Apr 7, 2021 11:56:13.880992889 CEST 49732 443 192.168.2.3 2.22.155.145
Apr 7, 2021 11:56:14.079032898 CEST 49733 443 192.168.2.3 2.22.155.145
Apr 7, 2021 11:56:14.080369949 CEST 49732 443 192.168.2.3 2.22.155.145
Apr 7, 2021 11:56:14.081051111 CEST 49732 443 192.168.2.3 2.22.155.145
Apr 7, 2021 11:56:14.081171989 CEST 49732 443 192.168.2.3 2.22.155.145
Apr 7, 2021 11:56:14.088563919 CEST 49733 443 192.168.2.3 2.22.155.145
Apr 7, 2021 11:56:14.091136932 CEST 443 49733 2.22.155.145 192.168.2.3
Apr 7, 2021 11:56:14.091665030 CEST 443 49733 2.22.155.145 192.168.2.3
Apr 7, 2021 11:56:14.091736078 CEST 49733 443 192.168.2.3 2.22.155.145
Apr 7, 2021 11:56:14.092902899 CEST 443 49732 2.22.155.145 192.168.2.3
Apr 7, 2021 11:56:14.092927933 CEST 443 49732 2.22.155.145 192.168.2.3
Apr 7, 2021 11:56:14.092943907 CEST 443 49732 2.22.155.145 192.168.2.3
Apr 7, 2021 11:56:14.098948956 CEST 443 49732 2.22.155.145 192.168.2.3
Apr 7, 2021 11:56:14.099044085 CEST 49732 443 192.168.2.3 2.22.155.145
Apr 7, 2021 11:56:14.099411011 CEST 49732 443 192.168.2.3 2.22.155.145
Apr 7, 2021 11:56:14.100301981 CEST 443 49733 2.22.155.145 192.168.2.3
Apr 7, 2021 11:56:14.100341082 CEST 443 49733 2.22.155.145 192.168.2.3
Apr 7, 2021 11:56:14.100402117 CEST 49733 443 192.168.2.3 2.22.155.145
Apr 7,2021 11:56:14.111015081 CEST 443 49732 2.22.155.145 192.168.2.3
Apr 7, 2021 11:56:14.145600080 CEST 443 49732 2.22.155.145 192.168.2.3
Apr 7, 2021 11:56:14.145629883 CEST 443 49732 2.22.155.145 192.168.2.3
Apr 7, 2021 11:56:14.145692110 CEST 49732 443 192.168.2.3 2.22.155.145
Apr 7, 2021 11:56:14.145781994 CEST 49732 443 192.168.2.3 2.22.155.145
Apr 7, 2021 11:56:14.145782948 CEST 443 49732 2.22.155.145 192.168.2.3
Apr 7, 2021 11:56:14.145800114 CEST 443 49732 2.22.155.145 192.168.2.3
Apr 7, 2021 11:56:14.145829916 CEST 443 49732 2.22.155.145 192.168.2.3
Apr 7, 2021 11:56:14.145839930 CEST 49732 443 192.168.2.3 2.22.155.145

UDP Packets

Timestamp Source Port Dest Port Source IP Dest IP
Apr 7, 2021 11:55:49.975831985 CEST 58361 53 192.168.2.3 8.8.8.8
Apr 7, 2021 11:55:49.989034891 CEST 53 58361 8.8.8.8 192.168.2.3
Apr 7, 2021 11:55:50.820818901 CEST 63492 53 192.168.2.3 8.8.8.8
Apr 7, 2021 11:55:50.835021019 CEST 53 63492 8.8.8.8 192.168.2.3
Apr 7, 2021 11:55:58.531917095 CEST 60831 53 192.168.2.3 8.8.8.8
Apr 7, 2021 11:55:58.551115036 CEST 53 60831 8.8.8.8 192.168.2.3
Apr 7, 2021 11:56:01.149965048 CEST 60100 53 192.168.2.3 8.8.8.8
Apr 7, 2021 11:56:01.168848038 CEST 53 60100 8.8.8.8 192.168.2.3
Apr 7, 2021 11:56:01.530117035 CEST 53195 53 192.168.2.3 8.8.8.8
Apr 7, 2021 11:56:01.543226957 CEST 53 53195 8.8.8.8 192.168.2.3
Apr 7, 2021 11:56:02.369770050 CEST 50141 53 192.168.2.3 8.8.8.8
Apr 7, 2021 11:56:02.404876947 CEST 53 50141 8.8.8.8 192.168.2.3
Apr 7, 2021 11:56:02.451232910 CEST 53023 53 192.168.2.3 8.8.8.8
Apr 7, 2021 11:56:02.470580101 CEST 53 53023 8.8.8.8 192.168.2.3
Apr 7, 2021 11:56:08.321013927 CEST 49563 53 192.168.2.3 8.8.8.8
Apr 7, 2021 11:56:08.354264021 CEST 53 49563 8.8.8.8 192.168.2.3
Apr 7, 2021 11:56:09.814338923 CEST 51352 53 192.168.2.3 8.8.8.8
Apr 7, 2021 11:56:09.832680941 CEST 53 51352 8.8.8.8 192.168.2.3
Apr 7, 2021 11:56:10.967475891 CEST 59349 53 192.168.2.3 8.8.8.8
Apr 7,2021 11:56:10.981933117 CEST 53 59349 8.8.8.8 192.168.2.3
Apr 7, 2021 11:56:22.567609072 CEST 57084 53 192.168.2.3 8.8.8.8
Apr 7, 2021 11:56:22.586390018 CEST 53 57084 8.8.8.8 192.168.2.3
Apr 7, 2021 11:56:30.173453093 CEST 58823 53 192.168.2.3 8.8.8.8
Apr 7, 2021 11:56:30.186897039 CEST 53 58823 8.8.8.8 192.168.2.3
Apr 7, 2021 11:56:30.468415976 CEST 57568 53 192.168.2.3 8.8.8.8
Apr 7, 2021 11:56:30.480263948 CEST 53 57568 8.8.8.8 192.168.2.3
Apr 7, 2021 11:56:31.300429106 CEST 58823 53 192.168.2.3 8.8.8.8
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Timestamp Source Port Dest Port Source IP Dest IP

Apr 7, 2021 11:56:31.316719055 CEST 53 58823 8.8.8.8 192.168.2.3

Apr 7, 2021 11:56:31.844945908 CEST 57568 53 192.168.2.3 8.8.8.8

Apr 7, 2021 11:56:31.859483004 CEST 53 57568 8.8.8.8 192.168.2.3

Apr 7, 2021 11:56:32.452394962 CEST 58823 53 192.168.2.3 8.8.8.8

Apr 7, 2021 11:56:32.464927912 CEST 53 58823 8.8.8.8 192.168.2.3

Apr 7, 2021 11:56:33.161106110 CEST 57568 53 192.168.2.3 8.8.8.8

Apr 7, 2021 11:56:33.174107075 CEST 53 57568 8.8.8.8 192.168.2.3

Apr 7, 2021 11:56:34.605015993 CEST 58823 53 192.168.2.3 8.8.8.8

Apr 7, 2021 11:56:34.618359089 CEST 53 58823 8.8.8.8 192.168.2.3

Apr 7, 2021 11:56:35.848810911 CEST 57568 53 192.168.2.3 8.8.8.8

Apr 7, 2021 11:56:35.862472057 CEST 53 57568 8.8.8.8 192.168.2.3

Apr 7, 2021 11:56:38.609014034 CEST 58823 53 192.168.2.3 8.8.8.8

Apr 7, 2021 11:56:38.623483896 CEST 53 58823 8.8.8.8 192.168.2.3

Apr 7, 2021 11:56:38.719456911 CEST 50540 53 192.168.2.3 8.8.8.8

Apr 7, 2021 11:56:38.733802080 CEST 53 50540 8.8.8.8 192.168.2.3

Apr 7, 2021 11:56:40.245008945 CEST 57568 53 192.168.2.3 8.8.8.8

Apr 7, 2021 11:56:40.256726980 CEST 53 57568 8.8.8.8 192.168.2.3

Apr 7, 2021 11:56:46.979607105 CEST 54366 53 192.168.2.3 8.8.8.8

Apr 7, 2021 11:56:47.021951914 CEST 53 54366 8.8.8.8 192.168.2.3

Apr 7, 2021 11:56:49.463493109 CEST 53034 53 192.168.2.3 8.8.8.8

Apr 7, 2021 11:56:49.481597900 CEST 53 53034 8.8.8.8 192.168.2.3

Apr 7, 2021 11:56:51.323148966 CEST 57762 53 192.168.2.3 8.8.8.8

Apr 7, 2021 11:56:51.336256027 CEST 53 57762 8.8.8.8 192.168.2.3

Apr 7, 2021 11:56:51.841003895 CEST 55435 53 192.168.2.3 8.8.8.8

Apr 7, 2021 11:56:51.874814987 CEST 53 55435 8.8.8.8 192.168.2.3

Apr 7, 2021 11:56:53.414392948 CEST 50713 53 192.168.2.3 8.8.8.8

Apr 7, 2021 11:56:53.427794933 CEST 53 50713 8.8.8.8 192.168.2.3

Apr 7, 2021 11:57:18.917296886 CEST 56132 53 192.168.2.3 8.8.8.8

Apr 7,2021 11:57:18.931657076 CEST 53 56132 8.8.8.8 192.168.2.3

Apr 7, 2021 11:57:20.424465895 CEST 56132 53 192.168.2.3 8.8.8.8

Apr 7, 2021 11:57:20.436359882 CEST 53 56132 8.8.8.8 192.168.2.3

Apr 7, 2021 11:57:21.593230009 CEST 56132 53 192.168.2.3 8.8.8.8

Apr 7, 2021 11:57:21.606240988 CEST 53 56132 8.8.8.8 192.168.2.3

Apr 7, 2021 11:57:23.765571117 CEST 56132 53 192.168.2.3 8.8.8.8

Apr 7, 2021 11:57:23.822572947 CEST 53 56132 8.8.8.8 192.168.2.3

Apr 7, 2021 11:57:27.937416077 CEST 56132 53 192.168.2.3 8.8.8.8

Apr 7, 2021 11:57:27.952300072 CEST 53 56132 8.8.8.8 192.168.2.3

Apr 7, 2021 11:57:54.428386927 CEST 58987 53 192.168.2.3 8.8.8.8

Apr 7, 2021 11:57:54.440690041 CEST 53 58987 8.8.8.8 192.168.2.3

Apr 7, 2021 11:58:24.482402086 CEST 56579 53 192.168.2.3 8.8.8.8

Apr 7, 2021 11:58:24.495800972 CEST 53 56579 8.8.8.8 192.168.2.3

Apr 7, 2021 11:58:25.204890966 CEST 60633 53 192.168.2.3 8.8.8.8

Apr 7, 2021 11:58:25.218281984 CEST 53 60633 8.8.8.8 192.168.2.3

Apr 7, 2021 11:58:26.223150969 CEST 61292 53 192.168.2.3 8.8.8.8

Apr 7, 2021 11:58:26.263695002 CEST 53 61292 8.8.8.8 192.168.2.3

Apr 7,2021 11:58:26.977579117 CEST 63619 53 192.168.2.3 8.8.8.8

Apr 7, 2021 11:58:26.991636992 CEST 53 63619 8.8.8.8 192.168.2.3

Apr 7, 2021 11:58:30.899877071 CEST 64938 53 192.168.2.3 8.8.8.8

Apr 7, 2021 11:58:30.912967920 CEST 53 64938 8.8.8.8 192.168.2.3

DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Apr 7, 2021 11:56:01.530117035 CEST 192.168.2.3 8.8.8.8 0x8087 Standard query  www.msn.com A (IP address) IN (0x0001)
(0)

Apr 7, 2021 11:56:08.321013927 CEST 192.168.2.3 8.8.8.8 0x775d Standard query  web.vortex A (IP address) IN (0x0001)
(0) .data.msn.com

Apr 7, 2021 11:56:09.814338923 CEST 192.168.2.3 8.8.8.8 0xcfo4 Standard query  geolocatio A (IP address) IN (0x0001)
(0) n.onetrust.com

Apr 7, 2021 11:56:10.967475891 CEST 192.168.2.3 8.8.8.8 0x697b Standard query  contextual A (IP address) IN (0x0001)
(0) .media.net

Apr 7, 2021 11:56:22.567609072 CEST 192.168.2.3 8.8.8.8 0x5b7 Standard query  Ig3.media.net A (IP address) IN (0x0001)
(0)

Apr 7, 2021 11:56:38.719456911 CEST 192.168.2.3 8.8.8.8 0x2eeb Standard query  hblg.media.net A (IP address) IN (0x0001)

)
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DNS Answers

Timestamp

Apr 7, 2021
11:56:01.543226957
CEST

Apr 7, 2021
11:56:08.354264021
CEST

Apr 7, 2021
11:56:09.832680941
CEST

Apr 7, 2021
11:56:09.832680941
CEST

Apr 7, 2021
11:56:10.981933117
CEST

Apr 7, 2021
11:56:22.586390018
CEST

Apr 7, 2021
11:56:38.733802080
CEST

Apr 7, 2021
11:58:26.263695002
CEST

Reply Code

Name

www.msn.com

CName

www-msn-com.a-0003.a-

Address

HTTPS Packets

Timestamp

Apr 7, 2021
11:56:10.112715006
CEST

Apr 7, 2021
11:56:10.120224953
CEST

Apr 7, 2021
11:56:13.844213963
CEST

Source IP Dest IP Trans ID
8.8.8.8 192.168.2.3 0x8087
8.8.8.8 192.168.2.3 0x775d
8.8.8.8 192.168.2.3 0oxcfo4
8.8.8.8 192.168.2.3 0xcfo4
8.8.8.8 192.168.2.3 0x697b
8.8.8.8 192.168.2.3 0x5b7
8.8.8.8 192.168.2.3 0x2ee6
8.8.8.8 192.168.2.3 Ox4ald
Source Dest
Source IP Port Dest IP Port

104.20.185.68 443

104.20.185.68 443

2.22.155.145 443

Copyright Joe Security LLC 2021

192.168.2.3 49730

192.168.2.3 49731

192.168.2.3 49732

No error (0)

No error (0)

No error (0)

web.vortex
.data.msn.com

msedge.net

.com

geolocatio

n.onetrust.com

No error (0)

geolocatio

n.onetrust.com

No error (0) contextual
.media.net
No error (0) Ig3.media.net

No error (0)

hblg.media.net

No error (0) prda.aadg.
msidentity.com  s.net
Subject Issuer
CN=onetrust.com, CN=Cloudflare Inc ECC
O="Cloudflare, Inc.", CA-3, O="Cloudflare,
L=San Francisco, Inc.", C=US
ST=California, C=US CN=Baltimore

CN=Cloudflare Inc ECC

CA-3, O="Cloudflare, Inc.",

C=Us

CN=Cloudflare Inc ECC

CA-3, O="Cloudflare, Inc.",

C=Us

CN=onetrust.com,
O="Cloudflare, Inc.",
L=San Francisco,
ST=California, C=US
CN=Cloudflare Inc ECC

CA-3, O="Cloudflare, Inc.",

C=Us

CN=Cloudflare Inc ECC

CA-3, O="Cloudflare, Inc.",

C=Us

CN=*media.net, OU=HQ,
O=MEDIA.NET
ADVERTISING FZ LLC,

L=Dubai, ST=Dubai, C=AE
CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,

C=Us

CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,

C=uUs

CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Cloudflare Inc ECC
CA-3, O="Cloudflare,
Inc.", C=US
CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=DigiCert SHA2
Secure Server CA,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

Not
Before

Fri Feb
12
01:00:00
CET
2021
Mon Jan
27
13:48:08
CET
2020

Mon Jan
27
13:48:08
CET
2020

Fri Feb
12
01:00:00
CET
2021
Mon Jan
27
13:48:08
CET
2020

Mon Jan
27
13:48:08
CET
2020

Tue Feb
25
01:00:00
CET
2020 Fri
Mar 08
13:00:00
CET
2013

Fri Mar
08
13:00:00
CET
2013

web.vortex.data.microsoft

104.20.185.68

104.20.184.68

2.22.155.145 A (IP address)
2.22.155.145 A (IP address)
2.22.155.145 A (IP address)

www.tm.a.prd.aadg.akadn

Not
After

Sat Feb
12
00:59:59
CET
2022
Wed

Jan 01
00:59:59
CET
2025

Wed

Jan 01
00:59:59
CET
2025

Sat Feb
12
00:59:59
CET
2022
Wed

Jan 01
00:59:59
CET
2025

Wed

Jan 01
00:59:59
CET
2025

Wed
May 26
14:00:00
CEST
2021
Wed
Mar 08
13:00:00
CET
2023

Wed
Mar 08
13:00:00
CET
2023

Type
CNAME
(Canonical
name)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

JA3 SSL Client
Fingerprint

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
16-23-24-
65281,29-23-24,0

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
16-23-24-
65281,29-23-24,0

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
16-23-24-
65281,29-23-24,0

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

JA3 SSL Client Digest

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228h2d4e
424db3a98c
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Source

Timestamp Source IP Port

Apr 7, 2021
11:56:13.844393969
CEST

2.22.155.145 443

Apr 7, 2021
11:56:22.623658895
CEST

2.22.155.145 443

Apr 7, 2021
11:56:22.624429941
CEST

2.22.155.145 443

Apr 7, 2021 2.22.155.145 443
11:56:38.903198004

CEST

Apr 7, 2021
11:56:38.903387070
CEST

2.22.155.145 443

Code Manipulations

Copyright Joe Security LLC 2021

Dest

Dest IP Port

192.168.2.3 49733

192.168.2.3 49734

192.168.2.3 49735

192.168.2.3 49738

192.168.2.3 49739

Subject

CN=*media.net, OU=HQ,
O=MEDIA.NET
ADVERTISING FZ LLC,
L=Dubai, ST=Dubai, C=AE
CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=USs

CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=USs

CN=*media.net, OU=HQ,
O=MEDIA.NET
ADVERTISING FZ LLC,
L=Dubai, ST=Dubai, C=AE
CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=USs

CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=USs

CN=*media.net, OU=HQ,
O=MEDIA.NET
ADVERTISING FZ LLC,
L=Dubai, ST=Dubai, C=AE
CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=USs

CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=USs

CN=*media.net, OU=HQ,
O=MEDIA.NET
ADVERTISING FZ LLC,
L=Dubai, ST=Dubai, C=AE
CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=USs

CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=USs

CN=*media.net, OU=HQ,
O=MEDIA.NET
ADVERTISING FZ LLC,
L=Dubai, ST=Dubai, C=AE
CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=US

CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=USs

Issuer

CN=DigiCert SHA2
Secure Server CA,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert SHA2
Secure Server CA,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert SHA2
Secure Server CA,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert SHA2
Secure Server CA,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert SHA2
Secure Server CA,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

Not
Before

Tue Feb
25
01:00:00
CET
2020 Fri
Mar 08
13:00:00
CET
2013

Fri Mar
08
13:00:00
CET
2013

Tue Feb
25
01:00:00
CET
2020 Fri
Mar 08
13:00:00
CET
2013

Fri Mar
08
13:00:00
CET
2013

Tue Feb
25
01:00:00
CET
2020 Fri
Mar 08
13:00:00
CET
2013

Fri Mar
08
13:00:00
CET
2013

Tue Feb
25
01:00:00
CET
2020 Fri
Mar 08
13:00:00
CET
2013

Fri Mar
08
13:00:00
CET
2013

Tue Feb
25
01:00:00
CET
2020 Fri
Mar 08
13:00:00
CET
2013

Fri Mar
08
13:00:00
CET
2013

Not
After

Wed
May 26
14:00:00
CEST
2021
Wed
Mar 08
13:00:00
CET
2023

Wed
Mar 08
13:00:00
CET
2023

Wed
May 26
14:00:00
CEST
2021
Wed
Mar 08
13:00:00
CET
2023

Wed
Mar 08
13:00:00
CET
2023

Wed
May 26
14:00:00
CEST
2021
Wed
Mar 08
13:00:00
CET
2023

Wed
Mar 08
13:00:00
CET
2023

Wed
May 26
14:00:00
CEST
2021
Wed
Mar 08
13:00:00
CET
2023

Wed
Mar 08
13:00:00
CET
2023

Wed
May 26
14:00:00
CEST
2021
Wed
Mar 08
13:00:00
CET
2023

Wed
Mar 08
13:00:00
CET
2023

JA3 SSL Client
Fingerprint

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
16-23-24-
65281,29-23-24,0

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
16-23-24-
65281,29-23-24,0

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
16-23-24-
65281,29-23-24,0

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
16-23-24-
65281,29-23-24,0

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
16-23-24-
65281,29-23-24,0

JA3 SSL Client Digest

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c

Page 49 of 54



Statistics

Behavior

@ loaddlI32.exe
® cmd.exe
@ regsvr32.exe
@ rundll32.exe
@ iexplore.exe
@ rundll32.exe
@ iexplore.exe
@ rundll32.exe
rundll32.exe
@ rundll32.exe
@ rundll32.exe
@ rundl32.exe

)

Click to jump to process

System Behavior

Analysis Process: loaddll32.exe PID: 6092 Parent PID: 5708

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

11:55:54
07/04/2021
C:\Windows\System32\loaddlI32.exe

true

loaddlI32.exe 'C:\Users\user\Desktop\606d810b8ff92.pdf.dIl'

0xf70000

116736 bytes
542795ADF7CCO8EFCF675D65310596E8
true

true

C, C++ or other language

Reputation: moderate
File Activities
Source
File Path Access Attributes Options Completion Count Address Symbol
Analysis Process: cmd.exe PID: 4812 Parent PID: 6092
General
Start time: 11:55:55
Start date: 07/04/2021
Path: C:\Windows\SysWOW64\cmd.exe

Wow64 process (32bit):
Commandline:
Imagebase:
File size:
MDS5 hash:
Copyright Joe Security LLC 2021

true

cmd.exe /C rundll32.exe 'C:\Users\user\Desktop\606d810b8ff92.pdf.dIlI' #1

0xbd0000
232960 bytes
F3BDBE3BB6F734E357235F4D5898582D
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Has elevated privileges: true

Has administrator privileges: true
Programmed in: C, C++ or other language
Reputation: high

File Activities

Source
File Path Access Attributes Options Completion Count Address Symbol

Analysis Process: regsvr32.exe PID: 4792 Parent PID: 6092

General

Start time: 11:55:55

Start date: 07/04/2021

Path: C:\Windows\SysWOW64\regsvr32.exe
Wow64 process (32bit): true

Commandline: regsvr32.exe /s C:\Users\user\Desktop\606d810b8ff92.pdf.dll
Imagebase: 0xb90000

File size: 20992 bytes

MDS5 hash: 426E7499F6A7346F0410DEAD0805586B
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Analysis Process: rundll32.exe PID: 5520 Parent PID: 4812

General

Start time: 11:55:55

Start date: 07/04/2021

Path: C:\Windows\SysWOW64\rundll32.exe
Wow64 process (32bit): true

Commandline: rundll32.exe 'C:\Users\user\Desktop\606d810b8ff92.pdf.dIlI'#1
Imagebase: 0xa30000

File size: 61952 bytes

MDS5 hash: D7CA562BODB4F4DDOF03A89A1FDAD6G3D
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Analysis Process: iexplore.exe PID: 2436 Parent PID: 6092

General

Start time: 11:55:56

Start date: 07/04/2021

Path: C:\Program Files\internet exploreniexplore.exe
Wow64 process (32bit): false

Commandline: C:\Program Files\Internet Exploreniexplore.exe
Imagebase: 0x7ff6db400000

File size: 823560 bytes

MDS5 hash: 6465CB92B25A7BC1DF8E01DBAC5E7596
Has elevated privileges: true

Has administrator privileges: true
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Programmed in:

C, C++ or other language

Reputation: high
File Activities
Source
File Path Access Attributes Options Completion Count Address Symbol
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
Source
File Path Offset Length Completion Count Address Symbol
Registry Activities
Source
Key Path Completion Count Address Symbol
Source
Key Path Name Type Data Completion Count Address Symbol
Source
Key Path Name Type Old Data New Data Completion Count Address Symbol
Analysis Process: rundll32.exe PID: 4804 Parent PID: 6092
General
Start time: 11:55:56
Start date: 07/04/2021
Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

true

rundll32.exe C:\Users\user\Desktop\606d810b8ff92.pdf.dll,Chartheal
0xa30000

61952 bytes

D7CA562B0DB4F4DD0OF03A89A1FDAD63D

true

true

C, C++ or other language

Reputation: high
Analysis Process: iexplore.exe PID: 4564 Parent PID: 2436
General
Start time: 11:55:57
Start date: 07/04/2021
Path: C:\Program Files (x86)\Internet Explorer\iexplore.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

Copyright Joe Security LLC 2021

true

'‘C:\Program Files (x86)\Internet Explore'\lIEXPLORE.EXE' SCODEF:2436 CREDAT:17410

Iprefetch:2

0x830000

822536 bytes
071277CC2E3DF41EEEA8013E2AB58D5A
true

true

C, C++ or other language

high
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Source

File Path Access Attributes Options Completion Count Address Symbol
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
Source
File Path Offset Length Completion Count Address Symbol
Registry Activities
Source
Key Path Completion Count Address Symbol
Source
Key Path Name Type Data Completion Count Address Symbol
Source
Key Path Name Type Old Data New Data Completion Count Address Symbol
Analysis Process: rundll32.exe PID: 6176 Parent PID: 6092
General
Start time: 11:55:59
Start date: 07/04/2021
Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator privileges:

Programmed in:

true

rundll32.exe C:\Users\user\Desktop\606d810b8ff92.pdf.dll,Claimdecide
0xa30000

61952 bytes

D7CA562B0DB4F4DDOF03A89A1FDAD63D

true

true

C, C++ or other language

Reputation: high
Analysis Process: rundll32.exe PID: 6268 Parent PID: 6092
General
Start time: 11:56:04
Start date: 07/04/2021
Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator privileges:

Programmed in:

true

rundll32.exe C:\Users\user\Desktop\606d810b8ff92.pdf.dll,DeathBroad
0xa30000

61952 bytes

D7CA562B0DB4F4DDOF03A89A1FDAD63D

true

true

C, C++ or other language

Reputation: high
Analysis Process: rundll32.exe PID: 6284 Parent PID: 6092
General
Start time: 11:56:08
Start date: 07/04/2021
Path: C:\Windows\SysWOW64\rundll32.exe

Copyright Joe Security LLC 2021
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Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

true

rundll32.exe C:\Users\user\Desktop\606d810b8ff92.pdf.dll,DIIRegisterServer

0xa30000

61952 bytes
D7CA562B0DB4F4DDOF03A89A1FDAD63D
true

true

C, C++ or other language

Reputation: high
Analysis Process: rundll32.exe PID: 6528 Parent PID: 6092
General
Start time: 11:56:12
Start date: 07/04/2021
Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

true

rundll32.exe C:\Users\user\Desktop\606d810b8ff92.pdf.dll,Meetfinish
0xa30000

61952 bytes

D7CA562B0DB4F4DDOF03A89A1FDAD63D

true

true

C, C++ or other language

Reputation: high
Analysis Process: rundll32.exe PID: 6564 Parent PID: 6092
General
Start time: 11:56:16
Start date: 07/04/2021
Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

Disassembly

Code Analysis

Copyright Joe Security LLC 2021

true

rundll32.exe C:\Users\user\Desktop\606d810b8ff92.pdf.dll,Mouththese
0xa30000

61952 bytes

D7CA562B0DB4F4DD0OF03A89A1FDAD63D

true

true

C, C++ or other language

high
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