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Analysis Report hvEop8Y70Y.exe

Yara detected FormBook

Most interesting Screenshot:

Overview
General Information Detection Classification
Sample hvEop8Y70Y.exe
Name: MALICIOUS Antivirus / Scanner detection for sub...
Analysis ID: 383848 Found malware configuration
MD5: L
bd7e988ed1d92f9. Malicious sample detected (through ...
SHA1L:
4ab28bec26ad12.. Multi AV Scanner detection for subm...
SHA256: 94h77677478890. "
Snort IDS alert for network traffic (e....
Tags:
System process connects to networ...
Infos: E Q p l'f +»
HTTP
& E Yara detected AntiVM3

FormBook C2 URLs / IPs found in malware con...
Score: 100 Injects a PE file into a foreign proce...
Range: 0-100 Machine Learning detection for samp...
Whitelisted: false
§ Maps a DLL or. memory area into an...
Confidence: 100%

Modifies the context of a thread in a...

Queues an APC in another process ...

w
«Q
>
2
(=
=
®
(7]

Startup

= System is w10x64
e (B hvEop8Y70Y.exe (PID: 6364 cmdline: 'C:\Users\user\Desktop\hvEop8Y70Y.exe' MD5: BD7E988ED1D92FIFAF32F6A817D89329)
e [ hvEop8Y70Y.exe (PID: 6668 cmdline: C:\Users\user\Desktop\hvEop8Y70Y.exe MD5: BD7E988ED1D92F9FAF32F6A817D89329)
o W explorer.exe (PID: 3472 cmdline: MD5: AD5296B280E8F522A8A897C96BABOE1D)
o [m raserver.exe (PID: 3536 cmdline: C:\Windows\SysWOW&64\raserver.exe MD5: 2AADF65E395BFBDOD9B71D7279C8B5EC)
o @@ cmd.exe (PID: 6776 cmdline: /c del 'C:\Users\user\Desktop\hvEop8Y70Y.exe' MD5: F3BDBE3BB6F734E357235F4D5898582D)
. conhost.exe (PID: 6828 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1l MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

= cleanup

Malware Configuration

Threathname: FormBook
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"c2 list": [

"www. okitmall.com/iudd/"

1,

"decoy": [
"abbottdigitalhealthpass.com”,
"peridot.website",
"emmajanetracy.com",
"arewedoingenough.com"”,
"mvprunning.com”,
"xn--939au46bijas7ab2a93s.com",
"thehouseofchiron.com",
"sqzffn.com",
"moretuantired.com”,
"rosewoodcibubur.com”,
"warungjitu.com",
"armylord.net",
"rideequihome.com",
"girasol.zone",
"getboostphlo.com",
"bilradioplaza.com",
"japannxt.com",
"figulco.com",
"insershop.com",
"loktantratvnews.com",
"healthdatamonitoring.com”,
"gmopanama. com",
"miguelchulia.com",
"appexivo.com”,
"weluvweb.com",
"gqcaotv.com”,
"aleyalifestyle.com",
"aratssycosmetics.com",
"chestfreezersale.xyz",
"gyanumbrella.com",
"betbonusuk.com",
"dostforimpact.net",
"lestlondon.com",
"theartsutra.com”,
"finegiant.com",
"zacharypelletier.com”,
"ux300e.com",
"wiglous.club”,
"adamspartnership.com”,
"contex33.xyz",
"appearwood.club”,
"3m-mat.com”,
"runcouver.com"”,
"cqsjny.com",
"totubemp3.net"”,
"imagecloudhost.com",
"appleadayjuice.com”,
"energyoutline.com",
"yashaerotech.com",
"mcleancosmeticgynecology.com”,
"georgicarealty.com”,
"sellbulkweed.com",
"kardosystems.com",
"hubsnewz.com",
"ekstrafordunyasi.com”,
"cymentor.com"”,
"morrealeestates.com”,
"mumbatihotgirls.club”,
"beaulaser.com”,
"aa29996.com",
"ankaramasozlerburada.xyz",
"otmcleaningservice.com",
"rosaandray.com",

"omxpro.com"

Yara Overview

Memory Dumps

Source Rule

0000000E.00000002.505716758.0000000000730000.00000 JoeSecurity_FormBook
040.00000001.sdmp

Copyright Joe Security LLC 2021

Description

Yara detected
FormBook

Author

Joe Security

Strings
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Source

0000000E.00000002.505716758.0000000000730000.00000 Formbook_1

040.00000001.sdmp

0000000E.00000002.505716758.0000000000730000.00000 Formbook

040.00000001.sdmp

00000004.00000002.311261604.00000000011B
0000.00000040.00000001.sdmp

00000004.00000002.311261604.00000000011B
0000.00000040.00000001.sdmp

Unpacked PEs

Source

4.2.hvEop8Y70Y.exe.400000.0.unpack

4.2.hvEop8Y70Y.exe.400000.0.unpack

4.2.hvEop8Y70Y.exe.400000.0.unpack

0.2.hvEop8Y70Y .exe.2f43d44.1.raw.unpack

4.2.hvEop8Y70Y.exe.400000.0.raw.unpack

Sigma Overview

No Sigma rule has matched

Copyright Joe Security LLC 2021

Rule Description

yara-signator

memory

JoeSecurity_FormBook  Yara detected
FormBook

Formbook_1

yara-signator

Click to see the 18 entries

Rule Description

JoeSecurity_FormBook  Yara detected

FormBook
Formbook_1 autogenerated rule

brought to you by

yara-signator
Formbook detect Formbook in

memory

JoeSecurity_AntiVM_3  Yara detected

AntivM_3

JoeSecurity_FormBook Yara detected
FormBook

Click to see the 2 entries

autogenerated rule
brought to you by

detect Formbook in

autogenerated rule
brought to you by

Author

Felix Bilstein -
yara-signator at
cocacoding dot
com

JPCERT/CC
Incident Response
Group

Joe Security

Felix Bilstein -
yara-signator at
cocacoding dot
com

Author

Joe Security

Felix Bilstein -
yara-signator at
cocacoding dot
com

JPCERT/CC
Incident Response
Group

Joe Security

Joe Security

Strings

e 0x85e8:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC

.

e o o o

e o o o

0x8972:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x14685:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
7494

0x14171:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x14787:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x148ff:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x938a:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02
83 E3 OF C1 EA 06

0x133ec:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0Oxal02:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x19777:$sequence_8: 3C 54 74 04 3C 74 75 F4
Oxla8la:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00

0x166a9:$sqlite3step: 68 34 1C 7B E1
0x167bc:$sqlite3step: 68 34 1C 7B E1
0x166d8:$sqlite3text: 68 38 2A 90 C5
0x167fd:$sqlite3text: 68 38 2A 90 C5

0x166eb:$sqlite3blob: 68 53 D8 7F 8C
0x16813:$sqlite3blob: 68 53 D8 7F 8C

e 0x85e8:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC

.

e o o o

e o o o

0x8972:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x14685:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
7494

0x14171:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x14787:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x148ff:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x938a:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02
83 E3 OF C1 EA 06

0x133ec:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0Oxal02:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x19777:$sequence_8: 3C 54 74 04 3C 74 75 F4
Oxla8la:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00

Strings

e 0x77e8:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC

.

e o o o

e o o o

0x7b72:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x13885:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
7494

0x13371:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x13987:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x13aff:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x858a:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02
83 E3 OF C1 EA 06

0x125ec:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0x9302:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x18977:$sequence_8: 3C 54 74 04 3C 74 75 F4
Ox19ala:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00

0x158a9:$sqlite3step: 68 34 1C 7B E1
0x159bc:$sqlite3step: 68 34 1C 7B E1
0x158d8:$sqlite3text: 68 38 2A 90 C5
0x159fd:$sqlite3text: 68 38 2A 90 C5

0x158eb:$sqlite3blob: 68 53 D8 7F 8C
0x15a13:$sqlite3blob: 68 53 D8 7F 8C
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Signhature Overview

@ AV Detection

® Compliance

@ Software Vulnerabilities

@ Networking

@ E-Banking Fraud

@ System Summary

@ Data Obfuscation

@ Hooking and other Techniques for Hiding and Protection
® Malware Analysis System Evasion

@ Anti Debugging

@ HIPS / PFW / Operating System Protection Evasion
@ Language, Device and Operating System Detection
@ Stealing of Sensitive Information

@ Remote Access Functionality

g

Click to jump to signature section

AV Detection:

Antivirus | Scanner detection for submitted sample
Found malware configuration
Multi AV Scanner detection for submitted file

Yara detected FormBook

Networking:

]

Snort IDS alert for network traffic (e.g. based on Emerging Threat rules)

]‘

E-Banking Fraud:

Yara detected FormBook

System Summary:

‘]

Malicious sample detected (through community Yara rule)

Malware Analysis System Evasion:

=

Yara detected AntiVM3

]

HIPS | PFW | Operating System Protection Evasion:

System process connects to network (likely due to code injection or exploit)

Copyright Joe Security LLC 2021 Page 7 of 40



Stealing of Sensitive Information:

Yara detected FormBook

Remote Access Functionality:

Yara detected FormBook

Mitre Att&ck Matrix

Initial Privilege Credential Lateral Command Network
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and Control Effects
Valid Shared Path Process Masquerading [0S} Security Software Remote Archive Exfiltration Encrypted Eavesdrop on
Accounts  Modules g Interception  Injection B Credential Discovery Services Collected  Over Other Channel Insecure
Dumping Data Network Network

Medium Communicatic
Default Scheduled Boot or Boot or Logon Disable or Modify LSASS Process Discovery Remote Data from  Exfiltration Ingress Tool Exploit SS7 tc
Accounts  Task/Job  Logon Initialization Tools Memory Desktop Removable Over Transfer Redirect Phor

Initialization  Scripts Protocol Media Bluetooth Calls/SMS
Scripts
Domain At (Linux)  Logon Script Logon Script Virtualization/Sandbox Security Virtualization/Sandbox SMB/Windows Data from Automated Non- Exploit SS7 tc
Accounts (Windows)  (Windows) Evasion Account Evasion Admin Shares Network Exfiltration  Application Track Device
Manager Shared Layer Location
Drive Protocol
Local At Logon Script Logon Script Process NTDS Remote System Distributed Input Scheduled Application SIM Card
Accounts  (Windows) (Mac) (Mac) Injection B Discovery Component Capture Transfer Layer Swap
Object Model Protocol

Cloud Cron Network Network Logon  Deobfuscate/Decode LSA System Information SSH Keylogging Data Fallback Manipulate
Accounts Logon Script Script Files or Information Secrets Discovery Transfer Channels Device

Size Limits Communicatic
Replication Launchd Rc.common Rc.common Obfuscated Files or ~ Cached System Owner/User  VNC GUI Input  Exfiltration Multiband Jamming or
Through Information Domain Discovery Capture Over C2 Communication Denial of
Removable Credentials Channel Service
Media
External Scheduled  Startup Startup Items Software Packing DCSync Network Sniffing Windows Web Portal Exfiltration Commonly Rogue Wi-Fi
Remote Task Iltems Remote Capture Over Used Port Access Points
Services Management Alternative

Protocol

Behavior Graph
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Behavior Graph
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Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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F-l O Type here to search 4

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source

hvEop8Y70Y.exe
hvEop8Y70Y.exe
hvEop8Y70Y.exe
hvEop8Y70Y.exe

Dropped Files

No Antivirus matches

Unpacked PE Files

Source

4.0.hvEop8Y70Y.exe.9a0000.0.unpack
4.2.hvEop8Y70Y.exe.9a0000.1.unpack
4.2.hvEop8Y70Y.exe.400000.0.unpack
0.0.hvEop8Y70Y.exe.8b0000.0.unpack
0.2.hvEop8Y70Y.exe.8b0000.0.unpack

Domains

Copyright Joe Security LLC 2021

Detection

26%

29%

100%

100%
Detection Scanner
100% Avira
100% Avira
100% Avira
100% Avira
100% Avira

Excel 2016

E|

Waord 2016

11:05 AM
o)

Scanner Label Link
Virustotal Browse
ReversingLabs Win32.Trojan.AgentTesla

Avira HEUR/AGEN.1138557

Joe Sandbox ML

Label Link Download

HEUR/AGEN.1138557 Download File
HEUR/AGEN.1138557 Download File
TR/Crypt.ZPACK.Gen Download File
HEUR/AGEN.1138557 Download File
HEUR/AGEN.1138557 Download File

Page 10 of 40


https://www.virustotal.com/gui/file/94b77677478f890b5f9e0561aebc0f66b1b2fc4494d016e9b5a70ed0ba20980b/detection/f-94b77677478f890b5f9e0561aebc0f66b1b2fc4494d016e9b5a70ed0ba20980b-1617860860

Source Detection Scanner Label Link

Www.cgsjny.com 0% Virustotal Browse
www.betbonusuk.com 0% Virustotal Browse
URLs

Source Detection Scanner Label Link
hitp://www.founder.com.cn/cn/bThe 0% URL Reputation safe
hitp://www.founder.com.cn/cn/bThe 0% URL Reputation safe
hitp://www.founder.com.cn/cn/bThe 0% URL Reputation safe
hitp:/fiwww.tiro.com2 0% Avira URL Cloud safe
hitp://iwww.sandoll.co.krndo 0% Avira URL Cloud safe
hitp://tempuri.org/GridOneHSDataSet.xsd 0% Avira URL Cloud safe
hitp:/fiwww.tiro.com 0% URL Reputation safe
hitp:/fwww.tiro.com 0% URL Reputation safe
hitp:/fwww.tiro.com 0% URL Reputation safe
hitp:/fiwww.tiro.coml 0% Avira URL Cloud safe
hitp://www.goodfont.co.kr 0% URL Reputation safe
hitp://www.goodfont.co.kr 0% URL Reputation safe
hitp://www.goodfont.co.kr 0% URL Reputation safe
hitp:/fwww.jiyu-kobo.co.jp/G#Por 0% Avira URL Cloud safe
hitp://iwww.sajatypeworks.com 0% URL Reputation safe
hitp://iwww.sajatypeworks.com 0% URL Reputation safe
hitp://iwww.sajatypeworks.com 0% URL Reputation safe
hitp:/fwww.typography.netD 0% URL Reputation safe
hitp:/fwww.typography.netD 0% URL Reputation safe
hitp:/fwww.typography.netD 0% URL Reputation safe
hitp://www.founder.com.cn/cn/cThe 0% URL Reputation safe
hitp://www.founder.com.cn/cn/cThe 0% URL Reputation safe
hitp://www.founder.com.cn/cn/cThe 0% URL Reputation safe
hitp://www.galapagosdesign.com/staff/dennis.htm 0% URL Reputation safe
hitp://iwww.galapagosdesign.com/staff/dennis.htm 0% URL Reputation safe
hitp://iwww.galapagosdesign.com/staff/dennis.htm 0% URL Reputation safe
hitp://fontfabrik.com 0% URL Reputation safe
hitp://fontfabrik.com 0% URL Reputation safe
hitp://fontfabrik.com 0% URL Reputation safe
hitp:/fiwww.fonts.comic 0% URL Reputation safe
hitp:/fiwww.fonts.comic 0% URL Reputation safe
hitp:/fiwww.fonts.comic 0% URL Reputation safe
hitp:/fwww.jiyu-kobo.co.jp// 0% URL Reputation safe
hitp:/fwww.jiyu-kobo.co.jp// 0% URL Reputation safe
hitp:/fwww.jiyu-kobo.co.jp// 0% URL Reputation safe
hitp:/fiwww.jiyu-kobo.co.jp/ana 0% Avira URL Cloud safe
hitp:/fiwww.fonts.comn 0% URL Reputation safe
hitp:/fiwww.fonts.comn 0% URL Reputation safe
hitp:/fiwww.fonts.comn 0% URL Reputation safe
hitp://\www.galapagosdesign.com/DPlease 0% URL Reputation safe
hitp://\www.galapagosdesign.com/DPlease 0% URL Reputation safe
hitp://www.galapagosdesign.com/DPlease 0% URL Reputation safe
hitp:/f/www.sandoll.co.kr 0% URL Reputation safe
hitp://www.sandoll.co.kr 0% URL Reputation safe
hitp:/f/www.sandoll.co.kr 0% URL Reputation safe
hitp:/f/www.urwpp.deDPlease 0% URL Reputation safe
hitp:/f/www.urwpp.deDPlease 0% URL Reputation safe
hitp:/f/www.urwpp.deDPlease 0% URL Reputation safe
hitp:/fiwww.zhongyicts.com.cn 0% URL Reputation safe
hitp:/fiwww.zhongyicts.com.cn 0% URL Reputation safe
hitp:/fiwww.zhongyicts.com.cn 0% URL Reputation safe
hitp:/fiwww.sakkal.com 0% URL Reputation safe
hitp:/fiwww.sakkal.com 0% URL Reputation safe
hitp:/fiwww.sakkal.com 0% URL Reputation safe
hitp://www.founder.com.cn/cnd 0% URL Reputation safe
hitp://www.founder.com.cn/cnd 0% URL Reputation safe
hitp://www.founder.com.cn/cnd 0% URL Reputation safe
hitp://tempuri.org/HighScoresDataSet.xsd 0% Avira URL Cloud safe
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https://www.virustotal.com/gui/url/6b9cc6da96c036ec7245f68905cb72b724d26b172407847bd681bd4ef5a41849/detection/u-6b9cc6da96c036ec7245f68905cb72b724d26b172407847bd681bd4ef5a41849-1529504898
https://www.virustotal.com/gui/url/7c2ee27746927a3fbd32a389f63ddaf016174fffa276fd3c7eed870e97890f1f/detection/u-7c2ee27746927a3fbd32a389f63ddaf016174fffa276fd3c7eed870e97890f1f-1617125433

Source Detection Scanner Label Link

hitp://iwww.sajatypeworks.comte 0% Avira URL Cloud safe
www.okitmall.com/iu4d/ 0% Avira URL Cloud safe
hitp://www.founder.com.cn/cn/omh#?oy 0% Avira URL Cloud safe
hitp:/fiwww.fonts.comX 0% URL Reputation safe
hitp:/fiwww.fonts.comX 0% URL Reputation safe
hitp:/fiwww.fonts.comX 0% URL Reputation safe
hitp://www.carterandcone.coml 0% URL Reputation safe
hitp://www.carterandcone.coml 0% URL Reputation safe
hitp://www.carterandcone.coml 0% URL Reputation safe
hitp://www.founder.com.cn/cn 0% URL Reputation safe
hitp://www.founder.com.cn/cn 0% URL Reputation safe
hitp://www.founder.com.cn/cn 0% URL Reputation safe
hitp:/fiwww.jiyu-kobo.co.jp/YO/ 0% URL Reputation safe
hitp:/fiwww.jiyu-kobo.co.jp/YO/ 0% URL Reputation safe
hitp:/fiwww.jiyu-kobo.co.jp/YO/ 0% URL Reputation safe
hitp:/fiwww.jiyu-kobo.co.jp/rpor 0% Avira URL Cloud safe
hitp:/fiwww.jiyu-kobo.co.jp/6# 0% Avira URL Cloud safe
hitp:/f\www.fontbureau.comm 0% URL Reputation safe
hitp:/f\www.fontbureau.comm 0% URL Reputation safe
hitp:/f\www.fontbureau.comm 0% URL Reputation safe
hitp:/fiwww.jiyu-kobo.co.jp/ 0% URL Reputation safe
hitp:/fiwww.jiyu-kobo.co.jp/ 0% URL Reputation safe
hitp:/fiwww.jiyu-kobo.co.jp/ 0% URL Reputation safe
hitp:/fiwww.jiyu-kobo.co.jp/aali 0% Avira URL Cloud safe
hitp:/fiwww.jiyu-kobo.co.jp/L#Ko 0% Avira URL Cloud safe
hitp:/fiwww.tiro.comc 0% Avira URL Cloud safe
hitp:/fiwww.fonts.comcj 0% Avira URL Cloud safe
hitp://www.founder.com.cn/cn/Li 0% Avira URL Cloud safe
hitp:/fiwww.jiyu-kobo.co.jp/h#wo0 0% Avira URL Cloud safe

Domains and IPs

Contacted Domains

Name P Active Malicious Antivirus Detection Reputation

runcouver.com 34.102.136.180 true false unknown
mvprunning.com 34.102.136.180 true false unknown
www.adamspartnership.com 138.197.103.178 true false unknown
yashaerotech.com 34.102.136.180 true false unknown

Contacted URLs

Name Malicious Antivirus Detection Reputation

URLs from Memory and Binaries

Name Source Malicious Antivirus Detection Reputation
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https://www.virustotal.com/gui/url/6b9cc6da96c036ec7245f68905cb72b724d26b172407847bd681bd4ef5a41849/detection/u-6b9cc6da96c036ec7245f68905cb72b724d26b172407847bd681bd4ef5a41849-1529504898
https://www.virustotal.com/gui/url/7c2ee27746927a3fbd32a389f63ddaf016174fffa276fd3c7eed870e97890f1f/detection/u-7c2ee27746927a3fbd32a389f63ddaf016174fffa276fd3c7eed870e97890f1f-1617125433

Name

hitp:/fiwww.fontbureau.com/designersG

hitp:/fiwww.fontbureau.com/designers/?

hitp://\www.founder.com.cn/cn/bThe

hitp:/fiwww.tiro.com2

hitp:/fiwww.fontbureau.com/designers?

hitp://www.sandoll.co.krndo

hitp://tempuri.org/GridOneHSDataSet.xsd

hitp:/fwww.tiro.com

hitp://www.fontbureau.com/designers

hitp:/fiwww.tiro.coml

hitp://iwww.goodfont.co.kr

hitp:/fwww.jiyu-kobo.co.jp/G#Por

http:/f

https://stackpath.bootstrapcdn.com/bootstrap/4.5.0/css/bootstr

ap.min.css

hitp://iwww.sajatypeworks.com

hitp:/fiwww.typography.netD

hitp://www.founder.com.cn/cn/cThe

hitp://iwww.galapagosdesign.com/staff/dennis.htm
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Source

hvEop8Y70Y.exe, 00000000.00000
002.266687829.0000000005EB0000
.00000002.00000001.sdmp, explo
rer.exe, 00000005.00000000.289
221602.000000000BC30000.000000
02.00000001.sdmp

hvEop8Y70Y.exe, 00000000.00000
002.266687829.0000000005EB0000
.00000002.00000001.sdmp, explo
rer.exe, 00000005.00000000.289
221602.000000000BC30000.000000
02.00000001.sdmp

hvEop8Y70Y.exe, 00000000.00000
002.266687829.0000000005EB0000
.00000002.00000001.sdmp, explo
rer.exe, 00000005.00000000.289
221602.000000000BC30000.000000
02.00000001.sdmp

hvEop8Y70Y.exe, 00000000.00000
003.239195731.0000000005DDB000
.00000004.00000001.sdmp

hvEop8Y70Y.exe, 00000000.00000
002.266687829.0000000005EB0000
.00000002.00000001.sdmp, explo
rer.exe, 00000005.00000000.289
221602.000000000BC30000.000000
02.00000001.sdmp

hvEop8Y70Y.exe, 00000000.00000
003.240127889.0000000005DC9000
.00000004.00000001.sdmp

hvEop8Y70Y.exe

explorer.exe, 00000005.0000000
0.289221602.000000000BC30000.0
0000002.00000001.sdmp

explorer.exe, 00000005.0000000
0.289221602.000000000BC30000.0
0000002.00000001.sdmp

hvEop8Y70Y.exe, 00000000.00000
003.238931392.0000000005DDB000
.00000004.00000001.sdmp

hvEop8Y70Y.exe, 00000000.00000
002.266687829.0000000005EB0000
.00000002.00000001.sdmp, explo
rer.exe, 00000005.00000000.289
221602.000000000BC30000.000000
02.00000001.sdmp

hvEop8Y70Y.exe, 00000000.00000
003.242909574.0000000005DC4000
.00000004.00000001.sdmp

hvEop8Y70Y.exe, 00000000.00000
002.261538858.0000000002F11000
.00000004.00000001.sdmp

hvEop8Y70Y.exe, 00000000.00000
003.238351604.0000000005DDB000
.00000004.00000001.sdmp, hvEop
8Y70Y.exe, 00000000.00000002.2
66687829.0000000005EB0000.0000
0002.00000001.sdmp, explorer.exe,
00000005.00000000.28922160
2.000000000BC30000.00000002.00
000001.sdmp

hvEop8Y70Y.exe, 00000000.00000
002.266687829.0000000005EB0000
.00000002.00000001.sdmp, explo
rer.exe, 00000005.00000000.289
221602.000000000BC30000.000000
02.00000001.sdmp

hvEop8Y70Y.exe, 00000000.00000
002.266687829.0000000005EB0000
.00000002.00000001.sdmp, explo
rer.exe, 00000005.00000000.289
221602.000000000BC30000.000000
02.00000001.sdmp

hvEop8Y70Y.exe, 00000000.00000
002.266687829.0000000005EB0000
.00000002.00000001.sdmp, explo
rer.exe, 00000005.00000000.289
221602.000000000BC30000.000000
02.00000001.sdmp

Malicious Antivirus Detection
false
false
false e URL Reputation:

e URL Reputation:
URL Reputation:

3

false e Avira URL Cloud:
false
false e Avira URL Cloud:
false e Avira URL Cloud:
false e URL Reputation:
e URL Reputation:
e URL Reputation:
false
false e Avira URL Cloud:
false e URL Reputation:
e URL Reputation:
e URL Reputation:
false e Avira URL Cloud:
false
false e URL Reputation:
e URL Reputation:
e URL Reputation:
false e URL Reputation:
e URL Reputation:
e URL Reputation:
false e URL Reputation:
e URL Reputation:
e URL Reputation:
false e URL Reputation:

e URL Reputation:
e URL Reputation:

safe
safe
safe

safe

safe

safe

safe
safe
safe

safe

safe
safe
safe

safe

safe
safe
safe

safe
safe
safe

safe
safe
safe

safe
safe
safe

Reputation

high

high

unknown

unknown

high

unknown

unknown

unknown

high

unknown

unknown

unknown

high

unknown

unknown

unknown

unknown
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Name

hitp://fontfabrik.com

hitp:/fiwww.fonts.comic

hitp:/fwww.jiyu-kobo.co.jp//

hitp:/fiwww.jiyu-kobo.co.jp/ana

hitp:/fiwww.fonts.comn

hitp://\www.galapagosdesign.com/DPlease

hitp:/fiwww.fonts.com

hitp:/f\www.sandoll.co.kr

hitp:/f/www.urwpp.deDPlease

hitp://www.zhongyicts.com.cn

hitp://schemas.xmlsoap.org/ws/2005/05/identity/claims/name

hitp:/fiwww.sakkal.com

hitp://www.founder.com.cn/cnd

hitp://tempuri.org/HighScoresDataSet.xsd
hitp://www.apache.org/licenses/LICENSE-2.0

hitp:/fiwww.fontbureau.com

hitp://iwww.sajatypeworks.comte

hitp://www.founder.com.cn/cn/omh#?oy

hitp:/fiwww.fonts.comX

Copyright Joe Security LLC 2021

Source

hvEop8Y70Y.exe, 00000000.00000
002.266687829.0000000005EB0000
.00000002.00000001.sdmp, explo
rer.exe, 00000005.00000000.289
221602.000000000BC30000.000000
02.00000001.sdmp

hvEop8Y70Y.exe, 00000000.00000
003.238491766.0000000005DDB000
.00000004.00000001.sdmp

hvEop8Y70Y.exe, 00000000.00000
003.242909574.0000000005DC4000
.00000004.00000001.sdmp

hvEop8Y70Y.exe, 00000000.00000
003.242909574.0000000005DC4000
.00000004.00000001.sdmp

hvEop8Y70Y.exe, 00000000.00000
003.238413554.0000000005DDB000
.00000004.00000001.sdmp

hvEop8Y70Y.exe, 00000000.00000
002.266687829.0000000005EB0000
.00000002.00000001.sdmp, explo
rer.exe, 00000005.00000000.289
221602.000000000BC30000.000000
02.00000001.sdmp

hvEop8Y70Y.exe, 00000000.00000
003.238351604.0000000005DDB000
.00000004.00000001.sdmp, explo
rer.exe, 00000005.00000000.289
221602.000000000BC30000.000000
02.00000001.sdmp

hvEop8Y70Y.exe, 00000000.00000
002.266687829.0000000005EB0000
.00000002.00000001.sdmp, explo
rer.exe, 00000005.00000000.289
221602.000000000BC30000.000000
02.00000001.sdmp

hvEop8Y70Y.exe, 00000000.00000
002.266687829.0000000005EB0000
.00000002.00000001.sdmp, explo
rer.exe, 00000005.00000000.289
221602.000000000BC30000.000000
02.00000001.sdmp

hvEop8Y70Y.exe, 00000000.00000
002.266687829.0000000005EB0000
.00000002.00000001.sdmp, explo
rer.exe, 00000005.00000000.289
221602.000000000BC30000.000000
02.00000001.sdmp

hvEop8Y70Y.exe, 00000000.00000
002.261538858.0000000002F11000
.00000004.00000001.sdmp

hvEop8Y70Y.exe, 00000000.00000
002.266687829.0000000005EB0000
.00000002.00000001.sdmp, explo
rer.exe, 00000005.00000000.289
221602.000000000BC30000.000000
02.00000001.sdmp

hvEop8Y70Y.exe, 00000000.00000
003.240642231.0000000005DFD000
.00000004.00000001.sdmp

hvEop8Y70Y.exe

hvEop8Y70Y.exe, 00000000.00000
002.266687829.0000000005EB0000
.00000002.00000001.sdmp, explo
rer.exe, 00000005.00000000.289
221602.000000000BC30000.000000
02.00000001.sdmp

hvEop8Y70Y.exe, 00000000.00000
002.266687829.0000000005EB0000
.00000002.00000001.sdmp, explo
rer.exe, 00000005.00000000.289
221602.000000000BC30000.000000
02.00000001.sdmp

hvEop8Y70Y.exe, 00000000.00000
003.238351604.0000000005DDB000
.00000004.00000001.sdmp

hvEop8Y70Y.exe, 00000000.00000
003.240959056.0000000005DC4000
.00000004.00000001.sdmp

hvEop8Y70Y.exe, 00000000.00000
003.238351604.0000000005DDB000
.00000004.00000001.sdmp

Malicious

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

Antivirus Detection

URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

Avira URL Cloud: safe

URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

Avira URL Cloud: safe

Avira URL Cloud: safe

Avira URL Cloud: safe

URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

Reputation

unknown

unknown

unknown

unknown

unknown

unknown

high

unknown

unknown

unknown

high

unknown

unknown

unknown

high

high

unknown

unknown

unknown

Page 14 of 40



Name

hitp://www.carterandcone.coml

hitp://www.fontbureau.com/designers/cabarga.htmIN

hitp://www.founder.com.cn/cn

hitp:/f\www.fontbureau.com/designers/frere-jones.html

hitp:/fiwww.jiyu-kobo.co.jp/YO/

hitp:/fiwww.jiyu-kobo.co.jp/rpor

hitp:/fwww.jiyu-kobo.co.jp/6#

hitp:/f\www.fontbureau.comm

hitp:/fiwww.jiyu-kobo.co.jp/

hitp:/f\www.fontbureau.com/designers8

hitp:/f\www.jiyu-kobo.co.jp/aali

hitp:/fiwww.jiyu-kobo.co.jp/L#Ko

hitp:/fiwww.tiro.comc

hitp:/fiwww.fonts.comcj

hitp://www.founder.com.cn/cn/Li

hitp:/fwww.jiyu-kobo.co.jp/h#wo0

Contacted IPs

Copyright Joe Security LLC 2021

Source

hvEop8Y70Y.exe, 00000000.00000
002.266687829.0000000005EB0000
.00000002.00000001.sdmp, explo
rer.exe, 00000005.00000000.289
221602.000000000BC30000.000000
02.00000001.sdmp

hvEop8Y70Y.exe, 00000000.00000
002.266687829.0000000005EB0000
.00000002.00000001.sdmp, explo
rer.exe, 00000005.00000000.289
221602.000000000BC30000.000000
02.00000001.sdmp

hvEop8Y70Y.exe, 00000000.00000
002.266687829.0000000005EB0000
.00000002.00000001.sdmp, explo
rer.exe, 00000005.00000000.289
221602.000000000BC30000.000000
02.00000001.sdmp

hvEop8Y70Y.exe, 00000000.00000
002.266687829.0000000005EB0000
.00000002.00000001.sdmp, explo
rer.exe, 00000005.00000000.289
221602.000000000BC30000.000000
02.00000001.sdmp

hvEop8Y70Y.exe, 00000000.00000
003.242909574.0000000005DC4000
.00000004.00000001.sdmp

hvEop8Y70Y.exe, 00000000.00000
003.242909574.0000000005DC4000
.00000004.00000001.sdmp

hvEop8Y70Y.exe, 00000000.00000
003.242909574.0000000005DC4000
.00000004.00000001.sdmp

hvEop8Y70Y.exe, 00000000.00000
002.266638944.0000000005DC0000
.00000004.00000001.sdmp

hvEop8Y70Y.exe, 00000000.00000
002.266687829.0000000005EB0000
.00000002.00000001.sdmp, hvEop
8Y70Y.exe, 00000000.00000003.2
42909574.0000000005DC4000.0000
0004.00000001.sdmp, explorer.exe,
00000005.00000000.28922160
2.000000000BC30000.00000002.00
000001.sdmp

hvEop8Y70Y.exe, 00000000.00000
002.266687829.0000000005EB0000
.00000002.00000001.sdmp, hvEop
8Y70Y.exe, 00000000.00000003.2
46364868.0000000005DCD000.0000
0004.00000001.sdmp, explorer.exe,
00000005.00000000.28922160
2.000000000BC30000.00000002.00
000001.sdmp

hvEop8Y70Y.exe, 00000000.00000
003.242909574.0000000005DC4000
.00000004.00000001.sdmp

hvEop8Y70Y.exe, 00000000.00000
003.242909574.0000000005DC4000
.00000004.00000001.sdmp

hvEop8Y70Y.exe, 00000000.00000
003.239146242.0000000005DDB000
.00000004.00000001.sdmp

hvEop8Y70Y.exe, 00000000.00000
003.238351604.0000000005DDB000
.00000004.00000001.sdmp

hvEop8Y70Y.exe, 00000000.00000
003.240959056.0000000005DC4000
.00000004.00000001.sdmp

hvEop8Y70Y.exe, 00000000.00000
003.242909574.0000000005DC4000
.00000004.00000001.sdmp

Malicious

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

Antivirus Detection

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

Reputation

unknown

high

unknown

high

unknown

unknown

unknown

unknown

unknown

high

unknown

unknown

unknown

unknown

unknown

unknown
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] No. of IPs < 25%
B 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%
Bl 75% <No. of IPs

Public

P Domain
52.58.78.16 www.ux300e.com
147.255.37.207 www.aa29996.com

15.165.26.252 www.okitmall.com

172.67.187.138 www.betbonusuk.com
198.148.114.222 WWW.cqsjny.com
172.67.219.254 www.getboostphlo.com

34.102.136.180 runcouver.com

General Information

Joe Sandbox Version:

Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Sample file name:

Cookbook file name:

Analysis system description:

Number of analysed new started processes analysed:
Number of new started drivers analysed:

Number of existing processes analysed:

Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Copyright Joe Security LLC 2021

Country

United States
United States
United States
United States
United States
United States
United States

Flag

ES
ES
S
S
S
S
BE

ASN
16509
395954
16509
13335
35916
13335
15169

ASN Name Malicious
AMAZON-02US true
LEASEWEB-USA-LAX-11US true

AMAZON-02US true
CLOUDFLARENETUS true
MULTA-ASN1US true
CLOUDFLARENETUS true
GOOGLEUS false

31.0.0 Emerald
383848
08.04.2021
11:03:00
CloudBasic

Oh 11m 21s
false

light
hvEop8Y70Y.exe
default.jbs

Windows 10 64 bit v1803 with Office Professional Plus
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8
Update 211

29

O O O

e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled
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Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mall100.troj.evad. WinEXE@7/1@12/7

EGA Information: Failed

HDC Information: e Successful, ratio: 17.8% (good quality ratio 15.8%)

e Quality average: 73.5%
e Quality standard deviation: 32.1%
HCA Information: e Successful, ratio: 96%

e Number of executed functions: 0
e Number of non-executed functions: 0

Cookbook Comments: e Adjust boot time
e Enable AMSI
e Found application associated with file extension:
.exe
Warnings: Show All

e Exclude process from analysis (whitelisted):
taskhostw.exe, MpCmdRun.exe,
BackgroundTransferHost.exe,
backgroundTaskHost.exe, SgrmBroker.exe,
conhost.exe, svchost.exe

e Excluded IPs from analysis (whitelisted):
20.82.210.154, 104.42.151.234, 13.88.21.125,
23.54.113.53, 95.100.54.203, 23.10.249.43,
23.10.249.26, 23.0.174.200, 23.0.174.185,
20.54.26.129, 20.50.102.62

e Excluded domains from analysis (whitelisted):
au.download.windowsupdate.com.edgesuite.net,
arc.msn.com.nsatc.net, fs.microsoft.com, ris-
prod.trafficmanager.net, store-images.s-
microsoft.com-c.edgekey.net,
e1723.g.akamaiedge.net,
ctldl.windowsupdate.com, a767.dscg3.akamai.net,
fs-wildcard.microsoft.com.edgekey.net, fs-
wildcard.microsoft.com.edgekey.net.globalredir.aka
dns.net, a1449.dscg2.akamai.net, arc.msn.com,
ris.api.iris.microsoft.com,
e12564.dspb.akamaiedge.net, store-images.s-
microsoft.com,
blobcollector.events.data.trafficmanager.net,
audownload.windowsupdate.nsatc.net,
arc.trafficmanager.net,
watson.telemetry.microsoft.com, img-prod-cms-rt-
microsoft-com.akamaized.net,
prod.fs.microsoft.com.akadns.net,
skypedataprdcolwus16.cloudapp.net,
skypedataprdcolwus15.cloudapp.net, au-bg-
shim.trafficmanager.net

e Report size getting too big, too many
NtAllocateVirtualMemory calls found.

Simulations

Behavior and APIs

Time Type Description

11:04:04 API Interceptor 1x Sleep call for process: hvEop8Y70Y.exe modified

Joe Sandbox View | Context

IPs

Match Associated Sample Name / URL SHA 256 Detection Link Context

Copyright Joe Security LLC 2021 Page 17 of 40



Match
52.58.78.16

Copyright Joe Security LLC 2021

Associated Sample Name / URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

www.zhong
ziciliso.c
om/bei3/?R
I=M48tiJch
&M4YDYvh=k
7z9a6KJXIC
72cK7/lyRa
sNe+Sy9Pqp
wISKQgjyd8
bQZ1xLLuKi
QUgQj6rsCh
w2ZrbBi

www.knfsu
pplies.com/cugi/?
BIL
=qOwU10TG7
mkRPnuzfMs
yuhPzAOVHP
VUCBIiA009Z
ce23EVhCwG
2VyIrvTMhZ
IQbTDfH+j&
EZXpx6=tXE
xBh8PdJwpH

www.bests
ocialprogr
ams.com/mb7q/?
Kzrd=a
RV3v7STN1g
bvnN6un228
S10svC1Sut
q8rbGJILV4
mttNz8FuFv
B2m5MPz63E
S8dTIFMRmM2
LIQ==&0tZ|
C2=JPhHOLR
X981dlIx

Www.yuemi
on.com/sh9r/?
j2JhErl
=rJxolaRUr
1mWGOo1ldUuzZ
b+NmvduUrYk
21.88LMId3L
a8wrAf3SFZ
TorjLIimLv
1JSZY0oSAD&
NXf8l=AvBH
WhTxsnkxJjjo

www.suosh
t.com/uwec/?
V2=tsMTr
LYcrap2Guk
mDd5H+gA9P
R5vxIRtmXc
AAVzRggD35
KIYdxkEWTo
Twr5T4ko2r
ax0&CZ6=7n
ExZbW

www.annab
elsasia.co
m/g7b/?Bzu
=ljtUh+ajv
gDBCqeZNN5
uvvLYJJHOg
At6k2v6kHQ
zMhdo+03jD
fMFt+ZnLjs
+WScGQBhC&
Rx0=M6hD4j
nx_05t

www.nicem
oneymaker.
com/vu9b/?
OVOxIV=b7g
OWZrG8twfy
hpAFuxkPT+
VPN2LggkC4
7Unn4g6AMP
Zt2SHOO4aY
UooqlpwGFL
GZrTg&wh=j
LOxYFbOmbwHi
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https://view.joesandbox.com/analysis/291435/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291435/html/none?idtype=webid
https://view.joesandbox.com/analysis/291407/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291407/html/none?idtype=webid
https://view.joesandbox.com/analysis/291388/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291388/html/none?idtype=webid
https://view.joesandbox.com/analysis/291382/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291382/html/none?idtype=webid
https://view.joesandbox.com/analysis/291086/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291086/html/none?idtype=webid
https://view.joesandbox.com/analysis/290305/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/290305/html/none?idtype=webid
https://view.joesandbox.com/analysis/287908/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/287908/html/none?idtype=webid

Match

Copyright Joe Security LLC 2021

Associated Sample Name / URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

www.physi
calrobot.c
om/evpn/?Y
2MtLLPX=mJ
1WicGgYXGi
PfNmi48Pww
HINxkuMilX
MjFvraRflB
MFYxjrtixg
IRAMB+xjvw
GDX3fv&Ezu
=UVFpYz0hl
PjtGvD

www.nicem
oneymaker.
com/vu9b/?
sHt=b7gOWZ
rD8qwbyxIM
HuxkPT+vPN
2LggkC47M3
7787EsSPYtH
+BJepWOQQq
pQFMdI/IWq
GQQA==8&Ab=
gXuD_lh8bB
V4pOA

www.vehci
mbev.com/rrrq/?
uDKIwt=XPiPwvIx
rzD&OR-LTp
D=ZoyK93BF
Zg5bhToKNk
VS+4H3u7vd
riErk6Kdzz
211bwYfqVP
SHFlcVeSge
ySXB5KZp6z

www.quick
shop.xyz/edbs/?
1bJ=F
X00jXLhpT&
jpTd3Lg=Xf
O0AsKCcEcxS6
VBzv6eMId9
BOKf3y7pEX
XtGVhjSx+H
GaloGNkidR
GQ2YsckjNI
goL7MJ

WWw.justc
leanandgo.
com/jpx/?i
DHhJJrP=mc
SXJ9rzsahv
cQNLt2Xcal
dg2nh7WmHX
rWVcKt4m89
SwWRwWNGhIIE
0042kLayr3
g6izAk&SZ=
NZKxbfDht0

www.physi
calrobot.c
om/evpn/?R
B=mJ1WicGl
Y2GmPPBqg4
8PWWHINXxku
MilXMjd/3Z
NeMhMeYAPt
qYgseV4kCY
9IkBSICRrY
Bg==&qDH4D
=f8cOXBrPYP1xE

www.nasta
blecoin.co
m/ihmh/?wP
9=9xrH76md
fDx9iKgvbv
U3vEebTN88
KEVOG+0OYP+
1kUawkOyQy
RcbX900F80
4+QBd5YfcY
&IZQ=7nbLu
nBhP
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https://view.joesandbox.com/analysis/287840/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/287840/html/none?idtype=webid
https://view.joesandbox.com/analysis/286815/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/286815/html/none?idtype=webid
https://view.joesandbox.com/analysis/286092/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/286092/html/none?idtype=webid
https://view.joesandbox.com/analysis/286010/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/286010/html/none?idtype=webid
https://view.joesandbox.com/analysis/285975/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/285975/html/none?idtype=webid
https://view.joesandbox.com/analysis/285918/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/285918/html/none?idtype=webid
https://view.joesandbox.com/analysis/285091/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/285091/html/none?idtype=webid

Match

15.165.26.252
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Associated Sample Name / URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

www.cheap
erwhere.co
m/vsk9/2ll
sp=gTULpTw
PERQAOJ&GF
QH8=K4sl|j
GD/ZBOPUB8
FLFNbj9uZx
c3ZJvuM8iC
QMLCZdHLzR
ISgIHR4yh5
7xtFQTRa05hO

www.aidel
iveryrobot
.com/p2io/?
sFQ=jvaOm
vb0GZ&2dz=
xikLgsOKIS
WJt+SrZg8c
4HdBraEMa/
T7ZWZXTseg
IAkSXnPi++
5EYIqDKkXY
J2G/5IhnXw==

www.lestr
aiteurs.co
m/6axz/?xp
U8Zp=7MONd
/FizvuehLm
zueAQShD5K
j7vy2wgxhD
TifE2wAKra
LgkxH1+E5W
K2lUxaYLAS
8eG&et-=XP
JPA2ZHxx5p-46P

Www.women-un-
wine.com/s8ri/?b
I=UTChTbOh
UjYI5Vd&Y2
JpVVJ=ik96
MuvU6sYHkk
2HN3ePINId
N/MNv9yO6b
aBAgtLmrK
nPOCK7v5WH
2NHLOPYI190
O8wm

www.drone
servicesho
uston.com/nsag/?
NreT
=TqyY/GEOS
DxjH7dQORd
FyQRMdddgk
M/uWsPloTk
TEWU4HGWSO0
QcF802ZiGz
UNHKZm7WqD
A==&qH40b=
D2MxUO0_h3n
MhNt

www.gailr
ichardson.
com/qjnt/?
FL3=cQpYuV
HSbOG5pJix
gJObHgw0ObC
NAclVj5U/7
sRdD/qRSo/
tXEB2YKFY4
/TsawNkvSk
A5Hg==&9ra
li=xZbXphVhz|

www.okitm
all.com/iu4d/?
RJ=aMD
/FfTNFaOzd
An20Un+t3q
hrpMUQuV8u
eWRwD2tGvd
El/VKohICa
INWWNMxAMp
iln6vig==
LFQHH=_pgxzBd
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https://view.joesandbox.com/analysis/285063/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/285063/html/none?idtype=webid
https://view.joesandbox.com/analysis/283937/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/283937/html/none?idtype=webid
https://view.joesandbox.com/analysis/280656/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/280656/html/none?idtype=webid
https://view.joesandbox.com/analysis/280642/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/280642/html/none?idtype=webid
https://view.joesandbox.com/analysis/280014/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/280014/html/none?idtype=webid
https://view.joesandbox.com/analysis/277900/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/277900/html/none?idtype=webid
https://view.joesandbox.com/analysis/291907/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291907/html/none?idtype=webid

Match

Domains

Match

www.adamspartnership.com

www.betbonusuk.com

www.okitmall.com

ASN

Match
AMAZON-02US
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Associated Sample Name / URL SHA 256
Get hash

Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Associated Sample Name / URL SHA 256
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

Detection

malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Detection
malicious

malicious

malicious
malicious
malicious
malicious

malicious

Link

Browse

Browse

Browse

Browse

Link

Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Link
Browse

Browse

Browse
Browse
Browse
Browse

Browse

Context

www.okitm
all.com/iu4d/?
lzuh=2z
8oHNHZOU4&
KtClvV=aMD/
FfTIFdO3dQ
réMUn+t3gh
rpMUQuV8ue
OBsAqsCPdF
I05Mvx00M5
1UzrM3Ytxq
pROO7V9aKw==

www.okitm
all.com/iu4d/?
ETF8=a
MD/FfTIFdO
3dQré6MUN+t
3ghrpMUQuUV
8ueOBsAQsC
PdFIO5Mvx0
OM51UzogNb
sdRgmvf&UR
iPe=00DP1L
ExV2xHZfdP

www.okitm
all.com/iu4d/?
F8Sl=a
MD/FTIFdO
3dQré6MUN+t
3ghrpMUQuV
8ueOBsAQsC
PdFIO5Mvx0
OM51UzrA3L
99pwBOY&WT
PHg6=ZIiXV
XFXgH

www.okitm
all.com/iu4d/?
Ab=aMD
/FfTNFaOzd
An20Un+t3q
hrpMUQuV8u
eWRwD2tGvd
El/VKohICa
INWWNMxAMp
iln6vig==
pDK=KVoHsbp

Context

138.197.10
3.178

138.197.10
3.178

104.21.7.67
172.67.187.138
104.21.7.67
15.165.26.252
15.165.26.252
15.165.26.252
15.165.26.252
15.165.26.252
15.165.26.252
15.165.26.252

Context

3.13.255.157
13.248.216.40

3.13.255.157
18.218.104.192
3.14.206.30
104.192.141.1
52.218.213.96
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https://view.joesandbox.com/analysis/286861/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/286861/html/none?idtype=webid
https://view.joesandbox.com/analysis/285819/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/285819/html/none?idtype=webid
https://view.joesandbox.com/analysis/285305/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/285305/html/none?idtype=webid
https://view.joesandbox.com/analysis/283621/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/283621/html/none?idtype=webid
https://view.joesandbox.com/analysis/286820/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/286820/html/none?idtype=webid
https://view.joesandbox.com/analysis/285305/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/285305/html/none?idtype=webid
https://view.joesandbox.com/analysis/285819/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/285819/html/none?idtype=webid
https://view.joesandbox.com/analysis/285305/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/285305/html/none?idtype=webid
https://view.joesandbox.com/analysis/283796/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/283796/html/none?idtype=webid
https://view.joesandbox.com/analysis/291907/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291907/html/none?idtype=webid
https://view.joesandbox.com/analysis/288299/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288299/html/none?idtype=webid
https://view.joesandbox.com/analysis/287022/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/287022/html/none?idtype=webid
https://view.joesandbox.com/analysis/286861/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/286861/html/none?idtype=webid
https://view.joesandbox.com/analysis/285819/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/285819/html/none?idtype=webid
https://view.joesandbox.com/analysis/285305/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/285305/html/none?idtype=webid
https://view.joesandbox.com/analysis/283621/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/283621/html/none?idtype=webid
https://view.joesandbox.com/analysis/292013/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292013/html/none?idtype=webid
https://view.joesandbox.com/analysis/292010/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292010/html/none?idtype=webid
https://view.joesandbox.com/analysis/292008/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292008/html/none?idtype=webid
https://view.joesandbox.com/analysis/291987/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291987/html/none?idtype=webid
https://view.joesandbox.com/analysis/291984/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291984/html/none?idtype=webid
https://view.joesandbox.com/analysis/291980/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291980/html/none?idtype=webid
https://view.joesandbox.com/analysis/291974/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291974/html/none?idtype=webid

Match

LEASEWEB-USA-LAX-11US

AMAZON-02US

JA3 Fingerprints
No context
Dropped Files

No context
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Get hash
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Get hash
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Get hash
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Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
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Get hash
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Get hash

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Context

3.14.206.30
104.192.141.1
3.14.206.30
65.0.168.152
65.0.168.152
15.165.26.252
52.217.8.51
3.141.177.1
52.219.97.138
52.51.245.167
52.12.4.186
44.227.76.166
3.13.255.157
142.91.56.4

173.234.17
5.143

173.234.17
5.143

23.80.203.125
23.104.15.211
23.80.200.78
108.62.76.236
108.62.76.236
108.62.76.218
23.80.203.125
23.19.26.194
23.107.28.231
23.107.11.245
23.80.3.133
23.107.183.85
23.110.124.34

23.107.183.79
147.255.130.13
108.62.73.222
147.255.39.37
3.13.255.157

13.248.216.40
3.13.255.157
18.218.104.192
3.14.206.30
104.192.141.1
52.218.213.96
3.14.206.30
104.192.141.1
3.14.206.30
65.0.168.152
65.0.168.152
15.165.26.252
52.217.8.51
3.141.177.1
52.219.97.138
52.51.245.167
52.12.4.186
44.227.76.166
3.13.255.157
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https://view.joesandbox.com/analysis/291962/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291962/html/none?idtype=webid
https://view.joesandbox.com/analysis/291947/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291947/html/none?idtype=webid
https://view.joesandbox.com/analysis/291941/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291941/html/none?idtype=webid
https://view.joesandbox.com/analysis/291938/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291938/html/none?idtype=webid
https://view.joesandbox.com/analysis/291923/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291923/html/none?idtype=webid
https://view.joesandbox.com/analysis/291907/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291907/html/none?idtype=webid
https://view.joesandbox.com/analysis/291904/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291904/html/none?idtype=webid
https://view.joesandbox.com/analysis/291841/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291841/html/none?idtype=webid
https://view.joesandbox.com/analysis/291726/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291726/html/none?idtype=webid
https://view.joesandbox.com/analysis/291688/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291688/html/none?idtype=webid
https://view.joesandbox.com/analysis/291675/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291675/html/none?idtype=webid
https://view.joesandbox.com/analysis/291636/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291636/html/none?idtype=webid
https://view.joesandbox.com/analysis/291598/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291598/html/none?idtype=webid
https://view.joesandbox.com/analysis/291499/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291499/html/none?idtype=webid
https://view.joesandbox.com/analysis/290059/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/290059/html/none?idtype=webid
https://view.joesandbox.com/analysis/285800/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/285800/html/none?idtype=webid
https://view.joesandbox.com/analysis/284760/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/284760/html/none?idtype=webid
https://view.joesandbox.com/analysis/283606/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/283606/html/none?idtype=webid
https://view.joesandbox.com/analysis/282691/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/282691/html/none?idtype=webid
https://view.joesandbox.com/analysis/282514/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/282514/html/none?idtype=webid
https://view.joesandbox.com/analysis/281842/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/281842/html/none?idtype=webid
https://view.joesandbox.com/analysis/281031/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/281031/html/none?idtype=webid
https://view.joesandbox.com/analysis/280287/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/280287/html/none?idtype=webid
https://view.joesandbox.com/analysis/280164/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/280164/html/none?idtype=webid
https://view.joesandbox.com/analysis/279830/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/279830/html/none?idtype=webid
https://view.joesandbox.com/analysis/279512/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/279512/html/none?idtype=webid
https://view.joesandbox.com/analysis/276172/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/276172/html/none?idtype=webid
https://view.joesandbox.com/analysis/274761/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/274761/html/none?idtype=webid
https://view.joesandbox.com/analysis/273517/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/273517/html/none?idtype=webid
https://view.joesandbox.com/analysis/272282/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/272282/html/none?idtype=webid
https://view.joesandbox.com/analysis/271745/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/271745/html/none?idtype=webid
https://view.joesandbox.com/analysis/271334/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/271334/html/none?idtype=webid
https://view.joesandbox.com/analysis/270888/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/270888/html/none?idtype=webid
https://view.joesandbox.com/analysis/292013/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292013/html/none?idtype=webid
https://view.joesandbox.com/analysis/292010/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292010/html/none?idtype=webid
https://view.joesandbox.com/analysis/292008/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292008/html/none?idtype=webid
https://view.joesandbox.com/analysis/291987/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291987/html/none?idtype=webid
https://view.joesandbox.com/analysis/291984/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291984/html/none?idtype=webid
https://view.joesandbox.com/analysis/291980/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291980/html/none?idtype=webid
https://view.joesandbox.com/analysis/291974/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291974/html/none?idtype=webid
https://view.joesandbox.com/analysis/291962/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291962/html/none?idtype=webid
https://view.joesandbox.com/analysis/291947/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291947/html/none?idtype=webid
https://view.joesandbox.com/analysis/291941/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291941/html/none?idtype=webid
https://view.joesandbox.com/analysis/291938/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291938/html/none?idtype=webid
https://view.joesandbox.com/analysis/291923/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291923/html/none?idtype=webid
https://view.joesandbox.com/analysis/291907/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291907/html/none?idtype=webid
https://view.joesandbox.com/analysis/291904/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291904/html/none?idtype=webid
https://view.joesandbox.com/analysis/291841/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291841/html/none?idtype=webid
https://view.joesandbox.com/analysis/291726/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291726/html/none?idtype=webid
https://view.joesandbox.com/analysis/291688/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291688/html/none?idtype=webid
https://view.joesandbox.com/analysis/291675/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291675/html/none?idtype=webid
https://view.joesandbox.com/analysis/291636/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291636/html/none?idtype=webid
https://view.joesandbox.com/analysis/291598/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291598/html/none?idtype=webid

Created / dropped Files

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\Desktop\hvEop8Y70Y.exe

ASCII text, with CRLF line terminators

dropped

1314

5.350128552078965

false
24:MLUB4JE4K5E4Ks2E1qE4qXKDE4KhK3VZ9pKhPKIE40KFKHK0ZAE4KzZr7FE4sAmEW:MgvjHK5HKXE 1gHiYHKhQnoPtHoxHhAHR
1DC1A2DCC9EFAAB4EABF4F6D6066565B

B7FCF805B6DD8DE815EAIBCO89BDIIF1E617FAED
28D63442C17BF19558655C88A635CB3C3FF1BAD1CCD9784090B9749A7E71FCEF

95DD7E2AB0884A3EFD9E26033B337D1F97DDFASE9EICAC32187DCD40622D8B1AC8CCDBA12A70A6B9075DF5E7F68DF2F8FBA4AB33DB4576BE9806B8E19180
B7

true

high, very likely benign file

1,"fusion”,"GAC",0..1,"WinRT","NotApp",1..2,"Microsoft.VisualBasic, Version=10.0.0.0, Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a",0..2,"System.Windows.Forms,
Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089",0..3,"System, Version=4.0.0.0, Culture=neutral, PublicKkeyToken=b77a5c561934e089","C:\Wind
ows\assembly\Nativelmages_v4.0.30319_32\System\4f0a7eefa3cd3e0ba98b5ebddbbc72e6\System.ni.dll*,0..2,"System.Drawing, Version=4.0.0.0, Culture=neutral,
PublicKeyToken=b03f5f7f11d50a3a",0..3,"System.Core, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:\Windows\assembly\Nativelma
ges_v4.0.30319_32\System.Core\f1d8480152e0da9a60ad49c6d16a3b6d\System.Core.ni.dll",0..3,"System.Configuration, Version=4.0.0.0, Culture=neutral, Publi
cKeyToken=b03f5{7f11d50a3a","C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Configuration\8d67d92724ba494b6c7fd089d6f25b48\System.Configuration
.ni.dll",0..3,"System.Xml, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a

Static File Info

General
File type:

Entropy (8bit):
TriD:

File name:
File size:
MDS5:
SHA1L:
SHA256:

SHA512:

SSDEEP:

File Content Preview:

File Icon

Icon Hash:

PE32 executable (GUI) Intel 80386 Mono/.Net assemb
ly, for MS Windows

7.597441784655769

e Win32 Executable (generic) Net Framework
(10011505/4) 49.80%

e Win32 Executable (generic) a (10002005/4)

49.75%

Generic CIL Executable (.NET, Mono, etc.)

(73296/58) 0.36%

Windows Screen Saver (13104/52) 0.07%

e Generic Win/DOS Executable (2004/3) 0.01%

hvEop8Y70Y.exe

652800

bd7e988ed1d92f9faf32f6a817d89329
4ab28bec26ad120653ca060a4c735befded7551e

94b77677478f890b5f9e0561aebc0f66b1b2fc4494d016e
9b5a70ed0ba20980b

735f20cac5d89fd1b9a0a5e23616d7779ecldcf8d1c03a4
358fcac6bd5f769653365b124ed5340e4f63ca3b3de400f
05218b0a86eb91351a76e6bb00aal69995

12288:1UpaVU/KLEPKVBOSHE4nYEBQHICIqE4K+IUN2
gpOukF/kKm:lUpaCkWkVBOSki6UICDyMggauil

00828e8e8686b000

Static PE Info

General
Entrypoint:

0x4a05f2
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General

Entrypoint Section: text

Digitally signed: false

Imagebase: 0x400000

Subsystem: windows gui

Image File Characteristics: 32BIT_MACHINE, EXECUTABLE_IMAGE

DLL Characteristics: NO_SEH, TERMINAL_SERVER_AWARE, DYNAMIC_BASE, NX_COMPAT
Time Stamp: OX606E7EFA [Thu Apr 8 03:56:42 2021 UTC]

TLS Callbacks:

CLR (.Net) Version: v4.0.30319
OS Version Major: 4
OS Version Minor: 0
File Version Major: 4
File Version Minor: 0
Subsystem Version Major: 4
Subsystem Version Minor: 0

Import Hash: f34d5f2d4577ed6d9ceec516¢c1f5a744
Entrypoint Preview

Instruction

jmp dword ptr [00402000h]
add dword ptr [eax], eax
add byte ptr [eax], al
add al, byte ptr [eax]
add byte ptr [eax], al
or byte ptr [eax], al
add byte ptr [eax], al
or eax, 0C000000h
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax+eax], al
add byte ptr [eax], al
pop es

add byte ptr [eax], al
add byte ptr [esi], al
add byte ptr [eax], al
add byte ptr [edx], cl
add byte ptr [eax], al
add byte ptr [esi], cl
add byte ptr [eax], al
add byte ptr [eax], cl
add byte ptr [eax], al
add byte ptr [eax+eax], cl
add byte ptr [eax], al
push cs

add byte ptr [eax], al
add byte ptr [esi], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [esi], cl
add byte ptr [eax], al
add byte ptr [ecx], cl
add byte ptr [eax], al
add byte ptr [eax], cl
add byte ptr [eax], al
add byte ptr [ebx], al
add byte ptr [eax], al
add byte ptr [esi], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al

add byte ptr [eax+eax], al
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Instruction

add byte ptr [eax], al

pop es

add byte ptr [eax], al

add byte ptr [eax+eax], cl
add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add al, byte ptr [eax]

add byte ptr [eax], al
push es

add byte ptr [eax], al

add byte ptr [edx], cl

add byte ptr [eax], al

add byte ptr [eax+eax], al
add byte ptr [eax], al

or al, byte ptr [eax]

add byte ptr [eax], al
push cs

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [ecx], cl

add byte ptr [eax], al

add byte ptr [eax+eax], cl
add byte ptr [eax], al

add eax, 00000000h

add byte ptr [eax], al

add byte ptr [ebx], al

add byte ptr [eax], al

add byte ptr [eax+eax], al
add byte ptr [eax], al

or eax, dword ptr [eax]
add byte ptr [eax], al

or eax, dword ptr [eax]
add byte ptr [eax], al

or al, 00h

add byte ptr [eax], al

or eax, 02000000h

add byte ptr [eax], al

add byte ptr [ecx], al

add byte ptr [eax], al

add byte ptr [edx], al

add byte ptr [eax], al

add byte ptr [esi], cl

add byte ptr [eax], al

add byte ptr [00000000h], al

Data Directories

Name

IMAGE_DIRECTORY_ENTRY_EXPORT
IMAGE_DIRECTORY_ENTRY_IMPORT
IMAGE_DIRECTORY_ENTRY_RESOURCE
IMAGE_DIRECTORY_ENTRY_EXCEPTION
IMAGE_DIRECTORY_ENTRY_SECURITY
IMAGE_DIRECTORY_ENTRY_BASERELOC
IMAGE_DIRECTORY_ENTRY_DEBUG
IMAGE_DIRECTORY_ENTRY_COPYRIGHT
IMAGE_DIRECTORY_ENTRY_GLOBALPTR
IMAGE_DIRECTORY_ENTRY_TLS
IMAGE_DIRECTORY_ENTRY_LOAD_CONFIG
IMAGE_DIRECTORY_ENTRY_BOUND_IMPORT
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Virtual Address
0x0
Oxa05a0
0xa2000
0x0

0x0
0xa4000
0x0

0x0

0x0

0x0

0x0

0x0

Virtual Size
0x0
0ox4f
0x5b4
0x0
0x0
Oxc
0x0
0x0
0x0
0x0
0x0
0x0

Is in Section
text

.rsrc

.reloc

Page 25 of 40



Name

IMAGE_DIRECTORY_ENTRY_IAT
IMAGE_DIRECTORY_ENTRY_DELAY_IMPORT
IMAGE_DIRECTORY_ENTRY_COM_DESCRIPTOR
IMAGE_DIRECTORY_ENTRY_RESERVED

Sections

Name Virtual Address Virtual Size Raw Size

text 0x2000 0x9eb28 0x9ec00

.rsrc 0xa2000 0x5b4 0x600

.reloc 0xa4000 Ooxc 0x200

Resources

Name RVA Size

RT_VERSION 0xa2090 0x324

RT_MANIFEST Oxa23c4 Oxlea

Imports

DLL

mscoree.dll
Version Infos

Description
Translation
LegalCopyright
Assembly Version
InternalName
FileVersion
CompanyName
LegalTrademarks
Comments
ProductName
ProductVersion
FileDescription

OriginalFilename

Network Behavior

Snort IDS Alerts

Timestamp Protocol SID

04/08/21-
11:05:00.881786

Message

TCP 1201

04/08/21-
11:05:11.863981

TCP 2031453 ET TROJAN FormBook CnC

04/08/21-
11:05:11.863981

TCP 2031449 ET TROJAN FormBook CnC

04/08/21-
11:05:11.863981

TCP 2031412 ET TROJAN FormBook CnC

04/08/21-
11:05:17.162631

TCP 1201

04/08/21-
11:05:39.640341

TCP 2031453 ET TROJAN FormBook CnC

04/08/21-
11:05:39.640341

TCP 2031449 ET TROJAN FormBook CnC

04/08/21-
11:05:39.640341
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TCP 2031412 ET TROJAN FormBook CnC

Virtual Address
0x2000

0x0

0x2008

0x0

Xored PE

False

False

False

Type

data

ZLIB Complexity
0.77720226378

0.421223958333

0.044921875

data

data

data

File Type

Virtual Size
0x8

0x0

0x48

0x0

Entropy
7.60713416041

4.09451616704

0.0815394123432

Language

XML 1.0 document, UTF-8 Unicode (with BOM) text, with
CRLF line terminators

_CorExeMain

ATTACK-RESPONSES 403 Forbidden

Checkin (GET)

Checkin (GET)

Checkin (GET)

ATTACK-RESPONSES 403 Forbidden

Checkin (GET)

Checkin (GET)

Checkin (GET)

Data

0x0000 0x04b0
Copyright 2015
1.0.0.0
HebrewValue.exe

1.0.0.0

Codewords
1.0.0.0
Codewords

HebrewValue.exe

Source

Port

80

49727

49727

49727

80

49732

49732

49732

Is in Section

text

text

Characteristics

IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_D

ATA,

IMAGE_SCN_MEM_DISCARDABL
E, IMAGE_SCN_MEM_READ

Dest

Port Source IP

49718

34.102.136.180

80 192.168.2.5

80 192.168.2.5

80 192.168.2.5

49728

34.102.136.180

80 192.168.2.5

80 192.168.2.5

80 192.168.2.5

Country

Dest IP
192.168.2.5

52.58.78.16

52.58.78.16

52.58.78.16

192.168.2.5

198.148.114.222

198.148.114.222

198.148.114.222
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Timestamp Protocol SID Message

04/08/21- TCP 2031453 ET TROJAN FormBook CnC Checkin (GET)
11:05:44.885165

04/08/21- TCP 2031449 ET TROJAN FormBook CnC Checkin (GET)
11:05:44.885165

04/08/21- TCP 2031412 ET TROJAN FormBook CnC Checkin (GET)
11:05:44.885165

04/08/21- TCP 2031453 ET TROJAN FormBook CnC Checkin (GET)
11:05:50.018144

04/08/21- TCP 2031449 ET TROJAN FormBook CnC Checkin (GET)
11:05:50.018144

04/08/21- TCP 2031412 ET TROJAN FormBook CnC Checkin (GET)
11:05:50.018144

04/08/21- TCP 1201 ATTACK-RESPONSES 403 Forbidden

11:05:50.132700

Network Port Distribution

TCP Packets

Timestamp

Apr 8, 2021 11:05:00.753881931 CEST
Apr 8, 2021 11:05:00.766098022 CEST
Apr 8, 2021 11:05:00.766237974 CEST
Apr 8, 2021 11:05:00.766391039 CEST
Apr 8, 2021 11:05:00.778568983 CEST
Apr 8, 2021 11:05:00.881786108 CEST
Apr 8, 2021 11:05:00.882003069 CEST
Apr 8, 2021 11:05:00.882057905 CEST
Apr 8, 2021 11:05:00.882086992 CEST
Apr 8, 2021 11:05:00.894256115 CEST
Apr 8, 2021 11:05:06.306000948 CEST
Apr 8, 2021 11:05:06.474500895 CEST
Apr 8, 2021 11:05:06.474643946 CEST
Apr 8, 2021 11:05:06.474777937 CEST
Apr 8, 2021 11:05:06.642904997 CEST
Apr 8, 2021 11:05:06.645096064 CEST
Apr 8, 2021 11:05:06.645121098 CEST
Apr 8, 2021 11:05:06.645370007 CEST
Apr 8, 2021 11:05:06.807363987 CEST
Apr 8, 2021 11:05:06.975739956 CEST
Apr 8, 2021 11:05:11.846038103 CEST
Apr 8, 2021 11:05:11.863728046 CEST
Apr 8, 2021 11:05:11.863841057 CEST
Apr 8, 2021 11:05:11.863981009 CEST
Apr 8, 2021 11:05:11.881592035 CEST
Apr 8, 2021 11:05:11.881622076 CEST
Apr 8, 2021 11:05:11.881633043 CEST
Apr 8, 2021 11:05:11.881824970 CEST
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Total Packets: 81

® 53 (DNS)
@ 80 (HTTP)

Source Port
49718
80
49718
49718
80

80

80
49718
49718
80
49721
80
49721
49721
80

80

80
49721
49721
80
49727
80
49727
49727
80

80

80
49727

Dest Port
80
49718
80

80
49718
49718
49718
80

80
49718
80
49721
80

80
49721
49721
49721
80

80
49721
80
49727
80

80
49727
49727
49727
80

Source IP
192.168.2.5
34.102.136.180
192.168.2.5
192.168.2.5
34.102.136.180
34.102.136.180
34.102.136.180
192.168.2.5
192.168.2.5
34.102.136.180
192.168.2.5
147.255.37.207
192.168.2.5
192.168.2.5
147.255.37.207
147.255.37.207
147.255.37.207
192.168.2.5
192.168.2.5
147.255.37.207
192.168.2.5
52.58.78.16
192.168.2.5
192.168.2.5
52.58.78.16
52.58.78.16
52.58.78.16
192.168.2.5

Source

Port

49735

49735

49735

49736

49736

49736

80

Dest

Port

80

80

80

80

80

80

Source IP

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

Dest IP
172.67.187.138

172.67.187.138

172.67.187.138

34.102.136.180

34.102.136.180

34.102.136.180

49736 34.102.136.180 192.168.2.5

Dest IP
34.102.136.180
192.168.2.5
34.102.136.180
34.102.136.180
192.168.2.5
192.168.2.5
192.168.2.5
34.102.136.180
34.102.136.180
192.168.2.5
147.255.37.207
192.168.2.5
147.255.37.207
147.255.37.207
192.168.2.5
192.168.2.5
192.168.2.5
147.255.37.207
147.255.37.207
192.168.2.5
52.58.78.16
192.168.2.5
52.58.78.16
52.58.78.16
192.168.2.5
192.168.2.5
192.168.2.5
52.58.78.16
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Timestamp Source Port Dest Port Source IP Dest IP

Apr 8, 2021 11:05:11.881928921 CEST 49727 80 192.168.2.5 52.58.78.16
Apr 8, 2021 11:05:11.899434090 CEST 80 49727 52.58.78.16 192.168.2.5
Apr 8, 2021 11:05:16.970149040 CEST 49728 80 192.168.2.5 34.102.136.180
Apr 8, 2021 11:05:16.981898069 CEST 80 49728 34.102.136.180 192.168.2.5
Apr 8, 2021 11:05:16.982042074 CEST 49728 80 192.168.2.5 34.102.136.180
Apr 8, 2021 11:05:16.982394934 CEST 49728 80 192.168.2.5 34.102.136.180
Apr 8, 2021 11:05:16.993997097 CEST 80 49728 34.102.136.180 192.168.2.5
Apr 8, 2021 11:05:17.162631035 CEST 80 49728 34.102.136.180 192.168.2.5
Apr 8, 2021 11:05:17.162655115 CEST 80 49728 34.102.136.180 192.168.2.5
Apr 8, 2021 11:05:17.162807941 CEST 49728 80 192.168.2.5 34.102.136.180
Apr 8, 2021 11:05:17.162939072 CEST 49728 80 192.168.2.5 34.102.136.180
Apr 8, 2021 11:05:17.177269936 CEST 80 49728 34.102.136.180 192.168.2.5
Apr 8, 2021 11:05:22.225567102 CEST 49729 80 192.168.2.5 172.67.219.254
Apr 8, 2021 11:05:22.254049063 CEST 80 49729 172.67.219.254 192.168.2.5
Apr 8, 2021 11:05:22.258522987 CEST 49729 80 192.168.2.5 172.67.219.254
Apr 8, 2021 11:05:22.258661032 CEST 49729 80 192.168.2.5 172.67.219.254
Apr 8, 2021 11:05:22.287576914 CEST 80 49729 172.67.219.254 192.168.2.5
Apr 8, 2021 11:05:22.638344049 CEST 80 49729 172.67.219.254 192.168.2.5
Apr 8, 2021 11:05:22.638375998 CEST 80 49729 172.67.219.254 192.168.2.5
Apr 8, 2021 11:05:22.638386965 CEST 80 49729 172.67.219.254 192.168.2.5
Apr 8, 2021 11:05:22.638727903 CEST 49729 80 192.168.2.5 172.67.219.254
Apr 8, 2021 11:05:22.638887882 CEST 49729 80 192.168.2.5 172.67.219.254
Apr 8, 2021 11:05:27.995213985 CEST 49731 80 192.168.2.5 15.165.26.252
Apr 8, 2021 11:05:28.222207069 CEST 80 49731 15.165.26.252 192.168.2.5
Apr 8, 2021 11:05:28.222632885 CEST 49731 80 192.168.2.5 15.165.26.252
Apr 8, 2021 11:05:28.222840071 CEST 49731 80 192.168.2.5 15.165.26.252
Apr 8, 2021 11:05:28.449460983 CEST 80 49731 15.165.26.252 192.168.2.5
Apr 8, 2021 11:05:28.450283051 CEST 80 49731 15.165.26.252 192.168.2.5
Apr 8, 2021 11:05:28.450304031 CEST 80 49731 15.165.26.252 192.168.2.5
Apr 8, 2021 11:05:28.450421095 CEST 49731 80 192.168.2.5 15.165.26.252
Apr 8, 2021 11:05:28.450448036 CEST 80 49731 15.165.26.252 192.168.2.5
Apr 8, 2021 11:05:28.450572968 CEST 80 49731 15.165.26.252 192.168.2.5
Apr 8, 2021 11:05:28.450589895 CEST 80 49731 15.165.26.252 192.168.2.5
Apr 8, 2021 11:05:28.450630903 CEST 49731 80 192.168.2.5 15.165.26.252
Apr 8, 2021 11:05:28.450726986 CEST 80 49731 15.165.26.252 192.168.2.5
Apr 8, 2021 11:05:28.450849056 CEST 80 49731 15.165.26.252 192.168.2.5
Apr 8, 2021 11:05:28.450860023 CEST 49731 80 192.168.2.5 15.165.26.252
Apr 8, 2021 11:05:28.450865030 CEST 80 49731 15.165.26.252 192.168.2.5
Apr 8, 2021 11:05:28.450882912 CEST 80 49731 15.165.26.252 192.168.2.5
Apr 8, 2021 11:05:28.450922012 CEST 49731 80 192.168.2.5 15.165.26.252
Apr 8, 2021 11:05:28.451035976 CEST 49731 80 192.168.2.5 15.165.26.252
Apr 8, 2021 11:05:38.876858950 CEST 49732 80 192.168.2.5 198.148.114.222
Apr 8, 2021 11:05:39.031982899 CEST 80 49732 198.148.114.222 192.168.2.5
Apr 8, 2021 11:05:39.032156944 CEST 49732 80 192.168.2.5 198.148.114.222
Apr 8, 2021 11:05:39.640341043 CEST 49732 80 192.168.2.5 198.148.114.222
Apr 8, 2021 11:05:39.795358896 CEST 80 49732 198.148.114.222 192.168.2.5
Apr 8, 2021 11:05:39.795466900 CEST 80 49732 198.148.114.222 192.168.2.5
Apr 8, 2021 11:05:39.795480967 CEST 80 49732 198.148.114.222 192.168.2.5
Apr 8, 2021 11:05:39.795617104 CEST 49732 80 192.168.2.5 198.148.114.222
Apr 8, 2021 11:05:39.795866966 CEST 49732 80 192.168.2.5 198.148.114.222
Apr 8, 2021 11:05:39.950716019 CEST 80 49732 198.148.114.222 192.168.2.5
Apr 8, 2021 11:05:44.854573965 CEST 49735 80 192.168.2.5 172.67.187.138
Apr 8, 2021 11:05:44.884535074 CEST 80 49735 172.67.187.138 192.168.2.5
Apr 8, 2021 11:05:44.884691954 CEST 49735 80 192.168.2.5 172.67.187.138
Apr 8, 2021 11:05:44.885164976 CEST 49735 80 192.168.2.5 172.67.187.138
Apr 8, 2021 11:05:44.913573027 CEST 80 49735 172.67.187.138 192.168.2.5
Apr 8, 2021 11:05:44.938178062 CEST 80 49735 172.67.187.138 192.168.2.5
Apr 8, 2021 11:05:44.938205004 CEST 80 49735 172.67.187.138 192.168.2.5
Apr 8, 2021 11:05:44.938432932 CEST 49735 80 192.168.2.5 172.67.187.138
Apr 8, 2021 11:05:44.938576937 CEST 49735 80 192.168.2.5 172.67.187.138
Apr 8, 2021 11:05:44.967991114 CEST 80 49735 172.67.187.138 192.168.2.5
Apr 8, 2021 11:05:50.005429983 CEST 49736 80 192.168.2.5 34.102.136.180
Apr 8, 2021 11:05:50.017787933 CEST 80 49736 34.102.136.180 192.168.2.5
Apr 8, 2021 11:05:50.017981052 CEST 49736 80 192.168.2.5 34.102.136.180
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Timestamp Source Port Dest Port Source IP Dest IP

Apr 8, 2021 11:05:50.018143892 CEST 49736 80 192.168.2.5 34.102.136.180
Apr 8, 2021 11:05:50.030426025 CEST 80 49736 34.102.136.180 192.168.2.5
Apr 8, 2021 11:05:50.132699966 CEST 80 49736 34.102.136.180 192.168.2.5
Apr 8, 2021 11:05:50.132745028 CEST 80 49736 34.102.136.180 192.168.2.5
Apr 8, 2021 11:05:50.134383917 CEST 49736 80 192.168.2.5 34.102.136.180
Apr 8, 2021 11:05:50.134418964 CEST 49736 80 192.168.2.5 34.102.136.180
Apr 8, 2021 11:05:50.147910118 CEST 80 49736 34.102.136.180 192.168.2.5

UDP Packets

Timestamp Source Port Dest Port Source IP Dest IP
Apr 8, 2021 11:03:45.768506050 CEST 62060 53 192.168.2.5 8.8.8.8
Apr 8, 2021 11:03:45.781282902 CEST 53 62060 8.8.8.8 192.168.2.5
Apr 8, 2021 11:03:45.853432894 CEST 61805 53 192.168.2.5 8.8.8.8
Apr 8, 2021 11:03:45.866113901 CEST 53 61805 8.8.8.8 192.168.2.5
Apr 8, 2021 11:03:46.795433044 CEST 54795 53 192.168.2.5 8.8.8.8
Apr 8, 2021 11:03:46.808278084 CEST 53 54795 8.8.8.8 192.168.2.5
Apr 8, 2021 11:03:48.195389032 CEST 49557 53 192.168.2.5 8.8.8.8
Apr 8, 2021 11:03:48.213129997 CEST 53 49557 8.8.8.8 192.168.2.5
Apr 8, 2021 11:03:48.561084032 CEST 61733 53 192.168.2.5 8.8.8.8
Apr 8, 2021 11:03:48.573807001 CEST 53 61733 8.8.8.8 192.168.2.5
Apr 8, 2021 11:03:58.365317106 CEST 65447 53 192.168.2.5 8.8.8.8
Apr 8, 2021 11:03:58.378695965 CEST 53 65447 8.8.8.8 192.168.2.5
Apr 8, 2021 11:04:00.358462095 CEST 52441 53 192.168.2.5 8.8.8.8
Apr 8, 2021 11:04:00.372343063 CEST 53 52441 8.8.8.8 192.168.2.5
Apr 8, 2021 11:04:02.370502949 CEST 62176 53 192.168.2.5 8.8.8.8
Apr 8, 2021 11:04:02.383708954 CEST 53 62176 8.8.8.8 192.168.2.5
Apr 8, 2021 11:04:08.876157999 CEST 59596 53 192.168.2.5 8.8.8.8
Apr 8, 2021 11:04:08.894535065 CEST 53 59596 8.8.8.8 192.168.2.5
Apr 8, 2021 11:04:10.113761902 CEST 65296 53 192.168.2.5 8.8.8.8
Apr 8, 2021 11:04:10.128612041 CEST 53 65296 8.8.8.8 192.168.2.5
Apr 8, 2021 11:04:12.499480963 CEST 63183 53 192.168.2.5 8.8.8.8
Apr 8, 2021 11:04:12.513873100 CEST 53 63183 8.8.8.8 192.168.2.5
Apr 8, 2021 11:04:13.673145056 CEST 60151 53 192.168.2.5 8.8.8.8
Apr 8, 2021 11:04:13.686423063 CEST 53 60151 8.8.8.8 192.168.2.5
Apr 8, 2021 11:04:14.710025072 CEST 56969 53 192.168.2.5 8.8.8.8
Apr 8, 2021 11:04:14.722381115 CEST 53 56969 8.8.8.8 192.168.2.5
Apr 8, 2021 11:04:21.283379078 CEST 55161 53 192.168.2.5 8.8.8.8
Apr 8, 2021 11:04:21.295824051 CEST 53 55161 8.8.8.8 192.168.2.5
Apr 8, 2021 11:04:33.479020119 CEST 54757 53 192.168.2.5 8.8.8.8
Apr 8, 2021 11:04:33.497030973 CEST 53 54757 8.8.8.8 192.168.2.5
Apr 8, 2021 11:04:41.631380081 CEST 49992 53 192.168.2.5 8.8.8.8
Apr 8, 2021 11:04:41.649642944 CEST 53 49992 8.8.8.8 192.168.2.5
Apr 8, 2021 11:05:00.714267969 CEST 60075 53 192.168.2.5 8.8.8.8
Apr 8, 2021 11:05:00.747749090 CEST 53 60075 8.8.8.8 192.168.2.5
Apr 8, 2021 11:05:02.661124945 CEST 55016 53 192.168.2.5 8.8.8.8
Apr 8, 2021 11:05:02.673899889 CEST 53 55016 8.8.8.8 192.168.2.5
Apr 8, 2021 11:05:05.897324085 CEST 64345 53 192.168.2.5 8.8.8.8
Apr 8, 2021 11:05:06.244898081 CEST 53 64345 8.8.8.8 192.168.2.5
Apr 8, 2021 11:05:10.868768930 CEST 57128 53 192.168.2.5 8.8.8.8
Apr 8, 2021 11:05:10.882148981 CEST 53 57128 8.8.8.8 192.168.2.5
Apr 8, 2021 11:05:11.822540998 CEST 54791 53 192.168.2.5 8.8.8.8
Apr 8, 2021 11:05:11.844794035 CEST 53 54791 8.8.8.8 192.168.2.5
Apr 8, 2021 11:05:16.929538012 CEST 50463 53 192.168.2.5 8.8.8.8
Apr 8, 2021 11:05:16.968993902 CEST 53 50463 8.8.8.8 192.168.2.5
Apr 8, 2021 11:05:22.180048943 CEST 50394 53 192.168.2.5 8.8.8.8
Apr 8, 2021 11:05:22.213840961 CEST 53 50394 8.8.8.8 192.168.2.5
Apr 8, 2021 11:05:27.426110029 CEST 58530 53 192.168.2.5 8.8.8.8
Apr 8, 2021 11:05:27.460290909 CEST 53 58530 8.8.8.8 192.168.2.5
Apr 8, 2021 11:05:27.659332991 CEST 53813 53 192.168.2.5 8.8.8.8
Apr 8, 2021 11:05:27.993830919 CEST 53 53813 8.8.8.8 192.168.2.5
Apr 8, 2021 11:05:33.483378887 CEST 63732 53 192.168.2.5 8.8.8.8
Apr 8, 2021 11:05:33.556996107 CEST 53 63732 8.8.8.8 192.168.2.5
Apr 8, 2021 11:05:38.572279930 CEST 57344 53 192.168.2.5 8.8.8.8
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Timestamp

Apr 8, 2021 11:05:38.862267971 CEST
Apr 8, 2021 11:05:40.617852926 CEST
Apr 8, 2021 11:05:40.630655050 CEST
Apr 8, 2021 11:05:42.410048008 CEST
Apr 8, 2021 11:05:42.436409950 CEST
Apr 8, 2021 11:05:44.809158087 CEST
Apr 8, 2021 11:05:44.853007078 CEST
Apr 8, 2021 11:05:49.980235100 CEST
Apr 8, 2021 11:05:50.003463030 CEST
Apr 8, 2021 11:05:55.153040886 CEST
Apr 8, 2021 11:05:55.490092039 CEST
Apr 8, 2021 11:06:00.510436058 CEST
Apr 8, 2021 11:06:00.623815060 CEST

DNS Queries

Timestamp

Apr 8, 2021 11:05:00.714267969 CEST
Apr 8, 2021 11:05:05.897324085 CEST
Apr 8, 2021 11:05:11.822540998 CEST
Apr 8, 2021 11:05:16.929538012 CEST
Apr 8, 2021 11:05:22.180048943 CEST
Apr 8, 2021 11:05:27.659332991 CEST
Apr 8, 2021 11:05:33.483378887 CEST
Apr 8, 2021 11:05:38.572279930 CEST
Apr 8, 2021 11:05:44.809158087 CEST
Apr 8, 2021 11:05:49.980235100 CEST
Apr 8, 2021 11:05:55.153040886 CEST

Apr 8, 2021 11:06:00.510436058 CEST

DNS Answers

Timestamp Source IP

Apr 8, 2021
11:05:00.747749090
CEST

8.8.8.8

Apr 8, 2021
11:05:00.747749090
CEST

8.8.8.8

Apr 8, 2021
11:05:06.244898081
CEST

8.8.8.8

Apr 8, 2021 8.8.8.8
11:05:11.844794035

CEST

Apr 8, 2021
11:05:16.968993902
CEST

8.8.8.8

Apr 8, 2021
11:05:16.968993902
CEST

8.8.8.8

Apr 8, 2021 8.8.8.8
11:05:22.213840961

CEST

Apr 8, 2021
11:05:22.213840961
CEST

8.8.8.8

Apr 8, 2021
11:05:27.993830919
CEST

8.8.8.8
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Dest IP
192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

Source IP

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

Trans ID

0x7430

0x7430

0x33ee

0x5155

0x26e0

0x26e0

0x3495

0x3495

Oxfde6

Source Port
53
54450
53
59261
53
57151
53
59413
53
60516
53
51649
53

Dest IP
8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Dest Port Source IP

57344 8.8.8.8

53 192.168.2.5

54450 8.8.8.8

53 192.168.2.5

59261 8.8.8.8

53 192.168.2.5

57151 8.8.8.8

53 192.168.2.5

59413 8.8.8.8

53 192.168.2.5

60516 8.8.8.8

53 192.168.2.5

51649 8.8.8.8

Trans ID OP Code

0x7430 Standard query
(0)

0x33ee Standard query
(0)

0x5155 Standard query
(0)

0x26e0 Standard query
(0)

0x3495 Standard query
(0)

Oxfde6 Standard query
(0)

0x1blb Standard query
(0)

0xfc66 Standard query
(0)

0x28d8 Standard query
(0)

0x31le7 Standard query
(0)

0x67 Standard query
(0)

0x9958 Standard query
(0)

Name CName

Www.runcou runcouver.com

ver.com

runcouver.com

www.aa2999
6.com

www.ux300e.com

Www.mvprun
ning.com

mvprunning.com

mvprunning.com

www.getboo
stphlo.com

www.getboo
stphlo.com

www.okitma
Il.com

Name

www.runcou
ver.com

www.aa2999
6.com

www.ux300e.com

Www.mvprun
ning.com

www.getboo
stphlo.com

www.okitma
Il.com

www.morrea
leestates.com
WwWw.cgsjny.com
www.betbon
usuk.com

www.yashae
rotech.com

www.gmopan
ama.com

www.adamsp
artnership.com

Address

34.102.136.180

147.255.37.207

52.58.78.16

34.102.136.180

172.67.219.254

104.21.70.50

15.165.26.252

Dest IP
192.168.2.5
8.8.8.8
192.168.2.5
8.8.8.8
192.168.2.5
8.8.8.8
192.168.2.5
8.8.8.8
192.168.2.5
8.8.8.8
192.168.2.5
8.8.8.8
192.168.2.5

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Type
CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP

Apr 8, 2021 8.8.8.8
11:05:33.556996107
CEST

Apr 8, 2021 8.8.8.8
11:05:38.862267971
CEST

Apr 8, 2021 8.8.8.8
11:05:44.853007078
CEST

Apr 8, 2021 8.8.8.8
11:05:44.853007078
CEST

Apr 8, 2021 8.8.8.8
11:05:50.003463030
CEST

Apr 8, 2021 8.8.8.8
11:05:50.003463030
CEST

Apr 8, 2021 8.8.8.8
11:05:55.490092039
CEST

Apr 8, 2021 8.8.8.8
11:06:00.623815060
CEST

Dest IP
192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

HTTP Request Dependency Graph

e Www.runcouver.com

* www.aa29996.com

o www.ux300e.com

° Www.mvprunning.com

e www.getboostphlo.com

o www.okitmall.com

® Www.cgsjny.com

e www.betbonusuk.com

e www.yashaerotech.com

HTTP Packets

Session ID Source IP

0 192.168.2.5 49718
kBytes

Timestamp transferred Direction

Apr 8, 2021 1290 ouT

11:05:00.766391039 CEST
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Source Port

Trans ID

0x1blb

0xfc66

0x28d8

0x28d8

0x31le7

0x31le7

0x67

0x9958

Destination IP

Reply Code

Name error (3)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Server failure (2)

No error (0)

34.102.136.180 80

Data

Name CName Address

www.morrea none none
leestates.com

WwWw.cgsjny.com 198.148.114.222
www.betbon 172.67.187.138
usuk.com

www.betbon 104.21.7.67
usuk.com

www.yashae yashaerotech.com

rotech.com

yashaerote 34.102.136.180
ch.com

www.gmopan none none

ama.com

www.adamsp 138.197.103.178

artnership.com

Destination Port Process

C:\Windows\explorer.exe

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

GET /iu4d/?AR6=C3lw6nN8/wjOPd8oaAysox0kMoLppKhEiaq8wux9+N+u3aHHhZKc4gsoll+tbzGLEbBg&nfILIT
=xPJxAxbPf HTTP/1.1
Host: www.runcouver.com
Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:
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kBytes
Timestamp transferred

Apr 8, 2021 1291
11:05:00.881786108 CEST

Session ID Source IP
1 192.168.2.5

kBytes
Timestamp transferred
Apr 8, 2021 1337

11:05:06.474777937 CEST

Apr 8, 2021 1338
11:05:06.645096064 CEST

Session ID Source IP
2 192.168.2.5

kBytes
Timestamp transferred
Apr 8, 2021 5003

11:05:11.863981009 CEST

Apr 8, 2021 5003
11:05:11.881622076 CEST

Session ID Source IP

3 192.168.2.5
kBytes

Timestamp transferred

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49721

Direction

ouT

Source Port

49727

Direction

ouT

Source Port

49728

Direction

Data

HTTP/1.1 403 Forbidden

Server: openresty

Date: Thu, 08 Apr 2021 09:05:00 GMT

Content-Type: text/html

Content-Length: 275

ETag: "606abe3b-113"

Via: 1.1 google

Connection: close

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e 22 3e Oa 3c 68 65
61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 6f 6e 74 65 6e 74 2d 74 79 70 65 22
20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 63 68 61 72 73 65 74 3d 75 74 66 2d 38 22 3e 0a 20 20 20
20 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 73 68 6f 72 74 63 75 74 20 69 63 6f 6e 22 20 68 72 65 66 3d 22 64 61 74 61 3a 69 6d
61 67 65 2f 78 2d 69 63 6f 6e 3b 2c 22 20 74 79 70 65 3d 22 69 6d 61 67 65 2f 78 2d 69 63 6f 6e 22 3e 0a 20 20 20 20 3c
74 69 74 6¢ 65 3e 46 6f 72 62 69 64 64 65 6e 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 3e Oa 3c
68 31 3e 41 63 63 65 73 73 20 46 6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e 0a 3c 2f 62 6f 64 79 3e Oa 3c 2f 68 74 6d 6¢ 3e
Oa

Data Ascii: <IDOCTYPE html><html lang="en"><head> <meta http-equiv="content-type" content="text/html;charset=utf-
8"> <link rel="shortcut icon" href="data:image/x-icon;," type="image/x-icon">  <title>Forbidden</title></head><body>
<h1>Access Forbidden</h1></body></html>

Destination IP Destination Port Process

147.255.37.207 80 C:\Windows\explorer.exe

Data

GET /iu4d/?AR6=uttTwOCOH1jEV+6/PDkH2rgXUcJbpZgk8NM{80ghjrLzhrhL9Yums4YmXY+CUKKALSsjI&nfILIT
=XPJIXAXbPf HTTP/1.1

Host: www.aa29996.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 200 OK

Server: nginx

Date: Thu, 08 Apr 2021 09:05:06 GMT
Content-Type: text/html; charset=UTF-8
Transfer-Encoding: chunked

Connection: close

Vary: Accept-Encoding

Data Raw: 31 0d Oa 2e 0d Oa 30 0d Oa 0Od Oa
Data Ascii: 1.0

Destination IP Destination Port Process

52.58.78.16 80 C:\Windows\explorer.exe

Data

GET /iu4d/?AR6=JvjSk9WUIBdgONG69H9sib5J4 SPt/VPIwOmf1A06UqzVVRIVghpTE97et7kDme6aF6nY &nfLiT
=XPIXAXbPf HTTP/1.1

Host: www.ux300e.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 410 Gone

Server: openresty/1.13.6.2

Date: Thu, 08 Apr 2021 09:04:23 GMT

Content-Type: text/html

Transfer-Encoding: chunked

Connection: close

Data Raw: 37 0d Oa 3c 68 74 6d 6¢ 3e 0a 0d 0a 39 0d Oa 20 20 3c 68 65 61 64 3e 0a 0d Oa 34 61 0d Oa 20 20 20 20 3c 6d
6574 61 20 68 74 74 70 2d 65 71 75 69 76 3d 27 72 65 66 72 65 73 68 27 20 63 6f 6e 74 65 6e 74 3d 27 35 3b 20 75 72
6¢ 3d 68 74 74 70 3a 2f 2f 77 77 77 2e 75 78 33 30 30 65 2e 63 6f 6d 2f 27 20 2f 3e 0a 0d Oa 61 0d Oa 20 20 3c 2f 68 65
61 64 3e 0a 0d 0a 39 0d 0a 20 20 3c 62 6f 64 79 3e 0a 0d Oa 33 36 0d 0a 20 20 20 20 59 6f 75 20 61 72 65 20 62 65 69 6e
67 20 72 65 64 69 72 65 63 74 65 64 20 74 6f 20 68 74 74 70 3a 2f 2f 77 77 77 2e 75 78 33 30 30 65 2e 63 6f 6d 0a 0d Oa
61 0d Oa 20 20 3c 2f 62 6f 64 79 3e 0a 0d Oa 38 0d Oa 3c 2f 68 74 6d 6¢ 3e Oa 0d Oa 30 0d Oa 0d Oa

Data Ascii: 7<html>9 <head>4a <meta http-equiv="refresh’ content='5; url=http://www.ux300e.com/' />a </head>9 <bod
y>36 You are being redirected to http://www.ux300e.coma </body>8</htm|>0

Destination IP Destination Port Process

34.102.136.180 80 C:\Windows\explorer.exe

Data
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kBytes

Timestamp transferred

Apr 8, 2021 5622

11:05:16.982394934 CEST

Apr 8, 2021 5622

11:05:17.162631035 CEST

Session ID Source IP

4 192.168.2.5
kBytes

Timestamp transferred

Apr 8, 2021 5624

11:05:22.258661032 CEST

Apr 8, 2021 5625

11:05:22.638344049 CEST

Session ID Source IP

5 192.168.2.5
kBytes

Timestamp transferred

Apr 8, 2021 5641

11:05:28.222840071 CEST
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Direction

ouT

Source Port

49729

Direction

ouT

Source Port

49731

Direction

ouT

Data

GET /iu4d/?AR6=7Tv9DsBa2x/9+7rHtb45a2p9TOUpHuULWXvGhoZyRj+FM5JpyOKtmokl2zSCU3HKaraDa&nfILiT
=XPIXAXbPf HTTP/1.1

Host: www.mvprunning.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 403 Forbidden

Server: openresty

Date: Thu, 08 Apr 2021 09:05:17 GMT

Content-Type: text/html

Content-Length: 275

ETag: "605e0bcb-113"

Via: 1.1 google

Connection: close

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e 22 3e Oa 3c 68 65
61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 6f 6e 74 65 6e 74 2d 74 79 70 65 22
20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 63 68 61 72 73 65 74 3d 75 74 66 2d 38 22 3e 0a 20 20 20
20 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 73 68 6f 72 74 63 75 74 20 69 63 6f 6e 22 20 68 72 65 66 3d 22 64 61 74 61 3a 69 6d
61 67 65 2f 78 2d 69 63 6f 6e 3b 2¢ 22 20 74 79 70 65 3d 22 69 6d 61 67 65 2f 78 2d 69 63 6f 6e 22 3e 0a 20 20 20 20 3c
74 69 74 6¢ 65 3e 46 6f 72 62 69 64 64 65 6e 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 3e Oa 3c
68 31 3e 41 63 63 65 73 73 20 46 6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e Oa 3c 2f 62 6f 64 79 3e Oa 3c 2f 68 74 6d 6¢ 3e
Oa

Data Ascii: <IDOCTYPE html><html lang="en"><head> <meta http-equiv="content-type" content="text/html;charset=utf-
8"> <link rel="shortcut icon" href="data:image/x-icon;," type="image/x-icon">  <title>Forbidden</title></head><body>
<h1>Access Forbidden</h1></body></html>

Destination IP Destination Port Process

172.67.219.254 80 C:\Windows\explorer.exe

Data

GET /iu4d/?AR6=dTiXV4CFE3yVJbJPtbi4kS8L9e4gDLsfVIEyPIQWpK+WIZVESF5bINANFOAlybNEFC&NfILIT=XPIXAXbPf
HTTP/1.1

Host: www.getboostphlo.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 404 Not Found

Date: Thu, 08 Apr 2021 09:05:22 GMT

Content-Type: text/html; charset=iso-8859-1

Transfer-Encoding: chunked

Connection: close

Set-Cookie: __ cfduid=dfb3971d4184d632d73a1908chee311771617872722; expires=Sat, 08-May-21 09:05:22 GMT;
path=/; domain=.getboostphlo.com; HttpOnly; SameSite=Lax

CF-Cache-Status: DYNAMIC

cf-request-id: 095253b1640000a8¢13d238000000001

Report-To: {"max_age":604800,"endpoints":[{"url":"https:\/\Va.nel.cloudflare.com\/report?s=%2F802H7kHgNcGEaM19
LISTOHTjHrjpPBTypNS7vtOf80a0axYnOpC460Je0%2FijRhoiKFT5as3D5%2FwxLegLD2FcS%2FMFN%2BWUhKGAQQ
ySsVBK6%2BbwWISsw%3D%3D"}],"group”:"cf-nel"}

NEL: {"max_age":604800,"report_to":"cf-nel"}

Server: cloudflare

CF-RAY: 63ca55623926a8c1-CDG

alt-svc: h3-27=":443"; ma=86400, h3-28=":443"; ma=86400, h3-29=":443"; ma=86400

Data Raw: 63 62 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44
54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0a 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0a 3c 74 69 74 6¢ 65 3e 34 30
34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e Oa 3c 68 31 3e 4e 6f 74
20 46 6f 75 6e 64 3c 2f 68 31 3e Oa 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 2f 69 75 34 64 2f 20
77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e Oa 3c 2f 62 6f 64 79
3e 3c 2f 68 74 6d 6¢ 3e Oa 0d Oa

Data Ascii: cb<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html><head><title>404 Not Found</title></head
><body><h1>Not Found</h1><p>The requested URL /iu4d/ was not found on this server.</p></body></html>

Destination IP Destination Port Process

15.165.26.252 80 C:\Windows\explorer.exe

Data

GET /iu4d/?AR6=aMD/FfTIFdO3dQr6MUn+t3ghrpMUQuV8ueOBsAqsCPdFIO5Mvx00M51UzrA3L99pwBOY &nfILiT
=XPIXAXbPf HTTP/1.1

Host: www.okitmall.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:
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kBytes

Timestamp transferred
Apr 8, 2021 5644
11:05:28.450283051 CEST
Session ID Source IP
6 192.168.2.5
kBytes
Timestamp transferred
Apr 8, 2021 5670
11:05:39.640341043 CEST
Apr 8, 2021 5670
11:05:39.795466900 CEST
Session ID Source IP
7 192.168.2.5
kBytes
Timestamp transferred

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49732

Direction

ouT

Source Port

49735

Direction

Data

HTTP/1.1 404 Not Found

Date: Thu, 08 Apr 2021 09:05:28 GMT

Server: Apache

X-Powered-By: PHP/5.6.36

X-Frame-Options: SAMEORIGIN

Cache-Control: No-Cache

Connection: close

Transfer-Encoding: chunked

Content-Type: text/html; charset=UTF-8

Data Raw: 31 65 30 34 0d Oa 3c 21 64 6f 63 74 79 70 65 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 6b 72
22 3e 0a 09 3c 68 65 61 64 3e 0a 09 09 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e 74 65
6e 74 3d 22 77 69 64 74 68 3d 33 36 30 2c 20 75 73 65 72 2d 73 63 61 6¢ 61 62 6¢ 65 3d 6€ 6f 22 3e 0a 09 09 3c 6d 65
74 6120 63 68 61 72 73 65 74 3d 22 55 54 46 2d 38 22 3e 0a 09 09 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 66 6f 72 6d 61
74 2d 64 65 74 65 63 74 69 6f 6e 22 20 63 6f 6e 74 65 6e 74 3d 22 74 65 6¢ 65 70 68 6f 6e 65 3d 6e 6f 22 20 2f 3e Oa 09
09 09 09 3c 74 69 74 6¢ 65 3e ed 86 b5 ed 95 a9 eb b3 b4 ed 97 98 20 eb b9 84 ea b5 90 ea b2 ac ec a0 81 ec 82 ac ec 9
d b4 ed 8a b8 3c 2f 74 69 74 6¢ 65 3e Oa 0a 09 09 Oa 3c 73 63 72 69 70 74 20 73 72 63 3d 22 68 74 74 70 73 3a 2f 2f 61 6
a6l 78 2e 67 6f 6f 67 6¢c 65 61 70 69 73 2e 63 6f 6d 2f 61 6a 61 78 2f 6¢ 69 62 73 2f 6a 71 75 65 72 79 2f 31 2e 31 31 2e
32 2f6a 71 75 65 72 79 2e 6d 69 6e 2e 6a 73 22 3e 3c 2f 73 63 72 69 70 74 3e 0a 20 20 3c 73 63 72 69 70 74 20 73 72 63
3d 22 68 74 74 70 73 3a 2f 2f 63 64 6e 6a 73 2e 63 6¢ 6f 75 64 66 6¢ 61 72 65 2e 63 6f 6d 2f 61 6a 61 78 2f 6¢ 69 62 73 2f
6a 517565 72 79 2e 73 65 72 69 61 6¢ 69 7a 65 4f 62 6a 65 63 74 2f 32 2e 30 2e 33 2f 6a 71 75 65 72 79 2e 73 65 72 69
61 6¢ 69 7a 65 4f 62 6a 65 63 74 2e 6d 69 6e 2e 6a 73 22 3e 3c 2f 73 63 72 69 70 74 3e 0a 20 20 3c 73 63 72 69 70 74 20
737263 3d 22 68 74 74 70 73 3a 2f 2f 63 64 6e 6a 73 2e 63 6¢ 6f 75 64 66 6¢ 61 72 65 2e 63 6f 6d 2f 61 6a 61 78 2f 6¢
69 62 73 2f 6a 73 6f 6e 33 2f 33 2e 33 2e 32 2f 6a 73 6f 6e 33 2e 6d 69 6e 2e 6a 73 22 3e 3c 2f 73 63 72 69 70 74 3e Oa
20203c 73637269 70 74 20 74 79 70 65 3d 22 74 65 78 74 2f 6a 61 76 61 73 63 72 69 70 74 22 3e 0a 20 20 20 20 6a
51 75 65 72 79 28 66 75 6e 63 74 69 6f 6e 28 24 29 20 7b 0a 20 20 20 20 20 20 24 66 6f 72 6d 20 3d 20 24 28 27 2e 70 7
572 65 2d 66 6f 72 6d 27 29 3b 0a 20 20 20 20 20 20 24 66 6f 72 6d 2e 73 75 62 6d 69 74 28 66 75 6e 63 74 69 6f 6e 28
65 29 20 7b 0a 20 20 20 20 20 20 20 20 76 61 72 20 24 74 68 69 73 20 3d 20 24 28 74 68 69 73 29 3b 0a 0a 09 09 76 61
72 20 66 20 3d 20 74 68 69 73 3b 0a 0a 09 09 69 66 20 28 66 2e 61 67 72 65 65 2e 63 68 65 63 6b 65 64 20 3d 3d 20 66
61 6¢ 73 6529 0a 09 09 09 7b 0a 09 09 09 09 61 6¢ 65 72 74 28 27 ea b0 9c ec 9d b8 ec a0 95 eb b3 b4 ec b7 a8 ea b8
89 eb b0 a9 ec b9 a8 ec 97 90 20 eb 8f 99 ec 9d 98 ed 95 b4 20 ec a3 bc ec 84 b8 ec 9a 94 2e 27 29 3b 0a 09 09 09 09 66
2e 61 67 72 65 65 2e 66 6f 63 75 73 28 29 3b 0a 09 09 09 09 72 65 74 75 72 6e 20 66 61 6¢ 73 65 3b 0a 09 09 09 7d Oa
0a 09 09 09 09 69 66 20 28 66 2e 63 75 73 74 6f 6d 65 72 5f 6e 61 6d 65 2e 76 61 6¢ 75 65 20 3d 3d 20 22 22 29 0a 09 09
09 7b 0a 09 09 09 09 61 6¢ 65 72 74 28 27 ec 9d b4 eb a6 84 ec 9d 84 20 ec 9e 85 eb a0 a5 ed 95 b4 20 ec a3 bc ec 84
b8 ec 9a 94 2e 27 29 3b 0a 09 09 09 09 66 2e 63 75 73 74 6f 6d 65 72 5f 6e 61 6d 65 2e 66 6f 63 75 73 28 29 3b 0a 09 09
0909 72 65 74 75 72 6e 20 66 61 6¢ 73 65 3b 0a 09 09 09 7d Oa 0a 20 20 20 20 09 09 09 69 66 20 28 66 2e 63 75 73 74
6f 6d 65 72 5f 62 69 72 74 68 2e 76 61 6¢ 75 65 20 3d 3d 20 22 22 29 0a 09 09 09 7b 0a 09 09 09 09 61 6¢ 65 72 74 28
27 ec 83 9d eb 85 84 ec 9b 94 ec 9d bc ec 9d 84 20 ec 9e 85 eb a0 a5 ed 95 b4

Data Ascii: 1e04<!doctype html><html lang="kr"><head><meta name="viewport" content="width=360, user-scalable=no">
<meta charset="UTF-8"><meta name="format-detection" content="telephone=no" /><title> </title><script src="https://aja
x.googleapis.com/ajax/libs/jquery/1.11.2/jquery.min.js"></script> <script src="https://cdnjs.cloudflare.com/ajax/libs/j
Query.serializeObject/2.0.3/jquery.serializeObject.min.js"></script> <script src="https://cdnjs.cloudflare.com/ajax/lib
s/json3/3.3.2/json3.min.js"></script> <script type="text/javascript"> jQuery(function($) {  $form = $('.pure-form’);
$form.submit(function(e) { var $this = $(this);var f = this;if (f.agree.checked == false){alert(" .");f.agree.focus();return
false;}if (f.customer_name.value == ""){alert(* .");f.customer_name.focus();return false;} if (f.customer_birth.value =="")
{alert("

Destination IP Destination Port Process

198.148.114.222 80 C:\Windows\explorer.exe

Data

GET /iu4d/?AR6=y4JxQtggtXVUGIOHrdhsWpYE5Q5QdQRgM5s9avj6g1Z0OxgioacxcZohZ3CHAJSRBFHfe&nfILiT
=XPIXAXbPf HTTP/1.1

Host: www.cgsjny.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 404 Not Found

Server: nginx

Date: Thu, 08 Apr 2021 08:57:53 GMT

Content-Type: text/html

Content-Length: 162

Connection: close

Data Raw: 3c 68 74 6d 6¢ 3e 0d Oa 3c 68 65 61 64 3e 3c 74 69 74 6¢ 65 3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f
7469 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0d Oa 3c 62 6f 64 79 20 62 67 63 6f 6¢ 6f 72 3d 22 77 68 69 74 65 22 3e 0d Oa 3¢
63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d Oa
3c 68 72 3e 3¢ 63 65 6e 74 65 72 3e 6e 67 69 6e 78 3c 2f 63 65 6e 74 65 72 3e 0d Oa 3c 2f 62 6f 64 79 3e 0d Oa 3c 2f 68
74 6d 6¢ 3e 0d Oa

Data Ascii: <html><head><title>404 Not Found</title></head><body bgcolor="white"><center><h1>404 Not Found</h1>
</center><hr><center>nginx</center></body></html|>

Destination IP Destination Port Process

172.67.187.138 80 C:\Windows\explorer.exe

Data
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kBytes

Timestamp transferred Direction Data
Apr 8, 2021 5689 ouT GET /iu4d/?AR6=FEKq/YHmM5wXdiXZSfMYU5a3fJJzCIVYlasV/QaqgSPDk7XU2aTMgxEbJbTO9VD1VUWTH&NSILIT
11:05:44.885164976 CEST =XPIXAXbPf HTTP/1.1

Host: www.betbonusuk.com
Connection: close
Data Raw: 00 00 00 00 00 00 00

Data Ascii:
Apr 8, 2021 5690 IN HTTP/1.1 301 Moved Permanently
11:05:44.938178062 CEST Date: Thu, 08 Apr 2021 09:05:44 GMT

Transfer-Encoding: chunked

Connection: close

Cache-Control: max-age=3600

Expires: Thu, 08 Apr 2021 10:05:44 GMT

Location: https://www.betbonusuk.com/iu4d/?AR6=FEKg/YHmM5wXdiXZSfMYU5a3fJJzC9VYlasV/QagqgSPDk7XU2aTMagx
EbJbTO9VD1VUWT&NfILIT=XPJIxAXbPf

cf-request-id: 09525409c¢80000edd3948d6000000001

Report-To: {"max_age":604800,"endpoints":[{"url":"https:\/\Va.nel.cloudflare.com\/report?s=ZF5J6NiyZJ1xXWOxL1Hb
RgMnFhsI5L55L%2BmumTS%2F2zFKY cHwgadVLmwL5yKrJ9ELzoFLC7L7p%2FYsoGRwUdZAonvwH11mdT
VYOHIAJMCxYfQgMn98%3D"}],"group”:"cf-nel"}

NEL: {"max_age":604800,"report_to":"cf-nel"}

Server: cloudflare

CF-RAY: 63cab55efaac0edd3-CDG

alt-svc: h3-27=":443"; ma=86400, h3-28=":443"; ma=86400, h3-29=":443"; ma=86400

Data Raw: 30 0d Oa 0d Oa

Data Ascii: 0
Session ID Source IP Source Port Destination IP Destination Port Process
8 192.168.2.5 49736 34.102.136.180 80 C:\Windows\explorer.exe
kBytes
Timestamp transferred Direction Data
Apr 8, 2021 5691 ouT GET /iu4d/?AR6=a4TwvNFJUHZfYjxmJIDGfKucvC3KvidGvZt2BYG7bsK78e AqldsPAQngdGmiuB14d735P&nflLiT
11:05:50.018143892 CEST =XPIXAXbPf HTTP/1.1
Host: www.yashaerotech.com
Connection: close
Data Raw: 00 00 00 00 00 00 00
Data Ascii:
Apr 8, 2021 5692 IN HTTP/1.1 403 Forbidden
11:05:50.132699966 CEST Server: openresty

Date: Thu, 08 Apr 2021 09:05:50 GMT

Content-Type: text/html

Content-Length: 275

ETag: "6063a886-113"

Via: 1.1 google

Connection: close

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e 22 3e Oa 3c 68 65
61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 6f 6e 74 65 6e 74 2d 74 79 70 65 22
20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 63 68 61 72 73 65 74 3d 75 74 66 2d 38 22 3e 0Oa 20 20 20
20 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 73 68 6f 72 74 63 75 74 20 69 63 6f 6e 22 20 68 72 65 66 3d 22 64 61 74 61 3a 69 6d
61 67 65 2f 78 2d 69 63 6f 6e 3b 2c 22 20 74 79 70 65 3d 22 69 6d 61 67 65 2f 78 2d 69 63 6f 6e 22 3e 0a 20 20 20 20 3c
74 69 74 6¢ 65 3e 46 6f 72 62 69 64 64 65 6e 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 3e Oa 3c
68 31 3e 41 63 63 65 73 73 20 46 6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e Oa 3c 2f 62 6f 64 79 3e Oa 3c 2f 68 74 6d 6¢ 3e
Oa

Data Ascii: <IDOCTYPE html><html lang="en"><head> <meta http-equiv="content-type" content="text/html;charset=utf-
8"> <link rel="shortcut icon" href="data:image/x-icon;," type="image/x-icon">  <title>Forbidden</title></head><body>
<h1>Access Forbidden</h1></body></html>

Code Manipulations

Statistics

Behavior

@ hvEop8Y70Y.exe
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System Behavior

Click to jump to process

® hvEop8Y70Y.exe
@ explorer.exe

@ raserver.exe

@ cmd.exe

@ conhost.exe

Analysis Process: hvEop8Y70Y.exe PID: 6364 Parent PID: 5660

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

11:03:54

08/04/2021
C:\Users\user\Desktop\hvEop8Y70Y.exe
true
‘C:\Users\user\Desktop\hvEop8Y70Y.exe'
0x8b0000

652800 bytes
BD7E988ED1D92F9FAF32F6A817D89329
true

true

.Net C# or VB.NET

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:

00000000.00000002.262152823.0000000003FD3000.00000004.00000001.sdmp, Author:

Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,

Source:

00000000.00000002.262152823.0000000003FD3000.00000004.00000001.sdmp, Author:

Felix Bilstein - yara-signator at cocacoding dot com
e Rule: Formbook, Description: detect Formbook in memory, Source:

00000000.00000002.262152823.0000000003FD3000.00000004.00000001.sdmp, Author:

JPCERT/CC Incident Response Group
e Rule: JoeSecurity_AntiVM_3, Description: Yara detected AntiVM_3, Source:

00000000.00000002.261538858.0000000002F11000.00000004.00000001.sdmp, Author:

Joe Security
Reputation: low
File Activities
File Created
Source
File Path Access Attributes Options Completion Count Address  Symbol
C:\Users\user read data or list device directory file | object name collision 1 6DA9CF06 unknown
directory | synchronous io
synchronize non alert | open
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for backup ident
| open reparse
point
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File Path
C:\Users\user\AppData\Roaming

C:\Users\user\AppData\Local\Microsoft\CLR_v4.0_32\UsageLogs\
hvEop8Y70Y.exe.log

File Written

File Path Offset

C:\Users\user\AppData\Local\Mi
crosoft\CLR_v4.0_32\UsageLogs\hvEop8Y70Y.exe.log

File Read

File Path
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config

C:\Windows\assembly\Nativelmages_v4.0.30319_32\mscorlib\a152
fe02a317a77aeee36903305e8baé\mscorlib.ni.dll.aux

C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config

C:\Windows\assembly\Nativelmages_v4.0.30319_32\System\4f0a7e
efa3cd3e0ba98b5ebddbbc72e6\System.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Config
uration\8d67d92724ba494b6c7fd089d6f25b48\System.Configuration.ni.dil.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Core\f
1d8480152e0da9a60ad49c6d16a3b6d\System.Core.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Xml\b2
19d4630d26b88041b59c21e8e2b95c\System.Xml.ni.dll.aux

C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config

unknown 1314

Access Attributes

read data or list device
directory |
synchronize

read attributes | device
synchronize |

generic write

Length Value

312¢ 2266 7573 69
6f 6e 22 2¢ 22 47 41
4322 2¢ 30 0d Oa 31
2c 22 57 69 6e 52 54
22 2c 22 4e 6f 74 41
707022 2c 31 0d Oa
322c224d696372
6f 73 6f 66 74 2e 56
69 73 75 61 6¢ 42 61
73 69 63 2¢ 20 56 65
72 73 69 6f 6e 3d 31
30 2e 30 2e 30 2e 30
2c 204375 6¢ 74 75
72 65 3d 6e 65 75 74
72 61 6¢ 2¢ 20 50 75
62 6¢ 69 63 4b 65 79
54 6f 6b 65 6e 3d 62
30 33 66 35 66 37 66
313164353061 33
61 22 2¢ 30 0d Oa 32
2¢ 225379737465
6d 2e 57 69 6e 64 6f
77 73 2e 46 6f 72 6d
73 2¢ 2056 6572 73
69 6f 6e 3d 34 2e 30
2e 30 2e 30 2c 20 43
756¢ 74 75 72 65 3d
6e 657574 72 61 6¢
2¢ 20 50 75 62 6¢ 69
63 4b 65 79 54 6f 6b
65 6e 3d 62 37 37 61
3563 35363139 33
34 65 30 38 39 22 2¢
30 0d 0a 33 2¢ 22 53
79 73 74 65 6d 2c 20
56 65 72 73 69 6f 6e
3d 34 2e

Offset
unknow
unknow

unknow

unknow

unknow

unknow

unknow

unknow

unknow
unknow
unknow

unknow

Options

directory file |
synchronous io
non alert | open
for backup ident
| open reparse

Completion

object name collision 1

point
synchronous io  success or wait 1
non alert | non
directory file
Ascii Completion

1,"fusion”,"GAC",0..1,"Win success or wait

RT",
"NotApp",1..2,"Microsoft.Vi
sualBasic,
Version=10.0.0.0, Cult
ure=neutral,
PublickeyToken=b0
3f5f7f11d50a3a",0..2,"Syst
em.Windows.Forms,
Version=4.0.0.0,
Culture=neutral,
PublicKeyTok

en=b77a5c561934e089",0.

.3,"System, Version=4.

Length
n 4095
n 6135
n 176
n 4095
n 620
n 864
n 900
n 748
n 4095
n 8171
n 4096
n 4096

Completion
success or wait
success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait
end of file
success or wait

end of file

Count Address

Count Address
1

Source
Symbol

6DA9CF06 unknown

6DDAC78D CreateFileW

Source
Symbol

6DDAC907 WriteFile

Source
Count Address  Symbol
1 6DA75705 unknown
1 6DA75705 unknown
1 6D9D0O3DE ReadFile
1 6DA7CA54 ReadFile
1 6D9D0O3DE ReadFile
1 6D9D0O3DE ReadFile
1 6D9D0O3DE ReadFile
1 6D9D0O3DE ReadFile
1 6DA75705 unknown
1 6DA75705 unknown
1 6C8E1B4F ReadFile
1 6C8E1B4F ReadFile

Analysis Process: hvEop8Y70Y.exe PID: 6668 Parent PID: 6364

Copyright Joe Security LLC 2021

Page 37 of 40



General

Start time: 11:04:05

Start date: 08/04/2021

Path: C:\Users\user\Desktop\hvEop8Y70Y.exe
Wow64 process (32bit): true

Commandline: C:\Users\user\Desktop\hvEop8Y70Y.exe
Imagebase: 0x9a0000

File size: 652800 bytes

MDS5 hash: BD7E988ED1D92F9FAF32F6A817D89329
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:

00000004.00000002.311261604.00000000011B0000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000004.00000002.311261604.00000000011B0000.00000040.00000001.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000004.00000002.311261604.00000000011B0000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000004.00000002.311590903.00000000011E0000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000004.00000002.311590903.00000000011E0000.00000040.00000001.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000004.00000002.311590903.00000000011E0000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000004.00000002.310331740.0000000000400000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000004.00000002.310331740.0000000000400000.00000040.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000004.00000002.310331740.0000000000400000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

Reputation: low

File Activities

File Read
Source
File Path Offset Length Completion Count Address Symbol
C:\Windows\SysWOWe64\ntdll.dll 0 1622408 success or wait 1 4182A7 NtReadFile

Analysis Process: explorer.exe PID: 3472 Parent PID: 6668

General

Start time: 11:04:08

Start date: 08/04/2021

Path: C:\Windows\explorer.exe
Wow64 process (32bit): false

Commandline:

Imagebase: 0x7ff693d90000

File size: 3933184 bytes

MDS5 hash: AD5296B280E8F522A8A897C96BABOELD
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File Activities
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Source

File Path Offset Length Completion Count Address Symbol
Analysis Process: raserver.exe PID: 3536 Parent PID: 3472

General

Start time: 11:04:24

Start date: 08/04/2021

Path: C:\Windows\SysWOW64\raserver.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

true

C:\Windows\SysWOWe64\raserver.exe

0xch0000

108544 bytes

2AADF65E395BFBD0OD9B71D7279C8B5EC

true

true

C, C++ or other language

.

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
0000000E.00000002.505716758.0000000000730000.00000040.00000001.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
0000000E.00000002.505716758.0000000000730000.00000040.00000001.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
0000000E.00000002.505716758.0000000000730000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
0000000E.00000002.504377982.0000000000380000.00000040.00000001.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
0000000E.00000002.504377982.0000000000380000.00000040.00000001.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
0000000E.00000002.504377982.0000000000380000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
0000000E.00000002.507153893.0000000000C80000.00000004.00000001.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
0000000E.00000002.507153893.0000000000C80000.00000004.00000001.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
0000000E.00000002.507153893.0000000000C80000.00000004.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

Reputation: moderate
File Activities
File Read
Source
File Path Offset Length Completion Count Address Symbol
C:\Windows\SysWOWe64\ntdll.dll 0 1622408 success or wait 1 3982A7 NtReadFile
Analysis Process: cmd.exe PID: 6776 Parent PID: 3536
General
Start time: 11:04:31
Start date: 08/04/2021
Path: C:\Windows\SysWOW64\cmd.exe

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

Copyright Joe Security LLC 2021

true

/c del 'C:\Users\user\Desktop\hvEop8Y70Y .exe'

0x10a0000

232960 bytes
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MD5 hash:
Has elevated privileges:
Has administrator privileges:

Programmed in:

F3BDBE3BB6F734E357235F4D5898582D
true
true

C, C++ or other language

Reputation: high
File Activities
Source
File Path Attributes Options Completion Count Address Symbol
Analysis Process: conhost.exe PID: 6828 Parent PID: 6776
General
Start time: 11:04:31
Start date: 08/04/2021
Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

Disassembly

Code Analysis

Copyright Joe Security LLC 2021

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff7ecfc0000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

true

C, C++ or other language

high
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