
ID: 384531
Sample Name:
Attachment_32954.vbs
Cookbook: default.jbs
Time: 11:43:12
Date: 09/04/2021
Version: 31.0.0 Emerald
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Analysis Report Attachment_32954.vbs

Overview

General Information

Sample 
Name:

Attachment_32954.vbs

Analysis ID: 384531

MD5: 39eb3427fd329de…

SHA1: 5d9009503b3500…

SHA256: adf9ca509037dc8…

Tags: vbs

Infos:

Most interesting Screenshot:

Detection

UrsnifUrsnif

Score: 92

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Benign windows process drops PE f

Benign windows process drops PE f

Benign windows process drops PE f

Benign windows process drops PE f

Benign windows process drops PE f

Benign windows process drops PE f

Benign windows process drops PE fBenign windows process drops PE f……

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configurationFound malware configuration

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for droppMulti AV Scanner detection for dropp……

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for submMulti AV Scanner detection for subm……

VBScript performs obfuscated calls 

VBScript performs obfuscated calls 

VBScript performs obfuscated calls 

VBScript performs obfuscated calls 

VBScript performs obfuscated calls 

VBScript performs obfuscated calls 

VBScript performs obfuscated calls VBScript performs obfuscated calls ……

Yara detected 

Yara detected 

Yara detected 

Yara detected 

Yara detected 

Yara detected 

Yara detected Yara detected Ursnif

Ursnif

Ursnif

Ursnif

Ursnif

Ursnif

UrsnifUrsnif

Deletes itself after installation

Deletes itself after installation

Deletes itself after installation

Deletes itself after installation

Deletes itself after installation

Deletes itself after installation

Deletes itself after installationDeletes itself after installation

Contains capabilities to detect virtua

Contains capabilities to detect virtua

Contains capabilities to detect virtua

Contains capabilities to detect virtua

Contains capabilities to detect virtua

Contains capabilities to detect virtua

Contains capabilities to detect virtuaContains capabilities to detect virtua……

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native fContains functionality to call native f……

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a dContains functionality to check if a d……

Contains functionality to query CPU 

Contains functionality to query CPU 

Contains functionality to query CPU 

Contains functionality to query CPU 

Contains functionality to query CPU 

Contains functionality to query CPU 

Contains functionality to query CPU Contains functionality to query CPU ……

Contains functionality to query locale

Contains functionality to query locale

Contains functionality to query locale

Contains functionality to query locale

Contains functionality to query locale

Contains functionality to query locale

Contains functionality to query localeContains functionality to query locale……

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEBContains functionality to read the PEB

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended moCreates a process in suspended mo……

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto functionDetected potential crypto function

Dropped file seen in connection with

Dropped file seen in connection with

Dropped file seen in connection with

Dropped file seen in connection with

Dropped file seen in connection with

Dropped file seen in connection with

Dropped file seen in connection withDropped file seen in connection with……

Drops PE files

Drops PE files

Drops PE files

Drops PE files

Drops PE files

Drops PE files

Drops PE filesDrops PE files

Drops files with a non-matching file e

Drops files with a non-matching file e

Drops files with a non-matching file e

Drops files with a non-matching file e

Drops files with a non-matching file e

Drops files with a non-matching file e

Drops files with a non-matching file eDrops files with a non-matching file e……

Found WSH timer for Javascript or V

Found WSH timer for Javascript or V

Found WSH timer for Javascript or V

Found WSH timer for Javascript or V

Found WSH timer for Javascript or V

Found WSH timer for Javascript or V

Found WSH timer for Javascript or VFound WSH timer for Javascript or V……

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / aFound potential string decryption / a……

Java / VBScript file with very long s

Java / VBScript file with very long s

Java / VBScript file with very long s

Java / VBScript file with very long s

Java / VBScript file with very long s

Java / VBScript file with very long s

Java / VBScript file with very long sJava / VBScript file with very long s……

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder May sleep (evasive loops) to hinder ……

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valuMonitors certain registry keys / valu……

Queries the installation date of Wind

Queries the installation date of Wind

Queries the installation date of Wind

Queries the installation date of Wind

Queries the installation date of Wind

Queries the installation date of Wind

Queries the installation date of WindQueries the installation date of Wind……

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (namQueries the volume information (nam……

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (Uses code obfuscation techniques (……

Classification

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

wscript.exe (PID: 5540 cmdline: C:\Windows\System32\wscript.exe 'C:\Users\user\Desktop\Attachment_32954.vbs' MD5: 9A68ADD12EB50DDE7586782C3EB9FF9C)

rundll32.exe (PID: 6488 cmdline: 'C:\Windows\System32\rundll32.exe' C:\Users\user\AppData\Local\Temp\Rabin.dmg,DllRegisterServer MD5: 

73C519F050C20580F8A62C849D49215A)
rundll32.exe (PID: 4072 cmdline: 'C:\Windows\System32\rundll32.exe' C:\Users\user\AppData\Local\Temp\Rabin.dmg,DllRegisterServer MD5: 

D7CA562B0DB4F4DD0F03A89A1FDAD63D)
cleanup

[

  {

    "RSA Public Key": 

"Xbs4Yk4n2aUcz4nAfmYBHRwWIvRHnuvNCkzGzFhWDffWAD6kAaz2nCrF+u1fBJy8EZGc5Sx4iFpGkK2Uml3/gsvcGmjbZA/KVSRirY7ISIz8qSDXCl7R7DH3QGwTH7G685n2r1rm1yDtD6HT1if24i3j6DsMpQyEccHcvxhbfoMgObXp

5CGN5OHsQ+ytis2D"

  },

  {

    "c2_domain": [

      "api10.laptok.at/api1",

      "golang.feel500.at/api1",

      "go.in100k.at/api1"

    ],

    "botnet": "2200",

    "server": "730",

    "serpent_key": "hPdaZZCB2qcI31br",

    "sleep_time": "10",

    "SetWaitableTimer_value": "1"

  }

]

Startup

Malware Configuration

Threatname: Ursnif

Yara Overview

Memory Dumps
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Sigma Overview

No Sigma rule has matched

Signature Overview

• AV Detection

• Compliance

• Spreading

• Key, Mouse, Clipboard, Microphone and Screen Capturing

• E-Banking Fraud

• System Summary

• Data Obfuscation

• Persistence and Installation Behavior

• Hooking and other Techniques for Hiding and Protection

• Malware Analysis System Evasion

• Anti Debugging

• HIPS / PFW / Operating System Protection Evasion

• Language, Device and Operating System Detection

• Stealing of Sensitive Information

• Remote Access Functionality

Click to jump to signature section

AV Detection:

Found malware configuration

Multi AV Scanner detection for dropped file

Multi AV Scanner detection for submitted file

Key, Mouse, Clipboard, Microphone and Screen Capturing:

Yara detected Ursnif

E-Banking Fraud:

Yara detected Ursnif

Data Obfuscation:

VBScript performs obfuscated calls to suspicious functions

Hooking and other Techniques for Hiding and Protection:

Source Rule Description Author Strings

00000014.00000003.404725066.0000000000BC0000.00000
040.00000001.sdmp

JoeSecurity_Ursnif_1 Yara detected  
Ursnif

Joe Security

Source Rule Description Author Strings

20.2.rundll32.exe.70250000.4.unpack JoeSecurity_Ursnif_1 Yara detected  
Ursnif

Joe Security

20.3.rundll32.exe.bca25e.0.raw.unpack JoeSecurity_Ursnif_1 Yara detected  
Ursnif

Joe Security

Unpacked PEs

Copyright Joe Security LLC 2021 Page 5 of 15



Yara detected Ursnif

Deletes itself after installation

HIPS / PFW / Operating System Protection Evasion:

Benign windows process drops PE files

Stealing of Sensitive Information:

Yara detected Ursnif

Remote Access Functionality:

Yara detected Ursnif

Mitre Att&ck Matrix

Initial
Access Execution Persistence

Privilege
Escalation Defense Evasion

Credential
Access Discovery

Lateral
Movement Collection Exfiltration

Command
and Control

Network
Effects

Valid
Accounts

Scripting 1 2 1 Path
Interception

Process
Injection 1 2

Masquerading 1 OS
Credential
Dumping

System Time
Discovery 1

Remote
Services

Archive
Collected
Data 1

Exfiltration
Over Other
Network
Medium

Encrypted
Channel 1

Eavesdrop on
Insecure
Network
Communication

Default
Accounts

Exploitation for
Client
Execution 1

Boot or
Logon
Initialization
Scripts

Boot or Logon
Initialization
Scripts

Virtualization/Sandbox
Evasion 2

LSASS
Memory

Query Registry 1 Remote
Desktop
Protocol

Data from
Removable
Media

Exfiltration
Over
Bluetooth

Junk Data Exploit SS7 to
Redirect Phone
Calls/SMS

Domain
Accounts

At (Linux) Logon Script
(Windows)

Logon Script
(Windows)

Process
Injection 1 2

Security
Account
Manager

Security Software
Discovery 1 2

SMB/Windows
Admin Shares

Data from
Network
Shared
Drive

Automated
Exfiltration

Steganography Exploit SS7 to
Track Device
Location

Local
Accounts

At (Windows) Logon Script
(Mac)

Logon Script
(Mac)

Deobfuscate/Decode
Files or Information 1

NTDS Virtualization/Sandbox
Evasion 2

Distributed
Component
Object Model

Input
Capture

Scheduled
Transfer

Protocol
Impersonation

SIM Card
Swap

Cloud
Accounts

Cron Network
Logon Script

Network
Logon Script

Scripting 1 2 1 LSA
Secrets

Process Discovery 2 SSH Keylogging Data
Transfer
Size Limits

Fallback
Channels

Manipulate
Device
Communication

Replication
Through
Removable
Media

Launchd Rc.common Rc.common Obfuscated Files or
Information 3

Cached
Domain
Credentials

Account Discovery 1 VNC GUI Input
Capture

Exfiltration
Over C2
Channel

Multiband
Communication

Jamming or
Denial of
Service

External
Remote
Services

Scheduled Task Startup
Items

Startup Items Rundll32 1 DCSync System Owner/User
Discovery 1

Windows
Remote
Management

Web Portal
Capture

Exfiltration
Over
Alternative
Protocol

Commonly
Used Port

Rogue Wi-Fi
Access Points

Drive-by
Compromise

Command and
Scripting
Interpreter

Scheduled
Task/Job

Scheduled
Task/Job

Software Packing 1 Proc
Filesystem

File and Directory
Discovery 3

Shared
Webroot

Credential
API
Hooking

Exfiltration
Over
Symmetric
Encrypted
Non-C2
Protocol

Application
Layer Protocol

Downgrade to
Insecure
Protocols

Exploit
Public-
Facing
Application

PowerShell At (Linux) At (Linux) File Deletion 1 /etc/passwd
and
/etc/shadow

System Information
Discovery 4 5

Software
Deployment
Tools

Data
Staged

Exfiltration
Over
Asymmetric
Encrypted
Non-C2
Protocol

Web Protocols Rogue Cellular
Base Station

Behavior Graph
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Behavior Graph

ID: 384531

Sample: Attachment_32954.vbs

Startdate: 09/04/2021

Architecture: WINDOWS

Score: 92

Found malware configuration Multi AV Scanner detection
for dropped file

Multi AV Scanner detection
for submitted file Yara detected  Ursnif

wscript.exe

2 10

        started       

C:\Users\user\AppData\Local\Temp\Rabin.dmg, PE32

dropped

C:\Users\user\AppData\Local\Temp\assai.zip, Zip

dropped

Benign windows process
drops PE files

VBScript performs obfuscated
calls to suspicious

functions

Deletes itself after
installation

rundll32.exe

        started       

rundll32.exe

        started       

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Screenshots
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Source Detection Scanner Label Link

Attachment_32954.vbs 37% Virustotal Browse

Attachment_32954.vbs 17% Metadefender Browse

Attachment_32954.vbs 31% ReversingLabs Script-
WScript.Trojan.Banker

Source Detection Scanner Label Link

C:\Users\user\AppData\Local\Temp\Rabin.dmg 51% Virustotal Browse

C:\Users\user\AppData\Local\Temp\Rabin.dmg 25% Metadefender Browse

C:\Users\user\AppData\Local\Temp\Rabin.dmg 72% ReversingLabs Win32.Trojan.Tnega

Source Detection Scanner Label Link Download

20.2.rundll32.exe.dc0000.2.unpack 100% Avira HEUR/AGEN.1108168 Download File

No Antivirus matches

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files

Domains

Copyright Joe Security LLC 2021 Page 8 of 15

https://www.virustotal.com/gui/file/adf9ca509037dc8ae4090fa9fa92c8eee621a9860a00da566b25643aa8689799/detection/f-adf9ca509037dc8ae4090fa9fa92c8eee621a9860a00da566b25643aa8689799-1616071130
https://www.metadefender.com/#!/results/file/bzIxMDMxOWM0X29LTXhsTm05T09LZEkyTnc/regular/analysis
https://www.virustotal.com/gui/file/94eb81bc58adb976f21344d3eb273c9eb833afbcadd121eb2ad38f1ef07a1f85/detection/f-94eb81bc58adb976f21344d3eb273c9eb833afbcadd121eb2ad38f1ef07a1f85-1616141172
https://www.metadefender.com/#!/results/file/bzIxMDMyMDJjUkZ2a0UzY2lGZ3ZZOEpIdFE/regular/analysis


General Information

Joe Sandbox Version: 31.0.0 Emerald

Analysis ID: 384531

Start date: 09.04.2021

Start time: 11:43:12

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 5m 55s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: Attachment_32954.vbs

Cookbook file name: default.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 
Update 211

Number of analysed new started processes analysed: 26

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal92.troj.evad.winVBS@5/8@0/0

EGA Information: Failed

HDC Information: Successful, ratio: 13.2% (good quality ratio 12.6%)
Quality average: 79.3%
Quality standard deviation: 28.1%

HCA Information: Successful, ratio: 58%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Adjust boot time
Enable AMSI
Found application associated with file extension: 
.vbs

No Antivirus matches

No contacted domains info

No contacted IP infos

URLs

Domains and IPs

Contacted Domains

Contacted IPs

Copyright Joe Security LLC 2021 Page 9 of 15



Warnings:
Exclude process from analysis (whitelisted): 
taskhostw.exe, MpCmdRun.exe, audiodg.exe, 
BackgroundTransferHost.exe, 
backgroundTaskHost.exe, SgrmBroker.exe, 
conhost.exe, svchost.exe
Report size getting too big, too many 
NtAllocateVirtualMemory calls found.
Report size getting too big, too many 
NtEnumerateKey calls found.
Report size getting too big, too many 
NtOpenKeyEx calls found.
Report size getting too big, too many 
NtProtectVirtualMemory calls found.
Report size getting too big, too many 
NtQueryValueKey calls found.

Time Type Description

11:45:04 API Interceptor 1x Sleep call for process: wscript.exe modified

No context

No context

No context

No context

Match Associated Sample Name / URL SHA 256 Detection Link Context

C:\Users\user\AppData\Local\Temp\Rabi
n.dmg

documentation_07531.vbs Get hash malicious Browse

documentation_27396.vbs Get hash malicious Browse

info_70397.vbs Get hash malicious Browse

C:\Users\user\AppData\Local\Temp\Brewster.m4
Process: C:\Windows\System32\wscript.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 31

Entropy (8bit): 4.3893648586343925

Encrypted: false

SSDEEP: 3:jRU/8UElCKe:iEUK8

MD5: 7D9E8C8A31E5DB74A019F387558C2FD7

Show All

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs

Domains

ASN

JA3 Fingerprints

Dropped Files

Created / dropped Files

Copyright Joe Security LLC 2021 Page 10 of 15

https://view.joesandbox.com/analysis/280473/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/280473/html/none?idtype=webid
https://view.joesandbox.com/analysis/278342/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/278342/html/none?idtype=webid
https://view.joesandbox.com/analysis/278021/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/278021/html/none?idtype=webid


SHA1: 9F8F21F043CB5CC1B5002F82A3CCD1083074B037

SHA-256: BF886F8F2A23CF7B8A25DF52438692C14D022409F1D930286ABA34528D64A608

SHA-512: A076D94E35DD074175A4F48591F7019AE2D71A0A38D56D26A4534758ECECE7E0737F7150950C32DC9B41748CCA31586559FEAA92C3948B9FD45B6C093AC44E33

Malicious: false

Reputation: low

Preview:
IgVZEJelgrVSfRAmJyAqahtJlgbdyun

C:\Users\user\AppData\Local\Temp\Brewster.m4

C:\Users\user\AppData\Local\Temp\Rabin.dmg

Process: C:\Windows\System32\wscript.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 463360

Entropy (8bit): 6.845616079385091

Encrypted: false

SSDEEP: 12288:OycGIk5DHw+cppnabV/1XsiXhIbK7boMXBiu7ivtv6g:OycGIPObV/18iVboQWv6

MD5: B1FC7DC75445A016588402757FDD6FF6

SHA1: 12AA8A932E6711BECA796F67E717523D6794DE9E

SHA-256: 94EB81BC58ADB976F21344D3EB273C9EB833AFBCADD121EB2AD38F1EF07A1F85

SHA-512: 5EA1A7E0D938ED772AB59C486CA6D018814082E50BD000AAFAFD43929983244875792C958A4BDA8B12EDEA1888392C98C33BB26D2D3AFB1A037E1074B6ED967
5

Malicious: true

Antivirus: Antivirus: Virustotal, Detection: 51%, Browse
Antivirus: Metadefender, Detection: 25%, Browse
Antivirus: ReversingLabs, Detection: 72%

Joe Sandbox 
View:

Filename: documentation_07531.vbs, Detection: malicious, Browse
Filename: documentation_27396.vbs, Detection: malicious, Browse
Filename: info_70397.vbs, Detection: malicious, Browse

Reputation: low

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......PE..L....T@`...........!.................?..................................................
..@.............................\...L...P...............................@...4...T...............................@...............h............................text...L........................... ..`.rdata..j%.......&..................@..@.dat
a...p...........................@....rsrc...............................@..@.reloc..@...........................@..B......................................................................................................................................
..............................................................................................................................................................................................................................................................................
....................

C:\Users\user\AppData\Local\Temp\adobe.url
Process: C:\Windows\System32\wscript.exe

File Type: MS Windows 95 Internet shortcut text (URL=<https://adobe.com/>), ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 108

Entropy (8bit): 4.699454908123665

Encrypted: false

SSDEEP: 3:J25YdimVVG/VClAWPUyxAbABGQEZapfpgtovn:J254vVG/4xPpuFJQxHvn

MD5: 99D9EE4F5137B94435D9BF49726E3D7B

SHA1: 4AE65CB58C311B5D5D963334F1C30B0BD84AFC03

SHA-256: F5BC6CF90B739E9C70B6EA13F5445B270D8F5906E199270E22A2F685D989211E

SHA-512: 7B8A65FE6574A80E26E4D7767610596FEEA1B5225C3E8C7E105C6AC83F5312399EDB4E3798C3AF4151BCA8EF84E3D07D1ED1C5440C8B66B2B8041408F0F2E4F0

Malicious: false

Reputation: moderate, very likely benign file

Preview:
[{000214A0-0000-0000-C000-000000000046}]..Prop3=19,11..[InternetShortcut]..IDList=..URL=https://adobe.com/..

C:\Users\user\AppData\Local\Temp\alleyway.xlsx
Process: C:\Windows\System32\wscript.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 80

Entropy (8bit): 5.163574463632383

Encrypted: false

SSDEEP: 3:3s9Lk3Z0yVQKd7OD9BBYh5u0y2WTH:3cLk3Z0slGcy2U

MD5: 77EC729601A3992F484FACC6097DEE11

SHA1: 417311EE6DC848D66E47B8E68B8F9C532AC5C79F

SHA-256: E0E14AAFC65AF3F390D75AFF8C88FBDF7A0BF133E9F12D17E5711F4045A5C9D5

SHA-512: F021B44ED6762993538BE2EBA289D5774CBF9CB169459CD09064898D86005C14C69A06AAD5D21CEDC81DAA779154EB912E8EB82B9245763E5F5E2C05C8653650

Malicious: false

Reputation: low
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https://www.virustotal.com/gui/file/94eb81bc58adb976f21344d3eb273c9eb833afbcadd121eb2ad38f1ef07a1f85/detection/f-94eb81bc58adb976f21344d3eb273c9eb833afbcadd121eb2ad38f1ef07a1f85-1616141172
https://www.metadefender.com/#!/results/file/bzIxMDMyMDJjUkZ2a0UzY2lGZ3ZZOEpIdFE/regular/analysis
https://view.joesandbox.com/analysis/280473/html/none
https://view.joesandbox.com/analysis/278342/html/none
https://view.joesandbox.com/analysis/278021/html/none


Preview:
FAAkBTAIhXOUAMoireRLaHxWbPUlZalWstcYxWZvVPERfYbaTQdffXmYZltOOiDpvxWUqvHGWgEostPb

C:\Users\user\AppData\Local\Temp\alleyway.xlsx

C:\Users\user\AppData\Local\Temp\assai.zip

Process: C:\Windows\System32\wscript.exe

File Type: Zip archive data, at least v2.0 to extract

Category: dropped

Size (bytes): 320012

Entropy (8bit): 7.998324397637329

Encrypted: true

SSDEEP: 6144:DjW4WXZnaeeoYkxXTNShIvZwxpMbL0dUgkiZRQ1gmW5bhCvKZSag:waebhNGew0AdcuRQpubgSZq

MD5: 2E2BF9A0EB9139B28F959A6F17BD939B

SHA1: BBF80A40979FF77ADB4B73DECEF9330B739BB90F

SHA-256: 8D621174B93D66DF438F8D377D2147CF578F16949E12F1E10BA34A77385D5A7E

SHA-512: AE1F1A6084196CE0D7DA9776E8A10131BE63B7607E06EFCBD463E0D943622933BD57A74588155AB35202B1D2814C6D737D4D19EC0A8CF287BCE16A5CAEF943F
9

Malicious: true

Reputation: low

Preview:
PK..........oR...0............Rabin.dmg..TSM..|........RD.........".@ .B .!....]....RTzS....w}.P.Qib..{..)..>..............3...3.....M... ..O(D.r........*Z.*.y......-3..)LmFB\tBx.vD8....&....tm.]..g.v
l\$i........3.xJ. ....b.......*S.j..y".>.......-..U...D.YQ..'rK.%...1..Z.....>z:e.....%........!.H...D...d.....k..?...I.....g..X..*..!H....h#.a~Bd8+.A..%0...z.?......!.......l@....\...fB.._...m.._...O 
....v..d*....r..3......+.S....P....u...nt..X...7..-#....@R`e+.d^..7.........j..y..XYP...3.}.cF....I.{..Jd_Uu.....E..,..._!.,E......A.9H7I`..@.......2....P.A...j...##1Z,.S)OIGp_(../w.J.*...>...E6(2M..
$..._\....<9..$.....w....A.|O.2_"....9 dM....n..g+...q$.p.>O..[....2...-...>.S.W.....M..B......F.....?X...v......!:r...Nm<..P}.*.3..wW.....WY.x.-Ab.P.......jBu6ZN.EV.";......`.7P....k...D3/k
..cA......*..~.?..E.......w...}.e...M..n.G...:..&.M8...<?.F.#.u..2..B.C9...xb..T.....BD.......,....gN..._..b.{.._...'....>....E......>Kg..*.2.)..g\.H.7.../...3.*...[._

C:\Users\user\AppData\Local\Temp\hoydenish.org
Process: C:\Windows\System32\wscript.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 52

Entropy (8bit): 4.8637132757501895

Encrypted: false

SSDEEP: 3:vtWa/9HxtBzIZiK5joL1Mn:4a/9HaZimoZM

MD5: 178F2DF82EACC4BFB097B53800DD1375

SHA1: 5111F35F8111DF87B683550680FA04B212BEA51C

SHA-256: 2107126604B4344372E6F55EC1C5236390D69CD244AD4E1D4EDB8897EB3CC80F

SHA-512: 463289625A13052368207D93EC8F022BE92306C90F81CAE3B7410EF8248379AB3174728C6B74B2B8ADC546FACD869179AF380F55A75C340AC4E93AB3E542EC03

Malicious: false

Reputation: low

Preview:
CSESLsOohjfXcRaNVoRPbbBTVdxxLlXEhmACpoKBizFzenfLTOLT

C:\Users\user\AppData\Local\Temp\lowboy.less
Process: C:\Windows\System32\wscript.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 85

Entropy (8bit): 5.209234836510117

Encrypted: false

SSDEEP: 3:3ccqAlDsLLHwwgvemfXKrhhHEXVn:3zlDsLLH/nHgVn

MD5: 1D15F444BCF2648DC0721083FFF8D015

SHA1: 58FEB5CFC3AF7DC5BAA8E59737E7FF06953AE6F2

SHA-256: D5E8F55D13488EC247B6AA3DF73F58FDEB8B7B088ED880C1C4731DB360F76C29

SHA-512: F1BA33F7F86692DAA5CAC7D012ACBB93FF8DFE581C42966D5BCACC94CADE98B82822476FC83AEE1AFF4FDCB93040CDBE55DC5987A4A2812EE6EEB521B7BB
27E1

Malicious: false

Preview:
xxRVgMoqKLNVcBafHUHjptDNknCInDxSEsRqLjuRcKmKaopdGWZzmuqNAboAxpobTjFJlipLqDnVvOPbcGxbp

C:\Users\user\AppData\Local\Temp\technic.deb
Process: C:\Windows\System32\wscript.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 32

Entropy (8bit): 4.288909765557392

Encrypted: false

SSDEEP: 3:Y2HsiH2LrKo:YpVT
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Static File Info

General
File type: ASCII text, with very long lines, with CRLF line t

erminators

Entropy (8bit): 4.127338439609775

TrID:

File name: Attachment_32954.vbs

File size: 1444626

MD5: 39eb3427fd329de93a19190d84273710

SHA1: 5d9009503b3500c0b6d35e272dd9160e9d873e46

SHA256: adf9ca509037dc8ae4090fa9fa92c8eee621a9860a00da5
66b25643aa8689799

SHA512: 37f66cd5752fa5693c8132c9bfdc0c4df05c0a8a5fe5cf9a
e686b848e1196b03fbbad52babfe2c10fb2a9ba76487488
83a1727fa0f79ceb0906ec6283a1366ce

SSDEEP: 24576:yc/AM+84+NfRAwmcxvZ1RWB87cZ24PX/Hh/M
EUUG1AXlvU2LDkhq5o8CqE:yc/v+84+NfRAwmcxvZ1
RWB87cZ24PX/u

File Content Preview: REM Etruria intemperate rage Berra gusty Angelo town
sman Howell Muzak whether bespeak ..const prey = 11
..const met = 33..fixate = Array(88,83,prey,capital,expatr
iate,8,8,8,harden,8,169,171,119,90,138,170,247,56,146,
230,capital,8,8,retch,parkway,8,fiesta,8

File Icon

Icon Hash: e8d69ece869a9ec4

No network behavior found

Code Manipulations

Statistics

Behavior

MD5: F06DAE621E9DB556BF77FE26AEE12EE6

SHA1: 6F4F0CF969553AD4F74560B622AD500E62964B75

SHA-256: 191D824852449377B2AF1880BB10BB9E3A2AC22113A1A4BA7CEF068432E3EF76

SHA-512: 4974C197CD4D628D7C87A93C1B9CB88E4D0746C37293E8BE0054198EBE08ED6188EBB040EC549CE22D82E1BC74C03EEB57EC222746B7BBB4A43ECCE7B6CC7
85E

Malicious: false

Preview:
XfkDGDNSNCzbIzkpbUQtSiozaaTEjbKb

C:\Users\user\AppData\Local\Temp\technic.deb

Network Behavior

Copyright Joe Security LLC 2021 Page 13 of 15



• wscript.exe

• rundll32.exe

• rundll32.exe

Click to jump to process

System Behavior

File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Start time: 11:43:59

Start date: 09/04/2021

Path: C:\Windows\System32\wscript.exe

Wow64 process (32bit): false

Commandline: C:\Windows\System32\wscript.exe 'C:\Users\user\Desktop\Attachment_32954.vbs'

Imagebase: 0x7ff7b3850000

File size: 163840 bytes

MD5 hash: 9A68ADD12EB50DDE7586782C3EB9FF9C

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File Path Access Attributes Options Completion Count
Source
Address Symbol

File Path Completion Count
Source
Address Symbol

C:\Users\user\AppData\Local\Temp\assai.zip success or wait 1 7FFB5239721F DeleteFileW

C:\Users\user\Desktop\Attachment_32954.vbs success or wait 1 7FFB5239721F DeleteFileW

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

File Path Offset Length Completion Count
Source
Address Symbol

C:\Users\user\Desktop\Attachment_32954.vbs unknown 128 success or wait 11287 7FFB523817B5 ReadFile

C:\Users\user\Desktop\Attachment_32954.vbs unknown 128 end of file 1 7FFB523817B5 ReadFile

Key Path Name Type Data Completion Count
Source
Address Symbol

Analysis Process: wscript.exe PID: 5540 Parent PID: 3388Analysis Process: wscript.exe PID: 5540 Parent PID: 3388

General

File DeletedFile Deleted

File ReadFile Read
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Disassembly

Code Analysis

File ActivitiesFile Activities

Start time: 11:45:04

Start date: 09/04/2021

Path: C:\Windows\System32\rundll32.exe

Wow64 process (32bit): false

Commandline: 'C:\Windows\System32\rundll32.exe' C:\Users\user\AppData\Local\Temp\Rabin.dmg,Dl
lRegisterServer

Imagebase: 0x7ff6a5f60000

File size: 69632 bytes

MD5 hash: 73C519F050C20580F8A62C849D49215A

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File Path Offset Length Completion Count
Source
Address Symbol

C:\Users\user\AppData\Local\Temp\Rabin.dmg unknown 64 success or wait 1 7FF6A5F62FA7 ReadFile

C:\Users\user\AppData\Local\Temp\Rabin.dmg unknown 264 success or wait 1 7FF6A5F62FEA ReadFile

Start time: 11:45:04

Start date: 09/04/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline: 'C:\Windows\System32\rundll32.exe' C:\Users\user\AppData\Local\Temp\Rabin.dmg,Dl
lRegisterServer

Imagebase: 0xfc0000

File size: 61952 bytes

MD5 hash: D7CA562B0DB4F4DD0F03A89A1FDAD63D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_Ursnif_1, Description: Yara detected  Ursnif, Source: 
00000014.00000003.404725066.0000000000BC0000.00000040.00000001.sdmp, Author: 
Joe Security

Reputation: high

Analysis Process: rundll32.exe PID: 6488 Parent PID: 5540Analysis Process: rundll32.exe PID: 6488 Parent PID: 5540

General

File ReadFile Read

Analysis Process: rundll32.exe PID: 4072 Parent PID: 6488Analysis Process: rundll32.exe PID: 4072 Parent PID: 6488

General
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