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Analysis Report #Ud83d#Udcde.htm

Overview

General Information

Detection

[ MALICIOUS ]

Sample
Name:

#Ud83d#Udcde.htm

Analysis ID: 550

MD5: 5d44cee8d28ceb..
SHAL: b53e4a9f2azefe9..
SHA256: c77e9dbffd377fe...
Infos: o S

Most interesting Screenshot:

HTMLPhish
Score: 48
Range: 0-100
Whitelisted: false

EEc<owec_ rsrccooecsaemm e 0

Startup

System is macvm-highsierra
xpcproxy New Fork (PID: 573, Parent: 1)

m o e m

cleanup

Yara Overview

Initial Sample

Source Rule

#Ud83d#Udcde.htm

Signature Overview

@ Click to jump to signature section

Copyright Joe Security LLC 2021

JoeSecurity_HtmlIPhish_35 Yara detected

Signatures

Yara detected HtmIPhish35

@pensithe Safarilbrowserapp

Classification

Safari (MD5: 8e18be737fe87f19fe7a97b4821e2005) Arguments: /Applications/Safari.app/Contents/MacOS/Safari

Description Author Strings
Joe Security
HtmlIPhish_35
@ Phishing

® Compliance

@ Networking

@ System Summary

@ Persistence and Installation Behavior

@ Language, Device and Operating System Detection
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Phishing:

Mitre Att&ck Matrix

Initial Privilege Defense
Access Execution Persistence  Escalation Evasion
Valid Windows Plist Plist Direct
Accounts Management Modification Modification Volume
Instrumentation Access
Default  Scheduled Boot or Logon Boot or Logon Rootkit

Accounts Task/Job Initialization Initialization
Scripts Scripts

Domain At (Linux) Logon Script  Logon Script

Accounts (Windows) (Windows)

Behavior Graph

mamodmiappscn.firebaseapp.com (.

151.101

Screenshots

Thumbnails
Copyright Joe Security LLC 2021

Obfuscated
Files or

Information Manager

.1.195, 443, 49257
FASTLYUS
United States

Credential Lateral
Access Discovery Movement Collection Exfiltration
oS System Remote Data from  Exfiltration
Credential Information  Services Local Over Other
Dumping Discovery System Network
Medium
LSASS Application  Remote Data from  Exfiltration
Memory  Window Desktop Removable Over
Discovery Protocol Media Bluetooth
Security Query SMB/Windows Data from Automated
Account Registry Admin Shares Network Exfiltration
Shared
Drive
Behavior Graph

ID:

Sample:

Startdate:

Architecture:

Score:

unpkg.com C‘
104.16.124.175, 443, 49258
CLOUDFLARENETUS

United States

550
#Ud83d#Udcde.htm
09/04/2021

MAC

48

6 other IPs or domains

Yara detected HtmIPhish35

) Shell
Is malicious

Internet

XPCpProxy

Safari

Command Remote
and Network Service
Control Effects Effects Impac¢
Encrypted Eavesdrop on Remotely Modif
Channel Insecure Track Device Syste
Network Without Partiti
Communication Authorization
Non- Exploit SS7 to  Remotely Devic
Application Redirect Phone Wipe Data  Lockc
Layer Calls/SMS Without
Protocol Authorization
Application Exploit SS7to  Obtain Delete
Layer Track Device  Device Devic
Protocol @4 Location Cloud Data
Backups
Legend:
Process
Signature
Created File
DNS/IP Info
Is Dropped

Number of created Files

started

=
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This section contains all screenshots as thumbnails, including those not shown in the slideshow.

@ sSafari File Edit View History Bookmarks Window Help Lo &~ Fri19:21

00 @ [ file://fUsers/berri/Desktop/%23Ud83d%23Udede. htm?bbre

LOZORBCE ! seLOOORN
O

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link

#Ud83d#Udcde.htm 3% Virustotal Browse

Dropped Files

No Antivirus matches

Domains

Source Detection Scanner Label Link
mamodmiappscn.firebaseapp.com 0% Virustotal Browse
gateway.fe.apple-dns.net 0% Virustotal Browse
sslcnd.aioecoin.org 0% Virustotal Browse
URLs

No Antivirus matches
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https://www.virustotal.com/gui/file/c77e9dbffd377fe486c902715fd1d5587c2c7ef58cfb2839284d109a72a6a645/detection/f-c77e9dbffd377fe486c902715fd1d5587c2c7ef58cfb2839284d109a72a6a645-1617980591
https://www.virustotal.com/gui/url/fcbc25e26da2e84f0458ca107b848c1b59609510f4dfabc83adf2d01ab20b22a/detection/u-fcbc25e26da2e84f0458ca107b848c1b59609510f4dfabc83adf2d01ab20b22a-1617749965
https://www.virustotal.com/gui/url/528324022748e412414b0d0c131b4b80bcf8151e29f62f44684e8ea88df376bc/detection/u-528324022748e412414b0d0c131b4b80bcf8151e29f62f44684e8ea88df376bc-1617904675
https://www.virustotal.com/gui/url/43aaaab05796551455ea499c758f945c3f98afbc4dd9640ce3fb00433aa8ab1c/detection/u-43aaaab05796551455ea499c758f945c3f98afbc4dd9640ce3fb00433aa8ab1c-1617959803

Domains and IPs

Contacted Domains

Name

mamodmiappscn.firebaseapp.com

gateway.fe.apple-dns.net
cdnjs.cloudflare.com
unpkg.com

sslcnd.aioecoin.org

Contacted IPs

] No. of IPs < 25%

B 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%

Bl 75% < No. of IPs

Public

IP
17.171.27.65
17.253.109.201
17.248.145.229
172.67.176.224
151.101.1.195

2.20.214.243
104.16.124.175
104.16.18.94

Domain
unknown

unknown

IP
151.101.1.195
17.248.145.229
104.16.18.94
104.16.124.175
172.67.176.224

Country
United States
United States

gateway.fe.apple-dns.net  United States

sslcnd.aioecoin.org

United States

mamodmiappscn.firebasea United States

pp.com
unknown
unpkg.com

cdnjs.cloudflare.com

General Information

Joe Sandbox Version:
Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Copyright Joe Security LLC 2021

European Union
United States
United States

Active
true
true
true
true

true

Flag

S
S
S
S
S

[

Malicious

false
false
false
false

false

Antivirus Detection
e 0%, Virustotal, Browse

e 0%, Virustotal, Browse

e 0%, Virustotal, Browse

ASN
714
6185
714
13335
54113

16625
13335
13335

ASN Name

Reputation
unknown
unknown
high

high

unknown

Malicious

APPLE-ENGINEERINGUS  false

APPLE-AUSTINUS

false

APPLE-ENGINEERINGUS  false

CLOUDFLARENETUS
FASTLYUS

AKAMAI-ASUS
CLOUDFLARENETUS
CLOUDFLARENETUS

31.0.0 Emerald

550
09.04.2021
17:18:38

CloudBasic

false

false

false
false

false
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https://www.virustotal.com/gui/url/fcbc25e26da2e84f0458ca107b848c1b59609510f4dfabc83adf2d01ab20b22a/detection/u-fcbc25e26da2e84f0458ca107b848c1b59609510f4dfabc83adf2d01ab20b22a-1617749965
https://www.virustotal.com/gui/url/528324022748e412414b0d0c131b4b80bcf8151e29f62f44684e8ea88df376bc/detection/u-528324022748e412414b0d0c131b4b80bcf8151e29f62f44684e8ea88df376bc-1617904675
https://www.virustotal.com/gui/url/43aaaab05796551455ea499c758f945c3f98afbc4dd9640ce3fb00433aa8ab1c/detection/u-43aaaab05796551455ea499c758f945c3f98afbc4dd9640ce3fb00433aa8ab1c-1617959803

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Sample file name:

Cookbook file name:

Analysis system description:

Analysis Mode:
Detection:
Classification:

Warnings:

Joe Sandbox View | Context

IPs

Match
2.20.214.243

104.16.124.175

172.67.176.224
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SHA 256
Get hash
Get hash

=

E% E 2
=1 [R5 1]
d | o 1]
=3

2

@

o

[

&

3

=2

©

2

o

3

©

(=

x

r

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

E

Get hash

Ei

Get hash

E

Get hash
Get hash
Get hash

Get hash
Get hash
Get hash

Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Oh 6m 52s

false

light

#Ud83d#Udcde.htm

defaultmacfilecookbook.jbs

Virtual Machine, High Sierra (Office 2016 v16.16, Java
11.0.2+9, Adobe Reader 2019.010.20099)

default
MAL

mal48.phis.macHTM@0/6 @4/0

Show All

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious

malicious

malicious
malicious

malicious

malicious
malicious

malicious

malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse

Browse

Browse
Browse

Browse

Browse
Browse

Browse

Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Context
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https://view.joesandbox.com/analysis/292563/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292563/html/none?idtype=webid
https://view.joesandbox.com/analysis/127244/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/127244/html/none?idtype=webid
https://view.joesandbox.com/analysis/270493/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/270493/html/none?idtype=webid
https://view.joesandbox.com/analysis/268940/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/268940/html/none?idtype=webid
https://view.joesandbox.com/analysis/257190/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257190/html/none?idtype=webid
https://view.joesandbox.com/analysis/256520/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256520/html/none?idtype=webid
https://view.joesandbox.com/analysis/252217/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252217/html/none?idtype=webid
https://view.joesandbox.com/analysis/248432/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/248432/html/none?idtype=webid
https://view.joesandbox.com/analysis/247102/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247102/html/none?idtype=webid
https://view.joesandbox.com/analysis/244665/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/244665/html/none?idtype=webid
https://view.joesandbox.com/analysis/239651/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239651/html/none?idtype=webid
https://view.joesandbox.com/analysis/237286/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/237286/html/none?idtype=webid
https://view.joesandbox.com/analysis/236426/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/236426/html/none?idtype=webid
https://view.joesandbox.com/analysis/228292/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/228292/html/none?idtype=webid
https://view.joesandbox.com/analysis/217647/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/217647/html/none?idtype=webid
https://view.joesandbox.com/analysis/217171/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/217171/html/none?idtype=webid
https://view.joesandbox.com/analysis/215815/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/215815/html/none?idtype=webid
https://view.joesandbox.com/analysis/214992/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/214992/html/none?idtype=webid
https://view.joesandbox.com/analysis/212879/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/212879/html/none?idtype=webid
https://view.joesandbox.com/analysis/210354/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/210354/html/none?idtype=webid
https://view.joesandbox.com/analysis/208600/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/208600/html/none?idtype=webid
https://view.joesandbox.com/analysis/205671/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/205671/html/none?idtype=webid
https://view.joesandbox.com/analysis/292351/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292351/html/none?idtype=webid
https://view.joesandbox.com/analysis/292344/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292344/html/none?idtype=webid
https://view.joesandbox.com/analysis/288262/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288262/html/none?idtype=webid
https://view.joesandbox.com/analysis/282903/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/282903/html/none?idtype=webid
https://view.joesandbox.com/analysis/281111/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/281111/html/none?idtype=webid
https://view.joesandbox.com/analysis/280164/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/280164/html/none?idtype=webid
https://view.joesandbox.com/analysis/279887/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/279887/html/none?idtype=webid
https://view.joesandbox.com/analysis/278787/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/278787/html/none?idtype=webid

Match
151.101.1.195
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Associated Sample Name / URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

www.covid
tracksb.co
m/goei/?jB
Zx=D8b4q&k
fOdRJI=xBMI
nsAuN+E1d]
dIl4AZwIkS
2iJ2Ju/nNd
jKdY9alZe6
witX711Crmx
bEw2e35jcd
m3/W

www.devfe
stindia.co
m/cu6o/?uN
6x=W+WuFBr
In1qCfAXJ5
xKULfOGff8
dAb86Jvk64
PITVVMLGgh
T4HhQIij0cO
Z210nt+U/1
d&VtxOE=FD
HHERIXjn8PMDI

www.towat
chapp.com/
ocql/?lhud
J=s9fWYY+G
RE/zu2qn9k
ClOm/+x20w
NzaZEIH9Pr
G8sfLhi2QQ
UUQU3XVRAA
gtMskCm9iv
&1bm=3fhdL
bnpevPXqD

www.fsjdc
.com/x2ee/?
iBZLH8e=/
LfDIPUOWZn
yidNro0j70
T8JUoHePLB
2D+vct3YQB
9mB3g5S0iE
8mJIFwWRKJZf
lgbRhoGi7R
zLw==& RA8
9r=ZL3D3PvXurq

dropb-cfe
b2.web.app
Iwhite.exe

dropb-cfe
b2.web.app
Iwhite.exe

WWW.cvsca
repasscard
.com/gwg/

www.fired
oom.com/sbmh/?
EjRhOd
=C5hy1K50A
HBPrT8N397
N//2qVHN6Y
wjigpXcmewW
EXRbnBwwwM
soNEjPCOjf
DrGfyrTiG&
Bn=8pt0_Nex

www.fired
oom.com/sbmh/?
Yn=ybl
HmIdXUn88U
r&jfIT64=C
5hy1K50AHB
PrT8N397N/
/2qVHN6Ywj
igpXcmeWEX
RbnBwwwMso
NEjPCOg/57
X/Kx0DB
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https://view.joesandbox.com/analysis/291545/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291545/html/none?idtype=webid
https://view.joesandbox.com/analysis/269191/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/269191/html/none?idtype=webid
https://view.joesandbox.com/analysis/264188/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264188/html/none?idtype=webid
https://view.joesandbox.com/analysis/254374/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254374/html/none?idtype=webid
https://view.joesandbox.com/analysis/246023/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/246023/html/none?idtype=webid
https://view.joesandbox.com/analysis/246019/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/246019/html/none?idtype=webid
https://view.joesandbox.com/analysis/245541/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/245541/html/none?idtype=webid
https://view.joesandbox.com/analysis/244316/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/244316/html/none?idtype=webid
https://view.joesandbox.com/analysis/240420/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240420/html/none?idtype=webid

Match

Copyright Joe Security LLC 2021

Associated Sample Name / URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

hitp/;

Get hash

Get hash

Get hash

Get hash

Ié

Get hash
Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

www.fired
oom.com/sbmh/?
0Tx43p
=zbDHWIRpX
FN&DV8X=C5
hy1K50AHBP
rT8N397N//
2qVHN6Ywiji
gpXcmeWEXR
bnBwwwMsoN
EjPCOjfDIG
fyrTiG
www.errat
icer.com/bw82/?
J2Jxb
NH=6VRuuED
vqC5+aa5DV
mVINCXZAyo
yPzPxPo5XF
du9xcvmHzB
mwHK9JJEOE
4eNhISLE1w
3&BXEpz=22
Jd8XTPeT

www.errat
icer.com/bw82/?
ET8T=
6VRuuEDvqC
5+aa5DVmVI
NCXZAyoyPz
PxPo5XFdu9
xcvmHzBmwH
K9JJEOE4eN
hISLEIw3&U
RiP=qFQxpr
Rp5PPPOfyp

www.errat
icer.com/bw82/?
8p=6v
RuuEDvqC5+
aa5DVmVINC
XZAyoyPzPx
Po5XFdu9xc
vmHzBmwHK9
JIEOE7ykil
uzNWFhOm7G
jw==&Bh=H0
GxrDp

www.errat
icer.com/bw82/?
Ezrtr
2gh=6vRuuE
DvqC5+aa5D
VmVINCXZAy
oyPzPxPo5X
Fdu9xcvmHz
BmwHK9JJEO
E7ykiluzNW
FhOm7Gjw==
&QL3=0jgPsv

roundcube
mailagentu
pdate.web.app/

auto78438
7873287587
92947.web.app/

salary-bo
nus.web.app/

www.letsd
indin.com/mnf3/?
9rTpeFt0=G6fRy
fWpfdem3a5
PxYoprh6KP
SSsHaeEr4x
3W3Pvzp31V
Brhmksxwal
IWF2fZ05Ey
JsOCg==&rj
9L_=qgpnTHjlx
coronavirus.app/

mime-iz10
.web.app/
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https://view.joesandbox.com/analysis/239764/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239764/html/none?idtype=webid
https://view.joesandbox.com/analysis/231239/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/231239/html/none?idtype=webid
https://view.joesandbox.com/analysis/230503/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/230503/html/none?idtype=webid
https://view.joesandbox.com/analysis/229789/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/229789/html/none?idtype=webid
https://view.joesandbox.com/analysis/229777/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/229777/html/none?idtype=webid
https://view.joesandbox.com/analysis/226405/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/226405/html/none?idtype=webid
https://view.joesandbox.com/analysis/223123/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/223123/html/none?idtype=webid
https://view.joesandbox.com/analysis/213922/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/213922/html/none?idtype=webid
https://view.joesandbox.com/analysis/166788/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/166788/html/none?idtype=webid
https://view.joesandbox.com/analysis/163984/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/163984/html/none?idtype=webid
https://view.joesandbox.com/analysis/92372/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/92372/html/none?idtype=webid

Domains

Match

cdnjs.cloudflare.com

mamodmiappscn.firebaseapp.com

unpkg.com

ASN

Match
FASTLYUS
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SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
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Browse
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Browse
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Browse
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Context

104.16.18.94
104.16.18.94
104.16.18.94
104.16.18.94
104.16.19.94
104.16.19.94
104.16.19.94
104.16.18.94
104.16.18.94
104.16.18.94
104.16.19.94
104.16.18.94
104.16.18.94

104.16.18.94
104.16.19.94
104.16.18.94
104.16.19.94
104.16.19.94
104.16.19.94
104.16.19.94
151.101.65.195
151.101.1.195
104.16.123.175
104.16.123.175
104.16.126.175
104.16.126.175
104.16.123.175
104.16.123.175
104.16.122.175
104.16.123.175
104.16.126.175
104.16.122.175
104.16.124.175
104.16.123.175
104.16.124.175
104.16.125.175
104.16.123.175
104.16.126.175
104.16.123.175
104.16.122.175
104.16.123.175
104.16.125.175

=

Context

151.101.1.44

151.101.11
4.132

151.101.1.195
151.101.65.195
151.101.12.193
151.101.1.192
151.101.2.217
151.101.14.109
151.101.2.217
151.101.2.217
151.101.2.217
151.101.2.217

185.199.10
8.154
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https://view.joesandbox.com/analysis/292465/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292465/html/none?idtype=webid
https://view.joesandbox.com/analysis/292351/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292351/html/none?idtype=webid
https://view.joesandbox.com/analysis/292204/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292204/html/none?idtype=webid
https://view.joesandbox.com/analysis/292186/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292186/html/none?idtype=webid
https://view.joesandbox.com/analysis/292183/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292183/html/none?idtype=webid
https://view.joesandbox.com/analysis/292181/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292181/html/none?idtype=webid
https://view.joesandbox.com/analysis/292179/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292179/html/none?idtype=webid
https://view.joesandbox.com/analysis/291974/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291974/html/none?idtype=webid
https://view.joesandbox.com/analysis/291688/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291688/html/none?idtype=webid
https://view.joesandbox.com/analysis/291270/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291270/html/none?idtype=webid
https://view.joesandbox.com/analysis/291266/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291266/html/none?idtype=webid
https://view.joesandbox.com/analysis/290000/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/290000/html/none?idtype=webid
https://view.joesandbox.com/analysis/289070/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/289070/html/none?idtype=webid
https://view.joesandbox.com/analysis/288398/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288398/html/none?idtype=webid
https://view.joesandbox.com/analysis/288387/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288387/html/none?idtype=webid
https://view.joesandbox.com/analysis/288262/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288262/html/none?idtype=webid
https://view.joesandbox.com/analysis/288190/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288190/html/none?idtype=webid
https://view.joesandbox.com/analysis/286844/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/286844/html/none?idtype=webid
https://view.joesandbox.com/analysis/285456/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/285456/html/none?idtype=webid
https://view.joesandbox.com/analysis/285452/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/285452/html/none?idtype=webid
https://view.joesandbox.com/analysis/292344/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292344/html/none?idtype=webid
https://view.joesandbox.com/analysis/288262/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288262/html/none?idtype=webid
https://view.joesandbox.com/analysis/292351/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292351/html/none?idtype=webid
https://view.joesandbox.com/analysis/288262/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288262/html/none?idtype=webid
https://view.joesandbox.com/analysis/284051/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/284051/html/none?idtype=webid
https://view.joesandbox.com/analysis/283889/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/283889/html/none?idtype=webid
https://view.joesandbox.com/analysis/281111/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/281111/html/none?idtype=webid
https://view.joesandbox.com/analysis/280164/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/280164/html/none?idtype=webid
https://view.joesandbox.com/analysis/279887/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/279887/html/none?idtype=webid
https://view.joesandbox.com/analysis/279883/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/279883/html/none?idtype=webid
https://view.joesandbox.com/analysis/278787/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/278787/html/none?idtype=webid
https://view.joesandbox.com/analysis/276468/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/276468/html/none?idtype=webid
https://view.joesandbox.com/analysis/270493/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/270493/html/none?idtype=webid
https://view.joesandbox.com/analysis/270490/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/270490/html/none?idtype=webid
https://view.joesandbox.com/analysis/268940/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/268940/html/none?idtype=webid
https://view.joesandbox.com/analysis/268939/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/268939/html/none?idtype=webid
https://view.joesandbox.com/analysis/264026/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264026/html/none?idtype=webid
https://view.joesandbox.com/analysis/264006/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264006/html/none?idtype=webid
https://view.joesandbox.com/analysis/262158/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/262158/html/none?idtype=webid
https://view.joesandbox.com/analysis/262091/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/262091/html/none?idtype=webid
https://view.joesandbox.com/analysis/260826/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/260826/html/none?idtype=webid
https://view.joesandbox.com/analysis/260572/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/260572/html/none?idtype=webid
https://view.joesandbox.com/analysis/292634/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292634/html/none?idtype=webid
https://view.joesandbox.com/analysis/292556/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292556/html/none?idtype=webid
https://view.joesandbox.com/analysis/292351/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292351/html/none?idtype=webid
https://view.joesandbox.com/analysis/292344/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292344/html/none?idtype=webid
https://view.joesandbox.com/analysis/292299/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292299/html/none?idtype=webid
https://view.joesandbox.com/analysis/292204/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292204/html/none?idtype=webid
https://view.joesandbox.com/analysis/292186/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292186/html/none?idtype=webid
https://view.joesandbox.com/analysis/292185/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292185/html/none?idtype=webid
https://view.joesandbox.com/analysis/292184/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292184/html/none?idtype=webid
https://view.joesandbox.com/analysis/292183/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292183/html/none?idtype=webid
https://view.joesandbox.com/analysis/292181/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292181/html/none?idtype=webid
https://view.joesandbox.com/analysis/292179/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292179/html/none?idtype=webid
https://view.joesandbox.com/analysis/292171/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292171/html/none?idtype=webid

Match
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JA3 Fingerprints

Match
3e4e87dda5a3162306609b7e330441d2
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Link

Browse

Browse

Context

e 185.199.10
8.153

e 151.101.1.211

e 185.199.10
9.154

e 185.199.11
1.154

e 185.199.10
8.154

e 185.199.11
0.154

e 151.101.12.193
e 104.20.185.68
e 104.18.10.207

e 162.159.13
5.233

e 172.67.206.110
e 172.67.188.154
e 104.21.82.210
e 172.67.222.53
e 104.20.184.68
e 104.17.62.50

e 104.17.63.50

e 104.25.233.53
e 104.25.234.53
e 172.67.83.132
e 172.67.83.132
e 172.67.83.132
e 23.227.38.74

e 172.67.83.132
e 172.67.83.132
e 104.16.18.94

e 104.23.98.190
e 2.20.214.243

e 2.22.155.145

e 2.22.155.145

e 23.57.80.37

e 184.30.24.22

e 184.30.20.56

* 96.16.108.27

e 104.79.88.129
e 104.80.28.24

e 184.30.24.22

e 104.83.87.109
e 2.22.155.145

e 2.22.155.145

e 104.83.121.112
e 23.211.149.25
e 172.227.96.120
e 104.73.164.23
e 2.17.154.103

e 95.100.55.95

e 184.30.24.22

=

Context

104.16.124.175
17.248.145.229
104.16.18.94
172.67.176.224
151.101.1.195

104.16.124.175
17.248.145.229
104.16.18.94
172.67.176.224
151.101.1.195

Page 12 of 19


https://view.joesandbox.com/analysis/292143/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292143/html/none?idtype=webid
https://view.joesandbox.com/analysis/292134/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292134/html/none?idtype=webid
https://view.joesandbox.com/analysis/292032/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292032/html/none?idtype=webid
https://view.joesandbox.com/analysis/292020/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292020/html/none?idtype=webid
https://view.joesandbox.com/analysis/292003/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292003/html/none?idtype=webid
https://view.joesandbox.com/analysis/291993/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291993/html/none?idtype=webid
https://view.joesandbox.com/analysis/291974/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291974/html/none?idtype=webid
https://view.joesandbox.com/analysis/292634/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292634/html/none?idtype=webid
https://view.joesandbox.com/analysis/292621/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292621/html/none?idtype=webid
https://view.joesandbox.com/analysis/292618/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292618/html/none?idtype=webid
https://view.joesandbox.com/analysis/292614/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292614/html/none?idtype=webid
https://view.joesandbox.com/analysis/292579/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292579/html/none?idtype=webid
https://view.joesandbox.com/analysis/292569/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292569/html/none?idtype=webid
https://view.joesandbox.com/analysis/292558/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292558/html/none?idtype=webid
https://view.joesandbox.com/analysis/292556/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292556/html/none?idtype=webid
https://view.joesandbox.com/analysis/292506/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292506/html/none?idtype=webid
https://view.joesandbox.com/analysis/292501/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292501/html/none?idtype=webid
https://view.joesandbox.com/analysis/292494/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292494/html/none?idtype=webid
https://view.joesandbox.com/analysis/292493/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292493/html/none?idtype=webid
https://view.joesandbox.com/analysis/292490/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292490/html/none?idtype=webid
https://view.joesandbox.com/analysis/292487/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292487/html/none?idtype=webid
https://view.joesandbox.com/analysis/292486/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292486/html/none?idtype=webid
https://view.joesandbox.com/analysis/292484/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292484/html/none?idtype=webid
https://view.joesandbox.com/analysis/292482/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292482/html/none?idtype=webid
https://view.joesandbox.com/analysis/292481/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292481/html/none?idtype=webid
https://view.joesandbox.com/analysis/292465/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292465/html/none?idtype=webid
https://view.joesandbox.com/analysis/292456/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292456/html/none?idtype=webid
https://view.joesandbox.com/analysis/292563/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292563/html/none?idtype=webid
https://view.joesandbox.com/analysis/291644/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291644/html/none?idtype=webid
https://view.joesandbox.com/analysis/291493/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291493/html/none?idtype=webid
https://view.joesandbox.com/analysis/291308/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291308/html/none?idtype=webid
https://view.joesandbox.com/analysis/291199/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291199/html/none?idtype=webid
https://view.joesandbox.com/analysis/290095/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/290095/html/none?idtype=webid
https://view.joesandbox.com/analysis/288441/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288441/html/none?idtype=webid
https://view.joesandbox.com/analysis/285834/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/285834/html/none?idtype=webid
https://view.joesandbox.com/analysis/285817/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/285817/html/none?idtype=webid
https://view.joesandbox.com/analysis/285551/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/285551/html/none?idtype=webid
https://view.joesandbox.com/analysis/285258/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/285258/html/none?idtype=webid
https://view.joesandbox.com/analysis/283341/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/283341/html/none?idtype=webid
https://view.joesandbox.com/analysis/283278/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/283278/html/none?idtype=webid
https://view.joesandbox.com/analysis/282863/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/282863/html/none?idtype=webid
https://view.joesandbox.com/analysis/278544/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/278544/html/none?idtype=webid
https://view.joesandbox.com/analysis/278543/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/278543/html/none?idtype=webid
https://view.joesandbox.com/analysis/278139/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/278139/html/none?idtype=webid
https://view.joesandbox.com/analysis/277812/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/277812/html/none?idtype=webid
https://view.joesandbox.com/analysis/277549/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/277549/html/none?idtype=webid
https://view.joesandbox.com/analysis/277234/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/277234/html/none?idtype=webid
https://view.joesandbox.com/analysis/277781/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/277781/html/none?idtype=webid
https://view.joesandbox.com/analysis/268785/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/268785/html/none?idtype=webid

Match

Dropped Files

No context

Runtime Messages

Command:

Exit Code:

Exit Code Info:
Killed:

Standard Output:

Standard Error:

Associated Sample Name / URL SHA 256
Get hash

Get hash

Get hash

Get hash

[

Get hash

[

Get hash

[

Get hash

_
_
_
_

[

Get hash

Get hash

open "/Users/berri/Desktop/#Ud83d#Udcde.htm" --args
0

False

Created / dropped Files

IUsers/berrilLibrary/Safaril.dat.nosync023d.KFEApc

Process: /Applications/Safari.app/Contents/MacOS/Safari

File Type: Apple binary property list

Category: dropped

Size (bytes): 1963

Entropy (8bit): 7.4143084009938045

Encrypted: false

SSDEEP: 48:E3NmMrw2oTIg9VeQWRLYDBLrZPiM/buQueXy:zZWzA4vkILIZPJbuVy
MD5: 06F4A3A2CB895CI9EABA403FD55C13908

Copyright Joe Security LLC 2021

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

104.16.124.175
17.248.145.229
104.16.18.94
172.67.176.224
151.101.1.195

104.16.124.175
17.248.145.229
104.16.18.94
172.67.176.224
151.101.1.195

104.16.124.175
17.248.145.229
104.16.18.94
172.67.176.224
151.101.1.195

104.16.124.175
17.248.145.229
104.16.18.94
172.67.176.224
151.101.1.195

104.16.124.175
17.248.145.229
104.16.18.94
172.67.176.224
151.101.1.195

104.16.124.175
17.248.145.229
104.16.18.94
172.67.176.224
151.101.1.195

104.16.124.175
17.248.145.229
104.16.18.94
172.67.176.224
151.101.1.195

104.16.124.175
17.248.145.229
104.16.18.94
172.67.176.224
151.101.1.195

104.16.124.175
17.248.145.229
104.16.18.94
172.67.176.224
151.101.1.195

=
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https://view.joesandbox.com/analysis/268120/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/268120/html/none?idtype=webid
https://view.joesandbox.com/analysis/258085/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258085/html/none?idtype=webid
https://view.joesandbox.com/analysis/257221/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257221/html/none?idtype=webid
https://view.joesandbox.com/analysis/252040/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252040/html/none?idtype=webid
https://view.joesandbox.com/analysis/247221/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247221/html/none?idtype=webid
https://view.joesandbox.com/analysis/246996/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/246996/html/none?idtype=webid
https://view.joesandbox.com/analysis/246613/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/246613/html/none?idtype=webid
https://view.joesandbox.com/analysis/245489/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/245489/html/none?idtype=webid
https://view.joesandbox.com/analysis/244396/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/244396/html/none?idtype=webid

IUsers/berrilLibrary/Safaril.dat.nosync023d.KFEApc

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

7F6C2100E1017075620FF26B7D0096989EA971A7

947C782B0F384BDD7C8E4BAEOOED62DA9652BBA6B6B13C631AD7DAF76B335E35
B312DC8DF4B1B8CBC8180EC369758A34ECC740D880099A97154698F5F044C9551081E7C63E1D873C115D7096CIBOA02FD6E90E2151DCF25512C277B84C473C21!
false

low

bplist00.....ASessionVersion*SessionWindowsS1.0..........ccccccevveruennene 9_..SelectedTablndex\TabBarHiddenzZDateClosed_..FavoritesBarHidden]IsPopupWindow_. Pre

fersReadingListSidebarVisible\Miniaturized_..WindowStateVersionZWindowUUID_..WindowContentRectYTabStates_..IsPrivateWindow_..SelectedPinnedTabindex...
3A.b........ S2.0_.$F69F955A-BCOA-4F87-99FC-6161B46BIDBA_..{{0, 52}, {1024, 693}}.... L."#.$%&'()*.,-...0123456.\IsDisposable\SessionState_..AncestorTabldentife
rs_..SessionStatelsEncryptedXTablndex]LastVisitTimeWTabUUIDVTabURL]TabldentifierXTabTitle_..ProcessldentifierWlsMuted.O...]8.*J..DE:..jd.5}7..yM...N"C....t.. ..
&}...h#.5.%.s_:_"@<,..@.NUNRA..g.@.....A#. {.;*E}V... N)...N..z...C". .
LWLLAL<BWLLL"P.6..@Q. f.o\.$..k..vz]..a[.3.S'c.l.H.Y+...q.. Q\.?...43n.a.s..VN....E...Z].."......

IUsersl/berrilLibrary/Safaril.dat.nosync023d.M2fcej

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

Idevinull
Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

/Applications/Safari.app/Contents/MacOS/Safari

XML 1.0 document, ASCII text

dropped

1012

5.286991847916908

false

24:2dfyiwHuG5Ku3hu65jugqVrTrmuGoTxR1F1xW:cfyP5Z/5PrUon1F1xW
0C29425555C7FFOCA114B1FDODC39C50
D7D808EBBE92462F4C3CEBAG6734FOE9BB26ACDD
52826AFEEC974BB7BACB85BDC01DC4F23BF917D65E04773D7CAD393F7866F3FD

D9C8364A85F4B4A96CAAC1409F32FI9D6B2F8AE19201EOABD2D449A3EEDADD471E99E44BC92DEB5D8FB60287DAG4A88E61B45F759E7B9A383A9BBESF5FD242
F95

false

moderate, very likely benign file

<?xml version="1.0" encoding="UTF-8"?>.<IDOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0/EN" "http:/iwww.apple.com/DTDs/PropertyList-1.0.dtd">.<plist version="1.
0">.<dict>..<key>SingleDeviceSaveChangesThrottlingPolicy</key>..<string>1:1440</string>..<key>MultipleDeviceSaveChangesThrottlingPolicy</key>..<string>50:1 | 10:2
| 10:5 | 10:30 | 9:40 | 1:510</string>..<key>SingleDeviceFetchChangesThrottlingPolicy</key>..<string>11:15 | 1:1275</string>..<key>MultipleDeviceFetchChanges
ThrottlingPolicy</key>..<string>50:1 | 50:3 | 20:4 | 20:5 | 20:15 | 20:18 | 20:20</string>..<key>SyncCircleSizeRetrievalThrottlingPolicy</key>..<string>1:1440</string>..<
key>MaximumRequestLimitCharacterCount</key>..<integer>100000</integer>..<key>SyncWindow</key>..<real>1209600</real>..<key>HistoryModificationldleDelay
BeforeSyncAttemptKey</key>..<integer>90</integer>..<key>HistoryRemovalldleDelayBefore SyncAttempt</key>..<integer>6</integer>..<key>SaveChangesBefore Te
rminationTimeout</key>..<integer>1</integer>.</dic

/Applications/Safari.app/Contents/MacOS/Safari

ASCII text

dropped

61

4.8180438460722765

false

3:tUI70cFzf4HzS9df3WOv:mMHw2dfmA

65E1634E610E84BA9B63730E3F05D1D4
BBD299FC69A69AEB4EDB05D2D30909723E7B8984
7DF386B0D056240755D8A6A63B5D824CA4306AAA9584CIFAAB7A74AB8BD2F5063
F2230B7A613A1B7B4D9C357372A059AC09B1E5D0A9481997D4107779625333D8A3FDB653543526C3D604AB03226E181C92EBB7EDBDC8E7012728A26B69BA2DE!
false

low

2021-04-09 19:19:30.570 Safari[573:5815] ApplePersistence=NO.

Iprivatelvar/folders/ql/8wfqxrtx52n95h35b6cz4nyw0000gn/0/SafariFamily/Safaril.dat.nosync023d.coDIpE

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

/Applications/Safari.app/Contents/MacOS/Safari

Apple binary property list

dropped

76

3.9370658315190226

false

3:N1n6gMVRGNMTANd/t1tH:N1nleRaMTAIltH
CDC65B5F112547EAFAEOF16F9C149426
AEAF9908A5B6FF3E2F7B738ABF5FE9E79108BA01
1C6D085D871A855CE4A3902BAB4BIB92631B8EESFOB7F6536768A2AAF427B45C

E8BOE4CE6A760A718A19976D3CFE9063F04FB4BF179947AECAB84E94C83F21459FBODCOFFABEA8F633BD2D0BA94FE1E15D8C97E9604FDESBDODEAY61EBS3BD
DB7

false

moderate, very likely benign file
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Iprivatelvar/folders/ql/8wfqxrtx52n95h35b6cz4nyw0000gn/0/SafariFamily/Safaril.dat.nosync023d.coDIpE

Preview:
bplist00..._..ExtensionArchivesExtracted...(........cccccoereriinrennne )

Iprivatelvar/folders/ql/8wfqxrtx52n95h35b6cz4nyw0000gn/C/mds/mdsDirectory.db_

Process: /Applications/Safari.app/Contents/MacOS/Safari

File Type: Mac OS X Keychain File

Category: dropped

Size (bytes): 48908

Entropy (8bit): 3.533948990143748

Encrypted: false

SSDEEP: 384:xSMdGleGkIG7FF3the SMVXBDOtgcNrGBOmBfbouR6/chQOnGgwc2U+v+h/:8MdGleOGmBouRwchQOnGqwc2U+v+h/

MD5: 09070E01FA6ED1973D94FAD50C35E3ED

SHAL: 7546663E66F9889EE3365A7A0BE372300C6022CA

SHA-256: 2E6EC437A97DD88F9067B2E99AC64789670D9BIC1IFC50B2856E392E66163211F

SHA-512: 621399FF832F1A8352E5E9A54984B878C7D3432156DICF9986A1A5B75662E92D9A00FA1BAG714D679286BB49E71916F72655AADA2B99880A2806FAFC6F86E7F3

Malicious: false

Reputation: moderate, very likely benign file

Preview:
KyCh. e 1 Xep.S0LSX.LTh. T..T..[. Ao Lo X N T [¢ IOUTRTTPT, | SOUURTN AT ST P 0. $oPe | IR Kevrnn Q...
................... 1..%........CSSM_DL_DB_SCHEMA_INFO.....D......................!..%........CSSM_DL_DB_SCHEMA_ATTRIBUTES...D.....
L_DB_SCHEMA_INDEXES. .%@.......MDS_CDSADIR_CSSM
_RECORDTYPE....D......... MDS_CDSADIR_KRMM_RECORDTYPE....D.......cccvuvueurnnne. 1..%@.......MDS_CDSADIR_EMM_RECORDTYPE.....L........

%@......MDS_CDSADIR_COMMON_RECORDTYPE......L......ooo.cceo.....
..%MDS_CDSADIR_CSP_CAPABILITY_R

Iprivatelvar/folders/ql/8wfqxrtx52n95h35b6cz4nyw0000gn/C/mds/mdsObject.db_

Process: /Applications/Safari.app/Contents/MacOS/Safari
File Type: Mac OS X Keychain File
Category: dropped
Size (bytes): 4404
Entropy (8bit):  3.5113078915037033
Encrypted: false
SSDEEP: 48:m6Xsh+CLjL3Pe3T5FFKfEuyu+iYxGv4sS:3X6LjLfe3wEuyudYxGQX
MD5: D487F899A14AE98519B46D51BC810F1B
SHA1L: 64877ECFBE47ED66EED545B2449BBE8B22B775D0
SHA-256: 4835899C464487946E281D535381D4CAB8BCI0ECO8CDO0AGAOECB97854E9321D
SHA-512: EB4FABD61B4FD2B9EF3C9E93793CAS5F11353A1F81EA4DA22EOF79ED45D89180B77469B9ESDCD5350AE650B31DE9018743DA7716EFA7TB5CDDFC3FA7AL3CA76|
40
Malicious: false
Reputation: moderate, very likely benign file
Preview:
KYCHL. v s RO 0 [ 1..%........ CSSM_DL_DB_SCHEMA_INFO
CSSM_DL_DB_SCHEMA_ATTRIBUTES...D... L CSSM_DL_DB_SCHEMA_INDEXES...... H
G_MODULE...@... 1. %@. MDS_OBJECT_RECORDTYPE : @... cmn10.5..9..2@...
P p S RO = S (ST s [T P.
................ RelationName.......P.....................1..5..9..=.....M...............RelationID.........P
Static File Info
General
File type: HTML document, UTF-8 Unicode text, with very long
lines, with CRLF line terminators
Entropy (8bit): 6.001485823782198
TrID: e HyperText Markup Language (15015/1) 20.56%
e HyperText Markup Language (12001/1) 16.44%
e HyperText Markup Language (12001/1) 16.44%
e HyperText Markup Language (11501/1) 15.75%
e HyperText Markup Language (11501/1) 15.75%
File name: #Ud83d#Udcde.htm
File size: 5008
MD5: 5d44ceeB8d28cebf028ac3afc7c4309d0
SHAL: b53e4a9f2a2efe93ca896cdb6a56af26bf861cfOf
SHA256: c77e9dbffd377fe486c902715fd1d5587c2c7ef58cfh2839
284d109a72a6a645
SHA512: 5b780cf8fe3e3ael8ef82c5ce00cdchc21a591bd4283a21

69446¢2fff5d5728f9730f9382f093760e44d7734940cc59
9d954cc3fOb7fde04fade4h599215f32a
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General

SSDEEP:

File Content Preview:

Network Behavior

Network Port Distribution

TCP Packets

UDP Packets

DNS Queries

Timestamp

Apr 9, 2021 17:19:33.569308043 CEST

Apr 9, 2021 17:19:34.934686899 CEST

Apr 9, 2021 17:19:36.559148073 CEST

Apr 9, 2021 17:19:39.295890093 CEST

DNS Answers

Timestamp Source IP

Apr 9, 2021
17:19:33.083138943
CEST

1111

Apr 9, 2021
17:19:33.083138943
CEST

1111

Apr 9, 2021
17:19:33.083138943
CEST

1111

Apr 9, 2021
17:19:33.083138943
CEST

1111

Apr 9, 2021 1111
17:19:33.083138943

CEST

Copyright Joe Security LLC 2021

Dest IP

192.168.11.11

192.168.11.11

192.168.11.11

192.168.11.11

192.168.11.11

Source IP

192.168.11.11

192.168.11.11

192.168.11.11

192.168.11.11

Trans ID

0x6ba0

0x6ba0

0x6ba0

0x6ba0

0x6ba0

Total Packets: 65

® 53 (DNS)

® 443 (HTTPS)
Dest IP Trans ID
1.1.1.1 Oxa2dd
1.1.1.1 Oxf7cf
1111 Oxeeab5
1.1.1.1 0x379c

Reply Code Name

No error (0) gateway.fe

.apple-dns.net

No error (0) gateway.fe

.apple-dns.net

No error (0) gateway.fe

.apple-dns.net

No error (0) gateway.fe

.apple-dns.net

No error (0) gateway.fe

.apple-dns.net

OP Code

Standard query
(0)
Standard query
(0)

Standard query
(0)
Standard query
(0)

CName

96:RPCt3y7Xc3CXZXXbFn+jk2EYi3hmU3ZVrkgsnQakK
A9jhGZxTcOhLat:gt3y7XfXZXEK2EYi3hV3ZPSUrzZxxXg

<IDOCTYPE htmlI><html><head><script>var mizzs="Y2
hlcnJ5cEB1d2diLmVkdQ=="</script>..<script>var pasol
="@!&WAVIfCcXIbQnz4oSp@&!0OehA8igcfspk3JESMo
TRF1DZPdwS6&@!";if(window.location.href.indexOf("b
bre=")==-1) window.location.href = document.location.p
athname+"

Name Type Class
sslend.aio A (IP address) IN (0x0001)
ecoin.org

mamodmiapp A (IP address) IN (0x0001)
scn.fireba

seapp.com

unpkg.com A (IP address) IN (0x0001)
cdnjs.clou A (IP address) IN (0x0001)
dflare.com

Address Type Class
17.248.145.229 A (IP address) IN (0x0001)
17.248.145.207 A (IP address) IN (0x0001)
17.248.145.234 A (IP address) IN (0x0001)
17.248.145.241 A (IP address) IN (0x0001)
17.248.145.100 A (IP address) IN (0x0001)
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Timestamp

Apr 9, 2021
17:19:33.083138943
CEST

Apr 9, 2021
17:19:33.083138943
CEST

Apr 9, 2021
17:19:33.083138943
CEST

Apr 9, 2021
17:19:33.596271038
CEST

Apr 9, 2021
17:19:33.596271038
CEST

Apr 9, 2021
17:19:34.967339039
CEST

Apr 9, 2021
17:19:34.967339039
CEST

Apr 9, 2021
17:19:36.566097975
CEST

Apr 9, 2021
17:19:36.566097975
CEST

Apr 9, 2021
17:19:36.566097975
CEST

Apr 9, 2021
17:19:36.566097975
CEST

Apr 9, 2021
17:19:36.566097975
CEST

Apr 9, 2021
17:19:39.302208900
CEST

Apr 9, 2021
17:19:39.302208900
CEST

Source IP

1111

1111

1111

1111

1111

1111

1111

1111

1111

1111

1111

1111

1111

1111

HTTPS Packets

Timestamp

Apr 9, 2021
17:19:33.225753069
CEST

Copyright Joe Security LLC 2021

Source IP

17.248.145.229 443

Dest IP
192.168.11.11

192.168.11.11

192.168.11.11

192.168.11.11

192.168.11.11

192.168.11.11

192.168.11.11

192.168.11.11

192.168.11.11

192.168.11.11

192.168.11.11

192.168.11.11

192.168.11.11

192.168.11.11

Source
Port

Dest IP

Trans ID

0x6ba0

0x6ba0

0x6ba0

Oxa2dd

Oxa2dd

Oxf7cf

Oxf7cf

Oxeeab5

Oxeeab5

Oxeeab5

Oxeeab5

Oxeeab5

0x379¢c

0x379¢c

Dest
Port

192.168.11.11 49254

Reply Code Name CName
No error (0) gateway.fe
.apple-dns.net
No error (0) gateway.fe
.apple-dns.net
No error (0) gateway.fe
.apple-dns.net
No error (0) sslend.aio
ecoin.org
No error (0) sslcnd.aio
ecoin.org
No error (0) mamodmiapp
scn.fireba
seapp.com
No error (0) mamodmiapp
scn.fireba
seapp.com
No error (0) unpkg.com
No error (0) unpkg.com
No error (0) unpkg.com
No error (0) unpkg.com
No error (0) unpkg.com
No error (0) cdnjs.clou
dflare.com
No error (0) cdnjs.clou
dflare.com
Subject Issuer
C=US, ST=California, C=US, O=Apple
O=Apple Inc., Inc.,
CN=gateway.icloud.com OU=Certification
C=US, O=Apple Inc., Authority, CN=Apple
OU=Certification Authority, ISTCA2-G1
CN=Apple ISTCA 2-G1 CN=Baltimore

C=US, O=Apple Inc.,
OU=Certification Authority,
CN=Apple ISTCA 2-G1

C=US, O=Apple Inc.,
OU=Certification Authority,
CN=Apple ISTCA 2-G1

C=US, O=Apple Inc.,
OU=Certification Authority,
CN=Apple ISTCA 2-G1

CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE
CN=GeoTrust
Global CA,
O=GeoTrust Inc.,
C=USs

CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=GeoTrust
Global CA,
O=GeoTrust Inc.,
C=USs

Not
Before

Mon Jul
20
19:41:36
CEST
2020
Wed
Dec 12
13:00:00
CET
2018
Mon Jun
16
17:42:02
CEST
2014

Wed
Dec 12
13:00:00
CET
2018

Mon Jun
16
17:42:02
CEST
2014

Address Type Class
17.248.145.141 A (IP address) IN (0x0001)
17.248.145.73 A (IP address) IN (0x0001)
17.248.145.237 A (IP address) IN (0x0001)
172.67.176.224 A (IP address) IN (0x0001)
104.21.91.175 A (IP address) IN (0x0001)
151.101.1.195 A (IP address) IN (0x0001)
151.101.65.195 A (IP address) IN (0x0001)
104.16.124.175 A (IP address) IN (0x0001)
104.16.126.175 A (IP address) IN (0x0001)
104.16.122.175 A (IP address) IN (0x0001)
104.16.123.175 A (IP address) IN (0x0001)
104.16.125.175 A (IP address) IN (0x0001)
104.16.18.94 A (IP address) IN (0x0001)
104.16.19.94 A (IP address) IN (0x0001)
Not JA3 SSL Client

After Fingerprint JA3 SSL Client Digest
Thu Aug 771,49196- 3e4e87dda5a3162306609
19 49195-49188- b7e330441d2
19:51:00 49187-49162-

CEST  49161-52393-

2021 49200-49199-

Wed 49192-49191-

May 07 49172-49171-

14:00:00 52392-157-156-

CEST  61-60-53-

2025 Fri 47,65281-0-23-

May 20  13-5-13172-18-

17:42:02 16-11-10,29-23-

CEST 24,0

2022

Wed

May 07

14:00:00

CEST

2025

Fri May

20

17:42:02

CEST

2022
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Timestamp Source IP

Apr 9, 2021
17:19:33.647840023
CEST

Apr 9, 2021
17:19:34.988966942
CEST

Apr 9, 2021
17:19:36.585541964
CEST

Apr 9, 2021 104.16.18.94
17:19:39.316752911

CEST

System Behavior

172.67.176.224 443

151.101.1.195 443

104.16.124.175 443

Dest
Port  Subject

192.168.11.11 49256 CN=sni.cloudflaressl.com,

O="Cloudflare, Inc.", L=San
Francisco, ST=CA, C=US
CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.", C=US

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.", C=US

192.168.11.11 49257 CN=firebaseapp.com,

0O=Google LLC, L=Mountain
View, ST=California, C=US
CN=GTS CA 101, O=Google
Trust Services, C=US

CN=GTS CA 101, O=Google
Trust Services, C=US

192.168.11.11 49258 CN=sni.cloudflaressl.com,

O="Cloudflare, Inc.", L=San
Francisco, ST=CA, C=US
CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.", C=US

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.", C=US

192.168.11.11 49259 CN-=sni.cloudflaressl.com,

O="Cloudflare, Inc.", L=San
Francisco, ST=CA, C=US
CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.", C=US

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.", C=US

Issuer

CN=Cloudflare Inc
ECC CA-3,
O="Cloudflare, Inc.",
C=USs
CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=GTS CA 101,
0O=Google Trust
Services, C=US
CN=GlobalSign,
O=GlobalSign,
OU=GlobalSign
Root CA - R2

CN=GlobalSign,
O=GlobalSign,
OU=GlobalSign
Root CA - R2

CN=Cloudflare Inc
ECC CA-3,
O="Cloudflare, Inc.",
C=USs
CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Cloudflare Inc
ECC CA-3,
O="Cloudflare, Inc.",
C=USs
CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

Not
Before

Sun Aug
02
02:00:00
CEST
2020
Mon Jan
27
13:48:08
CET
2020

Mon Jan
27
13:48:08
CET
2020

Wed Oct
21
19:55:39
CEST
2020
Thu Jun
15
02:00:42
CEST
2017

Thu Jun
15
02:00:42
CEST
2017

Sun Aug
02
02:00:00
CEST
2020
Mon Jan
27
13:48:08
CET
2020

Mon Jan
27
13:48:08
CET
2020

Wed Oct
21
02:00:00
CEST
2020
Mon Jan
27
13:48:08
CET
2020

Mon Jan
27
13:48:08
CET
2020

Not
After

Mon
Aug 02
14:00:00
CEST
2021
Wed

Jan 01
00:59:59
CET
2025

Wed

Jan 01
00:59:59
CET
2025

Wed Oct
20
19:55:39
CEST
2021
Wed
Dec 15
01:00:42
CET
2021

Wed
Dec 15
01:00:42
CET
2021

Mon
Aug 02
14:00:00
CEST
2021
Wed

Jan 01
00:59:59
CET
2025

Wed

Jan 01
00:59:59
CET
2025

Thu Oct
21
01:59:59
CEST
2021
Wed

Jan 01
00:59:59
CET
2025

Wed

Jan 01
00:59:59
CET
2025

JA3 SSL Client
Fingerprint

771,49196-
49195-49188-
49187-49162-
49161-52393-
49200-49199-
49192-49191-
49172-49171-
52392-157-156-
61-60-53-
47,65281-0-23-
13-5-13172-18-
16-11-10,29-23-
24,0

771,49196-
49195-49188-
49187-49162-
49161-52393-
49200-49199-
49192-49191-
49172-49171-
52392-157-156-
61-60-53-
47,65281-0-23-
13-5-13172-18-
16-11-10,29-23-
24,0

771,49196-
49195-49188-
49187-49162-
49161-52393-
49200-49199-
49192-49191-
49172-49171-
52392-157-156-
61-60-53-
47,65281-0-23-
13-5-13172-18-
16-11-10,29-23-
24,0

771,49196-
49195-49188-
49187-49162-
49161-52393-
49200-49199-
49192-49191-
49172-49171-
52392-157-156-
61-60-53-
47,65281-0-23-
13-5-13172-18-
16-11-10,29-23-
24,0

JA3 SSL Client Digest

3e4e87dda5a3162306609
b7e330441d2

3e4e87dda5a3162306609
b7e330441d2

3e4e87dda5a3162306609
b7e330441d2

3e4e87dda5a3162306609
b7e330441d2

Analysis Process: xpcproxy PID: 573 Parent PID: 1

General

Start time:
Start date:
Path:
Arguments:
File size:

MD5 hash:
Copyright Joe Security LLC 2021

17:19:30

09/04/2021

usr/libexec/xpcproxy

n/a

43488 bytes
d1bb9a4899f0af921e8188218b20d744
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File Activities

File Read

Directory Created

[4

Analysis Process: Safari PID: 573 Parent PID: 1

General

Start time:
Start date:
Path:
Arguments:
File size:

MD5 hash:

17:19:30

09/04/2021
/Applications/Safari.app/Contents/MacOS/Safari
/Applications/Safari.app/Contents/MacOS/Safari
20896 bytes
8e18be737fe87f19fe7a97b4821e2005

File Activities

File Created

File Deleted

File Read

File Written

File Moved

Directory Enumerated

Directory Attributes Enumerated Bulk

Directory Created

Permission Modified

Copyright Joe Security LLC 2021

Copyright Joe Security LLC 2021

M 0 0 O MO O @
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