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Analysis Report https://joom.ag/Ja5I

Overview
General Information Detection Signatures Classification
Sample URL: http:i/https:/[joom.ag/Jas!
F 1 Antivirus detection for URL or domain
Analysis ID: 384809 MALICIOUS
Infos: *1_ & EEE Yara detected HtmIPhish10

Most interesting Screenshot: Yara detected HtmlPhish7

Found iframes

HTML body contains lew number ofi...

HTML titleidoesinot match/ URLE

SuspiciousifermiURL found

HTMLPhish
64

Score:

Range: 0-100
Whitelisted: false
Confidence: 100%

Startup

= System is w10x64

. G chrome.exe (PID: 6896 cmdline: 'C:\Program Files\Google\Chrome\Application\chrome.exe' --start-maximized 'https://joom.ag/Ja5!' MD5:
C139654B5C1438A95B321BB01AD63EF6)
. G chrome.exe (PID: 6000 cmdline: 'C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-handle=

1316,17158847015543384734,7560515483952834825,131072 --lang=en-GB --service-sandbox-type=network --enable-audio-service-sandbox --mojo-platform-channel-handle=1
800 /prefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)

. G chrome.exe (PID: 6216 cmdline: 'C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=audio.mojom.AudioService --field-trial-handle=1316

,17158847015543384734,7560515483952834825,131072 --lang=en-GB --service-sandbox-type=audio --enable-audio-service-sandbox --mojo-platform-channel-handle=6788 /p
refetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)
= cleanup

Malware Configuration

No configs have been found

Yara Overview

No yara matches

Sigma Overview

No Sigma rule has matched

Signature Overview
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@ AV Detection

@ Phishing

@ Compliance

@ Networking

@ System Summary

g

Click to jump to signature section

AV Detection: -i.

Antivirus detection for URL or domain

Phishing: -iI

Yara detected HtmIPhish10

Yara detected HtmlIPhish7

Mitre Att&ck Matrix

Command Remote
Privilege  Defense Credential Lateral and Network Service
Initial Access Execution Persistence Escalation Evasion Access Discovery Movement Collection Exfiltration Control Effects Effects li
Drive-by Windows Path Process Masquerading oS System Remote Data from Exfiltration Encrypted Eavesdrop on Remotely N
Compromise Management  Interception Injection Credential Service Services Local Over Other Channel Insecure Track Device ¢
Instrumentation Dumping  Discovery System Network Network Without F
Medium Communication Authorization
Default Scheduled Boot or Boot or Process LSASS Application Remote Data from  Exfiltration Non- Exploit SS7 to  Remotely C
Accounts Task/Job Logon Logon Injection Memory  Window Desktop Removable Over Application Redirect Phone Wipe Data L
Initialization Initialization Discovery Protocol Media Bluetooth  Layer Calls/SMS Without
Scripts Scripts Protocol Authorization
Domain At (Linux) Logon Script Logon Obfuscated Files Security Query SMB/Windows Data from Automated Application Exploit SS7to Obtain C
Accounts (Windows)  Script or Information Account Registry  Admin Shares Network Exfiltration Layer Track Device  Device C
(Windows) Manager Shared Protocol §4 Location Cloud C
Drive Backups

Behavior Graph
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Behavior Graph

Legend:
[] process
URL: https://joom.ag/Ja5| SUSPICIOUS
Startdate: 09/04/2021 CLEAN |:| Signature
Architecture:  WINDOWS T onknowN | l:‘ Created File
Score: 64

Il onsieinfo
.I.a Is Dropped

<+ Number of created Registry Values

starte

. Number of created Files

- - - ﬁ Visual Basie
ERZIC

chrome.exe

C, C++ or other language
G uin IG guag

& Is malicious

Internet

VW Net C#or VB.NET

192.168.2.1 239.255.255.250
unknown unknown started started

unknown Reserved

chrome.exe E.

. 168 @

edge.gycpi.b.yahoodns.net c‘ theicecreamqueen.net CA

87.248.118.23, 443, 49808 69.49.230.229, 443, 49888, 49889 other IPs or domains,
'YAHOO-DEBDE UNIFIEDLAYER-AS-1US

United Kingdom  H& United States EZ

Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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Share Point X+ =

C @ viewerjoomag.com/share-point/08001740016178920817shortdt T 8

Create
your own
gorgeous
magazines
Upload and convert PDF
files, choose from
professional templates,

or start completely from
scratch

2 I

Aceess Your Secure Shared Documents

o
Resvlution
Scanned From

Distribute
them
across all
B® Microsoft devices
Show off your Wark on
Windows, Andreid, and
0§ devices via
smartphones, tablets

desktops, and
notebooks

—

O Type here to search 0

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link
hitp://https://joom.ag/Ja5I 0% Virustotal Browse
hitp://https://joom.ag/Ja5I 0% Avira URL Cloud safe

Dropped Files

No Antivirus matches

Unpacked PE Files

No Antivirus matches

Domains

Source Detection Scanner Label Link
browser.sentry-cdn.com 0% Virustotal Browse
theicecreamqueen.net 0% Virustotal Browse
js.hs-analytics.net 0% Virustotal Browse
URLs
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https://www.virustotal.com/gui/url/9a988227aa089f323131f2a88ddefb833087aa7c6b436f249da6ae24ec14d262/detection/u-9a988227aa089f323131f2a88ddefb833087aa7c6b436f249da6ae24ec14d262-1617986021
https://www.virustotal.com/gui/url/337130d7515b66f8d3a6ea72bbb2c83fb4baa76cfbf7c127b7ad42c3a00bc61d/detection/u-337130d7515b66f8d3a6ea72bbb2c83fb4baa76cfbf7c127b7ad42c3a00bc61d-1617848545
https://www.virustotal.com/gui/url/83439bdbc5619165a9932472edcf5386e5daec8dfe07563768aec6ae6b67ec72/detection/u-83439bdbc5619165a9932472edcf5386e5daec8dfe07563768aec6ae6b67ec72-1484821820
https://www.virustotal.com/gui/url/c6b8bdae74146822d2091e0637d0834363cd08a545d2b2a9328a635acec91db3/detection/u-c6b8bdae74146822d2091e0637d0834363cd08a545d2b2a9328a635acec91db3-1617913487

Source Detection Scanner Label Link

= --

hitp://https://joom.ag/Ja514 0% Avira URL Cloud safe
hitp://https://joom.ag/Ja512 0% Avira URL Cloud safe
hitp://https://js.hs-analytics.net/analytics/1617996000000/5574303.js 0% Avira URL Cloud safe
hitp://https://js.hs-banner.com/cookie-banner 0% Avira URL Cloud safe
hitp://https://www.intercom-reporting.com/sentry/index.html 0% Avira URL Cloud safe
hitp://https://northcentralusr-notifyp.sve.ms/api/v2/tracking/method/Click?mi=3g1fY2BPqE-2GZL5d- 0% Avira URL Cloud safe
54LA&ru=htt

hitp://https://assets.onestore.ms/ 0% URL Reputation safe
hitp://https://assets.onestore.ms/ 0% URL Reputation safe
hitp://https://assets.onestore.ms/ 0% URL Reputation safe
hitp://https://d.adroll. mgr.consensu.org/consent/iabcheck/ 0% URL Reputation safe
hitp://https://d.adroll. mgr.consensu.org/consent/iabcheck/ 0% URL Reputation safe
hitp://https://d.adroll. mgr.consensu.org/consent/iabcheck/ 0% URL Reputation safe
hitp://https://js.hs-banner.com/5574303.jsaD 0% Avira URL Cloud safe
hitp://https://theicecreamqueen.net/X 0% Avira URL Cloud safe
hitp://https://joom.ag/Ja5IShare 0% Avira URL Cloud safe
hitp://https://joom.ag/Ja5lY 0% Avira URL Cloud safe
hitp://https://js.hsadspixel.net/fb.jsaD 0% Avira URL Cloud safe
hitp://https://www.intercom-reporting.com 0% Avira URL Cloud safe
hitp://https://joom.ag/Ja5li 0% Avira URL Cloud safe

Domains and IPs

Contacted Domains

Name P Active Malicious Antivirus Detection Reputation
browser.sentry-cdn.com 151.101.66.217 true false e 0%, Virustotal, Browse unknown
forms.hubspot.com 104.19.154.83 true false high
theicecreamqueen.net 69.49.230.229 true false e 0%, Virustotal, Browse unknown
pug-lhr.pubmatic.com 185.64.190.80 true false high
js.hs-analytics.net 104.17.68.176 true false e 0%, Virustotal, Browse unknown
alb-aws-fr-bswx-3-1125904451.eu-central- 18.158.181.33 true false high
1.elb.amazonaws.com

adserver-vpc-alb-2-1264451658.eu-west- 34.252.196.107 true false high
1.elb.amazonaws.com

scontent.xx.fbcdn.net 157.240.17.15 true false high
idsync.rlcdn.com 35.244.174.68 true false high
track.hubspot.com 104.19.155.83 true false high
cdnjs.cloudflare.com 104.16.19.94 true false high
js.hs-scripts.com 104.17.214.204 true false high
cm.g.doubleclick.net 172.217.168.66 true false high
nexus-websocket-a.intercom.io 35.170.0.145 true false high
d2065cca9qidey.cloudfront.net 99.86.3.39 true false high
joom.ag 209.95.50.27 true false unknown
am-vip001.taboola.com 141.226.228.48 true false high
js.intercomcdn.com 99.86.3.104 true false high
star-mini.c10r.facebook.com 157.240.219.35 true false high
js.hs-banner.com 104.18.20.191 true false unknown
chidc2.outbrain.org 64.74.236.159 true false unknown
us-u.openx.net 34.98.64.218 true false high
stats.l.doubleclick.net 74.125.143.157 true false high
prod.ups-eu-central-1.aolp-ds-prd.aws.oath.cloud  18.197.99.6 true false unknown
alb-aws-fr-bswx-1-445786803.eu-central- 35.156.223.207 true false high
1.elb.amazonaws.com

widget.intercom.io 13.32.25.95 true false high
maxcdn.bootstrapcdn.com 104.18.11.207 true false high
js.hsadspixel.net 104.17.114.176 true false unknown
api-iam.intercom.io 75.2.88.188 true false high
s9.joomag.com 107.182.226.40 true false high
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https://www.virustotal.com/gui/url/337130d7515b66f8d3a6ea72bbb2c83fb4baa76cfbf7c127b7ad42c3a00bc61d/detection/u-337130d7515b66f8d3a6ea72bbb2c83fb4baa76cfbf7c127b7ad42c3a00bc61d-1617848545
https://www.virustotal.com/gui/url/83439bdbc5619165a9932472edcf5386e5daec8dfe07563768aec6ae6b67ec72/detection/u-83439bdbc5619165a9932472edcf5386e5daec8dfe07563768aec6ae6b67ec72-1484821820
https://www.virustotal.com/gui/url/c6b8bdae74146822d2091e0637d0834363cd08a545d2b2a9328a635acec91db3/detection/u-c6b8bdae74146822d2091e0637d0834363cd08a545d2b2a9328a635acec91db3-1617913487

Name P Active Malicious Antivirus Detection Reputation

dualstack.engagement-bus-prod-641612343.eu- 3.121.70.57 true false high
central-1.elb.amazonaws.com

pug22000nf.pubmatic.com 185.64.189.110 true false high
js.hsleadflows.net 104.17.230.204 true false unknown
Ib.joomag.com 209.95.50.27 true false high
googleads.g.doubleclick.net 216.58.215.226 true false high
api.hubapi.com 104.17.200.204 true false high
www.google.ch 216.58.215.227 true false high
an3.joomag.com 209.95.50.25 true false high
ib.anycast.adnxs.com 185.33.221.89 true false high
prod.ups-ats.eu-central-1.aolp-ds- 3.126.56.137 true false unknown

prd.aws.oath.cloud

googlehosted.l.googleusercontent.com 172.217.168.33 true false high
adserver-vpc-alb-3-890571764.eu-west- 3.248.28.111 true false high
1.elb.amazonaws.com

edge.gycpi.b.yahoodns.net 87.248.118.23 true false unknown
rum.monitis.com 192.111.140.242 true false high
static.intercomassets.com unknown unknown false high
ka-f.fontawesome.com unknown unknown false high
d.adroll.com unknown unknown false high
viewer.joomag.com unknown unknown false high
stats.g.doubleclick.net unknown unknown false high
clients2.googleusercontent.com unknown unknown false high
Www.joomag.com unknown unknown false high
use.typekit.net unknown unknown false high
kit.fontawesome.com unknown unknown false high
pixel.rubiconproject.com unknown unknown false high
connect.facebook.net unknown unknown false high
p.typekit.net unknown unknown false high
simage2.pubmatic.com unknown unknown false high
d.adroll. mgr.consensu.org unknown unknown false unknown
ups.analytics.yahoo.com unknown unknown false high
assets.onestore.ms unknown unknown false unknown
ajax.aspnetcdn.com unknown unknown false high
ads.yahoo.com unknown unknown false high
code.jquery.com unknown unknown false high
pixel.advertising.com unknown unknown false high
sync.outbrain.com unknown unknown false high
bam-cell.nr-data.net unknown unknown false unknown
sync.taboola.com unknown unknown false high
x.bidswitch.net unknown unknown false unknown
www.facebook.com unknown unknown false high
northcentralusr-notifyp.svc.ms unknown unknown false unknown
js-agent.newrelic.com unknown unknown false high
s.adroll.com unknown unknown false high
dsum-sec.casalemedia.com unknown unknown false high
ib.adnxs.com unknown unknown false high
eb2.3lift.com unknown unknown false high

Contacted URLs

Name Malicious Antivirus Detection Reputation
hitp://https://www.joomag.com/en/solutions/digital-publishing false high
hitp://https://www.joomag.com/en/ false high
hitp://https://www.joomag.com/en/solutions/sales-engagement false high

URLs from Memory and Binaries

Name Source Malicious Antivirus Detection Reputation
hitp://https://joomag.elevio.help/en/articles/245 1a841bd9fc7ecced_0.1.dr false high
hitp://https://js.intercomcdn.com/intersection/assets/app.js 65befcaclcde97c2_0.1.dr false high
hitp://https://code.jquery.com/jquery-3.2.1.slim.min.js 0f1894c5ddc566ef_0.1.dr false high
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Name

http:/f
https://www.joomag.com/jcsip/html5/vl/magazine/2445305?
is_linked_domain=0&manuallyEmbedded=&viewMode

hitp://https://www.joomag.com/en/

hitp://https://www.joomag.com/en/solutions/interactive-
content-marketing.Interactive

hitp://https://use.typekit.net/olb8zpk.js
hitp://https://joom.ag/Ja514
hitp://https://joomag.elevio.help/en/articles/241
hitp://https://joomag.elevio.help/en/articles/240
hitp://https://joom.ag/Ja512

hitp://https://www.joomag.com/static/js/pages/home.js?
_=5.1.8.0

http:/f
https://s.adroll.com/j/pre/7S36 S2RHW5BUVAXHELARZE/6 TM
QVXNPWBG6BOGAF3EFID/index.jsaD

hitp://www.joomag.com/publication/Name/777).

http:/f
https://googleads.g.doubleclick.net/pagead/viewthroughconver
sion/1003757157/?random=1617996273414&cv

hitp://https://docs.intercom.com/configure-intercom-for-your-
product-or-site/staying-secure/enable-identity

hitp://https://s.adroll.com/j/sendrolling.jsaD
hitp://https://stats.g.doubleclick.net/j/collect

hitp://https://js.hs-
analytics.net/analytics/1617996000000/5574303.js

hitp://https://kit.fontawesome.com/585b051251.js

http:/f
https://maxcdn.bootstrapcdn.com/bootstrap/4.0.0/js/bootstrap.
min.js

hitp://https://joomag.elevio.help/en/articles/251
hitp://https://app.intercom.com

hitp://https://joomag.com/

hitp://https://a.nel.cloudflare.com/report?
s=bEIhZG%2FfAn8G9%2Fwa3%2BIFTPBJchNhNhtrloQMMH
WLEgRDX0%2BhalFLsD

hitp://https://maxcdn.bootstrapcdn.com/
hitp://https://js.hs-banner.com/cookie-banner

hitp://certs.godaddy.com/repository/1301

hitp://https://www.joomag.com/static/js/pages/solutions.js?
_=5.1.8.0

hitp://https://ajax.aspnetcdn.com/ajax/jQuery/jquery-
1.11.2.min.js

hitp://https://widget.intercom.io/widget/ue3kdzui

hitp://https://js.intercomcdn.com/vendors~message-
modern.bcad7328.jsaD

hitp://https://kit.fontawesome.com/

http:/f
https://connect.facebook.net/signals/config/295648160646317
?v=2.9.33&r=stableaD

hitp://https://connect.facebook.net/
hitp://https://js.intercomcdn.com/vendor-modern.a5ba650d.jsa
hitp://https://www.intercom-reporting.com/sentry/index.html
http:/f
https://googleads.g.doubleclick.net/pagead/viewthroughconver
sion/1003757157/?random=1617996280828&cv
hitp://https://ajax.aspnetcdn.com/

hitp://https://northcentralusr-
notifyp.svc.ms/api/v2/tracking/method/Click?mi=3g1fY2BPqE-
2GZL5d-54LA&ru=htt

hitp://https://a.nel.cloudflare.com/report?

s=c5HLz3ZnW6CijhOu72CdPeqdeCgiCoF4vn30D9HELZhGYP

%2FAdtXqoTgsKHUe

http:/f
https://googleads.g.doubleclick.net/pagead/viewthroughconver
sion/1003757157/?random=1617996285268&cv
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Source

€096b84e660703el_0.1.dr

Favicons.1.dr, History.1.dr

Current Session.1.dr

c0ec2433cf77f682_0.1.dr
History-journal.1.dr
1a841bd9fc7ecccd_0.1.dr
1a841bd9fc7ecccd_0.1.dr
History Provider Cache.1.dr
4d1295fcda27fb46_0.1.dr

7b5d3be33a96cdb3_0.1.dr

1a841bd9fc7ecccd_0.1.dr
202398c31ac24d4a_0.1.dr

65befcaclcde97c2_0.1.dr

35aec16058a68073_0.1.dr
2a82640fed18fa5c_0.1.dr
0773c091491a9080_0.1.dr

c32afd9997a26c41_0.1.dr
91721bc070d4628d_0.1.dr

1a841bd9fc7ecccd_0.1.dr
65befcaclcde97c2_0.1.dr

5383b090eaa51678_0.1.dr, cOb2a
ab84f0a50bc_0.1.dr, cbe0f97338
1faOcf_0.1.dr, 4dc39f0688ebc55
3_0.1.dr, ea08dd46bb01fafe_0.1.dr,

a262d627eec5cc8b_0.1.dr, 9890963327

d9ee09_0.1.dr, b2009de9dbada7b
b_0.1.dr, b450020f7ef934d5_0.1.dr

Reporting and NEL-journal.3.dr

Network Action Predictor-journal.1.dr
4dc39f0688ebc553_0.1.dr

9FESAC4619D265EF6BFD
31DF947C4A78_EDA79DB
ED7732591D0FF867E00812BA50.3.dr

83137b52fc11f0b5_0.1.dr

094e2d6bf2abec98_0.1.dr

6158ca99bdaf719d_0.1.dr
dd4ec45c32f91a40_0.1.dr

Network Action Predictor-journal.1.dr

4f99dch1a864e622_0.1.dr

87fd1924f833e73a_0.1.dr
88c2694a38162e86_0.1.dr
65befcaclcde97c2_0.1.dr
8c50196ale0f9ecd_0.1.dr

Network Action Predictor-journal.1.dr

Favicons.1.dr, History.1.dr

Reporting and NEL.3.dr

68cc6d037028d20c_0.1.dr

Malicious

false

false

false

false
false
false
false
false

false

false

false

false

false

false
false

false

false

false

false
false

false

false

false

false

false

false

false

false

false

false

false

false
false
false

false

false

false

false

false

Antivirus Detection

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

Reputation

high

high
high

high
unknown
high
high
unknown

high
high
high
high
high
high
high
unknown
high

high

high
high
high

high

high
unknown
high
high
high

high
high

high
high

high
high
unknown

high

high

unknown

high

high
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Name Source
hitp://https://js.intercomcdn.com/vendor-modern.a5ba650d.js  88c2694a38162e86_0.1.dr

hitp://https://js.intercomcdn.com/vendors~app- €243fa307356206a_0.1.dr
modern.4c248alf.js

hitp://https://www.joomag.com/en/solutions/corporate- Current Session.1.dr
communications

hitp://https://js.intercomcdn.com/vendors~app- €243fa307356206a_0.1.dr
modern.4c248alf.jsaD

hitp://https://js.intercomcdn.com/vendors~message- dd4ec45c32f91a40_0.1.dr
modern.bcad7328.js

hitp://https://a.nel.cloudflare.com/report?
s=ePVJulaWUxZUfELT7IUWtXzp4GDCwsQwShmb7eCyP%?2
BpZUFvigaaWnluD2%2B

Reporting and NEL-journal.3.dr

hitp:// 4f99dch1a864e622_0.1.dr
https://connect.facebook.net/signals/config/295648160646317
?v=2.9.33&r=stable

hitp://https://feedback.googleusercontent.com manifest.json0.1.dr

hitp://https://assets.onestore.ms/ Network Action Predictor-journal.1.dr

hitp://https://joomag.com/M 18e402f011ac7071_0.1.dr
hitp://https://joomag.com/G 9ff14046406d6375_0.1.dr

hitp://https://cdnjs.cloudflare.com/ajax/libs/jquery- 66856abd7f544089_0.1.dr, e52b8
mousewheel/3.1.13/jquery.mousewheel.min.js?isAjax=true eeb5910a627_0.1.dr, b2009de9db
ada7bb_0.1.dr, 18e402f011ac707

1 0.1.dr
hitp://https://joomag.com/F 8c50196ale0f9ecd_0.1.dr
hitp://https://www.joomag.com/en/solutions/interactive- History.1.dr
content-marketingInteractive
http:/f 1a841bd9fc7ecced_0.1.dr
www.joomag.com/magazine/perfil48_digital/002031400130951
3566
hitp://https://joomag.com/b cbe0f973381fa0cf_0.1.dr
hitp://https://viewer.joomag.com/share- History.1.dr
point/0800174001617892081?short&Share
hitp://www.joomag.com/) 1a841bd9fc7ecccd_0.1.dr

hitp://https://js.intercomcdn.com/vendor-
modern.a5ba650d.jsaD

88c2694a38162e86_0.1.dr

hitp:// 0381749d97c141e8_0.1.dr
https://www.joomag.com/Frontend/mobile/viewer/main.36b2b0

01eb97fb16211c.js

hitp://https://www.joomag.com/? Current Session.1.dr

ref=viewer_ad&utm_source=viewer_ad_create&utm_medium=

non-paid&utm_campaign=j

hitp://https://joomag.com/Z 15c16c3f27e21b62_0.1.dr

hitp:// b8d56¢7282a9959b_0.1.dr, 56060

https://connect.facebook.net/signals/config/290226788268586 9edbb009490_0.1.dr
?v=2.9.33&r=stable

hitp:// 5e0609edbb009490_0.1.dr
https://connect.facebook.net/signals/config/290226788268586
?v=2.9.33&r=stableaD

hitp://https://joom.ag/Ja5I Favicons-journal.1.dr, Current Session.1
.dr

hitp://https://d.adroll. mgr.consensu.org/consent/iabcheck/ 1c6644b795785887_0.1.dr

hitp://https://joomag.com/2 989h6fe145516e59_0.1.dr

hitp:// f610433733328f19_0.1.dr

https://googleads.g.doubleclick.net/pagead/viewthroughconver
sion/1003757157/?random=1617996259759&cv

hitp://https://js.hs-banner.com/5574303.jsaD 4dc39f0688ebc553_0.1.dr
hitp://schema.org 5e0609edbb009490_0.1.dr
hitp://https://www.joomag.com/en/solutions/corporate- History.1.dr

communicationsCorporate

http:/f c0ec2433cf77f682_0.1.dr
https://use.typekit.net/af/fe0b8be/0000000000000000000148a6
123/

http:/f a262d627eec5cc8b_0.1.dr
https://www.joomag.com/Frontend/mobile/viewer/vendor.7bc4
df7aaac8424047c3.js

hitp:// 6b1b9d51f4f5cab5_0.1.dr
https://www.joomag.com/Frontend/mobile/viewer/manifest.6ab
342fadd7e7af5331a.js

hitp://https://joomag.com/C e5fc65743dc33dcc_0.1.dr
hitp://https://joomag.com/A 3cf52a5fdd0e540e_0.1.dr

Copyright Joe Security LLC 2021

Malicious
false

false

false

false

false

false

false

false

false

false
false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false
false

false

false

false

false

false

false

.

.

.

3

3

Antivirus Detection

URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

Avira URL Cloud: safe

Reputation

high
high

high

high

high

high

high

high

unknown

high
high
high

high
high

high

high

high

high

high

high

high

high
high

high

unknown

unknown

high
high

unknown

high

high

high

high

high

high
high
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Name

hitp:iy

https://s.adroll.com/pixel/7S36 S2RHW5BUVAXHELARZE/6 TM
QVXNPWBG6BOGAF3EFID/II7TUVDRCFFFIVJIPI3D2QTU.js

hitp

hitp
_=5

hitp

hitp:
hitp:iy
hitp:iy
hitp:iy
hitp:iy
hitp:iy

hitp:
hitp:iy
hitp:iy
hitp:iy
hitp:iy
hitp:iy
hitp:;
hitp:/

fhttps:/ljs.hs-scripts.com/5574303.js

://https://www.joomag.com/static/js/pages/home.js?
.1.8.0a

://https://theicecreamqueen.net/X

//https://joom.ag/Ja5IShare
https://joomag.com/6
https://joomag.elevio.help/en/articles/268
https://joom.ag/Ja5lY
https://joomag.elevio.help/en/articles/266

https://js.intercomcdn.com/frame-modern.f881becc.js

{https://use.typekit.net/olb8zpk.jsaD
https://code.jquery.com/jquery-3.1.1.min.js
https://js.hsadspixel.net/fb.jsaD
https://www.intercom-reporting.com

https://code.jquery.com/

/https://js.intercomcdn.com/

ihttps://joom.ag/Ja5li

Contacted IPs

] No. of IPs < 25%
B 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%
Bl 75% < No. of IPs

https://www.joomag.com/en/solutions/sales-engagement

Source

ea08dd46bb01fafe_0.1.dr

cbe0f973381fa0cf_0.1.dr
0c59603c94d6b5b4_0.1.dr

569ae1a688927577_0.1.dr

History.1.dr
7b5d3be33a96cdb3_0.1.dr
1a841bd9fc7ecccd_0.1.dr
Favicons-journal.1.dr
1a841bd9fc7ecccd_0.1.dr

65befcaclcde97c2_0.1.dr, 989h6
fe145516e59_0.1.dr

c0ec2433cf77f682_0.1.dr
569ae1a688927577_0.1.dr
9ac614ffd44f5d33_0.1.dr
65befcaclcde97c2_0.1.dr

Network Action Predictor-journal.1.dr
Current Session.1.dr

65befcaclcde97c2_0.1.dr

Favicons-journal.1.dr

Public
P Domain Country Flag
104.19.155.83 track.hubspot.com United States =
104.17.68.176 js.hs-analytics.net United States =
104.18.20.191 js.hs-banner.com United States =
18.158.181.33 alb-aws-fr-bswx-3- United States =
1125904451.eu-central-
1.elb.amazonaws.com
104.17.230.204 js.hsleadflows.net United States =
99.86.3.39 d2065cca9qidey.cloudfront United States =
.net
185.64.190.80 pug-lhr.pubmatic.com United Kingdom ]
151.101.66.217 browser.sentry-cdn.com United States =

Copyright Joe Security LLC 2021

Malicious

false

false

false

false

false
false
false
false
false

false

false
false
false
false
false
false
false

false

ASN

13335
13335
13335
16509

13335

16509

62713
54113

Antivirus Detection Reputation
high
high
high
e Avira URL Cloud: safe unknown
e Avira URL Cloud: safe unknown
high
high
e Avira URL Cloud: safe unknown
high
high
high
high
e Avira URL Cloud: safe unknown
e Avira URL Cloud: safe unknown
high
high
high
e Avira URL Cloud: safe unknown
ASN Name
CLOUDFLARENETUS false
CLOUDFLARENETUS false
CLOUDFLARENETUS false
AMAZON-02US false
CLOUDFLARENETUS false
AMAZON-02US false
AS-PUBMATICUS false
FASTLYUS false
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P Domain

104.17.214.204 js.hs-scripts.com

3.121.70.57 dualstack.engagement-
bus-prod-641612343.eu-
central-

1.elb.amazonaws.com

99.86.3.104 js.intercomecdn.com
192.111.140.242 rum.monitis.com
34.252.196.107 adserver-vpc-alb-2-

1264451658.eu-west-
1.elb.amazonaws.com

104.19.154.83 forms.hubspot.com

69.49.230.229 theicecreamqueen.net

18.197.99.6 prod.ups-eu-central-1.aolp-
ds-prd.aws.oath.cloud

239.255.255.250 unknown

3.126.56.137 prod.ups-ats.eu-central-
1.aolp-ds-

prd.aws.oath.cloud

157.240.219.35 star-
mini.c10r.facebook.com

35.244.174.68 idsync.rlcdn.com
35.170.0.145 nexus-websocket-
a.intercom.io
104.17.114.176 js.hsadspixel.net
104.17.200.204 api.hubapi.com
157.240.17.15 scontent.xx.fbcdn.net
172.217.168.66 cm.g.doubleclick.net
141.226.228.48 am-vip001.taboola.com
64.74.236.159 chidc2.outbrain.org
107.182.226.40 s9.joomag.com
3.248.28.111 adserver-vpc-alb-3-

890571764.eu-west-
1.elb.amazonaws.com

74.125.143.157 stats.l.doubleclick.net
87.248.118.23 edge.gycpi.b.yahoodns.net
185.33.221.89 ib.anycast.adnxs.com
209.95.50.25 an3.joomag.com
104.18.11.207 maxcdn.bootstrapcdn.com
34.98.64.218 us-u.openx.net
172.217.168.33 googlehosted.l.googleuser

content.com

75.2.88.188 api-iam.intercom.io
13.32.25.95 widget.intercom.io
209.95.50.27 joom.ag
104.16.19.94 cdnjs.cloudflare.com
Private

IP

192.168.2.1

127.0.0.1

General Information

Joe Sandbox Version:
Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Copyright Joe Security LLC 2021

Country
United States
United States

United States
United States

United States

United States
United States
United States

Reserved

United States

United States

United States
United States

United States
United States
United States
United States
Israel

United States
United States

United States

United States
United Kingdom
Netherlands

United States

United States
United States
United States

United States
United States
United States

United States

ASN
13335
16509

16509
46562

16509

13335
46606
16509

unknown

16509

32934

15169
14618

13335
13335
32934
15169
200478
22075
32780

16509

15169
203220
29990
32780

13335
15169
15169

16509
7018
32780

13335

31.0.0 Emerald
384809
09.04.2021
21:22:56
CloudBasic

Oh 6m 45s

ASN Name
CLOUDFLARENETUS
AMAZON-02US

AMAZON-02US

TOTAL-SERVER-
SOLUTIONSUS

AMAZON-02US

CLOUDFLARENETUS
UNIFIEDLAYER-AS-1US
AMAZON-02US

unknown

AMAZON-02US

FACEBOOKUS

GOOGLEUS
AMAZON-AESUS

CLOUDFLARENETUS
CLOUDFLARENETUS
FACEBOOKUS
GOOGLEUS
TABOOLA-ASIL
AS-OUTBRAINUS

HOSTINGSERVICES-
INCUS

AMAZON-02US

GOOGLEUS
YAHOO-DEBDE
ASN-APPNEXUS

HOSTINGSERVICES-
INCUS

CLOUDFLARENETUS
GOOGLEUS
GOOGLEUS

AMAZON-02US
ATT-INTERNET4US

HOSTINGSERVICES-
INCUS

CLOUDFLARENETUS

Malicious
false

false

false

false

false

false
false

false

false

false

false

false

false

false
false
false
false
false
false

false

false

false
false
false

false

false
false

false

false
false

false

false
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Hypervisor based Inspection enabled:
Report type:

Cookbook file name:

Sample URL:

Analysis system description:

Number of analysed new started processes analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

Cookbook Comments:

Warnings:

Copyright Joe Security LLC 2021

false

light

browseurl.jbs
hitp://https://joom.ag/Ja5I

Windows 10 64 bit v1803 with Office Professional Plus
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8
Update 211

21

o O o o

e HCA enabled
e EGA enabled
e AMSI enabled

default

Timeout

MAL
mal64.phis.win@50/326@80/42

e Adjust boot time

e Enable AMSI

e Browse: https://www.joomag.com/?
ref=viewer_ad&amp;utm_source
=viewer_ad_create&amp;utm_medium=non-
paid&amp;utm_campaign=jm_leads

e Browse: https://northcentralusr-
notifyp.svc.ms/api/v2/tracking/method/Click?
mi=3g1fY2BPqE-2GZL5d-
54LA&amp;ru=https%3a%2f
%2fprivacy.microsoft.com%?2fpri
vacystatement%5c&amp;tc=Privac
yStatement&amp;cs=75fd1b1b09b9
bOaf634e4faacc127efl

e Browse: https://theicecreamqueen.net/pswiss/cube

e Browse: https://www.joomag.com/en/

e Browse: https://www.joomag.com
/en/solutions/interactive-content-marketing

e Browse: https://www.joomag.com
/en/solutions/corporate-communications

e Browse: https://www.joomag.com
/en/solutions/digital-publishing

e Browse: https://www.joomag.com
/en/solutions/sales-engagement

Show All
e Exclude process from analysis (whitelisted):
BackgroundTransferHost.exe,
backgroundTaskHost.exe, svchost.exe,
wuapihost.exe
e TCP Packets have been reduced to 100
e Created / dropped Files have been reduced to 100
e Excluded IPs from analysis (whitelisted):
52.255.188.83, 40.88.32.150, 23.54.113.53,
13.88.21.125, 52.147.198.201, 172.217.168.35,
216.58.215.238, 172.217.168.13, 142.250.34.2,
192.124.249.41, 192.124.249.24, 192.124.249.22,
192.124.249.23, 192.124.249.36, 216.58.215.232,
172.217.168.78, 172.217.168.4, 23.10.249.43,
23.10.249.9, 104.83.104.145, 172.217.168.42,
151.101.2.110, 151.101.66.110, 151.101.130.110,
151.101.194.110, 162.247.243.146,
162.247.243.147, 74.125.173.166, 172.217.168.10,
172.217.168.74, 216.58.215.234, 2.22.153.73,
2.20.209.195, 69.173.144.139, 69.173.144.165,
69.173.144.138, 23.0.174.200, 23.0.174.185,
13.64.90.137, 216.58.215.226, 13.107.136.13,
23.54.112.217, 23.10.249.18, 23.10.249.33,
152.199.19.160, 2.18.103.205, 2.20.240.220,
23.10.249.26, 69.16.175.42, 69.16.175.10,
104.18.22.52, 104.18.23.52, 216.58.215.227,
172.64.202.28, 172.64.203.28, 20.82.210.154,
20.82.209.183, 52.155.217.156, 20.54.26.129
Excluded domains from analysis (whitelisted):
gstaticadssl.l.google.com,
e6653.dscf.akamaiedge.net,
cds.s5x3j6g5.hwedn.net,
assets.onestore.ms.edgekey.net,
arc.msn.com.nsatc.net, ka-
f.fontawesome.com.cdn.cloudflare.net,
tls12.newrelic.com.cdn.cloudflare.net,
e13678.dsch.akamaiedge.net,
clientservices.googleapis.com, i.s-
microsoft.com.edgekey.net, a1945.g2.akamai.net,
skypedataprdcoleus15.cloudapp.net,
www.microsoft.com-c-3.edgekey.net,

.
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Simulations

Behavior and APIs
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clients2.google.com, use-
stls.adobe.com.edgesuite.net,
audownload.windowsupdate.nsatc.net,
update.googleapis.com, www.google.com, statics-
marketingsites-eus-ms-com.akamaized.net,
watson.telemetry.microsoft.com, www.gstatic.com,
ocsp.godaddy.com.akadns.net, au-bg-
shim.trafficmanager.net, www.google-
analytics.com, e10583.dspg.akamaiedge.net,
fonts.googleapis.com, content-
autofill.googleapis.com, ajax.googleapis.com,
displaycatalog-rp-
europe.md.mp.microsoft.com.akadns.net,
displaycatalog.md.mp.microsoft.com.akadns.net,
ris-prod.trafficmanager.net, www.googleapis.com,
assets.onestore.ms.akadns.net, r1---sn-
lgieen7e.gvtl.com, c-s.cms.ms.akadns.net,
ris.api.iris.microsoft.com, store-images.s-
microsoft.com, wildcard.adroll.com.edgekey.net,
blobcollector.events.data.trafficmanager.net, dsum-
sec.casalemedia.com.edgekey.net, svc-ms.spo-
0008.spo-msedge.net, c.s-microsoft.com-
c.edgekey.net, clients.l.google.com,
privacy.microsoft.com.edgekey.net,
e4007.g.akamaiedge.net,
au.download.windowsupdate.com.edgesuite.net,
www.googleadservices.com,
pixel.rubiconproject.net.akadns.net, store-images.s-
microsoft.com-c.edgekey.net, i.s-microsoft.com,
al449.dscg2.akamai.net, arc.msn.com,
consumerrp-displaycatalog-aks2eap-
europe.md.mp.microsoft.com.akadns.net, rl1.sn-
1lgieen7e.gvtl.com, www.microsoft.com-c-
3.edgekey.net.globalredir.akadns.net,
db5eap.displaycatalog.md.mp.microsoft.com.akadn
s.net, e12564.dspb.akamaiedge.net,
e8037.g.akamaiedge.net,
mscomajax.vo.msecnd.net, redirector.gvtl.com,
www.googletagmanager.com,
arc.trafficmanager.net, edgedl.gvtl.com,
displaycatalog.mp.microsoft.com, img-prod-cms-rt-
microsoft-com.akamaized.net, consumerrp-
displaycatalog-
aks2eap.md.mp.microsoft.com.akadns.net,
kit.fontawesome.com.cdn.cloudflare.net,
displaycatalog-
europeeap.md.mp.microsoft.com.akadns.net,
skypedataprdcolwus17.cloudapp.net, p.typekit.net-
v3.edgekey.net, accounts.google.com, www-
google-analytics.l.google.com, cs22.wpc.vOcdn.net,
fonts.gstatic.com, www-
googletagmanager.l.google.com,
f4.shared.global.fastly.net,
ctldl.windowsupdate.com, a767.dscg3.akamai.net,
skypedataprdcoleus16.cloudapp.net,
skypedataprdcoleus17.cloudapp.net, c.s-
microsoft.com, spo-0008.spo-msedge.net,
privacy.microsoft.com,
e13678.dscg.akamaiedge.net, ocsp.godaddy.com,
skypedataprdcolwus15.cloudapp.net,
e13678.dspb.akamaiedge.net, www.microsoft.com,
a1988.dscgl.akamai.net, displaycatalog-
rp.md.mp.microsoft.com.akadns.net

Report size exceeded maximum capacity and may
have missing behavior information.

Report size exceeded maximum capacity and may
have missing network information.

Report size getting too big, too many NtCreateFile
calls found.

Report size getting too big, too many NtOpenFile
calls found.

Report size getting too big, too many
NtQueryVolumelnformationFile calls found.

Report size getting too big, too many NtWriteFile
calls found.

Report size getting too big, too many
NtWriteVirtualMemory calls found.
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Time

21:23:44

Type Description

API Interceptor 5x Sleep call for process: chrome.exe modified

Joe Sandbox View | Context

IPs

No context

Domains

No context

ASN

No context

JA3 Fingerprints

No context

Dropped Files

No context

Created | dropped Files

C:\Users\luser\AppData\LocalLow\Microsoft\CryptnetUriCache\Content\223DE96EE265046957 A660ED7C9DD9E7_EFF9B9BA98DEAA773F261FA85A0B177

1

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 1731

Entropy (8bit):  7.314678693508401

Encrypted: false

SSDEEP: 48:panitgGF7EoGylMnita8lnitq1+ZvI30XS9As5RMEWqu5H99:pWelz1l+boavLJpu5

MD5: 674998133A041D533A27979FDF8B1DFD

SHA1L: 921FFC2CD390058A9D947B4F9FC34856BC54C5F9

SHA-256: 4A23F8871099736EB86B24A89DEAGBD607B59D7A2A387E507EF2BDF25839F492

SHA-512: 26800CEA764378E8D030F0D500F7269DCDC69E36A9933C8B1FAA3BD456969830942E7B462EOEFC2FFB8743C5AEB84C0953978FFE727B3802C7C79F879C6B088]

Malicious: false

Reputation: low

Preview:
[O P 0....+.....0......0...0.....0..1.0...U....US1.0...U....Arizonal.0...U....Scottsdale1.0...U....GoDaddy.com, Inc.100...U...'Go Daddy Root Validation Authority - G2..20210
409005230Z0d0b0:0...+. . 20210409005230Z7....20210410125230Z0...*.H .Q..q..9.%....E[3i..Z.%E*.YZ
g..ght.T/....G....H5.y.8H....~BC..&......h...).X........Z.s.];. .._)]E NG AT k.4;..u.Q...c...1..;..U.J.]D.$..x. k-/.;a-. ...4.0._g.[\..\.Kfyd....0...0...0..g.....
Lfpt0l i HoL 0..1.0...U....US1.0...U....Arizonal.0...U....Scottsdale1.0...U....GoDaddy.com, Inc.110/..U...(Go Daddy Root Certificate Authority - G20...200909
070000Z..21090907000020..1.0...U....US1.0...U....Arizonal.0...U....Scottsdale1.0...U....GoDaddy.com, Inc.100...U...'Go Daddy Root Validation Authority - G20.."0...*.H....
......... Oeoven e AY.LLUQU.L L - IXG (k. +.......G.3

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUriCache\Content\77EC63BDA74BD0D0E0426DC8F8008506 E

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Microsoft Cabinet archive data, 58596 bytes, 1 file

Category: dropped

Size (bytes): 117192

Entropy (8bit):  7.995478615012125

Encrypted: true

SSDEEP: 3072:F2gSSwim1m/QEBbgblom2qSSwim1m/QEBbgbloQ:FIdwim1im/QEOblomJdwim1im/QEObloQ

MD5: 2FEBC5EB397A71B7A4862D0DCC21CASE

SHA1L: 5568FBD6D7DB899850D3AAFFI5FEC08952361678
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C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUriCache\Content\77EC63BDA74BD0D0E0426DC8F8008506 E

SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

2E9BE05B763D01CBOCD6FDE8BC64432A012AD3ECDYAG6F3099DDE740A2D148A13

B7D42B634F3BOCDC81CB94F281C8BB743BB98421AE54E21005637F762292D865EB1D71D43C4AFF96AEE824527E9F7FB94FESF5A4D35A22363A2A86AFSABEOCA1
4

false

MSCF ..ty Lo Tl bR. .authroot.stl...s~.4..CK..8T....c_.d...AK......&-J...."Y..$E.KB..D...D.....3.n..U.......... ,
HB..E~Q...)..Gax../.}7.f....00..x.k.ha..y.K.0.h..(...{2Y ].9..yw..|0.+?.°- ./ xvy..e....w.+"..w|.Q.k.9& Q.EzS f......
..... R.g...0.Y..s.y.B..B...Z.4.<?.R...1.8.<.=8.[as.....add..).NtX....r....R.&W4.5]....k.._iK.xzZW.w.M.>5.}..J.tLX5Ls3_..
y..\.br.8.y"k)....~B..v....GR.g|.z..+.D8.m..F .h...* LIiNs.\..s . f

g UlhouD ADS j.j .=..s .FxV...g.c.s..9.

=H4..c&......f.,.=.-...p2.... HX......b.

%.B.....YS9m.

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUriCache\Content\9FE5AC4619D265EF6BFD31DF947C4A78 EDA79DBED7732591D0FF867E00812BA

5

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

1778

7.311778029318123

false
48:+ni/2TBcQuKcnitxUni/1+ZvI30XS9A0d5RXEOaKIhEe07P:92TtfT/1+boaFLeHK4W
57C0C2026F4C1061D8ABAE79C0C422B9
1D91E7B831E562A5A629279A8F16740B3255DC0B
6288D7BF915C3A11D272CDAAC6CID3672F60AAAD835D4BCEA894F636B444572E
ACFCB22B8F387758B76C05021F881754A978B4B71A44564B4A502BE240FAODOE4BIABCC78CFBI0426778F2A670FA1C93C4B270C38173386DDBA157058BEC014/

false
low
[0 JRUURRI o JOUONE. SO 0......0...0...z0x1.0...U....US1.0...U....Arizonal.0...U....Scottsdale1.0...U....GoDaddy Inc.1+0)..U..."Go Daddy Validation Authority - G2..20210408232518Z0I
. ..Tils..7.C.h.1..16 .....7..DUS$'YNIB..\wBe"..T..h_t.]7.9.f2...
e W.G/-.U.B....2.ZC..9." ... M<.. 2. h< YL ML) %.t..2..'w..0y,G...0....c.GP,.L.7....1{.}".b|...ZDVB..(_]...R......... 4z....,...8.f.2....1.0...0..0..0.............. X...10..*

.H.......0..1.0...U....US1.0...U....Arizonal.0...U....Scottsdale1.0...U....GoDaddy.com, Inc.1-0+..U...$http://certs.godaddy.com/repository/1301..U...*Go Daddy Secure Cer
tificate Authority - G20...200909070000Z..210909070000Z0x1.0...U....US1.0...U....Arizonal.0...U....Scottsdale1.0...U....GoDaddy Inc.1+0)..U..."Go Daddy Validation
Authority - G20.."0..* H........... O .Y U.qu.

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUriCache\Content\EB2C4AB8B68FFA4B7733A9139239A396_D76DB901EE986B889F30D8CC06229E2

D

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

1697

7.298972299288275

false

48:snitqJI3DuVnitqsXA49e5REMeZ6+23wQ:UJlosw49eEMeZ6+Y
C180DB31189FDEC83C653D2BCEE9A412
63DD8CAB6ED486409E6E28B46DB7873CD56BICI36
24A9E9F2F104D78FF2E100F1B568B626C38FCA96A6541516D534F53BEC7024CD
80F3632A0525CFACOEE5S0EF6961C2F02109BCB435E14747583BDA44E7D49123C0B63CASE2B79091D2680DE7F87933ED277FBEAO02E2AE18308673612635C5372

false

low

[O P 0....+.....0......0...0......0..1.0...U....US1.0...U....Arizonal.0...U....Scottsdale1.0...U....GoDaddy.com, Inc.100...U...'"Go Daddy Root Validation Authority - G1..2021
0408195420Z0f0d0<0...+......... ..... ].My_F<...Lga=.j ..202104081954207....20210410075420Z0...* H....c.oovrvnn .V & .. .&{.T..Y..v..4..dY.y..Nn.2.-

L.ZJJe....."4.j..&Y..4.5..3.3M2}l.....:1Z...gIR~.=w(O0..[.:. .Do..,L kd.an.. #£Y.r5..N....".... =U..0......... n...W..H4..;.S..l.nw...
b0..20..Z0..B....... 1g...r.0..%H........ 0cl1.0...U....US1!0...U....The Go Daddy Group, Inc.110/..U...(Go Daddy Class 2 Certification Authority0...161213070000Z..21121307
0000Z0..1.0...U....US1.0...U....Arizonal.0...U....Scottsdale 1.0...U....GoDaddy.com, Inc.100...U..."Go Daddy Root Validation Authority - G10.."0...*.H............. {0 T }o.
@H.......j.b.2.c... 'eSA...6™2.hf.m.m9........ _N."gV..{.J"{..0f.W$.X

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUriCache\MetaData\223DE96EE265046957A660ED7C9DD9E7_ EFF9B9BA98DEAA773F26

1FA85A0B1771

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 900

Entropy (8bit): 3.719367086899591

Encrypted: false

SSDEEP: 12:fZCrQESIgsFFV13Mz1mySGgheQDM3k4rQESIgsFFV13Mz1mySGghew:lwyPV13MhmyFqYeENwyPV13MhmyFgYw
MD5: C89F4BED4E1FF579FCC5D49DC73A65AC

SHA1L: 309D48F16674AC37E3D2A14BE3A656489E1035ED

SHA-256: 753827CD58D973143F8AE2D83E4D72C252336E8E317A00DF3C65749983D3E7F1
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C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUriCache\MetaData\223DE96EE265046957A660ED7C9DD9E7 EFF9B9BA98DEAAT773F26

1FA85A0B1771

SHA-512: 28373DDA2A2408F1FAD86F17D209FA289530C881FD1CDDAAAAS442A3165C80A3FC22FF6D1C3F2F105F1334E98055F89D612ECE9539FEDIC8D40AAD373CA0A4
0

Malicious: false

Reputation: low

Preview:
Peeees s U (et e <V h.tt.p.../.l.0o.c.s.p...g.0.d.a.d.d.y...c.o.m././.M.E..w.Q.D.A.%.2.B.M.D.w.w.0O.j.A.J.B.g.U.r.D
.9.M.C.G.g.U.A.B.B.Q.d.1.2.%.2.B.0.B.k.uX.H.9.3.f.0.R.Uj4.a7Ar4r.Gw.Q.U.0.p.q.F.B.x.B.n.K.L.b.v.9.r.0.F.QW.4.gw.ZT.a.D.9.4.C.A.Q.c.%.3.D...".9.2.1.ff.c.2.c
.d.3.9.0.0.5.8.2.9.d.9.4.7.b.4.£.9.f.c.3.4.8.5.6.b.c.5.4.c.5.£.9."..p.cccs ool (o< { ]l L < Ve hititpai/foces p...g.0.d.a.d.d.

y...c.o.m././.M.E.l.w.Q.D.A.%.2.B.M.D.w.w.0.j.A.J.B.g.U.r.D.g.M.C.G.g.U.A.B.B.Q.d.1.2.%.2.B.0.B.k.u.X.H.9.3.f.0.R.U.j.4.a.7. . Ar4.r.G.w.Q.U.0O.p.q.F.B.x.B.n.K.L.b.v.9.r.
0.F.Q.W.4.g.w.Z.T.a.D.9.4.C.A.Q.c.%.3.D...".9.2.1.f.f.c.2.c.d.3.9.0.0.5.8.2.9.d.9.4.7.b.4.f.9.f.c.3.4.8.5.6.b.c.5.4.c.5.f9."...

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUriCache\MetaData\77EC63BDA74BDOD0E0426DC8F8008506

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

652

3.131160794046323

false
12:TUKwTJIrkPIE99SNXxAhUeOh1kwTJIrkPIE99SNxAhUeOht:Us5kPcUQUPhISkPcUQUPht
930482A6C9AC0511C439E3D11C3159BF
D7AF1251784E859A3EB36F8D0OF16166EC17082D7
C1AE06COE619FB74E61A0DEGEB52916828DCD99C180B878FFF32917C3A50CC40
B6F9BID2BBE7F535792CB7A6F269C14F38EBB3BA7F5AC8CI58E895185B794E1CB625FF90FBDF57A2E27E03167FB5FA21B8BFFA92A7882C182FD96AB79140095

s ST http..//lctldl.windows.up.date..com/ms.dow.n.lo.ad/up.datelv.3./stati
c/trus.ted.r/enlauthro.ots.tl.cab.."0.d8.f4£3f6.fd.7.1.:.0. . K()v-..
l.d.l..w.i.n.d.o.w.s.u.p.d.at.e..c.om./m.s.d.ow.n.l.o.a.d./up.date./v.3/static/trus.te.d.r/en/authro.o.ts.t

c.a.b..".0.d.8.f4.£3.£6.£d.7.1..0."...

C:\Users\luser\AppData\LocalLow\Microsoft\CryptnetUriCache\MetaData\9FE5AC4619D265EF6BFD31DF947C4A78 EDA79DBED7732591D0FF867E00812B

A5
Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

948

3.7519084747265325

false
24:gU+lhn8B0tQpusnuhLIiciM/nU0U+Ihn8B0tQpusnuhLiciM4:gu40SusuhLIipM/nU0U40SusuhLIipM4
F5CA6F5080C8877518CD2DF5836B4437

53219A990FE15309C3B41611D9E22E305FCE6695
E53FBEE4077B1752D8A252864612C33157D4B6FF27B0A36BC25D537EFOB19ECL

07D9042C5AF16E7DBE3A327DB96787EAEFDCC8CF533661CD8395E743DFC616573B24E02C6C55EC26BOES106C6EF28515D10915FD78C63D63B6F8FFF25E533B
0

false

low

Peeeies e U (e Oy Vi h.tt.p..././l.0.c.s.p...g.0.d.a.d.dy...c.om.//M.E.ow.S.D.B.G.M.E.Qw.Q.j.A.J.B.g.U.r.D.g.
M.C.G.g.U.A.B.B.S.2.C.A.1.fb.G.t.2.6.x.P.k.0.K.X.4.Z.9.u.0.U.}.M.0.T.g.Q.U.Q.M.K.9.J.4.7.M.N.I.M.w.0.}.P.X.%.2.B.2.y.z.8.L..Q.5.9.M.4.C.C.Q.D.y.W.n.Q.0.v.8.w.X.
X.A.%.3.D.%.3.D...".1.d.9.1.e.7.b.8.3.1.e.5.6.2.a.5.2.6.2.9.2.7.9.a.8.£.1.6.7.4.0.b.3.2.5.5.d.c.0.b."...p ceveeee LU W/ W/ -
.V.......http.:./]o.csp..g.0.d.a.d.dy..c.om//ME.ow.S.D.B.G.M.E.Q.w.Q.j.A.J.B.g.U.r.D.g.M.C.G.g.U.A.B.B.S.2.C.A.1.f£b.G.t.2.6.x.P.k.0.K.X.4.Z.g.u.0.U.j.M.
0.7.9.Q.U.Q.M.K.9.J.4.7.M.N.LM.w.0.j.P.X.%.2.B.2.y.z.8.L..Q.5.g.M.4.C.C.Q.D.y.W.n.Q.0.v.8. w.X.X.A.%.3.D.%.3.D...".1.d.9.1.e.7.h.8.3.1.e.5.6.2.a.5.a.6.2.9.2.7.9.a.8.f.1.6.
7.4.0.b.3.2.5.5.d.c.0.b."...

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUriCache\MetaData\EB2C4AB8B68FFA4B7733A9139239A396_D76DB901EE986B889F30D8CC06229E

2D

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

916

3.768018917527818

false
12:31CrQEFDsFrvgxEOP6GANMsGAUVAfuPO3+rQEFDsFrvgxEOP6GANMSGAUVQ:sV4xaVSGAmskHV4xaVSGAmMskO
39968558E8613F1C32FE92BC337594B0

99CBCE9B2AB39DBC68313B4AC2EDFB96C843E91A
737F420A7E67B363254546AEA9AA087A0F8444C1FACIB51AE3B5A65D8FCD0634

ESEFDEG33ABAE34F3029787D7924EE1E84006E1EBF254873D72C1D7B3003C1D6D064A4A2A029101A48F875896DD998D76F96FCD90E76EDB70ACF4C8A26CAES
8
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C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUriCache\MetaData\EB2C4AB8B68FFA4B7733A9139239A396_D76DB901EE986B889F30D8CC06229E
2D

Malicious: false
Reputation: low
Preview:
Peeees e U (et e ~ eV h.tt.p...//.0.c.s.p...g.0o.d.a.d.dy...c.om.//ME.Qw.Q.j.B.AM.D.4.w.P.D.AJ.B.g.U.r.D.g.

M.C.G.g.U.A.B.B.T.k.I..n.K.B.A.z.X.k.F.0.Q.h.0.p.e.l.3..f.H.J.9.G.P.A.Q.U.0.5.S.w.0.p.H.U.T.B.F.x.s.2.H.L.P.a.H.%.2.B.3.a.h.q.1.0.M.C.A.x.v.n.F.Q.%.3.D.%.3.D...".6.3.d.
d.8.c.a.b.6.d.4.8.6.4.0.9.e.6.e.2.8.b.4.6.d.h.7.8.7.3.c.d.5.6.b.9.c.9.3.6."...p. . U-.. X - . eV h.tt.p.../.l.0o.c.s.p...g.
o.d.ad.dy...c.om.//.M.E.Q.w.Q.j.B.AM.D.4.w.P.D.A.J.B.g.U.r.D.g.M.C.G.g.U.A.B.B.T.k.I.L.Ln.K.B.A.z.X.k.F.0.Q.h.0.p.e.l.3.1.f.H.J.9.G.P.A.Q.U.0.s.S.w.0.p.H.U.T.B.F .x.s.
2.H.L.P.a.H.%.2.B.3.a.h.q.1.0.M.C.A.x.v.n.F.Q.%.3.D.%.3.D...".6.3.d.d.8.c.a.h.6.d.4.8.6.4.0.9.e.6.€.2.8.b.4.6.d.b.7.8.7.3.c.d.5.6.b.9.c.9.3.6."...

C:\Users\luser\AppData\Local\Google\Chrome\User Data\03327d76-5900-4232-bb7a-dfb33863b756.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 92724

Entropy (8bit): 3.7464644109593688

Encrypted: false

SSDEEP: 384:/DjYU2NfiGBSDNQr5vMY3TwG7HGbG3Kr1KsmxziyG1rh4m1CZaQIMTOWCGNh1wZi:lK1Z2mDbBOeLCM+Y3TCgK6éwcOn

MDS5: FDD938F24CB1A07F565E71FF60ADDDA2

SHA1L: 67C206FAF1B2AEA20374F7935B3B2090A1EB6F63

SHA-256: E06938438E6696EF30A6E2DF17B9EEE97031D202A45235AD4A02DBDE7BF7F15F

SHA-512: F28C9BAEECOBE6948BE65B1D6211CF6A253D7AD93DBB54C19AE6CCF2CA4DA4714C6C190C01233021D6F4E68E98A4630ACA7CO5CFBDCEBB4AB3DC7EO7FA9S
8EC

Malicious: false

Reputation: low

Preview:

....g.r.o.ov.e.ex..dll..Micro.s.oft .Offic.e..2.0.1.6..*..M.i.cr.o.s.0.f.t. .O.n.e.D.riv.e. for. .B.us.in.ess. .Exte.nsions...16..0.4711.1.0

.C..\\P.R.O.G.RA~1\M.IC.R.O.S.~1\0Office.l.6\G.RO.O.V.EEX.D.L.L...Micro.s.o.ft .C.or.p.ora.tio.n..68.D..C.:\Pro.g.ram. .F.iles\C.0o
.m.m.o.n. .F.iles\M..c.r.o.s.0ft .S.hared\O.F.FICE.16\ms.0shext.dl.@...U/..%.comm.o.n.p.ro.g.ramfiles.%.\mic.ro.s.o.ft .share.d\o.f
fic.e.l6. .m.s.o.s.h.ext..dll..M.icro.s.o.ft .Offic.e.)..Micros.oft .Office..Shell Extens.io.n. Handlers....16..0..4.26.6..1.0.0.1...D...C
.\.P.ro.g.ram.

C:\Users\luser\AppData\Local\Google\Chrome\User Datal09974af9-c041-4574-90ce-bc14ef1998f6.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 155732

Entropy (8bit): 6.0519499325566

Encrypted: false

SSDEEP: 3072:FzmnDWVhPFlyU7sCXgchjH+FcbXaflBOu1GOJmAS3iuRI:F6Q1sJQHUagfllIUO0SIiuRI
MDS5: 529380EF18F93E1C8C5DB485B256033C

SHA1L: 45E13A43CFE0C629C361ED1C26E45E8FB826FF99

SHA-256: F66BADI6EC7906AB18A629073DESC828B36A9AEI2377650BCE73AFDB59C64FAB
SHA-512: 6CE32D9D4DB5F50B1E103610C796567C0769F35F7C008FI9ASDF6F3AFD58C931601545BB1B296B9521FF7455B4C2C119C83286991B3576CCDSEE648944E8CE814
Malicious: false

Reputation: low

Preview:

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en-GB"},"legacy":{"profile":{"name":{"migrated":true}}},"network_t
ime":{"network_time_mapping":{"local":1.617996221923738e+12,"network":1.617996223e+12,"ticks":299346023.0,"uncertainty":4396219.0}},"os_crypt":{"encrypted_key":
"RFBBUEKBAAAAOQlyd3wEVORGMegDAT8KX6WEAAABaHIwIoHYIQKZwuwW8VOyxAAAAAAIAAAAAABBMAAAAAQAAIAAAAOT48ZMIULZzXX60EUPPIYBISIOIL
GeiMKilFJZDroAAAAAABAAAAAAGAAIAAAAFW10avBhyV7qwszPZbindD+KU20sh507HSmDPpFnuCDMAAAAGEkmabufgFUSmMOzx4cW7Aup7spgps4DvgbPrwR
gUGQSpRZvQkbO+yVH56WFIzMTtOAAAAAYRWLY xjf7/AqYrFrO0JZ6kbTiUt0/2PKkCw7ntLtbN2qgrad713MeL4iNGDFgqRIhWgsh/6w0gJzQxAfL6rdzxi"},"password_
manager":{"os_password_blank":true,"os_password_last_changed":"13245922715037176"},"plugins":{"metadata":{"adobe-flash-player":{"d

C:\Users\luser\AppData\Local\Google\Chrome\User Data\220701f2-2262-470b-b0e6-2f18e3a1b602.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 164217

Entropy (8bit): 6.082237556707135

Encrypted: false

SSDEEP: 3072:1yXzmnDWVhPFlyU7sCXgchjH+FcbXaflBOu1GOJmAS3iuRI:AD6Q1sJQHUaqfllUOoSiuRI
MD5: 854A8D8EB2DD4CCD45575D56A5004681

SHA1L: FC475A06CA22F40E6FCB6C86AB7900D92A05648B

SHA-256: 3E6AA412722476CFEB552C6D4060AFBAF96E1937070172EA285AFBBBES8006D2
SHA-512: 6ACEB9EB572A6EB74026FC3D861DD1753845498F5747126FFE7C69B497EBC8725AD3937EC49886FCF48670499FC19EFF1D4AF6FOBIAF0010FEF1796B4892FAC!
Malicious: false

Reputation: low
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\220701f2-2262-470b-b0e6-2f18e3a1b602.tmp

Preview:

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en-GB"},"legacy":{"profile":{"name":{"migrated":true}}},"network_t
ime":{"network_time_mapping":{"local":1.617996221923738e+12,"network":1.617996223e+12,"ticks":299346023.0,"uncertainty":4396219.0}},"os_crypt":{"encrypted_key":
"RFBBUEKBAAAAOQlyd3wEVORGMegDAT8KX6WEAAABaHIwIoHYIQKZwuwW8VOyxAAAAAAIAAAAAABBMAAAAAQAAIAAAAOT48ZMIULzXX60EUPPIYBIjSIOIL
GeiMKilFJZDroAAAAAABAAAAAAGAAIAAAAFW10avBhyV7qwszPZbindD+KU20sh507HSmDPpFnuCDMAAAAGEkmabufgFUSmMOzx4cW7Aup7spgps4DvgbPrwR
gUGQSpRZvQkbO+yVH56WFIzMTtOAAAAAYRWLY xjf7/AqYrFroJZ6kbTiut0/2PKkCw7ntLtbN2qrad713MeL4iNGDFgqRIhWgsh/6w0gJzQxAfL6rdzxi"},"password_
manager":{"os_password_blank":true,"os_password_last_changed":"13245922715401452"},"plugins":{"metadata":{"adobe-flash-player":{"d

C:\Users\luser\AppData\Local\Google\Chrome\User Data\4d52bd67-ec12-43a3-9¢23-5db0a6dac35d.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

155732

6.051949991632804

false
3072:fzmnDWVhPFlyU7sCXgchjH+FchXaflBOulGOJmA3iuRI:h6Q1sJQHUaqgfllUO0SiuRI
4721E9DEB7F171433FDABCOA3BI66F7F
20D47A71AE6E08A53AF8F5200F3FBIB21F2676C6
CE24E6F18B89F1070B6077F7BFB484EB32AB49B579383340BDF7B31C4BB55DC7
935200746D1CFF2E6F60699B909E014A23666825A424F021801ABB221573EB8FIC16579B277E62E402CA344556F3BD221FBAFBA575727D8D9C1E7EBA706FB716
false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en-GB"},"legacy":{"profile":{"name":{"migrated":true}}},"network_t
ime":{"network_time_mapping":{"local":1.617996221923738e+12,"network":1.617996223e+12,"ticks":299346023.0,"uncertainty":4396219.0}},"os_crypt":{"encrypted_key":
"RFBBUEKBAAAAOQlyd3wEVORGMegDAT8KX6WEAAABaHIwIoHYIQKZwuwW8VOyxAAAAAAIAAAAAABBMAAAAAQAAIAAAAOT48ZMIULzXX60EUPPIYBISIOIL
GeiMKilFJZDroAAAAAABAAAAAAGAAIAAAAFW10avBhyV7qwszPZbindD+KU20sh507HSmDPpFnuCDMAAAAGEkmabufgFUSmMOzx4cW7Aup7spgps4DvgbPrwR
gUGQSpRZvQkbO+yVH56WFIzMTtOAAAAAYRWLY xjf7/AqYrFrO0JZ6kbTiut0/2PKkCw7ntLtbN2qgrad713MeL4iNGDFgqRIhWgsh/6w0gJzQxAfL6rdzxi"},"password_
manager":{"os_password_blank":true,"os_password_last_changed":"13245922715037176"},"plugins":{"metadata":{"adobe-flash-player":{"d

C:\Users\luser\AppData\Local\Google\Chrome\User Data\5db2f70b-a435-4dbe-bc44-2b3564297671.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

164217

6.082240585882834

false
3072:14jzmnDWVhPFlyU7sCXgchjH+FchXaflBOu1GOJmAS3iuRI:Kv6Q1sJQHUaqgfllUOoSiuRI
5A2B34256250A1081C4373CA6CIA4TTF
791072F8C513A9F3070264EA8B632370A7266545
90E5493BA6BE09E45C8072DB63C1628A420AF1DB2281BDE64CEF34E6AAFSFAFO

BCEEQ079D8D93C18AE76115BC74CBCOFBD0O83EA06A4B67D970D40ECICE414839CDBIOFAF54A76E31384D9652089E77218749E4851F4B2F61124CFD785F27BE3B!
A

false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en-GB"},"legacy":{"profile":{"name":{"migrated":true}}},"network_t
ime":{"network_time_mapping":{"local":1.617996221923738e+12,"network":1.617996223e+12,"ticks":299346023.0,"uncertainty":4396219.0}},"os_crypt":{"encrypted_key":
"RFBBUEKBAAAAOQlyd3wEVORGMegDAT8KX6WEAAABaHIwIoHYIQKZwuwW8VOyxAAAAAAIAAAAAABBMAAAAAQAAIAAAAOT48ZMIULzXX60EUPPIYBIjSIOIL
GeiMKilFJZDroAAAAAABAAAAAAGAAIAAAAFW10avBhyV7qwszPZbindD+KU20sh507HSmDPpFnuCDMAAAAGEkmabufgFUSmMOzx4cW7Aup7spgps4DvgbPrwR
gUGQSpRZvQkbO+yVH56WFIzMTtOAAAAAYRWLY xjf7/AqYrFrO0JZ6kbTiut0/2PKkCw7ntLtbN2qgrad713MeL4iNGDFgqRIhWgsh/6w0gJzQxAfL6rdzxi"},"password_
manager":{"os_password_blank":true,"os_password_last_changed":"13245922715401452"},"plugins":{"metadata":{"adobe-flash-player":{"d

C:\Users\luser\AppData\Local\Google\Chrome\User Data\6912c58b-1941-40e2-af39-0000630ae65a.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

155818

6.052117957971814

false
3072:3zmnDWVhPFlyU7sCXgcbjH+FcbXaflBOu1GOJmMASiuRI:j6Q1sJQHUagfllUO0SIuRI
1EF69D689398EC66F21FI9A6C1C11F8BE
C88C35C032EFABO2DEF69AAI65E5E7874018DA02
117E95E6B2EO0COBEFBCEBD5F624FC2BEDF60D0D412E6F5F8545DFB1AADF6F113
0874541188BBA63940724371739B2465FFECA116A3E8C48F3D85254F5C298BC13CCE5960E38E565CB1D6F3211ED355F708848F373E48523DC5F21446798011F0
false

low
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\6912c58b-1941-40e2-af39-0000630ae65a.tmp

Preview:

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en-GB"},"legacy":{"profile":{"name":{"migrated":true}}},"network_t
ime":{"network_time_mapping":{"local":1.617996221923738e+12,"network":1.617996223e+12,"ticks":299346023.0,"uncertainty":4396219.0}},"os_crypt":{"encrypted_key":
"RFBBUEKBAAAAOQlyd3wEVORGMegDAT8KX6WEAAABaHIwIoHYIQKZwuwW8VOyxAAAAAAIAAAAAABBMAAAAAQAAIAAAAOT48ZMIULzXX60EUPPIYBIjSIOIL
GeiMKilFJZDroAAAAAABAAAAAAGAAIAAAAFW10avBhyV7qwszPZbindD+KU20sh507HSmDPpFnuCDMAAAAGEkmabufgFUSmMOzx4cW7Aup7spgps4DvgbPrwR
gUGQSpRZvQkbO+yVH56WFIzMTtOAAAAAYRWLY xjf7/AqYrFrO0JZ6kbTiut0/2PKkCw7ntLtbN2qgrad713MeL4iNGDFgqRIhWgsh/6w0gJzQxAfL6rdzxi"},"password_
manager":{"os_password_blank":true,"os_password_last_changed":"13245922715037176"},"plugins":{"metadata":{"adobe-flash-player":{"d

C:\Users\luser\AppData\Local\Google\Chrome\User Data\6d8e3ded-3e7a-459f-8f0e-5dc66522d59e.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

164217

6.082237931280541

false
3072:16szmnDWVhPFlyU7sCXgchjH+FcbXaflBOu1GOJmA3iuRI:gO6Q1sJQHUagflIUO0SIiuRI
5CFCBDCF2C9D85D56BFFE2DDE4CD59EL
23DD47FEAAT7T4E056FE2D67073939A0EE750F301
0B65C1AFE16BA784D1D1EB3B95D916F1AD10887AF9076D725843266482773946

1D5F3B6ECC271F4C1C7FOE3CB37DCAAEG07BOCB418E24D9D8F5BB1544E36CC3634299BF2388A82072F3CDC27774EBB53CA30BBE7384AA15646638679DCBEE
92

false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en-GB"},"legacy":{"profile":{"name":{"migrated":true}}},"network_t
ime":{"network_time_mapping":{"local":1.617996221923738e+12,"network":1.617996223e+12,"ticks":299346023.0,"uncertainty":4396219.0}},"os_crypt":{"encrypted_key":
"RFBBUEKBAAAAOQlyd3wEVORGMegDAT8KX6WEAAABaHIwIoHYIQKZwuwW8VOyxAAAAAAIAAAAAABBMAAAAAQAAIAAAAOT48ZMIULzXX60EUPPIYBIjSIOIL
GeiMKilFJZDroAAAAAABAAAAAAGAAIAAAAFW10avBhyV7qwszPZbindD+KU20sh507HSmDPpFnuCDMAAAAGEkmabufgFUSmMOzx4cW7Aup7spgps4DvgbPrwR
gUGQSpRZvQkbO+yVH56WFIzMTtOAAAAAYRWtY xjf7/AqYrFrO0JZ6kbTiut0/2PKkCw7ntLtbN2qrad713MeL4iNGDFgqRIhWgsh/6w0gJzQxAfL6rdzxi"},"password_
manager":{"os_password_blank":true,"os_password_last_changed":"13245922715401452"},"plugins":{"metadata":{"adobe-flash-player":{"d

C:\Users\user\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

120

3.3041625260016576

false

3:FkXwgs0oRL6twgs0oRL6twgsOoRLN:+taRL+taRL+taRLn
E6C1693D9F0F6B6E878D098FBFDACI2A
D9D2708143B4A3BA5D14DFED59DCB6B88DF172D9
E9DA6B8F6549D084D8740EB4C25755989B057EBF4F36B5E526F34DFFAB7500CF

19B28BFE66708B294AB033C2F87D219E1C29D4F9363AC92E89B9406F6E2ACB13AD5DF73DD7E163D1ADECOAF89C42DA112AE153EB23378EC29302F91192B7C5
9

false

SAPC....covieiiie UO..E.D.Q.0...sdPC......c.cccceurunee UO..E.D.Q.0...sdPC......c.ccccernne UO..ED.Q.o....

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\0768fbad-571c-4793-ac5d-b0fcaf52e9db.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

22601

5.536252647511085

false

384: TixtyLIK2XX1kXgKf/pUZNCgVLH2HDIrUeHGYNnZUprWL4P:+LITX1kXgKf/pUZNCgVLH2HfUrUOGYNnE
1588ED868EE277476C82085BAEDF2A03

BEC5A25E247D9CA3D124AF15C8B3735CFF069C45
ABAD2DD151238897FB51E34A81B59E2690C75BF3B8264DA2E3BC5670D922BB61
F482237D444463494EB54EEFDF2257FF500312C9433A9C3AD294E0BD54778F403AC1F9205B89FF5D6C381E269C6C54EBF5A8D510AA717E45FE932F79E62091F1
false

low
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\0768fbad-571c-4793-ac5d-b0fcaf52e9db.tmp

Preview:

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","sy
stem.cpu","system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[1,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13262469819006524","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13tO00sjuzRsfExtD2SKxPITfuoy7AWoObysitBPVH5fE1INaAAL/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG

ijSOAIWbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name":"Web Store","pe

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\090ab7ba-97a7-4308-bad8-a084alecebce.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 4554

Entropy (8bit): 5.598594676827789

Encrypted: false

SSDEEP: 96:5kUyt1UWUWU4Uh7eUrieUPENZUwUMUUJIMU6BUQUNnUjUkU2UeUbfKU1UrPeU+kIUjB:2Uk1UWUWU4UdeU1U4ZUwUMUUmMUBUqUN1

MDS5: 9B1699A18FFA24A63EDAC384FD05D225

SHA1L: 9F331B4F76DC5CDE3E2859D0DFIADFI088FOES59

SHA-256: 65AC6E96A54F1665EA179C1FE91BA2CES199272B0C6388642095A24227C55C3C

SHA-512: D6FDA99D3DEB67A94D5F91B41FD296FB77655A9010E01E1937410A80B2457E73D16897AA787BCB2FA4DED82C85EC3B03C3DFD15032B1DF2A217C724D25EF41
F

Malicious: false

Reputation: low

Preview:

{"expect_ct":[],"sts":[{"expiry":1649532392.760829,"host":"AVsuOZgBgOwdpKMoxm8zihjgET8kI4XI8bCSMk28RsE=","mode":"force-https","sts_include_subdomains"
:false,"sts_observed":1617996392.760834},{"expiry":1649532224.395841,"host":"CZU0ovCjWSIHcoYuG0ZSGiph68/Tvd43RsTejedDQms=","mode":"force-https","sts_i
nclude_subdomains":true,"sts_observed":1617996224.395846},{"expiry":1633776439.047545,"host":"E10e7Gwg5+phsYD4E8qNYFsQySXnIHPAfo4zloUPESc=",
"mode":"force-https","sts_include_subdomains":false,"sts_observed":1617996439.047549},{"expiry":1633548440.984938,"host":"HSOXQK8RIrSZ/KdSgKIC7bLU+xij
limroJuWvTPbfkE=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1617996440.984941},{"expiry":1649532441.88589,"host":"H5h/QTWS8LTB
1ZOFYCI2QgyCoSXZApKh65MvyuWwrS0I=","mode":"force-https","sts_include_subdomains":true,"sts_observed":1617996441.885895},{"expiry":1628882840.644909,"h
ost":"LAZKY S46RVRcFiZAzmUJrz6 TJHBd4nwEBVXPWfPLYHs=","mode":"force-https","sts_include_subdomains":true,"sts_ob

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\0OfceaOb7-19f2-4f26-925b-a853342d1c98.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: modified

Size (bytes): 4553

Entropy (8bit): 5.598265624525518

Encrypted: false

SSDEEP: 96:5kUyt1UWUWU4Uh7eUrieU3NZUUUMUUIMUBUqUNUjUkU2UeUbfKU1UrPeU+kIUjXT:2Uk1UWUWU4UdeU1U9ZUUUMUUmMU6GUqUN1
MD5: 22C60E73AALCE59BF77C63DAEDFCB04D

SHAL: CF3F8CFDB4A37DAAF87D3C8BA74AB8397F82AC83

SHA-256: BAB7837A0E1980FB352552DE5839858EAF25ED8CC314DB0094F42FA43FC394D5

SHA-512: 13B788FEE87605C403B79A72126A806F7F72FEC4FF7F1CB4B996C04F8502847COEOD6F7FB38E4C5B2648F257AFCA1483B27533D6A4215629E359C6D5DFE01486
Malicious: false

Reputation: low

Preview:

{"expect_ct":[],"sts":[{"expiry":1649532392.760829,"host":"AVsuOZgBgOwdpKMoxm8zihjgET8kI4XI8bCSMk28RsE=","mode":"force-https","sts_include_subdomains"
:false,"sts_observed":1617996392.760834},{"expiry":1649532224.395841,"host":"CZU0ovCjWSIHcoYuG0ZSGiph68/Tvd43RsTejedDQms=","mode":"force-https","sts_i
nclude_subdomains":true,"sts_observed":1617996224.395846},{"expiry":1633776439.047545,"host":"E10e7Gwg5+phsYD4E8qNYFsQySXnIHPAfo4zloUPESc=",
"mode":"force-https","sts_include_subdomains":false,"sts_observed":1617996439.047549},{"expiry":1633548440.984938,"host":"HSOXQK8RIrSZ/KdSgKIC7bLU+xij
limroJuWvTPbfkE=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1617996440.984941},{"expiry":1649532441.88589,"host":"H5h/QTWS8LTB
1ZOFYCI2QgyCoSXZApKh65MvyuWwrS0I=","mode":"force-https","sts_include_subdomains":true,"sts_observed":1617996441.885895},{"expiry":1628882840.644909,"h
ost":"LAZKY S46RVRcFiZAzmUJrz6 TIJHBd4nwEEVXPWfPLYHs=","mode":"force-https","sts_include_subdomains":true,"sts_ob

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\lefbbe27-9060-44d7-88ee-bb97d45dab45.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 5084

Entropy (8bit): 4.962307966138115

Encrypted: false

SSDEEP: 96:nrLiROfpIVu5k0JCKL8DJIkkc+1nLbOTIVuHN:nr3fpl8h4KCkkc+BV

MD5: D10DF6946D18A61BBIA6959E6304F504

SHAL: 284ETE7C7458742C484B95185C452388EF9565FF

SHA-256: D4D26BBF442565F207ADE8B19BB69B5C73FCC68E2DB653E12D35B454C6D5B670

SHA-512: 4CFEC9AD9BBF59DB1FB2759C3D9D7377F9D9701159B22A42277C4F09195719D112BB47233AAEAG69A26CB7175BE6GECA64CD44DAF350889BE6BCALE1437BF081
B

Malicious: false

Reputation: low
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\1efbbe27-9060-44d7-88ee-bb97d45dab45.tmp

Preview:

{"account_id_migration_state":2,"account_tracker_service_last_update":"13262469819253134" "alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245924509391818","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"bookmark_bar":{"show_on_al

|_tabs":false},"browser":{"has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_placement":{"bottom":974,"left
":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"countryid_at_install:21843,"d
ata_reduction":{"daily_original_length":["0","0","0","0" "o","o","0","0","0","0","0","0","0","0","0","0","0","0","0","0’ o","0","0","0","0","0","0","
0", 0", ","0","0" 2042016"),"daily_received_length™:["0","0","0","0","0","0","0 "0","0","0","0"

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\1f2110e0-fcfb-4b6e-a7da-9e32d8bb1b0d.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

4219

5.602806275121382

false

96:5kUyt1UcUDUAUTeUlieUINZU4UMUUbgUHXUfUGYU8UY UeUyKUzOU+PeUkIUSUAUS8:2Uk1UcUDUAUTeUQUNZU4UMUUUU3UfUST
24CD18E34F5FC9075D1315D7692443BC

7226E5853E42F8D2D792242DA81E872EEBAF47BF
OE2E608DD54BE7813C3ELFE85CF514E0094619836037B4E907269DDA16EAS0D4

AB50C7BD2D023FDEBE72C606D4188B362B09678B5D29C54EDCFIF8DCOECOF25DEFAC75B0662F86720732DD4CB24C929D916F064CB3D92782CEB45BA16BFE4
EC

false

low

{"expect_ct":[],"sts":[{"expiry":1649532392.760829,"host":"AVsuOZgBgOwdpKMoxm8zihjgET8kI4XI8bCSMk28RsE=","mode":"force-https","sts_include_subdomains"
:false,"sts_observed":1617996392.760834},{"expiry":1649532224.395841,"host":"CZU0ovCjWSIHcoYuG0ZSGiph68/Tvd43RsTejedDQms=","mode":"force-https","sts_i
nclude_subdomains":true,"sts_observed":1617996224.395846},{"expiry":1633776321.538216,"host":"E10e7Gwg5+phsYD4E8qNYFsQySXnIHPAfo4zloUPESc=",
"mode":"force-https","sts_include_subdomains":false,"sts_observed":1617996321.538219},{"expiry":1633548325.56318,"host":"HSOxQK8RIrSZ/KdSgKIC7bLU+xijl
imr9JuWvTPbfkE=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1617996325.563183},{"expiry":1649532386.432723,"host":"H5h/QTWS8LTB
1ZOFYCI2QgyCoSXZApKh65MvyuWwrS0I=","mode":"force-https","sts_include_subdomains":true,"sts_observed":1617996386.432727},{"expiry":1628882722.150632,"h
ost":"LAZKY S46RVRcFiZAzmUJrz6 TJHBd4nwEGBVXPWfPLYHs=","mode":"force-https","sts_include_subdomains":true,"sts_ob

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\200ead47-5e13-4f34-9a27-d5329257d64e.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

19010

5.566979043378733

false
384:TixtvLIK2XX1kXgKf/pUZNCgVLH2HDIrUXHGJIp8LAW:|LITX1kXqKf/pUZNCgVLH2HfUrU3GJal
FAD13AD946E27860DA16373E18C95C7A

336FD6060E860349AF2A2364145A7499ED9ACT71F
1F1C24B31E07E6890B8AC236A54068BF188AFBDIED0O667CEAE632180FB124560

3A2BA10E1COC7042AE8720FBFOCC6A9496907BEBA03D868388C01F8D01BIF65FIFAFE3FC6DE11CESC3C8253A3FED39DC5EBBD770A54BE456BA4B37D68B608
83

false

low

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","sy
stem.cpu","system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[1,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13262469819006524","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13tO00sjuzRsf6xtD2SKxPITfuoy7AWoObysitBPVH5fE1INaAAL/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG

ijSOAIWbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name":"Web Store","pe

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\35f4a35d-0ee9-4ae8-96b1-59225f010417.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

2546

5.6005496642872385

false
48:YLIURVwWUVweU9ieU2EUF6UUNI2EUK5SwUomUyKUeiYqgPeUekUeY9wU/Ue9Uq:S1UcUWeU9ieUSUMUUAVUkK5fUpUYyKUZHQ
928FC2B619B3EE6439726018FADF20FB

2175136D185B3AC3CA6766F301571E298BBE1682
452579E878E3492C0076A75316A264A3D373E46CDCBEEC8909B563055F66A929

6425C41ABC5F7F9C47DED61FF93676177424B7F84ES5DEEC67800C5FA2C5FB3CBEFS57E8773DC4F1432BC6E6B8077C5D8C4718FCFDID86ABB72060E90FC2E821
D

false

low
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\35f4a35d-0ee9-4ae8-96b1-59225f010417.tmp

Preview:
{"expect_ct":[],"sts":[{"expiry":1649532224.395841,"host":"CZU00ovCjWSIHcoYuG0ZSGiph68/Tvd43RsTejedDQms=","mode":"force-https","sts_include_subdomains"
:true,"sts_observed":1617996224.395846},{"expiry":1633776321.538216,"host":"E10e7Gwg5+phsYD4E8qNYFsQySXnIHPAfo4zloUPESc=","mode":"force-https","sts_in
clude_subdomains":false,"sts_observed":1617996321.538219},{"expiry":1628882722.150632,"host":"LAZKY S46RVRcFiZAzmUJrz6 TJHBd4nwEGVXPWfPLYHs=",
"mode":"force-https","sts_include_subdomains":true,"sts_observed":1617996322.150636},{"expiry":1649532321.509573,"host":"M4bfUnCmQAi4PNb3B8al/2+SVJhHK
sMfMMT7fzi6ij4=","mode":"force-https","sts_include_subdomains":true,"sts_observed":1617996321.509577} {"expiry":1649532315.761078,"host":"OJAwwDug+gPr
+XWjx2kFIFhHDQULUSIjftVMMZ74140=","mode":"force-https","sts_include_subdomains":true,"sts_observed":1617996315.761082} {"expiry":1632986995.029294,"ho
st":"OuKIWsMW1dkkbl1X/0i600Y95ZNSWnSoealXAEYPlv4=","mode":"force-https","sts_include_subdomains":true,"sts_obs

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\3bebfc94-f6b6-4241-9e27-b5158349213c.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 4553

Entropy (8bit): 5.601808800747558

Encrypted: false

SSDEEP: 96:5kUyt1UWUIUbUueUrieU4NZUrUMUUJIMUfqUJIU3qUUUBUgUeUbfKUoUxPeU2IUfUa:2Uk1UWUIUbUueU1UkZUruMUUmUfqUJIUX

MDS5: 345AC92ED4AC85DE5S3C71BD8F275AD8F

SHA1L: 5C54D50D704F3F423F4A5D9DF2CB37EFB4C8B853

SHA-256: 3B580636CAODBB2381EEB06B677FC2D064EEE71131FFD157E3FF45FDB10146EB

SHA-512: 5EEF615476896FD470588F7149C26948BAF6F84689534819C3FEECDE3B55894B9F2BEEC6216COBAC15537DB4B2D00DDD4AE04BB949C0C83C5DD2D4DAE2303E
7

Malicious: false

Reputation: low

Preview:

{"expect_ct":[],"sts":[{"expiry":1649532392.760829,"host":"AVsuOZgBgOwdpKMoxm8zihjgET8kI4XI8bCSMk28RsE=","mode":"force-https","sts_include_subdomains"
:false,"sts_observed":1617996392.760834},{"expiry":1649532224.395841,"host":"CZU0ovCjWSIHcoYuG0ZSGiph68/Tvd43RsTejedDQms=","mode":"force-https","sts_i
nclude_subdomains":true,"sts_observed":1617996224.395846},{"expiry":1633776439.047545,"host":"E10e7Gwg5+phsYD4E8qNYFsQySXnIHPAfo4zloUPESc=",
"mode":"force-https","sts_include_subdomains":false,"sts_observed":1617996439.047549},{"expiry":1633548434.06352,"host":"HSOxQK8RIrSZ/KdSgKIC7bLU+xijl
imr9JuWvTPbfkE=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1617996434.063523},{"expiry":1649532434.732488,"host":"H5h/QTWS8LTB
1ZOFYCI2QgyCoSXZApKh65MvyuWwrS0I=","mode":"force-https","sts_include_subdomains":true,"sts_observed":1617996434.732493},{"expiry":1628882840.644909,"h

ost":"LAZKY S46RVRcFiZAzmUJrz6 TJHBd4nwEBVXPWfPLYHs=","mode":"force-https","sts_include_subdomains":true,"sts_ob

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\4fd82ee9-661b-46e8-ab25-e9f038ead5ac.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 4554

Entropy (8bit): 5.597122886478024

Encrypted: false

SSDEEP: 96:5kUyt1UWUWU4Uh7eUrieUtNZUV8UMUUJIMU6BUqUNUjUkU2UeUbfKU1UrPeU+klUjB:2Uk1UWUWU4UdeULUPZUSUMUUMUBUqUN1

MD5: 4D12BB5C39452DDC93F7C5CCD801EA2B

SHAL: 6EA7BEEC96017A7CBBFBF7187B52265F9B00OEFAO

SHA-256: 7EDB0C5641134731E4CD81DAE60A830D62A47D7C1D59D7670AE9989F369E892A

SHA-512: 127A4ABD6E740ACE2D78EBABDC1A92217549A2D9B9AA595733CC59E48F268D80F1B2F1A5A51CB688BF33B50A0107139D9ESEDF42073AEIF9A19C5F6CI2A41F
D

Malicious: false

Reputation: low

Preview:

{"expect_ct":[],"sts":[{"expiry":1649532392.760829,"host":"AVsuOZgBgOwdpKMoxm8zihjgET8kI4XI8bCSMk28RsE=","mode":"force-https","sts_include_subdomains"
:false,"sts_observed":1617996392.760834},{"expiry":1649532224.395841,"host":"CZU0ovCjWSIHcoYuG0ZSGiph68/Tvd43RsTejedDQms=","mode":"force-https","sts_i
nclude_subdomains":true,"sts_observed":1617996224.395846},{"expiry":1633776439.047545,"host":"E10e7Gwg5+phsYD4E8qNYFsQySXnIHPAfo4zloUPESc=",
"mode":"force-https","sts_include_subdomains":false,"sts_observed":1617996439.047549},{"expiry":1633548440.984938,"host":"HSOXQK8RIrSZ/KdSgKIC7bLU+xij
limroJuWvTPbfkE=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1617996440.984941},{"expiry":1649532441.88589,"host":"H5h/QTWS8LTB
1ZOFYCI2QgyCoSXZApKh65MvyuWwrS0I=","mode":"force-https","sts_include_subdomains":true,"sts_observed":1617996441.885895},{"expiry":1628882840.644909,"h
ost":"LAZKY S46RVRcFiZAzmUJrz6 TJHBd4nwEBVXPWfPLYHs=","mode":"force-https","sts_include_subdomains":true,"sts_ob

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\53724360-5c7a-4291-a5ad-7fa593bae251.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 4554

Entropy (8bit): 5.5979310345535715

Encrypted: false

SSDEEP: 96:5kUyt1UWUWU4Uh7eUrieUGNZUUUMUUJIMU6BUqUNUjUkU2UeUbfKU1UrPeU+kIUjXT:2Uk1UWUWU4UdeU1UGZUUUMUUmMUGBUqUN1
MD5: B8B9ABC3EBFFBE9DA870298B1416D7B0

SHA1L: B91DF66975F1A517EE0735797B19B5CBF33945C0

SHA-256: 760BD1B4CDC27E28648A143CB2FE61608901FB191D7C9A60F39DCC5FE663BF7C

SHA-512: 8DD4B51F6C8DCBFEBC995A636C169C7A155F14D96D0643500A84D9F3E8DDDOE7270192265924E03F9099B937D2B3EAFBDIF2F52413D20F95BOF48E788AFA4C(
Malicious: false

Reputation: low
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\53724360-5c7a-4291-a5ad-7fa593bae251.tmp

Preview:

{"expect_ct":[],"sts":[{"expiry":1649532392.760829,"host":"AVsuOZgBgOwdpKMoxm8zihjgET8kI4XI8bCSMk28RsE=","mode":"force-https","sts_include_subdomains"
:false,"sts_observed":1617996392.760834},{"expiry":1649532224.395841,"host":"CZU0ovCjWSIHcoYuG0ZSGiph68/Tvd43RsTejedDQms=","mode":"force-https","sts_i
nclude_subdomains":true,"sts_observed":1617996224.395846},{"expiry":1633776439.047545,"host":"E10e7Gwg5+phsYD4E8qNYFsQySXnIHPAfo4zloUPESc=",
"mode":"force-https","sts_include_subdomains":false,"sts_observed":1617996439.047549},{"expiry":1633548440.984938,"host":"HSOXQK8RIrSZ/KdSgKIC7bLU+xij
limroJuWvTPbfkE=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1617996440.984941},{"expiry":1649532441.88589,"host":"H5h/QTWS8LTB
1ZOFYCI2QgyCoSXZApKh65MvyuWwrS0I=","mode":"force-https","sts_include_subdomains":true,"sts_observed":1617996441.885895},{"expiry":1628882840.644909,"h
ost":"LAZKY S46RVRcFiZAzmUJrz6 TJHBd4nwEGBVXPWfPLYHs=","mode":"force-https","sts_include_subdomains":true,"sts_ob

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\59b0db3d-68b4-492b-aa20-af5e6493eb17.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

22602

5.536153839810461

false
384:TjxtyLIK2XX1kXqKf/pUZNCgVLH2HDIrUeHGdnZUp46L4u:+LITX1kXgKf/pUZNCgVLH2HfUrUOGdnu
944200437089B52A6A0E820865BC54E9

5BE6BICEF4C00D453DFF0716837AEEBA2AF11CF9
9838EF1A28D6913A5685F67FEDOC4276A09504F2542FCF57E83FCA9694E1475C

92D5BD3125650DA08993F412DAC688AES54A638BBA1695DFAAE405293CF5B6ED2E92CD2569541A9CCEC21BAAB052A5FF2972CBB1AE62FADD0997F474CECS54F
6A

false

low

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","sy
stem.cpu","system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[1,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13262469819006524","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13tO00sjuzRsf6xtD2SKxPITfuoy7AWoObysitBPVH5fE1INaAAL/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG

ijSOAIWbFCC3LpGdaoe6Q1rSRDp76wRG6jjFzsYWQIDAQAB","name":"Web Store","pe

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\66203c95-4fcf-49a5-9a95-7ac5c44fdf26.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

24064

5.534270235008829

false

384:TjxtyLIK2XX1kXqKf/pUZNCgVLH2H{DIrU2HGMHG 7nZUptCL4hO:+LITX1kXqKf/pUZNCgVLH2HfUrUWGAGZ
34C89DAF161843D320769A22943C87AB

95C10674BB3DA3D64BB98B8FD0O8D917EEB68E7ES
6F8B99C2163CA41A541BB75674A4528E9770590E9D4252C8628E2CA4COA25CIE

A09F6446C2C228026D26EBC4B5CODDDAAA70AB3CB0D44095AD205F616368D2A3A312C9CDA446B03233CCBC25195651484206B33D23EDCAESD67060B70F3DE
C

false

low

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","sy
stem.cpu”,"system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[1,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13262469819006524","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13tO00sjuzRsfExtD2SKxPITfuoy7AWoObysitBPVH5fE1INaAAL/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG

ijSOAIWbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name":"Web Store","pe

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\760ac057-dfba-48af-bafa-3243e199a7d2.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

4550

5.596888236304693

false

96:5kUyt1UzUwUIUxeUpie URNZUrUMUUJIMUFUJSUMUwU+UtUeUbfKUmUcHPeUWIUuUa:2Uk1UzUwUIUxeUXUzZUrUMUUmMUFUOUMT
D30912F53729235071E214903544FFB7

02F124013469D664FF5D7D24E36F22960AD2325B
2BCEB83EA0703B3A593AEDC7B1673D4DOFA3ECAC6A025A218F34E81695C99857
BOE3F353B809A1C768908F291467CD5628CEDA6B721372C0A2DC4D2BD1FFD5B1B37B7DD9239702D5BFOF265748ADBBB441287369996DA225CF4DC8C2181459¢
false

low
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\760ac057-dfba-48af-bafa-3243e199a7d2.tmp

Preview:

{"expect_ct":[],"sts":[{"expiry":1649532392.760829,"host":"AVsuOZgBgOwdpKMoxm8zihjgET8kI4XI8bCSMk28RsE=","mode":"force-https","sts_include_subdomains"
:false,"sts_observed":1617996392.760834},{"expiry":1649532224.395841,"host":"CZU0ovCjWSIHcoYuG0ZSGiph68/Tvd43RsTejedDQms=","mode":"force-https","sts_i
nclude_subdomains":true,"sts_observed":1617996224.395846},{"expiry":1633776412.514586,"host":"E10e7Gwg5+phsYD4E8qNYFsQySXnIHPAfo4zloUPESc=",
"mode":"force-https","sts_include_subdomains":false,"sts_observed":1617996412.51459} {"expiry":1633548414.409423,"host":"HSOxQK8RIrSZ/KdSgKIC7bLU+xijl
imr9JuWvTPbfkE=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1617996414.409426},{"expiry":1649532409.172442,"host":"H5h/QTWS8LTB
1ZOFYCI2QgyCoSXZApKh65MvyuWwrS0I=","mode":"force-https","sts_include_subdomains":true,"sts_observed":1617996409.172447}{"expiry":1628882813.194426,"h
ost":"LAZKY S46RVRcFiZAzmUJrz6 TJHBd4nwEBVXPWfPLYHs=","mode":"force-https","sts_include_subdomains":true,"sts_ob

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\808a94f7-a397-4f2e-bal4-fad7250535al.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5717

5.174358232850259

false

96:nrLZROfuJIV65k0ICKLBDJIKkc+1nLbOTIVuHN:nr2fYIgh4KCkke+BV
5B2AF2B382AB1A8D724A16EF776B3B81
43636F97A7A76533810B012216AC68D4130DD16C
3523DA4DA89F13B021BBF5E4483AD7519DC66BA312D473280AC150F9544C1236
50E6B895A3757029AD12A4B731F416C6BDC1C3B7F2AEE49972288662E6225EDOCB0940084B2E15A32A02A5A85ACAA20D18779604E836E2988DCD0814FD532B8:¢
false

low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13262469819253134" "alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245924509391818","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"bookmark_bar":{"show_on_al

|_tabs":false},"browser":{"has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_placement":{"bottom":974,"left
":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"countryid_at_install":

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\8b17299a-da6d-4eb8-8d5b-f789879¢c3c80.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

7164

4.8230602164896

false

192:3zMKDHGX0a0FG4AOaaFaT4aNxarC5GojuBSiVFHwWY CQ31Z8+kOVUPZWIE7H/K2R:JoK7GX0Oa0FG4AOaaFaT4aNxarC5GojuM
7D9ABB1282CD8FD51FFEF23121AA65B8

7540DE09631AE8A76E680B208C17FDA35B3F1C6F
A5408D984AD920320F619065BCEDE48F075588FF3AFA80A7C57B42068DB6A022

40BDBD09DA7C18BEOA81588F72A9CA12E3BOFB3ADAEA31045E64F3F80725E68076B181DAB2F7A990B109A9E1EC4614C4D506ED103285FESC77C4C6B3A7TAASE
B6

false

low

{"net":{"http_server_properties":{"servers":[{"isolation":[],"server":"https://dns.google","supports_spdy":true} {"isolation":[],"server":"https://redirector.gvtl.com","supports_sp

dy":true},{"isolation":[],"server":"https://ogs.google.com","supports_spdy":true},{"isolation":[],"server":"https://play.google.com","supports_spdy":true},{"isolation":[],"server":

"https://apis.google.com","supports_spdy":true},{"isolation":[],"server":"https://ssl.gstatic.com”,"supports_spdy":true} {"isolation":[],"server":"https://www.gstatic.com

,"supports_spdy":true},{"alternative_service":[{"advertised_versions":[50],"expiration":"13265061823541879","port":443,"protocol_str":"quic"}],"isolation":[],"server":"n

ttps://accounts.google.com”,"supports_spdy":true},{"isolation":[],"server":"https://joom.ag","supports_spdy":true},{"isolation":[],"server":"https://viewer.joomag.com","s

upports_spdy":true},{"isolation":[],"server":"https://browser.sentry-cdn.com","supports_spdy":true},{"isolation":[],"server":"http

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\8cd7ce96-f705-421d-abdb-4ac70378a05b.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5962

5.187632719159003

false

96:nrL2ROfuJIVM5k0JCKL8DJIkkc+17kghMbOTIVuHN:nrzfY1+h4KCkkc+tkqy
59A5E0D27BEBA6651CE7ADF82FEFC55F
7D69F9E00C1BF80D2A8B6E039297870A4C3E73B9
2871533COED7DF34D2C07776750B9A20E95E9FE3D7F8F31BE3719E156480C666
CB51B18504A06D14F5F522B2D62D3F8ED87519A866A923DB5BFA0C08F4DB81DA37328A022916F816EF006291A12572DD65B8725CFE7EAFC66F53610DC7A38B8
false

low
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\8cd7ce96-f705-421d-abdb-4ac70378a05b.tmp

Preview:

{"account_id_migration_state":2,"account_tracker_service_last_update":"13262469819253134" "alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245924509391818","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"bookmark_bar":{"show_on_al

|_tabs":false},"browser":{"has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_placement":{"bottom":974,"left
":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"countryid_at_install:21843,"d
ata_reduction":{"daily_original_length":["0","0","0","0" "o","o","0","0","0","0","0","0","0","0","0","0","0","0","0","0’ o","0","0","0","0","0","0","
0", 0", ","0","0" 2042016"),"daily_received_length™:["0","0","0","0","0","0","0 "0","0","0","0"

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

334

5.177345478984951

false
6:myAEQUG/3402Pwkn23iKKdKIRXXTZIFUtpdAEaAvIZmwPdAECRDkwOwkn23iKKdi:tyuG/4vY5Kk7XT2FUtpdzJ/Pd+RD5J3
2CE4A12A5334FD4A648BE749927E3E26

D84E051CBE7EF83FDE4CA33CDA2E4323C0A847A0
EOF813CC27FAE7B3D7C5993DD856885BB618411C4891C2A40C77F7AD6AB83BBC
AABB9223148C6AAF9I18FDADOF455556AF393E391D328EF4C48906EB2D6EE74191A820178964A5E6E2494C9AFD7400D6B681FC1CBD68B56D0C84CCA3724A04AF
false

low

2021/04/09-21:23:49.045 1c20 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase/MANIFEST-000001.2021/
04/09-21:23:49.046 1c20 Recovering log #3.2021/04/09-21:23:49.049 1c20 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrik
eDatabase/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

318

5.18917194904168

false

6:myArC4q2Pwkn23iKKdKyDZIFUtpdAuCJIZmwPdAtNDkwOwkn23iKKdKyJLJ:tY C4vYf5Kk02FUtpdlJ/PdsND5Jf5Kky
D1BC6207FD10A674D706DB68BAE7C7CO

BBEFD2EE2D03F59357F20B17297DA07A486941E0
01655B151686E1EFOF7B573FDIE50B1B3557721AEC8DDIC7806E745867A0EB8D
BF9087C03478B86249BE1FD538923AB78A92401E9DDOED296E60AOBD2BF39A4124D13B4AFE7F7DCI9EA7AIBE14C206E721B403F85050719513DA0674F682D4AS
false

low

2021/04/09-21:23:48.744 1c20 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase/MANIFEST-000001.2021/04/09-21
:23:48.749 1c20 Recovering log #3.2021/04/09-21:23:49.034 1c20 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatab
ase/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\018d28d3dd0f72bd_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

273

5.681017623094776

false

6:mP/gEYETO8NWQASXYOno/PdOP9kPAptgxksJIZK6t:MIgBNWQXnoHdgkPBCo
4CBOAOE45347710F365A1A0DE15B483D
B86D5ED4074BB48440F280F7200841DD10176FAB
F73420C300CD461965F4A3D544D6F8CF4C9E07D3D1B2F7675EC5DD17E08CFEAD
9122B52FE9AAC39F58EDFE3EA06C592C266B110463078F05F87BEF7B53112A58D413A6FDF054327F3B0177B2261F254427520CFB17A6A0CF02C3845CD26CDACE

false

low

O\r..m........... Y......_keyhttps://cdnjs.cloudflare.com/ajax/libs/jquery-mousewheel/3.1.13/jquery.mousewheel.min.js?isAjax=true&_=1617996289446 .https://joomag.com/.
{0%./ e, jh.UAQ,j.j..$...%. #....x.h.A.Eo......... T ALEO..ciiie

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\0381749d97c141e8_0

Process:
File Type:
Category:

C:\Program Files\Google\Chrome\Application\chrome.exe
data

dropped
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\0381749d97c141e8_0

Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

231

5.593708189379981

false

6:msNyEYGLylqWAwbZsN5aZg71a6M4bbQRK6t:jQFsOaeg6M4bkr

CF16E1738A05A08CBF451EA750704108

EAF33E6A121917C5BA98B73DF219A6E91EABBBSE

CF4D83DD93B11BFC86D8089D270384D7F42EF13E3D71F279929BCFD81AGBA77E
32570CB5D49B21988EE6058C394C6523D8D8DA5BD18189AF0796308639F1FAB08155CF3256ABA3AACS515302A60AD0D95E06076327F7B66013D5239FCC2F1ESDE

false

low

O\r..M......Cueernes _keyhttps://www.joomag.com/Frontend/mobile/viewer/main.36b2b001eb97fb16211c.js .https://joomag.com/..b%./............. P Z.8F..M2.Y.....7e5..
>g.u.T..7.A..Eo0........ Roe ALEO0....ccii

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\0773c091491a9080_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

59127

5.5729508951713544

false

768:d/S5qJ2V6JctdhHFWZ TP8atzEHV5hhL5J1P+6SChOhOmcoBcKFj0dK:d/7IHWZrrYHV5X1P6CKh5cC
48C6F1D5742E08CCCB474A9FD6BFOBC4

9B98546E0AAS5F24B610845BFC4B3D2811D2C24B
13FFF2DB434F0BA59853E5211D4A92501B6718D8D9745E98C7FEBEBAAA104443
108955F1F03655CADSB0EBOBF2E92F8E1EE347547F7F9EFES56A28962E2FEC896F91C9B105183C7B0C54A63FD37584F209ED8B42D3F08DF05B461AA39FC3B5034

false

low

;8.y..in.....& .MJ.V....).. A Eo....... 4.
Qb.g......_hsq..Qb _pag.......

ckingDomain....

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\094e2d6bf2abec98_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

219

5.596315886255733

false
3:m+IP90Ia8RzYJb9yKIf8QPKXWStHWFVDFYtRy2v/tIHCIB//bI58tyGdDmVKX/pD:m3VYyK08fNH1DyR9jyL6VKXhK6t
191B24D3EFB3B067B2AC08398BEAF61E

59B55DB79E465D9B38574565A77DF31CB49AFFCE
C83F467B32B8F2F74EE21DD8DEF3B922CCC33D7AC31B10A4BDC91D8A83D11259
8709FED892D8F960CFBCB7015AAFB2591360E1FEFEA7ACOEFF4C039392B1E63D46129482EAB293FFD354941050CCES7FA3ESF6FFF08D230D9EB50A1BD875DE

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\0c59603c94d6b5b4_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

106912

5.619317083443111

false
1536:eBqJQTgflg34vONSvkioeZ6kO79mUKy6maFXs4P64rZC0f3ngk:ecJQelL42Pvz6maKyf3nN
B62E554E75FAA108A62061E9F953ACDE
F3E153007688387DDA7877CCF34E22F421E8E090
4E163502F13AD8EDFDADOOACA4B8B7412FDD178488EB4FO008CIA074FAS69F91D

2E343BCC6813E148ED8864FB7A519C404567C74BC557241D27D12AD088F2DED54D72DA0FA597AEA2FCF1CD5B8522CAB18E4669148AACEC6BAF760BCOF064E
26
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\0c59603c94d6b5b4_0

Malicious: false
Reputation: low
Preview:

. ...Sb
DD & & & AL(S
....queueTriggeral. . Pd........ t.destroy...a...."...l.d.........
..... Ldiiiiiie&(S...Pe..... tenablea........l.d...ooo & (S Peatnextac. (G de & (SL L PdL Lt previou

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\0e659a3035520b71_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 23020

Entropy (8bit): 5.743101676448975

Encrypted: false

SSDEEP: 384:WGUeTW/KUksugOQJJzdyqtedPTikUUguQLCIsvX48/:AVKVgOQJtdcdPOkIjQZB

MDS5: FB717FB41EE2732D2EF9B293941C5C45

SHA1L: B62A40A18A6489C5C8858D67E33C1EE1931CBC46

SHA-256: 1A71C29CBA33C9974400329668D46D8B5A99E7FI64C141CA1B64D463310792E6

SHA-512: F507E41FB65F5D2BAABD882CBBE93B759161AB39043B37BD8EA044089BB6BEBBICD107846B02C3E5D8463046AC9690DDDE33AE09691FCEI68B1B5F7224A1A4
8E

Malicious: false

Reputation: low

Preview:

keyhttps://www.googleadservices.com/pagead/conversion_async.js .https://joomag.com/.Jgl%./. /.uvxCL.1.s.$.\E..>.D......(.,.A..E0.......
......Rc. f.....Qb".....aa...Qb........ ba....Qb..aL....da
........ ka....QbR.q"....1a....Qb.,u.....na....Qb.......pa....Qbb.L.
........................... Ea....Qb>.6....Fa....Qb.|......Ga....Qb..2.....Ha....Qb...O

..Ja..Qb>....Ja..Qb.2[...Ka...Qb.y.v....La....Qb.i.....Ma...Qb.UW.....Na....Qb.]10....A.....Qb........ Oa....Qb.4J.....Pa...Qb.T.....Ra....QbRh._....Sa....Qb.}/v....Qa....Qbr0..

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\0f1894c5ddc566ef 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 215

Entropy (8bit): 5.3950590708697

Encrypted: false

SSDEEP: 6:mslllVYerCUHGAGXkrOdF/8y5Z/MYBNhLGH47/bK6t:BIIHOUMAAMKXR5Z/MY 62!

MDS5: ABDF8ADC950C2434B8DA61DE36727C0A

SHA1L: 5BF5D0AF2C023C96985C7FBCID3937F67869E259

SHA-256: 5A657CESE9FC04340A5AF5362451DF9C8D17FB7AEDF76641BBFEB595E605DE03

SHA-512: 5DECEA39DD6DC4BE464CCAC119E27F03A238AEE1452C3A8A10511D90DA041A09D598759B23CA3195C584B5028747084EE04EBC1FFF026080B52F59BFAEGF57!
6

Malicious: false

Reputation: low

Preview:
O\r..m......S......)...._keyhttps://code.jquery.com/jquery-3.2.1.slim.min.js .https://theicecreamqueen.net/.. m%./...............c...... 5...2.2\.1..U..{EGGA..D.A..Eo....... M. A
LEO

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\15c16c3f27e21b62_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 211

Entropy (8bit): 5.495226677246256

Encrypted: false

SSDEEP: 6:mMGNPYGLYINRvQYeuPnIR/m1ltwa2tNbK6t:DoWQYeuPm+2tiL

MDS5: 25F3B095CDI9B36594AA77E46878A461C

SHAL: 8578CF3E88F37178871D2DEDA14CEDB1BDEB4856

SHA-256: ECA591ADD8C2E7BA75EC21D1E893CC2AF60551C09E8E361592A42DF1EABOAA93
SHA-512: 0A30D679F0E214635EE8F68326EA4A599A0643E6BCODI1A734B294A4E5E93113BF532A0EFEB88333D8DA9854ED2DD1FF678B1156D0CFB1019AA35B3C3A8835B
Malicious: false

Reputation: low

Preview:
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\17896e0de4cd17e2 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

236

5.578993961966318

false

6:m5YGLylgWA8g+PGDsAGVIVZHXNKkAy4hK6t:Zsg++D3GvSTd/7
7E36D2379FDE039554A34E78CDA4CA4EL
B5715645A1A2C589F7C15AAB8D77D04D928C5A67
0A67D14CBDDDA85110E94F6BF04D83DEC45034A7238B6F8ADCAA290B08505504

E57120FCFE8F1AE7913F3230E0B6C6BA2EDAOF208CB142EA806B52ED745BF28C6BBC5546BE96B58AD41091BD754A0DA030E09D81533A2E38FFSE31A177D6FB
70

false

low

O\r..m......h...Y..N...._keyhttps://www.joomag.com/Frontend/mobile/viewer/normalize.d0dfb984f88d0dbb9fde.js .https://joomag.com/..b%./............cceeveriad G.Xr".1s.@.x ....
JU.ALEO0.... Q. A.EO0..ccoiiin.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\18e402f011ac7071_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

273

5.736246822724068

false
6:mHNYETO8NWQASXYOno/PdOPUTtf2+Awgt65PI7wCSrlZK6t:6Dg8NWQXnoHdRtfXvgtql8PT
7D7C67D9202311508072BA081EDID25C
3E4FFAB66C8478B823AE2172ABB022A31A105CA7
C61A8DFEO02EEEAA9347043F459E481964BC029629B43B0ED5221562BBCBB171
CD51F43F37FC555C223A49C3C9C4D267202D7A02F895F7C0338E53370FEEBCF03607A5076664514F295DB6C662355BF81C2D0A2055708AE6E2A2B9841798DALF

false

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\1a841bd9fc7ecccd_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

312080

5.695940156032901

false
6144:14THRZCKVWITIHWFmMO1vZnrVGNOHpYqup9kjtlhkoygaM7RGBOPK5s:+ TItTvSFmIJIp5jhaM7RGs
BB15BE287D3A1F000063C9BBD015618E

85315497A9280E79A364343DFE079C57CF5F17DB
C3DBE350CEDESDEODCA25A091B8DBCDD8F4C012D90D7E62E34620DAFA1652BD5

A794CE7C71AFD4D76A6581DC6F791124A4360E209739EBF3546E1F232F2CF697D5BD8DFDA1EBC7BA123041C5A8B6E7ED5248566DA27F129CFOAF07DCA2CCB!
9F

false

low

or.m.....@......v....D9BBA9AE86B7DF1F94AD0160B022BE8SC39931177A379B1851BA4ABA1F 2542EC48.

X. .
..Qcvg.c....extend... ..QcnZu.....backend...an.........Qen..J....account
Qe.C.6....change_password..D.a.......... Qd.n0....new_password..Qd.
old_password..Qd........ Old Password. Qfr....... old_password_help.

..a

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\1aed43a98452cbb5_0

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

255

5.802662742469178

false
6:maY4rgdsiQM+HMy2Api6FYo0a8iVdwLr7gRK6t:z7GmrdK8ivVdg4r
E40C68283D2165736F49D86121196D07
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\1aed43a98452cbb5_0

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

CFF88F64AD848868E1BEC02D3131D77619774883

058F9858AA6D3C7A49F77BO6E3FIC58CB62B6BA6FFBADF7C210715D24AE26CD6
OF3B3DBFBBE65FEAED3EA92390554F5F2E4DB986601003B9C676B65F7566279091B34E26289AB54D75EF8A71E3ABFO3FCB7277F190B234C9E6CFCB4242433FAf
false

low

o\r.m.....{...1......._keyhttps://s.adroll.com/pixel/7S36 S2RHW5BUVAXH6EL4RZE/6 TMQVXNPWBG6BOGAF3EFID/LEBFNED4AVAINBDGU4P5DT js .https://joom
ag.com/..40%./.......ccccccerunnnne AR]..G ...]JE./d.. ..".Hx. .A..Eo0....... Jlo.. A.EO0..ccciiin.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\1c6644b795785887_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

37348

5.4471507543706155

false

384:qINElu4KGa7RréNMQqgjgAYLZBaylsSGCo+/YzOelvKP7h+NAj56 CIFuwA7:wCkOa5CBAQ+wUh+46E8
F6826B1A85D0816CB495843951AAA761

F3EBBIDAE17CC646BEOADC94661A2C21B0OB3E911
9C55FDF8DD747DABACO1EB3C2A55CA40EDD81101E23EBD4ED16319C414D87CDD
B3290783FEF168D2249660183CB65D4ABB51D5DDC4130C19B606D9D7ACD041798C074CAA4F1BE64E12CC03A2713014FAF1F4891260585100E39B953F891AA93!

false

low

i broken...Qc.N....._loaded...Qb".0c...._url..Qb".
[o LT Qv Qcr.u.....facebook..1...Qc.Q5 ..consent_networks....M...Qc:.3.....round................

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\202398c31ac24d4a_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

681

5.807168212489162

false
12:1E3xR90ux2peyyQL13CMxGDPMUIZGYXNUCd4+40gEqrr:1IEBRGuyeyyQL1SXDVIIY8CdZ4ogJH
4B8FE33ADB57CF625E887D5D29DBCFDF

A1B1FFOCF9E756CF4BES9779E39861114C5424F3
BB112F70C8F4EB675013177FFD399FAC06019D2B370B45052DEBD2FF29867B3F

3E460CEA7AD9A2FDCF2C1DAGBA3CBDD1DD6E3D1370C8DE9D2865C2F34D650AFFBCBE9BCOBEAF1IAC8A10C89FODAE2535A2584F5A45D71C0C858E11E1AGD2
A9C4

false

low

o\r.m.....%........... _keyhttps://googleads.g.doubleclick.net/pagead/viewthroughconversion/1003757157/?random=1617996273414&cv=9&fst=1617996273414&n
um=1&bg=ffffff&guid=ON&resp=GooglemKTybQhCsO&eid=2505059650&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_his=1&u_tz=120&u_java=f
alse&u_nplug=1&u_nmime=2&gtm=20a3v0&sendb=1&ig=1&data=event%3Dgtag.config&frm=0&url=https%3A%2F%2Fwww.joomag.com%2Fen%2Fsolutions%2Finteract
ive-content-marketing&tiba=Interactive%20Content%20Marketing%20Platform%7C%20Joomag&hn=www.googleadservices.com&async=1&rfmt=3&fmt=4 .https:
/ljoomag.com/..n%./............. VA U....... y.}..@..(...UXE{..D].i.A..E0........ ) FOUROR ALEO..cii

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\2a82640fed18fa5c_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

80800

6.072911172242188

false
1536:Lg6RNDOFq+0qWvBextNPqJBb7JuG7tzGQIEdLXC/g8s:06R0q+0qW4zqJIBb7IGVGzEd|C/gd
3244B95AB8525686A2019C796E158990

6DCCAAEB4D5F1FFFO0FE51F5363A8C24866D06DF
CFFC56A5C0B6723202F502F3AC1E2F3821CBOE16445E1F7C84534846B1D28FF3

FED50C96805C8C4625CCFE26A1BDAC5A6345052BCA0B2FOACCCDDID2C99BDA7966F3EF147334D94220F1B4A4980ABA52970E5E43E5C56717BB57F82ADDC7/
9E

false

low
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\2a82640fed18fa5c_0

Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\35aec16058a68073_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 9750

Entropy (8bit): 5.933077320850789

Encrypted: false

SSDEEP: 192:sBjkicSTtYaml1faHGcbsTzExtFFFFFIJUFFFFFJyFFFFFIc7pFFFFFIMFFFFFIUpP:sPzfYFbsTZEXOUKAY GmJQmmfo/
MDS5: EA63EB7DB53AA5A7131CB6D146D75E1B

SHA1L: BEB612EB41C00BC9C06B1EB86148135F4AD9D733

SHA-256: EE7C32D545F31E9761ADF11AA0172265A6295173ECC454198A79F2457D4FFB7D

SHA-512: 149557EF21F1E44595CA68B37808AAA5268388607E452C80A3984C94A98230E5F998C1D034D88A1840A6CDBB59CIEBIFDAES3CF1E6BA452F8AF2D3F6CF4CF60C
Malicious: false

Reputation: low

Preview:

"....0Rc..

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\37e825f21a9f687b_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 363

Entropy (8bit): 5.808885544426738

Encrypted: false

SSDEEP: 6:mRI9Y SHT8NWQAIKPUQyY4GAGXkrs1aSpOmN/rbK6tcRXEguP+mmnnGOmMN/NO:iz8NWQCUUpAAMszXNGRXEguPANnb

MDS5: 00FD17E562BCF8DF85E8B336A61E9E53

SHA1L: 632BF119237972364E0E2288155F3B99EA02BA5S0

SHA-256: 31CF3E663DD37DE6A760E57BBC847170E4A861AAC19867693D98C32E6D481481

SHA-512: CB6BA1C44DD6EOD356EEC898270AEE11C32CFIC056C23585BF4CAB68DD749063ACBBEB75D9ED760243E5B80D102E8AC97ADF679D73E20A87CADSA47EA9BTI
855

Malicious: false

Reputation: low

Preview:
O\r..m......c...2\."...._keyhttps://ajax.googleapis.com/ajax/libs/jquery/2.2.4/jquery.min.js .https://theicecreamqueen.net/..m%./..........c..cc.co.... m4F.J..e..,...9.E.}.INPX".(
A.Eo.... m%./.Po..7AEE718E1085D4611B43E5893A05C2D77C418717BB58B53BD3D4FD43BC5E1BEA..m4F. J..e..,...9.E.}.INPX".(A..E0
....... O.L......

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\3cf52a5fdd0e540e_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 1266

Entropy (8bit): 5.616882395743444

Encrypted: false

SSDEEP: 24:M4c470uZ04c47006S04c470a5B04c4700fRO4c4701t04c470t1:Ve8PZ/c8p7/c8V/c8xR/CBE/C8Y
MDS5: 797193C86E24CB10229B403B27E8333F

SHAL: 7073A3714DAF047FE74F632FBFC9597C24DB1ESE

SHA-256: 6AC8B66ADF3026FOAOES34E120CA883830164DADE64CD2EB282895D8B23249F3

SHA-512: 2247614261B2894C3350939BF6FAB5A40895642791DASA0A33E16E0066F414883CE43671D1171EFFAC43364ED40D51595119BEE6624106F20538924C01972BEL
Malicious: false

Reputation: low

Preview:

Iw.H7....k..u.4.....8.9...A..Eo.

. W H7 kw4 .
keyhttps /Irum monitis. comlgetljsbenchmark min. Js’7|d 4916 . https //]oomag com/A.n%./.............. | ST Iw. H7 k u. 4 .8
keyhttps://rum.monitis.com/get/jsbenchmark.min.js?id=4916 .https://joomag.com/G..n%./.............. Wi lw
H7...k.u.4....8.q..A..Eo....... Roiiee ALEO..cciii O\r..m......O...cE......_keyhttps://rum.monitis.com/get/jsbenchmark.min.js?id=4916 .https://joomag.com/..Ho%./..........

W H7 kw4
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\45e516dffécfflbl_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

94200

5.769226172087408

false
1536:WPVfY5rcr3KjTkUajHTzmuEjJEKE68s7NIWDXWI3pDCGsrHE0+9G1qvSPO:0Kr43dZ2gkP8sp39k3ICX401gh
0C12D07C7BBF672C1B610625AD044498

2E8658A8D930771E387EBF85AB59CB822ED3BOE3
10779225EE42EAE21598490CA65E20E4F8496682C3FFA3B75A83648ECDF8B856

13484183F487BBAAE7191743B1EA3B64011E89C0BA95B25D59ED41DF5093B80220AE1B2C503EC5B0B4E9562A94CDABESCF35C2B9124642E03CE43E2B7B1E7FE
9

false

low

.a.
2080 & &L&(SLC.Clg L
....Qb.m....0....Qb>|.4....p.....Qb&...

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\48a3614fa2ead4442_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

208

5.445209281000175

false

3:m+lohg/dA8RzY8ciAnGY/ZMeOFPWFvDftmI9tIHCp/I7Z6 S1IRgMggHwWk5m6tt/pD:mUnYWANBO14rRf6S1RagHwWk4iK6t
75B38A764609050F7F94BFD2D181C5AD

6F4128A49213B4D72F7C870F7356483391BC7EFE
569918B8AC118AB02B91BF2AC418B1BB588CFF4709361280E89932DB17A43AE4

286D4EC34EA078526ECB473D77B75C39752BA27C62ADED3F1E9C37B48391A9E734DCF5BOFE649BF20209BE39BF74FFOF5F6838018B68BA5116EF38DABEB18B!
F

false

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\4d1295fcda27fb46_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

345

5.870591604472839

false

6:mOYGLyINREDfmeuPESbSEferngK6tEaEMdIVprnBj:63meuPq8tEM7TJ
69CBA7D406BBOE753520FA6262C41073
26189765413D41F0087F106A0D05A7CCD83B4AA0
6AB36338A70EFC5185BDE4F2C27C79305590327EC83E091F8284441BD509C4A4
D8A7388E79FB47794AD2986EC6796AB6E045CEOEB030FECALF8F92C023051A78F7BEO6FDE425AFF3E029A639E526E4FOEE14CEOACCCT7EF47F15C8628440FB3/

false

low

O\r..m.....Q.coeees _keyhttps://www.joomag.com/static/js/pages/home.js?_=5.1.8.0 .https://joomag.com/..}h%./............. > 12f.).AJ.8..ccce. I.G.[A.EO.ccciiiin. A.
B0 1h%./.....52891DB3131A6676739F92A17901ED3645E899E219551717BE09574A7C8CIDB6]zf.).AJ. 8.............. I..G.[.A..Eo........ Yol

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\4dc39f0688ebc553_0

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

48836

6.172852204656362

false
384:dqYQ6UaKjUstQHGGBrMdtGUIAL56sPjpgeZ+saiE5dreaFPz1hb6DXTVL/QaAVsr:EY5mvQHKTGrgfOvgRdR6wWHU5YY+KOb
862C3D6C6CEDB1377C78040FEA0306AD
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\4dc39f0688ebc553_0

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

AF98872453D6538B3EC7EAEAG45C3AED40D8A4D8
1F4ACF2BF60F749F052A53165FD00C9B35382BDABE3D534C178A8FCGEBDEBF15

E4D3BE79211D4D8F8F4C17ED8DDOESEEASF5EOFD824D8B1BBDA25FEDE3FBBOE3A180F0F37E91200033B8E019603D093B4AE7B127786CDIBOEA7CEOABDBAGS
7FC

false

low

nabled.G..Qe".&2....privacyPolicy..
$Qg.&.....privacyDismissWording...F.$Qg.|&.....privacyDisclaimerWordingF.$Qg........ privacyBannerAccentColorF. Qf...$....privacyBannerType.....Qb.R'R...TOP.. Qf
..U.....cookiesByCategory...F. Qf.P.b..

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\4de9bd481f502f20_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

229

5.586639267423462

false

6:mtAgnYGLYIqWAUQOXQf1VYCLwKyarGOMTD409K6t:aAgCkqOXilg4wKbf/X
93ECA45CID375AE93679E59C6268A1EC
794A6112F7F5CD93D1C2CF9IB3C73C07A6608AFID
8B6E11910C4F90D998FBB436D762A1E91D0O8E47E7485F2612452116D305DEE8SS
D9EDEODAFBOFD7EOE56D44E760990F00D0OAOA6C840EE6703197C3049435ADF5230BF025C424F7516E8E860D457CA37B42C0F2C491AD6333E2010165AC47695F

false

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\4f99dch1a864e622_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

58254

5.798374618596626

false
768:0y1YRIMhBZTaCBggdSOT+S84NjafXGKX/sPBqQJIPJI/DOG|BriexMLUVJIFIYDsNG:0ZXzS8AjaPGO/UsGVrbVilTgnOkWgAk3
37B6C2F3A6B29B6E69ECID2BBBE22597

4C7856D84412729B7FF289927F00BEA02A219995
980775885091365D81D1192423E2FADE9EBEOF76224CA7131574DD8991C61B53
5D51FF496086340BBASBEDD1F42015B6DEEBC3868F7143F01259652E4F79C2F10E10887D26719817367835D75BFO9EOBC6A1EQ78191EC041CCEBCE9B459BEBGAT
false

low

O\r.m.....f....+. ~...._keyhttps://connect.facebook.net/signals/config/295648160646317?v=2.9.33&r=stable .https://joomag.com/...h%./..................... $..2.w.M.*..*3.b.b.A:.K[.
.A.Eo.. O > B X L Xeeerrarens )
.Q.@6..{....exports....a.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\5383b090eaa51678_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

1176

5.471526430836125

false

24:2KKRrgKKQt2pgKKnpgKKq71gKKe83gKKRO:2KsgKL2pgKOgKRpgK+3gKKO
8CD2EA26D4C5958F45COBEBA2E2116C4
E6BB949C0OC3FC35CC804E22FDBCE145587EAD4E4
1D2EEC6938557A05579577CABDIAEOABB4E2C37A29834DB1825FF5CFDE3A7162

CA99ADF13A67988C23500706862909C0AE0613E140FC827889CAA2835C13A9DFE31CEGDF7EC20FBD7B5EF1C481C8C54A95C9C904EFC3010E870E64AFOA70DE
8

false

low
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\5383b090eaa51678_0

Preview:

...... @..........._keyhttps://js.hsleadflows.net/leadflows.js .https://joomag.comN$.h%./............T......8 T.ky. A L.ZH.P]C<.]..! ...z A..
........... _keyhttps://js.hsleadflows.net/leadflows.js .https://joomag.com/..m%./. 8T.ky..Al.ZH.P]C<..]..! .....z.A..Eo.
._keyhttps://js.hsleadflows.net/leadflows.js .https://joomag.com/.l.n%./. i7.....8T.ky.Al.ZH.P]C<..]..! .....z.A..E0
......._keyhttps://js.hsleadflows.net/leadflows.js .https://joomag.com/]*.n%./..... ..8T.ky.NL.ZH.P]C<..]..! ....z.A..Eo........ 9.. LA
._keyhttps://js.hsleadflows.net/leadflows.js .https://joomag.com/d.00%./.................... 8T.ky.AlL.ZH.P]C<..]..!l .....z.A..E0....... L A..Eo

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\569ae1a688927577_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
Size (bytes): 210
Entropy (8bit): 5.479156918319433
Encrypted: false
SSDEEP: 3:m+letC8RzYP2FycyG8ZFvD6AMGAGXhIL/zHKIItIHCv/mQcclWmIEH3jkeZmrlpD:mnPYeMQGAGXkrqg6GQ60XzYnK6t
MDS5: 21EA014EEA9847COAB80A81B81308410A
SHA1L: D28DE1BD2E2D7E505063044AD090C2BCOEE24EEQ
SHA-256: 53AD2A201EE73921D189ABB649D30C482BEDCF2068B3A2FBBEOACE65BCA744EAT
SHA-512: C330A1DE16D7DB342F0217CF35066F0C3D4D1D63D8B5C684FA4206E76738820CC4F65BA3AAFD54A434A9178E3A4D0OF613CE44FB2A6D5FF77435E9475D77EE0!
Malicious: false
Reputation: low
Preview:
O\r..m......N...U.L....._keyhttps://code.jquery.com/jquery-3.1.1.min.js .https://theicecreamqueen.net/X..m%./...........ccc.co..... VoW R..CK... ALEO..coiiiiiiee A..Eo...

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\56bafe686ab360ee_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 16650

Entropy (8bit): 6.093871424902907

Encrypted: false

SSDEEP: 384:YuFMwD6CufWKfMCuMaXEu4e8ZyEoNthThAK3CN43uJzw:na2jQhUChaAe8ZyESTF

MD5: 86712D55CB18C510CDCCA62F7DEBE3D8

SHA1L: 526502BE3A89E7ABA9OF81AC4B80C22097A0A8CE

SHA-256: 0AB57AE151811B383CE3C233C7203C2673B84A5E959EB8BF2ABAOE7D6CC4228B

SHA-512: D90935A39819C297476EBFBOB27FB16CDAC8388B4E94BCOEC299CA04D393BOACOBEO1C3B2914FFEFBIB6244C46F381C7A3FC2CA807D0168E89071A505A3740
D

Malicious: false

Reputation: low

Preview:

Ll 0L>ll@
, .Co0..C@..CH.CJ.Cc..Cc..Cc..Cc..C..C...
M...Qbn.Ql....c.....Qbj..n...I....Qb.K.E....p.....Qb6.2....M....R.......... (o T00) TN S RO Qb

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\5e0609edbb009490 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 166312

Entropy (8bit): 5.727446443023032

Encrypted: false

SSDEEP: 3072:i2MxX8yHfqL24KQntof4AKNDIPVOr8si2jXGRpivewiJAHf:RMd8yS64KQCQKNDINO0si2jXGRpsiOHf

MD5: F7A761F60DB41211C97101C9C3C89887

SHA1L: 039C098C9445448A02A3315249ABC36112BD7FFD

SHA-256: 8B3F3B6FFOEDO6COD90F277820E1E92C4991CB4DA551A4F86B4C0244C00D96DD

SHA-512: B545B30F282FCF3DEB71A82C660EFA4EA6DAACIFD8071DADD38BD9248AB57C32ED2471AAC2CD3BC86906DACCA49FA79D2C85AD8743DEDC36A55E06732D261
70A6

Malicious: false

Reputation: low

Preview:
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\6158ca99bdaf719d_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

139432

5.836771227530138

false
1536:uayt4AZYpkUOgxGYILGauSqjW7WYVUoV7lvXzU10VaxDu7TgQ+feSRt10:uX4AfKyuSeYKe5XzUkjT5+feS90O
EC14590BE93F8539FF01534D6A7AE4E3

9AEB32A915909FEA03C0431EASEC705FDEFF2130
9A2BDDB54AA213BCC3AA239E1EA8F60940CCB1EACF858D64C17FB23573AC08B0
7EF283A9DB7D613748087C9474EC14510F83C98802B8B2544338DAD7F2108A2D2ED26D5D42DFF7BFD6B4F97225F347B1F3DDA15107CDF543CF8C20931FE72F7
false

low

o\r.m.....@...9.".....5DF3A77FFC799DBDD53EFBCFOBF154C4B2A67BA11BD77B1BA4BFFOAB62DFDBDD.

..... na....Qb.|......sa....Qb6.J..
Ea....Qb.|.....Ga...Qb..

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\63c01e10279ec25e_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

559992

6.23755887439869

false
6144:DwlbcE701L71XCXcWHRVVZFnwdIRME3V8TIOE6XpLN8QAHS:4jc7gdMKOTfSdLIES
BF2995BDD108144D35861677F5FD793C
08169E6419B385CF88981A4744D14969715C2D9B
FC02F5739E0C60FBB45321E0C3BE637EFA0LDEEODBDOFCF47F814ACC6AB1D386

294222F52C6974C4ACDA0ES8EF9A70ABEAEO6D5E174565D3F8B8CSAE76D3D605342ED30BCD2A61B315DDC00237BB28AA8829C2E72FB2BD2F5533BCA96FBOCIL
AF

false

low

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\65befcaclcde97c2_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

329160

5.920139390457667

false
3072:bXR18U9/gbUV8YinDCnRf4sGmKyF7E02hiGRGL09ev++7R/jv/NhwlU4ODLFzM7x:JJinlsc27yhi57m+7IcUpe
DDA693AE42D5FECC5DB403567871EEA9

8789D368F93804CC1F5646CDAF7C0187AA4E78C2
73EE339DC193A8B779C8C1FF472C9462E0E50D7FF99500351FEF6597251FF8B8

7FCB4A272B31BC081C3DCBB76DCD5507F7BCBB165E9A315C2BA1F11A7A2F66F2D58A88D62E63DBCFDF20D0D4179734E64BEGAA063258B96BEC84C24DCCC2
obcC

false

low

d..f$.

. Da.....(SM.P...(L..
& & & &

%% & & (B B BT ) BT K (e &N & F &N . &0

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\66856abd7f544089 0

Process:
File Type:
Category:
Size (bytes):

C:\Program Files\Google\Chrome\Application\chrome.exe
data

dropped

273
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\66856abd7f544089 0

Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

5.72715285802344

false
6:mzYETO8NWQASXYOno/PdOPWip7K6wXDGX8/m4jCbhK6t:2g8NWQXnoHd TipuXDGCmLN
780AF68D192233B02F81D6BA12630058
B122738D272ED694A623A73F44D6FA565A3922D0
DE8D61BBADED093379BF5A7A111AC09F69D4711E1F3934C32537FE5B89156626

153FOD8CE16ECEDF17481CB089019437F9414E95DBAB45DA5AF8FES529D0975DC16B66E99636EF8D48B392ADF13CFOFEF7D20AESBACF0425EC7E1182C79837D
D

false

low

O\r..m.
.com/.m%./....

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\68cc6d037028d20c_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

679

5.817979485242907

false
12:hE3xellloux2pmYyyQL13CMxGDPM8ihVkhN7Cd8xGnhWT:hEBel4uyRyyQL1SXDXirkDCd8xGnhU
CE8AB2F6A2CAA801713AE9117DBB5EBC

14230DAC8B11B30AF71CFE9856E730547DEA0332
671C875606737EC54AB90D87B773DCIE60B02246083A584EC7783BB6072CODAS

F560882FC2CA9ESDEB204127C1B1F4CC4135FBDFD678BOFEA20F991AA089BD7D9AA5146738EEGEF68DID0363A63821E2624189B5BD976C67B8599CBABO6C2A
E

false

low

O\r.m.....#...U...... _keyhttps://googleads.g.doubleclick.net/pagead/viewthroughconversion/1003757157/?random=1617996285268&cv=9&fst=1617996285268&n
um=1&bg=ffffff&guid=ON&resp=GooglemKTybQhCsO&eid=2505059651&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_his=1&u_tz=120&u_java=f
alse&u_nplug=1&u_nmime=2&gtm=20a3v0&sendb=1&ig=1&data=event%3Dgtag.config&frm=0&url=https%3A%2F%2Fwww.joomag.com%2Fen%2Fsolutions%2Fdigital-
publishing&tiba=The%20All-in-One%20Digital%20Publishing%20Platform%20%7C%20Joomag&hn=www.googleadservices.com&async=1&rfmt=3&fmt=4 .https://
joomag.com/..D0%./.......ccoceeruinnnanen. @y.".._.....4.3.~#. A Eo...... Coverereens AEO0..coii

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\6b1b9d51f4f5cab5_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

235

5.5964628478697716

false

6:mAfYGLYIQWA5NZx7w54vNyZPNixcLh+7DK6t:kpZxoiOPNi
8800944DAB69636949861557404D9F5B
C39FF4D9091CBEB23A7303FB949D9B3B451B342E
55FEC1EBDD1C663C020CB94FF190A9449E1CB0OD11563BF76FA851BD89FC241B5
8D9CCA27902771B4A136413857804ABF577E9056C6161C932335CA5515AD293F189030F2305D0F705C92F9A619E1F661DC325D2CBABC1F8C410B3534D5544060

false

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\7371003c8c6a9d18_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

341

5.889543139581875

false
6:meFnYGLYINRsSxYeuPk3IA5HNV/zIbK6tGSOImcgSdDIE2hS2HNnvx:QLUYeuPkVa3XQmcZYE2hS25
547649CAD712D34B67E698CA6DDBDEBD

CD051D88F5BFEE99C448BD6D8CE1C56CDF37739B
C9445386063A23BE2DABC6D637073EECA2333187E0AF645F8F8455B561733473
552AF5F0B886B30AA7BE76E506596B2A31C640775ABE6GE3BFF104586AF1BCF399F60B8B882E7F86E328C8484710F052E23BF8ELE1ICE96B659F3F071FE968273B

false
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\7371003c8c6a9d18_0

Reputation:

Preview:

low

O\r..m......M....#......_keyhttps://www.joomag.com/static/js/joomag.js?_=5.1.8.0 .https://joomag.com/.v{h%./. ...A.Eo...

..v{h%./.....D6AB9E303CE87B7F01CBADEA275E8E4EB21FB8DA472CD6BB51943767E5054D94 . X&..|.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\7b5d3be33a96cdb3_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

3162

5.537197820068832

false
48:QklpbnEGXM/xkI1TMoty206FRXfbBeFLfpnFrFLZMey1D4grXN3Vz:QjxFoQ20fNpFA91D40x
39B8DA120DC55C78E252880AF5ED57D7
6613B312B81B6183DAC7CEB4991BA1E4A149A5A2
5920CABD3A37BAE35DF44B825365F75BA953CD1B1D95DFEA821BF4891CA3A237

FADEGE087AB0600C47809C1236D8F2A80A12EBB25E91442BB0C1B6C7E0566DEFE9GE1EF4E4F7D228096180D7030DEBE7D382BAAFOEB37DCF138F546DAAB862
CA

false

low

O\r..m.
*8A\....

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\83137b52fc11fOb5_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

350

5.885684167304161

false

6:mvYGLYINRED1EMeuPKAPXVLXtXK6tig+GxCaJgCjSShW/UB4VLXK: TdXeuPNXRX7rFxCESSbW/UB4RX
AAOD64FFB10906D7F9F0218339B27E26

E79F023F8406095B23092FA1E7C2A89CC04E2D80
1F88CDEBED8CDB895BC5C4C65CD82CB77FE6AEI314EA0640483F1B33332B2B84

5BB97AAD371D3E51B793F316C385D256FE216E91CF53BA09688FF1D691411D6D6201EDFOF7188EBCCD2E9527F9BEG7E0C99777A5423ECA192ABD9271DA78ED:
8

false

low

O\r..m......V....T.}...._keyhttps://www.joomag.com/static/js/pages/solutions.js?_=5.1.8.0 .https://joomag.com/...m%./..
...m%./.....922AEAD3999397874287A570609B4133E9A71C813B87A04F4BA7TDA7B3E4AC1FBBI..0#

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\83b9c3db1088f864_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

252

5.717403673672304

false

6:mY2nYiRDHjfRpA7elAX3TH5R2DU3eJsyAlK6t:KxDHIeB3L5gDG1/
DC713F2D0OFF09CD0OD851A917B9D73A33
BBFDDD223833CF2672C959960330EC137D7792CA
AF5E47A99778BFEDFAB3E3FC680DA53CDD9B86E108BD1F10F7DB298BI9FABDB56
EEAA2E442AF465D963DBFAA5760B37B6056F36B492E7A3FFDB73C78C5AD459A1BA225BD092573294A31C46317352C9A4FB625AD15FDI3014F827EF7A187A9D1

false

low

OV..M.ce X _keyhttps://c.s-microsoft.com/en-gb/CMSScripts/script.jsx?k=8c84dc53-9dee-f42a-46b1-5a93c0e43d70 .https://microsoft.com/]3.1%./.........cccceeverrenes lo..
....h....KP..e9.k.A. Eo..... e ALEO..coiii

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\87166bed915ccad5_0

Process:
File Type:
Category:

C:\Program Files\Google\Chrome\Application\chrome.exe
data

dropped
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\87166bed915ccad5_0

Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

333744

5.674495817743544

false

3072:t+TeS+Vv2+A2DWxGOHIOWKgoyWOniU5SBWO/3U+Bi5VX3ZJZ6YOe7vj052ihVyKm:MTOkpnxGsljKgoEO/AYm

AC01693C18421FC1ADBCO9F4BF52AE8F

3B27CF0AA3541AD4498AD5DA7584FFASEOFIFF94

F71DA0796039E76D6A9A0BAI8FI60435BD61805C14757DEDFC8AD33C27A9A974
60F971431B2B00FC2EF6B12493F233B10F9F4C425F2E4FA558FB4AB883D4538857A2AD2B38F3DE33F25001E06E104C2FE30901B1DB1E8820A0FB6360BBFEC35B

false

low

. .@... . . c C ..c..c.c..c.c.c.c.cm
.C’$.C(.CH.C .C" C b..Cd..Cf.Ch.Cj.Cc..Cc..C..Cc.cC..Cc.cC.cC..cC.cC..cC..cC. C .c.c..c.c.c.c.c.c.c.c..c
L.cc...c..c.c ....C ..c..c.c.c.c.c.c.c.c.c.c.c.c.c.c.c.c..c..

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\87fd1924f833e73a_0

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

131904

5.725930884213589

false

1536:PFY/8P3b5yJEgn2tpj7HMH5S3Pa/AMBY 2Lcs2SjKaV7dNFpzFvNMD44w:tYNag2tpj7GZSf8BRLcs26KqdRzj
4EF4716860C0500B5D6DA4070B1EFF78

7844C4580CC7E592918DC6ES59FB2ES54166A6A78A
5B1034988448060C2EBE7BA8D35932DE334673D3FAO0A6E092FFE970FD7D2C018
7E88699F2417268004C2EE375957AB641F019D51648F38F5A52FBEOBD86A857CE4491E913A3243641E6A9BC312541686FAEC76A29AC2637FF3706E09D18930EA

false

low

_releaseSegment.
S S I"....Da....

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\88c2694a38162e86_0

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

32413

5.084257573492091

false
384:gPQPxzc2FPLC(ss2tCCT/CFNIbgEUVZedSn7zYZjT5ymvBsY8a91LN7vVEOzhaua:58WrmZsgQwOWSY 7ruCxFwacCjiglR
057B947520663AC405D52A1BABAC1DA7

87DED97D95DD197D5E57DD0OB93E737A3EASBB7FB
83EAB8A5416E01A04DC8214ABC4A2772734C0026D5F50F1D07C72EAAS5AL32F24
CE1B844D93782234DD0564C3086863CB8000D5973E3A4358A54337A56223662B6E19921FC59B6FC92A07BCE48E83ADF9A187FF1918CAF9948025213ACDFAG56E

false

low

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\8c50196ale0f9ecd_0

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHA1L:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

672

5.755360359394251

false
12:5E3xCdWFIJdsoux2peyyQL13CMxGDPM9tIN7Cdenpl:5EBCdWFIJdVuyeyyQL1SXDOtlpCd+pl
7D727B57346A37A7AF828E651943DAEE

FB56033091FD234C509F4FAB54CC30016851332E
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\8c50196ale0f9ecd_0

SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

35169630159A4D8F05692E1801170FD3DD983CF6830A6C907B3ESC5ED96825DB
5555D25FD20ED17727832FCC2A2B85BF7711E0BBC446E1517DF6A374953DC17C29F6FF8CC651B3C5E2C5BAA7E4A28B018DE4A8FAD715B3075507441E410F485

false

O\r..m.......... Jeeeeen _keyhttps://googleads.g.doubleclick.net/pagead/viewthroughconversion/1003757157/?random=1617996280828&cv=9&fst=1617996280828&n
um=1&bg=ffffff&guid=ON&resp=GooglemKTybQhCsO&eid=2505059650&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_his=1&u_tz=120&u_java=f
alse&u_nplug=1&u_nmime=2&gtm=20a3v0&sendb=1&ig=1&data=event%3Dgtag.config&frm=0&url=https%3A%2F%2Fwww.joomag.com%2Fen%?2Fsolutions%
2Fcorporate-communications&tiba=Corporate%20Communications%20Platform%20%7C%20Joomag&hn=www.googleadservices.com&async=1&rfmt=3&fmt=4 .https
:/ljoomag.com/F..0%./............. Xevrroe™ e WV S.CPEW.~. . = ALEO ALEO..ccii

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\91721bc070d4628d_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

234

5.484132511235112

false
6:MEQEY68EIXEEUgLErVGAGXKrKFZINMmwdYuspOAr4cZK6t:lgQYgfAAMeZHMOXIDT
8F544493679F14C06F6C1EFE03629159
E7DC6C4BA2FB6607B3717605EFEC01F87F24CD86
93E18CF1E45BC9D89D36875094BA79491D13765B4619FCBA9B57A924AFA62C18

D975A57605B5BA3BCCFDA982AEOBC9B1677D1D72AD8D8D48369737B3EESD5CD678637B6657190F3DOBEGGFFF4074A9286A10F78CD91DABADDFODEC934245B8
oc

false

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\9890963327d9ee09_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

339

5.871094488802147

false
6:m2/PY4rgdsiQM+HMnfIAWN5r6PbkhXofYe4K4RK6tx6GhhXofYe4K4G:P/7GmmflAWSrjgj4bVaj
F8ABC39D86EEI5CI80830F65629325A5

7E35A0E854722C7F54B5857D90191156A75D521C

9B9971D9014F07B26891906 DFF8FD8D74EF8FE3C1B6CD3F65F9F237786B00A3B

CCC94ECC2EBB7C389DCE5902C9C1A6A0B83210DDB821DA0EE322B3DC98C9D57384B97600D27D0O0EF93294E99F824D039FD6F8CF8D0368B7BEGEC5EFADDFC
596

false

low

%%}.A..Eo..

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\989b6fe145516e59 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

340

5.825583566257617

false
6:mOLPYOXdTAgXxAXLMAUNSPZPY47TLyu4rbK6tGomnwpFICXUSRZVTjr7TLyu4rfll:FnXBuk5h1bl+Pp3wXLTVTjrbl
B182BF63C86EC6852BBI9BEAB6BOD5A35

9C5DEOCB3767C8900DDFD7750C3B1D37E94DB318
3255F13F5A249F7876072C211FF076A133213266F5045CC9C251DEE24D89FB25
37B0297B6BCD017B89B74F90A97C0B20630E74D2DA76A7019BCD1049F4DAFA388A47B3216F250FAE9B4B1EBAF0305F6A5D18F520BB599B5A6E58629039C3711(

false

low

.6F....u.MoS..E..

keyhttps://js.intercomcdn.com/frame-modern.f881becc.js .https://joomag.com/2.cl%./.. ...6F..
u.MoS..E.......... J..D.A..Eo

.J. ...069B05A91C5ACEESFBOFCD2B1505A2FB3A190AD28658F80DE2174823DCB625906F ..
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\9ac614ffd44f5d33_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

6872

5.482432127012055

false

192:KUnWInW9eYJKdidNR9H/2MBbi8cKE33BU:KUBWIK4/2MBbL1E33G
7BEE66672DA9F80C9C263D58108390A2
6D10757CB35A1970E4E49BDCD67DB02B8FB31C8F
FC8036142C8F4F39B85A18F57521F250DA0279DFCD21AFESCB8581336D3F171E

D5C69BA0AFFBE0696588594A2A3266CEAE77FF291DD89E03C5165BC1BD5AB4652BCA57D2EA226727F98AAABFADA3502BE3DD741837C2E60BB93BEG7AADI08
14D

false

low

L&(.&Z.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\9d6dba672108c09e 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

231

5.606767706862604

false

6:mOXYGLYIq72RKiB6gzSPsN55A7630XeWyWnXzK6t:NSr2RdrSP45UeAl
21F472CD587248872586ABBD7D76757F
5319F9E8A41FOC286A2E18F8350F5C28BA8CEF93
18DFDFDCD52B8D24B77ECB891008C2473D1868E64D4AF592AF349F0768923649
90519EF3DD539A5C02B9D143FE50D2A3A7661866D2682D181168428B1FB4855F1D6C8393350031DE34BAE8935BADAB7DCIFF38F2E19B5281D56E8E1AEBD92DE
false

low

O\r..m......c...}......_keyhttps://www.joomag.com/Frontend/pixel/joomag-pixel.3df7f73f177625835141.js .https://joomag.com/...b%./. ..p06.<..5.._@..30..9..

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\9elcef9c2a427a5f 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

103096

5.5976222487822875

false

1536:r1hdf4jddN/ElY SrDsJstpCcMZXolCnm3EKmMTdBs4P64sZCmL:7df43N83rDEdmTmTkj
E020B8D055001DB35A4A828F386EA2EC
AC8CCC2B02E08A72CD0723D1F4243A6C90B9BODO
FFB4C3F6EB5BODC66F2B050E652E3ED69EOBICA32E3CED8BD47B4CF7BE954809

7494656D1E911C8503D5F617716C2BFES8ED1B99D4DD11E3DCAEF643C99C5DC66B1E9CEA2550FODCFF7C7CO0EC98DF2AC96E66AD37646EE36CCE73ADCECI(
645

false

low

922AEAD3999397874287A570609B4133E9A71C813B87A04FABA7DA7B3EACIFBB............ "R$...0#..X
Qb.Z.2..t....Qb.7....
~.D S8 & 1&(S .. 5.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\9ff14046406d6375_0

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:

C:\Program Files\Google\Chrome\Application\chrome.exe
data

dropped

342

5.905322250524128

false
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\9ff14046406d6375_0

SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

6:mplllVYGLSMXZCLRaRphNPANgAAEIi7V+YgK6twmSKdQfOKe21wZoZAAEi7V+YA:s/1Pfb0i7VSGmVdQfHe21qoui7Vw
C816C5943469036B02AEF3A64F8DI1DA

0895639EF5ECB138969D48DA082E7012435061DA
6CA1566712F2ED225DD331636F83724540391BCAF13449BACC30AB6D6923398A

3A3C3AD89CC5258E9C76B254EBD365A2C006448DB817C51C52D02FC338789D91EB77CB11FE457AB1EA841C2100E8643EA170BAD2ACC945A284310295EFE75B
C

false

low

O\r..m......N....)Q....._keyhttps://www.googletagmanager.com/gtm.js?id=GTM-WVG733 .https://joomag.com/G.h%./................... &t.<.M...). .G Hf. & .ALEO...cooin
WALEO G.h%./.. ..5DF3A77FFC799DBDD53EFBCFOBF154C4B2A67BA11BD77B1BA4BFFOAB62DFDBDD&L.<...M4....)."r.G..H.f... " & .A..E0......%...L.......

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\a262d627eec5cc8b_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

233

5.610580927347868

false

6:mmWYGLYIqWAL71dGtWVN581Hqsc8IM5thK6t:v3Ma8Zc8O5tN
16FE93279CB441F99B2BE3677120A0E1
0BB059D9FCB0825224251EED85CIF6BF3D3DASFB
F99A2C92E3AC5705137233344A152D8006DA0D5F6DBIB372DCABOA3C25981CDB

A38F2A0E631F529DA57EDB2BB89BC5BODOEB81585912E7BA04C5A5F99E48CC794720569945CFBBBFB55305230FE95CBB1663B689A6ABO6FFOEFEGDASE7858B
6D

false

low

O\r..m......e...7.*....._keyhttps://www.joomag.com/Frontend/mobile/viewer/vendor.7bc4df7aaac8424047c3.js .https://joomag.com/@.b%./...........cccererunee F.Y.BQ?.|..q
W.+..._7NT..A.Eo........ [ ALEO..oi

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\ab12a7b7c55c605f 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

506

5.787151903519588

false
12:HXmO04fG15eTNypHipX+1ETNypuUp+1+nqdsJ/HIWNyp++1okTNyp:HXQfiARyp66ERypruwaqga/HIQyptokRyp
AE2BA0C21870C817581F879FB40AED27

43EB7AD7E5D9FB53F1FC74C3F0194667BF1431E2
E1C961F703894F8AF7280B71937CF10E3D25EE4EB2D8CAOFFE12E2C631ED40EY

C07BB05B73B1CFFB99FB059D8E130E185F570BE4F3FB395B2F3BAESCOFBF04A0DFD11445376C8781COF8E175B1B6CASEOCD87B540B3709893F3331622B05CBA
4

false

JRT P...W...@....9.8.|"p.ew-...A..E0 cienn.0%./....C8BB778450CEB7894DD9260F9648DC275D2EE80AAC6046590483F0000930225C.P..
ew-...A..Eo....... 4.L.. @....0.8.|"p.ew-...A..Eo....

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\abcc6ae9f8elacb2 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

210

5.473117870299715

false

3:m+lesLA8RzYrSLyIKEKcIEPVeuhVDftv5VtIHCPIt/x9v9R2UIq89koz4m+p5IH:mKY GLylluNeuPodtdvN+9kon8RK6t
274A603E0E58B02A5EE860A318853C00

7D01AD048DBF21178AB49749156D4AEA35589352
137AA8AC52C7419715CDF7707951FBC8DEBE79648B7D0536D50C261C037DE105

98A8AF14B113D6BEA98B7DEABG7945BCES93EF145AC9003A3F5D060228 ABE4CA38D01FD89065520D9DDFF99DDF8A4225522E74AEA1855E034FD5A295C3BEOA
B6

false

low
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\abcc6ae9f8elacb2 0

Preview:
O\r.m.....N..oooee _keyhttps://www.joomag.com//static/locale/en.js?_=5.1.8.0 .https://joomag.com/..b%./...........Y ......kv.Y.3...(....&.S..f..B.’"u..A..E0........ DZ......... A.E

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\b2009de9dbada7bb_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
Size (bytes): 273
Entropy (8bit): 5.715376274639777
Encrypted: false
SSDEEP: 6:MS4EYETO8NWQASXYOno/PdOPNbUWSXxn32RI4gRK6t:b1g8NWQXnoHdVnxnG7Dr
MD5: E0604EC4340D8CD8CE9FA275CEB591CD
SHAL: 660E333C65917E849EF1B941DD61737414134966
SHA-256: 6CO3F67EB5A413C8B8A0B04F6510FCBE7BB558A3A54CB7314141CCB912572E72
SHA-512: FOB98C5F52A3F1D06FA710051B634697544A1E8AD2A0C75B3F88F41464D9213388E02240A83ADF780D6EC3A6891360C73B2FFOA7EB68F4BFFDF7E349666783D7
Malicious: false
Reputation: low
Preview:
O\r..m.

..n%./.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\b450020f7ef934d5_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 255

Entropy (8bit): 5.920093035457789

Encrypted: false

SSDEEP: 6:mxY4rgdsiQM+HMBr5miztU+GfSkh+4MANK6t:y7Gme9mJ+GfSkh+7Ap

MD5: A014C91D1D6EC220CFE3B5D6969D66C6

SHAL: A24FAD30DEF4F41E79D7D5F37EC93F64F51E4533

SHA-256: FC3EDD1D0537AC09933A416CEE79BDDC4DDE2DF2A8CB5EE8377890252F131A6B

SHA-512: FFE2A56AEBEA2645F1EB714FB2D1174F35A382D8859B693909CE38AD96C4818CE207822C1B99EF3EFD5B681432D5DED3062FDCA8706C24BE6FB39BD09FD503!
4

Malicious: false

Reputation: low

Preview:

o\r.m.....{...v+.3...._keyhttps://s.adroll.com/pixel/7S36 S2RHW5BUVAXHEL4RZE/6 TMQVXNPWBG6BOGAF3EFID/WN42DWEAGNDBBGFACV55I17.js .https://joom
ag.com/\..h%./............. TR Vv.T.W.Qp.~.u.Y...k..&..A..E0........ 6%......... ALEO..coii

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\b63b937d58459cf2_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 273

Entropy (8bit): 5.765371661056424

Encrypted: false

SSDEEP: 6:mfEYETOBNWQASxXYOno/PdOPP7NpJOV6TvzDZLGp4/K6t:00g8NWQXnoHd4nevUD1GpW

MD5: 7904EAA3C634616B03FA1B33D32AB1A7

SHAL: 1DB76D7D15BOCD4F650DB2C214D4D79541475BE3

SHA-256: A79A99B2F460C8E3906364CDBB55AC0599F551249AA9151FE87563FF9CE7FC05

SHA-512: 91AC8ABB6BDDC310826EDEB79E55058D33DECB3F0C2C12B68BB1E44E29505EA4A4A5B8F31B9CB0A89429A3178ADCD73DE2B65CC50E615FADF93830D1D908(
AOB

Malicious: false

Reputation: low

Preview:
O\r..m.......... J'TL...._keyhttps://cdnjs.cloudflare.com/ajax/libs/jquery-mousewheel/3.1.13/jquery.mousewheel.min.js?isAjax=true& =1617996257425 .https://joomag
.COM/.ecM%. e u#...a..q.....K...3i.b...A..Eo........ LT ALEO..coiii

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\b6d41f41415a5d23 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 211

Entropy (8bit): 5.6651376506804905
Encrypted: false
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\b6d41f41415a5d23 0

SSDEEP: 3:m+IFtC8RzYrSLSELDXZCLRZLtMOV/IHCI4h/t2spOWNhvCi+1U16RmUghl/IpK+:mgPYGLSmMXZCLRFpyQIzXvR6AhnK6t

MDS5: 6495263A9CCFB7A90AC648B1C406C640

SHA1L: OF7D1F0682A8079318B030AB47598DA9A0242693

SHA-256: 0148E57431F08F2C071D0C16DC922E8F11E7785A5DBIF4E042D2454344EED700

SHA-512: 57F13DE3E2BDE63BD71CFFFF22959DC6793CC46E034520BCD7E84D382811ED9D13B05940AED1A85135293D281A1315292CBB25F5F424C8CFC5FES2094626BA!
Malicious: false

Reputation: low

Preview:

keyhttps://www.googletagmanager.com/gtm.js?id=GTM-KDXRF52 .https://joomag.com/9X.b%./. ..SL.L.<H.h...|.3....-#

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\b8d56c7282a9959b_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 366

Entropy (8bit): 5.873115677378245

Encrypted: false

SSDEEP: 6:mME8YAWGUJI3XXCzFvNpOADtr8/4ZprdVkDK6tcSK2IJvwrC4PvQ/4ZprCl:JdipvDrQgZpxSOUPvQQg9Zp

MDS5: 993AE2083397D34A4CFAECADCLDEE7AA

SHAL: BA1316BAC6C3AEBA06591012C59D6136A1FCAEAC

SHA-256: 99D1D6FE2148F05D9908438A9DB84B646FAD777B5863BBE2BE4AAB1C5968113C

SHA-512: 4E9DEE9496DBF931610DCE8B9752620B6650ED84EE603EDIE3DSEC1C29E96B58B1D01666E644BFBE11CAF4EA3D1DF5C4C8ED94204FF1857B187FCAF4B3B0C
B5

Malicious: false

Reputation: low

Preview:

keyhttps://connect.facebook.net/signals/config/2902267882685867v=2.9.33&r=stable .https://joomag.com/...h%./.....
h%./.....7DACA0907ABIF2860DFD05745591E9C3C22DA13D8576600873CA502753ADFFDD.

FRTURN n.d.iT..+6..N...
.n.d.iT..+6..N.....A..Eo....... vki

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\b9c9b6043be491b2_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 240

Entropy (8bit): 5.504248670674005

Encrypted: false

SSDEEP: 6:mf/IXYETO8NaYWbVOqZvGAGXkrqyelIFRYa9J04JsRK6t:0/Ng8NaY8ZeAAMIEL
MDS5: C9E71601E43FF094B979AAD874D3FC8E

SHA1L: 6D8F02154B4FABE504968F64BA23FAEA9923609C

SHA-256: 6ECO08A36E9CAFBAC00B225198BFD49681736ED3FB75EF40A06D596FB533D12B6
SHA-512: 665C08BC199743AF0B5F4295C3CA11DCBBB833109FF7A0F127D637F52E1B586608E25113033CB0919BAF9EOEBC1DCAF5903D2B92A5413D9E3272DA049C448BC
Malicious: false

Reputation: low

Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\bce8477a65cd8197 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 335

Entropy (8bit): 5.891805411913403

Encrypted: false

SSDEEP: 6:mw5YAWQf2574YZ0t+1hKyGxqTH4HOtbK6tHIYyJw3KyGxqTH4v:dLe5SE3+/dmgTHXNp9YjdmgTHS

MD5: 38361DA643A02AF7CBB828E1E208F1CB

SHA1L: AF548BBE466F0C488721A7C8153B6229A43458CD

SHA-256: 52BCEEC8BD594A463A0DF854C5D3F6AB7997972A299BBF7015DC33633541AF0A

SHA-512: 1787D632409846AE0C793A9809E918F8CD71FF84DD89EFDBEASECAOEBIAIFAOF4ABEIOBI6CEDEBE5BCD4353F68378E0769E7D4B151B7E545AF8A8FAD65095C
6A

Malicious: false

Reputation: low

Preview:

...... G...<t$r...._keyhttps://connect.facebook.net/en_US/fbevents.js .https://joomag.com/.k.h%./....................N.PSy.o0....". .(u....$Ty.....A.Eo....{#T......A..E0........
k.h%./.....09B1AA11C2005038CD981BE279116E954CCO01CFA96798BCC216747131820F437.N.PSy.0....". .(U....$Ty..... A..E0.....X.(.L.......
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\be0d93bfbf442987_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

202

5.476412458253223

false

3:m+ICQI/gOABRzYrSLLIMIwJJISftsp1+9tIHCm/I/mWY 6ruGVHuidkoMmyrlpK5kt:mCYGL+MIwJJaepl+Am/lulrmgnIK6t
21F96CB02D921CE24E406E75631EFF2A

954656DB293215F65ACDABE33EF085071BF47BF8
52E4A3373B16AA64D62A877355C96D2B799CALC5A75E25A0A48B4371182B7689
B20D9BCBOB91E8C8BE10C22494F569E787837086B459BAFE1BADESF001558E16681D0F011C7ACD942CE503CDC82873E7912DEBC305089D1E450B7422C682F0%

false

O\r..m......F.....+...._keyhttps://www.google-analytics.com/analytics.js .https://joomag.com/.L.b%./............. § SR 3Tk LK. X WL ALEO ALEO....ccoii

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\cOb2aab84f0a50bc_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

46709

5.732554792891765

false

768:ttLaUC8FShvn8skXEQgmw4gneVyCoWIOE:ttibWEQgmw\VnHCoWHE
639D62A7D3CAE48F8A3C5DABAESS6FED
BE49C481275F82974C0016F469568E5BD5C17D58
46680E109A2CBACC55E4C11ADD2EC91FAES68B806E805C4F6B87D8E61761A570

5D5F216A3EBEB23D097A0F88D39D28293F353B06AA8B24AEFBBFOC268F1015B59100B6902BEAB963433A50D2F8EB86750FBA2CCE1AE98914D23B92B1067BCA
Cc

false

low

O\r..m......E.....Y....._keyhttps://js-agent.newrelic.com/nr-1208.min.js .https://joomag.com/}.9h%./............. e M.c.6....R...6#....D..#....A.E0...A/2......... ALEO.cciiii
. ! N

S.dz....0 LSl (S L HRE Qb.i.....t.....Qb.2Ay....n.....Qb~..9....r.....Qb.
4Rc. Q...Q.Pn..y....__nr_require.... Cannot find module "..QbrT8....."....... a...
call..1&.(S.P.\..].K"....Dn... & F & KLY & &%0..9%0.8.].. \RC I'..Da..<...#..Co @.-...8P

.D...D'X..D"...

...https://js-agent.newrelic.com/nr-1208.min.jsa... &8 &..0.&. . &&.(S.,. L (SX

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\c0ec2433cf77f682_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

13251

5.7950157997973415

false
192:K8SHtBI6FDvnaYNoRxgKWArQhNmHOIDawtoALz8hgfvM4D2ZTVUb3:d6FbahRVmhkUIXCqfFaTVUb3
A2F1BO0OABCABC6323C56BF7CDE9D431D

707E2D20E83BA2FF3F41E895A17590B00A18CBAO
067C2AEBBB606E8SDF758168EEF832BF31C8C7BEF50C2A2C84C6F5DEAS6D7F661
F174868041F536217F5799FE6A2B84DF8561E2F90CF832AC25BC5110450C64B05F464BBB87E7B007D55C8CBEE1A21A8D7AE21COBE6GB7A5720C19F76B65443E1(

false

low

s4.u..}6....a.D."d../.A Eo.....I.
0...X2...W.. . L@ M..QCP.>.....1029652...Qb."K
ima-nova.(Qh6..K.. S M VLZUALLFLQb L fe. T L@ Qb........ id.."......

000001499c¢/23/f

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\cla5eee687c36bec_0

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:

C:\Program Files\Google\Chrome\Application\chrome.exe
data

dropped

742

5.779764135104783

false

12:0E3xvLoux2pmYyyQL13CMxGDP7JsxSNg48megkhNGICdDSsUXT:OEBv8uyRyyQL1SXDTzgdgkbCdusUD
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\cla5eee687c36bec_0

MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

2E01F85B00042C310490EBCF641BB709
D59662943DB011EC7C5091DB063EB7B5FE260A1C
F5280BF296023D46695663AC7E65D9734B0A155BF697F16AD6FFF93489FC8A09

4E2B14E93EE9BF3F8F3456FE56B1CE267D9831DB311A20A19EE80326AA3DAF89BB33CF020E4D83BE36BA7187DBCOCC86951A6DEB36DA52148A37501355D73E
1

false

low

O\r..m......b...>..c...._keyhttps://googleads.g.doubleclick.net/pagead/viewthroughconversion/1003757157/?random=1617996237276&cv=9&fst=1617996237276&n
um=1&bg=ffffff&guid=ON&resp=GooglemKTybQhCsO&eid=2505059651&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_his=1&u_tz=120&u_java=f
alse&u_nplug=1&u_nmime=2&gtm=20a3v0&sendb=1&ig=1&data=event%3Dgtag.config&frm=0&url=https%3A%2F%2Fwww.joomag.com%2F%3Fref%3Dviewer
_ad%26utm_source%3Dviewer_ad_create%26utm_medium%3Dnon-paid%26utm_campaign%3Djm_leads&tiba=Digital%20Publishing%20Platform%20for%2
OEveryone%20%7C%20Joomag&hn=www.googleadservices.com&async=1&rfmt=3&fmt=4 .https://joomag.com/NI%./...................... C.U...$2...L..u...4/H...T.A..Eo.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\c243fa307356206a_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

31774

5.812441671454958

false
384:XItt4H6iIRTpOKNL6Wzd2MG5UTfnoL/3iyiFJjeAG29mu4ZZIEBL:XIt6H63RTxfzwMdTfoLiXJtMnIE
50FD465A91CC44EE4E52CA87F6242960

48F80923C5FAC957207B9E7D4CCBFBA596B73543
ODD464E1ECF1FF1236782F3E1D6669B1D3847279BABEA489C337F24F43ACEBLF

882B036A5BEA49694E9C67COCF8DE7D18B623DA0AA283EASD7647A3779D7C14113D4A53F93D5F5ADE81B6A377A6CFCF5C503E11178ADB507D04E002733035E
6

false

low

O\r..m......R...}.(1...._keyhttps://js.intercomcdn.com/vendors~app-modern.4c248alf.js .https://joomag.com/s..0%./............. Zooid G.o..U.e7..hjll..P.l@..A Eo0...........
A..Eo. Oy d. (Sl Qe window....Q.P..~.....webpackJsonp..Qb... ....push.....”

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\c32afd9997a26c41 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

208

5.468250726368395

false

6:mgPYINYpSVkyGAGXkroXx16NwlI5blfkb4jK6t:/pSVOAAMCLRMa
82A39189DB6617AA30C27F84FC3006C3
BE93C80F64EA19167A570A65A84CE72D4409122B
FD5783C96B3A3B27A833D5CDDAF3E3FBEOSFFO6BIAOED26BD65A6BADE3CAC583

C1E2F6C539D825D9EB4A0801BECOC2F448F96AFF8FE8B7380B35DACF55EA213968C8C21BCDID072BA52CFE10633F9DF1004524C450B621A4412D0A64CA489D
8

false

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\c5aafbc7al7c355c_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

559992

6.237218427355762

false
6144:i/IbcECASGxaFiR6XchuVNDW3XpAxQ1OGjILK8pLNBQAHO:EyjLATSSNGpILIEO
31670169E5F0747798958E31A48B26E2
857C7334A81841F253D0FD9C2FD02ACBEF1CFF52
2EF953460DA4659274AEE4958624C03F5B419B648D92A12D683FF88DDECT72696
B70163F0429A1554A812593F620DE222F9A88967D8AEAES64F2695D5B81DAB612330CC3999D3CC7E13EDB57A653A0C521F1F4F88DC5E417F3F398D5C5788F2F¢

false
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\c5aafbc7al7¢c355c_0
Reputation: low

Preview:

Static File Info

No static file info

Network Behavior

TCP Packets

Timestamp Source Port Dest Port Source IP Dest IP

Apr 9, 2021 21:23:43.768594980 CEST 49745 443 192.168.2.4 209.95.50.27
Apr 9, 2021 21:23:43.769243956 CEST 49746 443 192.168.2.4 209.95.50.27
Apr 9, 2021 21:23:43.847744942 CEST 49748 443 192.168.2.4 209.95.50.27
Apr 9, 2021 21:23:43.862880945 CEST 443 49745 209.95.50.27 192.168.2.4
Apr 9, 2021 21:23:43.863776922 CEST 443 49746 209.95.50.27 192.168.2.4
Apr 9, 2021 21:23:43.863807917 CEST 49745 443 192.168.2.4 209.95.50.27
Apr 9, 2021 21:23:43.863867998 CEST 49746 443 192.168.2.4 209.95.50.27
Apr 9, 2021 21:23:43.864033937 CEST 49745 443 192.168.2.4 209.95.50.27
Apr 9, 2021 21:23:43.864207029 CEST 49746 443 192.168.2.4 209.95.50.27
Apr 9, 2021 21:23:43.944385052 CEST 443 49748 209.95.50.27 192.168.2.4
Apr 9, 2021 21:23:43.944514036 CEST 49748 443 192.168.2.4 209.95.50.27
Apr 9, 2021 21:23:43.944730997 CEST 49748 443 192.168.2.4 209.95.50.27
Apr 9, 2021 21:23:43.960165977 CEST 443 49746 209.95.50.27 192.168.2.4
Apr 9, 2021 21:23:43.960207939 CEST 443 49745 209.95.50.27 192.168.2.4
Apr 9, 2021 21:23:43.961122990 CEST 443 49745 209.95.50.27 192.168.2.4
Apr 9, 2021 21:23:43.961168051 CEST 443 49745 209.95.50.27 192.168.2.4
Apr 9, 2021 21:23:43.961205959 CEST 443 49745 209.95.50.27 192.168.2.4
Apr 9, 2021 21:23:43.961232901 CEST 443 49745 209.95.50.27 192.168.2.4
Apr 9, 2021 21:23:43.961275101 CEST 49745 443 192.168.2.4 209.95.50.27
Apr 9, 2021 21:23:43.961304903 CEST 49745 443 192.168.2.4 209.95.50.27
Apr 9, 2021 21:23:43.978663921 CEST 443 49745 209.95.50.27 192.168.2.4
Apr 9, 2021 21:23:43.978781939 CEST 443 49745 209.95.50.27 192.168.2.4
Apr 9, 2021 21:23:43.978857994 CEST 49745 443 192.168.2.4 209.95.50.27
Apr 9, 2021 21:23:43.979263067 CEST 443 49746 209.95.50.27 192.168.2.4
Apr 9, 2021 21:23:43.979305983 CEST 443 49746 209.95.50.27 192.168.2.4
Apr 9, 2021 21:23:43.979343891 CEST 443 49746 209.95.50.27 192.168.2.4
Apr 9, 2021 21:23:43.979372025 CEST 443 49746 209.95.50.27 192.168.2.4
Apr 9, 2021 21:23:43.979420900 CEST 49746 443 192.168.2.4 209.95.50.27
Apr 9, 2021 21:23:43.979448080 CEST 49746 443 192.168.2.4 209.95.50.27
Apr 9, 2021 21:23:43.997793913 CEST 443 49746 209.95.50.27 192.168.2.4
Apr 9, 2021 21:23:43.997831106 CEST 443 49746 209.95.50.27 192.168.2.4
Apr 9, 2021 21:23:43.997904062 CEST 49746 443 192.168.2.4 209.95.50.27
Apr 9, 2021 21:23:44.017954111 CEST 49745 443 192.168.2.4 209.95.50.27
Apr 9, 2021 21:23:44.018501043 CEST 49746 443 192.168.2.4 209.95.50.27
Apr 9, 2021 21:23:44.018644094 CEST 49746 443 192.168.2.4 209.95.50.27
Apr 9, 2021 21:23:44.018824100 CEST 49745 443 192.168.2.4 209.95.50.27
Apr 9, 2021 21:23:44.019201994 CEST 49745 443 192.168.2.4 209.95.50.27
Apr 9, 2021 21:23:44.039777994 CEST 443 49748 209.95.50.27 192.168.2.4
Apr 9, 2021 21:23:44.039822102 CEST 443 49748 209.95.50.27 192.168.2.4
Apr 9, 2021 21:23:44.039904118 CEST 443 49748 209.95.50.27 192.168.2.4
Apr 9, 2021 21:23:44.039947033 CEST 443 49748 209.95.50.27 192.168.2.4
Apr 9, 2021 21:23:44.039974928 CEST 443 49748 209.95.50.27 192.168.2.4
Apr 9, 2021 21:23:44.039979935 CEST 49748 443 192.168.2.4 209.95.50.27
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Timestamp Source Port Dest Port Source IP Dest IP

Apr 9, 2021 21:23:44.040040016 CEST 49748 443 192.168.2.4 209.95.50.27
Apr 9, 2021 21:23:44.053837061 CEST 443 49748 209.95.50.27 192.168.2.4
Apr 9, 2021 21:23:44.053889036 CEST 443 49748 209.95.50.27 192.168.2.4
Apr 9, 2021 21:23:44.053968906 CEST 49748 443 192.168.2.4 209.95.50.27
Apr 9, 2021 21:23:44.054775953 CEST 49748 443 192.168.2.4 209.95.50.27
Apr 9, 2021 21:23:44.112488031 CEST 443 49745 209.95.50.27 192.168.2.4
Apr 9, 2021 21:23:44.112862110 CEST 443 49745 209.95.50.27 192.168.2.4
Apr 9, 2021 21:23:44.112981081 CEST 49745 443 192.168.2.4 209.95.50.27
Apr 9, 2021 21:23:44.113118887 CEST 49745 443 192.168.2.4 209.95.50.27
Apr 9, 2021 21:23:44.113439083 CEST 443 49746 209.95.50.27 192.168.2.4
Apr 9, 2021 21:23:44.113473892 CEST 443 49746 209.95.50.27 192.168.2.4
Apr 9, 2021 21:23:44.113498926 CEST 443 49745 209.95.50.27 192.168.2.4
Apr 9, 2021 21:23:44.113533974 CEST 443 49746 209.95.50.27 192.168.2.4
Apr 9, 2021 21:23:44.113583088 CEST 49746 443 192.168.2.4 209.95.50.27
Apr 9, 2021 21:23:44.113615036 CEST 49746 443 192.168.2.4 209.95.50.27
Apr 9, 2021 21:23:44.131721020 CEST 443 49745 209.95.50.27 192.168.2.4
Apr 9, 2021 21:23:44.134072065 CEST 49745 443 192.168.2.4 209.95.50.27
Apr 9, 2021 21:23:44.149349928 CEST 443 49748 209.95.50.27 192.168.2.4
Apr 9, 2021 21:23:44.149637938 CEST 443 49748 209.95.50.27 192.168.2.4
Apr 9, 2021 21:23:44.149671078 CEST 443 49748 209.95.50.27 192.168.2.4
Apr 9, 2021 21:23:44.149753094 CEST 49748 443 192.168.2.4 209.95.50.27
Apr 9, 2021 21:23:44.158155918 CEST 49753 443 192.168.2.4 209.95.50.27
Apr 9, 2021 21:23:44.251312017 CEST 443 49745 209.95.50.27 192.168.2.4
Apr 9, 2021 21:23:44.252943993 CEST 443 49753 209.95.50.27 192.168.2.4
Apr 9, 2021 21:23:44.253129005 CEST 49753 443 192.168.2.4 209.95.50.27
Apr 9, 2021 21:23:44.253305912 CEST 49753 443 192.168.2.4 209.95.50.27
Apr 9, 2021 21:23:44.347878933 CEST 443 49753 209.95.50.27 192.168.2.4
Apr 9, 2021 21:23:44.348484039 CEST 443 49753 209.95.50.27 192.168.2.4
Apr 9, 2021 21:23:44.348517895 CEST 443 49753 209.95.50.27 192.168.2.4
Apr 9, 2021 21:23:44.348541975 CEST 443 49753 209.95.50.27 192.168.2.4
Apr 9, 2021 21:23:44.348557949 CEST 443 49753 209.95.50.27 192.168.2.4
Apr 9, 2021 21:23:44.348613024 CEST 49753 443 192.168.2.4 209.95.50.27
Apr 9, 2021 21:23:44.348654032 CEST 49753 443 192.168.2.4 209.95.50.27
Apr 9, 2021 21:23:44.350863934 CEST 443 49753 209.95.50.27 192.168.2.4
Apr 9, 2021 21:23:44.350893021 CEST 443 49753 209.95.50.27 192.168.2.4
Apr 9, 2021 21:23:44.350967884 CEST 49753 443 192.168.2.4 209.95.50.27
Apr 9, 2021 21:23:44.407079935 CEST 49753 443 192.168.2.4 209.95.50.27
Apr 9, 2021 21:23:44.407218933 CEST 49753 443 192.168.2.4 209.95.50.27
Apr 9, 2021 21:23:44.407447100 CEST 49753 443 192.168.2.4 209.95.50.27
Apr 9, 2021 21:23:44.502113104 CEST 443 49753 209.95.50.27 192.168.2.4
Apr 9, 2021 21:23:44.502346992 CEST 443 49753 209.95.50.27 192.168.2.4
Apr 9, 2021 21:23:44.502367020 CEST 443 49753 209.95.50.27 192.168.2.4
Apr 9, 2021 21:23:44.502470016 CEST 443 49753 209.95.50.27 192.168.2.4
Apr 9, 2021 21:23:44.502512932 CEST 49753 443 192.168.2.4 209.95.50.27
Apr 9, 2021 21:23:44.502856970 CEST 49753 443 192.168.2.4 209.95.50.27
Apr 9, 2021 21:23:44.533164024 CEST 443 49753 209.95.50.27 192.168.2.4
Apr 9, 2021 21:23:44.533198118 CEST 443 49753 209.95.50.27 192.168.2.4
Apr 9, 2021 21:23:44.533217907 CEST 443 49753 209.95.50.27 192.168.2.4
Apr 9, 2021 21:23:44.533237934 CEST 443 49753 209.95.50.27 192.168.2.4
Apr 9, 2021 21:23:44.533273935 CEST 443 49753 209.95.50.27 192.168.2.4
Apr 9, 2021 21:23:44.533293009 CEST 443 49753 209.95.50.27 192.168.2.4
Apr 9, 2021 21:23:44.533314943 CEST 443 49753 209.95.50.27 192.168.2.4
Apr 9, 2021 21:23:44.533338070 CEST 443 49753 209.95.50.27 192.168.2.4
Apr 9, 2021 21:23:44.533359051 CEST 443 49753 209.95.50.27 192.168.2.4
Apr 9, 2021 21:23:44.533365011 CEST 49753 443 192.168.2.4 209.95.50.27
Apr 9, 2021 21:23:44.533416986 CEST 49753 443 192.168.2.4 209.95.50.27
Apr 9, 2021 21:23:44.533423901 CEST 49753 443 192.168.2.4 209.95.50.27
DNS Queries
Timestamp Source IP Dest IP Trans ID OP Code Name Type Class
Apr 9, 2021 21:23:43.595530033 CEST 192.168.2.4 8.8.8.8 0xb3d7 Standard query  joom.ag A (IP address) IN (0x0001)
(0)
Apr 9, 2021 21:23:44.141838074 CEST 192.168.2.4 8.8.8.8 Oxa2ec Standard query  viewer.joo A (IP address) IN (0x0001)
(0) mag.com
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Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Apr 9, 2021 21:23:44.604124069 CEST 192.168.2.4 8.8.8.8 0x2bcc Standard query  www.joomag.com A (IP address) IN (0x0001)
(0)

Apr 9, 2021 21:23:44.605923891 CEST 192.168.2.4 8.8.8.8 Oxe71 Standard query  browser.sentry- A (IP address) IN (0x0001)
0) cdn.com

Apr 9, 2021 21:23:45.696775913 CEST 192.168.2.4 8.8.8.8 0x5651 Standard query  stats.g.do A (IP address) IN (0x0001)
0) ubleclick.net

Apr 9, 2021 21:23:46.116576910 CEST 192.168.2.4 8.8.8.8 0xf22d Standard query  www.google.ch A (IP address) IN (0x0001)
(0)

Apr 9, 2021 21:23:46.288826942 CEST 192.168.2.4 8.8.8.8 0x93b2 Standard query  use.typekit.net A (IP address) IN (0x0001)
(0)

Apr 9, 2021 21:23:46.613571882 CEST 192.168.2.4 8.8.8.8 Oxfdec Standard query  s9.joomag.com A (IP address) IN (0x0001)
(0)

Apr 9, 2021 21:23:46.670409918 CEST 192.168.2.4 8.8.8.8 0xc5b4 Standard query  p.typekit.net A (IP address) IN (0x0001)
(0)

Apr 9, 2021 21:23:47.182848930 CEST 192.168.2.4 8.8.8.8 0x76¢c7 Standard query  js-agent.n A (IP address) IN (0x0001)
(0) ewrelic.com

Apr 9, 2021 21:23:47.227894068 CEST 192.168.2.4 8.8.8.8 0xb9c3 Standard query  an3.joomag.com A (IP address) IN (0x0001)
(0)

Apr 9, 2021 21:23:47.310935020 CEST 192.168.2.4 8.8.8.8 0xb375 Standard query  bam-cell.nr- A (IP address) IN (0x0001)
0) data.net

Apr 9, 2021 21:23:47.722717047 CEST 192.168.2.4 8.8.8.8 0x68e Standard query  clients2.g A (IP address) IN (0x0001)
0) oogleuserc

ontent.com

Apr 9, 2021 21:23:47.986970901 CEST 192.168.2.4 8.8.8.8 Oxaaaf Standard query  www.joomag.com A (IP address) IN (0x0001)
(0)

Apr 9, 2021 21:23:52.036037922 CEST 192.168.2.4 8.8.8.8 0x60f0 Standard query  cdnjs.clou A (IP address) IN (0x0001)
0) dflare.com

Apr 9, 2021 21:23:52.592138052 CEST 192.168.2.4 8.8.8.8 0xff60 Standard query  js.hs-scripts.com A (IP address) IN (0x0001)
(0)

Apr 9, 2021 21:23:52.592192888 CEST 192.168.2.4 8.8.8.8 0x7d12 Standard query  connect.fa A (IP address) IN (0x0001)
0) cebook.net

Apr 9, 2021 21:23:52.594890118 CEST 192.168.2.4 8.8.8.8 OxbaOa Standard query  s.adroll.com A (IP address) IN (0x0001)
(0)

Apr 9, 2021 21:23:52.746912956 CEST 192.168.2.4 8.8.8.8 Oxaf4f Standard query  d.adroll.m A (IP address) IN (0x0001)
0) gr.consensu.org

Apr 9, 2021 21:23:53.044053078 CEST 192.168.2.4 8.8.8.8 0x5048 Standard query  d.adroll.com A (IP address) IN (0x0001)
(0)

Apr 9, 2021 21:23:53.044378996 CEST 192.168.2.4 8.8.8.8 Oxd1d Standard query  www.facebo A (IP address) IN (0x0001)
0) ok.com

Apr 9, 2021 21:23:53.749232054 CEST 192.168.2.4 8.8.8.8 0x9eb4 Standard query  js.hsleadflows.net A (IP address) IN (0x0001)
(0)

Apr 9, 2021 21:23:53.749855042 CEST 192.168.2.4 8.8.8.8 0xb9a6 Standard query  js.hs-banner.com A (IP address) IN (0x0001)
(0)

Apr 9, 2021 21:23:53.750500917 CEST 192.168.2.4 8.8.8.8 0xa400 Standard query  js.hs-anal A (IP address) IN (0x0001)
0) ytics.net

Apr 9, 2021 21:23:53.751137972 CEST 192.168.2.4 8.8.8.8 0xf3c2 Standard query  js.hsadspixel.net A (IP address) IN (0x0001)
(0)

Apr 9, 2021 21:23:54.542772055 CEST 192.168.2.4 8.8.8.8 0x91ba Standard query  pixel.adve A (IP address) IN (0x0001)
0) rtising.com

Apr 9, 2021 21:23:54.544234037 CEST 192.168.2.4 8.8.8.8 0x23a7 Standard query  dsum-sec.c A (IP address) IN (0x0001)
0) asalemedia.com

Apr 9, 2021 21:23:54.546933889 CEST 192.168.2.4 8.8.8.8 0x890c Standard query  pixel.rubi A (IP address) IN (0x0001)
0) conproject.com

Apr 9, 2021 21:23:54.548218966 CEST 192.168.2.4 8.8.8.8 0x724f Standard query  sync.outbr A (IP address) IN (0x0001)
0) ain.com

Apr 9, 2021 21:23:54.549491882 CEST 192.168.2.4 8.8.8.8 0Oxa30a Standard query  ads.yahoo.com A (IP address) IN (0x0001)
(0)

Apr 9, 2021 21:23:54.609191895 CEST 192.168.2.4 8.8.8.8 0xe017 Standard query  simage2.pu A (IP address) IN (0x0001)
0) bmatic.com

Apr 9, 2021 21:23:54.617549896 CEST 192.168.2.4 8.8.8.8 0x6be8 Standard query  sync.taboola.com A (IP address) IN (0x0001)
(0)

Apr 9, 2021 21:23:54.620064974 CEST 192.168.2.4 8.8.8.8 0x7d15 Standard query  eb2.3lift.com A (IP address) IN (0x0001)
(0)

Apr 9, 2021 21:23:54.622607946 CEST 192.168.2.4 8.8.8.8 0x36ad Standard query  x.bidswitch.net A (IP address) IN (0x0001)
(0)

Apr 9, 2021 21:23:54.624809980 CEST 192.168.2.4 8.8.8.8 Oxe5la Standard query  ib.adnxs.com A (IP address) IN (0x0001)
(0)

Apr 9, 2021 21:23:54.626497030 CEST 192.168.2.4 8.8.8.8 0x42c4 Standard query  us-u.openx.net A (IP address) IN (0x0001)
(0)

Apr 9, 2021 21:23:55.847058058 CEST 192.168.2.4 8.8.8.8 Oxe5la Standard query  ib.adnxs.com A (IP address) IN (0x0001)
(0)

Apr 9, 2021 21:23:55.847124100 CEST 192.168.2.4 8.8.8.8 0x36ad Standard query  x.bidswitch.net A (IP address) IN (0x0001)
(0)

Apr 9, 2021 21:23:55.847136974 CEST 192.168.2.4 8.8.8.8 0x7d15 Standard query  eb2.3lift.com A (IP address) IN (0x0001)

(0)
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Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Apr 9, 2021 21:23:55.961056948 CEST 192.168.2.4 8.8.8.8 0x7f09 Standard query  idsync.ricdn.com A (IP address) IN (0x0001)
(0)

Apr 9, 2021 21:23:55.963073969 CEST 192.168.2.4 8.8.8.8 0x1316 Standard query  cm.g.doubl A (IP address) IN (0x0001)
0) eclick.net

Apr 9, 2021 21:23:56.465755939 CEST 192.168.2.4 8.8.8.8 0x7468 Standard query  ups.analyt A (IP address) IN (0x0001)
0) ics.yahoo.com

Apr 9, 2021 21:23:56.988560915 CEST 192.168.2.4 8.8.8.8 0xa271 Standard query  track.hubs A (IP address) IN (0x0001)
0) pot.com

Apr 9, 2021 21:23:56.990151882 CEST 192.168.2.4 8.8.8.8 0xe382 Standard query  api.hubapi.com A (IP address) IN (0x0001)
(0)

Apr 9, 2021 21:23:57.004674911 CEST 192.168.2.4 8.8.8.8 0x798 Standard query  rum.monitis.com A (IP address) IN (0x0001)
(0)

Apr 9, 2021 21:23:57.008038044 CEST 192.168.2.4 8.8.8.8 0x8937 Standard query  widget.int A (IP address) IN (0x0001)
(0) ercom.io

Apr 9, 2021 21:23:57.021375895 CEST 192.168.2.4 8.8.8.8 0x2493 Standard query  forms.hubs A (IP address) IN (0x0001)
(0) pot.com

Apr 9, 2021 21:23:57.122914076 CEST 192.168.2.4 8.8.8.8 0x3bcl Standard query  js.interco A (IP address) IN (0x0001)
0) mcdn.com

Apr 9, 2021 21:23:57.482604027 CEST 192.168.2.4 8.8.8.8 0x7b3b Standard query  api-iam.in A (IP address) IN (0x0001)
0) tercom.io

Apr 9, 2021 21:23:57.573492050 CEST 192.168.2.4 8.8.8.8 Oxe314 Standard query  googleads. A (IP address) IN (0x0001)
0) g.doubleclick.net

Apr 9, 2021 21:23:57.779489994 CEST 192.168.2.4 8.8.8.8 0xf3el Standard query  d.adroll.com A (IP address) IN (0x0001)
(0)

Apr 9, 2021 21:23:58.690859079 CEST 192.168.2.4 8.8.8.8 Ox2fad Standard query  nexus-webs A (IP address) IN (0x0001)
(0) ocket-a.in

tercom.io

Apr 9, 2021 21:24:00.304374933 CEST 192.168.2.4 8.8.8.8 Oxdd4e Standard query  northcentralusr- A (IP address) IN (0x0001)
0) notifyp.svc.ms

Apr 9, 2021 21:24:02.367439985 CEST 192.168.2.4 8.8.8.8 0xb336 Standard query  ajax.aspne A (IP address) IN (0x0001)
0) tcdn.com

Apr 9, 2021 21:24:02.371035099 CEST 192.168.2.4 8.8.8.8 0x27d7 Standard query  assets.one A (IP address) IN (0x0001)
0) store.ms

Apr 9, 2021 21:24:06.312427044 CEST 192.168.2.4 8.8.8.8 0xe283 Standard query  theicecrea A (IP address) IN (0x0001)
0) mqueen.net

Apr 9, 2021 21:24:07.675744057 CEST 192.168.2.4 8.8.8.8 0xd842 Standard query  code.jquery.com A (IP address) IN (0x0001)
(0)

Apr 9, 2021 21:24:07.678323030 CEST 192.168.2.4 8.8.8.8 0x1474 Standard query  maxcdn.boo A (IP address) IN (0x0001)
0) tstrapcdn.com

Apr 9, 2021 21:24:07.681094885 CEST 192.168.2.4 8.8.8.8 0x8789 Standard query  kit.fontaw A (IP address) IN (0x0001)
0) esome.com

Apr 9, 2021 21:24:09.225282907 CEST 192.168.2.4 8.8.8.8 0x54b9 Standard query  ka-f.fonta A (IP address) IN (0x0001)
(0) wesome.com

Apr 9, 2021 21:24:11.772816896 CEST 192.168.2.4 8.8.8.8 0x87fa Standard query  theicecrea A (IP address) IN (0x0001)
(0) mqueen.net

Apr 9, 2021 21:24:21.083446026 CEST 192.168.2.4 8.8.8.8 0x34b4 Standard query  pixel.adve A (IP address) IN (0x0001)
(0) rtising.com

Apr 9, 2021 21:24:21.084237099 CEST 192.168.2.4 8.8.8.8 0x707 Standard query  dsum-sec.c A (IP address) IN (0x0001)
(0) asalemedia.com

Apr 9, 2021 21:24:21.205085039 CEST 192.168.2.4 8.8.8.8 0x426e Standard query  pixel.rubi A (IP address) IN (0x0001)
0) conproject.com

Apr 9, 2021 21:24:21.211801052 CEST 192.168.2.4 8.8.8.8 0x9503 Standard query  ups.analyt A (IP address) IN (0x0001)
0) ics.yahoo.com

Apr 9, 2021 21:24:21.215095043 CEST 192.168.2.4 8.8.8.8 0xb02f Standard query  sync.outbr A (IP address) IN (0x0001)
0) ain.com

Apr 9, 2021 21:24:21.326809883 CEST 192.168.2.4 8.8.8.8 Oxbc22 Standard query  simage2.pu A (IP address) IN (0x0001)
(0) bmatic.com

Apr 9, 2021 21:24:21.343965054 CEST 192.168.2.4 8.8.8.8 Oxc4e7 Standard query  ads.yahoo.com A (IP address) IN (0x0001)
(0)

Apr 9, 2021 21:24:21.450757980 CEST 192.168.2.4 8.8.8.8 Ox7cac Standard query  sync.taboola.com A (IP address) IN (0x0001)
(0)

Apr 9, 2021 21:24:21.465143919 CEST 192.168.2.4 8.8.8.8 0x4a52 Standard query  eb2.3lift.com A (IP address) IN (0x0001)
(0)

Apr 9, 2021 21:24:21.566205978 CEST 192.168.2.4 8.8.8.8 0x29d0 Standard query  x.bidswitch.net A (IP address) IN (0x0001)
(0)

Apr 9, 2021 21:24:21.689348936 CEST 192.168.2.4 8.8.8.8 0x231b Standard query  idsync.ricdn.com A (IP address) IN (0x0001)
(0)

Apr 9, 2021 21:24:21.808912992 CEST 192.168.2.4 8.8.8.8 0x59¢c Standard query  us-u.openx.net A (IP address) IN (0x0001)
(0)

Apr 9, 2021 21:24:21.828532934 CEST 192.168.2.4 8.8.8.8 Ox1d2d Standard query  ib.adnxs.com A (IP address) IN (0x0001)
(0)

Apr 9, 2021 21:24:21.931225061 CEST 192.168.2.4 8.8.8.8 0xdf35 Standard query  cm.g.doubl A (IP address) IN (0x0001)
0) eclick.net

Apr 9, 2021 21:24:49.186388016 CEST 192.168.2.4 8.8.8.8 0xd831 Standard query  www.joomag.com A (IP address) IN (0x0001)

(0)
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Timestamp

Apr 9, 2021 21:24:49.187026978 CEST

Apr 9, 2021 21:24:51.960472107 CEST

Apr 9, 2021 21:24:55.528873920 CEST

Apr 9, 2021 21:25:57.907912016 CEST

DNS Answers

Timestamp Source IP

Apr 9, 2021 8.8.8.8
21:23:43.767710924
CEST

Apr 9, 2021 8.8.8.8
21:23:44.156253099
CEST

Apr 9, 2021 8.8.8.8
21:23:44.156253099
CEST

Apr 9, 2021 8.8.8.8
21:23:44.618549109
CEST

Apr 9, 2021 8.8.8.8
21:23:44.618549109
CEST

Apr 9, 2021 8.8.8.8
21:23:44.618549109
CEST

Apr 9, 2021 8.8.8.8
21:23:44.618549109
CEST

Apr 9, 2021 8.8.8.8
21:23:44.625566959
CEST

Apr 9, 2021 8.8.8.8
21:23:44.625566959
CEST

Apr 9, 2021 8.8.8.8
21:23:45.723650932
CEST

Apr 9, 2021 8.8.8.8
21:23:45.723650932
CEST

Apr 9, 2021 8.8.8.8
21:23:45.723650932
CEST

Apr 9, 2021 8.8.8.8
21:23:45.723650932
CEST

Apr 9, 2021 8.8.8.8
21:23:45.723650932
CEST

Apr 9, 2021 8.8.8.8
21:23:46.129996061
CEST

Apr 9, 2021 8.8.8.8
21:23:46.307245970
CEST

Apr 9, 2021 8.8.8.8
21:23:46.626341105
CEST

Apr 9, 2021 8.8.8.8
21:23:46.688163042
CEST

Apr 9, 2021 8.8.8.8
21:23:47.195719957
CEST

Apr 9, 2021 8.8.8.8
21:23:47.242810011
CEST

Apr 9, 2021 8.8.8.8
21:23:47.329777002
CEST
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Dest IP
192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

Source IP

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

Trans ID

0xb3d7

Oxa2ec

Oxa2ec

Oxe71

Oxe71

Oxe71

Oxe71

0x2bcc

0Ox2bcc

0x5651

0x5651

0x5651

0x5651

0x5651

0xf22d

0x93b2

Oxfdec

0xc5b4

0x76¢c7

0xb9c3

0xb375

Dest IP
8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Trans ID OP Code
Oxe2d2 Standard query
(0)
0x8175 Standard query
(0)
0x9d64 Standard query
(0)
Oxbaaa Standard query
(0)
Name CName
joom.ag
viewer.joo Ib.joomag.com
mag.com

Ib.joomag.com

browser.sentry-
cdn.com

browser.sentry-
cdn.com

browser.sentry-
cdn.com

browser.sentry-
cdn.com

www.joomag Ib.joomag.com

.com

Ib.joomag.com

stats.g.do stats.l.doubleclick.net

ubleclick.net

stats.l.do
ubleclick.net

stats.l.do
ubleclick.net

stats.l.do
ubleclick.net

stats.l.do
ubleclick.net

www.google.ch

Name Type
use.typekit.net A (IP address)

bam-cell.nr- A (IP address)
data.net
static.int A (IP address)
ercomassets.com
nexus-webs A (IP address)
ocket-a.in
tercom.io

Address Type

209.95.50.27 A (IP address)

CNAME
(Canonical
name)

209.95.50.27 A (IP address)

151.101.66.217 A (IP address)

151.101.130.217 A (IP address)

151.101.2.217 A (IP address)

151.101.194.217 A (IP address)

CNAME
(Canonical
name)

209.95.50.27 A (IP address)

CNAME
(Canonical
name)

74.125.143.157 A (IP address)

74.125.143.155 A (IP address)

74.125.143.154 A (IP address)

74.125.143.156 A (IP address)

216.58.215.227 A (IP address)

use.typekit.net  use- CNAME
stls.adobe.com.edgesuite (Canonical
.net name)

s9.joomag.com

107.182.226.40 A (IP address)

p.typekit.net p.typekit.net- CNAME
v3.edgekey.net (Canonical
name)
js-agent.n f4.shared.global.fastly.net CNAME
ewrelic.com (Canonical
name)

an3.joomag.com

209.95.50.25 A (IP address)

bam-cell.nr- tls12.newrelic.com.cdn.cl CNAME
data.net oudflare.net (Canonical
name)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP

Apr 9, 2021 8.8.8.8
21:23:47.750629902
CEST

Apr 9, 2021 8.8.8.8
21:23:47.750629902
CEST

Apr 9, 2021 8.8.8.8
21:23:48.002032042
CEST

Apr 9, 2021 8.8.8.8
21:23:48.002032042
CEST

Apr 9, 2021 8.8.8.8
21:23:52.054482937
CEST

Apr 9, 2021 8.8.8.8
21:23:52.054482937
CEST

Apr 9, 2021 8.8.8.8
21:23:52.610811949
CEST

Apr 9, 2021 8.8.8.8
21:23:52.610811949
CEST

Apr 9, 2021 8.8.8.8
21:23:52.612402916
CEST

Apr 9, 2021 8.8.8.8
21:23:52.612402916
CEST

Apr 9, 2021 8.8.8.8
21:23:52.612402916
CEST

Apr 9, 2021 8.8.8.8
21:23:52.612402916
CEST

Apr 9, 2021 8.8.8.8
21:23:52.612402916
CEST

Apr 9, 2021 8.8.8.8
21:23:52.614744902
CEST

Apr 9, 2021 8.8.8.8
21:23:52.779445887
CEST

Apr 9, 2021 8.8.8.8
21:23:52.779445887
CEST

Apr 9, 2021 8.8.8.8
21:23:52.779445887
CEST

Apr 9, 2021 8.8.8.8
21:23:52.779445887
CEST

Apr 9, 2021 8.8.8.8
21:23:53.058757067
CEST

Apr 9, 2021 8.8.8.8
21:23:53.058757067
CEST

Apr 9, 2021 8.8.8.8
21:23:53.059573889
CEST

Apr 9, 2021 8.8.8.8
21:23:53.059573889
CEST
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Dest IP
192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

Trans ID

0x68e

0x68e

Oxaaaf

Oxaaaf

0x60f0

0x60f0

0Ox7d12

Ox7d12

0xff60

0xff60

0xff60

0xff60

0xff60

Oxbala

Oxaf4af

Oxafaf

Oxaf4af

Oxaf4af

Oxd1d

Oxd1d

0x5048

0x5048

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

clients2.g
oogleuserc
ontent.com

googlehost
ed.l.googl!
euserconte
nt.com

www.joomag
.com

Ib.joomag.com

cdnjs.clou
dflare.com

cdnjs.clou
dflare.com

connect.fa
cebook.net

scontent.x
x.fbcdn.net

js.hs-scripts.com

js.hs-scripts.com

js.hs-scripts.com

js.hs-scripts.com

js.hs-scripts.com

s.adroll.com

d.adroll.m
gr.consensu.org

d.adroll.com

adserver-vpc-
alb-3-8
90571764.eu-
west-1.e
Ib.amazona
ws.com

adserver-vpc-
alb-3-8
90571764.eu-
west-1.e
Ib.amazona
ws.com

www.facebo
ok.com

star-mini.
clor.faceb
ook.com

d.adroll.com

adserver-vpc-
alb-2-1
264451658.eu-
west-1.
elb.amazon
aws.com

CName

googlehosted.l.googleuse
rcontent.com

Ib.joomag.com

scontent.xx.fbcdn.net

wildcard.adroll.com.edgek
ey.net

d.adroll.com

adserver-vpc-alb-3-
890571764.eu-west-
1.elb.amazonaws.com

star-
mini.c10r.facebook.com

adserver-vpc-alb-2-
1264451658.eu-west-
1.elb.amazonaws.com

Address

172.217.168.33

209.95.50.27

104.16.19.94

104.16.18.94

157.240.17.15

104.17.214.204

104.17.212.204

104.17.211.204

104.17.213.204

104.17.210.204

3.248.28.111

54.195.19.148

157.240.219.35

34.252.196.107

Type
CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

Page 52 of 65



Timestamp Source IP

Apr 9, 2021 8.8.8.8
21:23:53.059573889
CEST

Apr 9, 2021 8.8.8.8
21:23:53.771240950
CEST

Apr 9, 2021 8.8.8.8
21:23:53.771240950
CEST

Apr 9, 2021 8.8.8.8
21:23:53.772497892
CEST

Apr 9, 2021 8.8.8.8
21:23:53.772497892
CEST

Apr 9, 2021 8.8.8.8
21:23:53.772497892
CEST

Apr 9, 2021 8.8.8.8
21:23:53.772497892
CEST

Apr 9, 2021 8.8.8.8
21:23:53.772497892
CEST

Apr 9, 2021 8.8.8.8
21:23:53.772563934
CEST

Apr 9, 2021 8.8.8.8
21:23:53.772563934
CEST

Apr 9, 2021 8.8.8.8
21:23:53.772563934
CEST

Apr 9, 2021 8.8.8.8
21:23:53.772563934
CEST

Apr 9, 2021 8.8.8.8
21:23:53.772563934
CEST

Apr 9, 2021 8.8.8.8
21:23:53.773186922
CEST

Apr 9, 2021 8.8.8.8
21:23:53.773186922
CEST

Apr 9, 2021 8.8.8.8
21:23:53.773186922
CEST

Apr 9, 2021 8.8.8.8
21:23:53.773186922
CEST

Apr 9, 2021 8.8.8.8
21:23:53.773186922
CEST

Apr 9, 2021 8.8.8.8
21:23:54.557252884
CEST

Apr 9, 2021 8.8.8.8
21:23:54.557252884
CEST

Apr 9, 2021 8.8.8.8
21:23:54.557252884
CEST

Apr 9, 2021 8.8.8.8
21:23:54.557252884
CEST

Apr 9, 2021 8.8.8.8
21:23:54.557252884
CEST

Apr 9, 2021 8.8.8.8
21:23:54.557252884
CEST
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Dest IP
192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

Trans ID

0x5048

0xb9a6

0xb9a6

0x9eb4

0x9eb4

0x9eb4

0x9eb4

0x9eb4

0xf3c2

0xf3c2

0xf3c2

0xf3c2

0xf3c2

0xa400

0xa400

0xa400

0xa400

0xa400

0x91ba

0x91ba

0x91ba

0x91ba

0x91ba

0x91ba

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

adserver-vpc-
alb-2-1
264451658.eu-
west-1.
elb.amazon
aws.com

js.hs-bann
er.com

js.hs-bann
er.com

js.hsleadf
lows.net

js.hsleadf
lows.net

js.hsleadf
lows.net

js.hsleadf
lows.net

js.hsleadf
lows.net

js.hsadspixel.net

js.hsadspixel.net

js.hsadspixel.net

js.hsadspixel.net

js.hsadspixel.net

js.hs-anal
ytics.net

js.hs-anal
ytics.net

js.hs-anal
ytics.net

js.hs-anal
ytics.net

js.hs-anal
ytics.net

pixel.adve
rtising.com

prod.ups-a
dcom.aolp-ds-
prd.aws
.oath.cloud

prod.ups-eu-
central-1.aolp-
ds-prd.aws.oa
th.cloud

prod.ups-eu-
central-1.aolp-
ds-prd.aws.oa
th.cloud

prod.ups-eu-
central-1.aolp-
ds-prd.aws.oa
th.cloud

prod.ups-eu-
central-1.aolp-
ds-prd.aws.oa
th.cloud

CName

prod.ups-adcom.aolp-ds-
prd.aws.oath.cloud

prod.ups-eu-central-
1.aolp-ds-
prd.aws.oath.cloud

Address
54.74.23.153

104.18.20.191

104.18.21.191

104.17.230.204

104.17.234.204

104.17.232.204

104.17.231.204

104.17.233.204

104.17.114.176

104.17.116.176

104.17.112.176

104.17.113.176

104.17.115.176

104.17.68.176

104.17.67.176

104.17.70.176

104.17.71.176

104.17.69.176

18.197.99.6

52.28.254.214

35.156.106.231

18.184.153.186

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP

Apr 9, 2021
21:23:54.557252884
CEST

8.8.8.8

Apr 9, 2021
21:23:54.557252884
CEST

8.8.8.8

Apr 9, 2021 8.8.8.8
21:23:54.557252884

CEST

Apr 9, 2021
21:23:54.557252884
CEST

8.8.8.8

Apr 9, 2021
21:23:54.562283993
CEST

8.8.8.8

Apr 9, 2021 8.8.8.8
21:23:54.562283993

CEST

Apr 9, 2021
21:23:54.562283993
CEST

8.8.8.8

Apr 9, 2021
21:23:54.563925028
CEST

8.8.8.8

Apr 9, 2021 8.8.8.8
21:23:54.565227985

CEST

Apr 9, 2021
21:23:54.565227985
CEST

8.8.8.8

Apr 9, 2021
21:23:54.565227985
CEST

8.8.8.8

Apr 9, 2021
21:23:54.590061903
CEST

8.8.8.8

Apr 9, 2021
21:23:54.622522116
CEST

8.8.8.8

Apr 9, 2021
21:23:54.622522116
CEST

8.8.8.8

Apr 9, 2021
21:23:54.622522116
CEST

8.8.8.8

Apr 9, 2021 8.8.8.8
21:23:54.633012056

CEST

Apr 9, 2021
21:23:54.633012056
CEST

8.8.8.8

Apr 9, 2021
21:23:54.633012056
CEST

8.8.8.8

Apr 9, 2021
21:23:54.633012056
CEST

8.8.8.8

Apr 9, 2021
21:23:54.633012056
CEST

8.8.8.8

Copyright Joe Security LLC 2021

Dest IP
192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

Trans ID

0x91ba

0x91ba

0x91ba

0x91ba

Ox724f

Ox724f

Ox724f

0x23a7

Oxa30a

Oxa30a

Oxa30a

0x890c

0xe017

0xe017

0xe017

0x7d15

0x7d15

0x7d15

0x7d15

0x7d15

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

prod.ups-eu-
central-1.aolp-
ds-prd.aws.oa
th.cloud

prod.ups-eu-
central-1.aolp-
ds-prd.aws.oa
th.cloud

prod.ups-eu-
central-1.aolp-
ds-prd.aws.oa
th.cloud

prod.ups-eu-
central-1.aolp-
ds-prd.aws.oa
th.cloud

sync.outbr
ain.com

alldcs.out
brain.org

chidc2.out
brain.org

dsum-sec.c
asalemedia.com

ads.yahoo.com

edge.gycpi
.b.yahoodns.net

edge.gycpi
.b.yahoodns.net

pixel.rubi
conproject.com

simage2.pu
bmatic.com

pug-lhrc.p
ubmatic.com

pug-lhr.pu
bmatic.com

eb2.3lift.com

eu-eb2.3lift.com

dualstack.
engagement-
bus-prod-
641612343.eu-
central-
1.elb.ama
zonaws.com

dualstack.
engagement-
bus-prod-
641612343.eu-
central-
1.elb.ama
zonaws.com

dualstack.
engagement-
bus-prod-
641612343.eu-
central-
1l.elb.ama
zonaws.com

CName Address

52.59.28.101

3.126.63.176

52.59.102.119

35.156.153.71

alldcs.outbrain.org

chidc2.outbrain.org

64.74.236.159

dsum-
sec.casalemedia.com.edg
ekey.net

edge.gycpi.b.yahoodns.n

et

87.248.118.23

87.248.118.22

pixel.rubiconproject.net.a

kadns.net

pug-lhrc.pubmatic.com

pug-lhr.pubmatic.com

185.64.190.80

eu-eb2.3lift.com

dualstack.engagement-
bus-prod-641612343.eu-
central-
1.elb.amazonaws.com

3.121.70.57

52.57.162.23

18.184.39.197

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)
CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)
CNAME
(Canonical
name)

A (IP address)

A (IP address)

CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP

Apr 9, 2021 8.8.8.8
21:23:54.633012056
CEST

Apr 9, 2021 8.8.8.8
21:23:54.633012056
CEST

Apr 9, 2021 8.8.8.8
21:23:54.633012056
CEST

Apr 9, 2021 8.8.8.8
21:23:54.633012056
CEST

Apr 9, 2021 8.8.8.8
21:23:54.633012056
CEST

Apr 9, 2021 8.8.8.8
21:23:54.635550022
CEST

Apr 9, 2021 8.8.8.8
21:23:54.635550022
CEST

Apr 9, 2021 8.8.8.8
21:23:54.635550022
CEST

Apr 9, 2021 8.8.8.8
21:23:54.635550022
CEST

Apr 9, 2021 8.8.8.8
21:23:54.635550022
CEST

Apr 9, 2021 8.8.8.8
21:23:54.635550022
CEST

Apr 9, 2021 8.8.8.8
21:23:54.635550022
CEST

Apr 9, 2021 8.8.8.8
21:23:54.635550022
CEST

Apr 9, 2021 8.8.8.8
21:23:54.635550022
CEST

Apr 9, 2021 8.8.8.8
21:23:54.637259960
CEST

Copyright Joe Security LLC 2021

Dest IP
192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

Trans ID

0x7d15

0x7d15

0x7d15

0x7d15

0x7d15

0x36ad

0x36ad

0x36ad

0x36ad

0x36ad

0x36ad

0x36ad

0x36ad

0x36ad

Oxe5la

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

dualstack.
engagement-
bus-prod-
641612343.eu-
central-
1l.elb.ama
zonaws.com

dualstack.
engagement-
bus-prod-
641612343.eu-
central-
1.elb.ama
zonaws.com

dualstack.
engagement-
bus-prod-
641612343.eu-
central-
1l.elb.ama
zonaws.com

dualstack.
engagement-
bus-prod-
641612343.eu-
central-
1.elb.ama
zonaws.com

dualstack.
engagement-
bus-prod-
641612343.eu-
central-
1.elb.ama
zonaws.com

x.bidswitch.net

alb-aws-fr-bswx-
3-1125904451.e
u-central-
1.elb.amaz
onaws.com

alb-aws-fr-bswx-
3-1125904451.e
u-central-
1.elb.amaz
onaws.com

alb-aws-fr-bswx-
3-1125904451.e
u-central-
1.elb.amaz
onaws.com

alb-aws-fr-bswx-
3-1125904451.e
u-central-
1.elb.amaz
onaws.com

alb-aws-fr-bswx-
3-1125904451.e
u-central-
1.elb.amaz
onaws.com

alb-aws-fr-bswx-
3-1125904451.e
u-central-
1.elb.amaz
onaws.com

alb-aws-fr-bswx-
3-1125904451.e
u-central-
1.elb.amaz
onaws.com

alb-aws-fr-bswx-
3-1125904451.e
u-central-
1.elb.amaz
onaws.com

ib.adnxs.com

CName

alb-aws-fr-bswx-3-
1125904451.eu-central-
1.elb.amazonaws.com

g.geogslb.com

Address
18.158.85.202

3.120.52.49

3.124.88.100

3.122.89.158

18.157.239.120

18.158.181.33

52.29.191.126

52.28.196.155

35.157.221.90

35.158.179.12

3.120.52.76

52.28.120.199

52.58.146.86

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP

Apr 9, 2021
21:23:54.637259960
CEST

8.8.8.8

Apr 9, 2021
21:23:54.637259960
CEST

8.8.8.8

Apr 9, 2021
21:23:54.637259960
CEST

8.8.8.8

Apr 9, 2021
21:23:54.637259960
CEST

8.8.8.8

Apr 9, 2021
21:23:54.637259960
CEST

8.8.8.8

Apr 9, 2021
21:23:54.637259960
CEST

8.8.8.8

Apr 9, 2021 8.8.8.8
21:23:54.637259960

CEST

Apr 9, 2021
21:23:54.637259960
CEST

8.8.8.8

Apr 9, 2021
21:23:54.637259960
CEST

8.8.8.8

Apr 9, 2021 8.8.8.8
21:23:54.637643099

CEST

Apr 9, 2021
21:23:54.637643099
CEST

8.8.8.8

Apr 9, 2021
21:23:54.637643099
CEST

8.8.8.8

Apr 9, 2021 8.8.8.8
21:23:54.638844967

CEST

Apr 9, 2021
21:23:54.638844967
CEST

8.8.8.8

Apr 9, 2021
21:23:55.861896038
CEST

8.8.8.8

Apr 9, 2021
21:23:55.861896038
CEST

8.8.8.8

Apr 9, 2021
21:23:55.861896038
CEST

8.8.8.8

Apr 9, 2021
21:23:55.861896038
CEST

8.8.8.8

Apr 9, 2021
21:23:55.861896038
CEST

8.8.8.8

Apr 9, 2021 8.8.8.8
21:23:55.861896038

CEST

Apr 9, 2021
21:23:55.861896038
CEST

8.8.8.8

Apr 9, 2021
21:23:55.861896038
CEST

8.8.8.8

Apr 9, 2021 8.8.8.8
21:23:55.861896038

CEST

Apr 9, 2021
21:23:55.861896038
CEST

8.8.8.8

Apr 9, 2021
21:23:55.861943960
CEST

8.8.8.8

Copyright Joe Security LLC 2021

Dest IP
192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

Trans ID

Oxe5la

Oxe5la

Oxe5la

Oxe5la

Oxe5la

Oxe5la

Oxe5la

Oxe5la

Oxe5la

0x6be8

0x6be8

0x6be8

0x42c4

0x42c4

Oxe5la

Oxe5la

Oxe5la

Oxe5la

Oxe5la

Oxe5la

Oxe5la

Oxe5la

Oxe5la

Oxe5la

0x36ad

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name CName

g.geogslb.com ib.anycast.adnxs.com

ib.anycast
.adnxs.com

ib.anycast
.adnxs.com

ib.anycast
.adnxs.com

ib.anycast
.adnxs.com

ib.anycast
.adnxs.com

ib.anycast
.adnxs.com

ib.anycast
.adnxs.com

ib.anycast
.adnxs.com

sync.taboo
la.com

am-sync.taboola.com

am-sync.ta
boola.com

am-vip001.taboola.com

am-vip001.
taboola.com

us-u.openx.net

us-u.openx.net

ib.adnxs.com g.geogslb.com

g.geogslb.com ib.anycast.adnxs.com

ib.anycast
.adnxs.com

ib.anycast
.adnxs.com

ib.anycast
.adnxs.com

ib.anycast
.adnxs.com

ib.anycast
.adnxs.com

ib.anycast
.adnxs.com

ib.anycast
.adnxs.com

ib.anycast
.adnxs.com

x.bidswitch.net  alb-aws-fr-bswx-3-

1125904451.eu-central-

1.elb.amazonaws.com

Address

185.33.221.89

185.33.223.178

185.33.221.90

185.33.220.243

185.33.220.244

185.33.220.241

185.33.221.15

185.33.221.53

141.226.228.48

34.98.64.218

35.244.159.8

185.33.221.91

185.33.221.90

185.33.221.50

185.33.221.89

185.33.221.15

185.33.221.11

185.33.220.241

185.33.223.178

Type
CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP

Apr 9, 2021 8.8.8.8
21:23:55.861943960
CEST

Apr 9, 2021 8.8.8.8
21:23:55.861943960
CEST

Apr 9, 2021 8.8.8.8
21:23:55.861943960
CEST

Apr 9, 2021 8.8.8.8
21:23:55.861943960
CEST

Apr 9, 2021 8.8.8.8
21:23:55.861943960
CEST

Apr 9, 2021 8.8.8.8
21:23:55.861943960
CEST

Apr 9, 2021 8.8.8.8
21:23:55.861943960
CEST

Apr 9, 2021 8.8.8.8
21:23:55.861943960
CEST

Apr 9, 2021 8.8.8.8
21:23:55.861974001
CEST

Apr 9, 2021 8.8.8.8
21:23:55.861974001
CEST

Apr 9, 2021 8.8.8.8
21:23:55.861974001
CEST

Apr 9, 2021 8.8.8.8
21:23:55.861974001
CEST

Apr 9, 2021 8.8.8.8
21:23:55.861974001
CEST

Apr 9, 2021 8.8.8.8
21:23:55.861974001
CEST

Apr 9, 2021 8.8.8.8
21:23:55.861974001
CEST

Copyright Joe Security LLC 2021

Dest IP
192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

Trans ID

0x36ad

0x36ad

0x36ad

0x36ad

0x36ad

0x36ad

0x36ad

0x36ad

0x7d15

0x7d15

0x7d15

0x7d15

0x7d15

0x7d15

0x7d15

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name CName

alb-aws-fr-bswx-
3-1125904451.e
u-central-
1.elb.amaz
onaws.com

alb-aws-fr-bswx-
3-1125904451.e
u-central-
1.elb.amaz
onaws.com

alb-aws-fr-bswx-
3-1125904451.e
u-central-
1.elb.amaz
onaws.com

alb-aws-fr-bswx-
3-1125904451.e
u-central-
1.elb.amaz
onaws.com

alb-aws-fr-bswx-
3-1125904451.e
u-central-
1.elb.amaz
onaws.com

alb-aws-fr-bswx-
3-1125904451.e
u-central-
1.elb.amaz
onaws.com

alb-aws-fr-bswx-
3-1125904451.e
u-central-
1.elb.amaz
onaws.com

alb-aws-fr-bswx-
3-1125904451.e
u-central-
1.elb.amaz
onaws.com

eb2.3lift.com eu-eb2.3lift.com

eu-eb2.3lift.com dualstack.engagement-
bus-prod-641612343.eu-
central-
1.elb.amazonaws.com

dualstack.
engagement-
bus-prod-
641612343.eu-
central-
1l.elb.ama
zonaws.com

dualstack.
engagement-
bus-prod-
641612343.eu-
central-
1l.elb.ama
zonaws.com

dualstack.
engagement-
bus-prod-
641612343.eu-
central-
1.elb.ama
zonaws.com

dualstack.
engagement-
bus-prod-
641612343.eu-
central-
1l.elb.ama
zonaws.com

dualstack.
engagement-
bus-prod-
641612343.eu-
central-
1.elb.ama
zonaws.com

Address
18.158.181.33

52.29.191.126

52.28.196.155

35.157.221.90

35.158.179.12

3.120.52.76

52.28.120.199

52.58.146.86

3.121.70.57

52.57.162.23

18.184.39.197

18.158.85.202

3.120.52.49

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP

Apr 9, 2021 8.8.8.8
21:23:55.861974001
CEST

Apr 9, 2021 8.8.8.8
21:23:55.861974001
CEST

Apr 9, 2021 8.8.8.8
21:23:55.861974001
CEST

Apr 9, 2021 8.8.8.8
21:23:55.982029915
CEST

Apr 9, 2021 8.8.8.8
21:23:55.989803076
CEST

Apr 9, 2021 8.8.8.8
21:23:56.478852034
CEST

Apr 9, 2021 8.8.8.8
21:23:56.478852034
CEST

Apr 9, 2021 8.8.8.8
21:23:56.478852034
CEST

Apr 9, 2021 8.8.8.8
21:23:56.478852034
CEST

Apr 9, 2021 8.8.8.8
21:23:57.008891106
CEST

Apr 9, 2021 8.8.8.8
21:23:57.008891106
CEST

Apr 9, 2021 8.8.8.8
21:23:57.013842106
CEST

Apr 9, 2021 8.8.8.8
21:23:57.013842106
CEST

Apr 9, 2021 8.8.8.8
21:23:57.013842106
CEST

Apr 9, 2021 8.8.8.8
21:23:57.013842106
CEST

Apr 9, 2021 8.8.8.8
21:23:57.013842106
CEST

Apr 9, 2021 8.8.8.8
21:23:57.017453909
CEST

Apr 9, 2021 8.8.8.8
21:23:57.029947042
CEST

Apr 9, 2021 8.8.8.8
21:23:57.029947042
CEST

Apr 9, 2021 8.8.8.8
21:23:57.029947042
CEST

Apr 9, 2021 8.8.8.8
21:23:57.029947042
CEST

Apr 9, 2021 8.8.8.8
21:23:57.040031910
CEST

Copyright Joe Security LLC 2021

Dest IP
192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

Trans ID

0x7d15

0x7d15

0x7d15

0x7f09

0x1316

0x7468

0x7468

0x7468

0x7468

0xa271

0xa271

0xe382

0xe382

0xe382

0xe382

0xe382

0x798

0x8937

0x8937

0x8937

0x8937

0x2493

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name CName

dualstack.
engagement-
bus-prod-
641612343.eu-
central-
1l.elb.ama
zonaws.com

dualstack.
engagement-
bus-prod-
641612343.eu-
central-
1.elb.ama
zonaws.com

dualstack.
engagement-
bus-prod-
641612343.eu-
central-
1l.elb.ama
zonaws.com

idsync.rlcdn.com

cm.g.doubl
eclick.net

ups.analyt prod.ups-ats.aolp-ds-
ics.yahoo.com prd.aws.oath.cloud

prod.ups-a prod.ups-ats.eu-central-
ts.aolp-ds- 1.aolp-ds-

prd.aws.o prd.aws.oath.cloud
ath.cloud

prod.ups-ats.eu-
central-1.aolp-
ds-prd.aw
s.oath.cloud

prod.ups-ats.eu-
central-1.aolp-
ds-prd.aw
s.oath.cloud

track.hubs
pot.com

track.hubs
pot.com

api.hubapi.com

api.hubapi.com

api.hubapi.com

api.hubapi.com

api.hubapi.com

rum.monitis.com

widget.int
ercom.io

widget.int
ercom.io

widget.int
ercom.io

widget.int
ercom.io

forms.hubs
pot.com

Address
3.124.88.100

3.122.89.158

18.157.239.120

35.244.174.68

172.217.168.66

3.126.56.137

18.156.0.31

104.19.155.83

104.19.154.83

104.17.200.204

104.17.202.204

104.17.204.204

104.17.201.204

104.17.203.204

192.111.140.242

13.32.25.95

13.32.25.127

13.32.25.27

13.32.25.37

104.19.154.83

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP

Apr 9, 2021 8.8.8.8
21:23:57.040031910
CEST

Apr 9, 2021 8.8.8.8
21:23:57.138544083
CEST

Apr 9, 2021 8.8.8.8
21:23:57.138544083
CEST

Apr 9, 2021 8.8.8.8
21:23:57.138544083
CEST

Apr 9, 2021 8.8.8.8
21:23:57.138544083
CEST

Apr 9, 2021 8.8.8.8
21:23:57.496629000
CEST

Apr 9, 2021 8.8.8.8
21:23:57.496629000
CEST

Apr 9, 2021 8.8.8.8
21:23:57.587362051
CEST

Apr 9, 2021 8.8.8.8
21:23:57.794850111
CEST

Apr 9, 2021 8.8.8.8
21:23:57.794850111
CEST

Apr 9, 2021 8.8.8.8
21:23:57.794850111
CEST

Apr 9, 2021 8.8.8.8
21:23:58.705239058
CEST

Apr 9, 2021 8.8.8.8
21:23:58.705239058
CEST

Apr 9, 2021 8.8.8.8
21:23:58.705239058
CEST

Apr 9, 2021 8.8.8.8
21:24:00.333194017
CEST

Apr 9, 2021 8.8.8.8
21:24:02.390223026
CEST

Apr 9, 2021 8.8.8.8
21:24:02.409730911
CEST

Apr 9, 2021 8.8.8.8
21:24:06.337681055
CEST

Apr 9, 2021 8.8.8.8
21:24:07.688308001
CEST

Apr 9, 2021 8.8.8.8
21:24:07.700241089
CEST

Apr 9, 2021 8.8.8.8
21:24:07.708213091
CEST

Apr 9, 2021 8.8.8.8
21:24:07.708213091
CEST

Apr 9, 2021 8.8.8.8
21:24:09.243722916
CEST

Copyright Joe Security LLC 2021

Dest IP

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

Trans ID

0x2493

0x3bcl

0x3bcl

0x3bcl

0x3bcl

0x7b3b

0x7b3b

Oxe314

0xf3el

0xf3el

0xf3el

Ox2fa4

Ox2fa4

Ox2fa4

Oxdd4e

0xb336

0x27d7

0xe283

0xdg42

0x8789

0x1474

0x1474

0x54b9

Reply Code

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name CName

forms.hubs
pot.com

js.interco
mcdn.com

js.interco
mcdn.com

js.interco
mcdn.com

js.interco
mcdn.com

api-iam.in
tercom.io

api-iam.in
tercom.io

googleads.
g.doubleclick.net

d.adroll.com adserver-vpc-alb-3-
890571764.eu-west-
1.elb.amazonaws.com

adserver-vpc-
alb-3-8
90571764.eu-
west-1.e
Ib.amazona
ws.com

adserver-vpc-
alb-3-8
90571764.eu-
west-1.e
Ib.amazona
ws.com

nexus-webs
ocket-a.in
tercom.io

nexus-webs
ocket-a.in
tercom.io

nexus-webs
ocket-a.in
tercom.io

northcentralusr-  svc-ms.spo-0008.spo-
notifyp.svc.ms ~ msedge.net

ajax.aspne mscomajax.vo.msecnd.ne
tcdn.com t

assets.one assets.onestore.ms.akad
store.ms ns.net

theicecrea

mqueen.net

code.jquery.com cds.s5x3j6g5.hwedn.net

kit.fontaw kit.fontawesome.com.cdn.
esome.com cloudflare.net
maxcdn.boo

tstrapcdn.com

maxcdn.boo
tstrapcdn.com

ka-f.fonta ka-
wesome.com f.fontawesome.com.cdn.cl
oudflare.net

Address

104.19.155.83

99.86.3.104

99.86.3.13

99.86.3.105

99.86.3.118

75.2.88.188

99.83.219.81

216.58.215.226

54.195.19.148

3.248.28.111

35.170.0.145

34.237.73.95

35.174.127.31

69.49.230.229

104.18.11.207

104.18.10.207

Type

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)
CNAME
(Canonical
name)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP

Apr 9, 2021
21:24:11.813965082
CEST

8.8.8.8

Apr 9, 2021
21:24:21.098193884
CEST

8.8.8.8

Apr 9, 2021
21:24:21.098193884
CEST

8.8.8.8

Apr 9, 2021
21:24:21.098193884
CEST

8.8.8.8

Apr 9, 2021
21:24:21.098193884
CEST

8.8.8.8

Apr 9, 2021
21:24:21.098193884
CEST

8.8.8.8

Apr 9, 2021
21:24:21.098193884
CEST

8.8.8.8

Apr 9, 2021
21:24:21.098193884
CEST

8.8.8.8

Apr 9, 2021 8.8.8.8
21:24:21.098193884

CEST

Apr 9, 2021 8.8.8.8
21:24:21.098193884

CEST

Apr 9, 2021
21:24:21.098193884
CEST

8.8.8.8

Apr 9, 2021
21:24:21.110223055
CEST

8.8.8.8

Apr 9, 2021 8.8.8.8
21:24:21.225148916

CEST

Apr 9, 2021
21:24:21.225148916
CEST

8.8.8.8

Apr 9, 2021
21:24:21.225148916
CEST

8.8.8.8

Apr 9, 2021 8.8.8.8
21:24:21.225148916

CEST

Apr 9, 2021 8.8.8.8
21:24:21.226351023

CEST

Apr 9, 2021
21:24:21.230165005
CEST

8.8.8.8

Apr 9, 2021
21:24:21.230165005
CEST

8.8.8.8

Apr 9, 2021
21:24:21.230165005
CEST

8.8.8.8

Apr 9, 2021
21:24:21.342442989
CEST

8.8.8.8

Apr 9, 2021
21:24:21.342442989
CEST

8.8.8.8

Copyright Joe Security LLC 2021

Dest IP
192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

Trans ID

0x87fa

0x34b4

0x34b4

0x34b4

0x34b4

0x34b4

0x34b4

0x34b4

0x34b4

0x34b4

0x34b4

0x707

0x9503

0x9503

0x9503

0x9503

0x426e

0xb02f

0xb02f

0xb02f

0xbc22

0xbc22

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

theicecrea
mqueen.net

pixel.adve
rtising.com

prod.ups-a
dcom.aolp-ds-
prd.aws
.oath.cloud

prod.ups-eu-
central-1.aolp-
ds-prd.aws.oa
th.cloud

prod.ups-eu-
central-1.aolp-
ds-prd.aws.oa
th.cloud

prod.ups-eu-
central-1.aolp-
ds-prd.aws.oa
th.cloud

prod.ups-eu-
central-1.aolp-
ds-prd.aws.oa
th.cloud

prod.ups-eu-
central-1.aolp-
ds-prd.aws.oa
th.cloud

prod.ups-eu-
central-1.aolp-
ds-prd.aws.oa
th.cloud

prod.ups-eu-
central-1.aolp-
ds-prd.aws.oa
th.cloud

prod.ups-eu-
central-1.aolp-
ds-prd.aws.oa
th.cloud

dsum-sec.c
asalemedia.com

ups.analyt
ics.yahoo.com

prod.ups-a
ts.aolp-ds-
prd.aws.o
ath.cloud

prod.ups-ats.eu-
central-1.aolp-
ds-prd.aw
s.oath.cloud

prod.ups-ats.eu-
central-1.aolp-
ds-prd.aw
s.oath.cloud

pixel.rubi
conproject.com

sync.outbr
ain.com

alldcs.out
brain.org

chidc2.out
brain.org

simage2.pu
bmatic.com

pug22000nf
c.pubmatic.com

CName Address

69.49.230.229

prod.ups-adcom.aolp-ds-
prd.aws.oath.cloud

prod.ups-eu-central-
1.aolp-ds-
prd.aws.oath.cloud

52.59.102.119

52.59.28.101

3.126.63.176

35.156.153.71

52.57.10.248

35.156.106.231

18.197.99.6

18.197.47.23

dsum-
sec.casalemedia.com.edg
ekey.net

prod.ups-ats.aolp-ds-
prd.aws.oath.cloud

prod.ups-ats.eu-central-
1.aolp-ds-
prd.aws.oath.cloud

18.156.0.31

3.126.56.137

pixel.rubiconproject.net.a
kadns.net

alldcs.outbrain.org

chidc2.outbrain.org

50.31.142.31

pug22000nfc.pubmatic.co

m

pug22000nf.pubmatic.co
m

Type
A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)

A (IP address)

A (IP address)

CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP

Apr 9, 2021 8.8.8.8
21:24:21.342442989
CEST

Apr 9, 2021 8.8.8.8
21:24:21.359169006
CEST

Apr 9, 2021 8.8.8.8
21:24:21.359169006
CEST

Apr 9, 2021 8.8.8.8
21:24:21.359169006
CEST

Apr 9, 2021 8.8.8.8
21:24:21.477369070
CEST

Apr 9, 2021 8.8.8.8
21:24:21.477369070
CEST

Apr 9, 2021 8.8.8.8
21:24:21.477369070
CEST

Apr 9, 2021 8.8.8.8
21:24:21.477369070
CEST

Apr 9, 2021 8.8.8.8
21:24:21.477369070
CEST

Apr 9, 2021 8.8.8.8
21:24:21.477369070
CEST

Apr 9, 2021 8.8.8.8
21:24:21.477369070
CEST

Apr 9, 2021 8.8.8.8
21:24:21.477369070
CEST

Apr 9, 2021 8.8.8.8
21:24:21.477369070
CEST

Apr 9, 2021 8.8.8.8
21:24:21.477369070
CEST

Apr 9, 2021 8.8.8.8
21:24:21.482018948
CEST

Apr 9, 2021 8.8.8.8
21:24:21.482018948
CEST

Copyright Joe Security LLC 2021

Dest IP
192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

Trans ID

0xbc22

Oxcde7

Oxcde7

Oxc4e7

0x4a52

0x4a52

0x4a52

0x4a52

0x4a52

0x4a52

0x4a52

0x4a52

0x4a52

0x4a52

Ox7cac

Ox7cac

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

pug22000nf
.pubmatic.com

ads.yahoo.com

edge.gycpi
.b.yahoodns.net

edge.gycpi
.b.yahoodns.net

eb2.3lift.com

eu-eb2.3lift.com

dualstack.
engagement-
bus-prod-
641612343.eu-
central-
1.elb.ama
zonaws.com

dualstack.
engagement-
bus-prod-
641612343.eu-
central-
1.elb.ama
zonaws.com

dualstack.
engagement-
bus-prod-
641612343.eu-
central-
1l.elb.ama
zonaws.com

dualstack.
engagement-
bus-prod-
641612343.eu-
central-
1.elb.ama
zonaws.com

dualstack.
engagement-
bus-prod-
641612343.eu-
central-
1l.elb.ama
zonaws.com

dualstack.
engagement-
bus-prod-
641612343.eu-
central-
1l.elb.ama
zonaws.com

dualstack.
engagement-
bus-prod-
641612343.eu-
central-
1.elb.ama
zonaws.com

dualstack.
engagement-
bus-prod-
641612343.eu-
central-
1l.elb.ama
zonaws.com

sync.taboo
la.com

am-sync.ta
boola.com

CName

edge.gycpi.b.yahoodns.n
et

eu-eb2.3lift.com

dualstack.engagement-
bus-prod-641612343.eu-
central-
1.elb.amazonaws.com

am-sync.taboola.com

am-vip001.taboola.com

Address
185.64.189.110

87.248.118.22

87.248.118.23

18.158.81.184

18.158.85.202

3.64.73.215

18.157.239.120

3.120.52.49

3.124.88.100

3.122.89.158

3.121.70.57

Type
A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP

Apr 9, 2021 8.8.8.8
21:24:21.482018948
CEST

Apr 9, 2021 8.8.8.8
21:24:21.578795910
CEST

Apr 9, 2021 8.8.8.8
21:24:21.578795910
CEST

Apr 9, 2021 8.8.8.8
21:24:21.578795910
CEST

Apr 9, 2021 8.8.8.8
21:24:21.578795910
CEST

Apr 9, 2021 8.8.8.8
21:24:21.578795910
CEST

Apr 9, 2021 8.8.8.8
21:24:21.578795910
CEST

Apr 9, 2021 8.8.8.8
21:24:21.578795910
CEST

Apr 9, 2021 8.8.8.8
21:24:21.578795910
CEST

Apr 9, 2021 8.8.8.8
21:24:21.578795910
CEST

Apr 9, 2021 8.8.8.8
21:24:21.703289032
CEST

Apr 9, 2021 8.8.8.8
21:24:21.821638107
CEST

Apr 9, 2021 8.8.8.8
21:24:21.821638107
CEST

Apr 9, 2021 8.8.8.8
21:24:21.841597080
CEST

Apr 9, 2021 8.8.8.8
21:24:21.841597080
CEST

Apr 9, 2021 8.8.8.8
21:24:21.841597080
CEST

Apr 9, 2021 8.8.8.8
21:24:21.841597080
CEST

Apr 9, 2021 8.8.8.8
21:24:21.841597080
CEST

Apr 9, 2021 8.8.8.8
21:24:21.841597080
CEST

Apr 9, 2021 8.8.8.8
21:24:21.841597080
CEST

Apr 9, 2021 8.8.8.8
21:24:21.841597080
CEST

Copyright Joe Security LLC 2021

Dest IP
192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

Trans ID

Ox7cac

0x29d0

0x29d0

0x29d0

0x29d0

0x29d0

0x29d0

0x29d0

0x29d0

0x29d0

0x231b

0x59¢

0x59¢

Oxld2d

Ox1d2d

Ox1d2d

Ox1d2d

Oxld2d

Ox1d2d

Oxld2d

Oxld2d

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

am-vip001.
taboola.com

x.bidswitch.net

alb-aws-fr-bswx-
1-445786803.eu
-central-1
.elb.amazo
naws.com

alb-aws-fr-bswx-
1-445786803.eu
-central-1
.elb.amazo
naws.com

alb-aws-fr-bswx-
1-445786803.eu
-central-1
.elb.amazo
naws.com

alb-aws-fr-bswx-
1-445786803.eu
-central-1
.elb.amazo
naws.com

alb-aws-fr-bswx-
1-445786803.eu
-central-1
.elb.amazo
naws.com

alb-aws-fr-bswx-
1-445786803.eu
-central-1
.elb.amazo
naws.com

alb-aws-fr-bswx-
1-445786803.eu
-central-1
.elb.amazo
naws.com

alb-aws-fr-bswx-
1-445786803.eu
-central-1
.elb.amazo
naws.com

idsync.rlcdn.com

us-u.openx.net

us-u.openx.net

ib.adnxs.com

g.geogslb.com

ib.anycast
.adnxs.com

ib.anycast
.adnxs.com

ib.anycast
.adnxs.com

ib.anycast
.adnxs.com

ib.anycast
.adnxs.com

ib.anycast
.adnxs.com

CName

alb-aws-fr-bswx-1-
445786803.eu-central-
1.elb.amazonaws.com

g.geogslb.com

ib.anycast.adnxs.com

Address
141.226.228.48

35.156.223.207

3.121.79.35

18.185.180.173

52.58.182.33

3.124.46.162

18.195.54.133

52.58.45.227

3.120.242.149

35.244.174.68

35.244.159.8

34.98.64.218

185.33.221.89

185.33.223.178

185.33.221.90

185.33.220.243

185.33.220.244

185.33.220.241

Type
A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP

Apr 9, 2021 8.8.8.8
21:24:21.841597080
CEST

Apr 9, 2021 8.8.8.8
21:24:21.841597080
CEST

Apr 9, 2021 8.8.8.8
21:24:21.945502043
CEST

Apr 9, 2021 8.8.8.8
21:24:49.200807095
CEST

Apr 9, 2021 8.8.8.8
21:24:49.200807095
CEST

Apr 9, 2021 8.8.8.8
21:24:49.208025932
CEST

Apr 9, 2021 8.8.8.8
21:24:51.974050999
CEST

Apr 9, 2021 8.8.8.8
21:24:55.549638987
CEST

Apr 9, 2021 8.8.8.8
21:24:55.549638987
CEST

Apr 9, 2021 8.8.8.8
21:24:55.549638987
CEST

Apr 9, 2021 8.8.8.8
21:24:55.549638987
CEST

Apr 9, 2021 8.8.8.8
21:24:55.549638987
CEST

Apr 9, 2021 8.8.8.8
21:25:57.922729015
CEST

Apr 9, 2021 8.8.8.8
21:25:57.922729015
CEST

Apr 9, 2021 8.8.8.8
21:25:57.922729015
CEST

Dest IP
192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

Code Manipulations

Statistics

Behavior

Copyright Joe Security LLC 2021

Trans ID

Ox1d2d

Oxld2d

0xdf35

0xd831

0xd831

Oxe2d2

0x8175

0x9d64

0x9d64

0x9d64

0x9d64

0x9d64

Oxbaaa

Oxbaaa

Oxbaaa

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

ib.anycast
.adnxs.com

ib.anycast
.adnxs.com

cm.g.doubl
eclick.net

Www.joomag
.com

Ib.joomag.com

use.typekit.net

bam-cell.nr-
data.net

static.int
ercomasset
s.com

d2065ccadq
i4ey.cloud
front.net

d2065ccadq
i4ey.cloud
front.net

d2065ccadq
i4ey.cloud
front.net

d2065ccadq
i4ey.cloud
front.net

nexus-webs
ocket-a.in
tercom.io

nexus-webs
ocket-a.in
tercom.io

nexus-webs
ocket-a.in
tercom.io

@ chrome.exe
@ chrome.exe
@ chrome.exe

CName

Ib.joomag.com

use-

stls.adobe.com.edgesuite

.net

tls12.newrelic.com.cdn.cl
oudflare.net

d2065cca9qgidey.cloudfro
nt.net

Address
185.33.221.15

185.33.221.53

172.217.168.66

209.95.50.27

99.86.3.39

99.86.3.98

99.86.3.80

99.86.3.84

35.174.127.31

35.170.0.145

34.237.73.95

Type
A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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o)

Click to jump to process

System Behavior

Analysis Process: chrome.exe PID: 6896 Parent PID: 1284

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

21:23:38

09/04/2021

C:\Program Files\Google\Chrome\Application\chrome.exe
false

‘C:\Program Files\Google\Chrome\Application\chrome.exe' --start-maximized 'https://joom.a
g/Jasl'

0x7ff609c80000

2150896 bytes
C139654B5C1438A95B321BB01AD63EF6
true

true

C, C++ or other language

Reputation: low
File Activities
Source
File Path Access Attributes Options Completion Count Address Symbol
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
Registry Activities
Source
Key Path Completion Count Address Symbol
Source
Key Path Name Type Data Completion Count Address Symbol
Key Value Modified
Source
Key Path Name Type Old Data New Data Completion Count Address Symbol
HKEY_CURRENT_USER\Softwa dr unicode 0 1 success or wait 1 7FF609CBFC4B RegSetValueExXW
re\Google\Update\ClientState\
{8A69D345-D564-463c-AFF1-
AB9DIE530F96}
Analysis Process: chrome.exe PID: 6000 Parent PID: 6896
General
Start time: 21:23:39
Start date: 09/04/2021
Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit):

Commandline:

Imagebase:
File size:
MDS5 hash:
Copyright Joe Security LLC 2021

false

‘C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=
network.mojom.NetworkService --field-trial-handle=1316,17158847015543384734,7560
515483952834825,131072 --lang=en-GB --service-sandbox-type=network --enable-audio-
service-sandbox --mojo-platform-channel-handle=1800 /prefetch:8

0x7ff609c80000
2150896 bytes
C139654B5C1438A95B321BB01AD63EF6
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Has elevated privileges: true

Has administrator privileges: true
Programmed in: C, C++ or other language
Reputation: low

File Activities

Source
File Path Access Attributes Options Completion Count Address Symbol
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
Registry Activities
Source
Key Path Name Type Old Data New Data Completion Count Address Symbol
Analysis Process: chrome.exe PID: 6216 Parent PID: 6896
General
Start time: 21:24:59
Start date: 09/04/2021
Path: C:\Program Files\Google\Chrome\Application\chrome.exe
Wow64 process (32bit): false
Commandline: ‘C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=
audio.mojom.AudioService --field-trial-handle=1316,17158847015543384734,75605154
83952834825,131072 --lang=en-GB --service-sandbox-type=audio --enable-audio-service-
sandbox --mojo-platform-channel-handle=6788 /prefetch:8
Imagebase: 0x7ff609c80000
File size: 2150896 bytes
MDS5 hash: C139654B5C1438A95B321BB01AD63EF6
Has elevated privileges: false
Has administrator privileges: false
Programmed in: C, C++ or other language
Reputation: low
Disassembly
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