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Analysis Report Shipping Documents000000000000000...

Overview

General Information

Sample Shipping
Name: Documents000000000000
000000020.exe

Analysis ID: 385348

MD5: 88926051eb8f9a2.
SHAL: e67ecfbae026b66.
SHA256: 40295912aeeb49..
Infos: B Q &y

Most interesting Screenshot:

B e

a
]

2 D

Startup

= System is w10x64

e B Shipping Documents000000000000000000020.exe (PID: 7028 cmdline: 'C:\Users\user\Desktop\Shipping Documents000000000000000000020.exe’ MD5:

88926051EB8F9A2FFAAB25CE7AOADALA)

Detection

F MALICIOUS 1

Score:

Range:

Whitelisted:

Confidence:

gentTesla
100

Adds a directory exclusion

Initial sample is a PE file and has a ...

0-100

Queries sensitive BIOS Information ...

false

100%

Queries sensitive video device inform...

Found malware configuration

Multi AV Scanner detection

Yara detected AgentTesla

Yara detected AntiVM3

Modifies the hosts file

for subm...

Snort IDS alert for network traffic (e....

.NET source code contains very larg...

to Windo...

Machine Learning detection for samp...

Queries sensitive network adapter in...

w
«Q
>
2
(=
=
®
(7]

Classification

o E¥ powershell.exe (PID: 5992 cmdline: ‘C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe' Add-MpPreference -ExclusionPath 'C:\Users\user\Desktop\Shipping
Documents000000000000000000020.exe’ MD5: DBA3E6449E97D4E3DF64527EF7012A10)

. conhost.exe (PID: 6232 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1l MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
e B Shipping Documents000000000000000000020.exe (PID: 816 cmdline: C:\Users\user\Desktop\Shipping Documents000000000000000000020.exe MD5:

88926051EB8F9A2FFAAB25CE7AOADALA)

e B Shipping Documents000000000000000000020.exe (PID: 5752 cmdline: C:\Users\user\Desktop\Shipping Documents000000000000000000020.exe MDS5:

88926051EB8F9A2FFAAB25CE7AOADALA)

= cleanup

Malware Configuration

Threatname: Agenttesla

"Exfil Mode": "SMTP",

"SMTP Info": "ab@noradobe.commax@41235smtp.noradobe.com”

Yara Overview

Memory Dumps

Source

00000005.00000002.908737908.000000000040
2000.00000040.00000001.sdmp

00000000.00000002.684480154.0000000003C1
9000.00000004.00000001.sdmp

Copyright Joe Security LLC 2021

Rule Description

JoeSecurity_AgentTesla_1 Yara detected
AgentTesla

JoeSecurity_AgentTesla_1 Yara detected
AgentTesla

Author

Joe Security

Joe Security

Strings
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Source Rule Description Author Strings

00000000.00000002.684611255.000000000441 JoeSecurity_AgentTesla_1 Yara detected Joe Security
C000.00000004.00000001.sdmp AgentTesla
00000005.00000002.911446110.0000000002B3 JoeSecurity_AgentTesla_1 Yara detected Joe Security
1000.00000004.00000001.sdmp AgentTesla
00000005.00000002.911446110.0000000002B3 JoeSecurity_CredentialSte Yara detected Joe Security
1000.00000004.00000001.sdmp aler Credential Stealer

Click to see the 5 entries

Unpacked PEs

Source Rule Description Author Strings

5.2.Shipping Documents000000000000000000020.exe.40  JoeSecurity_AgentTesla_1 Yara detected Joe Security
0000.0.unpack AgentTesla

0.2.Shipping Documents000000000000000000020.exe.45 JoeSecurity_AgentTesla_1 Yara detected Joe Security
2eed8.2.unpack AgentTesla

0.2.Shipping Documents000000000000000000020.exe.45 JoeSecurity_AgentTesla_1 Yara detected Joe Security
2eed8.2.raw.unpack AgentTesla

Sigma Overview

No Sigma rule has matched

Signature Overview

@ AV Detection

® Compliance

@ Networking

@ Spam, unwanted Advertisements and Ransom Demands
@ System Summary

@ Data Obfuscation

@ Hooking and other Techniques for Hiding and Protection
@ Malware Analysis System Evasion

® Anti Debugging

@ HIPS / PFW / Operating System Protection Evasion

@ Language, Device and Operating System Detection

@ Lowering of HIPS / PFW / Operating System Security Settings
@ Stealing of Sensitive Information

@ Remote Access Functionality

g

Click to jump to signature section

AV Detection: | |

Found malware configuration

Multi AV Scanner detection for submitted file

Networking: -ll

Snort IDS alert for network traffic (e.g. based on Emerging Threat rules)

Spam, unwanted Advertisements and Ransom Demands: -ll

System Summary: | |
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Malware Analysis System Evasion:

Yara detected AntiVM3

a2

HIPS | PFW | Operating System Protection Evasion:

= “

Lowering of HIPS | PFW | Operating System Security Settings:

]‘

Stealing of Sensitive Information:

Yara detected AgentTesla

= “

Remote Access Functionality:

Yara detected AgentTesla

Mitre Att&ck Matrix

Initial Privilege Credential Lateral Command N
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and Control E
Valid Windows Management  Path Process Masquerading 0os Query Registry Remote Archive Exfiltration Encrypted Ei
Accounts Instrumentation Interception  Injection Credential Services Collected  Over Other Channel In
Dumping Data Network N
Medium C
Default Scheduled Task/Job Boot or Boot or Logon File and Directory LSASS Security Software Remote Data from  Exfiltration Junk Data E
Accounts Logon Initialization ~ Permissions Memory Discovery Desktop Local Over R
Initialization  Scripts Modification Protocol System Bluetooth C
Scripts
Domain At (Linux) Logon Script Logon Script  Disable or Modify Security Process Discovery SMB/Windows Data from Automated Steganography E:
Accounts (Windows)  (Windows) Tools Account Admin Shares Network  Exfiltration Ti
Manager Shared Lc
Drive
Local At (Windows) Logon Script Logon Script  Virtualization/Sandbox NTDS Virtualization/Sandbox Distributed Input Scheduled Protocol S
Accounts (Mac) (Mac) Evasion Evasion Component  Capture Transfer Impersonation S
Object Model
Cloud Cron Network Network Process LSA Application Window  SSH Keylogging Data Fallback M
Accounts Logon Script Logon Script  Injection Secrets Discovery Transfer Channels D
Size Limits C
Replication  Launchd Rc.common Rc.common  Deobfuscate/Decode Cached File and Directory VNC GUI Input  Exfiltration  Multiband Je
Through Files or Information Domain Discovery Capture Over C2 Communication D
Removable Credentials Channel Si
Media
External Scheduled Task Startup Startup Items  Obfuscated Files or ~ DCSync System Information ~ Windows Web Exfiltration  Commonly R
Remote Items Information Discovery Remote Portal Over Used Port A
Services Management Capture Alternative
Protocol
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Initial Privilege Credential

Access Execution Persistence Escalation Defense Evasion Access Discovery
Drive-by Command and Scripting Scheduled  Scheduled Software Packing Proc Network Service
Compromise Interpreter Task/Job Task/Job Filesystem Scanning

Behavior Graph

Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Behavior Graph

ID: 385348

Sample: Shipping Documents000000000... [EESTESIRINS
Startdate: 12/04/2021 CLEAN
Architecture:  WINDOWS UNKNOWN
Score: 100

- - Do

started

Shipping Documents000000000000000000020.exe

dropped
Shipping Documents...00000000020.exe.log, ASCIKTY.
Adds a directory exclusion
to Windows Defender

Shipping Documents000000000000000000020.exe

s\saed

powershell.exe

~ W n |
dropped
C:\Windows\System32\drivers\etcihosts, ASCEY
started
Tries to harvest and
5"’3.'.2{3,3“ p;;"h'",ﬁs“"" Modifies the hosts file
\J

59 conhostexe

Lateral
Movement

Shared
Webroot

s

Command N
Collection Exfiltration and Control E

Credential Exfiltration Application D
API Over Layer Protocol In

Hooking Symmetric
Encrypted
Non-C2
Protocol

-
[1:]

«Q
[}
=
o

Process
Signature
Created File
DNS/IP Info
Is Dropped

Is Windows Process

[]
O
D
|
&%

Number of created Files

Y

Visual Basic

g5
2z
oz

)

Delphi

i
i
=

Java

.Net C# or VB.NET

Is malicious

D@ 2 i~

Internet

Number of created Registry Values

C, C++ or other language
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rd 2016

Shipping
Document...

F-l O Tyoe here to search 4

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source
Shipping Documents000000000000000000020.exe
Shipping Documents000000000000000000020.exe

Dropped Files

No Antivirus matches

Unpacked PE Files

Source

5.2.Shipping Documents000000000000000000020.exe.400000.0.unpack
Domains
No Antivirus matches

URLs

Source

http://127.0.0.1:HTTP/1.1

hitp://hhMcag.com

Copyright Joe Security LLC 2021

Detection
31%
100%
Detection Scanner
100% Avira
Detection

0%
0%

Scanner Label
Virustotal
Joe Sandbox ML

Label Link
TR/Spy.Gen8
Scanner Label

Avira URL Cloud safe
Avira URL Cloud safe

Link

Browse

Download

Download File

Link
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https://www.virustotal.com/gui/file/40295912aeeb49a6c9cb45bf5981e80ed788de2984e6306ccfd8cbfdc6855c9c/detection/f-40295912aeeb49a6c9cb45bf5981e80ed788de2984e6306ccfd8cbfdc6855c9c-1618215381

Source Detection Scanner Label Link

hitp://www.founder.com.cn/cn/bThe 0% URL Reputation safe
hitp://www.founder.com.cn/cn/bThe 0% URL Reputation safe
hitp://www.founder.com.cn/cn/bThe 0% URL Reputation safe
hitp://www.founder.com.cn/cn/bThe 0% URL Reputation safe
hitp:/fwww.tiro.comO 0% Avira URL Cloud safe
hitp:/fiwww.zhongyicts.com.cneD 0% Avira URL Cloud safe
hitp:/fiwww.tiro.com 0% URL Reputation safe
hitp:/fiwww.tiro.com 0% URL Reputation safe
hitp:/fiwww.tiro.com 0% URL Reputation safe
hitp://weather.gc.ca/astro/seeing_e.html) 0% Avira URL Cloud safe
hitp://iwww.goodfont.co.kr 0% URL Reputation safe
hitp://iwww.goodfont.co.kr 0% URL Reputation safe
hitp://iwww.goodfont.co.kr 0% URL Reputation safe
hitp://www.sandoll.co.krrmal 0% Avira URL Cloud safe
hitp://iwww.sajatypeworks.com 0% URL Reputation safe
hitp://iwww.sajatypeworks.com 0% URL Reputation safe
hitp://iwww.sajatypeworks.com 0% URL Reputation safe
hitp:/fiwww.typography.netD 0% URL Reputation safe
hitp:/fiwww.typography.netD 0% URL Reputation safe
hitp:/fiwww.typography.netD 0% URL Reputation safe
hitp://www.founder.com.cn/cn/cThe 0% URL Reputation safe
hitp://www.founder.com.cn/cn/cThe 0% URL Reputation safe
hitp://www.founder.com.cn/cn/cThe 0% URL Reputation safe
hitp://iwww.galapagosdesign.com/staff/dennis.htm 0% URL Reputation safe
hitp://iwww.galapagosdesign.com/staff/dennis.htm 0% URL Reputation safe
hitp://iwww.galapagosdesign.com/staff/dennis.htm 0% URL Reputation safe
hitp://fontfabrik.com 0% URL Reputation safe
hitp://fontfabrik.com 0% URL Reputation safe
hitp://fontfabrik.com 0% URL Reputation safe
hitp:/fiwww.fonts.comic 0% URL Reputation safe
hitp:/fiwww.fonts.comic 0% URL Reputation safe
hitp:/fiwww.fonts.comic 0% URL Reputation safe
hitp://\www.galapagosdesign.com/staff/dennis.htmb 0% Avira URL Cloud safe
hitp://www.sandoll.co.krP 0% Avira URL Cloud safe
hitp://\www.galapagosdesign.com/DPlease 0% URL Reputation safe
hitp://\www.galapagosdesign.com/DPlease 0% URL Reputation safe
hitp://\www.galapagosdesign.com/DPlease 0% URL Reputation safe
hitp://https://api.ipify.org%GETMozilla/5.0 0% URL Reputation safe
hitp://https://api.ipify.org%GETMozilla/5.0 0% URL Reputation safe
hitp://https://api.ipify.org%GETMozilla/5.0 0% URL Reputation safe
hitp://www.ascendercorp.com/typedesigners.html 0% URL Reputation safe
hitp://www.ascendercorp.com/typedesigners.html 0% URL Reputation safe
hitp://www.ascendercorp.com/typedesigners.html 0% URL Reputation safe
hitp:/f/www.sandoll.co.kr 0% URL Reputation safe
hitp://www.sandoll.co.kr 0% URL Reputation safe
hitp://www.sandoll.co.kr 0% URL Reputation safe
hitp:/f‘www.urwpp.deDPlease 0% URL Reputation safe
hitp:/f‘www.urwpp.deDPlease 0% URL Reputation safe
hitp:/f‘www.urwpp.deDPlease 0% URL Reputation safe
hitp:/fwww.urwpp.de 0% URL Reputation safe
hitp:/fwww.urwpp.de 0% URL Reputation safe
hitp:/fiwww.urwpp.de 0% URL Reputation safe
hitp://www.zhongyicts.com.cn 0% URL Reputation safe
hitp://www.zhongyicts.com.cn 0% URL Reputation safe
hitp://www.zhongyicts.com.cn 0% URL Reputation safe
hitp://crl.micr 0% URL Reputation safe
hitp://crl.micr 0% URL Reputation safe
hitp://crl.micr 0% URL Reputation safe
hitp:/fiwww.sakkal.com 0% URL Reputation safe
hitp:/fiwww.sakkal.com 0% URL Reputation safe
hitp:/fiwww.sakkal.com 0% URL Reputation safe
hitp://https://www.theonionrouter.com/dist.torproject.org/torbrowser/9.5.3/tor-win32-0.4.3.6.zip 0% URL Reputation safe
hitp://https://www.theonionrouter.com/dist.torproject.org/torbrowser/9.5.3/tor-win32-0.4.3.6.zip 0% URL Reputation safe
hitp://https://www.theonionrouter.com/dist.torproject.org/torbrowser/9.5.3/tor-win32-0.4.3.6.zip 0% URL Reputation safe
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Source

hitp://DynDns.comDynDNS
hitp://DynDns.comDynDNS
hitp://DynDns.comDynDNS
hitp://pesterbdd.com/images/Pester.png
hitp://pesterbdd.com/images/Pester.png
hitp://pesterbdd.com/images/Pester.png
hitp://RsDgkEurDsEYEYdu6ifh.netp

hitp://https://www.theonionrouter.com/dist.torproject.org/torbrowser/9.5.3/tor-win32-

0.4.3.6.zip%tordir%%ha

hitp://https://www.theonionrouter.com/dist.torproject.org/torbrowser/9.5.3/tor-win32-

0.4.3.6.zip%tordir%%ha

hitp://https://www.theonionrouter.com/dist.torproject.org/torbrowser/9.5.3/tor-win32-

0.4.3.6.zip%tordir%%ha
hitp://https://go.micro
hitp://https://go.micro
hitp://https://go.micro
hitp://iwww.ascendercorp.com/typedesigner
hitp://RsDgkEurDsEYEYdu6ifh.net
hitp://https://api.ipify.org%$
hitp://www.carterandcone.coml
hitp://www.carterandcone.coml
hitp://www.carterandcone.coml
hitp://www.founder.com.cn/cn/
hitp://www.founder.com.cn/cn/
hitp://www.founder.com.cn/cn/
hitp:/fiwww.sakkal.com.
hitp://www.founder.com.cn/cn
hitp://www.founder.com.cn/cn
hitp://www.founder.com.cn/cn
hitp:/f\www.sakkal.com-r
hitp://www.sandoll.co.kru-r5
hitp://www.goodfont.co.krtn
hitp://https:/fion=v4.5
hitp://\www.galapagosdesign.com/staff/dennis.htm&
hitp:/fiwww.jiyu-kobo.co.jp/
hitp:/fiwww.jiyu-kobo.co.jp/
hitp:/fiwww.jiyu-kobo.co.jp/

Domains and IPs

Contacted Domains

No contacted domains info

URLs from Memory and Binaries

Name

http://127.0.0.1:HTTP/1.1

hitp:/fiwww.fontbureau.com/designersG

hitp:/fiwww.fontbureau.com/designers/?

hitp://hhMcag.com

hitp://www.founder.com.cn/cn/bThe

Copyright Joe Security LLC 2021

Source

Shipping Documents000000000000
000000020.exe, 00000005.000000

02.911446110.0000000002B31000.

00000004.00000001.sdmp

Shipping Documents000000000000
000000020.exe, 00000000.000000
02.689148486.0000000008260000.
00000002.00000001.sdmp

Shipping Documents000000000000
000000020.exe, 00000000.000000
02.689148486.0000000008260000.
00000002.00000001.sdmp

Shipping Documents000000000000
000000020.exe, 00000005.000000

02.911446110.0000000002B31000.

00000004.00000001.sdmp

Shipping Documents000000000000
000000020.exe, 00000000.000000
02.689148486.0000000008260000.
00000002.00000001.sdmp

Detection
0%
0%
0%
0%
0%
0%
0%
0%

0%

0%

0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%

Malicious

false

false

false

false

false

Scanner

URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
Avira URL Cloud
URL Reputation

URL Reputation

URL Reputation

URL Reputation
URL Reputation
URL Reputation
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
Avira URL Cloud
URL Reputation
URL Reputation
URL Reputation
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
URL Reputation
URL Reputation
URL Reputation

Antivirus Detection

Label
safe
safe
safe
safe
safe
safe
safe

safe

safe

safe

safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe

safe

e Avira URL Cloud: safe

3

URL Reputation:
URL Reputation:
URL Reputation:
URL Reputation:

e o o o

Avira URL Cloud: safe

safe
safe
safe
safe

Link

Reputation

low

high

high

unknown

unknown
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Name

hitp:/fus2.smtp.mailhostbox.com

hitp:/fiwww.fontbureau.com/designers?

hitp:/fiwww.tiro.comO

hitp://www.zhongyicts.com.cneD

hitp://schemas.xmlsoap.org/ws/2005/05/identity/claims/name4

hitp:/fwww.tiro.com

hitp://weather.gc.ca/astro/seeing_e.html)

hitp://www.fontbureau.com/designers

hitp:/fiwww.goodfont.co.kr

hitp://www.sandoll.co.krrmal

http:/f

https://stackpath.bootstrapcdn.com/bootstrap/4.5.0/css/bootstr

ap.min.css

hitp://iwww.sajatypeworks.com

hitp:/fiwww.typography.netD

hitp://www.founder.com.cn/cn/cThe

hitp://iwww.galapagosdesign.com/staff/dennis.htm

hitp://fontfabrik.com

hitp:/fiwww.fonts.comic

hitp://\www.galapagosdesign.com/staff/dennis.htmb

hitp:/fiwww.sandoll.co.krP

hitp://\www.galapagosdesign.com/DPlease
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Source

Shipping Documents000000000000
000000020.exe, 00000005.000000

02.911793482.0000000002E9F000.

00000004.00000001.sdmp

Shipping Documents000000000000
000000020.exe, 00000000.000000
02.689148486.0000000008260000.
00000002.00000001.sdmp

Shipping Documents000000000000
000000020.exe, 00000000.000000

03.649103390.000000000810B000.

00000004.00000001.sdmp

Shipping Documents000000000000
000000020.exe, 00000000.000000
03.650368334.00000000080F3000.
00000004.00000001.sdmp

Shipping Documents000000000000
000000020.exe, 00000000.000000

02.679109370.0000000002C67000.

00000004.00000001.sdmp

Shipping Documents000000000000
000000020.exe, 00000000.000000
02.689148486.0000000008260000.
00000002.00000001.sdmp

Shipping Documents000000000000
000000020.exe

Shipping Documents000000000000
000000020.exe, 00000000.000000
02.689148486.0000000008260000.
00000002.00000001.sdmp

Shipping Documents000000000000
000000020.exe, 00000000.000000
02.689148486.0000000008260000.
00000002.00000001.sdmp

Shipping Documents000000000000
000000020.exe, 00000000.000000

03.649783713.00000000080FF000.

00000004.00000001.sdmp

Shipping Documents000000000000
000000020.exe, 00000000.000000
02.684212701.0000000003063000.
00000004.00000001.sdmp

Shipping Documents000000000000
000000020.exe, 00000000.000000
02.689148486.0000000008260000.
00000002.00000001.sdmp

Shipping Documents000000000000
000000020.exe, 00000000.000000
02.689148486.0000000008260000.
00000002.00000001.sdmp

Shipping Documents000000000000
000000020.exe, 00000000.000000
02.689148486.0000000008260000.
00000002.00000001.sdmp

Shipping Documents000000000000
000000020.exe, 00000000.000000
02.689148486.0000000008260000.
00000002.00000001.sdmp

Shipping Documents000000000000
000000020.exe, 00000000.000000
02.689148486.0000000008260000.
00000002.00000001.sdmp

Shipping Documents000000000000
000000020.exe, 00000000.000000

03.648814135.000000000810B000.

00000004.00000001.sdmp

Shipping Documents000000000000
000000020.exe, 00000000.000000

03.655343399.00000000080FC000.

00000004.00000001.sdmp

Shipping Documents000000000000
000000020.exe, 00000000.000000

03.649783713.00000000080FF000.

00000004.00000001.sdmp

Shipping Documents000000000000
000000020.exe, 00000000.000000
02.689148486.0000000008260000.
00000002.00000001.sdmp

Malicious Antivirus Detection

false

false

false e Avira URL Cloud:
false e Avira URL Cloud:
false

false e URL Reputation:

e URL Reputation:
URL Reputation:

3

false e Avira URL Cloud:
false
false e URL Reputation:
e URL Reputation:
e URL Reputation:
false e Avira URL Cloud:
false
false e URL Reputation:
e URL Reputation:
e URL Reputation:
false e URL Reputation:
e URL Reputation:
e URL Reputation:
false e URL Reputation:
e URL Reputation:
e URL Reputation:
false e URL Reputation:
e URL Reputation:
e URL Reputation:
false e URL Reputation:
e URL Reputation:
e URL Reputation:
false e URL Reputation:
e URL Reputation:
e URL Reputation:
false e Avira URL Cloud:
false e Avira URL Cloud:
false e URL Reputation:

e URL Reputation:
e URL Reputation:

safe

safe

safe
safe
safe

safe

safe
safe
safe

safe

safe
safe
safe

safe
safe
safe

safe
safe
safe

safe
safe
safe

safe
safe
safe

safe
safe
safe

safe

safe

safe
safe
safe

Reputation

high

high

unknown

unknown

high

unknown

unknown

high

unknown

unknown

high

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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Name

hitp://https://api.ipify.org%GETMozilla/5.0

hitp://www.ascendercorp.com/typedesigners.html

hitp:/fiwww.fonts.com

hitp://www.sandoll.co.kr

hitp://www.urwpp.deDPlease

hitp:/fwww.urwpp.de

hitp:/fiwww.zhongyicts.com.cn

hitp://crl.micr

hitp://schemas.xmlsoap.org/ws/2005/05/identity/claims/name

hitp:/fiwww.sakkal.com

http:/f

https://www.theonionrouter.com/dist.torproject.org/torbrowser/

9.5.3/tor-win32-0.4.3.6.zip

hitp://www.apache.org/licenses/LICENSE-2.0

hitp:/f\www.fontbureau.com

hitp://DynDns.comDynDNS

hitp://pesterbdd.com/images/Pester.png

hitp://RsDgkEurDsEYEYdu6ifh.netp

http:/f

https://www.theonionrouter.com/dist.torproject.org/torbrowser/

9.5.3/tor-win32-0.4.3.6.zip%tordir%%ha
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Source Malicious

Shipping Documents000000000000 false
000000020.exe, 00000005.000000
02.911446110.0000000002B31000.
00000004.00000001.sdmp

Shipping Documents000000000000 false
000000020.exe, 00000000.000000
03.651217175.00000000080FC000.
00000004.00000001.sdmp

Shipping Documents000000000000 false
000000020.exe, 00000000.000000
02.689148486.0000000008260000.
00000002.00000001.sdmp

Shipping Documents000000000000 false
000000020.exe, 00000000.000000
02.689148486.0000000008260000.
00000002.00000001.sdmp

Shipping Documents000000000000 false
000000020.exe, 00000000.000000
02.689148486.0000000008260000.
00000002.00000001.sdmp

Shipping Documents000000000000 false
000000020.exe, 00000000.000000
03.653487847.00000000080FC000.
00000004.00000001.sdmp

Shipping Documents000000000000 false
000000020.exe, 00000000.000000
02.689148486.0000000008260000.
00000002.00000001.sdmp

powershell.exe, 00000002.00000 false
003.760649561.0000000008CC0000
.00000004.00000001.sdmp

Shipping Documents000000000000 false
000000020.exe, 00000000.000000
02.679109370.0000000002C67000.
00000004.00000001.sdmp, Shipping
Documents000000000000000000
020.exe, 00000000.00000002.678
238591.0000000002C11000.000000
04.00000001.sdmp, powershell.exe,
00000002.00000002.76290350
5.0000000004131000.00000004.00
000001.sdmp

Shipping Documents000000000000 false
000000020.exe, 00000000.000000
02.689148486.0000000008260000.
00000002.00000001.sdmp

Shipping Documents000000000000 false
000000020.exe, 00000000.000000
02.684480154.0000000003C19000.
00000004.00000001.sdmp, Shipping
Documents000000000000000000

020.exe, 00000005.00000002.908
737908.0000000000402000.000000
40.00000001.sdmp

Shipping Documents000000000000 false
000000020.exe, 00000000.000000
02.689148486.0000000008260000.
00000002.00000001.sdmp

Shipping Documents000000000000 false
000000020.exe, 00000000.000000
02.689148486.0000000008260000.
00000002.00000001.sdmp

Shipping Documents000000000000 false
000000020.exe, 00000005.000000
02.911446110.0000000002B31000.
00000004.00000001.sdmp

powershell.exe, 00000002.00000 false
003.752210718.00000000007A9000
.00000004.00000001.sdmp, power

shell.exe, 00000002.00000002.7
63313916.0000000004272000.0000
0004.00000001.sdmp

Shipping Documents000000000000 false
000000020.exe, 00000005.000000
02.911446110.0000000002B31000.
00000004.00000001.sdmp

Shipping Documents000000000000 false
000000020.exe, 00000005.000000
02.911446110.0000000002B31000.
00000004.00000001.sdmp

Antivirus Detection

URL Reputation:
URL Reputation:
URL Reputation:

URL Reputation:
URL Reputation:
URL Reputation:

URL Reputation:
URL Reputation:
URL Reputation:

URL Reputation:
URL Reputation:
URL Reputation:

URL Reputation:
URL Reputation:
URL Reputation:

URL Reputation:
URL Reputation:
URL Reputation:

URL Reputation:
URL Reputation:
URL Reputation:

e URL Reputation:
e URL Reputation:
e URL Reputation:

e URL Reputation:

URL Reputation:

e URL Reputation:

e URL Reputation:
e URL Reputation:
e URL Reputation:

e URL Reputation:
e URL Reputation:

3

3

URL Reputation:

Avira URL Cloud:

e URL Reputation:
e URL Reputation:
e URL Reputation:

safe
safe
safe

safe
safe
safe

safe
safe
safe

safe
safe
safe

safe
safe
safe

safe
safe
safe

safe
safe
safe

safe
safe
safe

safe
safe
safe

safe
safe
safe

safe
safe
safe

safe

safe
safe
safe

Reputation

low

unknown

high

unknown

unknown

unknown

unknown

unknown

high

unknown

unknown

high

high

unknown

unknown

unknown

unknown
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Name

hitp://www.apache.org/licenses/LICENSE-2.0.html

hitp://https://go.micro

hitp://iwww.ascendercorp.com/typedesigner

hitp://RsDgkEurDsEYEYdu6ifh.net

hitp://https://github.com/Pester/Pester

hitp://https://api.ipify.org%$

hitp://www.carterandcone.coml

hitp://www.founder.com.cn/cn/

hitp:/fiwww.sakkal.com.

hitp://www.fontbureau.com/designers/cabarga.htmIN

hitp://www.founder.com.cn/cn

hitp:/f\www.sakkal.com-r

hitp://\www.fontbureau.com/designers/frere-user.html

hitp:/f/www.sandoll.co.kru-r5

hitp://www.goodfont.co.krtn

hitp:/fiwww.fontbureau.com/designers/cabarga.html

hitp://https:/fion=v4.5

hitp://iwww.galapagosdesign.com/staff/dennis.htm&
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Source

powershell.exe, 00000002.00000
003.752210718.00000000007A9000
.00000004.00000001.sdmp, power
shell.exe, 00000002.00000002.7
63313916.0000000004272000.0000
0004.00000001.sdmp

powershell.exe, 00000002.00000
003.737966315.0000000004AE1000
.00000004.00000001.sdmp

Shipping Documents000000000000
000000020.exe, 00000000.000000
03.651082600.00000000080FC000.
00000004.00000001.sdmp

Shipping Documents000000000000
000000020.exe, 00000005.000000

02.911446110.0000000002B31000.
00000004.00000001.sdmp

powershell.exe, 00000002.00000
003.752210718.00000000007A9000
.00000004.00000001.sdmp, power
shell.exe, 00000002.00000002.7
63313916.0000000004272000.0000
0004.00000001.sdmp

Shipping Documents000000000000
000000020.exe, 00000005.000000

02.911446110.0000000002B31000.
00000004.00000001.sdmp

Shipping Documents000000000000
000000020.exe, 00000000.000000
02.689148486.0000000008260000.
00000002.00000001.sdmp

Shipping Documents000000000000
000000020.exe, 00000000.000000
03.650233295.00000000080F3000.
00000004.00000001.sdmp

Shipping Documents000000000000
000000020.exe, 00000000.000000
03.651043701.00000000080FC000.
00000004.00000001.sdmp

Shipping Documents000000000000
000000020.exe, 00000000.000000
02.689148486.0000000008260000.
00000002.00000001.sdmp

Shipping Documents000000000000
000000020.exe, 00000000.000000

03.650057465.00000000080FF000.
00000004.00000001.sdmp

Shipping Documents000000000000
000000020.exe, 00000000.000000
03.651043701.00000000080FC000.
00000004.00000001.sdmp

Shipping Documents000000000000
000000020.exe, 00000000.000000
02.689148486.0000000008260000.
00000002.00000001.sdmp, Shipping
Documents000000000000000000
020.exe, 00000000.00000003.652
482542.00000000080FC000.000000
04.00000001.sdmp

Shipping Documents000000000000
000000020.exe, 00000000.000000

03.649783713.00000000080FF000.
00000004.00000001.sdmp

Shipping Documents000000000000
000000020.exe, 00000000.000000

03.649783713.00000000080FF000.
00000004.00000001.sdmp

Shipping Documents000000000000
000000020.exe, 00000000.000000
03.652876433.00000000080FC000.
00000004.00000001.sdmp

powershell.exe, 00000002.00000
002.761613549.00000000006F0000
.00000004.00000020.sdmp

Shipping Documents000000000000
000000020.exe, 00000000.000000
03.655343399.00000000080FC000.
00000004.00000001.sdmp

Malicious

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

Antivirus Detection

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

3

3

3

Avira URL Cloud: safe

Avira URL Cloud: safe

Avira URL Cloud: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

e URL Reputation: safe
e URL Reputation: safe

3

3

URL Reputation: safe

Avira URL Cloud: safe

e URL Reputation: safe
e URL Reputation: safe

3

3

.

.

.

.

URL Reputation: safe

Avira URL Cloud: safe

Avira URL Cloud: safe

Avira URL Cloud: safe

Avira URL Cloud: safe

Avira URL Cloud: safe

Reputation
high

unknown

unknown

unknown

high

low

unknown

unknown

unknown

high

unknown

unknown

high

unknown

unknown

high

low

unknown
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Name

hitp:/fiwww.jiyu-kobo.co.jp/

hitp://www.fontbureau.com/designers/cabarga.htmlX

hitp:/f\www.fontbureau.com/designers8

hitp://www.sandoll.co.krn-u

hitp:/fiwww.fontbureau.com/designers/

hitp:/fiwww.urwpp.de.r

hitp://iwww.urwpp.dee

Contacted IPs

No contacted IP infos

General Information

Joe Sandbox Version:

Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Sample file name:

Cookbook file name:

Analysis system description:

Number of analysed new started processes analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

EGA Information:

HDC Information:

HCA Information:

Copyright Joe Security LLC 2021

Source

Shipping Documents000000000000
000000020.exe, 00000000.000000
02.689148486.0000000008260000.
00000002.00000001.sdmp

Shipping Documents000000000000
000000020.exe, 00000000.000000

03.652876433.00000000080FC000.

00000004.00000001.sdmp

Shipping Documents000000000000
000000020.exe, 00000000.000000
02.689148486.0000000008260000.
00000002.00000001.sdmp

Shipping Documents000000000000
000000020.exe, 00000000.000000

03.649783713.00000000080FF000.

00000004.00000001.sdmp

Shipping Documents000000000000
000000020.exe, 00000000.000000

03.651941330.00000000080FC000.

00000004.00000001.sdmp

Shipping Documents000000000000
000000020.exe, 00000000.000000

03.653487847.00000000080FC000.

00000004.00000001.sdmp

Shipping Documents000000000000
000000020.exe, 00000000.000000

03.653487847.00000000080FC000.

00000004.00000001.sdmp

Malicious

false

false

false

false

false

false

false

Antivirus Detection Reputation

e URL Reputation: safe unknown

e URL Reputation: safe

e URL Reputation: safe
high
high

e Avira URL Cloud: safe unknown
high

e Avira URL Cloud: safe unknown

e Avira URL Cloud: safe unknown

31.0.0 Emerald

385348

12.04.2021

11:09:05

CloudBasic

Oh 10m 24s

false

light

Shipping Documents000000000000000000020.exe
default.jbs

Windows 10 64 bit v1803 with Office Professional Plus
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8
Update 211

18
0
0
0
0

HCA enabled
EGA enabled
HDC enabled
AMSI enabled

L]
L]
L]
L]
default
Timeout
MAL
mal100.troj.adwa.spyw.evad.winEXE@8/7@0/0
e Successful, ratio: 75%

e Successful, ratio: 1.7% (good quality ratio 1.2%)
e Quality average: 45%
e Quality standard deviation: 34.2%

e Successful, ratio: 97%
e Number of executed functions: 0
e Number of non-executed functions: 0
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Cookbook Comments: e Adjust boot time
e Enable AMSI
e Found application associated with file extension:
.exe

Warnings: Show All

e Exclude process from analysis (whitelisted):
BackgroundTransferHost.exe,
backgroundTaskHost.exe, svchost.exe,
wuapihost.exe

e Execution Graph export aborted for target Shipping
Documents000000000000000000020.exe, PID 816
because there are no executed function

e Report size exceeded maximum capacity and may
have missing behavior information.

* Report size getting too big, too many
NtAllocateVirtualMemory calls found.

* Report size getting too big, too many
NtOpenKeyEx calls found.

e Report size getting too big, too many
NtProtectVirtualMemory calls found.

e Report size getting too big, too many
NtQueryValueKey calls found.

Simulations

Behavior and APIs

Time Type Description
11:10:01 API Interceptor 609x Sleep call for process: Shipping Documents000000000000000000020.exe modified
11:10:31 API Interceptor 30x Sleep call for process: powershell.exe modified

Joe Sandbox View | Context

IPs

No context
Domains

No context

ASN

No context

JA3 Fingerprints
No context

Dropped Files

No context

Created / dropped Files

Process: C:\Users\user\Desktop\Shipping Documents000000000000000000020.exe
File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 1406

Entropy (8bit):  5.341099307467139

Copyright Joe Security LLC 2021 Page 15 of 33



Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

e

false
24:MLUE4K5E4Ks2E1qE4x84qXKDE4KhK3VZ9pKhPKIE40KFKHK0ZAE4Kzr7FE4SAMER:MIHK5SHKXE 1gHxviYHKhQnoPtHoxHhAHg
69867B278D60059171E44B9D996D3934

A3EA48217800614A1813EFACIEF10DFD1436B5CA
FOBBFC5D53409EC9D7886DCF55E7D909AFD054B5C312624209D364F750EDSFEC

1539E7F2FA2BEADC006505C2F4FB6CCF065B31FESE15CFC74C8578440C814B7BB1AADC2F77910F7E7CD85DOFOFABBC1AAS7E4DDFEB148E9038C4D855E572C
36E

true

1,"fusion","GAC",0..1,"WinRT","NotApp",1..2,"System.Windows.Forms, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089",0..3,"System, Version=4.0.
0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:\Windows\assembly\Nativelmages_v4.0.30319_32\System\4f0a7eefa3cd3e0bad8b5ebddbbc72e6\System.
ni.dll",0..2,"System.Drawing, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a",0..2,"Microsoft.VisualBasic, Version=10.0.0.0, Culture=neutral,
PublicKeyToken=b03f5f7f11d50a3a",0..3,"System.Core, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:\Windows\assembly\Nativelma
ges_v4.0.30319_32\System.Core\f1d8480152e0da9a60ad49c6d16a3b6d\System.Core.ni.dll",0..3,"System.Configuration, Version=4.0.0.0, Culture=neutral, Publi
cKeyToken=b03f5f7f11d50a3a","C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Configuration\8d67d92724ba494b6c7fd089d6f25b48\System.Configuration
.ni.dll",0..3,"System.Xml, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a

C:\Users\user\AppData\Local\Microsoft\Windows\PowerShell\ModuleAnalysisCache

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

data

dropped

14734

4.996142136926143

false
384:SEdVoGIpN6KQkj2Zkjh4iUxZvuiOOdBCNXp5nYoJib4J:SYV3IpNBQKj2Yh4iUxZvuiOOdBCNZIYO
B7D3A4EB1FOAED131A6EOEDF1D3C0414

A72EODDE5SF3083632B7242D2407658BCA3E54F29
8EOEB5898DDF86FE9FE0011DD7AC6711BB0639A8707053D831FB348F9658289B
F9367BBEC9A44E5C08757576C56B9C8637D8A0A9D6220DEI25255888E6A0A088C653E207E211A6796F6A7F469736D538EASBIE094944316CF4E8189DDD3EEDIL

false

C:\Users\luser\AppData\Local\Microsoft\Windows\PowerShell\StartupProfileData-Noninteractive

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

data

dropped

20556

5.578322063144952

false

384:CtADeEURWGXXx7UQwYeOY SBKnSultliP7Q99ghSJUeRu1BMrmrZ9J11dS:MLx7UIY4KSultdE8hXelaG
892EBE5SCEDC22F8692C84292998371E4

FCE3038D2157031342A987867888DCE4D5F224A6
78886D96675465B2836F750523CD91FD8035C5147AD8F1048EB3D5D999D8737E

BD80DFC302922C24DF02F088FA42EA16460B26E2EBEBDC5332B1256FBB1F04FFAS9E7DA74567E3C8C5A19ECC1AAT74309BC6A1672542540977197F4DC8D8E22:
7

false

@... uceen. E...Queeee. i@ Hooriiee <@.M.L."My...:<..... .Microsoft.PowerShell.ConsoleHostD

t.Automation4. ....[..{a.C..%6..h.. System.Core.0............... G-.0..A..4B.......... System..4................ Zg5..:0..9..q
#.Microsoft.Management.Infrastructure.8........ [T 0% ST System.Numerics.@ Lo...QN......<Q........ System.DirectoryServices<................ H..QN.Y.f......

..... System.Management...4..
stem.Transactions.<.......
........ System.Configuration.Ins

..System.Data.H..

. Microsoft.PowerShell.Security...<..
):gK..G...$.1.q........ System.ConfigurationP

...%.Microsoft.PowerShell. Commands. Utility

~[L.D.Z>.m........Sy
D -.D.F.<;.nt.1

C:\Users\user\AppData\Local\Temp\__PSScriptPolicyTest_1e3I3n3j.fey.ps1

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe
very short file (no magic)

dropped

1

0.0

false

3:U:U

C4CA4238A0B923820DCC509A6F75849B
356A192B7913B04C54574D18C28D46E6395428AB
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C:\Users\user\AppData\Local\Temp\__PSScriptPolicyTest_1e3I3n3j.fey.ps1

SHA-256:
SHA-512:

Malicious:

Preview:

6B86B273FF34FCE19D6B804EFF5A3F5747ADA4EAA22F1D49C01ES2DDB7875B4B

4DFF4EA340F0A823F15D3F4F01AB62EAEOESDAS79CCB851F8DBODFE84C58B2B37B89903A740E1EE172DA793A6E79D560E5F7F9BD058A12A280433EDGFA4651(
A

false

C:\Users\user\AppData\Local\Temp\__PSScriptPolicyTest_kqrz2va4.wdb.psm1

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

very short file (no magic)

dropped

1

0.0

false

3:Uu

C4CA4238A0B923820DCC509A6F75849B
356A192B7913B04C54574D18C28D46E6395428AB
6B86B273FF34FCE19D6BB04EFF5A3F5747ADA4EAA22F1D49C01E52DDB7875B4B

4DFF4EA340F0A823F15D3F4F01AB62EAEOESDAS79CCB851F8DBODFE84C58B2B37B89903A740E1EE172DA793A6E79D560E5F7F9BD058A12A280433EDGFA4651(
A

false

C:\Users\user\Documents\20210412\PowerShell_transcript.980108.pF4zasZh.20210412111006.txt

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

UTF-8 Unicode (with BOM) text, with CRLF line terminators

dropped

3703

5.274164731646126

false

96:BZyj8NNgD01Z2jZcj8NNgD01Z8ghWO0OcWOcWOtZP:Pyyg
E5642136880E6A99ACE40163E854D870
467D6F63COCA1BF941707699996C2599DFB3C659
B288FF9F2B034C7D20DE245F523CD00047C60F40C04A31353D358BBA256A6937
3ABE21747D1ECDC5EC8197726A51A4382C2BAE3CD0OF99270300B131913682CB96BD797197BF1266C810AC4958DFFC31554D74ED809C45D795B8920797A8E561

false

ks Windows PowerShell transcript start..Start time: 20210412111021..Username: computer\user..RunAs User: computer\user..Configuration Name:
..Machine: 980108 (Microsoft Windows NT 10.0.17134.0)..Host Application: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe Add-MpPreference -
ExclusionPath C:\Users\user\Desktop\Shipping Documents000000000000000000020.exe..Process ID: 5992..PSVersion: 5.1.17134.1..PSEdition: Desktop..PSComp
atibleVersions: 1.0, 2.0, 3.0, 4.0, 5.0, 5.1.17134.1..BuildVersion: 10.0.17134.1..CLRVersion: 4.0.30319.42000..WSManStackVersion: 3.0..PSRemotingProtocolVersion:
2.3..SerializationVersion: 1.1.0.1.. ..Command start time: 20210412111021. *#**#xrksrikniiniiiins pS>Add-MpPreference -Exc
lusionPath C:\Users\user\Desktop\Shipping DocumentsOOOOOOOOOOOOOOOOOOOZO exe. Frirkktkktkkik Command start time: 20210412111422, #xkskkkkkbiokiiik
..PS>TerminatingError(Add-MpPr

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\Shipping Documents000000000000000000020.exe

ASCII text, with CRLF line terminators

modified

11

2.663532754804255

false

3iLE:LE

B24D295C1F84ECBFB566103374FB91C5
6A750D3F8B45C240637332071D34B403FALFF55A
4DC7B65075FBC5B5421551F0CB814CAFDC8CACA5957D393C222EE388B6F405F4
9BE279BFA70A859608B50EF5D30BF2345F334E5F433C410EA6A188DCAB395BFF50C95B165177E59A29261464871C11F903A9ECES55B2D900FE49A9F3C49EB8BBF/A

true

.127.0.0.1

Static File Info
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General

File type:

Entropy (8bit):
TriD:

File name:
File size:
MD5:
SHA1L:
SHA256:

SHA512:

SSDEEP:

File Content Preview:

File Icon

Icon Hash:

Static PE Info

General

Entrypoint:

Entrypoint Section:
Digitally signed:
Imagebase:

Subsystem:

Image File Characteristics:
DLL Characteristics:

Time Stamp:

TLS Callbacks:

CLR (.Net) Version:

OS Version Major:

OS Version Minor:

File Version Major:

File Version Minor:
Subsystem Version Major:
Subsystem Version Minor:

Import Hash:

Entrypoint Preview

Instruction

jmp dword ptr [00402000h]
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al

Copyright Joe Security LLC 2021

00828e8e8686b000

0x4d64ae
text
false
0x400000

windows gui

PE32 executable (GUI) Intel 80386 Mono/.Net assemb
ly, for MS Windows

7.501743091602637

e Win32 Executable (generic) Net Framework
(10011505/4) 49.80%

e Win32 Executable (generic) a (10002005/4)

49.75%

Generic CIL Executable (.NET, Mono, etc.)

(73296/58) 0.36%

Windows Screen Saver (13104/52) 0.07%

e Generic Win/DOS Executable (2004/3) 0.01%

.

.

Shipping Documents000000000000000000020.exe
872960

88926051eb8f9a2ff4ab25ce7a0ad4la
e67ecfbae026b6643e2efb7e22a0b209658d943a

40295912aeeb49a6c9ch45bf5981e80ed788de2984e630
6ccefd8chbfdc6855¢9¢

11651c034a9¢7533c573359db6c8a312061824f37db033
ba23bfc050f54e68768e37e92343613aedc9485964hb5d2¢
25066h42c85d89bc5fddd930fe2509f2492

12288:ig6kXAJ/2b2wIMOY ol VVT3gkZwQd4Ewym50AA
0K9oehaU+hDVD2UAdgGwUtMI6yh:0wAJUbOdPwyko+
ONaU+hkd

MZ.... .@.

32BIT_MACHINE, EXECUTABLE_IMAGE

NO_SEH, TERMINAL_SERVER_AWARE, DYNAMIC_BASE, NX_COMPAT

0x607375EE [Sun Apr 11 22:19:26 2021 UTC]

v4.0.30319

4
0
4
0
4
0

f34d5f2d4577ed6d9ceec516¢c1f5a744
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Instruction

add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al

Copyright Joe Security LLC 2021 Page 19 of 33



Instruction

add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al

Data Directories

Name Virtual Address Virtual Size Is in Section
IMAGE_DIRECTORY_ENTRY_EXPORT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_IMPORT 0xd645¢ Oxaf text
IMAGE_DIRECTORY_ENTRY_RESOURCE 0xd8000 0x800 .rsrc
IMAGE_DIRECTORY_ENTRY_EXCEPTION 0x0 0x0

IMAGE_DIRECTORY_ENTRY_SECURITY 0x0 0x0

IMAGE_DIRECTORY_ENTRY_BASERELOC 0xda000 Oxc .reloc
IMAGE_DIRECTORY_ENTRY_DEBUG 0x0 0x0

IMAGE_DIRECTORY_ENTRY_COPYRIGHT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_GLOBALPTR 0x0 0x0

IMAGE_DIRECTORY_ENTRY_TLS 0x0 0x0
IMAGE_DIRECTORY_ENTRY_LOAD_CONFIG 0x0 0x0
IMAGE_DIRECTORY_ENTRY_BOUND_IMPORT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_IAT 0x2000 0x8 text
IMAGE_DIRECTORY_ENTRY_DELAY_IMPORT 0x0 0x0
IMAGE_DIRECTORY_ENTRY_COM_DESCRIPTOR 0x2008 0x48 text
IMAGE_DIRECTORY_ENTRY_RESERVED 0x0 0x0

Sections

Name  Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics
text 0x2000 0xd44b4 0xd4600 False 0.755054673705 data 7.50975674252 IMAGE_SCN_MEM_EXECUTE,

IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ

rsrc 0xd8000 0x800 0x800 False 0.34423828125 data 3.62173282807 IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_READ

reloc 0xda000 oxc 0x200 False 0.044921875 data 0.101910425663 IMAGE_SCN_CNT_INITIALIZED_D
ATA,

IMAGE_SCN_MEM_DISCARDABLE
. IMAGE_SCN_MEM_READ

Resources
Name RVA Size Type Language Country
RT_VERSION 0xd80a0 0x3e8 data
RT_MANIFEST 0xd8488 Oxlea XML 1.0 document, UTF-8 Unicode (with BOM) text, with
CRLF line terminators
Imports
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DLL

mscoree.dll

Version Infos

Description
Translation
LegalCopyright
Assembly Version
InternalName
FileVersion
CompanyName
LegalTrademarks
Comments
ProductName
ProductVersion
FileDescription

OriginalFilename

Network Behavior

No network behavior found

Code Manipulations

Statistics

Behavior

@ Click to jump to process

System Behavior

Import

_CorExeMain

Data

0x0000 0x04b0

Copyright CodeUnit 2007
2007.8.28.1
IPermissionSetEntry.exe
2007.08.28.1

CodeUnit

Image Size Standardiser
Image Size Standardiser
2007.08.28.1

Image Size Standardiser

IPermissionSetEntry.exe

@ Shipping Documents000000000000..

@ powershell.exe
@ conhost.exe

@ Shipping Documents000000000000..
@ Shipping Documents000000000000..

Analysis Process: Shipping Documents000000000000000000020.exe PID: 7028 Parent

PID: 5904

General

Copyright Joe Security LLC 2021
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Start time: 11:09:51

Start date: 12/04/2021

Path: C:\Users\user\Desktop\Shipping Documents000000000000000000020.exe
Wow64 process (32bit): true

Commandline: ‘C:\Users\user\Desktop\Shipping Documents000000000000000000020.exe"
Imagebase: 0x8c0000

File size: 872960 bytes

MDS5 hash: 88926051EB8F9A2FF4AB25CE7AOADA1A

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Yara matches: e Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source:

00000000.00000002.684480154.0000000003C19000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source:
00000000.00000002.684611255.000000000441C000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_AntiVM_3, Description: Yara detected AntiVM_3, Source:
00000000.00000002.684212701.0000000003063000.00000004.00000001.sdmp, Author:
Joe Security

Reputation: low

File Activities

File Created
Source
File Path Access Attributes Options Completion Count Address Symbol
C:\Users\user read data or list device directory file | object name collision 1 6D17CF06 unknown
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Roaming read data or list device directory file | object name collision 1 6D17CF06 unknown
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Local\Microsoft\CLR_v4.0_32\UsageLogs\Shipping read attributes | device synchronous io  success or wait 1 6D48C78D CreateFileW
Documents000000000000000000020.exe.log synchronize | non alert | non
generic write directory file
File Written
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol

C:\Users\user\AppData\Local\Mi unknown 1406 6D48C907 WriteFile
crosoft\CLR_v4.0_32\UsageLogs\Shipping

Documents000000000000000000020.exe.log

312c 2266757369 1,"fusion","GAC",0..1,"Win success or wait 1
6f6e 22 2c 224741 RT",
43222c300d0a31 "NotApp"1..2,"System.Win

2c 22 57 69 6e 52 54
22 2c 22 4e 6f 74 41
7070 22 2c 31 0d Oa
322¢ 2253797374
65 6d 2e 57 69 6e 64
6f 77 73 2e 46 6f 72
6d 73 2c 20 56 65 72
73 69 6f 6e 3d 34 2e
30 2e 30 2e 30 2c 20
4375 6¢ 74 7572 65
3d 6e 657574 72 61
6¢ 2¢ 20 50 75 62 6C
69 63 4b 65 79 54 6f
6b 65 6e 3d 62 37 37
61 35 63 35 36 31 39
33 34 65 3038 39 22
2c¢ 30 0d 0a 33 2¢ 22
5379 7374 65 6d 2¢c
20 56 65 72 73 69 6f
6e 3d 34 2e 30 2e 30
2e 30 2¢ 20 43 75 6¢
7475 72 65 3d 6e 65
757472 61 6¢ 2c 20
50 75 62 6¢ 69 63 4b
65 79 54 6f 6b 65 6e
3d 62 37 37 61 35 63
3536 31 39 33 34 65
3038 39 22 2¢c 22 43
3a 5c 57 69 6e 64 6f
77735c 61737365
6d 62 6¢ 79 5¢c 4e 61
7469 76 65 49 6d 61
67 65 73 5f 76 34 2e
30 2e 33

dows.Forms,
Version=4.0.0.0, Cultur
e=neutral,
PublicKeyToken=b77a
5c561934e089",0..3,"Syste
m, Version=4.0.0.0,
Culture=neutral,
PublicKeyToken=b77a5c5
61934e
089","C:\Windows\assembl
y\Nativelmages_v4.0.3

File Read
Source

File Path Offset Length Completion Count Address Symbol
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config unknown 4095 success or wait 1 6D155705 unknown
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config unknown 6135 success or wait 1 6D155705 unknown
C:\Windows\assembly\Nativelmages_v4.0.30319_32\mscorlib\a152 unknown 176 success or wait 1 6D0OB0O3DE ReadFile
fe02a317a77aeee36903305e8baé\mscorlib.ni.dll.aux
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config unknown 4095 success or wait 1 6D15CA54 ReadFile
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System\4f0a7e unknown 620 success or wait 1 6D0OB0O3DE ReadFile
efa3cd3e0ba98b5ebddbbc72e6\System.ni.dll.aux
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Config unknown 864 success or wait 1 6DOB0O3DE ReadFile
uration\8d67d92724ba494b6c7fd089d6f25b48\System.Configuration.ni.dil.aux
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Core\f unknown 900 success or wait 1 6DOB0O3DE ReadFile
1d8480152e0da9a60ad49c6d16a3b6d\System.Core.ni.dll.aux
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Xml\b2 unknown 748 success or wait 1 6DOB0O3DE ReadFile
19d4630d26b88041b59c21e8e2b95c\System.Xml.ni.dll.aux
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config unknown 4095 success or wait 1 6D155705 unknown
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config unknown 8171 end of file 1 6D155705 unknown
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config unknown 4096 success or wait 1 6BFC1B4F ReadFile
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config unknown 4096 end of file 1 6BFC1B4F ReadFile

Analysis Process: powershell.exe PID: 5992 Parent PID: 7028
General
Start time: 11:10:03
Start date: 12/04/2021
Path: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

Wow64 process (32bit):

Commandline:

Imagebase: 0x920000
File size: 430592 bytes
MDS5 hash: DBA3E6449E97D4E3DF64527EF7012A10

Copyright Joe Security LLC 2021

true

'C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe' Add-MpPreference -Ex
clusionPath 'C:\Users\user\Desktop\Shipping Documents000000000000000000020.exe"
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Has elevated privileges:
Has administrator privileges:

Programmed in:

File Activities

File Created

File Path

C:\Users\user

C:\Users\user\AppData\Roaming

C:\Users\user\AppData\Local\Temp\__PSscr
iptPolicyTest_1e3I3n3j.fey.ps1

C:\Users\user\AppData\Local\Temp\__PSscr
iptPolicyTest_kqrz2va4.wdb.psm1

C:\Users\user\Documents\20210412

C:\Users\user\Documents\20210412\PowerShell_transcr
ipt.980108.pF4zaszZh.20210412111006.txt

C:\Users\user\AppData\Local\Microsoft\Windows\PowerShell\Mod
uleAnalysisCache

File Deleted

File Path

C:\Users\user\AppData\Local\Temp\__PSscriptPolicyTest_1e3I3n3j.fey.psl

Access

true

true

Net C# or VB.NET

Attributes

read data or list device
directory |
synchronize

read data or list device
directory |
synchronize

read attributes | device
synchronize |
generic write

read attributes | device
synchronize |
generic write

read data or list device
directory |
synchronize

read attributes | device
synchronize |
generic read |
generic write

read attributes | device
synchronize |
generic read |
generic write

C:\Users\user\AppData\Local\Temp\__PSscriptPolicyTest_kqrz2va4.wdb.psm1

File Written
File Path Offset Length
C:\Users\user\AppData\Local\Temp\__PSscr unknown 1
iptPolicyTest_1e3I3n3j.fey.ps1
C:\Users\user\AppData\Local\Temp\__PSscr unknown 1
iptPolicyTest_kqrz2va4.wdb.psm1
C:\Users\user\Documents\20210412\PowerShell_transcr unknown 3

ipt.980108.pF4zasZh.20210412111006.txt

Copyright Joe Security LLC 2021

Value

31

31

ef bb bf

Options

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

sequential only |
synchronous io
non alert | non
directory file |
open no recall

sequential only |
synchronous io
non alert | non
directory file |
open no recall

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

synchronous io
non alert | non
directory file |
open no recall

synchronous io
non alert | non
directory file |
open no recall

Ascii

Completion

object name collision

object name collision

success or wait

success or wait

success or wait

success or wait

success or wait

Completion
success or wait

success or wait

Completion

Count Address

1

1

success or wait

success or wait

success or wait

Source
Symbol

6D17CF06 unknown

6D17CF06 unknown

6BFC1E60 CreateFileW

6BFC1E60 CreateFileW

6BFCBEFF CreateDirectoryW

6BFC1E60 CreateFileW

6BFC1E60 CreateFileW

Source
Count Address Symbol
1 6BFC6A95 DeleteFilewW
1 6BFC6A95 DeleteFilewW

Source
Count Address Symbol
1 6BFC1B4F WriteFile
1 6BFC1B4F WriteFile
1 6BFC1B4F WriteFile
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File Path

C:\Users\user\Documents\20210412\PowerShell_transcr
ipt.980108.pF4zaszZh.20210412111006.txt

C:\Users\user\AppData\Local\Mi
crosoft\Windows\PowerShell\ModuleAnalysisCache

Copyright Joe Security LLC 2021

Offset

unknown 698

unknown 4096

Length Value

2a 2a2a?2a2a?a?2a
2a2a2a?2a2a?2a?2a
2a2a2a2a2a?aZ?a
2a 0d 0a 57 69 6e 64
6f 77 73 20 50 6f 77
65 72 53 68 65 6¢ 6¢C
2074 72 61 6e 73 63
72697074207374
61 72 74 0d 0a 53 74
61 72 74 20 74 69 6d
65 3a 20 32 30 32 31
30343132313131
3032 31 0d 0a 55 73
65 72 6e 61 6d 65 3a
20 44 45 53 4b 54 4f
50 2d 37 31 36 54 37
37 31 5c 6a 6f 6e 65
73 0d 0a 52 75 6e 41
732055736572 3a
20 44 45 53 4b 54 4f
50 2d 37 31 36 54 37
37 31 5c 6a 6f 6e 65
73 0d Oa 43 6f 6e 66
69 67 7572 61 74 69
6f 6e 20 4e 61 6d 65
3a 20 0d 0a 4d 61 63
68 69 6e 65 3a 20 39
3830313038 2028
4d 69 63 72 6f 73 6f
66 74 20 57 69 6e 64
6f 77 73 20 4e 54 20
31 30 2e 30 2e 31 37
31 33 34 2e 30 29 0d
0a 48 6f 73 74 20 41
70 70 6C 69 63 61 74
69 6f 6e 3a 20 43 3a
5¢ 57 69

50 53 4d 4f 44 55 4c
4543 41 43 48 4501
13 00 00 00 ca e4 c8
d5 15 a0 d5 08 59 00
00 00 43 3a 5¢ 50 72
6f 67 72 61 6d 20 46
69 6¢ 65 73 20 28 78
38 36 29 5¢c 57 69 6e
64 6f 77 73 50 6f 77
65 72 53 68 65 6¢ 6C
5c 4d 6f 64 75 6¢ 65
73 5¢ 50 6f 77 65 72
53 68 65 6¢ 6C 47 65
74 5¢ 31 2e 30 2e 30
2e 31 5¢ 50 6f 77 65
72 53 68 65 6¢C 6C 47
65 74 2e 70 73 64 31
1d 00 00 00 10 00 00
00 55 6e 69 6e 73 74
61 6¢ 6¢ 2d 4d 6f 64
75 6¢ 65 02 00 00 00
04 00 00 00 69 6e 6d
6f 01 00 00 00 04 00
00 00 66 69 6d 6f 01
00 00 00 Oe 00 00 00
49 6e 73 74 61 6¢ 6C
2d 4d 6f 64 75 6¢ 65
02 00 00 00 12 00 00
00 4e 65 77 2d 53 63
72 69 70 74 46 69 6¢
65 49 6e 66 6f 02 00
00 00 Oe 00 00 00 50
75 62 6¢ 69 73 68 2d
4d 6f 64 75 6¢ 65 02
00 00 00 Oe 00 00 00
49 6e 73 74 61 6¢ 6C
2d 53 63

Ascii

Completion

FkkkkkRk Rk \Windo  success or wait

ws PowerShell transcript

start..Start time:

20210412111021..Userna
me: computer\user..RunAs

User:

computer\user..Configurati

on Name: ..Machine:
980108 (Microsoft
Windows NT
10.0.17134.0)..Host
Application: C:\Wi

PSMODULECACHE........

...Y...C:\Program Files
(x86)\Windows

PowerShell\Modules\Powe

rShellG

et\1.0.0.1\PowerShellGet.p

sdl........ Uninstall-

Module.......

.inmo........ fimo........ Install-
Module........ New-scr
iptFilelnfo........ Publish-
Module........ Install-Sc

success or wait

Count Address

30

1

Source
Symbol

6BFC1B4F WriteFile

6BFC1B4F WriteFile
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File Path

C:\Users\user\AppData\Local\Mi
crosoft\Windows\PowerShell\ModuleAnalysisCache

C:\Users\user\AppData\Local\Mi
crosoft\Windows\PowerShell\ModuleAnalysisCache

Copyright Joe Security LLC 2021

Offset
unknown 4096

unknown 4096

Length Value

4d 69 63 72 6f 73 6f
66 74 2e 50 6f 77 65
72 53 68 65 6¢ 6¢C 2e
5574 69 6¢ 69 74 79
5c 4d 69 63 72 6f 73
6f 66 74 2e 50 6f 77
65 72 53 68 65 6¢ 6C
2e 55 74 69 6¢ 69 74
79 2e 70 73 64 31 6d
00 00 00 Of 00 00 00
52 65 6d 6f 76 65 2d
56 61 72 69 61 62 6¢
65 08 00 00 00 Oe 00
00 00 43 6f 6e 76 65
7274 2d 53747269
6e 67 08 00 00 00 Od
00 00 00 54 72 61 63
65 2d 43 6f 6d 6d 61
6e 64 08 00 00 00 Ob
00 00 00 53 6f 72 74
2d 4f 62 6a 65 63 74
08 00 00 00 14 00 00
0052 6567 69 73 74
65 72 2d 4f 62 6a 65
63 74 45 76 65 6e 74
08 00 00 00 Oc 00 00
00476574 2d5275
6e 73 70 61 63 65 08
00 00 00 Oc 00 00 00
46 6f 72 6d 61 74 2d
54 61 62 6¢ 65 08 00
00 00 0d 00 00 00 57
61 69 74 2d 44 65 62
7567 67 65 72 08 00
00 00 11 00 00 00 47
65 74 2d 52 75 6e 73
706163

65 08 00 00 00 17 00
00 00 49 6e 73 74 61
6¢ 6¢ 2d 50 61 63 6b
61 67 65 50 72 6f 76
69 64 65 72 08 00 00
00 16 00 00 00 49 6d
70 6f 72 74 2d 50 61
63 6b 61 67 65 50 72
6f 76 69 64 65 72 08
00 00 00 13 00 00 00
47 65 74 2d 50 61 63
6b 61 67 65 50 72 6f
76 69 64 65 72 08 00
00 00 16 00 00 00 52
6567 69 73 74 65 72
2d 50 61 63 6b 61 67
65 53 6f 75 72 63 65
08 00 00 00 11 00 00
00 55 6e 69 6e 73 74
61 6¢ 6¢ 2d 50 61 63
6b 61 67 65 08 00 00
00 14 00 00 00 46 69
6e 64 2d 50 61 63 6b
61 67 65 50 72 6f 76
69 64 65 72 08 00 00
00 ff ff ff ff 95 76 fa 78
15 a0 d5 08 49 00 00
00 43 3a 5¢c 57 69 6e
64 6f 77 73 5¢ 73 79
73 74 65 6d 33 32 5¢
57 69 6e 64 6f 77 73
50 6f 77 65 72 53 68
65 6¢ 6¢ 5¢C 76 31 2e
30 5c¢ 4d 6f 64 75 6¢
65 73 5¢ 44 65 66 65
6e 64 65 72 5¢c 44 65
66

Source

Ascii Completion Count Address

Microsoft.PowerShell.Utilit  success or wait 1 6BFC1B4F
y\M
icrosoft.PowerShell. Utility.
psdim....... Remove-
Variable........ Convert-
String........ Trace-
Command........Sort-
Object........ Register-
ObjectEvent........ Get-
Runspace........ Format-
Table........ Wait-
Debugger........ Get-
Runspac

(=T Install- success or wait 1 6BFC1B4F

PackageProvid

PackageProvider.
....... Register-
PackageSource.

..Find-
PackageProvider........
.V.X....l...C:\Windows\syste
m3
2\WindowsPowerShell\v1.
0\Modules\Defender\Def

Symbol
WriteFile

WriteFile
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File Path

C:\Users\user\AppData\Local\Mi
crosoft\Windows\PowerShell\ModuleAnalysisCache

C:\Users\user\AppData\Local\Mi
crosoft\Windows\PowerShell\StartupProfileData-NonInteractive

C:\Users\user\AppData\Local\Mi
crosoft\Windows\PowerShell\StartupProfileData-NonInteractive

C:\Users\user\AppData\Local\Mi
crosoft\Windows\PowerShell\StartupProfileData-NonInteractive

C:\Users\user\AppData\Local\Mi
crosoft\Windows\PowerShell\StartupProfileData-NonInteractive

C:\Users\user\AppData\Local\Mi
crosoft\Windows\PowerShell\StartupProfileData-NonInteractive

Copyright Joe Security LLC 2021

Offset
unknown 2446

unknown 64

unknown 40

unknown 32

unknown 1

unknown 4

Length Value

1000 00 00 52 65 73
75 6d 65 2d 42 69 74
4c 6f 63 6b 65 72 02
00 00 00 1c 00 00 00
42 61 63 6b 75 70 2d
42 69 74 4c 6f 63 6b
65 72 4b 65 79 50 72
6f 74 65 63 74 6f 72
02 00 00 00 25 00 00
00 53 68 6f 77 2d 42
69 74 Ac 6f 63 6b 65
725265717569 72
65 64 41 63 74 69 6f
6e 73 49 6e 74 65 72
6e 61 6¢ 02 00 00 00
17 00 00 00 55 6e 6¢
6f 63 6b 2d 50 61 73
73 77 6f 72 64 49 6e
74 65 72 6e 61 6¢ 02
00 00 00 10 00 00 00
55 6e 6¢ 6f 63 6b 2d
42 69 74 4c 6f 63 6b
657202000000 18
00 00 00 41 64 64 2d
54 70 6d 50 72 6f 74
65 63 74 6f 72 49 6e
74 65 72 6e 61 6¢ 02
00 00 00 25 00 00 00
41 64 64 2d 52 65 63
6f 76 65 72 79 50 61
737377 6f 72 64 50
72 6f 74 65 63 74 6f
72 49 6e 74 65 72 6e
61 6¢ 02 00 00 00 1a
00 00 00 55 6e 6c 6f
63 6b 2d 52 65 63 6f
76 6572

40 00 00 01 65 00 00
00 00 00 00 00 10 00
0000 e4 12 00 00 16
00 00 00 €9 0d 45 05
a4 08 8e 08 67 08 00
00 00 00 ad 01 27 00
¢8 0d 00 00 00 00 00
00 00 00 04 40 00 80
00 00 00 00 00 00 00
00

48 00 00 02 03 00 00
00 00 00 00 00 01 00
00 00 3c 40 b0 5e e7
8d bf 4c b2 22 4d 79
98 9c a7 3a 3c 00 00
00 Oe 00 20 00

4d 69 63 72 6f 73 6f
66 74 2e 50 6f 77 65
72 53 68 65 6¢ 6¢C 2e
43 6f 6e 73 6f 6¢ 65
48 6f 73 74

00

00 08 00 03

Ascii Completion
....Resume- success or wait
BitLocker........ Backup-
BitLockerKeyProtector....

%...Show-

BitLockerRequiredActi

onsinternal........ Unlock-

Pass

wordInternal........ Unlock-

BitLocker........ Add-

TpmProtector

Internal....%...Add-

RecoveryPa

sswordProtectorinternal.....
...Unlock-Recover

success or wait

Hoooeeee <@.M...L."My...: success or wait

Microsoft.PowerShell.Cons success or wait
oleHost

success or wait

success or wait

Count Address

1

1

16

16

10

10

Source
Symbol

6BFC1B4F WriteFile

6D4476FC WriteFile

6D4476FC WriteFile

6D4476FC WriteFile

6D4476FC WriteFile

6D4476FC WriteFile
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File Path Offset

C:\Users\user\AppData\Local\Mi unknown 2044

crosoft\Windows\PowerShell\StartupProfileData-NonInteractive

File Read

File Path

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config

C:\Windows\assembly\Nativelmages_v4.0.30319_32\mscorlib\a152
fe02a317a77aeee36903305e8baé\mscorlib.ni.dll.aux

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config

C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Core\f
1d8480152e0da9a60ad49c6d16a3b6d\System.Core.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_32\System\4f0a7e
efa3cd3e0ba98b5ebddbbc72e6\System.ni.dll.aux

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config

C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Xml\b2
19d4630d26b88041b59c21e8e2b95c\System.Xml.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_32\Microsoft.Mf4

Length Value

00 Oe 80 00 01 Oe 80
00 02 Oe 80 00 03 Oe
80 00 04 Oe 80 00 05
Oe 80 00 06 Oe 80 00
07 Oe 80 00 08 Oe 80
00 09 Oc 80 00 54 01
4000 f9 3e 40 01 ce
67 40 01 99 01 40 00
fb 00 40 00 cb 00 40
00 56 01 40 00 48 01
40 00 58 01 40 00 5b
01 40 00 4e 54 40 01
48 54 40 01 f4 53 40
01 8b 53 40 01 68 54
400191534001 fa
53 40 01 82 53 40 01
5¢ 01 40 00 00 54 40
01 02 54 40 01 40 58
4001 3f58 40 01 1c
54 40 01 b8 53 40 01
fb 53 40 01 1e 54 00
0119540001 78 54
00 01 7a 54 00 01 95
54 00 01 3d 4d 00 01
44 4d 00 01 3a 4d 00
01 22 4d 00 01 20 4d
00 01 21 4d 00 01 3b
4d 00 01 e0 44 00 01
e544 00 01 40 4d 00
01 3c 4d 00 01 24 4d
00 01 38 4d 00 01 3f
4d 00 01 16 3b 40 01
42 4d 00 01 ed 44 00
01 6d 45 00 01 45 4d
00 01 dc 71 00 01 dd
7100 01 f8 53 00 01
98 25 00

9f6405#\ccc7c82770f93d1392abde4be3a80378\Microsoft. Management.Infrastructure.ni.dll.aux

C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config

C:\Users\user\AppData\Local\Microsoft\Windows\PowerShell\StartupProfileData-NonInteractive
C:\Users\user\AppData\Local\Microsoft\Windows\PowerShell\StartupProfileData-NonInteractive

C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Config
uration\8d67d92724ba494b6c7fd089d6f25b48\System.Configuration.ni.dil.aux

C:\Program Files (x86)\WindowsPowerShell\Modules\Microsoft.PowerShell.Operation.Validation

\1.0.1\Microsoft.PowerShell.Operation.Validation.psd1

C:\Program Files (x86)\WindowsPowerShell\Modules\Microsoft.PowerShell.Operation.Validation

\1.0.1\Microsoft.PowerShell.Operation.Validation.psd1

C:\Program Files (x86)\WindowsPowerShell\Modules\Microsoft.PowerShell.Operation.Validation

\1.0.1\Microsoft.PowerShell.Operation.Validation.psd1
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Offset Length
unknown 4095
unknown 8173
unknown 4095
unknown 6135
unknown 176
unknown 4095
unknown 8173
unknown 4095
unknown 900
unknown 620
unknown 4095
unknown 8173
unknown 4095
unknown 8173
unknown 748
unknown 748
unknown 4095
unknown 8171
unknown 64
unknown 21316
unknown 864
unknown 4096
unknown 492
unknown 4096

Completion

success or wait

Completion
success or wait
end of file
success or wait
success or wait

success or wait

success or wait
end of file
success or wait

success or wait

success or wait

success or wait
end of file
success or wait
end of file

success or wait

success or wait

success or wait
end of file

success or wait
success or wait

success or wait

success or wait

end of file

end of file

Count Address

10

Count

L = T = T = e = S O S N N

N

Source
Symbol

6D4476FC WriteFile

Source

Address  Symbol

6D155705 unknown
6D155705 unknown
6D155705 unknown
6D155705 unknown

6DOB03DE ReadFile

6D15CA54 ReadFile

6D15CA54 ReadFile
6D15CA54 ReadFile

6DOB03DE ReadFile

6DOB03DE ReadFile

6D155705 unknown

6D155705 unknown
6D155705 unknown
6D155705 unknown

6D0BO3DE ReadFile

6DOB03DE ReadFile

6D155705 unknown

6D155705 unknown
6D161F73 ReadFile
6D16203F ReadFile

6DOB03DE ReadFile

6BFC1B4F ReadFile
6BFC1B4F ReadFile

6BFC1B4F ReadFile

Page 28 of 33



Source
File Path Offset Length Completion Count Address Symbol

C:\Program Files (x86)\WindowsPowerShell\Modules\PackageMana unknown 4096 success or wait 1 6BFC1B4F ReadFile
gement\1.0.0.1\PackageManagement.psdl

C:\Program Files (x86)\WindowsPowerShell\Modules\PackageMana unknown 774 end of file 1 6BFC1B4F ReadFile
gement\1.0.0.1\PackageManagement.psdl

C:\Program Files (x86)\WindowsPowerShell\Modules\PackageMana unknown 4096 end of file 1 6BFC1B4F ReadFile
gement\1.0.0.1\PackageManagement.psdl

C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4.0\Pester.psd1 unknown 4096 success or wait 2 6BFC1B4F ReadFile
C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4.0\Pester.psd1 unknown 4096 end of file 1 6BFC1B4F ReadFile
C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4.0\Pester.psd1 unknown 4096 success or wait 2 6BFC1B4F ReadFile
C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4.0\Pester.psd1l unknown 4096 end of file 1 6BFC1B4F ReadFile
C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4.0\Pester.psm1 unknown 4096 success or wait 7 6BFC1B4F ReadFile
C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4.0\Pester.psm1 unknown 682 end of file 1 6BFC1B4F ReadFile
C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4.0\Pester.psm1 unknown 4096 end of file 1 6BFC1B4F ReadFile
C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellGet\1.0.0.1\PowerShellGet.psd1  unknown 4096 success or wait 1 6BFC1B4F ReadFile
C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellGet\1.0.0.1\PowerShellGet.psd1  unknown 289 end of file 1 6BFC1B4F ReadFile
C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellGet\1.0.0.1\PowerShellGet.psd1  unknown 4096 end of file 1 6BFC1B4F ReadFile
C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellGet\1.0.0.1\PowerShellGet.psd1  unknown 4096 success or wait 1 6BFC1B4F ReadFile
C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellGet\1.0.0.1\PowerShellGet.psd1  unknown 289 end of file 1 6BFC1B4F ReadFile
C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellGet\1.0.0.1\PSModule.psm1 unknown 4096 success or wait 143 6BFC1B4F ReadFile
C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellGet\1.0.0.1\PSModule.psm1 unknown 993 end of file 1 6BFC1B4F ReadFile
C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellGet\1.0.0.1\PSModule.psm1 unknown 4096 end of file 1 6BFC1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft. PowerShell. Utility\Microsoft. unknown 4096 success or wait 1 6BFC1B4F ReadFile
PowerShell.Utility.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft. PowerShell. Utility\Microsoft. unknown 637 end of file 1 6BFC1B4F ReadFile
PowerShell.Utility.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft. PowerShell. Utility\Microsoft. unknown 4096 end of file 1 6BFC1B4F ReadFile
PowerShell.Utility.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft unknown 4096 success or wait 1 6BFC1B4F ReadFile
.PowerShell.Management\Microsoft.PowerShell.Management.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft unknown 534 end of file 1 6BFC1B4F ReadFile
.PowerShell.Management\Microsoft.PowerShell.Management.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft unknown 4096 end of file 1 6BFC1B4F ReadFile
.PowerShell.Management\Microsoft.PowerShell. Management.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\AppBackgr unknown 4096 success or wait 1 6BFC1B4F ReadFile
oundTask\AppBackgroundTask.psd1l

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\AppBackgr unknown 4096 end of file 1 6BFC1B4F ReadFile
oundTask\AppBackgroundTask.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\AppLocker\AppLocker.psdl unknown 4096 success or wait 1 6BFC1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\AppLocker\AppLocker.psdl unknown 990 end of file 1 6BFC1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\AppLocker\AppLocker.psdl unknown 4096 success or wait 1 6BFC1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\AppLocker\AppLocker.psdl unknown 990 end of file 1 6BFC1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\AppLocker\AppLocker.psdl unknown 4096 end of file 1 6BFC1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\AppvClient\AppvClient.psd1l unknown 4096 success or wait 1 6BFC1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\AppvClient\AppvClient.psd1l unknown 4096 end of file 1 6BFC1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\AppvClient\AppvClient.psd1l unknown 4096 success or wait 1 6BFC1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\AppvClient\AppvClient.psd1l unknown 4096 end of file 1 6BFC1B4F ReadFile
C:\Windows\assembly\Nativelmages_v4.0.30319_32\Microsoft.Mf4 unknown 748 success or wait 1 6D0OB0O3DE ReadFile
9f6405#\ccc7c82770f93d1392abde4be3a80378\Microsoft. Management.Infrastructure.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Core\f unknown 900 success or wait 1 6D0OB0O3DE ReadFile
1d8480152e0da9a60ad49c6d16a3b6d\System.Core.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_32\System\4f0a7e unknown 620 success or wait 1 6D0B0O3DE ReadFile
efa3cd3e0ba98b5ebddbbc72e6\System.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Xml\b2 unknown 748 success or wait 1 6D0OB0O3DE ReadFile
19d4630d26b88041b59c21e8e2b95c\System.Xml.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Config unknown 864 success or wait 1 6D0B0O3DE ReadFile
uration\8d67d92724ba494b6c7fd089d6f25b48\System.Configuration.ni.dil.aux

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config unknown 4095 success or wait 1 6D155705 unknown
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config unknown 8173 end of file 1 6D155705 unknown
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Appx\Appx.psd1 unknown 4096 success or wait 1 6BFC1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Appx\Appx.psd1 unknown 4096 end of file 1 6BFC1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\AssignedA unknown 4096 success or wait 1 6BFC1B4F ReadFile
ccess\AssignedAccess.psdl

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\AssignedA unknown 4096 end of file 1 6BFC1B4F ReadFile
ccess\AssignedAccess.psdl

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker\BitLocker.psd1 unknown 4096 success or wait 1 6BFC1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker\BitLocker.psd1l unknown 368 end of file 1 6BFC1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker\BitLocker.psd1l unknown 4096 end of file 1 6BFC1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker\BitLocker.psd1l unknown 4096 success or wait 1 6BFC1B4F ReadFile
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File Path Offset Length Completion Count Address Symbol
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker\BitLocker.psd1l unknown 368 end of file 1 6BFC1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker\en-US\BitLocker.psd1 unknown 4096 success or wait 2 6BFC1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker\en-US\BitLocker.psd1 unknown 770 end of file 1 6BFC1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker\en-US\BitLocker.psd1 unknown 4096 end of file 1 6BFC1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft. PowerShell. Utility\Microsoft. unknown 4096 success or wait 1 6BFC1B4F ReadFile

PowerShell.Utility.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft. PowerShell. Utility\Microsoft. unknown 637 end of file 1 6BFC1B4F ReadFile
PowerShell.Utility.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft. PowerShell. Utility\Microsoft. unknown 4096 success or wait 8 6BFC1B4F ReadFile
PowerShell.Utility.psm1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft. PowerShell. Utility\Microsoft. unknown 128 end of file 1 6BFC1B4F ReadFile
PowerShell.Utility.psm1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft. PowerShell. Utility\Microsoft. unknown 4096 end of file 1 6BFC1B4F ReadFile
PowerShell.Utility.psm1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config unknown 4095 success or wait 1 6D155705 unknown
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config unknown 8173 end of file 1 6D155705 unknown
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker\BitLocker.psd1 unknown 4096 success or wait 1 6BFC1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker\BitLocker.psd1 unknown 368 end of file 1 6BFC1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker\en-US\BitLocker.psd1 unknown 4096 success or wait 3 6BFC1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker\en-US\BitLocker.psd1 unknown 770 end of file 1 6BFC1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker\BitLocker.psm1 unknown 4096 success or wait 72 6BFC1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker\BitLocker.psm1 unknown 104 end of file 1 6BFC1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker\BitLocker.psm1 unknown 4096 end of file 1 6BFC1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitsTransfer\BitsTransfer.psd1 unknown 4096 success or wait 1 6BFC1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitsTransfer\BitsTransfer.psd1 unknown 522 end of file 1 6BFC1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitsTransfer\BitsTransfer.psd1 unknown 4096 end of file 1 6BFC1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BranchCache\BranchCache.psd1 unknown 4096 success or wait 1 6BFC1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BranchCache\BranchCache.psd1 unknown 358 end of file 1 6BFC1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BranchCache\BranchCache.psd1 unknown 4096 end of file 1 6BFC1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\CimCmdlets\CimCmdlets.psd1 unknown 4096 success or wait 1 6BFC1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\CimCmdlets\CimCmdlets.psd1 unknown 160 end of file 1 6BFC1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\CimCmdlets\CimCmdlets.psd1 unknown 4096 end of file 1 6BFC1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\Defender.psd1 unknown 4096 success or wait 1 6BFC1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\Defender.psd1 unknown 699 end of file 1 6BFC1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\Defender.psd1 unknown 4096 end of file 1 6BFC1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\Defender.psd1 unknown 4096 success or wait 1 6BFC1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\Defender.psd1 unknown 699 end of file 1 6BFC1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\ unknown 4096 success or wait 1 6BFC1B4F ReadFile
MSFT_MpComputerStatus.cdxml

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\ unknown 4096 end of file 1 6BFC1B4F ReadFile
MSFT_MpComputerStatus.cdxml

C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config unknown 4096 success or wait 1 6BFC1B4F ReadFile
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config unknown 4096 end of file 1 6BFC1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config unknown 4096 success or wait 1 6BFC1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config unknown 4096 end of file 1 6BFC1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\MSFT_MpPreference.cdxml unknown 4096 success or wait 12 6BFC1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\MSFT_MpPreference.cdxml unknown 764 end of file 1 6BFC1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\MSFT_MpPreference.cdxml unknown 4096 end of file 1 6BFC1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\MSFT_MpThreat.cdxml unknown 4096 success or wait 1 6BFC1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\MSFT_MpThreat.cdxml unknown 617 end of file 1 6BFC1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\MSFT_MpThreat.cdxml unknown 4096 end of file 1 6BFC1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\ unknown 4096 success or wait 1 6BFC1B4F ReadFile
MSFT_MpThreatCatalog.cdxml

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\ unknown 4096 end of file 1 6BFC1B4F ReadFile
MSFT_MpThreatCatalog.cdxml

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\ unknown 4096 success or wait 1 6BFC1B4F ReadFile
MSFT_MpThreatDetection.cdxml

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\ unknown 4096 end of file 1 6BFC1B4F ReadFile
MSFT_MpThreatDetection.cdxml

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\MSFT_MpScan.cdxml unknown 4096 success or wait 1 6BFC1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\MSFT_MpScan.cdxml unknown 227 end of file 1 6BFC1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\MSFT_MpScan.cdxml unknown 4096 end of file 1 6BFC1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\MSFT_MpSignature.cdxml  unknown 4096 success or wait 1 6BFC1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\MSFT_MpSignature.cdxml  unknown 243 end of file 1 6BFC1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\MSFT_MpSignature.cdxml  unknown 4096 end of file 1 6BFC1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\MSFT_MpWDOScan.cdxm! unknown 4096 success or wait 1 6BFC1B4F ReadFile

Copyright Joe Security LLC 2021 Page 30 of 33



Source
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C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\MSFT_MpWDOScan.cdxm! unknown 4096 end of file 1 6BFC1B4F ReadFile
C:\Windows\Microsoft. NET\assembly\GAC_MSIL\System.Management unknown 4096 success or wait 1 6D13D72F unknown

.Automation\v4.0_3.0.0.0__31bf3856ad364e35\System.Management.Automation.dll

C:\Windows\Microsoft. NET\assembly\GAC_MSIL\System.Management unknown 512 success or wait 1 6D13D72F unknown
.Automation\v4.0_3.0.0.0__31bf3856ad364e35\System.Management.Automation.dl|

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft. PowerShell. Utility\Microsoft. unknown 4096 success or wait 1 6BFC1B4F ReadFile
PowerShell.Utility.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft. PowerShell. Utility\Microsoft. unknown 637 end of file 1 6BFC1B4F ReadFile
PowerShell.Utility.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft. PowerShell. Utility\Microsoft. unknown 4096 success or wait 8 6BFC1B4F ReadFile
PowerShell.Utility.psm1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft. PowerShell. Utility\Microsoft. unknown 128 end of file 1 6BFC1B4F ReadFile
PowerShell.Utility.psm1

Analysis Process: conhost.exe PID: 6232 Parent PID: 5992

General

Start time: 11:10:03

Start date: 12/04/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
Imagebase: 0x7ff724c50000

File size: 625664 bytes

MDS5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Analysis Process: Shipping Documents000000000000000000020.exe PID: 816 Parent

PID: 7028
General
Start time: 11:10:04
Start date: 12/04/2021
Path: C:\Users\user\Desktop\Shipping Documents000000000000000000020.exe
Wow64 process (32bit): false
Commandline: C:\Users\user\Desktop\Shipping Documents000000000000000000020.exe
Imagebase: 0x40000
File size: 872960 bytes
MDS5 hash: 88926051EB8F9A2FF4AB25CE7AOAD41A
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language

Analysis Process: Shipping Documents000000000000000000020.exe PID: 5752 Parent

PID: 7028
General
Start time: 11:10:04
Start date: 12/04/2021
Path: C:\Users\user\Desktop\Shipping Documents000000000000000000020.exe
Wow64 process (32bit): true
Commandline: C:\Users\user\Desktop\Shipping Documents000000000000000000020.exe
Imagebase: 0x750000
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File size: 872960 bytes

MDS5 hash: 88926051EB8F9A2FF4AB25CE7AOADALA

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Yara matches: e Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source:

File Activities

00000005.00000002.908737908.0000000000402000.00000040.00000001.sdmp, Author:
Joe Security
Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source:

00000005.00000002.911446110.0000000002B31000.00000004.00000001.sdmp, Author:
Joe Security
Rule: JoeSecurity_CredentialStealer, Description: Yara detected Credential Stealer,

Source:

00000005.00000002.911446110.0000000002B31000.00000004.00000001.sdmp, Author:
Joe Security

File Created
File Path Access Attributes Options
C:\Users\user read data or list device directory file |
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Roaming read data or list device directory file |
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
File Written
File Path Offset Length Value Ascii
C:\Windows\System32\drivers\etc\hosts unknown 11 0d0a3132372e30 ..127.0.0.1
2e 30 2e 31
File Read
File Path Offset Length
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config unknown 4095
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config unknown 6135
C:\Windows\assembly\Nativelmages_v4.0.30319_32\mscorlib\a152 unknown 176
fe02a317a77aeee36903305e8baé\mscorlib.ni.dll.aux
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config unknown 4095
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System\4f0a7e unknown 620
efa3cd3e0ba98b5ebddbbc72e6\System.ni.dll.aux
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Config unknown 864
uration\8d67d92724ba494b6c7fd089d6f25b48\System.Configuration.ni.dil.aux
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Core\f unknown 900
1d8480152e0da9a60ad49c6d16a3b6d\System.Core.ni.dll.aux
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Xml\b2 unknown 748
19d4630d26b88041b59c21e8e2b95c\System.Xml.ni.dll.aux
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config unknown 4095
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config unknown 8171
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config unknown 4096
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config unknown 4096
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config unknown 4096
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config unknown 4096
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Login Data unknown 40960
C:\Users\user\AppData\Local\Microsoft\Credentials\DFBE70A7E5CC19A398EBF1B96859CE5D unknown 11168
C:\Users\user\AppData\Roaming\Microsoft\Protect\S-1-5-21-3853321935-2125563209- unknown 4096

4053062332-1002\0a2f551d-0c82-4f0c-a98f-927863431b30
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Completion

object name collision

object name collision

Completion

success or wait

Completion
success or wait
success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait
end of file
success or wait
end of file
success or wait
end of file
success or wait
success or wait

success or wait

Count

1

1

Count

Count

P R R R R R R R R

Source
Address

6D17CF06

6D17CF06

Source
Address

6BFC1B4F

Source
Address

6D155705
6D155705
6D0B0O3DE

6D15CA54
6D0B0O3DE

6D0B0O3DE

6D0B0O3DE

6D0B0O3DE

6D155705

6D155705

6BFC1B4F
6BFC1B4F
6BFC1B4F
6BFC1B4F
6BFC1B4F
6BFC1B4F
6BFC1B4F

Symbol

unknown

unknown

Symbol
WriteFile

Symbol
unknown
unknown

ReadFile

ReadFile
ReadFile

ReadFile

ReadFile

ReadFile

unknown
unknown
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
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Disassembly

Code Analysis
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