
ID: 392874
Sample Name: $RDPLVFM.exe
Cookbook: default.jbs
Time: 23:29:12
Date: 19/04/2021
Version: 31.0.0 Emerald
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Analysis Report $RDPLVFM.exe

Overview

General Information

Sample 
Name:

$RDPLVFM.exe

Analysis ID: 392874

MD5: 9cbcd1d8dae34c…

SHA1: b07e7b15752e1e…

SHA256: a9497a467b5846…

Infos:

Most interesting Screenshot:

Detection

Score: 60

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through Malicious sample detected (through ……

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for submMulti AV Scanner detection for subm……

Binary is likely a compiled AutoIt sc

Binary is likely a compiled AutoIt sc

Binary is likely a compiled AutoIt sc

Binary is likely a compiled AutoIt sc

Binary is likely a compiled AutoIt sc

Binary is likely a compiled AutoIt sc

Binary is likely a compiled AutoIt scBinary is likely a compiled AutoIt sc……

Binary contains a suspicious time st

Binary contains a suspicious time st

Binary contains a suspicious time st

Binary contains a suspicious time st

Binary contains a suspicious time st

Binary contains a suspicious time st

Binary contains a suspicious time stBinary contains a suspicious time st……

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a dContains functionality to check if a d……

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a dContains functionality to check if a d……

Contains functionality to communica

Contains functionality to communica

Contains functionality to communica

Contains functionality to communica

Contains functionality to communica

Contains functionality to communica

Contains functionality to communicaContains functionality to communica……

Contains functionality to dynamically

Contains functionality to dynamically

Contains functionality to dynamically

Contains functionality to dynamically

Contains functionality to dynamically

Contains functionality to dynamically

Contains functionality to dynamicallyContains functionality to dynamically……

Contains functionality which may be

Contains functionality which may be

Contains functionality which may be

Contains functionality which may be

Contains functionality which may be

Contains functionality which may be

Contains functionality which may beContains functionality which may be……

Creates a DirectInput object (often fo

Creates a DirectInput object (often fo

Creates a DirectInput object (often fo

Creates a DirectInput object (often fo

Creates a DirectInput object (often fo

Creates a DirectInput object (often fo

Creates a DirectInput object (often foCreates a DirectInput object (often fo……

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto functionDetected potential crypto function

Drops PE files

Drops PE files

Drops PE files

Drops PE files

Drops PE files

Drops PE files

Drops PE filesDrops PE files

Found a high number of Window / Us

Found a high number of Window / Us

Found a high number of Window / Us

Found a high number of Window / Us

Found a high number of Window / Us

Found a high number of Window / Us

Found a high number of Window / UsFound a high number of Window / Us……

Found dropped PE file which has no

Found dropped PE file which has no

Found dropped PE file which has no

Found dropped PE file which has no

Found dropped PE file which has no

Found dropped PE file which has no

Found dropped PE file which has noFound dropped PE file which has no……

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / aFound potential string decryption / a……

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder May sleep (evasive loops) to hinder ……

PE file contains an invalid checksum

PE file contains an invalid checksum

PE file contains an invalid checksum

PE file contains an invalid checksum

PE file contains an invalid checksum

PE file contains an invalid checksum

PE file contains an invalid checksumPE file contains an invalid checksum

PE file contains executable resource

PE file contains executable resource

PE file contains executable resource

PE file contains executable resource

PE file contains executable resource

PE file contains executable resource

PE file contains executable resourcePE file contains executable resource……

PE file contains strange resources

PE file contains strange resources

PE file contains strange resources

PE file contains strange resources

PE file contains strange resources

PE file contains strange resources

PE file contains strange resourcesPE file contains strange resources

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proceSample execution stops while proce……

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original Sample file is different than original ……

Sleep loop found (likely to delay exe

Sleep loop found (likely to delay exe

Sleep loop found (likely to delay exe

Sleep loop found (likely to delay exe

Sleep loop found (likely to delay exe

Sleep loop found (likely to delay exe

Sleep loop found (likely to delay exeSleep loop found (likely to delay exe……

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (Uses code obfuscation techniques (……

Yara signature match

Yara signature match

Yara signature match

Yara signature match

Yara signature match

Yara signature match

Yara signature matchYara signature match

Classification

Malware Configuration

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

$RDPLVFM.exe (PID: 7136 cmdline: 'C:\Users\user\Desktop\$RDPLVFM.exe'  MD5: 9CBCD1D8DAE34CD6CC49460103E521C4)

7za.exe (PID: 6420 cmdline: C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe x -y patchfiles.zip MD5: 0184E6EBE133EF41A8CC6EF98A263712)

conhost.exe (PID: 2804 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

alp.exe (PID: 6752 cmdline: C:\Users\user\AppData\Local\Temp\IXP000.TMP\alp.exe MD5: BF506999F29EAAB4910A08ED740C12FB)

rundll32.exe (PID: 5940 cmdline: 'C:\Windows\system32\rundll32.exe' C:\Windows\system32\advpack.dll,DelNodeRunDLL32 'C:\Users\user\AppData\Local\Temp\IXP000.TMP\' 

MD5: 73C519F050C20580F8A62C849D49215A)
cleanup

No configs have been found

Source Rule Description Author Strings

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchf
iles\www\db\config\ajax.php

webshell_php_generic_tiny php webshell 
having some kind 
of input and some 
kind of payload. 
restricted to small 
files or would give 
lots of false 
positives

Arnim Rupp 0x0:$php_short: <?
0x0:$php_new2: <?php
0x10:$inp3: _POST[
0x33:$cpayload4: passthru("
0x7f:$cpayload4: passthru("
0xbb:$cpayload4: passthru("
0x10d:$cpayload4: passthru("
0x164:$cpayload4: passthru("

Startup

Yara Overview

Dropped Files
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Sigma Overview

No Sigma rule has matched

Signature Overview

• AV Detection

• Compliance

• Spreading

• Networking

• Key, Mouse, Clipboard, Microphone and Screen Capturing

• System Summary

• Data Obfuscation

• Persistence and Installation Behavior

• Boot Survival

• Hooking and other Techniques for Hiding and Protection

• Malware Analysis System Evasion

• Anti Debugging

• HIPS / PFW / Operating System Protection Evasion

• Language, Device and Operating System Detection

Click to jump to signature section

AV Detection:

Multi AV Scanner detection for submitted file

System Summary:

Malicious sample detected (through community Yara rule)

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchf
iles\www\db\chip\dataupd.php

webshell_php_generic_tiny php webshell 
having some kind 
of input and some 
kind of payload. 
restricted to small 
files or would give 
lots of false 
positives

Arnim Rupp 0x0:$php_short: <?
0x0:$php_new2: <?php
0x94:$inp3: _POST[
0xb8:$inp3: _POST[
0xd6:$inp3: _POST[
0xf7:$inp3: _POST[
0x129:$inp3: _POST[
0x153:$inp3: _POST[
0x187:$inp3: _POST[
0x1aa:$inp3: _POST[
0x1df:$inp3: _POST[
0x212:$inp3: _POST[
0x259:$inp3: _POST[
0x28b:$inp3: _POST[
0x2b4:$inp3: _POST[
0x2f1:$inp3: _POST[
0x329:$inp3: _POST[
0x365:$inp3: _POST[
0x38a:$inp3: _POST[
0x3be:$inp3: _POST[
0x3d7:$cpayload2: exec($

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchf
iles\www\ajax\logfile.php

webshell_php_generic_tiny php webshell 
having some kind 
of input and some 
kind of payload. 
restricted to small 
files or would give 
lots of false 
positives

Arnim Rupp 0x0:$php_short: <?
0x0:$php_new2: <?php
0xf8:$inp2: _GET[
0xb8:$inp3: _POST[
0x355:$cpayload2: exec("

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchf
iles\www\db\chip\index.php

webshell_phpshell3 Web Shell - file 
phpshell3.php

Florian Roth 0x4741:$s2: <input name="nounce" type="hidden" valu
e="<?php echo $_SESSION['nounce'];
0x2746:$s7: $_SESSION['output'] .= "cd: could not cha
nge to: $new_dir\n";

Source Rule Description Author Strings
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Binary is likely a compiled AutoIt script file

Mitre Att&ck Matrix
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Process
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Desktop
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Exfiltration
Over
Bluetooth

Junk Data Exploit SS7 to
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NTDS Process Discovery 2 Distributed
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Cloud
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Cron Network
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Behavior Graph
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Behavior Graph

ID: 392874

Sample: $RDPLVFM.exe

Startdate: 19/04/2021

Architecture: WINDOWS

Score: 60

Malicious sample detected
(through community Yara

rule)

Multi AV Scanner detection
for submitted file

Binary is likely a compiled
AutoIt script file

$RDPLVFM.exe

1 11

        started       

rundll32.exe

        started       

C:\Users\user\AppData\Local\Temp\...\alp.exe, PE32

dropped

C:\Users\user\AppData\Local\Temp\...\pscp.exe, PE32

dropped

C:\Users\user\AppData\Local\...\plink.exe, PE32

dropped

C:\Users\user\AppData\Local\Temp\...\7za.exe, PE32

dropped

7za.exe

502

        started       

alp.exe

        started       

C:\Users\user\AppData\Local\Temp\...\lighttpd, ELF

dropped

C:\Users\user\AppData\Local\...\update_demon, ELF

dropped

C:\Users\user\AppData\Local\...\timer_demon, ELF

dropped

112 other files (none is malicious)

dropped

conhost.exe

        started       

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

No bigger version No bigger version No bigger version No bigger version No bigger version No bigger version No bigger version

No bigger version No bigger version No bigger version No bigger version No bigger version No bigger version No bigger version No bigger version No bigger version No bigger version

Screenshots
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Source Detection Scanner Label Link

$RDPLVFM.exe 12% Virustotal Browse

Source Detection Scanner Label Link

C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe 0% Metadefender Browse

C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe 0% ReversingLabs

C:\Users\user\AppData\Local\Temp\IXP000.TMP\alp.exe 8% ReversingLabs

No Antivirus matches

No bigger version No bigger version No bigger version No bigger version No bigger version No bigger version No bigger version No bigger version No bigger version No bigger version

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files

Domains

Copyright Joe Security LLC 2021 Page 8 of 313

https://www.virustotal.com/gui/file/a9497a467b5846d60f2c12a3fd03c4fce70e38a7237a916d93ee440048b9c59b/detection/f-a9497a467b5846d60f2c12a3fd03c4fce70e38a7237a916d93ee440048b9c59b-1618866269
https://www.metadefender.com/#!/results/file/YnpJd01UQXpNRmt5Vm1SSWEzZFJiUWNZd3JkUUxhNkdu/regular/analysis


No Antivirus matches

Source Detection Scanner Label Link

www.cryptologie.net/article/126/bruteforce-apr1-hashes/ 0% Avira URL Cloud safe

docs.allnetnetworks.com/direct.php 0% Avira URL Cloud safe

www.domain.dom/ca-crl.pem 0% Avira URL Cloud safe

docs.allnetnetworks.com/ 0% Avira URL Cloud safe

www.stepanreznikov.com/js-shortcuts/ 0% Avira URL Cloud safe

https://192.168.1.19/xml/jsonswitch.php?id=168&set=8.8&fading=16.9 0% Avira URL Cloud safe

docs.allnetnetworks.com/check.php 0% Avira URL Cloud safe

192.168.0.100/ 0% Avira URL Cloud safe

No contacted domains info

Name Source Malicious Antivirus Detection Reputation

www.cryptologie.net/article/126/bruteforce-apr1-hashes/ crypt.php.2.dr false Avira URL Cloud: safe unknown

www.filamentgroup.com jquery.download.js.2.dr false high

https://update.allnet.de/v3/ offlineupdate.sh.2.dr false high

www.autoitscript.com/autoit3/R alp.exe, 00000006.00000000.648
836045.0000000000FB4000.000000
02.00020000.sdmp

false high

www.wetter.com/wetter_rss/wetter.xml) lang_fr.ini.2.dr false high

docs.allnetnetworks.com/direct.php documentation.php.2.dr false Avira URL Cloud: safe unknown

www.domain.dom/ca-crl.pem openssl.cnf.2.dr false Avira URL Cloud: safe unknown

jqueryui.com jquery-ui-1.11.4.custom.min.css.2.dr false high

www.lighttpd.net/documentation/access.html access_log.conf.2.dr false high

https://jquery.org/license/ about.html.2.dr false high

https://github.com/whitehat101/apr1-md5 crypt.php.2.dr false high

https://github.com/HanSolo/SteelSeries-Canvas/ about.html.2.dr false high

www.allnet.de test_connection.sh.2.dr false high

docs.allnetnetworks.com/ documentation.php.2.dr false Avira URL Cloud: safe unknown

https://hg.mozilla.org/releases/mozilla-release/raw-
file/default/security/nss/lib/ckfw/builtins/cert

ca-certificates.crt.2.dr false high

www.openssl.org/support/faq.html libcrypto.so.2.dr false high

curl.haxx.se/docs/http-cookies.html libcurl.so.4.2.dr false high

twitter.github.com/bootstrap/assets/css/bootstrap.css jquery.simplecolorpicker.css.2.dr false high

www.php.net/manual/en/function.crypt.php#73619 crypt.php.2.dr false high

www.stepanreznikov.com/js-shortcuts/ jquery.short_cuts.js.2.dr false Avira URL Cloud: safe unknown

aspirine.org/htpasswd_en.html crypt.php.2.dr false high

https://github.com/flot/flot/blob/master/LICENSE.txt about.html.2.dr false high

www.opensource.org/licenses/mit-license.php jquery.blockUI.min.js.2.dr false high

https://update.allnet.de/ checkupdate.sh.2.dr false high

www.openssl.org/support/faq.htmlRAND libcrypto.so.2.dr false high

https://creativecommons.org/licenses/by-sa/3.0/ jquery-ui.icon-font.css.2.dr false high

jqueryui.com/themeroller/?
ffDefault=Arial%2C%20Helvetica%2C%20sans-
serif&fwDefault=normal&fsD

jquery-ui-1.11.4.custom.min.css.2.dr false high

https://192.168.1.19/xml/jsonswitch.php?
id=168&set=8.8&fading=16.9

7za.exe, 00000002.00000003.645
520903.00000000007C0000.000000
04.00000001.sdmp, jsonswitch.php.2.dr

false Avira URL Cloud: safe unknown

www.google.de test_connection.sh.2.dr false high

https://jquery.com/ about.html.2.dr false high

www.filamentgroup.com/lab/jquery_plugin_for_requesting_ajax
_like_file_downloads/

jquery.download.js.2.dr false high

www.allnet.de/gpl.html about.html.2.dr false high

URLs

Domains and IPs

Contacted Domains

URLs from Memory and Binaries
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General Information

Joe Sandbox Version: 31.0.0 Emerald

Analysis ID: 392874

Start date: 19.04.2021

Start time: 23:29:12

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 12m 45s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: $RDPLVFM.exe

Cookbook file name: default.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 
Update 211

Number of analysed new started processes analysed: 30

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal60.winEXE@7/561@0/0

EGA Information: Successful, ratio: 66.7%

HDC Information: Successful, ratio: 0.4% (good quality ratio 0.3%)
Quality average: 70%
Quality standard deviation: 31.7%

HCA Information: Failed

Cookbook Comments: Adjust boot time
Enable AMSI
Found application associated with file extension: 
.exe

malsup.com/jquery/block/ jquery.blockUI.min.js.2.dr false high

docs.allnetnetworks.com/check.php documentation.php.2.dr false Avira URL Cloud: safe unknown

192.168.0.100/ status.php.2.dr false Avira URL Cloud: safe unknown

www.gnu.org/licenses/gpl.html jquery-ui.icon-font.css.2.dr, jquery.blo
ckUI.min.js.2.dr

false high

https://github.com/twitter/bootstrap/blob/master/less/dropdown
s.less

jquery.simplecolorpicker.css.2.dr false high

httpd.apache.org/docs/2.2/misc/password_encryptions.html
crypt.php.2.dr false high

svn.apache.org/viewvc/apr/apr-
util/branches/1.3.x/crypto/apr_md5.c?view=co

crypt.php.2.dr false high

openweathermap.org/ 7za.exe, 00000002.00000003.645
520903.00000000007C0000.000000
04.00000001.sdmp

false high

trentrichardson.com/examples/timepicker jquery.timepicker.min.js.2.dr false high

www.flotcharts.org/ about.html.2.dr false high

Name Source Malicious Antivirus Detection Reputation

No contacted IP infos

Contacted IPs

Copyright Joe Security LLC 2021 Page 10 of 313



Warnings:
Exclude process from analysis (whitelisted): 
MpCmdRun.exe, BackgroundTransferHost.exe, 
wermgr.exe, backgroundTaskHost.exe, 
conhost.exe, svchost.exe, wuapihost.exe
Created / dropped Files have been reduced to 100
Execution Graph export aborted for target 
$RDPLVFM.exe, PID 7136 because there are no 
executed function
Report size exceeded maximum capacity and may 
have missing behavior information.
Report size getting too big, too many NtCreateFile 
calls found.
Report size getting too big, too many NtOpenFile 
calls found.
Report size getting too big, too many 
NtSetInformationFile calls found.
Report size getting too big, too many NtWriteFile 
calls found.

No simulations

No context

No context

No context

No context

Match Associated Sample Name / URL SHA 256 Detection Link Context

C:\Users\user\AppData\Local\Temp\IXP0
00.TMP\7za.exe

IEUser.exe Get hash malicious Browse

2018_19_S1_A1.exe Get hash malicious Browse

2018_19_S1_A1.exe Get hash malicious Browse

2018_19_S1_A1.exe Get hash malicious Browse

CDaNsQ7Rrd.exe Get hash malicious Browse

runme.exe Get hash malicious Browse

tes2.exe Get hash malicious Browse

C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe

Process: C:\Users\user\Desktop\$RDPLVFM.exe

File Type: PE32 executable (console) Intel 80386, for MS Windows

Show All

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs

Domains

ASN

JA3 Fingerprints

Dropped Files

Created / dropped Files
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Category: dropped

Size (bytes): 690688

Entropy (8bit): 6.581619840895496

Encrypted: false

SSDEEP: 12288:rmJysC11szmzqS/Vf3gny3MhcGsnWrfATfkeafIO3rn1ExwnZE1f:r9s/zmT/my8zoW6ff4rn1ExwZE

MD5: 0184E6EBE133EF41A8CC6EF98A263712

SHA1: CB9F603E061AEF833A2DB501AA8BA6BA007D768E

SHA-256: DD6D7AF00EF4CA89A319A230CDD094275C3A1D365807FE5B34133324BDAA0229

SHA-512: 6FEC04E7369858970063E94358AEC7FE872886B5EA440B4A11713B08511BA3EBE8F3D9312E32883B38BAE66E42BC8E208E11678C383A5AD0F7CC0ABE29C3A8E
D

Malicious: false

Antivirus: Antivirus: Metadefender, Detection: 0%, Browse
Antivirus: ReversingLabs, Detection: 0%

Joe Sandbox 
View:

Filename: IEUser.exe, Detection: malicious, Browse
Filename: 2018_19_S1_A1.exe, Detection: malicious, Browse
Filename: 2018_19_S1_A1.exe, Detection: malicious, Browse
Filename: 2018_19_S1_A1.exe, Detection: malicious, Browse
Filename: CDaNsQ7Rrd.exe, Detection: malicious, Browse
Filename: runme.exe, Detection: malicious, Browse
Filename: tes2.exe, Detection: malicious, Browse

Reputation: low

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.........,"..Bq..Bq..Bq..Nq.Bq..Iq.BqB.Lq.Bq..Hq.Bq..Fq.BqO..q..Bq..C
qN.BqB..q.Bq..Iqy.Bq...q.Bq...q.Bq..Dq..BqRich..Bq........................PE..L...+.Y........../......8...................P....@..........................@..............................................,...x....0..@......
......................................................................P..(............................text....7.......8.................. ..`.rdata...@...P...B...<..............@..@.data....r...........~..............@....sxdata...... .....
.................@....rsrc...@....0......................@..@.............................................................................................................................................................................................
...........................................................................................

C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe

C:\Users\user\AppData\Local\Temp\IXP000.TMP\allnet.ico
Process: C:\Users\user\Desktop\$RDPLVFM.exe

File Type: MS Windows icon resource - 1 icon, 16x12, 8 bits/pixel

Category: dropped

Size (bytes): 1326

Entropy (8bit): 3.83221656975948

Encrypted: false

SSDEEP: 24:QlTYSDdj/lJmJf5Qf1wSy+mH/Mx5dpNqD9a:6jFlYJf6fSSy+KUxDTq

MD5: 6B395E553E4925B2D51F9B545D065867

SHA1: 8A5D106507ADEE4878514AD55CCC332DCA419CDC

SHA-256: CE16DBE6B0A50CE54A2BD0BBFA86F0E357B94D4327B336686588255749D7A89A

SHA-512: 23B953ED866F4CFFD497FAD72B65653CCDAF1B9A588223F028A0067BDF83E03D8440C377FACAB5448B1A2A3444184591A209F0BC922B90A3C64EFD16298F53BF

Malicious: false

Reputation: low

Preview:
......................(.......................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..........................................................................................................................................................................

C:\Users\user\AppData\Local\Temp\IXP000.TMP\alp.au3
Process: C:\Users\user\Desktop\$RDPLVFM.exe

File Type: C source, ISO-8859 text, with CRLF line terminators

Category: dropped

Size (bytes): 11337

Entropy (8bit): 5.592504389889568

Encrypted: false

SSDEEP: 192:0Omn37k80hkTsTdjilUT74yEQCYxiMza8q2T453f5/78aa3qn9d7dQtrVW1SwvGu:0Oi37k80hkUEQCYIGaZI41fBYaa3q9dl

MD5: D1B3DE90B68F99BAD69B845FFAE0A954

SHA1: 98DFC9B732E9FCF04411C059310BEFF3C987748D

SHA-256: 81318D237D6907B38B7819F5EF738206AFDEBE9ECEC85CC69D9FED13F3B6022A

SHA-512: 99441B6B82081F7D5504279626DE6430C45C21464B0DD2A6CD9A08F45D8431760F785BA225D66F4F8FEFC9F58DDCFE5D902840451243FFABC0C47C701DF7651F

Malicious: false

Reputation: low

Preview:
#Region ;**** Directives created by AutoIt3Wrapper_GUI ****..#AutoIt3Wrapper_Res_Description=ALLNET Local Patcher..#AutoIt3Wrapper_Res_Fileversion=1.2..#AutoIt3
Wrapper_Res_LegalCopyright=ALLNET GmbH Computersysteme..#AutoIt3Wrapper_Add_Constants=n..#EndRegion ;**** Directives created by AutoIt3Wrapper_GUI ***
*..#include <Constants.au3>..#include <AutoItConstants.au3>..#include <MsgBoxConstants.au3>..#include <Array.au3>..#include <ButtonConstants.au3>..#include <Edi
tConstants.au3>..#include <Date.au3>..#include <GUIConstantsEx.au3>..#include <StaticConstants.au3>..#include <TabConstants.au3>..#include <WindowsCon
stants.au3>..#Region ### START Koda GUI section ### Form=c:\users\normal\desktop\au\lp_form.kxf....Global $iGuiWidth = 323, $iGuiHeight = 233, $iGuiXPos = (@Des
ktopWidth / 2) - $iGuiWidth / 2, $iGuiYPos = (@DesktopHeight / 2) - $iGuiHeight / 2....Local $lang = IniReadSection(@ScriptDir & "\lang.ini", "de")....Local $source = Ini
Read(@ScriptDir & "\patch.ini", "path", "source", 
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\alp.exe

Process: C:\Users\user\Desktop\$RDPLVFM.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 985600

Entropy (8bit): 6.81888999580384

Encrypted: false

SSDEEP: 12288:dtb20Qc3lT7af41ePBRYuQLKpqeUhbTv5OFgNuPPpHSga+TheynGHFTxKXSt6A:dtb20pkaCqT5TBWgNQ7amhrnGRCSt6A

MD5: BF506999F29EAAB4910A08ED740C12FB

SHA1: 63D54DF698490405F147C020A7EA8835AA41264E

SHA-256: 4A6000E16261941A671473DC67CBE7C7DA90A88A13ACA63E8B2EA1968D9E3AD6

SHA-512: E2870B422AEF4A95C62F37152D331632B4A59643999DBB73D3F2B93FDAD95ED3D12A9F8D70C19EC06FD366112DD7E0CF1E70B379D11ECCB11C278CDDE05284B
8

Malicious: true

Antivirus: Antivirus: ReversingLabs, Detection: 8%

Reputation: low

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........d...........'.a....H.k....H.h.....H.i....}%....}5............~.......k......o.....1......j.
...Rich....................PE..L....^.Y.........."..........P......t_............@..........................p.......8....@...@.......@......................p..|....@..@y......................Ll..................................0'.
.@...............`............................text...O........................... ..`.rdata..B...........................@..@.data...T........b..................@....rsrc...@y...@...z..................@..@.reloc..t......
......d..............@..B...........................................................................................................................................................................................................................................
.....................................................

C:\Users\user\AppData\Local\Temp\IXP000.TMP\lang.ini
Process: C:\Users\user\Desktop\$RDPLVFM.exe

File Type: ISO-8859 text, with CRLF line terminators

Category: dropped

Size (bytes): 1310

Entropy (8bit): 5.191323439459187

Encrypted: false

SSDEEP: 24:wWXIW4SPFpuATSgLlqvwMVuE11cRqUPQ7bTWy0+Byvc2JxfJSWt3snnEohbBbf+4:JIgFoA5kI3E11cRnkbTYD7BB3snEmbRl

MD5: EBD1F6AA84ECA83F3BE7E9D122AD91E8

SHA1: 35FF5533F80EBA4FC23085AC99A95CC60BDEB341

SHA-256: EA79D91121A27035349BD2D15DDD8B2C5042439EA02B48799A2174E6073B50D0

SHA-512: B63EB97FF185746DB3EFBE71BBB3E3E4D5A43651100A37704C01385C8115F72B9157DF22EB5350BD6864A1257346A899B31C8DEA9EB04065FD10927783D32B5E

Malicious: false

Reputation: low

Preview:
[de]..1=Standard..2=Start..3=Abbrechen..4=Ger.te IP Adresse..5=(z.B. 192.168.0.100)..6=Benutzer..7=Passwort..8=Port..9=Felder leer lassen wenn Standard..10=Pr.fe 
Ger.t..11=KEINE g.ltige IP-Adresse ..12=Bitte warten.....13=kopiere aktuelle Dateien.....14=Ein Fehler ist aufgetreten..15=Benutzer oder Passwort falsch..16=Falscher Ge
r.te Typ: Dieser Patch ist nicht geeignet f.r dieses Ger.t..17=Falsche Version: Ger.te Version..18=Ger.t erf.llt nicht die Voraussetzungen: ..19=Ger.t gefunden:..20=Versi
on:..21=Korrigiere Berechtigungen.....22= nicht gefunden!..23=Failed to connect..24=Fertig.....25=Aktualisierung beendet...26=BITTE STARTEN SIE DAS GER.T NEU!!!
..27=Erweitert....[en]..1=Standard..2=Start..3=Cancel..4=Device IP Address..5=(e.g. 192.168.0.100)..6=User..7=Password..8=Port..9=Leave fields blank for default
..10=Check device accessibility..11=NOT a valid IP address ..12=Please wait.....13=Copy current files.....14=An Error has Occurred..15=User or Password wrong..1
6=Wrong Devicetype: 

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patch.ini
Process: C:\Users\user\Desktop\$RDPLVFM.exe

File Type: ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 847

Entropy (8bit): 4.891955094061641

Encrypted: false

SSDEEP: 12:/XDvOZXFo1BFo9tNPUKA1BF4fpNPUBNBFAfpNPURKxMfm1XXN6vCEN4AGA:/XDOxFoLmrKRLSBKVKBKRAMfmXgakrGA

MD5: B1D77CA9010A53546B254D33F05EFB3B

SHA1: 2117C34F1599F4A2604E8A61300EDADF635E719F

SHA-256: 35BC69B411F1F551F4D501FE2BEE0880206E9672EEF620C972E470973C63909E

SHA-512: 10D1B439BC734930FA7FD6E6ED648F87DDBEF6F6D4DCB85A116E6B1783D4373B77CFEAE11868C744EC7B78AD2A5503D88D9D5C694907750D10123D2FA578D14
3

Malicious: false

Reputation: low

Preview:
[check]..deviceType=ALL3505..major=3..version=1000..[path]..source=\patchfiles\*..target=/..[command]..check=[ -f /etc/default/device ] && { cat /etc/default/device | tr -d 
'\n' > /root/info;echo -n '#' >> /root/info;cat /etc/default/version | tr -d '\n' >> /root/info; } || { /usr/sbin/allnet/sqldb_read /control/devicetype | tr -d '\n' > /root/info;echo -n '#' >> 
/root/info;/usr/sbin/allnet/sqldb_read /sys/firmware/versionnum | tr -d '\n' >> /root/info;echo -n ';' >> /root/info;/usr/sbin/allnet/sqldb_read /sys/firmware/patch | tr -d '\n' >> /ro
ot/info; };cat /root/info;rm -rf /root/info;"..cleanupbefore=/etc/scripts/allnet.sh stop;/etc/scripts/httpd.sh stop;sleep 2;rm -rf /etc/init.d/*;rm -rf /etc/scripts/*;rm -rf /www;rm -rf 
/usr/sbin/allnet/*;rm -rf /usr/apache;..start=/bin/chmod -R 775 /etc/scripts/*;/etc/scripts/laststate.sh;......

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles.zip
Process: C:\Users\user\Desktop\$RDPLVFM.exe

File Type: Zip archive data, at least v2.0 to extract
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Category: dropped

Size (bytes): 7888797

Entropy (8bit): 7.984738501222126

Encrypted: false

SSDEEP: 196608:oeQePs7OSbEb0rOEb0rmWyescTxSyIXmZj727vt:BDPKEbREba9R7u

MD5: 1C3573EC49D388226060CF7494660017

SHA1: 1AC4498CBA4457D1CB3DBC07D54C7B2F56571FD2

SHA-256: E72D614F1E5BF8F3897F166F0CE1CAFDD6CA1C263795871034AA80440AB690A9

SHA-512: 39C7FFC90E08BBE3A7E50BFCCB380C6550DF452107B2EDF237F9EC2E1A2146F34F52FA4515351273BC8A41D6991F8B24BB2F7177314FDA5763BE06FA10B415E8

Malicious: false

Reputation: low

Preview:
PK.........q.J................patchfiles/PK........Mq;K................patchfiles/etc/PK.........q.J................patchfiles/etc/crontab/PK........)q.J..K.%...%.......patchfiles/etc/crontab/root*/15 * 
* * * /etc/scripts/ntpdate.sh.PK........P\uJ................patchfiles/etc/data_accessPK.........>=K................patchfiles/etc/default/PK........f<3Kt...G...t...(...patchfiles/etc/def
ault/accessHelper.json..!.. ....1~&..fO...~Cvf.-...n..7.r..&..T...tU.D..x.j.....[:....r...s_>PK.........>=K.a..14......*...patchfiles/etc/default/config_default.s3db...T...$9..RC)%
...hbH.K.ech..B.Z..H......z..V..{......{.w_..|.74lI...K......?...y..&....DI.!..8t+Q..wN?.!.Ef....>d......(w.=.G......$.N...Sx...MB..^......n_J.d...2...v...KV..S.........i.*q0..j..6.%noWW...=
.f)......#..$...!.1..$.[.>3.(.,..M..^.........3..sn..xn......S$..%..m..)..,.7J.|.X,%.%gt"....;.Jeg.....[-..)..Wv-c..^.+..'..l"..%..fD....a6.xj.....eQ1...D&.v!.)3.a.....9%.O.n.x.$..V3..|.T.gL0...'ywf).
..rn&........m.

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles.zip

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\crontab\root
Process: C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe

File Type: ASCII text

Category: dropped

Size (bytes): 37

Entropy (8bit): 3.858800164249569

Encrypted: false

SSDEEP: 3:HQFPF/w2URvr4Auv:6CBRvr4Auv

MD5: DAA087CC6BF5DA2118A1F6FF9FFCAC91

SHA1: 71D3DE81EC1751CD9D042066AA35F1701753A7F0

SHA-256: 028CD79911144DA67B81D5F8DCE64C5E960E207E6A06D4E4B13E05D378420F8A

SHA-512: 9CC2B9C68EDA45433F14ECCC59E7781458147064901FC6883E33A0D5A5620408742E17B494261CA863E97CBB5CAA5D85080ADFD7A657177485864EE5F73974AD

Malicious: false

Reputation: low

Preview:
*/15 * * * * /etc/scripts/ntpdate.sh.

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\default\accessHelper.json
Process: C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe

File Type: ASCII text

Category: dropped

Size (bytes): 116

Entropy (8bit): 4.168516940483497

Encrypted: false

SSDEEP: 3:YERmRXmaCirJ3A3sLxmaCirJ2INKVgwCKCn:YEM0aCmZL0aCmYPrCKCn

MD5: 471F2250EB48633B9E9EC07BDBCA3B98

SHA1: D6469CD09897D4D3A18215619675452662728CC7

SHA-256: 8E1F68F78B6A1240E97A9FC5CE3C62D1A2930F7CCD4C2811EEC55348AF570B35

SHA-512: 6A9ABE3EBC5048FCA803CC56B9B930BD0E479A10E7E2D06C6C6011E09694B0A3AA501CD791EC754EFB0E32E41DF33666574191CFDFD2C1D1EB3FCA023D756B
2A

Malicious: false

Reputation: low

Preview:
{"accessControl":{"enabled":"0","users":[]},"remoteControl":{"enabled":"0","users":[]},"slaveMode":{"enabled":"0"}}.

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\default\config_default.s3db
Process: C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe

File Type: SQLite 3.x database, last written using SQLite version 3015002

Category: dropped

Size (bytes): 56320

Entropy (8bit): 5.405214449328123

Encrypted: false

SSDEEP: 768:+D1vlLc+pLqFDIpAZLfG4fQ6Yp8Z+HUmQaBmel:+BlLbOFspAZLfBYn0+vnl

MD5: 9347C01E0F4A9B29484E4012AC676897

SHA1: 223A54D551E828E3C0ECCEEA4B55CE687999CC14

SHA-256: E8515C6EAE200F591B5F755B9DF902079F82067660FF473A0D47445AF319469D

SHA-512: 2D8CA699050CF7EDAAEE144C274450B87D01A64399C52647BDA89CD6AB68B9F1FEFA1A06603112CA55E87410025C2ADB9497D9E5057061548E88C888519916C3

Malicious: false
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Preview:
SQLite format 3......@  ..F....7..............................................................F....Z......................................................................................................................................................
..............................................................................................P...++.Ytablesqlite_sequencesqlite_sequence.CREATE TABLE sqlite_sequence(name,seq).S........tabl
etimertimer.CREATE TABLE [timer] (.    [id] INTEGER PRIMARY KEY AUTOINCREMENT NOT NULL,.    [name] text NULL,.    [description] text NULL,.    [start] text 
NULL,.    [action] text NULL,.    [mo] text NULL,.    [tu] text NULL,.    [we] text NULL,.    [th] text NULL,.    [fr] text NULL,.    [sa] text NULL,.    [su] text NULL,.    [actor] text 
NULL,.    [active] text NULL,.    [command] text NULL., [actor_type] text NOT NULL DEFAULT 2, [actor_analogValue] text, matrixID TEXT, matrixAction TEXT, flo
wControlID TEXT, timerType TEXT NOT NULL DEFAULT 0, sunInfo.

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\default\config_default.s3db

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\default\daemons
Process: C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe

File Type: ASCII text

Category: dropped

Size (bytes): 128

Entropy (8bit): 3.9347392422078142

Encrypted: false

SSDEEP: 3:CMviMXsIQvRJYIKbNXRMcqt6XlqBtQvXgXMN27vIK7Xo4QVBERfBAIQvELgKd73b:piM8IQvzwJRMt61q4vU7vIKTo4Qr4fBT

MD5: 5063C29EFAE4AF6C67B6544972C10831

SHA1: 7760BDFB54580B49A0F9371E3951B843C6E57037

SHA-256: 6329F108469D63C976F1FC99C0B23A95638413BFE04310FD6AA53C33A898CFAE

SHA-512: 895336E0782EBCF5BEE8D78C9FF65E41F079916395CF98F18ADD041C30D341161FA7D4C6120FD29357618857532B118C5DB999FE0E42C3241A2C6083FBF3CC18

Malicious: false

Preview:
sensor_shm_demon.i2c_demon.timer_demon.history_demon.rc_read_demon.rc_write_demon.monitoring_demon.update_demon.analogctl_demon.

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\default\dependent
Process: C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe

File Type: ASCII text

Category: dropped

Size (bytes): 15

Entropy (8bit): 3.773557262275185

Encrypted: false

SSDEEP: 3:5xL2IQ6n:vKB6

MD5: 5699C3BBB2C27F1123B2C48CAB9FD7D6

SHA1: B8D461347D5DD70CB0581A5C21960EF9099FCEAD

SHA-256: A69326345C3C58E0FE00DB14682ECEF30FCFD3A10763D6C04BCCAD01A9D89F95

SHA-512: 6EBA6F87AC596A84DDAB53AECF5529BEBFD72DBF169E160393478A2DE13AA46497275EF162D6E3EF3EF180811D65FE885D6E17AE5D7F826EBD854ECCA91476
6D

Malicious: false

Preview:
matrix_demon 5.

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\default\device
Process: C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 7

Entropy (8bit): 2.2359263506290326

Encrypted: false

SSDEEP: 3:sX6n:F

MD5: 87A0308ACC5106AA0B707E5062EFEC57

SHA1: 4E9FC12BEE7772597C5EC1A41A112BBC6D73F7EE

SHA-256: CACE767F096157DF4C06797AC7D572A0F2DCD7EF7BF3001DFBCDCA85658D647F

SHA-512: 3631AC15BF13D672D84645FCD0BEA2CC6C1AD5F001326B8011F330460BDFBD316B9A2C2299BED85A5E710B10E4967B5682FCC3EDCB63E752D1E0529A8EE0FD
26

Malicious: false

Preview:
ALL3505

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\default\sqlite.cnf
Process: C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 14

Entropy (8bit): 3.3787834934861767

Encrypted: false

SSDEEP: 3:pEURKe:pVKe

MD5: 01FD8BD297D99AC87E52D57AFC0A9B24

SHA1: EFA85AB74E173AFCC532C0DA462F7363BD8306C4
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SHA-256: B55D279AFCE626E557C854498BA6A12C40675D6ED73C59A9A713C9D918D36F01

SHA-512: DB132312B9DA431567C5F06E4FFFB1C85610CD8D6A8C24391A800ACFE7534CE8572ED10EFF1BE40249B4B9323290B4FE64F7EEE636C06EF960D948DE5DBF86D
D

Malicious: false

Preview:
.separator ';'

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\default\sqlite.cnf

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\default\version
Process: C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 8

Entropy (8bit): 2.75

Encrypted: false

SSDEEP: 3:RLU3X:5Un

MD5: 951F5DBFD3B0B2F7BDCB669CDD60B8F6

SHA1: AC43518A75C6340E66452E4AC208A551A4F5F5EB

SHA-256: 381495CF80973CD0AD8A52481D2B4CC2364077D8504A03316E1B7E8D300A03CD

SHA-512: 272FD35F6054141F617406645017919707AD276BC1795C11D44D85AEC42F701001E11CCE65C00C69CD221702E3CD68AB878D59D2225497B0F777523332E7846C

Malicious: false

Preview:
335;1082

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\group
Process: C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe

File Type: ASCII text

Category: dropped

Size (bytes): 224

Entropy (8bit): 4.251232014207013

Encrypted: false

SSDEEP: 6:fzMmmd4MWo7oQ5P2vujzYTQv4XfDv1Lly+YQtUV/Hn:fz2d4XowmjzYTQvKL1LlyVQtUV/n

MD5: DA358ADBF58E54ADBF01A2CF21FED955

SHA1: 05B8EAB2CCA239F208D41D2DF3A8BBDFEA8FA6F0

SHA-256: AEB15A0A594B49B5422A2A7ADC938CFE22F9959B154C380D80773399B2E56D25

SHA-512: 83ADFF94683F3EFDB25BB736A8107B48A424E4328F5750DCF2CEDAA0501F1FA31732C59687D338F09667C2F06C89CE0484D2F3B4FD5700AD945D8934D6601625

Malicious: false

Preview:
root:x:0:.daemon:x:1:.bin:x:2:.sys:x:3:.adm:x:4:.tty:x:5:.disk:x:6:.wheel:x:10:root.audio:x:29:.utmp:x:43:.staff:x:50:.haldaemon:x:68:.dbus:x:81:.netdev:x:82:.ftp:x:83.no
body:x:99:.nogroup:x:99:.users:x:100:.default:x:1000:.

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\init.d\S00_firststart
Process: C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe

File Type: POSIX shell script, ASCII text executable

Category: dropped

Size (bytes): 1782

Entropy (8bit): 5.326815325531047

Encrypted: false

SSDEEP: 48:ZDHjt3ishi4kUDwuSP02/ENEJegRkghIlL3EPEq:xNi4JeP02/ENEJNQ3EPEq

MD5: 74ADB5E6F977C9D0E661F71DA2F88FA1

SHA1: 84C1DEBDFE644390A464428C70BBD0FFB8226417

SHA-256: DB9C4A57019548401ACF8943E722B71A369B7F0DEFDF2D4E5C2006999491838A

SHA-512: 46CABBF3B47498F52D22D90DE8EB7985742AC4F702E621CBC3ADAB99013A03CA97B366C71325E0F755184DCEFD0BB21D1244446DD4D6A3CFE9D635BA705D6D
F6

Malicious: false

Preview:
#!/bin/sh.setTestChip() {../usr/bin/sqlite3 /etc/default/config_default.s3db "UPDATE external SET i2c_chip_id = '$chipid', i2c_primary_chip_number = '$primarychipnumber', 
i2c_primary_chip_address = '$primarychipaddress' WHERE id ='1';"..result=$?..echo "RES: $result".}..testTemperatureChip() {..echo -e "\033[01;33m[S00] -- FIRST 
START -> Check chip id \033[01;0m" #> /dev/console..count=3..result=1..chip=$(/usr/sbin/allnet/chip_type_test)..chipid=$(echo $chip | cut -d';' -f1)..primarychipnumber=$
(echo $chip | cut -d';' -f2)..primarychipaddress=$(echo $chip | cut -d';' -f3)...echo "Try inject config_default.s3db with found chip information: $chip"..while [ $result -ne 0 ]..
do...setTestChip...compare=$(/usr/bin/sqlite3 -init /etc/default/sqlite.cnf /etc/default/config_default.s3db "SELECT i2c_chip_id, i2c_primary_chip_number, i2c_primary_chi
p_address FROM external WHERE id = '1';" 2> /dev/nul )...if [ $compare == $chip ]; then....echo -e "\033[01;32mInject config_default.s3db with found c

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\init.d\S10_init
Process: C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe

File Type: POSIX shell script, ASCII text executable

Category: dropped

Size (bytes): 3488

Entropy (8bit): 5.394353925604677
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Encrypted: false

SSDEEP: 48:93Ba209MBaYBCFEDiWgnz9xBBvp1GJuKdT2:K20WB5Gz9xBlp122

MD5: 8CF9630E8AAB90AAE563B10FE536CC18

SHA1: 0010DF25AF313F62EDBF408B03C832B66F03D1DA

SHA-256: A12B054989895A65BE40F0636AB102063724BB792EAF01197246EC8B7A610C85

SHA-512: 3CA6484E26B58BF6040223565A7A8A62678FB8B54C62144FADD8B7CDAFBA89151054AD52C1716F22414E03A88E6E4DD10DD0998E89FE63364C109D70712D5F3C

Malicious: false

Preview:
#!/bin/sh.checkDirectories() {..HWID=`cat /etc/default/device`..printf "\e[1;33m%-50s\e[0m%s" "Starting Checking directories"..[ ! -d /tmp/wwwreports ] &&  mkdir -m777 /t
mp/wwwreports..[ ! -d /tmp/wwwxml ] &&  mkdir -m777 /tmp/wwwxml..[ ! -d /tmp/svg ] &&  mkdir -m777 /tmp/svg..[ ! -d /var/run/lighttpd ] &&  mkdir -m777 /var/run/lighttpd..# 
Directorys for Version V3..[ ! -d /etc/allnetenv/log ] &&  mkdir -m775 /etc/allnetenv/log..[ ! -d /etc/allnetenv/log/day-0 ] &&  mkdir -m775 /etc/allnetenv/log/day-0..[ ! -d /et
c/allnetenv/log/day-1 ] &&  mkdir -m775 /etc/allnetenv/log/day-1..[ ! -d /etc/allnetenv/log/day-2 ] &&  mkdir -m775 /etc/allnetenv/log/day-2..[ ! -d /etc/allnetenv/outputs ] &&  
mkdir -m775 /etc/allnetenv/outputs..[ ! -d /etc/allnetenv/counter ] &&  mkdir -m775 /etc/allnetenv/counter..[ ! -h /usr/bin/php ] && ln -s /usr/bin/call.sh /usr/bin/php..[ ! -f /etc/
allnetenv/accessHelper.json ] &&  cp /etc/default/accessHelper.json /etc/allnetenv/..if [ -f /etc/default/extend.json ];

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\init.d\S10_init

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\init.d\S15_drivers
Process: C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe

File Type: POSIX shell script, ASCII text executable

Category: dropped

Size (bytes): 2554

Entropy (8bit): 4.994948767256248

Encrypted: false

SSDEEP: 48:/sNF/MfN8zNspPBykXHGlN83TmGeQT2NuCqvgF8elavcYvHvOsOJpLH:GJMfN8zNsJB1XN/2BavcYvHvtOJpr

MD5: 33DEA4DBD30B15C36CA72F740286ED5F

SHA1: 274CC3C9A4D4339C63FEC145347D697FE74B8B4E

SHA-256: E1A495CFC7E6C2C3C5023C8DE886ECEBA97D519492ECF5F68EA7AF485C0C8F2F

SHA-512: EA92D76BDF68B75A136969CA765D9347AA045D648E3644A0B4DD3218E64F11D84A52B2EC0FEC33FB673FDBFB77E882E9DF02A76F916F8CCE23FD90FCA0A6AF
23

Malicious: false

Preview:
#!/bin/sh.#modprobe usbserial.modprobe ftdi_sio.#.# udev.This is a minimal non-LSB version of a UDEV startup script.  It.#.was derived by stripping down the udev-058 
LSB version for use.#.with buildroot on embedded hardware using Linux 2.6.12+ kernels..#.#.You may need to customize this for your system's resource limits.#.(including 
startup time!) and administration.  For example, if.#.your early userspace has a custom initramfs or initrd you might.#.need /dev much earlier; or without hotpluggable 
busses (like USB,.#.PCMCIA, MMC/SD, and so on) your /dev might be static after boot..#.#.This script assumes your system boots right into the eventual root.#.filesystem, 
and that init runs this udev script before any programs.#.needing more device nodes than the bare-bones set -- /dev/console,.#./dev/zero, /dev/null -- that's needed to boot 
and run this script..#..# old kernels don't use udev.case $(uname -r) in.    2.6*|2.7*).;;.    *)..exit 0;;.esac..# Check for missing binaries.UDEV_BIN=/s

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\init.d\S20_network
Process: C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe

File Type: POSIX shell script, ASCII text executable

Category: dropped

Size (bytes): 1147

Entropy (8bit): 5.3348840809902685

Encrypted: false

SSDEEP: 24:nKiRKF5mK3KNtPrD3jwmunAD/kj/N/Y/vvFX:K5f6NVTw3ADcj1w3vFX

MD5: D20BADC24EAF3A25D400748B2E362458

SHA1: 6C199E8CEAC519FD56F219D843B03B3C32B1289A

SHA-256: 6FCD9C27D789493AB6E7A918B5886E610D522F8FF1B9D2CF9581ED47C306C58C

SHA-512: C6438BA18287C6D2C7A5FB7E875565CFA1CEC14F1F3E1BFDDB48364B0752CEFDD07510BDEA7C1916465F26378DB4997C7634624E476F4B6765523C8CE337E0A
D

Malicious: false

Preview:
#!/bin/sh.HOSTNAME=`/usr/sbin/allnet/sqldb_read /sys/network/hostname`.LOCALDOMAIN=`/usr/sbin/allnet/sqldb_read /sys/network/localdomain`.IP=`/usr/sbin/allnet/s
qldb_read /sys/network/lan/ipaddress`.WLAN_MODE=`/usr/sbin/allnet/sqldb_read /sys/network/wlan/mode`..echo -e "\033[01;33m[S20] -- Setting hostname        -> \0
33[00;32m$HOSTNAME\033[00;0m" > /dev/console.echo "$IP.$HOSTNAME.$LOCALDOMAIN.$HOSTNAME" > /etc/hosts.echo "127.0.0.1.localhost.$LOCALDOMAIN
.localhost" >> /etc/hosts./bin/hostname $HOSTNAME.$LOCALDOMAIN..if [ ${WLAN_MODE} = "ap" ] ;then..#insmod /root/rt3070ap.ko..modprobe rt2860v2_ap.fi.if [ 
${WLAN_MODE} = "sta" ] ;then..#insmod /root/rt3070sta.ko..modprobe rt2860v2_sta.fi.if [ ${WLAN_MODE} = "disabled" ] ;then..#insmod /root/rt3070sta.ko..modprobe 
rt2860v2_sta.fi.#fi..# Setup bridge.brctl addbr br0 .> /dev/console.brctl stp br0 off.> /dev/console.brctl setfd br0 0.> /dev/console..# Start up LAN interface.ifconfig br0 0.0
.0.0 up...> /dev/console./etc/scripts/lan.sh start

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\init.d\S29ntp
Process: C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe

File Type: POSIX shell script, ASCII text executable

Category: dropped

Size (bytes): 571

Entropy (8bit): 4.903480886882991

Encrypted: false

SSDEEP: 12:aNbcADBqAQrzvRaI2ygR5ejT4AJOxWUMkGKqdURuGKXpy1:aNIAMJxsRUjTNUMVujGpY

MD5: EA3360C4196BBD5D1F7D92E0082CAC8B

SHA1: D4A3ECF8E7FCAE320D88EC2A1063DB4A118F88DE
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SHA-256: 13E2C2B1B3A1AC6F4AC5DC4CEA5A534443563EBA54A0C3BEED422FB05B6CD21C

SHA-512: FF55B550913B0A92D674A4E363163D2F8FC719B01BDFD44A29895160936DF97DEB0CE26BC3A2E2962E294A6170A0F284993237935663EBFD60549C7C69A3BB3F

Malicious: false

Preview:
#! /bin/sh.ENABLE=`/etc/scripts/get /sys/network/ntpd/enabled`.scriptid() {..printf "\n\n\e[42m-------------------------------  [S29]  -------------------------------\e[0m\n\n".}.case "$1" in.  
start)..scriptid..if [ ${ENABLE} = "1" ] ; then..  printf "\e[1:33mget/set time\e[0m\n"..  /etc/scripts/ntpdate.sh..else. .  printf "\e[1:33mtimeserver is disabled!\e[0m\n"..fi..;;.  sto
p)..printf "\e[1:33mget/set time nothing to stop\e[0m\n".    ;;.  restart|reload).    $0 start.    ;;.  *).    echo "Usage: $0 {start|stop|restart|reload}" >&2.    exit 1.    ;;.esac..exit 0.

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\init.d\S29ntp

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\init.d\S30_devicefirst
Process: C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe

File Type: POSIX shell script, ASCII text executable

Category: dropped

Size (bytes): 409

Entropy (8bit): 5.108539216491394

Encrypted: false

SSDEEP: 12:1mNPUXvk9VL1J6beNF4FZeNFTQV6beNuB64FZ6MAi6o:1mKXv0JdYuMH4ytLo

MD5: A0B9483A71411F19418782BACB546F84

SHA1: 3CE912357AFAB851D7DC4327B47731165B3F8538

SHA-256: 39F000B70A376D9F11FEEA85967BF1A8B2E3FD654D11D3A35DA3D5F423514F1E

SHA-512: 45009670AF98481031ADEBF0913F2C8A528D83D51C9236A42BAC1AE5116158296BEF0D1CA2FFED337EB3A42E4727FE1F827393A9E27AC67359D1EA2C12F3DB6A

Malicious: false

Preview:
#!/bin/sh.HWID=`/usr/sbin/allnet/sqldb_read /sys/hardware/numeric_model`.echo -e -n "\033[01;33m[S30] -- ".if [ ${HWID} = "3651" ] ;then../usr/sbin/allnet/rgb_demon > 
/dev/console &..sleep 2../usr/sbin/allnet/rgb_out 0 64 0 0 0 0 64 0 0 0.fi.if [ ${HWID} = "5000" ] ;then../usr/sbin/allnet/lcd_demon > /dev/console &..sleep 2.fi.echo -e "\0
33[01;0m".if [ -f "/tmp/dhcplease" ] ; then..rm -rf /tmp/dhcplease.fi

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\init.d\S50_systools
Process: C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe

File Type: POSIX shell script, ASCII text executable

Category: dropped

Size (bytes): 1942

Entropy (8bit): 5.320679733921808

Encrypted: false

SSDEEP: 24:1mKXv1mK8ACmK+AqmKDZbKDH8Ks4OjY4E/5JkO+sj4YCnA/xi4oCn0X/Dl/LQhO:1ndngn+3nDQDleUPkP6CAxmC0vhTQM

MD5: E8781DB880550F419F4846AE7A6EAFB1

SHA1: 3684E30E8A50041927CE8133BB3D87AF0493A237

SHA-256: 115454FDDDE3D8152E0D1366F7BC7C4AB157F4E0AF90A1C58F66A2BDDA8DC51A

SHA-512: 6989DC25751A98ADFF5F9FA2D54EB310F30666E6196DB65AB853520612775BBBD1D202C35B72D9812D632EEF32C10DFDF16776E4FDB8A7FF2D542CF4331131D8

Malicious: false

Preview:
#!/bin/sh.HWID=`/usr/sbin/allnet/sqldb_read /sys/hardware/numeric_model`.FTPENABLED=`/usr/sbin/allnet/sqldb_read /sys/network/ftp/enabled`.SSHENABLED=
`/usr/sbin/allnet/sqldb_read /sys/network/sshd/enabled`.SYSLOG_ENABLED=`/usr/sbin/allnet/sqldb_read /sys/logging/syslog_enabled`.SYSLOG_SERVER=`/usr/s
bin/allnet/sqldb_read /sys/logging/syslog_server`.INIT=`/usr/sbin/allnet/sqldb_read /device/language`.if [ $INIT = "INIT" ] ; then.        SSHENABLED=1.fi.echo -e -n  "\0
33[01;33m[S50] -- Start AVAHI             -> \033[01;0m".if [ ${HWID} = "5000" ] ;then../usr/sbin/allnet/lcd_write 0 "Start AVAHI".fi./etc/scripts/avahi.sh start > /dev/c
onsole.echo -e "\033[00;32mdone.\033[00;0m" > /dev/console.# SYSLOG.echo -e -n  "\033[01;33m[S50] -- Checking syslog         -> \033[01;0m".if [ ${SYSLOG_ENABLE
D} = "1" ] ; then..echo -e "\033[00;32menabled - Logging to: $SYSLOG_SERVER\033[00;0m" > /dev/console../sbin/syslogd -R $SYSLOG_SERVER.else..echo -e "
\033[00;32mdisabled - NOTHING TO DO!\033[00;0m" > 

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\init.d\S70daemons
Process: C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe

File Type: POSIX shell script, ASCII text executable

Category: dropped

Size (bytes): 2804

Entropy (8bit): 5.274702844136209

Encrypted: false

SSDEEP: 24:aBkrUmEmpB57Nso9iNE4D2awoJsMD8DSU+wmzmpB57NLoJr7XDN7goTPD8DySJh0:Gkr3zsteoU+70LQWcxSJhzN1GNeWj/

MD5: 6C4327C42A1C71BCB8DB960B1043FD40

SHA1: 8AD62B62A5BE0CDBBDC30A8E379AC840E4688299

SHA-256: 2548DF5284B3013074247404F0CA7D5A859B44CB22CE31FA92691DEC43A103A2

SHA-512: F956D1EED8478DA1D1CB3E3188185116A6576BB88C83932FE06BC1E202848A954BD639F3088AEBCACF3B7033B93EB1D1A9E19736124AE74C286762DB416F1CA
B

Malicious: false

Preview:
#! /bin/sh.daemons() {..cat /etc/default/daemons | while read action; do...PARAM=""...CHECK=$(echo "$action" | wc -w)...if [ ${CHECK} -gt 1 ]; then....PARAM=$( echo 
"$action" |cut -d\  -f2 )...fi...NAME=$( echo "$action" |cut -d\  -f0 )...DAEMON=/usr/sbin/allnet/$NAME...if [ $1 -eq 1 ] ;then....test -x $DAEMON....if [ $? -eq 1 ] ;then.....printf 
"\e[1;33m%-50s\e[0m\e[41m%s\e[0m\n" "Starting $NAME" "NO EXECUTABLE FOUND".....continue....fi....printf "\e[1;33m%-50s\e[0m%s" "Starting $NAME $PARAM"..
..start-stop-daemon -S -q -b -m -p /var/run/$NAME$PARAM.pid --exec $DAEMON $PARAM >/dev/null....[ $? = 0 ] && printf "\e[42m OK \e[0m\n" || printf "\e[41mFAIL\e
[0m\n"...fi;...if [ $1 -eq 0 ] ;then....test -f /var/run/$NAME$PARAM.pid....if [ $? -eq 1 ] ;then.....printf "\e[1;33m%-50s\e[0m\e[41m%s\e[0m\n" "Stopping $NAME $PARAM" "
NO PID-FILE FOUND".....continue....fi....printf "\e[1;33m%-50s\e[0m%s" "Stopping $NAME $PARAM"....start-stop-daemon -K -q -p /var/run/$NAME$PARAM.pid >/dev/null
....[ $? =
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\init.d\S73commands
Process: C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe

File Type: POSIX shell script, ASCII text executable

Category: dropped

Size (bytes): 81

Entropy (8bit): 4.276052251638356

Encrypted: false

SSDEEP: 3:TFKxKvM2/RdTVgF45kVAPKdTVgbu:JkKFPTVgQPgTVgbu

MD5: EF4969C354BC8CA9C78929DE0652EE81

SHA1: 35E0A38C7CA223338C6903403799CAF30D9AFD84

SHA-256: 7D9163D0F8D3E1361991B1330AB51AC3EE2B85A7E65CC111B7FFAFEAF02587AC

SHA-512: 8849958507E146B774AFE22F6EA022A3AB7C177CADDBFE82A9910D7D46118B6AF31D03FA7B59C68470BB0B9AC967AE71B3110116F6734D3DFE9FF8A7A924BC0
5

Malicious: false

Preview:
#! /bin/sh.if [ -f /etc/default/commands ] ; then.  ash /etc/default/commands.fi.

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\init.d\rcS
Process: C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe

File Type: POSIX shell script, ASCII text executable

Category: dropped

Size (bytes): 408

Entropy (8bit): 4.574016736974536

Encrypted: false

SSDEEP: 12:3lpzVmZiVzOdmAiz6ty/DuAUNsPXjfM4MxXqN:3TAB5iz6gRYsPjfexaN

MD5: 76F02A748149F1AA945AA418EA65B2BC

SHA1: 754718A94931AF7EF00EB485B947B6BEA5E5496D

SHA-256: DC1615DF9F2012B20B81FFAD8E07E16293039BA7FD897854CA3646D6CFEA0C0F

SHA-512: 04D4E5716A8B4D5AAFCB8E5F11A3592A33C13658992E9223C52EB40663C6DBF4F007F72F7BD013E4C2F5B4FFB09EF0255D39802AF80577B333D8683FAE95BCC6

Malicious: false

Preview:
#!/bin/sh...# Start all init scripts in /etc/init.d.# executing them in numerical order..#.for i in /etc/init.d/S??* ;do..     # Ignore dangling symlinks (if any)..     [ ! -f "$i" ] && cont
inue..     case "$i" in..*.sh)..    # Source shell script for speed...    (...trap - INT QUIT TSTP...set start.... $i..    )..    ;;..*)..    # No sh extension, so fork subprocess...    $i s
tart..    ;;.    esac.done..

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\inittab
Process: C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe

File Type: ASCII text

Category: dropped

Size (bytes): 1259

Entropy (8bit): 4.988079865434424

Encrypted: false

SSDEEP: 24:v3AX8eCzRVMB43S58MmktqGDzLSqn8uEMuaj3:AjCzRVMB43SEYF83M7

MD5: 3958B17DC283F7FFACABE410F549515C

SHA1: 98F0CE2EE2639E1A4102289D14FC495368F2B369

SHA-256: C2B38E16BEA425CA3D1DCFA31CB82DF1CAEBD4EE2C08BE78C36034CC0374C17D

SHA-512: 55AE626440F6591CA18E86469BCA29CE9E8F3D6A03AEFD9D6765F7FA58F781AEAA83610F410F7C83E190CEE685A09053031CC45DB3CB96DE550E2112E95ED40
F

Malicious: false

Preview:
# /etc/inittab.#.# Copyright (C) 2001 Erik Andersen <andersen@codepoet.org>.#.# Note: BusyBox init doesn't support runlevels.  The runlevels field is.# completely ignored 
by BusyBox init. If you want runlevels, use.# sysvinit..#.# Format for each entry: <id>:<runlevels>:<action>:<process>.#.# id        == tty to run on, or empty for /dev/
console.# runlevels == ignored.# action    == one of sysinit, respawn, askfirst, wait, and once.# process   == program to run..# Startup the system.null::sysinit:/bin/mount -t 
proc proc /proc.null::sysinit:/bin/mount -o remount,rw / # REMOUNT_ROOTFS_RW.null::sysinit:/bin/mkdir -p /dev/pts.null::sysinit:/bin/mkdir -p /dev/shm.null::sysinit
:/bin/mount -a.null::sysinit:/bin/hostname -F /etc/hostname.# now run any rc scripts.::sysinit:/etc/init.d/rcS.::respawn:/usr/sbin/lighttpd -D -f /etc/lighttpd/lighttpd.conf..# Put a 
getty on the serial port.ttyS1::respawn:/sbin/getty -L ttyS1 57600 vt100 # GENERIC_SERIAL.ttyS1::respawn:/sbin/getty -L ttyS1 57600 vt100

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\issue
Process: C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe

File Type: ASCII text

Category: dropped

Size (bytes): 73

Entropy (8bit): 4.74598770386279

Encrypted: false

SSDEEP: 3:sX/LNb2kQ2uQoYrGL9tklQ3v:AZbBGRtkWv

MD5: 28A522CD3A52621058444F1454D47C11

SHA1: 80CD3CCB9C952846C7E7B593DAD26B9EC830543F

SHA-256: 02F64171F8C380E4ECACCE111EB9398CC24E58146EB30DD20F729FD37CA8017D

SHA-512: 174975F1D36ABD0C9AF0DE804497E10F4BBEF47FA842CA612B99712D1C17E7F7B425316B72FC665DD2253D33501116A405D4F7E557DCFC0C74CB74F6B7C7B74C
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Malicious: false

Preview:
ALL3500 (C) 2011-2017 Allnet GmbH Computersysteme..Devicename: ALL3505...

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\issue

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\lighttpd\certs\allnet.pem
Process: C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe

File Type: ASCII text

Category: dropped

Size (bytes): 3225

Entropy (8bit): 5.990990271070895

Encrypted: false

SSDEEP: 96:LrrBfB9xofCTFGQMpJnxacLppXAAFkBC4F7Zb7:HrBJ98sFEGcLp/FkBf7l7

MD5: A08E4CCF884F1A78201108504977D894

SHA1: 2262478F5E70D36B327D7707EA0256E5750DF093

SHA-256: 5FE0186472B8BB57B94DA879E4402089013583B4DAFE65B2165FBF2EC2A2D041

SHA-512: 3E287120CBFE55E23455A1F24FFB6E030918C1A8C3DC6689AFF94904F88F0C631569945694C2B8DD0ED835EA69FFFE4C009AFB3A917C398E899505DE8714B103

Malicious: false

Preview:
-----BEGIN PRIVATE KEY-----.MIIEvgIBADANBgkqhkiG9w0BAQEFAASCBKgwggSkAgEAAoIBAQCz+5FaCK1EPmlx.dzVMrMXVxD83fzZT+O8sOKhN6UlPokcwTT1Pw
TEHBCGGkD0kI+pCQ8iGewhCPByy.cC31LgJF+Q7tMgWDLRHpEbj+jLTicfMTeo6Mel+Y5/o7aYAz0k1V0ZyfHWW+aZNi.UBqX9FCdk8rZtLcPF07pGVae//N8jZ8A8hZPk
MvaSssKzkVlp7AjlwV2DcltpFib.CgVZu1pO2S6IFp61S/tqCswxHgSPvdJwPCTj/OJnofbOZkv0Dyo1maF27gI91+np.rIynecTqdYGHE26wIkEV7HIzx6Xcf2ei6fmx4
Advx7b/dMt4naVS0qOM5sr74UO2.JZndmCXBAgMBAAECggEAcj4Jigud54ZyKaqQM2YrgT+7HL/rvStyrTAdbK7acOjB.pSAx/bDULO7rVN2zYYBGjt81pl7r5BcB5CWel
lUo7j9jwR2SMCxohPdR5Iltu5q2.vzN4ziRTD9yXkiSqUrp3ijSt5LWlQlMDUVElQDS9Avivtralx7d0yDLkL7KpW/H7.YA3h94xisoGgJ3RuBsyPrO+JROH6PAwSKxE2f
g1hcMnqcPDgOZvWQqDvF3nE+OK2.ManA93auZnmznSbGYjcQALSR9x96Hvw8NFtiKSTlJB9bxh52ziLa1Fe3ecx8L5E4.3iOhypx2cp/jiDKy9aItPO9XgSULw2i40Zumv
FTMAQKBgQDqZIMtW2sLBPs++RO/.XlRrmblO+cOWqnc1atGoKcvRng1ypN5UpQudfkH2bRybz1R92q/jAWlK7KBRRkCI.GvUF27cNCiLemeudXnYZMG9kxYH
4H8rYc4kKeygBHtQIYKyBxkeDWeCSHtjLiiwI.LreqR8AwcW6R4VuTyEz34gqdoQKBgQDEkwWuxWyXImsVC1sKlyP3F/d1uwjRSg

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\lighttpd\conf.d\access_log.conf
Process: C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe

File Type: ASCII text

Category: dropped

Size (bytes): 723

Entropy (8bit): 4.354072358710162

Encrypted: false

SSDEEP: 12:2fSMabYDzV85EpNVUEQSB8f38Pq0uKsuwKws1IBNFI8yIn:7M7VUEQC8gq0uSParFI8yI

MD5: CE82C4347F72EA482CCA4039B0DFE2EC

SHA1: 7F32320877732C59371CC455A32C6DF69ACD530E

SHA-256: EFEB1261C691FEE0374AE5B3FB7FFA6DD8782051A6227276B62D98F9732261AD

SHA-512: 977511BF674CFCF775BA11B73175C22DE7B598C55D4281DEA6720C9FB3E778BC1942709724EAF266B823D6629C2312A06B7B0E5D2618A078076328F8590C90F7

Malicious: false

Preview:
#######################################################################.##.## Corresponding documentation:.##.## http://www.lighttpd.net/documentation
/access.html.##.server.modules += ( "mod_accesslog" )..##.## Default access log..##.accesslog.filename          = log_root + "/lighttpd-access.log"..##.## The default for
mat produces CLF compatible output..## For available parameters see access.txt .##.#accesslog.format = "%h %l %u %t \"%r\" %b %>s \"%{User-Agent}i\" \"%{Referer
}i\""..##.## If you want to log to syslog you have to unset the .## accesslog.use-syslog setting and uncomment the next line..##.#accesslog.use-syslog       = "enable"..#
.#######################################################################.

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\lighttpd\conf.d\debug.conf
Process: C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe

File Type: ASCII text

Category: dropped

Size (bytes): 967

Entropy (8bit): 4.166737422314292

Encrypted: false

SSDEEP: 24:X1IK7iA8reJV1hhUZJuoIOuZWlJKLub5LKc9ud:l1VKI7WJKW5G3d

MD5: 3F6C5A7003594C6319A3F42310AF9B98

SHA1: EA6790750024043EF97192F5B1554E435D8AB410

SHA-256: D9C5C36DCC5C10BC133054EE0EC0BBAF5F7348A50CB1173E3389DEA861B32087

SHA-512: 2E6D778D5503A9BB0AF0D3D2FF40079080D066204EA01FD020438410135E5B7A649E8AA3CC8361CE6FB9AB16B8056A222952781A07F3B143E1EF9A8F38AA9051

Malicious: false

Preview:
#######################################################################.##.##  Debug options.## ---------------.##.## Enable those options for debugging 
the behavior.##.## The settings can be set per location/vhost..## ..## .## log-request-handling allows you to track the request.## handing inside lighttpd. .##.#debug.log-
request-handling        = "enable"..## .## log all request headers. .##.#debug.log-request-header          = "enable"..## .## similar to log-request-header..## but only logs if 
we encountered an error..## (return codes 400 and 5xx).##.#debug.log-request-header-on-error = "enable"..## .## log the header we send out to the client..##.#d
ebug.log-response-header         = "enable"..## .## log if a file wasnt found in the error log..##.#debug.log-file-not-found          = "enable"..## .## debug conditionals 
handling.##.#debug.log-condition-handling      = "enable"..#.#######################################################################...

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\lighttpd\conf.d\dirlisting.conf
Process: C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe
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File Type: ASCII text

Category: dropped

Size (bytes): 1382

Entropy (8bit): 4.56392104712804

Encrypted: false

SSDEEP: 24:C4K0G6eR37Q1DuKyPFXCE0Gt8iTmERQnx61zkYAx6ahwcc9:RKPM1DZbE1nTmERmx61zkYAx6ahRu

MD5: 854231B547C36AFD9680E17CDA7BF35F

SHA1: CECAD8920A01D8924EABA4559D31EDFDA3F7F101

SHA-256: D6FA941B014AEB4CF21386AE03CF421D3B595AA168DFD0428F97BAE9588941C7

SHA-512: 2CDD34EA2A5C4A6EE4060F2B5AD61DCDF771EDE909881A4A0E56F31BB62DE0CF06706FBB0C23DDA239AB4774E05AC450445701BFCCA8C365DA9C365C3D57B
986

Malicious: false

Preview:
#######################################################################.##.##  Dirlisting Module .## ------------------- .##.## See http://www.lighttpd.net/docu
mentation/dirlisting.html.##..##.## Enabled Directory listing.##.dir-listing.activate      = "disable"..##.## Hide dot files from the listing?.## By default they are listed..##.dir-
listing.hide-dotfiles = "disable" ..##.## list of regular expressions. Files that match any of the specified.## regular expressions will be excluded from directory listings..##.dir-
listing.exclude       = ( "~$" )..##.## set a encoding for the generated directory listing.##.## If you file-system is not using ASCII you have to set the encoding of.## the file
names as they are put into the HTML listing AS IS (with XML.## encoding).##.dir-listing.encoding = "UTF-8"..##.## Specify the url to an optional CSS file. .##.#dir-listin
g.external-css  = "/dirindex.css"..##.## Include HEADER.txt files above the directory listing. .## You can disable showing the HEA

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\lighttpd\conf.d\dirlisting.conf

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\lighttpd\conf.d\fastcgi.conf
Process: C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe

File Type: ASCII text

Category: dropped

Size (bytes): 200

Entropy (8bit): 3.495336130283416

Encrypted: false

SSDEEP: 3:uXMiNVC7/F/nK32FCN2V7zFF2KwnvGO4NFox9dWHFYbuHE:5wGBaXR4YbUlYME

MD5: 55569978A2CE3EF0582C432AC6F1B43F

SHA1: 33AB80B79486B8D884DAB7105706940E1292FA6A

SHA-256: 3C0F8F8E0523E6895462A410A2A5136C9AAAAF0F63DBEBF45F5C5238F590C3F8

SHA-512: A1EA9B475B62D0E509B7D4E6F3B846AB6EE12A6AF6C0D173F245A0FFA9BB6F452C26AC3103DC122E68A058BB64D7B9246B79F0AAFFA4F313823AD8DFC94AAE
11

Malicious: false

Preview:
fastcgi.server = ( ".php" => (( .                     "bin-path" => "/usr/bin/php-cgi",.                     "socket" => "/tmp/php.socket",.                     "max-procs" => 1.                 )))..

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\lighttpd\conf.d\mime.conf
Process: C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe

File Type: ASCII text

Category: dropped

Size (bytes): 3011

Entropy (8bit): 4.02500525956968

Encrypted: false

SSDEEP: 48:z1pc+re6WqOwQ/hiJ7aFQr+ncqoqPAwqWOXy6gZocmFZ3MDMlh+:zl4qpQ5iJ7aFQScqoqYwqWOXy3ZsU

MD5: D6D0AD62C22DC0A73C758E6A742F1EBD

SHA1: F75D06A2EF2DFBE686BDF1012559012D98C3D984

SHA-256: 440B99771515827E8267A56BAA794103AF4EF2B831F824025758962D500E0105

SHA-512: 0CFD3D46BC834B9F2EF0629E0A0518AF58A1D7A94D7BC2DB3AF3CAFEF686E768F4562C819FE104385B427F8939DDD241D26AC6C26B966DE2562C6BCF42D74DF
A

Malicious: false

Preview:
#######################################################################.##.##  MimeType handling.## -------------------.##.## http://www.lighttpd.net/
documentation/configuration.html#mimetypes.##.## Use the "Content-Type" extended attribute to obtain mime type if.## possible.##.mimetype.use-xattr        = "di
sable"..##.## mimetype mapping.##.mimetype.assign             = (.  ".pdf"          =>      "application/pdf",.  ".sig"          =>      "application/pgp-signature",.  ".spl"          =>      
"application/futuresplash",.  ".class"        =>      "application/octet-stream",.  ".ps"           =>      "application/postscript",.  ".torrent"      =>      "application/x-bittorrent",.  
".dvi"          =>      "application/x-dvi",.  ".gz"           =>      "application/x-gzip",.  ".pac"          =>      "application/x-ns-proxy-autoconfig",.  ".swf"          =>      "application/x-
shockwave-flash",.  ".tar.gz"       =>      "application/x-tgz",.  ".tgz"          =>      "application/x-tgz",

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\lighttpd\conf.d\remote_access.conf
Process: C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe

File Type: very short file (no magic)

Category: dropped

Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3:v:v

MD5: 68B329DA9893E34099C7D8AD5CB9C940

SHA1: ADC83B19E793491B1C6EA0FD8B46CD9F32E592FC
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SHA-256: 01BA4719C80B6FE911B091A7C05124B64EEECE964E09C058EF8F9805DACA546B

SHA-512: BE688838CA8686E5C90689BF2AB585CEF1137C999B48C70B92F67A5C34DC15697B5D11C982ED6D71BE1E1E7F7B4E0733884AA97C3F7A339A8ED03577CF74BE0
9

Malicious: false

Preview:
.

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\lighttpd\conf.d\remote_access.conf

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\lighttpd\conf.d\remote_access.on
Process: C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe

File Type: ASCII text

Category: dropped

Size (bytes): 366

Entropy (8bit): 3.9359051050913303

Encrypted: false

SSDEEP: 3:rZhFSzA3ZNRoSBHJ01qERV/WSBLDATMJHH1zbGGWHJ01HPH/FgeF/JdNF9CigiF3:rMzAjxmnRPFATM55bisHP669x0ryiR29

MD5: 2D7DE87CCFB40746BC02C50A031B82D1

SHA1: A60E1F0DA7A0E0A29FD61CE2AC88AE4AE5DA08D6

SHA-256: E0DCD2A3E660956364603B10507FA730F3A273279B567682A5DE204C9ADD909D

SHA-512: 7EFA93A14FD9F458637727752C86A4229EC56797AE6B2854A4273BEE758F5F1BCDD58A36DFC3AB12A118BD6E0A3985B67262D3DDF38519C6812AC73505F38E69

Malicious: false

Preview:
$HTTP["url"] =~ "^/xml/" {..auth.backend = "htpasswd",..auth.backend.htpasswd.userfile = "/etc/remote_access",..auth.require = ( "/xml/" =>.                    (.                        
"method" => "basic",.                        "realm" => "Username and Password Required",.                        "require" => "valid-user".                     ).             ),.}

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\lighttpd\lighttpd.conf
Process: C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe

File Type: C source, ASCII text

Category: dropped

Size (bytes): 2762

Entropy (8bit): 5.031888007997016

Encrypted: false

SSDEEP: 48:rRt77zYxi7wFDfLKfGlmyA/1uUEfCH8L8IWC3NKdjVrMFXOvp:rRt77zUiEF7LKObANuUoCHnIWHEq

MD5: F4BC1961F72AC171EEEABD9A9E6C0932

SHA1: BAC73FFD9721BB405E94BBD3C764B2732A26BACB

SHA-256: EB76660CB44D3077077A14078E13A98184110EF180979F463F606F38E7806FDB

SHA-512: 8ADB6B5F3C126AD2649F7DF7A6F5CF5AF02306CDD657B95D1B095E87242DC9B888133DA2E3CE8D3A7BB9021FD454A859C20A9390BD14349E8925E51C1B6D463
B

Malicious: false

Preview:
#######################################################################.##.## /etc/lighttpd/lighttpd.conf.##.## Created: 2015-08-05 Allnet/ir.## LastC
hange: 2016-04-18 Allnet/ir.##.#######################################################################..server.modules = (.."mod_access",.."mod_alias"
,.."mod_compress",. ."mod_redirect",.."mod_auth",.."mod_setenv",.."mod_fastcgi",.).setenv.add-response-header = ( "Access-Control-Allow-Origin" => "*" ).#server
.document-root = "/var/www/system".server.document-root = "/www".server.upload-dirs   = ( "/var/run/lighttpd" ).server.pid-file      = "/tmp/lighttpd.pid".server.groupname. = 
"root".server.username.. = "root".server.errorlog      = "/tmp/lighttpd-error.log".server.port = 80.server.event-handler = "linux-sysepoll".server.network-backend = "writev".s
erver.max-fds = 512.server.max-connections = 256.server.stat-cache-engine = "simple".server.max-keep-alive-requests = 8.server.follow-symlink = "enable".server.tag="".# 
server.use-ipv6 = "en

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\passwd
Process: C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe

File Type: ASCII text

Category: dropped

Size (bytes): 596

Entropy (8bit): 4.605599539194125

Encrypted: false

SSDEEP: 12:fsMKjh5GEhWXhUkyKCMA+FnO+IQJ+pY3qMMH7qRCiNYktUVjNJ0:Yh5GEhHGfnO+spY6MtikmVjE

MD5: A451888143DFCD81AAABD851BAC09AA7

SHA1: 9CA4D44AEEBFD9DB4641A1841E6B218C29561B34

SHA-256: 16CD77A47698D4929643F7FC9077C185A9998090EF322F36E82CCE49452BBABE

SHA-512: DF43F18BEFFDA69BC196F5974763A882AEAF2AFF6A9F9AF10471597E51D95A87EF9747EBD11175D08CBB21940499563E1C775DB315A59957470FFC874B46B191

Malicious: false

Preview:
root:x:0:0:root:/root:/bin/sh.daemon:x:1:1:daemon:/usr/sbin:/bin/sh.bin:x:2:2:bin:/bin:/bin/sh.sys:x:3:3:sys:/dev:/bin/sh.sync:x:4:100:sync:/bin:/bin/sync.mail:x:8:8:mail
:/var/spool/mail:/bin/sh.proxy:x:13:13:proxy:/bin:/bin/sh.www-data:x:33:33:www-data:/var/www:/bin/sh.backup:x:34:34:backup:/var/backups:/bin/sh.operator:x:37:37
:Operator:/var:/bin/sh.haldaemon:x:68:68:hald:/:/bin/sh.dbus:x:81:81:dbus:/var/run/dbus:/bin/sh.ftp:x:83:83:ftp:/home/ftp:/bin/sh.nobody:x:99:99:nobody:/home:/bin/sh.sshd
:x:103:99:Operator:/var:/bin/sh.default:x:1000:1000:Default non-root user:/home/default:/bin/sh.

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\php.ini
Process: C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe

File Type: ASCII text
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Category: dropped

Size (bytes): 31242

Entropy (8bit): 4.905658442559905

Encrypted: false

SSDEEP: 384:zDhqFY7HrNs86/W7/6f+O/XllDt/5RslfoEhKwgJ+v3Ewme:zDhq27Hhsxyift/XlNt/5RPzwpvpme

MD5: 068FD5AC3E07A683CB5F42C48F416523

SHA1: 7C08E390C06834894CE26F53AE029D4719A187D1

SHA-256: 1449D2E873F5211C3E392D2E800A0487914887A4994DAA0DF566444E0A6D6BCE

SHA-512: 1CEA2C4D559524E3567F847A743ABF9DAB90884C4C864C31A138172E223A658DC4070E4752DF3C61D0102356251B17F4D8021F4E97DC8A6F1E82800F3E6A2BAC

Malicious: false

Preview:
[PHP].; display_errors.;   Default Value: On.;   Development Value: On.;   Production Value: Off..; display_startup_errors.;   Default Value: Off.;   Development Value: On.;   
Production Value: Off..; error_reporting.;   Default Value: E_ALL & ~E_NOTICE & ~E_STRICT & ~E_DEPRECATED.;   Development Value: E_ALL.;   Production Value: 
E_ALL & ~E_DEPRECATED & ~E_STRICT..; html_errors.;   Default Value: On.;   Development Value: On.;   Production value: On..; max_input_time.;   Default Value: -1 
(Unlimited).;   Development Value: 60 (60 seconds).;   Production Value: 60 (60 seconds)..; output_buffering.;   Default Value: Off.;   Development Value: 4096.;   P
roduction Value: 4096..; register_argc_argv.;   Default Value: On.;   Development Value: Off.;   Production Value: Off..; request_order.;   Default Value: None.;   Develo
pment Value: "GP".;   Production Value: "GP"..; session.gc_divisor.;   Default Value: 100.;   Development Value: 1000.;   Production Value: 1000..; session.hash_bits_per_

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\php.ini

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\profile
Process: C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe

File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 1787

Entropy (8bit): 5.368843527677657

Encrypted: false

SSDEEP: 24:90GQS/aeToL9rrpvcWKtoojYbXjWac3uC6cdiKNDBkDMWmRXQg8BTVNx56j/pjY8:90GA9BKtooiS68lNAgCVMLpjV7Syj

MD5: 8168697208A26B0F40D83E90B9927473

SHA1: 53FFEB47910C1415FA0104F06BF7720DCC9C5077

SHA-256: A07AA92F1068DB8A5E273D51765D1D8E8EF0CC3C471A0049D367CF621B99EBED

SHA-512: A6533109B77C7DCD6056078578E99EF154C9002B9D288584F2F66382A2B9FB82743B4938001F438008651DF1C23AD6CC7233023BF567B913916662F118F1DA67

Malicious: false

Preview:
# ~/.bashrc: executed by bash(1) for non-login interactive shells...export PATH=\./bin:\./sbin:\./usr/bin:\./usr/sbin:\./usr/bin/X11:\./usr/local/bin:\./usr/sbin/allnet:\./opt/alln
et:\./etc/scripts..# If running interactively, then:...export PS1="[\u@\h \W]\\$ "..alias ll='/bin/ls --color=tty -laFh'..alias ls='/bin/ls --color=tty -F'..export LS_COLORS='no=00
:fi=00:di=01;34:ln=01;36:pi=40;33:so=01;35:do=01;35:bd=40;33;01:cd=40;33;01:or=40;31;01:ex=01;32:*.tar=01;31:*.tgz=01;31:*.arj=01;31:*.taz=01;31:*.lzh=01;31:*.z
ip=01;31:*.z=01;31:*.Z=01;31:*.gz=01;31:*.bz2=01;31:*.deb=01;31:*.rpm=01;31:*.jar=01;31:*.jpg=01;35:*.jpeg=01;35:*.png=01;35:*.gif=01;35:*.bmp=01;35:*.pbm=01;35
:*.pgm=01;35:*.ppm=01;35:*.tga=01;35:*.xbm=01;35:*.xpm=01;35:*.tif=01;35:*.tiff=01;35:*.mpg=01;35:*.mpeg=01;35:*.avi=01;35:*.fli=01;35:*.gl=01;35:*.dl=01;35:*.x
cf=01;35:*.xwd=01;35:';..    export USER=`id -un`.    export LOGNAME=$USER.    export HOSTNAME=`/bin/hostname`.    export HISTSIZE=1000.    export HIS
TFILESIZE=

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\proftpd.conf
Process: C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe

File Type: ASCII text

Category: dropped

Size (bytes): 1558

Entropy (8bit): 4.961943652167098

Encrypted: false

SSDEEP: 24:qNOPAcz0+FHW5eYUH56VLZKZv0KTmYCNhJqgMDW7xFWdvwx1fijff2cujQE4/rb6:jYcdWuY+M0Uj1r3wv12iGx

MD5: 47DB1DC31E6B70615A9A978885647365

SHA1: E98E28CF7E3361907CCB9A36D524A81446725D4F

SHA-256: 3A44AA4835C03915F91DD9E0446D01B71B55B24C25D6EC027040B20D36DD0169

SHA-512: 148A8E73D963DFBA75CE86916659260A3B9AAF3CA50B21C119531C29D7A194F6BE0E0521847E464A1E41E1E2BB9B4B372CA649F118220206968D7B00C0E9074D

Malicious: false

Preview:
# This is a basic ProFTPD configuration file (rename it to.# 'proftpd.conf' for actual use.  It establishes a single server.# and a single anonymous login.  It assumes that 
you have a user/group.# "nobody" and "ftp" for normal operation and anon...ServerName..."FTP server".ServerType...standalone.DefaultServer...on.RootLogin...o
n.TimeoutIdle         1440..Port 21..# Don't use IPv6 support by default..UseIPv6....off..# Umask 022 is a good standard umask to prevent new dirs and files.# from being 
group and world writable..#Umask....022..# To prevent DoS attacks, set the maximum number of child processes.# to 30.  If you need to allow more than 30 concurrent 
connections.# at once, simply increase this value.  Note that this ONLY works.# in standalone mode, in inetd mode you should use an inetd server.# that allows you to limit 
maximum number of processes per service.# (such as xinetd)..MaxInstances...30..# Set the user and group under which the server will run..User....root.Group....root.

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\scripts\avahi.sh
Process: C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe

File Type: POSIX shell script, ASCII text executable

Category: dropped

Size (bytes): 699

Entropy (8bit): 5.340432763688548

Encrypted: false

SSDEEP: 12:MTAonNPUhayNPUhjD2R6v3/viGiWeBK6V3AUiWeMK6V3A5kBnAdptZaUz+nItPzd:MTjnKlKkQ3qGiWe80PiWeL0WkBnWHZa2

MD5: C301560162670D280BAEFE8CB8D6D06A
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SHA1: 29CF7AC88F5C5CD66B6836E9F7200BE89092CBA2

SHA-256: 34D0BFE0CD098AAB7B0499402D24EDBA2DF40B38396AD32B591329AA5C3ED481

SHA-512: 6569F72AFF2F76948ED2DBBAF724505726108EAF90E602966E1F2C6F0208387E7D264AF714D654EF20FBD6EED33BA83675D0098883A94789C40CC975669CAC80

Malicious: false

Preview:
#!/bin/sh.#.# avahi-daemon init script.HOSTNAME=`/usr/sbin/allnet/sqldb_read /sys/network/hostname`.#ETH=`/usr/sbin/allnet/sqldb_read /sys/network/interface`.#M
AC=`/sbin/ifconfig    | grep $ETH    | tr -s ' '    | cut -d ' ' -f5 | cut -b 10-17 | tr -d ':'`.#HOSTNAMEMAC="${HOSTNAME}-${MAC}"..#sed -i 's/host-name=.*/host-name='${H
OSTNAMEMAC}'/g' /etc/avahi/avahi-daemon.conf.sed -i 's/host-name=.*/host-name='${HOSTNAME}'/g' /etc/avahi/avahi-daemon.conf.DAEMON=/usr/sbin/avahi-dae
mon.case "$1" in.    start)..$DAEMON -c || $DAEMON -D..;;.    stop)..$DAEMON -c && $DAEMON -k..;;.    reload)..$DAEMON -c && $DAEMON -r..;;.    *)..echo "Usage: 
S50avahi-daemon {start|stop|reload}" >&2..exit 1..;;.esac.

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\scripts\avahi.sh

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\scripts\cget.sh
Process: C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe

File Type: POSIX shell script, ASCII text executable

Category: dropped

Size (bytes): 269

Entropy (8bit): 5.322358297497027

Encrypted: false

SSDEEP: 6:h//d1rHyWGD5/FoB8Gw3GYgtIM0KCeRxS1dgOdvdjXotMr:5/3bytzyb6zKxkHq2

MD5: C98FCA0BD625333BF9CFEF7C43AC8018

SHA1: FCB1122EFE2A9A4C8A564D1992BD65B833E99911

SHA-256: CCFA5A905BD7E95E06345F313077E996BF588FD2ADF734B2B094C1169C758058

SHA-512: 3722D8DF7A8F168018F14E892CFED0A6478CDCD2BAAD421D3B7DBDD4D4FBFDD4F6AE0F8755F35372718CFF6EF2844120854F3A6D61B304C869F3BF13F4F72E6
8

Malicious: false

Preview:
#!/bin/sh.BASE="config".FIELD="tag, value".WHERE="tag".[ ${#2} -gt 0 ] && { BASE=$2; }.[ ${#3} -gt 0 ] && { FIELD=$3; }.[ ${#4} -gt 0 ] && { WHERE=$4; }.sqlite3 -init /et
c/scripts/sqliterc /etc/allnetenv/config.s3db "SELECT $FIELD FROM $BASE WHERE $WHERE like '%$1%';".

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\scripts\checkupdate.sh
Process: C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe

File Type: POSIX shell script, ASCII text executable, with very long lines

Category: dropped

Size (bytes): 2408

Entropy (8bit): 5.270155531370698

Encrypted: false

SSDEEP: 48:rtfFWvm3ujZH0hJ4pQjbVSqhVw5ws3yRyBWyw:rtfwvm3mZH0hJ4+tSqhDz1

MD5: 2A6017CF2FCD511E287E28F3EB5B8023

SHA1: 3FB49F60D3170464534A85561E913E4C0AC350A7

SHA-256: D68A18FC1EC9CA383F34A69C28D0D75C833A4FA6EAA7D12EB494DC8BE3A19E38

SHA-512: 94BA2DCB72E351D8927E11A974B53F382A0FCB1AFDF7255053D74D0BA36823866BE5DEE1C07408C08AEAE839CE27AA70CF23BDD4534738D0A1D7F0A665101C9
2

Malicious: false

Preview:
#!/bin/sh.export CURL_CA_BUNDLE=/etc/ssl/certs/ca-certificates.crt.URL="https://update.allnet.de/".DIR="/tmp/update".prepare() {.  rm /tmp/update.result > /dev/null 
2>&1.  FIRMWARE=`cat /etc/default/version`.  VERSION=`echo $FIRMWARE | cut -d';' -f1 `.  PATCH=`echo $FIRMWARE | cut -d';' -f2 `.  INTERFACE=`/usr/sbin/all
net/sqldb_read /sys/network/interface`.  MAC=`/sbin/ifconfig | grep $INTERFACE | tr -s ' ' | cut -d ' ' -f5`.  UUID=`cat /etc/default/uuid`.  DEVICETYPE=`/usr/sbin/allnet
/sqldb_read /control/devicetype`.  REVISION=`/usr/sbin/allnet/sqldb_read /sys/hardware/revision`.  DATE=`/usr/sbin/allnet/sqldb_read /sys/firmware/datenum`.  DE
VICEDATE=`date`.  RELOADLAST="false".  FORMAT="false".  CHECK="check".  if echo $@ | grep "user"; then CHECK="user"; fi > /dev/null.  if echo $@ | grep "short"; 
then FORMAT="true"; fi > /dev/null.  if echo $@ | grep "reload"; then RELOADLAST="true"; fi > /dev/null.}.check() {.  prepare $1 $2.  if [ ! -f /tmp/update.lock ] ;then.    
cleanprocess.  f

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\scripts\cset
Process: C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe

File Type: POSIX shell script, ASCII text executable

Category: dropped

Size (bytes): 320

Entropy (8bit): 5.415584307558354

Encrypted: false

SSDEEP: 6:h5nnpOdeGFEb9EYsk1NfpqEI6c5nqQDlUmH3Ysk1NfpqEI6c5G4ieRzQlq6n:vnSetbKYG6c5BhnXYG6c5DieRzQlq6n

MD5: 9AC719B9977B5794636BE8AD7CA273F4

SHA1: 27A5E1DE0FD3471816A8DF7E673E654FEA8075DC

SHA-256: A1DC5AFFC2713CE8A9346CC0DD9C02DB5BEA95437C07AB10B58CB9D7A36F5D0E

SHA-512: E91B5AC58270BDEBC378C3C2E3BF3B812AF3570C34A7C40B7CD1D9717B61772A9453B64944A320D3E71147CF632826767C28FDA2B4ABE54AE52A24FB8ECB164
9

Malicious: false

Preview:
#!/bin/sh.DBFILE="/etc/allnetenv/config.s3db".TABLE="config".if [ -n "$1" ] || [ -n "$2" ] ;then..echo "INSERT OR REPLACE INTO $TABLE (tag, value) VALUES ('$1', 
'$2');"..[ -f $DBFILE ] && sqlite3 $DBFILE "INSERT OR REPLACE INTO $TABLE (tag, value) VALUES ('$1', '$2');".else..echo "USAGE: set {tag} {value}";..exit 1.fi.
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\scripts\curlmail.sh
Process: C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe

File Type: POSIX shell script, ASCII text executable

Category: dropped

Size (bytes): 878

Entropy (8bit): 5.374403397939404

Encrypted: false

SSDEEP: 12:MoXHvj3rbJ2MWb0bgKb2wnbEnbTYtVSu1b82Sw3tBSIoXKR1EWwC1E:TvjbEMWgsKiU8AN1AASLKR+

MD5: 2FD739D3768B4D52EE5DAB7E517CB1C6

SHA1: 72DA973678A584D3CC0EEF1333AED68F258ABDDD

SHA-256: C5E027358165E5D010081D61BF48E3882724626C57AD46982CF22F44F963BCED

SHA-512: 2EFD386D37C7C4DF697347F8941B70E984643BCE0E2A8362F6A3A6242C13E17EF6D3ED118E763B9B26AE2965CEA0F81BE0DD1D4DA2E36B366238F9104775E8B6

Malicious: false

Preview:
#!/bin/sh.CURL_LOG="/tmp/mail.log".FROM=`/etc/scripts/get /sys/network/mail/sender`.SMTP=`/etc/scripts/get /sys/network/mail/smtp`.PORT=`/etc/scripts/get /sys/n
etwork/mail/smtpport`.USER=`/etc/scripts/get /sys/network/mail/user`.PASS=`/etc/scripts/get /sys/network/mail/pass`.STYP=`/etc/scripts/get /sys/network/mail/smt
pssl`.DATE=`date +%d.%m.%Y`.TIME=`date +%H:%M:%S`.#SIG=`/etc/scripts/get /sys/network/mail/signature`.PROTO="smtp".[ ${STYP} -eq 0 ] && { PARAM=""; }.[ 
${STYP} -eq 1 ] && { PARAM="--ssl";PROTO="smtps"; }.[ ${STYP} -eq 2 ] && { PARAM="--ssl --ssl-reqd"; }.#echo -e "\n$SIG\n" >> /tmp/mail.txt.sed -i 's/%D/'${DATE}'/g' /t
mp/mail.txt.sed -i 's/%T/'${TIME}'/g' /tmp/mail.txt.curl $PARAM --insecure --mail-from "$FROM" --mail-rcpt "$1" --url $PROTO://$SMTP:$PORT -u "$USER:$PASS" --up
load-file /tmp/mail.txt --anyauth --verbose --silent --show-error 2>$CURL_LOG.

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\scripts\devicedaemons.sh
Process: C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe

File Type: POSIX shell script, ASCII text executable

Category: dropped

Size (bytes): 734

Entropy (8bit): 4.616084380516708

Encrypted: false

SSDEEP: 12:BvourdwK3pJFv5I56NFpiGwJVMfqB4WwMmTq6YJ6TKojxjpHo2RujROqdDe:BQu+Kpl06NFpOJmy4tqFqpt6Oqte

MD5: E82B4CEA0D818A74BE113BA4C3C73A36

SHA1: 04597FC4273DFBB95CA5A2AA8D80DD7415BF698B

SHA-256: 6331C07EC3C432FA78495946E11B779FF3C8C445D6E825D07C32E5C23B09C5FF

SHA-512: 72649AE9418BDE4100096FE0392B07263C3E828F814B757125C66DFAB3015D1FBC05855A68614DAE1132851CDE164A057863DAB618E014BFF4DFFF10C6D07F45

Malicious: false

Preview:
#!/bin/sh.CS="/etc/scripts/startstop.sh".daemons() {.  cat /etc/default/daemons | while read daemon; do.    $CS $daemon $1.  done < /etc/default/daemons.  if [ -f /etc/de
fault/commands ] ; then.    ash /etc/default/commands.  fi.  if [ -f /etc/default/dependent ] ; then.    cat /etc/default/dependent | while read daemon; do.      WAIT=$( echo 
"$daemon" |cut -d\  -f2 ).      START=$( echo "$daemon" |cut -d\  -f0 ).      sleep $WAIT.      $CS $START $1.    done < /etc/default/dependent.  fi.}.case "$1" in.  start).  
.daemons $1.  .;;.  stop).  .daemons $1.  .;;.  restart|force-reload).    daemons $1.    ;;.  pid).    daemons $1.    ;;.  *).    echo $"Usage: $0 {start|stop|restart|force-reload|
pid}".    exit 3.  ;;.esac.exit $?

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\scripts\dnsmasq.sh
Process: C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe

File Type: POSIX shell script, ASCII text executable

Category: dropped

Size (bytes): 2559

Entropy (8bit): 5.376669883823185

Encrypted: false

SSDEEP: 48:JmIB095xqgSkRWUl0RQYqnDDRFBXsmdRxmEqJ+RzrBya:Jmky5xnSkRWiaQhnDDRHXsmvxmEqcF5

MD5: E1F11476062F701B695F14192B58422C

SHA1: 24119A47841A2902DF3B702DB63EB14F26C25E1B

SHA-256: E6F83331AA3A271782821A8BC99A1A7FF7FFD452BBFB4C863AFA08BB58526405

SHA-512: C5056860B55689952DD8EA4F259E272A47AAC03C8BD34C1170A8397521D55F0065CBEC2918ECF3B10358147D32087A0EB549E3D78C4648AD57D2A50DA4BCACC6

Malicious: false

Preview:
#!/bin/sh.#.# $Id: dhcp3-server.init.d,v 1.4 2003/07/13 19:12:41 mdz Exp $.#.# On what interfaces should the DHCP server (dhcpd) serve DHCP requests?.#       Separate 
multiple interfaces with spaces, e.g. "eth0 eth1"..#INTERFACES="br0"..# It is not safe to start if we don't have a default configuration....#echo "/etc/init.d/dhcp-server not 
yet configured! - Aborting...".#exit 1;.ENABLE=`/etc/scripts/get /sys/network/udhcpd/enable`.IFACE=`/etc/scripts/get./sys/network/udhcpd/iface`.LEASEFILE=`/etc/scripts/
get ./sys/network/udhcpd/leasefile`.PIDFILE=`/etc/scripts/get ./sys/network/udhcpd/pidfile`.AUTOTIME=`/etc/scripts/get ./sys/network/udhcpd/autotime`.DOMAIN=`/e
tc/scripts/get ./sys/network/udhcpd/domain`.ROUTER=`/etc/scripts/get ./sys/network/udhcpd/router`.STARTIP=`/etc/scripts/get ./sys/network/udhcpd/startip`.STOPIP
=`/etc/scripts/get ./sys/network/udhcpd/stopip`.SUBNET=`/etc/scripts/get ./sys/network/udhcpd/subnet`.DNS1=`/etc/scripts/get ./sys/network/udhcpd/dns1`.DNS2=`/e
tc/scripts

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\scripts\dropbear.sh
Process: C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe

File Type: POSIX shell script, ASCII text executable

Category: dropped

Size (bytes): 1768

Entropy (8bit): 5.163438393821446

Encrypted: false
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SSDEEP: 24:BmK+AIKs4xKtDKAqK8iTO2A7BnRDO5DHnMI0mVJW8Y2qm5cy:Bn+YctGArzTqBnRDO5DHh0aJWyqm5cy

MD5: 1D06CECA34AA3FC784519C6A1ED182BF

SHA1: 40AA9460A1F21067B472736DBE1B6B8891129660

SHA-256: B972453086B34B68A6ABEAEEA7B27572CB767489CD00DFD9AE6A6F34ABB0E33C

SHA-512: D0EDE5A1A1E3E6F8358858DCC2B3D49AF561CD4E766DD2B76F08ED43D75E87CA038DAE15246683226BA9C2C8301A4DE908735C5A1F8F187BE504556B7F65532
3

Malicious: false

Preview:
#!/bin/sh.#.# Starts dropbear sshd..#.ENABLED=`/usr/sbin/allnet/sqldb_read /sys/network/sshd/enabled`.INIT=`/usr/sbin/allnet/sqldb_read /device/language`.DEVTYP
E=`/usr/sbin/allnet/sqldb_read /control/devicetype`.DEVNAME=`/usr/sbin/allnet/sqldb_read /control/devicename`.LOGINPROMPT=`/usr/sbin/allnet/sqldb_read /sys/netw
ork/sshd/loginprompt`.if [ $INIT = "INIT" ] ; then..ENABLED=1.fi.# Make sure the dropbearkey progam exists.[ -f /usr/bin/dropbearkey ] || exit 0..start() {..if [ ${ENABLED} = 
"1" ] ; then...echo -e "$DEVTYPE $LOGINPROMPT\n\nDevicename: $DEVNAME\n\n" > /etc/issue. ..echo -n "Starting dropbear sshd: "...# Make sure dropbear directory 
exists...if [ ! -d /etc/dropbear ] ; then....mkdir -p /etc/dropbear...fi...# Check for the Dropbear RSA key...if [ ! -f /etc/dropbear/dropbear_rsa_host_key ] ; then....echo -n 
"generating rsa key... "..../usr/bin/dropbearkey -t rsa -f /etc/dropbear/dropbear_rsa_host_key > /dev/null 2>&1...fi....# Check for the Dropbear DSS key...if [ ! -f /etc/

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\scripts\dropbear.sh

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\scripts\dtool.sh
Process: C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe

File Type: a /bin/ash script, UTF-8 Unicode text executable

Category: dropped

Size (bytes): 4250

Entropy (8bit): 5.350853833830543

Encrypted: false

SSDEEP: 96:+zAc6n4Uv7h9pLl2rDx1OY81q9OBz9OTulXfEdPfEdLNqiF3:1Dh9pLl2rDx1OY79c9cwXfEdPfEdYiF3

MD5: B12AF4FCE2E7159F869ADBE88E7B0D4C

SHA1: FE426635043E8F6FEF7AC9FF6CF936561F121A1F

SHA-256: B80584FD75A6E57C5DA68D7B2E5EF001E2FD1B9D10622E0DA1DEB8ECD67A99DA

SHA-512: 3BA9396CA0C58ECF7CD1CFB366718C2BDEB8DE16BA55BB678929319BD155E7EA40DD59CA8F29C277768C62477421D1EE62D2F581069921A0CFB3C7915FB168F
5

Malicious: false

Preview:
#!/bin/ash.VERSION="0.22".PLATFORM=`get /sys/platform`.DEVTYP=`get /control/devicetype`.printf "\e[96m%-15s\e[32m%s\e[0m\n" "DaemonTools: " "$VERSION".printf 
"\n\e[96m%-15s\e[32m%s\e[0m" "Platform: " "$PLATFORM".printf "\n\e[96m%-15s\e[32m%s\e[0m" "Device Typ: " "$DEVTYP".if [ ! -z $1 ]; then..case $1 in...start|stop|r
estart)....printf "\n\e[96m%-15s\e[32m%s\e[0m\n\n" "Aktion: " "$1"....cat /etc/default/daemons > /tmp/daemons.tmp....cat /etc/default/dependent >> /tmp/daemons.tmp....i=1
....while read daemon; do....if [ "$i" -le 9 ]; then.....printf "\e[1;32m%-5s\e[0m\e[97m%s\e[0m\n" "0$i " "$daemon"....else.....printf "\e[1;32m%-5s\e[0m\e[97m%s\e[0m\n" "$i " 
"$daemon"....fi....i=$(($i+1))....done < /tmp/daemons.tmp....if [ ${DEVTYP} = "ALL3690" ]; then.....printf "\n\e[1;32m%-5s\e[0m\e[97m%s" "30 " "ALL3690 S0"....fi....if [ ${DE
VTYP} = "ALL3691" ]; then.....printf "\n\e[1;32m%-5s\e[0m\e[97m%s" "31 " "ALL3691 D0".....printf "\n\e[1;32m%-5s\e[0m\e[97m%s" "32 " "ALL3691 S0"....fi....if [ 

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\scripts\factory_reset.sh
Process: C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe

File Type: POSIX shell script, ASCII text executable

Category: dropped

Size (bytes): 93

Entropy (8bit): 4.457718060489596

Encrypted: false

SSDEEP: 3:TKH4vGegVBmQOF71GKhURhBADXRdLXTNOXY:hevmLbGKeRQrPTTN4Y

MD5: F6C16EDEEC963449B42F92D4C056FB07

SHA1: 171A0A089A7BBFE12302B0F12DEA9A6A25133848

SHA-256: 05125FC552E1766AD5EB8409A9ADBD0E596464E092C634E8240F49B112FFDE9A

SHA-512: 3C5F8617589F21FBCE3FC20EAB6FD98BC6B077EC4767D0065B4F3ABEF84300DAC4BD61CB1E3FAC0802D91FC7ECF88B64901DB5CB932EB1BC5F3482C8ABE17
86C

Malicious: false

Preview:
#!/bin/sh./etc/init.d/S70daemons stop.sleep 3./etc/scripts/gendefaultconfig.sh.sleep 3.reboot

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\scripts\fget
Process: C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe

File Type: POSIX shell script, ASCII text executable

Category: dropped

Size (bytes): 175

Entropy (8bit): 5.219946585275294

Encrypted: false

SSDEEP: 3:TKH4vhnnp6uGdZYtLQKCSACSIJQDHWUJ8FBlJjDBjBBsOFySUytgcMlJ:h5nnpOdefdQDlUddjXHfrtMr

MD5: 174516C9584D791747F99D9ED89C00EB

SHA1: 36EB751E801C52174DFDC57DEEF6E0DF34AA58F8

SHA-256: B1F4704B74A786E9AD6B87C1B0D38357412DDBC204A11B13F417C7C9978B627F

SHA-512: 61022F4BE7B7D6C45A4EFC16F99F3577624C4C0174A32A4AA5A39597E2F35D917A0BA0270EDD50D38302570FE953288A798524ED5D316BB452F10CE6F49438EE

Malicious: false
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Preview:
#!/bin/sh.DBFILE="/etc/allnetenv/config.s3db".TABLE="config".FIELD="value".WHERE="tag".[ -f $DBFILE ] && sqlite3 $DBFILE "SELECT $FIELD FROM $TABLE WH
ERE $WHERE like '%$1%';".

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\scripts\fget

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\scripts\gendefaultconfig.sh
Process: C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe

File Type: POSIX shell script, ASCII text executable

Category: dropped

Size (bytes): 1137

Entropy (8bit): 5.0004775554401135

Encrypted: false

SSDEEP: 12:OjKRxaeLKH1VQ/F/W93ofQaDqQl5QSFQaDDQFg02ZFTL6swfVQASFWsKTxQTi9Os:gyEe9Nk3on7PrQ7TxQTaOeGDqrIHmHdn

MD5: 42D966BEBDE3930135C7C393BFD2037C

SHA1: ACDA019353DC615AAB235F69B634577E7217D00E

SHA-256: 2E75D0FF31AF4094DD06C8E9C77E156A2E05FBAECAF468EE86AA83B572CCD542

SHA-512: 8834FE8C977CC5E49F7FD17A26E9C1DFD3A8F9035043E918F74EBA9559EFDA2235F3F9C7BAD0A4257D88ED76F5146D9A8A94860673B1C36EADFF77A85BB09E7
3

Malicious: false

Preview:
#!/bin/sh.DEVTYP=`cat /etc/default/device`./etc/init.d/S70daemons stop.if [ -f "/etc/allnetenv/config.s3db" ] ; then..rm /etc/allnetenv/config.s3db..echo 'INFO SQLITE DB: 
config.s3db found and deleted'.fi.rm -rf /etc/allnetenv/sensorhistory_ts_*.rm -rf /etc/allnetenv/log/day-0/*.rm -rf /etc/allnetenv/log/day-1/*.rm -rf /etc/allnetenv/log/day-2/*.rm -
rf /data/*.csv.rm -rf /data/pm/*.csv.rm -rf /data/el/*.csv.if [ -f "/etc/lighttpd/conf.d/remote_access.off" ]; then..mv /etc/lighttpd/conf.d/remote_access.conf /etc/lighttpd/conf
.d/remote_access.on..mv /etc/lighttpd/conf.d/remote_access.off /etc/lighttpd/conf.d/remote_access.conf.fi.cp -p /etc/default/config_default.s3db /etc/allnetenv/config.s3d
b.cp -p /etc/default/accessHelper.json /etc/allnetenv/accessHelper.json.echo 'INFO SQLITE DB: config.s3db from config_default.s3db generated'./etc/scripts/setpass.sh 
root PortaLuce23*./etc/scripts/setpass.sh ftp PortaLuce23*.if [  ${DEVTYP} = "ALL3653" ] ; then..rm -rf /opt/flowcontrol..if [ -f "/et

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\scripts\get
Process: C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe

File Type: POSIX shell script, ASCII text executable

Category: dropped

Size (bytes): 173

Entropy (8bit): 5.18912942909637

Encrypted: false

SSDEEP: 3:TKH4vhnnp6uGdZYtLQKCSACSIJQDHWUJ8FBlJjDBjBBsOFySUytgcMkUV:h5nnpOdefdQDlUddjXHfrtMkO

MD5: 1517D6C7B6FCAAECD8C51694CB364AD0

SHA1: A9A161846F6C5AADF3D96C563A8F7262835468BB

SHA-256: 75A9155766542C0C0D973EB4B370B4C60912A4F24883E477157F56659F1D4708

SHA-512: 7D2A31887AC4AE8671386EA1542CE2712FEECED81565A10794BAD0025037014E6D24ACD9E27BD1A57640F4A04B1AD955FDF425949BD7E24AADAD9F17602230B
B

Malicious: false

Preview:
#!/bin/sh.DBFILE="/etc/allnetenv/config.s3db".TABLE="config".FIELD="value".WHERE="tag".[ -f $DBFILE ] && sqlite3 $DBFILE "SELECT $FIELD FROM $TABLE WH
ERE $WHERE like '$1';".

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\scripts\httpdConfig.sh
Process: C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe

File Type: POSIX shell script, ASCII text executable

Category: dropped

Size (bytes): 60

Entropy (8bit): 4.700815129331847

Encrypted: false

SSDEEP: 3:TKH4vQYvcLHyx7IEj5CN3V8E:hDEr8IEj5O3V8E

MD5: B84AB7D272AF2A3CCD3AD150183C8AF8

SHA1: 5C5878F75E8A763F95A0EEE590C1ABC6C37011FE

SHA-256: 5D91F23DA2A682E9CD3D589EAED853BF0D0D5016B5877FD91E55E75EF3853E96

SHA-512: E72AB46310CD04AF971E93983AD57E97418EB6862196A2B5CD21B511D504D9317FA7D100CC77EC37DAF24E1223EC620D2AD1413F6AECF2F5020294D65B283C00

Malicious: false

Preview:
#!/bin/sh.usleep 10000 .kill -TERM $(cat /tmp/lighttpd.pid).

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\scripts\lan.sh
Process: C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe

File Type: POSIX shell script, ASCII text executable

Category: dropped

Size (bytes): 1381

Entropy (8bit): 5.160054208670794

Encrypted: false

SSDEEP: 24:mmKCtKfKlKTKFK6mKXvgKvOkSJ4X24wdL5LSnSOJack4V4Py0u:WC4Cw2Q6nxv+dUSaWy0u
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MD5: 3A90307DC171119C99BC58BD100923BF

SHA1: 4E48485EF54EF59B9B16B5E68796EFCF5A8039F1

SHA-256: 81C2DBD549FA21065790DA0ED87BB4C75853024F102F7E06201A46C0413B4E0C

SHA-512: 58A8063AC9D5088A479993EB6747691EE00582E742E2E7DD1927F7A0A91B8331206C531C47328752069A346326C68B27EE30D1D84C4172A2323B2D9CB1747D3D

Malicious: false

Preview:
#!/bin/sh..IP=`/usr/sbin/allnet/sqldb_read /sys/network/lan/ipaddress`.NETMASK=`/usr/sbin/allnet/sqldb_read /sys/network/lan/netmask`.GW=`/usr/sbin/allnet/sqldb_read 
/sys/network/lan/gateway`.HOSTNAME=`/usr/sbin/allnet/sqldb_read /sys/network/hostname`.DNS1=`/usr/sbin/allnet/sqldb_read /sys/network/lan/dns1`.DNS2=`/usr
/sbin/allnet/sqldb_read /sys/network/lan/dns2`.HWID=`/usr/sbin/allnet/sqldb_read /sys/hardware/numeric_model`.ETH=`/usr/sbin/allnet/sqldb_read /sys/network/inte
rface`.case $1 in.. .start)..echo -e "\033[01;33m[lan] -- Start network...\033[01;0m"..ifconfig ${ETH} 0.0.0.0 up..brctl addif br0 ${ETH}../sbin/ifconfig br0 ${IP} netmask 
${NETMASK} > /dev/null 2>&1..route delete default..route add -net 0.0.0.0 netmask 0.0.0.0 gw ${GW}..if [ ${HWID} = "5000" ] ;then.../usr/sbin/allnet/lcd_write 0 `hostna
me`.../usr/sbin/allnet/lcd_write 1 `ifconfig br0 | grep "inet addr:" | cut -f1 -dB | cut -f2 -d:`..fi..echo "search allnet.local" > /etc/resolv.conf..echo "nameserver $DNS1" >> /et

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\scripts\lan.sh

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\scripts\laststate.sh
Process: C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe

File Type: POSIX shell script, ASCII text executable

Category: dropped

Size (bytes): 1145

Entropy (8bit): 4.507788548248957

Encrypted: false

SSDEEP: 24:Z+So3i3tbY3tH303tHoS4G4A4tX8P93dETkdETdj939B4B45Y4B4te/Md/MNsG0:3o3i3RY3Z303ZoS4G4A4tX8P93dETkdn

MD5: 168C1B54036DDA2EF2C4D7E54CA598D8

SHA1: 1DB0C6E8F0B76AACA09E95CE63B85F7CEA3454EA

SHA-256: 3C1A91EC5C98214DA7EA615C3F4CA85F797191C1E0BAB034DE1A63C157D21C30

SHA-512: AF99E6EBCFB31DB95712BA071C067E9AF8B84EA97023052E847E8E4D1BE83037FAECE88DC5C1AF64CE3189BE83721327D2A7A9D59A4CCF2AF903F1702635DE
DF

Malicious: false

Preview:
#!/bin/sh./bin/chmod -R 775 /usr/sbin/*./bin/chmod -R 775 /usr/sbin/allnet/*./bin/chmod -R 775 /etc/init.d/*./bin/chmod -R 775 /www/*.rm -rf /usr/lib/libcurl.so.rm -rf /usr/lib/lib
curl.so.4.rm -rf /usr/lib/libcurl.so.4.2.0.ln -s /usr/lib/libcurl.so.4.3.0 /usr/lib/libcurl.so.4.ln -s /usr/lib/libcurl.so.4.3.0 /usr/lib/libcurl.so.rm -rf /usr/lib/libpcre.so.rm -rf /usr/li
b/libpcreposix.so.0.0.0.rm -rf /usr/lib/libpcreposix.so.rm -rf /usr/lib/libpcreposix.so.0.rm -rf /usr/lib/libpcrecpp.so.0.0.0.rm -rf /usr/lib/libpcrecpp.so.rm -rf /usr/lib/libpcrec
pp.so.0.ln -s /usr/lib/libpcre.so.1.2.5 /usr/lib/libpcre.so.ln -s /usr/lib/libpcre.so.1.2.5 /usr/lib/libpcre.so.1.ln -s /usr/lib/libmcrypt.so.4.4.8 /usr/lib/libmcrypt.so.ln -s /usr/lib/libmc
rypt.so.4.4.8 /usr/lib/libmcrypt.so.4.ln -s /usr/lib/libpcreposix.so.0.0.3 /usr/lib/libpcreposix.so.ln -s /usr/lib/libpcreposix.so.0.0.3 /usr/lib/libpcreposix.so.0.ln -s /usr/lib/l
ibpcrecpp.so.0.0.1 /usr/lib/libpcrecpp.so.ln -s /usr/lib/libpcrecpp.so.0.0.1 /us

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\scripts\lightly.sh
Process: C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe

File Type: POSIX shell script, ASCII text executable

Category: dropped

Size (bytes): 76

Entropy (8bit): 4.819910079062262

Encrypted: false

SSDEEP: 3:TKH4v++FiFBUFIstJ9iy8Ix7IEj5CN3V8E:h8QXJo+IEj5O3V8E

MD5: 3F48849B89F949EBB326EAE7DDF3CFA7

SHA1: 04EF2B2510D4ABC008A76FFB7E4FC9AB0689D1A3

SHA-256: 30D894DF50B6D608D254393889151603B1B032F98416F4F150966B25BE9EC8F8

SHA-512: 2188DB2627DC053A0789EC724682521D64C28D2ACF19E6434843ED72C694F691D91CB595869A366C1FE183152B34AECD2390B4E0BEE7BB964D7422DEB9946ED0

Malicious: false

Preview:
#!/bin/sh.[ ! -z $1 ] && { usleep $1; }.kill -TERM $(cat /tmp/lighttpd.pid).

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\scripts\mem
Process: C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe

File Type: POSIX shell script, ASCII text executable

Category: dropped

Size (bytes): 474

Entropy (8bit): 4.9643256742219135

Encrypted: false

SSDEEP: 12:GGK4q3o+TQ3SAArF+Tj3o+Tcm3SAArF+TcWRLM69sLR+be:yPQClrKjPJClrKrt2ae

MD5: 4B9541CE5EA2A912646D6A5B903AB531

SHA1: CD9AAFC329F96D3BE2A2355064B43251BB26A65E

SHA-256: 227A73C4AF05D0F81C87F3B4AAD0BF52EC620D1668C0354C005E5C2BAD2FA383

SHA-512: 0CA0486BA8672EC9584F1B1330E9F5C9A0D780F9CC1ACE7146AC57634BE43807366A9D92B629BF104BE3089BCDB49A362B86AEDEF7E521785EA21C8805FA91E
5

Malicious: false

Preview:
#!/bin/sh..# (^ *)(.*) kB..#T=`cat /proc/meminfo | grep MemTotal: | cut -d ':' -f2 | sed 's/^ *//g'`.#F=`cat /proc/meminfo | grep MemFree: | cut -d ':' -f2 | sed 's/^ *//g'`.T=`cat 
/proc/meminfo | grep MemTotal: | cut -d ':' -f2 | sed 's/^ *//g' | sed 's/ *kB//g'`.F=`cat /proc/meminfo | grep MemFree: | cut -d ':' -f2 | sed 's/^ *//g' | sed 's/ *kB//g'`.#U=$(expr 
$T-$F).printf "Total:\t$T\n".printf "Free:\t$F\n".printf 'Used:\t%s\n' "$(( $T - $F))".#printf "Used:\t$U\n".
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\scripts\networking.sh
Process: C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe

File Type: POSIX shell script, ASCII text executable

Category: dropped

Size (bytes): 1681

Entropy (8bit): 5.27060490779872

Encrypted: false

SSDEEP: 24:nKcmKXvmoktFPzHCD1Wgz4X24wGE9N1qC1z7k4jR4P1DkVUm3:Kcnq/4W2GmDy1g6m3

MD5: E5CF876572D59B41ACEA4E2ECABF257B

SHA1: A78E0AF896E09FEE01256FF7964E16E00CEF0A86

SHA-256: AA94758409DC9CBB1611947C5300511A51031007C991899EC454B700210FAEF7

SHA-512: 3476E1B98D0F848ECE4B2B9F891F9057312509B4EBDE56993E7BE9EDFA8F55438DC9343E0741F3795912CF5206562B613C4F85F813620F9DC816E00BA0C7F88F

Malicious: false

Preview:
#!/bin/sh.HOSTNAME=`/usr/sbin/allnet/sqldb_read /sys/network/hostname`.HWID=`/usr/sbin/allnet/sqldb_read /sys/hardware/numeric_model`.case "$1" in.start)..echo -e 
"\033[01;33m[NETWORKING] -- START\033[01;0m"..echo -e "\033[00;32mStart LAN\033[00;0m" > /dev/console../etc/scripts/lan.sh start..> /dev/console..echo -e "\0
33[00;32mStart WLAN\033[00;0m" > /dev/console../etc/scripts/wlan.sh start..> /dev/console..echo -e "\033[00;32mStart DHCP\033[00;0m" > /dev/console../etc/script
s/udhcpc.sh start..> /dev/console../etc/scripts/test_gateway.sh..if [ "$?" = "0" ] ;then.      echo -e -n "\033[01;33m[S50] -- Set time           -> \033[00;32m".      /usr/bin/ntp
date -t5 -p1 pool.ntp.org.    fi..echo -e "\033[00;32mStart NTP\033[00;0m" > /dev/console..if [ ${HWID} = "5000" ] ;then.../usr/sbin/allnet/lcd_write 0 `hostname`.../usr/
sbin/allnet/lcd_write 1 `ifconfig br0 | grep "inet addr:" | cut -f1 -dB | cut -f2 -d:`..fi..;;.stop)..echo -e "\033[01;33m[NETWORKING] -- STOP\033[01;0m"..echo -e "\033[0

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\scripts\nodtest.sh
Process: C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe

File Type: POSIX shell script, ASCII text executable

Category: dropped

Size (bytes): 308

Entropy (8bit): 4.749234870788986

Encrypted: false

SSDEEP: 6:hqasXGLsCsBW/1GjwuXjP0yyT/Y7/xVnwj99JSTSunyd3LM9kLZV:8asXGLxsBWNcbXjPhy0NNCBSTAd3Gkf

MD5: DEF2B13770867E32BFC816B8BBDD0247

SHA1: 30BDCBF272D693EA0F645CD1D4133A9CC4F11661

SHA-256: 44FB76657478B1A4E2336D5559D4BA527BE3CA18CC0960E5BE10A49CF040549B

SHA-512: 395D16C5CA94769C00A6ED086E3FE55B3F37CB432DEE8C37BAF925F40C81748572550CF8FBA960183EC9EBE1D7A20F76317A88D17CDB660F4B566A182CA6621
A

Malicious: false

Preview:
#!/bin/sh.check="/dev/ttyUSB"..checkDevice() {.if [ -c "$1" ].then.  echo "$1 is a character device. [OK]".else.  echo "$1 is anything else. [DELETE $1]".  rm -rf $1.  echo 
"Create character device $1".  mknod -m 666 $1 c 188 $2.fi.}.for i in `seq $1 $2`;.do.  device="$check$i".  checkDevice $device $i.done

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\scripts\ntp.sh
Process: C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe

File Type: POSIX shell script, ASCII text executable

Category: dropped

Size (bytes): 1450

Entropy (8bit): 5.322022173745269

Encrypted: false

SSDEEP: 12:aapu4Ln5xGNwkHlH1kBjAdQRD8FfGhL6ugsGyJGbQI3f5ijILgsaaj5iGGxvLgsV:aaphGZqBdRDNLAn3fuM37zsKjVU

MD5: 7370C1570CC4712B5B483FB69B6E65AC

SHA1: B55E7041FBF53DC1BE4FE605632F440E547D127C

SHA-256: 78B1749624E64B472B1E356DC4EC4A287DBCE836A727D1AD643865C071DDD04D

SHA-512: B2F68FD0D25F3FBA0618F225115698269826CD58BBEEB5F1E16AAC8E5B000DF4CD0389A4743323FDCF62A8490BB5879934D8E5DFEB72D60A48D6A680D4B23B8
5

Malicious: false

Preview:
#! /bin/sh.#.# System-V init script for the openntp daemon.#..PATH=/usr/local/sbin:/usr/local/bin:/sbin:/bin:/usr/sbin:/usr/bin:/usr/sbin/allnet.DESC="network time protocol 
daemon".NAME=ntpd.DAEMON=/usr/sbin/$NAME.NTPDATE_BIN=/usr/bin/ntpdate..# Gracefully exit if the package has been removed..test -x $DAEMON || exit 0..# Read 
config file if it is present..if [ -r /etc/default/$NAME ].then... /etc/default/$NAME.fi..case "$1" in.  start).  .echo -e -n "\033[01;33m[NTP] -- \033[01;0m"..if [ -x $NTPDATE_BIN 
] ; then...echo -e "\033[00;32mGetting initial time via ntp\033[00;0m" > /dev/console...$NTPDATE_BIN $NTPDATE_OPTS $NTPSERVERS > /dev/null 2>&1..fi..echo -e "\0
33[00;32mStarting $DESC: $NAME\033[00;0m" > /dev/console..start-stop-daemon -S -q -x $DAEMON..;;.  stop).    echo -e -n "\033[01;33m[NTP] -- \033[01;0m".    echo -e 
"\033[00;32mStopping $DESC: $NAME\033[00;0m" > /dev/console..start-stop-daemon -K -q -n $NAME..;;.  reload|force-reload).    echo -e -n "\033[01;33m[NTP] -- 
\033[01;

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\scripts\ntpdate.sh
Process: C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe

File Type: POSIX shell script, ASCII text executable

Category: dropped

Size (bytes): 321

Entropy (8bit): 5.080816000769497

Encrypted: false

SSDEEP: 6:hm4o0JJSB0PJRnFh0v1K/XCvlqiAlvpazS2E4AJJEA+4z:AK/wAiAl4zflAJ3+4z
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MD5: 95A42AA8D9781911112612E4EC4A9463

SHA1: 704CFDAF8EAE321FBF746712A771BC2A6B788D0F

SHA-256: AF3F2916323AB9599B7AA12D299FC6F6E39D5871A76CB25ED9DC77F392B2D844

SHA-512: 63DB99772222B9788111FE30EF5CD660CEC660640E57B03FD203C73F401E730A1D848C9C58B43968C4E4E571D4E8FA4573F5B17CF455452803128B2BE6898F5B

Malicious: false

Preview:
#!/bin/sh.if [ -z ${1} ]; then.  if [ -f /etc/ntp.conf ] ; then.    NTPSERVERS=`cat /etc/ntp.conf  | cut -d ' ' -f2 | xargs`.  else.    NTPSERVERS="pool.ntp.org ntp0.fau.de".  fi.else.  
NTPSERVERS=$*.fi.echo -e "Time Servers used: $NTPSERVERS\n" > /tmp/ntp.log./usr/bin/ntpdate -t5 -p1 $NTPSERVERS >> /tmp/ntp.log 2>&1 &.

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\scripts\ntpdate.sh

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\scripts\offlineupdate.sh
Process: C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe

File Type: POSIX shell script, ASCII text executable

Category: dropped

Size (bytes): 2704

Entropy (8bit): 4.934447135275207

Encrypted: false

SSDEEP: 48:HG12sjFrBY1HBAUNzNC/xBuHuVsp9Y/kJ5BBfydD/Bhz2XE7BNYB1DnXB6mBOBW4:HGfjM1+UN4mHudQ6DDXsIiOBHQXchf

MD5: E98E42B65DE3C5353D3D6228E8289AB0

SHA1: DF3CD8688698EB967DB09E8FA780F4AC6A0CEFB0

SHA-256: 0911781A03624C972288F16E159333074A4401558189B967D7289D219BD904F5

SHA-512: 685BE26A88BDE31C29C6C3BD478898A04F7189B85AE0A12136072E92FC4B67534D9C4C70D9DCADAFED39EF4B63F8777387BBB7199DF25F54577F1417335597DF

Malicious: false

Preview:
#!/bin/sh.HW=`/usr/sbin/allnet/sqldb_read /sys/hardware`.DIR="/tmp/update".PATCHFILE="/tmp/update.zip".PROCESS="/tmp/update.process".MINMEM=1000.URL="
https://update.allnet.de/v3/"..extract() {.  unzip -o -q $PATCHFILE -d $DIR/ >> $PROCESS 2>&1.  if [ $? -eq 0 ] ;then..  if [ ! -f $DIR/patch.inf ] || [ ! -f $DIR/desc.txt ];then..
.echo "004# No information files found" >> $PROCESS...cleanprocess 4..  else...chmod -R 775 $DIR/*...chown -R root:root $DIR/*...rm /tmp/update.lock > /dev/null 
2>&1...exit 0..  fi.  else.    echo "005# Extract error - No files found" >> $PROCESS.    cleanprocess 5.  fi.}...cleanprocess() {.  rm /tmp/update.lock > /dev/null 2>&1.  rm 
/tmp/update.result > /dev/null 2>&1.  rm /tmp/update.zip > /dev/null 2>&1.  rm -rf $DIR > /dev/null 2>&1.  exit $1.}..runupdate() {.  if [ -f /tmp/update.lock ] ;then.    echo 
"PROCESS RUNNING ! ABORT !".    exit 255.  fi.  if [ ${HW} = "arm" ] ;then.    MEM=`/bin/df /tmp | grep "/tmp" | tr -s ' ' | cut -d ' ' -f4`.  else.    MEM=`/

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\scripts\proftpd.sh
Process: C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe

File Type: POSIX shell script, ASCII text executable

Category: dropped

Size (bytes): 696

Entropy (8bit): 5.1161656080943265

Encrypted: false

SSDEEP: 12:5NPUhmdK8K+CBBi+eqF+NtTNsoeqircPSoVUTZDWghJ1ma4ORtFh+oqvRiQLglKN:5Kl+CBwoZiKDvEJQbs2k

MD5: 709B71AA8A5A53FA7B529336929E34C9

SHA1: 43887562147425E7349BF40E070530C55578BAE0

SHA-256: 9F4A452023738F8EB739CFF1BB72563FD7ECCDA41C0BA3978875B0490042222B

SHA-512: 5129E717E653B6CC4DD3CBEE3FB8B0980F765BE4573DAC296A9CBA439D5C5B4E63A9A6670E1E9F14EB20C976E53DCDFD78C253C9534655E504697A284CADD7
1D

Malicious: false

Preview:
#!/bin/sh.PORT=`/usr/sbin/allnet/sqldb_read /sys/network/ftp/port`.sed -i 's/Port .*/Port '${PORT}'/g' /etc/proftpd.conf..DAEMON=/usr/sbin/proftpd.trap "" 1.trap "" 15.test -f 
$DAEMON || exit 0.[ ! -d /var/run/proftpd ] && mkdir /var/run/proftpd.[ ! -f /var/log/wtmp ] && touch /var/log/wtmp..start() {..echo -n "Starting ProFTPD on Port "$PORT..$DAE
MON..if [ $? != 0 ]; then...echo "FAILED"...exit 1..else...echo "done"..fi.}..stop() {..echo -n "Stopping ProFTPD"..killall -9 proftpd.        echo "done".}..case "$1" in.    start
)..start..;;..    stop)..stop..;;..    restart).    .stop.    .start..;;..    *)..echo "Usage: /etc/scripts/proftpd.sh {start|stop|restart}"..exit 1..;;.esac..exit 0.

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\scripts\reconfigure_wlan.sh
Process: C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe

File Type: POSIX shell script, ASCII text executable

Category: dropped

Size (bytes): 3886

Entropy (8bit): 5.319014338936497

Encrypted: false

SSDEEP: 48:Nvc5G870FoF0FHaFPxZ6xrfi0krRLnwl0M1sJRSNn/A0M1s2RSNn/30M1eJRSNnT:Nvc5Gs0quUF3655U0Ev17VXjw

MD5: 2389A48CD1A73D1A8C2A6D4CA9F8665A

SHA1: E592080C4C8B386148B512677CF13E7F5A0A0CAF

SHA-256: D0214EAF92C1F5BC7E4D4948542A96BBB45EF9B3AC4E60480A14EA81D44C7009

SHA-512: 31B2FC26F306FE8B18DBCD8F59B4E5203A78CC74B50A226F9CAF1FDEE7AACE2E474F571CFE1E1E401EE7F4DA69E4F53319B4B06A566C1A68C4ECC4CD0F7AC
09B

Malicious: false
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Preview:
#!/bin/sh..WLAN_MODE=`/usr/sbin/allnet/sqldb_read /sys/network/wlan/mode`..WLAN_AUTHMODE_AP=`/usr/sbin/allnet/sqldb_read /sys/network/wlan/ap/authmode
`.CHANNEL_AP=`/usr/sbin/allnet/sqldb_read /sys/network/wlan/ap/channel`.ENCKEY_AP=`/usr/sbin/allnet/sqldb_read /sys/network/wlan/ap/enckey`.SSID_AP=`/usr/sbin/a
llnet/sqldb_read /sys/network/wlan/ap/ssid`..WLAN_AUTHMODE_STA=`/usr/sbin/allnet/sqldb_read /sys/network/wlan/sta/authmode`.CHANNEL_STA=`/usr/sbin/all
net/sqldb_read /sys/network/wlan/sta/channel`.ENCKEY_STA=`/usr/sbin/allnet/sqldb_read /sys/network/wlan/sta/enckey`.SSID_STA=`/usr/sbin/allnet/sqldb_read /sys/n
etwork/wlan/sta/ssid`..if [ ${WLAN_MODE} = "disabled" ] ;then...iwpriv ra0 radio_off..brctl stp ra0 off..fi..if [ ${WLAN_MODE} = "ap" ] ;then...iwpriv ra0 set Channel=$CH
ANNEL_AP..iwpriv ra0 set SiteSurvey=1...if [ ${WLAN_AUTHMODE_AP} = "SHARED-WEP" ] ;then...iwpriv ra0 set AuthMode=SHARED...iwpriv ra0 set EncrypType=W
EP...iwpriv ra0 set IEEE8021X=0...iwpriv ra0 set KEY1=$ENCKE

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\scripts\reconfigure_wlan.sh

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\scripts\restore.sh
Process: C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe

File Type: POSIX shell script, ASCII text executable

Category: dropped

Size (bytes): 1362

Entropy (8bit): 5.056271736698825

Encrypted: false

SSDEEP: 24:u4Ux+6N6S63A8HMZM8o9vJA8LK83lQhpq9xnIVJAlnIZnI3pnIyS:w06nh0P64nIqnIZnIZnIyS

MD5: 6B459CF98A4750CF63FC18FA5DB10E9B

SHA1: 2E1025175E56F9470D08D9FC4E79800232057D31

SHA-256: 37193A2426E7743231CA582BE36047755423E79D81808A575AC73897B4BFD290

SHA-512: C6EC4D80873CA0150DCB8EFA3E4935C408F1737FD24C1C7B3785D325358BCC9D2330D0BF4644EC0A997F00C73A4115D12AFB3506BB704774ED2834771BFAEB22

Malicious: false

Preview:
#!/bin/sh./etc/init.d/S70daemons stop &> /dev/null.rm -rf /etc/allnetenv/sensorhistory_ts* &> /dev/null.rm -rf /etc/allnetenv/log &> /dev/null.cp -rpf /tmp/restore/data / &> 
/dev/null.cp -rpf /tmp/restore/www / &> /dev/null.cp -rpf /tmp/restore/etc / &> /dev/null.if [ -d "/tmp/restore/opt" ] ; then..cp -rpf /tmp/restore/opt / &> /dev/null..cp -rpf 
/tmp/restore/wwwuser / &> /dev/null.fi.cp -rpf /etc/default/config_default.s3db /tmp/restore/confignew.s3db &> /dev/null.if [ -f "/etc/scripts/restoreupd.sql" ]; then../usr/bin/sql
ite3 /tmp/restore/restore.s3db ".read '/etc/scripts/restoreupd.sql" &> /dev/null..sleep 1.fi./usr/bin/sqlite3 /tmp/restore/confignew.s3db ".read '/etc/scripts/restore.sql" &> /dev/
null.sleep 1.cp -rpf /tmp/restore/confignew.s3db /etc/allnetenv/config.s3db &> /dev/null.MODE=`/usr/bin/sqlite3 /etc/allnetenv/config.s3db "SELECT value FROM config 
WHERE tag = '/sys/network/lan/ipmode';"`.IP=$MODE.if [ ${MODE} = "static" ] ;then..IP=`/usr/bin/sqlite3 /etc/allnetenv/config

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\scripts\restore.sql
Process: C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe

File Type: ASCII text

Category: dropped

Size (bytes): 861

Entropy (8bit): 4.958839675676771

Encrypted: false

SSDEEP: 24:e3HUuIUuOUuUUuTCSZZYMcIa7aQBAabIU1TMZC:Tu9uzuBu2SZZlc13BhPVM8

MD5: C817542FBF74DE6CC7584CDE25905C3D

SHA1: 7DF8068967CC96640792CAE1B0B1EB449A618EF7

SHA-256: 1F9E67AA29BE017D2B15047F4D03253B30224C1E1B257CBC9D57D2AFDDD0DE08

SHA-512: 64EAF33EA92A1B45FFA9E8852D11EA56A814E5CD69AE348B177D8A04B78C9DC8BBB53CBA88BFF0A0368C17D04FA363925D20D762C341E1ABBEBC1B2ACB3BA
267

Malicious: false

Preview:
attach '/tmp/restore/restore.s3db' as merge;.DELETE FROM merge.config WHERE tag = '/sys/firmware/versionnum';.DELETE FROM merge.config WHERE tag = '/s
ys/firmware/version';.DELETE FROM merge.config WHERE tag = '/sys/firmware/date';.DELETE FROM merge.config WHERE tag = '/sys/firmware/datenum';.INSERT or 
REPLACE INTO sensors_logical select * from merge.sensors_logical;.INSERT or REPLACE INTO external select * from merge.external;.INSERT or REPLACE INTO 
mapping select * from merge.mapping;.INSERT or REPLACE INTO frontend select * from merge.frontend;.INSERT or REPLACE INTO timer select * from merge.timer;.I
NSERT or REPLACE INTO matrix select * from merge.matrix;.INSERT or REPLACE INTO config select * from merge.config;.INSERT or REPLACE INTO camera_upload 
select * from merge.camera_upload;.INSERT or REPLACE INTO users select * from merge.users;.vacuum;.

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\scripts\restoreupd.sql
Process: C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe

File Type: ASCII text

Category: dropped

Size (bytes): 941

Entropy (8bit): 4.952896966058967

Encrypted: false

SSDEEP: 24:DkNMP0kNMjIMYkNMz78kNMHOMkNokEcYtukEc4MkEcgZ7kEcTZ7kEcAnZ7kktuks:D6MM6MjIMY6Mz786MHXUo2Ytu2Z282J6

MD5: CC50E82FDF83E79EC0AB3309EF9BE7B1

SHA1: BB0D6198FEBC70173727DCC13AC1809820B977C6

SHA-256: EA22499DB0B05EF46627EF2B89F7341C85CC5BF88FAD1E33E4BE29BD1DC74018

SHA-512: 0B54EBA7922D8981AAEE01D49D1D6921E2AE85D1224EABD6589D97CBA8FC6FE1D4CB7AED53C02F5E67D4B50870F0DAB842AC4DC0B3E9ED2CA5AE8054ACF1
1D71

Malicious: false
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Preview:
BEGIN TRANSACTION;.ALTER TABLE sensors_logical ADD COLUMN [actor_analogValue] text;.ALTER TABLE sensors_logical ADD COLUMN [digitalToText] text NOT 
NULL DEFAULT "0;;";.ALTER TABLE sensors_logical ADD COLUMN 'tileColors' TEXT NOT NULL DEFAULT '1E7EAC;900000;900000';.ALTER TABLE sensors_logical 
ADD COLUMN 'tileFormats' TEXT NOT NULL DEFAULT '55;';.ALTER TABLE external ADD COLUMN 'buildgroup' text NULL;.ALTER TABLE timer ADD COLUMN actor_t
ype text NOT NULL DEFAULT 2;.ALTER TABLE timer ADD COLUMN actor_analogValue text;.ALTER TABLE timer ADD COLUMN matrixID TEXT;.ALTER TABLE timer 
ADD COLUMN matrixAction TEXT;.ALTER TABLE timer ADD COLUMN flowControlID TEXT;.ALTER TABLE matrix ADD COLUMN actor_type text NOT NULL DEFAULT 
2;.ALTER TABLE matrix ADD COLUMN actor_analogValue text;.ALTER TABLE matrix ADD COLUMN flowControlID TEXT;.ALTER TABLE matrix ADD COLUMN validat
eValue TEXT;.ALTER TABLE matrix ADD COLUMN sortExecution TEXT;.COMMIT;.

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\scripts\restoreupd.sql

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\scripts\runscript.sh
Process: C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe

File Type: POSIX shell script, ASCII text executable

Category: dropped

Size (bytes): 24

Entropy (8bit): 3.9701755214643457

Encrypted: false

SSDEEP: 3:TKH4vWJPQpS:hgsS

MD5: C2EC1AB7F442247B8A540173C883842A

SHA1: C88DDE7AADEEF3641ED5343EE6B7D3F68F00A9DC

SHA-256: 10DE256A842F36FB36CE60FD19D75F1107D15148F3DA50FC3D35241498C2FEF2

SHA-512: 8E7A299F223FB66D2D8A651C724AE8CBE6BAE02E941CBC736FC7AD7167168C9EB471B50C132087117A325C037FE2C447F65CDBE943296126295604CAB094B0B3

Malicious: false

Preview:
#!/bin/sh.sleep $1.$2 $3

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\scripts\setpass.sh
Process: C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe

File Type: POSIX shell script, ASCII text executable

Category: dropped

Size (bytes): 65

Entropy (8bit): 4.242329531539919

Encrypted: false

SSDEEP: 3:TKH4veA9FABjXHaYmFABjXHEiWrFHBUH:hmAABTaoBTEhe

MD5: D6A3F76BDEDF51F9B3B328ABB1CBA172

SHA1: 14F574F4420465B29AA5596A561A0528778A9227

SHA-256: 31A0EAF3A52768FAF387A8272F266157FD513D6A9FFB5FCE95968555B4F2F366

SHA-512: 27834C387618D02B0DF4AA4D532DFF4DB1B6D2F147F84770A6560DD312BC15AF8C22C826EE1663554D715CCFB62441EA8088C5E1258DB3EB6911D8D29713A253

Malicious: false

Preview:
#!/bin/sh.( sleep 2; echo "$2"; sleep 2; echo "$2") | passwd "$1"

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\scripts\sqliterc
Process: C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe

File Type: ASCII text

Category: dropped

Size (bytes): 33

Entropy (8bit): 3.729725089502267

Encrypted: false

SSDEEP: 3:OnSKvIKqKAv:OSKQKqKK

MD5: BA8C98C02B372DA06206DD0EC11CE5EA

SHA1: F0D5949870B0699F2B427DDBA8BAD397D0A9E08E

SHA-256: CC235BB8390A643C609BB3EFFFD68E04E9A8049CFDD829AC4B5F18541A4AB8F4

SHA-512: A1D5E75E85DD9D78487273B7CFAF96F5615A6C7B9829B23BF60163433E560D9BD53255A807A8E181D8954AFE43133EB894406496985FAC3653B894719925DEFF

Malicious: false

Preview:
.timer on..headers on..mode line.

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\scripts\startstop.sh
Process: C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe

File Type: POSIX shell script, ASCII text executable

Category: dropped

Size (bytes): 2379

Entropy (8bit): 5.145153703840673

Encrypted: false

SSDEEP: 48:LBDL4dkKo3PH3zSXD/Hz0WI//dAm4w7Ro3MAm4wT4Boxnv69tw:LBDL4KPH3zSXDvz0WIHKmfmmBxnGe

MD5: FAA431EEE71244E78D678DC9069441D1

SHA1: 4C12770A9D6F764BC885D6A8CE06C38175CD3A68
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SHA-256: 2732CF511406599E175C8DB33C88D5059F75CD792D47C9DC2FB45B78950451B4

SHA-512: C17BB9BD4B47DE308B0E1BED60478A8A0E8B36F0467E0960D3957F096ADCD71F89E7E8F896C78CDE1CF4EFD02043864BDD0FE318564FD6C81E8735CFA141BB
C3

Malicious: false

Preview:
#!/bin/sh.PLATFORM=`/etc/scripts/get /sys/platform`.PIDFILE="/var/run/".if [ ${PLATFORM} = "arm" ] || [ ${PLATFORM} = "RT3352" ];then..PIDFILE="/tmp/".fi.DAEMON
_PATH="/usr/sbin/allnet/".LOGFILE="/tmp/startdaemon.log".QUIET="--quiet".if [ "$3" = 1 ] ; then.  QUIET="--verbose".fi.startd() {.  /sbin/start-stop-daemon --start $QUIET --
background --make-pidfile --pidfile "$PIDFILE$1.pid" --exec "$DAEMON_PATH$1" --test #> /dev/null. # /sbin/start-stop-daemon --start $QUIET --background --pidfile 
"$PIDFILE$1.pid" --exec "$DAEMON_PATH$1" --startas /bin/sh -- -c "root:root" >> $LOGFILE 2>&1 \. # || return 2.}..stopd() {.  /sbin/start-stop-daemon --stop --quiet --
retry=TERM/1/KILL/5 --signal 5 --pidfile $PIDFILE$1.pid.  RETVAL="$?".  [ "$?" = 2 ] && return 2.  /sbin/start-stop-daemon --stop --quiet --oknodo --retry=0/1/KILL/5 --signal 
9 --exec $DAEMON_PATH$1.  [ "$?" = 2 ] && return 2.  RETVAL="$?".  rm -rf $PIDFILE$1.pid.  return $RETVAL.}..pidd() {.  if [ -f "$PIDFILE$1.pid" ] ; then.  .PID=`c

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\scripts\startstop.sh

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\scripts\startupdate.sh
Process: C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe

File Type: POSIX shell script, ASCII text executable

Category: dropped

Size (bytes): 3802

Entropy (8bit): 5.164431526133882

Encrypted: false

SSDEEP: 96:rKdjA+4lgL9Zf+Zgmp+M1S3T9H6jTHLqCtbD7MEEQFTh4Ec:mAu9Z7mpf4TYPhbD7XlC

MD5: BDB7303FC7DBA6A28F7CFE61D64FCF56

SHA1: C2E1F7F54D0B612832164FA8AD2D49C7A11BFA29

SHA-256: 1A4999A7E0D9E9BA48C8B10E1437C175C82CCE8D866C7CBBFFA91B70B05FD912

SHA-512: 67A4C55CA30FD24B7FCCC9765AE58733857D8BD1617BD3B00942B5742C03B8873E27772E7BE1EF0830A5C2F45A1C083DA450707CA124B74F2B801CB448CB84C7

Malicious: false

Preview:
#!/bin/sh.export CURL_CA_BUNDLE=/etc/ssl/certs/ca-certificates.crt.HW=`/usr/sbin/allnet/sqldb_read /sys/hardware`.DIR="/tmp/update".DWLDDIR="https://update.alln
et.de/files".PROCESS="/tmp/update.process".MINMEM=5000.URL="https://update.allnet.de/"..getfile() {.# ACHTUNG ZUM TESTE FALSCHE SERVER PFAD 
ANGEGEBEN!!!!!.  if curl --tlsv1.2 --ssl-reqd --output /dev/null --silent --head --fail $DWLDDIR/$1.  then.    curl --tlsv1.2 --ssl-reqd --silent --output $DIR/update.zip --remote-
name $DWLDDIR/$1.    processinfo 1 $2.    if [ ! -f $DIR/update.zip ] || [ ! -s $DIR/update.zip ] ;then.      echo "003# No file or filesize is 0" >> $PROCESS.      processerror 
1 $2.      cleanprocess 3.     # exit 3.    fi.  else.  .echo "002# No file downloaded, file not exists" >> $PROCESS.    processerror 1 $2.    cleanprocess 2.  # exit 2.  fi.}..extra
ct() {.  #TEST=`unzip -o -q $DIR/update.zip -d $DIR/ >> $PROCESS 2>&1`.  unzip -o -q $DIR/update.zip -d $DIR/ >> $PROCESS 2>&1.  if [ $? -eq 0 ] ;then.    proce

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\scripts\suninfo.sh
Process: C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe

File Type: a /usr/bin/php script, ASCII text executable

Category: dropped

Size (bytes): 1804

Entropy (8bit): 5.329021711895984

Encrypted: false

SSDEEP: 48:QtMhsc2EiEYxXeIP1p5x4ukx451Vx4+Cx4bAU5x4bAo4x41Hx4dmx4UNx4otGK5Y:KMhsc2TzXlPD94s9xyov88iRGGvjfRY

MD5: EF1B7700A92BE8EB80835C355F4BF8E8

SHA1: EC0464CEF8C2B706081933B91AFA24411BFD9154

SHA-256: B9D289671E2857FD4C236CA90F88AF494A215CD91770E00188C48EA39B521B0B

SHA-512: 5C79E6E68A843BB9925C8DBD49FC7648B1D68E8E40D39F1D9337BB848DF6095492081D1BC27AB41B1DF801C773929EB0B4AAEBE028F9A3BC9AE2D97279A3671
C

Malicious: false

Preview:
#!/usr/bin/php.<?php.$db = new PDO('sqlite:/etc/allnetenv/config.s3db', '', '');.// $output ="day;date;sunrise;sunset;transit;civil_twilight_begin;civil_twilight_end;nautical_twili
ght_begin;nautical_twilight_end;astronomical_twilight_begin;astronomical_twilight_end\n";.$output=null;.if($argc==2) {..$id=$argv[1];..$stm="SELECT sunInfo FROM timer 
WHERE id='".$id."';";..$result = $db->query($stm)->fetchColumn(0);..$data=json_decode($result, true);..$north=$data['geoData']['city_lat'];..$west=$data['geoData']
['city_lng'];..$today=date("Y-m-d");..$nextday=date('Y-m-d',strtotime($today . "+1 days"));..$suninfoTDY = date_sun_info(strtotime($today), $north, $west); // lat = Nord  long 
= West..$suninfoNXD = date_sun_info(strtotime($nextday), $north, $west); // lat = Nord  long = West..if($data['sunType']=="0" || $data['sunType']=="") {...echo "99:99:99";..} 
else {...switch ($data['sunType']) {....case 1:.....$output=date("H:i:s",$suninfoTDY['sunrise']);.....break;....case 2:.....$output=date("H

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\scripts\test_connection.sh
Process: C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe

File Type: POSIX shell script, ASCII text executable

Category: dropped

Size (bytes): 1017

Entropy (8bit): 5.295832307389989

Encrypted: false

SSDEEP: 24:o1cmKXvEiTSriuFg79M9Jd/0FLriuFfb4s4s4o8FEy:acnMJrv+iJ/0FLrvfb4s4tFT

MD5: F1E89E500255CE1704DDA1DC453B962C

SHA1: 2BF26F54B63C6C60C8D3F91D0B437ADDA69D2BAD

SHA-256: A839CB3B07903A5E8D5957A752EBBD507A56DE86E264F20590B22B71C1D5BC71

SHA-512: 303284377C740D4F8E4C6B556B5F6D8B433B79F100C1C4DB586A91813E73798C446CC188A92E972310AFFA7430316F321949F9B79A8B31A40EBE048F7D63F473

Malicious: false
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Preview:
#!/bin/sh./etc/scripts/test_gateway.sh.if [ "$?" = "0" ] ; then.  HWID=`/usr/sbin/allnet/sqldb_read /sys/hardware/numeric_model`.  printf "test connection (1 try google)\t\t".  
CONNECTION_A=`curl -s --connect-timeout 3 --max-time 5 --head http://www.google.de | head -n1 | sed 's/HTTP\/1\.[10]\ //' | sed 's/\ OK//'`.  if [ -n "$CONNECTION_A" ] 
&& [ "$CONNECTION_A" -ge "200" ] && [ "$CONNECTION_A" -le "307" ] ; then..echo -e "[\033[1;32mOK\033[0m]"..exit 0.  else.  .echo -e "[\033[1;31mFAILED\033[0m]".    
printf "test connection (2 try allnet)\t\t"..CONNECTION_B=`curl -s --connect-timeout 3 --max-time 5 --head http://www.allnet.de | head -n1 | sed 's/HTTP\/1\.[10]\ //' | sed 's/\ 
OK//'`..if [ -n "$CONNECTION_B" ] && [ "$CONNECTION_B" -ge "200" ] && [ "$CONNECTION_B" -le "307" ] ; then..  echo -e "[\033[1;32mOK\033[0m]"..  exit 0..else..  if [ 
${HWID} = "5000" ] ;then.        /usr/sbin/allnet/lcd_write 0 "NO INTERNET CONNECTION".      fi.      echo -e "[\033[1;31mFAILED\033[0m]".      exi

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\scripts\test_connection.sh

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\scripts\test_gateway.sh
Process: C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe

File Type: POSIX shell script, ASCII text executable

Category: dropped

Size (bytes): 244

Entropy (8bit): 5.290912425156432

Encrypted: false

SSDEEP: 6:hZWyqUGvVXamN3EMSMrccvghbIc5r5JU5y6vn:OyFY53gXSBi16vn

MD5: 060251C4C532BCAD5F8BA4E439BD7746

SHA1: 4C129AC167655112BB28DA031CBEF065A0D2D488

SHA-256: 42367624B56819A0F2795FBCBEBE7D41C1BEBFFD91FD75275945CEDBE28BA7A5

SHA-512: 89F3CA7D602066B6C17348CB8EB2AB870E5057B132730CA19CC911824AA442ED3206C8DC6B18D4B3590AFAB7DB0FE2C675FC144A60377D30CEEDDF43B749B57
A

Malicious: false

Preview:
#!/bin/sh.dgw=`route -n | grep ^0.0.0.0 | awk '{print $2}'`.printf "test default gateway ($dgw)\t".ping -c1 -W 1 $dgw &>/dev/null.if [ "$?" = "0" ].then.echo -e "[\033[1;
32mOK\033[0m]".exit 0.else.echo -e "[\033[1;31mFAILED\033[0m]".exit 1.fi..

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\scripts\test_mail.sh
Process: C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe

File Type: POSIX shell script, ASCII text executable

Category: dropped

Size (bytes): 1953

Entropy (8bit): 4.80134829340931

Encrypted: false

SSDEEP: 24:5EpOCvj+KuMQmKVKCtKIDKomKyQ7TLK+j1InwgHLKRdkWh5K+j1An5FBSLKRj:5EpvD+AC4HUTBj1ASdkqj1gHj

MD5: 77FD7AD962768482D844AC57D473389F

SHA1: 737BCB110AFAB963021A2237B8755158FEC933F0

SHA-256: A43D01BAC22D14EF99B7E5E64457F933F4FAAA64C35AD91807163AAA54FA0038

SHA-512: 1C10D6CC641A9AE086ACF06F6AE53B27243EC8E367243ABCE78DFC764E417D7DC6A237FB976F1FE0F5EDB10E26DB6AB89D32B7BDE1D1ADF2D06B3F700903F
116

Malicious: false

Preview:
#!/bin/sh.if [ "$#" -ne 2 ]; then.    echo "Usage: test_mail.sh demo@demo.com /tmp/mail.txt".    exit 1.fi.############################# UPDATE CONFIG FILES chip, 
device.if [ -f "$2" ] ; then.  CURL_LOG="/tmp/mail.log".FROM=`/usr/sbin/allnet/sqldb_read /sys/network/mail/sender`.SMTP=`/usr/sbin/allnet/sqldb_read /sys/network/mail
/smtp`.PORT=`/usr/sbin/allnet/sqldb_read /sys/network/mail/smtpport`.USER=`/usr/sbin/allnet/sqldb_read /sys/network/mail/user`.PASS=`/usr/sbin/allnet/sqldb_read 
/sys/network/mail/pass`.STYP=`/usr/sbin/allnet/sqldb_read /sys/network/mail/smtpssl`.PROTO="smtp".[ ${STYP} -eq 0 ] && { PARAM=""; }.[ ${STYP} -eq 1 ] && { PAR
AM="--ssl";PROTO="smtps"; }.[ ${STYP} -eq 2 ] && { PARAM="--ssl --ssl-reqd"; }.  echo "----------------------------------------------------------------------------------------------------".  echo -e "
USING PARAMETER:\n $PARAM --insecure --mail-from \"$FROM\" --mail-rcpt \"$1\" --url $PROTO://$SMTP:$PORT --u \"$USER:*****\" --upload-file $2 --anyaut

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\scripts\test_timeserver.sh
Process: C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe

File Type: a /usr/bin/php script, ASCII text executable

Category: dropped

Size (bytes): 2575

Entropy (8bit): 5.278710236064136

Encrypted: false

SSDEEP: 48:Or3DOb+JQIuEu9t8TMVl4z1zYeRqd4C2gW2H2uag2CwoBU7IOXYKxQ8Y5:Orqb+JatoMVly1zYeRqJKOXTpp8M

MD5: 6A16108189B905CCA614C7626DDF260B

SHA1: 3FE7D9AC8CB4834DF3035971A4E8513BDA71D2DD

SHA-256: 10B625426039ED3E56BE77FF181DAA601F32B44A367B5B7E12BE262A844CE343

SHA-512: 47C034F092C5A06B1E65B4508A6750126D1D3FCCFAA8FD1A8AD8C87679E8AB4C7C4D9B101CDDF9C2DE98D673C9699D6AE08C1273E0BCBCEA1C057728A18300
9A

Malicious: false

Preview:
#!/usr/bin/php.<?php.$platform=exec("/etc/scripts/get /sys/platform");.$path="/etc/ntp.conf";.if($platform=="arm") {..$path="/etc/default/ntpd";.}.if(count($argv)==1) {..echo 
"\$Usage: /etc/scripts/test_time_server.sh\n";..echo "  -s   Set Date & Time\n";..echo "  -o   Print Response (JSON)\n";..exit();.}.$response=array("error"=>"false", "error_on
"=>null, "server_count"=> null, "timestamp"=>null, "setdate"=>null, "datestr"=>null, "timezone"=> null, "timeserver"=>null);.function test_time_server($timeserver) {..err
or_reporting(0);..$sock = socket_create(AF_INET, SOCK_DGRAM, SOL_UDP);..socket_set_option($sock, SOL_SOCKET, SO_RCVTIMEO, array('sec' => 2, 'usec' => 
0));..socket_set_option($sock, SOL_SOCKET, SO_SNDTIMEO, array('sec' => 2, 'usec' => 0));..$response['timeserver']=$timeserver;..$response['exit']=0;..if(socket_
connect($sock, $timeserver, 123)) {...// Request - Connect Ok...$msg = "\010" . str_repeat("\0", 47);...if(socket_send($sock, $msg, strlen($msg), 0)) {....// Receive - Se
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\scripts\udhcpc.sh
Process: C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe

File Type: POSIX shell script, ASCII text executable

Category: dropped

Size (bytes): 1288

Entropy (8bit): 5.307689955814726

Encrypted: false

SSDEEP: 24:GKqiKiRKFFgtMPA46yaEjZyyCFjxmPADIXgUblF8DkDH:Ha5DQJyH4y4txeLf88H

MD5: 6987B132FB65B057D7F2661ED604F3B3

SHA1: 7DA34DAC78A91D5F00E71A8557F8514D4EEAD7A9

SHA-256: 9DCCB18C6678BE8414749EB630F7A9048CD8DFD2404C526D91B09A170068E58C

SHA-512: 86BD31E5C07C3684ACA6054C246A4037B572A62ED9AF0D3E515572BC3884F66D77908D2BD7F255C6F752F5BA1959DC57CFD4A47CC7E6BC09671E56A1009FDAB
7

Malicious: false

Preview:
#!/bin/sh..IPMODE=`/usr/sbin/allnet/sqldb_read /sys/network/lan/ipmode`.HOSTNAME=`/usr/sbin/allnet/sqldb_read /sys/network/hostname`.LOCALDOMAIN=`/usr/sbin/alln
et/sqldb_read /sys/network/localdomain`..case $1 in.. .start)....if [ "$IPMODE" = "dhcp" ] ; then....echo -e "\033[01;33m[udhcpc] -- Start udhcpc client\033[01;0m".#.../s
bin/udhcpc -b -H $HOSTNAME -F $HOSTNAME -i br0 -p /tmp/udhcpc.pid > /tmp/dhcplease 2>&1..../sbin/udhcpc -b -H $HOSTNAME -F $HOSTNAME -i br0 -t3 -p /tm
p/udhcpc.pid > /tmp/dhcplease 2>&1....if [ -f "/tmp/dhcphelperadd" ] ; then...../tmp/dhcphelperadd > /dev/null....fi....IP=`cat /tmp/dhcplease | awk '/Lease of/{print $3}
'`....LOCALDOMAIN=`cat /etc/resolv.conf | awk '/search/{print $2}'`....echo -e "\033[01;33m[S20] -- Setting hostname        -> \033[00;32m$HOSTNAME\033[00;0m" > 
/dev/console....echo "$IP.$HOSTNAME.$LOCALDOMAIN.$HOSTNAME" > /etc/hosts....echo "127.0.0.1.localhost.$LOCALDOMAIN.localhost" >> /etc/hosts..../bin/h
ostname $HOSTNAME.$LOCALDOMAIN...else if

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\scripts\udhcpd.sh
Process: C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe

File Type: POSIX shell script, ASCII text executable

Category: dropped

Size (bytes): 2622

Entropy (8bit): 5.365941264673914

Encrypted: false

SSDEEP: 48:JmIL0Fxn8sj1UTIXnfaX9XFIe4blUNRqZMZAZ2ZneZ9xZSZnZVgZSZ8XZtZQZGZ0:Jm8yxnXj1UTIXnfaX9XFIe4pUnqZMZA2

MD5: 64C646DA82A4DDE24646C0E22C55AEE0

SHA1: 59C9C81DC286812C2C14FE73F7FCAA8800C6266F

SHA-256: ABD45B4DF8BF22991FD319A396163F98498CB1BC0F549E6D0908CB7161BB6827

SHA-512: DF4697872ACED710A78EDDD2CCE00028E853DF05CD6682565BCC1EDD3A4803B3B41A6D54179ACF5B0655CBDA6B2AD37715D6E726F57D73245927601F1E7DB2F
3

Malicious: false

Preview:
#!/bin/sh.#.# $Id: dhcp3-server.init.d,v 1.4 2003/07/13 19:12:41 mdz Exp $.#....# On what interfaces should the DHCP server (dhcpd) serve DHCP requests?.#       
Separate multiple interfaces with spaces, e.g. "eth0 eth1"..#INTERFACES="br0"...# It is not safe to start if we don't have a default configuration....#echo "/etc/init.d/dhcp-
server not yet configured! - Aborting...".#exit 1;.ENABLE=`/usr/sbin/allnet/sqldb_read /sys/network/udhcpd/enable`.IFACE=`/usr/sbin/allnet/sqldb_read./sys/network/ud
hcpd/iface`.LEASEFILE=`/usr/sbin/allnet/sqldb_read ./sys/network/udhcpd/leasefile`.PIDFILE=`/usr/sbin/allnet/sqldb_read ./sys/network/udhcpd/pidfile`.AUTOTIME=`
/usr/sbin/allnet/sqldb_read ./sys/network/udhcpd/autotime`.DOMAIN=`/usr/sbin/allnet/sqldb_read ./sys/network/udhcpd/domain`.ROUTER=`/usr/sbin/allnet/sqldb_read 
./sys/network/udhcpd/router`.STARTIP=`/usr/sbin/allnet/sqldb_read ./sys/network/udhcpd/startip`.STOPIP=`/usr/sbin/allnet/sqldb_read ./sys/network/udhcpd/stopip`
.SUBNET=`/usr/sbin/a

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\scripts\umtsdial.sh
Process: C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe

File Type: POSIX shell script, ASCII text executable

Category: dropped

Size (bytes): 517

Entropy (8bit): 4.680197298016819

Encrypted: false

SSDEEP: 12:WNPUhuuaJlNiKGBNuB6d2NuB6lq1kaYFhOlKNTl9:WKlaJ3iKs4a24R2QM

MD5: F32023F7A205F68A7A5F76C097114E48

SHA1: A4C5626007D16F4DAD90D3ACF5CADDAB599EC48A

SHA-256: AFCA6AE42FD934BECC16E523ACA011CF034DE9B4336C194C3A0EA6A19896133D

SHA-512: B73E5EDD45D249DE5A43AE24AB087CD345D690404288465A30771F7A1F959A3A9633AFABA079456B5F93B68585A31D7291AFD53E4CD0D7CE09BDA5F1B829E90
0

Malicious: false

Preview:
#!/bin/sh..GW=`/usr/sbin/allnet/sqldb_read /sys/network/lan/gateway`..case $1 in.. .start)..echo "dialing umts network....."..route del default../usr/sbin/pppd call 3gdia
l../usr/sbin/allnet/lcd_write 0 `hostname`../usr/sbin/allnet/lcd_write 1 `ifconfig ppp0 | grep "inet addr:" | cut -f1 -dB | cut -f2 -d:`.      ;;..    stop)...killall -9 pppd..route add -net 
0.0.0.0 netmask 0.0.0.0 gw ${GW}..       ;;..    restart).        $0 stop.        sleep 3.        $0 start.     ;;..    *).      $0 restart.      ;;.esac...

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\scripts\wlan.sh
Process: C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe

File Type: POSIX shell script, ASCII text executable

Category: dropped

Size (bytes): 545

Entropy (8bit): 4.714224024214437
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Encrypted: false

SSDEEP: 12:hqLYeKmwsaElASSJ1E1A/t0wW8allKN2RBl9:gLHHtdAS+EOteXH

MD5: A3F4714CE3A973D751B7BC75B62E367D

SHA1: 0D20CA70932A0A5F9F9D7925759FAE5535144ECC

SHA-256: 3635C617A3C98AA41C1293EF56884D1BC6DDE8BFB6EC62E28948B4AE8A7F1243

SHA-512: 43CE4B8BBC11C3C4517E5604C02153495ECF24ED92F468BD63B5ABCAC3CDF4548AFA8B37695F16C55EF16B5DD73EAA1162561750405518864AB816BB20FC1D2
5

Malicious: false

Preview:
#!/bin/sh..case $1 in.. .start)..echo -e "\033[01;33m[wlan] -- Start wireless in ${WLAN_MODE} mode\033[01;0m"..ifconfig ra0 0.0.0.0 up..brctl addif br0 ra0..MACBR=`/sbin/
ifconfig  | grep 'ra0'  | tr -s ' ' | cut -d ' ' -f 5`.        /sbin/ifconfig br0 hw eth ${MACBR}.        /etc/scripts/reconfigure_wlan.sh.> /dev/console..      ;;..    stop)...#ifconfig br0 
down..ifconfig ra0 down..brctl delif br0 ra0...       ;;..    restart).        $0 stop.# sleep 1 second.        sleep 1.        $0 start.     ;;..    *).      $0 restart.      ;;.esac.

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\scripts\wlan.sh

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\scripts\wlan_arm.sh
Process: C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe

File Type: POSIX shell script, ASCII text executable

Category: dropped

Size (bytes): 6534

Entropy (8bit): 5.348028470273635

Encrypted: false

SSDEEP: 192:kt/FDltAF01bYUFG1ly+F/ChpQequ6IYZkHqu6InZkGru6IYZk/ru6InZk9zo0P8:kt5ltAF01bYUFGHy+F/ChpQeqNIYWHqc

MD5: 49B86D628D89701E30C43A1D3B2B450D

SHA1: C2C5808CEA493B1B734231BC3C18AB47097FA7CF

SHA-256: 0F44163D7CA672802F30E8E7C38994B95EF5F17E4B6319C8E008AF87CA305FD1

SHA-512: 689072A518A6BD89AB493BEBAEBFE8548BF6B746AED9D6FCF4E980986506214C6C1B4B767101129224D1400D96CDBC3DD23F6D5883DEF4095B4207D9BE9BB91
7

Malicious: false

Preview:
#!/bin/sh..WLAN_MODE=`/usr/sbin/allnet/sqldb_read /sys/network/wlan/mode`..WLAN_AUTHMODE_AP=`/usr/sbin/allnet/sqldb_read /sys/network/wlan/ap/authmode
`.CHANNEL_AP=`/usr/sbin/allnet/sqldb_read /sys/network/wlan/ap/channel`.ENCKEY_AP=`/usr/sbin/allnet/sqldb_read /sys/network/wlan/ap/enckey`.SSID_AP=`/usr/sbin/a
llnet/sqldb_read /sys/network/wlan/ap/ssid`..WLAN_AUTHMODE_STA=`/usr/sbin/allnet/sqldb_read /sys/network/wlan/sta/authmode`.CHANNEL_STA=`/usr/sbin/all
net/sqldb_read /sys/network/wlan/sta/channel`.ENCKEY_STA=`/usr/sbin/allnet/sqldb_read /sys/network/wlan/sta/enckey`.SSID_STA=`/usr/sbin/allnet/sqldb_read /sys/n
etwork/wlan/sta/ssid`..if [ ${WLAN_MODE} = "disabled" ] ;then..ifconfig wlan0 up..fi..case "$1" in..start)...if [ ${WLAN_MODE} = "ap" ] ;then.       ...echo -e "\033[01;3
3m[wlan] -- Start wireless in ${WLAN_MODE} mode\033[01;0m".        ..ifconfig wlan0 0.0.0.0 up.                .test -f /usr/sbin/hostapd || exit 0.                .MACBR=`/sbin/if
config  | grep 'wlan0'  | tr -

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\shadow
Process: C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe

File Type: ASCII text

Category: dropped

Size (bytes): 371

Entropy (8bit): 3.829313510683769

Encrypted: false

SSDEEP: 6:fHukc63mEcW4ltc63S45W4ltc63G4ltc63Y4ltc639x4ltc63qQHW4ltc632J5nX:fHukA1hto45htrt1tWtEQHhtMJ5btktc

MD5: D36FC78CE50CEA0D378B8DADF5DCF2B7

SHA1: 50C3A6E56247FE98DE7E6C13F66F70DDCD111A2C

SHA-256: 474E3B655B55FFAFA59039E131F634814BD01F4B03553AC4F43B93B7E2D8684D

SHA-512: 477DC407777AD6FCC062F86629BFCF297A63CEE4424A5990AC30D092816902112870B879E0090ED29A86D1B509B3C5512E31E6834D9EB0560187D0E8969C84AD

Malicious: false

Preview:
root:ruGUiVbAPJ2nQ:16223:0:99999:7:::.bin:*:10933:0:99999:7:::.daemon:*:10933:0:99999:7:::.adm:*:10933:0:99999:7:::.lp:*:10933:0:99999:7:::.sync:*:10933:0:99999
:7:::.shutdown:*:10933:0:99999:7:::.halt:*:10933:0:99999:7:::.uucp:*:10933:0:99999:7:::.operator:*:10933:0:99999:7:::.ftp:J6L6ovIjro0/I:16223:0:99999:7:::.nobody:*:10933:
0:99999:7:::.default::10933:0:99999:7:::.

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\ssl\certs\ca-certificates.crt
Process: C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe

File Type: UTF-8 Unicode text

Category: dropped

Size (bytes): 261921

Entropy (8bit): 6.003495140026641

Encrypted: false

SSDEEP: 6144:/Ny5WXkqx9NGUqd9Eo7kiNR6ntcm+d4tLKb0wbTDdT2:/NyALYBd76tI4tLC0wbTp2

MD5: D98D2BB479D837E60A3D3C5071D8D482

SHA1: F749F6F4D7A85CF6BAC736DF6673654593C922B7

SHA-256: CC08915AA0D60881B8F48D5C347D51C5091965D2C013D9B011E0D8122CAB4FBE

SHA-512: 917760629388C56D4DD3B1755ACA7B1BD8435E3EA20249BC63773F25118E59BE4D01A7E63B3155D10E3B6CBC12CFD5D1A75070A652AB632E58AA7E2B16C7F2D
F

Malicious: false
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Preview:
##.## Bundle of CA Root Certificates.##.## Certificate data from Mozilla as of: Wed Jan 18 04:12:05 2017 GMT.##.## This is a bundle of X.509 certificates of public Certif
icate Authorities.## (CA). These were automatically extracted from Mozilla's root certificates.## file (certdata.txt).  This file can be found in the mozilla source tree:.## https:
//hg.mozilla.org/releases/mozilla-release/raw-file/default/security/nss/lib/ckfw/builtins/certdata.txt.##.## It contains the certificates in PEM format and therefore.## can be 
directly used with curl / libcurl / php_curl, or with.## an Apache+mod_ssl webserver for SSL client authentication..## Just configure this file as the SSLCACertificateFile..#
#.## Conversion done with mk-ca-bundle.pl version 1.27..## SHA256: dffa79e6aa993f558e82884abf7bb54bf440ab66ee91d82a27a627f6f2a4ace4.##...GlobalSign Root 
CA.==================.-----BEGIN CERTIFICATE-----.MIIDdTCCAl2gAwIBAgILBAAAAAABFUtaw5QwDQYJKoZIhvcNAQEFBQAwVzELMAkGA1UEBhMCQkUx.
GTAXBgNVBAoTEEdsb2Jh

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\ssl\certs\ca-certificates.crt

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\ssl\misc\CA.pl
Process: C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe

File Type: Perl script text executable

Category: dropped

Size (bytes): 5679

Entropy (8bit): 5.315617831218575

Encrypted: false

SSDEEP: 96:Q4Ssk299ohQ2ljKumEt0PG0XP0XHAs1fCnVnWc1uvC008y0qbVx0xE09dlhqpzEl:g2ToJl9JtBOKT1fYRZua0EFbVxqE6lgm

MD5: 9909F53BAAB25B734795232346823D2F

SHA1: 8DF1FB57B69AD653EAB06442212639298A00A988

SHA-256: 5F6CA05AC40FA2AD32818BE7B073171AFFEE2D4DE870C6D499B4934EA4383A59

SHA-512: 4C5B7A2BE20877AAA72040444FCDDFDEC1086933CE1D6123CF4DFC8A75420061B48E07909F22186437CB47A50291AD4D45A07AFE1455C59CED644C9E39E04B7
C

Malicious: false

Preview:
#!/usr/bin/perl.#.# CA - wrapper around ca to make it easier to use ... basically ca requires.#      some setup stuff to be done before you can use it and this makes.#      
things easier between now and when Eric is convinced to fix it :-).#.# CA -newca ... will setup the right stuff.# CA -newreq[-nodes] ... will generate a certificate request .# C
A -sign ... will sign the generated request and output .#.# At the end of that grab newreq.pem and newcert.pem (one has the key .# and the other the certificate) and cat 
them together and that is what.# you want/need ... I'll make even this a little cleaner later..#.#.# 12-Jan-96 tjh    Added more things ... including CA -signcert which.#                  
converts a certificate to a request and then signs it..# 10-Jan-96 eay    Fixed a few more bugs and added the SSLEAY_CONFIG.#..   environment variable so this can be 
driven from.#..   a script..# 25-Jul-96 eay    Cleaned up filenames some more..# 11-Jun-96 eay    Fixed a few filename missmat

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\ssl\misc\CA.sh
Process: C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe

File Type: POSIX shell script, ASCII text executable

Category: dropped

Size (bytes): 5175

Entropy (8bit): 5.131915190918098

Encrypted: false

SSDEEP: 96:N4mTH29bB2aylD2FDO0ge+Rdnzf6UATRXaXa2xzv4UUB8Hl1vspFrR1IdfNpQVH:pH2RQaw2xONe+3ziU04K2Zk8Hl1vsHRP

MD5: 948439FD3F17DC7D9511305AA1F1355A

SHA1: 5549C358473A0ED23A335360BEFC29D1B03492EA

SHA-256: E3498565C807F32574F11B10A29AFA7462FB556B09DE77D9BD631EC24B6EBBA8

SHA-512: 5027860D83C35DC454034B9B394BA6B72DD5DAFB6B287289AFAF28F3FA2DF07EFED92D009B5D8EED3794A13334897F45596516D3978687331D34A9892D7706F1

Malicious: false

Preview:
#!/bin/sh.#.# CA - wrapper around ca to make it easier to use ... basically ca requires.#      some setup stuff to be done before you can use it and this makes.#      things 
easier between now and when Eric is convinced to fix it :-).#.# CA -newca ... will setup the right stuff.# CA -newreq ... will generate a certificate request.# CA -sign ... will 
sign the generated request and output.#.# At the end of that grab newreq.pem and newcert.pem (one has the key.# and the other the certificate) and cat them together and 
that is what.# you want/need ... I'll make even this a little cleaner later..#.#.# 12-Jan-96 tjh    Added more things ... including CA -signcert which.#                  converts a 
certificate to a request and then signs it..# 10-Jan-96 eay    Fixed a few more bugs and added the SSLEAY_CONFIG.#                  environment variable so this can be 
driven from.#                  a script..# 25-Jul-96 eay    Cleaned up filenames some more..# 11-Jun-96 eay    Fixed a few filenam

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\ssl\misc\c_hash
Process: C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe

File Type: POSIX shell script, ASCII text executable

Category: dropped

Size (bytes): 119

Entropy (8bit): 4.60920891689247

Encrypted: false

SSDEEP: 3:TKH4vSVXKFf8bgQACv4vQFEePZV2vnQVxFtlFNIVhrBNL35F:heXefqVACvi7C2vnMlFUP35F

MD5: 11612E0BAC6E19E1BB35D038E691B72C

SHA1: DEBB1D58B936BE53E4DE00FCCA51453964A2E7CB

SHA-256: AD7354E44D8B30FBF151691DFF0032D3D4C9AA622B264CCF5760D6495EEEAAA4

SHA-512: D7A80AD956812B90237B0E0D1BC2D95A7C676AE2C6822FCC45CE7DA90C3C762856EC866860E8422BF0EA88A6CD70E0856A29A61A66F613A91CF36703CB8228F6

Malicious: false

Preview:
#!/bin/sh.# print out the hash values .#..for i in $*.do..h=`openssl x509 -hash -noout -in $i`..echo "$h.0 => $i".done.

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\ssl\misc\c_info
Process: C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe
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File Type: POSIX shell script, ASCII text executable

Category: dropped

Size (bytes): 152

Entropy (8bit): 4.548403102077728

Encrypted: false

SSDEEP: 3:TKH4vT6Fn8NFEePZV2nQV97VVjKQRFNIVhrBMPQNK9BLHP9I1ob:hanBC2nC7jlFU64allI1i

MD5: 45BBF2E1F1A5A2FF772AC81ECAB10729

SHA1: 1A667FC7A808530F5C71FB69171EC2443FF29125

SHA-256: 82117236E134A04BF3D1CDAEC8B8E3D2FEF69E1BADB4335E3FC948166AC77A8D

SHA-512: C3698AA1137E1078D3DC20E1A22C0B08CFBE81ABF38B2243F8F93EDB4C50861352DE429B3B62F01DDE56B3C8FB093D42132AE041D8231D329008C87BFCCE6C8
A

Malicious: false

Preview:
#!/bin/sh.#.# print the subject.#..for i in $*.do..n=`openssl x509 -subject -issuer -enddate -noout -in $i`..echo "$i"..echo "$n"..echo "--------".done.

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\ssl\misc\c_info

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\ssl\misc\c_issuer
Process: C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe

File Type: POSIX shell script, ASCII text executable

Category: dropped

Size (bytes): 112

Entropy (8bit): 4.469769482094298

Encrypted: false

SSDEEP: 3:TKH4vT6Ff9WX8iQFEePZV2nQVeVTFNIVhrBMs5v:haf9W37C2nLFU6s5v

MD5: 7A5EC6CC06CA0D45332FEB59A9AAAF1A

SHA1: 0CC791B7DC5957BF43B4CFCB5E689DEA8D83B1AE

SHA-256: EDF51769D41AD6ACE7E5D885AED7A22C5D5ABAFBE8EE26E94BD2850492C1D727

SHA-512: 1C8C4F45838680515618642A8C811DFA1B3791E2C630E739862878A3320BBA54AB280F63F0A38E7C7D13F4CB9269F3EC4E4F6EEB313ADB790635D847E8CD47B5

Malicious: false

Preview:
#!/bin/sh.#.# print out the issuer.#..for i in $*.do..n=`openssl x509 -issuer -noout -in $i`..echo "$i.$n".done.

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\ssl\misc\c_name
Process: C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe

File Type: POSIX shell script, ASCII text executable

Category: dropped

Size (bytes): 110

Entropy (8bit): 4.587455114929241

Encrypted: false

SSDEEP: 3:TKH4vT6Fn8NFEePZV2nQV9lKEFNIVhrBMs5v:hanBC2nCQEFU6s5v

MD5: E6828944A8B442B7A040405FBE3F9A1F

SHA1: 76ADFC186FF506274FA80660079DACA8E52BB0BC

SHA-256: 9F6B9E3FFB35358503BBDB87D11D7F7E051A22A001978B45419C06DF008608DE

SHA-512: E111BA186512D20C6E3BD5163A7213708E2FDD73D93C4E5529CAFFCE74CF72FD0BAFFF200EF933F1FD4CE92E0F103BEEDB2A7FCBB85614B83CD40BA446CFE
259

Malicious: false

Preview:
#!/bin/sh.#.# print the subject.#..for i in $*.do..n=`openssl x509 -subject -noout -in $i`..echo "$i.$n".done.

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\ssl\misc\tsget
Process: C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe

File Type: Perl script text executable

Category: dropped

Size (bytes): 6419

Entropy (8bit): 5.3228061418295995

Encrypted: false

SSDEEP: 96:aQCouJPt+2Qtanc/Z3dbpmNajCC23E2iwJSxzoiQLQvN5leXtv4G8bvtLI/x:aQ8Pt+2QAc3b3/22zoiQEXl8v4GCIJ

MD5: 9EBE114DE208F59F38826D70AEAA9122

SHA1: DB05155818B1827F3E7133AC67326D87CB7DDD2E

SHA-256: EEB39D9E6C27F76B654D0C8EDA2F534BFB40FF34175CB351A71B2FFE29B66937

SHA-512: E852388FB5DE7BDA0BFD52DCE13077331D85FD9D8476AD3EFE44FFA7B6BB63D6B6ACEA79EA7D725A6264C2E12663806B87BE0576CB6A9E2949BF374F86CC55
55

Malicious: false
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Preview:
#!/usr/bin/perl -w.# Written by Zoltan Glozik <zglozik@stones.com>..# Copyright (c) 2002 The OpenTSA Project.  All rights reserved..$::version = '$Id: tsget,v 1.1.2.2 200
9/09/07 17:57:02 steve Exp $';..use strict;.use IO::Handle;.use Getopt::Std;.use File::Basename;.use WWW::Curl::Easy;..use vars qw(%options);..# Callback for reading 
the body..sub read_body {.    my ($maxlength, $state) = @_;.    my $return_data = "";.    my $data_len = length ${$state->{data}};.    if ($state->{bytes} < $data_len) {..$da
ta_len = $data_len - $state->{bytes};..$data_len = $maxlength if $data_len > $maxlength;..$return_data = substr ${$state->{data}}, $state->{bytes}, $data_len;..$state->{b
ytes} += $data_len;.    }.    return $return_data;.}..# Callback for writing the body into a variable..sub write_body {.    my ($data, $pointer) = @_;.    ${$pointer} .= $data;.    
return length($data);.}..# Initialise a new Curl object..sub create_curl {.    my $url = shift;..    # Create Curl object..    my $curl = W

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\ssl\misc\tsget

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\ssl\openssl.cnf
Process: C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe

File Type: ASCII text

Category: dropped

Size (bytes): 10819

Entropy (8bit): 5.005696671009127

Encrypted: false

SSDEEP: 192:L8b9fYZNtKMpr/kWJGXgvr/YHKLJA+smghNuFo8fA+smgaHMLlEpFGzmB2jl:LChUpr/kCGwvr/YHYg77es/L

MD5: 3F0EE810B7A5E7CC8C862EFEA1DD77EE

SHA1: C7C90B2A1C247D4531321D06B51FAEFCDEA479C3

SHA-256: CFE6094182FFEDE14C8A1A64A671511D6F1C88A7AA42881A493CD6A51ECEC8DC

SHA-512: BF46FC8BC3BC50703D649CBE1B6AE226510266067FA092AE8300C60B53E254B1F9F25D3F633B6A59347AC76E9EAF5D5F6592C66FC5144E69E20B03E295CBD24D

Malicious: false

Preview:
#.# OpenSSL example configuration file..# This is mostly being used for generation of certificate requests..#..# This definition stops the following lines choking if HOME 
isn't.# defined..HOME...= ..RANDFILE..= $ENV::HOME/.rnd..# Extra OBJECT IDENTIFIER info:.#oid_file..= $ENV::HOME/.oid.oid_section..= new_oids..# To use this co
nfiguration file with the "-extfile" option of the.# "openssl x509" utility, name here the section containing the.# X.509v3 extensions to use:.# extensions..= .# (Alternatively, us
e a configuration file that has only.# X.509v3 extensions in its main [= default] section.)..[ new_oids ]..# We can add new OIDs in here for use by 'ca', 'req' and 'ts'..# Add a 
simple OID like this:.# testoid1=1.2.3.4.# Or use config file substitution like this:.# testoid2=${testoid1}.5.6..# Policies used by the TSA examples..tsa_policy1 = 1.2.3.4
.1.tsa_policy2 = 1.2.3.4.5.6.tsa_policy3 = 1.2.3.4.5.7..####################################################################.[ ca ].default_

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\support
Process: C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 38

Entropy (8bit): 4.839775539645511

Encrypted: false

SSDEEP: 3:B5V/1Su/YDkn:fV9vQDk

MD5: 9CD25574A08EB18CA71153209973A792

SHA1: B6CFAA54A3DF30DA24B95A5BFEED0712A71E8829

SHA-256: F9AC71007071AF30452A2B614BB8E99F3D0155ACAD62A9E1C77111D62C7A1336

SHA-512: 889CFA6FC23D799FE03FAAC09DAB2E2988EFB13AE6F25F051EC8B178037BD2692570BAAF7767D846F5C4B1FAE84876C414CCEA363812D8238892374A2B63EF6
F

Malicious: false

Preview:
root:{SHA}+uCXKwbaKKgn/vae5Yfg33D0j1g=

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\bin\curl
Process: C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe

File Type: ELF 32-bit LSB executable, MIPS, MIPS32 rel2 version 1 (SYSV), dynamically linked, interpreter /lib/ld-uClibc.so.0, stripped

Category: dropped

Size (bytes): 119628

Entropy (8bit): 5.640329159260421

Encrypted: false

SSDEEP: 1536:FY+nbU1U0KejppRbquurQkQsfLqSvNmFsiq9cgNgB4+c:FYWbYlrppXeQkQsrNmFjq9fma

MD5: 4497C019881B525615A344122BA5D401

SHA1: E7B90AE6B37AC9CE69CBC3446DADF8E30B93FDB8

SHA-256: FB9CB517B5322194D0AC55602B6D931AFB25CFD7F7D70FEB48793A1156EACF31

SHA-512: 34B8424A3D313C2645A4CA2A2089AED36085DD82E76E2A5895692F174291904EC2DF9358C38025885006C5E6CFA042702C3ACAF160F6358A1C48BCA18F59D7A7

Malicious: false

Preview:
.ELF.....................#@.4..........p4. ...(.........4...4.@.4.@.....................4...4.@.4.@....................pH...H.@.H.@...........................@...@.......................B..B.\...,...............`...`.@.`
.@.................Q.td............................................................/lib/ld-uClibc.so.0......................8C.....).......g.......................(.......0#@.....@?A.....X.@.......@.......@....................p..B
...............B....p.......p.......p..@....pv......p.......p%......py......o.#@....o.......oT!@.........................................................r...-...t...........U..._...#.......D.......C.......\.................../....
...c...e...`...........................}...............................H...............<...p...........=...............1...z.......................V...S...[.......n...........................]...Z...........)...g.......j...N...6......................
.....E...................k...u...........m...Q...................

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\bin\openssl
Process: C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe

File Type: ELF 32-bit LSB executable, MIPS, MIPS32 rel2 version 1 (SYSV), dynamically linked, interpreter /lib/ld-uClibc.so.0, stripped

Category: dropped
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Size (bytes): 543944

Entropy (8bit): 5.654771479745123

Encrypted: false

SSDEEP: 6144:kgcPWx28anX0eWRkdaXPieDEO4kjGc4nI0T2vAQoAtkMKxWsDNQxDVReSixtEfZ/:r2XIq2OMzwhu

MD5: 8E8E4E7F353EF4F5611BBE6A8C61B357

SHA1: 4B733A223BF6758731DAAFCA01C891AAA8255F2E

SHA-256: 28C0C089661E0A879BC9B9288A37AA6726DE3A991CBFDA6A45172ABC5B38A779

SHA-512: D1B08C075D376311F428A2902BC300A74D2A2BA36630BB25776CA77761F62CEACAE63CE72DCDBAB112C6CE175567ED6CEB09ACAB9DEB1641AC632A931A014F
2E

Malicious: false

Preview:
.ELF......................@.4...@H.....p4. ...(.........4...4.@.4.@.....................4...4.@.4.@....................pH...H.@.H.@...........................@...@.4...4.....................H...H.`8...I........
......`...`.@.`.@.................Q.td............................................................/lib/ld-uClibc.so.0.....................0.I......P......"Q......5Q.......Q.......Q.......Q......|.@.......F.....`.@......q
@......%@......Q.............p0.I.............@.I....p.......p.......p..@....p.......p.......p&......p.......o\.@....o.......o..@.........................................................................R.......<...............Z...
............................................$...U...........-...........x...............+...............b...............}...X...........W...........................|.......o..."..................._...........u...............................b.........
..................T...........<...........................................f.......q.......

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\bin\openssl

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\bin\php-cgi
Process: C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe

File Type: ELF 32-bit LSB executable, MIPS, MIPS32 rel2 version 1 (SYSV), dynamically linked, interpreter /lib/ld-uClibc.so.0, with debug_info, not stripped

Category: dropped

Size (bytes): 6069202

Entropy (8bit): 5.998134841021303

Encrypted: false

SSDEEP: 98304:MybZUDFISK+ZW8eXJOM5xOkCJAumkFH8rbNURTp15XemmJFfb78SmVaJjhs8:MydM+AFH8rbNUR35XemmJFfb78SmVaJN

MD5: 3E7B39CF6FFC23D737981EB80DA3FA9A

SHA1: 7245E1371F4908BBF19F4381A0FA656698C240F2

SHA-256: 45F6DF899B807EF70397F7CF61DEAB74D57353422DD1E00801B4BE239F9E1829

SHA-512: E70D98D2F3A8EAF7532960C168ABF6E9907068AF50001007D9566F61A9012F2FD2D001BE67E8C1456CE49F2616C443998BFB8F4A2081AD0A556E4E2FA2242D3F

Malicious: false

Preview:
.ELF....................P_B.4...luT....p4. ...(.*.'.....4...4.@.4.@. ... ...............T...T.@.T.@....................ph...h.@.h.@...........................@...@.T%J.T%J.............T%J.T%..T%......
'....................@...@.h...h...........P.td.$J..$...$..,...,...........Q.td............................................................/lib/ld-uClibc.so.0.....................................:.......E.......O.......Z.......j.......z....
.......................................................................<.B.....@.m.......@.......A......R@.....L..............p......................,.B....................p.......p.......p..@....pL......p.......p'......pa......o,
.B....o.......o\.A.....................................................................................................5...................".......o.......................................................................................................z........
...........A...........1...............y.......................

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\lib\libcrypto.so
Process: C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe

File Type: ELF 32-bit LSB shared object, MIPS, MIPS32 rel2 version 1 (SYSV), dynamically linked, stripped

Category: dropped

Size (bytes): 1841080

Entropy (8bit): 5.65569737720376

Encrypted: false

SSDEEP: 24576:NUsrWolzXuVfCScF87MqNUP4/7bs3bK2CjvCC304Wku6i31BGvotPA:9TNHFss3JbGwtP

MD5: 5E5A7F8664D929F05E32E911ED9D1F94

SHA1: 55E92684438DE63474E389D5FE2C1B4EEA263AC3

SHA-256: 3CB1CB0D4F938E9081AC444E88A4239FE89A24320BE1F1BAE9CEEE42A71F1FA9

SHA-512: 2E5F56E127C1A018CA226436B95D10FBBBE327F6C58660BB9D109C49AEF95B8F816CAD10B9E8E8287037D71D3EBFFF8D92482FE3644D3A7EE1A6F9D6E3550C1
6

Malicious: false

Preview:
.ELF........................4...0......p4. ...(........p............................................,{..,{...........................R...y..............,...,...,...................P.td.{...{...{..................Q.td..................................
...............................................,.......(.......(.......(.......(..............p.......p.......,.......<_.......a.......(.............................h..............p.......p.......p.......p.......p.......p&......pr......o......o......
.o&...................................................................................=...G.......-.......................[.......n...A...P...........{.......Y...S.......r...^...........................................................................
................d.......................C.......c...G...F...1...................................(...H.......:...y.......B...U...............N.......T...........l...........7...............~...........$...=...4....... ...........O...w...............

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\lib\libcrypto.so.1.0.0
Process: C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe

File Type: ELF 32-bit LSB shared object, MIPS, MIPS32 rel2 version 1 (SYSV), dynamically linked, stripped

Category: dropped

Size (bytes): 1841080

Entropy (8bit): 5.65569737720376

Encrypted: false

SSDEEP: 24576:NUsrWolzXuVfCScF87MqNUP4/7bs3bK2CjvCC304Wku6i31BGvotPA:9TNHFss3JbGwtP

MD5: 5E5A7F8664D929F05E32E911ED9D1F94

SHA1: 55E92684438DE63474E389D5FE2C1B4EEA263AC3

SHA-256: 3CB1CB0D4F938E9081AC444E88A4239FE89A24320BE1F1BAE9CEEE42A71F1FA9
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Static File Info

General
File type: PE32+ executable (GUI) x86-64, for MS Windows

Entropy (8bit): 7.995587254677891

TrID: Win64 Executable GUI (202006/5) 77.37%
InstallShield setup (43055/19) 16.49%
Win64 Executable (generic) (12005/4) 4.60%
Generic Win/DOS Executable (2004/3) 0.77%
DOS Executable Generic (2002/1) 0.77%

File name: $RDPLVFM.exe

File size: 7715840

MD5: 9cbcd1d8dae34cd6cc49460103e521c4

SHA1: b07e7b15752e1e25dd1e9fd480cacd5f3a79c5de

SHA256: a9497a467b5846d60f2c12a3fd03c4fce70e38a7237a916
d93ee440048b9c59b

SHA512: 027ae3369b39511ea05c183d1e352a82faeb5d6fd1bea5e
0279b18b74398c2f7459b065e98d70efea1aa08818f1e6b
ec1fee668ea2de1f779f66acd8eebb98d5

SSDEEP: 196608:XbQIxzZhXClfy4OD+c4xy8WjNTjLtMRg4EFTW
Z1izOA0JlpJrLQw5:LQIxSlfmD+txyhNTHD4k61OwrLQ

File Content Preview: MZ......................@...............................................!..L.!Th
is program cannot be run in DOS mode....$.......V.k........
.....0.......0.......0.......0...............0.......0.......0.......Rich......
......PE..d................."......t.

File Icon

Icon Hash: f8e0e4e8ecccc870

SHA-512: 2E5F56E127C1A018CA226436B95D10FBBBE327F6C58660BB9D109C49AEF95B8F816CAD10B9E8E8287037D71D3EBFFF8D92482FE3644D3A7EE1A6F9D6E3550C1
6

Malicious: false

Preview:
.ELF........................4...0......p4. ...(........p............................................,{..,{...........................R...y..............,...,...,...................P.td.{...{...{..................Q.td..................................
...............................................,.......(.......(.......(.......(..............p.......p.......,.......<_.......a.......(.............................h..............p.......p.......p.......p.......p.......p&......pr......o......o......
.o&...................................................................................=...G.......-.......................[.......n...A...P...........{.......Y...S.......r...^...........................................................................
................d.......................C.......c...G...F...1...................................(...H.......:...y.......B...U...............N.......T...........l...........7...............~...........$...=...4....... ...........O...w...............

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\lib\libcrypto.so.1.0.0

General
Entrypoint: 0x1400079d0

Entrypoint Section: .text

Digitally signed: false

Imagebase: 0x140000000

Subsystem: windows gui

Image File Characteristics: EXECUTABLE_IMAGE, LARGE_ADDRESS_AWARE

DLL Characteristics: GUARD_CF, TERMINAL_SERVER_AWARE, DYNAMIC_BASE, NX_COMPAT, 
HIGH_ENTROPY_VA

Time Stamp: 0xE68AAE13 [Fri Jul 25 18:16:51 2092 UTC]

TLS Callbacks:

CLR (.Net) Version:

OS Version Major: 10

OS Version Minor: 0

File Version Major: 10

File Version Minor: 0

Subsystem Version Major: 10

Subsystem Version Minor: 0

Import Hash: f26f5bea701561745dea20a33c88cd5f

Static PE Info

Entrypoint Preview
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Instruction

dec eax

sub esp, 28h

call 00007F6A988B0A9Ch

dec eax

add esp, 28h

jmp 00007F6A988B0387h

int3 

int3 

dec eax

mov dword ptr [esp+08h], ebx

dec eax

mov dword ptr [esp+10h], edi

inc ecx

push esi

dec eax

sub esp, 000000B0h

and dword ptr [esp+20h], 00000000h

dec eax

lea ecx, dword ptr [esp+40h]

call dword ptr [000019E1h]

nop 

dec eax

mov eax, dword ptr [00000030h]

dec eax

mov ebx, dword ptr [eax+08h]

xor edi, edi

xor eax, eax

dec eax

cmpxchg dword ptr [00005156h], ebx

je 00007F6A988B039Bh

dec eax

cmp eax, ebx

jne 00007F6A988B0389h

mov edi, 00000001h

jmp 00007F6A988B038Fh

mov ecx, 000003E8h

call dword ptr [000019A5h]

jmp 00007F6A988B035Ch

mov eax, dword ptr [0000513Dh]

cmp eax, 01h

jne 00007F6A988B038Ch

lea ecx, dword ptr [eax+1Eh]

call 00007F6A988B093Fh

jmp 00007F6A988B03EFh

mov eax, dword ptr [00005128h]

test eax, eax

jne 00007F6A988B03DBh

mov dword ptr [0000511Ah], 00000001h

dec esp

lea esi, dword ptr [00001C0Bh]

dec eax

lea ebx, dword ptr [00001BECh]

dec eax

mov dword ptr [esp+30h], ebx

mov dword ptr [esp+24h], eax

dec ecx

cmp ebx, esi

jnc 00007F6A988B03A7h

test eax, eax

jne 00007F6A988B03A7h

dec eax

cmp dword ptr [ebx], 00000000h

je 00007F6A988B0392h

dec eax
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mov eax, dword ptr [ebx]

dec eax

mov ecx, dword ptr [00001B9Ah]

call ecx

Instruction

Name Virtual Address Virtual Size Is in Section

IMAGE_DIRECTORY_ENTRY_EXPORT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_IMPORT 0xa248 0xb4 .rdata

IMAGE_DIRECTORY_ENTRY_RESOURCE 0xf000 0x75130c .rsrc

IMAGE_DIRECTORY_ENTRY_EXCEPTION 0xe000 0x438 .pdata

IMAGE_DIRECTORY_ENTRY_SECURITY 0x0 0x0

IMAGE_DIRECTORY_ENTRY_BASERELOC 0x761000 0x28 .reloc

IMAGE_DIRECTORY_ENTRY_DEBUG 0x9a00 0x54 .rdata

IMAGE_DIRECTORY_ENTRY_COPYRIGHT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_GLOBALPTR 0x0 0x0

IMAGE_DIRECTORY_ENTRY_TLS 0x0 0x0

IMAGE_DIRECTORY_ENTRY_LOAD_CONFIG 0x9010 0xf4 .rdata

IMAGE_DIRECTORY_ENTRY_BOUND_IMPORT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_IAT 0x9108 0x520 .rdata

IMAGE_DIRECTORY_ENTRY_DELAY_IMPORT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_COM_DESCRIPTOR 0x0 0x0

IMAGE_DIRECTORY_ENTRY_RESERVED 0x0 0x0

Name Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

.text 0x1000 0x7380 0x7400 False 0.588025323276 zlib compressed data 6.24222952027 IMAGE_SCN_MEM_EXECUTE, 
IMAGE_SCN_CNT_CODE, 
IMAGE_SCN_MEM_READ

.rdata 0x9000 0x22d8 0x2400 False 0.415364583333 data 4.73080854057 IMAGE_SCN_CNT_INITIALIZED
_DATA, 
IMAGE_SCN_MEM_READ

.data 0xc000 0x1e80 0x400 False 0.3212890625 data 3.18897698451 IMAGE_SCN_CNT_INITIALIZED
_DATA, 
IMAGE_SCN_MEM_WRITE, 
IMAGE_SCN_MEM_READ

.pdata 0xe000 0x438 0x600 False 0.402994791667 data 3.29504233607 IMAGE_SCN_CNT_INITIALIZED
_DATA, 
IMAGE_SCN_MEM_READ

.rsrc 0xf000 0x752000 0x751400 unknown unknown unknown unknown IMAGE_SCN_CNT_INITIALIZED
_DATA, 
IMAGE_SCN_MEM_READ

.reloc 0x761000 0x28 0x200 False 0.10546875 data 0.564179270361 IMAGE_SCN_CNT_INITIALIZED
_DATA, 
IMAGE_SCN_MEM_DISCARDAB
LE, IMAGE_SCN_MEM_READ

Name RVA Size Type Language Country

AVI 0xfa10 0x2e1a RIFF (little-endian) data, AVI, 272 x 60, 10.00 fps, 
video: RLE 8bpp

English United States

RT_ICON 0x1282c 0x668 data English United States

RT_ICON 0x12e94 0x2e8 dBase IV DBT of @.DBF, block length 512, next free 
block index 40, next free block 2291109880, next 
used block 28872

English United States

RT_ICON 0x1317c 0x1e8 data English United States

RT_ICON 0x13364 0x128 GLS_BINARY_LSB_FIRST English United States

RT_ICON 0x1348c 0xea8 data English United States

RT_ICON 0x14334 0x8a8 dBase IV DBT of @.DBF, block length 1024, next 
free block index 40, next free block 15066613, next 
used block 15000828

English United States

RT_ICON 0x14bdc 0x6c8 data English United States

RT_ICON 0x152a4 0x568 GLS_BINARY_LSB_FIRST English United States

RT_ICON 0x1580c 0xd9d2 PNG image data, 256 x 256, 8-bit/color RGBA, non-
interlaced

English United States

RT_ICON 0x231e0 0x25a8 data English United States

RT_ICON 0x25788 0x10a8 data English United States

RT_ICON 0x26830 0x988 data English United States

Data Directories

Sections

Resources

Copyright Joe Security LLC 2021 Page 43 of 313



RT_ICON 0x271b8 0x468 GLS_BINARY_LSB_FIRST English United States

RT_DIALOG 0x27620 0x352 data German Germany

RT_DIALOG 0x27974 0x1ee data German Germany

RT_DIALOG 0x27b64 0x17e data German Germany

RT_DIALOG 0x27ce4 0x1e0 data German Germany

RT_DIALOG 0x27ec4 0x150 data German Germany

RT_DIALOG 0x28014 0x136 data German Germany

RT_STRING 0x2814c 0xd0 data German Germany

RT_STRING 0x2821c 0x6d2 data German Germany

RT_STRING 0x288f0 0x774 data German Germany

RT_STRING 0x29064 0x676 data German Germany

RT_STRING 0x296dc 0x4c0 data German Germany

RT_STRING 0x29b9c 0x426 data German Germany

RT_RCDATA 0x29fc4 0x7 ASCII text, with no line terminators English United States

RT_RCDATA 0x29fcc 0x7351f6 Microsoft Cabinet archive data, 7557622 bytes, 9 
files

German Germany

RT_RCDATA 0x75f1c4 0x4 data German Germany

RT_RCDATA 0x75f1c8 0x24 data German Germany

RT_RCDATA 0x75f1ec 0x7 ASCII text, with no line terminators German Germany

RT_RCDATA 0x75f1f4 0x7 ASCII text, with no line terminators German Germany

RT_RCDATA 0x75f1fc 0x4 data German Germany

RT_RCDATA 0x75f200 0xa ASCII text, with no line terminators English United States

RT_RCDATA 0x75f20c 0x4 data German Germany

RT_RCDATA 0x75f210 0x1e ASCII text, with no line terminators English United States

RT_RCDATA 0x75f230 0x4 data German Germany

RT_RCDATA 0x75f234 0x13 ASCII text, with no line terminators German Germany

RT_RCDATA 0x75f248 0x7 ASCII text, with no line terminators German Germany

RT_RCDATA 0x75f250 0x7 ASCII text, with no line terminators English United States

RT_GROUP_ICON 0x75f258 0xbc data English United States

RT_VERSION 0x75f314 0x410 data German Germany

RT_VERSION 0x75f724 0x400 data English United States

RT_MANIFEST 0x75fb24 0x7e6 XML 1.0 document, ASCII text, with CRLF line 
terminators

English United States

Name RVA Size Type Language Country

DLL Import

ADVAPI32.dll GetTokenInformation, RegDeleteValueA, RegOpenKeyExA, RegQueryInfoKeyA, FreeSid, OpenProcessToken, 
RegSetValueExA, RegCreateKeyExA, LookupPrivilegeValueA, AllocateAndInitializeSid, RegQueryValueExA, 
EqualSid, RegCloseKey, AdjustTokenPrivileges

KERNEL32.dll _lopen, _llseek, CompareStringA, GetLastError, GetFileAttributesA, GetSystemDirectoryA, LoadLibraryA, DeleteFileA, 
GlobalAlloc, GlobalFree, CloseHandle, WritePrivateProfileStringA, IsDBCSLeadByte, GetWindowsDirectoryA, 
SetFileAttributesA, GetProcAddress, GlobalLock, LocalFree, RemoveDirectoryA, FreeLibrary, _lclose, 
CreateDirectoryA, GetPrivateProfileIntA, GetPrivateProfileStringA, GlobalUnlock, ReadFile, SizeofResource, WriteFile, 
GetDriveTypeA, LoadLibraryExA, SetFileTime, SetFilePointer, FindResourceA, CreateMutexA, 
GetVolumeInformationA, WaitForSingleObject, GetCurrentDirectoryA, FreeResource, GetVersion, 
SetCurrentDirectoryA, GetTempPathA, LocalFileTimeToFileTime, CreateFileA, SetEvent, TerminateThread, 
GetVersionExA, LockResource, GetSystemInfo, CreateThread, ResetEvent, LoadResource, ExitProcess, 
GetModuleHandleW, CreateProcessA, FormatMessageA, GetTempFileNameA, DosDateTimeToFileTime, 
CreateEventA, GetExitCodeProcess, lstrcmpA, LocalAlloc, FindClose, FindNextFileA, GetCurrentProcess, 
FindFirstFileA, GetModuleFileNameA, GetShortPathNameA, Sleep, GetStartupInfoW, RtlCaptureContext, 
RtlLookupFunctionEntry, RtlVirtualUnwind, UnhandledExceptionFilter, SetUnhandledExceptionFilter, 
TerminateProcess, QueryPerformanceCounter, GetCurrentProcessId, GetCurrentThreadId, 
GetSystemTimeAsFileTime, GetTickCount, EnumResourceLanguagesA, GetDiskFreeSpaceA, MulDiv, 
ExpandEnvironmentStringsA

GDI32.dll GetDeviceCaps

USER32.dll ShowWindow, MsgWaitForMultipleObjects, SetWindowPos, GetDC, GetWindowRect, DispatchMessageA, 
GetSystemMetrics, GetDlgItemTextA, CallWindowProcA, SetWindowTextA, MessageBoxA, SendDlgItemMessageA, 
SendMessageA, GetDlgItem, PeekMessageA, GetWindowLongPtrA, SetWindowLongPtrA, SetForegroundWindow, 
ReleaseDC, EnableWindow, CharNextA, LoadStringA, CharPrevA, EndDialog, MessageBeep, ExitWindowsEx, 
SetDlgItemTextA, CharUpperA, GetDesktopWindow, DialogBoxIndirectParamA

msvcrt.dll ?terminate@@YAXXZ, _commode, _fmode, _acmdln, __C_specific_handler, _initterm, __setusermatherr, _ismbblead, 
_cexit, _exit, exit, __set_app_type, __getmainargs, _amsg_exit, _XcptFilter, memcpy_s, _vsnprintf, memcpy, memset

COMCTL32.dll

Cabinet.dll

VERSION.dll GetFileVersionInfoA, VerQueryValueA, GetFileVersionInfoSizeA

Description Data

LegalCopyright  Microsoft Corporation. Alle Rechte vorbehalten.

Imports

Version Infos
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No network behavior found

Code Manipulations

Statistics

Behavior

• $RDPLVFM.exe

• 7za.exe

• conhost.exe

• alp.exe

• rundll32.exe

Click to jump to process

System Behavior

InternalName Wextract                

FileVersion 11.00.15063.0 (WinBuild.160101.0800)

CompanyName Microsoft Corporation

ProductName Internet Explorer

ProductVersion 11.00.15063.0

FileDescription Win32 Cabinet Self-Extractor                                           

OriginalFilename WEXTRACT.EXE            .MUI

Translation 0x0407 0x04b0

Description Data

Language of compilation system Country where language is spoken Map

English United States

German Germany

Network Behavior

Possible Origin
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File ActivitiesFile Activities

Start time: 23:29:54

Start date: 19/04/2021

Path: C:\Users\user\Desktop\$RDPLVFM.exe

Wow64 process (32bit): false

Commandline: 'C:\Users\user\Desktop\$RDPLVFM.exe' 

Imagebase: 0x7ff63c4b0000

File size: 7715840 bytes

MD5 hash: 9CBCD1D8DAE34CD6CC49460103E521C4

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: low

File Path Access Attributes Options Completion Count
Source
Address Symbol

C:\Users\user\AppData\Local\Temp\IXP000.TMP read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 7FF63C4B5E44 CreateDirectoryA

C:\Users\user\AppData\Local\Temp\IXP000.TMP\TMP4351$.TMP read attributes | 
delete | syn
chronize | 
generic write

device synchronous io 
non alert | non 
directory file | 
delete on close

success or wait 1 7FF63C4B65A9 CreateFileA

C:\Users\user\AppData\Local\Temp\IXP000.TMP\allnet.ico read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 7FF63C4B5087 CreateFileA

C:\Users\user\AppData\Local\Temp\IXP000.TMP\alp.au3 read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 7FF63C4B5087 CreateFileA

C:\Users\user\AppData\Local\Temp\IXP000.TMP\alp.exe read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 7FF63C4B5087 CreateFileA

C:\Users\user\AppData\Local\Temp\IXP000.TMP\lang.ini read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 7FF63C4B5087 CreateFileA

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patch.ini read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 7FF63C4B5087 CreateFileA

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles.zip read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 7FF63C4B5087 CreateFileA

C:\Users\user\AppData\Local\Temp\IXP000.TMP\plink.exe read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 7FF63C4B5087 CreateFileA

C:\Users\user\AppData\Local\Temp\IXP000.TMP\pscp.exe read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 7FF63C4B5087 CreateFileA

C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 7FF63C4B5087 CreateFileA

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

Analysis Process: $RDPLVFM.exe PID: 7136 Parent PID: 6020Analysis Process: $RDPLVFM.exe PID: 7136 Parent PID: 6020

General

File CreatedFile Created

File WrittenFile Written
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\allnet.ico unknown 1326 00 00 01 00 01 00 10 
0c 00 00 01 00 08 00 
18 05 00 00 16 00 00 
00 28 00 00 00 10 00 
00 00 18 00 00 00 01 
00 08 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 e2 
cd a6 00 e2 cd a7 00 
e7 d3 b1 00 e5 d4 b0 
00 e7 d6 b7 00 e8 d6 
b7 00 e6 d6 b8 00 e7 
d7 ba 00 e8 d8 b9 00 
e8 d8 ba 00 ea d8 ba 
00 ea d9 bb 00 e8 d9 
bd 00 e9 d9 bd 00 e9 
da be 00 ea da be 00 
ea da bf 00 ea db be 
00 e9 db bf 00 ea db 
bf 00 ea db c0 00 ea 
db c1 00 ea dc c0 00 
e9 dc c1 00 e9 dc c2 
00 ea dc c2 00 eb dc 
c2 00 eb dc c3 00 ea 
dd c2 00 ec dd c4 00 
ec de c3 00 ea de c4 
00 eb de c4 00 ec de 
c4 00 eb de c5 00 eb 
de c6 00 ec de c6 00 
eb df c6 00 ec df c6 
00 ed df c6 00 ed df 
c7 00 ec e0 c7 00 eb 
e0 c8 00 ed e0 c8 00 
eb e0 c9 00 ec e0 c9 
00 ec e1 ca 00 ed e1 
ca 00 ee 

......................(.......

..............................

..............................

..............................

..............................

..............................

..............................

..............................

...............

success or wait 1 7FF63C4B527A WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\alp.au3 unknown 11337 23 52 65 67 69 6f 6e 
20 3b 2a 2a 2a 2a 20 
44 69 72 65 63 74 69 
76 65 73 20 63 72 65 
61 74 65 64 20 62 79 
20 41 75 74 6f 49 74 
33 57 72 61 70 70 65 
72 5f 47 55 49 20 2a 
2a 2a 2a 0d 0a 23 41 
75 74 6f 49 74 33 57 
72 61 70 70 65 72 5f 
52 65 73 5f 44 65 73 
63 72 69 70 74 69 6f 
6e 3d 41 4c 4c 4e 45 
54 20 4c 6f 63 61 6c 
20 50 61 74 63 68 65 
72 0d 0a 23 41 75 74 
6f 49 74 33 57 72 61 
70 70 65 72 5f 52 65 
73 5f 46 69 6c 65 76 
65 72 73 69 6f 6e 3d 
31 2e 32 0d 0a 23 41 
75 74 6f 49 74 33 57 
72 61 70 70 65 72 5f 
52 65 73 5f 4c 65 67 
61 6c 43 6f 70 79 72 
69 67 68 74 3d 41 4c 
4c 4e 45 54 20 47 6d 
62 48 20 43 6f 6d 70 
75 74 65 72 73 79 73 
74 65 6d 65 0d 0a 23 
41 75 74 6f 49 74 33 
57 72 61 70 70 65 72 
5f 41 64 64 5f 43 6f 
6e 73 74 61 6e 74 73 
3d 6e 0d 0a 23 45 6e 
64 52 65 

#Region ;**** Directives 
created by 
AutoIt3Wrapper_GUI ****.
.#AutoIt3Wrapper_Res_De
scription=ALLNET Local 
Patcher..#AutoIt3Wrapper
_Res_Fileversion=1.2..#Au
toIt3Wrapper_Res_LegalC
opyright=ALLNET GmbH 
Computersysteme..#AutoIt
3Wrapper_Add_Constants
=n..#EndRe

success or wait 1 7FF63C4B527A WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\alp.exe unknown 20105 4d 5a 90 00 03 00 00 
00 04 00 00 00 ff ff 
00 00 b8 00 00 00 00 
00 00 00 40 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 08 01 00 
00 0e 1f ba 0e 00 b4 
09 cd 21 b8 01 4c cd 
21 54 68 69 73 20 70 
72 6f 67 72 61 6d 20 
63 61 6e 6e 6f 74 20 
62 65 20 72 75 6e 20 
69 6e 20 44 4f 53 20 
6d 6f 64 65 2e 0d 0d 
0a 24 00 00 00 00 00 
00 00 fd 64 c8 9e b9 
05 a6 cd b9 05 a6 cd 
b9 05 a6 cd 27 a5 61 
cd b8 05 a6 cd 48 c3 
6b cd 8a 05 a6 cd 48 
c3 68 cd 17 05 a6 cd 
48 c3 69 cd 8b 05 a6 
cd b0 7d 25 cd b0 05 
a6 cd b0 7d 35 cd 9c 
05 a6 cd b9 05 a7 cd 
ad 07 a6 cd df eb 7e 
cd f4 05 a6 cd df eb 
6b cd bb 05 a6 cd df 
eb 6f cd b8 05 a6 cd 
b9 05 31 cd b8 05 a6 
cd df eb 6a cd b8 05 
a6 cd 52 69 63 68 b9 
05 a6 cd 00 00 00 00 
00 00 00 

MZ......................@.....
..............................
............!..L.!This program 
cannot be run in DOS 
mode....
$........d..............'.a...
..H.k.....H.h.....H.i......}%.
.....}5...............~.......
k.......o.......1.......j.....
Rich...........

success or wait 31 7FF63C4B527A WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\lang.ini unknown 1310 5b 64 65 5d 0d 0a 31 
3d 53 74 61 6e 64 61 
72 64 0d 0a 32 3d 53 
74 61 72 74 0d 0a 33 
3d 41 62 62 72 65 63 
68 65 6e 0d 0a 34 3d 
47 65 72 e4 74 65 20 
49 50 20 41 64 72 65 
73 73 65 0d 0a 35 3d 
28 7a 2e 42 2e 20 31 
39 32 2e 31 36 38 2e 
30 2e 31 30 30 29 0d 
0a 36 3d 42 65 6e 75 
74 7a 65 72 0d 0a 37 
3d 50 61 73 73 77 6f 
72 74 0d 0a 38 3d 50 
6f 72 74 0d 0a 39 3d 
46 65 6c 64 65 72 20 
6c 65 65 72 20 6c 61 
73 73 65 6e 20 77 65 
6e 6e 20 53 74 61 6e 
64 61 72 64 0d 0a 31 
30 3d 50 72 fc 66 65 
20 47 65 72 e4 74 0d 
0a 31 31 3d 4b 45 49 
4e 45 20 67 fc 6c 74 
69 67 65 20 49 50 2d 
41 64 72 65 73 73 65 
20 0d 0a 31 32 3d 42 
69 74 74 65 20 77 61 
72 74 65 6e 2e 2e 2e 
0d 0a 31 33 3d 6b 6f 
70 69 65 72 65 20 61 
6b 74 75 65 6c 6c 65 
20 44 61 74 65 69 65 
6e 2e 2e 2e 0d 0a 31 
34 3d 45 

[de]..1=Standard..2=Start..
3=Abbrechen..4=Ger.te IP 
Adresse..5=(z.B. 
192.168.0.100)..6=Ben
utzer..7=Passwort..8=Port.
.9=Felder leer lassen wenn 
Standard..10=Pr.fe 
Ger.t..11=KEINE g.ltige IP-
Adresse ..12=Bitte wa
rten.....13=kopiere aktuelle 
Dateien.....14=E

success or wait 1 7FF63C4B527A WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patch.ini unknown 847 5b 63 68 65 63 6b 5d 
0d 0a 64 65 76 69 63 
65 54 79 70 65 3d 41 
4c 4c 33 35 30 35 0d 
0a 6d 61 6a 6f 72 3d 
33 0d 0a 76 65 72 73 
69 6f 6e 3d 31 30 30 
30 0d 0a 5b 70 61 74 
68 5d 0d 0a 73 6f 75 
72 63 65 3d 5c 70 61 
74 63 68 66 69 6c 65 
73 5c 2a 0d 0a 74 61 
72 67 65 74 3d 2f 0d 
0a 5b 63 6f 6d 6d 61 
6e 64 5d 0d 0a 63 68 
65 63 6b 3d 5b 20 2d 
66 20 2f 65 74 63 2f 
64 65 66 61 75 6c 74 
2f 64 65 76 69 63 65 
20 5d 20 26 26 20 7b 
20 63 61 74 20 2f 65 
74 63 2f 64 65 66 61 
75 6c 74 2f 64 65 76 
69 63 65 20 7c 20 74 
72 20 2d 64 20 27 5c 
6e 27 20 3e 20 2f 72 
6f 6f 74 2f 69 6e 66 
6f 3b 65 63 68 6f 20 
2d 6e 20 27 23 27 20 
3e 3e 20 2f 72 6f 6f 
74 2f 69 6e 66 6f 3b 
63 61 74 20 2f 65 74 
63 2f 64 65 66 61 75 
6c 74 2f 76 65 72 73 
69 6f 6e 20 7c 20 74 
72 20 2d 64 20 27 5c 
6e 27 20 

[check]..deviceType=ALL3
505..m
ajor=3..version=1000..
[path]..
source=\patchfiles\*..target
=/..[command]..check=[ -f 
/etc/default/device ] && { 
cat /etc/default/device | tr -
d '\n' > /root/info;echo -n '#' 
>> /root/info;cat 
/etc/default/version | tr -d 
'\n' 

success or wait 1 7FF63C4B527A WriteFile

C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles.zip

unknown 15388 50 4b 03 04 14 00 00 
00 00 00 98 71 99 4a 
00 00 00 00 00 00 00 
00 00 00 00 00 0b 00 
00 00 70 61 74 63 68 
66 69 6c 65 73 2f 50 
4b 03 04 14 00 00 00 
00 00 4d 71 3b 4b 00 
00 00 00 00 00 00 00 
00 00 00 00 0f 00 00 
00 70 61 74 63 68 66 
69 6c 65 73 2f 65 74 
63 2f 50 4b 03 04 14 
00 00 00 00 00 8d 71 
99 4a 00 00 00 00 00 
00 00 00 00 00 00 00 
17 00 00 00 70 61 74 
63 68 66 69 6c 65 73 
2f 65 74 63 2f 63 72 
6f 6e 74 61 62 2f 50 
4b 03 04 0a 00 00 00 
00 00 29 71 99 4a 9e 
9a 4b aa 25 00 00 00 
25 00 00 00 1b 00 00 
00 70 61 74 63 68 66 
69 6c 65 73 2f 65 74 
63 2f 63 72 6f 6e 74 
61 62 2f 72 6f 6f 74 
2a 2f 31 35 20 2a 20 
2a 20 2a 20 2a 20 2f 
65 74 63 2f 73 63 72 
69 70 74 73 2f 6e 74 
70 64 61 74 65 2e 73 
68 0a 50 4b 03 04 0a 
00 00 00 00 00 50 5c 
75 4a 00 00 00 00 00 
00 00 00 

PK.........q.J................
patchfiles/PK........Mq;K.....
...........patchfiles/etc/PK..
.......q.J................patc
hfiles/etc/crontab/PK........)
q.J..K.%...%.......patchfiles/
etc/crontab/root*/15 * * * * /
etc/scr
ipts/ntpdate.sh.PK........P
\uJ........

success or wait 242 7FF63C4B527A WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\plink.exe unknown 23679 4d 5a 90 00 03 00 00 
00 04 00 00 00 ff ff 
00 00 b8 00 00 00 00 
00 00 00 40 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 e8 00 00 
00 0e 1f ba 0e 00 b4 
09 cd 21 b8 01 4c cd 
21 54 68 69 73 20 70 
72 6f 67 72 61 6d 20 
63 61 6e 6e 6f 74 20 
62 65 20 72 75 6e 20 
69 6e 20 44 4f 53 20 
6d 6f 64 65 2e 0d 0d 
0a 24 00 00 00 00 00 
00 00 05 ca 46 7d 41 
ab 28 2e 41 ab 28 2e 
41 ab 28 2e 52 a3 41 
2e 43 ab 28 2e 44 a7 
48 2e 43 ab 28 2e 44 
a7 27 2e 5b ab 28 2e 
52 a3 75 2e 43 ab 28 
2e c2 a3 75 2e 44 ab 
28 2e 41 ab 29 2e 3b 
ab 28 2e 44 a7 77 2e 
de ab 28 2e ad a0 76 
2e 40 ab 28 2e 44 a7 
72 2e 40 ab 28 2e 52 
69 63 68 41 ab 28 2e 
00 00 00 00 00 00 00 
00 50 45 00 00 4c 01 
04 00 7f 2e 01 52 00 
00 00 00 00 00 00 00 
e0 00 0f 

MZ......................@.....
..............................
............!..L.!This program 
cannot be run in DOS 
mode....$.........F}A.(.A.(.A.
(.R.A.C.(.D.H.C.(.D.'.[.
(.R.u.C.(...u.D.(.A.).;.
(.D.w...(...v.@.(.D.r.@.
(.RichA.(.........PE..L...
...R...........

success or wait 10 7FF63C4B527A WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\pscp.exe unknown 7295 4d 5a 90 00 03 00 00 
00 04 00 00 00 ff ff 
00 00 b8 00 00 00 00 
00 00 00 40 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 f8 00 00 
00 0e 1f ba 0e 00 b4 
09 cd 21 b8 01 4c cd 
21 54 68 69 73 20 70 
72 6f 67 72 61 6d 20 
63 61 6e 6e 6f 74 20 
62 65 20 72 75 6e 20 
69 6e 20 44 4f 53 20 
6d 6f 64 65 2e 0d 0d 
0a 24 00 00 00 00 00 
00 00 34 14 47 6d 70 
75 29 3e 70 75 29 3e 
70 75 29 3e 63 7d 40 
3e 72 75 29 3e 75 79 
49 3e 72 75 29 3e 75 
79 26 3e 6b 75 29 3e 
63 7d 74 3e 72 75 29 
3e f3 7d 74 3e 75 75 
29 3e 70 75 28 3e 0a 
75 29 3e 75 79 76 3e 
da 75 29 3e 9c 7e 77 
3e 71 75 29 3e 75 79 
73 3e 71 75 29 3e 52 
69 63 68 70 75 29 3e 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 50 45 00 00 
4c 01 04 

MZ......................@.....
..............................
............!..L.!This program 
cannot be run in DOS 
mode....
$.......4.Gmpu)>pu)>pu)>c}
@>ru
)>uyI>ru)>uy&>ku)>c}t>ru)
>.}t>
uu)>pu(>.u)>uyv>.u)>.~w>
qu)>uy
s>qu)>Richpu)>................
........PE..L..

success or wait 11 7FF63C4B527A WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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Registry ActivitiesRegistry Activities

C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe unknown 11391 4d 5a 90 00 03 00 00 
00 04 00 00 00 ff ff 
00 00 b8 00 00 00 00 
00 00 00 40 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 10 01 00 
00 0e 1f ba 0e 00 b4 
09 cd 21 b8 01 4c cd 
21 54 68 69 73 20 70 
72 6f 67 72 61 6d 20 
63 61 6e 6e 6f 74 20 
62 65 20 72 75 6e 20 
69 6e 20 44 4f 53 20 
6d 6f 64 65 2e 0d 0d 
0a 24 00 00 00 00 00 
00 00 85 ff 2c 22 c1 
9e 42 71 c1 9e 42 71 
c1 9e 42 71 ba 82 4e 
71 c3 9e 42 71 ae 81 
49 71 c2 9e 42 71 42 
82 4c 71 c8 9e 42 71 
ae 81 48 71 ca 9e 42 
71 ae 81 46 71 c3 9e 
42 71 4f 96 1d 71 c0 
9e 42 71 c1 9e 43 71 
4e 9e 42 71 42 96 1f 
71 c8 9e 42 71 f7 b8 
49 71 79 9e 42 71 da 
03 e8 71 e2 9e 42 71 
da 03 dc 71 c2 9e 42 
71 06 98 44 71 c0 9e 
42 71 52 69 63 68 c1 
9e 42 71 00 00 00 00 
00 00 00 

MZ......................@.....
..............................
............!..L.!This program 
cannot be run in DOS 
mode....
$.........,"..Bq..Bq..Bq..Nq..
Bq..Iq..BqB.Lq..Bq..Hq..Bq
..Fq
..BqO..q..Bq..CqN.BqB..q..
Bq..
Iqy.Bq...q..Bq...q..Bq..Dq..
BqRich..Bq.......

success or wait 22 7FF63C4B527A WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

Key Path Name Type Data Completion Count
Source
Address Symbol

HKEY_LOCAL_MACHINE\SOFTWARE\Mi
crosoft\Windows\CurrentVersion\RunOnce

wextract_cleanup0 unicode rundll32.exe C:\Windows\system
32\advpack.dll,DelNodeRunDLL32 
"C:\Users\user\AppData\Local\
Temp\IXP000.TMP\"

success or wait 1 7FF63C4B1E58 RegSetValueExA

File ActivitiesFile Activities

Start time: 23:29:55

Start date: 19/04/2021

Path: C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe

Wow64 process (32bit): true

Commandline: C:\Users\user\AppData\Local\Temp\IXP000.TMP\7za.exe  x -y patchfiles.zip

Imagebase: 0x400000

File size: 690688 bytes

MD5 hash: 0184E6EBE133EF41A8CC6EF98A263712

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Antivirus matches: Detection: 0%, Metadefender, Browse
Detection: 0%, ReversingLabs

Reputation: low

Key Value CreatedKey Value Created

Analysis Process: 7za.exe PID: 6420 Parent PID: 7136Analysis Process: 7za.exe PID: 6420 Parent PID: 7136

General

File CreatedFile Created

Copyright Joe Security LLC 2021 Page 51 of 313

https://www.metadefender.com/#!/results/file/YnpJd01UQXpNRmt5Vm1SSWEzZFJiUWNZd3JkUUxhNkdu/regular/analysis


File Path Access Attributes Options Completion Count
Source
Address Symbol

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 405672 CreateDirectoryW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 593 405672 CreateDirectoryW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 405672 CreateDirectoryW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 100 405672 CreateDirectoryW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\crontab read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 405672 CreateDirectoryW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\crontab read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 405672 CreateDirectoryW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\crontab\root read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\data_access read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\default read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 405672 CreateDirectoryW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\default read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 7 405672 CreateDirectoryW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\d
efault\accessHelper.json

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\d
efault\config_default.s3db

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\d
efault\daemons

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\d
efault\dependent

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\d
efault\device

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\d
efault\sqlite.cnf

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\d
efault\version

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\group read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\init.d read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 405672 CreateDirectoryW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\init.d read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 10 405672 CreateDirectoryW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\init.d\rcS read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\i
nit.d\S00_firststart

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\i
nit.d\S10_init

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\i
nit.d\S15_drivers

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\i
nit.d\S20_network

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\init.d\S29ntp read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\i
nit.d\S30_devicefirst

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\i
nit.d\S50_systools

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\i
nit.d\S70daemons

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\i
nit.d\S73commands

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\inittab read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\issue read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\lighttpd read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 405672 CreateDirectoryW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\lighttpd read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 11 405672 CreateDirectoryW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\lighttpd\certs read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 405672 CreateDirectoryW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\lighttpd\certs read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 405672 CreateDirectoryW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\l
ighttpd\certs\allnet.pem

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

File Path Access Attributes Options Completion Count
Source
Address Symbol
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\l
ighttpd\conf.d

read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 405672 CreateDirectoryW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\l
ighttpd\conf.d

read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 7 405672 CreateDirectoryW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\l
ighttpd\conf.d\access_log.conf

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\l
ighttpd\conf.d\debug.conf

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\l
ighttpd\conf.d\dirlisting.conf

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\l
ighttpd\conf.d\fastcgi.conf

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\l
ighttpd\conf.d\mime.conf

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\l
ighttpd\conf.d\remote_access.conf

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\l
ighttpd\conf.d\remote_access.on

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\l
ighttpd\lighttpd.conf

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\passwd read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\php.ini read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\profile read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\proftpd.conf read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\r
emote_access

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\scripts read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 405672 CreateDirectoryW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\scripts read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 43 405672 CreateDirectoryW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\scr
ipts\avahi.sh

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\scr
ipts\cget.sh

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\scr
ipts\checkupdate.sh

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\scripts\cset read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\scr
ipts\curlmail.sh

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

File Path Access Attributes Options Completion Count
Source
Address Symbol
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\scr
ipts\devicedaemons.sh

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\scr
ipts\dnsmasq.sh

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\scr
ipts\dropbear.sh

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\scr
ipts\dtool.sh

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\scr
ipts\factory_reset.sh

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\scripts\fget read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\scr
ipts\gendefaultconfig.sh

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\scripts\get read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\scr
ipts\httpdConfig.sh

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\scripts\lan.sh read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\scr
ipts\laststate.sh

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\scr
ipts\lightly.sh

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\scripts\mem read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\scr
ipts\networking.sh

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\scr
ipts\nodtest.sh

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\scr
ipts\ntp.sh

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\scr
ipts\ntpdate.sh

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\scr
ipts\offlineupdate.sh

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\scr
ipts\proftpd.sh

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\scr
ipts\reconfigure_wlan.sh

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\scr
ipts\restore.sh

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\scr
ipts\restore.sql

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\scr
ipts\restoreupd.sql

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\scr
ipts\runscr<wbr>ipt.sh

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\scr
ipts\setpass.sh

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\scr
ipts\sqliterc

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\scr
ipts\startstop.sh

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\scr
ipts\startupdate.sh

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\scr
ipts\suninfo.sh

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\scr
ipts\test_connection.sh

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\scr
ipts\test_gateway.sh

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\scr
ipts\test_mail.sh

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\scr
ipts\test_timeserver.sh

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\scr
ipts\udhcpc.sh

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\scr
ipts\udhcpd.sh

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\scr
ipts\umtsdial.sh

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\scr
ipts\wlan.sh

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\scr
ipts\wlan_arm.sh

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\shadow read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\ssl read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 405672 CreateDirectoryW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\ssl read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 11 405672 CreateDirectoryW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\ssl\certs read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 405672 CreateDirectoryW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\ssl\certs read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 405672 CreateDirectoryW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\ssl\certs\ca-
certificates.crt

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\ssl\misc read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 405672 CreateDirectoryW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\ssl\misc read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 7 405672 CreateDirectoryW
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\s
sl\misc\CA.pl

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\s
sl\misc\CA.sh

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\s
sl\misc\c_hash

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\s
sl\misc\c_info

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\s
sl\misc\c_issuer

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\s
sl\misc\c_name

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\s
sl\misc\tsget

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\s
sl\openssl.cnf

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\support read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 405672 CreateDirectoryW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 106 405672 CreateDirectoryW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\bin read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 405672 CreateDirectoryW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\bin read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 3 405672 CreateDirectoryW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\bin\curl read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\bin\openssl read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\bin\php-cgi read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\lib read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 405672 CreateDirectoryW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\lib read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 44 405672 CreateDirectoryW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\l
ib\libcrypto.so

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\l
ib\libcrypto.so.1.0.0

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\lib\libcurl.so read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\l
ib\libcurl.so.4

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\l
ib\libcurl.so.4.3.0

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\l
ib\libmcrypt.so.4.4.8

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\l
ib\libpcre.so.1.2.5

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\l
ib\libpcrecpp.so.0.0.1

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\l
ib\libpcreposix.so.0.0.3

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\lib\libssl.so read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\l
ib\libssl.so.1.0.0

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\lib\lighttpd read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 405672 CreateDirectoryW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\lib\lighttpd read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 32 405672 CreateDirectoryW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\l
ib\lighttpd\mod_access.so

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\l
ib\lighttpd\mod_accesslog.so

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\l
ib\lighttpd\mod_alias.so

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\l
ib\lighttpd\mod_auth.so

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\l
ib\lighttpd\mod_cgi.so

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\l
ib\lighttpd\mod_cml.so

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\l
ib\lighttpd\mod_compress.so

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\l
ib\lighttpd\mod_dirlisting.so

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\l
ib\lighttpd\mod_evasive.so

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\l
ib\lighttpd\mod_evhost.so

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\l
ib\lighttpd\mod_expire.so

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\l
ib\lighttpd\mod_extforward.so

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\l
ib\lighttpd\mod_fastcgi.so

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\l
ib\lighttpd\mod_flv_streaming.so

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\l
ib\lighttpd\mod_indexfile.so

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\l
ib\lighttpd\mod_magnet.so

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\l
ib\lighttpd\mod_mysql_vhost.so

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\l
ib\lighttpd\mod_proxy.so

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\l
ib\lighttpd\mod_redirect.so

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\l
ib\lighttpd\mod_rewrite.so

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\l
ib\lighttpd\mod_rrdtool.so

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\l
ib\lighttpd\mod_scgi.so

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\l
ib\lighttpd\mod_secdownload.so

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\l
ib\lighttpd\mod_setenv.so

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\l
ib\lighttpd\mod_simple_vhost.so

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\l
ib\lighttpd\mod_ssi.so

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\l
ib\lighttpd\mod_staticfile.so

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\l
ib\lighttpd\mod_status.so

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\l
ib\lighttpd\mod_trigger_b4_dl.so

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\l
ib\lighttpd\mod_userdir.so

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\l
ib\lighttpd\mod_usertrack.so

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\l
ib\lighttpd\mod_webdav.so

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\sbin read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 405672 CreateDirectoryW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\sbin read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 56 405672 CreateDirectoryW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\sbin\allnet read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 405672 CreateDirectoryW
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\sbin\allnet read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 54 405672 CreateDirectoryW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\actor_r_read_all

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\actor_r_read_float

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\actor_r_read_int

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\actor_r_read_string

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\actor_r_write_float

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\actor_r_write_int

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\actor_r_write_string

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\actor_w_read_float

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\actor_w_read_int

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\actor_w_read_string

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\actor_w_write_float

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\actor_w_write_int

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\actor_w_write_string

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\analogctl_demon

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\chip_type_test

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\demon_readstatus

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\history_demon

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\hwdetect

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\i2c_demon

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\i2c_scan

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\iopin_direction

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\iopin_read

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\iopin_write

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\matrix_demon

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\matrix_readstatus

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\memknecht

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\monitoring_demon

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\query_resetbutton

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\rc_read_demon

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\rc_write_demon

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\reloadcounter_increment

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\reloadcounter_read

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\reloadcounter_readstatus

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\reloadcounter_write

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\sensor_readstatus

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\sensor_read_all

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\sensor_read_errorcode

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\sensor_read_errormessage

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\sensor_read_float

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\sensor_read_int

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\sensor_read_string

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\sensor_shm_demon

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\sensor_write_errorcode

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\sensor_write_errormessage

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\sensor_write_float

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\sensor_write_int

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\sensor_write_string

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\sensor_write_string_only

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\shm_create

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\shm_destroy

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\sqldb_read

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\sqldb_write

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\timer_demon

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\update_demon

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\sbin\lighttpd read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 405672 CreateDirectoryW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\wwwuser read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 405672 CreateDirectoryW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\wwwuser read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 405672 CreateDirectoryW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\wwwus
er\.usermenu.json

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 382 405672 CreateDirectoryW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\about.html read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\ajax read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 405672 CreateDirectoryW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\ajax read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 38 405672 CreateDirectoryW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\a
jax\change_loglevel.php

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\a
jax\config_actuator.php

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\a
jax\config_analog.php

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\a
jax\config_digital.php

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\a
jax\config_download.php

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\a
jax\config_expert_inc.php

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\a
jax\config_load.php

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\a
jax\config_sensor.php

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\a
jax\config_sun.php

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\a
jax\config_weather.php

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\a
jax\connection.php

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\a
jax\daemonStatus.php

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\a
jax\data.php

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\a
jax\db_tools.php

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\a
jax\delete.php

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\a
jax\dhcp_range.php

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\a
jax\dragsave.php

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\a
jax\extend.php

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\a
jax\geodata.php

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\a
jax\getcsvfiles.php

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\a
jax\logfile.php

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\a
jax\login.php

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\a
jax\meas_tools.php

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\a
jax\modul_management.php

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\a
jax\patch.php

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\a
jax\poeInfo.php

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\a
jax\portscan.php

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\a
jax\proxy.php

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\a
jax\read_sensors.php

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\a
jax\remote_device_data.php

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\a
jax\reset.php

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\a
jax\run.php

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\a
jax\rw_actor.php

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\a
jax\scan_accesspoints.php

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\a
jax\scan_accesspoints_arm.php

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\a
jax\send_test.php

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\a
jax\sensor_history.php

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\a
jax\system.php

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\alert.php read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\alerts.php read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\alive.php read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\config read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 405672 CreateDirectoryW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\config read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 13 405672 CreateDirectoryW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\c
onfig\base.flwctrl

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\c
onfig\d0bus_counter.json

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\c
onfig\d0bus_create.json

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\c
onfig\device.json

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\c
onfig\lang_cn.ini

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\c
onfig\lang_de.ini

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\c
onfig\lang_en.ini

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\c
onfig\lang_es.ini

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\c
onfig\lang_fr.ini

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\c
onfig\lang_it.ini

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\c
onfig\lang_ru.ini

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\c
onfig\newStep.json

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\c
onfig\tz_possix.json

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\css read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 405672 CreateDirectoryW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\css read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 56 405672 CreateDirectoryW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\c
ss\allnet.css

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\c
ss\allnet_sensor.css

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\c
ss\allnet_table.css

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\css\font read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 405672 CreateDirectoryW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\css\font read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 4 405672 CreateDirectoryW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\c
ss\font\jquery-ui.eot

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\c
ss\font\jquery-ui.svg

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\c
ss\font\jquery-ui.ttf

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\c
ss\font\jquery-ui.woff

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\css\images read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 405672 CreateDirectoryW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\css\images read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 36 405672 CreateDirectoryW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\c
ss\images\ajax-loader.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\c
ss\images\animated-overlay.gif

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\c
ss\images\clear.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\c
ss\images\format.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\c
ss\images\icons-18-black.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\c
ss\images\icons-18-white.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\c
ss\images\icons-36-black.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\c
ss\images\icons-36-white.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\c
ss\images\loading.gif

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\c
ss\images\new.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\c
ss\images\ui-bg_flat_0_aaaaaa_40x100.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\c
ss\images\ui-bg_flat_75_1a171b_40x100.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\c
ss\images\ui-bg_flat_75_808080_40x100.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\c
ss\images\ui-bg_flat_75_e6e6e6_40x100.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\c
ss\images\ui-bg_glass_55_cc7b10_1x400.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\c
ss\images\ui-bg_glass_65_ffffff_1x400.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\c
ss\images\ui-bg_glass_75_dadada_1x400.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\c
ss\images\ui-bg_hexagon_0_282a23_12x10.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\c
ss\images\ui-bg_highlight-hard_55_cc7b10_1x100.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\c
ss\images\ui-bg_highlight-hard_65_cc7b10_1x100.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\c
ss\images\ui-bg_highlight-hard_65_e90701_1x100.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\c
ss\images\ui-bg_highlight-hard_75_0062a9_1x100.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\c
ss\images\ui-bg_highlight-hard_75_808080_1x100.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\c
ss\images\ui-bg_highlight-hard_75_dadada_1x100.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\c
ss\images\ui-bg_highlight-soft_75_0062a9_1x100.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\c
ss\images\ui-bg_inset-soft_0_900000_1x100.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\c
ss\images\ui-icons_000000_256x240.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\c
ss\images\ui-icons_1a171b_256x240.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\c
ss\images\ui-icons_222222_256x240.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\c
ss\images\ui-icons_454545_256x240.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\c
ss\images\ui-icons_888888_256x240.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\c
ss\images\ui-icons_9c9e9a_256x240.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\c
ss\images\ui-icons_ababab_256x240.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\c
ss\images\ui-icons_e2e208_256x240.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\c
ss\images\ui-icons_ffffff_256x240.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\c
ss\images\___ui-bg_inset-soft_0_900000_1x100.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\css\jquery-
ui-1.11.4.custom.min.css

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\css\jquery-
ui-slider-pips.css

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\css\jquery-
ui.icon-font.css

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\c
ss\jquery.gridster.css

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\c
ss\jquery.minicolors.css

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\c
ss\jquery.simplecolorpicker.css

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\c
ss\jquery.ui.selectmenu.css

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\css\lcd-
webfont.eot

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\css\lcd-
webfont.svg

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\css\lcd-
webfont.ttf

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\css\lcd-
webfont.woff

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\d
atabase.php

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\d
atadownload.php

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\d
atetime.php

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\db read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 405672 CreateDirectoryW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\db read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 36 405672 CreateDirectoryW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\db\chip read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 405672 CreateDirectoryW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\db\chip read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 5 405672 CreateDirectoryW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\d
b\chip\data.php

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

File Path Access Attributes Options Completion Count
Source
Address Symbol

Copyright Joe Security LLC 2021 Page 67 of 313



C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\d
b\chip\dataupd.php

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\d
b\chip\index.php

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\d
b\chip\jquery.jqGrid.min.js

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\d
b\chip\ui.jqgrid.css

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\db\config read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 405672 CreateDirectoryW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\db\config read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 3 405672 CreateDirectoryW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\d
b\config\ajax.php

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\d
b\config\index.php

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\d
b\config\style.css

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\db\daemon read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 405672 CreateDirectoryW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\db\daemon read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 8 405672 CreateDirectoryW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\d
b\daemon\ajax.php

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\d
b\daemon\config.css

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\d
b\daemon\daemon.php

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\d
b\daemon\matrix.php

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\d
b\daemon\reloader.php

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\d
b\daemon\sensor.php

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\d
b\daemon\style.css

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\d
b\daemon\top.php

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\d
b\dbadmin

read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 405672 CreateDirectoryW
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\d
b\dbadmin

read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 9 405672 CreateDirectoryW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\d
b\dbadmin\blackgrey.css

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\d
b\dbadmin\blue.css

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\d
b\dbadmin\dbadmin.php

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\d
b\dbadmin\default.css

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\d
b\dbadmin\grey.css

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\d
b\dbadmin\lang_de.php

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\d
b\dbadmin\lang_en.php

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\d
b\dbadmin\modern.css

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\d
b\dbadmin\retro.css

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\d
b\index.php

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\db\info.php read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\db\shell read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 405672 CreateDirectoryW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\db\shell read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 3 405672 CreateDirectoryW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\d
b\shell\config.php

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\d
b\shell\index.php

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\d
b\shell\style.css

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\d
b\style.css

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\d
eviceconfig.php

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\d
eviceservices.php

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\d
ocumentation.php

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\e
valuation.php

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\e
valuation_energy.php

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\e
valuation_point.php

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\e
xt_allnet.php

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\e
xt_allnets.php

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\e
xt_monitor.php

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\e
xt_monitors.php

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\e
xt_virtual.php

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\e
xt_virtuals.php

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\favicon.ico read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\f
lowcontrol.php

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\f
lowcontrols.php

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\f
lowwrite.php

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\httpd.php read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\img read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 405672 CreateDirectoryW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\img read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 122 405672 CreateDirectoryW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\i
mg\ALL3418.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\i
mg\ALL3419.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\i
mg\ALL3500.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\i
mg\ALL3505.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\i
mg\ALL3692.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\i
mg\ALL3697.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\i
mg\ALL4076.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\i
mg\ALL4176.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\i
mg\ALL4500.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\i
mg\ALL4504.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\i
mg\ALL5000.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\i
mg\allnet_logo.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\i
mg\allnet_logoB.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\i
mg\allnet_logoC.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\i
mg\back.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\i
mg\canvas_types

read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 405672 CreateDirectoryW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\i
mg\canvas_types

read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 11 405672 CreateDirectoryW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\i
mg\canvas_types\linear_h_bar.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\i
mg\canvas_types\linear_h_std.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\i
mg\canvas_types\linear_h_the.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\i
mg\canvas_types\linear_h_thm.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\i
mg\canvas_types\linear_v_bar.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\i
mg\canvas_types\linear_v_std.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\i
mg\canvas_types\linear_v_the.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\i
mg\canvas_types\linear_v_thm.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\i
mg\canvas_types\radial_bar.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\i
mg\canvas_types\radial_std.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\i
mg\canvas_types\radial_v_std.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\i
mg\check48.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\i
mg\color.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\i
mg\colorpicker.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\i
mg\config.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\i
mg\graybar.jpg

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\i
mg\history.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\i
mg\jquery.minicolors.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\i
mg\ledActivity.gif

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\i
mg\ledStatus.gif

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\i
mg\ledStatus.gifx

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\i
mg\loader20.gif

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\i
mg\loader32.gif

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\i
mg\loader48.gif

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\i
mg\loader_bar10.gif

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\i
mg\marker.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\i
mg\mask.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\i
mg\moveOff.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\i
mg\moveOn.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\i
mg\portscan.gif

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\i
mg\power.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\i
mg\random.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\i
mg\runButton.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\i
mg\separator.gif

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\i
mg\separator.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\i
mg\site1.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\i
mg\site2.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\i
mg\site3.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\i
mg\tableASC.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\i
mg\tableDESC.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\i
mg\tableUnsort.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\i
mg\trash_icon.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\img\umts read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 405672 CreateDirectoryW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\img\umts read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 5 405672 CreateDirectoryW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\i
mg\umts\0.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\i
mg\umts\100.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\i
mg\umts\25.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\i
mg\umts\50.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\i
mg\umts\75.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\img\wait.gif read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\i
mg\weather

read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 405672 CreateDirectoryW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\i
mg\weather

read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 56 405672 CreateDirectoryW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\i
mg\weather\big

read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 405672 CreateDirectoryW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\i
mg\weather\big

read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 28 405672 CreateDirectoryW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\i
mg\weather\big\01d.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\i
mg\weather\big\01n.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\i
mg\weather\big\02d.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\i
mg\weather\big\02n.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\i
mg\weather\big\03d.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\i
mg\weather\big\03n.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\i
mg\weather\big\04d.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\i
mg\weather\big\04n.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\i
mg\weather\big\05d.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\i
mg\weather\big\05n.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\i
mg\weather\big\09d.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\i
mg\weather\big\09n.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\i
mg\weather\big\10d.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\www\i
mg\weather\big\10n.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 406B1C CreateFileW
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File Path Offset Length Value Ascii Completion Count
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\c
rontab\root

unknown 37 2a 2f 31 35 20 2a 20 
2a 20 2a 20 2a 20 2f 
65 74 63 2f 73 63 72 
69 70 74 73 2f 6e 74 
70 64 61 74 65 2e 73 
68 0a 

*/15 * * * * /etc/scr
ipts/ntpdate.sh.

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\d
efault\accessHelper.json

unknown 116 7b 22 61 63 63 65 73 
73 43 6f 6e 74 72 6f 6c 
22 3a 7b 22 65 6e 61 
62 6c 65 64 22 3a 22 
30 22 2c 22 75 73 65 
72 73 22 3a 5b 5d 7d 
2c 22 72 65 6d 6f 74 
65 43 6f 6e 74 72 6f 6c 
22 3a 7b 22 65 6e 61 
62 6c 65 64 22 3a 22 
30 22 2c 22 75 73 65 
72 73 22 3a 5b 5d 7d 
2c 22 73 6c 61 76 65 
4d 6f 64 65 22 3a 7b 
22 65 6e 61 62 6c 65 
64 22 3a 22 30 22 7d 
7d 0a 

{"accessControl":
{"enabled":"0","users":
[]},"remoteControl":
{"enabled":"0","users":
[]},"slaveMode":
{"enabled":"0"}}.

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\d
efault\config_default.s3db

unknown 32768 53 51 4c 69 74 65 20 
66 6f 72 6d 61 74 20 
33 00 04 00 01 01 00 
40 20 20 0b e3 46 99 
00 00 00 37 00 00 00 
00 00 00 00 00 00 00 
02 86 00 00 00 04 00 
00 00 00 00 00 00 00 
00 00 00 01 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 0b e3 46 99 00 2e 
01 5a 05 00 00 00 05 
03 e7 00 00 00 00 19 
03 fb 03 f6 03 f1 03 ec 
03 e7 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 

SQLite format 3......@  
..F....7............................
..............................
....F....Z....................
..............................
..............................
..............................
..............................
...............

success or wait 1 4070F3 WriteFile

File WrittenFile Written

Copyright Joe Security LLC 2021 Page 74 of 313



C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\d
efault\config_default.s3db

unknown 23552 0a 00 00 00 1b 00 57 
00 03 df 03 b7 03 90 
03 72 03 48 03 1c 02 
fc 02 d5 02 af 02 93 02 
77 02 58 02 32 02 0d 
01 e9 01 c6 01 aa 01 
83 01 61 01 49 01 31 
01 05 00 e8 00 be 00 
94 00 78 00 57 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 20 03 43 02 2f 
63 6f 6e 74 72 6f 6c 2f 
66 72 6f 6e 74 65 6e 
64 2f 73 69 74 65 6e 
61 6d 65 73 00 8e 1b 
03 39 02 2f 63 6f 6e 74 
72 6f 6c 2f 66 72 6f 6e 
74 65 6e 64 2f 72 6f 77 
73 00 80 29 03 55 02 
2f 63 6f 6e 74 72 6f 6c 
2f 66 72 6f 6e 74 65 6e 
64 2f 66 6f 6e 74 53 69 
7a 65 74 78 74 5f 73 
69 6e 67 6c 65 00 dc 
29 03 55 02 2f 63 6f 6e 
74 72 6f 6c 2f 66 72 6f 
6e 74 65 6e 64 2f 66 6f 
6e 74 53 69 7a 65 74 
78 74 5f 64 6f 75 62 6c 
65 00 db 1c 03 3d 01 
2f 63 6f 6e 74 72 6f 6c 
2f 66 72 6f 6e 74 65 6e 
64 2f 65 

......W........r.H...........w

.X.2...........a.I.1.........x

.W......................... .C

./control/frontend/sitename
s..
..9./control/frontend/rows..)
.
U./control/frontend/fontSiz
etx
t_single..).U./control/fronte
n
d/fontSizetxt_double....=./c
ontrol/frontend/e

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\d
efault\daemons

unknown 128 73 65 6e 73 6f 72 5f 73 
68 6d 5f 64 65 6d 6f 6e 
0a 69 32 63 5f 64 65 
6d 6f 6e 0a 74 69 6d 
65 72 5f 64 65 6d 6f 6e 
0a 68 69 73 74 6f 72 
79 5f 64 65 6d 6f 6e 0a 
72 63 5f 72 65 61 64 5f 
64 65 6d 6f 6e 0a 72 
63 5f 77 72 69 74 65 5f 
64 65 6d 6f 6e 0a 6d 6f 
6e 69 74 6f 72 69 6e 
67 5f 64 65 6d 6f 6e 0a 
75 70 64 61 74 65 5f 
64 65 6d 6f 6e 0a 61 
6e 61 6c 6f 67 63 74 
6c 5f 64 65 6d 6f 6e 0a 

sensor_shm_demon.i2c_d
emon.tim
er_demon.history_demon.r
c_read
_demon.rc_write_demon.m
onitori
ng_demon.update_demon.
analogctl_demon.

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\d
efault\dependent

unknown 15 6d 61 74 72 69 78 5f 
64 65 6d 6f 6e 20 35 
0a 

matrix_demon 5. success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\d
efault\device

unknown 7 41 4c 4c 33 35 30 35 ALL3505 success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\d
efault\sqlite.cnf

unknown 14 2e 73 65 70 61 72 61 
74 6f 72 20 27 3b 27 

.separator ';' success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\d
efault\version

unknown 8 33 33 35 3b 31 30 38 
32 

335;1082 success or wait 1 4070F3 WriteFile
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\g
roup

unknown 224 72 6f 6f 74 3a 78 3a 30 
3a 0a 64 61 65 6d 6f 
6e 3a 78 3a 31 3a 0a 
62 69 6e 3a 78 3a 32 
3a 0a 73 79 73 3a 78 
3a 33 3a 0a 61 64 6d 
3a 78 3a 34 3a 0a 74 
74 79 3a 78 3a 35 3a 
0a 64 69 73 6b 3a 78 
3a 36 3a 0a 77 68 65 
65 6c 3a 78 3a 31 30 
3a 72 6f 6f 74 0a 61 75 
64 69 6f 3a 78 3a 32 
39 3a 0a 75 74 6d 70 
3a 78 3a 34 33 3a 0a 
73 74 61 66 66 3a 78 
3a 35 30 3a 0a 68 61 
6c 64 61 65 6d 6f 6e 
3a 78 3a 36 38 3a 0a 
64 62 75 73 3a 78 3a 
38 31 3a 0a 6e 65 74 
64 65 76 3a 78 3a 38 
32 3a 0a 66 74 70 3a 
78 3a 38 33 0a 6e 6f 
62 6f 64 79 3a 78 3a 
39 39 3a 0a 6e 6f 67 
72 6f 75 70 3a 78 3a 
39 39 3a 0a 75 73 65 
72 73 3a 78 3a 31 30 
30 3a 0a 64 65 66 61 
75 6c 74 3a 78 3a 31 
30 30 30 3a 0a 

root:x:0:.daemon:x:1:.bin:x
:2:
.sys:x:3:.adm:x:4:.tty:x:5:.d
i
sk:x:6:.wheel:x:10:root.aud
io:
x:29:.utmp:x:43:.staff:x:50:.
h
aldaemon:x:68:.dbus:x:81:.
netd
ev:x:82:.ftp:x:83.nobody:x:
99:
.nogroup:x:99:.users:x:100
:.default:x:1000:.

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\i
nit.d\rcS

unknown 408 23 21 2f 62 69 6e 2f 73 
68 0a 0a 0a 23 20 53 
74 61 72 74 20 61 6c 
6c 20 69 6e 69 74 20 
73 63 72 69 70 74 73 
20 69 6e 20 2f 65 74 
63 2f 69 6e 69 74 2e 
64 0a 23 20 65 78 65 
63 75 74 69 6e 67 20 
74 68 65 6d 20 69 6e 
20 6e 75 6d 65 72 69 
63 61 6c 20 6f 72 64 
65 72 2e 0a 23 0a 66 
6f 72 20 69 20 69 6e 
20 2f 65 74 63 2f 69 6e 
69 74 2e 64 2f 53 3f 3f 
2a 20 3b 64 6f 0a 0a 
20 20 20 20 20 23 20 
49 67 6e 6f 72 65 20 
64 61 6e 67 6c 69 6e 
67 20 73 79 6d 6c 69 
6e 6b 73 20 28 69 66 
20 61 6e 79 29 2e 0a 
20 20 20 20 20 5b 20 
21 20 2d 66 20 22 24 
69 22 20 5d 20 26 26 
20 63 6f 6e 74 69 6e 
75 65 0a 0a 20 20 20 
20 20 63 61 73 65 20 
22 24 69 22 20 69 6e 
0a 09 2a 2e 73 68 29 
0a 09 20 20 20 20 23 
20 53 6f 75 72 63 65 
20 73 68 65 6c 6c 20 
73 63 72 69 70 74 20 
66 6f 72 20 73 70 65 

#!/bin/sh...# Start all init scr
ipts in /etc/init.d.# 
executing them in 
numerical order..#.for i in 
/etc/init.d/S??* ;do..     # 
Ignore dangling symlinks 
(if any)..     [ ! -f "$i" ] && 
continue..     case "$i" 
in..*.sh)..    # Source shell 
scr<wbr>ipt for spe

success or wait 1 4070F3 WriteFile
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\i
nit.d\S00_firststart

unknown 1782 23 21 2f 62 69 6e 2f 73 
68 0a 73 65 74 54 65 
73 74 43 68 69 70 28 
29 20 7b 0a 09 2f 75 
73 72 2f 62 69 6e 2f 73 
71 6c 69 74 65 33 20 
2f 65 74 63 2f 64 65 66 
61 75 6c 74 2f 63 6f 6e 
66 69 67 5f 64 65 66 
61 75 6c 74 2e 73 33 
64 62 20 22 55 50 44 
41 54 45 20 65 78 74 
65 72 6e 61 6c 20 53 
45 54 20 69 32 63 5f 
63 68 69 70 5f 69 64 
20 3d 20 27 24 63 68 
69 70 69 64 27 2c 20 
69 32 63 5f 70 72 69 
6d 61 72 79 5f 63 68 
69 70 5f 6e 75 6d 62 
65 72 20 3d 20 27 24 
70 72 69 6d 61 72 79 
63 68 69 70 6e 75 6d 
62 65 72 27 2c 20 69 
32 63 5f 70 72 69 6d 
61 72 79 5f 63 68 69 
70 5f 61 64 64 72 65 
73 73 20 3d 20 27 24 
70 72 69 6d 61 72 79 
63 68 69 70 61 64 64 
72 65 73 73 27 20 57 
48 45 52 45 20 69 64 
20 3d 27 31 27 3b 22 
0a 09 72 65 73 75 6c 
74 3d 24 3f 0a 09 65 
63 68 6f 20 22 52 

#!/bin/sh.setTestChip() 
{../usr/bin/sqlite3 
/etc/default/con
fig_default.s3db "UPDATE 
external SET i2c_chip_id = 
'$chipid', 
i2c_primary_chip_number 
= '$primarychipnumber', 
i2c_primary_chip_address 
= '$primarychipaddress' 
WHERE id ='1';"..res
ult=$?..echo "R

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\i
nit.d\S10_init

unknown 3488 23 21 2f 62 69 6e 2f 73 
68 0a 63 68 65 63 6b 
44 69 72 65 63 74 6f 
72 69 65 73 28 29 20 
7b 0a 09 48 57 49 44 
3d 60 63 61 74 20 2f 
65 74 63 2f 64 65 66 
61 75 6c 74 2f 64 65 
76 69 63 65 60 0a 09 
70 72 69 6e 74 66 20 
22 5c 65 5b 31 3b 33 
33 6d 25 2d 35 30 73 
5c 65 5b 30 6d 25 73 
22 20 22 53 74 61 72 
74 69 6e 67 20 43 68 
65 63 6b 69 6e 67 20 
64 69 72 65 63 74 6f 
72 69 65 73 22 0a 09 
5b 20 21 20 2d 64 20 
2f 74 6d 70 2f 77 77 77 
72 65 70 6f 72 74 73 
20 5d 20 26 26 20 20 
6d 6b 64 69 72 20 2d 
6d 37 37 37 20 2f 74 
6d 70 2f 77 77 77 72 
65 70 6f 72 74 73 0a 
09 5b 20 21 20 2d 64 
20 2f 74 6d 70 2f 77 77 
77 78 6d 6c 20 5d 20 
26 26 20 20 6d 6b 64 
69 72 20 2d 6d 37 37 
37 20 2f 74 6d 70 2f 77 
77 77 78 6d 6c 0a 09 
5b 20 21 20 2d 64 20 
2f 74 6d 70 2f 73 76 67 
20 5d 20 26 26 

#!/bin/sh.checkDirectories(
) {..HWID=`cat 
/etc/default/device`..printf 
"\e[1;33m%-50s\e[0m%s" 
"Starting Checking directo
ries"..[ ! -d 
/tmp/wwwreports ] &&  
mkdir -m777 
/tmp/wwwreports..[ ! -d 
/tmp/wwwxml ] &&  mkdir -
m777 /tmp/wwwxml..[ ! -d 
/tmp/svg ] &&

success or wait 1 4070F3 WriteFile
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\i
nit.d\S15_drivers

unknown 2554 23 21 2f 62 69 6e 2f 73 
68 0a 23 6d 6f 64 70 
72 6f 62 65 20 75 73 
62 73 65 72 69 61 6c 
0a 6d 6f 64 70 72 6f 62 
65 20 66 74 64 69 5f 
73 69 6f 0a 23 0a 23 
20 75 64 65 76 09 54 
68 69 73 20 69 73 20 
61 20 6d 69 6e 69 6d 
61 6c 20 6e 6f 6e 2d 
4c 53 42 20 76 65 72 
73 69 6f 6e 20 6f 66 20 
61 20 55 44 45 56 20 
73 74 61 72 74 75 70 
20 73 63 72 69 70 74 
2e 20 20 49 74 0a 23 
09 77 61 73 20 64 65 
72 69 76 65 64 20 62 
79 20 73 74 72 69 70 
70 69 6e 67 20 64 6f 
77 6e 20 74 68 65 20 
75 64 65 76 2d 30 35 
38 20 4c 53 42 20 76 
65 72 73 69 6f 6e 20 
66 6f 72 20 75 73 65 
0a 23 09 77 69 74 68 
20 62 75 69 6c 64 72 
6f 6f 74 20 6f 6e 20 65 
6d 62 65 64 64 65 64 
20 68 61 72 64 77 61 
72 65 20 75 73 69 6e 
67 20 4c 69 6e 75 78 
20 32 2e 36 2e 31 32 
2b 20 6b 65 72 6e 65 
6c 73 2e 0a 23 0a 

#!/bin/sh.#modprobe 
usbserial.modprobe 
ftdi_sio.#.# udev.This is a 
minimal non-LSB version 
of a UDEV startup script.  
It.#.was derived by 
stripping down the udev-
058 LSB version for 
use.#.with buildroot on 
embedded hardware using 
Linux 2.6.12+ kernels..#.

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\i
nit.d\S20_network

unknown 1147 23 21 2f 62 69 6e 2f 73 
68 0a 48 4f 53 54 4e 
41 4d 45 3d 60 2f 75 
73 72 2f 73 62 69 6e 2f 
61 6c 6c 6e 65 74 2f 
73 71 6c 64 62 5f 72 
65 61 64 20 2f 73 79 
73 2f 6e 65 74 77 6f 72 
6b 2f 68 6f 73 74 6e 61 
6d 65 60 0a 4c 4f 43 
41 4c 44 4f 4d 41 49 
4e 3d 60 2f 75 73 72 2f 
73 62 69 6e 2f 61 6c 
6c 6e 65 74 2f 73 71 
6c 64 62 5f 72 65 61 
64 20 2f 73 79 73 2f 6e 
65 74 77 6f 72 6b 2f 6c 
6f 63 61 6c 64 6f 6d 61 
69 6e 60 0a 49 50 3d 
60 2f 75 73 72 2f 73 62 
69 6e 2f 61 6c 6c 6e 
65 74 2f 73 71 6c 64 
62 5f 72 65 61 64 20 2f 
73 79 73 2f 6e 65 74 
77 6f 72 6b 2f 6c 61 6e 
2f 69 70 61 64 64 72 
65 73 73 60 0a 57 4c 
41 4e 5f 4d 4f 44 45 3d 
60 2f 75 73 72 2f 73 62 
69 6e 2f 61 6c 6c 6e 
65 74 2f 73 71 6c 64 
62 5f 72 65 61 64 20 2f 
73 79 73 2f 6e 65 74 
77 6f 72 6b 2f 77 6c 61 
6e 2f 

#!/bin/sh.HOSTNAME=`/us
r/sbin/allnet/sqldb_read 
/sys/network
/hostname`.LOCALDOMAI
N=`/usr/s
bin/allnet/sqldb_read 
/sys/net
work/localdomain`.IP=`/usr
/sbin/allnet/sqldb_read 
/sys/netwo
rk/lan/ipaddress`.WLAN_M
ODE=`/
usr/sbin/allnet/sqldb_read 
/sys/network/wlan/

success or wait 1 4070F3 WriteFile
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\i
nit.d\S29ntp

unknown 571 23 21 20 2f 62 69 6e 2f 
73 68 0a 45 4e 41 42 
4c 45 3d 60 2f 65 74 
63 2f 73 63 72 69 70 
74 73 2f 67 65 74 20 2f 
73 79 73 2f 6e 65 74 
77 6f 72 6b 2f 6e 74 70 
64 2f 65 6e 61 62 6c 
65 64 60 0a 73 63 72 
69 70 74 69 64 28 29 
20 7b 0a 09 70 72 69 
6e 74 66 20 22 5c 6e 
5c 6e 5c 65 5b 34 32 
6d 2d 2d 2d 2d 2d 2d 
2d 2d 2d 2d 2d 2d 2d 
2d 2d 2d 2d 2d 2d 2d 
2d 2d 2d 2d 2d 2d 2d 
2d 2d 2d 2d 20 20 5b 
53 32 39 5d 20 20 2d 
2d 2d 2d 2d 2d 2d 2d 
2d 2d 2d 2d 2d 2d 2d 
2d 2d 2d 2d 2d 2d 2d 
2d 2d 2d 2d 2d 2d 2d 
2d 2d 5c 65 5b 30 6d 
5c 6e 5c 6e 22 0a 7d 
0a 63 61 73 65 20 22 
24 31 22 20 69 6e 0a 
20 20 73 74 61 72 74 
29 0a 09 73 63 72 69 
70 74 69 64 0a 09 69 
66 20 5b 20 24 7b 45 
4e 41 42 4c 45 7d 20 
3d 20 22 31 22 20 5d 
20 3b 20 74 68 65 6e 
0a 09 20 20 70 72 69 
6e 74 66 20 22 5c 65 

#! 
/bin/sh.ENABLE=`/etc/scr
ipts/get 
/sys/network/ntpd/enabled`
.scr<wbr>iptid() {..printf 
"\n\n\e[42m----------------------
---------  [S29]  ------------------
-------------\e[0m\n\n".}.case 
"$1" in.  start)..scr<wbr
>iptid..if [ ${ENABLE} = "1" 
] ; then..  printf "\e

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\i
nit.d\S30_devicefirst

unknown 409 23 21 2f 62 69 6e 2f 73 
68 0a 48 57 49 44 3d 
60 2f 75 73 72 2f 73 62 
69 6e 2f 61 6c 6c 6e 
65 74 2f 73 71 6c 64 
62 5f 72 65 61 64 20 2f 
73 79 73 2f 68 61 72 
64 77 61 72 65 2f 6e 
75 6d 65 72 69 63 5f 
6d 6f 64 65 6c 60 0a 
65 63 68 6f 20 2d 65 
20 2d 6e 20 22 5c 30 
33 33 5b 30 31 3b 33 
33 6d 5b 53 33 30 5d 
20 2d 2d 20 22 0a 69 
66 20 5b 20 24 7b 48 
57 49 44 7d 20 3d 20 
22 33 36 35 31 22 20 
5d 20 3b 74 68 65 6e 
0a 09 2f 75 73 72 2f 73 
62 69 6e 2f 61 6c 6c 
6e 65 74 2f 72 67 62 5f 
64 65 6d 6f 6e 20 3e 
20 2f 64 65 76 2f 63 6f 
6e 73 6f 6c 65 20 26 
0a 09 73 6c 65 65 70 
20 32 0a 09 2f 75 73 
72 2f 73 62 69 6e 2f 61 
6c 6c 6e 65 74 2f 72 
67 62 5f 6f 75 74 20 30 
20 36 34 20 30 20 30 
20 30 20 30 20 36 34 
20 30 20 30 20 30 0a 
66 69 0a 69 66 20 5b 
20 24 7b 48 57 49 44 
7d 20 

#!/bin/sh.HWID=`/usr/sbin/
allnet/sqldb_read 
/sys/hardware/nu
meric_model`.echo -e -n 
"\033[01;33m[S30] -- ".if [ 
${HWID} = "3651" ] 
;then../usr/sbin/al
lnet/rgb_demon > 
/dev/console &..sleep 
2../usr/sbin/allnet/rgb_out 
0 64 0 0 0 0 64 0 0 0.fi.if [ 
${HWID} 

success or wait 1 4070F3 WriteFile
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\i
nit.d\S50_systools

unknown 1942 23 21 2f 62 69 6e 2f 73 
68 0a 48 57 49 44 3d 
60 2f 75 73 72 2f 73 62 
69 6e 2f 61 6c 6c 6e 
65 74 2f 73 71 6c 64 
62 5f 72 65 61 64 20 2f 
73 79 73 2f 68 61 72 
64 77 61 72 65 2f 6e 
75 6d 65 72 69 63 5f 
6d 6f 64 65 6c 60 0a 
46 54 50 45 4e 41 42 
4c 45 44 3d 60 2f 75 
73 72 2f 73 62 69 6e 2f 
61 6c 6c 6e 65 74 2f 
73 71 6c 64 62 5f 72 
65 61 64 20 2f 73 79 
73 2f 6e 65 74 77 6f 72 
6b 2f 66 74 70 2f 65 6e 
61 62 6c 65 64 60 0a 
53 53 48 45 4e 41 42 
4c 45 44 3d 60 2f 75 
73 72 2f 73 62 69 6e 2f 
61 6c 6c 6e 65 74 2f 
73 71 6c 64 62 5f 72 
65 61 64 20 2f 73 79 
73 2f 6e 65 74 77 6f 72 
6b 2f 73 73 68 64 2f 65 
6e 61 62 6c 65 64 60 
0a 53 59 53 4c 4f 47 5f 
45 4e 41 42 4c 45 44 
3d 60 2f 75 73 72 2f 73 
62 69 6e 2f 61 6c 6c 
6e 65 74 2f 73 71 6c 
64 62 5f 72 65 61 64 
20 2f 73 79 73 2f 

#!/bin/sh.HWID=`/usr/sbin/
allnet/sqldb_read 
/sys/hardware/nu
meric_model`.FTPENABL
ED=`/usr/
sbin/allnet/sqldb_read 
/sys/ne
twork/ftp/enabled`.SSHEN
ABLED=
`/usr/sbin/allnet/sqldb_read 
/
sys/network/sshd/enabled`
.SYSL
OG_ENABLED=`/usr/sbin/
allnet/sqldb_read /sys/

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\i
nit.d\S70daemons

unknown 2804 23 21 20 2f 62 69 6e 2f 
73 68 0a 64 61 65 6d 
6f 6e 73 28 29 20 7b 
0a 09 63 61 74 20 2f 
65 74 63 2f 64 65 66 
61 75 6c 74 2f 64 61 
65 6d 6f 6e 73 20 7c 
20 77 68 69 6c 65 20 
72 65 61 64 20 61 63 
74 69 6f 6e 3b 20 64 6f 
0a 09 09 50 41 52 41 
4d 3d 22 22 0a 09 09 
43 48 45 43 4b 3d 24 
28 65 63 68 6f 20 22 
24 61 63 74 69 6f 6e 
22 20 7c 20 77 63 20 
2d 77 29 0a 09 09 69 
66 20 5b 20 24 7b 43 
48 45 43 4b 7d 20 2d 
67 74 20 31 20 5d 3b 
20 74 68 65 6e 0a 09 
09 09 50 41 52 41 4d 
3d 24 28 20 65 63 68 
6f 20 22 24 61 63 74 
69 6f 6e 22 20 7c 63 
75 74 20 2d 64 5c 20 
20 2d 66 32 20 29 0a 
09 09 66 69 0a 09 09 
4e 41 4d 45 3d 24 28 
20 65 63 68 6f 20 22 
24 61 63 74 69 6f 6e 
22 20 7c 63 75 74 20 
2d 64 5c 20 20 2d 66 
30 20 29 0a 09 09 44 
41 45 4d 4f 4e 3d 2f 75 
73 72 2f 73 62 69 6e 

#! /bin/sh.daemons() {..cat 
/etc/default/daemons | 
while read action; 
do...PARAM=""...CHEC
K=$(echo "$action" | wc -
w)...if [ ${CHECK} -gt 1 ]; 
then....PARAM=$( echo 
"$action" |cut -d\  -f2 
)...fi...NAME=$( echo 
"$action" |cut -d\  -f0 )...D
AEMON=/usr/sbin

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\i
nit.d\S73commands

unknown 81 23 21 20 2f 62 69 6e 2f 
73 68 0a 69 66 20 5b 
20 2d 66 20 2f 65 74 
63 2f 64 65 66 61 75 
6c 74 2f 63 6f 6d 6d 61 
6e 64 73 20 5d 20 3b 
20 74 68 65 6e 0a 20 
20 61 73 68 20 2f 65 
74 63 2f 64 65 66 61 
75 6c 74 2f 63 6f 6d 6d 
61 6e 64 73 0a 66 69 
0a 

#! /bin/sh.if [ -f /etc/defaul
t/commands ] ; then.  ash 
/etc/default/commands.fi.

success or wait 1 4070F3 WriteFile
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\i
nittab

unknown 1259 23 20 2f 65 74 63 2f 69 
6e 69 74 74 61 62 0a 
23 0a 23 20 43 6f 70 
79 72 69 67 68 74 20 
28 43 29 20 32 30 30 
31 20 45 72 69 6b 20 
41 6e 64 65 72 73 65 
6e 20 3c 61 6e 64 65 
72 73 65 6e 40 63 6f 
64 65 70 6f 65 74 2e 6f 
72 67 3e 0a 23 0a 23 
20 4e 6f 74 65 3a 20 
42 75 73 79 42 6f 78 
20 69 6e 69 74 20 64 
6f 65 73 6e 27 74 20 
73 75 70 70 6f 72 74 
20 72 75 6e 6c 65 76 
65 6c 73 2e 20 20 54 
68 65 20 72 75 6e 6c 
65 76 65 6c 73 20 66 
69 65 6c 64 20 69 73 
0a 23 20 63 6f 6d 70 
6c 65 74 65 6c 79 20 
69 67 6e 6f 72 65 64 
20 62 79 20 42 75 73 
79 42 6f 78 20 69 6e 
69 74 2e 20 49 66 20 
79 6f 75 20 77 61 6e 
74 20 72 75 6e 6c 65 
76 65 6c 73 2c 20 75 
73 65 0a 23 20 73 79 
73 76 69 6e 69 74 2e 
0a 23 0a 23 20 46 6f 
72 6d 61 74 20 66 6f 
72 20 65 61 63 68 20 
65 6e 74 72 79 3a 20 
3c 

# /etc/inittab.#.# Copyright 
(C) 2001 Erik Andersen 
<anderse
n@codepoet.org>.#.# 
Note: BusyBox init doesn't 
support runlevels.  The 
runlevels field is.# 
completely ignored by 
BusyBox init. If you want 
runlevels, use.# 
sysvinit..#.# Format for 
each entry: <

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\i
ssue

unknown 73 41 4c 4c 33 35 30 30 
20 28 43 29 20 32 30 
31 31 2d 32 30 31 37 
20 41 6c 6c 6e 65 74 
20 47 6d 62 48 20 43 
6f 6d 70 75 74 65 72 
73 79 73 74 65 6d 65 
0a 0a 44 65 76 69 63 
65 6e 61 6d 65 3a 20 
41 4c 4c 33 35 30 35 
0a 0a 0a 

ALL3500 (C) 2011-2017 
Allnet GmbH 
Computersysteme..Device
name: ALL3505...

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\l
ighttpd\certs\allnet.pem

unknown 3225 2d 2d 2d 2d 2d 42 45 
47 49 4e 20 50 52 49 
56 41 54 45 20 4b 45 
59 2d 2d 2d 2d 2d 0a 
4d 49 49 45 76 67 49 
42 41 44 41 4e 42 67 
6b 71 68 6b 69 47 39 
77 30 42 41 51 45 46 
41 41 53 43 42 4b 67 
77 67 67 53 6b 41 67 
45 41 41 6f 49 42 41 
51 43 7a 2b 35 46 61 
43 4b 31 45 50 6d 6c 
78 0a 64 7a 56 4d 72 
4d 58 56 78 44 38 33 
66 7a 5a 54 2b 4f 38 
73 4f 4b 68 4e 36 55 
6c 50 6f 6b 63 77 54 
54 31 50 77 54 45 48 
42 43 47 47 6b 44 30 
6b 49 2b 70 43 51 38 
69 47 65 77 68 43 50 
42 79 79 0a 63 43 33 
31 4c 67 4a 46 2b 51 
37 74 4d 67 57 44 4c 
52 48 70 45 62 6a 2b 
6a 4c 54 69 63 66 4d 
54 65 6f 36 4d 65 6c 
2b 59 35 2f 6f 37 61 59 
41 7a 30 6b 31 56 30 
5a 79 66 48 57 57 2b 
61 5a 4e 69 0a 55 42 
71 58 39 46 43 64 6b 
38 72 5a 74 4c 63 50 
46 30 37 70 47 56 61 
65 2f 2f 4e 38 6a 5a 38 
41 

-----BEGIN PRIVATE KEY-
----.MI
IEvgIBADANBgkqhkiG9w0
BAQEFAASC
BKgwggSkAgEAAoIBAQC
z+5FaCK1EPm
lx.dzVMrMXVxD83fzZT+O
8sOKhN6Ul
PokcwTT1PwTEHBCGGk
D0kI+pCQ8iGe
whCPByy.cC31LgJF+Q7t
MgWDLRHpEb
j+jLTicfMTeo6Mel+Y5/o7a
YAz0k1V
0ZyfHWW+aZNi.UBqX9FC
dk8rZtLcPF
07pGVae//N8jZ8A

success or wait 1 4070F3 WriteFile
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\l
ighttpd\conf.d\access_log.conf

unknown 723 23 23 23 23 23 23 23 
23 23 23 23 23 23 23 
23 23 23 23 23 23 23 
23 23 23 23 23 23 23 
23 23 23 23 23 23 23 
23 23 23 23 23 23 23 
23 23 23 23 23 23 23 
23 23 23 23 23 23 23 
23 23 23 23 23 23 23 
23 23 23 23 23 23 23 
23 0a 23 23 0a 23 23 
20 43 6f 72 72 65 73 
70 6f 6e 64 69 6e 67 
20 64 6f 63 75 6d 65 
6e 74 61 74 69 6f 6e 
3a 0a 23 23 0a 23 23 
20 68 74 74 70 3a 2f 2f 
77 77 77 2e 6c 69 67 
68 74 74 70 64 2e 6e 
65 74 2f 64 6f 63 75 6d 
65 6e 74 61 74 69 6f 
6e 2f 61 63 63 65 73 
73 2e 68 74 6d 6c 0a 
23 23 0a 73 65 72 76 
65 72 2e 6d 6f 64 75 
6c 65 73 20 2b 3d 20 
28 20 22 6d 6f 64 5f 61 
63 63 65 73 73 6c 6f 
67 22 20 29 0a 0a 23 
23 0a 23 23 20 44 65 
66 61 75 6c 74 20 61 
63 63 65 73 73 20 6c 
6f 67 2e 0a 23 23 0a 
61 63 63 65 73 73 6c 
6f 67 2e 66 69 6c 65 
6e 61 6d 65 20 20 20 

######################
########
######################
########
###########.##.## 
Corresponding 
documentation:.##.## 
http://
www.lighttpd.net/document
ation
/access.html.##.server.mo
dules += ( 
"mod_accesslog" )..##.## 
Default access 
log..##.accesslog.filename   

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\l
ighttpd\conf.d\debug.conf

unknown 967 23 23 23 23 23 23 23 
23 23 23 23 23 23 23 
23 23 23 23 23 23 23 
23 23 23 23 23 23 23 
23 23 23 23 23 23 23 
23 23 23 23 23 23 23 
23 23 23 23 23 23 23 
23 23 23 23 23 23 23 
23 23 23 23 23 23 23 
23 23 23 23 23 23 23 
23 0a 23 23 0a 23 23 
20 20 44 65 62 75 67 
20 6f 70 74 69 6f 6e 73 
0a 23 23 20 2d 2d 2d 
2d 2d 2d 2d 2d 2d 2d 
2d 2d 2d 2d 2d 0a 23 
23 0a 23 23 20 45 6e 
61 62 6c 65 20 74 68 
6f 73 65 20 6f 70 74 69 
6f 6e 73 20 66 6f 72 
20 64 65 62 75 67 67 
69 6e 67 20 74 68 65 
20 62 65 68 61 76 69 
6f 72 0a 23 23 0a 23 
23 20 54 68 65 20 73 
65 74 74 69 6e 67 73 
20 63 61 6e 20 62 65 
20 73 65 74 20 70 65 
72 20 6c 6f 63 61 74 
69 6f 6e 2f 76 68 6f 73 
74 2e 0a 23 23 20 0a 
0a 23 23 20 0a 23 23 
20 6c 6f 67 2d 72 65 
71 75 65 73 74 2d 68 
61 6e 64 6c 69 6e 67 
20 61 6c 6c 6f 77 73 

######################
########
######################
########
###########.##.##  
Debug options.## ------------
---.##.## Enable those 
options for debugging the 
behavior.##.## The sett
ings can be set per 
location/vhost..## ..## .## 
log-request-handling 
allows

success or wait 1 4070F3 WriteFile
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\l
ighttpd\conf.d\dirlisting.conf

unknown 1382 23 23 23 23 23 23 23 
23 23 23 23 23 23 23 
23 23 23 23 23 23 23 
23 23 23 23 23 23 23 
23 23 23 23 23 23 23 
23 23 23 23 23 23 23 
23 23 23 23 23 23 23 
23 23 23 23 23 23 23 
23 23 23 23 23 23 23 
23 23 23 23 23 23 23 
23 0a 23 23 0a 23 23 
20 20 44 69 72 6c 69 
73 74 69 6e 67 20 4d 
6f 64 75 6c 65 20 0a 
23 23 20 2d 2d 2d 2d 
2d 2d 2d 2d 2d 2d 2d 
2d 2d 2d 2d 2d 2d 2d 
2d 20 0a 23 23 0a 23 
23 20 53 65 65 20 68 
74 74 70 3a 2f 2f 77 77 
77 2e 6c 69 67 68 74 
74 70 64 2e 6e 65 74 
2f 64 6f 63 75 6d 65 6e 
74 61 74 69 6f 6e 2f 64 
69 72 6c 69 73 74 69 
6e 67 2e 68 74 6d 6c 
0a 23 23 0a 0a 23 23 
0a 23 23 20 45 6e 61 
62 6c 65 64 20 44 69 
72 65 63 74 6f 72 79 
20 6c 69 73 74 69 6e 
67 0a 23 23 0a 64 69 
72 2d 6c 69 73 74 69 
6e 67 2e 61 63 74 69 
76 61 74 65 20 20 20 
20 20 20 3d 20 22 64 

######################
########
######################
########
###########.##.##  
Dirlisting Module .## --------
----------- .##.## See 
http://www.lighttp
d.net/documentation/dirlisti
ng.html.##..##.## Enabled 
Directory listing.##.dir-
listing.activate      = "d

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\l
ighttpd\conf.d\fastcgi.conf

unknown 200 66 61 73 74 63 67 69 
2e 73 65 72 76 65 72 
20 3d 20 28 20 22 2e 
70 68 70 22 20 3d 3e 
20 28 28 20 0a 20 20 
20 20 20 20 20 20 20 
20 20 20 20 20 20 20 
20 20 20 20 20 22 62 
69 6e 2d 70 61 74 68 
22 20 3d 3e 20 22 2f 
75 73 72 2f 62 69 6e 2f 
70 68 70 2d 63 67 69 
22 2c 0a 20 20 20 20 
20 20 20 20 20 20 20 
20 20 20 20 20 20 20 
20 20 20 22 73 6f 63 
6b 65 74 22 20 3d 3e 
20 22 2f 74 6d 70 2f 70 
68 70 2e 73 6f 63 6b 
65 74 22 2c 0a 20 20 
20 20 20 20 20 20 20 
20 20 20 20 20 20 20 
20 20 20 20 20 22 6d 
61 78 2d 70 72 6f 63 
73 22 20 3d 3e 20 31 
0a 20 20 20 20 20 20 
20 20 20 20 20 20 20 
20 20 20 20 29 29 29 
0a 0a 

fastcgi.server = ( ".php" => 
(( .                     "bin-path" 
=> "/usr/bin/php-cgi",.                     
"socket" => 
"/tmp/php.socket",.                     
"max-procs" => 1.                 
)))..

success or wait 1 4070F3 WriteFile
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\l
ighttpd\conf.d\mime.conf

unknown 3011 23 23 23 23 23 23 23 
23 23 23 23 23 23 23 
23 23 23 23 23 23 23 
23 23 23 23 23 23 23 
23 23 23 23 23 23 23 
23 23 23 23 23 23 23 
23 23 23 23 23 23 23 
23 23 23 23 23 23 23 
23 23 23 23 23 23 23 
23 23 23 23 23 23 23 
23 0a 23 23 0a 23 23 
20 20 4d 69 6d 65 54 
79 70 65 20 68 61 6e 
64 6c 69 6e 67 0a 23 
23 20 2d 2d 2d 2d 2d 
2d 2d 2d 2d 2d 2d 2d 
2d 2d 2d 2d 2d 2d 2d 
0a 23 23 0a 23 23 20 
68 74 74 70 3a 2f 2f 77 
77 77 2e 6c 69 67 68 
74 74 70 64 2e 6e 65 
74 2f 64 6f 63 75 6d 65 
6e 74 61 74 69 6f 6e 2f 
63 6f 6e 66 69 67 75 
72 61 74 69 6f 6e 2e 
68 74 6d 6c 23 6d 69 
6d 65 74 79 70 65 73 
0a 23 23 0a 23 23 20 
55 73 65 20 74 68 65 
20 22 43 6f 6e 74 65 
6e 74 2d 54 79 70 65 
22 20 65 78 74 65 6e 
64 65 64 20 61 74 74 
72 69 62 75 74 65 20 
74 6f 20 6f 62 74 61 69 
6e 20 6d 69 6d 65 

######################
########
######################
########
###########.##.##  
MimeType handling.## -----
--------------.##.## 
http://www.lighttpd.net/
documentation/configuratio
n.html#mimetypes.##.## 
Use the "Content-Type" 
extended attribute to 
obtain mime

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\l
ighttpd\conf.d\remote_access.conf

unknown 1 0a . success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\l
ighttpd\conf.d\remote_access.on

unknown 366 24 48 54 54 50 5b 22 
75 72 6c 22 5d 20 3d 
7e 20 22 5e 2f 78 6d 
6c 2f 22 20 7b 0a 09 
61 75 74 68 2e 62 61 
63 6b 65 6e 64 20 3d 
20 22 68 74 70 61 73 
73 77 64 22 2c 0a 09 
61 75 74 68 2e 62 61 
63 6b 65 6e 64 2e 68 
74 70 61 73 73 77 64 
2e 75 73 65 72 66 69 
6c 65 20 3d 20 22 2f 
65 74 63 2f 72 65 6d 6f 
74 65 5f 61 63 63 65 
73 73 22 2c 0a 09 61 
75 74 68 2e 72 65 71 
75 69 72 65 20 3d 20 
28 20 22 2f 78 6d 6c 2f 
22 20 3d 3e 0a 20 20 
20 20 20 20 20 20 20 
20 20 20 20 20 20 20 
20 20 20 20 28 0a 20 
20 20 20 20 20 20 20 
20 20 20 20 20 20 20 
20 20 20 20 20 20 20 
20 20 22 6d 65 74 68 
6f 64 22 20 3d 3e 20 
22 62 61 73 69 63 22 
2c 0a 20 20 20 20 20 
20 20 20 20 20 20 20 
20 20 20 20 20 20 20 
20 20 20 20 20 22 72 
65 61 6c 6d 22 20 3d 
3e 20 22 55 73 65 72 
6e 61 6d 65 20 61 6e 
64 

$HTTP["url"] =~ "^/xml/" 
{..auth.backend = 
"htpasswd",..auth
.backend.htpasswd.userfil
e = "
/etc/remote_access",..auth
.require = ( "/xml/" =>.          
          (.                        
"method" => "basic",.                        
"realm" => "Username and

success or wait 1 4070F3 WriteFile
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\l
ighttpd\lighttpd.conf

unknown 2762 23 23 23 23 23 23 23 
23 23 23 23 23 23 23 
23 23 23 23 23 23 23 
23 23 23 23 23 23 23 
23 23 23 23 23 23 23 
23 23 23 23 23 23 23 
23 23 23 23 23 23 23 
23 23 23 23 23 23 23 
23 23 23 23 23 23 23 
23 23 23 23 23 23 23 
23 0a 23 23 0a 23 23 
20 2f 65 74 63 2f 6c 69 
67 68 74 74 70 64 2f 
6c 69 67 68 74 74 70 
64 2e 63 6f 6e 66 0a 
23 23 0a 23 23 20 43 
72 65 61 74 65 64 3a 
20 32 30 31 35 2d 30 
38 2d 30 35 20 41 6c 
6c 6e 65 74 2f 69 72 
0a 23 23 20 4c 61 73 
74 43 68 61 6e 67 65 
3a 20 32 30 31 36 2d 
30 34 2d 31 38 20 41 
6c 6c 6e 65 74 2f 69 
72 0a 23 23 0a 23 23 
23 23 23 23 23 23 23 
23 23 23 23 23 23 23 
23 23 23 23 23 23 23 
23 23 23 23 23 23 23 
23 23 23 23 23 23 23 
23 23 23 23 23 23 23 
23 23 23 23 23 23 23 
23 23 23 23 23 23 23 
23 23 23 23 23 23 23 
23 23 23 23 23 23 0a 
0a 73 

######################
########
######################
########
###########.##.## 
/etc/lighttp
d/lighttpd.conf.##.## 
Created: 2015-08-05 
Allnet/ir.## LastChange: 
2016-04-18 Allnet/ir.##
.#####################
########
######################
########
############..s

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\p
asswd

unknown 596 72 6f 6f 74 3a 78 3a 30 
3a 30 3a 72 6f 6f 74 3a 
2f 72 6f 6f 74 3a 2f 62 
69 6e 2f 73 68 0a 64 
61 65 6d 6f 6e 3a 78 
3a 31 3a 31 3a 64 61 
65 6d 6f 6e 3a 2f 75 73 
72 2f 73 62 69 6e 3a 2f 
62 69 6e 2f 73 68 0a 
62 69 6e 3a 78 3a 32 
3a 32 3a 62 69 6e 3a 
2f 62 69 6e 3a 2f 62 69 
6e 2f 73 68 0a 73 79 
73 3a 78 3a 33 3a 33 
3a 73 79 73 3a 2f 64 
65 76 3a 2f 62 69 6e 2f 
73 68 0a 73 79 6e 63 
3a 78 3a 34 3a 31 30 
30 3a 73 79 6e 63 3a 
2f 62 69 6e 3a 2f 62 69 
6e 2f 73 79 6e 63 0a 
6d 61 69 6c 3a 78 3a 
38 3a 38 3a 6d 61 69 
6c 3a 2f 76 61 72 2f 73 
70 6f 6f 6c 2f 6d 61 69 
6c 3a 2f 62 69 6e 2f 73 
68 0a 70 72 6f 78 79 
3a 78 3a 31 33 3a 31 
33 3a 70 72 6f 78 79 
3a 2f 62 69 6e 3a 2f 62 
69 6e 2f 73 68 0a 77 
77 77 2d 64 61 74 61 
3a 78 3a 33 33 3a 33 
33 3a 77 77 77 2d 64 
61 74 61 3a 2f 

root:x:0:0:root:/root:/bin/sh.
daemon:x:1:1:daemon:/usr
/sbin:
/bin/sh.bin:x:2:2:bin:/bin:/bi
n/sh.sys:x:3:3:sys:/dev:/bin
/s
h.sync:x:4:100:sync:/bin:/bi
n/
sync.mail:x:8:8:mail:/var/sp
oo
l/mail:/bin/sh.proxy:x:13:13
:proxy:/bin:/bin/sh.www-
data:x:33:33:www-data:/

success or wait 1 4070F3 WriteFile
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\p
hp.ini

unknown 31242 5b 50 48 50 5d 0a 3b 
20 64 69 73 70 6c 61 
79 5f 65 72 72 6f 72 73 
0a 3b 20 20 20 44 65 
66 61 75 6c 74 20 56 
61 6c 75 65 3a 20 4f 
6e 0a 3b 20 20 20 44 
65 76 65 6c 6f 70 6d 
65 6e 74 20 56 61 6c 
75 65 3a 20 4f 6e 0a 
3b 20 20 20 50 72 6f 
64 75 63 74 69 6f 6e 
20 56 61 6c 75 65 3a 
20 4f 66 66 0a 0a 3b 
20 64 69 73 70 6c 61 
79 5f 73 74 61 72 74 
75 70 5f 65 72 72 6f 72 
73 0a 3b 20 20 20 44 
65 66 61 75 6c 74 20 
56 61 6c 75 65 3a 20 
4f 66 66 0a 3b 20 20 
20 44 65 76 65 6c 6f 
70 6d 65 6e 74 20 56 
61 6c 75 65 3a 20 4f 
6e 0a 3b 20 20 20 50 
72 6f 64 75 63 74 69 6f 
6e 20 56 61 6c 75 65 
3a 20 4f 66 66 0a 0a 
3b 20 65 72 72 6f 72 5f 
72 65 70 6f 72 74 69 
6e 67 0a 3b 20 20 20 
44 65 66 61 75 6c 74 
20 56 61 6c 75 65 3a 
20 45 5f 41 4c 4c 20 
26 20 7e 45 5f 4e 4f 54 
49 43 45 20 26 

[PHP].; display_errors.;   
Default Value: On.;   
Development Value: On.;   
Production Value: Off..; 
display_startup_errors.;   
Default Value: Off.;   
Development Value: On.;   
Production Value: Off..; 
error_reporting.;   Default 
Value: E_ALL & 
~E_NOTICE &

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\p
rofile

unknown 1787 23 20 7e 2f 2e 62 61 
73 68 72 63 3a 20 65 
78 65 63 75 74 65 64 
20 62 79 20 62 61 73 
68 28 31 29 20 66 6f 
72 20 6e 6f 6e 2d 6c 6f 
67 69 6e 20 69 6e 74 
65 72 61 63 74 69 76 
65 20 73 68 65 6c 6c 
73 2e 0a 0a 65 78 70 
6f 72 74 20 50 41 54 
48 3d 5c 0a 2f 62 69 
6e 3a 5c 0a 2f 73 62 
69 6e 3a 5c 0a 2f 75 
73 72 2f 62 69 6e 3a 
5c 0a 2f 75 73 72 2f 73 
62 69 6e 3a 5c 0a 2f 
75 73 72 2f 62 69 6e 2f 
58 31 31 3a 5c 0a 2f 
75 73 72 2f 6c 6f 63 61 
6c 2f 62 69 6e 3a 5c 
0a 2f 75 73 72 2f 73 62 
69 6e 2f 61 6c 6c 6e 
65 74 3a 5c 0a 2f 6f 70 
74 2f 61 6c 6c 6e 65 
74 3a 5c 0a 2f 65 74 
63 2f 73 63 72 69 70 
74 73 0a 0a 23 20 49 
66 20 72 75 6e 6e 69 
6e 67 20 69 6e 74 65 
72 61 63 74 69 76 65 
6c 79 2c 20 74 68 65 
6e 3a 0a 0a 09 65 78 
70 6f 72 74 20 50 53 
31 3d 22 5b 5c 75 40 
5c 68 20 5c 

# ~/.bashrc: executed by 
bash(1) for non-login 
interactive shells...export 
PATH=\./bin:\./
sbin:\./usr/bin:\./usr/sbin:\.
/usr/bin/X11:\./usr/local/bin
:\./usr/sbin/allnet:\./opt/alln
et:\./etc/scripts..# If 
running interactively, 
then:...export PS1="[\u@\h 
\

success or wait 1 4070F3 WriteFile
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\p
roftpd.conf

unknown 1558 23 20 54 68 69 73 20 
69 73 20 61 20 62 61 
73 69 63 20 50 72 6f 
46 54 50 44 20 63 6f 
6e 66 69 67 75 72 61 
74 69 6f 6e 20 66 69 
6c 65 20 28 72 65 6e 
61 6d 65 20 69 74 20 
74 6f 0a 23 20 27 70 
72 6f 66 74 70 64 2e 
63 6f 6e 66 27 20 66 6f 
72 20 61 63 74 75 61 
6c 20 75 73 65 2e 20 
20 49 74 20 65 73 74 
61 62 6c 69 73 68 65 
73 20 61 20 73 69 6e 
67 6c 65 20 73 65 72 
76 65 72 0a 23 20 61 
6e 64 20 61 20 73 69 
6e 67 6c 65 20 61 6e 
6f 6e 79 6d 6f 75 73 20 
6c 6f 67 69 6e 2e 20 
20 49 74 20 61 73 73 
75 6d 65 73 20 74 68 
61 74 20 79 6f 75 20 
68 61 76 65 20 61 20 
75 73 65 72 2f 67 72 6f 
75 70 0a 23 20 22 6e 
6f 62 6f 64 79 22 20 61 
6e 64 20 22 66 74 70 
22 20 66 6f 72 20 6e 6f 
72 6d 61 6c 20 6f 70 
65 72 61 74 69 6f 6e 
20 61 6e 64 20 61 6e 
6f 6e 2e 0a 0a 53 65 
72 76 65 72 4e 

# This is a basic ProFTPD 
configuration file (rename 
it to.# 'proftpd.conf' for 
actual use.  It establishes 
a single server.# and a 
single anonymous login.  It 
assumes that you have a 
user/group.# "nobody" and 
"ftp" for normal operation 
and anon...ServerN

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\s
cripts\avahi.sh

unknown 699 23 21 2f 62 69 6e 2f 73 
68 0a 23 0a 23 20 61 
76 61 68 69 2d 64 61 
65 6d 6f 6e 20 69 6e 
69 74 20 73 63 72 69 
70 74 0a 48 4f 53 54 
4e 41 4d 45 3d 60 2f 
75 73 72 2f 73 62 69 
6e 2f 61 6c 6c 6e 65 
74 2f 73 71 6c 64 62 5f 
72 65 61 64 20 2f 73 
79 73 2f 6e 65 74 77 6f 
72 6b 2f 68 6f 73 74 6e 
61 6d 65 60 0a 23 45 
54 48 3d 60 2f 75 73 
72 2f 73 62 69 6e 2f 61 
6c 6c 6e 65 74 2f 73 
71 6c 64 62 5f 72 65 
61 64 20 2f 73 79 73 2f 
6e 65 74 77 6f 72 6b 2f 
69 6e 74 65 72 66 61 
63 65 60 0a 23 4d 41 
43 3d 60 2f 73 62 69 
6e 2f 69 66 63 6f 6e 66 
69 67 20 20 20 20 7c 
20 67 72 65 70 20 24 
45 54 48 20 20 20 20 
7c 20 74 72 20 2d 73 
20 27 20 27 20 20 20 
20 7c 20 63 75 74 20 
2d 64 20 27 20 27 20 
2d 66 35 20 7c 20 63 
75 74 20 2d 62 20 31 
30 2d 31 37 20 7c 20 
74 72 20 2d 64 20 27 
3a 27 

#!/bin/sh.#.# avahi-
daemon init scr
ipt.HOSTNAME=`/usr/sbin/
allnet/sqldb_read 
/sys/network/hostname`.#
ETH
=`/usr/sbin/allnet/sqldb_rea
d 
/sys/network/interface`.#M
AC=`/sbin/ifconfig    | grep 
$ETH    | tr -s ' '    | cut -d ' 
' -f5 | cut -b 10-17 | tr -d ':'

success or wait 1 4070F3 WriteFile
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\s
cripts\cget.sh

unknown 269 23 21 2f 62 69 6e 2f 73 
68 0a 42 41 53 45 3d 
22 63 6f 6e 66 69 67 
22 0a 46 49 45 4c 44 
3d 22 74 61 67 2c 20 
76 61 6c 75 65 22 0a 
57 48 45 52 45 3d 22 
74 61 67 22 0a 5b 20 
24 7b 23 32 7d 20 2d 
67 74 20 30 20 5d 20 
26 26 20 7b 20 42 41 
53 45 3d 24 32 3b 20 
7d 0a 5b 20 24 7b 23 
33 7d 20 2d 67 74 20 
30 20 5d 20 26 26 20 
7b 20 46 49 45 4c 44 
3d 24 33 3b 20 7d 0a 
5b 20 24 7b 23 34 7d 
20 2d 67 74 20 30 20 
5d 20 26 26 20 7b 20 
57 48 45 52 45 3d 24 
34 3b 20 7d 0a 73 71 
6c 69 74 65 33 20 2d 
69 6e 69 74 20 2f 65 
74 63 2f 73 63 72 69 
70 74 73 2f 73 71 6c 
69 74 65 72 63 20 2f 
65 74 63 2f 61 6c 6c 
6e 65 74 65 6e 76 2f 
63 6f 6e 66 69 67 2e 
73 33 64 62 20 22 53 
45 4c 45 43 54 20 24 
46 49 45 4c 44 20 46 
52 4f 4d 20 24 42 41 
53 45 20 57 48 45 52 
45 20 24 57 48 45 52 
45 20 

#!/bin/sh.BASE="config".FI
ELD="tag, 
value".WHERE="tag".[ ${#
2} -gt 0 ] && { BASE=$2; }.
[ ${#3} -gt 0 ] && { 
FIELD=$3; }.[ ${#4} -gt 0 ] 
&& { WHERE=$4; }.sqlite3 
-init /etc/scripts/sqliterc 
/etc/allnetenv/config.s3db 
"SELECT $FIELD FROM 
$BASE WHERE $WHERE 

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\s
cripts\checkupdate.sh

unknown 2408 23 21 2f 62 69 6e 2f 73 
68 0a 65 78 70 6f 72 
74 20 43 55 52 4c 5f 
43 41 5f 42 55 4e 44 
4c 45 3d 2f 65 74 63 2f 
73 73 6c 2f 63 65 72 
74 73 2f 63 61 2d 63 
65 72 74 69 66 69 63 
61 74 65 73 2e 63 72 
74 0a 55 52 4c 3d 22 
68 74 74 70 73 3a 2f 2f 
75 70 64 61 74 65 2e 
61 6c 6c 6e 65 74 2e 
64 65 2f 22 0a 44 49 
52 3d 22 2f 74 6d 70 2f 
75 70 64 61 74 65 22 
0a 70 72 65 70 61 72 
65 28 29 20 7b 0a 20 
20 72 6d 20 2f 74 6d 
70 2f 75 70 64 61 74 
65 2e 72 65 73 75 6c 
74 20 3e 20 2f 64 65 
76 2f 6e 75 6c 6c 20 
32 3e 26 31 0a 20 20 
46 49 52 4d 57 41 52 
45 3d 60 63 61 74 20 
2f 65 74 63 2f 64 65 
66 61 75 6c 74 2f 76 
65 72 73 69 6f 6e 60 
0a 20 20 56 45 52 53 
49 4f 4e 3d 60 65 63 
68 6f 20 24 46 49 52 
4d 57 41 52 45 20 7c 
20 63 75 74 20 2d 64 
27 3b 27 20 2d 66 31 
20 60 0a 20 20 50 

#!/bin/sh.export 
CURL_CA_BUNDL
E=/etc/ssl/certs/ca-
certificat
es.crt.URL="https://update.
all
net.de/".DIR="/tmp/update"
.prepare() {.  rm 
/tmp/update.result > 
/dev/null 2>&1.  
FIRMWARE=`cat 
/etc/default/version`.  
VERSION=`echo 
$FIRMWARE | cut -d';' -f1 
`.  P

success or wait 1 4070F3 WriteFile
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\s
cripts\cset

unknown 320 23 21 2f 62 69 6e 2f 73 
68 0a 44 42 46 49 4c 
45 3d 22 2f 65 74 63 2f 
61 6c 6c 6e 65 74 65 
6e 76 2f 63 6f 6e 66 69 
67 2e 73 33 64 62 22 
0a 54 41 42 4c 45 3d 
22 63 6f 6e 66 69 67 
22 0a 69 66 20 5b 20 
2d 6e 20 22 24 31 22 
20 5d 20 7c 7c 20 5b 
20 2d 6e 20 22 24 32 
22 20 5d 20 3b 74 68 
65 6e 0a 09 65 63 68 
6f 20 22 49 4e 53 45 
52 54 20 4f 52 20 52 
45 50 4c 41 43 45 20 
49 4e 54 4f 20 24 54 
41 42 4c 45 20 28 74 
61 67 2c 20 76 61 6c 
75 65 29 20 56 41 4c 
55 45 53 20 28 27 24 
31 27 2c 20 27 24 32 
27 29 3b 22 0a 09 5b 
20 2d 66 20 24 44 42 
46 49 4c 45 20 5d 20 
26 26 20 73 71 6c 69 
74 65 33 20 24 44 42 
46 49 4c 45 20 22 49 
4e 53 45 52 54 20 4f 
52 20 52 45 50 4c 41 
43 45 20 49 4e 54 4f 
20 24 54 41 42 4c 45 
20 28 74 61 67 2c 20 
76 61 6c 75 65 29 20 
56 41 4c 55 45 53 20 

#!/bin/sh.DBFILE="/etc/alln
ete
nv/config.s3db".TABLE="c
onfig".if [ -n "$1" ] || [ -n 
"$2" ] ;then..echo "INSERT 
OR REPLACE INTO 
$TABLE (tag, value) VAL
UES ('$1', '$2');"..[ -f 
$DBFILE ] && sqlite3 
$DBFILE "INSERT OR 
REPLACE INTO $TABLE 
(tag, value) VALUES 

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\s
cripts\curlmail.sh

unknown 878 23 21 2f 62 69 6e 2f 73 
68 0a 43 55 52 4c 5f 
4c 4f 47 3d 22 2f 74 6d 
70 2f 6d 61 69 6c 2e 
6c 6f 67 22 0a 46 52 4f 
4d 3d 60 2f 65 74 63 2f 
73 63 72 69 70 74 73 
2f 67 65 74 20 2f 73 79 
73 2f 6e 65 74 77 6f 72 
6b 2f 6d 61 69 6c 2f 73 
65 6e 64 65 72 60 0a 
53 4d 54 50 3d 60 2f 
65 74 63 2f 73 63 72 
69 70 74 73 2f 67 65 
74 20 2f 73 79 73 2f 6e 
65 74 77 6f 72 6b 2f 6d 
61 69 6c 2f 73 6d 74 
70 60 0a 50 4f 52 54 
3d 60 2f 65 74 63 2f 73 
63 72 69 70 74 73 2f 
67 65 74 20 2f 73 79 
73 2f 6e 65 74 77 6f 72 
6b 2f 6d 61 69 6c 2f 73 
6d 74 70 70 6f 72 74 
60 0a 55 53 45 52 3d 
60 2f 65 74 63 2f 73 63 
72 69 70 74 73 2f 67 
65 74 20 2f 73 79 73 2f 
6e 65 74 77 6f 72 6b 2f 
6d 61 69 6c 2f 75 73 
65 72 60 0a 50 41 53 
53 3d 60 2f 65 74 63 2f 
73 63 72 69 70 74 73 
2f 67 65 74 20 2f 73 79 

#!/bin/sh.CURL_LOG="/tm
p/mail.log".FROM=`/etc/scr
ipts/get /sys/n
etwork/mail/sender`.SMTP
=`/etc/scr<wbr>ipts/get 
/sys/network
/mail/smtp`.PORT=`/etc/sc
r<wbr>ipts/get 
/sys/network/mail/sm
tpport`.USER=`/etc/scr<wb
r>ipts/get 
/sys/network/mail/user`.
PASS=`/etc/scr<wbr>ipts/g
et /sy

success or wait 1 4070F3 WriteFile
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\s
cripts\devicedaemons.sh

unknown 734 23 21 2f 62 69 6e 2f 73 
68 0a 43 53 3d 22 2f 
65 74 63 2f 73 63 72 
69 70 74 73 2f 73 74 
61 72 74 73 74 6f 70 
2e 73 68 22 0a 64 61 
65 6d 6f 6e 73 28 29 
20 7b 0a 20 20 63 61 
74 20 2f 65 74 63 2f 64 
65 66 61 75 6c 74 2f 
64 61 65 6d 6f 6e 73 
20 7c 20 77 68 69 6c 
65 20 72 65 61 64 20 
64 61 65 6d 6f 6e 3b 
20 64 6f 0a 20 20 20 
20 24 43 53 20 24 64 
61 65 6d 6f 6e 20 24 
31 0a 20 20 64 6f 6e 
65 20 3c 20 2f 65 74 
63 2f 64 65 66 61 75 
6c 74 2f 64 61 65 6d 6f 
6e 73 0a 20 20 69 66 
20 5b 20 2d 66 20 2f 
65 74 63 2f 64 65 66 
61 75 6c 74 2f 63 6f 6d 
6d 61 6e 64 73 20 5d 
20 3b 20 74 68 65 6e 
0a 20 20 20 20 61 73 
68 20 2f 65 74 63 2f 64 
65 66 61 75 6c 74 2f 
63 6f 6d 6d 61 6e 64 
73 0a 20 20 66 69 0a 
20 20 69 66 20 5b 20 
2d 66 20 2f 65 74 63 2f 
64 65 66 61 75 6c 74 
2f 64 65 70 

#!/bin/sh.CS="/etc/scr
ipts/startst
op.sh".daemons() {.  cat 
/etc/default/daemons | 
while read daemon; do.    
$CS $daemon $1.  done < 
/etc/default/daemons.  if [ -
f /etc/default/commands ] ; 
then.    ash /etc/default
/commands.  fi.  if [ -f /etc/
default/dep

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\s
cripts\dnsmasq.sh

unknown 2559 23 21 2f 62 69 6e 2f 73 
68 0a 23 0a 23 20 24 
49 64 3a 20 64 68 63 
70 33 2d 73 65 72 76 
65 72 2e 69 6e 69 74 
2e 64 2c 76 20 31 2e 
34 20 32 30 30 33 2f 
30 37 2f 31 33 20 31 
39 3a 31 32 3a 34 31 
20 6d 64 7a 20 45 78 
70 20 24 0a 23 0a 23 
20 4f 6e 20 77 68 61 
74 20 69 6e 74 65 72 
66 61 63 65 73 20 73 
68 6f 75 6c 64 20 74 
68 65 20 44 48 43 50 
20 73 65 72 76 65 72 
20 28 64 68 63 70 64 
29 20 73 65 72 76 65 
20 44 48 43 50 20 72 
65 71 75 65 73 74 73 
3f 0a 23 20 20 20 20 
20 20 20 53 65 70 61 
72 61 74 65 20 6d 75 
6c 74 69 70 6c 65 20 
69 6e 74 65 72 66 61 
63 65 73 20 77 69 74 
68 20 73 70 61 63 65 
73 2c 20 65 2e 67 2e 
20 22 65 74 68 30 20 
65 74 68 31 22 2e 0a 
23 49 4e 54 45 52 46 
41 43 45 53 3d 22 62 
72 30 22 0a 0a 23 20 
49 74 20 69 73 20 6e 
6f 74 20 73 61 66 65 
20 74 

#!/bin/sh.#.# $Id: dhcp3-
server.init.d,v 1.4 
2003/07/13 19:12:41 mdz 
Exp $.#.# On what int
erfaces should the DHCP 
server (dhcpd) serve 
DHCP requests?.#       
Separate multiple inte
rfaces with spaces, e.g. 
"eth0 
eth1"..#INTERFACES="br
0"..# It is not safe t

success or wait 1 4070F3 WriteFile
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\s
cripts\dropbear.sh

unknown 1768 23 21 2f 62 69 6e 2f 73 
68 0a 23 0a 23 20 53 
74 61 72 74 73 20 64 
72 6f 70 62 65 61 72 
20 73 73 68 64 2e 0a 
23 0a 45 4e 41 42 4c 
45 44 3d 60 2f 75 73 
72 2f 73 62 69 6e 2f 61 
6c 6c 6e 65 74 2f 73 
71 6c 64 62 5f 72 65 
61 64 20 2f 73 79 73 2f 
6e 65 74 77 6f 72 6b 2f 
73 73 68 64 2f 65 6e 
61 62 6c 65 64 60 0a 
49 4e 49 54 3d 60 2f 
75 73 72 2f 73 62 69 
6e 2f 61 6c 6c 6e 65 
74 2f 73 71 6c 64 62 5f 
72 65 61 64 20 2f 64 
65 76 69 63 65 2f 6c 
61 6e 67 75 61 67 65 
60 0a 44 45 56 54 59 
50 45 3d 60 2f 75 73 
72 2f 73 62 69 6e 2f 61 
6c 6c 6e 65 74 2f 73 
71 6c 64 62 5f 72 65 
61 64 20 2f 63 6f 6e 74 
72 6f 6c 2f 64 65 76 69 
63 65 74 79 70 65 60 
0a 44 45 56 4e 41 4d 
45 3d 60 2f 75 73 72 2f 
73 62 69 6e 2f 61 6c 
6c 6e 65 74 2f 73 71 
6c 64 62 5f 72 65 61 
64 20 2f 63 6f 6e 74 72 

#!/bin/sh.#.# Starts 
dropbear 
sshd..#.ENABLED=`/usr/s
bin/allnet/sqldb_read 
/sys/network/ss
hd/enabled`.INIT=`/usr/sbi
n/allnet/sqldb_read 
/device/langua
ge`.DEVTYPE=`/usr/sbin/a
llnet/sqldb_read 
/control/devicetype
`.DEVNAME=`/usr/sbin/all
net/sqldb_read /contr

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\s
cripts\dtool.sh

unknown 4250 23 21 2f 62 69 6e 2f 61 
73 68 0a 56 45 52 53 
49 4f 4e 3d 22 30 2e 
32 32 22 0a 50 4c 41 
54 46 4f 52 4d 3d 60 
67 65 74 20 2f 73 79 
73 2f 70 6c 61 74 66 6f 
72 6d 60 0a 44 45 56 
54 59 50 3d 60 67 65 
74 20 2f 63 6f 6e 74 72 
6f 6c 2f 64 65 76 69 63 
65 74 79 70 65 60 0a 
70 72 69 6e 74 66 20 
22 5c 65 5b 39 36 6d 
25 2d 31 35 73 5c 65 
5b 33 32 6d 25 73 5c 
65 5b 30 6d 5c 6e 22 
20 22 44 61 65 6d 6f 
6e 54 6f 6f 6c 73 3a 20 
22 20 22 24 56 45 52 
53 49 4f 4e 22 0a 70 
72 69 6e 74 66 20 22 
5c 6e 5c 65 5b 39 36 
6d 25 2d 31 35 73 5c 
65 5b 33 32 6d 25 73 
5c 65 5b 30 6d 22 20 
22 50 6c 61 74 66 6f 
72 6d 3a 20 22 20 22 
24 50 4c 41 54 46 4f 
52 4d 22 0a 70 72 69 
6e 74 66 20 22 5c 6e 
5c 65 5b 39 36 6d 25 
2d 31 35 73 5c 65 5b 
33 32 6d 25 73 5c 65 
5b 30 6d 22 20 22 44 
65 76 69 63 65 

#!/bin/ash.VERSION="0.22
".PLATFORM=`get 
/sys/platform`.DEVTY
P=`get 
/control/devicetype`.printf 
"\e[96m%-
15s\e[32m%s\e[0m\n" 
"DaemonTools: " 
"$VERSION".printf 
"\n\e[96m%-15s\e[32m%s
\e[0m" "Platform: " 
"$PLATFORM".printf 
"\n\e[96m%-15s\e[32m%
s\e[0m" "Device

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\s
cripts\factory_reset.sh

unknown 93 23 21 2f 62 69 6e 2f 73 
68 0a 2f 65 74 63 2f 69 
6e 69 74 2e 64 2f 53 
37 30 64 61 65 6d 6f 
6e 73 20 73 74 6f 70 
0a 73 6c 65 65 70 20 
33 0a 2f 65 74 63 2f 73 
63 72 69 70 74 73 2f 
67 65 6e 64 65 66 61 
75 6c 74 63 6f 6e 66 
69 67 2e 73 68 0a 73 
6c 65 65 70 20 33 0a 
72 65 62 6f 6f 74 

#!/bin/sh./etc/init.d/S70dae
mons stop.sleep 3./etc/scr
ipts/gende
faultconfig.sh.sleep 
3.reboot

success or wait 1 4070F3 WriteFile
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\s
cripts\fget

unknown 175 23 21 2f 62 69 6e 2f 73 
68 0a 44 42 46 49 4c 
45 3d 22 2f 65 74 63 2f 
61 6c 6c 6e 65 74 65 
6e 76 2f 63 6f 6e 66 69 
67 2e 73 33 64 62 22 
0a 54 41 42 4c 45 3d 
22 63 6f 6e 66 69 67 
22 0a 46 49 45 4c 44 
3d 22 76 61 6c 75 65 
22 0a 57 48 45 52 45 
3d 22 74 61 67 22 0a 
5b 20 2d 66 20 24 44 
42 46 49 4c 45 20 5d 
20 26 26 20 73 71 6c 
69 74 65 33 20 24 44 
42 46 49 4c 45 20 22 
53 45 4c 45 43 54 20 
24 46 49 45 4c 44 20 
46 52 4f 4d 20 24 54 
41 42 4c 45 20 57 48 
45 52 45 20 24 57 48 
45 52 45 20 6c 69 6b 
65 20 27 25 24 31 25 
27 3b 22 0a 

#!/bin/sh.DBFILE="/etc/alln
ete
nv/config.s3db".TABLE="c
onfig"
.FIELD="value".WHERE="t
ag".[ -f $DBFILE ] && 
sqlite3 $DBFILE "SELECT 
$FIELD FROM $TABLE 
WHERE $WHERE like 
'%$1%';".

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\s
cripts\gendefaultconfig.sh

unknown 1137 23 21 2f 62 69 6e 2f 73 
68 0a 44 45 56 54 59 
50 3d 60 63 61 74 20 
2f 65 74 63 2f 64 65 66 
61 75 6c 74 2f 64 65 
76 69 63 65 60 0a 2f 
65 74 63 2f 69 6e 69 
74 2e 64 2f 53 37 30 
64 61 65 6d 6f 6e 73 
20 73 74 6f 70 0a 69 
66 20 5b 20 2d 66 20 
22 2f 65 74 63 2f 61 6c 
6c 6e 65 74 65 6e 76 
2f 63 6f 6e 66 69 67 2e 
73 33 64 62 22 20 5d 
20 3b 20 74 68 65 6e 
0a 09 72 6d 20 2f 65 
74 63 2f 61 6c 6c 6e 
65 74 65 6e 76 2f 63 6f 
6e 66 69 67 2e 73 33 
64 62 0a 09 65 63 68 
6f 20 27 49 4e 46 4f 20 
53 51 4c 49 54 45 20 
44 42 3a 20 63 6f 6e 
66 69 67 2e 73 33 64 
62 20 66 6f 75 6e 64 
20 61 6e 64 20 64 65 
6c 65 74 65 64 27 0a 
66 69 0a 72 6d 20 2d 
72 66 20 2f 65 74 63 2f 
61 6c 6c 6e 65 74 65 
6e 76 2f 73 65 6e 73 6f 
72 68 69 73 74 6f 72 
79 5f 74 73 5f 2a 0a 72 
6d 20 2d 72 66 20 2f 
65 

#!/bin/sh.DEVTYP=`cat 
/etc/def
ault/device`./etc/init.d/S70d
aemons stop.if [ -f 
"/etc/allnetenv/config.s3db" 
] ; then..rm 
/etc/allnetenv/config.s3db..
echo 'INFO SQLITE DB: 
config.s3db found and 
deleted'.fi.rm -rf 
/etc/allnetenv/sensorhistor
y_ts_*.rm -rf /e

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\s
cripts\get

unknown 173 23 21 2f 62 69 6e 2f 73 
68 0a 44 42 46 49 4c 
45 3d 22 2f 65 74 63 2f 
61 6c 6c 6e 65 74 65 
6e 76 2f 63 6f 6e 66 69 
67 2e 73 33 64 62 22 
0a 54 41 42 4c 45 3d 
22 63 6f 6e 66 69 67 
22 0a 46 49 45 4c 44 
3d 22 76 61 6c 75 65 
22 0a 57 48 45 52 45 
3d 22 74 61 67 22 0a 
5b 20 2d 66 20 24 44 
42 46 49 4c 45 20 5d 
20 26 26 20 73 71 6c 
69 74 65 33 20 24 44 
42 46 49 4c 45 20 22 
53 45 4c 45 43 54 20 
24 46 49 45 4c 44 20 
46 52 4f 4d 20 24 54 
41 42 4c 45 20 57 48 
45 52 45 20 24 57 48 
45 52 45 20 6c 69 6b 
65 20 27 24 31 27 3b 
22 0a 

#!/bin/sh.DBFILE="/etc/alln
ete
nv/config.s3db".TABLE="c
onfig"
.FIELD="value".WHERE="t
ag".[ -f $DBFILE ] && 
sqlite3 $DBFILE "SELECT 
$FIELD FROM $TABLE 
WHERE $WHERE like 
'$1';".

success or wait 1 4070F3 WriteFile
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\s
cripts\httpdConfig.sh

unknown 60 23 21 2f 62 69 6e 2f 73 
68 0a 75 73 6c 65 65 
70 20 31 30 30 30 30 
20 0a 6b 69 6c 6c 20 
2d 54 45 52 4d 20 24 
28 63 61 74 20 2f 74 
6d 70 2f 6c 69 67 68 
74 74 70 64 2e 70 69 
64 29 0a 

#!/bin/sh.usleep 10000 .kill 
-TERM $(cat 
/tmp/lighttpd.pid).

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\s
cripts\lan.sh

unknown 1381 23 21 2f 62 69 6e 2f 73 
68 0a 0a 49 50 3d 60 
2f 75 73 72 2f 73 62 69 
6e 2f 61 6c 6c 6e 65 
74 2f 73 71 6c 64 62 5f 
72 65 61 64 20 2f 73 
79 73 2f 6e 65 74 77 6f 
72 6b 2f 6c 61 6e 2f 69 
70 61 64 64 72 65 73 
73 60 0a 4e 45 54 4d 
41 53 4b 3d 60 2f 75 
73 72 2f 73 62 69 6e 2f 
61 6c 6c 6e 65 74 2f 
73 71 6c 64 62 5f 72 
65 61 64 20 2f 73 79 
73 2f 6e 65 74 77 6f 72 
6b 2f 6c 61 6e 2f 6e 65 
74 6d 61 73 6b 60 0a 
47 57 3d 60 2f 75 73 
72 2f 73 62 69 6e 2f 61 
6c 6c 6e 65 74 2f 73 
71 6c 64 62 5f 72 65 
61 64 20 2f 73 79 73 2f 
6e 65 74 77 6f 72 6b 2f 
6c 61 6e 2f 67 61 74 
65 77 61 79 60 0a 48 
4f 53 54 4e 41 4d 45 
3d 60 2f 75 73 72 2f 73 
62 69 6e 2f 61 6c 6c 
6e 65 74 2f 73 71 6c 
64 62 5f 72 65 61 64 
20 2f 73 79 73 2f 6e 65 
74 77 6f 72 6b 2f 68 6f 
73 74 6e 61 6d 65 60 
0a 44 4e 

#!/bin/sh..IP=`/usr/sbin/alln
et/sqldb_read 
/sys/network/lan/
ipaddress`.NETMASK=`/us
r/sbin/allnet/sqldb_read 
/sys/network
/lan/netmask`.GW=`/usr/sb
in/allnet/sqldb_read 
/sys/network/l
an/gateway`.HOSTNAME=
`/usr/sbin/allnet/sqldb_read 
/sys/netwo
rk/hostname`.DN

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\s
cripts\laststate.sh

unknown 1145 23 21 2f 62 69 6e 2f 73 
68 0a 2f 62 69 6e 2f 63 
68 6d 6f 64 20 2d 52 
20 37 37 35 20 2f 75 
73 72 2f 73 62 69 6e 2f 
2a 0a 2f 62 69 6e 2f 63 
68 6d 6f 64 20 2d 52 
20 37 37 35 20 2f 75 
73 72 2f 73 62 69 6e 2f 
61 6c 6c 6e 65 74 2f 
2a 0a 2f 62 69 6e 2f 63 
68 6d 6f 64 20 2d 52 
20 37 37 35 20 2f 65 
74 63 2f 69 6e 69 74 
2e 64 2f 2a 0a 2f 62 69 
6e 2f 63 68 6d 6f 64 20 
2d 52 20 37 37 35 20 
2f 77 77 77 2f 2a 0a 72 
6d 20 2d 72 66 20 2f 
75 73 72 2f 6c 69 62 2f 
6c 69 62 63 75 72 6c 
2e 73 6f 0a 72 6d 20 
2d 72 66 20 2f 75 73 
72 2f 6c 69 62 2f 6c 69 
62 63 75 72 6c 2e 73 
6f 2e 34 0a 72 6d 20 
2d 72 66 20 2f 75 73 
72 2f 6c 69 62 2f 6c 69 
62 63 75 72 6c 2e 73 
6f 2e 34 2e 32 2e 30 
0a 6c 6e 20 2d 73 20 
2f 75 73 72 2f 6c 69 62 
2f 6c 69 62 63 75 72 
6c 2e 73 6f 2e 34 2e 
33 2e 30 20 

#!/bin/sh./bin/chmod -R 
775 /usr/sbin/*./bin/chmod 
-R 775 /u
sr/sbin/allnet/*./bin/chmod 
-R 775 
/etc/init.d/*./bin/chmod -R 
775 /www/*.rm -rf /usr/lib/
libcurl.so.rm -rf /usr/lib/lib
curl.so.4.rm -rf /usr/lib/libc
url.so.4.2.0.ln -s /usr/lib/li
bcurl.so.4.3.0 

success or wait 1 4070F3 WriteFile
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\s
cripts\lightly.sh

unknown 76 23 21 2f 62 69 6e 2f 73 
68 0a 5b 20 21 20 2d 
7a 20 24 31 20 5d 20 
26 26 20 7b 20 75 73 
6c 65 65 70 20 24 31 
3b 20 7d 0a 6b 69 6c 
6c 20 2d 54 45 52 4d 
20 24 28 63 61 74 20 
2f 74 6d 70 2f 6c 69 67 
68 74 74 70 64 2e 70 
69 64 29 0a 

#!/bin/sh.[ ! -z $1 ] && { usl
eep $1; }.kill -TERM $(cat 
/tmp/lighttpd.pid).

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\s
cripts\mem

unknown 474 23 21 2f 62 69 6e 2f 73 
68 0a 0a 23 20 28 5e 
20 2a 29 28 2e 2a 29 
20 6b 42 0a 0a 23 54 
3d 60 63 61 74 20 2f 
70 72 6f 63 2f 6d 65 6d 
69 6e 66 6f 20 7c 20 
67 72 65 70 20 4d 65 
6d 54 6f 74 61 6c 3a 
20 7c 20 63 75 74 20 
2d 64 20 27 3a 27 20 
2d 66 32 20 7c 20 73 
65 64 20 27 73 2f 5e 
20 2a 2f 2f 67 27 60 0a 
23 46 3d 60 63 61 74 
20 2f 70 72 6f 63 2f 6d 
65 6d 69 6e 66 6f 20 
7c 20 67 72 65 70 20 
4d 65 6d 46 72 65 65 
3a 20 7c 20 63 75 74 
20 2d 64 20 27 3a 27 
20 2d 66 32 20 7c 20 
73 65 64 20 27 73 2f 
5e 20 2a 2f 2f 67 27 60 
0a 54 3d 60 63 61 74 
20 2f 70 72 6f 63 2f 6d 
65 6d 69 6e 66 6f 20 
7c 20 67 72 65 70 20 
4d 65 6d 54 6f 74 61 
6c 3a 20 7c 20 63 75 
74 20 2d 64 20 27 3a 
27 20 2d 66 32 20 7c 
20 73 65 64 20 27 73 
2f 5e 20 2a 2f 2f 67 27 
20 7c 20 73 65 64 20 
27 73 2f 

#!/bin/sh..# (^ *)(.*) 
kB..#T=`cat /proc/meminfo 
| grep MemTotal: | cut -d ':' 
-f2 | sed 's/^ *//g'`.#F=`cat 
/proc/meminfo | grep 
MemFree: | cut -d ':' -f2 | 
sed 's/^ *//g'`.T=`cat 
/proc/meminfo | grep 
MemTotal: | cut -d ':' -f2 | 
sed 's/^ *//g' | sed 's/

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\s
cripts\networking.sh

unknown 1681 23 21 2f 62 69 6e 2f 73 
68 0a 48 4f 53 54 4e 
41 4d 45 3d 60 2f 75 
73 72 2f 73 62 69 6e 2f 
61 6c 6c 6e 65 74 2f 
73 71 6c 64 62 5f 72 
65 61 64 20 2f 73 79 
73 2f 6e 65 74 77 6f 72 
6b 2f 68 6f 73 74 6e 61 
6d 65 60 0a 48 57 49 
44 3d 60 2f 75 73 72 2f 
73 62 69 6e 2f 61 6c 
6c 6e 65 74 2f 73 71 
6c 64 62 5f 72 65 61 
64 20 2f 73 79 73 2f 68 
61 72 64 77 61 72 65 
2f 6e 75 6d 65 72 69 
63 5f 6d 6f 64 65 6c 60 
0a 63 61 73 65 20 22 
24 31 22 20 69 6e 0a 
73 74 61 72 74 29 0a 
09 65 63 68 6f 20 2d 
65 20 22 5c 30 33 33 
5b 30 31 3b 33 33 6d 
5b 4e 45 54 57 4f 52 
4b 49 4e 47 5d 20 2d 
2d 20 53 54 41 52 54 
5c 30 33 33 5b 30 31 
3b 30 6d 22 0a 09 65 
63 68 6f 20 2d 65 20 
22 5c 30 33 33 5b 30 
30 3b 33 32 6d 53 74 
61 72 74 20 4c 41 4e 
5c 30 33 33 5b 30 30 
3b 30 6d 22 20 3e 20 
2f 64 65 

#!/bin/sh.HOSTNAME=`/us
r/sbin/allnet/sqldb_read 
/sys/network
/hostname`.HWID=`/usr/sb
in/allnet/sqldb_read 
/sys/hardware/n
umeric_model`.case "$1" 
in.start)..echo -e 
"\033[01;33m[NETW
ORKING] -- 
START\033[01;0m"..echo -
e "\033[00;32mStart LAN\0
33[00;0m" > /de

success or wait 1 4070F3 WriteFile
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\s
cripts\nodtest.sh

unknown 308 23 21 2f 62 69 6e 2f 73 
68 0a 63 68 65 63 6b 
3d 22 2f 64 65 76 2f 74 
74 79 55 53 42 22 0a 
0a 63 68 65 63 6b 44 
65 76 69 63 65 28 29 
20 7b 0a 69 66 20 5b 
20 2d 63 20 22 24 31 
22 20 5d 0a 74 68 65 
6e 0a 20 20 65 63 68 
6f 20 22 24 31 20 69 
73 20 61 20 63 68 61 
72 61 63 74 65 72 20 
64 65 76 69 63 65 2e 
20 5b 4f 4b 5d 22 0a 
65 6c 73 65 0a 20 20 
65 63 68 6f 20 22 24 
31 20 69 73 20 61 6e 
79 74 68 69 6e 67 20 
65 6c 73 65 2e 20 5b 
44 45 4c 45 54 45 20 
24 31 5d 22 0a 20 20 
72 6d 20 2d 72 66 20 
24 31 0a 20 20 65 63 
68 6f 20 22 43 72 65 
61 74 65 20 63 68 61 
72 61 63 74 65 72 20 
64 65 76 69 63 65 20 
24 31 22 0a 20 20 6d 
6b 6e 6f 64 20 2d 6d 
20 36 36 36 20 24 31 
20 63 20 31 38 38 20 
24 32 0a 66 69 0a 7d 
0a 66 6f 72 20 69 20 
69 6e 20 60 73 65 71 
20 24 31 20 24 32 60 
3b 

#!/bin/sh.check="/dev/ttyU
SB"..checkDevice() {.if [ -c 
"$1" ].then.  echo "$1 is a 
character device. 
[OK]".else.  echo "$1 is 
anything else. [DELETE $
1]".  rm -rf $1.  echo 
"Create character device 
$1".  mknod -m 666 $1 c 
188 $2.fi.}.for i in `seq $1 
$2`;

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\s
cripts\ntp.sh

unknown 1450 23 21 20 2f 62 69 6e 2f 
73 68 0a 23 0a 23 20 
53 79 73 74 65 6d 2d 
56 20 69 6e 69 74 20 
73 63 72 69 70 74 20 
66 6f 72 20 74 68 65 
20 6f 70 65 6e 6e 74 
70 20 64 61 65 6d 6f 
6e 0a 23 0a 0a 50 41 
54 48 3d 2f 75 73 72 2f 
6c 6f 63 61 6c 2f 73 62 
69 6e 3a 2f 75 73 72 2f 
6c 6f 63 61 6c 2f 62 69 
6e 3a 2f 73 62 69 6e 
3a 2f 62 69 6e 3a 2f 75 
73 72 2f 73 62 69 6e 
3a 2f 75 73 72 2f 62 69 
6e 3a 2f 75 73 72 2f 73 
62 69 6e 2f 61 6c 6c 
6e 65 74 0a 44 45 53 
43 3d 22 6e 65 74 77 
6f 72 6b 20 74 69 6d 
65 20 70 72 6f 74 6f 63 
6f 6c 20 64 61 65 6d 6f 
6e 22 0a 4e 41 4d 45 
3d 6e 74 70 64 0a 44 
41 45 4d 4f 4e 3d 2f 75 
73 72 2f 73 62 69 6e 2f 
24 4e 41 4d 45 0a 4e 
54 50 44 41 54 45 5f 
42 49 4e 3d 2f 75 73 
72 2f 62 69 6e 2f 6e 74 
70 64 61 74 65 0a 0a 
23 20 47 72 61 63 65 
66 75 6c 6c 

#! /bin/sh.#.# System-V init 
script for the openntp 
daemon.#..PATH=/usr/loca
l/sbin:/usr/local/b
in:/sbin:/bin:/usr/sbin:/usr/b
in:/usr/sbin/allnet.DESC="n
etwork time protocol 
daemon".NAME
=ntpd.DAEMON=/usr/sbin/
$NAME.N
TPDATE_BIN=/usr/bin/ntp
date..# Gracefull

success or wait 1 4070F3 WriteFile
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\s
cripts\ntpdate.sh

unknown 321 23 21 2f 62 69 6e 2f 73 
68 0a 69 66 20 5b 20 
2d 7a 20 24 7b 31 7d 
20 5d 3b 20 74 68 65 
6e 0a 20 20 69 66 20 
5b 20 2d 66 20 2f 65 
74 63 2f 6e 74 70 2e 
63 6f 6e 66 20 5d 20 
3b 20 74 68 65 6e 0a 
20 20 20 20 4e 54 50 
53 45 52 56 45 52 53 
3d 60 63 61 74 20 2f 
65 74 63 2f 6e 74 70 
2e 63 6f 6e 66 20 20 
7c 20 63 75 74 20 2d 
64 20 27 20 27 20 2d 
66 32 20 7c 20 78 61 
72 67 73 60 0a 20 20 
65 6c 73 65 0a 20 20 
20 20 4e 54 50 53 45 
52 56 45 52 53 3d 22 
70 6f 6f 6c 2e 6e 74 70 
2e 6f 72 67 20 6e 74 
70 30 2e 66 61 75 2e 
64 65 22 0a 20 20 66 
69 0a 65 6c 73 65 0a 
20 20 4e 54 50 53 45 
52 56 45 52 53 3d 24 
2a 0a 66 69 0a 65 63 
68 6f 20 2d 65 20 22 
54 69 6d 65 20 53 65 
72 76 65 72 73 20 75 
73 65 64 3a 20 24 4e 
54 50 53 45 52 56 45 
52 53 5c 6e 22 20 3e 
20 2f 74 6d 70 2f 6e 74 

#!/bin/sh.if [ -z ${1} ]; then.  
if [ -f /etc/ntp.conf ] ; then.    
NTPSERVERS=`cat /etc/n
tp.conf  | cut -d ' ' -f2 | xa
rgs`.  else.    
NTPSERVERS="po
ol.ntp.org ntp0.fau.de".  fi.e
lse.  
NTPSERVERS=$*.fi.echo 
-e "Time Servers used: 
$NTPSERVERS\n" > 
/tmp/nt

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\s
cripts\offlineupdate.sh

unknown 2704 23 21 2f 62 69 6e 2f 73 
68 0a 48 57 3d 60 2f 
75 73 72 2f 73 62 69 
6e 2f 61 6c 6c 6e 65 
74 2f 73 71 6c 64 62 5f 
72 65 61 64 20 2f 73 
79 73 2f 68 61 72 64 
77 61 72 65 60 0a 44 
49 52 3d 22 2f 74 6d 
70 2f 75 70 64 61 74 
65 22 0a 50 41 54 43 
48 46 49 4c 45 3d 22 
2f 74 6d 70 2f 75 70 
64 61 74 65 2e 7a 69 
70 22 0a 50 52 4f 43 
45 53 53 3d 22 2f 74 
6d 70 2f 75 70 64 61 
74 65 2e 70 72 6f 63 
65 73 73 22 0a 4d 49 
4e 4d 45 4d 3d 31 30 
30 30 0a 55 52 4c 3d 
22 68 74 74 70 73 3a 
2f 2f 75 70 64 61 74 65 
2e 61 6c 6c 6e 65 74 
2e 64 65 2f 76 33 2f 22 
0a 0a 65 78 74 72 61 
63 74 28 29 20 7b 0a 
20 20 75 6e 7a 69 70 
20 2d 6f 20 2d 71 20 
24 50 41 54 43 48 46 
49 4c 45 20 2d 64 20 
24 44 49 52 2f 20 3e 
3e 20 24 50 52 4f 43 
45 53 53 20 32 3e 26 
31 0a 20 20 69 66 20 
5b 20 24 3f 20 2d 

#!/bin/sh.HW=`/usr/sbin/all
net/sqldb_read 
/sys/hardware`.DIR
="/tmp/update".PATCHFIL
E="/tmp
/update.zip".PROCESS="/t
mp/upd
ate.process".MINMEM=10
00.URL="
https://update.allnet.de/v3/
"..extract() {.  unzip -o -q 
$PATCHFILE -d $DIR/ >> 
$PROCESS 2>&1.  if [ $? -

success or wait 1 4070F3 WriteFile
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\s
cripts\proftpd.sh

unknown 696 23 21 2f 62 69 6e 2f 73 
68 0a 50 4f 52 54 3d 
60 2f 75 73 72 2f 73 62 
69 6e 2f 61 6c 6c 6e 
65 74 2f 73 71 6c 64 
62 5f 72 65 61 64 20 2f 
73 79 73 2f 6e 65 74 
77 6f 72 6b 2f 66 74 70 
2f 70 6f 72 74 60 0a 73 
65 64 20 2d 69 20 27 
73 2f 50 6f 72 74 20 2e 
2a 2f 50 6f 72 74 20 27 
24 7b 50 4f 52 54 7d 
27 2f 67 27 20 2f 65 74 
63 2f 70 72 6f 66 74 70 
64 2e 63 6f 6e 66 0a 
0a 44 41 45 4d 4f 4e 
3d 2f 75 73 72 2f 73 62 
69 6e 2f 70 72 6f 66 74 
70 64 0a 74 72 61 70 
20 22 22 20 31 0a 74 
72 61 70 20 22 22 20 
31 35 0a 74 65 73 74 
20 2d 66 20 24 44 41 
45 4d 4f 4e 20 7c 7c 
20 65 78 69 74 20 30 
0a 5b 20 21 20 2d 64 
20 2f 76 61 72 2f 72 75 
6e 2f 70 72 6f 66 74 70 
64 20 5d 20 26 26 20 
6d 6b 64 69 72 20 2f 
76 61 72 2f 72 75 6e 2f 
70 72 6f 66 74 70 64 
0a 5b 20 21 20 2d 66 
20 2f 76 

#!/bin/sh.PORT=`/usr/sbin/
allnet/sqldb_read 
/sys/network/ftp/port`.sed -i 
's/Port .*/Port '${PORT}'/g' 
/etc/proftpd.conf
..DAEMON=/usr/sbin/proft
pd.trap "" 1.trap "" 15.test -
f $DAEMON || exit 0.[ ! -d 
/var/run/proftpd ] && mkdir 
/var/run/proftpd.[ ! -f /v

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\s
cripts\reconfigure_wlan.sh

unknown 3886 23 21 2f 62 69 6e 2f 73 
68 0a 0a 57 4c 41 4e 
5f 4d 4f 44 45 3d 60 2f 
75 73 72 2f 73 62 69 
6e 2f 61 6c 6c 6e 65 
74 2f 73 71 6c 64 62 5f 
72 65 61 64 20 2f 73 
79 73 2f 6e 65 74 77 6f 
72 6b 2f 77 6c 61 6e 2f 
6d 6f 64 65 60 0a 0a 
57 4c 41 4e 5f 41 55 
54 48 4d 4f 44 45 5f 41 
50 3d 60 2f 75 73 72 2f 
73 62 69 6e 2f 61 6c 
6c 6e 65 74 2f 73 71 
6c 64 62 5f 72 65 61 
64 20 2f 73 79 73 2f 6e 
65 74 77 6f 72 6b 2f 77 
6c 61 6e 2f 61 70 2f 61 
75 74 68 6d 6f 64 65 
60 0a 43 48 41 4e 4e 
45 4c 5f 41 50 3d 60 2f 
75 73 72 2f 73 62 69 
6e 2f 61 6c 6c 6e 65 
74 2f 73 71 6c 64 62 5f 
72 65 61 64 20 2f 73 
79 73 2f 6e 65 74 77 6f 
72 6b 2f 77 6c 61 6e 2f 
61 70 2f 63 68 61 6e 
6e 65 6c 60 0a 45 4e 
43 4b 45 59 5f 41 50 
3d 60 2f 75 73 72 2f 73 
62 69 6e 2f 61 6c 6c 
6e 65 74 2f 73 71 6c 
64 62 

#!/bin/sh..WLAN_MODE=`/
usr/sbin/allnet/sqldb_read 
/sys/netwo
rk/wlan/mode`..WLAN_AU
THMODE_A
P=`/usr/sbin/allnet/sqldb_r
ead 
/sys/network/wlan/ap/auth
mode
`.CHANNEL_AP=`/usr/sbin
/allnet/sqldb_read 
/sys/network/wlan/
ap/channel`.ENCKEY_AP
=`/usr/sbin/allnet/sqldb

success or wait 1 4070F3 WriteFile
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\s
cripts\restore.sh

unknown 1362 23 21 2f 62 69 6e 2f 73 
68 0a 2f 65 74 63 2f 69 
6e 69 74 2e 64 2f 53 
37 30 64 61 65 6d 6f 
6e 73 20 73 74 6f 70 
20 26 3e 20 2f 64 65 
76 2f 6e 75 6c 6c 0a 
72 6d 20 2d 72 66 20 
2f 65 74 63 2f 61 6c 6c 
6e 65 74 65 6e 76 2f 
73 65 6e 73 6f 72 68 
69 73 74 6f 72 79 5f 74 
73 2a 20 26 3e 20 2f 
64 65 76 2f 6e 75 6c 
6c 0a 72 6d 20 2d 72 
66 20 2f 65 74 63 2f 61 
6c 6c 6e 65 74 65 6e 
76 2f 6c 6f 67 20 26 3e 
20 2f 64 65 76 2f 6e 75 
6c 6c 0a 63 70 20 2d 
72 70 66 20 2f 74 6d 
70 2f 72 65 73 74 6f 72 
65 2f 64 61 74 61 20 2f 
20 26 3e 20 2f 64 65 
76 2f 6e 75 6c 6c 0a 
63 70 20 2d 72 70 66 
20 2f 74 6d 70 2f 72 65 
73 74 6f 72 65 2f 77 77 
77 20 2f 20 26 3e 20 2f 
64 65 76 2f 6e 75 6c 
6c 0a 63 70 20 2d 72 
70 66 20 2f 74 6d 70 2f 
72 65 73 74 6f 72 65 2f 
65 74 63 20 2f 20 26 
3e 20 2f 

#!/bin/sh./etc/init.d/S70dae
mons stop &> /dev/null.rm 
-rf /e
tc/allnetenv/sensorhistory_
ts* &> /dev/null.rm -rf 
/etc/allnetenv/log &> 
/dev/null.cp -rpf 
/tmp/restore/data / &> 
/dev/null.cp -rpf 
/tmp/restore/www / &> 
/dev/null.cp -rpf /tmp/res
tore/etc / &> /

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\s
cripts\restore.sql

unknown 861 61 74 74 61 63 68 20 
27 2f 74 6d 70 2f 72 65 
73 74 6f 72 65 2f 72 65 
73 74 6f 72 65 2e 73 
33 64 62 27 20 61 73 
20 6d 65 72 67 65 3b 
0a 44 45 4c 45 54 45 
20 46 52 4f 4d 20 6d 
65 72 67 65 2e 63 6f 
6e 66 69 67 20 57 48 
45 52 45 20 74 61 67 
20 3d 20 27 2f 73 79 
73 2f 66 69 72 6d 77 
61 72 65 2f 76 65 72 
73 69 6f 6e 6e 75 6d 
27 3b 0a 44 45 4c 45 
54 45 20 46 52 4f 4d 
20 6d 65 72 67 65 2e 
63 6f 6e 66 69 67 20 
57 48 45 52 45 20 74 
61 67 20 3d 20 27 2f 
73 79 73 2f 66 69 72 
6d 77 61 72 65 2f 76 
65 72 73 69 6f 6e 27 
3b 0a 44 45 4c 45 54 
45 20 46 52 4f 4d 20 
6d 65 72 67 65 2e 63 
6f 6e 66 69 67 20 57 
48 45 52 45 20 74 61 
67 20 3d 20 27 2f 73 
79 73 2f 66 69 72 6d 
77 61 72 65 2f 64 61 
74 65 27 3b 0a 44 45 
4c 45 54 45 20 46 52 
4f 4d 20 6d 65 72 67 
65 2e 63 6f 6e 66 69 
67 

attach 
'/tmp/restore/restore.s3db' 
as merge;.DELETE FROM 
merge.config WHERE tag 
= '/sys/fi
rmware/versionnum';.DEL
ETE FROM merge.config 
WHERE tag = '/s
ys/firmware/version';.DELE
TE FROM merge.config 
WHERE tag = '
/sys/firmware/date';.DELE
TE FROM merge.config

success or wait 1 4070F3 WriteFile
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\s
cripts\restoreupd.sql

unknown 941 42 45 47 49 4e 20 54 
52 41 4e 53 41 43 54 
49 4f 4e 3b 0a 41 4c 
54 45 52 20 54 41 42 
4c 45 20 73 65 6e 73 
6f 72 73 5f 6c 6f 67 69 
63 61 6c 20 41 44 44 
20 43 4f 4c 55 4d 4e 
20 5b 61 63 74 6f 72 5f 
61 6e 61 6c 6f 67 56 
61 6c 75 65 5d 20 74 
65 78 74 3b 0a 41 4c 
54 45 52 20 54 41 42 
4c 45 20 73 65 6e 73 
6f 72 73 5f 6c 6f 67 69 
63 61 6c 20 41 44 44 
20 43 4f 4c 55 4d 4e 
20 5b 64 69 67 69 74 
61 6c 54 6f 54 65 78 
74 5d 20 74 65 78 74 
20 4e 4f 54 20 4e 55 
4c 4c 20 44 45 46 41 
55 4c 54 20 22 30 3b 
3b 22 3b 0a 41 4c 54 
45 52 20 54 41 42 4c 
45 20 73 65 6e 73 6f 
72 73 5f 6c 6f 67 69 63 
61 6c 20 41 44 44 20 
43 4f 4c 55 4d 4e 20 
27 74 69 6c 65 43 6f 
6c 6f 72 73 27 20 54 
45 58 54 20 4e 4f 54 
20 4e 55 4c 4c 20 44 
45 46 41 55 4c 54 20 
27 31 45 37 45 41 43 
3b 39 30 30 30 30 

BEGIN 
TRANSACTION;.ALTER 
TABLE sensors_logical 
ADD COLUMN [a
ctor_analogValue] 
text;.ALTER TABLE 
sensors_logical ADD 
COLUMN [digitalToText] 
text NOT NULL DEFAULT 
"0;;";.ALTER TABLE 
sensors_logical ADD 
COLUMN 'tileColors' TEXT 
NOT NULL DEFAULT 
'1E7EAC;90000

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\s
cripts\runscr<wbr>ipt.sh

unknown 24 23 21 2f 62 69 6e 2f 73 
68 0a 73 6c 65 65 70 
20 24 31 0a 24 32 20 
24 33 

#!/bin/sh.sleep $1.$2 $3 success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\s
cripts\setpass.sh

unknown 65 23 21 2f 62 69 6e 2f 73 
68 0a 28 20 73 6c 65 
65 70 20 32 3b 20 65 
63 68 6f 20 22 24 32 
22 3b 20 73 6c 65 65 
70 20 32 3b 20 65 63 
68 6f 20 22 24 32 22 
29 20 7c 20 70 61 73 
73 77 64 20 22 24 31 
22 

#!/bin/sh.( sleep 2; echo 
"$2"; sleep 2; echo "$2") | 
passwd "$1"

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\s
cripts\sqliterc

unknown 33 2e 74 69 6d 65 72 20 
6f 6e 0a 2e 68 65 61 
64 65 72 73 20 6f 6e 
0a 2e 6d 6f 64 65 20 
6c 69 6e 65 0a 

.timer on..headers 
on..mode line.

success or wait 1 4070F3 WriteFile
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\s
cripts\startstop.sh

unknown 2379 23 21 2f 62 69 6e 2f 73 
68 0a 50 4c 41 54 46 
4f 52 4d 3d 60 2f 65 
74 63 2f 73 63 72 69 
70 74 73 2f 67 65 74 
20 2f 73 79 73 2f 70 6c 
61 74 66 6f 72 6d 60 
0a 50 49 44 46 49 4c 
45 3d 22 2f 76 61 72 2f 
72 75 6e 2f 22 0a 69 
66 20 5b 20 24 7b 50 
4c 41 54 46 4f 52 4d 
7d 20 3d 20 22 61 72 
6d 22 20 5d 20 7c 7c 
20 5b 20 24 7b 50 4c 
41 54 46 4f 52 4d 7d 
20 3d 20 22 52 54 33 
33 35 32 22 20 5d 3b 
74 68 65 6e 0a 09 50 
49 44 46 49 4c 45 3d 
22 2f 74 6d 70 2f 22 0a 
66 69 0a 44 41 45 4d 
4f 4e 5f 50 41 54 48 
3d 22 2f 75 73 72 2f 73 
62 69 6e 2f 61 6c 6c 
6e 65 74 2f 22 0a 4c 4f 
47 46 49 4c 45 3d 22 
2f 74 6d 70 2f 73 74 61 
72 74 64 61 65 6d 6f 
6e 2e 6c 6f 67 22 0a 
51 55 49 45 54 3d 22 
2d 2d 71 75 69 65 74 
22 0a 69 66 20 5b 20 
22 24 33 22 20 3d 20 
31 20 5d 20 3b 20 74 
68 65 6e 

#!/bin/sh.PLATFORM=`/etc
/scripts/get 
/sys/platform`.PIDFILE="/v
ar/run/".if [ ${PLATFORM} 
= "arm" ] || [ 
${PLATFORM} = "RT335
2" 
];then..PIDFILE="/tmp/".fi.
DAEMON_PATH="/usr/sbi
n/allnet/
".LOGFILE="/tmp/startdae
mon.log".QUIET="--
quiet".if [ "$3" = 1 ] ; then

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\s
cripts\startupdate.sh

unknown 3802 23 21 2f 62 69 6e 2f 73 
68 0a 65 78 70 6f 72 
74 20 43 55 52 4c 5f 
43 41 5f 42 55 4e 44 
4c 45 3d 2f 65 74 63 2f 
73 73 6c 2f 63 65 72 
74 73 2f 63 61 2d 63 
65 72 74 69 66 69 63 
61 74 65 73 2e 63 72 
74 0a 48 57 3d 60 2f 
75 73 72 2f 73 62 69 
6e 2f 61 6c 6c 6e 65 
74 2f 73 71 6c 64 62 5f 
72 65 61 64 20 2f 73 
79 73 2f 68 61 72 64 
77 61 72 65 60 0a 44 
49 52 3d 22 2f 74 6d 
70 2f 75 70 64 61 74 
65 22 0a 44 57 4c 44 
44 49 52 3d 22 68 74 
74 70 73 3a 2f 2f 75 70 
64 61 74 65 2e 61 6c 
6c 6e 65 74 2e 64 65 
2f 66 69 6c 65 73 22 
0a 50 52 4f 43 45 53 
53 3d 22 2f 74 6d 70 2f 
75 70 64 61 74 65 2e 
70 72 6f 63 65 73 73 
22 0a 4d 49 4e 4d 45 
4d 3d 35 30 30 30 0a 
55 52 4c 3d 22 68 74 
74 70 73 3a 2f 2f 75 70 
64 61 74 65 2e 61 6c 
6c 6e 65 74 2e 64 65 
2f 22 0a 0a 67 65 74 
66 69 6c 65 

#!/bin/sh.export 
CURL_CA_BUNDL
E=/etc/ssl/certs/ca-
certificat
es.crt.HW=`/usr/sbin/allnet/
sqldb_read 
/sys/hardware`.DIR="/
tmp/update".DWLDDIR="h
ttps://u
pdate.allnet.de/files".PRO
CESS
="/tmp/update.process".MI
NMEM=
5000.URL="https://update.
allnet.de/"..getfile

success or wait 1 4070F3 WriteFile
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\s
cripts\suninfo.sh

unknown 1804 23 21 2f 75 73 72 2f 62 
69 6e 2f 70 68 70 0a 
3c 3f 70 68 70 0a 24 
64 62 20 3d 20 6e 65 
77 20 50 44 4f 28 27 
73 71 6c 69 74 65 3a 
2f 65 74 63 2f 61 6c 6c 
6e 65 74 65 6e 76 2f 
63 6f 6e 66 69 67 2e 
73 33 64 62 27 2c 20 
27 27 2c 20 27 27 29 
3b 0a 2f 2f 20 24 6f 75 
74 70 75 74 20 3d 22 
64 61 79 3b 64 61 74 
65 3b 73 75 6e 72 69 
73 65 3b 73 75 6e 73 
65 74 3b 74 72 61 6e 
73 69 74 3b 63 69 76 
69 6c 5f 74 77 69 6c 
69 67 68 74 5f 62 65 
67 69 6e 3b 63 69 76 
69 6c 5f 74 77 69 6c 
69 67 68 74 5f 65 6e 
64 3b 6e 61 75 74 69 
63 61 6c 5f 74 77 69 
6c 69 67 68 74 5f 62 
65 67 69 6e 3b 6e 61 
75 74 69 63 61 6c 5f 
74 77 69 6c 69 67 68 
74 5f 65 6e 64 3b 61 
73 74 72 6f 6e 6f 6d 69 
63 61 6c 5f 74 77 69 
6c 69 67 68 74 5f 62 
65 67 69 6e 3b 61 73 
74 72 6f 6e 6f 6d 69 63 
61 6c 5f 74 77 

#!/usr/bin/php.<?php.$db = 
new 
PDO('sqlite:/etc/allnetenv/c
onfig.s3db', '', '');.// $output 
="day;date;sunrise;sunset;
tr
ansit;civil_twilight_begin;ci
v
il_twilight_end;nautical_twil
i
ght_begin;nautical_twilight
_en
d;astronomical_twilight_be
gin;astronomical_tw

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\s
cripts\test_connection.sh

unknown 1017 23 21 2f 62 69 6e 2f 73 
68 0a 2f 65 74 63 2f 73 
63 72 69 70 74 73 2f 
74 65 73 74 5f 67 61 
74 65 77 61 79 2e 73 
68 0a 69 66 20 5b 20 
22 24 3f 22 20 3d 20 
22 30 22 20 5d 20 3b 
20 74 68 65 6e 0a 20 
20 48 57 49 44 3d 60 
2f 75 73 72 2f 73 62 69 
6e 2f 61 6c 6c 6e 65 
74 2f 73 71 6c 64 62 5f 
72 65 61 64 20 2f 73 
79 73 2f 68 61 72 64 
77 61 72 65 2f 6e 75 
6d 65 72 69 63 5f 6d 6f 
64 65 6c 60 0a 20 20 
70 72 69 6e 74 66 20 
22 74 65 73 74 20 63 
6f 6e 6e 65 63 74 69 6f 
6e 20 28 31 20 74 72 
79 20 67 6f 6f 67 6c 65 
29 5c 74 5c 74 22 0a 
20 20 43 4f 4e 4e 45 
43 54 49 4f 4e 5f 41 3d 
60 63 75 72 6c 20 2d 
73 20 2d 2d 63 6f 6e 
6e 65 63 74 2d 74 69 
6d 65 6f 75 74 20 33 
20 2d 2d 6d 61 78 2d 
74 69 6d 65 20 35 20 
2d 2d 68 65 61 64 20 
68 74 74 70 3a 2f 2f 77 
77 77 2e 67 6f 6f 67 6c 

#!/bin/sh./etc/scr
ipts/test_gateway.sh.if [ 
"$?" = "0" ] ; then.  
HWID=`/usr/sbin/allnet/sql
db_read 
/sys/hardware/numeric_mo
del`.  printf "test connection 
(1 try google)\t\t".  
CONNECTION_A=`curl -s 
--connect-timeout 3 --max-
time 5 --head http:
//www.googl

success or wait 1 4070F3 WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

Copyright Joe Security LLC 2021 Page 101 of 313



C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\s
cripts\test_gateway.sh

unknown 244 23 21 2f 62 69 6e 2f 73 
68 0a 64 67 77 3d 60 
72 6f 75 74 65 20 2d 
6e 20 7c 20 67 72 65 
70 20 5e 30 2e 30 2e 
30 2e 30 20 7c 20 61 
77 6b 20 27 7b 70 72 
69 6e 74 20 24 32 7d 
27 60 0a 70 72 69 6e 
74 66 20 22 74 65 73 
74 20 64 65 66 61 75 
6c 74 20 67 61 74 65 
77 61 79 20 28 24 64 
67 77 29 5c 74 22 0a 
70 69 6e 67 20 2d 63 
31 20 2d 57 20 31 20 
24 64 67 77 20 26 3e 
2f 64 65 76 2f 6e 75 6c 
6c 0a 69 66 20 5b 20 
22 24 3f 22 20 3d 20 
22 30 22 20 5d 0a 74 
68 65 6e 0a 65 63 68 
6f 20 2d 65 20 22 5b 
5c 30 33 33 5b 31 3b 
33 32 6d 4f 4b 5c 30 
33 33 5b 30 6d 5d 22 
0a 65 78 69 74 20 30 
0a 65 6c 73 65 0a 65 
63 68 6f 20 2d 65 20 
22 5b 5c 30 33 33 5b 
31 3b 33 31 6d 46 41 
49 4c 45 44 5c 30 33 
33 5b 30 6d 5d 22 0a 
65 78 69 74 20 31 0a 
66 69 0a 0a 

#!/bin/sh.dgw=`route -n | 
grep ^0.0.0.0 | awk '{print 
$2}'`.printf "test default 
gateway ($dgw)\t".ping -c1 
-W 1 $dgw &>/dev/null.if [ 
"$?" = "0" ].then.echo -e "
[\033[1;32mOK\033[
0m]".exit 0.else.echo -e "
[\03
3[1;31mFAILED\033[0m]".
exit 1.fi..

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\s
cripts\test_mail.sh

unknown 1953 23 21 2f 62 69 6e 2f 73 
68 0a 69 66 20 5b 20 
22 24 23 22 20 2d 6e 
65 20 32 20 5d 3b 20 
74 68 65 6e 0a 20 20 
20 20 65 63 68 6f 20 
22 55 73 61 67 65 3a 
20 74 65 73 74 5f 6d 
61 69 6c 2e 73 68 20 
64 65 6d 6f 40 64 65 
6d 6f 2e 63 6f 6d 20 2f 
74 6d 70 2f 6d 61 69 
6c 2e 74 78 74 22 0a 
20 20 20 20 65 78 69 
74 20 31 0a 66 69 0a 
23 23 23 23 23 23 23 
23 23 23 23 23 23 23 
23 23 23 23 23 23 23 
23 23 23 23 23 23 23 
23 20 55 50 44 41 54 
45 20 43 4f 4e 46 49 
47 20 46 49 4c 45 53 
20 63 68 69 70 2c 20 
64 65 76 69 63 65 0a 
69 66 20 5b 20 2d 66 
20 22 24 32 22 20 5d 
20 3b 20 74 68 65 6e 
0a 20 20 43 55 52 4c 
5f 4c 4f 47 3d 22 2f 74 
6d 70 2f 6d 61 69 6c 
2e 6c 6f 67 22 0a 46 
52 4f 4d 3d 60 2f 75 73 
72 2f 73 62 69 6e 2f 61 
6c 6c 6e 65 74 2f 73 
71 6c 64 62 5f 72 65 
61 64 20 2f 73 

#!/bin/sh.if [ "$#" -ne 2 ]; t
hen.    echo "Usage: 
test_mail.sh 
demo@demo.com 
/tmp/mail.txt".    exit 
1.fi.#############
################ 
UPDATE CONFIG FILES 
chip, device.if [ -f "$2" ] ; 
then.  
CURL_LOG="/tmp/m
ail.log".FROM=`/usr/sbin/al
lnet/sqldb_read /s

success or wait 1 4070F3 WriteFile
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\s
cripts\test_timeserver.sh

unknown 2575 23 21 2f 75 73 72 2f 62 
69 6e 2f 70 68 70 0a 
3c 3f 70 68 70 0a 24 
70 6c 61 74 66 6f 72 
6d 3d 65 78 65 63 28 
22 2f 65 74 63 2f 73 63 
72 69 70 74 73 2f 67 
65 74 20 2f 73 79 73 2f 
70 6c 61 74 66 6f 72 
6d 22 29 3b 0a 24 70 
61 74 68 3d 22 2f 65 
74 63 2f 6e 74 70 2e 
63 6f 6e 66 22 3b 0a 
69 66 28 24 70 6c 61 
74 66 6f 72 6d 3d 3d 
22 61 72 6d 22 29 20 
7b 0a 09 24 70 61 74 
68 3d 22 2f 65 74 63 2f 
64 65 66 61 75 6c 74 
2f 6e 74 70 64 22 3b 
0a 7d 0a 69 66 28 63 
6f 75 6e 74 28 24 61 
72 67 76 29 3d 3d 31 
29 20 7b 0a 09 65 63 
68 6f 20 22 5c 24 55 
73 61 67 65 3a 20 2f 
65 74 63 2f 73 63 72 
69 70 74 73 2f 74 65 
73 74 5f 74 69 6d 65 5f 
73 65 72 76 65 72 2e 
73 68 5c 6e 22 3b 0a 
09 65 63 68 6f 20 22 
20 20 2d 73 20 20 20 
53 65 74 20 44 61 74 
65 20 26 20 54 69 6d 
65 5c 6e 22 3b 

#!/usr/bin/php.<?
php.$platform
=exec("/etc/scripts/get 
/sys/platf
orm");.$path="/etc/ntp.conf
";.if($platform=="arm") 
{..$path=
"/etc/default/ntpd";.}.if(coun
t($argv)==1) {..echo 
"\$Usage: 
/etc/scr<wbr>ipts/test_time
_server.sh\n";..echo "  -s   
Set Date & Time\n";

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\s
cripts\udhcpc.sh

unknown 1288 23 21 2f 62 69 6e 2f 73 
68 0a 0a 49 50 4d 4f 
44 45 3d 60 2f 75 73 
72 2f 73 62 69 6e 2f 61 
6c 6c 6e 65 74 2f 73 
71 6c 64 62 5f 72 65 
61 64 20 2f 73 79 73 2f 
6e 65 74 77 6f 72 6b 2f 
6c 61 6e 2f 69 70 6d 6f 
64 65 60 0a 48 4f 53 
54 4e 41 4d 45 3d 60 
2f 75 73 72 2f 73 62 69 
6e 2f 61 6c 6c 6e 65 
74 2f 73 71 6c 64 62 5f 
72 65 61 64 20 2f 73 
79 73 2f 6e 65 74 77 6f 
72 6b 2f 68 6f 73 74 6e 
61 6d 65 60 0a 4c 4f 
43 41 4c 44 4f 4d 41 
49 4e 3d 60 2f 75 73 
72 2f 73 62 69 6e 2f 61 
6c 6c 6e 65 74 2f 73 
71 6c 64 62 5f 72 65 
61 64 20 2f 73 79 73 2f 
6e 65 74 77 6f 72 6b 2f 
6c 6f 63 61 6c 64 6f 6d 
61 69 6e 60 0a 0a 63 
61 73 65 20 24 31 20 
69 6e 0a 0a 20 09 73 
74 61 72 74 29 0a 0a 
09 09 69 66 20 5b 20 
22 24 49 50 4d 4f 44 
45 22 20 3d 20 22 64 
68 63 70 22 20 5d 20 
3b 20 74 68 

#!/bin/sh..IPMODE=`/usr/s
bin/allnet/sqldb_read 
/sys/network/
lan/ipmode`.HOSTNAME=
`/usr/sbin/allnet/sqldb_read 
/sys/netwo
rk/hostname`.LOCALDOM
AIN=`/usr
/sbin/allnet/sqldb_read 
/sys/n
etwork/localdomain`..case 
$1 in.. .start)....if [ 
"$IPMODE" = "dhcp" ] ; th

success or wait 1 4070F3 WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

Copyright Joe Security LLC 2021 Page 103 of 313



C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\s
cripts\udhcpd.sh

unknown 2622 23 21 2f 62 69 6e 2f 73 
68 0a 23 0a 23 20 24 
49 64 3a 20 64 68 63 
70 33 2d 73 65 72 76 
65 72 2e 69 6e 69 74 
2e 64 2c 76 20 31 2e 
34 20 32 30 30 33 2f 
30 37 2f 31 33 20 31 
39 3a 31 32 3a 34 31 
20 6d 64 7a 20 45 78 
70 20 24 0a 23 0a 0a 
0a 0a 23 20 4f 6e 20 
77 68 61 74 20 69 6e 
74 65 72 66 61 63 65 
73 20 73 68 6f 75 6c 
64 20 74 68 65 20 44 
48 43 50 20 73 65 72 
76 65 72 20 28 64 68 
63 70 64 29 20 73 65 
72 76 65 20 44 48 43 
50 20 72 65 71 75 65 
73 74 73 3f 0a 23 20 
20 20 20 20 20 20 53 
65 70 61 72 61 74 65 
20 6d 75 6c 74 69 70 
6c 65 20 69 6e 74 65 
72 66 61 63 65 73 20 
77 69 74 68 20 73 70 
61 63 65 73 2c 20 65 
2e 67 2e 20 22 65 74 
68 30 20 65 74 68 31 
22 2e 0a 23 49 4e 54 
45 52 46 41 43 45 53 
3d 22 62 72 30 22 0a 
0a 0a 23 20 49 74 20 
69 73 20 6e 6f 74 20 
73 61 

#!/bin/sh.#.# $Id: dhcp3-
server.init.d,v 1.4 
2003/07/13 19:12:41 mdz 
Exp $.#....# On what 
interfaces should the 
DHCP server (dhcpd) 
serve DHCP requests?.#       
Separate multiple i
nterfaces with spaces, e.g. 
"eth0 
eth1"..#INTERFACES="br
0"...# It is not sa

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\s
cripts\umtsdial.sh

unknown 517 23 21 2f 62 69 6e 2f 73 
68 0a 0a 47 57 3d 60 
2f 75 73 72 2f 73 62 69 
6e 2f 61 6c 6c 6e 65 
74 2f 73 71 6c 64 62 5f 
72 65 61 64 20 2f 73 
79 73 2f 6e 65 74 77 6f 
72 6b 2f 6c 61 6e 2f 67 
61 74 65 77 61 79 60 
0a 0a 63 61 73 65 20 
24 31 20 69 6e 0a 0a 
20 09 73 74 61 72 74 
29 0a 09 65 63 68 6f 
20 22 64 69 61 6c 69 
6e 67 20 75 6d 74 73 
20 6e 65 74 77 6f 72 
6b 2e 2e 2e 2e 2e 22 
0a 09 72 6f 75 74 65 
20 64 65 6c 20 64 65 
66 61 75 6c 74 0a 09 
2f 75 73 72 2f 73 62 69 
6e 2f 70 70 70 64 20 
63 61 6c 6c 20 33 67 
64 69 61 6c 0a 09 2f 
75 73 72 2f 73 62 69 
6e 2f 61 6c 6c 6e 65 
74 2f 6c 63 64 5f 77 72 
69 74 65 20 30 20 60 
68 6f 73 74 6e 61 6d 
65 60 0a 09 2f 75 73 
72 2f 73 62 69 6e 2f 61 
6c 6c 6e 65 74 2f 6c 
63 64 5f 77 72 69 74 
65 20 31 20 60 69 66 
63 6f 6e 66 69 67 20 
70 70 

#!/bin/sh..GW=`/usr/sbin/all
net/sqldb_read 
/sys/network/lan/
gateway`..case $1 in.. 
.start)..echo "dialing umts 
network....."..route del 
default../usr/sbin/pppd call 
3gdial../usr/sb
in/allnet/lcd_write 0 
`hostnam
e`../usr/sbin/allnet/lcd_writ
e 1 `ifconfig pp

success or wait 1 4070F3 WriteFile
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\s
cripts\wlan.sh

unknown 545 23 21 2f 62 69 6e 2f 73 
68 0a 0a 63 61 73 65 
20 24 31 20 69 6e 0a 
0a 20 09 73 74 61 72 
74 29 0a 09 65 63 68 
6f 20 2d 65 20 22 5c 
30 33 33 5b 30 31 3b 
33 33 6d 5b 77 6c 61 
6e 5d 20 2d 2d 20 53 
74 61 72 74 20 77 69 
72 65 6c 65 73 73 20 
69 6e 20 24 7b 57 4c 
41 4e 5f 4d 4f 44 45 7d 
20 6d 6f 64 65 5c 30 
33 33 5b 30 31 3b 30 
6d 22 0a 09 69 66 63 
6f 6e 66 69 67 20 72 
61 30 20 30 2e 30 2e 
30 2e 30 20 75 70 0a 
09 62 72 63 74 6c 20 
61 64 64 69 66 20 62 
72 30 20 72 61 30 0a 
09 4d 41 43 42 52 3d 
60 2f 73 62 69 6e 2f 69 
66 63 6f 6e 66 69 67 
20 20 7c 20 67 72 65 
70 20 27 72 61 30 27 
20 20 7c 20 74 72 20 
2d 73 20 27 20 27 20 
7c 20 63 75 74 20 2d 
64 20 27 20 27 20 2d 
66 20 35 60 0a 20 20 
20 20 20 20 20 20 2f 
73 62 69 6e 2f 69 66 
63 6f 6e 66 69 67 20 
62 72 30 20 68 77 20 

#!/bin/sh..case $1 in.. .start
)..echo -e 
"\033[01;33m[wlan] -- Start 
wireless in ${WLAN_MO
DE} 
mode\033[01;0m"..ifconfig 
ra0 0.0.0.0 up..brctl addif 
br0 
ra0..MACBR=`/sbin/ifconfi
g  | grep 'ra0'  | tr -s ' ' | cut 
-d ' ' -f 5`.        /sbin/i
fconfig br0 hw 

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\s
cripts\wlan_arm.sh

unknown 6534 23 21 2f 62 69 6e 2f 73 
68 0a 0a 57 4c 41 4e 
5f 4d 4f 44 45 3d 60 2f 
75 73 72 2f 73 62 69 
6e 2f 61 6c 6c 6e 65 
74 2f 73 71 6c 64 62 5f 
72 65 61 64 20 2f 73 
79 73 2f 6e 65 74 77 6f 
72 6b 2f 77 6c 61 6e 2f 
6d 6f 64 65 60 0a 0a 
57 4c 41 4e 5f 41 55 
54 48 4d 4f 44 45 5f 41 
50 3d 60 2f 75 73 72 2f 
73 62 69 6e 2f 61 6c 
6c 6e 65 74 2f 73 71 
6c 64 62 5f 72 65 61 
64 20 2f 73 79 73 2f 6e 
65 74 77 6f 72 6b 2f 77 
6c 61 6e 2f 61 70 2f 61 
75 74 68 6d 6f 64 65 
60 0a 43 48 41 4e 4e 
45 4c 5f 41 50 3d 60 2f 
75 73 72 2f 73 62 69 
6e 2f 61 6c 6c 6e 65 
74 2f 73 71 6c 64 62 5f 
72 65 61 64 20 2f 73 
79 73 2f 6e 65 74 77 6f 
72 6b 2f 77 6c 61 6e 2f 
61 70 2f 63 68 61 6e 
6e 65 6c 60 0a 45 4e 
43 4b 45 59 5f 41 50 
3d 60 2f 75 73 72 2f 73 
62 69 6e 2f 61 6c 6c 
6e 65 74 2f 73 71 6c 
64 62 

#!/bin/sh..WLAN_MODE=`/
usr/sbin/allnet/sqldb_read 
/sys/netwo
rk/wlan/mode`..WLAN_AU
THMODE_A
P=`/usr/sbin/allnet/sqldb_r
ead 
/sys/network/wlan/ap/auth
mode
`.CHANNEL_AP=`/usr/sbin
/allnet/sqldb_read 
/sys/network/wlan/
ap/channel`.ENCKEY_AP
=`/usr/sbin/allnet/sqldb

success or wait 1 4070F3 WriteFile
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\s
hadow

unknown 371 72 6f 6f 74 3a 72 75 47 
55 69 56 62 41 50 4a 
32 6e 51 3a 31 36 32 
32 33 3a 30 3a 39 39 
39 39 39 3a 37 3a 3a 
3a 0a 62 69 6e 3a 2a 
3a 31 30 39 33 33 3a 
30 3a 39 39 39 39 39 
3a 37 3a 3a 3a 0a 64 
61 65 6d 6f 6e 3a 2a 
3a 31 30 39 33 33 3a 
30 3a 39 39 39 39 39 
3a 37 3a 3a 3a 0a 61 
64 6d 3a 2a 3a 31 30 
39 33 33 3a 30 3a 39 
39 39 39 39 3a 37 3a 
3a 3a 0a 6c 70 3a 2a 
3a 31 30 39 33 33 3a 
30 3a 39 39 39 39 39 
3a 37 3a 3a 3a 0a 73 
79 6e 63 3a 2a 3a 31 
30 39 33 33 3a 30 3a 
39 39 39 39 39 3a 37 
3a 3a 3a 0a 73 68 75 
74 64 6f 77 6e 3a 2a 
3a 31 30 39 33 33 3a 
30 3a 39 39 39 39 39 
3a 37 3a 3a 3a 0a 68 
61 6c 74 3a 2a 3a 31 
30 39 33 33 3a 30 3a 
39 39 39 39 39 3a 37 
3a 3a 3a 0a 75 75 63 
70 3a 2a 3a 31 30 39 
33 33 3a 30 3a 39 39 
39 39 39 3a 37 3a 3a 
3a 0a 6f 70 65 72 61 
74 6f 

root:ruGUiVbAPJ2nQ:1622
3:0:999
99:7:::.bin:*:10933:0:99999
:7:
::.daemon:*:10933:0:99999
:7:::
.adm:*:10933:0:99999:7:::.l
p:*
:10933:0:99999:7:::.sync:*:
109
33:0:99999:7:::.shutdown:*
:109
33:0:99999:7:::.halt:*:1093
3:0
:99999:7:::.uucp:*:10933:0:
99999:7:::.operato

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\s
sl\certs\ca-certificates.crt

unknown 32768 23 23 0a 23 23 20 42 
75 6e 64 6c 65 20 6f 
66 20 43 41 20 52 6f 6f 
74 20 43 65 72 74 69 
66 69 63 61 74 65 73 
0a 23 23 0a 23 23 20 
43 65 72 74 69 66 69 
63 61 74 65 20 64 61 
74 61 20 66 72 6f 6d 
20 4d 6f 7a 69 6c 6c 
61 20 61 73 20 6f 66 
3a 20 57 65 64 20 4a 
61 6e 20 31 38 20 30 
34 3a 31 32 3a 30 35 
20 32 30 31 37 20 47 
4d 54 0a 23 23 0a 23 
23 20 54 68 69 73 20 
69 73 20 61 20 62 75 
6e 64 6c 65 20 6f 66 
20 58 2e 35 30 39 20 
63 65 72 74 69 66 69 
63 61 74 65 73 20 6f 
66 20 70 75 62 6c 69 
63 20 43 65 72 74 69 
66 69 63 61 74 65 20 
41 75 74 68 6f 72 69 
74 69 65 73 0a 23 23 
20 28 43 41 29 2e 20 
54 68 65 73 65 20 77 
65 72 65 20 61 75 74 
6f 6d 61 74 69 63 61 
6c 6c 79 20 65 78 74 
72 61 63 74 65 64 20 
66 72 6f 6d 20 4d 6f 7a 
69 6c 6c 61 27 73 20 
72 6f 6f 74 20 63 65 72 

##.## Bundle of CA Root 
Certificates.##.## 
Certificate data from 
Mozilla as of: Wed Jan 18 
04:12:05 2017 GMT.##.## 
This is a bundle of X.509 
certificates of public 
Certificate Authorities.## 
(CA). These were au
tomatically extracted from 
Mozilla's root cer

success or wait 5 4070F3 WriteFile
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\s
sl\certs\ca-certificates.crt

unknown 32768 39 32 71 67 51 6d 77 
4c 4f 4d 37 58 64 56 
41 79 6b 73 4c 66 0a 
4b 7a 41 69 53 4e 44 
56 51 54 67 6c 58 61 
54 70 58 5a 2f 47 6c 
48 58 51 52 66 30 77 
6c 30 4f 50 6b 4b 73 
4b 78 34 5a 7a 59 45 
70 70 4c 64 36 6c 65 
4e 63 47 32 6d 71 65 
53 7a 35 33 4f 69 41 
54 49 67 48 51 76 32 
69 65 59 32 42 72 0a 
4e 55 30 4c 62 62 71 
68 50 63 43 54 34 48 
38 6a 73 31 57 74 63 
69 56 4f 52 76 6e 53 
46 75 2b 77 5a 4d 45 
42 6e 75 6e 4b 6f 47 
71 59 44 73 2f 59 59 
50 49 76 53 62 6a 6b 
51 75 45 34 4e 52 62 
30 79 47 35 50 39 34 
46 57 36 4c 71 6a 0a 
76 69 4f 76 72 76 31 
76 41 2b 41 43 4f 7a 
42 32 2b 68 74 74 51 
63 38 42 73 65 6d 34 
79 57 62 30 32 79 62 
7a 4f 71 52 30 38 6b 
6b 6b 57 38 6d 77 30 
46 66 42 2b 6a 35 36 
34 5a 66 4a 0a 2d 2d 
2d 2d 2d 45 4e 44 20 
43 45 52 54 49 46 49 
43 41 54 

92qgQmwLOM7XdVAyksL
f.KzAiSNDVQ
TglXaTpXZ/GlHXQRf0wl0
OPkKsKx4Z
zYEppLd6leNcG2mqeSz5
3OiATIgHQv
2ieY2Br.NU0LbbqhPcCT4
H8js1Wtci
VORvnSFu+wZMEBnunKo
GqYDs/YYPIv
SbjkQuE4NRb0yG5P94F
W6Lqj.viOvr
v1vA+ACOzB2+httQc8Bse
m4yWb02yb
zOqR08kkkW8mw0FfB+j5
64ZfJ.-----END 
CERTIFICAT

success or wait 2 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\s
sl\certs\ca-certificates.crt

unknown 32545 75 50 71 72 74 64 33 
47 71 71 70 6d 57 52 
67 71 75 6a 75 77 71 
0a 55 52 61 77 58 73 
33 71 5a 77 51 63 57 
44 44 31 59 49 71 39 
70 72 31 4e 35 5a 61 
30 2f 45 4b 4a 41 57 
76 32 63 4d 68 51 4f 
51 77 74 31 57 62 5a 
79 4e 4b 7a 4d 72 63 
62 47 57 33 4c 4d 2f 
6e 66 70 65 59 56 68 
44 66 77 77 76 4a 6c 
0a 6c 70 4b 51 64 2f 
43 74 39 4a 44 70 45 
58 6a 58 6b 34 6e 41 
50 51 75 36 4b 66 54 
6f 6d 5a 31 79 6a 75 
32 64 4c 2b 36 53 66 
61 48 78 2f 31 32 36 
4d 32 43 46 59 76 34 
48 41 71 47 45 56 6b 
61 2b 6c 67 71 61 45 
39 63 68 54 4c 64 38 
0a 42 35 39 4f 54 6a 
2b 52 64 50 73 6e 6e 
52 48 4d 33 65 61 78 
79 6e 46 4e 45 78 63 
35 4a 73 55 70 49 53 
75 54 4b 57 71 57 2b 
71 74 42 34 55 75 32 
4e 51 76 41 6d 78 55 
3d 0a 2d 2d 2d 2d 2d 
45 4e 44 20 43 45 52 
54 49 46 49 43 41 54 
45 2d 2d 

uPqrtd3GqqpmWRgqujuwq
.URawXs3q
ZwQcWDD1YIq9pr1N5Za0
/EKJAWv2cM
hQOQwt1WbZyNKzMrcbG
W3LM/nfpeYV
hDfwwvJl.lpKQd/Ct9JDpE
XjXk4nAP
Qu6KfTomZ1yju2dL+6Sfa
Hx/126M2C
FYv4HAqGEVka+lgqaE9c
hTLd8.B59O
Tj+RdPsnnRHM3eaxynFN
Exc5JsUpIS
uTKWqW+qtB4Uu2NQvA
mxU=.-----END 
CERTIFICATE--

success or wait 1 4070F3 WriteFile
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\s
sl\misc\CA.pl

unknown 5679 23 21 2f 75 73 72 2f 62 
69 6e 2f 70 65 72 6c 
0a 23 0a 23 20 43 41 
20 2d 20 77 72 61 70 
70 65 72 20 61 72 6f 
75 6e 64 20 63 61 20 
74 6f 20 6d 61 6b 65 
20 69 74 20 65 61 73 
69 65 72 20 74 6f 20 
75 73 65 20 2e 2e 2e 
20 62 61 73 69 63 61 
6c 6c 79 20 63 61 20 
72 65 71 75 69 72 65 
73 0a 23 20 20 20 20 
20 20 73 6f 6d 65 20 
73 65 74 75 70 20 73 
74 75 66 66 20 74 6f 
20 62 65 20 64 6f 6e 
65 20 62 65 66 6f 72 
65 20 79 6f 75 20 63 
61 6e 20 75 73 65 20 
69 74 20 61 6e 64 20 
74 68 69 73 20 6d 61 
6b 65 73 0a 23 20 20 
20 20 20 20 74 68 69 
6e 67 73 20 65 61 73 
69 65 72 20 62 65 74 
77 65 65 6e 20 6e 6f 
77 20 61 6e 64 20 77 
68 65 6e 20 45 72 69 
63 20 69 73 20 63 6f 
6e 76 69 6e 63 65 64 
20 74 6f 20 66 69 78 
20 69 74 20 3a 2d 29 
0a 23 0a 23 20 43 41 
20 2d 6e 65 77 63 61 
20 2e 

#!/usr/bin/perl.#.# CA - 
wrapper around ca to 
make it easier to use ... 
basically ca requires.#      
some setup stuff to be 
done before you can use it 
and this makes.#      
things easier between now 
and when Eric is 
convinced to fix it :-).#.# 
CA -newca .

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\s
sl\misc\CA.sh

unknown 5175 23 21 2f 62 69 6e 2f 73 
68 0a 23 0a 23 20 43 
41 20 2d 20 77 72 61 
70 70 65 72 20 61 72 
6f 75 6e 64 20 63 61 
20 74 6f 20 6d 61 6b 
65 20 69 74 20 65 61 
73 69 65 72 20 74 6f 
20 75 73 65 20 2e 2e 
2e 20 62 61 73 69 63 
61 6c 6c 79 20 63 61 
20 72 65 71 75 69 72 
65 73 0a 23 20 20 20 
20 20 20 73 6f 6d 65 
20 73 65 74 75 70 20 
73 74 75 66 66 20 74 
6f 20 62 65 20 64 6f 6e 
65 20 62 65 66 6f 72 
65 20 79 6f 75 20 63 
61 6e 20 75 73 65 20 
69 74 20 61 6e 64 20 
74 68 69 73 20 6d 61 
6b 65 73 0a 23 20 20 
20 20 20 20 74 68 69 
6e 67 73 20 65 61 73 
69 65 72 20 62 65 74 
77 65 65 6e 20 6e 6f 
77 20 61 6e 64 20 77 
68 65 6e 20 45 72 69 
63 20 69 73 20 63 6f 
6e 76 69 6e 63 65 64 
20 74 6f 20 66 69 78 
20 69 74 20 3a 2d 29 
0a 23 0a 23 20 43 41 
20 2d 6e 65 77 63 61 
20 2e 2e 2e 20 77 69 
6c 

#!/bin/sh.#.# CA - wrapper 
around ca to make it easier 
to use ... basically ca 
requires.#      some setup 
stuff to be done before you 
can use it and this 
makes.#      things easier 
between now and when 
Eric is convinced to fix it :-
).#.# CA -newca ... wil

success or wait 1 4070F3 WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

Copyright Joe Security LLC 2021 Page 108 of 313



C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\s
sl\misc\c_hash

unknown 119 23 21 2f 62 69 6e 2f 73 
68 0a 23 20 70 72 69 
6e 74 20 6f 75 74 20 
74 68 65 20 68 61 73 
68 20 76 61 6c 75 65 
73 20 0a 23 0a 0a 66 
6f 72 20 69 20 69 6e 
20 24 2a 0a 64 6f 0a 
09 68 3d 60 6f 70 65 
6e 73 73 6c 20 78 35 
30 39 20 2d 68 61 73 
68 20 2d 6e 6f 6f 75 74 
20 2d 69 6e 20 24 69 
60 0a 09 65 63 68 6f 
20 22 24 68 2e 30 20 
3d 3e 20 24 69 22 0a 
64 6f 6e 65 0a 

#!/bin/sh.# print out the 
hash values .#..for i in 
$*.do..h=`openssl x509 -
hash -noout -in $i`..echo 
"$h.0 => $i".done.

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\s
sl\misc\c_info

unknown 152 23 21 2f 62 69 6e 2f 73 
68 0a 23 0a 23 20 70 
72 69 6e 74 20 74 68 
65 20 73 75 62 6a 65 
63 74 0a 23 0a 0a 66 
6f 72 20 69 20 69 6e 
20 24 2a 0a 64 6f 0a 
09 6e 3d 60 6f 70 65 
6e 73 73 6c 20 78 35 
30 39 20 2d 73 75 62 
6a 65 63 74 20 2d 69 
73 73 75 65 72 20 2d 
65 6e 64 64 61 74 65 
20 2d 6e 6f 6f 75 74 20 
2d 69 6e 20 24 69 60 
0a 09 65 63 68 6f 20 
22 24 69 22 0a 09 65 
63 68 6f 20 22 24 6e 
22 0a 09 65 63 68 6f 
20 22 2d 2d 2d 2d 2d 
2d 2d 2d 22 0a 64 6f 
6e 65 0a 

#!/bin/sh.#.# print the 
subject.#..for i in 
$*.do..n=`openssl x509 -
subject -issuer -enddate -
noout -in $i`..echo "$i"..
echo "$n"..echo "--------
".done.

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\s
sl\misc\c_issuer

unknown 112 23 21 2f 62 69 6e 2f 73 
68 0a 23 0a 23 20 70 
72 69 6e 74 20 6f 75 
74 20 74 68 65 20 69 
73 73 75 65 72 0a 23 
0a 0a 66 6f 72 20 69 
20 69 6e 20 24 2a 0a 
64 6f 0a 09 6e 3d 60 6f 
70 65 6e 73 73 6c 20 
78 35 30 39 20 2d 69 
73 73 75 65 72 20 2d 
6e 6f 6f 75 74 20 2d 69 
6e 20 24 69 60 0a 09 
65 63 68 6f 20 22 24 
69 09 24 6e 22 0a 64 
6f 6e 65 0a 

#!/bin/sh.#.# print out the 
issuer.#..for i in 
$*.do..n=`openssl x509 -
issuer -noout -in $i`..echo 
"$i.$n".done.

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\s
sl\misc\c_name

unknown 110 23 21 2f 62 69 6e 2f 73 
68 0a 23 0a 23 20 70 
72 69 6e 74 20 74 68 
65 20 73 75 62 6a 65 
63 74 0a 23 0a 0a 66 
6f 72 20 69 20 69 6e 
20 24 2a 0a 64 6f 0a 
09 6e 3d 60 6f 70 65 
6e 73 73 6c 20 78 35 
30 39 20 2d 73 75 62 
6a 65 63 74 20 2d 6e 
6f 6f 75 74 20 2d 69 6e 
20 24 69 60 0a 09 65 
63 68 6f 20 22 24 69 
09 24 6e 22 0a 64 6f 
6e 65 0a 

#!/bin/sh.#.# print the 
subject.#..for i in 
$*.do..n=`openssl x509 -
subject -noout -in $i`..echo 
"$i.$n".done.

success or wait 1 4070F3 WriteFile
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\s
sl\misc\tsget

unknown 6419 23 21 2f 75 73 72 2f 62 
69 6e 2f 70 65 72 6c 
20 2d 77 0a 23 20 57 
72 69 74 74 65 6e 20 
62 79 20 5a 6f 6c 74 
61 6e 20 47 6c 6f 7a 
69 6b 20 3c 7a 67 6c 
6f 7a 69 6b 40 73 74 6f 
6e 65 73 2e 63 6f 6d 
3e 2e 0a 23 20 43 6f 
70 79 72 69 67 68 74 
20 28 63 29 20 32 30 
30 32 20 54 68 65 20 
4f 70 65 6e 54 53 41 
20 50 72 6f 6a 65 63 
74 2e 20 20 41 6c 6c 
20 72 69 67 68 74 73 
20 72 65 73 65 72 76 
65 64 2e 0a 24 3a 3a 
76 65 72 73 69 6f 6e 
20 3d 20 27 24 49 64 
3a 20 74 73 67 65 74 
2c 76 20 31 2e 31 2e 
32 2e 32 20 32 30 30 
39 2f 30 39 2f 30 37 20 
31 37 3a 35 37 3a 30 
32 20 73 74 65 76 65 
20 45 78 70 20 24 27 
3b 0a 0a 75 73 65 20 
73 74 72 69 63 74 3b 
0a 75 73 65 20 49 4f 
3a 3a 48 61 6e 64 6c 
65 3b 0a 75 73 65 20 
47 65 74 6f 70 74 3a 
3a 53 74 64 3b 0a 75 
73 65 20 46 69 6c 65 

#!/usr/bin/perl -w.# Written 
by Zoltan Glozik 
<zglozik@stones.com>..# 
Copyright (c) 2002 The 
OpenTSA Project.  All right
s reserved..$::version = 
'$Id: tsget,v 1.1.2.2 
2009/09/07 17:57:02 steve 
Exp $';..use strict;.use 
IO::Handle;.use Getopt
::Std;.use File

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\s
sl\openssl.cnf

unknown 10819 23 0a 23 20 4f 70 65 
6e 53 53 4c 20 65 78 
61 6d 70 6c 65 20 63 
6f 6e 66 69 67 75 72 
61 74 69 6f 6e 20 66 
69 6c 65 2e 0a 23 20 
54 68 69 73 20 69 73 
20 6d 6f 73 74 6c 79 
20 62 65 69 6e 67 20 
75 73 65 64 20 66 6f 
72 20 67 65 6e 65 72 
61 74 69 6f 6e 20 6f 66 
20 63 65 72 74 69 66 
69 63 61 74 65 20 72 
65 71 75 65 73 74 73 
2e 0a 23 0a 0a 23 20 
54 68 69 73 20 64 65 
66 69 6e 69 74 69 6f 
6e 20 73 74 6f 70 73 
20 74 68 65 20 66 6f 
6c 6c 6f 77 69 6e 67 
20 6c 69 6e 65 73 20 
63 68 6f 6b 69 6e 67 
20 69 66 20 48 4f 4d 
45 20 69 73 6e 27 74 
0a 23 20 64 65 66 69 
6e 65 64 2e 0a 48 4f 
4d 45 09 09 09 3d 20 
2e 0a 52 41 4e 44 46 
49 4c 45 09 09 3d 20 
24 45 4e 56 3a 3a 48 
4f 4d 45 2f 2e 72 6e 64 
0a 0a 23 20 45 78 74 
72 61 20 4f 42 4a 45 
43 54 20 49 44 45 4e 
54 49 46 49 45 52 20 
69 

#.# OpenSSL example 
configuration file..# This is 
mostly being used for 
generation of certificate 
requests..#..# This de
finition stops the following l
ines choking if HOME 
isn't.# defined..HOME...= 
..RANDFILE..= 
$ENV::HOME/.rnd..# Extra 
OBJECT IDENTIFIER i

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\etc\s
upport

unknown 38 72 6f 6f 74 3a 7b 53 48 
41 7d 2b 75 43 58 4b 
77 62 61 4b 4b 67 6e 
2f 76 61 65 35 59 66 
67 33 33 44 30 6a 31 
67 3d 

root:
{SHA}+uCXKwbaKKgn/va
e5Yfg33D0j1g=

success or wait 1 4070F3 WriteFile
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\b
in\curl

unknown 32768 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 02 00 08 00 01 
00 00 00 b0 23 40 00 
34 00 00 00 ec ce 01 
00 07 10 00 70 34 00 
20 00 08 00 28 00 1c 
00 1b 00 06 00 00 00 
34 00 00 00 34 00 40 
00 34 00 40 00 00 01 
00 00 00 01 00 00 05 
00 00 00 04 00 00 00 
03 00 00 00 34 01 00 
00 34 01 40 00 34 01 
40 00 14 00 00 00 14 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
70 48 01 00 00 48 01 
40 00 48 01 40 00 18 
00 00 00 18 00 00 00 
04 00 00 00 04 00 00 
00 01 00 00 00 00 00 
00 00 00 00 40 00 00 
00 40 00 d4 a7 01 00 
d4 a7 01 00 05 00 00 
00 00 00 01 00 01 00 
00 00 d4 a7 01 00 d4 
a7 42 00 d4 a7 42 00 
5c 14 00 00 2c 15 00 
00 06 00 00 00 00 00 
01 00 02 00 00 00 60 
01 00 00 60 01 40 00 
60 01 40 00 f8 00 00 
00 f8 00 00 00 07 00 
00 00 04 00 00 00 51 
e5 74 64 00 00 00 00 
00 00 00 

.ELF.....................#@.4.

.........p4. ...(.........4...
4.@.4.@.....................4.
..4.@.4.@....................p
H...H.@.H.@...................
........@...@.................
..........B...B.\...,.........
......`...`.@.`.@.............
....Q.td.......

success or wait 2 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\b
in\curl

unknown 32768 0d 00 40 14 00 00 00 
00 0b 00 87 10 00 00 
00 00 0a 00 86 10 01 
00 a5 24 30 80 99 8f 
41 00 05 3c 0c 4a a5 
24 09 f8 20 03 21 20 
60 02 18 00 bc 8f 06 
00 00 10 00 00 00 00 
01 00 a5 24 00 00 a4 
80 00 00 00 00 e8 ff 80 
14 ff 00 83 30 98 00 64 
8e 00 00 00 00 07 00 
80 10 00 00 00 00 2c 
82 99 8f 00 00 00 00 
09 f8 20 03 00 00 00 
00 18 00 bc 8f 98 00 
60 ae 10 82 99 8f 00 
00 00 00 09 f8 20 03 
21 20 80 02 18 00 bc 
8f 30 01 00 10 98 00 
62 ae 7e 01 00 10 04 
00 7e a2 06 00 c0 13 
01 00 02 24 a4 01 a3 
8f 00 00 00 00 08 00 
62 a0 05 00 00 10 09 
00 62 a0 a4 01 a2 8f 
00 00 00 00 09 00 40 
a0 08 00 40 a0 a4 01 
a3 8f 00 00 00 00 04 
00 62 8c 00 00 00 00 
6d 01 41 04 01 00 c2 
3b 6b 01 00 10 04 00 
62 ac a4 01 a2 8f 68 
01 00 10 04 00 5e ac 
7c 80 99 8f 0c 01 a4 8f 
09 f8 20 03 21 28 80 

..@....................$0...A..
<.J.$.. .! `................$
...............0..d...........
..,......... ...........`........... .! 
......0.....b.~.....
~........$..........b.......b.
..........@...@...........b...
..m.A....;k.....b.....h.....^.
|......... .!(.

success or wait 1 4070F3 WriteFile
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\b
in\curl

unknown 21324 52 44 5d 20 20 53 65 
72 76 65 72 20 75 73 
65 72 20 61 6e 64 20 
70 61 73 73 77 6f 72 
64 00 00 00 20 20 20 
20 20 2d 2d 74 6c 73 
75 73 65 72 20 55 53 
45 52 20 20 54 4c 53 
20 75 73 65 72 6e 61 
6d 65 00 00 00 20 20 
20 20 20 2d 2d 74 6c 
73 70 61 73 73 77 6f 
72 64 20 53 54 52 49 
4e 47 20 20 54 4c 53 
20 70 61 73 73 77 6f 
72 64 00 20 20 20 20 
20 2d 2d 74 6c 73 61 
75 74 68 74 79 70 65 
20 53 54 52 49 4e 47 
20 20 54 4c 53 20 61 
75 74 68 65 6e 74 69 
63 61 74 69 6f 6e 20 
74 79 70 65 20 28 64 
65 66 61 75 6c 74 3a 
20 53 52 50 29 00 00 
00 20 2d 41 2c 20 2d 
2d 75 73 65 72 2d 61 
67 65 6e 74 20 53 54 
52 49 4e 47 20 20 53 
65 6e 64 20 55 73 65 
72 2d 41 67 65 6e 74 
20 53 54 52 49 4e 47 
20 74 6f 20 73 65 72 
76 65 72 20 28 48 29 
00 00 20 2d 76 2c 20 
2d 2d 76 65 72 62 6f 
73 65 20 

RD]  Server user and 
password...     --tlsuser 
USER  TLS username...     
--tlspassword STRING  
TLS password.     --tlsau
thtype STRING  TLS 
authentication type 
(default: SRP)... -A, --user-
agent STRING  Send Use
r-Agent STRING to server 
(H).. -v, --verbose 

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\b
in\openssl

unknown 32768 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 02 00 08 00 01 
00 00 00 00 ce 40 00 
34 00 00 00 40 48 08 
00 07 10 00 70 34 00 
20 00 08 00 28 00 1d 
00 1c 00 06 00 00 00 
34 00 00 00 34 00 40 
00 34 00 40 00 00 01 
00 00 00 01 00 00 05 
00 00 00 04 00 00 00 
03 00 00 00 34 01 00 
00 34 01 40 00 34 01 
40 00 14 00 00 00 14 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
70 48 01 00 00 48 01 
40 00 48 01 40 00 18 
00 00 00 18 00 00 00 
04 00 00 00 04 00 00 
00 01 00 00 00 00 00 
00 00 00 00 40 00 00 
00 40 00 34 e9 07 00 
34 e9 07 00 05 00 00 
00 00 00 01 00 01 00 
00 00 00 f0 07 00 00 f0 
48 00 00 f0 48 00 60 
38 00 00 10 49 00 00 
06 00 00 00 00 00 01 
00 02 00 00 00 60 01 
00 00 60 01 40 00 60 
01 40 00 00 01 00 00 
00 01 00 00 07 00 00 
00 04 00 00 00 51 e5 
74 64 00 00 00 00 00 
00 00 

.ELF......................@.4.

..@H.....p4. ...(.........4...
4.@.4.@.....................4.
..4.@.4.@....................p
H...H.@.H.@...................
........@...@.4...4...........
..........H...H.`8...I........
......`...`.@.`.@.............
....Q.td.......

success or wait 15 4070F3 WriteFile
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\b
in\openssl

unknown 32768 62 75 67 20 63 6f 6d 
70 61 74 69 62 69 6c 
69 74 79 00 00 00 2d 
6e 65 77 20 20 20 20 
20 20 20 20 20 20 2d 
20 4a 75 73 74 20 74 
69 6d 65 20 6e 65 77 
20 63 6f 6e 6e 65 63 
74 69 6f 6e 73 00 00 
00 2d 72 65 75 73 65 
20 20 20 20 20 20 20 
20 2d 20 4a 75 73 74 
20 74 69 6d 65 20 63 
6f 6e 6e 65 63 74 69 6f 
6e 20 72 65 75 73 65 
00 00 2d 77 77 77 20 
70 61 67 65 20 20 20 
20 20 2d 20 52 65 74 
72 69 65 76 65 20 27 
70 61 67 65 27 20 66 
72 6f 6d 20 74 68 65 
20 73 69 74 65 00 00 
00 53 53 4c 5f 43 49 
50 48 45 52 00 00 4e 
6f 20 43 49 50 48 45 
52 20 73 70 65 63 69 
66 69 65 64 0a 00 00 
00 00 43 6f 6c 6c 65 
63 74 69 6e 67 20 63 
6f 6e 6e 65 63 74 69 6f 
6e 20 73 74 61 74 69 
73 74 69 63 73 20 66 
6f 72 20 25 64 20 73 
65 63 6f 6e 64 73 0a 
00 00 00 00 47 45 54 
20 25 73 20 48 54 54 
50 

bug compatibility...-new      
    - Just time new 
connections...-reuse        - 
Just time connection 
reuse..-www page     - 
Retrieve 'page' from the s
ite...SSL_CIPHER..No 
CIPHER sp
ecified.....Collecting 
connection statistics for %d 
seconds.....GET %s HTTP

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\b
in\openssl

unknown 19656 5a 11 40 66 a2 76 7d 
31 fb 53 ef 50 b4 40 92 
31 56 86 53 7a e8 8b 
22 9a 49 fb 71 8f 83 3e 
88 e5 c5 89 73 ce 3b 
6c 01 49 bf b3 c7 9f 0a 
ea 44 91 e5 30 aa d9 
be 5b 5f b7 10 d7 89 
b7 8e 74 fb cf 29 1e eb 
a8 2c 54 51 b8 10 de 
a0 ce 2f cc 24 6b 90 
77 de a2 68 a6 52 12 
a2 03 9d 20 30 82 01 
3a 02 01 00 02 41 00 
d6 33 b9 c8 fb 4f 3c 7d 
c0 01 86 d0 e7 a0 55 
f2 95 93 cc 4f b7 5b 67 
5b 94 68 c9 34 15 de 
a5 2e 1c 33 c2 6e fc 
34 5e 71 13 b7 d6 ee 
d8 a5 65 05 72 87 a8 
b0 77 fe 57 f5 fc 5f 55 
83 87 dd 57 49 02 03 
01 00 01 02 41 00 a7 
f7 91 c5 0f 84 57 dc 07 
f7 6a 7f 60 52 b3 72 f1 
66 1f 7d 97 3b 9e b6 
0a 8f 8c cf 42 23 00 04 
d4 28 0e 1c 90 c4 11 
25 25 a5 93 a5 2f 70 
02 df 81 9c 49 03 a0 f8 
6d 54 2e 26 de aa 85 
59 a8 31 02 21 00 eb 
47 d7 3b f6 c3 dd 5a 
46 c5 b9 2b 9a a0 

Z.@f.v}1.S.P.@.1V.Sz..".I.
q..>....s.;l.I......D..0...[_.....
.t..)...,TQ...../.$k.w..h.R.... 
0..:....A..3...O<}......U....O.
[g[.h.4.....3.n.4^q......e.
r...w.W.._U...WI......A.......
W...j.`R.r.f.}.;......B#...(..
...%%.../p....I...mT.&...Y.1.!
..G.;...ZF..+..

success or wait 1 4070F3 WriteFile
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\b
in\php-cgi

unknown 32768 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 02 00 08 00 01 
00 00 00 50 5f 42 00 
34 00 00 00 6c 75 54 
00 07 10 00 70 34 00 
20 00 09 00 28 00 2a 
00 27 00 06 00 00 00 
34 00 00 00 34 00 40 
00 34 00 40 00 20 01 
00 00 20 01 00 00 05 
00 00 00 04 00 00 00 
03 00 00 00 54 01 00 
00 54 01 40 00 54 01 
40 00 14 00 00 00 14 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
70 68 01 00 00 68 01 
40 00 68 01 40 00 18 
00 00 00 18 00 00 00 
04 00 00 00 04 00 00 
00 01 00 00 00 00 00 
00 00 00 00 40 00 00 
00 40 00 54 25 4a 00 
54 25 4a 00 05 00 00 
00 00 00 01 00 01 00 
00 00 54 25 4a 00 54 
25 8b 00 54 25 8b 00 
e8 9b 05 00 ac 27 07 
00 06 00 00 00 00 00 
01 00 02 00 00 00 80 
01 00 00 80 01 40 00 
80 01 40 00 68 01 00 
00 68 01 00 00 07 00 
00 00 04 00 00 00 50 
e5 74 64 c0 24 4a 00 
c0 24 8a 

.ELF....................P_B.4.

..luT....p4. ...(.*.'.....4...
4.@.4.@. ... ...............T.
..T.@.T.@....................p
h...h.@.h.@...................
........@...@.T%J.T%J........
.....T%J.T%..T%.......'........
............@...@.h...h.......
....P.td.$J..$.

success or wait 161 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\b
in\php-cgi

unknown 32768 00 00 66 8c 04 00 67 
8c 0c 00 63 90 00 00 
46 ac 04 00 47 ac 0c 
00 43 a0 04 00 63 2c 
08 00 52 ac 0d 00 40 
a0 05 00 60 14 00 00 
02 ae 84 80 99 8f 09 f8 
20 03 21 20 40 00 38 
00 bc 8f bc 80 99 8f 09 
f8 20 03 00 00 04 8e 
38 00 bc 8f 00 00 02 
8e 18 01 24 8e fa 21 
12 08 34 00 05 24 1c 
01 82 8c 04 00 44 8c 
00 00 82 8c 0c 00 40 
10 04 81 99 8f 09 f8 20 
03 00 00 00 00 1c 01 
22 8e 38 00 bc 8f 14 
00 06 24 04 00 44 8c 
a8 a9 99 8f c4 83 85 8f 
09 f8 20 03 04 00 84 
24 38 00 bc 8f d0 83 
99 8f 09 f8 20 03 21 20 
00 02 1c 01 22 8e 04 
00 42 8c 00 00 03 8e 
00 00 43 ac 02 00 03 
24 ab 23 12 08 28 00 
43 ac 00 00 c4 8c 0c 
00 82 90 fc ff 43 24 02 
00 63 2c 92 01 60 10 
06 00 03 24 04 00 03 
24 50 00 a0 af 03 00 
43 14 4c 00 a0 af 43 
20 12 08 00 00 90 8c 
04 00 82 8c 38 00 59 
8c 09 f8 20 

..f...g...c...F...G...C...c,..
R...@...`........... .! @.8...
...... .....8.........$..!..4.
.$......D.......@....... .....
..".8......$..D........... ...
.$8......... .! ...."...B.....
..C....$.#..(.C...........C$..
c,..`....$...$P.....C.L...C ..
........8.Y... 

success or wait 24 4070F3 WriteFile
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\b
in\php-cgi

unknown 7122 5f 67 65 74 5f 6f 66 66 
73 65 74 00 45 56 50 
5f 43 49 50 48 45 52 5f 
43 54 58 5f 73 65 74 5f 
6b 65 79 5f 6c 65 6e 
67 74 68 00 73 74 72 
63 68 72 00 70 68 70 
5f 69 6d 61 67 65 5f 74 
79 70 65 5f 74 6f 5f 6d 
69 6d 65 5f 74 79 70 
65 00 6e 65 77 5f 4a 
53 4f 4e 5f 70 61 72 73 
65 72 00 70 68 70 5f 
6d 62 5f 72 65 67 65 
78 5f 67 6c 6f 62 61 6c 
73 5f 61 6c 6c 6f 63 00 
70 68 70 5f 64 61 74 
65 5f 67 65 74 5f 69 6d 
6d 75 74 61 62 6c 65 
5f 63 65 00 78 6d 6c 
46 72 65 65 40 40 4c 
49 42 58 4d 4c 32 5f 
32 2e 34 2e 33 30 00 
6f 6e 69 67 5f 6e 6f 64 
65 5f 6e 65 77 5f 61 6c 
74 00 78 6d 6c 46 72 
65 65 4e 6f 64 65 40 
40 4c 49 42 58 4d 4c 
32 5f 32 2e 34 2e 33 
30 00 73 74 72 74 6f 
6c 6c 00 5f 65 64 61 
74 61 00 54 4c 53 76 
31 5f 32 5f 63 6c 69 65 
6e 74 5f 6d 65 74 68 6f 
64 00 7a 65 

_get_offset.EVP_CIPHER
_CTX_set
_key_length.strchr.php_im
age_t
ype_to_mime_type.new_J
SON_pars
er.php_mb_regex_globals_
alloc.
php_date_get_immutable_
ce.xmlF
ree@@LIBXML2_2.4.30.o
nig_node_
new_alt.xmlFreeNode@@
LIBXML2_2
.4.30.strtoll._edata.TLSv1_
2_client_method.ze

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\l
ib\libcrypto.so

unknown 32768 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 03 00 08 00 01 
00 00 00 00 9a 03 00 
34 00 00 00 30 13 1c 
00 07 10 00 70 34 00 
20 00 07 00 28 00 1d 
00 1c 00 00 00 00 70 
14 01 00 00 14 01 00 
00 14 01 00 00 18 00 
00 00 18 00 00 00 04 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 2c 7b 18 00 2c 
7b 18 00 05 00 00 00 
00 00 01 00 01 00 00 
00 00 80 18 00 00 80 
19 00 00 80 19 00 c8 
52 01 00 d0 79 01 00 
06 00 00 00 00 00 01 
00 02 00 00 00 2c 01 
00 00 2c 01 00 00 2c 
01 00 00 00 01 00 00 
00 01 00 00 07 00 00 
00 04 00 00 00 50 e5 
74 64 10 7b 18 00 10 
7b 18 00 10 7b 18 00 
1c 00 00 00 1c 00 00 
00 04 00 00 00 04 00 
00 00 51 e5 74 64 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 07 00 
00 00 04 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 

.ELF........................4.

..0......p4. ...(........p....

........................................,
{..,{..............
.............R...y............
..,...,...,...................P.td.{...
{...{................
..Q.td........................
...............

success or wait 51 4070F3 WriteFile
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\l
ib\libcrypto.so

unknown 32768 5c 82 1a 00 03 00 00 
00 64 82 1a 00 03 00 
00 00 68 82 1a 00 03 
00 00 00 70 82 1a 00 
03 00 00 00 74 82 1a 
00 03 00 00 00 90 82 
1a 00 03 00 00 00 94 
82 1a 00 03 00 00 00 
a0 82 1a 00 03 00 00 
00 a4 82 1a 00 03 00 
00 00 b0 82 1a 00 03 
00 00 00 b4 82 1a 00 
03 00 00 00 b8 82 1a 
00 03 00 00 00 bc 82 
1a 00 03 00 00 00 c0 
82 1a 00 03 00 00 00 
c4 82 1a 00 03 00 00 
00 c8 82 1a 00 03 00 
00 00 cc 82 1a 00 03 
00 00 00 d0 82 1a 00 
03 00 00 00 d4 82 1a 
00 03 00 00 00 d8 82 
1a 00 03 00 00 00 dc 
82 1a 00 03 00 00 00 
e0 82 1a 00 03 00 00 
00 e4 82 1a 00 03 00 
00 00 e8 82 1a 00 03 
00 00 00 ec 82 1a 00 
03 00 00 00 f0 82 1a 
00 03 00 00 00 f4 82 
1a 00 03 00 00 00 f8 
82 1a 00 03 00 00 00 
fc 82 1a 00 03 00 00 
00 00 83 1a 00 03 00 
00 00 04 83 1a 00 03 
00 00 00 08 83 1a 00 
03 00 00 

\.......d.......h.......p.....
..t...........................
..............................
..............................
..............................
..............................
..............................
..............................
...............

success or wait 5 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\l
ib\libcrypto.so

unknown 6072 1d 00 00 00 1f 00 00 
00 1c 2d 15 00 00 00 
00 80 fc ff ff ff 00 00 00 
00 00 00 00 00 28 00 
00 00 1d 00 00 00 1f 
00 00 00 60 2d 15 00 
00 00 00 80 fc ff ff ff 00 
00 00 00 00 00 00 00 
28 00 00 00 1d 00 00 
00 1f 00 00 00 a4 2d 
15 00 00 00 00 80 fc ff 
ff ff 00 00 00 00 00 00 
00 00 28 00 00 00 1d 
00 00 00 1f 00 00 00 
e8 2d 15 00 00 00 07 
80 fc ff ff ff 00 00 00 00 
00 00 00 00 28 00 00 
00 1d 00 00 00 1f 00 
00 00 80 2e 15 00 00 
00 03 80 fc ff ff ff 00 00 
00 00 00 00 00 00 30 
00 00 00 1d 00 00 00 
1f 00 00 00 3c 2f 15 00 
00 00 ff c0 fc ff ff ff 00 
00 00 00 00 00 00 00 
40 00 00 00 1d 00 00 
00 1f 00 00 00 a8 31 
15 00 00 00 1f 80 fc ff 
ff ff 00 00 00 00 00 00 
00 00 30 00 00 00 1d 
00 00 00 1f 00 00 00 
70 33 15 00 00 00 1f 
80 fc ff ff ff 00 00 00 00 
00 00 00 00 30 00 00 

.........-..................(...........`-

..................(............-

..................(............-

..................
(.........................
......0...........</..........
........@............1........
..........0...........p3......
............0..

success or wait 1 4070F3 WriteFile

File Path Offset Length Value Ascii Completion Count
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\l
ib\libcrypto.so.1.0.0

unknown 32768 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 03 00 08 00 01 
00 00 00 00 9a 03 00 
34 00 00 00 30 13 1c 
00 07 10 00 70 34 00 
20 00 07 00 28 00 1d 
00 1c 00 00 00 00 70 
14 01 00 00 14 01 00 
00 14 01 00 00 18 00 
00 00 18 00 00 00 04 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 2c 7b 18 00 2c 
7b 18 00 05 00 00 00 
00 00 01 00 01 00 00 
00 00 80 18 00 00 80 
19 00 00 80 19 00 c8 
52 01 00 d0 79 01 00 
06 00 00 00 00 00 01 
00 02 00 00 00 2c 01 
00 00 2c 01 00 00 2c 
01 00 00 00 01 00 00 
00 01 00 00 07 00 00 
00 04 00 00 00 50 e5 
74 64 10 7b 18 00 10 
7b 18 00 10 7b 18 00 
1c 00 00 00 1c 00 00 
00 04 00 00 00 04 00 
00 00 51 e5 74 64 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 07 00 
00 00 04 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 

.ELF........................4.

..0......p4. ...(........p....

........................................,
{..,{..............
.............R...y............
..,...,...,...................P.td.{...
{...{................
..Q.td........................
...............

success or wait 51 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\l
ib\libcrypto.so.1.0.0

unknown 32768 5c 82 1a 00 03 00 00 
00 64 82 1a 00 03 00 
00 00 68 82 1a 00 03 
00 00 00 70 82 1a 00 
03 00 00 00 74 82 1a 
00 03 00 00 00 90 82 
1a 00 03 00 00 00 94 
82 1a 00 03 00 00 00 
a0 82 1a 00 03 00 00 
00 a4 82 1a 00 03 00 
00 00 b0 82 1a 00 03 
00 00 00 b4 82 1a 00 
03 00 00 00 b8 82 1a 
00 03 00 00 00 bc 82 
1a 00 03 00 00 00 c0 
82 1a 00 03 00 00 00 
c4 82 1a 00 03 00 00 
00 c8 82 1a 00 03 00 
00 00 cc 82 1a 00 03 
00 00 00 d0 82 1a 00 
03 00 00 00 d4 82 1a 
00 03 00 00 00 d8 82 
1a 00 03 00 00 00 dc 
82 1a 00 03 00 00 00 
e0 82 1a 00 03 00 00 
00 e4 82 1a 00 03 00 
00 00 e8 82 1a 00 03 
00 00 00 ec 82 1a 00 
03 00 00 00 f0 82 1a 
00 03 00 00 00 f4 82 
1a 00 03 00 00 00 f8 
82 1a 00 03 00 00 00 
fc 82 1a 00 03 00 00 
00 00 83 1a 00 03 00 
00 00 04 83 1a 00 03 
00 00 00 08 83 1a 00 
03 00 00 

\.......d.......h.......p.....
..t...........................
..............................
..............................
..............................
..............................
..............................
..............................
...............

success or wait 5 4070F3 WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\l
ib\libcrypto.so.1.0.0

unknown 6072 1d 00 00 00 1f 00 00 
00 1c 2d 15 00 00 00 
00 80 fc ff ff ff 00 00 00 
00 00 00 00 00 28 00 
00 00 1d 00 00 00 1f 
00 00 00 60 2d 15 00 
00 00 00 80 fc ff ff ff 00 
00 00 00 00 00 00 00 
28 00 00 00 1d 00 00 
00 1f 00 00 00 a4 2d 
15 00 00 00 00 80 fc ff 
ff ff 00 00 00 00 00 00 
00 00 28 00 00 00 1d 
00 00 00 1f 00 00 00 
e8 2d 15 00 00 00 07 
80 fc ff ff ff 00 00 00 00 
00 00 00 00 28 00 00 
00 1d 00 00 00 1f 00 
00 00 80 2e 15 00 00 
00 03 80 fc ff ff ff 00 00 
00 00 00 00 00 00 30 
00 00 00 1d 00 00 00 
1f 00 00 00 3c 2f 15 00 
00 00 ff c0 fc ff ff ff 00 
00 00 00 00 00 00 00 
40 00 00 00 1d 00 00 
00 1f 00 00 00 a8 31 
15 00 00 00 1f 80 fc ff 
ff ff 00 00 00 00 00 00 
00 00 30 00 00 00 1d 
00 00 00 1f 00 00 00 
70 33 15 00 00 00 1f 
80 fc ff ff ff 00 00 00 00 
00 00 00 00 30 00 00 

.........-..................(...........`-

..................(............-

..................(............-

..................
(.........................
......0...........</..........
........@............1........
..........0...........p3......
............0..

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\l
ib\libcurl.so

unknown 32768 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 03 00 08 00 01 
00 00 00 b0 3c 00 00 
34 00 00 00 1c 08 06 
00 07 10 00 70 34 00 
20 00 07 00 28 00 1c 
00 1b 00 00 00 00 70 
14 01 00 00 14 01 00 
00 14 01 00 00 18 00 
00 00 18 00 00 00 04 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 cc 9a 05 00 cc 
9a 05 00 05 00 00 00 
00 00 01 00 01 00 00 
00 00 a0 05 00 00 a0 
06 00 00 a0 06 00 1c 
13 00 00 40 15 00 00 
06 00 00 00 00 00 01 
00 02 00 00 00 2c 01 
00 00 2c 01 00 00 2c 
01 00 00 08 01 00 00 
08 01 00 00 07 00 00 
00 04 00 00 00 50 e5 
74 64 a8 9a 05 00 a8 
9a 05 00 a8 9a 05 00 
24 00 00 00 24 00 00 
00 04 00 00 00 04 00 
00 00 51 e5 74 64 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 07 00 
00 00 04 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 

.ELF.....................<..4.

.........p4. ...(........p....

..............................

..............................

................@.............

..,...,...,...................
P.td............$...$.........
..Q.td........................
...............

success or wait 12 4070F3 WriteFile

File Path Offset Length Value Ascii Completion Count
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Address Symbol
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\l
ib\libcurl.so

unknown 3196 00 00 03 80 fc ff ff ff 00 
00 00 00 00 00 00 00 
28 00 00 00 1d 00 00 
00 1f 00 00 00 e4 ed 
04 00 00 00 01 80 fc ff 
ff ff 00 00 00 00 00 00 
00 00 20 00 00 00 1d 
00 00 00 1f 00 00 00 
04 ef 04 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 1d 00 00 00 
1f 00 00 00 0c ef 04 00 
00 00 07 80 fc ff ff ff 00 
00 00 00 00 00 00 00 
28 00 00 00 1d 00 00 
00 1f 00 00 00 a4 ef 04 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
1d 00 00 00 1f 00 00 
00 c0 ef 04 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 1d 00 00 
00 1f 00 00 00 dc ef 04 
00 00 00 ff c0 fc ff ff ff 
00 00 00 00 00 00 00 
00 40 00 00 00 1d 00 
00 00 1f 00 00 00 6c f1 
04 00 00 00 0f 80 fc ff 
ff ff 00 00 00 00 00 00 
00 00 38 00 00 00 1d 
00 00 00 1f 00 00 00 f0 
f1 04 

................(.............

.................. ...........

..............................

......................(.......

..............................

..............................

............................@.

..........l...................
8..............

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\l
ib\libcurl.so.4

unknown 32768 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 03 00 08 00 01 
00 00 00 b0 3c 00 00 
34 00 00 00 1c 08 06 
00 07 10 00 70 34 00 
20 00 07 00 28 00 1c 
00 1b 00 00 00 00 70 
14 01 00 00 14 01 00 
00 14 01 00 00 18 00 
00 00 18 00 00 00 04 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 cc 9a 05 00 cc 
9a 05 00 05 00 00 00 
00 00 01 00 01 00 00 
00 00 a0 05 00 00 a0 
06 00 00 a0 06 00 1c 
13 00 00 40 15 00 00 
06 00 00 00 00 00 01 
00 02 00 00 00 2c 01 
00 00 2c 01 00 00 2c 
01 00 00 08 01 00 00 
08 01 00 00 07 00 00 
00 04 00 00 00 50 e5 
74 64 a8 9a 05 00 a8 
9a 05 00 a8 9a 05 00 
24 00 00 00 24 00 00 
00 04 00 00 00 04 00 
00 00 51 e5 74 64 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 07 00 
00 00 04 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 

.ELF.....................<..4.

.........p4. ...(........p....

..............................

..............................

................@.............

..,...,...,...................
P.td............$...$.........
..Q.td........................
...............

success or wait 12 4070F3 WriteFile

File Path Offset Length Value Ascii Completion Count
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\l
ib\libcurl.so.4

unknown 3196 00 00 03 80 fc ff ff ff 00 
00 00 00 00 00 00 00 
28 00 00 00 1d 00 00 
00 1f 00 00 00 e4 ed 
04 00 00 00 01 80 fc ff 
ff ff 00 00 00 00 00 00 
00 00 20 00 00 00 1d 
00 00 00 1f 00 00 00 
04 ef 04 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 1d 00 00 00 
1f 00 00 00 0c ef 04 00 
00 00 07 80 fc ff ff ff 00 
00 00 00 00 00 00 00 
28 00 00 00 1d 00 00 
00 1f 00 00 00 a4 ef 04 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
1d 00 00 00 1f 00 00 
00 c0 ef 04 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 1d 00 00 
00 1f 00 00 00 dc ef 04 
00 00 00 ff c0 fc ff ff ff 
00 00 00 00 00 00 00 
00 40 00 00 00 1d 00 
00 00 1f 00 00 00 6c f1 
04 00 00 00 0f 80 fc ff 
ff ff 00 00 00 00 00 00 
00 00 38 00 00 00 1d 
00 00 00 1f 00 00 00 f0 
f1 04 

................(.............

.................. ...........

..............................

......................(.......

..............................

..............................

............................@.

..........l...................
8..............

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\l
ib\libcurl.so.4.3.0

unknown 32768 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 03 00 08 00 01 
00 00 00 b0 3c 00 00 
34 00 00 00 1c 08 06 
00 07 10 00 70 34 00 
20 00 07 00 28 00 1c 
00 1b 00 00 00 00 70 
14 01 00 00 14 01 00 
00 14 01 00 00 18 00 
00 00 18 00 00 00 04 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 cc 9a 05 00 cc 
9a 05 00 05 00 00 00 
00 00 01 00 01 00 00 
00 00 a0 05 00 00 a0 
06 00 00 a0 06 00 1c 
13 00 00 40 15 00 00 
06 00 00 00 00 00 01 
00 02 00 00 00 2c 01 
00 00 2c 01 00 00 2c 
01 00 00 08 01 00 00 
08 01 00 00 07 00 00 
00 04 00 00 00 50 e5 
74 64 a8 9a 05 00 a8 
9a 05 00 a8 9a 05 00 
24 00 00 00 24 00 00 
00 04 00 00 00 04 00 
00 00 51 e5 74 64 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 07 00 
00 00 04 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 

.ELF.....................<..4.

.........p4. ...(........p....

..............................

..............................

................@.............

..,...,...,...................
P.td............$...$.........
..Q.td........................
...............

success or wait 12 4070F3 WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\l
ib\libcurl.so.4.3.0

unknown 3196 00 00 03 80 fc ff ff ff 00 
00 00 00 00 00 00 00 
28 00 00 00 1d 00 00 
00 1f 00 00 00 e4 ed 
04 00 00 00 01 80 fc ff 
ff ff 00 00 00 00 00 00 
00 00 20 00 00 00 1d 
00 00 00 1f 00 00 00 
04 ef 04 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 1d 00 00 00 
1f 00 00 00 0c ef 04 00 
00 00 07 80 fc ff ff ff 00 
00 00 00 00 00 00 00 
28 00 00 00 1d 00 00 
00 1f 00 00 00 a4 ef 04 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
1d 00 00 00 1f 00 00 
00 c0 ef 04 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 1d 00 00 
00 1f 00 00 00 dc ef 04 
00 00 00 ff c0 fc ff ff ff 
00 00 00 00 00 00 00 
00 40 00 00 00 1d 00 
00 00 1f 00 00 00 6c f1 
04 00 00 00 0f 80 fc ff 
ff ff 00 00 00 00 00 00 
00 00 38 00 00 00 1d 
00 00 00 1f 00 00 00 f0 
f1 04 

................(.............

.................. ...........

..............................

......................(.......

..............................

..............................

............................@.

..........l...................
8..............

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\l
ib\libmcrypt.so.4.4.8

unknown 32768 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 03 00 08 00 01 
00 00 00 00 22 00 00 
34 00 00 00 d8 a8 02 
00 07 10 00 70 34 00 
20 00 06 00 28 00 19 
00 18 00 00 00 00 70 
f4 00 00 00 f4 00 00 
00 f4 00 00 00 18 00 
00 00 18 00 00 00 04 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 24 51 02 00 24 
51 02 00 05 00 00 00 
00 00 01 00 01 00 00 
00 24 51 02 00 24 51 
03 00 24 51 03 00 5c 
22 00 00 1c 7c 00 00 
06 00 00 00 00 00 01 
00 02 00 00 00 0c 01 
00 00 0c 01 00 00 0c 
01 00 00 d0 00 00 00 
d0 00 00 00 07 00 00 
00 04 00 00 00 51 e5 
74 64 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 07 00 00 00 10 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 04 00 00 00 00 
00 00 b2 00 00 00 00 
00 00 00 

.ELF....................."..4.

.........p4. ...(........p....

..............................

..........$Q..$Q..............
$Q..$Q..$Q..\"...|............
..............................
Q.td..........................
..............................
...............

success or wait 5 4070F3 WriteFile

File Path Offset Length Value Ascii Completion Count
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Address Symbol
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\l
ib\libmcrypt.so.4.4.8

unknown 11456 a4 65 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 1d 00 00 00 
1f 00 00 00 ac 65 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
1d 00 00 00 1f 00 00 
00 b4 65 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 1d 00 00 
00 1f 00 00 00 bc 65 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 1d 00 00 00 1f 00 
00 00 d4 65 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 1d 00 
00 00 1f 00 00 00 dc 
65 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 1d 00 00 00 1f 
00 00 00 f0 65 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 1d 
00 00 00 1f 00 00 00 f8 
65 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 1d 00 00 00 1f 
00 00 

.e............................

...e..........................

.....e........................

.......e......................

.........e....................

...........e..................

.............e................

...............e..............

...............

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\l
ib\libpcre.so.1.2.5

unknown 32768 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 03 00 08 00 01 
00 00 00 60 0b 00 00 
34 00 00 00 14 7b 01 
00 07 10 00 70 34 00 
20 00 06 00 28 00 18 
00 17 00 00 00 00 70 
f4 00 00 00 f4 00 00 
00 f4 00 00 00 18 00 
00 00 18 00 00 00 04 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 b4 71 01 00 b4 
71 01 00 05 00 00 00 
00 00 01 00 01 00 00 
00 b4 71 01 00 b4 71 
02 00 b4 71 02 00 f4 
00 00 00 2c 01 00 00 
06 00 00 00 00 00 01 
00 02 00 00 00 0c 01 
00 00 0c 01 00 00 0c 
01 00 00 d0 00 00 00 
d0 00 00 00 07 00 00 
00 04 00 00 00 51 e5 
74 64 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 07 00 00 00 10 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 04 00 00 00 00 
00 00 b2 00 00 00 00 
00 00 00 

.ELF....................`...4....
{.....p4. ...(........p....
..............................
...........q...q..............
.q...q...q......,.............
..............................
Q.td..........................
..............................
...............

success or wait 1 4070F3 WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\l
ib\libpcre.so.1.2.5

unknown 32768 9c 11 a4 8f 08 12 a2 af 
00 40 84 34 65 ff 00 10 
9c 11 a4 af 2c 80 85 8f 
98 80 99 8f 21 20 60 
02 74 5f a5 24 09 f8 20 
03 03 00 06 24 04 00 
40 14 40 00 bc 8f 05 
00 31 26 52 03 00 10 
10 00 02 3c 2c 80 85 
8f 98 80 99 8f 21 20 60 
02 78 5f a5 24 09 f8 20 
03 03 00 06 24 04 00 
40 14 40 00 bc 8f 05 
00 31 26 47 03 00 10 
20 00 02 3c 98 80 99 
8f 21 20 60 02 21 28 
c0 03 09 f8 20 03 05 
00 06 24 04 00 40 14 
40 00 bc 8f 07 00 31 
26 3d 03 00 10 30 00 
02 3c 2c 80 82 8f 98 
80 99 8f 21 20 60 02 
84 5f 45 24 09 f8 20 03 
04 00 06 24 04 00 40 
14 40 00 bc 8f 06 00 
31 26 32 03 00 10 40 
00 02 3c 2c 80 85 8f 
98 80 99 8f 21 20 60 
02 90 5f a5 24 09 f8 20 
03 08 00 06 24 04 00 
40 14 40 00 bc 8f 0a 
00 31 26 27 03 00 10 
50 00 02 3c 2c 80 85 
8f 98 80 99 8f 21 20 60 
02 8c 5f a5 24 09 f8 20 

.........@.4e.......,.......! 
`.t_.$.. ....$..@.@.....1&R...
...<,.......! `.x_.$.. ....$..
@.@.....1&G... ..<....! `.!(.... 
....$..@.@.....1&=...0..<,.
......! `.._E$.. ....$..@.@...
..1&2...@..<,.......! `.._.$.. 
....$..@.@.....1&'...P..<,...
....! `.._.$.. 

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\l
ib\libpcre.so.1.2.5

unknown 32468 01 00 73 26 07 f6 00 
10 02 00 de 26 01 00 
d7 92 02 00 c2 92 00 
ba 17 00 25 b8 e2 02 
03 00 d6 26 21 10 e0 
02 1c 00 00 10 21 20 
00 00 01 00 04 24 01 
00 d7 92 02 00 c2 92 
00 ba 17 00 25 b8 e2 
02 28 00 02 24 04 00 
a2 12 00 00 00 00 35 
00 a5 3a 02 00 00 10 
01 00 a5 2c 01 00 05 
24 03 00 d6 26 22 00 
00 10 21 10 00 00 01 
00 d6 26 03 00 00 10 
21 10 00 00 01 00 d6 
26 01 00 02 24 ff 7f 17 
3c 04 00 00 10 ff ff f7 
36 01 00 d6 26 21 10 
00 00 01 00 17 24 01 
00 04 24 14 00 00 10 
21 28 00 00 2e 00 a5 
2e 2e 00 02 24 21 00 
04 24 0a 20 45 00 2c 
80 86 8f 2c 80 82 8f 23 
20 a4 02 48 65 42 24 
3c 65 c6 24 21 10 82 
00 01 00 85 30 21 20 
86 00 01 00 d6 26 00 
00 97 80 03 00 e0 16 
00 00 42 80 ff 7f 17 3c 
ff ff f7 36 21 20 00 00 
2e 00 b5 2e 01 00 de 
26 00 00 d4 92 76 00 
a0 16 01 00 06 

..s&.......&............%.....

.&!.......! .....$............%...
(..$........5..:.......,..
.$...&"...!......&....!......&
...$...<.......6...&!......$..
.$....!(.........$!..$. E.,...,...# 
..HeB$<e.$!......0! ....
.&..........B....<...6! ......
...&....v......

success or wait 1 4070F3 WriteFile

File Path Offset Length Value Ascii Completion Count
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Address Symbol
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\l
ib\libpcrecpp.so.0.0.1

unknown 32608 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 03 00 08 00 01 
00 00 00 10 28 00 00 
34 00 00 00 00 7b 00 
00 07 10 00 70 34 00 
20 00 07 00 28 00 1c 
00 1b 00 00 00 00 70 
14 01 00 00 14 01 00 
00 14 01 00 00 18 00 
00 00 18 00 00 00 04 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 84 6c 00 00 84 
6c 00 00 05 00 00 00 
00 00 01 00 01 00 00 
00 84 6c 00 00 84 6c 
01 00 84 6c 01 00 34 
02 00 00 8c 02 00 00 
06 00 00 00 00 00 01 
00 02 00 00 00 2c 01 
00 00 2c 01 00 00 2c 
01 00 00 18 01 00 00 
18 01 00 00 07 00 00 
00 04 00 00 00 50 e5 
74 64 f0 5e 00 00 f0 5e 
00 00 f0 5e 00 00 cc 
02 00 00 cc 02 00 00 
04 00 00 00 04 00 00 
00 51 e5 74 64 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 07 00 00 
00 10 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 

.ELF.....................(..4....
{.....p4. ...(........p....
..............................
...........l...l..............
.l...l...l..4.................
..,...,...,...................
P.td.^...^...^................
..Q.td........................
...............

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\l
ib\libpcreposix.so.0.0.3

unknown 6280 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 03 00 08 00 01 
00 00 00 50 07 00 00 
34 00 00 00 c8 14 00 
00 07 10 00 70 34 00 
20 00 06 00 28 00 18 
00 17 00 00 00 00 70 
f4 00 00 00 f4 00 00 
00 f4 00 00 00 18 00 
00 00 18 00 00 00 04 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 74 12 00 00 74 
12 00 00 05 00 00 00 
00 00 01 00 01 00 00 
00 74 12 00 00 74 12 
01 00 74 12 01 00 c4 
00 00 00 ec 00 00 00 
06 00 00 00 00 00 01 
00 02 00 00 00 0c 01 
00 00 0c 01 00 00 0c 
01 00 00 e0 00 00 00 
e0 00 00 00 07 00 00 
00 04 00 00 00 51 e5 
74 64 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 07 00 00 00 10 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 04 00 00 00 00 
00 00 b2 00 00 00 00 
00 00 00 

.ELF....................P...4.

.........p4. ...(........p....

..............................

..........t...t...............
t...t...t.....................
..............................
Q.td..........................
..............................
...............

success or wait 1 4070F3 WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\l
ib\libssl.so

unknown 32768 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 03 00 08 00 01 
00 00 00 30 ca 00 00 
34 00 00 00 f8 16 06 
00 07 10 00 70 34 00 
20 00 06 00 28 00 1b 
00 1a 00 00 00 00 70 
f4 00 00 00 f4 00 00 
00 f4 00 00 00 18 00 
00 00 18 00 00 00 04 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 4c 78 05 00 4c 
78 05 00 05 00 00 00 
00 00 01 00 01 00 00 
00 4c 78 05 00 4c 78 
06 00 4c 78 06 00 18 
50 00 00 b4 50 00 00 
06 00 00 00 00 00 01 
00 02 00 00 00 0c 01 
00 00 0c 01 00 00 0c 
01 00 00 08 01 00 00 
08 01 00 00 07 00 00 
00 04 00 00 00 51 e5 
74 64 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 07 00 00 00 04 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 04 00 00 00 00 
00 00 b2 00 00 00 00 
00 00 00 

.ELF....................0...4.

.........p4. ...(........p....

..............................

..........Lx..Lx..............
Lx..Lx..Lx...P...P............
..............................
Q.td..........................
..............................
...............

success or wait 12 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\l
ib\libssl.so

unknown 6960 1f 00 00 00 44 fd 03 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 1d 
00 00 00 1f 00 00 00 
64 fd 03 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 1d 00 00 00 
1f 00 00 00 84 fd 03 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 1d 
00 00 00 1f 00 00 00 
a4 fd 03 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 1d 00 00 00 
1f 00 00 00 c4 fd 03 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 1d 
00 00 00 1f 00 00 00 
e4 fd 03 00 00 00 07 
80 fc ff ff ff 00 00 00 00 
00 00 00 00 28 00 00 
00 1d 00 00 00 1f 00 
00 00 6c fe 03 00 00 
00 07 80 fc ff ff ff 00 00 
00 00 00 00 00 00 28 
00 00 00 1d 00 00 00 
1f 00 00 00 f4 fe 03 00 
00 00 07 80 fc ff ff ff 00 
00 00 00 00 00 00 00 
20 01 00 00 1d 00 00 

....D.........................

......d.......................

..............................

..............................

..............................

..................................
(...........l...................
(............................... ......

success or wait 1 4070F3 WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\l
ib\libssl.so.1.0.0

unknown 32768 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 03 00 08 00 01 
00 00 00 30 ca 00 00 
34 00 00 00 f8 16 06 
00 07 10 00 70 34 00 
20 00 06 00 28 00 1b 
00 1a 00 00 00 00 70 
f4 00 00 00 f4 00 00 
00 f4 00 00 00 18 00 
00 00 18 00 00 00 04 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 4c 78 05 00 4c 
78 05 00 05 00 00 00 
00 00 01 00 01 00 00 
00 4c 78 05 00 4c 78 
06 00 4c 78 06 00 18 
50 00 00 b4 50 00 00 
06 00 00 00 00 00 01 
00 02 00 00 00 0c 01 
00 00 0c 01 00 00 0c 
01 00 00 08 01 00 00 
08 01 00 00 07 00 00 
00 04 00 00 00 51 e5 
74 64 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 07 00 00 00 04 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 04 00 00 00 00 
00 00 b2 00 00 00 00 
00 00 00 

.ELF....................0...4.

.........p4. ...(........p....

..............................

..........Lx..Lx..............
Lx..Lx..Lx...P...P............
..............................
Q.td..........................
..............................
...............

success or wait 12 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\l
ib\libssl.so.1.0.0

unknown 6960 1f 00 00 00 44 fd 03 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 1d 
00 00 00 1f 00 00 00 
64 fd 03 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 1d 00 00 00 
1f 00 00 00 84 fd 03 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 1d 
00 00 00 1f 00 00 00 
a4 fd 03 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 1d 00 00 00 
1f 00 00 00 c4 fd 03 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 1d 
00 00 00 1f 00 00 00 
e4 fd 03 00 00 00 07 
80 fc ff ff ff 00 00 00 00 
00 00 00 00 28 00 00 
00 1d 00 00 00 1f 00 
00 00 6c fe 03 00 00 
00 07 80 fc ff ff ff 00 00 
00 00 00 00 00 00 28 
00 00 00 1d 00 00 00 
1f 00 00 00 f4 fe 03 00 
00 00 07 80 fc ff ff ff 00 
00 00 00 00 00 00 00 
20 01 00 00 1d 00 00 

....D.........................

......d.......................

..............................

..............................

..............................

..................................
(...........l...................
(............................... ......

success or wait 1 4070F3 WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\l
ib\lighttpd\mod_access.so

unknown 5664 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 03 00 08 00 01 
00 00 00 b0 06 00 00 
34 00 00 00 60 12 00 
00 07 10 00 70 34 00 
20 00 06 00 28 00 18 
00 17 00 00 00 00 70 
f4 00 00 00 f4 00 00 
00 f4 00 00 00 18 00 
00 00 18 00 00 00 04 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 70 0f 00 00 70 0f 
00 00 05 00 00 00 00 
00 01 00 01 00 00 00 
00 10 00 00 00 10 01 
00 00 10 01 00 b4 00 
00 00 e0 00 00 00 06 
00 00 00 00 00 01 00 
02 00 00 00 0c 01 00 
00 0c 01 00 00 0c 01 
00 00 d0 00 00 00 d0 
00 00 00 07 00 00 00 
04 00 00 00 51 e5 74 
64 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
07 00 00 00 10 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 04 00 00 00 00 00 
00 b2 00 00 00 00 00 
00 00 

.ELF........................4.

..`......p4. ...(........p....

..............................

..........p...p...............

..............................

..............................
Q.td..........................
..............................
...............

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\l
ib\lighttpd\mod_accesslog.so

unknown 13552 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 03 00 08 00 01 
00 00 00 f0 0a 00 00 
34 00 00 00 30 31 00 
00 07 10 00 70 34 00 
20 00 06 00 28 00 18 
00 17 00 00 00 00 70 
f4 00 00 00 f4 00 00 
00 f4 00 00 00 18 00 
00 00 18 00 00 00 04 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 f4 2d 00 00 f4 2d 
00 00 05 00 00 00 00 
00 01 00 01 00 00 00 
f4 2d 00 00 f4 2d 01 00 
f4 2d 01 00 50 01 00 
00 7c 01 00 00 06 00 
00 00 00 00 01 00 02 
00 00 00 0c 01 00 00 
0c 01 00 00 0c 01 00 
00 d0 00 00 00 d0 00 
00 00 07 00 00 00 04 
00 00 00 51 e5 74 64 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 07 
00 00 00 10 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
04 00 00 00 00 00 00 
b2 00 00 00 00 00 00 
00 

.ELF........................4.

..01.....p4. ...(........p....

.........................................-

...-...............-...-...-

..P...|.............

..............................
Q.td..........................
..............................
...............

success or wait 1 4070F3 WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\l
ib\lighttpd\mod_alias.so

unknown 5996 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 03 00 08 00 01 
00 00 00 20 07 00 00 
34 00 00 00 ac 13 00 
00 07 10 00 70 34 00 
20 00 06 00 28 00 18 
00 17 00 00 00 00 70 
f4 00 00 00 f4 00 00 
00 f4 00 00 00 18 00 
00 00 18 00 00 00 04 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 44 11 00 00 44 
11 00 00 05 00 00 00 
00 00 01 00 01 00 00 
00 44 11 00 00 44 11 
01 00 44 11 01 00 bc 
00 00 00 dc 00 00 00 
06 00 00 00 00 00 01 
00 02 00 00 00 0c 01 
00 00 0c 01 00 00 0c 
01 00 00 d0 00 00 00 
d0 00 00 00 07 00 00 
00 04 00 00 00 51 e5 
74 64 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 07 00 00 00 10 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 04 00 00 00 00 
00 00 b2 00 00 00 00 
00 00 00 

.ELF.................... ...4.

.........p4. ...(........p....

..............................

..........D...D...............
D...D...D.....................
..............................
Q.td..........................
..............................
...............

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\l
ib\lighttpd\mod_auth.so

unknown 25580 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 03 00 08 00 01 
00 00 00 d0 0e 00 00 
34 00 00 00 2c 60 00 
00 07 10 00 70 34 00 
20 00 06 00 28 00 18 
00 17 00 00 00 00 70 
f4 00 00 00 f4 00 00 
00 f4 00 00 00 18 00 
00 00 18 00 00 00 04 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 94 5a 00 00 94 
5a 00 00 05 00 00 00 
00 00 01 00 01 00 00 
00 94 5a 00 00 94 5a 
01 00 94 5a 01 00 cc 
02 00 00 ec 02 00 00 
06 00 00 00 00 00 01 
00 02 00 00 00 0c 01 
00 00 0c 01 00 00 0c 
01 00 00 e8 00 00 00 
e8 00 00 00 07 00 00 
00 04 00 00 00 51 e5 
74 64 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 07 00 00 00 10 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 04 00 00 00 00 
00 00 b2 00 00 00 00 
00 00 00 

.ELF........................4.

..,`.....p4. ...(........p....

..............................

...........Z...Z..............

.Z...Z...Z....................

..............................
Q.td..........................
..............................
...............

success or wait 1 4070F3 WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\l
ib\lighttpd\mod_cgi.so

unknown 20480 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 03 00 08 00 01 
00 00 00 70 0f 00 00 
34 00 00 00 40 4c 00 
00 07 10 00 70 34 00 
20 00 06 00 28 00 18 
00 17 00 00 00 00 70 
f4 00 00 00 f4 00 00 
00 f4 00 00 00 18 00 
00 00 18 00 00 00 04 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 c4 47 00 00 c4 
47 00 00 05 00 00 00 
00 00 01 00 01 00 00 
00 c4 47 00 00 c4 47 
01 00 c4 47 01 00 b0 
01 00 00 dc 01 00 00 
06 00 00 00 00 00 01 
00 02 00 00 00 0c 01 
00 00 0c 01 00 00 0c 
01 00 00 d0 00 00 00 
d0 00 00 00 07 00 00 
00 04 00 00 00 51 e5 
74 64 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 07 00 00 00 10 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 04 00 00 00 00 
00 00 b2 00 00 00 00 
00 00 00 

.ELF....................p...4.

..@L.....p4. ...(........p....

..............................

...........G...G..............

.G...G...G....................

..............................
Q.td..........................
..............................
...............

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\l
ib\lighttpd\mod_cml.so

unknown 7576 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 03 00 08 00 01 
00 00 00 b0 07 00 00 
34 00 00 00 d8 19 00 
00 07 10 00 70 34 00 
20 00 06 00 28 00 18 
00 17 00 00 00 00 70 
f4 00 00 00 f4 00 00 
00 f4 00 00 00 18 00 
00 00 18 00 00 00 04 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 bc 16 00 00 bc 
16 00 00 05 00 00 00 
00 00 01 00 01 00 00 
00 bc 16 00 00 bc 16 
01 00 bc 16 01 00 f0 
00 00 00 14 01 00 00 
06 00 00 00 00 00 01 
00 02 00 00 00 0c 01 
00 00 0c 01 00 00 0c 
01 00 00 d8 00 00 00 
d8 00 00 00 07 00 00 
00 04 00 00 00 51 e5 
74 64 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 07 00 00 00 10 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 04 00 00 00 00 
00 00 b2 00 00 00 00 
00 00 00 

.ELF........................4.

.........p4. ...(........p....

..............................

..............................

..............................

..............................
Q.td..........................
..............................
...............

success or wait 1 4070F3 WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\l
ib\lighttpd\mod_compress.so

unknown 8532 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 03 00 08 00 01 
00 00 00 80 09 00 00 
34 00 00 00 94 1d 00 
00 07 10 00 70 34 00 
20 00 06 00 28 00 18 
00 17 00 00 00 00 70 
f4 00 00 00 f4 00 00 
00 f4 00 00 00 18 00 
00 00 18 00 00 00 04 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 c0 1a 00 00 c0 
1a 00 00 05 00 00 00 
00 00 01 00 01 00 00 
00 c0 1a 00 00 c0 1a 
01 00 c0 1a 01 00 28 
01 00 00 50 01 00 00 
06 00 00 00 00 00 01 
00 02 00 00 00 0c 01 
00 00 0c 01 00 00 0c 
01 00 00 d0 00 00 00 
d0 00 00 00 07 00 00 
00 04 00 00 00 51 e5 
74 64 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 07 00 00 00 10 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 04 00 00 00 00 
00 00 b2 00 00 00 00 
00 00 00 

.ELF........................4.

.........p4. ...(........p....

..............................

..........................................
(...P.............
..............................
Q.td..........................
..............................
...............

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\l
ib\lighttpd\mod_dirlisting.so

unknown 16560 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 03 00 08 00 01 
00 00 00 50 0c 00 00 
34 00 00 00 f0 3c 00 
00 07 10 00 70 34 00 
20 00 06 00 28 00 18 
00 17 00 00 00 00 70 
f4 00 00 00 f4 00 00 
00 f4 00 00 00 18 00 
00 00 18 00 00 00 04 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 0c 39 00 00 0c 
39 00 00 05 00 00 00 
00 00 01 00 01 00 00 
00 0c 39 00 00 0c 39 
01 00 0c 39 01 00 f8 
01 00 00 24 02 00 00 
06 00 00 00 00 00 01 
00 02 00 00 00 0c 01 
00 00 0c 01 00 00 0c 
01 00 00 e0 00 00 00 
e0 00 00 00 07 00 00 
00 04 00 00 00 51 e5 
74 64 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 07 00 00 00 10 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 04 00 00 00 00 
00 00 b2 00 00 00 00 
00 00 00 

.ELF....................P...4....
<.....p4. ...(........p....
..............................
...........9...9..............
.9...9...9......$.............
..............................
Q.td..........................
..............................
...............

success or wait 1 4070F3 WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\l
ib\lighttpd\mod_evasive.so

unknown 5672 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 03 00 08 00 01 
00 00 00 80 06 00 00 
34 00 00 00 68 12 00 
00 07 10 00 70 34 00 
20 00 06 00 28 00 18 
00 17 00 00 00 00 70 
f4 00 00 00 f4 00 00 
00 f4 00 00 00 18 00 
00 00 18 00 00 00 04 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 70 0f 00 00 70 0f 
00 00 05 00 00 00 00 
00 01 00 01 00 00 00 
00 10 00 00 00 10 01 
00 00 10 01 00 bc 00 
00 00 e0 00 00 00 06 
00 00 00 00 00 01 00 
02 00 00 00 0c 01 00 
00 0c 01 00 00 0c 01 
00 00 d0 00 00 00 d0 
00 00 00 07 00 00 00 
04 00 00 00 51 e5 74 
64 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
07 00 00 00 10 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 04 00 00 00 00 00 
00 b2 00 00 00 00 00 
00 00 

.ELF........................4.

..h......p4. ...(........p....

..............................

..........p...p...............

..............................

..............................
Q.td..........................
..............................
...............

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\l
ib\lighttpd\mod_evhost.so

unknown 7784 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 03 00 08 00 01 
00 00 00 10 09 00 00 
34 00 00 00 a8 1a 00 
00 07 10 00 70 34 00 
20 00 06 00 28 00 18 
00 17 00 00 00 00 70 
f4 00 00 00 f4 00 00 
00 f4 00 00 00 18 00 
00 00 18 00 00 00 04 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 14 18 00 00 14 
18 00 00 05 00 00 00 
00 00 01 00 01 00 00 
00 14 18 00 00 14 18 
01 00 14 18 01 00 e8 
00 00 00 0c 01 00 00 
06 00 00 00 00 00 01 
00 02 00 00 00 0c 01 
00 00 0c 01 00 00 0c 
01 00 00 d0 00 00 00 
d0 00 00 00 07 00 00 
00 04 00 00 00 51 e5 
74 64 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 07 00 00 00 10 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 04 00 00 00 00 
00 00 b2 00 00 00 00 
00 00 00 

.ELF........................4.

.........p4. ...(........p....

..............................

..............................

..............................

..............................
Q.td..........................
..............................
...............

success or wait 1 4070F3 WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\l
ib\lighttpd\mod_expire.so

unknown 8256 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 03 00 08 00 01 
00 00 00 a0 08 00 00 
34 00 00 00 80 1c 00 
00 07 10 00 70 34 00 
20 00 06 00 28 00 18 
00 17 00 00 00 00 70 
f4 00 00 00 f4 00 00 
00 f4 00 00 00 18 00 
00 00 18 00 00 00 04 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 dc 19 00 00 dc 
19 00 00 05 00 00 00 
00 00 01 00 01 00 00 
00 dc 19 00 00 dc 19 
01 00 dc 19 01 00 d8 
00 00 00 04 01 00 00 
06 00 00 00 00 00 01 
00 02 00 00 00 0c 01 
00 00 0c 01 00 00 0c 
01 00 00 d0 00 00 00 
d0 00 00 00 07 00 00 
00 04 00 00 00 51 e5 
74 64 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 07 00 00 00 10 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 04 00 00 00 00 
00 00 b2 00 00 00 00 
00 00 00 

.ELF........................4.

.........p4. ...(........p....

..............................

..............................

..............................

..............................
Q.td..........................
..............................
...............

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\l
ib\lighttpd\mod_extforward.so

unknown 9200 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 03 00 08 00 01 
00 00 00 50 09 00 00 
34 00 00 00 30 20 00 
00 07 10 00 70 34 00 
20 00 06 00 28 00 18 
00 17 00 00 00 00 70 
f4 00 00 00 f4 00 00 
00 f4 00 00 00 18 00 
00 00 18 00 00 00 04 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 44 1d 00 00 44 
1d 00 00 05 00 00 00 
00 00 01 00 01 00 00 
00 44 1d 00 00 44 1d 
01 00 44 1d 01 00 00 
01 00 00 2c 01 00 00 
06 00 00 00 00 00 01 
00 02 00 00 00 0c 01 
00 00 0c 01 00 00 0c 
01 00 00 d0 00 00 00 
d0 00 00 00 07 00 00 
00 04 00 00 00 51 e5 
74 64 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 07 00 00 00 10 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 04 00 00 00 00 
00 00 b2 00 00 00 00 
00 00 00 

.ELF....................P...4...0 

.....p4. ...(........p....

..............................

..........D...D...............
D...D...D.......,.............
..............................
Q.td..........................
..............................
...............

success or wait 1 4070F3 WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\l
ib\lighttpd\mod_fastcgi.so

unknown 32768 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 03 00 08 00 01 
00 00 00 d0 14 00 00 
34 00 00 00 f4 b7 00 
00 07 10 00 70 34 00 
20 00 06 00 28 00 18 
00 17 00 00 00 00 70 
f4 00 00 00 f4 00 00 
00 f4 00 00 00 18 00 
00 00 18 00 00 00 04 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 c4 ac 00 00 c4 
ac 00 00 05 00 00 00 
00 00 01 00 01 00 00 
00 00 b0 00 00 00 b0 
01 00 00 b0 01 00 48 
03 00 00 70 03 00 00 
06 00 00 00 00 00 01 
00 02 00 00 00 0c 01 
00 00 0c 01 00 00 0c 
01 00 00 d0 00 00 00 
d0 00 00 00 07 00 00 
00 04 00 00 00 51 e5 
74 64 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 07 00 00 00 10 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 04 00 00 00 00 
00 00 b2 00 00 00 00 
00 00 00 

.ELF........................4.

.........p4. ...(........p....

..............................

..............................

............H...p.............

..............................
Q.td..........................
..............................
...............

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\l
ib\lighttpd\mod_fastcgi.so

unknown 15284 60 81 99 8f 21 20 e0 
02 d8 a8 a5 24 09 f8 
20 03 21 30 c0 03 20 
00 40 10 40 00 bc 8f 
84 81 99 8f 74 01 04 
8e 09 f8 20 03 01 00 
05 24 21 38 40 00 06 
00 40 14 40 00 bc 8f 
88 80 99 8f 09 f8 20 03 
00 00 00 00 40 00 bc 
8f 21 38 40 00 04 00 
e4 8c 58 80 99 8f 21 
30 c0 03 21 28 e0 02 
09 f8 20 03 8c 00 a7 af 
40 00 bc 8f 8c 00 a7 8f 
21 28 80 02 68 81 99 
8f 09 f8 20 03 20 00 e4 
8c 40 00 bc 8f 8c 00 
a7 8f 74 01 04 8e 7c 
81 99 8f 09 f8 20 03 21 
28 e0 00 40 00 bc 8f fc 
ff de 27 0b 00 c2 2f 4a 
01 40 10 2c 80 82 8f 
80 f0 1e 00 8c ac 42 
24 0a f0 5e 7c 21 f0 dc 
03 08 00 c0 03 00 00 
00 00 2c 80 85 8f 60 
81 99 8f 21 20 e0 02 
e0 a8 a5 24 09 f8 20 
03 04 00 06 24 3c 01 
40 14 40 00 bc 8f fc 00 
02 8e 12 00 00 10 08 
00 42 34 2c 80 85 8f 
60 81 99 8f 21 20 e0 
02 d8 a8 a5 24 09 f8 
20 

`...! .....$.. .!0.. .@.@.....
..t..... ....$!8@...@.@......... 
.....@...!8@.....X...!0..!(.... 
.....@.......!(..h..... . 
...@.......t...|..... .!(..@.
.....'.../J.@.,.........B$..^|
!...........,...`...! .....$.. 
....$<.@.@.............B4,...
`...! .....$.. 

success or wait 1 4070F3 WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\l
ib\lighttpd\mod_flv_streaming.so

unknown 7080 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 03 00 08 00 01 
00 00 00 30 09 00 00 
34 00 00 00 e8 17 00 
00 07 10 00 70 34 00 
20 00 06 00 28 00 18 
00 17 00 00 00 00 70 
f4 00 00 00 f4 00 00 
00 f4 00 00 00 18 00 
00 00 18 00 00 00 04 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 54 15 00 00 54 
15 00 00 05 00 00 00 
00 00 01 00 01 00 00 
00 54 15 00 00 54 15 
01 00 54 15 01 00 e8 
00 00 00 0c 01 00 00 
06 00 00 00 00 00 01 
00 02 00 00 00 0c 01 
00 00 0c 01 00 00 0c 
01 00 00 d0 00 00 00 
d0 00 00 00 07 00 00 
00 04 00 00 00 51 e5 
74 64 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 07 00 00 00 10 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 04 00 00 00 00 
00 00 b2 00 00 00 00 
00 00 00 

.ELF....................0...4.

.........p4. ...(........p....

..............................

..........T...T...............
T...T...T.....................
..............................
Q.td..........................
..............................
...............

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\l
ib\lighttpd\mod_indexfile.so

unknown 6344 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 03 00 08 00 01 
00 00 00 a0 07 00 00 
34 00 00 00 08 15 00 
00 07 10 00 70 34 00 
20 00 06 00 28 00 18 
00 17 00 00 00 00 70 
f4 00 00 00 f4 00 00 
00 f4 00 00 00 18 00 
00 00 18 00 00 00 04 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 8c 12 00 00 8c 
12 00 00 05 00 00 00 
00 00 01 00 01 00 00 
00 8c 12 00 00 8c 12 
01 00 8c 12 01 00 d0 
00 00 00 f4 00 00 00 
06 00 00 00 00 00 01 
00 02 00 00 00 0c 01 
00 00 0c 01 00 00 0c 
01 00 00 d0 00 00 00 
d0 00 00 00 07 00 00 
00 04 00 00 00 51 e5 
74 64 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 07 00 00 00 10 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 04 00 00 00 00 
00 00 b2 00 00 00 00 
00 00 00 

.ELF........................4.

.........p4. ...(........p....

..............................

..............................

..............................

..............................
Q.td..........................
..............................
...............

success or wait 1 4070F3 WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\l
ib\lighttpd\mod_magnet.so

unknown 3180 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 03 00 08 00 01 
00 00 00 f0 04 00 00 
34 00 00 00 24 09 00 
00 07 10 00 70 34 00 
20 00 06 00 28 00 15 
00 14 00 00 00 00 70 
f4 00 00 00 f4 00 00 
00 f4 00 00 00 18 00 
00 00 18 00 00 00 04 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 b4 07 00 00 b4 
07 00 00 05 00 00 00 
00 00 01 00 01 00 00 
00 b4 07 00 00 b4 07 
01 00 b4 07 01 00 60 
00 00 00 8c 00 00 00 
06 00 00 00 00 00 01 
00 02 00 00 00 0c 01 
00 00 0c 01 00 00 0c 
01 00 00 d8 00 00 00 
d8 00 00 00 07 00 00 
00 04 00 00 00 51 e5 
74 64 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 07 00 00 00 10 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 04 00 00 00 00 
00 00 b2 00 00 00 00 
00 00 00 

.ELF........................4.

..$......p4. ...(........p....

..............................

..............................

............`.................

..............................
Q.td..........................
..............................
...............

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\l
ib\lighttpd\mod_mysql_vhost.so

unknown 3492 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 03 00 08 00 01 
00 00 00 40 05 00 00 
34 00 00 00 0c 0a 00 
00 07 10 00 70 34 00 
20 00 06 00 28 00 17 
00 16 00 00 00 00 70 
f4 00 00 00 f4 00 00 
00 f4 00 00 00 18 00 
00 00 18 00 00 00 04 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 80 08 00 00 80 
08 00 00 05 00 00 00 
00 00 01 00 01 00 00 
00 80 08 00 00 80 08 
01 00 80 08 01 00 68 
00 00 00 90 00 00 00 
06 00 00 00 00 00 01 
00 02 00 00 00 0c 01 
00 00 0c 01 00 00 0c 
01 00 00 d0 00 00 00 
d0 00 00 00 07 00 00 
00 04 00 00 00 51 e5 
74 64 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 07 00 00 00 10 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 04 00 00 00 00 
00 00 b2 00 00 00 00 
00 00 00 

.ELF....................@...4.

.........p4. ...(........p....

..............................

..............................

............h.................

..............................
Q.td..........................
..............................
...............

success or wait 1 4070F3 WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\l
ib\lighttpd\mod_proxy.so

unknown 19668 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 03 00 08 00 01 
00 00 00 30 0f 00 00 
34 00 00 00 14 49 00 
00 07 10 00 70 34 00 
20 00 06 00 28 00 18 
00 17 00 00 00 00 70 
f4 00 00 00 f4 00 00 
00 f4 00 00 00 18 00 
00 00 18 00 00 00 04 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 b4 44 00 00 b4 
44 00 00 05 00 00 00 
00 00 01 00 01 00 00 
00 b4 44 00 00 b4 44 
01 00 b4 44 01 00 d4 
01 00 00 fc 01 00 00 
06 00 00 00 00 00 01 
00 02 00 00 00 0c 01 
00 00 0c 01 00 00 0c 
01 00 00 d0 00 00 00 
d0 00 00 00 07 00 00 
00 04 00 00 00 51 e5 
74 64 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 07 00 00 00 10 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 04 00 00 00 00 
00 00 b2 00 00 00 00 
00 00 00 

.ELF....................0...4.

...I.....p4. ...(........p....

..............................

...........D...D..............

.D...D...D....................

..............................
Q.td..........................
..............................
...............

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\l
ib\lighttpd\mod_redirect.so

unknown 7696 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 03 00 08 00 01 
00 00 00 60 09 00 00 
34 00 00 00 50 1a 00 
00 07 10 00 70 34 00 
20 00 06 00 28 00 18 
00 17 00 00 00 00 70 
f4 00 00 00 f4 00 00 
00 f4 00 00 00 18 00 
00 00 18 00 00 00 04 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 b8 17 00 00 b8 
17 00 00 05 00 00 00 
00 00 01 00 01 00 00 
00 b8 17 00 00 b8 17 
01 00 b8 17 01 00 ec 
00 00 00 18 01 00 00 
06 00 00 00 00 00 01 
00 02 00 00 00 0c 01 
00 00 0c 01 00 00 0c 
01 00 00 e0 00 00 00 
e0 00 00 00 07 00 00 
00 04 00 00 00 51 e5 
74 64 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 07 00 00 00 10 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 04 00 00 00 00 
00 00 b2 00 00 00 00 
00 00 00 

.ELF....................`...4.

..P......p4. ...(........p....

..............................

..............................

..............................

..............................
Q.td..........................
..............................
...............

success or wait 1 4070F3 WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\l
ib\lighttpd\mod_rewrite.so

unknown 10080 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 03 00 08 00 01 
00 00 00 70 09 00 00 
34 00 00 00 a0 23 00 
00 07 10 00 70 34 00 
20 00 06 00 28 00 18 
00 17 00 00 00 00 70 
f4 00 00 00 f4 00 00 
00 f4 00 00 00 18 00 
00 00 18 00 00 00 04 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 b8 1f 00 00 b8 1f 
00 00 05 00 00 00 00 
00 01 00 01 00 00 00 
00 20 00 00 00 20 01 
00 00 20 01 00 34 01 
00 00 60 01 00 00 06 
00 00 00 00 00 01 00 
02 00 00 00 0c 01 00 
00 0c 01 00 00 0c 01 
00 00 e0 00 00 00 e0 
00 00 00 07 00 00 00 
04 00 00 00 51 e5 74 
64 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
07 00 00 00 10 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 04 00 00 00 00 00 
00 b2 00 00 00 00 00 
00 00 

.ELF....................p...4.

...#.....p4. ...(........p....

..............................

............................... ... ... 

..4...`.............

..............................
Q.td..........................
..............................
...............

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\l
ib\lighttpd\mod_rrdtool.so

unknown 15832 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 03 00 08 00 01 
00 00 00 90 09 00 00 
34 00 00 00 18 3a 00 
00 07 10 00 70 34 00 
20 00 06 00 28 00 18 
00 17 00 00 00 00 70 
f4 00 00 00 f4 00 00 
00 f4 00 00 00 18 00 
00 00 18 00 00 00 04 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 7c 34 00 00 7c 
34 00 00 05 00 00 00 
00 00 01 00 01 00 00 
00 7c 34 00 00 7c 34 
01 00 7c 34 01 00 50 
01 00 00 74 01 00 00 
06 00 00 00 00 00 01 
00 02 00 00 00 0c 01 
00 00 0c 01 00 00 0c 
01 00 00 d0 00 00 00 
d0 00 00 00 07 00 00 
00 04 00 00 00 51 e5 
74 64 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 07 00 00 00 10 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 04 00 00 00 00 
00 00 b2 00 00 00 00 
00 00 00 

.ELF........................4.

...:.....p4. ...(........p....

..............................

..........|4..|4..............
|4..|4..|4..P...t.............
..............................
Q.td..........................
..............................
...............

success or wait 1 4070F3 WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\l
ib\lighttpd\mod_scgi.so

unknown 32768 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 03 00 08 00 01 
00 00 00 d0 12 00 00 
34 00 00 00 c0 87 00 
00 07 10 00 70 34 00 
20 00 06 00 28 00 18 
00 17 00 00 00 00 70 
f4 00 00 00 f4 00 00 
00 f4 00 00 00 18 00 
00 00 18 00 00 00 04 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 b4 80 00 00 b4 
80 00 00 05 00 00 00 
00 00 01 00 01 00 00 
00 b4 80 00 00 b4 80 
01 00 b4 80 01 00 e0 
02 00 00 0c 03 00 00 
06 00 00 00 00 00 01 
00 02 00 00 00 0c 01 
00 00 0c 01 00 00 0c 
01 00 00 d0 00 00 00 
d0 00 00 00 07 00 00 
00 04 00 00 00 51 e5 
74 64 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 07 00 00 00 10 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 04 00 00 00 00 
00 00 b2 00 00 00 00 
00 00 00 

.ELF........................4.

.........p4. ...(........p....

..............................

..............................

..............................

..............................
Q.td..........................
..............................
...............

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\l
ib\lighttpd\mod_scgi.so

unknown 2944 6f 72 00 00 28 6e 6f 20 
73 63 67 69 20 70 72 
6f 63 65 73 73 20 6f 6e 
20 68 6f 73 74 3a 20 
00 00 2c 20 70 6f 72 
74 3a 20 00 00 00 00 
20 3f 29 00 66 63 67 
69 3a 20 67 6f 74 20 
61 20 46 44 45 56 45 
4e 54 5f 45 52 52 2e 
20 44 6f 6e 27 74 20 
6b 6e 6f 77 20 77 68 
79 2e 00 00 00 00 73 
63 67 69 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 54 45 
fe ff dc 46 fe ff 50 49 fe 
ff 7c 56 fe ff 88 5b fe ff 
84 63 fe ff 08 62 fe ff 
b0 63 fe ff 08 62 fe ff f8 
63 fe ff 08 62 fe ff 24 
64 fe ff 08 62 fe ff 08 
62 fe ff 08 62 fe ff 70 
64 fe ff 00 00 00 00 ff ff 
ff ff 00 00 00 00 ff ff ff 
ff 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 18 76 00 00 00 
00 00 00 06 00 00 00 
02 00 00 00 28 78 00 
00 00 00 00 00 02 00 
00 00 02 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 

or..(no scgi process on 
host: .., port: .... ?).fcgi: got 
a FDEVENT_ERR. Don't 
know why...
..scgi................TE...F..
PI..|V...[...c...b...c...b...c
...b..$d...b...b...b..pd......
.............................v
..............(x..............
...............

success or wait 1 4070F3 WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\l
ib\lighttpd\mod_secdownload.so

unknown 7536 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 03 00 08 00 01 
00 00 00 f0 08 00 00 
34 00 00 00 b0 19 00 
00 07 10 00 70 34 00 
20 00 06 00 28 00 18 
00 17 00 00 00 00 70 
f4 00 00 00 f4 00 00 
00 f4 00 00 00 18 00 
00 00 18 00 00 00 04 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 dc 16 00 00 dc 
16 00 00 05 00 00 00 
00 00 01 00 01 00 00 
00 dc 16 00 00 dc 16 
01 00 dc 16 01 00 08 
01 00 00 34 01 00 00 
06 00 00 00 00 00 01 
00 02 00 00 00 0c 01 
00 00 0c 01 00 00 0c 
01 00 00 d0 00 00 00 
d0 00 00 00 07 00 00 
00 04 00 00 00 51 e5 
74 64 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 07 00 00 00 10 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 04 00 00 00 00 
00 00 b2 00 00 00 00 
00 00 00 

.ELF........................4.

.........p4. ...(........p....

..............................

..............................

................4.............

..............................
Q.td..........................
..............................
...............

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\l
ib\lighttpd\mod_setenv.so

unknown 6232 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 03 00 08 00 01 
00 00 00 30 07 00 00 
34 00 00 00 98 14 00 
00 07 10 00 70 34 00 
20 00 06 00 28 00 18 
00 17 00 00 00 00 70 
f4 00 00 00 f4 00 00 
00 f4 00 00 00 18 00 
00 00 18 00 00 00 04 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 fc 11 00 00 fc 11 
00 00 05 00 00 00 00 
00 01 00 01 00 00 00 
fc 11 00 00 fc 11 01 00 
fc 11 01 00 d0 00 00 
00 f4 00 00 00 06 00 
00 00 00 00 01 00 02 
00 00 00 0c 01 00 00 
0c 01 00 00 0c 01 00 
00 d0 00 00 00 d0 00 
00 00 07 00 00 00 04 
00 00 00 51 e5 74 64 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 07 
00 00 00 10 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
04 00 00 00 00 00 00 
b2 00 00 00 00 00 00 
00 

.ELF....................0...4.

.........p4. ...(........p....

..............................

..............................

..............................

..............................
Q.td..........................
..............................
...............

success or wait 1 4070F3 WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\l
ib\lighttpd\mod_simple_vhost.so

unknown 7408 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 03 00 08 00 01 
00 00 00 10 08 00 00 
34 00 00 00 30 19 00 
00 07 10 00 70 34 00 
20 00 06 00 28 00 18 
00 17 00 00 00 00 70 
f4 00 00 00 f4 00 00 
00 f4 00 00 00 18 00 
00 00 18 00 00 00 04 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 68 16 00 00 68 
16 00 00 05 00 00 00 
00 00 01 00 01 00 00 
00 68 16 00 00 68 16 
01 00 68 16 01 00 fc 
00 00 00 28 01 00 00 
06 00 00 00 00 00 01 
00 02 00 00 00 0c 01 
00 00 0c 01 00 00 0c 
01 00 00 d0 00 00 00 
d0 00 00 00 07 00 00 
00 04 00 00 00 51 e5 
74 64 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 07 00 00 00 10 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 04 00 00 00 00 
00 00 b2 00 00 00 00 
00 00 00 

.ELF........................4.

..0......p4. ...(........p....

..............................

..........h...h...............
h...h...h.......(.............
..............................
Q.td..........................
..............................
...............

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\l
ib\lighttpd\mod_ssi.so

unknown 24696 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 03 00 08 00 01 
00 00 00 c0 12 00 00 
34 00 00 00 b8 5c 00 
00 07 10 00 70 34 00 
20 00 06 00 28 00 18 
00 17 00 00 00 00 70 
f4 00 00 00 f4 00 00 
00 f4 00 00 00 18 00 
00 00 18 00 00 00 04 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 d4 56 00 00 d4 
56 00 00 05 00 00 00 
00 00 01 00 01 00 00 
00 d4 56 00 00 d4 56 
01 00 d4 56 01 00 98 
02 00 00 cc 02 00 00 
06 00 00 00 00 00 01 
00 02 00 00 00 0c 01 
00 00 0c 01 00 00 0c 
01 00 00 e0 00 00 00 
e0 00 00 00 07 00 00 
00 04 00 00 00 51 e5 
74 64 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 07 00 00 00 10 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 04 00 00 00 00 
00 00 b2 00 00 00 00 
00 00 00 

.ELF........................4.

...\.....p4. ...(........p....

..............................

...........V...V..............

.V...V...V....................

..............................
Q.td..........................
..............................
...............

success or wait 1 4070F3 WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\l
ib\lighttpd\mod_staticfile.so

unknown 10664 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 03 00 08 00 01 
00 00 00 90 0a 00 00 
34 00 00 00 e8 25 00 
00 07 10 00 70 34 00 
20 00 06 00 28 00 18 
00 17 00 00 00 00 70 
f4 00 00 00 f4 00 00 
00 f4 00 00 00 18 00 
00 00 18 00 00 00 04 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 10 23 00 00 10 
23 00 00 05 00 00 00 
00 00 01 00 01 00 00 
00 10 23 00 00 10 23 
01 00 10 23 01 00 2c 
01 00 00 50 01 00 00 
06 00 00 00 00 00 01 
00 02 00 00 00 0c 01 
00 00 0c 01 00 00 0c 
01 00 00 d0 00 00 00 
d0 00 00 00 07 00 00 
00 04 00 00 00 51 e5 
74 64 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 07 00 00 00 10 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 04 00 00 00 00 
00 00 b2 00 00 00 00 
00 00 00 

.ELF........................4.

...%.....p4. ...(........p....

..............................

...........#...#..............

.#...#...#..,...P.............

..............................
Q.td..........................
..............................
...............

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\l
ib\lighttpd\mod_status.so

unknown 24288 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 03 00 08 00 01 
00 00 00 10 0a 00 00 
34 00 00 00 20 5b 00 
00 07 10 00 70 34 00 
20 00 06 00 28 00 18 
00 17 00 00 00 00 70 
f4 00 00 00 f4 00 00 
00 f4 00 00 00 18 00 
00 00 18 00 00 00 04 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 54 55 00 00 54 
55 00 00 05 00 00 00 
00 00 01 00 01 00 00 
00 54 55 00 00 54 55 
01 00 54 55 01 00 80 
01 00 00 ac 01 00 00 
06 00 00 00 00 00 01 
00 02 00 00 00 0c 01 
00 00 0c 01 00 00 0c 
01 00 00 d0 00 00 00 
d0 00 00 00 07 00 00 
00 04 00 00 00 51 e5 
74 64 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 07 00 00 00 10 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 04 00 00 00 00 
00 00 b2 00 00 00 00 
00 00 00 

.ELF........................4... 
[.....p4. ...(........p....
..............................
..........TU..TU..............
TU..TU..TU....................
..............................
Q.td..........................
..............................
...............

success or wait 1 4070F3 WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\l
ib\lighttpd\mod_trigger_b4_dl.so

unknown 7228 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 03 00 08 00 01 
00 00 00 e0 07 00 00 
34 00 00 00 7c 18 00 
00 07 10 00 70 34 00 
20 00 06 00 28 00 18 
00 17 00 00 00 00 70 
f4 00 00 00 f4 00 00 
00 f4 00 00 00 18 00 
00 00 18 00 00 00 04 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 a4 15 00 00 a4 
15 00 00 05 00 00 00 
00 00 01 00 01 00 00 
00 a4 15 00 00 a4 15 
01 00 a4 15 01 00 2c 
01 00 00 4c 01 00 00 
06 00 00 00 00 00 01 
00 02 00 00 00 0c 01 
00 00 0c 01 00 00 0c 
01 00 00 e0 00 00 00 
e0 00 00 00 07 00 00 
00 04 00 00 00 51 e5 
74 64 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 07 00 00 00 10 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 04 00 00 00 00 
00 00 b2 00 00 00 00 
00 00 00 

.ELF........................4.

..|......p4. ...(........p....

..............................

..............................

............,...L.............

..............................
Q.td..........................
..............................
...............

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\l
ib\lighttpd\mod_userdir.so

unknown 7764 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 03 00 08 00 01 
00 00 00 20 09 00 00 
34 00 00 00 94 1a 00 
00 07 10 00 70 34 00 
20 00 06 00 28 00 18 
00 17 00 00 00 00 70 
f4 00 00 00 f4 00 00 
00 f4 00 00 00 18 00 
00 00 18 00 00 00 04 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 b8 17 00 00 b8 
17 00 00 05 00 00 00 
00 00 01 00 01 00 00 
00 b8 17 00 00 b8 17 
01 00 b8 17 01 00 30 
01 00 00 58 01 00 00 
06 00 00 00 00 00 01 
00 02 00 00 00 0c 01 
00 00 0c 01 00 00 0c 
01 00 00 d0 00 00 00 
d0 00 00 00 07 00 00 
00 04 00 00 00 51 e5 
74 64 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 07 00 00 00 10 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 04 00 00 00 00 
00 00 b2 00 00 00 00 
00 00 00 

.ELF.................... ...4.

.........p4. ...(........p....

..............................

..............................

............0...X.............

..............................
Q.td..........................
..............................
...............

success or wait 1 4070F3 WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\l
ib\lighttpd\mod_usertrack.so

unknown 7724 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 03 00 08 00 01 
00 00 00 50 09 00 00 
34 00 00 00 6c 1a 00 
00 07 10 00 70 34 00 
20 00 06 00 28 00 18 
00 17 00 00 00 00 70 
f4 00 00 00 f4 00 00 
00 f4 00 00 00 18 00 
00 00 18 00 00 00 04 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 ac 17 00 00 ac 
17 00 00 05 00 00 00 
00 00 01 00 01 00 00 
00 ac 17 00 00 ac 17 
01 00 ac 17 01 00 14 
01 00 00 34 01 00 00 
06 00 00 00 00 00 01 
00 02 00 00 00 0c 01 
00 00 0c 01 00 00 0c 
01 00 00 d0 00 00 00 
d0 00 00 00 07 00 00 
00 04 00 00 00 51 e5 
74 64 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 07 00 00 00 10 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 04 00 00 00 00 
00 00 b2 00 00 00 00 
00 00 00 

.ELF....................P...4.

..l......p4. ...(........p....

..............................

..............................

................4.............

..............................
Q.td..........................
..............................
...............

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\l
ib\lighttpd\mod_webdav.so

unknown 20668 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 03 00 08 00 01 
00 00 00 00 0f 00 00 
34 00 00 00 d4 4c 00 
00 07 10 00 70 34 00 
20 00 06 00 28 00 19 
00 18 00 00 00 00 70 
f4 00 00 00 f4 00 00 
00 f4 00 00 00 18 00 
00 00 18 00 00 00 04 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 34 48 00 00 34 
48 00 00 05 00 00 00 
00 00 01 00 01 00 00 
00 34 48 00 00 34 48 
01 00 34 48 01 00 08 
02 00 00 2c 02 00 00 
06 00 00 00 00 00 01 
00 02 00 00 00 0c 01 
00 00 0c 01 00 00 0c 
01 00 00 d0 00 00 00 
d0 00 00 00 07 00 00 
00 04 00 00 00 51 e5 
74 64 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 07 00 00 00 10 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 04 00 00 00 00 
00 00 b2 00 00 00 00 
00 00 00 

.ELF........................4.

...L.....p4. ...(........p....

..............................

..........4H..4H..............
4H..4H..4H......,.............
..............................
Q.td..........................
..............................
...............

success or wait 1 4070F3 WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\actor_r_read_all

unknown 19376 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 02 00 08 00 01 
00 00 00 00 0b 40 00 
34 00 00 00 28 47 00 
00 07 10 00 70 34 00 
20 00 08 00 28 00 1d 
00 1c 00 06 00 00 00 
34 00 00 00 34 00 40 
00 34 00 40 00 00 01 
00 00 00 01 00 00 05 
00 00 00 04 00 00 00 
03 00 00 00 34 01 00 
00 34 01 40 00 34 01 
40 00 14 00 00 00 14 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
70 48 01 00 00 48 01 
40 00 48 01 40 00 18 
00 00 00 18 00 00 00 
04 00 00 00 04 00 00 
00 01 00 00 00 00 00 
00 00 00 00 40 00 00 
00 40 00 04 3d 00 00 
04 3d 00 00 05 00 00 
00 00 00 01 00 01 00 
00 00 00 40 00 00 00 
40 41 00 00 40 41 00 
1c 01 00 00 50 08 20 
00 06 00 00 00 00 00 
01 00 02 00 00 00 60 
01 00 00 60 01 40 00 
60 01 40 00 e8 00 00 
00 e8 00 00 00 07 00 
00 00 04 00 00 00 51 
e5 74 64 00 00 00 00 
00 00 00 

.ELF......................@.4...
(G.....p4. ...(.........4...
4.@.4.@.....................4.
..4.@.4.@....................p
H...H.@.H.@...................
........@...@..=...=..........
.....@...@A..@A.....P. .......
......`...`.@.`.@.............
....Q.td.......

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\actor_r_read_float

unknown 19696 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 02 00 08 00 01 
00 00 00 f0 0a 40 00 
34 00 00 00 68 48 00 
00 07 10 00 70 34 00 
20 00 08 00 28 00 1d 
00 1c 00 06 00 00 00 
34 00 00 00 34 00 40 
00 34 00 40 00 00 01 
00 00 00 01 00 00 05 
00 00 00 04 00 00 00 
03 00 00 00 34 01 00 
00 34 01 40 00 34 01 
40 00 14 00 00 00 14 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
70 48 01 00 00 48 01 
40 00 48 01 40 00 18 
00 00 00 18 00 00 00 
04 00 00 00 04 00 00 
00 01 00 00 00 00 00 
00 00 00 00 40 00 00 
00 40 00 e4 3c 00 00 
e4 3c 00 00 05 00 00 
00 00 00 01 00 01 00 
00 00 00 40 00 00 00 
40 41 00 00 40 41 00 
5c 02 00 00 78 33 39 
00 06 00 00 00 00 00 
01 00 02 00 00 00 60 
01 00 00 60 01 40 00 
60 01 40 00 e0 00 00 
00 e0 00 00 00 07 00 
00 00 04 00 00 00 51 
e5 74 64 00 00 00 00 
00 00 00 

.ELF......................@.4.

..hH.....p4. ...(.........4...
4.@.4.@.....................4.
..4.@.4.@....................p
H...H.@.H.@...................
........@...@..<...<..........
.....@...@A..@A.\...x39......
.......`...`.@.`.@.............
....Q.td.......

success or wait 1 4070F3 WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\actor_r_read_int

unknown 19696 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 02 00 08 00 01 
00 00 00 f0 0a 40 00 
34 00 00 00 68 48 00 
00 07 10 00 70 34 00 
20 00 08 00 28 00 1d 
00 1c 00 06 00 00 00 
34 00 00 00 34 00 40 
00 34 00 40 00 00 01 
00 00 00 01 00 00 05 
00 00 00 04 00 00 00 
03 00 00 00 34 01 00 
00 34 01 40 00 34 01 
40 00 14 00 00 00 14 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
70 48 01 00 00 48 01 
40 00 48 01 40 00 18 
00 00 00 18 00 00 00 
04 00 00 00 04 00 00 
00 01 00 00 00 00 00 
00 00 00 00 40 00 00 
00 40 00 e4 3c 00 00 
e4 3c 00 00 05 00 00 
00 00 00 01 00 01 00 
00 00 00 40 00 00 00 
40 41 00 00 40 41 00 
5c 02 00 00 78 33 39 
00 06 00 00 00 00 00 
01 00 02 00 00 00 60 
01 00 00 60 01 40 00 
60 01 40 00 e0 00 00 
00 e0 00 00 00 07 00 
00 00 04 00 00 00 51 
e5 74 64 00 00 00 00 
00 00 00 

.ELF......................@.4.

..hH.....p4. ...(.........4...
4.@.4.@.....................4.
..4.@.4.@....................p
H...H.@.H.@...................
........@...@..<...<..........
.....@...@A..@A.\...x39......
.......`...`.@.`.@.............
....Q.td.......

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\actor_r_read_string

unknown 19696 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 02 00 08 00 01 
00 00 00 f0 0a 40 00 
34 00 00 00 68 48 00 
00 07 10 00 70 34 00 
20 00 08 00 28 00 1d 
00 1c 00 06 00 00 00 
34 00 00 00 34 00 40 
00 34 00 40 00 00 01 
00 00 00 01 00 00 05 
00 00 00 04 00 00 00 
03 00 00 00 34 01 00 
00 34 01 40 00 34 01 
40 00 14 00 00 00 14 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
70 48 01 00 00 48 01 
40 00 48 01 40 00 18 
00 00 00 18 00 00 00 
04 00 00 00 04 00 00 
00 01 00 00 00 00 00 
00 00 00 00 40 00 00 
00 40 00 e4 3c 00 00 
e4 3c 00 00 05 00 00 
00 00 00 01 00 01 00 
00 00 00 40 00 00 00 
40 41 00 00 40 41 00 
5c 02 00 00 78 33 39 
00 06 00 00 00 00 00 
01 00 02 00 00 00 60 
01 00 00 60 01 40 00 
60 01 40 00 e0 00 00 
00 e0 00 00 00 07 00 
00 00 04 00 00 00 51 
e5 74 64 00 00 00 00 
00 00 00 

.ELF......................@.4.

..hH.....p4. ...(.........4...
4.@.4.@.....................4.
..4.@.4.@....................p
H...H.@.H.@...................
........@...@..<...<..........
.....@...@A..@A.\...x39......
.......`...`.@.`.@.............
....Q.td.......

success or wait 1 4070F3 WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\actor_r_write_float

unknown 23648 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 02 00 08 00 01 
00 00 00 70 0b 40 00 
34 00 00 00 d8 57 00 
00 07 10 00 70 34 00 
20 00 08 00 28 00 1d 
00 1c 00 06 00 00 00 
34 00 00 00 34 00 40 
00 34 00 40 00 00 01 
00 00 00 01 00 00 05 
00 00 00 04 00 00 00 
03 00 00 00 34 01 00 
00 34 01 40 00 34 01 
40 00 14 00 00 00 14 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
70 48 01 00 00 48 01 
40 00 48 01 40 00 18 
00 00 00 18 00 00 00 
04 00 00 00 04 00 00 
00 01 00 00 00 00 00 
00 00 00 00 40 00 00 
00 40 00 04 49 00 00 
04 49 00 00 05 00 00 
00 00 00 01 00 01 00 
00 00 00 50 00 00 00 
50 41 00 00 50 41 00 
2c 01 00 00 60 08 20 
00 06 00 00 00 00 00 
01 00 02 00 00 00 60 
01 00 00 60 01 40 00 
60 01 40 00 e0 00 00 
00 e0 00 00 00 07 00 
00 00 04 00 00 00 51 
e5 74 64 00 00 00 00 
00 00 00 

.ELF....................p.@.4.

...W.....p4. ...(.........4...
4.@.4.@.....................4.
..4.@.4.@....................p
H...H.@.H.@...................
........@...@..I...I..........
.....P...PA..PA.,...`. .......
......`...`.@.`.@.............
....Q.td.......

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\actor_r_write_int

unknown 19548 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 02 00 08 00 01 
00 00 00 50 0b 40 00 
34 00 00 00 d4 47 00 
00 07 10 00 70 34 00 
20 00 08 00 28 00 1d 
00 1c 00 06 00 00 00 
34 00 00 00 34 00 40 
00 34 00 40 00 00 01 
00 00 00 01 00 00 05 
00 00 00 04 00 00 00 
03 00 00 00 34 01 00 
00 34 01 40 00 34 01 
40 00 14 00 00 00 14 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
70 48 01 00 00 48 01 
40 00 48 01 40 00 18 
00 00 00 18 00 00 00 
04 00 00 00 04 00 00 
00 01 00 00 00 00 00 
00 00 00 00 40 00 00 
00 40 00 44 40 00 00 
44 40 00 00 05 00 00 
00 00 00 01 00 01 00 
00 00 44 40 00 00 44 
40 41 00 44 40 41 00 
24 01 00 00 5c 08 20 
00 06 00 00 00 00 00 
01 00 02 00 00 00 60 
01 00 00 60 01 40 00 
60 01 40 00 e0 00 00 
00 e0 00 00 00 07 00 
00 00 04 00 00 00 51 
e5 74 64 00 00 00 00 
00 00 00 

.ELF....................P.@.4.

...G.....p4. ...(.........4...
4.@.4.@.....................4.
..4.@.4.@....................p
H...H.@.H.@...................
........@...@.D@..D@.........
.....D@..D@A.D@A.$...\. 
.............`...`.@.`.@.............
....Q.td.......

success or wait 1 4070F3 WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\actor_r_write_string

unknown 23648 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 02 00 08 00 01 
00 00 00 70 0b 40 00 
34 00 00 00 d8 57 00 
00 07 10 00 70 34 00 
20 00 08 00 28 00 1d 
00 1c 00 06 00 00 00 
34 00 00 00 34 00 40 
00 34 00 40 00 00 01 
00 00 00 01 00 00 05 
00 00 00 04 00 00 00 
03 00 00 00 34 01 00 
00 34 01 40 00 34 01 
40 00 14 00 00 00 14 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
70 48 01 00 00 48 01 
40 00 48 01 40 00 18 
00 00 00 18 00 00 00 
04 00 00 00 04 00 00 
00 01 00 00 00 00 00 
00 00 00 00 40 00 00 
00 40 00 24 49 00 00 
24 49 00 00 05 00 00 
00 00 00 01 00 01 00 
00 00 00 50 00 00 00 
50 41 00 00 50 41 00 
2c 01 00 00 60 08 20 
00 06 00 00 00 00 00 
01 00 02 00 00 00 60 
01 00 00 60 01 40 00 
60 01 40 00 e0 00 00 
00 e0 00 00 00 07 00 
00 00 04 00 00 00 51 
e5 74 64 00 00 00 00 
00 00 00 

.ELF....................p.@.4.

...W.....p4. ...(.........4...
4.@.4.@.....................4.
..4.@.4.@....................p
H...H.@.H.@...................
........@...@.$I..$I..........
.....P...PA..PA.,...`. .......
......`...`.@.`.@.............
....Q.td.......

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\actor_w_read_float

unknown 19696 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 02 00 08 00 01 
00 00 00 f0 0a 40 00 
34 00 00 00 68 48 00 
00 07 10 00 70 34 00 
20 00 08 00 28 00 1d 
00 1c 00 06 00 00 00 
34 00 00 00 34 00 40 
00 34 00 40 00 00 01 
00 00 00 01 00 00 05 
00 00 00 04 00 00 00 
03 00 00 00 34 01 00 
00 34 01 40 00 34 01 
40 00 14 00 00 00 14 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
70 48 01 00 00 48 01 
40 00 48 01 40 00 18 
00 00 00 18 00 00 00 
04 00 00 00 04 00 00 
00 01 00 00 00 00 00 
00 00 00 00 40 00 00 
00 40 00 e4 3c 00 00 
e4 3c 00 00 05 00 00 
00 00 00 01 00 01 00 
00 00 00 40 00 00 00 
40 41 00 00 40 41 00 
5c 02 00 00 78 33 39 
00 06 00 00 00 00 00 
01 00 02 00 00 00 60 
01 00 00 60 01 40 00 
60 01 40 00 e0 00 00 
00 e0 00 00 00 07 00 
00 00 04 00 00 00 51 
e5 74 64 00 00 00 00 
00 00 00 

.ELF......................@.4.

..hH.....p4. ...(.........4...
4.@.4.@.....................4.
..4.@.4.@....................p
H...H.@.H.@...................
........@...@..<...<..........
.....@...@A..@A.\...x39......
.......`...`.@.`.@.............
....Q.td.......

success or wait 1 4070F3 WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\actor_w_read_int

unknown 19696 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 02 00 08 00 01 
00 00 00 f0 0a 40 00 
34 00 00 00 68 48 00 
00 07 10 00 70 34 00 
20 00 08 00 28 00 1d 
00 1c 00 06 00 00 00 
34 00 00 00 34 00 40 
00 34 00 40 00 00 01 
00 00 00 01 00 00 05 
00 00 00 04 00 00 00 
03 00 00 00 34 01 00 
00 34 01 40 00 34 01 
40 00 14 00 00 00 14 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
70 48 01 00 00 48 01 
40 00 48 01 40 00 18 
00 00 00 18 00 00 00 
04 00 00 00 04 00 00 
00 01 00 00 00 00 00 
00 00 00 00 40 00 00 
00 40 00 e4 3c 00 00 
e4 3c 00 00 05 00 00 
00 00 00 01 00 01 00 
00 00 00 40 00 00 00 
40 41 00 00 40 41 00 
5c 02 00 00 78 33 39 
00 06 00 00 00 00 00 
01 00 02 00 00 00 60 
01 00 00 60 01 40 00 
60 01 40 00 e0 00 00 
00 e0 00 00 00 07 00 
00 00 04 00 00 00 51 
e5 74 64 00 00 00 00 
00 00 00 

.ELF......................@.4.

..hH.....p4. ...(.........4...
4.@.4.@.....................4.
..4.@.4.@....................p
H...H.@.H.@...................
........@...@..<...<..........
.....@...@A..@A.\...x39......
.......`...`.@.`.@.............
....Q.td.......

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\actor_w_read_string

unknown 19696 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 02 00 08 00 01 
00 00 00 f0 0a 40 00 
34 00 00 00 68 48 00 
00 07 10 00 70 34 00 
20 00 08 00 28 00 1d 
00 1c 00 06 00 00 00 
34 00 00 00 34 00 40 
00 34 00 40 00 00 01 
00 00 00 01 00 00 05 
00 00 00 04 00 00 00 
03 00 00 00 34 01 00 
00 34 01 40 00 34 01 
40 00 14 00 00 00 14 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
70 48 01 00 00 48 01 
40 00 48 01 40 00 18 
00 00 00 18 00 00 00 
04 00 00 00 04 00 00 
00 01 00 00 00 00 00 
00 00 00 00 40 00 00 
00 40 00 e4 3c 00 00 
e4 3c 00 00 05 00 00 
00 00 00 01 00 01 00 
00 00 00 40 00 00 00 
40 41 00 00 40 41 00 
5c 02 00 00 78 33 39 
00 06 00 00 00 00 00 
01 00 02 00 00 00 60 
01 00 00 60 01 40 00 
60 01 40 00 e0 00 00 
00 e0 00 00 00 07 00 
00 00 04 00 00 00 51 
e5 74 64 00 00 00 00 
00 00 00 

.ELF......................@.4.

..hH.....p4. ...(.........4...
4.@.4.@.....................4.
..4.@.4.@....................p
H...H.@.H.@...................
........@...@..<...<..........
.....@...@A..@A.\...x39......
.......`...`.@.`.@.............
....Q.td.......

success or wait 1 4070F3 WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\actor_w_write_float

unknown 23648 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 02 00 08 00 01 
00 00 00 70 0b 40 00 
34 00 00 00 d8 57 00 
00 07 10 00 70 34 00 
20 00 08 00 28 00 1d 
00 1c 00 06 00 00 00 
34 00 00 00 34 00 40 
00 34 00 40 00 00 01 
00 00 00 01 00 00 05 
00 00 00 04 00 00 00 
03 00 00 00 34 01 00 
00 34 01 40 00 34 01 
40 00 14 00 00 00 14 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
70 48 01 00 00 48 01 
40 00 48 01 40 00 18 
00 00 00 18 00 00 00 
04 00 00 00 04 00 00 
00 01 00 00 00 00 00 
00 00 00 00 40 00 00 
00 40 00 04 49 00 00 
04 49 00 00 05 00 00 
00 00 00 01 00 01 00 
00 00 00 50 00 00 00 
50 41 00 00 50 41 00 
2c 01 00 00 60 08 20 
00 06 00 00 00 00 00 
01 00 02 00 00 00 60 
01 00 00 60 01 40 00 
60 01 40 00 e0 00 00 
00 e0 00 00 00 07 00 
00 00 04 00 00 00 51 
e5 74 64 00 00 00 00 
00 00 00 

.ELF....................p.@.4.

...W.....p4. ...(.........4...
4.@.4.@.....................4.
..4.@.4.@....................p
H...H.@.H.@...................
........@...@..I...I..........
.....P...PA..PA.,...`. .......
......`...`.@.`.@.............
....Q.td.......

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\actor_w_write_int

unknown 19548 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 02 00 08 00 01 
00 00 00 50 0b 40 00 
34 00 00 00 d4 47 00 
00 07 10 00 70 34 00 
20 00 08 00 28 00 1d 
00 1c 00 06 00 00 00 
34 00 00 00 34 00 40 
00 34 00 40 00 00 01 
00 00 00 01 00 00 05 
00 00 00 04 00 00 00 
03 00 00 00 34 01 00 
00 34 01 40 00 34 01 
40 00 14 00 00 00 14 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
70 48 01 00 00 48 01 
40 00 48 01 40 00 18 
00 00 00 18 00 00 00 
04 00 00 00 04 00 00 
00 01 00 00 00 00 00 
00 00 00 00 40 00 00 
00 40 00 44 40 00 00 
44 40 00 00 05 00 00 
00 00 00 01 00 01 00 
00 00 44 40 00 00 44 
40 41 00 44 40 41 00 
24 01 00 00 5c 08 20 
00 06 00 00 00 00 00 
01 00 02 00 00 00 60 
01 00 00 60 01 40 00 
60 01 40 00 e0 00 00 
00 e0 00 00 00 07 00 
00 00 04 00 00 00 51 
e5 74 64 00 00 00 00 
00 00 00 

.ELF....................P.@.4.

...G.....p4. ...(.........4...
4.@.4.@.....................4.
..4.@.4.@....................p
H...H.@.H.@...................
........@...@.D@..D@.........
.....D@..D@A.D@A.$...\. 
.............`...`.@.`.@.............
....Q.td.......

success or wait 1 4070F3 WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\actor_w_write_string

unknown 23648 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 02 00 08 00 01 
00 00 00 70 0b 40 00 
34 00 00 00 d8 57 00 
00 07 10 00 70 34 00 
20 00 08 00 28 00 1d 
00 1c 00 06 00 00 00 
34 00 00 00 34 00 40 
00 34 00 40 00 00 01 
00 00 00 01 00 00 05 
00 00 00 04 00 00 00 
03 00 00 00 34 01 00 
00 34 01 40 00 34 01 
40 00 14 00 00 00 14 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
70 48 01 00 00 48 01 
40 00 48 01 40 00 18 
00 00 00 18 00 00 00 
04 00 00 00 04 00 00 
00 01 00 00 00 00 00 
00 00 00 00 40 00 00 
00 40 00 24 49 00 00 
24 49 00 00 05 00 00 
00 00 00 01 00 01 00 
00 00 00 50 00 00 00 
50 41 00 00 50 41 00 
2c 01 00 00 60 08 20 
00 06 00 00 00 00 00 
01 00 02 00 00 00 60 
01 00 00 60 01 40 00 
60 01 40 00 e0 00 00 
00 e0 00 00 00 07 00 
00 00 04 00 00 00 51 
e5 74 64 00 00 00 00 
00 00 00 

.ELF....................p.@.4.

...W.....p4. ...(.........4...
4.@.4.@.....................4.
..4.@.4.@....................p
H...H.@.H.@...................
........@...@.$I..$I..........
.....P...PA..PA.,...`. .......
......`...`.@.`.@.............
....Q.td.......

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\analogctl_demon

unknown 32768 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 02 00 08 00 01 
00 00 00 30 12 40 00 
34 00 00 00 48 8b 00 
00 07 10 00 70 34 00 
20 00 08 00 28 00 1d 
00 1c 00 06 00 00 00 
34 00 00 00 34 00 40 
00 34 00 40 00 00 01 
00 00 00 01 00 00 05 
00 00 00 04 00 00 00 
03 00 00 00 34 01 00 
00 34 01 40 00 34 01 
40 00 14 00 00 00 14 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
70 48 01 00 00 48 01 
40 00 48 01 40 00 18 
00 00 00 18 00 00 00 
04 00 00 00 04 00 00 
00 01 00 00 00 00 00 
00 00 00 00 40 00 00 
00 40 00 74 7d 00 00 
74 7d 00 00 05 00 00 
00 00 00 01 00 01 00 
00 00 00 80 00 00 00 
80 41 00 00 80 41 00 
fc 01 00 00 08 0c 20 
00 06 00 00 00 00 00 
01 00 02 00 00 00 60 
01 00 00 60 01 40 00 
60 01 40 00 e8 00 00 
00 e8 00 00 00 07 00 
00 00 04 00 00 00 51 
e5 74 64 00 00 00 00 
00 00 00 

.ELF....................0.@.4.

..H......p4. ...(.........4...
4.@.4.@.....................4.
..4.@.4.@....................p
H...H.@.H.@...................
........@...@.t}..t}..........
..........A...A....... .......
......`...`.@.`.@.............
....Q.td.......

success or wait 1 4070F3 WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\analogctl_demon

unknown 4048 ff ff ff ff 00 00 00 00 ff 
ff ff ff 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 04 00 00 00 ff 
ff ff ff 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 01 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
80 54 23 40 00 a8 11 
40 00 00 6f 40 00 00 
00 40 00 28 82 41 00 
04 82 41 00 30 82 41 
00 2c 82 41 00 e0 54 
40 00 e0 5a 40 00 c0 
62 40 00 20 54 40 00 
f0 60 40 00 b0 61 40 
00 2c 5a 40 00 f0 5d 
40 00 24 82 41 00 fc 
81 41 00 14 82 41 00 
08 82 41 00 00 82 41 
00 a8 4b 40 00 10 82 
41 00 c4 38 40 00 b0 
28 40 00 20 82 41 00 
30 60 40 00 e0 8a 61 
00 44 82 41 00 3c 82 
41 00 e0 8b 61 00 38 
82 41 00 40 82 41 00 
0c 48 40 00 e0 89 61 
00 60 89 61 00 60 8a 
61 00 c4 50 40 

..............................

..............................

..............................

..............T#@...@..o@...@

.
(.A...A.0.A.,.A..T@..Z@..b
@. T
@..`@..a@.,Z@..]@.$.A...
A...A...A...A..K@...A..8@..
(@. .A.0`@...a.D.A.
<.A...a.8.A.@.A..H@.
..a.`.a.`.a..P@

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\chip_type_test

unknown 32768 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 02 00 08 00 01 
00 00 00 d0 19 40 00 
34 00 00 00 a8 a2 02 
00 07 10 00 70 34 00 
20 00 08 00 28 00 1d 
00 1c 00 06 00 00 00 
34 00 00 00 34 00 40 
00 34 00 40 00 00 01 
00 00 00 01 00 00 05 
00 00 00 04 00 00 00 
03 00 00 00 34 01 00 
00 34 01 40 00 34 01 
40 00 14 00 00 00 14 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
70 48 01 00 00 48 01 
40 00 48 01 40 00 18 
00 00 00 18 00 00 00 
04 00 00 00 04 00 00 
00 01 00 00 00 00 00 
00 00 00 00 40 00 00 
00 40 00 44 74 02 00 
44 74 02 00 05 00 00 
00 00 00 01 00 01 00 
00 00 00 80 02 00 00 
80 43 00 00 80 43 00 
dc 04 00 00 d8 ab 08 
00 06 00 00 00 00 00 
01 00 02 00 00 00 60 
01 00 00 60 01 40 00 
60 01 40 00 f0 00 00 
00 f0 00 00 00 07 00 
00 00 04 00 00 00 51 
e5 74 64 00 00 00 00 
00 00 00 

.ELF......................@.4.

.........p4. ...(.........4...
4.@.4.@.....................4.
..4.@.4.@....................p
H...H.@.H.@...................
........@...@.Dt..Dt..........
..........C...C...............
......`...`.@.`.@.............
....Q.td.......

success or wait 5 4070F3 WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\chip_type_test

unknown 10032 ff ff ff ff 00 00 00 00 ff 
ff ff ff 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 f4 01 00 00 
d7 ff ff ff d7 ff ff ff d7 ff 
ff ff d7 ff ff ff d7 ff ff ff 
00 00 00 00 00 00 00 
00 2f 65 74 63 2f 61 6c 
6c 6e 65 74 65 6e 76 
2f 72 67 62 5f 6c 75 74 
2e 74 78 74 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 01 00 d9 
07 00 00 00 00 00 00 
00 00 01 40 3f c1 00 
00 00 00 01 40 3f c1 
00 00 00 00 01 40 3f 
c1 00 00 cb f3 00 00 
cb f3 00 00 cb f3 00 00 
cb f3 00 00 cb f3 00 00 
00 00 04 00 00 00 ff ff 
ff ff 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
01 00 00 00 00 00 00 
00 01 00 00 00 00 00 
00 00 02 00 00 00 00 
00 00 00 04 00 00 00 
00 00 00 00 08 00 00 
00 00 00 00 00 10 00 
00 00 00 00 00 00 20 
00 00 

..............................

..............................

..................../etc/allne
tenv/rgb_lut.txt..............
.............@?......@?......@
?.............................
..............................
.......................................... 
..

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\demon_readstatus

unknown 23552 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 02 00 08 00 01 
00 00 00 50 0b 40 00 
34 00 00 00 78 57 00 
00 07 10 00 70 34 00 
20 00 08 00 28 00 1d 
00 1c 00 06 00 00 00 
34 00 00 00 34 00 40 
00 34 00 40 00 00 01 
00 00 00 01 00 00 05 
00 00 00 04 00 00 00 
03 00 00 00 34 01 00 
00 34 01 40 00 34 01 
40 00 14 00 00 00 14 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
70 48 01 00 00 48 01 
40 00 48 01 40 00 18 
00 00 00 18 00 00 00 
04 00 00 00 04 00 00 
00 01 00 00 00 00 00 
00 00 00 00 40 00 00 
00 40 00 f4 4a 00 00 f4 
4a 00 00 05 00 00 00 
00 00 01 00 01 00 00 
00 00 50 00 00 00 50 
41 00 00 50 41 00 2c 
01 00 00 60 08 20 00 
06 00 00 00 00 00 01 
00 02 00 00 00 60 01 
00 00 60 01 40 00 60 
01 40 00 e0 00 00 00 
e0 00 00 00 07 00 00 
00 04 00 00 00 51 e5 
74 64 00 00 00 00 00 
00 00 

.ELF....................P.@.4.

..xW.....p4. ...(.........4...
4.@.4.@.....................4.
..4.@.4.@....................p
H...H.@.H.@...................
........@...@..J...J..........
.....P...PA..PA.,...`. .......
......`...`.@.`.@.............
....Q.td.......

success or wait 1 4070F3 WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\history_demon

unknown 32768 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 02 00 08 00 01 
00 00 00 10 23 40 00 
34 00 00 00 b8 74 01 
00 07 10 00 70 34 00 
20 00 08 00 28 00 1d 
00 1c 00 06 00 00 00 
34 00 00 00 34 00 40 
00 34 00 40 00 00 01 
00 00 00 01 00 00 05 
00 00 00 04 00 00 00 
03 00 00 00 34 01 00 
00 34 01 40 00 34 01 
40 00 14 00 00 00 14 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
70 48 01 00 00 48 01 
40 00 48 01 40 00 18 
00 00 00 18 00 00 00 
04 00 00 00 04 00 00 
00 01 00 00 00 00 00 
00 00 00 00 40 00 00 
00 40 00 14 5d 01 00 
14 5d 01 00 05 00 00 
00 00 00 01 00 01 00 
00 00 00 60 01 00 00 
60 42 00 00 60 42 00 
4c 05 00 00 80 48 46 
00 06 00 00 00 00 00 
01 00 02 00 00 00 60 
01 00 00 60 01 40 00 
60 01 40 00 e8 00 00 
00 e8 00 00 00 07 00 
00 00 04 00 00 00 51 
e5 74 64 00 00 00 00 
00 00 00 

.ELF.....................#@.4.

...t.....p4. ...(.........4...
4.@.4.@.....................4.
..4.@.4.@....................p
H...H.@.H.@...................
........@...@..]...]..........
.....`...`B..`B.L....HF.......
......`...`.@.`.@.............
....Q.td.......

success or wait 2 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\history_demon

unknown 31040 09 f8 20 03 21 20 40 
00 01 00 02 3c 28 00 
42 34 21 a0 a2 03 03 
00 03 3c 20 00 bc 8f 
21 80 90 02 d8 80 63 
34 a0 80 00 a2 21 18 
7d 00 00 00 63 8c 94 
82 99 8f 21 30 c0 03 
d4 5a 65 24 09 f8 20 
03 21 20 40 02 20 00 
bc 8f 00 00 00 00 f8 82 
99 8f 00 00 00 00 09 f8 
20 03 21 20 40 02 20 
00 bc 8f 21 20 e0 02 f8 
82 99 8f 00 00 00 00 
09 f8 20 03 21 88 40 
00 20 00 bc 8f 21 20 
e0 02 21 28 40 02 84 
82 99 8f 21 80 40 00 
09 f8 20 03 21 80 11 
02 20 00 bc 8f 23 10 
57 00 23 80 02 02 b8 
82 99 8f 21 88 51 00 ff 
ff 06 26 21 28 f1 02 09 
f8 20 03 21 20 60 02 
20 00 bc 8f 03 00 04 
3c 21 a0 90 02 d0 80 
84 34 a0 00 80 a2 21 
20 9d 00 5c 82 99 8f 
00 00 85 8c 09 f8 20 
03 21 20 c0 02 03 00 
02 3c 20 00 bc 8f dc 80 
42 34 21 10 5d 00 00 
00 42 8c 94 82 99 8f 
02 00 07 3c a0 00 e7 
34 21 38 c7 

.. .! @....<(.B4!......< ...!.

....c4....!.}...c.....!0...Ze$.. .! 
@. ................. .! @. ...! 
............ .!.@. ...! ..!
(@.....!.@... .!... ...#.
W.#.......!.Q....&!(.... .! `. 
......<!......4....! ..\......... .! 
.....< .....B4!.]...B........
<...4!8.

success or wait 1 4070F3 WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\hwdetect

unknown 24252 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 02 00 08 00 01 
00 00 00 30 0d 40 00 
34 00 00 00 34 5a 00 
00 07 10 00 70 34 00 
20 00 08 00 28 00 1d 
00 1c 00 06 00 00 00 
34 00 00 00 34 00 40 
00 34 00 40 00 00 01 
00 00 00 01 00 00 05 
00 00 00 04 00 00 00 
03 00 00 00 34 01 00 
00 34 01 40 00 34 01 
40 00 14 00 00 00 14 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
70 48 01 00 00 48 01 
40 00 48 01 40 00 18 
00 00 00 18 00 00 00 
04 00 00 00 04 00 00 
00 01 00 00 00 00 00 
00 00 00 00 40 00 00 
00 40 00 04 46 00 00 
04 46 00 00 05 00 00 
00 00 00 01 00 01 00 
00 00 00 50 00 00 00 
50 41 00 00 50 41 00 
e8 02 00 00 d0 0a 20 
00 06 00 00 00 00 00 
01 00 02 00 00 00 60 
01 00 00 60 01 40 00 
60 01 40 00 e8 00 00 
00 e8 00 00 00 07 00 
00 00 04 00 00 00 51 
e5 74 64 00 00 00 00 
00 00 00 

.ELF....................0.@.4.

..4Z.....p4. ...(.........4...
4.@.4.@.....................4.
..4.@.4.@....................p
H...H.@.H.@...................
........@...@..F...F..........
.....P...PA..PA....... .......
......`...`.@.`.@.............
....Q.td.......

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\i2c_demon

unknown 32768 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 02 00 08 00 01 
00 00 00 80 38 40 00 
34 00 00 00 5c e0 05 
00 07 10 00 70 34 00 
20 00 08 00 28 00 1d 
00 1c 00 06 00 00 00 
34 00 00 00 34 00 40 
00 34 00 40 00 00 01 
00 00 00 01 00 00 05 
00 00 00 04 00 00 00 
03 00 00 00 34 01 00 
00 34 01 40 00 34 01 
40 00 14 00 00 00 14 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
70 48 01 00 00 48 01 
40 00 48 01 40 00 18 
00 00 00 18 00 00 00 
04 00 00 00 04 00 00 
00 01 00 00 00 00 00 
00 00 00 00 40 00 00 
00 40 00 44 ae 04 00 
44 ae 04 00 05 00 00 
00 00 00 01 00 01 00 
00 00 00 b0 04 00 00 
b0 45 00 00 b0 45 00 
f0 08 01 00 40 06 43 
00 06 00 00 00 00 00 
01 00 02 00 00 00 60 
01 00 00 60 01 40 00 
60 01 40 00 f0 00 00 
00 f0 00 00 00 07 00 
00 00 04 00 00 00 51 
e5 74 64 00 00 00 00 
00 00 00 

.ELF.....................8@.4.

..\......p4. ...(.........4...
4.@.4.@.....................4.
..4.@.4.@....................p
H...H.@.H.@...................
........@...@.D...D...........
..........E...E.....@.C.......
......`...`.@.`.@.............
....Q.td.......

success or wait 10 4070F3 WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\i2c_demon

unknown 32768 43 0e 02 24 00 00 03 
8d 00 00 00 00 0d 00 
62 14 00 00 00 00 7c 
81 99 8f 00 00 00 00 
09 f8 20 03 21 20 00 
00 20 00 bc 8f 00 00 
00 00 80 81 99 8f 00 
00 00 00 09 f8 20 03 
21 20 00 00 20 00 bc 
8f 00 00 00 00 0c 81 
82 8f 00 00 00 00 00 
00 43 8c 45 0e 02 24 
15 00 62 14 00 00 00 
00 50 82 99 8f ff ff 04 
24 25 00 05 24 09 f8 
20 03 01 00 06 24 20 
00 bc 8f ff ff 04 24 25 
00 05 24 10 81 99 8f 
00 00 00 00 09 f8 20 
03 01 00 06 24 20 00 
bc 8f 00 00 00 00 20 
81 99 8f 00 00 00 00 
09 f8 20 03 5a 00 04 
24 20 00 bc 8f 00 00 
00 00 0c 81 83 8f 00 
00 00 00 00 00 62 8c 
00 00 00 00 96 f1 42 
24 02 00 42 2c 36 00 
40 10 01 00 04 24 50 
82 99 8f 14 00 05 24 
09 f8 20 03 01 00 06 
24 20 00 bc 8f 01 00 
04 24 15 00 05 24 50 
82 99 8f 00 00 00 00 
09 f8 20 03 01 00 06 
24 20 00 bc 8f 01 00 
04 

C..$..........b.....|......... .! .. 
................. .! .. 
.................C.E..$..b...
..P......$%..$.. ....$ ......$
%..$.......... ....$ ....... ......... 
.Z..$ ...............
..b.......B$..B,6.@....$P.....
.$.. ....$ ......$...$P......... 
....$ ......

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\i2c_demon

unknown 25828 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 

..............................

..............................

..............................

..............................

..............................

..............................

..............................

..............................

...............

success or wait 1 4070F3 WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\i2c_scan

unknown 32768 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 02 00 08 00 01 
00 00 00 10 24 40 00 
34 00 00 00 28 f8 02 
00 07 10 00 70 34 00 
20 00 08 00 28 00 1d 
00 1c 00 06 00 00 00 
34 00 00 00 34 00 40 
00 34 00 40 00 00 01 
00 00 00 01 00 00 05 
00 00 00 04 00 00 00 
03 00 00 00 34 01 00 
00 34 01 40 00 34 01 
40 00 14 00 00 00 14 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
70 48 01 00 00 48 01 
40 00 48 01 40 00 18 
00 00 00 18 00 00 00 
04 00 00 00 04 00 00 
00 01 00 00 00 00 00 
00 00 00 00 40 00 00 
00 40 00 54 d1 02 00 
54 d1 02 00 05 00 00 
00 00 00 01 00 01 00 
00 00 54 d1 02 00 54 
d1 43 00 54 d1 43 00 
e8 05 00 00 8c 05 2a 
00 06 00 00 00 00 00 
01 00 02 00 00 00 60 
01 00 00 60 01 40 00 
60 01 40 00 f0 00 00 
00 f0 00 00 00 07 00 
00 00 04 00 00 00 51 
e5 74 64 00 00 00 00 
00 00 00 

.ELF.....................$@.4...
(......p4. ...(.........4...
4.@.4.@.....................4.
..4.@.4.@....................p
H...H.@.H.@...................
........@...@.T...T...........
....T...T.C.T.C.......*.......
......`...`.@.`.@.............
....Q.td.......

success or wait 5 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\i2c_scan

unknown 31920 70 6f 72 74 3a 25 64 
2c 20 73 70 65 65 64 
3a 25 6c 64 2c 20 49 
44 3a 25 64 29 00 00 
61 64 73 31 31 30 30 
5f 72 65 61 64 20 45 
52 52 4f 52 3a 6e 6f 20 
61 63 6b 31 20 66 72 
6f 6d 20 41 44 53 31 
31 30 30 5f 41 44 25 
64 20 28 62 75 73 3a 
25 64 2c 20 67 72 6f 
75 70 3a 25 64 2c 20 
70 6f 72 74 3a 25 64 
2c 20 73 70 65 65 64 
3a 25 6c 64 2c 20 49 
44 3a 25 64 29 00 00 
61 64 73 31 31 30 30 
5f 72 65 61 64 20 45 
52 52 4f 52 3a 6e 6f 20 
61 63 6b 20 66 72 6f 
6d 20 41 44 53 31 31 
30 30 5f 41 44 25 64 
20 28 62 75 73 3a 25 
64 2c 20 67 72 6f 75 
70 3a 25 64 2c 20 70 
6f 72 74 3a 25 64 2c 
20 73 70 65 65 64 3a 
25 6c 64 2c 20 49 44 
3a 25 64 29 00 00 00 
61 64 73 31 31 30 30 
5f 72 65 61 64 20 45 
52 52 4f 52 32 30 34 
38 3a 20 41 44 53 31 
31 30 30 5f 41 44 25 
64 20 28 62 75 73 3a 
25 

port:%d, speed:%ld, 
ID:%d)..ads1100_read 
ERROR:no ack1 from 
ADS1100_AD%d (bus:%d, 
group:%d, port:%d, 
speed:%ld, ID:%d)..
ads1100_read ERROR:no 
ack from ADS1100_AD%d 
(bus:%d, group:%d, 
port:%d, speed:%ld, 
ID:%d)...ads1100_read 
ERROR2048: ADS1
100_AD%d (bus:%

success or wait 1 4070F3 WriteFile

File Path Offset Length Value Ascii Completion Count
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\iopin_direction

unknown 24248 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 02 00 08 00 01 
00 00 00 e0 0c 40 00 
34 00 00 00 30 5a 00 
00 07 10 00 70 34 00 
20 00 08 00 28 00 1d 
00 1c 00 06 00 00 00 
34 00 00 00 34 00 40 
00 34 00 40 00 00 01 
00 00 00 01 00 00 05 
00 00 00 04 00 00 00 
03 00 00 00 34 01 00 
00 34 01 40 00 34 01 
40 00 14 00 00 00 14 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
70 48 01 00 00 48 01 
40 00 48 01 40 00 18 
00 00 00 18 00 00 00 
04 00 00 00 04 00 00 
00 01 00 00 00 00 00 
00 00 00 00 40 00 00 
00 40 00 34 48 00 00 
34 48 00 00 05 00 00 
00 00 00 01 00 01 00 
00 00 00 50 00 00 00 
50 41 00 00 50 41 00 
e4 02 00 00 d0 0a 20 
00 06 00 00 00 00 00 
01 00 02 00 00 00 60 
01 00 00 60 01 40 00 
60 01 40 00 e0 00 00 
00 e0 00 00 00 07 00 
00 00 04 00 00 00 51 
e5 74 64 00 00 00 00 
00 00 00 

.ELF......................@.4.

..0Z.....p4. ...(.........4...
4.@.4.@.....................4.
..4.@.4.@....................p
H...H.@.H.@...................
........@...@.4H..4H..........
.....P...PA..PA....... .......
......`...`.@.`.@.............
....Q.td.......

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\iopin_read

unknown 24248 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 02 00 08 00 01 
00 00 00 d0 0c 40 00 
34 00 00 00 30 5a 00 
00 07 10 00 70 34 00 
20 00 08 00 28 00 1d 
00 1c 00 06 00 00 00 
34 00 00 00 34 00 40 
00 34 00 40 00 00 01 
00 00 00 01 00 00 05 
00 00 00 04 00 00 00 
03 00 00 00 34 01 00 
00 34 01 40 00 34 01 
40 00 14 00 00 00 14 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
70 48 01 00 00 48 01 
40 00 48 01 40 00 18 
00 00 00 18 00 00 00 
04 00 00 00 04 00 00 
00 01 00 00 00 00 00 
00 00 00 00 40 00 00 
00 40 00 04 47 00 00 
04 47 00 00 05 00 00 
00 00 00 01 00 01 00 
00 00 00 50 00 00 00 
50 41 00 00 50 41 00 
e4 02 00 00 d0 0a 20 
00 06 00 00 00 00 00 
01 00 02 00 00 00 60 
01 00 00 60 01 40 00 
60 01 40 00 e0 00 00 
00 e0 00 00 00 07 00 
00 00 04 00 00 00 51 
e5 74 64 00 00 00 00 
00 00 00 

.ELF......................@.4.

..0Z.....p4. ...(.........4...
4.@.4.@.....................4.
..4.@.4.@....................p
H...H.@.H.@...................
........@...@..G...G..........
.....P...PA..PA....... .......
......`...`.@.`.@.............
....Q.td.......

success or wait 1 4070F3 WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

Copyright Joe Security LLC 2021 Page 157 of 313



C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\iopin_write

unknown 24248 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 02 00 08 00 01 
00 00 00 d0 0c 40 00 
34 00 00 00 30 5a 00 
00 07 10 00 70 34 00 
20 00 08 00 28 00 1d 
00 1c 00 06 00 00 00 
34 00 00 00 34 00 40 
00 34 00 40 00 00 01 
00 00 00 01 00 00 05 
00 00 00 04 00 00 00 
03 00 00 00 34 01 00 
00 34 01 40 00 34 01 
40 00 14 00 00 00 14 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
70 48 01 00 00 48 01 
40 00 48 01 40 00 18 
00 00 00 18 00 00 00 
04 00 00 00 04 00 00 
00 01 00 00 00 00 00 
00 00 00 00 40 00 00 
00 40 00 14 48 00 00 
14 48 00 00 05 00 00 
00 00 00 01 00 01 00 
00 00 00 50 00 00 00 
50 41 00 00 50 41 00 
e4 02 00 00 d0 0a 20 
00 06 00 00 00 00 00 
01 00 02 00 00 00 60 
01 00 00 60 01 40 00 
60 01 40 00 e0 00 00 
00 e0 00 00 00 07 00 
00 00 04 00 00 00 51 
e5 74 64 00 00 00 00 
00 00 00 

.ELF......................@.4.

..0Z.....p4. ...(.........4...
4.@.4.@.....................4.
..4.@.4.@....................p
H...H.@.H.@...................
........@...@..H...H..........
.....P...PA..PA....... .......
......`...`.@.`.@.............
....Q.td.......

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\matrix_demon

unknown 32768 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 02 00 08 00 01 
00 00 00 c0 1f 40 00 
34 00 00 00 e4 30 01 
00 07 10 00 70 34 00 
20 00 08 00 28 00 1d 
00 1c 00 06 00 00 00 
34 00 00 00 34 00 40 
00 34 00 40 00 00 01 
00 00 00 01 00 00 05 
00 00 00 04 00 00 00 
03 00 00 00 34 01 00 
00 34 01 40 00 34 01 
40 00 14 00 00 00 14 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
70 48 01 00 00 48 01 
40 00 48 01 40 00 18 
00 00 00 18 00 00 00 
04 00 00 00 04 00 00 
00 01 00 00 00 00 00 
00 00 00 00 40 00 00 
00 40 00 14 19 01 00 
14 19 01 00 05 00 00 
00 00 00 01 00 01 00 
00 00 00 20 01 00 00 
20 42 00 00 20 42 00 
58 03 00 00 84 4c 32 
00 06 00 00 00 00 00 
01 00 02 00 00 00 60 
01 00 00 60 01 40 00 
60 01 40 00 e8 00 00 
00 e8 00 00 00 07 00 
00 00 04 00 00 00 51 
e5 74 64 00 00 00 00 
00 00 00 

.ELF......................@.4.

...0.....p4. ...(.........4...
4.@.4.@.....................4.
..4.@.4.@....................p
H...H.@.H.@...................
........@...@...................... 
... B.. B.X....L2.......
......`...`.@.`.@.............
....Q.td.......

success or wait 2 4070F3 WriteFile

File Path Offset Length Value Ascii Completion Count
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Address Symbol
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\matrix_demon

unknown 13676 3a 25 6c 64 2c 20 6c 6f 
67 2e 44 42 5f 49 44 
3a 25 6c 64 2c 20 54 
79 70 65 3a 25 6c 64 
29 20 48 61 6d 6d 65 
72 3a 25 6c 64 2c 20 
4d 65 6d 62 65 72 73 
3a 00 20 25 6c 64 00 
00 00 00 20 28 25 6c 
64 20 4d 65 6d 62 65 
72 73 29 00 00 47 72 
6f 75 70 20 43 6f 6e 66 
69 67 75 72 61 74 69 
6f 6e 20 72 65 61 64 
2e 20 47 72 6f 75 70 
73 3a 25 6c 64 00 00 
00 00 2f 72 65 6d 6f 74 
65 5f 63 6f 6e 74 72 6f 
6c 2f 73 6c 61 76 65 
4d 6f 64 65 00 00 00 
6d 61 74 72 69 78 5f 
64 65 6d 6f 6e 20 43 6f 
6e 66 69 67 75 72 61 
74 69 6f 6e 20 72 65 
61 64 2e 20 44 65 6d 
6f 6e 20 64 65 61 63 
74 69 76 65 74 65 64 
20 64 75 65 20 74 6f 
20 2f 72 65 6d 6f 74 65 
5f 63 6f 6e 74 72 6f 6c 
2f 73 6c 61 76 65 4d 6f 
64 65 20 21 00 00 00 
53 45 4c 45 43 54 20 
5b 69 64 5d 2c 5b 65 
6e 61 62 6c 65 64 5d 
2c 5b 

:%ld, log.DB_ID:%ld, 
Type:%ld) Hammer:%ld, 
Members:. %ld.... (%ld 
Members)..Group Configur
ation read. 
Groups:%ld..../rem
ote_control/slaveMode...m
atrix_demon Configuration 
read. Demon deactiveted 
due to /remote_
control/slaveMode 
!...SELECT [id],[enabled],[

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\matrix_readstatus

unknown 23564 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 02 00 08 00 01 
00 00 00 c0 0b 40 00 
34 00 00 00 84 57 00 
00 07 10 00 70 34 00 
20 00 08 00 28 00 1d 
00 1c 00 06 00 00 00 
34 00 00 00 34 00 40 
00 34 00 40 00 00 01 
00 00 00 01 00 00 05 
00 00 00 04 00 00 00 
03 00 00 00 34 01 00 
00 34 01 40 00 34 01 
40 00 14 00 00 00 14 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
70 48 01 00 00 48 01 
40 00 48 01 40 00 18 
00 00 00 18 00 00 00 
04 00 00 00 04 00 00 
00 01 00 00 00 00 00 
00 00 00 00 40 00 00 
00 40 00 04 4f 00 00 
04 4f 00 00 05 00 00 
00 00 00 01 00 01 00 
00 00 00 50 00 00 00 
50 41 00 00 50 41 00 
38 01 00 00 70 08 20 
00 06 00 00 00 00 00 
01 00 02 00 00 00 60 
01 00 00 60 01 40 00 
60 01 40 00 e0 00 00 
00 e0 00 00 00 07 00 
00 00 04 00 00 00 51 
e5 74 64 00 00 00 00 
00 00 00 

.ELF......................@.4.

...W.....p4. ...(.........4...
4.@.4.@.....................4.
..4.@.4.@....................p
H...H.@.H.@...................
........@...@..O...O..........
.....P...PA..PA.8...p. .......
......`...`.@.`.@.............
....Q.td.......

success or wait 1 4070F3 WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\memknecht

unknown 11472 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 02 00 08 00 01 
00 00 00 d0 09 40 00 
34 00 00 00 48 28 00 
00 07 10 00 70 34 00 
20 00 08 00 28 00 1d 
00 1c 00 06 00 00 00 
34 00 00 00 34 00 40 
00 34 00 40 00 00 01 
00 00 00 01 00 00 05 
00 00 00 04 00 00 00 
03 00 00 00 34 01 00 
00 34 01 40 00 34 01 
40 00 14 00 00 00 14 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
70 48 01 00 00 48 01 
40 00 48 01 40 00 18 
00 00 00 18 00 00 00 
04 00 00 00 04 00 00 
00 01 00 00 00 00 00 
00 00 00 00 40 00 00 
00 40 00 04 24 00 00 
04 24 00 00 05 00 00 
00 00 00 01 00 01 00 
00 00 04 24 00 00 04 
24 41 00 04 24 41 00 
f8 00 00 00 54 01 20 
00 06 00 00 00 00 00 
01 00 02 00 00 00 60 
01 00 00 60 01 40 00 
60 01 40 00 e0 00 00 
00 e0 00 00 00 07 00 
00 00 04 00 00 00 51 
e5 74 64 00 00 00 00 
00 00 00 

.ELF......................@.4.

..H(.....p4. ...(.........4...
4.@.4.@.....................4.
..4.@.4.@....................p
H...H.@.H.@...................
........@...@..$...$..........
.....$...$A..$A.....T. .......
......`...`.@.`.@.............
....Q.td.......

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\monitoring_demon

unknown 32768 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 02 00 08 00 01 
00 00 00 a0 14 40 00 
34 00 00 00 40 bf 00 
00 07 10 00 70 34 00 
20 00 08 00 28 00 1d 
00 1c 00 06 00 00 00 
34 00 00 00 34 00 40 
00 34 00 40 00 00 01 
00 00 00 01 00 00 05 
00 00 00 04 00 00 00 
03 00 00 00 34 01 00 
00 34 01 40 00 34 01 
40 00 14 00 00 00 14 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
70 48 01 00 00 48 01 
40 00 48 01 40 00 18 
00 00 00 18 00 00 00 
04 00 00 00 04 00 00 
00 01 00 00 00 00 00 
00 00 00 00 40 00 00 
00 40 00 e4 ad 00 00 
e4 ad 00 00 05 00 00 
00 00 00 01 00 01 00 
00 00 00 b0 00 00 00 
b0 41 00 00 b0 41 00 
94 03 00 00 a0 df 3d 
00 06 00 00 00 00 00 
01 00 02 00 00 00 60 
01 00 00 60 01 40 00 
60 01 40 00 e8 00 00 
00 e8 00 00 00 07 00 
00 00 04 00 00 00 51 
e5 74 64 00 00 00 00 
00 00 00 

.ELF......................@.4.

..@......p4. ...(.........4...
4.@.4.@.....................4.
..4.@.4.@....................p
H...H.@.H.@...................
........@...@.................
..........A...A.......=.......
......`...`.@.`.@.............
....Q.td.......

success or wait 1 4070F3 WriteFile

File Path Offset Length Value Ascii Completion Count
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Address Symbol
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\monitoring_demon

unknown 17352 a0 ac 08 25 64 80 99 
8f 00 00 06 8d 04 00 
07 8d 21 20 40 02 21 
28 60 02 21 b0 40 00 
09 f8 20 03 21 b8 60 
00 10 00 bc 8f 21 90 
40 00 d9 ff c1 07 21 98 
60 00 79 ff 00 10 01 00 
13 26 00 00 00 00 02 
00 1c 3c 60 b1 9c 27 
21 e0 99 03 b0 ff bd 27 
4c 00 bf af 48 00 b1 af 
44 00 b0 af 10 00 bc af 
dc 80 99 8f 20 00 b1 
27 18 00 a4 af 1c 00 
a5 af 18 00 a4 27 09 f8 
20 03 21 28 20 02 10 
00 bc 8f 30 00 b0 27 
1c 00 a4 27 dc 80 99 
8f 00 00 00 00 09 f8 20 
03 21 28 00 02 20 00 
a2 8f 10 00 bc 8f 02 00 
42 2c 0e 00 40 14 01 
00 02 24 30 00 a2 8f 
00 00 00 00 02 00 42 
2c 08 00 40 14 21 20 
20 02 e0 80 99 8f 00 
00 00 00 09 f8 20 03 
21 28 00 02 10 00 bc 
8f 02 00 00 10 00 00 
00 00 01 00 02 24 4c 
00 bf 8f 48 00 b1 8f 44 
00 b0 8f 08 00 e0 03 
50 00 bd 27 00 00 00 
00 00 00 00 00 00 00 
00 

...%d...........! @.!(`.!.@... 

.!.`.....!.@.....!.`.y......&.......
<`..'!......'L...H...D........... 
..'...........'.. .!( 
.....0..'...'.......... .!(.. 
.........B,..@....$0.......
..B,..@.!  ........... .!(....
.............$L...H...D.......
P..'...........

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\query_resetbutton

unknown 32768 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 02 00 08 00 01 
00 00 00 80 0f 40 00 
34 00 00 00 9c 7c 00 
00 07 10 00 70 34 00 
20 00 08 00 28 00 1d 
00 1c 00 06 00 00 00 
34 00 00 00 34 00 40 
00 34 00 40 00 00 01 
00 00 00 01 00 00 05 
00 00 00 04 00 00 00 
03 00 00 00 34 01 00 
00 34 01 40 00 34 01 
40 00 14 00 00 00 14 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
70 48 01 00 00 48 01 
40 00 48 01 40 00 18 
00 00 00 18 00 00 00 
04 00 00 00 04 00 00 
00 01 00 00 00 00 00 
00 00 00 00 40 00 00 
00 40 00 e4 69 00 00 
e4 69 00 00 05 00 00 
00 00 00 01 00 01 00 
00 00 00 70 00 00 00 
70 41 00 00 70 41 00 
30 03 00 00 10 0b 20 
00 06 00 00 00 00 00 
01 00 02 00 00 00 60 
01 00 00 60 01 40 00 
60 01 40 00 e8 00 00 
00 e8 00 00 00 07 00 
00 00 04 00 00 00 51 
e5 74 64 00 00 00 00 
00 00 00 

.ELF......................@.4.

...|.....p4. ...(.........4...
4.@.4.@.....................4.
..4.@.4.@....................p
H...H.@.H.@...................
........@...@..i...i..........
.....p...pA..pA.0..... .......
......`...`.@.`.@.............
....Q.td.......

success or wait 1 4070F3 WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\query_resetbutton

unknown 292 00 00 00 00 04 00 00 
00 00 00 00 00 b5 00 
00 00 08 00 00 00 03 
00 00 10 30 73 41 00 
30 73 00 00 e0 00 00 
00 00 00 00 00 00 00 
00 00 04 00 00 00 00 
00 00 00 bb 00 00 00 
08 00 00 00 03 00 00 
00 10 74 41 00 30 73 
00 00 00 07 20 00 00 
00 00 00 00 00 00 00 
10 00 00 00 00 00 00 
00 c0 00 00 00 01 00 
00 00 00 00 00 00 00 
00 00 00 30 73 00 00 
40 08 00 00 00 00 00 
00 00 00 00 00 04 00 
00 00 00 00 00 00 c5 
00 00 00 01 00 00 00 
30 00 00 00 00 00 00 
00 70 7b 00 00 30 00 
00 00 00 00 00 00 00 
00 00 00 01 00 00 00 
01 00 00 00 ce 00 00 
00 f5 ff ff 6f 00 00 00 
00 00 00 00 00 a0 7b 
00 00 10 00 00 00 00 
00 00 00 00 00 00 00 
01 00 00 00 00 00 00 
00 de 00 00 00 01 00 
00 00 00 00 00 00 10 
7b 61 00 b0 7b 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 01 00 
00 00 00 00 00 00 01 
00 00 

........................0sA.0s

..............................

.....tA.0s.... ...............

..................0s..@.......

....................0.......p{

..0..........................o.........
{...................................{a..
{.........................

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\rc_read_demon

unknown 32768 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 02 00 08 00 01 
00 00 00 70 15 40 00 
34 00 00 00 88 d2 00 
00 07 10 00 70 34 00 
20 00 08 00 28 00 1d 
00 1c 00 06 00 00 00 
34 00 00 00 34 00 40 
00 34 00 40 00 00 01 
00 00 00 01 00 00 05 
00 00 00 04 00 00 00 
03 00 00 00 34 01 00 
00 34 01 40 00 34 01 
40 00 14 00 00 00 14 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
70 48 01 00 00 48 01 
40 00 48 01 40 00 18 
00 00 00 18 00 00 00 
04 00 00 00 04 00 00 
00 01 00 00 00 00 00 
00 00 00 00 40 00 00 
00 40 00 94 c2 00 00 
94 c2 00 00 05 00 00 
00 00 00 01 00 01 00 
00 00 94 c2 00 00 94 
c2 41 00 94 c2 41 00 
a8 03 00 00 ac f7 3d 
00 06 00 00 00 00 00 
01 00 02 00 00 00 60 
01 00 00 60 01 40 00 
60 01 40 00 f0 00 00 
00 f0 00 00 00 07 00 
00 00 04 00 00 00 51 
e5 74 64 00 00 00 00 
00 00 00 

.ELF....................p.@.4.

.........p4. ...(.........4...
4.@.4.@.....................4.
..4.@.4.@....................p
H...H.@.H.@...................
........@...@.................
..........A...A.......=.......
......`...`.@.`.@.............
....Q.td.......

success or wait 1 4070F3 WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\rc_read_demon

unknown 22288 f0 08 63 34 21 18 7d 
00 00 00 63 8c 01 00 
94 26 18 00 bc 8f 2a 
10 83 02 04 00 f7 26 
e1 fe 40 10 00 04 d6 
26 00 00 f3 8e 3c 81 
99 8f 41 00 04 3c 78 
c0 84 24 21 28 80 02 
09 f8 20 03 21 30 60 
02 01 00 02 24 18 00 
bc 8f d3 ff 62 16 03 00 
04 24 04 00 03 3c fc 
08 63 34 21 18 7d 00 
d0 ff 00 10 00 00 74 ac 
00 00 a2 8e e4 80 85 
8f 00 00 c3 8f c0 11 02 
00 21 10 a2 00 23 00 
60 18 00 00 40 a0 ec 
80 92 8f 01 00 11 24 
80 00 52 26 00 00 a4 
8e e4 80 82 8f d4 81 
99 8f c0 21 04 00 21 
28 40 02 09 f8 20 03 
21 20 44 00 00 00 c2 
8f 01 00 31 26 18 00 
bc 8f 2a 10 51 00 14 
00 40 14 04 00 03 3c 
dc 80 82 8f e4 80 83 8f 
b8 81 99 8f 00 00 50 
8c 80 00 52 26 c0 81 
10 00 21 80 70 00 09 
f8 20 03 21 20 00 02 
41 00 04 3c a4 b1 85 
24 a4 b1 83 90 01 00 
a4 90 21 80 02 02 18 
00 bc 8f 00 00 03 

..c4!.}...c....&....*......&..
@....&....<...A..<x..$!(.... .
!0`....$......b....$...<..c4!.
}.......t.................!...
#.`...@........$..R&..........
...!..!(@... .! D.......1&....
*.Q...@....<..............P...
R&....!.p... .! ..A..<...$....
....!..........

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\rc_write_demon

unknown 32768 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 02 00 08 00 01 
00 00 00 10 13 40 00 
34 00 00 00 50 ad 00 
00 07 10 00 70 34 00 
20 00 08 00 28 00 1d 
00 1c 00 06 00 00 00 
34 00 00 00 34 00 40 
00 34 00 40 00 00 01 
00 00 00 01 00 00 05 
00 00 00 04 00 00 00 
03 00 00 00 34 01 00 
00 34 01 40 00 34 01 
40 00 14 00 00 00 14 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
70 48 01 00 00 48 01 
40 00 48 01 40 00 18 
00 00 00 18 00 00 00 
04 00 00 00 04 00 00 
00 01 00 00 00 00 00 
00 00 00 00 40 00 00 
00 40 00 94 92 00 00 
94 92 00 00 05 00 00 
00 00 00 01 00 01 00 
00 00 00 a0 00 00 00 
a0 41 00 00 a0 41 00 
64 03 00 00 60 ef 3d 
00 06 00 00 00 00 00 
01 00 02 00 00 00 60 
01 00 00 60 01 40 00 
60 01 40 00 f0 00 00 
00 f0 00 00 00 07 00 
00 00 04 00 00 00 51 
e5 74 64 00 00 00 00 
00 00 00 

.ELF......................@.4.

..P......p4. ...(.........4...
4.@.4.@.....................4.
..4.@.4.@....................p
H...H.@.H.@...................
........@...@.................
..........A...A.d...`.=.......
......`...`.@.`.@.............
....Q.td.......

success or wait 1 4070F3 WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\rc_write_demon

unknown 12760 02 00 1c 3c a0 a1 9c 
27 21 e0 99 03 e0 ff bd 
27 10 00 bc af 1c 00 bf 
af 18 00 bc af 01 00 11 
04 00 00 00 00 42 00 
1c 3c a0 21 9c 27 24 
80 99 8f 00 00 00 00 
70 13 39 27 cd e4 11 
04 00 00 00 00 10 00 
bc 8f 00 00 00 00 1c 
00 bf 8f 08 00 e0 03 20 
00 bd 27 00 00 00 00 
00 00 00 00 00 00 00 
00 2f 64 65 6d 6f 6e 73 
2f 72 63 5f 77 72 69 74 
65 2f 6c 6f 67 5f 6c 65 
76 65 6c 00 00 2f 64 
65 6d 6f 6e 73 2f 72 63 
5f 77 72 69 74 65 2f 
6d 61 78 5f 72 65 74 
72 69 65 73 00 00 00 
00 47 6c 6f 62 61 6c 
20 52 43 5f 57 72 69 
74 65 20 43 6f 6e 66 
69 67 75 72 61 74 69 
6f 6e 20 72 65 61 64 
2e 20 4c 6f 67 6c 65 
76 65 6c 3a 25 64 2c 
20 6d 61 78 2e 52 65 
74 72 69 65 73 3a 25 
6c 64 00 00 00 00 22 
69 64 22 3a 00 00 00 
2c 00 00 00 22 76 61 
6c 75 65 22 3a 00 00 
00 00 6c 6f 67 69 73 
63 68 

...<...'!......'....................B..
<.!.'$.......p.9'....
.................... ..'......
....../demons/rc_write/log_l
ev
el../demons/rc_write/max_r
etries....Global RC_Write 
Configuration read. 
Loglevel:%d, max.R
etries:%ld...."id":...,..."val
ue":....logisch

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\reloadcounter_increment

unknown 19376 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 02 00 08 00 01 
00 00 00 f0 0a 40 00 
34 00 00 00 28 47 00 
00 07 10 00 70 34 00 
20 00 08 00 28 00 1d 
00 1c 00 06 00 00 00 
34 00 00 00 34 00 40 
00 34 00 40 00 00 01 
00 00 00 01 00 00 05 
00 00 00 04 00 00 00 
03 00 00 00 34 01 00 
00 34 01 40 00 34 01 
40 00 14 00 00 00 14 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
70 48 01 00 00 48 01 
40 00 48 01 40 00 18 
00 00 00 18 00 00 00 
04 00 00 00 04 00 00 
00 01 00 00 00 00 00 
00 00 00 00 40 00 00 
00 40 00 24 3e 00 00 
24 3e 00 00 05 00 00 
00 00 00 01 00 01 00 
00 00 00 40 00 00 00 
40 41 00 00 40 41 00 
1c 01 00 00 50 08 20 
00 06 00 00 00 00 00 
01 00 02 00 00 00 60 
01 00 00 60 01 40 00 
60 01 40 00 e0 00 00 
00 e0 00 00 00 07 00 
00 00 04 00 00 00 51 
e5 74 64 00 00 00 00 
00 00 00 

.ELF......................@.4...
(G.....p4. ...(.........4...
4.@.4.@.....................4.
..4.@.4.@....................p
H...H.@.H.@...................
........@...@.$>..$>..........
.....@...@A..@A.....P. .......
......`...`.@.`.@.............
....Q.td.......

success or wait 1 4070F3 WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\reloadcounter_read

unknown 19376 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 02 00 08 00 01 
00 00 00 f0 0a 40 00 
34 00 00 00 28 47 00 
00 07 10 00 70 34 00 
20 00 08 00 28 00 1d 
00 1c 00 06 00 00 00 
34 00 00 00 34 00 40 
00 34 00 40 00 00 01 
00 00 00 01 00 00 05 
00 00 00 04 00 00 00 
03 00 00 00 34 01 00 
00 34 01 40 00 34 01 
40 00 14 00 00 00 14 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
70 48 01 00 00 48 01 
40 00 48 01 40 00 18 
00 00 00 18 00 00 00 
04 00 00 00 04 00 00 
00 01 00 00 00 00 00 
00 00 00 00 40 00 00 
00 40 00 14 3e 00 00 
14 3e 00 00 05 00 00 
00 00 00 01 00 01 00 
00 00 00 40 00 00 00 
40 41 00 00 40 41 00 
1c 01 00 00 50 08 20 
00 06 00 00 00 00 00 
01 00 02 00 00 00 60 
01 00 00 60 01 40 00 
60 01 40 00 e0 00 00 
00 e0 00 00 00 07 00 
00 00 04 00 00 00 51 
e5 74 64 00 00 00 00 
00 00 00 

.ELF......................@.4...
(G.....p4. ...(.........4...
4.@.4.@.....................4.
..4.@.4.@....................p
H...H.@.H.@...................
........@...@..>...>..........
.....@...@A..@A.....P. .......
......`...`.@.`.@.............
....Q.td.......

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\reloadcounter_readstatus

unknown 31772 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 02 00 08 00 01 
00 00 00 40 0b 40 00 
34 00 00 00 94 77 00 
00 07 10 00 70 34 00 
20 00 08 00 28 00 1d 
00 1c 00 06 00 00 00 
34 00 00 00 34 00 40 
00 34 00 40 00 00 01 
00 00 00 01 00 00 05 
00 00 00 04 00 00 00 
03 00 00 00 34 01 00 
00 34 01 40 00 34 01 
40 00 14 00 00 00 14 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
70 48 01 00 00 48 01 
40 00 48 01 40 00 18 
00 00 00 18 00 00 00 
04 00 00 00 04 00 00 
00 01 00 00 00 00 00 
00 00 00 00 40 00 00 
00 40 00 c4 6e 00 00 
c4 6e 00 00 05 00 00 
00 00 00 01 00 01 00 
00 00 00 70 00 00 00 
70 41 00 00 70 41 00 
28 01 00 00 60 88 22 
00 06 00 00 00 00 00 
01 00 02 00 00 00 60 
01 00 00 60 01 40 00 
60 01 40 00 e0 00 00 
00 e0 00 00 00 07 00 
00 00 04 00 00 00 51 
e5 74 64 00 00 00 00 
00 00 00 

.ELF....................@.@.4.

...w.....p4. ...(.........4...
4.@.4.@.....................4.
..4.@.4.@....................p
H...H.@.H.@...................
........@...@..n...n..........
.....p...pA..pA.(...`.".......
......`...`.@.`.@.............
....Q.td.......

success or wait 1 4070F3 WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\reloadcounter_write

unknown 19380 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 02 00 08 00 01 
00 00 00 00 0b 40 00 
34 00 00 00 2c 47 00 
00 07 10 00 70 34 00 
20 00 08 00 28 00 1d 
00 1c 00 06 00 00 00 
34 00 00 00 34 00 40 
00 34 00 40 00 00 01 
00 00 00 01 00 00 05 
00 00 00 04 00 00 00 
03 00 00 00 34 01 00 
00 34 01 40 00 34 01 
40 00 14 00 00 00 14 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
70 48 01 00 00 48 01 
40 00 48 01 40 00 18 
00 00 00 18 00 00 00 
04 00 00 00 04 00 00 
00 01 00 00 00 00 00 
00 00 00 00 40 00 00 
00 40 00 54 3e 00 00 
54 3e 00 00 05 00 00 
00 00 00 01 00 01 00 
00 00 00 40 00 00 00 
40 41 00 00 40 41 00 
20 01 00 00 60 08 20 
00 06 00 00 00 00 00 
01 00 02 00 00 00 60 
01 00 00 60 01 40 00 
60 01 40 00 e0 00 00 
00 e0 00 00 00 07 00 
00 00 04 00 00 00 51 
e5 74 64 00 00 00 00 
00 00 00 

.ELF......................@.4.

..,G.....p4. ...(.........4...
4.@.4.@.....................4.
..4.@.4.@....................p
H...H.@.H.@...................
........@...@.T>..T>..........
.....@...@A..@A. ...`. .......
......`...`.@.`.@.............
....Q.td.......

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\sensor_readstatus

unknown 23584 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 02 00 08 00 01 
00 00 00 60 0b 40 00 
34 00 00 00 98 57 00 
00 07 10 00 70 34 00 
20 00 08 00 28 00 1d 
00 1c 00 06 00 00 00 
34 00 00 00 34 00 40 
00 34 00 40 00 00 01 
00 00 00 01 00 00 05 
00 00 00 04 00 00 00 
03 00 00 00 34 01 00 
00 34 01 40 00 34 01 
40 00 14 00 00 00 14 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
70 48 01 00 00 48 01 
40 00 48 01 40 00 18 
00 00 00 18 00 00 00 
04 00 00 00 04 00 00 
00 01 00 00 00 00 00 
00 00 00 00 40 00 00 
00 40 00 74 4e 00 00 
74 4e 00 00 05 00 00 
00 00 00 01 00 01 00 
00 00 00 50 00 00 00 
50 41 00 00 50 41 00 
2c 01 00 00 60 08 20 
00 06 00 00 00 00 00 
01 00 02 00 00 00 60 
01 00 00 60 01 40 00 
60 01 40 00 e0 00 00 
00 e0 00 00 00 07 00 
00 00 04 00 00 00 51 
e5 74 64 00 00 00 00 
00 00 00 

.ELF....................`.@.4.

...W.....p4. ...(.........4...
4.@.4.@.....................4.
..4.@.4.@....................p
H...H.@.H.@...................
........@...@.tN..tN..........
.....P...PA..PA.,...`. .......
......`...`.@.`.@.............
....Q.td.......

success or wait 1 4070F3 WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\sensor_read_all

unknown 19696 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 02 00 08 00 01 
00 00 00 f0 0a 40 00 
34 00 00 00 68 48 00 
00 07 10 00 70 34 00 
20 00 08 00 28 00 1d 
00 1c 00 06 00 00 00 
34 00 00 00 34 00 40 
00 34 00 40 00 00 01 
00 00 00 01 00 00 05 
00 00 00 04 00 00 00 
03 00 00 00 34 01 00 
00 34 01 40 00 34 01 
40 00 14 00 00 00 14 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
70 48 01 00 00 48 01 
40 00 48 01 40 00 18 
00 00 00 18 00 00 00 
04 00 00 00 04 00 00 
00 01 00 00 00 00 00 
00 00 00 00 40 00 00 
00 40 00 54 3d 00 00 
54 3d 00 00 05 00 00 
00 00 00 01 00 01 00 
00 00 00 40 00 00 00 
40 41 00 00 40 41 00 
5c 02 00 00 78 33 39 
00 06 00 00 00 00 00 
01 00 02 00 00 00 60 
01 00 00 60 01 40 00 
60 01 40 00 e0 00 00 
00 e0 00 00 00 07 00 
00 00 04 00 00 00 51 
e5 74 64 00 00 00 00 
00 00 00 

.ELF......................@.4.

..hH.....p4. ...(.........4...
4.@.4.@.....................4.
..4.@.4.@....................p
H...H.@.H.@...................
........@...@.T=..T=..........
.....@...@A..@A.\...x39......
.......`...`.@.`.@.............
....Q.td.......

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\sensor_read_errorcode

unknown 19696 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 02 00 08 00 01 
00 00 00 f0 0a 40 00 
34 00 00 00 68 48 00 
00 07 10 00 70 34 00 
20 00 08 00 28 00 1d 
00 1c 00 06 00 00 00 
34 00 00 00 34 00 40 
00 34 00 40 00 00 01 
00 00 00 01 00 00 05 
00 00 00 04 00 00 00 
03 00 00 00 34 01 00 
00 34 01 40 00 34 01 
40 00 14 00 00 00 14 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
70 48 01 00 00 48 01 
40 00 48 01 40 00 18 
00 00 00 18 00 00 00 
04 00 00 00 04 00 00 
00 01 00 00 00 00 00 
00 00 00 00 40 00 00 
00 40 00 f4 3c 00 00 f4 
3c 00 00 05 00 00 00 
00 00 01 00 01 00 00 
00 00 40 00 00 00 40 
41 00 00 40 41 00 5c 
02 00 00 78 33 39 00 
06 00 00 00 00 00 01 
00 02 00 00 00 60 01 
00 00 60 01 40 00 60 
01 40 00 e0 00 00 00 
e0 00 00 00 07 00 00 
00 04 00 00 00 51 e5 
74 64 00 00 00 00 00 
00 00 

.ELF......................@.4.

..hH.....p4. ...(.........4...
4.@.4.@.....................4.
..4.@.4.@....................p
H...H.@.H.@...................
........@...@..<...<..........
.....@...@A..@A.\...x39......
.......`...`.@.`.@.............
....Q.td.......

success or wait 1 4070F3 WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\sensor_read_errormessage

unknown 19696 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 02 00 08 00 01 
00 00 00 f0 0a 40 00 
34 00 00 00 68 48 00 
00 07 10 00 70 34 00 
20 00 08 00 28 00 1d 
00 1c 00 06 00 00 00 
34 00 00 00 34 00 40 
00 34 00 40 00 00 01 
00 00 00 01 00 00 05 
00 00 00 04 00 00 00 
03 00 00 00 34 01 00 
00 34 01 40 00 34 01 
40 00 14 00 00 00 14 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
70 48 01 00 00 48 01 
40 00 48 01 40 00 18 
00 00 00 18 00 00 00 
04 00 00 00 04 00 00 
00 01 00 00 00 00 00 
00 00 00 00 40 00 00 
00 40 00 f4 3c 00 00 f4 
3c 00 00 05 00 00 00 
00 00 01 00 01 00 00 
00 00 40 00 00 00 40 
41 00 00 40 41 00 5c 
02 00 00 78 33 39 00 
06 00 00 00 00 00 01 
00 02 00 00 00 60 01 
00 00 60 01 40 00 60 
01 40 00 e0 00 00 00 
e0 00 00 00 07 00 00 
00 04 00 00 00 51 e5 
74 64 00 00 00 00 00 
00 00 

.ELF......................@.4.

..hH.....p4. ...(.........4...
4.@.4.@.....................4.
..4.@.4.@....................p
H...H.@.H.@...................
........@...@..<...<..........
.....@...@A..@A.\...x39......
.......`...`.@.`.@.............
....Q.td.......

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\sensor_read_float

unknown 19696 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 02 00 08 00 01 
00 00 00 f0 0a 40 00 
34 00 00 00 68 48 00 
00 07 10 00 70 34 00 
20 00 08 00 28 00 1d 
00 1c 00 06 00 00 00 
34 00 00 00 34 00 40 
00 34 00 40 00 00 01 
00 00 00 01 00 00 05 
00 00 00 04 00 00 00 
03 00 00 00 34 01 00 
00 34 01 40 00 34 01 
40 00 14 00 00 00 14 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
70 48 01 00 00 48 01 
40 00 48 01 40 00 18 
00 00 00 18 00 00 00 
04 00 00 00 04 00 00 
00 01 00 00 00 00 00 
00 00 00 00 40 00 00 
00 40 00 e4 3c 00 00 
e4 3c 00 00 05 00 00 
00 00 00 01 00 01 00 
00 00 00 40 00 00 00 
40 41 00 00 40 41 00 
5c 02 00 00 78 33 39 
00 06 00 00 00 00 00 
01 00 02 00 00 00 60 
01 00 00 60 01 40 00 
60 01 40 00 e0 00 00 
00 e0 00 00 00 07 00 
00 00 04 00 00 00 51 
e5 74 64 00 00 00 00 
00 00 00 

.ELF......................@.4.

..hH.....p4. ...(.........4...
4.@.4.@.....................4.
..4.@.4.@....................p
H...H.@.H.@...................
........@...@..<...<..........
.....@...@A..@A.\...x39......
.......`...`.@.`.@.............
....Q.td.......

success or wait 1 4070F3 WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\sensor_read_int

unknown 19696 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 02 00 08 00 01 
00 00 00 f0 0a 40 00 
34 00 00 00 68 48 00 
00 07 10 00 70 34 00 
20 00 08 00 28 00 1d 
00 1c 00 06 00 00 00 
34 00 00 00 34 00 40 
00 34 00 40 00 00 01 
00 00 00 01 00 00 05 
00 00 00 04 00 00 00 
03 00 00 00 34 01 00 
00 34 01 40 00 34 01 
40 00 14 00 00 00 14 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
70 48 01 00 00 48 01 
40 00 48 01 40 00 18 
00 00 00 18 00 00 00 
04 00 00 00 04 00 00 
00 01 00 00 00 00 00 
00 00 00 00 40 00 00 
00 40 00 e4 3c 00 00 
e4 3c 00 00 05 00 00 
00 00 00 01 00 01 00 
00 00 00 40 00 00 00 
40 41 00 00 40 41 00 
5c 02 00 00 78 33 39 
00 06 00 00 00 00 00 
01 00 02 00 00 00 60 
01 00 00 60 01 40 00 
60 01 40 00 e0 00 00 
00 e0 00 00 00 07 00 
00 00 04 00 00 00 51 
e5 74 64 00 00 00 00 
00 00 00 

.ELF......................@.4.

..hH.....p4. ...(.........4...
4.@.4.@.....................4.
..4.@.4.@....................p
H...H.@.H.@...................
........@...@..<...<..........
.....@...@A..@A.\...x39......
.......`...`.@.`.@.............
....Q.td.......

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\sensor_read_string

unknown 19692 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 02 00 08 00 01 
00 00 00 d0 0a 40 00 
34 00 00 00 64 48 00 
00 07 10 00 70 34 00 
20 00 08 00 28 00 1d 
00 1c 00 06 00 00 00 
34 00 00 00 34 00 40 
00 34 00 40 00 00 01 
00 00 00 01 00 00 05 
00 00 00 04 00 00 00 
03 00 00 00 34 01 00 
00 34 01 40 00 34 01 
40 00 14 00 00 00 14 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
70 48 01 00 00 48 01 
40 00 48 01 40 00 18 
00 00 00 18 00 00 00 
04 00 00 00 04 00 00 
00 01 00 00 00 00 00 
00 00 00 00 40 00 00 
00 40 00 b4 3c 00 00 
b4 3c 00 00 05 00 00 
00 00 00 01 00 01 00 
00 00 00 40 00 00 00 
40 41 00 00 40 41 00 
58 02 00 00 78 33 39 
00 06 00 00 00 00 00 
01 00 02 00 00 00 60 
01 00 00 60 01 40 00 
60 01 40 00 e0 00 00 
00 e0 00 00 00 07 00 
00 00 04 00 00 00 51 
e5 74 64 00 00 00 00 
00 00 00 

.ELF......................@.4.

..dH.....p4. ...(.........4...
4.@.4.@.....................4.
..4.@.4.@....................p
H...H.@.H.@...................
........@...@..<...<..........
.....@...@A..@A.X...x39.....
........`...`.@.`.@.............
....Q.td.......

success or wait 1 4070F3 WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\sensor_shm_demon

unknown 32768 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 02 00 08 00 01 
00 00 00 10 14 40 00 
34 00 00 00 dc ee 00 
00 07 10 00 70 34 00 
20 00 08 00 28 00 1d 
00 1c 00 06 00 00 00 
34 00 00 00 34 00 40 
00 34 00 40 00 00 01 
00 00 00 01 00 00 05 
00 00 00 04 00 00 00 
03 00 00 00 34 01 00 
00 34 01 40 00 34 01 
40 00 14 00 00 00 14 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
70 48 01 00 00 48 01 
40 00 48 01 40 00 18 
00 00 00 18 00 00 00 
04 00 00 00 04 00 00 
00 01 00 00 00 00 00 
00 00 00 00 40 00 00 
00 40 00 d4 d2 00 00 
d4 d2 00 00 05 00 00 
00 00 00 01 00 01 00 
00 00 00 e0 00 00 00 
e0 41 00 00 e0 41 00 
70 03 00 00 50 2f 3c 
00 06 00 00 00 00 00 
01 00 02 00 00 00 60 
01 00 00 60 01 40 00 
60 01 40 00 e8 00 00 
00 e8 00 00 00 07 00 
00 00 04 00 00 00 51 
e5 74 64 00 00 00 00 
00 00 00 

.ELF......................@.4.

.........p4. ...(.........4...
4.@.4.@.....................4.
..4.@.4.@....................p
H...H.@.H.@...................
........@...@.................
..........A...A.p...P/<.......
......`...`.@.`.@.............
....Q.td.......

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\sensor_shm_demon

unknown 29540 78 e1 24 ad 08 00 e3 
ac 91 ff 22 16 0c 00 e5 
a0 41 00 03 3c e0 cd 
62 24 04 00 44 8c e0 
cd 65 8c 0f 00 02 24 
04 00 e4 ac 94 ff 22 16 
78 e1 25 ad 41 00 03 
3c 00 ce 62 24 04 00 
44 8c 00 ce 65 8c 13 
00 02 24 04 00 e4 ac 
97 ff 22 16 78 e1 25 ad 
41 00 02 3c 20 ce 43 
24 20 ce 45 8c 06 00 
64 90 04 00 66 94 17 
00 02 24 06 00 e4 a0 
78 e1 25 ad 98 ff 22 16 
04 00 e6 a4 41 00 03 
3c 44 ce 62 24 04 00 
44 8c 44 ce 65 8c 1b 
00 02 24 04 00 e4 ac 
9b ff 22 16 78 e1 25 ad 
41 00 03 3c 64 ce 62 
24 04 00 44 8c 64 ce 
65 8c 1f 00 02 24 04 
00 e4 ac 9e ff 22 16 78 
e1 25 ad 41 00 03 3c 
a0 ce 62 24 04 00 45 
8c a0 ce 64 8c 18 00 
b0 27 04 00 e5 ac 41 
00 05 3c 78 e1 24 ad 
48 81 99 8f 88 ce a5 
24 21 20 00 02 0e 00 
00 10 1f 00 06 24 a8 
ce 43 24 04 00 65 8c 
08 00 66 90 a8 ce 44 
8c 48 81 99 

x.$.......".....A..<..b$..D...
e....$......".x.%.A..<..b$..D.
..e....$......".x.%.A..< .C$ .
E...d...f....$....x.%...".....A..
<D.b$..D.D.e....$......".x.
%.A..<d.b$..D.d.e....$......".
x.%.A..<..b$..E...d....'....A..
<x.$.H......$! .........$..C$
..e...f...D.H..

success or wait 1 4070F3 WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\sensor_write_errorcode

unknown 19376 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 02 00 08 00 01 
00 00 00 f0 0a 40 00 
34 00 00 00 28 47 00 
00 07 10 00 70 34 00 
20 00 08 00 28 00 1d 
00 1c 00 06 00 00 00 
34 00 00 00 34 00 40 
00 34 00 40 00 00 01 
00 00 00 01 00 00 05 
00 00 00 04 00 00 00 
03 00 00 00 34 01 00 
00 34 01 40 00 34 01 
40 00 14 00 00 00 14 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
70 48 01 00 00 48 01 
40 00 48 01 40 00 18 
00 00 00 18 00 00 00 
04 00 00 00 04 00 00 
00 01 00 00 00 00 00 
00 00 00 00 40 00 00 
00 40 00 24 3d 00 00 
24 3d 00 00 05 00 00 
00 00 00 01 00 01 00 
00 00 00 40 00 00 00 
40 41 00 00 40 41 00 
1c 01 00 00 50 08 20 
00 06 00 00 00 00 00 
01 00 02 00 00 00 60 
01 00 00 60 01 40 00 
60 01 40 00 e0 00 00 
00 e0 00 00 00 07 00 
00 00 04 00 00 00 51 
e5 74 64 00 00 00 00 
00 00 00 

.ELF......................@.4...
(G.....p4. ...(.........4...
4.@.4.@.....................4.
..4.@.4.@....................p
H...H.@.H.@...................
........@...@.$=..$=..........
.....@...@A..@A.....P. .......
......`...`.@.`.@.............
....Q.td.......

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\sensor_write_errormessage

unknown 19376 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 02 00 08 00 01 
00 00 00 f0 0a 40 00 
34 00 00 00 28 47 00 
00 07 10 00 70 34 00 
20 00 08 00 28 00 1d 
00 1c 00 06 00 00 00 
34 00 00 00 34 00 40 
00 34 00 40 00 00 01 
00 00 00 01 00 00 05 
00 00 00 04 00 00 00 
03 00 00 00 34 01 00 
00 34 01 40 00 34 01 
40 00 14 00 00 00 14 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
70 48 01 00 00 48 01 
40 00 48 01 40 00 18 
00 00 00 18 00 00 00 
04 00 00 00 04 00 00 
00 01 00 00 00 00 00 
00 00 00 00 40 00 00 
00 40 00 44 3d 00 00 
44 3d 00 00 05 00 00 
00 00 00 01 00 01 00 
00 00 00 40 00 00 00 
40 41 00 00 40 41 00 
1c 01 00 00 50 08 20 
00 06 00 00 00 00 00 
01 00 02 00 00 00 60 
01 00 00 60 01 40 00 
60 01 40 00 e0 00 00 
00 e0 00 00 00 07 00 
00 00 04 00 00 00 51 
e5 74 64 00 00 00 00 
00 00 00 

.ELF......................@.4...
(G.....p4. ...(.........4...
4.@.4.@.....................4.
..4.@.4.@....................p
H...H.@.H.@...................
........@...@.D=..D=..........
.....@...@A..@A.....P. .......
......`...`.@.`.@.............
....Q.td.......

success or wait 1 4070F3 WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\sensor_write_float

unknown 23648 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 02 00 08 00 01 
00 00 00 70 0b 40 00 
34 00 00 00 d8 57 00 
00 07 10 00 70 34 00 
20 00 08 00 28 00 1d 
00 1c 00 06 00 00 00 
34 00 00 00 34 00 40 
00 34 00 40 00 00 01 
00 00 00 01 00 00 05 
00 00 00 04 00 00 00 
03 00 00 00 34 01 00 
00 34 01 40 00 34 01 
40 00 14 00 00 00 14 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
70 48 01 00 00 48 01 
40 00 48 01 40 00 18 
00 00 00 18 00 00 00 
04 00 00 00 04 00 00 
00 01 00 00 00 00 00 
00 00 00 00 40 00 00 
00 40 00 04 49 00 00 
04 49 00 00 05 00 00 
00 00 00 01 00 01 00 
00 00 00 50 00 00 00 
50 41 00 00 50 41 00 
2c 01 00 00 60 08 20 
00 06 00 00 00 00 00 
01 00 02 00 00 00 60 
01 00 00 60 01 40 00 
60 01 40 00 e0 00 00 
00 e0 00 00 00 07 00 
00 00 04 00 00 00 51 
e5 74 64 00 00 00 00 
00 00 00 

.ELF....................p.@.4.

...W.....p4. ...(.........4...
4.@.4.@.....................4.
..4.@.4.@....................p
H...H.@.H.@...................
........@...@..I...I..........
.....P...PA..PA.,...`. .......
......`...`.@.`.@.............
....Q.td.......

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\sensor_write_int

unknown 19548 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 02 00 08 00 01 
00 00 00 50 0b 40 00 
34 00 00 00 d4 47 00 
00 07 10 00 70 34 00 
20 00 08 00 28 00 1d 
00 1c 00 06 00 00 00 
34 00 00 00 34 00 40 
00 34 00 40 00 00 01 
00 00 00 01 00 00 05 
00 00 00 04 00 00 00 
03 00 00 00 34 01 00 
00 34 01 40 00 34 01 
40 00 14 00 00 00 14 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
70 48 01 00 00 48 01 
40 00 48 01 40 00 18 
00 00 00 18 00 00 00 
04 00 00 00 04 00 00 
00 01 00 00 00 00 00 
00 00 00 00 40 00 00 
00 40 00 44 40 00 00 
44 40 00 00 05 00 00 
00 00 00 01 00 01 00 
00 00 44 40 00 00 44 
40 41 00 44 40 41 00 
24 01 00 00 5c 08 20 
00 06 00 00 00 00 00 
01 00 02 00 00 00 60 
01 00 00 60 01 40 00 
60 01 40 00 e0 00 00 
00 e0 00 00 00 07 00 
00 00 04 00 00 00 51 
e5 74 64 00 00 00 00 
00 00 00 

.ELF....................P.@.4.

...G.....p4. ...(.........4...
4.@.4.@.....................4.
..4.@.4.@....................p
H...H.@.H.@...................
........@...@.D@..D@.........
.....D@..D@A.D@A.$...\. 
.............`...`.@.`.@.............
....Q.td.......

success or wait 1 4070F3 WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\sensor_write_string

unknown 23648 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 02 00 08 00 01 
00 00 00 70 0b 40 00 
34 00 00 00 d8 57 00 
00 07 10 00 70 34 00 
20 00 08 00 28 00 1d 
00 1c 00 06 00 00 00 
34 00 00 00 34 00 40 
00 34 00 40 00 00 01 
00 00 00 01 00 00 05 
00 00 00 04 00 00 00 
03 00 00 00 34 01 00 
00 34 01 40 00 34 01 
40 00 14 00 00 00 14 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
70 48 01 00 00 48 01 
40 00 48 01 40 00 18 
00 00 00 18 00 00 00 
04 00 00 00 04 00 00 
00 01 00 00 00 00 00 
00 00 00 00 40 00 00 
00 40 00 54 49 00 00 
54 49 00 00 05 00 00 
00 00 00 01 00 01 00 
00 00 00 50 00 00 00 
50 41 00 00 50 41 00 
2c 01 00 00 60 08 20 
00 06 00 00 00 00 00 
01 00 02 00 00 00 60 
01 00 00 60 01 40 00 
60 01 40 00 e0 00 00 
00 e0 00 00 00 07 00 
00 00 04 00 00 00 51 
e5 74 64 00 00 00 00 
00 00 00 

.ELF....................p.@.4.

...W.....p4. ...(.........4...
4.@.4.@.....................4.
..4.@.4.@....................p
H...H.@.H.@...................
........@...@.TI..TI..........
.....P...PA..PA.,...`. .......
......`...`.@.`.@.............
....Q.td.......

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\sensor_write_string_only

unknown 19408 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 02 00 08 00 01 
00 00 00 f0 0a 40 00 
34 00 00 00 48 47 00 
00 07 10 00 70 34 00 
20 00 08 00 28 00 1d 
00 1c 00 06 00 00 00 
34 00 00 00 34 00 40 
00 34 00 40 00 00 01 
00 00 00 01 00 00 05 
00 00 00 04 00 00 00 
03 00 00 00 34 01 00 
00 34 01 40 00 34 01 
40 00 14 00 00 00 14 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
70 48 01 00 00 48 01 
40 00 48 01 40 00 18 
00 00 00 18 00 00 00 
04 00 00 00 04 00 00 
00 01 00 00 00 00 00 
00 00 00 00 40 00 00 
00 40 00 f4 3d 00 00 f4 
3d 00 00 05 00 00 00 
00 00 01 00 01 00 00 
00 00 40 00 00 00 40 
41 00 00 40 41 00 1c 
01 00 00 50 08 20 00 
06 00 00 00 00 00 01 
00 02 00 00 00 60 01 
00 00 60 01 40 00 60 
01 40 00 e0 00 00 00 
e0 00 00 00 07 00 00 
00 04 00 00 00 51 e5 
74 64 00 00 00 00 00 
00 00 

.ELF......................@.4.

..HG.....p4. ...(.........4...
4.@.4.@.....................4.
..4.@.4.@....................p
H...H.@.H.@...................
........@...@..=...=..........
.....@...@A..@A.....P. .......
......`...`.@.`.@.............
....Q.td.......

success or wait 1 4070F3 WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\shm_create

unknown 30456 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 02 00 08 00 01 
00 00 00 d0 0d 40 00 
34 00 00 00 70 72 00 
00 07 10 00 70 34 00 
20 00 08 00 28 00 1d 
00 1c 00 06 00 00 00 
34 00 00 00 34 00 40 
00 34 00 40 00 00 01 
00 00 00 01 00 00 05 
00 00 00 04 00 00 00 
03 00 00 00 34 01 00 
00 34 01 40 00 34 01 
40 00 14 00 00 00 14 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
70 48 01 00 00 48 01 
40 00 48 01 40 00 18 
00 00 00 18 00 00 00 
04 00 00 00 04 00 00 
00 01 00 00 00 00 00 
00 00 00 00 40 00 00 
00 40 00 c4 67 00 00 
c4 67 00 00 05 00 00 
00 00 00 01 00 01 00 
00 00 c4 67 00 00 c4 
67 41 00 c4 67 41 00 
a0 02 00 00 c4 33 39 
00 06 00 00 00 00 00 
01 00 02 00 00 00 60 
01 00 00 60 01 40 00 
60 01 40 00 e8 00 00 
00 e8 00 00 00 07 00 
00 00 04 00 00 00 51 
e5 74 64 00 00 00 00 
00 00 00 

.ELF......................@.4.

..pr.....p4. ...(.........4...
4.@.4.@.....................4.
..4.@.4.@....................p
H...H.@.H.@...................
........@...@..g...g..........
.....g...gA..gA......39.......
......`...`.@.`.@.............
....Q.td.......

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\shm_destroy

unknown 19692 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 02 00 08 00 01 
00 00 00 d0 0a 40 00 
34 00 00 00 64 48 00 
00 07 10 00 70 34 00 
20 00 08 00 28 00 1d 
00 1c 00 06 00 00 00 
34 00 00 00 34 00 40 
00 34 00 40 00 00 01 
00 00 00 01 00 00 05 
00 00 00 04 00 00 00 
03 00 00 00 34 01 00 
00 34 01 40 00 34 01 
40 00 14 00 00 00 14 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
70 48 01 00 00 48 01 
40 00 48 01 40 00 18 
00 00 00 18 00 00 00 
04 00 00 00 04 00 00 
00 01 00 00 00 00 00 
00 00 00 00 40 00 00 
00 40 00 54 3e 00 00 
54 3e 00 00 05 00 00 
00 00 00 01 00 01 00 
00 00 00 40 00 00 00 
40 41 00 00 40 41 00 
58 02 00 00 78 33 39 
00 06 00 00 00 00 00 
01 00 02 00 00 00 60 
01 00 00 60 01 40 00 
60 01 40 00 e0 00 00 
00 e0 00 00 00 07 00 
00 00 04 00 00 00 51 
e5 74 64 00 00 00 00 
00 00 00 

.ELF......................@.4.

..dH.....p4. ...(.........4...
4.@.4.@.....................4.
..4.@.4.@....................p
H...H.@.H.@...................
........@...@.T>..T>..........
.....@...@A..@A.X...x39.....
........`...`.@.`.@.............
....Q.td.......

success or wait 1 4070F3 WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\sqldb_read

unknown 5552 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 02 00 08 00 01 
00 00 00 e0 07 40 00 
34 00 00 00 50 11 00 
00 07 10 00 70 34 00 
20 00 08 00 28 00 1c 
00 1b 00 06 00 00 00 
34 00 00 00 34 00 40 
00 34 00 40 00 00 01 
00 00 00 01 00 00 05 
00 00 00 04 00 00 00 
03 00 00 00 34 01 00 
00 34 01 40 00 34 01 
40 00 14 00 00 00 14 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
70 48 01 00 00 48 01 
40 00 48 01 40 00 18 
00 00 00 18 00 00 00 
04 00 00 00 04 00 00 
00 01 00 00 00 00 00 
00 00 00 00 40 00 00 
00 40 00 b8 0e 00 00 
b8 0e 00 00 05 00 00 
00 00 00 01 00 01 00 
00 00 b8 0e 00 00 b8 
0e 41 00 b8 0e 41 00 
b0 00 00 00 d8 00 00 
00 06 00 00 00 00 00 
01 00 02 00 00 00 60 
01 00 00 60 01 40 00 
60 01 40 00 e8 00 00 
00 e8 00 00 00 07 00 
00 00 04 00 00 00 51 
e5 74 64 00 00 00 00 
00 00 00 

.ELF......................@.4.

..P......p4. ...(.........4...
4.@.4.@.....................4.
..4.@.4.@....................p
H...H.@.H.@...................
........@...@.................
..........A...A...............
......`...`.@.`.@.............
....Q.td.......

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\sqldb_write

unknown 20736 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 02 00 08 00 01 
00 00 00 10 0d 40 00 
34 00 00 00 78 4c 00 
00 07 10 00 70 34 00 
20 00 08 00 28 00 1d 
00 1c 00 06 00 00 00 
34 00 00 00 34 00 40 
00 34 00 40 00 00 01 
00 00 00 01 00 00 05 
00 00 00 04 00 00 00 
03 00 00 00 34 01 00 
00 34 01 40 00 34 01 
40 00 14 00 00 00 14 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
70 48 01 00 00 48 01 
40 00 48 01 40 00 18 
00 00 00 18 00 00 00 
04 00 00 00 04 00 00 
00 01 00 00 00 00 00 
00 00 00 00 40 00 00 
00 40 00 04 45 00 00 
04 45 00 00 05 00 00 
00 00 00 01 00 01 00 
00 00 04 45 00 00 04 
45 41 00 04 45 41 00 
48 01 00 00 7c 08 20 
00 06 00 00 00 00 00 
01 00 02 00 00 00 60 
01 00 00 60 01 40 00 
60 01 40 00 e8 00 00 
00 e8 00 00 00 07 00 
00 00 04 00 00 00 51 
e5 74 64 00 00 00 00 
00 00 00 

.ELF......................@.4.

..xL.....p4. ...(.........4...
4.@.4.@.....................4.
..4.@.4.@....................p
H...H.@.H.@...................
........@...@..E...E..........
.....E...EA..EA.H...|. .......
......`...`.@.`.@.............
....Q.td.......

success or wait 1 4070F3 WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\timer_demon

unknown 32768 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 02 00 08 00 01 
00 00 00 90 19 40 00 
34 00 00 00 ac df 00 
00 07 10 00 70 34 00 
20 00 08 00 28 00 1d 
00 1c 00 06 00 00 00 
34 00 00 00 34 00 40 
00 34 00 40 00 00 01 
00 00 00 01 00 00 05 
00 00 00 04 00 00 00 
03 00 00 00 34 01 00 
00 34 01 40 00 34 01 
40 00 14 00 00 00 14 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
70 48 01 00 00 48 01 
40 00 48 01 40 00 18 
00 00 00 18 00 00 00 
04 00 00 00 04 00 00 
00 01 00 00 00 00 00 
00 00 00 00 40 00 00 
00 40 00 14 d1 00 00 
14 d1 00 00 05 00 00 
00 00 00 01 00 01 00 
00 00 14 d1 00 00 14 
d1 41 00 14 d1 41 00 
ac 02 00 00 e4 70 25 
00 06 00 00 00 00 00 
01 00 02 00 00 00 60 
01 00 00 60 01 40 00 
60 01 40 00 e8 00 00 
00 e8 00 00 00 07 00 
00 00 04 00 00 00 51 
e5 74 64 00 00 00 00 
00 00 00 

.ELF......................@.4.

.........p4. ...(.........4...
4.@.4.@.....................4.
..4.@.4.@....................p
H...H.@.H.@...................
........@...@.................
..........A...A......p%.......
......`...`.@.`.@.............
....Q.td.......

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\timer_demon

unknown 25652 00 00 a2 8e 01 00 52 
26 18 00 bc 8f 2a 10 
42 02 80 00 10 26 ea ff 
40 14 00 04 31 26 04 
00 02 3c f8 08 42 34 
21 10 5d 00 48 82 99 
8f 00 00 47 8c 41 00 
04 3c a4 ce 84 24 01 
00 05 24 09 f8 20 03 
02 00 06 24 00 00 a2 
8e 18 00 bc 8f 2a 00 
40 18 41 00 02 3c 3c 
81 91 8f 40 81 92 8f a8 
ce 56 24 21 80 00 00 
21 98 00 00 01 00 14 
24 00 00 22 82 00 00 
00 00 1a 00 40 10 00 
00 00 00 00 00 42 82 
00 00 00 00 16 00 40 
10 00 00 00 00 01 00 
73 26 08 00 74 12 04 
00 03 3c f8 08 63 34 
21 18 7d 00 e0 81 99 
8f 00 00 65 8c 09 f8 20 
03 2c 00 04 24 18 00 
bc 8f 04 00 05 3c f8 08 
a5 34 10 00 b2 af 21 
28 bd 00 bc 81 99 8f 
00 00 a4 8c 21 30 60 
02 21 28 c0 02 09 f8 
20 03 21 38 20 02 18 
00 bc 8f 00 00 a2 8e 
01 00 10 26 80 00 31 
26 2a 10 02 02 de ff 40 
14 00 04 52 26 04 00 
02 3c f8 08 42 

......R&....*.B....&..@...1&...
<..B4!.].H.....G.A..<...$...$.. 
....$........*.@.A..<<...@.
....V$!...!......$..".......@.
......B.......@.......s&..t....
<..c4!.}.......e... .,..$.......
<...4....!(..........!0`.!(.... .!8 
............&..1&*.....@...R&...
<..B

success or wait 1 4070F3 WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\update_demon

unknown 32768 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 02 00 08 00 01 
00 00 00 90 17 40 00 
34 00 00 00 2c ce 00 
00 07 10 00 70 34 00 
20 00 08 00 28 00 1d 
00 1c 00 06 00 00 00 
34 00 00 00 34 00 40 
00 34 00 40 00 00 01 
00 00 00 01 00 00 05 
00 00 00 04 00 00 00 
03 00 00 00 34 01 00 
00 34 01 40 00 34 01 
40 00 14 00 00 00 14 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
70 48 01 00 00 48 01 
40 00 48 01 40 00 18 
00 00 00 18 00 00 00 
04 00 00 00 04 00 00 
00 01 00 00 00 00 00 
00 00 00 00 40 00 00 
00 40 00 54 ba 00 00 
54 ba 00 00 05 00 00 
00 00 00 01 00 01 00 
00 00 00 c0 00 00 00 
c0 41 00 00 c0 41 00 
80 02 00 00 28 ae 24 
00 06 00 00 00 00 00 
01 00 02 00 00 00 60 
01 00 00 60 01 40 00 
60 01 40 00 e8 00 00 
00 e8 00 00 00 07 00 
00 00 04 00 00 00 51 
e5 74 64 00 00 00 00 
00 00 00 

.ELF......................@.4.

..,......p4. ...(.........4...
4.@.4.@.....................4.
..4.@.4.@....................p
H...H.@.H.@...................
........@...@.T...T...........
..........A...A.....(.$.......
......`...`.@.`.@.............
....Q.td.......

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\allnet\update_demon

unknown 21172 18 00 b0 27 21 90 a0 
00 41 00 05 3c 21 88 
80 00 34 b8 a5 24 09 
f8 20 03 21 20 00 02 
21 20 20 02 21 28 40 
02 88 1d 10 0c 21 30 
00 02 44 00 bf 8f 10 00 
bc 8f 40 00 b2 8f 3c 00 
b1 8f 38 00 b0 8f 08 00 
e0 03 48 00 bd 27 42 
00 1c 3c b8 ff bd 27 50 
40 9c 27 44 00 bf af 40 
00 b2 af 3c 00 b1 af 38 
00 b0 af 10 00 bc af 84 
81 99 8f 18 00 b0 27 
21 90 a0 00 41 00 05 
3c 21 88 80 00 c8 ab 
a5 24 09 f8 20 03 21 
20 00 02 21 20 20 02 
21 28 40 02 88 1d 10 
0c 21 30 00 02 44 00 
bf 8f 10 00 bc 8f 40 00 
b2 8f 3c 00 b1 8f 38 00 
b0 8f 08 00 e0 03 48 
00 bd 27 88 1d 10 08 
00 00 00 00 03 00 03 
3c 10 80 bd 27 38 68 
63 34 ec 7f bf af e8 7f 
b2 af e4 7f b1 af e0 7f 
b0 af 23 e8 a3 03 10 
00 bc af 18 00 b0 27 
21 90 a0 00 21 28 00 
02 5e 1a 10 0c 21 88 
c0 00 10 00 bc 8f 09 
00 40 18 ff ff 03 

...'!...A..<!...4..$.. .! ..!  .!
(@.....!0..D.......@...<...
8.......H..'B..<...'P@.'D...@.
..<...8..............'!...A..<
!......$.. .! ..!  .!(@.....!0
..D.......@...<...8.......H..'
...........<...'8hc4..........
......#..........'!...!(..^...
!.........@....

success or wait 1 4070F3 WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\lighttpd

unknown 32768 7f 45 4c 46 01 01 01 
00 00 00 00 00 00 00 
00 00 02 00 08 00 01 
00 00 00 90 6c 40 00 
34 00 00 00 40 e0 02 
00 07 10 00 70 34 00 
20 00 09 00 28 00 1a 
00 19 00 06 00 00 00 
34 00 00 00 34 00 40 
00 34 00 40 00 20 01 
00 00 20 01 00 00 05 
00 00 00 04 00 00 00 
03 00 00 00 54 01 00 
00 54 01 40 00 54 01 
40 00 14 00 00 00 14 
00 00 00 04 00 00 00 
01 00 00 00 00 00 00 
70 68 01 00 00 68 01 
40 00 68 01 40 00 18 
00 00 00 18 00 00 00 
04 00 00 00 04 00 00 
00 01 00 00 00 00 00 
00 00 00 00 40 00 00 
00 40 00 ec a6 02 00 
ec a6 02 00 05 00 00 
00 00 00 01 00 01 00 
00 00 ec a6 02 00 ec 
a6 43 00 ec a6 43 00 
94 0f 00 00 54 11 00 
00 06 00 00 00 00 00 
01 00 02 00 00 00 80 
01 00 00 80 01 40 00 
80 01 40 00 e8 00 00 
00 e8 00 00 00 07 00 
00 00 04 00 00 00 50 
e5 74 64 90 a6 02 00 
90 a6 42 

.ELF.....................l@.4.

..@......p4. ...(.........4...
4.@.4.@. ... ...............T.
..T.@.T.@....................p
h...h.@.h.@...................
........@...@.................
..........C...C.....T.........
............@...@.............
....P.td......B

success or wait 4 4070F3 WriteFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\lighttpd

unknown 32768 08 00 02 ae ff ff 02 24 
48 00 00 ae 20 00 02 
ae 0c 60 10 08 28 00 
02 ae 48 00 02 8e 08 
00 82 ac 0c 00 82 8c 
48 00 00 ae ff ff 42 24 
0c 00 82 ac 1c 00 bf 8f 
21 10 00 02 18 00 b0 
8f 08 00 e0 03 20 00 
bd 27 44 00 1c 3c 70 
30 9c 27 e0 ff bd 27 94 
85 99 8f 01 00 04 24 
1c 00 bf af 10 00 bc af 
09 f8 20 03 28 00 05 
24 1c 00 bf 8f 00 00 40 
ac 04 00 40 ac 08 00 
40 ac 08 00 e0 03 20 
00 bd 27 44 00 1c 3c 
70 30 9c 27 d8 ff bd 27 
1c 00 b0 af 24 00 bf af 
20 00 b1 af 10 00 bc af 
17 00 80 10 21 80 80 
00 00 00 84 8c 06 00 
80 10 00 00 00 00 d2 
5f 10 0c 48 00 91 8c 
10 00 bc 8f 2a 60 10 
08 21 20 20 02 08 00 
04 8e 06 00 80 10 24 
00 bf 8f d2 5f 10 0c 48 
00 91 8c 10 00 bc 8f 
32 60 10 08 21 20 20 
02 20 00 b1 8f 21 20 
00 02 68 85 99 8f 1c 
00 b0 8f 08 00 20 03 
28 00 bd 27 24 00 bf 

.......$H... ....`..(...H.....

......H.....B$........!........... 

..'D..<p0.'...'.......$.......... .
(..$......@...@...@..... ..'D..
<p0.'...'....$... .
..........!................_..
H.......*`..!  .........$...._
..H.......2`..!  . ...! ..h......... .
(..'$..

success or wait 1 4070F3 WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles\usr\s
bin\lighttpd

unknown 25680 48 54 54 50 20 76 65 
72 73 69 6f 6e 20 2d 
3e 20 35 30 35 00 68 
74 74 70 3a 2f 2f 00 68 
74 74 70 73 3a 2f 2f 00 
00 00 00 69 6e 76 61 
6c 69 64 20 63 68 61 
72 61 63 74 65 72 20 
69 6e 20 55 52 49 20 
2d 3e 20 34 30 30 00 
6f 76 65 72 6c 6f 6e 67 
20 72 65 71 75 65 73 
74 20 6c 69 6e 65 20 
2d 3e 20 34 30 30 00 
00 00 00 6e 6f 20 75 
72 69 20 73 70 65 63 
69 66 69 65 64 20 2d 
3e 20 34 30 30 00 48 
6f 73 74 00 00 00 00 
73 62 73 64 73 00 00 
00 69 6e 76 61 6c 69 
64 20 63 68 61 72 61 
63 74 65 72 20 69 6e 
20 6b 65 79 00 00 00 
00 57 53 20 63 68 61 
72 61 63 74 65 72 20 
69 6e 20 6b 65 79 20 
2d 3e 20 34 30 30 00 
00 43 52 20 77 69 74 
68 6f 75 74 20 4c 46 
20 2d 3e 20 34 30 30 
00 00 00 00 57 53 20 
61 74 20 74 68 65 20 
73 74 61 72 74 20 6f 
66 20 66 69 72 73 74 
20 6c 69 6e 65 20 2d 

HTTP version -> 
505.http://.https://....invalid 
character in URI -> 
400.overlong request line -
> 400....no uri specified -> 
400.Host....sbsds...invalid 
character in key....WS 
character in key -> 
400..CR without LF -> 
400....WS at the start of 
first line -

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\wwwuser\.usermenu.json

unknown 208 7b 0a 09 22 31 22 3a 
7b 0a 09 09 22 65 6e 
74 72 79 22 3a 6e 75 
6c 6c 2c 0a 09 09 22 
76 61 6c 75 65 22 3a 
22 66 69 6c 65 6e 61 
6d 65 22 2c 0a 09 09 
22 74 65 78 74 22 3a 
22 4d 65 6e 75 54 65 
78 74 22 2c 0a 09 09 
22 61 63 74 69 76 22 
3a 22 31 22 2c 0a 09 
09 22 73 65 63 75 72 
69 74 79 22 3a 22 31 
22 0a 09 09 7d 2c 0a 
09 22 32 22 3a 7b 0a 
09 09 22 65 6e 74 72 
79 22 3a 6e 75 6c 6c 
2c 0a 09 09 22 76 61 
6c 75 65 22 3a 22 66 
69 6c 65 6e 61 6d 65 
22 2c 0a 09 09 22 74 
65 78 74 22 3a 22 4d 
65 6e 75 54 65 78 74 
22 2c 0a 09 09 22 61 
63 74 69 76 22 3a 22 
31 22 2c 0a 09 09 22 
73 65 63 75 72 69 74 
79 22 3a 22 31 22 0a 
09 09 7d 0a 7d 

{.."1":{..."entry":null,..."va
lue":"filename",..."text":"Me
n
uText",..."activ":"1",..."secu
rity":"1"...},.."2":{..."entry
":null,..."value":"filename",.
.."text":"MenuText",..."activ
":"1",..."security":"1"...}.}
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C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\about.html

unknown 32768 3c 64 69 76 20 73 74 
79 6c 65 3d 22 63 6f 
6c 6f 72 3a 23 36 36 
36 3b 62 6f 72 64 65 
72 3a 31 70 78 20 73 
6f 6c 69 64 20 23 44 
44 44 3b 62 6f 72 64 
65 72 2d 72 61 64 69 
75 73 3a 34 70 78 3b 
70 61 64 64 69 6e 67 
3a 31 32 70 78 3b 66 
6f 6e 74 2d 73 74 79 
6c 65 3a 69 74 61 6c 
69 63 22 3e 3c 62 3e 
44 49 53 43 4c 41 49 
4d 45 52 5f 4f 46 5f 57 
41 52 52 41 4e 54 59 
3c 2f 62 3e 3c 62 72 
3e 0a 09 09 09 09 54 
68 69 73 20 50 72 6f 
67 72 61 6d 20 69 73 
20 66 72 65 65 20 73 
6f 66 74 77 61 72 65 
3b 20 79 6f 75 20 63 
61 6e 20 72 65 64 69 
73 74 72 69 62 75 74 
65 20 69 74 20 61 6e 
64 2f 6f 72 20 6d 6f 64 
69 66 79 20 69 74 20 
75 6e 64 65 72 0a 09 
09 09 09 74 68 65 20 
74 65 72 6d 73 20 6f 
66 20 74 68 65 20 47 
4e 55 20 47 65 6e 65 
72 61 6c 20 50 75 62 
6c 69 63 20 4c 69 63 
65 

<div 
style="color:#666;border:
1px solid #DDD;border-
radius:4
px;padding:12px;font-
style:italic">
<b>DISCLAIMER_OF_WA
RRANTY</b><br>.....This 
Program is free software; 
you can redistribute it 
and/or modify it under
.....the terms of the GNU 
General Public Lice

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\about.html

unknown 22055 27 73 3c 62 72 3e 63 
6f 6d 70 6c 65 74 65 
20 73 6f 75 72 63 65 
20 63 6f 64 65 20 61 
73 20 79 6f 75 20 72 
65 63 65 69 76 65 20 
69 74 2c 20 69 6e 20 
61 6e 79 20 6d 65 64 
69 75 6d 2c 20 70 72 
6f 76 69 64 65 64 20 
74 68 61 74 3c 62 72 
3e 79 6f 75 20 63 6f 6e 
73 70 69 63 75 6f 75 
73 6c 79 20 61 6e 64 
20 61 70 70 72 6f 70 
72 69 61 74 65 6c 79 
20 70 75 62 6c 69 73 
68 20 6f 6e 20 65 61 
63 68 20 63 6f 70 79 
20 61 6e 3c 62 72 3e 
61 70 70 72 6f 70 72 
69 61 74 65 20 63 6f 
70 79 72 69 67 68 74 
20 6e 6f 74 69 63 65 
20 61 6e 64 0a 20 64 
69 73 63 6c 61 69 6d 
65 72 20 6f 66 20 77 
61 72 72 61 6e 74 79 
3b 20 6b 65 65 70 20 
69 6e 74 61 63 74 3c 
62 72 3e 61 6c 6c 20 
74 68 65 20 6e 6f 74 
69 63 65 73 20 74 68 
61 74 20 72 65 66 65 
72 20 74 6f 20 74 68 
69 73 20 4c 69 63 65 
6e 73 

's<br>complete source 
code as you receive it, in 
any medium, provided 
that<br>you conspicuously 
and appropriately publish 
on each copy 
an<br>appropriate 
copyright notice and. discl
aimer of warranty; keep 
intact<br>all the notices 
that refer to this Licens
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C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\ajax\change_loglevel.php

unknown 232 3c 3f 70 68 70 0a 69 
6e 63 6c 75 64 65 20 
22 2f 77 77 77 2f 69 6e 
63 6c 75 64 65 2f 73 
71 6c 64 62 2e 70 68 
70 22 3b 0a 69 6e 63 
6c 75 64 65 20 22 2f 
77 77 77 2f 69 6e 63 
6c 75 64 65 2f 78 68 
72 53 65 73 73 69 6f 
6e 2e 70 68 70 22 3b 
0a 69 66 28 69 73 73 
65 74 28 24 5f 50 4f 53 
54 5b 27 66 69 65 6c 
64 27 5d 29 29 20 7b 
0a 09 64 62 5f 77 72 
69 74 65 28 20 73 74 
72 5f 72 65 70 6c 61 
63 65 28 22 66 5f 22 
2c 20 22 22 2c 20 24 
5f 50 4f 53 54 5b 27 66 
69 65 6c 64 27 5d 29 
2c 20 24 5f 50 4f 53 54 
5b 27 6c 6f 67 6c 65 
76 65 6c 27 5d 20 29 
3b 0a 09 72 65 6c 6f 
61 64 65 72 28 61 72 
72 61 79 28 34 2c 36 
2c 31 32 2c 31 33 2c 
32 32 2c 32 33 2c 33 
36 2c 33 37 2c 33 38 
2c 33 39 29 29 3b 0a 
7d 0a 3f 3e 

<?php.include 
"/www/include/sq
ldb.php";.include 
"/www/includ
e/xhrSession.php";.if(isset(
$_POST['field'])) 
{..db_write( s
tr_replace("f_", "", 
$_POST['field']), 
$_POST['loglevel'] );
..reloader(array(4,6,12,13,2
2,23,36,37,38,39));.}.?>

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\ajax\config_actuator.php

unknown 22277 3c 3f 70 68 70 0a 09 
69 6e 63 6c 75 64 65 
20 22 2f 77 77 77 2f 69 
6e 63 6c 75 64 65 2f 
73 71 6c 64 62 2e 70 
68 70 22 3b 0a 09 69 
6e 63 6c 75 64 65 20 
22 2f 77 77 77 2f 69 6e 
63 6c 75 64 65 2f 78 
68 72 53 65 73 73 69 
6f 6e 2e 70 68 70 22 
3b 0a 09 69 6e 63 6c 
75 64 65 20 22 2f 77 
77 77 2f 69 6e 63 6c 
75 64 65 2f 6f 70 74 69 
6f 6e 2e 70 68 70 22 
3b 0a 09 24 64 65 76 
69 63 65 3d 74 72 69 
6d 28 66 69 6c 65 5f 
67 65 74 5f 63 6f 6e 74 
65 6e 74 73 28 22 2f 
65 74 63 2f 64 65 66 
61 75 6c 74 2f 64 65 
76 69 63 65 22 29 29 
3b 0a 09 24 65 78 70 
65 72 74 3d 20 64 62 
5f 72 65 61 64 28 22 2f 
63 6f 6e 74 72 6f 6c 2f 
66 72 6f 6e 74 65 6e 
64 2f 65 78 70 65 72 
74 22 29 3b 0a 69 66 
28 21 69 73 73 65 74 
28 24 5f 50 4f 53 54 5b 
27 67 77 27 5d 29 29 
20 7b 0a 09 24 64 69 
73 61 62 

<?php..include 
"/www/include/s
qldb.php";..include 
"/www/incl
ude/xhrSession.php";..incl
ude 
"/www/include/option.php";
..$d
evice=trim(file_get_content
s("
/etc/default/device"));..$ex
pert= 
db_read("/control/frontend
/expert");.if(!isset($_POST[
'gw'])) {..$disab
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File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

Copyright Joe Security LLC 2021 Page 181 of 313



C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\ajax\config_analog.php

unknown 26649 3c 3f 70 68 70 0a 09 
69 6e 63 6c 75 64 65 
20 22 2f 77 77 77 2f 69 
6e 63 6c 75 64 65 2f 
73 71 6c 64 62 2e 70 
68 70 22 3b 0a 09 69 
6e 63 6c 75 64 65 20 
22 2f 77 77 77 2f 69 6e 
63 6c 75 64 65 2f 78 
68 72 53 65 73 73 69 
6f 6e 2e 70 68 70 22 
3b 0a 09 69 6e 63 6c 
75 64 65 20 22 2f 77 
77 77 2f 69 6e 63 6c 
75 64 65 2f 6f 70 74 69 
6f 6e 2e 70 68 70 22 
3b 0a 09 24 64 65 76 
69 63 65 3d 74 72 69 
6d 28 66 69 6c 65 5f 
67 65 74 5f 63 6f 6e 74 
65 6e 74 73 28 22 2f 
65 74 63 2f 64 65 66 
61 75 6c 74 2f 64 65 
76 69 63 65 22 29 29 
3b 0a 09 24 65 78 70 
65 72 74 3d 64 62 5f 
72 65 61 64 28 22 2f 
63 6f 6e 74 72 6f 6c 2f 
66 72 6f 6e 74 65 6e 
64 2f 65 78 70 65 72 
74 22 29 3b 0a 69 66 
28 21 69 73 73 65 74 
28 24 5f 50 4f 53 54 5b 
27 67 77 27 5d 29 29 
20 7b 0a 09 24 64 69 
73 61 62 6c 

<?php..include 
"/www/include/s
qldb.php";..include 
"/www/incl
ude/xhrSession.php";..incl
ude 
"/www/include/option.php";
..$d
evice=trim(file_get_content
s("
/etc/default/device"));..$ex
pe
rt=db_read("/control/fronte
nd/
expert");.if(!isset($_POST['
gw'])) {..$disabl

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\ajax\config_digital.php

unknown 24225 3c 3f 70 68 70 0a 09 
69 6e 63 6c 75 64 65 
20 22 2f 77 77 77 2f 69 
6e 63 6c 75 64 65 2f 
73 71 6c 64 62 2e 70 
68 70 22 3b 0a 09 69 
6e 63 6c 75 64 65 20 
22 2f 77 77 77 2f 69 6e 
63 6c 75 64 65 2f 78 
68 72 53 65 73 73 69 
6f 6e 2e 70 68 70 22 
3b 0a 09 69 6e 63 6c 
75 64 65 20 22 2f 77 
77 77 2f 69 6e 63 6c 
75 64 65 2f 6f 70 74 69 
6f 6e 2e 70 68 70 22 
3b 0a 09 24 64 65 76 
69 63 65 3d 74 72 69 
6d 28 66 69 6c 65 5f 
67 65 74 5f 63 6f 6e 74 
65 6e 74 73 28 22 2f 
65 74 63 2f 64 65 66 
61 75 6c 74 2f 64 65 
76 69 63 65 22 29 29 
3b 0a 09 24 65 78 70 
65 72 74 3d 64 62 5f 
72 65 61 64 28 22 2f 
63 6f 6e 74 72 6f 6c 2f 
66 72 6f 6e 74 65 6e 
64 2f 65 78 70 65 72 
74 22 29 3b 0a 09 24 
6d 61 74 68 46 75 6e 
63 74 69 6f 6e 3d 74 
72 75 65 3b 0a 69 66 
28 21 69 73 73 65 74 
28 24 5f 50 4f 

<?php..include 
"/www/include/s
qldb.php";..include 
"/www/incl
ude/xhrSession.php";..incl
ude 
"/www/include/option.php";
..$d
evice=trim(file_get_content
s("
/etc/default/device"));..$ex
pe
rt=db_read("/control/fronte
nd/
expert");..$mathFunction=t
rue;.if(!isset($_PO
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C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\ajax\config_download.php

unknown 2465 3c 3f 70 68 70 0a 09 
69 6e 63 6c 75 64 65 
20 22 2f 77 77 77 2f 69 
6e 63 6c 75 64 65 2f 
73 71 6c 64 62 2e 70 
68 70 22 3b 0a 09 24 
70 61 67 65 20 3d 20 
62 61 73 65 6e 61 6d 
65 28 5f 5f 46 49 4c 45 
5f 5f 2c 20 27 2e 70 68 
70 27 29 3b 0a 09 69 
66 28 73 65 73 73 69 
6f 6e 5f 73 74 61 74 75 
73 28 29 3d 3d 3d 20 
50 48 50 5f 53 45 53 
53 49 4f 4e 5f 4e 4f 4e 
45 29 20 7b 20 2f 2f 20 
50 48 50 5f 53 45 53 
53 49 4f 4e 5f 41 43 54 
49 56 45 0a 09 09 73 
65 73 73 69 6f 6e 5f 73 
74 61 72 74 28 29 3b 
0a 09 7d 0a 09 69 66 
28 21 69 73 73 65 74 
28 24 5f 43 4f 4f 4b 49 
45 5b 22 41 4c 4c 53 
45 53 53 49 44 22 5d 
29 20 7c 7c 20 24 5f 
43 4f 4f 4b 49 45 5b 22 
41 4c 4c 53 45 53 53 
49 44 22 5d 21 3d 73 
65 73 73 69 6f 6e 5f 69 
64 28 29 29 20 7b 0a 
09 09 64 69 65 28 22 
6e 6f 20 70 65 72 

<?php..include 
"/www/include/s
qldb.php";..$page = 
basename(__FILE__, 
'.php');..if(session_
status()=== 
PHP_SESSION_NONE) { 
// 
PHP_SESSION_ACTIVE..
.sess
ion_start();..}..if(!isset($_C
OOKIE["ALLSESSID"]) || 
$_COOKI
E["ALLSESSID"]!=session
_id()) {...die("no per

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\ajax\config_expert_inc.php

unknown 6584 3c 3f 70 68 70 20 69 
66 28 69 73 73 65 74 
28 24 6d 61 74 68 46 
75 6e 63 74 69 6f 6e 
29 29 20 7b 20 3f 3e 
0a 09 09 09 3c 64 69 
76 20 69 64 3d 22 33 
22 3e 0a 09 09 09 09 
3c 66 69 65 6c 64 73 
65 74 3e 0a 09 09 09 
09 09 3c 64 69 76 3e 
0a 09 09 09 09 09 09 
3c 73 70 61 6e 20 63 
6c 61 73 73 3d 22 72 
61 64 69 6f 22 3e 0a 
09 09 09 09 09 09 09 
3c 69 6e 70 75 74 20 
74 79 70 65 3d 22 72 
61 64 69 6f 22 20 69 
64 3d 22 66 5f 6d 61 
74 68 5f 6f 6e 22 20 6e 
61 6d 65 3d 22 66 5f 
6d 61 74 68 22 20 3c 
3f 70 68 70 20 69 66 
28 24 73 65 6e 73 6f 
72 73 5b 27 6d 61 74 
68 5f 61 63 74 69 76 
27 5d 20 3d 3d 22 31 
22 29 20 7b 20 65 63 
68 6f 20 22 63 68 65 
63 6b 65 64 3d 5c 22 
63 68 65 63 6b 65 64 
5c 22 22 3b 20 7d 20 
3f 3e 20 76 61 6c 75 
65 3d 22 31 22 20 2f 
3e 3c 6c 61 62 65 6c 
20 66 

<?php 
if(isset($mathFunction)) { ?
>....<div id="3">.....<fie
ldset>......<div>.......<span 
class="radio">........<input t
ype="radio" 
id="f_math_on" nam
e="f_math" <?php 
if($sensors['math_activ'] 
=="1") { echo "ch
ecked=\"checked\""; } ?> 
value="1" /><label f

success or wait 1 4070F3 WriteFile
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C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\ajax\config_load.php

unknown 3515 3c 3f 70 68 70 0a 09 
69 6e 63 6c 75 64 65 
20 22 2f 77 77 77 2f 69 
6e 63 6c 75 64 65 2f 
73 71 6c 64 62 2e 70 
68 70 22 3b 0a 09 69 
6e 63 6c 75 64 65 20 
22 2f 77 77 77 2f 69 6e 
63 6c 75 64 65 2f 78 
68 72 53 65 73 73 69 
6f 6e 2e 70 68 70 22 
3b 0a 09 24 64 62 3d 
20 6e 65 77 20 50 44 
4f 28 27 73 71 6c 69 
74 65 3a 2f 65 74 63 2f 
61 6c 6c 6e 65 74 65 
6e 76 2f 63 6f 6e 66 69 
67 2e 73 33 64 62 27 
2c 20 27 27 2c 20 27 
27 29 3b 0a 09 24 64 
65 76 69 63 65 74 79 
70 65 3d 74 72 69 6d 
28 66 69 6c 65 5f 67 
65 74 5f 63 6f 6e 74 65 
6e 74 73 28 22 2f 65 
74 63 2f 64 65 66 61 
75 6c 74 2f 64 65 76 
69 63 65 22 29 29 3b 
0a 09 24 75 75 69 64 
3d 74 72 69 6d 28 66 
69 6c 65 5f 67 65 74 5f 
63 6f 6e 74 65 6e 74 
73 28 22 2f 65 74 63 2f 
64 65 66 61 75 6c 74 
2f 75 75 69 64 22 29 
29 3b 0a 

<?php..include 
"/www/include/s
qldb.php";..include 
"/www/incl
ude/xhrSession.php";..$db
= new 
PDO('sqlite:/etc/allnetenv/c
onfig.s3db', '', '');..$devicet
ype=trim(file_get_contents
("/e
tc/default/device"));..$uuid
=t
rim(file_get_contents("/etc/
default/uuid"));.

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\ajax\config_sensor.php

unknown 32768 3c 3f 70 68 70 0a 09 
69 6e 63 6c 75 64 65 
20 22 2f 77 77 77 2f 69 
6e 63 6c 75 64 65 2f 
73 71 6c 64 62 2e 70 
68 70 22 3b 0a 09 69 
6e 63 6c 75 64 65 20 
22 2f 77 77 77 2f 69 6e 
63 6c 75 64 65 2f 78 
68 72 53 65 73 73 69 
6f 6e 2e 70 68 70 22 
3b 0a 09 69 6e 63 6c 
75 64 65 20 22 2f 77 
77 77 2f 69 6e 63 6c 
75 64 65 2f 6f 70 74 69 
6f 6e 2e 70 68 70 22 
3b 0a 09 24 64 65 76 
69 63 65 3d 74 72 69 
6d 28 66 69 6c 65 5f 
67 65 74 5f 63 6f 6e 74 
65 6e 74 73 28 22 2f 
65 74 63 2f 64 65 66 
61 75 6c 74 2f 64 65 
76 69 63 65 22 29 29 
3b 0a 09 24 65 78 70 
65 72 74 3d 64 62 5f 
72 65 61 64 28 22 2f 
63 6f 6e 74 72 6f 6c 2f 
66 72 6f 6e 74 65 6e 
64 2f 65 78 70 65 72 
74 22 29 3b 0a 09 24 
6d 61 74 68 46 75 6e 
63 74 69 6f 6e 3d 74 
72 75 65 3b 0a 69 66 
28 21 69 73 73 65 74 
28 24 5f 50 4f 

<?php..include 
"/www/include/s
qldb.php";..include 
"/www/incl
ude/xhrSession.php";..incl
ude 
"/www/include/option.php";
..$d
evice=trim(file_get_content
s("
/etc/default/device"));..$ex
pe
rt=db_read("/control/fronte
nd/
expert");..$mathFunction=t
rue;.if(!isset($_PO
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C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\ajax\config_sensor.php

unknown 9941 74 6f 6d 5f 67 72 61 70 
68 69 63 5f 64 69 73 
70 6c 61 79 5f 6d 61 
78 3a 20 7b 0a 09 09 
09 09 09 72 65 71 75 
69 72 65 64 3a 20 74 
72 75 65 0a 09 09 09 
09 09 2c 6e 75 6d 62 
65 72 3a 20 74 72 75 
65 0a 09 09 09 09 7d 
0a 09 09 09 09 2c 66 
5f 63 75 73 74 6f 6d 5f 
67 72 61 70 68 69 63 
5f 6c 69 6d 69 74 5f 6d 
69 6e 3a 20 7b 0a 09 
09 09 09 09 72 65 71 
75 69 72 65 64 3a 20 
74 72 75 65 0a 09 09 
09 09 09 2c 6e 75 6d 
62 65 72 3a 20 74 72 
75 65 0a 2f 2a 09 09 
09 09 09 2c 6d 69 6e 
3a 20 66 75 6e 63 74 
69 6f 6e 28 29 20 7b 
20 72 65 74 75 72 6e 
20 70 61 72 73 65 46 
6c 6f 61 74 28 24 28 
27 23 66 5f 63 75 73 
74 6f 6d 5f 67 72 61 70 
68 69 63 5f 64 69 73 
70 6c 61 79 5f 6d 69 
6e 27 29 2e 76 61 6c 
28 29 29 2b 31 20 7d 
0a 09 09 09 09 09 2c 
6d 61 78 3a 20 66 75 
6e 63 74 69 6f 6e 

tom_graphic_display_max: 
{......required: 
true......,number: 
true.....}.....,f_custom_grap
hic_limit_min: {......required
: true......,number: true./*..
...,min: function() { return p
arseFloat($('#f_custom_gr
aphic
_display_min').val())+1 
}......,max: function

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\ajax\config_sun.php

unknown 9179 3c 3f 70 68 70 0a 66 
75 6e 63 74 69 6f 6e 
20 67 65 74 53 75 6e 
49 6e 66 6f 28 24 73 
75 6e 54 69 6d 65 72 
44 61 74 61 29 20 7b 
0a 09 24 73 75 6e 49 
6e 66 6f 20 3d 20 64 
61 74 65 5f 73 75 6e 5f 
69 6e 66 6f 28 73 74 
72 74 6f 74 69 6d 65 
28 64 61 74 65 28 22 
59 2d 6d 2d 64 22 29 
29 2c 20 24 73 75 6e 
54 69 6d 65 72 44 61 
74 61 5b 27 63 69 74 
79 5f 6c 61 74 27 5d 
2c 20 24 73 75 6e 54 
69 6d 65 72 44 61 74 
61 5b 27 63 69 74 79 
5f 6c 6e 67 27 5d 29 
3b 0a 09 66 6f 72 65 
61 63 68 20 28 24 73 
75 6e 49 6e 66 6f 20 
61 73 20 24 6b 65 79 
20 3d 3e 20 24 76 61 
6c 29 20 7b 0a 09 09 
24 72 65 74 75 72 6e 
5b 24 6b 65 79 5d 3d 
64 61 74 65 28 22 48 
3a 69 3a 73 22 2c 20 
24 76 61 6c 29 3b 0a 
09 7d 0a 09 72 65 74 
75 72 6e 20 6a 73 6f 
6e 5f 65 6e 63 6f 64 65 
28 24 72 65 74 75 72 
6e 

<?php.function 
getSunInfo($sun
TimerData) {..$sunInfo = 
date_
sun_info(strtotime(date("Y-
m-d")), 
$sunTimerData['city_lat'], 
$sunTimerData['city_lng']);.
.foreach ($sunInfo as $key 
=> $val) 
{...$return[$key]=date("
H:i:s", $val);..}..return json
_encode($return
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C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\ajax\config_weather.php

unknown 12759 3c 3f 70 68 70 0a 09 
69 6e 63 6c 75 64 65 
20 22 2f 77 77 77 2f 69 
6e 63 6c 75 64 65 2f 
73 71 6c 64 62 2e 70 
68 70 22 3b 0a 09 69 
6e 63 6c 75 64 65 20 
22 2f 77 77 77 2f 69 6e 
63 6c 75 64 65 2f 78 
68 72 53 65 73 73 69 
6f 6e 2e 70 68 70 22 
3b 0a 09 69 6e 63 6c 
75 64 65 20 22 2f 77 
77 77 2f 69 6e 63 6c 
75 64 65 2f 6f 70 74 69 
6f 6e 2e 70 68 70 22 
3b 0a 09 24 65 78 70 
65 72 74 3d 64 62 5f 
72 65 61 64 28 22 2f 
63 6f 6e 74 72 6f 6c 2f 
66 72 6f 6e 74 65 6e 
64 2f 65 78 70 65 72 
74 22 29 3b 0a 09 24 
64 65 76 69 63 65 3d 
66 69 6c 65 5f 67 65 
74 5f 63 6f 6e 74 65 6e 
74 73 28 22 2f 65 74 
63 2f 64 65 66 61 75 
6c 74 2f 64 65 76 69 
63 65 22 29 3b 0a 2f 2f 
20 09 24 77 65 61 74 
68 65 72 41 70 70 49 
64 73 3d 61 72 72 61 
79 28 22 61 37 31 37 
31 39 30 36 38 61 39 
33 32 31 62 

<?php..include 
"/www/include/s
qldb.php";..include 
"/www/incl
ude/xhrSession.php";..incl
ude 
"/www/include/option.php";
..$e
xpert=db_read("/control/fro
nte
nd/expert");..$device=file_
get
_contents("/etc/default/devi
ce");.// 
.$weatherAppIds=array("
a71719068a9321b

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\ajax\connection.php

unknown 1320 3c 3f 70 68 70 0a 69 
6e 63 6c 75 64 65 20 
22 2f 77 77 77 2f 69 6e 
63 6c 75 64 65 2f 73 
71 6c 64 62 2e 70 68 
70 22 3b 0a 2f 2f 69 6e 
63 6c 75 64 65 20 22 
2f 77 77 77 2f 69 6e 63 
6c 75 64 65 2f 78 68 
72 53 65 73 73 69 6f 
6e 2e 70 68 70 22 3b 
0a 24 68 77 69 64 20 
3d 20 64 62 5f 72 65 
61 64 28 22 2f 73 79 
73 2f 68 61 72 64 77 
61 72 65 2f 6e 75 6d 
65 72 69 63 5f 6d 6f 64 
65 6c 22 29 3b 0a 24 
6c 6f 63 61 6c 6e 65 
74 77 6f 72 6b 3d 64 
62 5f 72 65 61 64 28 
27 2f 63 6f 6e 74 72 6f 
6c 2f 64 65 76 69 63 
65 2f 6c 6f 63 61 6c 6e 
65 74 77 6f 72 6b 27 
29 3b 0a 69 66 28 24 
6c 6f 63 61 6c 6e 65 
74 77 6f 72 6b 3d 3d 
22 31 22 29 20 7b 0a 
09 64 69 65 28 22 7b 
5c 22 63 6f 6e 6e 65 
63 74 69 6f 6e 5c 22 
3a 5c 22 6f 6b 5c 22 
7d 22 29 3b 0a 7d 0a 
24 72 65 73 75 6c 74 
3d 61 72 72 

<?php.include 
"/www/include/sq
ldb.php";.//include 
"/www/incl
ude/xhrSession.php";.$hwi
d = d
b_read("/sys/hardware/nu
meric_
model");.$localnetwork=db
_read
('/control/device/localnetwo
rk');.if($localnetwork=="1") 
{..die("
{\"connection\":\"ok\"}")
;.}.$result=arr

success or wait 1 4070F3 WriteFile
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C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\ajax\daemonStatus.php

unknown 2853 3c 3f 70 68 70 0a 09 
69 66 28 20 69 73 73 
65 74 28 24 5f 50 4f 53 
54 5b 27 63 6d 64 27 
5d 29 20 20 7c 7c 20 
69 73 73 65 74 28 24 
5f 50 4f 53 54 5b 27 63 
61 6c 6c 27 5d 29 20 
29 20 7b 0a 09 09 69 
66 28 69 73 73 65 74 
28 24 5f 50 4f 53 54 5b 
27 63 6d 64 27 5d 29 
29 20 7b 0a 09 09 09 
24 63 6d 64 3d 24 5f 
50 4f 53 54 5b 27 63 
6d 64 27 5d 3b 0a 09 
09 09 65 78 65 63 28 
22 2f 75 73 72 2f 73 62 
69 6e 2f 61 6c 6c 6e 
65 74 2f 22 2e 24 63 
6d 64 2e 22 5f 72 65 
61 64 73 74 61 74 75 
73 20 2d 6a 22 2c 20 
24 6f 75 74 70 75 74 
2c 20 24 72 65 74 75 
72 6e 29 3b 0a 09 09 
09 68 65 61 64 65 72 
28 27 43 6f 6e 74 65 
6e 74 2d 54 79 70 65 
3a 20 61 70 70 6c 69 
63 61 74 69 6f 6e 2f 6a 
73 6f 6e 3b 20 63 68 
61 72 73 65 74 3d 75 
74 66 38 27 29 3b 0a 
09 09 09 65 63 68 6f 
20 66 69 6c 65 

<?php..if( 
isset($_POST['cmd'])  || 
isset($_POST['call']) ) 
{...if(isset($_POST['cmd'])) 
{
....$cmd=$_POST['cmd'];...
.exe
c("/usr/sbin/allnet/".$cmd."
_readstatus -j", $output, 
$retur
n);....header('Content-
Type: application/json; 
charset=utf8');....echo file

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\ajax\data.php

unknown 512 3c 3f 70 68 70 0a 69 
66 28 20 69 73 73 65 
74 28 24 5f 50 4f 53 54 
5b 27 74 79 70 65 27 
5d 29 20 26 26 20 24 
5f 50 4f 53 54 5b 27 74 
79 70 65 27 5d 3d 3d 
3d 22 73 68 6f 72 74 
22 29 20 7b 0a 09 69 
66 28 69 73 73 65 74 
28 24 5f 50 4f 53 54 5b 
27 69 64 27 5d 29 20 
20 26 26 20 69 73 5f 
69 6e 74 28 69 6e 74 
76 61 6c 28 24 5f 50 4f 
53 54 5b 27 69 64 27 
5d 29 29 29 20 7b 0a 
09 09 65 63 68 6f 20 
66 69 6c 65 5f 67 65 
74 5f 63 6f 6e 74 65 6e 
74 73 28 22 2f 74 6d 
70 2f 73 76 67 2f 73 65 
6e 73 6f 72 5f 22 2e 24 
5f 50 4f 53 54 5b 27 
69 64 27 5d 2e 22 2e 
6a 73 6f 6e 22 29 3b 
0a 09 7d 0a 7d 0a 69 
66 28 20 69 73 73 65 
74 28 24 5f 50 4f 53 54 
5b 27 74 79 70 65 27 
5d 29 20 26 26 20 24 
5f 50 4f 53 54 5b 27 74 
79 70 65 27 5d 3d 3d 
3d 22 33 64 61 79 22 
29 20 7b 0a 09 69 66 
28 

<?php.if( 
isset($_POST['type']) && 
$_POST['type']==="short") 
{..if(isset($_POST['id'])  && 
is_int(intval($_POST['id']))) 
{...echo 
file_get_contents("/
tmp/svg/sensor_".$_POST
['id'].".json");..}.}.if( 
isset($_POST['type']) && 
$_POST['type']==="3day") 
{..if(

success or wait 1 4070F3 WriteFile
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C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\ajax\db_tools.php

unknown 7566 3c 3f 70 68 70 0a 69 
6e 63 6c 75 64 65 20 
22 2f 77 77 77 2f 69 6e 
63 6c 75 64 65 2f 73 
71 6c 64 62 2e 70 68 
70 22 3b 0a 24 69 64 
3d 24 5f 50 4f 53 54 5b 
27 69 64 27 5d 3b 0a 
73 77 69 74 63 68 20 
28 24 69 64 29 20 7b 
0a 09 63 61 73 65 20 
22 65 78 70 65 72 74 
22 3a 0a 09 09 69 66 
28 69 73 73 65 74 28 
24 5f 50 4f 53 54 5b 27 
73 68 6f 77 27 5d 29 
29 20 7b 0a 09 09 09 
69 66 28 24 5f 50 4f 53 
54 5b 27 73 68 6f 77 
27 5d 3d 3d 22 30 22 
20 7c 7c 20 24 5f 50 4f 
53 54 5b 27 73 68 6f 
77 27 5d 3d 3d 22 31 
22 29 20 7b 0a 09 09 
09 09 24 73 71 6c 3d 
22 55 50 44 41 54 45 
20 66 72 6f 6e 74 65 
6e 64 20 53 45 54 20 
61 63 74 69 76 20 3d 
20 27 22 2e 24 5f 50 4f 
53 54 5b 27 73 68 6f 
77 27 5d 2e 22 27 20 
57 48 45 52 45 20 65 
6e 74 72 79 3d 27 6d 
65 6e 75 5f 63 6f 6e 66 
69 67 5f 

<?php.include 
"/www/include/sq
ldb.php";.$id=$_POST['id'];
.switch ($id) {..case 
"expert":..
.if(isset($_POST['show'])) 
{....if($_POST['show']=="0" 
|| $_POST['show']=="1") 
{.....$sql="UPDATE 
frontend SET activ = '
".$_POST['show']."' 
WHERE entr
y='menu_config_

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\ajax\delete.php

unknown 5987 3c 3f 70 68 70 0a 69 
6e 63 6c 75 64 65 20 
22 2f 77 77 77 2f 69 6e 
63 6c 75 64 65 2f 73 
71 6c 64 62 2e 70 68 
70 22 3b 0a 69 6e 63 
6c 75 64 65 20 22 2f 
77 77 77 2f 69 6e 63 
6c 75 64 65 2f 78 68 
72 53 65 73 73 69 6f 
6e 2e 70 68 70 22 3b 
0a 69 66 28 69 73 73 
65 74 28 24 5f 50 4f 53 
54 5b 27 64 62 27 5d 
29 29 20 7b 0a 09 24 
72 65 6c 6f 61 64 5f 65 
6e 65 72 67 79 3d 61 
72 72 61 79 28 27 32 
30 27 2c 27 32 31 27 
29 3b 0a 09 73 77 69 
74 63 68 28 24 5f 50 4f 
53 54 5b 27 64 62 27 
5d 29 20 7b 0a 09 09 
63 61 73 65 20 22 61 
63 74 6f 72 22 3a 0a 
09 09 09 24 73 74 6d 
3d 22 53 45 4c 45 43 
54 20 69 64 2c 20 69 
64 5f 70 68 79 73 69 
63 61 6c 20 46 52 4f 
4d 20 6d 61 70 70 69 
6e 67 20 57 48 45 52 
45 20 69 64 5f 6c 6f 67 
69 63 61 6c 3d 27 22 
2e 24 5f 50 4f 53 54 5b 
27 69 64 27 

<?php.include 
"/www/include/sq
ldb.php";.include 
"/www/includ
e/xhrSession.php";.if(isset(
$_POST['db'])) 
{..$reload_energy
=array('20','21');..switch($_
POST['db']) {...case 
"actor":....$stm="SELECT 
id, id_physical FROM 
mapping WHERE 
id_logical='".$_POST['id'

success or wait 1 4070F3 WriteFile
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C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\ajax\dhcp_range.php

unknown 2260 3c 3f 70 68 70 0a 69 
6e 63 6c 75 64 65 20 
22 2f 77 77 77 2f 69 6e 
63 6c 75 64 65 2f 73 
71 6c 64 62 2e 70 68 
70 22 3b 0a 69 6e 63 
6c 75 64 65 20 22 2f 
77 77 77 2f 69 6e 63 
6c 75 64 65 2f 78 68 
72 53 65 73 73 69 6f 
6e 2e 70 68 70 22 3b 
0a 24 6c 61 6e 50 61 
72 74 3d 64 62 5f 72 
65 61 64 28 27 2f 73 
79 73 2f 6e 65 74 77 6f 
72 6b 2f 75 64 68 63 
70 64 2f 6c 61 6e 50 
61 72 74 27 29 3b 0a 
24 64 68 63 70 53 74 
61 72 74 49 70 3d 64 
62 5f 72 65 61 64 28 
27 2f 73 79 73 2f 6e 65 
74 77 6f 72 6b 2f 75 64 
68 63 70 64 2f 73 74 
61 72 74 50 61 72 74 
27 29 3b 0a 24 64 68 
63 70 53 74 6f 70 49 
70 3d 64 62 5f 72 65 
61 64 28 27 2f 73 79 
73 2f 6e 65 74 77 6f 72 
6b 2f 75 64 68 63 70 
64 2f 73 74 6f 70 50 61 
72 74 27 29 3b 0a 69 
66 20 28 20 21 69 73 
73 65 74 28 24 5f 50 4f 
53 54 5b 

<?php.include 
"/www/include/sq
ldb.php";.include 
"/www/includ
e/xhrSession.php";.$lanPa
rt=db
_read('/sys/network/udhcp
d/lan
Part');.$dhcpStartIp=db_re
ad('
/sys/network/udhcpd/startP
art'
);.$dhcpStopIp=db_read('/s
ys/n
etwork/udhcpd/stopPart');.i
f ( !isset($_POST[

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\ajax\dragsave.php

unknown 785 3c 3f 70 68 70 0a 69 
66 28 69 73 73 65 74 
28 24 5f 50 4f 53 54 5b 
27 70 61 72 61 6d 27 
5d 29 29 20 7b 0a 09 
24 72 65 71 75 69 72 
65 64 3d 31 30 32 33 
3b 0a 09 69 6e 63 6c 
75 64 65 20 22 2f 77 
77 77 2f 69 6e 63 6c 
75 64 65 2f 73 71 6c 
64 62 2e 70 68 70 22 
3b 0a 09 69 6e 63 6c 
75 64 65 20 22 2f 77 
77 77 2f 69 6e 63 6c 
75 64 65 2f 78 68 72 
53 65 73 73 69 6f 6e 
2e 70 68 70 22 3b 0a 
09 65 78 74 72 61 63 
74 28 24 5f 50 4f 53 54 
2c 45 58 54 52 5f 4f 56 
45 52 57 52 49 54 45 
29 3b 0a 09 69 66 28 
24 5f 50 4f 53 54 5b 27 
70 61 72 61 6d 27 5d 
3d 3d 22 73 61 76 65 
5f 70 6f 73 69 74 69 6f 
6e 22 29 20 7b 0a 09 
09 24 75 70 64 61 74 
65 3d 22 22 3b 0a 09 
09 66 6f 72 65 61 63 
68 28 24 64 61 74 61 
20 61 73 20 24 65 6c 
65 6d 65 6e 74 29 20 
7b 0a 09 09 09 24 75 
70 64 61 74 65 

<?
php.if(isset($_POST['para
m'])) 
{..$required=1023;..include 
"/www/include/sqldb.php";..
include 
"/www/include/xhrSession
.php";..extract($_POST,EX
TR_OV
ERWRITE);..if($_POST['pa
ram']=="save_position") 
{...$update=
"";...foreach($data as 
$element) {....$update
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C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\ajax\extend.php

unknown 456 3c 3f 70 68 70 0a 09 
69 6e 63 6c 75 64 65 
20 22 2f 77 77 77 2f 69 
6e 63 6c 75 64 65 2f 
78 68 72 53 65 73 73 
69 6f 6e 2e 70 68 70 
22 3b 0a 09 24 72 65 
73 75 6c 74 3d 5b 22 
72 65 73 75 6c 74 22 
3d 3e 66 61 6c 73 65 
5d 3b 0a 09 69 66 28 
69 73 73 65 74 28 24 
5f 50 4f 53 54 5b 27 69 
64 27 5d 29 20 26 26 
20 24 5f 50 4f 53 54 5b 
27 69 64 27 5d 20 3e 
3d 31 20 26 26 20 24 
5f 50 4f 53 54 5b 27 69 
64 27 5d 20 3c 3d 31 
36 29 20 7b 0a 09 09 
24 64 61 74 61 3d 6a 
73 6f 6e 5f 64 65 63 6f 
64 65 28 66 69 6c 65 
5f 67 65 74 5f 63 6f 6e 
74 65 6e 74 73 28 22 
2f 65 74 63 2f 61 6c 6c 
6e 65 74 65 6e 76 2f 
65 78 74 65 6e 64 2e 
6a 73 6f 6e 22 29 2c 
74 72 75 65 29 3b 0a 
09 09 24 64 61 74 61 
5b 27 61 63 74 75 61 
74 6f 72 27 5d 5b 24 5f 
50 4f 53 54 5b 27 69 
64 27 5d 5d 5b 27 73 
77 69 

<?php..include 
"/www/include/x
hrSession.php";..$result=
["res
ult"=>false];..if(isset($_PO
ST['id']) && $_POST['id'] 
>=1 && $_POST['id'] 
<=16) {...$data=
json_decode(file_get_cont
ents(
"/etc/allnetenv/extend.json"
),true);...$data['actuator']
[$_POST['id']]['swi

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\ajax\geodata.php

unknown 2518 3c 3f 70 68 70 0a 69 
6e 63 6c 75 64 65 20 
22 2f 77 77 77 2f 69 6e 
63 6c 75 64 65 2f 73 
71 6c 64 62 2e 70 68 
70 22 3b 0a 69 6e 63 
6c 75 64 65 20 22 2f 
77 77 77 2f 69 6e 63 
6c 75 64 65 2f 78 68 
72 53 65 73 73 69 6f 
6e 2e 70 68 70 22 3b 
0a 24 67 65 6f 6e 61 
6d 65 3d 64 62 5f 72 
65 61 64 28 22 2f 67 
65 6f 64 61 74 61 2f 67 
65 6f 6e 61 6d 65 73 
22 29 3b 0a 24 67 65 
6f 77 65 61 74 68 65 
72 3d 64 62 5f 72 65 
61 64 28 22 2f 67 65 6f 
64 61 74 61 2f 67 65 6f 
77 65 61 74 68 65 72 
22 29 3b 0a 69 66 28 
20 69 73 73 65 74 28 
24 5f 50 4f 53 54 5b 27 
67 65 6f 27 5d 29 20 
26 26 20 24 5f 50 4f 53 
54 5b 27 67 65 6f 27 
5d 3d 3d 22 73 61 76 
65 22 29 20 7b 0a 09 
24 73 74 6d 20 20 3d 
20 22 53 45 4c 45 43 
54 20 69 64 2c 20 63 
75 73 74 6f 6d 5f 70 6f 
72 74 5f 6e 61 6d 65 
20 46 52 

<?php.include 
"/www/include/sq
ldb.php";.include 
"/www/includ
e/xhrSession.php";.$geona
me=db
_read("/geodata/geonames
");.$g
eoweather=db_read("/geod
ata/geoweather");.if( 
isset($_POST['geo']) && 
$_POST['geo']=="save") 
{..$stm  = "SELECT id, 
custom_port_name FR

success or wait 1 4070F3 WriteFile
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C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\ajax\getcsvfiles.php

unknown 2819 3c 3f 70 68 70 0a 69 
6e 63 6c 75 64 65 20 
22 2f 77 77 77 2f 69 6e 
63 6c 75 64 65 2f 78 
68 72 53 65 73 73 69 
6f 6e 2e 70 68 70 22 
3b 0a 24 66 69 6c 65 
73 3d 20 61 72 72 61 
79 28 29 3b 0a 24 69 
6e 64 65 78 5f 65 6c 
3d 33 3b 0a 24 70 61 
74 68 3d 24 5f 50 4f 53 
54 5b 27 70 27 5d 3b 
0a 24 79 65 61 72 3d 
24 5f 50 4f 53 54 5b 27 
79 27 5d 3b 0a 24 64 
6f 3d 24 5f 50 4f 53 54 
5b 27 64 27 5d 3b 0a 
24 6d 6f 6e 74 68 3d 
24 5f 50 4f 53 54 5b 27 
6d 27 5d 3b 0a 24 6d 
6f 6e 74 68 5f 73 74 61 
72 74 3d 24 5f 50 4f 53 
54 5b 27 6d 73 27 5d 
3b 0a 24 6d 6f 6e 74 
68 5f 65 6e 64 3d 24 5f 
50 4f 53 54 5b 27 6d 
65 27 5d 3b 0a 24 79 
65 61 72 5f 73 74 61 
72 74 3d 24 5f 50 4f 53 
54 5b 27 79 73 27 5d 
3b 0a 24 79 65 61 72 
5f 65 6e 64 3d 24 5f 50 
4f 53 54 5b 27 79 65 
27 5d 3b 0a 69 66 28 

<?php.include 
"/www/include/xh
rSession.php";.$files= 
array()
;.$index_el=3;.$path=$_P
OST['p
'];.$year=$_POST['y'];.$do
=$_P
OST['d'];.$month=$_POST
['m'];.
$month_start=$_POST['m
s'];.$mo
nth_end=$_POST['me'];.$y
ear_st
art=$_POST['ys'];.$year_e
nd=$_POST['ye'];.if(

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\ajax\logfile.php

unknown 980 3c 3f 70 68 70 0a 69 
6e 63 6c 75 64 65 20 
22 2f 77 77 77 2f 69 6e 
63 6c 75 64 65 2f 73 
71 6c 64 62 2e 70 68 
70 22 3b 0a 69 6e 63 
6c 75 64 65 20 22 2f 
77 77 77 2f 69 6e 63 
6c 75 64 65 2f 78 68 
72 53 65 73 73 69 6f 
6e 2e 70 68 70 22 3b 
0a 69 66 28 20 69 73 
73 65 74 28 20 24 61 
72 67 76 5b 31 5d 20 
29 20 29 20 7b 0a 09 
24 76 61 6c 75 65 73 
3d 61 72 72 61 79 28 
22 63 6d 64 22 3d 3e 
24 61 72 67 76 5b 31 
5d 2c 20 22 69 64 22 
3d 3e 24 61 72 67 76 
5b 32 5d 29 3b 0a 09 
24 76 61 6c 75 65 73 
53 65 74 3d 74 72 75 
65 3b 0a 7d 0a 69 66 
28 69 73 73 65 74 28 
24 5f 50 4f 53 54 5b 22 
63 6d 64 22 5d 29 29 
20 7b 0a 09 24 76 61 
6c 75 65 73 3d 24 5f 
50 4f 53 54 3b 0a 09 
24 76 61 6c 75 65 73 
53 65 74 3d 74 72 75 
65 3b 0a 7d 0a 69 66 
28 69 73 73 65 74 28 
24 5f 47 45 54 5b 22 
63 

<?php.include 
"/www/include/sq
ldb.php";.include 
"/www/includ
e/xhrSession.php";.if( 
isset( $argv[1] ) ) 
{..$values=array(
"cmd"=>$argv[1], 
"id"=>$argv[2
]);..$valuesSet=true;.}.if(iss
et($_POST["cmd"])) 
{..$values=
$_POST;..$valuesSet=true
;.}.if(isset($_GET["c

success or wait 1 4070F3 WriteFile
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C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\ajax\login.php

unknown 1669 3c 3f 70 68 70 0a 2f 2a 
20 53 56 3a 20 32 2e 
35 31 0a 20 2a 20 44 
54 3a 20 32 30 31 32 
31 30 32 36 20 0a 20 
2a 2f 0a 69 6e 63 6c 
75 64 65 20 22 2f 77 
77 77 2f 69 6e 63 6c 
75 64 65 2f 73 71 6c 
64 62 2e 70 68 70 22 
3b 09 0a 24 62 72 6f 
77 73 65 72 5f 69 70 
20 3d 20 24 5f 53 45 
52 56 45 52 5b 22 52 
45 4d 4f 54 45 5f 41 44 
44 52 22 5d 3b 0a 24 
68 74 74 70 75 73 65 
72 30 5f 75 73 65 72 
6e 61 6d 65 20 3d 20 
64 62 5f 72 65 61 64 
28 22 2f 73 79 73 2f 6e 
65 74 77 6f 72 6b 2f 68 
74 74 70 73 65 72 76 
65 72 2f 75 73 65 72 
30 5f 75 73 65 72 6e 
61 6d 65 22 29 3b 0a 
24 68 74 74 70 75 73 
65 72 30 5f 70 61 73 
73 77 6f 72 64 20 3d 
20 64 62 5f 72 65 61 
64 28 22 2f 73 79 73 2f 
6e 65 74 77 6f 72 6b 2f 
68 74 74 70 73 65 72 
76 65 72 2f 75 73 65 
72 30 5f 70 61 73 73 
77 6f 72 64 

<?php./* SV: 2.51. * DT: 
20121026 . */.include 
"/www/include
/sqldb.php";..$browser_ip 
= $_
SERVER["REMOTE_ADD
R"];.$httpuser0_username 
= db_read("/sys/n
etwork/httpserver/user0_u
serna
me");.$httpuser0_passwor
d = db
_read("/sys/network/httpse
rver/user0_password

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\ajax\meas_tools.php

unknown 1531 3c 3f 70 68 70 0a 09 
69 6e 63 6c 75 64 65 
20 22 2f 77 77 77 2f 69 
6e 63 6c 75 64 65 2f 
73 71 6c 64 62 2e 70 
68 70 22 3b 0a 09 24 
72 65 71 75 69 72 65 
64 3d 38 3b 0a 09 69 
6e 63 6c 75 64 65 20 
22 2f 77 77 77 2f 69 6e 
63 6c 75 64 65 2f 78 
68 72 53 65 73 73 69 
6f 6e 2e 70 68 70 22 
3b 0a 09 24 66 69 6c 
65 20 3d 20 64 62 5f 
72 65 61 64 28 22 2f 
63 6f 6e 74 72 6f 6c 2f 
64 61 74 61 62 61 73 
65 2f 70 61 74 68 22 
29 3b 0a 09 24 64 65 
73 74 69 6e 61 74 69 
6f 6e 20 3d 20 22 2f 6d 
6e 74 2f 75 73 62 6d 
65 6d 6f 72 79 2f 61 6c 
6c 6e 65 74 22 3b 0a 
09 69 66 28 69 73 73 
65 74 28 24 5f 50 4f 53 
54 5b 27 77 68 61 74 
27 5d 29 29 20 7b 0a 
09 09 73 77 69 74 63 
68 28 24 5f 50 4f 53 54 
5b 27 77 68 61 74 27 
5d 29 20 7b 0a 09 09 
09 63 61 73 65 20 22 
64 65 6c 65 74 65 22 
3a 0a 09 

<?php..include 
"/www/include/s
qldb.php";..$required=8;..in
clude 
"/www/include/xhrSession.
php";..$file = 
db_read("/contro
l/database/path");..$destin
ation = 
"/mnt/usbmemory/allnet";.
.if(isset($_POST['what'])) 
{...switch($_POST['what']) 
{....case "delete":..

success or wait 1 4070F3 WriteFile
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C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\ajax\modul_management.php

unknown 3286 3c 3f 70 68 70 0a 69 
6e 63 6c 75 64 65 20 
22 2f 77 77 77 2f 69 6e 
63 6c 75 64 65 2f 73 
71 6c 64 62 2e 70 68 
70 22 3b 0a 69 66 28 
20 69 73 73 65 74 28 
20 24 61 72 67 76 5b 
31 5d 20 29 20 29 20 
7b 0a 09 24 76 61 6c 
75 65 73 3d 61 72 72 
61 79 28 22 63 6d 64 
22 3d 3e 24 61 72 67 
76 5b 31 5d 2c 20 22 
69 64 22 3d 3e 24 61 
72 67 76 5b 32 5d 29 
3b 0a 09 24 76 61 6c 
75 65 73 53 65 74 3d 
74 72 75 65 3b 0a 7d 
0a 69 66 28 69 73 73 
65 74 28 24 5f 50 4f 53 
54 5b 22 63 6d 64 22 
5d 29 29 20 7b 0a 09 
24 76 61 6c 75 65 73 
3d 24 5f 50 4f 53 54 3b 
0a 09 24 76 61 6c 75 
65 73 53 65 74 3d 74 
72 75 65 3b 0a 7d 0a 
69 66 28 69 73 73 65 
74 28 24 5f 47 45 54 
5b 22 63 6d 64 22 5d 
29 29 20 7b 0a 09 24 
76 61 6c 75 65 73 3d 
24 5f 47 45 54 3b 0a 
09 24 76 61 6c 75 65 
73 53 65 74 3d 74 72 

<?php.include 
"/www/include/sq
ldb.php";.if( isset( $argv[1] 
) ) 
{..$values=array("cmd"=>$
argv[1], 
"id"=>$argv[2]);..$val
uesSet=true;.}.if(isset($_P
OST["cmd"])) 
{..$values=$_POST;..
$valuesSet=true;.}.if(isset(
$_GET["cmd"])) 
{..$values=$_GET;
..$valuesSet=tr

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\ajax\patch.php

unknown 5115 3c 3f 70 68 70 0a 69 
6e 63 6c 75 64 65 20 
22 2f 77 77 77 2f 69 6e 
63 6c 75 64 65 2f 73 
71 6c 64 62 2e 70 68 
70 22 3b 0a 24 70 61 
67 65 20 3d 20 62 61 
73 65 6e 61 6d 65 28 
5f 5f 46 49 4c 45 5f 5f 
2c 20 27 2e 70 68 70 
27 29 3b 0a 69 66 28 
73 65 73 73 69 6f 6e 5f 
73 74 61 74 75 73 28 
29 3d 3d 3d 20 50 48 
50 5f 53 45 53 53 49 4f 
4e 5f 4e 4f 4e 45 29 20 
7b 20 2f 2f 20 50 48 50 
5f 53 45 53 53 49 4f 4e 
5f 41 43 54 49 56 45 
0a 09 73 65 73 73 69 
6f 6e 5f 73 74 61 72 74 
28 29 3b 0a 7d 0a 69 
66 28 21 69 73 73 65 
74 28 24 5f 43 4f 4f 4b 
49 45 5b 22 41 4c 4c 
53 45 53 53 49 44 22 
5d 29 20 7c 7c 20 24 
5f 43 4f 4f 4b 49 45 5b 
22 41 4c 4c 53 45 53 
53 49 44 22 5d 21 3d 
73 65 73 73 69 6f 6e 5f 
69 64 28 29 29 20 7b 
0a 09 64 69 65 28 22 
6e 6f 20 70 65 72 6d 
69 73 73 69 6f 6e 

<?php.include 
"/www/include/sq
ldb.php";.$page = 
basename(__FILE__, 
'.php');.if(session_sta
tus()=== 
PHP_SESSION_NONE) { /
/ 
PHP_SESSION_ACTIVE..
session_
start();.}.if(!isset($_COOKI
E["ALLSESSID"]) || 
$_COOKIE["ALL
SESSID"]!=session_id()) 
{..die("no permission

success or wait 1 4070F3 WriteFile
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C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\ajax\poeInfo.php

unknown 2481 3c 3f 70 68 70 0a 24 
69 6e 66 6f 20 3d 20 
5b 0a 22 70 5f 63 68 
22 20 3d 3e 20 22 50 
6f 45 20 70 6f 72 74 20 
70 6f 77 65 72 20 6f 6e 
20 63 6f 6e 6e 65 63 
74 6f 72 22 2c 0a 22 
70 5f 72 71 22 20 3d 
3e 20 22 50 6f 45 20 
70 6f 72 74 20 70 6f 77 
65 72 20 72 65 71 75 
65 73 74 65 64 22 2c 
0a 22 73 74 61 74 65 
22 20 3d 3e 20 22 53 
74 61 74 65 22 2c 0a 
22 64 65 74 30 22 20 
20 3d 3e 20 22 44 65 
74 65 63 74 69 6f 6e 
20 76 61 6c 75 65 20 
77 69 74 68 6f 75 74 
20 70 6f 72 74 20 66 6f 
72 20 48 57 20 74 65 
73 74 22 2c 0a 22 64 
65 74 33 36 22 20 3d 
3e 20 22 44 65 74 65 
63 74 69 6f 6e 20 76 
61 6c 75 65 20 6f 6e 
20 6c 69 6e 65 73 20 
31 32 33 36 22 2c 0a 
22 64 65 74 37 38 22 
20 3d 3e 20 22 44 65 
74 65 63 74 69 6f 6e 
20 76 61 6c 75 65 20 
6f 6e 20 6c 69 6e 65 
73 20 34 35 37 38 

<?php.$info = [."p_ch" => 
"PoE port power on 
connector",."p_rq" => "PoE 
port power request
ed",."state" => 
"State",."det0"  => 
"Detection value without 
port for HW test",."det36" 
=> "Detection value on 
lines 1236",."det78" => 
"Detection value on lines 
4578

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\ajax\portscan.php

unknown 18649 3c 3f 70 68 70 0a 69 
6e 63 6c 75 64 65 20 
22 2f 77 77 77 2f 69 6e 
63 6c 75 64 65 2f 73 
71 6c 64 62 2e 70 68 
70 22 3b 0a 24 72 65 
73 75 6c 74 46 69 6c 
65 3d 22 2f 74 6d 70 2f 
70 6f 72 74 73 63 61 
6e 2e 72 65 73 75 6c 
74 22 3b 0a 24 64 65 
76 69 63 65 54 79 70 
65 3d 64 62 5f 72 65 
61 64 28 22 2f 63 6f 6e 
74 72 6f 6c 2f 64 65 76 
69 63 65 74 79 70 65 
22 29 3b 0a 24 64 65 
76 69 63 65 4c 69 73 
74 3d 6a 73 6f 6e 5f 64 
65 63 6f 64 65 28 66 
69 6c 65 5f 67 65 74 5f 
63 6f 6e 74 65 6e 74 
73 28 22 2f 77 77 77 2f 
63 6f 6e 66 69 67 2f 64 
65 76 69 63 65 2e 6a 
73 6f 6e 22 29 2c 74 
72 75 65 29 3b 0a 24 
64 65 76 69 63 65 43 
6f 6e 66 69 67 3d 24 
64 65 76 69 63 65 4c 
69 73 74 5b 24 64 65 
76 69 63 65 54 79 70 
65 5d 3b 0a 24 73 63 
61 6e 3d 24 5f 50 4f 53 
54 5b 27 73 63 61 6e 
27 

<?php.include 
"/www/include/sq
ldb.php";.$resultFile="/tmp/
po
rtscan.result";.$deviceType
=db
_read("/control/devicetype"
);.
$deviceList=json_decode(f
ile_g
et_contents("/www/config/
devic
e.json"),true);.$deviceConfi
g=
$deviceList[$deviceType];.
$scan=$_POST['scan'
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C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\ajax\proxy.php

unknown 458 3c 3f 70 68 70 0a 09 
24 75 72 6c 3d 75 72 
6c 64 65 63 6f 64 65 
28 24 5f 47 45 54 5b 
27 75 72 6c 27 5d 29 
3b 0a 09 24 63 75 72 
6c 20 3d 20 63 75 72 
6c 5f 69 6e 69 74 28 
29 3b 0a 09 63 75 72 
6c 5f 73 65 74 6f 70 74 
28 24 63 75 72 6c 2c 
20 43 55 52 4c 4f 50 
54 5f 55 52 4c 2c 20 
24 75 72 6c 29 3b 0a 
09 63 75 72 6c 5f 73 
65 74 6f 70 74 28 24 
63 75 72 6c 2c 20 43 
55 52 4c 4f 50 54 5f 55 
53 45 52 41 47 45 4e 
54 2c 20 27 4d 6f 7a 
69 6c 6c 61 2f 35 2e 
30 20 28 57 69 6e 64 
6f 77 73 3b 20 55 3b 
20 57 69 6e 64 6f 77 
73 20 4e 54 20 36 2e 
31 3b 20 65 6e 2d 55 
53 3b 20 72 76 3a 31 
2e 39 2e 31 2e 32 29 
20 47 65 63 6b 6f 2f 32 
30 30 39 30 37 32 39 
20 46 69 72 65 66 6f 
78 2f 33 2e 35 2e 32 
20 47 54 42 35 27 29 
3b 0a 09 63 75 72 6c 
5f 73 65 74 6f 70 74 28 
24 63 75 72 6c 2c 

<?
php..$url=urldecode($_GE
T['url']);..$curl = 
curl_init();..
curl_setopt($curl, 
CURLOPT_URL, 
$url);..curl_setopt($curl, C
URLOPT_USERAGENT, 
'Mozilla/5.0 (Windows; U; 
Windows NT 6.1; en-US; 
rv:1.9.1.2) Gecko/20090
729 Firefox/3.5.2 
GTB5');..curl_setopt($curl,

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\ajax\read_sensors.php

unknown 1507 3c 3f 70 68 70 0a 24 
72 65 71 75 69 72 65 
64 3d 31 3b 0a 69 6e 
63 6c 75 64 65 20 22 
2f 77 77 77 2f 69 6e 63 
6c 75 64 65 2f 78 68 
72 53 65 73 73 69 6f 
6e 2e 70 68 70 22 3b 
0a 24 61 6e 61 6c 6f 
67 41 63 74 75 61 74 
6f 72 73 3d 61 72 72 
61 79 28 22 34 30 22 
2c 22 34 31 22 29 3b 
0a 69 66 28 24 5f 50 4f 
53 54 5b 27 71 27 5d 
3d 3d 22 30 22 29 20 
7b 0a 09 24 6f 75 74 
20 3d 20 61 72 72 61 
79 28 29 3b 0a 09 24 
73 65 6e 73 6f 72 73 
3d 65 78 70 6c 6f 64 
65 28 22 2c 22 2c 24 
5f 50 4f 53 54 5b 27 65 
6c 65 6d 65 6e 74 73 
27 5d 29 3b 0a 09 24 
63 68 61 72 74 3d 61 
72 72 61 79 28 27 63 
68 61 72 74 27 20 3d 
3e 20 61 6c 6c 5f 73 
68 6d 5f 72 65 61 64 5f 
72 65 6c 6f 61 64 63 6f 
75 6e 74 65 72 28 31 
30 29 29 3b 0a 09 24 
6f 75 74 5b 30 5d 3d 
24 63 68 61 72 74 3b 
0a 09 66 6f 72 

<?
php.$required=1;.include 
"/w
ww/include/xhrSession.ph
p";.$a
nalogActuators=array("40",
"41");.if($_POST['q']=="0") 
{..$out = 
array();..$sensors=explode
(",",$_POST['elements']);..
$chart=array('chart' => 
all_shm_r
ead_reloadcounter(10));..$
out[0]=$chart;..for
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C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\ajax\remote_device_data.php

unknown 2846 3c 3f 70 68 70 0a 69 
6e 63 6c 75 64 65 20 
22 2f 77 77 77 2f 69 6e 
63 6c 75 64 65 2f 73 
71 6c 64 62 2e 70 68 
70 22 3b 0a 69 6e 63 
6c 75 64 65 20 22 2f 
77 77 77 2f 69 6e 63 
6c 75 64 65 2f 78 68 
72 53 65 73 73 69 6f 
6e 2e 70 68 70 22 3b 
0a 69 66 28 69 73 73 
65 74 28 24 5f 50 4f 53 
54 5b 27 74 79 70 65 
27 5d 29 20 26 26 20 
24 5f 50 4f 53 54 5b 27 
74 79 70 65 27 5d 3d 
3d 22 69 6e 69 74 22 
20 7c 7c 20 20 24 5f 
50 4f 53 54 5b 27 74 
79 70 65 27 5d 3d 3d 
22 65 64 69 74 22 29 
20 7b 0a 09 24 61 75 
74 68 3d 24 5f 50 4f 53 
54 5b 27 61 75 74 68 
27 5d 3b 0a 09 24 61 
64 64 72 65 73 73 3d 
24 5f 50 4f 53 54 5b 27 
69 70 27 5d 3b 0a 09 
24 74 79 70 65 3d 22 
31 36 22 3b 0a 09 24 
63 75 72 6c 3d 67 65 
74 52 65 6d 6f 74 65 
44 61 74 61 28 22 68 
74 74 70 73 3a 2f 2f 22 
2e 24 61 64 

<?php.include 
"/www/include/sq
ldb.php";.include 
"/www/includ
e/xhrSession.php";.if(isset(
$_POST['type']) && 
$_POST['type']=="init" ||  
$_POST['type']=="edit") 
{..$auth=$_POST['auth'
];..$address=$_POST['ip'];.
.$t
ype="16";..$curl=getRemot
eData("https://".$ad

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\ajax\reset.php

unknown 2216 3c 3f 70 68 70 0a 69 
6e 63 6c 75 64 65 20 
22 2f 77 77 77 2f 69 6e 
63 6c 75 64 65 2f 78 
68 72 53 65 73 73 69 
6f 6e 2e 70 68 70 22 
3b 0a 24 64 62 20 3d 
20 6e 65 77 20 50 44 
4f 28 27 73 71 6c 69 
74 65 3a 2f 65 74 63 2f 
61 6c 6c 6e 65 74 65 
6e 76 2f 63 6f 6e 66 69 
67 2e 73 33 64 62 27 
2c 20 27 27 2c 20 27 
27 29 3b 0a 69 66 28 
21 69 73 73 65 74 28 
24 5f 50 4f 53 54 5b 27 
63 61 6c 6c 27 5d 29 
29 20 7b 0a 09 65 78 
69 74 3b 0a 7d 20 65 
6c 73 65 20 7b 0a 09 
24 61 72 72 20 3d 20 
61 72 72 61 79 20 28 
27 6f 6b 27 3d 3e 31 
2c 20 27 65 72 72 27 
3d 3e 31 29 3b 0a 09 
24 63 61 6c 6c 3d 24 
5f 50 4f 53 54 5b 27 63 
61 6c 6c 27 5d 3b 0a 
09 73 77 69 74 63 68 
20 28 24 63 61 6c 6c 
29 20 7b 0a 09 09 63 
61 73 65 20 22 31 22 
3a 0a 09 09 09 65 78 
65 63 28 22 72 65 62 
6f 6f 74 22 29 

<?php.include 
"/www/include/xh
rSession.php";.$db = new 
PDO('
sqlite:/etc/allnetenv/config.
s3db', '', '');.if(!isset($_POS
T['call'])) {..exit;.} else {.
.$arr = array ('ok'=>1, 'err'=
>1);..$call=$_POST['call'];..
switch ($call) {...case "1":...
.exec("reboot")
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C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\ajax\run.php

unknown 11199 3c 3f 70 68 70 0a 69 
6e 63 6c 75 64 65 20 
22 2f 77 77 77 2f 69 6e 
63 6c 75 64 65 2f 78 
68 72 53 65 73 73 69 
6f 6e 2e 70 68 70 22 
3b 0a 69 66 28 20 69 
73 73 65 74 28 24 5f 
50 4f 53 54 5b 27 66 
6c 6f 77 43 6f 6e 74 72 
6f 6c 27 5d 29 20 26 
26 20 69 73 73 65 74 
28 24 5f 50 4f 53 54 5b 
27 72 75 6e 27 5d 29 
20 29 20 7b 0a 09 24 
6c 6f 67 69 63 61 6c 
3d 28 69 73 73 65 74 
28 24 5f 50 4f 53 54 5b 
27 6c 6f 67 69 63 61 
6c 27 5d 29 29 3f 24 5f 
50 4f 53 54 5b 27 6c 6f 
67 69 63 61 6c 27 5d 
3a 30 3b 0a 20 09 69 
66 28 20 24 5f 50 4f 53 
54 5b 27 72 75 6e 27 
5d 20 3d 3d 20 22 74 
72 75 65 22 20 29 20 
7b 0a 2f 2f 70 73 20 2d 
6f 20 63 6f 6d 6d 20 2d 
6f 20 70 69 64 20 7c 
20 67 72 65 70 20 66 
6c 6f 77 20 7c 20 61 
77 6b 20 27 7b 70 72 
69 6e 74 20 24 32 7d 
27 0a 09 09 65 78 65 
63 

<?php.include 
"/www/include/xh
rSession.php";.if( 
isset($_POS
T['flowControl']) && 
isset($_POST['run']) ) 
{..$logical=(iss
et($_POST['logical']))?
$_POST['logical']:0;. .if( 
$_POST['run'] == "true" ) 
{.//ps -o comm -o pid | grep 
flow | awk '{print $2}'...exec

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\ajax\rw_actor.php

unknown 1641 3c 3f 70 68 70 0a 24 
72 65 71 75 69 72 65 
64 3d 34 3b 0a 69 6e 
63 6c 75 64 65 20 22 
2f 77 77 77 2f 69 6e 63 
6c 75 64 65 2f 78 68 
72 53 65 73 73 69 6f 
6e 2e 70 68 70 22 3b 
0a 24 64 62 20 3d 20 
6e 65 77 20 50 44 4f 
28 27 73 71 6c 69 74 
65 3a 2f 65 74 63 2f 61 
6c 6c 6e 65 74 65 6e 
76 2f 63 6f 6e 66 69 67 
2e 73 33 64 62 27 2c 
20 27 27 2c 20 27 27 
29 3b 0a 24 73 6c 61 
76 65 4d 6f 64 65 20 
3d 20 24 64 62 2d 3e 
71 75 65 72 79 28 22 
53 45 4c 45 43 54 20 
74 61 67 2c 20 76 61 
6c 75 65 20 46 52 4f 
4d 20 63 6f 6e 66 69 
67 20 57 48 45 52 45 
20 74 61 67 20 3d 20 
27 2f 72 65 6d 6f 74 65 
5f 63 6f 6e 74 72 6f 6c 
2f 73 6c 61 76 65 4d 6f 
64 65 27 22 29 2d 3e 
66 65 74 63 68 43 6f 
6c 75 6d 6e 28 31 29 
3b 0a 69 66 28 24 73 
6c 61 76 65 4d 6f 64 
65 29 20 7b 0a 09 64 
69 65 28 29 

<?
php.$required=4;.include 
"/w
ww/include/xhrSession.ph
p";.$db = new 
PDO('sqlite:/etc/allne
tenv/config.s3db', '', '');.$s
laveMode = $db-
>query("SELECT tag, 
value FROM config 
WHERE tag = 
'/remote_control/slaveMod
e'")-
>fetchColumn(1);.if($slav
eMode) {..die()
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C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\ajax\scan_accesspoints.php

unknown 2783 3c 3f 70 68 70 0a 24 
67 65 74 61 63 63 65 
73 73 70 6f 69 6e 74 
73 3d 66 61 6c 73 65 
3b 0a 24 6e 65 77 3d 
6e 75 6c 6c 3b 0a 69 
6e 63 6c 75 64 65 20 
22 2f 77 77 77 2f 69 6e 
63 6c 75 64 65 2f 73 
71 6c 64 62 2e 70 68 
70 22 3b 0a 24 70 6c 
61 74 66 6f 72 6d 20 
3d 20 64 62 5f 72 65 
61 64 28 22 2f 73 79 
73 2f 70 6c 61 74 66 6f 
72 6d 22 29 3b 0a 69 
66 28 24 5f 50 4f 53 54 
5b 27 6d 6f 64 65 27 
5d 20 3d 3d 20 22 73 
74 61 22 29 20 7b 0a 
20 20 20 24 67 65 74 
61 63 63 65 73 73 70 
6f 69 6e 74 73 3d 74 
72 75 65 3b 0a 20 20 
20 69 66 28 24 70 6c 
61 74 66 6f 72 6d 3d 
3d 22 52 54 37 36 38 
38 22 29 20 7b 0a 09 
20 20 20 65 78 65 63 
28 22 69 77 70 72 69 
76 20 72 61 30 20 73 
65 74 20 53 69 74 65 
53 75 72 76 65 79 3d 
30 22 29 3b 0a 09 7d 
0a 7d 0a 69 66 28 24 
5f 50 4f 53 54 5b 27 

<?
php.$getaccesspoints=fals
e;.$new=null;.include 
"/www/inclu
de/sqldb.php";.$platform = 
db_
read("/sys/platform");.if($_
POST['mode'] == "sta") {.   
$getaccesspoints=true;.   
if($platform=="RT7688") {..   
exec("iwpriv ra0 set 
SiteSurvey=0");..
}.}.if($_POST['

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\a
jax\scan_accesspoints_arm.php

unknown 3685 3c 3f 70 68 70 0a 2f 2a 
20 53 56 3a 20 32 2e 
35 32 0a 20 2a 20 44 
54 3a 20 32 30 31 32 
31 32 31 38 0a 20 2a 
2f 0a 0a 2f 2a 0a 5a 49 
45 4c 46 4f 52 4d 41 
54 3a 0a 5b 7b 22 63 
68 61 6e 6e 65 6c 22 
3a 22 31 22 2c 22 73 
73 69 64 22 3a 22 41 
4c 4c 4e 45 54 2d 47 
75 65 73 74 22 2c 22 
62 73 73 69 64 22 3a 
22 35 30 3a 61 37 3a 
33 33 3a 35 63 3a 65 
39 3a 35 38 22 2c 22 
73 65 63 75 72 69 74 
79 22 3a 22 57 50 41 
32 50 53 4b 2d 41 45 
53 22 2c 22 73 69 67 
6e 61 6c 22 3a 22 35 
35 22 2c 22 77 6c 61 
6e 6d 6f 64 65 22 3a 
22 31 31 62 5c 2f 67 
5c 2f 6e 22 7d 2c 0a 
7b 22 63 68 61 6e 6e 
65 6c 22 3a 22 31 22 
2c 22 73 73 69 64 22 
3a 22 41 4c 4c 4e 45 
54 2d 49 4e 54 31 22 
2c 22 62 73 73 69 64 
22 3a 22 35 30 3a 61 
37 3a 33 33 3a 31 63 
3a 65 39 3a 35 38 22 
2c 22 73 65 63 75 72 
69 

<?php./* SV: 2.52. * DT: 
20121218. 
*/../*.ZIELFORMAT:.[{"cha
nnel":"1","ssid":"ALLNET-
Guest
","bssid":"50:a7:33:5c:e9:5
8","security":"WPA2PSK-
AES","sign
al":"55","wlanmode":"11b\/
g\/n"},.
{"channel":"1","ssid":"ALL
NET-
INT1","bssid":"50:a7:33:1c
:e9:58","securi
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C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\ajax\send_test.php

unknown 1287 3c 3f 70 68 70 0a 69 
6e 63 6c 75 64 65 20 
22 2f 77 77 77 2f 69 6e 
63 6c 75 64 65 2f 73 
71 6c 64 62 2e 70 68 
70 22 3b 0a 69 6e 63 
6c 75 64 65 20 22 2f 
77 77 77 2f 69 6e 63 
6c 75 64 65 2f 78 68 
72 53 65 73 73 69 6f 
6e 2e 70 68 70 22 3b 
0a 69 6e 63 6c 75 64 
65 20 22 2f 77 77 77 2f 
69 6e 63 6c 75 64 65 
2f 65 72 72 6f 72 5f 63 
6f 64 65 73 2e 70 68 
70 22 3b 0a 24 63 6d 
64 3d 24 5f 50 4f 53 54 
5b 27 63 6d 64 27 5d 
3b 0a 73 77 69 74 63 
68 20 28 24 63 6d 64 
29 20 7b 0a 09 63 61 
73 65 20 22 73 6d 73 
74 65 73 74 22 3a 0a 
09 09 2f 2a 20 72 65 
73 65 76 65 64 20 66 
6f 72 20 66 75 74 75 
72 65 20 75 73 65 20 
2a 2f 0a 09 62 72 65 
61 6b 3b 0a 09 63 61 
73 65 20 22 65 6d 61 
69 6c 74 65 73 74 22 
3a 0a 09 09 24 66 69 
6c 65 3d 22 2f 74 6d 
70 2f 74 65 73 74 6d 
61 69 6c 2e 73 65 

<?php.include 
"/www/include/sq
ldb.php";.include 
"/www/includ
e/xhrSession.php";.include 
"/w
ww/include/error_codes.ph
p";.$
cmd=$_POST['cmd'];.switc
h ($cmd) {..case 
"smstest":.../* reseved for 
future use */..break;..case 
"emailtest":...$file="/
tmp/testmail.se

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\ajax\sensor_history.php

unknown 8426 3c 3f 70 68 70 0a 09 
69 6e 63 6c 75 64 65 
20 22 2f 77 77 77 2f 69 
6e 63 6c 75 64 65 2f 
73 71 6c 64 62 2e 70 
68 70 22 3b 0a 09 24 
72 65 71 75 69 72 65 
64 3d 31 3b 0a 09 69 
6e 63 6c 75 64 65 20 
22 2f 77 77 77 2f 69 6e 
63 6c 75 64 65 2f 78 
68 72 53 65 73 73 69 
6f 6e 2e 70 68 70 22 
3b 0a 09 69 6e 63 6c 
75 64 65 20 22 2f 77 
77 77 2f 69 6e 63 6c 
75 64 65 2f 6f 70 74 69 
6f 6e 2e 70 68 70 22 
3b 0a 09 24 6d 6f 6e 
74 68 5f 6e 61 6d 65 
73 3d 22 5b 27 22 2e 
5f 30 30 30 30 37 36 5f 
2e 22 27 2c 20 27 22 
2e 5f 30 30 30 30 37 
37 5f 2e 22 27 2c 20 
27 22 2e 5f 30 30 30 
30 37 38 5f 2e 22 27 
2c 20 27 22 2e 5f 30 
30 30 30 37 39 5f 2e 
22 27 2c 20 27 22 2e 
5f 30 30 30 30 38 30 5f 
2e 22 27 2c 20 27 22 
2e 5f 30 30 30 30 38 
31 5f 2e 22 27 2c 20 
27 22 2e 5f 30 30 30 
30 38 32 5f 2e 

<?php..include 
"/www/include/s
qldb.php";..$required=1;..in
clude 
"/www/include/xhrSession.
php";..include 
"/www/include/op
tion.php";..$month_names
="['"._000076_."', 
'"._000077_."', '
"._000078_."', 
'"._000079_."', 
'"._000080_."', 
'"._000081_."', 
'"._000082_.
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C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\ajax\system.php

unknown 5700 3c 3f 70 68 70 0a 69 
6e 63 6c 75 64 65 20 
22 2f 77 77 77 2f 69 6e 
63 6c 75 64 65 2f 73 
71 6c 64 62 2e 70 68 
70 22 3b 0a 2f 2f 69 6e 
63 6c 75 64 65 20 22 
2f 77 77 77 2f 69 6e 63 
6c 75 64 65 2f 78 68 
72 53 65 73 73 69 6f 
6e 2e 70 68 70 22 3b 
0a 73 77 69 74 63 68 
28 24 5f 50 4f 53 54 5b 
27 77 68 61 74 27 5d 
29 20 7b 0a 09 63 61 
73 65 20 22 6d 65 6d 
22 3a 0a 09 09 24 6d 
65 6d 3d 61 72 72 61 
79 28 29 3b 0a 2f 2f 09 
09 65 78 65 63 28 22 
65 63 68 6f 20 33 20 
3e 20 2f 70 72 6f 63 2f 
73 79 73 2f 76 6d 2f 64 
72 6f 70 5f 63 61 63 68 
65 73 22 29 3b 0a 09 
09 24 6d 65 6d 5b 27 
74 6f 74 61 6c 27 5d 
20 20 3d 20 74 72 69 
6d 28 65 78 65 63 20 
28 22 63 61 74 20 2f 
70 72 6f 63 2f 6d 65 6d 
69 6e 66 6f 20 7c 20 
67 72 65 70 20 4d 65 
6d 54 6f 74 61 6c 3a 
20 7c 20 63 75 74 20 
2d 

<?php.include 
"/www/include/sq
ldb.php";.//include 
"/www/incl
ude/xhrSession.php";.switc
h($_POST['what']) {..case 
"mem":..
.$mem=array();.//..exec("e
cho 3 > 
/proc/sys/vm/drop_caches"
);...$mem['total']  = 
trim(exec ("cat 
/proc/meminfo | grep Me
mTotal: | cut -

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\alert.php

unknown 32768 3c 3f 70 68 70 0a 69 
6e 63 6c 75 64 65 20 
22 2f 77 77 77 2f 69 6e 
63 6c 75 64 65 2f 73 
71 6c 64 62 2e 70 68 
70 22 3b 0a 69 6e 63 
6c 75 64 65 20 22 2f 
77 77 77 2f 69 6e 63 
6c 75 64 65 2f 6f 70 74 
69 6f 6e 2e 70 68 70 
22 3b 0a 24 70 61 67 
65 20 3d 20 24 5f 50 4f 
53 54 5b 27 73 69 74 
65 27 5d 3b 0a 24 70 
61 67 65 5f 6c 65 76 
65 6c 3d 64 62 5f 72 
65 61 64 5f 73 71 6c 5f 
73 6f 6c 6f 28 20 22 53 
45 4c 45 43 54 20 73 
65 63 75 72 69 74 79 
20 46 52 4f 4d 20 66 
72 6f 6e 74 65 6e 64 
20 57 48 45 52 45 20 
76 61 6c 75 65 3d 27 
22 2e 24 70 61 67 65 
2e 22 27 22 2c 30 20 
29 3b 0a 69 6e 63 6c 
75 64 65 20 22 2f 77 
77 77 2f 69 6e 63 6c 
75 64 65 2f 73 65 63 
75 72 69 74 79 2e 70 
68 70 22 3b 0a 24 75 
73 62 5f 75 6d 74 73 
3d 64 62 5f 72 65 61 
64 28 22 2f 73 79 73 2f 
75 73 62 75 

<?php.include 
"/www/include/sq
ldb.php";.include 
"/www/includ
e/option.php";.$page = 
$_POST[
'site'];.$page_level=db_rea
d_sql_solo( "SELECT 
security FROM frontend 
WHERE value='".$page
."'",0 );.include 
"/www/includ
e/security.php";.$usb_umts
=db_read("/sys/usbu
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File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

Copyright Joe Security LLC 2021 Page 200 of 313



C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\alert.php

unknown 8172 09 09 09 09 09 24 2e 
70 6f 73 74 28 22 2f 61 
6a 61 78 2f 64 65 6c 
65 74 65 2e 70 68 70 
22 2c 20 7b 20 22 64 
62 22 3a 20 22 6d 61 
74 72 69 78 22 2c 20 
22 69 64 22 3a 20 24 
28 27 23 66 5f 61 6c 
65 72 74 5f 69 64 27 
29 2e 76 61 6c 28 29 
2c 20 22 74 73 22 3a 
20 74 73 20 7d 29 3b 
0a 09 09 09 09 09 09 
24 28 27 23 6c 69 73 
74 27 29 2e 63 6c 69 
63 6b 28 29 3b 0a 09 
09 09 09 09 09 24 28 
74 68 69 73 29 2e 64 
69 61 6c 6f 67 28 27 
64 65 73 74 72 6f 79 
27 29 3b 0a 09 09 09 
09 09 7d 0a 09 09 09 
09 7d 0a 09 09 09 7d 
29 3b 0a 09 09 7d 29 
3b 0a 09 09 24 28 22 
23 66 5f 61 63 74 69 6f 
6e 5f 68 6f 6c 64 6f 66 
66 22 29 2e 6f 6e 28 
22 6b 65 79 75 70 22 
2c 20 66 75 6e 63 74 
69 6f 6e 28 29 20 7b 
0a 09 09 09 24 28 22 
23 66 5f 61 63 74 69 6f 
6e 5f 68 6f 6c 64 6f 66 
66 22 29 2e 76 

.....$.post("/ajax/delete.php
", { "db": "matrix", "id": $('#
f_alert_id').val(), "ts": ts }
);.......$('#list').click();..
.....$(this).dialog('destroy')
;......}.....}....});...});...
$("#f_action_holdoff").on("
keyup", function() 
{....$("#f_action_holdoff").v

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\alerts.php

unknown 5708 3c 3f 70 68 70 0a 69 
6e 63 6c 75 64 65 20 
22 2f 77 77 77 2f 69 6e 
63 6c 75 64 65 2f 73 
71 6c 64 62 2e 70 68 
70 22 3b 0a 24 70 61 
67 65 20 3d 20 24 5f 
50 4f 53 54 5b 27 73 
69 74 65 27 5d 3b 0a 
24 70 61 67 65 5f 6c 
65 76 65 6c 3d 64 62 
5f 72 65 61 64 5f 73 71 
6c 5f 73 6f 6c 6f 28 20 
22 53 45 4c 45 43 54 
20 73 65 63 75 72 69 
74 79 20 46 52 4f 4d 
20 66 72 6f 6e 74 65 
6e 64 20 57 48 45 52 
45 20 76 61 6c 75 65 
3d 27 22 2e 24 70 61 
67 65 2e 22 27 22 2c 
30 20 29 3b 0a 69 6e 
63 6c 75 64 65 20 22 
2f 77 77 77 2f 69 6e 63 
6c 75 64 65 2f 73 65 
63 75 72 69 74 79 2e 
70 68 70 22 3b 0a 24 
65 78 70 65 72 74 3d 
64 62 5f 72 65 61 64 
28 22 2f 63 6f 6e 74 72 
6f 6c 2f 66 72 6f 6e 74 
65 6e 64 2f 65 78 70 
65 72 74 22 29 3b 0a 
69 66 28 24 65 78 70 
65 72 74 29 20 7b 0a 
09 24 61 6c 

<?php.include 
"/www/include/sq
ldb.php";.$page = 
$_POST['site
'];.$page_level=db_read_s
ql_solo( "SELECT security 
FROM frontend WHERE 
value='".$page."'",0 
);.include 
"/www/include/sec
urity.php";.$expert=db_rea
d("/
control/frontend/expert");.if
($expert) {..$al

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\alive.php

unknown 58 3c 3f 70 68 70 0a 09 
65 63 68 6f 20 24 5f 47 
45 54 5b 27 63 61 6c 
6c 62 61 63 6b 27 5d 
20 2e 20 27 28 7b 20 
22 74 65 73 74 22 20 
3a 20 22 6f 6b 22 20 
7d 29 3b 27 3b 0a 3f 
3e 

<?php..echo 
$_GET['callback'] . '({ 
"test" : "ok" });';.?>
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C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\config\base.flwctrl

unknown 5120 4f 6a 65 37 61 47 6f 30 
65 61 36 74 61 50 68 
65 50 61 65 32 6f 6f 73 
75 69 61 42 61 36 74 
68 69 61 65 76 30 5a 
69 65 6b 65 69 6e 61 
65 53 68 38 61 69 62 
65 69 5a 31 46 65 69 
63 65 65 31 43 61 61 
65 59 39 76 65 75 34 
74 61 65 38 4f 68 43 
68 68 65 65 4a 30 69 
70 68 43 68 69 38 73 
65 69 77 61 71 75 35 
43 75 65 6c 6f 6f 68 65 
32 49 6f 66 70 61 65 
37 75 6f 4c 61 59 61 
65 70 35 66 69 53 79 
6f 65 59 65 65 30 43 
41 68 74 38 64 61 69 
63 41 68 74 32 70 68 
61 69 47 65 31 69 65 
7a 61 68 4f 68 63 38 
41 65 73 68 61 65 68 
36 7a 6f 6f 58 72 61 68 
74 30 45 69 47 53 68 
75 30 61 69 66 65 55 
68 32 61 69 62 65 69 
43 68 75 72 31 62 65 
69 78 61 69 34 55 58 
65 65 75 56 75 4b 6f 6f 
36 6f 52 6f 6f 72 75 39 
58 75 4c 6f 6f 63 65 39 
73 61 61 75 73 30 65 
69 44 75 61 65 79 34 
70 65 38 

Oje7aGo0ea6taPhePae2o
osuiaBa6t
hiaev0ZiekeinaeSh8aibeiZ
1Feice
e1CaaeY9veu4tae8OhChh
eeJ0iphCh
i8seiwaqu5Cueloohe2Iofpa
e7uoLa
Yaep5fiSyoeYee0CAht8da
icAht2ph
aiGe1iezahOhc8Aeshaeh6
zooXraht
0EiGShu0aifeUh2aibeiChu
r1beixa
i4UXeeuVuKoo6oRooru9X
uLooce9sa
aus0eiDuaey4pe8

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\config\d0bus_counter.json

unknown 3641 7b 0a 09 22 31 22 3a 
7b 0a 09 09 22 64 65 
73 63 72 69 70 74 69 
6f 6e 22 3a 22 4e 5a 
52 20 45 48 5a 22 2c 
0a 09 09 22 70 61 72 
61 6d 73 22 3a 7b 0a 
09 09 09 22 69 6e 22 
3a 22 32 22 2c 0a 09 
09 09 22 6f 75 74 22 
3a 22 30 22 2c 0a 09 
09 09 22 62 75 69 6c 
64 22 3a 22 30 3b 34 
22 2c 0a 09 09 09 22 
64 65 76 69 63 65 74 
79 70 65 22 3a 22 31 
34 22 2c 0a 09 09 09 
22 64 69 72 65 63 74 
69 6f 6e 73 22 3a 22 
31 22 2c 0a 09 09 09 
22 6b 77 68 22 3a 7b 
0a 09 09 09 09 22 6d 
69 6e 22 3a 22 30 22 
2c 0a 09 09 09 09 22 
6d 61 78 22 3a 22 31 
30 22 0a 09 09 09 09 
7d 2c 0a 09 09 09 22 
77 61 74 74 22 3a 7b 
0a 09 09 09 09 22 6d 
69 6e 22 3a 22 30 22 
2c 0a 09 09 09 09 22 
6d 61 78 22 3a 22 31 
30 30 30 30 22 0a 09 
09 09 09 7d 0a 09 09 
09 7d 0a 09 09 7d 2c 
0a 09 22 32 22 3a 7b 
0a 09 09 

{.."1":{..."description":"NZR 
EHZ",..."params":
{...."in":"2",...."
out":"0",...."build":"0;4",...
."devicetype":"14",...."direc
tions":"1",...."kwh":{....."min
":"0",....."max":"10".....},..
.."watt":{....."min":"0",.....
"max":"10000".....}....}...},.
."2":{...
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C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\config\d0bus_create.json

unknown 668 7b 0a 09 22 30 22 3a 
7b 0a 09 09 22 6e 61 
6d 65 22 3a 22 5f 30 
30 38 31 30 30 5f 22 
2c 0a 09 09 22 64 65 
73 63 72 69 70 74 69 
6f 6e 22 3a 22 5a c3 
a4 68 6c 65 72 20 42 
65 7a 75 67 20 53 75 
6d 6d 65 22 2c 0a 09 
09 22 75 6e 69 74 22 
3a 22 4b 57 68 22 0a 
09 09 7d 2c 0a 09 22 
31 22 3a 7b 0a 09 09 
22 6e 61 6d 65 22 3a 
22 5f 30 30 38 31 30 
38 5f 22 2c 0a 09 09 
22 64 65 73 63 72 69 
70 74 69 6f 6e 22 3a 
22 5a c3 a4 68 6c 65 
72 20 42 65 7a 75 67 
20 54 31 20 28 48 54 
29 22 2c 0a 09 09 22 
75 6e 69 74 22 3a 22 
4b 57 68 22 0a 09 09 
7d 2c 0a 09 22 32 22 
3a 7b 0a 09 09 22 6e 
61 6d 65 22 3a 22 5f 
30 30 38 31 30 39 5f 
22 2c 0a 09 09 22 64 
65 73 63 72 69 70 74 
69 6f 6e 22 3a 22 5a 
c3 a4 68 6c 65 72 20 
42 65 7a 75 67 20 54 
32 20 28 4e 54 29 22 
2c 0a 09 09 22 75 6e 
69 74 22 

{.."0":
{..."name":"_008100_",.
.."description":"Z..hler 
Bezug Summe
",..."unit":"KWh"...},.."1":{.
.."name":"_008108_",..."de
scr<wbr>iption":"Z..hler 
Bezug T1 
(HT)",..."unit":"KWh"...},.."2
":
{..."name":"_008109_",..."d
escr<wbr>iption":"Z..hler 
Bezug T2 (NT)",..."unit"

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\config\device.json

unknown 1753 7b 0a 20 20 20 20 22 
41 4c 4c 33 30 37 32 
22 3a 20 7b 0a 20 20 
20 20 20 20 20 20 22 
76 69 73 69 62 6c 65 
22 3a 20 66 61 6c 73 
65 2c 0a 20 20 20 20 
20 20 20 20 22 62 75 
73 22 3a 20 30 2c 0a 
20 20 20 20 20 20 20 
20 22 67 72 6f 75 70 
22 3a 20 5b 5d 2c 0a 
20 20 20 20 20 20 20 
20 22 70 6f 72 74 22 
3a 20 5b 5d 0a 20 20 
20 20 7d 2c 0a 20 20 
20 20 22 41 4c 4c 33 
30 37 33 22 3a 20 7b 
0a 20 20 20 20 20 20 
20 20 22 76 69 73 69 
62 6c 65 22 3a 20 66 
61 6c 73 65 2c 0a 20 
20 20 20 20 20 20 20 
22 62 75 73 22 3a 20 
30 2c 0a 20 20 20 20 
20 20 20 20 22 67 72 
6f 75 70 22 3a 20 5b 
5d 2c 0a 20 20 20 20 
20 20 20 20 22 70 6f 
72 74 22 3a 20 5b 5d 
0a 20 20 20 20 7d 2c 
0a 20 20 20 20 22 41 
4c 4c 33 34 31 38 22 
3a 20 7b 0a 20 20 20 
20 20 20 20 20 22 76 
69 73 69 62 6c 65 22 
3a 20 74 

{.    "ALL3072": {.        "vi
sible": false,.        "bus": 0,.        
"group": [],.        "port": [].    
},.    "ALL3073": {.        
"visible": false,.        "bus": 
0,.        "group": [],.        
"port": [].    },.    
"ALL3418": {.        
"visible": t
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C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\config\lang_cn.ini

unknown 32768 5b 63 6e 20 4c 41 4e 
47 55 41 47 45 20 46 
49 4c 45 20 46 4f 52 
20 56 65 72 73 69 6f 
6e 20 33 2e 30 5d 0a 
0a 5b 61 63 74 75 61 
74 6f 72 73 5d 0a 5f 31 
39 30 30 30 31 5f 3d 
22 4c 61 73 74 20 73 
74 61 74 65 22 0a 5f 
31 39 30 30 30 32 5f 
3d 22 50 65 72 6d 61 
6e 65 6e 74 20 73 74 
61 74 65 20 6f 66 20 6f 
75 74 70 75 74 22 0a 
5f 31 39 30 30 30 33 5f 
3d 22 4d 69 6e 69 6d 
75 6d 20 76 61 6c 75 
65 20 69 73 20 6e 6f 
74 20 74 6f 20 62 65 
20 73 75 62 2d 73 74 
65 70 73 22 0a 5f 31 
39 30 30 30 34 5f 3d 
22 4d 61 78 69 6d 75 
6d 20 76 61 6c 75 65 
20 69 73 20 6e 6f 74 
20 74 6f 20 62 65 20 
45 78 63 65 65 64 65 
64 22 0a 5f 31 39 30 
30 30 35 5f 3d 22 49 
6e 63 72 65 6d 65 6e 
74 20 2f 20 52 65 73 6f 
6c 75 74 69 6f 6e 22 
0a 5f 31 39 30 30 30 
36 5f 3d 22 41 6e 61 
6c 6f 67 20 65 6c 

[cn LANGUAGE FILE FOR 
Version 3.0]..
[actuators]._190001_="La
st 
state"._190002_="Perman
ent state of 
output"._190003_="Min
imum value is not to be 
sub-st
eps"._190004_="Maximum 
value is not to be 
Exceeded"._190005_
="Increment / 
Resolution"._190
006_="Analog el

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\config\lang_cn.ini

unknown 11326 65 70 73 20 61 72 65 
20 72 65 70 65 61 74 
65 64 20 2f 20 30 20 
3d 20 65 6e 64 6c 65 
73 73 29 22 0a 5f 34 
30 30 30 38 37 5f 3d 
22 46 6c 6f 77 20 63 6f 
6e 74 72 6f 6c 20 61 
63 74 69 76 61 74 65 
20 2f 20 64 65 61 63 
74 69 76 61 74 65 22 
0a 5f 34 30 30 30 38 
38 5f 3d 22 52 75 6e 
20 61 74 20 64 65 76 
69 63 65 20 73 74 61 
72 74 22 0a 5f 34 30 
30 30 38 39 5f 3d 22 
73 65 71 75 65 6e 63 
65 22 0a 5f 34 30 30 
30 39 30 5f 3d 22 44 
65 6c 61 79 22 0a 5f 
34 30 30 30 39 31 5f 
3d 22 4d 69 6e 2e 20 
72 61 6e 64 6f 6d 22 
0a 5f 34 30 30 30 39 
32 5f 3d 22 4d 61 78 
2e 20 72 61 6e 64 6f 
6d 22 0a 5f 34 30 30 
30 39 33 5f 3d 22 53 
74 65 70 22 0a 5f 34 
30 30 30 39 34 5f 3d 
22 49 6d 70 6f 72 74 
22 0a 5f 34 30 30 30 
39 35 5f 3d 22 45 78 
70 6f 72 74 22 0a 5f 34 
30 30 30 39 36 5f 3d 
22 

eps are repeated / 0 = 
endless)"._400087_="Flow 
control activate / 
deactivate"._400088_="R
un at device 
start"._400089_="
sequence"._400090_="Del
ay"._400091_="Min. 
random"._400092_="Max. 
random"._400093_="Step"
._
400094_="Import"._40009
5_="Export"._400096_="
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C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\config\lang_de.ini

unknown 32768 5b 64 65 20 4c 41 4e 
47 55 41 47 45 20 46 
49 4c 45 20 46 4f 52 
20 56 65 72 73 69 6f 
6e 20 33 2e 30 5d 0a 
0a 5b 61 63 74 75 61 
74 6f 72 73 5d 0a 5f 31 
39 30 30 30 31 5f 3d 
22 4c 65 74 7a 74 65 
72 20 5a 75 73 74 61 
6e 64 22 0a 5f 31 39 
30 30 30 32 5f 3d 22 
5a 75 73 74 61 6e 64 
20 64 65 73 20 41 75 
73 67 61 6e 67 73 20 
6e 61 63 68 20 4e 65 
75 73 74 61 72 74 22 
0a 5f 31 39 30 30 30 
33 5f 3d 22 4d 69 6e 
69 6d 61 6c 77 65 72 
74 20 64 65 72 20 6e 
69 63 68 74 20 55 6e 
74 65 72 73 63 68 72 
69 74 74 65 6e 20 77 
65 72 64 65 6e 20 73 
6f 6c 6c 22 0a 5f 31 39 
30 30 30 34 5f 3d 22 
4d 61 78 69 6d 61 6c 
77 65 72 74 20 64 65 
72 20 6e 69 63 68 74 
20 c3 9c 62 65 72 73 
63 68 72 69 74 74 65 
6e 20 77 65 72 64 65 
6e 20 73 6f 6c 6c 22 
0a 5f 31 39 30 30 30 
35 5f 3d 22 53 63 68 
72 

[de LANGUAGE FILE FOR 
Version 3.0]..
[actuators]._190001_="Le
tzter 
Zustand"._190002_="Zust
and des Ausgangs nach 
Neustart"
._190003_="Minimalwert 
der nicht Unterschritten 
werden soll"
._190004_="Maximalwert 
der nicht ..berschritten 
werden soll"
._190005_="Schr

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\config\lang_de.ini

unknown 18410 65 20 45 69 6e 73 74 
65 6c 6c 65 6e 22 0a 
5f 6d 65 6e 75 30 30 
37 5f 3d 22 4e 65 74 
7a 77 65 72 6b 22 0a 
5f 6d 65 6e 75 30 30 
38 5f 3d 22 4c 41 4e 
20 45 69 6e 73 74 65 
6c 6c 75 6e 67 22 0a 
5f 6d 65 6e 75 30 30 
39 5f 3d 22 53 65 72 
76 65 72 20 75 6e 64 
20 42 65 6e 75 74 7a 
65 72 22 0a 5f 6d 65 
6e 75 30 31 30 5f 3d 
22 44 48 43 50 20 53 
65 72 76 65 72 22 0a 
5f 6d 65 6e 75 30 31 
31 5f 3d 22 56 65 72 
73 63 68 69 65 64 65 
6e 73 22 0a 5f 6d 65 
6e 75 30 31 32 5f 3d 
22 47 65 72 c3 a4 74 
65 20 53 74 61 74 75 
73 22 0a 5f 6d 65 6e 
75 30 31 33 5f 3d 22 
55 70 64 61 74 65 20 
45 69 6e 73 74 65 6c 
6c 75 6e 67 65 6e 22 
0a 5f 6d 65 6e 75 30 
31 34 5f 3d 22 57 4c 
41 4e 20 45 69 6e 73 
74 65 6c 6c 75 6e 67 
22 0a 5f 6d 65 6e 75 
30 31 35 5f 3d 22 53 
4d 54 50 20 45 69 6e 
73 74 65 

e 
Einstellen"._menu007_="N
etzw
erk"._menu008_="LAN 
Einstellun
g"._menu009_="Server 
und Benut
zer"._menu010_="DHCP 
Server"._
menu011_="Verschiedens
"._menu012_="Ger..te 
Status"._menu013_
="Update 
Einstellungen"._menu0
14_="WLAN 
Einstellung"._menu01
5_="SMTP Einste

success or wait 1 4070F3 WriteFile
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C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\config\lang_en.ini

unknown 32768 5b 65 6e 20 4c 41 4e 
47 55 41 47 45 20 46 
49 4c 45 20 46 4f 52 
20 56 65 72 73 69 6f 
6e 20 33 2e 30 5d 0a 
0a 5b 61 63 74 75 61 
74 6f 72 73 5d 0a 5f 31 
39 30 30 30 31 5f 3d 
22 4c 61 73 74 20 73 
74 61 74 65 22 0a 5f 
31 39 30 30 30 32 5f 
3d 22 50 65 72 6d 61 
6e 65 6e 74 20 73 74 
61 74 65 20 6f 66 20 6f 
75 74 70 75 74 22 0a 
5f 31 39 30 30 30 33 5f 
3d 22 4d 69 6e 69 6d 
75 6d 20 76 61 6c 75 
65 20 69 73 20 6e 6f 
74 20 74 6f 20 62 65 
20 73 75 62 2d 73 74 
65 70 73 22 0a 5f 31 
39 30 30 30 34 5f 3d 
22 4d 61 78 69 6d 75 
6d 20 76 61 6c 75 65 
20 69 73 20 6e 6f 74 
20 74 6f 20 62 65 20 
45 78 63 65 65 64 65 
64 22 0a 5f 31 39 30 
30 30 35 5f 3d 22 49 
6e 63 72 65 6d 65 6e 
74 20 2f 20 52 65 73 6f 
6c 75 74 69 6f 6e 22 
0a 5f 31 39 30 30 30 
36 5f 3d 22 41 6e 61 
6c 6f 67 20 65 6c 

[en LANGUAGE FILE FOR 
Version 3.0]..
[actuators]._190001_="La
st 
state"._190002_="Perman
ent state of 
output"._190003_="Min
imum value is not to be 
sub-st
eps"._190004_="Maximum 
value is not to be 
Exceeded"._190005_
="Increment / 
Resolution"._190
006_="Analog el

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\config\lang_en.ini

unknown 13255 2f 3e 49 66 20 79 6f 75 
20 6d 6f 64 69 66 79 
20 61 6e 20 65 78 69 
73 74 69 6e 67 20 73 
65 6e 73 6f 72 20 73 
65 6c 65 63 74 69 6f 
6e 2c 20 74 68 65 20 
65 78 69 73 74 69 6e 
67 20 72 65 63 6f 72 
64 69 6e 67 20 77 69 
6c 6c 20 62 65 20 64 
65 6c 65 74 65 64 21 
20 61 6e 64 20 72 65 
63 72 65 61 74 65 64 
2e 22 0a 5f 30 30 30 
38 32 39 5f 3d 22 54 
68 65 20 72 65 63 6f 
72 64 69 6e 67 20 73 
65 74 74 69 6e 67 73 
20 77 65 72 65 20 73 
61 76 65 64 2e 22 0a 
5f 30 30 30 38 33 30 5f 
3d 22 53 65 6e 64 20 
61 6c 6c 20 64 61 74 
61 20 74 6f 20 73 79 
73 6c 6f 67 20 73 65 
72 76 65 72 73 22 0a 
5f 30 30 30 38 33 31 5f 
3d 22 49 6e 74 65 72 
76 61 6c 20 72 65 63 
6f 72 64 69 6e 67 22 
0a 5f 30 30 30 38 33 
32 5f 3d 22 54 69 6d 
65 20 72 65 63 6f 72 
64 69 6e 67 22 0a 5f 
30 30 30 38 33 33 5f 

/>If you modify an existing 
sensor selection, the 
existing recording will be 
deleted! and 
recreated."._000829_="Th
e recording settings were 
saved."._000830_="Send 
all data to syslog 
servers"._000831_="Interv
al 
recording"._000832_="Tim
e recording"._000833_

success or wait 1 4070F3 WriteFile
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C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\config\lang_es.ini

unknown 32768 5b 65 73 20 4c 41 4e 
47 55 41 47 45 20 46 
49 4c 45 20 46 4f 52 
20 56 65 72 73 69 6f 
6e 20 33 2e 30 5d 0a 
0a 5b 61 63 74 75 61 
74 6f 72 73 5d 0a 5f 31 
39 30 30 30 31 5f 3d 
22 c3 9a 74 6c 69 6d 
6f 20 65 73 74 61 64 6f 
22 0a 5f 31 39 30 30 
30 32 5f 3d 22 45 73 
74 61 64 6f 20 64 65 
20 6c 61 20 73 61 6c 
69 64 61 20 64 65 73 
70 75 c3 a9 73 20 64 
65 6c 20 72 65 69 6e 
69 63 69 6f 22 0a 5f 31 
39 30 30 30 33 5f 3d 
22 56 61 6c 6f 72 20 
6d c3 ad 6e 69 6d 6f 
20 71 75 65 20 6e 6f 
20 73 65 20 64 65 62 
65 20 70 61 73 61 72 
22 0a 5f 31 39 30 30 
30 34 5f 3d 22 56 61 
6c 6f 72 20 6d c3 a1 
78 69 6d 6f 20 71 75 
65 20 6e 6f 20 73 65 
20 64 65 62 65 20 70 
61 73 61 72 22 0a 5f 
31 39 30 30 30 35 5f 
3d 22 4d 65 64 69 64 
61 20 2f 20 52 65 73 6f 
6c 75 63 69 c3 b3 6e 
22 0a 5f 31 39 30 

[es LANGUAGE FILE FOR 
Version 3.0]..
[actuators]._190001_="..
tlimo 
estado"._190002_="Estad
o de la salida despu..s del 
reinicio"._190003_="Valor 
m..nimo que no se debe 
pasar"._190004_="Valor 
m..ximo que no se debe 
pasar"._190005_="Medida 
/ Resoluci..n"._190

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\config\lang_es.ini

unknown 20419 74 75 61 64 6f 72 22 
0a 5f 32 30 30 31 33 
36 5f 3d 22 28 4e 69 
6e 67 c3 ba 6e 20 61 
63 74 75 61 64 6f 72 
20 73 65 6c 65 63 63 
69 6f 6e 61 64 6f 29 22 
0a 5f 32 30 30 31 36 
30 5f 3d 22 4e 6f 74 69 
66 69 63 61 63 69 c3 
b3 6e 20 70 6f 72 20 
63 6f 72 72 65 6f 20 65 
6c 65 63 74 72 c3 b3 
6e 69 63 6f 22 0a 5f 32 
30 30 31 36 31 5f 3d 
22 45 6e 76 c3 ad 6f 
20 64 65 20 63 6f 72 
72 65 6f 20 65 6c 65 
63 74 72 c3 b3 6e 69 
63 6f 22 0a 5f 32 30 30 
31 36 32 5f 3d 22 44 
65 73 74 69 6e 61 74 
61 72 69 6f 20 64 65 
6c 20 63 6f 72 72 65 6f 
20 65 6c 65 63 74 72 
c3 b3 6e 69 63 6f 22 
0a 5f 32 30 30 31 36 
33 5f 3d 22 41 73 75 
6e 74 6f 20 64 65 6c 
20 63 6f 72 72 65 6f 20 
65 6c 65 63 74 72 c3 
b3 6e 69 63 6f 22 0a 5f 
32 30 30 31 36 34 5f 
3d 22 54 65 78 74 6f 
20 64 65 6c 20 63 6f 
72 72 

tuador"._200136_="
(Ning..n actuador 
seleccionado)"._200160_=
"Notificaci..n por correo 
elec
tr..nico"._200161_="Env..o 
de correo 
electr..nico"._200162_=
"Destinatario del correo 
elect
r..nico"._200163_="Asunto 
del correo 
electr..nico"._200164_=
"Texto del corr

success or wait 1 4070F3 WriteFile
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C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\config\lang_fr.ini

unknown 32768 5b 66 72 20 4c 41 4e 
47 55 41 47 45 20 46 
49 4c 45 20 46 4f 52 
20 56 65 72 73 69 6f 
6e 20 33 2e 30 5d 0a 
0a 5b 61 63 74 75 61 
74 6f 72 73 5d 0a 5f 31 
39 30 30 30 31 5f 3d 
22 64 65 72 6e 69 65 
72 20 c3 a9 74 61 74 
22 0a 5f 31 39 30 30 
30 32 5f 3d 22 c3 a9 
74 61 74 20 61 70 72 
c3 a9 73 20 72 65 64 
c3 a9 6d 61 72 72 61 
67 65 22 0a 5f 31 39 
30 30 30 33 5f 3d 22 
4d 69 6e 69 6d 75 6d 
20 76 61 6c 75 65 20 
69 73 20 6e 6f 74 20 
74 6f 20 62 65 20 73 
75 62 2d 73 74 65 70 
73 22 0a 5f 31 39 30 
30 30 34 5f 3d 22 4d 
61 78 69 6d 75 6d 20 
76 61 6c 75 65 20 69 
73 20 6e 6f 74 20 74 6f 
20 62 65 20 45 78 63 
65 65 64 65 64 22 0a 
5f 31 39 30 30 30 35 5f 
3d 22 49 6e 63 72 65 
6d 65 6e 74 20 2f 20 
52 65 73 6f 6c 75 74 
69 6f 6e 22 0a 5f 31 39 
30 30 30 36 5f 3d 22 
41 6e 61 6c 6f 67 

[fr LANGUAGE FILE FOR 
Version 3.0]..
[actuators]._190001_="de
rnier ..tat"._190002_="..tat 
apr..s 
red..marrage"._190003_="
Minimum value is not to be 
sub-
steps"._190004_="Maximu
m value is not to be 
Exceeded"._1900
05_="Increment / 
Resolution"._
190006_="Analog

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\config\lang_fr.ini

unknown 18348 73 65 61 75 22 0a 5f 
6d 65 6e 75 30 30 38 
5f 3d 22 72 c3 a8 67 
6c 61 67 65 20 4c 41 
4e 22 0a 5f 6d 65 6e 
75 30 30 39 5f 3d 22 
73 65 72 76 65 75 72 
20 57 65 62 20 65 74 
20 75 74 69 6c 69 73 
61 74 65 75 72 22 0a 
5f 6d 65 6e 75 30 31 
30 5f 3d 22 73 65 72 
76 65 72 20 44 48 43 
50 22 0a 5f 6d 65 6e 
75 30 31 31 5f 3d 22 
64 69 76 65 72 73 22 
0a 5f 6d 65 6e 75 30 
31 32 5f 3d 22 c3 a9 
74 61 74 20 64 75 20 
70 c3 a9 72 69 70 68 
c3 a9 72 69 71 75 65 
22 0a 5f 6d 65 6e 75 
30 31 33 5f 3d 22 6d 
69 73 65 20 c3 a0 20 
6a 6f 75 72 20 64 65 
73 20 70 61 72 61 6d 
c3 a8 74 72 65 73 22 
0a 5f 6d 65 6e 75 30 
31 34 5f 3d 22 70 61 
72 61 6d c3 a8 74 72 
65 73 20 57 4c 41 4e 
22 0a 5f 6d 65 6e 75 
30 31 35 5f 3d 22 70 
61 72 61 6d c3 a8 74 
72 65 73 20 53 4d 54 
50 22 0a 5f 6d 65 6e 
75 30 31 

seau"._menu008_="r..glag
e LAN"
._menu009_="serveur 
Web et uti
lisateur"._menu010_="serv
er DH
CP"._menu011_="divers".
_menu012_="..tat du 
p..riph..rique"._
menu013_="mise .. jour 
des par
am..tres"._menu014_="par
am..tres 
WLAN"._menu015_="para
m..tres SMTP"._menu01
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C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\config\lang_it.ini

unknown 32768 5b 69 74 20 4c 41 4e 
47 55 41 47 45 20 46 
49 4c 45 20 46 4f 52 
20 56 65 72 73 69 6f 
6e 20 33 2e 30 5d 0a 
0a 5b 61 63 74 75 61 
74 6f 72 73 5d 0a 5f 31 
39 30 30 30 31 5f 3d 
22 55 6c 74 69 6d 6f 
20 53 74 61 74 6f 22 
0a 5f 31 39 30 30 30 
32 5f 3d 22 53 74 61 
74 6f 20 70 65 72 6d 
61 6e 65 6e 74 65 20 
64 65 6c 6c c2 b4 6f 75 
74 70 75 74 22 0a 5f 
31 39 30 30 30 33 5f 
3d 22 56 61 6c 6f 72 
65 20 6d 69 6e 69 6d 
6f 20 6e 6f 6e 20 64 65 
76 65 20 65 73 73 65 
72 65 20 73 6f 74 74 6f 
2d 66 61 73 65 22 0a 
5f 31 39 30 30 30 34 5f 
3d 22 4e 6f 6e 20 73 
75 70 65 72 61 72 65 
20 69 6c 20 6d 61 73 
73 69 6d 6f 20 76 61 
6c 6f 72 65 22 0a 5f 31 
39 30 30 30 35 5f 3d 
22 49 6e 63 72 65 6d 
65 6e 74 6f 20 2f 20 52 
69 73 6f 6c 75 7a 69 6f 
6e 65 22 0a 5f 31 39 
30 30 30 36 5f 3d 22 
56 69 

[it LANGUAGE FILE FOR 
Version 3.0]..
[actuators]._190001_="Ul
timo 
Stato"._190002_="Stato 
permanente 
dell..output"._190003
_="Valore minimo non 
deve essere sotto-
fase"._190004_="Non s
uperare il massimo 
valore"._19
0005_="Incremento / 
Risoluzion
e"._190006_="Vi

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\config\lang_it.ini

unknown 16223 65 22 0a 5f 32 35 30 
30 30 35 5f 3d 22 69 
6e 64 69 72 69 7a 7a 
6f 20 49 50 20 6f 70 70 
75 72 65 20 55 52 4c 
22 0a 5f 32 35 30 30 
30 36 5f 3d 22 61 74 
74 69 76 61 72 65 20 
6f 20 64 69 73 61 74 
74 69 76 61 72 65 20 
6c 61 20 73 6f 72 76 
65 67 6c 69 61 6e 7a 
61 22 0a 5f 32 35 30 
30 30 37 5f 3d 22 4e 
75 6d 65 72 6f 20 64 
69 20 73 65 63 6f 6e 
64 69 20 70 72 69 6d 
61 20 64 69 20 63 6f 
6e 73 69 64 65 72 61 
72 65 20 69 6c 20 64 
69 73 70 6f 73 69 74 
69 76 6f 20 69 72 72 
61 67 67 69 75 6e 67 
69 62 69 6c 65 22 0a 
5f 32 35 30 30 30 38 5f 
3d 22 54 65 6d 70 6f 
20 64 69 20 72 65 73 
65 74 20 69 6e 20 73 
65 63 6f 6e 64 69 22 
0a 5f 32 35 30 30 30 
39 5f 3d 22 54 65 6d 
70 69 20 64 69 20 61 
76 76 69 6f 20 73 6f 74 
74 6f 20 64 69 73 70 6f 
73 69 74 69 76 6f 20 
64 69 20 73 6f 72 

e"._250005_="indirizzo IP 
oppure 
URL"._250006_="attivare 
o disattivare la 
sorveglianza"._2
50007_="Numero di 
secondi prima di 
considerare il dispositivo 
irraggiungibile"._250008_=
"Tempo di reset in 
secondi"._250
009_="Tempi di avvio 
sotto dispositivo di sor
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C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\config\lang_ru.ini

unknown 32768 5b 72 75 20 4c 41 4e 
47 55 41 47 45 20 46 
49 4c 45 20 46 4f 52 
20 56 65 72 73 69 6f 
6e 20 33 2e 30 5d 0a 
0a 5b 61 63 74 75 61 
74 6f 72 73 5d 0a 5f 31 
39 30 30 30 31 5f 3d 
22 d0 9f d0 be d1 81 
d0 bb d0 b5 d0 b4 d0 
bd d0 b5 d0 b5 20 d1 
81 d0 be d1 81 d1 82 
d0 be d1 8f d0 bd d0 
b8 d0 b5 22 0a 5f 31 
39 30 30 30 32 5f 3d 
22 d0 9f d0 be d1 81 
d1 82 d0 be d1 8f d0 
bd d0 bd d0 be d0 b5 
20 d1 81 d0 be d1 81 
d1 82 d0 be d1 8f d0 
bd d0 b8 d0 b5 20 d0 
bd d0 b0 20 d0 b2 d1 
8b d1 85 d0 be d0 b4 
d0 b5 22 0a 5f 31 39 
30 30 30 33 5f 3d 22 
d0 9c d0 b8 d0 bd d0 
b8 d0 bc d0 b0 d0 bb 
d1 8c d0 bd d0 be d0 
b5 20 d0 b7 d0 bd d0 
b0 d1 87 d0 b5 d0 bd 
d0 b8 d0 b5 20 d0 bd 
d0 b5 20 d0 b4 d0 be 
d0 bb d0 b6 d0 bd d0 
be 20 d0 b1 d1 8b d1 
82 d1 8c 20 d1 83 d0 
bc d0 b5 d0 bd d1 8c 
d1 88 

[ru LANGUAGE FILE FOR 
Version 3.0]..
[actuators]._190001_="..
................ .............
....."._190002_=".............
....... .................. .... 
............"._190003_="....
.................. ................ .... 
............ ........ ............

success or wait 2 4070F3 WriteFile

C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\config\lang_ru.ini

unknown 9340 d0 ba d0 b8 22 0a 5f 
30 30 32 30 31 34 5f 
3d 22 d0 92 d0 bd d1 
83 d1 82 d1 80 d0 b5 
d0 bd d0 bd d0 b8 d0 
b9 22 0a 5f 30 30 32 
30 31 35 5f 3d 22 d0 
92 d1 8b d0 b1 d1 80 
d0 b0 d1 82 d1 8c 22 
0a 5f 30 30 32 30 31 
36 5f 3d 22 d0 93 d1 
80 d1 83 d0 bf d0 bf d0 
b0 22 0a 5f 30 30 32 
30 31 37 5f 3d 22 d0 
a1 d0 be d0 bf d1 80 
d0 be d1 82 d0 b8 d0 
b2 d0 bb d0 b5 d0 bd 
d0 b8 d0 b5 20 d0 bb 
d0 b8 d0 bd d0 b8 d0 
b8 22 0a 0a 5b 53 4d 
54 50 5d 0a 5f 30 30 
30 36 30 30 5f 3d 22 
53 4d 54 50 20 d0 bd 
d0 b0 d1 81 d1 82 d1 
80 d0 be d0 b9 d0 ba 
d0 b8 22 0a 5f 30 30 
30 36 30 31 5f 3d 22 
53 4d 54 50 20 d1 81 
d0 b5 d1 80 d0 b2 d0 
b5 d1 80 22 0a 5f 30 
30 30 36 30 32 5f 3d 
22 d0 98 d0 bc d1 8f 
20 d0 bf d0 be d0 bb 
d1 8c d0 b7 d0 be d0 
b2 d0 b0 d1 82 d0 b5 
d0 bb d1 8f 20 d0 b4 
d0 bb 

...."._002014_="..............

......"._002015_="............

.."._002016_="............"._0
02017_=".......................... 
.........."..[SMTP]._0006
00_="SMTP ..................".
_000601_="SMTP 
............"._000602_="...... 
........................ ....
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C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\config\newStep.json

unknown 1082 7b 0a 20 20 22 63 6f 
6e 74 69 6e 75 6f 75 
73 22 3a 20 22 30 22 
2c 0a 20 20 22 66 6c 
6f 77 43 6f 6e 74 72 6f 
6c 49 64 22 3a 20 22 
30 22 2c 0a 20 20 22 
73 74 65 70 73 22 3a 
20 5b 0a 20 20 20 20 
7b 0a 20 20 20 20 20 
20 22 63 68 61 6e 6e 
65 6c 31 22 3a 20 22 
30 22 2c 0a 20 20 20 
20 20 20 22 63 68 61 
6e 6e 65 6c 31 30 22 
3a 20 22 30 22 2c 0a 
20 20 20 20 20 20 22 
63 68 61 6e 6e 65 6c 
31 31 22 3a 20 22 30 
22 2c 0a 20 20 20 20 
20 20 22 63 68 61 6e 
6e 65 6c 31 32 22 3a 
20 22 30 22 2c 0a 20 
20 20 20 20 20 22 63 
68 61 6e 6e 65 6c 31 
33 22 3a 20 22 30 22 
2c 0a 20 20 20 20 20 
20 22 63 68 61 6e 6e 
65 6c 31 34 22 3a 20 
22 30 22 2c 0a 20 20 
20 20 20 20 22 63 68 
61 6e 6e 65 6c 31 35 
22 3a 20 22 30 22 2c 
0a 20 20 20 20 20 20 
22 63 68 61 6e 6e 65 
6c 32 22 3a 20 22 30 
22 2c 

{.  "continuous": "0",.  "flow
ControlId": "0",.  "steps": [.    
{.      "channel1": "0",.      
"channel10": "0",.      "
channel11": "0",.      
"channel12": "0",.      
"channel13": "0",.      
"channel14": "0",.      
"channel15": "0",.      "
channel2": "0",

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\config\tz_possix.json

unknown 28129 7b 22 41 66 72 69 63 
61 5c 2f 41 62 69 64 
6a 61 6e 22 3a 7b 22 
7a 6f 6e 65 22 3a 22 
41 66 72 69 63 61 5c 
2f 41 62 69 64 6a 61 
6e 22 2c 22 70 6f 73 
73 69 78 22 3a 22 47 
4d 54 2d 30 30 22 7d 
2c 22 41 66 72 69 63 
61 5c 2f 41 63 63 72 
61 22 3a 7b 22 7a 6f 
6e 65 22 3a 22 41 66 
72 69 63 61 5c 2f 41 
63 63 72 61 22 2c 22 
70 6f 73 73 69 78 22 
3a 22 47 4d 54 2d 30 
30 22 7d 2c 22 41 66 
72 69 63 61 5c 2f 41 
64 64 69 73 5f 41 62 
61 62 61 22 3a 7b 22 
7a 6f 6e 65 22 3a 22 
41 66 72 69 63 61 5c 
2f 41 64 64 69 73 5f 41 
62 61 62 61 22 2c 22 
70 6f 73 73 69 78 22 
3a 22 45 41 54 2d 30 
33 22 7d 2c 22 41 66 
72 69 63 61 5c 2f 41 
6c 67 69 65 72 73 22 
3a 7b 22 7a 6f 6e 65 
22 3a 22 41 66 72 69 
63 61 5c 2f 41 6c 67 
69 65 72 73 22 2c 22 
70 6f 73 73 69 78 22 
3a 22 43 45 54 2d 30 
31 22 

{"Africa\/Abidjan":
{"zone":"Af
rica\/Abidjan","possix":"GM
T-00"},"Africa\/Accra":
{"zone":"A
frica\/Accra","possix":"GMT
-00
"},"Africa\/Addis_Ababa":
{"zon
e":"Africa\/Addis_Ababa","
possix":"EAT-
03"},"Africa\/Algiers":
{"zone":"Africa\/Algiers","p
ossix":"CET-01"
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C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\css\allnet.css

unknown 20705 40 66 6f 6e 74 2d 66 
61 63 65 20 7b 0a 09 
66 6f 6e 74 2d 66 61 
6d 69 6c 79 3a 20 27 
4c 43 44 4d 6f 6e 6f 32 
55 6c 74 72 61 27 3b 
0a 09 73 72 63 3a 20 
75 72 6c 28 27 2f 63 
73 73 2f 6c 63 64 2d 
77 65 62 66 6f 6e 74 
2e 65 6f 74 27 29 3b 
0a 09 73 72 63 3a 20 
75 72 6c 28 27 2f 63 
73 73 2f 6c 63 64 2d 
77 65 62 66 6f 6e 74 
2e 65 6f 74 3f 23 69 65 
66 69 78 27 29 20 66 
6f 72 6d 61 74 28 27 
65 6d 62 65 64 64 65 
64 2d 6f 70 65 6e 74 
79 70 65 27 29 2c 0a 
09 09 09 75 72 6c 28 
27 2f 63 73 73 2f 6c 63 
64 2d 77 65 62 66 6f 
6e 74 2e 77 6f 66 66 
27 29 20 66 6f 72 6d 
61 74 28 27 77 6f 66 
66 27 29 2c 0a 09 09 
09 75 72 6c 28 27 2f 
63 73 73 2f 6c 63 64 
2d 77 65 62 66 6f 6e 
74 2e 74 74 66 27 29 
20 66 6f 72 6d 61 74 
28 27 74 72 75 65 74 
79 70 65 27 29 2c 0a 
09 09 09 75 72 6c 28 

@font-face {..font-family: 
'LCDMono2Ultra';..src: 
url('/css/lcd-
webfont.eot');..src: url('
/css/lcd-webfont.eot?
#iefix') format('embedded-
opentype'),....url('/css/lcd-
webfont.woff') 
format('woff'),....url('/css/
lcd-webfont.ttf') 
format('truetype'),....url(

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\css\allnet_sensor.css

unknown 5975 2e 73 65 6e 73 6f 72 5f 
62 6f 78 20 7b 0a 20 
20 20 2d 6d 6f 7a 2d 
75 73 65 72 2d 73 65 
6c 65 63 74 20 20 20 
20 20 3a 20 6e 6f 6e 
65 3b 0a 20 20 20 2d 
6b 68 74 6d 6c 2d 75 
73 65 72 2d 73 65 6c 
65 63 74 20 20 20 3a 
20 6e 6f 6e 65 3b 0a 
20 20 20 2d 77 65 62 
6b 69 74 2d 75 73 65 
72 2d 73 65 6c 65 63 
74 20 20 3a 20 6e 6f 
6e 65 3b 0a 20 20 20 
2d 77 65 62 6b 69 74 
2d 74 6f 75 63 68 2d 
63 61 6c 6c 6f 75 74 
3a 20 6e 6f 6e 65 3b 
0a 20 20 20 2d 6f 2d 
75 73 65 72 2d 73 65 
6c 65 63 74 20 20 20 
20 20 20 20 3a 20 6e 
6f 6e 65 3b 0a 20 20 
20 2d 6d 73 2d 75 73 
65 72 2d 73 65 6c 65 
63 74 20 20 20 20 20 
20 3a 20 6e 6f 6e 65 
3b 0a 20 20 20 75 73 
65 72 2d 73 65 6c 65 
63 74 20 20 20 20 20 
20 20 20 20 20 3a 20 
6e 6f 6e 65 3b 0a 09 
70 6f 73 69 74 69 6f 6e 
3a 20 72 65 6c 61 74 
69 

.sensor_box {.   -moz-
user-select     : none;.   -
khtml-user-select   : none;.   
-webkit-user-select  : 
none;.   -webkit-touch-
callout: none;.   -o-user-
select       : none;.   -ms-
user-select      : none;.   u
ser-select          : none;..p
osition: relati
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C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\css\allnet_table.css

unknown 1673 74 61 62 6c 65 2c 20 
74 68 2c 20 74 64 20 
7b 0a 20 20 20 20 62 
6f 72 64 65 72 3a 20 
31 70 78 20 73 6f 6c 
69 64 20 23 33 33 33 
33 31 61 3b 0a 20 20 
20 20 62 6f 72 64 65 
72 2d 63 6f 6c 6c 61 
70 73 65 3a 20 63 6f 
6c 6c 61 70 73 65 3b 
0a 20 20 20 20 66 6f 
6e 74 2d 66 61 6d 69 
6c 79 3a 20 6d 6f 6e 6f 
73 70 61 63 65 3b 0a 
20 20 20 20 66 6f 6e 
74 2d 73 69 7a 65 3a 
20 31 32 70 78 3b 0a 
7d 0a 74 61 62 6c 65 
20 74 62 6f 64 79 20 
74 72 3a 6e 74 68 2d 
63 68 69 6c 64 28 32 
6e 2b 31 29 20 7b 0a 
09 62 61 63 6b 67 72 
6f 75 6e 64 2d 63 6f 6c 
6f 72 3a 20 23 35 35 
35 35 35 35 3b 0a 7d 
0a 74 61 62 6c 65 20 
74 62 6f 64 79 20 74 
72 3a 6e 74 68 2d 63 
68 69 6c 64 28 32 6e 
29 20 7b 0a 09 62 61 
63 6b 67 72 6f 75 6e 
64 2d 63 6f 6c 6f 72 3a 
20 23 31 45 31 45 31 
45 3b 0a 7d 0a 74 61 

table, th, td {.    border: 1p
x solid #33331a;.    border-
collapse: collapse;.    font-
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<?xml version="1.0" 
standalone="no"?>.
<!DOCTYPE svg PUBLIC 
"-//W3C//DTD SVG 
1.1//EN" "http
://www.w3.org/Graphics/S
VG/1.1/DTD/svg11.dtd" >.
<svg xmlns="
http://www.w3.org/2000/sv
g">.<metadata>Generated 
by IcoMoon</metadata>.
<defs>.<font id="jquery-ui" 
horiz-
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{leG}.?g.K..Iz.-.-
..C4}......j.\..l.D...
.R%;..E.."U...Y*..HRP.n...H 
..x7......Z.v.....6....J{....m..
...9g^..{}.}....{.o....f..f~.|
..&c....1Xx.h8....#dl...Nx..1.
:..$.........V.
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unknown 5355 89 50 4e 47 0d 0a 1a 
0a 00 00 00 0d 49 48 
44 52 00 00 01 00 00 
00 00 f0 08 03 00 00 
01 af 4e 7a 6f 00 00 00 
ed 50 4c 54 45 e4 e2 
0c e4 e2 0c e4 e2 0c 
e4 e2 0c e4 e2 0c e4 
e2 0c e4 e2 0c e4 e2 
0c e4 e2 0c e4 e2 0c 
e4 e2 0c e4 e2 0c e4 
e2 0c e4 e2 0c e4 e2 
0c e4 e2 0c e4 e2 0c 
e4 e2 0c e4 e2 0c e4 
e2 0c e4 e2 0c e4 e2 
0c e4 e2 0c e4 e2 0c 
e4 e2 0c e4 e2 0c e4 
e2 0c e4 e2 0c e4 e2 
0c e4 e2 0c e4 e2 0c 
e4 e2 0c e4 e2 0c e4 
e2 0c e4 e2 0c e4 e2 
0c e4 e2 0c e4 e2 0c 
e4 e2 0c e4 e2 0c e4 
e2 0c e4 e2 0c e4 e2 
0c e4 e2 0c e4 e2 0c 
e4 e2 0c e4 e2 0c e4 
e2 0c e4 e2 0c e4 e2 
0c e4 e2 0c e4 e2 0c 
e4 e2 0c e4 e2 0c e4 
e2 0c e4 e2 0c e4 e2 
0c e4 e2 0c e4 e2 0c 
e4 e2 0c e4 e2 0c e4 
e2 0c e4 e2 0c e4 e2 
0c e4 e2 0c e4 e2 0c 
e4 e2 0c e4 e2 0c e4 
e2 0c e4 e2 0c e4 e2 
0c e4 
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unknown 6299 89 50 4e 47 0d 0a 1a 
0a 00 00 00 0d 49 48 
44 52 00 00 01 00 00 
00 00 f0 08 04 00 00 
00 45 9e 72 40 00 00 
00 02 62 4b 47 44 00 ff 
87 8f cc bf 00 00 00 09 
70 48 59 73 00 00 00 
48 00 00 00 48 00 46 
c9 6b 3e 00 00 17 b8 
49 44 41 54 78 da ed 
5d 5d 88 25 c7 75 fe 
7a bd b6 66 56 5e a7 
c7 02 85 3b 6c b2 ab 
59 8c e2 a0 30 33 ba 
03 b1 1e 82 ee 26 08 
29 eb 07 dd 5d 50 1e 
0c 81 bb 96 18 27 01 
e3 ac 1f 4d 40 2b 81 
c8 8b 61 1d b0 20 6b 
a4 d9 c5 e0 60 1c c2 
4a 21 26 7e 48 32 1b 
d6 84 20 46 da 15 82 
d8 c6 c8 3f 0f 99 21 90 
30 8a 5f 26 60 8b 93 
87 fe ab aa 3e 75 aa 
ba fb de b9 3f 55 5f 33 
73 ef ed 53 75 ea e7 
7c 55 dd 5d a7 aa 3a 
21 44 84 8c 13 d3 ce 
40 c4 74 11 09 10 38 
22 01 74 f4 40 e8 4d 
3b 13 c7 89 48 00 15 
3d ec 03 d8 0f 89 02 
e3 26 c0 f4 db 4f 0f 6d 
ef 6b 33 f3 af 

.PNG........IHDR.............E

.r@....bKGD..........pHYs...
H.
..H.F.k>....IDATx..]].%.u.z..
fV^....;l..Y...03......&.)...]P
......'....M@+...a.. k....`..J
!&~H2... F......?..!.0._&`....
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....@.t...8".t.@.M;...H..=....
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unknown 79 89 50 4e 47 0d 0a 1a 
0a 00 00 00 0d 49 48 
44 52 00 00 00 01 00 
00 00 64 08 06 00 00 
00 47 2c 5a 60 00 00 
00 16 49 44 41 54 18 
95 63 98 c0 c0 f0 9f 89 
81 81 81 61 94 18 29 
04 00 ca 3d 02 56 af 
d5 6c a6 00 00 00 00 
49 45 4e 44 ae 42 60 
82 

.PNG........IHDR.......d.....G
,Z`....IDAT..c.........a..)...
=.V..l.....IEND.B`.
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unknown 30132 2f 2a 21 20 6a 51 75 
65 72 79 20 55 49 20 
2d 20 76 31 2e 31 31 
2e 34 20 2d 20 32 30 
31 35 2d 31 30 2d 32 
39 0a 2a 20 68 74 74 
70 3a 2f 2f 6a 71 75 65 
72 79 75 69 2e 63 6f 
6d 0a 2a 20 49 6e 63 
6c 75 64 65 73 3a 20 
63 6f 72 65 2e 63 73 
73 2c 20 64 72 61 67 
67 61 62 6c 65 2e 63 
73 73 2c 20 72 65 73 
69 7a 61 62 6c 65 2e 
63 73 73 2c 20 73 65 
6c 65 63 74 61 62 6c 
65 2e 63 73 73 2c 20 
73 6f 72 74 61 62 6c 
65 2e 63 73 73 2c 20 
61 63 63 6f 72 64 69 6f 
6e 2e 63 73 73 2c 20 
61 75 74 6f 63 6f 6d 70 
6c 65 74 65 2e 63 73 
73 2c 20 62 75 74 74 
6f 6e 2e 63 73 73 2c 
20 64 61 74 65 70 69 
63 6b 65 72 2e 63 73 
73 2c 20 64 69 61 6c 
6f 67 2e 63 73 73 2c 
20 6d 65 6e 75 2e 63 
73 73 2c 20 70 72 6f 
67 72 65 73 73 62 61 
72 2e 63 73 73 2c 20 
73 65 6c 65 63 74 6d 
65 6e 75 2e 63 73 73 

/*! jQuery UI - v1.11.4 - 
2015-10-29.* 
http://jqueryui.com.* 
Includes: core.css, 
draggable.css, 
resizable.css, selectabl
e.css, sortable.css, 
accordion.css, 
autocomplete.css, button
.css, datepicker.css, 
dialog.css, menu.css, 
progressbar.css, 
selectmenu.css
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unknown 8460 20 20 20 20 2e 75 69 
2d 73 6c 69 64 65 72 
2d 68 6f 72 69 7a 6f 6e 
74 61 6c 2e 75 69 2d 
73 6c 69 64 65 72 2d 
70 69 70 73 20 7b 0a 
20 20 20 20 20 20 20 
20 6d 61 72 67 69 6e 
2d 62 6f 74 74 6f 6d 3a 
20 31 2e 34 65 6d 3b 
0a 20 20 20 20 7d 0a 
20 20 20 20 2e 75 69 
2d 73 6c 69 64 65 72 
2d 70 69 70 73 20 2e 
75 69 2d 73 6c 69 64 
65 72 2d 6c 61 62 65 
6c 2c 0a 20 20 20 20 
2e 75 69 2d 73 6c 69 
64 65 72 2d 70 69 70 
73 20 2e 75 69 2d 73 
6c 69 64 65 72 2d 70 
69 70 2d 68 69 64 65 
20 7b 0a 20 20 20 20 
20 20 20 20 64 69 73 
70 6c 61 79 3a 20 6e 
6f 6e 65 3b 0a 20 20 
20 20 7d 0a 20 20 20 
20 2e 75 69 2d 73 6c 
69 64 65 72 2d 70 69 
70 73 20 2e 75 69 2d 
73 6c 69 64 65 72 2d 
70 69 70 2d 6c 61 62 
65 6c 20 2e 75 69 2d 
73 6c 69 64 65 72 2d 
6c 61 62 65 6c 20 7b 
0a 20 20 20 20 20 20 
20 

    .ui-slider-horizontal.ui-s
lider-pips {.        margin-bo
ttom: 1.4em;.    }.    .ui-sli
der-pips .ui-slider-label,.    
.ui-slider-pips .ui-slider-pip-
hide {.        display: none;.    
}.    .ui-slider-pips .ui-
slider-pip-label .ui-slider-
label {.       
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C:\Users\user\AppData\Local\Te
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unknown 27669 2f 2a 2a 0a 20 2a 20 
2d 2d 2d 2d 2d 2d 2d 
2d 2d 2d 2d 2d 2d 2d 
2d 2d 2d 2d 2d 2d 2d 
2d 2d 2d 2d 2d 2d 2d 
2d 2d 2d 2d 2d 2d 2d 
2d 2d 2d 2d 2d 2d 2d 
2d 2d 2d 2d 2d 2d 2d 
2d 2d 2d 2d 2d 2d 2d 
2d 2d 2d 2d 2d 2d 2d 
2d 2d 2d 2d 2d 2d 2d 
0a 20 2a 20 49 63 6f 
6e 20 46 6f 6e 74 20 
66 6f 72 20 6a 51 75 
65 72 79 20 55 49 0a 
20 2a 20 2d 2d 2d 2d 
2d 2d 2d 2d 2d 2d 2d 
2d 2d 2d 2d 2d 2d 2d 
2d 2d 2d 2d 2d 2d 2d 
2d 2d 2d 2d 2d 2d 2d 
2d 2d 2d 2d 2d 2d 2d 
2d 2d 2d 2d 2d 2d 2d 
2d 2d 2d 2d 2d 2d 2d 
2d 2d 2d 2d 2d 2d 2d 
2d 2d 2d 2d 2d 2d 2d 
2d 2d 2d 0a 20 2a 0a 
20 2a 20 49 43 4f 4e 
20 46 4f 4e 54 20 20 
20 56 65 72 73 69 6f 
6e 3a 20 20 20 32 2e 
30 0a 20 2a 20 20 20 
20 20 20 20 20 20 20 
20 20 20 47 6c 79 70 
68 73 3a 20 20 20 20 
33 32 36 0a 20 2a 20 
20 20 20 20 20 20 20 
20 20 20 

/**. * -------------------------------
---------------------------------------
. * Icon Font for jQuery UI. 
* ------------------------------------
----------------------------------. *. 
* ICON FONT   Version:   
2.0. *             Glyphs:    
326. *           
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mp\IXP000.TMP\patchfiles\www\css\jquery.gridster.css

unknown 3498 2e 67 72 69 64 73 74 
65 72 20 7b 0a 20 20 
20 20 70 6f 73 69 74 
69 6f 6e 3a 72 65 6c 
61 74 69 76 65 3b 0a 
7d 0a 0a 2e 67 72 69 
64 73 74 65 72 20 3e 
20 2a 20 7b 0a 20 20 
20 20 6d 61 72 67 69 
6e 3a 20 30 20 61 75 
74 6f 3b 0a 20 20 20 
20 2d 77 65 62 6b 69 
74 2d 74 72 61 6e 73 
69 74 69 6f 6e 3a 20 
68 65 69 67 68 74 20 
2e 34 73 2c 20 77 69 
64 74 68 20 2e 34 73 
3b 0a 20 20 20 20 2d 
6d 6f 7a 2d 74 72 61 
6e 73 69 74 69 6f 6e 
3a 20 68 65 69 67 68 
74 20 2e 34 73 2c 20 
77 69 64 74 68 20 2e 
34 73 3b 0a 20 20 20 
20 2d 6f 2d 74 72 61 
6e 73 69 74 69 6f 6e 
3a 20 68 65 69 67 68 
74 20 2e 34 73 2c 20 
77 69 64 74 68 20 2e 
34 73 3b 0a 20 20 20 
20 2d 6d 73 2d 74 72 
61 6e 73 69 74 69 6f 
6e 3a 20 68 65 69 67 
68 74 20 2e 34 73 2c 
20 77 69 64 74 68 20 
2e 34 73 3b 0a 20 20 
20 20 74 

.gridster {.    position:relat
ive;.}...gridster > * {.    ma
rgin: 0 auto;.    -webkit-tran
sition: height .4s, width 
.4s;.    -moz-transition: 
height .4s, width .4s;.    -o-
transition: height .4s, width 
.4s;.    -ms-transition: 
height .4s, width .4s;.    t

success or wait 1 4070F3 WriteFile
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mp\IXP000.TMP\patchfiles\www\css\jquery.minicolors.css

unknown 4518 2e 6d 69 6e 69 63 6f 
6c 6f 72 73 20 7b 0a 
09 70 6f 73 69 74 69 6f 
6e 3a 20 72 65 6c 61 
74 69 76 65 3b 0a 7d 
0a 0a 2e 6d 69 6e 69 
63 6f 6c 6f 72 73 2d 73 
77 61 74 63 68 20 7b 
0a 09 70 6f 73 69 74 
69 6f 6e 3a 20 61 62 
73 6f 6c 75 74 65 3b 
0a 09 76 65 72 74 69 
63 61 6c 2d 61 6c 69 
67 6e 3a 20 6d 69 64 
64 6c 65 3b 0a 09 62 
61 63 6b 67 72 6f 75 
6e 64 3a 20 75 72 6c 
28 2f 69 6d 67 2f 6a 71 
75 65 72 79 2e 6d 69 
6e 69 63 6f 6c 6f 72 73 
2e 70 6e 67 29 20 2d 
38 30 70 78 20 30 3b 
0a 09 62 6f 72 64 65 
72 3a 20 73 6f 6c 69 
64 20 31 70 78 20 23 
63 63 63 3b 0a 09 63 
75 72 73 6f 72 3a 20 
74 65 78 74 3b 0a 09 
70 61 64 64 69 6e 67 
3a 20 30 3b 0a 09 6d 
61 72 67 69 6e 3a 20 
30 3b 0a 09 64 69 73 
70 6c 61 79 3a 20 69 
6e 6c 69 6e 65 2d 62 
6c 6f 63 6b 3b 0a 7d 
0a 0a 2e 6d 69 6e 

.minicolors {..position: relat
ive;.}...minicolors-swatch 
{..position: 
absolute;..vertical-align: 
middle;..background: ur
l(/img/jquery.minicolors.pn
g) -80px 0;..border: solid 
1px #ccc;..cursor: 
text;..padding: 0;..margin: 
0;..display: inline-
block;.}...min
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unknown 2149 2f 2a 20 53 56 3a 20 
32 2e 35 33 0a 20 2a 
20 44 54 3a 20 32 30 
31 33 30 32 31 38 0a 
20 2a 0a 20 2a 20 56 
65 72 79 20 73 69 6d 
70 6c 65 20 6a 51 75 
65 72 79 20 43 6f 6c 6f 
72 20 50 69 63 6b 65 
72 20 43 53 53 2e 0a 
20 2a 0a 20 2a 20 43 
6f 70 79 72 69 67 68 
74 20 28 43 29 20 32 
30 31 32 20 54 61 6e 
67 75 79 20 4b 72 6f 
74 6f 66 66 0a 20 2a 
0a 20 2a 20 4c 69 63 
65 6e 73 65 64 20 75 
6e 64 65 72 20 74 68 
65 20 4d 49 54 20 6c 
69 63 65 6e 73 65 2e 
0a 20 2a 0a 20 2a 20 
49 6e 73 70 69 72 65 
64 20 62 79 20 42 6f 6f 
74 73 74 72 61 70 20 
54 77 69 74 74 65 72 
2e 0a 20 2a 20 53 65 
65 20 68 74 74 70 73 
3a 2f 2f 67 69 74 68 75 
62 2e 63 6f 6d 2f 74 77 
69 74 74 65 72 2f 62 6f 
6f 74 73 74 72 61 70 2f 
62 6c 6f 62 2f 6d 61 73 
74 65 72 2f 6c 65 73 
73 2f 64 72 6f 70 64 6f 
77 6e 

/* SV: 2.53. * DT: 
20130218. *. * Very simple 
jQuery Color Picker CSS.. 
*. * Copyright (C) 2012 
Tanguy Krotoff. *. * Lic
ensed under the MIT 
license.. *. * Inspired by 
Bootstrap Twitter.. * See 
https://github.co
m/twitter/bootstrap/blob/m
aster/less/dropdown
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unknown 2341 2f 2a 20 53 65 6c 65 
63 74 6d 65 6e 75 0a 
2d 2d 2d 2d 2d 2d 2d 
2d 2d 2d 2d 2d 2d 2d 
2d 2d 2d 2d 2d 2d 2d 
2d 2d 2d 2d 2d 2d 2d 
2d 2d 2d 2d 2d 2d 2a 
2f 0a 2e 75 69 2d 73 
65 6c 65 63 74 6d 65 
6e 75 20 7b 20 64 69 
73 70 6c 61 79 3a 20 
62 6c 6f 63 6b 3b 20 
64 69 73 70 6c 61 79 
3a 20 69 6e 6c 69 6e 
65 2d 62 6c 6f 63 6b 
3b 20 70 6f 73 69 74 
69 6f 6e 3a 20 72 65 
6c 61 74 69 76 65 3b 
20 68 65 69 67 68 74 
3a 20 32 2e 32 65 6d 
3b 20 76 65 72 74 69 
63 61 6c 2d 61 6c 69 
67 6e 3a 20 6d 69 64 
64 6c 65 3b 20 74 65 
78 74 2d 64 65 63 6f 
72 61 74 69 6f 6e 3a 
20 6e 6f 6e 65 3b 20 6f 
76 65 72 66 6c 6f 77 
3a 20 68 69 64 64 65 
6e 3b 20 7a 6f 6f 6d 3a 
20 31 3b 20 7d 0a 2e 
75 69 2d 73 65 6c 65 
63 74 6d 65 6e 75 2d 
69 63 6f 6e 20 7b 20 
70 6f 73 69 74 69 6f 6e 
3a 61 62 73 6f 6c 75 

/* Selectmenu.-----------------
-----------------*/..ui-selec
tmenu { display: block; 
display: inline-block; 
position: relative; height: 
2.2em; vertical-align: 
middle; text-decoration: 
none; overflow: hidden; 
zoom: 1; }..ui-selectmenu-
icon { position:absolu
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C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\css\lcd-webfont.eot

unknown 10716 dc 29 00 00 e2 28 00 
00 02 00 02 00 04 00 
00 00 00 00 04 09 00 
00 00 00 00 00 00 00 
90 01 00 00 00 00 4c 
50 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 01 00 00 00 
00 00 00 00 ea 95 f1 
25 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 12 00 
4c 00 43 00 44 00 4d 
00 6f 00 6e 00 6f 00 32 
00 00 00 00 00 0c 00 
55 00 6c 00 74 00 72 
00 61 00 00 00 00 00 
48 00 41 00 6c 00 74 
00 73 00 79 00 73 00 
20 00 46 00 6f 00 6e 
00 74 00 6f 00 67 00 
72 00 61 00 70 00 68 
00 65 00 72 00 20 00 
34 00 2e 00 30 00 2e 
00 34 00 20 00 31 00 
39 00 39 00 39 00 2f 
00 31 00 30 00 2f 00 
33 00 30 00 00 00 1c 
00 4c 00 43 00 44 00 
4d 00 6f 00 6e 00 6f 00 
32 00 20 00 55 00 6c 
00 74 00 72 00 61 00 
00 00 00 00 42 53 47 
50 e4 04 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 03 00 bf 94 
00 

.)...(........................

....LP........................

...%....................L.C.D.
M.o.n.o.2.......U.l.t.r.a.....
H.A.l.t.s.y.s. .F.o.n.t.o.g.r.
a.p.h.e.r. .4...0...4. .1.9.9.
9./.1.0./.3.0.....L.C.D.M.o.n.
o.2. .U.l.t.r.a.....BSGP......
...............
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unknown 26682 3c 3f 78 6d 6c 20 76 
65 72 73 69 6f 6e 3d 
22 31 2e 30 22 20 73 
74 61 6e 64 61 6c 6f 
6e 65 3d 22 6e 6f 22 3f 
3e 0a 3c 21 44 4f 43 
54 59 50 45 20 73 76 
67 20 50 55 42 4c 49 
43 20 22 2d 2f 2f 57 33 
43 2f 2f 44 54 44 20 53 
56 47 20 31 2e 31 2f 2f 
45 4e 22 20 22 68 74 
74 70 3a 2f 2f 77 77 77 
2e 77 33 2e 6f 72 67 2f 
47 72 61 70 68 69 63 
73 2f 53 56 47 2f 31 2e 
31 2f 44 54 44 2f 73 76 
67 31 31 2e 64 74 64 
22 20 3e 0a 3c 73 76 
67 20 78 6d 6c 6e 73 
3d 22 68 74 74 70 3a 
2f 2f 77 77 77 2e 77 33 
2e 6f 72 67 2f 32 30 30 
30 2f 73 76 67 22 3e 
0a 3c 6d 65 74 61 64 
61 74 61 3e 0a 54 68 
69 73 20 69 73 20 61 
20 63 75 73 74 6f 6d 
20 53 56 47 20 77 65 
62 66 6f 6e 74 20 67 
65 6e 65 72 61 74 65 
64 20 62 79 20 46 6f 
6e 74 20 53 71 75 69 
72 72 65 6c 2e 0a 43 
6f 70 79 72 69 67 68 

<?xml version="1.0" 
standalone="no"?>.
<!DOCTYPE svg PUBLIC 
"-//W3C//DTD SVG 
1.1//EN" "http
://www.w3.org/Graphics/S
VG/1.1/DTD/svg11.dtd" >.
<svg xmlns="
http://www.w3.org/2000/sv
g">.<metadata>.This is a 
custom SVG webfont 
generated by Font Squ
irrel..Copyrigh

success or wait 1 4070F3 WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

Copyright Joe Security LLC 2021 Page 238 of 313



C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\css\lcd-webfont.ttf

unknown 32768 00 01 00 00 00 10 01 
00 00 04 00 00 46 46 
54 4d 5c 4a 9f 75 00 
00 01 0c 00 00 00 1c 
47 44 45 46 00 9b 00 
04 00 00 01 28 00 00 
00 20 4f 53 2f 32 94 f0 
5d 9d 00 00 01 48 00 
00 00 60 63 6d 61 70 
e8 94 56 8e 00 00 01 
a8 00 00 01 e2 63 76 
74 20 12 90 13 e6 00 
00 03 8c 00 00 00 34 
66 70 67 6d 0f b4 2f a7 
00 00 03 c0 00 00 02 
65 67 61 73 70 00 00 
00 10 00 00 06 28 00 
00 00 08 67 6c 79 66 
91 69 d2 60 00 00 06 
30 00 00 95 88 68 65 
61 64 00 8d 39 f9 00 
00 9b b8 00 00 00 36 
68 68 65 61 13 eb 0d 
9d 00 00 9b f0 00 00 
00 24 68 6d 74 78 1c 
f4 36 57 00 00 9c 14 
00 00 01 b6 6c 6f 63 
61 7e 95 56 ba 00 00 
9d cc 00 00 00 de 6d 
61 78 70 01 91 02 c5 
00 00 9e ac 00 00 00 
20 6e 61 6d 65 28 11 
44 34 00 00 9e cc 00 
00 01 ec 70 6f 73 74 
eb 1f 73 a8 00 00 a0 
b8 00 00 01 46 70 72 
65 

............FFTM\J.u........GD
EF.......(... OS/2..]....H...`
cmap..V.........cvt ..........
.4fpgm../........egasp.......(
....glyf.i.`...0....head..9...
.....6hhea...........$hmtx..6W
........loca~.V.........maxp..
......... name(.D4........post
..s........Fpre
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unknown 9044 fe 0c 60 85 01 f4 64 85 
fe 0c 4f 83 01 7f 64 85 
fe 81 01 5e 3b 84 64 
39 86 3a 83 64 39 85 
75 72 72 75 05 f2 74 
74 73 fd b4 75 75 75 fe 
48 01 9c 72 72 fe 64 
75 03 34 01 9b 75 75 
fe 65 73 00 00 00 03 
01 44 00 04 03 56 06 
62 00 04 00 0a 00 10 
00 cf 00 b2 0a 00 00 
2b b2 0d 02 00 2b b2 
0d 02 00 2b 01 b0 11 
2f b0 0c d6 b1 0e 0f e9 
b3 08 0e 0c 08 2b b1 
06 0f e9 b0 06 2f b1 08 
0f e9 b0 08 10 b0 0f 
20 d6 11 b1 0b 0f e9 
b0 0b 2f b1 0f 0f e9 b1 
12 01 2b b0 36 1a ba 
3f 62 f7 23 00 15 2b 0a 
04 b0 0c 2e 0e b0 05 
c0 04 b1 0e 03 f9 0e 
b0 09 c0 04 b0 05 10 
b3 06 05 0c 13 2b b0 
09 10 b3 08 09 0e 13 
2b b0 05 10 b3 0b 05 
0c 13 2b b0 09 10 b3 
0f 09 0e 13 2b 02 b7 
05 06 08 09 0b 0c 0e 
0f 2e 2e 2e 2e 2e 2e 
2e 2e 01 b1 05 09 2e 
2e b0 40 1a 01 b1 0b 
06 11 12 b1 03 0a 39 
39 b0 0c 

..`...d...O...d....^;.d9.:.d9.
urru..tts..uuu.H..rr.du.4..uu.
es.....D...V.b.............+..
..+....+.../............+.....
./......... ......../.......+.6..?
b.#..+....................
.......+........+........+....
....+.........................
@..........99..
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C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\css\lcd-webfont.woff

unknown 11760 77 4f 46 46 00 01 00 
00 00 00 2d f0 00 10 
00 00 00 00 a3 54 00 
01 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 46 46 54 4d 00 
00 01 6c 00 00 00 1b 
00 00 00 1c 5c 4a 9f 
75 47 44 45 46 00 00 
01 88 00 00 00 1d 00 
00 00 20 00 9b 00 04 
4f 53 2f 32 00 00 01 a8 
00 00 00 4b 00 00 00 
60 94 f0 5d 9d 63 6d 
61 70 00 00 01 f4 00 
00 01 29 00 00 01 e2 
e8 94 56 8e 63 76 74 
20 00 00 03 20 00 00 
00 34 00 00 00 34 12 
90 13 e6 66 70 67 6d 
00 00 03 54 00 00 01 
b1 00 00 02 65 0f b4 2f 
a7 67 61 73 70 00 00 
05 08 00 00 00 08 00 
00 00 08 00 00 00 10 
67 6c 79 66 00 00 05 
10 00 00 24 1c 00 00 
95 88 91 69 d2 60 68 
65 61 64 00 00 29 2c 
00 00 00 2f 00 00 00 
36 00 8d 39 f9 68 68 
65 61 00 00 29 5c 00 
00 00 1e 00 00 00 24 
13 eb 0d 9d 68 6d 74 
78 00 00 29 7c 00 00 
00 

wOFF......-........T..........
..............FFTM...l........
\J.uGDEF........... ....OS/2..
.....K...`..].cmap.......)....
..V.cvt ... ...4...4....fpgm..
.T.......e../.gasp............
....glyf......$......i.`head..
),.../...6..9.hhea..)\.......$
....hmtx..)|...

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\database.php

unknown 27792 3c 3f 70 68 70 0a 69 
6e 63 6c 75 64 65 20 
22 2f 77 77 77 2f 69 6e 
63 6c 75 64 65 2f 73 
71 6c 64 62 2e 70 68 
70 22 3b 0a 2f 2f 20 69 
6e 63 6c 75 64 65 5f 6f 
6e 63 65 20 22 69 6e 
63 6c 75 64 65 2f 63 
72 79 70 74 2e 70 68 
70 22 3b 0a 24 70 61 
67 65 20 3d 20 24 5f 
50 4f 53 54 5b 27 73 
69 74 65 27 5d 3b 0a 
24 70 61 67 65 5f 6c 
65 76 65 6c 3d 64 62 
5f 72 65 61 64 5f 73 
71 6c 5f 73 6f 6c 6f 28 
20 22 53 45 4c 45 43 
54 20 73 65 63 75 72 
69 74 79 20 46 52 4f 
4d 20 66 72 6f 6e 74 
65 6e 64 20 57 48 45 
52 45 20 76 61 6c 75 
65 3d 27 22 2e 24 70 
61 67 65 2e 22 27 22 
2c 30 20 29 3b 0a 69 
6e 63 6c 75 64 65 20 
22 2f 77 77 77 2f 69 6e 
63 6c 75 64 65 2f 73 
65 63 75 72 69 74 79 
2e 70 68 70 22 3b 0a 
24 75 73 62 3d 66 61 
6c 73 65 3b 0a 24 6d 
6f 75 6e 74 5f 75 73 62 
3d 22 2f 6d 

<?php.include 
"/www/include/sq
ldb.php";.// include_once 
"include/crypt.php";.$page 
= $_POS
T['site'];.$page_level=db_r
ead_sql_solo( "SELECT 
security FROM frontend 
WHERE value='".$pa
ge."'",0 );.include 
"/www/incl
ude/security.php";.$usb=fa
lse;.$mount_usb="/m
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C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\datadownload.php

unknown 8081 3c 3f 70 68 70 0a 69 
66 28 69 73 73 65 74 
28 24 5f 50 4f 53 54 5b 
27 63 6c 65 61 6e 75 
70 27 5d 29 20 26 26 
20 24 5f 50 4f 53 54 5b 
27 63 6c 65 61 6e 75 
70 27 5d 29 20 7b 0a 
09 75 6e 6c 69 6e 6b 
28 22 2f 74 6d 70 2f 64 
61 74 61 66 69 6c 65 
6c 69 73 74 2e 6a 73 
6f 6e 22 29 3b 0a 09 
64 69 65 28 29 3b 0a 
7d 0a 69 6e 63 6c 75 
64 65 20 22 2f 77 77 
77 2f 69 6e 63 6c 75 
64 65 2f 73 71 6c 64 
62 2e 70 68 70 22 3b 
0a 69 6e 63 6c 75 64 
65 20 22 2f 77 77 77 2f 
69 6e 63 6c 75 64 65 
2f 63 72 79 70 74 2e 
70 68 70 22 3b 0a 24 
70 61 67 65 20 3d 20 
62 61 73 65 6e 61 6d 
65 28 5f 5f 46 49 4c 45 
5f 5f 2c 20 27 2e 70 68 
70 27 29 3b 0a 69 66 
28 73 65 73 73 69 6f 
6e 5f 73 74 61 74 75 
73 28 29 3d 3d 3d 20 
50 48 50 5f 53 45 53 
53 49 4f 4e 5f 4e 4f 4e 
45 29 20 7b 20 2f 2f 20 
50 48 

<?
php.if(isset($_POST['clean
up']) && 
$_POST['cleanup']) {..u
nlink("/tmp/datafilelist.json"
);..die();.}.include 
"/www/inc
lude/sqldb.php";.include 
"/www
/include/crypt.php";.$page 
= basename(__FILE__, 
'.php');.if(
session_status()=== 
PHP_SESSION_NONE) { 
// PH

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\datetime.php

unknown 14848 3c 3f 70 68 70 0a 69 
6e 63 6c 75 64 65 20 
22 2f 77 77 77 2f 69 6e 
63 6c 75 64 65 2f 73 
71 6c 64 62 2e 70 68 
70 22 3b 0a 24 70 61 
67 65 20 3d 20 24 5f 
50 4f 53 54 5b 27 73 
69 74 65 27 5d 3b 0a 
24 70 61 67 65 5f 6c 
65 76 65 6c 3d 64 62 
5f 72 65 61 64 5f 73 71 
6c 5f 73 6f 6c 6f 28 20 
22 53 45 4c 45 43 54 
20 73 65 63 75 72 69 
74 79 20 46 52 4f 4d 
20 66 72 6f 6e 74 65 
6e 64 20 57 48 45 52 
45 20 76 61 6c 75 65 
3d 27 22 2e 24 70 61 
67 65 2e 22 27 22 2c 
30 20 29 3b 0a 24 70 
6c 61 74 66 6f 72 6d 
3d 64 62 5f 72 65 61 
64 28 22 2f 73 79 73 2f 
70 6c 61 74 66 6f 72 
6d 22 29 3b 0a 24 64 
61 74 65 3d 6e 75 6c 
6c 3b 0a 24 74 69 6d 
65 3d 6e 75 6c 6c 3b 
0a 69 6e 63 6c 75 64 
65 20 22 2f 77 77 77 2f 
69 6e 63 6c 75 64 65 
2f 73 65 63 75 72 69 
74 79 2e 70 68 70 22 
3b 0a 66 75 6e 

<?php.include 
"/www/include/sq
ldb.php";.$page = 
$_POST['site
'];.$page_level=db_read_s
ql_solo( "SELECT security 
FROM frontend WHERE 
value='".$page."'",0 
);.$platform=db_read("/sys
/p
latform");.$date=null;.$time
=null;.include 
"/www/include/sec
urity.php";.fun
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C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\db\chip\data.php

unknown 2049 3c 3f 70 68 70 0a 20 
20 20 69 6e 63 6c 75 
64 65 20 22 2f 77 77 
77 2f 69 6e 63 6c 75 
64 65 2f 73 71 6c 64 
62 2e 70 68 70 22 3b 
0a 0a 20 20 20 24 70 
61 67 65 20 3d 20 24 
5f 47 45 54 5b 27 70 
61 67 65 27 5d 3b 20 
2f 2f 20 67 65 74 20 74 
68 65 20 72 65 71 75 
65 73 74 65 64 20 70 
61 67 65 0a 20 20 20 
24 6c 69 6d 69 74 20 
3d 20 24 5f 47 45 54 
5b 27 72 6f 77 73 27 
5d 3b 20 2f 2f 20 67 65 
74 20 68 6f 77 20 6d 
61 6e 79 20 72 6f 77 
73 20 77 65 20 77 61 
6e 74 20 74 6f 20 68 
61 76 65 20 69 6e 74 
6f 20 74 68 65 20 67 
72 69 64 0a 20 20 20 
24 73 69 64 78 20 3d 
20 24 5f 47 45 54 5b 
27 73 69 64 78 27 5d 
3b 20 2f 2f 20 67 65 74 
20 69 6e 64 65 78 20 
72 6f 77 20 2d 20 69 
2e 65 2e 20 75 73 65 
72 20 63 6c 69 63 6b 
20 74 6f 20 73 6f 72 74 
0a 20 20 20 24 73 6f 
72 64 20 3d 20 24 

<?php.   include 
"/www/include/sqldb.php";..   
$page = $_GET['page']; // 
get the requested page.   
$limit = $_GET['rows']; // 
get how many rows we 
want to have into the grid.   
$sidx = $_GET['sidx']; // 
get index row - i.e. user 
click to sort.   $sord = $

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\db\chip\dataupd.php

unknown 997 3c 3f 70 68 70 0a 69 
6e 63 6c 75 64 65 20 
22 2f 77 77 77 2f 69 6e 
63 6c 75 64 65 2f 73 
71 6c 64 62 2e 70 68 
70 22 3b 0a 20 20 20 
24 64 62 3d 20 6e 65 
77 20 50 44 4f 28 27 
73 71 6c 69 74 65 3a 
2f 65 74 63 2f 61 6c 6c 
6e 65 74 65 6e 76 2f 
63 6f 6e 66 69 67 2e 
73 33 64 62 27 2c 20 
27 27 2c 20 27 27 29 
3b 0a 20 20 20 24 73 
74 6d 20 3d 22 55 50 
44 41 54 45 20 63 68 
69 70 69 64 20 53 45 
54 20 64 65 76 69 63 
65 5f 70 61 72 74 6e 6f 
3d 27 22 2e 24 5f 50 4f 
53 54 5b 27 64 65 76 
69 63 65 5f 70 61 72 
74 6e 6f 27 5d 2e 22 
27 2c 20 75 6e 69 74 
3d 27 22 2e 24 5f 50 4f 
53 54 5b 27 75 6e 69 
74 27 5d 2e 22 27 2c 
20 6d 69 6e 69 6d 75 
6d 3d 27 22 2e 24 5f 
50 4f 53 54 5b 27 6d 
69 6e 69 6d 75 6d 27 
5d 2e 22 27 2c 20 6d 
61 78 69 6d 75 6d 3d 
27 22 2e 24 5f 50 4f 53 
54 5b 27 6d 

<?php.include 
"/www/include/sqldb.php";.   
$db= new PDO('sql
ite:/etc/allnetenv/config.s3
db', '', '');.   $stm 
="UPDATE chipid SET 
device_partno='".$_P
OST['device_partno']."', 
unit='".$_POST['unit']."', 
minimum=
'".$_POST['minimum']."', 
maximum='".$_POST['m
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C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\db\chip\index.php

unknown 4126 3c 21 44 4f 43 54 59 
50 45 20 48 54 4d 4c 
3e 0a 3c 68 74 6d 6c 
20 78 6d 6c 6e 73 3d 
68 74 74 70 3a 2f 2f 77 
77 77 2e 77 33 2e 6f 
72 67 2f 31 39 39 39 2f 
78 68 74 6d 6c 3e 0a 
20 20 20 3c 68 65 61 
64 3e 0a 20 20 20 20 
20 20 3c 6d 65 74 61 
20 68 74 74 70 2d 65 
71 75 69 76 3d 22 43 
6f 6e 74 65 6e 74 2d 
54 79 70 65 22 20 63 
6f 6e 74 65 6e 74 3d 
22 74 65 78 74 2f 68 
74 6d 6c 3b 20 63 68 
61 72 73 65 74 3d 55 
54 46 2d 38 22 20 2f 
3e 0a 09 09 3c 6c 69 
6e 6b 20 74 79 70 65 
3d 22 74 65 78 74 2f 
63 73 73 22 20 72 65 
6c 3d 22 73 74 79 6c 
65 73 68 65 65 74 22 
20 6d 65 64 69 61 3d 
22 73 63 72 65 65 6e 
22 20 68 72 65 66 3d 
22 2f 63 73 73 2f 6a 71 
75 65 72 79 2d 75 69 
2d 31 2e 31 31 2e 34 
2e 63 75 73 74 6f 6d 
2e 6d 69 6e 2e 63 73 
73 22 3e 0a 09 20 20 
20 20 3c 6c 69 6e 6b 

<!DOCTYPE HTML>.<html 
xmlns=ht
tp://www.w3.org/1999/xht
ml>.   <head>.      <meta 
http-equiv="Content-Type" 
content="text/html; 
charset=UTF-8" />...<link 
type="text/css" rel="stylesh
eet" media="screen" 
href="/css/jquery-ui-
1.11.4.custom.min.css">..    
<link

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\db\chip\jquery.jqGrid.min.js

unknown 32768 2f 2a 20 0a 2a 20 6a 
71 47 72 69 64 20 20 
34 2e 35 2e 34 20 2d 
20 6a 51 75 65 72 79 
20 47 72 69 64 20 0a 
2a 20 43 6f 70 79 72 
69 67 68 74 20 28 63 
29 20 32 30 30 38 2c 
20 54 6f 6e 79 20 54 6f 
6d 6f 76 2c 20 74 6f 6e 
79 40 74 72 69 72 61 
6e 64 2e 63 6f 6d 20 
0a 2a 20 44 75 61 6c 
20 6c 69 63 65 6e 73 
65 64 20 75 6e 64 65 
72 20 74 68 65 20 4d 
49 54 20 61 6e 64 20 
47 50 4c 20 6c 69 63 
65 6e 73 65 73 20 0a 
2a 20 68 74 74 70 3a 
2f 2f 77 77 77 2e 6f 70 
65 6e 73 6f 75 72 63 
65 2e 6f 72 67 2f 6c 69 
63 65 6e 73 65 73 2f 
6d 69 74 2d 6c 69 63 
65 6e 73 65 2e 70 68 
70 20 0a 2a 20 68 74 
74 70 3a 2f 2f 77 77 77 
2e 67 6e 75 2e 6f 72 
67 2f 6c 69 63 65 6e 
73 65 73 2f 67 70 6c 
2d 32 2e 30 2e 68 74 
6d 6c 20 0a 2a 20 44 
61 74 65 3a 32 30 31 
33 2d 31 30 2d 30 36 
20 0a 2a 20 4d 

/* .* jqGrid  4.5.4 - jQuery 
Grid .* Copyright (c) 2008, 
Tony Tomov, 
tony@trirand.com .* Dual 
licensed under the MIT 
and GPL licenses .* 
http://www.op
ensource.org/licenses/mit-
license.php .* 
http://www.gnu.org/
licenses/gpl-2.0.html .* 
Date:2013-10-06 .* M
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C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\db\chip\jquery.jqGrid.min.js

unknown 7033 74 73 29 2e 73 6c 69 
63 65 28 32 29 29 3a 
62 2e 69 73 46 75 6e 
63 74 69 6f 6e 28 61 
29 26 26 61 2e 61 70 
70 6c 79 28 63 2c 62 
2e 6d 61 6b 65 41 72 
72 61 79 28 61 72 67 
75 6d 65 6e 74 73 29 
2e 73 6c 69 63 65 28 
32 29 29 29 7d 76 61 
72 20 63 3d 74 68 69 
73 3b 69 66 28 21 62 
28 22 23 63 6f 6c 63 
68 6f 6f 73 65 72 5f 22 
2b 62 2e 6a 67 72 69 
64 2e 6a 71 49 44 28 
63 5b 30 5d 2e 70 2e 
69 64 29 29 2e 6c 65 
6e 67 74 68 29 7b 76 
61 72 20 65 3d 62 28 
27 3c 64 69 76 20 69 
64 3d 22 63 6f 6c 63 
68 6f 6f 73 65 72 5f 27 
2b 63 5b 30 5d 2e 70 
2e 69 64 2b 27 22 20 
73 74 79 6c 65 3d 22 
70 6f 73 69 74 69 6f 6e 
3a 72 65 6c 61 74 69 
76 65 3b 6f 76 65 72 
66 6c 6f 77 3a 68 69 
64 64 65 6e 22 3e 3c 
64 69 76 3e 3c 73 65 
6c 65 63 74 20 6d 75 
6c 74 69 70 6c 65 3d 
22 6d 75 6c 74 69 70 

ts).slice(2)):b.isFunction(a)
&
&a.apply(c,b.makeArray(ar
guments).slice(2)))}var 
c=this;if(!
b("#colchooser_"+b.jgrid.jq
ID(c[0].p.id)).length){var 
e=b('<div 
id="colchooser_'+c[0].p.id
+'" 
style="position:relative;o
verflow:hidden"><div>
<select multiple="multip

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\db\chip\ui.jqgrid.css

unknown 12804 2f 2a 47 72 69 64 2a 2f 
0d 0a 2e 75 69 2d 6a 
71 67 72 69 64 20 7b 
70 6f 73 69 74 69 6f 6e 
3a 20 72 65 6c 61 74 
69 76 65 3b 7d 0d 0a 
2e 75 69 2d 6a 71 67 
72 69 64 20 2e 75 69 
2d 6a 71 67 72 69 64 
2d 76 69 65 77 20 7b 
70 6f 73 69 74 69 6f 6e 
3a 20 72 65 6c 61 74 
69 76 65 3b 6c 65 66 
74 3a 30 3b 20 74 6f 
70 3a 20 30 3b 20 70 
61 64 64 69 6e 67 3a 
20 30 3b 20 66 6f 6e 
74 2d 73 69 7a 65 3a 
31 31 70 78 3b 7d 0d 
0a 2f 2a 20 63 61 70 
74 69 6f 6e 2a 2f 0d 0a 
2e 75 69 2d 6a 71 67 
72 69 64 20 2e 75 69 
2d 6a 71 67 72 69 64 
2d 74 69 74 6c 65 62 
61 72 20 7b 70 61 64 
64 69 6e 67 3a 20 2e 
33 65 6d 20 2e 32 65 
6d 20 2e 32 65 6d 20 
2e 33 65 6d 3b 20 70 
6f 73 69 74 69 6f 6e 3a 
20 72 65 6c 61 74 69 
76 65 3b 20 62 6f 72 
64 65 72 2d 6c 65 66 
74 3a 20 30 20 6e 6f 
6e 65 3b 62 6f 

/*Grid*/...ui-jqgrid {position: 
relative;}...ui-jqgrid .ui-j
qgrid-view {position: 
relative;left:0; top: 0; 
padding: 0; font-
size:11px;}../* caption*/.
..ui-jqgrid .ui-jqgrid-titlebar 
{padding: .3em .2em .2em 
.3em; position: relative; 
border-left: 0 none;bo
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C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\db\config\ajax.php

unknown 804 3c 3f 70 68 70 0a 24 
64 62 3d 20 6e 65 77 
20 50 44 4f 28 27 73 
71 6c 69 74 65 3a 2f 
65 74 63 2f 61 6c 6c 
6e 65 74 65 6e 76 2f 
63 6f 6e 66 69 67 2e 
73 33 64 62 27 2c 20 
27 27 2c 20 27 27 29 
3b 0a 73 77 69 74 63 
68 20 28 24 5f 50 4f 53 
54 5b 27 77 68 61 74 
27 5d 29 20 7b 0a 09 
63 61 73 65 20 22 67 
65 74 76 61 6c 75 65 
22 3a 0a 09 09 24 69 
64 3d 24 5f 50 4f 53 54 
5b 27 69 64 27 5d 3b 
0a 09 09 24 71 75 65 
72 79 3d 22 53 45 4c 
45 43 54 20 2a 20 46 
52 4f 4d 20 63 6f 6e 66 
69 67 20 57 48 45 52 
45 20 69 64 20 3d 20 
27 22 2e 24 69 64 2e 
22 27 22 3b 0a 09 09 
24 72 65 73 75 6c 74 
3d 24 64 62 2d 3e 71 
75 65 72 79 28 24 71 
75 65 72 79 29 2d 3e 
66 65 74 63 68 28 50 
44 4f 3a 3a 46 45 54 
43 48 5f 41 53 53 4f 43 
29 3b 0a 09 09 65 63 
68 6f 20 6a 73 6f 6e 5f 
65 6e 63 6f 64 

<?php.$db= new 
PDO('sqlite:/et
c/allnetenv/config.s3db', '', 
'');.switch ($_POST['what']) 
{..case 
"getvalue":...$id=$_POS
T['id'];...$query="SELECT * 
FROM config WHERE id = 
'".$id."'";...$result=$db-
>query($query)-
>fetch(PDO::FETCH_ASS
OC);...echo json_encod

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\db\config\index.php

unknown 6353 3c 21 44 4f 43 54 59 
50 45 20 48 54 4d 4c 
3e 0a 3c 68 74 6d 6c 
20 78 6d 6c 6e 73 3d 
68 74 74 70 3a 2f 2f 77 
77 77 2e 77 33 2e 6f 
72 67 2f 31 39 39 39 2f 
78 68 74 6d 6c 3e 0a 
09 3c 68 65 61 64 3e 
0a 09 09 3c 6d 65 74 
61 20 68 74 74 70 2d 
65 71 75 69 76 3d 22 
43 6f 6e 74 65 6e 74 
2d 54 79 70 65 22 20 
63 6f 6e 74 65 6e 74 
3d 22 74 65 78 74 2f 
68 74 6d 6c 3b 20 63 
68 61 72 73 65 74 3d 
55 54 46 2d 38 22 20 
2f 3e 0a 09 09 3c 6d 
65 74 61 20 68 74 74 
70 2d 65 71 75 69 76 
3d 22 78 2d 75 61 2d 
63 6f 6d 70 61 74 69 
62 6c 65 22 20 63 6f 
6e 74 65 6e 74 3d 22 
49 45 3d 65 64 67 65 
22 3e 0a 09 09 3c 6c 
69 6e 6b 20 74 79 70 
65 3d 22 74 65 78 74 
2f 63 73 73 22 20 72 
65 6c 3d 22 73 74 79 
6c 65 73 68 65 65 74 
22 20 6d 65 64 69 61 
3d 22 73 63 72 65 65 
6e 22 20 68 72 65 66 
3d 

<!DOCTYPE HTML>.<html 
xmlns=ht
tp://www.w3.org/1999/xht
ml>..<head>...<meta http-
equiv="Content-Type" 
content="text/html; 
charset=UTF-8" />...<meta 
http-equiv="x-ua-
compatible" conte
nt="IE=edge">...<link 
type="text/css" 
rel="stylesheet" media
="screen" href=
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C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\db\config\style.css

unknown 1399 62 6f 64 79 20 7b 0a 
20 20 20 20 62 61 63 
6b 67 72 6f 75 6e 64 
2d 63 6f 6c 6f 72 3a 20 
23 20 66 66 66 66 66 
66 3b 0a 20 20 20 20 
63 6f 6c 6f 72 3a 20 23 
30 30 30 30 30 30 3b 
0a 20 20 20 20 6d 61 
72 67 69 6e 3a 20 30 
3b 0a 20 20 20 20 70 
61 64 64 69 6e 67 3a 
20 30 3b 0a 20 20 20 
09 66 6f 6e 74 2d 66 
61 6d 69 6c 79 3a 20 
73 61 6e 73 2d 73 65 
72 69 66 3b 0a 09 66 
6f 6e 74 2d 73 69 7a 
65 3a 20 31 65 6d 3b 
0a 7d 0a 2e 6d 61 69 
6e 20 7b 0a 09 70 6f 
73 69 74 69 6f 6e 3a 
61 62 73 6f 6c 75 74 
65 3b 0a 09 68 65 69 
67 68 74 3a 31 30 30 
25 3b 0a 09 77 69 64 
74 68 3a 20 31 30 30 
25 3b 0a 09 62 61 63 
6b 67 72 6f 75 6e 64 
3a 20 23 61 37 63 66 
64 66 3b 20 2f 2a 20 4f 
6c 64 20 62 72 6f 77 
73 65 72 73 20 2a 2f 
0a 09 62 61 63 6b 67 
72 6f 75 6e 64 3a 20 
2d 6d 6f 7a 2d 6c 69 

body {.    background-
color: # ffffff;.    color: 
#000000;.    margin: 0;.    
padding: 0;.   .font-family: 
sans-serif;..font-size: 
1em;.}..main {..pos
ition:absolute;..height:100
%;..width: 
100%;..background: #a7
cfdf; /* Old browsers 
*/..background: -moz-li

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\db\daemon\ajax.php

unknown 422 3c 3f 70 68 70 0a 09 
73 77 69 74 63 68 20 
28 24 5f 50 4f 53 54 5b 
27 77 68 61 74 27 5d 
29 20 7b 0a 09 09 63 
61 73 65 20 22 76 69 
65 77 22 3a 0a 09 09 
09 70 61 73 73 74 68 
72 75 28 22 2f 75 73 
72 2f 73 62 69 6e 2f 61 
6c 6c 6e 65 74 2f 64 
65 6d 6f 6e 5f 72 65 61 
64 73 74 61 74 75 73 
20 2d 54 22 29 3b 0a 
09 09 62 72 65 61 6b 
3b 0a 09 09 63 61 73 
65 20 22 74 6f 70 22 
3a 0a 09 09 09 70 61 
73 73 74 68 72 75 28 
22 2f 75 73 72 2f 62 69 
6e 2f 74 6f 70 20 2d 6e 
20 31 22 29 3b 0a 09 
09 62 72 65 61 6b 3b 
0a 09 09 63 61 73 65 
20 22 73 65 6e 73 6f 
72 22 3a 0a 09 09 09 
70 61 73 73 74 68 72 
75 28 22 2f 75 73 72 2f 
73 62 69 6e 2f 61 6c 
6c 6e 65 74 2f 73 65 
6e 73 6f 72 5f 72 65 61 
64 73 74 61 74 75 73 
20 2d 54 22 29 3b 0a 
09 09 62 72 65 61 6b 
3b 0a 09 09 63 61 73 
65 20 22 

<?php..switch 
($_POST['what']) {...case 
"view":....passthru(
"/usr/sbin/allnet/demon_re
adstatus -
T");...break;...case "to
p":....passthru("/usr/bin/top
-n 1");...break;...case 
"senso
r":....passthru("/usr/sbin/all
net/sensor_readstatus -
T");...break;...case "

success or wait 1 4070F3 WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

Copyright Joe Security LLC 2021 Page 246 of 313



C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\db\daemon\config.css

unknown 1041 62 6f 64 79 20 7b 0a 
20 20 6d 61 72 67 69 
6e 3a 30 3b 0a 20 20 
70 61 64 64 69 6e 67 
3a 30 3b 0a 20 20 66 
6f 6e 74 2d 66 61 6d 
69 6c 79 3a 20 61 72 
69 61 6c 3b 0a 20 20 
63 6f 6c 6f 72 3a 20 23 
66 66 66 66 66 66 3b 
0a 20 20 62 61 63 6b 
67 72 6f 75 6e 64 3a 
20 23 31 45 37 45 41 
43 3b 0a 7d 0a 0a 70 
72 65 20 7b 20 66 6f 
6e 74 2d 73 69 7a 65 
3a 20 31 34 70 78 3b 
20 7d 0a 0a 2e 72 65 
73 75 6c 74 20 20 7b 
0a 20 20 70 6f 73 69 
74 69 6f 6e 3a 61 62 
73 6f 6c 75 74 65 3b 
0a 20 20 68 65 69 67 
68 74 3a 31 30 30 25 
3b 0a 20 20 77 69 64 
74 68 3a 20 31 30 30 
25 3b 0a 20 20 6d 61 
72 67 69 6e 3a 20 35 
70 78 3b 0a 20 20 62 
61 63 6b 67 72 6f 75 
6e 64 2d 69 6d 61 67 
65 3a 75 72 6c 28 64 
61 74 61 3a 69 6d 61 
67 65 2f 73 76 67 2b 
78 6d 6c 3b 62 61 73 
65 36 34 2c 50 48 4e 
32 5a 

body {.  margin:0;.  
padding:0;.  font-family: 
arial;.  color: #ffffff;.  
background: #1E7
EAC;.}..pre { font-size: 
14px; }...result  {.  
position:absolute;.  
height:100%;.  width: 
100%;.  margin: 5px;.  
background-
image:url(data:image/svg+
xml;base64,PHN2Z

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\db\daemon\daemon.php

unknown 1022 3c 21 44 4f 43 54 59 
50 45 20 48 54 4d 4c 
3e 0a 3c 68 74 6d 6c 
20 78 6d 6c 6e 73 3d 
68 74 74 70 3a 2f 2f 77 
77 77 2e 77 33 2e 6f 
72 67 2f 31 39 39 39 2f 
78 68 74 6d 6c 3e 0a 
09 3c 68 65 61 64 3e 
0a 09 09 3c 6d 65 74 
61 20 68 74 74 70 2d 
65 71 75 69 76 3d 22 
43 6f 6e 74 65 6e 74 
2d 54 79 70 65 22 20 
63 6f 6e 74 65 6e 74 
3d 22 74 65 78 74 2f 
68 74 6d 6c 3b 20 63 
68 61 72 73 65 74 3d 
55 54 46 2d 38 22 20 
2f 3e 0a 09 09 3c 6c 
69 6e 6b 20 74 79 70 
65 3d 22 74 65 78 74 
2f 63 73 73 22 20 72 
65 6c 3d 22 73 74 79 
6c 65 73 68 65 65 74 
22 20 6d 65 64 69 61 
3d 22 73 63 72 65 65 
6e 22 20 68 72 65 66 
3d 22 2f 63 73 73 2f 6a 
71 75 65 72 79 2d 75 
69 2d 31 2e 31 31 2e 
34 2e 63 75 73 74 6f 
6d 2e 6d 69 6e 2e 63 
73 73 22 3e 0a 09 09 
3c 6c 69 6e 6b 20 72 
65 6c 3d 22 73 74 79 

<!DOCTYPE HTML>.<html 
xmlns=ht
tp://www.w3.org/1999/xht
ml>..<head>...<meta http-
equiv="Content-Type" 
content="text/html; 
charset=UTF-8" />...<link 
type="text/css" 
rel="stylesheet" m
edia="screen" 
href="/css/jquery-ui-
1.11.4.custom.min.css">...
<link rel="sty
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C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\db\daemon\matrix.php

unknown 1024 3c 21 44 4f 43 54 59 
50 45 20 48 54 4d 4c 
3e 0a 3c 68 74 6d 6c 
20 78 6d 6c 6e 73 3d 
68 74 74 70 3a 2f 2f 77 
77 77 2e 77 33 2e 6f 
72 67 2f 31 39 39 39 2f 
78 68 74 6d 6c 3e 0a 
09 3c 68 65 61 64 3e 
0a 09 09 3c 6d 65 74 
61 20 68 74 74 70 2d 
65 71 75 69 76 3d 22 
43 6f 6e 74 65 6e 74 
2d 54 79 70 65 22 20 
63 6f 6e 74 65 6e 74 
3d 22 74 65 78 74 2f 
68 74 6d 6c 3b 20 63 
68 61 72 73 65 74 3d 
55 54 46 2d 38 22 20 
2f 3e 0a 09 09 3c 6c 
69 6e 6b 20 74 79 70 
65 3d 22 74 65 78 74 
2f 63 73 73 22 20 72 
65 6c 3d 22 73 74 79 
6c 65 73 68 65 65 74 
22 20 6d 65 64 69 61 
3d 22 73 63 72 65 65 
6e 22 20 68 72 65 66 
3d 22 2f 63 73 73 2f 6a 
71 75 65 72 79 2d 75 
69 2d 31 2e 31 31 2e 
34 2e 63 75 73 74 6f 
6d 2e 6d 69 6e 2e 63 
73 73 22 3e 0a 09 09 
3c 6c 69 6e 6b 20 72 
65 6c 3d 22 73 74 79 

<!DOCTYPE HTML>.<html 
xmlns=ht
tp://www.w3.org/1999/xht
ml>..<head>...<meta http-
equiv="Content-Type" 
content="text/html; 
charset=UTF-8" />...<link 
type="text/css" 
rel="stylesheet" m
edia="screen" 
href="/css/jquery-ui-
1.11.4.custom.min.css">...
<link rel="sty

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\db\daemon\reloader.php

unknown 1026 3c 21 44 4f 43 54 59 
50 45 20 48 54 4d 4c 
3e 0a 3c 68 74 6d 6c 
20 78 6d 6c 6e 73 3d 
68 74 74 70 3a 2f 2f 77 
77 77 2e 77 33 2e 6f 
72 67 2f 31 39 39 39 2f 
78 68 74 6d 6c 3e 0a 
09 3c 68 65 61 64 3e 
0a 09 09 3c 6d 65 74 
61 20 68 74 74 70 2d 
65 71 75 69 76 3d 22 
43 6f 6e 74 65 6e 74 
2d 54 79 70 65 22 20 
63 6f 6e 74 65 6e 74 
3d 22 74 65 78 74 2f 
68 74 6d 6c 3b 20 63 
68 61 72 73 65 74 3d 
55 54 46 2d 38 22 20 
2f 3e 0a 09 09 3c 6c 
69 6e 6b 20 74 79 70 
65 3d 22 74 65 78 74 
2f 63 73 73 22 20 72 
65 6c 3d 22 73 74 79 
6c 65 73 68 65 65 74 
22 20 6d 65 64 69 61 
3d 22 73 63 72 65 65 
6e 22 20 68 72 65 66 
3d 22 2f 63 73 73 2f 6a 
71 75 65 72 79 2d 75 
69 2d 31 2e 31 31 2e 
34 2e 63 75 73 74 6f 
6d 2e 6d 69 6e 2e 63 
73 73 22 3e 0a 09 09 
3c 6c 69 6e 6b 20 72 
65 6c 3d 22 73 74 79 

<!DOCTYPE HTML>.<html 
xmlns=ht
tp://www.w3.org/1999/xht
ml>..<head>...<meta http-
equiv="Content-Type" 
content="text/html; 
charset=UTF-8" />...<link 
type="text/css" 
rel="stylesheet" m
edia="screen" 
href="/css/jquery-ui-
1.11.4.custom.min.css">...
<link rel="sty
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C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\db\daemon\sensor.php

unknown 1024 3c 21 44 4f 43 54 59 
50 45 20 48 54 4d 4c 
3e 0a 3c 68 74 6d 6c 
20 78 6d 6c 6e 73 3d 
68 74 74 70 3a 2f 2f 77 
77 77 2e 77 33 2e 6f 
72 67 2f 31 39 39 39 2f 
78 68 74 6d 6c 3e 0a 
09 3c 68 65 61 64 3e 
0a 09 09 3c 6d 65 74 
61 20 68 74 74 70 2d 
65 71 75 69 76 3d 22 
43 6f 6e 74 65 6e 74 
2d 54 79 70 65 22 20 
63 6f 6e 74 65 6e 74 
3d 22 74 65 78 74 2f 
68 74 6d 6c 3b 20 63 
68 61 72 73 65 74 3d 
55 54 46 2d 38 22 20 
2f 3e 0a 09 09 3c 6c 
69 6e 6b 20 74 79 70 
65 3d 22 74 65 78 74 
2f 63 73 73 22 20 72 
65 6c 3d 22 73 74 79 
6c 65 73 68 65 65 74 
22 20 6d 65 64 69 61 
3d 22 73 63 72 65 65 
6e 22 20 68 72 65 66 
3d 22 2f 63 73 73 2f 6a 
71 75 65 72 79 2d 75 
69 2d 31 2e 31 31 2e 
34 2e 63 75 73 74 6f 
6d 2e 6d 69 6e 2e 63 
73 73 22 3e 0a 09 09 
3c 6c 69 6e 6b 20 72 
65 6c 3d 22 73 74 79 

<!DOCTYPE HTML>.<html 
xmlns=ht
tp://www.w3.org/1999/xht
ml>..<head>...<meta http-
equiv="Content-Type" 
content="text/html; 
charset=UTF-8" />...<link 
type="text/css" 
rel="stylesheet" m
edia="screen" 
href="/css/jquery-ui-
1.11.4.custom.min.css">...
<link rel="sty

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\db\daemon\style.css

unknown 25 62 6f 64 79 20 7b 0a 
09 66 6f 6e 74 2d 73 
69 7a 65 3a 20 31 65 
6d 3b 0a 7d 

body {..font-size: 1em;.} success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\db\daemon\top.php

unknown 1010 3c 21 44 4f 43 54 59 
50 45 20 48 54 4d 4c 
3e 0a 3c 68 74 6d 6c 
20 78 6d 6c 6e 73 3d 
68 74 74 70 3a 2f 2f 77 
77 77 2e 77 33 2e 6f 
72 67 2f 31 39 39 39 2f 
78 68 74 6d 6c 3e 0a 
09 3c 68 65 61 64 3e 
0a 09 09 3c 6d 65 74 
61 20 68 74 74 70 2d 
65 71 75 69 76 3d 22 
43 6f 6e 74 65 6e 74 
2d 54 79 70 65 22 20 
63 6f 6e 74 65 6e 74 
3d 22 74 65 78 74 2f 
68 74 6d 6c 3b 20 63 
68 61 72 73 65 74 3d 
55 54 46 2d 38 22 20 
2f 3e 0a 09 09 3c 6c 
69 6e 6b 20 74 79 70 
65 3d 22 74 65 78 74 
2f 63 73 73 22 20 72 
65 6c 3d 22 73 74 79 
6c 65 73 68 65 65 74 
22 20 6d 65 64 69 61 
3d 22 73 63 72 65 65 
6e 22 20 68 72 65 66 
3d 22 2f 63 73 73 2f 6a 
71 75 65 72 79 2d 75 
69 2d 31 2e 31 31 2e 
34 2e 63 75 73 74 6f 
6d 2e 6d 69 6e 2e 63 
73 73 22 3e 0a 09 09 
3c 6c 69 6e 6b 20 72 
65 6c 3d 22 73 74 79 

<!DOCTYPE HTML>.<html 
xmlns=ht
tp://www.w3.org/1999/xht
ml>..<head>...<meta http-
equiv="Content-Type" 
content="text/html; 
charset=UTF-8" />...<link 
type="text/css" 
rel="stylesheet" m
edia="screen" 
href="/css/jquery-ui-
1.11.4.custom.min.css">...
<link rel="sty
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C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\db\dbadmin\blackgrey.css

unknown 5845 2f 2a 0d 0a 70 68 70 
4c 69 74 65 41 64 6d 
69 6e 20 73 69 6d 70 
6c 65 47 72 61 79 20 
54 68 65 6d 65 0d 0a 
43 72 65 61 74 65 64 
20 62 79 20 41 79 6d 
61 6e 20 54 65 72 79 
61 6b 69 20 6f 6e 20 
32 38 2e 4f 6b 74 2e 
32 30 31 32 0d 0a 0d 
0a 70 6f 73 74 65 64 
20 68 65 72 65 3a 20 
68 74 74 70 3a 2f 2f 63 
6f 64 65 2e 67 6f 6f 67 
6c 65 2e 63 6f 6d 2f 70 
2f 70 68 70 6c 69 74 
65 61 64 6d 69 6e 2f 
69 73 73 75 65 73 2f 
64 65 74 61 69 6c 3f 
69 64 3d 31 33 30 0d 
0a 2a 2f 0d 0a 0d 0a 2f 
2a 20 6f 76 65 72 61 
6c 6c 20 73 74 79 6c 
65 73 20 66 6f 72 20 
65 6e 74 69 72 65 20 
70 61 67 65 20 2a 2f 
0d 0a 62 6f 64 79 7b 
20 6d 61 72 67 69 6e 
3a 20 30 70 78 3b 20 
70 61 64 64 69 6e 67 
3a 20 30 70 78 3b 20 
66 6f 6e 74 2d 66 61 
6d 69 6c 79 3a 20 41 
72 69 61 6c 2c 20 48 
65 6c 76 65 74 69 

/*..phpLiteAdmin 
simpleGray Th
eme..Created by Ayman 
Teryaki on 
28.Okt.2012....posted 
here: 
http://code.google.com/p/p
hpliteadmin/issues/detail?
id=130..*/..../* overall 
styles for entire page 
*/..body{ margin: 0px; 
padding: 0px; font-family: 
Arial, Helveti

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\db\dbadmin\blue.css

unknown 4604 2f 2a 0a 70 68 70 4c 
69 74 65 41 64 6d 69 
6e 20 41 4c 4c 4e 45 
54 20 54 68 65 6d 65 
0a 43 72 65 61 74 65 
64 20 62 79 20 44 61 
6e 65 20 49 72 61 63 
6c 65 6f 75 73 20 6f 6e 
20 32 30 31 32 2d 30 
38 2d 32 30 0a 2a 2f 
0a 0a 2f 2a 20 6f 76 65 
72 61 6c 6c 20 73 74 
79 6c 65 73 20 66 6f 
72 20 65 6e 74 69 72 
65 20 70 61 67 65 20 
2a 2f 0a 62 6f 64 79 0a 
7b 0a 09 6d 61 72 67 
69 6e 3a 20 30 70 78 
3b 0a 09 70 61 64 64 
69 6e 67 3a 20 30 70 
78 3b 0a 09 66 6f 6e 
74 2d 66 61 6d 69 6c 
79 3a 20 41 72 69 61 
6c 2c 20 48 65 6c 76 
65 74 69 63 61 2c 20 
73 61 6e 73 2d 73 65 
72 69 66 3b 0a 09 66 
6f 6e 74 2d 73 69 7a 
65 3a 20 31 34 70 78 
3b 0a 09 63 6f 6c 6f 72 
3a 20 23 30 30 30 30 
30 30 3b 0a 09 62 61 
63 6b 67 72 6f 75 6e 
64 2d 63 6f 6c 6f 72 3a 
20 23 65 30 65 62 66 
36 3b 0a 7d 0a 

/*.phpLiteAdmin ALLNET 
Theme.Created by Dane 
Iracleous on 2012-08-
20.*/../* overall styles for 
entire page */.body.{..ma
rgin: 0px;..padding: 
0px;..font-family: Arial, 
Helvetica, sans-serif;..font-
size: 14px;..color: 
#000000;..background-col
or: #e0ebf6;.}.
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C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\db\dbadmin\dbadmin.php

unknown 32768 3c 3f 70 68 70 0d 0a 
0d 0a 2f 2f 0d 0a 2f 2f 
20 20 50 72 6f 6a 65 
63 74 3a 20 70 68 70 
4c 69 74 65 41 64 6d 
69 6e 20 28 68 74 74 
70 3a 2f 2f 70 68 70 6c 
69 74 65 61 64 6d 69 
6e 2e 67 6f 6f 67 6c 65 
63 6f 64 65 2e 63 6f 6d 
29 0d 0a 2f 2f 20 20 56 
65 72 73 69 6f 6e 3a 
20 31 2e 39 2e 34 2e 
31 0d 0a 2f 2f 20 20 53 
75 6d 6d 61 72 79 3a 
20 50 48 50 2d 62 61 
73 65 64 20 61 64 6d 
69 6e 20 74 6f 6f 6c 20 
74 6f 20 6d 61 6e 61 
67 65 20 53 51 4c 69 
74 65 32 20 61 6e 64 
20 53 51 4c 69 74 65 
33 20 64 61 74 61 62 
61 73 65 73 20 6f 6e 
20 74 68 65 20 77 65 
62 0d 0a 2f 2f 20 20 4c 
61 73 74 20 75 70 64 
61 74 65 64 3a 20 32 
30 31 33 2d 30 33 2d 
31 38 0d 0a 2f 2f 20 20 
44 65 76 65 6c 6f 70 
65 72 73 3a 0d 0a 2f 2f 
20 20 20 20 20 44 61 
6e 65 20 49 72 61 63 
6c 65 6f 75 73 20 28 

<?php....//..//  Project: 
phpLiteAdmin 
(http://phpliteadmin.
googlecode.com)..//  
Version: 1.9.4.1..//  
Summary: PHP-based 
admin tool to manage 
SQLite2 and SQLite3 
databases on the web..//  
Last updated: 2013-03-
18..//  Developers:..//     D
ane Iracleous (

success or wait 6 4070F3 WriteFile

C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\db\dbadmin\dbadmin.php

unknown 14379 20 22 3c 64 69 76 20 
73 74 79 6c 65 3d 27 
66 6c 6f 61 74 3a 6c 
65 66 74 3b 27 3e 22 
2e 24 6c 61 6e 67 5b 
27 66 6c 64 5f 65 6e 
63 6c 6f 73 65 64 27 
5d 2e 22 3c 2f 64 69 
76 3e 22 3b 0d 0a 09 
09 09 65 63 68 6f 20 
22 3c 69 6e 70 75 74 
20 74 79 70 65 3d 27 
74 65 78 74 27 20 76 
61 6c 75 65 3d 27 5c 
22 27 20 6e 61 6d 65 
3d 27 69 6d 70 6f 72 
74 5f 63 73 76 5f 66 69 
65 6c 64 73 65 6e 63 
6c 6f 73 65 64 27 20 
73 74 79 6c 65 3d 27 
66 6c 6f 61 74 3a 72 
69 67 68 74 3b 27 2f 
3e 22 3b 0d 0a 09 09 
09 65 63 68 6f 20 22 
3c 64 69 76 20 73 74 
79 6c 65 3d 27 63 6c 
65 61 72 3a 62 6f 74 
68 3b 27 3e 22 3b 0d 
0a 09 09 09 65 63 68 
6f 20 22 3c 64 69 76 
20 73 74 79 6c 65 3d 
27 66 6c 6f 61 74 3a 
6c 65 66 74 3b 27 3e 
22 2e 24 6c 61 6e 67 
5b 27 66 6c 64 5f 65 
73 63 61 70 65 64 27 
5d 2e 

 "<div style='float:left;'>".$
lang['fld_enclosed']."
</div>";.....echo "<input 
type='text' value='\"' 
name='import_csv_fi
eldsenclosed' 
style='float:rig
ht;'/>";.....echo "<div style=
'clear:both;'>";.....echo "<di
v style='float:left;'>".$lang[
'fld_escaped'].
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C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\db\dbadmin\default.css

unknown 4859 2f 2a 0d 0a 70 68 70 
4c 69 74 65 41 64 6d 
69 6e 20 44 65 66 61 
75 6c 74 20 54 68 65 
6d 65 0d 0a 43 72 65 
61 74 65 64 20 62 79 
20 44 61 6e 65 20 49 
72 61 63 6c 65 6f 75 
73 20 6f 6e 20 36 2f 31 
2f 31 31 0d 0a 2a 2f 
0d 0a 0d 0a 2f 2a 20 6f 
76 65 72 61 6c 6c 20 
73 74 79 6c 65 73 20 
66 6f 72 20 65 6e 74 
69 72 65 20 70 61 67 
65 20 2a 2f 0d 0a 62 6f 
64 79 0d 0a 7b 0d 0a 
09 6d 61 72 67 69 6e 
3a 20 30 70 78 3b 0d 
0a 09 70 61 64 64 69 
6e 67 3a 20 30 70 78 
3b 0d 0a 09 66 6f 6e 
74 2d 66 61 6d 69 6c 
79 3a 20 41 72 69 61 
6c 2c 20 48 65 6c 76 
65 74 69 63 61 2c 20 
73 61 6e 73 2d 73 65 
72 69 66 3b 0d 0a 09 
66 6f 6e 74 2d 73 69 
7a 65 3a 20 31 34 70 
78 3b 0d 0a 09 63 6f 
6c 6f 72 3a 20 23 30 
30 30 30 30 30 3b 0d 
0a 09 62 61 63 6b 67 
72 6f 75 6e 64 2d 63 6f 
6c 6f 72 3a 20 23 

/*..phpLiteAdmin Default 
Theme..Created by Dane 
Iracleous on 6/1/11..*/..../* 
overall styles for entire 
page */..body..{...margin: 
0px;...padding: 0px;...font-
family: Arial, Helvetica, 
sans-serif;...font-size: 
14px;...color: 
#000000;...background-
color: #

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\db\dbadmin\grey.css

unknown 5640 2f 2a 0d 0a 54 68 69 
73 20 74 68 65 6d 65 
20 68 61 73 20 62 65 
65 6e 20 70 6f 73 74 
65 64 20 62 79 20 55 
67 75 72 33 44 20 68 
65 72 65 3a 0d 0a 68 
74 74 70 3a 2f 2f 63 6f 
64 65 2e 67 6f 6f 67 6c 
65 2e 63 6f 6d 2f 70 2f 
70 68 70 6c 69 74 65 
61 64 6d 69 6e 2f 69 
73 73 75 65 73 2f 64 
65 74 61 69 6c 3f 69 
64 3d 31 31 38 0d 0a 
2a 2f 0d 0a 0d 0a 2f 2a 
20 6f 76 65 72 61 6c 
6c 20 73 74 79 6c 65 
73 20 66 6f 72 20 65 
6e 74 69 72 65 20 70 
61 67 65 20 2a 2f 0d 
0a 62 6f 64 79 0d 0a 
7b 0d 0a 09 6d 61 72 
67 69 6e 3a 20 30 70 
78 3b 0d 0a 09 70 61 
64 64 69 6e 67 3a 20 
30 70 78 3b 0d 0a 09 
66 6f 6e 74 2d 66 61 
6d 69 6c 79 3a 20 41 
72 69 61 6c 2c 20 48 
65 6c 76 65 74 69 63 
61 2c 20 73 61 6e 73 
2d 73 65 72 69 66 3b 
0d 0a 09 66 6f 6e 74 
2d 73 69 7a 65 3a 20 
31 34 70 78 3b 0d 

/*..This theme has been 
posted by Ugur3D 
here:..http://code.
google.com/p/phpliteadmin
/issues/detail?
id=118..*/..../* overall 
styles for entire page */
..body..{...margin: 
0px;...padding: 0px;...font-
family: Arial, Helvetica, 
sans-serif;...font-size: 
14px;.
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C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\db\dbadmin\lang_de.php

unknown 16912 3c 3f 70 68 70 0d 0a 2f 
2f 20 47 65 72 6d 61 
6e 20 6c 61 6e 67 75 
61 67 65 20 66 69 6c 
65 20 62 79 20 43 68 
72 69 73 74 6f 70 68 
65 72 20 4b 72 61 6d 
65 72 20 28 63 72 61 
7a 79 34 63 68 72 69 
73 73 69 29 0d 0a 2f 2f 
20 52 65 61 64 20 6f 
75 72 20 77 69 6b 69 
20 6f 6e 20 68 6f 77 20 
74 6f 20 74 72 61 6e 
73 6c 61 74 65 3a 20 
68 74 74 70 3a 2f 2f 63 
6f 64 65 2e 67 6f 6f 67 
6c 65 2e 63 6f 6d 2f 70 
2f 70 68 70 6c 69 74 
65 61 64 6d 69 6e 2f 
77 69 6b 69 2f 4c 6f 63 
61 6c 69 7a 61 74 69 
6f 6e 0d 0a 24 6c 61 
6e 67 20 3d 20 61 72 
72 61 79 28 0d 0a 09 
22 64 69 72 65 63 74 
69 6f 6e 22 20 3d 3e 
20 22 4c 54 52 22 2c 
0d 0a 09 22 64 61 74 
65 5f 66 6f 72 6d 61 74 
22 20 3d 3e 20 27 5c 
61 5c 6d 20 64 2e 6d 
2e 59 20 5c 75 5c 6d 
20 48 3a 69 3a 73 20 
28 54 29 27 2c 0d 0a 
09 22 

<?php..// German 
language file by 
Christopher Kramer 
(crazy4chrissi)..// Read our 
wiki on how to translate: 
http://code.
google.com/p/phpliteadmin
/wiki/Localization..$lang = 
array(..."direction" => 
"LTR",..."date_format" => 
'\a\m d.m.Y \u\m H:i:s 
(T)',..."

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\db\dbadmin\lang_en.php

unknown 15295 3c 3f 70 68 70 0d 0a 2f 
2f 20 45 6e 67 6c 69 
73 68 20 6c 61 6e 67 
75 61 67 65 2d 74 65 
78 74 73 2e 0d 0a 2f 2f 
20 54 68 69 73 20 66 
69 6c 65 20 69 73 20 
6f 6e 6c 79 20 6d 65 
61 6e 74 20 61 73 20 
61 20 62 61 73 69 73 
20 66 6f 72 20 79 6f 75 
20 74 6f 20 64 6f 20 79 
6f 75 72 20 6f 77 6e 20 
74 72 61 6e 73 6c 61 
74 69 6f 6e 21 0d 0a 2f 
2f 20 52 65 61 64 20 6f 
75 72 20 77 69 6b 69 
20 6f 6e 20 68 6f 77 20 
74 6f 20 74 72 61 6e 
73 6c 61 74 65 3a 20 
68 74 74 70 3a 2f 2f 63 
6f 64 65 2e 67 6f 6f 67 
6c 65 2e 63 6f 6d 2f 70 
2f 70 68 70 6c 69 74 
65 61 64 6d 69 6e 2f 
77 69 6b 69 2f 4c 6f 63 
61 6c 69 7a 61 74 69 
6f 6e 0d 0a 24 6c 61 
6e 67 20 3d 20 61 72 
72 61 79 28 0d 0a 09 
22 64 69 72 65 63 74 
69 6f 6e 22 20 3d 3e 
20 22 4c 54 52 22 2c 
0d 0a 09 22 64 61 74 
65 5f 66 6f 72 

<?php..// English 
language-texts...// This file 
is only meant as a basis 
for you to do your own 
translation!..// Read our 
wiki on how to translate: ht
tp://code.google.com/p/ph
plite
admin/wiki/Localization..$l
ang = array(..."direction" 
=> "LTR",..."date_for
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C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\db\dbadmin\modern.css

unknown 6434 2f 2a 0d 0a 70 68 70 
4c 69 74 65 41 64 6d 
69 6e 20 4d 6f 64 65 
72 6e 20 54 68 65 6d 
65 0d 0a 43 72 65 61 
74 65 64 20 62 79 20 
50 65 74 61 72 20 4b 
6f 72 65 74 69 63 20 6f 
6e 20 30 31 2f 30 34 2f 
32 30 31 33 0d 0a 2a 
2f 0d 0a 0d 0a 68 74 
6d 6c 2c 62 6f 64 79 
20 0d 0a 7b 0d 0a 20 
20 20 20 66 6f 6e 74 
3a 20 38 31 2e 32 35 
25 20 61 72 69 61 6c 
2c 20 68 65 6c 76 65 
74 69 63 61 2c 20 73 
61 6e 73 2d 73 65 72 
69 66 3b 0d 0a 7d 0d 
0a 2f 2a 20 6f 76 65 72 
61 6c 6c 20 73 74 79 
6c 65 73 20 66 6f 72 
20 65 6e 74 69 72 65 
20 70 61 67 65 20 2a 
2f 0d 0a 62 6f 64 79 0d 
0a 7b 0d 0a 09 6d 61 
72 67 69 6e 3a 20 30 
70 78 3b 0d 0a 09 70 
61 64 64 69 6e 67 3a 
20 30 70 78 3b 0d 0a 
09 66 6f 6e 74 2d 73 
69 7a 65 3a 20 31 65 
6d 3b 0d 0a 09 63 6f 
6c 6f 72 3a 20 23 30 
30 30 3b 0d 0a 09 

/*..phpLiteAdmin Modern 
Theme..Created by Petar 
Koretic on 0
1/04/2013..*/....html,body ..
{..    font: 81.25% arial, 
helvetica, sans-serif;..}../* 
overall styles for entire 
page */..body..{...margin: 
0px;...padding: 0px;...font-
size: 1em;...color: #000;...

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\db\dbadmin\retro.css

unknown 4826 2f 2a 0d 0a 70 68 70 
4c 69 74 65 41 64 6d 
69 6e 20 52 65 74 72 
6f 20 54 68 65 6d 65 
0d 0a 43 72 65 61 74 
65 64 20 62 79 20 44 
61 6e 65 20 49 72 61 
63 6c 65 6f 75 73 20 6f 
6e 20 36 2f 31 2f 31 31 
0d 0a 2a 2f 0d 0a 0d 
0a 2f 2a 20 6f 76 65 72 
61 6c 6c 20 73 74 79 
6c 65 73 20 66 6f 72 
20 65 6e 74 69 72 65 
20 70 61 67 65 20 2a 
2f 0d 0a 62 6f 64 79 0d 
0a 7b 0d 0a 09 6d 61 
72 67 69 6e 3a 20 30 
70 78 3b 0d 0a 09 70 
61 64 64 69 6e 67 3a 
20 30 70 78 3b 0d 0a 
09 66 6f 6e 74 2d 66 
61 6d 69 6c 79 3a 22 
43 6f 75 72 69 65 72 
20 4e 65 77 22 2c 20 
43 6f 75 72 69 65 72 
2c 20 6d 6f 6e 6f 73 70 
61 63 65 3b 0d 0a 09 
66 6f 6e 74 2d 73 69 
7a 65 3a 20 31 34 70 
78 3b 0d 0a 09 63 6f 
6c 6f 72 3a 23 43 43 
43 3b 0d 0a 09 62 61 
63 6b 67 72 6f 75 6e 
64 2d 63 6f 6c 6f 72 3a 
20 23 30 30 

/*..phpLiteAdmin Retro 
Theme..Created by Dane 
Iracleous on 6/1/11..*/..../* 
overall styles for entire 
page */..body..{...margin: 
0px;...padding: 0px;...font-
family:"Courier New", C
ourier, monospace;...font-
size: 
14px;...color:#CCC;...back
ground-color: #00
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C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\db\index.php

unknown 1592 3c 21 44 4f 43 54 59 
50 45 20 48 54 4d 4c 
3e 0a 3c 68 74 6d 6c 
20 78 6d 6c 6e 73 3d 
68 74 74 70 3a 2f 2f 77 
77 77 2e 77 33 2e 6f 
72 67 2f 31 39 39 39 2f 
78 68 74 6d 6c 3e 0a 
09 3c 68 65 61 64 3e 
0a 09 09 3c 6d 65 74 
61 20 68 74 74 70 2d 
65 71 75 69 76 3d 22 
43 6f 6e 74 65 6e 74 
2d 54 79 70 65 22 20 
63 6f 6e 74 65 6e 74 
3d 22 74 65 78 74 2f 
68 74 6d 6c 3b 20 63 
68 61 72 73 65 74 3d 
55 54 46 2d 38 22 20 
2f 3e 0a 09 09 3c 6c 
69 6e 6b 20 74 79 70 
65 3d 22 74 65 78 74 
2f 63 73 73 22 20 72 
65 6c 3d 22 73 74 79 
6c 65 73 68 65 65 74 
22 20 6d 65 64 69 61 
3d 22 73 63 72 65 65 
6e 22 20 68 72 65 66 
3d 22 2f 63 73 73 2f 6a 
71 75 65 72 79 2d 75 
69 2d 31 2e 31 31 2e 
34 2e 63 75 73 74 6f 
6d 2e 6d 69 6e 2e 63 
73 73 22 3e 0a 09 09 
3c 6c 69 6e 6b 20 72 
65 6c 3d 22 73 74 79 

<!DOCTYPE HTML>.<html 
xmlns=ht
tp://www.w3.org/1999/xht
ml>..<head>...<meta http-
equiv="Content-Type" 
content="text/html; 
charset=UTF-8" />...<link 
type="text/css" 
rel="stylesheet" m
edia="screen" 
href="/css/jquery-ui-
1.11.4.custom.min.css">...
<link rel="sty

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\db\info.php

unknown 20 3c 3f 70 68 70 0a 09 
70 68 70 69 6e 66 6f 
28 29 3b 0a 3f 3e 

<?php..phpinfo();.?> success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\db\shell\config.php

unknown 2395 3b 20 3c 3f 70 68 70 
20 64 69 65 28 27 46 
6f 72 62 69 64 64 65 
6e 27 29 3b 20 3f 3e 
20 20 2d 2a 2d 20 63 
6f 6e 66 20 2d 2a 2d 
0a 3b 20 44 6f 20 6e 6f 
74 20 72 65 6d 6f 76 
65 20 74 68 65 20 61 
62 6f 76 65 20 6c 69 
6e 65 2c 20 69 74 20 
69 73 20 61 6c 6c 20 
74 68 61 74 20 70 72 
65 76 65 6e 74 73 20 
74 68 69 73 20 66 69 
6c 65 20 66 72 6f 6d 
0a 3b 20 62 65 69 6e 
67 20 64 6f 77 6e 6c 6f 
61 64 65 64 2e 0a 3b 
0a 3b 20 63 6f 6e 66 
69 67 2e 70 68 70 20 
66 69 6c 65 20 66 6f 
72 20 50 48 50 20 53 
68 65 6c 6c 0a 3b 20 
43 6f 70 79 72 69 67 
68 74 20 28 43 29 20 
32 30 30 35 2d 32 30 
31 32 20 74 68 65 20 
50 68 70 73 68 65 6c 
6c 2d 74 65 61 6d 0a 
3b 20 4c 69 63 65 6e 
73 65 64 20 75 6e 64 
65 72 20 74 68 65 20 
47 4e 55 20 47 50 4c 
2e 20 20 53 65 65 20 
74 68 65 20 66 69 6c 
65 

; <?php die('Forbidden'); ?
>  -*- conf -*-.; Do not 
remove the above line, it is 
all that prevents this file 
from.; being 
downloaded..;.; config.php 
file for PHP Shell.; 
Copyright (C) 2005-2012 
the Phpshell-team.; 
Licensed under the GNU 
GPL.  See the file
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C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\db\shell\index.php

unknown 22643 3c 3f 70 68 70 20 2f 2f 
20 2d 2a 2d 20 63 6f 
64 69 6e 67 3a 20 75 
74 66 2d 38 20 2d 2a 
2d 0a 0a 64 65 66 69 
6e 65 28 27 50 48 50 
53 48 45 4c 4c 5f 56 
45 52 53 49 4f 4e 27 
2c 20 27 32 2e 34 27 
29 3b 0a 2f 2a 0a 0a 
20 20 2a 2a 2a 2a 2a 
2a 2a 2a 2a 2a 2a 2a 
2a 2a 2a 2a 2a 2a 2a 
2a 2a 2a 2a 2a 2a 2a 
2a 2a 2a 2a 2a 2a 2a 
2a 2a 2a 2a 2a 2a 2a 
2a 2a 2a 2a 2a 2a 2a 
2a 2a 2a 2a 2a 2a 2a 
2a 2a 2a 2a 2a 2a 2a 
2a 0a 20 20 2a 20 20 
20 20 20 20 20 20 20 
20 20 20 20 20 20 20 
20 20 20 20 20 50 48 
50 20 53 68 65 6c 6c 
20 20 20 20 20 20 20 
20 20 20 20 20 20 20 
20 20 20 20 20 20 20 
20 20 20 20 20 20 20 
20 20 2a 0a 20 20 2a 
2a 2a 2a 2a 2a 2a 2a 
2a 2a 2a 2a 2a 2a 2a 
2a 2a 2a 2a 2a 2a 2a 
2a 2a 2a 2a 2a 2a 2a 
2a 2a 2a 2a 2a 2a 2a 
2a 2a 2a 2a 2a 2a 2a 
2a 2a 2a 2a 2a 2a 2a 
2a 2a 

<?php // -*- coding: utf-8 -*-
..define('PHPSHELL_VER
SION', '2.4');./*..  
*****************
******************************
***************.  *                     
PHP Shell                              
*.  *******
******************************
***************

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\db\shell\style.css

unknown 1940 2f 2a 20 73 74 79 6c 
65 2e 63 73 73 20 66 
69 6c 65 20 66 6f 72 
20 50 48 50 20 53 68 
65 6c 6c 0a 20 2a 20 
43 6f 70 79 72 69 67 
68 74 20 28 43 29 20 
32 30 30 33 2d 32 30 
31 32 20 74 68 65 20 
50 68 70 73 68 65 6c 
6c 2d 74 65 61 6d 0a 
20 2a 20 4c 69 63 65 
6e 73 65 64 20 75 6e 
64 65 72 20 74 68 65 
20 47 4e 55 20 47 50 
4c 2e 20 20 53 65 65 
20 74 68 65 20 66 69 
6c 65 20 43 4f 50 59 
49 4e 47 20 66 6f 72 
20 64 65 74 61 69 6c 
73 2e 0a 20 2a 0a 20 
2a 2f 0a 0a 62 6f 64 79 
20 7b 0a 20 20 66 6f 
6e 74 2d 66 61 6d 69 
6c 79 3a 20 73 61 6e 
73 2d 73 65 72 69 66 
3b 0a 20 20 63 6f 6c 6f 
72 3a 20 23 66 66 66 
66 66 66 3b 0a 20 20 
6d 61 72 67 69 6e 3a 
20 30 70 78 3b 0a 7d 
0a 2e 6d 61 69 6e 20 
7b 0a 09 70 6f 73 69 
74 69 6f 6e 3a 61 62 
73 6f 6c 75 74 65 3b 
0a 09 68 65 69 67 68 
74 

/* style.css file for PHP 
Shell. * Copyright (C) 
2003-2012 the Phpshell-
team. * Licensed under the 
GNU GPL.  See the file 
COPYING for details.. *. */.
.body {.  font-family: sans-
serif;.  color: #ffffff;.  margi
n: 0px;.}..main 
{..position:absolute;..height
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C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\db\style.css

unknown 1326 62 6f 64 79 20 7b 0a 
09 6d 61 72 67 69 6e 
3a 30 3b 0a 09 70 61 
64 64 69 6e 67 3a 30 
3b 0a 09 66 6f 6e 74 
2d 66 61 6d 69 6c 79 
3a 20 61 72 69 61 6c 
3b 0a 09 63 6f 6c 6f 72 
3a 20 23 66 66 66 66 
66 66 3b 0a 09 62 61 
63 6b 67 72 6f 75 6e 
64 3a 20 23 31 45 37 
45 41 43 3b 0a 7d 0a 
2e 6d 61 69 6e 20 7b 
0a 09 70 6f 73 69 74 
69 6f 6e 3a 61 62 73 6f 
6c 75 74 65 3b 0a 09 
68 65 69 67 68 74 3a 
31 30 30 25 3b 0a 09 
77 69 64 74 68 3a 20 
31 30 30 25 3b 0a 09 
74 65 78 74 2d 61 6c 
69 67 6e 3a 20 63 65 
6e 74 65 72 3b 0a 09 
62 61 63 6b 67 72 6f 
75 6e 64 3a 20 23 61 
37 63 66 64 66 3b 20 
2f 2a 20 4f 6c 64 20 62 
72 6f 77 73 65 72 73 
20 2a 2f 0a 09 62 61 
63 6b 67 72 6f 75 6e 
64 3a 20 2d 6d 6f 7a 
2d 6c 69 6e 65 61 72 
2d 67 72 61 64 69 65 
6e 74 28 2d 34 35 64 
65 67 2c 20 23 61 37 

body 
{..margin:0;..padding:0;.
.font-family: arial;..color: #
ffffff;..background: 
#1E7EAC;.}..main 
{..position:absolute;.
.height:100%;..width: 
100%;..text-align: 
center;..background: 
#a7cfdf; /* Old browsers */.
.background: -moz-linear-
gradient(-45deg, #a7

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\deviceconfig.php

unknown 32768 3c 3f 70 68 70 0a 09 
69 6e 63 6c 75 64 65 
20 22 2f 77 77 77 2f 69 
6e 63 6c 75 64 65 2f 
73 71 6c 64 62 2e 70 
68 70 22 3b 0a 09 69 
6e 63 6c 75 64 65 20 
22 2f 77 77 77 2f 69 6e 
63 6c 75 64 65 2f 6f 70 
74 69 6f 6e 2e 70 68 
70 22 3b 0a 09 69 6e 
63 6c 75 64 65 20 22 
69 6e 63 6c 75 64 65 
2f 63 72 79 70 74 2e 
70 68 70 22 3b 0a 09 
24 44 6f 4e 6f 74 53 68 
6f 77 49 6e 43 6f 6e 66 
69 67 3d 61 72 72 61 
79 28 22 41 4c 4c 33 
36 39 30 22 2c 20 22 
41 4c 4c 33 36 39 31 
22 2c 20 22 41 4c 4c 
33 36 39 36 22 29 3b 
0a 09 24 70 61 67 65 
20 3d 20 24 5f 50 4f 53 
54 5b 27 73 69 74 65 
27 5d 3b 0a 09 24 70 
61 67 65 5f 6c 65 76 
65 6c 3d 64 62 5f 72 
65 61 64 5f 73 71 6c 5f 
73 6f 6c 6f 28 20 22 53 
45 4c 45 43 54 20 73 
65 63 75 72 69 74 79 
20 46 52 4f 4d 20 66 
72 6f 6e 74 65 6e 64 
20 57 

<?php..include 
"/www/include/s
qldb.php";..include 
"/www/incl
ude/option.php";..include 
"inc
lude/crypt.php";..$DoNotS
howIn
Config=array("ALL3690", 
"ALL3691", 
"ALL3696");..$page = 
$_PO
ST['site'];..$page_level=db
_read_sql_solo( "SELECT 
security FROM frontend W
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C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\deviceconfig.php

unknown 11748 65 64 27 29 20 7b 0a 
09 09 09 09 09 09 6d 
65 73 73 61 67 65 5f 
74 69 6d 65 28 33 30 
30 30 2c 20 24 28 27 
23 6d 73 67 27 29 29 
3b 0a 09 09 09 09 09 
09 76 61 72 20 74 73 
20 3d 20 4d 61 74 68 
2e 72 6f 75 6e 64 28 
28 6e 65 77 20 44 61 
74 65 28 29 29 2e 67 
65 74 54 69 6d 65 28 
29 20 2f 20 31 30 30 
30 29 3b 0a 09 09 09 
09 09 09 24 2e 70 6f 
73 74 28 27 2f 61 6a 
61 78 2f 64 62 5f 74 6f 
6f 6c 73 2e 70 68 70 
27 2c 20 7b 20 22 69 
64 22 3a 22 64 69 67 
69 74 61 6c 54 6f 54 
65 78 74 41 63 74 69 
76 65 22 2c 20 22 73 
65 74 22 3a 20 73 65 
74 74 6f 2c 20 22 74 
73 22 3a 20 74 73 20 
7d 29 3b 0a 09 09 09 
09 09 09 24 28 22 23 
64 69 67 69 74 61 6c 
54 6f 54 65 78 74 5f 6f 
6e 2c 20 23 64 69 67 
69 74 61 6c 54 6f 54 
65 78 74 5f 6f 66 22 29 
2e 70 72 6f 70 28 27 
63 68 65 63 6b 65 64 

ed') 
{.......message_time(3000, 
$('#msg'));.......var ts = M
ath.round((new 
Date()).getTime() / 
1000);.......$.post('/aja
x/db_tools.php', { "id":"digit
alToTextActive", "set": 
setto, "ts": ts 
});.......$("#digita
lToText_on, 
#digitalToText_of"
).prop('checked

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\deviceservices.php

unknown 16594 3c 3f 70 68 70 0a 69 
6e 63 6c 75 64 65 20 
22 2f 77 77 77 2f 69 6e 
63 6c 75 64 65 2f 73 
71 6c 64 62 2e 70 68 
70 22 3b 0a 69 6e 63 
6c 75 64 65 20 22 2f 
77 77 77 2f 69 6e 63 
6c 75 64 65 2f 6f 70 74 
69 6f 6e 2e 70 68 70 
22 3b 0a 24 70 61 67 
65 20 3d 20 62 61 73 
65 6e 61 6d 65 28 5f 5f 
46 49 4c 45 5f 5f 2c 20 
27 2e 70 68 70 27 29 
3b 0a 69 6e 63 6c 75 
64 65 20 22 2f 77 77 
77 2f 69 6e 63 6c 75 
64 65 2f 73 65 63 75 
72 69 74 79 2e 70 68 
70 22 3b 0a 24 64 65 
76 69 63 65 3d 66 69 
6c 65 5f 67 65 74 5f 63 
6f 6e 74 65 6e 74 73 
28 22 2f 65 74 63 2f 64 
65 66 61 75 6c 74 2f 
64 65 76 69 63 65 22 
29 3b 0a 69 66 28 24 
5f 50 4f 53 54 5b 27 67 
77 27 5d 21 3d 31 29 
20 7b 0a 09 24 73 79 
73 6c 6f 67 5f 61 63 74 
69 76 3d 64 62 5f 72 
65 61 64 28 22 2f 73 
79 73 2f 6c 6f 67 67 69 
6e 

<?php.include 
"/www/include/sq
ldb.php";.include 
"/www/includ
e/option.php";.$page = 
basename(__FILE__, 
'.php');.include "
/www/include/security.php"
;.$d
evice=file_get_contents("/e
tc/
default/device");.if($_POS
T['gw']!=1) 
{..$syslog_activ=db_re
ad("/sys/loggin
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C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\documentation.php

unknown 2507 3c 3f 70 68 70 0a 2f 2a 
20 53 56 3a 20 32 2e 
35 31 0a 20 2a 20 44 
54 3a 20 32 30 31 32 
31 30 32 36 20 0a 20 
2a 2f 0a 20 20 20 20 
69 6e 63 6c 75 64 65 
20 22 2f 77 77 77 2f 69 
6e 63 6c 75 64 65 2f 
73 71 6c 64 62 2e 70 
68 70 22 3b 0a 09 69 
6e 63 6c 75 64 65 20 
22 2f 77 77 77 2f 69 6e 
63 6c 75 64 65 2f 6f 70 
74 69 6f 6e 2e 70 68 
70 22 3b 0a 20 20 20 
20 24 64 65 76 69 63 
65 5f 74 79 70 65 3d 
64 62 5f 72 65 61 64 
28 22 2f 63 6f 6e 74 72 
6f 6c 2f 64 65 76 69 63 
65 74 79 70 65 22 29 
3b 0a 09 24 64 61 74 
61 3d 61 72 72 61 79 
28 22 66 6f 72 6d 61 
74 22 3d 3e 22 70 64 
66 22 2c 20 22 74 79 
70 65 22 3d 3e 24 64 
65 76 69 63 65 5f 74 
79 70 65 2c 22 6c 61 
6e 67 22 3d 3e 24 6c 
6f 63 29 3b 0a 09 24 
72 65 73 75 6c 74 3d 
61 72 72 61 79 28 29 
3b 0a 09 24 63 75 72 
6c 20 3d 20 

<?php./* SV: 2.51. * DT: 
20121026 . */.    include 
"/www/inc
lude/sqldb.php";..include 
"/ww
w/include/option.php";.    
$de
vice_type=db_read("/contr
ol/de
vicetype");..$data=array("f
ormat"=>"pdf", 
"type"=>$device_ty
pe,"lang"=>$loc);..$result=
array();..$curl = 

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\evaluation.php

unknown 21286 3c 3f 70 68 70 0a 2f 2a 
20 49 4e 54 45 52 56 
41 4c 20 73 74 61 6e 
64 61 72 64 20 6d 65 
61 73 75 72 65 6d 65 
6e 74 20 65 76 61 6c 
20 2a 2f 0a 69 6e 63 
6c 75 64 65 20 22 2f 
77 77 77 2f 69 6e 63 
6c 75 64 65 2f 73 71 
6c 64 62 2e 70 68 70 
22 3b 0a 24 70 61 67 
65 20 3d 20 22 65 76 
61 6c 75 61 74 69 6f 
6e 22 3b 0a 24 70 61 
67 65 5f 6c 65 76 65 
6c 3d 64 62 5f 72 65 
61 64 5f 73 71 6c 5f 73 
6f 6c 6f 28 20 22 53 45 
4c 45 43 54 20 73 65 
63 75 72 69 74 79 20 
46 52 4f 4d 20 66 72 6f 
6e 74 65 6e 64 20 57 
48 45 52 45 20 76 61 
6c 75 65 3d 27 22 2e 
24 70 61 67 65 2e 22 
27 22 2c 30 20 29 3b 
0a 69 6e 63 6c 75 64 
65 20 22 2f 77 77 77 2f 
69 6e 63 6c 75 64 65 
2f 73 65 63 75 72 69 
74 79 2e 70 68 70 22 
3b 0a 24 75 73 62 3d 
66 61 6c 73 65 3b 0a 
24 6d 6f 75 6e 74 5f 75 
73 62 3d 22 

<?php./* INTERVAL 
standard measurement 
eval */.include "/www
/include/sqldb.php";.$page 
= "
evaluation";.$page_level=d
b_read_sql_solo( 
"SELECT security FROM 
frontend WHERE 
value='".$page."'",0 
);.include "/www/in
clude/security.php";.$usb=f
alse;.$mount_usb="

success or wait 1 4070F3 WriteFile
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C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\evaluation_energy.php

unknown 22199 3c 3f 70 68 70 0a 2f 2a 
20 45 4e 45 52 47 59 
20 6d 65 61 73 75 72 
65 6d 65 6e 74 20 65 
76 61 6c 20 2a 2f 0a 
69 6e 63 6c 75 64 65 
20 22 2f 77 77 77 2f 69 
6e 63 6c 75 64 65 2f 
73 71 6c 64 62 2e 70 
68 70 22 3b 0a 24 70 
61 67 65 20 3d 20 22 
65 76 61 6c 75 61 74 
69 6f 6e 22 3b 0a 24 
70 61 67 65 5f 6c 65 
76 65 6c 3d 64 62 5f 
72 65 61 64 5f 73 71 
6c 5f 73 6f 6c 6f 28 20 
22 53 45 4c 45 43 54 
20 73 65 63 75 72 69 
74 79 20 46 52 4f 4d 
20 66 72 6f 6e 74 65 
6e 64 20 57 48 45 52 
45 20 76 61 6c 75 65 
3d 27 22 2e 24 70 61 
67 65 2e 22 27 22 2c 
30 20 29 3b 0a 69 6e 
63 6c 75 64 65 20 22 
2f 77 77 77 2f 69 6e 63 
6c 75 64 65 2f 73 65 
63 75 72 69 74 79 2e 
70 68 70 22 3b 0a 24 
75 73 62 3d 66 61 6c 
73 65 3b 0a 24 6d 6f 
75 6e 74 5f 75 73 62 
3d 22 2f 6d 6e 74 2f 75 
73 62 6d 65 6d 

<?php./* ENERGY 
measurement eval 
*/.include "/www/include/sq
ldb.php";.$page = 
"evaluation"
;.$page_level=db_read_sql
_solo( "SELECT security 
FROM frontend WHERE 
value='".$page."'",0 
);.include 
"/www/include/secur
ity.php";.$usb=false;.$mou
nt_usb="/mnt/usbmem

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\evaluation_point.php

unknown 21314 3c 3f 70 68 70 0a 2f 2a 
20 49 4e 54 45 52 56 
41 4c 20 73 74 61 6e 
64 61 72 64 20 6d 65 
61 73 75 72 65 6d 65 
6e 74 20 65 76 61 6c 
20 2a 2f 0a 69 6e 63 
6c 75 64 65 20 22 2f 
77 77 77 2f 69 6e 63 
6c 75 64 65 2f 73 71 
6c 64 62 2e 70 68 70 
22 3b 0a 24 70 61 67 
65 20 3d 20 22 65 76 
61 6c 75 61 74 69 6f 
6e 22 3b 0a 24 70 61 
67 65 5f 6c 65 76 65 
6c 3d 64 62 5f 72 65 
61 64 5f 73 71 6c 5f 73 
6f 6c 6f 28 20 22 53 45 
4c 45 43 54 20 73 65 
63 75 72 69 74 79 20 
46 52 4f 4d 20 66 72 6f 
6e 74 65 6e 64 20 57 
48 45 52 45 20 76 61 
6c 75 65 3d 27 22 2e 
24 70 61 67 65 2e 22 
27 22 2c 30 20 29 3b 
0a 69 6e 63 6c 75 64 
65 20 22 2f 77 77 77 2f 
69 6e 63 6c 75 64 65 
2f 73 65 63 75 72 69 
74 79 2e 70 68 70 22 
3b 0a 24 75 73 62 3d 
66 61 6c 73 65 3b 0a 
24 6d 6f 75 6e 74 5f 75 
73 62 3d 22 

<?php./* INTERVAL 
standard measurement 
eval */.include "/www
/include/sqldb.php";.$page 
= "
evaluation";.$page_level=d
b_read_sql_solo( 
"SELECT security FROM 
frontend WHERE 
value='".$page."'",0 
);.include "/www/in
clude/security.php";.$usb=f
alse;.$mount_usb="

success or wait 1 4070F3 WriteFile

File Path Offset Length Value Ascii Completion Count
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C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\ext_allnet.php

unknown 20349 3c 3f 70 68 70 0a 69 
6e 63 6c 75 64 65 20 
22 2f 77 77 77 2f 69 6e 
63 6c 75 64 65 2f 73 
71 6c 64 62 2e 70 68 
70 22 3b 0a 69 6e 63 
6c 75 64 65 20 22 2f 
77 77 77 2f 69 6e 63 
6c 75 64 65 2f 6f 70 74 
69 6f 6e 2e 70 68 70 
22 3b 0a 69 6e 63 6c 
75 64 65 20 22 69 6e 
63 6c 75 64 65 2f 63 
72 79 70 74 2e 70 68 
70 22 3b 0a 24 70 61 
67 65 20 3d 20 62 61 
73 65 6e 61 6d 65 28 
5f 5f 46 49 4c 45 5f 5f 
2c 20 27 2e 70 68 70 
27 29 3b 0a 24 70 61 
67 65 5f 6c 65 76 65 
6c 3d 64 62 5f 72 65 
61 64 5f 73 71 6c 5f 73 
6f 6c 6f 28 20 22 53 45 
4c 45 43 54 20 73 65 
63 75 72 69 74 79 20 
46 52 4f 4d 20 66 72 6f 
6e 74 65 6e 64 20 57 
48 45 52 45 20 76 61 
6c 75 65 3d 27 22 2e 
24 70 61 67 65 2e 22 
27 22 2c 30 20 29 3b 
0a 69 6e 63 6c 75 64 
65 20 22 2f 77 77 77 2f 
69 6e 63 6c 75 64 65 
2f 73 65 

<?php.include 
"/www/include/sq
ldb.php";.include 
"/www/includ
e/option.php";.include 
"include/crypt.php";.$page 
= basename(__FILE__, 
'.php');.$page_leve
l=db_read_sql_solo( 
"SELECT security FROM 
frontend WHERE val
ue='".$page."'",0 );.include 
"/www/include/se

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\ext_allnets.php

unknown 3527 3c 3f 70 68 70 0a 09 
69 6e 63 6c 75 64 65 
20 22 2f 77 77 77 2f 69 
6e 63 6c 75 64 65 2f 
73 71 6c 64 62 2e 70 
68 70 22 3b 0a 09 69 
6e 63 6c 75 64 65 20 
22 2f 77 77 77 2f 69 6e 
63 6c 75 64 65 2f 6f 70 
74 69 6f 6e 2e 70 68 
70 22 3b 0a 09 24 70 
61 67 65 20 3d 20 62 
61 73 65 6e 61 6d 65 
28 5f 5f 46 49 4c 45 5f 
5f 2c 20 27 2e 70 68 
70 27 29 3b 0a 09 24 
73 74 6d 20 20 3d 20 
22 53 45 4c 45 43 54 
20 65 78 74 65 72 6e 
61 6c 2e 69 64 2c 20 
65 78 74 65 72 6e 61 
6c 2e 65 6e 61 62 6c 
65 64 2c 20 65 78 74 
65 72 6e 61 6c 2e 64 
65 76 69 63 65 5f 74 
79 70 65 2c 20 65 78 
74 65 72 6e 61 6c 2e 
64 65 76 69 63 65 5f 
6e 61 6d 65 2c 20 65 
78 74 65 72 6e 61 6c 
2e 64 65 76 69 63 65 
5f 61 64 64 72 65 73 
73 2c 20 65 78 74 65 
72 6e 61 6c 2e 72 65 
6d 6f 74 65 5f 64 65 76 
69 63 65 5f 74 

<?php..include 
"/www/include/s
qldb.php";..include 
"/www/incl
ude/option.php";..$page = 
basename(__FILE__, 
'.php');..$stm  = "SELECT 
external.id, extern
al.enabled, 
external.device_type, 
external.device_name, 
external.device_address, 
external.remote_device_t

success or wait 1 4070F3 WriteFile
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C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\ext_monitor.php

unknown 14912 3c 3f 70 68 70 0a 69 
6e 63 6c 75 64 65 20 
22 2f 77 77 77 2f 69 6e 
63 6c 75 64 65 2f 73 
71 6c 64 62 2e 70 68 
70 22 3b 0a 69 6e 63 
6c 75 64 65 20 22 2f 
77 77 77 2f 69 6e 63 
6c 75 64 65 2f 6f 70 74 
69 6f 6e 2e 70 68 70 
22 3b 0a 69 6e 63 6c 
75 64 65 20 22 69 6e 
63 6c 75 64 65 2f 63 
72 79 70 74 2e 70 68 
70 22 3b 0a 24 70 61 
67 65 20 3d 20 24 5f 
50 4f 53 54 5b 27 73 
69 74 65 27 5d 3b 0a 
24 70 61 67 65 5f 6c 
65 76 65 6c 3d 64 62 
5f 72 65 61 64 5f 73 71 
6c 5f 73 6f 6c 6f 28 20 
22 53 45 4c 45 43 54 
20 73 65 63 75 72 69 
74 79 20 46 52 4f 4d 
20 66 72 6f 6e 74 65 
6e 64 20 57 48 45 52 
45 20 76 61 6c 75 65 
3d 27 22 2e 24 70 61 
67 65 2e 22 27 22 2c 
30 20 29 3b 0a 69 6e 
63 6c 75 64 65 20 22 
2f 77 77 77 2f 69 6e 63 
6c 75 64 65 2f 73 65 
63 75 72 69 74 79 2e 
70 68 70 22 3b 

<?php.include 
"/www/include/sq
ldb.php";.include 
"/www/includ
e/option.php";.include 
"include/crypt.php";.$page 
= $_POST['
site'];.$page_level=db_rea
d_sql_solo( "SELECT 
security FROM frontend 
WHERE value='".$page.
"'",0 );.include 
"/www/include
/security.php";

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\ext_monitors.php

unknown 3087 3c 3f 70 68 70 0a 09 
69 6e 63 6c 75 64 65 
20 22 2f 77 77 77 2f 69 
6e 63 6c 75 64 65 2f 
73 71 6c 64 62 2e 70 
68 70 22 3b 0a 09 69 
6e 63 6c 75 64 65 20 
22 2f 77 77 77 2f 69 6e 
63 6c 75 64 65 2f 6f 70 
74 69 6f 6e 2e 70 68 
70 22 3b 0a 2f 2f 20 09 
24 73 74 6d 20 20 3d 
20 22 53 45 4c 45 43 
54 20 65 78 74 65 72 
6e 61 6c 2e 69 64 2c 
20 65 78 74 65 72 6e 
61 6c 2e 65 6e 61 62 
6c 65 64 2c 20 65 78 
74 65 72 6e 61 6c 2e 
64 65 76 69 63 65 5f 
74 79 70 65 2c 20 65 
78 74 65 72 6e 61 6c 
2e 64 65 76 69 63 65 
5f 6e 61 6d 65 2c 20 
65 78 74 65 72 6e 61 
6c 2e 64 65 76 69 63 
65 5f 61 64 64 72 65 
73 73 20 46 52 4f 4d 
20 65 78 74 65 72 6e 
61 6c 20 22 3b 0a 2f 2f 
20 09 24 73 74 6d 20 
2e 3d 20 22 57 48 45 
52 45 20 65 78 74 65 
72 6e 61 6c 2e 64 65 
76 69 63 65 5f 74 79 
70 65 20 3d 20 

<?php..include 
"/www/include/s
qldb.php";..include 
"/www/incl
ude/option.php";.// .$stm  = 
"SELECT external.id, 
external.enabled, 
external.device_type, 
external.device_name, 
external.device_address 
FROM external ";.// .$stm 
.= "WHERE external
.device_type = 

success or wait 1 4070F3 WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

Copyright Joe Security LLC 2021 Page 262 of 313



C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\ext_virtual.php

unknown 32768 3c 3f 70 68 70 0a 69 
6e 63 6c 75 64 65 20 
22 2f 77 77 77 2f 69 6e 
63 6c 75 64 65 2f 73 
71 6c 64 62 2e 70 68 
70 22 3b 0a 69 6e 63 
6c 75 64 65 20 22 2f 
77 77 77 2f 69 6e 63 
6c 75 64 65 2f 6f 70 74 
69 6f 6e 2e 70 68 70 
22 3b 0a 69 6e 63 6c 
75 64 65 20 22 69 6e 
63 6c 75 64 65 2f 63 
72 79 70 74 2e 70 68 
70 22 3b 0a 24 70 61 
67 65 20 3d 20 24 5f 
50 4f 53 54 5b 27 73 
69 74 65 27 5d 3b 0a 
24 70 61 67 65 5f 6c 
65 76 65 6c 3d 64 62 
5f 72 65 61 64 5f 73 71 
6c 5f 73 6f 6c 6f 28 20 
22 53 45 4c 45 43 54 
20 73 65 63 75 72 69 
74 79 20 46 52 4f 4d 
20 66 72 6f 6e 74 65 
6e 64 20 57 48 45 52 
45 20 76 61 6c 75 65 
3d 27 22 2e 24 70 61 
67 65 2e 22 27 22 2c 
30 20 29 3b 0a 69 6e 
63 6c 75 64 65 20 22 
2f 77 77 77 2f 69 6e 63 
6c 75 64 65 2f 73 65 
63 75 72 69 74 79 2e 
70 68 70 22 3b 

<?php.include 
"/www/include/sq
ldb.php";.include 
"/www/includ
e/option.php";.include 
"include/crypt.php";.$page 
= $_POST['
site'];.$page_level=db_rea
d_sql_solo( "SELECT 
security FROM frontend 
WHERE value='".$page.
"'",0 );.include 
"/www/include
/security.php";

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\ext_virtual.php

unknown 12662 65 28 24 73 74 6d 29 
3b 0a 09 09 09 09 09 
66 6f 72 65 61 63 68 
28 24 63 6c 6f 6e 65 
20 61 73 20 24 6b 65 
79 20 3d 3e 20 24 76 
61 6c 29 20 7b 0a 09 
09 09 09 09 09 69 66 
28 24 6b 65 79 3d 3d 
22 63 75 73 74 6f 6d 5f 
70 6f 72 74 5f 6e 61 6d 
65 22 29 3a 0a 09 09 
09 09 09 09 09 24 69 
6e 73 65 72 74 2e 3d 
22 27 22 2e 24 66 5f 
63 75 73 74 6f 6d 5f 70 
6f 72 74 5f 6e 61 6d 65 
2e 22 27 2c 22 3b 0a 
09 09 09 09 09 09 09 
24 6f 6c 64 6e 61 6d 
65 3d 24 76 61 6c 3b 
0a 09 09 09 09 09 09 
65 6c 73 65 69 66 20 
28 24 6b 65 79 3d 3d 
22 63 75 73 74 6f 6d 5f 
70 6f 72 74 5f 64 65 73 
63 72 69 70 74 69 6f 
6e 22 29 3a 0a 09 09 
09 09 09 09 09 24 69 
6e 73 65 72 74 2e 3d 
22 27 22 2e 5f 39 39 
39 30 37 39 5f 2e 22 
20 22 2e 24 6f 6c 64 
6e 61 6d 65 2e 20 22 
27 2c 22 3b 0a 09 09 
09 09 09 09 

e($stm);......foreach($clone 
as $key => $val) 
{.......if($ke
y=="custom_port_name"):.
......
.$insert.="'".$f_custom_por
t_n
ame."',";........$oldname=$v
al;.......elseif 
($key=="custom_
port_descr
iption"):........$insert.=
"'"._999079_." ".$oldname. 
"',";.......

success or wait 1 4070F3 WriteFile
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C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\ext_virtuals.php

unknown 3998 3c 3f 70 68 70 0a 2f 2a 
0a 20 34 30 31 31 2d 
34 30 31 34 20 42 65 
72 65 63 68 65 6e 65 
6e 0a 20 34 30 30 30 
2d 34 30 30 35 20 53 
70 65 7a 69 61 6c 0a 
20 2a 2f 0a 09 69 6e 
63 6c 75 64 65 20 22 
2f 77 77 77 2f 69 6e 63 
6c 75 64 65 2f 73 71 
6c 64 62 2e 70 68 70 
22 3b 0a 09 69 6e 63 
6c 75 64 65 20 22 2f 
77 77 77 2f 69 6e 63 
6c 75 64 65 2f 6f 70 74 
69 6f 6e 2e 70 68 70 
22 3b 0a 09 24 70 61 
67 65 5f 6c 65 76 65 
6c 3d 64 62 5f 72 65 
61 64 5f 73 71 6c 5f 73 
6f 6c 6f 28 20 22 53 45 
4c 45 43 54 20 73 65 
63 75 72 69 74 79 20 
46 52 4f 4d 20 66 72 6f 
6e 74 65 6e 64 20 57 
48 45 52 45 20 76 61 
6c 75 65 3d 27 22 2e 
24 5f 50 4f 53 54 5b 27 
73 69 74 65 27 5d 2e 
22 27 22 2c 30 20 29 
3b 0a 09 69 6e 63 6c 
75 64 65 20 22 2f 77 
77 77 2f 69 6e 63 6c 
75 64 65 2f 73 65 63 
75 72 69 

<?php./*. 4011-4014 
Berechenen. 4000-4005 
Spezial. */..include 
"/www/include/sqldb.php";..
include 
"/www/include/option.p
hp";..$page_level=db_read
_sql_solo( "SELECT 
security FROM frontend 
WHERE 
value='".$_POST['
site']."'",0 );..include "/www
/include/securi

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\favicon.ico

unknown 5430 00 00 01 00 02 00 20 
20 00 00 01 00 20 00 
a8 10 00 00 26 00 00 
00 10 10 00 00 01 00 
20 00 68 04 00 00 ce 
10 00 00 28 00 00 00 
20 00 00 00 40 00 00 
00 01 00 20 00 00 00 
00 00 00 10 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 

......  .... .....&......... .h.......
(... ...@..... .......
..............................
..............................
..............................
..............................
..............................
..............................
...............

success or wait 1 4070F3 WriteFile
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C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\flowcontrol.php

unknown 32768 3c 3f 70 68 70 0a 69 
6e 63 6c 75 64 65 20 
22 2f 77 77 77 2f 69 6e 
63 6c 75 64 65 2f 73 
71 6c 64 62 2e 70 68 
70 22 3b 0a 69 6e 63 
6c 75 64 65 20 22 2f 
77 77 77 2f 69 6e 63 
6c 75 64 65 2f 6f 70 74 
69 6f 6e 2e 70 68 70 
22 3b 0a 24 70 61 67 
65 20 3d 20 24 5f 50 4f 
53 54 5b 27 73 69 74 
65 27 5d 3b 0a 24 70 
61 67 65 5f 6c 65 76 
65 6c 3d 64 62 5f 72 
65 61 64 5f 73 71 6c 5f 
73 6f 6c 6f 28 20 22 53 
45 4c 45 43 54 20 73 
65 63 75 72 69 74 79 
20 46 52 4f 4d 20 66 
72 6f 6e 74 65 6e 64 
20 57 48 45 52 45 20 
76 61 6c 75 65 3d 27 
22 2e 24 70 61 67 65 
2e 22 27 22 2c 30 20 
29 3b 0a 69 6e 63 6c 
75 64 65 20 22 2f 77 
77 77 2f 69 6e 63 6c 
75 64 65 2f 73 65 63 
75 72 69 74 79 2e 70 
68 70 22 3b 0a 24 72 
75 6e 49 64 3d 30 3b 
0a 24 66 6c 6f 77 52 
75 6e 3d 65 78 65 63 
28 22 70 73 20 

<?php.include 
"/www/include/sq
ldb.php";.include 
"/www/includ
e/option.php";.$page = 
$_POST[
'site'];.$page_level=db_rea
d_sql_solo( "SELECT 
security FROM frontend 
WHERE value='".$page
."'",0 );.include 
"/www/includ
e/security.php";.$runId=0;.
$flowRun=exec("ps 

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\flowcontrol.php

unknown 18504 72 65 73 69 7a 61 62 
6c 65 3a 20 66 61 6c 
73 65 2c 0a 09 09 09 
09 77 69 64 74 68 3a 
20 33 30 30 2c 0a 09 
09 09 09 62 75 74 74 
6f 6e 73 3a 20 7b 0a 
09 09 09 09 09 3c 3f 
70 68 70 20 65 63 68 
6f 20 5f 30 30 30 30 39 
35 5f 3b 20 3f 3e 3a 20 
66 75 6e 63 74 69 6f 
6e 28 29 20 7b 0a 20 
09 09 09 09 09 09 24 
28 27 23 73 65 74 41 
6c 6c 46 61 64 65 56 
61 6c 75 65 27 29 2e 
68 69 64 65 28 29 3b 
0a 09 09 09 09 09 09 
24 28 74 68 69 73 29 
2e 64 69 61 6c 6f 67 
28 27 64 65 73 74 72 
6f 79 27 29 3b 0a 09 
09 09 09 09 7d 2c 0a 
09 09 09 09 09 3c 3f 
70 68 70 20 65 63 68 
6f 20 5f 30 30 30 30 36 
31 5f 3b 20 3f 3e 3a 20 
66 75 6e 63 74 69 6f 
6e 28 29 20 7b 0a 09 
09 09 09 09 09 76 61 
72 20 53 65 74 54 6f 
3d 24 28 27 23 73 65 
74 41 6c 6c 46 61 64 
65 56 61 6c 75 65 27 
29 2e 76 61 6c 28 

resizable: false,.....width: 3
00,.....buttons: {......<?php 
echo _000095_; ?>: 
function() {. 
......$('#setAllFadeValue')
.hide();.......$(this).dialog(
'destroy');......},......<?php 
echo _000061_; ?>: 
function() {.......var 
SetTo=$('#setAllF
adeValue').val(

success or wait 1 4070F3 WriteFile
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C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\flowcontrols.php

unknown 14793 3c 3f 70 68 70 0a 69 
6e 63 6c 75 64 65 20 
22 2f 77 77 77 2f 69 6e 
63 6c 75 64 65 2f 73 
71 6c 64 62 2e 70 68 
70 22 3b 0a 24 70 61 
67 65 20 3d 20 24 5f 
50 4f 53 54 5b 27 73 
69 74 65 27 5d 3b 0a 
24 70 61 67 65 5f 6c 
65 76 65 6c 3d 64 62 
5f 72 65 61 64 5f 73 71 
6c 5f 73 6f 6c 6f 28 20 
22 53 45 4c 45 43 54 
20 73 65 63 75 72 69 
74 79 20 46 52 4f 4d 
20 66 72 6f 6e 74 65 
6e 64 20 57 48 45 52 
45 20 76 61 6c 75 65 
3d 27 22 2e 24 70 61 
67 65 2e 22 27 22 2c 
30 20 29 3b 0a 69 6e 
63 6c 75 64 65 20 22 
2f 77 77 77 2f 69 6e 63 
6c 75 64 65 2f 73 65 
63 75 72 69 74 79 2e 
70 68 70 22 3b 0a 24 
72 75 6e 49 64 3d 30 
3b 0a 24 66 6c 6f 77 
52 75 6e 3d 65 78 65 
63 28 22 70 73 20 2d 
6f 20 63 6f 6d 6d 20 7c 
20 67 72 65 70 20 66 
6c 6f 77 22 2c 20 24 6f 
75 74 70 75 74 2c 20 
24 72 65 74 

<?php.include 
"/www/include/sq
ldb.php";.$page = 
$_POST['site
'];.$page_level=db_read_s
ql_solo( "SELECT security 
FROM frontend WHERE 
value='".$page."'",0 
);.include 
"/www/include/sec
urity.php";.$runId=0;.$flow
Run=exec("ps -o comm | 
grep flow", $output, $ret

success or wait 1 4070F3 WriteFile

C:\Users\user\AppData\Local\Te
mp\IXP000.TMP\patchfiles\www\flowwrite.php

unknown 4314 3c 3f 70 68 70 0a 2f 2f 
70 73 20 7c 20 67 72 
65 70 20 66 6c 6f 77 
34 2e 73 68 20 7c 20 
67 72 65 70 20 2d 76 
20 67 72 65 70 20 7c 
20 61 77 6b 20 27 7b 
70 72 69 6e 74 20 24 
31 7d 27 20 7c 20 78 
61 72 67 73 20 6b 69 
6c 6c 20 2d 49 4e 54 
0a 2f 2f 63 68 61 6e 6e 
65 6c 5f 73 65 74 20 
3c 44 42 5f 49 44 20 
64 65 73 20 4b 61 6e 
61 6c 73 3e 20 3c 53 
6f 6c 6c 2d 48 65 6c 
6c 69 67 6b 65 69 74 
20 30 2e 2e 2e 32 35 
35 3e 20 3c 46 61 64 
69 6e 67 2d 57 65 72 
74 3e 0a 2f 2f 20 20 20 
20 20 20 20 20 20 20 
20 20 20 20 20 31 20 
20 20 20 20 32 20 20 
20 20 20 33 20 20 20 
20 20 34 20 20 20 20 
20 35 20 20 20 20 20 
36 20 20 20 20 20 37 
20 20 20 20 20 38 20 
20 20 20 20 39 20 20 
20 20 31 30 20 20 20 
20 31 31 20 20 20 20 
31 32 20 20 20 20 31 
33 20 20 20 20 31 34 
20 20 20 20 31 35 0a 

<?php.//ps | grep flow4.sh | 
grep -v grep | awk '{print 
$1}' | xargs kill -
INT.//channel_set <DB_ID 
des Kanals> <Soll-He
lligkeit 0...255> <Fading-
Wert>.//               1     2     
3     4     5     6     7     8     
9    10    11    12    13    
14    15.
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<?php.include 
"/www/include/sq
ldb.php";.$page = 
basename(__FILE__, 
'.php');.include "/www/
include/security.php";.inclu
de 
"/www/include/crypt.php";.
$expert= 
db_read("/control/fronte
nd/expert");.$showPort="di
spla
y:none";.if($expert=="1") 
{..$showPort=null;.
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3d 5b 5d 3b 0a 09 7d 
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_exists("/etc/remote_acces
s")) 
{...$remote_access=explod
e("\
n",file_get_contents("/etc/r
em
ote_access"));...$remoteU
sers=
array_filter($remote_acces
s);..} else 
{...$remoteUsers=[];..
}..if($type==0) { // delete us
er...foreach($remoteUsers 
as $i=>$userLine) {
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success or wait 1 4070F3 WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

File Path Offset Length Completion Count
Source
Address Symbol

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles.zip unknown 1024 success or wait 1 406FDA ReadFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles.zip unknown 131072 success or wait 1 406FDA ReadFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles.zip unknown 4 success or wait 1 406FDA ReadFile

C:\Users\user\AppData\Local\Temp\IXP000.TMP\patchfiles.zip unknown 4 success or wait 594 406FDA ReadFile

Start time: 23:29:56

Start date: 19/04/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1

Imagebase: 0x7ff724c50000

File size: 625664 bytes

MD5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Start time: 23:30:00

Start date: 19/04/2021

File ReadFile Read

Analysis Process: conhost.exe PID: 2804 Parent PID: 6420Analysis Process: conhost.exe PID: 2804 Parent PID: 6420

General

Analysis Process: alp.exe PID: 6752 Parent PID: 7136Analysis Process: alp.exe PID: 6752 Parent PID: 7136

General
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File ActivitiesFile Activities

Path: C:\Users\user\AppData\Local\Temp\IXP000.TMP\alp.exe

Wow64 process (32bit): true

Commandline: C:\Users\user\AppData\Local\Temp\IXP000.TMP\alp.exe

Imagebase: 0xef0000

File size: 985600 bytes

MD5 hash: BF506999F29EAAB4910A08ED740C12FB

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Antivirus matches: Detection: 8%, ReversingLabs

Reputation: low

File Path Offset Length Completion Count
Source
Address Symbol

File ActivitiesFile Activities

Start time: 23:30:08

Start date: 19/04/2021

Path: C:\Windows\System32\rundll32.exe

Wow64 process (32bit): false

Commandline: 'C:\Windows\system32\rundll32.exe' C:\Windows\system32\advpack.dll,DelNodeRunDLL32 
'C:\Users\user\AppData\Local\Temp\IXP000.TMP\'

Imagebase: 0x7ff7e4720000

File size: 69632 bytes

MD5 hash: 73C519F050C20580F8A62C849D49215A

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File Path Completion Count
Source
Address Symbol

Analysis Process: rundll32.exe PID: 5940 Parent PID: 3424Analysis Process: rundll32.exe PID: 5940 Parent PID: 3424

General
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