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Analysis Report qMus8K6kXx

Overview

General Information Detection

Sample gMus8K6kXx (renamed file
Name: extension from none to dll) MALICIOUS

Analysis ID: 392881

Classification

Dridex dropper found

Found malware configuration

MD5: a789cbelbe2abe.. Yara detected Dridex unpacked file
SHAL: d70b6c72da60fas. €2 URLs / IPs found in malware con...
SHAZSG: 01c6dagz37isae.. Machine Learning detection for samp...
Tags:

Infos: Q & “.: v Tries to delay execution (extensive O...

. . Tries to detect sandboxes / dynamic...
Most interesting Screenshot:

Abnermal high' CPU Usage

Dridex Dropper Antiviruisior Machine llearning|detec:..
80

w
«Q
>
2
(=
=
®
(7]

Score: Contains functionality te call native fi..

-] Range: 0-100 Contains functionality te checkifaid:..
Whitelisted: false
) Contains functionality'te guery/locale:..
Confidence: 100%

Startup

= System is w10x64
e W loaddll32.exe (PID: 4548 cmdline: loaddll32.exe 'C:\Users\user\Desktop\qMus8K6kXx.dIlI' MD5: 542795ADF7CCO8EFCF675D65310596E8)
. cmd.exe (PID: 4696 cmdline: cmd.exe /C rundll32.exe 'C:\Users\user\Desktop\qMus8K6kXx.dll',#1 MD5: F3BDBE3BB6F734E357235F4D5898582D)
. D rundll32.exe (PID: 5300 cmdline: rundll32.exe 'C:\Users\user\Desktop\qMus8K6kXx.dIl',#1 MD5: D7CA562B0DB4F4DDOF03A89A1FDAD63D)
. D rundll32.exe (PID: 1692 cmdline: rundll32.exe 'C:\Users\user\Desktop\qMus8K6kXx.dIl',ReadLogRecord MD5: D7CA562B0DB4F4DDOF03A89A1FDAD63D)
. Q’ WerFault.exe (PID: 4560 cmdline: C:\Windows\SysWOW64\WerFault.exe -u -p 4548 -s 428 MD5: 9E2B8ACAD48ECCA55C0230D63623661B)
= cleanup

Malware Configuration

Threatname: Dridex

"Version": 40111,
"c2 list": [
"94.247.168.64:443",
"159.203.93.122:8172",
"50.116.27.97:2303"
1,
"RC4 keys": [
"VOw9c7u110XYjoFF2SzRWNcWNob7Sec 1HxEVgBrFF",
"5gZeCc805cQELWNF44Ik184W6M0Z25098R0 1 7kPT21 t FWvdxWiT70K404YnFUN4mL "

Yara Overview

Memory Dumps

Source Rule Description Author Strings
00000003.00000002.514563081.0000000070561000.00000 JoeSecurity_Dridex_1  Yara detected Joe Security
020.00020000.sdmp Dridex unpacked

file
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Source Rule Description Author Strings

00000007.00000002.510987530.0000000070561000.00000 JoeSecurity Dridex_1 Yara detected Joe Security
020.00020000.sdmp Dridex unpacked
file

Unpacked PEs

Source Rule Description Author Strings

7.2.rundll32.exe.70560000.3.unpack JoeSecurity_Dridex_1  Yara detected Joe Security
Dridex unpacked
file
3.2.rundll32.exe.70560000.3.unpack JoeSecurity_Dridex_1  Yara detected Joe Security
Dridex unpacked
file

Sigma Overview

No Sigma rule has matched

Signature Overview

@ AV Detection

® Compliance

@ Networking

@ E-Banking Fraud

@ System Summary

@ Data Obfuscation

@ Hooking and other Techniques for Hiding and Protection
@ Malware Analysis System Evasion

® Anti Debugging

@ HIPS / PFW / Operating System Protection Evasion
@ Language, Device and Operating System Detection

@

Click to jump to signature section

=

AV Detection:

Found malware configuration

= “

Networking:

E-Banking Fraud:

=

Dridex dropper found

Yara detected Dridex unpacked file

Malware Analysis System Evasion:

“ =
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50.116.27.97

LINODE-APLinodeLLCUS

United States ES

& 94.247.168.64 4

Behavior Graph

ID: 392881
Sample: GMusBKBKXxX
Startdate: 19/04/2021
Architecture:  WINDOWS
Score: 80

159.203.93.122 2
GLESYS-ASSE DIGITALOCEAN-ASNUS

Sweden #= United States ES

Screenshots

Thumbnails

- - - S

This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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Process
Signature
Created File
DNS/IP Info
Is Dropped

Is Windows Process

w HEOEC
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B
o0

. Visual Basic
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loaddi32.ex ﬁ Delphi
Java

@

.Net C# or VB.NET

C, C++ or other language

O® 2|

Tries to detect sandboxes
/ dynamic malware analysis started L.
system (file name check) Is malicious
Internet
B cndee rundii32.exe -

WerFault.exe a2

Tries to detect sandboxes
/ dynamic malware analysis
system (file name check)

Tries to detect sandboxes
/ dynamic malware analysis
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Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link

gMus8K6ekXx.dll 100% Joe Sandbox ML

Dropped Files

No Antivirus matches

Unpacked PE Files

Source Detection Scanner Label Link Download
3.2.rundlI32.exe.f80000.2.unpack 100% Avira TR/ATRAPS.Gen2 Download File
1.2.loaddll32.exe.1500000.0.unpack 100% Avira TR/ATRAPS.Gen2 Download File
7.2.rundlI32.exe.df0000.1.unpack 100% Avira TR/ATRAPS.Gen2 Download File
Domains

No Antivirus matches

URLs

No Antivirus matches
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Domains and IPs

Contacted Domains
No contacted domains info

URLs from Memory and Binaries

Name Source Malicious Antivirus Detection Reputation

hitp://ansicon.adoxa.vze.com/6 qMus8K6kxXx.dll false high

Contacted IPs

] No. of IPs < 25%
B 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%
Bl 75% <No. of IPs

Public

P Domain Country Flag ASN ASN Name Malicious
159.203.93.122 unknown United States = 14061 DIGITALOCEAN-ASNUS true
50.116.27.97 unknown United States = 63949 LINODE-APLinodeLLCUS  true
94.247.168.64 unknown Sweden + 43948 GLESYS-ASSE true

General Information

Joe Sandbox Version: 31.0.0 Emerald

Analysis ID: 392881

Start date: 19.04.2021

Start time: 23:35:10

Joe Sandbox Product: CloudBasic

Overall analysis duration: Oh 7m 9s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: gMus8K6kXx (renamed file extension from none to dll)
Cookbook file name: default.jbs
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Analysis system description:

Number of analysed new started processes analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

EGA Information:

HDC Information:

HCA Information:

Cookbook Comments:

Warnings:

Simulations

Behavior and APIs

Time Type Description

23:36:45 API Interceptor

Joe Sandbox View | Context

IPs

Match
159.203.93.122

Copyright Joe Security LLC 2021

Associated Sample Name /| URL SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

1x Sleep call for process: loaddll32.exe modified

Windows 10 64 bit v1803 with Office Professional Plus
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8

Update 211
16

o ©o o o

e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled

default
Timeout

MAL

mal80.bank.troj.evad.winDLL@8/4@0/3

Failed

e Successful, ratio: 99.8% (good quality ratio 96.3%)

e Quality average: 80.5%

e Quality standard deviation: 25.5%

e Successful, ratio: 92%

e Number of executed functions: 0
* Number of non-executed functions: 0

* Adjust boot time
e Enable AMSI

Show All

e Exclude process from analysis (whitelisted):
MpCmdRun.exe, WerFault.exe, SgrmBroker.exe,

conhost.exe, svchost.exe

Detection Link

malicious Browse
malicious Browse
malicious Browse
malicious Browse
malicious Browse
malicious Browse
malicious Browse
malicious Browse
malicious Browse
malicious Browse
malicious Browse
malicious Browse
malicious Browse
malicious Browse
malicious Browse
malicious Browse
malicious Browse
malicious Browse
malicious Browse

Context
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https://view.joesandbox.com/analysis/299977/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299977/html/none?idtype=webid
https://view.joesandbox.com/analysis/299971/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299971/html/none?idtype=webid
https://view.joesandbox.com/analysis/299970/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299970/html/none?idtype=webid
https://view.joesandbox.com/analysis/299969/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299969/html/none?idtype=webid
https://view.joesandbox.com/analysis/299968/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299968/html/none?idtype=webid
https://view.joesandbox.com/analysis/299967/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299967/html/none?idtype=webid
https://view.joesandbox.com/analysis/299966/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299966/html/none?idtype=webid
https://view.joesandbox.com/analysis/299965/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299965/html/none?idtype=webid
https://view.joesandbox.com/analysis/299963/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299963/html/none?idtype=webid
https://view.joesandbox.com/analysis/299962/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299962/html/none?idtype=webid
https://view.joesandbox.com/analysis/299961/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299961/html/none?idtype=webid
https://view.joesandbox.com/analysis/299959/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299959/html/none?idtype=webid
https://view.joesandbox.com/analysis/299958/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299958/html/none?idtype=webid
https://view.joesandbox.com/analysis/299957/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299957/html/none?idtype=webid
https://view.joesandbox.com/analysis/299956/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299956/html/none?idtype=webid
https://view.joesandbox.com/analysis/299954/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299954/html/none?idtype=webid
https://view.joesandbox.com/analysis/299953/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299953/html/none?idtype=webid
https://view.joesandbox.com/analysis/299951/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299951/html/none?idtype=webid
https://view.joesandbox.com/analysis/299950/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299950/html/none?idtype=webid

Match

50.116.27.97

94.247.168.64

Domains

No context

ASN

Match
DIGITALOCEAN-ASNUS
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SHA 256
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Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
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Detection
malicious
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malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Context

Context

159.203.93.122
159.203.93.122
159.203.93.122
159.203.93.122
159.203.93.122
159.203.93.122
159.203.93.122
159.203.93.122
159.203.93.122
159.203.93.122
159.203.93.122
159.203.93.122
159.203.93.122
159.203.93.122
159.203.93.122
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https://view.joesandbox.com/analysis/299949/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299949/html/none?idtype=webid
https://view.joesandbox.com/analysis/299977/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299977/html/none?idtype=webid
https://view.joesandbox.com/analysis/299971/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299971/html/none?idtype=webid
https://view.joesandbox.com/analysis/299970/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299970/html/none?idtype=webid
https://view.joesandbox.com/analysis/299969/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299969/html/none?idtype=webid
https://view.joesandbox.com/analysis/299968/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299968/html/none?idtype=webid
https://view.joesandbox.com/analysis/299967/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299967/html/none?idtype=webid
https://view.joesandbox.com/analysis/299966/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299966/html/none?idtype=webid
https://view.joesandbox.com/analysis/299965/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299965/html/none?idtype=webid
https://view.joesandbox.com/analysis/299963/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299963/html/none?idtype=webid
https://view.joesandbox.com/analysis/299962/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299962/html/none?idtype=webid
https://view.joesandbox.com/analysis/299961/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299961/html/none?idtype=webid
https://view.joesandbox.com/analysis/299959/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299959/html/none?idtype=webid
https://view.joesandbox.com/analysis/299958/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299958/html/none?idtype=webid
https://view.joesandbox.com/analysis/299957/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299957/html/none?idtype=webid
https://view.joesandbox.com/analysis/299956/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299956/html/none?idtype=webid
https://view.joesandbox.com/analysis/299954/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299954/html/none?idtype=webid
https://view.joesandbox.com/analysis/299953/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299953/html/none?idtype=webid
https://view.joesandbox.com/analysis/299951/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299951/html/none?idtype=webid
https://view.joesandbox.com/analysis/299950/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299950/html/none?idtype=webid
https://view.joesandbox.com/analysis/299949/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299949/html/none?idtype=webid
https://view.joesandbox.com/analysis/299977/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299977/html/none?idtype=webid
https://view.joesandbox.com/analysis/299971/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299971/html/none?idtype=webid
https://view.joesandbox.com/analysis/299970/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299970/html/none?idtype=webid
https://view.joesandbox.com/analysis/299969/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299969/html/none?idtype=webid
https://view.joesandbox.com/analysis/299968/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299968/html/none?idtype=webid
https://view.joesandbox.com/analysis/299967/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299967/html/none?idtype=webid
https://view.joesandbox.com/analysis/299966/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299966/html/none?idtype=webid
https://view.joesandbox.com/analysis/299965/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299965/html/none?idtype=webid
https://view.joesandbox.com/analysis/299963/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299963/html/none?idtype=webid
https://view.joesandbox.com/analysis/299962/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299962/html/none?idtype=webid
https://view.joesandbox.com/analysis/299961/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299961/html/none?idtype=webid
https://view.joesandbox.com/analysis/299959/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299959/html/none?idtype=webid
https://view.joesandbox.com/analysis/299958/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299958/html/none?idtype=webid
https://view.joesandbox.com/analysis/299957/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299957/html/none?idtype=webid
https://view.joesandbox.com/analysis/299956/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299956/html/none?idtype=webid
https://view.joesandbox.com/analysis/299954/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299954/html/none?idtype=webid
https://view.joesandbox.com/analysis/299953/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299953/html/none?idtype=webid
https://view.joesandbox.com/analysis/299951/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299951/html/none?idtype=webid
https://view.joesandbox.com/analysis/299950/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299950/html/none?idtype=webid
https://view.joesandbox.com/analysis/299949/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299949/html/none?idtype=webid
https://view.joesandbox.com/analysis/299977/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299977/html/none?idtype=webid
https://view.joesandbox.com/analysis/299971/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299971/html/none?idtype=webid
https://view.joesandbox.com/analysis/299970/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299970/html/none?idtype=webid
https://view.joesandbox.com/analysis/299969/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299969/html/none?idtype=webid
https://view.joesandbox.com/analysis/299968/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299968/html/none?idtype=webid
https://view.joesandbox.com/analysis/299967/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299967/html/none?idtype=webid
https://view.joesandbox.com/analysis/299966/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299966/html/none?idtype=webid
https://view.joesandbox.com/analysis/299965/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299965/html/none?idtype=webid
https://view.joesandbox.com/analysis/299963/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299963/html/none?idtype=webid
https://view.joesandbox.com/analysis/299962/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299962/html/none?idtype=webid
https://view.joesandbox.com/analysis/299961/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299961/html/none?idtype=webid
https://view.joesandbox.com/analysis/299959/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299959/html/none?idtype=webid
https://view.joesandbox.com/analysis/299958/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299958/html/none?idtype=webid
https://view.joesandbox.com/analysis/299957/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299957/html/none?idtype=webid
https://view.joesandbox.com/analysis/299956/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299956/html/none?idtype=webid

Match

LINODE-APLinodeLLCUS

GLESYS-ASSE

JA3 Fingerprints
No context

Dropped Files

No context

SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

>
I
@
o
o,
2
®
o
[
o
3
=2
o
2
o
3
o
(=
A
[

Created / dropped Files

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Context

159.203.93.122
159.203.93.122
159.203.93.122
159.203.93.122
159.203.93.122
50.116.27.97
50.116.27.97
50.116.27.97
50.116.27.97
50.116.27.97
50.116.27.97
50.116.27.97
50.116.27.97
50.116.27.97
50.116.27.97
50.116.27.97
50.116.27.97
50.116.27.97
50.116.27.97
50.116.27.97
50.116.27.97
50.116.27.97
50.116.27.97

50.116.27.97

50.116.27.97

94.247.168.64
94.247.168.64
94.247.168.64
94.247.168.64
94.247.168.64
94.247.168.64
94.247.168.64
94.247.168.64
94.247.168.64
94.247.168.64
94.247.168.64
94.247.168.64
94.247.168.64
94.247.168.64
94.247.168.64
94.247.168.64
94.247.168.64
94.247.168.64
94.247.168.64
94.247.168.64

C:\ProgramData\Microsoft\Windows\WER\ReportQueue\AppCrash_loaddll32.exe_f940423413aeeel195ae8a7e3bd18fce80b8b52f 160cf2be 1198010b\

Report.wer

Process: C:\Windows\SysWOW64\WerFault.exe

File Type: Little-endian UTF-16 Unicode text, with CRLF line terminators
Category: dropped
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https://view.joesandbox.com/analysis/299954/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299954/html/none?idtype=webid
https://view.joesandbox.com/analysis/299953/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299953/html/none?idtype=webid
https://view.joesandbox.com/analysis/299951/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299951/html/none?idtype=webid
https://view.joesandbox.com/analysis/299950/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299950/html/none?idtype=webid
https://view.joesandbox.com/analysis/299949/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299949/html/none?idtype=webid
https://view.joesandbox.com/analysis/299977/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299977/html/none?idtype=webid
https://view.joesandbox.com/analysis/299971/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299971/html/none?idtype=webid
https://view.joesandbox.com/analysis/299970/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299970/html/none?idtype=webid
https://view.joesandbox.com/analysis/299969/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299969/html/none?idtype=webid
https://view.joesandbox.com/analysis/299968/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299968/html/none?idtype=webid
https://view.joesandbox.com/analysis/299967/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299967/html/none?idtype=webid
https://view.joesandbox.com/analysis/299966/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299966/html/none?idtype=webid
https://view.joesandbox.com/analysis/299965/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299965/html/none?idtype=webid
https://view.joesandbox.com/analysis/299963/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299963/html/none?idtype=webid
https://view.joesandbox.com/analysis/299962/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299962/html/none?idtype=webid
https://view.joesandbox.com/analysis/299961/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299961/html/none?idtype=webid
https://view.joesandbox.com/analysis/299959/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299959/html/none?idtype=webid
https://view.joesandbox.com/analysis/299958/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299958/html/none?idtype=webid
https://view.joesandbox.com/analysis/299957/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299957/html/none?idtype=webid
https://view.joesandbox.com/analysis/299956/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299956/html/none?idtype=webid
https://view.joesandbox.com/analysis/299954/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299954/html/none?idtype=webid
https://view.joesandbox.com/analysis/299953/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299953/html/none?idtype=webid
https://view.joesandbox.com/analysis/299951/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299951/html/none?idtype=webid
https://view.joesandbox.com/analysis/299950/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299950/html/none?idtype=webid
https://view.joesandbox.com/analysis/299949/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299949/html/none?idtype=webid
https://view.joesandbox.com/analysis/299977/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299977/html/none?idtype=webid
https://view.joesandbox.com/analysis/299971/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299971/html/none?idtype=webid
https://view.joesandbox.com/analysis/299970/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299970/html/none?idtype=webid
https://view.joesandbox.com/analysis/299969/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299969/html/none?idtype=webid
https://view.joesandbox.com/analysis/299968/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299968/html/none?idtype=webid
https://view.joesandbox.com/analysis/299967/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299967/html/none?idtype=webid
https://view.joesandbox.com/analysis/299966/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299966/html/none?idtype=webid
https://view.joesandbox.com/analysis/299965/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299965/html/none?idtype=webid
https://view.joesandbox.com/analysis/299963/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299963/html/none?idtype=webid
https://view.joesandbox.com/analysis/299962/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299962/html/none?idtype=webid
https://view.joesandbox.com/analysis/299961/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299961/html/none?idtype=webid
https://view.joesandbox.com/analysis/299959/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299959/html/none?idtype=webid
https://view.joesandbox.com/analysis/299958/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299958/html/none?idtype=webid
https://view.joesandbox.com/analysis/299957/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299957/html/none?idtype=webid
https://view.joesandbox.com/analysis/299956/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299956/html/none?idtype=webid
https://view.joesandbox.com/analysis/299954/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299954/html/none?idtype=webid
https://view.joesandbox.com/analysis/299953/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299953/html/none?idtype=webid
https://view.joesandbox.com/analysis/299951/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299951/html/none?idtype=webid
https://view.joesandbox.com/analysis/299950/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299950/html/none?idtype=webid
https://view.joesandbox.com/analysis/299949/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299949/html/none?idtype=webid

C:\ProgramData\Microsoft\Windows\WER\ReportQueue\AppCrash_loaddll32.exe_f940423413aeeel195ae8a7e3bd18fce80b8b52f 160cf2be 1198010b\

Report.wer
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

9234

3.7601252417160085

false

96:ynyXyay9hAvC5Q56tpXIQcQ6cén+hcEZcw3P+a+z+HbHgW6eugtnxzzloxACodu7:EJHUb+hjbj9g/u7scS2741th2q

43427DD6780B9256370B2A9EAFSE648A

F1569F33A2EC78F891D62DD027CALF4F9623E400

C909A0A29921049FD8AID5DCA257DAF35EE74163D24B9BF32A9E6348DF015219
C9655F547B8773605E120D0920E02A7739227A4DF65A9324C684C4E846384E0CB4E071F20649F54D16A4D7C15F239B6FF87188CBEB77E7097E63E4281522AF77
false

low

.V.ersion=1..Eve.ntTyp.e=BEX..EventTim.e=1326.3374.2095.2455009...Rep.ortTy.p.e=2..C.onsent=1..Rep.ortlden.tif.
ier=f3.e.cf1.7.d.-2021-464.7.-a18.2-6.f.d9.2.1.1fd.8.b.4....l.nte.grato.rRepo.rtldentifier=d3.0.d.d.cb.1l.-2c.cd.-4e.fc.-b.ada-5b.6.7.9.8.7.
1.6.fff..W.0.w.6.4.H.0.5.t.=.3.4.4.0.4....W.0w.6.4.G.u.e.s.t.=3.3.2....N.s.App.p.N.am.e.=lo.a.d.d.l.l.3.2..e x.e....A.p.p.S.e.s.s.i.0.n.G.u.i.d.=.0.0.0.0.1.1.c.4.-.0.0.0.1.-.0.
0.1.6.-.a.6.£.8.-.0.0.7.2.a.f.3.5.d.7.0.1....T.a.r.g.e.t. Ap.p.l.d.=W...0.0.0.0.d.a.3.9.a.3.e.e.5.e.6.b.4.b.0.d.3.2.5.5.b.f.e.f.9.5.6.0.1.8.9.0.a.f.d.8.0.7.0.9.1.0.0.0.0.d.a.3.9.
a.3.e.e.5..6.h.4.b.0.d.3.2.5.5.b.f.e.f.9.5.6.0.1.8.9.0.a.f.d.8.0.7.0.9...l.o.a.d.d.l...3.2...e.x.e....T.ar.g.e.tAp.p.V.er.=2.0.2.1.//.0.4.//.0.4.:.1.0.:.5.0.:.5.4.1.0...l.o.a.d.d.I.
1.3.2..ex.e...B.0.0.t1.d.=.4.2.9.4.9.6.7.2.9.

C:\ProgramData\Microsoft\Windows\WER\Temp\WERD99D.tmp.dmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Windows\SysWOW64\WerFault.exe

Mini DuMP crash report, 15 streams, Tue Apr 20 06:36:51 2021, 0x1205a4 type
dropped

40254

2.1323965203507385

false
192:39D7S312fHIVP/KMijYAuxQbUelgSA7J9ceFzcs:tDWS5fHIVP/K/zAHygSAISzcs
BDFCC951797CCOEF795F7A4EDD88B290
4A560825D3E4568C6FAA14619BAF37A5639C7ESE
FB7D794EDA0A43D568E909A64EDFFFA9A393E0677C63298E8DCA99C1613531F8

6164D02521296FD93FEFC587CAD3FCFFAA13BFB311CD15ACC6536A0D64B03DBDFBDB207403EFF72B8FA283ED7916F03969118B0F7EB32F796EDOOF9935AEF6
A

false

low

MDMP....... ...l Ve Ui B GenuinelntelWw........... Tood WV~ O Paacciifice. .Sitaindaard. \Timeen
.1.7.1.34..1..x8.6.fre..rs4._releas.e..1.8.04.10.-18.0.4

............................................................................................... d.0.9.€.0.1.€...1.3.8.6.,.1.0...0... 1.7.1.3. 4. Lo

C:\ProgramData\Microsoft\Windows\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Windows\SysWOW64\WerFault.exe

XML 1.0 document, Little-endian UTF-16 Unicode text, with CRLF line terminators

dropped

8366

3.6895074185708014

false
192:Rrl7r3GLNi3F6zAf6Y1iISUBgMfwS1QCpBt89bQisf1Qm:RrIsNi16zAf6 YISUBgmfwS1AQhfn
2837140701B6420CA4B240816610F93C
ALEF9D373E873475216697B15E07B8DE69F5722C
E2ED1BAF39FA520F2F84E787BE3951B58458DDDB418BB4B28F26404843A8CF67

1725E6C3EC4BFE8SA180D9EGEO90B7EA9BBCIDSE742E5FF42300C60EFAEG492AE3891987006ESDDBOE3EC95323A1DDC5F11D417FD84D71978C892D8849B8B25
A

false

low

.<?x.m.l .wvers.ion="1..0" enc.o.ding="UTF.-16."?2>..<W.E.RR.ep.ortMetadata>...<0.SV.ers.io.n.lnformation>....<W..nd.
o.w.s.N.T.V.e.r.s.i.0.n.>.1.0...0.<./W.i.n.d.ow.s.N.T.V.e.rs.i.o.n>........<B.wu.ild.>17.1.34</Bu.ild>.....<Pro.du.c.t>(.0x3.0).;. . W.in.d.ow.s. .1.0. .P.r.o.
</.Prod.u.ct>.....<Ed.itio.n>Profess.ional</Ed.ition>....<B.uildString>17134.1.amd.6.4fre.rs4._.re.leas.e..18.04.1.0.-18.0.4.
<./.B.u.ild.S.trin.g.> .<.R.ewis.ion>1l</Rewvision>....<Flavor>Multipro.cess.or Free</Flav.or>....<Architecture>X6.4.</
Ar.chitecture>.....<LClD.>1.0.3.3</LC.lD>...</0.SV.ers.io.n.lnformatio.n>...<Pro.c.ess.lnformation>....<P.id>454.8</P..
d>.....

C:\ProgramData\Microsoft\Windows\WER\Temp\WERED56.tmp.xml

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

C:\Windows\SysWOW64\WerFault.exe

XML 1.0 document, ASCII text, with CRLF line terminators
dropped

4658

4.426864166157594
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C:\ProgramData\Microsoft\Windows\WER\Temp\WERED56.tmp.xml

Encrypted: false

SSDEEP: 48:cviwSD8zslIgtWI9R1WSC8BD8fMm8M4JIVFFh6e+q8v7wIKcQlcQweUr7d:ul TF/OESNaJpKLKkw687d

MDS5: 1E89009EBC50F6494B85DESF7A1DEDSA

SHA1L: 970526390F584936AB086115D51F7946971C9831

SHA-256: B303460A60B7E75DE7B47F6BDC75BAFBD3173311DF9E602EBFF22AA0B8A183B6

SHA-512: B4FDC153A03D4D9F9875165F27B658D8ADDD792D28794FBD55A4AE2ADFDD2848054EC8F24A3A82C6E0010DD2B1C2AAIFE978E32170614107588555A4BBD835!

Malicious: false

Reputation: low

Preview:
<?xml version="1.0" encoding="UTF-8" standalone="yes"?>..<req ver="2">.. <tim>.. <src>..  <desc>.. <mach>.. <0s>.. <arg nm="vermaj" val="10"
/>.. <arg nm="vermin" val="0" />.. <arg nm="verbld" val="17134" />.. <arg nm="vercsdbld" val="1" />.. <arg nm="vergfe" val="1" />..
<arg nm="csdbld" val="1" />.. <arg nm="versp" val="0" />.. <arg nm="arch" val="9" />.. <arg nm="lcid" val="1033" />.. <arg nm="geoid"
val="244" [>.. <arg nm="sku" val="48" />.. <arg nm="domain" val="0" />.. <arg nm="prodsuite" val="256" />.. <arg nm="ntprodtype" val="1"
/>.. <arg nm="platid" val="2" />.. <arg nm="tmsi" val="954227" />.. <arg nm="osinsty" val="1" />.. <arg nm="iever" val="11.1.17134.0-1
1.0.47" />.. <arg nm="portos" val="0" />.. <arg nm="ram" val="4096" />..

Static File Info
General
File type:

Entropy (8bit):
TriD:

File name:
File size:
MD5:
SHAL:
SHA256:

SHA512:

SSDEEP:

File Content Preview:

File Icon

Icon Hash:

Static PE Info

General
Entrypoint:
Entrypoint Section:
Digitally signed:
Imagebase:
Subsystem:

Image File Characteristics:
DLL Characteristics:
Time Stamp:

TLS Callbacks:

CLR (.Net) Version:
OS Version Major:

OS Version Minor:

Copyright Joe Security LLC 2021

PE32 executable (DLL) (GUI) Intel 80386, for MS Wi
ndows

7.5485540145940595

e Win32 Dynamic Link Library (generic) (1002004/3)
99.60%

Generic Win/DOS Executable (2004/3) 0.20%
DOS Executable Generic (2002/1) 0.20%
Autodesk FLIC Image File (extensions: flc, fli, cel)
(7/3) 0.00%

qMus8K6kXx.dll
163840

.

.

.

a789cbhelbe2a6e99de90f65c5213c992
d70b6c72dab0faddc4c2b0ec32bcc4 1887721535

01c6da823713aeb976fea61d010524859d104cha25fe257
0855f21828df32086

elc41d50a5¢f9070ab11620b15b09cfd1f6162d29352b03
086731d922938bc88a68f75a824ad110d3f2068f76defOc
86dab25d77f050b054a4028bd5c279f49e

3072:rWX2ljzzpM+PncPeY8+03AU3HRIHPh3UGfXy0B
HNkIV/SchQQ2y0iNMO+y+NOtc:r421fzNPnoeY8j3AsHG
PXpHNj6rBymM3

74f0edecccdceOed

0x424410

text

false

0x400000

windows gui

32BIT_MACHINE, EXECUTABLE_IMAGE, DLL
TERMINAL_SERVER_AWARE, DYNAMIC_BASE, NX_COMPAT
0x607DE4E3 [Mon Apr 19 20:15:31 2021 UTC]
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General

File Version Major:

File Version Minor:
Subsystem Version Major:
Subsystem Version Minor:

Import Hash:

Entrypoint Preview

Instruction

mov edx, 00000000h
mov edx, 00000000h
cmpss xmm1, xmmz2, 03h
sub eax, 00002233h
mov edx, 00000000h
mov edx, 00000000h
mov edx, 00000000h
mov edx, 00000000h
mov edx, 00000000h
mov edx, 00000000h
cmpss xmm1, xmmz2, 03h
cmp edx, 00000000h
mov eax, 00000000h
mov eax, 00000000h
mov eax, 00000000h
mov eax, 00000000h
mov eax, 00000000h
mov eax, 00000000h
mov eax, 00000000h
mov eax, 00000000h
mov eax, 00000000h
mov eax, 00000000h
mov eax, 00000000h
mov eax, 00000000h
mov eax, 00000000h
mov eax, 00000000h
mov eax, 00000000h
je 00007F2A60CEF04Bh
mov eax, 00000000h
mov eax, 00000000h
mov eax, 00000000h
mov eax, 00000000h
mov eax, 00000000h
mov eax, 00000000h
mov eax, 00000000h
mov eax, 00000000h
mov eax, 00000000h
mov eax, 00000000h
mov eax, 00000000h
mov eax, 00000000h

Data Directories

Name

IMAGE_DIRECTORY_ENTRY_EXPORT
IMAGE_DIRECTORY_ENTRY_IMPORT
IMAGE_DIRECTORY_ENTRY_RESOURCE
IMAGE_DIRECTORY_ENTRY_EXCEPTION
IMAGE_DIRECTORY_ENTRY_SECURITY
IMAGE_DIRECTORY_ENTRY_BASERELOC
IMAGE_DIRECTORY_ENTRY_DEBUG
IMAGE_DIRECTORY_ENTRY_COPYRIGHT
IMAGE_DIRECTORY_ENTRY_GLOBALPTR
IMAGE_DIRECTORY_ENTRY_TLS
IMAGE_DIRECTORY_ENTRY_LOAD_CONFIG
IMAGE_DIRECTORY_ENTRY_BOUND_IMPORT

Copyright Joe Security LLC 2021

Virtual Address
0x1001
0x2768c
0x2c000
0x0

0x0
0x2d000
0x25040
0x0

0x0

0x0

0x0

0x0

o o o O

b84fd50f2389cfd5bd83e2cf062986d1

Virtual Size
0x0
0x59
0x340
0x0
0x0
Oxl4c
0x38
0x0
0x0
0x0
0x0
0x0

Is in Section
text
.rdata

.rsrc

.reloc

.rdata
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Name Virtual Address Virtual Size Is in Section

IMAGE_DIRECTORY_ENTRY_IAT 0x25000 0x3c .rdata

IMAGE_DIRECTORY_ENTRY_DELAY_IMPORT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_COM_DESCRIPTOR 0x0 0x0

IMAGE_DIRECTORY_ENTRY_RESERVED 0x0 0x0

Sections

Name  Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

text 0x1000 0x2356e 0x23600 False 0.761560015459 data 7.55877156847 IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ

.rdata 0x25000 0x2842 0x2a00 False 0.791573660714 data 7.53164670284 IMAGE_SCN_CNT_INITIALIZED_
DATA, IMAGE_SCN_MEM_READ

.pdata  0x28000 0x3588 0x1600 False 0.783380681818 MMDF mailbox 7.34765964879 IMAGE_SCN_CNT_INITIALIZED_
DATA,
IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

.rsrc 0x2c000 0x340 0x400 False 0.390625 data 2.73456990044 IMAGE_SCN_CNT_INITIALIZED_
DATA, IMAGE_SCN_MEM_READ

.reloc 0x2d000 Ox14c 0x200 False 0.62890625 data 4.21021599876 IMAGE_SCN_CNT_INITIALIZED_
DATA,
IMAGE_SCN_MEM_DISCARDABL
E, IMAGE_SCN_MEM_READ

Resources

Name RVA Size Type Language Country

RT_VERSION 0x2c060 0x2e0 data English United States

Imports

DLL Import

KERNEL32.dll CloseHandle, OpenSemaphoreW, LoadLibraryExA, GetModuleHandleW, OutputDebugStringA, GetProfileSectionW

OPENGL32.dll glTexSublmagelD

ole32.dll CreateStreamOnHGlobal

USER32.dll TranslateMessage

ADVAPI32.dll RegLoadAppKeyW

Version Infos

Description Data

LegalCopyright Freeware

InternalName ANSI32

FileVersion 1.66

CompanyName Jason Hood

Comments hitp://ansicon.adoxa.vze.com/

ProductName ANSICON

ProductVersion
FileDescription
OriginalFilename

Translation
Possible Origin

Language of compilation system

English

Network Behavior

No network behavior found

Copyright Joe Security LLC 2021

1.66

ANSI Console
ANSI32.dlIl
0x0409 0x04b0

Country where language is spoken

United States

Map
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Code Manipulations

Statistics

Behavior

@

System Behavior

Click to jump to process

@ loaddII32.exe
® cmd.exe

@ rundll32.exe
@ rundll32.exe
@ WerFault.exe

Analysis Process: loaddll32.exe PID: 4548 Parent PID: 5624

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator privileges:

Programmed in:

23:36:07

19/04/2021

C:\Windows\System32\loaddll32.exe

true

loaddll32.exe 'C:\Users\user\Desktop\qMus8K6kXx.dlI'
0xa10000

116736 bytes
542795ADF7CCO8EFCF675D65310596E8

true

true

C, C++ or other language

Reputation: high
File Activities
Source
File Path Access Attributes Options Completion Count Address Symbol
Analysis Process: cmd.exe PID: 4696 Parent PID: 4548
General
Start time: 23:36:08
Start date: 19/04/2021
Path:

Copyright Joe Security LLC 2021

C:\Windows\SysWOW64\cmd.exe
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Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

true

cmd.exe /C rundll32.exe 'C:\Users\user\Desktop\qMus8K6kXx.dIl' #1
0x30000

232960 bytes

F3BDBE3BB6F734E357235F4D5898582D

true

true

C, C++ or other language

Reputation: high
File Activities
Source
File Path Attributes Options Completion Count Address Symbol
Analysis Process: rundll32.exe PID: 5300 Parent PID: 4696
General
Start time: 23:36:08
Start date: 19/04/2021
Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

true

rundll32.exe 'C:\Users\user\Desktop\qMus8K6kXx.dIl'#1
0x1380000

61952 bytes
D7CA562B0DB4F4DDOF03A89A1FDAD63D

true

true

C, C++ or other language

e Rule: JoeSecurity_Dridex_1, Description: Yara detected Dridex unpacked file, Source:
00000003.00000002.514563081.0000000070561000.00000020.00020000.sdmp, Author:
Joe Security

Reputation: high
File Activities
File Read
Source
File Path Offset Length Completion Count Address Symbol
C:\Windows\SysWOWe64\ntdll.dll unknown 1622408 success or wait 1 70575E36 ReadFile
Analysis Process: rundll32.exe PID: 1692 Parent PID: 4548
General
Start time: 23:36:44
Start date: 19/04/2021
Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

Reputation:

Copyright Joe Security LLC 2021

true

rundll32.exe 'C:\Users\user\Desktop\qMus8K6kXx.dIl',ReadLogRecord
0x1380000

61952 bytes

D7CA562B0DB4F4DDOF03A89A1FDAD63D

true

true

C, C++ or other language

e Rule: JoeSecurity_Dridex_1, Description: Yara detected Dridex unpacked file, Source:
00000007.00000002.510987530.0000000070561000.00000020.00020000.sdmp, Author:
Joe Security

high
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File Activities

File Read
Source
File Path Offset Length Completion Count Address Symbol
C:\Windows\SysWOWe64\ntdll.dll unknown 1622408 success or wait 1 70575E36 ReadFile
Analysis Process: WerFault.exe PID: 4560 Parent PID: 4548
General
Start time: 23:36:46
Start date: 19/04/2021
Path: C:\Windows\SysWOW64\WerFault.exe
Wow64 process (32bit): true
Commandline: C:\Windows\SysWOW64\WerFault.exe -u -p 4548 -s 428
Imagebase: 0xc20000
File size: 434592 bytes
MD5 hash: 9E2BBACAD48ECCA55C0230D63623661B
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Reputation: high
File Activities
File Created
Source
File Path Access Attributes Options Completion Count Address Symbol
C:\Users\user\AppData\Local\DBG read data or list device directory file | object name collision 1 6FE81717 unknown
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\ProgramData\Microsoft\Windows\WER\Temp\WERD99D.tmp read attributes | device synchronous io  success or wait 1 6FE7497A unknown
synchronize | non alert | non
generic read directory file
C:\ProgramData\Microsoft\Windows\WER\Temp\WERD99D.tmp.dmp read attributes | device synchronous io  success or wait 1 B6FE7497A unknown
synchronize | non alert | non
generic read | directory file
generic write
C:\ProgramData\Microsoft\Windows\WER\Temp\WERE391.tmp read attributes | device synchronous io  success or wait 1 6FE7497A unknown
synchronize | non alert | non
generic read directory file
C:\ProgramData\Microsoft\Windows\WER\Temp\WERE391.tmp.WERInt read attributes | device synchronous io  success or wait 1 6FE7497A unknown
ernalMetadata.xml synchronize | non alert | non
generic read | directory file
generic write
C:\ProgramData\Microsoft\Windows\WER\Temp\WERED56.tmp read attributes | device synchronous io  success or wait 1 B6FE7497A unknown
synchronize | non alert | non
generic read directory file
C:\ProgramData\Microsoft\Windows\WER\Temp\WERED56.tmp.xml read attributes | device synchronous io  success or wait 1 B6FE7497A unknown
synchronize | non alert | non
generic read | directory file
generic write
C:\ProgramData\Microsoft\Windows\WER\ReportQueue\AppCrash_lo read data or list device directory file | success or wait 1 6FE7497A unknown
addll32.exe_f940423413aeeel95ae8a7e3bd18fce80b8b52f 160cf2be _1198010b directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\ProgramData\Microsoft\Windows\WER\ReportQueue\AppCrash_lo read attributes | device synchronous io  success or wait 1 6FE7497A unknown
addll32.exe_f940423413aeeel95ae8a7e3bd18fce80b8b52f 160cf2be synchronize | non alert | non
_1198010b\Report.wer generic write directory file
File Deleted

Copyright Joe Security LLC 2021
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Source

File Path Completion Count Address Symbol
C:\ProgramData\Microsoft\Windows\WER\Temp\WERD99D.tmp success or wait 1 6FE7497A unknown
C:\ProgramData\Microsoft\Windows\WER\Temp\WERE391.tmp success or wait 1 6FE7497A unknown
C:\ProgramData\Microsoft\Windows\WER\Temp\WERED56.tmp success or wait 1 6FE7497A unknown
C:\ProgramData\Microsoft\Windows\WER\Temp\WERD99D.tmp.dmp success or wait 1 6FE7497A unknown
C:\ProgramData\Microsoft\Windows\WER\Temp\WERE391.tmp.WERInternalMetadata.xml success or wait 1 6FE7497A unknown
C:\ProgramData\Microsoft\Windows\WER\Temp\WEREDS56.tmp.xml success or wait 1 6FE7497A unknown
C:\ProgramData\Microsoft\Windows\WER\Temp\WERED54.tmp.csv success or wait 1 6FE7497A unknown
C:\ProgramData\Microsoft\Windows\WER\Temp\WER7F.tmp.txt success or wait 1 6FE7497A unknown
File Written
Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 32 4d 44 4d 5093 a7 ee  MDMP........ ........ V=" success or wait 1 6FE7497A unknown
ws\WER\Temp\WERD99D.tmp.dmp a0 0f 00 00 00 20 00

00 00 00 00 00 00 83

76 7e 60 a4 05 12 00

00 00 00 00
C:\ProgramData\Microsoft\Windo unknown 6 000000000000 ... success or wait 1 6FE7497A unknown
ws\WER\Temp\WERD99D.tmp.dmp
C:\ProgramData\Microsoft\Windo unknown 1420 00 00 06 00 07 55 04 success or wait 1 6FE7497A unknown

ws\WER\Temp\WERD99D.tmp.dmp 01 0a 00 00 00 00 00 ..GenuinelntelW.
00 00 ee 42 00 00 02
00 00 00 8c 14 00 00
00 01 00 00 47 65 6e
7569 6e 6549 6e 74 .T.i.m.e..
65 6¢ 57 06 05 00 ff fb ...Pa.c.ific.
8b 1f 00 00 00 00 54 .D.a.y.li.g.h.t..T.
050000 f7 030000 im.e..
c4 11 00 00 57 76 7e
60 09 00 00 00 16 00
00 00 93 08 00 00 93
08 00 00 93 08 00 00
01 00 00 00 01 00 00
00 00 30 00 00 0d 00
00 00 00 00 00 00 02
00 00 00 e0 01 00 00
50 00 61 00 63 00 69
00 66 00 69 00 63 00
2000 53 00 74 00 61
00 6e 00 64 00 61 00
72 00 64 00 20 00 54
00 69 00 6d 00 65 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 Ob 00 00 00
01 00 02 00 00 00 00
00 00 00 00 00 00 00
50 00 61 00 63 00 69
00 66 00 69 00 63 00
20 00 44 00 61 00 79
00 6¢ 00 69 00 67 00
68 00 74 00 20 00 54
00 69 00 6d 00 65 00
00 00 00 00 00 00 00
00 00

.c..Stta.ndard.
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD99D.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD99D.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD99D.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD99D.tmp.dmp

Copyright Joe Security LLC 2021

unknown 716

Source

Offset Length Value Ascii Completion Count Address Symbol
7f0001 00000000  ..ccooeiviiiiciieiee success or wait 1 6FE7497A unknown
00 00 00 00 00 00 00

unknown 168

unknown 20

unknown 128

00 00 00 00 00 00 00
00 00 00 00 00 00 00
aa aaaa aaaaaaaa
aa aa aa aa aaaaaa
aaaaaaaaaaaaaa $.3..Vp#..F
aa aaaaaaaaaaaa
22223222223233  cceerene
aa aa aa aaaaaaaa

aa aa aa aaaaaaaa

aa aaaaaaaaaaaa

aa aaaaaaaaaaaa

aa aaaaaaaaaaaa

aa aaaa aaaaaaaa

aa aa aa aaaaaaaa

aa aaaaaaaaaaaa

aa aaaaaaaaaaaa

aa aa aa aaaaaaaa

aa aaaaaaaaaaaa

2b 00 00 00 53 00 00

00 2b 00 00 00 2b 00

00 00 00 00 56 70 18

6 33 01 00 00 00 00

00 00 56 70 00 00 56

70 00 00 00 00 24 f6

330100 0056 70 23

00 00 00 46 02 01 00

08 f6 33 01 2b 00 00

00 aa aa aa aa aa aa

aa aaaaaaaaaaaa

aa aaaaaaaaaaaa

aa aaaaaaaaaaaa

aa aaaaaaaaaaaa

aa aaaa aaaaaaaa

aa aa aa aa aaaaaa

aaaaaa

2012 00 00 00 00 00
00 05 00 00 c0 00 00
00 00 00 00 00 00 00
00 00 00 00 00 56 70
00 00 00 00 02 00 00
00 00 00 00 00 08 00
00 00 00 00 00 00 00
00 56 70 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 cc
02 00 00 90 17 00 00

success or wait 1 6FE7497A unknown

10000000000056 ... Vp......... #.. success or wait 16 6FE7497A unknown
70 00 00 00 00 80 00
00 00 c4 23 00 00

4d5a9000030000 MZ......coocccvveeneeene @..... success or wait 15 6FE7497A unknown
00 04 00 00 00 ff ff 00
00 b8 00 00 000000 ... .L.!This program
00 00 40 00 00 00 00 cannot be run in DOS

00 00 00 00 000000 mode....$.......

00 00 00 00 00 00 00

00 00 00 00 00 00 00

00 00 00 00 00 00 00

00 00 00 f0 00 00 00

Oe 1f ba Oe 00 b4 09

cd 21 b8 01 4c cd 21

54 68 69 73 20 70 72

6f 67 72 61 6d 20 63

61 6e 6e 6f 74 20 62

65 20 72 75 6e 20 69

6e 20 44 4f 53 20 6d

6f 64 65 2e 0d 0d Oa

2400 00 00 00 00 00

00
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD99D.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD99D.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD99D.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD99D.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD99D.tmp.dmp

Copyright Joe Security LLC 2021

Offset Length Value

unknown 4096

unknown 4

unknown 716

unknown 48

unknown 4

40 fb 80 01 00 00 81
01 00 f0 80 01 00 00
00 00 00 1e 00 00 00
0000000010 1c01
00000000 c4 11 00
00 74 12 00 00 00 00
00 00 00 00 00 00 00
80 1b 01 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 70 9b 77
09 04 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00

03 00 00 00

3f 00 01 00 00 00 00

00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
aa aaaa aaaaaaaa
aa aa aa aaaaaaaa
aa aa aaaaaaaaaa
aaaaaaaaaaaaaa
aa aa aa aaaaaaaa
aa aa aa aaaaaaaa
aa aaaaaaaaaaaa
aa aa aaaaaaaaaa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aaaa aaaaaaaa
aa aa aa aaaaaaaa
aa aaaaaaaaaaaa
aa aa aaaaaaaaaa
aa aa aa aaaaaaaa
aa aaaaaaaaaaaa
2b 00 00 00 53 00 00
00 2b 00 00 00 2b 00
00 00 aa aa aa aa 00
00 00 00 00 00 00 00
00 00 56 70 00 00 56
70 00 00 00 00 70 e8
3301 bc9aa2 7723
00 00 00 16 02 00 00
3083301 2b 00 00
00 aa aa aa aa aa aa
aa aa aaaaaaaaaa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aaaa aa aaaaaa
aa aa aaaaaaaaaa
aaaaaa

7412 00 00 01 00 00
00 20 00 00 00 00 00
000000 10 1c 01 00
00 00 00 94 f9 80 01
00 00 00 00 6¢ 06 00
00 44 24 00 00 cc 02
00 00 f4 1f 00 00

18 00 00 00

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

Source

Count Address Symbol

1

8

8

1

24

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD99D.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD99D.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD99D.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD99D.tmp.dmp

Copyright Joe Security LLC 2021

Offset Length

unknown 32

unknown 120

unknown 34

unknown 668

Value

1a 00 00 00 6¢ 00 6f
00 61 00 64 00 64 00
6¢ 00 6¢ 00 33 00 32
00 2e 00 65 00 78 00
65 00 00 00

00 00 74 74 00 00 00
00 00 60020041 21
03 00 2d 61 f4 Oe 34
17 00 00 bd 04 ef fe
00 00 01 00 00 00 0a
00 01 00 ee 42 00 00
0a 00 01 00 ee 42 3f
00 00 00 00 00 00 00
04 00 04 00 02 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 23
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 40 41 00 00 00 00
00 00 00 00 00 00 00
00 00 00 Oc 00 00 00
18 00 00 00 02 00 00
00

1c 00 00 00 71 00 4d
00 75 00 73 00 38 00
4b 00 36 00 6b 00 58
00 78 00 2e 00 64 00
6¢ 00 6¢ 00 00 00

00 00 56 70 00 00 00
00 00 10 02 00 00 00
00 00 72 49 67 60 6e
17 00 00 01 00 Of 00
5a 62 02 00 00 10 00
00 fb fe 0f 00 01 00 00
00 ff ff 13 00 00 00 01
00 00 00 01 00 00 00
00 00 ff ff fe 7f 00 00
00 00 0f 00 00 00 00
00 00 00 04 00 00 00
00 40 05 02 00 00 00
00 00 10 c¢7 02 00 00
00 00 4b 44 01 00 00
01 00 00 00 00 00 00
ff ff ff ff 00 00 00 00 8b
2201 0000 00 00 00
d8 44 03 00 00 00 00
00 47 65 02 00 00 00
00 00 8f 47 01 00 00
00 00 00 b1 b7 1e 00
00 00 00 00 40 ff 1f 00
00 00 00 00 0d cf 1e
00 00 00 00 00 8e 2a
1c 4e 00 00 00 00 c9
06 32 15 00 00 00 00
f1 a5 72 0c 00 00 00
00 el 1a b2 00 00 00
00 00 bf 8b 00 00 2f
88 00 00 88 90 03 00
65 af 01 00 b1 b7 1e
00 98 ae 24 00 0d cf
1e 00 59 9¢ 30 00 08
16 01 00 34 37 0d 00
00 00 00 00 7d e9 22
00 76 66 04

...l.o.a.d.d.ll.3.2...ex.e..

....0-M.u.s.8.K.6.k.X.x...d.I.
..

Source

Count Address Symbol

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD99D.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD99D.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml
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Offset
unknown 6702

unknown 120

unknown 2

unknown 78

unknown 4

unknown 38

unknown 4

unknown 2

Length Value

Oc 00 00 00 54 00 68
00 72 00 65 00 61 00
64 00 00 00 00 00 00
00 01 00 00 00 1c 00
00 00 03 01 00 00 00
b0 1b 01 c4 11 00 00
2012 00 00 03 00 00
00 0a 00 00 00 00 00
00 00 08 00 00 00 46
00 69 00 6¢ 00 65 00
00 00 08 00 00 00 46
00 69 00 6¢ 00 65 00
00 00 08 00 00 00 46
00 69 00 6¢ 00 65 00
00 00 Oa 00 00 00 45
00 76 00 65 00 6e 00
74 00 00 00 00 00 00
00 06 00 00 00 08 00
00 00 01 00 00 00 00
00 00 00 28 00 00 00
57 00 61 00 69 00 74
00 43 00 6f 00 6d 00
70 00 6¢ 00 65 00 74
00 69 00 6f 00 6e 00
50 00 61 00 63 00 6b
00 65 00 74 00 00 00
18 00 00 00 49 00 6f
00 43 00 6f 00 6d 00
70 00 6¢ 00 65 00 74
00 69 00 6f 00 6e 00
00 00 1e 00 00 00 54
00 70 00 57 00 6f 00
72 00 6b 00 65 00 72
00 46 00 61 00 63 00
7400 6f 00 72 00 79
00 00 00 Oe 00 00 00
49 00 52

03 00 00 00 94 00 00
00 08 07 00 00 04 00
00 00 24 0a 00 00 a8
07 00 00 Oe 00 00 00
3c 0000 00 cc 11 00
00 05 00 00 00 04 01
00 00 c0 22 00 00 06
00 00 00 a8 00 00 00
60 06 00 00 07 00 00
00 38 00 00 00 d4 00
00 00 Of 00 00 00 54
05 00 00 Oc 01 00 00
0c 00 00 00 c8 10 00
00 be 8¢ 00 00 15 00
00 00 ec 01 00 00 08
12 00 00 16 00 00 00
98 00 00 00 f4 13 00
00

ff fe

3c 00 3f 00 78 00 6d

00 6¢ 00 20 00 76 00
6500 72 00 73 00 69
00 6f 00 6e 00 3d 00

22003100 2e 00 30
00 22 00 20 00 65 00
6e 00 63 00 6f 00 64
00 69 00 6e 00 67 00
3d 00 22 00 55 00 54
00 46 00 2d 00 31 00
36 00 22 00 3f 00 3e

00

0d 00 0a 00

3c 00 57 00 45 00 52
00 52 00 65 00 70 00
6f 00 72 00 74 00 4d
00 65 00 74 00 61 00
64 00 61 00 74 00 61
00 3e 00

0d 00 0a 00

09 00

Source

Ascii Completion Count Address Symbol
..Thread........ success or wait 1 6FE7497A unknown
File....Event....
(..W.a.i.t.C.
o.m.p.l.e.ti.o.n.P.a.ck.e.t.
..l.o.C.o.m.p.l.e.t.i.o.n.
.....T.p.W.o.rk.er.F.a.c.t.
o.ry....LR
success or wait 1 6FE7497A unknown
success or wait 1 6FE7497A unknown
<.?x.m.l. .v.ers.i.o.n.=". success or wait 1 6FE7497A unknown
1..0.". .e.n.c.0.d.i.n.g.=.".
UT.F.-16."2>.
success or wait 1 6FE7497A unknown
<W.E.R.R.e.p.o.r.t.M.e.t.a. success or wait 1 6FE7497A unknown
data>.
success or wait 1 6FE7497A unknown
success or wait 1 6FE7497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

Copyright Joe Security LLC 2021

Offset

unknown 44

unknown 4

unknown 2

unknown 82

unknown 4

unknown 2

unknown 40

unknown 4

unknown 2

unknown 82

unknown 4

unknown 2

unknown 62

unknown 4

unknown 2

Length Value

3c 00 4f 00 53 00 56
00 65 00 72 00 73 00
69 00 6f 00 6e 00 49
00 6e 00 66 00 6f 00
72 00 6d 00 61 00 74
00 69 00 6f 00 6e 00
3e 00

0d 00 0a 00

09 00

3¢ 00 57 00 69 00 6e
00 64 00 6f 00 77 00
73 00 4e 00 54 00 56
00 65 00 72 00 73 00
69 00 6f 00 6e 00 3e
00 31 00 30 00 2e 00
30 00 3c 00 2f 00 57
00 69 00 6e 00 64 00
6f 00 77 00 73 00 4e
00 54 00 56 00 65 00
72 00 73 00 69 00 6f
00 6e 00 3e 00

0d 00 0a 00

09 00

3c 0042 00 75 00 69
00 6¢ 00 64 00 3e 00
31003700 310033
00 34 00 3c 00 2f 00
4200 75 00 69 00 6¢
00 64 00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 72 00 6f
00 64 00 75 00 63 00
7400 3e 00 28 00 30
00 78 00 33 00 30 00
29 00 3a 00 20 00 57
00 69 00 6e 00 64 00
6f 00 77 00 73 00 20
00 31 00 30 00 20 00
50 00 72 00 6f 00 3¢
00 2f 00 50 00 72 00
6f 00 64 00 75 00 63
00 74 00 3e 00

0d 00 0a 00

09 00

3c 00 45 00 64 00 69
00 74 00 69 00 6f 00
6e 00 3e 00 50 00 72
00 6f 00 66 00 65 00
7300 73 00 69 00 6f
00 6e 00 61 00 6¢ 00
3c 00 2f 00 45 00 64
00 69 00 74 00 69 00
6f 00 6e 00 3e 00

0d 00 0a 00

09 00

Ascii Completion Count
<.0.S.V.ers.i.o.nlnfo.r. success or wait 1
m.a.t.i.o.n.>.
success or wait 1
success or wait 2
<W.i.n.d.o.w.s.N.T.V.e.r.s. success or wait 1
i.0.n.>.1.0...0.
<./W.i.n.d.o.w.
s.N.T.V.e.r.s.i.o.n.>.
success or wait 1
success or wait 2
<.B.u.i.l.d.>.1.7.1.3.4.<./.B. success or wait 1
wild.>.
success or wait 1
success or wait 2
<.P.r.o.d.u.c.t.>.(.0.x.3.0.). success or wait 1
. .W.in.d.o.w.s. .1.0. .P.r.
0.<./P.ro.d.u.c.t>.
success or wait 1
success or wait 2
<.E.d.tio.n>P.r.o.fes. success orwait 1
s..o.n.al.</E.d.itio.n.>.
success or wait 1
success or wait 2

Source
Address

6FE7497A

6FE7497A

6FE7497A

6FE7497A

6FE7497A

6FE7497A

6FE7497A

6FE7497A

6FE7497A

6FE7497A

6FE7497A

6FE7497A

6FE7497A

6FE7497A

6FE7497A

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

Copyright Joe Security LLC 2021

Offset

unknown 134

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Length Value

44

4

2

64

46

3c 0042 00 75 00 69
00 6¢ 00 64 00 53 00
7400 72 00 69 00 6e
00 67 00 3e 00 31 00
37 0031003300 34
00 2e 00 31 00 2e 00
61 00 6d 00 64 00 36
00 34 00 66 00 72 00
6500 2e 00 72 00 73
00 34 00 5f 00 72 00
65 00 6¢ 00 65 00 61
00 73 00 65 00 2e 00
31 00 38 00 30 00 34
00 31 00 30 00 2d 00
3100 38 00 30 00 34
00 3c 00 2f 00 42 00
7500 69 00 6¢ 00 64
0053 00 74 00 72 00
69 00 6e 00 67 00 3e
00

0d 00 0a 00

09 00

3c 00 52 00 65 00 76
00 69 00 73 00 69 00
6f 00 6e 00 3e 00 31
00 3c 00 2f 00 52 00
65 00 76 00 69 00 73
00 69 00 6f 00 6e 00
3e 00

0d 00 0a 00

09 00

3c 00 46 00 6¢ 00 61
00 76 00 6f 00 72 00
3e 00 4d 00 75 00 6¢
00 74 00 69 00 70 00
72 00 6f 00 63 00 65
00 73 00 73 00 6f 00
72 002000 46 00 72
00 65 00 65 00 3c 00
2f 00 46 00 6¢ 00 61
00 76 00 6f 00 72 00
3e 00

0d 00 0a 00

09 00

3c 0041 00 72 00 63
00 68 00 69 00 74 00
65 00 63 00 74 00 75
00 72 00 65 00 3e 00
58 00 36 00 34 00 3c
00 2f 00 41 00 72 00
63 00 68 00 69 00 74
00 65 00 63 00 74 00
7500 72 00 65 00 3e
00

0d 00 0a 00

09 00

3c 00 4c 00 43 00 49
00 44 00 3e 00 31 00
30 00 33 00 33 00 3c
00 2f 00 4c 00 43 00
49 00 44 00 3e 00

0d 00 0a 00

09 00

3c 00 2f 00 4f 00 53
00 56 00 65 00 72 00
7300 69 00 6f 00 6e
00 49 00 6e 00 66 00
6f 00 72 00 6d 00 61
00 74 00 69 00 6f 00
6e 00 3e 00

Ascii
<.B.u.ild.S.trin.g.>.1.7.
1.34..1.am.d.6.4fre..
rs.4._rele.as.e..1.8.0.
4.1.0.-.1.8.0.4.<./.B.u.i.l.d.
S.trin.g.>.

<.R.e.w.s.ion>1l</R.e.

v.i.s.i.o.n>.

<.F.lLav.o.r.>.M.u.l.tip.r.
o.c.e.s.s.o.r. .F.re.e.</F.
l.a.v.o.r>.

<Ar.c.hite.cture>X.
6.4.</Ar.c.h.ite.c.tu.r.
e.>.

<.L.C.1.D.>.1.0.3.3.
<./.L.C.L.D.>.

<./.0.8.V.ers..o.n.l.nfo.
rm.a.ti.o.n.>.

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count Address

1

1

2

1

Source
Symbol

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 40 3c 0050007200 6f <.P.r.o.c.e.s.s.lnform.a. success orwait 1 6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml 0063 0065007300 t.i.o.n.>.

73 00 49 00 6e 00 66
00 6f 00 72 00 6d 00
61 00 74 00 69 00 6f
00 6e 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 30 3c 005000690064 <.P.i.d.>454.8.</.P.i.d.> success orwait 1 6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml 00 3e 00 34 00 35 00

34 00 38 00 3c 00 2f
00 50 00 69 00 64 00

3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 B6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 72 3c0049006d 0061 <..m.a.g.e.N.a.m.e.>.l.o.a. success or wait 1 6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml 00 67 006500 4e 00 d.d.ll.3.2...e.x.e.

61 00 6d 00 6500 3e <./lm.a.g.e.N.a.m.e.>.
00 6¢ 00 6f 00 61 00
64 00 64 00 6¢ 00 6¢
00 33 00 32 00 2e 00
65 00 78 00 65 00 3¢
00 2f 00 49 00 6d 00
61 00 67 00 65 00 4e
00 61 00 6d 00 65 00

3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 90 3c0043006d0064 <.C.m.d.L.i.n.e.S..g.n.a.t.u success or wait 1 6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml 00 4c 00 69 00 6e 00 .r.e.>.0.0.0.0.0.0.0.0.

650053 00690067 <./.C.m.
006e 0061007400 d.L.i.n.e.S.i.g.n.ature.>.
7500 72 00 65 00 3e

00 30 00 30 00 30 00

30 00 30 00 30 00 30

00 30 00 3c 00 2f 00

43 00 6d 00 64 00 4c

00 69 00 6e 00 65 00

5300 69 00 67 00 6e

00 61 00 74 00 75 00

72 00 65 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 44 3c005500700074 <.U.p.tim.e>4.4.7.24. success or wait 1 6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml 0069 006d 006500 <./ U.p.tim.e.>.

3e 00 34 00 34 00 37
00 32 00 34 00 3c 00
2f 0055 00 70 00 74
00 69 00 6d 00 65 00
3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 82 3c 00 57 00 6f 00 77
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml 00 36 00 34 00 20 00
67 007500650073 .h.0.s.t="344.04">1.
0074003d 002200 <./W.0.w.6.4.>.
33003300 3200 22
00 20 00 68 00 6f 00
7300 74 00 3d 00 22
00 33 00 34 00 34 00
30 00 34 00 22 00 3e
00 31 00 3c 00 2f 00
57 00 6f 00 77 00 36
00 34 00 3e 00

success or wait 1 6FE7497A unknown

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

Copyright Joe Security LLC 2021

Offset

unknown 2

unknown 52

unknown 4

unknown 2

unknown 44

unknown 4

unknown 2

unknown 86

unknown 4

unknown 2

unknown 70

unknown 4

unknown 2

unknown 74

unknown 4

unknown 2

Length Value

09 00

3c 0049 00 70 00 74
00 45 00 6e 00 61 00
62 00 6¢ 00 65 00 64
00 3e 00 30 00 3c 00
2f 0049 00 70 00 74
00 45 00 6e 00 61 00
62 00 6¢ 00 65 00 64
00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 72 00 6f
00 63 00 65 00 73 00
7300 56 00 6d 00 49
00 6e 00 66 00 6f 00
7200 6d 00 61 00 74
00 69 00 6f 00 6e 00
3e 00

0d 00 0a 00

09 00

3c 00 50 00 65 00 61
00 6b 00 56 00 69 00
7200 74 00 75 00 61
00 6¢ 00 53 00 69 00
7a 00 65 00 3e 00 35
00 38 00 30 00 33 00
320031003200 38
00 3c 00 2f 00 50 00
65 00 61 00 6b 00 56
00 69 00 72 00 74 00
7500 61 00 6¢ 00 53
00 69 00 7a 00 65 00
3e 00

0d 00 0a 00

09 00

3¢ 00 56 00 69 00 72
00 74 00 75 00 61 00
6¢ 00 53 00 69 00 7a
00 65 00 3e 00 35 00
34 00 30 00 30 00 39
00 38 00 35 00 36 00
3c 00 2f 00 56 00 69
00 72 00 74 00 75 00
61 00 6¢ 00 53 00 69
00 7a 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 61 00 67
00 65 00 46 00 61 00
7500 6¢ 00 74 00 43
00 6f 00 75 00 6e 00
74 00 3e 00 31 00 36
00 36 00 30 00 3c 00
2f 00 50 00 61 00 67
00 65 00 46 00 61 00
7500 6¢ 00 74 00 43
00 6f 00 75 00 6e 00
74 00 3e 00

0d 00 0a 00

09 00

Ascii

<..p.t.E.n.a.b.l.e.d.>.0.</.
l.p.t.E.n.a.b.l.e.d.>.

<.P.ro.ce.s.s.V.m.Ln.fo.r.
m.a.t.i.o.n.>.

<.P.eak.V.irtualS.z.
e.>5.8.0.3.2.1.2.8.
<./.P.e.a.
k.\VirtualS.iz.e>.

<.VirtualS.ize>5.4.
0.0.9.8.5.6.<./.V.i.rtu.a.l.
S.i.z.e>.

<.P.a.g.e.Fa.u.ltC.o.u.n.t.

>.1.6.6.0.
<./.P.a.g.e.F.a.u.l.
t.C.o.u.n.t.>.

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Source

Count Address Symbol
2 6FE7497A unknown
1 6FE7497A unknown
1 6FE7497A unknown
2 6FE7497A unknown
1 6FE7497A unknown
1 6FE7497A unknown
& 6FE7497A unknown
1 6FE7497A unknown
1 6FE7497A unknown
& 6FE7497A unknown
1 6FE7497A unknown
1 6FE7497A unknown
& 6FE7497A unknown
1 6FE7497A unknown
1 6FE7497A unknown
& 6FE7497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

Copyright Joe Security LLC 2021

Offset Length

unknown 96

unknown 4

unknown 2

unknown 80

unknown 4

unknown 2

unknown 114

unknown 4

unknown 2

unknown 98

unknown 4

unknown 2

Value

3c 00 50 00 65 00 61
00 6b 00 57 00 6f 00
72 00 6b 00 69 00 6e
00 67 00 53 00 65 00
74 0053 0069 00 7a
00 65 00 3e 00 36 00
3200 33 00 30 00 30
00 31 00 36 00 3c 00
2f 00 50 00 65 00 61
00 6b 00 57 00 6f 00
72 00 6b 00 69 00 6e
00 67 00 53 00 65 00
74 00 53 0069 00 7a
00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 57 00 6f 00 72
00 6b 00 69 00 6e 00
67 00 53 00 65 00 74
00 53 00 69 00 7a 00
65 00 3e 00 36 00 32
00 30 00 3500 34 00
34 00 30 00 3c 00 2f
00 57 00 6f 00 72 00
6b 00 69 00 6e 00 67
00 53 00 65 00 74 00
53 00 69 00 7a 00 65
00 3e 00

0d 00 0a 00

09 00

3c 00 51 00 75 00 6f
00 74 00 61 00 50 00
65 00 61 00 6b 00 50
00 61 00 67 00 65 00
64 00 50 00 6f 00 6f
00 6¢ 00 55 00 73 00
61 00 67 00 65 00 3e
00 31 00 30 00 38 00
3900 39 003200 3c
00 2f 00 51 00 75 00
6f 00 74 00 61 00 50
00 65 00 61 00 6b 00
50 00 61 00 67 00 65
00 64 00 50 00 6f 00
6f 00 6¢ 00 55 00 73
00 61 00 67 00 65 00
3e 00

0d 00 0a 00

09 00

3c 00 51 00 75 00 6f
00 74 00 61 00 50 00
61 00 67 00 65 00 64

00 50 00 6f 00 6f 00 6¢ u.o.t.a.P.a.g.e.d.P.0.0.l.U.s

00 55 00 73 00 61 00
67 00 65 00 3e 00 31
00 30 00 31 00 31 00
32 00 38 00 3c 00 2f
00 51 00 75 00 6f 00
74 00 61 00 50 00 61
00 67 00 65 00 64 00
50 00 6f 00 6f 00 6¢
00 55 00 73 00 61 00
67 00 65 00 3e 00

0d 00 0a 00

09 00

Ascii

Completion

<.P.e.a.k.W.o.rk.i.n.g.S.e.t success or wait

.S.i.z.e.>.6.2.3.0.0.1.6.
<./.P.

e.a.k.W.o.rk.in.g.S.e.t.S.i.

z.e.>.

success or wait

success or wait

<W.o.rk..n.g.S.e.t.S.i.z.e. success or wait

>.6.2.0.5.4.4.0.
<./W.o.rk.i.
n.g.S.e.t.S.i.z.e>.

success or wait

success or wait

<.Q.u.o.t.a.P.e.a.k.P.a.g.e. success or wait

d.

P.o.0.l.U.s.a.g.e.>.1.0.8.9.

@2

<./.Q.u.o.t.a.P.e.ak.P.a.g.

e.d.P.o.0o.l.Us.a.g.e>.

success or wait

success or wait

<.Q.u.o.t.a.P.a.g.e.d.P.0.0. success or wait

lUs.a.g.e>10.1.1.2.8.
<./.Q.

.a.g.e>.

success or wait

success or wait

Count Address

1

Source
Symbol

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 124 3c00510075006f <.Q.u.o.t.a.P.e.a.k.N.o.n.P. success or wait 1 6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml 00740061005000 a.

6500 61 00 6b 004e g.e.d.P.o.0.l.U.s.a.g.e.>.2.
00 6f 00 6e 0050 00  1.3.5.2.

61 0067 00 6500 64 <./.Q.u.0.t.a.P.e.ak.N.

00 50 00 6f 00 6f00  o.n.P.a.g.e.d.P.o.0.l.U.s.a.
6c 005500730061 g.e>.

00 67 00 65 00 3e 00

320031003300 35

00 32 00 3c 00 2f 00

51 00 75 00 6f 00 74

00 61 00 50 00 65 00

61 00 6b 00 4e 00 6f

00 6e 00 50 00 61 00

67 00 65 00 64 00 50

00 6f 00 6f 00 6¢ 00

5500 73 00 61 00 67

00 65 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 108 3c00510075006f <.Q.u.o.t.a.N.o.n.P.a.g.e.d. success or wait 1 6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml 00740061004e00 P.

6f 00 6e 00 50 00 61  0.0..U.s.a.g.e.>.2.1.0.8.0.
0067 00 65006400 <.

50 00 6f 00 6f 00 6c  /.Q.u.o.t.a.N.o.n.P.a.g.e.d.
00550073006100 P.o.0.lUs.ag.e>.

67 00 65 00 3e 00 32

00 31 00 30 00 38 00

30 00 3c 00 2f 00 51

00 75 00 6f 00 74 00

61 00 4e 00 6f 00 6e

00 50 00 61 00 67 00

65 00 64 00 50 00 6f

00 6f 00 6¢ 00 55 00

7300 61 00 67 00 65

00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 76 3c 005000610067 <.P.ag.e.fileU.s.ag.e> successorwait 1 6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml 00650066 006900 1.8.2.6.8.1.6.<./.P.a.g.e.f.i.

6c 006500550073 leU.s.a.g.e>.
00 61 00 67 00 65 00

3e 00 31 00 38 00 32

00 36 00 38 00 31 00

36 00 3c 00 2f 00 50

00 61 00 67 00 65 00

66 00 69 00 6¢ 00 65

00 55 00 73 00 61 00

67 00 65 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 92 3c 005000650061 <.P.e.ak.P.a.g.ef.ile.U.s. success orwait 1 6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml 00 6b 0050 0061 00 a.g.e.>.1.8.3.5.0.0.8.

67 00 6500 66 0069 <./.P.e.

00 6c 00 65005500 ak.P.a.g.e.file.U.s.ag.e.
73 006100670065 >.

00 3e 00 31 00 38 00

3300 35 00 30 00 30

00 38 00 3c 00 2f 00

50 00 65 00 61 00 6b

00 50 00 61 00 67 00

65 00 66 00 69 00 6¢

00 65 00 55 00 73 00

61 00 67 00 65 00 3e

00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 6FE7497A unknown

ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 72 3c005000720069 <.Private.U.s.ag.e.>1. success orwait 1 6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml 00760061007400 8.2.6.8.1.6.<./.P.riv.ate.

65005500730061 U.s.a.g.e.>.
00 67 00 65 00 3e 00
31 00 38 00 32 00 36
00 38 00 31 00 36 00
3c 00 2f 00 50 00 72
00 69 00 76 00 61 00

74 00 65 00 55 00 73

00 61 00 67 00 65 00

3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 46 3c002f00500072 <./.P.r.o.ce.s.s.V.m.l.n.f.o. success or wait 1 6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml 00 6f00 63 006500 r.m.a.t.i.o.n.>.

7300 73 00 56 00 6d

00 49 00 6e 00 66 00
6f 00 72 00 6d 00 61
00 74 00 69 00 6f 00

6e 00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 30 3c005000610072 <.P.ar.e.ntP.r.o.c.e.s.s.> success orwait 1 6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml 00 65 00 6e 00 74 00

50 00 72 00 6f 00 63
00 65 00 73 00 73 00

3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 40 3c 005000 72006f <.P.r.o.c.e.s.s.lnform.a. success orwait 1 6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml 0063 0065007300 ti.o.n.>.

73 00 49 00 6e 00 66
00 6f 00 72 00 6d 00
61 00 74 00 69 00 6f
00 6e 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 4 6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 30 3c 005000690064 <.P.i.d.>3.4.7.2.</.P.i.d.>. success or wait 1 6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml 00 3e 00 33 00 34 00

37 00 32 00 3c 00 2f
00 50 00 69 00 64 00

3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 4 B6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 70 3c0049006d 0061 <..m.a.g.e.N.a.m.e.>.e.x.p success or wait 1 6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml 0067 0065004e 00 .lor.e.r..exe.

61 00 6d 00 65 00 3e <./.lm.a.g.e.N.am.e.>.
00 65 00 78 00 70 00

6¢ 00 6f 00 72 00 65

00 72 00 2e 00 65 00

78 00 65 00 3c 00 2f

00 49 00 6d 00 61 00

67 00 65 00 4e 00 61

00 6d 00 65 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 4 6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 90 3c0043006d0064 <.C.m.d.L.i.n.e.S..g.n.a.t.u success or wait 1 6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml 00 4c 00 69 00 6e 00 .r.e.>.8.0.0.0.4.0.0.5.

65 005300690067 <./.C.m.
006e 0061007400 d.L.i.n.e.S.ig.n.ature.>.
7500 72 00 65 00 3e

00 38 00 30 00 30 00

30 00 34 00 30 00 30

00 35 00 3c 00 2f 00

43 00 6d 00 64 00 4c

00 69 00 6e 00 65 00

5300 69 00 67 00 6e

00 61 00 74 00 75 00

72 00 65 00 3e 00
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml
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Offset

unknown 4

unknown 2

unknown 48

unknown 4

unknown 2

unknown 78

unknown 4

unknown 2

unknown 52

unknown 4

unknown 2

unknown 44

unknown 4

unknown 2

unknown 90

unknown 4

unknown 2

Length Value

0d 00 0a 00

09 00

3c 00 55 00 70 00 74
00 69 00 6d 00 65 00
3e 00 34 00 37 00 31
00 30 00 31 00 31 00
3300 3c 00 2f 00 55
00 70 00 74 00 69 00
6d 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 57 00 6f 00 77
00 36 00 34 00 20 00
67 00 75 00 65 00 73
00 74 00 3d 00 22 00
30 00 22 00 20 00 68
00 6f 00 73 00 74 00
3d 00 22 00 33 00 34
00 34 00 30 00 34 00
2200 3e 00 30 00 3c
00 2f 00 57 00 6f 00
7700 36 00 34 00 3e
00

0d 00 0a 00

09 00

3c 0049 00 70 00 74
00 45 00 6e 00 61 00
62 00 6¢ 00 65 00 64
00 3e 00 30 00 3c 00
2f 0049 00 70 00 74
00 45 00 6e 00 61 00
62 00 6¢ 00 65 00 64
00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 72 00 6f
00 63 00 65 00 73 00
7300 56 00 6d 00 49
00 6e 00 66 00 6f 00
72 00 6d 00 61 00 74
00 69 00 6f 00 6e 00
3e 00

0d 00 0a 00

09 00

3c 00 50 00 65 00 61
00 6b 00 56 00 69 00
7200 74 00 75 00 61
00 6¢ 00 53 00 69 00
7a 00 65 00 3e 00 34
00 32 00 39 00 34 00
39 00 36 00 37 00 32
00 39 00 35 00 3c 00
2f 00 50 00 65 00 61
00 6b 00 56 00 69 00
7200 74 00 75 00 61
00 6¢ 00 53 00 69 00
7a 00 65 00 3e 00

0d 00 0a 00

09 00

Ascii

<.U.p.tim.e>.4.7.1.0.1.1.
3.</U.p.tim.e>.

.h.0.5.t.=.".3.4.4.0.4.".>.0.
<./W.o.w.6.4.>.

<..p.t.E.n.a.b.l.e.d.>.0.</.
l.p.t.E.n.a.b.l.e.d.>.

<.P.ro.c.e.s.s.V.m.Ln.fo.r.
m.a.t.i.o.n.>.

<.P.e.ak.V.irtualS.z.
e.>.4.2.9.4.9.6.7.2.9.5.
<./.P.
eak.\VirtualS.ize>.

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

1

4

1

1

5

Source

Address Symbol

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml
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Offset Length

unknown 74

unknown 4

unknown 2

unknown 76

unknown 4

unknown 2

unknown 100

unknown 4

unknown 2

unknown 84

unknown 4

unknown 2

unknown 114

Value

3c 00 56 00 69 00 72
00 74 00 75 00 61 00
6¢ 00 53 00 69 00 7a
00 65 00 3e 00 34 00
320039 00 3400 39
00 36 00 37 00 32 00
39 00 35 00 3c 00 2f
00 56 00 69 00 72 00
7400 7500 61 00 6¢
00 53 00 69 00 7a 00
65 00 3e 00

0d 00 0a 00

09 00

3¢ 00 50 00 61 00 67
00 65 00 46 00 61 00
7500 6¢ 00 74 00 43
00 6f 00 75 00 6e 00
7400 3e 00 35 00 30
00 37 00 39 00 34 00
3c 00 2f 00 50 00 61
00 67 00 65 00 46 00
61 00 75 00 6¢ 00 74
00 43 00 6f 00 75 00
6e 00 74 00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 65 00 61
00 6b 00 57 00 6f 00

72 00 6b 00 69 00 6e
00 67 00 53 00 65 00
74 0053 0069 00 7a
00 65 00 3e 00 31 00
3200 3000 3000 31
00 32 00 38 00 30 00
30 00 3c 00 2f 00 50

00 65 00 61 00 6b 00
57 00 6f 00 72 00 6b

00 69 00 6e 00 67 00
53 00 65 00 74 00 53
00 69 00 7a 00 65 00
3e 00

0d 00 0a 00

09 00

3c 00 57 00 6f 00 72
00 6b 00 69 00 6e 00
67 00 53 00 65 00 74
00 53 00 69 00 7a 00
65 00 3e 00 31 00 32
00 30 00 30 00 30 00
30 00 3500 31 00 32
00 3c 00 2f 00 57 00
6f 00 72 00 6b 00 69
00 6e 00 67 00 53 00
65 00 74 00 53 00 69
00 7a 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 51 00 75 00 6f
00 74 00 61 00 50 00
65 00 61 00 6b 00 50
00 61 00 67 00 65 00
64 00 50 00 6f 00 6f
00 6¢ 00 55 00 73 00
61 00 67 00 65 00 3e
00 39 00 36 00 31 00
37 00 36 00 38 00 3c
00 2f 00 51 00 75 00
6f 00 74 00 61 00 50
00 65 00 61 00 6b 00
50 00 61 00 67 00 65
00 64 00 50 00 6f 00
6f 00 6¢ 00 55 00 73
00 61 00 67 00 65 00
3e 00

Ascii

<VirtualS.iz.e>42.
9.4.9.6.7.2.9.5.<./.V.irtu.

alS.iz.e>.

Completion

success or wait

success or wait

success or wait

<.P.a.g.e.F.a.u.l.t.C.0.u.n.t. success or wait

>.5.0.7.9.4.
<./.P.a.g.e.F.a.u.
L.t.C.o.u.n.t.>.

success or wait

success or wait

<.P.e.a.k.W.o.rk.i.n.g.S.e.t success or wait

.S.i.z.e.>.1.2.0.0.1.2.8.0.0.

<.

/.P.e.a.k.W.o.rk.i.n.g.S.e.t.

S.i.z.e>.

success or wait

success or wait

<W.o.rk..n.g.S.e.t.S.i.z.e. success or wait

>.1.2.0.0.0.0.5.1.2.
<./.W.o.r.
ki.n.g.S.etS.i.z.e>.

success or wait

success or wait

<.Q.u.o.t.a.P.e.a.k.P.a.g.e. success or wait

d.

P.o.0.lUs.a.g.e.>.9.6.1.7.

6.8.

<./.Q.u.o.t.a.P.e.ak.P.a.g.

e.d.P.o.0o.l.Us.a.g.e>.

Count Address

1

Source
Symbol

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml
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Offset Length

unknown 4

unknown 2

unknown 98

unknown 4

unknown 2

unknown 124

unknown 4

unknown 2

unknown 108

unknown 4

unknown 2

unknown 78

unknown 4

unknown 2

Value

0d 00 0a 00

09 00

3c 00 51 00 75 00 6f
00 74 00 61 00 50 00
61 00 67 00 65 00 64
00 50 00 6f 00 6f 00 6¢
00 55 00 73 00 61 00
67 00 65 00 3e 00 39
00 32 00 37 00 37 00
32 00 38 00 3c 00 2f
00 51 00 75 00 6f 00
74 00 61 00 50 00 61
00 67 00 65 00 64 00
50 00 6f 00 6f 00 6¢
00 55 00 73 00 61 00
67 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 51 00 75 00 6f
00 74 00 61 00 50 00
65 00 61 00 6b 00 4e
00 6f 00 6e 00 50 00
61 00 67 00 65 00 64
00 50 00 6f 00 6f 00
6¢ 00 55 00 73 00 61
00 67 00 65 00 3e 00
37 003200320038
00 38 00 3c 00 2f 00
51 00 75 00 6f 00 74
00 61 00 50 00 65 00
61 00 6b 00 4e 00 6f
00 6e 00 50 00 61 00
67 00 65 00 64 00 50
00 6f 00 6f 00 6¢ 00
5500 73 00 61 00 67
00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 51 00 75 00 6f
00 74 00 61 00 4e 00
6f 00 6e 00 50 00 61
00 67 00 65 00 64 00
50 00 6f 00 6f 00 6¢
00 55 00 73 00 61 00
67 00 65 00 3e 00 37
00 31 00 34 00 37 00
3200 3c 00 2f 00 51
00 75 00 6f 00 74 00
61 00 4e 00 6f 00 6e
00 50 00 61 00 67 00
65 00 64 00 50 00 6f
00 6f 00 6¢ 00 55 00
73 0061 00 67 00 65
00 3e 00

0d 00 0a 00

09 00

3c 0050 00 61 00 67
00 65 00 66 00 69 00
6¢ 00 65 00 55 00 73
00 61 00 67 00 65 00
3e 00 3500 30 00 38
00 36 00 30 00 30 00
3300 32 00 3c 00 2f
00 50 00 61 00 67 00
65 00 66 00 69 00 6¢
00 65 00 55 00 73 00
61 00 67 00 65 00 3e
00

0d 00 0a 00

09 00

Ascii Completion

success or wait

success or wait

<.Q.u.o.t.a.P.a.g.e.d.P.0.0. success or wait
lLU.s.a.g.e>.9.2.7.7.2.8.

<./.Q.

u.o.t.a.P.a.g.e.d.P.o.0.l.U.s

.a.g.e>.

success or wait

success or wait

<.Q.u.o.t.a.P.e.a.k.N.o.n.P. success or wait
a.

g.e.d.P.o.0l.Us.a.g.e>.7.

2.2.8.8.

<./.Q.u.o.t.a.P.e.a.k.N.
o.n.P.a.g.e.d.P.o.0.l.U.s.a.

g.e>.

success or wait

success or wait

<.Q.u.o.t.a.N.o.n.P.a.g.e.d. success or wait
P.

0.0.l.Us.a.g.e>.7.1.4.7.2.

<.

/.Q.u.o.t.a.N.o.n.P.a.g.e.d.
P.o.0.l.Uss.a.g.e.>.

success or wait

success or wait

<.P.a.g.efileU.s.a.g.e.> success or wait
5.0.8.6.0.0.3.2.

<./.P.a.g.ef.

ile.Us.a.g.e>.

success or wait

success or wait

Count Address

1

5

1

1

5

1

1

5

1

Source
Symbol
6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 94 3c 005000650061 <.P.e.ak.P.ag.efileU.s. success orwait 1 6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml 00 6b 0050 00 61 00 a.g.e.>.5.0.8.6.0.0.3.2.

67 00 6500 66 0069 <./.P.
00 6c 00 65005500 e.a.k.P.a.g.efileU.s.ag.
73 006100670065 e.>.
00 3e 00 35 00 30 00

38 00 36 00 30 00 30

00 33 00 32 00 3c 00

2f 00 50 00 65 00 61

00 6b 00 50 00 61 00

67 00 65 00 66 00 69

00 6¢ 00 65 00 55 00

7300 61 00 67 00 65

00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 B6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 5 6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 74 3c005000720069 <.Private.U.s.a.g.e.>5. success orwait 1 6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml 0076 0061007400 0.8.6.0.0.3.2.<./.P.riv.a.t.

65005500730061 e.Us.a.g.e>.
00 67 00 65 00 3e 00
3500 30 00 38 00 36
00 30 00 30 00 33 00
32 00 3c 00 2f 00 50
00 72 00 69 00 76 00

61 00 74 00 65 00 55

00 73 00 61 00 67 00

65 00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 4 6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 46 3c002f00500072 <./.P.ro.c.e.s.s.V.m.l.n.f.o. success or wait 1 6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml 00 6f00 63 006500 r.m.a.t.i.o.n.>.

7300 73 00 56 00 6d

00 49 00 6e 00 66 00
6f 00 72 00 6d 00 61
00 74 00 69 00 6f 00

6e 00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 B6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 42 3c002f00500072 <./.P..o.ce.s.s.lnfo.rm. success orwait 1 6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml 00 6f00 63006500 a.t.i.o.n.>.

73 00 73 00 49 00 6e
00 66 00 6f 00 72 00
6d 00 61 00 74 00 69
00 6f 00 6e 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 32 3c002f00500061 <./P.are.ntP.ro.c.e.s.s. success orwait 1 6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml 00 72 00 65 00 6e 00 >.

7400 50 00 72 00 6f
00 63 00 65 00 73 00

7300 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 42 3c002f00500072 <./.P..o.c.e.s.s.l.nfo.rm. success orwait 1 6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml 00 6f00 63 006500 a.t.i.o.n.>.

73 00 73 00 49 00 6e
00 66 00 6f 00 72 00
6d 00 61 00 74 00 69
00 6f 00 6e 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 B6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 38 3c 0050007200 6f <.P.r.o.b.l.e.m.S.i.g.n.a.t.u. success or wait 1 6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml 00 62 00 6c 00 6500 r.e.s.>.

6d 00 53 00 69 00 67
00 6e 00 61 00 74 00
750072006500 73
00 3e 00
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 52 3c 00450076 0065 <.E.v.e.n.tT.y.p.e>B.EX. success orwait 1 6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml 006e 0074005400 <./E.wv.en.tT.y.p.e>.

79 00 70 00 65 00 3e
00 42 00 45 00 58 00
3c 00 2f 00 45 00 76

00 65 00 6e 00 74 00
54 00 79 00 70 00 65

00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 9 6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 18 6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 76 3c005000610072 <.P.ar.am.e.te.r.0.>l.o.a. success orwait 9 6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml 0061 006d 006500 d.d.ll3.2..ex.e<./P.ar.

74006500720030 am.e.t.e.r.0.>.
00 3e 00 6¢ 00 6f 00

61 00 64 00 64 00 6C

00 6¢ 00 33 00 32 00

2e 00 65 00 78 00 65

00 3c 00 2f 00 50 00

61 00 72 00 61 00 6d

00 65 00 74 00 65 00

72 00 30 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 B6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 40 3c002f00500072 <./.P.rob.lem.sS.g.n.at successorwait 1 6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml 00 6f 00 62 00 6c 00  u.r.e.s.>.

65 00 6d 00 53 00 69
00 67 00 6e 00 61 00
74007500 72 00 65
00 73 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 38 3c00440079006e <.D.y.n.a.m.i.c.S.i.g.n.a.t.u. success or wait 1 6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml 0061 006d 006900 r.e.ss.>.

63 00 53 00 69 00 67
00 6e 00 61 00 74 00
750072006500 73

00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 6 6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 12 6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 96 3c005000610072 <.P.aram.e.te.r.1.>1.0.. success orwait 6 6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml 0061 006d 006500 0..1.7.1.3.4...2...0...0...2.

74006500720031 5.6..4.8.</P.aram.e.te.
003e 0031003000 r.1.>.
2e 00 30 00 2e 00 31

00 37 00 31 00 33 00

34 00 2e 00 32 00 2e

00 30 00 2e 00 30 00

2e 00 32 00 35 00 36

00 2e 00 34 00 38 00

3c 00 2f 00 50 00 61

00 72 00 61 00 6d 00

65 00 74 00 65 00 72

00 31 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 40 3c002f00440079 <./.D.y.n.am..c.S.i.g.n.at. success or wait 1 6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml 00 6e 00 61 00 6d 00 u.r.e.s.>.

69 00 63 00 53 00 69

00 67 00 6e 00 61 00
74007500 72 00 65
00 73 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml
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File Path Offset
C:\ProgramData\Microsoft\Windo unknown 38
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 4
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 94
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 4
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2

ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 106

ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 4
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 96
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 4
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2

ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

Copyright Joe Security LLC 2021

Length Value

3¢ 0053007900 73
00 74 00 65 00 6d 00
49 00 6e 00 66 00 6f
00 72 00 6d 00 61 00
74 00 69 00 6f 00 6e
00 3e 00

0d 00 0a 00

09 00

3c 00 4d 00 49 00 44
00 3e 00 41 00 32 00
4100 42 00 35 00 32
00 36 00 41 00 2d 00
4400 33 00 38 00 44
00 2d 00 34 00 46 00
430039 00 2d 00 38
00 42 00 41 00 30 00
2d 00 45 00 33 00 34
00 42 00 38 00 44 00
36 00 33 00 35 00 34
00 45 00 38 00 3c 00
2f 00 4d 00 49 00 44
00 3e 00

0d 00 0a 00

09 00

3¢ 0053 007900 73
00 74 00 65 00 6d 00
4d 00 61 00 6e 00 75
00 66 00 61 00 63 00
74007500 72 00 65
00 72 00 3e 00 68 00
76 00 6e 00 79 00 6f
00 70 00 2c 00 20 00
49 00 6e 00 63 00 2e
00 3c 00 2f 00 53 00
79 00 73 00 74 00 65
00 6d 00 4d 00 61 00
6e 00 75 00 66 00 61
00 63 00 74 00 75 00
72006500 72 00 3e
00

0d 00 0a 00

09 00

3¢ 0053007900 73
00 74 00 65 00 6d 00
50 00 72 00 6f 00 64
00 75 00 63 00 74 00
4e 00 61 00 6d 00 65
00 3e 00 68 00 76 00
6e 00 79 00 6f 00 70
00 37 00 2¢c 00 31 00
3c 00 2f 00 53 00 79
00 73 00 74 00 65 00
6d 00 50 00 72 00 6f
00 64 00 75 00 63 00
7400 4e 00 61 00 6d
00 65 00 3e 00

0d 00 0a 00

09 00

Ascii

<.S.y.s.te.m.l.nfoorm.a.t.

i.o.n.>.

<M..D.>.A2.AB.5.2.6.A.-

.D.3.8.D.-.4.F.C.9.-
.8.B.A.0.-.E.
3.4.B.8.D.6.3.5.4.E.8.
<./M.I.D.>.

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

<.S.y.s.te.m.M.a.n.u.f.a.c.t success or wait

.u.r.e.r.>.hwv.ny.o.p.,. .L.n.
c..<./.S.y.s.te.m.M.a.n.u.f.

a.c.t.ur.e.r.>.

success or wait

success or wait

<.S.y.s.te.m.P.r.o.d.u.c.t.N success or wait

.a.m.e.>.h.v.n.y.o.p.7.,.1.

<.

S.y.s.t.e.m.P.r.o.d.u.c.tN.a

.m.e.>.

success or wait

success or wait

Source

Count Address Symbol

1

1

1

1

2

1

1

2

1

1

2

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 120 3c 0042004900 4f <.B..O.S.V.e.r.s.i.o.n.>.V. success or wait 1 6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml 00530056 006500 M

7200730069 006f W.7.1..0.0.V...1.3.9.8.9.4.
00 6e 00 3e 00 56 00 5.

4d 005700370031 4..B.6.4..1.9.0.6.1.9.0.5.3
002e 0030003000 .8.

56 00 2e 00 31 00 33 <./.B..O.S.V.e.r.s.i.o.n.>.
00 39 00 38 00 39 00

34 00 3500 34 00 2e

00 42 00 36 00 34 00

2e 00 31 00 39 00 30

00 36 00 31 00 39 00

30 00 3500 33 00 38

00 3c 00 2f 00 42 00

49 00 4f 00 53 00 56

00 65 00 72 00 73 00

69 00 6f 00 6e 00 3e

00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 82 3c004f00530049 <.0.S.l.ns.tallD.ate.> success orwait 1 6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml 006e 0073007400 1.5.6.8.2.1.4.8.3.6.

6100 6¢ 00 6¢ 0044 <./.0.S.l
00610074006500 n.s.tallD.ate>.
3e 00 31 00 35 00 36

00 38 00 32 00 31 00

34 00 38 00 33 00 36

00 3c 00 2f 00 4f 00

53 00 49 00 6e 00 73

00 74 00 61 00 6¢ 00

6¢ 00 44 00 61 00 74

00 65 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 B6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 102 3c004f00530049 <.0.S.l.n.s.tallT.im.e>. success orwait 1 6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml 006e 0073007400 2.0.1.9.-.0.6.-.2.7.T.1.4..4.

61006c006¢c0054 9..2.1.7Z</0.S.lns.tal
00 69 00 6d 00 6500 I.T.i.m.e.>.
3e 00 32 00 30 00 31

00 39 00 2d 00 30 00

36 00 2d 00 32 00 37

00 54 00 31 00 34 00

3a 00 34 00 39 00 3a

00 32 00 31 00 5a 00

3c 00 2f 00 4f 00 53

00 49 00 6e 00 73 00

74 00 61 00 6¢ 00 6¢C

00 54 00 69 00 6d 00

65 00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 68 3c00540069006d <.T..me.Z.o.n.e.B.i.a.s.>. success or wait 1 6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml 00 65 00 5a 00 6f 00  0.8.:.0.0.

6e 006500420069 <. T..m.e.Z.o.n.e.B.
00610073003e00 ias.>.

30 00 38 00 3a 00 30

00 30 00 3c 00 2f 00

54 00 69 00 6d 00 65

00 5a 00 6f 00 6e 00

65 00 42 00 69 00 61

00 73 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 B6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 40 3c002f00530079 <./S.y.s.tem.lnfo.rm.a. success orwait 1 6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml 00730074006500 ti.o.n.>.

6d 00 49 00 6e 00 66
00 6f 00 72 00 6d 00
61 00 74 00 69 00 6f
00 6e 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 6FE7497A unknown
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml
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Offset

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Length Value

34

46

3c 00 53 00 65 00 63
00 75 00 72 00 65 00
42 00 6f 00 6f 00 74
00 53 00 74 00 61 00
74 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 55 00 45 00 46
00 49 00 53 00 65 00
63 00 75 00 72 00 65
00 42 00 6f 00 6f 00
7400 45 00 6e 00 61
00 62 00 6¢ 00 65 00
64 00 3e 00 30 00 3c
00 2f 00 55 00 45 00
46 00 49 00 53 00 65
00 63 00 7500 72 00
65 00 42 00 6f 00 6f
00 74 00 45 00 6e 00
61 00 62 00 6¢ 00 65
00 64 00 3e 00

0d 00 0a 00

09 00

3c 00 2f 00 53 00 65

00 63 00 75 00 72 00
65 00 42 00 6f 00 6f

00 74 00 53 00 74 00
61 00 74 00 65 00 3e
00

0d 00 0a 00

09 00

3c 00 49 00 6e 00 74
00 65 00 67 00 72 00
61 00 74 00 6f 00 72
00 3e 00

0d 00 0a 00

09 00

3c 00 46 00 6¢ 00 61
00 67 00 73 00 3e 00
30 00 30 00 30 00 30
00 30 00 30 00 30 00
42 00 3c 00 2f 00 46
00 6¢ 00 61 00 67 00
73 00 3e 00

0d 00 0a 00

09 00

3c 00 2f 00 49 00 6e
00 74 00 65 00 67 00
7200 61 00 74 00 6f
00 72 00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 72 00 6f
00 63 00 65 00 73 00
7300 54 00 69 00 6d
00 65 00 6¢ 00 69 00
6e 00 65 00 73 00 20
00 42 00 61 00 73 00
65 00 54 00 69 00 6d
00 65 00 3d 00 22 00
32 003000320031
00 2d 00 30 00 34 00
2d 00 32 00 30 00 54
00 30 00 36 00 3a 00
33 00 36 00 3a 00 35
00 33 00 5a 00 22 00
3e 00

Ascii

<.S.e.c.ure.B.o.0.t.Sta.t.

EE=S

<U.E.F.l.S.e.cure.B.o.0.t

.E.n.a.b.l.e.d.>.0.
</.U.E.F.L

S.e.c.ur.e.B.o.o.t.E.n.ab.l

e.d.>.

<./.S.e.c.ur.e.B.o.0.t.Sta.

te>.

<.l.nte.g.rato.r>.

<.F.l.a.g.s.>.0.0.0.0.0.0.0.

B.<./F.la.g.s.>.

</lnte.g.rato.r>.

<.P.ro.c.e.s.s.T.i.m.e.li.n.

es.
.B.a.s.e.T.im.e.=.".2.0.

2.1.-.0.4.-2.0.T.0.6.:.3.6...

BIZ"Z,

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

Source
Address

6FE7497A

6FE7497A

6FE7497A

6FE7497A

6FE7497A

6FE7497A

6FE7497A

6FE7497A

6FE7497A

6FE7497A

6FE7497A

6FE7497A

6FE7497A

6FE7497A

6FE7497A

6FE7497A

6FE7497A

6FE7497A

6FE7497A

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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Source

File Path Offset Length Value Ascii Count Address

0d 00 0a 00

Completion Symbol

C:\ProgramData\Microsoft\Windo unknown 4 success or wait 1 6FE7497A unknown

ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 success or wait 2 B6FE7497A unknown

ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

Copyright Joe Security LLC 2021

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

266

3c 00 50 00 72 00 6f
00 63 00 65 00 73 00
73 002000410073
00 49 00 64 00 3d 00
220033003200 36
00 22 00 20 00 50 00
49 00 44 00 3d 00 22
00 34 00 35 00 34 00
38 00 22 00 20 00 55
00 70 00 74 00 69 00
6d 00 65 00 4d 00 53
00 3d 00 22 00 33 00
37 00 32 00 33 00 34
00 22 00 20 00 54 00
69 00 6d 00 65 00 53
00 69 00 6e 00 63 00
65 00 43 00 72 00 65
00 61 00 74 00 69 00
6f 00 6e 00 4d 00 53
00 3d 00 22 00 33 00
37 00 32 00 33 00 34
00 22 00 20 00 53 00
7500 73 00 70 00 65
00 6e 00 64 00 65 00
64 00 4d 00 53 00 3d
00 22 00 30 00 22 00
20 00 48 00 61 00 6e
00 67 00 43 00 6f 00
7500 6e 00 74 00 3d
00 22 00 30 00 22 00
20 00 47 00 68 00 6f
00 73 00 74 00 43 00
6f 00 75 00 6e 00 74
00 3d 00 22 00 30 00
220020004300 72
00 61 00 73 00 68 00
65 00 64

0d 00 0a 00

09 00

3c 00 2f 00 50 00 72
00 6f 00 63 00 65 00
73 00 73 00 3e 00

0d 00 0a 00

09 00

3c 00 2f 00 50 00 72
00 6f 00 63 00 65 00
73 00 73 00 54 00 69
00 6d 00 65 00 6¢ 00
69 00 6e 00 65 00 73
00 3e 00

0d 00 0a 00

09 00

3c 00 52 00 65 00 70
00 6f 00 72 00 74 00
49 00 6e 00 66 00 6f
00 72 00 6d 00 61 00
74 00 69 00 6f 00 6e
00 3e 00

0d 00 0a 00

09 00

<.P.r.o.c.es.s. .As.ld.="
3.2.6.". .P.I. '4.5.4.8.".
.U.p.tim.eM.S.="3.7.2.3.
4.". T.i.m.e.S..n.ce.Cre.
at.i.o.n.M.S.=".3.7.2.34."
.S.u.s.p.e.n.d.e.d.M.
."..H.a.n.g.C.o.u.n.t. .
.G.h.o.s.t.C.0.u.n.t.=.".0.".

.Cras.hed

<./.P.ro.c.e.s.s.>.

<./.P.ro.c.e.s.s.T.i.m.e.li
n.e.s.>.

<.R.e.p.o.rt.l.nform.a.t.
i.o.n.>.

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

6FE7497A

6FE7497A

6FE7497A

6FE7497A

6FE7497A

6FE7497A

6FE7497A

6FE7497A

6FE7497A

6FE7497A

6FE7497A

6FE7497A

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERE391.tmp.WERInternalMetadata.xml

Copyright Joe Security LLC 2021

Offset

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Length
98

4

2

98

40

40

Value

3c 00 47 00 75 00 69
00 64 00 3e 00 66 00
33 00 65 00 63 00 66
00 31 00 37 00 64 00
2d 00 32 00 30 00 32
00 31 00 2d 00 34 00
36 00 34 00 37 00 2d
00 61 00 31 00 38 00
3200 2d 00 36 00 66
00 64 00 39 00 32 00
3100 31 00 66 00 64
00 38 00 62 00 34 00
3c 00 2f 00 47 00 75
00 69 00 64 00 3e 00

0d 00 0a 00

09 00

3c 0043 00 72 00 65
00 61 00 74 00 69 00
6f 00 6e 00 54 00 69
00 6d 00 65 00 3e 00
32 003000320031
00 2d 00 30 00 34 00
2d 00 32 00 30 00 54
00 30 00 36 00 3a 00
33 00 36 00 3a 00 35
00 33 00 5a 00 3c 00
2f 00 43 00 72 00 65
00 61 00 74 00 69 00
6f 00 6e 00 54 00 69
00 6d 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 2f 00 52 00 65
00 70 00 6f 00 72 00
74 00 49 00 6e 00 66
00 6f 00 72 00 6d 00
61 00 74 00 69 00 6f
00 6e 00 3e 00

0d 00 0a 00

3c 00 2f 00 57 00 45
00 52 00 52 00 65 00
7000 6f 00 72 00 74
00 4d 00 65 00 74 00
61 00 64 00 61 00 74
00 61 00 3e 00

Source

Ascii Completion Count Address Symbol
<.G.u.i.d.>.f.3.e.c.f.1.7.d.-. success or wait 1 6FE7497A unknown
2.0.2.1.-4.6.4.7.~a.1.8.2.-.
6.£.d.9.2.1.1.f.d.8.b.4.<./.G.
ui.d.>.
success or wait 1 6FE7497A unknown
success or wait 2 6FE7497A unknown
<.C.re.a.ti.o.n.T..m.e>.2. success or wait 1 6FE7497A unknown
0.2.1.-.0.4.-.2.0.T.0.6.:.3.6.
:.5.3.Z</Creatio.n.T.
i.m.e.>.
success or wait 1 6FE7497A unknown
success or wait 1 6FE7497A unknown
<./.R.e.p.or.tlnfo.rm.a. success or wait 1 6FE7497A unknown
tio.n.>.
success or wait 1 6FE7497A unknown
<./W.E.R.R.e.p.o.r.t. M.e.t. success or wait 1 6FE7497A unknown
a.d.ata.>.
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File Path Offset

C:\ProgramData\Microsoft\Windo unknown 4658

ws\WER\Temp\WEREDS56.tmp.xml

C:\ProgramData\Microsoft\Windo unknown 2
ws\WER\ReportQueue\AppCrash_lo
addll32.exe_f940423413aeeel95a

e8a7e3bd18fce80b8b52f 160cf2be_1198010b\Report.wer

C:\ProgramData\Microsoft\Windo unknown 22
ws\WER\ReportQueue\AppCrash_lo
addll32.exe_f940423413aeeel95a

e8a7e3bd18fce80b8b52f 160cf2be_1198010b\Report.wer

C:\ProgramData\Microsoft\Windo unknown 44

ws\WER\ReportQueue\AppCrash_lo
addll32.exe_f940423413aeeel95a
e8a7e3bd18fce80b8b52f 160cf2be_1198010b\Report.wer

Registry Activities

Key Created

Key Path

\REGISTRY\A\{b999fbb4-96f1-3301-6964-a629553343c6}\Root\InventoryApplicationFile\PermissionsCheckTestKey

Length Value

3c 3f 78 6d 6¢ 20 76

65 72 73 69 6f 6e 3d

22 31 2e 30 22 20 65
6e 63 6f 64 69 6e 67

3d 22 55 54 46 2d 38
222073 74 61 6e 64
61 6¢ 6f 6e 65 3d 22

79 65 73 22 3f 3e 0d

0a 3c 72 6571 20 76
6572 3d 22 32 22 3e
0d 0a 20 20 3c 74 6¢
6d 3e 0d Oa 20 20 20
203c 737263 3e 0d
0a 20 20 20 20 20 20
3c 64 65 73 63 3e 0d
0a 20 20 20 20 20 20
2020 3c 6d 61 63 68
3e 0d 0a 20 20 20 20
2020 20 20 20 20 3c
6f 73 3e 0d 0a 20 20

2020 20 20 20 20 20
2020203c 617267
20 6e 6d 3d 22 76 65
72 6d 61 6a 22 20 76
61 6¢ 3d 22 31 30 22
20 2f 3e 0d Oa 20 20
2020 20 20 20 20 20
2020203c 617267
20 6e 6d 3d 22 76 65
72 6d 69 6e 22 20 76
61 6¢ 3d 22 30 22 20
2f 3e 0d Oa 20 20 20
2020 20 20 20 20 20
2020 3c 617267 20
6e 6d 3d 22 76 65 72
62 6¢ 64 22 20 76 61
6¢c 3d 22

ff fe

56 00 6500 72 00 73
00 69 00 6f 00 6e 00
3d 00 31 00 0d 00 Oa
00

4d 00 65 00 74 00 61
00 64 00 61 00 74 00
61 00 48 00 61 00 73
00 68 00 3d 00 35 00
31 003800370033
00 38 00 34 00 38 00
38 00

HKEY_LOCAL_MACHINE\Software\WOW6432Node\Microsoft\Windows\Windows Error Reporting\Debug

Key Value Created

Key Path

HKEY_LOCAL_MACHINE\SOFTWARE\WO
W6432Node\Microsoft\Windows\Windows Error
Reporting\Debug

Name Type

ExceptionRecord binary

Disassembly

Copyright Joe Security LLC 2021

Data

05 00 00 CO 00 00 00 00 00 00 00

Ascii

<?xml version="1.0"
encoding="UTF-8"
standalone="yes"?>..<req
ver="2">.. <tlm>.. <src>
<desc>..
<mach>..
<arg nm="vermaj" val="10"
/>.. <arg
nm="vermin" val="0" />..
<arg nm="verbld" val="

<0s>..

Source

Completion Count Address Symbol
success or wait 1 6FE7497A unknown
success or wait 1 6FE7497A unknown

V.ers.i.o.n=1... success or wait 149 6FE7497A unknown
M.e.ta.d.a.ta.H.a.s.h.=.5. success or wait 1 6FE7497A unknown
1.8.7.3.8.4.8.8.
Source

Completion Count Address Symbol

success or wait 1 6FE936BF unknown

success or wait 1 6FE91FB2 RegCreateKeyExW

Source
Completion Count Address Symbol

00 00 00 56 70 02 00 00 00 08 00
00 00 00 00 56 70 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00

00 00 00

success or wait 1

B6FE91FE8 RegSetValueExW
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