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Analysis Report http://Icovidvaccin.doclr.be

Overview

General Information

Sample URL: http://covidvaccin.doclr.be

Analysis ID: 397620
Infos: ;f il &

Most interesting Screenshot:

Startup

= System is w10x64

. @ iexplore.exe (PID: 3168 cmdline: 'C:\Program Files\Internet Exploreniexplore.exe' -Embedding MD5: 6465CB92B25A7BC1DF8E01D8ACS5E7596)
. @ iexplore.exe (PID: 4088 cmdline: 'C:\Program Files (x86)\Internet ExplorenIEXPLORE.EXE' SCODEF:3168 CREDAT:17410 /prefetch:2 MD5:

Detection

Score:

Range:

Whitelisted:

Confidence:

071277CC2E3DFA1EEEA8013E2AB58D5A)

= cleanup

Malware Configuration

No configs have been found

Yara Overview

No yara matches

Sigma Overview

No Sigma rule has matched

Signature Overview

Copyright Joe Security LLC 2021

0-100

false

80%

Classification

No high impact signatures.
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@

There are no malicious signatures, click here to show all signatures.
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Screenshots

Thumbnails

Behavior Graph

ID: 397620 MALICIOUS
URL: http://covidvaccin.doclr.be SUSPICIOUS
Startdate: 26/04/2021

Architecture: WINDOWS

UNKNOUIN

Score: 0

started

started

o
@ iexplore.exe :g

mtn
5 . 108

@

covidvaccin.doclr.be c doclr.be CA

161.35.244.219, 443, 49703, 49704
DIGITALOCEAN-ASNUS
United States

178.128.142.19, 443, 49719, 49720
DIGITALOCEAN-ASNUS

Netherlands &=

This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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] https://covidvaccin docirbe - @ ¢ Search.
1 docir - Covid Test [T

Doclr Vaccin © Powered by docir

Reservation for vaccination

Enter your vaccination code here to reserve / confirm your vaccination moment.

Vaccination code T

© 2021 doclr_be - cookies - privacy

O Type here to search

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link
hitp://covidvaccin.doclr.be 0% Virustotal Browse
hitp://covidvaccin.doclr.be 0% Avira URL Cloud safe

Dropped Files

No Antivirus matches

Unpacked PE Files

No Antivirus matches

Domains

No Antivirus matches

URLs

Source Detection Scanner Label Link
hitp:/fiwww.praktijkhuisdewijngaard.be/ 0% Virustotal Browse
hitp:/f\www.praktijkhuisdewijngaard.be/ 0% Avira URL Cloud safe

hitp://https://foo.com/ 0% Virustotal Browse

Copyright Joe Security LLC 2021 Page 7 of 46


https://www.virustotal.com/gui/url/36bd8de11ef1d9e15591893b3d474154d1f89ad66c598d5455892a5a74cddd6b/detection/u-36bd8de11ef1d9e15591893b3d474154d1f89ad66c598d5455892a5a74cddd6b-1616268364
https://www.virustotal.com/gui/url/381942d345d16a7f585fa5fa51a93a8939e421ca978578bb4b7d446c6765ece2/detection/u-381942d345d16a7f585fa5fa51a93a8939e421ca978578bb4b7d446c6765ece2-1606823212
https://www.virustotal.com/gui/url/0d43b1693c6acc29ec802acf5bd8aefbffed2bf590e90864e7abf39018b3c932/detection/u-0d43b1693c6acc29ec802acf5bd8aefbffed2bf590e90864e7abf39018b3c932-1616416753

Source

hitp://https://foo.com/

hitp://getbootstrap.com)
hitp://https://www.huisartsendeappel.be/
hitp://https://www.huisartsendeappel.be/
hitp://https://doclr.be/site/img/logo_full.png
hitp://https://openradar.appspot.com/22186109).

hitp://https://covidvaccin.doclr.be/images/favicons/favicon-196x196.pngv

hitp://https://doclr.be/JDoclr
hitp://https://promisesaplus.com/)-compliant
hitp://daneden.me/animate
hitp://daneden.me/animate
hitp://daneden.me/animate

hitp:/fontdek.doclr.be

hitp://docs.closure-library.googlecode.com/git/closure_goog_string_string.js.source.html#line962).

hitp://https://www.ichlassmichimpfen.be
hitp://https://doclr.be/login
hitp://https://doclr.be/site/img/favicons/favicon-196x196.pngv
hitp:/fiwww.doclr.be/

hitp://https://covidvaccin.do
hitp://https://covidvaccin.doclr.be/$doclr

Domains and IPs

Contacted Domains

Name P
covidvaccin.doclr.be
doclr.be

ontdek.doclr.be unknown

Contacted URLs

Name

hitp://https://covidvaccin.doclr.be/privacy/en

URLs from Memory and Binaries

Name
hitp://api.jquery.com/val/)
hitp://https://developer.chrome.com/apps/api_index).

http:/f
https://github.com/angular/angular.js/issues/6794#issuecomm
ent-38648909

hitp://daverupert.com
hitp:/funderscorejs.org

hitp:/fiwww.praktijkhuisdewijngaard.be/

hitp://https://github.com/zloirock/core-js
hitp://https://github.com/angular/angular.js/issues/16592
hitp://https://fetch.spec.whatwg.org/#concept-network-error

hitp://https://foo.com/

http:/f
https://developer.mozilla.org/docs/Web/Guide/Events/Creating
_and_triggering_events)

hitp://benalman.com/projects/jquery-misc-
plugins/#scrollbarwidth

hitp://https://github.com/angular/angular.js/pull/13318

http:/f
https://developer.mozilla.org/docs/Web/JavaScript/Reference/
Global_Objects/Map)

hitp://https://doclr.be/

hitp://jsperf.com/create-constructor/2

Copyright Joe Security LLC 2021

Active

161.35.244.219 true
178.128.142.19 true

unknown

Malicious

false

Source

angular[1].js.2.dr
angular[1].js.2.dr
angular[1].js.2.dr

jquery fittext[1].js.2.dr
underscore-min[1].js.2.dr

CUT73C3E.htm.2.dr

core-js[1].js.2.dr

angular[1].js.2.dr
angular[1].js.2.dr
angular[1].js.2.dr

angular[1].js.2.dr

jquery.fancybox[1].js.2.dr

angular[1].js.2.dr
angular[1].js.2.dr

{9A8BC143-A6A6-11EB-90E6-ECF4B
B82F7EOQ}.dat.1.dr

angular[1].js.2.dr

Detection Scanner
0% Avira URL Cloud
0% Avira URL Cloud
0% Virustotal
0% Avira URL Cloud
0% Avira URL Cloud
0% Avira URL Cloud
0% Avira URL Cloud
0% Avira URL Cloud
0% Avira URL Cloud
0% URL Reputation
0% URL Reputation
0% URL Reputation
0% Avira URL Cloud
0% Avira URL Cloud
0% Avira URL Cloud
0% Avira URL Cloud
0% Avira URL Cloud
0% Avira URL Cloud
0% Avira URL Cloud
0% Avira URL Cloud
Malicious Antivirus Detection
false
false
false

Antivirus Detection

Malicious

false
false

false

false
false

false

false
false
false

false

false

false

false

false

false

false

Antivirus Detection

Label
safe

safe

safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe

safe

e 0%, Virustotal, Browse
e Avira URL Cloud: safe

e 0%, Virustotal, Browse
e Avira URL Cloud: safe

Link

Browse

Reputation
unknown
unknown

unknown

Reputation

unknown

Reputation
high
high
high

high
high
unknown
high
high
high

unknown

high

high

high

high

unknown

high
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https://www.virustotal.com/gui/url/81e404db9b96ad13bbf09aff04fb2ea014490c7f66b77a38cc5e59ef17c05dd4/detection/u-81e404db9b96ad13bbf09aff04fb2ea014490c7f66b77a38cc5e59ef17c05dd4-1615632480
https://www.virustotal.com/gui/url/381942d345d16a7f585fa5fa51a93a8939e421ca978578bb4b7d446c6765ece2/detection/u-381942d345d16a7f585fa5fa51a93a8939e421ca978578bb4b7d446c6765ece2-1606823212
https://www.virustotal.com/gui/url/0d43b1693c6acc29ec802acf5bd8aefbffed2bf590e90864e7abf39018b3c932/detection/u-0d43b1693c6acc29ec802acf5bd8aefbffed2bf590e90864e7abf39018b3c932-1616416753

Name

hitp://getbootstrap.com)

http:/f

https://developer.mozilla.org/docs/Web/API/CanvasGradient)
hitp://https://stackoverflow.com/questions/3143070/javascript-

regex-iso-datetime#answer-3143231

hitp://https://www.huisartsendeappel.be/

hitp://cwe.mitre.org/data/definitions/601.html)

hitp://https://github.com/jbleduigou

hitp://https://doclr.be/site/img/logo_full.png
hitp://https://openradar.appspot.com/22186109).

hitp://api.jguery.com/text/)
http:/f

https://developer.mozilla.org/docs/Web/JavaScript/Reference/

Global_Objects/Set)

hitp://www.ecma-international.org/ecma-262/5.1/#sec-

15.4.4.18)

hitp://https://lodash.com/docs/4.17 .4#merge).

hitp://https://developer.chrome.com/apps/manifest/sandbox).

hitp://api.jquery.com/eq/)

hitp://https://github.com/angular/angular.js/issues/11314

hitp://api.jquery.com/unbind/)
hitp://api.jquery.com/wrap/)

hitp://https://developer.mozilla.org/en-
US/docs/Web/API/CompositionEvent

hitp://https://github.com/mweimerskirch

hitp://https://github.com/angular/angular.js/issues/4006))
hitp://https://github.com/angular/protractor/issues/481

hitp://api.jquery.com/hasClass/)

hitp://fancyapps.com/fancybox/

hitp://https://covidvaccin.doclr.be/images/favicons/favicon-

196x196.pngv

hitp://https://github.com/angular/protractor/issues/480

hitp://rock.mit-license.org

hitp://https://www.npmjs.com/package/iserror

hitp://https://github.com/twbs/bootstrap/blob/master/LICENSE)

hitp://api.jquery.com/triggerHandler/)
http:/f

https://github.com/angular/angular/blob/6.0.6/packages/compil
er/src/schema/dom_security_schema.ts#L3

http:/f

https://github.com/angular/angular.js/pull/14610#issuecommen

t-219401099
http:/f

https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js

http:/f

https://developer.mozilla.org/docs/Web/API/MediaStream)

hitp://https://doclr.be/JDoclr

hitp://docs.python.org/library/re.html#re.escape).

hitp://api.jquery.com/after/)
hitp://https://github.com/gurdiga
hitp://sam.zoy.org/wtfpl/

hitp://https://developer.mozilla.org/en-

US/docs/Web/JavaScript/Reference/Operators/Comparison_O

perators)

hitp://https://developer.mozilla.org/docs/Web/APl/ImageData)

hitp:/itools.ietf.org/html/rfc3987)

hitp://https://promisesaplus.com/)-compliant

hitp://api.jquery.com/data/)

hitp://https://github.com/angular/angular.js/issues/14251

http:/f

https://github.com/kriskowal/uncommonjs/blob/master/promise

s/specification.md.
hitp://url.spec.whatwg.org/#urlutils

hitp://https://developer.mozilla.org/en-

US/docs/Web/JavaScript/Reference/Global_Objects/isFinite)

hitp://https://github.com/bmarkovic

hitp://api.jquery.com/contents/)

Copyright Joe Security LLC 2021

Source

bootstrap.min[1].js.2.dr, bootstrap.min[
1].js0.2.dr

angular[1].js.2.dr

angular[1].js.2.dr

CUT73C3E.htm.2.dr

angular[1].js.2.dr
moment-with-locales.min[1].js.2.dr
CUT73C3E.htm.2.dr
angular[1].js.2.dr
angular[1].js.2.dr
angular[1].js.2.dr

angular[1].js.2.dr

angular[1].js.2.dr
angular[1].js.2.dr
angular[1].js.2.dr
angular[1].js.2.dr
angular[1].js.2.dr
angular[1].js.2.dr
angular[1].js.2.dr

moment-with-locales.min[1].js.2.dr
angular[1].js.2.dr
angular[1].js.2.dr
angular[1].js.2.dr
jquery.fancybox[1].js.2.dr

imagestore.dat.2.dr

angular[1].js.2.dr
core-js[1].js.2.dr
angular[1].js.2.dr
bootstrap.min[1].css.2.dr
angular[1].js.2.dr
angular[1].js.2.dr

angular[1].js.2.dr

CUT73C3E.htm.2.dr

angular[1].js.2.dr

{9A8BC143-A6A6-11EB-90E6-ECF4B
B82F7EO0}.dat.1.dr

angular[1].js.2.dr
angular[1].js.2.dr
moment-with-locales.min[1].js.2.dr
jquery fittext[1].js.2.dr
angular[1].js.2.dr

angular[1].js.2.dr
angular[1].js.2.dr
angular[1].js.2.dr
angular[1].js.2.dr
angular[1].js.2.dr
angular[1].js.2.dr

angular[1].js.2.dr

angular[1].js.2.dr

moment-with-locales.min[1].js.2.dr

angular[1].js.2.dr

Malicious

false

false

false

false

false
false
false
false
false

false

false

false
false
false
false
false
false

false

false
false
false
false
false

false

false
false
false
false
false

false

false

false

false

false

false
false
false
false

false

false
false
false
false
false

false

false

false

false

false

Antivirus Detection

e Avira URL Cloud: safe

* 0%, Virustotal, Browse
e Avira URL Cloud: safe

e Avira URL Cloud: safe
e Avira URL Cloud: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

Reputation

low

high

high

unknown

high
high

unknown

unknown

high
high

high

high
high
high
high
high
high
high

high
high
high
high
high

unknown

high
high
high
high
high
high

high

high

high

unknown

high
high
high
high
high

high
high

unknown

high
high
high

high

high

high
high
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https://www.virustotal.com/gui/url/81e404db9b96ad13bbf09aff04fb2ea014490c7f66b77a38cc5e59ef17c05dd4/detection/u-81e404db9b96ad13bbf09aff04fb2ea014490c7f66b77a38cc5e59ef17c05dd4-1615632480

Name

hitp://tools.ietf.org/html/rfc3986:
hitp://https://github.com/angular/angular.js/issues/9837)
hitp://https://github.com/sedovsek
hitp://api.jquery.com/jQuery/)
hitp://api.jquery.com/one/)

hitp://schema.org

hitp://api.jguery.com/addClass/)

hitp://daneden.me/animate

hitp://https://github.com/hinrik
hitp:/fontdek.doclr.be
hitp://api.jquery.com/removeAttr/)

hitp://docs.closure-

library.googlecode.com/git/closure_goog_string_string.js.sourc

e.html#line962).

hitp:/funicode.org/repos/cldr-
tmp/trunk/diff/supplemental/language_plural_rules.html)

hitp://https://developer.mozilla.org/en-
US/docs/Tools/Debugger/How_to/Black_box_a_source).

hitp:/f\www.html5rocks.com/en/tutorials/es6/promises/#toc-
promises-queues)).

hitp://https://github.com/Oire
http:/f

https://developer.mozilla.org/en/docs/Web/JavaScript/Referen

ce/Operators/Property_accessors#Property
hitp://api.jquery.com/append/)
hitp://bugs.jquery.com/ticket/6724

http:/f
https://developer.chrome.com/devtools/docs/blackboxing).

hitp://ngmodules.org/modules/angular-toArrayFilter)
hitp://https://github.com/MadMG
hitp:/fiwww.ietf.org/rfc/rfc3986.txt).
hitp://https://www.ichlassmichimpfen.be
hitp://https://github.com/kriskowal/q)
hitp://api.jquery.com/on/)

hitp://stackoverflow.com/questions/14636536/how-to-check-if-

a-variable-is-an-integer-in-javascript#1

hitp://https://doclr.be/login

hitp://https://doclr.be/site/img/favicons/favicon-196x196.pngv

hitp:/fiwww.doclr.be/
hitp://api.jquery.com/off/))
hitp://https://covidvaccin.do

hitp://https://github.com/avaly
hitp://https://covidvaccin.doclr.be/$doclr

Contacted IPs

Copyright Joe Security LLC 2021

Source

angular[1].js.2.dr
angular[1].js.2.dr
moment-with-locales.min[1].js.2.dr
angular[1].js.2.dr
angular[1].js.2.dr
CUT73C3E.htm.2.dr
angular[1].js.2.dr

animate.min[1].css.2.dr

moment-with-locales.min[1].js.2.dr
ZG98V64S.htm.2.dr
angular[1].js.2.dr
angular[1].js.2.dr

angular[1].js.2.dr

angular[1].js.2.dr

angular[1].js.2.dr

moment-with-locales.min[1].js.2.dr

angular[1].js.2.dr

angular[1].js.2.dr
jquery.fancybox[1].js.2.dr
angular[1].js.2.dr

angular[1].js.2.dr
moment-with-locales.min[1].js.2.dr
angular[1].js.2.dr
doclrvertalingen.min[1].js.2.dr
angular[1].js.2.dr
angular[1].js.2.dr
angular[1].js.2.dr

CUT73C3E.htm.2.dr
imagestore.dat.2.dr
en[1].htm0.2.dr
angular[1].js.2.dr

{9A8BC143-A6A6-11EB-90E6-ECF4B
B82F7EOQ}.dat.1.dr

moment-with-locales.min[1].js.2.dr

{9A8BC143-A6A6-11EB-90E6-ECF4B
B82F7EOQ}.dat.1.dr

Malicious
false
false
false
false
false
false
false

false

false
false
false

false

false

false

false

false

false

false
false

false

false
false
false
false
false
false

false

false
false
false
false

false

false

false

Antivirus Detection

URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

Avira URL Cloud: safe

Avira URL Cloud: safe

Avira URL Cloud: safe

Avira URL Cloud: safe
Avira URL Cloud: safe
Avira URL Cloud: safe

Avira URL Cloud: safe

Avira URL Cloud: safe

Reputation
high
high
high
high
high
high
high

unknown

high
unknown
high

unknown

high

high

high

high
high

high
high
high

high
high
high
unknown
high
high
high

unknown
unknown
unknown
high

unknown

high

unknown
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] No. of IPs < 25%
B 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%
Bl 75% < No. of IPs

Public
P Domain Country Flag ASN ASN Name Malicious
178.128.142.19 doclr.be Netherlands = 14061 DIGITALOCEAN-ASNUS false
161.35.244.219 covidvaccin.doclr.be United States = 14061 DIGITALOCEAN-ASNUS false
General Information
Joe Sandbox Version: 31.0.0 Emerald
Analysis ID: 397620
Start date: 26.04.2021
Start time: 08:45:53
Joe Sandbox Product: CloudBasic
Overall analysis duration: Oh 4m 3s
Hypervisor based Inspection enabled: false
Report type: light
Cookbook file name: browseurl.jbs
Sample URL: hitp://covidvaccin.doclr.be
Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8
Update 211
Number of analysed new started processes analysed: 15
Number of new started drivers analysed: 0
Number of existing processes analysed: 0
Number of existing drivers analysed: 0
Number of injected processes analysed: 0
Technologies: e HCA enabled
e EGA enabled
e AMSI enabled
Analysis Mode: default
Analysis stop reason: Timeout
Detection: CLEAN
Classification: clean0.win@3/74@4/2

Copyright Joe Security LLC 2021 Page 11 of 46



Cookbook Comments:

Warnings:

Simulations

Behavior and APIs

No simulations

Joe Sandbox View | Context

IPs

No context
Domains

No context

ASN

No context

JA3 Fingerprints
No context

Dropped Files
Copyright Joe Security LLC 2021

e o o o

.

Adjust boot time

Enable AMSI

Browsing link: http://ontdek.doclr.be/
Browsing link: https://covidva
ccin.doclr.be/cookies/en

Browsing link: https://covidva
ccin.doclr.be/privacy/en

Show All

Exclude process from analysis (whitelisted):
taskhostw.exe, BackgroundTransferHost.exe,
ielowutil.exe, backgroundTaskHost.exe,
SgrmBroker.exe, svchost.exe

TCP Packets have been reduced to 100
Excluded IPs from analysis (whitelisted):
13.88.21.125, 13.64.90.137, 23.211.6.115,
104.42.151.234, 88.221.62.148, 184.30.20.56,
172.217.23.42, 142.250.186.163, 104.43.139.144,
20.82.210.154, 152.199.19.161

Excluded domains from analysis (whitelisted):
gstaticadssl.l.google.com, arc.msn.com.nsatc.net,
store-images.s-microsoft.com-c.edgekey.net, fs-
wildcard.microsoft.com.edgekey.net, fs-
wildcard.microsoft.com.edgekey.net.globalredir.aka
dns.net, arc.msn.com,
e11290.dspg.akamaiedge.net,
iecvlist.microsoft.com,
e12564.dspb.akamaiedge.net, go.microsoft.com,
arc.trafficmanager.net,
watson.telemetry.microsoft.com,
prod.fs.microsoft.com.akadns.net,
skypedataprdcolwus17.cloudapp.net,
fonts.googleapis.com, fs.microsoft.com,
fonts.gstatic.com, ie9comview.vo.msecnd.net,
e1723.g.akamaiedge.net,
skypedataprdcolcus16.cloudapp.net, store-
images.s-microsoft.com,
blobcollector.events.data.trafficmanager.net,
go.microsoft.com.edgekey.net,
skypedataprdcolwus15.cloudapp.net,
skypedataprdcolwus16.cloudapp.net,
cs9.wpc.vOcdn.net

Report size getting too big, too many
NtDeviceloControlFile calls found.
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No context

Created | dropped Files

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\DOMStore\TSDRMTJ1\covidvaccin.doclr[1].xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

dropped

413

5.05064685541884

false
12:3srUw93GR2Q48LrUw93pY8Lruw93au8Lruw93qzVVal:WUMG2VEUMgEUMauEUMghi
FBE60C32F81A83013CCO00AB5EF38B2A
69FE4B53A133D7552854D916C6AA6B287F356BFD
5BA11820219017F0A58F4A6DBFE3C5383AADA2EA7009498FBFE1A807C288DAA8
4555802358CD5334C222E796E3A4534D0A98330D07F48227FA72E1A952D2E50AAD76E97D437B4AB8100635B5971645AB75E5D5A31B3EF656FC990D8AC709CAB3
false

low

<root></root><root><item name="NG_TRANSLATE_LANG_KEY" value="en_US" Itime="1590474032" htime="30882483" /></root><root><item name="NG_TRANSL
ATE_LANG_KEY" value="en_US" Itime="1597034032" htime="30882483" /></root><root><item name="NG_TRANSLATE_LANG_KEY" value="en_US" Itime="15971
94032" htime="30882483" /></root><root><item name="NG_TRANSLATE_LANG_KEY" value="en_US" Itime="1601344032" htime="30882483" /></root>

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Recovery\High\Active\RecoveryStore.{9A8BC141-A6A6-11EB-90E6-ECF4BB82F7E0}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\internet exploreniexplore.exe

Microsoft Word Document

dropped

30296

1.8539051346694737

false

192:r5ZWZ62LWxtYifémkzM7MBiyDUsfWmZjX:rvS5iDFHwbDD
4F9F94CB2F651372E35F3553EAB1B125
4EA3F17295169DA0DBFFA65266D1C369078156CF
EC3D707E5C3E64847F1DD0C36564BF18E8511101DFF270940EDA76D98A4692C5

BO33F6CB7FF7EADFESB314CC5519F1FD7CFACD4432C33CAF965068680DAE4ES33B2E1EF2AB090DF94EOE1F56110A7F05A3B7EBC3A6784DE3889DESF012F42L
E5

false

low

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Recovery\High\Active\{9A8BC143-A6A6-11EB-90E6-ECF4BB82F7EO0}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\internet exploreniexplore.exe

Microsoft Word Document

modified

59382

2.0728493577260325

false

384:r1dfHJ0AYU98b6IcbBodgJ1gGUWIUC+HZbG7G:KZWC
CF78EAA51DF35A70BB71C0E31B518F92
65688E465D21DF6C765530ABIFAE2640230F32AC
912C3DB6B3E349F15E9CDAADAC7CB39891679E9993C7D84EA3460F63F416F935
84701C751C14788F16C15A7935279718DC7C4881FAC3EC13933E090ACB2A83A806FE4C1FCCABEB76CDASFI666F370418F521984F59DCB700E30497F899DD315!

false

low

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{9A8BC144-A6A6-11EB-90E6-ECF4BB82F7EO0}.dat

Process:

C:\Program Files\internet exploreniexplore.exe
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C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Recovery\High\Active\{9A8BC144-A6A6-11EB-90E6-ECF4BB82F7EO0}.dat

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

Microsoft Word Document

dropped

16984

1.5649978453701334

false
48:lwzGcpr3GwpaCG4pQbyjGrapbSpGQpKIQG7HPROTGIpG:rJZhQy62HBSJAIrTSA
50BCA1A91BABFC54CF2E62A8FF164C1E
DCF055C63DDCA941D632F3933236C8DEF82CD798
B6195F0B99CD77FE7688D18FF7073799508171A403EB1FE7B1C309D1109E06A4
0BB16B55B354DDE314974A4A949AD5E5177140AF67D6AC65D72DD98AF348A998EES267BC1E16112C943DE09967F8F20CCOC33218EAE86F4228D732FF48F1CFA
false

low

.R.0.0t. .[E.n.tr.

C:\Users\luser\AppData\Local\Microsoft\internet Explorerlimagestore\po60ztO\imagestore.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

data

dropped

8740

7.833438244909466

false
192:8bnoXcd51/EaCFiyRJIpFtlylwN9bnoXcd5l/EaCFiyRJIpFtlylwNur:8ESacXJRJIxlyl6ESacXIRJIxlyltr
09613F53D210786B2F10CB80EC43E7AF

DA9CCD43ACC90A3ESEFF6B6CC27995C8E27B412E
17E5620882E6FA81231DBBCEC4FCE5D050F2DCDA82D78734C021D6E47465B4A9

D2B3BCCO02FOBE1B0678176ABD82D091D693B33680D9A3DAC5B6B543D959ABDAAB13F38353C6487CB4C336508C64E8448C2C47B85D34B45593256317FDF2E89,
2

false

low

.D...7..b"PL...pCL.n(&..D...7..b" PL...pC1.n(&...D....7..b" PL...pC1........t{Lb]. EL..t. /s..N.m.1..V..DT.....]2.7"

0.0)..0)j.R.X45..}.. X.W..|....2.../.. By>S.|.&.
Fofodo AW.).%..).U...&S..Z..-.5.Z'mu.h...."....B.4:.=........d..KIL..r%.X6....%[ULUBE~...). OIGW][JPE..D.i._...........S..&...g+..... P(...C&.i.T.(.W.2.yK{4...i....-.0..v...

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lIE\OMX4YUS9\KFOICngEu92FriMmSU5fBBc-[1].woff

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Web Open Font Format, TrueType, length 20404, version 1.1

downloaded

20404

7.970248785137973

false
384:8uFoOxgigBacqKz8RGLv6K5a+jZ/rFSyeM5B8r/WjRy0BsM16t/PJ:PFllvUKz8R+t5N53eGar/gY0Bv6tp
BFOF407102FAF3A0B521D3B545F547A5

CA357CDODE5DD0242E8EFACFB8D24AB60FDC86AB
855A06974032BB69157D469ABA6F63440E8BE47C421F45C3F396F4E0B87B6DES

85359028F7FE49B1DF90B72E48DC7DE4B21F1B65E8BF109595705A3F4EAFOFA79854B5AEF060FE266291C5ECE9D04FCEADIDEO9BAA2C5E20601E1579212520C
8

false

low

hitp://https://fonts.gstatic.com/s/roboto/v27/KFOICngEuU92FriMmSU5fBBc-.woff

....".gasp...@.. ...glyf..
....4\name..M........ ..m.dprep..N.
LpyT...<Gg...1.3.. T1..{.g0.u.y........ m.|.k.NF.....mox.;...7&.Y..
C.R_[T.c. .<W.#..ec=.&6..lc;..3<.s<....H.i2.N.t.)Ns..# . ").[..._.T.T...

LAHL=lO0LLZUFeM Y - \sbir L <$ L LF.$.2#.e. ... yR...e[{..0..7)..U.0..50.Z.b../cM..i.&0O._..+.Y.W...;z....j.p._.0..[CL)N"UGX..>) . X..MJ..Fr..v

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OMX4YUS9\KFOmMmCnqEu92FriMu4mxM[1].woff

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Web Open Font Format, TrueType, length 20332, version 1.1
downloaded

20332

7.970235088150752
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OMX4YUS9\KFOmMmCnqEu92FriMu4mxM[1].woff

Encrypted: false

SSDEEP: 384:U0iwaxoOUPVKOJJISu6SsCKTIRDgG90HKwWZh980Sv+MsgkAOY:75mIUmOSulguh+fZhLSxkAr

MD5: DC3E086FCOC5ADDC09702E111D2ADB42

SHA1L: B1138B84FF19EAC5F43C4202297529D389BD09B7

SHA-256: EA50AC7FDDB61A5CE248A7F8B3A31A98FE16285E076B16E6DAGB4E10910724BB

SHA-512: 10123C785C396CF0844751A014413ECF4D058ADOCO0CAAEF5F8FFEF504C370F03EACDOB3C2A49211EEE0877B7AE7DOEF6E01264F04FC910C2660584B5E943BE
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://fonts.gstatic.com/s/roboto/v27/KFOmMCngEu92FriMu4mxM.woff

Preview:
WOFF

0S/2...L...P..."t...cmap.... Lot L T..T+...fpgm....... 5...w.".gasp...@....
L.;..m.&x.hdmx..H...m....l./head. . H....6...6.j.zhhea..H.. Juloca..Kp... .m,maxp..Mp... ... .4..name..M U9.post..N". .m.dprep..Nt..
fox.1.P.....PB.U.=L.@..C)..N4C.\.51.3.......0.9.qu.0...0jC.cA.....R.x..\..F..3..N..g)..a] ... .. 33..c....p"y.iT...<Gg...!.3..T1..{.g0.u.y........ m.|.k.NF.....mox.;...7&.Y.
.C.R_[T.c.-=..9...a%.G... (20~ 20 K4 S%. . jbr).... 5. .eU..-. X.3ILQ...z.Lf.. .<W.#.. .e.c=...&6...Ic;;..3<.s<....H.i2..N..t.)Ns..# ") [...._.T..T..
<$.#l.F.$.2#e.][...yR..el{.0.)..U.0.e.50.2.b../cM..i.&0O._..+.Y.W...;z....j.p._.0..[CL)N".UGX..>).X..MJ..Fr..v

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\OMX4YUS9\angular-animate.min[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 26810

Entropy (8bit): 5.3180197114924

Encrypted: false

SSDEEP: 384:G9+FBirVvW5ca+wO0Ti4Gj5YESS06blqMJjgfou7DBhUP3Ha91zGj:GIPirVSc3w0TdGIPSS06swO370PRGj

MDS5: 9EF018F5550F084C8D09E2923898FC17

SHA1L: C74994250F0E7B3B46D720278F75E06FOF1AF8AB

SHA-256: 339CD3AE8400350D035C2BDE69954C46394041A9F1FA7EF79229F355A3CCDFC7

SHA-512: F131DCB7BBAGAD139A60B38F1E35E9A54A375343C25AA27F263A1FF2D1D5B4D188CED64AC2F536DFE150AB40399BB903994A4F94DAFC6927B5FA7BCB03E4ES
38

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://covidvaccin.doclr.be/vendor/bower/angular-animate/angular-animate.min.js?161887356 1330

Preview:
/*. AngularJS v1.8.0. (c) 2010-2020 Google, Inc. http://angularjs.org. License: MIT.*/.(function(Y,z){'use strict’;function Fa(a,b,c){if('a)throw Pa("areq",b||"?",c||"required");re
turn a}function Ga(a,b){if(!a&&!b)return™;if('a)return b;if(!b)return a;Z(a)&&(a=a.join(" *));Z(b)&&(b=b.join(" *));return a+" "+b}function Qa(a){var b={};a&&(a.to||a.from)&&
(b.to=a.to,b.from=a.from);return b}function $(a,b,c){var d="";a=Z(a)?a:a&&G(a)&&a.length?a.split(\s+/):[];s(a,function(a,k){a&&0<a.length&&(d+=0<k?" ":"",d+=c?b+a:a
+b)});return d}function Ha(a){if(a instanceof A)switch(a.length){case O:return a;.case 1:if(1===a[0].nodeType)return a;break;default:return A(va(a))}if(1===a.nodeType)ret
urn A(a)}unction va(a){if('a[0])return a;for(var b=0;b<a.length;b++){var c=a[b];if(1===c.nodeType)return c}}function Ra(a,b,c){s(b,function(b){a.addClass(b,c)})}function
Sa(a,b,c){s(b,function(b){a.removeClass(b,c)})}function aa(a){return function(b,c){c.addClass&&(Ra(a,b,c.addClass),c.addClass=null);c.remov

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\OMX4YUS9\angular-aria.min[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 4204

Entropy (8bit): 5.267948430009861

Encrypted: false

SSDEEP: 96:+gXrzg6RHj3J7M26tRkV6Gwd8xgrQkjYzLycXS3SAzZUEMcIRGKU:+KzTRH1wtmjilgr5gLlycXS3/QcJsr
MDS5: 3099BF51D0727603E9EF5B2A3CD6EBE71

SHAL: 9559662A3FC7A875E83FB944803B293CB2E7C3A5

SHA-256: FD71900DB4E0418974BF9FD5C8665C3FOFEDCF13B3451E654C2FFE6EA04138D2

SHA-512: 7ACA32F87E9887B1520B0A324B15647B64D44EDD6E74DD3BC6DCO6BOF8F9146523ABA8B60BF67F7CDIFBC68D9883D26370B3840244B2B46959FA7BA99FBIF17C
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://covidvaccin.doclr.be/vendor/bower/angular-aria/angular-aria.min.js?161887356 1330

Preview:
/*. AngularJS v1.8.0. (c) 2010-2020 Google, Inc. http://angularjs.org. License: MIT.*/.(function(t,){'use strict’;var c="BUTTON A INPUT TEXTAREA SELECT DETAILS
SUMMARY".split(" "),m=function(a,e){if(-1!==e.indexOf(a[0].nodeName))return!0};l.module("ngAria",["'ng"]).info({angularVersion:"1.8.0"}).provider("$aria”,function(){function
a(a,c,n,g){return function(d,f,b){if('b.nasOwnProperty("ngAriaDisable")){var p=b.$normalize(c);!e[p]||m(f,n)||b[p]||d.$watch(b[a],function(b){b=g?!b:!!b;f.attr(c,b)})}}}var e={
ariaHidden:!0,ariaChecked:!0,ariaReadonly:!0,ariaDisabled:!0,ariaRequired:!0,arialnvalid:!0,.ariaValue:!0,tabindex:!0,bindKeydown:!0,bindRoleForClick:!0};this.config=func
tion(a){e=I.extend(e,a)};this.$get=function(){return{config:function(a){return e[a]},$$watchExpr:a}}}).directive("ngShow",["$aria",function(a){return a.$$watchExpr("ngSho

w","aria-hidden",[],!0)}]).directive("ngHide",["$aria" function(a){return a.$$watchExpr("ngHide","aria-hidden",[],!1)}]).directive("ngValue" ["$aria",

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OMX4YUS9\angular-locale_nl[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
File Type: ASCII text

Category: downloaded

Size (bytes): 2740

Entropy (8bit):  4.586875257175244
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OMX4YUS9\angular-locale_nl[1].js

Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

false

48:f6tWn7YATv2hrMOwBbzNa/lolvAdsilabz95PAy6gRhc4+2FuuPAY6uP5BG/eOcV:fRSATUhKpENo1vWIc95P2gRhc4JOuPAc
DB3515050838B41DCBEF44F12A29BBBA

376C5871744CB7B7C2F645288A16FE51134537E7

F6861667160531C16CF701B253670FBIECIE00558374284BB8AC5BC580380642
BF8806414940C39FC7651374B826C1FF3FF9075640BF716A3DEC8726BB40CCC5B56E466517A493D66048B8C805E4BB7113AABIFEA4FA671A70390BD276E55736
false

low

hitp://https://covidvaccin.doclr.be/vendor/bower/angular-il8n/angular-locale_nl.js?1618873561330

‘use strict';.angular.module("ngLocale", [], ["$provide”, function($provide) {.var PLURAL_CATEGORY = {ZERO: "zero", ONE: "one", TWO: "two", FEW: "few", MANY: "m

any", OTHER: "other"};.function getDecimals(n) {. n=n+";. vari=n.indexOf(".");. return (i==-1) ? 0 : n.length - i - 1;.}..function getVF(n, opt_precision) {. varv =
opt_precision;.. if (undefined ===v) {. v = Math.min(getDecimals(n), 3);. }.. var base = Math.pow(10, v);. var f = ((n * base) | 0) % base;. return {v: v, f: f};.}..$provi
de.value("$locale”, {. "DATETIME_FORMATS": {. "AMPMS": [ "am.,. "p.m.". ],. "DAY":[. ‘"zondag",. "maandag”,. “"dinsdag",, ‘"woensdag",.
"donderdag",.  "vrijdag",. ‘"zaterdag". ], "ERANAMES"[.  "voor Christus",.,  "na Christus". ],. "ERAS™[. "v.Chr.",, "n.Chr.". ], "FIRSTDAYO
FWEEK": 0,. "MONTH":[.  “januari",.  “februari",,  "maart",. “april",. "mei",.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OMX4YUS9\angular-messages.min[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

3224

5.2795775320340805

false
96:+q9zvKloYth6btszyk8zFQ2aBzQ2FPHIim5rGmRAgKdIi7k7vx72Kmb7eY:+OvSIRsIBzQ2IHR552U7k7vx7fm5
OFBOOACBOF493A79397A9547E4DD2308

C9C9919810DC750281E26B2C012AE1F4BD52BD77
F6538E4F1332885938745599186F960B70BFA2DE4E58FB1496B6F8BAC1CF123D
5439C3836CF33DD34141FD1A3B91EAC278A58B9497EC92AAF5C40521A0F656F03597D3E167037F06B4DDD1B0C375687591F105CE990F3027D33EEDF2135C089(
false

low

hitp://https://covidvaccin.doclr.be/vendor/bower/angular-messages/angular-messages.min.js?1618873561330

/*. AngularJS v1.8.0. (c) 2010-2020 Google, Inc. http://angularjs.org. License: MIT.*/.(function(z,|){'use strict'’;function g(n){return["$animate",function(u){return{restrict:"AE",
transclude:"element",priority:1,terminal:!0,require:"**ngMessages" link:function(m.,f,a,e,r){var b,h,s;if(!n){b=f[0];s=a.ngMessage||a.when;a=a.ngMessageExp||a.wh
enExp;var k=function(c){h=c?v(c)?c:c.split(/[\s,]+/):null;e.reRender()};a?(k(m.$eval(a)),m.$watchCollection(a,k)):k(s)}var g,t;e.register(b,t={test:function(c){var b=h;c=b?
v(b)?0<=b.indexOf(c):b.hasOwnProperty(c):void O;return c},attach:function(){g||.r(function(c,a){u.enter(c,null,f);g=c;var d=g.$$attachld=e.getAttachld();g.on("$destroy"
J[function(){g&&g.$$attachld===d&&(e.deregister(b,n),t.detach());a.$destroy()})})},detach:function(){if(g){var c=g;g=null;u.leave(c)}}},n);m.$on("$destroy",function(){e.de
register(b,n)) 1} var x,v,p,y;l.module("ngMessages",[],function(){x=l.forEach;v=l.isArray;p=l.isString;y=Il.element}).info({angularVersion:"1.8.0"}).

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OMX4YUS9\bootstrap.min[1].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

122540

5.095991350869987

false
768:ayPGxw/jc/QWIIxtQZIuiHIncmzI4180AduFKbv2ctm2Bm8JP+eckOvS1Fs:Uw/olwluiHIncm28IDbzzPux
5D5357CB3704E1F43A1F5BFED2AEBF42

08DF9A96752852F2CBD310C30FACDI34E348C2C5
31FBD99641C212A6AD3681A2397BDE13C148C0OCCDI8385BCE6GA7TEB7C81417D87

7537E07BFCEOA0C6293FB41B1F2E2058C106B1BB1D65E097CFB8AB22D8DCOB7BOF505B5FD24B856C3CFF8B11BB02B4F19838CB5C399ECC7B9B78D8A4C8AL9!
Cc9

false
low

hitp://https://covidvaccin.doclr.be/vendor/bower/bootstrap/dist/css/bootstrap.min.css?1618873561330

/*1. * Bootstrap v3.3.5 (http://getbootstrap.com). * Copyright 2011-2015 Twitter, Inc.. * Licensed under MIT (https://github.com/twbs/bootstrap/blob/master/LICENSE). *//*!
normalize.css v3.0.3 | MIT License | github.com/necolas/normalize.css */html{font-family:sans-serif;-webkit-text-size-adjust: 100%;-ms-text-size-adjust:100%}body{margin:
Olarticle,aside,details,figcaption,figure,footer,header,hgroup,main,menu,nav,section,summary{display:block}audio,canvas,progress,video{display:inline-block;vertical-align
:baseline}audio:not([controls]){display:none;height:0}[hidden],template{display:none}a{background-color:transparent}a:active,a:hover{outline:0}abbr{titie]{border-bottom:1px
dotted}b,strong{font-weight:700}dfn{font-style:italicth1{margin:.67em 0;font-size:2em}mark{color:#000;background:#ff0}small{font-size:80%}sub,sup{position:relative;font-
size:75%;line-height:0;vertical-align:baseline}sup{top:-.5em}sub{bottom:-.25em}img{border:0}svg:not(:root){overflow:hidden}figure{margin:1em 40px}hr

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OMX4YUS9\bootstrap.min[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

C:\Program Files (x86)\Internet Explorer\iexplore.exe
ASCII text, with very long lines

downloaded

36816

5.1752334723079825
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OMX4YUS9\bootstrap.min[1].js

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

false
768:r8iUD27UwWINEMI9RgNuCqNjhqg8epm5VCoFXfIR8Gf3ZsbQ:4875vhgKGvIp3ZsQ
4BECDC9104623E891FBB9D38BBA01BE4
6C264EO0E0026AB5ECE49350C6A8812398E696CBB
4A4DE7903EA62D330E17410EA4DB6C22BCBEB350AC6AA402D6B54B4COCBED327

2B5AA343E35C1764D83BF788DCCEAFF0488D6197C0OF79A50BA67EF715AD31EDC105431BE68746A2E2FC44E7DAEO7ED49AB062A546DCB22F766F658FA8AG4BF
A5

false
low

hitp://https://covidvaccin.doclr.be/vendor/bower/bootstrap/dist/js/bootstrap.min.js?1618873561330

/*1. * Bootstrap v3.3.5 (http://getbootstrap.com). * Copyright 2011-2015 Twitter, Inc.. * Licensed under the MIT license. */.if("undefined"==typeof jQuery)throw new Error
("Bootstrap's JavaScript requires jQuery");+function(a){"use strict";var b=a.fn.jquery.split(" ")[0].split(".");if(b[0]<2&&b[1]<9||1==b[0]&&9==b[1]&&b[2]<1)throw new Erro
r("Bootstrap's JavaScript requires jQuery version 1.9.1 or higher")}(jQuery),+function(a){"use strict";function b(){var a=document.createElement("bootstrap"),b={WebkitTra
nsition:"webkitTransitionEnd",MozTransition:"transitionend",OTransition:"oTransitionEnd otransitionend",transition:"transitionend"};for(var c in b)if(void 0!==a.style[c])
return{end:b[c]};return!1}a.fn.emulate TransitionEnd=function(b){var c=!1,d=this;a(this).one("bsTransitionEnd",function(){c=!0});var e=function(){c||a(d).trigger(a.support
.transition.end)};return setTimeout(e,b),this},a(function(){a.support.transition=b(),a.support.transition&&(a.event.special.bsTransitionEnd={bind Type:

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OMX4YUS9\bootstrap.min[2].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

117150

5.102165560714596

false

768:pyzGxw4vyBQWIIxtQOIRFHIgmyl Tm8gAISFKbv2ctBDIg50Qfu8psYvS1Fz:hw4al 9IRFHIgmK8pPb5qQfpC
58A49B3689D699CB72FFDA7252D99FCB

973E37A8502921D56BC02BB55321F45B072B6F71
D31BEF450EE67B64F9B70BFDF41FE4E00C65438705CC1FBB48EAG026D3A5D697
156CD61AFC94EEE7A8DB549B8680A7ABAG3025FOECBCF11AF46F9298B4474C37D88F4333604B871657EC5415909609827761EC8C729E41857DBASFD2E3AEL77L
false

low

hitp://https://doclr.be/site/css/bootstrap.min.css

/%1 * Bootstrap v3.3.2 (http://getbootstrap.com). * Copyright 2011-2015 Twitter, Inc.. * Licensed under MIT (https://github.com/twbs/bootstrap/blob/master/LICENSE). *//*!
normalize.css v3.0.2 | MIT License | git.io/normalize */html{font-family:sans-serif;-webkit-text-size-adjust:100%;-ms-text-size-adjust: 100%}body{margin:O}article,aside,
details,figcaption,figure,footer,header,hgroup,main,menu,nav,section,summary{display:block}audio,canvas,progress,video{display:inline-block; vertical-align:baseline}audio:
not([controls]){display:none;height:0}[hidden],template{display:none}a{background-color:transparent}a:active,a:hover{outline:0}abbrltitle]{border-bottom:1px dotted}b,stro
ng{font-weight:700}dfn{font-style:italicth1{margin:.67em 0;font-size:2em}mark{color:#000;background:#ffO}small{font-size:80%}sub,sup{position:relative;font-size:75%;line-
height:0;vertical-align:baseline}sup{top:-.5em}sub{bottom:-.25em}img{border:0}svg:not(:root){overflow:hidden}figure{margin:1em 40px}hr{height:0;-webki

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\OMX4YUS9\core-js[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode text, with very long lines, with LF, NEL line terminators

downloaded

157682

5.290604306937306

false
1536:xjfiol+LFjgzpMLgHVuc/MHJIpGliztu53p1jKuJKxW5SC:Viol CFgzWWV/IJuzY 3fiKumC
750207C45541C8EC82CE3F2B162B744A
E6CA9A50BF31302CFF6D4F84BF4AD45635C1AG9E
4F71A050729ECE7B90FE263A0956A0EB6CF73C8C56280CA2EC87DD00920F6A44
61C3142B8BE98692F68E9A39526AEBE067953158198B8B036F53A9B7BI6DEF4705FEDA577108A6DB4CB3A7D44A0F664DC5BE773F64660A66DBFC7B557E84041F
false

low

hitp://https://covidvaccin.doclr.be/vendor/custom/core-js.js?1618873561330

[**.* core-js 3.7.0. * https://github.com/zloirock/core-js. * License: http://rock.mit-license.org. * . 2020 Denis Pushkarev (zloirock.ru). */.!function(Dt){"use strict";function
__webpack_require__(t){if(n[t])return n[t].exports;var e=n[t]={i:t,l:!1,exports:{}};return r[t].call(e.exports,e,e.exports,__webpack_require__),e.|=!0,e.exports}var r,n;n=
{},__webpack_require__.m=r=[function(t,e,r){r(1),r(62),r(63),r(64),r(65),r(66),r(67),r(68),r(69),r(70),r(71),r(72),r(73),r(74),r(75),r(76),r(88),r(93),r(96),r(99),r(101),r(102),r(
103),r(104),r(106),r(107),r(109),r(113),r(114),r(115),r(116),r(120),r(121),r(123),r(124),r(125),r(128),r(129),r(130),r(131),r(132),r(133),r(135),r(136),r(137),r(138),r(14
5),r(147),r(149),r(150),r(151),r(155),r(156),r(158),r(159),r(161),r(162),r(163),r(164),r(165),r(166),r(172),r(174),r(175),r(176),r(178),r(179),r(181),r(182),r(184),r(185),r(186),r(
187),r(188),r(189),r(190),r(191),r(192),r(193),r(194),r(197),r(198),r(200),r(202),r(203),r(204),r(205),r(206),r(208),r(

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\OMX4YUS9\creative[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

C:\Program Files (x86)\Internet Explorer\iexplore.exe
ASCII text

downloaded

4340

4.385360215271811
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\OMX4YUS9\creative[1].js

Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

false

48:YNYEqd5JyM99AIVHWRIYpW|QAfhVNIZvUzYch3AzA3PzN5gNaémppipE4:YyEeJybYspYLrCDcnWIpE4

169382BADC7D01CEE3158F9D2B240AC6

73687B34828E8561C253C3A5B5B456CD563CC77A

06343356787B487EB3A87AB7DOCC8F9E717A0D3D2432D956DD8C2B9759B8D2F0
B3BFF20F5F54862B521774605215044FEA385F456FDBFB1445A2F6CDC78787253B0187C7988F0723671A70AD67988F13A4CA613AF43ECAT747B8401AB79C5A450
false

low

hitp://https://doclr.be/site/js/creative.js

/%1 * Start Bootstrap - Creative Bootstrap Theme (http://startbootstrap.com). * Code licensed under the Apache License v2.0.. * For details, see http://www.apache.org/li
censes/LICENSE-2.0.. */..(function($) {. "use strict"; // Start of use strict.. ~$(".fancybox").fancybox({. prevEffect..: 'none’,. nextEffect..: 'none’,. padding: 4,.
helpers: {. title.: { type : ‘over'},. overlay: {. locked: false. 1 3. B;.. /ljQuery for page scrolling feature - requires jQuery Easing
plugin.  $(‘a.page-scroll’).on('click’, function(event) {. var $anchor = $(this);. var href = $anchor.attr(‘href’);. var scrollmem = $(document).scrollTop();.
window.location.hash = href;. $(document).scrollTop(scrollmem);. $('html, body").stop().animate({. scrollTop: ($(href).offset().top - 50). }, 1250,
‘easelnOutExpo');. event.preventDefault();. });..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OMX4YUS9\font-awesome.min[1].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

27466

4.752060795123139

false

384:Qi5yWeTUKW+KIkJ5de2UYmydfwYUas8I8yQ/8c:DIr+KIk3YIKfwYUf8I8yQ/T
4FBD15CB6047AF93373F4F895639C8BF
12D6861075DE8E293265FF6FF03B1F3ADCB44C76
DDD92F10AD162C7449EFFOACAF40598C05B1111739587EDB75E5326B6697C5D5

F8BE32CBA15170319B5C9F663C6FO0C4FFDD4083CF047D80F7B214D302B489ECA25FBEE66DDB9366D758A7598EFCIBIA886B02COF751AE71F207CB9DB135624:
A

false
low

hitp://https://doclr.be/site/font-awesome/css/font-awesome.min.css

/*1.* Font Awesome 4.5.0 by @davegandy - http://fontawesome.io - @fontawesome. * License - http://fontawesome.io/license (Font: SIL OFL 1.1, CSS: MIT License).
*/@font-face{font-family:'FontAwesome';src:url("../fonts/fontawesome-webfont.eot?v=4.5.0");src:url("../fonts/fontawesome-webfont.eot?#iefix&v=4.5.0") format(‘'embedded-
opentype"),url('../fonts/fontawesome-webfont.woff2?v=4.5.0") format(‘woff2'),url("../fonts/fontawesome-webfont.woff?v=4.5.0") format(‘woff"),url("../fonts/fontawesome-web
font.ttf?v=4.5.0") format(‘truetype'),url('../fonts/fontawesome-webfont.svg?v=4.5.0#fontawesomeregular’) format('svg');font-weight:normal;font-style:normal}.fa{display:inline-
block;font:normal normal normal 14px/1 FontAwesome;font-size:inherit;text-rendering:auto;-webkit-font-smoothing:antialiased;-moz-osx-font-smoothing:grayscale}.fa-lg{
font-size:1.33333333em;line-height:.75em;vertical-align:-15%}.fa-2x{font-size:2emy}.fa-3x{font-size:3em}.fa-4x{font-size:4em}.fa-5x{font-size:5em}.fa-fw{width:1.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\OMX4YUS9\jquery.min[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

84380

5.366845733753481

false
1536:/P10iSi65U/dXXeyhzeBuG+HYEOmMdkuJO1z60y4sh3J1A72BjmN7TwpDKba98HrZ:++414Jiz6fh6ITqya98HrZ
4A356126B9573EB7BD1E9A7494737410

8258D046F17DD3C15A5D3984E1868B7B5D1DB329
22642F202577F0BA2F22CBES6B6CF291A09374487567CD3563E0D2A29F75C0C5
005C3102459DBF145DF6A858629D6A6DE4598FAFE24CD989D86170731BOC3B3C304DA470CF66BFD935F6DBI11B723DF0857B5ED561906F7F1C5C4E63ED9430L
false

low

hitp://https://covidvaccin.doclr.be/vendor/bower/jquery/dist/jquery.min.js?1618873561330

/*1'jQuery v2.1.4 | (c) 2005, 2015 jQuery Foundation, Inc. | jquery.org/license */.!function(a,b){"object"==typeof module&&"object"==typeof module.exports?module.exports=
a.document?b(a,!0):function(a){if('a.document)throw new Error("jQuery requires a window with a document");return b(a)}:b(a)}("undefined"!=typeof window?window:t
his,function(a,b){var c=[],d=c.slice,e=c.concat,f=c.push,g=c.indexOf,h={},i=h.toString,j=h.hasOwnProperty,k={},I=a.document,m="2.1.4",n=function(a,b){return new n.fn.init
(a,b)},0=/"\s\uFEFF\xAQ]+|\s\uFEFF\xAQ]+$/g,p=/"-ms-/,q=/-([\da-z])/gi,r=function(a,b){return b.toUpperCase()};n.fn=n.prototype={jquery:m,constructor:n,selector:"",leng
th:0,toArray:function(){return d.call(this)},get:function(a){return null'=a?0>a?this[a+this.length]:this[a]:d.call(this)},pushStack:function(a){var b=n.merge(this.constructor(),a);
return b.prevObject=this,b.context=this.context,b},each:function(a,b){return n.each(this,a,b)},map:function(a){return this.pushStack(n.map(this,functi

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\OMX4YUS9\logo_blauw[1].png

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 65 x 25, 8-bit/color RGBA, non-interlaced
downloaded

3867

7.916416426982608
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\OMX4YUS9\logo_blauw[1].png

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

false
48:gocieftl9GIf6A+FIDOWuUOIDI+gm7QyTtctlInQSy6IVpginBcOD6RZIcBhUpbF3:gZ/109Da01l+gmkyTt6Hk8NnTOZLGyY pi
4982BD3355F574A3F30D7B5E6A338F1C

80F098A02BE23C6F14603029D28AD858EE9DF5D9
41A78733C0316E64D55CFA4B431767604A41AEFAC23F18041DAC163F49A0D21D

FD76AE358BCB4AEA99BC908219EF7D3B63013E6B7C1BBD69F27E8D2E210D18CFA8CO0C70A581FC183381EAF74C378746EA5D2403D45564CC7178F728689DAE
C

false
low

hitp://https://doclr.be/site/img/logo_blauw.png

PNG.......IHDR...A........n*C.....pHYs...#...#.x.?v...OiCCPPhotoshop ICC profile..x.SgTS..=...BK...KoR.. RB....&*!..J.!...Q..EE.
..... @..8p....dIs#...~<<+"....X....M..0....B\....t.8K...@z.B..@QF.... “cb.P-C [ ce.D.h;  V.E.XO..fK.9..-.OIWTH....
WW..(I.+.6a.a.@..y..2.4... . - ;.m.%..h N u f.@....W.p.~<<E........ J.BlaW}g._W.l~<...$.2].G....L..b.G...."IbX*.Q.q.D..2"
.B.).%..d..,.>.5.j>{-]c.K.X 0..(...h..w..2.G.%..fl.q.."D$.T.?...D..* A.... '6.B$..B.B.d..I")..B(..*"/.@.4.Qh..p..U.=p..a...(...A.al. b X#. ... .LH..$ ..Q"K5HIR.T
UH..=r9.F..;..2...G1...Q=...C..7..F..dtl......r.=.6..h..>C.0....3.10...B.8,..c.".....V....c.w...E..6.WwB 2. AHXLXN.H. .$4...7...Q."..K.&.....n21. XH #..../{.C.7$..C2"...I.T...F.n
R#.,..4H.#...dk..9.,

-Q,
..0Qu). { X FW< 4. % X.<$9E.[.-q

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellIE\OMX4YUSO9l\tile_afspraaktypes[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 250 x 167, 8-bit/color RGB, non-interlaced

downloaded

16404

7.969970554630654

false

384:ZXE05W+NwBoMuO8s+8hnISOON5GO8leoACiY:F35Ju7d+8HSFNhbaY
8BC8D28545EBB509D65FC1EA6A8F0134
6F78FC987ACAC85FF7B6E2D2785F283A85923A4F
DO0116AFE8D3DD07471E9EC7923332AF0A4493FC6CDBB467DFA3F7A63617425F8
7369D07251A61541D4F42F3D0D0A54606060766A9C9D7D79703C0OB8D5835C6B79A096B7DCB7BB33796EE68A920830C5DCDE644A4DABA44504FFC25E3473D6ALL
false

low

hitp://https://doclr.be/site/imgftiles/tile_afspraaktypes.png

.PNG.......IHDR....
..... @..$p....dIs#..~<<+

BK...KoR.. RB....&*!..J.1...Q..EE....
M..0....B\....t.8K...@z.B..@F....&S....".cb..P-"......{.[.l..... .e.D.h;...V.E.X0..fK.9..-.0IWfH....
Xeoerbooo - "DDp@.t~

, {Keooo>... H3Q5...B.....
..0Qu). { X FW< 4. % X.<$9E.[.-q
WW..(I.+.6a.a.@..y..2.4... e . W.p.~<<E......... J.BlaW}g._W.l~<...$.2].G....L..b.G...."Ib.X*.Q.q.D..2"
B).%..d..,.>.5.>{-]c.K'Xt....0.(..h..W..2.G.%..fl.q. D$.T.?...D.*A.... '6.8$..B.B.d..")..B(..*"/.@.4.Qh..p..U..=p..a...(...A..al.b.X#..... . H..$ .Q"K.5HIR.T
UH..=r.9.\F.;;..2...G1...Q=...C..7..F...dtl.....r.=.6...h..>C.0....3.10...B.8,..c.".....V....c.w...E..6.wB a.AHXLXN.H. .$4...7..Q.". K.&.....021. XH #..../.{.C.7$..C2"...I.T...F.n
R#.,..4H.#...dk..9.,

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OMX4YUS9\tile_kopieren_stap1[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 250 x 167, 8-bit/color RGB, non-interlaced

downloaded

24557

7.972150220941693

false

384:ZXE05stIk8kujvFO4ZY qsyAlcDQ6Ksrg48UAXMOsh2GCQHpECCY:F35j8k0vw4ZRsy36Q6Jg48TDNhQHSCN
6FE42447C5CE9AB035BD725B64DB6027

DF7545E86CE4D5C442C82FBAF2B6017548D5FB66
FDE8B57DDD160B4F77754E05411B965DD9065DBD4F5A00834969B44AE6A4B3C5

14CBA2B6BBA1CD4AFEDA4C48B3C9A47A28D2ABD9B07E93D4214594625ABA97B8ASFEF7986D727D795F3FC408E333C71028F34C381C3DA99EFE4FF84146BFD6!
04

false
low

hitp://https://doclr.be/site/img/tiles/tile_kopieren_stapl.png

C....pHYs...#..#.x.?v...OiCCPPhotoshop ICC profile..x.SgTS..=...BK...KoR.. RB....&*"..J.....Q..EE.......... Qi { Koot > H3Q5...B.....
M..0....B\...t8K...@z.B..@F....&S....".ch..P-"......{.[.l..... .e.D.h;...V.E.XO0..fK.9..-.OIWfH F.W<.+. % X.<$9E.[.-q
WW..(I.+.6a.a.@..y..2.4... Kewen 6..._-.."bb...p@...t~..[...;. m..%..h " u.f.@...W.p~<<E...... J.BlaW}g._W.l~<....$.2].G....L...b.G... Ib.X*..Q.q.D...2."

B).%..d..,.>5.j>{-]c.K'Xt.....0..(..h..W..2.G.%. fl.q.AD$.T.2...D.* A....
UH..=r.9.\F..;.2...G1...Q=...C..7..F...dtL
R#.,.4H #..dK.9.,

...)6.8$..B.B.d..")..B(..*/.@.4.Qh..p..U..=p..a...(....A...al.b.X#......H..$ ..Q"K.5HIR.T
6..h.>C.0...310..B.8,.C."...V.....C.W...E..6.WB @ AHXLXN.H. .$4...7...Q." . K.&....b21. XH #.../{.C.7$..C2"...I.T..F.n

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OMX4YUS9\tile_werkschema[1].png

Process:
File Type:
Category:
Size (bytes):

C:\Program Files (x86)\Internet Explorer\iexplore.exe
PNG image data, 250 x 167, 8-bit/color RGB, non-interlaced
downloaded

27023
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\OMX4YUS9\tile_werkschema[1].png

Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

7.973511829427996

false

384:ZXE05c05/XKLEonjEAWTOMgeblf/cKz/14dapoOrDnAp0TUeKb6nwmXRYO0:F3570TjxCe/dztNJDn7Tzkbml

49DFC3CD5070394A8149FC79FF7B652D

F78A9568FC1B7654F0C312EO0EB073DFE691713FB

E26BB14AB7FE3E1DD5979EE8D0931B14ABA5D34117F38730FCAE257157A204B7
ACE13BA3C8B800721BESAD306DEC7646DCD115978075691A081E71F23D1A933857542DE440AAAED13037839C7854C75E64C21C2D7CA71A4A0FB083D7875A71F
false

low

hitp://https://doclr.be/site/img/tiles/tile_werkschema.png

C....pHYs...#..#.x.?v...OiCCPPhotoshop ICC profile..x.SgTS..=...BK...KoR.. RB....&*..J.....Q..EE.......... Qi { Koot > H3Q5...B.....
M..0....B\...t.8K...@z.B..@F....&S....".ch..P-"......{.[.l..... .e.D.h;...V.E.X0..fK.9..-.OIWfH F.W<.+. % X.<$9E.[.-q
WW..(I.+.6a.a.@..y..2.4... Kewen 6..._-.."bb...p@...t~../...;. m..%..h " .u.f.@...W.p.~<<E...... J.BlaW}g._W.l~<....$.2].G....L..b.G... Ib.X*..Q.q.D...2."
.B.).%..d..,.>5.j>{-]c.K'Xt....0..(...h..w..2.G.%..fl.g."D$.T.?....D.* A....,...... 6.B$..B.B.d.")..B(..*[.@.4.Qh..p..U..=p..a...(...A..al.b.X#.. . .LH.$ ..Q"K5HIR.T
UH..=r.9.\F..;.2...G1...Q=...C..7..F..dt1 .6...h..>C.0....3.10...B.8,..c.".....V.....c.w...E..6.WwB a.AHXLXN.H. .$4...7...Q."..K.&.....021L.XH #..../{.C.7$..C2"...|.. T...F.n
R#.,..4H.#...dk..9.,

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\2K7JPOQS\angular-cookies.min[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

1444

5.360412985799666

false
24:+IcHXTAO7MWItQb010rlos/tzjlwgj7q5yvgmyFLbINY31Y+zBgjcli7gq9JYA9z:+IcRHUEe8tPIw47Alpp4LzBgjclhTYAN
5461ED47E4BE402CE36F76C16B763B97

04D442B4E20CDFI9CDA3AAEC3756D6B97C556 CFDF
62AC9D0731406B54C8E59976872BB5DF2140DCEE8A9545657C5D8B8CCFC8DAEC
704D818FB758FBB46E2FB92793C15929998887C0B67AFID1159B757E04COEC6D843F7261E8B5E34FEEF890185174C29C82DF290EEABE994F638FDE15C2B86003
false

low

hitp://https://covidvaccin.doclr.be/vendor/bower/angular-cookies/angular-cookies.min.js?161887356 1330

/*. AngularJS v1.5.0. (c) 2010-2016 Google, Inc. http://angularjs.org. License: MIT.*/.(function(p,c,n){'use strict';function I(b,a,g){var d=g.baseHref(),k=b[0];return fu
nction(b,e,f){var g,h;f=f||{};h=f.expires;g=c.isDefined(f.path)?f.path:d;c.isUndefined(e)&&(h="Thu, 01 Jan 1970 00:00:00 GMT",e="");c.isString(h)&&(h=new Date(h
));e=encodeURIComponent(b)+"="+encodeURIComponent(e);e=e+(g?";path="+g:"")+(f.domain?";domain="+f.domai =h?";expires="+h.toUTCString():"";e+=f.
secure?";secure":"";f=e.length+1;4096<f&&a.warn("Cookie "+b+" possibly not set or overflowed because it was too large ("+.f+" > 4096 bytes)!");k.cookie=e}}c.m
odule("ngCookies",['ng"]).provider("$cookies",[function(){var b=this.defaults={};this.$get=["$$cookieReader","$$cookieWriter" function(a,g){return{get:function(d){return a()
[d]},getObject:function(d){return(d=this.get(d))?c.fromJson(d):d},getAll:function(){return a()},put:function(d,a,m){g(d,a,m?c.extend({},b,m):b)},putObject:function(d,b,a){this.p
ut(d,c.toJ

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\2K7JPOQS\angular-sanitize.min[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

6930

5.388643906756933

false

192:+suM+zaumRJ0+HXIKiOZ8+vehu71U3eomka:+zNAJO+HXIKiOZ8+Goka
832195CE6444502CA922C110EF5EFC49
DD42DD80594BC1FF44F7BDC6E04AE74C177DFD02
958E6AAIB32F5EF3E8B6ACF16D2413F08BAAD2F68FBE38BAASD8916282AE1B882
64A16FF4F9DF9D19A8066B342EF5A6383416F5D5C1C2E6ASA2DFABES1A3054A400C7163FEADFC497FA9333D13E53E101E7ECS5CAF1C43BEL714713601C3F91B8
false

low

hitp://https://covidvaccin.doclr.be/vendor/bower/angular-sanitize/angular-sanitize.min.js?16 18873561330

/*. AngularJS v1.8.0. (c) 2010-2020 Google, Inc. http://angularjs.org. License: MIT.*/.(function(s,c){'use strict’;function P(c){var h=[];C(h,E).chars(c);return h.join("")}var D=c.
$$minErr("$sanitize"),F,h,G,H,1,q,E,J,K,C;c.module("ngSanitize",[]).provider("$sanitize",function(){function f(a,e){return B(a.split(","),e)}function B(a,e){var d={},b;fo
r(b=0;b<a.length;b++)d[e?q(a[b]):a[b]]=!0;return d}function t(a,e){e&&e.length&&h(a,B(e))}function Q(a){for(var e={},d=0,b=a.length;d<b;d++){var k=a[d];e[k.name]=k.value}
return e}function L(a){return a.replace(/&/g,"&amp;").replace(z,function(a){var d=.a.charCodeAt(0);a=a.charCodeAt(1);return"&#"+(1024*(d-55296)+(a-56320)+65536)
+";"}).replace(u,function(a){return"&#"+a.charCodeAt(0)+";"}).replace(/</g,"&lt;").replace(/>/g,"&gt;") function A(a){for(;a;){if(a.node Type===s.Node.ELEMENT_NO
DE)for(var e=a.attributes,d=0,b=e.length;d<b;d++){var k=e[d],g=k.name.toLowerCase();if("xmIns:ns1"===g||0===g.lastindexOf("ns1:",0))a.removeAttributeNode(k),d--

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\2K7JPOQS\angular[1].js

Process:
File Type:
Category:
Size (bytes):

C:\Program Files (x86)\Internet Explorer\iexplore.exe
UTF-8 Unicode text, with very long lines
downloaded

1374778
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\2K7JPOQS\angular[1].js

Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

|IE Cache URL:

Preview:

4.79443957157888

false

12288:rYUK+Ng6ENtIONnCm/Ae91V5e8PzwV Tc+0WYZCVV+E3zsnF5UrGaeoUcr7HR7QigS:rVjInCm/yZw9c+kZsAnfUZg+LfNQSh
C10AC193A66F6F4B01E02460EFB37522

4741C4F644DC3AA1B468C5D6BC6245E93E1D826D

C7DF41BC00628BEC220B0378DC1F2F5041980758403B6F24B9774AC43A9186D8
0A22900A637CE98D48F04C24B768069D2366B2256B4BD133E4CA2E7420614E204949C83E1A303D3A529D69E23422EC5D0ASE3716CE71E73ASE7BODAL17CE6AD3
false

low

hitp://https://covidvaccin.doclr.be/vendor/bower/angular/angular.js?161887356 1330

/**.* @license AngularJS v1.8.0. * (c) 2010-2020 Google, Inc. http://angularjs.org. * License: MIT. */.(function(window) {'use strict';../* exported. minErrConfig,. er
rorHandlingConfig,. isValidObjectMaxDepth.*/..var minErrConfig = {. objectMaxDepth: 5,. urlErrorParamsEnabled: true.};../**. * @ngdoc function. * @name angul
ar.errorHandlingConfig. * @module ng. * @kind function. *. * @description. * Configure several aspects of error handling in AngularJS if used as a setter or return the. *
current configuration if used as a getter. The following options are supported:. *. * - **objectMaxDepth**: The maximum depth to which objects are traversed when stringi
fied for error messages.. *. * Omitted or undefined options will leave the corresponding configuration values unchanged.. *. * @param {Object=} config - The configuration
object. May only contain the options that need to be. *  updated. Supported keys:. *. * * “objectMaxDepth™ **{Number}** - The max depth for stringifying ob

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\2K7JPOQS\animate.min[1].css

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 53593

Entropy (8bit):  5.077175531530476

Encrypted: false

SSDEEP: 768:/kZIIbIM6BEIsIulvwO1CA5kiDb3CyQ5xrQe/0STfs2sj:/kZ4lvwO1CA5kiDb3CyQ5xrQe/0ST4

MD5: 11AE4469D1B408CD98302CE01D8487E4

SHA1L: 0A10C6DD789C0B1ED94730DEB5C8F746213862C8

SHA-256: 85A07B18BDAADF71B43AAC789A3103EC138A0223ACFBC7E3A99AC65906466A2D

SHA-512: 375A591B07C72894325823D366EEE160F5806F6CCA4B4C98087B065DBDCCE76F40964254FC92E908B30EOE400980D5926D0C2834CF23565C5EF2277A907B03B

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://doclr.be/site/css/animate.min.css

Preview:
@charset "UTF-8";/*l.Animate.css - http://daneden.me/animate.Licensed under the MIT license - http://opensource.org/licenses/MIT..Copyright (c) 2015 Daniel Eden
.*/.animated{-webkit-animation-duration:1s;animation-duration:1s;-webkit-animation-fil-mode:both;animation-fill-mode:both}.animated.infinite{-webkit-animation-iteration-
count:infinite;animation-iteration-count:infinite}.animated. hinge{-webkit-animation-duration:2s;animation-duration:2s}.animated.bounceln,.animated.bounceOut,.animated.fli
pOutX,.animated.flipOutY{-webkit-animation-duration:.75s;animation-duration:.75s}@-webkit-keyframes bounce{0%,100%,20%,53%,80%({-webkit-transition-timing-functio
n:cubic-bezier(0.215,.61,.355,1);transition-timing-function:cubic-bezier(0.215,.61,.355,1);-webkit-transform:translate3d(0,0,0);transform:translate3d(0,0,0)}40%,43%{-webk
it-transition-timing-function:cubic-bezier(0.755,.050,.855,.060);transition-timing-function:cubic-bezier(0.755,.050,.855,.060);-webkit-transform:translate3d(0,-30px, 0);tr

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\2K7JPOQS\app[1].png E

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 650 x 459, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 575574

Entropy (8bit):  7.992241719643697

Encrypted: true

SSDEEP: 6144:nJ8gx7nXDSO0Rb6IXzurk3aiOZykzuOAlflnSPHXxjkMZvV9tOM9y4ga272cXI6Ko:Wc7XDrdX03NZy9lIASWMZbY 7Iri4f

MD5: CABAF9699FA68A910C6D1BF7B2F79174

SHA1L: B3961FC95B9F37BC8C99A6BE3B00478D6130BFFB

SHA-256: 74E39DEE1A82E6AEB6GEAE1C61671DDC612E4510D3DE64356FD1270C622E08712

SHA-512: FOB787BC697C16BCF42CF8FOB0A40B55DE671D339B4392EDCABOCF05D842916CAA3F4C70EADD908DA49FCE7B28314C92DD55D9564F1B060E2445CES52C5CA:
49

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://doclr.be/site/img/app.png

Preview:

...0.d...OiCCPPhotoshop ICC profile..x.SgTS..=...BK...KoR.. RB....&*..J....Q..EE...
8K....@z.B..@F....&S....".cb..P-. {..[l..... .e.D.h;...V.E.X0..fK.9..-.0IWfH.
WW..(I.+.6a.a.@..y..2.4... bb...p@...t~../...;.m.%.h" . u.f.@... Wp~<<E..... J.Bla.W}g._W.l~<....$.2].G....L..b.G...
.B.).%.d..,.>5.>{-]c.K'Xt......0..(...h..w..?.G.%..fl.q.."D$.T.?....D.* A.
UH..=r.9.\F..;.2...G1...Q=...C..7..F..dt1L .6...h..>C.0....3.10...B.8,..c
R#.,..4H.#...dk..9.,

F.W<.+..*.X..<.$9E.[.-q
1b.X*..Q.q.D...2."
....6.8$..8.B.d..")..B(..*/.@.4.Qh..p..U..=p..a...(..A..al.b.X#....LH..$ ..Q"K5HIR.T
.V...cw..E..6.wB a. AHXLXN.H. .$4...7...Q."..K.&.....p21.XH #..../{ C.7$..C2"...I.T...F.n

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\2K7JPOQS\bootstrap-notify.min[1].js

Process:
File Type:
Category:
Size (bytes):

C:\Program Files (x86)\Internet Explorer\iexplore.exe
HTML document, ASCII text, with very long lines
downloaded

8122
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\2K7JPOQS\bootstrap-notify.min[1].js
Entropy (8bit):  5.076407209199658

Encrypted: false

SSDEEP: 96:8U1nEB5DUECqBDmMmMQGJts9tnK39YkwvF6ulLhQUnnjFvJVdnVgeEicg1r5hLrKmp:fnE7DPtmmDjctngOelLdnVFVgeVcgLFyl

MD5: 35EB2C2185524EECB2B772B667552014

SHA1L: A9EDF0014D98A9CB514C61B34D2A4BABB4A1D4CY

SHA-256: 2DB9DE4F5FC27837D4295DF39D94C34CCC336C31D02322F7F7CAD69AEBE338DA

SHA-512: 77466C240C97B179697833408578F899B6AAA4B7DDCAB39A40599A1551BF2A87599C0695ADD3AC3BD2A21BADISEDD715FAC1C815BED54CC9A4079267B40A2A
9

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://covidvaccin.doclr.be/vendor/bower/remarkable-bootstrap-notify/dist/bootstrap-notify.min.js?16 1887356 1330

Preview:
/* Project: Bootstrap Growl = v3.1.3 | Description: Turns standard Bootstrap alerts into "Growl-like" notifications. | Author: Mouse0270 aka Robert McIntosh | License: MIT
License | Website: https://github.com/mouse0270/bootstrap-growl */.!function(t){"function"==typeof define&&define.amd?define(["jquery"],t):t("object"==typeof exports?re
quire("jquery"):jQuery)}(function(t){function e(e,i,n){var i={content:{message:"object"==typeof i?i.message:i,title:i.title?i.title:"",icon:i.icon?i.icon:"",url:i.url?i.url:"#" target:i.targ
et?i.target:"-"}};n=t.extend(!0,{},i,n), this.settings=t.extend(!0,{},s,n),this._defaults=s,"-"==this.settings.content.target&&(this.settings.content.target=this.settings.url_target
),this.animations={start:"webkitAnimationStart oanimationstart MSAnimationStart animationstart",end:"webkitAnimationEnd oanimationend MSAnimationEnd animationen
d"},"number"==typeof this.settings.offset&&(this.settings.offset={x:this.settings.offset,y:this.settings.offset}),this.init() }var

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\2K7JPOQS\doclrvertalingen.min[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode text, with very long lines

Category: downloaded

Size (bytes): 500622

Entropy (8bit): 4.839665430390853

Encrypted: false

SSDEEP: 6144:GphFOWTrNj8liQZ0IF8VVKfOq2dNwrSkABUKSVNpPKVSRhhJIZeEQEJIJVOWKRN+p8+AK:51Kj3Mnb8711+QVIMI

MDS5: 9E446D0D11FBBOBF51D3D512A6FEEIDB

SHA1L: 7B169FASDE6A1CFE6B6BA9EIF3ADA28A2DFOC3ED6G

SHA-256: 92E4BDC9761B164A9CB00C658975A52E697637039CBC7D524D1BAEB6235B9D98

SHA-512: 7F9BBOE27F15620D046A53A2F24024B33AE8BBEC25E352CF8ASADOEE9C530F2A257C21FABD69C8761C56D84E692A9613E86EFF18952E6C17C3A833C74FED5A4/
3

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://covidvaccin.doclr.be/js/doclrvertalingen.min.js?1618873561330

Preview:
‘use strict';..(function () {. var extraTranslations;. angular.module('doclr.components.vertalingen’, ['pascalprecht.translate’, ‘'ngCookies', 'ngSanitize’, 'tmh.dynamicLocale").
config(["tmhDynamicLocaleProvider", function (tmhDynamicLocaleProvider) {. tmhDynamicLocaleProvider.localeLocationPattern('/vendor/bower/angular-il8n/angular-
locale_{{locale}}.js");. tmhDynamicLocaleProvider.defaultLocale(getDefaultLanguage());. }]).config(["$translateProvider", function ($translateProvider) {. moment.
locale(getDefaultLanguage());.. if (hasLanguagelnUrl()) {.  localStorage.removeltem('NG_TRANSLATE_LANG_KEY");. }.. varlangMap={  ‘'en"'en_US',.
‘en_AU" 'en_US',. 'en_CA"'en_US',. ‘en_NZ" 'en_US',. ‘en_PH" 'en_US',. ‘en_UK" 'en_US',. ‘en_US"'en_US',. 'nl:'nl_BE',. ‘'nl_BE" 'nl_BE',.
‘nl_NL"'nl_BE',. ‘fr:'fr_BE',. ‘'fr_BE"'fr_BE',. ‘fr_BF:'fr_BE',. ‘fr_BI"'fr_BE',. ‘'fr_BJ":'fr_

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\2K7JPOQS\en[1].htm

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, ASCII text

Category: downloaded

Size (bytes): 6418

Entropy (8bit): 4.810748666956601

Encrypted: false

SSDEEP: 96:hH/zioBUYwsk1WVT9GaAY6WMfjpVr/AHW/bnRDOJZ5bRBabdLYg56gLJAFIcaA94:5/UYwV1Wx9IAbWMfHrmUyxRwmpr8r2
MDS5: CD36E4D1D2B6E25608DBB050DD2EGACA

SHA1L: 8A9AT765A63479134F42A49688C027DB428A70771

SHA-256: E8A7732D092775A13683217B91377D16676FD17409BB26713F662E58773F59B2

SHA-512: 2591D110BDD2476E1FB6CEOAE19B21D97F162E62F72C7CASE1088F663816B2B46319D04456CCC60DD4E2054576A7EA6FAB628DA51BC70691D05EAL1633F67672
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://covidvaccin.doclr.be/cookies/en

Preview:
<IDOCTYPE html>.<html lang="en">..<head>. <meta charset="UTF-8">. <title>Doclr</title>. <link rel="shortcut icon" href="/images/favicons/favicon.ico">.  <link
rel="apple-touch-icon" sizes="57x57" href="/images/favicons/apple-touch-icon-57x57.png">.  <link rel="apple-touch-icon" sizes="114x114" href="/images/favicons/apple-
touch-icon-114x114.png">.  <link rel="apple-touch-icon" sizes="72x72" href="/images/favicons/apple-touch-icon-72x72.png">.  <link rel="apple-touch-icon" sizes=
"144x144" href="/images/favicons/apple-touch-icon-144x144.png">. <link rel="apple-touch-icon" sizes="60x60" href="/images/favicons/apple-touch-icon-60x60.png">.
<link rel="apple-touch-icon" sizes="120x120" href="/images/favicons/apple-touch-icon-120x120.png">.  <link rel="apple-touch-icon" sizes="76x76" href="/images/fav
icons/apple-touch-icon-76x76.png">.  <link rel="apple-touch-icon" sizes="152x152" href="/images/favicons/apple-touch-icon-152x152.png">. <meta name="apple-
mobile-web

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\2K7JPOQS\header[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 72x72, segment length 16, baseline, precision 8, 2000x1462, frames 3
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\2K7JPOQS\header[1].jpg

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

|IE Cache URL:

Preview:

downloaded

340639

7.979740692701973

false
6144:z2woBDJrz8RXzr0bYg4aON8JYIxPHP4qQ4FbUoSrUdvRbWvbQZG3U4+XQBRm:zVLrcXzidaelgnhbPwUdvIWvbPrm
D65DB751A1D845089AC88A285B795784

F73DD4A68135E2E7A13B8F85ACD2A898B09F6FEA
08D7BF86A4F65691A11CC2CFCEOFCFC1A08E576F351B38D06410676CB1D60504
AC2894A61B0D8390078D01D24C9F0921A77DDEB6E7E966B1A506EFB62A3E181A6FC205303558 16E98BAED18CE6F0779904F278B7BB7DESBC78D39259025B69641
false

low

hitp://https://doclr.be/site/img/header.jpg

..#BR.3.br..$C....4S.%c..5D.&ETd."......... #B..3R.$C.looocc...... ?

Eb....U.FGQ..& eB’..P.@.}.8h. $E..L . m...66.$...p..".P)%E*.....&" & 92W.M.. : z. E0".P.8J.W{9.....C...8.
K.X..R@.BA%40..{&0.S.€...D.*C..I$...D. ...h.RI%@$.1.h.X%..6. RH...2.2..=T...SQ.N.%....=.D..tMH\..Ry~.1g....h.. LXFEUBA..C$.H.$.H.$.H.$.H.$:.....H.=..B...}.@.D.)e$6..~.
_$U.C$.EL8..TP..g...E...8..4.)..(.. VKW..F.-J. L.%. #....#...| oo, N(KC.J..U.Jf:*_C.z,...]..Uv"8)&RA.M.R.T..Y...2..@;....T..-D.w+.h.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\2K7JPOQS\jquery.fancybox[1].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text

downloaded

4895

5.159737096152138

false

96:GKXaoFzzzQFRIRdrcNMo0Oy8ridcSX2W4Leyg60:GKIFX7rQitLW
6C55951CE1E3115711F63F99B7501F3A
5F163444617B6CF267342F06AC166A237BB62DF9
968ABE56E4ADAF8C135199EBD7F6CC065424CA45974D4ADFBEB5607E69FE72FCD

4BAD47C444BBBFAB71FEGF2256531965FAB3FA41C74B3096CF732C78A0653F448DBB59B153786E9DC14106C355DDE7ES573A907C9F06BDF1ED33B2FEADA49ET
F

false
low

hitp://https://doclr.be/site/js/fancybox/jquery.fancybox.css?v=2.1.5

/*! fancyBox v2.1.5 fancyapps.com | fancyapps.com/fancybox/#license */..fancybox-wrap,..fancybox-skin,..fancybox-outer,..fancybox-inner,..fancybox-image,..fancybox-
wrap iframe,..fancybox-wrap object,..fancybox-nav,..fancybox-nav span,..fancybox-tmp.{..padding: 0;..margin: 0;..border: 0;..outline: none;..vertical-align: top;.}...fancybox-w
rap {..position: absolute;..top: 0;..left: 0;..z-index: 8020;.}...fancybox-skin {..position: relative;..background: #f9f9f9;..color: #444;..text-shadow: none;..-webkit-border-radius:
4px;.. -moz-border-radius: 4px;.. border-radius: 4px;.}...fancybox-opened {..z-index: 8030;.}...fancybox-opened .fancybox-skin {..-webkit-box-shadow: 0 10px 25px
rgbha(0, 0, 0, 0.5);.. -moz-box-shadow: 0 10px 25px rgba(0, 0, 0, 0.5);.. box-shadow: 0 10px 25px rgha(0, 0, 0, 0.5);.}...fancybox-outer, .fancybox-inner {..position: r
elative;.}...fancybox-inner {..overflow: hidden;.}...fancybox-type-iframe .fancybox-inner {..-webkit-overflow-scrolling: touch;.}.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\2K7JPOQS\logo[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 65 x 25, 8-bit/color RGBA, non-interlaced

downloaded

3876

7.906993142046037

false

96:92/I09Da01l+gmky Tt6Hk8NTRGebOsTDQA0Z:gS0tKg9EOSTZHTDQzZ
5AE5141E730B7FOD94E5A79D77B0BOD6
D944F7007B2E207CA44358CF2065E197838E6177
DA7D622F9F26E4BADOSAES5422B1ACFD8F4058DA6B250C9F8C6833357ACCBEBC
ABABAFB8108B4E97337C49A1931A5DD3651458C8B049EBE649F51BA6260857B2B60E328088E4D0587C167C7A52CESDEA7B46927343740C53480EE6EB9512971A
false

low

hitp://https://doclr.be/site/img/logo.png

1.8K...@z.B..@F....&S....".ch..P-".......
WW..(I.+.6a.a.@..y..2.4 Kewen "bb...p@...t~..,/...;. m..%..h".u.f.@....W.p.~<<E.......J.BlaW}g._W.l~<...$.2].G . MIb.X*.Q.q.D...2."

.B.).%..d..,.>.5.j>{-]c.K.X 0..(...h..w..2.G6.%..fl.q.."D$.T.?...D..* A.... 6.B%$..B.B.d..r")..B(..."/.@.4.Qh..p..U..=p..a...(...A.al.b.X#...LH..$ ..Q"K.5HIR.T
UH..=r9.\F..;..2...G1...Q=...C..7..F..dtl......r.=.6..h..>C.0....3.10...B.8,..c.".....V....c.w...E..6.wB 2. AHXLXN.H. .$4...7...Q."..K.&.....n21. XH #..../{.C.7$..C2"...I.. T...F.n
R#.,..4H.#...dk..9.,

WFW< 4L 5 X< $9E.[.-q

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\2K7JPOQS\outdatedbrowser.min[1].js

Process:

File Type:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCII text, with very long lines
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\2K7JPOQS\outdatedbrowser.min[1].js

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

|IE Cache URL:

Preview:

downloaded

3176

5.2987770949428175

false

96:hqF4bpsUyZ2ECGxK7p1lFmCFmMIAWO6wCIlohurT:h84btyZs8DVhc
FBOEA63434E71838BB522E0C91831E62
C30D1D7786F3EEECBC95492F47ECD17306BB713C
C95D2C699112C4706A7D27CDIDC1F4E38CB71876ECC4B6496D0426BB1AD7BFDD
EBF9F2190CF6A41F8B934F19D9662E14EBA356518119899DE2964CEDDDODA4842D03E529D4676CIED527E6BAIF2F8A63CD479302AFACB5C5E954B081EB8797¢
false

low

hitp://https://covidvaccin.doclr.be/vendor/bower/outdated-browser/outdatedbrowser/outdatedbrowser.min.js?1618873561330

%1 JAVASCRIPT "Outdated Browser".Version: 1.1.2 - 2015.author:  Burocratik.website:  http://www.burocratik.com.*
@preserve. */.var outdatedBrowser=function(t){function o(t){s.style.opacity=t/100,s.style.filter="alpha(opacity="+t+")"}
function e(t){o(t),1==t&&(s.style.display="block"),100==t&&(u=!0)}function r(){var t=document.getElementByld("btnCloseUpdateBrowser"),o=document.getElementById(
"btnUpdateBrowser");s.style.backgroundColor=bkgColor,s.style.color=txtColor,s.children[0].style.color=txtColor,s.children[1].style.color=txtColor,0.style.color=txtColor,0
.style.borderColor&&(o.style.borderColor=txtColor),t.style.color=txtColor,t.onmousedown=function(){return s.style.display="none",!1},0.onmouseover=function(){this.style.c
olor=bkgColor,this.style.backgroundColor=txtColor},0.onmouseout=function(){this.style.color=txtColor,this.style.backgrou

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\2K7JPOQS\playstore[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 129 x 45, 8-bit/color RGBA, non-interlaced

downloaded

8171

7.953526818854084

false
192:FSDSO0tKg9E05THszaJusTBX5GSeh9+W4SALdBwWAtHbz:kIJXE059zadTBJGRh9YdBItHbz
383A821FB602F37F85F5146E7786AA11
FOD7FDD5A1AB03A5BAF634CB49ECBA30F4C52DDE
230FD37AF69D9IBIFFE687EBDAGA7385D939B16EC23DF7AB1DA76B20C067385BA

CD0B2299DE927FEDF17D97AEF634CAAA9EGE81AF83DD9771A0954EA80DB4B99D2BEF3CF320996586F4018921F38ES5CEOE71BA239D2C9337653E3047A4B0381(
0

false
low

hitp://https://doclr.be/site/img/playstore.png

..... M..0....B\...t8K...@z.B..@F....&S....".ch..P-".....{.[.l..... .e.D.h;..V.E.X0..fK.9..-.OIWfH.
WW..(I.+.6a.a.@..y..2.4... "bb...p@...t~.. /[...;.m..%..h" u.f.@.. .W.p.~<<E...... J.BlaW}g._W.l~<....$.2].G....L...b.G...
B.).%..d..,.>5.j>{-]c.K'Xt.....0.(..h.w..?.G.%..fL.q. D$.T.?....D.*A....
UH..=r9.\F..;.2...G1...Q=...C..7..F..dt1L
R#.,..4H.#...dk..9.,

F.W<.+..*.X..<.$9E.[.-q
1b.X*..Q.q.D...2."
....6.B$..8.B.d..")..B(..*/.@.4.Qh..p..U..=p..a...(..A..al.b.X#.....LH..$ .Q"K5HIR.T
.6..h..>C.0....3.10...B.8,..c.".....V....c.w...E..6.wB @a. AHXLXN.H. .$4...7...Q."..K.&.....b21.XH #..../{.C.7$..C2"....T..F.n

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\2K7JPOQS\tile_maakafspraak[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 250 x 167, 8-bit/color RGB, non-interlaced

downloaded

9876

7.956205381380746

false

96:TZ/109Da01l+gmkyTt6Hk8nTO2WtpTHYLRPHLTLP6QthaYshFvgO1+mWJIISYF6Er TSO0tKg9EO5TO2UNChCfHWJIIHIECMMR)1
ED3229BC65137AC84E4586EFA36445F8

FB5DE88591D51CC3DE5SB7EAA8AL14BF014763E8C
40EB356DAESD4AAF5223EBC53FALFBDEF7F878F68154656109922482966FBDA48
26EA984B0DBD550CF62BBF774304099146B396EB2EB98E467512D7FF3E63C268729F96D20134B617D7152ECCB465536C07AA52B6685BBC99013466DDCI15F05LC
false

low

hitp://https://doclr.be/site/img/tiles/tile_maakafspraak.png

BK...KoR.. RB....&*!..J.1...Q..EE.... PR 1 S S H3Q5...B.....
8K....@z.B..@F....&S....".cb..P-.".......{..[l..... .e.D.h;...V.E.X0..fK.9..-.0IWfH. 0Q..)..{. " ##x....F.W<.+.* x.<$9E.[.-q
WW..(I.+.6a.a.@..y..2.4... "bb...p@...t~.. /[...;.m..%..h" u.f.@.. .W.p.~<<E...... J.BlaW}g._W.l~<....$.2].G....L..b.G... Ib.X*..Q.q.D...2."
.B.).%..d..,.>5.j>{-]c.K'Xt....0..(...h..w..2.G.%..fl.g."D$.T.?....D.* A....,....... 6.B$..B.B.d.")..B(..*[.@.4.Qh..p..U..=p..a...(...A..al.b.X#. . . .LH.$ ..Q"K5HIR.T
UH..=r9.\F..;.2...G1...Q=...C..7..F..dt1L .6...h..>C.0....3.10...B.8,..c.".....V.....c.w...E..6.WwB a.AHXLXN.H. .$4...7...Q."..K.&.....b21L.XH #..../{.C.7$..C2"...|.. T...F.n
R#.,..4H.#...dk..9.,

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\2K7JPOQSl\tile_patient[1].png

Process:

File Type:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 250 x 167, 8-bit/color RGB, non-interlaced
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\2K7JPOQSl\tile_patient[1].png

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

|IE Cache URL:

Preview:

downloaded

24103

7.973264066851523

false
384:ZXE05fQKYKNPLGNqr7H1kYXR2pQRAZureWssLU12uvCFAfEJRE|z8xeFIG5:F354HauC7H1pRCDieWse42TAfEf0z8Mg
A2E69DE2D31B12CDDBDF2F20B8807A73

A1C628753850B9E67D51B973C8E8BCF558B830EFF
4D196EAOD4EEEC9EE3C7EAFEC61E6FB62D6F6D287BC135203D982A658590615D
8375DC690749FABDEF156CCF33F61C308C1F6EOFFO3C02FEF2F5A7FAIFC3ABAFAAETEIFFE6D22A81B79A2B8049DC833194F2FC022402080B35201B7776250729¢
false

low

hitp://https://doclr.be/site/img/tiles/tile_patient.png

PNG........ IHDR.....coves C....pHYs...#...#.x.?v...0iCCPPhotoshop ICC profile..x.SgTS..=...BK...KoR.. RB....&*!..J.l..Q..EE.........Q,...... Lo { Koot > H3Q5...B.....
..... @..$p....dIs#...~<<+" .M..0.....B.\....t.8K...@z.B..@F....&S....".ch..P-.""....... LFW<+ L X< $9E.[.q
WW..(I.+.6a.a.@..y..2.4 X.....6 "bb...p@...t~..,/...;. m..%.h".u.f.@...W.p.~<<E........J.BlaW}g._W.lL.~<.. . MIb.X*..Q.q.D...2."
.B.).%..d..,.>.5.j>{-]c.K.X 0..(...h..w..2.G6.%..fl.q.."D$.T.?...D..* A.... 6.B$..B.B.d..r")..B(.."/.@.4.Qh..p..U..=p..a...(...A.al.b. X#...LH..$ ..Q"K.5HIR.T
UH..=r9.F..;..2...G1...Q=...C..7..F...dtl......r.=.6..h..>C.0....3.10...B.8,..c.".....V....c.w...E..6.wB 2. AHXLXN.H. .$4...7...Q."..K.&.....n21. XH #..../{.C.7$..C2"...I..T...F.n
R#.,..4H.#...dk..9.,

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\2K7JPOQS\tmhDynamicLocale.min[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

3112

5.194921963260494

false
48:0CSHPyaQMvrwUHHHxXqG9j1DvkAX651dT8Qilvu/a:bSQ6scHRXRI9pgAKS58ziuy
53EEEF71F36EBBAEFCD087B50AF3AFAS
22A9BDC64DFE1B52E31C69CBA7EB99EAADEO75D0
C214836F0159541574A211B7B94D45F61B739542924B7A754B7158998D943207
47EFB84AC4594B002264328A797CB8FF9A1DDC2C13F2C86D1DB925B20E86ADIFE711B6D11A838E737E8B568601AEB682BF569946E9443DA7A8D1D9A11F2D207
false

low

hitp://https://covidvaccin.doclr.be/vendor/bower/angular-dynamic-locale/tmhDynamicLocale.min.js?1618873561330

/**.* Angular Dynamic Locale - 0.1.35. * https://github.com/Igalfaso/angular-dynamic-locale. * License: MIT. */..!/function(a,b){"function"==typeof define&&define.amd?def
ine([],function(){return b()}):"object"==typeof exports?module.exports=b():b()}(this,function(){"use strict";return angular.module("tmh.dynamicLocale",[]).config(["$provi

de" function(a){function b(a){return a.$stateful=!0,a}a.decorator("dateFilter",["$delegate",b]),a.decorator("numberFilter",["$delegate" b]),a.decorator("currencyFilter",[
"$delegate”,b])}]).constant("tmhDynamicLocale. STORAGE_KEY","tmhDynamicLocale.locale").provider("tmhDynamicLocale",["tmhDynamicLocale. STORAGE_KEY",func
tion(a){function b(a,b,c,d){var f=document.createElement("script"),g=e?e:document.getElementsByTagName("body")[0],h=!1;f.type="text/javascript",f.readyState?f.o
nreadystatechange=function(){("complete"===f.readyState||"loaded"===f.readyState)&&(f.onreadystatechange=null,d(function(){h||(h=!0,g.removeChild(f),b())},30,!1))}:
(f.onload=functi

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\2K7JPOQS\vaccinatie-aanmelden.app.min[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, UTF-8 Unicode text, with very long lines

downloaded

69833

4.859721847316626

false

1536:FDBDPkOibb4cZcZxQ9IMPuYmmYJdiJJ7uys6U7:nkbbb4cZcZWIMODIJkKc
9368D9C1896D2DAIF7428C5F8916F7EC
9400A83DBF6F41EACE44773E67CB8B6486EC1B30
DCAD8CFBDFAOB79C868474C5F8064E6DA4FFBEB7EAS3ATECI7E631831F1AE400

BC711AAE012288212CA2631DB94B696C83F37A8F7E4CC1BAGF3A76B1509D9FEOC363A343FBEEG3F1C3A49CF5193E8B6ESC33B44F375DC346AF9F51E926FC29(
5

false
low

hitp://https://covidvaccin.doclr.be/js/vaccinatie-aanmelden.app.min.js?1618873561330

"use strict";..function _createForOflteratorHelper(o, allowArrayLike) { var it; if (typeof Symbol === "undefined" || o[Symbol.iterator] == null) { if (Array.isArray(o) || (it = _un
supportediterableToArray(0)) || allowArrayLike && o && typeof o.length === "number") { if (it) o = it; var i = 0; var F = function F() {}; return { s: F, n: function n() { if (i >=
o.length) return { done: true }; return { done: false, value: o[i++] }; }, e: function e(_e) { throw _e; }, f: F }; } throw new TypeError("Invalid attempt to iterate non-iterable
instance.\nIn order to be iterable, non-array objects must have a [Symbol.iterator]() method."); } var normalCompletion = true, didErr = false, err; return { s: function s() { it
= o[Symbol.iterator](); }, n: function n() { var step = it.next(); normalCompletion = step.done; return step; }, e: function e(_e2) { didErr = true; err = _e2; }, f: function f() { try {
if ('normalCompletion && it["return"] = null) it["return"](); } finally { if (didErr) throw e

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\6M6D1PMD\CUT73C3E.htm

Process:

C:\Program Files (x86)\Internet Explorer\iexplore.exe
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\6M6D1PMD\CUT73C3E.htm

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

HTML document, UTF-8 Unicode text

downloaded

38756

4.219107062586727

false
768:1JFGMtoyLLHOwWR+80lgjEU01+kfkxsXR57jPT:IIMMtoyHHOWQB8KgjJGfkmjPT
9E3D9331812A9DA6760E08B3196E66D6
594C79D58305DE64762488E9E9DA4FA09399CC1E
D2B406E206492B8705E250306B89D79FFFFID6D9B426D4CF99144034C78FDF74

B34B0C811EECDEA17C5DDFEBF316C96EFCCCCFCOBA434EB65C26036BDIE3BA4A7B55309C5A898C625E556348EEACO1FE3B6872D862C1EF1CD8AAIDD19DC
9B45

false
low

hitp://https://doclr.be/

<IDOCTYPE html>.<html lang="en">..<head>.. <meta charset="utf-8">. <meta http-equiv="X-UA-Compatible" content="I[E=edge">. <meta name="viewport" content
="width=device-width, initial-scale=1">. <meta name="author" content="doclr">. <meta name="description" content="Afsprakenbeheer met behulp van een online
agenda die pati.nten toelaat om online afspraken te boeken. Altijd beschikbaar voor uw pati.nten en toch meer tijd voor uzelf." />. <meta name="keywords" content="onl
ine afspraken, online agenda, afsprakenbeheer, huisarts, groepspraktijk, app, pati.nt, doktersafspraak, dokter, dierenarts, tandarts, kinesist, psycholoog, psychiater" />.
<meta name="author" content="meta-tags generator">. <meta name="robots" content="index, follow" />. <title>Doclr - Online agenda voor huisartsen</title>.

online afspraken, online agenda, afsprakenbeheer, huisarts, doktersafspraak -->.. begin favicons -->.  <link rel="shortcut icon" href="/site/img/favicons/

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\6M6D1PMD\ZG98V64S.htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCII text

downloaded

13528

4.678537750573681

false

384:7k5B+ExBlaBUYg5gE8uXrMi+0eiGZNwWWG6F:AjjEBUXrMi+0eiGZNwWW6EF
A9F18E5152B17261308318B338DC76FD
6D75B735A7AB4B7B8157F4FEOF577C5C6D818B49
ED631CBC1B9B32E9AEC612EB864556EF7D3C0A6C192801289B8FFIE46263D4C6
F62D75986C45C78BCEBB74FA2B39F818064A03235D20CCE2D5736614878E7C85AD68BD6FC116A6258070400F9760E2A66536759D71B8DAFB1E1888C5EE25F2D:!
false

low

hitp://https://covidvaccin.doclr.be/

<!doctype html>.<html lang="en">.<head>. <meta charset="utf-8">. <meta http-equiv="X-UA-Compatible" content="IE=edge">. <title>doclr - Covid Test</title>.
<meta name="viewport" content="width=device-width, initial-scale=1.0">. <meta name="google" content="notranslate"/>. begin favicons -->.  <link rel="shortcut
icon" href="/images/favicons/favicon.ico">. <link rel="apple-touch-icon" sizes="57x57" href="/images/favicons/apple-touch-icon-57x57.png">.  <link rel="apple-touch-
icon" sizes="114x114" href="/images/favicons/apple-touch-icon-114x114.png">. ~ <link rel="apple-touch-icon" sizes="72x72" href="/images/favicons/apple-touch-icon-72
x72.png">.  <link rel="apple-touch-icon" sizes="144x144" href="/images/favicons/apple-touch-icon-144x144.png">.  <link rel="apple-touch-icon" sizes="60x60"
href="/images/favicons/apple-touch-icon-60x60.png">. ~ <link rel="apple-touch-icon" sizes="120x120" href="/images/favicons/apple-touch-icon-120x120.png">.  <link rel

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\6M6D1PMD\angular-translate-storage-cookie.min[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

855

5.032361260642261

false
24:M+7l1dSHcOWBBBEOYVaqRjZc4gi3qkZKqu7qJtZIm/4TsdBaTl:nbSHYWrWRjZckakZXumJtZJsZ5
AB302E9B053A94F5D51D67515686DB81

AAT44F60B358D0E8A37B8D37F1C446A00D359EF5
8E1FOC6A0C2F07D67B44DC2F5CD624E0BODF77BABA75CFD92826F3052FDDC895

9C4619710028E685B7E02C3B55E3D4E3D1D59641D91F3EBCFEE7DEGBIFCFA7CE7A73BFD6E2ADD6BA722987EOBAE23FALF33B467E68B2563DC87B908A9F37A
C99

false
low

hitp://https://covidvaccin.doclr.be/vendor/bower/angular-translate-storage-cookie/angular-translate-storage-cookie.min.js?161887356 1330

[+, * angular-translate - v2.18.3 - 2020-07-08. * . * Copyright (c) 2020 The angular-translate team, Pascal Precht; Licensed MIT. */.!/function(t,e){"function"==typeof de
fine&&define.amd?define([],function(){return e()}):"object"==typeof module&&module.exports?module.exports=e():e()}(0,function(){function t(t){"use strict";var n;if(1===an
gular.version.major&&4<=angular.version.minor){var o=t.get("$cookies");n={get:function(t){return o.get(t)},put:function(t,e){o.put(t,e)}}}else{var r=t.get("$cookieStore");n=
{get:function(t){return r.get(t)},put:function(t,e){r.put(t,e)}}}return{get:function(t){return n.get(t)},set:function(t,e){n.put(t,e)},put:function(t,e){n.put(t,e)}}}return t.$inject=["$i

njector"],angular.module("pascalprecht.translate").factory("$translateCookieStorage" t) t.displayName="$translateCookieStorage","pascalprecht.translate"});

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\6M6D1PMD\angular-translate-storage-local.min[1].js

Process:

C:\Program Files (x86)\Internet Explorer\iexplore.exe
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\6M6D1PMD\angular-translate-storage-local.min[1].js

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

ASCII text, with very long lines

downloaded

896

5.038569092792233

false

24:M+71dSHcOWBBBEGqR00jqc6ciZc6c4pBY ct3QI6FRtz24TsHFIFXTI:nbSHYWrmRx+cTiZcTiFQxyZ/
4A0ED71C5CB86FA992899E3ACA2012CD

ABEECB154397C4C9C1DA72EB571CD2030E69FFD2
B370F7C25F6A9D34B3835773A50649E6777005431788430CC100C727FEB6D1D9

DDD0962B54BDD2044E6ABFC5DB18B7A461D9ADC74CB7B39B61311174AADCAAATEFD644F7427DAF13EBAC076A8E95A7B3CD8F132EDB053D7ED8D7820EE8EL
BE16

false
low

hitp://https://covidvaccin.doclr.be/vendor/bower/angular-translate-storage-local/angular-translate-storage-local.min.js?16 1887356 1330

[+, * angular-translate - v2.18.3 - 2020-07-08. * . * Copyright (c) 2020 The angular-translate team, Pascal Precht; Licensed MIT. */.!/function(t,e){"function"==typeof de
fine&&define.amd?define([],function(){return e()}):"object"==typeof module&&module.exports?module.exports=e():e()}(0,function(){function t(a,t){"use strict";var o,e={get:
function(t){return ol|(o=a.localStorage.getltem(t)),0},set:function(t,e){o=e,a.localStorage.setltem(t,e)},put:function(t,e){o=e,a.localStorage.setltem(t,e)}},r="localStorage"in a;i
f(r){var n="pascalprecht.translate.storageTest";try{r=null'==a.localStorage&&(a.localStorage.setltem(n,"foo"),a.localStorage.removeltem(n),!0)}catch(t){r=!1}}return r?e:t

Jreturn t.$inject=["$window","$translateCookieStorage"],angular.module("pascalprecht.translate").factory("$translateLocalStorage",t),t.displayName="$translateLo

calStorageFactory","pascalprecht.translate"});

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\6M6D1PMD\app[1].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode text, with very long lines

downloaded

23740

4.982103645069468

false

192:JbLIARCthaVgHyk/Ug4+4jXRCsnRVNNeInRY:BLiWIlykPn4rPNelnRY
7511DA60ECA27BBD5C1F25B53B947307
0B1F3F0462DBFE7BCF73CF1658C9D7BACADDBBAL
8FAEE48D031941FCCF8D28B22683B9362EABD2B25B245F05900D5B037A57ECOC

AA9086174AED88F7375AD710B0A40D581CCA23C6EEA7C8BA3A490FB1014E0B76C318E0C426D034552CC2A96047F7CC1C2268F7B6D1ED44E8165A84C617CC53
3

false
low

hitp://https://covidvaccin.doclr.be/css/app.css?1618873561330

*{-webkit-border-radius:0!important;-moz-border-radius:0!important;border-radius:0limportant}[ng-cloak]{display:nonelimportant}.page-without-navigation{padding-
top:40px}.page-with-navigation{padding-top:60px}.margin-left{margin-left:20px}.margin-left-small{margin-left: 10px}.margin-right{margin-right:20px}.margin-right-small{marg
in-right:10px}.icon-left{margin-right:15px}.icon-right{margin-left:15px}.center-block{margin-bottom: 20px;text-align:center}input.ng-invalid:not(.ng-pristine) ,textarea.ng-
invalid:not(.ng-pristine){border-color:#h94a48;-webkit-box-shadow:0 0 6px #f8b9b7;-moz-box-shadow:0 0 6px #f8b9b7;box-shadow:0 0 6px #f8b9b7;color:#b94a48}a{cur
sor:pointer}a:hover{text-decoration:underline}.alert.alert-danger{z-index:999999!important}.button-icon{cursor:pointer;background:0 O;border:0;-webkit-appearance:none;col
or:#555;line-height: 1}.hover-for-extra-info .extra-info{font-size:12px;opacity:.4}.hover-for-extra-info:hover .extra-info{opacity:1}.preserve-formatting{white-space:pre-w

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\6M6D1PMD\applestore[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 129 x 45, 8-bit/color RGBA, non-interlaced

downloaded

4039

7.886174833540464

false
96:glellyNhIP1MgCfstB+lkIFZnOKOQKQYz8AfWTc8sG5r:qlfyufMWklkaObQYz6Tc8sGd
25242BF2DFF35339987679991F38709D

7EDOF3EB645860F26 AED60B7F5369CF3E0B93762
1D76101A5F6A0590CBF026CC72D79918E4383C9275F163EE19FFACF09112DCEA

3F735066194BOF8COCD0O5DAD1315A2A3EEFE85CDEB4A22CDEY7E2FCA73FOAC289BE4B7822F6DF436FA7D29819180BDD82218EB151F682241F01B0889B4C005!
D

false
low

hitp://https://doclr.be/site/img/applestore.png

PNG........ IHDR....... e~ SRGB..L bKGD.............. pHYs...#.. #.x.?v...tIME....... & iTXtComment.....Created with GIMPd.e.....IDATx..\{PUU....[..CD....i.b...I(i....e.
=B..M.."gALW.S#. S LF.i[>. $Iv# . hh[.lh. .
L WMT770F.LS. 3 XXxx<8M.p.BU|mm-.

LKW UGB T7Qud. w202 L3
3 X XxAv...=z...l.vm..

..0.p...C....5J.x
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\6M6D1PMD\bootstrap.min[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

35452

5.178306004813393

false
768:N8LID27UWINAMIbWgXYR+jS1s8ep0smQirXf8u8GfDZZSQ:iY7NBS1W8v8UDZMQ
046BA2B5FACFF7D2EAAALAF55CAA9FD8
B3F2EF9F985E7906C9360756B73CD64BF7733647
CBEEECB83FE8BF655EEEDA291466D268770436DDE4E3E40416A85D05D3893E892
02D866A0E7AE7CF36DD5A34E318887A291102A74FBCB5E48786D1C7E860F143EEFAEF08640820CBF628767E9F7991410487D83D64D42E7C6E7047E32CODBECT
false

low

hitp://https://doclr.be/site/js/bootstrap.min.js

/%1, * Bootstrap v3.3.2 (http://getbootstrap.com). * Copyright 2011-2015 Twitter, Inc.. * Licensed under MIT (https://github.com/twbs/bootstrap/blob/master/LICENSE). */.i
f("undefined"==typeof jQuery)throw new Error("Bootstrap's JavaScript requires jQuery");+function(a){"use strict";var b=a.fn.jquery.split(" ")[0].split(".");if(b[0]<2&&b[1]
<9||1==b[0]&&9==b[1]&&b[2]<1)throw new Error("Bootstrap's JavaScript requires jQuery version 1.9.1 or higher")}(jQuery),+function(a){"use strict";function b(){var a=docu
ment.createElement("bootstrap”),b={WebkitTransition:"webkitTransitionEnd",MozTransition:"transitionend",OTransition:"oTransitionEnd otransitionend",transition:"transition
end"};for(var c in b)if(void 0!==a.style[c])return{end:b[c]};return!1}a.fn.emulateTransitionEnd=function(b){var c=!1,d=this;a(this).one("bsTransitionEnd",function(){c=!0});var
e=function(){c||a(d).trigger(a.support.transition.end)};return setTimeout(e,b),this},a(function(){a.support.transition=b(),a.support.transition&

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\6M6D1PMD\css[1].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text

dropped

354

5.102709047092535

false

6:01FFli+56Zzhizlpd AXILIS9JINIjFFli+56 ZRWHTizlpd AxInVuNin:jF/iO6ZN6pixsiJqF/iO6 ZRoT6pixUEY
3AE9E64FAF83F4854915EEA0786B385D

E1E6E6DC6E5A9164DD5FE24EEB0636DF8A235E1C
7B490FE74C58808D07BAFCDE2B5CF02BA1F21CFECCCAF8DB0OB198DA01F3E720B
791FAD16CDA9139F168D2FED4C0202C05ECO0C69F73AA32DC4904233C13AF3EAOF56A8FBDO6BCB56E22492F2C567E719CC4269B8E4F086D30C277BB56353E5!
false

low

@font-face {. font-family: 'Roboto’;. font-style: normal;. font-weight: 300;. src: url(https://fonts.gstatic.com/s/roboto/v27/KFOICngEUu92FriMmSUS5fBBc-.woff) format('w
off');.}.@font-face {. font-family: 'Roboto’;. font-style: normal;. font-weight: 400;. src: url(https://fonts.gstatic.com/s/roboto/v27/KFOmMCngEu92Fri1Mu4mxM.woff) form
at(‘woff');.}.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\6M6D1PMD\css[2].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text

dropped

560

5.150551996789321

false
12:FMO6ZN6p4alqFMO6ZRoT6EpIFgFMO6Z0/T6pkJY:5MOYNFMOYsSIMOYUTY
ATEB9F9AA53BB58CBFE6AA9860BFDB5F
94DD0073FB82757E7B2D9C6A35E86E7003112723
DA5B53679CB4D62A30880B2712B421598C2434DF3A0BD7D75EA637A19262F8D3
943A4C953758F592F7F286E80CC993CB59BB63ACBAL178270AE4957236F89F8998847F25215F98415CFOC479DF9A0D44C54C147A1ECBF5E8CDOEOOF325A850EAE
false

low

@font-face {. font-family: 'Open Sans';. font-style: normal;. font-weight: 300;. src: url(https://fonts.gstatic.com/s/opensans/v18/mem5YaGs126MiZpBA-UN_r80U
uhv.woff) format(‘woff');.}.@font-face {. font-family: '‘Open Sans';. font-style: normal;. font-weight: 400;. src: url(https://fonts.gstatic.com/s/opensans/v18/mem8YaG
s$126MiZpBA-UFVZ0d.woff) format(‘woff');.}. @font-face {. font-family: 'Open Sans';. font-style: normal;. font-weight: 600;. src: url(https:/fonts.gstatic.com/s/opensa
ns/v18/mem5YaGs126MiZpBA-UNirkOUuhv.woff) format(‘woff');.}.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\6M6D1PMD\favicon-196x196[1].png

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 196 x 196, 8-bit/color RGB, non-interlaced
downloaded

4214

7.888269272191237

false
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\6M6D1PMD\favicon-196x196[1].png

SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

96:bbi10zQxyvoSecllyTFI/EaC9ccGih5yBXkswJZjbFthdohElpyNz:bbnoXcd5I/EaCFiyRJIpFtlylwNz
8C554F4F289E05A857DDED73E5B0B4FA
4B3A61BBF77CDD799B18B5C75343960E8932B0OF5
8300667ED343A23F161ABF183AC981336AEA6088B2D1804B23B11C6931FCI9A84

66B76A2F270AA90C8BDFC71DD6D09E02ASDSEB6088C179A6C2F8AA44172639B8222CACID7C82D76E42EDSES35D54D2054448AFE392C8CA3E350021B7BA3FE:
6

false
low

hitp://https://covidvaccin.doclr.be/images/favicons/favicon-196x196.png

PNG........ IHDR............. 0..<...gAMA.....a.... cHRM..z%.............. u0...".......0._.F....bKGD.............. pHYs..#.. #X.?2v..XIDATX...yl..}...ofw.....7E."m].%[G,;Q.%p}.J].M[.Ea....
LUP8.Z......... ERLb..+..-G...e.HQ.E...%.>g....YU.iRzo....... 3..b.70p........ +@V...pC1.n(&...D....7...b" PL....pC1.n(&...D....7..b".PL....pC1.n\.W'50.cL.OF.EA.0.(....I[[..-.=(D..
8c..@1..(&...D....7..b"PL....pCL.n(&...D....7...b" PL....pCL.n(&...D....7...b".PL....pCL.n(&...D....7..b".PL...pC1l.........t {Lb.]. E1...t.. /.s..N.m.1
J2.7..).u.1)..0).j..R.x45..}. . X W..|....2..[.By>S.1.&r..|.[....1W..).%...).U...&S...Z...-.5.Z"mu.h....."....B. ..d..KL.r%.X6....%[ULUBE~...). olGW][]pE..D

P(..C&~.i. T.(.w.?. yK{4...i....-.O.v...M"...(;. \l.....b2L....... h..R.vg>EE....s.z.n\.. Y....z.boS...k}.O.sgh:.n.. JjrrL..b..>..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\6M6D1PMD\favicon-196x196[2].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 196 x 196, 8-bit/color RGB, non-interlaced

downloaded

4214

7.888269272191237

false
96:bbi10zQxyvoSecllyTFI/EaC9ccGih5yBXkswJZjbFthdohElpyNz:bbnoXcd5I/EaCFiyRJIpFtlylwNz
8C554F4F289E05A857DDED73E5B0B4FA
4B3A61BBF77CDD799B18B5C75343960E8932B0OF5
8300667ED343A23F161ABF183AC981336AEA6088B2D1804B23B11C6931FC9A84

66B76A2F270AA90C8BDFC71DD6D09E02ASDSEB6088C179A6C2F8AA44172639B8222CACID7C82D76E42EDSES35D54D2054448AFE392C8CA3E350021B7BA3FE:
6

false
low

hitp://https://doclr.be/site/img/favicons/favicon-196x196.png

PNG........ IHDR............. 0..<...gAMA.....a.... cHRM..z%.............. u0...".......0._.F....bKGD.............. pHYs..#.. #X.?2v..XIDATX...yl..}...ofw.....7E."m].%[G,;Q.%p}.J].M[.Ea....
LUP8.Z......... ERLb..+..-G...e.HQ.E...%.>g....YU.iRzo....... 3..b.70p........ +@V...pCl.n(&...D....7...b" PL....pC1.n(&...D....7..b".PL....pC1.n\.W'50.cL.OF.EA.0.(....I[[..-.=(D..
8c..@1..(&...D....7..b"PL....pCL.n(&...D....7...b" PL...pCL.n(&...D...7...b".PL....pCL.n(&...D....7..b".PL...pC1l..........t.{Lb.]. E1...t.. /.s..N.m.1
J2.7..).u.1)..0).j..R.x45..}. . X W..|....2..[.By>S.1.&r..|.[....1W..).%...).U...&S...Z...-. 5.Z"mu.h....."....B. ..d..KL.r%.X6....%[ULUBE~...). olGW][]pE..D

P(...C&~.i. T.(.w.?. yK{4...i....-.O.v...M"...(;.\l.....b2L....... h..R.vg>EE....s.z.n\.. Y....z.boS...k}.O.sgh:.n..JjrrL..b..>...

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\6M6D1PMD\font-awesome.min[1].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

26711

4.753681219070429

false

384:/i5yWeTUKW+KIkJ5de2UYmydfwYUas8I8yQ/7:kir+KIk3YIKfwYUf8I8yQ/7
0831CBAGAG70E405168B84AA20798347
05EA25BCIB3AC48993E1FEE322D3BC94B49A6E22
936FFCCDC35BC55221E669D0E76034AF76BA8C080C1B1149144DBBD3B5311829

655F4A6B01B62DE824C29DE7025C4B21516E7536AES5AE0690B5D2E11A7CC1D82F449AAEBCF903B1BBF645E1E7EE7EC28C50E47339E7D5D7D94663309DFASAS
96

false
low

hitp://https://covidvaccin.doclr.be/vendor/bower/font-awesome/css/font-awesome.min.css?1618873561330

/*1.* Font Awesome 4.4.0 by @davegandy - http://fontawesome.io - @fontawesome. * License - http://fontawesome.io/license (Font: SIL OFL 1.1, CSS: MIT License).
*/@font-face{font-family:'FontAwesome';src:url("../fonts/fontawesome-webfont.eot?v=4.4.0");src:url("../fonts/fontawesome-webfont.eot?#iefix&v=4.4.0") format(‘'embedded-
opentype"),url('../fonts/fontawesome-webfont.woff2?v=4.4.0") format(‘woff2'),url("../fonts/fontawesome-webfont.woff?v=4.4.0") format(‘woff"),url("../fonts/fontawesome-web
font.ttf?v=4.4.0") format(‘truetype'),url('../fonts/fontawesome-webfont.svg?v=4.4.0#fontawesomeregular’) format('svg');font-weight:normal;font-style:normal}.fa{display:inline-
block;font:normal normal normal 14px/1 FontAwesome;font-size:inherit;text-rendering:auto;-webkit-font-smoothing:antialiased;-moz-osx-font-smoothing:grayscale}.fa-lg{
font-size:1.33333333em;line-height:.75em;vertical-align:-15%}.fa-2x{font-size:2emy}.fa-3x{font-size:3em}.fa-4x{font-size: 4em}.fa-5x{font-size:5em}.fa-fw{width:1.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\6M6D1PMD\fontawesome-webfont[1].eot

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:

C:\Program Files (x86)\Internet Explorer\iexplore.exe
Embedded OpenType (EOT), FontAwesome family
downloaded

68875

7.983346521768067

false
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\6M6D1PMD\fontawesome-webfont[1].eot

SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

1536:5nQ7kmhONxJALAZVYamTFvefF35ZP5DwSieQX3wXSBxPQ:sRmafwVamliF/uZeoFx
45C73723862C6FC5EB3D6961DB2D71FB
B3C2F08E73320135B69C23A3908B87A12053A2F6
D4F5A99224154F2A808E42A441DDC9248FFE78B7A4083684CE159270B30B912A

299BF41DA0CA937FAF5A0BC3FDD65EF7B53DF30E10554841004F9EB10C97B25BE1D4E21B6D00B2A405693D5ABAF87CF6A16A5AF2C680C09B25E5F5490D88EB
E5

false
low

hitp://https://covidvaccin.doclr.be/vendor/bower/font-awesome/fonts/fontawesome-webfont.eot?

oW LP.iiiied A> e FONtAwe s o.me.....R.e.g.ular..$.V.ers.ion. 4.4..0..2.0.15...&F.o.ntAwes.ome. .Regular...
BSGP....cooiiiiiiis L Y.D.M.F.x..>........ )Y....h.D...pj... K. *...0...~ 71N { +rAP..u;..3.K.?]...y. f. 0 o......&.d:.e.DgK...R..%......q..H .Nbf.JH.%....~
.S..G..8laU.-&.q..1..#U....W.L.g.E. g...y.....0$8..eAV..3.e....U.j..2.i.@......a.=%.0..0.\0... "3..ef.0c..@...$....*...qD..E.".(./Iv.....,"&N?.'c...-. 1f* }..... )..keL...e.....8
6Qp...f.vX..*X..C.;Ve..P CKW.a.Z..d....?.pK.U.<T....L..RT.. FE].CE..r>.s.dW...*0#...Q.T.......b...#£.@Ym..{.D.t....... 1.Z....d...S.
......... Qv'..x...U.L.89.....96....., Be....LR..+5.. XW.....N.J.._

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\6M6D1PMD\fontawesome-webfont[2].eot

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Embedded OpenType (EOT), FontAwesome family

downloaded

70807

7.985254784033384

false

1536:/PEOVdNaSNYXdU47Z67/Ry+YcWqlr7pg:UidlYYNUssAqIrg
32400F4E08932A94D8BFD2422702C446
986EED8BDCA049714E43EEEBCB3932741A4BEC76D
E219ECE8F4D3E4ACA455EF31CD3A7C7B5057EA68A109937FC26B03C6E99EEI322
47F19282F19CFC7A40A31C6AF428F100C7011167858B46B415556FD9B65D48DA2783DC22B101A6A89DI5B0SCBCEEG25652C87D421A83D40AC7482C2B0B3D86A
false

low

hitp://https://doclr.be/site/font-awesome/fonts/fontawesome-webfont.eot?

. FONLAwessome....Regular.$V.ers.ion. 4.4.1 .20.15...&F.ontAwes.ome. .Regular...
BSGP....coiiiiiiiiiieiee Y.D.M.F.x..>.....)[.LH.-A)F...1.fi.).U. &a.n;c)2nb$.'3..3V.@....y.|.....[..\ AX.FCp....-B....V...U_"d.V/........ Hv..s.rx9..*c.N%]72F.b.-.
$}3..¥>q5N6.d.{*...q%}.B.H$....Mx..{...2.}..d..L...... ...u....g..K..~ E.y.G*.0t.5ap....0... ..?HV.C.i.....@"...@.....8..(..P..@..Ee.f.6..aG....u..?e$k.DYy..C..6
LGSFLELL V.2V UKL &\ [/5d 1 1D, X....CH?.d....}...XB.s.H."_....5 .D..3...Pjmx...@.. V.{KL.IV.4.p.%.Q.H,.. .L....D09..@._NS%..3h..G|E.Ho.Fz..
k_v.2&....Z. . LI;.2H)#.nR5Q...>YT..l.~..0.Zf.<s.3K7...R/[a@....s.#.2'19...y../+qQ.T.,f.O.._.....Queerene h..BX.R)<...&m.....(...Nf.......B.[.x.3..x

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\6M6D1PMD\jquery.fancybox[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text

downloaded

48706

5.071632010296073

false
768:129rFgkxIWVSSy7DKA7DxQPgsvtrJ68ov6ilMdI7YjSg/bEfOKK53tIUgh: 1Y FakxIWVShDIDXQE2AI4Efi53Ph
921E9CB04AD6E2559869EC845C5BE39B

1CF3D47B5CCB7CB6E9019C64F2A88D03A64853E4
6C78CE6B6D1928630B903084EAID503643F303BA05455860CC7CD17F7687CC65
91EE03BD3766B2584C70361AD0OFF4729CD2745FD661089C077884D1E6C181B6C2244AC7ED1C94A4CBF74F8101E9DAC54E2AF52C55F35586A0675FE12DF5E7AC
false

low

hitp://https://doclr.be/site/js/fancybox/jquery.fancybox.js?v=2.1.5

/%1 * fancyBox - jQuery Plugin. * version: 2.1.5 (Fri, 14 Jun 2013). * @requires jQuery v1.6 or later. *. * Examples at http://fancyapps.com/fancybox/. * License: www.fa
ncyapps.com/fancybox/#license. *. * Copyright 2012 Janis Skarnelis - janis@fancyapps.com. *. */..(function (window, document, $, undefined) {.."use strict";...var H = $("
html"),...W = $(window),...D = $(document),...F = $.fancybox = function () {....F.open.apply( this, arguments );...},...IE = navigator.userAgent.match(/msie/i),...didUpdate.=
null,...isTouch..= document.create Touch !== undefined,....isQuery.= function(obj) {....return obj && obj.hasOwnProperty && obj instanceof $;...},...isString = function(str) {
....return str && $.type(str) === "string";...},...isPercentage = function(str) {....return isString(str) && str.indexOf('%") > 0;...},...isScrollable = function(el) {....return (el && !(el.
style.overflow && el.style.overflow === 'hidden’) && ((el.clientWidth && el.scrollWidth > el.clientwidth) || (el.clientH

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\6M6D1PMD\mem8YaGs126MiZpBA-UFVZ0d[1].woff

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Web Open Font Format, TrueType, length 18100, version 1.1
downloaded

18100

7.962027637722169

false

384:aHQHZuiZQFFlimUyloml4hN2Vmw1Qa57YC740bDDj08X0UJQiXc:1ZQTOUySmI4bEmAPSEC7PbDHAUIM
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\6M6D1PMD\mem8YaGs126MiZpBA-UFVZ0d[1].woff

MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

DE0869E324680C99EFA1250515B4B41C
8033A128504F11145EA791E481E3CF79DCD290E2
81FOEC27796225EA29F9F1C7B74F083EDCD7BC97A09D5FC4E8D03C0134E62445

CD616DB99B91C6CBF427969F715197D54287BAFAG0C3B58B93FF7837C21A6AAC1A984451AEEBYOEO7FD5B1BOEC465FE020ACBE1BFF8320E1628E970DDF37B0OF
OE

false

low

hitp://https://fonts.gstatic.com/s/opensans/v18/mem8YaGs126MiZpBA-UFVZ0d.woff

it. Aa#.flc.W.
(".0..Y..Bu342.e....

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\6M6D1PMD\moment-with-locales.min[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode text, with very long lines

downloaded

170649

6.264588167926433

false
3072:bDymDKhDgICDNt1oFCM4lyGGWgHh6F99nxV6EmL2xkHR:bjKhDglIANt3IGWgyxj2xkx
CF6D65FE3E48CB35829102F380404E20
E78302BAF621AF7730AA14378D8355BC70F2CBCD
69D1108B4F184C220F5C3C7780BAF395E43679FDC595492C974990627D48FE59

DAA24E7D7253674985CC5020AB818713DF3BB955BD8EBF77D65442B3E4068C1B8D6EBCDIEE7919419516E1EB0234ADACOD1737F64D390AE763CE3D917D8DIF
A

false
low

hitp://https://covidvaccin.doclr.be/vendor/bower/moment/min/moment-with-locales.min.js?1618873561330

Ifunction(a,b){"object"==typeof exports&&"undefined"!=typeof module?module.exports=b():"function"==typeof define&&define.amd?define(b):a.moment=b()}(this,function()
{"use strict";function a(){return Md.apply(null,arguments)}function b(a){Md=a}function c(a){return"[object Array]"===0bject.prototype.toString.call(a)}function d(a){return a in
stanceof Date||"[object Date]"===0bject.prototype.toString.call(a)}function e(a,b){var c,d=[];for(c=0;c<a.length;++c)d.push(b(a[c],c));return d}function f(a,b){return Obj
ect.prototype.hasOwnProperty.call(a,b)}function g(a,b){for(var c in b)f(b,c)&&(a[c]=b[c]);return f(b,"toString")&&(a.toString=b.toString),f(b,"valueOf")&&(a.valueOf=b.val
ueOf),a}function h(a,b,c,d){return Ca(a,b,c,d,!0).utc()}function i(){return{empty:!1,unusedTokens:[],unusedinput:[],overflow:-2,charsLeftOver:0,nullinput:!1,invalidMonth:
null,invalidFormat:!1,userlnvalidated:!1,iso:!1}}function j(a){return null==a._pf&&(a._pf=i()),a._pfifunction k(a){if(null==a._isValid){var b=j(a);a._

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachel\lE\VAHFWDJC\angular-locale_en[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text

downloaded

2706

4.548731744991398

false
48:f6tWn7YATV2YsdeHMxWIs9Xchxh/K2AuuPAY6uUP5BGqycCG:fRSATUY|jTZ9s3t5uPAPUP5B1XCG
151556949D3A84A9B745591F620FCFEA

FACA351FD8CCAD8B748A0CFD5A6BA6BD5A080C44
376D9CB5A9E3694FE46F62FCFE11E7DC6C18535170C3375778EAASC558B8BD4B

697C72F82980B3E31AA478B61BAAESBFDB6F7C85F82B9B9B20D465E11DC493768E54B47C77E2241FCE2BC7ES51E54DODA4BODEADCO0CCOFD5A8F3BCB1563BE
B82

false
low

hitp://https://covidvaccin.doclr.be/vendor/bower/angular-il8n/angular-locale_en.js

‘use strict';.angular.module("ngLocale", [], ["$provide”, function($provide) {.var PLURAL_CATEGORY = {ZERO: "zero", ONE: "one", TWO: "two", FEW: "few", MANY: "m
any", OTHER: "other"};.function getDecimals(n) {. n=n+";. vari=n.indexOf(.");. return (i==-1) ? 0: n.length - i - 1;.}..function getVF(n, opt_precision) {. varv =

opt_precision;.. if (undefined ===v) {. v = Math.min(getDecimals(n), 3);. }.. var base = Math.pow(10, v);. var f = ((n * base) | 0) % base;. return {v: v, f: f};.}..$provi
de.value("$locale”, {. "DATETIME_FORMATS": {. "AMPMS":[. "AM". "PM". ]. "DAY":[. "Sunday",. “"Monday", "Tuesday", "Wednesday",.
"Thursday”,.  "Friday",.  "Saturday". ], "ERANAMES"[. "Before Christ’,.,  "Anno Domini". ], "ERAS":[. "BC". "AD". ]. "FIRSTDAYOFWEE
K":6,. "MONTH":[. "January",. “February",. “"March",. "April",,  "May",. "June",.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\VAHFWDJC\angular-translate.min[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:

C:\Program Files (x86)\Internet Explorer\iexplore.exe
ASCII text, with very long lines

downloaded

24319

5.149911507455781

false
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\VAHFWDJC\angular-translate.min[1].js

SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

384:frwZgwAbh5bUkdQvGaEVOGUXRrql0Z92Wwd4Thas8s59zVP4pRsj:tP0Gaw0GUXI4WdY S9zVwpk

75AB708A7B92FD3D6CC57B97AEA44DES

098AA3DAED2E2921901BD31D3FA244A1648BI9ECD

227D48697E5DBFBE39D5CD17A80F7DF7DOCD1122E55CE4D9ASEAS97F083CF545
F55B00F11188764D68D8B067C559E9A233B15E937C2618E4AASC8E268083818F3311821568CFDBF9809CB981A7ED683F45513DA0A854EE474D1F1F88B1BC0037
false

low

hitp://https://covidvaccin.doclr.be/vendor/bower/angular-translate/angular-translate.min.js?161887356 1330

/*. * angular-translate - v2.18.3 - 2020-07-08. * . * Copyright (c) 2020 The angular-translate team, Pascal Precht; Licensed MIT. */.!/function(t,e){"function"==typeof de
fine&&define.amd?define([],function(){return e()}):"object"==typeof module&&module.exports?module.exports=e():e()}(0,function(){function t(e){"use strict";var n=e.storage
Key(),a=e.storage(),t=function(){var t=e.preferredLanguage();angular.isString(t) ?e.use(t):a.put(n,e.use())};t.displayName="fallbackFromIncorrectStorageValue",a?a.get(n)?
e.use(a.get(n)).catch(t):t():angular.isString(e.preferredLanguage())&&e.use(e.preferredLanguage()) Hunction e(t,r,e,i){"use strict";var T,c,z,x,F,l,_,n,V,R,D,K,U,M,H,G,q={
},Y=[],B=t,J=[],Q="translate-cloak",W=!1,X=11,Z="" tt=!1,et=!1,nt=0,at=!0,a="default",s={default:function(t){return(t||"").split("-").join("_")},java:function(t){var e=(t||"").split("-
").join("_"),n=e.split("_");return 1<n.length?n[0].toLowerCase()+"_"+n[1].toUpperCase():e},bcp47:function(t){var e=(t||"").split("_").j

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\VAHFWDJC\creative[1].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

assembler source, ASCII text

downloaded

13258

4.94736151877785

false
192:eqblTIx3iFlgBno3I5jK6JHLafd1h8Cvp3cqBytOP4SD2invWbHbTbOIb:/JDbEp3cgBmOPhO
8479536EC74E2EBA9653EA188CB6643B
1CA874EB6BC2623AA9C20698D1DDA2408601A5B8
E185EA133AD905312F8B4834792C59506CB8ED07F302BAE97140FB1DAB83B709

884466FFB9B419FD8BBCC1549BEEC40EA4E67BC236F12EED167A3CD610858EAG680651B1AE072ACICB0O6F502D3ABCEFOFA6B6D55419E24ACCCB0C497A4734E
837

false
low

hitp://https://doclr.be/site/css/creative.css

html,.body {. width: 100%;. height: 100%;.}..body {. font-family: 'Open Sans','Helvetica Neue' Arial,sans-serif;.}..hr {. max-width: 50px;. border-color: #2d85c3;.
border-width: 3px;.}..hr.light {. border-color: #fff;.}..a{. color: #2d85c3;. -webkit-transition: all .35s;. -moz-transition: all .35s;. transition: all .35s;.}..a:hover,.a:focus
{. color: #2d85c3;.}..h1,.h2,.h3,.h4,.h5,.h6 {. font-family: Roboto, Helvetica Neue',Arial,sans-serif;.  font-weight: 300;.}..p {. margin-bottom: 20px;. font-size: 16px;.
line-height: 1.5;.}...bg-primary {. background-color: #2d85c3;.}...bg-dark {. ~ color: #fff;. background-color: #222;.}...text-faded {.  color: rgha(255,255,255,.7);.
}..section {. padding: 100px 0;. position: relative;. border-top: 1px solid #999;.}..aside {. padding: 50px 0;.}...no-padding {. padding: 0;.}...navbar-default {.
border-color: #999;. font-family: ‘Open Sans','Helvetica Neue',Arial,sans-se

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\VAHFWDJC\en[1].htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, UTF-8 Unicode text

downloaded

12440

4.737452163131637

false
192:5/3wV1WB9VgrycXkKNbsjpjg/xWmK+mErCfTnM2T+1JZiRDdgal3vo+J5zwzYV+t:QloGXkrFqaaUNw2+ys9etSD
5AB88D7A8F96C02B8F64016C97308B93

3F819011811E957A313ED8A2B5085A9D7CA5004F
ABB5730C8444D327969056C2316C277A1CFC18326821F5A01431C17EASE57ACD

7E0A337301551417BD4DE6996413B6636ED4BAE74AAF5868835A5D0E99AA0A31FI088BFD35E07169E49C547D496CE4EEFCBC2B90A4C717D5FDC6EF2F8CO8ASD!
0

false
low

hitp://https://covidvaccin.doclr.be/privacy/en

<IDOCTYPE html>.<html lang="en">..<head>. <meta charset="UTF-8">. <title>Doclr</title>. <link rel="shortcut icon" href="/images/favicons/favicon.ico">.  <link
rel="apple-touch-icon" sizes="57x57" href="/images/favicons/apple-touch-icon-57x57.png">.  <link rel="apple-touch-icon" sizes="114x114" href="/images/favicons/apple-
touch-icon-114x114.png">.  <link rel="apple-touch-icon" sizes="72x72" href="/images/favicons/apple-touch-icon-72x72.png">. ~ <link rel="apple-touch-icon" sizes=
"144x144" href="/images/favicons/apple-touch-icon-144x144.png">.  <link rel="apple-touch-icon" sizes="60x60" href="/images/favicons/apple-touch-icon-60x60.png">.
<link rel="apple-touch-icon" sizes="120x120" href="/images/favicons/apple-touch-icon-120x120.png">.  <link rel="apple-touch-icon" sizes="76x76" href="/images/fav
icons/apple-touch-icon-76x76.png">.  <link rel="apple-touch-icon" sizes="152x152" href="/images/favicons/apple-touch-icon-152x152.png">. <meta name="apple-
mobile-web

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\VAHFWDJC\glyphicons-halflings-regular[1].eot

Process:
File Type:
Category:
Size (bytes):

C:\Program Files (x86)\Internet Explorer\iexplore.exe
Embedded OpenType (EOT), GLYPHICONS Halflings family
downloaded

20127
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\VAHFWDJC\glyphicons-halflings-regular[1].eot
Entropy (8bit):  7.955177976966453

Encrypted: false

SSDEEP: 384:KMymENGOF7p8jngOxqVQhBWQE+eudXKQ++2fMfTF2/89NbbeGymiGCQOYL: 7ylqVxqVQ7WYebKQf2fMfuCHeHWCNYL

MDS5: F4769F9BDB7466BE65088239C12046D1

SHA1L: 86B6F62B7853E67D3E635F6512A5A5EFC58EA3C3

SHA-256: 13634DA87D9E23F8C3ED9108CE1724D183A39AD072E73E1B3D8CBF646D2D0407

SHA-512: EFC910C96B9F5C58EA11A84577CF60AE995503B1EE670BB7E7D4A413B7403769920F82600B581F1BD4EE03D71C76C15255F0972ED66AD969487B5A4043F472C4
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://covidvaccin.doclr.be/vendor/bower/bootstrap/dist/fonts/glyphicons-halflings-regular.eot?

Preview:
NUCAM. LP.iied e (.G.LY.P.HI.C.O.N.S. H.alflin.gs....Reg.ular.xV.ers.io.n. .1.0.0.9.,;.P.S..0.0.1..0.0.9.;.h.0.t.c.o.n.v.
.1...0..7.0.;.m.a.k.e.o.t.f..l.i.b.2..5..5.8.3.2.9..8.G.L.Y.P.H..C.O.N.S. .H.a.lf.lin.g.s. .R.e.g.u.l.ar....BSGP.... M.M..F....... (u..<.0D.B/X..N....CC.A..rmR2
sk..PJ"5+.gLW*.W./E...4#..U.~f..UD.....J.1. [ ..s.7..k...(...h.N..80..d$y(..1...9..@.-..HG.....S" F|...6C3..&.....W51.....B.a..QaR.U/.{*....=.@d..h$..1.T.nctc. A....Z.@
Q.ca..l.2>K..m."...C.HM.fB.X.,.Y....p.e...U...*..z.m...i..O1nE....... hx!aC.XT..V.......... R...%..|LH..P.5"b.N....=.r/_R...._..%..uz...5.2....P.)......F.7S..q.F.{n.i.a

....@D..s.;..}9..2........ R{.Tk,;..UWN.Z..Q-".s..7.£0....S3A..._n.."W.7P..p.....i..L.g./._p...Z-=.~WZ#[.4 KF.". ...z...0..|.D......&d.L.....;.M.{ .om.m..L..w.i9|H:.......{..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lIE\VAHFWDJCl\initOutdatedBrower[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text

Category: downloaded

Size (bytes): 619

Entropy (8bit):  4.4593653717826

Encrypted: false

SSDEEP: 12:YTmIntRBVAANIOZauFFduyUsfg/8DoFHaX9I0FUN/n:Y6RBa0lOZBAHs0o/FEN7m

MD5: 29E3DB7F8CCE2EB109D217E75DE52037

SHA1L: 6A9D28D2348BBE58C0A432AF21637E32B938B13A

SHA-256: 9102F7991760BA3A88DIF582E78FGE0010E76004C60E24E9F828A3255CI9D3AES

SHA-512: 40B8190FBE5014FB6D4AAFAB4906352EDC7BAF51E2C740BC5A7A0823341DC83FES07DFF2F6B72114FC22B067F998A4537672C9489DC2DF9B4685584AB6FDALT
C

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://covidvaccin.doclr.be/vendor/custom/initOutdatedBrower.js?1618873561330

Preview:
‘use strict';.// Plain Javascript.//event listener: DOM ready.function addLoadEvent(func) {. var oldonload = window.onload;. if (typeof window.onload !== ‘function’) {.
window.onload = func;. }else {. window.onload = function() {. if (oldonload) {. oldonload();. 1 func();. }. }}Jlcall plugin
function after DOM ready.addLoadEvent(function(){. outdatedBrowser({. bgColor: ‘#f9edbe’,. color: '#c07c01',. lowerThan: 'borderimage’,. la

nguagePath: '/partials/outdated/outdated-multi-lang.html'. ~ });.});

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\VAHFWDJC\jquery-ui.min[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 240427

Entropy (8bit): 5.145707923960965

Encrypted: false

SSDEEP: 3072:AUDKIUUSPV(qCqoG3cYI70SDz0OyAskRsIcQQ3+SuwC:yUNVEmMYIHzQQ3Xu/

MDS5: D935D506AE9C8DDIEOF96706FBBI1F65

SHA1L: 7F650EE30C6A4D3EEA04032039B20FF72997559B

SHA-256: C4D8DBE77FEB63E5A61BEEOBEAD4ESF66E8FAGA927599BD1B74ACEDS2467273C

SHA-512: 0470C258BB5DA745E900571C3F63627C26C97D8A1886C45264E50CDCAICOC72DIBFCOCB7067F757EBBIDFB703DESBACOE300D6577C84399ACIAA057C699457
1

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://covidvaccin.doclr.be/vendor/bower/jquery-ui/jquery-ui.min.js?1618873561330

Preview:
/*!'jQuery Ul - v1.11.4 - 2015-03-11.* http://jqueryui.com.* Includes: core.js, widget.js, mouse.js, position.js, accordion.js, autocomplete.js, button.js, datepicker.js, dialog.js,
draggable.js, droppable.js, effect.js, effect-blind.js, effect-bounce.js, effect-clip.js, effect-drop.js, effect-explode.js, effect-fade.js, effect-fold.js, effect-highlight.js, effect-puf
f.js, effect-pulsate.js, effect-scale.js, effect-shake.js, effect-size.js, effect-slide.js, effect-transfer.js, menu.js, progressbar.js, resizable.js, selectable.js, selectmenu.js,
slider.js, sortable.js, spinner.js, tabs.js, tooltip.js.* Copyright 2015 jQuery Foundation and other contributors; Licensed MIT */..(function(e){"function"==typeof defin
e&&define.amd?define(["jquery"],e):e(jQuery)})(function(e){function t(t,s){var n,a,o,r=t.nodeName.toLowerCase();return"area"===r?(n=t.parentNode,a=n.name,t.href
&&a&&"map"===n.nodeName.toLowerCase()?(o=e("img[usemap="#"+a+"]")[0],!!0&&i(0)):!1):(/(input|select|textarea|button|ob

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\VAHFWDJC\jquery.easing.min[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
File Type: UTF-8 Unicode text, with very long lines

Category: downloaded

Size (bytes): 5564

Entropy (8bit):  5.551910906243356
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\VAHFWDJC\jquery.easing.min[1].js

Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

false

96:uBmM7MaOr8uroJzDV6u3R3zd4j6zp4tSZCHjuwEINCDTVpWZ:pQaOr8ur83V33R3hg6+uwLvo

9CDA9E740BBF260A190F4041132B5105

603599B494C5F0C9ED5D11CCEA03CA6517DA46DC

ECFC183E33D25D24AA7C06218E0A413488FFF8774E4B4B87543C766DB9BOB8BA
EBO5AE2C63BA13A30C3B4E5D99507FCD70915B2DB611E8005135EAD278F43D6AC09F92DDDC1C50051B3FD01CA2A0708D075D98C9510AB934944B97A5433903!
false

low

hitp://https://doclr.be/site/js/jquery.easing.min.js

/*. * jQuery Easing v1.3 - http://gsgd.co.uk/sandbox/jquery/easing/. *. * Uses the built in easing capabilities added In jQuery 1.1. * to offer multiple easing options. *. *
TERMS OF USE - EASING EQUATIONS. * . * Open source under the BSD License. . * . * Copyright .... 2001 Robert Penner. * All rights reserved.. *. * TERMS OF USE -
jQuery Easing. * . * Open source under the BSD License. . * . * Copyright .... 2008 George McGinley Smith. * All rights reserved.. *. * Redistribution and use in source and
binary forms, with or without modification, . * are permitted provided that the following conditions are met:. * . * Redistributions of source code must retain the above co
pyright notice, this list of . * conditions and the following disclaimer.. * Redistributions in binary form must reproduce the above copyright notice, this list . * of conditions and
the following disclaimer in the documentation and/or other materials . * provided with the distribution.. * . * Neither the nam

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\VAHFWDJC\jquery.fittext[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text

downloaded

1074

4.974926836448504

false
24:vdnelacjkK4SQbArtnmYYbbvgawYCBHKKQn8VH:vojQSQbANmMYYbxwXIlkvnsH
40635054E327B749517FBFC876906D27
ED913A5402B9EEFB57BF8C869F6746BDC1D264A9
C499A934A3A4111346993C847D1BOECD309295FB2D3FOE57B9D44ECAACT32EL7

CB5C9F5D6BDB5E0828B3583C6D986DAGBISEF56763910B56AE49594244E9B2043183E6F981D7A58COF88EA2B240EADFOE79AE7775C7A6BASBEC47C0066ECFS,
1

false
low

hitp://https://doclr.be/site/js/jquery fittext.js

I*global jQuery */./*L.* FitText.js 1.2.*.* Copyright 2011, Dave Rupert http://daverupert.com.* Released under the WTFPL license.* http://sam.zoy.org/wtfpl/.*.* Date: Thu

May 05 14:23:00 2011 -0600.*/..(function( $ ){.. $.fn.fitText = function( kompressor, options ) {.. // Setup options. var compressor = kompressor || 1,. settings = $

.extend({. ‘minFontSize' : Number.NEGATIVE_INFINITY,. ‘maxFontSize' : Number.POSITIVE_INFINITY. }, options);..  return this.each(function(){.. ~ //

Store the object.  var $this = $(this);..  // Resizer() resizes items based on the object width divided by the compressor * 10.  var resizer = function () {. $this

.css(‘font-size’, Math.max(Math.min($this.width() / (compressor*10), parseFloat(settings.maxFontSize)), parseFloat(settings.minFontSize)));.  };..  // Call once to set..
resizer();..  // Call on resize. Opera debounces their resize by default.. ~ $(window).on('resize.fi

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\VAHFWDJC\jquery[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

95785

5.393592005865771

false
1536:/PEkjP+iADIOr/NEe876nmBu3HvF38sEeLHFoqghJ7SerN5wVI+xcBmPv7E+nzmQ:ENMyghJvN32cBC7M6Whca98Hrp
3C9137D88A00B1AEOB41FF6A70571615

1797D73E9DA4287351F6FBEC1B183C19BE217C2A
24262BAAFEF17092927C3DAFE764AAA52A2A371B83ED2249CCA7E414DF99FACL

31730738E73937EE0086849CB3D6506EA383CA2EAC312B8D0O8E25C60563DF5702FC2B92B3778C4B2B66E7FDDD6965D74B5A4DF5132DF3F02FAEDOIDCF3C7BC
E

false
low

hitp://https://doclr.be/site/js/jquery.js

/*1jQuery v1.11.1 | (c) 2005, 2014 jQuery Foundation, Inc. | jquery.org/license */.!function(a,b){"object"==typeof module&&"object"==typeof module.exports?module.exports
=a.document?b(a,!0):function(a){if('a.document)throw new Error("jQuery requires a window with a document");return b(a)}:b(a)}("undefined"!=typeof window?window:
this,function(a,b){var c=[],d=c.slice,e=c.concat,f=c.push,g=c.indexOf,h={},i=h.toString,j=h.hasOwnProperty,k={},1="1.11.1",m=function(a,b){return new m.fn.init(a,b)},n=/
[\s\uFEFF\xAO]+|\s\uFEFF\xA0]+$/g,0=/"-ms-/,p=/-([\da-z])/gi,g=function(a,b){return b.toUpperCase()};m.fn=m.prototype={jquery:l,constructor:m,selector:"" length:0,toArra
y:function(){return d.call(this)},get:function(a){return null'=a?0>a?this[a+this.length]:this[a]:d.call(this)},pushStack:function(a){var b=m.merge(this.constructor(),a);return b.pr
evObject=this,b.context=this.context,b},each:function(a,b){return m.each(this,a,b)},map:function(a){return this.pushStack(m.map(this,function(b,c){ret

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\VAHFWDJC\mem5YaGs126MiZpBA-UN_r80Uuhv[1].woff

Process:
File Type:
Category:
Size (bytes):

C:\Program Files (x86)\Internet Explorer\iexplore.exe
Web Open Font Format, TrueType, length 18668, version 1.1
downloaded

18668
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\VAHFWDJC\mem5YaGs126MiZpBA-UN_r80Uuhv[1].woff

Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

7.969106009002288

false
384:Wv4QHZChiRh3IwLOf8cWN78NXpcr6gBUA9CD/q4cOPZmPO:WvwhNOkvvxC7gnc
A7622F60C56DDD5301549A786B54E6E6
D55574524345932DB3968C675E1AEA08C68A456F
6EBA28A0638C920E5B76177E5F03BA94FCDEDD3E3ECD347C333D82876B51C9C0

1A842E5EDFFFFBAE353AD16545D9886E3E176755F22B86ECCCO9B8B010FC79DB7194B7C5518CC190BF5B78B332C7D542B70A6A53B3BAF23366708DF348C2C2D
9

false

low

hitp://https://fonts.gstatic.com/s/opensans/v18/mem5YaGs126MiZpBA-UN_r80Uuhv.woff

X..CVt e 1. fpgm...t........ ~a..gasp.
. "‘c?Jpost..F.....x.U..prep..G..........].
Uh."4..>.=x.cfig.a’e . j...(.../2.1.. "b.ficfeabbi" " Pg™"..b.. Ot.vfp'P..M...C.G/S...|..=.6 ..m/..x\l.q......

#1Q@.'U..@5." It Aa#.fle.W.....".. X..L.C..ITPE.;..V,j..
R.g.ooe. 2o X ) $..."0#A@X..0.... x.UTGW.F........ ).)7T.W.$*....G.Kz.)e...1|.1.7...5.9...3.7mgf..~{1...5.3.S...c0..0.~.Zy.u.. KW.\.t...N

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\VAHFWDJC\mem5YaGs126MiZpBA-UNirkOUuhv[1].woff

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Web Open Font Format, TrueType, length 18696, version 1.1

downloaded

18696

7.96597476007567

false

384:yeQHZsdOZKOIVrfouvAXZEw5w7Yc3XGi/L6:dBbVwuvAYYw7THc
449D681CD6006390E1BEE3C3A660430B
2A9777AFC07BFOBB4BB48F233ED7C4BCBDB60760
57C79375B1419EE1D984F443CDA77C04B9B38COBE5S330B2D41D65103115FFD72

8B8436670BB4D742AFAG60ABA29D7A78F3788CBEF9353C2896AA492618CF1B22E9A0679972AB930E2F2D4732F3B979C023D25AA0FA86C813AC674524FD4ECA2B
E

false

low

hitp://https://fonts.gstatic.com/s/opensans/v18/mem5YaGs126MiZpBA-UNirkOUuhv.woff

XoCVt e | Afpgm...p........ ~a..gasp....
#.@Ppost..FP....... x.U..prep..H......... X..n
......................... @ ......./.?2..M 9. m@J. X\ L. Haf

#10@.'U..@5." lit Aa#.flc.W....... X..I..C..ITPE.;..V ..

n?2002.0a.b)@.Y....v1.b4d...36 . X.UTGW.F........ ).)7T.W.$*....G.Kz)e...t.].1.7...s.9...3.7mgf..~{1...5.3.S...c0..0.~.Zy.u...kKW.\.t..N.KG.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\VAHFWDJCltile_statistieken[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 250 x 167, 8-bit/color RGB, non-interlaced

downloaded

17569

7.957663359511139

false
192:TSOtKg9EO5TMUIqqWu+05f828zdXMDi6cPD2R0aQ3IYtzjXyde FVQFIJ4Fbtk/6e: ZXEO5AUIHItY dM+DDwWQmPHFvsItIYS
389COACBED85D5BFO7EEBA9ELFI141AD

01E32B160245196280B9F9DF9389DADAAF66CI10
7BC58F8C32024B387884723A2EC69E64BCIB2A4EELICT74FAATF035BC13271BB14
96573B20449F689FF719CCA1B2310810531117039D5546BC38729AEA8F6B98DCBA9971550164CA7B023AA2D3E487C645B8A255920FAEBAS53C2803DA813146A4B
false

low

hitp://https://doclr.be/site/img/tiles/tile_statistieken.png

C....pHYs...#..#.x.?v...OiCCPPhotoshop ICC profile..x.SgTS..=...BK...KoR.. RB....&*..J.....Q..EE.......... Qi { Koot > H3Q5...B.....
.M..0....B\...t.8K...@z.B..@F....&S....".ch..P-"......{.[l..... .e.D.h;...V.E.X0..fK.9..-.OIWfH F.W<.+. % X.<$9E.[.-q
WW..(.I.+.6a.a.@..y..2.4... Kewen 6..._-.."bb...p@...t~..[...;. m..%..h" u.f.@...W.p.~<<E...... J.BlaW}g._W.l~<....$.2].G.....L..b.G... Ib.X*..Q.q.D...2."

B).%..d..,.>5.j>{-]c.K'Xt.....0..(..h..W..2.G.%. f.q."D$.T.2...D.* A.............. 6.88..B.B.d..')..B(.. */.@.4.Qh..p..U..=p..a...(....A...al.b.X#......H..$ ..Q"K.5HIR.T
UH..=r.9.\F..;.2...G1...Q=...C..7..F...dtL 6..h.>C.0...310...B.8,.C."....V.....C.W...E..6.WB @ AHXLXN.H. .$4...7...Q.".K.&....b21. XH #.../{.C.7$..C2"..I.T..F.n
R#.,.4H #..dK.9.,

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\VAHFWDJC\ui-bootstrap-tpls.min[1].js

Process:
File Type:
Category:
Size (bytes):

C:\Program Files (x86)\Internet Explorer\iexplore.exe
UTF-8 Unicode text, with very long lines
downloaded

110343
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\VAHFWDJC\ui-bootstrap-tpls.min[1].js

Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

5.351239972646519

false
1536:dAafARF7qwRsRsY4Q+KhLBOuvIDWCUBKBgldU+HiDfofYLrUY:2F7qwRq9Dx30vIdU+HiDfoCr/
8BB243E351C9E7BE24B902D92D5CFAL6

77D2DC79605EAC92D5E88D1ED37BDBF990A0BI7E
DAC131356C7A14BB45A0D092913E95C2997224C192A2D5A554BE796F6F5098BF

EDF70720959E55442736E6ED62719BF6CCA3D3F2570C08C8F8ES6EF39BB5659FDC4F31CA43B8CDF5FBCA59E2706FACC44E9B99265AA1F17A96FABACD70F9FE
09

false
low

hitp://https://covidvaccin.doclr.be/vendor/bower/angular-bootstrap/ui-bootstrap-tpls.min.js?1618873561330

/*. * angular-ui-bootstrap. * http://angular-ui.github.io/bootstrap/.. * Version: 1.1.0 - 2016-01-18. * License: MIT. */angular.module("ui.bootstrap",["ui.bootstrap.tpls","ui.boots

trap.collapse","ui.bootstrap.accordion","ui.bootstrap.alert","ui.bootstrap.buttons”,"ui.bootstrap.carousel","ui.bootstrap.dateparser","ui.bootstrap.isClass","ui.bootstrap

.position","ui.bootstrap.datepicker","ui.bootstrap.debounce","ui.bootstrap.dropdown","ui.bootstrap.stackedMap","ui.bootstrap.modal","ui.bootstrap.paging”,"ui.bootstrap.pa

ger","ui.bootstrap.pagination”,"ui.bootstrap.tooltip","ui.bootstrap.popover","ui.bootstrap.progressbar","ui.bootstrap.rating","ui.bootstrap.tabs","ui.bootstrap.timepicker
" "ui.bootstrap.typeahead"]),angular.module("ui.bootstrap.tpls",[“uib/template/accordion/accordion-group.html","uib/template/accordion/accordion.html,"uib/template/alert

/alert.html","uib/template/carousel/carousel.html","uib/template/carousel/slide. html","uib/template/datepicker/datepicker.html","uib/templat

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\VAHFWDJC\underscore-min[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

16449

5.151903892689731

false

384:8ZAA6pB561170uUl+V3TELHNgR+FOMbmwOwWOX:KApB5IHtTY5FrU
543FEB1ECAF06EA516F8CEC5F9F3F279
2A515632E0FD8FFDEB8D94CB25E44CF287FEB32F
A1B6400A21DDEEO90E93D8882FFA629963132785BFA41BOABBEA199D278121E9
EDF361ECE5066BB6DDA66490F3588DC60072C2CA4D4F15710717DB4F58129D0D76E1519F92C8F7011FD01A175868EF192C704B4A869AF95B150E0C3BF797816E
false

low

hitp://https://covidvaccin.doclr.be/vendor/bower/underscore/underscore-min.js?1618873561330

/I Underscore.js 1.8.3.//  http://lunderscorejs.org.//  (c) 2009-2015 Jeremy Ashkenas, DocumentCloud and Investigative Reporters & Editors.//  Underscore may be
freely distributed under the MIT license..(function(){function n(n){function t(t,r,e,u,i,0){for(;i>=0&&o>i;i+=n){var a=u?ul[il:i;e=r(e,t[a],a,t)}return e}return function(r,e,u,i)
{e=b(e,i,4);var o=!k(r)&&m.keys(r),a=(o||r).length,c=n>07?0:a-1;return arguments.length<3&&(u=r[o?o[c]:c],c+=n),t(r,e,u,0,c,a)}}function t(n){return function(t,r,e){r=x(r,
e);for(var u=0(t),i=n>0?0:u-1;i>=0&&u>i;i+=n)if(r(t[i],i,t)return i;return-1}}function r(n,t,r){return function(e,u,i){var 0=0,a=0(e);if("number"==typeof i)n>0?0=i>=07?i:
Math.max(i+a,0):a=i>=0?Math.min(i+1,a):i+a+1;else if(r&&i&&a)return i=r(e,u),e[il===u?i:-1;if(u!'==u)return i=t(l.call(e,0,a),m.isNaN),i>=0?i+o0:-1;for(i=n>0?0:a-1;i>=0&&a>
i;i+=n)if(e[i]===u)return i;return-1}}function e(n,t){var r=I.length,e=n.constructor,u=m.isFunction(e)&&e.prototype||a,i="constructor";for(m

C:\Users\user\AppData\Local\Temp\~DF52F21808592BB45C.TMP

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\internet exploren\iexplore.exe

data

dropped

62313

0.6561823742560117

false

384:kBgoxKAugR+LFX+Fd8bwfblJi6Z8iuBN+:9co
72C30A16199D42E4B80523B9B4FBBI4A
8CDEBACBF62CCA99002AE2F3F9A8C3DD01F6DD4B
3C4E6636F73620EB73541525F2581AFCFF7A99C2B99317B32EOE1875C930F29F

23F647CB9B4A291AD5F30A6B1EDAAYA79D7CAS86EA9463340F22C51ED859CC164DBOC2C8FA127C10D81C467ES5E8D5CC636760D760C17A554DCDF2DDBCFAG!
DB8

false

low

............................. 0 H. MY H.0ees (oo eeeeeeeseeseeeeseeeeeeeeeseeeeeeeeseesseees 0 VL0 (oo oo eeeeeee e e e e ee e ee e eee e

C:\Users\user\AppData\Local\Temp\~DF5BCE006E3BASEFF4.TMP

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

C:\Program Files\internet exploreniexplore.exe
data

dropped

25441

0.27918767598683664
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C:\Users\user\AppData\Local\Temp\~DF5BCE006E3BASEFF4.TMP

Encrypted:
SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

false

24:c9ILh9ILh9IINIINSIRX/9IRJIOITHIIThIISSUIISSU9IaAa/9laA:kBgoxxJhHWSVSEab

ABB89A32ABIACD33E816C2422337C69A

1190C6B34DED2D295827C2A88310D10A8B90B59B

4D6EC54B8D244E63BOF04FBE2B97402A3DF722560AD12F218665BA440FACEFDA
BD250855747BB4CEC61814D0E44F810156D390E3E9F120A12935EFDF80ACA33C4777AD66257CCA4E4003FEF0741692894980B9298F01C4CDD2D8A9C7BB522FB
false

low

0, H..M.{y..+.0...(. %.H.M..{y..+.0...(

C:\Users\user\AppData\Local\Temp\~DFS8FABE08F61539377.TMP

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\internet explorer\iexplore.exe

data

dropped

13029

0.47889726397657806

false
12:c91Cg5/9ICgeK9I26an9126an9I8fRvI9IBFRVY9ITqvbRvjWvkV2kVyB5W5p:c9ILh9ILhIIIN9IIN9IoA910Q9IW|DLR
98ECOE7DCEDCE443390F12F6D8E92A06

2D775EF18E77368A2166E07CD917DBCB1A99B139
0803F52A8E3FB60CABAD4623FB394973D92DD4352D87715DE776F260881AF567
3B2C082A58D7FBIBOAD6FCF2398367F0EE0850146AD231EC3009179C4E8B7140120A48E0D78D73CEOAFB22225ADCAB632682225573E8D2470C567E7592754A2A
false

low

............................. R LY (V20 o IO 7 L I Y20 o O (RSO

Static File Info

No static file

info

Network Behavior

Network Port Distribution

TCP Packets

Total Packets: 74

® 53 (DNS)
® 443 (HTTPS)
@80 (HTTP)
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Timestamp Source Port Dest Port Source IP Dest IP

Apr 26, 2021 08:46:48.333360910 CEST 49703 80 192.168.2.7 161.35.244.219
Apr 26, 2021 08:46:48.334652901 CEST 49704 80 192.168.2.7 161.35.244.219
Apr 26, 2021 08:46:48.381993055 CEST 80 49703 161.35.244.219 192.168.2.7
Apr 26, 2021 08:46:48.382162094 CEST 49703 80 192.168.2.7 161.35.244.219
Apr 26, 2021 08:46:48.382986069 CEST 80 49704 161.35.244.219 192.168.2.7
Apr 26, 2021 08:46:48.383111954 CEST 49704 80 192.168.2.7 161.35.244.219
Apr 26, 2021 08:46:48.383155107 CEST 49703 80 192.168.2.7 161.35.244.219
Apr 26, 2021 08:46:48.431524992 CEST 80 49703 161.35.244.219 192.168.2.7
Apr 26, 2021 08:46:48.431730986 CEST 49703 80 192.168.2.7 161.35.244.219
Apr 26, 2021 08:46:48.439209938 CEST 49705 443 192.168.2.7 161.35.244.219
Apr 26, 2021 08:46:48.490288973 CEST 443 49705 161.35.244.219 192.168.2.7
Apr 26, 2021 08:46:48.490473032 CEST 49705 443 192.168.2.7 161.35.244.219
Apr 26, 2021 08:46:48.499139071 CEST 49705 443 192.168.2.7 161.35.244.219
Apr 26, 2021 08:46:48.547709942 CEST 443 49705 161.35.244.219 192.168.2.7
Apr 26, 2021 08:46:48.547749996 CEST 443 49705 161.35.244.219 192.168.2.7
Apr 26, 2021 08:46:48.547764063 CEST 443 49705 161.35.244.219 192.168.2.7
Apr 26, 2021 08:46:48.547784090 CEST 443 49705 161.35.244.219 192.168.2.7
Apr 26, 2021 08:46:48.547914028 CEST 49705 443 192.168.2.7 161.35.244.219
Apr 26, 2021 08:46:48.547947884 CEST 49705 443 192.168.2.7 161.35.244.219
Apr 26, 2021 08:46:48.548373938 CEST 443 49705 161.35.244.219 192.168.2.7
Apr 26, 2021 08:46:48.548391104 CEST 443 49705 161.35.244.219 192.168.2.7
Apr 26, 2021 08:46:48.548495054 CEST 49705 443 192.168.2.7 161.35.244.219
Apr 26, 2021 08:46:48.614906073 CEST 49705 443 192.168.2.7 161.35.244.219
Apr 26, 2021 08:46:48.623892069 CEST 49705 443 192.168.2.7 161.35.244.219
Apr 26, 2021 08:46:48.663297892 CEST 443 49705 161.35.244.219 192.168.2.7
Apr 26, 2021 08:46:48.664926052 CEST 49705 443 192.168.2.7 161.35.244.219
Apr 26, 2021 08:46:48.676106930 CEST 443 49705 161.35.244.219 192.168.2.7
Apr 26, 2021 08:46:48.676130056 CEST 443 49705 161.35.244.219 192.168.2.7
Apr 26, 2021 08:46:48.676157951 CEST 443 49705 161.35.244.219 192.168.2.7
Apr 26, 2021 08:46:48.676177025 CEST 443 49705 161.35.244.219 192.168.2.7
Apr 26, 2021 08:46:48.676199913 CEST 443 49705 161.35.244.219 192.168.2.7
Apr 26, 2021 08:46:48.676218033 CEST 443 49705 161.35.244.219 192.168.2.7
Apr 26, 2021 08:46:48.676239967 CEST 443 49705 161.35.244.219 192.168.2.7
Apr 26, 2021 08:46:48.676259041 CEST 443 49705 161.35.244.219 192.168.2.7
Apr 26, 2021 08:46:48.676269054 CEST 49705 443 192.168.2.7 161.35.244.219
Apr 26, 2021 08:46:48.676280975 CEST 443 49705 161.35.244.219 192.168.2.7
Apr 26, 2021 08:46:48.676306963 CEST 443 49705 161.35.244.219 192.168.2.7
Apr 26, 2021 08:46:48.676321030 CEST 443 49705 161.35.244.219 192.168.2.7
Apr 26, 2021 08:46:48.676387072 CEST 49705 443 192.168.2.7 161.35.244.219
Apr 26, 2021 08:46:48.676420927 CEST 49705 443 192.168.2.7 161.35.244.219
Apr 26, 2021 08:46:48.773602962 CEST 49705 443 192.168.2.7 161.35.244.219
Apr 26, 2021 08:46:48.777376890 CEST 49704 80 192.168.2.7 161.35.244.219
Apr 26, 2021 08:46:48.780033112 CEST 49703 80 192.168.2.7 161.35.244.219
Apr 26, 2021 08:46:48.780733109 CEST 49706 443 192.168.2.7 161.35.244.219
Apr 26, 2021 08:46:48.781908989 CEST 49707 443 192.168.2.7 161.35.244.219
Apr 26, 2021 08:46:48.783019066 CEST 49708 443 192.168.2.7 161.35.244.219
Apr 26, 2021 08:46:48.784651041 CEST 49709 443 192.168.2.7 161.35.244.219
Apr 26, 2021 08:46:48.785348892 CEST 49710 443 192.168.2.7 161.35.244.219
Apr 26, 2021 08:46:48.825599909 CEST 443 49705 161.35.244.219 192.168.2.7
Apr 26, 2021 08:46:48.825620890 CEST 443 49705 161.35.244.219 192.168.2.7
Apr 26, 2021 08:46:48.825645924 CEST 443 49705 161.35.244.219 192.168.2.7
Apr 26, 2021 08:46:48.825659037 CEST 443 49705 161.35.244.219 192.168.2.7
Apr 26, 2021 08:46:48.825680017 CEST 443 49705 161.35.244.219 192.168.2.7
Apr 26, 2021 08:46:48.825695992 CEST 443 49705 161.35.244.219 192.168.2.7
Apr 26, 2021 08:46:48.825714111 CEST 443 49705 161.35.244.219 192.168.2.7
Apr 26, 2021 08:46:48.825726986 CEST 443 49705 161.35.244.219 192.168.2.7
Apr 26, 2021 08:46:48.825740099 CEST 443 49705 161.35.244.219 192.168.2.7
Apr 26, 2021 08:46:48.825756073 CEST 443 49705 161.35.244.219 192.168.2.7
Apr 26, 2021 08:46:48.825771093 CEST 443 49705 161.35.244.219 192.168.2.7
Apr 26, 2021 08:46:48.825793982 CEST 443 49705 161.35.244.219 192.168.2.7
Apr 26, 2021 08:46:48.825799942 CEST 49705 443 192.168.2.7 161.35.244.219
Apr 26, 2021 08:46:48.825808048 CEST 443 49705 161.35.244.219 192.168.2.7
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Timestamp Source Port Dest Port Source IP Dest IP

Apr 26, 2021 08:46:48.825829029 CEST 443 49705 161.35.244.219 192.168.2.7
Apr 26, 2021 08:46:48.825845003 CEST 443 49705 161.35.244.219 192.168.2.7
Apr 26, 2021 08:46:48.825860023 CEST 443 49705 161.35.244.219 192.168.2.7
Apr 26, 2021 08:46:48.825871944 CEST 443 49705 161.35.244.219 192.168.2.7
Apr 26, 2021 08:46:48.825887918 CEST 443 49705 161.35.244.219 192.168.2.7
Apr 26, 2021 08:46:48.825900078 CEST 443 49705 161.35.244.219 192.168.2.7
Apr 26, 2021 08:46:48.825911999 CEST 443 49705 161.35.244.219 192.168.2.7
Apr 26, 2021 08:46:48.825927019 CEST 443 49705 161.35.244.219 192.168.2.7
Apr 26, 2021 08:46:48.825939894 CEST 443 49705 161.35.244.219 192.168.2.7
Apr 26, 2021 08:46:48.825958967 CEST 443 49705 161.35.244.219 192.168.2.7
Apr 26, 2021 08:46:48.825973034 CEST 443 49705 161.35.244.219 192.168.2.7
Apr 26, 2021 08:46:48.825988054 CEST 443 49705 161.35.244.219 192.168.2.7
Apr 26, 2021 08:46:48.825998068 CEST 80 49704 161.35.244.219 192.168.2.7
Apr 26, 2021 08:46:48.826001883 CEST 49705 443 192.168.2.7 161.35.244.219
Apr 26, 2021 08:46:48.826005936 CEST 80 49704 161.35.244.219 192.168.2.7
Apr 26, 2021 08:46:48.826011896 CEST 49705 443 192.168.2.7 161.35.244.219
Apr 26, 2021 08:46:48.826015949 CEST 49705 443 192.168.2.7 161.35.244.219
Apr 26, 2021 08:46:48.826019049 CEST 49705 443 192.168.2.7 161.35.244.219
Apr 26, 2021 08:46:48.826040983 CEST 49705 443 192.168.2.7 161.35.244.219
Apr 26, 2021 08:46:48.826097965 CEST 49704 80 192.168.2.7 161.35.244.219
Apr 26, 2021 08:46:48.826119900 CEST 49704 80 192.168.2.7 161.35.244.219
Apr 26, 2021 08:46:48.831732988 CEST 80 49703 161.35.244.219 192.168.2.7
Apr 26, 2021 08:46:48.831748009 CEST 443 49706 161.35.244.219 192.168.2.7
Apr 26, 2021 08:46:48.831864119 CEST 49703 80 192.168.2.7 161.35.244.219
Apr 26, 2021 08:46:48.832139969 CEST 49706 443 192.168.2.7 161.35.244.219
Apr 26, 2021 08:46:48.833228111 CEST 49706 443 192.168.2.7 161.35.244.219
Apr 26, 2021 08:46:48.833276033 CEST 443 49707 161.35.244.219 192.168.2.7
Apr 26, 2021 08:46:48.833421946 CEST 49707 443 192.168.2.7 161.35.244.219
Apr 26, 2021 08:46:48.834212065 CEST 49707 443 192.168.2.7 161.35.244.219
Apr 26, 2021 08:46:48.834333897 CEST 443 49708 161.35.244.219 192.168.2.7
Apr 26, 2021 08:46:48.835024118 CEST 443 49709 161.35.244.219 192.168.2.7
Apr 26, 2021 08:46:48.835041046 CEST 443 49710 161.35.244.219 192.168.2.7
Apr 26, 2021 08:46:48.835047007 CEST 49708 443 192.168.2.7 161.35.244.219
Apr 26, 2021 08:46:48.835144997 CEST 49709 443 192.168.2.7 161.35.244.219
Apr 26, 2021 08:46:48.835174084 CEST 49710 443 192.168.2.7 161.35.244.219
Apr 26, 2021 08:46:48.837198019 CEST 49710 443 192.168.2.7 161.35.244.219
Apr 26, 2021 08:46:48.839221001 CEST 49708 443 192.168.2.7 161.35.244.219
Apr 26, 2021 08:46:48.839394093 CEST 49709 443 192.168.2.7 161.35.244.219

UDP Packets

Timestamp Source Port Dest Port Source IP Dest IP
Apr 26, 2021 08:46:38.075489044 CEST 61242 53 192.168.2.7 8.8.8.8
Apr 26, 2021 08:46:38.124346018 CEST 53 61242 8.8.8.8 192.168.2.7
Apr 26, 2021 08:46:39.326407909 CEST 58562 53 192.168.2.7 8.8.8.8
Apr 26, 2021 08:46:39.377656937 CEST 53 58562 8.8.8.8 192.168.2.7
Apr 26, 2021 08:46:40.136590958 CEST 56590 53 192.168.2.7 8.8.8.8
Apr 26, 2021 08:46:40.198173046 CEST 53 56590 8.8.8.8 192.168.2.7
Apr 26, 2021 08:46:42.234246016 CEST 60501 53 192.168.2.7 8.8.8.8
Apr 26, 2021 08:46:42.282993078 CEST 53 60501 8.8.8.8 192.168.2.7
Apr 26, 2021 08:46:43.612427950 CEST 53775 53 192.168.2.7 8.8.8.8
Apr 26, 2021 08:46:43.661300898 CEST 53 53775 8.8.8.8 192.168.2.7
Apr 26, 2021 08:46:45.452419996 CEST 51837 53 192.168.2.7 8.8.8.8
Apr 26, 2021 08:46:45.513665915 CEST 53 51837 8.8.8.8 192.168.2.7
Apr 26, 2021 08:46:46.750977039 CEST 55411 53 192.168.2.7 8.8.8.8
Apr 26, 2021 08:46:46.799571991 CEST 53 55411 8.8.8.8 192.168.2.7
Apr 26, 2021 08:46:46.907598019 CEST 63668 53 192.168.2.7 8.8.8.8
Apr 26, 2021 08:46:46.968681097 CEST 53 63668 8.8.8.8 192.168.2.7
Apr 26, 2021 08:46:48.253690004 CEST 54640 53 192.168.2.7 8.8.8.8
Apr 26, 2021 08:46:48.321048021 CEST 53 54640 8.8.8.8 192.168.2.7
Apr 26, 2021 08:46:51.554236889 CEST 58739 53 192.168.2.7 8.8.8.8
Apr 26, 2021 08:46:51.605050087 CEST 53 58739 8.8.8.8 192.168.2.7
Apr 26, 2021 08:46:52.666724920 CEST 60338 53 192.168.2.7 8.8.8.8
Apr 26, 2021 08:46:52.718417883 CEST 53 60338 8.8.8.8 192.168.2.7
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Timestamp Source Port Dest Port Source IP Dest IP

Apr 26, 2021 08:46:53.834630013 CEST 58717 53 192.168.2.7 8.8.8.8

Apr 26, 2021 08:46:53.886332035 CEST 53 58717 8.8.8.8 192.168.2.7

Apr 26, 2021 08:46:55.577893019 CEST 59762 53 192.168.2.7 8.8.8.8

Apr 26, 2021 08:46:55.626842976 CEST 53 59762 8.8.8.8 192.168.2.7

Apr 26, 2021 08:47:00.439630985 CEST 54329 53 192.168.2.7 8.8.8.8

Apr 26, 2021 08:47:00.498939991 CEST 53 54329 8.8.8.8 192.168.2.7

Apr 26, 2021 08:47:04.920064926 CEST 58052 53 192.168.2.7 8.8.8.8

Apr 26, 2021 08:47:04.987744093 CEST 53 58052 8.8.8.8 192.168.2.7

Apr 26, 2021 08:47:06.743200064 CEST 54008 53 192.168.2.7 8.8.8.8

Apr 26, 2021 08:47:06.819888115 CEST 53 54008 8.8.8.8 192.168.2.7

Apr 26, 2021 08:47:07.097074032 CEST 59451 53 192.168.2.7 8.8.8.8

Apr 26, 2021 08:47:07.167440891 CEST 53 59451 8.8.8.8 192.168.2.7

Apr 26, 2021 08:47:07.435165882 CEST 52914 53 192.168.2.7 8.8.8.8

Apr 26, 2021 08:47:07.495003939 CEST 53 52914 8.8.8.8 192.168.2.7

Apr 26, 2021 08:47:07.779083967 CEST 64569 53 192.168.2.7 8.8.8.8

Apr 26, 2021 08:47:07.833765984 CEST 53 64569 8.8.8.8 192.168.2.7

Apr 26, 2021 08:47:13.397638083 CEST 52816 53 192.168.2.7 8.8.8.8

Apr 26, 2021 08:47:13.446578026 CEST 53 52816 8.8.8.8 192.168.2.7

Apr 26, 2021 08:47:14.806917906 CEST 50781 53 192.168.2.7 8.8.8.8

Apr 26, 2021 08:47:14.855451107 CEST 53 50781 8.8.8.8 192.168.2.7

Apr 26, 2021 08:47:16.831655979 CEST 54230 53 192.168.2.7 8.8.8.8

Apr 26, 2021 08:47:16.881479025 CEST 53 54230 8.8.8.8 192.168.2.7

Apr 26, 2021 08:47:17.672171116 CEST 54911 53 192.168.2.7 8.8.8.8

Apr 26, 2021 08:47:17.684881926 CEST 49958 53 192.168.2.7 8.8.8.8

Apr 26, 2021 08:47:17.722374916 CEST 53 54911 8.8.8.8 192.168.2.7

Apr 26, 2021 08:47:17.736268044 CEST 53 49958 8.8.8.8 192.168.2.7

Apr 26, 2021 08:47:17.833515882 CEST 54230 53 192.168.2.7 8.8.8.8

Apr 26, 2021 08:47:17.882141113 CEST 53 54230 8.8.8.8 192.168.2.7

Apr 26, 2021 08:47:18.677670002 CEST 49958 53 192.168.2.7 8.8.8.8

Apr 26, 2021 08:47:18.727255106 CEST 53 49958 8.8.8.8 192.168.2.7

Apr 26, 2021 08:47:18.849431038 CEST 54230 53 192.168.2.7 8.8.8.8

Apr 26, 2021 08:47:18.898226023 CEST 53 54230 8.8.8.8 192.168.2.7

Apr 26, 2021 08:47:19.745409966 CEST 49958 53 192.168.2.7 8.8.8.8

Apr 26, 2021 08:47:19.795586109 CEST 53 49958 8.8.8.8 192.168.2.7

Apr 26, 2021 08:47:20.865991116 CEST 54230 53 192.168.2.7 8.8.8.8

Apr 26, 2021 08:47:20.914611101 CEST 53 54230 8.8.8.8 192.168.2.7

DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Apr 26, 2021 08:46:48.253690004 CEST 192.168.2.7 8.8.8.8 0x1f25 Standard query  covidvacci A (IP address) IN (0x0001)
(0) n.doclr.be

Apr 26, 2021 08:47:04.920064926 CEST 192.168.2.7 8.8.8.8 0x2c9e Standard query  covidvacci A (IP address) IN (0x0001)
(0) n.doclr.be

Apr 26, 2021 08:47:06.743200064 CEST 192.168.2.7 8.8.8.8 0x7cl4 Standard query  ontdek.doclr.be A (IP address) IN (0x0001)
(0)

Apr 26, 2021 08:47:07.097074032 CEST 192.168.2.7 8.8.8.8 0x6a02 Standard query  doclr.be A (IP address) IN (0x0001)
(0)

DNS Answers

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Apr 26, 2021 8.8.8.8 192.168.2.7 0x1f25 No error (0) covidvacci 161.35.244.219 A (IP address) IN (0x0001)

08:46:48.321048021 n.doclr.be

CEST

Apr 26, 2021 8.8.8.8 192.168.2.7 0x2c9e No error (0) covidvacci 161.35.244.219 A (IP address) IN (0x0001)

08:47:04.987744093 n.doclr.be

CEST

Apr 26, 2021 8.8.8.8 192.168.2.7 0x7cl4 No error (0) ontdek.doclr.be  doclr.be CNAME IN (0x0001)

08:47:06.819888115 (Canonical name)

CEST

Apr 26, 2021 8.8.8.8 192.168.2.7 0x7cl4 No error (0) doclr.be 178.128.142.19 A (IP address) IN (0x0001)

08:47:06.819888115

CEST

Apr 26, 2021 8.8.8.8 192.168.2.7 0x6a02 No error (0) doclr.be 178.128.142.19 A (IP address) IN (0x0001)

08:47:07.167440891

CEST
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HTTP Request Dependency Graph

e covidvaccin.doclr.be

o ontdek.doclr.be

HTTP Packets

Session ID Source IP
0 192.168.2.7

kBytes
Timestamp transferred
Apr 26, 2021 370

08:46:48.383155107 CEST

Apr 26, 2021 370
08:46:48.431524992 CEST

Session ID Source IP

1 161.35.244.219
kBytes

Timestamp transferred

Apr 26, 2021 426

08:46:48.825998068 CEST

Session ID Source IP
2 192.168.2.7

kBytes
Timestamp transferred
Apr 26, 2021 4572

08:47:06.873119116 CEST

Apr 26, 2021 4572
08:47:06.923271894 CEST

HTTPS Packets

Source

Timestamp Source IP Port

Copyright Joe Security LLC 2021

Source Port

49703

Direction

ouT

Source Port

80

Direction

IN

Source Port

49719

Direction

ouT

Dest IP

Destination IP Destination Port Process

161.35.244.219 80 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Data

GET /HTTP/1.1

Accept: text/html, application/xhtml+xml, image/jxr, */*

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: covidvaccin.doclr.be

Connection: Keep-Alive

HTTP/1.1 307 Temporary Redirect
content-length: 0

location: https://covidvaccin.doclr.be/
cache-control: no-cache

Destination IP Destination Port Process

192.168.2.7 49704 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Data

HTTP/1.1 400 Bad request

content-length: 90

cache-control: no-cache

content-type: text/html

connection: close

Data Raw: 3c 68 74 6d 6c 3e 3c 62 6f 64 79 3e 3c 68 31 3e 34 30 30 20 42 61 64 20 72 65 71 75 65 73 74 3c 2f 68 31 3e
0a 59 6f 75 72 20 62 72 6f 77 73 65 72 20 73 65 6e 74 20 61 6e 20 69 6e 76 61 6¢ 69 64 20 72 65 71 75 65 73 74 2e Oa 3c
2f 62 6f 64 79 3e 3c 2f 68 74 6d 6c 3e Oa

Data Ascii: <html><body><h1>400 Bad request</h1>Your browser sent an invalid request.</body></html>

Destination IP Destination Port Process

178.128.142.19 80 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Data

GET /HTTP/1.1

Accept: text/html, application/xhtml+xml, image/jxr, */*

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: ontdek.doclr.be

Connection: Keep-Alive

HTTP/1.1 307 Temporary Redirect
content-length: 0

location: https://ontdek.doclr.be/
cache-control: no-cache

Not Not JA3 SSL Client
Subject Issuer Before After Fingerprint JA3 SSL Client Digest

-
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Timestamp

Apr 26, 2021
08:46:48.548391104
CEST

Apr 26, 2021
08:47:05.115272999
CEST

Source

Source IP Port

161.35.244.219 443

161.35.244.219 443

Copyright Joe Security LLC 2021

Dest

Dest IP Port

192.168.2.7 49705

192.168.2.7 49718

Subject

CN=*.doclr.be CN=Sectigo
RSA Domain Validation
Secure Server CA,
O=Sectigo Limited,
L=Salford, ST=Greater
Manchester, C=GB
CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US
CN=AAA Certificate
Services, O=Comodo CA
Limited, L=Salford,
ST=Greater Manchester,
C=GB

CN=Sectigo RSA Domain
Validation Secure Server
CA, O=Sectigo Limited,
L=Salford, ST=Greater
Manchester, C=GB

CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US

CN=AAA Certificate
Services, O=Comodo CA
Limited, L=Salford,
ST=Greater Manchester,
C=GB

CN=*.doclr.be CN=Sectigo
RSA Domain Validation
Secure Server CA,
O=Sectigo Limited,
L=Salford, ST=Greater
Manchester, C=GB
CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US
CN=AAA Certificate
Services, O=Comodo CA
Limited, L=Salford,
ST=Greater Manchester,
C=GB

CN=Sectigo RSA Domain
Validation Secure Server
CA, O=Sectigo Limited,
L=Salford, ST=Greater
Manchester, C=GB

CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US

CN=AAA Certificate
Services, O=Comodo CA
Limited, L=Salford,
ST=Greater Manchester,
C=GB

Issuer

CN=Sectigo RSA
Domain Validation
Secure Server CA,
O=Sectigo Limited,
L=Salford,
ST=Greater
Manchester, C=GB

CN=USERTrust RSA
Certification Authority,
O=The USERTRUST

Network, L=Jersey

City, ST=New Jersey,

C=US CN=AAA
Certificate Services,
O=Comodo CA
Limited, L=Salford,
ST=Greater
Manchester, C=GB
CN=AAA Certificate

Services, O=Comodo

CA Limited,
L=Salford,
ST=Greater
Manchester, C=GB

CN=USERTrust RSA
Certification Authority,
O=The USERTRUST

Network, L=Jersey

City, ST=New Jersey,

C=USs
CN=AAA Certificate

Services, O=Comodo

CA Limited,
L=Salford,
ST=Greater
Manchester, C=GB

CN=AAA Certificate

Services, O=Comodo

CA Limited,
L=Salford,
ST=Greater
Manchester, C=GB

CN=Sectigo RSA
Domain Validation
Secure Server CA,
O=Sectigo Limited,
L=Salford,
ST=Greater
Manchester, C=GB

CN=USERTrust RSA
Certification Authority,
O=The USERTRUST

Network, L=Jersey

City, ST=New Jersey,

C=US CN=AAA
Certificate Services,
O=Comodo CA
Limited, L=Salford,
ST=Greater
Manchester, C=GB
CN=AAA Certificate

Services, O=Comodo

CA Limited,
L=Salford,
ST=Greater
Manchester, C=GB

CN=USERTrust RSA
Certification Authority,
O=The USERTRUST

Network, L=Jersey

City, ST=New Jersey,

C=USs
CN=AAA Certificate

Services, O=Comodo

CA Limited,
L=Salford,
ST=Greater
Manchester, C=GB

CN=AAA Certificate

Services, O=Comodo

CA Limited,
L=Salford,
ST=Greater
Manchester, C=GB

Not
Before

Tue Sep
15
02:00:00
CEST
2020 Fri
Nov 02
01:00:00
CET
2018
Tue Mar
12
01:00:00
CET
2019
Thu Jan
01
01:00:00
CET
2004

Fri Nov
02
01:00:00
CET
2018

Tue Mar
12
01:00:00
CET
2019

Thu Jan
01
01:00:00
CET
2004

Tue Sep
15
02:00:00
CEST
2020 Fri
Nov 02
01:00:00
CET
2018
Tue Mar
12
01:00:00
CET
2019
Thu Jan
01
01:00:00
CET
2004

Fri Nov
02
01:00:00
CET
2018

Tue Mar
12
01:00:00
CET
2019

Thu Jan
01
01:00:00
CET
2004

Not
After

Sun Oct
17
01:59:59
CEST
2021
Wed
Jan 01
00:59:59
CET
2031
Mon Jan
01
00:59:59
CET
2029
Mon Jan
01
00:59:59
CET
2029

Wed

Jan 01
00:59:59
CET
2031

Mon Jan
01
00:59:59
CET
2029

Mon Jan
01
00:59:59
CET
2029

Sun Oct
17
01:59:59
CEST
2021
Wed
Jan 01
00:59:59
CET
2031
Mon Jan
01
00:59:59
CET
2029
Mon Jan
01
00:59:59
CET
2029

Wed

Jan 01
00:59:59
CET
2031

Mon Jan
01
00:59:59
CET
2029

Mon Jan
01
00:59:59
CET
2029

JA3 SSL Client
Fingerprint

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
16-23-24-65281,29-
23-24,0

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
23-65281,29-23-
24,0

JA3 SSL Client Digest

9e10692f1b7f78228h2d4e
424db3a98c

37f463bf4616ecd445d4al
937da06e19

Page 42 of 46



Source

Timestamp Source IP Port

Apr 26, 2021
08:47:07.027795076
CEST

178.128.142.19 443

Apr 26, 2021 178.128.142.19 443
08:47:07.270577908

CEST

Copyright Joe Security LLC 2021

Dest

Dest IP Port

192.168.2.7 49721

192.168.2.7 49722

Subject

CN=*.doclr.be CN=Sectigo
RSA Domain Validation
Secure Server CA,
O=Sectigo Limited,
L=Salford, ST=Greater
Manchester, C=GB
CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US
CN=AAA Certificate
Services, O=Comodo CA
Limited, L=Salford,
ST=Greater Manchester,
C=GB

CN=Sectigo RSA Domain
Validation Secure Server
CA, O=Sectigo Limited,
L=Salford, ST=Greater
Manchester, C=GB

CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US

CN=AAA Certificate
Services, O=Comodo CA
Limited, L=Salford,
ST=Greater Manchester,
C=GB

CN=*.doclr.be CN=Sectigo
RSA Domain Validation
Secure Server CA,
O=Sectigo Limited,
L=Salford, ST=Greater
Manchester, C=GB
CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US
CN=AAA Certificate
Services, O=Comodo CA
Limited, L=Salford,
ST=Greater Manchester,
C=GB

CN=Sectigo RSA Domain
Validation Secure Server
CA, O=Sectigo Limited,
L=Salford, ST=Greater
Manchester, C=GB

CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US

CN=AAA Certificate
Services, O=Comodo CA
Limited, L=Salford,
ST=Greater Manchester,
C=GB

Issuer

CN=Sectigo RSA
Domain Validation
Secure Server CA,
O=Sectigo Limited,
L=Salford,
ST=Greater
Manchester, C=GB
CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey
City, ST=New Jersey,
C=US CN=AAA
Certificate Services,
O=Comodo CA
Limited, L=Salford,
ST=Greater
Manchester, C=GB
CN=AAA Certificate
Services, O=Comodo
CA Limited,
L=Salford,
ST=Greater
Manchester, C=GB

CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey
City, ST=New Jersey,
C=USs

CN=AAA Certificate
Services, O=Comodo
CA Limited,
L=Salford,
ST=Greater
Manchester, C=GB

CN=AAA Certificate
Services, O=Comodo
CA Limited,
L=Salford,
ST=Greater
Manchester, C=GB

CN=Sectigo RSA
Domain Validation
Secure Server CA,
O=Sectigo Limited,
L=Salford,
ST=Greater
Manchester, C=GB
CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey
City, ST=New Jersey,
C=US CN=AAA
Certificate Services,
O=Comodo CA
Limited, L=Salford,
ST=Greater
Manchester, C=GB
CN=AAA Certificate
Services, O=Comodo
CA Limited,
L=Salford,
ST=Greater
Manchester, C=GB

CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey
City, ST=New Jersey,
C=USs

CN=AAA Certificate
Services, O=Comodo
CA Limited,
L=Salford,
ST=Greater
Manchester, C=GB

CN=AAA Certificate
Services, O=Comodo
CA Limited,
L=Salford,
ST=Greater
Manchester, C=GB

Not
Before

Tue Sep
15
02:00:00
CEST
2020 Fri
Nov 02
01:00:00
CET
2018
Tue Mar
12
01:00:00
CET
2019
Thu Jan
01
01:00:00
CET
2004

Fri Nov
02
01:00:00
CET
2018

Tue Mar
12
01:00:00
CET
2019

Thu Jan
01
01:00:00
CET
2004

Tue Sep
15
02:00:00
CEST
2020 Fri
Nov 02
01:00:00
CET
2018
Tue Mar
12
01:00:00
CET
2019
Thu Jan
01
01:00:00
CET
2004

Fri Nov
02
01:00:00
CET
2018

Tue Mar
12
01:00:00
CET
2019

Thu Jan
01
01:00:00
CET
2004

Not
After

Sun Oct
17
01:59:59
CEST
2021
Wed
Jan 01
00:59:59
CET
2031
Mon Jan
01
00:59:59
CET
2029
Mon Jan
01
00:59:59
CET
2029

Wed

Jan 01
00:59:59
CET
2031

Mon Jan
01
00:59:59
CET
2029

Mon Jan
01
00:59:59
CET
2029

Sun Oct
17
01:59:59
CEST
2021
Wed
Jan 01
00:59:59
CET
2031
Mon Jan
01
00:59:59
CET
2029
Mon Jan
01
00:59:59
CET
2029

Wed

Jan 01
00:59:59
CET
2031

Mon Jan
01
00:59:59
CET
2029

Mon Jan
01
00:59:59
CET
2029

JA3 SSL Client
Fingerprint

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
16-23-24-65281,29-
23-24,0

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
16-23-24-65281,29-
23-24,0

JA3 SSL Client Digest

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228h2d4e
424db3a98c
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Timestamp

Apr 26, 2021
08:47:07.270793915
CEST

Source

Source IP Port

178.128.142.19 443

Code Manipulations

Statistics

Behavior

)

Copyright Joe Security LLC 2021

Dest

Dest IP Port

192.168.2.7 49723

Click to jump to process

Subject

CN=*.doclr.be CN=Sectigo
RSA Domain Validation
Secure Server CA,
O=Sectigo Limited,
L=Salford, ST=Greater
Manchester, C=GB
CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US
CN=AAA Certificate
Services, O=Comodo CA
Limited, L=Salford,
ST=Greater Manchester,
C=GB

CN=Sectigo RSA Domain
Validation Secure Server
CA, O=Sectigo Limited,
L=Salford, ST=Greater
Manchester, C=GB

CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US

CN=AAA Certificate
Services, O=Comodo CA
Limited, L=Salford,
ST=Greater Manchester,
C=GB

Issuer

CN=Sectigo RSA
Domain Validation
Secure Server CA,
O=Sectigo Limited,
L=Salford,
ST=Greater
Manchester, C=GB
CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey
City, ST=New Jersey,
C=US CN=AAA
Certificate Services,
O=Comodo CA
Limited, L=Salford,
ST=Greater
Manchester, C=GB
CN=AAA Certificate
Services, O=Comodo
CA Limited,
L=Salford,
ST=Greater
Manchester, C=GB

CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey
City, ST=New Jersey,
C=USs

CN=AAA Certificate
Services, O=Comodo
CA Limited,
L=Salford,
ST=Greater
Manchester, C=GB

CN=AAA Certificate
Services, O=Comodo
CA Limited,
L=Salford,
ST=Greater
Manchester, C=GB

@ iexplore.exe
@ iexplore.exe

Not
Before

Tue Sep
15
02:00:00
CEST
2020 Fri
Nov 02
01:00:00
CET
2018
Tue Mar
12
01:00:00
CET
2019
Thu Jan
01
01:00:00
CET
2004

Fri Nov
02
01:00:00
CET
2018

Tue Mar
12
01:00:00
CET
2019

Thu Jan
01
01:00:00
CET
2004

Not
After

Sun Oct
17
01:59:59
CEST
2021
Wed
Jan 01
00:59:59
CET
2031
Mon Jan
01
00:59:59
CET
2029
Mon Jan
01
00:59:59
CET
2029

Wed

Jan 01
00:59:59
CET
2031

Mon Jan
01
00:59:59
CET
2029

Mon Jan
01
00:59:59
CET
2029

JA3 SSL Client
Fingerprint

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
16-23-24-65281,29-
23-24,0

JA3 SSL Client Digest

9e10692f1b7f78228h2d4e
424db3a98c
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System Behavior

Analysis Process: iexplore.exe PID: 3168 Parent PID: 792

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

08:46:45

26/04/2021

C:\Program Files\internet exploreniexplore.exe

false

‘C:\Program Files\Internet Exploreniexplore.exe' -Embedding
0x7ff680130000

823560 bytes

6465CB92B25A7BC1DF8E01D8SACS5E7596

true

true

C, C++ or other language

Reputation: low
File Activities
Source
File Path Access Attributes Options Completion Count Address Symbol
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
Source
File Path Offset Length Completion Count Address Symbol
Registry Activities
Source
Key Path Name Data Completion Count Address Symbol
Source
Key Path Name Type Old Data New Data Completion Count Address Symbol
Analysis Process: iexplore.exe PID: 4088 Parent PID: 3168
General
Start time: 08:46:46
Start date: 26/04/2021
Path: C:\Program Files (x86)\Internet Explorer\iexplore.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Path

File Path
Copyright Joe Security LLC 2021

Offset

Length Value Ascii

true

'‘C:\Program Files (x86)\Internet Explore'\lIEXPLORE.EXE' SCODEF:3168 CREDAT:17410

Iprefetch:2

0x120000

822536 bytes
071277CC2E3DF41EEEA8013E2AB58D5A
true

true

C, C++ or other language

low

Access Attributes Options Completion

Completion

Source
Count Address Symbol

Source
Count Address Symbol
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Source
File Path Offset Length Completion Count Address Symbol

Registry Activities

Source

Key Path Completion Count Address Symbol
Source

Key Path Name Type Data Completion Count Address Symbol
Source

Key Path Name Type Old Data New Data Completion Count Address Symbol

Disassembly

Copyright Joe Security LLC 2021 Page 46 of 46
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