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Analysis Report 609110f2d14a6.dll

Overview

General Information

Sample 
Name:

609110f2d14a6.dll

Analysis ID: 403746

MD5: 4ea47e93331749…

SHA1: 6b26f847dad7386…

SHA256: 5d002f8a395fcc9…

Tags: BRT dll geo Gozi isfb ITA Ursnif

Infos:

Most interesting Screenshot:

Detection

UrsnifUrsnif

Score: 64

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configurationFound malware configuration

Yara detected 

Yara detected 

Yara detected 

Yara detected 

Yara detected 

Yara detected 

Yara detected Yara detected Ursnif

Ursnif

Ursnif

Ursnif

Ursnif

Ursnif

UrsnifUrsnif

Writes or reads registry keys via WMI

Writes or reads registry keys via WMI

Writes or reads registry keys via WMI

Writes or reads registry keys via WMI

Writes or reads registry keys via WMI

Writes or reads registry keys via WMI

Writes or reads registry keys via WMIWrites or reads registry keys via WMI

Writes registry values via WMI

Writes registry values via WMI

Writes registry values via WMI

Writes registry values via WMI

Writes registry values via WMI

Writes registry values via WMI

Writes registry values via WMIWrites registry values via WMI

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native fContains functionality to call native f……

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a dContains functionality to check if a d……

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a dContains functionality to check if a d……

Contains functionality to dynamically

Contains functionality to dynamically

Contains functionality to dynamically

Contains functionality to dynamically

Contains functionality to dynamically

Contains functionality to dynamically

Contains functionality to dynamicallyContains functionality to dynamically……

Contains functionality to query CPU 

Contains functionality to query CPU 

Contains functionality to query CPU 

Contains functionality to query CPU 

Contains functionality to query CPU 

Contains functionality to query CPU 

Contains functionality to query CPU Contains functionality to query CPU ……

Contains functionality to query locale

Contains functionality to query locale

Contains functionality to query locale

Contains functionality to query locale

Contains functionality to query locale

Contains functionality to query locale

Contains functionality to query localeContains functionality to query locale……

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEBContains functionality to read the PEB

Contains functionality which may be

Contains functionality which may be

Contains functionality which may be

Contains functionality which may be

Contains functionality which may be

Contains functionality which may be

Contains functionality which may beContains functionality which may be……

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended moCreates a process in suspended mo……

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto functionDetected potential crypto function

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with oIP address seen in connection with o……

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in coJA3 SSL client fingerprint seen in co……

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valuMonitors certain registry keys / valu……

PE file contains an invalid checksum

PE file contains an invalid checksum

PE file contains an invalid checksum

PE file contains an invalid checksum

PE file contains an invalid checksum

PE file contains an invalid checksum

PE file contains an invalid checksumPE file contains an invalid checksum

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proceSample execution stops while proce……

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original Sample file is different than original ……

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE filesUses 32bit PE files

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (Uses code obfuscation techniques (……

Classification

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

loaddll32.exe (PID: 5064 cmdline: loaddll32.exe 'C:\Users\user\Desktop\609110f2d14a6.dll' MD5: 542795ADF7CC08EFCF675D65310596E8)

cmd.exe (PID: 1384 cmdline: cmd.exe /C rundll32.exe 'C:\Users\user\Desktop\609110f2d14a6.dll',#1 MD5: F3BDBE3BB6F734E357235F4D5898582D)

rundll32.exe (PID: 4652 cmdline: rundll32.exe 'C:\Users\user\Desktop\609110f2d14a6.dll',#1 MD5: D7CA562B0DB4F4DD0F03A89A1FDAD63D)

rundll32.exe (PID: 3900 cmdline: rundll32.exe C:\Users\user\Desktop\609110f2d14a6.dll,Here MD5: D7CA562B0DB4F4DD0F03A89A1FDAD63D)

rundll32.exe (PID: 6196 cmdline: rundll32.exe C:\Users\user\Desktop\609110f2d14a6.dll,Melodygrass MD5: D7CA562B0DB4F4DD0F03A89A1FDAD63D)

iexplore.exe (PID: 6220 cmdline: 'C:\Program Files\Internet Explorer\iexplore.exe' -Embedding MD5: 6465CB92B25A7BC1DF8E01D8AC5E7596)

iexplore.exe (PID: 2272 cmdline: 'C:\Program Files (x86)\Internet Explorer\IEXPLORE.EXE' SCODEF:6220 CREDAT:17410 /prefetch:2 MD5: 

071277CC2E3DF41EEEA8013E2AB58D5A)
iexplore.exe (PID: 5280 cmdline: 'C:\Program Files\Internet Explorer\iexplore.exe' -Embedding MD5: 6465CB92B25A7BC1DF8E01D8AC5E7596)

iexplore.exe (PID: 5348 cmdline: 'C:\Program Files (x86)\Internet Explorer\IEXPLORE.EXE' SCODEF:5280 CREDAT:17410 /prefetch:2 MD5: 

071277CC2E3DF41EEEA8013E2AB58D5A)
iexplore.exe (PID: 7020 cmdline: 'C:\Program Files\Internet Explorer\iexplore.exe' -Embedding MD5: 6465CB92B25A7BC1DF8E01D8AC5E7596)

iexplore.exe (PID: 2028 cmdline: 'C:\Program Files (x86)\Internet Explorer\IEXPLORE.EXE' SCODEF:7020 CREDAT:17410 /prefetch:2 MD5: 

071277CC2E3DF41EEEA8013E2AB58D5A)
cleanup

Startup

Malware Configuration

Threatname: Ursnif
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Sigma Overview

No Sigma rule has matched

Signature Overview

• AV Detection

• Compliance

• Spreading

• Networking

• Key, Mouse, Clipboard, Microphone and Screen Capturing

• E-Banking Fraud

• System Summary

• Data Obfuscation

• Hooking and other Techniques for Hiding and Protection

• Malware Analysis System Evasion

• Anti Debugging

• HIPS / PFW / Operating System Protection Evasion

• Language, Device and Operating System Detection

• Stealing of Sensitive Information

• Remote Access Functionality

Click to jump to signature section

AV Detection:

{

  "RSA Public Key": 

"KfAh1HjBYV5+GLf1H4+++WQcflLYE80sojTEX/uvXaLXhDxSfFOCIe7aHw1TYNxXIBvEkznlAveWMvLVTSjkgy/Hqpm47GUbXiPUxbpl0qoDhGQpz45mxRQlc+jgXQ4D03Y0gMF90NeOpBOEi497zfDlURi8Me7OHCSUNpn4Q0kQtrIn

hQlll9V6IFuYjZJB",

  "c2_domain": [

    "outlook.com/login",

    "gmail.com",

    "dorelunonu.us",

    "morelunonu.us"

  ],

  "botnet": "8877",

  "server": "12",

  "serpent_key": "30218409ILPAJDUR",

  "sleep_time": "10",

  "SetWaitableTimer_value": "0",

  "DGA_count": "10"

}

Source Rule Description Author Strings

00000004.00000003.392151986.0000000005148000.00000
004.00000040.sdmp

JoeSecurity_Ursnif Yara detected  
Ursnif

Joe Security

00000001.00000002.508277362.000000000390B000.00000
004.00000040.sdmp

JoeSecurity_Ursnif Yara detected  
Ursnif

Joe Security

00000004.00000003.392317890.0000000005148000.00000
004.00000040.sdmp

JoeSecurity_Ursnif Yara detected  
Ursnif

Joe Security

00000004.00000003.392378817.0000000005148000.00000
004.00000040.sdmp

JoeSecurity_Ursnif Yara detected  
Ursnif

Joe Security

00000004.00000003.392183814.0000000005148000.00000
004.00000040.sdmp

JoeSecurity_Ursnif Yara detected  
Ursnif

Joe Security

Click to see the 14 entries

Yara Overview

Memory Dumps

Copyright Joe Security LLC 2021 Page 5 of 84



Found malware configuration

Key, Mouse, Clipboard, Microphone and Screen Capturing:

Yara detected Ursnif

E-Banking Fraud:

Yara detected Ursnif

System Summary:

Writes or reads registry keys via WMI

Writes registry values via WMI

Hooking and other Techniques for Hiding and Protection:

Yara detected Ursnif

Stealing of Sensitive Information:

Yara detected Ursnif

Remote Access Functionality:

Yara detected Ursnif

Mitre Att&ck Matrix

Initial
Access Execution Persistence

Privilege
Escalation

Defense
Evasion

Credential
Access Discovery

Lateral
Movement Collection Exfiltration

Command
and Control

Network
Effects

Remote
Service
Effects

Valid
Accounts

Windows
Management
Instrumentation 2

Path
Interception

Process
Injection 1 2

Masquerading 1 OS
Credential
Dumping

System Time
Discovery 1

Remote
Services

Archive
Collected
Data 1

Exfiltration
Over Other
Network
Medium

Encrypted
Channel 1 2

Eavesdrop on
Insecure
Network
Communication

Remotely
Track Device
Without
Authorization

Default
Accounts

Native API 1 Boot or
Logon
Initialization
Scripts

Boot or Logon
Initialization
Scripts

Process
Injection 1 2

LSASS
Memory

Query
Registry 1

Remote
Desktop
Protocol

Data from
Removable
Media

Exfiltration
Over
Bluetooth

Ingress Tool
Transfer 1

Exploit SS7 to
Redirect Phone
Calls/SMS

Remotely
Wipe Data
Without
Authorization

Domain
Accounts

At (Linux) Logon Script
(Windows)

Logon Script
(Windows)

Obfuscated Files
or Information 1

Security
Account
Manager

Security
Software
Discovery 3

SMB/Windows
Admin Shares

Data from
Network
Shared
Drive

Automated
Exfiltration

Non-
Application
Layer
Protocol 2

Exploit SS7 to
Track Device
Location

Obtain
Device
Cloud
Backups

Local
Accounts

At (Windows) Logon Script
(Mac)

Logon Script
(Mac)

Rundll32 1 NTDS Process
Discovery 2

Distributed
Component
Object Model

Input
Capture

Scheduled
Transfer

Application
Layer
Protocol 3

SIM Card
Swap

Cloud
Accounts

Cron Network
Logon Script

Network
Logon Script

Software
Packing 1

LSA
Secrets

Account
Discovery 1

SSH Keylogging Data
Transfer
Size Limits

Fallback
Channels

Manipulate
Device
Communication

Replication
Through
Removable
Media

Launchd Rc.common Rc.common Steganography Cached
Domain
Credentials

System
Owner/User
Discovery 1

VNC GUI Input
Capture

Exfiltration
Over C2
Channel

Multiband
Communication

Jamming or
Denial of
Service

External
Remote
Services

Scheduled Task Startup
Items

Startup Items Compile After
Delivery

DCSync File and
Directory
Discovery 2

Windows
Remote
Management

Web Portal
Capture

Exfiltration
Over
Alternative
Protocol

Commonly
Used Port

Rogue Wi-Fi
Access Points
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Drive-by
Compromise

Command and
Scripting
Interpreter

Scheduled
Task/Job

Scheduled
Task/Job

Indicator
Removal from
Tools

Proc
Filesystem

System
Information
Discovery 2 3

Shared
Webroot

Credential
API
Hooking

Exfiltration
Over
Symmetric
Encrypted
Non-C2
Protocol

Application
Layer Protocol

Downgrade to
Insecure
Protocols

Initial
Access Execution Persistence

Privilege
Escalation

Defense
Evasion

Credential
Access Discovery

Lateral
Movement Collection Exfiltration

Command
and Control

Network
Effects

Remote
Service
Effects

Behavior Graph

ID: 403746

Sample: 609110f2d14a6.dll

Startdate: 04/05/2021

Architecture: WINDOWS

Score: 64

morelunonu.us www.sffsdvc.com 15 other IPs or domains

Found malware configuration Yara detected  Ursnif

loaddll32.exe

1

        started       

iexplore.exe

1 50

        started       

iexplore.exe

1 50

        started       

iexplore.exe

1 73

        started       

Writes or reads registry
keys via WMI

Writes registry values
via WMI

rundll32.exe

        started       

cmd.exe

1

        started       

rundll32.exe

        started       

vip0x08e.ssl.rncdn5.com vip0x04f.ssl.rncdn5.com 4 other IPs or domains

iexplore.exe

3 79

        started       

vip0x08e.ssl.rncdn5.com vip0x04f.ssl.rncdn5.com 4 other IPs or domains

iexplore.exe

57

        started       

iexplore.exe

24

        started       

Writes registry values
via WMI

rundll32.exe

        started       

dorelunonu.us

193.239.84.195, 49732, 49733, 49768

MERITAPL

Romania

ei.rdtcdn.com.sds.rncdn7.com

64.210.135.72, 443, 49756, 49757

SWIFTWILL2US

United States

17 other IPs or domains

64.210.135.70, 443, 49772, 49773

SWIFTWILL2US

United States

8 other IPs or domains

HHN-efz.ms-acdc.office.com

40.101.137.34, 443, 49719, 49720

MICROSOFT-CORP-MSN-AS-BLOCKUS

United States

7 other IPs or domains

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Behavior Graph

Screenshots

Copyright Joe Security LLC 2021 Page 7 of 84



Source Detection Scanner Label Link

609110f2d14a6.dll 4% Virustotal Browse

609110f2d14a6.dll 6% ReversingLabs

No Antivirus matches

Source Detection Scanner Label Link Download

1.2.loaddll32.exe.2cb0000.0.unpack 100% Avira HEUR/AGEN.1108168 Download File

4.2.rundll32.exe.46b0000.1.unpack 100% Avira HEUR/AGEN.1108168 Download File

Source Detection Scanner Label Link

ht-cdn.trafficjunky.net.sds.rncdn7.com 0% Virustotal Browse

stivers-ricsovers.com 0% Virustotal Browse

cs742.wpc.rncdn4.com 0% Virustotal Browse

morelunonu.us 0% Virustotal Browse

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files

Domains

Copyright Joe Security LLC 2021 Page 8 of 84

https://www.virustotal.com/gui/file/5d002f8a395fcc9a680a9ef4f78a8674cc0757850b02bf12a8ef4df79e2e4bd3/detection/f-5d002f8a395fcc9a680a9ef4f78a8674cc0757850b02bf12a8ef4df79e2e4bd3-1620120157
https://www.virustotal.com/gui/url/10c5c9e1425ef5c82e782da33c8009d7f304a56a63dc3d8828dacfa0be34dd25/detection/u-10c5c9e1425ef5c82e782da33c8009d7f304a56a63dc3d8828dacfa0be34dd25-1619534006
https://www.virustotal.com/gui/url/7d83609dddfff63fb054a5a889f71b24bd29a41fb4c0bff1dffe31e468b46fc3/detection/u-7d83609dddfff63fb054a5a889f71b24bd29a41fb4c0bff1dffe31e468b46fc3-1618613054
https://www.virustotal.com/gui/url/8b7df9a30b64ffca4c6a00ed0514e64979a298685532aa7c14e094baac2684fe/detection/u-8b7df9a30b64ffca4c6a00ed0514e64979a298685532aa7c14e094baac2684fe-1570059121
https://www.virustotal.com/gui/url/fed9dbe6c8d01cfa7084cf09f745d18637948d279f2eae094a8c041c62f8bf8b/detection/u-fed9dbe6c8d01cfa7084cf09f745d18637948d279f2eae094a8c041c62f8bf8b-1620118410


Source Detection Scanner Label Link

https://www.etahub.com/trackn?app_id= 0% Avira URL Cloud safe

Name IP Active Malicious Antivirus Detection Reputation

www.google.de 142.250.185.227 true false high

ht-cdn.trafficjunky.net.sds.rncdn7.com 64.210.135.72 true false 0%, Virustotal, Browse unknown

stivers-ricsovers.com 18.195.174.160 true false 0%, Virustotal, Browse unknown

cs742.wpc.rncdn4.com 192.229.221.215 true false 0%, Virustotal, Browse unknown

morelunonu.us 193.239.85.9 true true 0%, Virustotal, Browse unknown

stats.l.doubleclick.net 74.125.133.155 true false high

redtube.com 66.254.114.238 true false high

vip0x055.ssl.rncdn5.com 205.185.208.85 true false unknown

cs733.wpc.rncdn4.com 192.229.221.206 true false unknown

api.globalsign.cloud 104.18.25.243 true false unknown

tp-rtb-adserver-eu.eu-west-1.elasticbeanstalk.com 54.154.149.76 true false high

HHN-efz.ms-acdc.office.com 40.101.137.34 true false high

vip0x04f.ssl.rncdn5.com 205.185.208.79 true false unknown

hubtraffic.com 66.254.114.32 true false high

outlook.com 40.97.156.114 true false high

dorelunonu.us 193.239.84.195 true true unknown

ei.rdtcdn.com.sds.rncdn7.com 64.210.135.72 true false unknown

ads.trafficjunky.net 66.254.114.38 true false high

sffsdvc.com 192.99.16.114 true false unknown

vip0x08e.ssl.rncdn5.com 205.185.208.142 true false unknown

static.trafficjunky.com unknown unknown false high

ht-cdn.trafficjunky.net unknown unknown false high

bmedia.justservingfiles.net unknown unknown false high

www.sffsdvc.com unknown unknown false unknown

www.redtube.com unknown unknown false high

ci.rdtcdn.com unknown unknown false high

cdn1d-static-shared.phncdn.com unknown unknown false high

eu-adsrv.rtbsuperhub.com unknown unknown false high

outlook.office365.com unknown unknown false high

stats.g.doubleclick.net unknown unknown false high

vz-cdn.trafficjunky.net unknown unknown false high

ht.redtube.com unknown unknown false high

hw-cdn.trafficjunky.net unknown unknown false high

www.imglnke.com unknown unknown false unknown

www.outlook.com unknown unknown false high

ei.rdtcdn.com unknown unknown false high

v.vfgte.com unknown unknown false unknown

Name Source Malicious Antivirus Detection Reputation

https://ci.rdtcdn.com/m=bIaMwLVg5p/media/videos/201906/03
/17094361/original/6.webp

J59WAZ8O.htm.32.dr false high

https://ci.rdtcdn.com/m=eGJF8f/media/videos/202010/07/3673
7251/original/

J59WAZ8O.htm.32.dr false high

https://ci.rdtcdn.com/m=ejrk8f/media/videos/201610/17/17623
99/original/9.jpg

J59WAZ8O.htm.32.dr false high

https://ei.rdtcdn.com/m=eGJF8f/media/videos/202011/27/3844
3391/original/10.jpg

3Q696Q8W.htm.28.dr false high

URLs

Domains and IPs

Contacted Domains

URLs from Memory and Binaries

Copyright Joe Security LLC 2021 Page 9 of 84

https://www.virustotal.com/gui/url/10c5c9e1425ef5c82e782da33c8009d7f304a56a63dc3d8828dacfa0be34dd25/detection/u-10c5c9e1425ef5c82e782da33c8009d7f304a56a63dc3d8828dacfa0be34dd25-1619534006
https://www.virustotal.com/gui/url/7d83609dddfff63fb054a5a889f71b24bd29a41fb4c0bff1dffe31e468b46fc3/detection/u-7d83609dddfff63fb054a5a889f71b24bd29a41fb4c0bff1dffe31e468b46fc3-1618613054
https://www.virustotal.com/gui/url/8b7df9a30b64ffca4c6a00ed0514e64979a298685532aa7c14e094baac2684fe/detection/u-8b7df9a30b64ffca4c6a00ed0514e64979a298685532aa7c14e094baac2684fe-1570059121
https://www.virustotal.com/gui/url/fed9dbe6c8d01cfa7084cf09f745d18637948d279f2eae094a8c041c62f8bf8b/detection/u-fed9dbe6c8d01cfa7084cf09f745d18637948d279f2eae094a8c041c62f8bf8b-1620118410


https://ci.rdtcdn.com/m=eGJF8f/media/videos/201908/30/2109
1451/original/12.jpg

J59WAZ8O.htm.32.dr false high

https://ci.rdtcdn.com/m=bIa44NVg5p/media/videos/201906/03/
17094361/original/6.webp

J59WAZ8O.htm.32.dr false high

https://ei.rdtcdn.com/m=eGJF8f/media/videos/201911/25/2503
2671/original/

3Q696Q8W.htm.28.dr false high

https://ci.rdtcdn.com/m=eah-
8f/media/videos/202009/23/36306321/original/12.jpg

J59WAZ8O.htm.32.dr false high

https://ei-
ph.rdtcdn.com/videos/202105/04/387508001/original/(m=eGJF
8f)(mh=uQNiWzsT74LgFO2w)9.jpg

J59WAZ8O.htm.32.dr false high

https://ci.rdtcdn.com/m=bIa44NVg5p/media/videos/202009/19/
36157821/original/16.webp

J59WAZ8O.htm.32.dr false high

https://ci.rdtcdn.com/m=bIaMwLVg5p/media/videos/201908/30
/21091451/original/12.webp

J59WAZ8O.htm.32.dr false high

https://ci.rdtcdn.com/m=eW0Q8f/media/videos/202004/08/302
49761/original/10.jpg

J59WAZ8O.htm.32.dr false high

https://ei.rdtcdn.com/m=eGJF8f/media/videos/202006/05/3234
6581/original/

3Q696Q8W.htm.28.dr false high

https://ei.rdtcdn.com/m=bIaMwLVg5p/media/videos/202003/12
/29304471/original/16.webp

3Q696Q8W.htm.28.dr false high

https://ei-
ph.rdtcdn.com/m=bIWpYLVg5p/pics/pornstars/000/004/440/th
umb_198761.webp

3Q696Q8W.htm.28.dr false high

https://www.redtube.com/?page=2 3Q696Q8W.htm.28.dr false high

https://ei.rdtcdn.com/m=ejrk8f/media/videos/201609/20/17223
05/original/11.jpg

3Q696Q8W.htm.28.dr false high

https://ei.rdtcdn.com/m=eW0Q8f/media/videos/202010/07/367
37251/original/8.jpg

3Q696Q8W.htm.28.dr false high

https://ci.rdtcdn.com/m=eah-
8f/media/videos/202002/11/28256221/original/9.jpg

J59WAZ8O.htm.32.dr false high

https://ei.rdtcdn.com/m=eah-
8f/media/videos/202004/08/30249761/original/10.jpg

3Q696Q8W.htm.28.dr false high

https://ei.rdtcdn.com/www-
static/cdn_files/redtube/images/pc/category/amateur_001.jpg

J59WAZ8O.htm.32.dr false high

https://ci.rdtcdn.com/m=eW0Q8f/media/videos/201902/14/135
63871/original/12.jpg

J59WAZ8O.htm.32.dr false high

https://ei.rdtcdn.com/m=eah-
8f/media/videos/202003/19/29610931/original/15.jpg

3Q696Q8W.htm.28.dr false high

https://ci.rdtcdn.com/m=eGJF8f/media/videos/202004/08/3024
9761/original/

J59WAZ8O.htm.32.dr false high

https://ci.rdtcdn.com/m=bIaMwLVg5p/media/videos/202002/11
/28256221/original/9.webp

J59WAZ8O.htm.32.dr false high

https://ei.rdtcdn.com/m=ejrk8f/media/videos/201610/17/17623
99/original/9.jpg

3Q696Q8W.htm.28.dr false high

https://ci.rdtcdn.com/www-
static/cdn_files/redtube/images/pc/site_sprite.png?
v=980ebbf246d0ef5eda26c

3Q696Q8W.htm.28.dr false high

https://ei.rdtcdn.com/m=eW0Q8f/media/videos/201910/05/226
63401/original/10.jpg

3Q696Q8W.htm.28.dr false high

https://ci.rdtcdn.com/m=eGJF8f/media/videos/201908/02/1984
4091/original/12.jpg

J59WAZ8O.htm.32.dr false high

https://cv-
ph.rdtcdn.com/videos/202105/04/387510981/360P_360K_387
510981_fb.mp4?uesM_pda54U5AaUQpmZmR

3Q696Q8W.htm.28.dr false high

https://ei.rdtcdn.com/m=eGJF8f/media/videos/201912/15/2590
6591/original/9.jpg

3Q696Q8W.htm.28.dr false high

https://ei.rdtcdn.com/m=eah-
8f/media/videos/201912/15/25906591/original/9.jpg

3Q696Q8W.htm.28.dr false high

Name Source Malicious Antivirus Detection Reputation
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https://ei-
ph.rdtcdn.com/videos/202105/04/387515811/original/(m=eGJF
8f)(mh=u6JqmEkPs6_zCz5K)

3Q696Q8W.htm.28.dr false high

https://ci.rdtcdn.com/m=eGJF8f/media/videos/202004/06/3021
2591/original/9.jpg

J59WAZ8O.htm.32.dr false high

https://dw.rdtcdn.com/media/videos/202002/24/28663041/360
P_360K_28663041_fb.mp4

3Q696Q8W.htm.28.dr false high

https://ci.rdtcdn.com/m=eGJF8f/media/videos/202006/05/3234
6581/original/3.jpg

J59WAZ8O.htm.32.dr false high

https://ci.rdtcdn.com/m=eGJF8f/media/videos/201902/14/1356
3871/original/

J59WAZ8O.htm.32.dr false high

https://ei.rdtcdn.com/m=bIaMwLVg5p/media/videos/202006/05
/32346581/original/3.webp

3Q696Q8W.htm.28.dr false high

https://static.trafficjunky.com/invocation/embeddedads/ 3Q696Q8W.htm.28.dr false high

designer.videojs.com video-js[1].css.28.dr false high

https://ci.rdtcdn.com/m=eGJF8f/media/videos/202005/25/3191
9841/original/5.jpg

J59WAZ8O.htm.32.dr false high

https://www.etahub.com/trackn?app_id= timings-1.0.0[1].js.28.dr false Avira URL Cloud: safe unknown

https://ci.rdtcdn.com/m=eah-
8f/media/videos/202005/25/31919841/original/5.jpg

J59WAZ8O.htm.32.dr false high

https://ci.rdtcdn.com/m=eW0Q8f/media/videos/201908/01/197
97721/original/12.jpg

J59WAZ8O.htm.32.dr false high

https://ei.rdtcdn.com/m=eW0Q8f/media/videos/201908/01/197
97721/original/12.jpg

3Q696Q8W.htm.28.dr false high

https://cv-
ph.rdtcdn.com/videos/202105/03/387507511/360P_360K_387
507511_fb.mp4?6mzrveSaryoQFlAVHyT61

3Q696Q8W.htm.28.dr false high

https://ei.rdtcdn.com/m=eW0Q8f/media/videos/201906/03/170
94361/original/6.jpg

3Q696Q8W.htm.28.dr false high

https://cv-
ph.rdtcdn.com/videos/202105/04/387515351/360P_360K_387
515351_fb.mp4?P2AE___n0U_VaRzoKQTZT

3Q696Q8W.htm.28.dr false high

https://ei.rdtcdn.com/m=eah-
8f/media/videos/201910/05/22663401/original/10.jpg

3Q696Q8W.htm.28.dr false high

https://ci.rdtcdn.com/m=eah-
8f/media/videos/201911/18/24666131/original/1.jpg

J59WAZ8O.htm.32.dr false high

https://ei-
ph.rdtcdn.com/videos/201909/10/247562661/thumbs_20/(m=b
Ia44NVg5p)(mh=1Yaa01-wZF-nhfcu)11.

3Q696Q8W.htm.28.dr false high

https://de.redtube.com/ 3Q696Q8W.htm.28.dr false high

https://ei-
ph.rdtcdn.com/videos/202105/04/387509491/original/(m=eGJF
8f)(mh=FsME_oO0WYGXaerm)

3Q696Q8W.htm.28.dr false high

https://ew.rdtcdn.com/media/videos/202006/05/32346581/360
P_360K_32346581_fb.mp4

J59WAZ8O.htm.32.dr false high

https://cdn1d-static-shared.phncdn.com/timings-1.0.0.js 3Q696Q8W.htm.28.dr false high

https://ei.rdtcdn.com/m=ejrk8f/media/videos/201709/01/24152
38/original/8.jpg

3Q696Q8W.htm.28.dr false high

https://ei.rdtcdn.com/m=eGJF8f/media/videos/202010/07/3673
7251/original/8.jpg

3Q696Q8W.htm.28.dr false high

https://jp.redtube.com/ 3Q696Q8W.htm.28.dr false high

https://ci.rdtcdn.com/m=bIa44NVg5p/media/videos/202002/24/
28666111/original/4.webp

J59WAZ8O.htm.32.dr false high

https://ci.rdtcdn.com/m=eW0Q8f/media/videos/202009/23/363
06321/original/12.jpg

J59WAZ8O.htm.32.dr false high

https://ci.rdtcdn.com/m=bIaMwLVg5p/media/videos/202002/24
/28666111/original/4.webp

J59WAZ8O.htm.32.dr false high

https://ei.rdtcdn.com/m=bIa44NVg5p/media/videos/202003/12/
29304471/original/16.webp

3Q696Q8W.htm.28.dr false high

Name Source Malicious Antivirus Detection Reputation
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https://ci.rdtcdn.com/m=eGJF8f/media/videos/202011/27/3844
3391/original/10.jpg

J59WAZ8O.htm.32.dr false high

https://ei.rdtcdn.com/www-
static/cdn_files/redtube/fonts/rt_font.woff?
v=980ebbf246d0ef5eda26cda9f51d

J59WAZ8O.htm.32.dr false high

https://ei.rdtcdn.com/m=eGJF8f/media/videos/201908/30/2109
1451/original/12.jpg

3Q696Q8W.htm.28.dr false high

https://ew.rdtcdn.com/media/videos/201905/02/16280471/360
P_360K_16280471_fb.mp4

J59WAZ8O.htm.32.dr false high

https://ci.rdtcdn.com/m=bIaC8JVg5p/media/videos/201507/17/
1191234/original/10.webp

J59WAZ8O.htm.32.dr false high

https://ei.rdtcdn.com/m=eah-
8f/media/videos/202009/23/36306321/original/12.jpg

3Q696Q8W.htm.28.dr false high

https://ci.rdtcdn.com/m=bIa44NVg5p/media/videos/201908/30/
21091451/original/12.webp

J59WAZ8O.htm.32.dr false high

https://ei.rdtcdn.com/m=eGJF8f/media/videos/202011/14/3799
5051/original/

3Q696Q8W.htm.28.dr false high

https://ei.rdtcdn.com/m=eGJF8f/media/videos/201507/17/1191
234/original/10.jpg

3Q696Q8W.htm.28.dr false high

www.twitter.com/ msapplication.xml5.18.dr false high

https://ei.rdtcdn.com/m=bIa44NVg5p/media/videos/201908/01/
19797721/original/12.webp

3Q696Q8W.htm.28.dr false high

https://ei.rdtcdn.com/m=eah-
8f/media/videos/201908/01/19797721/original/12.jpg

3Q696Q8W.htm.28.dr false high

https://ci.rdtcdn.com/m=eW0Q8f/media/videos/202011/27/384
43391/original/10.jpg

J59WAZ8O.htm.32.dr false high

https://ci.rdtcdn.com/m=eGJF8f/media/videos/202002/11/2825
6221/original/9.jpg

J59WAZ8O.htm.32.dr false high

https://ei.rdtcdn.com/m=eGJF8f/media/videos/201910/14/2306
4031/original/

3Q696Q8W.htm.28.dr false high

https://ei.rdtcdn.com/m=eGJF8f/media/videos/202002/24/2866
6111/original/

3Q696Q8W.htm.28.dr false high

https://ci.rdtcdn.com/m=ejrk8f/media/videos/201503/04/10603
48/original/15.jpg

J59WAZ8O.htm.32.dr false high

https://ci.rdtcdn.com/m=eah-
8f/media/videos/201908/30/21091451/original/12.jpg

J59WAZ8O.htm.32.dr false high

https://ei.rdtcdn.com/www-
static/cdn_files/redtube/images/pc/site_sprite.png?
v=980ebbf246d0ef5eda26c

J59WAZ8O.htm.32.dr false high

https://ei-
ph.rdtcdn.com/videos/202105/04/387509121/original/(m=eGJF
8f)(mh=q7xgJWDcWsX4q2UK)1.jpg

J59WAZ8O.htm.32.dr false high

https://ei-
ph.rdtcdn.com/videos/202105/04/387509121/original/(m=eGJF
8f)(mh=q7xgJWDcWsX4q2UK)

J59WAZ8O.htm.32.dr false high

https://ei-
ph.rdtcdn.com/videos/202105/04/387509491/original/(m=bIa44
NVg5p)(mh=7ioICL_bAT_dRt24)16.w

3Q696Q8W.htm.28.dr false high

https://ei-
ph.rdtcdn.com/videos/202105/04/387513361/original/(m=eah-
8f)(mh=NuBuEPMVJWXaB0aW)10.jpg

3Q696Q8W.htm.28.dr false high

https://ei.rdtcdn.com/m=eGJF8f/media/videos/201908/02/1984
4091/original/12.jpg

3Q696Q8W.htm.28.dr false high

https://ei.rdtcdn.com/m=eW0Q8f/media/videos/201905/17/166
29251/original/10.jpg

3Q696Q8W.htm.28.dr false high

https://ei-
ph.rdtcdn.com/videos/202105/04/387514001/original/(m=eah-
8f)(mh=Bs9HdrhrLlWktZtu)8.jpg

3Q696Q8W.htm.28.dr false high

https://ei.rdtcdn.com/m=bIa44NVg5p/media/videos/202006/05/
32346581/original/3.webp

3Q696Q8W.htm.28.dr false high

Name Source Malicious Antivirus Detection Reputation

Copyright Joe Security LLC 2021 Page 12 of 84



https://ci.rdtcdn.com/m=eGJF8f/media/videos/201412/06/9757
87/original/15.jpg

J59WAZ8O.htm.32.dr false high

https://cv-
ph.rdtcdn.com/videos/202105/04/387509491/360P_360K_387
509491_fb.mp4?fSW3w-dksElv8swwn0k2j

3Q696Q8W.htm.28.dr false high

https://ci.rdtcdn.com/m=eW0Q8f/media/videos/202004/06/302
12591/original/9.jpg

J59WAZ8O.htm.32.dr false high

https://ei-
ph.rdtcdn.com/videos/201909/10/247562661/thumbs_20/(m=e
W0Q8f)(mh=KdEKWpiDmjWWqhNG)11.jpg

3Q696Q8W.htm.28.dr false high

https://ei-
ph.rdtcdn.com/videos/202105/04/387508001/original/(m=bIa44
NVg5p)(mh=WgkKHt6P3FyGF6tj)9.we

J59WAZ8O.htm.32.dr false high

https://ci.rdtcdn.com/m=eW0Q8f/media/videos/202001/14/270
94701/original/10.jpg

J59WAZ8O.htm.32.dr false high

https://github.com/mozilla/vtt.js) video[1].js.28.dr false high

https://ei.rdtcdn.com/m=eah-
8f/media/videos/202011/14/37995051/original/12.jpg

3Q696Q8W.htm.28.dr false high

https://ei-
ph.rdtcdn.com/videos/202105/04/387513361/original/(m=eW0
Q8f)(mh=PP2ysDQazprK4HAR)10.jpg

3Q696Q8W.htm.28.dr false high

https://ei-
ph.rdtcdn.com/m=bIWpYLVg5p/pics/pornstars/000/007/683/th
umb_249751.webp

3Q696Q8W.htm.28.dr false high

https://ei-
ph.rdtcdn.com/videos/202105/04/387513361/original/(m=bIa44
NVg5p)(mh=nUe8L30Rt1MZTwic)10.w

3Q696Q8W.htm.28.dr false high

Name Source Malicious Antivirus Detection Reputation

No. of IPs < 25%

25% < No. of IPs < 50%

50% < No. of IPs < 75%

75% < No. of IPs

IP Domain Country Flag ASN ASN Name Malicious

74.125.133.155 stats.l.doubleclick.net United States 15169 GOOGLEUS false

40.97.156.114 outlook.com United States 8075 MICROSOFT-CORP-MSN-
AS-BLOCKUS

false

52.98.152.162 unknown United States 8075 MICROSOFT-CORP-MSN-
AS-BLOCKUS

false

66.254.114.238 redtube.com United States 29789 REFLECTEDUS false

192.229.221.215 cs742.wpc.rncdn4.com United States 15133 EDGECASTUS false

Contacted IPs

Public
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General Information

Joe Sandbox Version: 32.0.0 Black Diamond

Analysis ID: 403746

Start date: 04.05.2021

Start time: 11:29:25

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 9m 33s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: 609110f2d14a6.dll

Cookbook file name: default.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 
Update 211

Number of analysed new started processes analysed: 34

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal64.troj.winDLL@18/91@39/17

EGA Information: Failed

HDC Information: Successful, ratio: 17.9% (good quality ratio 17.2%)
Quality average: 79.8%
Quality standard deviation: 28.1%

HCA Information: Successful, ratio: 82%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Adjust boot time
Enable AMSI
Found application associated with file extension: 
.dll

40.101.137.34 HHN-efz.ms-
acdc.office.com

United States 8075 MICROSOFT-CORP-MSN-
AS-BLOCKUS

false

193.239.84.195 dorelunonu.us Romania 35215 MERITAPL true

142.250.185.227 www.google.de United States 15169 GOOGLEUS false

192.229.221.206 cs733.wpc.rncdn4.com United States 15133 EDGECASTUS false

66.254.114.38 ads.trafficjunky.net United States 29789 REFLECTEDUS false

205.185.208.79 vip0x04f.ssl.rncdn5.com United States 20446 HIGHWINDS3US false

205.185.208.142 vip0x08e.ssl.rncdn5.com United States 20446 HIGHWINDS3US false

54.154.149.76 tp-rtb-adserver-eu.eu-west-
1.elasticbeanstalk.com

United States 16509 AMAZON-02US false

64.210.135.72 ht-
cdn.trafficjunky.net.sds.rnc
dn7.com

United States 30361 SWIFTWILL2US false

66.254.114.32 hubtraffic.com United States 29789 REFLECTEDUS false

64.210.135.70 unknown United States 30361 SWIFTWILL2US false

IP Domain Country Flag ASN ASN Name Malicious

IP

192.168.2.1

Private
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Warnings:
Excluded IPs from analysis (whitelisted): 
93.184.220.29, 20.82.209.183, 52.255.188.83, 
13.88.21.125, 184.30.20.56, 2.20.142.209, 
2.20.142.210, 92.122.145.220, 88.221.62.148, 
92.122.213.194, 92.122.213.247, 20.82.210.154, 
152.199.19.161, 142.250.185.110, 
142.250.184.196, 20.54.26.129, 142.250.185.206, 
69.16.175.42, 69.16.175.10, 205.185.216.42, 
205.185.216.10
TCP Packets have been reduced to 100
Excluded domains from analysis (whitelisted): 
au.download.windowsupdate.com.edgesuite.net, 
cs9.wac.phicdn.net, arc.msn.com.nsatc.net, 
ocsp.msocsp.com, cds.g7p6a4c2.hwcdn.net, store-
images.s-microsoft.com-c.edgekey.net, fs-
wildcard.microsoft.com.edgekey.net, fs-
wildcard.microsoft.com.edgekey.net.globalredir.aka
dns.net, a1449.dscg2.akamai.net, arc.msn.com, 
e11290.dspg.akamaiedge.net, 
iecvlist.microsoft.com, 
e12564.dspb.akamaiedge.net, go.microsoft.com, 
ocsp.digicert.com, 
audownload.windowsupdate.nsatc.net, 
arc.trafficmanager.net, www.google.com, 
watson.telemetry.microsoft.com, img-prod-cms-rt-
microsoft-com.akamaized.net, 
prod.fs.microsoft.com.akadns.net, au-bg-
shim.trafficmanager.net, www.google-
analytics.com, fs.microsoft.com, www-google-
analytics.l.google.com, ie9comview.vo.msecnd.net, 
ris-prod.trafficmanager.net, 
e1723.g.akamaiedge.net, 
ctldl.windowsupdate.com, a767.dscg3.akamai.net, 
ris.api.iris.microsoft.com, 
skypedataprdcoleus17.cloudapp.net, 
hostedocsp.globalsign.com, store-images.s-
microsoft.com, 
blobcollector.events.data.trafficmanager.net, 
go.microsoft.com.edgekey.net, 
cds.q4u3h3u7.hwcdn.net, 
skypedataprdcolwus15.cloudapp.net, 
cs9.wpc.v0cdn.net
Report size exceeded maximum capacity and may 
have missing behavior information.
Report size getting too big, too many 
NtDeviceIoControlFile calls found.
Report size getting too big, too many 
NtOpenKeyEx calls found.

Time Type Description

11:31:19 API Interceptor 1x Sleep call for process: rundll32.exe modified

Match Associated Sample Name / URL SHA 256 Detection Link Context

40.97.156.114 61mamnet@mamnet.com.doc                                               
.exe

Get hash malicious Browse

       .exe Get hash malicious Browse

32noemai.exe Get hash malicious Browse

1attachment.exe Get hash malicious Browse

       .exe Get hash malicious Browse

3messag.exe Get hash malicious Browse

1rJ1VNAhR5Z.exe Get hash malicious Browse

66.254.114.238 PERuTR7vGb.dll Get hash malicious Browse

Show All

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs
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https://view.joesandbox.com/analysis/147829/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/147829/html/none?idtype=webid
https://view.joesandbox.com/analysis/146387/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/146387/html/none?idtype=webid
https://view.joesandbox.com/analysis/143999/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/143999/html/none?idtype=webid
https://view.joesandbox.com/analysis/141757/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/141757/html/none?idtype=webid
https://view.joesandbox.com/analysis/138808/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/138808/html/none?idtype=webid
https://view.joesandbox.com/analysis/125621/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/125621/html/none?idtype=webid
https://view.joesandbox.com/analysis/121567/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/121567/html/none?idtype=webid
https://view.joesandbox.com/analysis/274864/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/274864/html/none?idtype=webid


08uyd0CNTM.dll Get hash malicious Browse

vbvlCb5GoP.dll Get hash malicious Browse

603e0ffd2eeb9.tar.dll Get hash malicious Browse

602b97e0b415b.png.dll Get hash malicious Browse

DSC_Canon_23.12.2020.exe Get hash malicious Browse

invoice_order_57832.zip.exe Get hash malicious Browse

5f291381b8e10png.dll Get hash malicious Browse

5f291fa0130fcrar.dll Get hash malicious Browse

192.229.221.215 602b97e0b415b.png.dll Get hash malicious Browse

DSC_Canon_23.12.2020.exe Get hash malicious Browse

LGwzOM1BAN.exe Get hash malicious Browse

5f291fa0130fcrar.dll Get hash malicious Browse

Match Associated Sample Name / URL SHA 256 Detection Link Context

Match Associated Sample Name / URL SHA 256 Detection Link Context

vip0x055.ssl.rncdn5.com PERuTR7vGb.dll Get hash malicious Browse 205.185.208.85

08uyd0CNTM.dll Get hash malicious Browse 205.185.208.85

vbvlCb5GoP.dll Get hash malicious Browse 205.185.208.85

603e0ffd2eeb9.tar.dll Get hash malicious Browse 205.185.208.85

invoice_order_57832.zip.exe Get hash malicious Browse 205.185.208.85

ht-cdn.trafficjunky.net.sds.rncdn7.com 08uyd0CNTM.dll Get hash malicious Browse 67.22.48.100

603e0ffd2eeb9.tar.dll Get hash malicious Browse 67.22.48.104

cs742.wpc.rncdn4.com 602b97e0b415b.png.dll Get hash malicious Browse 192.229.22
1.215

DSC_Canon_23.12.2020.exe Get hash malicious Browse 192.229.22
1.215

5f291fa0130fcrar.dll Get hash malicious Browse 192.229.22
1.215

Match Associated Sample Name / URL SHA 256 Detection Link Context

MICROSOFT-CORP-MSN-AS-
BLOCKUS

EBqJhAymeE.rtf Get hash malicious Browse 157.55.173.72

QXfU5ZSUpd.exe Get hash malicious Browse 20.194.35.6

813oo3jeWE.exe Get hash malicious Browse 20.184.2.45

pog.exe Get hash malicious Browse 40.124.7.222

8UsA.sh Get hash malicious Browse 20.233.3.158

pog.exe Get hash malicious Browse 40.124.7.222

nT7K5GG5km Get hash malicious Browse 40.96.198.202

KnAY2OIPI3 Get hash malicious Browse 20.177.182.208

krJF4BtzSv.exe Get hash malicious Browse 65.52.188.118

DSOneApp(1).exe Get hash malicious Browse 40.126.31.141

INV 57474545.doc Get hash malicious Browse 65.52.188.118

kr.ps1 Get hash malicious Browse 204.79.197.200

JRyLnlTR1O Get hash malicious Browse 20.176.121.146

New%20order%20contract.html Get hash malicious Browse 52.98.175.2

ldr.sh Get hash malicious Browse 20.3.143.189

y6f8O0kbEB.exe Get hash malicious Browse 65.52.188.118

confirm this order and sign PI.exe Get hash malicious Browse 13.66.245.231

CMEpJtxLhf.exe Get hash malicious Browse 52.168.94.29

MGuvcs6Ocz Get hash malicious Browse 20.219.183.3

4JQil8gLKd Get hash malicious Browse 20.118.89.120

MICROSOFT-CORP-MSN-AS-
BLOCKUS

EBqJhAymeE.rtf Get hash malicious Browse 157.55.173.72

QXfU5ZSUpd.exe Get hash malicious Browse 20.194.35.6

813oo3jeWE.exe Get hash malicious Browse 20.184.2.45

pog.exe Get hash malicious Browse 40.124.7.222

8UsA.sh Get hash malicious Browse 20.233.3.158

pog.exe Get hash malicious Browse 40.124.7.222

nT7K5GG5km Get hash malicious Browse 40.96.198.202

KnAY2OIPI3 Get hash malicious Browse 20.177.182.208

krJF4BtzSv.exe Get hash malicious Browse 65.52.188.118

DSOneApp(1).exe Get hash malicious Browse 40.126.31.141

INV 57474545.doc Get hash malicious Browse 65.52.188.118

Domains

ASN
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https://view.joesandbox.com/analysis/274862/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/274862/html/none?idtype=webid
https://view.joesandbox.com/analysis/274860/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/274860/html/none?idtype=webid
https://view.joesandbox.com/analysis/270929/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/270929/html/none?idtype=webid
https://view.joesandbox.com/analysis/265054/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/265054/html/none?idtype=webid
https://view.joesandbox.com/analysis/250753/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250753/html/none?idtype=webid
https://view.joesandbox.com/analysis/183886/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/183886/html/none?idtype=webid
https://view.joesandbox.com/analysis/181084/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/181084/html/none?idtype=webid
https://view.joesandbox.com/analysis/181010/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/181010/html/none?idtype=webid
https://view.joesandbox.com/analysis/265054/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/265054/html/none?idtype=webid
https://view.joesandbox.com/analysis/250753/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250753/html/none?idtype=webid
https://view.joesandbox.com/analysis/214441/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/214441/html/none?idtype=webid
https://view.joesandbox.com/analysis/181010/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/181010/html/none?idtype=webid
https://view.joesandbox.com/analysis/274864/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/274864/html/none?idtype=webid
https://view.joesandbox.com/analysis/274862/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/274862/html/none?idtype=webid
https://view.joesandbox.com/analysis/274860/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/274860/html/none?idtype=webid
https://view.joesandbox.com/analysis/270929/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/270929/html/none?idtype=webid
https://view.joesandbox.com/analysis/183886/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/183886/html/none?idtype=webid
https://view.joesandbox.com/analysis/274862/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/274862/html/none?idtype=webid
https://view.joesandbox.com/analysis/270929/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/270929/html/none?idtype=webid
https://view.joesandbox.com/analysis/265054/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/265054/html/none?idtype=webid
https://view.joesandbox.com/analysis/250753/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250753/html/none?idtype=webid
https://view.joesandbox.com/analysis/181010/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/181010/html/none?idtype=webid
https://view.joesandbox.com/analysis/311272/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/311272/html/none?idtype=webid
https://view.joesandbox.com/analysis/310957/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/310957/html/none?idtype=webid
https://view.joesandbox.com/analysis/310801/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/310801/html/none?idtype=webid
https://view.joesandbox.com/analysis/309845/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/309845/html/none?idtype=webid
https://view.joesandbox.com/analysis/309794/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/309794/html/none?idtype=webid
https://view.joesandbox.com/analysis/309784/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/309784/html/none?idtype=webid
https://view.joesandbox.com/analysis/309780/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/309780/html/none?idtype=webid
https://view.joesandbox.com/analysis/309771/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/309771/html/none?idtype=webid
https://view.joesandbox.com/analysis/308612/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/308612/html/none?idtype=webid
https://view.joesandbox.com/analysis/308480/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/308480/html/none?idtype=webid
https://view.joesandbox.com/analysis/307903/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/307903/html/none?idtype=webid
https://view.joesandbox.com/analysis/307011/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/307011/html/none?idtype=webid
https://view.joesandbox.com/analysis/306157/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/306157/html/none?idtype=webid
https://view.joesandbox.com/analysis/306142/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/306142/html/none?idtype=webid
https://view.joesandbox.com/analysis/306049/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/306049/html/none?idtype=webid
https://view.joesandbox.com/analysis/305759/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/305759/html/none?idtype=webid
https://view.joesandbox.com/analysis/305605/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/305605/html/none?idtype=webid
https://view.joesandbox.com/analysis/305416/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/305416/html/none?idtype=webid
https://view.joesandbox.com/analysis/305404/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/305404/html/none?idtype=webid
https://view.joesandbox.com/analysis/305399/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/305399/html/none?idtype=webid
https://view.joesandbox.com/analysis/311272/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/311272/html/none?idtype=webid
https://view.joesandbox.com/analysis/310957/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/310957/html/none?idtype=webid
https://view.joesandbox.com/analysis/310801/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/310801/html/none?idtype=webid
https://view.joesandbox.com/analysis/309845/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/309845/html/none?idtype=webid
https://view.joesandbox.com/analysis/309794/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/309794/html/none?idtype=webid
https://view.joesandbox.com/analysis/309784/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/309784/html/none?idtype=webid
https://view.joesandbox.com/analysis/309780/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/309780/html/none?idtype=webid
https://view.joesandbox.com/analysis/309771/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/309771/html/none?idtype=webid
https://view.joesandbox.com/analysis/308612/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/308612/html/none?idtype=webid
https://view.joesandbox.com/analysis/308480/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/308480/html/none?idtype=webid
https://view.joesandbox.com/analysis/307903/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/307903/html/none?idtype=webid


kr.ps1 Get hash malicious Browse 204.79.197.200

JRyLnlTR1O Get hash malicious Browse 20.176.121.146

New%20order%20contract.html Get hash malicious Browse 52.98.175.2

ldr.sh Get hash malicious Browse 20.3.143.189

y6f8O0kbEB.exe Get hash malicious Browse 65.52.188.118

confirm this order and sign PI.exe Get hash malicious Browse 13.66.245.231

CMEpJtxLhf.exe Get hash malicious Browse 52.168.94.29

MGuvcs6Ocz Get hash malicious Browse 20.219.183.3

4JQil8gLKd Get hash malicious Browse 20.118.89.120

Match Associated Sample Name / URL SHA 256 Detection Link Context

Match Associated Sample Name / URL SHA 256 Detection Link Context

9e10692f1b7f78228b2d4e424db3a98c valuePasteList.dll Get hash malicious Browse 74.125.133.155
66.254.114.238
192.229.22
1.215
142.250.18
5.227
192.229.22
1.206
66.254.114.38
205.185.208.79
205.185.20
8.142
54.154.149.76
64.210.135.72
66.254.114.32
64.210.135.70

3ZtdRsbjxo.exe Get hash malicious Browse 74.125.133.155
66.254.114.238
192.229.22
1.215
142.250.18
5.227
192.229.22
1.206
66.254.114.38
205.185.208.79
205.185.20
8.142
54.154.149.76
64.210.135.72
66.254.114.32
64.210.135.70

Pro-Forma invoicve.html Get hash malicious Browse 74.125.133.155
66.254.114.238
192.229.22
1.215
142.250.18
5.227
192.229.22
1.206
66.254.114.38
205.185.208.79
205.185.20
8.142
54.154.149.76
64.210.135.72
66.254.114.32
64.210.135.70

#U260e#Ufe0fAUDIO-2020-05-26-18-51-m4a_MP4messages
_2202-434.htm

Get hash malicious Browse 74.125.133.155
66.254.114.238
192.229.22
1.215
142.250.18
5.227
192.229.22
1.206
66.254.114.38
205.185.208.79
205.185.20
8.142
54.154.149.76
64.210.135.72
66.254.114.32
64.210.135.70

JA3 Fingerprints
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https://view.joesandbox.com/analysis/307011/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/307011/html/none?idtype=webid
https://view.joesandbox.com/analysis/306157/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/306157/html/none?idtype=webid
https://view.joesandbox.com/analysis/306142/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/306142/html/none?idtype=webid
https://view.joesandbox.com/analysis/306049/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/306049/html/none?idtype=webid
https://view.joesandbox.com/analysis/305759/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/305759/html/none?idtype=webid
https://view.joesandbox.com/analysis/305605/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/305605/html/none?idtype=webid
https://view.joesandbox.com/analysis/305416/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/305416/html/none?idtype=webid
https://view.joesandbox.com/analysis/305404/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/305404/html/none?idtype=webid
https://view.joesandbox.com/analysis/305399/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/305399/html/none?idtype=webid
https://view.joesandbox.com/analysis/311241/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/311241/html/none?idtype=webid
https://view.joesandbox.com/analysis/311094/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/311094/html/none?idtype=webid
https://view.joesandbox.com/analysis/310918/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/310918/html/none?idtype=webid
https://view.joesandbox.com/analysis/310721/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/310721/html/none?idtype=webid


6a9b0000.da.dll Get hash malicious Browse 74.125.133.155
66.254.114.238
192.229.22
1.215
142.250.18
5.227
192.229.22
1.206
66.254.114.38
205.185.208.79
205.185.20
8.142
54.154.149.76
64.210.135.72
66.254.114.32
64.210.135.70

6ba90000.da.dll Get hash malicious Browse 74.125.133.155
66.254.114.238
192.229.22
1.215
142.250.18
5.227
192.229.22
1.206
66.254.114.38
205.185.208.79
205.185.20
8.142
54.154.149.76
64.210.135.72
66.254.114.32
64.210.135.70

s.dll Get hash malicious Browse 74.125.133.155
66.254.114.238
192.229.22
1.215
142.250.18
5.227
192.229.22
1.206
66.254.114.38
205.185.208.79
205.185.20
8.142
54.154.149.76
64.210.135.72
66.254.114.32
64.210.135.70

setup-lightshot.exe Get hash malicious Browse 74.125.133.155
66.254.114.238
192.229.22
1.215
142.250.18
5.227
192.229.22
1.206
66.254.114.38
205.185.208.79
205.185.20
8.142
54.154.149.76
64.210.135.72
66.254.114.32
64.210.135.70

s.dll Get hash malicious Browse 74.125.133.155
66.254.114.238
192.229.22
1.215
142.250.18
5.227
192.229.22
1.206
66.254.114.38
205.185.208.79
205.185.20
8.142
54.154.149.76
64.210.135.72
66.254.114.32
64.210.135.70

Match Associated Sample Name / URL SHA 256 Detection Link Context
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https://view.joesandbox.com/analysis/310653/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/310653/html/none?idtype=webid
https://view.joesandbox.com/analysis/310652/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/310652/html/none?idtype=webid
https://view.joesandbox.com/analysis/310587/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/310587/html/none?idtype=webid
https://view.joesandbox.com/analysis/310581/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/310581/html/none?idtype=webid
https://view.joesandbox.com/analysis/310577/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/310577/html/none?idtype=webid


EAGLE.dll Get hash malicious Browse 74.125.133.155
66.254.114.238
192.229.22
1.215
142.250.18
5.227
192.229.22
1.206
66.254.114.38
205.185.208.79
205.185.20
8.142
54.154.149.76
64.210.135.72
66.254.114.32
64.210.135.70

a4.dll Get hash malicious Browse 74.125.133.155
66.254.114.238
192.229.22
1.215
142.250.18
5.227
192.229.22
1.206
66.254.114.38
205.185.208.79
205.185.20
8.142
54.154.149.76
64.210.135.72
66.254.114.32
64.210.135.70

b75e7348_by_Libranalysis.dll Get hash malicious Browse 74.125.133.155
66.254.114.238
192.229.22
1.215
142.250.18
5.227
192.229.22
1.206
66.254.114.38
205.185.208.79
205.185.20
8.142
54.154.149.76
64.210.135.72
66.254.114.32
64.210.135.70

Purchase Order comfirmation to issue INVOICE.html Get hash malicious Browse 74.125.133.155
66.254.114.238
192.229.22
1.215
142.250.18
5.227
192.229.22
1.206
66.254.114.38
205.185.208.79
205.185.20
8.142
54.154.149.76
64.210.135.72
66.254.114.32
64.210.135.70

0429_1556521897736.doc_berd.dll Get hash malicious Browse 74.125.133.155
66.254.114.238
192.229.22
1.215
142.250.18
5.227
192.229.22
1.206
66.254.114.38
205.185.208.79
205.185.20
8.142
54.154.149.76
64.210.135.72
66.254.114.32
64.210.135.70

Match Associated Sample Name / URL SHA 256 Detection Link Context

Copyright Joe Security LLC 2021 Page 19 of 84

https://view.joesandbox.com/analysis/310576/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/310576/html/none?idtype=webid
https://view.joesandbox.com/analysis/310469/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/310469/html/none?idtype=webid
https://view.joesandbox.com/analysis/310311/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/310311/html/none?idtype=webid
https://view.joesandbox.com/analysis/310041/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/310041/html/none?idtype=webid
https://view.joesandbox.com/analysis/309853/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/309853/html/none?idtype=webid


M3f3pIfDgg.dll Get hash malicious Browse 74.125.133.155
66.254.114.238
192.229.22
1.215
142.250.18
5.227
192.229.22
1.206
66.254.114.38
205.185.208.79
205.185.20
8.142
54.154.149.76
64.210.135.72
66.254.114.32
64.210.135.70

LphantSetup-r126-n-bi.exe.0000.exe Get hash malicious Browse 74.125.133.155
66.254.114.238
192.229.22
1.215
142.250.18
5.227
192.229.22
1.206
66.254.114.38
205.185.208.79
205.185.20
8.142
54.154.149.76
64.210.135.72
66.254.114.32
64.210.135.70

e5480369_by_Libranalysis.dll Get hash malicious Browse 74.125.133.155
66.254.114.238
192.229.22
1.215
142.250.18
5.227
192.229.22
1.206
66.254.114.38
205.185.208.79
205.185.20
8.142
54.154.149.76
64.210.135.72
66.254.114.32
64.210.135.70

valuePasteList.dll Get hash malicious Browse 74.125.133.155
66.254.114.238
192.229.22
1.215
142.250.18
5.227
192.229.22
1.206
66.254.114.38
205.185.208.79
205.185.20
8.142
54.154.149.76
64.210.135.72
66.254.114.32
64.210.135.70

presentation.jar Get hash malicious Browse 74.125.133.155
66.254.114.238
192.229.22
1.215
142.250.18
5.227
192.229.22
1.206
66.254.114.38
205.185.208.79
205.185.20
8.142
54.154.149.76
64.210.135.72
66.254.114.32
64.210.135.70

Match Associated Sample Name / URL SHA 256 Detection Link Context
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presentation.jar Get hash malicious Browse 74.125.133.155
66.254.114.238
192.229.22
1.215
142.250.18
5.227
192.229.22
1.206
66.254.114.38
205.185.208.79
205.185.20
8.142
54.154.149.76
64.210.135.72
66.254.114.32
64.210.135.70

Match Associated Sample Name / URL SHA 256 Detection Link Context

No context

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\DOMStore\DURNCK2N\www.redtube[1].xml
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 26

Entropy (8bit): 2.469670487371862

Encrypted: false

SSDEEP: 3:D90aK1r0aKb:JFK1rFKb

MD5: 132294CA22370B52822C17DCB5BE3AF6

SHA1: DD26B82638AD38AD471F7621A9EB79FED448A71C

SHA-256: 451ABBE0AEFC000F49967DABF8D42344D146429F03C8C8D4AE5E33FF9963CF77

SHA-512: 6D5808CAD199A785C82763C68F0AE1F4938C304B46B70529EA26B3D300EF9430AD496C688D95D01588576B3A577001D62245D98137FD5CD825AD62E17D36F15C

Malicious: false

Reputation: high, very likely benign file

Preview:
<root></root><root></root>

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\RecoveryStore.{02823E35-AD07-11EB-90E5-ECF4BB570DC9}.dat
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: Microsoft Word Document

Category: dropped

Size (bytes): 29272

Entropy (8bit): 1.7654337836104095

Encrypted: false

SSDEEP: 48:Iw5GcprU7GwpL5G/ap8xZGIpchGvnZpvSTGoQCqp9SBKGo4UDKpmcBpGWQ4ccsGH:rfZUVZd2xLWutBbfgUDKMh7azoHqZUMB

MD5: 3CA73B2E2885F13062F354754FD6D0A3

SHA1: 64DC7A282180A499B63C3A6B5272873081521ADA

SHA-256: 670B4EF9B43AD728DEEE1BB426150ACB2AE99C408605D323702545E4F4741FA5

SHA-512: 1BA776A7BEB092F397BAB86F200EF15450B73877985119FE250C837215C38B1AD3C87939A75B276CF15BCBDA6E7170C3FAC2A7D6978424974AC3423C0B33C0F4

Malicious: false

Preview:
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................................................R.o.o.t. .E.n.t.r.
y.............................................................................................................................................................................................................................................................................
........................................................................................................................................................................................................

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\RecoveryStore.{0A772925-AD07-11EB-90E5-ECF4BB570DC9}.dat
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: Microsoft Word Document

Category: dropped

Size (bytes): 29272

Entropy (8bit): 1.772155990332141

Encrypted: false

SSDEEP: 96:rjZ0Z92oLWytObf256KMRuiLz0WqkJ5MB:rjZ0Z92cWytef2xMRzwkUB

Dropped Files

Created / dropped Files

Copyright Joe Security LLC 2021 Page 21 of 84

https://view.joesandbox.com/analysis/308854/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/308854/html/none?idtype=webid


MD5: 5BFCA86BAF3D921316792C8043BCF6C7

SHA1: 515AE98B2E8A7CE9A7B98C13D74C433EAA755900

SHA-256: 4DA17226AA49F005E7DC94C186AAC99E33617FF78711299A7E615B8AB72857FA

SHA-512: 59DED0F199BD5FB4A2CB08B018F9C49BE81E8289D143685D91B5687DDE29BBBB23D199DCAAE78B90D548152E28F9F2730AB0FE9A9CFA859D896831FCFFE2121
D

Malicious: false

Preview:
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................................................R.o.o.t. .E.n.t.r.
y.............................................................................................................................................................................................................................................................................
........................................................................................................................................................................................................

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\RecoveryStore.{0A772925-AD07-11EB-90E5-ECF4BB570DC9}.dat

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\RecoveryStore.{E76844D3-AD06-11EB-90E5-ECF4BB570DC9}.dat
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: Microsoft Word Document

Category: dropped

Size (bytes): 29272

Entropy (8bit): 1.7706141196305307

Encrypted: false

SSDEEP: 96:r/oZYZR2pLWvCtcbftUzKMEbJzqnqqUMB:r/oZYZR2pWvCt8ftRMeZWB

MD5: AC9C7123E1D0B246CB373FBE6FA53CF4

SHA1: 262B851A68C9BA891E3E493740155937DF94AC26

SHA-256: 9CE210AD19323E0E353A91F9A5E976CEE388B6D1AB96182DA84F37ABDE79F1D6

SHA-512: 7DEAF9D9792A3E6FAD6A0BFF445762B00C8C94011C50B446C6CAA3C750330DD12FFFC92C1F4369A3D58047A2347E95371305DBF4C7F1A3D35976A2E0AC91CD5
B

Malicious: false

Preview:
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................................................R.o.o.t. .E.n.t.r.
y.............................................................................................................................................................................................................................................................................
........................................................................................................................................................................................................

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{02823E37-AD07-11EB-90E5-ECF4BB570DC9}.dat
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: Microsoft Word Document

Category: dropped

Size (bytes): 31344

Entropy (8bit): 1.676352576203072

Encrypted: false

SSDEEP: 48:IwEGcprFGwpaVG4pQpGrapbSiZGQpByGHHpcMaTGUp8KGzYpmWsOGopGAfakoGyT:rYZPQH6JBSizjJ2MqW2MX+sT/g2cFQyA

MD5: 7EA843E7D9FD8A0D4A64F099C0C628C8

SHA1: E91CF8379779055356C99E2E45ADCF31654C2229

SHA-256: 5D3083BA7C00304A564F750BF6BF36BF2247950C62FA0D0311BC654D289192A0

SHA-512: B1D8375C66B2B646D5A3F910ABB93A9381D888D7A838B50AC2AB25EC387D1F2FFB09CDFDECC7D4D4A1377E74FB6F7CE3D1FD0E3FA31616B17C8F4569B81FB7
E7

Malicious: false

Preview:
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................................................R.o.o.t. .E.n.t.r.
y.............................................................................................................................................................................................................................................................................
........................................................................................................................................................................................................

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{0A772927-AD07-11EB-90E5-ECF4BB570DC9}.dat
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: Microsoft Word Document

Category: dropped

Size (bytes): 31344

Entropy (8bit): 1.6762281371013725

Encrypted: false

SSDEEP: 96:rTZYQk6yBSqzj12YqWCMb+sfl/82IFNyA:rTZYQk6ykij121WCMKsfl/82IF0A

MD5: 8541749F92DB8587C1AFDF672F902BF4

SHA1: E767CCF885406BF0B1B17C027291DA9B324D1CA9

SHA-256: 4206191144D1E63E9D09749BDACC1F0B71261D0D2F7A8C36AC46D313A6A131BA

SHA-512: 957DCF651178589720BEF11450894416646C0E30198205676F9656DAA1AA6C9F4EAA14083D099E5018D0CF4BB8AAAB7AA166E5CBEE46FF2C0F12ACB23AE18530

Malicious: false

Preview:
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................................................R.o.o.t. .E.n.t.r.
y.............................................................................................................................................................................................................................................................................
........................................................................................................................................................................................................
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C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{E76844D5-AD06-11EB-90E5-ECF4BB570DC9}.dat
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: Microsoft Word Document

Category: dropped

Size (bytes): 27924

Entropy (8bit): 1.84367204220909

Encrypted: false

SSDEEP: 192:rkZfQh6Pk4jZ2VW0MY28SZD1ANx8SZD1Aypr:rUY8M6oshbbQDbQy9

MD5: D0ED87F5E559A5BF4252AE72548F3770

SHA1: C68D122A2F583B4D833123F655B869BB96A58DD5

SHA-256: 9E42ADCCB46531B2ED7B673C2B50B8E03D9E944FC809E3C6744250A1D2D44971

SHA-512: 88BD2EDA2B0402EE387035B4BB1303BF369307E304CC7FD1E4D479F391FBB2CA52E4910467EC41D298B1F2160A1A0621A217BFE929E42F6F3E4E5178A0F5B03D

Malicious: false

Preview:
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................................................R.o.o.t. .E.n.t.r.
y.............................................................................................................................................................................................................................................................................
........................................................................................................................................................................................................

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-17529550060\msapplication.xml
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 657

Entropy (8bit): 5.0904006811815

Encrypted: false

SSDEEP: 12:TMHdNMNxOEUA4ynWimI002EtM3MHdNMNxOEUA4ynWimI00ONVbkEtMb:2d6NxOh1ySZHKd6NxOh1ySZ7Qb

MD5: B97A53BBF42B12A09FAE075527D63240

SHA1: 2CA8EFC31ED8C3136DA1873ABC3DAE1312786058

SHA-256: 9EE89B1E3379F0541720831166291CA8C5044844A39C8801597BE4DA9AB03FDD

SHA-512: 6B90ACD4927FC6E02A730203A8E24F05F79ADBF51C0C616C9069DBAC7B3118771E067E5DF85B2ED8087B3BA9EFA95CDAF2071F7EEBF89C766F68452637CEAD9
8

Malicious: false

Preview:
<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.twitter.com/"/><date>0xbe2f63c4,0x01d74113</date><
accdate>0xbe2f63c4,0x01d74113</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.twitter.com/"/><date>0xbe2f63c4,0x01d74113</date><accdate>0
xbe2f63c4,0x01d74113</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Twitter.url"/></tile
></msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-18270793970\msapplication.xml
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 654

Entropy (8bit): 5.102633573801434

Encrypted: false

SSDEEP: 12:TMHdNMNxe2kjvnWimI002EtM3MHdNMNxe2kjvnWimI00ONkak6EtMb:2d6NxrGSZHKd6NxrGSZ72a7b

MD5: E6EA84B64F1DD8875CDAC1F801F4E291

SHA1: 90A6150DECEE71693F5A040ED1C5FAA5883A5E11

SHA-256: 82DA6274BEC71CC5C6634352468EBF0FE93D1A5A2DBF49B16B1913F4B55B73F7

SHA-512: 853D4F79EB5C6BD5B526FAE58BF518476141A6D96FD65389DDBF9E0C9B54691CBF4126845E6295D24102A271A63279D63DB568B0F89C60AFE7297378987382F9

Malicious: false

Preview:
<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.amazon.com/"/><date>0xbe23783a,0x01d74113</date><a
ccdate>0xbe23783a,0x01d74113</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.amazon.com/"/><date>0xbe23783a,0x01d74113</date><a
ccdate>0xbe23783a,0x01d74113</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Am
azon.url"/></tile></msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-21706820\msapplication.xml
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 663

Entropy (8bit): 5.110509906188607

Encrypted: false

SSDEEP: 12:TMHdNMNxvLUA4ynWimI002EtM3MHdNMNxvLUA4ynWimI00ONmZEtMb:2d6NxvY1ySZHKd6NxvY1ySZ7Ub

MD5: F639F2D30FBBAD475B158F0F71AE4CBA

SHA1: A8AED765FF0A2E1ED57FB4367B19BF124676944B
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SHA-256: EE979B2E08F0A6482EC53AA930FB25CAD65CD31A84DD7ADD75279B6B730E25BE

SHA-512: 0B3B6A6082AF36F2963E906C9C0B15F767A683982FB891A5EF4800E988BE5EF3F202B318221DEF1D12549E9281B9D117D21D612605E4DE9CD4CC549067ED9D06

Malicious: false

Preview:
<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.wikipedia.com/"/><date>0xbe2f63c4,0x01d74113</date>
<accdate>0xbe2f63c4,0x01d74113</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.wikipedia.com/"/><date>0xbe2f63c4,0x01d74113</date><accda
te>0xbe2f63c4,0x01d74113</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Wikipe
dia.url"/></tile></msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-21706820\msapplication.xml

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-4759708130\msapplication.xml
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 648

Entropy (8bit): 5.085432414574833

Encrypted: false

SSDEEP: 12:TMHdNMNxiRxzVxTnWimI002EtM3MHdNMNxiRxzVxTnWimI00ONd5EtMb:2d6Nxix5xTSZHKd6Nxix5xTSZ7njb

MD5: D26B4EDDF9D1257A17F44FBB38BDA2C0

SHA1: 04781D90AC7833EC229BAB51CCB2F778289C0018

SHA-256: 6A4EB36401F99CB2B82D10426218024D0FE2DCFB24B2A4FF130AC1307054EEC2

SHA-512: 50E7A5762C5DD784EB1DA1D7B73E69D41F104FBAB08F58366D41C1560CAC90C37D31BB397F0B81D60238211B2964D4164866C978C3CFFE08F2E930345EFC1C5A

Malicious: false

Preview:
<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.live.com/"/><date>0xbe2a9f11,0x01d74113</date><acc
date>0xbe2a9f11,0x01d74113</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?xml 
version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.live.com/"/><date>0xbe2a9f11,0x01d74113</date><accdate>0xbe2a9
f11,0x01d74113</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Live.url"/></tile>
</msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-6757900\msapplication.xml
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 657

Entropy (8bit): 5.120993512117799

Encrypted: false

SSDEEP: 12:TMHdNMNxhGwUA4ynWimI002EtM3MHdNMNxhGwUA4ynWimI00ON8K075EtMb:2d6NxQd1ySZHKd6NxQd1ySZ7uKajb

MD5: F3B5B5A578BFBA310A107351378D49CE

SHA1: D50201D1844441FF9BF1723F63C8699CA6B4741C

SHA-256: 5FFABA7EA44F47E16BE510669386CED22C940679086B8306B6B8D92C29159374

SHA-512: C51ED0B4549B03791E9EF9F2438F8F980646522F38F40B30CB8E0D999AEA149083392B45567A0B8BC7F5EB127F8D29F5285AFDD4D63F362E1F7731984721FB35

Malicious: false

Preview:
<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.youtube.com/"/><date>0xbe2f63c4,0x01d74113</date><
accdate>0xbe2f63c4,0x01d74113</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.youtube.com/"/><date>0xbe2f63c4,0x01d74113</date><accdate>0
xbe2f63c4,0x01d74113</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Youtube.url"/>
</tile></msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-8760897390\msapplication.xml
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 654

Entropy (8bit): 5.075093139232617

Encrypted: false

SSDEEP: 12:TMHdNMNx0no+nWimI002EtM3MHdNMNx0no+nWimI00ONxEtMb:2d6Nx01SZHKd6Nx01SZ7Vb

MD5: 658BC07BCBCCA8CCE807DC2CD71391CD

SHA1: 7C991FCEBF7852FE445F01F3011EAD44087E146A

SHA-256: 4DBE296582D46B2BC368DBD0420053B44CF4D5AAF3BE2B45EED16E05221D60FA

SHA-512: 7B37E075EF851EA2022019D51B220DB2C8E573575B8A419D378F8A3859C8299EBE7E731825AB08A73057F4DCEBA5A4697D84D5E586F7C4D5ECCFF2F442860957

Malicious: false

Preview:
<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.reddit.com/"/><date>0xbe2d0148,0x01d74113</date><a
ccdate>0xbe2d0148,0x01d74113</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.reddit.com/"/><date>0xbe2d0148,0x01d74113</date><accdate>0xb
e2d0148,0x01d74113</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Reddit.url"/></tile>
</msapplication></browserconfig>..
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C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin20259167780\msapplication.xml
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 657

Entropy (8bit): 5.110165078351563

Encrypted: false

SSDEEP: 12:TMHdNMNxxRxzVxTnWimI002EtM3MHdNMNxxRxzVxTnWimI00ON6Kq5EtMb:2d6NxHx5xTSZHKd6NxHx5xTSZ7ub

MD5: 070B8A6572597D1F7AE0BBEE715B1571

SHA1: 5A5345556150390172A97ED913770D7C7A848F24

SHA-256: A579781A35C680E6372C4D148D390CAFC977FD4511A5BDF1669905062B7C2B56

SHA-512: 57591F12A3AC9100E0D8AB2862B26BB613F3C75EA785617782CDE3F7240A35040F27E7E98F161CCB9F8ACF50E3499EF0E101BA56CF26813DBCC2F512175924BD

Malicious: false

Preview:
<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.nytimes.com/"/><date>0xbe2a9f11,0x01d74113</date><
accdate>0xbe2a9f11,0x01d74113</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.nytimes.com/"/><date>0xbe2a9f11,0x01d74113</date><accdate>0
xbe2a9f11,0x01d74113</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\NYTimes.url"/>
</tile></msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin20332743330\msapplication.xml
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 660

Entropy (8bit): 5.085963973271246

Encrypted: false

SSDEEP: 12:TMHdNMNxcGInWimI002EtM3MHdNMNxcGInWimI00ONVEtMb:2d6NxASZHKd6NxASZ71b

MD5: 06666D9FD08304402341FD87519D32B0

SHA1: 61FFD1DE4DE86C23A22550BBDF540FBC1C404AD7

SHA-256: 918BEBC430017461EA7F07732A69277E931650FE7CEEE09D379E8F6F39554D32

SHA-512: A7BD357B023675298E352B3A310DACA92DC2A17FDE060F9F632DEC599E190BADAD6A571439C389BE40D451D5B383AA07486B951FC122FDB50AA85CB6BD363C
5B

Malicious: false

Preview:
<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.facebook.com/"/><date>0xbe25da50,0x01d74113</date>
<accdate>0xbe25da50,0x01d74113</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.facebook.com/"/><date>0xbe25da50,0x01d74113</date><accdate
>0xbe25da50,0x01d74113</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Facebook
.url"/></tile></msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin8215062560\msapplication.xml
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 654

Entropy (8bit): 5.106060020908398

Encrypted: false

SSDEEP: 12:TMHdNMNxfnV1nWimI002EtM3MHdNMNxfnV1nWimI00ONe5EtMb:2d6NxfSZHKd6NxfSZ7Ejb

MD5: 1AA983A0E7A64D01E0519C9022B3C5D7

SHA1: 8E8A9144022455549AF94118A18270FE38C9E2A3

SHA-256: AE11C747BB1D4688ABFF5ABCAAD23DFD239F0521E814D62390D926224B4D7952

SHA-512: 20032403B969285DDB0CE58ACFF8061C7A44BCFD1EBEDDA15DC4010AE615C8C9F53C6E7A4E717CD5CF0793DB97468FC2E4FC15A2F62D9F573245CBA5EB66F3
DD

Malicious: false

Preview:
<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.google.com/"/><date>0xbe283c95,0x01d74113</date><a
ccdate>0xbe283c95,0x01d74113</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.google.com/"/><date>0xbe283c95,0x01d74113</date><a
ccdate>0xbe283c95,0x01d74113</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Go
ogle.url"/></tile></msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\imagestore\dikxvqf\imagestore.dat
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: data

Category: modified

Size (bytes): 7372

Entropy (8bit): 7.8828965082802265

Encrypted: false

SSDEEP: 192:74PSy3NwU5TIm/ZppBpo2UesiW7xLoo6O:74P/tTIuZpFqeQ6oR
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MD5: 5572A42DE553F7EA93EFBCA6B703BA8D

SHA1: E7335E891289B8B94A50B505BABB17D7FF7451DE

SHA-256: 6CB4AABA922B0762C8703E9D0CA43F7C91BBA289370E87E893BFECBE2A699A6C

SHA-512: 832A1CAD58F612BA2BB298EA849ED0284AB85A1D7B2067732D2B7CEF78AA03952301EAE7D96A5C5204A8033161BB1C12804C4B8C1AF692AC22A7CB3F467290D
6

Malicious: false

Preview:
o.h.t.t.p.s.:././.e.i...r.d.t.c.d.n...c.o.m./.w.w.w.-.s.t.a.t.i.c./.c.d.n._.f.i.l.e.s./.r.e.d.t.u.b.e./.i.c.o.n.s./.f.a.v.i.c.o.n...p.n.g.?.v.=.9.8.0.e.b.b.f.2.4.6.d.0.e.f.5.e.d.a.2.6.c.d.a.9.f.5.1.d.
7.9.3.8.7.6.5.8.5.7.b.0......PNG........IHDR.............%.\.....sRGB.........IDATx..].x.E.>...!..H."-..4C... ~.....E....C. ......(.]..:!...$!..$..@.....e...........gggO}.=[fwf|..oZ.../E...\.*..j.....
,kv..ee...6.h..))AA...I..RW..T(.....0c..N.@..).....(X....=..bq...J.E.q.I....QE.!...P...=...I.G..w....+.$....".....Q+.CH.Z"O..F....w....JV.q.."...c...Q...D..q_.Dj..-.y.@.I........u).zQ{....6.R 
..uOPy...[..]V.>z...YE.J.....i.).yRJ]......c.c@]..DS...k..Y.Ux.@._.X..t..sF{.$..Z.Z...^....L.so..U!...VdT.,..z ....i........T..<.c......c .=v.......4oe=(,((f5.AI...9....k.@.g...+f.,.?.....R.h..Z....
2.m.Fw.5.k..A1..v.^t...9.bm...q.;.$.7...@.E`h.b..w<..".1.?J.:.].k...T...Q.D$:.+.....zh.#..(.....Z4h.>..O.Z....>~~ZH..d.;.k.c....!:..%.....K.........K..1.}b....|.%.....M.......8.cb.^'.9 *

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\imagestore\dikxvqf\imagestore.dat

C:\Users\user\AppData\Local\Microsoft\Windows\History\History.IE5\mms\QIU4QMT6\409721[1].dat
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: data

Category: dropped

Size (bytes): 1114112

Entropy (8bit): 7.338510347247192

Encrypted: false

SSDEEP: 24576:Q7kmGuDB18DaIttd544WDRfMQoG0dj4RvC/Q1CHSYxIx:8GqkDn54lNoGUj4wCcI

MD5: B84C1DD3DA3ABF185112B032BA552420

SHA1: A703AE83E7C281CF24C1AE6E5DF0C4B113457429

SHA-256: 2A79A557904F9BBE036BEC831E3E32163FBA08696435C4F3BA7A1BCC9C40CCD2

SHA-512: 17B88008A323036A0BCE2944E5816D0D68C517F5DEE958C811C406918C665EB00E3C75F9E207C683E039400A641E044D212328473CBCDF85C4ED0A3C71ECE39D

Malicious: false

Preview:
......4L3.\.... .#...2>z/.3..8...$..`[...g. .../V..A......m2h...{XM.x....^.:{k.P.[....b..c ..J0N..).R.j.d}d...z=m.-:.*...`.h]<..N..Fr..p.....F..K/.D.3i_.+@.t.Y3d.H..w...z9Z...\9w...0..w" ..RN...._..
(...a.....-mWd%~..\..w...).ot.?l._.Wu...E+).5..0.Tyz..H" .J`Mz%.9c..;..F_...t-....q..^C.....p{"c..?.....zm......N..8,v7\.x...Ad...._z.Nmk....-r.O1@.^...F.i.._..a/..h.h.FKA....$..M\s3
.b..~BA.A.[.:......)zI.m.Lf.......F.W!....Q.,.kM..t;.=^...Yw.MY.j.a.q...&Z.Z.i...M.t.S................:.\.].p..|`x..<....&..)_?.7.A......p'..@.c....<.$....5?......uF......`sR.3..G....`...x.\s.N.1V.X.l
.z.T..zZ.*...(.cL.}..6>........Cc......T.....EG4;.x5...h..3[.....0x...O5.........$.^...uL..^$SS..4.j...G~...9.1.i. ......_...i..#.....>.E..G..O...q..q.a8.#..?..A.;..%U0H+.z:a..;....c6[.c+3,=
`.F4.R"t..t......{.Y...O!..8.W*.|.S?..R....&.M..F.....|....<...{.8.0....C...@.y5.sp.*?.xgm....re.t..._.`1Z.y....U1..........[..Z...1...v.\".B.. .?.2...[....iR3...A...tE..u.J

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\10[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 304x171, frames 3

Category: downloaded

Size (bytes): 10980

Entropy (8bit): 7.93837717938631

Encrypted: false

SSDEEP: 192:MHhXdSo5aHcbXie6gLm+eMiLhP0q1yLMev3J6xKLt/AqbAtxS8jK4EPe2B:MhdSoQ8bS2Ln8VP0Wcth6wPAtxS052B

MD5: 1B65F6670C1F3772392AA9CA953A9325

SHA1: C46A10C77F7598A848EEAF6A84BB04C2964C2682

SHA-256: D0043E98B1819A8C89B10A6E4F88E8A0948C8F018CE1167C64D8C8EA778BA5C5

SHA-512: B694D19FF45BCEDF8E799CA6ED7325D33458C2D3981472E9302CBBD8CFBDAF1B2F52D29BD99B7EA2BEA52D4F865AD76FD1C2D89768C3C64874A4A70B87479E
03

Malicious: false

IE Cache URL: https://ei.rdtcdn.com/m=eW0Q8f/media/videos/202001/14/27094701/original/10.jpg

Preview:
......JFIF.............C..............................................!........."$".$.......C.........................................................................0.."..............................................................................*A.k-
.du...k.."D/.Nb.Uv....X.KV...[NW..kl......-..ULZ../2d..9.....Sdf...Q>.BA.Z.T...q..d....#..X..f..oA..6....N..l...l.N.w...9..Bu_g-....6Y.....H....$.A......m..G..f..\.......o.#...k...w......RY...;7...
.fQ.Z!O..A.8.NJl..v....fsM@{]b.n}%x.....S^o...?......y(l..a....A....f.~.n..zM`...k......)..%v....4.....Q\.Os.2..2t./..u.4....Q..4.W.2..q...b/f.X.C....d.y..2..p./X!...e..&y.p.[.'...1c[....$.....
<...Y...-m.R.d..,[,'.mC)aV.I.8..0...<.._<.y.!..)O-...m.kR.../.........t.K.T..d+.q..=[1@.b.H..t.*.(..-}|.*~.+n..N..\.Y..r...C~tRp.......K.6/..2..L..l..V...(.].....>=v..\r?M.<0UjWB.g8.l%..x
.5.......-.......Ak...aM.7M.9.....&y..]*.j..wA.X..fw..:W8...........x`>.VL...O2...&..%'uW...h..'.K.f.t.K....q;2.W.*......m}.....5A.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\10[2].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 304x171, frames 3

Category: downloaded

Size (bytes): 10980

Entropy (8bit): 7.93837717938631

Encrypted: false

SSDEEP: 192:MHhXdSo5aHcbXie6gLm+eMiLhP0q1yLMev3J6xKLt/AqbAtxS8jK4EPe2B:MhdSoQ8bS2Ln8VP0Wcth6wPAtxS052B

MD5: 1B65F6670C1F3772392AA9CA953A9325

SHA1: C46A10C77F7598A848EEAF6A84BB04C2964C2682

SHA-256: D0043E98B1819A8C89B10A6E4F88E8A0948C8F018CE1167C64D8C8EA778BA5C5

SHA-512: B694D19FF45BCEDF8E799CA6ED7325D33458C2D3981472E9302CBBD8CFBDAF1B2F52D29BD99B7EA2BEA52D4F865AD76FD1C2D89768C3C64874A4A70B87479E
03

Malicious: false
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IE Cache URL: https://ci.rdtcdn.com/m=eW0Q8f/media/videos/202001/14/27094701/original/10.jpg

Preview:
......JFIF.............C..............................................!........."$".$.......C.........................................................................0.."..............................................................................*A.k-
.du...k.."D/.Nb.Uv....X.KV...[NW..kl......-..ULZ../2d..9.....Sdf...Q>.BA.Z.T...q..d....#..X..f..oA..6....N..l...l.N.w...9..Bu_g-....6Y.....H....$.A......m..G..f..\.......o.#...k...w......RY...;7...
.fQ.Z!O..A.8.NJl..v....fsM@{]b.n}%x.....S^o...?......y(l..a....A....f.~.n..zM`...k......)..%v....4.....Q\.Os.2..2t./..u.4....Q..4.W.2..q...b/f.X.C....d.y..2..p./X!...e..&y.p.[.'...1c[....$.....
<...Y...-m.R.d..,[,'.mC)aV.I.8..0...<.._<.y.!..)O-...m.kR.../.........t.K.T..d+.q..=[1@.b.H..t.*.(..-}|.*~.+n..N..\.Y..r...C~tRp.......K.6/..2..L..l..V...(.].....>=v..\r?M.<0UjWB.g8.l%..x
.5.......-.......Ak...aM.7M.9.....&y..]*.j..wA.X..fw..:W8...........x`>.VL...O2...&..%'uW...h..'.K.f.t.K....q;2.W.*......m}.....5A.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\10[2].jpg

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\15[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 304x171, frames 3

Category: downloaded

Size (bytes): 11913

Entropy (8bit): 7.947055013265786

Encrypted: false

SSDEEP: 192:AWjSgHLK9m61T3qKso47SkOK1S0pcfKcPxBh1jHNgQUpNJR2r+lHnkQ6BLa0thQ:3PWV1TarUkOYpQK6vCQUVwr+lHk3tK

MD5: 72914C6DA6E41502289CE8B09BFAFF5F

SHA1: 181C298030421DC90BC8C73FD30D3250D02A0A13

SHA-256: AAE4196480129443294B8379ED67654EDE41CE7273D03729ADF8FEC2E2F9370E

SHA-512: C647F82489C6BDAF4E33192E942CBE7EF678D6ADFFB761F07508688599B69F839EB0E6ECAA110EA9B54226ABE160835DD458846C14A5B9E73072EB85CBB07EE
2

Malicious: false

IE Cache URL: https://ci.rdtcdn.com/m=eW0Q8f/media/videos/202003/19/29610931/original/15.jpg

Preview:
......JFIF.............C..............................................!........."$".$.......C.........................................................................0.."................................................................................
.gL.2n.......'.1..v6..U.F.}......T.SAC.......N.Nx.~u.Nz=Wq.t.]....~MfJ./A+.6...N..5.Xr.M..w....0.....)........".:.... .^.E.....>.?....V.I.1....i.2k..V(...E&."...\1Wos+UH..,.wy.)m...:~.e.*~..-
.....8.8.U|....l.H).;..G.G...ru....Z;..N..u:./..f.3v...h.z,...e.8..K..L...]s.....V......4..VF.....Y.......p.Tp.....8...t..mF.U\...9[~..y..rR..>......H......../9.Uzq...A.R....@Ps.6....\.'$.l.@-L..c.MP
P.Kr.....l)U..W..-.u...K.P.a...}9....5......5..*..t^.....gnO........YY9....j........cH.k..815.......}.Sg.&Rl5..m1....i...<.A....|.. 3..c.....l.L..|.-.s..}GD`(}se.r...f........x.Zq=.B._wz[/:....84.W'.C
T.l..v.3.1.v .hS .....1.kT...t...R.....=.......0.....%.y..o..IF.F.......J..RG.....uB....R&kh.....D.....+n...k.....1...`.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\16[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 304x171, frames 3

Category: downloaded

Size (bytes): 14886

Entropy (8bit): 7.964761766648287

Encrypted: false

SSDEEP: 192:Vf8fuAJjQ6eDle4TOUiTDfXhV/fmqFR9CDM+/1whtP/iqCBN3uj5VOph65N9gF3:l8fHJj0nmn/zHnw1KMO5VOpQPK

MD5: 6A3D6D1546658485002B7DC815336A10

SHA1: 6303A3C460A0A3F7C88A92A30C2F7C89C7187104

SHA-256: FBAD3B6FF954074835DBA733F058EF87CE87D5FF88B0C3AB7FF2092F743F7344

SHA-512: FF8E21BA9037E6FB7544F8EFBEB5AAFE50DD0912F618A8DAA5FB4500576BA9E28C78FFE071C9FECE1C51CC4B8D1E55D6A10A9C4F43908078A90B5E676ED8B5
3A

Malicious: false

IE Cache URL: https://ei.rdtcdn.com/m=eW0Q8f/media/videos/201905/07/16415651/original/16.jpg

Preview:
......JFIF.............C..............................................!........."$".$.......C.........................................................................0.."................................................................................
..O..9.cR}..((.6...Q.0.W"....F!.6o.L.z.._]..S^.....L....2Z..`.....Z.[..U`<J^._?.I.......=.{R...]y...6...'...!.Y.....'..|..~...f .....Q-M...R.+.1....a.i.s..d.*.Ud{.....y.@.h..n....-....6..#=.]i...r...j...Yw9-
..|.NI...E..etc.....-..........OpC.3...H?HU..W.../.Sh.....H}..z..-..($f....pr......Y..A.......{.(..e..fgG.y....,.Rl.W.w~..;C*......@..Jt.p..N.Bf..ve.5...U.#2.dI....8../S...fKaL....y..+..@.a...X
X...+..L{....9.....5.>S...yw%..i..>...4h.B..l3.../":X.\&..U~..D. ...s. ..W.uoi.&..;I.)...pGk..v.~..pK)......A.`.e..e|...z?a.....wc.C(......$.:W.../.......M..`].1...?U.Y..wO....y....b.L.$......2.T...[u
..tyr..T.1..&..J.........G...`....q.&>....2..7..w[.w..K,>c....j}...q...%.J.i.zB.g......3.i.[U.j.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\409711[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 315 x 300, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 135570

Entropy (8bit): 7.992579878890036

Encrypted: true

SSDEEP: 3072:cVqkYVr2y0wvrW1ofyH+iclo52N4U7Fof:sqkOyJoraH+icg2Nv7F0

MD5: 4E3C86CA72855FAF53B7CE0BAA6A5EA9

SHA1: 9BB096205F6CC2A79D22EC4CF5D0EDA69575F0C7

SHA-256: B86A148E0725BF73A574109B7ED452110FE86339F44647C3EDA343408DD69F70

SHA-512: 19775D29D3378BAEBAA441C9CEFB61EEBBE494964877DDDEC7F1E2C3A13DF6892CB27C1BB24D4E555735B264DFA7DE000495C0F47192D272E566A4E140EE51
D3

Malicious: false

IE Cache URL: https://ht-cdn.trafficjunky.net/uploaded_content/poster/000/409/711/409711.png
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Preview:
.PNG........IHDR...;...,............8iTXtXML:com.adobe.xmp.....<?xpacket begin="." id="W5M0MpCehiHzreSzNTczkc9d"?>.<x:xmpmeta xmlns:x="adobe:ns:meta/" x:xmptk="
Adobe XMP Core 6.0-c002 79.164360, 2020/02/13-01:07:22        ">. <rdf:RDF xmlns:rdf="http://www.w3.org/1999/02/22-rdf-syntax-ns#">.  <rdf:Description rdf:about="".    
xmlns:xmpMM="http://ns.adobe.com/xap/1.0/mm/".    xmlns:stEvt="http://ns.adobe.com/xap/1.0/sType/ResourceEvent#".    xmlns:xmp="http://ns.adobe.com/xap/1.0/".    
xmlns:xmpDM="http://ns.adobe.com/xmp/1.0/DynamicMedia/".    xmlns:stDim="http://ns.adobe.com/xap/1.0/sType/Dimensions#".    xmlns:dc="http://purl.org/dc/element
s/1.1/".   xmpMM:InstanceID="xmp.iid:4b090224-bca1-4f41-8084-9e785fe2b565".   xmpMM:DocumentID="32487ef8-9fe0-7b05-f1ed-539e0000004f".   xmpMM:Origina
lDocumentID="xmp.did:c971dab5-620f-bd48-a59c-c1ba83d783f9".   xmp:MetadataDate="2020-10-13T12:36:16+03:00".   xmp:ModifyDate="2020-10-13T12:36:16+03:00".   
xmp:CreateDate="2020-10-13T12:35:46+03:00"

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\409711[1].png

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\analytics[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 49153

Entropy (8bit): 5.520906949461031

Encrypted: false

SSDEEP: 768:/yR3fYFBLbfs5sP5XqY3TyPnHpl1WY3SoavFVv6PU+CgYUD0lgEw0stZM:/y9gZfl5h3UHpaY3SoRCw0sk

MD5: 6DF1787C4BE82D1BB24F8BFFA10C7738

SHA1: 3634E839429E462E49C5F42B75FBFB4BA318AF6D

SHA-256: 2CB09C7B3E19BFC41743CA3624EF81C3258D56525647FEAC76AA757E0292627A

SHA-512: CB3CE2BCEB61F390298C21E470423CCEB6DD93E648A7DD0467195B11FEF30BF7A086DFF47C4494E2533498D1448C1A22AAB1414C14FD73278F1C92E0F7BC3F9
4

Malicious: false

IE Cache URL: https://www.google-analytics.com/analytics.js

Preview:
(function(){/*.. Copyright The Closure Library Authors.. SPDX-License-Identifier: Apache-2.0.*/.var n=this||self,p=function(a,b){a=a.split(".");var c=n;a[0]in c||"undefin
ed"==typeof c.execScript||c.execScript("var "+a[0]);for(var d;a.length&&(d=a.shift());)a.length||void 0===b?c=c[d]&&c[d]!==Object.prototype[d]?c[d]:c[d]={}:c[d]=b};var q=
{},r=function(){q.TAGGING=q.TAGGING||[];q.TAGGING[1]=!0};var t=function(a,b){for(var c in b)b.hasOwnProperty(c)&&(a[c]=b[c])},v=function(a){for(var b in a)if(a.
hasOwnProperty(b))return!0;return!1};var x=/^(?:(?:https?|mailto|ftp):|[^:/?#]*(?:[/?#]|$))/i;var y=window,z=document,A=function(a,b){z.addEventListener?z.addEventListene
r(a,b,!1):z.attachEvent&&z.attachEvent("on"+a,b)};var B=/:[0-9]+$/,C=function(a,b,c){a=a.split("&");for(var d=0;d<a.length;d++){var e=a[d].split("=");if(decodeURIComponen
t(e[0]).replace(/\+/g," ")===b)return b=e.slice(1).join("="),c?b:decodeURIComponent(b).replace(/\+/g," ")}},F=function(a,b){b&&(b=String(b).toLowerCase());if("p

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\channel-default-logo[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 60 x 60, 8-bit colormap, non-interlaced

Category: downloaded

Size (bytes): 303

Entropy (8bit): 6.262861438074543

Encrypted: false

SSDEEP: 6:6v/lhPkPuIA8bdddddddddddddddddNOlJUtVOq0Mf6UWsQbPrPECWZc2xJCov1F:6v/7iufrJUtVOq963sOjmcixF

MD5: C2EE032BDE7EA6DDEACBD20179BA3436

SHA1: 3C232240E37443355F4F420D186DF5D4C810B145

SHA-256: 2FD1F1115929B4741D7CDBDBBDC82D21EEF049E8C43104C5B8E9F59C906E3FF3

SHA-512: 21F2C7477697F4E67D024D9BBA34037F479419555E287905B289F1EEC0902E28D223959AA678750808FFBA45DF5CAD4BAC122BAF2136503E47C27178DE812AB3

Malicious: false

IE Cache URL: https://ci.rdtcdn.com/www-static/cdn_files/redtube/images/pc/channel/channel-default-logo.png?v=980ebbf246d0ef5eda26cda9f51d7938765857b0

Preview:
.PNG........IHDR...<...<......")@...?PLTE.......................................................................tRNS...p...X..?..$.xq8..K......IDATH......0.....]7..........U...qn.l..J.....>.X.D.hc b.tL.v4....SI
...'....b...j._I.s..u..o.>...NT.7..1.:4l.a...f|.7T..z.U...I.....P@..!.....IEND.B`.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\favicon[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 192 x 192, 8-bit/color RGBA, interlaced

Category: downloaded

Size (bytes): 7112

Entropy (8bit): 7.929079219699957

Encrypted: false

SSDEEP: 96:1StNJIGUv9aiNwBMZSs4f44FmuT7e9hP0xspI6VQQozqUSiLn3QmMsPK1sBZBwMy:1Sy3NwU5TIm/ZppBpo2UesiW7xLoo6x

MD5: D905EA6840CBC5953D204FB40F87C828

SHA1: 2B018A12DB88B7C4549297901C04F6E33E8FB171

SHA-256: FFA6FAF1AFDA6C294B589EFDF15D2F9EDF285A5FEFA78F11A5F6E8690BEDFDA0

SHA-512: 24D8415BA26BACC508A38F9969F723E91E3B0B5DDB02CEC30EC0D86B9E47D597DF22CCDD674CC7A6F8D5436E2FDF2BD24F1821B4410865F5BC54478BEC1754
AA

Malicious: false

IE Cache URL: https://ei.rdtcdn.com/www-static/cdn_files/redtube/icons/favicon.png?v=980ebbf246d0ef5eda26cda9f51d7938765857b0
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Preview:
.PNG........IHDR.............%.\.....sRGB.........IDATx..].x.E.>...!..H."-..4C... ~.....E....C. ......(.]..:!...$!..$..@.....e...........gggO}.=[fwf|..oZ.../E...\.*..j.....,kv..ee...6.h..))AA...I..RW.
.T(.....0c..N.@..).....(X....=..bq...J.E.q.I....QE.!...P...=...I.G..w....+.$....".....Q+.CH.Z"O..F....w....JV.q.."...c...Q...D..q_.Dj..-.y.@.I........u).zQ{....6.R ..uOPy...[..]V.>z...YE.J..
...i.).yRJ]......c.c@]..DS...k..Y.Ux.@._.X..t..sF{.$..Z.Z...^....L.so..U!...VdT.,..z ....i........T..<.c......c .=v.......4oe=(,((f5.AI...9....k.@.g...+f.,.?.....R.h..Z....2.m.Fw.5.k..A1..v.
^t...9.bm...q.;.$.7...@.E`h.b..w<..".1.?J.:.].k...T...Q.D$:.+.....zh.#..(.....Z4h.>..O.Z....>~~ZH..d.;.k.c....!:..%.....K.........K..1.}b....|.%.....M.......8.cb.^'.9 *.m|.. ..!i.l=@.9.p.....9 
Z..t.X-vgY..O%..e.&C..9.V.A....a.H...........Z.].Q.....s&.$O...$V...h.e.p..].@f%.W..(...<....R./..a<.3.V"'#.....3a.#.v...(".X1..w.g.....>..}3....Z.y..gx..',q.-...J.{#.....~..0.4*..bky..v.;`6...x

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\favicon[1].png

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\ht[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 2403

Entropy (8bit): 5.247436343926361

Encrypted: false

SSDEEP: 48:ciktUyCVtyV28jkBNhyPsTzpnJpw35GESC2Nmmqu3YSUFj0ovj/ejS:ciktUyCLlfyPGepGzNyoGjYS

MD5: 2C72DC4409D8E8D156C5F30311186512

SHA1: 39875659C79DE6F22F7E80C8AB104DA0A2821A51

SHA-256: 33580B6BF27BE451A47A5A55F0C9895558EC62188C6EA944F35D7257F25D8E5E

SHA-512: 4E44A8D2AE29B3CD890C9D038123BDC7AABEA52CE1E4EA98EB55F4441F4AE81F7C5D80F9B813FBD39A0CCE52838F6968F0AF3AB4E7632404F8EBCC4DA3D92
CF3

Malicious: false

IE Cache URL: https://ht.redtube.com/js/ht.js?site_id=2

Preview:
var htUrl="www.hubtraffic.com",htTrack=htTrack||function(){var t,e,n,r,c=!1,i=!1,o=function(t){return t.replace("http://","").replace("https://","").split(/[\/?#]/)[0]},a=function(t)
{var e=RegExp(t+"=.[^;]*");return matched=document.cookie.match(e),!!matched&&matched[0].split("=")[1]},u=function(){if(document.getElementById("htScript").ge
tAttribute("src").search("//hubxt.")>-1||document.getElementById("htScript").getAttribute("src").search("//ht.")>-1){var n=a("ARSC2_"+e),r=a("APEC2"+e);(0!=n&&""!=n||""!=
r)&&h()}else s(),window.onmessage=function(e){e&&e.origin&&!(e.origin.indexOf(t)>=0)||c||(c=!0,h())}},d=function(){var n=document.createElement("iframe"),r=("ht
tps:"==document.location.protocol?"https://":"http://")+t+"/htcheck.html?site_id="+e;n.setAttribute("id","htcheck"),n.setAttribute("src",r),n.setAttribute("frameborder","
0"),n.width=0,n.height=0,document.body.appendChild(n)},s=function(){document.body?d():window.addEventListener("load",d)},h=function(){!function(){c=!0;var n=doc

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\jquery-2.1.3.min[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 84320

Entropy (8bit): 5.370493917084567

Encrypted: false

SSDEEP: 1536:AP1vk7i6GUHdXXeyQazBu+4HhiO2wd0uJO1z6/A4fGAub0i4ULgGiyz4npa98Hrb:z4UdWJiz6UAIJ8pa98Hrb

MD5: 32015DD42E9582A80A84736F5D9A44D7

SHA1: 41B4BFBAA96BE6D1440DB6E78004ADE1C134E276

SHA-256: 8AF93BD675E1CFD9ECC850E862819FDAC6E3AD1F5D761F970E409C7D9C63BDC3

SHA-512: EDA31B5C7D371D4B3ACCED51FA92F27A417515317CF437AAE09A47C3ACC8A36BDBB5A5E70F0FBFD82D3725EDF45850DDE8CA52C20F9A2D6E038B8EAACEEE
3CF1

Malicious: false

IE Cache URL: https://ci.rdtcdn.com/www-static/cdn_files/redtube/js/common/lib/jquery-2.1.3.min.js?v=980ebbf246d0ef5eda26cda9f51d7938765857b0

Preview:
/*! jQuery v2.1.3 | (c) 2005, 2014 jQuery Foundation, Inc. | jquery.org/license */.!function(a,b){"object"==typeof module&&"object"==typeof module.exports?module.exports=
a.document?b(a,!0):function(a){if(!a.document)throw new Error("jQuery requires a window with a document");return b(a)}:b(a)}("undefined"!=typeof window?window:t
his,function(a,b){var c=[],d=c.slice,e=c.concat,f=c.push,g=c.indexOf,h={},i=h.toString,j=h.hasOwnProperty,k={},l=a.document,m="2.1.3",n=function(a,b){return new n.fn.init
(a,b)},o=/^[\s\uFEFF\xA0]+|[\s\uFEFF\xA0]+$/g,p=/^-ms-/,q=/-([\da-z])/gi,r=function(a,b){return b.toUpperCase()};n.fn=n.prototype={jquery:m,constructor:n,selector:"",leng
th:0,toArray:function(){return d.call(this)},get:function(a){return null!=a?0>a?this[a+this.length]:this[a]:d.call(this)},pushStack:function(a){var b=n.merge(this.constructor(),a);
return b.prevObject=this,b.context=this.context,b},each:function(a,b){return n.each(this,a,b)},map:function(a){return this.pushStack(n.map(this,functi

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\rt_font[1].eot
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Embedded OpenType (EOT), rt_font family

Category: downloaded

Size (bytes): 50308

Entropy (8bit): 6.2409594869667115

Encrypted: false

SSDEEP: 1536:cKhMTynpoy+Y31ecBtVPOMDXlFwyyE4JkYzHR:jhMTynp3+YvBtVzD1RyE4CY

MD5: A5534FABBECA3B2C7C306DC0EC4D3A0A

SHA1: C0B037B71FE33E026240058C5AE70F700882F425

SHA-256: 30A3645816D9DA83CE7812E468D18CCC87F4FD0C7D73376C279B793CF743C160

SHA-512: 9CFF3FD43E01805C690A47351F31D6D00C5C926B5830C1C563CCBBFBE3C4E156CC64ECEA560A208606538F3D9EFA901F31E059071E0E72EFAACE793B0D464D8
1

Malicious: false

IE Cache URL: https://ci.rdtcdn.com/www-static/cdn_files/redtube/fonts/rt_font.eot?v=980ebbf246d0ef5eda26cda9f51d7938765857b0
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Preview:
..................................LP.........................u......................r.t._.f.o.n.t.....R.e.g.u.l.a.r.....V.e.r.s.i.o.n. .1...6.....r.t._.f.o.n.t................@GSUB..........~OS/2.......L...`cmapL.Q......
...gasp............glyf.A.........head.y.x.......6hhea.C.........$hmtx..]........loca2..d........maxp........... name.`.....8....post........... .........,..latn................liga.................................:.....
................................................................................3...................................@...;.....@...@............... ....................................... ....... .-.2.a.p.r.u.w...P.l.|.............i.;......... .-.2.a.
o.r.u.w...P.l.|...............:...................... ......................H........................................................................79..................79..................79..................79..................79..................7
9..................79..................79................

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\rt_font[1].eot

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\rt_utils-1.0.0[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 6211

Entropy (8bit): 5.30892710774022

Encrypted: false

SSDEEP: 192:F2+YwSvZvZ8SyxTREaQYCLD+ozJ41Mw6OzWD:FrYwSvZiHRKtLD+71M46

MD5: 57374E105B2BAF9DEDA055250C7B726B

SHA1: 9A0AF064EEB3B31394BF51295C6B6FCB5BC7DF2F

SHA-256: C9EE853B1CB3CC13C13D87F5F06781F9E1A78107A8785029596FFAD720DB39FE

SHA-512: 249C2E7B1FC90B2594F520B8191116731C27B65B664E61107FB16C31A35558BA9C4FF8326AAF93B8916BEA6F33A7C9BC464BA647EF56279D6576AA7C992723DC

Malicious: false

IE Cache URL: https://ei.rdtcdn.com/www-static/cdn_files/redtube/js/generated/common/rt_utils-1.0.0.js

Preview:
var RT_Utils={browser:{hasTouchSupport:"createTouch"in document,version:(navigator.userAgent.toLowerCase().match(/.+(?:rv|it|ra|ie)[\/: ]([\d.]+)/)||[])[1],androidversion
:function androidversion(){var e=navigator.userAgent.match(/\s*Android\s*([0-9]+)\.?([0-9]+)?\.?([0-9]+)?\s*/);return e&&e[1]&&e[2]?parseFloat(e[1]+"."+e[2]):!(!e||!e[1])
&&parseFloat(e[1])},isWebkit:navigator.userAgent.indexOf("AppleWebKit/")>-1,isMobileSafari:/(ipad|iphone|ipod|android).*apple.*mobile.*safari/.test(navigator.us
erAgent.toLowerCase()),isAppleChrome:/crios/.test(navigator.userAgent.toLowerCase()),isAppleMobileDevice:/(ipad|iphone|ipod)/.test(navigator.userAgent.toLowerCa
se()),isAndroidMobileDevice:/android/.test(navigator.userAgent.toLowerCase()),isTansoDl:navigator.userAgent.toLowerCase().match(/TansoDL/i),isWindowsPhone:funct
ion isWindowsPhone(){return!(!navigator.userAgent.toLowerCase().match(/Windows CE|IEMobile|Windows Phone OS/i)&&!("XDomainRequest"in window))},highPix
elDensityDisplay:window.device

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\site_sprite[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 42 x 471, 8-bit colormap, non-interlaced

Category: downloaded

Size (bytes): 3787

Entropy (8bit): 7.899716864079092

Encrypted: false

SSDEEP: 96:zvrPecXH3iDChbDrbod2RMUcPiBhPdDG0iT6ovyzS:zZ4dizcPifPdDpi+xu

MD5: BFC6AC50D0EA19FFC3A6AEC75325E1FC

SHA1: CEC78D41498937E7FB7EEEF35DCCD0E9D4F79371

SHA-256: C8DC62ED5D22FF5ECB018B0F7804CF23438E960967B364CC48E1892862538020

SHA-512: 76ACBC24FDE26BA4E5A8FC06F18F2510F1CABDDF17BD97089B8E288875A1E516981B87E023006F5EEC45CE40854229F625787F3127B864227AC36010F0A1B8C3

Malicious: false

IE Cache URL: https://ci.rdtcdn.com/www-static/cdn_files/redtube/images/pc/site_sprite.png?v=980ebbf246d0ef5eda26cda9f51d7938765857b0

Preview:
.PNG........IHDR...*..........f8....XPLTE.......<.{....."&.. ..".. .iu..!.. ..... .."..!..".{... .{...!..!.....#....l$.{...!."&.. .{..~+....{..{..{...$..$..2.{..{...!.{..{... ....{..{.......`O...... ..7..!....{..............{..{..
......{.....{...4.......#'....!%.............{..{....xb :.."..................{..u(M>...... .{......#....q..d....%...............y..u........vy..........m....}......OR...............mp.;>..........47.................EI.<..2.......
.UX.........n...j..hk.ad.JM.',.........{~.\_........i..]..V......................9.... ...t..`..F..>..2..............L...\..T..BD.67.+,.............M......C........\tRNS...........~\L.m!.....9..D..[..m,)................#
....F...~V........v^O9)......m...A.s;....IDATx...Mk.0..q...m....J.....14_F..NB0w...c..v.....PV..7.1';..kK..a..?......O.e/..!. .t.).@U..e.j.WJlb.[.1...F..dvw&...T...:....:.IxC.8@b<?.d..J.'.@.
....)cB.,%.#.Gt.....}...F...]...4/`.L....c%U.......c.+.8=R.j.1........x...ci.Rb..U^.Y.f....%.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\video-index[1].css
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 28636

Entropy (8bit): 5.053776024229463

Encrypted: false

SSDEEP: 384:l27q9HpmR7R76KMsuyMBqzIOcuVTBVYGuJs+c4Xb+zO:YRQulBVYGubcHO

MD5: C9B739D7AE9BEC31FE3FC38450F378A4

SHA1: 336F19A35FB16DA32020E3E68C78B1C370D0432C

SHA-256: 31DE15F0F44952E901F8D42D4B02DFCD03925A5EFA75BBD9467AFB75E945AC32

SHA-512: 43056D72CE171C79E056F7270A2BD376DD3E0A384E1B527BCD35437AC5AC6ABC03139AAAC226703F36F35E6DB4D11BD7DA8859912F4AF6F3B8B241EDB05291B
A

Malicious: false

IE Cache URL: https://ei.rdtcdn.com/www-static/cdn_files/redtube/css/generated/pc/video-index.css?v=980ebbf246d0ef5eda26cda9f51d7938765857b0

Copyright Joe Security LLC 2021 Page 30 of 84



Preview:
@supports (display:grid){.channels_grid,.galleries_grid,.members_grid,.ps_grid,.streamate_grid,.videos_grid{display:grid}.channels_grid li,.galleries_grid li,.members_grid 
li,.ps_grid li,.streamate_grid li,.videos_grid li{min-width:0}.one_row_grid{grid-template-rows:1fr;overflow-y:hidden;grid-auto-rows:0;grid-row-gap:0!important}.wideGrid 
.title_filter_wrapper.is_sticky{width:973px;padding:20px 0;margin:0 auto}@media only screen and (min-width:1324px){.wideGrid .title_filter_wrapper.is_sticky{max-width:no
ne;padding:20px 30px;right:0;left:300px;width:auto}.wideGrid.menu_hide .title_filter_wrapper.is_sticky{left:66px}}@media only screen and (min-width:1980px){.wideGrid .tit
le_filter_wrapper.is_sticky{max-width:1980px;padding:20px 30px;right:0}}@media only screen and (min-width:1324px){#content_container{width:100%}}@media only scr
een and (min-width:1324px) and (max-width:1630px){.wideGrid .content_limit{width:100%;padding:0 30px}.wideGrid .ps_grid{grid-template-columns:repeat(8,1fr)}.wid

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\video-index[1].css

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\3Q696Q8W.htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, UTF-8 Unicode text, with very long lines, with CRLF, LF line terminators

Category: dropped

Size (bytes): 500527

Entropy (8bit): 4.907134234702119

Encrypted: false

SSDEEP: 6144:ou+I+SndowTJvHx0o96nVkmjmBw8SAqq8BM8iecc4IGsCeUIJZzTEyqbBHCPRM66:ou6yBstk7

MD5: FF7C841B5996B3574F87E08464B0DDA8

SHA1: 603176A346ADC218F7A9FE492C554B1BC9ED221B

SHA-256: 825B55EA08905DEF0DE865E30BB39FCC2D3EF3EE2112052B7905904A7C0922C8

SHA-512: 07C15EFEBFC5A5F9735BA600B6361927E473ED326E7FB89DC81E589D1AD98E129E5DC450577119ED9CFF7DB36DC2AA38C7BA95E09F5F8331EB4D86FB5EB1F6
D7

Malicious: false

Preview:
<!DOCTYPE html>.      [if lt IE 7 ]><html class="ie ie6 language-en" lang="en"><![endif]-->.      [if IE 7 ]><html class="ie ie7 language-en" lang="en"><![endif]-->.      [if IE 8 
]><html class="ie ie8 language-en" lang="en"><![endif]-->.      [if IE 9 ]><html class="ie ie9 language-en" lang="en"><![endif]-->.      [if !(IE)]>  > <html class="language-en" 
lang="en">  <![endif]-->.            <head>.                    <title>Free Porn Sex Videos - Redtube - XXX Movies - Home of Videos Porno</title>.                .<meta http-
equiv="Content-type" content="text/html; charset=UTF-8" />.<meta http-equiv="X-UA-Compatible" content="IE=edge" />.<meta name="msapplication-config" content="
none" />.    <meta name="keywords" content="porn, sex,xxx" />.            <meta name="description" content="Redtube brings you NEW porn videos every day for free. 
Enjoy our XXX movies in high quality HD resolution on any device. Get fully immersed with the latest virtual reality sex videos from 

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\6[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 304x171, frames 3

Category: downloaded

Size (bytes): 11208

Entropy (8bit): 7.9408475374381045

Encrypted: false

SSDEEP: 192:jQdJWJGwJTbVjmsbYVKJlrWSgxFm9NWa3jYnoIstMBSGiFJh9GPZqo7nqwaIlbGE:jQLaGwJTbAUZD6Fm9NXWoIaMBSlzGPZZ

MD5: 85CCBD937D5FEF9EAF733DAF47F6BDEC

SHA1: 4A82D1DBC651194A30227B12DC1A5CD646C5C967

SHA-256: 5E99DA6AE5DF75A7BFA93ECB72D542C1B5EF67035D4E1F99977F643FFF533A73

SHA-512: 80D7C98621F56B021259A3D5BBB8688C4D56AFE4E6E1407F77B7EF3C5F89285C4BC5EDB9207F35CD3C5D125A899321CD826C1030D54F10683A1A0515DDD30B24

Malicious: false

IE Cache URL: https://ci.rdtcdn.com/m=eW0Q8f/media/videos/201906/03/17094361/original/6.jpg

Preview:
......JFIF.............C..............................................!........."$".$.......C.........................................................................0.."...............................................................................3
...r7..%.A..$.B.........NTB".h..D... rp.Q.J."..a .Z...A...P...w1...9../0P.1BD...P.1.. ....8y...%.Ar 4@..M..09..\$.3.TZf;.K."..0x.Yi..e..i.....#!!..$.DI..Ro.......QM.j,^......{...B.Qe..dYX..[
..ElM.HP....".._$U..$&S..s..x4.W...B..4)..J..E........|_\....%E..Ck9..}%.6.... (..$ ..M\w$..Aa..i....[po..Q.l$"....T(..5T..x^...k;y/vX.G.....c<.......6...:.<..~.......RVZ..Mq[?...9.}........
..t..)>E..=s.?E..b...}......+..q...J.c...r..s..<.a....Ln.!..y...;T:7:y...I>I..k....)..z.HyE..-..y..oB{....lF.../A..g-..;..........\Pj..X-.<..]...^6..^.u............V..I....Z.).V....l....y.:.Z..^..l..Z.........~
..*.+..J]....R.>..........3`..v@...}..k.|:.--.$I..V/.G&..&.m..[..*.p^..r.NU.o....KU.P...-..Y...G.x{..?)Z./1;....W.....:

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\ad7e2b59-d67f-4c69-8b14-45547302a263[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: [TIFF image data, little-endian, direntries=0], baseline, precision 8, 950x250, frames 3

Category: downloaded

Size (bytes): 123908

Entropy (8bit): 7.976407168770927

Encrypted: false

SSDEEP: 3072:R7w9/zYqkCq+Ox6MA9xdySKpe2Hbv6RG0FQqKwRNGCqqN7:dw9UqdOmRuHD6hFyen9

MD5: 49B3853117559FE0D410F565948881E8

SHA1: 3A499086DD35078778C6584E2FFFD789B4949B43

SHA-256: 120E6494A7CCDE78476AC75AB5794131DE95103ADD000A5FAAC267FFE3704D5B

SHA-512: 35A2252D52E9E911E548BC9C8A27AFEE74B82AC0F951CA4FC60C5BE09A087F2A9F9D51B40B838277626CC144AA5C7F7CABA92710554F837B9179EEA189737581

Malicious: false

IE Cache URL: https://bmedia.justservingfiles.net/ad7e2b59-d67f-4c69-8b14-45547302a263.jpg
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Preview:
......Exif..II*.................Ducky.......d......http://ns.adobe.com/xap/1.0/.<?xpacket begin="." id="W5M0MpCehiHzreSzNTczkc9d"?> <x:xmpmeta xmlns:x="adobe:ns:meta/" x:
xmptk="Adobe XMP Core 5.6-c132 79.159284, 2016/04/19-13:13:40        "> <rdf:RDF xmlns:rdf="http://www.w3.org/1999/02/22-rdf-syntax-ns#"> <rdf:Description rdf:a
bout="" xmlns:xmpMM="http://ns.adobe.com/xap/1.0/mm/" xmlns:stRef="http://ns.adobe.com/xap/1.0/sType/ResourceRef#" xmlns:xmp="http://ns.adobe.com/xap/1.0/" 
xmpMM:OriginalDocumentID="xmp.did:b981f470-1576-7c4e-9d22-fad2e84e73c3" xmpMM:DocumentID="xmp.did:289FF8D65B3311EB8CC986F9BDFD8418" xm
pMM:InstanceID="xmp.iid:289FF8D55B3311EB8CC986F9BDFD8418" xmp:CreatorTool="Adobe Photoshop CC 2015.5 (Windows)"> <xmpMM:DerivedFrom stRef:in
stanceID="xmp.iid:1bae8a93-001a-4341-b4df-80d45fd30cbb" stRef:documentID="adobe:docid:photoshop:15b5afc7-5b33-11eb-8371-fa814c4cf6c7"/> </rdf:Description> 
</rdf:RDF> </x:xmpmeta> <?xpacket end="r"?>....Adobe.d.............................

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\ad7e2b59-d67f-4c69-8b14-45547302a263[1].jpg

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\default-redtube_logged_out[1].css
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 5933

Entropy (8bit): 4.978970495241967

Encrypted: false

SSDEEP: 96:og06cSF9meBQgOhMk/UWMQbyNPKVhe+UlFPAVZzVINZO:o96cYm4BDZQONSDe17bO

MD5: A2ABE3C0AC7D20144C90610C73121137

SHA1: BB46952BA96BD8062D4AFFD57FC5BB53DBA2C13F

SHA-256: 329BE541A2F6C615EDD88631A58814EF29BE02BF8B571B305F0F5BB02E830854

SHA-512: 3469D45A06E7CB96315457D8AF8575FD1F8FF86D5DD5EA2D6FBA53E6DC6A21CAF559C504735DD74D85D4AF922B6198B8DAE200BAAF0CFAB793A18A179F95BB
44

Malicious: false

IE Cache URL: https://ci.rdtcdn.com/www-static/cdn_files/redtube/css/generated/pc/default-redtube_logged_out.css?v=980ebbf246d0ef5eda26cda9f51d7938765857b0

Preview:
#login_form_container .main_heading{color:#fff;text-align:center;font-weight:700;margin:0 0 20px;font-size:2.5em;letter-spacing:1px}#login_form_container .login_or_delimi
ter{text-transform:uppercase;text-align:center;margin-top:25px;font-size:1em;font-weight:700;color:#999}#login_form_container .sign_up_text{clear:both;display:block;overf
low:hidden;margin:10px 0 0;padding:25px 0 0;border-top:solid 1px #444}#login_form_container .sign_up_text .sign_up_title{display:block;overflow:hidden;margin-bo
ttom:20px;text-align:center;font-size:1.65em;font-weight:700;color:#999}#login_form_container .sign_up_text .sign_up_btn{display:block;width:100%;height:40px;ov
erflow:hidden;line-height:38px;color:#fff;font-size:1.166em;text-align:center;text-transform:uppercase;font-weight:700;letter-spacing:.5px;background-color:#3c3c3c;border
:none;border-radius:4px}#login_form_container .sign_up_text .sign_up_btn:hover{background-color:#505050}#login_form_container{overflow:hidden;width:93%;padding:
0}#login_f

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\generated-service_worker_starter-1.0.0[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 3579

Entropy (8bit): 5.140212986422786

Encrypted: false

SSDEEP: 48:TaIsTgYaxCZ6Q0tFYhtiFPi4KIzOQt5u5gfCjvl8eEhC3gYf+dpDa2JvNXkGosIg:TUBsQwFg4pi4nF6TyeEmHw22J105g

MD5: FE3A6C340D4806D0E7CBAC44EB58FD9C

SHA1: 996F1D7AF8D2C5A2CF364EBFC417CFE359E4EF08

SHA-256: CCAFBF6C923C9297B882AEFD7F6F767A9C79658D711651B9501BA9CB9FC6FA26

SHA-512: 41ACEB5A77AB3B0E1C3ABCBED1D0A72731CC6EED21DF96E509743568633772D40C958EB93039B36A322C060B8B14A0CBE5FE3BDCADE39B1E22F33BCC80A20
459

Malicious: false

IE Cache URL: https://ci.rdtcdn.com/www-static/cdn_files/redtube/js/common/common/generated-service_worker_starter-1.0.0.js

Preview:
var SW_Starter=function SW_Starter(){"use strict";var e=this,n=null;e.init=function(n){e.params=n,e.add_listeners()},e.add_listeners=function(){void 0!==page_params.holid
ay_promo&&page_params.holiday_promo&&"serviceWorker"in navigator?(window.addEventListener("load",(function(){navigator.serviceWorker.register(page_par
ams.sw_starter_setup.serviceWorkerPath).then((function(o){n=o,e.manageServiceWorkerVersion(),"PushManager"in window&&page_params.user.isLoggedIn&&e.pa
rams.userEnabledNotification?(console.log("Notification Push is supported"),e.askPermission()):console.log("Push messaging is not supported")}),(function(e){console.log("
ServiceWorker registration failed: ",e)}))})),window.addEventListener("appinstalled",(function(n){console.log("RedTube App Installed"),e.params.isMobile&&ga("send",{hitTy
pe:"event",eventCategory:"PWA",eventAction:"Add_to_homescreen",eventLabel:"Mobile"})}))):void 0!==page_params.holiday_promo&&page_params.holiday_promo||!
("serviceWorker"in navigator)||naviga

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\generated-service_worker_starter-1.0.0[2].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 3420

Entropy (8bit): 5.145089778442548

Encrypted: false

SSDEEP: 48:7HaIyDwYawCZ6d6g+FYktiFfxf4KIzOPI5DfCjv+eE09ajIGUTVBlBVNvqw2QRyS:7HaDesd6JF94Lf4nx+x9FTLDVNeQM8

MD5: 252268FDAE62AB6C07F60CD8EE76DD25

SHA1: A2A8B8D71F1EC4A0708DE8AB925E790A16971935

SHA-256: CECDB8C1DA82E6EED06DB53AD89A6E3C801FA62AFDF08025413A995D68485DBF

SHA-512: 160FA83DA6A17D1220636236DAD668BAC7DBACC0DDB4D7E7E2B6FB8B975A3E4F3F27EFDC8AA686BCAD98A8A97D87CB9BC9AF5BEE15E6A1D68627580B62A2
0160

Malicious: false
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IE Cache URL: https://ei.rdtcdn.com/www-static/cdn_files/redtube/js/common/common/generated-service_worker_starter-1.0.0.js

Preview:
var SW_Starter=function(){"use strict";var n=this,o=null;n.init=function(e){n.params=e,n.add_listeners()},n.add_listeners=function(){void 0!==page_params.holida
y_promo&&page_params.holiday_promo&&"serviceWorker"in navigator?(window.addEventListener("load",function(){navigator.serviceWorker.register(page_param
s.sw_starter_setup.serviceWorkerPath).then(function(e){o=e,n.manageServiceWorkerVersion(),"PushManager"in window&&page_params.user.isLoggedIn&&n.param
s.userEnabledNotification?(console.log("Notification Push is supported"),n.askPermission()):console.log("Push messaging is not supported")},function(e){console.log("Servi
ceWorker registration failed: ",e)})}),window.addEventListener("appinstalled",function(e){console.log("RedTube App Installed"),n.params.isMobile&&ga("send",{hit
Type:"event",eventCategory:"PWA",eventAction:"Add_to_homescreen",eventLabel:"Mobile"})})):(void 0===page_params.holiday_promo||!page_params.holiday_pr
omo)&&"serviceWorker"in navigator&&navigator.serviceWorker.g

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\generated-service_worker_starter-1.0.0[2].js

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\jquery-ui-1.12.1.min[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 251805

Entropy (8bit): 5.154239706867348

Encrypted: false

SSDEEP: 3072:/KLTWRdEAyrhBdDv28FFKU99EQi7tfFK4i6tmVEUJCNGb:UEaAMNFKmr

MD5: 6602A21AFCAB79DD3DCE11E4D8E62151

SHA1: D47D846353727C1C949027EFFB2F9AE8E5B31A70

SHA-256: D15F126A27684E493FDC50C3BF8245DC1673EE3455091C7EE1E304224829EDA8

SHA-512: BDC4FFE2D7F4BC2F751BA3745408FF927396D6B958D468DB84D190C94EBC757340178D3F92A7989F02A262308B29837D4E459D61722276D1D5BC1DC728481103

Malicious: false

IE Cache URL: https://ci.rdtcdn.com/www-static/cdn_files/redtube/js/common/lib/jquery-ui-1.12.1.min.js

Preview:
/*! jQuery UI - v1.12.1 - 2021-02-24.* http://jqueryui.com.* Includes: widget.js, position.js, data.js, disable-selection.js, focusable.js, form-reset-mixin.js, jquery-1-7.js, keyc
ode.js, labels.js, scroll-parent.js, tabbable.js, unique-id.js, widgets/draggable.js, widgets/droppable.js, widgets/resizable.js, widgets/selectable.js, widgets/sortable.js, widget
s/accordion.js, widgets/autocomplete.js, widgets/button.js, widgets/checkboxradio.js, widgets/controlgroup.js, widgets/datepicker.js, widgets/dialog.js, widgets/menu.js, 
widgets/mouse.js, widgets/progressbar.js, widgets/selectmenu.js, widgets/slider.js, widgets/spinner.js, widgets/tabs.js, widgets/tooltip.js, effect.js, effects/effect-blind.js, eff
ects/effect-bounce.js, effects/effect-clip.js, effects/effect-drop.js, effects/effect-explode.js, effects/effect-fade.js, effects/effect-fold.js, effects/effect-highlight.js, effects/effect-
puff.js, effects/effect-pulsate.js, effects/effect-scale.js, effects/effect-shake.js, effects/effect

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\jquery.cookie-1.4.0[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 1438

Entropy (8bit): 5.346655388968134

Encrypted: false

SSDEEP: 24:NONLbSWZAjBtJRBDzfI01IlxW7TwfiTgeH5byXH8MN2kVHi7ofUb4r:NIZAfZbIc7TYeH5ScMhti74

MD5: 6E7C1D9EE38B147F21D02C20096F7B75

SHA1: 148B2EB4D2AB8EA6812F3D1AF606464368FFF38A

SHA-256: 5D29FEE0A59A316AE7DFD8B0E437407AF05CB6BC9F4646F95EC85B74CBEA4EFE

SHA-512: D7E8ED2B4E7C60B9BC46CDE421585A2D94E1DBE3A076C6D19F054A7C160E6192BE0CF03349DB076854CAF16F2179C9FFFDA3E827E336337ED7D9F6B49B4C9D
51

Malicious: false

IE Cache URL: https://cdn1d-static-shared.phncdn.com/jquery/jquery.cookie-1.4.0.js

Preview:
/*!. * jQuery Cookie Plugin v1.4.0. * https://github.com/carhartl/jquery-cookie. *. * Copyright 2013 Klaus Hartl. * Released under the MIT license. */.(function(a){if(typeof 
define==="function"&&define.amd){define(["jquery"],a)}else{a(jQuery)}}(function(f){var a=/\+/g;function d(i){return b.raw?i:encodeURIComponent(i)}function g(i){return 
b.raw?i:decodeURIComponent(i)}function h(i){return d(b.json?JSON.stringify(i):String(i))}function c(i){if(i.indexOf('"')===0){i=i.slice(1,-1).replace(/\\"/g,'"').replace(/\\\\/g,"
\\")}try{i=decodeURIComponent(i.replace(a," "));return b.json?JSON.parse(i):i}catch(j){}}function e(j,i){var k=b.raw?j:c(j);return f.isFunction(i)?i(k):k}var b=f.cookie=f
unction(q,p,v){if(p!==undefined&&!f.isFunction(p)){v=f.extend({},b.defaults,v);if(typeof v.expires==="number"){var r=v.expires,u=v.expires=new Date();u.setTime(
+u+r*86400000)}return(document.cookie=[d(q),"=",h(p),v.expires?"; expires="+v.expires.toUTCString():"",v.path?"; path="+v.path:"",v.domain?"; domain="

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\lazyLoadBundle[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 14142

Entropy (8bit): 5.232633494651953

Encrypted: false

SSDEEP: 192:uRKYVNqzQ5he2aG2zrvoXlMMUhfqSTjC4N80GM89h8jPmGY7iq5/fKQlEfoxfB28:uQWcD2Iv6xSCI44Pxk/rl0oLkxcZ

MD5: CF530C58DFDAF71D644FCCE104236F5F

SHA1: BCC40BE00E4401CE0889321E6AFBCF58F7019912

SHA-256: 662531E6C831867919A22028E712667E61FB58B2D40BE9BA75ECBC082F3BB691

SHA-512: B3ECAD3F64032E0FF21B5BF9F7B5DEBF1F536F21B24FB2AF43AF8E171C44B8705DC5B937B62C9B6E38FB8621C2ED7E5AEF47477D1E594C5CB581DAFD801439
38

Malicious: false

IE Cache URL: https://ci.rdtcdn.com/www-static/cdn_files/redtube/js/common/lib/mg_lazyload/lazyLoadBundle.js?v=980ebbf246d0ef5eda26cda9f51d7938765857b0
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Preview:
!function(){if("function"==typeof window.CustomEvent)return!1;function CustomEvent(e,a){a=a||{bubbles:!1,cancelable:!1,detail:void 0};var w=document.createEvent
("CustomEvent");return w.initCustomEvent(e,a.bubbles,a.cancelable,a.detail),w}CustomEvent.prototype=window.Event.prototype,window.CustomEvent=CustomEvent}
();try{window.lazyLoadOptions={elements_selector:".lazy",threshold:50},window.addEventListener("LazyLoad::Initialized",(function(e){window.lazyLoadInstance=e.detail.i
nstance}),!1)}catch(e){console.log("Error on Lazy Load")}!function(){"use strict";if("object"==typeof window)if("IntersectionObserver"in window&&"IntersectionObserverEntr
y"in window&&"intersectionRatio"in window.IntersectionObserverEntry.prototype)"isIntersecting"in window.IntersectionObserverEntry.prototype||Object.defineProper
ty(window.IntersectionObserverEntry.prototype,"isIntersecting",{get:function(){return this.intersectionRatio>0}});else{var e=window.document,a=[];o.prototype.TH
ROTTLE_TIMEOUT=100,o.prototype

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\lazyLoadBundle[1].js

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\lazyLoadBundle[2].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 14142

Entropy (8bit): 5.232633494651953

Encrypted: false

SSDEEP: 192:uRKYVNqzQ5he2aG2zrvoXlMMUhfqSTjC4N80GM89h8jPmGY7iq5/fKQlEfoxfB28:uQWcD2Iv6xSCI44Pxk/rl0oLkxcZ

MD5: CF530C58DFDAF71D644FCCE104236F5F

SHA1: BCC40BE00E4401CE0889321E6AFBCF58F7019912

SHA-256: 662531E6C831867919A22028E712667E61FB58B2D40BE9BA75ECBC082F3BB691

SHA-512: B3ECAD3F64032E0FF21B5BF9F7B5DEBF1F536F21B24FB2AF43AF8E171C44B8705DC5B937B62C9B6E38FB8621C2ED7E5AEF47477D1E594C5CB581DAFD801439
38

Malicious: false

IE Cache URL: https://ei.rdtcdn.com/www-static/cdn_files/redtube/js/common/lib/mg_lazyload/lazyLoadBundle.js?v=980ebbf246d0ef5eda26cda9f51d7938765857b0

Preview:
!function(){if("function"==typeof window.CustomEvent)return!1;function CustomEvent(e,a){a=a||{bubbles:!1,cancelable:!1,detail:void 0};var w=document.createEvent
("CustomEvent");return w.initCustomEvent(e,a.bubbles,a.cancelable,a.detail),w}CustomEvent.prototype=window.Event.prototype,window.CustomEvent=CustomEvent}
();try{window.lazyLoadOptions={elements_selector:".lazy",threshold:50},window.addEventListener("LazyLoad::Initialized",(function(e){window.lazyLoadInstance=e.detail.i
nstance}),!1)}catch(e){console.log("Error on Lazy Load")}!function(){"use strict";if("object"==typeof window)if("IntersectionObserver"in window&&"IntersectionObserverEntr
y"in window&&"intersectionRatio"in window.IntersectionObserverEntry.prototype)"isIntersecting"in window.IntersectionObserverEntry.prototype||Object.defineProper
ty(window.IntersectionObserverEntry.prototype,"isIntersecting",{get:function(){return this.intersectionRatio>0}});else{var e=window.document,a=[];o.prototype.TH
ROTTLE_TIMEOUT=100,o.prototype

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\modernizr[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, ASCII text, with very long lines

Category: downloaded

Size (bytes): 8104

Entropy (8bit): 5.298807633749026

Encrypted: false

SSDEEP: 96:7pNcA1YAbyKMaruPiTepmNWb14ANxYPeqdqPqyPC01XlgovyO41Cgth7tYwpGljk:F/M2XKQob1dHYPeIny6ZLDDhWwpy8b7z

MD5: 7EA3C79E9B0A5589AFF8FDD72660D81A

SHA1: A9CDDB1407CBCB97D5BE32F03594B53BECFFF8AE

SHA-256: 61AB308003A3D546EA9F191CBB44AD21A8C81FE98B536037B6C570DCF16FD2E7

SHA-512: E1C86B7E4DC06653B63C32A125EB69FA7FFF2EEF72544D692FE91EC16BB3D85BEDC37E3666756D82F95DF73E8C469FF0F3B64DA1259D4B9DF0E9A6AD17BA34
C9

Malicious: false

IE Cache URL: https://ht-cdn.trafficjunky.net/html5video/modernizr.js

Preview:
/* Modernizr 2.8.3 (Custom Build) | MIT & BSD. * Build: http://modernizr.com/download/#-video-shiv-cssclasses-load. */.;window.Modernizr=function(a,b,c){function u(a){j.c
ssText=a}function v(a,b){return u(prefixes.join(a+";")+(b||""))}function w(a,b){return typeof a===b}function x(a,b){return!!~(""+a).indexOf(b)}function y(a,b,d){for(var e in a)
{var f=b[a[e]];if(f!==c)return d===!1?a[e]:w(f,"function")?f.bind(d||b):f}return!1}var d="2.8.3",e={},f=!0,g=b.documentElement,h="modernizr",i=b.createElement(h),j=i.style,k,
l={}.toString,m={},n={},o={},p=[],q=p.slice,r,s={}.hasOwnProperty,t;!w(s,"undefined")&&!w(s.call,"undefined")?t=function(a,b){return s.call(a,b)}:t=function(a,b){return b in 
a&&w(a.constructor.prototype[b],"undefined")},Function.prototype.bind||(Function.prototype.bind=function(b){var c=this;if(typeof c!="function")throw new TypeError;var 
d=q.call(arguments,1),e=function(){if(this instanceof e){var a=function(){};a.prototype=c.prototype;var f=new a,g=c.apply(f,d.concat(q.call

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\redtube_logo[1].svg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: SVG Scalable Vector Graphics image

Category: downloaded

Size (bytes): 1809

Entropy (8bit): 5.245831689985034

Encrypted: false

SSDEEP: 24:2dzATLf37CvX4qm68gAfzp4FnJ9FFlPahXtZVhJwY2cIJbZph7zfC:czAvf3WgqPAfz8JdlPahLVhWYPE7pfC

MD5: 08BB075900DD1D14D9CA147CD6DB3A12

SHA1: 91030F1DC0696E5901D60A47F2392187FB474910

SHA-256: 0B93CE59317A2DD4F212565BA372E6C1221C359A3262A953E832E01FE6421E61

SHA-512: 57E6CF164D8720E7CAC20DAF0CB44AA0CECE3101DBA0EF200BDA3C374B0B866D612D17C5387A7C9778887DEA8EF2218402B33FA29188191B153055464ADDA38
A

Malicious: false

IE Cache URL: https://ci.rdtcdn.com/www-static/cdn_files/redtube/images/common/logo/redtube_logo.svg?v=980ebbf246d0ef5eda26cda9f51d7938765857b0
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Preview:
<?xml version="1.0" encoding="utf-8"?>.   Generator: Adobe Illustrator 22.0.1, SVG Export Plug-In . SVG Version: 6.00 Build 0)  -->.<svg version="1.1" id="Layer_1" 
xmlns="http://www.w3.org/2000/svg" xmlns:xlink="http://www.w3.org/1999/xlink" x="0px" y="0px".. viewBox="0 0 206 55" style="enable-background:new 0 0 206 55;" 
xml:space="preserve">.<style type="text/css">...st0{fill:#AE1A20;}...st1{fill:#FEFEFE;}.</style>.<g>..<path class="st0" d="M18.5,29.5c1.4-0.5,5.8-2,5.8-8c0-4.8-3.6-8.2-
9.9-8.2H4.1l7,4.5h1.9c3.8,0,5.6,1.6,5.6,4.1S16.4,26,13.7,26...h-2.7l-6.9,4.4v10.2h5.6V30.5H13l5.7,10.1h6.4L18.5,29.5z M0.7,15.3l9.9,6.9L0.7,29V15.3z"/>..<g id=
"surface32_1_">...<path class="st0" d="M27.1,13.1h18.7v4.8H32.5v6.3h6.4v4.5h-6.4v7.1h14.4v4.8H27.1V13.1z"/>..</g>..<g id="surface40_1_">...<path class="st0" d="
M54.9,36.4h2.7c5.3,0,8.2-1.9,8.2-8.9c0-5.4-2.5-8.9-8.3-8.9h-2.6C54.9,18.5,54.9,36.4,54.9,36.4z M49.4,13.1....h7.9c9.9,0,14.1,5.9,14.1,13.7c0,8.9-4.5,13.7-13.1,13.7h-
8.9L49.4,13.1L49.4,13.1

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\redtube_logo[1].svg

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\redtube_logo[2].svg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: SVG Scalable Vector Graphics image

Category: downloaded

Size (bytes): 1809

Entropy (8bit): 5.245831689985034

Encrypted: false

SSDEEP: 24:2dzATLf37CvX4qm68gAfzp4FnJ9FFlPahXtZVhJwY2cIJbZph7zfC:czAvf3WgqPAfz8JdlPahLVhWYPE7pfC

MD5: 08BB075900DD1D14D9CA147CD6DB3A12

SHA1: 91030F1DC0696E5901D60A47F2392187FB474910

SHA-256: 0B93CE59317A2DD4F212565BA372E6C1221C359A3262A953E832E01FE6421E61

SHA-512: 57E6CF164D8720E7CAC20DAF0CB44AA0CECE3101DBA0EF200BDA3C374B0B866D612D17C5387A7C9778887DEA8EF2218402B33FA29188191B153055464ADDA38
A

Malicious: false

IE Cache URL: https://ei.rdtcdn.com/www-static/cdn_files/redtube/images/common/logo/redtube_logo.svg?v=980ebbf246d0ef5eda26cda9f51d7938765857b0

Preview:
<?xml version="1.0" encoding="utf-8"?>.   Generator: Adobe Illustrator 22.0.1, SVG Export Plug-In . SVG Version: 6.00 Build 0)  -->.<svg version="1.1" id="Layer_1" 
xmlns="http://www.w3.org/2000/svg" xmlns:xlink="http://www.w3.org/1999/xlink" x="0px" y="0px".. viewBox="0 0 206 55" style="enable-background:new 0 0 206 55;" 
xml:space="preserve">.<style type="text/css">...st0{fill:#AE1A20;}...st1{fill:#FEFEFE;}.</style>.<g>..<path class="st0" d="M18.5,29.5c1.4-0.5,5.8-2,5.8-8c0-4.8-3.6-8.2-
9.9-8.2H4.1l7,4.5h1.9c3.8,0,5.6,1.6,5.6,4.1S16.4,26,13.7,26...h-2.7l-6.9,4.4v10.2h5.6V30.5H13l5.7,10.1h6.4L18.5,29.5z M0.7,15.3l9.9,6.9L0.7,29V15.3z"/>..<g id=
"surface32_1_">...<path class="st0" d="M27.1,13.1h18.7v4.8H32.5v6.3h6.4v4.5h-6.4v7.1h14.4v4.8H27.1V13.1z"/>..</g>..<g id="surface40_1_">...<path class="st0" d="
M54.9,36.4h2.7c5.3,0,8.2-1.9,8.2-8.9c0-5.4-2.5-8.9-8.3-8.9h-2.6C54.9,18.5,54.9,36.4,54.9,36.4z M49.4,13.1....h7.9c9.9,0,14.1,5.9,14.1,13.7c0,8.9-4.5,13.7-13.1,13.7h-
8.9L49.4,13.1L49.4,13.1

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\rt_utils-1.0.0[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 6211

Entropy (8bit): 5.30892710774022

Encrypted: false

SSDEEP: 192:F2+YwSvZvZ8SyxTREaQYCLD+ozJ41Mw6OzWD:FrYwSvZiHRKtLD+71M46

MD5: 57374E105B2BAF9DEDA055250C7B726B

SHA1: 9A0AF064EEB3B31394BF51295C6B6FCB5BC7DF2F

SHA-256: C9EE853B1CB3CC13C13D87F5F06781F9E1A78107A8785029596FFAD720DB39FE

SHA-512: 249C2E7B1FC90B2594F520B8191116731C27B65B664E61107FB16C31A35558BA9C4FF8326AAF93B8916BEA6F33A7C9BC464BA647EF56279D6576AA7C992723DC

Malicious: false

IE Cache URL: https://ci.rdtcdn.com/www-static/cdn_files/redtube/js/generated/common/rt_utils-1.0.0.js

Preview:
var RT_Utils={browser:{hasTouchSupport:"createTouch"in document,version:(navigator.userAgent.toLowerCase().match(/.+(?:rv|it|ra|ie)[\/: ]([\d.]+)/)||[])[1],androidversion
:function androidversion(){var e=navigator.userAgent.match(/\s*Android\s*([0-9]+)\.?([0-9]+)?\.?([0-9]+)?\s*/);return e&&e[1]&&e[2]?parseFloat(e[1]+"."+e[2]):!(!e||!e[1])
&&parseFloat(e[1])},isWebkit:navigator.userAgent.indexOf("AppleWebKit/")>-1,isMobileSafari:/(ipad|iphone|ipod|android).*apple.*mobile.*safari/.test(navigator.us
erAgent.toLowerCase()),isAppleChrome:/crios/.test(navigator.userAgent.toLowerCase()),isAppleMobileDevice:/(ipad|iphone|ipod)/.test(navigator.userAgent.toLowerCa
se()),isAndroidMobileDevice:/android/.test(navigator.userAgent.toLowerCase()),isTansoDl:navigator.userAgent.toLowerCase().match(/TansoDL/i),isWindowsPhone:funct
ion isWindowsPhone(){return!(!navigator.userAgent.toLowerCase().match(/Windows CE|IEMobile|Windows Phone OS/i)&&!("XDomainRequest"in window))},highPix
elDensityDisplay:window.device

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\video-index[1].css
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 28636

Entropy (8bit): 5.053776024229463

Encrypted: false

SSDEEP: 384:l27q9HpmR7R76KMsuyMBqzIOcuVTBVYGuJs+c4Xb+zO:YRQulBVYGubcHO

MD5: C9B739D7AE9BEC31FE3FC38450F378A4

SHA1: 336F19A35FB16DA32020E3E68C78B1C370D0432C

SHA-256: 31DE15F0F44952E901F8D42D4B02DFCD03925A5EFA75BBD9467AFB75E945AC32

SHA-512: 43056D72CE171C79E056F7270A2BD376DD3E0A384E1B527BCD35437AC5AC6ABC03139AAAC226703F36F35E6DB4D11BD7DA8859912F4AF6F3B8B241EDB05291B
A

Malicious: false

IE Cache URL: https://ci.rdtcdn.com/www-static/cdn_files/redtube/css/generated/pc/video-index.css?v=980ebbf246d0ef5eda26cda9f51d7938765857b0
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Preview:
@supports (display:grid){.channels_grid,.galleries_grid,.members_grid,.ps_grid,.streamate_grid,.videos_grid{display:grid}.channels_grid li,.galleries_grid li,.members_grid 
li,.ps_grid li,.streamate_grid li,.videos_grid li{min-width:0}.one_row_grid{grid-template-rows:1fr;overflow-y:hidden;grid-auto-rows:0;grid-row-gap:0!important}.wideGrid 
.title_filter_wrapper.is_sticky{width:973px;padding:20px 0;margin:0 auto}@media only screen and (min-width:1324px){.wideGrid .title_filter_wrapper.is_sticky{max-width:no
ne;padding:20px 30px;right:0;left:300px;width:auto}.wideGrid.menu_hide .title_filter_wrapper.is_sticky{left:66px}}@media only screen and (min-width:1980px){.wideGrid .tit
le_filter_wrapper.is_sticky{max-width:1980px;padding:20px 30px;right:0}}@media only screen and (min-width:1324px){#content_container{width:100%}}@media only scr
een and (min-width:1324px) and (max-width:1630px){.wideGrid .content_limit{width:100%;padding:0 30px}.wideGrid .ps_grid{grid-template-columns:repeat(8,1fr)}.wid

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\video-index[1].css

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\video-js[1].css
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text

Category: downloaded

Size (bytes): 27990

Entropy (8bit): 5.011201483519688

Encrypted: false

SSDEEP: 384:xFMXat67oQnZoBHW+oc+M15oigxwOztw/nHfF82rFXd0:PMjrWhW+x+k+bxwOztK/F82rFi

MD5: 4B6360D4985D7621A945B389F7B6C2D4

SHA1: A0D4A315A506853E02F28396204A20263E579E77

SHA-256: FEFE18CFC7E1ACAF6CDE669234B5AF62723695C6EFE43C8E2EBCC19AC2A35FB1

SHA-512: D97680447F103A8F562ACF44F4AF7713E19F7A36485BD994F531C886D97C5F466D44CC0222BCB0DE1722E07D08A60D58D0D77D59FC9097FE7D8F333211646205

Malicious: false

IE Cache URL: https://ht-cdn.trafficjunky.net/html5video/video-js.css

Preview:
/*!.Video.js Default Styles (http://videojs.com).Version 4.12.0.Create your own skin at http://designer.videojs.com.*/./* SKIN.=================================
===============================================.The main class name for all skin-specific styles. To make your own skin,.replace all occurrences of 'vjs-
default-skin' with a new name. Then add your new.skin name to your video tag instead of the default skin..e.g. <video class="video-js my-skin-name">.*/..vjs-default-skin {.  
color: #cccccc;.}./* Custom Icon Font.--------------------------------------------------------------------------------.The control icons are from a custom font. Each icon corresponds to a chara
cter.(e.g. "\e001"). Font icons allow for easy scaling and coloring of icons..*/.@font-face {.  font-family: 'VideoJS';.  src: url('font/vjs.eot');.  src: url('font/vjs.eot?#iefix') 
format('embedded-opentype'), url('font/vjs.woff') format('woff'), url('font/vjs.ttf') format('truetype'), url('font/vjs.svg#icomoon') form

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\NUEPGTR9\1018263891[1].gif
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: GIF image data, version 89a, 950 x 250

Category: downloaded

Size (bytes): 275816

Entropy (8bit): 7.945493897149064

Encrypted: false

SSDEEP: 6144:BkTmhRbxG2Ik8lnlBW85Zomk/nStduTnPOHNiXmfs5a:iTdFk8tLWSGmk1nWHcSsM

MD5: C04AAE439B25589227A2884B8B8E0A48

SHA1: F9D6785DA9DBDEF3FCBE7623A581AF3BBB470B8F

SHA-256: F495E39689F221959EBAD1CD3A12E4EBCA15A622D284D1EC3B4F08D8F941C125

SHA-512: 937C66414A257D4609AAE93B6EDBBD52F8366C419123FB03188078EB6982A1DE2BB8BB0FB9F8E6DD7512D549109316BC665DF39F245EC39226EBA73F678F2F33

Malicious: false

IE Cache URL: https://ht-cdn.trafficjunky.net/uploaded_content/creative/101/826/389/1/1018263891.gif

Preview:
GIF89a.....}..S4.....Qk.......eE...uT........k4U.M&.".....`8....Z@m6$.zd..h.rI.bD.....fv^E..t.tUvD(.y..z.....w.{c.tX...yS4.kH|I0....E.zX.kV..uS2!...pI....YhB'5S..iQ.jQb,.......hS9W
@,eI3...A.....vQ(.uK....i<....pJ..._....~`6..l.lZ...eA.kP)-L.<2.]M.....l.....]<....6V.$g{...fR.Y.Z%H....i...D....b.a..!.!...L....+T.....;v.A....+.*-.-.x..6..Z...&,E.D.C..tA.P.?...0K.......z.~.........
!..NETSCAPE2.0.....!..Optimized using ezgif.com.!.....}.,........@....................<."D.?NN%I.D.....D./D././F.1....S.....................%%.........5/.*.*1,.....L$$7CA..A....7A..A.CWC..W.
WWGG....)....0....aC&.H..GQ.E}..%..#...Cz.I2...'!)R.h.../c.I...8s.....@...J...H.*]...P......C."D.d...'9r....&N..nJ.i.......X....].L..U.WF*..P.C..M&(......[4..82...3WV.X...'v$. !...S!..E.....
..Q.;r.....].#C.V<.....0.#........<.....C.Jj..;K..[..)......_............<x...@...I$..&?`...:8.X.'.....vZ.&T...j....R...&..B/h.u.'?4...M.%Y.0. c..80.8....6x.2.]..\oM..j...........O....8@.N.T.P.D.Q

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\NUEPGTR9\1020855061[1].gif
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: GIF image data, version 89a, 315 x 300

Category: downloaded

Size (bytes): 197963

Entropy (8bit): 7.90853188476314

Encrypted: false

SSDEEP: 3072:TxyQkieysNSfekMRxaSIRzdWDixPfLulNbx9GwwKQ7S/v9D8BwaZ/Q0Z0UDuFl:TxdIwvGpOzcDCXLqXTuS/v9DVK+0un

MD5: 63347C22D1A4B76A989A087F726BD5BD

SHA1: E2A1DC6E77F1C746A569A768EE70881D1E3A1C8B

SHA-256: 471125892E053841A4FE8D993EACEC07594EDF2D6B260AF3DDC9814E0CC51767

SHA-512: D9911A18B90BA931255452FCCA7F2FECF5CED4EDC20AA43FDE10EB004A2F193515D253A3FB7E006EC4AE63D918B9ED8E96528EBE5E3A060B09191D915762985
A

Malicious: false

IE Cache URL: https://vz-cdn.trafficjunky.net/uploaded_content/creative/102/085/506/1/1020855061.gif
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Preview:
GIF89a;.,...........i......f...  .....O#.^K+..npp..n.r.!N\N.u...v..q......s....U'.nIMNL....nvZ.....rq...,**qMDmjM..t..S....up.n...Imp.qL.M........!.N..t.EN...-.....)...o/.......M...DF....gh........RD;
E+PgIR2;.....t-&..vKMQm..R.NE.._).)....I-.Ua.i.R..mSj.06.U^....t(.'/|...F......../..2.Ti.sJ....A...n...P..S%.&..Rk..c..s.i...P.....I.......................................!..NETSCAPE2.0.....!..XMP 
DataXMP<?xpacket begin="." id="W5M0MpCehiHzreSzNTczkc9d"?> <x:xmpmeta xmlns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 6.0-c002 79.164488, 2020
/07/10-22:06:53        "> <rdf:RDF xmlns:rdf="http://www.w3.org/1999/02/22-rdf-syntax-ns#"> <rdf:Description rdf:about="" xmlns:xmpMM="http://ns.adobe.com/xap/1
.0/mm/" xmlns:stRef="http://ns.adobe.com/xap/1.0/sType/ResourceRef#" xmlns:xmp="http://ns.adobe.com/xap/1.0/" xmpMM:OriginalDocumentID="xmp.did:08c5bfa7-2ffb-
3b45-8f44-8cfd5f9a09d4" xmpMM:DocumentID="xmp.did:8A4631252FE611EB994DADADBAD1D3CB" xmpMM:InstanceID="xmp.iid:8A46

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\NUEPGTR9\1020855061[1].gif

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\NUEPGTR9\12[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 304x171, frames 3

Category: downloaded

Size (bytes): 12706

Entropy (8bit): 7.947445484737016

Encrypted: false

SSDEEP: 192:Acw5XsBzcudx7h/6FHgUtebkcF8etyxH+r1GXH5uPn4wFw9Hu4gMEgi6pIef5:AcEsBzceh/RU0bkcO78+HUPbOHu8zy85

MD5: 719A3EBA910990323A337406397C067E

SHA1: 22703EDB2264190BC4150BBB34DE0BC80C500A68

SHA-256: 8555AA6F00030970BC404B770B2845C27E0BF0B2211A28FA265EE893089DEA65

SHA-512: D9B52EAEBF19D3E5F3A9E2E6FBF188F9BCDCCADF9651AC3564A6AE018EEE55765715A1FCB1BBA094D9B99F4E749D9332ABBFD3E4C3973E8E08212E85ECE64
D3B

Malicious: false

IE Cache URL: https://ei.rdtcdn.com/m=eW0Q8f/media/videos/201908/02/19844091/original/12.jpg

Preview:
......JFIF.............C..............................................!........."$".$.......C.........................................................................0.."...............................................................................G
.5......&@..fB.D[..+.....c...H.q........\m.&.......X#.h...Y+.I\..K.*.R:d.K....W..c.a+a..&.....0.>Z..l....f ....M..=.v".N..|..6.Yr...2h.E...r}.e..H.eVg......G...S.J4..S.<.e...).1C..S...`..,C*...#......
..cF.....o.u.9^.Q.J.....&h..z.s]..pL...u.tr.....Ai4....{0]..$5!...E.Zw!K.kK.J..!x.B"..Dp.........#v.w.1.%..Q.]J.Y@s..O.J.."`.....+.....\.y"9.\yf...);...j. =+>..h.S..."...h..U.Y...-.W..>.T.b.
.....kSqJ.. 34.e.J....Z}..%.f.NT.,.\:.....4.._..W..X.t'.m>.s...quc(.0..^...W..V..h.. .%d.k.hy.......-Q..G.@..?...YV*.Z....H..&.#..3..5.e.E.....H....z@..4...a.\j.. 4>...Qb...A.s.J.>w,k.o.o...
....x..\.7...$..E'.U.hY#.>.'.ag...o..rE....9.b.P.y^-.J..k.AY.J.JK.'...".N...%..%.7..[4...v...$e|.#1X.6^x......{s:.O..].@s./.@.J..[]

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\NUEPGTR9\15[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 304x171, frames 3

Category: downloaded

Size (bytes): 11913

Entropy (8bit): 7.947055013265786

Encrypted: false

SSDEEP: 192:AWjSgHLK9m61T3qKso47SkOK1S0pcfKcPxBh1jHNgQUpNJR2r+lHnkQ6BLa0thQ:3PWV1TarUkOYpQK6vCQUVwr+lHk3tK

MD5: 72914C6DA6E41502289CE8B09BFAFF5F

SHA1: 181C298030421DC90BC8C73FD30D3250D02A0A13

SHA-256: AAE4196480129443294B8379ED67654EDE41CE7273D03729ADF8FEC2E2F9370E

SHA-512: C647F82489C6BDAF4E33192E942CBE7EF678D6ADFFB761F07508688599B69F839EB0E6ECAA110EA9B54226ABE160835DD458846C14A5B9E73072EB85CBB07EE
2

Malicious: false

IE Cache URL: https://ei.rdtcdn.com/m=eW0Q8f/media/videos/202003/19/29610931/original/15.jpg

Preview:
......JFIF.............C..............................................!........."$".$.......C.........................................................................0.."................................................................................
.gL.2n.......'.1..v6..U.F.}......T.SAC.......N.Nx.~u.Nz=Wq.t.]....~MfJ./A+.6...N..5.Xr.M..w....0.....)........".:.... .^.E.....>.?....V.I.1....i.2k..V(...E&."...\1Wos+UH..,.wy.)m...:~.e.*~..-
.....8.8.U|....l.H).;..G.G...ru....Z;..N..u:./..f.3v...h.z,...e.8..K..L...]s.....V......4..VF.....Y.......p.Tp.....8...t..mF.U\...9[~..y..rR..>......H......../9.Uzq...A.R....@Ps.6....\.'$.l.@-L..c.MP
P.Kr.....l)U..W..-.u...K.P.a...}9....5......5..*..t^.....gnO........YY9....j........cH.k..815.......}.Sg.&Rl5..m1....i...<.A....|.. 3..c.....l.L..|.-.s..}GD`(}se.r...f........x.Zq=.B._wz[/:....84.W'.C
T.l..v.3.1.v .hS .....1.kT...t...R.....=.......0.....%.y..o..IF.F.......J..RG.....uB....R&kh.....D.....+n...k.....1...`.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\NUEPGTR9\6[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 304x171, frames 3

Category: downloaded

Size (bytes): 11208

Entropy (8bit): 7.9408475374381045

Encrypted: false

SSDEEP: 192:jQdJWJGwJTbVjmsbYVKJlrWSgxFm9NWa3jYnoIstMBSGiFJh9GPZqo7nqwaIlbGE:jQLaGwJTbAUZD6Fm9NXWoIaMBSlzGPZZ

MD5: 85CCBD937D5FEF9EAF733DAF47F6BDEC

SHA1: 4A82D1DBC651194A30227B12DC1A5CD646C5C967

SHA-256: 5E99DA6AE5DF75A7BFA93ECB72D542C1B5EF67035D4E1F99977F643FFF533A73

SHA-512: 80D7C98621F56B021259A3D5BBB8688C4D56AFE4E6E1407F77B7EF3C5F89285C4BC5EDB9207F35CD3C5D125A899321CD826C1030D54F10683A1A0515DDD30B24

Malicious: false

IE Cache URL: https://ei.rdtcdn.com/m=eW0Q8f/media/videos/201906/03/17094361/original/6.jpg
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Preview:
......JFIF.............C..............................................!........."$".$.......C.........................................................................0.."...............................................................................3
...r7..%.A..$.B.........NTB".h..D... rp.Q.J."..a .Z...A...P...w1...9../0P.1BD...P.1.. ....8y...%.Ar 4@..M..09..\$.3.TZf;.K."..0x.Yi..e..i.....#!!..$.DI..Ro.......QM.j,^......{...B.Qe..dYX..[
..ElM.HP....".._$U..$&S..s..x4.W...B..4)..J..E........|_\....%E..Ck9..}%.6.... (..$ ..M\w$..Aa..i....[po..Q.l$"....T(..5T..x^...k;y/vX.G.....c<.......6...:.<..~.......RVZ..Mq[?...9.}........
..t..)>E..=s.?E..b...}......+..q...J.c...r..s..<.a....Ln.!..y...;T:7:y...I>I..k....)..z.HyE..-..y..oB{....lF.../A..g-..;..........\Pj..X-.<..]...^6..^.u............V..I....Z.).V....l....y.:.Z..^..l..Z.........~
..*.+..J]....R.>..........3`..v@...}..k.|:.--.$I..V/.G&..&.m..[..*.p^..r.NU.o....KU.P...-..Y...G.x{..?)Z./1;....W.....:

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\NUEPGTR9\6[1].jpg

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\NUEPGTR9\9[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 304x171, frames 3

Category: downloaded

Size (bytes): 9930

Entropy (8bit): 7.934199431904102

Encrypted: false

SSDEEP: 192:Y5qO4toysQFA4uD6Od8z2kZwlkwgEDssP7LjJBkepooLUybFJseCLffW:84tomFAhmO2zZqlkwgE4q8AJJspW

MD5: D51B20D4DDE0D8C01C04EFA71062BA0E

SHA1: EFC2757710FC573B8CD699405AA0F89EB0DC02CE

SHA-256: 4AA9E45B31CF2BC2EE0B5CA60A1D7601A59B095250A5F0D855D515D34C9B24B5

SHA-512: 2DFE60B5A851AF47A6FA9B488D4E82AC0316A26D172C6E689FEE53BA3AE6261ECE84AB8A70D2215E2FD17A0B87A6D4AA4956D04AD32785207F8008487E617DC
5

Malicious: false

IE Cache URL: https://ei.rdtcdn.com/m=eW0Q8f/media/videos/202002/11/28256221/original/9.jpg

Preview:
......JFIF.............C..............................................!........."$".$.......C.........................................................................0.."..............................................................................4.
9.......g...j.;j.ES...cff...mky..A....m..,.4ta1...}W(Mc..n.(...u.[.....F..?LK..dl..k.....%E.u.5..f.6.fm..<RR...8..y.)..{s|._.1....t.B@..xs...0y.!y..o...2.dh.)...&\.j,k.y.l................G...i....S.=.
....6.NP =%.=.C`".3..;.F.f7.|.%.Rg:......,ZJFQ.....fmX.EB.7.w...5..0...8>....,...".X.V4...i....=,....t..:...jL.*..V5.P.33..3h.<.\....;.K@a.W...v.....G.;...I..,..]..^......1.N.....u...r..$..e....v.Af..
1.Y.]..].4...~dzp..c~M.b...8:)#.`.x.t.e.m].R(zjN.t..4.?l. ....."..E...(7........=IE.e..;..k..t6h........=.8w......w..g..^'..p..z..........G.z.p...i6..c.v#F..ks....Y.lIV2..E...L..SX...)<...-oi...[..%..
vi...5....$..C...g.Q..T...XYX...iKY._.I2.'.,cn......U._..'.7..U.6.f..R..{...Jy..O......7L.[..3.......GbGC.r....

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\NUEPGTR9\J59WAZ8O.htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, UTF-8 Unicode text, with very long lines, with CRLF, LF line terminators

Category: dropped

Size (bytes): 503647

Entropy (8bit): 4.901221158594831

Encrypted: false

SSDEEP: 6144:GHTxsS5T7LewiQkBLG7+kPpGp5kfyPsIpkfckozuwiz8V3tdcy/IvtZYO814sX3O:GHRU5Ttkp

MD5: E1827557C634D5BE0404A5454131D908

SHA1: 76DDAA068D218E754EDF623F453B419D12CC2099

SHA-256: E8916FBBB608B9F257203F051C9F502AF23CC259C971FC5E3A93E3BA33191814

SHA-512: 9183E52065251CCC0B57CC3C5C86B6B496297C3E361371C9297994F736C4B9832B9687D0E86B5054C95CE38F98FAE44BD44E703BE202BAF5CABB1ADD8D8DDFE
F

Malicious: false

Preview:
<!DOCTYPE html>.      [if lt IE 7 ]><html class="ie ie6 language-en" lang="en"><![endif]-->.      [if IE 7 ]><html class="ie ie7 language-en" lang="en"><![endif]-->.      [if IE 8 
]><html class="ie ie8 language-en" lang="en"><![endif]-->.      [if IE 9 ]><html class="ie ie9 language-en" lang="en"><![endif]-->.      [if !(IE)]>  > <html class="language-en" 
lang="en">  <![endif]-->.            <head>.                    <title>Free Porn Sex Videos - Redtube - XXX Movies - Home of Videos Porno</title>.                .<meta http-
equiv="Content-type" content="text/html; charset=UTF-8" />.<meta http-equiv="X-UA-Compatible" content="IE=edge" />.<meta name="msapplication-config" content="
none" />.    <meta name="keywords" content="porn, sex,xxx" />.            <meta name="description" content="Redtube brings you NEW porn videos every day for free. 
Enjoy our XXX movies in high quality HD resolution on any device. Get fully immersed with the latest virtual reality sex videos from 

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\NUEPGTR9\ads_batch[1].json
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 2526

Entropy (8bit): 5.965253687845625

Encrypted: false

SSDEEP: 48:6AZCWgM1vLSbm4NeLbKvutwEMtDB8Msc/vFEx7OM5OTtwEMtDBkmqB:6HMhLWWLb1w1tDB8yuKxw1tDBkx

MD5: 0DD58868FEF6DD060D03AA0C919EBFA5

SHA1: 9474209832219246C17F1C528FE7FCA7E0E045F1

SHA-256: 07A54134D54E37B333F5D4BA95AF70A8B2F0670CE4961B219829A87A5037F8CE

SHA-512: 9845595533332CA78E77476CB64FD163F50D559F280ACEEC80C18190C7A1AA88D26F9598B00BE30A008B091E437715EF9B290567C721640BC9EA22C1E2EFAEDB

Malicious: false

IE Cache URL: https://www.redtube.com/_xa/ads_batch?
ads=true&clientType=mobile&channel[context_page_type]=home&channel[site]=redtube&site_id=16&device_type=tablet&hc=45A88BFE-DAFD-425D-B91E-
BCF83E333C39&data=%5B%7B%22spots%22%3A%5B%7B%22zone%22%3A11531%7D%5D%7D%5D
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Preview:
[{"ad_id":1042289171,"member_id":1001938571,"campaign_id":1005453111,"zone_id":11531,"media_type":"image","html":"","full_html":"<!DOCTYPE html>\n<htm
l>\n\t<head>\n\t\t  c_id=1005453111 z_id=\"11531\" ad_id=\"1491393411\"-->\n\t\t<meta http-equiv=\"Content-Type\" content=\"text/html; charset=UTF-8\" />\n\t\t<title>Ad d
elivery system</title>\n\t\t<style type=\"text/css\">\n\t\t\t  \n\t\t\ta img { border: 0; }\n\t\t\tbody { margin: 0; padding: 0; text-align: center; }\n\t\t\t-->\n\t\t</style>\n\t</head>\n\t
<body style=\"background-color:transparent;\">\n\t\t<a href=\"https://ads.trafficjunky.net/deep_click?adtype=static&ar=www.redtube.com&click_data=nxSRYAAAAACLXr
g7EAAAAAstAAALLQAAAAAAADf_7TuD2-RYExIgPoPb5FgAAAAAHzF6bqErIT8AAAAA&cmp_id=1005453111&ct=wifi&geo=CH%257C%253A%257CZH%257
C%253A%257CZurich&info=CiRiYzMxZTkzZi05NDk5LTQyNmItODQ0Zi03OWZiZTFiZTAwZDIQn6nEhAYaJmQ4Y2ZhYWMzLTgwMzQtNDNjNS05ZDNiLWVhN
jNlNjZmNmUwOS0xMItaOItaSLf%2Bt98DUgIxNliLveHdA2CTpIDxA3ITNTU5MjY0OTI3Njg0MjU2OTAxMoEBH

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\NUEPGTR9\ads_batch[1].json

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\NUEPGTR9\ads_batch[2].json
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 10496

Entropy (8bit): 5.460087296964867

Encrypted: false

SSDEEP: 192:1xlNEr/XuLNEJgy4F+fXiqpG2lNE7Qgy4F+fXiqpG2rnFXuLNEJgy4F+fXiqpG2j:1xzwvqTQIo1qTQn

MD5: 0A8367FEF502E5ED50779973D4286A73

SHA1: D73C141E2989414C95DCFC0316D9F521718B2FEA

SHA-256: 4AA10D18768B8C9812B0595EE40485C1B9B831D021E07E421FC68A3E46BDCCF9

SHA-512: E61F9B1CE254BCA59C6B45DB7CACCAF542621E4075EE7B1391D8623C8B973522581370C6D420CD92EF84A55FAB903F168DF0BB596FF7375BAECC4809F96907D
C

Malicious: false

IE Cache URL: https://www.redtube.com/_xa/ads_batch?
ads=true&clientType=mobile&channel[context_page_type]=home&channel[site]=redtube&site_id=16&device_type=tablet&hc=45A88BFE-DAFD-425D-B91E-
BCF83E333C39&data=%5B%7B%22spots%22%3A%5B%7B%22zone%22%3A11571%7D%5D%7D%5D

Preview:
[{"ad_id":1418981851,"member_id":6766,"campaign_id":1003862321,"country_code":"CH","zone_id":"11571","link":"https://ads.trafficjunky.net/click?url=\u0026amp;cl
ick_data=QAAAAG4aAACfFJFgAAAAAAAAAAAzLQAAMy0AAAAAAAAxudU72_GTVEH4wD1rr4JAAAAAAAEAAAAAAAAAAAAAAA==\u0026amp;geo=CH%7C%3A%
7CZH%7C%3A%7CZurich\u0026amp;ip=84.17.52.0\u0026amp;ar=www.redtube.com\u0026amp;ct=wifi\u0026amp;ot=windows\u0026amp;ret=--%7C%7C--\u0026amp
;iid=208_1620120735865564158_24646_2659\u0026amp;s_kw=0\u0026amp;kw=%7B%7D\u0026amp;ano=5\u0026amp;imptype=0\u0026amp;adtype=iframe\u0026amp
;brw=internet%20explorer\u0026amp;dmp_id=\u0026amp;ISP=Datacamp%20Limited\u0026amp;channel[context_page_type]=home\u0026amp;channel[site]=re
dtube\u0026amp;x=1\u0026amp;vf=0f9421342e82edf9969cc6252f52f23fdb407ae0","img_url":"https://eu-adsrv.rtbsuperhub.com/ir/?placement=1631_banner_950x250
_DACH_desktop_Foot_RT_Flat","isdefault":0,"html":"\u003cHTML\u003e\u003cHEAD\u003e\u003cTITLE\u003eAd delivery system\u003c/TITLE\u003e\u003cmeta name

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\NUEPGTR9\ads_test[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 941

Entropy (8bit): 5.196634423570928

Encrypted: false

SSDEEP: 24:7EjIfNqRRWVJlJDOHaA/92PYP6c5h1f12WsostoXGv6Z17LGmwRUk:7EfwFlO6A/92PYP6c1f12Wbse2v6vvGf

MD5: 5ED83705F6BEBA4D3195FE5155FCBEBF

SHA1: AA3259819C69554A191D04D17348280AB77DFDB7

SHA-256: 5D639453B9308CDB130DF7E4EF3F19DF3DE97F1051165BB49E1E96C21DB728F4

SHA-512: DB3BD253A129BFF7B0A5B4322F621319EA0AF3808F3FBA99AC1602F511D893859B736DF1FD2CB679945507224958672B2641193D843316EB176460DC7E7C4C26

Malicious: false

IE Cache URL: https://static.trafficjunky.com/ab/ads_test.js

Preview:
var _0x2d2f=['innerHTML','appendChild','div','adsbox','page_params','&nbsp;','createElement','holiday_promo','className','offsetHeight','getElementsByClassName'];
(function(_0x3fdd88,_0x2d2f8e){var _0x1d6e20=function(_0x320d01){while(--_0x320d01){_0x3fdd88['push'](_0x3fdd88['shift']());}};_0x1d6e20(++_0x2d2f8e);}(_0x2d2
f,0x170));var _0x1d6e=function(_0x3fdd88,_0x2d2f8e){_0x3fdd88=_0x3fdd88-0x0;var _0x1d6e20=_0x2d2f[_0x3fdd88];return _0x1d6e20;};window[_0x1d6e('0xa')]
=window['page_params']||{};window[_0x1d6e('0xa')][_0x1d6e('0x2')]=function(){var _0x38d652=document[_0x1d6e('0x1')](_0x1d6e('0x8'));_0x38d652[_0x1d6e('0x6')]=_0
x1d6e('0x0');_0x38d652[_0x1d6e('0x3')]=_0x1d6e('0x9');var _0x3afab7=![];try{document['body'][_0x1d6e('0x7')](_0x38d652);_0x3afab7=document[_0x1d6e('0x5')]('adsb
ox')[0x0][_0x1d6e('0x4')]===0x0;document['body']['removeChild'](_0x38d652);}catch(_0x4d8a06){_0x3afab7=![];}return _0x3afab7===!![]?undefined:!![];}();

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\NUEPGTR9\default-redtube[1].css
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 80603

Entropy (8bit): 5.121736769372106

Encrypted: false

SSDEEP: 1536:RVXorGHaV610Ax2/jr/CU/13/OI6AS/rMD76obNMh5fIl8VoQrv5gk:8rG6I

MD5: 8608FCD97B1041E69C868B8D4A9B73AB

SHA1: AF577022C6768F61F7F6778835D6620CA9D35496

SHA-256: B54ADCA7A4EB12BE35D1063D41CCC5E4DB269252F97ABA2A1FCCB120C5BE3D0E

SHA-512: 3C7A5B32035936BFAFD1E0B4CC4D45EC326082EBC9E52205C041D2E26CBA6EB1E83FEFCE93D4FDDD88D7E120B6247CFD8083DF57605D4D8B2F6F74726F6BCC
86

Malicious: false
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IE Cache URL: https://ei.rdtcdn.com/www-static/cdn_files/redtube/css/generated/pc/default-redtube.css?v=980ebbf246d0ef5eda26cda9f51d7938765857b0

Preview:
.rt_icon{font-family:rt_font!important;speak:never;font-style:normal;font-weight:400;font-variant:normal;text-transform:none;line-height:1;letter-spacing:0;-webkit-font-f
eature-settings:"liga";-moz-font-feature-settings:"liga=1";-moz-font-feature-settings:"liga";-ms-font-feature-settings:"liga" 1;font-feature-settings:"liga";-webkit-font-variant-li
gatures:discretionary-ligatures;font-variant-ligatures:discretionary-ligatures;-webkit-font-smoothing:antialiased;-moz-osx-font-smoothing:grayscale}.rt_Channels_Active:be
fore{content:"\e965"}.rt_Gay_PS_Active:before{content:"\e966"}.rt_Home_Active:before{content:"\e967"}.rt_PS_Active:before{content:"\e968"}.rt_Search_Active:befo
re{content:"\e969"}.rt_gay_icon:before{content:"\e964"}.rt_shop:before{content:"\e963"}.rt_Seek_To:before{content:"\e960"}.rt_Seek_To_Small:before{content:"\e96
2"}.rt_library:before{content:"\e961"}.rt_Send_Message:before{content:"\e95f"}.rt_save:before{content:"\e95e"}.rt_Trending:before{content:"\e95c"}.rt_no_interne

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\NUEPGTR9\default-redtube[1].css

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\NUEPGTR9\default-redtube_logged_out[1].css
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 5933

Entropy (8bit): 4.978970495241967

Encrypted: false

SSDEEP: 96:og06cSF9meBQgOhMk/UWMQbyNPKVhe+UlFPAVZzVINZO:o96cYm4BDZQONSDe17bO

MD5: A2ABE3C0AC7D20144C90610C73121137

SHA1: BB46952BA96BD8062D4AFFD57FC5BB53DBA2C13F

SHA-256: 329BE541A2F6C615EDD88631A58814EF29BE02BF8B571B305F0F5BB02E830854

SHA-512: 3469D45A06E7CB96315457D8AF8575FD1F8FF86D5DD5EA2D6FBA53E6DC6A21CAF559C504735DD74D85D4AF922B6198B8DAE200BAAF0CFAB793A18A179F95BB
44

Malicious: false

IE Cache URL: https://ei.rdtcdn.com/www-static/cdn_files/redtube/css/generated/pc/default-redtube_logged_out.css?v=980ebbf246d0ef5eda26cda9f51d7938765857b0

Preview:
#login_form_container .main_heading{color:#fff;text-align:center;font-weight:700;margin:0 0 20px;font-size:2.5em;letter-spacing:1px}#login_form_container .login_or_delimi
ter{text-transform:uppercase;text-align:center;margin-top:25px;font-size:1em;font-weight:700;color:#999}#login_form_container .sign_up_text{clear:both;display:block;overf
low:hidden;margin:10px 0 0;padding:25px 0 0;border-top:solid 1px #444}#login_form_container .sign_up_text .sign_up_title{display:block;overflow:hidden;margin-bo
ttom:20px;text-align:center;font-size:1.65em;font-weight:700;color:#999}#login_form_container .sign_up_text .sign_up_btn{display:block;width:100%;height:40px;ov
erflow:hidden;line-height:38px;color:#fff;font-size:1.166em;text-align:center;text-transform:uppercase;font-weight:700;letter-spacing:.5px;background-color:#3c3c3c;border
:none;border-radius:4px}#login_form_container .sign_up_text .sign_up_btn:hover{background-color:#505050}#login_form_container{overflow:hidden;width:93%;padding:
0}#login_f

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\NUEPGTR9\ir[1].htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, ASCII text, with very long lines

Category: downloaded

Size (bytes): 930

Entropy (8bit): 5.411921523468184

Encrypted: false

SSDEEP: 24:fx4Q+j6qGKzdu8I1/i7deRFGtUrgKUroecD:a6q5u91qZeRhc2

MD5: 0353DE91EABE48CA3BF186AE6BF14E1B

SHA1: 050C8A890A3EE161559A9E43C7962B4F713771ED

SHA-256: 7013C45E7F5B180E5F584158D1CCD9E372B4E30D4C5AC3CDCE99C537689AEA06

SHA-512: AAF798ABA942125FE8B005167C2B780F671DC0B97CAA150CF4C247F18FDD4F55F3E6B2975FC3D5AA4B956A8B1D7D4E43BB787EF8B712ABCA85E53292EA7ABE
D1

Malicious: false

IE Cache URL: https://eu-adsrv.rtbsuperhub.com/ir/?placement=1631_banner_950x250_DACH_desktop_Foot_RT_Flat&keyword=

Preview:
..<html>.<head>.    <style>body {.            margin: 0;.        }</style>.</head>.<body>..<a target="_blank" href="https://eu-adsrv.rtbsuperhub.com/click/?subPublisher=b
anner:eu-adsrv.rtbsuperhub.com&zone=banner:eu-adsrv.rtbsuperhub.com&adformat=banner&auctionid=609114a139ff7-310780&uniqueid=a16871b00de34c48334fcbdf3a
c88969&name=1631_banner_950x250_DACH_desktop_Foot_RT_Flat&width=950&height=250&newservice=true&cmsid=landing--mlp6021--landing--ig6005&tpcam
pid=42c569b3-83ce-452b-9824-d4bec02dd418&imp_tagid=1631_banner_950x250_DACH_desktop_Foot_RT_Flat&ba=bca0fa39-1a7b-4123-b5ca-9f0765e22ab1&uid
=TP-609114a139f0f1.68420714&campaign_lp=1:landing--mlp6021--landing--ig6005&product=sexpartnercommunity" style="display: block;">.    <img src="https://bmedia.j
ustservingfiles.net/ad7e2b59-d67f-4c69-8b14-45547302a263.jpg".         width="950".         height="250".         style="border:none;" border="0"/></a>...</body>.</html>.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\NUEPGTR9\load-1.0.3[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 4771

Entropy (8bit): 5.343609788879507

Encrypted: false

SSDEEP: 96:YqvkALGHRl3Oh3nwy0vwpoH3GMWQlUmYEAYui:YXNr3UdBoH3xVl8Q

MD5: 589EB8DFC8140658A5C4035AD555C34E

SHA1: 0EC7F75B69AC8A674471B2D7BC5636159B673DDF

SHA-256: 876CBB2343AD3050EDE32DB4F222CF1EAEF596ADAC6EFAFE53F235B264AE145A

SHA-512: 483111CCE524C679F1EDA3AE32F1A257BB217EBC5D35130FA619DFA41EC0A956010356EF94129AD639B0FD37D19C54BC852D6D046A7CA14ECBF93EB505127BE
4

Malicious: false

IE Cache URL: https://cdn1d-static-shared.phncdn.com/head/load-1.0.3.js
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Preview:
/*! head.load - v1.0.3 */.(function(H,t){var l=H.document,F=[],a={},b={},d="async" in l.createElement("script")||"MozAppearance" in l.documentElement.style||H.opera,E,f=H
.head_conf&&H.head_conf.head||"head",j=H[f]=(H[f]||function(){j.ready.apply(null,arguments)}),x=1,J=2,z=3,r=4;function L(){}function I(e,P){if(!e){return}if(typeof e==="o
bject"){e=[].slice.call(e)}for(var O=0,N=e.length;O<N;O++){P.call(e,e[O],O)}}function D(e,N){var O=Object.prototype.toString.call(N).slice(8,-1);return N!==t&&N!==null&&O
===e}function u(e){return D("Function",e)}function C(e){return D("Array",e)}function m(O){var e=O.split("/"),N=e[e.length-1],P=N.indexOf("?");return P!==-1?N.substring(0,
P):N}function q(e){e=e||L;if(e._done){return}e();e._done=1}function y(R,O,e,Q){var N=(typeof R==="object")?R:{test:R,success:!!O?C(O)?O:[O]:false,failure:!!e?C(e)?e:[e]:f
alse,callback:Q||L};var P=!!N.test;if(P&&!!N.success){N.success.push(N.callback);j.load.apply(null,N.success)}else{if(!P&&!!N.failure){N.failure.push(

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\NUEPGTR9\load-1.0.3[1].js

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\NUEPGTR9\rt_font[1].eot
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Embedded OpenType (EOT), rt_font family

Category: downloaded

Size (bytes): 50308

Entropy (8bit): 6.2409594869667115

Encrypted: false

SSDEEP: 1536:cKhMTynpoy+Y31ecBtVPOMDXlFwyyE4JkYzHR:jhMTynp3+YvBtVzD1RyE4CY

MD5: A5534FABBECA3B2C7C306DC0EC4D3A0A

SHA1: C0B037B71FE33E026240058C5AE70F700882F425

SHA-256: 30A3645816D9DA83CE7812E468D18CCC87F4FD0C7D73376C279B793CF743C160

SHA-512: 9CFF3FD43E01805C690A47351F31D6D00C5C926B5830C1C563CCBBFBE3C4E156CC64ECEA560A208606538F3D9EFA901F31E059071E0E72EFAACE793B0D464D8
1

Malicious: false

IE Cache URL: https://ei.rdtcdn.com/www-static/cdn_files/redtube/fonts/rt_font.eot?v=980ebbf246d0ef5eda26cda9f51d7938765857b0

Preview:
..................................LP.........................u......................r.t._.f.o.n.t.....R.e.g.u.l.a.r.....V.e.r.s.i.o.n. .1...6.....r.t._.f.o.n.t................@GSUB..........~OS/2.......L...`cmapL.Q......
...gasp............glyf.A.........head.y.x.......6hhea.C.........$hmtx..]........loca2..d........maxp........... name.`.....8....post........... .........,..latn................liga.................................:.....
................................................................................3...................................@...;.....@...@............... ....................................... ....... .-.2.a.p.r.u.w...P.l.|.............i.;......... .-.2.a.
o.r.u.w...P.l.|...............:...................... ......................H........................................................................79..................79..................79..................79..................79..................7
9..................79..................79................

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\NUEPGTR9\timings-1.0.0[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 3187

Entropy (8bit): 5.190303506246706

Encrypted: false

SSDEEP: 48:tuStgz6UFeR9Rh+zj5Hzh9b4cuKIoc71TKPQrMIbxD8CD7:tu2gz6UFeXP+zj5H5VCBT7dD8CH

MD5: 71F3A664DEFDA2F5724EAA072FC45C3C

SHA1: FA1F57C353C958870FC31BA122849A6018341598

SHA-256: 5D0FEC532F2E7D4DC5A759EA0967583C0886585C3765DD79D58E38F0BFB7E877

SHA-512: 579708C88646A626E0FAED55E587E92E706B207EE6FA1D10C81A27D82F9B77FBB90ED6DE5EF5B12FBF4386FA65B45B36EAF1DFF6C48F0B9E90CDD23AD2C3A9
0D

Malicious: false

IE Cache URL: https://cdn1d-static-shared.phncdn.com/timings-1.0.0.js

Preview:
function MGPerformance(a){var b=this;var c=performance.timing;b.interval=600;if(a!=null){b.interval=a}b.callbacks=[];b.listen=function(d){if(c.loadEventEnd>0){b.callback(
d)}else{b.callbacks.push(d)}};b.setInterval=function(d){b.interval(d)};b.callback=function(g){var h=c.domainLookupEnd-c.domainLookupStart;var d=c.connectEnd-c.c
onnectStart;var e=c.responseStart-c.navigationStart;var f=c.redirectEnd-c.redirectStart;var i=c.domComplete-c.navigationStart;var l=c.domInteractive-c.navigationStart;var 
k=c.domContentLoadedEventEnd-c.navigationStart;var j=c.loadEventEnd-c.navigationStart;g(h,d,e,f,l,i,k,j)};b.test=function(){if(c.loadEventEnd>0){for(var d in b.callbacks)
{if(b.callbacks.hasOwnProperty(d)){b.callback(b.callbacks[d])}}}else{b.interval-=200;if(b.interval<100){b.interval=100}setTimeout(function(){b.test()},b.interval)}};setT
imeout(function(){b.test()},b.interval)}function MGPerformanceTiming(a,c){var b=this;b.settings=c;b.ajax=function(f){try{var d=new XMLHttpRequest();d.open("GET"

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\12[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 304x171, frames 3

Category: downloaded

Size (bytes): 12706

Entropy (8bit): 7.947445484737016

Encrypted: false

SSDEEP: 192:Acw5XsBzcudx7h/6FHgUtebkcF8etyxH+r1GXH5uPn4wFw9Hu4gMEgi6pIef5:AcEsBzceh/RU0bkcO78+HUPbOHu8zy85

MD5: 719A3EBA910990323A337406397C067E

SHA1: 22703EDB2264190BC4150BBB34DE0BC80C500A68

SHA-256: 8555AA6F00030970BC404B770B2845C27E0BF0B2211A28FA265EE893089DEA65

SHA-512: D9B52EAEBF19D3E5F3A9E2E6FBF188F9BCDCCADF9651AC3564A6AE018EEE55765715A1FCB1BBA094D9B99F4E749D9332ABBFD3E4C3973E8E08212E85ECE64
D3B

Malicious: false

IE Cache URL: https://ci.rdtcdn.com/m=eW0Q8f/media/videos/201908/02/19844091/original/12.jpg
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Preview:
......JFIF.............C..............................................!........."$".$.......C.........................................................................0.."...............................................................................G
.5......&@..fB.D[..+.....c...H.q........\m.&.......X#.h...Y+.I\..K.*.R:d.K....W..c.a+a..&.....0.>Z..l....f ....M..=.v".N..|..6.Yr...2h.E...r}.e..H.eVg......G...S.J4..S.<.e...).1C..S...`..,C*...#......
..cF.....o.u.9^.Q.J.....&h..z.s]..pL...u.tr.....Ai4....{0]..$5!...E.Zw!K.kK.J..!x.B"..Dp.........#v.w.1.%..Q.]J.Y@s..O.J.."`.....+.....\.y"9.\yf...);...j. =+>..h.S..."...h..U.Y...-.W..>.T.b.
.....kSqJ.. 34.e.J....Z}..%.f.NT.,.\:.....4.._..W..X.t'.m>.s...quc(.0..^...W..V..h.. .%d.k.hy.......-Q..G.@..?...YV*.Z....H..&.#..3..5.e.E.....H....z@..4...a.\j.. 4>...Qb...A.s.J.>w,k.o.o...
....x..\.7...$..E'.U.hY#.>.'.ag...o..rE....9.b.P.y^-.J..k.AY.J.JK.'...".N...%..%.7..[4...v...$e|.#1X.6^x......{s:.O..].@s./.@.J..[]

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\12[1].jpg

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\16[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 304x171, frames 3

Category: downloaded

Size (bytes): 14886

Entropy (8bit): 7.964761766648287

Encrypted: false

SSDEEP: 192:Vf8fuAJjQ6eDle4TOUiTDfXhV/fmqFR9CDM+/1whtP/iqCBN3uj5VOph65N9gF3:l8fHJj0nmn/zHnw1KMO5VOpQPK

MD5: 6A3D6D1546658485002B7DC815336A10

SHA1: 6303A3C460A0A3F7C88A92A30C2F7C89C7187104

SHA-256: FBAD3B6FF954074835DBA733F058EF87CE87D5FF88B0C3AB7FF2092F743F7344

SHA-512: FF8E21BA9037E6FB7544F8EFBEB5AAFE50DD0912F618A8DAA5FB4500576BA9E28C78FFE071C9FECE1C51CC4B8D1E55D6A10A9C4F43908078A90B5E676ED8B5
3A

Malicious: false

IE Cache URL: https://ci.rdtcdn.com/m=eW0Q8f/media/videos/201905/07/16415651/original/16.jpg

Preview:
......JFIF.............C..............................................!........."$".$.......C.........................................................................0.."................................................................................
..O..9.cR}..((.6...Q.0.W"....F!.6o.L.z.._]..S^.....L....2Z..`.....Z.[..U`<J^._?.I.......=.{R...]y...6...'...!.Y.....'..|..~...f .....Q-M...R.+.1....a.i.s..d.*.Ud{.....y.@.h..n....-....6..#=.]i...r...j...Yw9-
..|.NI...E..etc.....-..........OpC.3...H?HU..W.../.Sh.....H}..z..-..($f....pr......Y..A.......{.(..e..fgG.y....,.Rl.W.w~..;C*......@..Jt.p..N.Bf..ve.5...U.#2.dI....8../S...fKaL....y..+..@.a...X
X...+..L{....9.....5.>S...yw%..i..>...4h.B..l3.../":X.\&..U~..D. ...s. ..W.uoi.&..;I.)...pGk..v.~..pK)......A.`.e..e|...z?a.....wc.C(......$.:W.../.......M..`].1...?U.Y..wO....y....b.L.$......2.T...[u
..tyr..T.1..&..J.........G...`....q.&>....2..7..w[.w..K,>c....j}...q...%.J.i.zB.g......3.i.[U.j.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\9[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 304x171, frames 3

Category: downloaded

Size (bytes): 9930

Entropy (8bit): 7.934199431904102

Encrypted: false

SSDEEP: 192:Y5qO4toysQFA4uD6Od8z2kZwlkwgEDssP7LjJBkepooLUybFJseCLffW:84tomFAhmO2zZqlkwgE4q8AJJspW

MD5: D51B20D4DDE0D8C01C04EFA71062BA0E

SHA1: EFC2757710FC573B8CD699405AA0F89EB0DC02CE

SHA-256: 4AA9E45B31CF2BC2EE0B5CA60A1D7601A59B095250A5F0D855D515D34C9B24B5

SHA-512: 2DFE60B5A851AF47A6FA9B488D4E82AC0316A26D172C6E689FEE53BA3AE6261ECE84AB8A70D2215E2FD17A0B87A6D4AA4956D04AD32785207F8008487E617DC
5

Malicious: false

IE Cache URL: https://ci.rdtcdn.com/m=eW0Q8f/media/videos/202002/11/28256221/original/9.jpg

Preview:
......JFIF.............C..............................................!........."$".$.......C.........................................................................0.."..............................................................................4.
9.......g...j.;j.ES...cff...mky..A....m..,.4ta1...}W(Mc..n.(...u.[.....F..?LK..dl..k.....%E.u.5..f.6.fm..<RR...8..y.)..{s|._.1....t.B@..xs...0y.!y..o...2.dh.)...&\.j,k.y.l................G...i....S.=.
....6.NP =%.=.C`".3..;.F.f7.|.%.Rg:......,ZJFQ.....fmX.EB.7.w...5..0...8>....,...".X.V4...i....=,....t..:...jL.*..V5.P.33..3h.<.\....;.K@a.W...v.....G.;...I..,..]..^......1.N.....u...r..$..e....v.Af..
1.Y.]..].4...~dzp..c~M.b...8:)#.`.x.t.e.m].R(zjN.t..4.?l. ....."..E...(7........=IE.e..;..k..t6h........=.8w......w..g..^'..p..z..........G.z.p...i6..c.v#F..ks....Y.lIV2..E...L..SX...)<...-oi...[..%..
vi...5....$..C...g.Q..T...XYX...iKY._.I2.'.,cn......U._..'.7..U.6.f..R..{...Jy..O......7L.[..3.......GbGC.r....

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\ads_batch[1].json
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 7017

Entropy (8bit): 5.420959602266914

Encrypted: false

SSDEEP: 192:CxitNRK+tNHagy4F7rqpG2vgy4F7rqpG2Iz+tNHagy4F7rqpG2X:CxirR9rHbBzKrHbU

MD5: A8958984ED4A195C99793D1D7D457E51

SHA1: AFB567D65E9C80B49141669217BACD60DF94DD1A

SHA-256: 7777F603E79A351A7604A2FB3522D3EDB7DFF531367B173086DB3D8128D3E77D

SHA-512: C0BDDC12863C330DDC5E1EA61F0E289ECCECD9E8F08B1EA2001F543644BC972C4AAE5194806C6E8494A2C79479D8DE8B9C07883C6FEE2944DB6BFCB8E10D85
80

Malicious: false

IE Cache URL: https://www.redtube.com/_xa/ads_batch?
ads=true&clientType=mobile&channel[context_page_type]=home&channel[site]=redtube&site_id=16&device_type=tablet&hc=20103541-5EAD-4268-BE04-
7737C9CC3D56&data=%5B%7B%22spots%22%3A%5B%7B%22zone%22%3A11571%7D%5D%7D%5D
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Preview:
[{"ad_id":1509184101,"member_id":1000352561,"campaign_id":1006005241,"country_code":"CH","zone_id":"11571","link":"https://ads.trafficjunky.net/click?url=https%
3A%2F%2Fplanscul.com%2Flp%2Fpre-jar-vam%2F%3Fs1%3Dtj_chfr%26s2%3DCHFR_DSK_17_950X250_ALL%26s3%3DRedtube%2520PC-%2520Footer%26s4%3D
1018263891%26tracking_id%3D%7BACLID%7D\u0026amp;click_data=QAAAADEroDuSFJFgAAAAAAAAAAAzLQAAMy0AAAAAAAD5a_Y7ZVL0WYF1ST4Bs
qFCAAAAAAAAAAAAAAAAAAAAAA==\u0026amp;geo=CH%7C%3A%7CZH%7C%3A%7CZurich\u0026amp;ip=84.17.52.0\u0026amp;ar=www.redtube.com\u0026amp;
ct=wifi\u0026amp;ot=windows\u0026amp;ret=--%7C%7C--\u0026amp;iid=47_1620120722643975263_35466_4838\u0026amp;s_kw=0\u0026amp;kw=%7B%7D\u0026a
mp;ano=5\u0026amp;imptype=0\u0026amp;adtype=static\u0026amp;brw=internet%20explorer\u0026amp;dmp_id=\u0026amp;ISP=Datacamp%20Limited\u0026am
p;channel[context_page_type]=home\u0026amp;channel[site]=redtube\u0026amp;x=1\u0026amp;vf=653ab96c5da70b3e893df8a3ef440602d24b1248","img_url":"https:/
/ht-cdn.trafficjunky.net/uploa

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\ads_batch[1].json

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\ads_batch[2].json
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 12356

Entropy (8bit): 5.350646932921673

Encrypted: false

SSDEEP: 192:ZLKNzBKNk5U5gy4FIjqpG29gy4FIjqpG2vvKNk5U5gy4FIjqpG2Y:ZLyzByk5xIRvyk5xO

MD5: E33DB36233A1262D75E71395307E56EB

SHA1: FF67FDB62899791592590B0F91D6AA53878E1534

SHA-256: C2DBD8A9C0CABBF369238102552C1E5847456FAF84D815DBEE0C87CAB2D26A90

SHA-512: 2FA9A20E144527C453C0108B41DADD63AF0166D794C11FABE99D6934C50054AF4B00CE2B6BA2B566FE390338C5287F2748EE377B34787E77BFE87913FCA6DB18

Malicious: false

IE Cache URL: https://www.redtube.com/_xa/ads_batch?
ads=true&clientType=mobile&channel[context_page_type]=home&channel[site]=redtube&site_id=16&device_type=tablet&hc=20103541-5EAD-4268-BE04-
7737C9CC3D56&data=%5B%7B%22spots%22%3A%5B%7B%22zone%22%3A11531%7D%5D%7D%5D

Preview:
[{"ad_id":1496513141,"member_id":52,"campaign_id":1002577791,"country_code":"CH","zone_id":"11531","link":"https://ads.trafficjunky.net/click?url=https%3A%2F%2F
www.securegfm.com%2F38c6b20f-b4f9-485e-be75-49b76368ae57%3FSID%3Dtj-desktop-rt-ts-int%26SID2%3Dall-Redtube%2520PC-%2520Top%2520Right%2520Squ
are%26SID3%3D315x300_sep87c%26SID4%3DRedtube%2520PC-%2520Top%2520Right%2520Square\u0026amp;click_data=QAAAADQAAACSFJFgAA
AAAAAAAAALLQAACy0AAAAAAAB_H8I7dfoyWTHmKD6t7gw_AAAAAAEAAAAAAAAAAAAAAA==\u0026amp;geo=CH%7C%3A%7CZH%7C%3A%7CZurich\u0026am
p;ip=84.17.52.0\u0026amp;ar=www.redtube.com\u0026amp;ct=wifi\u0026amp;ot=windows\u0026amp;ret=--%7C%7C--\u0026amp;iid=47_1620120722643960939
_35466_4428\u0026amp;s_kw=0\u0026amp;kw=%7B%7D\u0026amp;ano=5\u0026amp;imptype=0\u0026amp;adtype=html5\u0026amp;brw=internet%20explorer\u002
6amp;dmp_id=\u0026amp;ISP=Datacamp%20Limited\u0026amp;channel[context_page_type]=home\u0026amp;channel[site]=redtube\u0026amp;x=1\u0026amp;v
f=7cabdf17b92eb9e1729aa3a5bed762aaba1b14

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\default-redtube[1].css
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 80603

Entropy (8bit): 5.121736769372106

Encrypted: false

SSDEEP: 1536:RVXorGHaV610Ax2/jr/CU/13/OI6AS/rMD76obNMh5fIl8VoQrv5gk:8rG6I

MD5: 8608FCD97B1041E69C868B8D4A9B73AB

SHA1: AF577022C6768F61F7F6778835D6620CA9D35496

SHA-256: B54ADCA7A4EB12BE35D1063D41CCC5E4DB269252F97ABA2A1FCCB120C5BE3D0E

SHA-512: 3C7A5B32035936BFAFD1E0B4CC4D45EC326082EBC9E52205C041D2E26CBA6EB1E83FEFCE93D4FDDD88D7E120B6247CFD8083DF57605D4D8B2F6F74726F6BCC
86

Malicious: false

IE Cache URL: https://ci.rdtcdn.com/www-static/cdn_files/redtube/css/generated/pc/default-redtube.css?v=980ebbf246d0ef5eda26cda9f51d7938765857b0

Preview:
.rt_icon{font-family:rt_font!important;speak:never;font-style:normal;font-weight:400;font-variant:normal;text-transform:none;line-height:1;letter-spacing:0;-webkit-font-f
eature-settings:"liga";-moz-font-feature-settings:"liga=1";-moz-font-feature-settings:"liga";-ms-font-feature-settings:"liga" 1;font-feature-settings:"liga";-webkit-font-variant-li
gatures:discretionary-ligatures;font-variant-ligatures:discretionary-ligatures;-webkit-font-smoothing:antialiased;-moz-osx-font-smoothing:grayscale}.rt_Channels_Active:be
fore{content:"\e965"}.rt_Gay_PS_Active:before{content:"\e966"}.rt_Home_Active:before{content:"\e967"}.rt_PS_Active:before{content:"\e968"}.rt_Search_Active:befo
re{content:"\e969"}.rt_gay_icon:before{content:"\e964"}.rt_shop:before{content:"\e963"}.rt_Seek_To:before{content:"\e960"}.rt_Seek_To_Small:before{content:"\e96
2"}.rt_library:before{content:"\e961"}.rt_Send_Message:before{content:"\e95f"}.rt_save:before{content:"\e95e"}.rt_Trending:before{content:"\e95c"}.rt_no_interne

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\default-redtube[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 168066

Entropy (8bit): 5.485514274712934

Encrypted: false

SSDEEP: 3072:dovXpjyouFuRUnym7ESn4nQJp6xGVHQMVwk+yGlFNuMgrQDb9:uXpjxuF/ESnEQJp6ETe

MD5: EA31D8C28457CA3F918919E127E0E94E

SHA1: 14B6E9FE98B598E78B226C02CF68515EFA28935D

SHA-256: 259AD2C950F6D6FF2BD5447A7769F0CB4172FDEE64EDC72123B03E6197C41D1C

SHA-512: 592528E96AD5855CFC3A0C11B217234E60D4C160DDA3AA8153F2131A5142A1C4E75E8E8BD25A37F7589852C4E236561F44929153BE18B1BFB9B2BF8F0A6DE7E3
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Malicious: false

IE Cache URL: https://ci.rdtcdn.com/www-static/cdn_files/redtube/js/generated/pc/default-redtube.js?v=980ebbf246d0ef5eda26cda9f51d7938765857b0

Preview:
function _typeof(M){return(_typeof="function"==typeof Symbol&&"symbol"==typeof Symbol.iterator?function _typeof(M){return typeof M}:function _typeof(M){return M
&&"function"==typeof Symbol&&M.constructor===Symbol&&M!==Symbol.prototype?"symbol":typeof M})(M)}!function(M,L){"object"==("undefined"==typeof exports
?"undefined":_typeof(exports))&&"undefined"!=typeof module?module.exports=L():"function"==typeof define&&define.amd?define(L):(M=M||self).Vue=L()}(this,(function()
{"use strict";var M=Object.freeze({});function t(M){return null==M}function n(M){return null!=M}function r(M){return!0===M}function i(M){return"string"==typeof M||"num
ber"==typeof M||"symbol"==_typeof(M)||"boolean"==typeof M}function o(M){return null!==M&&"object"==_typeof(M)}var L=Object.prototype.toString;function s(M){return"
[object Object]"===L.call(M)}function c(M){var L=parseFloat(M+"");return L>=0&&Math.floor(L)===L&&isFinite(M)}function u(M){return n(M)&&"function"==typeof M
.then&&"function"==typeof M.catch}functi

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\default-redtube[1].js

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\default-redtube_logged_out[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 6079

Entropy (8bit): 5.098501567469462

Encrypted: false

SSDEEP: 96:DMklz5uY2oFcezS0OXLztNeq1I8ozlz/zu017JwDPO79dDJ7qf8AOjF4ixitvz:gLYNFQtNeqePZ7JC279z7wvOjF4ixitr

MD5: 6C1FD893AA1E444D565A72C90EBDA39F

SHA1: 362B578ADFE2CC045E4C8E9D26136602183A7E36

SHA-256: C4E1F5F41DED44D2BBED226615D3E88E2B5F031DE6DA28470AA1781232E378B4

SHA-512: C4E8502540B8E610AA8159F634F6ED1045A2DD687F32B73450F907235D49F0DE06D9FC40DD25F634A0D39C17553D5EA551B4E40BE16BAB1079E7DA3640B9912C

Malicious: false

IE Cache URL: https://ci.rdtcdn.com/www-static/cdn_files/redtube/js/generated/pc/default-redtube_logged_out.js?v=980ebbf246d0ef5eda26cda9f51d7938765857b0

Preview:
var LoginForm=function LoginForm(){"use strict";var e=this;e.defaultSettings={mainLoginDiv_id:"login_form",disableLoginDiv_class:"disable_login_container",usern
ameInput_id:"login_username",passwordInput_id:"login_password",activeSubMenu_class:"sub_menu_active",login_submit:"js-loginSubmitModal",login_modal:"l
ogin_modal"},e.init=function(a){e.params=$.extend(!0,e.defaultSettings,a),e.add_listeners(),e.recaptchaEnable=e.isRecaptchaEnable()},e.add_listeners=function(){
$(".login_form_X").click((function(){e.params.disableLogin?$("."+e.params.disableLoginDiv_class).slideUp():$("#"+e.params.mainLoginDiv_id).slideUp(),e.resetErro
rMessages(),$('input[name="username"]').val(""),$('input[name="password"]').val("")})),$("#js_loginform").on("submit",(function(a){a.preventDefault(),a.stopImmediatePropa
gation(),e.submitLogin()})),$(".login_rt_premium_btn").click((function(){e.openOauthDialog("/rtplogin")})),$(".js_pornhub_login").click((function(){e.openOauthDialog("/ph
login")})),$("#signup_link_in_

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\embeddedads.es5.min[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 63933

Entropy (8bit): 5.261204639452257

Encrypted: false

SSDEEP: 768:ijLitS9jEryhmUj3K9n6pxRy9dRwGcR5jMRlG90TmRD2X1aRPvy3dUbRoZeRZtZL:iPoSi+A9ncK909IG90TpkzaW

MD5: 147546AFF7F09DA2884A7F19DC28DA20

SHA1: 94AC8D733246B3F6A12E5C7A66147B1ED70766C1

SHA-256: E4E731FD228332C991DB6C712E07B939CE968D4E9C30717FAF4594FDEACE9D15

SHA-512: 413D89E023F94AD069B82B8DE35F90F3C0C902FBBB070D26366D4818C00519386B6B43D6E426E017F76FFBE7A5758E8D8B866F7827DEF75423C2D7849F8A7E18

Malicious: false

IE Cache URL: https://static.trafficjunky.com/invocation/embeddedads/production/embeddedads.es5.min.js

Preview:
!function(e,t){"object"==typeof exports&&"object"==typeof module?module.exports=t():"function"==typeof define&&define.amd?define("JS Ads for Publishers",[],t):"
object"==typeof exports?exports["JS Ads for Publishers"]=t():e["JS Ads for Publishers"]=t()}(self,(function(){return function(){var e={808:function(e,t,n){var r,o;!function(i){if(v
oid 0===(o="function"==typeof(r=i)?r.call(t,n,t,e):r)||(e.exports=o),!0,e.exports=i(),!!0){var a=window.Cookies,s=window.Cookies=i();s.noConflict=function(){return window
.Cookies=a,s}}}((function(){function e(){for(var e=0,t={};e<arguments.length;e++){var n=arguments[e];for(var r in n)t[r]=n[r]}return t}function t(e){return e.replace(/(%[0-9A-Z]
{2})+/g,decodeURIComponent)}return function n(r){function o(){}function i(t,n,i){if("undefined"!=typeof document){"number"==typeof(i=e({path:"/"},o.defaults,i)).expires&&(i.
expires=new Date(1*new Date+864e5*i.expires)),i.expires=i.expires?i.expires.toUTCString():"";try{var a=JSON.stringify(n);/^[\{\[]/.test(a)&&

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\favicon[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 192 x 192, 8-bit/color RGBA, interlaced

Category: downloaded

Size (bytes): 7112

Entropy (8bit): 7.929079219699957

Encrypted: false

SSDEEP: 96:1StNJIGUv9aiNwBMZSs4f44FmuT7e9hP0xspI6VQQozqUSiLn3QmMsPK1sBZBwMy:1Sy3NwU5TIm/ZppBpo2UesiW7xLoo6x

MD5: D905EA6840CBC5953D204FB40F87C828

SHA1: 2B018A12DB88B7C4549297901C04F6E33E8FB171

SHA-256: FFA6FAF1AFDA6C294B589EFDF15D2F9EDF285A5FEFA78F11A5F6E8690BEDFDA0

SHA-512: 24D8415BA26BACC508A38F9969F723E91E3B0B5DDB02CEC30EC0D86B9E47D597DF22CCDD674CC7A6F8D5436E2FDF2BD24F1821B4410865F5BC54478BEC1754
AA

Malicious: false
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IE Cache URL: https://ci.rdtcdn.com/www-static/cdn_files/redtube/icons/favicon.png?v=980ebbf246d0ef5eda26cda9f51d7938765857b0

Preview:
.PNG........IHDR.............%.\.....sRGB.........IDATx..].x.E.>...!..H."-..4C... ~.....E....C. ......(.]..:!...$!..$..@.....e...........gggO}.=[fwf|..oZ.../E...\.*..j.....,kv..ee...6.h..))AA...I..RW.
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\favicon[1].png

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\idsync.min[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 45208

Entropy (8bit): 5.475657939773198

Encrypted: false

SSDEEP: 768:6JeVTWFO8BRSB9lL2O2P/3X2bcQLuKNif8:6NSLlLl233X2bcQyU

MD5: 918577844FDE7E6D6EE53BABE0D7ADF6

SHA1: 4A64B3EFD52999FD3A76CE466D3A4429264A8E60

SHA-256: D088176C3568430F9B8DE44328150871167A6588D405CB8DACF3E5199C67862F

SHA-512: 41B314E4C9FB4E62F70834ADB9C337E576B4A252F416CC1CE57DAE8A84763389E8A6A17D26C8F4959055EA6A645434A30E51644738551FF57EEBAEEAC37E0500

Malicious: false

IE Cache URL: https://static.trafficjunky.com/invocation/idsync/production/idsync.min.js?v=1620111600000

Preview:
!function(e){var t={};function n(r){if(t[r])return t[r].exports;var o=t[r]={i:r,l:!1,exports:{}};return e[r].call(o.exports,o,o.exports,n),o.l=!0,o.exports}n.m=e,n.c=t,n.d=function(e,t,r)
{n.o(e,t)||Object.defineProperty(e,t,{enumerable:!0,get:r})},n.r=function(e){"undefined"!=typeof Symbol&&Symbol.toStringTag&&Object.defineProperty(e,Symbol.toStrin
gTag,{value:"Module"}),Object.defineProperty(e,"__esModule",{value:!0})},n.t=function(e,t){if(1&t&&(e=n(e)),8&t)return e;if(4&t&&"object"==typeof e&&e&&e.__esMo
dule)return e;var r=Object.create(null);if(n.r(r),Object.defineProperty(r,"default",{enumerable:!0,value:e}),2&t&&"string"!=typeof e)for(var o in e)n.d(r,o,function(t){return e[t]}
.bind(null,o));return r},n.n=function(e){var t=e&&e.__esModule?function(){return e.default}:function(){return e};return n.d(t,"a",t),t},n.o=function(e,t){return Object.pr
ototype.hasOwnProperty.call(e,t)},n.p="",n(n.s=1)}([function(e,t,n){var r,o,i;o=[],void 0===(i="function"==typeof(r=function(){var e,t,n=6e4

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\popunder.min[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 24776

Entropy (8bit): 5.227843500926117

Encrypted: false

SSDEEP: 384:3Tv6EGcupbRreD8IgXdQQO/Jl9Ka51Wrx+mO7IggHiNcwf3L6tC1/JnaXi3gTVFN:b+IkdQQO/JlWrxzO7IfiNcK1/5aXiiT

MD5: 2D7B75977A340B02735916EB89035160

SHA1: D64B0BF7D21087A8AAC6B893DEF60BF30F85F851

SHA-256: E8512D7EDA09AB851A97A02F3214B5EDBDED3CBD11BE861BEB0C623F8EB6B8AE

SHA-512: 7BE69BFFEC0E71D720380AA365513FE0190FFFC05FA925205A5CDB878E0380D4733DD204EF8B490C2CD9B0571CF2855CF7221D21D6DA74CF71BD630AB091C19
C

Malicious: false

IE Cache URL: https://static.trafficjunky.com/invocation/popunder/production/popunder.min.js

Preview:
!function(e,t){"object"==typeof exports&&"object"==typeof module?module.exports=t():"function"==typeof define&&define.amd?define("_1yz6ewa2mfs",[],t):"object"==
typeof exports?exports._1yz6ewa2mfs=t():e._1yz6ewa2mfs=t()}(window,(function(){return function(e){var t={};function n(r){if(t[r])return t[r].exports;var o=t[r]={i:r,l:!1,exports:
{}};return e[r].call(o.exports,o,o.exports,n),o.l=!0,o.exports}return n.m=e,n.c=t,n.d=function(e,t,r){n.o(e,t)||Object.defineProperty(e,t,{enumerable:!0,get:r})},n.r=function(e)
{"undefined"!=typeof Symbol&&Symbol.toStringTag&&Object.defineProperty(e,Symbol.toStringTag,{value:"Module"}),Object.defineProperty(e,"__esModule",{value:!
0})},n.t=function(e,t){if(1&t&&(e=n(e)),8&t)return e;if(4&t&&"object"==typeof e&&e&&e.__esModule)return e;var r=Object.create(null);if(n.r(r),Object.defineProperty(r,"def
ault",{enumerable:!0,value:e}),2&t&&"string"!=typeof e)for(var o in e)n.d(r,o,function(t){return e[t]}.bind(null,o));return r},n.n=function(e){var t=e&&e.__esMo

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\site_sprite[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 42 x 471, 8-bit colormap, non-interlaced

Category: downloaded

Size (bytes): 3787

Entropy (8bit): 7.899716864079092

Encrypted: false

SSDEEP: 96:zvrPecXH3iDChbDrbod2RMUcPiBhPdDG0iT6ovyzS:zZ4dizcPifPdDpi+xu

MD5: BFC6AC50D0EA19FFC3A6AEC75325E1FC

SHA1: CEC78D41498937E7FB7EEEF35DCCD0E9D4F79371

SHA-256: C8DC62ED5D22FF5ECB018B0F7804CF23438E960967B364CC48E1892862538020

SHA-512: 76ACBC24FDE26BA4E5A8FC06F18F2510F1CABDDF17BD97089B8E288875A1E516981B87E023006F5EEC45CE40854229F625787F3127B864227AC36010F0A1B8C3

Malicious: false

IE Cache URL: https://ei.rdtcdn.com/www-static/cdn_files/redtube/images/pc/site_sprite.png?v=980ebbf246d0ef5eda26cda9f51d7938765857b0
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\site_sprite[1].png

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\video-index[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 63808

Entropy (8bit): 5.10605347325312

Encrypted: false

SSDEEP: 768:Dl7J0DEn09hABOPOxMGRCLhYpnF8Eosh6bxLHwd9l1wI/derXnRagdWx5ADKZQ:pF0DEn09y6OxMGVnfx0RMZQ

MD5: 9D8CC3EE90672F1DE5EC55759F16CD90

SHA1: 4D05D29A2FFD7BC75DC4538BDF759B2FE489C4A4

SHA-256: 2291E1C20DB60FB3B0B30A7E8D2F5F85A69F26A69C062991680A2D0E0E129732

SHA-512: AA1699B9EB67617C1F90DDEE270CE483CBFA7604F3B8518F298C0FFBF21B8403BF8BC715244CE55FDC8B2BAA355177E580A7157A9F78F3D23792CA41B5BF40A
7

Malicious: false

IE Cache URL: https://ci.rdtcdn.com/www-static/cdn_files/redtube/js/generated/pc/video-index.js?v=980ebbf246d0ef5eda26cda9f51d7938765857b0

Preview:
function _typeof(t){return(_typeof="function"==typeof Symbol&&"symbol"==typeof Symbol.iterator?function _typeof(t){return typeof t}:function _typeof(t){return t&&"functio
n"==typeof Symbol&&t.constructor===Symbol&&t!==Symbol.prototype?"symbol":typeof t})(t)}vue_apps.templates.videoListFake='<div class="videoblock_list videoblock_
fake"><div class="video_block_wrapper"><div class="img_video_list bg_animate"></div><div class="line bg_animate"></div><div class="line short bg_animate"></div>
<div class="line smaller bg_animate"></div></div></div>',vue_apps.templates.videolistWatched='<ul :id="watchedData.listId"  :class="watchedData.class + \' \' + 
watchedData.wideClass"  :data-ga-event=gaData.gaEvent :data-ga-category=gaData.gaCategory :data-ga-action=gaData.gaAction :data-ga-label=gaData.gaLabel :data-
ga-non-interaction=gaData.gaNonInteraction><li v-for="video in videos" class="vuejs videoblock_list isRemovable js_thumbContainer" :class="watchedData.isCarousel ? 
watchedData.rtCarouselItem :

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\video[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode text, with very long lines

Category: downloaded

Size (bytes): 117670

Entropy (8bit): 5.494265555376669

Encrypted: false

SSDEEP: 1536:ppdgEWZg2eKH+Lsa1iOk5tREV8AzyEqc6OPv79ErimJ0wt0smLkkSOlnE:Zth0vg56OPjOUE

MD5: 8644ED2C939ED4BE418044B36C0972B4

SHA1: 77DBDDFEFA211B02DE9A022CD2DF0A9CF12359DC

SHA-256: BFED8460EDDE4D997A5933A895E2151B56FD3ACBFA2A5D70FB414BDC60984A6B

SHA-512: E9F8249EBD2A9570F36EFDBC7912524E7662A269065A7B3C02F657217317E8ECD05AD9EEE79C9102AA88EF594A0BA34A0017A02E5BC634AB44B557DB422D2831

Malicious: false

IE Cache URL: https://ht-cdn.trafficjunky.net/html5video/video.js

Preview:
/*! Video.js v4.12.0 Copyright 2014 Brightcove, Inc. https://github.com/videojs/video.js/blob/master/LICENSE */ .try{.(function() {var b=void 0,f=!0,j=null,l=!1;function m()
{return function(){}}function n(a){return function(){return this[a]}}function q(a){return function(){return a}}var s;document.createElement("video");document.createEle
ment("audio");document.createElement("track");.function t(a,c,d){if("string"===typeof a){0===a.indexOf("#")&&(a=a.slice(1));if(t.Aa[a])return c&&t.log.warn('Player "'+a+'" is 
already initialised. Options will not be applied.'),d&&t.Aa[a].I(d),t.Aa[a];a=t.m(a)}if(!a||!a.nodeName)throw new TypeError("The element or ID supplied is not valid. (videojs)
");return a.player||new t.Player(a,c,d)}var videojs=window.videojs=t;t.jc="4.12";t.wd="https:"==document.location.protocol?"https://":"http://";t.VERSION="4.12.0";.t.options=
{techOrder:["html5","flash"],html5:{},flash:{},width:300,height:150,defaultVolume:0,playbackRates:[],inactivityTimeout:2E3,children:{med

C:\Users\user\AppData\Local\Temp\JavaDeployReg.log
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with CRLF line terminators

Category: modified

Size (bytes): 89

Entropy (8bit): 4.350647094482033

Encrypted: false

SSDEEP: 3:oVXUWRFN+sT7H8JOGXnEWRFN+sTw+n:o9UCNXnqECNXz

MD5: 261ED81C75EF10ED3E79D5FF3550784C

SHA1: 7182CE0BB2E4B811B6DFF91F82ED95F911B33290

SHA-256: B17BE2CDFA1DAAA5F0B0A58C4350C03218C29C9639B23A8D451315DDCA9CAE0C

SHA-512: CDB1AB1930B54BBA425BBC4E411AF559A202BADE8350102D13ACB9481BE2BDBB812FBC0E15094063E2CF29BB4B3BFA681CF5359EF827B7FD6D9C13B90BA4B
0FD

Malicious: false

Preview:
[2021/05/04 11:32:13.720] Latest deploy version:  ..[2021/05/04 11:32:13.720] 11.211.2 ..
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C:\Users\user\AppData\Local\Temp\~DF1E11F73E914424D1.TMP
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: data

Category: dropped

Size (bytes): 39721

Entropy (8bit): 0.5863700835320783

Encrypted: false

SSDEEP: 192:kBqoxKAuqR+/hDqxH8SZD1AH8SZD1Af8SZD1AE:kBqoxKAuqR+/hDqxHbQHbQfbQE

MD5: 4551FFFB551104303C9B433564C48FCB

SHA1: 8DA710EE0C7F1F44F7DE8950AAFCC34AC6A06EE4

SHA-256: 4D060437192202DE965DF0D2C227D6DAFC50E1274E09C4E15EA5ACE29A2C1A18

SHA-512: F82954D45F2E3839890A52DC9FA987261ADC6A58FA5A5514F4D9478A17F236AFECC2C0072BDC44D73493A9BC00F75CF87C8EC0D6F14EA34973623534D977BA1C

Malicious: false

Preview:
.............................*%..H..M..{y..+.0...(................... ...............................................*%..H..M..{y..+.0...(................... ............................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

C:\Users\user\AppData\Local\Temp\~DF3E08468817889A6A.TMP
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: data

Category: dropped

Size (bytes): 12933

Entropy (8bit): 0.41127184303326764

Encrypted: false

SSDEEP: 24:c9lLh9lLh9lIn9lIn9lowzMT9lowzMT9lWwzMWRRwnRw1TE:kBqoIcij

MD5: E413A2979CF46244C3217909DD76C1B8

SHA1: 97A5650693F9BEFE235789B0060F01AC7192A7A8

SHA-256: 7B50CBC8809FF0D138D8573C0B9221720D41F1A257D367E322E25FB89F1AD741

SHA-512: 48CE8F048A3409725980C1C6D6EE9BD492696FC7DCA2CC917E8DBF101C9AE769CFA9E89F666AFC549E8020DFF15F45BFAEBF9086EC52FB44BBB81162215D320
5

Malicious: false

Preview:
.............................*%..H..M..{y..+.0...(................... ...............................................*%..H..M..{y..+.0...(................... ............................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

C:\Users\user\AppData\Local\Temp\~DF3E764E2B0E5329D4.TMP
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: data

Category: dropped

Size (bytes): 12933

Entropy (8bit): 0.4095349521582469

Encrypted: false

SSDEEP: 12:c9lCg5/9lCgeK9l26an9l26an9l8fRr9l8fRr9lTq86Hom:c9lLh9lLh9lIn9lIn9lor9lor9lW8Yom

MD5: 35D611388501BC022AEE6CB3B844AB47

SHA1: 171347E846A438712BE6FF807B1CA166BDFFB2D2

SHA-256: E44C92A3C5BFB82AC25016FC1912E1146DF35B2EDEB1E335984E7439FEC4C1FF

SHA-512: FF1AA0058615A0D687D53F614981319BCD49CCDEDA6503137124CD6344EDAB56033FAA8E5FE130535449103596BE72D67EC01651F96558D14896D18DA208E749

Malicious: false

Preview:
.............................*%..H..M..{y..+.0...(................... ...............................................*%..H..M..{y..+.0...(................... ............................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

C:\Users\user\AppData\Local\Temp\~DF78BA713FAD8B3398.TMP
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: data

Category: dropped

Size (bytes): 12933

Entropy (8bit): 0.40881705506440286

Encrypted: false

SSDEEP: 12:c9lCg5/9lCgeK9l26an9l26an9l8fRH9l8fRH9lTqrmkdNEq:c9lLh9lLh9lIn9lIn9loH9loH9lWDNB

MD5: 042B3C9D0E0E92F0E1B1BC55F2FCBDB0

SHA1: 0B2A4B541D8311D60233ACD472690D1FDAE8412A

SHA-256: 3FF76A1F5552054BFC42C0F5B41D8E1344727FA2FBEA007DF47EF5FF884475E5
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Static File Info

General
File type: PE32 executable (DLL) (GUI) Intel 80386, for MS Wi

ndows

Entropy (8bit): 6.575571284433265

TrID: Win32 Dynamic Link Library (generic) (1002004/3) 
99.60%
Generic Win/DOS Executable (2004/3) 0.20%
DOS Executable Generic (2002/1) 0.20%
Autodesk FLIC Image File (extensions: flc, fli, cel) 
(7/3) 0.00%

File name: 609110f2d14a6.dll

File size: 493568

MD5: 4ea47e933317499aecc740bfd9adcbb8

SHA1: 6b26f847dad738687c05c039d738d2f09293b414

SHA256: 5d002f8a395fcc9a680a9ef4f78a8674cc0757850b02bf12
a8ef4df79e2e4bd3

SHA-512: B0FFD147C2F8E1777B06827C88C347B6C5D510C4F68126D51C2622F9A3D40EE60A671A6F2AECB7C9A3B6CE138B7C930F9EA43EBB9A3C770C33CCBBB31987DB
0B

Malicious: false

Preview:
.............................*%..H..M..{y..+.0...(................... ...............................................*%..H..M..{y..+.0...(................... ............................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

C:\Users\user\AppData\Local\Temp\~DF78BA713FAD8B3398.TMP

C:\Users\user\AppData\Local\Temp\~DF92298DB19FFFF79F.TMP
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: data

Category: dropped

Size (bytes): 38853

Entropy (8bit): 0.36591103945205644

Encrypted: false

SSDEEP: 48:kBqoxKAuvScS+HJriWIW4AfawAfaaAfa3:kBqoxKAuvScS+HJripJkuL

MD5: C43BD84EFC3735D59E65FA1E70DCEE9C

SHA1: 7BFB964CCB1915D1F75198BFCCDA3F5245AA493B

SHA-256: 9EF72567E46DB5B1E40A3BDA550C42076F277DF797F086C6A008733D7D8C054F

SHA-512: C6527F745FBB3BE58B5D8AB3248A257EA2AED68538F5059AADAED915D1E976CEB0E0A04C95088FE26C790E2E9C244746BC33CAF63147446517C8132C9017FB2
7

Malicious: false

Preview:
.............................*%..H..M..{y..+.0...(................... ...............................................*%..H..M..{y..+.0...(................... ............................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

C:\Users\user\AppData\Local\Temp\~DFEC5B439CD156141A.TMP
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: data

Category: dropped

Size (bytes): 38853

Entropy (8bit): 0.365876887887632

Encrypted: false

SSDEEP: 48:kBqoxKAuvScS+Uy4JFIF4ffawffaaffa3:kBqoxKAuvScS+Uy4JSiLJK

MD5: BA6070EB126FF49056B4C5D8451A0BED

SHA1: 8F867F02B2F536BCC9152E5DEC198F71A75FB15A

SHA-256: 757628516A44BFE6649BFD69AF032AC65D78EF70EC5A6EDCCC9EE12BCBFC751E

SHA-512: 0581E8C4E2C8F64626021894F0561F2267FD494BFA9B1B9256651F3D9170A430B2D289D052ECAF5A9C54D6A47272AE7CA296C75F76190C5F652FFA71B27A7C67

Malicious: false

Preview:
.............................*%..H..M..{y..+.0...(................... ...............................................*%..H..M..{y..+.0...(................... ............................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................
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SHA512: 5834e028e12cd110a9262e7dfcf38a37088d2f5493f39ff9
6a79e65a29650806229c6e919e0542588bea45bc33270b
eb55b436152ec234298d4ce3bc7bd56830

SSDEEP: 6144:Rt8/Eoy0lv6/dSe0PEZrNw2SXCDHYZZD8ePkF5
GQnuID7f1dBJ4/zc1hF:RtiEoyySMM+bXAHSZNPk5bn
7NPJ4bG

File Content Preview: MZ......................@...............................................!..L.!Th
is program cannot be run in DOS mode....$..........1^..b^.
.b^..b..Db]..b..Wb\..b.^Mb_..b..UbZ..b..jbN..b..kbR..b..Ab
R..b^..b...b..obT..b..Vb_..b..Qb_..b..Tb_..bRich^..b.......

General

File Icon

Icon Hash: 74f0e4ecccdce0e4

General
Entrypoint: 0x1044dda

Entrypoint Section: .text

Digitally signed: false

Imagebase: 0x1000000

Subsystem: windows gui

Image File Characteristics: 32BIT_MACHINE, EXECUTABLE_IMAGE, DLL

DLL Characteristics: DYNAMIC_BASE, NX_COMPAT

Time Stamp: 0x6089B16E [Wed Apr 28 19:03:10 2021 UTC]

TLS Callbacks:

CLR (.Net) Version:

OS Version Major: 6

OS Version Minor: 0

File Version Major: 6

File Version Minor: 0

Subsystem Version Major: 6

Subsystem Version Minor: 0

Import Hash: a2e883fad07aadcb044a42ddd8dc88c2

Instruction

push ebp

mov ebp, esp

cmp dword ptr [ebp+0Ch], 01h

jne 00007FEFF49C7907h

call 00007FEFF49CCBE0h

push dword ptr [ebp+10h]

push dword ptr [ebp+0Ch]

push dword ptr [ebp+08h]

call 00007FEFF49C790Ch

add esp, 0Ch

pop ebp

retn 000Ch

push 0000000Ch

push 01074A48h

call 00007FEFF49C869Ch

xor eax, eax

inc eax

mov esi, dword ptr [ebp+0Ch]

test esi, esi

jne 00007FEFF49C790Eh

cmp dword ptr [0117BC2Ch], esi

je 00007FEFF49C79EAh

and dword ptr [ebp-04h], 00000000h

cmp esi, 01h

Static PE Info

Entrypoint Preview
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je 00007FEFF49C7907h

cmp esi, 02h

jne 00007FEFF49C7937h

mov ecx, dword ptr [0106E818h]

test ecx, ecx

je 00007FEFF49C790Eh

push dword ptr [ebp+10h]

push esi

push dword ptr [ebp+08h]

call ecx

mov dword ptr [ebp-1Ch], eax

test eax, eax

je 00007FEFF49C79B7h

push dword ptr [ebp+10h]

push esi

push dword ptr [ebp+08h]

call 00007FEFF49C7716h

mov dword ptr [ebp-1Ch], eax

test eax, eax

je 00007FEFF49C79A0h

mov ebx, dword ptr [ebp+10h]

push ebx

push esi

push dword ptr [ebp+08h]

call 00007FEFF49C52E8h

mov edi, eax

mov dword ptr [ebp-1Ch], edi

cmp esi, 01h

jne 00007FEFF49C792Ah

test edi, edi

jne 00007FEFF49C7926h

push ebx

push eax

push dword ptr [ebp+08h]

call 00007FEFF49C52D0h

push ebx

push edi

push dword ptr [ebp+08h]

call 00007FEFF49C76DCh

mov eax, dword ptr [0106E818h]

test eax, eax

je 00007FEFF49C7909h

push ebx

push edi

push dword ptr [ebp+08h]

call eax

Instruction

Name Virtual Address Virtual Size Is in Section

IMAGE_DIRECTORY_ENTRY_EXPORT 0x75090 0x56 .rdata

IMAGE_DIRECTORY_ENTRY_IMPORT 0x750e8 0x64 .rdata

IMAGE_DIRECTORY_ENTRY_RESOURCE 0x17e000 0x480 .rsrc

IMAGE_DIRECTORY_ENTRY_EXCEPTION 0x0 0x0

IMAGE_DIRECTORY_ENTRY_SECURITY 0x0 0x0

IMAGE_DIRECTORY_ENTRY_BASERELOC 0x17f000 0x2488 .reloc

IMAGE_DIRECTORY_ENTRY_DEBUG 0x64230 0x38 .rdata

IMAGE_DIRECTORY_ENTRY_COPYRIGHT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_GLOBALPTR 0x0 0x0

IMAGE_DIRECTORY_ENTRY_TLS 0x0 0x0

IMAGE_DIRECTORY_ENTRY_LOAD_CONFIG 0x73f20 0x40 .rdata

IMAGE_DIRECTORY_ENTRY_BOUND_IMPORT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_IAT 0x64000 0x1dc .rdata

IMAGE_DIRECTORY_ENTRY_DELAY_IMPORT 0x0 0x0

Data Directories
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IMAGE_DIRECTORY_ENTRY_COM_DESCRIPTOR 0x0 0x0

IMAGE_DIRECTORY_ENTRY_RESERVED 0x0 0x0

Name Virtual Address Virtual Size Is in Section

Name Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

.text 0x1000 0x62249 0x62400 False 0.709409291508 data 6.6455644579 IMAGE_SCN_MEM_EXECUTE, 
IMAGE_SCN_CNT_CODE, 
IMAGE_SCN_MEM_READ

.rdata 0x64000 0x11bf0 0x11c00 False 0.471184529049 data 5.39960323886 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_READ

.data 0x76000 0x107b00 0x1800 False 0.3203125 data 3.8195193681 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_WRITE, 
IMAGE_SCN_MEM_READ

.rsrc 0x17e000 0x480 0x600 False 0.356770833333 data 2.98759936021 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_READ

.reloc 0x17f000 0x2488 0x2600 False 0.746607730263 data 6.58064761421 IMAGE_SCN_CNT_INITIALIZED_DA
TA, 
IMAGE_SCN_MEM_DISCARDABLE, 
IMAGE_SCN_MEM_READ

Name RVA Size Type Language Country

RT_VERSION 0x17e0a0 0x348 data English United States

RT_MANIFEST 0x17e3e8 0x91 XML 1.0 document text English United States

DLL Import

KERNEL32.dll SetFileAttributesW, GetTempPathW, CreateProcessW, CreateSemaphoreW, VirtualProtectEx, EncodePointer, 
DecodePointer, HeapAlloc, RaiseException, RtlUnwind, GetCommandLineA, GetCurrentThreadId, 
IsProcessorFeaturePresent, GetLastError, HeapFree, ExitProcess, GetModuleHandleExW, GetProcAddress, 
AreFileApisANSI, MultiByteToWideChar, WideCharToMultiByte, HeapSize, GetStdHandle, WriteFile, 
GetModuleFileNameW, GetProcessHeap, IsDebuggerPresent, SetLastError, GetCurrentThread, GetFileType, 
DeleteCriticalSection, GetStartupInfoW, GetModuleFileNameA, QueryPerformanceCounter, GetCurrentProcessId, 
GetSystemTimeAsFileTime, GetEnvironmentStringsW, FreeEnvironmentStringsW, UnhandledExceptionFilter, 
SetUnhandledExceptionFilter, InitializeCriticalSectionAndSpinCount, CreateEventW, Sleep, GetCurrentProcess, 
TerminateProcess, TlsAlloc, TlsGetValue, TlsSetValue, TlsFree, GetTickCount, GetModuleHandleW, 
SetConsoleCtrlHandler, GetDateFormatW, GetTimeFormatW, CompareStringW, LCMapStringW, GetLocaleInfoW, 
IsValidLocale, GetUserDefaultLCID, EnumSystemLocalesW, EnterCriticalSection, LeaveCriticalSection, FatalAppExitA, 
FreeLibrary, LoadLibraryExW, IsValidCodePage, GetACP, GetOEMCP, GetCPInfo, HeapReAlloc, 
OutputDebugStringW, GetStringTypeW, FlushFileBuffers, GetConsoleCP, GetConsoleMode, SetStdHandle, 
SetFilePointerEx, WriteConsoleW, CloseHandle, CreateFileW

GDI32.dll ScaleViewportExtEx, OffsetViewportOrgEx, SetWindowExtEx, SetViewportExtEx

ADVAPI32.dll RegDeleteKeyW, RegisterServiceCtrlHandlerW, QueryServiceStatus, OpenServiceW, OpenSCManagerW, 
RegSetValueExW, RegQueryValueExW, RegOpenKeyExW, RegOpenKeyW, StartServiceCtrlDispatcherW, 
OpenProcessToken, OpenThreadToken, AllocateAndInitializeSid, FreeSid, InitializeSecurityDescriptor, 
SetSecurityDescriptorDacl, SetSecurityDescriptorOwner, SetSecurityDescriptorGroup, LookupPrivilegeValueW, 
RegCloseKey, RegCreateKeyExW, RegEnumKeyW, SetServiceStatus

COMCTL32.dll DestroyPropertySheetPage, PropertySheetA, ImageList_Destroy, ImageList_Add, ImageList_SetOverlayImage, 
CreateToolbarEx, CreateStatusWindowW

Name Ordinal Address

Here 1 0x10429e1

Melodygrass 2 0x1042ac6

Description Data

LegalCopyright  Whiledress Corporation. All rights reserved

InternalName Ten

FileVersion 7.3.7.563

CompanyName Whiledress Corporation

ProductName Whiledress Notice neighbor

ProductVersion 7.3.7.563

FileDescription Whiledress Notice neighbor Causeend

OriginalFilename Call.dll

Translation 0x0409 0x04b0

Sections

Resources

Imports

Exports

Version Infos

Possible Origin
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Network Port Distribution

Total Packets: 134

• 53 (DNS)

• 443 (HTTPS)

• 80 (HTTP)

Language of compilation system Country where language is spoken Map

English United States

Network Behavior

Timestamp Source Port Dest Port Source IP Dest IP

May 4, 2021 11:31:16.921803951 CEST 49717 80 192.168.2.5 40.97.156.114

May 4, 2021 11:31:16.924532890 CEST 49716 80 192.168.2.5 40.97.156.114

May 4, 2021 11:31:17.083585978 CEST 80 49717 40.97.156.114 192.168.2.5

May 4, 2021 11:31:17.083689928 CEST 49717 80 192.168.2.5 40.97.156.114

May 4, 2021 11:31:17.084247112 CEST 80 49716 40.97.156.114 192.168.2.5

May 4, 2021 11:31:17.084357023 CEST 49716 80 192.168.2.5 40.97.156.114

May 4, 2021 11:31:17.085180044 CEST 49717 80 192.168.2.5 40.97.156.114

May 4, 2021 11:31:17.250571012 CEST 80 49717 40.97.156.114 192.168.2.5

May 4, 2021 11:31:17.250700951 CEST 49717 80 192.168.2.5 40.97.156.114

May 4, 2021 11:31:17.250889063 CEST 49717 80 192.168.2.5 40.97.156.114

May 4, 2021 11:31:17.257996082 CEST 49718 443 192.168.2.5 40.97.156.114

May 4, 2021 11:31:17.411226988 CEST 80 49717 40.97.156.114 192.168.2.5

May 4, 2021 11:31:17.416564941 CEST 443 49718 40.97.156.114 192.168.2.5

May 4, 2021 11:31:17.416680098 CEST 49718 443 192.168.2.5 40.97.156.114

May 4, 2021 11:31:17.426095963 CEST 49718 443 192.168.2.5 40.97.156.114

May 4, 2021 11:31:17.586488962 CEST 443 49718 40.97.156.114 192.168.2.5

May 4, 2021 11:31:17.586524963 CEST 443 49718 40.97.156.114 192.168.2.5

May 4, 2021 11:31:17.586549997 CEST 443 49718 40.97.156.114 192.168.2.5

May 4, 2021 11:31:17.586594105 CEST 49718 443 192.168.2.5 40.97.156.114

May 4, 2021 11:31:17.586623907 CEST 49718 443 192.168.2.5 40.97.156.114

May 4, 2021 11:31:17.654695034 CEST 49718 443 192.168.2.5 40.97.156.114

May 4, 2021 11:31:17.664143085 CEST 49718 443 192.168.2.5 40.97.156.114

May 4, 2021 11:31:17.814554930 CEST 443 49718 40.97.156.114 192.168.2.5

May 4, 2021 11:31:17.814804077 CEST 49718 443 192.168.2.5 40.97.156.114

May 4, 2021 11:31:17.826498032 CEST 443 49718 40.97.156.114 192.168.2.5

May 4, 2021 11:31:17.826673985 CEST 49718 443 192.168.2.5 40.97.156.114

May 4, 2021 11:31:17.827100039 CEST 49718 443 192.168.2.5 40.97.156.114

May 4, 2021 11:31:17.892457962 CEST 49719 443 192.168.2.5 40.101.137.34

May 4, 2021 11:31:17.893184900 CEST 49720 443 192.168.2.5 40.101.137.34

May 4, 2021 11:31:17.944894075 CEST 443 49719 40.101.137.34 192.168.2.5

TCP Packets
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May 4, 2021 11:31:17.945514917 CEST 443 49720 40.101.137.34 192.168.2.5

May 4, 2021 11:31:17.945667982 CEST 49719 443 192.168.2.5 40.101.137.34

May 4, 2021 11:31:17.945981026 CEST 49720 443 192.168.2.5 40.101.137.34

May 4, 2021 11:31:17.947014093 CEST 49720 443 192.168.2.5 40.101.137.34

May 4, 2021 11:31:17.947102070 CEST 49719 443 192.168.2.5 40.101.137.34

May 4, 2021 11:31:17.985982895 CEST 443 49718 40.97.156.114 192.168.2.5

May 4, 2021 11:31:17.997474909 CEST 443 49719 40.101.137.34 192.168.2.5

May 4, 2021 11:31:17.997514963 CEST 443 49719 40.101.137.34 192.168.2.5

May 4, 2021 11:31:17.997535944 CEST 443 49719 40.101.137.34 192.168.2.5

May 4, 2021 11:31:17.997636080 CEST 49719 443 192.168.2.5 40.101.137.34

May 4, 2021 11:31:17.997658968 CEST 49719 443 192.168.2.5 40.101.137.34

May 4, 2021 11:31:17.997842073 CEST 443 49720 40.101.137.34 192.168.2.5

May 4, 2021 11:31:17.997862101 CEST 443 49720 40.101.137.34 192.168.2.5

May 4, 2021 11:31:17.997879982 CEST 443 49720 40.101.137.34 192.168.2.5

May 4, 2021 11:31:17.997950077 CEST 49720 443 192.168.2.5 40.101.137.34

May 4, 2021 11:31:17.997978926 CEST 49720 443 192.168.2.5 40.101.137.34

May 4, 2021 11:31:18.008658886 CEST 49719 443 192.168.2.5 40.101.137.34

May 4, 2021 11:31:18.008713961 CEST 49720 443 192.168.2.5 40.101.137.34

May 4, 2021 11:31:18.009131908 CEST 49720 443 192.168.2.5 40.101.137.34

May 4, 2021 11:31:18.058516979 CEST 443 49720 40.101.137.34 192.168.2.5

May 4, 2021 11:31:18.059042931 CEST 443 49719 40.101.137.34 192.168.2.5

May 4, 2021 11:31:18.059133053 CEST 443 49720 40.101.137.34 192.168.2.5

May 4, 2021 11:31:18.059227943 CEST 49719 443 192.168.2.5 40.101.137.34

May 4, 2021 11:31:18.059534073 CEST 49720 443 192.168.2.5 40.101.137.34

May 4, 2021 11:31:18.062158108 CEST 443 49720 40.101.137.34 192.168.2.5

May 4, 2021 11:31:18.062283039 CEST 49720 443 192.168.2.5 40.101.137.34

May 4, 2021 11:31:18.062668085 CEST 49720 443 192.168.2.5 40.101.137.34

May 4, 2021 11:31:18.112138033 CEST 443 49720 40.101.137.34 192.168.2.5

May 4, 2021 11:31:18.122383118 CEST 49721 443 192.168.2.5 52.98.152.162

May 4, 2021 11:31:18.122582912 CEST 49722 443 192.168.2.5 52.98.152.162

May 4, 2021 11:31:18.164199114 CEST 443 49722 52.98.152.162 192.168.2.5

May 4, 2021 11:31:18.164225101 CEST 443 49721 52.98.152.162 192.168.2.5

May 4, 2021 11:31:18.164365053 CEST 49722 443 192.168.2.5 52.98.152.162

May 4, 2021 11:31:18.164414883 CEST 49721 443 192.168.2.5 52.98.152.162

May 4, 2021 11:31:18.183271885 CEST 49721 443 192.168.2.5 52.98.152.162

May 4, 2021 11:31:18.183583021 CEST 49722 443 192.168.2.5 52.98.152.162

May 4, 2021 11:31:18.225934029 CEST 443 49721 52.98.152.162 192.168.2.5

May 4, 2021 11:31:18.226020098 CEST 443 49721 52.98.152.162 192.168.2.5

May 4, 2021 11:31:18.226037979 CEST 443 49721 52.98.152.162 192.168.2.5

May 4, 2021 11:31:18.226054907 CEST 443 49722 52.98.152.162 192.168.2.5

May 4, 2021 11:31:18.226057053 CEST 49721 443 192.168.2.5 52.98.152.162

May 4, 2021 11:31:18.226070881 CEST 443 49722 52.98.152.162 192.168.2.5

May 4, 2021 11:31:18.226084948 CEST 49721 443 192.168.2.5 52.98.152.162

May 4, 2021 11:31:18.226090908 CEST 443 49722 52.98.152.162 192.168.2.5

May 4, 2021 11:31:18.226135015 CEST 49721 443 192.168.2.5 52.98.152.162

May 4, 2021 11:31:18.226150036 CEST 49722 443 192.168.2.5 52.98.152.162

May 4, 2021 11:31:18.226289034 CEST 49722 443 192.168.2.5 52.98.152.162

May 4, 2021 11:31:18.263240099 CEST 49721 443 192.168.2.5 52.98.152.162

May 4, 2021 11:31:18.263453960 CEST 49722 443 192.168.2.5 52.98.152.162

May 4, 2021 11:31:18.263468981 CEST 49722 443 192.168.2.5 52.98.152.162

May 4, 2021 11:31:18.305150986 CEST 443 49722 52.98.152.162 192.168.2.5

May 4, 2021 11:31:18.306147099 CEST 443 49722 52.98.152.162 192.168.2.5

May 4, 2021 11:31:18.306184053 CEST 443 49721 52.98.152.162 192.168.2.5

May 4, 2021 11:31:18.306294918 CEST 49721 443 192.168.2.5 52.98.152.162

May 4, 2021 11:31:18.306401968 CEST 49722 443 192.168.2.5 52.98.152.162

May 4, 2021 11:31:18.312444925 CEST 443 49722 52.98.152.162 192.168.2.5

May 4, 2021 11:31:18.312477112 CEST 443 49722 52.98.152.162 192.168.2.5

May 4, 2021 11:31:18.312540054 CEST 49722 443 192.168.2.5 52.98.152.162

May 4, 2021 11:31:18.312576056 CEST 49722 443 192.168.2.5 52.98.152.162

May 4, 2021 11:31:19.793226004 CEST 49716 80 192.168.2.5 40.97.156.114

May 4, 2021 11:31:19.794099092 CEST 49719 443 192.168.2.5 40.101.137.34

May 4, 2021 11:31:19.794270992 CEST 49721 443 192.168.2.5 52.98.152.162

May 4, 2021 11:31:19.794544935 CEST 49722 443 192.168.2.5 52.98.152.162

May 4, 2021 11:32:01.650721073 CEST 49732 80 192.168.2.5 193.239.84.195

Timestamp Source Port Dest Port Source IP Dest IP
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May 4, 2021 11:32:01.650950909 CEST 49733 80 192.168.2.5 193.239.84.195

May 4, 2021 11:32:01.708559036 CEST 80 49733 193.239.84.195 192.168.2.5

May 4, 2021 11:32:01.708704948 CEST 49733 80 192.168.2.5 193.239.84.195

May 4, 2021 11:32:01.709412098 CEST 80 49732 193.239.84.195 192.168.2.5

May 4, 2021 11:32:01.711836100 CEST 49732 80 192.168.2.5 193.239.84.195

May 4, 2021 11:32:01.712766886 CEST 49733 80 192.168.2.5 193.239.84.195

Timestamp Source Port Dest Port Source IP Dest IP

Timestamp Source Port Dest Port Source IP Dest IP

May 4, 2021 11:30:09.768064976 CEST 53 62060 8.8.8.8 192.168.2.5

May 4, 2021 11:30:09.781312943 CEST 53 61805 8.8.8.8 192.168.2.5

May 4, 2021 11:30:09.892056942 CEST 54795 53 192.168.2.5 8.8.8.8

May 4, 2021 11:30:09.948985100 CEST 53 54795 8.8.8.8 192.168.2.5

May 4, 2021 11:30:10.302233934 CEST 49557 53 192.168.2.5 8.8.8.8

May 4, 2021 11:30:10.359258890 CEST 53 49557 8.8.8.8 192.168.2.5

May 4, 2021 11:30:13.063332081 CEST 61733 53 192.168.2.5 8.8.8.8

May 4, 2021 11:30:13.124773026 CEST 53 61733 8.8.8.8 192.168.2.5

May 4, 2021 11:30:13.893537998 CEST 65447 53 192.168.2.5 8.8.8.8

May 4, 2021 11:30:13.946352005 CEST 53 65447 8.8.8.8 192.168.2.5

May 4, 2021 11:30:15.258480072 CEST 52441 53 192.168.2.5 8.8.8.8

May 4, 2021 11:30:15.310070992 CEST 53 52441 8.8.8.8 192.168.2.5

May 4, 2021 11:30:16.066734076 CEST 62176 53 192.168.2.5 8.8.8.8

May 4, 2021 11:30:16.119124889 CEST 53 62176 8.8.8.8 192.168.2.5

May 4, 2021 11:30:17.023773909 CEST 59596 53 192.168.2.5 8.8.8.8

May 4, 2021 11:30:17.072484016 CEST 53 59596 8.8.8.8 192.168.2.5

May 4, 2021 11:30:18.323744059 CEST 65296 53 192.168.2.5 8.8.8.8

May 4, 2021 11:30:18.375368118 CEST 53 65296 8.8.8.8 192.168.2.5

May 4, 2021 11:30:19.289175034 CEST 63183 53 192.168.2.5 8.8.8.8

May 4, 2021 11:30:19.337985992 CEST 53 63183 8.8.8.8 192.168.2.5

May 4, 2021 11:30:20.486524105 CEST 60151 53 192.168.2.5 8.8.8.8

May 4, 2021 11:30:20.535485983 CEST 53 60151 8.8.8.8 192.168.2.5

May 4, 2021 11:30:21.421715021 CEST 56969 53 192.168.2.5 8.8.8.8

May 4, 2021 11:30:21.483247995 CEST 53 56969 8.8.8.8 192.168.2.5

May 4, 2021 11:30:40.863240004 CEST 55161 53 192.168.2.5 8.8.8.8

May 4, 2021 11:30:40.926820040 CEST 53 55161 8.8.8.8 192.168.2.5

May 4, 2021 11:30:58.257046938 CEST 54757 53 192.168.2.5 8.8.8.8

May 4, 2021 11:30:58.320776939 CEST 53 54757 8.8.8.8 192.168.2.5

May 4, 2021 11:31:05.927541018 CEST 49992 53 192.168.2.5 8.8.8.8

May 4, 2021 11:31:05.978317022 CEST 53 49992 8.8.8.8 192.168.2.5

May 4, 2021 11:31:14.873819113 CEST 60075 53 192.168.2.5 8.8.8.8

May 4, 2021 11:31:14.933623075 CEST 55016 53 192.168.2.5 8.8.8.8

May 4, 2021 11:31:14.940644979 CEST 53 60075 8.8.8.8 192.168.2.5

May 4, 2021 11:31:14.993736029 CEST 53 55016 8.8.8.8 192.168.2.5

May 4, 2021 11:31:16.839968920 CEST 64345 53 192.168.2.5 8.8.8.8

May 4, 2021 11:31:16.888793945 CEST 53 64345 8.8.8.8 192.168.2.5

May 4, 2021 11:31:17.836524963 CEST 57128 53 192.168.2.5 8.8.8.8

May 4, 2021 11:31:17.886310101 CEST 53 57128 8.8.8.8 192.168.2.5

May 4, 2021 11:31:18.071098089 CEST 54791 53 192.168.2.5 8.8.8.8

May 4, 2021 11:31:18.120054007 CEST 53 54791 8.8.8.8 192.168.2.5

May 4, 2021 11:31:28.129182100 CEST 50463 53 192.168.2.5 8.8.8.8

May 4, 2021 11:31:28.192876101 CEST 53 50463 8.8.8.8 192.168.2.5

May 4, 2021 11:31:42.470491886 CEST 50394 53 192.168.2.5 8.8.8.8

May 4, 2021 11:31:42.519090891 CEST 53 50394 8.8.8.8 192.168.2.5

May 4, 2021 11:31:44.884113073 CEST 58530 53 192.168.2.5 8.8.8.8

May 4, 2021 11:31:44.942914963 CEST 53 58530 8.8.8.8 192.168.2.5

May 4, 2021 11:31:45.883061886 CEST 58530 53 192.168.2.5 8.8.8.8

May 4, 2021 11:31:45.931611061 CEST 53 58530 8.8.8.8 192.168.2.5

May 4, 2021 11:31:46.900953054 CEST 58530 53 192.168.2.5 8.8.8.8

May 4, 2021 11:31:46.949843884 CEST 53 58530 8.8.8.8 192.168.2.5

May 4, 2021 11:31:47.776650906 CEST 53813 53 192.168.2.5 8.8.8.8

May 4, 2021 11:31:47.825818062 CEST 53 53813 8.8.8.8 192.168.2.5

May 4, 2021 11:31:48.917917013 CEST 58530 53 192.168.2.5 8.8.8.8

May 4, 2021 11:31:48.969198942 CEST 53 58530 8.8.8.8 192.168.2.5

UDP Packets
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May 4, 2021 11:31:52.914957047 CEST 58530 53 192.168.2.5 8.8.8.8

May 4, 2021 11:31:52.963840961 CEST 53 58530 8.8.8.8 192.168.2.5

May 4, 2021 11:32:00.324147940 CEST 63732 53 192.168.2.5 8.8.8.8

May 4, 2021 11:32:00.388350010 CEST 53 63732 8.8.8.8 192.168.2.5

May 4, 2021 11:32:01.567445040 CEST 57344 53 192.168.2.5 8.8.8.8

May 4, 2021 11:32:01.636991978 CEST 53 57344 8.8.8.8 192.168.2.5

May 4, 2021 11:32:01.820106030 CEST 54450 53 192.168.2.5 8.8.8.8

May 4, 2021 11:32:01.868980885 CEST 53 54450 8.8.8.8 192.168.2.5

May 4, 2021 11:32:02.496556997 CEST 59261 53 192.168.2.5 8.8.8.8

May 4, 2021 11:32:02.496613026 CEST 57151 53 192.168.2.5 8.8.8.8

May 4, 2021 11:32:02.497792006 CEST 59413 53 192.168.2.5 8.8.8.8

May 4, 2021 11:32:02.509586096 CEST 60516 53 192.168.2.5 8.8.8.8

May 4, 2021 11:32:02.534709930 CEST 51649 53 192.168.2.5 8.8.8.8

May 4, 2021 11:32:02.546334982 CEST 53 59413 8.8.8.8 192.168.2.5

May 4, 2021 11:32:02.548160076 CEST 53 59261 8.8.8.8 192.168.2.5

May 4, 2021 11:32:02.560635090 CEST 53 57151 8.8.8.8 192.168.2.5

May 4, 2021 11:32:02.573029995 CEST 53 60516 8.8.8.8 192.168.2.5

May 4, 2021 11:32:02.583837986 CEST 53 51649 8.8.8.8 192.168.2.5

May 4, 2021 11:32:02.630944014 CEST 65086 53 192.168.2.5 8.8.8.8

May 4, 2021 11:32:02.682641983 CEST 53 65086 8.8.8.8 192.168.2.5

May 4, 2021 11:32:02.893033028 CEST 56432 53 192.168.2.5 8.8.8.8

May 4, 2021 11:32:02.941646099 CEST 53 56432 8.8.8.8 192.168.2.5

May 4, 2021 11:32:03.074340105 CEST 52929 53 192.168.2.5 8.8.8.8

May 4, 2021 11:32:03.123003960 CEST 53 52929 8.8.8.8 192.168.2.5

May 4, 2021 11:32:03.716082096 CEST 64317 53 192.168.2.5 8.8.8.8

May 4, 2021 11:32:03.767677069 CEST 53 64317 8.8.8.8 192.168.2.5

May 4, 2021 11:32:03.854270935 CEST 61004 53 192.168.2.5 8.8.8.8

May 4, 2021 11:32:03.960139036 CEST 56895 53 192.168.2.5 8.8.8.8

May 4, 2021 11:32:03.974766970 CEST 62372 53 192.168.2.5 8.8.8.8

May 4, 2021 11:32:04.024116039 CEST 53 62372 8.8.8.8 192.168.2.5

May 4, 2021 11:32:04.027405977 CEST 61515 53 192.168.2.5 8.8.8.8

May 4, 2021 11:32:04.081912041 CEST 53 61515 8.8.8.8 192.168.2.5

May 4, 2021 11:32:04.118792057 CEST 56675 53 192.168.2.5 8.8.8.8

May 4, 2021 11:32:04.146203041 CEST 53 61004 8.8.8.8 192.168.2.5

May 4, 2021 11:32:04.175671101 CEST 53 56675 8.8.8.8 192.168.2.5

May 4, 2021 11:32:04.248635054 CEST 53 56895 8.8.8.8 192.168.2.5

May 4, 2021 11:32:09.274013996 CEST 57172 53 192.168.2.5 8.8.8.8

May 4, 2021 11:32:09.331907988 CEST 53 57172 8.8.8.8 192.168.2.5

May 4, 2021 11:32:13.682142019 CEST 55267 53 192.168.2.5 8.8.8.8

May 4, 2021 11:32:13.741463900 CEST 53 55267 8.8.8.8 192.168.2.5

May 4, 2021 11:32:14.888027906 CEST 50969 53 192.168.2.5 8.8.8.8

May 4, 2021 11:32:14.939990997 CEST 53 50969 8.8.8.8 192.168.2.5

May 4, 2021 11:32:15.116987944 CEST 64362 53 192.168.2.5 8.8.8.8

May 4, 2021 11:32:15.165781021 CEST 53 64362 8.8.8.8 192.168.2.5

May 4, 2021 11:32:15.746018887 CEST 54766 53 192.168.2.5 8.8.8.8

May 4, 2021 11:32:15.748644114 CEST 61446 53 192.168.2.5 8.8.8.8

May 4, 2021 11:32:15.751416922 CEST 57515 53 192.168.2.5 8.8.8.8

May 4, 2021 11:32:15.770428896 CEST 58199 53 192.168.2.5 8.8.8.8

May 4, 2021 11:32:15.794692039 CEST 53 54766 8.8.8.8 192.168.2.5

May 4, 2021 11:32:15.800041914 CEST 53 57515 8.8.8.8 192.168.2.5

May 4, 2021 11:32:16.028718948 CEST 53 61446 8.8.8.8 192.168.2.5

May 4, 2021 11:32:16.057323933 CEST 53 58199 8.8.8.8 192.168.2.5

May 4, 2021 11:32:16.359428883 CEST 65221 53 192.168.2.5 8.8.8.8

May 4, 2021 11:32:16.409775972 CEST 53 65221 8.8.8.8 192.168.2.5

May 4, 2021 11:32:16.964449883 CEST 61573 53 192.168.2.5 8.8.8.8

May 4, 2021 11:32:16.990115881 CEST 56562 53 192.168.2.5 8.8.8.8

May 4, 2021 11:32:17.000226021 CEST 53591 53 192.168.2.5 8.8.8.8

May 4, 2021 11:32:17.023420095 CEST 59688 53 192.168.2.5 8.8.8.8

May 4, 2021 11:32:17.024319887 CEST 53 61573 8.8.8.8 192.168.2.5

May 4, 2021 11:32:17.041640043 CEST 53 56562 8.8.8.8 192.168.2.5

May 4, 2021 11:32:17.048801899 CEST 53 53591 8.8.8.8 192.168.2.5

May 4, 2021 11:32:17.090512991 CEST 53 59688 8.8.8.8 192.168.2.5

May 4, 2021 11:32:17.267165899 CEST 56032 53 192.168.2.5 8.8.8.8

May 4, 2021 11:32:17.324369907 CEST 53 56032 8.8.8.8 192.168.2.5

Timestamp Source Port Dest Port Source IP Dest IP
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May 4, 2021 11:32:21.172239065 CEST 61150 53 192.168.2.5 8.8.8.8

May 4, 2021 11:32:21.223618031 CEST 53 61150 8.8.8.8 192.168.2.5

May 4, 2021 11:32:22.742727995 CEST 63458 53 192.168.2.5 8.8.8.8

May 4, 2021 11:32:22.800086021 CEST 53 63458 8.8.8.8 192.168.2.5

May 4, 2021 11:32:26.762608051 CEST 50422 53 192.168.2.5 8.8.8.8

May 4, 2021 11:32:26.821578979 CEST 53 50422 8.8.8.8 192.168.2.5

May 4, 2021 11:32:27.031677961 CEST 53247 53 192.168.2.5 8.8.8.8

May 4, 2021 11:32:27.091020107 CEST 53 53247 8.8.8.8 192.168.2.5

May 4, 2021 11:32:27.271044970 CEST 58544 53 192.168.2.5 8.8.8.8

May 4, 2021 11:32:27.322648048 CEST 53 58544 8.8.8.8 192.168.2.5

May 4, 2021 11:32:27.942776918 CEST 53814 53 192.168.2.5 8.8.8.8

May 4, 2021 11:32:27.942811966 CEST 51305 53 192.168.2.5 8.8.8.8

May 4, 2021 11:32:27.948555946 CEST 53670 53 192.168.2.5 8.8.8.8

May 4, 2021 11:32:27.991332054 CEST 53 53814 8.8.8.8 192.168.2.5

May 4, 2021 11:32:27.997270107 CEST 53 53670 8.8.8.8 192.168.2.5

May 4, 2021 11:32:27.999990940 CEST 53 51305 8.8.8.8 192.168.2.5

May 4, 2021 11:32:28.052237034 CEST 55160 53 192.168.2.5 8.8.8.8

May 4, 2021 11:32:28.100838900 CEST 53 55160 8.8.8.8 192.168.2.5

May 4, 2021 11:32:28.535042048 CEST 61414 53 192.168.2.5 8.8.8.8

May 4, 2021 11:32:28.562628984 CEST 63847 53 192.168.2.5 8.8.8.8

May 4, 2021 11:32:28.592187881 CEST 53 61414 8.8.8.8 192.168.2.5

May 4, 2021 11:32:28.612757921 CEST 53 63847 8.8.8.8 192.168.2.5

May 4, 2021 11:32:28.622951031 CEST 61523 53 192.168.2.5 8.8.8.8

May 4, 2021 11:32:28.671504021 CEST 53 61523 8.8.8.8 192.168.2.5

May 4, 2021 11:32:29.002427101 CEST 50551 53 192.168.2.5 8.8.8.8

May 4, 2021 11:32:29.007544041 CEST 62847 53 192.168.2.5 8.8.8.8

May 4, 2021 11:32:29.055002928 CEST 53 50551 8.8.8.8 192.168.2.5

May 4, 2021 11:32:29.071655989 CEST 53 62847 8.8.8.8 192.168.2.5

May 4, 2021 11:32:29.423223019 CEST 57712 53 192.168.2.5 8.8.8.8

May 4, 2021 11:32:29.486943007 CEST 53 57712 8.8.8.8 192.168.2.5

Timestamp Source Port Dest Port Source IP Dest IP

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

May 4, 2021 11:31:16.839968920 CEST 192.168.2.5 8.8.8.8 0xfa20 Standard query 
(0)

outlook.com A (IP address) IN (0x0001)

May 4, 2021 11:31:17.836524963 CEST 192.168.2.5 8.8.8.8 0xeb78 Standard query 
(0)

www.outlook.com A (IP address) IN (0x0001)

May 4, 2021 11:31:18.071098089 CEST 192.168.2.5 8.8.8.8 0x2548 Standard query 
(0)

outlook.of
fice365.com

A (IP address) IN (0x0001)

May 4, 2021 11:32:01.567445040 CEST 192.168.2.5 8.8.8.8 0xff96 Standard query 
(0)

dorelunonu.us A (IP address) IN (0x0001)

May 4, 2021 11:32:01.820106030 CEST 192.168.2.5 8.8.8.8 0x735b Standard query 
(0)

www.redtub
e.com

A (IP address) IN (0x0001)

May 4, 2021 11:32:02.496556997 CEST 192.168.2.5 8.8.8.8 0x2bb3 Standard query 
(0)

cdn1d-static-
shared.
phncdn.com

A (IP address) IN (0x0001)

May 4, 2021 11:32:02.496613026 CEST 192.168.2.5 8.8.8.8 0xb43b Standard query 
(0)

ci.rdtcdn.com A (IP address) IN (0x0001)

May 4, 2021 11:32:02.497792006 CEST 192.168.2.5 8.8.8.8 0xaf73 Standard query 
(0)

static.trafficjunky.
com

A (IP address) IN (0x0001)

May 4, 2021 11:32:02.509586096 CEST 192.168.2.5 8.8.8.8 0x12d9 Standard query 
(0)

ci.rdtcdn.com A (IP address) IN (0x0001)

May 4, 2021 11:32:02.534709930 CEST 192.168.2.5 8.8.8.8 0xed91 Standard query 
(0)

ht.redtube.com A (IP address) IN (0x0001)

May 4, 2021 11:32:02.630944014 CEST 192.168.2.5 8.8.8.8 0x985e Standard query 
(0)

static.trafficjunky.
com

A (IP address) IN (0x0001)

May 4, 2021 11:32:03.074340105 CEST 192.168.2.5 8.8.8.8 0x8d50 Standard query 
(0)

cdn1d-static-
shared.
phncdn.com

A (IP address) IN (0x0001)

May 4, 2021 11:32:03.716082096 CEST 192.168.2.5 8.8.8.8 0xb6f7 Standard query 
(0)

stats.g.do
ubleclick.net

A (IP address) IN (0x0001)

May 4, 2021 11:32:03.854270935 CEST 192.168.2.5 8.8.8.8 0xd16b Standard query 
(0)

ei.rdtcdn.com A (IP address) IN (0x0001)

May 4, 2021 11:32:03.960139036 CEST 192.168.2.5 8.8.8.8 0x8a4a Standard query 
(0)

ht-cdn.tra
fficjunky.net

A (IP address) IN (0x0001)

May 4, 2021 11:32:03.974766970 CEST 192.168.2.5 8.8.8.8 0x5d1c Standard query 
(0)

ads.traffi
cjunky.net

A (IP address) IN (0x0001)
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May 4, 2021 11:32:04.118792057 CEST 192.168.2.5 8.8.8.8 0x36e3 Standard query 
(0)

www.google.de A (IP address) IN (0x0001)

May 4, 2021 11:32:14.888027906 CEST 192.168.2.5 8.8.8.8 0xca70 Standard query 
(0)

dorelunonu.us A (IP address) IN (0x0001)

May 4, 2021 11:32:15.116987944 CEST 192.168.2.5 8.8.8.8 0xf5e Standard query 
(0)

www.redtub
e.com

A (IP address) IN (0x0001)

May 4, 2021 11:32:15.746018887 CEST 192.168.2.5 8.8.8.8 0x7198 Standard query 
(0)

cdn1d-static-
shared.
phncdn.com

A (IP address) IN (0x0001)

May 4, 2021 11:32:15.748644114 CEST 192.168.2.5 8.8.8.8 0xdf9d Standard query 
(0)

ei.rdtcdn.com A (IP address) IN (0x0001)

May 4, 2021 11:32:15.751416922 CEST 192.168.2.5 8.8.8.8 0xc642 Standard query 
(0)

static.trafficjunky.
com

A (IP address) IN (0x0001)

May 4, 2021 11:32:15.770428896 CEST 192.168.2.5 8.8.8.8 0xd211 Standard query 
(0)

ei.rdtcdn.com A (IP address) IN (0x0001)

May 4, 2021 11:32:16.964449883 CEST 192.168.2.5 8.8.8.8 0xb8ae Standard query 
(0)

ci.rdtcdn.com A (IP address) IN (0x0001)

May 4, 2021 11:32:16.990115881 CEST 192.168.2.5 8.8.8.8 0x8717 Standard query 
(0)

eu-adsrv.r
tbsuperhub.com

A (IP address) IN (0x0001)

May 4, 2021 11:32:17.000226021 CEST 192.168.2.5 8.8.8.8 0xdfa4 Standard query 
(0)

ads.traffi
cjunky.net

A (IP address) IN (0x0001)

May 4, 2021 11:32:17.023420095 CEST 192.168.2.5 8.8.8.8 0x3db3 Standard query 
(0)

vz-cdn.tra
fficjunky.net

A (IP address) IN (0x0001)

May 4, 2021 11:32:17.267165899 CEST 192.168.2.5 8.8.8.8 0x4578 Standard query 
(0)

bmedia.jus
tservingfiles.net

A (IP address) IN (0x0001)

May 4, 2021 11:32:27.031677961 CEST 192.168.2.5 8.8.8.8 0xd22 Standard query 
(0)

morelunonu.us A (IP address) IN (0x0001)

May 4, 2021 11:32:27.271044970 CEST 192.168.2.5 8.8.8.8 0x6c8d Standard query 
(0)

www.redtub
e.com

A (IP address) IN (0x0001)

May 4, 2021 11:32:27.942776918 CEST 192.168.2.5 8.8.8.8 0xd127 Standard query 
(0)

cdn1d-static-
shared.
phncdn.com

A (IP address) IN (0x0001)

May 4, 2021 11:32:27.942811966 CEST 192.168.2.5 8.8.8.8 0x86e4 Standard query 
(0)

ei.rdtcdn.com A (IP address) IN (0x0001)

May 4, 2021 11:32:27.948555946 CEST 192.168.2.5 8.8.8.8 0xcdfb Standard query 
(0)

static.trafficjunky.
com

A (IP address) IN (0x0001)

May 4, 2021 11:32:28.535042048 CEST 192.168.2.5 8.8.8.8 0xa17 Standard query 
(0)

www.sffsdvc.com A (IP address) IN (0x0001)

May 4, 2021 11:32:28.562628984 CEST 192.168.2.5 8.8.8.8 0x1f18 Standard query 
(0)

ads.traffi
cjunky.net

A (IP address) IN (0x0001)

May 4, 2021 11:32:28.622951031 CEST 192.168.2.5 8.8.8.8 0xf104 Standard query 
(0)

hw-cdn.tra
fficjunky.net

A (IP address) IN (0x0001)

May 4, 2021 11:32:29.002427101 CEST 192.168.2.5 8.8.8.8 0x5e3b Standard query 
(0)

www.imglnk
e.com

A (IP address) IN (0x0001)

May 4, 2021 11:32:29.007544041 CEST 192.168.2.5 8.8.8.8 0xb1b0 Standard query 
(0)

v.vfgte.com A (IP address) IN (0x0001)

May 4, 2021 11:32:29.423223019 CEST 192.168.2.5 8.8.8.8 0x6793 Standard query 
(0)

ei.rdtcdn.com A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

May 4, 2021 
11:30:09.948985100 
CEST

8.8.8.8 192.168.2.5 0xf16c No error (0) api.global
sign.cloud

104.18.25.243 A (IP address) IN (0x0001)

May 4, 2021 
11:30:09.948985100 
CEST

8.8.8.8 192.168.2.5 0xf16c No error (0) api.global
sign.cloud

104.18.24.243 A (IP address) IN (0x0001)

May 4, 2021 
11:31:16.888793945 
CEST

8.8.8.8 192.168.2.5 0xfa20 No error (0) outlook.com 40.97.156.114 A (IP address) IN (0x0001)

May 4, 2021 
11:31:16.888793945 
CEST

8.8.8.8 192.168.2.5 0xfa20 No error (0) outlook.com 40.97.153.146 A (IP address) IN (0x0001)

May 4, 2021 
11:31:16.888793945 
CEST

8.8.8.8 192.168.2.5 0xfa20 No error (0) outlook.com 40.97.161.50 A (IP address) IN (0x0001)

May 4, 2021 
11:31:16.888793945 
CEST

8.8.8.8 192.168.2.5 0xfa20 No error (0) outlook.com 40.97.116.82 A (IP address) IN (0x0001)

May 4, 2021 
11:31:16.888793945 
CEST

8.8.8.8 192.168.2.5 0xfa20 No error (0) outlook.com 40.97.160.2 A (IP address) IN (0x0001)

May 4, 2021 
11:31:16.888793945 
CEST

8.8.8.8 192.168.2.5 0xfa20 No error (0) outlook.com 40.97.148.226 A (IP address) IN (0x0001)

DNS Answers

Copyright Joe Security LLC 2021 Page 57 of 84



May 4, 2021 
11:31:16.888793945 
CEST

8.8.8.8 192.168.2.5 0xfa20 No error (0) outlook.com 40.97.164.146 A (IP address) IN (0x0001)

May 4, 2021 
11:31:16.888793945 
CEST

8.8.8.8 192.168.2.5 0xfa20 No error (0) outlook.com 40.97.128.194 A (IP address) IN (0x0001)

May 4, 2021 
11:31:17.886310101 
CEST

8.8.8.8 192.168.2.5 0xeb78 No error (0) www.outloo
k.com

outlook.office365.com CNAME 
(Canonical 
name)

IN (0x0001)

May 4, 2021 
11:31:17.886310101 
CEST

8.8.8.8 192.168.2.5 0xeb78 No error (0) outlook.of
fice365.com

outlook.ha.office365.com CNAME 
(Canonical 
name)

IN (0x0001)

May 4, 2021 
11:31:17.886310101 
CEST

8.8.8.8 192.168.2.5 0xeb78 No error (0) outlook.ha
.office365.com

outlook.ms-
acdc.office.com

CNAME 
(Canonical 
name)

IN (0x0001)

May 4, 2021 
11:31:17.886310101 
CEST

8.8.8.8 192.168.2.5 0xeb78 No error (0) outlook.ms-
acdc.office.com

HHN-efz.ms-
acdc.office.com

CNAME 
(Canonical 
name)

IN (0x0001)

May 4, 2021 
11:31:17.886310101 
CEST

8.8.8.8 192.168.2.5 0xeb78 No error (0) HHN-efz.ms-
acdc.office.com

40.101.137.34 A (IP address) IN (0x0001)

May 4, 2021 
11:31:17.886310101 
CEST

8.8.8.8 192.168.2.5 0xeb78 No error (0) HHN-efz.ms-
acdc.office.com

52.97.233.2 A (IP address) IN (0x0001)

May 4, 2021 
11:31:17.886310101 
CEST

8.8.8.8 192.168.2.5 0xeb78 No error (0) HHN-efz.ms-
acdc.office.com

52.97.201.34 A (IP address) IN (0x0001)

May 4, 2021 
11:31:17.886310101 
CEST

8.8.8.8 192.168.2.5 0xeb78 No error (0) HHN-efz.ms-
acdc.office.com

52.98.152.194 A (IP address) IN (0x0001)

May 4, 2021 
11:31:18.120054007 
CEST

8.8.8.8 192.168.2.5 0x2548 No error (0) outlook.of
fice365.com

outlook.ha.office365.com CNAME 
(Canonical 
name)

IN (0x0001)

May 4, 2021 
11:31:18.120054007 
CEST

8.8.8.8 192.168.2.5 0x2548 No error (0) outlook.ha
.office365.com

outlook.ms-
acdc.office.com

CNAME 
(Canonical 
name)

IN (0x0001)

May 4, 2021 
11:31:18.120054007 
CEST

8.8.8.8 192.168.2.5 0x2548 No error (0) outlook.ms-
acdc.office.com

HHN-efz.ms-
acdc.office.com

CNAME 
(Canonical 
name)

IN (0x0001)

May 4, 2021 
11:31:18.120054007 
CEST

8.8.8.8 192.168.2.5 0x2548 No error (0) HHN-efz.ms-
acdc.office.com

52.98.152.162 A (IP address) IN (0x0001)

May 4, 2021 
11:31:18.120054007 
CEST

8.8.8.8 192.168.2.5 0x2548 No error (0) HHN-efz.ms-
acdc.office.com

52.98.171.242 A (IP address) IN (0x0001)

May 4, 2021 
11:31:18.120054007 
CEST

8.8.8.8 192.168.2.5 0x2548 No error (0) HHN-efz.ms-
acdc.office.com

52.97.201.2 A (IP address) IN (0x0001)

May 4, 2021 
11:31:18.120054007 
CEST

8.8.8.8 192.168.2.5 0x2548 No error (0) HHN-efz.ms-
acdc.office.com

52.98.171.226 A (IP address) IN (0x0001)

May 4, 2021 
11:32:01.636991978 
CEST

8.8.8.8 192.168.2.5 0xff96 No error (0) dorelunonu.us 193.239.84.195 A (IP address) IN (0x0001)

May 4, 2021 
11:32:01.868980885 
CEST

8.8.8.8 192.168.2.5 0x735b No error (0) www.redtub
e.com

redtube.com CNAME 
(Canonical 
name)

IN (0x0001)

May 4, 2021 
11:32:01.868980885 
CEST

8.8.8.8 192.168.2.5 0x735b No error (0) redtube.com 66.254.114.238 A (IP address) IN (0x0001)

May 4, 2021 
11:32:02.546334982 
CEST

8.8.8.8 192.168.2.5 0xaf73 No error (0) static.tra
fficjunky.com

vip0x04f.ssl.rncdn5.com CNAME 
(Canonical 
name)

IN (0x0001)

May 4, 2021 
11:32:02.546334982 
CEST

8.8.8.8 192.168.2.5 0xaf73 No error (0) vip0x04f.s
sl.rncdn5.com

205.185.208.79 A (IP address) IN (0x0001)

May 4, 2021 
11:32:02.548160076 
CEST

8.8.8.8 192.168.2.5 0x2bb3 No error (0) cdn1d-static-
shared.
phncdn.com

vip0x08e.ssl.rncdn5.com CNAME 
(Canonical 
name)

IN (0x0001)

May 4, 2021 
11:32:02.548160076 
CEST

8.8.8.8 192.168.2.5 0x2bb3 No error (0) vip0x08e.s
sl.rncdn5.com

205.185.208.142 A (IP address) IN (0x0001)

May 4, 2021 
11:32:02.560635090 
CEST

8.8.8.8 192.168.2.5 0xb43b No error (0) ci.rdtcdn.com cs733.wpc.rncdn4.com CNAME 
(Canonical 
name)

IN (0x0001)

May 4, 2021 
11:32:02.560635090 
CEST

8.8.8.8 192.168.2.5 0xb43b No error (0) cs733.wpc.
rncdn4.com

192.229.221.206 A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Copyright Joe Security LLC 2021 Page 58 of 84



May 4, 2021 
11:32:02.573029995 
CEST

8.8.8.8 192.168.2.5 0x12d9 No error (0) ci.rdtcdn.com cs733.wpc.rncdn4.com CNAME 
(Canonical 
name)

IN (0x0001)

May 4, 2021 
11:32:02.573029995 
CEST

8.8.8.8 192.168.2.5 0x12d9 No error (0) cs733.wpc.
rncdn4.com

192.229.221.206 A (IP address) IN (0x0001)

May 4, 2021 
11:32:02.583837986 
CEST

8.8.8.8 192.168.2.5 0xed91 No error (0) ht.redtube.com hubtraffic.com CNAME 
(Canonical 
name)

IN (0x0001)

May 4, 2021 
11:32:02.583837986 
CEST

8.8.8.8 192.168.2.5 0xed91 No error (0) hubtraffic.com 66.254.114.32 A (IP address) IN (0x0001)

May 4, 2021 
11:32:02.682641983 
CEST

8.8.8.8 192.168.2.5 0x985e No error (0) static.tra
fficjunky.com

vip0x04f.ssl.rncdn5.com CNAME 
(Canonical 
name)

IN (0x0001)

May 4, 2021 
11:32:02.682641983 
CEST

8.8.8.8 192.168.2.5 0x985e No error (0) vip0x04f.s
sl.rncdn5.com

205.185.208.79 A (IP address) IN (0x0001)

May 4, 2021 
11:32:03.123003960 
CEST

8.8.8.8 192.168.2.5 0x8d50 No error (0) cdn1d-static-
shared.
phncdn.com

vip0x08e.ssl.rncdn5.com CNAME 
(Canonical 
name)

IN (0x0001)

May 4, 2021 
11:32:03.123003960 
CEST

8.8.8.8 192.168.2.5 0x8d50 No error (0) vip0x08e.s
sl.rncdn5.com

205.185.208.142 A (IP address) IN (0x0001)

May 4, 2021 
11:32:03.767677069 
CEST

8.8.8.8 192.168.2.5 0xb6f7 No error (0) stats.g.do
ubleclick.net

stats.l.doubleclick.net CNAME 
(Canonical 
name)

IN (0x0001)

May 4, 2021 
11:32:03.767677069 
CEST

8.8.8.8 192.168.2.5 0xb6f7 No error (0) stats.l.do
ubleclick.net

74.125.133.155 A (IP address) IN (0x0001)

May 4, 2021 
11:32:03.767677069 
CEST

8.8.8.8 192.168.2.5 0xb6f7 No error (0) stats.l.do
ubleclick.net

74.125.133.157 A (IP address) IN (0x0001)

May 4, 2021 
11:32:03.767677069 
CEST

8.8.8.8 192.168.2.5 0xb6f7 No error (0) stats.l.do
ubleclick.net

74.125.133.156 A (IP address) IN (0x0001)

May 4, 2021 
11:32:03.767677069 
CEST

8.8.8.8 192.168.2.5 0xb6f7 No error (0) stats.l.do
ubleclick.net

74.125.133.154 A (IP address) IN (0x0001)

May 4, 2021 
11:32:04.024116039 
CEST

8.8.8.8 192.168.2.5 0x5d1c No error (0) ads.traffi
cjunky.net

66.254.114.38 A (IP address) IN (0x0001)

May 4, 2021 
11:32:04.146203041 
CEST

8.8.8.8 192.168.2.5 0xd16b No error (0) ei.rdtcdn.com ei.rdtcdn.com.sds.rncdn7.
com

CNAME 
(Canonical 
name)

IN (0x0001)

May 4, 2021 
11:32:04.146203041 
CEST

8.8.8.8 192.168.2.5 0xd16b No error (0) ei.rdtcdn.
com.sds.rn
cdn7.com

64.210.135.72 A (IP address) IN (0x0001)

May 4, 2021 
11:32:04.146203041 
CEST

8.8.8.8 192.168.2.5 0xd16b No error (0) ei.rdtcdn.
com.sds.rn
cdn7.com

64.210.135.68 A (IP address) IN (0x0001)

May 4, 2021 
11:32:04.146203041 
CEST

8.8.8.8 192.168.2.5 0xd16b No error (0) ei.rdtcdn.
com.sds.rn
cdn7.com

64.210.135.70 A (IP address) IN (0x0001)

May 4, 2021 
11:32:04.175671101 
CEST

8.8.8.8 192.168.2.5 0x36e3 No error (0) www.google.de 142.250.185.227 A (IP address) IN (0x0001)

May 4, 2021 
11:32:04.248635054 
CEST

8.8.8.8 192.168.2.5 0x8a4a No error (0) ht-cdn.tra
fficjunky.net

ht-
cdn.trafficjunky.net.sds.rn
cdn7.com

CNAME 
(Canonical 
name)

IN (0x0001)

May 4, 2021 
11:32:04.248635054 
CEST

8.8.8.8 192.168.2.5 0x8a4a No error (0) ht-cdn.tra
fficjunky.
net.sds.rn
cdn7.com

64.210.135.72 A (IP address) IN (0x0001)

May 4, 2021 
11:32:04.248635054 
CEST

8.8.8.8 192.168.2.5 0x8a4a No error (0) ht-cdn.tra
fficjunky.
net.sds.rn
cdn7.com

64.210.135.68 A (IP address) IN (0x0001)

May 4, 2021 
11:32:04.248635054 
CEST

8.8.8.8 192.168.2.5 0x8a4a No error (0) ht-cdn.tra
fficjunky.
net.sds.rn
cdn7.com

64.210.135.70 A (IP address) IN (0x0001)

May 4, 2021 
11:32:14.939990997 
CEST

8.8.8.8 192.168.2.5 0xca70 No error (0) dorelunonu.us 193.239.84.195 A (IP address) IN (0x0001)

May 4, 2021 
11:32:15.165781021 
CEST

8.8.8.8 192.168.2.5 0xf5e No error (0) www.redtub
e.com

redtube.com CNAME 
(Canonical 
name)

IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Copyright Joe Security LLC 2021 Page 59 of 84



May 4, 2021 
11:32:15.165781021 
CEST

8.8.8.8 192.168.2.5 0xf5e No error (0) redtube.com 66.254.114.238 A (IP address) IN (0x0001)

May 4, 2021 
11:32:15.794692039 
CEST

8.8.8.8 192.168.2.5 0x7198 No error (0) cdn1d-static-
shared.
phncdn.com

vip0x08e.ssl.rncdn5.com CNAME 
(Canonical 
name)

IN (0x0001)

May 4, 2021 
11:32:15.794692039 
CEST

8.8.8.8 192.168.2.5 0x7198 No error (0) vip0x08e.s
sl.rncdn5.com

205.185.208.142 A (IP address) IN (0x0001)

May 4, 2021 
11:32:15.800041914 
CEST

8.8.8.8 192.168.2.5 0xc642 No error (0) static.tra
fficjunky.com

vip0x04f.ssl.rncdn5.com CNAME 
(Canonical 
name)

IN (0x0001)

May 4, 2021 
11:32:15.800041914 
CEST

8.8.8.8 192.168.2.5 0xc642 No error (0) vip0x04f.s
sl.rncdn5.com

205.185.208.79 A (IP address) IN (0x0001)

May 4, 2021 
11:32:16.028718948 
CEST

8.8.8.8 192.168.2.5 0xdf9d No error (0) ei.rdtcdn.com ei.rdtcdn.com.sds.rncdn7.
com

CNAME 
(Canonical 
name)

IN (0x0001)

May 4, 2021 
11:32:16.028718948 
CEST

8.8.8.8 192.168.2.5 0xdf9d No error (0) ei.rdtcdn.
com.sds.rn
cdn7.com

64.210.135.72 A (IP address) IN (0x0001)

May 4, 2021 
11:32:16.028718948 
CEST

8.8.8.8 192.168.2.5 0xdf9d No error (0) ei.rdtcdn.
com.sds.rn
cdn7.com

64.210.135.68 A (IP address) IN (0x0001)

May 4, 2021 
11:32:16.028718948 
CEST

8.8.8.8 192.168.2.5 0xdf9d No error (0) ei.rdtcdn.
com.sds.rn
cdn7.com

64.210.135.70 A (IP address) IN (0x0001)

May 4, 2021 
11:32:16.057323933 
CEST

8.8.8.8 192.168.2.5 0xd211 No error (0) ei.rdtcdn.com ei.rdtcdn.com.sds.rncdn7.
com

CNAME 
(Canonical 
name)

IN (0x0001)

May 4, 2021 
11:32:16.057323933 
CEST

8.8.8.8 192.168.2.5 0xd211 No error (0) ei.rdtcdn.
com.sds.rn
cdn7.com

64.210.135.70 A (IP address) IN (0x0001)

May 4, 2021 
11:32:16.057323933 
CEST

8.8.8.8 192.168.2.5 0xd211 No error (0) ei.rdtcdn.
com.sds.rn
cdn7.com

64.210.135.72 A (IP address) IN (0x0001)

May 4, 2021 
11:32:16.057323933 
CEST

8.8.8.8 192.168.2.5 0xd211 No error (0) ei.rdtcdn.
com.sds.rn
cdn7.com

64.210.135.68 A (IP address) IN (0x0001)

May 4, 2021 
11:32:17.024319887 
CEST

8.8.8.8 192.168.2.5 0xb8ae No error (0) ci.rdtcdn.com cs733.wpc.rncdn4.com CNAME 
(Canonical 
name)

IN (0x0001)

May 4, 2021 
11:32:17.024319887 
CEST

8.8.8.8 192.168.2.5 0xb8ae No error (0) cs733.wpc.
rncdn4.com

192.229.221.206 A (IP address) IN (0x0001)

May 4, 2021 
11:32:17.041640043 
CEST

8.8.8.8 192.168.2.5 0x8717 No error (0) eu-adsrv.r
tbsuperhub.com

tp-rtb-adserver-eu.eu-
west-
1.elasticbeanstalk.com

CNAME 
(Canonical 
name)

IN (0x0001)

May 4, 2021 
11:32:17.041640043 
CEST

8.8.8.8 192.168.2.5 0x8717 No error (0) tp-rtb-adserver-
eu.eu-west-1.e
lasticbean
stalk.com

54.154.149.76 A (IP address) IN (0x0001)

May 4, 2021 
11:32:17.041640043 
CEST

8.8.8.8 192.168.2.5 0x8717 No error (0) tp-rtb-adserver-
eu.eu-west-1.e
lasticbean
stalk.com

52.49.210.65 A (IP address) IN (0x0001)

May 4, 2021 
11:32:17.041640043 
CEST

8.8.8.8 192.168.2.5 0x8717 No error (0) tp-rtb-adserver-
eu.eu-west-1.e
lasticbean
stalk.com

34.255.25.224 A (IP address) IN (0x0001)

May 4, 2021 
11:32:17.041640043 
CEST

8.8.8.8 192.168.2.5 0x8717 No error (0) tp-rtb-adserver-
eu.eu-west-1.e
lasticbean
stalk.com

52.214.99.185 A (IP address) IN (0x0001)

May 4, 2021 
11:32:17.048801899 
CEST

8.8.8.8 192.168.2.5 0xdfa4 No error (0) ads.traffi
cjunky.net

66.254.114.38 A (IP address) IN (0x0001)

May 4, 2021 
11:32:17.090512991 
CEST

8.8.8.8 192.168.2.5 0x3db3 No error (0) vz-cdn.tra
fficjunky.net

cs742.wpc.rncdn4.com CNAME 
(Canonical 
name)

IN (0x0001)

May 4, 2021 
11:32:17.090512991 
CEST

8.8.8.8 192.168.2.5 0x3db3 No error (0) cs742.wpc.
rncdn4.com

192.229.221.215 A (IP address) IN (0x0001)

May 4, 2021 
11:32:17.324369907 
CEST

8.8.8.8 192.168.2.5 0x4578 No error (0) bmedia.jus
tservingfiles.net

cds.g7p6a4c2.hwcdn.net CNAME 
(Canonical 
name)

IN (0x0001)

May 4, 2021 
11:32:27.091020107 
CEST

8.8.8.8 192.168.2.5 0xd22 No error (0) morelunonu.us 193.239.85.9 A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class
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May 4, 2021 
11:32:27.322648048 
CEST

8.8.8.8 192.168.2.5 0x6c8d No error (0) www.redtub
e.com

redtube.com CNAME 
(Canonical 
name)

IN (0x0001)

May 4, 2021 
11:32:27.322648048 
CEST

8.8.8.8 192.168.2.5 0x6c8d No error (0) redtube.com 66.254.114.238 A (IP address) IN (0x0001)

May 4, 2021 
11:32:27.991332054 
CEST

8.8.8.8 192.168.2.5 0xd127 No error (0) cdn1d-static-
shared.
phncdn.com

vip0x08e.ssl.rncdn5.com CNAME 
(Canonical 
name)

IN (0x0001)

May 4, 2021 
11:32:27.991332054 
CEST

8.8.8.8 192.168.2.5 0xd127 No error (0) vip0x08e.s
sl.rncdn5.com

205.185.208.142 A (IP address) IN (0x0001)

May 4, 2021 
11:32:27.997270107 
CEST

8.8.8.8 192.168.2.5 0xcdfb No error (0) static.tra
fficjunky.com

vip0x04f.ssl.rncdn5.com CNAME 
(Canonical 
name)

IN (0x0001)

May 4, 2021 
11:32:27.997270107 
CEST

8.8.8.8 192.168.2.5 0xcdfb No error (0) vip0x04f.s
sl.rncdn5.com

205.185.208.79 A (IP address) IN (0x0001)

May 4, 2021 
11:32:27.999990940 
CEST

8.8.8.8 192.168.2.5 0x86e4 No error (0) ei.rdtcdn.com ei.rdtcdn.com.sds.rncdn7.
com

CNAME 
(Canonical 
name)

IN (0x0001)

May 4, 2021 
11:32:27.999990940 
CEST

8.8.8.8 192.168.2.5 0x86e4 No error (0) ei.rdtcdn.
com.sds.rn
cdn7.com

64.210.135.72 A (IP address) IN (0x0001)

May 4, 2021 
11:32:27.999990940 
CEST

8.8.8.8 192.168.2.5 0x86e4 No error (0) ei.rdtcdn.
com.sds.rn
cdn7.com

64.210.135.68 A (IP address) IN (0x0001)

May 4, 2021 
11:32:27.999990940 
CEST

8.8.8.8 192.168.2.5 0x86e4 No error (0) ei.rdtcdn.
com.sds.rn
cdn7.com

64.210.135.70 A (IP address) IN (0x0001)

May 4, 2021 
11:32:28.592187881 
CEST

8.8.8.8 192.168.2.5 0xa17 No error (0) www.sffsdv
c.com

sffsdvc.com CNAME 
(Canonical 
name)

IN (0x0001)

May 4, 2021 
11:32:28.592187881 
CEST

8.8.8.8 192.168.2.5 0xa17 No error (0) sffsdvc.com 192.99.16.114 A (IP address) IN (0x0001)

May 4, 2021 
11:32:28.592187881 
CEST

8.8.8.8 192.168.2.5 0xa17 No error (0) sffsdvc.com 192.99.16.134 A (IP address) IN (0x0001)

May 4, 2021 
11:32:28.592187881 
CEST

8.8.8.8 192.168.2.5 0xa17 No error (0) sffsdvc.com 192.99.16.137 A (IP address) IN (0x0001)

May 4, 2021 
11:32:28.592187881 
CEST

8.8.8.8 192.168.2.5 0xa17 No error (0) sffsdvc.com 192.99.16.68 A (IP address) IN (0x0001)

May 4, 2021 
11:32:28.592187881 
CEST

8.8.8.8 192.168.2.5 0xa17 No error (0) sffsdvc.com 192.99.16.132 A (IP address) IN (0x0001)

May 4, 2021 
11:32:28.592187881 
CEST

8.8.8.8 192.168.2.5 0xa17 No error (0) sffsdvc.com 142.4.219.200 A (IP address) IN (0x0001)

May 4, 2021 
11:32:28.612757921 
CEST

8.8.8.8 192.168.2.5 0x1f18 No error (0) ads.traffi
cjunky.net

66.254.114.38 A (IP address) IN (0x0001)

May 4, 2021 
11:32:28.671504021 
CEST

8.8.8.8 192.168.2.5 0xf104 No error (0) hw-cdn.tra
fficjunky.net

vip0x055.ssl.rncdn5.com CNAME 
(Canonical 
name)

IN (0x0001)

May 4, 2021 
11:32:28.671504021 
CEST

8.8.8.8 192.168.2.5 0xf104 No error (0) vip0x055.s
sl.rncdn5.com

205.185.208.85 A (IP address) IN (0x0001)

May 4, 2021 
11:32:29.055002928 
CEST

8.8.8.8 192.168.2.5 0x5e3b No error (0) www.imglnk
e.com

cds.q4u3h3u7.hwcdn.net CNAME 
(Canonical 
name)

IN (0x0001)

May 4, 2021 
11:32:29.071655989 
CEST

8.8.8.8 192.168.2.5 0xb1b0 No error (0) v.vfgte.com stivers-ricsovers.com CNAME 
(Canonical 
name)

IN (0x0001)

May 4, 2021 
11:32:29.071655989 
CEST

8.8.8.8 192.168.2.5 0xb1b0 No error (0) stivers-ri
csovers.com

18.195.174.160 A (IP address) IN (0x0001)

May 4, 2021 
11:32:29.486943007 
CEST

8.8.8.8 192.168.2.5 0x6793 No error (0) ei.rdtcdn.com ei.rdtcdn.com.sds.rncdn7.
com

CNAME 
(Canonical 
name)

IN (0x0001)

May 4, 2021 
11:32:29.486943007 
CEST

8.8.8.8 192.168.2.5 0x6793 No error (0) ei.rdtcdn.
com.sds.rn
cdn7.com

64.210.135.72 A (IP address) IN (0x0001)

May 4, 2021 
11:32:29.486943007 
CEST

8.8.8.8 192.168.2.5 0x6793 No error (0) ei.rdtcdn.
com.sds.rn
cdn7.com

64.210.135.68 A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class
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May 4, 2021 
11:32:29.486943007 
CEST

8.8.8.8 192.168.2.5 0x6793 No error (0) ei.rdtcdn.
com.sds.rn
cdn7.com

64.210.135.70 A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

            
outlook.com

            
dorelunonu.us

         

Session ID Source IP Source Port Destination IP Destination Port Process

0 192.168.2.5 49717 40.97.156.114 80 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Timestamp
kBytes
transferred Direction Data

May 4, 2021 
11:31:17.085180044 CEST

518 OUT GET /login/greed/qmy_2F3mwdb9qtwNhSEbpvA/cwo_2FAYsF/muTKp4lTEKTiBNq9u/ETKMwRs3a5jD/1KUR0em
fVl0/84XycZX2zpKiRa/U8HeCvhUvM3sRNm_2F_2B/l379mX1IQmZLzMq4/cM_2FGaKhqfjH_2/F_2FvBnADtLeK_2
B_2/FPCMV9t1i/cg0RGCN525PsuGtEz6q_/2FuXOLxxFNcMENHM_2F/qoPsCXma/Q.gfk HTTP/1.1
Accept: text/html, application/xhtml+xml, image/jxr, */*
Accept-Language: en-US
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate
Host: outlook.com
Connection: Keep-Alive

May 4, 2021 
11:31:17.250571012 CEST

519 IN HTTP/1.1 301 Moved Permanently
Cache-Control: no-cache
Pragma: no-cache
Location: https://outlook.com/login/greed/qmy_2F3mwdb9qtwNhSEbpvA/cwo_2FAYsF/muTKp4lTEKTiBNq9u/ETKMw
Rs3a5jD/1KUR0emfVl0/84XycZX2zpKiRa/U8HeCvhUvM3sRNm_2F_2B/l379mX1IQmZLzMq4/cM_2FGaKhqfjH_2/
F_2FvBnADtLeK_2B_2/FPCMV9t1i/cg0RGCN525PsuGtEz6q_/2FuXOLxxFNcMENHM_2F/qoPsCXma/Q.gfk
Server: Microsoft-IIS/10.0
request-id: a1b7be93-765a-43c6-94da-d35bdfdf3b6d
X-FEServer: CY4PR19CA0039
X-RequestId: 7dd25156-e5a9-4795-a7eb-da40f4a6c3e5
X-Powered-By: ASP.NET
X-FEServer: CY4PR19CA0039
Date: Tue, 04 May 2021 09:31:16 GMT
Connection: close
Content-Length: 0

Session ID Source IP Source Port Destination IP Destination Port Process

1 192.168.2.5 49733 193.239.84.195 80 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Timestamp
kBytes
transferred Direction Data

May 4, 2021 
11:32:01.712766886 CEST

4598 OUT GET /greed/uNsAGgJT/npTf1thPUlKRVgjxB5SXIDg/aOjaOkCfaG/fSsl3tFjj4dwrEGaW/9IUbb4m_2BV1/Oy8cMj2fsOh/nZ
4HsNJaE_2F1c/kwCcwtM_2FluFIJ3hyiQJ/XmtiyJapEGfACYan/wDZL0i_2FLdlkBx/m9gsKF_2F93YfVpjn_/2Bj
WWLEoF/L5ATHvYgFn7MzdsjpNna/dE1irCXtr/2.gfk HTTP/1.1
Accept: text/html, application/xhtml+xml, image/jxr, */*
Accept-Language: en-US
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate
Host: dorelunonu.us
Connection: Keep-Alive

May 4, 2021 
11:32:01.791749001 CEST

4599 IN HTTP/1.1 301 Moved Permanently
Date: Tue, 04 May 2021 09:32:01 GMT
Server: Apache/2.4.6 (CentOS) PHP/5.4.16
X-Powered-By: PHP/5.4.16
Set-Cookie: PHPSESSID=g149n1gidu01m1pngbda4blrm4; path=/; domain=.dorelunonu.us
Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache
Set-Cookie: lang=en; expires=Thu, 03-Jun-2021 09:32:01 GMT; path=/; domain=.dorelunonu.us
Location: https://www.redtube.com/
Content-Length: 0
Keep-Alive: timeout=5, max=100
Connection: Keep-Alive
Content-Type: text/html; charset=UTF-8

Session ID Source IP Source Port Destination IP Destination Port Process

HTTP Request Dependency Graph

HTTP Packets
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2 192.168.2.5 49768 193.239.84.195 80 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Session ID Source IP Source Port Destination IP Destination Port Process

Timestamp
kBytes
transferred Direction Data

May 4, 2021 
11:32:15.020313978 CEST

6845 OUT GET /greed/QVPY1DuVpLSDlOJuJs/NWWKGD11H/0R_2FC5JN25J3rv_2B8A/kCicFv_2FECLXkJBt1t/oArw9rGOH
hGcknyQOyk_2B/fbk5LzrP6mx4T/zAUKtHaN/HT3XkYatdJKP8aX_2FG_2Bz/CD3hoDzUl6/8WkzRhwzZPW_2FMPg/
vp8OMn9TOx0G/_2F0ysIdjv6/leVtDl_2B_2F5c/wOX4HED0izWlK/fbx.gfk HTTP/1.1
Accept: text/html, application/xhtml+xml, image/jxr, */*
Accept-Language: en-US
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate
Host: dorelunonu.us
Connection: Keep-Alive
Cookie: lang=en

May 4, 2021 
11:32:15.099490881 CEST

6845 IN HTTP/1.1 301 Moved Permanently
Date: Tue, 04 May 2021 09:32:15 GMT
Server: Apache/2.4.6 (CentOS) PHP/5.4.16
X-Powered-By: PHP/5.4.16
Set-Cookie: PHPSESSID=13ffs2f0r0fgsv72u0ivg609p5; path=/; domain=.dorelunonu.us
Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache
Location: https://www.redtube.com/
Content-Length: 0
Keep-Alive: timeout=5, max=100
Connection: Keep-Alive
Content-Type: text/html; charset=UTF-8

Timestamp Source IP
Source
Port Dest IP

Dest
Port Subject Issuer

Not
Before

Not
After

JA3 SSL Client
Fingerprint JA3 SSL Client Digest

May 4, 2021 
11:32:01.966984987 
CEST

66.254.114.238 443 192.168.2.5 49734 CN=*.redtube.com, O=MG 
Freesites Ltd, L=Nicosia, 
C=CY CN=DigiCert SHA2 
High Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Thu Jun 
18 
02:00:00 
CEST 
2020 
Tue Oct 
22 
14:00:00 
CEST 
2013

Tue Jun 
22 
14:00:00 
CEST 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

May 4, 2021 
11:32:01.967046022 
CEST

66.254.114.238 443 192.168.2.5 49735 CN=*.redtube.com, O=MG 
Freesites Ltd, L=Nicosia, 
C=CY CN=DigiCert SHA2 
High Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Thu Jun 
18 
02:00:00 
CEST 
2020 
Tue Oct 
22 
14:00:00 
CEST 
2013

Tue Jun 
22 
14:00:00 
CEST 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

May 4, 2021 
11:32:02.688566923 
CEST

192.229.221.206 443 192.168.2.5 49736 CN=*.rdtcdn.com, O=MG 
Freesites Ltd, L=Nicosia, 
C=CY CN=DigiCert SHA2 
High Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Sat Oct 
26 
02:00:00 
CEST 
2019 
Tue Oct 
22 
14:00:00 
CEST 
2013 Fri 
Nov 10 
01:00:00 
CET 
2006

Fri Oct 
29 
14:00:00 
CEST 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028 
Mon 
Nov 10 
01:00:00 
CET 
2031

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

HTTPS Packets
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CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Fri Nov 
10 
01:00:00 
CET 
2006

Mon 
Nov 10 
01:00:00 
CET 
2031

May 4, 2021 
11:32:02.718939066 
CEST

192.229.221.206 443 192.168.2.5 49738 CN=*.rdtcdn.com, O=MG 
Freesites Ltd, L=Nicosia, 
C=CY CN=DigiCert SHA2 
High Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Sat Oct 
26 
02:00:00 
CEST 
2019 
Tue Oct 
22 
14:00:00 
CEST 
2013 Fri 
Nov 10 
01:00:00 
CET 
2006

Fri Oct 
29 
14:00:00 
CEST 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028 
Mon 
Nov 10 
01:00:00 
CET 
2031

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Fri Nov 
10 
01:00:00 
CET 
2006

Mon 
Nov 10 
01:00:00 
CET 
2031

May 4, 2021 
11:32:02.719399929 
CEST

192.229.221.206 443 192.168.2.5 49740 CN=*.rdtcdn.com, O=MG 
Freesites Ltd, L=Nicosia, 
C=CY CN=DigiCert SHA2 
High Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Sat Oct 
26 
02:00:00 
CEST 
2019 
Tue Oct 
22 
14:00:00 
CEST 
2013 Fri 
Nov 10 
01:00:00 
CET 
2006

Fri Oct 
29 
14:00:00 
CEST 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028 
Mon 
Nov 10 
01:00:00 
CET 
2031

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Fri Nov 
10 
01:00:00 
CET 
2006

Mon 
Nov 10 
01:00:00 
CET 
2031

May 4, 2021 
11:32:02.720765114 
CEST

192.229.221.206 443 192.168.2.5 49743 CN=*.rdtcdn.com, O=MG 
Freesites Ltd, L=Nicosia, 
C=CY CN=DigiCert SHA2 
High Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Sat Oct 
26 
02:00:00 
CEST 
2019 
Tue Oct 
22 
14:00:00 
CEST 
2013 Fri 
Nov 10 
01:00:00 
CET 
2006

Fri Oct 
29 
14:00:00 
CEST 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028 
Mon 
Nov 10 
01:00:00 
CET 
2031

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Fri Nov 
10 
01:00:00 
CET 
2006

Mon 
Nov 10 
01:00:00 
CET 
2031
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May 4, 2021 
11:32:02.721033096 
CEST

192.229.221.206 443 192.168.2.5 49737 CN=*.rdtcdn.com, O=MG 
Freesites Ltd, L=Nicosia, 
C=CY CN=DigiCert SHA2 
High Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Sat Oct 
26 
02:00:00 
CEST 
2019 
Tue Oct 
22 
14:00:00 
CEST 
2013 Fri 
Nov 10 
01:00:00 
CET 
2006

Fri Oct 
29 
14:00:00 
CEST 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028 
Mon 
Nov 10 
01:00:00 
CET 
2031

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Fri Nov 
10 
01:00:00 
CET 
2006

Mon 
Nov 10 
01:00:00 
CET 
2031

May 4, 2021 
11:32:02.721127987 
CEST

192.229.221.206 443 192.168.2.5 49739 CN=*.rdtcdn.com, O=MG 
Freesites Ltd, L=Nicosia, 
C=CY CN=DigiCert SHA2 
High Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Sat Oct 
26 
02:00:00 
CEST 
2019 
Tue Oct 
22 
14:00:00 
CEST 
2013 Fri 
Nov 10 
01:00:00 
CET 
2006

Fri Oct 
29 
14:00:00 
CEST 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028 
Mon 
Nov 10 
01:00:00 
CET 
2031

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Fri Nov 
10 
01:00:00 
CET 
2006

Mon 
Nov 10 
01:00:00 
CET 
2031

May 4, 2021 
11:32:02.722625971 
CEST

66.254.114.32 443 192.168.2.5 49741 CN=*.redtube.com, O=MG 
Freesites Ltd, L=Nicosia, 
C=CY CN=DigiCert SHA2 
High Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Wed 
Jun 17 
02:00:00 
CEST 
2020 
Tue Oct 
22 
14:00:00 
CEST 
2013

Tue Jun 
22 
14:00:00 
CEST 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

May 4, 2021 
11:32:02.722763062 
CEST

66.254.114.32 443 192.168.2.5 49742 CN=*.redtube.com, O=MG 
Freesites Ltd, L=Nicosia, 
C=CY CN=DigiCert SHA2 
High Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Wed 
Jun 17 
02:00:00 
CEST 
2020 
Tue Oct 
22 
14:00:00 
CEST 
2013

Tue Jun 
22 
14:00:00 
CEST 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

Timestamp Source IP
Source
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Dest
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Not
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May 4, 2021 
11:32:02.815809965 
CEST

205.185.208.79 443 192.168.2.5 49744 CN=*.trafficjunky.com, 
O=MG Freesites Ltd, 
L=Nicosia, C=CY 
CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Thu Oct 
15 
02:00:00 
CEST 
2020 
Tue Oct 
22 
14:00:00 
CEST 
2013

Wed Oct 
20 
01:59:59 
CEST 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

May 4, 2021 
11:32:02.817152977 
CEST

205.185.208.79 443 192.168.2.5 49745 CN=*.trafficjunky.com, 
O=MG Freesites Ltd, 
L=Nicosia, C=CY 
CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Thu Oct 
15 
02:00:00 
CEST 
2020 
Tue Oct 
22 
14:00:00 
CEST 
2013

Wed Oct 
20 
01:59:59 
CEST 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

May 4, 2021 
11:32:03.273981094 
CEST

205.185.208.142 443 192.168.2.5 49748 CN=*.phncdn.com, O=MG 
Freesites Ltd, L=Nicosia, 
C=CY CN=DigiCert SHA2 
High Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Thu Feb 
20 
01:00:00 
CET 
2020 
Tue Oct 
22 
14:00:00 
CEST 
2013

Thu Feb 
24 
13:00:00 
CET 
2022 
Sun Oct 
22 
14:00:00 
CEST 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

May 4, 2021 
11:32:03.275702953 
CEST

205.185.208.142 443 192.168.2.5 49749 CN=*.phncdn.com, O=MG 
Freesites Ltd, L=Nicosia, 
C=CY CN=DigiCert SHA2 
High Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Thu Feb 
20 
01:00:00 
CET 
2020 
Tue Oct 
22 
14:00:00 
CEST 
2013

Thu Feb 
24 
13:00:00 
CET 
2022 
Sun Oct 
22 
14:00:00 
CEST 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

May 4, 2021 
11:32:03.913271904 
CEST

74.125.133.155 443 192.168.2.5 49750 CN=*.g.doubleclick.net, 
O=Google LLC, 
L=Mountain View, 
ST=California, C=US 
CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US

CN=GTS CA 1O1, 
O=Google Trust 
Services, C=US 
CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root 
CA - R2

Tue Apr 
13 
12:11:12 
CEST 
2021 
Thu Jun 
15 
02:00:42 
CEST 
2017

Tue Jul 
06 
12:11:11 
CEST 
2021 
Wed 
Dec 15 
01:00:42 
CET 
2021

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US

CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root 
CA - R2

Thu Jun 
15 
02:00:42 
CEST 
2017

Wed 
Dec 15 
01:00:42 
CET 
2021
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Source
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Dest
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Not
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May 4, 2021 
11:32:03.913650036 
CEST

74.125.133.155 443 192.168.2.5 49751 CN=*.g.doubleclick.net, 
O=Google LLC, 
L=Mountain View, 
ST=California, C=US 
CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US

CN=GTS CA 1O1, 
O=Google Trust 
Services, C=US 
CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root 
CA - R2

Tue Apr 
13 
12:11:12 
CEST 
2021 
Thu Jun 
15 
02:00:42 
CEST 
2017

Tue Jul 
06 
12:11:11 
CEST 
2021 
Wed 
Dec 15 
01:00:42 
CET 
2021

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US

CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root 
CA - R2

Thu Jun 
15 
02:00:42 
CEST 
2017

Wed 
Dec 15 
01:00:42 
CET 
2021

May 4, 2021 
11:32:04.155129910 
CEST

66.254.114.38 443 192.168.2.5 49753 CN=*.trafficjunky.net, 
O=MG Freesites Ltd, 
L=Nicosia, C=CY 
CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Jan 
28 
01:00:00 
CET 
2020 
Tue Oct 
22 
14:00:00 
CEST 
2013

Tue Feb 
01 
13:00:00 
CET 
2022 
Sun Oct 
22 
14:00:00 
CEST 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

May 4, 2021 
11:32:04.155199051 
CEST

66.254.114.38 443 192.168.2.5 49752 CN=*.trafficjunky.net, 
O=MG Freesites Ltd, 
L=Nicosia, C=CY 
CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Jan 
28 
01:00:00 
CET 
2020 
Tue Oct 
22 
14:00:00 
CEST 
2013

Tue Feb 
01 
13:00:00 
CET 
2022 
Sun Oct 
22 
14:00:00 
CEST 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

May 4, 2021 
11:32:04.267780066 
CEST

64.210.135.72 443 192.168.2.5 49756 CN=*.rdtcdn.com, O=MG 
Freesites Ltd, L=Nicosia, 
C=CY CN=DigiCert SHA2 
High Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Sat Oct 
26 
02:00:00 
CEST 
2019 
Tue Oct 
22 
14:00:00 
CEST 
2013 Fri 
Nov 10 
01:00:00 
CET 
2006

Fri Oct 
29 
14:00:00 
CEST 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028 
Mon 
Nov 10 
01:00:00 
CET 
2031

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Fri Nov 
10 
01:00:00 
CET 
2006

Mon 
Nov 10 
01:00:00 
CET 
2031

Timestamp Source IP
Source
Port Dest IP

Dest
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JA3 SSL Client
Fingerprint JA3 SSL Client Digest

Copyright Joe Security LLC 2021 Page 67 of 84



May 4, 2021 
11:32:04.268654108 
CEST

64.210.135.72 443 192.168.2.5 49760 CN=*.rdtcdn.com, O=MG 
Freesites Ltd, L=Nicosia, 
C=CY CN=DigiCert SHA2 
High Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Sat Oct 
26 
02:00:00 
CEST 
2019 
Tue Oct 
22 
14:00:00 
CEST 
2013 Fri 
Nov 10 
01:00:00 
CET 
2006

Fri Oct 
29 
14:00:00 
CEST 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028 
Mon 
Nov 10 
01:00:00 
CET 
2031

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Fri Nov 
10 
01:00:00 
CET 
2006

Mon 
Nov 10 
01:00:00 
CET 
2031

May 4, 2021 
11:32:04.269292116 
CEST

64.210.135.72 443 192.168.2.5 49761 CN=*.rdtcdn.com, O=MG 
Freesites Ltd, L=Nicosia, 
C=CY CN=DigiCert SHA2 
High Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Sat Oct 
26 
02:00:00 
CEST 
2019 
Tue Oct 
22 
14:00:00 
CEST 
2013 Fri 
Nov 10 
01:00:00 
CET 
2006

Fri Oct 
29 
14:00:00 
CEST 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028 
Mon 
Nov 10 
01:00:00 
CET 
2031

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Fri Nov 
10 
01:00:00 
CET 
2006

Mon 
Nov 10 
01:00:00 
CET 
2031

May 4, 2021 
11:32:04.269445896 
CEST

64.210.135.72 443 192.168.2.5 49757 CN=*.rdtcdn.com, O=MG 
Freesites Ltd, L=Nicosia, 
C=CY CN=DigiCert SHA2 
High Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Sat Oct 
26 
02:00:00 
CEST 
2019 
Tue Oct 
22 
14:00:00 
CEST 
2013 Fri 
Nov 10 
01:00:00 
CET 
2006

Fri Oct 
29 
14:00:00 
CEST 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028 
Mon 
Nov 10 
01:00:00 
CET 
2031

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Fri Nov 
10 
01:00:00 
CET 
2006

Mon 
Nov 10 
01:00:00 
CET 
2031

Timestamp Source IP
Source
Port Dest IP

Dest
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Not
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May 4, 2021 
11:32:04.270148039 
CEST

64.210.135.72 443 192.168.2.5 49759 CN=*.rdtcdn.com, O=MG 
Freesites Ltd, L=Nicosia, 
C=CY CN=DigiCert SHA2 
High Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Sat Oct 
26 
02:00:00 
CEST 
2019 
Tue Oct 
22 
14:00:00 
CEST 
2013 Fri 
Nov 10 
01:00:00 
CET 
2006

Fri Oct 
29 
14:00:00 
CEST 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028 
Mon 
Nov 10 
01:00:00 
CET 
2031

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Fri Nov 
10 
01:00:00 
CET 
2006

Mon 
Nov 10 
01:00:00 
CET 
2031

May 4, 2021 
11:32:04.270442009 
CEST

64.210.135.72 443 192.168.2.5 49758 CN=*.rdtcdn.com, O=MG 
Freesites Ltd, L=Nicosia, 
C=CY CN=DigiCert SHA2 
High Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Sat Oct 
26 
02:00:00 
CEST 
2019 
Tue Oct 
22 
14:00:00 
CEST 
2013 Fri 
Nov 10 
01:00:00 
CET 
2006

Fri Oct 
29 
14:00:00 
CEST 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028 
Mon 
Nov 10 
01:00:00 
CET 
2031

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Fri Nov 
10 
01:00:00 
CET 
2006

Mon 
Nov 10 
01:00:00 
CET 
2031

May 4, 2021 
11:32:04.307471037 
CEST

142.250.185.227 443 192.168.2.5 49762 CN=www.google.de 
CN=GTS CA 1C3, 
O=Google Trust Services 
LLC, C=US CN=GTS Root 
R1, O=Google Trust 
Services LLC, C=US

CN=GTS CA 1C3, 
O=Google Trust 
Services LLC, C=US 
CN=GTS Root R1, 
O=Google Trust 
Services LLC, C=US 
CN=GlobalSign Root 
CA, OU=Root CA, 
O=GlobalSign nv-sa, 
C=BE

Tue Apr 
13 
12:41:49 
CEST 
2021 
Thu Aug 
13 
02:00:42 
CEST 
2020 Fri 
Jun 19 
02:00:42 
CEST 
2020

Tue Jul 
06 
12:41:48 
CEST 
2021 
Thu Sep 
30 
02:00:42 
CEST 
2027 Fri 
Jan 28 
01:00:42 
CET 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=GTS CA 1C3, 
O=Google Trust Services 
LLC, C=US

CN=GTS Root R1, 
O=Google Trust 
Services LLC, C=US

Thu Aug 
13 
02:00:42 
CEST 
2020

Thu Sep 
30 
02:00:42 
CEST 
2027

CN=GTS Root R1, 
O=Google Trust Services 
LLC, C=US

CN=GlobalSign Root 
CA, OU=Root CA, 
O=GlobalSign nv-sa, 
C=BE

Fri Jun 
19 
02:00:42 
CEST 
2020

Fri Jan 
28 
01:00:42 
CET 
2028

Timestamp Source IP
Source
Port Dest IP

Dest
Port Subject Issuer

Not
Before

Not
After

JA3 SSL Client
Fingerprint JA3 SSL Client Digest
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May 4, 2021 
11:32:04.308046103 
CEST

142.250.185.227 443 192.168.2.5 49763 CN=www.google.de 
CN=GTS CA 1C3, 
O=Google Trust Services 
LLC, C=US CN=GTS Root 
R1, O=Google Trust 
Services LLC, C=US

CN=GTS CA 1C3, 
O=Google Trust 
Services LLC, C=US 
CN=GTS Root R1, 
O=Google Trust 
Services LLC, C=US 
CN=GlobalSign Root 
CA, OU=Root CA, 
O=GlobalSign nv-sa, 
C=BE

Tue Apr 
13 
12:41:49 
CEST 
2021 
Thu Aug 
13 
02:00:42 
CEST 
2020 Fri 
Jun 19 
02:00:42 
CEST 
2020

Tue Jul 
06 
12:41:48 
CEST 
2021 
Thu Sep 
30 
02:00:42 
CEST 
2027 Fri 
Jan 28 
01:00:42 
CET 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=GTS CA 1C3, 
O=Google Trust Services 
LLC, C=US

CN=GTS Root R1, 
O=Google Trust 
Services LLC, C=US

Thu Aug 
13 
02:00:42 
CEST 
2020

Thu Sep 
30 
02:00:42 
CEST 
2027

CN=GTS Root R1, 
O=Google Trust Services 
LLC, C=US

CN=GlobalSign Root 
CA, OU=Root CA, 
O=GlobalSign nv-sa, 
C=BE

Fri Jun 
19 
02:00:42 
CEST 
2020

Fri Jan 
28 
01:00:42 
CET 
2028

May 4, 2021 
11:32:04.356049061 
CEST

64.210.135.72 443 192.168.2.5 49765 CN=*.trafficjunky.net, 
O=MG Freesites Ltd, 
L=Nicosia, C=CY 
CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Jan 
28 
01:00:00 
CET 
2020 
Tue Oct 
22 
14:00:00 
CEST 
2013

Tue Feb 
01 
13:00:00 
CET 
2022 
Sun Oct 
22 
14:00:00 
CEST 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

May 4, 2021 
11:32:04.356107950 
CEST

64.210.135.72 443 192.168.2.5 49766 CN=*.trafficjunky.net, 
O=MG Freesites Ltd, 
L=Nicosia, C=CY 
CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Jan 
28 
01:00:00 
CET 
2020 
Tue Oct 
22 
14:00:00 
CEST 
2013

Tue Feb 
01 
13:00:00 
CET 
2022 
Sun Oct 
22 
14:00:00 
CEST 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

May 4, 2021 
11:32:04.357054949 
CEST

64.210.135.72 443 192.168.2.5 49764 CN=*.trafficjunky.net, 
O=MG Freesites Ltd, 
L=Nicosia, C=CY 
CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Jan 
28 
01:00:00 
CET 
2020 
Tue Oct 
22 
14:00:00 
CEST 
2013

Tue Feb 
01 
13:00:00 
CET 
2022 
Sun Oct 
22 
14:00:00 
CEST 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

May 4, 2021 
11:32:15.267035007 
CEST

66.254.114.238 443 192.168.2.5 49770 CN=*.redtube.com, O=MG 
Freesites Ltd, L=Nicosia, 
C=CY CN=DigiCert SHA2 
High Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Thu Jun 
18 
02:00:00 
CEST 
2020 
Tue Oct 
22 
14:00:00 
CEST 
2013

Tue Jun 
22 
14:00:00 
CEST 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028
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May 4, 2021 
11:32:15.267230988 
CEST

66.254.114.238 443 192.168.2.5 49771 CN=*.redtube.com, O=MG 
Freesites Ltd, L=Nicosia, 
C=CY CN=DigiCert SHA2 
High Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Thu Jun 
18 
02:00:00 
CEST 
2020 
Tue Oct 
22 
14:00:00 
CEST 
2013

Tue Jun 
22 
14:00:00 
CEST 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

May 4, 2021 
11:32:16.180387020 
CEST

64.210.135.70 443 192.168.2.5 49772 CN=*.rdtcdn.com, O=MG 
Freesites Ltd, L=Nicosia, 
C=CY CN=DigiCert SHA2 
High Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Sat Oct 
26 
02:00:00 
CEST 
2019 
Tue Oct 
22 
14:00:00 
CEST 
2013 Fri 
Nov 10 
01:00:00 
CET 
2006

Fri Oct 
29 
14:00:00 
CEST 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028 
Mon 
Nov 10 
01:00:00 
CET 
2031

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Fri Nov 
10 
01:00:00 
CET 
2006

Mon 
Nov 10 
01:00:00 
CET 
2031

May 4, 2021 
11:32:16.184370041 
CEST

64.210.135.70 443 192.168.2.5 49776 CN=*.rdtcdn.com, O=MG 
Freesites Ltd, L=Nicosia, 
C=CY CN=DigiCert SHA2 
High Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Sat Oct 
26 
02:00:00 
CEST 
2019 
Tue Oct 
22 
14:00:00 
CEST 
2013 Fri 
Nov 10 
01:00:00 
CET 
2006

Fri Oct 
29 
14:00:00 
CEST 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028 
Mon 
Nov 10 
01:00:00 
CET 
2031

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Fri Nov 
10 
01:00:00 
CET 
2006

Mon 
Nov 10 
01:00:00 
CET 
2031

May 4, 2021 
11:32:16.184607983 
CEST

64.210.135.70 443 192.168.2.5 49774 CN=*.rdtcdn.com, O=MG 
Freesites Ltd, L=Nicosia, 
C=CY CN=DigiCert SHA2 
High Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Sat Oct 
26 
02:00:00 
CEST 
2019 
Tue Oct 
22 
14:00:00 
CEST 
2013 Fri 
Nov 10 
01:00:00 
CET 
2006

Fri Oct 
29 
14:00:00 
CEST 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028 
Mon 
Nov 10 
01:00:00 
CET 
2031

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c
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CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Fri Nov 
10 
01:00:00 
CET 
2006

Mon 
Nov 10 
01:00:00 
CET 
2031

May 4, 2021 
11:32:16.184797049 
CEST

64.210.135.70 443 192.168.2.5 49773 CN=*.rdtcdn.com, O=MG 
Freesites Ltd, L=Nicosia, 
C=CY CN=DigiCert SHA2 
High Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Sat Oct 
26 
02:00:00 
CEST 
2019 
Tue Oct 
22 
14:00:00 
CEST 
2013 Fri 
Nov 10 
01:00:00 
CET 
2006

Fri Oct 
29 
14:00:00 
CEST 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028 
Mon 
Nov 10 
01:00:00 
CET 
2031

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Fri Nov 
10 
01:00:00 
CET 
2006

Mon 
Nov 10 
01:00:00 
CET 
2031

May 4, 2021 
11:32:16.185414076 
CEST

64.210.135.70 443 192.168.2.5 49775 CN=*.rdtcdn.com, O=MG 
Freesites Ltd, L=Nicosia, 
C=CY CN=DigiCert SHA2 
High Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Sat Oct 
26 
02:00:00 
CEST 
2019 
Tue Oct 
22 
14:00:00 
CEST 
2013 Fri 
Nov 10 
01:00:00 
CET 
2006

Fri Oct 
29 
14:00:00 
CEST 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028 
Mon 
Nov 10 
01:00:00 
CET 
2031

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Fri Nov 
10 
01:00:00 
CET 
2006

Mon 
Nov 10 
01:00:00 
CET 
2031

May 4, 2021 
11:32:16.186547041 
CEST

64.210.135.70 443 192.168.2.5 49777 CN=*.rdtcdn.com, O=MG 
Freesites Ltd, L=Nicosia, 
C=CY CN=DigiCert SHA2 
High Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Sat Oct 
26 
02:00:00 
CEST 
2019 
Tue Oct 
22 
14:00:00 
CEST 
2013 Fri 
Nov 10 
01:00:00 
CET 
2006

Fri Oct 
29 
14:00:00 
CEST 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028 
Mon 
Nov 10 
01:00:00 
CET 
2031

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028
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CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Fri Nov 
10 
01:00:00 
CET 
2006

Mon 
Nov 10 
01:00:00 
CET 
2031

May 4, 2021 
11:32:17.113665104 
CEST

192.229.221.206 443 192.168.2.5 49780 CN=*.rdtcdn.com, O=MG 
Freesites Ltd, L=Nicosia, 
C=CY CN=DigiCert SHA2 
High Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Sat Oct 
26 
02:00:00 
CEST 
2019 
Tue Oct 
22 
14:00:00 
CEST 
2013 Fri 
Nov 10 
01:00:00 
CET 
2006

Fri Oct 
29 
14:00:00 
CEST 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028 
Mon 
Nov 10 
01:00:00 
CET 
2031

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Fri Nov 
10 
01:00:00 
CET 
2006

Mon 
Nov 10 
01:00:00 
CET 
2031

May 4, 2021 
11:32:17.115480900 
CEST

192.229.221.206 443 192.168.2.5 49781 CN=*.rdtcdn.com, O=MG 
Freesites Ltd, L=Nicosia, 
C=CY CN=DigiCert SHA2 
High Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Sat Oct 
26 
02:00:00 
CEST 
2019 
Tue Oct 
22 
14:00:00 
CEST 
2013 Fri 
Nov 10 
01:00:00 
CET 
2006

Fri Oct 
29 
14:00:00 
CEST 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028 
Mon 
Nov 10 
01:00:00 
CET 
2031

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Fri Nov 
10 
01:00:00 
CET 
2006

Mon 
Nov 10 
01:00:00 
CET 
2031

May 4, 2021 
11:32:17.116096973 
CEST

192.229.221.206 443 192.168.2.5 49782 CN=*.rdtcdn.com, O=MG 
Freesites Ltd, L=Nicosia, 
C=CY CN=DigiCert SHA2 
High Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Sat Oct 
26 
02:00:00 
CEST 
2019 
Tue Oct 
22 
14:00:00 
CEST 
2013 Fri 
Nov 10 
01:00:00 
CET 
2006

Fri Oct 
29 
14:00:00 
CEST 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028 
Mon 
Nov 10 
01:00:00 
CET 
2031

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Fri Nov 
10 
01:00:00 
CET 
2006

Mon 
Nov 10 
01:00:00 
CET 
2031

Timestamp Source IP
Source
Port Dest IP

Dest
Port Subject Issuer

Not
Before

Not
After

JA3 SSL Client
Fingerprint JA3 SSL Client Digest
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May 4, 2021 
11:32:17.116173029 
CEST

192.229.221.206 443 192.168.2.5 49783 CN=*.rdtcdn.com, O=MG 
Freesites Ltd, L=Nicosia, 
C=CY CN=DigiCert SHA2 
High Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Sat Oct 
26 
02:00:00 
CEST 
2019 
Tue Oct 
22 
14:00:00 
CEST 
2013 Fri 
Nov 10 
01:00:00 
CET 
2006

Fri Oct 
29 
14:00:00 
CEST 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028 
Mon 
Nov 10 
01:00:00 
CET 
2031

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Fri Nov 
10 
01:00:00 
CET 
2006

Mon 
Nov 10 
01:00:00 
CET 
2031

May 4, 2021 
11:32:17.116261959 
CEST

192.229.221.206 443 192.168.2.5 49785 CN=*.rdtcdn.com, O=MG 
Freesites Ltd, L=Nicosia, 
C=CY CN=DigiCert SHA2 
High Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Sat Oct 
26 
02:00:00 
CEST 
2019 
Tue Oct 
22 
14:00:00 
CEST 
2013 Fri 
Nov 10 
01:00:00 
CET 
2006

Fri Oct 
29 
14:00:00 
CEST 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028 
Mon 
Nov 10 
01:00:00 
CET 
2031

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Fri Nov 
10 
01:00:00 
CET 
2006

Mon 
Nov 10 
01:00:00 
CET 
2031

May 4, 2021 
11:32:17.116960049 
CEST

192.229.221.206 443 192.168.2.5 49784 CN=*.rdtcdn.com, O=MG 
Freesites Ltd, L=Nicosia, 
C=CY CN=DigiCert SHA2 
High Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Sat Oct 
26 
02:00:00 
CEST 
2019 
Tue Oct 
22 
14:00:00 
CEST 
2013 Fri 
Nov 10 
01:00:00 
CET 
2006

Fri Oct 
29 
14:00:00 
CEST 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028 
Mon 
Nov 10 
01:00:00 
CET 
2031

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Fri Nov 
10 
01:00:00 
CET 
2006

Mon 
Nov 10 
01:00:00 
CET 
2031

Timestamp Source IP
Source
Port Dest IP

Dest
Port Subject Issuer

Not
Before

Not
After

JA3 SSL Client
Fingerprint JA3 SSL Client Digest
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May 4, 2021 
11:32:17.146955013 
CEST

66.254.114.38 443 192.168.2.5 49788 CN=*.trafficjunky.net, 
O=MG Freesites Ltd, 
L=Nicosia, C=CY 
CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Jan 
28 
01:00:00 
CET 
2020 
Tue Oct 
22 
14:00:00 
CEST 
2013

Tue Feb 
01 
13:00:00 
CET 
2022 
Sun Oct 
22 
14:00:00 
CEST 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

May 4, 2021 
11:32:17.155060053 
CEST

66.254.114.38 443 192.168.2.5 49789 CN=*.trafficjunky.net, 
O=MG Freesites Ltd, 
L=Nicosia, C=CY 
CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Jan 
28 
01:00:00 
CET 
2020 
Tue Oct 
22 
14:00:00 
CEST 
2013

Tue Feb 
01 
13:00:00 
CET 
2022 
Sun Oct 
22 
14:00:00 
CEST 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

May 4, 2021 
11:32:17.170840979 
CEST

54.154.149.76 443 192.168.2.5 49786 CN=eu-
adsrv.rtbsuperhub.com 
CN=Amazon, OU=Server 
CA 1B, O=Amazon, C=US 
CN=Amazon Root CA 1, 
O=Amazon, C=US 
CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

CN=Amazon, 
OU=Server CA 1B, 
O=Amazon, C=US 
CN=Amazon Root CA 1, 
O=Amazon, C=US 
CN=Starfield Services 
Root Certificate 
Authority - G2, 
O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US 
OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Mon Oct 
12 
02:00:00 
CEST 
2020 
Thu Oct 
22 
02:00:00 
CEST 
2015 
Mon 
May 25 
14:00:00 
CEST 
2015 
Wed 
Sep 02 
02:00:00 
CEST 
2009

Thu Nov 
11 
13:00:00 
CET 
2021 
Sun Oct 
19 
02:00:00 
CEST 
2025 
Thu Dec 
31 
02:00:00 
CET 
2037 
Wed 
Jun 28 
19:39:16 
CEST 
2034

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Amazon, OU=Server 
CA 1B, O=Amazon, C=US

CN=Amazon Root CA 1, 
O=Amazon, C=US

Thu Oct 
22 
02:00:00 
CEST 
2015

Sun Oct 
19 
02:00:00 
CEST 
2025

CN=Amazon Root CA 1, 
O=Amazon, C=US

CN=Starfield Services 
Root Certificate 
Authority - G2, 
O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US

Mon 
May 25 
14:00:00 
CEST 
2015

Thu Dec 
31 
02:00:00 
CET 
2037

CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Wed 
Sep 02 
02:00:00 
CEST 
2009

Wed 
Jun 28 
19:39:16 
CEST 
2034

Timestamp Source IP
Source
Port Dest IP

Dest
Port Subject Issuer

Not
Before

Not
After

JA3 SSL Client
Fingerprint JA3 SSL Client Digest
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May 4, 2021 
11:32:17.174026966 
CEST

54.154.149.76 443 192.168.2.5 49787 CN=eu-
adsrv.rtbsuperhub.com 
CN=Amazon, OU=Server 
CA 1B, O=Amazon, C=US 
CN=Amazon Root CA 1, 
O=Amazon, C=US 
CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

CN=Amazon, 
OU=Server CA 1B, 
O=Amazon, C=US 
CN=Amazon Root CA 1, 
O=Amazon, C=US 
CN=Starfield Services 
Root Certificate 
Authority - G2, 
O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US 
OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Mon Oct 
12 
02:00:00 
CEST 
2020 
Thu Oct 
22 
02:00:00 
CEST 
2015 
Mon 
May 25 
14:00:00 
CEST 
2015 
Wed 
Sep 02 
02:00:00 
CEST 
2009

Thu Nov 
11 
13:00:00 
CET 
2021 
Sun Oct 
19 
02:00:00 
CEST 
2025 
Thu Dec 
31 
02:00:00 
CET 
2037 
Wed 
Jun 28 
19:39:16 
CEST 
2034

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Amazon, OU=Server 
CA 1B, O=Amazon, C=US

CN=Amazon Root CA 1, 
O=Amazon, C=US

Thu Oct 
22 
02:00:00 
CEST 
2015

Sun Oct 
19 
02:00:00 
CEST 
2025

CN=Amazon Root CA 1, 
O=Amazon, C=US

CN=Starfield Services 
Root Certificate 
Authority - G2, 
O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US

Mon 
May 25 
14:00:00 
CEST 
2015

Thu Dec 
31 
02:00:00 
CET 
2037

CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Wed 
Sep 02 
02:00:00 
CEST 
2009

Wed 
Jun 28 
19:39:16 
CEST 
2034

May 4, 2021 
11:32:17.178375006 
CEST

192.229.221.215 443 192.168.2.5 49790 CN=*.trafficjunky.net, 
O=MG Freesites Ltd, 
L=Nicosia, C=CY 
CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Jan 
28 
01:00:00 
CET 
2020 
Tue Oct 
22 
14:00:00 
CEST 
2013

Tue Feb 
01 
13:00:00 
CET 
2022 
Sun Oct 
22 
14:00:00 
CEST 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

May 4, 2021 
11:32:17.179003000 
CEST

192.229.221.215 443 192.168.2.5 49791 CN=*.trafficjunky.net, 
O=MG Freesites Ltd, 
L=Nicosia, C=CY 
CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Jan 
28 
01:00:00 
CET 
2020 
Tue Oct 
22 
14:00:00 
CEST 
2013

Tue Feb 
01 
13:00:00 
CET 
2022 
Sun Oct 
22 
14:00:00 
CEST 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

May 4, 2021 
11:32:27.417951107 
CEST

66.254.114.238 443 192.168.2.5 49799 CN=*.redtube.com, O=MG 
Freesites Ltd, L=Nicosia, 
C=CY CN=DigiCert SHA2 
High Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Thu Jun 
18 
02:00:00 
CEST 
2020 
Tue Oct 
22 
14:00:00 
CEST 
2013

Tue Jun 
22 
14:00:00 
CEST 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

Timestamp Source IP
Source
Port Dest IP

Dest
Port Subject Issuer

Not
Before

Not
After

JA3 SSL Client
Fingerprint JA3 SSL Client Digest
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Code Manipulations

Statistics

Behavior

• loaddll32.exe

• cmd.exe

• rundll32.exe

• rundll32.exe

• rundll32.exe

• iexplore.exe

• iexplore.exe

• iexplore.exe

• iexplore.exe

• iexplore.exe

• iexplore.exe

Click to jump to process

May 4, 2021 
11:32:27.418354034 
CEST

66.254.114.238 443 192.168.2.5 49798 CN=*.redtube.com, O=MG 
Freesites Ltd, L=Nicosia, 
C=CY CN=DigiCert SHA2 
High Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Thu Jun 
18 
02:00:00 
CEST 
2020 
Tue Oct 
22 
14:00:00 
CEST 
2013

Tue Jun 
22 
14:00:00 
CEST 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

May 4, 2021 
11:32:28.707638025 
CEST

66.254.114.38 443 192.168.2.5 49804 CN=*.trafficjunky.net, 
O=MG Freesites Ltd, 
L=Nicosia, C=CY 
CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Jan 
28 
01:00:00 
CET 
2020 
Tue Oct 
22 
14:00:00 
CEST 
2013

Tue Feb 
01 
13:00:00 
CET 
2022 
Sun Oct 
22 
14:00:00 
CEST 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

May 4, 2021 
11:32:28.707750082 
CEST

66.254.114.38 443 192.168.2.5 49805 CN=*.trafficjunky.net, 
O=MG Freesites Ltd, 
L=Nicosia, C=CY 
CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Jan 
28 
01:00:00 
CET 
2020 
Tue Oct 
22 
14:00:00 
CEST 
2013

Tue Feb 
01 
13:00:00 
CET 
2022 
Sun Oct 
22 
14:00:00 
CEST 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

Timestamp Source IP
Source
Port Dest IP

Dest
Port Subject Issuer

Not
Before

Not
After

JA3 SSL Client
Fingerprint JA3 SSL Client Digest
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System Behavior

File ActivitiesFile Activities

Start time: 11:30:20

Start date: 04/05/2021

Path: C:\Windows\System32\loaddll32.exe

Wow64 process (32bit): true

Commandline: loaddll32.exe 'C:\Users\user\Desktop\609110f2d14a6.dll'

Imagebase: 0x9c0000

File size: 116736 bytes

MD5 hash: 542795ADF7CC08EFCF675D65310596E8

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_Ursnif, Description: Yara detected  Ursnif, Source: 
00000001.00000002.508277362.000000000390B000.00000004.00000040.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Ursnif, Description: Yara detected  Ursnif, Source: 
00000001.00000003.363968199.0000000003A88000.00000004.00000040.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Ursnif, Description: Yara detected  Ursnif, Source: 
00000001.00000003.363743581.0000000003A88000.00000004.00000040.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Ursnif, Description: Yara detected  Ursnif, Source: 
00000001.00000003.363843142.0000000003A88000.00000004.00000040.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Ursnif, Description: Yara detected  Ursnif, Source: 
00000001.00000003.363937101.0000000003A88000.00000004.00000040.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Ursnif, Description: Yara detected  Ursnif, Source: 
00000001.00000003.363774991.0000000003A88000.00000004.00000040.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Ursnif, Description: Yara detected  Ursnif, Source: 
00000001.00000003.363920127.0000000003A88000.00000004.00000040.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Ursnif, Description: Yara detected  Ursnif, Source: 
00000001.00000003.363821229.0000000003A88000.00000004.00000040.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Ursnif, Description: Yara detected  Ursnif, Source: 
00000001.00000003.363891147.0000000003A88000.00000004.00000040.sdmp, Author: 
Joe Security

Reputation: high

File Path Access Attributes Options Completion Count
Source
Address Symbol

File Path Offset Length Completion Count
Source
Address Symbol

Start time: 11:30:20

Start date: 04/05/2021

Path: C:\Windows\SysWOW64\cmd.exe

Wow64 process (32bit): true

Commandline: cmd.exe /C rundll32.exe 'C:\Users\user\Desktop\609110f2d14a6.dll',#1

Imagebase: 0x150000

File size: 232960 bytes

MD5 hash: F3BDBE3BB6F734E357235F4D5898582D

Analysis Process: loaddll32.exe PID: 5064 Parent PID: 5756Analysis Process: loaddll32.exe PID: 5064 Parent PID: 5756

General

Analysis Process: cmd.exe PID: 1384 Parent PID: 5064Analysis Process: cmd.exe PID: 1384 Parent PID: 5064

General
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File ActivitiesFile Activities

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File Path Access Attributes Options Completion Count
Source
Address Symbol

File ActivitiesFile Activities

Start time: 11:30:21

Start date: 04/05/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline: rundll32.exe C:\Users\user\Desktop\609110f2d14a6.dll,Here

Imagebase: 0x3d0000

File size: 61952 bytes

MD5 hash: D7CA562B0DB4F4DD0F03A89A1FDAD63D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File Path Offset Length Completion Count
Source
Address Symbol

Start time: 11:30:21

Start date: 04/05/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline: rundll32.exe  'C:\Users\user\Desktop\609110f2d14a6.dll',#1

Imagebase: 0x3d0000

File size: 61952 bytes

MD5 hash: D7CA562B0DB4F4DD0F03A89A1FDAD63D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Analysis Process: rundll32.exe PID: 3900 Parent PID: 5064Analysis Process: rundll32.exe PID: 3900 Parent PID: 5064

General

Analysis Process: rundll32.exe PID: 4652 Parent PID: 1384Analysis Process: rundll32.exe PID: 4652 Parent PID: 1384

General
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File ActivitiesFile Activities

Yara matches: Rule: JoeSecurity_Ursnif, Description: Yara detected  Ursnif, Source: 
00000004.00000003.392151986.0000000005148000.00000004.00000040.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Ursnif, Description: Yara detected  Ursnif, Source: 
00000004.00000003.392317890.0000000005148000.00000004.00000040.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Ursnif, Description: Yara detected  Ursnif, Source: 
00000004.00000003.392378817.0000000005148000.00000004.00000040.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Ursnif, Description: Yara detected  Ursnif, Source: 
00000004.00000003.392183814.0000000005148000.00000004.00000040.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Ursnif, Description: Yara detected  Ursnif, Source: 
00000004.00000003.392350965.0000000005148000.00000004.00000040.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Ursnif, Description: Yara detected  Ursnif, Source: 
00000004.00000003.392284669.0000000005148000.00000004.00000040.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Ursnif, Description: Yara detected  Ursnif, Source: 
00000004.00000003.392399983.0000000005148000.00000004.00000040.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Ursnif, Description: Yara detected  Ursnif, Source: 
00000004.00000003.392226107.0000000005148000.00000004.00000040.sdmp, Author: 
Joe Security

Reputation: high

File Path Offset Length Completion Count
Source
Address Symbol

File ActivitiesFile Activities

Start time: 11:30:24

Start date: 04/05/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline: rundll32.exe C:\Users\user\Desktop\609110f2d14a6.dll,Melodygrass

Imagebase: 0x3d0000

File size: 61952 bytes

MD5 hash: D7CA562B0DB4F4DD0F03A89A1FDAD63D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File Path Offset Length Completion Count
Source
Address Symbol

Start time: 11:31:13

Start date: 04/05/2021

Path: C:\Program Files\internet explorer\iexplore.exe

Wow64 process (32bit): false

Commandline: 'C:\Program Files\Internet Explorer\iexplore.exe' -Embedding

Imagebase: 0x7ff7fef60000

File size: 823560 bytes

MD5 hash: 6465CB92B25A7BC1DF8E01D8AC5E7596

Has elevated privileges: true

Has administrator privileges: true

Analysis Process: rundll32.exe PID: 6196 Parent PID: 5064Analysis Process: rundll32.exe PID: 6196 Parent PID: 5064

General

Analysis Process: iexplore.exe PID: 6220 Parent PID: 792Analysis Process: iexplore.exe PID: 6220 Parent PID: 792

General
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File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Programmed in: C, C++ or other language

Reputation: high

File Path Access Attributes Options Completion Count
Source
Address Symbol

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

File Path Offset Length Completion Count
Source
Address Symbol

Key Path Name Type Data Completion Count
Source
Address Symbol

Key Path Name Type Old Data New Data Completion Count
Source
Address Symbol

File ActivitiesFile Activities

Start time: 11:31:14

Start date: 04/05/2021

Path: C:\Program Files (x86)\Internet Explorer\iexplore.exe

Wow64 process (32bit): true

Commandline: 'C:\Program Files (x86)\Internet Explorer\IEXPLORE.EXE' SCODEF:6220 CREDAT:17410 
/prefetch:2

Imagebase: 0xb10000

File size: 822536 bytes

MD5 hash: 071277CC2E3DF41EEEA8013E2AB58D5A

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File Path Access Attributes Options Completion Count
Source
Address Symbol

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

File Path Offset Length Completion Count
Source
Address Symbol

Start time: 11:31:59

Start date: 04/05/2021

Path: C:\Program Files\internet explorer\iexplore.exe

Wow64 process (32bit): false

Commandline: 'C:\Program Files\Internet Explorer\iexplore.exe' -Embedding

Imagebase: 0x7ff7fef60000

File size: 823560 bytes

MD5 hash: 6465CB92B25A7BC1DF8E01D8AC5E7596

Has elevated privileges: true

Analysis Process: iexplore.exe PID: 2272 Parent PID: 6220Analysis Process: iexplore.exe PID: 2272 Parent PID: 6220

General

Analysis Process: iexplore.exe PID: 5280 Parent PID: 792Analysis Process: iexplore.exe PID: 5280 Parent PID: 792

General
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File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File Path Access Attributes Options Completion Count
Source
Address Symbol

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

File Path Offset Length Completion Count
Source
Address Symbol

Key Path Name Type Data Completion Count
Source
Address Symbol

Key Path Name Type Old Data New Data Completion Count
Source
Address Symbol

File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Start time: 11:31:59

Start date: 04/05/2021

Path: C:\Program Files (x86)\Internet Explorer\iexplore.exe

Wow64 process (32bit): true

Commandline: 'C:\Program Files (x86)\Internet Explorer\IEXPLORE.EXE' SCODEF:5280 CREDAT:17410 
/prefetch:2

Imagebase: 0xb10000

File size: 822536 bytes

MD5 hash: 071277CC2E3DF41EEEA8013E2AB58D5A

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File Path Access Attributes Options Completion Count
Source
Address Symbol

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

File Path Offset Length Completion Count
Source
Address Symbol

Key Path Completion Count
Source
Address Symbol

Key Path Name Type Data Completion Count
Source
Address Symbol

Key Path Name Type Old Data New Data Completion Count
Source
Address Symbol

Analysis Process: iexplore.exe PID: 5348 Parent PID: 5280Analysis Process: iexplore.exe PID: 5348 Parent PID: 5280

General

Analysis Process: iexplore.exe PID: 7020 Parent PID: 792Analysis Process: iexplore.exe PID: 7020 Parent PID: 792
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File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Start time: 11:32:12

Start date: 04/05/2021

Path: C:\Program Files\internet explorer\iexplore.exe

Wow64 process (32bit): false

Commandline: 'C:\Program Files\Internet Explorer\iexplore.exe' -Embedding

Imagebase: 0x7ff7fef60000

File size: 823560 bytes

MD5 hash: 6465CB92B25A7BC1DF8E01D8AC5E7596

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File Path Access Attributes Options Completion Count
Source
Address Symbol

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

File Path Offset Length Completion Count
Source
Address Symbol

Key Path Name Type Data Completion Count
Source
Address Symbol

Key Path Name Type Old Data New Data Completion Count
Source
Address Symbol

File ActivitiesFile Activities

Start time: 11:32:13

Start date: 04/05/2021

Path: C:\Program Files (x86)\Internet Explorer\iexplore.exe

Wow64 process (32bit): true

Commandline: 'C:\Program Files (x86)\Internet Explorer\IEXPLORE.EXE' SCODEF:7020 CREDAT:17410 
/prefetch:2

Imagebase: 0xb10000

File size: 822536 bytes

MD5 hash: 071277CC2E3DF41EEEA8013E2AB58D5A

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File Path Access Attributes Options Completion Count
Source
Address Symbol

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

File Path Offset Length Completion Count
Source
Address Symbol

General

Analysis Process: iexplore.exe PID: 2028 Parent PID: 7020Analysis Process: iexplore.exe PID: 2028 Parent PID: 7020

General
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Disassembly

Code Analysis
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