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Analysis Report statistic-2070252624.xlsm

Overview
General Information Detection Signatures Classification
Sample statistic-2070252624.xIsm
Name: MALICIOUS Multi AV Scanner detection for subm...
Analysis ID: 403877 Office document tries to convince Vvi...
MDS: Ofbdc8a2acd4dc?. Document exploit detected (UrlDown...
SHA1L:
e407df0asa3ceed. Document exploit detected (process...
SHA256: abd13b66e40dbs6.. " -
Found Excel 4.0 Macro with suspicio...
Tags:
Found abnoermal large hidden Excel ...
o Ry

w5 Sigma detected: Microsoft Office Pr...

Most interesting Screenshot: Sigma detected: System File Execu...

Hidden Macro 4.0 Yara detected/MalDocl

Score: 84 Excelldocumentsicontains an embe...

Range: 0-100 |P'addressiseeniiniconnection withio:.:
WHY | CANNOT OPEN THIS DOCUMENT? Wh ite"StEd: false
- X JAB SSIL client fingerprint:seen'in co...
Confidence: 100%

Potential/decument exploit detected.

‘The Global Standard for eSignature”

Potential/decument exploit detected.

ETeer=] B |

D

Startup

= System is w7x64

. EXCEL.EXE (PID: 648 cmdline: 'C:\Program Files\Microsoft Office\Office14\EXCEL.EXE' /automation -Embedding MD5: 5FBOAOF93382ECD19F5F499A5CAA59F0)
. D rundll32.exe (PID: 2704 cmdline: rundll32 ..\jordji.nbvt1,DIIRegisterServer MD5: DD81D91FF3B0763C392422865C9AC12E)
. D rundll32.exe (PID: 2592 cmdline: rundll32 ..\jordji.nbvt11,DIIRegisterServer MD5: DD81D91FF3B0763C392422865C9AC12E)

= cleanup

Malware Configuration

No configs have been found

Yara Overview

Initial Sample

Source Rule Description Author Strings
sharedStrings.xml JoeSecurity_MalDoc_1  Yara detected Joe Security
MalDoc_1

Sigma Overview

System Summary: -ll
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Signature Overview

@ AV Detection

® Compliance

@ Software Vulnerabilities

@ Networking

@ System Summary

@ Hooking and other Techniques for Hiding and Protection

g

Click to jump to signature section

AV Detection: | |

Multi AV Scanner detection for submitted file

Software Vulnerabilities: | |

Networking: | |

System Summary:

Mitre Att&ck Matrix

Command Remote
Initial Privilege  Defense Credential Lateral and Network Service
Access Execution Persistence Escalation Evasion Access Discovery  Movement Collection Exfiltration Control Effects Effects Impz
Valid Scripting Path Process Masquerading os File and Remote Data from  Exfiltration Encrypted Eavesdrop on Remotely Modi
Accounts Interception Injection Credential Directory Services Local Over Other Channel Insecure Track Device Syst
Dumping  Discovery System Network Network Without Parti
Medium Communication Authorization
Default  Exploitation for Boot or Boot or Disable or Modify LSASS System Remote Data from  Exfiltration Non- Exploit SS7 to  Remotely Devi
Accounts Client Logon Logon Tools Memory  Information  Desktop Removable Over Application Redirect Phone Wipe Data  Lock
Execution Initialization  Initialization Discovery Protocol Media Bluetooth  Layer Calls/SMS Without
Scripts Scripts Protocol Authorization
Domain At (Linux) Logon Script Logon Rundll32 Security  Query SMB/Windows Data from Automated Application Exploit SS7to Obtain Dele
Accounts (Windows)  Script Account  Registry Admin Shares Network Exfiltration Layer Track Device  Device Devi
(Windows) Manager Shared Protocol @4 Location Cloud Data
Drive Backups
Local At (Windows)  Logon Script Logon Process NTDS System Distributed Input Scheduled Ingress SIM Card Carri
Accounts (Mac) Script Injection Network Component  Capture Transfer Tool Swap Billin
(Mac) Configuration Object Model Transfer Frau

Discovery
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Initial
Access Execution

Privilege

Cloud Cron Network Network
Accounts Logon Script Logon
Script

Behavior Graph

Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Persistence Escalation Evasion

Defense Credential Lateral
Access Discovery  Movement
Scripting LSA Remote SSH
Secrets System
Discovery
Behavior Graph
ID: 403877
Sample: statistic-2070252624.xIsm
Startdate: 04/05/2021
Architecture: WINDOWS
Score: 84

anaheimdermatologists.com

industrialarttextile.com

192.185.5.2, 49168, 49169 192.254.233.89, 443, 49165
UNIFIEDLAYER-AS-1US UNIFIEDLAYER-AS-1US

United States EZ United ¢ =}

/

L@ 2 )

dropped

\/
a‘, rundli32.exe

C

Command Remote
and Network Service
Collection Exfiltration Control Effects Effects Impz
Keylogging Data Fallback Manipulate Mani
Transfer Channels  Device App
Size Limits Communication Rant
or Ré
Hide Legend
Legend:
l:‘ Process
. Signature
. Created File
Il onsieinfo
ﬂ Is Dropped
H Is Windows Process
started on
» Number of created Registry Values
L]
. Number of created Files
29 visual Basic
ERZIC
X EXCEL.EXE .
§ = ﬁ Delphi
Java

.Net C# or VB.NET
C, C++ or other language
Is malicious

Internet

started started

\ ]

o= ,a? rundiiz2.exe
O d”
G

[RESET
&
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¥ cut

53 Copy ~

# Format Painter
Clipboard

Page Layout
Calibri -1
B L U~

Font

statistic-2070252624 - Microsoft Excel - statistic-2070252624

] —
koW
Conditional Format  Cell

Formatting - as Table - Styles -
Styles

Data Review View

S Wrap Text General -

B MergeaCenter = $ v % v %8 %

Alignment Humber

== & &

Insert Delete Format

Cells

o B8
2@ o @ =

i &

Sort & Find &
Filter~ Select~

Editing

¥ AuteSum -

@] Fin -
&2 Clear =

D3 &

Docugignx

THIS DOCUMENT IS ENCRYPTED BY
DOCUSIGN® PROTECT SERVICE

PERFORM THE FOLLOWING STEPS TO PERFORM DECRYPTION

E] If this document was downloaded from Email, please click Enable Editing

from the yellow bar above

E] Once You have Enable Editing , please click Enable Content

from the yellow bar above

WHY | CANNOTOPEN THIS DOCUMENT?

| You are usingiOS or Android, please use Desktop PC

B You are trying to view this document using Online Viewer

The Global Standard for eSignature’

W b M| Sheet1 %]
Ready |

|[EO M 100 =

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source
statistic-2070252624.xIsm
statistic-2070252624.xIsm
Dropped Files

No Antivirus matches
Unpacked PE Files
No Antivirus matches
Domains

Source

anaheimdermatologists.com

industrialarttextile.com

URLs

Copyright Joe Security LLC 2021

Detection
6%
57%

Detection
3%
0%

Scanner
Virustotal

ReversingLabs

Scanner
Virustotal

Virustotal

S

Label Link
Browse

Document-
Office.Downloader.EncDoc

Label Link
Browse

Browse
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https://www.virustotal.com/gui/file/abd13b66e40db6ad8a4489667c1a1d58fde38e7388970bfbc4d8c7b3fb6cb04e/detection/f-abd13b66e40db6ad8a4489667c1a1d58fde38e7388970bfbc4d8c7b3fb6cb04e-1619704707
https://www.virustotal.com/gui/url/21dfeccd395089f3fb2588a5c6515c3b672841673933444d867e9f50fccd8736/detection/u-21dfeccd395089f3fb2588a5c6515c3b672841673933444d867e9f50fccd8736-1619727941
https://www.virustotal.com/gui/url/a7b7c5bec78bb4d43a5b11fe4ed82251d078422613d52ba5dc4c1d871516fca1/detection/u-a7b7c5bec78bb4d43a5b11fe4ed82251d078422613d52ba5dc4c1d871516fca1-1609420975

Source

hitp://iwww.icra.org/vocabulary/.
hitp://iwww.icra.org/vocabulary/.
hitp://iwww.icra.org/vocabulary/.

hitp://iwww.icra.org/vocabulary/.

hitp://iwindowsmedia.com/redir/services.asp?WMPFriendly=true

hitp://iwindowsmedia.com/redir/services.asp?WMPFriendly=true

hitp://\windowsmedia.com/redir/services.asp?WMPFriendly=true

hitp://\windowsmedia.com/redir/services.asp?WMPFriendly=true

Domains and IPs

Contacted Domains

Name P Active
anaheimdermatologists.com 192.185.5.2 true
industrialarttextile.com 192.254.233.89 true

URLs from Memory and Binaries

Name

hitp://services.msn.com/svcs/oe/certpage.asp?
name=%s&email=%s&&Check

hitp:/f/www.windows.com/pctv.

hitp://investor.msn.com

hitp://www.msnbc.com/news/ticker.txt

hitp://iwww.icra.org/vocabulary/.

hitp://iwindowsmedia.com/redir/services.asp?

WMPFriendly=true

hitp:/fiwww.hotmail.com/oe

hitp://fwdssp.com/?dn=referer_detect&pid=5POL4F204

hitp://investor.msn.com/

Contacted IPs

Copyright Joe Security LLC 2021

Source

rundll32.exe, 00000003.0000000
2.2115822805.0000000001E07000.
00000002.00000001.sdmp, rundlI32.exe,
00000004.00000002.2109243242.000
0000001CF7000.00000002.0000000
1.sdmp

rundll32.exe, 00000004.0000000
2.2108995944.0000000001B10000.
00000002.00000001.sdmp

rundll32.exe, 00000003.0000000
2.2115517604.0000000001C20000.
00000002.00000001.sdmp, rundl32.exe,
00000004.00000002.2108995944.000
0000001B10000.00000002.0000000
1.sdmp

rundll32.exe, 00000003.0000000
2.2115517604.0000000001C20000.
00000002.00000001.sdmp, rundl32.exe,
00000004.00000002.2108995944.000
0000001B10000.00000002.0000000
1.sdmp

rundll32.exe, 00000003.0000000
2.2115822805.0000000001E07000.
00000002.00000001.sdmp, rundl32.exe,
00000004.00000002.2109243242.000
0000001CF7000.00000002.0000000
1.sdmp

rundll32.exe, 00000003.0000000
2.2115822805.0000000001E07000.
00000002.00000001.sdmp, rundl32.exe,
00000004.00000002.2109243242.000
0000001CF7000.00000002.0000000
1.sdmp

rundll32.exe, 00000003.0000000
2.2115517604.0000000001C20000.
00000002.00000001.sdmp, rundl32.exe,
00000004.00000002.2108995944.000
0000001B10000.00000002.0000000
1.sdmp

jordji.nbvt11.0.dr

rundll32.exe, 00000003.0000000
2.2115517604.0000000001C20000.
00000002.00000001.sdmp, rundlI32.exe,
00000004.00000002.2108995944.000
0000001B10000.00000002.0000000
1.sdmp

Detection Scanner

0% URL Reputation

0% URL Reputation

0% URL Reputation

0% URL Reputation

0% URL Reputation

0% URL Reputation

0% URL Reputation

0% URL Reputation

Malicious Antivirus Detection

false e 3%, Virustotal, Browse

false e 0%, Virustotal, Browse

Malicious Antivirus Detection

false

false

false

false

false e URL Reputation:
e URL Reputation:
e URL Reputation:
e URL Reputation:

false e URL Reputation:
e URL Reputation:
e URL Reputation:
e URL Reputation:

false

false

false

Label

safe
safe
safe
safe
safe
safe
safe

safe

safe
safe
safe
safe

safe
safe
safe
safe

Link

Reputation
unknown

unknown

Reputation

high

high

high

high

unknown

unknown

high

high
high
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https://www.virustotal.com/gui/url/21dfeccd395089f3fb2588a5c6515c3b672841673933444d867e9f50fccd8736/detection/u-21dfeccd395089f3fb2588a5c6515c3b672841673933444d867e9f50fccd8736-1619727941
https://www.virustotal.com/gui/url/a7b7c5bec78bb4d43a5b11fe4ed82251d078422613d52ba5dc4c1d871516fca1/detection/u-a7b7c5bec78bb4d43a5b11fe4ed82251d078422613d52ba5dc4c1d871516fca1-1609420975

] No. of IPs < 25%
B 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%
Bl 75% <No. of IPs

Public
P Domain Country Flag ASN ASN Name Malicious
192.185.5.2 anaheimdermatologists.co United States = 46606 UNIFIEDLAYER-AS-1US false
m
192.254.233.89 industrialarttextile.com United States = 46606 UNIFIEDLAYER-AS-1US false
General Information
Joe Sandbox Version: 32.0.0 Black Diamond
Analysis ID: 403877
Start date: 04.05.2021
Start time: 13:39:58
Joe Sandbox Product: CloudBasic
Overall analysis duration: Oh 6m 11s
Hypervisor based Inspection enabled: false
Report type: light
Sample file name: statistic-2070252624.xIsm
Cookbook file name: defaultwindowsofficecookbook.jbs
Analysis system description: Windows 7 x64 SP1 with Office 2010 SP2 (IE 11, FF52,
Chrome 57, Adobe Reader DC 15, Flash 25.0.0.127,
Java 8 Update 121, .NET 4.6.2)
Number of analysed new started processes analysed: 7
Number of new started drivers analysed: 0
Number of existing processes analysed: 0
Number of existing drivers analysed: 0
Number of injected processes analysed: 0
Technologies: e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled
Analysis Mode: default
Analysis stop reason: Timeout
Detection: MAL
Classification: mal84.troj.expl.evad.winXLSM@5/18@2/2

Copyright Joe Security LLC 2021 Page 9 of 41



EGA Information:
HDC Information:

HCA Information:

Cookbook Comments:

Warnings:

Simulations

Behavior and APIs

No simulations

Joe Sandbox View | Context

IPs

Match
192.185.5.2

192.254.233.89

Copyright Joe Security LLC 2021

Associated Sample Name /| URL SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

Failed

Failed

Successful, ratio: 100%
Number of executed functions: 0
Number of non-executed functions: 0

Adjust boot time

Enable AMSI

Found application associated with file extension:
Xlsm

e Found Word or Excel or PowerPoint or XPS Viewer
e Found warning dialog
e Click Ok
e Attach to Office via COM
e Scroll down
e Close Viewer
Show All
e Excluded IPs from analysis (whitelisted):
192.35.177.64, 2.20.142.209, 2.20.142.210
e Excluded domains from analysis (whitelisted):
au.download.windowsupdate.com.edgesuite.net,
audownload.windowsupdate.nsatc.net,
apps.digsigtrust.com, ctldl.windowsupdate.com,
a767.dscg3.akamai.net, apps.identrust.com, au-bg-
shim.trafficmanager.net
e Report size getting too big, too many
NtDeviceloControlFile calls found.
Detection Link Context
malicious Browse
malicious Browse
malicious Browse
malicious Browse
malicious Browse
malicious Browse
malicious Browse
malicious Browse
malicious Browse
malicious Browse
malicious Browse
malicious Browse
malicious Browse
malicious Browse
malicious Browse
malicious Browse
malicious Browse
malicious Browse
malicious Browse
malicious Browse
malicious Browse
malicious Browse
malicious Browse
malicious Browse
malicious Browse
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https://view.joesandbox.com/analysis/311485/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/311485/html/none?idtype=webid
https://view.joesandbox.com/analysis/311480/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/311480/html/none?idtype=webid
https://view.joesandbox.com/analysis/311478/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/311478/html/none?idtype=webid
https://view.joesandbox.com/analysis/311475/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/311475/html/none?idtype=webid
https://view.joesandbox.com/analysis/310995/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/310995/html/none?idtype=webid
https://view.joesandbox.com/analysis/310989/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/310989/html/none?idtype=webid
https://view.joesandbox.com/analysis/309098/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/309098/html/none?idtype=webid
https://view.joesandbox.com/analysis/309087/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/309087/html/none?idtype=webid
https://view.joesandbox.com/analysis/308881/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/308881/html/none?idtype=webid
https://view.joesandbox.com/analysis/308872/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/308872/html/none?idtype=webid
https://view.joesandbox.com/analysis/308700/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/308700/html/none?idtype=webid
https://view.joesandbox.com/analysis/308690/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/308690/html/none?idtype=webid
https://view.joesandbox.com/analysis/307618/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/307618/html/none?idtype=webid
https://view.joesandbox.com/analysis/307613/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/307613/html/none?idtype=webid
https://view.joesandbox.com/analysis/307124/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/307124/html/none?idtype=webid
https://view.joesandbox.com/analysis/307120/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/307120/html/none?idtype=webid
https://view.joesandbox.com/analysis/307119/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/307119/html/none?idtype=webid
https://view.joesandbox.com/analysis/307116/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/307116/html/none?idtype=webid
https://view.joesandbox.com/analysis/307107/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/307107/html/none?idtype=webid
https://view.joesandbox.com/analysis/307105/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/307105/html/none?idtype=webid
https://view.joesandbox.com/analysis/311485/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/311485/html/none?idtype=webid
https://view.joesandbox.com/analysis/311480/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/311480/html/none?idtype=webid
https://view.joesandbox.com/analysis/311478/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/311478/html/none?idtype=webid
https://view.joesandbox.com/analysis/311475/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/311475/html/none?idtype=webid
https://view.joesandbox.com/analysis/309098/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/309098/html/none?idtype=webid

Match

Domains

Match

industrialarttextile.com

anaheimdermatologists.com

ASN

Match
UNIFIEDLAYER-AS-1US

UNIFIEDLAYER-AS-1US

Copyright Joe Security LLC 2021

SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash

SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

SHA 256
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

Get hash
Get hash
Get hash

Get hash
Get hash

> > >
/] /] /]
173 173 173
o o o
2, 2, 2,
2 2 2
@ @ @
o o o
(7] 7] 7]
2 2 2
3 3 3
i i i
o ) )
2 2 2
o o o
3 3 3
® ® ®
c c c
A A A
[l [l [l

Get hash

Detection
malicious
malicious
malicious
malicious

malicious

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Detection
malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious

malicious
malicious
malicious
malicious

malicious

malicious

malicious
malicious

malicious

malicious
malicious

malicious

Link

Browse
Browse
Browse
Browse

Browse

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Link
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse

Browse
Browse
Browse
Browse

Browse

Browse

Browse
Browse

Browse

Browse
Browse

Browse

Context

Context

192.254.233.89
192.254.233.89
192.254.233.89
192.254.233.89
192.254.233.89
192.254.233.89
192.254.233.89
192.254.233.89
192.254.233.89
192.254.233.89
192.185.5.2
192.185.5.2
192.185.5.2
192.185.5.2
192.185.5.2
192.185.5.2
192.185.5.2
192.185.5.2
192.185.5.2
192.185.5.2

Context

192.254.233.89
162.241.169.22

192.254.18
5.244

192.254.233.89
192.254.233.89
192.254.233.89
50.87.249.219
50.87.249.219
192.185.21.136
192.185.20.98
192.185.20.98
50.87.166.59

108.179.24
2122

108.179.24
2122

162.241.24.47
162.241.169.22
192.185.177.61
162.241.24.47

192.185.13
1.134

192.254.18
9.182

192.254.233.89
162.241.169.22

192.254.18
5.244

192.254.233.89
192.254.233.89
192.254.233.89

Page 11 of 41


https://view.joesandbox.com/analysis/309087/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/309087/html/none?idtype=webid
https://view.joesandbox.com/analysis/308700/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/308700/html/none?idtype=webid
https://view.joesandbox.com/analysis/308690/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/308690/html/none?idtype=webid
https://view.joesandbox.com/analysis/307618/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/307618/html/none?idtype=webid
https://view.joesandbox.com/analysis/307613/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/307613/html/none?idtype=webid
https://view.joesandbox.com/analysis/311485/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/311485/html/none?idtype=webid
https://view.joesandbox.com/analysis/311480/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/311480/html/none?idtype=webid
https://view.joesandbox.com/analysis/311478/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/311478/html/none?idtype=webid
https://view.joesandbox.com/analysis/311475/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/311475/html/none?idtype=webid
https://view.joesandbox.com/analysis/309098/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/309098/html/none?idtype=webid
https://view.joesandbox.com/analysis/309087/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/309087/html/none?idtype=webid
https://view.joesandbox.com/analysis/308700/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/308700/html/none?idtype=webid
https://view.joesandbox.com/analysis/308690/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/308690/html/none?idtype=webid
https://view.joesandbox.com/analysis/307618/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/307618/html/none?idtype=webid
https://view.joesandbox.com/analysis/307613/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/307613/html/none?idtype=webid
https://view.joesandbox.com/analysis/311485/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/311485/html/none?idtype=webid
https://view.joesandbox.com/analysis/311480/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/311480/html/none?idtype=webid
https://view.joesandbox.com/analysis/311478/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/311478/html/none?idtype=webid
https://view.joesandbox.com/analysis/311475/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/311475/html/none?idtype=webid
https://view.joesandbox.com/analysis/309098/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/309098/html/none?idtype=webid
https://view.joesandbox.com/analysis/309087/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/309087/html/none?idtype=webid
https://view.joesandbox.com/analysis/308700/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/308700/html/none?idtype=webid
https://view.joesandbox.com/analysis/308690/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/308690/html/none?idtype=webid
https://view.joesandbox.com/analysis/307618/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/307618/html/none?idtype=webid
https://view.joesandbox.com/analysis/307613/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/307613/html/none?idtype=webid
https://view.joesandbox.com/analysis/311485/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/311485/html/none?idtype=webid
https://view.joesandbox.com/analysis/311484/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/311484/html/none?idtype=webid
https://view.joesandbox.com/analysis/311481/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/311481/html/none?idtype=webid
https://view.joesandbox.com/analysis/311480/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/311480/html/none?idtype=webid
https://view.joesandbox.com/analysis/311478/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/311478/html/none?idtype=webid
https://view.joesandbox.com/analysis/311475/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/311475/html/none?idtype=webid
https://view.joesandbox.com/analysis/311445/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/311445/html/none?idtype=webid
https://view.joesandbox.com/analysis/311436/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/311436/html/none?idtype=webid
https://view.joesandbox.com/analysis/311165/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/311165/html/none?idtype=webid
https://view.joesandbox.com/analysis/310995/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/310995/html/none?idtype=webid
https://view.joesandbox.com/analysis/310989/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/310989/html/none?idtype=webid
https://view.joesandbox.com/analysis/310794/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/310794/html/none?idtype=webid
https://view.joesandbox.com/analysis/310768/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/310768/html/none?idtype=webid
https://view.joesandbox.com/analysis/310764/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/310764/html/none?idtype=webid
https://view.joesandbox.com/analysis/310751/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/310751/html/none?idtype=webid
https://view.joesandbox.com/analysis/310732/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/310732/html/none?idtype=webid
https://view.joesandbox.com/analysis/310724/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/310724/html/none?idtype=webid
https://view.joesandbox.com/analysis/310648/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/310648/html/none?idtype=webid
https://view.joesandbox.com/analysis/310625/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/310625/html/none?idtype=webid
https://view.joesandbox.com/analysis/310408/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/310408/html/none?idtype=webid
https://view.joesandbox.com/analysis/311485/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/311485/html/none?idtype=webid
https://view.joesandbox.com/analysis/311484/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/311484/html/none?idtype=webid
https://view.joesandbox.com/analysis/311481/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/311481/html/none?idtype=webid
https://view.joesandbox.com/analysis/311480/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/311480/html/none?idtype=webid
https://view.joesandbox.com/analysis/311478/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/311478/html/none?idtype=webid
https://view.joesandbox.com/analysis/311475/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/311475/html/none?idtype=webid

Match Associated Sample Name /| URL

JA3 Fingerprints

Match Associated Sample Name /| URL
7dcce5b76c8b17472d024758970a406b

Dropped Files

No context

Created / dropped Files

Copyright Joe Security LLC 2021

SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Detection
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious

malicious
malicious
malicious
malicious

malicious

malicious

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse

Browse
Browse
Browse
Browse

Browse

Browse

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

50.87.249.219
50.87.249.219
192.185.21.136
192.185.20.98
192.185.20.98
50.87.166.59

108.179.24
2122

108.179.24
2122

162.241.24.47
162.241.169.22
192.185.177.61
162.241.24.47

192.185.13
1.134

192.254.18
9.182

Context

192.185.5.2
192.254.233.89

192.185.5.2
192.254.233.89

192.185.5.2
192.254.233.89

192.185.5.2
192.254.233.89

192.185.5.2
192.254.233.89

192.185.5.2
192.254.233.89

192.185.5.2
192.254.233.89

192.185.5.2
192.254.233.89

192.185.5.2
192.254.233.89

192.185.5.2
192.254.233.89

192.185.5.2
192.254.233.89

192.185.5.2
192.254.233.89

192.185.5.2
192.254.233.89

192.185.5.2
192.254.233.89

192.185.5.2
192.254.233.89

192.185.5.2
192.254.233.89

192.185.5.2
192.254.233.89

192.185.5.2
192.254.233.89

192.185.5.2
192.254.233.89

192.185.5.2
192.254.233.89
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https://view.joesandbox.com/analysis/311445/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/311445/html/none?idtype=webid
https://view.joesandbox.com/analysis/311436/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/311436/html/none?idtype=webid
https://view.joesandbox.com/analysis/311165/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/311165/html/none?idtype=webid
https://view.joesandbox.com/analysis/310995/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/310995/html/none?idtype=webid
https://view.joesandbox.com/analysis/310989/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/310989/html/none?idtype=webid
https://view.joesandbox.com/analysis/310794/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/310794/html/none?idtype=webid
https://view.joesandbox.com/analysis/310768/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/310768/html/none?idtype=webid
https://view.joesandbox.com/analysis/310764/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/310764/html/none?idtype=webid
https://view.joesandbox.com/analysis/310751/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/310751/html/none?idtype=webid
https://view.joesandbox.com/analysis/310732/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/310732/html/none?idtype=webid
https://view.joesandbox.com/analysis/310724/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/310724/html/none?idtype=webid
https://view.joesandbox.com/analysis/310648/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/310648/html/none?idtype=webid
https://view.joesandbox.com/analysis/310625/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/310625/html/none?idtype=webid
https://view.joesandbox.com/analysis/310408/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/310408/html/none?idtype=webid
https://view.joesandbox.com/analysis/311478/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/311478/html/none?idtype=webid
https://view.joesandbox.com/analysis/311475/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/311475/html/none?idtype=webid
https://view.joesandbox.com/analysis/311330/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/311330/html/none?idtype=webid
https://view.joesandbox.com/analysis/311164/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/311164/html/none?idtype=webid
https://view.joesandbox.com/analysis/311088/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/311088/html/none?idtype=webid
https://view.joesandbox.com/analysis/310989/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/310989/html/none?idtype=webid
https://view.joesandbox.com/analysis/310876/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/310876/html/none?idtype=webid
https://view.joesandbox.com/analysis/310710/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/310710/html/none?idtype=webid
https://view.joesandbox.com/analysis/310507/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/310507/html/none?idtype=webid
https://view.joesandbox.com/analysis/310430/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/310430/html/none?idtype=webid
https://view.joesandbox.com/analysis/310201/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/310201/html/none?idtype=webid
https://view.joesandbox.com/analysis/310173/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/310173/html/none?idtype=webid
https://view.joesandbox.com/analysis/309778/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/309778/html/none?idtype=webid
https://view.joesandbox.com/analysis/309774/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/309774/html/none?idtype=webid
https://view.joesandbox.com/analysis/309707/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/309707/html/none?idtype=webid
https://view.joesandbox.com/analysis/309602/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/309602/html/none?idtype=webid
https://view.joesandbox.com/analysis/309317/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/309317/html/none?idtype=webid
https://view.joesandbox.com/analysis/309282/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/309282/html/none?idtype=webid
https://view.joesandbox.com/analysis/309227/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/309227/html/none?idtype=webid
https://view.joesandbox.com/analysis/309190/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/309190/html/none?idtype=webid

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUriCache\Content\77EC63BDA74BD0D0E0426DC8F8008506 E

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

Microsoft Cabinet archive data, 58596 bytes, 1 file

dropped

58596

7.995478615012125

true

1536:J7r25qSShelmS2zyCvg3nB/QPsBbgwYkGrLMQ:F2qSSwim1m/QEBbgbloQ
61A03D15CF62612F50B74867090DBE79
15228F34067B4B107E917BEBAF17CC7C3C1280A8
F9E23DC21553DAA34C6EB778CD262831E466CE794F4BEA48150E8D70D3E6AF6D
5FECE89CCBBF994E4F1E3EF89A502F25A72F359D445C034682758D26F01D9F3AA20A43010B9A87F2687DA7BA201476922AA46D4906D442D56EB59B2B881259D3
false

high, very likely benign file

MSCF....
Di.a....M...4. ...}

W.G....... V.F. . ALL-PSY. UL Z.9.>.0&y.(.<].>
).L.X~...%.B....YS9m.,.....BV .Cee.....2
'D...J.k....9.lk.<D....u..

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUriCache\Content\EOF5C59F9FA661F6F4C50B87FEF3A15A

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

data

dropped

893

7.366016576663508

false
24:hBntmDvKUQQDVKUr7C5fpgp8gPvXHmMXvponXux:3ntmD5QQD5XC5RgHHXmMXvp++x
D4AE187B4574036C2D76B6DF8ABC1A30
BO6F409FA14BAB33CBAF4A37811B8740B624D9E5S
A2CE3AOFA7D2A833D1801E01EC48E35B70D84F3467CCIF8FAB370386E13879C7

1F44A360E8BBBADA22BC5BFEO01F1BABB4E72005A46BC2A94C33C4BD149FF256CCEGF35D65CA4F7FC2A5B9E15494155449830D2809C8CF218D0B9196EC646B
C

false

high, very likely benign file

...0..U.

X..gvgx...V..9%$1...Z0G..P....... dc’.. 2.e.|Wv..(9..e..w.j.w.......)...55.1.

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUriCache\MetaData\77EC63BDA74BDOD0E0426DC8F8008506

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

data

dropped

326

3.1292511123011737

false

6:kKfwTJION+SKQIPIEGYRMY9z+4KIDA3RUeOht: XWTJIrkPIE99SNxAhUeOht
432314BED73C655E8168E744F09CB6AC
ECD983441714B95C79AA273D1A973D6142B179D4
F39F34785088B71146AB1949B93D78837A27030E704B2D139C31A9AB17AE7146

F790386CE7DB547EE4D283295690E22889A87BB55F1CA2CDA4B8BEBOCBE2E4E4AAFS5C54D7607D49AAD0OFAF55226B94CEOCEAGDAOEOBD16D9D0OC7EO844E9A
D61C

false

............. $..ooeohttped/etldl window.s.up.date..c.om/ms.dow.n.lo.a.d./up.date./v.3./
0.d.8.f.4.£.3.£.6.f.d.7.1...0."...

C:\Users\luser\AppData\LocalLow\Microsoft\CryptnetUriICache\MetaData\EOF5C59F9FA661F6F4C50B87FEF3A15A

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE
data

dropped

252

2.9933344443890926

false
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C:\Users\luser\AppData\LocalLow\Microsoft\CryptnetUriICache\MetaData\EOF5C59F9FA661F6F4C50B87FEF3A15A

SSDEEP: 3:kkFKkI61fIIXIE/JQEBIIPIZRkWWBARLNDU+ZMIKIBkvclcMIVHDIB1FfI5SnPWIP1:kKoQE1lIBAIdQZV7ulPPN

MDS5: AA4B3B242E4A4F9EAD831A622B116015

SHA1L: A027FBDB34178DD2367BF73ADBF570EOD2F1CF74

SHA-256: 1A2CDEB74D901F2DAC5A5C5F53B0C2830E58508279C67C0776B6A043A1415544

SHA-512: 5051F1CFA67318BCAFCB842FF7942B321895C20251FFFA341C00DF7F4607C221577D92530E0235EF9FFBD8DA0115C372DEDD42D3B1E3007755150DCAAFCFF1E

Malicious: false

Reputation: low

Preview:
p.. .|B.%A..(. ..bhttp.o//lap.p.s..ide.n.trus.t.com./ro.0.ts./ds.tro.o.tc.ax3..p.7..."3.7.d.-5b.f8.
d.f.8.0.6.2.7.0.0."...

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\ZAE7RW1P\suspendedpage[1].htm
Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: HTML document, ASCII text

Category: downloaded

Size (bytes): 494

Entropy (8bit): 4.962239405540505

Encrypted: false

SSDEEP: 12:hnMQbwzRQ6QclfhxxEdWr+YZrH3atIMIgOt0quoQL:hMxRQspxCQnZrH3atExOh

MDS5: 0357AA49EA850B11B99D09A2479C321B

SHAL: 41472BA5C40F61FA1C77C42CF06248F13B8785F0

SHA-256: OFFOB7FCB090C65D0BDCB2AF4BBD2C30F33356B3CE9B117186FA20391EF840A3

SHA-512: A317A0F035B8DFF7CA60C76B0B75698A3528FD4C7C5E915292C982D2B38C1C937C318362C891E93BEE6FDB1B166764D7183140A837FD23DAA2BE3D2DACSA5D
C

Malicious: false

Reputation: moderate, very likely benign file

|IE Cache URL: hitp://https://anaheimdermatologists.com/cgi-sys/suspendedpage.cgi

Preview:
<IDOCTYPE html PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN">.<html>. <head>. <title>Contact Support</title>. <meta http-equiv="Conten
t-Type" content="text/html; charset=utf-8">. </head>. <body marginwidth="0" marginheight="0" leftmargin="0" topmargin="0">. <iframe width="100%"
height="100%" frameborder="0" SCROLLING="auto" marginwidth="0" src="http://fwdssp.com/?dn=referer_detect&pid=5POL4F204"></iframe>. </body>.</html>.

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\8E426944.png

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: PNG image data, 485 x 185, 8-bit/color RGB, non-interlaced

Category: dropped

Size (bytes): 34787

Entropy (8bit): 7.9883689087667955

Encrypted: false

SSDEEP: 768:XbyxVN2hP86XpVBxUmtCQHcQpKvtcFM/MoJ97bk3Ueu:m92hjPcQpWUot9Eg

MD5: 2C5A59B7F30E5E41412EC22FDEA1DBB5S

SHA1L: 9A64FB6AG8683EEC580A881725DBD146E80D06B1

SHA-256: E872E66F60AES5651AE96A2C2A88D07B0D1C96CDDD45F787AB04237891ADAESFB

SHA-512: 2D494F44E1DA36794C3E707BF1173EE63E2CF3101E3B5EA60D71A194DASA6A1EB6BIC166B7C1ACAA2D455BI9C6413DOFEE40AD38972C076183EF167818D7E92|
C

Malicious: false

Reputation: moderate, very likely benign file

Preview:

L[L%yl!> 1Mo
2.9s.<..?|..._j.&...R.. key ki KBALLvx}p.. WX MKL.5 .. j.
{ui.M)NLLLL > N W.x=p.".d@k.(.y...kE..P.....mH"F"..\q..v)...K...R...:0..i..G. U..).C .
;. GE*. . XN WM.B....G.x.2.Z2*....F.~. k.f.%.kN {_.}(d..C.z..2.G...x..8* ...<.?..0..ME".....s.9.{......>;.5...0T....
C.....].Kv.x.wt.....=.Y0..Z.9.....=t....{S) " Mm...p..m.....M.6....r.L.6MT..3'M.4{I~.P[h...Wtttx........ #.0R\.re@

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\E1EA088F.png

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: PNG image data, 205 x 58, 8-bit/color RGB, non-interlaced

Category: dropped

Size (bytes): 8301

Entropy (8bit): 7.970711494690041

Encrypted: false

SSDEEP: 192:BzNWXTPmjktA8BddiGGWjNHOQRuUd4JTTOFPY4:B8aoVTOQNuzWKPh

MDS5: D8574C9CC4123EF67C8B600850BES2EE

SHA1L: 5547AC473B3523BA2410E04B75E37B1944EEOCCC

SHA-256: ADD8156BAA01E6AIDE10132E57A2E4659B1A8027A8850B8937E57D56A4FC204B

SHA-512: 20D29AF016ED2115C210F4F21C65195F026 AAEAL4AALBE36FD705482CC31CD26AB78C4C7A344FD11D4E673742E458C2A104A392B28187F2ECCE988B0612DBA(
F

Malicious: false
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C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\E1EA088F.png

Preview:
PNG........ IHDR..............1J.....sRGB......... pHYS.......... +.... IDATXN.\...}\6"Sp...0..9Ks..r..=r.U....Y.1.S.2..Q.C............ (1) > SR \Nze el 666 ~~~.6L.Q.J..\.
m..g.h.SRR.\.p...'"N...EEE...X9......c.&M...].n.g4..E..g..w..{.].;w.l..y.m\.~; ].3{~.qV.k._..2.w/$Gll|..2. m,,,.-[.....sr.V1..g...0on

..6....pP"#F..P/S.L..W. . 0.r....5H. ~/F.b..h.P..]z..)......0..4n.F..e...0!! #"hK.K.g Aw L $.&...7n ). F\\\A 6lxjj. K/..

Lfates. 504 +W.y...88..2.)Y. AL8{.@VN.6...Kbch.=zt...7+T...v.z...P........ VVV..."t.N......$..Jag.v.U...P[(_.1?.9.4i.G.$U..D

LWt 1> #G...3.x.b.....P...HLVj
u.2.%.Z.c._Ga..&L.... 1[nl.7.W_m.#8k..)U.L...G..g.Fe>.s.....Q... ....(.N.V...k..>m....:.).
C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\EAA553F2.png
Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE
File Type: PNG image data, 24 x 24, 8-bit/color RGB, non-interlaced
Category: dropped
Size (bytes): 848
Entropy (8bit):  7.595467031611744
Encrypted: false
SSDEEP: 24:NLJZbn0jL5Q3H/hbgzej+0C3Yi6yyuq53q:Jjim3pQCLWYi67Ic
MD5: 02DB1068B56D3FD907241C2F3240F849
SHA1L: 58EC338C879DDBDF02265CBEFA9A2FB08C569D20
SHA-256: D58FF94F5BB5D49236C138DC109CE83E82879D0D44BE387BOEA3773D908DD25F
SHA-512: 9057CE6FA62F83BB3F3EFAB2E5142ABC41190C08846B90492C37A51F07489F69EDALID1ICA6235C2C8510473E8EA443ECC5694E415AEAF3C7BD07F864212064671
Malicious: false
Preview:
PNG........ IHDR............. O SRGB......... pHYS........ +......IDAT80.TJH.Q..;3...2..fkIR..R$.R.Pb.Q...B.OA..T$.hAD...J../..-h.. fj..+....;s.vg.Zsw.=.. {w.s.w.@.....;..5..0
YPereinyn81@ Irie. > LLab?h. 16.U.. 1. r.. T..0.d.KSA...7.YS..a.(F@...xe.A...$h....PpJ.. k%.....9..QQ....h..IH*...

..E..f2.d(..v. .P.+.p|k+,...xEU.g xfw...+..(.pQ.(..(.U.L.)..@.. f.lLIx+@F...+....). kK. A2..r~B,....TZ..y..9..."..0....0... yY Q
Sxhe8l~ A+ mEm Wi {.+>P Rh.+.br$. g (e S AL MZ ML 9L ELLIU[S DX 7<....Wd....... p..C..... Myl:...c.A..SI.mGj,..
Y*A....[END.B".

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\F6F47075.png

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: PNG image data, 24 x 24, 8-bit/color RGB, non-interlaced

Category: dropped

Size (bytes): 557

Entropy (8bit): 7.343009301479381

Encrypted: false

SSDEEP: 12:6v/7aLMZ5I9TvSb5Lr6U7+uHK2yJtNITNSBOgNMQCVGEVfvqVFsSq6ixPT3Zf:Ng8SdCU7+uqF20gNM1dvfSviNd
MDS5: A516B6CB784827C6BDES8BCID341C1BD

SHA1L: 9D602E7248E06FF639E6437A0A16EATA4FIE6CT3

SHA-256: EF8F7EDB6BAOB5SACEC64543A0AF1B133539FFD439F8324634C3F970112997074

SHA-512: C297A61DA1D7E7F247E14D188C425D43184139991B15A5F932403EE68C356B01879B90B7FI96D55B0CIB02F6BIBFAF4E915191683126183E49E668B6049048D35
Malicious: false

Preview:

+.....IDAT8OC.. [\Y..BK=...F +tM~.0X..
d...w.>{.e.k.7.9y.%.. G..VB..4HWY..ONU...?2..S..$..1.6.U....C... ...7..J. "M..5. .....

C:\Users\user\AppData\Local\Temp\CabE7FF.tmp E
Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE
File Type: Microsoft Cabinet archive data, 58596 bytes, 1 file
Category: dropped
Size (bytes): 58596
Entropy (8bit):  7.995478615012125
Encrypted: true
SSDEEP: 1536:J7r25qSShelmS2zyCvg3nB/QPsBbgwYkGrLMQ:F2qSSwim1m/QEBbgbloQ
MD5: 61A03D15CF62612F50B74867090DBE79
SHA1L: 15228F34067B4B107E917BEBAF17CC7C3C1280A8
SHA-256: FO9E23DC21553DAA34C6EB778CD262831E466CE794FABEA48150E8D70D3E6AF6D
SHA-512: S5FECE89CCBBF994E4F1E3EF89A502F25A72F359D445C034682758D26F01D9F3AA20A43010B9A87F2687DA7TBA201476922AA46D4906D442D56EB59B2B881259D3
Malicious: false
Preview:
MSCF ..t Lo Tl bR. .authroot.stl...s~.4..CK..8T....c_.d...AK.....&-J...."Y..$E.KB..D...D.....3.n..U.......... =H4..c&......f.,.=.-...p2.... "HX......b.

vl o~N<L>*V.CX......B......,.q.M.....HB..E~Q...)..Gax../..}7..f......00...x..k..ha...y.K.0.h..(....{2Y ].g.. yw 10.42.7-. /. xvy..e...w.+.w[.Q.k.9&.Q.EzS f......
W.G....... V.F....A..-P3Y. u..Z.g.>0&y.(.<].>. .Rg.0.Y.syB.B..Z4<?R..18<=8.[as..... add..).NtX....r.... R.&W4.5]....k.._iK.xzZW.w.M.>5.}..J.tLX5Ls3_..
).L.X~...%.B....YS9m.,.....BV .Cee.....2.......x-.09]...Yps..W...1LA<.X.O....7.ei.a\.~=X...HN.#...h,...y.. \br8y"k) ..... ~B..v....GR.g|.z..+.D8.m..F.h...* ......... ItNs.\....s..,.f
D..J. k.19, <D...Uueee [ *wY.O....P?2.U.l...Fc.ObLg......Fvk..G9.8..l.\T:K"......."3......;.u..h..uD.AbS...I........ j.j .=..s .FxV...g.c.s..9.

C:\Users\user\AppData\Local\Temp\EDDE0000

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE
File Type: data
Category: dropped
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C:\Users\user\AppData\Local\Temp\EDDE0000

Size (bytes): 109076

Entropy (8bit): 7.916953258661507

Encrypted: false

SSDEEP: 1536:0euov3BiTr4GDgM+1M92hjPcQpWUot9ENPcNcrAOJOerwzkFBHhrévQnf+zyyfDe:oeuocrZD2MopH8x+FHdoLgp6vif+zb7e

MDS5: 048F8C82483D1FD10E5E24CC543E6B22

SHA1L: 38CBD864D57048939B41364384E9A142E0821E3F

SHA-256: 885D44BE1631D584CFFDE9FF5695120101B5E25D92EE690597756ED13BC4E49F

SHA-512: DAO02BCE68D74515B5CD9069B04512F40B7D0F723F5FD7A0022ED97FB41A4EEFEC2C6C622653AD6A2D2051COBDBF784A7D801A043113AFA91FBE8S5875226FF9!
7

Malicious: false

Preview:
.U.n.0...2. C..12.&.a.e.5.Jr. ... jcM..w-hf." Kk...0....Z.dW....XQ...)..|.G3+.H..;. \... LK. T &U....)Yj....2U.D.FK.H(.r.. ....&DM..R....u..fy
XE...%#2.. W._7.A..k.HOMg..BF.. h oEoVAfl2nih]lad B s > .0..$Y.LALLYVY,). a.@

[Content_Types].xml .

C:\Users\user\AppData\Local\Temp\TarE800.tmp

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: data

Category: dropped

Size (bytes): 152788

Entropy (8bit): 6.309740459389463

Encrypted: false

SSDEEP: 1536:TIz6c7xcjgCyrYBZ5pimp4Ydm6Caku2Dnsz0JD8reJgMnI3rIMGGv: TNgccCymfdmoku2DMykMnNGGO

MDS5: 4E0487E929ADBBA279FD752E7FB9ASC4

SHA1L: 2497E03F42D2CBB4F4989E87E541B5BB27643536

SHA-256: AE781E4F9625949F7B8A9445B8901958 ADECE7E3BI5AF344E2FCB24FE989EEB7

SHA-512: 787CBC262570A4FA23FDIC2BA6DA7B0D17609C67C3FD568246F9BEF2A138FA4EBCE2D76D7FD06C3C342B11D6DIBCD875D88C3DC450AE41441B6085B2E5D4€
5A

Malicious: false

Preview:
0.T..*H.......T.0.T....1.0... .H.e.....0..D...+.....7.....D.0..D.0..+.....7..........|n....210303062855Z0...+......0..D.0..*....."...@.,..0..0.r1...0

et 7<00 4701 @NLL %=, 08 4701 @V %..5.S.Y .00, 4L 7. b1 ] LA XL EWLY
te. . Authority.0. ... [./..ulv..%]1...0...+.....7..h1.....6.M...0
Aol 70b1 X[ 3%l 7.2..Gy.cS.0D. . +.....7...16.4V.e.ri.S.i.g.n. .T..m.e. .S.ta.m.p.in.g. .CA..0.....4..R...27.. .1.0..+....7..h1......0&...0...+.....7..i1...0..+....7<..0
L7010 ol AL @08+ 7.0 1 W FLL9INLL 00, . 7.0b1 @G .d..m..$.... . X, J0B. . +.....7...14.2M.i.c.r.0.s.0.f.t. .R.0.0.t. .A.u.t.h.0

C:\Users\user\AppData\Roaming\Microsoft\Office\Recent\Desktop.LNK

Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

File Type: MS Windows shortcut, Item id list present, Points to a file or directory, Has Relative path, Read-Only, Directory, ctime=Tue Oct 17 10:04:00 2017, mtime=Tue May 4
19:40:42 2021, atime=Tue May 4 19:40:42 2021, length=8192, window=hide

Category: dropped

Size (bytes): 867

Entropy (8bit): 4.476231567016527

Encrypted: false

SSDEEP: 12:85QzLgXg/XAICPCHaX2B8GB/6cPExX+WnicvbbbDtZ3YiIIMMEpxRIjKzTdJP9TdU:85E/XTm6GUCcY YejDv3q+rNru/

MDS5: 64C88A672E5E1E0D20838501E7827D02

SHA1L: 841048C304E2AA09B4E53F24D91CDFESB64AB082

SHA-256: 8D5B3A14E36DA67C1013B78F96594A08A5437FC2173F1F9D0749D554BA44257C

SHA-512: AFF3C910F5AC8EBBF1A196D128D0171875375A9A440CB02696FE42CE1B1DB54DDA6B1B0ODIAIC38765345A28D46489F323F28AB529A818BBIB320E193B36C90C
B

Malicious: false

Preview:

QOA... o i...P.O. i 400, /C: N t1.....QK.X. Users. .......QK.X* ... 6....Us.ers..@.s.h.ell3.2.dll,.-

.2.1.8.1.3....L.1.....Qy.. .8.....QK.X.Q.y*... Alb.us....z.1.....R....Desktop.d.. ....D.eskto.p..@.s.hell3.2.dll,.-2.

\035347\Users.user\Desktop
_....3N..

C:\Users\luser\AppData\Roaming\Microsoft\Office\Recentlindex.dat

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 115

Entropy (8bit): 4.418133942983911

Encrypted: false

SSDEEP: 3:0yBVomxWdadAdrXVoOytdAdrXVomxWdadAdrXVov:djuadgEtdguadgy
MD5: 1DD64E34B701C2F1258FA5053DA222D3

SHAL: 62C41DD710409066BF7DB8B6B73E3711CD135732
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C:\Users\luser\AppData\Roaming\Microsoft\Office\Recentlindex.dat

SHA-256: B8A5C62AFDAEB5DBBDB86B394AB15E3C62E4B1C420BCBDCOA7DEBE97EED271C2

SHA-512: 405F0C07FFC2906218C49F9E81150ED5A3ES53B1A421C3F06FA338AC08571EDAFS566A8E1D6DB025E549C8DE4189FD3BCO0AABD43733E9F0587E4AEB7C7AGES3t
B

Malicious: false

Preview:

Desktop.LNK=0..[misc]..statistic-2070252624.LNK=0..statistic-2070252624.LNK=0..[misc]..statistic-2070252624.LNK=0..

C:\Users\luser\AppData\Roaming\Microsoft\Office\Recent\statistic-2070252624.LNK

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: MS Windows shortcut, Item id list present, Points to a file or directory, Has Relative path, Archive, ctime=Wed Aug 26 14:08:17 2020, mtime=Tue May 4 19:40:42 2021,
atime=Tue May 4 19:40:42 2021, length=109076, window=hide

Category: dropped

Size (bytes): 2138

Entropy (8bit): 4.539971791446726

Encrypted: false

SSDEEP: 48:85t/XTFGqgthCCF+Qh25t/XTFGqgthCCF+Q/:8H/XJGqgmCF+Qh2H/XJGqgmCF+Q/

MD5: 5CC74BOFOB3F35451E8E1052D8125BC3

SHA1L: 22D8E30FE1E46EBFD2207F0487282F797455F9FB

SHA-256: 88F6F3885141B7FAAD9CE2100611BDCIB9A63F0435CE3B8IFFE72E308FC3FFBD

SHA-512: 28D3919C5559D24A67339D85599378CC0OD19D38C1CF2331BF3281814532937EBEE2CA73F811EAAFBBB2E141198A792D0B2F3291FD1CD8A9FF2FBA7858151DF5/

Malicious: false

Preview:
| EETTTOPRRN Fo.. N...{....%A joe#00./C: N t.1.....QK.X..Users. ... ..6...Us.ers..@.s.h.ell3.2. d LL,.

LAlb.us....z.1......Q.y..Desktop.d......QK.X.Q.y*..._: D e.s.k.t.o. p .@.s.h.ell3.2..d.LlL,.
.1.7.6.9.....].2.....R.. .STATIS~1.XLS..” .s.tatis.tic-.2.0.7.0.252.6.24. .XLS.Muiiiiiiima SB[ 2 C:\Users\..#..

..\\035347\Users. user\Desktop\statlstlc -2070252624.xIsm.0 . \.D.e.s.k.t.o.p.\'s.t.atis.ti.c.-2.0.7.0.25.2.6.2.4..x.I.s.m
...1SPS.XF.L8C....&.m.m..... ..S.-1.-5-2.1.- 966771315.-.3019405637 367336477 .1.0.0.6... e X..035347

.2.1.8.1.3....L.1.....Q.y..user.8......QK.X.Q.y*...&

C:\Users\user\Desktop\BEDE0000

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: data

Category: dropped

Size (bytes): 109076

Entropy (8bit): 7.916953258661507

Encrypted: false

SSDEEP: 1536:0euov3BiTr4GDgM+1M92hjPcQpWUot9ENPcNcrAOJOerwzkFBHhrévQnf+zyyfDe:oeuocrZD2MopH8x+FHdoLgp6vif+zb7e

MDS5: 048F8C82483D1FD10E5E24CC543E6B22

SHA1L: 38CBD864D57048939B41364384E9A142E0821E3F

SHA-256: 885D44BE1631D584CFFDE9FF5695120101B5E25D92EE690597756ED13BC4E49F

SHA-512: DA02BCE68D74515B5CD9069B04512F40B7D0F723F5FD7A0022ED97FB41A4EEFEC2C6C622653AD6A2D2051COBDBF784A7D801A043113AFA91FBE8S5875226FF9!
7

Malicious: false

Preview:
.U.n.0...2. Ld?.&..ace. 5 0r L jeMew= b kL0 ZdWLLXQL). LGB H L LKL T &ULL) YL 2UD KU H( .
XE...%#2.. W._7.A..k.HOMg..BF.. h LWEoVAfl2nih]lad . com B s

..pZ.. [Content_Types].xml .

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: data

Category: dropped

Size (bytes): 330

Entropy (8bit): 1.4377382811115937

Encrypted: false

SSDEEP: 3:vZ/IFFDIW2fj/FFDIw2fV:vBFFGaFFGS

MDS5: 96114D75E30EBD26B572C1FC83D1D02E

SHAL: A44EEBDASEB09862AC46346227F06F8CFAF19407

SHA-256: 0C6F8CFOE504C17073E4C614C8A7063F194E335D840611EEFA9E29C7CED1A523

SHA-512: 52D33C36DF2A91E63A9B1949FDC5D69E6A3610CD3855A2E3FC25017BF0A12717FC15EBBAC6113DC7D69CO6AD4AB3FAFOF021AD7C8D30600AA8168348BDOFAS
0

Malicious: true

Preview:
.user LALDUS user JAlbuso oo

C:\Users\user\jordji.nbvt1l
Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE
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C:\Users\user\jordji.nbvt1l

File Type: HTML document, ASCII text
Category: dropped
Size (bytes): 494
Entropy (8bit): 4.962239405540505
Encrypted: false
SSDEEP:
MD5: 0357AA49EA850B11B99D09A2479C321B
SHA1L:
SHA-256:
SHA-512:
C
Malicious: false
Preview:

12:hnMQbwzRQ6QclfhxxEdWr+YZrH3atIMIgOt0quoQL:hMxRQspxCQnZrH3atExOh

41472BA5C40F61FA1C77C42CF06248F13B8785F0

OFFOB7FCB090C65D0BDCB2AF4BBD2C30F33356B3CE9B117186FA20391EF840A3
A317A0F035B8DFF7CAG0C76B0B75698A3528FD4C7C5E915292C982D2B38C1C937C318362C891E93BEEGFDB1B166764D7183140A837FD23DAA2BE3D2DAC5A5D

<IDOCTYPE html PUBLIC "-//W3C//DTD HTML 4.01 Transitional/EN">.<html>. <head>.

t-Type" content="text/html; charset=utf-8">.

<title>Contact Support</title>. <meta http-equiv="Conten
<body marginwidth="0" marginheight="0" leftmargin="0" topmargin="0">. <iframe width="100%"

height="100%" frameborder="0" SCROLLING="auto" marginwidth="0" src="http://fwdssp.com/?dn=referer_detect&pid=5POL4F204"></iframe>. </body>.</html>.

Static File Info

General
File type:
Entropy (8bit):
TriD:

File name:
File size:
MDS5:
SHA1L:
SHA256:

SHA512:

SSDEEP:

File Content Preview:

File Icon

Icon Hash:

Static OLE Info

General

Document Type:

Number of OLE Files:

OLE File "statistic-2070252624.xIsm"

Indicators
Has Summary Info:
Application Name:

Encrypted Document:

Contains Word Document Stream:

Contains Workbook/Book Stream:

Contains PowerPoint Document Stream:

Contains Visio Document Stream:

Contains ObjectPool Stream:

Copyright Joe Security LLC 2021

ede2aa8aadbcbcac

OpenXML
1

Microsoft Excel 2007+
7.917058358399405

e Excel Microsoft Office Open XML Format document
(40004/1) 83.33%
e ZIP compressed archive (8000/1) 16.67%

statistic-2070252624.xIsm

109084

Ofbdc8a2acd4dc782821cfa4fdf75099
e407df0a3a3ceed4c3e9aed5716974a45cd5¢542

abd13b66e40db6ad8a4489667clald58fde38e7388970b
bc4d8c7b3fb6ch04e

760a54caf1a66d36e8f4e6fc20c8380ch012d7b76d24e5f
d91085943da3b31a8471a2093ddc862a7fdf3da4c7{f494
59f372033d72d67fef021e8025c3006502

1536:8utuov3BiTr4GDgM+nG92hjPcQpWUOt9E8CcNCrA
0JOerwzkFBHhrévQnf+zy7fc:8kuocrZDKGopH8x+8Hd
oLgp6vif+zUk

Lt .[Content_Types].xml ...(..
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Indicators
Flash Objects Count:

Contains VBA Macros:

Macro 4.0 Code

o =HALT(),11000000,0,"=4984654+9846544+468464=CALL(Sheet2!AY107&"n"™ Sheet2!AY 1088 A", Sheet2!AY118,before.3.21.42.sheet! AR49, Sheet2! AT114,before.3.21.42.sheet! AT39,0,0)=CALL (Sheet2!
AY107&"n" Sheet2!AY108&"" A", Sheet2!AY118,before.3.21.42.sheet! AR49,Sheet2! AT115,before.3.21.42.5heet AT39&"1",0,0)" 1111111111110, =SHEEL2IAWLA2(),,111011111100m00, U, D", Njordii.nbvt1R, J,1,L,C,1,D
.CR,0BewB,gn,il.so0,.ta,.ed0rT,So0,eF,rivel.re,,

Network Behavior

TCP Packets

Timestamp Source Port Dest Port Source IP Dest IP
May 4, 2021 13:40:56.011271954 CEST 49165 443 192.168.2.22 192.254.233.89
May 4, 2021 13:40:56.196114063 CEST 443 49165 192.254.233.89 192.168.2.22
May 4, 2021 13:40:56.196310043 CEST 49165 443 192.168.2.22 192.254.233.89
May 4, 2021 13:40:56.207459927 CEST 49165 443 192.168.2.22 192.254.233.89
May 4, 2021 13:40:56.392272949 CEST 443 49165 192.254.233.89 192.168.2.22
May 4, 2021 13:40:56.400810003 CEST 443 49165 192.254.233.89 192.168.2.22
May 4, 2021 13:40:56.400842905 CEST 443 49165 192.254.233.89 192.168.2.22
May 4, 2021 13:40:56.400859118 CEST 443 49165 192.254.233.89 192.168.2.22
May 4, 2021 13:40:56.401017904 CEST 49165 443 192.168.2.22 192.254.233.89
May 4, 2021 13:40:56.442159891 CEST 49165 443 192.168.2.22 192.254.233.89
May 4, 2021 13:40:56.631906986 CEST 443 49165 192.254.233.89 192.168.2.22
May 4, 2021 13:40:56.632142067 CEST 49165 443 192.168.2.22 192.254.233.89
May 4, 2021 13:40:58.316885948 CEST 49165 443 192.168.2.22 192.254.233.89
May 4, 2021 13:40:58.543472052 CEST 443 49165 192.254.233.89 192.168.2.22
May 4, 2021 13:40:58.863086939 CEST 443 49165 192.254.233.89 192.168.2.22
May 4, 2021 13:40:58.863257885 CEST 49165 443 192.168.2.22 192.254.233.89
May 4, 2021 13:40:58.863373995 CEST 443 49165 192.254.233.89 192.168.2.22
May 4, 2021 13:40:58.863440990 CEST 49165 443 192.168.2.22 192.254.233.89
May 4, 2021 13:40:58.863814116 CEST 49165 443 192.168.2.22 192.254.233.89
May 4, 2021 13:40:58.938626051 CEST 49168 443 192.168.2.22 192.185.5.2
May 4, 2021 13:40:59.048544884 CEST 443 49165 192.254.233.89 192.168.2.22
May 4, 2021 13:40:59.100384951 CEST 443 49168 192.185.5.2 192.168.2.22
May 4, 2021 13:40:59.100495100 CEST 49168 443 192.168.2.22 192.185.5.2
May 4, 2021 13:40:59.101084948 CEST 49168 443 192.168.2.22 192.185.5.2
May 4, 2021 13:40:59.262665033 CEST 443 49168 192.185.5.2 192.168.2.22
May 4, 2021 13:40:59.275262117 CEST 443 49168 192.185.5.2 192.168.2.22
May 4, 2021 13:40:59.275306940 CEST 443 49168 192.185.5.2 192.168.2.22
May 4, 2021 13:40:59.275332928 CEST 443 49168 192.185.5.2 192.168.2.22
May 4, 2021 13:40:59.275460958 CEST 49168 443 192.168.2.22 192.185.5.2
May 4, 2021 13:40:59.319243908 CEST 49168 443 192.168.2.22 192.185.5.2
May 4, 2021 13:40:59.522713900 CEST 443 49168 192.185.5.2 192.168.2.22
May 4, 2021 13:40:59.548538923 CEST 443 49168 192.185.5.2 192.168.2.22
May 4, 2021 13:40:59.548702002 CEST 49168 443 192.168.2.22 192.185.5.2
May 4, 2021 13:40:59.579777956 CEST 49168 443 192.168.2.22 192.185.5.2
May 4, 2021 13:40:59.743984938 CEST 443 49168 192.185.5.2 192.168.2.22
May 4, 2021 13:40:59.757294893 CEST 443 49168 192.185.5.2 192.168.2.22
May 4, 2021 13:40:59.757474899 CEST 49168 443 192.168.2.22 192.185.5.2
May 4, 2021 13:40:59.757572889 CEST 443 49168 192.185.5.2 192.168.2.22
May 4, 2021 13:40:59.757883072 CEST 49168 443 192.168.2.22 192.185.5.2
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Timestamp Source Port Dest Port Source IP Dest IP

May 4, 2021 13:40:59.758296967 CEST 49168 443 192.168.2.22 192.185.5.2
May 4, 2021 13:40:59.761420965 CEST 49169 443 192.168.2.22 192.185.5.2
May 4, 2021 13:40:59.919950008 CEST 443 49168 192.185.5.2 192.168.2.22
May 4, 2021 13:40:59.920165062 CEST 443 49169 192.185.5.2 192.168.2.22
May 4, 2021 13:40:59.920239925 CEST 49169 443 192.168.2.22 192.185.5.2
May 4, 2021 13:40:59.921315908 CEST 49169 443 192.168.2.22 192.185.5.2
May 4, 2021 13:41:00.080068111 CEST 443 49169 192.185.5.2 192.168.2.22
May 4, 2021 13:41:00.080919981 CEST 443 49169 192.185.5.2 192.168.2.22
May 4, 2021 13:41:00.081003904 CEST 49169 443 192.168.2.22 192.185.5.2
May 4, 2021 13:41:00.081574917 CEST 49169 443 192.168.2.22 192.185.5.2
May 4, 2021 13:41:00.107045889 CEST 49169 443 192.168.2.22 192.185.5.2
May 4, 2021 13:41:00.266030073 CEST 443 49169 192.185.5.2 192.168.2.22
May 4, 2021 13:41:00.442528009 CEST 443 49169 192.185.5.2 192.168.2.22
May 4, 2021 13:41:00.443290949 CEST 443 49169 192.185.5.2 192.168.2.22
May 4, 2021 13:41:00.443346024 CEST 49169 443 192.168.2.22 192.185.5.2
May 4, 2021 13:41:00.443403006 CEST 49169 443 192.168.2.22 192.185.5.2
May 4, 2021 13:41:30.443201065 CEST 443 49169 192.185.5.2 192.168.2.22

UDP Packets

Timestamp Source Port Dest Port Source IP Dest IP

May 4, 2021 13:40:55.939462900 CEST 52197 53 192.168.2.22 8.8.8.8

May 4, 2021 13:40:55.997088909 CEST 53 52197 8.8.8.8 192.168.2.22

May 4, 2021 13:40:57.056305885 CEST 53099 53 192.168.2.22 8.8.8.8

May 4, 2021 13:40:57.105034113 CEST 53 53099 8.8.8.8 192.168.2.22

May 4, 2021 13:40:57.112351894 CEST 52838 53 192.168.2.22 8.8.8.8

May 4, 2021 13:40:57.163876057 CEST 53 52838 8.8.8.8 192.168.2.22

May 4, 2021 13:40:57.711093903 CEST 61200 53 192.168.2.22 8.8.8.8

May 4, 2021 13:40:57.769944906 CEST 53 61200 8.8.8.8 192.168.2.22

May 4, 2021 13:40:57.777580023 CEST 49548 53 192.168.2.22 8.8.8.8

May 4, 2021 13:40:57.837529898 CEST 53 49548 8.8.8.8 192.168.2.22

May 4, 2021 13:40:58.876420021 CEST 55627 53 192.168.2.22 8.8.8.8

May 4, 2021 13:40:58.934286118 CEST 53 55627 8.8.8.8 192.168.2.22

DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

May 4, 2021 13:40:55.939462900 CEST 192.168.2.22 8.8.8.8 Oxed69 Standard query  industrialarttextile A (IP address) IN (0x0001)
(0) .com

May 4, 2021 13:40:58.876420021 CEST 192.168.2.22 8.8.8.8 0x4b51 Standard query  anaheimder A (IP address) IN (0x0001)
0) matologists.com

DNS Answers

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

May 4, 2021 8.8.8.8 192.168.2.22 Oxed69 No error (0) industrialarttextile 192.254.233.89 A (IP address) IN (0x0001)

13:40:55.997088909 .com

CEST

May 4, 2021 8.8.8.8 192.168.2.22 0x4b51 No error (0) anaheimder 192.185.5.2 A (IP address) IN (0x0001)

13:40:58.934286118 matologists.com

CEST

HTTPS Packets

Source Dest Not Not JA3 SSL Client

Timestamp Source IP Port Dest IP Port  Subject Issuer Before After Fingerprint JA3 SSL Client Digest
May 4, 2021 192.254.233.89 443 192.168.2.22 49165 CN=mail.gdmart.com.bd CN=R3, O=Let's Wed Tue Jun 771,49192-49191- 7dcce5b76c8b17472d024
13:40:56.400859118 CN=R3, O=Let's Encrypt, Encrypt, C=US Mar 10 08 49172-49171-159-  758970a406b
CEST C=USs CN=DST Root CA 10:47:11 11:47:11 158-57-51-157-

X3, O=Digital CET CEST  156-61-60-53-47-

Signature Trust 2021 2021 49196-49195-

Co. Wed Oct Wed 49188-49187-

07 Sep29 49162-49161-106-

21:21:40 21:21:40 64-56-50-10-19,0-
CEST CEST  10-11-13-23-
2020 2021 65281,23-24,0

Copyright Joe Security LLC 2021 Page 20 of 41



Source Dest Not Not JA3 SSL Client
Timestamp Source IP Port Dest IP Port  Subject Issuer Before After Fingerprint JA3 SSL Client Digest
CN=R3, O=Let's Encrypt, CN=DST Root CA Wed Oct Wed
c=Us X3, O=Digital 07 Sep 29
Signature Trust 21:21:40 21:21:40
Co. CEST CEST
2020 2021
May 4, 2021 192.185.5.2 443 192.168.2.22 49168 CN=cpcalendars.anaheimderm CN=R3, O=Let's Wed Tue Jun 771,49192-49191- 7dcce5b76c8b17472d024
13:40:59.275332928 atologists.com CN=R3, Encrypt, C=US Mar 17 15 49172-49171-159- 758970a406b
CEST O=Let's Encrypt, C=US CN=DST Root CA 22:18:32 23:18:32 158-57-51-157-
X3, O=Digital CET CEST 156-61-60-53-47-
Signature Trust 2021 2021 49196-49195-
Co. Wed Oct Wed 49188-49187-
07 Sep 29 49162-49161-106-
21:21:40 21:21:40 64-56-50-10-19,0-
CEST CEST 10-11-13-23-
2020 2021 65281,23-24,0
CN=R3, O=Let's Encrypt, CN=DST Root CA Wed Oct Wed
c=us X3, O=Digital 07 Sep 29
Signature Trust 21:21:40 21:21:40
Co. CEST CEST
2020 2021
Code Manipulations
Statistics
Behavior
@ EXCEL.EXE
@ rundll32.exe
@ rundll32.exe
@ Click to jump to process
System Behavior
Analysis Process: EXCEL.EXE PID: 648 Parent PID: 584
General
Start time: 13:40:39
Start date: 04/05/2021
Path: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE
Wow64 process (32bit): false
Commandline: 'C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE' /automation -Embedding
Imagebase: 0x13fa10000
File size: 27641504 bytes
MDS5 hash: 5FBOAOF93382ECD19F5F499A5CAAS9F0
Copyright Joe Security LLC 2021 Page 21 of 41



Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Created

File Path
C:\Users\user\AppData\Local\Temp\DBFD.tmp

C:\Users\user\AppData\Local\Temp\EDDE0O0OO

C:\Users\user\Desktop\~$statistic-2070252624.xIsm

C:\Users\user\Desktop\BEDE0O0OO

C:\Users\user

C:\Users\user\AppData\Local

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet

Files

C:\Users\user

C:\Users\user\AppData\Roaming

C:\Users\user\AppData\Roaming\Microsoft\Windows\Cookies

C:\Users\user

C:\Users\user\AppData\Local

C:\Users\user\AppData\Local\Microsoft\Windows\History

Copyright Joe Security LLC 2021

Access

read attributes |
synchronize |
generic read

read attributes |
synchronize |
generic read |
generic write

read attributes |
delete | syn
chronize |
generic read |
generic write

read attributes |
synchronize |
generic read |
generic write

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

Attributes

device

device

device

device

device

device

device

device

device

device

device

device

device

true
true
C, C++ or other language

high

Options

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file |
open no recall

synchronous io
non alert | non
directory file |
delete on close
| open no recall

synchronous io
non alert | non
directory file |
open no recall

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

Completion

success or wait

success or wait

success or wait

success or wait

object name
collision

object name
collision

object name
collision

object name
collision

object name
collision

object name
collision

object name
collision

object name
collision

object name
collision

Count

Source
Address

13FD5ECS83

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

14073828C

14073828C

14073828C

14073828C

14073828C

14073828C

14073828C

14073828C

14073828C

Symbol
GetTempFileNameW

unknown

unknown

unknown

URLDownloadToFileA

URLDownloadToFileA

URLDownloadToFileA

URLDownloadToFileA

URLDownloadToFileA

URLDownloadToFileA

URLDownloadToFileA

URLDownloadToFileA

URLDownloadToFileA
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File Path Access Attributes Options Completion Count Address Symbol
C:\Users\user\jordji.nbvt11l read attributes | device synchronous io  success or wait 1 14073828C URLDownloadToFileA
synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\3D23.tmp read attributes | device synchronous io  success or wait 1 13FD5EC83 GetTempFileNameW
synchronize | non alert | non
generic read directory file
File Deleted
Source
File Path Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\DBFD.tmp success or wait 1 13FFCB818 DeleteFilew
C:\Users\user\AppData\Local\Temp\imgs_files\stylesheet.cs~ success or wait 1 7FEEAC59ACO unknown
C:\Users\user\AppData\Local\Temp\imgs_files\tabstrip.ht~ success or wait 1 7FEEAC59ACO unknown
C:\Users\user\AppData\Local\Temp\imgs_files\sheet001.ht~ success or wait 1 7FEEAC59ACO unknown
C:\Users\user\AppData\Local\Temp\imgs_files\image003.pn~ success or wait 1 7FEEAC59ACO unknown
C:\Users\user\AppData\Local\Temp\imgs_files\image015.pn~ success or wait 1 7FEEAC59ACO unknown
C:\Users\user\AppData\Local\Temp\imgs_files\image016.pn~ success or wait 1 7FEEAC59ACO unknown
C:\Users\user\AppData\Local\Temp\imgs_files\image017.pn~ success or wait 1 7FEEAC59ACO unknown
C:\Users\user\AppData\Local\Temp\imgs_files\image018.pn~ success or wait 1 7FEEAC59ACO unknown
C:\Users\user\AppData\Local\Temp\imgs_files\image019.pn~ success or wait 1 7FEEAC59ACO unknown
C:\Users\user\AppData\Local\Temp\imgs_files\filelist.xm~ success or wait 1 7FEEAC59ACO unknown
C:\Users\user\AppData\Local\Temp\imgs.rcv success or wait 1 7FEEAC59ACO unknown
C:\Users\user\AppData\Local\Temp\imgs.ht~ success or wait 1 7FEEAC59ACO unknown
C:\Users\user\AppData\Local\Temp\3D23.tmp success or wait 1 13FFCB818 DeleteFilew
File Moved
Source
Old File Path New File Path Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\EDDE0O0OO C:\Users\user\AppData\Local\Temp\xIsm.sheet.csv success or wait 1 7FEEAC59ACO unknown
C:\Users\user\Desktop\BEDE0O0OO C:\Users\user\Desktop\statistic-2070252624.xlsm success or wait 1 7FEEAC59ACO unknown
C:\Users\user\AppData\Local\Temp\imgs_files\stylesheet.css C:\Users\user\AppData\Local\Temp\imgs_files\stylesheet.cs~..  success or wait 1 7FEEAC59ACO unknown
C:\Users\user\AppData\Local\Temp\imgs_files\tabstrip.htm C:\Users\user\AppData\Local\Temp\imgs_files\tabstrip.ht~s~ success or wait 1 7FEEAC59ACO unknown
C:\Users\user\AppData\Local\Temp\imgs_files\sheet001.htm C:\Users\user\AppData\Local\Temp\imgs_files\sheet001.ht~s~  success or wait 1 7FEEAC59ACO unknown
C:\Users\user\AppData\Local\Temp\imgs_files\image003.png C:\Users\user\AppData\Local\Temp\imgs_files\image003.pn~s~ success or wait 1 7FEEAC59ACO unknown
C:\Users\user\AppData\Local\Temp\imgs_files\image015.png C:\Users\user\AppData\Local\Temp\imgs_files\image015.pn~s~ success or wait 1 7FEEAC59ACO unknown
C:\Users\user\AppData\Local\Temp\imgs_files\image016.png C:\Users\user\AppData\Local\Temp\imgs_files\image016.pn~s~ success or wait 1 7FEEAC59ACO unknown
C:\Users\user\AppData\Local\Temp\imgs_files\image017.png C:\Users\user\AppData\Local\Temp\imgs_files\image017.pn~s~ success or wait 1 7FEEAC59ACO unknown
C:\Users\user\AppData\Local\Temp\imgs_files\image018.png C:\Users\user\AppData\Local\Temp\imgs_files\image018.pn~s~ success or wait 1 7FEEAC59ACO unknown
C:\Users\user\AppData\Local\Temp\imgs_files\image019.png C:\Users\user\AppData\Local\Temp\imgs_files\image019.pn~s~ success or wait 1 7FEEAC59ACO unknown
C:\Users\user\AppData\Local\Temp\imgs_files\filelist.xml C:\Users\user\AppData\Local\Temp\imgs_files\filelist. xm~s~ success or wait 1 7FEEAC59ACO unknown
C:\Users\user\AppData\Local\Temp\imgs_files\stylesheet.cs_ C:\Users\user\AppData\Local\Temp\imgs_files\stylesheet.css..  success or wait 1 7FEEAC59ACO unknown
C:\Users\user\AppData\Local\Temp\imgs_files\tabstrip.ht_ C:\Users\user\AppData\Local\Temp\imgs_files\tabstrip.htmss success or wait 1 7FEEAC59ACO unknown
C:\Users\user\AppData\Local\Temp\imgs_files\sheet001.ht_ C:\Users\user\AppData\Local\Temp\imgs_files\sheet001.htmss  success or wait 1 7FEEAC59ACO unknown
C:\Users\user\AppData\Local\Temp\imgs_files\image020.pn__ C:\Users\user\AppData\Local\Temp\imgs_files\image020.pngss success or wait 1 7FEEAC59ACO unknown
C:\Users\user\AppData\Local\Temp\imgs_files\image021.pn_ C:\Users\user\AppData\Local\Temp\imgs_files\image021.pngss success or wait 1 7FEEAC59ACO unknown
C:\Users\user\AppData\Local\Temp\imgs_files\image022.pn__ C:\Users\user\AppData\Local\Temp\imgs_files\image022.pngss  success or wait 1 7FEEAC59ACO unknown
C:\Users\user\AppData\Local\Temp\imgs_files\image023.pn__ C:\Users\user\AppData\Local\Temp\imgs_files\image023.pngss success or wait 1 7FEEAC59ACO unknown
C:\Users\user\AppData\Local\Temp\imgs_files\image024.pn_ C:\Users\user\AppData\Local\Temp\imgs_files\image024.pngss success or wait 1 7FEEAC59ACO unknown
C:\Users\user\AppData\Local\Temp\imgs_files\image025.pn_ C:\Users\user\AppData\Local\Temp\imgs_files\image025.pngss  success or wait 1 7FEEAC59ACO unknown
C:\Users\user\AppData\Local\Temp\imgs_files\filelist.xm__ C:\Users\user\AppData\Local\Temp\imgs_files\filelist.xmlss success or wait 1 7FEEAC59ACO unknown
File Written
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
C:\Users\user\Desktop\~$statistic-2070252624.xlsm  unknown 55 05 41 6¢ 62 75 73 .user success or wait 1 13FC5F526 WriteFile
202020202020
2020 20 20 20 20
2020202020 20
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2020 20 20 20 20
2020 20 20 20 20
202020 20 20 20
2020 20 20 20 20
2020 20 20 20 20
20

Source
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File Path
C:\Users\user\Desktop\~$statistic-2070252624.xIsm

C:\Users\user\AppData\Local\Temp\EDDE0O0OO

C:\Users\user\AppData\Local\Temp\EDDE0O0OO

Copyright Joe Security LLC 2021

Offset

Length Value

unknown 110

569

1019

450

2

050041006c00 .Albus..............

62 00 75 00 73 00
20 00 20 00 20 00
20 00 20 00 20 00
20 00 20 00 20 00
20 00 20 00 20 00
20 00 20 00 20 00
20 00 20 00 20 00
20 00 20 00 20 00
20 00 20 00 20 00
20 00 20 00 20 00
20 00 20 00 20 00
20 00 20 00 20 00
20 00 20 00 20 00
20 00 20 00 20 00
20 00 20 00 20 00
20 00 20 00 20 00
20 00 20 00 20 00
20 00

Ascii

ac 55 cb 6e db 30 .U.n.

10 bc 17 e8 3f 08

bc 16 129d 1c 8a ...

a2b09c439b 1c .. .
+oHo LKL T
.&U....)Yj.....2U.D.FK.H(.r..
....... |..". ....&DM...R.....

d3 00 49 3f 80 26
d7 12 61 be c0 65
12 fb ef bb a4 15
b7 35 1c cb 4a 72
d1 83 d4 ce cc Oe
a9 el fc 6a 63 4d
504 11 b5 77 2d
bb 68 66 ac 02 27
bd d2 ae 6b d9 ef
87 9b fa 1b ab 30
09 a7 84 f1 Oe 5a
b6 05 64 57 8b cf
9f e6 Of db 00 58
51 b5 ¢3 96 f5 29
85ef9c a3 eccl
Oa 6¢ 7c 00 47 33
2b 1f ad 48 f4 1a
3b 1e 84 5c 8b Oe
8 e5 6¢ f6 95 4b
ef 12 b8 54 a7 8c
c1 16 f3 9f b0 12
8f 26 55 d7 1b 1a
de 29 59 6a c7 aa
1f bb ef 32 55 cb
44 08 46 4b 91 48
28 7f 72 ea 80 a4
6 ab 95 96 a0 bc
7c b4 04 dd 60 88
20 14 f6 00 c9 9a
26 44 4d 8c f1 1e
52 a2 c6 90 f1 a3
9c ¢l 7507 9c da
66 cd 79 fc 78 45
04 83 07 25 23 32
07 1f 1la aa 2c ad
60 af 03 7e 21 b3
5e 61 c8 33 af fb
30 d4 fd a2 05 8¢
5a4175

03 00

U fy.XE...%#2..
"a.3..0.....ZAu

Completion

success or wait

success or wait

success or wait

Source
Count Address

1 13FC5F591

Symbol
WriteFile

32 7FEEAC59ACO unknown

21 7FEEAC59ACO unknown
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File Path
C:\Users\user\AppData\Local\Temp\EDDE0O0OO

C:\Users\user\AppData\Local\Temp\EDDE0O0OO

Copyright Joe Security LLC 2021

Offset
0

33342

Length Value

569

848

Ascii

50 4b 03 04 14 00 PK.......... Lt
06 00 08 00 00 00 [Content_Types].xml ...

210074 cOcefe (

c4010000dd 06 ...
000013000802 ...

5b 43 6f 6e 74 65
6e 74 5f 54 79 70

65735d2e 78 6d ...
6¢c20a2 040228 ...

a0 00 02 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00

89 50 4e 47 0d Oa .

1a0a0000000d ...
49 48 44520000 ...

0018000000 18 .

Completion

success or wait

08 02 00 00 00 6f .?..fk.IR..R$.R.Pb.Q...B..O
15aaaf 00 00 00 A..T$.hAD...J../..-

01 73 52 47 42 00
ae ce 1c e9 00 00

000970485973 ..;
00000ec40000 ...

S0 P
.s1@ Ir..... >..LLa...

Oe c4 01 95 2b Oe b?h...16..U...

1b 00 00 02 5 49
44 41 54 38 4f 9d
54 5d 48 14 51 14
9e 3b33ebccee
8e 3f ab eb 66 6b
ae 6¢ 52 a6 al 52
2408 52 f6 50 62
855104 81 15 42
1181 4f 41 7f a8
54 24 82 68 41 44
85 19 08 4a 0a a6
2f 16 al 2d 68 Of
d6 93 d8 9f 66 6a
€6 0f 2b 1a ee b6
b5 e6 ee b8 b3 3b
73 e7 76 67 c5 5a
73 77 b5 3d 1c 18
86 7b ce 77 bf 73
ce 77 0f 40 08 11
04 d1 de 3b f9 a8
73 e4d eb 1c4fc8
12 fe dd 90 01 da
9c a4 2e 3b 91 79
ba 70 1b 8e 07 12
94 cb ea fa 2c 1f
05 e8 73 31 40 20
4972 19 3a bc 01
00 20 84 3e c4 92
4c 4c 61 16 f3 b8
62 3f 68 €9 1e ab
6¢ 9e 36 c5 09 55
e7f7 98

Count Address
25

4

Source
Symbol

7FEEAC59ACO unknown

7FEEAC59ACO unknown
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File Path
C:\Users\user\AppData\Local\Temp\EDDE0O0OO

C:\Users\user\Desktop\~$statistic-2070252624.xIsm

C:\Users\user\Desktop\~$statistic-2070252624.xIsm

Copyright Joe Security LLC 2021

Offset
107274 1802

unknown 55

unknown 110

Length Value

Ascii
504b 01 02 2d 00 PK..-......... Ll
140006 0008 00 ................ [Content_Types
00002100 74 cO ].xmlPK..-......... 1.UO#....L
cefec4 010000 ........ .._relsl.re
dd 06 00 00 13 00 IsPK.. 164 V...
00 00 00 00 00 QO .............. #...x1/_rels/wor
00 00 00 00 00 00 kbook.xml.relsPK..-
000000 005b43 ..l.ccoovriciiiiiene
6f 6e 74 65 6e 74 xl/workbook.xml
5f54 79 70 65 73

5d 2e 78 6d 6¢ 50
4b 01 02 2d 00 14
00 06 00 08 00 00
00 21 00 b5 55 30
235 00 00 00 4c
02 00 00 Ob 00 00
00 00 00 00 00 00
00 00 00 00 00 fd
03 00 00 5f 72 65
6¢c 73 2f 2e 72 65
6¢ 73 50 4b 01 02
2d 00 14 00 06 00
08 00 00 00 21 00
ba 36 91 b4 34 01
00 00 56 04 00 00
1a 00 00 00 00 00
00 00 00 00 00 00
00 00 23 07 00 00
78 6¢ 2f 5f 72 65
6¢ 73 2f 77 6f 72
6b 62 6f 6f 6b 2e
78 6d 6C 2e 72 65
6¢ 73 50 4b 01 02
2d 00 14 00 06 00
08 00 00 00 21 00
f1 ff 6¢ b6 11 02
00 00 da 03 00 00
0f 00 00 00 00 00
00 00 00 00 00 00
00 00 97 09 00 00
78 6¢ 2f 77 6 72
6b 62 6f 6f 6b 2e
78 6d 6¢

05 41 6¢ 62 75 73 .user
20 20 20 20 20 20

20 20 20 20 20 20

20 20 20 20 20 20

20 20 20 20 20 20

20 20 20 20 20 20

20 20 20 20 20 20

20 20 20 20 20 20

20 20 20 20 20 20

20

050041006c00 ..Albus..............
62 00 75 00 73 00
200020002000 ..
20 00 20 00 20 00
20 00 20 00 20 00
20 00 20 00 20 00
20 00 20 00 20 00
20 00 20 00 20 00
20 00 20 00 20 00
20 00 20 00 20 00
20 00 20 00 20 00
20 00 20 00 20 00
20 00 20 00 20 00
20 00 20 00 20 00
20 00 20 00 20 00
20 00 20 00 20 00
20 00 20 00 20 00
20 00 20 00 20 00
20 00

Completion

success or wait

success or wait

success or wait

Source

Count Address Symbol

1 7FEEAC59ACO unknown
1 13FC5F526 WriteFile
1 13FC5F591 WriteFile
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File Path
C:\Users\user\Desktop\BEDE0O0OO

C:\Users\user\Desktop\BEDE0O0OO
C:\Users\user\Desktop\BEDE0O0OO

Copyright Joe Security LLC 2021

Offset
569

1019

Length Value

450

2
569

ac 55 cb 6e db 30
10 bc 17 e8 3f 08
bc 16 12 9d 1c 8a

a2b09c439b 1c ..

d3 00 49 3f 80 26

d7 12 61 be c0 65 .

12 fb ef bb a4 15
b7 35 1c cb 4a 72
d1 83 d4 ce cc Oe
a9 el fc 6a 63 4d
504 11 b5 77 2d
bb 68 66 ac 02 27
bd d2 ae 6b d9 ef
87 9b fa 1b ab 30
09 a7 84 f1 Oe 5a
b6 05 64 57 8b cf
9f e6 Of db 00 58
51 b5 ¢3 96 f5 29
85ef9c a3 eccl
Oa 6¢ 7c 00 47 33
2b 1f ad 48 f4 1a
3b 1e 84 5c 8b Oe
8 e5 6¢ f6 95 4b
ef 12 b8 54 a7 8c
c1 16 f3 9f b0 12
8f 26 55 d7 1b 1a
de 29 59 6a c7 aa
1f bb ef 32 55 cb
44 08 46 4b 91 48
28 7f 72 ea 80 a4
6 ab 95 96 a0 bc
7c b4 04 dd 60 88
20 14 f6 00 c9 9a
26 44 4d 8c f1 1e
52 a2 c6 90 f1 a3
9c ¢l 7507 9c da
66 cd 79 fc 78 45
04 83 07 25 23 32
07 1f 1a aa 2c ad
60 af 03 7e 21 b3
5e 61 c8 33 af fb
30 d4 fd a2 05 8¢
5a4175

03 00

50 4b 03 04 14 00
06 00 08 00 00 00
2100 74 cO ce fe

c4010000dd 06 ...

00 00 13 00 08 02
5b 43 6f 6e 74 65
6e 74 5f 54 79 70

65735d2e786d ...

6¢ 20 a2 04 02 28
a0 00 02 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00

Ascii
Un.0... 2.
.a.e....5.Jr

"a.3..0.....ZAu

2| N—— [Hecorcerneroma

[Content_Types].xml ...

LIt

Completion

success or wait

success or wait

success or wait

Source
Count Address

Symbol

32 7FEEAC59ACO unknown

21 7FEEAC59ACO unknown

25 7FEEAC59ACO unknown
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File Path
C:\Users\user\Desktop\BEDE0O0OO

C:\Users\user\Desktop\BEDE0O0OO

Copyright Joe Security LLC 2021

Offset Length Value

33342 848

107274 1802

89 50 4e 47 0d Oa

Ascii

REIN| G S— [ 1[0 R S——

1a0a0000000d ...
49 48 44520000 ...
0018000000 18 .

.2.fkIR..R$.R.Pb.Q...B..0

08 02 00 00 00 6f
15 aa af 00 00 00
01 73 52 47 42 00
ae ce 1c e9 00 00

A.T$.hAD..J../..-

000970485973 ..;

00 00 Oe c4 00 00 .

Oe c4 01 95 2b Oe
1b 00 00 02 5 49
44 41 54 38 4f 9d
54 5d 48 14 51 14
9e 3b 33 ebccee
8e 3f ab eb 66 6b
ae 6¢ 52 a6 al 52
2408 52 f6 50 62
855104 81 15 42
1181 4f 41 7f a8
54 24 82 68 41 44
85 19 08 4a 0a a6
2f 16 al 2d 68 Of
d6 93 d8 9f 66 6a
€6 0f 2b 1a ee b6
b5 e6 ee b8 b3 3b
73 e7 76 67 c5 5a
73 77 b5 3d 1c 18
86 7b ce 77 bf 73
ce 77 0f 40 08 11
04 d1 de 3b f9 a8
73 ed eb 1c4fc8
12 fe dd 90 01 da
9c a4 2e 3b 91 79
ba 70 1b 8e 07 12
94 cb ea fa 2c 1f
05 e8 73 31 40 20
4972 19 3a bc 01
00 20 84 3e c4 92
4c 4c 61 16 f3 b8
62 3f 68 €9 1e ab
6¢c 9e 36 c5 09 55
e7f7 98

50 4b 01 02 2d 00
14 00 06 00 08 00
0000 21 00 74 cO
ce fe c4 01 00 00
dd 06 00 00 13 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 5b 43
6f 6e 74 65 6e 74
5f54 79 70 65 73
5d 2e 78 6d 6¢ 50
4b 01 02 2d 00 14
00 06 00 08 00 00
00 21 00 b5 55 30
23 f5 00 00 00 4c
02 00 00 Ob 00 00
00 00 00 00 00 00
00 00 00 00 00 fd
03 00 00 5f 72 65
6¢c 73 2f 2e 72 65
6¢ 73 50 4b 01 02
2d 00 14 00 06 00
08 00 00 00 21 00
ba 36 91 b4 34 01
00 00 56 04 00 00
1a 00 00 00 00 00
00 00 00 00 00 00
00 00 23 07 00 00
78 6¢ 2f 5f 72 65
6c 73 2f 77 6f 72
6b 62 6f 6f 6b 2e
78 6d 6¢C 2e 72 65
6¢ 73 50 4b 01 02
2d 00 14 00 06 00
08 00 00 00 21 00
f1 ff 6¢ b6 11 02
00 00 da 03 00 00
0f 00 00 00 00 00
00 00 00 00 00 00
00 00 97 09 00 00
78 6¢ 2f 77 6f 72
6b 62 6f 6f 6b 2e
78 6d 6C

Completion

0 success or wait

PK..-ooe. [ U success or wait
................ [Content_Types
] xmIPK..-......... 1.UO#....L

.._relsl.re

IsPK..
.............. #...x1/_rels/wor

kbook.xml.relsPK..-
F TP
xliworkbook.xml

ATNGWZ NN/

Count Address

4

1

Source
Symbol

7FEEAC59ACO unknown

7FEEAC59ACO unknown
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File Path

C:\Users\user\AppData\Local\Mi
crosoft\Windows\Temporary Internet
Files\Content.|IE5\ZAE7RW1P\suspendedpage[1].htm

C:\Users\user\jordji.nbvt11l

Copyright Joe Security LLC 2021

Offset

unknown 494

unknown 494

Length Value

3c 2144 44354
59 50 45 20 68 74
6d 6¢ 20 50 55 42
4c 49432022 2d
2f 2f 57 33 43 2f
2f 44 54 44 20 48
54 4d 4c 20 34 2e
30312054 72 61
6e 73 69 74 69 6f
6e 61 6¢ 2f 2f 45
4e 22 3e Oa 3c 68
74 6d 6¢ 3e 0a 20
20 20 20 20 20 20
3c 68 65 61 64 3e
0a 20 20 20 20 20
20 20 20 20 20 20
20202020 3c 74
69 74 6¢ 65 3e 43
6f 6e 74 61 63 74
2053 75 70 70 6f
72 74 3c 2f 74 69
74 6¢ 65 3e 0a 20
20 20 20 20 20 20
20 20 20 20 20 20
20 20 3c 6d 65 74
612068 74 74 70
2d 65 71 75 69 76
3d 22 43 6f 6e 74
65 6e 74 2d 54 79
70 65 22 20 63 6f
6e 74 65 6e 74 3d
22 74 6578 74 2f
68 74 6d 6¢ 3b 20
63 68 61 72 73 65
74 3d 75 74 66 2d
38 22 3e 0a 20 20
20 20 20 20 20 3¢
2f 68 65 61 64 3e
0a 20 20 20 20 20
20 20 3c 62 6f 64
79 20 6d 61 72 67
69 6e 77 69 64 74
68 3d 22

3c 2144 44354
59 50 45 20 68 74
6d 6¢ 20 50 55 42
4c 49432022 2d
2f 2f 57 33 43 2f
2f 44 54 44 20 48
54 4d 4c 20 34 2e
30312054 72 61
6e 73 69 74 69 6f
6e 61 6¢ 2f 2f 45
4e 22 3e Oa 3c 68
74 6d 6¢ 3e 0a 20
20 20 20 20 20 20
3c 68 65 61 64 3e
0a 20 20 20 20 20
20 20 20 20 20 20
20202020 3c 74
69 74 6¢ 65 3e 43
6f 6e 74 61 63 74
2053 75 70 70 6f
7274 3c 2f 74 69
74 6¢ 65 3e 0a 20
20 20 20 20 20 20
20 20 20 20 20 20
20 20 3c 6d 65 74
612068 74 74 70
2d 65 71 75 69 76
3d 22 43 6f 6e 74
65 6e 74 2d 54 79
70 65 22 20 63 6f
6e 74 65 6e 74 3d
22 74 6578 74 2f
68 74 6d 6¢ 3b 20
63 68 61 72 73 65
74 3d 75 74 66 2d
38 22 3e 0a 20 20
20 20 20 20 20 3¢
2f 68 65 61 64 3e
0a 20 20 20 20 20
20 20 3c 62 6f 64
79 20 6d 61 72 67
69 6e 77 69 64 74
68 3d 22

Source

Ascii Completion Count Address

<IDOCTYPE html PUBLIC success or wait 1
"-//W3C//DTD HTML 4.01
Transitional/EN">.<html>.
<head>.

<title>Contact Suppo
rt</title>. <meta
http-equiv="Content-Type"
content="text/html;
charset=utf-8">.

</head>. <body
marginwidth="

14073828C

<IDOCTYPE html PUBLIC success or wait 1
"-//W3C//DTD HTML 4.01
Transitional//EN">.<html>.

14073828C

<head>.
<title>Contact Suppo
rt</title>. <meta

http-equiv="Content-Type"
content="text/html;
charset=utf-8">.

</head>. <body
marginwidth="

Symbol
URLDownloadToFileA

URLDownloadToFileA

Page 29 of 41



File Read

File Path

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet
Files\Content. MSO\EAA553F2.png

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet
Files\Content. MSO\8E426944.png

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet
Files\Content. MSO\E1EA088F.png

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet
Files\Content. MSO\F6F47075.png

C:\Users\user\Desktop\statistic-2070252624.xlsm
C:\Users\user\Desktop\statistic-2070252624.xlsm

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet
Files\Content. MSO\E1EA088F.png

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet
Files\Content. MSO\8E426944.png

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet
Files\Content. MSO\F6F47075.png

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet
Files\Content. MSO\EAA553F2.png

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet
Files\Content. MSO\E1EA088F.png

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet
Files\Content. MSO\8E426944.png

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet
Files\Content. MSO\F6F47075.png

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet
Files\Content. MSO\EAA553F2.png

Registry Activities

Key Created

Key Path

HKEY_CURRENT_USER\Software\Microsoft\Office\Common\Offline\Options

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency

Offset Length
0 848

0 34787
0 8301
0 557
unknown 8

0 8

0 8301
0 34787
0 557

0 848

0 8301
0 34787
0 557

0 848

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\EDC2C

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\EDCF7

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\EDD83

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\EDE7D

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\EDF28

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\Startupltems

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\104BCF

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\105D6C

Key Value Created

Key Path Name
HKEY_CURRENT_USER\Software\Mic Max Display
rosoft\Office\14.0\Excel\Place MRU
HKEY_CURRENT_USER\Software\Mic Max Display
rosoft\Office\14.0\Excel\file mru
HKEY_CURRENT_USER\Software\Mic Item 1
rosoft\Office\14.0\Excel\file mru
HKEY_CURRENT_USER\Software\Mic Item 2
rosoft\Office\14.0\Excel\file mru
HKEY_CURRENT_USER\Software\Mic Item 3
rosoft\Office\14.0\Excel\file mru
HKEY_CURRENT_USER\Software\Mic Item 4

rosoft\Office\14.0\Excel\file mru

Copyright Joe Security LLC 2021

Type

dword

dword

unicode

unicode

unicode

unicode

Data
25

25

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9713424497 .xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\0887538035.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\8416751812.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3580751004.xIsx

Completion

success or wait

success or wait

success or wait

success or wait

success or wait
pending

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Completion

success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait

success or wait

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

2

Count

P PR R R R R R R R OO R

Count

Source
Address

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

Source
Address

7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO

Source
Address

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

Symbol

unknown

unknown

unknown

unknown

unknown
unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Symbol

unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown

Symbol

unknown

unknown

unknown

unknown

unknown

unknown
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Key Path

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

Copyright Joe Security LLC 2021

Name

Item 5

Iltem 6

Item 7

Iltem 8

Item 9

Item 10

Item 11

Iltem 12

Item 13

Iltem 14

Item 15

Item 16

Iltem 17

Item 18

Item 19

Item 20

Type

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

Data

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\5367203117.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3764832265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3013890265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\0615447233.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\4144085054.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\2109793820.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1417002460.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1387277564.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9281004682.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1169381505.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9801086636.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\7838756049.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\8416181845.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\2874006916.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9369051781.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\7606393495.xIsx

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

Source
Address

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7TFEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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Key Path

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\Resil
iency\DocumentRecovery\EDC2C

Copyright Joe Security LLC 2021

Name

EDC2C

Type

binary

Data

04 00 00 00 88 02 00 00 38 00 00 00 43  success or wait

00 3A 00 5C 00 55 00 73 00 65 00 72 00
73 00 5C 00 41 00 6C 00 62 00 75 00 73
00 5C 00 41 00 70 00 70 00 44 00 61 00
74 00 61 00 5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00 6D 00 70 00
5C 00 62 00 65 00 66 00 6F 00 72 00 65
00 2E 00 32 00 2E 00 30 00 2E 00 30 00
2E 00 73 00 68 00 65 00 65 00 74 00 2E
00 63 00 73 00 76 00 00 00 00 00 22 00
00 00 43 00 3A 00 5C 00 55 00 73 00 65
00 72 00 73 00 5C 00 41 00 6C 00 62 00
7500 73 00 5C 00 41 00 70 00 70 00 44
00 61 00 74 00 61 00 5C 00 4C 00 6F 00
63 00 61 00 6C 00 5C 00 54 00 65 00 6D
00 70 00 5C 00 01 00 00 00 01 00 00 00
ED D2 AD BF 25 41 D7 01 2C DC OE 00
2C DC OE 00 00 00 00 00 B8 02 00 00
0A 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00

Completion

Source

Count Address Symbol

1

7FEEAC59ACO unknown
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Source

Key Path Name Type Data Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Mic EDCF7 binary 04 00 00 00 88 02 00 00 3A 00 00 00 43 success or wait 1 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\Resil 00 3A 00 5C 00 55 00 73 00 65 00 72 00

iency\DocumentRecovery\EDCF7 73 00 5C 00 41 00 6C 00 62 00 75 00 73

00 5C 00 41 00 70 00 70 00 44 00 61 00
74 00 61 00 5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00 6D 00 70 00
5C 00 62 00 65 00 66 00 6F 00 72 00 65
00 2E 00 33 00 2E 00 32 00 31 00 2E 00
34 00 32 00 2E 00 73 00 68 00 65 00 65
00 74 00 2E 00 63 00 73 00 76 00 00 00
00 00 22 00 00 00 43 00 3A 00 5C 00 55
00 73 00 65 00 72 00 73 00 5C 00 41 00
6C 00 62 00 75 00 73 00 5C 00 41 00 70
00 70 00 44 00 61 00 74 00 61 00 5C 00
4C 00 6F 00 63 00 61 00 6C 00 5C 00
54 00 65 00 6D 00 70 00 5C 00 01 00 00
00 01 00 00 00 ED D2 AD BF 25 41 D7
01 F7 DC OE 00 F7 DC OE 00 00 00 00
00 B8 02 00 00 OA 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
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Source

Key Path Name Type Data Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Mic EDD83 binary 04 00 00 00 88 02 00 00 38 00 00 00 43  success or wait 1 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\Resil 00 3A 00 5C 00 55 00 73 00 65 00 72 00

iency\DocumentRecovery\EDD83 73 00 5C 00 41 00 6C 00 62 00 75 00 73

00 5C 00 41 00 70 00 70 00 44 00 61 00
74 00 61 00 5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00 6D 00 70 00
5C 00 62 00 65 00 66 00 6F 00 72 00 65
00 2E 00 34 00 2E 00 30 00 2E 00 30 00
2E 00 73 00 68 00 65 00 65 00 74 00 2E
00 63 00 73 00 76 00 00 00 00 00 22 00
00 00 43 00 3A 00 5C 00 55 00 73 00 65
00 72 00 73 00 5C 00 41 00 6C 00 62 00
7500 73 00 5C 00 41 00 70 00 70 00 44
00 61 00 74 00 61 00 5C 00 4C 00 6F 00
63 00 61 00 6C 00 5C 00 54 00 65 00 6D
00 70 00 5C 00 01 00 00 00 01 00 00 00
D1 C4 CC BF 25 41 D7 01 83 DD OE 00
83 DD OE 00 00 00 00 00 B8 02 00 00 0A
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00

00 00 00 00 00 00
HKEY_CURRENT_USER\Software\Mic Max Display dword 25 success or wait 2 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\Place MRU
HKEY_CURRENT_USER\Software\Mic Max Display dword 25 success or wait 2 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\file mru
HKEY_CURRENT_USER\Software\Mic Item 1 unicode [FO0000000][T01D1BB6D4B429860] success or wait 2 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\file mru [©00000000]*C:\Users\user\Desk

top\9713424497 .xIsx
HKEY_CURRENT_USER\Software\Mic Iltem 2 unicode [FO0000000][T01D1BB6D4B429860] success or wait 2 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\file mru [©00000000]*C:\Users\user\Desk

top\0887538035.xIsx
HKEY_CURRENT_USER\Software\Mic ltem 3 unicode [FO0000000][T01D1BB6D4B429860] success or wait 2 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\file mru [©00000000]*C:\Users\user\Desk

top\8416751812.xIsx
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Key Path

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

Copyright Joe Security LLC 2021

Name

Iltem 4

Item 5

Iltem 6

Iltem 7

Item 8

Item 9

Item 10

Item 11

Item 12

Item 13

Iltem 14

Item 15

Item 16

Iltem 17

Item 18

Item 19

Item 20

Type

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

Data

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3580751004.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\5367203117.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3764832265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3013890265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\0615447233.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\4144085054.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\2109793820.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1417002460.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1387277564.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9281004682.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1169381505.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9801086636.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\7838756049.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\8416181845.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\2874006916.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9369051781.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\7606393495.xIsx

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

Source
Address

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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Key Path

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\Resil
iency\DocumentRecovery\EDE7D

Copyright Joe Security LLC 2021

Name

EDE7D

Type

binary

Data

04 00 00 00 88 02 00 00 30 00 00 00 43  success or wait

00 3A 00 5C 00 55 00 73 00 65 00 72 00
73 00 5C 00 41 00 6C 00 62 00 75 00 73
00 5C 00 41 00 70 00 70 00 44 00 61 00
74 00 61 00 5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00 6D 00 70 00
5C 00 78 00 6C 00 73 00 6D 00 2E 00 73
00 68 00 65 00 65 00 74 00 2E 00 63 00
73 00 76 00 00 00 00 00 22 00 00 00 43
00 3A 00 5C 00 55 00 73 00 65 00 72 00
73 00 5C 00 41 00 6C 00 62 00 75 00 73
00 5C 00 41 00 70 00 70 00 44 00 61 00
74 00 61 00 5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00 6D 00 70 00
5C 00 01 00 00 00 01 00 00 00 77 84 03
C0 25 41 D7 01 7D DE OE 00 7D DE OE
00 00 00 00 00 B8 02 00 00 66 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00

Completion

Source

Count Address Symbol

1

7FEEAC59ACO unknown
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Source

Key Path Name Type Data Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Mic EDF28 binary 04 00 00 00 88 02 00 00 30 00 00 00 43 success or wait 1 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\Resil 00 3A 00 5C 00 55 00 73 00 65 00 72 00

iency\DocumentRecovery\EDF28 73 00 5C 00 41 00 6C 00 62 00 75 00 73

00 5C 00 44 00 65 00 73 00 6B 00 74 00
6F 00 70 00 5C 00 73 00 74 00 61 00 74
00 69 00 73 00 74 00 69 00 63 00 2D 00
32003000 37 00 30 00 32 00 35 00 32
00 36 00 32 00 34 00 2E 00 78 00 6C 00
73 00 6D 00 00 00 00 00 17 00 00 00 43
00 3A 00 5C 00 55 00 73 00 65 00 72 00
73 00 5C 00 41 00 6C 00 62 00 75 00 73
00 5C 00 44 00 65 00 73 00 6B 00 74 00
6F 00 70 00 5C 00 01 00 00 00 01 00 00
00 9A B3 1D CO0 25 41 D7 01 28 DF OE
00 28 DF OE 00 00 00 00 00 B8 02 00 00
66 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00

HKEY_CURRENT_USER\Software\Mic $74 binary 24 37 34 00 88 02 00 00 02 00 00 00 00  success or wait 1 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\Resiliency\Startupltems 00 00 00 6A 00 00 00 01 00 00 00 34 00

00 00 2A 00 00 00 73 00 74 00 61 00 74

00 69 00 73 00 74 00 69 00 63 00 2D 00

3200 30 00 37 00 30 00 32 00 35 00 32

00 36 00 32 00 34 00 2E 00 78 00 6C 00

73 00 6D 00 00 00 73 00 74 00 61 00 74

00 69 00 73 00 74 00 69 00 63 00 2D 00

3200 30 00 37 00 30 00 32 00 35 00 32

00 36 00 32 00 34 00 00 00
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Source

Key Path Name Type Data Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Mic 104BCF binary 04 00 00 00 88 02 00 00 2A 00 00 00 43 success or wait 1 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\Resil 00 3A 00 5C 00 55 00 73 00 65 00 72 00

iency\DocumentRecovery\104BCF 73 00 5C 00 41 00 6C 00 62 00 75 00 73

00 5C 00 41 00 70 00 70 00 44 00 61 00
74 00 61 00 5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00 6D 00 70 00
5C 0069 00 6D 00 67 00 73 00 2E 00 68
00 74 00 6D 00 00 00 00 00 22 00 00 00
43 00 3A 00 5C 00 55 00 73 00 65 00 72
00 73 00 5C 00 41 00 6C 00 62 00 75 00
73 00 5C 00 41 00 70 00 70 00 44 00 61
00 74 00 61 00 5C 00 4C 00 6F 00 63 00
61 00 6C 00 5C 00 54 00 65 00 6D 00 70
00 5C 00 01 00 00 00 01 00 00 00 7B 08
72 F7 2541 D7 01 CF 4B 10 00 CF 4B
10 00 00 00 00 00 B8 02 00 00 56 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00

00 00 00 00
HKEY_CURRENT_USER\Software\Mic Max Display dword 25 success or wait 1 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\Place MRU
HKEY_CURRENT_USER\Software\Mic Max Display dword 25 success or wait 1 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\file mru
HKEY_CURRENT_USER\Software\Mic Item 1 unicode [FO0000000][T01D1BB6D4B429860] success or wait 1 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\file mru [©00000000]*C:\Users\user\Desk

top\9713424497 .xIsx
HKEY_CURRENT_USER\Software\Mic Item 2 unicode [FO0000000][T01D1BB6D4B429860] success or wait 1 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\file mru [©00000000]*C:\Users\user\Desk

top\0887538035.xIsx
HKEY_CURRENT_USER\Software\Mic ltem 3 unicode [FO0000000][T01D1BB6D4B429860] success or wait 1 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\file mru [©00000000]*C:\Users\user\Desk

top\8416751812.xIsx
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Key Path

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

Copyright Joe Security LLC 2021

Name

Iltem 4

Item 5

Iltem 6

Iltem 7

Iltem 8

Item 9

Item 10

Iltem 11

Item 12

Item 13

Iltem 14

Item 15

Item 16

Iltem 17

Item 18

Item 19

Item 20

Type

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

Data

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3580751004.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\5367203117.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3764832265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3013890265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\0615447233.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\4144085054.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\2109793820.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1417002460.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1387277564.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9281004682.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1169381505.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9801086636.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\7838756049.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\8416181845.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\2874006916.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9369051781.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\7606393495.xIsx

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

Source
Address

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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Key Path Name Type

HKEY_CURRENT_USER\Software\Mic 105D6C binary
rosoft\Office\14.0\Excel\Resil
iency\DocumentRecovery\105D6C

Data

04 00 00 00 88 02 00 00 2A 00 00 00 43
00 3A 00 5C 00 55 00 73 00 65 00 72 00
73 00 5C 00 41 00 6C 00 62 00 75 00 73
00 5C 00 41 00 70 00 70 00 44 00 61 00
74 00 61 00 5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00 6D 00 70 00
5C 0069 00 6D 00 67 00 73 00 2E 00 68
00 74 00 6D 00 00 00 00 00 22 00 00 00
43 00 3A 00 5C 00 55 00 73 00 65 00 72
00 73 00 5C 00 41 00 6C 00 62 00 75 00
73 00 5C 00 41 00 70 00 70 00 44 00 61
00 74 00 61 00 5C 00 4C 00 6F 00 63 00
61 00 6C 00 5C 00 54 00 65 00 6D 00 70
00 5C 00 01 00 00 00 01 00 00 00 7B 08
72 F7 2541 D7 01 6C 5D 10 00 6C 5D
10 00 00 00 00 00 B8 02 00 00 56 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00

Completion

success or wait

Source

Count Address Symbol

1

7FEEAC59ACO unknown

Source
Key Path Name Type Old Data New Data Completion Count Address Symbol
Analysis Process: rundll32.exe PID: 2704 Parent PID: 648
General
Start time: 13:40:47
Start date: 04/05/2021
Path: C:\Windows\System32\rundll32.exe
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Wow64 process (32bit): false

Commandline: rundll32 ..\jordji.nbvtl,DIIRegisterServer
Imagebase: 0xfff40000

File size: 45568 bytes

MDS5 hash: DD81D91FF3B0763C392422865C9AC12E
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File Activities

Source

File Path Offset Length Completion Count Address Symbol

Analysis Process: rundll32.exe PID: 2592 Parent PID: 648
General
Start time: 13:40:47
Start date: 04/05/2021
Path: C:\Windows\System32\rundll32.exe
Wow64 process (32bit): false
Commandline: rundll32 ..\jordji.nbvt11,DIIRegisterServer
Imagebase: 0xfff40000
File size: 45568 bytes
MD5 hash: DD81D91FF3B0763C392422865C9AC12E
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Reputation: high

File Activities

File Read

Source

File Path Offset Length Completion Count Address Symbol
C:\Users\user\jordji.nbvt11 unknown 64 success or wait 1 FFF427D0 ReadFile
Disassembly
Code Analysis
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