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Analysis Report http://localcoronavirus.com
Overview

General Information Detection Signatures Classification

. " ;
Sample URL: htitp://localcoronavirus.com No high impact signatures.

Analysis ID: 403974
Infos: ;f il &

Most interesting Screenshot:

LOCAL &
CORONAVIRUS

OO

INFORMACION LOCAL
CORONAVIRUS.

Score: 0
Range: 0-100
Whitelisted: false
Confidence: 80%

Startup

= System is w10x64

. @ iexplore.exe (PID: 4872 cmdline: 'C:\Program Files\Internet Exploreniexplore.exe' -Embedding MD5: 6465CB92B25A7BC1DF8E01D8AC5E7596)
. @ iexplore.exe (PID: 5680 cmdline: 'C:\Program Files (x86)\Internet ExplorelEXPLORE.EXE' SCODEF:4872 CREDAT:17410 /prefetch:2 MD5:
071277CC2E3DF41EEEA8013E2AB58D5A)
® 3| OpenWith.exe (PID: 7128 cmdline: C:\Windows\system32\OpenWith.exe -Embedding MD5: D179D03728E95E040A889F760C1FC402)
= cleanup

Malware Configuration

No configs have been found

Yara Overview

No yara matches

Sigma Overview

No Sigma rule has matched

Signature Overview
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@

There are no malicious signatures, click here to show all signatures.

Mitre Att&ck Matrix

Initial
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Behavior Graph
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Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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@ https.//localcoronavirus.com - @ ¢ Search.

@ P Local Coronavirus Espafi... % |||

-— Casos en Espaiia : 3540430 A 16353
I-OCAI- - Muertes en Espafia: 78293 A 77
GURUNAVIRUS Hospitalizados en Espaiia: 0«0
En cuidados intensivos en Espafia: 0« 0

Recuperados en Espafia: 0~ 0

Casos abiertos en Espafia: 3462137 A 16276
e shn Hopkins University

CORONAVIRUS ~ MASCARILLAS ~ VACUNACION COVID ~ RADARCOVID ~ RASTREADORESCOVID  INFOIMPORTANTE COVID-19  PAISES  IDIOMA

Coronavirus Espana.

Noticias y alertas locales de Coronayiras liSpana.

I N Fo R M AC I 6 N Lo CA L LocalCoronavirus ha logrado conectar fuentes de informacion y graficos locales que te
co Ro N Av I R u s permiten estar informado del dia a dia del coronavirus.

Informacion local gracias a distintas fuentes para saber la evolucion

de la epidernia. En esta web podrés encontrar comunicaciones en tiempo real y alertas globales de forma local.

DATOS VACUNACION COVID ESPANA

H O Type here to search 0

X Aceptar y cerrar éste mensaje|

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link
hitp://localcoronavirus.com 5% Virustotal Browse
hitp://localcoronavirus.com 0% Avira URL Cloud safe

Dropped Files

No Antivirus matches

Unpacked PE Files

No Antivirus matches

Domains

Source Detection Scanner Label Link
cc.adingo.jp 0% Virustotal Browse
prensaiberica.map.fastly.net 0% Virustotal Browse
localcoronavirus.com 5% Virustotal Browse
cni-digital.map.fastly.net 0% Virustotal Browse
URLs
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https://www.virustotal.com/gui/url/13f08b276ec25e48d2483280c65de231c9329b338a3dc3d1c3abc9bce9892765/detection/u-13f08b276ec25e48d2483280c65de231c9329b338a3dc3d1c3abc9bce9892765-1617342315
https://www.virustotal.com/gui/url/39476827dcf1378bbc0dbbbf8255483cd434462fb5b2d9088d763e3ab6ff6684/detection/u-39476827dcf1378bbc0dbbbf8255483cd434462fb5b2d9088d763e3ab6ff6684-1619704239
https://www.virustotal.com/gui/url/e43f62d7871d4a933e30947e1f187b6471182691631da48382f90444c4be9585/detection/u-e43f62d7871d4a933e30947e1f187b6471182691631da48382f90444c4be9585-1594973449
https://www.virustotal.com/gui/url/13f08b276ec25e48d2483280c65de231c9329b338a3dc3d1c3abc9bce9892765/detection/u-13f08b276ec25e48d2483280c65de231c9329b338a3dc3d1c3abc9bce9892765-1617342315
https://www.virustotal.com/gui/url/a01df2870a8b6ab90177b9332ec9e550a2da1cbfdbf258059c10285288bfd2ac/detection/u-a01df2870a8b6ab90177b9332ec9e550a2da1cbfdbf258059c10285288bfd2ac-1597324711

Source Detection Scanner Label Link

hitp://https://www.hotjarconsent.com/sv.html 0% URL Reputation safe
hitp://https://www.hotjarconsent.com/sv.html 0% URL Reputation safe
hitp://https://www.hotjarconsent.com/sv.html 0% URL Reputation safe
hitp://https://www.hotjarconsent.com/pt.html 0% URL Reputation safe
hitp://https://www.hotjarconsent.com/pt.html 0% URL Reputation safe
hitp://https://www.hotjarconsent.com/pt.html 0% URL Reputation safe
hitp://https://www.hotjarconsent.com/de.html 0% URL Reputation safe
hitp://https://www.hotjarconsent.com/de.html 0% URL Reputation safe
hitp://https://www.hotjarconsent.com/de.html 0% URL Reputation safe
hitp://https://raw.githubusercontent.com/stefanpenner/es6-promise/master/LICENSE 0% Avira URL Cloud safe
hitp://https://www.facebook.cus.com/ 0% Avira URL Cloud safe
hitp://getbootstrap.com) 0% Avira URL Cloud safe
http:/f 0% Avira URL Cloud safe
https://www.mschs.gob.es/profesionales/saludPublica/ccayes/alertasActual/nCov/vacunaCovid19.htm

hitp://https://covid19tracking.narrativa.com/ 0% Avira URL Cloud safe
hitp://https://www.nwc10.com/politica-privacidad 0% Avira URL Cloud safe
hitp://https://www.hotjarconsent.com/pl.html 0% URL Reputation safe
hitp://https://www.hotjarconsent.com/pl.html 0% URL Reputation safe
hitp://https://www.hotjarconsent.com/pl.html 0% URL Reputation safe
hitp://https://www.hotjarconsent.com/fr.html 0% URL Reputation safe
hitp://https://www.hotjarconsent.com/fr.html 0% URL Reputation safe
hitp://https://www.hotjarconsent.com/fr.html 0% URL Reputation safe
hitp://https://www.hotjarconsent.com/ru.html 0% URL Reputation safe
hitp://https://www.hotjarconsent.com/ru.html 0% URL Reputation safe
hitp://https://www.hotjarconsent.com/ru.html 0% URL Reputation safe
hitp://labs.skinkers.com/touchSwipe/ 0% URL Reputation safe
hitp://labs.skinkers.com/touchSwipe/ 0% URL Reputation safe
hitp://labs.skinkers.com/touchSwipe/ 0% URL Reputation safe
hitp://https://cct.google/taggy/agent.js 0% URL Reputation safe
hitp://https://cct.google/taggy/agent.js 0% URL Reputation safe
hitp://https://cct.google/taggy/agent.js 0% URL Reputation safe
hitp://https://www.eldiarioar.com/mundo/libertad-ayuso-coalicion-extrema-derecha-cambio-madrid-26- 0% Avira URL Cloud safe
anos-desp

hitp://https://www.hotjarconsent.com/el.html 0% URL Reputation safe
hitp://https://www.hotjarconsent.com/el.html 0% URL Reputation safe
hitp://https://www.hotjarconsent.com/el.html 0% URL Reputation safe
hitp://https://www.google.%/ads/ga-audiences 0% URL Reputation safe
hitp://https://www.google.%/ads/ga-audiences 0% URL Reputation safe
hitp://https://www.google.%/ads/ga-audiences 0% URL Reputation safe
hitp://https://www.facebook.c 0% URL Reputation safe
hitp://https://www.facebook.c 0% URL Reputation safe
hitp://https://www.facebook.c 0% URL Reputation safe
hitp://https://proteccion10.net/compras.html 0% Avira URL Cloud safe
hitp://https://www.hotjarconsent.com/zh.html 0% URL Reputation safe
hitp://https://www.hotjarconsent.com/zh.html 0% URL Reputation safe
hitp://https://www.hotjarconsent.com/zh.html 0% URL Reputation safe
hitp://www.nwc10.com/condiciones-del-servicio 0% Avira URL Cloud safe
hitp:/f/www.nwc10.com/politica-privacidad 0% Avira URL Cloud safe
hitp://https://www.hotjarconsent.com/fi.html 0% URL Reputation safe
hitp://https://www.hotjarconsent.com/fi.html 0% URL Reputation safe
hitp://https://www.hotjarconsent.com/fi.html 0% URL Reputation safe
hitp://https://www.hotjarconsent.com/sq.html 0% URL Reputation safe
hitp://https://www.hotjarconsent.com/sq.html 0% URL Reputation safe
hitp://https://www.hotjarconsent.com/sq.html 0% URL Reputation safe
hitp://https://www.hotjarconsent.com/it.html 0% URL Reputation safe
hitp://https://www.hotjarconsent.com/it.html 0% URL Reputation safe
hitp://https://www.hotjarconsent.com/it.html 0% URL Reputation safe
hitp://https://www.hotjarconsent.com 0% URL Reputation safe
hitp://https://www.hotjarconsent.com 0% URL Reputation safe
hitp://https://www.hotjarconsent.com 0% URL Reputation safe
hitp://https://www.hotjarconsent.com/pt_br.html 0% URL Reputation safe
hitp://https://www.hotjarconsent.com/pt_br.html 0% URL Reputation safe
hitp://https://www.hotjarconsent.com/pt_br.html 0% URL Reputation safe
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Domains and IPs

Contacted Domains

Name P
www.googletagservices.com 142.250.186.34
www.meneame.net 52.212.89.238
di7juyclzlgyp.cloudfront.net 13.225.74.99
cc.adingo.jp 18.179.240.58
prensaiberica.map.fastly.net 199.232.194.133
republica.com 146.255.19.152
scontent.xx.fbcdn.net 31.13.92.14
script.hotjar.com 13.224.193.31
tagr-gcp-odr-euw4.mookiel.com 34.98.67.61
d1j70itgjm2icu.cloudfront.net 13.225.74.97
cm.g.doubleclick.net 172.217.16.130
facebook.com 31.13.92.36

match-1943069928.eu-west-1.elb.amazonaws.com 54.76.6.247

localcoronavirus.com 104.21.18.245
d2dzdx91mh5kpx.cloudfront.net 13.224.193.60
id.rlcdn.com 35.244.174.68
static-cdn.hotjar.com 13.225.74.20
www.google.de 142.250.185.227
star-mini.c10r.facebook.com 31.13.92.36
pagead46.l.doubleclick.net 142.250.186.98
pugm22000nf.pubmatic.com 185.64.189.115
us-u.openx.net 35.244.159.8
stats.l.doubleclick.net 74.125.140.155
s.libertaddigital.com 213.149.255.231
cni-digital.map.fastly.net 151.101.2.133
akavozpr-galicia-1149308574.eu-west- 52.211.67.210
1.elb.amazonaws.com

cs491.wac.edgecastcdn.net 192.229.233.25
proteccion10.net 193.32.242.105
vars.hotjar.com 13.224.193.91
partnerad.l.doubleclick.net 142.250.185.194
aec01.esg.eldiario.edgetcdn.io 84.17.62.22
googleads.g.doubleclick.net 172.217.16.130
m.facebook.com unknown
cdn.jsdelivr.net unknown
img.europapress.es unknown
image6.pubmatic.com unknown
estaticos-cdn.elperiodico.com unknown
adservice.google.de unknown
stats.g.doubleclick.net unknown
token.rubiconproject.com unknown
static.hotjar.com unknown
www.lavozdegalicia.es unknown
i.blogs.es unknown
platform.twitter.com unknown
staticl.abc.es unknown
match.adsrvr.org unknown
www.facebook.com unknown
odr.mookiel.com unknown
www.republica.com unknown
connect.facebook.net unknown
imagenes.20minutos.es unknown
static.eldiario.es unknown
media.revistagg.com unknown

URLs from Memory and Binaries

Copyright Joe Security LLC 2021

Active
true
true
true
true
true
true
true
true
true
true
true
true
true
true
true
true
true
true
true
true
true
true
true
true

true

true

true

true

true

true

true

true

unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown

Malicious
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false

false

false

false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false

false

Antivirus Detection

* 0%, Virustotal, Browse

* 0%, Virustotal, Browse

® 5%, Virustotal, Browse

* 0%, Virustotal, Browse

Reputation
high

high

high
unknown
unknown
high

high

high

high

high

high

high

high
unknown
high

high

high

high

high

high

high

high

high

high
unknown

high

high
unknown
high
high
unknown
high
high
high
high
high
high
high
high
high
high
high
high
high
high
high
high
high
high
high
high
high
high
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https://www.virustotal.com/gui/url/39476827dcf1378bbc0dbbbf8255483cd434462fb5b2d9088d763e3ab6ff6684/detection/u-39476827dcf1378bbc0dbbbf8255483cd434462fb5b2d9088d763e3ab6ff6684-1619704239
https://www.virustotal.com/gui/url/e43f62d7871d4a933e30947e1f187b6471182691631da48382f90444c4be9585/detection/u-e43f62d7871d4a933e30947e1f187b6471182691631da48382f90444c4be9585-1594973449
https://www.virustotal.com/gui/url/13f08b276ec25e48d2483280c65de231c9329b338a3dc3d1c3abc9bce9892765/detection/u-13f08b276ec25e48d2483280c65de231c9329b338a3dc3d1c3abc9bce9892765-1617342315
https://www.virustotal.com/gui/url/a01df2870a8b6ab90177b9332ec9e550a2da1cbfdbf258059c10285288bfd2ac/detection/u-a01df2870a8b6ab90177b9332ec9e550a2da1cbfdbf258059c10285288bfd2ac-1597324711

Name

hitp://https://www.infosalus.com/asistencia/noticia-gobierno-
asegura-espana-condiciones-vacunar-70-poblacio

hitp://fontawesome.io

hitp://https://stats.g.doubleclick.net/g/collect

hitp://https://www.hotjarconsent.com/sv.html

hitp://https://www.genbeta.com/actualidad/esta-web-puedes-
comprobar-saturacion-aforo-tu-colegio-electoral-t

http:/f

https://www.elperiodico.com/es/sociedad/20210504/vacunacio
n-covid-cataluna-datos-ultima-hora-1164434

http:/f

https://googleads.g.doubleclick.net/pagead/interaction/%3Fai
%3DCjCerpUBRYLPwWEY-a-waU7LgwAezmuqNi5h2x

hitp://https://www.hotjarconsent.com/pt.html

hitp://https://www.20minutos.es/noticia/4684721/0/las-
farmacias-malaguenas-comenzaran-un-programa-de-seguim

http:/f

https://static1l.abc.es/media/espana/2021/05/04/teruel_buj-

k0zG--1024x512

hitp://https://www.youtube.com/iframe_api

hitp://https://www.hotjarconsent.com/de.html

hitp://https://raw.githubusercontent.com/stefanpenner/es6-

promise/master/LICENSE

hitp://https://www.meneame.net/m/actualidad/dispara-precio-

vivienda-europa-medio-crisis-economica

hitp://https://www.facebook.cus.com/

hitp://https://connect.facebook.net/en_US/fbevents.js

hitp://getbootstrap.com)

hitp://https://www.abc.es/espana/aragon/abci-teruel-regala-
115000-euros-bonos-para-gastar-comercios-bares-y

hitp://https://script.hotjar.com/

hitp://https://stats.g.doubleclick.net/j/collect
hitp://https://cdn.ampproject.org/amp4ads-host-v0.js

http:/f

https://www.mscbs.gob.es/profesionales/saludPublica/ccayes/

alertasActual/nCov/vacunaCovid19.htm
hitp://greensock.com

hitp:/fiwww.reddit.com/

hitp://https://covid19tracking.narrativa.com/

hitp://https://insights-staging.hotjar.com

hitp://https://www.nwc10.com/politica-privacidad

http:/f

https://www.lavozdegalicia.es/noticia/sociedad/2021/05/04/gob
ierno-aprobara-decreto-comunidades-pued

hitp://https://vars.hotjar.com/box-

5e3cec51ed8e99df6977¢199d27812d7.html

hitp://https://cdn.jsdelivr.net/npm/chart.js

hitp://https://www.hotjarconsent.com/pl.html

http:/f

https://googleads.g.doubleclick.net/pagead/images/mtad/back

_blue.png

hitp://https://www.hotjarconsent.com/fr.html

hitp://https://www.hotjarconsent.com/ru.html

hitp://https://www.libertaddigital.com/ciencia-
tecnologia/salud/2021-05-04/portugal-suma-un-dia-mas-sin-

mue

http:/f

https://googleads.g.doubleclick.net/pagead/images/mtad/x_blu

e.png
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Source

1PTSF1WK.htm.2.dr

font-awesome.min[1].css.2.dr
js[1].js0.2.dr

modules.7225c¢79fe4e29708c611[1
1js.2.dr

1PTSF1WK.htm.2.dr

1PTSF1IWK.htm.2.dr

{9DDE2F11-AD29-11EB-90E6-ECF4B
B82F7EO0}.dat.1.dr, ads[1].htm.2.dr

modules.7225c¢79fe4e29708c611[1
1js.2.dr

1PTSF1IWK.htm.2.dr

1PTSF1IWK.htm.2.dr

js[1].js0.2.dr

modules.7225c¢79fe4e29708c611[1
1js.2.dr

widgets[1].js.2.dr

1PTSF1IWK.htm.2.dr

{9DDE2F11-AD29-11EB-90E6-ECF4B
B82F7EO0}.dat.1.dr

1PTSF1WK.htm.2.dr
bootstrap[1].js.2.dr, bootstrap[1].css.2.dr
1PTSF1WK.htm.2.dr

hotjar-2075733[1].js.2.dr
analytics[1].js.2.dr
f[1].txt0.2.dr
1PTSF1WK.htm.2.dr

jguery.themepunch.tools.min[1].js.2.dr
msapplication.xml4.1.dr
1PTSF1WK.htm.2.dr

box-5e3cec51ed8e99df6977¢199d2
7812d7[1].htm.2.dr

1PTSF1IWK.htm.2.dr
1PTSF1IWK.htm.2.dr

{9DDE2F11-AD29-11EB-90E6-ECF4B
B82F7EOQ}.dat.1.dr

1PTSF1IWK.htm.2.dr

modules.7225c¢79fe4e29708c611[1
1js.2.dr

ads[2].htm.2.dr, ads[1].htm1.2.dr

modules.7225c¢79fe4e29708c611[1
1js.2.dr

modules.7225c¢79fe4e29708c611[1
1js.2.dr

1PTSF1WK.htm.2.dr

{9DDE2F11-AD29-11EB-90E6-ECF4B
B82F7EO0}.dat.1.dr, ads[1].htm.2.dr

Malicious

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false
false

false

false
false
false

false

false
false
false

false

false

false

false

false

false

false

false

false

false

false

Antivirus Detection

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

3

3

e URL Reputation: safe
URL Reputation: safe
e URL Reputation: safe

3

e URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

3

3

Reputation

high
high
high
unknown
high

high

high

unknown

high
high
high
unknown
unknown
high
unknown
high
low
high
high
high

high

unknown

high
high
unknown

high

unknown

high

high

high

unknown

high

unknown

unknown

high

high

Page 10 of 81



Name

hitp://labs.skinkers.com/touchSwipe/

http:/f

https://googleads.g.doubleclick.net/pagead/images/adchoices/i

conx2-000000.png

hitp://https://www.motorpasion.com/industria/ventas-coches-
espana-abril-cierra-desplome-34-2-respecto-a-niv

hitp://https://googleads.g.doubleclick.net/pagead/ads?
client=ca-pub-4607443575710795&output=html&h=280&adk=

http:/f

https://www.googletagservices.com/activeview/js/current/osd.]

S

hitp://https://cct.google/taggy/agent.js

http:/f

https://googleads.g.doubleclick.net/pagead/interaction/%3Fai
%3DCovBFqUBRYKrdldKD-waG9qSoAfL766Jijb6x

hitp://https://i.blogs.es/9fbb30/aforo-ios/840_560.jpg

http:/f

https://imagenes.20minutos.es/files/og_thumbnail/uploads/ima

genes/2021/05/04/la-consejeria-de-turism

hitp://https://www.eldiario.es/madrid/participacion-sube-
puntos-comunidad-madrid-respecto-13-00-horas_1_789

hitp://https://googleads.g.doubleclick.net/pagead/drt/si
hitp://https://www.eldiarioar.com/mundo/libertad-ayuso-

coalicion-extrema-derecha-cambio-madrid-26-anos-desp

hitp://https://www.hotjarconsent.com/el.html

hitp://https://www.google.%/ads/ga-audiences

hitp://https://www.facebook.c

hitp://www.youtube.com/

http:/f

https://googleads.g.doubleclick.net/pagead/html/r20210429/r2
0190131/zrt_lookup.html#RS-0-&adk=181227

hitp://https://proteccion10.net/compras.html

hitp://https://stats.g.doubleclick.net/g/collect?v=2&

hitp://https://www.republica.com/wp-

content/uploads/2021/05/bill-gates-y-melinda-gates.jpg

http:/f

https://www.lavozdegalicia.es/default/2021/04/14/0012161843

1541670624319/Foto/sdasdasd.jpg
hitp://googleads.g.doubleclick.net
hitp://https://twitter.com/in

hitp://https://www.europapress.es/murcia/noticia-consejeria-
turismo-grupo-fuertes-hotel-puerto-juan-montiel

hitp://https://www.hotjarconsent.com/zh.html

hitp://www.nwc10.com/condiciones-del-servicio

hitp:/f/www.nwc10.com/politica-privacidad
hitp://https://twitter.com/SaludPublicaEs

hitp://https://www.hotjar.com

hitp://https://www.hotjarconsent.com/fi.html

hitp://plugins.jquery.com/project/touchSwipe

hitp:/fiwww.greensock.com/club/

hitp://https://github.com/mattbryson/TouchSwipe-Jquery-

Plugin
hitp://greensock.com/standard-license

http:/f

https://googleads.g.doubleclick.net/pagead/images/mtad/ad_c

hoices_blue.png

hitp://www.amazon.com/

Copyright Joe Security LLC 2021

Source

jguery.themepunch.tools.min[1].js.2.dr

ads[2].htm.2.dr, ads[1].htm1.2.dr, {9DDE
2F11-AD29-11EB-90E6-ECF4BB82F7
EO}.dat.1.dr

1PTSF1WK.htm.2.dr

{9DDE2F11-AD29-11EB-90E6-ECF4B
B82F7EOQ}.dat.1.dr

f[1].txt0.2.dr

js[2].js.2.dr

ads[1].htm0.2.dr

1IPTSF1WK.htm.2.dr
1IPTSF1WK.htm.2.dr

1IPTSF1IWK.htm.2.dr

{9DDE2F11-AD29-11EB-90E6-ECF4B
B82F7EO0}.dat.1.dr

1PTSF1WK.htm.2.dr

modules.7225c¢79fe4e29708c611[1
1js.2.dr

analytics[1].js.2.dr

{9DDE2F11-AD29-11EB-90E6-ECF4B
B82F7EO0}.dat.1.dr

msapplication.xml7.1.dr

{9DDE2F11-AD29-11EB-90E6-ECF4B
B82F7EOQ}.dat.1.dr

1PTSF1WK.htm.2.dr, {9DDE2F11-AD29-
11EB-90E6-ECF4BB82F7EO0}.dat.1.dr

js[1].js0.2.dr
1PTSF1WK.htm.2.dr

1PTSF1WK.htm.2.dr

f[3].txt.2.dr, f[1].txt0.2.dr

{9DDE2F11-AD29-11EB-90E6-ECF4B
B82F7EOQ}.dat.1.dr

1IPTSF1WK.htm.2.dr

modules.7225c¢79fe4e29708c611[1
1js.2.dr

1PTSF1WK.htm.2.dr
1PTSF1WK.htm.2.dr
1PTSF1WK.htm.2.dr

box-5e3cec51ed8e99df6977¢199d2
7812d7[1].htm.2.dr

modules.7225c¢79fe4e29708c611[1
1js.2.dr

jguery.themepunch.tools.min[1].js.2.dr
jguery.themepunch.tools.min[1].js.2.dr

jguery.themepunch.tools.min[1].js.2.dr
jguery.themepunch.tools.min[1].js.2.dr
{9DDE2F11-AD29-11EB-90E6-ECF4B

B82F7EO0}.dat.1.dr, ads[1].htm.2.dr

msapplication.xml.1.dr

Malicious

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

Antivirus Detection

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

3

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

e URL Reputation: safe
e URL Reputation: safe
URL Reputation: safe

3

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

3

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

3

3

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

Avira URL Cloud: safe

Avira URL Cloud: safe

Avira URL Cloud: safe
Avira URL Cloud: safe

Reputation

unknown

high

high

high

high

unknown

high

high

high

high

high

unknown

unknown

low

unknown

high

high

unknown

high
high

high
high
high
high
unknown
unknown
unknown
high
high
unknown
high
high
high
high

high

high
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Name

hitp:/fiwww.twitter.com/

hitp://https://www.hotjarconsent.com/sq.html

http:/f

https://media.revistagq.com/photos/60910fb6235a5910299¢90

7/16:9/w_1920
http:/f

https://googleads.g.doubleclick.net/pagead/interaction/%3Fai
%3DCy_EyvO6RYP7RAcSV1wach5fICdHI885i_K3g

hitp://https://static.eldiario.es/clip/b4eadbde-ea9d-4a45-9776-
0c96ca06f282_facebook-eldiarioar-watermarked

hitp://https://www.hotjarconsent.com/it.html

hitp://https://platform.twitter.com/widgets.js

hitp://https://attestation.android.com

hitp://https://www.hotjarconsent.com

hitp://https://www.20minutos.es/noticia/4684770/0/la-
consejeria-de-turismo-grupo-fuertes-y-hotel-puerto-jua

http:/f

https://googleads.g.doubleclick.net/pagead/interaction/%3Fai
%3DC2NR3vU6RYLepNo7Y1gbn8rOIC-zmugNi5h2x

hitp://https://www.republica.com/2021/05/04/bill-y-melinda-
gates-se-divorcian-tras-27-anos-de-matrimonio/

hitp://https://www.hotjarconsent.com/pt_br.html

hitp://https://www.primevideo.com/?&tag=nwc10-21

hitp://https://googleads.g.doubleclick.net/pagead/ads?
client=ca-pub-4607443575710795&output=html|&adk=181227

hitp://www.apache.org/licenses/LICENSE-2.0

hitp://https://amzn.to/2PG303c

hitp://https://i.blogs.es/3d0f69/peugeot-concesionario-

/840_560.jpeg
hitp:/fiwww.nytimes.com/
hitp://https://amzn.to/31GOUWE
http:/f

https://img.europapress.es/fotoweb/fotonoticia_202105041242

10_1024.jpg
http:/f

https://googleads.g.doubleclick.net/pagead/html/r20210429/r2

0190131/zrt_lookup.html
hitp://fontello.com

http:/f

https://www.meneame.net//mnmstatic.net/img/mnm/logo-

350x350.png
http:/f

https://googleads.g.doubleclick.net/pagead/html/r20210429/r2

0190131/zrt_lookup.html#
http:/f

https://img.europapress.es/fotoweb/fotonoticia_202105041133

16_1024.jpg
hitp://https://cdn.ampproject.org/rtv/%
hitp://https://googleads.g.doubleclick.net

Contacted IPs

Copyright Joe Security LLC 2021

Source
msapplication.xml5.1.dr

modules.7225c¢79fe4e29708c611[1
1js.2.dr

1PTSF1IWK.htm.2.dr

ads[1].htm1.2.dr

1PTSF1WK.htm.2.dr

modules.7225c¢79fe4e29708c611[1
1js.2.dr

1PTSF1WK.htm.2.dr
f[1].txt.2.dr

modules.7225c¢79fe4e29708c611[1
1js.2.dr

1IPTSF1WK.htm.2.dr

ads[2).htm.2.dr, {9DDE2F11-AD29-
11EB-90E6-ECF4BB82F7EQ}.dat. 1.dr

1PTSF1WK.htm.2.dr

modules.7225c¢79fe4e29708c611[1
1js.2.dr

compras[1].htm.2.dr

{9DDE2F11-AD29-11EB-90E6-ECF4B
B82F7EOQ}.dat.1.dr

rx_lidar[1].js.2.dr, f[3].txt.2.dr
compras[1].htm.2.dr
1PTSF1WK.htm.2.dr

msapplication.xml3.1.dr
compras[1].htm.2.dr
1PTSF1WK.htm.2.dr

{9DDE2F11-AD29-11EB-90E6-ECF4B
B82F7EOQ}.dat.1.dr

revicons[1].eot.2.dr

1PTSF1IWK.htm.2.dr

{9DDE2F11-AD29-11EB-90E6-ECF4B
B82F7EO0}.dat.1.dr, f[1].txt.2.dr

1PTSF1WK.htm.2.dr

f[1].txt0.2.dr
f[3].txt.2.dr, f[1].txt0.2.dr

Malicious

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false
false

false

false
false

false

false

false

false

false

false

false

false

Antivirus Detection

e URL Reputation:
e URL Reputation:
e URL Reputation:

e URL Reputation:
e URL Reputation:
e URL Reputation:

e URL Reputation:
e URL Reputation:
e URL Reputation:

e URL Reputation:
e URL Reputation:
e URL Reputation:

safe
safe
safe

safe
safe
safe

safe
safe
safe

safe
safe
safe

Reputation

high

unknown

high

high

high

unknown

high
high

unknown

high

high

high

unknown

high
high
high
high
high
high
high
high

high

high
high

high

high

high
high
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] No. of IPs < 25%
B 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%
Bl 75% < No. of IPs

Public
P Domain Country Flag ASN ASN Name Malicious
84.17.62.22 aec0l.esg.eldiario.edgetcd United Kingdom =] 60068 CDN77GB false
n.io
192.229.233.25 cs491.wac.edgecastcdn.ne United States £S5 15133 EDGECASTUS false
t
213.149.255.231 s.libertaddigital.com Spain = 16371 ACENS_ASSpainHostinghou false
singandVPNservicesES
146.255.19.152 republica.com Netherlands = 29119 SERVIHOSTING- false
ASAireNetworksgS
31.13.92.14 scontent.xx.fbcdn.net Ireland [T} 32934 FACEBOOKUS false
31.13.92.36 facebook.com Ireland [T} 32934 FACEBOOKUS false
13.225.74.20 static-cdn.hotjar.com United States £S5 16509 AMAZON-02US false
142.250.185.227 www.google.de United States £S5 15169 GOOGLEUS false
35.244.159.8 us-u.openx.net United States £S5 15169 GOOGLEUS false
54.76.6.247 match-1943069928.eu- United States £S5 16509 AMAZON-02US false
west-
1.elb.amazonaws.com
199.232.194.133 prensaiberica.map.fastly.n United States £S5 54113 FASTLYUS false
et
18.179.240.58 cc.adingo.jp United States £S5 16509 AMAZON-02US false
185.64.189.115 pugm22000nf.pubmatic.co United Kingdom =] 62713 AS-PUBMATICUS false
m
13.224.193.91 vars.hotjar.com United States £S5 16509 AMAZON-02US false
13.224.193.31 script.hotjar.com United States £S5 16509 AMAZON-02US false
142.250.186.98 pagead46.l.doubleclick.net United States £S5 15169 GOOGLEUS false
142.250.186.34 www.googletagservices.co United States £S5 15169 GOOGLEUS false
m
52.211.67.210 akavozpr-galicia- United States £S5 16509 AMAZON-02US false
1149308574.eu-west-
1.elb.amazonaws.com
13.225.74.97 d1j70itgjm2icu.cloudfront.n United States £S5 16509 AMAZON-02US false
et
104.21.18.245 localcoronavirus.com United States = 13335 CLOUDFLARENETUS false
52.212.89.238 www.meneame.net United States = 16509 AMAZON-02US false
13.225.74.99 di7juyclzlgyp.cloudfront.net United States £S5 16509 AMAZON-02US false
74.125.140.155 stats.l.doubleclick.net United States = 15169 GOOGLEUS false
151.101.2.133 cni-digital.map.fastly.net United States £S5 54113 FASTLYUS false
142.250.185.194 partnerad.l.doubleclick.net United States £S5 15169 GOOGLEUS false
193.32.242.105 proteccion10.net Spain = 41705 GRUPOBALADIGES false
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P Domain
13.224.193.60 d2dzdx91mh5kpx.cloudfro
nt.net

35.244.174.68 id.rlcdn.com
172.217.16.130 cm.g.doubleclick.net

34.98.67.61 tagr-gcp-odr-
euw4.mookiel.com

General Information

Joe Sandbox Version:

Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Cookbook file name:

Sample URL:

Analysis system description:

Number of analysed new started processes analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

EGA Information:

HCA Information:

Cookbook Comments:

Copyright Joe Security LLC 2021

Country
United States

United States
United States
United States

Flag

I

I IR IR

ASN
16509

15169
15169
15169

ASN Name Malicious
AMAZON-02US false
GOOGLEUS false
GOOGLEUS false
GOOGLEUS false

32.0.0 Black Diamond
403974

04.05.2021

15:38:45

CloudBasic

Oh 6m 13s

false

light

browseurl.jbs
hitp://localcoronavirus.com

Windows 10 64 bit v1803 with Office Professional Plus
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8
Update 211

19

o O o o

e HCA enabled
e EGA enabled
e AMSI enabled

default

Timeout

CLEAN
clean0.win@4/190@36/30
Failed

e Successful, ratio: 100%
e Number of executed functions: 0
Number of non-executed functions: 0

.

Adjust boot time

Enable AMSI

Browsing link: https://localcoronavirus.com/

Browsing link: https://faceboo

k.com/sharer/sharer.php?u=http

s%3A%2F%2Flocalcoronavirus.com

e Browsing link: https://twitter.com/intent/tweet/?
text=Local%20information%20from%20COVID%2
019&amp;url=https%3A%2F%2Floca
Icoronavirus.com

e Browsing link: https://www.lin
kedin.com/shareArticle?mini=tr
ue&amp;url=https%3A%2F%2Flocal
coronavirus.com&amp;title=Loca
1%20information%20from%20COVID
%?2019&amp;summary=Local%20info
rmation%20from%20COVID%2019&am
p;source=https%3A%2F%2Flocalcoronavirus.com

e Browsing link: whatsapp://send/?
text=Local%20information%20f
rom%20COVID%2019%20https%3A%2F
%?2Flocalcoronavirus.com

e Browsing link: https://covid19

tracking.narrativa.com/

e o o o
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Warnings:

Simulations

Behavior and APIs

Time Type

15:41:10 API Interceptor

Joe Sandbox View | Context

IPs

No context

Copyright Joe Security LLC 2021

1x Sleep call for process: OpenWith.exe modified

Show All
e Excluded IPs from analysis (whitelisted):

131.253.33.200, 13.107.22.200, 52.147.198.201,
104.43.139.144, 20.82.210.154, 88.221.62.148,
142.250.185.72, 142.250.184.234,
142.250.185.110, 142.250.186.162,
92.122.213.162, 92.122.213.154, 151.101.2.109,
151.101.66.109, 151.101.130.109,
151.101.194.109, 142.250.185.67,
142.250.185.142, 172.217.18.98, 142.250.184.196,
142.250.186.161, 69.173.144.165, 69.173.144.138,
69.173.144.139, 184.30.24.56, 13.64.90.137,
152.199.19.161, 2.20.142.210, 2.20.142.209,
92.122.145.220

TCP Packets have been reduced to 100

Created / dropped Files have been reduced to 100
Excluded domains from analysis (whitelisted):
gstaticadssl.l.google.com, arc.msn.com.nsatc.net,
partner.googleadservices.com, fs-
wildcard.microsoft.com.edgekey.net,
e11290.dspg.akamaiedge.net, www-bing-com.dual-
a-0001.a-msedge.net,
audownload.windowsupdate.nsatc.net,
www.google.com, watson.telemetry.microsoft.com,
www.gstatic.com, au-bg-shim.trafficmanager.net,
www.google-analytics.com, www.bing.com,
fonts.googleapis.com, fs.microsoft.com,
skypedataprdcolcus16.cloudapp.net,
pagead2.googlesyndication.com, dual-a-0001.dc-
msedge.net, www3.l.google.com, store-images.s-
microsoft.com,
blobcollector.events.data.trafficmanager.net,
wac.apr-8315.edgecastdns.net, cs9.wpc.vOcdn.net,
al972.g2.akamai.net,
au.download.windowsupdate.com.edgesuite.net,
pixel.rubiconproject.net.akadns.net, store-images.s-
microsoft.com-c.edgekey.net,
adservice.google.com, fs-
wildcard.microsoft.com.edgekey.net.globalredir.aka
dns.net, arc.msn.com, iecvlist.microsoft.com,
e12564.dspb.akamaiedge.net, go.microsoft.com,
www.googletagmanager.com,
arc.trafficmanager.net,
prod.fs.microsoft.com.akadns.net,
dualstack.f3.shared.global.fastly.net, static-
abc.akamaized.net,
skypedataprdcolwus17.cloudapp.net, www-google-
analytics.l.google.com, fonts.gstatic.com,
ie9comview.vo.msecnd.net, www-
googletagmanager.l.google.com,
e1723.g.akamaiedge.net,
ctldl.windowsupdate.com, a767.dscg3.akamai.net,
skypedataprdcoleus16.cloudapp.net, a-0001.a-
afdentry.net.trafficmanager.net,
tpc.googlesyndication.com,
go.microsoft.com.edgekey.net,
analytics.google.com

Report size getting too big, too many NtCreateFile
calls found.

Report size getting too big, too many
NtDeviceloControlFile calls found.
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Domains

No context

ASN

No context

JA3 Fingerprints

No context

Dropped Files

No context

Created |/ dropped Files

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\DOMStore\lUHEMSR9\googleads.g.doubleclick[1].xml

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 13

Entropy (8bit): 2.469670487371862

Encrypted: false

SSDEEP: 3:D90aKh:JFKb

MDS5: C1DDEA3EF6BBEF3E7060A1A9AD89E4CS

SHA1L: 35E3224FCBD3E1AF306F2B6A2C6BBEAIBO867966

SHA-256: B71E4D17274636B97179BA2D97C742735B6510EB54F22893D3A2DAFF2CEB28DB

SHA-512: 6BEBCEC7C862AFAE5B37AA32DC5BB45912881A3276606DA41BF808A4EF92C318B355E616BF45A257B995520D72B7C08752C0BE445DCEADESCF79F73480910FF
D

Malicious: false

Reputation: low

Preview:
<root></root>

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\DOMStore\TSDRMTJ1\localcoronavirus[1].xml

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 226123

Entropy (8bit): 5.355341736734998

Encrypted: false

SSDEEP: 768:0gQ3em905kTgQ3em905kTgQ3em905kDDBgQ3em905kDDBgQ3em905kDDxgQ3em9Ok:yXXP7b11ngggalJR11llk

MDS5: 510EC31AA4633205D18F60BD6193E058

SHA1L: B585D47FA014035824436E02BBE841B62771DE89

SHA-256: BDOF379AEC7128D2CBC5958D57B02DFE9A9C6864B70878710F496F7CDA9SDBACY

SHA-512: 49D5C01DA8243FEFE81973FD109A495C0FDAG28F858FCA887D2FBB4E3B8D12A179AB49C04FE6CEE73E8771C582F6565E8A7DDA1964D25AFCA4376D184B085D
E

Malicious: false

Reputation: low

Preview:

<root></root><root><item name="goog_pem_mod" value="804" Itime="1665891600" htime="30884150" /><item name="google_experiment_mod34" value="13" ltime="
1666201600" htime="30884150" /><item name="google_experiment_mod53" value="950" Itime="1666201600" htime="30884150" /><item name="google_experiment_mo
d36" value="821" ltime="1666361600" htime="30884150" /><item name="google_experiment_mod37" value="487" Itime="1666361600" htime="30884150" /></root><
root><item name="goog_pem_mod" value="804" ltime="1665891600" htime="30884150" /><item name="google_experiment_mod34" value="13" ltime="1666201600" ht
ime="30884150" /><item name="google_experiment_mod53" value="950" Itime="1666201600" htime="30884150" /><item name="google_experiment_mod36" value="82
1" ltime="1666361600" htime="30884150" /><item name="google_experiment_mod37" value="487" Itime="1666361600" htime="30884150" /><item name="google_exp
eriment_mod44" value="205" Itime="1666361600" htime="30884150" /></root><root><item name="goog_pem_m

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\RecoveryStore.{9DDE2F0F-AD29-11EB-90E6-ECF4BB82F7E0}.dat

Process: C:\Program Files\internet exploren\iexplore.exe
File Type: Microsoft Word Document

Category: dropped

Size (bytes): 33368

Entropy (8bit):  1.882793420260734
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C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\RecoveryStore.{9DDE2F0F-AD29-11EB-90E6-ECF4BB82F7E0}.dat

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

false

192:r6ZpZj2kW1tHifwlbzMHzBIZDasfGISjrjql:rm/azfg5tEIXY
9456EBF306BBE04787ADCD4F2CA1907F
3576789837121ECA7255B54735D7E3B232296918
BA8862DAA63BADC37DE01A1D993084CE8C66483D7E519CE7ACB97280091DBA34

65EAD9BE91C4084D2B7045E97FBD74E43AF58FBF8E459325B331DCC143EF633BOACCA199730AF701BE6DACD67E3DES6A302DD2BBD7A0BF531C12E6B14D157
14

false

low

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{9DDE2F11-AD29-11EB-90E6-ECF4BB82F7EO0}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\internet exploreniexplore.exe

Microsoft Word Document

modified

1121308

4.044495001400963

false

6144:IXrKefZ4XrKefZIWBDqefS7RLBDqefS7R2k:IJnZ4nZ45S7RL5S7R7
4667B841B0900FEC546FF407F016DC30
1E5EFEFBDAB0490A1FEAFE43DICA513B6ES86C03
04AA4CEOE9190C62AC3DB362588DABD709FE7ABA7TAFA109967AA0429CDDE6G1A3

3DB59FA741AA62CD51DA7EG71B0B6F6D79EOE44CDAE1B84710BAB8C5DDD4F24F0060E62634B65E8B138377E8A54296C4C8F2A6CA1F35D6971C9B02C0B2968E
D

false

low

C:\Users\user\AppData\Local\Microsoft\internet Explorer\Recovery\High\Active\{A67B91EC-AD29-11EB-90E6-ECF4BB82F7E0}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\internet exploreniexplore.exe

Microsoft Word Document

dropped

16984

1.5661644543434754

false
48:lwoGcprNGwpaSG4pQhGrapbSFZGQpKgG7HpRMQaTGIpG:rcZXQi6xBSFzA7TmQeA
CB0A925FC6C864BD32C8FF243BEADAL4
3CE29AFC4A534A8A4AB7CICFAC117375A76AEADE
F2B06F7697D492C744F8BB01E21E973D1633904DD0OC5ECE9DFD3E29A7D240277
70E1A6A090768F4DD5FF0835164FB040AB951BD4C8C067AAC1BBI734547E99DCFD39A484B40949866E11FAF4489FB4B7C1F42C8E37474362BCB436B045521323

false

low

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-17529550060\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

C:\Program Files\internet exploreniexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

660

5.118241716613301

false

12: TMHANMNxOEtBkeBkanWiml002EtM3MHANMNxOEtBkeBkanWiml000YVbkEtMb:2d6NxOCueuaSZHKd6NxOCueuaSZ7xb
DABB0B9824F91C04D870D6A1E7CC8D5D

42ABF597AB8173A810B673A35F30B591FFF2435F
FO7FC640DB6C201966BD5F10E4E74B00C4299623260A65DF960E6BCDODA2CAOC
57A5682F756984660D216D280C20554A5676B65BODEBC1F8453B39174756F5A775274B59FD3DBB947B4235ACC2692928F9CE252F0CBB636BB90EAB22832467B6
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C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-17529550060\msapplication.xml

Malicious:
Reputation:

Preview:

false

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.twitter.com/"/><date>0x76e9496f,0x01d74136</date><
accdate>0x76e9496f,0x01d74136</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.twitter.com/"/><date>0x76e9496f,0x01d74136</date><accdate>0
X76e9496f,0x01d74136</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Twitter.url"/></tile
></msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-18270793970\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\internet exploren\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

657

5.141192704798259

false

12: TMHdNMNxe2kobanWiml002EtM3MHdNMNxe2koOjanWiml000Ykak6EtMb:2d6NxrvbaSZHKd6NxrvwaSZ7Ja7h
7D8ACO00156F8F23B35DDC715DF2CF33D

F455A89561453088ADFFAF9B183427CC2862659C
DOD2CA22451AB31CE2D35890EABB1664E4A3199CBEDIB3C929A0792C7013E6DD
D4D70342425C276B846E0017B945DBA7B8DASE6303FB5FA29F1FFF933A48D7DA74198849542814888D05F522E8C1D0C4ADF85F17D5EOEDFCOC123A453ED80F7A
false

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.amazon.com/"/><date>0x76e15a21,0x01d74136</date><a
ccdate>0x76e15a21,0x01d74136</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.amazon.com/"/><date>0x76e15a21,0x01d74136</date><a
ccdate>0x76e292a9,0x01d74136</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Am
azon.url"/></tile></msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\internet Explorer\Tiles\pin-21706820\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\internet exploreniexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

666

5.125495718333674

false

12: TMHdNMNxvLnXYXanWiml002EtM3MHANMNxvLnXmanWiml000YmZEtMb:2d6NxvbXYXaSZHKd6NxvbXmaSZ7Zb
DA758372407D74DD10ECD26FDFC9AA92

32F0C44D92B144551622E421574353C74282B81D
3B1EBAOFCE7A9F4F58A9B8BA515A2C6453E4F357000CC56D4384CDAS0D5CEAF24

84045EA8050FDBC616CFC27C6EEES07CFBEF13A0F6CD66EGE38F1E4EC379A2EBCDA43414476457FC2EB34AA7TES582B69F88B57CD128F18E7AGIFE8139F0E96A
07

false

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.wikipedia.com/"/><date>0x76e9e595,0x01d74136</date>
<accdate>0x76e9e595,0x01d74136</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..
<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.wikipedia.com/"/><date>0x76e9e595,0x01d74136</date><accda
te>0x76eaB81e0,0x01d74136</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Wikipe
dia.url"/></tile></msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Tiles\pin-4759708130\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Program Files\internet exploreniexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

651

5.101732777871384

false

12: TMHdNMNxihianWimI002EtM3MHdNMNxihianWimI000Y d5EtMb: 2d6NxQiaSZHKd6NxQiaSZ7qgjb
8E2D679F38C80ES5FIDA7AB25677FC562

745F8822980B2B73F0749919088F6ADAFD27034D
444899DB1982127C3D4F8878710D18980B4DADA492F0E133F00555654FBF6B77
5232E06AB1E702AC040D1ABF145CEF73900B39CC351D06650D961896ACBB27B620263C9B63467F4D772329B34B443E248A93E8EF1BD11F408DDE73E6674C719t
false

low
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C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Tiles\pin-4759708130\msapplication.xml

Preview:

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.live.com/"/><date>0x76e6d86c,0x01d74136</date><acc
date>0x76e6d86¢,0x01d74136</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?xml
version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.live.com/"/><date>0x76e6d86c,0x01d74136</date><accdate>0x76e6d
86¢c,0x01d74136</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Live.url"/></tile>
</msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-6757900\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\internet exploren\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

660

5.126903398843315

false
12:TMHANMNxhGwYnPnanWiml002EtM3MHANMNxhGwYnPnanWiml000Y8K075EtMb:2d6NxQvvaSZHKd6NxQvvaSZ7RKajb
D91081A1BC05B307C124BF143B63F323

D27C928E3ED4452B0DD2C42E73B63D38CC322055
43BFA633807C11CBAE680377EA95157FCBA7B2D5AB1652F52E5246CFE853D203

199348B3752D58F1EC811305E666184F4991A4309E459686BB14D13B1182F57A5D6F2DF73EBCEE4C9B0C7E8B4AFBCD3E82360BBESEAEO02FA1IBDBESD0O789DF|
4

false

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.youtube.com/'/><date>0x76eble2b,0x01d74136</date><
accdate>0x76eble2b,0x01d74136</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.youtube.com/'/><date>0x76eble2b,0x01d74136</date><accdate>0
x76eble2b,0x01d74136</accdate></config><tile><wide310x150logo/><square310x310logo/><square 70x70logo/><favorite src="C:\Users\user\Favorites\Youtube.url"/>
</tile></msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Tiles\pin-8760897390\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\internet exploreniexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

657

5.091608926763934

false

12: TMHdNMNx0OnDganWimI002EtM3MHANMNxOnDHkanWimI00O Y xEtMb:2d6Nx0DgaSZHKd6Nx0DHkaSZ7+b
399E9BE7703D10A51DB73E9B50458CF7

C66D58B840EDSEED2D21CB6D06BCCC7ADIES13D1
31B958AD541A20024CB6DBF663BBBCCD5AECA21144EEESC2108214813D683924
014603A6E6D74CA12C726063C11BDB8D2E217F52345E511B0145A6005C54E87D9A77FFOB61A0496B1D50ED081B912B4E257435AE70B179323E19FA74D670D98B
false

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.reddit.com/"/><date>0x76e810f0,0x01d74136</date><a
ccdate>0x76e810f0,0x01d74136</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.reddit.com/"/><date>0x76e810f0,0x01d74136</date><accdate>0x7
6e8ad24,0x01d74136</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Reddit.url"/></tile>
</msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin20259167780\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\internet exploreniexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

660

5.139223142721226

false

12: TMHdNMNxx21anWimI002EtM3MHANMNxx21anWiml000Y6Kg5EtMb:2d6NXE1aSZHKA6NXE1aSZ7Xb
AD2698D60AFF3D1F6542CB0264D99014

38DDF7AF32A38DC3A9B5FD29186B510A20C977BC
F21AF3B0A3F85D4F36F47A37707C1D7F7125DAE758571439373B620EB118A795
1856EF40D4111969F8EAF7DCD904CD3231523C194C7DC66E55700477A843FC653BEFD0757F47410BD298A1ACOD6F656DCCOD8A2F968D1655B3E6020CF124BCH
false

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.nytimes.com/"/><date>0x76e7749c,0x01d74136</date><
accdate>0x76e7749c,0x01d74136</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.nytimes.com/"/><date>0x76e7749c,0x01d74136</date><accdate>0
X76e7749c,0x01d74136</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\NY Times.url"/>
</tile></msapplication></browserconfig>..
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C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin20332743330\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\internet exploreniexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

663

5.1141619909618505

false

12: TMHdNMNxcZkAkanWiml002EtM3MHANMNxcZkj9anWiml000Y VEtMb:2d6NxckAkaSZHKdENxckJaSZ7Ghb
4FF9AB5C26CFECE4B5977CDAFF27E088

FCA66A99A38924B7E18E99F69C4DDCF3F41A2BB9
A39FD656C1A8CD62B3C614F90F216C652B80D176BODFA4CBB431CDESCEF32184

9D736DESBE903090CA32AFE412BC5BDCEDDC68AB8FC49CBF54DF5C7D6A6F09031364D13D18A02F5EC5F32269DF7B94F2E8618A6DEEEDOFCA48DAA1B28F26
EAA

false

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.facebook.com/"/><date>0x76e46765,0x01d74136</date>
<accdate>0x76e46765,0x01d74136</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.facebook.com/"/><date>0x76e46765,0x01d74136</date><accdate
>0x76e503ac,0x01d74136</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Facebook
.url"/></tile></msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\internet Explorer\Tiles\pin8215062560\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\internet exploreniexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

657

5.117958477581544

false

12: TMHdNMNxfnKtanWimI002EtM3MHdNMNxfnKdvokanWimI000Ye5EtMb:2d6NxitaSZHKd6NxivaSZ7Fjb
71725C0464D19D1BDBE788E6F62F70EQ

5859A2033E7DABE2812035E8F3A7F82D542A08BA
6631500CD0395D8920A46D17660773D344BCEED60D5C1BC19714188430638385
A574E6077A240F4F29F9F114F75293B882C7200D653B7EDB51491D38C34FA000DB5E812CA952839FCAD1F8D3060513B8483977E77BFC8577D2421CA67B3E020D
false

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.google.com/"/><date>0x76e59fe9,0x01d74136</date><a
ccdate>0x76e59fe9,0x01d74136</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.google.com/"/><date>0x76e59fe9,0x01d74136</date><accdate>0x7
6e63c26,0x01d74136</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Google.url"/></tile>
</msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\Internet Explorerlimagestore\po60ztO\imagestore.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

data

dropped

5893

7.724903479387729

false
96:0huQ5Vo7FhknmWpYOxYbOLMHfmHOmMgzdtsfNFeC933ktunlOys60yiiLEgY4yJVB:0EQO7FhknOuM/muPs1Fgmd9nyiiZqgr
19707E47DA1A453BCB19061DCAOEL6EA

05189A5A1BFB9E22C642EBDEAD7ABC7F3298A785
9EDDDC2A5B5901A9160D237CA410DE882D6138F8C2BDC27122BB5C256C2EB845

C128A3CD77454C1A83A913AC23CB9A9F148FAC6A3DEAC84264752B9B58134434500047247B819AD43D2E9AD1163D58FB3B3AB5F6CD1BD326B15D8B19C9FC82
B

false

low

(-h.tt.p.s...//lo.cal.cor.o.nav.ir.us..c.om./fauv.i.c.on..p.ng...PNG..... IHDR...@...A.....a5.{...7iCCPAdobe RGB (1998)..(....J.P....E.V...p'QPL.I[. X.C..IC.b.n....
NALGAL.C......9...b.Q. Xv...f..N..v.u.'q M.4.2.0.4#.e..1.J..N50@..Pr.J.|_.s=.9._LKZ.YTeY.&A$....3..J3..Q... 1I17..V....=..en.G.@,=.YA
x...U.;..b.p...azTd.7p....E.Z..<....0..S?..... iTXtXML:com.adobe.xmp.....<?xpacket begin="." id="W5MOMpCehiHzreSzNTczkc9d"?> <x:xmpmeta xm
Ins:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.6-c142 79.160924, 2017/07/13-01:06:39 "> <rdf:RDF xmins:rdf="http://www.w3.0rg/1999/02/22-rdf-syntax-ns#">
<rdf:Description rdf:about="" xmIns:xmp="http://ns.adobe.com/xap/1.0/" xmIns:xmpMM="http://ns.adobe.com/xap/1.0/mm/" xmins:stEvt="http://ns.adobe.com/xap/1.0
/sType/ResourceEvent#" xmins:dc="http://purl.org/dc/elements/1.1/" xmIns:photoshop="http://ns.adobe.com/photoshop/1.0/"

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\OMX4YUS9\1PTSF1WK.htm

Process:
File Type:
Category:

C:\Program Files (x86)\Internet Explorer\iexplore.exe
HTML document, UTF-8 Unicode text, with very long lines
dropped
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lIE\OMX4YUS9\1PTSF1WK.htm

Size (bytes): 122780

Entropy (8bit): 5.194075014117802

Encrypted: false

SSDEEP: 1536:fL83LI+7/nygBnN2/SrkYt/hILtbt2C+XavXy3QgqaOMH1w0SB:fY35yg9N2/StKvXy3QqaJOB

MD5: 805FF9BCODCCDCBFCESE3B2B1CF65178

SHA1L: 8CE983E7ED3BFF6B437FDD3C5B6DF88397F4BC08

SHA-256: 66EBEBBC8EB80235E7116FD077BBA1AOF14A4A5BBA620C031A3B4F0BI9F7497F

SHA-512: 0941533F28CAE20CD8D88ESAEE64D42941800247CDF12D4FB280231C8F6821B5A2303497196FC7DABB267CBCFE087E8C849FESESDF22F638BE2273EEEB68ACT
D

Malicious: false

Reputation: low

Preview:

<IDOCTYPE html>.<html lang="es-ES">.<head>.<meta charset="utf-8">.<meta name="viewport" content="width=device-width, initial-scale=1, maximum-scale=1, user-
scalable=no">.<title>. Local Coronavirus Espa.a . .Itima hora .</title>.<meta name="description" content=". Coronavirus Espa.a. . .ltimas Noticias y . alertas locales de
Coronavirus Espa.a.">.<meta name="keywords" content="Espa.a Coronavirus, informaci.n Espa.a Coronavirus, alertas Espa.a Coronavirus, estad.sticas Espa.a C
oronavirus, .Itima hora de las noticias en Espa.a Coronavirus">.<link rel="shortcut icon" type="image/png" href="/favicon.png">.<link href="https://fonts.googleapis.com/c
ss?family=Catamaran:100,400,200,300,500,600,700,800,900%7CBiryani:100,200,400,300italic,300,400italic,600,600italic,700,700italic,800,800italic' rel='stylesheet'
type="text/css">.<link rel="stylesheet" type="text/css" href="/assets/css/bootstrap.css" media="screen">.<link rel="stylesheet" type="text/css" href="/assets/css/f

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OMX4YUS9\863871680303623[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 260504

Entropy (8bit): 5.470099146172389

Encrypted: false

SSDEEP: 6144:Rk1HgCSntDV/HaK3V/Ha8NEPjQHguH3HpQrwzzmy:dNES;]

MDS5: 87753B8262278E0166E7F1E7F92C49E0

SHA1L: 6C9E6E058A8C5846B2085117D823BF53B1FA3AAD

SHA-256: F1D6A7834E0748B811B80D759DF150551D95091910B5A847B6BF0B7118C98190
SHA-512: 903601B90E616B51EFD69CAB7CES4626142F053101F118AD07B92E78C4463CEA3EB2F752E0DE02BFD1FEBFI7E529F8B104416DFOD8EF010E1CE1B9541D95618!
Malicious: false

Reputation: low

Preview:

[*** Copyright (c) 2017-present, Facebook, Inc. All rights reserved..*.* You are hereby granted a non-exclusive, worldwide, royalty-free license to use,.* copy, modify, and
distribute this software in source code or binary form for use.* in connection with the web services and APIs provided by Facebook..*.* As with any software that integrates
with the Facebook platform, your use of.* this software is subject to the Facebook Platform Policy.* [http://developers.facebook.com/policy/]. This copyright notice shall be.*
included in all copies or substantial portions of the software..*.* THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR.* IM
PLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS.* FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN
NO EVENT SHALL THE AUTHORS OR.* COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER.* IN AN ACTION OF C
ONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN.* CONNECTION WI

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\OMX4YUS9\NYFVR9XC.htm

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, UTF-8 Unicode text, with very long lines

Category: downloaded

Size (bytes): 122780

Entropy (8bit): 5.193693112234917

Encrypted: false

SSDEEP: 1536:fL83LI+7/nygB7DmzSrkYt/hILtht2C+yQvXy3QqaOMH1wO0SB:fY35ygNDmzStHvXy3QqaJOB

MDS5: 35AFB46CE76DD7857B51D69B3D29405A

SHA1L: EOE97DB7E8F5B9121C694D24CBE6AB2EE89BD646

SHA-256: 1A0272BFDOFFA43E3CB2A1675A9B1EB794ECB796752CB7D5A753F3C601196E50

SHA-512: AB45AEDD8CO0C3BBCFCOE6A53BD9I2D6AD060FFFIF7A4DCF711558DD7C8D58EABO93F635EEACIFF4170702C7559E718C915ABCE26A3AF91B10C1CD1FES3DE
D8B

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://localcoronavirus.com/

Preview:
<IDOCTYPE html>.<html lang="es-ES">.<head>.<meta charset="utf-8">.<meta name="viewport" content="width=device-width, initial-scale=1, maximum-scale=1, user-
scalable=no">.<title>. Local Coronavirus Espa.a . .Itima hora .</title>.<meta name="description" content=". Coronavirus Espa.a. . .ltimas Noticias y . alertas locales de
Coronavirus Espa.a.">.<meta name="keywords" content="Espa.a Coronavirus, informaci.n Espa.a Coronavirus, alertas Espa.a Coronavirus, estad.sticas Espa.a C
oronavirus, .Itima hora de las noticias en Espa.a Coronavirus">.<link rel="shortcut icon" type="image/png" href="/favicon.png">.<link href="https://fonts.googleapis.com/c
ss?family=Catamaran:100,400,200,300,500,600,700,800,900%7CBiryani:100,200,400,300italic,300,400italic,600,600italic,700,700italic,800,800italic' rel='stylesheet'
type="text/css">.<link rel="stylesheet" type="text/css" href="/assets/css/bootstrap.css" media="screen">.<link rel="stylesheet" type="text/css" href="/assets/css/f

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lIE\OMX4YUS9\WhatsApp_local_coronavirus[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
File Type: PNG image data, 240 x 240, 8-bit/color RGBA, non-interlaced
Category: downloaded
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OMX4YUS9\WhatsApp_local_coronavirus[1].png

Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

9229

7.8482709074172465

false
192:4dgy7F8kn2Uhol9119+A5yCJIbPtndSUywePu7iyg7WeV3Ey8UY2A4tsSQhG:uvNn6Z+A5yolnEU1IH+Cm37NLIQO
5796710287A4401FB4BFB44777440A3B

CA27C3240BA83ESAB9C1F27EB27EFF335CBE5S637
DC02DDC4760348E5A4B3BE31785318618F4D1D8E49EF01C2BDBD342C805C402E

DC8066DB03F018FOC38F2D9E89A811324CE1DBE904AG4B6A51AC6CI98BOA4DB5938B89B833ACICALICOCIC31165732D259B860EG4E9I0C2447EF71E12117CD302!
C

false
low

hitp://https://localcoronavirus.com/assets/images/WhatsApp_local_coronavirus.png

PNG........ IHDR....cocuen >U....&ICCPAdobe RGB (1998)..(.c*2ptgre.™"..+).lWwR...R ?.............. > VAN VLD @..3.(5 (%8 /)..3..E.... vVQH.3.}..K....l........ . H}:
....6...KR+@.28..T.e.g.(.ZZZ*8.." * W.....+X.%.....%.....B.......... j.d.2....9...bg.b. \ZT.€22.. #.#....... B..a....T..l.>.9..0..:.6\....pHYs.........+......iTXtXML:com.adobe.xmp.....
<?xpacket begin="." id="W5MOMpCehiHzreSzNTczkc9d"?> <x:xmpmeta xmins:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.6-c142 79.160924, 2017/07/13-01:06:39
"> <rdf:RDF xmlins:rdf="http://www.w3.0rg/1999/02/22-rdf-syntax-ns#"> <rdf:Description rdf:about="" xmIns:xmp="http://ns.adobe.com/xap/1.0/" xmins:dc="http://p
url.org/dc/elements/1.1/" xmIns:photoshop="http://ns.adobe.com/photoshop/1.0/" xmIns:xmpMM="http://ns.adobe.com/xap/1.0/mm/" xmins:stEvt="http://ns.adobe.com/xa
p/1.0/sType/ResourceEvent#" xmp:CreatorTool="Adobe Photoshop CC 2018 (Windows)" xmp:CreateDate="2020-08-24T14:35:41+02:00" xmp:Modi

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\OMX4YUS9\ads[1].htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, UTF-8 Unicode text, with very long lines, with no line terminators

downloaded

84738

6.087981855893732

false
768:ZuNxaucrhUZA/MpxRoDGVYmM96WUR|dZVMZVizVyZVJIZVIZVAZV5ZVYrcKCIBVge7:McrhOpRoDGVt96nRjkGVuxeksCsd
07BC9D2C365AC56E2A6080D367770855

D48885BF8002BD73AE2F396F17232C9C651E5EC4A
F1621C7D9EF7CCEC04AF4BE560BD57869FAAE8B53708C9239A80BF5CC550883D

4C7C3CF26AB142F78A8D38FCO3A1F6FEF1885715154A06BE3253C4FD356AADC8AF50620EBECAS221F67FE2694BB1147FDOE7AGAC7DFF19F0930B9BF02416B3(
4

false
low

hitp://https://googleads.g.doubleclick.net/pagead/ads?client=ca-pub-

4607443575710795&output=htmI&h=280&adk=2834291916&adf=1839787983&pi=t.aa~a.282532046 7~rp.1&w=784&fwrn=4&fwrnh=100&Imt=1620167993&rafmt=1&to=qs
&pwprc=4903144676&psa=0&format=784x280&url=https%3A%2F%2Flocalcoronavirus.com%2F&flash=29.0.0&fwr=0&pra=3&rpe=1&resp_fmts=3&wgl=1&fa=40&dt=162
0167992228&bpp=256&bdt=7021&idt=258&shv=r20210429&cbv=%2Fr20190131&ptt=9&saldr=aa&abxe=1&cookie=ID%3De56d315663ea3c76-
22b0e249c5¢700e2%3AT%3D1620135589%3ART%3D1620135589%3AS%3DALNI_Mb3HA_1ETEXdPtDGNNg329xIt86Cw&prev_fmts=0x0&nras=2&correlator=4940367
878114&frm=20&pv=1&ga_vid=1292693962.1620167988&ga_sid=1620167989&ga_hid=2138563339&ga_fc=0&u_tz=-
420&u_his=1&u_java=1&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_nplug=1&u_nmime=2&adx=0&ady=9447&biw=784&bih=554&scr_x=0&scr_y=0&oid
=3&pvsid=1833982228483054&pem=804&eae=0&fc=1920&docm=11&brdim=44%2C114%2C36%2C36%2C1280%2C%2C800%2C640%2C784%2C554&vis=1&rsz=%7C
%7Cs%7C&abl=NS&fu=128&bc=1&ifi=2&uci=a!2&btvi=1&xpc=5nHLSvG 1Ju&p=https%3A//localcoronavirus.com&dtd=1075

<IDOCTYPE html><html lang=fr><head><meta charset="UTF-8"><link rel="preload" href="https://www.gstatic.com/mysidia/a204a622610ec42c29322584ae03f5a9.js?
tag=client_fast_engine" as="script"><script>var jscVersion = 'r20210429";</script><script>var google_casm=[];</script><script src="https://www.gstatic.com/mysi
dia/f27a2327937451811f326a3c5359709a.js?tag=pingback"></script><script>mys.pingback.init("COrvqrSTsPACFdLB3godBjsJFQ", [4,1],"scream/throne_image_logo
_och", {2:"server",1:"bannerB",4:"mysidia_upscale,mysidia_analytics"},17);</script><style>HTML,BODY{height:100%;width:100%;margin:0;padding:0;overflow:hidden;}#
mys-wrapper{height:100%;width: 100%;overflow:hidden;position:absolute;top:0;left:0;align-items:center;display:flex;justify-content:center;line-height:normal; }#mys-overlay{
height:100%;width:100%;overflow:hidden;position:absolute;top:0;left:0;box-sizing:border-box;pointer-events:none;z-index:1;border: 1px solid #E5E5E5;;}.mys-wrapper
A,.mys-wrapper A:visited,.mys-wrapper A:hover,.m

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\OMX4YUS9\ads[2].htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, UTF-8 Unicode text, with very long lines, with no line terminators

downloaded

145627

5.694381972350085

false
1536:7adBHXs+cHhy52nSNwru5BjJJy49HgYEXa28A0QjJ+G1dmvxW7gWRE:7ad1s3SNwrubN9W/gGOWRE
91193E28746A852D9AEBAC338B467224

4B05F4A57FF0B33651067735F704A26D5C844C5F
30F782771CA2D6B87D8713C5AD8D62314492C82C6B31F8656CDAC7D83454AF0E

BB67EFDD743DD4E95B74551718C5C5B4EEE49953322FB039A26A4DB7C5EE31D276977281E7CFC62C1DEEB3AD13C9D694DA9F814021672C93AF37791DD0O3EAL
E

false

low
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\OMX4YUS9\ads[2].htm

|IE Cache URL:

Preview:

hitp://https://googleads.g.doubleclick.net/pagead/ads?client=ca-pub-
4607443575710795&output=html&adk=1812271804&adf=3025194257&Imt=1620168013&plat=1%3A32776%2C2%3A32776%2C9%3A32776%2C16%3A8388608%2C17
%3A32%2C24%3A32%2C25%3A32%2C30%3A1081344%2C32%3A32&format=0x0&url=https%3A%2F%2Flocalcoronavirus.com%2F&ea=0&flash=29.0.0&pra=5&wgl=1
&dt=1620168012023&bpp=288&bdt=1402&idt=805&shv=r20210429&chv=%2Fr20190131&ptt=9&saldr=aa&abxe=1&cookie=ID%3De56d315663ea3c76-
22b0e249c5¢700e2%3AT%3D1620135589%3ART%3D1620135589%3AS%3DALNI_Mb3HA_1ETEXdPtDGNNg329xIt86Cw&nras=1&correlator=2836834130781&frm=204
pv=2&ga_vid=1292693962.1620167988&ga_sid=1620168014&ga_hid=1641196723&ga_fc=0&u_tz=-
420&u_his=1&u_java=1&u_h=1024&u_w=12808&u_ah=984&u_aw=1280&u_cd=24&u_nplug=1&u_nmime=2&adx=-12245933&ady=-
12245933&biw=1280&bih=906&scr_x=0&scr_y=0&eid=31060932&0id=3&pvsid=96816254938719&pem=804&eae=2&fc=1920&docm=11&brdim=0%2C86%2C0%2C86%
2C1280%2C%2C1280%2C906%2C1280%2C906&Vis=1&rsz=%7C%7Cs%7C&abl=NS&fu=0&bc=1&ifi=1&uci=a!1&dtd=1610

<script>window.sra_later_blocks = [];</script><script>window.sra_later_blocks.push({creative:"\x3c!doctype html\x3e\x3chtml \x3e\x3chead\x3e\x3clink hrefix3d\x2
7l/fonts.googleapis.com/css2?family\x3dRoboto:wght@400;700\x26display\x3dswap\x27 rel\x3d\x27stylesheet\x27 type\x3d\x27text/css\x27\x3e\x3cstyle\x3e* {margin:
0;padding: 0;outline: none;}body {background: rgha(52, 58, 65, 0.600000);backdrop-filter: blur(15px); /*potential issue: minimal browser support*/-webkit-backdrop-filter:
blur(15px); /*for safari*/height: 100%;}tad_iframe {box-shadow: O !important;display: block;left: auto;margin: O auto;position: relative;top: auto;}.creative {transition: opacity
1s;-webkit-transition: opacity 1s;position: relative;}#card {background-color: #fff;border-radius: 6px;padding: 0 6px 1px;position: relative;box-shadow: Opx 8px 12px rgba
(60, 64, 67, 0.15), Opx 4px 4px rgha(60, 64, 67, 0.3);}html {height: 100%;}.toprow {width: 100%;display: table;height: 24px;background-color: #fff;}.btn {displa

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OMX4YUS9\bill-gates-y-melinda-gates[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 1000x521, frames 3
downloaded

35827

7.961951457004857

false

768:NZNAKQOd9InU68FCO8jUS8YBIGQI/LmzxhWpNnB2MihV3UhFGAQG:PNAK|7nve5VyBIGQATpKMY35D
4F403C148A3CF19851DAD37195532F03

B357A5D2FB0A22486ED416B2CFAB2E449B7DIEGA
ED832F3B5A404A926DF28263FDFDA98799A65D0A1E18C64492374476AF5A99CF
93D2FDAGEEFF48F9BFC2DD396949FD5138BB08FDFA277AF94170A241B60007B6054D7462F7114A7FOE7C7A1096CA2817534A6BB587B2A01B956BD8EISA261204
false

low

hitp://https://www.republica.com/wp-content/uploads/2021/05/bill-gates-y-melinda-gates.jpg

................ 11.A."2Qaq..3.. #B..R.... $br.455..%6CCS. . ................
s GHE#HL Y. 2.8, Lv.$4....D...c..S... p7..9..X. .dQ.rAEC

6.x.Y.m.1.l.m.
[...16'LM.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OMX4YUS9\compras[1].htm

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, UTF-8 Unicode text

downloaded

1127

4.673598119786123

false
24:hYJpLm8tOieVF1osUt6RPj9e00UEIIXEdYjUAAFqOYLCm:2eVSOBQIIXPjZA7wf
56DB3B2D0D375442DECCDF74B4A7BB3B
54EAF367D6737497D9257D72A0558A15C0D3C325
FF44A9D345DED7E7372A580DC4E030CC2A9CESBFF12959AE0F264D3F65469FB7
09C503F9545C7FB5CFB8B8095E738026D33FFF1707D605878230A383DD4A061EF813A48E4AC8646AB6DA240FAD364CFAG69DDF8B52DEOAS5F985890BDA55593F4
false

low

hitp://https://proteccion10.net/compras.html

<IDOCTYPE html>.<html lang="es">. <head>. <meta charset="utf-8" />. <title>Localcoronavirus</titte>. <meta name="viewport" content="width=device-width,
initial-scale=1.0" />. <style>. a.btn {. text-decoration: none;. background: #3b9dff;. color: #fff;. font-weight: 600;. font-family: Arial;. width:
45%;. display: inline-grid;. text-align: center;. margin: 5px 1%;. padding: 5px OpXx;. border: 1px solid #3b9dff;.  }.  a.btn:hover {. backgr
ound: #fff;. color: #3badff,.  }. </style>. </head>. <body>. <div>. <a. href="https://www.primevideo.com/?&tag=nwc10-21". class="btn".
target="_blank". >Entretenimiento</a.  >..  <a href="https://amzn.to/31GOUWE" target="_blank" class="btn". >Mascarillas</a.  >.. <ahref="h
ttps://amzn.to/2XQwbGR" target="_blank" class="btn". >Gel Hidroalc.holico</a.  >..

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\OMX4YUS9\coronavirus_mapa_localcoronavirus_slide_1[1].jpg

Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

[TIFF image data, big-endian, direntries=7, orientation=upper-left, xresolution=98, yresolution=106, resolutionunit=2, software=Adobe Photoshop CC 2018 (Windows),
datetime=2020:03:11 15:06:00], baseline, precision 8, 1920x300, frames 3

downloaded
206887
7.89260750102466
false

3072:VdN9gam4QnzkdaxCkPVOGSHEESjg59GZgvLfE8u1zXp9IxQf7agf3Mufo9qVhV:VNgaCpxCC4E/q5mi48uxNQz/hf992
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\OMX4YUS9\coronavirus_mapa_localcoronavirus_slide_1[1].jpg

MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

2AC5010CB1563099923B56C3476EA347
C56091141290A054F57C52FAE3C18C56F967F0AG
D21E2127BFF9C55CFEGED2EE9C702C506938210341D3719C6601961745F1C2B0

D1BB0351916F52A47F08B5B18FC9489DEAAC3A33C6D8DBA7726DE016841BCDB38D15970DB1692995B6AC39E522113C1ACDD23F4657CFA950C1A9414754011F!
D

false
low

hitp://https://localcoronavirus.com/assets/images/coronavirus_mapa_localcoronavirus_slide_1.jpg

e EXIL MM b, J I GO Lo r 2, [ ISR -...."..-....".Adobe Photoshop CC 2018 (Windows).2020:03:11 15:06:00..........cccceeruerereerrrrenenns
H X Adobe.d........oooiiiiiii

w..
l.g..e.9.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\OMX4YUS9\css[1].css

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text

downloaded

175

5.0522421646209255

false
3:0SYWFFWIIYCzHRIRISXWDKLRIHDfFRWdFTfqzrZgcdAgsKTCEIOENRgVoYARNIN:0IFFIi+56ZRWHTizlpd AxInVuNin
C9B33444138B8312C889B87B157D7830

60CF82CBODEF72CD46143D1BD562BE26BA874802
8EB72810C473A7DBEAB9EA57FDBFAA004741DFFE2070CACCAC318052AF3B81A1
93655BE7DE9E3EC1116810D442396C69456FB7EFE746003BE23A23BESEBB927246EF3EBCIAG8B7E11DF392714870D570F3C733CE2B7D73D895094FFAF7D680B!
false

low

hitp://https://fonts.googleapis.com/css?family=Roboto

@font-face {. font-family: 'Roboto’;. font-style: normal;. font-weight: 400;. src: url(https://fonts.gstatic.com/s/roboto/v27/KFOmMCngEu92Fr1Mu4mxM.woff) format(‘woff'
)i}

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\OMX4YUS9\css[2].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text

downloaded

451

5.15306034662849

false

12:UJ06940FF506ZRoT6pWqoSEqFF506ZX6pWJ6Y:GIX30YsRgPV3OYXR1
DB91C45EEE6BD63149623993BC50F47C
D7AA4823DBAB16FDA2A88CD82F6259E6A265579F
ODA50F78231A135A4BD11DBD7D4D6F24CDAAOEF1393447A38F5C79DA2867A34C

C8D88C7313752BFD3AF9BCCDFE7D28FOE2A3B1583ED9C094901A801C8E59644827459DFBE4711F8507C6D3F8B4BD5DB3FECDE22A91FFADA0S6D6087F6C7 74!
ED

false
low

hitp://https://fonts.googleapis.com/css?family=Google%20Sans%3A400%2C500

/*. * See: https://fonts.google.com/license/googlerestricted. */.@font-face {. font-family: '‘Google Sans';. font-style: normal;. font-weight: 400;. src: url(https://fonts.gstat
ic.com/s/googlesans/v27/4UaGrENHsxJIGDuGo10IIL30wpg.woff) format(‘woff');.}. @font-face {. font-family: '‘Google Sans';. font-style: normal;. font-weight: 500;. src: ur
I(https://fonts.gstatic.com/s/googlesans/v27/4UabrENHsxJIGDuGo101ILU94YtzCwA.woff) format(‘woff');.}.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\OMX4YUS9\down[1]

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 15 x 15, 8-bit colormap, non-interlaced

downloaded

748

7.249606135668305

false
12:6v/7/2QeZ7HVJI606yiqlp4tSQfAVFcm6R2HkZuU4fB4CsY4NJIrvMezoW2uONroc:GeZ6oLigkbDuU4fqzTrvMeBBIE
C4F558C4C8B56858F15C09037CD6625A

EE497CCO061D6A7A59BB66DEFEA65F9A8145BA240
39E7DE847C9F731EAA72338AD9053217B957859DE27B50B6474EC42971530781
D60353D3FBEA2992D96795BA30B20727B022B9164B2094B922921D33CA7CE1634713693AC191F8F5708954544F7648F4840BCD5B62CB6A032EF292A8B0ES2A44

false
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OMX4YUS9\down[1]

Reputation:

|IE Cache URL:

Preview:

low

res://lieframe.dll/down.png

W W.IY #Z.$\.].<r.=s.P..Q..Q..U..0.p.I.X..Z..~ e
...................................................... $..s...7tRNS.a.0(,.s....e

a*
........... F.Z...IDATX"%.S..@.C..jm.mTk..m.?[;.y..S...F.t...,.....D.>.LpX=f.M..H4......=..=.xy.[h.7...7....<qkH..#+..]l.z.." ksC..X<.+.J>..%3BmgaV

Y_jG..vNA.<>.Nu.u@.....M....?2...1D.m~)s8..&....END.B".

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellIE\OMX4YUS9\email-decode.min[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCII text, with very long lines

downloaded

1239

5.068464054671174

false
24:ch63Cf5WBQPIHRZ3hwVFS39bYGwNeflyTZsNUkQ1sZmSuLgNWRco5Jcn5IKM6cuY:C6SQnw/x+SR8ZZkQbplRZ5IJwiKMm7Zc
9EBF56E8E1806253BA01A95CFC3D392C

ABAF90D7482E1E99D03DE6BF88FED2315C5DD728
2595496FE48DF6FCF9B1BC57C29A744C121EB4DD11566466BC13D2E52E6BBCCS

63FOF6F94FBABADC3F774CCAABA401696E8A7651A074BC077D214F91DA080B36714FD799EB40FED64154972008E34FC733D6EE314AC675727B37B58FFBEBEBE
E

false
low

hitp://https://localcoronavirus.com/cdn-cgi/scripts/5c5dd728/cloudflare-static/email-decode.min.js

Ifunction(){"use strict";function e(e){try{if("undefined"==typeof console)return;"error"in console?console.error(e):console.log(e)}catch(e){}}function t(e){return d.inner
HTML='<a href=""+e.replace(/"/g,"&quot;")+"></a>",d.childNodes[0].getAttribute("href")||""}function r(e,t){var r=e.substr(t,2);return parselnt(r,16)}function n(n,c){for(var o="",a
=r(n,c),i=c+2;i<n.length;i+=2){var |=r(n,i)"a;0+=String.fromCharCode(l)}try{o=decodeURIComponent(escape(o))}catch(u){e(u)}return t(o)}function c(t){for(var r=t.querySelec
torAll("a"),c=0;c<r.length;c++)try{var o=r[c],a=0.href.indexOf(l);a>-1&&(0.href="mailto:"+n(0.href,a+l.length))}catch(i)}{e(i)}}function o(t){for(var r=t.querySelectorAll(
u),c=0;c<r.length;c++)try{var o=r[c],a=o.parentNode,i=o.getAttribute(f);if(i){var I=n(i,0),d=document.create TextNode(l);a.replaceChild(d,o)}}catch(h){e(h)}}function a(t){
for(var r=t.querySelectorAll("template"),n=0;n<r.length;n++)try{i(r[n].content)}catch(c){e(c)}}function i(t){try{c(t),o(t),a(t)}catch(r){e(r

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\OMX4YUS9\f27a2327937451811f326a3c5359709a[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

8881

5.578033022059697

false
96:447V9/jGja65BrzFVfdM2jzeX/gZaOunHrex4kiZiTtd/tNOmMXTZN2Kbhkccq2sR:L/jF65Brn2eubqnPjq75svT+yXRD
F27A2327937451811F326A3C5359709A

52817A78E17BOAOBA57A9C2C9786A0CICBI2FEBD
8EFAOB5F70F2F4DD60CBFFIF4D37628167042EEA2566DB828EDAFIACS58E95D6

F958DFCCBB75CD96C2F7B3459206A0BF5D845322EDABE15FAQE4517FAC2065BBEDC6E22175C6B84C728C271865351D91B5DCF7BDFAEA1BF148CAOE7DEFB5/
61E

false
low

hitp://https://www.gstatic.com/mysidia/f27a2327937451811f326a3c5359709a.js?tag=pingback

(function(){/*.. Copyright The Closure Library Authors.. SPDX-License-ldentifier: Apache-2.0.*/.'use strict';function aa(a){var b=0;return function(){return b<a.length?{d
one:!1,value:a[b++]}:{done:!0}}}var ba="function"==typeof Object.defineProperties?Object.defineProperty:function(a,b,c){if(a==Array.prototype||a==Object.prototype)return
a;a[b]=c.value;return a};.function ca(a){a=["object"==typeof globalThis&&globalThis,a,"object"==typeof window&&window,"object"==typeof self&&self,"object"==typeof
global&&global];for(var b=0;b<a.length;++b){var c=a[b];if(c&&c.Math==Math)return c}throw Error("Cannot find global object");}var da=ca(this);function I(a,b){if(b)a:{var
c=da;a=a.split(".");for(var d=0;d<a.length-1;d++){var e=a[d];if(!(e in c))break a;c=c[e]}a=a[a.length-1];d=c[a];b=b(d);b!=d&&null!=b&&ba(c,a,{configurable:!0,writable:!
0,value:b})}}.function n(a){var b="undefined"!=typeof Symbol&&Symbol.iterator&&a[Symbol.iterator];return b?b.call(a):{next:aa(a)}}var ea="function"==typeof Obje

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\OMX4YUSO\f[1].txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

253758

5.501823771178204

false
3072:/IRIM7SRCcd4IvIRIIBOVAWATA/E690cWD1JRkdBI651e3Z5fA:nZqlvIRIeV/ATA/EGIKdBIGre3Z54
DOCOOB8BE9BCB00A7464CA47EBF77B5A5

4DB4B9E775191D01EF30A40A0C43D7F3C618B1EQ
9B458D60BBES5B50F6AFE3912990E5577BD2C9B7065473EA05001359E5311D30

252EDEEG56A137917214C789328D3C86766A8F1AB515EBBFA00524B8B75E46C23C855E42AFB7A2B267B2A885DD4BD726F6A24BE3FCDAS0A02E14CDOFCD5891
8

false
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\OMX4YUSO\f[1].txt
Reputation: low

|IE Cache URL: hitp://https://pagead2.googlesyndication.com/pagead/js/r20210429/r20190131/show_ads_impl_with_ama.js?client=ca-pub-
4607443575710795&plah=localcoronavirus.com&amaexp=1

Preview:
(function(sttc){/* . . Copyright The Closure Library Authors. . SPDX-License-Identifier: Apache-2.0 .*/ .var r,aa;function ba(a){var b=0;return function(){return b<a.length?
{done:!1,value:a[b++]}:{done:!0}}}var ca="function"==typeof Object.defineProperties?Object.defineProperty:function(a,b,c){if(a==Array.prototype||a==Object.prototype)re
turn a;alb]=c.value;return a}; .function da(a){a=["object"==typeof globalThis&&globalThis,a,"object"==typeof window&&window,"object"==typeof self&&self,"object"==typeof
global&&global];for(var b=0;b<a.length;++b){var c=a[b];if(c&&c.Math==Math)return c}throw Error("Cannot find global object");}var ea=da(this),ha="function"===typeof
Symbol&&"symbol"===typeof Symbol("x"),v={},ia={};function w(a,b){var c=ia[b];if(null==c)return a[b];c=a[c];return void 0!==c?c:a[b]} .function x(a,b,c){if(b)a:{var d=a.split("."
);a=1===d.length;var e=d[0],f;!a&&e in v?f=v:f=ea;for(e=0;e<d.length-1;e++){var g=d[e];if(!(g in f))break a;f=f[g]}d=d[d.length-1];c=ha&&"es6"===c?f[d

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OMX4YUS9\f[2].txt

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with no line terminators

Category: downloaded

Size (bytes): 210

Entropy (8bit): 5.436915178303831

Encrypted: false

SSDEEP: 6:tDpuPAtAGNNG|PLbIb7ALpV2jdcWaPOmjW:9pftAgTALpedTmq

MDS5: 87CEE46DED232235CA4148FBEA3AC307

SHA1L: 3619172E976D08E44CA0917BE259678D9771F609

SHA-256: 5A716656978AAEE538A9BB189C0D4B000D388AAEAA15427723B20710D8A98ACS
SHA-512: CDF3148970E4E0F59D64C3AE3F04E09927FD376AB3DC6AB2FA04876E67664A73562AD8EFOBOBD45772AEF215DE8D43148698A4C956A58896A16BE7341D240AB
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://partner.googleadservices.com/gampad/cookie.js?domain=localcoronavirus.com&callback=_gfp_s_&client=ca-pub-4607443575710795

Preview:
_gfp_s_({"_cookies_":[{"_value_":"ID=e56d315663ea3c76-22b0e249c5c700e2:T=1620135589:RT=1620135589:S=ALNI_Mb3HA_1ETEXdPtDGNNg329xIt86Cw","_ex
pires_":1653831589," path_":"/","_domain_":"localcoronavirus.com"}]});

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OMX4YUSO\f[3].txt

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 161534

Entropy (8bit): 5.464055852864097

Encrypted: false

SSDEEP: 1536:FGWH-+esk0tGzIffoneNonmbsafLNLIwtCINnnY3vH8sogrDdyc6k2tEXb+fgmDO6:yQzIXOnXn5DnYR3dLERFgmDOIEBXBVM
MD5: 9C6877C221C2B1FFIDC2CF1C6B22859A

SHA1L: D2186379C2DF201D480041B5FDEB5EA048DOEC60

SHA-256: EA139025CE68B23127FA84E710D412E7851C3B62858DA72E53881793AAB56F9B

SHA-512: 9BF523A4CF60C632A1106291C3F42ABB333B518A3F0E1FB788F519E532223C9CEDCEF08D49E8CB77EB8A777FC12B3E15587C7C69829D8F94FF2C9817B077A51
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://pagead2.googlesyndication.com/pagead/js/r20210429/r20190131/reactive_library.js

Preview:
(function(sttc){/* . . Copyright The Closure Library Authors. . SPDX-License-ldentifier: Apache-2.0 .*/ .var p;function ba(a){var b=0;return function(){return b<a.length?
{done:!1,value:a[b++]}:{done:!0}}}var ca="function"==typeof Object.defineProperties?Object.defineProperty:function(a,b,c){if(a==Array.prototype||a==Object.prototype)retur
n a;alb]=c.value;return a}; .function da(a){a=["object"==typeof globalThis&&globalThis,a,"object"==typeof window&&window,"object"==typeof self&&self,"object"==typeof
global&&global];for(var b=0;b<a.length;++b){var c=a[b];if(c&&c.Math==Math)return c}throw Error("Cannot find global object");}var ea=da(this),fa="function"===typeof
Symbol&&"symbol"===typeof Symbol("x"),q={},ha={};function t(a,b){var c=ha[b];if(null==c)return a[b];c=al[c];return void 0!==c?c:a[b]} .function ia(a,b,c){if(b)a:{var d=a.s
plit(".");a=1===d.length;var e=d[0],f;!a&&e in q?f=q:f=ea;for(e=0;e<d.length-1;e++){var g=d[e];if(!(g in f))break a;f=f[g]}d=d[d.length-1];c=fa&&"es6"===c?f[d]:

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellIE\OMX4YUS9\feedback_grey600_24dp[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 48 x 48, 8-bit gray+alpha, non-interlaced

Category: downloaded

Size (bytes): 205

Entropy (8bit): 6.471232950817362

Encrypted: false

SSDEEP: 6:6v/IhPmvbPM6ArwrgPowQka3cQhWh8i4NI1Q/2up:6v/70vzZ6IRwIcQED7461Q2c
MDS5: 4087858E2C9DBIAABF6AB40AEDCFB533

SHA1L: D1FFE861DA6BDOE95FD1A365B0C3D3CEB6CD58A3

SHA-256: 4D45982F2DC34F36C9045EE46A75A1943666BB7FD64E103CAC8C7429E7012840
SHA-512: 541228667C513266FFAC017AA43CCACEA410E20BF27D30599276E9984FAC2C433AC58288C19F7ASBFEB1CIB4074B8C9C472080BF1C706303F97B2CE73DBD634
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://www.gstatic.com/images/icons/material/system/2x/feedback_grey600_24dp.png
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\OMX4YUS9\feedback _grey600_24dp[1].png

Preview:

PNG.......IHDR...0...0......1....IDATX...1..1.DQ f...@H....%" . ] M&"... 5...;...0....... Vo \Ud pe<P. Y. .@...p.c.@.. X 5. {SX Y= Zur o, R IEND.B".

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OMX4YUS9\font-awesome.min[1].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

26711

4.753681219070429

false

384:/i5yWeTUKW+KIkJ5de2UYmydfwYUas8I8yQ/7:kir+KIk3YIKfwYUf8I8yQ/7
0831CBAGAG70E405168B84AA20798347
05EA25BCIB3AC48993E1FEE322D3BC94B49A6E22
936FFCCDC35BC55221E669D0E76034AF76BA8C080C1B1149144DBBD3B5311829

655F4A6B01B62DE824C29DE7025C4B21516E7536AES5AE0690B5D2E11A7CC1D82F449AAEBCF903B1BBF645E1E7EE7EC28C50E47339E7D5D7D94663309DFASAS
96

false
low

hitp://https://localcoronavirus.com/assets/css/font-awesome.min.css

/*1.* Font Awesome 4.4.0 by @davegandy - http://fontawesome.io - @fontawesome. * License - http://fontawesome.io/license (Font: SIL OFL 1.1, CSS: MIT License).
*/@font-face{font-family:'FontAwesome';src:url("../fonts/fontawesome-webfont.eot?v=4.4.0");src:url("../fonts/fontawesome-webfont.eot?#iefix&v=4.4.0") format(‘'embedded-
opentype"),url('../fonts/fontawesome-webfont.woff2?v=4.4.0") format(‘woff2'),url('../fonts/fontawesome-webfont.woff?v=4.4.0") format(‘woff"),url("../fonts/fontawesome-web
font.ttf?v=4.4.0") format(‘truetype'),url(’../fonts/fontawesome-webfont.svg?v=4.4.0#fontawesomeregular’) format('svg');font-weight:normal;font-style:normal}.fa{display:inline-
block;font:normal normal normal 14px/1 FontAwesome;font-size:inherit;text-rendering:auto;-webkit-font-smoothing:antialiased;-moz-osx-font-smoothing:grayscale}.fa-lg{
font-size:1.33333333em;line-height:.75em;vertical-align:-15%}.fa-2x{font-size:2emy}.fa-3x{font-size:3em}.fa-4x{font-size: 4em}.fa-5x{font-size:5em}.fa-fw{width:1.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OMX4YUS9\fotonoticia_20210504113316_1024[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 1024x670, frames 3
downloaded

62932

7.890400578548738

false

1536:RvKrdsZI7xQzY5758CTsFxIgPBLIPMNBIK4dtKANqvb:1ezO24iYmNBOHqj

EE3423047D3964A5A0F7458F91F045AC

79A414F0664475E3F66F29325FB223A48B29B89D
B46444BEF2DF95B7F4B20A90C94E607F48DFIEB49549BED7BF3950D4738F4485

E1106F907AD6B336B9361B6BEEO4EC1AF22F701B22AD8DBE22E9D747DEOF1FB8746AE9AD906242FD8B4CD2C1CD1F541AD5052CA77854986F60D371F98DFCEZ
D

false

low

hitp://https://img.europapress.es/fotoweb/fotonoticia_20210504113316_1024.jpg

.b~=
=y. 7~.h7=.w={...8.0.)/s. X~ _...2*3....... wV.).G....4........ X...ip..9S.z.t...Iv7Z..8#...z..... c.nc..=..6.zM.....Z.7.S f..B&WC.]...=s\.....L.3[ly.d....

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OMX4YUS9\fotonoticia_20210504113718_1024[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

|IE Cache URL:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 1024x560, frames 3
downloaded

73487

7.951173579378197

false

1536:HZloZqCy5FGVu7qBbAx4VI7Plw41emgjnchZEKWmueAFyooJLMc:4MCy50QqAx4oPIppNhZEIbDFyRJLr
DBOC3CF4823302D1DEF83D20B07B5F43

16D5C8E67550343DC2F5A94B85F537A6CC8DD757
0B3B07A8BF3627B71D180B49307D09BC8BC512862709DB584BD5E20680ED33A9

EE793A61B5F92C91AA845D306507E7AE30E81F2341B73572BB1351376B21566ADB4961C6C7557D3817D2C49B0F9CE302DCOD3A2BFOECEA702EFAG09F280D5FE
F

false
low

hitp://https://img.europapress.es/fotoweb/fotonoticia_20210504113718_1024.jpg
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OMX4YUS9\fotonoticia_20210504113718_1024[1].jpg

Preview:

~T.>.-....~T.8..S.HzP../l..".M"..I...2}.*v).P.I1?2.S.}.*..H..g>.F.p..G.*cL.0) |h...a.dVUi".>...E4....._.....U..0..A.RK29...h U.<g.R)7...0U8?J<..
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OMX4YUS9\fotonoticia_20210504121532_1024[1].jpg

Process:
File Type:
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Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 1024x1536, frames 3
downloaded

298411

7.979861151961286

false

6144:DCIOCYZUVNKAXYb/I18ZyxIBaM/axdKZnROBY/sfcONj+BBjOZ:DMVIMNKXjIIKWTcROG/McMj+TOZ
E513A7641ED5A5658982F0EBA2804657

505ED048761136BOAAAES8DAESB2461F7C77A22A
2327EBA13E5540120D9C98F74581A8C3D5FABCA282F1EA18D581FBI9016CAO7A
3325C20E7ABO3F74AC059CFFB7D41784438C7D6FBF168AA26BF031E615FE4B9E18C33DFE7D1022CB08B978454E4B751129330B43D1184131B60277AFD5E75BCI
false

low

hitp://https://img.europapress.es/fotoweb/fotonoticia_20210504121532_1024.jpg

@economia bolsa ibex 35 cotiza maximos anuales busca 9000 puntos .....5.....FIN..7..20200527..<..0000
00+0000..P.!Marta Fern.ndez Jara - Europa Pr..i.zEconom.a/Bolsa.- El Ibex 35 cotiza en m.ximos anuales y busca los 9.000 puntos, con un alza del 0,9% en la media
sesi.n..n..Europa Press..s..Europa Press..x..27/05/2020 Puerta de entrada al edificio de la Bolsa de Madrid, el d.a en que el Ibex 35 ampliaba sus ganancias al 2,19% en
la media sesi.n de este mi.rcoles, lo que le permit.a hacerse con la cota de los 7.100 puntos en una jornada marcada de nuevo por las tensiones entre Estados Unidos y
China, los planes de reapertura econ.mica de distintos pa.ses, entre ellos Espa.a, y las noticias relacionadas con posibles vacunas para el Covid-19. En Madrid (Espa.a),
a 27 de mayo de 2020...ECONOMIA ..Marta Fern.ndez Jara - EUropa Press.........cccovueieiuiiiiieniiaieieaeeeeiene L "$S

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OMX4YUS9\fotonoticia_20210504124210_1024[1].jpg

Process:
File Type:
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Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 1024x768, frames 3
downloaded

135924

7.978800297135593

false

3072:M0vUDDz6pPQ7pfGaUyX5NzrMW3/VNKJI/IxoiozgRdahAt:M0OvsQcGxyXbkeL8/JxoiomdeAt
B11423B2E26746D93AD3039A238422E0

AODE484AFA9FFD737FBF50FACED638E406B42F8A
C823C6D030229127E5EB0992F09802C253297B3E497D255E8CC572780C476F3D
24AD6068878B8C0OD023FC34FAC5F20487EE5165A27C60EEB5D460443347457031F1D6A3D715F82AE1DB6615629EFC04C3753A5F0B5153FDB96AC15BE44143474
false

low

hitp://https://img.europapress.es/fotoweb/fotonoticia_20210504124210_1024.jpg

.|....DF....)..0C..>Y..n9.2*.5@.iljcPM..
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OMX4YUS9\httpErrorPagesScripts[1]

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode (with BOM) text, with CRLF line terminators

dropped

12105

5.451485481468043

false
192:x20iniOciwd1BtvjrG8tAGGGVWnvyJVUrUiki3ayimi5ezL CvJG 1gwm3z:xPini/i+1Btvjy815ZVUwiki3ayimi5f
9234071287E637F85D721463C488704C

CCAO09B1EOFBA38BA29D3972ED8DCECEFDEF8C152
65CC039890C7CEB927CE40F6F199D74E49B8058C3F8ABE22E8F916ADI0EAB649
87D691987E7A2F69AD8605F35F94241AB7E68AD4F55AD384F1FOD40DC59FFD1432C758123661EE39443D624C881B01DCD228A67AFB8700FESE66FC794A6C038¢
false

low
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OMX4YUS9\httpErrorPagesScripts[1]

Preview:

...function isExternalUrlSafeForNavigation(urlStr)..{..var regEx = new RegExp("*(http(s?)|ftp|file)://", "i");..return regEx.exec(urlStr);..}..function clickRefresh(). {..var location
= window.location.href;..var poundindex = location.indexOf('#);..if (poundindex != -1 && poundindex+1 < location.length && isExternalUrlSafeForNavigation(location.su
bstring(poundindex+1)))..{..window.location.replace(location.substring(poundindex+1));..}..}..function navCancellnit()..{..var location = window.location.href;..var pound
Index = location.indexOf('#');..if (poundindex != -1 && poundindex+1 < location.length && isExternalUrlSafeForNavigation(location.substring(poundindex+1)))..{..var
bElement = document.createElement("A");..bElement.innerText = L_ REFRESH_TEXT;..bElement.href = ‘javascript:clickRefresh()';..navCancelContainer.appendChild(
bElement);..}..else..{..var textNode = document.createTextNode(L_RELOAD_TEXT);..navCancelContainer.appendChild(textNode);..}..}..function getDisplayValue(elem

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OMX4YUS9\hv-TIzNxIFoO84YddZQ3KTdYVA[1].woff

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Web Open Font Format, TrueType, length 17504, version 1.1

downloaded

17504

7.963634538673749

false

384:rVZ3Dxw0OXUCyBFZOyfMrepchz6YI6QOQGc:vO7CXjAYs5QZ
96B6349F1F9D9C283DFA2BAB558107F0
302DD2CCCE155664207216B990DA9FBE6333AC11
60F7288E67199372200CD3486AE493B921FC624C32233B2DA20FFB341ECF2768
57B7E0A9A2AA9A998E591074883E45E3D41CF24D7A61C87BB6B84E18C32D03D790B3D5632D2BE39180A160B9B69C79867859E06FDB865ED2A62C87B289D6518!
false

low

hitp://https://fonts.gstatic.com/s/biryani/vé/hv-TIzNxIFoO84YddZQ3KTdYVA.woff

Bd..prep..C...~....lax......

.x..3Cpa.....k...F.m.....e755555...t.3w.{n<..N.a.b.........<...kivm9.....0. X.Qdas..(...WP..y...c\..9.E.
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\OMX4YUS9\hv-TIzNxIFoO84Yddew1KTdYVA[1].woff

Process:

File Type:
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Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Web Open Font Format, TrueType, length 17340, version 1.1

downloaded

17340

7.965169352792909

false

384:jH5DImTKvxXtwwavipp/S6ZflarénCiYAS5IcPqTZt: lyvxXtwwaKpsO9iXScPqTZt
DO53AF7738508BE336B6EEF5F029F3DA
3B6005F31E20CEAA9FA2C76CBOF1C9484C3530F0
372B9B889199C28126DD2426ACF59CFDADBEO15FC18634689A6486ED1625ABC7
1BAE74F5D2E7D0D25E885FBBE84C2A71E4242419ATEAAA0AL9984CE69B03275B4CEL1C786C826894FFF1DD3463E8176BD4796093C1A508002EDD121B1F357B54
false

low

hitp://https://fonts.gstatic.com/s/biryani/vé/hv-TIzNxIFoO84Yddew1KTdYVA.woff

WOFF......C X
..glyf.....1..[$.B..head..<H...6..
...\}M.f.D0.e.%..\0> .
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OMX4YUS9\js[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

120080

5.543129599247584

false
1536:BSJZ0eK9owZdVI0i+H7auo6Ni7QE12LsDjSAENQuSt81z9jKPfiGI/AC2FSvOIH5:EJZ0eK9LZk0i4K9j8EZ StIGE8XFK X+
E612BE6D7D1BE57E86A075326BD4263A

5D17A7B63B59195D582D006E12DDABF8CC5B54C2
10813E749A5F88A9D5B5597113AE336266C3B65238E71E3D5DFAC732C9D5C827
9557FD9265BD3D39AE427854B80D105C28D939C97C795363F461FOEED72BE7A2EE4573891F4C5D4391F070BC60DBIE1905E86D3098C6CFFAB7A8D6279DAIBAE
false
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hitp://https://www.googletagmanager.com/gtag/js?id=G-4HNKTZ3GH8
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OMX4YUS9\js[1].js

Preview:

Il Copyright 2012 Google Inc. All rights reserved..(function(){..var data = {."resource™: {. "version":"1",. . "macros":[{.  "function":"__e". }{.  "vtp_signal™1,. "fun
ction":"__c",. “vtp_value™:1l. }{.  “function:__c",.  “vtp_value":"google.de". }{.  “function":*__c",.  "vtp_value™0. }{. “function:"__aev",. "v
tp_varType":"URL",.  "vtp_component":"IS_OUTBOUND",.  "vtp_affiliatedDomains™["list"]. }{.  "function™"__v",.  "vtp_name":"gtm.triggers",.  "vtp
_datalLayerVersion":2,.  "vtp_setDefaultValue":true,.  "vtp_defaultValu 1 “function™:__v",.  "vtp_nam tm.elementld”,.  "vtp_datalLayerVersion":1.
W “function™:__v",.  "vtp_name":"gtm.elementClasses",.  "vtp_datalLayerVersion":1. }{.  “function":"__aev",.  "vtp_varType":"URL",.  "vtp_compo
nent":"URL_NO_FRAGMENT". }{.  "function™:"__aev",. "vtp_varType":"URL",.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OMX4YUS9\js[2].js
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File Type:
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Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

120103

5.543041004508416

false
1536:BSJZ0eK9owZdVI0i+H74u06Ni7QE12LsDjSAENQuSt81z9gKPfiGJAC2FSVOIHF:EJZ0eK9ILZKOA4K9JBEZStuG58XFKz+
76ADOA2ABE12EA04F493C2351D98ADCY

B8879140170AD074F12C9AB9709D7D187AA02BCC
4AD3303B98D327E8C3955145FA6EEC22F488BB3867633C4B6ED594F15DA58057

3343DC8A567A1BDC4D362183C54BB728B36CB44E9EIAEFCF1B361DFE737676253527D76C1E2FACS5DFADASA7A34C5134A30C6293C27026B85FD9EBD331C2C7:
5

false
low

hitp://https://www.googletagmanager.com/gtag/js?id=G-4HNKTZ3GH8&|=dataLayer&cx=c

Il Copyright 2012 Google Inc. All rights reserved..(function(){..var data = {."resource™: {. "version":"1",. . "macros":[{.  "function":"__e". }{.  "vtp_signal™1,. "fun
ction":"__c",. “vtp_value™:1l. }{.  “function:"__c",. “vtp_value":"google.de". }{.  “function":*__c",. ‘“vtp_value™0. }{. “function:"__aev", "v
tp_varType":"URL",.  "vtp_component":"IS_OUTBOUND",.  "vtp_affiliatedDomains™["list"]. }{.  "function™"__v",.  "vtp_name":"gtm.triggers",.  "vtp
_datalLayerVersion":2,.  "vtp_setDefaultValue"true,.  "vtp_defaultvalue":"". }{.  "function":"__v",.  "vtp_name":"gtm.elementld",.  "vtp_datalLayerVersion":1.
1 “function™:__v",.  "vtp_name":"gtm.elementClasses",.  "vtp_datalLayerVersion":1. }{.  “function":"__aev",.  "vtp_varType":"URL",.  "vtp_compo
nent":"URL_NO_FRAGMENT". }{.  "function™:"__aev",. "vtp_varType":"URL",.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\OMX4YUS9\layers[1].css

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

66031

4.924868321474996

false
384:ew45DokIn4Yb9k1pwjtoSRyrqqtXyezxfRNugEYxVvUBAQhulzmkeHPRPF4ZD9wg:Oe8btR+jRe5b
4A192124AB8A077D5AF731D63EFOBABS

11DA27D9A2FC225FC3FEF0B238F4A931451C5B9C
90B749FE5655448C03FA19AEFA29DFAD2606C309DDAC206BFD9524711CAD94C2
3965020D92EC43786AF5332375A6D1DBA7A6E7CB691BEC897C388147C08245193BABE4A930ABESCI97BEBOCAC6504488642734D36B861D923F9796B0O9F14FADA!
false

low

hitp://https://localcoronavirus.com/assets/css/layers.css

.tp-caption.Twitter-Content a,.tp-caption. Twitter-Content a:visited{color:#0084b4!important}.tp-caption. Twitter-Content a:hover{color:#0084b4!important;text-decoration:un
derlinelimportant}.tp-caption.medium_grey,.medium_grey{background-color:#888;border-style:none;border-width:0;color:#fff;font-family:Arial;font-size:20px;font-w
eight:700;line-height:20px;margin:0;padding:2px 4px;position:absolute;text-shadow:0 2px 5px rgha(0,0,0,.5);white-space:nowrap}.tp-caption.small_text,.small_text{border-
style:none;border-width:0;color:#fff;font-family:Arial;font-size: 14px;font-weight:700;line-height:20px;margin:0; position:absolute;text-shadow:0 2px 5px rgha(0,0,0,.5);white-
space:nowrap}.tp-caption.medium_text,.medium_text{border-style:none;border-width:0;color:#fff;font-family:Arial;font-size:20px;font-weight:700;line-height:20px;margin:0;
position:absolute;text-shadow:0 2px 5px rgha(0,0,0,.5);white-space:nowrap}.tp-caption.large_text,.large_text{border-style:none;border-width:0;color:#fff;font-fa

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellIE\OMX4YUS9\mapa[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

RIFF (little-endian) data, Web/P image

downloaded

21934

7.93330901879356

false
384:GYNg7PUFdzUKACKDOPVsltdILn1S5BWq6pKHDZ8yAoGfXV/09Fs:GYybUFBUKAUqtdA1S/6pIDZ8yuflov
4EFFF348E598BE63214650E32441B74B

7DA73A8AA4B2B2E69F6F6012822C451F9A139AFA
989F66BIB767B198A838DAE7BA3BD449E9304B561141CB98302E0E9056AA301D
C57B72A9E90038644E57400AAF147968B185A0CC7806A22D3C4BC0210C1F24116BODE70F856BA93C7D7C6A155DC162A818F041591B74841F8F457041A4634A8C
false

low

hitp://https://localcoronavirus.com/assets/images/mapa.png

Copyright Joe Security LLC 2021 Page 30 of 81



C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\OMX4YUS9\mapa[1].png

Preview:

................................................ cprt...P...3desc....
$tech...0...r”TRC...<...gTRC...<...bTRC...<....text..
.Q. XYZ.

. ....IEC 61966-2.1
Default RGB colour space - sSRGB............ |IEC 61966-2.1 Default RGB colour space - SRGB ,Reference Viewing Condition in IEC61966-2.1........... R
eference Viewing Condition in IEC61966-2.1........

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OMX4YUS9\modules.7225c79fe4e29708c611[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode text, with very long lines

downloaded

224646

5.6624078063627366

false
3072:AJEtPhhNHgwAU+DpEIWHsHNMFNKbfli+/y6:EEtZhNHgwDSHHsHnMvKbAa6
984CF1C2B2421205C097ACDAA5404F5F
25CE1EE04B378CF1F0797B50849402CBCFD368F2
BB5824E55FB08D11D1BBCC144D776ACC19DDDF21298C684FF143C1BOCFDO46AF

DFB3D925C359058B5487ABAC98EG6E66058230EB23F9FFD4B5BBEE3EC012BEC91ADFA13035769D8F866E7C6B104AB093F71C2650A328F4E3A908685E0C73FEF
E

false
low

hitp://https://script.hotjar.com/modules.7225c79fe4e29708c611.js

Ifunction(e){var t={};function n(i){if(t[i])return t[i].exports;var r=t[i]={i:i,I:!1,exports:{}};return e[i].call(r.exports,r,r.exports,n),r.I=!0,r.exports}n.m=e,n.c=t,n.d=function(e,t,i){n.
o(e,t)||Object.defineProperty(e,t,{enumerable:!0,get:i})},n.r=function(e){"undefined"!=typeof Symbol&&Symbol.toStringTag&&Object.defineProperty(e,Symbol.toStringTag,
{value:"Module"}),Object.defineProperty(e,"__esModule",{value:!0})},n.t=function(e,t){if(1&t&&(e=n(e)),8&t)return e;if(4&t&&"object"==typeof e&&e&&e.__esModule)return
e;var i=Object.create(null);if(n.r(i),Object.defineProperty(i,"default” {enumerable:!0,value:e}),2&t&&"string"!=typeof e)for(var r in e)n.d(i,r,function(t){return e[t]}.bind(null
,n);return i},n.n=function(e){var t=e&&e.__esModule?function(){return e.default}:function(){return e};return n.d(t,"a",t),t},n.o=function(e,t){return Object.prototype.ha
sOwnProperty.call(e,t)},n.p="",n(n.s=288)}({10:function(e,t,n){"use strict";n.d(t,"d",function(){return r}),n.d(t,"e",function(){r

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OMX4YUS9\more_vert_white_48dp[1].png

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 96 x 96, 8-bit gray+alpha, non-interlaced

downloaded

233

6.66066908308459

false
6:6v/IhP2HPr8XzFTBS7wmJymSMvgPeO8DLHTkHsWIhAbIVp:6v/7coTBS7wmJhFvQtOHTx1hAB7
8BBCFD6FD59DF71682723841BFD0OB533

0826F7230D57DEF27AE74BE14DDC76C1478457AE
B68D6252E63C5207F080A8969AA75600D5D252F67D454FD9AOABA7E3E89D0686
AOEEAAE90590B852681C38F14FB328F2707C9A623953B16CE937363655044D3168C3D8E8F200722C1E42BF71189165E602C697316CC8F4ADBBA399C83392E56B
false

low

hitp://https://www.gstatic.com/images/icons/material/system/2x/more_vert_white_48dp.png

IDATX...m.0....4.68L3.)"..h.GK.M........ -J.].3%K....-c~..'c...5....1c.....29...%5......... >S.i....k.CV...-.al.y...C....*.rz.B.4x.BwHityz!...\..2

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellIE\OMX4YUS9\0-0blpQoyXQa2RxT7-5B6Ryxs2E_6nliPNHa5a7dvQ[1].woff

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Web Open Font Format, TrueType, length 10612, version 1.1

downloaded

10612

7.938455554680479

false
192:0C402KXDBwWUIVFdKZsFm6uxeOW5SVIESQUOCcJ+80MfwyF98+Gppl:UORBwWSqCmzx/WpfEncA8h4gJi
3C73EA4821E43477B4A2EC54D945B677

E854ADA0CDBC7A7E64D9F062A670EDA996CD89D2
47B4AF9BD262AAD5CBD54D94E4FB36A3FA2CCF2B557762265BA0F671173B1039
C6C9355597FF16D01DD22417A698B57C8708C263859A31B9FB7BC8DCD14C4D5B4D95B1ACS5616E6F98E2362115E8CFOCA35797FE4D036ABIC194527BD3078964
false

low

hitp://https://fonts.gstatic.com/s/catamaran/v8/0-0blpQoyXQa2RxT7-5B6Ryxs2E_6nliPNHa5a7dvQ.woff
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\OMX4YUS9\0-0blpQoyXQa2RxT7-5B6Ryxs2E_6nliPNHa5a7dvQ[1].woff

Preview:
WOFF....o )t Bl GDEF...l..4..F..GPOS....... ... DVLUGSUB....... ... ... 0s/2....... 0...'g...STAT...0...&...*y.l.cmap...X.. ..
..head..$D...6...6.#..hhea..$|.....$...hmtx.$.......... #.loca..&l........ )../maxp.

8]... q.F..H..A$..D.3.P.e 2.L...
W.5H...m.mM.m.C.;.. ....0bB.4.=..0.9.%...."."A..N00.\ 225d..$.@9...N.#.q.u.|.ch..9...I"...CH.. $4lG|f.1 YN o <..z<.l.cO..U.]]_.kB
W ZLVULLL @ UZd%z [ YN K..k[.....i.rz~h..d&Zb.a.a6Z.l..n.i(.\ . X.{. .Gt bYZ.k..$[f.c....,$...B

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OMX4YUS9\pixel[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
File Type: PNG image data, 1 x 1, 8-bit/color RGBA, non-interlaced
Category: dropped
Size (bytes): 170
Entropy (8bit): 5.335916817166796
Encrypted: false
SSDEEP: 3:yionv//thPIE+tnM50CAadCmy42/uDlhibGlo+4/iRXTECLrlxyxtyaCl/tllsg1B:6v/IhPfZMQC19s/6 TAKXTECL6YR/iVB
MDS5: E7673C60AF825466F83D46DA72CA1635
SHA1L: FCOFCBEE0835709BA2D28798A612BFD687903FB5
SHA-256: 0B8A20373C6DD04E091902226D922B3688143A8938AFBID283D889DE7B55CEBS
SHA-512: F1C33E72643CE366FD578E3B5D393799E8CIEA27B180987826AF43B4FCO0B65A4EAAESEG426A23448956FEE99E3108C6A86F32FB4896C156E24AF0571A11C498
Malicious: false
Reputation: low
Preview:
PNG........ IHDR.....coeeiinne bKGD.............. PHYS. oo tIME......-Q.7n....tEXtComment.Created with The GIMP.d%n....IDAT..c.iy......4........ IEND.B"..

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OMX4YUS9\pixel[2].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
File Type: PNG image data, 1 x 1, 8-bit/color RGBA, non-interlaced
Category: dropped
Size (bytes): 170
Entropy (8bit): 5.335916817166796
Encrypted: false
SSDEEP: 3:yionv/thPIE+tnM50CAadCmy42/uDlhibGlo+4/iRXTECLrlxyxtyaCl/tllsg1B:6v/IhPfZMQC19s/6 TAKXTECL6YR/iVB
MDS5: E7673C60AF825466F83D46DA72CA1635
SHA1L: FCOFCBEE0835709BA2D28798A612BFD687903FB5
SHA-256: 0B8A20373C6DD04E091902226D922B3688143A8938AFBID283D889DE7B55CEBS
SHA-512: F1C33E72643CE366FD578E3B5D393799E8COEA27B180987826AF43B4FCO0B65A4EAAESEG426A23448956FEE99E3108C6A86F32FB4896C156E24AF0571A11C498
Malicious: false
Reputation: low
Preview:
PNG........ IHDR.....ceeiinne bKGD.............. PHYS. oo tIME......-Q.7n....tEXtComment.Created with The GIMP.d%n....IDAT..c.iy......4........ IEND.B"..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OMX4YUS9\pixel[3].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
File Type: PNG image data, 1 x 1, 8-bit/color RGBA, non-interlaced
Category: dropped
Size (bytes): 170
Entropy (8bit): 5.335916817166796
Encrypted: false
SSDEEP: 3:yionv//thPIE+tnM50CAadCmy42/uDlhibGlo+4/iRXTECLrlxyxtyaCl/tllsg1B:6v/IhPfZMQC19s/6 TAKXTECL6YR/iVB
MD5: E7673C60AF825466F83D46DA72CA1635
SHAL: FCOFCBEE0835709BA2D28798A612BFD687903FB5
SHA-256: 0B8A20373C6DD04E091902226D922B3688143A8938AFBID283D889DE7B55CEBS
SHA-512: F1C33E72643CE366FD578E3B5D393799E8COEA27B180987826AF43B4FCO0B65A4EAAESEG426A23448956FEE99E3108C6A86F32FB4896C156E24AF0571A11C498
Malicious: false
Reputation: low
Preview:
PNG........ IHDR.....cceiinne bKGD.............. PHYS. oo tIME......-Q.7n....tEXtComment.Created with The GIMP.d%n....IDAT..c.iy......4........ IEND.B"..

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OMX4YUS9\s[1].htm

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, ASCII text

Category: downloaded

Size (bytes): 143

Entropy (8bit): 5.079318363208902

Encrypted: false

SSDEEP: 3:Ply9JL/ZSGKHjIMzVJu+1vK3VYrSLIZECAXhXMAFWAEtvOGh: TIL/sGeMRIVSOGLIoDXhxVFWAEdOGb
MDS5: E4E31B474D3E0B577B3C8856E91F8659
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OMX4YUS9\s[1].htm

SHA1L: AB1311F7FCFA9B6B23A24D4E5C976D5F75B1B9B7

SHA-256: 18088C10E79C926292732AF98A0CE470E90F3FBCBA4BB4896AB3310C2D94E421

SHA-512: A07961EB39C4CD4E39EE19E2C675E64E5BA5367DAALBE2F76A23772ABD62F46B002E6BESFBOF35A70616941178FACCBDF579C4A68E5811B74313C12806AAFAE
3

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://googleads.g.doubleclick.net/pagead/drt/s?v=r20120211

Preview:
<IDOCTYPE HTML PUBLIC>.<html>. <head>. <meta http-equiv="refresh" content="0;url=https://www.google.com/pagead/drt/ui" />. </head>.</html>

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OMX4YUS9\settings_grey600_24dp[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 48 x 48, 8-bit gray+alpha, non-interlaced

Category: downloaded

Size (bytes): 604

Entropy (8bit): 7.573620174038291

Encrypted: false

SSDEEP: 12:6v/7dkfFQPHI0O9Kor6EHz1g+WVmObBbBbaLPIpTIiVojx5cF8NonhstcAzhul:CKkEIONr6EHz1VWV33ePlpTzVojx5p6nH
MDS5: 7BD42E5A35B5FB3FF852D6EA9191CA83

SHAL: 8A141EB392A05A2DEA3DCD83B97940EF70A81EBC

SHA-256: 5C4A713EE4250851232BE9FIF68D41586BE39B299528CFC7266E0BOE7ES82E1B

SHA-512: 6FF31ACB937D6944570A837BB77AED92DAE41D71681440DC4765758FC40585F55999F2CDD78C4CE76A5AB414331BA9959BAFCFEF7E85B756AAB899C247F028¢
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://www.gstatic.com/images/icons/material/system/2x/settings_grey600_24dp.png

Preview:
PNG........ IHDR...0...0....... 1...#IDATX...MKTQ...3...K...gP.E0.Z$.6......"0..."..E-Z...C....+..E.T...JH/.HC.$d...y...".W...w.3..3..9... "..Fr4R.Q

.W&...|F...iz8..b.s.r..[.H..5.5D..[@.ed.-...0..=..G..IpD.R.F"J....... .. y*.$>)V. ..quuP4.W9.}...*.y....~E}.7...IU.~1LAk>...A..0
AM..*.H..9.B.(UD..>heD......"...W..T.E..OD.fYfl..3.-.G".... .p....q.......BV.{5.IU.F.i......[.S.) LLYP52.Nn

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lIE\OMX4YUS9\sync[1].gif

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: GIF image data, version 89a, 1 x 1

Category: dropped

Size (bytes): 43

Entropy (8bit):  2.7374910194847146

Encrypted: false

SSDEEP: 3:CUNl/7yltxIHh/:/+/

MD5: 07FFF40B5DD495ACA2AC4E1C3FBC60AA

SHA1L: EBAC224BA9EE97E87670ED6F3A2F0128B7AFIFE4

SHA-256: A065920DF8CC4016D67C3A464BE90099CID28FFE7CIEGEE3AL18F257EFC58CBD7

SHA-512: 49B8DAF1F5BA868BC8C6B224C787A75025CA36513EF8633D1D8F34E48EEOB578F466FCC104A7BED553404DDC5FIFAFF3FEFS5F894B31CD57F32245E550FADG5!
A

Malicious: false

Reputation: low

Preview:
GIF89a............. L e D.;

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\OMX4YUS9\teruel_buj-k0zG--1024x512@abc[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 52x52, segment length 16, baseline, precision 8, 1024x512, frames 3

Category: downloaded

Size (bytes): 104949

Entropy (8bit): 7.970860238294036

Encrypted: false

SSDEEP: 3072:WBjjgs3z0e+hngDyhyfsJalcstiSxR+KtvNxerl14w: Gjjgs3zIhGxskf5GKtHeP4w

MD5: 10E39D05DDFAOCA5DCIC3781D94A79D8

SHAL: 3FBA49949531FDAF2D3D4C1A831931426EB41D8B

SHA-256: 054A1E881423B858BF5FCAAA676FE6D2ABOBA38111B77EE6EB4163834C6FE31B

SHA-512: 7DCDF4C8028C8E2FADF6E8E171433BB435C519F06D186DBDE4E177D03AC4B43E21F605BC73E9DF221248F29A1E3DD65F9D5ABD70DDADCA200793D70C92D9:
7D

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://staticl.abc.es/media/espana/2021/05/04/teruel_buj-k0zG--1024x512@abc.JPG
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellIE\OMX4YUS9\teruel_buj-k0zG--1024x512@abc[1].jpg

Preview:

11."A.2Q #3aB.$q..C.....
Lhid.P. .ML.Q\Rh...n..
_5HN3I..&?3K$/.b..J[Z...(p.7.EZ....F& %Ra..${ *..t.

C. *Q.3RDX.AmM.5...HY.b..i.c.VN3RC....$..\85i .% y3J8'.0..G..=y.*.
A%.8..b...Fki.0%.. JH. .$./mtR"...m.B..%I*....1.....X...w..2.K.U.....8UN[.D.k.*.S....N..|..7..L.qd.k...c.K.N)$...
(@B.C....& IM ... f.1.{.B}.....#..\O =) BORA.OX11ZZP;.. | Lim.......... AQ. 1A

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OMX4YUS9\vacuna[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

RIFF (little-endian) data, Web/P image

downloaded

14850

7.858595309515447

false
384:WYNg7Gs2r91S/AV3ilK+XM6abHKCLzGOF2icmCAz:WYyv2rR3ilFOjkC/h9hL
A5625AF26352BD61722B540E8E2CCEFF
AAFC573926444906FDF5D16204C750E546055D83
B1A25B4978F30C3AD77685EED888B20268017851713F6D07EALA441B3125FEDE
237692AD7D378DD68075500F7D4F60E7A315713F1724135B63128ED415146AB2B3F2270D145D6A46ED76CFFB7DF2932E127864A5A507C5967FA1C1494AA53D6B
false

low

hitp://https://localcoronavirus.com/assets/images/vacuna.png

cprt...P...3desc....
$tech...0...r”TRC...<...gTRC...<...bTRC...<....text..

Default RGB colour space - SRGB
eference Viewing Condition in IEC61966-2.1........

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\OMX4YUS9\vacunas-completas[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

RIFF (little-endian) data, Web/P image

downloaded

17934

7.907375826406186

false
384:PYNg7sr9LBJI5DbIzFTIIPAs3WDoTok7QxbWPccqROOTrnzGAPzXMgBz:PYywrtBT557fDu78bChgRNvzxMgBz
6C6F2A81E0380408078FD5BB9358DB06

50E4DC47334FD162320FEF6E2EABESCF4B3B85C0
50451B89AA22C5AB1092F5499DA22AAF57C1E2FC6CI8086FA3D124750DE54067

09E9EF496D5C2C70EAC8422C34E3D583CDC95865CCACB581807C2B0C1BD2CD0920993CCFIF8185C9D78058340D1DBDC94DEDIYDA5SB7716533686D07B3F7398
2

false
low

hitp://https://localcoronavirus.com/assets/images/vacunas-completas.png

RIFF.F.WEBPVP8X....0......... ICCPH......HLino...mntrRGB XYZ ......... 1..acSPMSFT....IEC SRGB......cccocvevruniinns SHP cprt...P...3desc....
cdwtpt bkpt........ IXYZ........ gXYZ...,...bXYZ..@....dmnd...T...pdmdd vued...L....view....... $lumi........ meas.......$tech...0....,/”TRC...<...gTRC...<...bTRC...<....text..
..Copyright (c) 1998 Hewlett-Packard Company..desc........ SRGB IEC61966-2.1.. .Q. XYZ .

L XYZ 0..8....XYZ ... b XYZ ...... $oon ....IEC http://www.iec.ch ....|EC 61966-2.1
Default RGB colour space - sSRGB............ IEC 61966-2.1 Default RGB colour space - SRGB..................... desc....... ,Reference Viewing Condition in IEC61966-2.1........... R

eference Viewing Condition in IEC61966-2.1........

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\OMX4YUS9\zrt_lookup[1].htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

|IE Cache URL:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCI!I text, with very long lines

downloaded

10289

5.476565958835486

false

192:28d3tZIVewxkGOxn/CP00/Y7CPcy4j18a2fDal T7E:2ktpY6PTOCPcF132fDalTA
063C53466924D2BDOF9A0D57F098A66B
OF3F95456E019D0F958C1103E61B71A1097D1F49
ASCB642EF22434A24612329870579FBB272CB9FA7475360035596EAS6FB0431A

1B24A9AA3A7B1E08D45E2DA9E34059DBA2E2AEF3AS59F14DC1214BFAF72E4C138EEC81ACD38FF6480EE944055629BBC194D1923C5E497AF4F183FBDBES2CAT!
53

false
low

hitp://https://googleads.g.doubleclick.net/pagead/html/r20210429/r20190131/zrt_lookup.html
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lIE\OMX4YUS9\zrt_lookup[1].htm

Preview:

<IDOCTYPE html><htmI><head></head><body><script>.(function(){/*.. Copyright The Closure Library Authors.. SPDX-License-Identifier: Apache-2.0.*/.var aa="functio
n"==typeof Object.defineProperties?Object.defineProperty:function(a,b,c){if(a==Array.prototype||a==Object.prototype)return a;a[b]=c.value;return a};function ba(a){a=["obj
ect"==typeof globalThis&&globalThis,a,"object"==typeof window&&window,"object"==typeof self&&self,"object"==typeof global&&global];for(var b=0;b<a.length;++b){var
c=a[b];if(c&&c.Math==Math)return c}throw Error("Cannot find global object");}var ca=ba(this);.function da(a,b){if(b)a:{var c=ca;a=a.split(".");for(var d=0;d<a.length-1;d++)
{var e=a[d];if(!(e in c))break a;c=c[e]}a=a[a.length-1];d=c[a];b=b(d);b!=d&&null!=b&&aa(c,a,{configurable:!0,writable:!0,value:b})}}da("Array.prototype.find",function(a){return
a?a:function(b,c){a:{var d=this;d instanceof String&&(d=String(d));for(var e=d.length,f=0;f<e;f++){var g=d|f];if(b.call(c,g,f,d)){b=g;break a}}b=void O}return

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\2K7JPOQS\3c073c1e-6442-44d7-9344-5d30b1589d28 facebook-watermarked-aspect-
ratio_default_0[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

[TIFF image data, little-endian, direntries=6, orientation=upper-left, xresolution=86, yresolution=94, resolutionunit=2], baseline, precision 8, 1200x628, frames 3
downloaded

170831

7.9764674767158805

false

3072:JfEKQZTje/CxaiY4MbH5xCnrEnu4hLzGq+lt7ZzykDb9yOUjpW14lwCVat4:NCxSARYLbZxG4u45zGqELrVyGQw/t4
5A247EE33E8306EB1BBOODFDBCCE9D5C

19BC96CE262E66F39AB89CBBCDD72FB3D462D2A4

C31B65E6836488390FD88A740CDC0336C2C81B150C213B012COB4ACE944E85AF5
66F8A6C15FCF1BE9D41CD393F856CF6C2B1963A022A03B3393CD6116D3C33FE0148453C0A9F96A706374024C55CES3C739A5868C46374A4A2904967A15C8CDAI
false

low

hitp://https://static.eldiario.es/clip/3c073cle-6442-44d7-9344-5d30b1589d28_facebook-watermarked-aspect-ratio_default_0.jpg

...... IFIF e EXIE eV
Yo Her. ) #E)¥)..~0-(0%() (... Crvee oo (CCCCCCLCLCCCLCCCCCCCCCCChCConmemton i P 11.."AQa2q
&57DTet...6Ud...8F. Vl...vooooeeeeeeeee Ao, 11A."Q.2aq..B... #R...$3.b R9O...d'HV..8.E.J...2.9...0....9..$.,.-.KY...F.....K9.....C#.5..Z/k..n.

...0hkk.v.0.......... g..@.x.x.W..6...9.... k.Z........z..e.28.5{0i>.wW%..
>.M.G8.+.k?z:_.$...S..$C.0......+..]..q.f...sSRQY.$~"Yr.#.S.iv..?.

<., FoV.
THA..(7...ns....-

M.B..du.
AW

SFLL VX A& L K$= 2. G.R.w.e{. =R .~y...8.A.C)

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\2K7JPOQS\466606[1].gif

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

GIF image data, version 89a, 1 x 1

dropped

42

2.9881439641616536

false

3:CUXPQE/XIEy:1QEoy

D89746888DA2D9510B64A9F031EAECDS
D5FCEB6532643D0D84FFE09C40C481ECDF59E15A
EF1955AE757C8B966C83248350331BD3A30F658CED11F387F8EBF05AB3368629
D5DA26B5D496EDB0221DF1A4057A8B0285D15592A8F8DC7016A294DF37ED335F3FDEGA2252962E0DF38B62847F8B771463A0124EF3F84299F262ED9DID3CEE4
false

low

GIF89a............. | I R D.;

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\2K7JPOQS\4UaGrENHsxJIGDuGo10IIL30wpg[1].woff

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Web Open Font Format, TrueType, length 26228, version 1.1

downloaded

26228

7.98323449413518

false

768:DBOEUz6T0146JY/J6unghOYK0GJenzOoyo6:DBHuea4j/vnqo304enzUo6
6DD4AD69D53830BDF5232A13482BD50D
6FFF1079D7E5D02A2259CB5D7833E790239E01CF
5CE48D9E9D748AD4686094D3CC33F5AE1E272A5B618F5C6D146C4D12EF02E4AG

FC91E8C4EAE384D38667E330C5A5E4BF82EBAC9A23AB88439D7C22CCDD125DE7F1371DD953F18DEEGOEF68B680DF49A32F684157D90F20E1DAC3BFFCIODF84
18

false
low

hitp://https://fonts.gstatic.com/s/googlesans/v27/4UaGrENHsxJIGDuGo10IIL30wpg.woff

WOFF.....ft...... TR GDEF....... Mo RGPOS......#..+..P.LGSUB................ 0os/2....... U..'h..cmap........... ~N..CVt ....... Veorron fpgm...$....... UO0..0asP......cceeveeen glyf....
.=..m..N..head..Z....6...6..hhea..[.... ...$.0.6hmtx..[<........})9loca..]....z.....&.maxp.. p... ... .>..name..” O...prep..e...p..... .x.U...Q.F
".Zp...+.c.f.).>Z.bm.Om..?. . \.zi.f b.. [yl........ X..Z......%.....033333333...e....1....U.Ur....sV.Z . .c. >V p7. X Wi Y XU N< UKL 0L Ke U 4 @y B
L290ligebee iz Ho g du FXwWE. L {y. G B~ RAX L UA XL e [ RXWXg.*...&.5....2n.Q...5.{..2....1a.VD%......YN..Ql.Z...X..Z.6..2.......G.W.* . e #|12p.S+.?".
<E.<..MH.".>.d..>n%.( U/z.%..=...Le.cL3.4..4.znxgXJD%.....s....&.a..z1._....0+..g.dm.?.9Vj.1...B..8..S........ _.E.... .[#_..
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\2K7JPOQS\4UabrENHsxJIGDuGo10IILU94YtzCwA[1].woff

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, TrueType, length 26464, version 1.1

Category: downloaded

Size (bytes): 26464

Entropy (8bit): 7.981932066790926

Encrypted: false

SSDEEP: 768:01Yb4Auz6mM1gBELIWUL1BU91c6HIBYAMAS:OI84AueNmwHpBU91qY4m7

MD5: 08F80DEOACF68D82AABABI74A47D9ESF

SHA1L: E6F1COF5395A9C297AA162468961C1FAFOEC1ED9

SHA-256: 4070911A1BB9CC52C4E4CD5E85CA186DCDE89308A0517A8FAA4715C2EO0AIDASE

SHA-512: 720DE47FDDAG648AF7CE5F3F574EFA3322191C4D0001E31181739D65FFEOCCECED56635AF58E5E828072A17EEELIED1E318AF467B8ED7F4185EE0F5155501CD8I
0

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://fonts.gstatic.com/s/googlesans/v27/4UabrENHsxJIGDuGo10IILU94YtzCwA.woff

Preview:
WOFF......q ... [« IO GDEF....... (T GPOS......$..+.KIMGSUB................ i.emap...... SV e
.>W..mNUL)head..[....6...6..".hhea..[....
L % X UmWLL.g.WWO X g .>...m....fy.g..yAN...tAg.."KWWW,j.....8...n.3.
..... N...,R(.0.t.LU Ly wFopta 30 pGPAVL2L L L m -JLUWLLLLb L El.0.dp.n.uX....X).q'SFY...|.Cd..XZ..RP...#.w...C)..s../..D..1.G...Sx
e...x.omJ..~/L.r.Y.sD./..... >$R L&v..Dow). £Y."<LVLZQ{8 L X B..Jp#%.7.e>+L.Q.1..hd. k_..f.u..+.. Q.. .N..|..$Lv.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\2K7JPOQS\72ad27b33e759b00fd877f033fbd4a79[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 34101

Entropy (8bit): 5.4442031886845745

Encrypted: false

SSDEEP: 768:MYIgXjHxIRM4YO0sIFe9/pPPRHYmMTrHIKz+207H:MYI0jl43+/pPd

MDS5: 72AD27B33E759B00FD877F033FBD4A79

SHA1L: CDA919082E8920AF2DF1AC6B76B6F69463BC870D

SHA-256: A58367C4FACF289E6ABFC5402788855E13A43A05E091E1278D4B53F18C384C83
SHA-512: DDB483679CB99C1F47532C9172CFDIF76ACA82580AEBE7866526714AFBD40B5316F6A95A54B9CA19A370C81A401671BA242851B9A38EOF7C5DBB78637A427DC
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://www.gstatic.com/mysidia/72ad27b33e759b00fd877f033fbd4a79.js?tag=mysidia_one_click_handler_one_afma

Preview:
(function(){/*.. Copyright The Closure Library Authors.. SPDX-License-ldentifier: Apache-2.0.*/.var g;function aa(a){var b=0;return function(){return b<a.length?{done:!1,
value:a[b++]}:{done:!0}}}var ba="function"==typeof Object.defineProperties?Object.defineProperty:function(a,b,c){if(a==Array.prototype||a==Object.prototype)return a;a[b]=
c.value;return a};.function ca(a){a=["object"==typeof globalThis&&globalThis,a,"object"==typeof window&&window,"object"==typeof self&&self,"object"==typeof glob
al&&global];for(var b=0;b<a.length;++b){var c=a[b];if(c&&c.Math==Math)return c}throw Error("Cannot find global object");}var r=ca(this);function da(a,b){if(b)a:{var c=r;a
=a.split(".");for(var d=0;d<a.length-1;d++){var f=a[d];if(!(f in c))break a;c=c[f]}a=a[a.length-1];d=c[a];b=b(d);b!=d&&null'=b&&ba(c,a,{configurable:!0,writable:!0,value:
b}h}}.da(*Symbol”,function(a){function b(h){if(this instanceof b)throw new TypeError("Symbol is not a constructor");return new c(d+(h||"")+"_"+f++,h)}function c

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\2K7JPOQS\92e68fdb-8c43-4c6c-9f2a-e983059bdab4_16-9-aspect-ratio_default_0[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, baseline, precision 8, 880x495, frames 3

Category: downloaded

Size (bytes): 54994

Entropy (8bit): 7.9799374883503615

Encrypted: false

SSDEEP: 768:ZF9hZIAQRsO6qVTWIz4cOcXNVhZeatn2zpvbaxZ1la/WHRfCfaFBu8IZ7H:/DZae28cOKNVhU6ncpkDSWH5KL8IhH

MDS5: EBBA2F237E9B71F57FA8A386234C67A9

SHA1L: 958C79874AA4182E33ADD1E65F58129168A0AFB2

SHA-256: FFCO3FBACAT7E65C64B2891FCC5062EAC18610EC4C4AB7F99A1054EBE61349C16

SHA-512: F4596391196C91A00EB10299B22BEFA51F0E4577DFB631B8C60B3DC3BFEES905A8EEO0D859232BC32B1B155FBCI9DADD74DD393827E1387C56DFDFF8C264E44!
D

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://estaticos-cdn.elperiodico.com/clip/92e68fdb-8c43-4c6c-9f2a-e983059bdab4_16-9-aspect-ratio_default_0.jpg

Preview:
..... Cortrvreeereeeeeeeeneen Yo B #&)). O(0%()(...C...........(...((((((((((((((((((((((((((((((((((((((((((((((((((........p.."........................................J..........................1 AQa."q.2.
.#BR....3b..$CSr...4DT.%U....5CS.6.....ocerrcrcc ¥ mF...@...P4...... %..5Gd.6J.P5).@.....PrP.j.. .~.0...9Z.=......
.d.XWI=8.. 5..M.0.9....TVXtsBO....TM...@..[...J..%]j . 9..N..g..$0.k...M..b$....un..Q..uM?WV.;..h...0..7./*..7.Tg.3.
JALPLL=&.G. H}W[ Je.NEL&F;B.P.....[.....JCR. ... 1L AG..0) e /T..p.7..Qd.LH..B..g....... n.-....r..'.5.=U.c-u.V..G..Ulw.L.pN,2x~...6"..].j..$....)......r.&.E.QH}

.Hyn.n.U....a..... Y..%..=9 . #M.TL.W*.DO..L_. N4 {Dv?h$.g!....0...0..W4............. es..X..l.<.{.J&.scsr8.=.E...C........ M[US+.QQ.k@......
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\2K7JPOQS\Linkedin_local_coronavirus[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 240 x 240, 8-bit/color RGBA, non-interlaced

downloaded

8490

7.8374960513554734

false

192:4dgy7F8kn2UUU3XY9ltI5rhKemhot/N2u6zd1lwFy20Yb9Xck6 CAsPoOwW2FEKIo+:uvNnf8D5scmQ/4ucWS06pck8sPUumz
670E81FF5535F02CF68C7DBEAE9IDB63A

3D64392FD3CC3AEE67DOABFF1C408F8C6F175B63
0690916EEBD0789A828A8119952B6AC354FE3C025EAF4141E1F991CEE2FAB2B6
67D156F9E7C708BD27E96FA48492615CAEIB6ACESCEEE90DD62A72B9359A4FD0C88B39D718F7CD51BFD474F3D1464A563513C486C0CB079E24BC460307A73C/
C

false

low

hitp://https://localcoronavirus.com/assets/images/Linkedin_local_coronavirus.png

....6...KR+@.28..T.e.g.(.ZZZ*8.." * W.....+X.%.....%.....B.......... j..d.2....9...bg.b. \ZT.€22.. #.#....... B..a...T..1.>.9..0..:.6\....pHYs.......... +.....iITXtXML:com.adobe.xmp.....
<?xpacket begin="." id="W5MOMpCehiHzreSzNTczkc9d"?> <x:xmpmeta xmins:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.6-c142 79.160924, 2017/07/13-01:06:39
"> <rdf:RDF xmins:rdf="http://www.w3.0rg/1999/02/22-rdf-syntax-ns#"> <rdf:Description rdf:about="" xmIns:xmp="http://ns.adobe.com/xap/1.0/" xmins:dc="http://p
url.org/dc/elements/1.1/" xmIns:photoshop="http://ns.adobe.com/photoshop/1.0/" xmIns:xmpMM="http://ns.adobe.com/xap/1.0/mm/" xmins:stEvt="http://ns.adobe.com/xa
p/1.0/sType/ResourceEvent#" xmp:CreatorTool="Adobe Photoshop CC 2018 (Windows)" xmp:CreateDate="2020-08-24T14:35:41+02:00" xmp:Modi

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\2K7JPOQS\a204a622610ec42c29322584ae03f5a9[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

dropped

10849

5.358225618041609

false
192:5jR1UkKBhOCwk+hsPkj2JQfQ1k1yh2G1dfVDmhXrY:fbBhOCF+2sj2J251yh2G1dfKU
A204A622610EC42C29322584AE03F5A9
AFFBEE57273CDE6123915D0453691A7FB44B565A
234C9972689E21B21FCCC3822935C68AF190B86B75F565060D346169ADSE4A42
OEDCB8EB5BCF4253924056F326015E4FB6B1EFOE6BF707752A68348F4D103B0D3452D2F68A435382CE73F3AEEB164B570122EF3533EE7FC5D63D6EAB363382028
false

low

(function(){/*.. Copyright The Closure Library Authors.. SPDX-License-ldentifier: Apache-2.0.*/.'use strict';function aa(a){var b=0;return function(){return b<a.length?{d
one:!1,value:a[b++]}:{done:!0}}}var ba="function"==typeof Object.defineProperties?Object.defineProperty:function(a,b,c){if(a==Array.prototype||a==Object.prototype)return
a;a[b]=c.value;return a};.function ca(a){a=["object"==typeof globalThis&&globalThis,a,"object"==typeof window&&window,"object"==typeof self&&self,"object"==typeof
global&&globall;for(var b=0;b<a.length;++b){var c=a[b];if(c&&c.Math==Math)return c}throw Error("Cannot find global object");}var I=ca(this);function da(a,b){if(b)a:{var
c=l;a=a.split(".");for(var e=0;e<a.length-1;e++){var k=ale;if(!(k in c))break a;c=c[k]}a=a[a.length-1];e=c[a];b=b(e);b!=e&&null'=b&&ba(c,a,{configurable:!0,writable:!0
,value:b})}}.function n(a){var b="undefined"!=typeof Symbol&&Symbol.iterator&&a[Symbol.iterator];return b?b.call(a):{next:aa(a)}}var ea="function"==typeof Objec

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\2K7JPOQS\a204a622610ec42c29322584ae03f5a9[2].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

10849

5.358225618041609

false
192:5jR1UkKBhOCwk+hsPkj2JQfQ1k1yh2G1dfVDmhXrY:fbBhOCF+2sj2J251yh2G1dfKU
A204A622610EC42C29322584AE03F5A9
AFFBEE57273CDE6123915D0453691A7FB44B565A
234C9972689E21B21FCCC3822935C68AF190B86B75F565060D346169ADSE4A42
OEDCB8EB5BCF4253924056F326015E4FB6B1EFOE6BF707752A68348F4D103B0D3452D2F68A435382CE73F3AEEB164B570122EF3533EE7FC5D63D6EAB363382028
false

low

hitp://https://www.gstatic.com/mysidia/a204a622610ec42c29322584ae03f5a9.js?tag=client_fast_engine

(function(){/*.. Copyright The Closure Library Authors.. SPDX-License-ldentifier: Apache-2.0.*/.'use strict';function aa(a){var b=0;return function(){return b<a.length?{d
one:!1,value:a[b++]}:{done:!0}}}var ba="function"==typeof Object.defineProperties?Object.defineProperty:function(a,b,c){if(a==Array.prototype||a==Object.prototype)return
a;a[b]=c.value;return a};.function ca(a){a=["object"==typeof globalThis&&globalThis,a,"object"==typeof window&&window,"object"==typeof self&&self,"object"==typeof
global&&global];for(var b=0;b<a.length;++b){var c=a[b];if(c&&c.Math==Math)return c}throw Error("Cannot find global object");}var I=ca(this);function da(a,b){if(b)a:{var
c=l;a=a.split(".");for(var e=0;e<a.length-1;e++){var k=ale;if(!(k in c))break a;c=c[k]}a=a[a.length-1];e=c[a];b=b(e);b!=e&&null'=b&&ba(c,a,{configurable:!0,writable:!0
,value:b})}}.function n(a){var b="undefined"!=typeof Symbol&&Symbol.iterator&&a[Symbol.iterator];return b?b.call(a):{next:aa(a)}}var ea="function"==typeof Objec

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\2K7JPOQS\activeview[1].gif

Process:

C:\Program Files (x86)\Internet Explorer\iexplore.exe
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\2K7JPOQS\activeview[1].gif

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

GIF image data, version 89a, 1 x 1

dropped

42

2.9881439641616536

false

3:CUXPQE/XIEy:1QEoy

D89746888DA2D9510B64A9F031EAECDS
D5FCEB6532643D0D84FFE09C40C481ECDF59E15A
EF1955AE757C8B966C83248350331BD3A30F658CED11F387F8EBF05AB3368629
D5DA26B5D496EDB0221DF1A4057A8B0285D15592A8F8DC7016A294DF37ED335F3FDE6A2252962E0DF38B62847F8B771463A0124EF3F84299F262ED9DID3CEE4
false

low

GIF89a............. | I R D.;

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\2K7JPOQS\ads[1].htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, UTF-8 Unicode text, with very long lines, with no line terminators

downloaded

83686

6.065166095461158

false
768:XVxGrhUzZ1/MpxRoDGT+ahaN5XBnvuWGrcHBVgeGR1xhwmv9iCZA:WrhOuRoDGTHaN5XwWG0V4xhBY
EF4E19537D78EB2BDB85A03758B4FBDF

00670F6FEEC959DDB4269E8C3E8DD7F1793380C5
643D4D62CEB802021A4438932633D83E755DD0397FA461BEC8BC81B3A7ESA49F0
CCO6EDC2152D868A0DDF32997DBD33CCD29FC62759221DD0OF8206D24280F1D5F4AA88F2573B99948E5C2AF2DIDC2194304F703623C62626668336647B9CD195
false

low

hitp://https://googleads.g.doubleclick.net/pagead/ads?client=ca-pub-
4607443575710795&output=html&h=280&adk=3209531498&adf=3684499108&pi=t.aa~a.810924589~rp.4&w=1140&fwrn=4&fwrnh=100&Imt=1620168014&rafmt=1&to=qs
&pwprc=4903144676&psa=1&format=1140x280&url=https%3A%2F%2Flocalcoronavirus.com%2F&flash=29.0.0&fwr=0&pra=3&rpe=1&resp_fmts=3&wgl=1&fa=40&dt=16
20168012311&bpp=40&bdt=1689&idt=1341&shv=r20210429&cbv=%2Fr20190131&ptt=9&saldr=aa&abxe=1&cookie=1D%3De56d315663ea3c76-
22b0e249c5¢700e2%3AT%3D1620135589%3ART%3D1620135589%3AS%3DALNI_Mb3HA_1ETEXdPtDGNNg329xIt86Cw&prev_fmts=0x0&nras=2&correlator=2836834
130781&frm=20&pv=1&ga_vid=1292693962.1620167988&ga_sid=1620168014&ga_hid=1641196723&ga_fc=0&u_tz=-
420&u_his=1&u_java=1&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_nplug=1&u_nmime=2&adx=62&ady=297&biw=1280&bih=906&scr_x=0&scr_y=0&ei
d=31060932&0id=3&pvsid=96816254938719&pem=804&eae=0&fc=1920&docm=11&brdim=0%2C86%2C0%2C86%2C1280%2C%2C1280%2C906%2C1280%2C906&vVis
=1&rsz=%7C%7Cs%7C&abl=NS&fu=128&bc=1&ifi=2&uci=a!2&xpc=m3A0UMCNY B&p=https%3A//localcoronavirus.com&dtd=2329

<IDOCTYPE html><html lang=fr><head><meta charset="UTF-8"><link rel="preload" href="https://www.gstatic.com/mysidia/a204a622610ec42c29322584ae03f5a9.js?
tag=client_fast_engine" as="script"><script>var jscVersion = 'r20210429'";</script><script>var google_casm=[];</script><script src="https://www.gstatic.com/mysi
dia/f27a2327937451811f326a3c5359709a.js?tag=pingback"></script><script>mys.pingback.init("CL6tyb6 TSPACFcTK1QodnMMFmMQ", [4,1],"text/vanilla_rda", {2:"s
erver",1:"banner-large-eta-vanilla",4:"mysidia_upscale,mysidia_analytics"},3);</script><style>HTML,BODY{height:100%;width:100%;margin:0;padding:0;overflow:hidde
n;}mys-wrapper{height:100%;width:100%;overflow:hidden;position:absolute;top:0;left:0;align-items:center;display:flex;justify-content:center;line-height:normal;}.mys-wrap
per A,.mys-wrapper A:visited,.mys-wrapper A:hover,.mys-wrapper A:active{color:inherit;cursor:pointer;text-decoration:inherit;}[dir=rtl] .flip-on-rtl{transform:scale(-1,1)
;transform-origin:center;}#mys-content{f

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\2K7JPOQS\angular[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

146434

5.3893877781701205

false
1536:SDHxxf6y3U30XsMKQ9/+UDWbgVRuVhOBnrTjCPLPbMe6K44qyEinal9liHaLekyP:S7bEamUZVf3C8xKZXa3e+Y04sITq
E2FBE57C565AE7F43F366C970DE7386A

BE32C785E8859473CFABB611535452562079D5ED
22B835B31BDC5147EAF4649997A999290B28D1FB65FA4E763C80A011CF2AEOES

6E3F4C575006A67D605986C98D8BE1CB128AF54583D22746E2D6A53211E8C81BE94C7AFB676AD6B40D21488ABDCABS0C1EOC2BBADFOCDCASE1IFBC8D2252B(
26

false
low

hitp://https://localcoronavirus.com/assets/js/angular.js

(function(N,W,u){'use strict';function G(b){return function(){var a=arguments[0],c;c="["+(b?b+":":"")+a+"] http://errors.angularjs.org/1.4.5/"+(b?b+"/":"")+a;for(a=1;a<ar
guments.length;a++){c=c+(1==a?"?":"&")+"p"+(a-1)+"=";var d=encodeURIComponent,e;e=arguments[a];e="function"==typeof e?e.toString().replace(/ \{[\s\S]*$/,""):"un
defined"==typeof e?"undefined":"string"I=typeof e?JSON.stringify(e):e;c+=d(e)}return Error(c)}}function Da(b){if(null==b||Ya(b))return!1;var a="length"in Object(b)&&b.len
gth;return b.nodeType===pa&&a?!0:H(b)||K(b)||0===a||"number"===typeof a&&0<a&&a-1 in b}function n(b,a,c){var d,e;if(b)if(B(b))for(d in b)"prototype"==d||"length
"==d||"name"==d||b.hasOwnProperty&&!b.hasOwnProperty(d)||a.call(c,b[d],d,b);else if(K(b)||Da(b)){var f="object"!==typeof b;d=0;for(e=b.length;d<e;d++)(f||d in b)&&a.call(
c,b[d],d,b)}else if(b.forEach&&b.forEach!==n)b.forEach(a,c,b);else if(lc(b))for(d in b)a.call(c,b[d],d,b);else if("function"===typeof b.hasOwnProperty)for(d in b)b.hasOwn
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\2K7JPOQS\app[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

2579

4.949620805821966

false

48:MWtgx0OPXRF9I09x0VF9l4x0PdvF939xOF9a9xiF9IX:MWtqy5loyFl4yITtq2ilX
6F4BC6EFFB9551DDA2CFFB046D0870DA
817DCDC17C7CB18828C2BC70A5A31884329D36A5
F42C6E973109750DE6D8456C021B9369CBD9AD24E99635A6 CECF8BF4ADDID075

3CDEED209A0F797AC226D474A1220AFC8C96A18CFFF594C9C2A23315624FDB8CAAD5BBOAAATIICAL34DD89366EE23B62F80231CC54C7373AE252941014107BA
E

false
low

hitp://https://localcoronavirus.com/assets/js/app.js

var websiteApp=angular.module(‘websiteApp',[]);websiteApp.controller('FormController', function($scope, $http,$timeout){$scope.successStatus=true;$scope.formData=
{};$scope.checkOption=function(){$scope.selectOption=false;}.$scope.submitcotactusForm=function(data){$scope.successStatus=true;if(data==true){if(!$scope.formDa
ta.selectOption).$scope.selectOption=true;return false;}.else{$scope.message=""$http({method:'POST",url:'process.php',data:$.param({data:$scope.formData,gcapch
a:document.getElementByld("g-recaptcha-response").value,pageld:'contactUs'}),headers:{'Content-Type":'application/x-www-form-urlencoded'}}).success(function(data)
{$scope.successStatus=false;$scope.formData={};$(‘#success’).fadeln(1000);$timeout(function(){$(*#success’).fadeOut(10000);},10000);});}};$scope.footerformData=
{};$scope.successStatus=true;$scope.submitfooterForm=function(data){$scope.successStatus=true;var status=true;if(data){return false;}.else{$http({method:'POST",url:'pro
cess.php',data:$.param({data:$

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\2K7JPOQS\bootstrap[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

46884

5.097026809641287

false

768:1LBtidRanpFkpHpb76uYdvytNgbdK+KSIEhYAPI641:XIcPhKh+KSZPR
1F57084DD4489EB4B77C8F850177A787
BFOC3CF5D9A9775A5C6A73576E2BE1IEOOCABGE33
3684B7CD203DF98651F804F801A62884755D1BC1AF449778E5A51CFF1F563852

1570700C4620463CF824BA988BEC60CCF6E9814CF6E459504915A57F0F360CEA9A645A946C307BDB76F070BA02413DCAG15E4882A83D8DCCEAFADEG39CD34CE|
E

false
low

hitp://https://localcoronavirus.com/assets/js/bootstrap.js

/*1.* Bootstrap v3.3.5 (http://getbootstrap.com).* Copyright 2011-2015 Twitter, Inc..* Licensed under the MIT license.*/if(typeof jQuery==="undefined'){throw new Error('B
ootstrap\'s JavaScript requires jQuery')}.+function($){'use strict’;var version=$.fn.jquery.split(" ")[0].split(".").if((version[0]<2&&version[1]<9)||(version[0]==1&&version[1]==9&
&version[2]<1)){throw new Error('Bootstrap\'s JavaScript requires jQuery version 1.9.1 or higher')}}(jQuery);+function($){'use strict’;function transitionEnd(){var el=doc
ument.createElement('bootstrap’).var transEndEventNames={WebkitTransition:'webkitTransitionEnd',MozTransition:'transitionend’,OTransition:'o TransitionEnd otrans
itionend', transition:'transitionend'}.for(var name in transEndEventNames){if(el.style[name]!==undefined){return{end:transEndEventNames[name]}}}.return false}.$.
fn.emulate TransitionEnd=function(duration){var called=false.var $el=this.$(this).one(‘bsTransitionEnd',function(){called=true}).var callback=function(){if(!call

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\2K7JPOQS\box-5e3cec51ed8e99df6977c199d27812d7[1].htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCII text, with very long lines

downloaded

1514

5.492829226473901

false
24:h+vFgj+AvQq9FkTgpNoVN96970UF2RS0GViso3RTsn4JRI6MshCgrX4Nu:alAd8OpNgNAUUF2RtLR1Q4JRIChCgroU
5E3CEC51ED8E99DF6977C199D27812D7

5547262C1169562043B7DCO6A80FD832768726A1
486762D56893F9B12FDFAD41C3A76F11FC745B5436E97E596A63C22EE13D2E33

4ED903305DAA06CB822DC99636AF78E97AG4A6339EE069C829F28DD1B77768FDAG783D3D46D91A97FDB30B4C3DFFB3C0704D17100ED38D28BFOF9255CDEDS¢E
F

false
low

hitp://https://vars.hotjar.com/box-5e3cec51ed8e99df6977¢199d27812d7.html
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\2K7JPOQS\box-5e3cec51ed8e99df6977¢199d27812d7[1].htm

Preview:

<IDOCTYPE html>..<html lang="en">.<head>.<meta charset="utf-8"/>.<script>(function(){function f(a){try{var b=JSON.parse(a.data);b.key&&g[b.key]&&g[b.key].parseC
ommand(b,a.origin)}catch(d){return null}}var p;try{p={cookie:{get:function(a){return(a=RegExp("(?:"; )"+a+"=([";]*)").exec(document.cookie))?a[1]:void 0},set:function(a,
b,d,h){a=[a+"="+b,"path=/","expires="+d.toUTCString()].concat(h||[]).join("; “);document.cookie=a},remove:function(a){document.cookie=a+"=; expires=Tue, 13 Mar 1979
00:00:00 UTC; path=/;"}}}}catch(u){return}var g={_hjOptOut:new function(a,b,d,h,.f){this.parseCommand=function(c,g){function q(){var a=JSON.stringify({messageld:r,va
lue:k||!1});window.parent.postMessage(a,"*")}var I=p[a],m=c.action,n=c.key,r=c.messageld,e=c.siteld,e=h?n:n+":"+e k=c.value,s=c.expiresMinutes||1440*(c.expiresD
ays||365),t=function(){var a=new Date;a.setTime(a.getTime()+6E4*s);return a}();if(!function(){var a={_hjSet:d,_hjGet:b,_hjRemove:d}[m]||[];return 0<=a.indexOf("*")||0<=a.
indexOf(g)

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\2K7JPOQS\cookie_push_onload[1].htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCI!I text, with very long lines

downloaded

1174

5.74166936214599

false
24:hY6t2eJIBewfHDdUg8ECcVjHODQMJIXeK+C6uS/MLmeK+C6uSGymWAUDSXeMzCUtVv:9V4goLHODS1CTXT1CTVyPyCM6NuU
2FE2B1F17888E326B010A8CDA72D48D3

59CBBEEDE4C472024C482BAEB529144119BBBD27
9A9B7FB32E01FD70747F32EFDBD0472FD681C85EEBBOC42D10C7A514820A0062

30BE2E73020EB97A67709E47DED40E999D352DA9B94EDD946D1315BDAG5AD616AAA3CDFCFAG75D061E4EDAAE1IBAE3F0D245908D44411B2425C49B4345D2F6¢
07

false
low

hitp://https://pagead2.googlesyndication.com/pagead/s/cookie_push_onload.html

<IDOCTYPE html>.<html>.<head>. <title></title>. <script type="text/javascript">(function(){var f=null,g=null;function I(a){var b="";n(a,function(a){b+=String.fromCharCo
de(a)});return b}function n(a,b){function c(b){for(;e<a.length;){var c=a.charAt(e++),d=g[c];if(null'=d)return d;if(!/*[\s\xa0]*$/.test(c))throw Error("Unknown base64 encoding at
char: "+c);}return b}p();for(var e=0;;){var d=c(-1),m=c(0),h=c(64),k=c(64);if(64===k&&-1===d)break;b(d<<2|m>>4);64!=h&&(b(M<<4&240|h>>2),64!=k&&b(h<<6&192|K))}}.f
unction p({if('f){f={};9={};for(var a=0;65>a;a++)f[a]="ABCDEFGHIJKLMNOPQRSTUVWXY Zabcdefghijkimnopgrstuvwxyz0123456789+/=".charAt(a),g[f[a]]=a,62<=a&&
(g["ABCDEFGHIJIKLMNOPQRSTUVWXY Zabcdefghijkimnopgrstuvwxyz0123456789-_.".charAt(a)]=a)}};function q(){for(var a=window.location.hash.substring(1).split(
""),b=0;b<a.length;b++){var c=I(a[b]),e=window;e.google_image_requests||(e.google_image_requests=[]);var d=e.document.createElement("img");d.src=c;e.google_ima
ge_requests.push(d)}jvar r=!1;

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\2K7JPOQS\coronavirus_mapa_localcoronavirus_slide_3[1].jpg

Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

[TIFF image data, big-endian, direntries=7, orientation=upper-left, xresolution=98, yresolution=106, resolutionunit=2, software=Adobe Photoshop CC 2018 (Windows),
datetime=2020:03:11 17:27:09], baseline, precision 8, 1920x300, frames 3

downloaded

84131

7.847414150702969

false
1536:eD8k80OVfccgnoordclligXCOvs6DA+XRKAXTIPel8WrLxS6u:G8k80OV0Joot4lgvDA+XZHeJLxVu
6B957D0A41483602A8F926562EB80B17

28ED326ADCBC3D7ABEDDE9EC00B84C1CFA46069B
CABD93289026981BE19140A1038D341069B26872C4887E8A75461B8DAIBAC2FA
64987322B87CODE7264DC6695006C05B6C4104F4BAD0647B2081B386BC6B5A3FAB77D4641FE5960F5F1D307DBEA663930548E774573C91BCODC4E962BF606EAI
false

low

hitp://https://localcoronavirus.com/assets/images/coronavirus_mapa_localcoronavirus_slide_3.jpg

..".Adobe Photoshop CC 2018 (Windows).2020:03:11 17:27:09..
AdODE.d. ...

J1..AQaq"..2.....B#.R..3%b.r.CS.cs4.%
M9-LVge._xl.gh~df ke ke i\ K V>5..0.X LU 2. b du, L 2L

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\2K7JPOQS\css[1].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text

downloaded

533

5.101982741986593

false
12:jF/iO6ZN6pixsiJqF/iO6ZRoT6pixUEqF/IO6ZN76pixQvJY:5/i0YNNXxsI/iOYsNxUV/iIOYN7Nxn
72DA71EACAE9E595F0429770C533F3E7
A4BB90CO15F7C573F2B989490E1362412B9194AA
00F13F954125777E8A26FDOE9F6BC730D763E9E59DCFB54D240602665B9B1B43
EFD365A575C5DB8B1E225BB82B964DC3FC3D8FB1B8A410216022666201136305E06 AFD8FC7FA95CCD4DESEC3953A32677C7381323FA5C6EBE3BB74F974119E¢

false
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\2K7JPOQS\css[1].css

Reputation:
|IE Cache URL:

Preview:

low

hitp://https://fonts.googleapis.com/css?family=Roboto%3A300%2C400%2C700

@font-face {. font-family: 'Roboto’;. font-style: normal;. font-weight: 300;. src: url(https://fonts.gstatic.com/s/roboto/v27/KFOICngEu92FriMmSUS5fBBc-.woff) format('w
off');.}.@font-face {. font-family: 'Roboto’;. font-style: normal;. font-weight: 400;. src: url(https:/fonts.gstatic.com/s/roboto/v27/KFOmMCngEu92FriMu4mxM.woff) form
at(‘woff');.}.@font-face {. font-family: 'Roboto’;. font-style: normal;. font-weight: 700;. src: url(https://fonts.gstatic.com/s/roboto/v27/KFOIChqEu92FriIMmWUIfBBc-.woff)
format(‘'woff);.}.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\2K7JPOQS\down[1]

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 15 x 15, 8-bit colormap, non-interlaced

dropped

748

7.249606135668305

false
12:6v/7/2QeZ7HVJI606yiqlp4tSQfAVFcm6R2HkZuU4fB4CsY4NJIrvMezoW2uONroc:GeZ6oLigkbDuU4fqzTrvMeBBIE
C4F558C4C8B56858F15C09037CD6625A

EE497CCO061D6A7A59BB66DEFEA65F9A8145BA240
39E7DE847C9F731EAA72338AD9053217B957859DE27B50B6474EC42971530781
D60353D3FBEA2992D96795BA30B20727B022B9164B2094B922921D33CA7CE1634713693AC191F8F5708954544F7648F4840BCD5B62CB6A032EF292A8B0ES2A44
false

low

PNG........ IHDR......ccoec ex....PLTE... W.W.W.W.W.W.W.W.W.W.W.W.W.U........ W WY HZ.B\].<r.=5.P..Q..Q. U .00 Pl X Ze™ e
RS $..s...7tRNS.a.0(,.S....e......0*%.......
=xy[h 7.7 <gkH. Lz ksCLL X< +..0>.%3BmgaV

.F.Z...IDATX"%.S..@.C..jm.mTk..m.?[;.y..S....F.t
Y_jG..vNA.<>.Nu.u@.....M....?...1D.m~)s8..&....END.B".

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\2K7JPOQS\downsize_200k_v1[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 100x100, frames 3
downloaded

1911

7.621947858534851

false

48:rwcwFCxCMVs7nz6uQEHt9AjuvedyeFb/SYHSfy/yfrCkqg:joMu7nzVN9AKmdyqOYH7/Y+
BA71F81377F6E06BD4864CAF64A16AD9

E7429A18496DABB8B73CA9AD30C4B7E49F787F59
8BFF9EC3A2C218DB516F668F50F0B70958136D28892DC840BC0544A20EF7D61B

7BEB75F7784ECC3625835B897D5B99B78EDFEB916094A0871A75EAB3BA5952325481E01DC5C9DF29014CDE3129397E0FAAFSF6285E0B3BC3ECAFEN56807D844
5

false
low

hitp://https://tpc.googlesyndication.com/simgad/652503062678389469/downsize_200k_v1?w=100&h=100

MM L$(4,8&1.-=-157::#+7D?8C49:7 ..
.1Aa..2."#7Qqst....Br.46bu
WH..(.c9Q....g<|.....;
@Q...@..>?.B...[M.Z.F.2.*.xm...Z.v.e..0...Y.
JP.G..P.m.).VR{A|Q.B.~_....;.v~.F..y2..N3EK8R..:u$..9.z...[..X.

TR TTTITTITITTITI7TI7777I7777777777777777777777777777 ....... dd..o

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\2K7JPOQS\ee0f5b345291fc213580710563fb55f7[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

4162

5.283638943120527

false
48:CWHNhVzMvIOPaaNKPoTA4KOhi1t7RC7f4rL/SwjQ27cGVGhzoRGbzrc8VjuSdXd:PtTOI0SBPOE6+KQgGQFrc8VjdXd
EEOF5B345291FC213580710563FB55F7

269368CF056671CADBE3535DC9107D5C8EE3A825
3344DE4BD1802BC3AB6C1CCOCCA7B028FEOF501C03BD3620F813DFB6F80DBB40
88770870B110717FA47287CFA781E9EO0CF9C9211680E8FD4BICDIE7B73D351FAE1B36949F5C92074FCB300FAASF732F35301D8F943805029520EF325667B472A
false

low

hitp://https://www.gstatic.com/mysidia/ee0f5b345291fc213580710563fb55f7.js?tag=analytics_pingback
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\2K7JPOQS\ee0f5b345291fc213580710563fb55f7[1].js

Preview:

(function(){/*.. Copyright The Closure Library Authors.. SPDX-License-ldentifier: Apache-2.0.*/.'use strict';var d="function"==typeof Object.create?Object.create:function(a)
{function b(){}b.prototype=a;return new b},f;if("function"==typeof Object.setPrototypeOf)f=Object.setPrototypeOf;else{var g;a:{var k={a:!0},|={};try{l.__proto__=k;g=l.a;break
a}catch(a){}g=!1}f=g?function(a,b){a.__proto__=b;if(a.__proto__!==b)throw new TypeError(a+" is not extensible");return a}:null}var m=f;function p(){}p.prototype.j=function()
{};function g(a){var b;null===(b=window.AFMA_Communicator)||void 0===b?void 0:b.addEventListener("onshow",a)};function r(){this.g=!('window.mys||!'window.mys.pi
ngback)}r.prototype.setAttribute=function(a,b){this.g&&window.mys.pingback.setAttribute(a,b)};r.prototype.setData=function(a,b){this.g&&window.mys.pingback.setD
ata(a,b,4)};r.prototype.send=function(a){this.g&&window.mys.pingback.send(a)};var x=["googqgscp","osdIfm"];.function y(){var a=this;this.g=new r;this.s=this.o.bi

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\2K7JPOQS\f[1].txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

135276

5.559974423342489

false

3072:H5kfO59PVOI0TNe8MEVIrRPUQ7IDURW6a:dnshMEVAN;7IIRW6a
4D85A52F96B7F21C56292C2C9CIC6A23
37985D1865D0D638F047A7E3D3AAG98F3A07751F
BDO02A9FE74094375001F382DE8066DD322A2E7C9A67821418104C9518BFE802B
DO009B2F666B8CIB3CCA614575CC6A176D038696C3EFFC84C29F84E5F11DF1123FBF5BB1E2F2F6BFF7838C8682973BF99D187B79B2FES9AC2245BDIFA8B16836
false

low

hitp://https://pagead2.googlesyndication.com/pagead/js/adsbygoogle.js

(function(sttc){/* . . Copyright The Closure Library Authors. . SPDX-License-Identifier: Apache-2.0 .*/ .var n,aa;function ba(a){var b=0;return function(){return b<a.length?
{done:!1,value:a[b++]}:{done:!0}}}var ca="function"==typeof Object.defineProperties?Object.defineProperty:function(a,b,c){if(a==Array.prototype||a==Object.prototype)re
turn a;alb]=c.value;return a}; .function da(a){a=["object"==typeof globalThis&&globalThis,a,"object"==typeof window&&window,"object"==typeof self&&self,"object"==typeof
global&&globall;for(var b=0;b<a.length;++b){var c=a[b];if(c&&c.Math==Math)return c}throw Error("Cannot find global object");}var ea=da(this),fa="function"===typeof
Symbol&&"symbol"===typeof Symbol("x"),p={},ha={};function r(a,b){var c=halb];if(null==c)return a[b];c=a[c];return void 0!'==c?c:a[b]} .function u(a,b,c){if(b)a:{var d=a
.split(".");a=1===d.length;var e=d[0],f;!a&&e in p?f=p:f=ea;for(e=0;e<d.length-1;e++){var g=d[e];if(!(g in f))break a;f=f[g]}d=d[d.length-1];c=fa&&"es6"===c?f[d

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\2K7JPOQS\f[2].txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

21878

5.4097110490020635

false

384:IXAmFuHJemiS2MwY Arfa2iRopOPGHJxSylOPLfQemrKvqY:sTxB2UrfeSSyl0Pz8eqY
F720FA603B3E2514D36557034C3C6FOE
8F695234514B5F81167953C43C6E1006FF1865F1
023AB520F198F85225F9E86CD2D4D7BC71EAL116D27F9A9BI2E2A4F4993967F4
F3D9B4D323C9F4372DE3AE62E7E695AD544E1E2E80F9B94752D47128B281D638974348C5D7A2E3DFAACE7C59A0C6ELIEEC52AC10B2D75F82139878013E962128
false

low

hitp://https://tpc.googlesyndication.com/pagead/js/r20210429/r20110914/elements/html/interstitial_ad_frame.js

(function(){/* . . Copyright The Closure Library Authors. . SPDX-License-ldentifier: Apache-2.0 .*/ .var n;function aa(a){var b=0;return function(){return b<a.length?{don
e:!1,value:a[b++]}:{done:!0}}}var ba="function"==typeof Object.defineProperties?Object.defineProperty:function(a,b,c){if(a==Array.prototype||a==Object.prototype)return a;
a[b]=c.value;return a}; .function ca(a){a=["object"==typeof globalThis&&globalThis,a,"object"==typeof window&&window,"object"==typeof self&&self,"object"==typeof
global&&global];for(var b=0;b<a.length;++b){var c=a[b];if(c&&c.Math==Math)return c}throw Error("Cannot find global object");}var r=ca(this);function da(a,b){if(b)a:{var
c=r;a=a.split(".");for(var e=0;e<a.length-1;e++){var f=ale];if(!(f in c))break a;c=c[f]}a=a[a.length-1];e=c[a];b=b(e);b!=e&&null!=b&&ba(c,a,{configurable:!0,writable:!0,
value:b})}} .function t(a){var b="undefined"!=typeof Symbol&&Symbol.iterator&&a[Symbol.iterator];return b?b.call(a):{next:aa(a)}}var ea="function"==typeof Objec

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\2K7JPOQS\f[3].txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

dropped

1610

5.304847945185042

false

48:axvWazPjHa5IM1J10+220gRFbB6u/t9cS:idzPjHB920IFbB6uUt
D6B0A60B328FB34516306944169F75CC
0DCD12C584B2117829F4CC2B074F3BOFOA6B68EQ
8BC3D695C45FCOA4D3BFC67FE64F3BE04B08307D5F8EC6EBALA9B54581BE178B

E2FA46E1733A9226A5ACC16BC53383E70750A8743B6E49E10F7619DF994BEBAABAS492A1DC4915A0241875B0D4D969B3BE3A3DDF2156A65A4193CCC1C8FC33]
4

false

low
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\2K7JPOQS\f[3].txt

Preview:

(function(){/* . . Copyright The Closure Library Authors. . SPDX-License-ldentifier: Apache-2.0 .*/ .function e(a){var b=0;return function(){return b<a.length?{done:!1,va
lue:a[b++]}:{done:!0}}};var g=[];function h(){var a=g;g=[];var b="undefined"!=typeof Symbol&&Symbol.iterator&&a[Symbol.iterator];a=b?b.call(a):{next:e(a)};for(b=a.next();
Ib.done;b=a.next()){b=b.value;try{b()}catch(f){}}};var k=document;function m(){for(var a=k.head,b=a.querySelectorAll("link[data-reload-stylesheet][as=style][rel=preload]"
),f=0;f<b.length;f++){var p=b[f],c="link",I=document;c=String(c);"application/xhtml+xml"===|.content Type&&(c=c.toLowerCase());c=l.createElement(c);c.setAttribute("rel","s
tylesheet");c.setAttribute("href",p.getAttribute("href"));a.appendChild(c)}if(0<b.length){var d=void 0===d?.01.:d;if(!(Math.random()>d)){a=document.currentScript;a=(a=void
===a?null:a)&&"26"===a.getAttribute("data-jc")?a:document.querySelector('[data-jc="26"]"); .d="https://pagead2.googlesyndication.com/pagead/gen_204?

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\2K7JPOQS\fbevents[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

93774

5.392602416896564

false
1536:sM+OWtbw6aicOMeipKKgQqcThe7Kdv0a9slOCljaMu5Qm2B+QNSMngUSZY SIIUiIX:sOQMj1SVBYDGKx
077B8B6E8S5CIEDF74D372D155180E6D3

4A24BE343819AD355807ADB01579366A1E64B8B9
A517525B8A7D39BCAF1CF5F9695C5BESFCE7ABB920A3924C1A4F70EBEAT48C05

DB714A2EAF14E6727086795FE151F3729DA32BFAOB87AB74289B7DFIEO808E1FEBCA38D2622EF47B7AA263479BDB66857011E2302DD1AFCOE814EF6B74642DF
9

false
low

hitp://https://connect.facebook.net/en_US/fbevents.js

[*** Copyright (c) 2017-present, Facebook, Inc. All rights reserved..*.* You are hereby granted a non-exclusive, worldwide, royalty-free license to use,.* copy, modify, and
distribute this software in source code or binary form for use.* in connection with the web services and APIs provided by Facebook..*.* As with any software that integrates
with the Facebook platform, your use of.* this software is subject to the Facebook Platform Policy.* [http://developers.facebook.com/policy/]. This copyright notice shall be.*
included in all copies or substantial portions of the software..*.* THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR.* IM
PLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS.* FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN
NO EVENT SHALL THE AUTHORS OR.* COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER.* IN AN ACTION OF C
ONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN.* CONNECTION WI

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\2K7JPOQS\global[1].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

20958

4.978366287319688

false

192:tYWabFARMfLjICF52FckilMPI4VTY XcdKDwvhqlRjyXX+bVo504wlqlR+ypi/VYs:qJbvacki+PbVTYXcAG4zyHwBDuypi/Ws
FEAB1DC4FODBFD3E4A6FCA334FCI9F02A

559422BBC737FIDE66723E125B8F276CIESFBCE0
32EEA542AA56D0A6FEBCE5S33CB08222D95EF58E75CEB89483CD028D10F2F5DA8

05A1780B87A5A0EEDFE898CAF351C64036C025E1C6A6563A67FD50ED68FIC81ACIAI6E4899D56ABA595BIC6AS57BFABEEBIE44A67ES51E319FCES1AE75D7EOL
6B

false
low

hitp://https://localcoronavirus.com/assets/css/global.css

html,body,div,span,applet,object,iframe,h1,h2,h3,h4,h5,h6,p,blockquote,pre,a,abbr,acronym,address,big,cite,code,del,dfn,em,img,ins,kbd,q,s,samp,small,strike,str
ong,sub,sup,tt,var,b,u,i,center,dl,dt,dd,ol,ul,li fieldset,form,label,legend,table,caption,tbody,tfoot,thead,tr,th,td,article,aside,canvas,details,embed,figure figcaption,footer,he
ader,hgroup,menu,nav,output,ruby,section,summary,time,mark,audio,video{margin:0;padding:0;border:0;font-size: 100%;font:inherit;vertical-align:baseline}article,a
side,details,figcaption,figure,footer,header,hgroup,menu,nav,section{display:block}body{line-height: 1}ol,ul{list-style:none}blockquote,g{quotes:none}blockquote:before,blo
ckquote:after,q:before,q:after{content:"";content:none}table{border-collapse:collapse;border-spacing:0}*,:before,:after{box-sizing:border-box;-moz-box-sizing:border-box;-
webkit-box-sizing:border-box}thtml{-ms-text-size-adjust: 100%;-webkit-text-size-adjust: 100%;font-size: 100%}body{font-size:62.5%;font-family:biryani,sans-serifth1,

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\2K7JPOQS\jquery-1.11.3.min[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

95957

5.39099763946861

false
1536:0P10iSi65U/dXXeyhzeBuG+HYEOWEeLDFoNqLTW8+S5VRZIVI6xSh8xh2ZbQnRmc:R+41ZqLTW8xRrqSh8qGH77da98Hrf
895323ED2F7258 AF4AFAE2C738C8AEA49

276C87FF3E1E3155679C318938E74E5C1B76D809
ECB916133A9376911F10BC5C659952EB0031E457F5DF367CDES60EDBFBA38FB8
C40111C3CCO0754E90CF71F72F7F16F43B835B7E808423DFDI9F90DD5177538B702E64FF1D9EESD3BC86AEAALLIB6F7AOEF826184E354B162158839FFB75D174C(

false
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\2K7JPOQS\jquery-1.11.3.min[1].js

Reputation:
|IE Cache URL:

Preview:

low

hitp://https://localcoronavirus.com/assets/js/jquery-1.11.3.min.js

/*1'jQuery v1.11.3 | (c) 2005, 2015 jQuery Foundation, Inc. | jquery.org/license */.!function(a,b){"object"==typeof module&&"object"==typeof module.exports?module.exports
=a.document?b(a,!0):function(a){if('a.document)throw new Error("jQuery requires a window with a document");return b(a)}:b(a)}("undefined"!=typeof window?window:
this,function(a,b){var c=[],d=c.slice,e=c.concat,f=c.push,g=c.indexOf,h={},i=h.toString,j=h.hasOwnProperty,k={},1="1.11.3",m=function(a,b){return new m.fn.init(a,b)},n=/*
[\s\uFEFF\xAO]+|\s\uFEFF\xA0]+$/g,0=/"-ms-/,p=/-([\da-z])/gi,g=function(a,b){return b.toUpperCase()};m.fn=m.prototype={jquery:l,constructor:m,selector:"" length:0,toArra
y:function(){return d.call(this)},get:function(a){return null'=a?0>a?this[a+this.length]:this[a]:d.call(this)},pushStack:function(a){var b=m.merge(this.constructor(),a);return b.pr
evObject=this,b.context=this.context,b},each:function(a,b){return m.each(this,a,b)},map:function(a){return this.pushStack(m.map(this,function(b,c){ret

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\2K7JPOQS\jquery.revolution2[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

2076

5.127084396933464

false
48:uxL+30E7fnJaV18GMgkjx4htDzY3asN+AJslU3gewDaus464gJgdyBi52e:uluFnMMEzOL+AtgzDal/ZJgdyBi3
7DF34DFBE6CAE6037D92D7D4A1C50248

DBOCF130A10F72F8E5B38DFB36A820D991E2ADB7
2C66256720115B85BF2434D382E9621870C379AB08FFC05771973CDD03367AF9

4COC5CA3FBA761BE1B92E01EF4B42B8CFE7CFOFF6AABAAAS47ED3FD2450B19B0B64571B71BE3B6AAD63035FA66F50C464DA81FDA3072F8FF687147DBD79C5
53F

false
low

hitp://https://localcoronavirus.com/assets/js/jquery.revolution2.js

var tpj=jQuery;var revapi34;tpj(document).ready(function(){if(tpj("#rev_slider_34_1").revolution==undefined){revslider_showDoubleJqueryError("#rev_slider_34_1")
;Jelse{revapi34=tpj("#rev_slider_34_1").show().revolution({sliderType:"standard" jsFileLocation:"assets/",sliderLayout:"fullwidth",dottedOverlay:"none",delay:4000,navigat
ion:{keyboardNavigation:"on",keyboard_direction:"horizontal",mouseScrollNavigation:"off",onHoverStop:"on",touch:{touchenabled:"on",swipe_threshold:75,swipe_min_
touches:1,swipe_direction:"horizontal",drag_block_vertical:false},arrows:{style:"gyges",enable:true,hide_onmobile:false,hide_over:778,hide_onleave:false,tmp:" left:{h_al
ign:"right",v_align:"bottom",h_offset:40,v_offset:0},right:{h_align:"right",v_align:"bottom",h_offset:0,v_offset:0}},tabs:{style:"erinyen",enable:true,width:250,height:10
0,min_width:250,wrapper_padding:0,wrapper_color:"transparent”,wrapper_opacity:"0",tmp:'<div class="tp-tab-title">{{title}}</div><div class="tp-tab-desc">{{description}}</

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\2K7JPOQS\jquery.themepunch.revolution.min[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

46395

5.22671237988595

false
768:+s8axW3CvO++P3yp+KgbwgdIncRwrsM//Gm9IK8WxzvCkPKBXLn:+s8aM3Cvr+vyp+NbwgdIncU//fK5VCKK
5B265D7036C5738DD9A638C435241F72

440E3ACB5316BCDA701DD13714E0D4B27EF95B61
813FCB4E4CBE9877CAE2CD703A9002A809E47B86E1A5699A578BC21CE103331C

75B5A81F0112FF5087D9641FB924588ACEF42EA72E9B6CB42C7E4DAFAF7DBD81C4561FC2796654F460DFBC197CAE107D950F4DD72FD8B0335E2820CB2FC8AC
5

false
low

hitp://https://localcoronavirus.com/assets/js/jquery.themepunch.revolution.min.js

/ . * jquery.themepunch.revolution.js - jQuery Plugin for Revolution Slider. * @version: 5.1 (20.10.2015). *
@requires jQuery V1.7 or later (tested on 1.9). * @author ThemePunch. /.Mfunction(e,t){"use strict";e.fn.
extend({revolution:function(a){var n={delay:9e3,responsiveLevels:4064 visibilityLevels:[2048,1024,778,480],gridwidth:960,gridheight:500,minHeight:0,autoHeight:"off" slide
rType:"standard",sliderLayout:"auto",fullScreenAutoWidth:"off",fullScreenAlignForce:"off",fullScreenOffsetContainer:" fullScreenOffset:"0",hide CaptionAtLimit:0,hideAllCa
ptionAtLimit:0,hideSliderAtLimit:0,disableProgressBar:"off",stopAtSlide:-1,stopAfterLoops:-1,shadow:0,dottedOverlay:"none",startDelay:0,lazy Type:“smart",spinner
"spinner0",shuffle:"off",viewPort:{enable:!1,outof:"wait",visible_area:"60%"},fallbacks:{isJoomla:!1,panZoomDisableOnMobile:"off",simplify A

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\2K7JPOQS\jquery.themepunch.tools.min[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

104627

5.453416083788646

false

3072:iSICVnIZ6Qw/72VcPTYIdOpQTHYLE7ryx:iSIEnIOQWiVK6SGHYLE7U
98ABAE2BEADBFDADODCC77994E08663C
71C89629427869368096A28FB6917C01BB520F1E
7C98661F1D1E8C9520747DC08681752E45CF4C5D3CEB1D28642CFDCAFC10E896
B6A7E2A056B2A5E1300F0EF438D1839D25B1E502397BD7CF78F1B84DC65AC5792CB4DB8D329661EAO03E1090EADD7024889A5B6CAA733609D9D9312069COF773
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\2K7JPOQS\jquery.themepunch.tools.min[1].js

Malicious:
Reputation:
|IE Cache URL:

Preview:

false
low

hitp://https://localcoronavirus.com/assets/js/jquery.themepunch.tools.min.js

/ ..-~.THEMEPUNCH TOOLS Ver. 1.0  -.. Last Update of Tools 27.02.2015. 1.5* @
fileOverview TouchSwipe - jQuery Plugin.* @version 1.6.9.*.* @author Matt Bryson http://www.github.com/mattbryson.* @see https://github.com/mattbryson/TouchSwipe-
Jguery-Plugin.* @see http://labs.skinkers.com/touchSwipe/.* @see http://plugins.jquery.com/project/touchSwipe.*.* Copyright (c) 2010 Matt Bryson.* Dual licensed under t
he MIT or GPL Version 2 licenses..*.*/...(function(a){if(typeof define==="function"&&define.amd&&define.amd.jQuery){define(["jquery"],a)}else{a(jQuery)}}(function(f){var
y="1.6.9",p="left",0="right",e="up",x="down",c="in",A="out",m="none",s="auto",|="swipe",t="pinch",B="tap",j="doubletap”,b="longtap",z="hold",E="horizontal",u="vertical",i
="all",r=10,g="start",k="move",h="end",q="cancel",a="ontouchstart" in window,v=window.navigator.msPointerEnabled&&!window.navigator.pointerEnabled,d=window.navi

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\2K7JPOQS\js[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

dropped

120080

5.543311088077586

false
1536:BSJZ0eK9owZdVI0i+H7muobNi7QE12LsDjSAENQuSt81z9jKPfiGIJAC2FSVOIH5:EJZ0eK9LZk0e4K 9j8EZ StIG58XFKx+
E969C77FA4E04BEEC38F0D365FCD23FC

0DCBB91C75482F8A49339E595878535FCE79AD71
254AE6809FBE40B76C3198C941107AD8CE4141020F73A78152F8EA3C6F421C96
2A45BCF6CB60F703A21F08A6697861ACA4A6BBE132217492DC1CF309E247DD9154D07B8859EFA27043B52908EB70862FC702C2F32AC4A2E9B715A3F2B339C4E

false

low

Il Copyright 2012 Google Inc. All rights reserved..(function(){..var data = {."resource™: {. "version":"1",. . "macros":[{.  "function":"__e". }{.  "vtp_signal™1,. "fun
ction"__c",. “vtp_value™1l. }{.  “function:"__c",.  "vtp_value":"google.de". }{.  “function":*__c",. ‘“vtp_value™0. }{. “function:"__aev", "v
tp_varType":"URL",.  "vtp_component":"IS_OUTBOUND",.  "vtp_affiliatedDomains™["list"]. }{.  "function™"__v",.  "vtp_name":"gtm.triggers",.  "vtp
_datalLayerVersion":2,.  "vtp_setDefaultValue"true,.  "vtp_defaultvalue":"". }{.  "function":"__v",.  "vtp_name":"gtm.elementld",.  "vtp_datalLayerVersion":1.
1 “function™"__v",.  "vtp_name":"gtm.elementClasses",.  "vtp_datalLayerVersion":1. }{.  “function":"__aev",.  "vtp_varType":"URL",.  "vtp_compo
nent":"URL_NO_FRAGMENT". }{.  "function™:"__aev",. "vtp_varType":"URL",.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\2K7JPOQS\js[2].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

90459

5.506050341936455

false
1536:Jb03wZdVQOi+H70u06Ni7Q3IEN2LsD8vhtqddENQuSt81z9jKPfcRQWzcLF+:3b0gZs0Q43IggnEZSt/+
B8036610EAE936BA530CBC926DAFCBDD

ABBEE2495FCD15B96ACEO055E3456F92DE1EDAB7
7A458C407BCA3114720AE7BI7F8D1BID37F162304A1A3A231FA2FICIAOFCFDFF
00E9A20F8381A55786F746EBB969AB702D7C700D40BB41680E3EAA44CBC687709F6C5833B44D604833E48C180D45796DC37FC26COEC448F04ED742E5053320EE
false

low

hitp://https://www.googletagmanager.com/gtag/js?id=UA-160283435-1

Il Copyright 2012 Google Inc. All rights reserved..(function(){..var data = {."resource™: {. "version":"1",. . "macros™:[{.  "function":"__e". }{.  "function™:"__cid". }],.
"tags™[{.  "function™:"__rep",.  "once_per_event“true,.  "vtp_containerld":['macro",1],.  "tag_id":1. }],. "predicates™[{.  “"function":"_eq",.  "arg0":['mac
ro",0],.  “"argl":"gtm.js". }],. "rules™:[. [["if*,0],["add",0]]].},."runtime"[].....};../*.. Copyright The Closure Library Authors.. SPDX-License-ldentifier: Apache-2.0.*/.var aa
,ba=function(a){var b=0;return function(){return b<a.length?{done:!1,value:a[b++]}:{done:!0}}},ca=function(a){var b="undefined"!=typeof Symbol&&Symbol.iterator&
&a[Symbol.iterator];return b?b.call(a):{next:ba(a)}},da="function"==typeof Object.create?Object.create:function(a){var b=function(){};b.prototype=a;return new b},ea;.if("
function"==typeof Object.setPrototypeOf)ea=Object.setPrototypeOf;else{var ia;a:{var ja={a:!0},ma={};

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\2K7JPOQS\la-consejeria-de-turismo-grupo-fuertes-y-hotel-puerto-juan-montiel-ganan-los-
premios-hotels-tourism-de-caixabank[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

gd-jpeg v1.0 (using 1IG JPEG v80), quality = 75", baseline, precision 8, 1200x675, frames 3
downloaded

99127

7.944372999974872

false

3072:GEokoHB+06A4fW30RRjgX1j0TUIY CXsfrpU:GcMGWQjgX1woKfrpU
FO8BCOD112E6403F8E74848022A85506
537B9A18DA50A083BA84FIDA08618BDC400466A0
1BDCOFEE5F1F872EC31D7F284ADCE7667F5C643BESC8F70E3BBOA4E3397BCAC3
4D3645B63E771E5FC714D874F8F17F9362FFB50EBOF19CBAB57506C36E41883AA4A53646E88A398EC5B1DEBOOFFDCIOF28FB698C513FBA7DIE3F58A012136B27:

false
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\2K7JPOQS\la-consejeria-de-turismo-grupo-fuertes-y-hotel-puerto-juan-montiel-ganan-los-
premios-hotels-tourism-de-caixabank[1].jpg

Reputation:

|IE Cache URL:

Preview:

low

hitp://https://imagenes.20minutos.es/files/og_thumbnail/uploads/imagenes/2021/05/04/la-consejeria-de-turismo-grupo-fuertes-y-hotel-puerto-juan-montiel-ganan-los-
premios-hotels-tourism-de-caixabank.jpeg

...... JFIF.....".".....,CREATOR: gd-jpeg v1.0 (using 1JG JPEG v80), quality = 75....C.
222222222222222222222222222222222222222...
VWXY Zcdefghijstuvwxyz
GHIJSTUVWXY Zcdefghijstuvwxyz...
.Q.H..Ph.2}...Th=UX..) j.}oeeene s/C..Q
jfh...i=.FA...

$. " #.(7),01444.9=82<.342..C.......... 21.122222222222
1A..Qa."q.2... #B...R..$3br........ %&'()*456789: CDEFGHIJSTU
&()*56789:CDEF
2. RSN Q@i V)AL AL F).AL). M M". 4. L. zUi-co. j.E4. fim*T...P. 1k
L&K.T@Ni.&...g=*<.9.}.0EC..W.9.Ji..9¢..4...B.T.H...2.M4.39..4.~ J3.e.....Q..WR..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\2K7JPOQS\las-farmacias-malaguenas-comenzaran-un-programa-de-seguimiento-y-atencio
n-a-pacientes-con-covid-persistente[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

gd-jpeg v1.0 (using 1IG JPEG v80), quality = 75", baseline, precision 8, 1200x675, frames 3

downloaded

79980

7.959231468036861

false
1536:i2VwJsOwZsOB598PV1VIQALSEgZLAZSURNWBxcu//cNCTmnFnFNDUJ3:JyJsOWWFVVVL5EYLAZSURNWB60OMFFN+3
1362FC99C88BF4BC8DDCEF389859C989

EEDD7D2A951C697B8551A494B245AE20D14108F0
EA4AD81953EEC670738C47A11DEFOBBD8CCFACIE4298906D1DC2C5AFFEB9641F
D65D5C8578591453646945B70B1708281A3C4AF4D9BB3EDOB8816EFEEB81073994C96A571444DIA4D676468E7ASF2EB38A4D29A7989A1C421D2C5B88408815A5
false

low

hitp://https://imagenes.20minutos.es/files/og_thumbnail/uploads/imagenes/2021/05/04/las-farmacias-malaguenas-comenzaran-un-programa-de-seguimiento-y-atencion-a-
pacientes-con-covid-persistente.jpeg

...... JFIF.....". .....;CREATOR: gd-jpeg v1.0 (using 1JG JPEG v80), quality = 75....C.....ccccereviicrciccnne. 8.1 " #..(7),01444.°9=82<.342...C...........21.122222222222
222222222222222222222222222222222222222... " 11A..Qa."g.2...#B...R..$3br........ %8&'()*456789:CDEFGHIJSTU

VWXY Zcdefghijstuvwxyz &'()*56789:CDEF
GHIJSTUVWXY Zcdefghijstuvwxyz... Lo RzTf...;..B.}.) k._Jp.}).."..G7.m... _Ja...ys{.._JIx.=)...E .0t7.1.D0..*)-.n..g(
Lyl O.DLEGK.D..((1.G.I.2. ... A T< Ta....k..P.m=4.N1Jr...7.1.CU$..q)zY).S}.1.,.d.d...,.Ek..,...j{|..#...H!0C]....J.4...N.c..2..c.......\H.H..J.X.Ix.>....eZ.&QJ,O.
<Y.

1.3.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\2K7JPOQS\less[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

58340

5.353396398134769

false

1536:EMgHjUNn7LPtTj0BBtN4enUNp+GTj4EstFvM7aignjNKwDQROw:JnOBBGv
ED1DA2ACO01AA1ED3DF7F35A5EA59406D
1A7E908E454BC79EFD4B1BOBD6E2CE4B171C5EAL
C89D024AC83B837C05981B38F80B2D248CF248A506524A693E3B1D5A900E9CD4

3016E2A24AC50CA85F99714CEF35C708303D35C161BDBOD35FD8F6E44E5COCFS55FBFB668F093B267E8C1D794E2FB28183498DCEC04A4DD852354AB7FA7T2AAL
1

false
low

hitp://https://localcoronavirus.com/assets/js/less.js

(function(e,t){function n(t){return e.lesslt.split("/")[1]]}.function f(){r.env==="development"?(r.optimization=0,r.watchTimer=setInterval(function(){r.watchMode&&g(funct
ion(e,t,n,r,i){t&&S(t.toCSS(),r,i.lastModified)})},r.poll)):r.optimization=3}.function m(){var e=document.getElementsByTagName("style");for(var t=0;t<e.length;t++).e[t].t
ype.match(p)&&(new r.Parser({filename:document.location.href.replace(/#.*$/,""), dumpLineNumbers:r.dumpLineNumbers})).parse(e[t].innerHTML||" function(n,r){var
i=r.toCSS(),s=e[t];s.type="text/css",s.styleSheet?s.styleSheet.cssText=i:s.innerHTML=i})}.function g(e,t){for(var n=0;n<r.sheets.length;n++).w(r.sheets[n],e t,r.sheets.le
ngth-(n+1))}.function y(e,t){var n=b(e),r=b(t),i,s,0,u,a="";if(n.hostPart'==r.hostPart).return "*;s=Math.max(r.directories.length,n.directories.length);for(i=0;i<s;i++).if(r.direct
ories[i]'==n.directories[i]).break;u=r.directories.slice(i),o=n.directories.slice(i);for(i=0;i<u.length-1;i++).a+="../";for(i=0;i<o.length-1;i++).a+=0

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\2K7JPOQS\openx[1].gif

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:

C:\Program Files (x86)\Internet Explorer\iexplore.exe
GIF image data, version 89a, 1 x 1

dropped

70

3.577769619550495

false

3:CUul/Re/FemxhkYltxlzeze:EQ7ize
58A7930CD4577FC33C35828C271EABSF
406E57F86DC101E10F3A57BELE2F7B93C4580474
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\2K7JPOQS\openx[1].gif

SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

8D70B3E6GBADB6973663B398D297BB32EAEDD08826A1AF98D0A1CFCES324FFCEQD

F7A5F748F4C0OD3096A3CA972886FE9AIDFFSDCE7792779EC6FFC42FA880B3815E2E4C3BDEA452352F3844B81864C9BFB7861F66AC961CFAG6CBICBAFEBESG8
8

false

low

GIF89a.........c.cc.... L.NETSCAPE2.0....l....... R ;

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\2K7JPOQS\owl.carousel[1].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

1178

4.7718958348113585

false
12:e7ALAfYpIPYYKH47/KdtS7n7fywR+y8lycy5JypxcsRK6gM2XdHY8pZ0O2YMG7nHk:eMDpZp4tS73DuwxgNHhZO9MGDH+IYDLH
3EB95D045E10173C5F0512F703E83B9B

5C1D3349B7DD36E7C4CE41038068949ADAE323E0
EEE2832920DE823A77ADE71DDF71F135EF58D3D7AA14C2E48036E1FAEC3C2762
980F58164289BDFA4BC393F482597A4B10AA73F48EFCOF8E929BDF20E1BF0615C376AB2C7AL1C78943B8B62E04519588C46D9175A1530B18B76E5E36068A1DBD/
false

low

hitp://https://localcoronavirus.com/assets/css/owl.carousel.css

.owl-carousel .owl-wrapper:after{content:".";display:block;clear:both;visibility:hidden;line-height:0;height:0}.owl-carousel{display:none;position:relative;width:100%;-ms-
touch-action:pan-y}.owl-carousel .owl-wrapper{display:none;position:relative;-webkit-transform:translate3d(0px,0px,0px)}.owl-carousel .owl-wrapper-outer{overflow:hidden;
position:relative;width:100%}.owl-carousel .owl-wrapper-outer.autoHeight{-webkit-transition:height 500ms ease-in-out;-moz-transition:height 500ms ease-in-out;-ms-transiti
on:height 500ms ease-in-out;-o-transition:height 500ms ease-in-out;transition:height 500ms ease-in-out}.owl-carousel .owl-item{float:left}.owl-controls .owl-page,.owl-con
trols .owl-buttons div{cursor:pointer}.owl-controls{-webkit-user-select:none;-khtml-user-select:none;-moz-user-select:none;-ms-user-select:none;user-select:none;-webkit-t
ap-highlight-color:transparent}.grabbing{cursor:url(grabbing.png) 8 8, move}.owl-carousel .owl-wrapper,.owl-carousel .owl-item{-webkit-backface-visibil

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\2K7JPOQS\owl.carousel[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

29950

5.0955505612852185

false

384:jLKyIzZAOFLKQ3QH+ROKtd1T169Hz03A0DErDYLK:X1InLt3Nv49HU/DET]
6694ABB95CBB744D54697BDC483F113E
AEC44AF3255E9036931D6A773735729C42E459AE
DC3AB5D8B09A57E4092E05B3E367D71CE7A91E742A20C06EE65890DC0A821D52

AFDBB72C9A58FD55912CD2A38AE7310397F40C129410F3A137384EE92CB4C3578A42A5E60184AA1E25526AD7044E1BCC5BA896970D7C27744BC1D860FDOA3FE
4

false
low

hitp://https://localcoronavirus.com/assets/js/owl.carousel.js

if(typeof Object.create!=="function"){Object.create=function(obj){function F(){}.F.prototype=obj;return new F();};}.(function($,window,document){var Carousel={init:functi
on(options,el){var base=this;base.$elem=%(el);base.options=$.extend({},$.fn.owlCarousel.options,base.$elem.data(),options);base.userOptions=options;base.loadCon
tent();},loadContent:function(){var base=this,url;function getData(data){var i,content="";if(typeof base.options.jsonSuccess==="function"){base.options.jsonSuccess.apply(
this,[data]);}else{for(i in data.owl){if(data.owl.hasOwnProperty(i)){content+=data.owl[i].item;}}.base.$elem.html(content);}.base.logIn();}.if(typeof base.options.beforel
nit==="function"){base.options.beforelnit.apply(this,[base.$elem]);}.if(typeof base.options.jsonPath==="string"){url=base.options.jsonPath;$.getJISON(url,getData); }else{ba
se.logIn();}},logln:function(){var base=this;base.$elem.data("owl-originalStyles",base.$elem.attr("style"));base.$elem.data("owl-originalClasses" base.$elem.att

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\2K7JPOQS\pixel[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 1 x 1, 8-bit/color RGBA, non-interlaced

dropped

170

5.335916817166796

false
3:yionv//thPIE+tnM50CAadCmy42/uDlhibGlo+4/iRXTECLrlxyxtyaC/tllsg1B:6v/IhPfZMQC19s/6 TAKXTECL6YR/iVB
E7673C60AF825466F83D46DA72CA1635

FCOFCBEE0835709BA2D28798A612BFD687903FB5
0B8A20373C6DD04E091902226D922B3688143A8938AFBID283D889DE7B55CEBS
F1C33E72643CE366FD578E3B5D393799E8COEA27B180987826AF43B4FCO0B65A4EAAESEG426A23448956FEE99E3108C6A86F32FB4896C156E24AF0571A11C498
false

low
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\2K7JPOQS\pixel[1].png

Preview:

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\2K7JPOQS\revicons[1].eot

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Embedded OpenType (EOT), revicons family

Category: downloaded

Size (bytes): 12136

Entropy (8bit): 6.261379703810077

Encrypted: false

SSDEEP: 192:xfDmzu+lgpPKvoZzj2rpsD+lcsvDfM9A5sXa/MdMeHs0478aumzNKzxgBm+G:xfDmFGyvoZSaDwvDfMIMYjMeHs5fg/

MD5: 2FEB69CCB596730C72920C6BA3E37EF8

SHAL: F3A83BC4ABDOD4F968FC45EC14DA4636A8159B38

SHA-256: 9E4D4C6813568FDF70C61ECA9446D1BBB0F84E79E8F2ESED177365B6D5SDESFBF

SHA-512: F8BE5F714D87FC7C45FC4CC8DFA7C2B5452662ECFAFEA27C45DD5315D3D0F4850985C470486EC34FB97031411F76E80BF2A13791DEDD67DA9EBCO53C1EFB3L
3

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://localcoronavirus.com/assets/fonts/revicons/revicons.eot?5510888

Preview:
Dl LP.iiiiiiiiiiivr s EVLCONS LR QUL ATV ers.do.n. L1...0.....r.e.V.0.C.0NS e OS2>(H. Vemap...&...D....cvt ...
-$....fpgm..x;..$.....gasp.....$....glyf.IT

..PfEA.@....Rj.ZR...

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\2K7JPOQS\site[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 3457

Entropy (8bit): 5.272381202190546

Encrypted: false

SSDEEP: 48:Mm0aoWo03QI1AXvQCADW1dgcZs7LvW440BLdyWce3Sh73h+DZw923h+2PYrZwl0a2:mjoOmAXvj+W1ldgcCcoDFwImSwY

MDS5: 4F9930BFA115FE93FE5897ED298AACYE

SHA1L: C7D6F43D92693BF7EB78F3230EALES6EC2CD1745

SHA-256: 6E95982CABF33B096255F062D2A3F2A357F33E5DEE957760014D286C2D430A06

SHA-512: 59DB2802AE8445D20C09DF2A5DE757A6ECE842E6FBCI6F4A34B842CF0653941D82EFE2A4C47D60040194F48B6C07DFBB030A8708EE8717806F2DA00DCCCEA8
E

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://localcoronavirus.com/assets/js/site.js

Preview:
$(function(){"use strict";var stickOnScroll;var header_top=$('.header-three-margin’).height()-96;$('#header').addClass(‘normal’); $(window).scroll(function(){if($(‘#header
").length){var scroll_t=$(window).scrollTop();if(header_top<scroll_t){$(#header’).addClass('bg_color');}else{$(‘#header’).removeClass(‘bg_color');}}.if(scroll_t==0){$('#
header').removeClass('bg_color');}}).if($(‘#owl-slider’).length){$("#owl-slider").owlCarousel({autoPlay:3000,items:3,itemsDesktop:[1199,3] itemsDesktopSmall:[979,2] items
Mobile:[600,1]});}.if($(‘#owl-slider-clients').length){$("#owl-slider-clients").owlCarousel({autoPlay:3000,items:6,itemsDesktop:[1199,6] itemsDesktopSmall:[979,6] itemsTa
blet:[768,3]});}.if($(‘#owl-sliderl').length){$("#owl-slider1").owlCarousel({autoPlay:3000,items:3,itemsDesktop:[1199,3] itemsDesktopSmall:[979,3]});}.if($(‘#owl-slider2'
)-length){$("#owl-slider2").owlCarousel({autoPlay:3000,items:6,itemsDesktop:[1199,6],itemsDesktopSmall:[979,6],itemsTablet:[768,3]});}.$(".nav ,.blog-

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\2K7JPOQS\sodar2[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 17641

Entropy (8bit): 5.328104698564835

Encrypted: false

SSDEEP: 384:ch6evylwMi99H8ycdSy5W1TJIf6twWmmwFLo6:UBI099Hzch5W3f66WmmwK6
MDS5: 81ABECB080D4825BFE387366A2A214A5

SHAL: FAA3CC0965EC913936A9DEA2FA598C542C58DE63

SHA-256: C61A719B48533A1FA932729F4927BA1377A96C441B0OD6A427096B867742B4645
SHA-512: 1F8DCB9762512CFB9770F412B5F09B50684C724701AA0610BFB49DFOEBO6D4EB2974E807C175F3DECB82F0F26418E0573530D78310998E49205F3B34670AF92B
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://tpc.googlesyndication.com/sodar/sodar2.js
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\2K7JPOQS\sodar2[1].js

Preview:
(function(){/*.. Copyright The Closure Library Authors.. SPDX-License-ldentifier: Apache-2.0.*/.'use strict';function aa(a){var b=0;return function(){return b<a.length?{d
one:!1,value:a[b++]}:{done:!0}}}function ba(a){var b="undefined"!=typeof m.Symbol&&p(m.Symbol,"iterator")&&a[p(m.Symbol,"iterator")];return b?b.call(a):{next:aa(a)}}var ¢
a="function"==typeof Object.create?Object.create:function(a){function b(){}b.prototype=a;return new b},q="function"==typeof Object.defineProperties?Object.defin
eProperty:function(a,b,d){if(a==Array.prototype||a==Object.prototype)return a;a[b]=d.value;return a};.function da(a){a=["object"==typeof globalThis&&globalThis,a,"object"
==typeof window&&window,"object"==typeof self&&self,"object"==typeof global&&global];for(var b=0;b<a.length;++b){var d=al[b];if(d&&d.Math==Math)return d}throw Er
ror("Cannot find global object");}var r=da(this),t="function"===typeof Symbol&&"symbol"===typeof Symbol("x"),m={},v={};function p(a,b){var d=v[b];if(null==d)return a[b];d

Static File Info

No static file info

Network Behavior

Network Port Distribution

Total Packets: 133

® 53 (DNS)

© 443 (HTTPS)

® 80 (HTTP)
TCP Packets
Timestamp Source Port Dest Port Source IP Dest IP
May 4, 2021 15:39:44.645512104 CEST 49699 80 192.168.2.7 104.21.18.245
May 4, 2021 15:39:44.645623922 CEST 49700 80 192.168.2.7 104.21.18.245
May 4, 2021 15:39:44.687597990 CEST 80 49699 104.21.18.245 192.168.2.7
May 4, 2021 15:39:44.687659025 CEST 80 49700 104.21.18.245 192.168.2.7
May 4, 2021 15:39:44.687803984 CEST 49699 80 192.168.2.7 104.21.18.245
May 4, 2021 15:39:44.687863111 CEST 49700 80 192.168.2.7 104.21.18.245
May 4, 2021 15:39:44.689212084 CEST 49700 80 192.168.2.7 104.21.18.245
May 4, 2021 15:39:44.731509924 CEST 80 49700 104.21.18.245 192.168.2.7
May 4, 2021 15:39:44.760124922 CEST 80 49700 104.21.18.245 192.168.2.7
May 4, 2021 15:39:44.760210991 CEST 49700 80 192.168.2.7 104.21.18.245
May 4, 2021 15:39:44.769124031 CEST 49701 443 192.168.2.7 104.21.18.245
May 4, 2021 15:39:44.810107946 CEST 443 49701 104.21.18.245 192.168.2.7
May 4, 2021 15:39:44.810283899 CEST 49701 443 192.168.2.7 104.21.18.245
May 4, 2021 15:39:44.819904089 CEST 49701 443 192.168.2.7 104.21.18.245
May 4, 2021 15:39:44.860721111 CEST 443 49701 104.21.18.245 192.168.2.7
May 4, 2021 15:39:44.865667105 CEST 443 49701 104.21.18.245 192.168.2.7
May 4, 2021 15:39:44.865731955 CEST 443 49701 104.21.18.245 192.168.2.7
May 4, 2021 15:39:44.865819931 CEST 49701 443 192.168.2.7 104.21.18.245
May 4, 2021 15:39:44.865880966 CEST 49701 443 192.168.2.7 104.21.18.245
May 4, 2021 15:39:44.917979002 CEST 49701 443 192.168.2.7 104.21.18.245
May 4, 2021 15:39:44.925179958 CEST 49701 443 192.168.2.7 104.21.18.245
May 4, 2021 15:39:44.925501108 CEST 49701 443 192.168.2.7 104.21.18.245
May 4, 2021 15:39:44.960661888 CEST 443 49701 104.21.18.245 192.168.2.7
May 4, 2021 15:39:44.960694075 CEST 443 49701 104.21.18.245 192.168.2.7
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Timestamp Source Port Dest Port Source IP Dest IP

May 4, 2021 15:39:44.960721016 CEST 443 49701 104.21.18.245 192.168.2.7
May 4, 2021 15:39:44.960793018 CEST 49701 443 192.168.2.7 104.21.18.245
May 4, 2021 15:39:44.961865902 CEST 49701 443 192.168.2.7 104.21.18.245
May 4, 2021 15:39:44.967010021 CEST 443 49701 104.21.18.245 192.168.2.7
May 4, 2021 15:39:44.967433929 CEST 443 49701 104.21.18.245 192.168.2.7
May 4, 2021 15:39:44.969883919 CEST 443 49701 104.21.18.245 192.168.2.7
May 4, 2021 15:39:44.969996929 CEST 49701 443 192.168.2.7 104.21.18.245
May 4, 2021 15:39:45.047878981 CEST 443 49701 104.21.18.245 192.168.2.7
May 4, 2021 15:39:45.304400921 CEST 443 49701 104.21.18.245 192.168.2.7
May 4, 2021 15:39:45.304481983 CEST 49701 443 192.168.2.7 104.21.18.245
May 4, 2021 15:39:45.305885077 CEST 443 49701 104.21.18.245 192.168.2.7
May 4, 2021 15:39:45.305903912 CEST 443 49701 104.21.18.245 192.168.2.7
May 4, 2021 15:39:45.305919886 CEST 443 49701 104.21.18.245 192.168.2.7
May 4, 2021 15:39:45.305932999 CEST 443 49701 104.21.18.245 192.168.2.7
May 4, 2021 15:39:45.305969954 CEST 49701 443 192.168.2.7 104.21.18.245
May 4, 2021 15:39:45.306000948 CEST 49701 443 192.168.2.7 104.21.18.245
May 4, 2021 15:39:45.306328058 CEST 443 49701 104.21.18.245 192.168.2.7
May 4, 2021 15:39:45.306376934 CEST 49701 443 192.168.2.7 104.21.18.245
May 4, 2021 15:39:45.307565928 CEST 443 49701 104.21.18.245 192.168.2.7
May 4, 2021 15:39:45.307579041 CEST 443 49701 104.21.18.245 192.168.2.7
May 4, 2021 15:39:45.307621956 CEST 49701 443 192.168.2.7 104.21.18.245
May 4, 2021 15:39:45.307651043 CEST 49701 443 192.168.2.7 104.21.18.245
May 4, 2021 15:39:45.307826042 CEST 443 49701 104.21.18.245 192.168.2.7
May 4, 2021 15:39:45.307846069 CEST 443 49701 104.21.18.245 192.168.2.7
May 4, 2021 15:39:45.307883024 CEST 49701 443 192.168.2.7 104.21.18.245
May 4, 2021 15:39:45.307904959 CEST 49701 443 192.168.2.7 104.21.18.245
May 4, 2021 15:39:45.341090918 CEST 443 49701 104.21.18.245 192.168.2.7
May 4, 2021 15:39:45.341142893 CEST 443 49701 104.21.18.245 192.168.2.7
May 4, 2021 15:39:45.341164112 CEST 49701 443 192.168.2.7 104.21.18.245
May 4, 2021 15:39:45.341192961 CEST 49701 443 192.168.2.7 104.21.18.245
May 4, 2021 15:39:45.341803074 CEST 443 49701 104.21.18.245 192.168.2.7
May 4, 2021 15:39:45.341831923 CEST 443 49701 104.21.18.245 192.168.2.7
May 4, 2021 15:39:45.341852903 CEST 443 49701 104.21.18.245 192.168.2.7
May 4, 2021 15:39:45.341857910 CEST 49701 443 192.168.2.7 104.21.18.245
May 4, 2021 15:39:45.341876030 CEST 443 49701 104.21.18.245 192.168.2.7
May 4, 2021 15:39:45.341886997 CEST 49701 443 192.168.2.7 104.21.18.245
May 4, 2021 15:39:45.341928005 CEST 49701 443 192.168.2.7 104.21.18.245
May 4, 2021 15:39:45.341933012 CEST 49701 443 192.168.2.7 104.21.18.245
May 4, 2021 15:39:45.342749119 CEST 443 49701 104.21.18.245 192.168.2.7
May 4, 2021 15:39:45.342775106 CEST 443 49701 104.21.18.245 192.168.2.7
May 4, 2021 15:39:45.342838049 CEST 49701 443 192.168.2.7 104.21.18.245
May 4, 2021 15:39:45.344002008 CEST 443 49701 104.21.18.245 192.168.2.7
May 4, 2021 15:39:45.344036102 CEST 443 49701 104.21.18.245 192.168.2.7
May 4, 2021 15:39:45.344079018 CEST 49701 443 192.168.2.7 104.21.18.245
May 4, 2021 15:39:45.344096899 CEST 49701 443 192.168.2.7 104.21.18.245
May 4, 2021 15:39:45.344659090 CEST 443 49701 104.21.18.245 192.168.2.7
May 4, 2021 15:39:45.344722033 CEST 49701 443 192.168.2.7 104.21.18.245
May 4, 2021 15:39:45.431022882 CEST 49701 443 192.168.2.7 104.21.18.245
May 4, 2021 15:39:45.431487083 CEST 49701 443 192.168.2.7 104.21.18.245
May 4, 2021 15:39:45.431953907 CEST 49701 443 192.168.2.7 104.21.18.245
May 4, 2021 15:39:45.432430029 CEST 49701 443 192.168.2.7 104.21.18.245
May 4, 2021 15:39:45.432897091 CEST 49701 443 192.168.2.7 104.21.18.245
May 4, 2021 15:39:45.433348894 CEST 49701 443 192.168.2.7 104.21.18.245
May 4, 2021 15:39:45.433804989 CEST 49701 443 192.168.2.7 104.21.18.245
May 4, 2021 15:39:45.434272051 CEST 49701 443 192.168.2.7 104.21.18.245
May 4, 2021 15:39:45.434734106 CEST 49701 443 192.168.2.7 104.21.18.245
May 4, 2021 15:39:45.438390017 CEST 49701 443 192.168.2.7 104.21.18.245
May 4, 2021 15:39:45.471997023 CEST 443 49701 104.21.18.245 192.168.2.7
May 4, 2021 15:39:45.472093105 CEST 443 49701 104.21.18.245 192.168.2.7
May 4, 2021 15:39:45.472577095 CEST 443 49701 104.21.18.245 192.168.2.7
May 4, 2021 15:39:45.473031998 CEST 443 49701 104.21.18.245 192.168.2.7
May 4, 2021 15:39:45.473568916 CEST 443 49701 104.21.18.245 192.168.2.7
May 4, 2021 15:39:45.474004030 CEST 443 49701 104.21.18.245 192.168.2.7
May 4, 2021 15:39:45.474394083 CEST 443 49701 104.21.18.245 192.168.2.7
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May 4, 2021 15:39:45.474867105 CEST
May 4, 2021 15:39:45.475405931 CEST
May 4, 2021 15:39:45.479130030 CEST
May 4, 2021 15:39:45.479366064 CEST
May 4, 2021 15:39:45.479430914 CEST
May 4, 2021 15:39:45.479458094 CEST
May 4, 2021 15:39:45.479506016 CEST
May 4, 2021 15:39:45.481235981 CEST
May 4, 2021 15:39:45.481260061 CEST
May 4, 2021 15:39:45.481317997 CEST
May 4, 2021 15:39:45.481467009 CEST
May 4, 2021 15:39:45.481487989 CEST

UDP Packets

Timestamp

May 4, 2021 15:39:35.625536919 CEST
May 4, 2021 15:39:35.684514999 CEST
May 4, 2021 15:39:35.777456999 CEST
May 4, 2021 15:39:35.826289892 CEST
May 4, 2021 15:39:36.670645952 CEST
May 4, 2021 15:39:36.719398022 CEST
May 4, 2021 15:39:37.619440079 CEST
May 4, 2021 15:39:37.668364048 CEST
May 4, 2021 15:39:38.418473005 CEST
May 4, 2021 15:39:38.478571892 CEST
May 4, 2021 15:39:38.987301111 CEST
May 4, 2021 15:39:39.036088943 CEST
May 4, 2021 15:39:39.849175930 CEST
May 4, 2021 15:39:39.897814035 CEST
May 4, 2021 15:39:40.902326107 CEST
May 4, 2021 15:39:40.956463099 CEST
May 4, 2021 15:39:41.884021997 CEST
May 4, 2021 15:39:41.932735920 CEST
May 4, 2021 15:39:43.230957985 CEST
May 4, 2021 15:39:43.291587114 CEST
May 4, 2021 15:39:43.559592962 CEST
May 4, 2021 15:39:43.618928909 CEST
May 4, 2021 15:39:44.564110041 CEST
May 4, 2021 15:39:44.630589008 CEST
May 4, 2021 15:39:45.438777924 CEST
May 4, 2021 15:39:45.450920105 CEST
May 4, 2021 15:39:45.484270096 CEST
May 4, 2021 15:39:45.502707005 CEST
May 4, 2021 15:39:45.506680012 CEST
May 4, 2021 15:39:45.532593966 CEST
May 4, 2021 15:39:45.532830954 CEST
May 4, 2021 15:39:45.598272085 CEST
May 4, 2021 15:39:45.612165928 CEST
May 4, 2021 15:39:45.626430035 CEST
May 4, 2021 15:39:45.643125057 CEST
May 4, 2021 15:39:45.672298908 CEST
May 4, 2021 15:39:45.683191061 CEST
May 4, 2021 15:39:45.702503920 CEST
May 4, 2021 15:39:45.888689995 CEST
May 4, 2021 15:39:45.953743935 CEST
May 4, 2021 15:39:46.628969908 CEST
May 4, 2021 15:39:46.695158958 CEST
May 4, 2021 15:39:46.747833967 CEST
May 4, 2021 15:39:46.804392099 CEST
May 4, 2021 15:39:46.807677984 CEST
May 4, 2021 15:39:46.905610085 CEST
May 4, 2021 15:39:47.066507101 CEST
May 4, 2021 15:39:47.087203979 CEST
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Source Port
443
443
443
443
49701
443
49701
443
443
49701
443
443

Source Port
57820
53
50848
53
61242
53
58562
53
56590
53
60501
53
53775
53
51837
53
55411
53
63668
53
54640
53
58739
53
60338
58717
59762
53

53
54329
53

53
58052
54008
59451
53

53

53
52914
53
64569
53
52816
50781
53

53
54230
54911

Dest Port
49701
49701
49701
49701
443
49701
443
49701
49701
443
49701
49701

Dest Port
53
57820
53
50848
53
61242
53
58562
53
56590
53
60501
53
53775
53
51837
53
55411
53
63668
53
54640
53
58739
53

53

53
58717
60338
53
59762
54329
53

53

53
58052
54008
59451
53
52914
53
64569
53

53
52816
50781
53

53

Source IP
104.21.18.245
104.21.18.245
104.21.18.245
104.21.18.245
192.168.2.7
104.21.18.245
192.168.2.7
104.21.18.245
104.21.18.245
192.168.2.7
104.21.18.245
104.21.18.245

Source IP
192.168.2.7
8.8.8.8
192.168.2.7
8.8.8.8
192.168.2.7
8.8.8.8
192.168.2.7
8.8.8.8
192.168.2.7
8.8.8.8
192.168.2.7
8.8.8.8
192.168.2.7
8.8.8.8
192.168.2.7
8.8.8.8
192.168.2.7
8.8.8.8
192.168.2.7
8.8.8.8
192.168.2.7
8.8.8.8
192.168.2.7
8.8.8.8
192.168.2.7
192.168.2.7
192.168.2.7
8.8.8.8
8.8.8.8
192.168.2.7
8.8.8.8
8.8.8.8
192.168.2.7
192.168.2.7
192.168.2.7
8.8.8.8
8.8.8.8
8.8.8.8
192.168.2.7
8.8.8.8
192.168.2.7
8.8.8.8
192.168.2.7
192.168.2.7
8.8.8.8
8.8.8.8
192.168.2.7
192.168.2.7

Dest IP
192.168.2.7
192.168.2.7
192.168.2.7
192.168.2.7
104.21.18.245
192.168.2.7
104.21.18.245
192.168.2.7
192.168.2.7
104.21.18.245
192.168.2.7
192.168.2.7

Dest IP
8.8.8.8
192.168.2.7
8.8.8.8
192.168.2.7
8.8.8.8
192.168.2.7
8.8.8.8
192.168.2.7
8.8.8.8
192.168.2.7
8.8.8.8
192.168.2.7
8.8.8.8
192.168.2.7
8.8.8.8
192.168.2.7
8.8.8.8
192.168.2.7
8.8.8.8
192.168.2.7
8.8.8.8
192.168.2.7
8.8.8.8
192.168.2.7
8.8.8.8
8.8.8.8
8.8.8.8
192.168.2.7
192.168.2.7
8.8.8.8
192.168.2.7
192.168.2.7
8.8.8.8
8.8.8.8
8.8.8.8
192.168.2.7
192.168.2.7
192.168.2.7
8.8.8.8
192.168.2.7
8.8.8.8
192.168.2.7
8.8.8.8
8.8.8.8
192.168.2.7
192.168.2.7
8.8.8.8
8.8.8.8
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Timestamp Source Port Dest Port Source IP Dest IP

May 4, 2021 15:39:47.093265057 CEST 49958 53 192.168.2.7 8.8.8.8
May 4, 2021 15:39:47.126611948 CEST 53 54230 8.8.8.8 192.168.2.7
May 4, 2021 15:39:47.146805048 CEST 53 54911 8.8.8.8 192.168.2.7
May 4, 2021 15:39:47.154268980 CEST 53 49958 8.8.8.8 192.168.2.7
May 4, 2021 15:39:47.156419992 CEST 50860 53 192.168.2.7 8.8.8.8
May 4, 2021 15:39:47.240957022 CEST 53 50860 8.8.8.8 192.168.2.7
May 4, 2021 15:39:47.288758039 CEST 50452 53 192.168.2.7 8.8.8.8
May 4, 2021 15:39:47.352834940 CEST 53 50452 8.8.8.8 192.168.2.7
May 4, 2021 15:39:47.577038050 CEST 59730 53 192.168.2.7 8.8.8.8
May 4, 2021 15:39:47.625554085 CEST 53 59730 8.8.8.8 192.168.2.7
May 4, 2021 15:39:47.853833914 CEST 59310 53 192.168.2.7 8.8.8.8
May 4, 2021 15:39:47.913525105 CEST 53 59310 8.8.8.8 192.168.2.7
May 4, 2021 15:39:48.026536942 CEST 51919 53 192.168.2.7 8.8.8.8
May 4, 2021 15:39:48.094099045 CEST 64296 53 192.168.2.7 8.8.8.8
May 4, 2021 15:39:48.097434998 CEST 53 51919 8.8.8.8 192.168.2.7
May 4, 2021 15:39:48.143748045 CEST 53 64296 8.8.8.8 192.168.2.7
May 4, 2021 15:39:48.173564911 CEST 56680 53 192.168.2.7 8.8.8.8
May 4, 2021 15:39:48.233587980 CEST 53 56680 8.8.8.8 192.168.2.7
May 4, 2021 15:39:48.364998102 CEST 58820 53 192.168.2.7 8.8.8.8
May 4, 2021 15:39:48.413005114 CEST 60983 53 192.168.2.7 8.8.8.8
May 4, 2021 15:39:48.432284117 CEST 53 58820 8.8.8.8 192.168.2.7
May 4, 2021 15:39:48.477870941 CEST 53 60983 8.8.8.8 192.168.2.7
May 4, 2021 15:39:48.667928934 CEST 49247 53 192.168.2.7 8.8.8.8
May 4, 2021 15:39:48.716645002 CEST 53 49247 8.8.8.8 192.168.2.7
May 4, 2021 15:39:49.054888010 CEST 52286 53 192.168.2.7 8.8.8.8
May 4, 2021 15:39:49.069432020 CEST 56064 53 192.168.2.7 8.8.8.8
May 4, 2021 15:39:49.071149111 CEST 63744 53 192.168.2.7 8.8.8.8
May 4, 2021 15:39:49.103770971 CEST 53 52286 8.8.8.8 192.168.2.7
May 4, 2021 15:39:49.115289927 CEST 61457 53 192.168.2.7 8.8.8.8
May 4, 2021 15:39:49.127942085 CEST 53 63744 8.8.8.8 192.168.2.7
May 4, 2021 15:39:49.137330055 CEST 53 56064 8.8.8.8 192.168.2.7
May 4, 2021 15:39:49.148324013 CEST 58367 53 192.168.2.7 8.8.8.8
May 4, 2021 15:39:49.155160904 CEST 60599 53 192.168.2.7 8.8.8.8
May 4, 2021 15:39:49.172260046 CEST 53 61457 8.8.8.8 192.168.2.7
May 4, 2021 15:39:49.213577986 CEST 53 58367 8.8.8.8 192.168.2.7
May 4, 2021 15:39:49.215703964 CEST 53 60599 8.8.8.8 192.168.2.7
May 4, 2021 15:39:49.278985977 CEST 59571 53 192.168.2.7 8.8.8.8
May 4, 2021 15:39:49.335864067 CEST 53 59571 8.8.8.8 192.168.2.7
May 4, 2021 15:39:49.751357079 CEST 52689 53 192.168.2.7 8.8.8.8
May 4, 2021 15:39:49.819180965 CEST 53 52689 8.8.8.8 192.168.2.7
May 4, 2021 15:39:50.885277987 CEST 50290 53 192.168.2.7 8.8.8.8
May 4, 2021 15:39:50.934498072 CEST 53 50290 8.8.8.8 192.168.2.7
May 4, 2021 15:39:50.938420057 CEST 60427 53 192.168.2.7 8.8.8.8
May 4, 2021 15:39:50.990410089 CEST 53 60427 8.8.8.8 192.168.2.7
May 4, 2021 15:39:51.924618006 CEST 56209 53 192.168.2.7 8.8.8.8
May 4, 2021 15:39:51.981616020 CEST 53 56209 8.8.8.8 192.168.2.7
May 4, 2021 15:39:53.665837049 CEST 59582 53 192.168.2.7 8.8.8.8
May 4, 2021 15:39:53.725661039 CEST 53 59582 8.8.8.8 192.168.2.7
May 4, 2021 15:39:55.549551010 CEST 60949 53 192.168.2.7 8.8.8.8
May 4, 2021 15:39:55.556458950 CEST 58542 53 192.168.2.7 8.8.8.8
May 4, 2021 15:39:55.572273970 CEST 59179 53 192.168.2.7 8.8.8.8
May 4, 2021 15:39:55.583679914 CEST 60927 53 192.168.2.7 8.8.8.8
May 4, 2021 15:39:55.603313923 CEST 57854 53 192.168.2.7 8.8.8.8
May 4, 2021 15:39:55.605262041 CEST 53 58542 8.8.8.8 192.168.2.7
May 4, 2021 15:39:55.611423969 CEST 53 60949 8.8.8.8 192.168.2.7
May 4, 2021 15:39:55.620960951 CEST 53 59179 8.8.8.8 192.168.2.7
May 4, 2021 15:39:55.632707119 CEST 53 60927 8.8.8.8 192.168.2.7
May 4, 2021 15:39:55.645494938 CEST 62026 53 192.168.2.7 8.8.8.8
May 4, 2021 15:39:55.676357031 CEST 53 57854 8.8.8.8 192.168.2.7
May 4, 2021 15:39:55.703552008 CEST 53 62026 8.8.8.8 192.168.2.7
May 4, 2021 15:39:56.162636042 CEST 59453 53 192.168.2.7 8.8.8.8
May 4, 2021 15:39:56.234570980 CEST 53 59453 8.8.8.8 192.168.2.7
May 4, 2021 15:39:56.620099068 CEST 62468 53 192.168.2.7 8.8.8.8
May 4, 2021 15:39:56.692456961 CEST 53 62468 8.8.8.8 192.168.2.7
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May 4, 2021 15:40:01.467348099 CEST 52563 53 192.168.2.7 8.8.8.8

May 4, 2021 15:40:01.518996954 CEST 53 52563 8.8.8.8 192.168.2.7

May 4, 2021 15:40:03.456868887 CEST 54721 53 192.168.2.7 8.8.8.8

May 4, 2021 15:40:03.518199921 CEST 53 54721 8.8.8.8 192.168.2.7

May 4, 2021 15:40:09.143884897 CEST 62826 53 192.168.2.7 8.8.8.8

May 4, 2021 15:40:09.192761898 CEST 53 62826 8.8.8.8 192.168.2.7

May 4, 2021 15:40:10.781867981 CEST 62046 53 192.168.2.7 8.8.8.8

May 4, 2021 15:40:10.833328009 CEST 53 62046 8.8.8.8 192.168.2.7

May 4, 2021 15:40:11.823986053 CEST 51223 53 192.168.2.7 8.8.8.8

May 4, 2021 15:40:11.872908115 CEST 53 51223 8.8.8.8 192.168.2.7

May 4, 2021 15:40:13.589174986 CEST 63908 53 192.168.2.7 8.8.8.8

May 4, 2021 15:40:13.638474941 CEST 53 63908 8.8.8.8 192.168.2.7

May 4, 2021 15:40:14.294837952 CEST 49226 53 192.168.2.7 8.8.8.8

May 4, 2021 15:40:14.344454050 CEST 53 49226 8.8.8.8 192.168.2.7

May 4, 2021 15:40:14.591203928 CEST 63908 53 192.168.2.7 8.8.8.8

May 4, 2021 15:40:14.650482893 CEST 53 63908 8.8.8.8 192.168.2.7

May 4, 2021 15:40:15.369016886 CEST 49226 53 192.168.2.7 8.8.8.8

May 4, 2021 15:40:15.417836905 CEST 53 49226 8.8.8.8 192.168.2.7

May 4, 2021 15:40:16.953054905 CEST 49226 53 192.168.2.7 8.8.8.8

May 4, 2021 15:40:17.001820087 CEST 53 49226 8.8.8.8 192.168.2.7

May 4, 2021 15:40:18.151638985 CEST 63908 53 192.168.2.7 8.8.8.8

May 4, 2021 15:40:18.200269938 CEST 53 63908 8.8.8.8 192.168.2.7

May 4, 2021 15:40:18.440952063 CEST 60212 53 192.168.2.7 8.8.8.8

May 4, 2021 15:40:18.489721060 CEST 53 60212 8.8.8.8 192.168.2.7

May 4, 2021 15:40:18.967148066 CEST 49226 53 192.168.2.7 8.8.8.8

May 4, 2021 15:40:19.017131090 CEST 53 49226 8.8.8.8 192.168.2.7

May 4, 2021 15:40:19.810158014 CEST 58867 53 192.168.2.7 8.8.8.8

May 4, 2021 15:40:19.859133005 CEST 53 58867 8.8.8.8 192.168.2.7

May 4, 2021 15:40:19.967448950 CEST 50864 53 192.168.2.7 8.8.8.8

May 4, 2021 15:40:20.018222094 CEST 53 50864 8.8.8.8 192.168.2.7

May 4, 2021 15:40:20.164144039 CEST 63908 53 192.168.2.7 8.8.8.8

May 4, 2021 15:40:20.215264082 CEST 53 63908 8.8.8.8 192.168.2.7

May 4, 2021 15:40:23.184823990 CEST 49226 53 192.168.2.7 8.8.8.8

May 4, 2021 15:40:23.233541965 CEST 53 49226 8.8.8.8 192.168.2.7

May 4, 2021 15:40:24.391052961 CEST 63908 53 192.168.2.7 8.8.8.8

May 4, 2021 15:40:24.441531897 CEST 53 63908 8.8.8.8 192.168.2.7

May 4, 2021 15:40:26.251441956 CEST 61504 53 192.168.2.7 8.8.8.8

May 4, 2021 15:40:26.308677912 CEST 53 61504 8.8.8.8 192.168.2.7

May 4, 2021 15:40:26.689462900 CEST 60231 53 192.168.2.7 8.8.8.8

May 4, 2021 15:40:26.753448009 CEST 53 60231 8.8.8.8 192.168.2.7

May 4, 2021 15:40:27.207601070 CEST 50095 53 192.168.2.7 8.8.8.8

May 4, 2021 15:40:27.267213106 CEST 53 50095 8.8.8.8 192.168.2.7

May 4, 2021 15:40:28.500205040 CEST 59654 53 192.168.2.7 8.8.8.8

May 4, 2021 15:40:28.548939943 CEST 53 59654 8.8.8.8 192.168.2.7

May 4, 2021 15:40:29.673589945 CEST 58233 53 192.168.2.7 8.8.8.8

May 4, 2021 15:40:29.724342108 CEST 53 58233 8.8.8.8 192.168.2.7

May 4, 2021 15:40:30.600768089 CEST 56822 53 192.168.2.7 8.8.8.8

May 4, 2021 15:40:30.649302959 CEST 53 56822 8.8.8.8 192.168.2.7

May 4, 2021 15:40:31.210207939 CEST 62572 53 192.168.2.7 8.8.8.8

May 4, 2021 15:40:31.275563955 CEST 53 62572 8.8.8.8 192.168.2.7

May 4, 2021 15:40:33.209809065 CEST 57179 53 192.168.2.7 8.8.8.8

May 4, 2021 15:40:33.261506081 CEST 53 57179 8.8.8.8 192.168.2.7

May 4, 2021 15:40:35.175386906 CEST 56124 53 192.168.2.7 8.8.8.8

May 4, 2021 15:40:35.227240086 CEST 53 56124 8.8.8.8 192.168.2.7

May 4, 2021 15:40:48.107775927 CEST 62287 53 192.168.2.7 8.8.8.8

May 4, 2021 15:40:48.166623116 CEST 53 62287 8.8.8.8 192.168.2.7

May 4, 2021 15:41:19.534008026 CEST 54644 53 192.168.2.7 8.8.8.8

May 4, 2021 15:41:19.583895922 CEST 53 54644 8.8.8.8 192.168.2.7

DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

May 4, 2021 15:39:44.564110041 CEST 192.168.2.7 8.8.8.8 0x5bf6 Standard query  localcoron A (IP address) IN (0x0001)
(0) avirus.com
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Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

May 4, 2021 15:39:45.612165928 CEST 192.168.2.7 8.8.8.8 0x101e Standard query  www.republ A (IP address) IN (0x0001)
0) ica.com

May 4, 2021 15:39:45.626430035 CEST 192.168.2.7 8.8.8.8 Oxbde5 Standard query  www.lavozd A (IP address) IN (0x0001)
0) egalicia.es

May 4, 2021 15:39:45.643125057 CEST 192.168.2.7 8.8.8.8 0x6048 Standard query  static.eldiario.es A (IP address) IN (0x0001)
(0)

May 4, 2021 15:39:45.888689995 CEST 192.168.2.7 8.8.8.8 0x359¢ Standard query  i.blogs.es A (IP address) IN (0x0001)
(0)

May 4, 2021 15:39:46.628969908 CEST 192.168.2.7 8.8.8.8 0xfd70 Standard query  img.europa A (IP address) IN (0x0001)
(0) press.es

May 4, 2021 15:39:46.747833967 CEST 192.168.2.7 8.8.8.8 0xd370 Standard query  staticl.abc.es A (IP address) IN (0x0001)
(0)

May 4, 2021 15:39:46.804392099 CEST 192.168.2.7 8.8.8.8 0x8e06 Standard query  estaticos- A (IP address) IN (0x0001)
(0) cdn.elperi

odico.com

May 4, 2021 15:39:47.066507101 CEST 192.168.2.7 8.8.8.8 Ox4edb Standard query  www.meneam A (IP address) IN (0x0001)
0) e.net

May 4, 2021 15:39:47.087203979 CEST 192.168.2.7 8.8.8.8 0xf4b9 Standard query  media.revi A (IP address) IN (0x0001)
(0) stagg.com

May 4, 2021 15:39:47.093265057 CEST 192.168.2.7 8.8.8.8 Oxc57f Standard query  imagenes.2 A (IP address) IN (0x0001)
0) Ominutos.es

May 4, 2021 15:39:47.156419992 CEST 192.168.2.7 8.8.8.8 0x1419 Standard query  s.libertad A (IP address) IN (0x0001)
0) digital.com

May 4, 2021 15:39:47.288758039 CEST 192.168.2.7 8.8.8.8 Ox51ac Standard query  platform.t A (IP address) IN (0x0001)
(0) witter.com

May 4, 2021 15:39:47.577038050 CEST 192.168.2.7 8.8.8.8 0x7bb1 Standard query  cdn.jsdelivr.net A (IP address) IN (0x0001)
(0)

May 4, 2021 15:39:47.853833914 CEST 192.168.2.7 8.8.8.8 0x9c21 Standard query  connect.fa A (IP address) IN (0x0001)
0) cebook.net

May 4, 2021 15:39:48.026536942 CEST 192.168.2.7 8.8.8.8 0x10b9 Standard query  static.hotjar.com A (IP address) IN (0x0001)
(0)

May 4, 2021 15:39:48.173564911 CEST 192.168.2.7 8.8.8.8 0xa8b6 Standard query  proteccion10.net A (IP address) IN (0x0001)
(0)

May 4, 2021 15:39:48.364998102 CEST 192.168.2.7 8.8.8.8 0xb85a Standard query  googleads. A (IP address) IN (0x0001)
0) g.doubleclick.net

May 4, 2021 15:39:48.413005114 CEST 192.168.2.7 8.8.8.8 Oxfca Standard query  script.hotjar.com A (IP address) IN (0x0001)
(0)

May 4, 2021 15:39:49.069432020 CEST 192.168.2.7 8.8.8.8 0x4463 Standard query  stats.g.do A (IP address) IN (0x0001)
0) ubleclick.net

May 4, 2021 15:39:49.071149111 CEST 192.168.2.7 8.8.8.8 0x2dba Standard query  www.google.de A (IP address) IN (0x0001)
(0)

May 4, 2021 15:39:49.148324013 CEST 192.168.2.7 8.8.8.8 Oxdel8 Standard query  adservice. A (IP address) IN (0x0001)
(0) google.de

May 4, 2021 15:39:49.278985977 CEST 192.168.2.7 8.8.8.8 0x63e3 Standard query  www.google A (IP address) IN (0x0001)
(0) tagservices.com

May 4, 2021 15:39:49.751357079 CEST 192.168.2.7 8.8.8.8 0x85dc Standard query  vars.hotjar.com A (IP address) IN (0x0001)
(0)

May 4, 2021 15:39:55.549551010 CEST 192.168.2.7 8.8.8.8 0x2ch1 Standard query id.rlcdn.com A (IP address) IN (0x0001)
(0)

May 4, 2021 15:39:55.556458950 CEST 192.168.2.7 8.8.8.8 0xb70e Standard query  odr.mookiel.com A (IP address) IN (0x0001)
(0)

May 4, 2021 15:39:55.572273970 CEST 192.168.2.7 8.8.8.8 Oxea54 Standard query  us-u.openx.net A (IP address) IN (0x0001)
(0)

May 4, 2021 15:39:55.583679914 CEST 192.168.2.7 8.8.8.8 0x7ec3 Standard query  image6.pub A (IP address) IN (0x0001)
(0) matic.com

May 4, 2021 15:39:55.603313923 CEST 192.168.2.7 8.8.8.8 Oxcd8b Standard query  token.rubi A (IP address) IN (0x0001)
0) conproject.com

May 4, 2021 15:39:55.645494938 CEST 192.168.2.7 8.8.8.8 Oxcbf3 Standard query  cm.g.doubl A (IP address) IN (0x0001)
(0) eclick.net

May 4, 2021 15:39:56.162636042 CEST 192.168.2.7 8.8.8.8 0xe591 Standard query  cc.adingo.jp A (IP address) IN (0x0001)
(0)

May 4, 2021 15:40:03.456868887 CEST 192.168.2.7 8.8.8.8 Oxb71 Standard query  localcoron A (IP address) IN (0x0001)
(0) avirus.com

May 4, 2021 15:40:19.967448950 CEST 192.168.2.7 8.8.8.8 Oxde82 Standard query  match.adsrvr.org A (IP address) IN (0x0001)
(0)

May 4, 2021 15:40:26.251441956 CEST 192.168.2.7 8.8.8.8 Oxdc61 Standard query  facebook.com A (IP address) IN (0x0001)
(0)

May 4, 2021 15:40:26.689462900 CEST 192.168.2.7 8.8.8.8 0x19f7 Standard query  m.facebook.com A (IP address) IN (0x0001)
(0)

May 4, 2021 15:40:27.207601070 CEST 192.168.2.7 8.8.8.8 0xf324 Standard query  www.facebo A (IP address) IN (0x0001)
0) ok.com

DNS Answers
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Timestamp Source IP

May 4, 2021 8.8.8.8
15:39:44.630589008
CEST

May 4, 2021 8.8.8.8
15:39:44.630589008
CEST

May 4, 2021 8.8.8.8
15:39:45.672298908
CEST

May 4, 2021 8.8.8.8
15:39:45.672298908
CEST

May 4, 2021 8.8.8.8
15:39:45.683191061
CEST

May 4, 2021 8.8.8.8
15:39:45.683191061
CEST

May 4, 2021 8.8.8.8
15:39:45.683191061
CEST

May 4, 2021 8.8.8.8
15:39:45.683191061
CEST

May 4, 2021 8.8.8.8
15:39:45.683191061
CEST

May 4, 2021 8.8.8.8
15:39:45.683191061
CEST

May 4, 2021 8.8.8.8
15:39:45.683191061
CEST

May 4, 2021 8.8.8.8
15:39:45.702503920
CEST

May 4, 2021 8.8.8.8
15:39:45.702503920
CEST

May 4, 2021 8.8.8.8
15:39:45.702503920
CEST

May 4, 2021 8.8.8.8
15:39:45.702503920
CEST

May 4, 2021 8.8.8.8
15:39:45.702503920
CEST

May 4, 2021 8.8.8.8
15:39:45.953743935
CEST

May 4, 2021 8.8.8.8
15:39:45.953743935
CEST

May 4, 2021 8.8.8.8
15:39:45.953743935
CEST

May 4, 2021 8.8.8.8
15:39:45.953743935
CEST

May 4, 2021 8.8.8.8
15:39:45.953743935
CEST

May 4, 2021 8.8.8.8
15:39:46.695158958
CEST
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Dest IP
192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

Trans ID

0x5bf6

0x5bf6

0x101e

0x101e

Oxbde5

Oxbde5

Oxbde5

Oxbde5

Oxbde5

Oxbde5

Oxbde5

0x6048

0x6048

0x6048

0x6048

0x6048

0x359¢

0x359¢

0x359¢

0x359¢

0x359¢

0xfd70

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

localcoron
avirus.com

localcoron
avirus.com

www.republ
ica.com

republica.com

www.lavozd
egalicia.es

akavozpr-galicia-
1149308574.eu-
west-1.el
b.amazonaw
s.com

akavozpr-galicia-
1149308574.eu-
west-1.el
b.amazonaw
s.com

akavozpr-galicia-
1149308574.eu-
west-1.el
b.amazonaw
s.com

akavozpr-galicia-
1149308574.eu-
west-1.el
b.amazonaw
s.com

akavozpr-galicia-
1149308574.eu-
west-1.el
b.amazonaw
s.com

akavozpr-galicia-
1149308574.eu-
west-1.el
b.amazonaw
s.com

static.eldiario.es

static.eld
jario.es.c
dn.bitban.net

caching.cl
9.edge2bef
aster.io

aec01.esg.
eldiario.e
dgetcdn.io

aec01.esg.
eldiario.e
dgetcdn.io

i.blogs.es

d1j70itgjm
2icu.cloud
front.net
d1j70itgjm
2icu.cloud
front.net
d1j70itgjm
2icu.cloud
front.net
d1j70itgjm
2icu.cloud
front.net

img.europa
press.es

CName

republica.com

akavozpr-galicia-
1149308574.eu-west-
1.elb.amazonaws.com

static.eldiario.es.cdn.bitba
n.net

caching.c19.edge2befast
er.io

aec01.esg.eldiario.edgetc
dn.io

d1j70itgjm2icu.cloudfront.
net

d2dzdx91mh5kpx.cloudfr
ont.net

Address
104.21.18.245

172.67.183.244

146.255.19.152

52.211.67.210

54.194.190.147

34.249.141.22

52.211.217.51

52.210.129.255

54.194.71.119

84.17.62.22

84.17.62.23

13.225.74.97

13.225.74.64

13.225.74.128

13.225.74.3

Type
A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP

May 4, 2021 8.8.8.8
15:39:46.695158958
CEST

May 4, 2021 8.8.8.8
15:39:46.695158958
CEST

May 4, 2021 8.8.8.8
15:39:46.695158958
CEST

May 4, 2021 8.8.8.8
15:39:46.695158958
CEST

May 4, 2021 8.8.8.8
15:39:46.807677984
CEST

May 4, 2021 8.8.8.8
15:39:46.807677984
CEST

May 4, 2021 8.8.8.8
15:39:46.905610085
CEST

May 4, 2021 8.8.8.8
15:39:46.905610085
CEST

May 4, 2021 8.8.8.8
15:39:46.905610085
CEST

May 4, 2021 8.8.8.8
15:39:47.126611948
CEST

May 4, 2021 8.8.8.8
15:39:47.126611948
CEST

May 4, 2021 8.8.8.8
15:39:47.146805048
CEST

May 4, 2021 8.8.8.8
15:39:47.146805048
CEST

May 4, 2021 8.8.8.8
15:39:47.146805048
CEST

May 4, 2021 8.8.8.8
15:39:47.146805048
CEST

May 4, 2021 8.8.8.8
15:39:47.146805048
CEST

May 4, 2021 8.8.8.8
15:39:47.154268980
CEST

May 4, 2021 8.8.8.8
15:39:47.154268980
CEST

May 4, 2021 8.8.8.8
15:39:47.154268980
CEST

May 4, 2021 8.8.8.8
15:39:47.154268980
CEST

May 4, 2021 8.8.8.8
15:39:47.154268980
CEST

May 4, 2021 8.8.8.8
15:39:47.240957022
CEST

May 4, 2021 8.8.8.8
15:39:47.352834940
CEST

May 4, 2021 8.8.8.8
15:39:47.352834940
CEST

May 4, 2021 8.8.8.8
15:39:47.352834940
CEST

May 4, 2021 8.8.8.8
15:39:47.352834940
CEST
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Dest IP
192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

Trans ID

0xfd70

0xfd70

0xfd70

0xfd70

0xd370

0xd370

0x8e06

0x8e06

0x8e06

Ox4edb

Ox4edb

0xf4b9

0xf4b9

0xf4b9

0xf4b9

0xf4b9

0xc57f

0xc57f

0xc57f

0xc57f

0xc57f

0x1419

Ox5l1ac

Ox5l1ac

Ox5l1ac

Ox5l1ac

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name CName

d2dzdx91mh
Skpx.cloud
front.net

d2dzdx91mh
Skpx.cloud
front.net

d2dzdx91mh
Skpx.cloud
front.net

d2dzdx91mh
Skpx.cloud
front.net

staticl.abc.es static.abc.es

static.abc.es static-abc.akamaized.net

estaticos- prensaiberica.map.fastly.
cdn.elperi net
odico.com

prensaiber
ica.map.fa
stly.net

prensaiber
ica.map.fa
stly.net

www.meneam
e.net

www.meneam
e.net

media.revi cni-digital.map.fastly.net
stagg.com

cni-digita
|.map.fastly.net

cni-digita
|.map.fastly.net

cni-digita
|.map.fastly.net

cni-digita
|.map.fastly.net

imagenes.2 di7juyclzlgyp.cloudfront.n
Ominutos.es et

di7juyclzl
gyp.cloudf
ront.net

di7juyclzl
gyp.cloudf
ront.net

di7juyclzl
gyp.cloudf
ront.net

di7juyclzl
gyp.cloudf
ront.net

s.libertad
digital.com

platform.t cs472.wac.edgecastcdn.n
witter.com et

cs472.wac. csl-apr-
edgecastcdn.net 8315.wac.edgecastcdn.n
et

csl-apr-83 wac.apr-
15.wac.edg 8315.edgecastdns.net
ecastcdn.net

csl-lb-eu. cs491.wac.edgecastcdn.n
8315.ecdns.net et

Address
13.224.193.60

13.224.193.96

13.224.193.101

13.224.193.112

199.232.194.133

199.232.198.133

52.212.89.238

108.128.145.3

151.101.2.133

151.101.66.133

151.101.130.133

151.101.194.133

13.225.74.99

13.225.74.23

13.225.74.87

13.225.74.48

213.149.255.231

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP

May 4, 2021 8.8.8.8
15:39:47.352834940
CEST

May 4, 2021 8.8.8.8
15:39:47.625554085
CEST

May 4, 2021 8.8.8.8
15:39:47.913525105
CEST

May 4, 2021 8.8.8.8
15:39:47.913525105
CEST

May 4, 2021 8.8.8.8
15:39:48.097434998
CEST

May 4, 2021 8.8.8.8
15:39:48.097434998
CEST

May 4, 2021 8.8.8.8
15:39:48.097434998
CEST

May 4, 2021 8.8.8.8
15:39:48.097434998
CEST

May 4, 2021 8.8.8.8
15:39:48.097434998
CEST

May 4, 2021 8.8.8.8
15:39:48.233587980
CEST

May 4, 2021 8.8.8.8
15:39:48.432284117
CEST

May 4, 2021 8.8.8.8
15:39:48.477870941
CEST

May 4, 2021 8.8.8.8
15:39:48.477870941
CEST

May 4, 2021 8.8.8.8
15:39:48.477870941
CEST

May 4, 2021 8.8.8.8
15:39:48.477870941
CEST

May 4, 2021 8.8.8.8
15:39:49.127942085
CEST

May 4, 2021 8.8.8.8
15:39:49.137330055
CEST

May 4, 2021 8.8.8.8
15:39:49.137330055
CEST

May 4, 2021 8.8.8.8
15:39:49.137330055
CEST

May 4, 2021 8.8.8.8
15:39:49.137330055
CEST

May 4, 2021 8.8.8.8
15:39:49.137330055
CEST

May 4, 2021 8.8.8.8
15:39:49.172260046
CEST

May 4, 2021 8.8.8.8
15:39:49.213577986
CEST

May 4, 2021 8.8.8.8
15:39:49.213577986
CEST

May 4, 2021 8.8.8.8
15:39:49.335864067
CEST

May 4, 2021 8.8.8.8
15:39:49.819180965
CEST

Copyright Joe Security LLC 2021

Dest IP
192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

Trans ID

Ox5l1ac

0x7bbl

0x9c21

0x9c21

0x10b9

0x10b9

0x10b9

0x10b9

0x10b9

0xa8b6

0xb85a

Oxfca

Oxfca

Oxfca

Oxfca

Ox2dba

0x4463

0x4463

0x4463

0x4463

0x4463

0x8587

Oxdel8

Oxdel8

0x63e3

0x85dc

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name
cs491.wac.
edgecastcdn.net

cdn.jsdelivr.net

connect.fa
cebook.net

scontent.x
x.fbcdn.net

static.hotjar.com

static-cdn
.hotjar.com

static-cdn
.hotjar.com

static-cdn
.hotjar.com

static-cdn
.hotjar.com

proteccion10.net

googleads.
g.doubleclick.net

script.hotjar.com

script.hotjar.com

script.hotjar.com

script.hotjar.com

www.google.de

stats.g.do
ubleclick.net

stats.l.do
ubleclick.net

stats.l.do
ubleclick.net

stats.l.do
ubleclick.net

stats.l.do
ubleclick.net

partnerad.
|.doubleclick.net

adservice.
google.de

pagead46.1
.doubleclick.net

www.google
tagservices.com

vars.hotjar.com

CName Address
192.229.233.25

dualstack.f3.shared.globa

|.fastly.net

scontent.xx.fbcdn.net

31.13.92.14

static-cdn.hotjar.com

13.225.74.20

13.225.74.66

13.225.74.74

13.225.74.30

193.32.242.105

172.217.16.130

13.224.193.31

13.224.193.122

13.224.193.38

13.224.193.121

142.250.185.227

stats.l.doubleclick.net

74.125.140.155

74.125.140.157

74.125.140.156

74.125.140.154

142.250.185.194

pagead46.l.doubleclick.ne

t

142.250.186.98

142.250.186.34

13.224.193.91

Type
A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP

May 4, 2021
15:39:49.819180965
CEST

8.8.8.8

May 4, 2021
15:39:49.819180965
CEST

8.8.8.8

May 4, 2021
15:39:49.819180965
CEST

8.8.8.8

May 4, 2021
15:39:55.605262041
CEST

8.8.8.8

May 4, 2021
15:39:55.605262041
CEST

8.8.8.8

May 4, 2021
15:39:55.611423969
CEST

8.8.8.8

May 4, 2021 8.8.8.8
15:39:55.620960951

CEST

May 4, 2021
15:39:55.620960951
CEST

8.8.8.8

May 4, 2021
15:39:55.632707119
CEST

8.8.8.8

May 4, 2021 8.8.8.8
15:39:55.632707119

CEST

May 4, 2021
15:39:55.632707119
CEST

8.8.8.8

May 4, 2021
15:39:55.676357031
CEST

8.8.8.8

May 4, 2021 8.8.8.8
15:39:55.703552008

CEST

May 4, 2021
15:39:56.234570980
CEST

8.8.8.8

May 4, 2021
15:39:56.234570980
CEST

8.8.8.8

May 4, 2021
15:39:56.234570980
CEST

8.8.8.8

May 4, 2021
15:39:56.234570980
CEST

8.8.8.8

May 4, 2021
15:39:56.234570980
CEST

8.8.8.8

May 4, 2021
15:39:56.234570980
CEST

8.8.8.8

May 4, 2021 8.8.8.8
15:39:56.234570980

CEST

May 4, 2021
15:39:56.234570980
CEST

8.8.8.8

May 4, 2021
15:40:03.518199921
CEST

8.8.8.8

May 4, 2021 8.8.8.8
15:40:03.518199921

CEST

May 4, 2021
15:40:20.018222094
CEST

8.8.8.8

May 4, 2021
15:40:20.018222094
CEST

8.8.8.8

Copyright Joe Security LLC 2021

Dest IP
192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

Trans ID

0x85dc

0x85dc

0x85dc

0xb70e

0xb70e

0x2cbl

Oxea54

Oxea54

0x7ec3

0x7ec3

0x7ec3

Oxcd8b

0xchf3

0xe591

0xe591

0xe591

0xe591

0xe591

0xe591

0xe591

0xe591

0xb71

0xb71

Oxde82

Oxde82

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name CName

vars.hotjar.com

vars.hotjar.com

vars.hotjar.com

odr.mookiel.com tagr-gcp-odr-

euw4.mookiel.com

tagr-gcp-odr-
euw4.mo
okiel.com

id.rlcdn.com

us-u.openx.net

us-u.openx.net

image6.pub pugm22000nfc.pubmatic.
matic.com com
pugm22000n pugm22000nf.pubmatic.c

fc.pubmatic.com om

pugm22000n
f.pubmatic.com

token.rubi

conproject.com  kadns.net

cm.g.doubl

eclick.net

cc.adingo.jp

cc.adingo.jp

cc.adingo.jp

cc.adingo.jp

cc.adingo.jp

cc.adingo.jp

cc.adingo.jp

cc.adingo.jp

localcoron

avirus.com

localcoron
avirus.com

match.adsrvr.org match-1943069928.eu-

west-

1.elb.amazonaws.com

match-1943
069928.eu-west-
lelb
.amazonaws
.com

pixel.rubiconproject.net.a

Address
13.224.193.12

13.224.193.73

13.224.193.116

34.98.67.61

35.244.174.68

35.244.159.8

34.98.64.218

185.64.189.115

172.217.16.130

18.179.240.58

54.178.184.38

52.68.53.67

54.250.196.226

35.72.120.200

54.64.53.220

18.180.1.224

54.178.254.210

172.67.183.244

104.21.18.245

54.76.6.247

Type
A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP Dest IP

May 4, 2021 8.8.8.8
15:40:20.018222094
CEST

May 4, 2021 8.8.8.8
15:40:20.018222094
CEST

May 4, 2021 8.8.8.8
15:40:20.018222094
CEST

May 4, 2021 8.8.8.8
15:40:20.018222094
CEST

May 4, 2021 8.8.8.8
15:40:20.018222094
CEST

May 4, 2021 8.8.8.8
15:40:20.018222094
CEST

May 4, 2021 8.8.8.8
15:40:20.018222094
CEST

May 4, 2021 8.8.8.8
15:40:26.308677912
CEST

May 4, 2021 8.8.8.8
15:40:26.753448009
CEST

May 4, 2021 8.8.8.8
15:40:26.753448009
CEST

May 4, 2021 8.8.8.8
15:40:27.267213106
CEST

May 4, 2021 8.8.8.8
15:40:27.267213106
CEST

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

HTTP Request Dependency Graph

e localcoronavirus.com

HTTP Packets

Session ID

0

Timestamp

May 4, 2021
15:39:44.689212084 CEST

Trans ID

Oxde82

Oxde82

Oxde82

Oxde82

Oxde82

Oxde82

Oxde82

Oxdc61

0x19f7

0x19f7

0xf324

0xf324

Source IP Source Port

192.168.2.7 49700

kBytes
transferred

349 ouT

Copyright Joe Security LLC 2021

Direction

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

match-1943
069928.eu-west-
lelb
.amazonaws
.com

match-1943
069928.eu-west-
lelb
.amazonaws
.com

match-1943
069928.eu-west-
lelb
.amazonaws
.com

match-1943
069928.eu-west-
lelb
.amazonaws
.com

match-1943
069928.eu-west-
lelb
.amazonaws
.com

match-1943
069928.eu-west-
lelb
.amazonaws
.com

match-1943
069928.eu-west-
lelb
.amazonaws
.com

facebook.com

m.facebook.com

star-mini.
clor.faceb
ook.com

www.facebo
ok.com

star-mini.
clor.faceb
ook.com

CName

star-
mini.c10r.facebook.com

star-
mini.c10r.facebook.com

Destination IP Destination Port Process

104.21.18.245 80

Data
GET /HTTP/1.1

Address
52.30.73.5

34.240.192.98

52.208.69.189

52.210.202.173

34.252.153.38

52.210.189.83

34.250.165.246

31.13.92.36

31.13.92.36

31.13.92.36

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Accept: text/html, application/xhtml+xml, image/jxr, */*
Accept-Language: en-US
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate
Host: localcoronavirus.com

Connection: Keep-Alive

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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kBytes
Timestamp

May 4, 2021
15:39:44.760124922 CEST

349

HTTPS Packets

Timestamp Source IP

May 4, 2021
15:39:44.865731955
CEST

104.21.18.245

May 4, 2021
15:39:46.275760889
CEST

84.17.62.22

May 4, 2021
15:39:46.338226080
CEST

84.17.62.22

May 4, 2021
15:39:46.441715956
CEST

52.211.67.210

Copyright Joe Security LLC 2021

transferred

Source
Port

443

443

443

443

Direction

IN

Dest IP

192.168.2.7 49701

192.168.2.7 49712

192.168.2.7 49713

192.168.2.7 49715

Data

HTTP/1.1 301 Moved Permanently
Date: Tue, 04 May 2021 13:39:44 GMT

Transfer-Encoding: chunked
Connection: keep-alive
Cache-Control: max-age=3600

Expires: Tue, 04 May 2021 14:39:44 GMT

Location: https://localcoronavirus.com/

cf-request-id: 09d9343bda000096e61d384000000001
Report-To: {"max_age":604800,"group":“cf-nel","endpoints":[{"url":"https:\\/a.nel.cloudflare.comVreport?s=mR
9PLLBWMMOgIxGkgdzWBbVhDrbeKxsePcE0Zw3qdumGJIMJIuOuL2VVhuOCWCD1BYWiokuR7duy623X6Po0
2wr70wpyDN7fWI4UC42PUXzbGFirdKcQ%3D%3D"}]}
NEL: {"report_to":"cf-nel","max_age":604800}

Vary: Accept-Encoding
Server: cloudflare

CF-RAY: 64a2230c8f3796e6-FRA
alt-svc: h3-27=":443"; ma=86400, h3-28=":443"; ma=86400, h3-29=":443"; ma=86400

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Dest

Port

Subject

CN-=sni.cloudflaressl.com,
O="Cloudflare, Inc.", L=San
Francisco, ST=CA, C=US
CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN=15m2016.eldiario.es
CN=R3, O=Let's Encrypt,
C=USs

CN=R3, O=Let's Encrypt,
C=USs

CN=15m2016.eldiario.es
CN=R3, O=Let's Encrypt,
C=USs

CN=R3, O=Let's Encrypt,
C=USs

CN=*lavozdegalicia.es,
OU=PremiumSSL Legacy
Wildcard, O=LA VOZ DE
GALICIAS.A.,
STREET="RONDA DE
OUTEIRO, 1 - 3 BAJO", L=A
CORUNA, ST=La Corua,
0ID.2.5.4.17=15006, C=ES
CN=Sectigo RSA
Organization Validation
Secure Server CA,
O=Sectigo Limited,
L=Salford, ST=Greater
Manchester, C=GB

Issuer

CN=Cloudflare Inc ECC
CA-3, O="Cloudflare,
Inc.", C=US
CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=R3, O=Let's
Encrypt, C=US
CN=DST Root CA X3,
O=Digital Signature
Trust Co.

CN=DST Root CA X3,
O=Digital Signature
Trust Co.

CN=R3, O=Let's
Encrypt, C=US
CN=DST Root CA X3,
O=Digital Signature
Trust Co.

CN=DST Root CA X3,
O=Digital Signature
Trust Co.

CN=Sectigo RSA
Organization Validation
Secure Server CA,
O=Sectigo Limited,
L=Salford, ST=Greater
Manchester, C=GB
CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US

Not
Before

Mon Oct
26
01:00:00
CET
2020
Mon Jan
27
13:48:08
CET
2020

Mon Jan
27
13:48:08
CET
2020

Thu Mar
25
23:25:48
CET
2021
Wed Oct
07
21:21:40
CEST
2020

Wed Oct
07
21:21:40
CEST
2020

Thu Mar
25
23:25:48
CET
2021
Wed Oct
07
21:21:40
CEST
2020

Wed Oct
07
21:21:40
CEST
2020

Thu Oct
17
02:00:00
CEST
2019 Fri
Nov 02
01:00:00
CET
2018

Not
After

Tue Oct
26
01:59:59
CEST
2021
Wed

Jan 01
00:59:59
CET
2025

Wed

Jan 01
00:59:59
CET
2025

Thu Jun
24
00:25:48
CEST
2021
Wed
Sep 29
21:21:40
CEST
2021

Wed
Sep 29
21:21:40
CEST
2021

Thu Jun
24
00:25:48
CEST
2021
Wed
Sep 29
21:21:40
CEST
2021

Wed
Sep 29
21:21:40
CEST
2021

Tue Jan
18
01:00:00
CET
2022
Wed

Jan 01
00:59:59
CET
2031

JA3 SSL Client
Fingerprint

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

JA3 SSL Client Digest

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228h2d4e
424db3a98c
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Source
Timestamp Source IP Port

May 4, 2021 146.255.19.152 443
15:39:46.632251978
CEST

May 4, 2021 52.211.67.210 443
15:39:46.654767036
CEST

May 4, 2021 146.255.19.152 443
15:39:46.663449049
CEST

May 4, 2021 13.225.74.97 443
15:39:46.676975965
CEST

Copyright Joe Security LLC 2021

Dest
Dest IP Port

192.168.2.7 49711

192.168.2.7 49714

192.168.2.7 49710

192.168.2.7 49717

Subject

CN=Sectigo RSA
Organization Validation
Secure Server CA,
O=Sectigo Limited,
L=Salford, ST=Greater
Manchester, C=GB

CN=republica.com CN=R3,
O=Let's Encrypt, C=US

CN=R3, O=Let's Encrypt,
C=USs

CN=*lavozdegalicia.es,
OU=PremiumSSL Legacy
Wildcard, O=LA VOZ DE
GALICIAS.A.,
STREET="RONDA DE
OUTEIRO, 1 - 3 BAJO", L=A
CORUNA, ST=La Corua,
0ID.2.5.4.17=15006, C=ES
CN=Sectigo RSA
Organization Validation
Secure Server CA,
O=Sectigo Limited,
L=Salford, ST=Greater
Manchester, C=GB

CN=Sectigo RSA
Organization Validation
Secure Server CA,
O=Sectigo Limited,
L=Salford, ST=Greater
Manchester, C=GB

CN=republica.com CN=R3,
O=Let's Encrypt, C=US

CN=R3, O=Let's Encrypt,
C=USs

CN=*.blogs.es CN=Amazon,
OU=Server CA 1B,
O=Amazon, C=US
CN=Amazon Root CA 1,
O=Amazon, C=US
CN=Starfield Services Root
Certificate Authority - G2,
O="Starfield Technologies,
Inc.", L=Scottsdale,
ST=Arizona, C=US

CN=Amazon, OU=Server
CA 1B, O=Amazon, C=US

Issuer

CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US

CN=R3, O=Let's
Encrypt, C=US
CN=DST Root CA X3,
O=Digital Signature
Trust Co.

CN=DST Root CA X3,
O=Digital Signature
Trust Co.

CN=Sectigo RSA
Organization Validation
Secure Server CA,
O=Sectigo Limited,
L=Salford, ST=Greater
Manchester, C=GB
CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US

CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US

CN=R3, O=Let's
Encrypt, C=US
CN=DST Root CA X3,
O=Digital Signature
Trust Co.

CN=DST Root CA X3,
O=Digital Signature
Trust Co.

CN=Amazon,
OU=Server CA 1B,
O=Amazon, C=US
CN=Amazon Root CA
1, O=Amazon, C=US
CN=Starfield Services
Root Certificate
Authority - G2,
O="Starfield
Technologies, Inc.",
L=Scottsdale,
ST=Arizona, C=US
OuU=starfield Class 2
Certification Authority,
O="Starfield
Technologies, Inc.",
C=USs

CN=Amazon Root CA
1, O=Amazon, C=US

Not
Before

Fri Nov
02
01:00:00
CET
2018

Thu Feb
04
11:00:51
CET
2021
Wed Oct
07
21:21:40
CEST
2020

Wed Oct
07
21:21:40
CEST
2020

Thu Oct
17
02:00:00
CEST
2019 Fri
Nov 02
01:00:00
CET
2018

Fri Nov
02
01:00:00
CET
2018

Thu Feb
04
11:00:51
CET
2021
Wed Oct
07
21:21:40
CEST
2020

Wed Oct
07
21:21:40
CEST
2020

Fri Feb
05
01:00:00
CET
2021
Thu Oct
22
02:00:00
CEST
2015
Mon
May 25
14:00:00
CEST
2015
Wed
Sep 02
02:00:00
CEST
2009

Thu Oct
22
02:00:00
CEST
2015

Not
After

Wed

Jan 01
00:59:59
CET
2031

Wed
May 05
12:00:51
CEST
2021
Wed
Sep 29
21:21:40
CEST
2021

Wed
Sep 29
21:21:40
CEST
2021

Tue Jan
18
01:00:00
CET
2022
Wed

Jan 01
00:59:59
CET
2031

Wed

Jan 01
00:59:59
CET
2031

Wed
May 05
12:00:51
CEST
2021
Wed
Sep 29
21:21:40
CEST
2021

Wed
Sep 29
21:21:40
CEST
2021

Mon Mar
07
00:59:59
CET
2022
Sun Oct
19
02:00:00
CEST
2025
Thu Dec
31
02:00:00
CET
2037
Wed
Jun 28
19:39:16
CEST
2034

Sun Oct
19
02:00:00
CEST
2025

JA3 SSL Client
Fingerprint

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

JA3 SSL Client Digest

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228h2d4e
424db3a98c
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Timestamp

May 4, 2021
15:39:46.723145962
CEST

May 4, 2021
15:39:46.788299084
CEST

Source IP

13.225.74.97

13.224.193.60

Copyright Joe Security LLC 2021

Source
Port

443

443

Dest

Dest IP Port

192.168.2.7 49716

192.168.2.7 49718

Subject

CN=Amazon Root CA 1,
O=Amazon, C=US

CN=Starfield Services Root
Certificate Authority - G2,
O="Starfield Technologies,
Inc.", L=Scottsdale,
ST=Arizona, C=US

CN=*.blogs.es CN=Amazon,
OU=Server CA 1B,
O=Amazon, C=US
CN=Amazon Root CA 1,
O=Amazon, C=US
CN=Starfield Services Root
Certificate Authority - G2,
O="Starfield Technologies,
Inc.", L=Scottsdale,
ST=Arizona, C=US

CN=Amazon, OU=Server
CA 1B, O=Amazon, C=US

CN=Amazon Root CA 1,
O=Amazon, C=US

CN=Starfield Services Root
Certificate Authority - G2,
O="Starfield Technologies,
Inc.", L=Scottsdale,
ST=Arizona, C=US

CN=img.europapress.es
CN=Amazon, OU=Server
CA 1B, O=Amazon, C=US
CN=Amazon Root CA 1,
O=Amazon, C=US
CN=Starfield Services Root
Certificate Authority - G2,
O="Starfield Technologies,
Inc.", L=Scottsdale,
ST=Arizona, C=US

CN=Amazon, OU=Server
CA 1B, O=Amazon, C=US

CN=Amazon Root CA 1,
O=Amazon, C=US

Issuer

CN=Starfield Services
Root Certificate
Authority - G2,
O="Starfield
Technologies, Inc.",
L=Scottsdale,
ST=Arizona, C=US

OuU=starfield Class 2
Certification Authority,
O="Starfield
Technologies, Inc.",
C=USs

CN=Amazon,
OU=Server CA 1B,
O=Amazon, C=US
CN=Amazon Root CA
1, O=Amazon, C=US
CN=Starfield Services
Root Certificate
Authority - G2,
O="Starfield
Technologies, Inc.",
L=Scottsdale,
ST=Arizona, C=US
OuU=Starfield Class 2
Certification Authority,
O="Starfield
Technologies, Inc.",
C=USs

CN=Amazon Root CA
1, O=Amazon, C=US

CN=Starfield Services
Root Certificate
Authority - G2,
O="Starfield
Technologies, Inc.",
L=Scottsdale,
ST=Arizona, C=US

OuU=Starfield Class 2
Certification Authority,
O="Starfield
Technologies, Inc.",
C=USs

CN=Amazon,
OU=Server CA 1B,
O=Amazon, C=US
CN=Amazon Root CA
1, O=Amazon, C=US
CN=Starfield Services
Root Certificate
Authority - G2,
O="Starfield
Technologies, Inc.",
L=Scottsdale,
ST=Arizona, C=US
OuU=starfield Class 2
Certification Authority,
O="Starfield
Technologies, Inc.",
C=USs

CN=Amazon Root CA
1, O=Amazon, C=US

CN=Starfield Services
Root Certificate
Authority - G2,
O="Starfield
Technologies, Inc.",
L=Scottsdale,
ST=Arizona, C=US

Not
Before

Mon
May 25
14:00:00
CEST
2015

Wed
Sep 02
02:00:00
CEST
2009

Fri Feb
05
01:00:00
CET
2021
Thu Oct
22
02:00:00
CEST
2015
Mon
May 25
14:00:00
CEST
2015
Wed
Sep 02
02:00:00
CEST
2009

Thu Oct
22
02:00:00
CEST
2015

Mon
May 25
14:00:00
CEST
2015

Wed
Sep 02
02:00:00
CEST
2009

Tue Jun
16
02:00:00
CEST
2020
Thu Oct
22
02:00:00
CEST
2015
Mon
May 25
14:00:00
CEST
2015
Wed
Sep 02
02:00:00
CEST
2009

Thu Oct
22
02:00:00
CEST
2015

Mon
May 25
14:00:00
CEST
2015

Not
After

Thu Dec
31
02:00:00
CET
2037

Wed

Jun 28
19:39:16
CEST
2034

Mon Mar
07
00:59:59
CET
2022
Sun Oct
19
02:00:00
CEST
2025
Thu Dec
31
02:00:00
CET
2037
Wed
Jun 28
19:39:16
CEST
2034

Sun Oct
19
02:00:00
CEST
2025

Thu Dec
31
02:00:00
CET
2037

Wed

Jun 28
19:39:16
CEST
2034

Fri Jul
16
14:00:00
CEST
2021
Sun Oct
19
02:00:00
CEST
2025
Thu Dec
31
02:00:00
CET
2037
Wed
Jun 28
19:39:16
CEST
2034

Sun Oct
19
02:00:00
CEST
2025

Thu Dec
31
02:00:00
CET
2037

JA3 SSL Client
Fingerprint

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

JA3 SSL Client Digest

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228h2d4e
424db3a98c
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Timestamp Source IP

May 4, 2021
15:39:46.788968086
CEST

13.224.193.60

May 4, 2021
15:39:46.934322119
CEST

13.224.193.60

Copyright Joe Security LLC 2021

Source
Port

443

443

Dest

Dest IP Port

192.168.2.7 49719

192.168.2.7 49720

Subject

CN=Starfield Services Root
Certificate Authority - G2,
O="Starfield Technologies,
Inc.", L=Scottsdale,
ST=Arizona, C=US

CN=img.europapress.es
CN=Amazon, OU=Server
CA 1B, O=Amazon, C=US
CN=Amazon Root CA 1,
O=Amazon, C=US
CN=Starfield Services Root
Certificate Authority - G2,
O="Starfield Technologies,
Inc.", L=Scottsdale,
ST=Arizona, C=US

CN=Amazon, OU=Server
CA 1B, O=Amazon, C=US

CN=Amazon Root CA 1,
O=Amazon, C=US

CN=Starfield Services Root
Certificate Authority - G2,
O="Starfield Technologies,
Inc.", L=Scottsdale,
ST=Arizona, C=US

CN=img.europapress.es
CN=Amazon, OU=Server
CA 1B, O=Amazon, C=US
CN=Amazon Root CA 1,
O=Amazon, C=US
CN=Starfield Services Root
Certificate Authority - G2,
O="Starfield Technologies,
Inc.", L=Scottsdale,
ST=Arizona, C=US

CN=Amazon, OU=Server
CA 1B, O=Amazon, C=US

CN=Amazon Root CA 1,
O=Amazon, C=US

CN=Starfield Services Root
Certificate Authority - G2,
O="Starfield Technologies,
Inc.", L=Scottsdale,
ST=Arizona, C=US

Issuer

OU=Starfield Class 2
Certification Authority,
O="Starfield
Technologies, Inc.",
C=USs

CN=Amazon,
OU=Server CA 1B,
O=Amazon, C=US
CN=Amazon Root CA
1, O=Amazon, C=US
CN=Starfield Services
Root Certificate
Authority - G2,
O="Starfield
Technologies, Inc.",
L=Scottsdale,
ST=Arizona, C=US
OuU=starfield Class 2
Certification Authority,
O="Starfield
Technologies, Inc.",
C=USs

CN=Amazon Root CA
1, O=Amazon, C=US

CN=Starfield Services
Root Certificate
Authority - G2,
O="Starfield
Technologies, Inc.",
L=Scottsdale,
ST=Arizona, C=US

OuU=starfield Class 2
Certification Authority,
O="Starfield
Technologies, Inc.",
C=USs

CN=Amazon,
OU=Server CA 1B,
O=Amazon, C=US
CN=Amazon Root CA
1, O=Amazon, C=US
CN=Starfield Services
Root Certificate
Authority - G2,
O="Starfield
Technologies, Inc.",
L=Scottsdale,
ST=Arizona, C=US
OuU=starfield Class 2
Certification Authority,
O="Starfield
Technologies, Inc.",
C=USs

CN=Amazon Root CA
1, O=Amazon, C=US

CN=Starfield Services
Root Certificate
Authority - G2,
O="Starfield
Technologies, Inc.",
L=Scottsdale,
ST=Arizona, C=US

OuU=starfield Class 2
Certification Authority,
O="Starfield
Technologies, Inc.",
C=USs

Not
Before

Wed
Sep 02
02:00:00
CEST
2009

Tue Jun
16
02:00:00
CEST
2020
Thu Oct
22
02:00:00
CEST
2015
Mon
May 25
14:00:00
CEST
2015
Wed
Sep 02
02:00:00
CEST
2009

Thu Oct
22
02:00:00
CEST
2015

Mon
May 25
14:00:00
CEST
2015

Wed
Sep 02
02:00:00
CEST
2009

Tue Jun
16
02:00:00
CEST
2020
Thu Oct
22
02:00:00
CEST
2015
Mon
May 25
14:00:00
CEST
2015
Wed
Sep 02
02:00:00
CEST
2009

Thu Oct
22
02:00:00
CEST
2015

Mon
May 25
14:00:00
CEST
2015

Wed
Sep 02
02:00:00
CEST
2009

Not
After

Wed

Jun 28
19:39:16
CEST
2034

Fri Jul
16
14:00:00
CEST
2021
Sun Oct
19
02:00:00
CEST
2025
Thu Dec
31
02:00:00
CET
2037
Wed
Jun 28
19:39:16
CEST
2034

Sun Oct
19
02:00:00
CEST
2025

Thu Dec
31
02:00:00
CET
2037

Wed

Jun 28
19:39:16
CEST
2034

Fri Jul
16
14:00:00
CEST
2021
Sun Oct
19
02:00:00
CEST
2025
Thu Dec
31
02:00:00
CET
2037
Wed
Jun 28
19:39:16
CEST
2034

Sun Oct
19
02:00:00
CEST
2025

Thu Dec
31
02:00:00
CET
2037

Wed

Jun 28
19:39:16
CEST
2034

JA3 SSL Client
Fingerprint

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

JA3 SSL Client Digest

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228h2d4e
424db3a98c

Page 63 of 81



Source

Timestamp Source IP Port

May 4, 2021
15:39:47.101131916
CEST

199.232.194.133 443

May 4, 2021
15:39:47.101300955
CEST

199.232.194.133 443

May 4, 2021
15:39:47.272176981
CEST

151.101.2.133 443

May 4, 2021 13.225.74.99 443
15:39:47.273112059

CEST

May 4, 2021
15:39:47.286612034
CEST

151.101.2.133 443

Copyright Joe Security LLC 2021

Dest

Dest IP Port

192.168.2.7 49723

192.168.2.7 49724

192.168.2.7 49725

192.168.2.7 49729

192.168.2.7 49726

Subject

CN=*.albaeditorial.es
CN=GlobalSign Atlas R3 DV
TLS CA 2020, O=GlobalSign
nv-sa, C=BE

CN=GlobalSign Atlas R3 DV
TLS CA 2020, O=GlobalSign
nv-sa, C=BE

CN=*.albaeditorial.es
CN=GlobalSign Atlas R3 DV
TLS CA 2020, O=GlobalSign
nv-sa, C=BE

CN=GlobalSign Atlas R3 DV
TLS CA 2020, O=GlobalSign
nv-sa, C=BE

CN=cni-
digitall.map.fastly.net,
O="Fastly, Inc.", L=San
Francisco, ST=California,
C=US CN=GlobalSign
CloudSSL CA - SHA256 -
G3, O=GlobalSign nv-sa,
C=BE

CN=GlobalSign CloudSSL
CA - SHA256 - G3,
O=GlobalSign nv-sa, C=BE

CN=*.20minutos.es
CN=Thawte RSA CA 2018,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=Thawte RSA CA 2018,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=cni-
digitall.map.fastly.net,
O="Fastly, Inc.", L=San
Francisco, ST=California,
C=US CN=GlobalSign
CloudSSL CA - SHA256 -
G3, O=GlobalSign nv-sa,
C=BE

CN=GlobalSign CloudSSL
CA - SHA256 - G3,
0O=GlobalSign nv-sa, C=BE

Issuer

CN=GlobalSign Atlas
R3 DV TLS CA 2020,
O=GlobalSign nv-sa,
C=BE CN=GlobalSign,
O=GlobalSign,
OU=GlobalSign Root
CA-R3

CN=GlobalSign,
O=GlobalSign,
OU=GlobalSign Root
CA-R3

CN=GlobalSign Atlas
R3 DV TLS CA 2020,
O=GlobalSign nv-sa,
C=BE CN=GlobalSign,
O=GlobalSign,
OU=GlobalSign Root
CA-R3

CN=GlobalSign,
O=GlobalSign,
OU=GlobalSign Root
CA-R3

CN=GlobalSign
CloudSSL CA -
SHA256 - G3,
O=GlobalSign nv-sa,
C=BE CN=GlobalSign
Root CA, OU=Root CA,
0O=GlobalSign nv-sa,
C=BE

CN=GlobalSign Root
CA, OU=Root CA,
0O=GlobalSign nv-sa,
C=BE

CN=Thawte RSA CA
2018,
OU=www.digicert.com,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=GlobalSign
CloudSSL CA -
SHA256 - G3,
0O=GlobalSign nv-sa,
C=BE CN=GlobalSign
Root CA, OU=Root CA,
0O=GlobalSign nv-sa,
C=BE

CN=GlobalSign Root
CA, OU=Root CA,
0O=GlobalSign nv-sa,
C=BE

Not
Before

Mon Apr
26
22:21:49
CEST
2021
Tue Jul
28
02:00:00
CEST
2020

Tue Jul
28
02:00:00
CEST
2020

Mon Apr
26
22:21:49
CEST
2021
Tue Jul
28
02:00:00
CEST
2020

Tue Jul
28
02:00:00
CEST
2020

Mon Mar
29
18:12:10
CEST
2021
Wed
Aug 19
02:00:00
CEST
2015

Wed
Aug 19
02:00:00
CEST
2015

Mon Apr
05
02:00:00
CEST
2021
Mon
Nov 06
13:23:52
CET
2017

Mon
Nov 06
13:23:52
CET
2017

Mon Mar
29
18:12:10
CEST
2021
Wed
Aug 19
02:00:00
CEST
2015

Wed
Aug 19
02:00:00
CEST
2015

Not
After

Sat May
28
22:21:48
CEST
2022
Sun Mar
18
01:00:00
CET
2029

Sun Mar
18
01:00:00
CET
2029

Sat May
28
22:21:48
CEST
2022
Sun Mar
18
01:00:00
CET
2029

Sun Mar
18
01:00:00
CET
2029

Sat Mar
26
14:09:35
CET
2022
Tue Aug
19
02:00:00
CEST
2025

Tue Aug
19
02:00:00
CEST
2025

Mon Apr
25
01:59:59
CEST
2022
Sat Nov
06
13:23:52
CET
2027

Sat Nov
06
13:23:52
CET
2027

Sat Mar
26
14:09:35
CET
2022
Tue Aug
19
02:00:00
CEST
2025

Tue Aug
19
02:00:00
CEST
2025

JA3 SSL Client
Fingerprint

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

JA3 SSL Client Digest

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c
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Timestamp Source IP

May 4, 2021
15:39:47.287478924
CEST

13.225.74.99

May 4, 2021
15:39:47.310153008
CEST

52.212.89.238

May 4, 2021
15:39:47.319683075
CEST

52.212.89.238

Copyright Joe Security LLC 2021

Source
Port

443

443

443

Dest

Dest IP Port

192.168.2.7 49730

192.168.2.7 49728

192.168.2.7 49727

Subject

CN=*.20minutos.es
CN=Thawte RSA CA 2018,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=Thawte RSA CA 2018,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=meneame.net
CN=Amazon, OU=Server
CA 1B, O=Amazon, C=US
CN=Amazon Root CA 1,
O=Amazon, C=US
CN=Starfield Services Root
Certificate Authority - G2,
O="Starfield Technologies,
Inc.", L=Scottsdale,
ST=Arizona, C=US

CN=Amazon, OU=Server
CA 1B, O=Amazon, C=US

CN=Amazon Root CA 1,
O=Amazon, C=US

CN=Starfield Services Root
Certificate Authority - G2,
O="Starfield Technologies,
Inc.", L=Scottsdale,
ST=Arizona, C=US

CN=meneame.net
CN=Amazon, OU=Server
CA 1B, O=Amazon, C=US
CN=Amazon Root CA 1,
O=Amazon, C=US
CN=Starfield Services Root
Certificate Authority - G2,
O="Starfield Technologies,
Inc.", L=Scottsdale,
ST=Arizona, C=US

CN=Amazon, OU=Server
CA 1B, O=Amazon, C=US

CN=Amazon Root CA 1,
O=Amazon, C=US

Issuer

CN=Thawte RSA CA
2018,
OU=www.digicert.com,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=Amazon,
OU=Server CA 1B,
O=Amazon, C=US
CN=Amazon Root CA
1, O=Amazon, C=US
CN=Starfield Services
Root Certificate
Authority - G2,
O="Starfield
Technologies, Inc.",
L=Scottsdale,
ST=Arizona, C=US
OuU=starfield Class 2
Certification Authority,
O="Starfield
Technologies, Inc.",
C=USs

CN=Amazon Root CA
1, O=Amazon, C=US

CN=Starfield Services
Root Certificate
Authority - G2,
O="Starfield
Technologies, Inc.",
L=Scottsdale,
ST=Arizona, C=US

OuU=starfield Class 2
Certification Authority,
O="Starfield
Technologies, Inc.",
C=USs

CN=Amazon,
OU=Server CA 1B,
O=Amazon, C=US
CN=Amazon Root CA
1, O=Amazon, C=US
CN=Starfield Services
Root Certificate
Authority - G2,
O="Starfield
Technologies, Inc.",
L=Scottsdale,
ST=Arizona, C=US
OU=Starfield Class 2
Certification Authority,
O="Starfield
Technologies, Inc.",
C=USs

CN=Amazon Root CA
1, O=Amazon, C=US

CN=Starfield Services
Root Certificate
Authority - G2,
O="Starfield
Technologies, Inc.",
L=Scottsdale,
ST=Arizona, C=US

Not
Before

Mon Apr
05
02:00:00
CEST
2021
Mon
Nov 06
13:23:52
CET
2017

Mon
Nov 06
13:23:52
CET
2017

Sat Jan
02
01:00:00
CET
2021
Thu Oct
22
02:00:00
CEST
2015
Mon
May 25
14:00:00
CEST
2015
Wed
Sep 02
02:00:00
CEST
2009

Thu Oct
22
02:00:00
CEST
2015

Mon
May 25
14:00:00
CEST
2015

Wed
Sep 02
02:00:00
CEST
2009

Sat Jan
02
01:00:00
CET
2021
Thu Oct
22
02:00:00
CEST
2015
Mon
May 25
14:00:00
CEST
2015
Wed
Sep 02
02:00:00
CEST
2009

Thu Oct
22
02:00:00
CEST
2015

Mon
May 25
14:00:00
CEST
2015

Not
After

Mon Apr
25
01:59:59
CEST
2022
Sat Nov
06
13:23:52
CET
2027

Sat Nov
06
13:23:52
CET
2027

Tue Feb
01
00:59:59
CET
2022
Sun Oct
19
02:00:00
CEST
2025
Thu Dec
31
02:00:00
CET
2037
Wed
Jun 28
19:39:16
CEST
2034

Sun Oct
19
02:00:00
CEST
2025

Thu Dec
31
02:00:00
CET
2037

Wed

Jun 28
19:39:16
CEST
2034

Tue Feb
01
00:59:59
CET
2022
Sun Oct
19
02:00:00
CEST
2025
Thu Dec
31
02:00:00
CET
2037
Wed
Jun 28
19:39:16
CEST
2034

Sun Oct
19
02:00:00
CEST
2025

Thu Dec
31
02:00:00
CET
2037

JA3 SSL Client
Fingerprint

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

JA3 SSL Client Digest

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c
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Source

Timestamp Source IP Port

May 4, 2021
15:39:47.466960907
CEST

192.229.233.25 443

May 4, 2021 192.229.233.25 443
15:39:47.484309912

CEST

May 4, 2021
15:39:48.003976107
CEST

31.13.92.14 443

May 4, 2021
15:39:48.016166925
CEST

31.13.92.14 443

Copyright Joe Security LLC 2021

Dest

Dest IP Port

192.168.2.7 49734

192.168.2.7 49733

192.168.2.7 49737

192.168.2.7 49738

Subject

CN=Starfield Services Root
Certificate Authority - G2,
O="Starfield Technologies,
Inc.", L=Scottsdale,
ST=Arizona, C=US

CN=*.twimg.com,
O="Twitter, Inc.", L=San
Francisco, ST=California,
C=US CN=DigiCert TLS
RSA SHA256 2020 CAL,
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US

CN=*twimg.com,
O="Twitter, Inc.", L=San
Francisco, ST=California,
C=US CN=DigiCert TLS
RSA SHA256 2020 CAL,
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US

CN=*.facebook.com,
O="Facebook, Inc.",
L=Menlo Park,
ST=California, C=US
CN=DigiCert SHA2 High
Assurance Server CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High
Assurance Server CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=*.facebook.com,
O="Facebook, Inc.",
L=Menlo Park,
ST=California, C=US
CN=DigiCert SHA2 High
Assurance Server CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High
Assurance Server CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

Issuer

OU=Starfield Class 2
Certification Authority,
O="Starfield
Technologies, Inc.",
C=USs

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert SHA2
High Assurance Server
CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US
CN=DigiCert High
Assurance EV Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert High
Assurance EV Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert SHA2
High Assurance Server
CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US
CN=DigiCert High
Assurance EV Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert High
Assurance EV Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

Not
Before

Wed
Sep 02
02:00:00
CEST
2009

Thu Nov
05
01:00:00
CET
2020
Thu Sep
24
02:00:00
CEST
2020

Thu Sep
24
02:00:00
CEST
2020

Thu Nov
05
01:00:00
CET
2020
Thu Sep
24
02:00:00
CEST
2020

Thu Sep
24
02:00:00
CEST
2020

Tue Apr
06
02:00:00
CEST
2021
Tue Oct
22
14:00:00
CEST
2013

Tue Oct
22
14:00:00
CEST
2013

Tue Apr
06
02:00:00
CEST
2021
Tue Oct
22
14:00:00
CEST
2013

Tue Oct
22
14:00:00
CEST
2013

Not
After

Wed

Jun 28
19:39:16
CEST
2034

Wed
Nov 10
00:59:59
CET
2021
Tue Sep
24
01:59:59
CEST
2030

Tue Sep
24
01:59:59
CEST
2030

Wed
Nov 10
00:59:59
CET
2021
Tue Sep
24
01:59:59
CEST
2030

Tue Sep
24
01:59:59
CEST
2030

Sun Jul
04
01:59:59
CEST
2021
Sun Oct
22
14:00:00
CEST
2028

Sun Oct
22
14:00:00
CEST
2028

Sun Jul
04
01:59:59
CEST
2021
Sun Oct
22
14:00:00
CEST
2028

Sun Oct
22
14:00:00
CEST
2028

JA3 SSL Client
Fingerprint

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

JA3 SSL Client Digest

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228h2d4e
424db3a98c
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Timestamp

May 4, 2021
15:39:48.190032005
CEST

May 4, 2021
15:39:48.210690022
CEST

Source IP

13.225.74.20

13.225.74.20

Copyright Joe Security LLC 2021

Source
Port

443

443

Dest

Dest IP Port

192.168.2.7 49739

192.168.2.7 49740

Subject

CN=*.hotjar.com
CN=Amazon, OU=Server
CA 1B, O=Amazon, C=US
CN=Amazon Root CA 1,
O=Amazon, C=US
CN=Starfield Services Root
Certificate Authority - G2,
O="Starfield Technologies,
Inc.", L=Scottsdale,
ST=Arizona, C=US

CN=Amazon, OU=Server
CA 1B, O=Amazon, C=US

CN=Amazon Root CA 1,
O=Amazon, C=US

CN=Starfield Services Root
Certificate Authority - G2,
O="Starfield Technologies,
Inc.", L=Scottsdale,
ST=Arizona, C=US

CN=*.hotjar.com
CN=Amazon, OU=Server
CA 1B, O=Amazon, C=US
CN=Amazon Root CA 1,
O=Amazon, C=US
CN=Starfield Services Root
Certificate Authority - G2,
O="Starfield Technologies,
Inc.", L=Scottsdale,
ST=Arizona, C=US

CN=Amazon, OU=Server
CA 1B, O=Amazon, C=US

CN=Amazon Root CA 1,
O=Amazon, C=US

CN=Starfield Services Root
Certificate Authority - G2,
O="Starfield Technologies,
Inc.", L=Scottsdale,
ST=Arizona, C=US

Issuer

CN=Amazon,
OU=Server CA 1B,
O=Amazon, C=US
CN=Amazon Root CA
1, O=Amazon, C=US
CN=Starfield Services
Root Certificate
Authority - G2,
O="Starfield
Technologies, Inc.",
L=Scottsdale,
ST=Arizona, C=US
OuU=starfield Class 2
Certification Authority,
O="Starfield
Technologies, Inc.",
C=USs

CN=Amazon Root CA
1, O=Amazon, C=US

CN=Starfield Services
Root Certificate
Authority - G2,
O="Starfield
Technologies, Inc.",
L=Scottsdale,
ST=Arizona, C=US

OuU=starfield Class 2
Certification Authority,
O="Starfield
Technologies, Inc.",
C=USs

CN=Amazon,
OU=Server CA 1B,
O=Amazon, C=US
CN=Amazon Root CA
1, O=Amazon, C=US
CN=Starfield Services
Root Certificate
Authority - G2,
O="Starfield
Technologies, Inc.",
L=Scottsdale,
ST=Arizona, C=US
OuU=starfield Class 2
Certification Authority,
O="Starfield
Technologies, Inc.",
C=USs

CN=Amazon Root CA
1, O=Amazon, C=US

CN=Starfield Services
Root Certificate
Authority - G2,
O="Starfield
Technologies, Inc.",
L=Scottsdale,
ST=Arizona, C=US

OuU=starfield Class 2
Certification Authority,
O="Starfield
Technologies, Inc.",
C=USs

Not
Before

Fri Dec
25
01:00:00
CET
2020
Thu Oct
22
02:00:00
CEST
2015
Mon
May 25
14:00:00
CEST
2015
Wed
Sep 02
02:00:00
CEST
2009

Thu Oct
22
02:00:00
CEST
2015

Mon
May 25
14:00:00
CEST
2015

Wed
Sep 02
02:00:00
CEST
2009

Fri Dec
25
01:00:00
CET
2020
Thu Oct
22
02:00:00
CEST
2015
Mon
May 25
14:00:00
CEST
2015
Wed
Sep 02
02:00:00
CEST
2009

Thu Oct
22
02:00:00
CEST
2015

Mon
May 25
14:00:00
CEST
2015

Wed
Sep 02
02:00:00
CEST
2009

Not
After

Mon Jan
24
00:59:59
CET
2022
Sun Oct
19
02:00:00
CEST
2025
Thu Dec
31
02:00:00
CET
2037
Wed
Jun 28
19:39:16
CEST
2034

Sun Oct
19
02:00:00
CEST
2025

Thu Dec
31
02:00:00
CET
2037

Wed

Jun 28
19:39:16
CEST
2034

Mon Jan
24
00:59:59
CET
2022
Sun Oct
19
02:00:00
CEST
2025
Thu Dec
31
02:00:00
CET
2037
Wed
Jun 28
19:39:16
CEST
2034

Sun Oct
19
02:00:00
CEST
2025

Thu Dec
31
02:00:00
CET
2037

Wed

Jun 28
19:39:16
CEST
2034

JA3 SSL Client
Fingerprint

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

JA3 SSL Client Digest

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c
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Source

Timestamp Source IP Port

May 4, 2021
15:39:48.424429893
CEST

193.32.242.105 443

May 4, 2021
15:39:48.432892084
CEST

193.32.242.105 443

May 4, 2021
15:39:48.618469000
CEST

172.217.16.130 443

May 4, 2021
15:39:48.620079994
CEST

13.224.193.31 443

Copyright Joe Security LLC 2021

Dest

Dest IP Port

192.168.2.7 49748

192.168.2.7 49747

192.168.2.7 49749

192.168.2.7 49752

Subject

CN=proteccion10.net
CN=R3, O=Let's Encrypt,
C=USs

CN=R3, O=Let's Encrypt,
C=USs

CN=proteccion10.net
CN=R3, O=Let's Encrypt,
C=USs

CN=R3, O=Let's Encrypt,
C=USs

CN=*.g.doubleclick.net
CN=GTS CA 1C3,
0O=Google Trust Services
LLC, C=US CN=GTS Root
R1, O=Google Trust
Services LLC, C=US

CN=GTS CA 1C3,
0O=Google Trust Services
LLC, C=US

CN=GTS Root R1,
0O=Google Trust Services
LLC, C=US

CN=*_hotjar.com
CN=Amazon, OU=Server
CA 1B, O=Amazon, C=US
CN=Amazon Root CA 1,
O=Amazon, C=US
CN=Starfield Services Root
Certificate Authority - G2,
O="Starfield Technologies,
Inc.", L=Scottsdale,
ST=Arizona, C=US

CN=Amazon, OU=Server
CA 1B, O=Amazon, C=US

Issuer

CN=R3, O=Let's
Encrypt, C=US
CN=DST Root CA X3,
O=Digital Signature
Trust Co.

CN=DST Root CA X3,
O=Digital Signature
Trust Co.

CN=R3, O=Let's
Encrypt, C=US
CN=DST Root CA X3,
O=Digital Signature
Trust Co.

CN=DST Root CA X3,
O=Digital Signature
Trust Co.

CN=GTS CA 1C3,
0O=Google Trust
Services LLC, C=US
CN=GTS Root R1,
0O=Google Trust
Services LLC, C=US
CN=GlobalSign Root
CA, OU=Root CA,
O=GlobalSign nv-sa,
C=BE

CN=GTS Root R1,
0O=Google Trust
Services LLC, C=US

CN=GlobalSign Root
CA, OU=Root CA,
0O=GlobalSign nv-sa,
C=BE

CN=Amazon,
OU=Server CA 1B,
O=Amazon, C=US
CN=Amazon Root CA
1, O=Amazon, C=US
CN=Starfield Services
Root Certificate
Authority - G2,
O="Starfield
Technologies, Inc.",
L=Scottsdale,
ST=Arizona, C=US
OuU=Starfield Class 2
Certification Authority,
O="Starfield
Technologies, Inc.",
C=USs

CN=Amazon Root CA
1, O=Amazon, C=US

Not
Before

Wed
Mar 24
02:05:17
CET
2021
Wed Oct
07
21:21:40
CEST
2020

Wed Oct
07
21:21:40
CEST
2020

Wed
Mar 24
02:05:17
CET
2021
Wed Oct
07
21:21:40
CEST
2020

Wed Oct
07
21:21:40
CEST
2020

Tue Apr
13
12:36:35
CEST
2021
Thu Aug
13
02:00:42
CEST
2020 Fri
Jun 19
02:00:42
CEST
2020

Thu Aug
13
02:00:42
CEST
2020

Fri Jun
19
02:00:42
CEST
2020

Fri Dec
25
01:00:00
CET
2020
Thu Oct
22
02:00:00
CEST
2015
Mon
May 25
14:00:00
CEST
2015
Wed
Sep 02
02:00:00
CEST
2009

Thu Oct
22
02:00:00
CEST
2015

Not
After

Tue Jun
22
03:05:17
CEST
2021
Wed
Sep 29
21:21:40
CEST
2021

Wed
Sep 29
21:21:40
CEST
2021

Tue Jun
22
03:05:17
CEST
2021
Wed
Sep 29
21:21:40
CEST
2021

Wed
Sep 29
21:21:40
CEST
2021

Tue Jul
06
12:36:34
CEST
2021
Thu Sep
30
02:00:42
CEST
2027 Fri
Jan 28
01:00:42
CET
2028

Thu Sep
30
02:00:42
CEST
2027

Fri Jan
28
01:00:42
CET
2028

Mon Jan
24
00:59:59
CET
2022
Sun Oct
19
02:00:00
CEST
2025
Thu Dec
31
02:00:00
CET
2037
Wed
Jun 28
19:39:16
CEST
2034

Sun Oct
19
02:00:00
CEST
2025

JA3 SSL Client
Fingerprint

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

JA3 SSL Client Digest

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c
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Timestamp

May 4, 2021
15:39:48.633018970
CEST

May 4, 2021
15:39:48.742821932
CEST

Source IP

Source
Port

172.217.16.130 443

13.224.193.31

Copyright Joe Security LLC 2021

443

Dest

Dest IP Port

192.168.2.7 49750

192.168.2.7 49751

Subject

CN=Amazon Root CA 1,
O=Amazon, C=US

CN=Starfield Services Root
Certificate Authority - G2,
O="Starfield Technologies,
Inc.", L=Scottsdale,
ST=Arizona, C=US

CN=*.g.doubleclick.net
CN=GTS CA 1C3,
0O=Google Trust Services
LLC, C=US CN=GTS Root
R1, O=Google Trust
Services LLC, C=US

CN=GTS CA 1C3,
0O=Google Trust Services
LLC, C=US

CN=GTS Root R1,
0O=Google Trust Services
LLC, C=US

CN=*.hotjar.com
CN=Amazon, OU=Server
CA 1B, O=Amazon, C=US
CN=Amazon Root CA 1,
O=Amazon, C=US
CN=Starfield Services Root
Certificate Authority - G2,
O="Starfield Technologies,
Inc.", L=Scottsdale,
ST=Arizona, C=US

CN=Amazon, OU=Server
CA 1B, O=Amazon, C=US

CN=Amazon Root CA 1,
O=Amazon, C=US

CN=Starfield Services Root
Certificate Authority - G2,
O="Starfield Technologies,
Inc.", L=Scottsdale,
ST=Arizona, C=US

Issuer

CN=Starfield Services
Root Certificate
Authority - G2,
O="Starfield
Technologies, Inc.",
L=Scottsdale,
ST=Arizona, C=US

OuU=starfield Class 2
Certification Authority,
O="Starfield
Technologies, Inc.",
C=USs

CN=GTS CA 1C3,
0O=Google Trust
Services LLC, C=US
CN=GTS Root R1,
0O=Google Trust
Services LLC, C=US
CN=GlobalSign Root
CA, OU=Root CA,
0O=GlobalSign nv-sa,
C=BE

CN=GTS Root R1,
0O=Google Trust
Services LLC, C=US

CN=GlobalSign Root
CA, OU=Root CA,
O=GlobalSign nv-sa,
C=BE

CN=Amazon,
OU=Server CA 1B,
O=Amazon, C=US
CN=Amazon Root CA
1, O=Amazon, C=US
CN=Starfield Services
Root Certificate
Authority - G2,
O="Starfield
Technologies, Inc.",
L=Scottsdale,
ST=Arizona, C=US
OU=Starfield Class 2
Certification Authority,
O="Starfield
Technologies, Inc.",
C=USs

CN=Amazon Root CA
1, O=Amazon, C=US

CN=Starfield Services
Root Certificate
Authority - G2,
O="Starfield
Technologies, Inc.",
L=Scottsdale,
ST=Arizona, C=US

OuU=starfield Class 2
Certification Authority,
O="Starfield
Technologies, Inc.",
C=USs

Not
Before

Mon
May 25
14:00:00
CEST
2015

Wed
Sep 02
02:00:00
CEST
2009

Tue Apr
13
12:36:35
CEST
2021
Thu Aug
13
02:00:42
CEST
2020 Fri
Jun 19
02:00:42
CEST
2020

Thu Aug
13
02:00:42
CEST
2020

Fri Jun
19
02:00:42
CEST
2020

Fri Dec
25
01:00:00
CET
2020
Thu Oct
22
02:00:00
CEST
2015
Mon
May 25
14:00:00
CEST
2015
Wed
Sep 02
02:00:00
CEST
2009

Thu Oct
22
02:00:00
CEST
2015

Mon
May 25
14:00:00
CEST
2015

Wed
Sep 02
02:00:00
CEST
2009

Not
After

Thu Dec
31
02:00:00
CET
2037

Wed

Jun 28
19:39:16
CEST
2034

Tue Jul
06
12:36:34
CEST
2021
Thu Sep
30
02:00:42
CEST
2027 Fri
Jan 28
01:00:42
CET
2028

Thu Sep
30
02:00:42
CEST
2027

Fri Jan
28
01:00:42
CET
2028

Mon Jan
24
00:59:59
CET
2022
Sun Oct
19
02:00:00
CEST
2025
Thu Dec
31
02:00:00
CET
2037
Wed
Jun 28
19:39:16
CEST
2034

Sun Oct
19
02:00:00
CEST
2025

Thu Dec
31
02:00:00
CET
2037

Wed

Jun 28
19:39:16
CEST
2034

JA3 SSL Client
Fingerprint

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

JA3 SSL Client Digest

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c
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Source

Timestamp Source IP Port

May 4, 2021
15:39:49.240765095
CEST

142.250.185.227 443

May 4, 2021
15:39:49.240824938
CEST

142.250.185.227 443

May 4, 2021
15:39:49.247693062
CEST

74.125.140.155 443

May 4, 2021
15:39:49.252089024
CEST

74.125.140.155 443

Copyright Joe Security LLC 2021

Dest

Dest IP Port

192.168.2.7 49756

192.168.2.7 49757

192.168.2.7 49758

192.168.2.7 49759

Subject

CN=www.google.de
CN=GTS CA 1C3,
0O=Google Trust Services
LLC, C=US CN=GTS Root
R1, O=Google Trust
Services LLC, C=US

CN=GTS CA 1C3,
0O=Google Trust Services
LLC, C=US

CN=GTS Root R1,
0O=Google Trust Services
LLC, C=US

CN=www.google.de
CN=GTS CA 1C3,
0O=Google Trust Services
LLC, C=US CN=GTS Root
R1, O=Google Trust
Services LLC, C=US

CN=GTS CA 1C3,
0O=Google Trust Services
LLC, C=US

CN=GTS Root R1,
0O=Google Trust Services
LLC, C=US

CN=*.g.doubleclick.net,
0O=Google LLC, L=Mountain
View, ST=California, C=US
CN=GTS CA 101,
0O=Google Trust Services,
C=USs

CN=GTS CA 101,
0O=Google Trust Services,
C=USs

CN=*.g.doubleclick.net,
0O=Google LLC, L=Mountain
View, ST=California, C=US
CN=GTS CA 101,
0O=Google Trust Services,
C=USs

CN=GTS CA 101,
0O=Google Trust Services,
C=USs

Issuer

CN=GTS CA 1C3,
0O=Google Trust
Services LLC, C=US
CN=GTS Root R1,
0O=Google Trust
Services LLC, C=US
CN=GlobalSign Root
CA, OU=Root CA,
0O=GlobalSign nv-sa,
C=BE

CN=GTS Root R1,
0O=Google Trust
Services LLC, C=US

CN=GlobalSign Root
CA, OU=Root CA,
O=GlobalSign nv-sa,
C=BE

CN=GTS CA 1C3,
0O=Google Trust
Services LLC, C=US
CN=GTS Root R1,
0O=Google Trust
Services LLC, C=US
CN=GlobalSign Root
CA, OU=Root CA,
O=GlobalSign nv-sa,
C=BE

CN=GTS Root R1,
0O=Google Trust
Services LLC, C=US

CN=GlobalSign Root
CA, OU=Root CA,
O=GlobalSign nv-sa,
C=BE

CN=GTS CA 101,
0O=Google Trust
Services, C=US
CN=GlobalSign,
O=GlobalSign,
OU=GlobalSign Root
CA-R2

CN=GlobalSign,
O=GlobalSign,
OU=GlobalSign Root
CA-R2

CN=GTS CA 101,
0O=Google Trust
Services, C=US
CN=GlobalSign,
O=GlobalSign,
OU=GlobalSign Root
CA-R2

CN=GlobalSign,
O=GlobalSign,
OU=GlobalSign Root
CA-R2

Not
Before

Tue Apr
13
12:41:49
CEST
2021
Thu Aug
13
02:00:42
CEST
2020 Fri
Jun 19
02:00:42
CEST
2020

Thu Aug
13
02:00:42
CEST
2020

Fri Jun
19
02:00:42
CEST
2020

Tue Apr
13
12:41:49
CEST
2021
Thu Aug
13
02:00:42
CEST
2020 Fri
Jun 19
02:00:42
CEST
2020

Thu Aug
13
02:00:42
CEST
2020

Fri Jun
19
02:00:42
CEST
2020

Tue Apr
13
12:11:12
CEST
2021
Thu Jun
15
02:00:42
CEST
2017

Thu Jun
15
02:00:42
CEST
2017

Tue Apr
13
12:11:12
CEST
2021
Thu Jun
15
02:00:42
CEST
2017

Thu Jun
15
02:00:42
CEST
2017

Not
After

Tue Jul
06
12:41:48
CEST
2021
Thu Sep
30
02:00:42
CEST
2027 Fri
Jan 28
01:00:42
CET
2028

Thu Sep
30
02:00:42
CEST
2027

Fri Jan
28
01:00:42
CET
2028

Tue Jul
06
12:41:48
CEST
2021
Thu Sep
30
02:00:42
CEST
2027 Fri
Jan 28
01:00:42
CET
2028

Thu Sep
30
02:00:42
CEST
2027

Fri Jan
28
01:00:42
CET
2028

Tue Jul
06
12:11:11
CEST
2021
Wed
Dec 15
01:00:42
CET
2021

Wed
Dec 15
01:00:42
CET
2021

Tue Jul
06
12:11:11
CEST
2021
Wed
Dec 15
01:00:42
CET
2021

Wed
Dec 15
01:00:42
CET
2021

JA3 SSL Client
Fingerprint

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

JA3 SSL Client Digest

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228h2d4e
424db3a98c
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Source Dest Not Not JA3 SSL Client
Timestamp Source IP Port Dest IP Port  Subject Issuer Before After Fingerprint JA3 SSL Client Digest
May 4, 2021 142.250.185.194 443 192.168.2.7 49760 CN=*.googleadservices.com CN=GTS CA 1C3, Tue Apr Tue Jul 771,49196- 9e10692f1b7f78228b2d4e
15:39:49.292249918 CN=GTS CA 1C3, 0O=Google Trust 13 06 49195-49200-  424db3a98c
CEST 0O=Google Trust Services Services LLC, C=US 12:40:58 12:40:57 49199-49188-
LLC, C=US CN=GTS Root = CN=GTS Root R1, CEST CEST 49187-49192-
R1, O=Google Trust 0O=Google Trust 2021 2021 49191-49162-
Services LLC, C=US Services LLC, C=US Thu Aug Thu Sep 49161-49172-
CN=GlobalSign Root 13 30 49171-157-156-
CA, OU=Root CA, 02:00:42 02:00:42 61-60-53-47-
O=GlobalSign nv-sa, CEST CEST 10,0-10-11-13-
C=BE 2020 Fri 2027 Fri 35-16-23-24-
Jun19 Jan28 65281,29-23-
02:00:42 01:00:42 24,0
CEST CET
2020 2028
CN=GTS CA 1C3, CN=GTS Root R1, Thu Aug Thu Sep
0O=Google Trust Services 0O=Google Trust 13 30
LLC, C=US Services LLC, C=US 02:00:42 02:00:42
CEST CEST
2020 2027
CN=GTS Root R1, CN=GlobalSign Root FriJun  FriJan
0O=Google Trust Services CA, OU=Root CA, 19 28
LLC, C=US O=GlobalSign nv-sa, 02:00:42 01:00:42
C=BE CEST CET
2020 2028
May 4, 2021 142.250.185.194 443 192.168.2.7 49761 CN=*.googleadservices.com CN=GTS CA 1C3, Tue Apr Tue Jul 771,49196- 9e10692f1b7f78228b2d4e
15:39:49.292557955 CN=GTS CA 1C3, 0O=Google Trust 13 06 49195-49200-  424db3a98c
CEST 0O=Google Trust Services Services LLC, C=US 12:40:58 12:40:57 49199-49188-
LLC, C=US CN=GTS Root = CN=GTS Root R1, CEST CEST 49187-49192-
R1, O=Google Trust 0O=Google Trust 2021 2021 49191-49162-
Services LLC, C=US Services LLC, C=US Thu Aug Thu Sep 49161-49172-
CN=GlobalSign Root 13 30 49171-157-156-
CA, OU=Root CA, 02:00:42 02:00:42 61-60-53-47-
0O=GlobalSign nv-sa, CEST CEST 10,0-10-11-13-
C=BE 2020 Fri 2027 Fri 35-16-23-24-
Jun19 Jan28 65281,29-23-
02:00:42 01:00:42 24,0
CEST CET
2020 2028
CN=GTS CA 1C3, CN=GTS Root R1, Thu Aug Thu Sep
0O=Google Trust Services 0O=Google Trust 13 30
LLC, C=US Services LLC, C=US 02:00:42 02:00:42
CEST CEST
2020 2027
CN=GTS Root R1, CN=GlobalSign Root FriJun  FriJan
0O=Google Trust Services CA, OU=Root CA, 19 28
LLC, C=US 0O=GlobalSign nv-sa, 02:00:42 01:00:42
C=BE CEST CET
2020 2028
May 4, 2021 142.250.186.98 443 192.168.2.7 49763 CN=*.google.de CN=GTS CN=GTS CA 1C3, Tue Apr Tue Jul 771,49196- 9e10692f1b7f78228b2d4e
15:39:49.347215891 CA 1C3, O=Google Trust 0O=Google Trust 13 06 49195-49200-  424db3a98c
CEST Services LLC, C=US Services LLC, C=US 12:46:01 12:46:00 49199-49188-
CN=GTS Root R1, CN=GTS Root R1, CEST CEST 49187-49192-
0O=Google Trust Services 0O=Google Trust 2021 2021 49191-49162-
LLC, C=US Services LLC, C=US Thu Aug Thu Sep 49161-49172-
CN=GlobalSign Root 13 30 49171-157-156-
CA, OU=Root CA, 02:00:42 02:00:42 61-60-53-47-
O=GlobalSign nv-sa, CEST CEST 10,0-10-11-13-
C=BE 2020 Fri 2027 Fri 35-16-23-24-
Jun19 Jan28 65281,29-23-
02:00:42 01:00:42 24,0
CEST CET
2020 2028
CN=GTS CA 1C3, CN=GTS Root R1, Thu Aug Thu Sep
0O=Google Trust Services 0O=Google Trust 13 30
LLC, C=US Services LLC, C=US 02:00:42 02:00:42
CEST CEST
2020 2027
CN=GTS Root R1, CN=GlobalSign Root FriJun  FriJan
0O=Google Trust Services CA, OU=Root CA, 19 28
LLC, C=US 0O=GlobalSign nv-sa, 02:00:42 01:00:42
C=BE CEST CET
2020 2028
Copyright Joe Security LLC 2021 Page 71 of 81



Timestamp

May 4, 2021
15:39:49.349062920
CEST

May 4, 2021
15:39:49.450577021
CEST

May 4, 2021
15:39:49.451131105
CEST

Source

Source IP Port

142.250.186.98 443

142.250.186.34 443

142.250.186.34 443

Copyright Joe Security LLC 2021

Dest

Dest IP Port

192.168.2.7 49762

192.168.2.7 49766

192.168.2.7 49767

Subject

CN=*.google.de CN=GTS
CA 1C3, O=Google Trust
Services LLC, C=US
CN=GTS Root R1,
0O=Google Trust Services
LLC, C=US

CN=GTS CA 1C3,
0O=Google Trust Services
LLC, C=US

CN=GTS Root R1,
0O=Google Trust Services
LLC, C=US

CN=*.g.doubleclick.net
CN=GTS CA 1C3,
0O=Google Trust Services
LLC, C=US CN=GTS Root
R1, O=Google Trust
Services LLC, C=US

CN=GTS CA 1C3,
0O=Google Trust Services
LLC, C=US

CN=GTS Root R1,
0O=Google Trust Services
LLC, C=US

CN=*.g.doubleclick.net
CN=GTS CA 1C3,
0O=Google Trust Services
LLC, C=US CN=GTS Root
R1, O=Google Trust
Services LLC, C=US

CN=GTS CA 1C3,
0O=Google Trust Services
LLC, C=US

CN=GTS Root R1,
0O=Google Trust Services
LLC, C=US

Issuer

CN=GTS CA 1C3,
0O=Google Trust
Services LLC, C=US
CN=GTS Root R1,
0O=Google Trust
Services LLC, C=US
CN=GlobalSign Root
CA, OU=Root CA,
O=GlobalSign nv-sa,
C=BE

CN=GTS Root R1,
0O=Google Trust
Services LLC, C=US

CN=GlobalSign Root
CA, OU=Root CA,
O=GlobalSign nv-sa,
C=BE

CN=GTS CA 1C3,
0O=Google Trust
Services LLC, C=US
CN=GTS Root R1,
0O=Google Trust
Services LLC, C=US
CN=GlobalSign Root
CA, OU=Root CA,
O=GlobalSign nv-sa,
C=BE

CN=GTS Root R1,
0O=Google Trust
Services LLC, C=US

CN=GlobalSign Root
CA, OU=Root CA,
O=GlobalSign nv-sa,
C=BE

CN=GTS CA 1C3,
0O=Google Trust
Services LLC, C=US
CN=GTS Root R1,
O=Google Trust
Services LLC, C=US
CN=GlobalSign Root
CA, OU=Root CA,
O=GlobalSign nv-sa,
C=BE

CN=GTS Root R1,
0O=Google Trust
Services LLC, C=US

CN=GlobalSign Root
CA, OU=Root CA,
0O=GlobalSign nv-sa,
C=BE

Not
Before

Tue Apr
13
12:46:01
CEST
2021
Thu Aug
13
02:00:42
CEST
2020 Fri
Jun 19
02:00:42
CEST
2020

Thu Aug
13
02:00:42
CEST
2020

Fri Jun
19
02:00:42
CEST
2020

Tue Apr
13
12:36:35
CEST
2021
Thu Aug
13
02:00:42
CEST
2020 Fri
Jun 19
02:00:42
CEST
2020

Thu Aug
13
02:00:42
CEST
2020

Fri Jun
19
02:00:42
CEST
2020

Tue Apr
13
12:36:35
CEST
2021
Thu Aug
13
02:00:42
CEST
2020 Fri
Jun 19
02:00:42
CEST
2020

Thu Aug
13
02:00:42
CEST
2020

Fri Jun
19
02:00:42
CEST
2020

Not
After

Tue Jul
06
12:46:00
CEST
2021
Thu Sep
30
02:00:42
CEST
2027 Fri
Jan 28
01:00:42
CET
2028

Thu Sep
30
02:00:42
CEST
2027

Fri Jan
28
01:00:42
CET
2028

Tue Jul
06
12:36:34
CEST
2021
Thu Sep
30
02:00:42
CEST
2027 Fri
Jan 28
01:00:42
CET
2028

Thu Sep
30
02:00:42
CEST
2027

Fri Jan
28
01:00:42
CET
2028

Tue Jul
06
12:36:34
CEST
2021
Thu Sep
30
02:00:42
CEST
2027 Fri
Jan 28
01:00:42
CET
2028

Thu Sep
30
02:00:42
CEST
2027

Fri Jan
28
01:00:42
CET
2028

JA3 SSL Client
Fingerprint

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

JA3 SSL Client Digest

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c
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Timestamp

May 4, 2021
15:39:49.909080029
CEST

May 4, 2021
15:39:49.909220934
CEST

Source IP

13.224.193.91

13.224.193.91

Copyright Joe Security LLC 2021

Source
Port

443

443

Dest

Dest IP Port

192.168.2.7 49768

192.168.2.7 49769

Subject

CN=*.hotjar.com
CN=Amazon, OU=Server
CA 1B, O=Amazon, C=US
CN=Amazon Root CA 1,
O=Amazon, C=US
CN=Starfield Services Root
Certificate Authority - G2,
O="Starfield Technologies,
Inc.", L=Scottsdale,
ST=Arizona, C=US

CN=Amazon, OU=Server
CA 1B, O=Amazon, C=US

CN=Amazon Root CA 1,
O=Amazon, C=US

CN=Starfield Services Root
Certificate Authority - G2,
O="Starfield Technologies,
Inc.", L=Scottsdale,
ST=Arizona, C=US

CN=*.hotjar.com
CN=Amazon, OU=Server
CA 1B, O=Amazon, C=US
CN=Amazon Root CA 1,
O=Amazon, C=US
CN=Starfield Services Root
Certificate Authority - G2,
O="Starfield Technologies,
Inc.", L=Scottsdale,
ST=Arizona, C=US

CN=Amazon, OU=Server
CA 1B, O=Amazon, C=US

CN=Amazon Root CA 1,
O=Amazon, C=US

CN=Starfield Services Root
Certificate Authority - G2,
O="Starfield Technologies,
Inc.", L=Scottsdale,
ST=Arizona, C=US

Issuer

CN=Amazon,
OU=Server CA 1B,
O=Amazon, C=US
CN=Amazon Root CA
1, O=Amazon, C=US
CN=Starfield Services
Root Certificate
Authority - G2,
O="Starfield
Technologies, Inc.",
L=Scottsdale,
ST=Arizona, C=US
OuU=starfield Class 2
Certification Authority,
O="Starfield
Technologies, Inc.",
C=USs

CN=Amazon Root CA
1, O=Amazon, C=US

CN=Starfield Services
Root Certificate
Authority - G2,
O="Starfield
Technologies, Inc.",
L=Scottsdale,
ST=Arizona, C=US

OuU=starfield Class 2
Certification Authority,
O="Starfield
Technologies, Inc.",
C=USs

CN=Amazon,
OU=Server CA 1B,
O=Amazon, C=US
CN=Amazon Root CA
1, O=Amazon, C=US
CN=Starfield Services
Root Certificate
Authority - G2,
O="Starfield
Technologies, Inc.",
L=Scottsdale,
ST=Arizona, C=US
OuU=starfield Class 2
Certification Authority,
O="Starfield
Technologies, Inc.",
C=USs

CN=Amazon Root CA
1, O=Amazon, C=US

CN=Starfield Services
Root Certificate
Authority - G2,
O="Starfield
Technologies, Inc.",
L=Scottsdale,
ST=Arizona, C=US

OuU=starfield Class 2
Certification Authority,
O="Starfield
Technologies, Inc.",
C=USs

Not
Before

Fri Dec
25
01:00:00
CET
2020
Thu Oct
22
02:00:00
CEST
2015
Mon
May 25
14:00:00
CEST
2015
Wed
Sep 02
02:00:00
CEST
2009

Thu Oct
22
02:00:00
CEST
2015

Mon
May 25
14:00:00
CEST
2015

Wed
Sep 02
02:00:00
CEST
2009

Fri Dec
25
01:00:00
CET
2020
Thu Oct
22
02:00:00
CEST
2015
Mon
May 25
14:00:00
CEST
2015
Wed
Sep 02
02:00:00
CEST
2009

Thu Oct
22
02:00:00
CEST
2015

Mon
May 25
14:00:00
CEST
2015

Wed
Sep 02
02:00:00
CEST
2009

Not
After

Mon Jan
24
00:59:59
CET
2022
Sun Oct
19
02:00:00
CEST
2025
Thu Dec
31
02:00:00
CET
2037
Wed
Jun 28
19:39:16
CEST
2034

Sun Oct
19
02:00:00
CEST
2025

Thu Dec
31
02:00:00
CET
2037

Wed

Jun 28
19:39:16
CEST
2034

Mon Jan
24
00:59:59
CET
2022
Sun Oct
19
02:00:00
CEST
2025
Thu Dec
31
02:00:00
CET
2037
Wed
Jun 28
19:39:16
CEST
2034

Sun Oct
19
02:00:00
CEST
2025

Thu Dec
31
02:00:00
CET
2037

Wed

Jun 28
19:39:16
CEST
2034

JA3 SSL Client
Fingerprint

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

JA3 SSL Client Digest

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c
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Timestamp Source IP

May 4, 2021
15:39:55.712995052
CEST

34.98.67.61

May 4, 2021
15:39:55.714593887
CEST

34.98.67.61

May 4, 2021
15:39:55.722531080
CEST

May 4, 2021
15:39:55.723762035
CEST

Copyright Joe Security LLC 2021

35.244.174.68

35.244.159.8

Source
Port

443

443

443

443

Dest

Dest IP Port

192.168.2.7 49781

192.168.2.7 49783

192.168.2.7 49784

192.168.2.7 49785

Subject

CN=*.mookiel.com,
O=Xaxis LLC, L=New York,
ST=New York, C=US
CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US

CN=*.mookiel.com,
O=Xaxis LLC, L=New York,
ST=New York, C=US
CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US

CN=*.rlcdn.com CN=Sectigo
RSA Domain Validation
Secure Server CA,
O=Sectigo Limited,
L=Salford, ST=Greater
Manchester, C=GB
CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US
CN=AAA Certificate
Services, O=Comodo CA
Limited, L=Salford,
ST=Greater Manchester,
C=GB

CN=Sectigo RSA Domain
Validation Secure Server
CA, O=Sectigo Limited,
L=Salford, ST=Greater
Manchester, C=GB

CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US

CN=AAA Certificate
Services, O=Comodo CA
Limited, L=Salford,
ST=Greater Manchester,
C=GB

CN=*.openx.net, O=0penX
Technologies inc.,
L=Pasadena, ST=California,
C=US CN=GeoTrust RSA
CA 2018,
OU=www.digicert.com,
O=DigiCert Inc, C=US
CN=DigiCert Global Root
CA, OU=www.digicert.com,
O=DigiCert Inc, C=US

Issuer

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=Sectigo RSA
Domain Validation
Secure Server CA,
O=Sectigo Limited,
L=Salford, ST=Greater
Manchester, C=GB
CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US
CN=AAA Certificate
Services, O=Comodo
CA Limited, L=Salford,
ST=Greater
Manchester, C=GB
CN=AAA Certificate
Services, O=Comodo
CA Limited, L=Salford,
ST=Greater
Manchester, C=GB

CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US

CN=AAA Certificate
Services, O=Comodo
CA Limited, L=Salford,
ST=Greater
Manchester, C=GB

CN=AAA Certificate
Services, O=Comodo
CA Limited, L=Salford,
ST=Greater
Manchester, C=GB

CN=GeoTrust RSA CA
2018,
OU=www.digicert.com,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

Not
Before

Mon Feb
22
01:00:00
CET
2021
Thu Sep
24
02:00:00
CEST
2020

Thu Sep
24
02:00:00
CEST
2020

Mon Feb
22
01:00:00
CET
2021
Thu Sep
24
02:00:00
CEST
2020

Thu Sep
24
02:00:00
CEST
2020

Thu Feb
25
01:00:00
CET
2021 Fri
Nov 02
01:00:00
CET
2018
Tue Mar
12
01:00:00
CET
2019
Thu Jan
01
01:00:00
CET
2004

Fri Nov
02
01:00:00
CET
2018

Tue Mar
12
01:00:00
CET
2019

Thu Jan
01
01:00:00
CET
2004

Thu Jun
18
02:00:00
CEST
2020
Mon
Nov 06
13:23:45
CET
2017 Fri
Nov 10
01:00:00
CET
2006

Not
After

Sat Mar
26
00:59:59
CET
2022
Tue Sep
24
01:59:59
CEST
2030

Tue Sep
24
01:59:59
CEST
2030

Sat Mar
26
00:59:59
CET
2022
Tue Sep
24
01:59:59
CEST
2030

Tue Sep
24
01:59:59
CEST
2030

Tue Mar
29
01:59:59
CEST
2022
Wed
Jan 01
00:59:59
CET
2031
Mon Jan
01
00:59:59
CET
2029
Mon Jan
01
00:59:59
CET
2029

Wed

Jan 01
00:59:59
CET
2031

Mon Jan
01
00:59:59
CET
2029

Mon Jan
01
00:59:59
CET
2029

Tue Aug
17
14:00:00
CEST
2021
Sat Nov
06
13:23:45
CET
2027
Mon
Nov 10
01:00:00
CET
2031

JA3 SSL Client
Fingerprint

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

JA3 SSL Client Digest

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c
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Timestamp Source IP

May 4, 2021
15:39:55.723990917
CEST

35.244.159.8

May 4, 2021
15:39:55.732021093
CEST

35.244.174.68

Copyright Joe Security LLC 2021

Source
Port

443

443

Dest
Dest IP Port
192.168.2.7 49786

192.168.2.7 49782

Subject

CN=GeoTrust RSA CA 2018,

OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global Root

CA, OU=www.digicert.com,

O=DigiCert Inc, C=US

CN=*.openx.net, O=0penX

Technologies inc.,

L=Pasadena, ST=California,

C=US CN=GeoTrust RSA
CA 2018,
OU=www.digicert.com,
O=DigiCert Inc, C=US
CN=DigiCert Global Root

CA, OU=www.digicert.com,

O=DigiCert Inc, C=US

CN=GeoTrust RSA CA 2018,

OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global Root

CA, OU=www.digicert.com,

O=DigiCert Inc, C=US

CN=*.rlcdn.com CN=Sectigo

RSA Domain Validation
Secure Server CA,
O=Sectigo Limited,
L=Salford, ST=Greater
Manchester, C=GB
CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US
CN=AAA Certificate
Services, O=Comodo CA
Limited, L=Salford,
ST=Greater Manchester,
C=GB

CN=Sectigo RSA Domain
Validation Secure Server
CA, O=Sectigo Limited,
L=Salford, ST=Greater
Manchester, C=GB

CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US

CN=AAA Certificate
Services, O=Comodo CA
Limited, L=Salford,
ST=Greater Manchester,
C=GB

Issuer

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=GeoTrust RSA CA
2018,
OU=www.digicert.com,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=Sectigo RSA
Domain Validation
Secure Server CA,
O=Sectigo Limited,
L=Salford, ST=Greater
Manchester, C=GB
CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US
CN=AAA Certificate
Services, O=Comodo
CA Limited, L=Salford,
ST=Greater
Manchester, C=GB
CN=AAA Certificate
Services, O=Comodo
CA Limited, L=Salford,
ST=Greater
Manchester, C=GB

CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US

CN=AAA Certificate
Services, O=Comodo
CA Limited, L=Salford,
ST=Greater
Manchester, C=GB

CN=AAA Certificate
Services, O=Comodo
CA Limited, L=Salford,
ST=Greater
Manchester, C=GB

Not
Before

Mon
Nov 06
13:23:45
CET
2017

Fri Nov
10
01:00:00
CET
2006

Thu Jun
18
02:00:00
CEST
2020
Mon
Nov 06
13:23:45
CET
2017 Fri
Nov 10
01:00:00
CET
2006

Mon
Nov 06
13:23:45
CET
2017

Fri Nov
10
01:00:00
CET
2006

Thu Feb
25
01:00:00
CET
2021 Fri
Nov 02
01:00:00
CET
2018
Tue Mar
12
01:00:00
CET
2019
Thu Jan
01
01:00:00
CET
2004

Fri Nov
02
01:00:00
CET
2018

Tue Mar
12
01:00:00
CET
2019

Thu Jan
01
01:00:00
CET
2004

Not
After

Sat Nov
06
13:23:45
CET
2027

Mon
Nov 10
01:00:00
CET
2031

Tue Aug
17
14:00:00
CEST
2021
Sat Nov
06
13:23:45
CET
2027
Mon
Nov 10
01:00:00
CET
2031

Sat Nov
06
13:23:45
CET
2027

Mon
Nov 10
01:00:00
CET
2031

Tue Mar
29
01:59:59
CEST
2022
Wed
Jan 01
00:59:59
CET
2031
Mon Jan
01
00:59:59
CET
2029
Mon Jan
01
00:59:59
CET
2029

Wed

Jan 01
00:59:59
CET
2031

Mon Jan
01
00:59:59
CET
2029

Mon Jan
01
00:59:59
CET
2029

JA3 SSL Client
Fingerprint

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

JA3 SSL Client Digest

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c
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Source

Timestamp Source IP Port

May 4, 2021
15:39:55.745229959
CEST

185.64.189.115 443

May 4, 2021
15:39:56.058798075
CEST

34.98.67.61 443

May 4, 2021
15:39:56.191210032
CEST

185.64.189.115 443

May 4, 2021
15:39:56.252998114
CEST

172.217.16.130 443

Copyright Joe Security LLC 2021

Dest

Dest IP Port

192.168.2.7 49788

192.168.2.7 49791

192.168.2.7 49787

192.168.2.7 49792

Subject

CN=*pubmatic.com,
O="PubMatic, Inc.",
L=Redwood City,
ST=California, C=US
CN=DigiCert Baltimore TLS
RSA SHA256 2020 CAL,
O=DigiCert Inc, C=US
CN=Baltimore CyberTrust
Root, OU=CyberTrust,
O=Baltimore, C=IE

CN=DigiCert Baltimore TLS
RSA SHA256 2020 CAL,
O=DigiCert Inc, C=US

CN=Baltimore CyberTrust
Root, OU=CyberTrust,
O=Baltimore, C=IE

CN=*.mookiel.com,
O=Xaxis LLC, L=New York,
ST=New York, C=US
CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US

CN=*pubmatic.com,
O="PubMatic, Inc.",
L=Redwood City,
ST=California, C=US
CN=DigiCert Baltimore TLS
RSA SHA256 2020 CAL,
O=DigiCert Inc, C=US
CN=Baltimore CyberTrust
Root, OU=CyberTrust,
O=Baltimore, C=IE

CN=DigiCert Baltimore TLS
RSA SHA256 2020 CAL,
O=DigiCert Inc, C=US

CN=Baltimore CyberTrust
Root, OU=CyberTrust,
O=Baltimore, C=IE

CN=*.g.doubleclick.net
CN=GTS CA 1C3,
0O=Google Trust Services
LLC, C=US CN=GTS Root
R1, O=Google Trust
Services LLC, C=US

CN=GTS CA 1C3,
0O=Google Trust Services
LLC, C=US

Issuer

CN=DigiCert Baltimore
TLS RSA SHA256 2020
CAl, O=DigiCert Inc,
C=US CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE
CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Baltimore
TLS RSA SHA256 2020
CALl, O=DigiCert Inc,
C=US CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE
CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=GTS CA 1C3,
0O=Google Trust
Services LLC, C=US
CN=GTS Root R1,
0O=Google Trust
Services LLC, C=US
CN=GlobalSign Root
CA, OU=Root CA,
O=GlobalSign nv-sa,
C=BE

CN=GTS Root R1,
0O=Google Trust
Services LLC, C=US

Not
Before

Mon
Dec 07
01:00:00
CET
2020
Thu Sep
24
02:00:00
CEST
2020 Fri
May 12
20:46:00
CEST
2000

Thu Sep
24
02:00:00
CEST
2020

Fri May
12
20:46:00
CEST
2000

Mon Feb
22
01:00:00
CET
2021
Thu Sep
24
02:00:00
CEST
2020

Thu Sep
24
02:00:00
CEST
2020

Mon
Dec 07
01:00:00
CET
2020
Thu Sep
24
02:00:00
CEST
2020 Fri
May 12
20:46:00
CEST
2000

Thu Sep
24
02:00:00
CEST
2020

Fri May
12
20:46:00
CEST
2000

Tue Apr
13
12:36:35
CEST
2021
Thu Aug
13
02:00:42
CEST
2020 Fri
Jun 19
02:00:42
CEST
2020

Thu Aug
13
02:00:42
CEST
2020

Not
After

Wed
Dec 15
00:59:59
CET
2021
Mon
May 12
01:59:59
CEST
2025
Tue May
13
01:59:00
CEST
2025

Mon
May 12
01:59:59
CEST
2025

Tue May
13
01:59:00
CEST
2025

Sat Mar
26
00:59:59
CET
2022
Tue Sep
24
01:59:59
CEST
2030

Tue Sep
24
01:59:59
CEST
2030

Wed
Dec 15
00:59:59
CET
2021
Mon
May 12
01:59:59
CEST
2025
Tue May
13
01:59:00
CEST
2025

Mon
May 12
01:59:59
CEST
2025

Tue May
13
01:59:00
CEST
2025

Tue Jul
06
12:36:34
CEST
2021
Thu Sep
30
02:00:42
CEST
2027 Fri
Jan 28
01:00:42
CET
2028

Thu Sep
30
02:00:42
CEST
2027

JA3 SSL Client
Fingerprint

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

JA3 SSL Client Digest

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228h2d4e
424db3a98c

Page 76 of 81



Timestamp Source IP

May 4, 2021
15:39:56.263909101
CEST

May 4, 2021
15:39:56.759427071
CEST

May 4, 2021
15:39:56.761528969
CEST

May 4, 2021 54.76.6.247
15:40:20.149255991

CEST

Copyright Joe Security LLC 2021

18.179.240.58

18.179.240.58

Source
Port

172.217.16.130 443

443

443

443

Dest

Dest IP Port

192.168.2.7 49793

192.168.2.7 49794

192.168.2.7 49795

192.168.2.7 49804

Subject

CN=GTS Root R1,
0O=Google Trust Services
LLC, C=US

CN=*.g.doubleclick.net
CN=GTS CA 1C3,
0O=Google Trust Services
LLC, C=US CN=GTS Root
R1, O=Google Trust
Services LLC, C=US

CN=GTS CA 1C3,
0O=Google Trust Services
LLC, C=US

CN=GTS Root R1,
0O=Google Trust Services
LLC, C=US

CN=*.adingo.jp,
O="fluct,Inc.", L=Shibuya-ku,
ST=Tokyo, C=JP
CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US

CN=*.adingo.jp,
O="fluct,Inc.", L=Shibuya-ku,
ST=Tokyo, C=JP
CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US

CN=*.adsrvr.org
CN=GlobalSign GCC R3 DV
TLS CA 2020, O=GlobalSign
nv-sa, C=BE
CN=GlobalSign,
O=GlobalSign,
OU=GlobalSign Root CA -
R3

CN=GlobalSign GCC R3 DV
TLS CA 2020, O=GlobalSign
nv-sa, C=BE

CN=GlobalSign,
O=GlobalSign,
OU=GlobalSign Root CA -
R3

Issuer

CN=GlobalSign Root
CA, OU=Root CA,
0O=GlobalSign nv-sa,
C=BE

CN=GTS CA 1C3,
0O=Google Trust
Services LLC, C=US
CN=GTS Root R1,
0O=Google Trust
Services LLC, C=US
CN=GlobalSign Root
CA, OU=Root CA,
0O=GlobalSign nv-sa,
C=BE

CN=GTS Root R1,
0O=Google Trust
Services LLC, C=US

CN=GlobalSign Root
CA, OU=Root CA,
O=GlobalSign nv-sa,
C=BE

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=GlobalSign GCC
R3 DV TLS CA 2020,
O=GlobalSign nv-sa,
C=BE CN=GlobalSign,
O=GlobalSign,
OU=GlobalSign Root
CA-R3
CN=GlobalSign,
O=GlobalSign,
OU=GlobalSign Root
CA-R3

CN=GlobalSign,
O=GlobalSign,
OU=GlobalSign Root
CA-R3

CN=GlobalSign,
O=GlobalSign,
OU=GlobalSign Root
CA-R3

Not
Before

Fri Jun
19
02:00:42
CEST
2020

Tue Apr
13
12:36:35
CEST
2021
Thu Aug
13
02:00:42
CEST
2020 Fri
Jun 19
02:00:42
CEST
2020

Thu Aug
13
02:00:42
CEST
2020

Fri Jun
19
02:00:42
CEST
2020

Fri Mar
26
01:00:00
CET
2021
Thu Sep
24
02:00:00
CEST
2020

Thu Sep
24
02:00:00
CEST
2020

Fri Mar
26
01:00:00
CET
2021
Thu Sep
24
02:00:00
CEST
2020

Thu Sep
24
02:00:00
CEST
2020

Thu Mar
18
23:45:32
CET
2021
Tue Jul
28
02:00:00
CEST
2020
Wed
Mar 18
11:00:00
CET
2009

Tue Jul
28
02:00:00
CEST
2020

Wed
Mar 18
11:00:00
CET
2009

Not
After

Fri Jan
28
01:00:42
CET
2028

Tue Jul
06
12:36:34
CEST
2021
Thu Sep
30
02:00:42
CEST
2027 Fri
Jan 28
01:00:42
CET
2028

Thu Sep
30
02:00:42
CEST
2027

Fri Jan
28
01:00:42
CET
2028

Fri Apr
15
01:59:59
CEST
2022
Tue Sep
24
01:59:59
CEST
2030

Tue Sep
24
01:59:59
CEST
2030

Fri Apr
15
01:59:59
CEST
2022
Tue Sep
24
01:59:59
CEST
2030

Tue Sep
24
01:59:59
CEST
2030

Wed Apr
20
00:45:32
CEST
2022
Sun Mar
18
01:00:00
CET
2029
Sun Mar
18
11:00:00
CET
2029

Sun Mar
18
01:00:00
CET
2029

Sun Mar
18
11:00:00
CET
2029

JA3 SSL Client
Fingerprint

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

JA3 SSL Client Digest

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228h2d4e
424db3a98c
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Source Dest Not Not JA3 SSL Client
Timestamp Source IP Port Dest IP Port  Subject Issuer Before After Fingerprint JA3 SSL Client Digest
May 4, 2021 54.76.6.247 443 192.168.2.7 49805 CN=*.adsrvr.org CN=GlobalSign GCC Thu Mar Wed Apr 771,49196- 9e10692f1b7f78228b2d4e
15:40:20.151808977 CN=GlobalSign GCC R3 DV R3 DV TLS CA 2020, 18 20 49195-49200-  424db3a98c
CEST TLS CA 2020, O=GlobalSign O=GlobalSign nv-sa, 23:45:32 00:45:32 49199-49188-
nv-sa, C=BE C=BE CN=GlobalSign, CET CEST 49187-49192-
CN=GlobalSign, O=GlobalSign, 2021 2022 49191-49162-
O=GlobalSign, OU=GlobalSign Root Tue Jul  Sun Mar 49161-49172-
OU=GlobalSign Root CA - CA-R3 28 18 49171-157-156-
R3 CN=GlobalSign, 02:00:00 01:00:00 61-60-53-47-
O=GlobalSign, CEST CET 10,0-10-11-13-
OU=GlobalSign Root 2020 2029 35-16-23-24-
CA-R3 Wed Sun Mar 65281,29-23-
Mar 18 18 24,0
11:00:00 11:00:00
CET CET
2009 2029
CN=GlobalSign GCC R3 DV CN=GlobalSign, Tue Jul  Sun Mar
TLS CA 2020, O=GlobalSign O=GlobalSign, 28 18
nv-sa, C=BE OU=GlobalSign Root 02:00:00 01:00:00
CA-R3 CEST CET
2020 2029
CN=GlobalSign, CN=GlobalSign, Wed Sun Mar
O=GlobalSign, O=GlobalSign, Mar 18 18
OU=GlobalSign Root CA - OU=GlobalSign Root 11:00:00 11:00:00
R3 CA-R3 CET CET
2009 2029
May 4, 2021 31.13.92.36 443 192.168.2.7 49806 CN=*.facebook.com, CN=DigiCert SHA2 Tue Apr SunJul 771,49196- 9e10692f1b7f78228b2d4e
15:40:26.400860071 O="Facebook, Inc.", High Assurance Server 06 04 49195-49200-  424db3a98c
CEST L=Menlo Park, CA, 02:00:00 01:59:59 49199-49188-
ST=California, C=US OU=www.digicert.com, CEST CEST  49187-49192-
CN=DigiCert SHA2 High O=DigiCert Inc, C=US 2021 2021 49191-49162-
Assurance Server CA, CN=DigiCert High Tue Oct Sun Oct 49161-49172-
OU=www.digicert.com, Assurance EV Root CA, 22 22 49171-157-156-
O=DigiCert Inc, C=US OU=www.digicert.com, 14:00:00 14:00:00 61-60-53-47-
O=DigiCert Inc, C=US CEST CEST 10,0-10-11-13-
2013 2028 35-16-23-24-
CN=DigiCert SHA2 High  CN=DigiCert High Tue Oct SunOct 85281,29-23-
Assurance Server CA, Assurance EV Root CA, 22 22 24,0
OU=www.digicert.com, OU=www.digicert.com, 14:00:00 14:00:00
O=DigiCert Inc, C=US O=DigiCert Inc, C=US CEST CEST
2013 2028
May 4, 2021 31.13.92.36 443 192.168.2.7 49807 CN=*.facebook.com, CN=DigiCert SHA2 Tue Apr SunJul 771,49196- 9e10692f1b7f78228b2d4e
15:40:26.442815065 O="Facebook, Inc.", High Assurance Server 06 04 49195-49200-  424db3a98c
CEST L=Menlo Park, CA, 02:00:00 01:59:59 49199-49188-
ST=California, C=US OU=www.digicert.com, CEST CEST  49187-49192-
CN=DigiCert SHA2 High O=DigiCert Inc, C=US 2021 2021 49191-49162-
Assurance Server CA, CN=DigiCert High Tue Oct Sun Oct 49161-49172-
OU=www.digicert.com, Assurance EV Root CA, 22 22 49171-157-156-
O=DigiCert Inc, C=US OU=www.digicert.com, 14:00:00 14:00:00 61-60-53-47-
O=DigiCert Inc, C=US CEST CEST 10,0-10-11-13-
2013 2028 35-16-23-24-
CN=DigiCert SHA2 High  CN=DigiCert High Tue Oct SunOct 85281,29-23-
Assurance Server CA, Assurance EV Root CA, 22 22 24,0
OU=www.digicert.com, OU=www.digicert.com, 14:00:00 14:00:00
O=DigiCert Inc, C=US O=DigiCert Inc, C=US CEST CEST
2013 2028
May 4, 2021 31.13.92.36 443 192.168.2.7 49808 CN=*.facebook.com, CN=DigiCert SHA2 Tue Apr SunJul 771,49196- 9e10692f1b7f78228b2d4e
15:40:26.886846066 O="Facebook, Inc.", High Assurance Server 06 04 49195-49200-  424db3a98c
CEST L=Menlo Park, CA, 02:00:00 01:59:59 49199-49188-
ST=California, C=US OU=www.digicert.com, CEST CEST  49187-49192-
CN=DigiCert SHA2 High O=DigiCert Inc, C=US 2021 2021 49191-49162-
Assurance Server CA, CN=DigiCert High Tue Oct Sun Oct 49161-49172-
OU=www.digicert.com, Assurance EV Root CA, 22 22 49171-157-156-
O=DigiCert Inc, C=US OU=www.digicert.com, 14:00:00 14:00:00 61-60-53-47-
O=DigiCert Inc, C=US CEST CEST 10,0-10-11-13-
2013 2028 35-16-23-24-
CN=DigiCert SHA2 High  CN=DigiCert High Tue Oct SunOct 85281,29-23-
Assurance Server CA, Assurance EV Root CA, 22 22 24,0
OU=www.digicert.com, OU=www.digicert.com, 14:00:00 14:00:00
O=DigiCert Inc, C=US O=DigiCert Inc, C=US CEST CEST
2013 2028
May 4, 2021 31.13.92.36 443 192.168.2.7 49809 CN=*.facebook.com, CN=DigiCert SHA2 Tue Apr SunJul 771,49196- 9e10692f1b7f78228b2d4e
15:40:26.887716055 O="Facebook, Inc.", High Assurance Server 06 04 49195-49200-  424db3a98c
CEST L=Menlo Park, CA, 02:00:00 01:59:59 49199-49188-
ST=California, C=US OU=www.digicert.com, CEST CEST  49187-49192-
CN=DigiCert SHA2 High O=DigiCert Inc, C=US 2021 2021 49191-49162-
Assurance Server CA, CN=DigiCert High Tue Oct Sun Oct 49161-49172-
OU=www.digicert.com, Assurance EV Root CA, 22 22 49171-157-156-
O=DigiCert Inc, C=US OU=www.digicert.com, 14:00:00 14:00:00 61-60-53-47-
O=DigiCert Inc, C=US CEST CEST 10,0-10-11-13-
2013 2028 35-16-23-24-
65281,29-23-
24,0
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Source

Timestamp Source IP Port

May 4, 2021
15:40:27.489130974
CEST

31.13.92.36 443

May 4, 2021 31.13.92.36 443

15:40:27.532010078
CEST

Code Manipulations

Statistics

Behavior

\=f' Click to jump to process

System Behavior

Copyright Joe Security LLC 2021

Dest

Dest IP Port

192.168.2.7 49810

192.168.2.7 49811

Subject

CN=DigiCert SHA2 High
Assurance Server CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=*.facebook.com,
O="Facebook, Inc.",
L=Menlo Park,
ST=California, C=US
CN=DigiCert SHA2 High
Assurance Server CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High
Assurance Server CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=*.facebook.com,
O="Facebook, Inc.",
L=Menlo Park,
ST=California, C=US
CN=DigiCert SHA2 High
Assurance Server CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High
Assurance Server CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

Issuer

CN=DigiCert High
Assurance EV Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert SHA2
High Assurance Server
CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US
CN=DigiCert High
Assurance EV Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert High
Assurance EV Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert SHA2
High Assurance Server
CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US
CN=DigiCert High
Assurance EV Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert High
Assurance EV Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

@ iexplore.exe
@ iexplore.exe
@ OpenWith.exe

Not
Before

Tue Oct
22
14:00:00
CEST
2013

Tue Apr
06
02:00:00
CEST
2021
Tue Oct
22
14:00:00
CEST
2013

Tue Oct
22
14:00:00
CEST
2013

Tue Apr
06
02:00:00
CEST
2021
Tue Oct
22
14:00:00
CEST
2013

Tue Oct
22
14:00:00
CEST
2013

Not
After

Sun Oct
22
14:00:00
CEST
2028

Sun Jul
04
01:59:59
CEST
2021
Sun Oct
22
14:00:00
CEST
2028

Sun Oct
22
14:00:00
CEST
2028

Sun Jul
04
01:59:59
CEST
2021
Sun Oct
22
14:00:00
CEST
2028

Sun Oct
22
14:00:00
CEST
2028

JA3 SSL Client
Fingerprint

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

JA3 SSL Client Digest

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c
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Analysis Process: iexplore.exe PID: 4872 Parent PID: 792

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

15:39:42
04/05/2021

C:\Program Files\internet exploreniexplore.exe

false

‘C:\Program Files\Internet Exploreniexplore.exe' -Embedding

0x7ff62f920000
823560 bytes

6465CB92B25A7BC1DF8EO1D8ACSE7596

true
true

C, C++ or other language

Reputation: low
File Activities
Source
File Path Access Attributes Options Completion Count Address Symbol
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
Source
File Path Offset Length Completion Count Address Symbol
Registry Activities
Source
Key Path Completion Count Address Symbol
Source
Key Path Name Type Data Completion Count Address Symbol
Source
Key Path Name Type Old Data New Data Completion Count Address Symbol
Analysis Process: iexplore.exe PID: 5680 Parent PID: 4872
General
Start time: 15:39:43
Start date: 04/05/2021
Path: C:\Program Files (x86)\Internet Explorer\iexplore.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Path Access

File Path Offset Length Value

Copyright Joe Security LLC 2021

true

‘C:\Program Files (x86)\Internet Explore'\lEXPLORE.EXE' SCODEF:4872 CREDAT:17410

Iprefetch:2
0x1e0000
822536 bytes

071277CC2E3DF41EEEA8013E2AB58D5A

true
true
C, C++ or other language

low

Attributes Options

Ascii

Completion

Completion

Source
Count Address Symbol

Source
Count Address Symbol
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Source
File Path Offset Length Completion Count Address Symbol

Registry Activities

Source

Key Path Completion Count Address Symbol
Source

Key Path Name Type Data Completion Count Address Symbol
Source

Key Path Name Type Old Data New Data Completion Count Address Symbol

Analysis Process: OpenWith.exe PID: 7128 Parent PID: 792

General

Start time: 15:41:10

Start date: 04/05/2021

Path: C:\Windows\System32\OpenWith.exe
Wow64 process (32bit): false

Commandline: C:\Windows\system32\OpenWith.exe -Embedding
Imagebase: 0x7ff602ab0000

File size: 111120 bytes

MDS5 hash: D179D03728E95E040A889F760C1FC402
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: low

Disassembly

Code Analysis
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