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Analysis Report https://inkd.in/efFSywC

Overview

General Information Detection

Sample URL:  hitp://https://Inkd.in/efFSy
wC MALICIOUS

Analysis ID: 404129
Infos: Bt &y

Most interesting Screenshot:

"OMMERCIAL * INDUSTRIAL

Score:

Range:

Whitelisted:

Confidence:

Startup

= System is w10x64

. @ iexplore.exe (PID: 6720 cmdline: 'C:\Program Files\Internet Exploreniexplore.exe' -Embedding MD5: 6465CB92B25A7BC1DF8E01D8AC5E7596)
. @ iexplore.exe (PID: 6804 cmdline: 'C:\Program Files (x86)\Internet ExplorelEXPLORE.EXE' SCODEF:6720 CREDAT:17410 /prefetch:2 MD5:

071277CC2E3DF41EEEA8013E2AB58D5A)
= cleanup

Malware Configuration

No configs have been found

Yara Overview

Dropped Files

Source

C:\Users\user\AppData\Local\Microsoft\Windows\INet
Cache\lE\9026IKNJ\McGarvey[1].htm

C:\Users\user\AppData\Local\Microsoft\Windows\INet
Cache\lE\9026I1KNJ\McGarvey[1].htm

Sigma Overview

No Sigma rule has matched

Signature Overview

Copyright Joe Security LLC 2021

HTMLPhisher
84

HTML body contains lew number ofi...

HTML titleidoesinot

0-100
false

100%

Rule Description

JoeSecurity_HtmlIPhish_10 Yara detected
HtmlIPhish_10

JoeSecurity_HtmlPhish_7  Yara detected
HtmlIPhish_7

Signatures

Antivirus detection for
Phishing site detected
Yara detected HtmIPhish10

Yara detected HtmIPhish7

SuspiciousifermiURL found

Author

Joe Security

Joe Security

match

Antivirus / Scanner detection for sub...

URL or domain

(based on sh...

Phishing site detected (based on log...

URILE

Strings

Classification
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@ AV Detection

@ Phishing

@ Compliance

@ Networking

@ System Summary

@ Malware Analysis System Evasion

@

AV Detection:

Click to jump to signature section

Antivirus | Scanner detection for submitted sample

Antivirus detection for URL or domain

Phishing:

Phishing site detected (based on shot template match)
Yara detected HtmIPhish10

Yara detected HtmlIPhish7

Mitre Att&ck Matrix

Command Remote
Initial Privilege  Defense Credential Lateral and Network Service
Access Execution Persistence Escalation Evasion Access Discovery Movement Collection Exfiltration Control Effects Effects Impar
Valid Windows Path Process Masquerading oS Security Remote Data from Exfiltration Encrypted Eavesdrop on Remotely Modif
Accounts Management  Interception Injection Credential Software Services Local Over Other Channel Insecure Track Device Syste
Instrumentation Dumping  Discovery System Network Network Without Partiti
Medium Communication Authorization
Default  Scheduled Boot or Boot or Process LSASS File and Remote Data from  Exfiltration Non- Exploit SS7 to  Remotely Devic
Accounts Task/Job Logon Logon Injection Memory Directory Desktop Removable Over Application Redirect Phone Wipe Data  Lockc
Initialization Initialization Discovery Protocol Media Bluetooth  Layer Calls/SMS Without
Scripts Scripts Protocol Authorization
Domain At (Linux) Logon Script Logon Obfuscated Files Security Query SMB/Windows Data from Automated Application Exploit SS7to Obtain Delet
Accounts (Windows)  Script or Information [g§ Account Registry Admin Shares Network Exfiltration Layer Track Device  Device Devic
(Windows) Manager Shared Protocol §4 Location Cloud Data
Drive Backups

Behavior Graph
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page.adobespark-assets.com @

Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

ID:

URL:
Startdate:
Architecture:
Score:

Behavior Graph

Legend
404129
https://Inkd.in/efFSywC SUSPICIOUS l:‘ Process
04/05/2021 l:‘ Signature
WINDOWS
o el l:‘ Created File
Il onsieinfo
.I.a Is Dropped
A% Is Windows Process
Ias Number of created Registry Values

honeywell-products.com CA
69.49.234.166, 443, 49764, 49765

UNIFIEDLAYER-AS-1US
United States EZ

started
Number of created Files

Y

Visual Basic

3 other signatures WAL
i1 Delphi
é—, Java
) iexploreexe & /v .Net C# or VB.NET
m G C, C++ or other language
ntm -
[CRH O @ Is malicious
Internet
started

@ iexplore.exe :..

@ e W >0

Inkd.in (‘
108.174.10.10, 443, 49732, 49733
LINKEDINUS

United States EZ

23 other IPs or domains dropped

|
C:\Users\user\AppData\...\McGarvey[1].htm, HTME! ?

bEVELOPMENT df
'OMMERCIAL * INDUSTRIAL

Copyright Joe Security LLC 2021
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@ hitps://sparkadobe.com/page/XzmTHYEMi43rB/ - @ C || Search..

@ McGarvey Development C

McGAR

Company

DEVETOPMENTIT C
COMMERCIAL * INDUSTRIAL

H O Type here to search 0

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link
hitp://https://Inkd.in/efFSywC 0% Virustotal Browse
hitp://https://Inkd.in/efFSywC 0% Avira URL Cloud safe
hitp:/https://inkd.in/efFSywC 100% SlashNext Fake Login Page

type: Phishing &
Social Engineering

Dropped Files

No Antivirus matches
Unpacked PE Files
No Antivirus matches
Domains

No Antivirus matches

URLs
Source Detection Scanner Label Link
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https://www.virustotal.com/gui/url/35cdab1e6cd5ac182ed0be071542bfd749cbe5cfff7e77645d9e3fdbcae69f64/detection/u-35cdab1e6cd5ac182ed0be071542bfd749cbe5cfff7e77645d9e3fdbcae69f64-1620145246

Source

hitp://https://page.adobespark-assets.com/runtime/1.22/typekit-load.gz.js

hitp://https://page.adobespark-assets.com/runtime/1.22/typekit-load.gz.js

hitp://https://fontawesome.comhttps://fontawesome.comFont

hitp://https://open;jsf.org/
hitp://https://open;jsf.org/
hitp://https://open;jsf.org/
hitp://https://open;jsf.org/

http://https://honeywell-products.com/John/McGarvey/$Share

hitp://https://ade0164.d41.co/sync/

hitp://https://honeywell-products.com/John/McGarvey/ges/30b73ae4-1bd3-47d5-ab7b-

fc9ebfbd3087.png?asset_id=3
hitp:/fianlunn.co.uk/
hitp:/fianlunn.co.uk/
hitp:/fianlunn.co.uk/

hitp://https://page.adobespark-assets.com/runtime/1.22/images/favicon.ico

hitp:/fiwww.iport.it)

hitp://https://page.adobespark-assets.com/runtime/1.22/runtime-prod.gz.js

hitp://https://promisesaplus.com/#point-59
hitp://https://promisesaplus.com/#point-59
hitp://https://promisesaplus.com/#point-59
hitp://https://promisesaplus.com/#point-57
hitp://https://promisesaplus.com/#point-57
hitp://https://promisesaplus.com/#point-57
hitp://https://promisesaplus.com/#point-54
hitp://https://promisesaplus.com/#point-54
hitp://https://promisesaplus.com/#point-54

Domains and IPs

Contacted Domains

Name
stackpath.bootstrapcdn.com
dd20fzx9mj46f.cloudfront.net
honeywell-products.com
maxcdn.bootstrapcdn.com

dcs-edge-irl1-876252164.eu-west-
1.elb.amazonaws.com

Inkd.in
spark.adobeprojectm.com
s3.amazonaws.com
cdnjs.cloudflare.com
adobe.com.ssl.d1.sc.omtrdc.net
page.adobespark-assets.com
cdn.cookielaw.org
geolocation.onetrust.com
use.typekit.net
ka-f.fontawesome.com
kit.fontawesome.com
assets.adobedtm.com
www.linkedin.com
p.typekit.net
code.jquery.com
dpm.demdex.net
static.adobelogin.com
Copyright Joe Security LLC 2021

IP
104.18.10.207
13.35.252.69
69.49.234.166
104.18.11.207
34.246.133.154

108.174.10.10
65.9.66.79
52.217.108.214
104.16.19.94
15.237.136.106
65.9.66.115
104.16.149.64
104.20.184.68
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown

Active
true
true
true
true

true

true
true
true
true
true
true
true
true
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown

Detection

0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%

Malicious
false
false
false
false

false

false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false

false

Scanner

Virustotal

Avira URL Cloud
Avira URL Cloud
URL Reputation
URL Reputation
URL Reputation
URL Reputation
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud

URL Reputation
URL Reputation
URL Reputation
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation

Antivirus Detection

safe

safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe

safe

Link

Browse

Reputation
high

high
unknown
high

high

unknown
unknown
high
high
unknown
unknown
high
high
high
high
high
high
high
high
high
high
high
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https://www.virustotal.com/gui/url/6ccb22c79e062e7575558124726bbea4272b6e6aee7476e536c3c07d5d6094cc/detection/u-6ccb22c79e062e7575558124726bbea4272b6e6aee7476e536c3c07d5d6094cc-1619644327

Contacted URLs

Name

Malicious

Antivirus Detection Reputation

URLs from Memory and Binaries

Name
hitp://https://www.linkedin.com
hitp://https://code.jquery.com/jquery-3.2.1.slim.min.js

http://
https://web.archive.org/web/20100324014747/blindsignals.co
m/index.php/2009/07/jquery-delay/

hitp://https://page.adobespark-
assets.com/runtime/1.22/typekit-load.gz.js

hitp://https://fontawesome.comhttps://fontawesome.comFont

http://
https://html.spec.whatwg.org/multipage/forms.html#concept-
fe-disabled

hitp://https://assets.adobedtm.com

hitp://https://infra.spec.whatwg.org/#strip-and-collapse-ascii-
whitespace

hitp://https://www.youtube.com

hitp://https://fontawesome.com

hitp://https://static.adobelogin.com/imslib/imslib.min.js
hitp://https://www.instagram.com
hitp://https://github.com/twbs/bootstrap/graphs/contributors)
http://
https://use.typekit.net/af/c8f445/00000000000000003b9aee4 7/
27/d?primer=388f68b35a7chflee3543172445¢c2

hitp://https://github.com/jrburke/requirejs/wiki/Updating-
existing-libraries#wiki-anon

http://
https://use.typekit.net/af/8f4e31/0000000000000000000132e3
1271
hitp://https://bugzilla.mozilla.org/show_bug.cgi?id=687787

http://
https://use.typekit.net/af/e09494/00000000000000003b9aee45
127/1?primer=388f68b35a7chflee3543172445¢c2

hitp://https://bugs.chromium.org/p/chromium/issues/detail?
id=470258

hitp://https://kit.fontawesome.com/585b051251.js

http://
https://maxcdn.bootstrapcdn.com/bootstrap/4.0.0/js/bootstrap.
min.js

http://
https://use.typekit.net/af/b0c5f5/00000000000000003b9b3f85/
27/d?primer=388f68b35a7chflee3543172445¢c2

hitp://https://open;jsf.org/

Source
scripts[1].js.3.dr
McGarvey[1].htm0.3.dr
jquery-3.3.1[1].js.3.dr

XzmTHY6Mi43rB[1].htm0.3.dr

free-fa-regular-400[1].eot.3.dr, free-fa-

solid-900[1].eot.3.dr
jquery-3.3.1[1].js.3.dr

login[1].htm0.3.dr

jquery-3.3.1[1].js.3.dr

scripts[1].js.3.dr

free-fa-regular-400[1].eot.3.dr, free.mi
n[1].css.3.dr

privacy[1].htm0.3.dr

scripts[1].js.3.dr

bootstrap.min[1].js.3.dr

pps7abe[l].css.3.dr

jquery-3.3.1[1].js.3.dr

vtg4qoo[1].js.3.dr

jquery-3.3.1[1].js.3.dr

pps7abe[l].css.3.dr

jquery-3.3.1[1].js.3.dr

McGarvey[1].htm0.3.dr

McGarvey[1].htm0.3.dr

pps7abe[l].css.3.dr

marvelcommon-51100480[1].js.3.dr

Malicious Antivirus Detection Reputation
false high
false high
false high
false e 0%, Virustotal, Browse unknown
e Avira URL Cloud: safe

false e Avira URL Cloud: safe unknown
false high
false high
false high
false high
false high
false high
false high
false high
false high
false high
false high
false high
false high
false high
false high
false high
false high
false URL Reputation: safe unknown

URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

R e ST P o e T [ O G T L]

http://
https://use.typekit.net/af/3d913c/000000000000000000017709
126/

hitp://https://ade0164.d41.co/sync/

hitp://https://adobespark.uservoice.com

hitp://https://developer.akamai.com/tools/boomerang#mpulse-
session-information

http://
https://use.typekit.net/af/c8f445/00000000000000003b9aee4 7/
27/a?primer=388f68b35a7chflee3543172445c2

http://
https://use.typekit.net/af/e09494/00000000000000003b9aee45
127/a?primer=388f68b35a7chflee3543172445c2

Copyright Joe Security LLC 2021

rbisaua[1].js.3.dr

RC1a83c357d323419db9d2ba211efe
eaae-file.min[1].js.3.dr

unsupported[1].htm.3.dr

en[1].js.3.dr

pps7abe[l].css.3.dr

pps7abe[l].css.3.dr

false high
false e Avira URL Cloud: safe unknown
false high

false high
false high
false high
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https://www.virustotal.com/gui/url/6ccb22c79e062e7575558124726bbea4272b6e6aee7476e536c3c07d5d6094cc/detection/u-6ccb22c79e062e7575558124726bbea4272b6e6aee7476e536c3c07d5d6094cc-1619644327

Name

http:/f

https://use.typekit.net/af/edcf1e/0000000000000000000158d9/

26/

htlp'HhttpS'//jsperf com/getall-vs-sizzle/2

Source

rbisaua[1].js.3.dr

jquery-3.3.1[1].js.3.dr

Malicious

false

false

Antivirus Detection

Reputation

high

high

http:if

https://use.typekit.net/af/37eaae/00000000000000003b9b3f83
127/d?primer=388f68b35a7chflee3543172445c2

hitp://https://github.com/kriskowal/g/blob/v1/LICENSE

hitp:/funderscorejs.org/LICENSE
http:/f

https://assets.adobedtm.com/d4d114c60e50/f3fbfbeOe7ca/f67
5e54cc6b6/RC1a83c357d323419db9d2ba2llefeeaa

hitp://https://jquery.com/

hitp:/fianlunn.co.uk/

hitp://https://adobespark.zendesk.com/hc/en-

us/articles/219243657

hitp://https://github.com/twbs/bootstrap/blob/master/LICENSE)

hitp://https://github.com/lanLunn/Hover
hitp://https://use.typekit.net/vtg4qoo.css
hitp://https://adobesparkpost.app.link/nfQW2NoCVeb

hitp://https://sizzlejs.com/
http:/f

https://use.typekit.net/af/9951d2/0000000000000000000158d7

126/

hitp://https://adobespark.zendesk.com/hc/en-

us/articles/218956027

hitp://https://npms.io/search?g=ponyfill.

http:/f

https://use.typekit.net/af/b0c5f5/00000000000000003b9b3f85/
27/1?primer=7cdcb44be4a7db8877ffa5c0007b8

hitp://https://ka-f.fontawesome.com

http:/f

https://use.typekit.net/af/9d1933/00000000000000000001705b

126/

hitp://https://bugs.jquery.com/ticket/12359

hitp://https://cdn.cookielaw.org
http:/f

https://use.typekit.net/af/97fbd1/00000000000000003b9b3f88/
27/1?primer=7cdcb44be4a7db8877ffa5c0007b8

http:/f

https://assets.adobedtm.com/d4d114c60e50/f3fbfbeOe7ca/f67
5e54cc6h6/RC6f46e43fa6d44dbeba5cc5801ffded0

hitp://https://fontawesome.com/license/free

hitp://https://page.adobespark-

assets.com/runtime/1.22/images/favicon.ico

hitp:/fiwww.iport.it)

hitp://www.opensource.org/licenses/mit-license.html

hitp://https://cdn.cookielaw.org/vendorlist/googleData.json

hitp://https://github.com/jquery/jquery/pull/557)

http:/f

https://use.typekit.net/af/180c9d/00000000000000003b9b3f8a/

27/

hitp://www.opensource.org/licenses/mit-license

hitp://https://bugs.chromium.org/p/chromium/issues/detail?

id=378607

hitp://typekit.com/eulas/00000000000000003b9b3f8a
hitp://typekit.com/eulas/00000000000000003b9b3f8c
hitp://typekit.com/eulas/00000000000000000001 76ff
hitp://https://adobesparkpost.app.link/jsolbkwCVeb

hitp://https://cdn.cookielaw.org/vendorlist/iab2Data.json

http:/f

https://use.typekit.net/af/74fc30/0000000000000000000158d4/

26/
hitp://https://page.adobespark-

assets.com/runtime/1.22/runtime-prod.gz.js

Copyright Joe Security LLC 2021

pps7abe[l].css.3.dr

marvelcommon-51100480[1].js.3.dr
marvelcommon-51100480[1].js.3.dr
RC1a83c357d323419db9d2ba211efe

eaae-file.min[1].js.3.dr
jquery-3.3.1[1].js.3.dr

hover[1].css.3.dr

en-US_bundle-bf6634f5[1].js.3.dr

bootstrap.min[1].css.3.dr, bootstrap.min

[1].js.3.dr
hover[1].css.3.dr
login[1].htm0.3.dr
express[1].htm.3.dr
jquery-3.3.1[1].js.3.dr
rbisaua[1].js.3.dr

en-US_bundle-bf6634f5[1].js.3.dr

marvelcommon-51100480[1].js.3.dr
scripts[1].js.3.dr

585b051251[1].js.3.dr
rbisaua(1].js.3.dr

jquery-3.3.1[1].js.3.dr
login[1].htm0.3.dr
scripts[1].js.3.dr

RC6f46e43fa6d44dbeb45cc5801ffd
edOe-file.min[1].js.3.dr

free.min[1].css.3.dr

XzmTHY6Mi43rB[1].htm0.3.dr, im
agestore.dat.3.dr

chrome[1].js.3.dr
marvelcommon-51100480[1].js.3.dr

7a5eb705-95ed-4cc4-alld-0cc576
0e93db[1].js.3.dr

jquery-3.3.1[1].js.3.dr
onz5gap[1].js.3.dr

m-unsupported-922d5964[1].js.3.dr
jquery-3.3.1[1].js.3.dr

onz5gap[1].js.3.dr
pps7abe[l].css.3.dr
vtg4qoo[1].js.3.dr
express[1].htm.3.dr

7a5eb705-95ed-4cc4-alld-0cc576
0e93db[1].js.3.dr

rbisaua[1].js.3.dr

XzmTHY6Mi43rB[1].htm0.3.dr

false

false
false

false

false

false

false

false

false
false
false
false

false

false

false

false

false

false

false
false

false

false

false

false

false
false

false

false

false

false

false

false
false
false
false

false

false

false

* URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

high

high
high
high

high

unknown

high
high
high
high
high
high
high
high
high

high

high
high

high
high
high

high

high

unknown

low
high
high

high
high

high
high

high
high
high
high
high

high

unknown
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Name

http:/f
https://use.typekit.net/af/c8f445/00000000000000003h9aee4 7/
27/1?primer=388f68b35a7cbflee3543172445c2

http:/f
https://use.typekit.net/af/d5d9b2/00000000000000000000ffd9/
26/

http:/f
https://assets.adobedtm.com/d4d114c60e50/f3fbfbeOe7ca/f6 7
5e54cc6h6/RC036830be72f242959c7h9cab6cef0c8

hitp://https://drafts.csswg.org/cssom/#resolved-values

hitp://https://bugs.chromium.org/p/chromium/issues/detail?
id=589347

hitp://https://twitter.com/AdobeSpark

http:/f
https://use.typekit.net/af/fad2a79/00000000000000003b9b3f8c/
27/1?primer=388f68b35a7cbflee3543172445¢c2

hitp://https://code.jquery.com/jquery-3.1.1.min.js

http:/f
https://use.typekit.net/af/feaf09c/000000000000000000017703/
27/

hitp://https://reactjs.org/docs/error-decoder.html?invariant=

hitp://https://adobesparkpost.app.link/g8sk4xb8AV
hitp://typekit.com/eulas/0000000000000000000158d4

http:/f
https://html.spec.whatwg.org/multipage/syntax.html#attributes-
2

http://typekit.com/eulas/0000000000000000000158d3
hitp://https://promisesaplus.com/#point-59

hitp://mathiasbynens.be/demo/url-regex

hitp://https://promisesaplus.com/#point-57

http:/f
https://use.typekit.net/af/37eaae/00000000000000003b9b 383
127/1?primer=388f68b35a7chflee3543172445¢c2

hitp://https://github.com/eslint/eslint/issues/3229
hitp://https://use.typekit.net/pps7abe.css
hitp://https://getbootstrap.com/)
hitp://https://promisesaplus.com/#point-54

hitp://typekit.com/eulas/0000000000000000000158d9
hitp://https://code.jquery.com/jquery-3.3.1.js
hitp://typekit.com/eulas/0000000000000000000158d8

http:/f
https://use.typekit.net/af/fe9c8e/0000000000000000000158d8/
26/

hitp://typekit.com/eulas/0000000000000000000158d7

Contacted IPs

Copyright Joe Security LLC 2021

Source

pps7abe[1].css.3.dr

rbi5aua[1].js.3.dr

RC036830be72f242959c7b9ca66cef
0c85-file.min[1].js.3.dr

jquery-3.3.1[1].js.3.dr
jquery-3.3.1[1].js.3.dr

unsupported[1].htm.3.dr
pps7abe[1].css.3.dr

McGarvey[1].htm0.3.dr
vtg4goo[1].js.3.dr

publish.combined.fp-d40a7373dc
7cdb5edbfd059d0f2c60db[1].js.3.dr

logo[1].htm.3.dr
rbi5aua[1].js.3.dr
jquery-3.3.1[1].js.3.dr

rbi5aua[1].js.3.dr
jquery-3.3.1[1].js.3.dr

chromel[1].js.3.dr
jquery-3.3.1[1].js.3.dr

pps7abe[1].css.3.dr

jquery-3.3.1[1].js.3.dr
privacy[1].htm0.3.dr
bootstrap.min[1].js0.3.dr
jquery-3.3.1[1].js.3.dr

rbi5aua[1].js.3.dr
McGarvey[1].htm0.3.dr
rbi5aua[1].js.3.dr
rbi5aua[1].js.3.dr

rbi5aua[1].js.3.dr

Malicious

false

false

false

false

false

false

false

false

false

false

false
false

false

false

false

false

false

false

false
false
false

false

false
false
false

false

false

Antivirus Detection

e URL Reputation:
e URL Reputation:
e URL Reputation:

e URL Reputation:
e URL Reputation:
e URL Reputation:

e URL Reputation:
e URL Reputation:
e URL Reputation:

safe
safe
safe

safe
safe
safe

safe
safe
safe

Reputation

high

high

high

high
high
high

high

high

high

high

high

high
high

high

unknown

high

unknown

high

high
high
high

unknown

high
high
high
high

high
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] No. of IPs < 25%

B 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%

Bl 75% <No. of IPs

Public

IP
69.49.234.166
104.18.10.207

15.237.136.106

52.217.108.214
104.18.11.207
104.16.149.64
104.20.184.68
13.35.252.69

108.174.10.10
34.246.133.154

104.16.19.94
65.9.66.79
65.9.66.115

Domain

honeywell-products.com

stackpath.bootstrapcdn.co

m

adobe.com.ssl.d1.sc.omtrd

c.net

s3.amazonaws.com

maxcdn.bootstrapcdn.com

cdn.cookielaw.org

geolocation.onetrust.com

dd20fzx9mj46f.cloudfront.n

et
Inkd.in

dcs-edge-irl1-
876252164.eu-west-
1.elb.amazonaws.com

cdnjs.cloudflare.com
spark.adobeprojectm.com

page.adobespark-
assets.com

General Information

Joe Sandbox Version:
Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:

Report type:
Cookbook file name:

Sample URL:

Copyright Joe Security LLC 2021

Country

United States
United States

United States

United States
United States
United States
United States
United States

United States
United States

United States
United States
United States

I

1

1% IR

I IR IR

ASN
46606
13335

16509

16509
13335
13335
13335
16509

14413
16509

13335
16509
16509

ASN Name

UNIFIEDLAYER-AS-1US

CLOUDFLARENETUS

AMAZON-02US

AMAZON-02US
CLOUDFLARENETUS
CLOUDFLARENETUS
CLOUDFLARENETUS
AMAZON-02US

LINKEDINUS
AMAZON-02US

CLOUDFLARENETUS
AMAZON-02US
AMAZON-02US

32.0.0 Black Diamond
404129

04.05.2021

18:29:07

CloudBasic

Oh 6m 2s

false

light

browseurl.jbs

hitp://https://inkd.in/efFSywC

Malicious
false

false

false

false
false
false
false

false
false

false

false
false

false
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Analysis system description:

Number of analysed new started processes analysed:
Number of new started drivers analysed:

Number of existing processes analysed:

Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

Cookbook Comments:

Copyright Joe Security LLC 2021

Windows 10 64 bit v1803 with Office Professional Plus
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8
Update 211

12

o O o o

e HCA enabled
e EGA enabled
e AMSI enabled

default

Timeout

MAL
mal84.phis.win@3/187@19/13

e Adjust boot time

e Enable AMSI

e Browsing link: https://spark.a
dobe.com/page/XzmTHY6Mi43rB/?page-
mode=static

e Browsing link: https://spark.a
dobe.com/page/XzmTHY6Mi43rB/im
ages/30b73ae4-1bd3-47d5-ab7b-f
c9ebfbd3087.png?asset_id=3124fa2e-37b6-49c6-
ad01-adf231d0691
c&amp;img_etag=%22021c634a00el
fof0e3f2395523824430%22&amp;size=1024

e Browsing link: https://honeywell-
products.com/John/McGarvey

e Browsing link: https://spark.a
dobe.com/page/XzmTHY6Mi43rB/im
ages/8b7d9c40-811d-43c5-8a52-b
35b573cl7aa.png?asset_id=02c4d4f8-1e29-407e-
b052-0308bd8bbe7
4&amp;img_etag=%22ecead06b235¢c
91965997b2f01e48c33a%22&amp;size=1024

e Browsing link: https://spark.a
dobe.com/page/XzmTHY6Mi43rB

e Browsing link: https://spark.adobe.com/about?
r=reader_page_logo

e Browsing link: https://spark.adobe.com/make/logo-
maker?r=reader_page_learnmore

e Browsing link: https://spark.adobe.com/login?
r=reader_page_bumper_createyourown

e Browsing link: http://www.adob
e.com/legal/terms.html

e Browsing link: http://www.adobe.com/go/privacy

e Browsing link: https://spark.adobe.com/login?
r=reader_page_topbar_createyourown
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Warnings:

Simulations

Behavior and APIs

No simulations

Joe Sandbox View | Context

IPs
No context

Copyright Joe Security LLC 2021

Show All
e Excluded IPs from analysis (whitelisted):

40.88.32.150, 92.122.145.220, 52.255.188.83,
104.43.139.144, 13.64.90.137, 88.221.62.148,
13.107.42.14, 104.42.151.234, 23.32.238.192,
23.32.238.210, 23.37.33.211, 20.82.210.154,
152.199.19.161, 69.16.175.42, 69.16.175.10,
142.250.186.74, 142.250.184.234, 104.18.22.52,
104.18.23.52, 172.64.101.17, 172.64.100.17,
95.101.22.195, 95.101.22.203, 92.122.213.194,
92.122.213.247, 2.20.142.210, 2.20.142.209,
184.30.24.234, 52.155.217.156

TCP Packets have been reduced to 100

Created / dropped Files have been reduced to 100
Excluded domains from analysis (whitelisted):
e6653.dscf.akamaiedge.net,
cds.s5x3j6g5.hwedn.net, arc.msn.com.nsatc.net,
ka-f.fontawesome.com.cdn.cloudflare.net, cn-
assets.adobedtm.com.edgekey.net,
spark.adobe.com, e11290.dspg.akamaiedge.net,
skypedataprdcoleus15.cloudapp.net, [-0005.I-
msedge.net, use-stls.adobe.com.edgesuite.net,
audownload.windowsupdate.nsatc.net,
watson.telemetry.microsoft.com, au-bg-
shim.trafficmanager.net, fonts.googleapis.com,
stls.adobe.com-
cn.edgesuite.net.globalredir.akadns.net,
ajax.googleapis.com, displaycatalog-rp-
europe.md.mp.microsoft.com.akadns.net,
skypedataprdcolcus16.cloudapp.net, store-
images.s-microsoft.com,
blobcollector.events.data.trafficmanager.net,
al815.dscr.akamai.net, cs9.wpc.vOcdn.net,
au.download.windowsupdate.com.edgesuite.net,
store-images.s-microsoft.com-c.edgekey.net,
al449.dscg2.akamai.net, arc.msn.com,
consumerrp-displaycatalog-aks2eap-
europe.md.mp.microsoft.com.akadns.net,
iecvlist.microsoft.com,
db5eap.displaycatalog.md.mp.microsoft.com.akadn
s.net, e12564.dspb.akamaiedge.net,
go.microsoft.com, arc.trafficmanager.net,
displaycatalog.mp.microsoft.com, img-prod-cms-rt-
microsoft-com.akamaized.net, www-linkedin-com.l-
0005.I-msedge.net,
kit.fontawesome.com.cdn.cloudflare.net,
sstats.adobe.com, displaycatalog-
europeeap.md.mp.microsoft.com.akadns.net,
skypedataprdcolwus17.cloudapp.net, p.typekit.net-
v3.edgekey.net, ie9comview.vo.msecnd.net,
ctldl.windowsupdate.com, a767.dscg3.akamai.net,
stls.adobe.com-cn.edgesuite.net,
skypedataprdcoleus17.cloudapp.net,
e7808.dscg.akamaiedge.net,
go.microsoft.com.edgekey.net,
skypedataprdcolwus16.cloudapp.net,
a1988.dscgl.akamai.net, www.adobe.com,
displaycatalog-rp.md.mp.microsoft.com.akadns.net
Report size getting too big, too many NtCreateFile
calls found.

Report size getting too big, too many
NtDeviceloControlFile calls found.
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Domains

No context

ASN

No context

JA3 Fingerprints

No context

Dropped Files

No context

Created | dropped Files

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\DOMStore\E5FONRSV\www.adobe[1].xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

dropped

636

4.745802262357047

false
12:JsrsrUGemKm6Fz5RiodrrUGemKm6Fz5RiodrrtUGemKm6Fz5RiodrrtUGemKm6Fz58:W0U1mKm6DloxU1mKméDloxU1mKm6DIoP
7B2596FDD7D783BE2922D63D865827AC

3537CB1ECA3D7BFFC7EAA74E1CO46E37A6A76FF2
2E16D62886814E8BFD298E43F13F5016C4678D0AD18FESBBAF243F6241D0385C
AD3166F3B3CE47F6A858975F66CE3BD5382EA58C17698FB754AF26C23D85728493EBI8C7C7598E6756C7F2C9E82670EB4951D3ACDBDEC72E69590A630C70747
false

low

<root></root><root></root><root><item name="com.adobe.reactor.dataElementCookiesMigrated" value="true" ltime="3561030992" htime="30884098" /></root><root>
<item name="com.adobe.reactor.dataElementCookiesMigrated" value="true" Itime="3561030992" htime="30884098" /></root><root><item name="com.adobe.reactor.data
ElementCookiesMigrated" value="true" Itime="3561030992" htime="30884098" /></root><root><item name="com.adobe.reactor.dataElementCookiesMigrated" valu
e="true" Itime="3561030992" htime="30884098" /></root><root><item name="com.adobe.reactor.dataElementCookiesMigrated" value="true" ltime="3561030992"
htime="30884098" /></root>

C:\Users\user\AppData\Local\Microsoft\internet Explorer\DOMStore\URWO0GA4Q\spark.adobe[1].xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with no line terminators

dropped

135

4.6896010583649055

false
3:D90aK1ryRtFwsnObemKmIULFOVgHIJR33WZcOqSfwdHuFKb:JFK1rUFjgemKm6GVqHIJR3mmiod5b
8578FC8D32E0C4DD80C664F3F499BC1A

D90369453704E003EBD35631091599CE852602E6
55B4BAB06DD6C24FF959A114E3650D4E87298877A3AC0884B26B7B7FF730E1A7

DO9AEFF4F16226ED9B42D58ABB1FAB6BDBA8851D29C2929B59425D82ACF95218EBC8B080F213AA6A8BEIFEBSE4585ECACD859FFOBEECA19622C2B9BEDB13
2878

false

low

<root></root><root><item name="com.adobe.reactor.dataElementCookiesMigrated" value="true" Itime="3536830992" htime="30884098" /></root>

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Recovery\High\Active\RecoveryStore.{F5A069F5-ACF5-11EB-90EB-ECF4BBEA1588}.dat

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:

C:\Program Files\internet exploreniexplore.exe
Microsoft Word Document

dropped

30296

1.8489814742942403

false

192:rL.Z4Zq2IWNtMifCNzzML7BQBDwsfrNajX:rdYJ43hrpkP0O
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C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\RecoveryStore.{F5A069F5-ACF5-11EB-90EB-ECF4BBEA1588}.dat

MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

6FC3024967600B18F564C23C220A649C
FA430311E35B19F4FAA6436585E1C6CCA0C1905D4
DB4B6434E8368051E76AE27CC3EB75088734A2B562B14901C46E43B70D91F8C4

4A2CD21C6BDD19D19A5DEDB723D9560881280362BDESFD1DD7055D226CE107470C7E65AAFD394D7EF832190B316C1910945D101D9ADDB7E1CDOEECGAEL474
FO

false

low

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{F5A069F7-ACF5-11EB-90EB-ECF4ABBEA1588}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\internet exploreniexplore.exe

Microsoft Word Document

dropped

197486

2.6823981618725696

false
384:r04JBvQM);/si9g79N8r149S4R6HIc1019CMainvPZ6cHSywNY S20TSC8WOCZrkES: 9HFOVSFNUYBVjrGXShGX/jnzu0GCe
EE6507C1807D3869AE989BA4AB7B2185

763B3047EEE6FA28E5422AACAB74C49F2376C7B8
197089A1A8EDCD1FFC691812974C09A51457DA3ABFC5BAAFBFBE7D3A7E2AEL33
E5B04F1FBCB39EAB18A12F6849EBBEF5264FC4E198033218DBDA65AA748CE3563B6390359458F8FF2D6883163083EC2CB5006DED3515580830F5B0B85584FED

false

low

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Recovery\High\Active\{FEA2AA58-ACF5-11EB-90EB-ECF4ABBEA1588}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\internet exploren\iexplore.exe

Microsoft Word Document

dropped

16984

1.5645811514220196

false
48:1w3GcprEGwpaVG4pQ5GrapbhSrZGQpKEG7HpR3aTGIpG:r9Z8QH6ZBSrzAPT3eA
50F0D4353E9EF6488D5AE9D89ES65B57
0190615708BD600C668BD8BA3AB087A8C3366B44
C518E5EC2FFE929F24B6E8B6AD74CED99698A92504E563EBBES7CF01529365827
BB7D2E34FC8432BD143B994D11AB6039F356A26107EC8D07F7291B64C6FBEF60D3DCF79442BBE00215651E014BBF84566092C110C62C8677E462D3AF3F0B418/
false

low

.R.0.0t. .[E.n.tr.

C:\Users\luser\AppData\Local\Microsoft\Internet Explorerlimagestore\gee00Opriimagestore.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

data

dropped

28454

2.066873124083156

false

48:R6fVgizzxxEKzOQBbcpS5WT//zVFrc7gzdbklTMI1sy6 TMenl7ulGt/3GmjAA2XI:Md170sI2NmU3G08j70sI2NmU3GFh
D73651C310C8296CDFDADCC43ABF03D5

7F9B69B3AF528045E6432C0CB0294AA63C439977
14DC6FB02F5303C6F088BCE866F7ABFADED2B7B8B3C04A13978DBA0355CD860E
009B161B906A94F10322BF5A18B9DA33FD3C614DA29F749C8E48DBBBODC5BF73721BCE621467141E4DD15124EAF650A23350174D47A39E05185F33748407E740
false

low
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C:\Users\luser\AppData\Local\Microsoft\Internet Explorerlimagestore\gee00Opriimagestore.dat

Preview:

B.h.tt.p.s..//p.a.g.e..a.d.o.b.espark-ass.ets..com.lruntime./l..22/ima.g.e.s./faVv.ic.0n. icCo. ... il e@ it i

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\2WF3MMUU\7a5eb705-95ed-4cc4-al1d-0cc5760e93db[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

3852

4.632512639848438

false

96:0y1Y40FtdRYZzYValJ5GHZaBAyAY JjojVjht4S:iwKzYsIJF6VAYJIQdoS
526B16D51BF2FE4666A13EC61ECDICT72
DC53861E92C2891C0138E64DBIF7AA6B3F8D2AAS
717CDB76535A04A9DEC6F2F6773475BE9574AE304CBA44F7E1IAS6CB26037D85C

4FFAD28F5755B27E847A6AC756EDOB958BE75378CCD563FAFD54CD888BFC8D1B4C94C1E2C4C78C1B2EC5FAF46052D02B3003CF446C10D1650715E4119126E6
0

false
low

hitp://https://cdn.cookielaw.org/consent/7a5eb705-95ed-4cc4-a11d-0cc5760e93db/7a5eb705-95ed-4cc4-alld-0cc5760e93db.json

{"CookieSPAEnabled":false,"MultiVariantTestingEnabled":false,"UseV2":true,"Mobile SDK":false,"SkipGeolocation":false,"Script Type":"PRODUCTION","Version":"6.9.0",

"OptanonDataJSON":"7a5eb705-95ed-4cc4-alld-0cc5760e93db","GeolocationUrl":"https://geolocation.onetrust.com/cookieconsentpub/v1l/geo/location”,"RuleSet":[{"Id":"
8fc5213e-cec6-4fca-al34-aec9029b0675","Name":"Adobe_EEU_Canada","Countries™:["de","no","fi","be" i","mc","sk","mf"
"yt "ght, e, ca","gf","ee","m cy","cz","ax","pl","ro
i, "ptpt”,"bg":"bg", It "hu","zh-Hans":"zh-Hans","default":"en","zh-Hant":"zh-Hant","u
TW","zh-HK":"zh-HK","pt-BR":"pt-BR es":"es","zh":"zh","et":"et","cs":"cs", "ar":"ar","j

UK "sk:sk SIS sy sy ko k" "zh-TW":

pl","ro":"ro","he":"he",

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lIE\2WF3MMUU\RC036830be72f242959c7b9ca66cef0c85-file.min[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text

downloaded

323

5.271975648472751

false

6:jwkMKngJvOKgiSP8AIZbHDXRMvKyupXMYGGX6SHMWkiezW3T50tunadXZfJ/uEKO:jvgeASPRhny6cY GkcOeqD50FdXv/ZJ
340FEFD497F0474FCEC6293CF534371A

F24D5C99532BBE26E04A68A78F37B04CAB36967A
43B0676FE4A288ACD66A79FA33D6CBE6G8E4DB0007ED8AB688D5854B37F300D4B
C6595AE6A7BBDE3F7260C3F11A9192CB6B0564EF9ASFI362E0F5B25C73414F28EE947C78CF77A20F8D93D91DB571CC39281E06047FD2371CD9186FC090AAF33
false

low

hitp://https://assets.adobedtm.com/d4d114c60e50/f3fbfbeOe7ca/f675e54cc6b6/RC0O36830be72f242959c7h9cab6cef0c85-file.min.js

/I For license information, see "https://assets.adobedtm.com/d4d114c60e50/f3fbfbeOe7ca/f675e54cc6b6/RC036830be72f242959c7h9cab6cef0c85-file.js .._satellite._pol
I(function(){_satellite.track("trackMarketoForm")},[function(){if(document.querySelector(".marketoForm")||window.MktoForms2)return!0}] {timeout: 1e5,interval:100});

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\RC6f46e43fa6d44dbeb45cc5801ffdedOe-file.min[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

|IE Cache URL:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

2503

5.25312952312613

false
48:15bn9KNNFeHD7Bbg8m9wPjwPbeffSQLYNo4BX0o5iTIWN+BIENu4CuMgG+/T1zcwo:11neNFeHDNbg76s6nSjXSiTIWMBJI6kZ1
6FC7E4DDB2A2E481EEDCE01AB8AA7188

AB66152CCODCA4BFAB64EFF19431BAAF5350A846
32FB8910F7F816D0BD6B731CC165333B09B9981DE60761832A1A251B0DB1387F

AEG69F0525F49DC599F57B9D2D65A5B97332ECEDF8CA2C30E89F6F7B2DF11DE1BD6E2162CES8FBE27A8F5798EEBA901B2DF30A30E0857C9CICBFEEC7C0B921
027

false
low

hitp://https://assets.adobedtm.com/d4d114c60e50/f3fbfbeOe7ca/f675e54cc6b6/RC6f46e43fa6d44dbeba5cc5801ffdedOe-file.min.js
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\RC6f46e43fa6d44dbeb45cc5801ffdedOe-file.min[1].js

Preview:

/I For license information, see “https://assets.adobedtm.com/d4d114c60e50/f3fbfbeOe7ca/f675e54cc6b6/RCEf46e43fa6d44dbeb45cc5801ffdedOe-file.js ..function search
AsYouType(){function g(e){for(var t=1,a=document.body.previousElementSibling?"previousElementSibling":"previousSibling";e==e[a];)++t;return t}function c(e,t,a){for(var
n=a.toLowerCase(),r=0;e&&e.parentNode;){if(e=e.parentNode,r++,"tagName"===t&&e.tagName.toLowerCase()==n)return e;if("id"===t){if(e.id.toLowerCase()==n)return
elelse if("className"===t){if(5<=r)return null;if(e.className.toLowerCase()==n)return e}}return null}Jdocument.getElementsByClassName("Gnav-menu-content").
length&&document.getElementsByClassName("Gnav-menu-content")[0].addEventListener(“click",function(e){var t;if(e.target&&("A"==e.target.nodeName||"SPAN"==e.targe
t.nodeName||"IMG"==e.target.nodeName)){var a=e.target.className.split(" ");if(a)for(var n=0;n<a.length;n++){if(-1!==a[n].indexOf("SAYT-")&&-1===a[n].indexOf("SAYT-
advancedSearch"))if(c(e.target,"id","

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\2WF3MMUU\arrow-left[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 18 x 25, 8-bit/color RGBA, non-interlaced

downloaded

446

7.08048723282186

false
6:6v/IhPzQynDi3URTCMKLPNsidohbJPxNfh9JL4zCh7BnhxCNjep9sEIOAEGdipxd:6v/7MMICXNsigRI5L4IrxeeDSELH7rN
59F99801C29B6F884941AB4E86435815

D434AF60CC81A5813EB3084AEF70BOCB97E6EDS4
50E89F67220A83D59B25E9EC977F059AEDE2C1499D401A6331219249F0C54CC3

70F6CDAA488B259CD53F21C4A2253DF3DCBEBC0071D1687FC1E351B169ECOBF8CDC391FB6230A867COCOF578D2688A75739E1CD59EBC3843B83480F7D85740
4

false

low

hitp://https://page.adobespark-assets.com/runtime/1.22/images/arrow-left.png

tEXtCreation Time.9/11/13.91.....IDAT8..k.@...'$..P....PR...1...._.
m.. ......g..q...n.\.."Q..6M#|...&}].e...ns..Q...x.Jfl....... 0..Q.u[..L..7...

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\arrow-right[1].png

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 18 x 25, 8-bit/color RGBA, non-interlaced

downloaded

442

7.029622930176089

false
6:6v/IhPzQynDi3URTCMKLPJsbjShtfGQHVXFX00/A5VFNWMFd4+0hS+qz580C0ox5Z:6v/7MMICXJIsbcflxFXoWKOhSVNB7Z
28A18EE67AF8D721211ED08164E72CB9

C643A55A18EF870B88FALCAFED098A12F001384F
78260D8829368E46D58D02B613ECOCOE19AEESC159AA4BA255D032D283C30187
FF21CE7DEE9E5B298BEFDOB67869A4E582097712B0A8D23E10050DFC60BD4B7BD26BOEA077865AA0D6FF57E204A74187874572B243584220C7B23FBOCC127F5,
false

low

hitp://https://page.adobespark-assets.com/runtime/1.22/images/arrow-right.png

...SBIT....|.d.....pHYs...
AYP..@T\.>. {...e...1....q.dDrGr..#...w".].2K|..
{4.UU.h ..._. .Mu...b.Z....8.W..."..).&\....IEND.B".

IDATS...10.@.....d?.... #L...BW.\.
H..L.$).7."]..Ug.uW..;. ,HD.EQ..2...l..1...<.X....OMw." </d..X.pkK.......$.UqW..&.... VEAWBA.[...

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\browser-icon-chrome[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 124 x 124, 8-bit/color RGBA, non-interlaced

downloaded

13144

7.963791073584651

false

384:4ivh614qEIF6xzdNO0SGd6GsRZj1Xcul1/tOP:XvhNfDxzdN4aRrcOlEP
5CE8BC0C54510B727656B9750F4F4B37
CFB13C4F64CE267C2A2A67B6EA3076A86308665E
71D9139914C20E72E574633CCD31802FEA9130050AF514736E2B6127061A46D0
9F442960D180D6C11F2341C2D483D19D977F41D36B6CC6D370F9B7COF472EE216452B96D6F36D4A6621AF6BC53A6291596942A3C11F62A86EBI676E338F6A038
false

low

hitp://https://spark.adobe.com/images/landing/browser-icon-chrome.png
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\browser-icon-chrome[1].png

Preview:

PNG........ IHDR...|.. e tEXtSoftware.Adobe ImageReadyq.e<...(iTXtXML:com.adobe.xmp.....<?xpacket begin="." id="W5MOMpCehiHzreSzNTczkc9d"?> <x:xmpmeta
xmins:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.6-c111 79.158325, 2015/09/10-01:10:20 "> <rdf:RDF xmins:rdf="http://www.w3.0rg/1999/02/22-rdf-syntax-
ns#"> <rdf:Description rdf:about="" xmIns:xmp="http://ns.adobe.com/xap/1.0/" xmIns:xmpMM="http://ns.adobe.com/xap/1.0/mm/" xmIns:stRef="http://ns.adobe.com/xap
/1.0/sType/ResourceRef#" xmp:CreatorTool="Adobe Photoshop CC 2015 (Macintosh)" xmpMM:InstancelD="xmp.iid:87E117A00FF011E69AFE8E50F5F6CE89" x
mpMM:DocumentID="xmp.did:87E117A10FF011E69AFE8E50F5F6CE89"> <xmpMM:DerivedFrom stRef:instancelD="xmp.iid:87E1179EO0FF011E69AFE8SE50F5F6CE89"
stRef:documentID="xmp.did:87E1179FOFF011E69AFE8E50F5F6CE89"/> </rdf:Description> </rdf:RDF> </x:xmpmeta> <?xpacket end="r"?>.9....IDATx..}..\U....{.0

Nv.. 5L E)."<LQ?.Q..RT.....[D.U.*....P.{n.u....2wfgvggfw..L>...s..{

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\browser-icon-safari[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 124 x 124, 8-bit/color RGBA, non-interlaced

downloaded

25115

7.984846894248758

false

384:7)YMKpmdNgNOobP7YnB6pZj1MyPpC9/Hhw691Q/+3ryGjtx54ZNNIRiwnY 1X:7MxgPolMMyRcBw692jGjtKnIMwUX
23B02AAF3435635E1E6C324D759B56CA

7DA557E711F8ADD60FE6493789ADCBI7B6922A2B
22B7C23F2DED34B2B0AF1B6D908A533130ABAB7EB32711052D0CAAB35D50BEBB

7FF438AEEBB35FCC2F62C68E3EDD6C9914BF608BDDFC62B4AD20E91AF937A2395F882BFOCF85CFF2730B6BF4B145110E60FFF7F1F7AFE6FCDBE4AOC8885AC
80F

false
low

hitp://https://spark.adobe.com/images/landing/browser-icon-safari.png

. ...tEXtSoftware.Adobe ImageReadyq.e<...(iTXtXML:com.adobe.xmp.....<?xpacket begin="." id="W5MOMpCehiHzreSzNTczkc9d"?> <x:xmpmeta
xmins:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.6-c111 79.158325, 2015/09/10-01:10:20 "> <rdf:RDF xmins:rdf="http://www.w3.0rg/1999/02/22-rdf-syntax-
ns#"> <rdf:Description rdf:about="" xmIns:xmp="http://ns.adobe.com/xap/1.0/" xmIns:xmpMM="http://ns.adobe.com/xap/1.0/mm/" xmIns:stRef="http://ns.adobe.com/xap
/1.0/sType/ResourceRef#" xmp:CreatorTool="Adobe Photoshop CC 2015 (Macintosh)" xmpMM:InstancelD="xmp.iid:87E1179COFF011E69AFE8BE50F5F6CE89" x
mpMM:DocumentID="xmp.did:87E1179D0FF011E69AFE8BE50F5F6CE89"> <xmpMM:DerivedFrom stRef:instancelD="xmp.iid:5F7D657F0FF011E69AFE8E50F5F6CE89"

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\css[1].css

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text

Category: downloaded

Size (bytes): 223

Entropy (8bit):  5.142612311542767

Encrypted: false

SSDEEP: 6:0IFFDK+Q+56ZRWHMgh7izIpdRSRk68k3tg9EFNIn:jFI+QO6ZRoMqt6p3Tk9g9CY

MD5: 72C5D331F2135E52DA2A95F7854049A3

SHA1L: 572F349BB65758D377CCBAE434350507341ACD7B

SHA-256: C3A12D7E8F6B2B1F5E4CDO0C9938DFC79532AEF90802B424EE910093F156586DA

SHA-512: 9EA12CC277C9858524083FEBBE1A3E61FDECES268F63B14COFFAFE29396C7CCDB3B07BE10E829936BCCD8F3BI9E39DCFAG6BC4316F189E4CEA914F1D06916DE
66B

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://fonts.googleapis.com/css?family=Archivo+Narrow&display=swap

Preview:
@font-face {. font-family: 'Archivo Narrow';. font-style: normal;. font-weight: 400;. font-display: swap;. src: url(https://fonts.gstatic.com/s/archivonarrow/v12/tss
0ApVBdCYD5Q7hcxTE1ArZ0ObbwiXo.woff) format(‘woff);.}.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\d07457NU5 E

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, CFF, length 46088, version 0.0

Category: downloaded

Size (bytes): 46088

Entropy (8bit):  7.991344892853239

Encrypted: true

SSDEEP: 768:cbb1bWj8ZMc7qG0jmQcHDIINQUbS5HFIGCtB7jiDbtUPLENIMRXVFt8U:qh108ngjatimublpHWHYWNROMZVSL

MD5: F6772D5F038A33A09B062FA7D7FD1E73

SHA1L: 19295E0771CD244E3C71F7D2D209B9A7309A8DEOD

SHA-256: AF6B2610431D075E5266E7D97EF7B53314F04EC64A56CD8872AD5FFB85DBA88D

SHA-512: 64179523C0OD4EFAAB9AAL0670CB89D91D7B97C9685E5919E7E1D014602634AD98FCA376A8433A9C31B13FOE3AF944EC330A858486F58DA726EA953117FA3575C

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://use.typekit.net/af/a0c22f/00000000000000003b9b3f84/27/d?

primer=388f68b35a7chflee3543172445c23e26935269fadd3b392a13ac7b2903677eb&fvd=i3&v=3
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\d07457NU5 E

Preview:
WOFFOTTO... BASE...D...F...Fe(].CFF ..@....... {.R.DYNA..H.... .V.AGPOS.......... 0P.3.(GSUB.............. t.0S/2 C[.twemap...
[ (..Tlhead.......4...6..%<hhea....... $..$...Ahmtx.............".maxp...8......... kP.name.... R ideoromn..DFLT..cyrl..grek..latn................... fexc
d5.J.S,........ (p>9.Fii] 2. X RN.@...1%$T.0..[;v.&)i..T.*.z.Mc.2..F...x.>wn..0....Z1j..73..9.X..p.>"-V..8.[ ...y fos T K'...S.{x.]..C.w..Q...x,.....D..=1\
. UAILLMY.Z- £ 7+]...U.e..e*..E..8K....'X>..............ZUUZ.. D }...J=/..J_..<"Rle.&..d.....VZoN=0.6j.j9/sO.fq....0."w.;...92DC,P" " a...8.%0...3[ac..- ....."..V..f.*r.y... E...n..
3..VDE.. ..s.06.......-..(.]....4..u...C...gdE.6.(X/A"...Cfs....p..671.>2.0\......SX.._cC..M..~..-b....Y...d=.[.xC'f. 7.f.b.cOb...r333..p2.(00.300

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\d[10] E

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, CFF, length 58352, version 0.0

Category: downloaded

Size (bytes): 58352

Entropy (8bit):  7.992884507564213

Encrypted: true

SSDEEP: 1536:U2Ph1fS3ZeHACznHaKNIK|jE39zfZB4kKAkr:Hvf20zH/NjISAs

MD5: 3C48D869909CC053C2EFA6800B492ADD

SHA1L: 882C7495CC54A32EF795B89E9EB4D1B69C3F87C5

SHA-256: CFD20EA88B7F7A1B3E18890AAFF228FD6F134095AF8F6DB1F66E4DD551B59306

SHA-512: OE2ABD3D074418386C6290BOAA5SEA09BB8BDC486C715EC426CE1FOD6B48C3EC2EC85EDA7BAAF31375B3481FDCE1DE7886AC0325AA7877F48516D0877F7C06
Al

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://use.typekit.net/affad2a79/00000000000000003b9b3f8c/27/d?
primer=388f68b35a7cbflee3543172445c23e26935269fadd3b392a13ac7b2903677eb&fvd=n9&v=3

Preview:
WOFFOTTO.......... Tt BASE...D...F..Fe].CFF ..8.......... DYNA............. N..GDYN....... ... Q<@..GPOS......!+..N'b)ihGSUB...$....... N'AiOS/2....... W..." "B
{.cmap........... (..U.head....... 4...6..%phhea....... .$..Uhmtx......."...Dv;8.maxp...0.......... P.name............ a..npost.... ..ideoromn..DFLT..cyrl..grek..latn............
cenUixe’d U5+ 3. P..._?27#.@.3..H..cy.x.In.0..9N..F{.{hZ..;..@39...L.d...;w. #.=@ .".G)....F:X.. L Tow VAo gl
Qy.._@t.=..+5.Uk[..H|_V.+)&y.. fkj...... \G...Q.-..1..P..p<..Vb.V.|..AWUZ...._._*...$eq...UO.E..Z.i..P.# 0. ... 5.T.+.G0..&x....1$M.B......j..0.;.?a..Gk.. m].!
@ Ve yJ....B.@.1k0..Y 50M....B..i;...Rel....... I....;zf. kdkFs..>.sd]N...a....0..{.2z..4{...K5Y...w.q.<....... tx.c'f.'na’e”.b.""...q.F..@Qn.f&. .&&....v.<#..8.8.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\2WF3MMUU\d[1]

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, TrueType, length 22376, version 0.0

Category: downloaded

Size (bytes): 22376

Entropy (8bit): 7.9745730846169725

Encrypted: false

SSDEEP: 384:nAizO59XJQcmATaTY6S0r89SmOrPuabDuXo00J22vNY ckNcL5VjWV3ncNHFb:1AQecmATaTYn0g9WiasoOwgKNM5pmcfb

MDS5: 74B4BA34F532FCOC6C7C557A65B733B6

SHA1L: CA3CF7110DF3502935D79F055BFFEO0A55087C3A

SHA-256: 58C894C70D7848BD09BI4AF1754E5532DCAC4189ED48FOAA3ABSELIACEF4376C1

SHA-512: 29A5BA44B73F6ADIF3AFA09ACA3326E1BD8FDOC79C681D91A03E12B46D09A198E2CD5A1BEAFAE7F59F2E4DFCAAC64480F0F96E22FE8879C22C3A8F52A2B98E
5B

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://use.typekit.net/af/6c57c4/0000000000000000000158d6/26/d?subset_id=2&fvd=i6&v=3

Preview:
WOFF.....Wh....... [T DYNA......ccen tFFTM..cocoee. ]...GDEF....... 8...B..<GDYN............. j..GPOS........... J.w..0S/2..T...Y......zvemap..V......... +. . WCVE ... AN
.glyf......E...s..rrAhead. ...6.V;. ..$.W.phmtx..R....N...{k,Lloca..U name............ #.g?7post..V........ ...
R.7.9.;.F.. XJQ.N[A......c.hS.fB..$.W...vcIB.\.b\..P Q..k.h().A..R>.0@bfM.
..s*.Ks...k.vp&"?..hj.@._:.z>.b.r.0..S.d".f2].T-3.up...;X.Js....U....... -.2KC...*1B.$.BN

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\2WF3MMUU\d[2]

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, TrueType, length 20720, version 0.0

Category: downloaded

Size (bytes): 20720

Entropy (8bit): 7.971274872077512

Encrypted: false

SSDEEP: 384:ep0ld6FRIPFBI+qyX9W69gNqcIddRjIpyZc+2HC9j2SDGDYfLrDY SzJglY:K0Id6VtBI+qy069gAallx+G6zDGDYfHO

MDS5: 185A2AFC0935C94FBB5683112A905CE2

SHAL: 4EB450182B9C658C6916CDDED80D3922E90DDCD8

SHA-256: F81CA8209A0526BEF58A70CF4288A1B1F8A02D8B1F7F8E3BC4B8A179323A1DFD

SHA-512: ABC1BCA226F757C2BC8A096E31D2E05B2F8C184A531D93CDE6A26974A10B96005F4F341D52A80404919CEO50BESF89EE91EFC7D996936B37879DFD85CAA3BES
A

Malicious: false

Reputation: low
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lIE\2WF3MMUU\d[2]
hitp://https://use.typekit.net/af/9951d2/0000000000000000000158d7/26/d?subset_id=2&fvd=n4&v=3

|IE Cache URL:

Preview:

x]Q N[A ....... c..thB $W .ve9B.\.b\..P Q.k.h().A..R>. O@be( S.r.]Zy. R v...t}...v@ An
/X....C.i*..s*..Ks....k..vp&"?..hj..@._..z>.b.r.0...S.d".f2].T 3.up...;XJs....U....... -.2KC...*1B.$.BN9w.?)P>..1....a..9.50.....fS.{.0~.G
.0.>.6F.X."...QU...s/....3.%y.._"..;6.em.C....2...U....... o p X RVLCHEFL W dlx x.c'd"b82.9.2..+<....._K...p....@.@......

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\d[ 3]

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Web Open Font Format, TrueType, length 22492, version 0.0

downloaded

22492

7.974382432382698

false
384:yDLC8fp6SXkpD0a74PboHNnd4VZK1Inn3J0YjWkPpSjYmRja+eUZ5EJSyT7MYLQ:iW8h6rD0ak8nyZ2ysrpeYmRcdfE
A2CAFOBD8F7084A90E2053AD61157C78

9E35E2810DCCB3C791CEB2818B16EFA9328C307E
6537EEA8561F3D0903E4CAABB123C0AF961A09218290C678285B7C27ED335E54

1FAEOE3EC674A092FAD4813182C77144F698AEA5715BD94540CF4AB8CF865165CD1BC57A56E56254B3F8COE9F10227FCFCE33FA2020D616CBOD7ADA1CBBB8S
DC

false
low

hitp://https://use.typekit.net/af/fe9c8e/0000000000000000000158d8/26/d?subset_id=2&fvd=i4&v=3

Rk 6W .hhea....... ..$.Y.4hmtx..S0...E...Ig.5.loca..Ux..........
XU (oo k>W....... ~AN.s..H.7.9,;.cJ.LF..P.x]JQ.N[A....... c..hS.fB...$.W...chB.\.b\..PQ..k.h().A..R>.O@be.
P....6..>.d.AK3MO....B"...0....../X....C.i*..s*..Ks....k..vp&"?..hj..@._:.z>.b.r.0...S.d".f2].T-3.up...;X.Js....U....... -.2KC...*1B.
fS.{0~.G..0..>..6F..X."...QU...5/....3.%y.._"..;6.em.C....2...U...... tJep X RVLLCHF K- xLdl v x.c’d"b8./

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lIE\2WF3MMUU\d[4]

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Web Open Font Format, TrueType, length 20932, version 0.0

downloaded

20932

7.97207524312144

false

384:3wgN6ILICI+QE5TQ0123a0zC9/1Y 1eizt+wcCMPyv2GTPNo/B1:AgN62MIkri23a0G+keiBL4jKoZ1
EOF2BB6FEFF9005FADFAAODEAC9F17D3

5BCF4E553881D43087F31A8B47172F1F695E461B
809F249AF3A361113340A14136F8464AB4A1A23E47B05F71375115E6C23FFC92
8426F3F16F8BIFABC3F47DD3984156C723387E0F1FC804B25FE427B9B120E78CB376185BE701555ACBCIE26D2A8611F598CIDCB393B0950369A653632901F9C4
false

low

hitp://https://use.typekit.net/af/edcf1e/0000000000000000000158d9/26/d?subset_id=2&fvd=n3&v=3

LDYNA............ 4.(.FFTM J~wzlcmap..Q,........ +.Wevt ... *Lx
glyf...(..@...e....head.. . ....name.. Q%.{.post..Q..
Xewwooo.6.N.RAA DY 2, detLFfo]QN[A ....... c..thB $W vch\b\PQ..kh()A R>.0@bfM.(....s..r.]JZ.y..R.....v...t}.. v@’\
-1 |P .6..>.d. AK3MO B 0o X LClirlst L Ks L kL vp& ?. hj.@._.z>.b.r.0...S.d" f2].T-3.up...;X.Js....U....... —.2KC...*1B.$.BN9W.?)P>..1....a..q.50 ..... fS{.0~
.G..0.>..6F..X."...QU...8/....3.%y.._"..;6..em.C.....2...U...... tdo..p X RVvCHF h-pxdlx x.c'd"b8Z..h<.W.y.@..S.*.......".r19,...L.x.J.@

W..

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\d[5]

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

|IE Cache URL:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Web Open Font Format, TrueType, length 24436, version 0.0

downloaded

24436

7.978037120154255

false
384:b2q7Hwg9sOWrCWQYOL4VhwnhHa63bzKnWhF52DHilk+9y5yS6P8N:KqrsYL4vwh663fKW/50iZ91yZPs
6D26AE32705F04BD2CCC4DC335F15809

6F67C23951FB9426FA426436CCC1CE1E6FDDF220
6E52D4DF448460F8B6C6C8DC776745BE4AC85A9D18981772A89C9876B4E19FB37
687973BC1D027B36ACI9E2B7AA9928B35148E7AA742B13FCF2A20B0947B7ED27EA470E770856711C584221E88F3FBEASAA3A93AS58DC59DB7794320E9B11F019/
false

low

hitp://https://use.typekit.net/af/9d1933/00000000000000000001705b/26/d?subset_id=2&fvd=i3&v=3
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\l[E\2WF3MMUU\d[5]

Preview:
WOFF......_tecoiiiiiiiiiiiieee. . BASE.......F...Fe!].DYNA...............bGDYN......#..Q.4.xGPOS........... dG...0S/2..X..\...".}..cmap..]........ 8..}.cvt....... R....6..fpgm...0....... p
4. maxp....... ... . B..name............ yJ..post..[........ Q..$uprep..
R.> . g.. 4.=H..1...BX8a..x.Viw.F.yl..,%.-ja..i.F&l...A.c ]..
_d.s.7~Z.1%..p..w....e.Z....)..&.<.M.Q|({le....Q.....DD"P...D...Y.d|.QF.WM.-=..[ A.U.~.:.;..£3th=.%U.U.H.=R.e..+I+...W.P.N"i...H..g..h5.. (| (R$. Ay.......
Yy w9?)..[-9...#;8]... V.7.d;.U.... [6;.......L/4#X*_1.O(.HV..S...1.D.Z....0..8bJ\3F.twtB.u....=..... W.......Q."DJ..M.6..XI.Jj.+&Ny..._.v..3.8....C.VNTr<.i&S.vR.hJ.(%......

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\2WF3MMUU\d[6] E

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, CFF, length 58640, version 0.0

Category: downloaded

Size (bytes): 58640

Entropy (8bit):  7.993859236860105

Encrypted: true

SSDEEP: 768:G23+QzXz1F2u0rMcQSwJzZaudOh9IL9cvXjy+KNKzRM+17SabAK9zauA+uhRnmTM:GOzD2/rM7mWO3GjhKNKK+E6auAtMgJp

MD5: AB2058631920729DAEA04A14330239E6

SHA1L: 75A3B6A23B5827E1846CBE040E40EBD6BA494272

SHA-256: 2E5A6085B998F5B4EA3EE7B2FF61C59F7A7D66F22166F49029EB42A45793A220

SHA-512: 880389F4AF9597A1B761529A5DFFC4C613F2FDAB143E7DAO0BB36C0377AFD2FFF74917DDB6CD52CDED2980A19B11EDD732EC7BF381F36CB30975EFE1ID2AF9!
43

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://use.typekit.net/af/b0c5f5/00000000000000003b9b3f85/27/d?
primer=388f68b35a7chflee3543172445c23e26935269fadd3b392a13ac7b2903677eb&fvd=n4&v=3

Preview:
WOFFOTTO.......... S BASE...D...F...Fe$].CFF ...4..N....... DYNA.........o. On.W;.GSUB..4....... NNIOS/2...... Y...\Wv.cmap...
e (..U.head....... 4...6..%uhhea.......I..$...Ghmtx....... 6...D.gD.maxp...,.......... P.name e 2 ideoromn..DFLT..cyrl..grek..latn................... \..
..x.c'd5.:8Gem<.W.f.@.....0... ...@.3..H..d..kx.RKn.0..9N...Qt.5.v... .Wv..Y%...%....cH......0...g... X4M.."({ofH>..K|.... . W.Z...L.>.;.8.%'W..C..>..|r.>>S.u_2*..a.0..
.Z....|>1.%...0..}9.p.1g.(..b...-...7..U...b..b..S..nt.c.._.1.0z...u$.~4._O.#[..sWd.v2}"..u.U.hUws.H..(.*w./...GE..Y.<K..h..1.K.7...dF.....7.2...0.W......8.Dc,Ql.&.....W.J X......
Vs.a...F_M.1._Q.RZ..crit.M....e..T.?S.[..J.v7wYl. .u.{Im7.3)Y...y....Z.qC#g.IN..#....}.aW/s.}..~.N....7. #.C.. ... xCf[.8....

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\d[7] E

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, CFF, length 46708, version 0.0

Category: downloaded

Size (bytes): 46708

Entropy (8bit):  7.9926123068799795

Encrypted: true

SSDEEP: 768:Ljg+IGHKF+BPuU/95GrYWIwFegdvV4HKLXGcbdLapCdmt5FXbJ40/VnLpvLwAT2Fe:PQse4Ps950YWluvnXFbdLaBFXrtvLw4Z

MD5: 56C4BECEB8718DBA19272C320458617D

SHA1L: 5251C59F6956BOEAS0D9B4A21992B869772A0AE2

SHA-256: E89CE18105C28942D113F667B17D952129C0B66D3101DFOD38C18A42DDED47A5

SHA-512: B3FCA99F08D59640AD8769D7E84DA332B9A5513CFD6685B2D8ESEF0677975D74B5B84DE87D0OA35DECE9F6C7D49BE295A0734B83896FADA2A5160E281318958¢

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://use.typekit.net/af/aa41d0/00000000000000003b9b3f86/27/d?
primer=388f68b35a7chflee3543172445c23e26935269fadd3b392a13ac7bh2903677eb&fvd=i4&v=3

Preview:
WWwW LV
V.F.qg....fiS\.{].M
C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\d[8] E
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
File Type: Web Open Font Format, CFF, length 58140, version 0.0
Category: downloaded
Size (bytes): 58140
Entropy (8bit):  7.993838405349219
Encrypted: true
SSDEEP: 1536:+dG3UNOABRFIKrWMCAArtNJIQCjfKxLojn:+dGk2NKrWwMC42psCjSpo
MD5: 5BDBAC45C303FAEOD497E3EAQ6A27ATF
SHA1L: 1816COEF35D230FA3A177E9F719BA03DEEA73B25
SHA-256: 32CCO0B7A4C262A62A171D801F5BOEB36E8FD320B0OD10D81189F6FB4F43894621
SHA-512: 0BF6B8340105B326B32F491CF784CA487DC28DB0D8B7430CC5CAO0CE89F4EB752BB078606ACF104F1F93866CC1C84E94F5A2704D604E59452BE724D21E788CL
Malicious: false
Reputation: low
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\d[8]

|IE Cache URL: hitp://https://use.typekit.net/af/97fbd1/00000000000000003b9b3f88/27/d?
primer=388f68b35a7chflee3543172445c23e26935269fadd3b392a13ac7b2903677eb&fvd=n7&v=3

Preview:

WOFFOTTO.......... Qe BASE...D...F..Fel].CFF ..8....... |CzvDYNA............. T.GDYN....... .. Q7?cE.GPOS......1a..0z.]."GSUB...d....... N'AI0S/2.......Y..."l.y.cmap..

B (..U.head....... 5...6..%ghhea. U

.x.cd 5L fF<.WE.@...0... .n.0...t..B.\q...s.D..UB.[.V...&..L.w...%.*...@....IX..8....T. +...9.. w.f...C|r|..xp|...0..2..w.. "
.0W..3.zGc.?/TZMt..2....d:...8i=4"M...7.n..].\.2..J..vb .y..t..Y.b..2..0.$" . .=} . JUW..<y LE.$.=..".HHC....s...K~.....5..Z_.i.
=..hYQe.9+V- k}.w7..d...%...f6>.sh....;.=<.a..-5.f2..\.pGu.}W.G...kJ......... X.C o ).....B3.LILE.9. XX . X.co P

....E@..post...$....... ... 2.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\d[9]

ideoromn..DFLT..cyrl..grek..latn................... Y
.8...C.7.6x{..Y
WS> &C

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, CFF, length 58264, version 0.0

Category: downloaded

Size (bytes): 58264

Entropy (8bit): 7.992987316761491

Encrypted: true

SSDEEP: 1536:ysFA+QggYXkhr/65gGFsrgelaT8IHKksD1cUiS9XjlY:L6L1YXkJ/6KW6EgQaT8IHK3fioUY
MD5: E81C892E355CD99A8D3119D358ADA72E

SHA1L: F1267F500B7DDF4924CF599E8B53F4B389BBA362

SHA-256: 714DEFCA2714E79B9293FCC2468945C0AAFDB11D2718BC623A5C974B2A56A5B6
SHA-512: DB31A35952BOBCF7A7668C66A68223D0ESOFB73012F1CBE7D293A9AB03F8FE8F03C80827DAAB3509A0A856DF3CEA3F1990CD6621600501EA2778675AC2E757C
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://use.typekit.net/af/37eaae/00000000000000003b9b3f83/27/d?
primer=388f68b35a7chflee3543172445c23e26935269fadd3b392a13ac7b2903677eb&fvd=n3&v=3

Preview:
WOFFOTTO...
....... (..U.head.

..GDYN..."
..8..post...

BASE...D...F...Fe(].CFF ...4...2..B.<?.DYNA...h....
...6..% hhea....... 1.$...Khmtx...x...%...D..H.maxp...,.......... P.name.

.Q.t.GPOS.....IK..OL....GSUB........... N7i0S/2
....... 2...c......ideoromn..DFLT..cyrl..grek..latn..

.x.c'd5.Z..8..+.3... P22, 1 LUS.NLX RMN.@ }&$UT....... -+ V.5R$"..a... { ... r..NG.*y<mQ.....].g.....Cs]g6..[....+|p...0u.M...s....f~u...... s...{.-t.0.a.}q.M....Qz..

Lhow.>?._

- X220 ).(JQFF/....%. LW....0R....fz..Fe("8.."C+..K."u:..g|.e...h..s.K..pS.E..EOQ*y...h....i..2..@....cv..9..6 1rQd].#U]....A..... !.Cq.FX.@.M_<....q....[....rKH.

K9.fH..LeW.OM..)..0..L....j..0.".Bz|..l..b.E.R.e\.ed.U.......... B.ipX.Pelr .. .$..L-j....vl..r~UL.. . .u"VF..O0.G. .. XCf. s L, LL,.L.@yF.(ptgr.R..

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\efFSywC[1].htm

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 178

Entropy (8bit): 4.560890767001816

Encrypted: false

SSDEEP: 3:qVoB3tUROGcIXqyvXboAcIFKEIHIHby4AqWSZUXgXIIVLLPE1IwcWWGU:q43tISI6KXIWHIHUWWSUBXIISLP8IpfB

MDS5: CD2EOE43980A00FB6A2742D3AFD803B8

SHA1L: 81FFBD1712AFEBCDF138B570C0FC9934742C33C1

SHA-256: BDI9DF047D51943ACC4BC6CF55D88EDB5B6785A53337EE2A0F74DD521AEDDES7D

SHA-512: 0344C6B2757D4D787ED4A31EC7043C9DCIBF57017E451F60CECBIADSF5FEBF64ACF2A6C996346AE4B23297623EBF747954410AEE27EE3C2F3C6CCD15A15D0F
2D

Malicious: false

Reputation: low

Preview:

<html>..<head><title>301 Moved Permanently</titte></head>..<body bgcolor="white">..<center><h1>301 Moved Permanently</h1></center>..<hr><center>nginx<

[center>..</body>..</html>..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\free-fa-solid-900[1].eot

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Embedded OpenType (EOT), Font Awesome 5 Free Solid family

Category: downloaded

Size (bytes): 203030

Entropy (8bit): 6.347367233249361

Encrypted: false

SSDEEP: 6144:ZtrDdIZG2ngJElpL3im9+3Kz9BngKbtPLLd5Mn:36 TnSEI1lyt6zzngOLu

MDS5: D5DE805D9CC4E0665FB04CA2D2336EE8

SHA1L: 89D5DBEBA993F33C0B5BE98CODFOD87B03AD1B37

SHA-256: BCOCCA590079A0D7921FF7445BB4EBD55928D00ADA1COE6F41E16918AAFC8171
SHA-512: 576721318162E4E82F50D624EA37382CB52137332FBASB4A868EB4D67F591CFB5F3E3A35D658EBE0A791625006294CA09C50B61D0AB3EI6A3EI837E20A233D08
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://ka-f.fontawesome.com/releases/v5.15.3/webfonts/free-fa-solid-900.eot?

Copyright Joe Security LLC 2021

Page 23 of 63



C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\2WF3MMUU\free-fa-solid-900[1].eot

Preview:
.................................. LP.iiiiice . Woven.ee 2.F0nt AAlwee.s.o.m.e. 5. .Free. .S.o.lid....S.0.li.d...L.3.3.1...5.2.3. .(.F.0o.n.t. .Aw.e.s.o.m.e. .v.er.s.i.o.n...
.5..15..3)...2.F.o.nt. .Aw.es.om.e. .5 Free. .So.lid... ...GDEF.*.......... 0S/23.V'...X..."cmap.j.4...h....gasp

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\head.fp-1c6b8ee3dfac8039d9ead67e8b6d6138[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode text, with very long lines, with LF, NEL line terminators

Category: downloaded

Size (bytes): 141172

Entropy (8bit): 5.300546286142443

Encrypted: false

SSDEEP: 1536:0h2bbYH+Vuod92HpBMQqgQzDLTS9jzssKtq2GXevs9UwheVKEOJOJfwPf:gH+qP0zYruvs94ds

MDS5: 1C6BBEE3DFAC8039D9EAD67E8B6D6138

SHA1L: BFABF24D8F2C3220056365C624D2893AFD67B1D6

SHA-256: 6E944C80BB90D7DF4F269852DA9A031901B579DA549E1A1BBDE17046678CB34E

SHA-512: 330FB17F68ED6F6FDAFA96E1B9907AB373ECF273269AFD8FDEDFBB3A10990CB2E4A7AOE1ECOB54A4F58C02F76C620D8AF0998F3FEBC517EAO06AA82953A37EE
BA

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://www.adobe.com/etc.hawks.dexterlibs/dexter/clientlibs/base/head.fp-1c6b8ee3dfac8039d9ead67e8b6d6138.js

Preview:
Ifunction(e){var t=window.webpackJsonp;window.webpackJsonp=function(n,o,a){for(var s,u,c,I=0,d=[];l<n.length;|++)u=n[l],r[u]&&d.push(r[u][0]),r[u]=0;for(s in 0)Object.pro
totype.hasOwnProperty.call(o,s)&&(e[s]=0[s]);for(t&&t(n,0,a);d.length;)d.shift() ();if(a)for(I=0;I<a.length;|++)c=i(i.s=a[l]);return c};var n={},r={6:0};function i(t){if(n[t])return
n[t].exports;var r=n[t]={i:t,l:'1,exports:{}};return e[t].call(r.exports,r,r.exports,i),r.I=!0,r.exports}i.m=e,i.c=n,i.d=function(e,t,n){i.o(e,t)||Object.defineProperty(e,t,{configurable:!1
,enumerable:!0,get:n})},i.n=function(e){var t=e&&e.__esModule?function(){return e.default}:function(){return e};return i.d(t,"a",t),t},i.o=function(e,t){return Object.pro
totype.hasOwnProperty.call(e,t)},i.p="",i.oe=function(e){throw console.error(e),e},i(i.s=580)}([,,function(e,t,n){var r=n(13),i=n(9),0=n(38),a=n(36),s=n(58),u=function(e,t,n)
{var c,|,d.fh=e&u.F,p=e&u.G,v=e&u.S,g=e&u.P,m=e&u.B,b=p?r:v2r[t]||(r[t]={}): ([t]|{}). prototype,y=p2i:i[t]| |(i[t]=

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\2WF3MMUU\hover[1].css

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text

Category: downloaded

Size (bytes): 114697

Entropy (8bit): 4.9296726009523

Encrypted: false

SSDEEP: 1536:6707EesvXIPRX4PT8aZv8qoXlogbTFaFeTxvyAZ+D7M71D:qXIPRX4PT3

MDS5: FAC4178C15E5A86139C662DAFC809501

SHA1L: EF1481841399156A880EC31B07DDA9ICFAALACE39

SHA-256: BB88454962767EB6F2DDB1AABAAF844D8A57DE7E8F848D7F6928F81B54998452

SHA-512: 0902219B6E236FBF9D8173D1D452C8733C1BF67BOEBI06CCI866EAO0C27C2D08FEDAS56D01475E9B54E2C6CE797B230BFBD5F39055CEOC71EA4D3E36872C378!
9

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://honeywell-products.com/John/McGarvey/css/hover.css

Preview:
/%1, * Hover.css (http://ianlunn.github.io/Hover/). * Version: 2.3.2. * Author: lan Lunn @lanLunn. * Author URL: http://ianlunn.co.uk/. * Github: https://github.com/lanLu
nn/Hover.. * Hover.css Copyright lan Lunn 2017. Generated with Sass.. */./* 2D TRANSITIONS */./* Grow */..hvr-grow {. display: inline-block;. vertical-align: middle;. -
webkit-transform: perspective(1px) translateZ(0);. transform: perspective(1px) translateZ(0);. box-shadow: 0 0 1px rgba(0, 0, 0, 0);. -webkit-transition-duration: 0.3s;.
transition-duration: 0.3s;. -webkit-transition-property: transform;. transition-property: transform;.}..hvr-grow:hover, .hvr-grow:focus, .hvr-grow:active {. -webkit-transform:
scale(1.1);. transform: scale(1.1);.}../* Shrink */..hvr-shrink {. display: inline-block;. vertical-align: middle;. -webkit-transform: perspective(1px) translateZ(0);. transform:
perspective(1px) translateZ(0);. box-shadow: 0 0 1px rgha(0, 0, 0, 0);. -webkit-transition-duration: 0.3s;. transition-

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\lightbox_close@2x[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 40 x 40, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 1453

Entropy (8bit): 6.759166148396455

Encrypted: false

SSDEEP: 24:B1hnBWwh821Y SKw5hVa64XVKT3JryJ3Vo5hVa6fGjwKZRfp2XOBY6:v1kvnLI600J3e7cVh2XOb
MDS5: 13198D9E24E4047B757E69F32897B19D

SHA1L: 868CEB3BDC559535E5E638A9E145F35005AF33C6

SHA-256: 2603DCB84908061D1A9E31DAG080328BF7867BFC4AA7A1IAIAOFBD25E5942A043

SHA-512: 86D943EFB966752531E91911D5F1A9B27CD5003D2E96F19CAE833F88DF856A59C099B237ES5EEDC840E00CFF6BIF34E6583B2F2F676EFAEC5055E5030198E581(C
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://page.adobespark-assets.com/runtime/1.22/images/lightbox_close@2x.png
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\lightbox_close@2x[1].png

Preview:

PNG........ IHDR...(... (oo m....tEXtSoftware.Adobe ImageReadyq.e<...xiTXtXML:com.adobe.xmp.....<?xpacket begin="." id="W5MOMpCehiHzreSzNTczkc9d"?>
<x:xmpmeta xmins:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.5-c021 79.155772, 2014/01/13-19:44:00 "> <rdf:RDF xmIns:rdf="http://www.w3.0rg/1999/02/22-
rdf-syntax-ns#"> <rdf:Description rdf:about="" xmIns:xxmpMM="http://ns.adobe.com/xap/1.0/mm/" xmIns:stRef="http://ns.adobe.com/xap/1.0/sType/ResourceRef#" xmins
:xmp="http://ns.adobe.com/xap/1.0/" xmpMM:OriginalDocument|D="xmp.did:0e41a95d-3ffa-4ff2-9f01-79e98faal26a" xmpMM:DocumentID="xmp.did:AO61BB706D2311E4
A705EAFA721C606B" xmpMM:InstancelD="xmp.iid:A061BB6F6D2311E4A705EAFA721C606B" xmp:CreatorTool="Adobe Photoshop CC 2014 (Macintosh)"> <xmpMM:
DerivedFrom stRef:instancelD="xmp.iid:caa2ca59-503f-4ad4-961c-e872383c57cd" stRef:documentID="xmp.did:0e41a95d-3ffa-4ff2-9f01-79e98faal26a"/> </rdf:De
scription> </rdf:RDF> </x:xmpmeta> <?xpacket end="r"?>F.M.....IDATx...1J.@......DR(.iia

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\login[1].htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCII text, with very long lines

downloaded

39223

5.392966904887719

false

768:2|1IHt/INVFGJIeNI9ReCObG5woJhEZ9vjgDMiB+2ahy2DelL SpcFraY:cFeOerbGYZ9vjkM2ahy2D6praY
8D90293732C5DC1A8D7DD748A94BB4B1

E46E8FC947E1B7FOACF7AFDFOFDBE1BESFC992B7
04526B3DBCBF95EF4872AC75879A084ACC679DA23037C3C3A5215825B3F7A4C5
EBE5B3529808D726D581849BCA6306BA7713EB51DFD9948B12774FB5703F1C72D40D1F369A42A78BB7AA6EDSE2D6932F544CC60542E20616A69D17FC2ADID31
false

low

hitp://https://spark.adobe.com/sp/login?r=reader_page_bumper_createyourown

<IDOCTYPE html>.<html lang="en-US">.<head>. <script nomodule>document.location.href = Junsupported';</script>.  <title>Make Images, Videos and Web Stories
for Free in Minutes | Adobe Spark</title>. <meta http-equiv="Content-Type" content="text/html; charset=utf-8" />. <meta name="viewport" content="width=device-width
,shrink-to-fit=no,user-scalable=no,initial-scale = 1.0,maximum-scale = 1.0">.<script type="text/javascript">.;window.NREUM||(NREUM={}); NREUM.init={privacy:{cook
ies_enabled:true}};.window.NREUM||(NREUM={}),__nr_require=function(t,e,n){function r(n){if('e[n]){var i=e[n]={exports:{}};t[n][0].call(i.exports,function(e){var i=t[n][1]
[e];return r(i||e)},i,i.exports)}return e[n].exports}if(“function"==typeof __nr_require)return __nr_require;for(var i=0;i<n.length;i++)r(n[i]);return r}({1:[function(t,e,n){function r(t)

{try{c.console&&console.log(t)}catch(e){}}var i,0=t("ee"),a=t(22),c={};try{i=localStorage.getltem("__nr_flags").split(","),console&&"function"==typeof con

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\m-unsupported-922d5964[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode text, with very long lines

downloaded

1605494

5.476793887933425

false

49152:gBe/SnxPspQ2fkke TOX9bAX+iTSVcHad+sJOfV+kYFYkw8c7SjAAsYuMOcdSmi:+x0VkkeCkX|
01F984113206A2A4F20956969F7A1408

281104D328B1012C25BFEB3D83A2B1963A526A86
B13A644E28CD9C3F362DF44BAF42937494049FF90901C0D79A27FA49FC599E22

D2FA520A5A3A3AA9936BD991CB842C85BFB48EFOCBC40B8F31F92720DC6D96D8EOD37D63013335AAE0C707E1A45F1B30B7B9096A089E6A48FE91BDA2605C8A
OF

false
low

hitp://https://spark.adobe.com/static/m-unsupported-922d5964.js

Ifunction(e){function t(t){for(var n,r,0=t[0],a=t[1],s=0,I=[];s<0.length;s++)r=0[s],Object.prototype.hasOwnProperty.call(i,r)&&i[r]&&I.push(i[r][0]),i[r]=0;for(n in a)Object.protot
ype.hasOwnProperty.call(a,n)&&(e[n]=a[n]);for(c&&c(t);|.length;)l.shift()()}var n={},r={"m-unsupported":0,3:0,"vendors~brand-kit-controller~gic-voice-publishUtils~m-stora
ge":0,6:0,"brand-kit-chooser-view~m-storage":0,"brand-kit-chooser-view~user-profile-view":0,"vendors~BumperViewModule":0,12:0,13:0,16:0,21:0},i={"m-unsupported"
:0,3:0,"vendors~brand-kit-controller~gic-voice-publishUtils~m-storage":0,6:0,"brand-kit-chooser-view~m-storage":0,"brand-kit-chooser-view~user-profile-view":0,"
vendors~BumperViewModule™:0,12:0,13:0,16:0,21:0};function o(t){if(n[t])return n[t].exports;var r=n[t]={i:t,|:!1,exports:{}};return e[t].call(r.exports,r,r.exports,o),r.I=!0,r.expor
ts}o.e=function(e){var t=[];r[e]?t.push(r[e]):0!==r[e]&&{"m-react-spectrum":1}{e]&&t.push(r[e]=new Promise((function(t,n){for(var i=e+"-"+{0:"f2e9d5fe

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\m-web-8d2d9d44[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

195263

5.4189192765646625

false

3072:2cc9IK4IMECDt1/rcjzus5gP1lap5ERKktDiI6G:CIBECh1zQzcgakkk9a
B2B5A66AA2D085633CB332C68F311057
972ABD46EF88ADEEEF93F7207B617F0BD53DC79E
6D6FC7FCABDAEOF8AB123AEEOD40994FF5D6BE706C36DCF4859B66B2BB8D440C

4A664BA89D1BBF4DBF272F353660EBEF9B4AD70A2BC8A949E53B916B203D7ED822F116DE18BB882189416EAGF25C502169419D5371FA332F64CA041EC4875BB
A

false
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachell[E\2WF3MMUU\m-web-8d2d9d44[1].js
Reputation: low
|IE Cache URL: hitp://https://spark.adobe.com/static/m-web-8d2d9d44.js

Preview:
Ifunction(e){function t(t){for(var n,r,i=t[0],a=t[1],s=0,c=[];s<i.length;s++)r=i[s],Object.prototype.hasOwnProperty.call(o,r)&&o[r]&&c.push(o[r][0]),0[r]=0;for(n in a)Object.protot
ype.hasOwnProperty.call(a,n)&&(e[n]=a[n]);for(u&&u(t);c.length;)c.shift()()}var n={},r={"m-web":0},0={"m-web":0};function i(t){if(n[t])return n[t].exports;var r=n[t]={i:t,l:!1,expo
rts:{}};return e[t].call(r.exports,r,r.exports,i),r.I=!10,r.exports}i.e=function(e){var t=[J;r[e] ?t.push(r[e]):0!==r[e]&&{"m-react-spectrum": 1}[e]&&t.push(r[e]=new Promise((function
(t,n){for(var o=e+"-"+{0:"f2e9d5fe",1:"0a41d522",2:"44ch77ad",3:"4d7ea4b1",4:"080f8e62",5:"fbal75fa",6:"fd8ab2ed",8:"cae03d98",10:"0d8862b8",11:"2e10143d",12:"5
be80dd3",13:"35d4d659",14:"5a53c5b4",15: "fc655eea”,16:"b7a38001",17:"5b0bcc67",18:"4c826€65",19:"966138d9",21:"5914815a" LoggedOutBumperTestingTools:"

c9536fle","m-react-spectrum":"3cldacOc","vendors~auth-not-required-app~brand-kit-context-views~brand-kit-editor~brandswitcher~logged-in-app~n~56 7f5255

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\main.min[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 13691

Entropy (8bit): 5.381448070810353

Encrypted: false

SSDEEP: 384:0YICUsySZXO0Ljd0kg41VOEMFWKjzI4omXFKJIvm4Qrb7H9g:OrTUUjd0zBEMFWCl+xg

MDS5: 2DFF659EF77A2D4E7D76BF2CFC77C59D

SHA1L: 6852E5A30F3186122B4CE704DA88D6BABBC4ABA3

SHA-256: 4CF1ADEO01D47C67B3312F6750D7BAAA76C1CB0OD1384FF654B255DE1A859DE959

SHA-512: E279C04EE7ACE51A60E9E020BD272122CAD995BD4FA8D4F5658C506F788D33CBBCDCB83A63D8A2513980690D0F30B4927A71766ADD5AEBF6DA680090D2D69L
A6

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://www.adobe.com/marketingtech/main.min.js

Preview:
Ifunction(){"use strict";var e,t,n=document,a=Object.defineProperty,i="replace",o=function(e){return e=e[i](/%2523access_token%253D.*?%2526/gim,"%2526")[i](/%23
access_token%3D.*?%26/gim,"%26")[i](/#access_token=.*?&/gim,"&")[i](/information=[M&]+/,"")[i](/puser=[N&]+/,"")[i](/fnuser=[N\&]+/,"")[i](/Inuser=["\&]+/,"")};try{var
r="referrer",c=n[r],s=o(c);s!==c&&a(n,r,{configurable:!0,value:s})}catch(e){}e=window,t=function(){function e(e,t){u.add(e,t),f||(f=_(u.drain))}unction t(e){var t,n=v(e);return
null==e||n!=p&&n!=h||(t=e.then),v(t)==h&&t}unction n(){for(var e=0;e<this.chain.length;e++)a(this,1===this.state?this.chain[e].success:this.chain[e].failure,this.chain[e])
;this.chain.length=0}unction a(e,n,a){var i,o;try{!{1===n?a.reject(e.msg):(i=!0===n?e.msg:n.call(void 0,e.msg))===a.promise?a.reject(m("Promise-chain cycle")):(o=t(i))?o.
call(i,a.resolve,a.reject):a.resolve(i)}catch(e){a.reject(e)}}function i(a){var r,s=this;if(!s.triggered){s.triggered=!0,s.def&&(s=s.def);try{(r=t(a))

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\main.no-promise.min[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 10741

Entropy (8bit): 5.442372384249071

Encrypted: false

SSDEEP: 192:JtsMOjdwfVbwVhYeB8qfRiaAWfjIVHY7W35Qg6SF6gZhfRmIW1YDgs+qg:JtsMydwfVsVhYhgfOaAWfjim70eVM6gH

MDS5: CCAO18E06A68F94A49E79B2B87096FBC

SHA1L: 1DC051BD56CA3E2BOED6EISAES6FC449831062D3

SHA-256: 350A14AAA52348E4768E8146C3449D7789C92344C4537CE31CF137711E5A90EL

SHA-512: A90B93282F61F721F40E8010D6B2F9D06017F622CA5CE21E370D55C4DBOEAEDDD8DAE114C79CB12223F2024E1BCED55903CC852DD36D42C14FA89D123DA1C
8

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://www.adobe.com/marketingtech/main.no-promise.min.js

Preview:
Ifunction(){"use strict";var e=document,t=Object.defineProperty,n="replace",a=function(e){return e=e[n](/%2523access_token%253D.*?%2526/gim,"%2526")[n](/%23acce
ss_token%3D.*?%26/gim,"%26")[n](/#access_token=.*?&/gim,"&")[n](/information=["\&]+/,"")[n](/puser=["\&]+/,"")[n](/fnuser=[N\&]+/,"")[n](/Inuser=[N\&]J+/,"")};try{var o="r
eferrer” i=e[o],r=a(i);r'==i&&t(e,0,{configurable:!0,value:r})}catch(e){}var c=window,|=c.console.log;function d(e){throw Error(e)}var s.f,u,p,h,g,b,v,m,_=c.__satellitecEm
bedCode,y=c.marketingtech,E="digitalData",O=E+".",C="object",D="array",N="function",k="sub-object not ",x=k+C,S=k+D,P=/*(.+?)((?:\[(?:n\d+)\])+?)$/ j=/n|\d+/g,
w=Array.isArray, T=0,|=y&&y.digitalData&&y.digitalData.debug;if(v=function(e){return typeof e},m=function(e,t){return e.hasOwnProperty(t)},(u=(f=function(e,n){var a,o=this
;if(t(o,"_id" {value:++T}),I&&l(0._id+": CREATED"),t(0,"_pending",{value:{}}),t(0,"_listeners" {value:{}}),e&&o._set(E,e),n)for(a in n)m(n,a)&&o._set(a,n[a])}).prototype)

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\2WF3MMUU\marvelcommon-51100480[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode text, with very long lines

Category: downloaded

Size (bytes): 204314

Entropy (8bit): 5.2927791837848055

Encrypted: false

SSDEEP: 3072:PVrtOowrXBOn3nmm6q!8pzYfwbgUUB0R6X+ItN6HBDM:NrgowXMnXT6appgUU608Y4M
MD5: 48F849DA6F644B576196923A27236F15

SHA1L: 8D47A27FA948519768268ECA970AB6B487771A287

SHA-256: 15DA34D198A8ADE100CC1A6047F99FC87FC7785754E8E1A39A49F06F5D5D5873
SHA-512: 76340CBD3DCD0D2D534679319153F10833768B4C5F713871E782D4D854746AF1E4A880224BAD3C2BDB9626F5B615DEED67B3B176D38F97EC222309E9FDFF363
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\marvelcommon-51100480[1].js
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://spark.adobe.com/static/marvelcommon-51100480.js

Preview:
var marvelcommon=function(t){var e={};function n(r){if(e[r])return e[r].exports;var i=e[r]={i:r,I:!1,exports:{}};return t[r].call(i.exports,i,i.exports,n),i.I=!0,i.exports}return n
.m=t,n.c=e,n.d=function(t,e,r)}{n.o(t,e)||Object.defineProperty(t,e,{enumerable:!0,get:r})},n.r=function(t){"undefined"!=typeof Symbol&&Symbol.toStringTag&&Object.definePr
operty(t,Symbol.toStringTag,{value:"Module"}),Object.defineProperty(t,”__esModule" {value:!0})},n.t=function(t,e){if(1&e&&(t=n(t)),8&e)return t;if(4&e&&"object"==typeof t
&&t&&t.__esModule)return t;var r=Object.create(null);if(n.r(r),Object.defineProperty(r,"default" {enumerable:!0,value:t}),2&e&&"string"!=typeof t)for(var i in tyn.d(r,i,f
unction(e){return t[e]}.bind(null,i));return r},n.n=function(t){var e=t&&t.__esModule?function(){return t.default}:function(){return t};return n.d(e,"a",e),e},n.o=function(t,e){ret
urn Object.prototype.hasOwnProperty.call(t,e)},n.p="",n(n.s=3)}([function(t,e){./*! jQuery v2.1.3 | (c) 2005, 2014 jQuery Foundati

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\media_102523b575492841801eee551ccfbc5fcal4lecdf[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: RIFF (little-endian) data, Web/P image

Category: dropped

Size (bytes): 2141

Entropy (8bit): 7.865737278498829

Encrypted: false

SSDEEP: 48:siUhA7LvrgUSJ/T+CvFycxU+lqTi28ykxKNYtWXQ:suvSt+C9yce+lqTil9iQ

MDS5: 38EA74462F8831910AEDOF54BDD7C758

SHA1L: A396E755FFF88856B3455A24BEB980DEDFADES07

SHA-256: 632FOFAEC53DB4C6009830F9EB52E717B033AFED76CF5E572544F31921C3D355

SHA-512: E5C1445C834AFCA1B357CCF84985DC404FEDAE0554C170BD509B4F2DF6107DC2A52D6EBAES662B9516D621AD693E09EB5706D9882E8C4772507777670ABA4L,
6

Malicious: false

Reputation: low

Preview:
RIFF...WEBPVPS8X........ a..;..ALPH."...Gn$l.z).V$..pU..#?..a...D>...~...... 0..~..8>_K.S1/Q......f.P..J.X.1:Q.z.$.V....8r.F.d....{{DL..=.&.3.DS...ie."........... V?.V.

h.j....@C?..p.].n.$lg.R+..$\...3A.$...<.T..YDfF..EL.-....irC.p....&{...m.h.>..1..g&. ]...b]. w_....u..d...LEL.DR.\Wf.....IV.h.O..s {A..~c....$I..2... {{.75f...U....TDH$..WD..d..t..
@..AN.$.8Id...F....xd.)..E"...6...Va.N....... #.... RLL$$.~.8.Q..3[T.._5.C.6m.B.Dc...s.s...." b....h..~.sc>{>."I=...U."...@f
frd.... alj.... .:/.&'<.?2yx.Ew..&}y..99....S..=....s.*.[x.Z ?[.W8......... g...d{...m....C..5..=.D/LL;{Yf.ko.@........ RZ....._. P m...E.
D& mPu< 4 hJ\# UNF.L7.> ATGE......p7>.m....ma.sy.m..DF..3.@../.A<....4..L.<z]./.LbkX+8...J..#}...j...0...]..r../W.i..O.P.. H.D9G.{

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\media_1968c8f3dd906c601b557aba0c66fbd643d723203[1].jpeg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: [none]x[none], YUV color, decoders should clamp

Category: downloaded

Size (bytes): 17150

Entropy (8bit): 7.93284549179349

Encrypted: false

SSDEEP: 384:51VhjiuxiUz/LEVJjcOuz3Dt1HVCPImgns+pBXqg2tulH:5/XiuAUzQVJYrATvIxo

MDS5: 7A99B7376FE309D54DC66185237972B9

SHA1L: CB177E7D6C4D6A119BC26B63F96D8ES3F4609C34

SHA-256: A32F2694077C7D096973976BE64772B7FAE9DD6A4CBAEE4A9CCI2A26142E118B

SHA-512: AO0B50A1B7B55779514076B3690BE9B823A1A802CFBE9AD297B44002DF2445CBAB78FD68DF3BDDAF194288DCEOB600C62E80010016B6D6797ADD35C32AD5D9
B

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://www.adobe.com/express/create/media_1968c8f3dd906c601b557aba0c66fbd643d723203.jpeg?width=2000&format=webply&optimize=medium

Preview:
RIFF.B..WEBPVP8 .B..p...*...>u:.J$....gh...in.N.2+B5,<...y.. .+t W....... Fo iy {H W22 s Voo Qe aM..... 0..S..W.w{.2.....
W2 ~Si 22 fe P.v/3..5>..3...5>..3...5>..3...5>..3...5>..3...5>..3.._;.%..0...a3d...~...6..#K..O.ly.C...T...}..ng.u~\d2.8K2C...7..3...".v/3...5>..3...5>..3...5>.
3..8>..3...5>..3..5>..3...5>..3...5>..3...5>..3...5>..3...5>..3...5>..3...5>..3...6>..3...5>..3..5>..3...5>..3...5>..3...5>..3...5>..3...5>..3...5>..3...6>..3...6>..3...5>..3..5>.3..5

>.3..8>..3...5>..3...5>..3...5>..3...5>..3...5>..3...5>..3...5>..3...5>..3...5>..3...5>..3...5>..3..5>..]...G.p.@-.._.k.....G...IB+..Q...id..(.?..3.6b...}..ng...}..ng...}..nJy..gs..0..; j.|.... .

}.X+.....s.E.8i.gm../3...5>..3...5>..3....u].M-5.. |...

.).d$HJI&...q...P...na.IT..L....s>..3...5>..3...5>....-.8.6l..]

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\media_1la3a5d0b4d3b4cdafd28d6e4e2582aa89694802d1[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: [none]x[none], YUV color, decoders should clamp

Category: dropped

Size (bytes): 585

Entropy (8bit): 7.62128701042645

Encrypted: false

SSDEEP: 12:TRhcMLGg4TgAbRW8MXxB2hI9urUYDYMVILQLVINVWJIXbIC1xIIFTNN: TDcMLG35QnfxBClsQYdrL1U3xli
MD5: 965E479EBF8633D3EEFO008DCDFID02D8

SHAL: 8F339A6934ECADE324344F26C63153F6A385826F

SHA-256: 01DB2886FE92321318853B49BF19F36857880A96682370F38E9DBDA3A70F1471
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.adobe.com/Adobelllustrator/10.0/">..<!ENTITY ns_graphs "http://ns.adobe.com/Graphs/1.0/*>..<!ENTITY ns_vars "http://ns.adobe.com/Variables/1.0/">..<!ENTITY ns_
imrep "http://ns.adobe.com/ImageReplacement/1.0/">..<!ENTITY ns_sfw "http://ns.adobe.com/SaveForWeb/1.0/">..<IENTITY ns_custom "http://ns.adobe.com/Ge
nericCustomNamespace/1.0/">..<IENTITY ns_adobe_xpath "http://ns.adobe.com/XPath/1.0/">.]>.<svg version="1.1" id="Livello_1" xmlns:x="&ns_extend;" xmIns:i="&ns_a
i;" xmins:graph="&ns_graphs;".. xmins="http://www.w3.0rg/2000/svg" xmins:xlink="http://www.w3.0rg/1999/xlink" x="0px" y="0px" viewBox="0 0 240 234".. style="enable-
background:new 0 0 240 234;" xml:space="pres
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ylesheet" type="text/css" href="&#x2F;marvel-core&#x2F;css&#x2F;marvel-ui-faf07216.css">. <link rel="stylesheet" type="text/css" href="&#x2F;css&#x2F;marvel-

landing-unsupported-ec51f18c.css">.<link rel="canonical" href="https://spark.adobe.com/unsupported">.<link rel="alternate" hreflang="en" href="https://spark.adobe.com
/unsupported” />.<link rel="alternate" hreflang="cy" href="https://spark.adobe.com/cy-GB/unsupported" />.<link rel="alternate" hreflang="de" href="https://spark.adobe.com
/de-DE/unsupported" />.<link rel="alternate" hreflang="fr" href="https://spark.adobe.com/fr-FR/unsupported" />.<link rel="alternate" hreflang="es" href="https:/
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\I[E\9026IKNJ\McGarvey[1].htm, Author: Joe Security

e Rule: JoeSecurity HtmlPhish_7, Description: Yara detected HtmlIPhish_7, Source:
C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\I[E\9026IKNJ\McGarvey[1].htm, Author: Joe Security
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<IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">.<html><head>.<title>301 Moved Permanently</title>.</head><body>.<h1>Moved Permanently</h1>.<p>The
document has moved <a href="https://honeywell-products.com/John/McGarvey/">here</a>.</p>.</body></htm|>.
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79.159141, 2016/03/22-01:13:27 "> <rdf:RDF xmins:rdf="http://www.w3.0rg/1999/02/22-rdf-syntax-ns#"> <rdf:Description rdf:about="" xmIns:xmpMM="http://ns.adob
e.com/xap/1.0/mm/" xmIns:stRef="http://ns.adobe.com/xap/1.0/sType/ResourceRef#"> <xmpMM:DerivedFrom stRef:instancelD="xmp.iid:dfc28c09-91b3-4a6f-b4b7-
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79.159141, 2016/03/22-01:13:27 "> <rdf:RDF xmins:rdf="http://www.w3.0rg/1999/02/22-rdf-syntax-ns#"> <rdf:Description rdf:about="" xmlns:xmpMM="http://ns.adob
e.com/xap/1.0/mm/" xmIns:stRef="http://ns.adobe.com/xap/1.0/sType/ResourceRef#"> <xmpMM:DerivedFrom stRef:instancelD="xmp.iid:715ed33e-e62b-4e66-bb93-
54d394e3b830" stRef:documentlD="adobe:docid:photoshop:9561acbhc-4e88-1179-af16-f6ald25c9bdd" stRef:originalDocumentID="xmp.did:abae 1003-6656-4926-aeda-
82e235185e72"/> </rdf:Description> </rdf:RDF> </x:xmpmeta>
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/IDTD SVG 1.1//EN" "http://lwww.w3.0rg/Graphics/SVG/1.1/DTD/svgll.dtd" [..<!ENTITY ns_extend "http://ns.adobe.com/Extensibility/1.0/">..<!IENTITY ns_ai "http://ns
.adobe.com/Adobelllustrator/10.0/">..<!ENTITY ns_graphs "http://ns.adobe.com/Graphs/1.0/*>..<!ENTITY ns_vars "http://ns.adobe.com/Variables/1.0/">..<!ENTITY ns_
imrep "http://ns.adobe.com/ImageReplacement/1.0/">..<!ENTITY ns_sfw "http://ns.adobe.com/SaveForWeb/1.0/">..<IENTITY ns_custom "http://ns.adobe.com/Ge
nericCustomNamespace/1.0/">..<IENTITY ns_adobe_xpath "http://ns.adobe.com/XPath/1.0/">.]>.<svg version="1.1" id="adobeNews_x5F_72_x5F_lt-ou" xmIns:x="
&ns_extend;" xmins:i="&ns_ai;" xmIns:graph="&ns_graphs;".. xmins="http://www.w3.0rg/2000/svg" xmIns:xlink="http://mwww.w3.0rg/1999/xlink" x="0px" y="0px" width="
72px" height="72px".. viewBox="-359 271 72 72" style="enab

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\9026IKNJ\RC1a83¢c357d323419db9d2ba211efeeaae-file.min[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

1156

5.0872434158771185

false
24:154A+E6K7eVgvf2I+LPPJ9ZLvaMLArqY4DPuDkpuH4R9pQFE7xJth:15jv7+i0l+zPJ9ZL11sYR8oh
4FD96EF50EBABF6ADF63C504D34AABA0

3162D9F5770E4F6FDCC34D135FE11C138A538CD2
D25E0E953F1AE119A2192AF62DE7CFCDA238B421A7D25712656E2DA1A1B067B7
6AD7F6F5E38FB6BDFES53049B3D59AF13DE68B53D98D4120CC22CEBE939F61F981813C583865862C670A506FA416ACOBA017A821641C6C42FDAF61BB54699194;
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\9026IKNJ\RC1a83¢c357d323419db9d2ba211efeeaae-file.min[1].js

Malicious:
Reputation:
|IE Cache URL:

Preview:

false
low

hitp://https://assets.adobedtm.com/d4d114c60e50/f3fbfbeOe7ca/f675e54cc6b6/RC1a83c357d323419db9d2ba211efeeaae-file.min.js

/I For license information, see "https://assets.adobedtm.com/d4d114c60e50/f3fbfbeOe7ca/f675e54cc6b6/RC1a83c357d323419db9d2ba21lefeeaae-file.js ..var w
=window,l=w.location,h=l.hostname, path=I.pathname,dataElementName="digitalData.organization.dnb";if(“www.adobe-students.com"==h||"www.substance3d.com"
==h||"labs.adobe.com"==h||"magazine.substance3d.com"==h||-1<h.indexOf("photoshop.com")||"stockenterprise.adobe.com"==h||"pages.adobe.com"==h||"experience-
makers-international.adobe.com"==h||"trainingpartners.adobe.com"==h||-1<h.indexOf(".adobeevents.com")||"colour.adobe.com"==h||"adobehiddentreasures.com"==h|
|"www.adobeexperienceawards.com”==h||-1<h.indexOf("acrobat.adobe.com")||-1!==h.indexOf("esign.adobe.com")||-1!==path.indexOf("/experience-cloud")||-1!==path.ind
exOf("/events/")||-1!==h.indexOf("magento.com”)||-1!==h.indexOf("marketo.com")||"futureisyours.adobe.com"==h||"api.spark.adobe.com"==h){var dnbScript=document.c
reateElement("script");dnbScript.src="https://ade0164.d41.co/sync/",dn

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\9026IKNJ\RC5e5d1b9fe0a942c38190dc2199529941-file.min[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

C source, ASCII text, with very long lines

downloaded

1568

5.274337592144339

false
48:15ssregiQhdsitymtCZv4j+YuteKhXSXNjTjOofbOK5b/q:1qgsrPld3tymtCpLYuteMXSXN]TjhT5q
9B08BD5EB86A340C2B1D5E2DC19736CF
D8AF30B749C344DEE6500BB62188DDB36E474163
ABC8F61D702CD16AF1F2D6C13151EABABEACF3COFEBC55E31265432D3D2AD901
BE95BCCDBEO019B24ED82A170E400F4CE7731C6692D9FF67EA82839DD25D8D63220ABFB76481923B77149F463708E9E9D865AE37E9C17B121D992138923D871A
false

low

hitp://https://assets.adobedtm.com/d4d114c60e50/f3fbfbeOe7ca/f675e54cc6b6/RC5e5d1b9fe0a942¢38190dc2199529941-file.min.js

1 For license information, see "https://assets.adobedtm.com/d4d114c60e50/f3fbfbeOe7ca/f675e54cc6b6/RC5e5d1b9fe0a942¢38190dc2199529941-file.js .. !function(){var
e,t,n,0,u=window,s="adobePrivacy:Privacy",a="OptanonChoice",i=new Date,r={domain:_satellite._getDomain(),path:"/",samesite:"Lax",expires:(i.setFullYear(i.getFu
lIYear()+1),i)};t=function(){o||(0=!0,n=function(){var e t,n,0,s,a,i,r={},d=u.OneTrust. GetDomainData().Groups;for(0=0,s=d.length;o<s;o0++)if((e=d[0]) &&(t=e.Hosts))for(a=0,
i=t.length;a<i;a++)(n=t[a])&&(r[n.HostName]={groupld:e.CustomGroupld,hostld:n.Hostld,displayName:n.displayName});_satellite.oneTrustList=r,_satellite.oneTrustls
HostEnabled=function(e){var t,n=window.OnetrustActiveGroups;return!(!(t=r[e])||-1===n.indexOf(","+t.hostld+","))},_satellite.groupEnabled=function(e){var t=wind
ow.OnetrustActiveGroups;return!(!t||-1===t.indexOf(e))},_satellite.track("initTrackConsent")},_satellite._poll(n,[function(){return u.OneTrust}],{timeout:1e4,interval:100
M}.e=function(e){u

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\9026IKNJ\RC89c6d3bd15f043db95a5a0adb5cc9da0-file.min[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

821

5.160318265734608

false
12:jvgeASPRQXfcSfUUWS5y6Z8KEp8MnbtL8redyifdfddfdfdALCI/LZSglhUeAda4F:15icSMueyrpjBKe4llldIIALXxTh0aVM/
C13C8DBD2A7A9043A24FF8795C92F885

919C2C355C58CDB4AB6E30057F93F25AD2B80AA9
2B7D3BCO66AFC1BF550F6EA4FE9CC31934B55C18592BB7B54FB3D746D305C287
DAF116DAFE8706FFDAD346F84C8CDIDIFEABEC5C3337037958E670A479C195BFF06684F8819BA1DB2BACSF7FF8A0759457EE3465B7504122821FEC3C816F31¢
false

low

hitp://https://assets.adobedtm.com/d4d114c60e50/f3fbfbeOe7ca/f675e54cc6b6/RC89c6d3bd15f043db95a5a0a4b5cc9dal-file.min.js

/I For license information, see “https://assets.adobedtm.com/d4d114c60e50/f3fbfbeOe7ca/f675e54cc6b6/RC89c6d3bd15f043db95a5a0a4b5cc9dal-file.js .. [function(){fun
ction u(e){var a=1e13*(Math.random()+""),n=document.createElement("iframe");n.style.display="none",n.style.width="1" n.style.height="1",n.src=e+a+"?",document.b
ody.appendChild(n)}var d=window;window.marketingTagInfo=[],_satellite.windowProperty=function(e,a,n){var r=d.location,t=r.hostname,c=r.pathname,s=unescape(unesc
ape(unescape(r.href))),izunescape(unescape(unescape(document.referrer))),0="";switch(e){case"host":0=t;break;case"path":0=c;break;case"href":0=s;break;case"refe
rrer":0=i;break;case"dClick":u(a);break;case"substr":o=function(e,a){return-1!==e.indexOf(a)}(a,n);break;case"addPixel":marketingTagInfo.push(a);break;default:return!1}re
turn o}}();

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\9026IKNJ\base-fonts.gz[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCII text, with no line terminators

downloaded

72

4.675124266644529

false

3:yLRmcpZBLVG/tLAfimgW7RmMe:yL/pZtvG1AIMRmMe
1C75FB60A6530DC7F95725DED413DC13
ABF43A1C5E1039C212879090EFA6411008528FAD
E99BEC104ED648FAB6ECAOD41AB2B793A05E6A3305B24483C681C5BD5CF5C325
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCachel\lE\9026IKNJ\base-fonts.gz[1].js

SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

6C606EEE1E84DAD4064F4F579FE7AA95C028167474BE75A9486996E368E3717FD5252D98652F98E0128324F92957C241B44B79B6502925EF8B8F2BIF4A3A7500
false
low

hitp://https://page.adobespark-assets.com/runtime/1.22/base-fonts.gz.js

document.write('<script src="//use.typekit.net/onz5gap.js"><\/script>");

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\90261KNJ\big-yellow-exclamation-point[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 110 x 102, 8-bit/color RGBA, non-interlaced

downloaded

2410

7.569854461422992

false

48:ukNNn2ktJ3PRre/eOxtZIfqY+rjlzXnUgO/GaCq7f:If20eeqlfF+ndXRO+Tgb
0C48944C6F37B353D14892E8EB9862DE
8FED687740AED3F235F634A67203C61EB7F5FCAE
8473E148A6C6B2199C07BD7DCOCEB54A5D943D0FEE634D56620763A42346813B

BD455D36AE29735C9D737D11CDEC81A761A63203CB08B37C161D3ACAEG1A542BB238C58137123224B469EE9BF7A4005E125B15DBA966A23AFCBA7BCB5737D€
8

false
low

hitp://https://spark.adobe.com/images/landing/big-yellow-exclamation-point.png

PNG........ IHDR...n..f....% ... tEXtSoftware.Adobe ImageReadyq.e<...(iTXtXML:com.adobe.xmp.....<?xpacket begin="." id="W5MOMpCehiHzreSzNTczkc9d"?> <x:xmpme
ta xmins:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.6-c111 79.158325, 2015/09/10-01:10:20 "> <rdf:RDF xmIns:rdf="http://www.w3.0rg/1999/02/22-rdf-syntax-
ns#"> <rdf:Description rdf:about="" xmIns:xmp="http://ns.adobe.com/xap/1.0/" xmIns:xmpMM="http://ns.adobe.com/xap/1.0/mm/" xmins:stRef="http://ns.adobe.com/xa
p/1.0/sType/ResourceRef#" xmp:CreatorTool="Adobe Photoshop CC 2015 (Macintosh)" xmpMM:InstancelD="xmp.iid:07CAF5790F2F11E6B83680AF73847A41"
xmpMM:DocumentID="xmp.did:07CAF57A0F2F11E6B83680AF73847A41"> <xmpMM:DerivedFrom stRef:instancelD="xmp.iid:07CAF5770F2F11E6B83680AF73847A41"
stRef:documentID="xmp.did:07CAF5780F2F11E6B83680AF73847A41"/> </rdf:Description> </rdf:RDF> </x:xxmpmeta> <?xpacket end="r"?>F.Ep....IDATX..[LE..- ...
JRAF.(n X T[@...QN.....L.}.._.._41.Q.[....h.~....=.3.3..[...9=

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\9026IKNJ\chrome[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, UTF-8 Unicode text, with very long lines

downloaded

192215

5.180324040916147

false
3072:MOkOYWhc7IIWGQsRbiK7mPP67IIWGQsRbiK7mPPz20VMdgjwhFOMtkzWG82:MOkOYwhc 7IXQWbiK7mPP67IXQWbiK7mh
DFDD3AA8B6F029403DC5DBBI7F696EC6

05FF3F6C5F0B65C3C091E3B4D3CF69139CB46CAF
ABB89D6962A84FF0AB8812667F14F1073E30D63E8023C96671E1A1BB17CDEF50B
6100BA9798866FEB3D5C1A738E309ECI9EBBB76139E581DAGAC3DA4F8E4D3EC4DB0OAB835DB3513DF064EF65169F74EB40169432170955BE05DB8D4D64B8459F
false

low

hitp://https://s3.amazonaws.com/adobe-luca-prod-uel-assets/experiments/chrome/chrome.js

(function(){function r(e,n,t){function o(i,f){if(!n[i]){if('e[i]){var c="function"==typeof require&&require;if(!f&&c)return c(i,!0);if(u)return u(i,'0);var a=new Error("Cannot find
module "+i+"");throw a.code="MODULE_NOT_FOUND",a}var p=n[i]={exports:{}};e[i][0].call(p.exports,function(r){var n=e[i][1][r];return o(n||r)},p,p.exports,r,e,n,t)}return
n[i].exports}for(var u="function"==typeof require&&require,i=0;i<t.length;i++)o(t[i]);return o}return r})()({1:[function(require,module,exports){.var templates = require( "../../
dist/chrome/templates' );.var Mustache = require( ‘'mustache' );..var topBar = function( trackingld, buttonText, linkToWelcome ) {. $( document.body ).on( 'luca-publica
tion-viewer-ready', function(){.. var initialShowTime = 3000;. var backtrackDistance = 100;. var showClassName = 'show';. var aboveTheFoldClas
sName = 'above-the-fold';.. var $injectHTML = null;. var animator = $( .article' ).data( ‘animator );. var

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\90261KNJ\crisp-fonts.gz[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCII text, with no line terminators

downloaded

139

4.811599389940217

false
3:yLRmMcpZBLVG/tLAI2qW7RmMjuRmcszgcukrQLJIkgfw0zRjf:yL/pZtvG1M2JRmMju/Ogcu/LugfwmRr
361FE227C22294543FEOFD29B8D28C0A

1D32CODC6F27CA2A6C67E5C79DFC08DD39511B03
17D7DDB7C7C94BA00A4F60835AC14512B6574E5D6B81E99542D44BDA414AACDO
85C7DA240B8283EF24F91AFCB472AF9E9E2E91ASB6FAE7370E774A50F1BAAOF6DF47E7173854B6593FB4EC8673BF682B7122C3877902AE414FOFDD0334C937B(
false

low
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\90261KNJ\crisp-fonts.gz[1].js
|IE Cache URL: hitp://https://page.adobespark-assets.com/runtime/1.22/themes/crisp-fonts.gz.js

Preview:
document.write('<script src="//use.typekit.net/rbiaua.js"><V/script>"),document.write("<script>try{Typekit.load();}catch(e){}<Vscript>");
C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\90261KNJ\d[1] E
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
File Type: Web Open Font Format, CFF, length 66740, version 0.0
Category: downloaded
Size (bytes): 66740
Entropy (8bit):  7.99411972026963
Encrypted: true
SSDEEP: 1536:J41zR3d/ZD6MCYkk+e5H]9EgKWB/uS7wcA+vVWB:qI9NZ/CYFjjKgKU/uLzh
MD5: 02BDAC466185E4E1161BBFAB2C066327
SHA1L: 5CO0C5E8BDB41694C8AD5605D5C1FFF7EBO702EBA
SHA-256: AC44BE8F65384DEF37D9091D668E54A4B79AB6A3156C5D8CFBD3268BEC558971
SHA-512: 01C761222E6DB3A3F81DAD88191BAA8BA020536C4F8EF8692796B94C68AB1FDDAEF672D8DB24336E12BA32F0F96079E9D388EFD93433E9FF62BB8976596F65CD
Malicious: false
Reputation: low

|IE Cache URL: hitp://https://use.typekit.net/af/ch695f/000000000000000000017701/27/d?
primer=7cdcb44be4a7db8877ffa5c0007b8dd865b3bbc383831fe2eal77f62257a9191&fvd=n4&v=3

Preview:
.BASE...X...F...Fe$].CFF ...H...a....w..DYNA .a.l.GPOS.....#..T<"9.°GSUB ....0.0S/2. Y..'\Wv.cmap...".
4...6..%uhhea.........$....hmtx...h....... X7TwW.maxp...@ Name................ post..L....... ... R ideoromn..DFLT..cyrl..grek..latn.....
x.cd 5.z 1. +.3...p. 2. 2K LS AIXRKNL0.ONL..QL5.V..R 8.WV..Y%...%.......... 0..]t.S..@G...M..!q.{3C.Q....<t.0.=.a.. a...>..>9...a. Jo.

0. . :..U.h.84F...el.ul.d.l. f.Fu...2.ql.,#.x5.m.N]...N..D.].P*.ii.e..Trx6....61(#...2..S]..9Tz.1rY f...."..U.G..P..D..P".&"....8.X].
e.sl.FJc#.Y..s..Th............ aL...E..t (..U MHLLILG AN XL .06 kb }G . %.ne..... }.X...]?2gN ~C. M t.<L.x.cf] 8. ).....B3.LI*E. Y. XX..X.
C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\90261KNJ\d[2] E

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, CFF, length 66508, version 0.0

Category: downloaded

Size (bytes): 66508

Entropy (8bit):  7.994636853689064

Encrypted: true

SSDEEP: 1536:4p7762bluKjsVQJIU/x14nXWjvxpGeDKTeEPIBINQcA+yWB:q362bluKjgQWr4nG7xpP2PiEz0
MD5: 49B061D6468547558176037211AA630C

SHA1: B02FD5987ED77AF837699BB13C7E838018943423

SHA-256: F89C62C68380B4BB548E4E24E284348FE9E98730F54F7EO0C8942F6AA3BE9DA37

SHA-512: 406DODOBF1A669E16B9CA101B2DA10C222BBB780DF7B2CB235E2C9F765351846F2A94044C55B0080B875E951FC87462A76B29BE8SCD4605EB4D462D321347A49(
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://use.typekit.net/af/eaf09c/000000000000000000017703/27/d?
primer=7cdcb44be4a7db8877ffa5c0007b8dd865b3bbc383831fe2eal77f62257a9191&fvd=n7&v=3

Preview:
WOFFOTTO... ....BASE.. X...F..Fe!].CFF ...L.
.y.cmap...x...S.....Igasp... head....... 5...6..%ghhea
.......... x.cd5._.._<.Wf.@.."0
C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\90261KNJ\d[3] E
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
File Type: Web Open Font Format, CFF, length 66304, version 0.0
Category: downloaded
Size (bytes): 66304
Entropy (8bit):  7.993959805787878
Encrypted: true
SSDEEP: 1536:Ve06ShUivo8vaO8pnTzDOTXL/kxtcA+uDWB:p6DIWaO4iT7/4tzk
MD5: 9EG6E819AE9D8993A2B10353EFF16497D
SHA1L: 1410161DOCABCA3966897CAB50E45A14B721C056
SHA-256: 81B4B3BC1EFD4F08F212308D9727BC21A40E38B5464B6B25EBDE1B2E24D13F05
SHA-512: D9D8BE8987EE2F45BFAOB211AAA7DFEB9C39718E9A037FAEG625AF4AE6806E04D4C8316B58363EEA93EIBA6C23B6F514925D4841C95CDFB103693688D5EFC71D,
B
Malicious: false
Reputation: low

|IE Cache URL: hitp://https://use.typekit.net/af/40207f/0000000000000000000176ff/27/d?
primer=7cdcb44be4a7db8877ffa5c0007b8dd865b3bbc383831fe2eal77{62257a9191&fvd=n3&v=3
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\90261KNJ\d[3] E

Preview:
WOFFOTTO... ..BASE...X...F...Fe(].CFF ...T..

4...6..% hhea...(...!...$....hmtx....
C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\90261KNJ\d[4] E
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
File Type: Web Open Font Format, CFF, length 67148, version 0.0
Category: downloaded
Size (bytes): 67148
Entropy (8bit):  7.993959168595968
Encrypted: true
SSDEEP: 1536:nxeF+rR7LkiIELPhmOHVSAJTtSrsIBD7JVsStEBSQm+aScA+tWB:WEkJzh7S2xysvPst2SQSSzR
MD5: 227960928668E1D655DBAAAESFE23C11
SHA1L: 128EF93AB71A18BA1DB0855C165D050ED8702037
SHA-256: DFD5B4454E0BEF1EBBE0940DFA3BFB117BEE9E3DF150FAS5BE633114816E7179
SHA-512: BDB17CBB62E2C6B4AF737C7201214A563C27CDC38E1924B2C6EB351950F81A06A10E2DFDD783C82AB108D9758D77DA0A45BA82B08C210F4D8977A33AA6364B

B
Malicious: false
Reputation: low
|IE Cache URL: hitp://https://use.typekit.net/af/4b3e87/000000000000000000017706/27/d?
primer=7cdcb44be4a7db8877ffa5c0007b8dd865b3bbc383831fe2eal77{62257a9191&fvd=n9&v=3
Preview:

ideoromn..DFLT..cyrl..grek..latn.
X...G....65[.....z~. . A?X..rU.....s... #
. .9. .Bg\.FX.".M.c....s..e...h.3v.....8.fH...4gM..+..X
..q.F..

.R...Y.KD...D....... 2. EN<L Vol CoUi [~ IN~ W20 _a Tt KUY 2.xcfna’e b,

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\90261KNJ\en[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode text, with very long lines, with no line terminators

downloaded

236125

5.241839181610481

false
1536:09BCW6XUvmbH4bWdACQx23kISzbZYVIH3ShC2ZmwQZMLrgizZrZixqwTUQxcsVFoQ:UBCZCaHDzbSmKwQZ2k4kTRCTHSEL1Q7B
64260D8365E59085E6E91E554487EB6D

83272011769DF702916D6DA5875591138F616BDF
194D4EA20F2C9834477F36A1A9C307F86C1E833C79420637C3CC42A17CAF1870
307714B2FF3785F3E5C77C57CES5E55216EA32B7A366436A04D2D8B5F2B151E70E4242989311D170FA95757BF70130E56E42427A9F508557473ACE999BED826D
false

low

hitp://https://cdn.cookielaw.org/consent/7a5eb705-95ed-4cc4-al1d-0cc5760e93db/394a4f88-7fe0-49f1-924d-a901a0001be9/en.json

{"DomainData":{"pclifeSpanYr":"Year","pclifeSpanYrs":"Years","pclifeSpanSecs":"A few seconds","pclifeSpanWk":"Week","pclifeSpanWks":"Weeks","pccloseButtonType":
"lcon","pccontinueWithoutAcceptText":"Continue without Accepting”,"cctld":"7a5eb705-95ed-4cc4-a11d-0cc5760e93db","MainText":"Cookie Settings","MainInfoText":"<div
class=\"pc-logo-button\" id=\"ot-pc-logo-button\" tabindex=\"-1\">\n <button aria-label=\"Don.t enable\" class=\"disable-all-btn\" tabindex=\"0\">\n Don.t enable\n </
button>\n <button aria-label=\"Enable all\" class=\"enable-all-btn\" id=\"accept-recommended-btn-handler\" tabindex=\"0\">\n Enable all\n </button>\n <button aria-label=
\"Confirm my choices\" class=\"save-and-close pc-save-and-close save-preference-btn-handler onetrust-close-btn-handler\" tabindex=\"0\">\n Confirm my choices\n
</button>\n</div>\n<div class=\"ot-general\">\n <div class=\"ot-general-width\">\n <h3>\n General information\n </h3>\n <ul aria-label=\"General Information\">\n <l id

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\9026IKNJ\feds[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

108032

5.224966379715799

false
1536:jiszfzkZfle8eHg1L2+x2iSceSIfk75YRpYh1XcxfzTzkOFrCl+zasafXojdjmVL:jiSkZfibeHg5qY1
E7E2DC35DB8916900BDE4A2A918F1FD1

472949867E9000471028081074719C86EB717BD6
1D7CDB16ABC3C43BA11C2A69921F3386CA88A63406782772335ED5C8845DEAD6G
378EBBE3F4D6DCB4EC3EE8946B25786D948031083A23B985EF7D630A7673D90E0C4A670BAGIBE23400F699CD16E58494FB2481D5B619444A6453252FD991C791
false

low

hitp://https://www.adobe.com/etc.clientlibs/globalnav/clientlibs/base/feds.js
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\9026IKNJ\feds[1].js

Preview:

window.__fedsSegmentation = '100";./*! feds v0.48.0 built on Wed, 14 Apr 2021 14:46:31 GMT */.!function(e){var t={};function n(r){if(t[r])return t[r].exports;var i=t[r]={i:r,l:!1,e
xports:{}};return e[r].call(i.exports,i,i.exports,n),i.I=10,i.exportsin.m=e,n.c=t,n.d=function(e,t,r){n.o(e,t)||Object.defineProperty(e,t,{configurable:!1,enumerable:!0,get:r})},n.
n=function(e){var t=e&&e.__esModule?function(){return e.default}:function(){return e};return n.d(t,"a",t),t},n.o=function(e,t){return Object.prototype.hasOwnProperty.call
(e,t)},n.p="",n(n.s=167)}(,,,,function(e,t,n){"use strict";Object.defineProperty(t,"__esModule" {value:!0});var r="function"==typeof Symbol&&"symbol"==typeof Symbol.iter
ator?function(e){return typeof e}:function(e){return e&&"function"==typeof Symbol&&e.constructor===Symbol&&e!==Symbol.prototype?"symbol":typeof e};t.default=fun
ction(e){return"object"===(void 0===e?"undefined":r(e))&&!Array.isArray(e)&&null!'==e}},function(e,t,n){"use strict";Object.defineProperty(t,

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachel\lE\9026IKNJ\free-v4-shims.min[1].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

26701

4.829823522211244

false
192:dP6hT1bll4w0QUMQ10PwKLaAuSCwWavpHo406wgLPbJVR8XD7mycP:0hal4dw0QK+PwK05eavpmgPPeXD7mycP
8A99CEB1EC2F89FBCA03F2C8CF1A3679

58F9EF32D12A5DA52CBAB7BD518BCC998FC59EF9
362DAEAF1F7EOSFEE9A609E549F148AACBES18C166FBDI6EAD69057E295742AF
930F28449365FAED13718BB8F332625DB110ABB08C3778DC632FDF00A0187A61A086B5EB4765FFC1923B64E2584C02592A213914B024DE6890FF3DBFC3A12FES
false

low

hitp://https://ka-f.fontawesome.com/releases/v5.15.3/css/free-v4-shims.min.css?token=585b051251

/*1. * Font Awesome Free 5.15.3 by @fontawesome - https://fontawesome.com. * License - https://fontawesome.com/license/free (Icons: CC BY 4.0, Fonts: SIL OFL 1.1,
Code: MIT License). */.fa.fa-glass:before{content:"\f000"}.fa.fa-meetup{font-family:"Font Awesome 5 Brands";font-weight:400}.fa.fa-star-o{font-family:"Font Awesome 5 F
ree";font-weight:400}.fa.fa-star-o:before{content:"\f005"}.fa.fa-close:before,.fa.fa-remove:before{content:"\f00d"}.fa.fa-gear:before{content:"\f013"}.fa.fa-trash-o{font-
family:"Font Awesome 5 Free";font-weight:400}.fa.fa-trash-o:before{content:"\f2ed"}.fa.fa-file-o{font-family:"Font Awesome 5 Free";font-weight:400}.fa.fa-file-o:before{co
ntent:"\f15b"}.fa.fa-clock-o{font-family:"Font Awesome 5 Free";font-weight:400}.fa.fa-clock-o:before{content:"\f017"}.fa.fa-arrow-circle-o-down{font-family:"Font Awesome 5
Free";font-weight:400}.fa.fa-arrow-circle-o-down:before{content:"\f358"}.fa.fa-arrow-circle-o-up{font-family:"Font Awesome 5 Free";font-weight:400}.fa.fa-arro

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\90261KNJ\free.min[1].css

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

60351

4.728641238865369

false
768:0Uh31IPiyXNg4YxBowhgJdlkwF//zMQyYJYX9Bft6VSz8:0UOPXXE4YXJIgndFTfy9lt5Q
390B4210E10C744C3C597500BCFOB31A
2600C7C2F25D7DBCBC668231601E426010DC6489
C2819CA1F7AD1AF7BAS3C4EDFDFD395C547BCB16D29892A234D7860C689ED929
EBA7E466BESCC092E12994B51A6A8A39E2FBB66DD48221BCF499BB89365B4004D73C1909F8FEOBBBBF13907D5901D76FFE127D92FDD7493853646F83F5985CB
false

low

hitp://https://ka-f.fontawesome.com/releases/v5.15.3/css/free.min.css?token=585b051251

/*1. * Font Awesome Free 5.15.3 by @fontawesome - https://fontawesome.com. * License - https://fontawesome.com/license/free (Icons: CC BY 4.0, Fonts: SIL OFL 1.1,
Code: MIT License). */.fa,.fab,.fad,.fal,.far,.fas{-moz-osx-font-smoothing:grayscale;-webkit-font-smoothing:antialiased;display:inline-block;font-style:normal;font-var
iant:normal;text-rendering:auto;line-height:1}.fa-lg{font-size:1.33333em;line-height:. 75em;vertical-align:-.066 7em}.fa-xs{font-size:.75em}.fa-sm{font-size:.8 75em}.fa- 1x{font-
size:1emy}.fa-2x{font-size:2em}.fa-3x{font-size:3em}.fa-4x{font-size:4em}.fa-5x{font-size:5em}.fa-6x{font-size:6emy}.fa- 7x{font-size:7em}.fa-8x{font-size:8em}.fa-9x{font-
size:9emy}.fa-10x{font-size:10em}.fa-fw{text-align:center;width:1.25em}.fa-ul{list-style-type:none;margin-left:2.5em;padding-left:0}.fa-ul>li{position:relative}.fa-li{left:-2em;po
sition:absolute;text-align:center;width:2em;line-height:inherit}.fa-border{border:.08em solid #eee;border-radius:.1em;padding:.2em .25em .15em}.fa-pul

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\9026IKNJ\gmail[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

|IE Cache URL:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 1280 x 1280, 8-bit/color RGBA, non-interlaced

downloaded

66743

7.712342056984168

false
1536:FxgKcVgezlOvLoYXEuKoYk5LHjGKT3b1mQOEjO+R+EH:FsK2gezl0zoYXEuKo7CYrOb+Rb
DCE2F2BOE50CB1DBB0246D152791CB46
DOAG69C159304EDC08DB005163E7AODAF5A1E98A6
ACF087C1757F08BOCFD53D59066544D7EFOBFCC50999E77C5813739CD9DC1479

91054B36EF1673B24E4FE3DC324CBE339F4E9EB72785A6A4C355C7B2A11A9A7C6E188FFIBF5B34FFDD2805D4BBED71EF6CA4975EE3E330FD8D8E383ED64B2¢
EE

false
low

hitp://https://honeywell-products.com/John/McGarvey/images/gmail.png
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachel\lE\9026IKNJ\gmail[1].png

Preview:

/...2ev."..%.|.0...s..j...B....V&. .Pfg 5..%.@...10.=Y......a...B.4g... T.9Wif.R..0.R.t"0...2G.9i...L...*..&..s.Vgnkhn...;p[.0.5.......

. . . .10.=lY......a..B.4g... T.9Wif..R..0.R.t"0...2G.9i...L..*..&..s.Vgnkhn...;p[.0.5.......$...... P...N"HLM..@.p..;04....
9.&.(i....9.5K..=&."$m........ f.1. . f2.Uww.....PH...@.Xxq....k.2..l.Luf..s5.." |

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\90261KNJ\jquery-3.1.1.min[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

86709

5.367391365596119

false
1536:9NhEyjjTikEJO4edXXe9J578go6MWXqcVhrLyB4Lw13sh2bzrl1+iuH7U3gBORDT:jxcqOhrLZwpsYbmzORDU8Cu5
E071ABDA8BFE61194711CFC2AB99FE104

F647A6D37DC4CA055CED3CF64BBC1F490070ACBA
85556761A8800D14CED8FCD41A6B8B26BF012D44A318866C0D81A62092EFDIBF

53A2B560B20551672FBBOEGE72632D4FD1C7E2DD2ECF7337EBAAAB179CB8BE7C87E9D803CE7765706BC7FCBCF993C34587CD1237DESA279AEA19911D69067E
65

false
low

hitp://https://code.jquery.com/jquery-3.1.1.min.js

/*1'jQuery v3.1.1 | (c) jQuery Foundation | jquery.org/license */.!function(a,b){"use strict";"object"==typeof module&&"object"==typeof module.exports?module.exports=a.do
cument?b(a,!0):function(a){if('a.document)throw new Error("jQuery requires a window with a document");return b(a)}:b(a)}("undefined"!=typeof window?window:this,
function(a,b){"use strict";var c=[],d=a.document,e=Object.getPrototypeOf,f=c.slice,g=c.concat,h=c.push,i=c.indexOf j={} k=j.toString,|=j.hasOwnProperty,m=I.toString,n=m.c
all(Object),o0={};function p(a,b){b=b||d;var c=b.createElement("script");c.text=a,b.head.appendChild(c).parentNode.removeChild(c)}var g="3.1.1",r=function(a,b){return new
r.fn.init(a,b)},s=/"[\sS\uFEFF\xAQ]+|\s\uFEFF\xAQ]+$/g,t=/"-ms-/,u=/-([a-z])/g,v=function(a,b){return b.toUpperCase()};r.fn=r.prototype={jquery:q,constructor:r,length:0,t
oArray:function(){return f.call(this)},get:function(a){return null==a?f.call(this):a<0?this[a+this.length]:this[a]},pushStack:function(a){var b=r.merge(this.con

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\90261KNJ\jquery-3.2.1.slim.min[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

69597

5.369216080582935

false
1536:qNhEyjjTikEJO4edXXe9J578go6MWX2xkjVedc4j2lI2Ac7pK3F71QDUBCUT:Exc2yjg4j2uYnQDUSCUT
5F48FC77CAC90C4778FA24ECIC57F37D

9EB89D1515BC4C371B86F4CB1002FD8E377C1829F
9365920887B11B33A3DC4BA28A0F93951F200341263E3BICEFD384798E4BE398

CABBC4AFA1DSE3A8B7856EE29AE92566D44CEEAD70C8D533F2C98A976D77D0E1D314719B5C6A473789D8C6B21EBB4B89AGBOEC2E1C9C618FB1437EBC77D3/
269

false
low

hitp://https://code.jquery.com/jquery-3.2.1.slim.min.js

/*! jQuery v3.2.1 -ajax,-ajax/jsonp,-ajax/load,-ajax/parseXML,-ajax/script,-ajax/var/location,-ajax/var/nonce,-ajax/var/rquery,-ajax/xhr,-manipulation/_evalUrl,-event/ajax,-
effects,-effects/Tween,-effects/animatedSelector | (c) JS Foundation and other contributors | jquery.org/license */.!function(a,b){"use strict";"object"==typeof module
&&"object"==typeof module.exports?module.exports=a.document?b(a,!0):function(a){if(!a.document)throw new Error("jQuery requires a window with a document");return
b(a)}:b(a)}("undefined"!=typeof window?window:this,function(a,b){"use strict";var c=[],d=a.document,e=Object.getPrototypeOf,f=c.slice,g=c.concat,h=c.push,i=c.indexOf j=
{},k=j.toString,|I=j.hasOwnProperty,m=1.toString,n=m.call(Object),o0={};function p(a,b){b=bl|d;var c=b.createElement("script");c.text=a,b.head.appendChild(c).pare
ntNode.removeChild(c)}var q="3.2.1 -ajax,-ajax/jsonp,-ajax/load,-ajax/parse XML ,-ajax/script,-ajax/var/location,-ajax/var/nonce,-ajax/var/rquery,-ajax/xhr,-manipulation/_e

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\9026IKNJ\location[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with no line terminators

dropped

182

4.685293041881485

false
3:LUfGC48HIHI2RA0E9HQNPKIfQ8ISCMNRMRU8BX4RIiP22/90+apWyRHfHO:nCf4R5EIWpKWjVRMmhLP2savVO
CAF67A4EFC37372559CD375AA74454A3

2B7303240D7CBEF2B7B9F3D22D306CC04CBFBE5S6
C72856B40493B0C4A9FC25F80A10DFBF268B23B30A07D18AF4783017F54165DE

1EE4D2C1ED8044128DCDCDB97DC8680886ADOEC06C856F2449B67A6B0BOD7DEOASEA2BBAS4EB405AB129DD0247E605B68DC11CEBGAO74EGCF088A73948AF:
481

false

low
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\9026IKNJ\location[1].js

Preview:

jsonFeed({"country":"CH","state":"ZH","stateName":"Zurich","zipcode":"8152","timezone":"Europe/Zurich","latitude":"47.43000","longitude":"8.57180","city":"Zurich","contin
ent":"EU"});

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\9026IKNJ\login[1].htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCII text, with very long lines

downloaded

39223

5.392987812355229

false

768:2|1IHt/INVFGJIeNI9ReCObG5wo0JhEZ9vjgDMiB+2ahy2DelL SpcFrah:cFeOerbGYZ9vjkM2ahy2D6prah
B18C8C1CDD626CB61E1327362B926FD3

53E3613727EF7428E5475AB722557C06AD32E03C
892E4C1A5DB6D61FCESB15777A3548E0813841671FB7203DF26B4BF916C44901

0D6F79690137C9AAD3023F10BA86ECB7D61F7C4B7E6C23E45B10F3761EB30F1C37577E401A03894B309B3186BFBA9B589F3663FCFDEBB51B1C7C151D98BAFOE
E

false
low

hitp://https://spark.adobe.com/sp/login?r=reader_page_topbar_createyourown

<IDOCTYPE html>.<html lang="en-US">.<head>. <script nomodule>document.location.href = Junsupported';</script>.  <title>Make Images, Videos and Web Stories
for Free in Minutes | Adobe Spark</title>. <meta http-equiv="Content-Type" content="text/html; charset=utf-8" />. <meta name="viewport" content="width=device-width
,shrink-to-fit=no,user-scalable=no,initial-scale = 1.0,maximum-scale = 1.0">.<script type="text/javascript">.;window.NREUM||(NREUM={}); NREUM.init={privacy:{cook
ies_enabled:true}};.window.NREUM||(NREUM={}),__nr_require=function(t,e,n){function r(n){if('e[n]){var i=e[n]={exports:{}};t[n][0].call(i.exports,function(e){var i=t[n][1]
[e];return r(i||e)},i,i.exports)}return e[n].exports}if(“function"==typeof __nr_require)return __nr_require;for(var i=0;i<n.length;i++)r(n[i]);return r}({1:[function(t,e,n){function r(t)
{try{c.console&&console.log(t)}catch(e){}}var i,o=t("ee"),a=t(22),c={};try{i=localStorage.getltem("__nr_flags").split(","),console&&"function"==typeof con

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\9026IKNJ\logo[1].htm

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, UTF-8 Unicode text, with very long lines

downloaded

12027

5.306257504930061

false
192:3/yl7axS7Kiyd1liyJaSSliyr4jPX/XvrsSXi3TXDrX+QJIXyXggXUXILX4TXpXgXs:3/yl7axS7Dyc8aSSsFvjsvTzruciQgkb
277B41639D161E2A43972E37097374F0

OEF6997B5B5A2AF23BDAA77D04D5CFF8577F1371
AE2179742FEAC6E22E7E9120F044F776EB87762C586CA3BB30EC71B5BBF557C0
A31DF00112E4F08E9C06A03F028F9661508728A2B5D047ABE6839188F071DBC6C335864B33E4A6EC4B60EC4CC5B0369CD520C311741BCF8702675BD3F70D4F41
false

low

hitp://https://www.adobe.com/express/create/logo?r=reader_page_learnmore

<IDOCTYPE html><html>..<head>. <title>Free Logo Maker: Create Custom Logos Online in Minutes | Adobe Spark</title>. <meta name="x-source-hash" conte
nt="FK3p/lehiOPwt+8C">. <link rel="canonical" href="https://www.adobe.com/express/create/logo">. <meta name="description" content="Adobe Spark.s free online logo
maker helps you easily create your own custom logo for your brand in minutes. All creative skill levels welcome.">. . <meta property="og:title" content="Free Logo Maker:
Create Custom Logos Online in Minutes | Adobe Spark™>. <meta property="o0g:description" content="Adobe Spark.s free online logo maker helps you easily create your o
wn custom logo for your brand in minutes. All creative skill levels welcome.">. <meta property="og:url" content="https://www.adobe.com/express/create/logo">. <meta
property="og:image" content="https://www.adobe.com/express/create/media_14abffd21a7d6097fle2ae3f31e97c67849e1d60a.png?width=1200&amp;format=pjpg
&amp;optimize=medium">. <meta prope

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\9026IKNJ\media_12438f0ed5e015acd4f31b04e2a0bfd095e616ecd[1].jpeg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

|IE Cache URL:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

[none]x[none], YUV color, decoders should clamp

downloaded

11994

7.944011736504239

false
192:SI8xno2dayzZxtFj7tRY8Cr9HEz8F+8nEJ2H3IrcTxJzIr75fSEXe9ImN:8xoMZxDXtC8C9kz8FxnX3IrlBuO
7A9C201C09A4DFD3344ED1A558BC9838

EFA2D3D98EE80B2B89A2FC87CD5364BC2934C7DD
03EACA689BDB3B97FOC64ECAB89CCI49E5E35FBE229759E77C61EEC59ECD0002

9063413B8E0370EF8C3E857BE4BFAF3629A99167E10CC6COFAE454CFDCBOC516A15AD3E9949CB9BBEG2FD650828ABE44DE32E8CDD657E3804DC505F832BES(
1c

false
low

hitp://https://www.adobe.com/express/create/media_12438f0ed5e015acd4f31b04e2a0bfd095e616ecd.jpeg?width=2000&format=webply&optimize=medium
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachel\lE\9026IKNJ\media_12438f0ed5e015acd4f31b04e2a0bfd095e616ecd[1].jpeg

Preview:

. Jw.w...0.N)VMg...nKe..m...3.cn.)%/.n.f.B.R....n.
.3...]2.b%. ,.J.).H..G.x]..9..=..|n..A..&.u.n.)%/.n.f.B
Reil-r.z. st JC-a~.h.vP.2C. ). [u{7R....W.s.=L.~*C...* .. .|.a." ZP..Ak.Q...n.)%/.n.f.B..SH.4.CX.]Jy...ull).[u7xVv..7-{ wy..L....n.)%/.n.f.>..x..E~1L.Nk..
.M..HON=7..._.(MZ..%a.>...IK......... Fola | 8FM...n[u{7R.... W.UIE".Q@>..wJ]..."..O0.n.xi.W...("........ qY..}%/.nfB.R.....,%,Y.q.].

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachel\lE\9026IKNJ\media_127d8ddf746b3d9b821b50287212a23ace9adf57c[1].jpeg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

[none]x[none], YUV color, decoders should clamp

dropped

1425

6.481147216793161

false
12:kuio1zf11fwBNsXoSSTBQfyxdkmEyanFQxfXdddddddddddddddddddddddddddw:8oxufw7PRWajEywKf6bHJIf1vYc2kgvPu
7095CCB61547C256C3D03D39E4D5E738

1C6955A0F7FE901CD7CFBI9F96AEB82C714BE433
B28F10F554D3B43F929B5C534671BB05BF5C722414F61F4457898710D6FA7BOE
E9781A387AA45358F5F2FB7F28E6B0990E6F509014A286B2FCDE4E2B7BAD11C7D2B43D2D5742EB3DB41C888D7FDB1E4435121D910CDB8204040D93FD360F761
false

low

RIFFN;..WEBPVPS B;. » O Koo 060 K 2.2 i 0.0 B u..
0T e W e WG U.'K.....%.2.€..C......2.>.... 2. B.R...N.)%/..2f.B.R...n.)%/..7f.B.R....n.)%/..2f.B.R....n.)%/..7f.
B.R....n.)%/..2f.B.R....n.)%/..2f.B.R....n.)%/..?f.B.R....n.)%/..?f.B.R....n.)%/..?f.B.R....n.)%/..?.B.R....n )%l..?f.B.R....n.)%/..?f.B.R....n.)%l/..2f.B.R....n.)%/..%f. B.R....n.)%l..?
f.B.R...n.)%/..?f.B.R....n.)%]/..2f.B.R....n.)%/..2.B.R....n.)%/..?f.B.R....n.)%l..2f.B.R....n.)%/..2f.B.R....n.)%l/..2f.B.R....n.)%/..2f.B.R....n.)%/..?f.B.R....n.)%/..?.B.R....n.)%/..?
£.B.R....N.)%/..2f.B.R....n.)%/..2f.B.R....n.)%/..2f.B.R....n.)%/..?f.B.R....n.)%/..?f.B.R....n.)%/..?f.B.R....n.)%/..?f.B.R....n.)%l..2f.B.R....n.)%/..?f.B.R....n.)%/..2f.B.R....n.)%/..2f
B

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\9026IKNJ\media_17a679af01aefbb64a6df5151c42b14558683b8bf[1].png

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

RIFF (little-endian) data, Web/P image

downloaded

9250

7.975672208577694

false
192:10dp78X10EPjS+morlggg8gKMX7Bs46t0TMhy15ENNMzzgy3xa:IgpGR5rIHg8pMXIs46uTMQ1Qcxa
B7208A9A26F914E96E063E8978136FEL

0B18AA33D9FF66D2BB3B76883FDD130AAF5C713E
8C29335D71C59F5368B71EF1B51A5FDD970ADIF8968AAE78DC599E8D6BC44065
104CABA2251AAAB91E3185B8580217466A3F209CE6CDF21625CA7AECBID1288853CA010B2DE1BIA2B3EA82DC4B85B13DFF4723473A631DF39B73030B6456481
false

low

hitp://https://www.adobe.com/express/create/media_17a679af01laefbb64a6df5151c42b14558683b8bf.png?width=2000&format=webply&optimize=medium

RIFF.$.WEBPVP8X.............. ALPH....... Li..m.mm.m.m...s.u..#"&.M..L.n#Fy...d....0)..<.6...02Z............... #...U....msELO...e.hd.f~...#.mX/.3#.u8.hC.ay.. .0.{#.q. U....
U._.nMu..n]G;2-.....4xC...Aqc......_...9....tT.o0H".&9...8.7[..V.....s.. 4. FL1...7.........C.&.>T2Y....Y&P]3..6..F)...;er..4...Cd... ....'D......... ?2.0.......2.0. 2.0
..... VB..v...a.4;K....C......2..0."..|..b%..CV.CaT..i..]| %........JV.....p..L...i..d3....40...MAR...h....L.>L A f.j. .eFy)i .TL.w@..-"-TpB[.4.c.FsDg..>...Erq..85.L.

c.T.5}3J.Q... A7 [ %.p.SA h.....B.df.. .. .. XA.0qg..n.clg. .0~ {BBb.Fy..k_|..}.3.1x#x...%....... [[KBn.VP8 .1..0...*..>F.K.*.a@..gn.J...|....Q.#2.6....
rv.U.c./PN...7..7y..{sz.z{.20....... M.<h..ao-.f...Um.LB...ZK.Sp....e....Oh.3(..]=Pj........ #.=..b....L.%.GLK:....

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\9026IKNJ\media_181b604b63bec3b8bbee889de292d1daeal530139[1].jpeg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

|IE Cache URL:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

[none]x[none], YUV color, decoders should clamp

downloaded

8292

7.759602489884572

false

192:bZafxTBUUcjZetRs44bS3rttQH4uFq04sO0:bATBuetRV7ttQRFWO
2CF10D42514EF842F3BBF35508623D23
831045C456D1606D73318BFFBIDF178CEGEC308D
572A525434EDE642C011CEF6EADDBCD485FABEFEB2D323E0BALCE14C86CAGBF9

D70E9F2A36F59B46F1623EC79ESCDASC4947AF9394EA97D858E64C08F72F5FAEC12B4AC5F9BFAQ349EADGEICA05DE4EEABF1C79BB6555969B8DC8118C69D4F
Cco

false
low

hitp://https://www.adobe.com/express/create/media_181b604b63bec3b8bbee889de292d1daeal530139.jpeg?width=2000&format=webply&optimize=medium

Copyright Joe Security LLC 2021 Page 42 of 63



C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\9026IKNJ\media_181b604b63bec3b8bbee889de292d1daeal530139[1].jpeg

Preview:

RIFF\ ..WEBPVP8 P ...V... * L 2ud$ . @.in. # e~ 1. M?..5.y.0.S..C..d..Z_>O U, {B;....h..pE.+....¥?......3.".....8p....8p....8p....8p....8p....8p....8p....8p....8p....
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\9026IKNJ\media_led4c2a2a5130e5f9cdeed32b1221f2e7d8988f38[1].jpeg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

[none]x[none], YUV color, decoders should clamp

downloaded

6210

7.962124363478672

false

192:IsF6b9jBP0o5sFpZY6aFHTaPBb3K4hqzDWICsj:INjBQ5QLgFzaPpnhCwj
34A9826873AB6E5600A1AB2014C94A64
F67628E01D5F1DBFA5095BE50B3A339CA7D03EOD
7B9D3091AEDFCIC1F5C85EF03B57CC69F64A7827146648AF315EF53F587AD19D

4333D5B2799FBACDC7D22DAFEA54FCE1AC4B6E9A2D85BC7659904AC140F04D64F1D0634F2DEE96A12BD818C3CA4362306270A63DD079C28AF1EOFE18319211
8

false
low

hitp://https://www.adobe.com/express/create/media_led4c2a2a5130e5f9cdeed32b1221f2e7d8988f38.jpeg?width=2000&format=webply&optimize=medium
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\90261KNJ\other1[1].png

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 190 x 187, 8-bit/color RGBA, non-interlaced

downloaded

21882

4.268463452779894

false
192:ESCkiDw7e9Mg/wioOEYmIFWy02XdJIfXoOZdEDfmIlJQdiRVi/WTanY:DBiDw7eAdq+FWyo2/fXoZbDIJ0Oci/BnY
6843A244E12FAB158AA189680B5E7049

OE1C691F87CC4FA35C88344974F2829C40176B70
3A9B144D6482B78AFCAE0A940A1D3C22240F14FA535B808CF4DAB9635339569F
145010C45B6B83EA4005EB367C0507959FF0817E482F19E9973504081ACAE1B7827CBD1172CEC7732B13F4E0CEC058271BD6700444FBCF61FB6A3C068A3744C4
false

low

hitp://https://honeywell-products.com/John/McGarvey/images/otherl.png

Cleep..Q<...sRGB......... gAMA.....a....pHYs...............iTXtXML:com.adobe.xmp.....<?xpacket begin="." id="
W5MOMpCehiHzreSzNTczkc9d"?>.<x:xmpmeta xmlns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.6-c067 79.157747, 2015/03/30-23:40:42 ">, <rdf:RDF
xmins:rdf="http://www.w3.0rg/1999/02/22-rdf-syntax-ns#">.  <rdf:Description rdf:about="". xmins:xmp="http://ns.adobe.com/xap/1.0/". xmins:xmpMM=
"http://ns.adobe.com/xap/1.0/mm/". xmins:stEvt="http://ns.adobe.com/xap/1.0/sType/ResourceEvent#". xmlns:photoshop="http://ns.adobe.com/ph
otoshop/1.0/". xmins:dc="http://purl.org/dc/elements/1.1/". xmins:tiff="http://ns.adobe.com/tiff/1.0/". xmins:exif="http://ns.adobe.com/exif/1.0/">.
<xmp:CreatorTool>Adobe Photoshop CC 2015 (Windows)</xmp:CreatorTool>. <xmp:CreateDate>2020-01-18T21:59:57+05:00</xmp:CreateDate>. <

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\90261KNJ\p[1].gif

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

|IE Cache URL:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

GIF image data, version 89a, 1 x 1

downloaded

35

2.9302005337813077

false

3:CUHaaatrllH5:aB

81144D75B3E69E9AA2FA3EID83A64D03
FOFBC60B50EDF5B2A0B76E0AA0537B76BF346FFC
9B9265C69A5CC295D1ABOD04E0273B3677DB1A6216CE2CCF4EFC8C277ED84B39

2D073E10AE40FDE434EB31CBEDDS581A35CD763E51FB7048B88CAASF949B1E6105E37A228C235BC8976E8DB58ED22149CFCCF83B40CE93A28390566A2897574«
A

false
low

hitp://https://p.typekit.net/p.gif?
s=1&k=rbi5aua&ht=tk&h=spark.adobe.com&f=171.172.173.174.175.176.5474.5475.146&a=1655249&js=1.20.0&app=typekit&e=js&_=1620145800743
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachel\lE\90261KNJ\p[1].gif

Preview:
GIF89a............. [T ;

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachel\lE\90261KNJ\p[2].gif

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: GIF image data, version 89a, 1 x 1

Category: downloaded

Size (bytes): 35

Entropy (8bit): 2.9302005337813077

Encrypted: false

SSDEEP: 3:CUHaaatrllH5:aB

MD5: 81144D75B3E69E9AA2FA3EID83A64D03

SHAL: FOFBC60B50EDF5B2A0B76E0AA0537B76BF346FFC

SHA-256: 9B9265C69A5CC295D1ABOD04E0273B3677DB1A6216CE2CCF4EFC8C277ED84B39

SHA-512: 2D073E10AE40FDE434EB31CBEDD581A35CD763E51FB7048B88CAASFI49B1E6105E37A228C235BC8976E8DB58ED22149CFCCF83B40CE93A28390566A2897574+
A

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://p.typekit.net/p.gif?
s=1&k=vtg4qoo&ht=tk&h=spark.adobe.com&f=7180.7182.7184.22474.10294.10296.10302&a=1655249&js=1.20.0&app=typekit&e=js&_ =1620145856743

Preview:
GIF89a............. [T ;

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\90261KNJ\privacy[1].htm

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, ASCII text

Category: dropped

Size (bytes): 242

Entropy (8bit): 5.112303491915906

Encrypted: false

SSDEEP: 6:pn0+Dy9xwol6hEr6VX16hu9nPjL20Ji+KgD:J0+0XxORIWWPmMURT

MD5: 603135FFA99C99EBB6FFD7EF15DA8695

SHAL: 23A1A98130B2E61338488568BC33668B74D13760

SHA-256: 64162C4EBOALC365FD77EF01458B6C7967AAE790E3E41ABE18ECBF7C7D210439

SHA-512: FABF700B5CD145EA54862968220F841E107F0A871CFC9A34C100FDAB5B8761BESBICO3CE425A849F0AEABFD2F72B675A2B617BF0698C55A8ED74F6CAC98872(
3

Malicious: false

Reputation: low

Preview:

<IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">.<html><head>.<title>301 Moved Permanently</title>.</head><body>.<h1>Moved Permanently</h1>.<p>The
document has moved <a href="https://www.adobe.com/privacy.html">here</a>.</p>.</body></html>.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachel\lE\90261KNJ\publish.combined.fp-421881f0a79eaca9b43e2b67993ea372[1].css

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 643760

Entropy (8bit): 5.272558437645483

Encrypted: false

SSDEEP: 6144:GyojsVeUZPvp2nrz3eLxtQtD3aOxcrlVg:BeUZPvp2nrz3elLxtQtD3aOalVg

MD5: 421881F0A79EACA9B43E2B67993EA372

SHAL: ABB881A6FC1980F654CDEEE531F2897D555F941C8

SHA-256: F5AFFDECFCB51D26259D7B79BA84652F705FF7F720B02C373E98D2F6B78A15CA

SHA-512: BDF4426AFODCDB9C4DCFD7CEA224B52BE29645EE642C54A2B4CAD2FC5C3E6797631C83DF244742A8296EE6DAE9OFFAD76ECDBDBEC17DE5S54991ECO0AGAAF
5D97

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://www.adobe.com/etc.hawks.dexterlibs/hawks/clientlibs/publish.combined.fp-421881f0a79eaca9b43e2b67993ea372.css

Preview:
/* The OOTB AEM 6.4 grid system.. *. * This has been modified slightly to support Dexter's. * custom breakpoints and remove fixed left / right padding.. */./*. * ADOBE CO
NFIDENTIAL. *. * Copyright 2015 Adobe Systems Incorporated. * All Rights Reserved.. *. * NOTICE: All information contained herein is, and remains. * the property of
Adobe Systems Incorporated and its suppliers,. * if any. The intellectual and technical concepts contained. * herein are proprietary to Adobe Systems Incorporated and its.
* suppliers and may be covered by U.S. and Foreign Patents,. * patents in process, and are protected by trade secret or copyright law.. * Dissemination of this information
or reproduction of this material. * is strictly forbidden unless prior written permission is obtained. * from Adobe Systems Incorporated.. */./* grid component */..aem-Grid {.
display: block;. width: 100%;.}..aem-Grid::before,..aem-Grid::after {. display: table;. content: " ";.}..aem-Grid::after {. clear: both;.}

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\90261KNJ\publish.combined.fp-d40a7373dc7cdb5edbfd059d0f2c60db[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\90261KNJ\publish.combined.fp-d40a7373dc7cdb5edbfd059d0f2c60db[1].js
File Type: UTF-8 Unicode text, with very long lines

Category: downloaded

Size (bytes): 720057

Entropy (8bit): 5.322087162957606

Encrypted: false

SSDEEP: 12288:LmwBfrrsdDBry0d|InRdlIn8dlInrdlin7H1urS2dlInrdlInTdIINnGdIInPCrV2:LmSfrrsdDBry0dIInRdlIn8dIInrdIIX

MDS5: D40A7373DC7CDB5EDBFD059D0F2C60DB

SHAL: BOO8BEE43A64AF0929B52CEF6701AB8E3907DEAL

SHA-256: 1886682E6FIBA3C2D423732991EB3A937DE3FEB371E388A0DC8CAA37082AEBE4

SHA-512: E5A2A29DD2F1FB3CEE3324C6239A634D7FC133D942F23B91FC819FD61EOD18EC805A975AD35C1C70DID2A925BDFAC760EF05A159F9C96D7F8EBF5D62B225B:!
AO

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://www.adobe.com/etc.hawks.dexterlibs/hawks/clientlibs/publish.combined.fp-d40a7373dc7cdb5edbfd059d0f2c60db.js

Preview:
webpackJsonp([1],{113:function(e,t,n){"use strict";Object.defineProperty(t,"__esModule" {value:!0});var i=function(){function e(et){for(var n=0;n<t.length;n++){var i=t[n
];i.enumerable=i.enumerable||!1,i.configurable=!0,"value"in i&&(i.writable=!0),0bject.defineProperty(e,i.key,i)}}return function(t,n,i){return n&&e(t.prototype,n),i&&e(t,i),t}}(),r
=u(n(126)),a=u(n(185)),0=u(n(439));function u(e){return e&&e.__esModule?e:{default:e}}var s=function(){function e(t){var n=arguments.length>1&&void 0!==arguments[1]?
arguments[1]:{};!function(e,t){if(!(e instanceof t))throw new TypeError("Cannot call a class as a function")}(this,e),this.element=t,this.utils=o0.default,this.properties=n, thi
s.tools=r.default}return i(e,[{key:"bindCollection" value:function(t,n){for(var i=arguments.length,r=Array(i>2?i-2:0),0=2;0<i;0++)r[o-2]=arguments[o];var u=e.getCollectio
n(t,this.element);if(r.includes("bindLateltems")){var s=r filter(function(e){return"bindLateltems"!==e});this.bindOn.apply(this,[t,n].concat

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\90261KNJ\runtime-prod.gz[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 342968

Entropy (8bit): 5.371093003938434

Encrypted: false

SSDEEP: 6144:ECIBkfxBva98Hrj4SRZxFzb7jvSvguFyLIImEuUKP:/IABI+vSP

MDS5: BOFOC32B9B49DD909CF36FDF4ABA491C

SHA1L: 4DD35EEAA3B72879BBADED3E25109983EC736214

SHA-256: FAF1701455C322D60D4B5B27832D2430EE3BIC3D6B52D7771B4BB6F224784540
SHA-512: 8481D9IDAC37657EA7BI7E639282332524BAD837F8BDFC004B9885A10FCC145B0BA9AG5COF6CEEE30BFD2A37D03575A04AE2352080300FD96AA71C34E4111157
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://page.adobespark-assets.com/runtime/1.22/runtime-prod.gz.js

Preview:
Ifunction(a){function b(d){if(c[d])return c[d].exports;var e=c[d]={exports:{},id:d,loaded:!1};return a[d].call(e.exports,e,e.exports,b),e.loaded=!0,e.exports}var c={};b.m
=a,b.c=c,b.p="",b(0)}([function(a,b,c){var d,e;d=[c(1),c(72),c(73),c(74),c(76),c(78)],void 0!==(e=function(a){return a.Experiments&&(a.Bootstrap.disable(),a.Bootstrap.run
()),a}.apply(b,d))&&(a.exports=e)},function(a,b,c){var d,e;d=[c(33),c(40),c(39),c(35),c(34),c(41),c(43),c(44),c(45),c(46),c(48),c(49),c(47),c(53),c(50),c(51),c(2),c(52),c
(54),c(55),c(56),c(57),c(58),c(59),c(63),c(64),c(67),c(68),c(69),c(70),c(71),c(66)],void 0'==(e=function(a){return window.Luca=a,a}.apply(b,d))&&(a.exports=e)},function(a
,b,c){var d,e;d=[c(3),c(4),c(33),c(34)],void 0!==(e=function(a,b,c,d){var e=c.getSectionsArticleHandler("default");c.registerSectionsArticleHandler("split-layout-base",a.
extend({},e,{_initialize:function(b,c){var d=a(b),f=d.data("timeline"),g=d.find(".section-background"),h=d.find(".section-content");this._resetElement

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\9026IKNJ\runtime.gz[1].css

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 73425

Entropy (8bit): 4.977204259182636

Encrypted: false

SSDEEP: 768:1fwoF8BD5hj74zan5tDdSIkR5f2zSJI3IXETmMKN13hychWMobOGU90:IfwoF8BDN5tZ/RI2SN13hs
MDS5: 413473DA67E4B51BA0944226E77C3F56

SHA1L: D8ABOCEOCA07C5A65D9FE76EE6ASDB3D68668E78

SHA-256: 630DD73CC8AD2A52615AED23D16CAB6F05C1307655414D4AEBE97B6E252302A8D

SHA-512: 451C48BCA87744FB76B40CE4AB5E853FF3E3F3658A9ADID483F0385D79EFC916358D6B42BFAEC1AE782F696ACD77A476E3155080B5FF18E4F68488CE46D0CBA
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://page.adobespark-assets.com/runtime/1.22/runtime.gz.css

Preview:
.wp-progress-bar,.wp-progress-bar-clip,.wp-progress-bar-view{top:0;left:0; position:absolute}.article iframe,.article img{max-width:100%}.report-abuse-dialog .report-abuse-
dialog-article-contents,html{-webkit-tap-highlight-color:transparent}.wp-progress-bar{right:0;bottom:auto; height: lem}.wp-progress-bar-clip{right:0;bottom:0}.wp-progress-
bar-view{right:auto;bottom:0;width:0%;background-color:#000}.wp-scrollbar{z-index:5;position:absolute;opacity:0;background-color:rgha(255,255,255,.8);-webkit-tr
ansition:opacity .3s ease-out;-moz-transition:opacity .3s ease-out;-o-transition:opacity .3s ease-out;-ms-transition:opacity .3s ease-out;transition:opacity .3s ease-out;box-
shadow:0 0 2px rgha(0,0,0,.5)}.wp-scrollbar.visible{opacity:1}.wp-scrollbar-track{position:absolute;top:2px;right:2px;bottom:2px;left:2px}.wp-scrollbar-thumb{position
:absolute;top:0;left:0;background-color:rgha(0,0,0,.5)}.wp-scrollbar.horizontal{right: 16 px;bottom:0;left:0;height: 16 px}.wp-scrollbar.horizontal .wp-scrollbar-th

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\9026IKNJ\scripts[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\9026IKNJ\scripts[1].js

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

UTF-8 Unicode text

downloaded

36369

5.028473190816657

false
384:U1qVZSpel37abwbqWcqS5G399ahCgAUaww3boPOGGuUh3f3ntOX4jQt41gvUxUPCr:UMZPjwfuVPOGLB1a4j/b4g
696D0CC440A9A38E23EE9B7B623060B8

70D6991B1983E3B7D1777429533C060982799FF6
338460BD7A0F7D02FBE0808DBD34F9B6062313EB86A82CE37355829C73BC7B23
191E2DDFCB32CB46730353764CE3DA83DF020623537F21348EF347437D15BAES5830C1FO5FE4856289E6ACEF36799BA01F661C5C4EE6D384626D30B61CA3000B/
false

low

hitp://https://www.adobe.com/express/scripts/scripts.js

/*. * Copyright 2021 Adobe. All rights reserved.. * This file is licensed to you under the Apache License, Version 2.0 (the "License");. * you may not use this file except in
compliance with the License. You may obtain a copy. * of the License at http://www.apache.org/licenses/LICENSE-2.0. *. * Unless required by applicable law or agreed to
in writing, software distributed under. * the License is distributed on an "AS IS" BASIS, WITHOUT WARRANTIES OR REPRESENTATIONS. * OF ANY KIND, either
express or implied. See the License for the specific language. * governing permissions and limitations under the License.. */./* global window, navigator, document, fetch,
performance, PerformanceObserver,. FontFace, sessionStorage, Image */./* eslint-disable no-console */..export function toClassName(name) {. return name &&
typeof name ==="'string’.  ? name.toLowerCase().replace(/[*0-9a-z]/gi, "-'). :";.}..export function createTag(name, attrs) {. const el = document.createElement(n

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachel\lE\90261KNJ\styles[1].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text

downloaded

12401

4.662952324891605

false
192:wh2WV+m6jCZDitH75vH1V/FAF/1Sr+aGF50JESh0TA9ZXn:R5171PFAF95bFQ9cXn
COF349AF62FA2D1E725464B22D31CDCC
645A7814C3FBE9578EBFDEFF1327720E6AA322EF
32BB5493F1B51E6AE09315DB807602AAE9031356D170780D32D272098424FA74

B2D2DBCABABAB7233DDB89D029F3DE350D040872B119C447740C1DB862FF5B3DE2BBAFASD369CB93C88A8CDOCCC440D53CASEDB31AFB86BF78868989E262
CEO

false
low

hitp://https://www.adobe.com/express/styles/styles.css

body {. font-family: 'adobe-clean’, 'Adobe Clean', sans-serif;. background-color: #FFF;. color: #232323;. margin: 0;. padding: 0;. display: none;.}..body.appear {

display: block;.}../* gnav placeholder */..header {. box-sizing: border-box;. border-bottom: 1px solid #EAEAEA;. height: 153px;. background-image: url(/e
xpress/icons/adobe-spark.png);. background-repeat: no-repeat;. background-size: auto 42px;. background-position: bottom 24px center;. position: relative;.
background-color: white;.}..#feds-header {. opacity: 0;.}..#feds-header.appear {. opacity: 1;.}..#header-placeholder {. height: 64px;. position: absolute;. top: 0;. left: 0;.
width: 100%;. z-index: 10;. -webkit-font-smoothing: antialiased;. border-bottom: 1px solid #EAEAEA;. transition: opacity 0.1s;. background-color: white;.}..#header-
placeholder.disappear {. display: none;.}..#header-placeholder .desktop {. display: none;.}..#header-placeholder .mobile {.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\90261KNJ\ty pekit-load.gz[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCII text, with no line terminators

downloaded

67

4.670181915303587

false

3:yLRmcszgeukrQLJIkgfwOzRjf:yL/Ogcu/LugfwmRr
5D83D0AA1685849B1ACEB2382FB6BEF2
496F8CB19AAD2E89C4748729BD096CD69CI6F79E
7DACFOB95D4AFF38FE7E25986827EFA6A5CI9B1B180C66DAA7D61CD2F862FDELF

41502C0C3B1B100F4A73F507C5F15BDE9CE4ED515BAB059C28B1CA902D4C986A54FB7E39ECAAB20495AD0DD5637BEDAS89A90FAC3113D1AEGLI61F1A4B857A
EE

false
low

hitp://https://page.adobespark-assets.com/runtime/1.22/typekit-load.gz.js

document.write("<script>try{Typekit.load();}catch(e){}<Vscript>");

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\CS61XJW6\015848c8-21d3-48f0-90c3-8404fbc0b832[1].png

Process:
File Type:
Category:
Size (bytes):

C:\Program Files (x86)\Internet Explorer\iexplore.exe
PNG image data, 668 x 188, 8-bit/color RGBA, non-interlaced
downloaded

49015
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\CS61XJW6\015848c8-21d3-48f0-90c3-8404fbc0b832[1].png

Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

|IE Cache URL:

Preview:

7.989958774953542

false

768:tgk5Zb1HpCqT4sZvit+jgVEUisMkoY1Tga+igBTrUvQHfZnVHdso6wD+l:I191JFhRt+EVEUBMk3p+HUkfvOH6WD1

745F4FA19A24872EF77D0995D09B74A0

AFA12D24F977F8D704A1C483057C0839BDCBDID9

8292A1FF1A9403AAB3A660162965A0B581F4F44528ECFC38B6E7EBEDI9B749D58
0C134568E09B58DBB9860A99F414D64DB61ESF71BD08398A4D3A70C92AB1DA2507F8A3077EC5281ECD5A3B58A6B234CF8988146D5EB4F061317670784D4D7AA
false

low

hitp://https://spark.adobe.com/page/XzmTHY6Mi43rB/images/015848c8-21d3-48f0-90c3-8404fbcOb832.png?asset_id=252d8d49-0a9f-43ae-9881-
286b9f262451&img_etag=%22a545dfb9109ffce 1fdbf29c99f7befdd%22&size=2560

PNG........ IHDR.............. X~...... TXtXML:com.adobe.xmp.....<?xpacket begin="." id="W5MOMpCehiHzreSzNTczkc9d"?>.<x:xmpmeta xmins:x="adobe:ns:meta/" x:xmptk="
Adobe XMP Core 6.0-c005 79.164590, 2020/12/09-11:57:44 ">, <rdf:RDF xmIns:rdf="http://www.w3.0rg/1999/02/22-rdf-syntax-ns#">. <rdf:Description rdf:about="".
xmins:xmpMM="http://ns.adobe.com/xap/1.0/mm/">. <xmpMM:DerivedFrom rdf:parseType="Resource"/>. </rdf:Description>. </rdf:RDF>.</x:xmpmeta>.<?xpacket

end="r"?>m..".... CHRM..Z&............. u0...".......p..Q<.. .IDATX..]...D....... DzUD."H.*(M..(E.A...B......J/"U.."..KS..R.rm..6.|&...L&..=.....dZ&..W....0.<

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\CS61XJW6\30b73ae4-1bd3-47d5-ab7b-fc9ebfbd3087[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 99 x 99, 8-bit colormap, non-interlaced

downloaded

1606

7.496452620312333

false
24:Haz7BFyyvZGhiEXfDWRzuWa0AMgMjQRKvh+r7kp6v8ZrJJEKgMjAMKRSACFJIBo:H2vOXrWRz3AelvikQv81JIgMLvgq
5F6DC15AEBF37F5FD754C67506836821

F85D0E488B843557B69DE2B0O0C1192DF4B8791E8
B388259201BCEEF091734F6805B23B5C50A9462188C317FAD18E887B136B910C

0D7E2193619418CEF3FA97FEF3BD5C297EB1725E38358D5ADA9C6C4473D8018F2A9FFOD22E7C442C02E8A2E39926B860997D5F51543A4FAFDAAD4AD8CO1E8ACH
8

false

low

hitp://https://spark.adobe.com/page/XzmTHY6Mi43rB/images/30b73ae4-1bd3-47d5-ab7b-fc9ebfbd3087.png?asset_id=3124fa2e-37b6-49c6-ad01-
adf231d0691c&img_etag=%22021c634a00e1fof0e3f2395523824430%22&size=1024

AN

LLMLLgIrSXe . lo.".. 1.3 .t IDATh....WLa..{....4.1.."d.d...t.L..R.E..D!TD..TC..(R...t.3s.k. }*3W...q .{...3..5...Q[ki7.z.ma

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\CS61XJW6\LawEnforcement_72px_lIt-gray[1].svg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

SVG Scalable Vector Graphics image

downloaded

28018

6.123287231997608

false

768:3B3bnD+0T1bo4s83RvISqQEOSt1uRgzgd6Hio:10Bo49h3216HT
203D2596591DD98304B03BDBCFE7948A
145A9AB021FA39848CBFIE95DB7132554469934C
FOF7F1BB8276F731235B5519886DEF7081CE2AF2A906567888F5CC1F7BBD78C1

2A36BE5SEF21D35EA123BE7CFDB88BC1C025AE359E80068E9E1FAB66748E15D268A7A9162CAOFES364F34852E5EBA88DEGGS5C5F5710668783ADC55A91D682562
9

false
low

hitp://https://www.adobe.com/content/dam/ccl/en/privacy/images/LawEnforcement_72px_lt-gray.svg

<?xml version="1.0" encoding="utf-8"?>. Generator: Adobe lllustrator 19.2.0, SVG Export Plug-In . SVG Version: 6.00 Build 0) -->.<!IDOCTYPE svg PUBLIC "-//W3C
/IDTD SVG 1.1//EN" "http://www.w3.0rg/Graphics/SVG/1.1/DTD/svgll.dtd" [..<!ENTITY ns_extend "http://ns.adobe.com/Extensibility/1.0/">..<!IENTITY ns_ai "http://ns
.adobe.com/Adobelllustrator/10.0/">..<!ENTITY ns_graphs "http://ns.adobe.com/Graphs/1.0/*>..<!ENTITY ns_vars "http://ns.adobe.com/Variables/1.0/">..<!ENTITY ns_
imrep "http://ns.adobe.com/ImageReplacement/1.0/">..<!ENTITY ns_sfw "http://ns.adobe.com/SaveForWeb/1.0/">..<IENTITY ns_custom "http://ns.adobe.com/Ge
nericCustomNamespace/1.0/">..<IENTITY ns_adobe_xpath "http://ns.adobe.com/XPath/1.0/">.]>.<svg version="1.1" id="adobeNews_x5F_72_x5F_lt-ou" xmIns:x="
&ns_extend;" xmins:i="&ns_ai;" xmIns:graph="&ns_graphs;".. xmins="http://www.w3.0rg/2000/svg" xmIns:xlink="http://www.w3.0rg/1999/xlink" x="0px" y="0px" width="
72px" height="72px".. viewBox="-359 271 72 72" style="enab

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\CS61XJW6\McGarvey[1].htm

Process:

File Type:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, UTF-8 Unicode text, with CRLF line terminators
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\CS61XJW6\McGarvey[1].htm

Category: downloaded

Size (bytes): 14472

Entropy (8bit): 4.779738955118992

Encrypted: false

SSDEEP: 192:FTFFtj5kFsDkDeDKQATOU+gIGFwA4ZIWFNyKJaNKJYaf:3GFNQmM5Rw4DYHxY af
MDS5: DE20F9B0064C8DE2678AB5F21F8B1C26

SHA1L: C05526619BDA671724414CB33EA4C414755C60BC

SHA-256: 799399E86516E3E320FBB25876D13908A2C5050DBDCEE92CA136BECABDAATAIE
SHA-512: 4BD7C07DB9DFD3B702D804D3325C7EF4770E903286CA884E00DBC87C4498B3F8DC25701FF3A18C8E3B1F6310880582316FC3515CE4DC8B3F2602ED78D0C116!
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://honeywell-products.com/John/McGarvey/

Preview:

<!doctype html>..<html lang="en">....<head>..
query.com/jquery-3.1.1.min.js"></script>..
0=" crossorigin="anonymous"></script>..
Bootstrap CSS -->..

shrink-to-fit=no">..

Point Online</title>

Static File Info

No static file info

Network Behavior

Network Port Distribution

TCP Packets

Timestamp

May 4, 2021 18:29:58.976495981 CEST
May 4, 2021 18:29:58.977999926 CEST
May 4, 2021 18:29:59.107089043 CEST
May 4, 2021 18:29:59.107194901 CEST
May 4, 2021 18:29:59.108648062 CEST
May 4, 2021 18:29:59.108730078 CEST
May 4, 2021 18:29:59.112736940 CEST
May 4, 2021 18:29:59.113346100 CEST
May 4, 2021 18:29:59.243240118 CEST
May 4, 2021 18:29:59.243849039 CEST
May 4, 2021 18:29:59.245121002 CEST

Copyright Joe Security LLC 2021

Required meta tags -->..

Total Packets: 114

<meta charset="utf-8">..

® 53 (DNS)
® 443 (HTTPS)

<script src="https://ajax.googleapis.com/ajax/libs/jquery/2.2.4/jquery.min.js"></script>..
<script src="https://code.jquery.com/jquery-3.3.1.js" integrity="sha256-2Kok7MbOyxpgUVVvAk/HJ2jigOSY S2auK4Pfzbm7uH6
<meta name="viewport" content="width=device-width, initial-scale=1,
<link rel="stylesheet" href="https://maxcdn.bootstrapcdn.com/bootstrap/4.0.0/css/bootstrap.min.css" integrity="sha384-Gn

5384xqQ1aoWXA+058RXPxPg6fy4IWVTNhOE263XmFcJISAWIGgFAW/dAIS6IXm" crossorigin="anonymous">..
amily=Archivo+Narrow&display=swap" rel="stylesheet">..

Source Port Dest Port Source IP Dest IP

49733 443 192.168.2.4 108.174.10.10
49732 443 192.168.2.4 108.174.10.10
443 49733 108.174.10.10 192.168.2.4
49733 443 192.168.2.4 108.174.10.10
443 49732 108.174.10.10 192.168.2.4
49732 443 192.168.2.4 108.174.10.10
49733 443 192.168.2.4 108.174.10.10
49732 443 192.168.2.4 108.174.10.10
443 49733 108.174.10.10 192.168.2.4
443 49732 108.174.10.10 192.168.2.4
443 49732 108.174.10.10 192.168.2.4

<script src="https://code.j

<link href="https://fonts.googleapis.com/css?f
<script src="https://kit.fontawesome.com/585b051251.js" crossorigin="anonymous"></script>..

<title>Share
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Timestamp Source Port Dest Port Source IP Dest IP

May 4, 2021 18:29:59.245151043 CEST 443 49732 108.174.10.10 192.168.2.4
May 4, 2021 18:29:59.245161057 CEST 443 49732 108.174.10.10 192.168.2.4
May 4, 2021 18:29:59.245254993 CEST 49732 443 192.168.2.4 108.174.10.10
May 4, 2021 18:29:59.246150017 CEST 443 49733 108.174.10.10 192.168.2.4
May 4, 2021 18:29:59.246177912 CEST 443 49733 108.174.10.10 192.168.2.4
May 4, 2021 18:29:59.246186972 CEST 443 49733 108.174.10.10 192.168.2.4
May 4, 2021 18:29:59.246298075 CEST 49733 443 192.168.2.4 108.174.10.10
May 4, 2021 18:29:59.246335030 CEST 49733 443 192.168.2.4 108.174.10.10
May 4, 2021 18:29:59.286478996 CEST 49733 443 192.168.2.4 108.174.10.10
May 4, 2021 18:29:59.289720058 CEST 49732 443 192.168.2.4 108.174.10.10
May 4, 2021 18:29:59.294873953 CEST 49732 443 192.168.2.4 108.174.10.10
May 4, 2021 18:29:59.295047045 CEST 49733 443 192.168.2.4 108.174.10.10
May 4, 2021 18:29:59.295170069 CEST 49732 443 192.168.2.4 108.174.10.10
May 4, 2021 18:29:59.418970108 CEST 443 49733 108.174.10.10 192.168.2.4
May 4, 2021 18:29:59.418994904 CEST 443 49733 108.174.10.10 192.168.2.4
May 4, 2021 18:29:59.419008017 CEST 443 49733 108.174.10.10 192.168.2.4
May 4, 2021 18:29:59.419053078 CEST 49733 443 192.168.2.4 108.174.10.10
May 4, 2021 18:29:59.419111967 CEST 49733 443 192.168.2.4 108.174.10.10
May 4, 2021 18:29:59.420098066 CEST 49733 443 192.168.2.4 108.174.10.10
May 4, 2021 18:29:59.422060013 CEST 443 49732 108.174.10.10 192.168.2.4
May 4, 2021 18:29:59.422080994 CEST 443 49732 108.174.10.10 192.168.2.4
May 4, 2021 18:29:59.422091007 CEST 443 49732 108.174.10.10 192.168.2.4
May 4, 2021 18:29:59.422194958 CEST 49732 443 192.168.2.4 108.174.10.10
May 4, 2021 18:29:59.422226906 CEST 49732 443 192.168.2.4 108.174.10.10
May 4, 2021 18:29:59.423435926 CEST 49732 443 192.168.2.4 108.174.10.10
May 4, 2021 18:29:59.426923990 CEST 443 49732 108.174.10.10 192.168.2.4
May 4, 2021 18:29:59.427031040 CEST 49732 443 192.168.2.4 108.174.10.10
May 4, 2021 18:29:59.427056074 CEST 443 49733 108.174.10.10 192.168.2.4
May 4, 2021 18:29:59.427119017 CEST 49733 443 192.168.2.4 108.174.10.10
May 4, 2021 18:29:59.446173906 CEST 443 49732 108.174.10.10 192.168.2.4
May 4, 2021 18:29:59.446202993 CEST 443 49732 108.174.10.10 192.168.2.4
May 4, 2021 18:29:59.446315050 CEST 49732 443 192.168.2.4 108.174.10.10
May 4, 2021 18:29:59.591067076 CEST 443 49733 108.174.10.10 192.168.2.4
May 4, 2021 18:29:59.594901085 CEST 443 49732 108.174.10.10 192.168.2.4
May 4, 2021 18:29:59.845736980 CEST 49737 443 192.168.2.4 65.9.66.79
May 4, 2021 18:29:59.845843077 CEST 49738 443 192.168.2.4 65.9.66.79
May 4, 2021 18:29:59.886239052 CEST 443 49737 65.9.66.79 192.168.2.4
May 4, 2021 18:29:59.886265039 CEST 443 49738 65.9.66.79 192.168.2.4
May 4, 2021 18:29:59.886450052 CEST 49737 443 192.168.2.4 65.9.66.79
May 4, 2021 18:29:59.886673927 CEST 49738 443 192.168.2.4 65.9.66.79
May 4, 2021 18:29:59.888454914 CEST 49737 443 192.168.2.4 65.9.66.79
May 4, 2021 18:29:59.888864994 CEST 49738 443 192.168.2.4 65.9.66.79
May 4, 2021 18:29:59.928844929 CEST 443 49737 65.9.66.79 192.168.2.4
May 4, 2021 18:29:59.929018021 CEST 443 49737 65.9.66.79 192.168.2.4
May 4, 2021 18:29:59.929038048 CEST 443 49737 65.9.66.79 192.168.2.4
May 4, 2021 18:29:59.929132938 CEST 49737 443 192.168.2.4 65.9.66.79
May 4, 2021 18:29:59.929161072 CEST 49737 443 192.168.2.4 65.9.66.79
May 4, 2021 18:29:59.929161072 CEST 443 49738 65.9.66.79 192.168.2.4
May 4, 2021 18:29:59.929451942 CEST 443 49738 65.9.66.79 192.168.2.4
May 4, 2021 18:29:59.929471970 CEST 443 49738 65.9.66.79 192.168.2.4
May 4, 2021 18:29:59.929563046 CEST 49738 443 192.168.2.4 65.9.66.79
May 4, 2021 18:29:59.929641008 CEST 49738 443 192.168.2.4 65.9.66.79
May 4, 2021 18:29:59.930959940 CEST 443 49737 65.9.66.79 192.168.2.4
May 4, 2021 18:29:59.931165934 CEST 49737 443 192.168.2.4 65.9.66.79
May 4, 2021 18:29:59.932682037 CEST 443 49738 65.9.66.79 192.168.2.4
May 4, 2021 18:29:59.932847023 CEST 49738 443 192.168.2.4 65.9.66.79
May 4, 2021 18:29:59.939268112 CEST 49737 443 192.168.2.4 65.9.66.79
May 4, 2021 18:29:59.939697981 CEST 49737 443 192.168.2.4 65.9.66.79
May 4, 2021 18:29:59.939903975 CEST 49737 443 192.168.2.4 65.9.66.79
May 4, 2021 18:29:59.943037987 CEST 49738 443 192.168.2.4 65.9.66.79
May 4, 2021 18:29:59.943427086 CEST 49738 443 192.168.2.4 65.9.66.79
May 4, 2021 18:29:59.982495070 CEST 443 49737 65.9.66.79 192.168.2.4
May 4, 2021 18:29:59.982532978 CEST 443 49737 65.9.66.79 192.168.2.4
May 4, 2021 18:29:59.982594967 CEST 443 49737 65.9.66.79 192.168.2.4
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May 4, 2021 18:29:59.982677937 CEST 443 49737 65.9.66.79 192.168.2.4
May 4, 2021 18:29:59.982852936 CEST 49737 443 192.168.2.4 65.9.66.79
May 4, 2021 18:29:59.982860088 CEST 443 49737 65.9.66.79 192.168.2.4
May 4, 2021 18:29:59.985728025 CEST 443 49738 65.9.66.79 192.168.2.4
May 4, 2021 18:29:59.985941887 CEST 443 49738 65.9.66.79 192.168.2.4
May 4, 2021 18:29:59.985975027 CEST 443 49738 65.9.66.79 192.168.2.4
May 4, 2021 18:29:59.986030102 CEST 49738 443 192.168.2.4 65.9.66.79
May 4, 2021 18:29:59.986057997 CEST 49738 443 192.168.2.4 65.9.66.79
May 4, 2021 18:29:59.986095905 CEST 443 49738 65.9.66.79 192.168.2.4
May 4, 2021 18:29:59.986138105 CEST 443 49738 65.9.66.79 192.168.2.4
May 4, 2021 18:29:59.986181974 CEST 49738 443 192.168.2.4 65.9.66.79
May 4, 2021 18:30:00.003638029 CEST 49738 443 192.168.2.4 65.9.66.79
May 4, 2021 18:30:00.003688097 CEST 49737 443 192.168.2.4 65.9.66.79
May 4, 2021 18:30:00.044359922 CEST 443 49738 65.9.66.79 192.168.2.4
May 4, 2021 18:30:00.044389963 CEST 443 49737 65.9.66.79 192.168.2.4
May 4, 2021 18:30:00.338512897 CEST 443 49737 65.9.66.79 192.168.2.4
May 4, 2021 18:30:00.338570118 CEST 443 49737 65.9.66.79 192.168.2.4
May 4, 2021 18:30:00.338685989 CEST 443 49737 65.9.66.79 192.168.2.4
May 4, 2021 18:30:00.338704109 CEST 49737 443 192.168.2.4 65.9.66.79
May 4, 2021 18:30:00.338711977 CEST 443 49737 65.9.66.79 192.168.2.4
May 4, 2021 18:30:00.338736057 CEST 443 49737 65.9.66.79 192.168.2.4
May 4, 2021 18:30:00.338749886 CEST 49737 443 192.168.2.4 65.9.66.79
May 4, 2021 18:30:00.338761091 CEST 443 49737 65.9.66.79 192.168.2.4
May 4, 2021 18:30:00.338785887 CEST 49737 443 192.168.2.4 65.9.66.79
May 4, 2021 18:30:00.338821888 CEST 49737 443 192.168.2.4 65.9.66.79

UDP Packets

Timestamp Source Port Dest Port Source IP Dest IP
May 4, 2021 18:29:46.442728996 CEST 49714 53 192.168.2.4 8.8.8.8
May 4, 2021 18:29:46.500653028 CEST 58028 53 192.168.2.4 8.8.8.8
May 4, 2021 18:29:46.503185034 CEST 53 49714 8.8.8.8 192.168.2.4
May 4, 2021 18:29:46.560662031 CEST 53 58028 8.8.8.8 192.168.2.4
May 4, 2021 18:29:48.974512100 CEST 53097 53 192.168.2.4 8.8.8.8
May 4, 2021 18:29:49.023610115 CEST 53 53097 8.8.8.8 192.168.2.4
May 4, 2021 18:29:50.020828009 CEST 49257 53 192.168.2.4 8.8.8.8
May 4, 2021 18:29:50.079596996 CEST 53 49257 8.8.8.8 192.168.2.4
May 4, 2021 18:29:50.944365025 CEST 62389 53 192.168.2.4 8.8.8.8
May 4, 2021 18:29:50.993026018 CEST 53 62389 8.8.8.8 192.168.2.4
May 4, 2021 18:29:52.981178045 CEST 49910 53 192.168.2.4 8.8.8.8
May 4, 2021 18:29:53.032746077 CEST 53 49910 8.8.8.8 192.168.2.4
May 4, 2021 18:29:55.482002020 CEST 55854 53 192.168.2.4 8.8.8.8
May 4, 2021 18:29:55.534821033 CEST 53 55854 8.8.8.8 192.168.2.4
May 4, 2021 18:29:56.850943089 CEST 64549 53 192.168.2.4 8.8.8.8
May 4, 2021 18:29:56.900933981 CEST 53 64549 8.8.8.8 192.168.2.4
May 4, 2021 18:29:57.466950893 CEST 63153 53 192.168.2.4 8.8.8.8
May 4, 2021 18:29:57.525852919 CEST 53 63153 8.8.8.8 192.168.2.4
May 4, 2021 18:29:58.604353905 CEST 52991 53 192.168.2.4 8.8.8.8
May 4, 2021 18:29:58.658031940 CEST 53 52991 8.8.8.8 192.168.2.4
May 4, 2021 18:29:58.911828995 CEST 53700 53 192.168.2.4 8.8.8.8
May 4, 2021 18:29:58.962948084 CEST 53 53700 8.8.8.8 192.168.2.4
May 4, 2021 18:29:59.459659100 CEST 51726 53 192.168.2.4 8.8.8.8
May 4, 2021 18:29:59.515592098 CEST 53 51726 8.8.8.8 192.168.2.4
May 4, 2021 18:29:59.588474989 CEST 56794 53 192.168.2.4 8.8.8.8
May 4, 2021 18:29:59.638874054 CEST 53 56794 8.8.8.8 192.168.2.4
May 4, 2021 18:29:59.780359983 CEST 56534 53 192.168.2.4 8.8.8.8
May 4, 2021 18:29:59.841478109 CEST 53 56534 8.8.8.8 192.168.2.4
May 4, 2021 18:30:00.544222116 CEST 56627 53 192.168.2.4 8.8.8.8
May 4, 2021 18:30:00.607762098 CEST 53 56627 8.8.8.8 192.168.2.4
May 4, 2021 18:30:00.915690899 CEST 56621 53 192.168.2.4 8.8.8.8
May 4, 2021 18:30:00.975754976 CEST 53 56621 8.8.8.8 192.168.2.4
May 4, 2021 18:30:01.650170088 CEST 63116 53 192.168.2.4 8.8.8.8
May 4, 2021 18:30:01.705123901 CEST 53 63116 8.8.8.8 192.168.2.4
May 4, 2021 18:30:01.724504948 CEST 64078 53 192.168.2.4 8.8.8.8
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May 4, 2021 18:30:01.776500940 CEST 53 64078 8.8.8.8 192.168.2.4
May 4, 2021 18:30:01.809034109 CEST 64801 53 192.168.2.4 8.8.8.8
May 4, 2021 18:30:01.868669033 CEST 53 64801 8.8.8.8 192.168.2.4
May 4, 2021 18:30:03.256153107 CEST 61721 53 192.168.2.4 8.8.8.8
May 4, 2021 18:30:03.304940939 CEST 53 61721 8.8.8.8 192.168.2.4
May 4, 2021 18:30:04.249834061 CEST 51255 53 192.168.2.4 8.8.8.8
May 4, 2021 18:30:04.303488970 CEST 53 51255 8.8.8.8 192.168.2.4
May 4, 2021 18:30:05.448162079 CEST 61522 53 192.168.2.4 8.8.8.8
May 4, 2021 18:30:05.500138044 CEST 53 61522 8.8.8.8 192.168.2.4
May 4, 2021 18:30:14.283268929 CEST 52337 53 192.168.2.4 8.8.8.8
May 4, 2021 18:30:14.332653046 CEST 53 52337 8.8.8.8 192.168.2.4
May 4, 2021 18:30:15.358006954 CEST 55046 53 192.168.2.4 8.8.8.8
May 4, 2021 18:30:15.409080029 CEST 53 55046 8.8.8.8 192.168.2.4
May 4, 2021 18:30:16.272850037 CEST 49612 53 192.168.2.4 8.8.8.8
May 4, 2021 18:30:16.321757078 CEST 53 49612 8.8.8.8 192.168.2.4
May 4, 2021 18:30:16.461772919 CEST 49285 53 192.168.2.4 8.8.8.8
May 4, 2021 18:30:16.513299942 CEST 53 49285 8.8.8.8 192.168.2.4
May 4, 2021 18:30:17.902252913 CEST 50601 53 192.168.2.4 8.8.8.8
May 4, 2021 18:30:17.964375019 CEST 53 50601 8.8.8.8 192.168.2.4
May 4, 2021 18:30:19.500129938 CEST 60875 53 192.168.2.4 8.8.8.8
May 4, 2021 18:30:19.555759907 CEST 53 60875 8.8.8.8 192.168.2.4
May 4, 2021 18:30:22.124034882 CEST 56448 53 192.168.2.4 8.8.8.8
May 4, 2021 18:30:22.173311949 CEST 53 56448 8.8.8.8 192.168.2.4
May 4, 2021 18:30:26.654872894 CEST 59172 53 192.168.2.4 8.8.8.8
May 4, 2021 18:30:26.721276999 CEST 53 59172 8.8.8.8 192.168.2.4
May 4, 2021 18:30:27.448276043 CEST 62420 53 192.168.2.4 8.8.8.8
May 4, 2021 18:30:27.497462034 CEST 53 62420 8.8.8.8 192.168.2.4
May 4, 2021 18:30:27.597989082 CEST 60579 53 192.168.2.4 8.8.8.8
May 4, 2021 18:30:27.601289988 CEST 50183 53 192.168.2.4 8.8.8.8
May 4, 2021 18:30:27.605354071 CEST 61531 53 192.168.2.4 8.8.8.8
May 4, 2021 18:30:27.609694004 CEST 49228 53 192.168.2.4 8.8.8.8
May 4, 2021 18:30:27.640357971 CEST 59794 53 192.168.2.4 8.8.8.8
May 4, 2021 18:30:27.653351068 CEST 53 50183 8.8.8.8 192.168.2.4
May 4, 2021 18:30:27.664014101 CEST 53 61531 8.8.8.8 192.168.2.4
May 4, 2021 18:30:27.665705919 CEST 53 60579 8.8.8.8 192.168.2.4
May 4, 2021 18:30:27.666471004 CEST 53 49228 8.8.8.8 192.168.2.4
May 4, 2021 18:30:27.696558952 CEST 55916 53 192.168.2.4 8.8.8.8
May 4, 2021 18:30:27.699824095 CEST 53 59794 8.8.8.8 192.168.2.4
May 4, 2021 18:30:27.713977098 CEST 52752 53 192.168.2.4 8.8.8.8
May 4, 2021 18:30:27.747627020 CEST 53 55916 8.8.8.8 192.168.2.4
May 4, 2021 18:30:27.775144100 CEST 53 52752 8.8.8.8 192.168.2.4
May 4, 2021 18:30:28.050678015 CEST 60542 53 192.168.2.4 8.8.8.8
May 4, 2021 18:30:28.114026070 CEST 53 60542 8.8.8.8 192.168.2.4
May 4, 2021 18:30:28.342267990 CEST 60689 53 192.168.2.4 8.8.8.8
May 4, 2021 18:30:28.393843889 CEST 53 60689 8.8.8.8 192.168.2.4
May 4, 2021 18:30:28.446861029 CEST 62420 53 192.168.2.4 8.8.8.8
May 4, 2021 18:30:28.498964071 CEST 53 62420 8.8.8.8 192.168.2.4
May 4, 2021 18:30:29.352961063 CEST 60689 53 192.168.2.4 8.8.8.8
May 4, 2021 18:30:29.406622887 CEST 53 60689 8.8.8.8 192.168.2.4
May 4, 2021 18:30:29.542423010 CEST 62420 53 192.168.2.4 8.8.8.8
May 4, 2021 18:30:29.593410969 CEST 53 62420 8.8.8.8 192.168.2.4
May 4, 2021 18:30:30.371203899 CEST 60689 53 192.168.2.4 8.8.8.8
May 4, 2021 18:30:30.424232960 CEST 53 60689 8.8.8.8 192.168.2.4
May 4, 2021 18:30:35.744837999 CEST 60689 53 192.168.2.4 8.8.8.8
May 4, 2021 18:30:35.759299040 CEST 62420 53 192.168.2.4 8.8.8.8
May 4, 2021 18:30:35.797895908 CEST 53 60689 8.8.8.8 192.168.2.4
May 4, 2021 18:30:35.810070038 CEST 53 62420 8.8.8.8 192.168.2.4
May 4, 2021 18:30:38.108350039 CEST 64206 53 192.168.2.4 8.8.8.8
May 4, 2021 18:30:38.171022892 CEST 53 64206 8.8.8.8 192.168.2.4
May 4, 2021 18:30:39.352947950 CEST 50904 53 192.168.2.4 8.8.8.8
May 4, 2021 18:30:39.403321981 CEST 53 50904 8.8.8.8 192.168.2.4
May 4, 2021 18:30:39.754904985 CEST 60689 53 192.168.2.4 8.8.8.8
May 4, 2021 18:30:39.761322021 CEST 62420 53 192.168.2.4 8.8.8.8
May 4, 2021 18:30:39.810564041 CEST 53 62420 8.8.8.8 192.168.2.4
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May 4, 2021 18:30:39.816544056 CEST 53 60689 8.8.8.8 192.168.2.4

May 4, 2021 18:30:40.489033937 CEST 57525 53 192.168.2.4 8.8.8.8

May 4, 2021 18:30:40.548064947 CEST 53 57525 8.8.8.8 192.168.2.4

May 4, 2021 18:30:41.056047916 CEST 53814 53 192.168.2.4 8.8.8.8

May 4, 2021 18:30:41.118479967 CEST 53 53814 8.8.8.8 192.168.2.4

May 4, 2021 18:30:41.488152981 CEST 53418 53 192.168.2.4 8.8.8.8

May 4, 2021 18:30:41.541291952 CEST 53 53418 8.8.8.8 192.168.2.4

May 4, 2021 18:30:41.545733929 CEST 62833 53 192.168.2.4 8.8.8.8

May 4, 2021 18:30:41.603029966 CEST 53 62833 8.8.8.8 192.168.2.4

May 4, 2021 18:30:42.486138105 CEST 59260 53 192.168.2.4 8.8.8.8

May 4, 2021 18:30:42.547161102 CEST 53 59260 8.8.8.8 192.168.2.4

May 4, 2021 18:30:42.965092897 CEST 49944 53 192.168.2.4 8.8.8.8

May 4, 2021 18:30:43.027153015 CEST 53 49944 8.8.8.8 192.168.2.4

May 4, 2021 18:30:43.182039976 CEST 63300 53 192.168.2.4 8.8.8.8

May 4, 2021 18:30:43.230762005 CEST 53 63300 8.8.8.8 192.168.2.4

May 4, 2021 18:31:02.716582060 CEST 61449 53 192.168.2.4 8.8.8.8

May 4, 2021 18:31:02.776468992 CEST 53 61449 8.8.8.8 192.168.2.4

May 4, 2021 18:31:07.988040924 CEST 51275 53 192.168.2.4 8.8.8.8

May 4, 2021 18:31:08.185777903 CEST 53 51275 8.8.8.8 192.168.2.4

May 4, 2021 18:31:08.647566080 CEST 63492 53 192.168.2.4 8.8.8.8

May 4, 2021 18:31:08.754232883 CEST 53 63492 8.8.8.8 192.168.2.4

May 4, 2021 18:31:10.206304073 CEST 58945 53 192.168.2.4 8.8.8.8

May 4, 2021 18:31:10.263516903 CEST 53 58945 8.8.8.8 192.168.2.4

May 4, 2021 18:31:10.992666006 CEST 60779 53 192.168.2.4 8.8.8.8

May 4, 2021 18:31:11.043559074 CEST 53 60779 8.8.8.8 192.168.2.4

May 4, 2021 18:31:11.494223118 CEST 64014 53 192.168.2.4 8.8.8.8

May 4, 2021 18:31:11.551402092 CEST 53 64014 8.8.8.8 192.168.2.4

May 4, 2021 18:31:12.020242929 CEST 57091 53 192.168.2.4 8.8.8.8

May 4, 2021 18:31:12.079874039 CEST 53 57091 8.8.8.8 192.168.2.4

DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

May 4, 2021 18:29:58.911828995 CEST 192.168.2.4 8.8.8.8 0x812c Standard query  Inkd.in A (IP address) IN (0x0001)
(0)

May 4, 2021 18:29:59.459659100 CEST 192.168.2.4 8.8.8.8 0x1f3 Standard query  www.linked A (IP address) IN (0x0001)
(0) in.com

May 4, 2021 18:30:00.544222116 CEST 192.168.2.4 8.8.8.8 0x397e Standard query  page.adobe A (IP address) IN (0x0001)
(0) spark-assets.com

May 4, 2021 18:30:00.915690899 CEST 192.168.2.4 8.8.8.8 0xff88 Standard query  use.typekit.net A (IP address) IN (0x0001)
(0)

May 4, 2021 18:30:01.650170088 CEST 192.168.2.4 8.8.8.8 0x4f57 Standard query  s3.amazona A (IP address) IN (0x0001)
0) ws.com

May 4, 2021 18:30:01.809034109 CEST 192.168.2.4 8.8.8.8 0xd09%e Standard query  p.typekit.net A (IP address) IN (0x0001)
(0)

May 4, 2021 18:30:19.500129938 CEST 192.168.2.4 8.8.8.8 0xf518 Standard query  page.adobe A (IP address) IN (0x0001)
0) spark-assets.com

May 4, 2021 18:30:26.654872894 CEST 192.168.2.4 8.8.8.8 0x5983 Standard query  honeywell- A (IP address) IN (0x0001)
(0) products.com

May 4, 2021 18:30:27.601289988 CEST 192.168.2.4 8.8.8.8 0xb4b0 Standard query  code.jquery.com A (IP address) IN (0x0001)
(0)

May 4, 2021 18:30:27.605354071 CEST 192.168.2.4 8.8.8.8 0x46¢c7 Standard query  maxcdn.boo A (IP address) IN (0x0001)
0) tstrapcdn.com

May 4, 2021 18:30:27.640357971 CEST 192.168.2.4 8.8.8.8 0x890d Standard query  kit.fontaw A (IP address) IN (0x0001)
0) esome.com

May 4, 2021 18:30:27.696558952 CEST 192.168.2.4 8.8.8.8 0x6e8 Standard query  cdnjs.clou A (IP address) IN (0x0001)
0) dflare.com

May 4, 2021 18:30:27.713977098 CEST 192.168.2.4 8.8.8.8 Oxa8b Standard query  stackpath. A (IP address) IN (0x0001)
(0) bootstrapc

dn.com

May 4, 2021 18:30:28.050678015 CEST 192.168.2.4 8.8.8.8 0x7e96 Standard query  ka-f.fonta A (IP address) IN (0x0001)
0) wesome.com

May 4, 2021 18:30:41.056047916 CEST 192.168.2.4 8.8.8.8 0xd40f Standard query  static.ado A (IP address) IN (0x0001)
0) belogin.com

May 4, 2021 18:30:41.488152981 CEST 192.168.2.4 8.8.8.8 0x33e2 Standard query  assets.ado A (IP address) IN (0x0001)
0) bedtm.com

May 4, 2021 18:30:41.545733929 CEST 192.168.2.4 8.8.8.8 0x221 Standard query  cdn.cookie A (IP address) IN (0x0001)
(0) law.org
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Timestamp

May 4, 2021 18:30:42.486138105 CEST

May 4, 2021 18:30:42.965092897 CEST

DNS Answers

Timestamp

May 4, 2021
18:29:58.962948084
CEST

May 4, 2021
18:29:59.515592098
CEST

May 4, 2021
18:29:59.841478109
CEST

May 4, 2021
18:29:59.841478109
CEST

May 4, 2021
18:29:59.841478109
CEST

May 4, 2021
18:29:59.841478109
CEST

May 4, 2021
18:30:00.607762098
CEST

May 4, 2021
18:30:00.607762098
CEST

May 4, 2021
18:30:00.607762098
CEST

May 4, 2021
18:30:00.607762098
CEST

May 4, 2021
18:30:00.975754976
CEST

May 4, 2021
18:30:01.705123901
CEST

May 4, 2021
18:30:01.868669033
CEST

May 4, 2021
18:30:19.555759907
CEST

May 4, 2021
18:30:19.555759907
CEST

May 4, 2021
18:30:19.555759907
CEST

May 4, 2021
18:30:19.555759907
CEST

May 4, 2021
18:30:26.721276999
CEST

May 4, 2021
18:30:27.653351068
CEST

May 4, 2021
18:30:27.664014101
CEST

May 4, 2021
18:30:27.664014101
CEST

May 4, 2021
18:30:27.699824095
CEST

May 4, 2021
18:30:27.747627020
CEST

Copyright Joe Security LLC 2021

Source IP

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Dest IP
192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

Source IP

192.168.2.4

192.168.2.4

Trans ID

0x812c

0x1f3

0x847c

0x847c

0x847c

0x847c

0x397e

0x397e

0x397e

0x397e

0xff88

0x4f57

0xd09e

0xf518

0xf518

0xf518

0xf518

0x5983

0xb4b0

0x46¢7

0x46¢7

0x890d

0x6e8

Dest IP
8.8.8.8

8.8.8.8

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Trans ID

Oxac72

0x8043

Name

Inkd.in

www.linked
in.com

spark.adob
eprojectm.com

spark.adob
eprojectm.com

spark.adob
eprojectm.com

spark.adob
eprojectm.com

page.adobe
spark-asse
ts.com

page.adobe
spark-asse
ts.com

page.adobe
spark-asse
ts.com

page.adobe
spark-asse
ts.com

use.typekit.net

s3.amazona
ws.com

p.typekit.net

page.adobe
spark-asse
ts.com

page.adobe
spark-asse
ts.com

page.adobe
spark-asse
ts.com

page.adobe
spark-asse
ts.com

honeywell-
products.com

code.jquery.com cds.s5x3j6g5.hwedn.net

maxcdn.boo
tstrapcdn.com

maxcdn.boo
tstrapcdn.com

kit.fontaw
esome.com

cdnjs.clou
dflare.com

OP Code

Standard query
(0)
Standard query
(0)

CName

www-linkedin-com.I-
0005.I-msedge.net

use-

stls.adobe.com.edgesuite

.net

p.typekit.net-
v3.edgekey.net

kit.fontawesome.com.cdn.

cloudflare.net

Name Type

dpm.demdex.net A (IP address)

geolocatio
n.onetrust.com

A (IP address)

Address Type

108.174.10.10 A (IP address)

CNAME

(Canonical

name)
65.9.66.79 A (IP address)
65.9.66.74 A (IP address)
65.9.66.47 A (IP address)
65.9.66.89 A (IP address)
65.9.66.115 A (IP address)
65.9.66.77 A (IP address)
65.9.66.64 A (IP address)
65.9.66.38 A (IP address)

CNAME
(Canonical
name)

52.217.108.214 A (IP address)

CNAME

(Canonical

name)
65.9.66.115 A (IP address)
65.9.66.64 A (IP address)
65.9.66.38 A (IP address)
65.9.66.77 A (IP address)

69.49.234.166 A (IP address)

CNAME
(Canonical
name)

104.18.11.207 A (IP address)

104.18.10.207 A (IP address)

CNAME
(Canonical
name)

104.16.19.94 A (IP address)

Class

IN (0x0001)

IN (0x0001)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP

May 4, 2021 8.8.8.8
18:30:27.747627020
CEST

May 4, 2021 8.8.8.8
18:30:27.775144100
CEST

May 4, 2021 8.8.8.8
18:30:27.775144100
CEST

May 4, 2021 8.8.8.8
18:30:28.114026070
CEST

May 4, 2021 8.8.8.8
18:30:41.118479967
CEST

May 4, 2021 8.8.8.8
18:30:41.118479967
CEST

May 4, 2021 8.8.8.8
18:30:41.118479967
CEST

May 4, 2021 8.8.8.8
18:30:41.541291952
CEST

May 4, 2021 8.8.8.8
18:30:41.603029966
CEST

May 4, 2021 8.8.8.8
18:30:41.603029966
CEST

May 4, 2021 8.8.8.8
18:30:42.547161102
CEST

May 4, 2021 8.8.8.8
18:30:42.547161102
CEST

May 4, 2021 8.8.8.8
18:30:42.547161102
CEST

May 4, 2021 8.8.8.8
18:30:42.547161102
CEST

May 4, 2021 8.8.8.8
18:30:42.547161102
CEST

May 4, 2021 8.8.8.8
18:30:42.547161102
CEST

May 4, 2021 8.8.8.8
18:30:42.547161102
CEST

May 4, 2021 8.8.8.8
18:30:42.547161102
CEST

May 4, 2021 8.8.8.8
18:30:42.547161102
CEST

May 4, 2021 8.8.8.8
18:30:42.547161102
CEST

May 4, 2021 8.8.8.8
18:30:42.547161102
CEST

May 4, 2021 8.8.8.8
18:30:43.027153015
CEST

May 4, 2021 8.8.8.8
18:30:43.027153015
CEST

Copyright Joe Security LLC 2021

Dest IP
192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

Trans ID

0x6e8

Oxa8b

Oxa8b

0x7e96

0xd40f

0xd40f

0xd40f

0x33e2

0x221

0x221

Oxac72

Oxac72

Oxac72

Oxac72

Oxac72

Oxac72

Oxac72

Oxac72

Oxac72

Oxac72

Oxac72

0x8043

0x8043

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

cdnjs.clou
dflare.com

stackpath.
bootstrapc
dn.com

stackpath.
bootstrapc
dn.com

ka-f.fonta
wesome.com

static.ado
belogin.com

adobelogin-
static.pr
od.ims.ado
bejanus.com

dd20fzx9mj
46f.cloudf
ront.net

assets.ado
bedtm.com

cdn.cookie
law.org

cdn.cookie
law.org

dpm.demdex.net

gslb-2.dem
dex.net

edge-irll.
demdex.net

dcs-edge-irl1-
876252164.eu-
west-1.elb.am
azonaws.com

dcs-edge-irl1-
876252164.eu-
west-1.elb.am
azonaws.com

dcs-edge-irl1-
876252164.eu-
west-1.elb.am
azonaws.com

dcs-edge-irl1-
876252164.eu-
west-1.elb.am
azonaws.com

dcs-edge-irl1-
876252164.eu-
west-1.elb.am
azonaws.com

dcs-edge-irl1-
876252164.eu-
west-1.elb.am
azonaws.com
dcs-edge-irl1-
876252164.eu-
west-1.elb.am
azonaws.com
dcs-edge-irl1-
876252164.eu-
west-1.elb.am
azonaws.com

geolocatio
n.onetrust.com

geolocatio
n.onetrust.com

CName

ka-
f.fontawesome.com.cdn.cl
oudflare.net

adobelogin-
static.prod.ims.adobejanu
s.com

dd20fzx9mj46f.cloudfront.
net

cn-
assets.adobedtm.com.ed
gekey.net

gslb-2.demdex.net

edge-irll.demdex.net

dcs-edge-irl1-
876252164.eu-west-
1.elb.amazonaws.com

Address
104.16.18.94

104.18.10.207

104.18.11.207

13.35.252.69

104.16.149.64

104.16.148.64

34.246.133.154

34.250.160.147

52.214.68.15

52.30.200.197

54.76.54.153

54.171.219.200

18.203.106.177

34.243.47.58

104.20.184.68

104.20.185.68

Type
A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp

May 4, 2021
18:30:43.230762005
CEST

8.8.8.8

May 4, 2021
18:30:43.230762005
CEST

8.8.8.8

May 4, 2021
18:30:43.230762005
CEST

8.8.8.8

HTTPS Packets

Timestamp

May 4, 2021
18:29:59.245161057
CEST

May 4, 2021
18:29:59.246186972
CEST

May 4, 2021
18:29:59.930959940
CEST

May 4, 2021
18:29:59.932682037
CEST

Copyright Joe Security LLC 2021

Source IP

Source IP

108.174.10.10

108.174.10.10 443

65.9.66.79

65.9.66.79

Dest IP
192.168.2.4

192.168.2.4

192.168.2.4

Source

Port Dest IP

443

443

443

Trans ID

0xd30c

0xd30c

0xd30c

Dest
Port

192.168.2.4 49732

192.168.2.4 49733

192.168.2.4 49737

192.168.2.4 49738

Reply Code
No error (0)

Name

CName

adobe.com.

ssl.dl.sc.
omtrdc.net

No error (0)

adobe.com.

ssl.dl.sc.
omtrdc.net

No error (0)

adobe.com.

ssl.dl.sc.
omtrdc.net

Subject

CN-=Inkd.in, O=LinkedIn
Corporation, L=Sunnyvale,
ST=California, C=US
CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=USs

CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=USs

CN-=Inkd.in, O=LinkedIn
Corporation, L=Sunnyvale,
ST=California, C=US
CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=USs

CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=USs

CN=spark.adobe.com,
OU=IT, O=Adobe Systems
Incorporated, L=San Jose,
ST=California, C=US
CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=USs

CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=USs

CN=spark.adobe.com,
OU=IT, O=Adobe Systems
Incorporated, L=San Jose,
ST=California, C=US
CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=USs

CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=USs

Issuer

CN=DigiCert SHA2
Secure Server CA,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert SHA2
Secure Server CA,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert SHA2
Secure Server CA,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert SHA2
Secure Server CA,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

Not
Before

Thu Jan
07
01:00:00
CET
2021
Wed
Sep 23
02:00:00
CEST
2020

Wed
Sep 23
02:00:00
CEST
2020

Thu Jan
07
01:00:00
CET
2021
Wed
Sep 23
02:00:00
CEST
2020

Wed
Sep 23
02:00:00
CEST
2020

Fri Jun
05
02:00:00
CEST
2020 Fri
Mar 08
13:00:00
CET
2013

Fri Mar
08
13:00:00
CET
2013

Fri Jun
05
02:00:00
CEST
2020 Fri
Mar 08
13:00:00
CET
2013

Fri Mar
08
13:00:00
CET
2013

Address Type Class
15.237.136.106 A (IP address)  IN (0x0001)
15.237.76.117 A (IP address)  IN (0x0001)
35.181.18.61 A (IP address)  IN (0x0001)

Not JA3 SSL Client

After Fingerprint JA3 SSL Client Digest

Wed Jul  771,49196- 9e10692f1b7f78228b2d4e

07 49195-49200- 424db3a98c

01:59:59 49199-49188-

CEST 49187-49192-

2021 49191-49162-

Mon 49161-49172-

Sep 23 49171-157-156-

01:59:59 61-60-53-47-

CEST 10,0-10-11-13-

2030 35-16-23-24-

Mon 65281,29-23-

Sep23 240

01:59:59

CEST

2030

Wed Jul  771,49196- 9e10692f1b7f78228b2d4e

07 49195-49200- 424db3a98c

01:59:59 49199-49188-

CEST 49187-49192-

2021 49191-49162-

Mon 49161-49172-

Sep 23 49171-157-156-

01:59:59 61-60-53-47-

CEST 10,0-10-11-13-

2030 35-16-23-24-

Mon 65281,29-23-

Sep23 240

01:59:59

CEST

2030

FriJun  771,49196- 3faf2df7ab96c36419c317

10 49195-49200- 25cb1fa7d6

14:00:00 49199-159-158-

CEST 49188-49187-

2022 49192-49191-

Wed 49162-49161-

Mar 08  49172-49171-

13:00:00 157-156-61-60-

CET 53-47-10,0-10-

2023 11-13-35-16-23-

Wed 24-65281,29-23-

Marog 240

13:00:00

CET

2023

FriJun  771,49196- 3faf2df7ab96c36419c317

10 49195-49200- 25cb1fa7d6

14:00:00 49199-159-158-

CEST 49188-49187-

2022 49192-49191-

Wed 49162-49161-

Mar 08  49172-49171-

13:00:00 157-156-61-60-

CET 53-47-10,0-10-

2023 11-13-35-16-23-

Wed 24-65281,29-23-

Marog 240

13:00:00

CET

2023
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Timestamp Source IP

May 4, 2021
18:30:00.711365938
CEST

65.9.66.115

May 4, 2021
18:30:00.714674950
CEST

65.9.66.115

May 4, 2021
18:30:00.714708090
CEST

65.9.66.115

May 4, 2021 65.9.66.115
18:30:00.714730978

CEST

May 4, 2021
18:30:00.719698906
CEST

65.9.66.115

Copyright Joe Security LLC 2021

Source
Port

443

443

443

443

443

Dest

Dest IP Port

192.168.2.4 49743

192.168.2.4 49742

192.168.2.4 49741

192.168.2.4 49740

192.168.2.4 49739

Subject

CN=spark.adobe.com,
OU=IT, O=Adobe Systems
Incorporated, L=San Jose,
ST=California, C=US
CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=USs

CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=USs

CN=spark.adobe.com,
OU=IT, O=Adobe Systems
Incorporated, L=San Jose,
ST=California, C=US
CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=USs

CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=USs

CN=spark.adobe.com,
OU=IT, O=Adobe Systems
Incorporated, L=San Jose,
ST=California, C=US
CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=USs

CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=USs

CN=spark.adobe.com,
OU=IT, O=Adobe Systems
Incorporated, L=San Jose,
ST=California, C=US
CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=USs

CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=USs

CN=spark.adobe.com,
OU=IT, O=Adobe Systems
Incorporated, L=San Jose,
ST=California, C=US
CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=US

CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=USs

Issuer

CN=DigiCert SHA2
Secure Server CA,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert SHA2
Secure Server CA,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert SHA2
Secure Server CA,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert SHA2
Secure Server CA,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert SHA2
Secure Server CA,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

Not
Before

Fri Jun
05
02:00:00
CEST
2020 Fri
Mar 08
13:00:00
CET
2013

Fri Mar
08
13:00:00
CET
2013

Fri Jun
05
02:00:00
CEST
2020 Fri
Mar 08
13:00:00
CET
2013

Fri Mar
08
13:00:00
CET
2013

Fri Jun
05
02:00:00
CEST
2020 Fri
Mar 08
13:00:00
CET
2013

Fri Mar
08
13:00:00
CET
2013

Fri Jun
05
02:00:00
CEST
2020 Fri
Mar 08
13:00:00
CET
2013

Fri Mar
08
13:00:00
CET
2013

Fri Jun
05
02:00:00
CEST
2020 Fri
Mar 08
13:00:00
CET
2013

Fri Mar
08
13:00:00
CET
2013

Not
After

Fri Jun
10
14:00:00
CEST
2022
Wed
Mar 08
13:00:00
CET
2023

Wed
Mar 08
13:00:00
CET
2023

Fri Jun
10
14:00:00
CEST
2022
Wed
Mar 08
13:00:00
CET
2023

Wed
Mar 08
13:00:00
CET
2023

Fri Jun
10
14:00:00
CEST
2022
Wed
Mar 08
13:00:00
CET
2023

Wed
Mar 08
13:00:00
CET
2023

Fri Jun
10
14:00:00
CEST
2022
Wed
Mar 08
13:00:00
CET
2023

Wed
Mar 08
13:00:00
CET
2023

Fri Jun
10
14:00:00
CEST
2022
Wed
Mar 08
13:00:00
CET
2023

Wed
Mar 08
13:00:00
CET
2023

JA3 SSL Client
Fingerprint

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

JA3 SSL Client Digest

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c
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Timestamp Source IP

May 4, 2021
18:30:01.985956907
CEST

May 4, 2021
18:30:02.035011053
CEST

May 4, 2021
18:30:19.681230068
CEST

65.9.66.115

May 4, 2021
18:30:27.055696011
CEST

Copyright Joe Security LLC 2021

52.217.108.214 443

52.217.108.214 443

69.49.234.166 443

Dest
Dest IP Port

192.168.2.4 49746

192.168.2.4 49747

192.168.2.4 49760

192.168.2.4 49764

Subject

CN=s3.amazonaws.com,
O="Amazon.com, Inc.",
L=Seattle, ST=Washington,
C=US CN=DigiCert Baltimore
CA-2 G2,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Baltimore CA-2
G2, OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=s3.amazonaws.com,
O="Amazon.com, Inc.",
L=Seattle, ST=Washington,
C=US CN=DigiCert Baltimore
CA-2 G2,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Baltimore CA-2
G2, OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=spark.adobe.com,
OU=IT, O=Adobe Systems
Incorporated, L=San Jose,
ST=California, C=US
CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=USs

CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=USs

CN=honeywell-products.com
CN="cPanel, Inc.
Certification Authority",
O="cPanel, Inc.", L=Houston,
ST=TX, C=US
CN=COMODO RSA
Certification Authority,
O=COMODO CA Limited,
L=Salford, ST=Greater
Manchester, C=GB

CN="cPanel, Inc.
Certification Authority",
O="cPanel, Inc.", L=Houston,
ST=TX, C=US

CN=COMODO RSA
Certification Authority,
O=COMODO CA Limited,
L=Salford, ST=Greater
Manchester, C=GB

Issuer

CN=DigiCert Baltimore
CA-2 G2,
OU=www.digicert.com,
O=DigiCert Inc, C=US
CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=DigiCert Baltimore
CA-2 G2,
OU=www.digicert.com,
O=DigiCert Inc, C=US
CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=DigiCert SHA2
Secure Server CA,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN="cPanel, Inc.
Certification Authority",
O="cPanel, Inc.",
L=Houston, ST=TX,
C=US CN=COMODO
RSA Certification
Authority, O=COMODO
CA Limited, L=Salford,
ST=Greater
Manchester, C=GB
CN=AAA Certificate
Services, O=Comodo
CA Limited, L=Salford,
ST=Greater
Manchester, C=GB

CN=COMODO RSA
Certification Authority,
0O=COMODO CA
Limited, L=Salford,
ST=Greater
Manchester, C=GB

CN=AAA Certificate
Services, O=Comodo
CA Limited, L=Salford,
ST=Greater
Manchester, C=GB

Not
Before

Tue Aug
04
02:00:00
CEST
2020
Tue Dec
08
13:05:07
CET
2015

Tue Dec
08
13:05:07
CET
2015

Tue Aug
04
02:00:00
CEST
2020
Tue Dec
08
13:05:07
CET
2015

Tue Dec
08
13:05:07
CET
2015

Fri Jun
05
02:00:00
CEST
2020 Fri
Mar 08
13:00:00
CET
2013

Fri Mar
08
13:00:00
CET
2013

Sun May
02
02:00:00
CEST
2021
Mon
May 18
02:00:00
CEST
2015
Thu Jan
01
01:00:00
CET
2004

Mon
May 18
02:00:00
CEST
2015

Thu Jan
01
01:00:00
CET
2004

Not
After

Mon
Aug 09
14:00:00
CEST
2021
Sat May
10
14:00:00
CEST
2025

Sat May
10
14:00:00
CEST
2025

Mon
Aug 09
14:00:00
CEST
2021
Sat May
10
14:00:00
CEST
2025

Sat May
10
14:00:00
CEST
2025

Fri Jun
10
14:00:00
CEST
2022
Wed
Mar 08
13:00:00
CET
2023

Wed
Mar 08
13:00:00
CET
2023

Sun Aug
01
01:59:59
CEST
2021
Sun May
18
01:59:59
CEST
2025
Mon Jan
01
00:59:59
CET
2029

Sun May
18
01:59:59
CEST
2025

Mon Jan
01
00:59:59
CET
2029

JA3 SSL Client
Fingerprint

771,49196-
49195-49200-
49199-159-158-
49188-49187-
49192-49191-
49162-49161-
49172-49171-
157-156-61-60-
53-47-10,0-10-
11-13-35-16-23-
24-65281,29-23-
24,0

771,49196-
49195-49200-
49199-159-158-
49188-49187-
49192-49191-
49162-49161-
49172-49171-
157-156-61-60-
53-47-10,0-10-
11-13-35-16-23-
24-65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-23-65281,29-
23-24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

JA3 SSL Client Digest

3faf2df7ab96c36419¢317
25cb1fa7d6

3faf2df7ab96c36419¢317
25cb1fa7d6

37f463bf4616ecd445d4al
937da06e19

9e10692f1b7f78228b2d4e
424db3a98c
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Source

Timestamp Source IP Port

May 4, 2021
18:30:27.063957930
CEST

69.49.234.166 443

May 4, 2021
18:30:27.793665886
CEST

104.18.11.207 443

May 4, 2021 104.18.11.207 443
18:30:27.794882059

CEST

May 4, 2021
18:30:27.861711979
CEST

104.16.19.94 443

May 4, 2021
18:30:27.864645958
CEST

104.16.19.94 443

Copyright Joe Security LLC 2021

Dest

Dest IP Port

192.168.2.4 49765

192.168.2.4 49772

192.168.2.4 49773

192.168.2.4 49781

192.168.2.4 49782

Subject

CN=honeywell-products.com
CN="cPanel, Inc.
Certification Authority",
O="cPanel, Inc.", L=Houston,
ST=TX, C=US
CN=COMODO RSA
Certification Authority,
O=COMODO CA Limited,
L=Salford, ST=Greater
Manchester, C=GB

CN="cPanel, Inc.
Certification Authority",
O="cPanel, Inc.", L=Houston,
ST=TX, C=US

CN=COMODO RSA
Certification Authority,
O=COMODO CA Limited,
L=Salford, ST=Greater
Manchester, C=GB

CN-=sni.cloudflaressl.com,
O="Cloudflare, Inc.", L=San
Francisco, ST=California,
C=US CN=Cloudflare Inc
ECC CA-3, O="Cloudflare,
Inc.", C=US

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN-=sni.cloudflaressl.com,
O="Cloudflare, Inc.", L=San
Francisco, ST=California,
C=US CN=Cloudflare Inc
ECC CA-3, O="Cloudflare,
Inc.", C=US

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN-=sni.cloudflaressl.com,
O="Cloudflare, Inc.", L=San
Francisco, ST=CA, C=US
CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN-=sni.cloudflaressl.com,
O="Cloudflare, Inc.", L=San
Francisco, ST=CA, C=US
CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

Issuer

CN="cPanel, Inc.
Certification Authority",
O="cPanel, Inc.",
L=Houston, ST=TX,
C=US CN=COMODO
RSA Certification
Authority, O=COMODO
CA Limited, L=Salford,
ST=Greater
Manchester, C=GB
CN=AAA Certificate
Services, O=Comodo
CA Limited, L=Salford,
ST=Greater
Manchester, C=GB

CN=COMODO RSA
Certification Authority,
0O=COMODO CA
Limited, L=Salford,
ST=Greater
Manchester, C=GB

CN=AAA Certificate
Services, O=Comodo
CA Limited, L=Salford,
ST=Greater
Manchester, C=GB

CN=Cloudflare Inc ECC
CA-3, O="Cloudflare,
Inc.", C=US
CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Cloudflare Inc ECC
CA-3, O="Cloudflare,
Inc.", C=US
CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Cloudflare Inc ECC
CA-3, O="Cloudflare,
Inc.", C=US
CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Cloudflare Inc ECC
CA-3, O="Cloudflare,
Inc.", C=US
CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

Not
Before

Sun May
02
02:00:00
CEST
2021
Mon
May 18
02:00:00
CEST
2015
Thu Jan
01
01:00:00
CET
2004

Mon
May 18
02:00:00
CEST
2015

Thu Jan
01
01:00:00
CET
2004

Mon Mar
01
01:00:00
CET
2021
Mon Jan
27
13:48:08
CET
2020

Mon Jan
27
13:48:08
CET
2020

Mon Mar
01
01:00:00
CET
2021
Mon Jan
27
13:48:08
CET
2020

Mon Jan
27
13:48:08
CET
2020

Wed Oct
21
02:00:00
CEST
2020
Mon Jan
27
13:48:08
CET
2020

Mon Jan
27
13:48:08
CET
2020

Wed Oct
21
02:00:00
CEST
2020
Mon Jan
27
13:48:08
CET
2020

Not
After

Sun Aug
01
01:59:59
CEST
2021
Sun May
18
01:59:59
CEST
2025
Mon Jan
01
00:59:59
CET
2029

Sun May
18
01:59:59
CEST
2025

Mon Jan
01
00:59:59
CET
2029

Tue Mar
01
00:59:59
CET
2022
Wed

Jan 01
00:59:59
CET
2025

Wed

Jan 01
00:59:59
CET
2025

Tue Mar
01
00:59:59
CET
2022
Wed

Jan 01
00:59:59
CET
2025

Wed

Jan 01
00:59:59
CET
2025

Thu Oct
21
01:59:59
CEST
2021
Wed

Jan 01
00:59:59
CET
2025

Wed

Jan 01
00:59:59
CET
2025

Thu Oct
21
01:59:59
CEST
2021
Wed

Jan 01
00:59:59
CET
2025

JA3 SSL Client
Fingerprint

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

JA3 SSL Client Digest

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c

Page 58 of 63



Source

Timestamp Source IP Port

May 4, 2021
18:30:27.883560896
CEST

104.18.10.207 443

May 4, 2021 104.18.10.207 443
18:30:27.890824080

CEST

May 4, 2021
18:30:41.212330103
CEST

13.35.252.69 443

May 4, 2021
18:30:41.238096952
CEST

13.35.252.69 443

Copyright Joe Security LLC 2021

Dest

Dest IP Port

192.168.2.4 49783

192.168.2.4 49784

192.168.2.4 49791

192.168.2.4 49792

Subject

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=US

CN-=sni.cloudflaressl.com,
O="Cloudflare, Inc.", L=San
Francisco, ST=California,
C=US CN=Cloudflare Inc
ECC CA-3, O="Cloudflare,
Inc.", C=US

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN-=sni.cloudflaressl.com,
O="Cloudflare, Inc.", L=San
Francisco, ST=California,
C=US CN=Cloudflare Inc
ECC CA-3, O="Cloudflare,
Inc.", C=US

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN=static.adobelogin.com,
OU=IT, O=Adobe Systems
Incorporated, L=San Jose,
ST=California, C=US
CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=US CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=USs

CN=DigiCert Global Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=static.adobelogin.com,
OU=IT, O=Adobe Systems
Incorporated, L=San Jose,
ST=California, C=US
CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=US CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=USs

Issuer

CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Cloudflare Inc ECC
CA-3, O="Cloudflare,
Inc.", C=US
CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Cloudflare Inc ECC
CA-3, O="Cloudflare,
Inc.", C=US
CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=DigiCert SHA2
Secure Server CA,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert SHA2
Secure Server CA,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

Not
Before

Mon Jan
27
13:48:08
CET
2020

Mon Mar
01
01:00:00
CET
2021
Mon Jan
27
13:48:08
CET
2020

Mon Jan
27
13:48:08
CET
2020

Mon Mar
01
01:00:00
CET
2021
Mon Jan
27
13:48:08
CET
2020

Mon Jan
27
13:48:08
CET
2020

Wed
Sep 18
02:00:00
CEST
2019 Fri
Mar 08
13:00:00
CET
2013 Fri
Nov 10
01:00:00
CET
2006

Fri Mar
08
13:00:00
CET
2013

Fri Nov
10
01:00:00
CET
2006

Wed
Sep 18
02:00:00
CEST
2019 Fri
Mar 08
13:00:00
CET
2013 Fri
Nov 10
01:00:00
CET
2006

Fri Mar
08
13:00:00
CET
2013

Not
After

Wed

Jan 01
00:59:59
CET
2025

Tue Mar
01
00:59:59
CET
2022
Wed

Jan 01
00:59:59
CET
2025

Wed
Jan 01
00:59:59
CET
2025

Tue Mar
01
00:59:59
CET
2022
Wed

Jan 01
00:59:59
CET
2025

Wed

Jan 01
00:59:59
CET
2025

Wed
Sep 22
14:00:00
CEST
2021
Wed
Mar 08
13:00:00
CET
2023
Mon
Nov 10
01:00:00
CET
2031

Wed
Mar 08
13:00:00
CET
2023

Mon
Nov 10
01:00:00
CET
2031

Wed
Sep 22
14:00:00
CEST
2021
Wed
Mar 08
13:00:00
CET
2023
Mon
Nov 10
01:00:00
CET
2031

Wed
Mar 08
13:00:00
CET
2023

JA3 SSL Client
Fingerprint

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

JA3 SSL Client Digest

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c
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Source

Timestamp Source IP Port

May 4, 2021
18:30:42.171257019
CEST

104.16.149.64 443

May 4, 2021 104.16.149.64 443
18:30:42.174654007

CEST

May 4, 2021
18:30:42.884762049
CEST

34.246.133.154 443

May 4, 2021
18:30:42.890410900
CEST

34.246.133.154 443

Copyright Joe Security LLC 2021

Dest

Dest IP Port

192.168.2.4 49797

192.168.2.4 49798

192.168.2.4 49799

192.168.2.4 49800

Subject

CN=DigiCert Global Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=cookielaw.org,
O="Cloudflare, Inc.", L=San
Francisco, ST=CA, C=US
CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN=cookielaw.org,
O="Cloudflare, Inc.", L=San
Francisco, ST=CA, C=US
CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN=*.demdex.net,
OU=Digital Marketing,
O=Adobe Systems
Incorporated, L=San Jose,
ST=California, C=US
CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US
CN=DigiCert Global Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US

CN=DigiCert Global Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=*.demdex.net,
OU=Digital Marketing,
O=Adobe Systems
Incorporated, L=San Jose,
ST=California, C=US
CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US
CN=DigiCert Global Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US

Issuer

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=Cloudflare Inc ECC
CA-3, O="Cloudflare,
Inc.", C=US
CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Cloudflare Inc ECC
CA-3, O="Cloudflare,
Inc.", C=US
CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

Not
Before

Fri Nov
10
01:00:00
CET
2006

Wed Jul
01
02:00:00
CEST
2020
Mon Jan
27
13:48:08
CET
2020

Mon Jan
27
13:48:08
CET
2020

Wed Jul
01
02:00:00
CEST
2020
Mon Jan
27
13:48:08
CET
2020

Mon Jan
27
13:48:08
CET
2020

Wed
Dec 02
01:00:00
CET
2020
Thu Sep
24
02:00:00
CEST
2020 Fri
Nov 10
01:00:00
CET
2006

Thu Sep
24
02:00:00
CEST
2020

Fri Nov
10
01:00:00
CET
2006

Wed
Dec 02
01:00:00
CET
2020
Thu Sep
24
02:00:00
CEST
2020 Fri
Nov 10
01:00:00
CET
2006

Thu Sep
24
02:00:00
CEST
2020

Not
After

Mon
Nov 10
01:00:00
CET
2031

Thu Jul
01
14:00:00
CEST
2021
Wed

Jan 01
00:59:59
CET
2025

Wed

Jan 01
00:59:59
CET
2025

Thu Jul
01
14:00:00
CEST
2021
Wed

Jan 01
00:59:59
CET
2025

Wed

Jan 01
00:59:59
CET
2025

Mon Jan
03
00:59:59
CET
2022
Tue Sep
24
01:59:59
CEST
2030
Mon
Nov 10
01:00:00
CET
2031

Tue Sep
24
01:59:59
CEST
2030

Mon
Nov 10
01:00:00
CET
2031

Mon Jan
03
00:59:59
CET
2022
Tue Sep
24
01:59:59
CEST
2030
Mon
Nov 10
01:00:00
CET
2031

Tue Sep
24
01:59:59
CEST
2030

JA3 SSL Client
Fingerprint

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

JA3 SSL Client Digest

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c
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Source
Port

Timestamp Source IP

May 4, 2021
18:30:43.238996983
CEST

May 4, 2021
18:30:43.239816904
CEST

May 4, 2021
18:30:43.440923929
CEST

May 4, 2021
18:30:43.440994024
CEST

Code Manipulations

Statistics

Behavior

Copyright Joe Security LLC 2021

104.20.184.68 443

104.20.184.68 443

15.237.136.106 443

15.237.136.106 443

Dest

Dest IP Port

192.168.2.4 49802

192.168.2.4 49801

192.168.2.4 49803

192.168.2.4 49804

Subject

CN=DigiCert Global Root CA,

OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=onetrust.com,
O="Cloudflare, Inc.", L=San
Francisco, ST=California,
C=US CN=Cloudflare Inc
ECC CA-3, O="Cloudflare,
Inc.", C=US

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN=onetrust.com,
O="Cloudflare, Inc.", L=San
Francisco, ST=California,
C=US CN=Cloudflare Inc
ECC CA-3, O="Cloudflare,
Inc.", C=US

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN-=sstats.adobe.com,
O=Adobe Systems
Incorporated, L=San Jose,
ST=California, C=US
CN=DigiCert SHA2 High
Assurance Server CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High
Assurance Server CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN-=sstats.adobe.com,
O=Adobe Systems
Incorporated, L=San Jose,
ST=California, C=US
CN=DigiCert SHA2 High
Assurance Server CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High
Assurance Server CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

Issuer

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=Cloudflare Inc ECC
CA-3, O="Cloudflare,
Inc.", C=US
CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Cloudflare Inc ECC
CA-3, O="Cloudflare,
Inc.", C=US
CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=DigiCert SHA2
High Assurance Server
CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US
CN=DigiCert High
Assurance EV Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert High
Assurance EV Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert SHA2
High Assurance Server
CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US
CN=DigiCert High
Assurance EV Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert High
Assurance EV Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

Not
Before

Fri Nov
10
01:00:00
CET
2006

Fri Feb
12
01:00:00
CET
2021
Mon Jan
27
13:48:08
CET
2020

Mon Jan
27
13:48:08
CET
2020

Fri Feb
12
01:00:00
CET
2021
Mon Jan
27
13:48:08
CET
2020

Mon Jan
27
13:48:08
CET
2020

Mon
May 18
02:00:00
CEST
2020
Tue Oct
22
14:00:00
CEST
2013

Tue Oct
22
14:00:00
CEST
2013

Mon
May 18
02:00:00
CEST
2020
Tue Oct
22
14:00:00
CEST
2013

Tue Oct
22
14:00:00
CEST
2013

Not
After

Mon
Nov 10
01:00:00
CET
2031

Sat Feb
12
00:59:59
CET
2022
Wed

Jan 01
00:59:59
CET
2025

Wed

Jan 01
00:59:59
CET
2025

Sat Feb
12
00:59:59
CET
2022
Wed

Jan 01
00:59:59
CET
2025

Wed

Jan 01
00:59:59
CET
2025

Wed
Aug 25
14:00:00
CEST
2021
Sun Oct
22
14:00:00
CEST
2028

Sun Oct
22
14:00:00
CEST
2028

Wed
Aug 25
14:00:00
CEST
2021
Sun Oct
22
14:00:00
CEST
2028

Sun Oct
22
14:00:00
CEST
2028

JA3 SSL Client
Fingerprint

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-159-158-
49188-49187-
49192-49191-
49162-49161-
49172-49171-
157-156-61-60-
53-47-10,0-10-
11-13-35-16-23-
24-65281,29-23-
24,0

771,49196-
49195-49200-
49199-159-158-
49188-49187-
49192-49191-
49162-49161-
49172-49171-
157-156-61-60-
53-47-10,0-10-
11-13-35-16-23-
24-65281,29-23-
24,0

JA3 SSL Client Digest

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c

3faf2df7ab96c36419¢317
25cb1fa7d6

3faf2df7ab96c36419¢317
25cb1fa7d6
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@ iexplore.exe
@ iexplore.exe

Click to jump to process

System Behavior

Analysis Process: iexplore.exe PID: 6720 Parent PID: 800

General

Start time: 18:29:55

Start date: 04/05/2021

Path: C:\Program Files\internet exploreniexplore.exe
Wow64 process (32bit): false

Commandline: ‘C:\Program Files\Internet Exploren\iexplore.exe' -Embedding
Imagebase: 0x7ff6f53d0000

File size: 823560 bytes

MDS5 hash: 6465CB92B25A7BC1DF8E01DBAC5E7596
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: low

File Activities

Source

File Path Access Attributes Options Completion Count Address Symbol
Source

File Path Offset Length Value Ascii Completion Count Address Symbol
Source

File Path Offset Length Completion Count Address Symbol

Registry Activities

Source

Key Path Name Type Data Completion Count Address Symbol
Source

Key Path Name Type Old Data New Data Completion Count Address Symbol

Analysis Process: iexplore.exe PID: 6804 Parent PID: 6720

General

Start time: 18:29:56
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Start date:
Path:
Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Path Access
File Path Offset Length Value
File Path

Registry Activities

Key Path

Key Path Name Type
Key Path Name Type Old Data
Disassembly

Copyright Joe Security LLC 2021

04/05/2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

true

'‘C:\Program Files (x86)\Internet Explore'\lEXPLORE.EXE' SCODEF:6720 CREDAT:17410

Iprefetch:2
0xd00000
822536 bytes

071277CC2E3DF41EEEA8013E2AB58D5A

true
true

C, C++ or other language

low
Attributes Options
Ascii
Offset Length
Data
New Data

Completion

Completion

Completion

Completion

Completion

Completion

Count

Count

Count

Count

Count

Count

Source
Address Symbol

Source
Address Symbol

Source
Address Symbol

Source
Address Symbol

Source
Address Symbol

Source
Address Symbol
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