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Analysis Report glIEhgmCqCD.exe

Infos: BQAQ&n e

e Yara detected FormBook

C2 URLs / IPs found in malware con...

Most interesting Screenshot:

Overview
General Information Detection Classification
Sample g1lEhgmCqCD.exe
Name: MALICIOUS Found malware configuration
Analysis ID: 404135 Malicious sample detected (through ...
MDS: 5551346229f2518. Multi AV Scanner detection for subm...
SHA1L:
acbeecf7599d3c3.. Snort IDS alert for network traffic (e....

SHA256: 9e189d8d48a66d..

System process connects to networ...
Tags:

Yara detected AntiVM3

FormBook Injects a PE file into a foreign proce...
Score: 100 Machine Learning detection for samp...
Range: 0-100 Maps a DLL or memory area into an...
Whitelisted: false
) Modifies the context of a thread in a...
Confidence: 100%

Queues an APC in another process ...

Sample uses process hollowing tech...

w
«Q
>
2
(=
=
®
(7]

Startup

= System is w10x64
e B glEhgmCqCD.exe (PID: 7100 cmdline: 'C:\Users\user\Desktop\g1EhgmCqCD.exe' MD5: 5551346AA9F251895021B95A2A7CC390)
e W] glEhgmCqCD.exe (PID: 1748 cmdline: C:\Users\user\Desktop\g1EhgmCqCD.exe MD5: 5551346AA9F251895021B95A2A7CC390)
o W explorer.exe (PID: 3424 cmdline: MD5: AD5296B280E8F522A8A897C96BABOE1D)
msiexec.exe (PID: 7036 cmdline: C:\Windows\SysWOW#64\msiexec.exe MD5: 12C17B5A5C2A7B97342C362CA467E9A2)
cmd.exe (PID: 7028 cmdline: /c del 'C:\Users\user\Desktop\g1EhgmCqCD.exe' MD5: F3BDBE3BB6F734E357235F4D5898582D)
. conhost.exe (PID: 7116 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1l MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

= cleanup

Malware Configuration

Threathname: FormBook
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"c2 list": [
"www.cats16.com/8u3b/"

1,

"decoy": [
"pipienta.com”,
"wisdomfest.net",
"jenniferreich.com",
"bigcanoehomesforless.com”,
"kayandbernard.com",
"of ferbuildingsecrets.com”,
"benleefoto.com",
"contactlesssoftware.tech”,
"statenislandplumbing.info",
"lifestylemedicineservices.com”,
"blazerplanning.com”,
"fnatic-skins.club",
"effectivemarketinginc.com",
"babyshopit.com",
"2000deal.com”,
"k12paymentcemter.com”,
"spwakd.com",
"lesreponses.com”,
"abundando.com",
"hawkspremierfhc.com",
"midwestmadeclothing.com”,
"kamuakuinisiapa.com”,
"swirlingheadjewelry.com",
"donelys.com",
"stiloksero.com",
"hoangphucsolar.com",
"gb-contracting.com”,
"girlboyfriends.com",
"decadejam.com",
"glassfullcoffee.com”,
"todoparaconstruccion.con",
"anygivenrunday.com”,
"newgalaxyindia.com",
"dahlonegaforless.com”,
"blue-light.tech",
"web-evo.com",
"armmotive.com",
"mollysmulligan.com”,
"penislandbrewer.com",
"wgrimao.com”,
"dxm-int.net",
"sarmaayagroup.con",
"timbraunmusician.com",
"amazoncovidi9tracer.com”,
"peaknband. com",
"pygxlz.com",
"palomachurch.com",
"surfboardwarehouse.net",
"burundiacademyst.com",
"pltcoin.com",
"workinglifestyle.com",
"vickybowskill.com",
"ottawahomevalues.info",
"jtrainterrain.com",
"francescoiocca.com",
"metallitypiercing.com”,
"lashsavings.com",
"discjockeydelraybeach.com",
"indicraftsvilla.com”,
"tbq.xyz",
"arfjkacsgatfzbazpdth.com",
"appsend.online",
"cunerier.com",

"orospucocuguatmaca.com"

Yara Overview

Memory Dumps

Source Rule

00000003.00000002.726897385.0000000000400000.00000 JoeSecurity_FormBook
040.00000001.sdmp

Copyright Joe Security LLC 2021

Description

Yara detected
FormBook

Author

Joe Security

Strings
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Source

Rule

00000003.00000002.726897385.0000000000400000.00000 Formbook_1

040.00000001.sdmp

00000003.00000002.726897385.0000000000400000.00000 Formbook

040.00000001.sdmp

00000009.00000002.908953475.00000000001D
0000.00000040.00000001.sdmp

00000009.00000002.908953475.00000000001D
0000.00000040.00000001.sdmp

Unpacked PEs

Source

3.2.g1EhgmCqCD.exe.400000.0.raw.unpack

3.2.g1EhgmCqCD.exe.400000.0.raw.unpack

3.2.g1EhgmCqCD.exe.400000.0.raw.unpack

3.2.g1EhgmCqCD.exe.400000.0.unpack

3.2.g1EhgmCqCD.exe.400000.0.unpack

Copyright Joe Security LLC 2021

JoeSecurity_FormBook

Formbook_1

Rule

JoeSecurity_FormBook

Formbook_1

Formbook

JoeSecurity_FormBook

Formbook_1

Description

autogenerated rule
brought to you by
yara-signator

detect Formbook in
memory

Yara detected
FormBook

autogenerated rule
brought to you by
yara-signator

Click to see the 18 entries

Description

Yara detected
FormBook

autogenerated rule
brought to you by
yara-signator

detect Formbook in
memory

Yara detected
FormBook

autogenerated rule
brought to you by
yara-signator

Click to see the 1 entries

Author

Felix Bilstein -
yara-signator at
cocacoding dot
com

JPCERT/CC
Incident Response
Group

Joe Security

Felix Bilstein -
yara-signator at
cocacoding dot
com

Author

Joe Security

Felix Bilstein -
yara-signator at
cocacoding dot
com

JPCERT/CC
Incident Response
Group

Joe Security

Felix Bilstein -
yara-signator at
cocacoding dot
com
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Strings

0x85e8:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x8972:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x14685:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
7494

0x14171:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x14787:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x148ff:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x938a:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02
83 E3 OF C1 EA 06

0x133ec:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0Oxal02:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x19777:$sequence_8: 3C 54 74 04 3C 74 75 F4
Oxla8la:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00

0x166a9:$sqlite3step: 68 34 1C 7B E1
0x167bc:$sqlite3step: 68 34 1C 7B E1
0x166d8:$sqlite3text: 68 38 2A 90 C5
0x167fd:$sqlite3text: 68 38 2A 90 C5

0x166eb:$sqlite3blob: 68 53 D8 7F 8C
0x16813:$sqlite3blob: 68 53 D8 7F 8C

0x85e8:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x8972:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x14685:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
7494

0x14171:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x14787:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x148ff:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x938a:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02
83 E3 OF C1 EA 06

0x133ec:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0Oxal02:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x19777:$sequence_8: 3C 54 74 04 3C 74 75 F4
Oxla8la:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00

Strings

0x85e8:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x8972:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x14685:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
7494

0x14171:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x14787:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x148ff:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x938a:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02
83 E3 OF C1 EA 06

0x133ec:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0Oxal02:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x19777:$sequence_8: 3C 54 74 04 3C 74 75 F4
Oxla8la:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00

0x166a9:$sqlite3step: 68 34 1C 7B E1
0x167bc:$sqlite3step: 68 34 1C 7B E1
0x166d8:$sqlite3text: 68 38 2A 90 C5
0x167fd:$sqlite3text: 68 38 2A 90 C5

0x166eb:$sqlite3blob: 68 53 D8 7F 8C
0x16813:$sqlite3blob: 68 53 D8 7F 8C

0x77e8:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x7b72:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x13885:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
7494

0x13371:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x13987:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x13aff:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x858a:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02
83 E3 OF C1 EA 06

0x125ec:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0x9302:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x18977:$sequence_8: 3C 54 74 04 3C 74 75 F4
Ox19ala:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00
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Sigma Overview

No Sigma rule has matched

Signature Overview

@ AV Detection

® Compliance

@ Software Vulnerabilities

@ Networking

@ Key, Mouse, Clipboard, Microphone and Screen Capturing
@ E-Banking Fraud

® System Summary

@ Data Obfuscation

® Hooking and other Techniques for Hiding and Protection
@ Malware Analysis System Evasion

@ Anti Debugging

@ HIPS / PFW / Operating System Protection Evasion

@ Language, Device and Operating System Detection

@ Stealing of Sensitive Information

@ Remote Access Functionality

@

AV Detection:

Click to jump to signature section

]

Found malware configuration
Multi AV Scanner detection for submitted file

Yara detected FormBook

Networking:

]

Snort IDS alert for network traffic (e.g. based on Emerging Threat rules)

]

E-Banking Fraud:

Yara detected FormBook

]‘

System Summary:

Malicious sample detected (through community Yara rule)

Malware Analysis System Evasion:

=

Yara detected AntiVM3

HIPS | PFW | Operating System Protection Evasion:

=

System process connects to network (likely due to code injection or exploit)

Copyright Joe Security LLC 2021 Page 7 of 40



Stealing of Sensitive Information:

Yara detected FormBook

Remote Access Functionality: | |

Yara detected FormBook

Mitre Att&ck Matrix

Initial Privilege Credential Lateral Command Network
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and Control Effects
Valid Shared DLL Side-  Process Masquerading Input Security Software Remote Input Exfiltration Encrypted Eavesdrop o
Accounts Modules g Loading Injection Capture Discovery Services Capture [g§ Over Other Channel Insecure
Network Network
Medium Communicat
Default Scheduled Boot or DLL Side- Disable or Modify LSASS Process Discovery Remote Archive Exfiltration  Ingress Tool Exploit SS7
Accounts Task/Job  Logon Loading Tools Memory Desktop Collected  Over Transfer Redirect Phc
Initialization Protocol Data Bluetooth Calls/SMS
Scripts
Domain At (Linux)  Logon Script Logon Script Virtualization/Sandbox Security Virtualization/Sandbox SMB/Windows Data from Automated Non- Exploit SS7
Accounts (Windows)  (Windows) Evasion Account  Evasion Admin Shares Network  Exfiltration Application Track Device
Manager Shared Layer Location
Drive Protocol
Local At Logon Script Logon Script Process NTDS Remote System Distributed Input Scheduled Application SIM Card
Accounts (Windows) (Mac) (Mac) Injection Discovery Component  Capture Transfer Layer Sway
Object Model Protocol
Cloud Cron Network Network Logon  Deobfuscate/Decode LSA System Information SSH Keylogging Data Fallback Manipulate
Accounts Logon Script Script Files or Information [§§ Secrets Discovery Transfer Channels Device
Size Limits Communicat
Replication  Launchd Rc.common Rc.common Obfuscated Filesor  Cached System Owner/User  VNC GUI Input  Exfiltration  Multiband Jamming or
Through Information Domain Discovery Capture Over C2 Communication Denial of
Removable Credentials Channel Service
Media
External Scheduled  Startup Startup Items Software Packing DCSync Network Sniffing Windows Web Exfiltration = Commonly Rogue Wi-Fi
Remote Task Items Remote Portal Over Used Port Access Point
Services Management Capture Alternative
Protocol
Drive-by Command Scheduled  Scheduled DLL Side-Loading Proc Network Service Shared Credential Exfiltration Application Downgrade t
Compromise and Task/Job Task/Job Filesystem Scanning Webroot API Over Layer Protocol Insecure
Scripting Hooking ~ Symmetric Protocols
Interpreter Encrypted
Non-C2
Protocol

Behavior Graph

Copyright Joe Security LLC 2021 Page 8 of 40



Behavior Graph
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Process
Signature
Created File
DNS/IP Info

*EEOEC

Is Dropped

7] momncacome
[ ]

~

Is Windows Process

+*
*n

Number of created Registry Values

Cusesusesppona oiengnCico ek AScH

Number of created Files

Y

o A e s ity weom. Visual Basic
ERZIC
- ;
9 moamcrcom 111 Delphi
@
8 Java
p— .Net C# or VB.NET

C, C++ or other language

D@ 2 i~

Is malicious

Internet

Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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F-l O Type here to search 4

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source

g1EhgmCqCD.exe
g1EhgmCqCD.exe
g1EhgmCqCD.exe

Dropped Files

No Antivirus matches

Unpacked PE Files

Source

3.2.g1EhgmCqCD.exe.400000.0.unpack

Domains

No Antivirus matches

URLs

Source

hitp://www.founder.com.cn/cn/bThe

Copyright Joe Security LLC 2021

Detection

19%

26%

100%
Detection Scanner
100% Avira

Detection

0%

Scanner Label
Virustotal

ReversingLabs

Joe Sandbox ML

Label Link
TR/Crypt.ZPACK.Gen
Scanner Label

URL Reputation safe

Link

Browse

Download

Download File

Link

Page 10 of 40


https://www.virustotal.com/gui/file/9e189d8d48a66d2f53c972275642da7cbc8ad51b20f04cf1d592bef360db50cf/detection/f-9e189d8d48a66d2f53c972275642da7cbc8ad51b20f04cf1d592bef360db50cf-1620135041

Source Detection Scanner Label Link

hitp://www.founder.com.cn/cn/bThe 0% URL Reputation safe
hitp://www.founder.com.cn/cn/bThe 0% URL Reputation safe
hitp://www.donelys.com/8u3b/? 0% Avira URL Cloud safe

DzrXY=E22nI3RnpwZWCefDbfimDOhqg+q3UJ251z0576 Tq9svN0o94y15LKXeVX0ss+5c65I5TIA&ZR-
4v=0v1D8ZZ8otVT4F9P

hitp:/fiwww.timbraunmusician.com/8u3b/? 0% Avira URL Cloud safe
DzrXY=eX+IVTL7MbK9tAC2dirOGxJtmp01sBQmjLcIFmQfDM0i81TUQ4NjHQaRBE4FVIEeLFd1&zR-
4v=0v1D8ZZ80otVT4FIP

hitp:/fiwww.tiro.com 0% URL Reputation safe
hitp:/fiwww.tiro.com 0% URL Reputation safe
hitp:/fiwww.tiro.com 0% URL Reputation safe
hitp://www.goodfont.co.kr 0% URL Reputation safe
hitp://www.goodfont.co.kr 0% URL Reputation safe
hitp://www.goodfont.co.kr 0% URL Reputation safe
hitp://www.carterandcone.com 0% URL Reputation safe
hitp://www.carterandcone.com 0% URL Reputation safe
hitp://www.carterandcone.com 0% URL Reputation safe
hitp://www.carterandcone.com$d 0% Avira URL Cloud safe
hitp://iwww.effectivemarketinginc.com/8u3b/? 0% Avira URL Cloud safe

DzrXY=JIfdOX0KzvBKJICwgzI05144UYnW9IL68BcaCAZdJQAKSKjAZ8k9yDpbScIDCZ+PzEALYQ&zR-
4v=0v1D8ZZ80otVT4F9P

hitp://www.founder.com.cn/cnH 0% Avira URL Cloud safe
hitp://www.fontbureau.comiona 0% URL Reputation safe
hitp://www.fontbureau.comiona 0% URL Reputation safe
hitp://www.fontbureau.comiona 0% URL Reputation safe
hitp:/f\www.palomachurch.com/8u3b/? 0% Avira URL Cloud safe

DzrXY=9jYQaMLPhL6iMydi3VPda4ZpO9Nse4x/dRiGOpGEWG94UmnbrF8uLUegU4DyS4zVRkOC&zR-
4v=0v1D8ZZ8otVT4F9P

hitp://iwww.sajatypeworks.com 0% URL Reputation safe
hitp://iwww.sajatypeworks.com 0% URL Reputation safe
hitp://iwww.sajatypeworks.com 0% URL Reputation safe
hitp:/fiwww.typography.netD 0% URL Reputation safe
hitp:/fiwww.typography.netD 0% URL Reputation safe
hitp:/fiwww.typography.netD 0% URL Reputation safe
hitp://www.founder.com.cn/cn/cThe 0% URL Reputation safe
hitp://www.founder.com.cn/cn/cThe 0% URL Reputation safe
hitp://www.founder.com.cn/cn/cThe 0% URL Reputation safe
hitp://iwww.galapagosdesign.com/staff/dennis.htm 0% URL Reputation safe
hitp://iwww.galapagosdesign.com/staff/dennis.htm 0% URL Reputation safe
hitp://iwww.galapagosdesign.com/staff/dennis.htm 0% URL Reputation safe
hitp://www.kayandbernard.com/8u3b/? 0% Avira URL Cloud safe

DzrXY=W0cOTmFEbnIJWZ9bmCGSrxgzq+x0vekMOKZgll6Zx++4S/b9RAwggujLIgIRzZC1INYopM&zR-
4v=0v1D8ZZ8otVT4F9P

hitp://fontfabrik.com 0% URL Reputation safe
hitp://fontfabrik.com 0% URL Reputation safe
hitp://fontfabrik.com 0% URL Reputation safe
hitp://www.sandoll.co.krcom 0% Avira URL Cloud safe
hitp://www.founder.com.cn/cnr 0% Avira URL Cloud safe
hitp://iwww.galapagosdesign.com/DPlease 0% URL Reputation safe
hitp://\www.galapagosdesign.com/DPlease 0% URL Reputation safe
hitp://\www.galapagosdesign.com/DPlease 0% URL Reputation safe
hitp:/fiwww.%s.comPA 0% URL Reputation safe
hitp:/fiwww.%s.comPA 0% URL Reputation safe
hitp:/fiwww.%s.comPA 0% URL Reputation safe
hitp:/fiwww.churchsw.org/church-projector-project 0% Avira URL Cloud safe
hitp://www.goodfont.co.krn 0% Avira URL Cloud safe
hitp:/f/www.sandoll.co.kr 0% URL Reputation safe
hitp:/f/www.sandoll.co.kr 0% URL Reputation safe
hitp:/f/www.sandoll.co.kr 0% URL Reputation safe
hitp://www.2000deal.com/8u3b/? 0% Avira URL Cloud safe

DzrXY=/wAPO08hkjicc6Jt0eNBrv8xVMyK0ovdY+Qr+E6nWTIRrbM9gWbC2ePTolBG3SalgtWFqW&zR-
4v=0v1D8ZZ8otVT4F9P

hitp:/f‘www.urwpp.deDPlease 0% URL Reputation safe
hitp:/f‘www.urwpp.deDPlease 0% URL Reputation safe
hitp:/f‘www.urwpp.deDPlease 0% URL Reputation safe
hitp://www.zhongyicts.com.cn 0% URL Reputation safe
hitp://www.zhongyicts.com.cn 0% URL Reputation safe
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Source Detection Scanner Label Link

hitp://www.zhongyicts.com.cn 0% URL Reputation safe
hitp://www.carterandcone.coml 0% Avira URL Cloud safe
hitp:/fiwww.sakkal.com 0% URL Reputation safe
hitp:/fiwww.sakkal.com 0% URL Reputation safe
hitp:/fiwww.sakkal.com 0% URL Reputation safe
hitp:/f\www.founder.com.cn/cn/8 0% Avira URL Cloud safe
hitp:/f\www.carterandcone.comTC 0% URL Reputation safe
hitp:/f\www.carterandcone.comTC 0% URL Reputation safe
hitp:/f\www.carterandcone.comTC 0% URL Reputation safe
hitp://www.carterandcone.comnic 0% Avira URL Cloud safe
hitp://www.churchsw.org/repository/Bibles/ 0% Avira URL Cloud safe
hitp://iwww.carterandcone.comu 0% Avira URL Cloud safe
hitp://www.fontbureau.coma 0% URL Reputation safe
hitp://www.fontbureau.coma 0% URL Reputation safe
hitp://www.fontbureau.coma 0% URL Reputation safe
hitp:/fen.wikip 0% URL Reputation safe
hitp:/fen.wikip 0% URL Reputation safe
hitp:/fen.wikip 0% URL Reputation safe
www.cats16.com/8u3b/ 0% Avira URL Cloud safe
hitp://www.carterandcone.coml 0% URL Reputation safe
hitp://www.carterandcone.coml 0% URL Reputation safe
hitp://www.carterandcone.coml 0% URL Reputation safe
hitp://www.gb-contracting.com/8u3b/? 0% Avira URL Cloud safe

DzrXY=00VfeLyiAWIpMBFTQ6m1xWirhg5hDDYdrnFBGiAZzRO7ggk2cclpVztzXol7ESdSOnQl&zR-
4v=0v1D8ZZ80otVT4F9P

hitp://www.founder.com.cn/cn 0% URL Reputation safe
hitp://www.founder.com.cn/cn 0% URL Reputation safe
hitp://www.founder.com.cn/cn 0% URL Reputation safe
hitp://https://mollysmulligan.com/8u3b/?DzrXY=Q16 0% Avira URL Cloud safe
hitp://www.anygivenrunday.com/8u3b/? 0% Avira URL Cloud safe

DzrXY=mgRUTjP80a90Y5PRVEI9pVNIM77vLpl1T7wLcVaXT+EQBswhtHCc7JJdGZTWOGPMHIV&zZR-
4v=0v1D8ZZ80tVT4F9P

hitp://www.founder.com.cn/cné 0% Avira URL Cloud safe
hitp://www.carterandcone.comfr 0% Avira URL Cloud safe
hitp:/fiwww.jiyu-kobo.co.jp/ 0% URL Reputation safe
hitp:/fiwww.jiyu-kobo.co.jp/ 0% URL Reputation safe
hitp:/fiwww.jiyu-kobo.co.jp/ 0% URL Reputation safe
hitp://www.sandoll.co.krn-u 0% Avira URL Cloud safe
hitp://www.goodfont.co.kr- 0% Avira URL Cloud safe
hitp://www.founder.com.cn/cnKr4 0% Avira URL Cloud safe

Domains and IPs

Contacted Domains

Name P Active Malicious Antivirus Detection Reputation

parkingpage.namecheap.com 198.54.117.216 true false high

2000deal.com 34.102.136.180 true false unknown
gb-contracting.com 34.102.136.180 true false unknown
effectivemarketinginc.com 34.102.136.180 true false unknown
www.mollysmulligan.com 3.13.31.214 true false unknown
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Name P Active Malicious Antivirus Detection Reputation

Contacted URLs

Name Malicious Antivirus Detection Reputation

hitp:/fiwww.effectivemarketinginc.com/8u3b/? false e Avira URL Cloud: safe unknown
DzrXY=JIfdOX0KzvBKJCwgzI05144UYnW9IL68BcaCAZdJIQAKSKjAz8k9yDpbScIDCZ+PzEAL
YQ&zR-4v=0v1D8ZZ80tVT4F9P

hitp://\www.2000deal.com/8u3b/? false e Avira URL Cloud: safe unknown
DzrXY=/wAPO08hkjicc6Jt0eNBrvV8xVMyKOvdY+Qr+E6nWTIRrbMIgWbC2ePTolBG3SalgtWFq
W&zR-4v=0v1D8ZZ80tVT4FIP

hitp://www.gb-contracting.com/8u3b/? false e Avira URL Cloud: safe unknown
DzrXY=00VfeLyiAWIpMBFTQ6m1xWirhg5hDDYdrnFBGiAZzRO7ggk2cclpVztzXol7ESdSOn
Ql&zR-4v=0v1D8ZZ80tVT4F9P

URLs from Memory and Binaries

Name Source Malicious Antivirus Detection Reputation

hitp:/fiwww.fontbureau.com/designersG g1EhgmCqCD.exe, 00000001.00000 false high
002.672366570.0000000005C50000
.00000002.00000001.sdmp, explo
rer.exe, 00000004.00000000.696
302536.000000000B970000.000000
02.00000001.sdmp

hitp:/f\www.fontbureau.com/designers/? g1EhgmCqCD.exe, 00000001.00000 false high
002.672366570.0000000005C50000
.00000002.00000001.sdmp, explo
rer.exe, 00000004.00000000.696
302536.000000000B970000.000000

02.00000001.sdmp

hitp:/f\www.founder.com.cn/cn/bThe g1EhgmCqCD.exe, 00000001.00000 false e URL Reputation: safe unknown
002.672366570.0000000005C50000 e URL Reputation: safe
.00000002.00000001.sdmp, explo e URL Reputation: safe

rer.exe, 00000004.00000000.696
302536.000000000B970000.000000

02.00000001.sdmp

hitp:/f\www.fontbureau.com/designers/frere-user.htmi3 g1EhgmCqCD.exe, 00000001.00000 false high
003.653172373.0000000005B7E000
.00000004.00000001.sdmp

hitp:/fiwww.fontbureau.com/designers? g1EhgmCqCD.exe, 00000001.00000 false high

002.672366570.0000000005C50000
.00000002.00000001.sdmp, explo
rer.exe, 00000004.00000000.696
302536.000000000B970000.000000

02.00000001.sdmp

hitp:/fiwww.tiro.com explorer.exe, 00000004.0000000 false e URL Reputation: safe unknown
0.696302536.000000000B970000.0 e URL Reputation: safe
0000002.00000001.sdmp e URL Reputation: safe

hitp://www.fontbureau.com/designers explorer.exe, 00000004.0000000 false high
0.696302536.000000000B970000.0
0000002.00000001.sdmp

hitp://www.goodfont.co.kr g1EhgmCqCD.exe, 00000001.00000 false e URL Reputation: safe unknown
002.672366570.0000000005C50000 e URL Reputation: safe
.00000002.00000001.sdmp, explo e URL Reputation: safe

rer.exe, 00000004.00000000.696
302536.000000000B970000.000000
02.00000001.sdmp
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Name

hitp://www.carterandcone.com

hitp://www.carterandcone.com$d

hitp://www.founder.com.cn/cnH

http:/f

https://stackpath.bootstrapcdn.com/bootstrap/4.5.0/css/bootstr

ap.min.css

hitp:/f\www.fontbureau.comiona

hitp://iwww.sajatypeworks.com

hitp:/fiwww.typography.netD

hitp:/f\www.founder.com.cn/cn/cThe

hitp://iwww.galapagosdesign.com/staff/dennis.htm

hitp://fontfabrik.com

hitp://www.sandoll.co.krcom

hitp://www.founder.com.cn/cnr

hitp://\www.galapagosdesign.com/DPlease

hitpiwww.%s.comPA

hitp://www.churchsw.org/church-projector-project

hitp:/fiwww.fonts.com

hitp://www.goodfont.co.krn

hitp:/f/www.sandoll.co.kr

Copyright Joe Security LLC 2021

Source

g1EhgmCqCD.exe, 00000001.00000
003.649849949.000000000587A000
,00000004.00000001..sdmp, g1Ehg
mCqCD.exe, 00000001.00000003.6
49877535.0000000005B65000.0000
0004.00000001.sdmp

g1EhgmCqCD.exe, 00000001.00000
003.649877535.0000000005B65000
,00000004.00000001.sdmp

g1EhgmCqCD.exe, 00000001.00000
003.649355538.0000000005896000
,00000004.00000001.sdmp

g1EhgmCqCD.exe, 00000001.00000
002.667933486.0000000002A62000
,00000004.00000001.sdmp

g1EhgmCqCD.exe, 00000001.00000
002.667751786.00000000011E0000
,00000004.00000040.sdmp

g1EhgmCqCD.exe, 00000001.00000
002.672366570.0000000005C50000
.00000002.00000001.sdmp, explo
rer.exe, 00000004.00000000.696
302536.000000000B970000.000000
02.00000001.sdmp

g1EhgmCqCD.exe, 00000001.00000
002.672366570.0000000005C50000
.00000002.00000001.sdmp, explo
rer.exe, 00000004.00000000.696
302536.000000000B970000.000000
02.00000001.sdmp

g1EhgmCqCD.exe, 00000001.00000
002.672366570.0000000005C50000
.00000002.00000001.sdmp, explo
rer.exe, 00000004.00000000.696
302536.000000000B970000.000000
02.00000001.sdmp

g1EhgmCqCD.exe, 00000001.00000
002.672366570.0000000005C50000
.00000002.00000001.sdmp, explo
rer.exe, 00000004.00000000.696
302536.000000000B970000.000000
02.00000001.sdmp

g1EhgmCqCD.exe, 00000001.00000
002.672366570.0000000005C50000
.00000002.00000001.sdmp, explo
rer.exe, 00000004.00000000.696
302536.000000000B970000.000000
02.00000001.sdmp

g1EhgmCqCD.exe, 00000001.00000
003.649163045.000000000587A000
,00000004.00000001.sdmp

g1EhgmCqCD.exe, 00000001.00000
003.649286426.000000000587A000
,00000004.00000001.sdmp

g1EhgmCqCD.exe, 00000001.00000
002.672366570.0000000005C50000
.00000002.00000001.sdmp, explo
rer.exe, 00000004.00000000.696
302536.000000000B970000.000000
02.00000001.sdmp

explorer.exe, 00000004.0000000
2.911535792.0000000002B50000.0
0000002.00000001.sdmp

g1lEhgmCqCD.exe

g1EhgmCqCD.exe, 00000001.00000
002.672366570.0000000005C50000
.00000002.00000001.sdmp, explo
rer.exe, 00000004.00000000.696
302536.000000000B970000.000000
02.00000001.sdmp

g1EhgmCqCD.exe, 00000001.00000
003.649163045.000000000587A000
,00000004.00000001.sdmp

g1EhgmCqCD.exe, 00000001.00000
002.672366570.0000000005C50000
.00000002.00000001.sdmp, explo
rer.exe, 00000004.00000000.696
302536.000000000B970000.000000
02.00000001.sdmp

Malicious

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

.

Antivirus Detection

URL Reputation: safe

e URL Reputation: safe
e URL Reputation: safe

.

.

Avira URL Cloud: safe

Avira URL Cloud: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

e URL Reputation: safe
e URL Reputation: safe

.

.

URL Reputation: safe

URL Reputation: safe

e URL Reputation: safe
e URL Reputation: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

e URL Reputation: safe
e URL Reputation: safe

.

.

URL Reputation: safe

URL Reputation: safe

e URL Reputation: safe

.

.

.

URL Reputation: safe

Avira URL Cloud: safe

Avira URL Cloud: safe

URL Reputation: safe

e URL Reputation: safe
e URL Reputation: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

.

.

Avira URL Cloud: safe

Avira URL Cloud: safe

e URL Reputation: safe
e URL Reputation: safe

.

URL Reputation: safe

Reputation

unknown

low

unknown

high

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

low

unknown

high

unknown

unknown
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Name

hitp:/fiwww.urwpp.deDPlease

hitp://www.zhongyicts.com.cn

hitp://schemas.xmlsoap.org/ws/2005/05/identity/claims/name

hitp://www.carterandcone.coml

hitp:/fiwww.sakkal.com

hitp://www.apache.org/licenses/LICENSE-2.0

hitp:/f\www.fontbureau.com

hitp://www.founder.com.cn/cn/8

hitp:/f\www.carterandcone.comTC

hitp://www.carterandcone.comnic

hitp://www.churchsw.org/repository/Bibles/

hitp://www.carterandcone.comu

hitp:/fiwww.fontbureau.coma

hitp:/fen.wikip

hitp://www.carterandcone.coml

hitp://iwww.fontbureau.com/designers/cabarga.htmIN

hitp://www.founder.com.cn/cn

hitp://https://mollysmulligan.com/8u3b/?DzrXY=Q16
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Source

g1EhgmCqCD.exe, 00000001.00000
002.672366570.0000000005C50000
.00000002.00000001.sdmp, explo
rer.exe, 00000004.00000000.696
302536.000000000B970000.000000
02.00000001.sdmp

g1EhgmCqCD.exe, 00000001.00000
002.672366570.0000000005C50000
.00000002.00000001.sdmp, explo
rer.exe, 00000004.00000000.696
302536.000000000B970000.000000
02.00000001.sdmp

g1EhgmCqCD.exe, 00000001.00000
002.667858038.00000000029F 1000
,00000004.00000001.sdmp

g1EhgmCqCD.exe, 00000001.00000
003.649849949.000000000587A000
,00000004.00000001.sdmp

g1EhgmCqCD.exe, 00000001.00000
002.672366570.0000000005C50000
.00000002.00000001.sdmp, explo
rer.exe, 00000004.00000000.696
302536.000000000B970000.000000
02.00000001.sdmp

g1EhgmCqCD.exe, 00000001.00000
002.672366570.0000000005C50000
.00000002.00000001.sdmp, explo
rer.exe, 00000004.00000000.696
302536.000000000B970000.000000
02.00000001.sdmp

g1EhgmCqCD.exe, 00000001.00000
002.672366570.0000000005C50000
.00000002.00000001.sdmp, explo
rer.exe, 00000004.00000000.696
302536.000000000B970000.000000
02.00000001.sdmp

g1EhgmCqCD.exe, 00000001.00000
003.649504763.0000000005898000
,00000004.00000001.sdmp

g1EhgmCqCD.exe, 00000001.00000
003.649877535.0000000005B65000
,00000004.00000001.sdmp

g1EhgmCqCD.exe, 00000001.00000
003.649849949.000000000587A000
,00000004.00000001.sdmp

g1lEhgmCqCD.exe

g1EhgmCqCD.exe, 00000001.00000
003.649849949.000000000587A000
,00000004.00000001.sdmp

g1EhgmCqCD.exe, 00000001.00000
002.667751786.00000000011E0000
,00000004.00000040.sdmp

g1EhgmCqCD.exe, 00000001.00000
003.651135793.0000000005880000
,00000004.00000001.sdmp

g1EhgmCqCD.exe, 00000001.00000
002.672366570.0000000005C50000
.00000002.00000001.sdmp, explo
rer.exe, 00000004.00000000.696
302536.000000000B970000.000000
02.00000001.sdmp

g1EhgmCqCD.exe, 00000001.00000
002.672366570.0000000005C50000
.00000002.00000001.sdmp, explo
rer.exe, 00000004.00000000.696
302536.000000000B970000.000000
02.00000001.sdmp

g1EhgmCqCD.exe, 00000001.00000
002.672366570.0000000005C50000
.00000002.00000001.sdmp, g1lEhg
mCqCD.exe, 00000001.00000003.6
49355538.0000000005B96000.0000
0004.00000001.sdmp, explorer.exe,
00000004.00000000.69630253
6.000000000B970000.00000002.00
000001.sdmp

msiexec.exe, 00000009.00000002
.912045913.00000000049E2000.00
000004.00000001.sdmp

Malicious

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

.

Antivirus Detection

URL Reputation:

e URL Reputation:

URL Reputation:

e URL Reputation:
e URL Reputation:
e URL Reputation:

.

Avira URL Cloud:

e URL Reputation:
e URL Reputation:
e URL Reputation:

.

Avira URL Cloud:

e URL Reputation:
e URL Reputation:

.

.

.

.

°

URL Reputation:
Avira URL Cloud:

Avira URL Cloud:
Avira URL Cloud:

URL Reputation:

e URL Reputation:
e URL Reputation:

e URL Reputation:
e URL Reputation:
e URL Reputation:

e URL Reputation:
e URL Reputation:

°

URL Reputation:

e URL Reputation:
e URL Reputation:
e URL Reputation:

.

Avira URL Cloud:

safe
safe
safe

safe
safe
safe

safe

safe
safe
safe

safe

safe
safe
safe

safe

safe

safe

safe
safe
safe

safe
safe
safe

safe
safe
safe

safe
safe
safe

safe

Reputation

unknown

unknown

high

unknown

unknown

high

high

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

high

unknown

unknown
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Name

hitp://iwww.fontbureau.com/designers/frere-user.html

hitp

hitp

hitp

hitp

hitp

hitp

hitp

“ffiwww.founder.com.cn/cn6

“ffiwww.carterandcone.comfr

fiwww.jiyu-kobo.co.jp/

-iwww.fontbureau.com/designers8

“ffiwww.sandoll.co.krn-u

-fiwww.goodfont.co.kr-

“ffiwww.founder.com.cn/cnKr4

Contacted IPs

Pu

] No. of IPs < 25%

B 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%

Bl 75% <No. of IPs

blic

IP
172.247.179.61
107.180.51.23

34.102.136.180
184.168.131.241

Domain

www.anygivenrunday.com

timbraunmusician.com

2000deal.com

kayandbernard.com

Copyright Joe Security LLC 2021

Source

g1EhgmCqCD.exe, 00000001.00000
002.672366570.0000000005C50000
.00000002.00000001.sdmp, explo
rer.exe, 00000004.00000000.696
302536.000000000B970000.000000
02.00000001.sdmp

g1EhgmCqCD.exe, 00000001.00000
003.649355538.0000000005896000
,00000004.00000001.sdmp

g1EhgmCqCD.exe, 00000001.00000
003.649877535.0000000005B65000
,00000004.00000001.sdmp

g1EhgmCqCD.exe, 00000001.00000
002.672366570.0000000005C50000
.00000002.00000001.sdmp, explo
rer.exe, 00000004.00000000.696
302536.000000000B970000.000000
02.00000001.sdmp

g1EhgmCqCD.exe, 00000001.00000
002.672366570.0000000005C50000
.00000002.00000001.sdmp, explo
rer.exe, 00000004.00000000.696
302536.000000000B970000.000000
02.00000001.sdmp

g1EhgmCqCD.exe, 00000001.00000
003.649163045.000000000587A000
,00000004.00000001.sdmp

g1EhgmCqCD.exe, 00000001.00000
003.649163045.000000000587A000
,00000004.00000001.sdmp

g1EhgmCqCD.exe, 00000001.00000
003.649355538.0000000005896000
,00000004.00000001.sdmp

Country Flag
United States =
United States =
United States =
United States =

Malicious

false

false

false

false

false

false

false

false

ASN
40065
26496

15169
26496

Antivirus Detection Reputation
high
e Avira URL Cloud: safe unknown
e Avira URL Cloud: safe unknown
e URL Reputation: safe unknown
e URL Reputation: safe
e URL Reputation: safe
high
e Avira URL Cloud: safe unknown
e Avira URL Cloud: safe low
e Avira URL Cloud: safe unknown
ASN Name Malicious
CNSERVERSUS true
AS-26496-GO-DADDY- true
COM-LLCUS
GOOGLEUS false
AS-26496-GO-DADDY- true
COM-LLCUS

Page 16 of 40



P Domain Country Flag ASN ASN Name Malicious

198.54.117.216 parkingpage.namecheap.c United States £S5 22612 NAMECHEAP-NETUS false
om

General Information

Joe Sandbox Version: 32.0.0 Black Diamond
Analysis ID: 404135
Start date: 04.05.2021
Start time: 18:38:15
Joe Sandbox Product: CloudBasic
Overall analysis duration: Oh 11m 44s
Hypervisor based Inspection enabled: false
Report type: light
Sample file name: g1lEhgmCqCD.exe
Cookbook file name: default.jbs
Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8
Update 211
Number of analysed new started processes analysed: 18
Number of new started drivers analysed: 0
Number of existing processes analysed: 0
Number of existing drivers analysed: 0
Number of injected processes analysed: 1
Technologies: e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled
Analysis Mode: default
Analysis stop reason: Timeout
Detection: MAL
Classification: mall100.troj.evad. WinEXE@7/1@13/5
EGA Information: Failed
HDC Information: e Successful, ratio: 8.9% (good quality ratio 7.9%)

e Quality average: 72.8%
e Quality standard deviation: 32.5%

HCA Information: e Successful, ratio: 100%
e Number of executed functions: 0
* Number of non-executed functions: 0

Cookbook Comments: e Adjust boot time
e Enable AMSI
e Found application associated with file extension:
.exe
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Warnings: Show All

e Excluded IPs from analysis (whitelisted):
52.255.188.83, 92.122.145.220, 204.79.197.200,
13.107.21.200, 104.43.139.144, 13.88.21.125,
20.82.210.154, 52.155.217.156, 2.20.142.210,
2.20.142.209, 20.54.26.129, 92.122.213.194,
92.122.213.247

e Excluded domains from analysis (whitelisted):
au.download.windowsupdate.com.edgesuite.net,
arc.msn.com.nsatc.net, store-images.s-
microsoft.com-c.edgekey.net,
al449.dscg2.akamai.net, arc.msn.com,
consumerrp-displaycatalog-aks2eap-
europe.md.mp.microsoft.com.akadns.net,
db5eap.displaycatalog.md.mp.microsoft.com.akadn
s.net, e12564.dspb.akamaiedge.net, www-bing-
com.dual-a-0001.a-msedge.net,
audownload.windowsupdate.nsatc.net,
arc.trafficmanager.net,
displaycatalog.mp.microsoft.com,
watson.telemetry.microsoft.com, img-prod-cms-rt-
microsoft-com.akamaized.net, au-bg-
shim.trafficmanager.net, www.bing.com,
displaycatalog-
europeeap.md.mp.microsoft.com.akadns.net, dual-
a-0001.a-msedge.net, displaycatalog-rp-
europe.md.mp.microsoft.com.akadns.net, ris-
prod.trafficmanager.net, ctldl.windowsupdate.com,
skypedataprdcolcus16.cloudapp.net,
a767.dscg3.akamai.net, ris.api.iris.microsoft.com,
skypedataprdcoleus17.cloudapp.net, a-0001.a-
afdentry.net.trafficmanager.net, store-images.s-
microsoft.com,
blobcollector.events.data.trafficmanager.net,
skypedataprdcolwus15.cloudapp.net,
displaycatalog-rp.md.mp.microsoft.com.akadns.net

* Report size getting too big, too many
NtAllocateVirtualMemory calls found.

Simulations

Behavior and APIs

Time Type Description

18:39:09 API Interceptor 2x Sleep call for process: g1IEhgmCqCD.exe modified

Joe Sandbox View | Context

IPs

Match Associated Sample Name /| URL SHA 256 Detection Link Context

Get hash malicious Browse e www.theol
ivebrand.c
om/epms/?x
4uDfZgH=AE
nXnl+4HUxI
9CBgyHEJGs
yTY820FbwV
nA5/XPOkPz
TReL1QVjub
BwVJtrf1Dv
ZchgVu&Cj3
0v=9rJhur7
HoF7I0xC

172.247.179.61
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https://view.joesandbox.com/analysis/305618/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/305618/html/none?idtype=webid

Match Associated Sample Name / URL SHA 256 Detection Link Context

Get hash malicious Browse e www.alerg
iaalfrio.c
om/mb7q/?-
ZbLpzA4=xi8
dSDI9FPNKR7
HLGQvP47bo
0guUCNFFDD
wgIBKtYhKV
6h2Dpui8G7
mnaQgW-+bld
x3Yok&3f=Blgp

Get hash malicious Browse e www.alerg
iaalfrio.c
om/mb7q/?K
neXF=xi8dS
D9FPNKR7HL
GQvP47boog
UUCNFFDDwg
IBKtYhKV6h
2Dpui8G7mn
aQgWUE4txz
agk&pPB=K2
MDKxRXyRbT
Zrrp

Get hash malicious Browse e www.chiba-
kyujin.com/mjs/?
ohoDP=Szrhs8&
EzrxBfhH=D
g2+jvPdn+T
YhYd/o8GRI
/ThOe+Yliz
KLIUYrLOAk
mcumVCRF9u
FS2RXapE/b
h4Mx4qgx

107.180.51.23 p:f Get hash malicious Browse

184.168.131.241 Get hash malicious Browse * www.thebo
undless.li
fe/bbqgo/?R
b=M42dVLz8
&XB64Xb0O8=
5cE52+XUn5
YOw4VITBFj
5Yjg6BdI2w
nKeldIDky+
FVUstW8yNK
K8e4wglM4n
Q/djAnNx

Get hash malicious Browse e www.polit
icalnobody
.com/.q0os/?
action=f
bgen&v=110
&crc=669

Get hash malicious Browse * www.montc
oimmigrati
onlawyer.c
om/uoe8/?Y
4plXns=DVW
70xuTiipzh
EotDz1JzGf
siMg3vXOqw
3PM8kZWijgh
PJAMdulp3B
OMI8OMS6bfw
nU86n&BR=cjlpd

Get hash malicious Browse * www.shopr
odeovegas.
com/xcl/?D
VodV=VtxhA
20X1nlprLé&
aRm4zbJP=Q
4feKhQOcUv
JUP80z4L50
OA8XtI+UFU
Mw1FgXJ9gQ
G3EsyP4HUo
30rkjHaPbo
D73BEg!
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https://view.joesandbox.com/analysis/291432/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291432/html/none?idtype=webid
https://view.joesandbox.com/analysis/285052/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/285052/html/none?idtype=webid
https://view.joesandbox.com/analysis/267737/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267737/html/none?idtype=webid
https://view.joesandbox.com/analysis/16194/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/16194/html/none?idtype=webid
https://view.joesandbox.com/analysis/311216/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/311216/html/none?idtype=webid
https://view.joesandbox.com/analysis/310794/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/310794/html/none?idtype=webid
https://view.joesandbox.com/analysis/310413/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/310413/html/none?idtype=webid
https://view.joesandbox.com/analysis/310396/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/310396/html/none?idtype=webid

Match
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Associated Sample Name / URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Context

www.mojil
ifenoosa.c
om/uoe8/?h
L3=CVv7qMV
6HbciCWFzq
hUZZAQOUS+
YdWqRbJleY
pd5+PQQEEY
RiYk8iw/aq
idrzz92ww4
bObAtNQ==.
IN68=VTUTz
PUXE25p9L

www.cathe
rineandwil
son.com/uoe8/?
3fz=Kd
ZiceDtrkPS
h5wICXOYCM
hblwexAutP
vfm5kulh+Z
dzhJieamlz
eeuRyyZPsh
5lagbxYA==&-
Z54yn=EN
9puliPkdzp4

Www.prese
ntationmag
ic.online/hsd/?
QFQH4
r=1bG8EIMX
xJthtncP&q
FN41JEh=gb
eajf+ETOHE
POPZHUrOsH
OpmTI6pJIX
yLWb6Ib50E
0X8yNQmMO9fn
6k4lnoesq/
tjFe61

www.xn--d
emirelik-u
3a.com/u8nw/?
pPB=jab
iRIBO+7MeK
CllblDeYef
gEQ6ZikoDt
3u4Qwck14F
njpsvvdwak
w6ThFIMbwf
lgHdYGe9ky
Q==&Hpg=V6
AHiBHXhz5L14
www.shopr
odeovegas.
com/xcl/?0
LOtLd=Q4fe
KhQOcUvJUP
80z4L500A8
Xtl+UFUMw1
FgXJ9gQG3E
syP4HUo30r
kiHaPboD73
BEQI&jFNT]
J=aFNTkJDx

www.bodro
pe.com/8njn/?
CTvX=cv
Rh_IYP&UFN
1=Q5Ixd4nO
V6z6CcdYec
jp1LUutROUM
PU3SQE6azJ
E1Czw7E1l4v
rt/nRyUCs3
zZJRVNDQvVTmM
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https://view.joesandbox.com/analysis/310325/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/310325/html/none?idtype=webid
https://view.joesandbox.com/analysis/310307/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/310307/html/none?idtype=webid
https://view.joesandbox.com/analysis/310216/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/310216/html/none?idtype=webid
https://view.joesandbox.com/analysis/310130/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/310130/html/none?idtype=webid
https://view.joesandbox.com/analysis/309814/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/309814/html/none?idtype=webid
https://view.joesandbox.com/analysis/308818/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/308818/html/none?idtype=webid

Match
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Associated Sample Name / URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

www.smart
healthubcl
ub.com/oerg/?
YLO=8pN
414&r6A=9B
aAtcK5xATn
UYNOKSqZEz
iiqzluiVpp
Jgo/+bNoUN
fJehdCQkqU
Vzs22u6IBE
0AgZIm

www.ottaw
ahomevalue
s.info/8u3b/?
9rwxC4L
h=xUmcyzOk
4AdBu/tilH
HAKcZZd7Im
KNghEsoN8U
KLLkcB2vFq
OaieKULrS5
S3/+NfkzmC
UnU9lg==&o
2=iN68aFPHs

www.abund
ando.com/8
u3b/?Mz=It
x0qfi0x45&
WBZXQ8j=VA
7b8QnIVeQJ
Lb4vJ/jdAF
drsC+XTLKB
bUdPfITqVx
Rnd+9E52kR
PAdLCgwgRB
mqlhQAqg==
www.essen
tial.care/f0sg/?
9rQPJI=g9LzgpK
uBvIMkOkG+
GJIMLFKZevb
+pnBUPQILZ
Ljjt7sgNrD
sNIimg91Po
YPi1VOUwWj/
O&EzrtFB=4
hLO5I3XxNH1L

www.theva
ndolly.com
/u2gd/?Rnm
=XPc43InxP
&IDKPYO0x=9
TQal0wlIBYw
fIDWG2Z9hv
ZYJBVOiycA
FxoKvgpGfS
PWIdmtTiS4
MQ+I/8YKrw
ePligw4

www.brad-
caroline.c
om/gnf/?LZ
hxv=apOpNt
eBalFpO6vP
&7nEAZIw=g
15J7GGOuse
5iUv+r/h5g
/mBWked130
OqUrInFmD3
JgbOUMGkh9
+WkxhJWheC
Xb3PGqf

WWW.SSSSU
mmit.com/uv34/?
giKTU
x=6lchmDLO
&rKTobm=W
MQTGOrumw6
bKaslntyyM
+QsxkhHxul
ZUcBmNY6ij
7cyCWSVhgm
kPYQs9C/7E
VYcnBEO
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https://view.joesandbox.com/analysis/308612/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/308612/html/none?idtype=webid
https://view.joesandbox.com/analysis/307732/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/307732/html/none?idtype=webid
https://view.joesandbox.com/analysis/307622/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/307622/html/none?idtype=webid
https://view.joesandbox.com/analysis/306354/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/306354/html/none?idtype=webid
https://view.joesandbox.com/analysis/306037/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/306037/html/none?idtype=webid
https://view.joesandbox.com/analysis/306014/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/306014/html/none?idtype=webid
https://view.joesandbox.com/analysis/305857/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/305857/html/none?idtype=webid

Match

Domains

Match

parkingpage.namecheap.com

ASN

Match
AS-26496-GO-DADDY-COM-LLCUS
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Associated Sample Name / URL SHA 256
Get hash

Get hash

Get hash

Associated Sample Name / URL SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Associated Sample Name / URL SHA 256
Get hash
Get hash

Get hash

Get hash

Get hash

Get hash

Detection

malicious

malicious

malicious

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Detection

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Link

Browse

Browse

Browse

Browse

Browse

Browse

Context

www.accid
entattorne
ynearme.ne
t/epms/?x4
uDfZgH=nji
KimUeNemx2
H2C1bki9Sp
b1pz8bRxtr
Di2F8yKp6w
D2n21irAid
QOQWZYOXw
ohy7E&Cj30
v=9rJhur7H
oF7I0xC

www.bookb
eachchairs
.com/hx3a/?
BDH=EBC1C
S7p3SY2xjA
hEgLKPc+2r
IVZ9PU/AWU
wkk97HGSV6
MybJ9/jFRm
90MKTO30IL
BUCjg==&SH
6=u2JtglFH

www.gosun
nydale.com
/g050/?d48
8QFPX=02gT
Q90SopFORp
ofc5ko6zAN
YJIWII/NVufn
ZrGO9o/pAU
uoJbu+eBnU
7CK63iv20X
Z5Q9uw==&i
4bD=-Z54yn

Context

198.54.117.210
198.54.117.212
198.54.117.212
198.54.117.218
198.54.117.212
198.54.117.217
198.54.117.218
198.54.117.218
198.54.117.217
198.54.117.218
198.54.117.215
198.54.117.216
198.54.117.211
198.54.117.211
198.54.117.211
198.54.117.218
198.54.117.218
198.54.117.211
198.54.117.217
198.54.117.216

Context

107.180.41.236

184.168.13
1.241

50.62.168.157
184.168.13
1.241
107.180.57.119
107.180.43.16
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https://view.joesandbox.com/analysis/305618/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/305618/html/none?idtype=webid
https://view.joesandbox.com/analysis/305615/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/305615/html/none?idtype=webid
https://view.joesandbox.com/analysis/305611/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/305611/html/none?idtype=webid
https://view.joesandbox.com/analysis/311641/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/311641/html/none?idtype=webid
https://view.joesandbox.com/analysis/311322/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/311322/html/none?idtype=webid
https://view.joesandbox.com/analysis/310726/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/310726/html/none?idtype=webid
https://view.joesandbox.com/analysis/308799/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/308799/html/none?idtype=webid
https://view.joesandbox.com/analysis/307732/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/307732/html/none?idtype=webid
https://view.joesandbox.com/analysis/306362/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/306362/html/none?idtype=webid
https://view.joesandbox.com/analysis/306354/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/306354/html/none?idtype=webid
https://view.joesandbox.com/analysis/305857/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/305857/html/none?idtype=webid
https://view.joesandbox.com/analysis/305761/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/305761/html/none?idtype=webid
https://view.joesandbox.com/analysis/305587/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/305587/html/none?idtype=webid
https://view.joesandbox.com/analysis/303775/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/303775/html/none?idtype=webid
https://view.joesandbox.com/analysis/302670/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/302670/html/none?idtype=webid
https://view.joesandbox.com/analysis/301675/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/301675/html/none?idtype=webid
https://view.joesandbox.com/analysis/301417/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/301417/html/none?idtype=webid
https://view.joesandbox.com/analysis/301393/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/301393/html/none?idtype=webid
https://view.joesandbox.com/analysis/300835/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/300835/html/none?idtype=webid
https://view.joesandbox.com/analysis/299671/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299671/html/none?idtype=webid
https://view.joesandbox.com/analysis/296857/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/296857/html/none?idtype=webid
https://view.joesandbox.com/analysis/295962/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/295962/html/none?idtype=webid
https://view.joesandbox.com/analysis/295943/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/295943/html/none?idtype=webid
https://view.joesandbox.com/analysis/311604/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/311604/html/none?idtype=webid
https://view.joesandbox.com/analysis/311216/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/311216/html/none?idtype=webid
https://view.joesandbox.com/analysis/310794/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/310794/html/none?idtype=webid
https://view.joesandbox.com/analysis/310768/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/310768/html/none?idtype=webid
https://view.joesandbox.com/analysis/310528/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/310528/html/none?idtype=webid
https://view.joesandbox.com/analysis/310488/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/310488/html/none?idtype=webid

Match

AS-26496-GO-DADDY-COM-LLCUS

CNSERVERSUS
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Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash

Get hash
Get hash
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
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Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious

malicious

malicious
malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse

Browse

Browse
Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Context

184.168.13
1.241

184.168.13
1.241

184.168.13
1.241

184.168.13
1.241

184.168.13
1.241

184.168.13
1.241

184.168.13
1.241

192.186.217.35
192.186.217.35
192.186.217.35
192.186.217.35
192.186.217.35
192.186.217.35
107.180.44.132
107.180.41.236

184.168.13
1.241

50.62.168.157

184.168.13
1.241

107.180.57.119
107.180.43.16

184.168.13
1.241

184.168.13
1.241

184.168.13
1.241

184.168.13
1.241

184.168.13
1.241

184.168.13
1.241

184.168.13
1.241

192.186.217.35
192.186.217.35
192.186.217.35
192.186.217.35
192.186.217.35
192.186.217.35
107.180.44.132
45.142.156.44
45.205.61.240
172.247.179.61
45.142.156.44
172.247.179.59
45.93.101.93
45.142.156.44
45.142.156.44
23.225.41.92
23.225.197.29
45.142.156.44
45.142.156.44
45.205.60.183
45.142.156.44
154.198.253.11
23.225.41.18
172.247.179.61
154.198.253.11
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https://view.joesandbox.com/analysis/310413/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/310413/html/none?idtype=webid
https://view.joesandbox.com/analysis/310396/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/310396/html/none?idtype=webid
https://view.joesandbox.com/analysis/310325/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/310325/html/none?idtype=webid
https://view.joesandbox.com/analysis/310307/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/310307/html/none?idtype=webid
https://view.joesandbox.com/analysis/310216/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/310216/html/none?idtype=webid
https://view.joesandbox.com/analysis/310130/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/310130/html/none?idtype=webid
https://view.joesandbox.com/analysis/309814/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/309814/html/none?idtype=webid
https://view.joesandbox.com/analysis/309779/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/309779/html/none?idtype=webid
https://view.joesandbox.com/analysis/309778/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/309778/html/none?idtype=webid
https://view.joesandbox.com/analysis/309775/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/309775/html/none?idtype=webid
https://view.joesandbox.com/analysis/309774/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/309774/html/none?idtype=webid
https://view.joesandbox.com/analysis/309708/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/309708/html/none?idtype=webid
https://view.joesandbox.com/analysis/309707/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/309707/html/none?idtype=webid
https://view.joesandbox.com/analysis/309696/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/309696/html/none?idtype=webid
https://view.joesandbox.com/analysis/311604/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/311604/html/none?idtype=webid
https://view.joesandbox.com/analysis/311216/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/311216/html/none?idtype=webid
https://view.joesandbox.com/analysis/310794/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/310794/html/none?idtype=webid
https://view.joesandbox.com/analysis/310768/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/310768/html/none?idtype=webid
https://view.joesandbox.com/analysis/310528/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/310528/html/none?idtype=webid
https://view.joesandbox.com/analysis/310488/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/310488/html/none?idtype=webid
https://view.joesandbox.com/analysis/310413/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/310413/html/none?idtype=webid
https://view.joesandbox.com/analysis/310396/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/310396/html/none?idtype=webid
https://view.joesandbox.com/analysis/310325/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/310325/html/none?idtype=webid
https://view.joesandbox.com/analysis/310307/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/310307/html/none?idtype=webid
https://view.joesandbox.com/analysis/310216/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/310216/html/none?idtype=webid
https://view.joesandbox.com/analysis/310130/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/310130/html/none?idtype=webid
https://view.joesandbox.com/analysis/309814/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/309814/html/none?idtype=webid
https://view.joesandbox.com/analysis/309779/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/309779/html/none?idtype=webid
https://view.joesandbox.com/analysis/309778/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/309778/html/none?idtype=webid
https://view.joesandbox.com/analysis/309775/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/309775/html/none?idtype=webid
https://view.joesandbox.com/analysis/309774/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/309774/html/none?idtype=webid
https://view.joesandbox.com/analysis/309708/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/309708/html/none?idtype=webid
https://view.joesandbox.com/analysis/309707/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/309707/html/none?idtype=webid
https://view.joesandbox.com/analysis/309696/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/309696/html/none?idtype=webid
https://view.joesandbox.com/analysis/310413/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/310413/html/none?idtype=webid
https://view.joesandbox.com/analysis/310166/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/310166/html/none?idtype=webid
https://view.joesandbox.com/analysis/305618/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/305618/html/none?idtype=webid
https://view.joesandbox.com/analysis/305598/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/305598/html/none?idtype=webid
https://view.joesandbox.com/analysis/301779/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/301779/html/none?idtype=webid
https://view.joesandbox.com/analysis/300875/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/300875/html/none?idtype=webid
https://view.joesandbox.com/analysis/293886/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/293886/html/none?idtype=webid
https://view.joesandbox.com/analysis/293116/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/293116/html/none?idtype=webid
https://view.joesandbox.com/analysis/293097/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/293097/html/none?idtype=webid
https://view.joesandbox.com/analysis/292980/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292980/html/none?idtype=webid
https://view.joesandbox.com/analysis/292739/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292739/html/none?idtype=webid
https://view.joesandbox.com/analysis/292487/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292487/html/none?idtype=webid
https://view.joesandbox.com/analysis/292292/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292292/html/none?idtype=webid
https://view.joesandbox.com/analysis/292124/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292124/html/none?idtype=webid
https://view.joesandbox.com/analysis/291970/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291970/html/none?idtype=webid
https://view.joesandbox.com/analysis/291517/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291517/html/none?idtype=webid
https://view.joesandbox.com/analysis/291432/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291432/html/none?idtype=webid
https://view.joesandbox.com/analysis/291387/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291387/html/none?idtype=webid

Match

Associated Sample Name /| URL SHA 256 Detection Link Context
Get hash malicious Browse e 45.142.156.44

Get hash malicious Browse e 154.198.19
6.146

JA3 Fingerprints

No context

Dropped Files

No context

Created / dropped Files

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\Desktop\g1EhgmCqCD.exe

ASCII text, with CRLF line terminators

dropped

1314

5.350128552078965

false
24:MLUB4JE4K5E4KS2E1qE4qXKDE4KhK3VZ9pKhPKIE40KFKHK0ZAE4Kzr7FE4sAMEW:MgvjHKSHKXEL1gHiYHKhQnoPtHoxHhAHR
1DC1A2DCCOEFAAB4EABFAF6D6066565B

B7FCF805B6DD8DE815EA9BC089BDI9F1E617FAE9
28D63442C17BF19558655C88A635CB3C3FF1BAD1CCDI9784090B9749A7E71FCEF

95DD7E2AB0884A3EFD9E26033B337D1F97DDFASE9EICAC32187DCD40622D8B1AC8CCDBA12A70A6B9075DF5E7F68DF2F8FBA4AB33DB4576BE9806B8E19180
B7

true

high, very likely benign file

1,"fusion”,"GAC",0..1,"WinRT","NotApp",1..2,"Microsoft.VisualBasic, Version=10.0.0.0, Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a",0..2,"System.Windows.Forms,
Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089",0..3,"System, Version=4.0.0.0, Culture=neutral, PublicKkeyToken=b77a5c561934e089","C:\Wind
ows\assembly\Nativelmages_v4.0.30319_32\System\4f0a7eefa3cd3e0ba98b5ebddbbc72e6\System.ni.dll*,0..2,"System.Drawing, Version=4.0.0.0, Culture=neutral,
PublicKeyToken=b03f5f7f11d50a3a",0..3,"System.Core, Version=4.0.0.0, Culture=neutral, PublicKkeyToken=b77a5c561934e089","C:\Windows\assembly\Nativelma
ges_v4.0.30319_32\System.Core\f1d8480152e0da9a60ad49c6d16a3b6d\System.Core.ni.dll",0..3,"System.Configuration, Version=4.0.0.0, Culture=neutral, Publi
cKeyToken=b03f5{7f11d50a3a","C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Configuration\8d67d92724ba494b6c7fd089d6f25b48\System.Configuration
.ni.dll",0..3,"System.Xml, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a

Static File Info

General
File type:

Entropy (8bit):

TriD:

File name:
File size:
MDS5:
SHAL:
SHA256:

SHA512:

SSDEEP:

PE32 executable (GUI) Intel 80386 Mono/.Net assemb
ly, for MS Windows

7.6258646097638785

e Win32 Executable (generic) Net Framework
(10011505/4) 49.80%

e Win32 Executable (generic) a (10002005/4)

49.75%

Generic CIL Executable (.NET, Mono, etc.)

(73296/58) 0.36%

Windows Screen Saver (13104/52) 0.07%

e Generic Win/DOS Executable (2004/3) 0.01%

g1lEhgmCqCD.exe

665600
5551346aa9f251895021b95a2a7cc390
acbcecf7599d3c33f6f2a36c0947cfc633d0a406

9e189d8d48a66d2f53c972275642da7chc8ad51b20f04cf
1d592bef360db50ct

35e43a0f2efldd2dfaf921d8af3a4f3ef0f4675479d496141
358561c84a3b8c8bh1a5bd9497fe6¢c26757d3e6637edab5
38ac587d73bc6d47e9b90b751abf55bha3

12288:62gypDoylcOKM5r2uA2rUaML6/tsXpeAr9rF2gR
GnURucvUkgDavaijBCir:zgypPzOKp4tR/2XpeAr9rFvzu
0Z4ir
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https://view.joesandbox.com/analysis/291078/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291078/html/none?idtype=webid
https://view.joesandbox.com/analysis/288830/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/288830/html/none?idtype=webid

General

File Content Preview:

File Icon

Icon Hash:

Static PE Info

General
Entrypoint:
Entrypoint Section:
Digitally signed:
Imagebase:

Subsystem:

Image File Characteristics:

DLL Characteristics:
Time Stamp:

TLS Callbacks:
CLR (.Net) Version:
OS Version Major:
OS Version Minor:
File Version Major:

File Version Minor:

Subsystem Version Major:

Subsystem Version Minor:

Import Hash:

Entrypoint Preview

Instruction

jmp dword ptr [00402000h]

add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al

Copyright Joe Security LLC 2021

00828e8e8686b000

0x4a3d26

text

false

0x400000

windows gui

32BIT_MACHINE, EXECUTABLE_IMAGE

NO_SEH, TERMINAL_SERVER_AWARE, DYNAMIC_BASE, NX_COMPAT
0x60911B56 [Tue May 4 10:00:54 2021 UTC]

v4.0.30319
4
0
4
0
4
0

f34d5f2d4577ed6d9ceec516¢c1f5a744
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Instruction

add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
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Instruction

add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al

Data Directories

Name

IMAGE_DIRECTORY_ENTRY_EXPORT
IMAGE_DIRECTORY_ENTRY_IMPORT
IMAGE_DIRECTORY_ENTRY_RESOURCE
IMAGE_DIRECTORY_ENTRY_EXCEPTION
IMAGE_DIRECTORY_ENTRY_SECURITY
IMAGE_DIRECTORY_ENTRY_BASERELOC
IMAGE_DIRECTORY_ENTRY_DEBUG
IMAGE_DIRECTORY_ENTRY_COPYRIGHT
IMAGE_DIRECTORY_ENTRY_GLOBALPTR
IMAGE_DIRECTORY_ENTRY_TLS
IMAGE_DIRECTORY_ENTRY_LOAD_CONFIG
IMAGE_DIRECTORY_ENTRY_BOUND_IMPORT
IMAGE_DIRECTORY_ENTRY_IAT
IMAGE_DIRECTORY_ENTRY_DELAY_IMPORT
IMAGE_DIRECTORY_ENTRY_COM_DESCRIPTOR
IMAGE_DIRECTORY_ENTRY_RESERVED

Sections

Name  Virtual Address Virtual Size Raw Size
text 0x2000 Oxald2c Oxale00
.rsrc 0xa4000 0x414 0x600
.reloc 0xa6000 Ooxc 0x200
Resources

Name RVA Size
RT_VERSION 0xa4058 0x3b8
Imports

DLL

mscoree.dll

Version Infos

Description
Translation
LegalCopyright
Assembly Version
InternalName
FileVersion
CompanyName
LegalTrademarks
Comments
ProductName
ProductVersion
FileDescription

OriginalFilename

Copyright Joe Security LLC 2021

Virtual Address
0x0
Oxa3cd4
0xa4000
0x0

0x0
0xa6000
0x0

0x0

0x0

0x0

0x0

0x0
0x2000
0x0
0x2008
0x0

Xored PE ZLIB Complexity

False 0.798448057432

False 0.287760416667

False 0.044921875

Type
COM executable for DOS

Import

_CorExeMain

Data
0x0000 0x04b0

Virtual Size

0x0
0ox4f
0x414
0x0
0x0

0x0
0x0
0x0
0x0
0x0
0x0
0x8
0x0
0x48
0x0

File Type

data

data

data

Copyright Felix Jeyareuben 2012

2.0.0.0
OnSerializedAttribute.exe
2.0

www.churchsw.org

Church Software

Church Projector
2.0
Church Projector

OnSerializedAttribute.exe

Entropy
7.63788106715

2.40391345759

0.101910425663

Language

Is in Section

text

.rsrc

.reloc

text

text

Characteristics

IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_D
ATA,
IMAGE_SCN_MEM_DISCARDABLE
. IMAGE_SCN_MEM_READ

Country
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Network Behavior

Snort IDS Alerts

Timestamp Protocol SID Message

05/04/21- TCP 2031453 ET TROJAN FormBook CnC Checkin (GET)
18:40:11.893380

05/04/21- TCP 2031449 ET TROJAN FormBook CnC Checkin (GET)
18:40:11.893380

05/04/21- TCP 2031412 ET TROJAN FormBook CnC Checkin (GET)
18:40:11.893380

05/04/21- TCP 2031453 ET TROJAN FormBook CnC Checkin (GET)
18:40:37.667261

05/04/21- TCP 2031449 ET TROJAN FormBook CnC Checkin (GET)
18:40:37.667261

05/04/21- TCP 2031412 ET TROJAN FormBook CnC Checkin (GET)
18:40:37.667261

05/04/21- TCP 1201 ATTACK-RESPONSES 403 Forbidden
18:40:37.868899

05/04/21- TCP 1201 ATTACK-RESPONSES 403 Forbidden
18:40:43.289161

05/04/21- TCP 1201 ATTACK-RESPONSES 403 Forbidden

18:41:11.497022

Network Port Distribution

TCP Packets

Timestamp

May 4, 2021 18:40:05.923744917 CEST
May 4, 2021 18:40:06.123193026 CEST
May 4, 2021 18:40:06.124036074 CEST
May 4, 2021 18:40:06.124053001 CEST
May 4, 2021 18:40:06.324815035 CEST
May 4, 2021 18:40:06.357764959 CEST
May 4, 2021 18:40:06.357783079 CEST
May 4, 2021 18:40:06.358078003 CEST
May 4, 2021 18:40:06.358093977 CEST
May 4, 2021 18:40:06.557281017 CEST
May 4, 2021 18:40:11.698854923 CEST
May 4, 2021 18:40:11.893053055 CEST
May 4, 2021 18:40:11.893363953 CEST
May 4, 2021 18:40:11.893379927 CEST
May 4, 2021 18:40:12.089917898 CEST
May 4, 2021 18:40:12.124341011 CEST
May 4, 2021 18:40:12.124362946 CEST
May 4, 2021 18:40:12.124597073 CEST
May 4, 2021 18:40:12.124614000 CEST
May 4, 2021 18:40:12.317548990 CEST

Copyright Joe Security LLC 2021

Total Packets: 89

® 53 (DNS)
@ 80 (HTTP)

Source Port
49760
80
49760
49760
80

80

80
49760
49760
80
49761
80
49761
49761
80

80

80
49761
49761
80

Dest Port
80
49760
80

80
49760
49760
49760
80

80
49760
80
49761
80

80
49761
49761
49761
80

80
49761

Source IP
192.168.2.4
184.168.131.241
192.168.2.4
192.168.2.4
184.168.131.241
184.168.131.241
184.168.131.241
192.168.2.4
192.168.2.4
184.168.131.241
192.168.2.4
184.168.131.241
192.168.2.4
192.168.2.4
184.168.131.241
184.168.131.241
184.168.131.241
192.168.2.4
192.168.2.4
184.168.131.241

Source

Port

49761

49761

49761

49763

49763

49763

80

80

80

Dest

Port

80

80

80

80

80

80

49763

49765

49770

Source IP

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

Dest IP
184.168.131.241

184.168.131.241

184.168.131.241

34.102.136.180

34.102.136.180

34.102.136.180

34.102.136.180 192.168.2.4

34.102.136.180 192.168.2.4

34.102.136.180 192.168.2.4

Dest IP
184.168.131.241
192.168.2.4
184.168.131.241
184.168.131.241
192.168.2.4
192.168.2.4
192.168.2.4
184.168.131.241
184.168.131.241
192.168.2.4
184.168.131.241
192.168.2.4
184.168.131.241
184.168.131.241
192.168.2.4
192.168.2.4
192.168.2.4
184.168.131.241
184.168.131.241
192.168.2.4
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Timestamp Source Port Dest Port Source IP Dest IP

May 4, 2021 18:40:37.625993013 CEST 49763 80 192.168.2.4 34.102.136.180
May 4, 2021 18:40:37.666980982 CEST 80 49763 34.102.136.180 192.168.2.4
May 4, 2021 18:40:37.667131901 CEST 49763 80 192.168.2.4 34.102.136.180
May 4, 2021 18:40:37.667260885 CEST 49763 80 192.168.2.4 34.102.136.180
May 4, 2021 18:40:37.708126068 CEST 80 49763 34.102.136.180 192.168.2.4
May 4, 2021 18:40:37.868899107 CEST 80 49763 34.102.136.180 192.168.2.4
May 4, 2021 18:40:37.868921041 CEST 80 49763 34.102.136.180 192.168.2.4
May 4, 2021 18:40:37.869244099 CEST 49763 80 192.168.2.4 34.102.136.180
May 4, 2021 18:40:37.869275093 CEST 49763 80 192.168.2.4 34.102.136.180
May 4, 2021 18:40:37.910165071 CEST 80 49763 34.102.136.180 192.168.2.4
May 4, 2021 18:40:42.954565048 CEST 49765 80 192.168.2.4 34.102.136.180
May 4, 2021 18:40:42.995554924 CEST 80 49765 34.102.136.180 192.168.2.4
May 4, 2021 18:40:42.995910883 CEST 49765 80 192.168.2.4 34.102.136.180
May 4, 2021 18:40:42.996263027 CEST 49765 80 192.168.2.4 34.102.136.180
May 4, 2021 18:40:43.037198067 CEST 80 49765 34.102.136.180 192.168.2.4
May 4, 2021 18:40:43.289160967 CEST 80 49765 34.102.136.180 192.168.2.4
May 4, 2021 18:40:43.289185047 CEST 80 49765 34.102.136.180 192.168.2.4
May 4, 2021 18:40:43.289745092 CEST 49765 80 192.168.2.4 34.102.136.180
May 4, 2021 18:40:43.289786100 CEST 49765 80 192.168.2.4 34.102.136.180
May 4, 2021 18:40:43.330719948 CEST 80 49765 34.102.136.180 192.168.2.4
May 4, 2021 18:40:48.383549929 CEST 49766 80 192.168.2.4 198.54.117.216
May 4, 2021 18:40:48.587084055 CEST 80 49766 198.54.117.216 192.168.2.4
May 4, 2021 18:40:48.587832928 CEST 49766 80 192.168.2.4 198.54.117.216
May 4, 2021 18:40:49.213042974 CEST 49766 80 192.168.2.4 198.54.117.216
May 4, 2021 18:40:49.417438984 CEST 80 49766 198.54.117.216 192.168.2.4
May 4, 2021 18:40:49.417567968 CEST 80 49766 198.54.117.216 192.168.2.4
May 4, 2021 18:40:54.522350073 CEST 49767 80 192.168.2.4 107.180.51.23
May 4, 2021 18:40:54.654962063 CEST 80 49767 107.180.51.23 192.168.2.4
May 4, 2021 18:40:54.655168056 CEST 49767 80 192.168.2.4 107.180.51.23
May 4, 2021 18:40:54.655491114 CEST 49767 80 192.168.2.4 107.180.51.23
May 4, 2021 18:40:54.790168047 CEST 80 49767 107.180.51.23 192.168.2.4
May 4, 2021 18:40:55.149972916 CEST 49767 80 192.168.2.4 107.180.51.23
May 4, 2021 18:40:55.324285984 CEST 80 49767 107.180.51.23 192.168.2.4
May 4, 2021 18:40:55.565521955 CEST 80 49767 107.180.51.23 192.168.2.4
May 4, 2021 18:40:55.565546989 CEST 80 49767 107.180.51.23 192.168.2.4
May 4, 2021 18:40:55.565664053 CEST 49767 80 192.168.2.4 107.180.51.23
May 4, 2021 18:40:55.565695047 CEST 49767 80 192.168.2.4 107.180.51.23
May 4, 2021 18:41:00.382936954 CEST 49768 80 192.168.2.4 172.247.179.61
May 4, 2021 18:41:00.597582102 CEST 80 49768 172.247.179.61 192.168.2.4
May 4, 2021 18:41:00.597819090 CEST 49768 80 192.168.2.4 172.247.179.61
May 4, 2021 18:41:00.597980022 CEST 49768 80 192.168.2.4 172.247.179.61
May 4, 2021 18:41:00.813927889 CEST 80 49768 172.247.179.61 192.168.2.4
May 4, 2021 18:41:00.817074060 CEST 80 49768 172.247.179.61 192.168.2.4
May 4, 2021 18:41:00.817281961 CEST 49768 80 192.168.2.4 172.247.179.61
May 4, 2021 18:41:00.817332029 CEST 49768 80 192.168.2.4 172.247.179.61
May 4, 2021 18:41:01.031989098 CEST 80 49768 172.247.179.61 192.168.2.4
May 4, 2021 18:41:11.251394987 CEST 49770 80 192.168.2.4 34.102.136.180
May 4, 2021 18:41:11.292433977 CEST 80 49770 34.102.136.180 192.168.2.4
May 4, 2021 18:41:11.294339895 CEST 49770 80 192.168.2.4 34.102.136.180
May 4, 2021 18:41:11.294384956 CEST 49770 80 192.168.2.4 34.102.136.180
May 4, 2021 18:41:11.335407019 CEST 80 49770 34.102.136.180 192.168.2.4
May 4, 2021 18:41:11.497021914 CEST 80 49770 34.102.136.180 192.168.2.4
May 4, 2021 18:41:11.497056007 CEST 80 49770 34.102.136.180 192.168.2.4
May 4, 2021 18:41:11.497194052 CEST 49770 80 192.168.2.4 34.102.136.180
May 4, 2021 18:41:11.497219086 CEST 49770 80 192.168.2.4 34.102.136.180
May 4, 2021 18:41:11.538275957 CEST 80 49770 34.102.136.180 192.168.2.4

UDP Packets

Timestamp Source Port Dest Port Source IP Dest IP
May 4, 2021 18:38:54.024626017 CEST 53 65298 8.8.8.8 192.168.2.4
May 4, 2021 18:38:54.025485992 CEST 53 65298 8.8.8.8 192.168.2.4
May 4, 2021 18:38:54.268990993 CEST 59123 53 192.168.2.4 8.8.8.8
May 4, 2021 18:38:54.330634117 CEST 53 59123 8.8.8.8 192.168.2.4
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Timestamp Source Port Dest Port Source IP Dest IP

May 4, 2021 18:38:55.011109114 CEST 54531 53 192.168.2.4 8.8.8.8
May 4, 2021 18:38:55.074928045 CEST 53 54531 8.8.8.8 192.168.2.4
May 4, 2021 18:38:55.537355900 CEST 49714 53 192.168.2.4 8.8.8.8
May 4, 2021 18:38:55.585961103 CEST 53 49714 8.8.8.8 192.168.2.4
May 4, 2021 18:38:56.369191885 CEST 58028 53 192.168.2.4 8.8.8.8
May 4, 2021 18:38:56.417763948 CEST 53 58028 8.8.8.8 192.168.2.4
May 4, 2021 18:38:57.321439981 CEST 53097 53 192.168.2.4 8.8.8.8
May 4, 2021 18:38:57.370109081 CEST 53 53097 8.8.8.8 192.168.2.4
May 4, 2021 18:38:58.314707994 CEST 49257 53 192.168.2.4 8.8.8.8
May 4, 2021 18:38:58.363447905 CEST 53 49257 8.8.8.8 192.168.2.4
May 4, 2021 18:38:59.156027079 CEST 62389 53 192.168.2.4 8.8.8.8
May 4, 2021 18:38:59.213253975 CEST 53 62389 8.8.8.8 192.168.2.4
May 4, 2021 18:39:00.725415945 CEST 49910 53 192.168.2.4 8.8.8.8
May 4, 2021 18:39:00.777441025 CEST 53 49910 8.8.8.8 192.168.2.4
May 4, 2021 18:39:01.888232946 CEST 55854 53 192.168.2.4 8.8.8.8
May 4, 2021 18:39:01.940443993 CEST 53 55854 8.8.8.8 192.168.2.4
May 4, 2021 18:39:02.905877113 CEST 64549 53 192.168.2.4 8.8.8.8
May 4, 2021 18:39:02.954597950 CEST 53 64549 8.8.8.8 192.168.2.4
May 4, 2021 18:39:03.954514980 CEST 63153 53 192.168.2.4 8.8.8.8
May 4, 2021 18:39:04.004987001 CEST 53 63153 8.8.8.8 192.168.2.4
May 4, 2021 18:39:04.944576025 CEST 52991 53 192.168.2.4 8.8.8.8
May 4, 2021 18:39:04.996160030 CEST 53 52991 8.8.8.8 192.168.2.4
May 4, 2021 18:39:05.830091000 CEST 53700 53 192.168.2.4 8.8.8.8
May 4, 2021 18:39:05.879779100 CEST 53 53700 8.8.8.8 192.168.2.4
May 4, 2021 18:39:06.929821968 CEST 51726 53 192.168.2.4 8.8.8.8
May 4, 2021 18:39:06.981394053 CEST 53 51726 8.8.8.8 192.168.2.4
May 4, 2021 18:39:07.703725100 CEST 56794 53 192.168.2.4 8.8.8.8
May 4, 2021 18:39:07.752402067 CEST 53 56794 8.8.8.8 192.168.2.4
May 4, 2021 18:39:08.508982897 CEST 56534 53 192.168.2.4 8.8.8.8
May 4, 2021 18:39:08.557581902 CEST 53 56534 8.8.8.8 192.168.2.4
May 4, 2021 18:39:10.943303108 CEST 56627 53 192.168.2.4 8.8.8.8
May 4, 2021 18:39:10.994750977 CEST 53 56627 8.8.8.8 192.168.2.4
May 4, 2021 18:39:11.739748001 CEST 56621 53 192.168.2.4 8.8.8.8
May 4, 2021 18:39:11.788924932 CEST 53 56621 8.8.8.8 192.168.2.4
May 4, 2021 18:39:12.730926037 CEST 63116 53 192.168.2.4 8.8.8.8
May 4, 2021 18:39:12.779702902 CEST 53 63116 8.8.8.8 192.168.2.4
May 4, 2021 18:39:13.722815990 CEST 64078 53 192.168.2.4 8.8.8.8
May 4, 2021 18:39:13.771832943 CEST 53 64078 8.8.8.8 192.168.2.4
May 4, 2021 18:39:15.879122972 CEST 64801 53 192.168.2.4 8.8.8.8
May 4, 2021 18:39:15.928826094 CEST 53 64801 8.8.8.8 192.168.2.4
May 4, 2021 18:39:24.070565939 CEST 61721 53 192.168.2.4 8.8.8.8
May 4, 2021 18:39:24.121550083 CEST 53 61721 8.8.8.8 192.168.2.4
May 4, 2021 18:39:45.333444118 CEST 51255 53 192.168.2.4 8.8.8.8
May 4, 2021 18:39:45.443583012 CEST 53 51255 8.8.8.8 192.168.2.4
May 4, 2021 18:39:46.129746914 CEST 61522 53 192.168.2.4 8.8.8.8
May 4, 2021 18:39:46.243702888 CEST 53 61522 8.8.8.8 192.168.2.4
May 4, 2021 18:39:46.968714952 CEST 52337 53 192.168.2.4 8.8.8.8
May 4, 2021 18:39:47.028048992 CEST 53 52337 8.8.8.8 192.168.2.4
May 4, 2021 18:39:47.536840916 CEST 55046 53 192.168.2.4 8.8.8.8
May 4, 2021 18:39:47.593750000 CEST 53 55046 8.8.8.8 192.168.2.4
May 4, 2021 18:39:48.269646883 CEST 49612 53 192.168.2.4 8.8.8.8
May 4, 2021 18:39:48.327791929 CEST 53 49612 8.8.8.8 192.168.2.4
May 4, 2021 18:39:49.094772100 CEST 49285 53 192.168.2.4 8.8.8.8
May 4, 2021 18:39:49.154519081 CEST 53 49285 8.8.8.8 192.168.2.4
May 4, 2021 18:39:49.239351034 CEST 50601 53 192.168.2.4 8.8.8.8
May 4, 2021 18:39:49.282809019 CEST 60875 53 192.168.2.4 8.8.8.8
May 4, 2021 18:39:49.290956020 CEST 53 50601 8.8.8.8 192.168.2.4
May 4, 2021 18:39:49.349447012 CEST 53 60875 8.8.8.8 192.168.2.4
May 4, 2021 18:39:49.796359062 CEST 56448 53 192.168.2.4 8.8.8.8
May 4, 2021 18:39:49.911396027 CEST 53 56448 8.8.8.8 192.168.2.4
May 4, 2021 18:39:50.620918989 CEST 59172 53 192.168.2.4 8.8.8.8
May 4, 2021 18:39:50.677948952 CEST 53 59172 8.8.8.8 192.168.2.4
May 4, 2021 18:39:51.735912085 CEST 62420 53 192.168.2.4 8.8.8.8
May 4, 2021 18:39:51.787457943 CEST 53 62420 8.8.8.8 192.168.2.4
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Timestamp Source Port Dest Port Source IP Dest IP

May 4, 2021 18:39:52.639520884 CEST 60579 53 192.168.2.4 8.8.8.8

May 4, 2021 18:39:52.689064980 CEST 53 60579 8.8.8.8 192.168.2.4

May 4, 2021 18:40:04.444891930 CEST 50183 53 192.168.2.4 8.8.8.8

May 4, 2021 18:40:04.504713058 CEST 53 50183 8.8.8.8 192.168.2.4

May 4, 2021 18:40:05.845329046 CEST 61531 53 192.168.2.4 8.8.8.8

May 4, 2021 18:40:05.918068886 CEST 53 61531 8.8.8.8 192.168.2.4

May 4, 2021 18:40:11.368455887 CEST 49228 53 192.168.2.4 8.8.8.8

May 4, 2021 18:40:11.437558889 CEST 53 49228 8.8.8.8 192.168.2.4

May 4, 2021 18:40:17.135504961 CEST 59794 53 192.168.2.4 8.8.8.8

May 4, 2021 18:40:17.205519915 CEST 53 59794 8.8.8.8 192.168.2.4

May 4, 2021 18:40:22.243833065 CEST 55916 53 192.168.2.4 8.8.8.8

May 4, 2021 18:40:22.302524090 CEST 53 55916 8.8.8.8 192.168.2.4

May 4, 2021 18:40:27.308279037 CEST 52752 53 192.168.2.4 8.8.8.8

May 4, 2021 18:40:27.432954073 CEST 53 52752 8.8.8.8 192.168.2.4

May 4, 2021 18:40:32.453119040 CEST 60542 53 192.168.2.4 8.8.8.8

May 4, 2021 18:40:32.517307043 CEST 53 60542 8.8.8.8 192.168.2.4

May 4, 2021 18:40:35.333406925 CEST 60689 53 192.168.2.4 8.8.8.8

May 4, 2021 18:40:35.385313988 CEST 53 60689 8.8.8.8 192.168.2.4

May 4, 2021 18:40:37.547240973 CEST 64206 53 192.168.2.4 8.8.8.8

May 4, 2021 18:40:37.566108942 CEST 50904 53 192.168.2.4 8.8.8.8

May 4, 2021 18:40:37.624808073 CEST 53 64206 8.8.8.8 192.168.2.4

May 4, 2021 18:40:37.639240026 CEST 53 50904 8.8.8.8 192.168.2.4

May 4, 2021 18:40:42.891275883 CEST 57525 53 192.168.2.4 8.8.8.8

May 4, 2021 18:40:42.952469110 CEST 53 57525 8.8.8.8 192.168.2.4

May 4, 2021 18:40:48.309123039 CEST 53814 53 192.168.2.4 8.8.8.8

May 4, 2021 18:40:48.381818056 CEST 53 53814 8.8.8.8 192.168.2.4

May 4, 2021 18:40:54.461986065 CEST 53418 53 192.168.2.4 8.8.8.8

May 4, 2021 18:40:54.520982981 CEST 53 53418 8.8.8.8 192.168.2.4

May 4, 2021 18:41:00.170859098 CEST 62833 53 192.168.2.4 8.8.8.8

May 4, 2021 18:41:00.381505013 CEST 53 62833 8.8.8.8 192.168.2.4

May 4, 2021 18:41:05.823858023 CEST 59260 53 192.168.2.4 8.8.8.8

May 4, 2021 18:41:05.892970085 CEST 53 59260 8.8.8.8 192.168.2.4

May 4, 2021 18:41:11.189289093 CEST 49944 53 192.168.2.4 8.8.8.8

May 4, 2021 18:41:11.250770092 CEST 53 49944 8.8.8.8 192.168.2.4

DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

May 4, 2021 18:40:05.845329046 CEST 192.168.2.4 8.8.8.8 Oxc5d1 Standard query  www.kayand A (IP address) IN (0x0001)
0) bernard.com

May 4, 2021 18:40:11.368455887 CEST 192.168.2.4 8.8.8.8 0x908e Standard query  www.paloma A (IP address) IN (0x0001)
0) church.com

May 4, 2021 18:40:17.135504961 CEST 192.168.2.4 8.8.8.8 0x5848 Standard query  www.fnatic- A (IP address) IN (0x0001)
(0) skins.club

May 4, 2021 18:40:22.243833065 CEST 192.168.2.4 8.8.8.8 0x8bda Standard query  www.cats16.com A (IP address) IN (0x0001)
(0)

May 4, 2021 18:40:27.308279037 CEST 192.168.2.4 8.8.8.8 0x8589 Standard query  www.benlee A (IP address) IN (0x0001)
0) foto.com

May 4, 2021 18:40:32.453119040 CEST 192.168.2.4 8.8.8.8 0x17f9 Standard query  www.web-ev A (IP address) IN (0x0001)
0) o.com

May 4, 2021 18:40:37.547240973 CEST 192.168.2.4 8.8.8.8 0x7eb8 Standard query  www.gb-con A (IP address) IN (0x0001)
0) tracting.com

May 4, 2021 18:40:42.891275883 CEST 192.168.2.4 8.8.8.8 0x2edd Standard query  www.effect A (IP address) IN (0x0001)
0) ivemarketi

nginc.com

May 4, 2021 18:40:48.309123039 CEST 192.168.2.4 8.8.8.8 0x5ec0 Standard query  www.donely A (IP address) IN (0x0001)
0) s.com

May 4, 2021 18:40:54.461986065 CEST 192.168.2.4 8.8.8.8 0xf194 Standard query  www.timbra A (IP address) IN (0x0001)
0) unmusician.com

May 4, 2021 18:41:00.170859098 CEST 192.168.2.4 8.8.8.8 0x7c0e Standard query  www.anygiv A (IP address) IN (0x0001)
0) enrunday.com

May 4, 2021 18:41:05.823858023 CEST 192.168.2.4 8.8.8.8 0x13ea Standard query  www.mollys A (IP address) IN (0x0001)
0) mulligan.com

May 4, 2021 18:41:11.189289093 CEST 192.168.2.4 8.8.8.8 Oxféca Standard query  www.2000de A (IP address) IN (0x0001)
0) al.com

DNS Answers
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Timestamp Source IP

May 4, 2021 8.8.8.8
18:40:05.918068886
CEST

May 4, 2021 8.8.8.8
18:40:05.918068886
CEST

May 4, 2021 8.8.8.8
18:40:11.437558889
CEST

May 4, 2021 8.8.8.8
18:40:11.437558889
CEST

May 4, 2021 8.8.8.8
18:40:17.205519915
CEST

May 4, 2021 8.8.8.8
18:40:22.302524090
CEST

May 4, 2021 8.8.8.8
18:40:27.432954073
CEST

May 4, 2021 8.8.8.8
18:40:32.517307043
CEST

May 4, 2021 8.8.8.8
18:40:37.624808073
CEST

May 4, 2021 8.8.8.8
18:40:37.624808073
CEST

May 4, 2021 8.8.8.8
18:40:42.952469110
CEST

May 4, 2021 8.8.8.8
18:40:42.952469110
CEST

May 4, 2021 8.8.8.8
18:40:48.381818056
CEST

May 4, 2021 8.8.8.8
18:40:48.381818056
CEST

May 4, 2021 8.8.8.8
18:40:48.381818056
CEST

May 4, 2021 8.8.8.8
18:40:48.381818056
CEST

May 4, 2021 8.8.8.8
18:40:48.381818056
CEST

May 4, 2021 8.8.8.8
18:40:48.381818056
CEST

May 4, 2021 8.8.8.8
18:40:48.381818056
CEST

May 4, 2021 8.8.8.8
18:40:48.381818056
CEST

May 4, 2021 8.8.8.8
18:40:54.520982981
CEST

May 4, 2021 8.8.8.8
18:40:54.520982981
CEST

May 4, 2021 8.8.8.8
18:41:00.381505013
CEST

May 4, 2021 8.8.8.8
18:41:05.892970085
CEST

May 4, 2021 8.8.8.8
18:41:11.250770092
CEST

May 4, 2021 8.8.8.8
18:41:11.250770092
CEST
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Dest IP
192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

Trans ID

0xc5d1

0xc5d1

0x908e

0x908e

0x5848

0x8bda

0x8589

0x17f9

0x7eb8

0x7eb8

0x2edd

Ox2edd

0x5ec0

0x5ec0

0x5ec0

0x5ec0

0x5ec0

0x5ec0

0x5ec0

0x5ec0

0xf194

0xf194

0x7c0e

O0x13ea

Oxféca

Oxféca

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

Name error (3)

Name error (3)

Server failure

(@)

Name error (3)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

www.kayand
bernard.com

kayandbern
ard.com

www.paloma
church.com

palomachur
ch.com

www.fnatic-
skins.club

www.cats16.com

www.benlee
foto.com

www.web-ev
o.com

www.gb-con
tracting.com

gb-contrac
ting.com

www.effect
ivemarketi
nginc.com

effectivem
arketinginc.com

www.donely
s.com

parkingpag
e.namechea
p.com
parkingpag
e.namechea
p.com
parkingpag
e.namechea
p.com
parkingpag
e.namechea
p.com
parkingpag
e.namechea
p.com
parkingpag
e.namechea
p.com
parkingpag
e.namechea
p.com

www.timbra
unmusician.com

timbraunmu
sician.com

www.anygiv
enrunday.com

www.mollys
mulligan.com

www.2000de
al.com

2000deal.com

CName

kayandbernard.com

palomachurch.com

none

none

none

none

gb-contracting.com

effectivemarketinginc.com

parkingpage.namecheap.
com

timbraunmusician.com

2000deal.com

Address

184.168.131.241

184.168.131.241

none

none

none

none

34.102.136.180

34.102.136.180

198.54.117.216

198.54.117.212

198.54.117.218

198.54.117.211

198.54.117.210

198.54.117.217

198.54.117.215

107.180.51.23

172.247.179.61

3.13.31.214

34.102.136.180

Type
CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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HTTP Request Dependency Graph

e www.kayandbernard.com

e www.palomachurch.com

e www.gb-contracting.com

o www.effectivemarketinginc.com

e www.donelys.com

e www.timbraunmusician.com

e www.anygivenrunday.com

e www.2000deal.com

HTTP Packets

Session ID Source IP Source Port Destination IP Destination Port Process
0 192.168.2.4 49760 184.168.131.241 80 C:\Windows\explorer.exe
kBytes
Timestamp transferred Direction Data
May 4, 2021 5022 ouT GET /8u3b/?DzrXY=WO0cOTmFEbnIJWZ9bmCGSrxqzq+x0vekMOKZqll6Zx++4S/b9RAwggujLIgIRZCINYopM&zR-4
18:40:06.124053001 CEST v=0v1D8ZZ80otVT4F9P HTTP/1.1

Host: www.kayandbernard.com
Connection: close
Data Raw: 00 00 00 00 00 00 00

Data Ascii:
May 4, 2021 5024 IN HTTP/1.1 301 Moved Permanently
18:40:06.357764959 CEST Server: nginx/1.16.1

Date: Tue, 04 May 2021 16:40:06 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Location: https://www.zola.com/wedding/kayandbernard?DzrXY=W0cOTmFEbnIJWZ9bmCGSrxqzq+x0vekMOKZqlI6Zx
++4S/b9RAWggUjLIgIRZC1INY0pM&zR-4v=0v1D8ZZ80tVT4FIP

Data Raw: 30 0d Oa 0d Oa

Data Ascii: 0

Session ID Source IP Source Port Destination IP Destination Port Process

1 192.168.2.4 49761 184.168.131.241 80 C:\Windows\explorer.exe

kBytes
Timestamp transferred Direction Data

May 4, 2021 5519 ouT GET /8u3b/?DzrXY=9jYQaMLPhL6iMydi3VPda4ZpO9Nse4x/dRiIGOpGEWG94UmnbrF8uLUegU4DyS4zVRKOC&zR-4
18:40:11.893379927 CEST v=0v1D8ZZ80otVT4F9P HTTP/1.1

Host: www.palomachurch.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

May 4, 2021 5520 IN HTTP/1.1 301 Moved Permanently
18:40:12.124341011 CEST Server: nginx/1.16.1
Date: Tue, 04 May 2021 16:40:12 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Location: http://www.palomachurch.org/8u3b/?DzrXY=9jY QaMLPhL6iMydi3VPda4ZpO9Nse4x/dRiIGOpGEWG94UmnbrF
8uLUegU4DyS4zVRk0C&zR-4v=0v1D8ZZ80otVT4F9P
Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Session ID Source IP Source Port Destination IP Destination Port Process

2 192.168.2.4 49763 34.102.136.180 80 C:\Windows\explorer.exe
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kBytes

Timestamp transferred

May 4, 2021 5532

18:40:37.667260885 CEST

May 4, 2021 5539

18:40:37.868899107 CEST

Session ID Source IP

3 192.168.2.4
kBytes

Timestamp transferred

May 4, 2021 5542

18:40:42.996263027 CEST

May 4, 2021 5542

18:40:43.289160967 CEST

Session ID Source IP

4 192.168.2.4
kBytes

Timestamp transferred

May 4, 2021 5543

18:40:49.213042974 CEST

Session ID Source IP

5 192.168.2.4
kBytes

Timestamp transferred

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49765

Direction

ouT

Source Port

49766

Direction

ouT

Source Port

49767

Direction

Data

GET /8u3b/?DzrXY=00VfeLyiAWIpMBFTQ6m1xWirhg5hDDYdrnFBGiAZzRO7gqgk2cclpVztzXol7ESAdSOnQl&zR-4
v=0v1D8ZZ80otVT4F9P HTTP/1.1

Host: www.gb-contracting.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 403 Forbidden

Server: openresty

Date: Tue, 04 May 2021 16:40:37 GMT

Content-Type: text/html

Content-Length: 275

ETag: "6089bebd-113"

Via: 1.1 google

Connection: close

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e 22 3e Oa 3c 68 65
61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 6f 6e 74 65 6e 74 2d 74 79 70 65 22
20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 63 68 61 72 73 65 74 3d 75 74 66 2d 38 22 3e 0a 20 20 20
20 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 73 68 6f 72 74 63 75 74 20 69 63 6f 6e 22 20 68 72 65 66 3d 22 64 61 74 61 3a 69 6d
61 67 65 2f 78 2d 69 63 6f 6e 3b 2c 22 20 74 79 70 65 3d 22 69 6d 61 67 65 2f 78 2d 69 63 6f 6e 22 3e 0a 20 20 20 20 3c
74 69 74 6¢ 65 3e 46 6f 72 62 69 64 64 65 6e 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e Oa 3c 62 6f 64 79 3e Oa 3c
68 31 3e 41 63 63 65 73 73 20 46 6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e Oa 3c 2f 62 6f 64 79 3e Oa 3c 2f 68 74 6d 6¢ 3e
Oa

Data Ascii: <IDOCTYPE html><html lang="en"><head> <meta http-equiv="content-type" content="text/html;charset=utf-
8"> <link rel="shortcut icon" href="data:image/x-icon;," type="image/x-icon">  <title>Forbidden</title></head><body>
<h1>Access Forbidden</h1></body></html>

Destination IP Destination Port Process

34.102.136.180 80 C:\Windows\explorer.exe

Data

GET /8u3b/?DzrXY=JIfdOX0KzvBKJICwgz|05144UYnW9IL68BcaCAZdIQAKSKjAZ8k9yDpbhScIDCZ+PzEALYQ&zR-4
v=0v1D8ZZ80otVT4F9P HTTP/1.1

Host: www.effectivemarketinginc.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 403 Forbidden

Server: openresty

Date: Tue, 04 May 2021 16:40:43 GMT

Content-Type: text/html

Content-Length: 275

ETag: "6089bebd-113"

Via: 1.1 google

Connection: close

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e 22 3e Oa 3c 68 65
61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 6f 6e 74 65 6e 74 2d 74 79 70 65 22
20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 63 68 61 72 73 65 74 3d 75 74 66 2d 38 22 3e 0Oa 20 20 20
20 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 73 68 6f 72 74 63 75 74 20 69 63 6f 6e 22 20 68 72 65 66 3d 22 64 61 74 61 3a 69 6d
61 67 65 2f 78 2d 69 63 6f 6e 3b 2c 22 20 74 79 70 65 3d 22 69 6d 61 67 65 2f 78 2d 69 63 6f 6e 22 3e 0a 20 20 20 20 3c
74 69 74 6¢ 65 3e 46 6f 72 62 69 64 64 65 6e 3c 2f 74 69 74 6¢ 65 3e 0a 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 3e Oa 3c
68 31 3e 41 63 63 65 73 73 20 46 6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e Oa 3c 2f 62 6f 64 79 3e Oa 3c 2f 68 74 6d 6¢ 3e
Oa

Data Ascii: <IDOCTYPE html><html lang="en"><head> <meta http-equiv="content-type" content="text/html;charset=utf-
8"> <link rel="shortcut icon" href="data:image/x-icon;," type="image/x-icon">  <title>Forbidden</title></head><body>
<h1>Access Forbidden</h1></body></html>

Destination IP Destination Port Process

198.54.117.216 80 C:\Windows\explorer.exe

Data

GET /8u3b/?DzrXY=E22nI3RnpwZWCefDbfimDOhg+q3UJ25Iz0576 Tq9svN094y15LKXeVX0ss+5c65/5TIA&zR-4
v=0v1D8ZZ80otVT4F9P HTTP/1.1

Host: www.donelys.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

Destination IP Destination Port Process

107.180.51.23 80 C:\Windows\explorer.exe

Data
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kBytes

Timestamp transferred Direction Data
May 4, 2021 5545 ouT GET /8u3b/?DzrXY=eX+IVTL7MbK9tAC2dirOGxJtmp01sBQmjLcIFMQfDM0oi81 TUQ4ANHQaRBE4FvIEeLFd1&zR-4
18:40:54.655491114 CEST v=0v1D8ZZ80otVT4F9P HTTP/1.1

Host: www.timbraunmusician.com
Connection: close
Data Raw: 00 00 00 00 00 00 00

Data Ascii:
May 4, 2021 5545 IN HTTP/1.1 301 Moved Permanently
18:40:55.565521955 CEST Date: Tue, 04 May 2021 16:40:54 GMT

Server: Apache

X-Powered-By: PHP/7.4.11

Expires: Wed, 11 Jan 1984 05:00:00 GMT
Cache-Control: no-cache, must-revalidate, max-age=0
X-Redirect-By: WordPress

Upgrade: h2,h2c

Connection: Upgrade, close

Location: http:/timbraunmusician.com/8u3b/?DzrXY=eX+IvTL7MbK9tAC2dirOGxJtmp01sBQmjLcIFmQfDMoi81TUQ4
NjHQaRBE4FvIEeLFd1&zR-4v=0v1D8ZZ80tVT4F9P
Vary: User-Agent

Content-Length: 0

Content-Type: text/html; charset=UTF-8

Session ID Source IP Source Port Destination IP Destination Port Process
6 192.168.2.4 49768 172.247.179.61 80 C:\Windows\explorer.exe
kBytes
Timestamp transferred Direction Data
May 4, 2021 5546 ouT GET /8u3b/?DzrXY=mgRUTtjP80a90Y5PRVEI9pvNIM77vLp1l1T7wLcVaXT+EQBswbtHCc7JJdGZTWOGPMHIV&zR-4
18:41:00.597980022 CEST v=0v1D8ZZ80otVT4F9P HTTP/1.1

Host: www.anygivenrunday.com
Connection: close
Data Raw: 00 00 00 00 00 00 00

Data Ascii:
Session ID Source IP Source Port Destination IP Destination Port Process
7 192.168.2.4 49770 34.102.136.180 80 C:\Windows\explorer.exe
kBytes
Timestamp transferred Direction Data
May 4, 2021 5549 ouT GET /8u3b/?DzrXY=/wAP08hkjicc6Jt0eNBrv8xVMyKovdY+Qr+E6nWTIRrbM9gWbC2ePTolBG3SalgtWFqW&zR-4
18:41:11.294384956 CEST v=0v1D8ZZ80otVT4F9P HTTP/1.1
Host: www.2000deal.com
Connection: close
Data Raw: 00 00 00 00 00 00 00
Data Ascii:
May 4, 2021 5549 IN HTTP/1.1 403 Forbidden
18:41:11.497021914 CEST Server: openresty

Date: Tue, 04 May 2021 16:41:11 GMT

Content-Type: text/html

Content-Length: 275

ETag: "6085c4a5-113"

Via: 1.1 google

Connection: close

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e 22 3e Oa 3c 68 65
61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 6f 6e 74 65 6e 74 2d 74 79 70 65 22
20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 63 68 61 72 73 65 74 3d 75 74 66 2d 38 22 3e 0Oa 20 20 20
20 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 73 68 6f 72 74 63 75 74 20 69 63 6f 6e 22 20 68 72 65 66 3d 22 64 61 74 61 3a 69 6d
61 67 65 2f 78 2d 69 63 6f 6e 3b 2¢ 22 20 74 79 70 65 3d 22 69 6d 61 67 65 2f 78 2d 69 63 6f 6e 22 3e 0a 20 20 20 20 3c
74 69 74 6¢ 65 3e 46 6f 72 62 69 64 64 65 6e 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 3e Oa 3c
68 31 3e 41 63 63 65 73 73 20 46 6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e Oa 3c 2f 62 6f 64 79 3e Oa 3c 2f 68 74 6d 6¢ 3e
Oa

Data Ascii: <IDOCTYPE html><html lang="en"><head> <meta http-equiv="content-type" content="text/html;charset=utf-
8"> <link rel="shortcut icon" href="data:image/x-icon;," type="image/x-icon">  <title>Forbidden</title></head><body>
<h1>Access Forbidden</h1></body></html>

Code Manipulations

Statistics
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Behavior

@ glEhgmCqCD.exe
® glEhgmCqCD.exe
@ explorer.exe

@ msiexec.exe

® cmd.exe

@ conhost.exe

System Behavior

Click to jump to process

Analysis Process: glEhgmCqCD.exe PID: 7100 Parent PID: 5944

General
Start time: 18:39:00
Start date: 04/05/2021
Path: C:\Users\user\Desktop\g1EhgmCqCD.exe
Wow64 process (32bit): true
Commandline: ‘C:\Users\user\Desktop\g1EhgmCqCD.exe'
Imagebase: 0x5b0000
File size: 665600 bytes
MD5 hash: 5551346AA9F251895021B95A2A7CC390
Has elevated privileges: true
Has administrator privileges: true
Programmed in: .Net C# or VB.NET
Yara matches: e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000001.00000002.668734008.00000000039F9000.00000004.00000001.sdmp, Author:
Joe Security
e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000001.00000002.668734008.00000000039F9000.00000004.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com
e Rule: Formbook, Description: detect Formbook in memory, Source:
00000001.00000002.668734008.00000000039F9000.00000004.00000001.sdmp, Author:
JPCERT/CC Incident Response Group
e Rule: JoeSecurity_AntiVM_3, Description: Yara detected AntiVM_3, Source:
00000001.00000002.667933486.0000000002A62000.00000004.00000001.sdmp, Author:
Joe Security
Reputation: low
File Activities
File Created
Source
File Path Access Attributes Options Completion Count Address Symbol
C:\Users\user read data or list device directory file | object name collision 1 6D14CF06 unknown
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse
point
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File Path
C:\Users\user\AppData\Roaming

C:\Users\user\AppData\Local\Microsoft\CLR_v4.0_32\UsageLogs\
g1lEhgmCqCD.exe.log

File Written

File Path Offset

C:\Users\user\AppData\Local\Mi
crosoft\CLR_v4.0_32\UsagelLogs\g1EhgmCqCD.exe.log

File Read

File Path
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config

C:\Windows\assembly\Nativelmages_v4.0.30319_32\mscorlib\a152
fe02a317a77aeee36903305e8baé\mscorlib.ni.dll.aux

C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config

C:\Windows\assembly\Nativelmages_v4.0.30319_32\System\4f0a7e
efa3cd3e0ba98b5ebddbbc72e6\System.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Config
uration\8d67d92724ba494b6c7fd089d6f25b48\System.Configuration.ni.dil.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Core\f
1d8480152e0da9a60ad49c6d16a3b6d\System.Core.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Xml\b2
19d4630d26b88041b59c21e8e2b95c\System.Xml.ni.dll.aux

C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config

unknown 1314

Access Attributes

read data or list device
directory |
synchronize

read attributes | device
synchronize |

generic write

Length Value

312¢ 2266 7573 69
6f 6e 22 2¢ 22 47 41
4322 2c 30 0d Oa 31
2c 22 57 69 6e 52 54
22 2c 22 4e 6f 74 41
707022 2c 31 0d Oa
322c224d696372
6f 73 6f 66 74 2e 56
69 73 75 61 6¢ 42 61
73 69 63 2c 20 56 65
72 73 69 6f 6e 3d 31
30 2e 30 2e 30 2e 30
2c 204375 6¢ 74 75
72 65 3d 6e 65 75 74
72 61 6¢ 2¢ 20 50 75
62 6¢ 69 63 4b 65 79
54 6f 6b 65 6e 3d 62
30 33 66 35 66 37 66
313164353061 33
61 22 2¢ 30 0d Oa 32
2¢ 225379737465
6d 2e 57 69 6e 64 6f
77 73 2e 46 6f 72 6d
73 2¢ 2056 6572 73
69 6f 6e 3d 34 2e 30
2e 30 2e 30 2c 20 43
756¢ 74 75 72 65 3d
6e 657574 72 61 6¢
2¢ 20 50 75 62 6¢ 69
63 4b 65 79 54 6f 6b
65 6e 3d 62 37 37 61
3563 35363139 33
34 65 30 38 39 22 2¢
30 0d 0a 33 2¢ 22 53
79 73 74 65 6d 2c 20
56 65 72 73 69 6f 6e
3d 34 2e

Options

directory file |
synchronous io
non alert | open
for backup ident
| open reparse

Completion

object name collision 1

point
synchronous io  success or wait 1
non alert | non
directory file
Ascii Completion

1,"fusion”,"GAC",0..1,"Win success or wait

RT",
"NotApp",1..2,"Microsoft.Vi
sualBasic,
Version=10.0.0.0, Cult
ure=neutral,
PublickeyToken=b0
3f5f7f11d50a3a",0..2,"Syst
em.Windows.Forms,
Version=4.0.0.0,
Culture=neutral,
PublickeyTok

en=b77a5c561934e089",0.

.3,"System, Version=4.

Offset Length
unknown 4095
unknown 6135
unknown 176
unknown 4095
unknown 620
unknown 864
unknown 900
unknown 748
unknown 4095
unknown 8171
unknown 4096
unknown 4096

Completion
success or wait
success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait
end of file
success or wait

end of file

Source

Count Address

Symbol

6D14CF06 unknown

6D45C78D CreateFileW

Source

Count Address

1

Count

Symbol

6D45C907 WriteFile

Source
Address

6D125705
6D125705
6D0803DE

6D12CA54
6D0803DE

6D0803DE

6D0803DE

6D0803DE

6D125705
6D125705
6BF91B4F
6BF91B4F

Symbol
unknown
unknown

ReadFile

ReadFile
ReadFile

ReadFile

ReadFile

ReadFile

unknown
unknown
ReadFile
ReadFile

Analysis Process: glEhgmCqCD.exe PID: 1748 Parent PID: 7100
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General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

18:39:11

04/05/2021
C:\Users\user\Desktop\g1EhgmCqCD.exe
true
C:\Users\user\Desktop\g1EhgmCqCD.exe
0xe60000

665600 bytes
5551346AA9F251895021B95A2A7CC390
true

true

C, C++ or other language

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000003.00000002.726897385.0000000000400000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000003.00000002.726897385.0000000000400000.00000040.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000003.00000002.726897385.0000000000400000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000003.00000002.728400574.00000000018A0000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000003.00000002.728400574.00000000018A0000.00000040.00000001.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000003.00000002.728400574.00000000018A0000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000003.00000002.728247735.0000000001870000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000003.00000002.728247735.0000000001870000.00000040.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000003.00000002.728247735.0000000001870000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

Reputation: low
File Activities
File Read
Source
File Path Offset Length Completion Count Address Symbol
C:\Windows\SysWOWe64\ntdll.dll 0 1622408 success or wait 1 4182A7 NtReadFile
Analysis Process: explorer.exe PID: 3424 Parent PID: 1748
General
Start time: 18:39:14
Start date: 04/05/2021
Path: C:\Windows\explorer.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

Copyright Joe Security LLC 2021

false

0x7ff6fee60000

3933184 bytes
AD5296B280E8F522A8A897C96BABOE1D
true

true

C, C++ or other language

high
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Source
File Path Offset Length Completion Count Address Symbol

Analysis Process: msiexec.exe PID: 7036 Parent PID: 3424

General

Start time: 18:39:36

Start date: 04/05/2021

Path: C:\Windows\SysWOW64\msiexec.exe
Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\msiexec.exe
Imagebase: 0x1230000

File size: 59904 bytes

MDS5 hash: 12C17B5A5C2A7B97342C362CA467E9A2
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000009.00000002.908953475.00000000001D0000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000009.00000002.908953475.00000000001D0000.00000040.00000001.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000009.00000002.908953475.00000000001D0000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000009.00000002.909434155.0000000000550000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000009.00000002.909434155.0000000000550000.00000040.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000009.00000002.909434155.0000000000550000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000009.00000002.909537061.0000000000610000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000009.00000002.909537061.0000000000610000.00000004.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000009.00000002.909537061.0000000000610000.00000004.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

Reputation: high

File Activities

File Read
Source
File Path Offset Length Completion Count Address Symbol
C:\Windows\SysWOWwWe64\ntdll.dll 0 1622408 success or wait 1 1E82A7 NtReadFile

Analysis Process: cmd.exe PID: 7028 Parent PID: 7036

General

Start time: 18:39:40

Start date: 04/05/2021

Path: C:\Windows\SysWOW64\cmd.exe

Wow64 process (32bit): true

Commandline: /c del 'C:\Users\user\Desktop\g1EhgmCqCD.exe'
Imagebase: 0x11d0000

File size: 232960 bytes

MDS5 hash: F3BDBE3BB6F734E357235F4D5898582D
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Has elevated privileges:
Has administrator privileges:

Programmed in:

true
true

C, C++ or other language

Reputation: high
File Activities
Source
File Path Attributes Options Completion Count Address Symbol
File Deleted
Source
File Path Completion Count Address Symbol
C:\Users\user\Desktop\g1EhgmCqCD.exe cannot delete 1 11F0374 DeleteFileW
C:\Users\user\Desktop\g1EhgmCqCD.exe cannot delete 1 11F0374 DeleteFileW
Analysis Process: conhost.exe PID: 7116 Parent PID: 7028
General
Start time: 18:39:40
Start date: 04/05/2021
Path: C:\Windows\System32\conhost.exe
Wow64 process (32bit): false
Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1
Imagebase: 0x7ff724c50000
File size: 625664 bytes
MD5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Reputation: high
Disassembly
Code Analysis
Copyright Joe Security LLC 2021 Page 40 of 40



	Table of Contents
	Analysis Report g1EhgmCqCD.exe
	Overview
	General Information
	Detection
	Signatures
	Classification

	Startup
	Malware Configuration
	Threatname: FormBook

	Yara Overview
	Memory Dumps
	Unpacked PEs

	Sigma Overview
	Signature Overview
	AV Detection:
	Networking:
	E-Banking Fraud:
	System Summary:
	Malware Analysis System Evasion:
	HIPS / PFW / Operating System Protection Evasion:
	Stealing of Sensitive Information:
	Remote Access Functionality:

	Mitre Att&ck Matrix
	Behavior Graph
	Screenshots
	Thumbnails

	Antivirus, Machine Learning and Genetic Malware Detection
	Initial Sample
	Dropped Files
	Unpacked PE Files
	Domains
	URLs

	Domains and IPs
	Contacted Domains
	Contacted URLs
	URLs from Memory and Binaries
	Contacted IPs
	Public

	General Information
	Simulations
	Behavior and APIs

	Joe Sandbox View / Context
	IPs
	Domains
	ASN
	JA3 Fingerprints
	Dropped Files

	Created / dropped Files
	Static File Info
	General
	File Icon
	Static PE Info
	General
	Entrypoint Preview
	Data Directories
	Sections
	Resources
	Imports
	Version Infos


	Network Behavior
	Snort IDS Alerts
	Network Port Distribution
	TCP Packets
	UDP Packets
	DNS Queries
	DNS Answers
	HTTP Request Dependency Graph
	HTTP Packets

	Code Manipulations
	Statistics
	Behavior

	System Behavior
	Analysis Process: g1EhgmCqCD.exe PID: 7100 Parent PID: 5944
	General
	File Activities

	Analysis Process: g1EhgmCqCD.exe PID: 1748 Parent PID: 7100
	General
	File Activities

	Analysis Process: explorer.exe PID: 3424 Parent PID: 1748
	General
	File Activities

	Analysis Process: msiexec.exe PID: 7036 Parent PID: 3424
	General
	File Activities

	Analysis Process: cmd.exe PID: 7028 Parent PID: 7036
	General
	File Activities

	Analysis Process: conhost.exe PID: 7116 Parent PID: 7028
	General


	Disassembly
	Code Analysis



