
ID: 404148
Cookbook: browseurl.jbs
Time: 18:50:43
Date: 04/05/2021
Version: 32.0.0 Black Diamond
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Analysis Report https://balasbucket12.s3.eu-de.cloud-object-storage.appdomain.cloud/rehouses/index.html…

Overview

General Information

Sample URL: https://balasbucket1
2.s3.eu-de.cloud-object-sto
rage.appdomain.cloud/reho
uses/index.html

Analysis ID: 404148

Infos:

Most interesting Screenshot:

Detection

HTMLPhisherHTMLPhisher

Score: 60

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for subAntivirus / Scanner detection for sub……

Yara detected HtmlPhish10

Yara detected HtmlPhish10

Yara detected HtmlPhish10

Yara detected HtmlPhish10

Yara detected HtmlPhish10

Yara detected HtmlPhish10

Yara detected HtmlPhish10Yara detected HtmlPhish10

Phishing site detected (based on log

Phishing site detected (based on log

Phishing site detected (based on log

Phishing site detected (based on log

Phishing site detected (based on log

Phishing site detected (based on log

Phishing site detected (based on logPhishing site detected (based on log……

HTML body contains low number of 

HTML body contains low number of 

HTML body contains low number of 

HTML body contains low number of 

HTML body contains low number of 

HTML body contains low number of 

HTML body contains low number of HTML body contains low number of ……

HTML title does not match URL

HTML title does not match URL

HTML title does not match URL

HTML title does not match URL

HTML title does not match URL

HTML title does not match URL

HTML title does not match URLHTML title does not match URL

Invalid 'forgot password' link found

Invalid 'forgot password' link found

Invalid 'forgot password' link found

Invalid 'forgot password' link found

Invalid 'forgot password' link found

Invalid 'forgot password' link found

Invalid 'forgot password' link foundInvalid 'forgot password' link found

Yara signature match

Yara signature match

Yara signature match

Yara signature match

Yara signature match

Yara signature match

Yara signature matchYara signature match

Classification

Malware Configuration

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

iexplore.exe (PID: 3940 cmdline: 'C:\Program Files\Internet Explorer\iexplore.exe' -Embedding MD5: 6465CB92B25A7BC1DF8E01D8AC5E7596)

iexplore.exe (PID: 5964 cmdline: 'C:\Program Files (x86)\Internet Explorer\IEXPLORE.EXE' SCODEF:3940 CREDAT:17410 /prefetch:2 MD5: 

071277CC2E3DF41EEEA8013E2AB58D5A)
cleanup

No configs have been found

Source Rule Description Author Strings

C:\Users\user\AppData\Local\Microsoft\Windows\INet
Cache\IE\B87Z87FM\index[1].htm

SUSP_Base64_Encoded_
Hex_Encoded_Code

Detects hex 
encoded code that 
has been base64 
encoded

Florian Roth 0x8c91:$x1: 78 34 4E 7A 42 63 65 44 63 31 58 48 67
0x8cb1:$x1: 78 34 4E 6A 5A 63 65 44 59 32 58 48 67
0x8cc1:$x1: 78 34 4E 7A 4A 63 65 44 49 77 58 48 67
0x8cd1:$x1: 78 34 4E 7A 4E 63 65 44 49 77 58 48 67
0x8ce1:$x1: 78 34 4E 7A 4A 63 65 44 5A 6D 58 48 67
0x8d05:$x1: 78 34 4E 6A 46 63 65 44 64 68 58 48 67
0x8d19:$x1: 78 34 4E 7A 42 63 65 44 63 31 58 48 67
0x8d3d:$x1: 78 34 4E 6D 56 63 65 44 59 35 58 48 67
0x8d61:$x1: 78 34 4E 6A 6C 63 65 44 59 79 58 48 67
0x8d71:$x1: 78 34 4E 44 52 63 65 44 59 31 58 48 67
0x8d81:$x1: 78 34 4E 6D 4E 63 65 44 59 78 58 48 67
0x8da5:$x1: 78 34 4E 7A 56 63 65 44 5A 6C 58 48 67
0x8db5:$x1: 78 34 4E 7A 52 63 65 44 59 35 58 48 67
0x8dc5:$x1: 78 34 4E 6D 56 63 65 44 49 34 58 48 67
0x8e15:$x1: 78 34 4E 6A 6C 63 65 44 5A 6C 58 48 67
0x8e25:$x1: 78 34 4E 6D 5A 63 65 44 63 33 58 48 67
0x8e35:$x1: 78 34 4E 6A 52 63 65 44 5A 6D 58 48 67
0x8e45:$x1: 78 34 4E 7A 56 63 65 44 5A 6B 58 48 67
0x8e55:$x1: 78 34 4E 6D 56 63 65 44 63 30 58 48 67
0x8e65:$x1: 78 34 4E 6A 52 63 65 44 59 35 58 48 67
0x8e75:$x1: 78 34 4E 7A 42 63 65 44 59 78 58 48 67

Startup

Yara Overview

Dropped Files
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Sigma Overview

No Sigma rule has matched

Signature Overview

• AV Detection

• Phishing

• Compliance

• Networking

• System Summary

Click to jump to signature section

AV Detection:

Antivirus / Scanner detection for submitted sample

Phishing:

Yara detected HtmlPhish10

Phishing site detected (based on logo template match)

Mitre Att&ck Matrix

Initial
Access Execution Persistence
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Evasion

Credential
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Lateral
Movement Collection Exfiltration

Command
and
Control

Network
Effects

Remote
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Valid
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Windows
Management
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Path
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Process
Injection 1

Masquerading 1 OS
Credential
Dumping

File and
Directory
Discovery 1

Remote
Services

Data from
Local
System
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Over Other
Network
Medium

Encrypted
Channel 2

Eavesdrop on
Insecure
Network
Communication

Remotely
Track Device
Without
Authorization

Modify
System
Partition

Default
Accounts

Scheduled
Task/Job

Boot or
Logon
Initialization
Scripts

Boot or
Logon
Initialization
Scripts

Process
Injection 1

LSASS
Memory

Application
Window
Discovery

Remote
Desktop
Protocol

Data from
Removable
Media

Exfiltration
Over
Bluetooth

Non-
Application
Layer
Protocol 1

Exploit SS7 to
Redirect Phone
Calls/SMS

Remotely
Wipe Data
Without
Authorization

Device
Lockout

Domain
Accounts

At (Linux) Logon Script
(Windows)

Logon
Script
(Windows)

Obfuscated Files
or Information

Security
Account
Manager

Query
Registry

SMB/Windows
Admin Shares

Data from
Network
Shared
Drive

Automated
Exfiltration

Application
Layer
Protocol 2

Exploit SS7 to
Track Device
Location

Obtain
Device
Cloud
Backups

Delete
Device
Data

Behavior Graph
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Behavior Graph

ID: 404148

URL: https://balasbucket12.s3.eu...

Startdate: 04/05/2021

Architecture: WINDOWS

Score: 60

i.ibb.co

Antivirus / Scanner
detection for submitted

sample
Yara detected HtmlPhish10

Phishing site detected
(based on logo template

match)

iexplore.exe

2 74

        started       

iexplore.exe

2 40

        started       

s3.eu-de.cloud-object-storage.appdomain.cloud

158.177.118.97, 443, 49713, 49714

SOFTLAYERUS

United States

i.ibb.co

145.239.131.55, 443, 49715, 49716

OVHFR

France

2 other IPs or domains

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Screenshots
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Source Detection Scanner Label Link

https://balasbucket12.s3.eu-de.cloud-object-storage.appdomain.cloud/rehouses/index.html 1% Virustotal Browse

https://balasbucket12.s3.eu-de.cloud-object-storage.appdomain.cloud/rehouses/index.html 100% Avira URL Cloud phishing

https://balasbucket12.s3.eu-de.cloud-object-storage.appdomain.cloud/rehouses/index.html 100% SlashNext Fake Login Page 
type: Phishing & 
Social Engineering

No Antivirus matches

No Antivirus matches

No Antivirus matches

Source Detection Scanner Label Link

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files

Domains

URLs

Copyright Joe Security LLC 2021 Page 7 of 23

https://www.virustotal.com/gui/url/febaffdc0377ede7d7e082afdcfe4e8c9b9131c1231a6233d54d15502d6cb8de/detection/u-febaffdc0377ede7d7e082afdcfe4e8c9b9131c1231a6233d54d15502d6cb8de-1620086482


https://balasbucket12.s3.eu-de.cloud-object-storage.appdomain.cloud/rehouses/ndex.htmlZ87FM 0% Avira URL Cloud safe

https://balasbucket12.s3.eu-de.cloud-object-storage.appdomain.cloud/rehouses/index.html 1% Virustotal Browse

www.wikipedia.com/ 0% URL Reputation safe

www.wikipedia.com/ 0% URL Reputation safe

www.wikipedia.com/ 0% URL Reputation safe

www.wikipedia.com/ 0% URL Reputation safe

https://smtptemp.site/email-list/otlk55/finish.php 3% Virustotal Browse

https://smtptemp.site/email-list/otlk55/finish.php 0% Avira URL Cloud safe

https://balasbucket12.s3.eu-de.cloud-object-storage.appdomain.cloud/rehouses/index.htmlRoot 0% Avira URL Cloud safe

https://balasbucket12.s3.eu-de.cloud-object-storage.appdomain.cloud/rehouses/ndex.html 0% Avira URL Cloud safe

Source Detection Scanner Label Link

Name IP Active Malicious Antivirus Detection Reputation

s3.eu-de.cloud-object-storage.appdomain.cloud 158.177.118.97 true false unknown

i.ibb.co 145.239.131.55 true false high

ajax.aspnetcdn.com unknown unknown false high

balasbucket12.s3.eu-de.cloud-object-
storage.appdomain.cloud

unknown unknown false unknown

Name Malicious Antivirus Detection Reputation

https://balasbucket12.s3.eu-de.cloud-object-
storage.appdomain.cloud/rehouses/index.html

true 1%, Virustotal, Browse unknown

https://balasbucket12.s3.eu-de.cloud-object-storage.appdomain.cloud/rehouses/ true unknown

Name Source Malicious Antivirus Detection Reputation

https://i.ibb.co/0ZX4cC1/outlook-trouble-march-
technology-services-3.png

imagestore.dat.2.dr, ~DFB6609A
5A606A795E.TMP.1.dr

false high

https://balasbucket12.s3.eu-de.cloud-object-
storage.appdomain.cloud/rehouses/ndex.htmlZ87FM

~DFB6609A5A606A795E.TMP.1.dr false Avira URL Cloud: safe unknown

www.nytimes.com/ msapplication.xml3.1.dr false high

https://balasbucket12.s3.eu-de.cloud-object-
storage.appdomain.cloud/rehouses/index.html

~DFB6609A5A606A795E.TMP.1.dr true 1%, Virustotal, Browse unknown

www.youtube.com/ msapplication.xml7.1.dr false high

https://i.ibb.co/mR6q2PS/1.png ~DFB6609A5A606A795E.TMP.1.dr false high

https://github.com/twbs/bootstrap/blob/master/LICENSE) ~DFB6609A5A606A795E.TMP.1.dr false high

www.wikipedia.com/ msapplication.xml6.1.dr false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.amazon.com/ msapplication.xml.1.dr false high

www.live.com/ msapplication.xml2.1.dr false high

https://ajax.aspnetcdn.com/ajax/jQuery/jquery-
3.3.1.min.js

~DFB6609A5A606A795E.TMP.1.dr false high

https://getbootstrap.com/) ~DFB6609A5A606A795E.TMP.1.dr false high

www.reddit.com/ msapplication.xml4.1.dr false high

www.twitter.com/ msapplication.xml5.1.dr false high

https://smtptemp.site/email-list/otlk55/finish.php ~DFB6609A5A606A795E.TMP.1.dr false 3%, Virustotal, Browse
Avira URL Cloud: safe

unknown

https://i.ibb.co/dPwrPyv/2.png ~DFB6609A5A606A795E.TMP.1.dr false high

outlook.com ~DFB6609A5A606A795E.TMP.1.dr false high

https://balasbucket12.s3.eu-de.cloud-object-
storage.appdomain.cloud/rehouses/index.htmlRoot

{68C402A0-AD44-11EB-90E5-ECF4B
B570DC9}.dat.1.dr

true Avira URL Cloud: safe unknown

https://balasbucket12.s3.eu-de.cloud-object-
storage.appdomain.cloud/rehouses/ndex.html

~DFB6609A5A606A795E.TMP.1.dr false Avira URL Cloud: safe unknown

Domains and IPs

Contacted Domains

Contacted URLs

URLs from Memory and Binaries

Contacted IPs

Copyright Joe Security LLC 2021 Page 8 of 23

https://www.virustotal.com/gui/url/febaffdc0377ede7d7e082afdcfe4e8c9b9131c1231a6233d54d15502d6cb8de/detection/u-febaffdc0377ede7d7e082afdcfe4e8c9b9131c1231a6233d54d15502d6cb8de-1620086482
https://www.virustotal.com/gui/url/a2c858485ac40031e95abceb5315d13ac8f72dce8511f53e874d9ec28a7f9939/detection/u-a2c858485ac40031e95abceb5315d13ac8f72dce8511f53e874d9ec28a7f9939-1618406544
https://www.virustotal.com/gui/url/febaffdc0377ede7d7e082afdcfe4e8c9b9131c1231a6233d54d15502d6cb8de/detection/u-febaffdc0377ede7d7e082afdcfe4e8c9b9131c1231a6233d54d15502d6cb8de-1620086482
https://www.virustotal.com/gui/url/febaffdc0377ede7d7e082afdcfe4e8c9b9131c1231a6233d54d15502d6cb8de/detection/u-febaffdc0377ede7d7e082afdcfe4e8c9b9131c1231a6233d54d15502d6cb8de-1620086482
https://www.virustotal.com/gui/url/a2c858485ac40031e95abceb5315d13ac8f72dce8511f53e874d9ec28a7f9939/detection/u-a2c858485ac40031e95abceb5315d13ac8f72dce8511f53e874d9ec28a7f9939-1618406544


General Information

Joe Sandbox Version: 32.0.0 Black Diamond

Analysis ID: 404148

Start date: 04.05.2021

Start time: 18:50:43

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 2m 59s

Hypervisor based Inspection enabled: false

Report type: light

Cookbook file name: browseurl.jbs

Sample URL: https://balasbucket12.s3.eu-de.cloud-object-stora
ge.appdomain.cloud/rehouses/index.html

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 
Update 211

Number of analysed new started processes analysed: 7

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal60.phis.win@3/22@4/2

No. of IPs < 25%

25% < No. of IPs < 50%

50% < No. of IPs < 75%

75% < No. of IPs

IP Domain Country Flag ASN ASN Name Malicious

145.239.131.55 i.ibb.co France 16276 OVHFR false

158.177.118.97 s3.eu-de.cloud-object-
storage.appdomain.cloud

United States 36351 SOFTLAYERUS false

Public
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Cookbook Comments: Adjust boot time
Enable AMSI
Browsing link: https://balasbucket12.s3.eu-
de.cloud-object-storage.appdomain.cloud/rehouse
s/

No simulations

No context

No context

No context

No context

No context

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\RecoveryStore.{68C4029E-AD44-11EB-90E5-ECF4BB570DC9}.dat
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: Microsoft Word Document

Category: dropped

Size (bytes): 30296

Entropy (8bit): 1.8517468301533189

Encrypted: false

SSDEEP: 96:rbZyZn2VLW6tBbfRbsKMFEq2KQQxfobp6X:rbZyZn2VW6tVfRdMdsefosX

MD5: E5939E1D8BEE12303260D073769DB5BA

SHA1: AA73779C582D7D8BD67967753B4AD96980AB8952

SHA-256: 6D152AAEBEEF86B1D137F984E89A69597335087681E8D21119F48D3FEB9B7C65

SHA-512: E3AB9B972E77EE5292D867E0822E5075C7237343AA4F6E8C064DF8430D09DFE9AC4878600DC0E1C020852BF0989941249A83454B0A5B616130C7C100B4711F3D

Malicious: false

Reputation: low

Preview:
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................................................R.o.o.t. .E.n.t.r.
y.............................................................................................................................................................................................................................................................................
........................................................................................................................................................................................................

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{68C402A0-AD44-11EB-90E5-ECF4BB570DC9}.dat
Process: C:\Program Files\internet explorer\iexplore.exe

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs

Domains

ASN

JA3 Fingerprints

Dropped Files

Created / dropped Files
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File Type: Microsoft Word Document

Category: dropped

Size (bytes): 718932

Entropy (8bit): 3.6656417641968333

Encrypted: false

SSDEEP: 12288:urwurjjjHBogycuCWxGrwurjjjHBogycuCWs:O

MD5: DAD73EA1A7C7CCC85CB27DD5257E9ECA

SHA1: 4DF17CD30958039CFA019E04F8BA1AB3E7709B7A

SHA-256: 876B47DB518ED9E79100C1B1AD42534A83835DC054BA4316AE583918C6F10930

SHA-512: 9144BEE30900BB24C909AFD5F45861A5E009DD3E4D48815F3528267FE71063BC7C245417DD6F24B97CC4317E98FB97820E40375EB23D14670F8DD4A5A09069E6

Malicious: false

Reputation: low

Preview:
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................................................R.o.o.t. .E.n.t.r.
y.............................................................................................................................................................................................................................................................................
........................................................................................................................................................................................................

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{68C402A0-AD44-11EB-90E5-ECF4BB570DC9}.dat

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{68C402A1-AD44-11EB-90E5-ECF4BB570DC9}.dat
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: Microsoft Word Document

Category: dropped

Size (bytes): 16984

Entropy (8bit): 1.5661754428431836

Encrypted: false

SSDEEP: 48:IwcGcprdGwpaliG4pQvwGrapbSDZGQpKnG7HpRL7aTGIpG:rAZHQo6WBSDzAGTL7eA

MD5: 49BEF98EA7D78822D4C21906CBE5446C

SHA1: 207F0688D3212DE2597A7D18CA985AF9A0D44F7F

SHA-256: 2C88E33D943D9FE1A77193367296DF26C4D83BBAC51AD7711857E08147559BF2

SHA-512: 2832320C9958FD1A5BCBAD2648984B7C7E90531AC625D3EB1C5E54FA99A753F1F05A8096C9EE37E4CF8DB2778161AF16490239C91213288443A2D48531A85D1C

Malicious: false

Reputation: low

Preview:
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................................................R.o.o.t. .E.n.t.r.
y.............................................................................................................................................................................................................................................................................
........................................................................................................................................................................................................

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-17529550060\msapplication.xml
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 657

Entropy (8bit): 5.068463960891724

Encrypted: false

SSDEEP: 12:TMHdNMNxOETl6lYnWimI002EtM3MHdNMNxOETl6lYnWimI00ONVbkEtMb:2d6NxO4SZHKd6NxO4SZ7Qb

MD5: FD13DC9E1EAFF0ABB2E2E24D7BE43AB6

SHA1: EBDADD382F4EA8B652BB9EE633AFE31E136DF86B

SHA-256: FB2E7DE52CAE267EAFCF23B254A5D57A861D5947B0A9E50381DEA4F7CAABA663

SHA-512: 02381D86C6762E3D03A6DBA70DA17AECE5E51B1F582D8205C41480319FECCF112E60CC2FC46E8B60EE4BD0E92BF31D122FBD1FEB7A32A71A27F1F6ACED3133
95

Malicious: false

Reputation: low

Preview:
<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.twitter.com/"/><date>0x37cf072f,0x01d74151</date><accdate>0x
37cf072f,0x01d74151</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?xml ver
sion="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.twitter.com/"/><date>0x37cf072f,0x01d74151</date><accdate>0x37cf072f,
0x01d74151</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Twitter.url"/></tile></msappli
cation></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-18270793970\msapplication.xml
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 654

Entropy (8bit): 5.109427728531849

Encrypted: false

SSDEEP: 12:TMHdNMNxe2kZOYnWimI002EtM3MHdNMNxe2kZOYnWimI00ONkak6EtMb:2d6Nxr8OYSZHKd6Nxr8OYSZ72a7b
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MD5: D2AA121A6C2FC879E96B859253D5A851

SHA1: 8747EC24A714103E3E791A152801A96A630550DD

SHA-256: 0C533B5AAC935C6B91C6186124F0FA5A019EB721DA52472AB6CB78B3776ADA0D

SHA-512: 1CF57508BDDB103EEC0EF23F23B99A21467B346460D39DB75CDCB5117B79CABEF2EC74F03327A606A795C1BA7D777CEF333A31E077DD9C6F7AF60B37604DFB
BA

Malicious: false

Reputation: low

Preview:
<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.amazon.com/"/><date>0x37bbf4f4,0x01d74151</date><a
ccdate>0x37bbf4f4,0x01d74151</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.amazon.com/"/><date>0x37bbf4f4,0x01d74151</date><a
ccdate>0x37bbf4f4,0x01d74151</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Am
azon.url"/></tile></msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-18270793970\msapplication.xml

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-21706820\msapplication.xml
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 663

Entropy (8bit): 5.088771708254394

Encrypted: false

SSDEEP: 12:TMHdNMNxvLTl6lYnWimI002EtM3MHdNMNxvLTl6lYnWimI00ONmZEtMb:2d6Nxv5SZHKd6Nxv5SZ7Ub

MD5: FF6A31BAA620526A2E8EA4A2538DEC76

SHA1: CBEC2CEF30F4AA27881DC94F6F5425C5884142B8

SHA-256: C4F04BFA9A1C07F46515C4800B42F68A7416ED995E0415CE8FB05299BC4439B5

SHA-512: 9B29D2C98339E21D3E8C859D39A59618E6917ED326B5188FF65B65F794D41D9E0E0B63C2E3BF42DDD7F966D3FE930E6B49A206AAF3C39F4B06811F92ED0BC4C
A

Malicious: false

Reputation: low

Preview:
<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.wikipedia.com/"/><date>0x37cf072f,0x01d74151</date>
<accdate>0x37cf072f,0x01d74151</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.wikipedia.com/"/><date>0x37cf072f,0x01d74151</date><accda
te>0x37cf072f,0x01d74151</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Wikipe
dia.url"/></tile></msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-4759708130\msapplication.xml
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 648

Entropy (8bit): 5.114315200256057

Encrypted: false

SSDEEP: 12:TMHdNMNxisXYnWimI002EtM3MHdNMNxisXYnWimI00ONd5EtMb:2d6NxkSZHKd6NxkSZ7njb

MD5: 4F232946E6073C012810ADCBA20B0B91

SHA1: 04F05EEC35D302A75CDC4B6143305AC175B81A2C

SHA-256: E601CD60740C7761E77A31AD542C95154EA131F65CF3956734FBECE78BDA2363

SHA-512: 05C7DB0EA49AB4F66A332650E6B9522D3B3BFD24FA74C2FBA29EED50CAF5DC02FB81335B27FE6EBA0E69614C209C60556037CEF41FCE91D21A49AC9F7C07B8
C7

Malicious: false

Reputation: low

Preview:
<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.live.com/"/><date>0x37ca4236,0x01d74151</date><acc
date>0x37ca4236,0x01d74151</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?xml 
version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.live.com/"/><date>0x37ca4236,0x01d74151</date><accdate>0x37ca4
236,0x01d74151</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Live.url"/></tile>
</msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-6757900\msapplication.xml
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 657

Entropy (8bit): 5.131716379857292

Encrypted: false

SSDEEP: 12:TMHdNMNxhGwqFaFrnWimI002EtM3MHdNMNxhGwqFaFrnWimI00ON8K075EtMb:2d6NxQfIrSZHKd6NxQfIrSZ7uKajb

MD5: 8BD2A10019D0D3A24DD2C826609AE8BE

SHA1: 788ED2046B5282C3B2AEFF170D18532E394CACC5

SHA-256: 6DF3D16BE30868114EDB9DC6A0EB943ADC4597F57AA0A699113A8D65B931959E
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SHA-512: 5B0045BD73ACE3DE963C64A758FD007479CBBBC06D20FA14577EE02D9BE06135C8EF8A02CC0E6C4EC16137D1867615F67E430575BA2AC2326804022473CB26A3

Malicious: false

Reputation: low

Preview:
<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.youtube.com/"/><date>0x37d16940,0x01d74151</date><
accdate>0x37d16940,0x01d74151</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.youtube.com/"/><date>0x37d16940,0x01d74151</date><accdate>0
x37d16940,0x01d74151</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Youtube.url"/>
</tile></msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-6757900\msapplication.xml

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-8760897390\msapplication.xml
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 654

Entropy (8bit): 5.045830284831461

Encrypted: false

SSDEEP: 12:TMHdNMNx0n9/w/YnWimI002EtM3MHdNMNx0n9/w/YnWimI00ONxEtMb:2d6Nx09IASZHKd6Nx09IASZ7Vb

MD5: 040F951858433E94F4F5B6B6EEDABF67

SHA1: 054CA6371D53991A76003683FD144A33606132E9

SHA-256: FA9C2FF7F819295E6A3E09785DD03C5DF279EBBF07AA972EAF2F5F57ADE51DE2

SHA-512: 1E14B2BE92A934C3AEB49F1F845640F4B6A7A28E3A7065B405430E54C1A6894531C6D3CF30C2343BFE84C26BEBDDA0CB9975488D87476270C8636C8D2CDEBA2
E

Malicious: false

Reputation: low

Preview:
<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.reddit.com/"/><date>0x37cca4ef,0x01d74151</date><a
ccdate>0x37cca4ef,0x01d74151</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.reddit.com/"/><date>0x37cca4ef,0x01d74151</date><accdate>0x3
7cca4ef,0x01d74151</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Reddit.url"/></tile>
</msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin20259167780\msapplication.xml
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 657

Entropy (8bit): 5.081895602264186

Encrypted: false

SSDEEP: 12:TMHdNMNxx9/w/YnWimI002EtM3MHdNMNxx9/w/YnWimI00ON6Kq5EtMb:2d6NxLIASZHKd6NxLIASZ7ub

MD5: 536E2625D676BFB569BD8DA7CE9F2B33

SHA1: 83DE50F6C35F1D27470F263C2ED9F5F19BB2BD3B

SHA-256: 657E2C570EF33994444B7D9ED941C576FB04425FCFC510AE9C16127F85530F97

SHA-512: 6E186B678A21BF28F506B884B6FDB4EC49DF741B575FBA4C248C125E3854B7C476029CE7AEE4D0908421EA5A2C25B3A91DE04BDA8969639726E747EF4C9826B8

Malicious: false

Reputation: low

Preview:
<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.nytimes.com/"/><date>0x37cca4ef,0x01d74151</date><
accdate>0x37cca4ef,0x01d74151</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.nytimes.com/"/><date>0x37cca4ef,0x01d74151</date><accdate>0
x37cca4ef,0x01d74151</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\NYTimes.url"/>
</tile></msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin20332743330\msapplication.xml
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 660

Entropy (8bit): 5.07754941892466

Encrypted: false

SSDEEP: 12:TMHdNMNxcxnWimI002EtM3MHdNMNxcxnWimI00ONVEtMb:2d6NxkSZHKd6NxkSZ71b

MD5: 882A83C90C3653B65B3CFAE80CD04115

SHA1: C21C760979B002F8D92E5411418A22134FCAE312

SHA-256: 9DE7AD7E4920227BE3AAB176518677275B98771FE61A628EC51F4A0EE47C1DB2

SHA-512: BFC70EF276EBD28E125D56BE5318400E4E73C8E287538AB62A910E1B2D60A003B076C9D33E86CD8F71083FCA58C13C857762720AB21DEAD7E7D99E78C3EAAC
A8

Malicious: false

Reputation: low
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Preview:
<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.facebook.com/"/><date>0x37c7e012,0x01d74151</date>
<accdate>0x37c7e012,0x01d74151</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.facebook.com/"/><date>0x37c7e012,0x01d74151</date><accdate
>0x37c7e012,0x01d74151</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Facebook
.url"/></tile></msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin20332743330\msapplication.xml

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin8215062560\msapplication.xml
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 654

Entropy (8bit): 5.099545664395307

Encrypted: false

SSDEEP: 12:TMHdNMNxfnsXYnWimI002EtM3MHdNMNxfnsXYnWimI00ONe5EtMb:2d6NxTSZHKd6NxTSZ7Ejb

MD5: 2AF518A64B38A12DEEC012DC2A076F6D

SHA1: DE74CC1FF1242AA14F38BB5C25B77CB44B1FC506

SHA-256: 465D1D83AD431C1D193A1D942B908CF0321E8042511632F33897B39159526013

SHA-512: CB7A40CA6F59537D704BD9C8BAA92E746880BB16C4BDB8BCB689617E303B435943528A4A3D8816397CAD710F7E3EB58169C62146CED489E11845D849B75136C9

Malicious: false

Reputation: low

Preview:
<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.google.com/"/><date>0x37ca4236,0x01d74151</date><a
ccdate>0x37ca4236,0x01d74151</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.google.com/"/><date>0x37ca4236,0x01d74151</date><a
ccdate>0x37ca4236,0x01d74151</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Go
ogle.url"/></tile></msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\imagestore\dikxvqf\imagestore.dat
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: data

Category: dropped

Size (bytes): 40820

Entropy (8bit): 7.949162461053978

Encrypted: false

SSDEEP: 768:u1RIT1VfTK29CbZ+ETvAWN6G9cpiUSR6kdngnPsQECWqqxtL1e3ZAEUq/du1:u1C7Kw6jN6GjU50ngPsDfqq7L1oUcI

MD5: 880D8E3FC9B6F1267660AB6C62C5F831

SHA1: 8B53324BF5C00FBB6924E27B5845D91FCB9E2888

SHA-256: 4F94C55F9FB360548AEE1A0E32F0EA48D777357A5A2BCE8D8D7D4D1AA63AD19C

SHA-512: AAD66DB53803B6BE8A5E9B43CC2918DBFBE4C3265FEF58E0205CDD597E792B196EF78654DD4AC7DF98010B7B34C15A21B7DBB623FD4DED1FDBCCAC7F2B9A
4CBC

Malicious: false

Reputation: low

Preview:
H.h.t.t.p.s.:././.i...i.b.b...c.o./.0.Z.X.4.c.C.1./.o.u.t.l.o.o.k.-.t.r.o.u.b.l.e.-.m.a.r.c.h.-.t.e.c.h.n.o.l.o.g.y.-.s.e.r.v.i.c.e.s.-.3...p.n.g......PNG........IHDR...............b.....pHYs...........~... 
.IDATx...y|\w}......E.w[...!.KXSv.B..-...~..[..-...v...n@.[.$a....@KCV(..@.$N...;^.M.%....e..X...X.~..[.f9......~>_CD.....0........X....(...b.\..O...Am...+...[.....\.'bv..0......~S.x.[7.;p.Y...
.........@i..@D:.~..@.D..$9..j5.....b..p.O,u.9.Tb.C.+..-..,.|5.k)......0_.GK1....1+.............|..AD$..("g.......$A......AlI6Lx.._...H..`5..0.....0=...j../ KSf.|......C.1.#....|"....E.5.u#..P.F#.B..5
0.....8I*._7....y..2..x..c....T..K...u.......D..A...g.5...F....G..I(.......pl.,....'..Dn.1.1...1>.X.>......C8.....<.fp.&`.X.....|........w3.0.t.7..3k.{J^"").@.i..[....j@.P..)..A...t-7..^.=.a....`a7.X.
.XG..1..}..5`.0.hX....m2mJa....'H?.D..J...'".8..E:.U7.OM:.9..I...$.U"g.Q.._.f...ab......|=...a..`...E.............|.4......l....DD.A.P....f.u8.BX..2L.Q...(.3.w.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\1[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 640 x 835, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 82022

Entropy (8bit): 7.979037416179835

Encrypted: false

SSDEEP: 1536:snEN2EGev4LzLKtYnjqziEnqfBqMuIb1b0LbkKsYBHSGHMYbnKZlh7htB+zN:snE4EjwLXjqziEnqfBOIbZ0ctY50+aPQ

MD5: 930DDB2FFFC9BF4A4C946FEEAC041A5E

SHA1: 1A18C6DB17F4D4D1CDE3CF650A9DD9692A4564AA

SHA-256: 8EBABD4A3E44693DF97987B54DBFD362ED79B61172B755DA6B38C8259F94FD86

SHA-512: 10A98A14E9BA091674787154DB5DFEE814CCAB4E1EB7A75A91665218F10027EE26943D5622F2359DD563334D91CD4D7D476D430C7C7E48DED13ACFE25C38AAF
5

Malicious: false

Reputation: low

IE Cache URL: https://i.ibb.co/mR6q2PS/1.png
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Preview:
.PNG........IHDR.......C.....=......pHYs...#...#.x.?v.. .IDATx..y.$.Y....{\yg.uvUu...-u#-h..... @;.3<+-3.2.r.......t.@.X......#...Z':.}t....K.g.U.........n......U.Y......w.........L5~..o.#..
R*...6..w.]C.^.|..l..].y.4.Z...y+.X.9.....~.C..J...GhgO.5.....]..4...S...z.(y......%......^..T.w...$.L..j.k......l..T....gF.d..I P:..g....L..I#...F,.....R........aj.}...[..k.f.....KGj.E.g#...lTA...g..
i.=m.5o).H...Z.)..?.Y.E-g#.Xw[...JyGj.z7.?....?....?..>.6....3.......U...Z.....J.....`.}Ly^Q...EP..R...d*.....f.MC..K.....5....@..s.7.U..z...oX...b1..M...w$.E..6.?.7F^.....U..b.....O.:?...T.
wHCTe...............J;..w......]yV......SY.v...o[F....h..V.......^.w.....*....^Ql..J3....;...P.........].z/%......~..^k8'.<........\.....'.'.._..}..k.O....w.Qxo.B.Q....K.F..7s..WN.&...U.S...n..z....V7
w=._.y..T...i@.Um.T..OX.9....?.T..k.o.)....!.b.$...J....B.!.\VP..B.!.......B.!c.. !..B.A.H.!..2fP..B.!.......B.!c.. !..B.A.H.!..2fP..B.!.......B.!c.. !..B.A.H.!..2fP..B.!

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\1[1].png

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\2[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 391 x 62, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 11150

Entropy (8bit): 7.9728157403680235

Encrypted: false

SSDEEP: 192:+XBYCp0nsAXX17jLHbZvaylVGXl6aahyr540sKHps6LY6:WKnFndnbZCy/GXcZIlSK+6s6

MD5: 23215D7F0E1E2768CBBFFB58B95B5B79

SHA1: 49B499C9062CD3136499D7C450D762CA479D7F4F

SHA-256: FCA70C0F60D63308674CC55C5FDF284E9B6D4510E207876C89DAD8F0DADCB905

SHA-512: 7F6AECBA3E5B670F72391F4C8EC49885AF2F6E85537CF93CAB3F8BFD2A9831427AAF27D22B85C8199AF97598240BE6ED680448E1B601C132790692939E14B931

Malicious: false

Reputation: low

IE Cache URL: https://i.ibb.co/dPwrPyv/2.png

Preview:
.PNG........IHDR.......>........w....gAMA....|.Q.... cHRM...........R...@..}y.....<.....s<.w.../iCCPICC Profile..H..wTT....wz..0..z..0... ..Q.f......Ml..@D...E......H..b!(.`.H.Pb0...dF.J|yy.
......g.s..{....$O../... .'..z8.W.G....x....0Y.A..@$/7.z........H..e..O...O.T...._..lN:K.."N.....3"..$..F../JP.rb.[.}..Q..d.[..S..l1..x{..#b.G...\N..o.X3I....[ql2.....$..8.x.......t..r.p../8...p...C..
.f.q....K.njm.{r2.8...?......).L^6..g.,.qm."[.Z[Z....~Q....7%.."....3......R..`.j...[.~.:.. w....!.$E}k...yh.y...Rm..333..........:..}.=#.v.....e...tq.X)I)B>==......<..8..X....9<QD.h..8Q.yl....sy....0
.OZ.k.(...5..H....>.....yP..........:.8......p.........Lg....k.k...$.......t.!0.V..8.7....`.........2A....@.....JP..A#h.'@.8.....:....`....`......a!2D..!UH.2.. .d..A>P ..ECq...B.....*.*.Z....:.]..B..=h...~....L
...2...........5p.......N..........:|......@...QC.....!.H,.G6 .H9R.. ]H/r..A..w(......Q.(OT...JCm@..*QGQ...-.(j...MF+...6h/.*t.:.]..G7....w...7......Xa<1...:L1....s.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\index[1].htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 111122

Entropy (8bit): 5.810700013788319

Encrypted: false

SSDEEP: 1536:nD+n7sIUePDmEMP91mUxuc3NZQG9c0akquASPoEsH8f7Brjj6eZugSyi6PD9CmYk:nA7Yz9YUxuiFcxSwEsHAxzx

MD5: 63881612FFD8509961BAA5F6838593D3

SHA1: BEE909FCC1A2F7C06682DD3626F066720B4E5EEE

SHA-256: 0092CBC66B0E06F7C408A7C5AD9159E264CC2D4CEC69EACD80A8658439C9A553

SHA-512: E6DE3F1C17F575A8E4A7406D52D6C7B32D1ED7098BC521C81362F1DE53E4726B4EA261D70D1567F440DBB61C706E0DF0E9C80E7FF5B41235B6238E1B4F6BDB6
9

Malicious: false

Yara Hits: Rule: SUSP_Base64_Encoded_Hex_Encoded_Code, Description: Detects hex encoded code that has been base64 encoded, Source: 
C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\index[1].htm, Author: Florian Roth

Reputation: low

IE Cache URL: https://balasbucket12.s3.eu-de.cloud-object-storage.appdomain.cloud/rehouses/index.html

Preview:
<html><head></head><body><template id="a03d2369-1139-4cc8-a43a-f8c1f5f8b270">eJztvfmbI7mNIPqz5/vmf1BnbbsyuySlziOzOmtt99hv/F7b43Xbb+dNdc18ISm
UUpcuS8qqyq7J/dsXAI/gATIYkrJtz1tdBwMEQBIEAQYJfj0/rJZvvp7n2fTNP/6DeP7s68PisMzf/MvDYbnZvK/9z3xc++V2+/W1SEaAVX7IapN5ttvnh7uLh8OsMbooL
qyzVX538WGRf9xudoeL2mSzPuRrAPy4mB7md9P8w2KSN+hPvbZYLw6LbNnYT7JlftcWaJaL9fvaLl/eXSwg80Vtvstndxfzw2G7v72+XjQX43Fzsrlu/du/9ibftK83gtP
GYbd5GC/zxirbTeaNQz6ZrzfLzf1jY5/vkOa+0W1u1/dEA8nsD4/LvHZ43AK7h/zT4Xqy39PFnzV3i/v5AfJNPo83u2m+a1DCba3d2X6q7TfLxbT2ojUYtn/def2EGWab3
eozFQlgWq0vX6+yT6KIt7Veq7X9JMCa48PaAptB3TT2ix9z+N/s7/LV66fs8wS43t3WXnS7XQHwMRfUx5vlFABu55sP+e4zstyY5pPNLjssNuvb2nqzzl8/NZGXBlb6brN
U7B82W3ldJizzGSA0U2QJraRsunjY39Zar7fZdLpY38tsLYfK7WwzedgDrU+N/Tybbj4qXpbZOF9+tgrZoUJiZfxilU8X2eVqsVY1dXMD1XsF8FCZkuJtbfBlrffl6yfKc
v3VF//4D7Wvar/abA77wy7b1j70mr1mu3aphOM+P4zVRZCR1fUVZfhms32kAtY6rXa7AR83tT/NcwPRLx8O881uH4b+uDgc8l299tv1pElQ34JIrff5tPawhsqq/e63fzL
YWBzmDyikq+vDx/H+WvN0PV5uxterbA+4rr/97Te//v13vyYWr293APO50RgvH/LbF63WcDybvW40Fuv

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\xmltreeview[1]
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with CRLF line terminators

Category: downloaded

Size (bytes): 17524

Entropy (8bit): 4.340063035506032

Encrypted: false

SSDEEP: 192:wiuFhk5un5EpDdblzKaz+OJGbiIBJofNbr5/dn82/jqmo3qAi:rq25unWZd9dvJGiIBJoh387oAi

MD5: 03710426AB25AD1280E197F61249F9DE

SHA1: F5E7A6FD42503AE4758BC36C8DD78D98EFB35047

SHA-256: 21E63F7C77896ED2B5F115957F2448E0A9E2DD738D7D487E471217421F6A93E1

SHA-512: 213CB55B8573335D1384AE704FF4267F224376056F71548660F9B2FDAA1203D8ABDDB787900AAF5D1E0AC6E5BE261F713BDBEFB67643D08E8D3672512A1AF588

Malicious: false
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Reputation: low

IE Cache URL: res://mshtml.dll/xmltreeview.js

Preview:
(function()..{..    var XHTML = "http://www.w3.org/1999/xhtml";..    ..    // Time slicing constants..    var LIMIT    =  10; // Maximum number of nodes to process before 
checking time..    var DURATION = 200; // Maximum amount of time (ms) to process before unblocking UI..    var DELAY    =  15; // Amount of time (ms) to unblock UI....    
// Tree building state..    var iterator;..    var nextNode;..    var root;..    var rootFirstChild;..    var time;..    ..    // Template References..    var attrTemplate, attrName, attrV
alue;..    var elmStartTemplate, elmStartName;..    var elmEndTemplate, elmEndName;..    var cdataTemplate, cdataValue;..    var commentTemplate, commentValue;..    
var style;    ..    ..    // Only invoke this script if it was injected by our parser. Test for a condition that is..    // impossible for a markup to create - two direct children of the 
document...    var secondRootElement = document.documentElement.nextElementSibling;..    if (secondRootElement == null

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\xmltreeview[1]

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\NUEPGTR9\outlook-trouble-march-technology-services-3[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 640 x 639, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 40638

Entropy (8bit): 7.95423715947306

Encrypted: false

SSDEEP: 768:QRIT1VfTK29CbZ+ETvAWN6G9cpiUSR6kdngnPsQECWqqxtL1e3ZAEUq/duj:QC7Kw6jN6GjU50ngPsDfqq7L1oUci

MD5: 9D268C1389254C638E12A57AC150CC16

SHA1: C7DE207ACB887764C9FC18C72947A91493AA9896

SHA-256: 5C49448EF586E1AD62C24A594F90B9671CF744E771E4112E3A1D8B8B40E000FF

SHA-512: B629429FE82730A672C63059B646FC9CD580B68E1EF80EB0E904D54CAACD5041A455DE9EB9E3CA94F367B4E07C92D2F18E0AEC39EE1C436DE2BD34BB42AD3C
DB

Malicious: false

Reputation: low

IE Cache URL: https://i.ibb.co/0ZX4cC1/outlook-trouble-march-technology-services-3.png

Preview:
.PNG........IHDR...............b.....pHYs...........~... .IDATx...y|\w}......E.w[...!.KXSv.B..-...~..[..-...v...n@.[.$a....@KCV(..@.$N...;^.M.%....e..X...X.~..[.f9......~>_CD.....0........X....
(...b.\..O...Am...+...[.....\.'bv..0......~S.x.[7.;p.Y............@i..@D:.~..@.D..$9..j5.....b..p.O,u.9.Tb.C.+..-..,.|5.k)......0_.GK1....1+.............|..AD$..("g.......$A......AlI6Lx.._...H..`5.
.0.....0=...j../ KSf.|......C.1.#....|"....E.5.u#..P.F#.B..50.....8I*._7....y..2..x..c....T..K...u.......D..A...g.5...F....G..I(.......pl.,....'..Dn.1.1...1>.X.>......C8.....<.fp.&`.X.....|........w3.
0.t.7..3k.{J^"").@.i..[....j@.P..)..A...t-7..^.=.a....`a7.X..XG..1..}..5`.0.hX....m2mJa....'H?.D..J...'".8..E:.U7.OM:.9..I...$.U"g.Q.._.f...ab......|=...a..`...E.............|.4......l....DD.A.P....f.
u8.BX..2L.Q...(.3.w.sl.'.$!pW.|.M.....l1..0..l3.....a,....H......f..=3..^....uO..'"r...E.+oIG...7/.#n..Q.}....y.].S.......[..2".b...+>...!...b.~..,....q.... ....J.w

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\jquery-3.3.1.min[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 86927

Entropy (8bit): 5.289226719276158

Encrypted: false

SSDEEP: 1536:jLiBdiaWLOczCmZx6+VWuGzQNOzdn6x2RZd9SEnk9HB96c9Yo/NWLbVj3kC6t3:5kn6x2xe9NK6nC69

MD5: A09E13EE94D51C524B7E2A728C7D4039

SHA1: 0DC32DB4AA9C5F03F3B38C47D883DBD4FED13AAE

SHA-256: 160A426FF2894252CD7CEBBDD6D6B7DA8FCD319C65B70468F10B6690C45D02EF

SHA-512: F8DA8F95B6ED33542A88AF19028E18AE3D9CE25350A06BFC3FBF433ED2B38FEFA5E639CDDFDAC703FC6CAA7F3313D974B92A3168276B3A016CEB28F27DB071
4A

Malicious: false

Reputation: low

IE Cache URL: https://ajax.aspnetcdn.com/ajax/jQuery/jquery-3.3.1.min.js

Preview:
/*! jQuery v3.3.1 | (c) JS Foundation and other contributors | jquery.org/license */.!function(e,t){"use strict";"object"==typeof module&&"object"==typeof module.exports?
module.exports=e.document?t(e,!0):function(e){if(!e.document)throw new Error("jQuery requires a window with a document");return t(e)}:t(e)}("undefined"!=typeof window?
window:this,function(e,t){"use strict";var n=[],r=e.document,i=Object.getPrototypeOf,o=n.slice,a=n.concat,s=n.push,u=n.indexOf,l={},c=l.toString,f=l.hasOwnProperty
,p=f.toString,d=p.call(Object),h={},g=function e(t){return"function"==typeof t&&"number"!=typeof t.nodeType},y=function e(t){return null!=t&&t===t.window},v={type:!0,src:
!0,noModule:!0};function m(e,t,n){var i,o=(t=t||r).createElement("script");if(o.text=e,n)for(i in v)n[i]&&(o[i]=n[i]);t.head.appendChild(o).parentNode.removeChild(o)}function 
x(e){return null==e?e+"":"object"==typeof e||"function"==typeof e?l[c.call(e)]||"object":typeof e}var b="3.3.1",w=function(e,t){return new w.fn.init(e,t)},

C:\Users\user\AppData\Local\Temp\~DF08D928BE31CA326C.TMP
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: data

Category: dropped

Size (bytes): 25441

Entropy (8bit): 0.32490901426998264

Encrypted: false

SSDEEP: 24:c9lLh9lLh9lIn9lIn9lRx/9lRJ9lTb9lTb9lSSU9lSSU9laAa/9laAIYi8:kBqoxxJhHWSVSEabIYi

MD5: 4FCE9C1A95685E5D4A60148CEA4F7107

SHA1: 9AF83DE1BC05401ABCE856DB2550DDD653EF5693

SHA-256: 1D8B239C7F01E466340E144CF58F9739F17057EC36793FB914331757472F365D

SHA-512: 733260C82D878D7F208090BB587E9CC41DF98679518DC619233251CE6BE6986A19B015B784D209F385DEC438E9449CA5567A97E1FD6FCE596D8D4B0B6A7CB1D4

Malicious: false
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Static File Info

No static file info

Network Port Distribution

Reputation: low

Preview:
.............................*%..H..M..{y..+.0...(................... ...............................................*%..H..M..{y..+.0...(................... ............................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

C:\Users\user\AppData\Local\Temp\~DF08D928BE31CA326C.TMP

C:\Users\user\AppData\Local\Temp\~DF821077DC6D60545C.TMP
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: data

Category: dropped

Size (bytes): 13029

Entropy (8bit): 0.47914032134459283

Encrypted: false

SSDEEP: 24:c9lLh9lLh9lIn9lIn9lo119lo1V9lW1RSdDz:kBqoIka3SdDz

MD5: 0AADF16BEA13D95DFD87693F429D028F

SHA1: 6A53E20EE013648A2139E32A84FADF832E670A9F

SHA-256: D336C95BCEB9D8AA332FA9F25DC1A45B313C0B882888B4CC6A1FDD246FD698D9

SHA-512: 34E1CD59B9A13798ED37C306AED7A1DA336067BB9A1E9D8B0A93EF12603547A3E90BD9E4C6AD97EAB67AE71085A5CE9A6127686EEBE8AD7EEC991D5478CAE
59F

Malicious: false

Reputation: low

Preview:
.............................*%..H..M..{y..+.0...(................... ...............................................*%..H..M..{y..+.0...(................... ............................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

C:\Users\user\AppData\Local\Temp\~DFB6609A5A606A795E.TMP
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: data

Category: dropped

Size (bytes): 714926

Entropy (8bit): 3.4607606201170316

Encrypted: false

SSDEEP: 12288:krwurjjjHBogycuCW+rwurjjjHBogycuCW:

MD5: 2BED3CDD1FA64F6F70188118EB6B5DFC

SHA1: BCE8D8D7F8C8E813845B825CA2BBBDCA50B6DB22

SHA-256: 56F1C41A0CCECDDDF30065A9767B4D1B4CF12182E872EF6B7CECA05909610760

SHA-512: 02A470D7D467E4A0DF1C2F3FC575465C4BD33ED674E0CFFAB0ED20F7504DDE95DCB55E908E513965CB03FF845159591515303E7A9EF00C04E0CEF53DD7DDAD
AC

Malicious: false

Reputation: low

Preview:
.............................*%..H..M..{y..+.0...(................... ...............................................*%..H..M..{y..+.0...(................... ............................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

Network Behavior
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Total Packets: 68

• 53 (DNS)

• 443 (HTTPS)

Timestamp Source Port Dest Port Source IP Dest IP

May 4, 2021 18:51:32.361558914 CEST 49713 443 192.168.2.5 158.177.118.97

May 4, 2021 18:51:32.362184048 CEST 49714 443 192.168.2.5 158.177.118.97

May 4, 2021 18:51:32.402656078 CEST 443 49713 158.177.118.97 192.168.2.5

May 4, 2021 18:51:32.402777910 CEST 49713 443 192.168.2.5 158.177.118.97

May 4, 2021 18:51:32.403172970 CEST 443 49714 158.177.118.97 192.168.2.5

May 4, 2021 18:51:32.403269053 CEST 49714 443 192.168.2.5 158.177.118.97

May 4, 2021 18:51:32.408541918 CEST 49714 443 192.168.2.5 158.177.118.97

May 4, 2021 18:51:32.408626080 CEST 49713 443 192.168.2.5 158.177.118.97

May 4, 2021 18:51:32.449736118 CEST 443 49714 158.177.118.97 192.168.2.5

May 4, 2021 18:51:32.449784040 CEST 443 49714 158.177.118.97 192.168.2.5

May 4, 2021 18:51:32.449815035 CEST 443 49714 158.177.118.97 192.168.2.5

May 4, 2021 18:51:32.449836016 CEST 443 49714 158.177.118.97 192.168.2.5

May 4, 2021 18:51:32.449867010 CEST 443 49713 158.177.118.97 192.168.2.5

May 4, 2021 18:51:32.449867964 CEST 49714 443 192.168.2.5 158.177.118.97

May 4, 2021 18:51:32.449897051 CEST 443 49713 158.177.118.97 192.168.2.5

May 4, 2021 18:51:32.449908018 CEST 49714 443 192.168.2.5 158.177.118.97

May 4, 2021 18:51:32.449949026 CEST 443 49713 158.177.118.97 192.168.2.5

May 4, 2021 18:51:32.449956894 CEST 49713 443 192.168.2.5 158.177.118.97

May 4, 2021 18:51:32.449960947 CEST 49714 443 192.168.2.5 158.177.118.97

May 4, 2021 18:51:32.449971914 CEST 443 49713 158.177.118.97 192.168.2.5

May 4, 2021 18:51:32.449990034 CEST 49713 443 192.168.2.5 158.177.118.97

May 4, 2021 18:51:32.450021982 CEST 49713 443 192.168.2.5 158.177.118.97

May 4, 2021 18:51:32.450030088 CEST 49713 443 192.168.2.5 158.177.118.97

May 4, 2021 18:51:32.457307100 CEST 443 49714 158.177.118.97 192.168.2.5

May 4, 2021 18:51:32.457546949 CEST 49714 443 192.168.2.5 158.177.118.97

May 4, 2021 18:51:32.490247011 CEST 49714 443 192.168.2.5 158.177.118.97

May 4, 2021 18:51:32.491086006 CEST 443 49713 158.177.118.97 192.168.2.5

May 4, 2021 18:51:32.491233110 CEST 49713 443 192.168.2.5 158.177.118.97

May 4, 2021 18:51:32.495686054 CEST 49713 443 192.168.2.5 158.177.118.97

May 4, 2021 18:51:32.496731997 CEST 49714 443 192.168.2.5 158.177.118.97

May 4, 2021 18:51:32.537540913 CEST 443 49714 158.177.118.97 192.168.2.5

May 4, 2021 18:51:32.537661076 CEST 49714 443 192.168.2.5 158.177.118.97

May 4, 2021 18:51:32.543071985 CEST 443 49713 158.177.118.97 192.168.2.5

May 4, 2021 18:51:32.543226004 CEST 49713 443 192.168.2.5 158.177.118.97

May 4, 2021 18:51:32.578803062 CEST 443 49714 158.177.118.97 192.168.2.5

May 4, 2021 18:51:32.582876921 CEST 443 49714 158.177.118.97 192.168.2.5

May 4, 2021 18:51:32.582942963 CEST 443 49714 158.177.118.97 192.168.2.5

May 4, 2021 18:51:32.582989931 CEST 443 49714 158.177.118.97 192.168.2.5

May 4, 2021 18:51:32.583033085 CEST 443 49714 158.177.118.97 192.168.2.5

May 4, 2021 18:51:32.583033085 CEST 49714 443 192.168.2.5 158.177.118.97

May 4, 2021 18:51:32.583066940 CEST 49714 443 192.168.2.5 158.177.118.97

May 4, 2021 18:51:32.583074093 CEST 443 49714 158.177.118.97 192.168.2.5

May 4, 2021 18:51:32.583112955 CEST 49714 443 192.168.2.5 158.177.118.97

May 4, 2021 18:51:32.583116055 CEST 443 49714 158.177.118.97 192.168.2.5

TCP Packets
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May 4, 2021 18:51:32.583153009 CEST 49714 443 192.168.2.5 158.177.118.97

May 4, 2021 18:51:32.583157063 CEST 443 49714 158.177.118.97 192.168.2.5

May 4, 2021 18:51:32.583177090 CEST 49714 443 192.168.2.5 158.177.118.97

May 4, 2021 18:51:32.583199978 CEST 443 49714 158.177.118.97 192.168.2.5

May 4, 2021 18:51:32.583211899 CEST 49714 443 192.168.2.5 158.177.118.97

May 4, 2021 18:51:32.583240986 CEST 443 49714 158.177.118.97 192.168.2.5

May 4, 2021 18:51:32.583254099 CEST 49714 443 192.168.2.5 158.177.118.97

May 4, 2021 18:51:32.583300114 CEST 49714 443 192.168.2.5 158.177.118.97

May 4, 2021 18:51:32.583308935 CEST 443 49714 158.177.118.97 192.168.2.5

May 4, 2021 18:51:32.583355904 CEST 49714 443 192.168.2.5 158.177.118.97

May 4, 2021 18:51:32.583364010 CEST 443 49714 158.177.118.97 192.168.2.5

May 4, 2021 18:51:32.583409071 CEST 443 49714 158.177.118.97 192.168.2.5

May 4, 2021 18:51:32.583415031 CEST 49714 443 192.168.2.5 158.177.118.97

May 4, 2021 18:51:32.583462954 CEST 49714 443 192.168.2.5 158.177.118.97

May 4, 2021 18:51:32.583508968 CEST 443 49714 158.177.118.97 192.168.2.5

May 4, 2021 18:51:32.583559036 CEST 49714 443 192.168.2.5 158.177.118.97

May 4, 2021 18:51:32.624735117 CEST 443 49714 158.177.118.97 192.168.2.5

May 4, 2021 18:51:32.624816895 CEST 49714 443 192.168.2.5 158.177.118.97

May 4, 2021 18:51:32.624850035 CEST 443 49714 158.177.118.97 192.168.2.5

May 4, 2021 18:51:32.624927044 CEST 49714 443 192.168.2.5 158.177.118.97

May 4, 2021 18:51:32.624927044 CEST 443 49714 158.177.118.97 192.168.2.5

May 4, 2021 18:51:32.624967098 CEST 443 49714 158.177.118.97 192.168.2.5

May 4, 2021 18:51:32.624989033 CEST 49714 443 192.168.2.5 158.177.118.97

May 4, 2021 18:51:32.625015974 CEST 443 49714 158.177.118.97 192.168.2.5

May 4, 2021 18:51:32.625026941 CEST 49714 443 192.168.2.5 158.177.118.97

May 4, 2021 18:51:32.625053883 CEST 443 49714 158.177.118.97 192.168.2.5

May 4, 2021 18:51:32.625071049 CEST 49714 443 192.168.2.5 158.177.118.97

May 4, 2021 18:51:32.625088930 CEST 443 49714 158.177.118.97 192.168.2.5

May 4, 2021 18:51:32.625108004 CEST 49714 443 192.168.2.5 158.177.118.97

May 4, 2021 18:51:32.625125885 CEST 443 49714 158.177.118.97 192.168.2.5

May 4, 2021 18:51:32.625154018 CEST 49714 443 192.168.2.5 158.177.118.97

May 4, 2021 18:51:32.625163078 CEST 443 49714 158.177.118.97 192.168.2.5

May 4, 2021 18:51:32.625181913 CEST 49714 443 192.168.2.5 158.177.118.97

May 4, 2021 18:51:32.625212908 CEST 443 49714 158.177.118.97 192.168.2.5

May 4, 2021 18:51:32.625222921 CEST 49714 443 192.168.2.5 158.177.118.97

May 4, 2021 18:51:32.625255108 CEST 443 49714 158.177.118.97 192.168.2.5

May 4, 2021 18:51:32.625272989 CEST 49714 443 192.168.2.5 158.177.118.97

May 4, 2021 18:51:32.625293016 CEST 443 49714 158.177.118.97 192.168.2.5

May 4, 2021 18:51:32.625308037 CEST 49714 443 192.168.2.5 158.177.118.97

May 4, 2021 18:51:32.625330925 CEST 443 49714 158.177.118.97 192.168.2.5

May 4, 2021 18:51:32.625349045 CEST 49714 443 192.168.2.5 158.177.118.97

May 4, 2021 18:51:32.625368118 CEST 443 49714 158.177.118.97 192.168.2.5

May 4, 2021 18:51:32.625392914 CEST 49714 443 192.168.2.5 158.177.118.97

May 4, 2021 18:51:32.625421047 CEST 49714 443 192.168.2.5 158.177.118.97

May 4, 2021 18:51:32.625433922 CEST 443 49714 158.177.118.97 192.168.2.5

May 4, 2021 18:51:32.625469923 CEST 443 49714 158.177.118.97 192.168.2.5

May 4, 2021 18:51:32.625488997 CEST 49714 443 192.168.2.5 158.177.118.97

May 4, 2021 18:51:32.625507116 CEST 443 49714 158.177.118.97 192.168.2.5

May 4, 2021 18:51:32.625520945 CEST 49714 443 192.168.2.5 158.177.118.97

May 4, 2021 18:51:32.625544071 CEST 443 49714 158.177.118.97 192.168.2.5

May 4, 2021 18:51:32.625560045 CEST 49714 443 192.168.2.5 158.177.118.97

May 4, 2021 18:51:32.625591040 CEST 443 49714 158.177.118.97 192.168.2.5

May 4, 2021 18:51:32.625593901 CEST 49714 443 192.168.2.5 158.177.118.97

May 4, 2021 18:51:32.625633001 CEST 443 49714 158.177.118.97 192.168.2.5

May 4, 2021 18:51:32.625644922 CEST 49714 443 192.168.2.5 158.177.118.97

May 4, 2021 18:51:32.625669956 CEST 443 49714 158.177.118.97 192.168.2.5

Timestamp Source Port Dest Port Source IP Dest IP

Timestamp Source Port Dest Port Source IP Dest IP

May 4, 2021 18:51:23.609652042 CEST 49557 53 192.168.2.5 8.8.8.8

May 4, 2021 18:51:23.669581890 CEST 53 49557 8.8.8.8 192.168.2.5

May 4, 2021 18:51:24.240268946 CEST 61733 53 192.168.2.5 8.8.8.8

May 4, 2021 18:51:24.300678968 CEST 53 61733 8.8.8.8 192.168.2.5

UDP Packets
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May 4, 2021 18:51:25.174309015 CEST 65447 53 192.168.2.5 8.8.8.8

May 4, 2021 18:51:25.225663900 CEST 53 65447 8.8.8.8 192.168.2.5

May 4, 2021 18:51:26.143832922 CEST 52441 53 192.168.2.5 8.8.8.8

May 4, 2021 18:51:26.195590019 CEST 53 52441 8.8.8.8 192.168.2.5

May 4, 2021 18:51:27.740544081 CEST 62176 53 192.168.2.5 8.8.8.8

May 4, 2021 18:51:27.792212009 CEST 53 62176 8.8.8.8 192.168.2.5

May 4, 2021 18:51:28.782022953 CEST 59596 53 192.168.2.5 8.8.8.8

May 4, 2021 18:51:28.833338022 CEST 53 59596 8.8.8.8 192.168.2.5

May 4, 2021 18:51:29.685551882 CEST 65296 53 192.168.2.5 8.8.8.8

May 4, 2021 18:51:29.737207890 CEST 53 65296 8.8.8.8 192.168.2.5

May 4, 2021 18:51:30.961929083 CEST 63183 53 192.168.2.5 8.8.8.8

May 4, 2021 18:51:31.010799885 CEST 53 63183 8.8.8.8 192.168.2.5

May 4, 2021 18:51:31.086733103 CEST 60151 53 192.168.2.5 8.8.8.8

May 4, 2021 18:51:31.144026995 CEST 53 60151 8.8.8.8 192.168.2.5

May 4, 2021 18:51:32.039299011 CEST 56969 53 192.168.2.5 8.8.8.8

May 4, 2021 18:51:32.099364996 CEST 53 56969 8.8.8.8 192.168.2.5

May 4, 2021 18:51:32.289721012 CEST 55161 53 192.168.2.5 8.8.8.8

May 4, 2021 18:51:32.351283073 CEST 53 55161 8.8.8.8 192.168.2.5

May 4, 2021 18:51:33.167602062 CEST 54757 53 192.168.2.5 8.8.8.8

May 4, 2021 18:51:33.227662086 CEST 53 54757 8.8.8.8 192.168.2.5

May 4, 2021 18:51:33.256468058 CEST 49992 53 192.168.2.5 8.8.8.8

May 4, 2021 18:51:33.315809011 CEST 53 49992 8.8.8.8 192.168.2.5

May 4, 2021 18:51:34.454067945 CEST 60075 53 192.168.2.5 8.8.8.8

May 4, 2021 18:51:34.505564928 CEST 53 60075 8.8.8.8 192.168.2.5

May 4, 2021 18:51:48.676449060 CEST 55016 53 192.168.2.5 8.8.8.8

May 4, 2021 18:51:48.725123882 CEST 53 55016 8.8.8.8 192.168.2.5

May 4, 2021 18:51:52.595231056 CEST 64345 53 192.168.2.5 8.8.8.8

May 4, 2021 18:51:52.654916048 CEST 53 64345 8.8.8.8 192.168.2.5

May 4, 2021 18:51:56.397353888 CEST 57128 53 192.168.2.5 8.8.8.8

May 4, 2021 18:51:56.446413994 CEST 53 57128 8.8.8.8 192.168.2.5

Timestamp Source Port Dest Port Source IP Dest IP

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

May 4, 2021 18:51:32.289721012 CEST 192.168.2.5 8.8.8.8 0xaab5 Standard query 
(0)

balasbucke
t12.s3.eu-
de.cloud-object-
storage.appdom
ain.cloud

A (IP address) IN (0x0001)

May 4, 2021 18:51:33.167602062 CEST 192.168.2.5 8.8.8.8 0x8641 Standard query 
(0)

i.ibb.co A (IP address) IN (0x0001)

May 4, 2021 18:51:33.256468058 CEST 192.168.2.5 8.8.8.8 0x1e7b Standard query 
(0)

ajax.aspne
tcdn.com

A (IP address) IN (0x0001)

May 4, 2021 18:51:48.676449060 CEST 192.168.2.5 8.8.8.8 0x6c00 Standard query 
(0)

i.ibb.co A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

May 4, 2021 
18:51:32.351283073 
CEST

8.8.8.8 192.168.2.5 0xaab5 No error (0) balasbucke
t12.s3.eu-
de.cloud-object-
storage.appdom
ain.cloud

s3.eu-de.cloud-object-
storage.appdomain.cloud

CNAME 
(Canonical 
name)

IN (0x0001)

May 4, 2021 
18:51:32.351283073 
CEST

8.8.8.8 192.168.2.5 0xaab5 No error (0) s3.eu-de.cloud-
object-storage.
appdomain.
cloud

158.177.118.97 A (IP address) IN (0x0001)

May 4, 2021 
18:51:33.227662086 
CEST

8.8.8.8 192.168.2.5 0x8641 No error (0) i.ibb.co 145.239.131.55 A (IP address) IN (0x0001)

May 4, 2021 
18:51:33.227662086 
CEST

8.8.8.8 192.168.2.5 0x8641 No error (0) i.ibb.co 145.239.131.60 A (IP address) IN (0x0001)

May 4, 2021 
18:51:33.227662086 
CEST

8.8.8.8 192.168.2.5 0x8641 No error (0) i.ibb.co 146.59.152.166 A (IP address) IN (0x0001)

May 4, 2021 
18:51:33.227662086 
CEST

8.8.8.8 192.168.2.5 0x8641 No error (0) i.ibb.co 146.59.152.166 A (IP address) IN (0x0001)

DNS Queries

DNS Answers
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Code Manipulations

Statistics

Behavior

May 4, 2021 
18:51:33.227662086 
CEST

8.8.8.8 192.168.2.5 0x8641 No error (0) i.ibb.co 145.239.131.51 A (IP address) IN (0x0001)

May 4, 2021 
18:51:33.315809011 
CEST

8.8.8.8 192.168.2.5 0x1e7b No error (0) ajax.aspne
tcdn.com

mscomajax.vo.msecnd.ne
t

CNAME 
(Canonical 
name)

IN (0x0001)

May 4, 2021 
18:51:48.725123882 
CEST

8.8.8.8 192.168.2.5 0x6c00 No error (0) i.ibb.co 145.239.131.55 A (IP address) IN (0x0001)

May 4, 2021 
18:51:48.725123882 
CEST

8.8.8.8 192.168.2.5 0x6c00 No error (0) i.ibb.co 145.239.131.60 A (IP address) IN (0x0001)

May 4, 2021 
18:51:48.725123882 
CEST

8.8.8.8 192.168.2.5 0x6c00 No error (0) i.ibb.co 146.59.152.166 A (IP address) IN (0x0001)

May 4, 2021 
18:51:48.725123882 
CEST

8.8.8.8 192.168.2.5 0x6c00 No error (0) i.ibb.co 146.59.152.166 A (IP address) IN (0x0001)

May 4, 2021 
18:51:48.725123882 
CEST

8.8.8.8 192.168.2.5 0x6c00 No error (0) i.ibb.co 145.239.131.51 A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Timestamp Source IP
Source
Port Dest IP

Dest
Port Subject Issuer

Not
Before

Not
After

JA3 SSL Client
Fingerprint JA3 SSL Client Digest

May 4, 2021 
18:51:33.332279921 
CEST

145.239.131.55 443 192.168.2.5 49715 CN=ibb.co CN=R3, 
O=Let's Encrypt, C=US

CN=R3, O=Let's 
Encrypt, C=US 
CN=DST Root CA 
X3, O=Digital 
Signature Trust Co.

Sun Apr 
04 
19:42:58 
CEST 
2021 
Wed Oct 
07 
21:21:40 
CEST 
2020

Sat Jul 
03 
19:42:58 
CEST 
2021 
Wed 
Sep 29 
21:21:40 
CEST 
2021

771,49196-49195-
49200-49199-49188-
49187-49192-49191-
49162-49161-49172-
49171-157-156-61-
60-53-47-10,0-10-11-
13-35-16-23-24-
65281,29-23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=R3, O=Let's Encrypt, 
C=US

CN=DST Root CA 
X3, O=Digital 
Signature Trust Co.

Wed Oct 
07 
21:21:40 
CEST 
2020

Wed 
Sep 29 
21:21:40 
CEST 
2021

May 4, 2021 
18:51:33.334146023 
CEST

145.239.131.55 443 192.168.2.5 49716 CN=ibb.co CN=R3, 
O=Let's Encrypt, C=US

CN=R3, O=Let's 
Encrypt, C=US 
CN=DST Root CA 
X3, O=Digital 
Signature Trust Co.

Sun Apr 
04 
19:42:58 
CEST 
2021 
Wed Oct 
07 
21:21:40 
CEST 
2020

Sat Jul 
03 
19:42:58 
CEST 
2021 
Wed 
Sep 29 
21:21:40 
CEST 
2021

771,49196-49195-
49200-49199-49188-
49187-49192-49191-
49162-49161-49172-
49171-157-156-61-
60-53-47-10,0-10-11-
13-35-16-23-24-
65281,29-23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=R3, O=Let's Encrypt, 
C=US

CN=DST Root CA 
X3, O=Digital 
Signature Trust Co.

Wed Oct 
07 
21:21:40 
CEST 
2020

Wed 
Sep 29 
21:21:40 
CEST 
2021

HTTPS Packets
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• iexplore.exe

• iexplore.exe

Click to jump to process

System Behavior

File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Start time: 18:51:29

Start date: 04/05/2021

Path: C:\Program Files\internet explorer\iexplore.exe

Wow64 process (32bit): false

Commandline: 'C:\Program Files\Internet Explorer\iexplore.exe' -Embedding

Imagebase: 0x7ff7e39b0000

File size: 823560 bytes

MD5 hash: 6465CB92B25A7BC1DF8E01D8AC5E7596

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: low

File Path Access Attributes Options Completion Count
Source
Address Symbol

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

File Path Offset Length Completion Count
Source
Address Symbol

Key Path Name Type Data Completion Count
Source
Address Symbol

Key Path Name Type Old Data New Data Completion Count
Source
Address Symbol

Start time: 18:51:30

Analysis Process: iexplore.exe PID: 3940 Parent PID: 792Analysis Process: iexplore.exe PID: 3940 Parent PID: 792

General

Analysis Process: iexplore.exe PID: 5964 Parent PID: 3940Analysis Process: iexplore.exe PID: 5964 Parent PID: 3940

General
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Disassembly

File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Start date: 04/05/2021

Path: C:\Program Files (x86)\Internet Explorer\iexplore.exe

Wow64 process (32bit): true

Commandline: 'C:\Program Files (x86)\Internet Explorer\IEXPLORE.EXE' SCODEF:3940 CREDAT:17410 
/prefetch:2

Imagebase: 0xb40000

File size: 822536 bytes

MD5 hash: 071277CC2E3DF41EEEA8013E2AB58D5A

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: low

File Path Access Attributes Options Completion Count
Source
Address Symbol

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

File Path Offset Length Completion Count
Source
Address Symbol

Key Path Name Type Data Completion Count
Source
Address Symbol

Copyright Joe Security LLC 2021 Page 23 of 23


	Table of Contents
	Analysis Report https://balasbucket12.s3.eu-de.cloud-object-storage.appdomain.cloud/rehouses/index.html
	Overview
	General Information
	Detection
	Signatures
	Classification

	Startup
	Malware Configuration
	Yara Overview
	Dropped Files

	Sigma Overview
	Signature Overview
	AV Detection:
	Phishing:

	Mitre Att&ck Matrix
	Behavior Graph
	Screenshots
	Thumbnails

	Antivirus, Machine Learning and Genetic Malware Detection
	Initial Sample
	Dropped Files
	Unpacked PE Files
	Domains
	URLs

	Domains and IPs
	Contacted Domains
	Contacted URLs
	URLs from Memory and Binaries
	Contacted IPs
	Public

	General Information
	Simulations
	Behavior and APIs

	Joe Sandbox View / Context
	IPs
	Domains
	ASN
	JA3 Fingerprints
	Dropped Files

	Created / dropped Files
	Static File Info
	No static file info

	Network Behavior
	Network Port Distribution
	TCP Packets
	UDP Packets
	DNS Queries
	DNS Answers
	HTTPS Packets

	Code Manipulations
	Statistics
	Behavior

	System Behavior
	Analysis Process: iexplore.exe PID: 3940 Parent PID: 792
	General
	File Activities
	Registry Activities

	Analysis Process: iexplore.exe PID: 5964 Parent PID: 3940
	General
	File Activities
	Registry Activities


	Disassembly


