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Analysis Report https://cccounty-my.sharepoint.com/:b:...
Overview

General Information Detection Signatures Classification

Sample URL: https://cccounty-my.sharep
oint.com/:b:/g/personal/dcd MALICIOUS
resources_dcd_cccounty...
_cccounty_us/EXTv1rLIFg
plo1AA3nixkbIBo6Fxf4icM
7ifDVIEjJjLDQ?e=4:UEIJC
n&at=9

Yara detected HtmIPhish10
Phishing site detected (based oniim...
Phishing site detected (based on log...

HiMLL boedy: centains low/number: ofi ...
Analysis ID: 404212

Infos: ;f il &

Most interesting Screenshot:

HTML titleidoesinot match/ URLE

Submitbutten containsijavascript call

S L ao

HTMLPhish
56

Score:
_— Range: 0-100
E Whitelisted: false
Confidence: 100%

Startup

= System is w10x64

. G chrome.exe (PID: 5452 cmdline: 'C:\Program Files\Google\Chrome\Application\chrome.exe' --start-maximized 'https://cccounty-my.sharepoint.com/:b:/g/personal/dcdresources_dc
d_cccounty_us/EXTv1rLIFgplo1AA3nixkblBo6Fxf4icM7ifDVIEjJjLDQ?e=4:UEIJCn&at=9' MD5: C139654B5C1438A95B321BB01AD63EF6)
. G chrome.exe (PID: 5356 cmdline: 'C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-handle=

1544,18096239399295463889,9978372159968168147,131072 --lang=en-US --service-sandbox-type=network --enable-audio-service-sandbox --mojo-platform-channel-handle=1752
Iprefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)
= cleanup

Malware Configuration

No configs have been found

Yara Overview

No yara matches

Sigma Overview

No Sigma rule has matched

Signature Overview
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@

Click to jump to signature section

Phishing:

Yara detected HtmIPhish10

@ Phishing

® Compliance

@ Networking

@ System Summary

Mitre Att&ck Matrix

Initial Privilege Defense
Access Execution Persistence Escalation Evasion
Valid Scripting Path Process Masquerading
Accounts Interception  Injection
Default  Scheduled Boot or Boot or Process
Accounts Task/Job  Logon Logon Injection

Initialization  Initialization

Scripts Scripts
Domain At (Linux)  Logon Script Logon Scripting
Accounts (Windows)  Script

(Windows)

Behavior Graph
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Security
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System
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Application
Window
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Lateral
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Remote Data from
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System
Remote Data from
Desktop Removable
Protocol Media

SMB/Windows Data from

Admin Shares Network
Shared
Drive

Exfiltration

Exfiltration
Over Other
Network
Medium

Exfiltration
Over
Bluetooth

Automated
Exfiltration

Command
and Network
Control Effects

Encrypted Eavesdrop on

Channel Insecure
Network
Communication

Non- Exploit SS7 to
Application Redirect Phone
Layer Calls/SMS
Protocol

Application Exploit SS7 to
Layer Track Device
Protocol @4 Location

Remote
Service
Effects Impact
Remotely Modify
Track Device System
Without Partition
Authorization
Remotely Device
Wipe Data  Lockout
Without
Authorization
Obtain Delete
Device Device
Cloud Data
Backups
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date:

— Wl onsie info

Soore: 56 £, Is Dropped
A% Is Windows Process

cccounty.sharepoint.com § 4 <+ Number of created Registry Values

Number of created Files

started

Y

Visual Basic

ishir i Phishing site detected lgglgl%L
;| e Smp =~ Do
111 Delphi

Java
.Net C# or VB.NET

C, C++ or other language

D@ 2 i~

N Is malicious
Internet
192.168.2.1 192.168.2.3
unknown unknown other IPs or domains started
unknown unknown
chrome.exe -5

@ B s

20687-ipv4.farm.prod.aa-rt.sharepoint.com Q_i blob.bl6prdstr14a.store.core.windows.net Q_i

40.108.248.29, 443, 49716, 49718 52.239.152.74, 443, 49963 18 other IPs or domains
MICROSOFT-CORP-MSN-AS-BLOCKUS MICROSOFT-CORP-MSN-AS-BLOCKUS

United States ES United States ES

Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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P Sharing Lnl{l@mamn x

Sharing Link Validation
cccount sharepoint.com

O Type here to search

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source

hitp://https://cccounty-

my.sharepoint.com/:b:/g/personal/dcdresources_dcd_cccounty_us/EXTv1rLIFgplolAA3nixkblBo6Fxfdic

M7ifDVIEjJjLDQ?e=4:UEiJCn&at=9
Dropped Files

No Antivirus matches
Unpacked PE Files

No Antivirus matches
Domains

No Antivirus matches

URLs

Source

hitp://https://assets.onestore.ms/

hitp://https://assets.onestore.ms/
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B Microsoft

Verify Your Identity

You've received a secure link to:

Agency Comment Pkt CDLP21-
"OR - 02014.pdf

To open this secure link, we'll need you to enter
the email that this item was shared to.

Enter email 0]

By clicking Next )
our email address in accordan their priva
. C has not provided finks

© 2017 Microsoft Privacy & Cookies

Detection

0%

Detection
0%
0%

roint.com/:b:/g/personal/dcdresources_dcd_cccounty us/EXTvirLIFgplo1AA3nixkbIBo6FxfdicM7ifDVIEj)jLDQ?e=4:UEJCn&at=9

Scanner

Avira URL Cloud

Scanner
URL Reputation
URL Reputation

Label

safe

Label
safe

safe

Link

Link
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Source Detection Scanner Label Link

hitp://https://assets.onestore.ms/ 0% URL Reputation safe
hitp://https://assets.onestore.ms/ 0% URL Reputation safe
hitp://https://logincdn.msauth.net/16.000/content/js/MeControl_cT3-bL3bZ5AAnjmz77cksQ2.js 1% Virustotal Browse
hitp://https://logincdn.msauth.net/16.000/content/js/MeControl_cT3-bL3bZ5AAnjmz77cksQ2.js 0% Avira URL Cloud safe
hitp://https://logincdn.msauth.net/16.000/content/js/MeControl_cT3-bL3bZ5AAnjmz77cksQ2.jsaD 0% Avira URL Cloud safe
hitp://https://mem.gfx.ms/scripts/me/MeControl/10.21035.1/en-US/meBoot.min.jsaD 0% Avira URL Cloud safe
hitp://https://sharepoint.com/ 0% Avira URL Cloud safe
hitp://https://assets.onestore.ms 0% URL Reputation safe
hitp://https://assets.onestore.ms 0% URL Reputation safe
hitp://https://assets.onestore.ms 0% URL Reputation safe
hitp://https://mem.gfx.ms/scripts/me/MeControl/10.21035.1/en-US/meCore.min.jsaD 0% Avira URL Cloud safe
hitp://https://consentreceiverfd-prod.azurefd.net/vl 0% Avira URL Cloud safe
hitp://https://mem.gfx.ms/scripts/me/MeControl/10.21035.1/de-DE/meBoot.min.js 0% Avira URL Cloud safe
hitp://https://mem.gfx.ms/meversion?partner=0fficeProducts&market=en-us&uhf=1 0% Avira URL Cloud safe
hitp://https://cccounty- 0% Avira URL Cloud safe
my.sharepoint.com/personal/dcdresources_dcd_cccounty_us/_layouts/15/guestaccess.asp

hitp://https://cccounty-my.sharepoint.com/ 0% Avira URL Cloud safe
hitp://https://sharepoint.com/s 0% Avira URL Cloud safe
hitp://https://assets.onestore.ms/cdnfiles/external/mwf/long/v1/v1.19.1/scripts/mwf-main.var.js 0% Avira URL Cloud safe
hitp://https://cccounty-my.sharepoint.com/ScriptResource.axd?d=1fDsP7T8iuixVwu- 0% Avira URL Cloud safe
fVH5iZr4cSvnLTO52_vldoY-7Fhg

hitp://https://cccounty-my.sharepoint.com/WebResource.axd?d=M506KBnw2Kc30Ye7wKtYeOmAO- 0% Avira URL Cloud safe
ax1yV1j7R_PuQmXE74ijK

hitp://https://cccounty-my.sharepoint.com/_layouts/15/images/favicon.ico?rev=47 0% Avira URL Cloud safe
hitp://https://cccounty-my.sharepoint.com/ScriptResource.axd? 0% Avira URL Cloud safe

d=XLHvvugUg5InnNgZ7caYxePwh7i09IfyUqu9z6CieiK1

hitp://https://assets.onestore.ms/cdnfiles/external/mwf/long/v1/v1.22.1/scripts/mwf-auto-init-main.var.min. 0% Avira URL Cloud safe
hitp://https://dns.google 0% URL Reputation safe
hitp://https://dns.google 0% URL Reputation safe
hitp://https://dns.google 0% URL Reputation safe
hitp://https://cccounty- 0% Avira URL Cloud safe
my.sharepoint.com/:b:/g/personal/dcdresources_dcd_cccounty_us/EXTv1rLIFgplolAA3nixk

hitp://https://mem.gfx.ms/meversion?partner=0fficeProducts&market=de-ch&uhf=1 0% Avira URL Cloud safe
hitp://https://sharepoint.com/I 0% Avira URL Cloud safe
hitp://https://mem.gfx.ms/scripts/me/MeControl/10.21035.1/en-US/meCore.min.js 0% Avira URL Cloud safe
hitp://https://mem.gfx.ms/meversion?partner=amc&market=en-us&uhf=1 0% Avira URL Cloud safe
hitp://https://mem.gfx.ms/meversion?partner=windows&market=en-us&uhf=1 0% Avira URL Cloud safe
hitp://https://sharepoint.com/9 0% Avira URL Cloud safe
hitp://https://mem.gfx.ms/scripts/me/MeControl/10.21035.1/en-US/meBoot.min.js 0% Avira URL Cloud safe
hitp://https://mem.gfx.ms/scripts/me/MeControl/10.21035.1/de-DE/meCore.min.js 0% Avira URL Cloud safe
hitp://https://cccounty-my.sharepoint.com/ScriptResource.axd? 0% Avira URL Cloud safe

d=XjLKEB_vSvznU474E48kPJA1H9JTKIbxQRrFImf4oevb

Domains and IPs

Contacted Domains

Name P Active Malicious Antivirus Detection Reputation
blob.bl6prdstrl4a.store.core.windows.net 52.239.152.74 true false high
cs1227.wpc.alphacdn.net 192.229.221.185 true false unknown
aka.ms 95.101.18.109 true false high
20687-ipv4.farm.prod.aa-rt.sharepoint.com 40.108.248.29 true false unknown
googlehosted.l.googleusercontent.com 216.58.212.129 true false high
clients2.googleusercontent.com unknown unknown false high
logincdn.msauth.net unknown unknown false unknown
assets.adobedtm.com unknown unknown false high
assets.onestore.ms unknown unknown false unknown
amp.azure.net unknown unknown false high
spoprod-a.akamaihd.net unknown unknown false high
ajax.aspnetcdn.com unknown unknown false high
offertooldataprod.blob.core.windows.net unknown unknown false high
cccounty-my.sharepoint.com unknown unknown false unknown
mem.gfx.ms unknown unknown false unknown

Copyright Joe Security LLC 2021 Page 7 of 52


https://www.virustotal.com/gui/url/2cc87b0f9c29d9a52d4834a055389eb5ebd6f595afe867d94a094a70df3021d7/detection/u-2cc87b0f9c29d9a52d4834a055389eb5ebd6f595afe867d94a094a70df3021d7-1619349852

Contacted URLs

Name Malicious Antivirus Detection Reputation

v -_-

URLs from Memory and Binaries

Name Source Malicious Antivirus Detection Reputation
hitp://https://assets.onestore.ms/ Network Action Predictor-journal.0.dr false e URL Reputation: safe unknown
e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe
hitp:// 38c7c¢19d1d0ee3c7_0.0.dr false e 1%, Virustotal, Browse unknown
https://logincdn.msauth.net/16.000/content/js/MeControl_cT3- e Avira URL Cloud: safe
bL3bZ5AANjMz77cksQ2.js
hitp:// 38c7¢19d1d0ee3c7_0.0.dr false e Avira URL Cloud: safe unknown
https://logincdn.msauth.net/16.000/content/js/MeControl_cT3-
bL3bZ5AANjmz77cksQ2.jsaD
hitp:// 615515b8150c16ch_0.0.dr false high
https://assets.adobedtm.com/5ef092d1efb5/e6b4ca74378c/aa
3111bbe123/RC69b31008c50e44318e064df1bd9de72
hitp:// Ob6a779b97f6aaad_0.0.dr false e Avira URL Cloud: safe unknown
https://mem.gfx.ms/scripts/me/MeControl/10.21035.1/en-
US/meBoot.min.jsaD
hitp://https://ajax.aspnetcdn.com/ajax/jquery.ui/1.11.1/jquery- 82€92344281b46a9_0.0.dr false high
ui.min.js
hitp://https://sharepoint.com/ en-US-9-0.bdic.0.dr, 5563163b9 false e Avira URL Cloud: safe unknown
62da706_0.0.dr
hitp://https://ajax.aspnetcdn.com 4563e23d-3474-4d43-b201-bc7833 false high
ec9a58.tmp.1.dr
hitp://https://assets.onestore.ms 4563e23d-3474-4d43-b201-bc7833 false e URL Reputation: safe unknown
ec9a58.tmp.1.dr e URL Reputation: safe
e URL Reputation: safe
hitp:// 225853b3d3cc9c98_0.0.dr false e Avira URL Cloud: safe unknown

https://mem.gfx.ms/scripts/me/MeControl/10.21035.1/en-
US/meCore.min.jsaD

hitp://https://ajax.aspnetcdn.com/ajax/jQuery/jquery- b180e6523891105c_0.0.dr false high
1.9.1.min.js
hitp:// becf700eb62dec8e_0.0.dr false high

https://assets.adobedtm.com/5ef092d1efb5/e6b4ca74378c/aa
3111bbel123/RC5f812135e64f48ad85ea100034bc60a

hitp:// 646e3blea0l5a4c2_0.0.dr false high
https://assets.adobedtm.com/5ef092d1efb5/e6b4ca74378c/aa
3111bbe123/RCd898c8a8376b41f88f24c93b8645f17

hitp:// 9fb9a3618de06a54_0.0.dr false high
https://assets.adobedtm.com/5ef092d1efb5/e6b4ca74378c/aa
3111bbel123/RC2c82363df66d4caeadff9a77dlcccO3

hitp://https://consentreceiverfd-prod.azurefd.net/vl d07553f235aa16f4_0.0.dr false e Avira URL Cloud: safe unknown
hitp://https://ajax.aspnetcdn.com/ajax/jQuery/jquery- el5eb212a2772b9f_0.0.dr false high
1.11.2.min.jsaD

hitp:// dcb5d003017747da_0.0.dr false high

https://assets.adobedtm.com/5ef092d1efb5/e6b4ca74378c/aa
3111bbel123/RC6fb1221373044729bc7f25fb104ba85

hitp:// 6686b0c92e7fc912_0.0.dr false e Avira URL Cloud: safe unknown
https://mem.gfx.ms/scripts/me/MeControl/10.21035.1/de-
DE/meBoot.min.js

hitp://https://mem.gfx.ms/meversion? 462d64d34aad30da_0.0.dr false e Avira URL Cloud: safe unknown
partner=OfficeProducts&market=en-us&uhf=1

hitp://https://cccounty- Current Session.0.dr false e Avira URL Cloud: safe unknown
my.sharepoint.com/personal/dcdresources_dcd_cccounty_us/
_layouts/15/guestaccess.asp

hitp:// la3fe3efbb1027b2_0.0.dr false high
https://assets.adobedtm.com/5ef092d1efb5/e6b4ca74378c/aa
3111bbe123/RC30b69654d14a4895ae64b6e5cfOcf81

hitp://https://assets.adobedtm.com/launch- 3c4d40e130a6a467_0.0.dr false high
ENbb9d0de7cc374dc99259df2c4b823cef.min.js
hitp:// 4dfac1355e8f8096_0.0.dr false high

https://assets.adobedtm.com/5ef092d1efb5/e6b4ca74378c/aa
3111bbel123/RC95d5954deda24aa780e2bd87a6eabf8

hitp://https://cccounty-my.sharepoint.com/ 000003.10g0.0.dr false e Avira URL Cloud: safe unknown
hitp://https://live.com/ 38c7¢19d1d0ee3c7_0.0.dr false high

hitp://https://sharepoint.com/s a4e37f7tb809c2dc_0.0.dr false e Avira URL Cloud: safe unknown
hitp:// 9edc3bcc45a63d3b_0.0.dr false e Avira URL Cloud: safe unknown

https://assets.onestore.ms/cdnfiles/external/mwf/long/v1/v1.19
.1/scripts/mwf-main.var.js
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https://www.virustotal.com/gui/url/2cc87b0f9c29d9a52d4834a055389eb5ebd6f595afe867d94a094a70df3021d7/detection/u-2cc87b0f9c29d9a52d4834a055389eb5ebd6f595afe867d94a094a70df3021d7-1619349852

Name Source Malicious Antivirus Detection Reputation

hitp://https://cccounty- ae966ea7cdbe242d_0.0.dr false e Avira URL Cloud: safe unknown
my.sharepoint.com/ScriptResource.axd?d=1fDsP7T8iuix\VVwu-
fVH5iZr4cSvnLTO52_vldoY-7Fhg

hitp://https://cccounty-my.sharepoint.com/WebResource.axd? en-US-9-0.bdic.0.dr false e Avira URL Cloud: safe unknown
d=M506KBnw2Kc30Ye7wKtYeOmAO-

ax1yV1j7R_PuQmXE74ijK

hitp://https://aka.ms/PrivacyReport Current Session.0.dr false high

hitp://https://cccounty- Favicons-journal.0.dr false e Avira URL Cloud: safe unknown
my.sharepoint.com/_layouts/15/images/favicon.ico?rev=47

hitp://https://cccounty- 087e843a6a77f2e0_0.0.dr false e Avira URL Cloud: safe unknown
my.sharepoint.com/ScriptResource.axd?
d=XLHvvugUg5InnNgZ7caYxePwh7i09IfyUqu9z6CieiK1

hitp://https://aka.ms/PrivacyReportMicrosoft History-journal.0.dr false high

http:/f 38b572a46376d5b4_0.0.dr false e Avira URL Cloud: safe unknown
https://assets.onestore.ms/cdnfiles/external/mwf/long/v1/v1.22
.1/scripts/mwf-auto-init-main.var.min.

hitp://https://dns.google 4563e23d-3474-4d43-b201-bc7833 false e URL Reputation: safe unknown
ec9a58.tmp.1.dr, 54613d82-fa77-4961- e URL Reputation: safe
b53b-660c7b191de5.tmp.1.dr, 0a282a e URL Reputation: safe

ed-570b-4e43-af9c-ef79a9927¢55
.tmp.1.dr, 47f7035d-fa5e-4a32-98h0-
7459aedf1312.tmp.1.dr

hitp://https://cccounty- History-journal.0.dr, Favicons-journal.0  false e Avira URL Cloud: safe unknown
my.sharepoint.com/:b:/g/personal/dcdresources_dcd_cccounty .dr
_US/EXTv1rLIFgplo1AA3nixk

hitp://https://mem.gfx.ms/meversion? 4ac2f448771ab57b_0.0.dr false e Avira URL Cloud: safe unknown
partner=0OfficeProducts&market=de-ch&uhf=1

hitp://https://ajax.aspnetcdn.com/ajax/jQuery/jquery- €94540d4c86c0448_0.0.dr false high
1.11.1.min.js

hitp://https://ajax.aspnetcdn.com/ajax/jQuery/jquery- el15eb212a2772b9f_0.0.dr, 094e2 false high
1.11.2.min.js d6ébf2abec98_0.0.dr

hitp://https://sharepoint.com/I 087e843a6a77f2e0_0.0.dr false e Avira URL Cloud: safe unknown
hitp:/ 33da100f622730f4_0.0.dr false high

https://assets.adobedtm.com/5ef092d1efb5/e6b4ca74378c/aa
3111bbel123/RChec07f7149ab4e7d832205be01626a5

hitp:// 225853b3d3cc9c98_0.0.dr false e Avira URL Cloud: safe unknown
https://mem.gfx.ms/scripts/me/MeControl/10.21035.1/en-
US/meCore.min.js

hitp://https://mem.gfx.ms/meversion? 300bb9fh98ab63f0_0.0.dr false e Avira URL Cloud: safe unknown
partner=amc&market=en-us&uhf=1

hitp://https://mem.gfx.ms/meversion? a5b18de7662d18f2_0.0.dr false e Avira URL Cloud: safe unknown
partner=windows&market=en-us&uhf=1

hitp://https://sharepoint.com/9 ae966ea7cdbe242d_0.0.dr false e Avira URL Cloud: safe unknown
hitp://https://ajax.aspnetcdn.com/ Network Action Predictor-journal.0.dr false high
hitp:/ 166ee82c52b87e€97_0.0.dr false high

https://amp.azure.net/libs/amp/1.8.0/azuremediaplayer.min.js

http:/f Ob6a779b97f6aaad_0.0.dr false e Avira URL Cloud: safe unknown
https://mem.gfx.ms/scripts/me/MeControl/10.21035.1/en-
US/meBoot.min.js

hitp:// 0481116f3cd8293f_0.0.dr false e Avira URL Cloud: safe unknown

https://mem.gfx.ms/scripts/me/MeControl/10.21035.1/de-
DE/meCore.min.js

hitp:/ 23322ee59dc41c6e_0.0.dr false high
https://assets.adobedtm.com/5ef092d1efb5/e6b4ca74378c/aa
3111bbel123/RC4552f1fbf4374dc3b64139dd4e13d49

hitp://https://clients2.googleusercontent.com 4563e23d-3474-4d43-b201-bc7833 false high
ec9a58.tmp.1.dr, 54613d82-fa77-4961-
b53b-660c7b191de5.tmp.1.dr

hitp://https://spoprod-a.akamaihd.net 4563e23d-3474-4d43-b201-bc7833 false high
ec9a58.tmp.1.dr

hitp://https://cccounty- 5563163b962da706_0.0.dr false e Avira URL Cloud: safe unknown
my.sharepoint.com/ScriptResource.axd?
d=XjLKEB_vSvznU474E48kPJA1H9JTKIbXQRrF9mf4oevh

hitp:// 5739f9384748d70d_0.0.dr false high
https://assets.adobedtm.com/5ef092d1efb5/e6b4ca74378c/aa
3111bbel23/RC66fad9a29d7ed4adabc78c265ab6c03b

hitp://https://feedback.googleusercontent.com manifest.json0.0.dr false high

Contacted IPs
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] No. of IPs < 25%
B 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%
Bl 75% < No. of IPs

Public

P Domain

52.239.152.74 blob.bl6prdstrl4a.store.cor
e.windows.net

216.58.212.129 googlehosted.l.googleuser
content.com

40.108.248.29 20687-ipv4.farm.prod.aa-
rt.sharepoint.com

95.101.18.109 aka.ms

239.255.255.250 unknown

192.229.221.185 cs1227.wpc.alphacdn.net

Private

IP

192.168.2.1

192.168.2.3

192.168.2.6

127.0.0.1

General Information

Joe Sandbox Version:

Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Cookbook file name:

Sample URL:

Copyright Joe Security LLC 2021

Country
United States

United States

United States

European Union
Reserved

United States

Flag

=

I

I E E

ASN
8075

15169

8075

16625
unknown

15133

ASN Name Malicious

MICROSOFT-CORP-MSN-  false
AS-BLOCKUS

GOOGLEUS false

MICROSOFT-CORP-MSN-  false

AS-BLOCKUS

AKAMAI-ASUS false
unknown false
EDGECASTUS false

32.0.0 Black Diamond
404212

04.05.2021

20:02:06

CloudBasic

Oh 6m 58s

false

light

browseurl.jbs

hitp://https://cccounty-my.sharepoint.com/:b:/g/personal
/dcdresources_dcd_cccounty _us/EXTv1rLIFgplolAA3Ni
xkbIBo6Fxf4icM7ifDVIEjJjLDQ?e=4:UEiJCn&at=9

Page 10 of 52



Analysis system description:

Number of analysed new started processes analysed:
Number of new started drivers analysed:

Number of existing processes analysed:

Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

Cookbook Comments:

Warnings:

Copyright Joe Security LLC 2021

Windows 10 64 bit v1803 with Office Professional Plus
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8
Update 211

12

o O o o

e HCA enabled
e EGA enabled
* AMSI enabled

default

Timeout

MAL
mal56.phis.win@43/236@13/10

e Adjust boot time

e Enable AMSI

Browse: https://go.microsoft.com/fwlink/?

linkid=845480

Browse: https://privacy.microsoft.com/

Browse: https://account.microsoft.com/privacy

Browse: https://aka.ms/PrivacyReport

Browse: https://privacy.microsoft.com/privacy-in-

our-products

e Browse: https://go.microsoft.com/fwlink/?
Linkld=521839

e Browse: https://www.microsoft.com/microsoft-365

e Browse: https://www.microsoft.com/en-
us/microsoft-365/microsoft-office

e Browse: https://www.microsoft.com/en-us/windows/

3

e o o o

Show All

e Excluded IPs from analysis (whitelisted):
13.64.90.137, 104.43.193.48, 52.147.198.201,
2.23.155.241, 2.23.155.193, 216.58.212.173,
216.58.212.142, 142.250.185.206, 95.168.222.146,
34.104.35.123, 2.20.143.138, 2.20.143.15,
2.20.143.23, 2.20.143.14, 142.250.186.138,
142.250.184.195, 92.122.213.248, 92.122.213.216,
104.42.151.234, 142.250.186.42, 142.250.186.74,
142.250.186.106, 142.250.186.170,
142.250.184.202, 142.250.184.234,
172.217.18.106, 172.217.23.106, 216.58.212.138,
142.250.185.74, 172.217.16.138, 142.250.185.106,
142.250.185.138, 142.250.185.170,
142.250.185.202, 88.221.62.148, 92.122.145.53,
92.122.213.194, 92.122.213.240, 152.199.19.160,
23.57.80.253, 84.53.167.109, 92.122.213.247,
20.82.210.154, 104.43.139.144, 23.50.97.161,
20.190.160.129, 20.190.160.6, 20.190.160.71,
20.190.160.73, 20.190.160.69, 20.190.160.8,
20.190.160.136, 20.190.160.75, 92.122.213.219,
92.122.213.200, 92.122.213.176, 92.122.213.193,
88.221.228.182, 2.17.185.83, 13.107.246.60,
13.107.213.60, 65.55.44.109, 205.185.216.42,
205.185.216.10, 92.122.213.163, 92.122.213.195,
172.217.23.99, 142.250.185.67, 2.21.61.5,
23.57.80.54, 52.155.217.156, 20.54.26.129,
23.57.80.111

e TCP Packets have been reduced to 100

e Created / dropped Files have been reduced to 100

e Excluded domains from analysis (whitelisted):
assets.onestore.ms.edgekey.net, cn-
assets.adobedtm.com.edgekey.net,
clientservices.googleapis.com, i.s-
microsoft.com.edgekey.net, fs-
wildcard.microsoft.com.edgekey.net,
al1945.g2.akamai.net, clients2.google.com, statics-
marketingsites-eus-ms-com.akamaized.net, au-bg-
shim.trafficmanager.net,
modern.akamai.odsp.cdn.office.net,
account.microsoft.com.edgekey.net, ris-
prod.trafficmanager.net, compass-
ssl.microsoft.com,
lgincdnvzeuno.ec.azureedge.net,
assets.onestore.ms.akadns.net,
skypedataprdcolcus15.cloudapp.net, c-
s.cms.ms.akadns.net,
modern.akamai.odsp.cdn.office.net-
c.edgesuite.net.globalredir.akadns.net,
ris.api.iris.microsoft.com, edgedl.me.gvtl.com,
Igincdn.trafficmanager.net,
cdn.account.microsoft.com.akadns.net,
translate.googleapis.com, a1531.g2.akamai.net,
spoprod-a.akamaihd.net.edgesuite.net, c.s-
microsoft.com-c.edgekey.net, compass-
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ssl.microsoft.com.edgekey.net,
clients.l.google.com, dual.part-0032.t-0009.t-
msedge.net, a1985.g2.akamai.net,
€9412.b.akamaiedge.net, compass-
ssl.microsoft.com.nsatc.net, i.s-microsoft.com, wu-
fg-shim.trafficmanager.net, consumerrp-
displaycatalog-aks2eap-
europe.md.mp.microsoft.com.akadns.net,
statica.akamai.odsp.cdn.office.net,
db5eap.displaycatalog.md.mp.microsoft.com.akadn
s.net, go.microsoft.com, prod-video-cms-rt-
microsoft-com.akamaized.net,
arc.trafficmanager.net,
prod.fs.microsoft.com.akadns.net,
160cl.wpc.azureedge.net, displaycatalog-
europeeap.md.mp.microsoft.com.akadns.net,
skypedataprdcolwus17.cloudapp.net,
accounts.google.com, cs22.wpc.vOcdn.net,
mem.gfx.ms.edgekey.net,
download.windowsupdate.com,
cds.d2s7g6s2.hwcdn.net,
login.msa.msidentity.com, firstparty-azurefd-
prod.trafficmanager.net,
download.windowsupdate.com.edgesuite.net,
skypedataprdcoleus16.cloudapp.net, c.s-
microsoft.com, e7808.dscg.akamaiedge.net,
go.microsoft.com.edgekey.net,
al1963.g2.akamai.net, r7---sn-n02xgoxufvg3-
2gbs.gvtl.com, az725175.vo.msecnd.net,
e13678.dspb.akamaiedge.net,
query.prod.cms.rt.microsoft.com, displaycatalog-
rp.md.mp.microsoft.com.akadns.net,
wcpstatic.microsoft.com, mwf-
service.akamaized.net, arc.msn.com.nsatc.net,
e13678.dsch.akamaiedge.net,
a767.dspw65.akamai.net, a1902.dscd.akamai.net,
e11290.dspg.akamaiedge.net, www.microsoft.com-
c-3.edgekey.net,
query.prod.cms.rt.microsoft.com.edgekey.net,
login.live.com,
audownload.windowsupdate.nsatc.net,
au.download.windowsupdate.com.hwcdn.net,
update.googleapis.com, €11070.b.akamaiedge.net,
watson.telemetry.microsoft.com, www.gstatic.com,
al778.g2.akamai.net,
e10583.dspg.akamaiedge.net, fs.microsoft.com,
content-autofill.googleapis.com, displaycatalog-rp-
europe.md.mp.microsoft.com.akadns.net, part-
0032.t-0009.t-msedge.net,
statica.akamai.odsp.cdn.office.net-c.edgesuite.net,
skypedataprdcolcus16.cloudapp.net,
www.tm.a.prd.aadg.akadns.net, statics-
marketingsites-wcus-ms-com.akamaized.net,
www.googleapis.com,
modern.akamai.odsp.cdn.office.net-
c.edgesuite.net,
web.vortex.data.trafficmanager.net,
e55.dspb.akamaiedge.net,
blobcollector.events.data.trafficmanager.net,
privacy.microsoft.com.edgekey.net,
www.tm.lg.prod.aadmsa.trafficmanager.net,
©2699.dspg.akamaiedge.net,
account.microsoft.com, 2-01-3cf7-
0009.cdx.cedexis.net, al449.dscg2.akamai.net, fs-
wildcard.microsoft.com.edgekey.net.globalredir.aka
dns.net, arc.msn.com, www.microsoft.com-c-
3.edgekey.net.globalredir.akadns.net,
mscomajax.vo.msecnd.net, redirector.gvtl.com,
displaycatalog.mp.microsoft.com, img-prod-cms-rt-
microsoft-com.akamaized.net,
statica.akamai.odsp.cdn.office.net-
c.edgesuite.net.globalredir.akadns.net,
ctldl.windowsupdate.com,
e1723.g.akamaiedge.net,
web.vortex.data.microsoft.com,
lgincdnvzeuno.azureedge.net, r7.sn-n02xgoxufvg3-
2gbs.gvtl.com, privacy.microsoft.com,
e13678.dscg.akamaiedge.net,
skypedataprdcolwus16.cloudapp.net,
www.microsoft.com, al813.dscd.akamai.net
Report size exceeded maximum capacity and may
have missing behavior information.
Report size getting too big, too many NtCreateFile
calls found.
Report size getting too big, too many NtOpenFile
calls found.
Report size getting too big, too many
NtQueryVolumelnformationFile calls found.
Report size getting too big, too many NtWriteFile
calls found.
Report size getting too big, too many
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NtWriteVirtualMemory calls found.

Simulations

Behavior and APIs

No simulations

Joe Sandbox View | Context

IPs

No context

Domains

No context

ASN

No context

JA3 Fingerprints

No context

Dropped Files

No context

Created | dropped Files

C:\Program Files\Google\Chrome\Application\Dictionaries\en-US-9-0.bdic

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

451946

5.011975665331223

false

12288:ZHfRTyGZ6lup8Cfrvq4JBPKh+FBIESBw4p:NfOCzvRKhGvw
9D19D2BB3404616BD19880FF99E9FDE7
DO021F456FB223617FE77FA2136EDDCAF0977235A
40654352F6FD3E337831C2DFOBC2F2BEAAAB51FE46DB78C62959ADBE91D11EB7

D1DE231565D734C0C728E04136DE069F619BCEE4DC8B5E787C7B69008E4F72A293E2D0B061E306B8E636FOB6DD6E9BB60D3A5041FA59FF463C8A0823293FCB(
5

false

low

BDic.... . "..Z.49....6.2..{/...3..5....AF 1363.AF nm.AF pt.AF n1.AF p.AF tc.AF SM.AF M.AF S.AF MS.AF MNR.AF GDS.AF MNT.AF MH.AF MR.AF SZMR.AF MJ.AF
MT.AF MY.AF MRZ.AF MN.AF MG.AF RM.AF N.AF MV.AF XM.AF DSM.AF SD.AF G.AF R.AF MNX.AF MRS.AF MD.AF MNRB.AF B.AF ZSMR.AF PM.AF SMNGJ.AF
SMN.AF ZMR.AF SMGB.AF MZR.AF GM.AF SMR.AF SMDG.AF RMZ.AF ZM.AF MDG.AF MDT.AF SMNXT.AF SDY.AF LSDG.AF LGDS.AF GLDS.AF UY.AF U.AF
DSGNX.AF GNDSX.AF DSG.AF Y.AF GS.AF IEMS.AF YP.AF ZGDRS.AF XGNVDS.AF UT.AF GNDS.AF GVDS.AF MYPS.AF XGNDS.AF TPRY.AF MDSG.AF ZGSDR.
AF DYSG.AF PMYTNS.AF AGDS.AF DRZGS.AF PY.AF GSPMDY.AF EGVDS.AF SL.AF GNXDS.AF DSBG.AF IM.AF |.AF MDGS.AF SMY.AF DSGN.AF DSLG.AF GM
DS.AF MDSBG.AF SGD.AF IY.AF P.AF DSMG.AF BLZGDRS.AF TR.AF AGSD.AF ZGBDRSL.AF PTRY.AF ASDGV.AF ASM.AF ICANGSD.AF ICAM.AF IKY.AF AMS.AF
PMYTRS.AF BZGVDRS.AF SDRBZG.AF GVMDS.AF PSM.AF DGLS.AF GNVXDS.AF AGDSL.AF DGS.AF XDSGNV.AF BZGDRS.AF AM.AF AS.AF A.AF LDSG.AF
AGVDS.AF SDG.AF LDSMG.AF EDSMG.AF EY.AF DRSMZG.AF PRYT.AF LZ
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C:\Users\luser\AppData\Local\Google\Chrome\User Datal0199cd09-c874-4f3d-a168-ad465e2651e4.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

363008

6.0284348382454755

false
6144:i12AQ63ApYXpcoManB2zGOOP1eVXR+v+F7EFpfY4XB3IE7ZPXYGzLxinC:5Fe8tBGGNPUZ+w7wIHYEtAWX
BBOF36F4F55F78649E5694A26C940D70

578841B3E7ASDDB2F79E46BA2748042775A6B974
01EA151489C5CB289F61599622B28372100BC2DD090AD65714495D5315198274
CB781C80798A912AB6BCB0AF472E6145BC098D1B770568446B727AC6A296143F7CDACB644E02154AD69018806B70935B86FCF2A0AFDB5A43FB2A8450A1C1938!
false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.620183779167176e+12,"network":1.620151381e+12,"ticks":155127968.0,"uncertainty":4488895.0}},"os_crypt":{"encrypted_key":"RF
BBUEKBAAAAQlyd3wEVORGMegDAT8KX6WEAAACMBY zeObKMTIhZGR/AWAMS5AAAAAAIAAAAAABBMAAAAAQAAIAAAACOSPhbyumSaNjLUAHEna20U
Dn+rpXOk+H/ONjHe5ZWbAAAAAABAAAAAAGAAIAAAADEeZR1Ii2QiPYGPz0Jd0ZQIE5KOKMttbbwwADHJIY DpEMAAAACUIP4EJtfud 3aEFZzvijkFSTP1RNwcy 8fFg 19x Xfi
V1Q9wriZb5iS+jYbOXKVX44kAAAABYJv8rXU2wt9ZoSemiGl7RviMeHwgrJRvbY cUfMpjLAz2bh77nWHOppVpZzR2K2uw89vs6aWrP XuiWwel EQQVEM"},"password_man
ager":{"os_password_blank":true,"os_password_last_changed":"13245952488074785"},"plugins":{"metadata":{"adobe-flash-player":{"disp

C:\Users\luser\AppData\Local\Google\Chrome\User Data\06b22315-0ca0-4f9a-affe-ef450fe5e834.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

SysEx File -

dropped

94708

3.7490960640387803

false
384:9b07Dh+g1KRIVKAHCNNrkvTZ30zRgH5QGoHryNXTxktNpsr2rmWhO5HH/AON1PNC:deKI9KdQIUeL7NdInHOpKL53Re
26CDB577255EA6D136A11BFF2F7898FE

0411B3C7B9FDCB7AFFCCD5E95C0BD09342B05DF1
FD285D5DA4D6E4530B7323DE42D756AA3CA70EDC09D90237DF2FADD89EABAFDA

516D5CAA5439D00FC66CDC8DEA7091D67CDC94C7F117DCOD5DB50BE104273EB9F18C50B042BD42E08C40C6C3BDCFD88B7E785A6821CD0417EEB19DCC4D6:!
B7A

false

low

q.... ...C..\.P.R.0.G.RA~1\M..LC.R.0.S.~.1\.Offic.el6\G.RO.O.V.EEX..DLL.PL...%.p.r.o.gram.files.%.\m.ic.ro.s.o.ft .officeloffic.e

1.6. .g.r.o.o.v.eex.dll..Micros.oft .Office..2.0.1.6..*.Micr.os.o.ft .O.neD.r.ive. for. B.us.ines.s. .Exte.ns.ions....16..0..47.11.10
.0.0....*...C..\P.R.0.G.RA~1\M.IC.R.O.S.~1\.0.fficel6\GRO.OV.EEX.D.LL...M.icros.o.ft .Corp.ora.tio.n...98D..C.:\P.ro.g.ram. .Files\C.0o
.m.m.o.n. .F.ile.s\M..cr.o.s.oft .S.h.ared\O.F.FICE.16\ms.0shext.dl.@...U/..%.comm.o.n.p.ro.g.ramfiles.%.\micro.s.o.ft .share.d\o.f
fic.el6.\...ms.oshext.dll..M.icros.oft O.ffice.)..Micros.o.ft Offic.e..Shell Extens.io.n. Handlers....16..0..4.26.6..1.0.0.1....D..C
\.P.ro.g.ram.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\lcd78a5f-c111-4dd8-861f-fccec4ab6872.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

371485

6.049853971719524

false
6144:112AQ63ApYXpcoManB2zG0OP1eVxR+v+F7EFpfY4XB3IE7ZPXYGzLxinC:XFe8tBGGNPUZ+w7wJHYEtAWX
C6656F3D80DF4C8993EE9370A46EFO0A

4F7ACD6F06D69AC8DDD44BE5D15B58971992A67D
C56162BC555C1924BD3A75AC2C2A079935DE19A72A808825D50D5434D009E2FB

483515E5B7B277D2BC7ECEE6B258D52996553DC49612016F89292A586DA9C23B78FFE4D35D9DF31265B9C3A21C92A867BDB48B35C295B5B5F9FDFA1BOCBB36!
5

false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.620183779167176e+12,"network":1.620151381e+12,"ticks":155127968.0,"uncertainty":4488895.0}},"os_crypt":{"encrypted_key":"RF
BBUEKBAAAAQlyd3wEVORGMegDAT8KX6WEAAACMBY zeObKMTIhZGR/AWAMS5AAAAAAIAAAAAABBMAAAAAQAAIAAAACOSPhbyumSaNjLUAHENa20U
Dn+rpXOk+H/ONjHe5ZWbAAAAAABAAAAAAGAAIAAAADEZR1Ii2QiPYGPz0Jd0ZQIE5KOKMttbbwwADHJIY DpEMAAAACUIPAEJtfud 3aEFZzvijkFSTP1RNwcy 8fFg 19x Xfi
V1Q9wriZb5iS+jYbOXKVX44kAAAABYJv8rXU2wt9ZoSemiGl7RviMeHwgrJRvbY cUfMpjLAz2bh77nWHOppVpZzR2K2uw89vs6aWrP XuiWelEQQVEM"},"password_man
ager":{"os_password_blank":true,"os_password_last_changed":"13245952488074785"},"plugins":{"metadata":{"adobe-flash-player":{"disp

C:\Users\luser\AppData\Local\Google\Chrome\User Data\733a5343-0406-4eed-alc2-29e42030c106.tmp

Process:

C:\Program Files\Google\Chrome\Application\chrome.exe
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\733a5343-0406-4eed-alc2-29e42030c106.tmp

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

ASCII text, with very long lines, with no line terminators

dropped

371484

6.049854068055826

false

6144:012AQ63ApYXpcoManB2zGOOP 1eVxR+v+F7EFpfY4XB3IE7ZPXY GzLxinC:VFe8tBGGNPUZ+w7wIHYEtAWX
70AE14A3094A8970FED0A23D7859D916

B064C51EC48D8469167CD8F9840E6632ADOC16CF
669F94FB451B584696B79A6C5B1F0AOAECT7914C2960F72B72F6799D7665E55E8
21A5732B3A63C0C21CF2F77B935443D606A1A092737F7FAOBA2FF59CA93EC1301343295486A7E57673980F78B2C3A1E52A6306D09F3D5D9DD953481BEC8A3FFF
false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.620183779167176e+12,"network":1.620151381e+12,"ticks":155127968.0,"uncertainty":4488895.0}},"os_crypt":{"encrypted_key":"RF
BBUEKBAAAAQlyd3wEVORGMegDAT8KX6WEAAACMBY zeObKMTINZGR/AWAMSAAAAAAIAAAAAABBMAAAAAQAAIAAAACOSPhbyumSaNjLUAHEna20U
Dn+rpXOk+H/ONjHe5ZWbAAAAAABAAAAAAGAAIAAAADEZR1Ii2QiPYGPz0Jd0ZQIE5KOKMttbbwwADHJIY DpEMAAAACUIPAEJtfud 3aEFZzvijkFSTP1RNwcy 8fFg 19x Xfi
V1Q9wriZb5iS+jYbOXKVX44kAAAABYJIv8rXU2wt9ZoSemiGl7RviMeHwgrJRvbY cUfMpjLAz2bh77nWHOppVpZzR2K2uw89vs6aWrP XuiWelEQQVEM"},"password_man
ager":{"os_password_blank":true,"os_password_last_changed":"13245952488007586"},"plugins":{"metadata":{"adobe-flash-player":{"disp

C:\Users\luser\AppData\Local\Google\Chrome\User Data\7c8463cd-c4a6-4238-a95d-296a57ae0b6e.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

371485

6.049854463634351

false
6144:vI2AQ63ApYXpcoManB2zGOOP1eVxR+v+F7EFpfY4XB3IE7ZPXYGzLxinC:gFe8tBGGNPUZ+w7wJHYEtAWX
B8CE1ECA9211B72E4E515BFFBF5A36CA

563C4544D9021F967D5403433BE683E4DEA90179
4367D0A83281B2D370CC50E7EB58417716CF2ADE75433668C6343322B4479943

311F483EBOD72F6ADEAFB42D1BF2DF6E8884DBFF6EA4AEL111029762C03F2AE3B47AF7A2379A2649B81D6F2D825BBA3E140C91F85D36EE987A70B15BCOD1D67
E9

false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.620183779167176e+12,"network":1.620151381e+12,"ticks":155127968.0,"uncertainty":4488895.0}},"os_crypt":{"encrypted_key":"RF
BBUEKBAAAAQlyd3wEVORGMegDAT8KX6WEAAACMBY zeObKMTIhZGR/AWAMSAAAAAAIAAAAAABBMAAAAAQAAIAAAACOSPhbyumSaNjLUAHENa20U
Dn+rpXOk+H/ONjHe5ZWbAAAAAABAAAAAAGAAIAAAADEeZR1Ii2QiPYGPz0Jd0ZQIE5KOKMttbbwwADHJIY DpEMAAAACUIPAEJtfud 3aEFZzvijkFSTP1RNwcy 8fFg 19x Xfi
V1Q9wriZb5iS+jYbOXKVX44kAAAABYJIv8rXU2wt9ZoSemiGl7RviMeHwgrJRvbY cUfMpjLAz2bh77nWHOppVpZzR2K2uw89vs6aWrP XuiWel EQQVEM"},"password_man
ager":{"os_password_blank":true,"os_password_last_changed":"13245952488007586"},"plugins":{"metadata":{"adobe-flash-player":{"disp

C:\Users\luser\AppData\Local\Google\Chrome\User Datal9019953f-17f8-4d1e-ad77-e4ece8e7e663.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

92724

3.748562775829389

false
384:zb07Dh+gBRGHCNNrkvTZ30zRgH5QGoHryNXTxktNpsr2rmWhO5HH/AON1PNal/ea:0KI9KdQIUeL7NdInHOpKL53RU
14C4C54D19F925BDDC7BF55D8AC27B9D

693994898EA32098D1BA2EAEE213E048037C8522
7338AACB7E7263BDC694630817245CAACB2CDIDB3182821EBF647535F82683BA
28A4904011BB27DEEOEA993EC5746CF89115F5096A2E93942659F558D984983309961BB379F799CD1F81E2FCF098F31346E889AB6AB75881692A26E402782ED4

false

low

...C..\.P.R.0.G.RA~1\M.I.LC.R.0.S.~.1\.Offic.el6\GRO.O.V.EEX..DLL.PL...%.p.r.o.gram.files.%.\m.ic.ro.s.o.ft .officeloffic.e
.g.r.o.o.v.eex..dll..Micros.oft .Office..20.1.6..*.Micr.o.s.o.ft .O.neD.r.ive. for. B.us.ines.s. Exte.ns.ions....16..0..47.11..10
.C..\\P.R.O.G.RA~1\M.IC.R.O.S.~.1\0Offi.c.e.l.6.\G.RO.O.V.EEX.D.L.L...Micro.s.o.ft .C.or.p.ora.tio.n..98D..C.:\Pro.g.ram. .Files\C.0o
.m.m.o.n. .F.ile.s\M..cr.o.s.oft .S.hared\O.F.FICE.16\ms.0shext.dl.@...U/..%.comm.o.n.p.ro.g.ramfiles.%.\mic.ro.s.o.ft .share.d\o.f
fic.e.l6.\...msoshext.dll..M.icros.oft O.ffice.)..Micros.o.ft Offic.e..Shell Extens.io.n. Handlers....16..0..4.26.6..1.0.0.1....D..C
\.P.ro.g.ram.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\96d29b83-4d31-443¢c-8799-6f0981d894ec.tmp

Process:

C:\Program Files\Google\Chrome\Application\chrome.exe
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\96d29b83-4d31-443c-8799-6f0981d894ec.tmp

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

ASCII text, with very long lines, with no line terminators

dropped

371484

6.049854506867558

false

6144:312AQ63ApY XpcoManB2zGOOP1eVxR+v+F7EFpfY4XB3IE7ZPXYGzLxinC:YFe8tBGGNPUZ+w7wIHYEtAWX
0AF13CBBB79F22B546CC1E9ECBBOEEBC

79096F8B1FE6618129321E13B8693FBD8A7CCELB
72C81C1142B1FC70F024D75FC8E7ACF3F5FFAD964428ECC6B140F42AAAOD8F35
786B8B86034003D55EE7894E550F74689EAD3B543DB65A988707500E0A2E6EDOADS33DB2D7087108C8464CA4026E87A2A8EBD91891F451CFFCEO0LAOAAFE748F
false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.620183779167176e+12,"network":1.620151381e+12,"ticks":155127968.0,"uncertainty":4488895.0}},"os_crypt":{"encrypted_key":"RF
BBUEKBAAAAQlyd3wEVORGMegDAT8KX6WEAAACMBY zeObKMTINZGR/AWAMSAAAAAAIAAAAAABBMAAAAAQAAIAAAACOSPhbyumSaNjLUAHEna20U
Dn+rpXOk+H/ONjHe5ZWbAAAAAABAAAAAAGAAIAAAADEeZR1Ii2QiPYGPz0Jd0ZQIE5KOKMttbbwwADHJIY DpEMAAAACUIPAEJtfud 3aEFZzvijkFSTP1RNwcy 8fFg 19x Xfi
V1Q9wriZb5iS+YbOXKVX44kAAAABYJv8rXU2wt9ZoSemiGl7RviMeHwgrJRvbY cUfMpjLAz2bh77nWHOppVpZzR2K2uw89vs6aWrP XuiWelEQQVEM"},"password_man
ager":{"os_password_blank":true,"os_password_last_changed":"13245952488007586"},"plugins":{"metadata":{"adobe-flash-player":{"disp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

120

3.3041625260016576

false

3:FkXEwozZHGftEwozZHGftEwozZHn:+EwozZHGVEwW0zZHGVEwW0zZHn
4829695F153A750ADF50C6E979E8ESF3
2F697EF207460D03671E4B59670BC73328D60D6E
1AACF1304FD42C84FF41DDD2F2252E5COEDE7362352661B7957648F2EA4C2683

6D16A6EF4BB20B25B1B14757C475E9F8C3A40D6181F718D563A628BA41DA9426E1B586C472D4F8729FD65FCA014151B7D46FBFAAEL71BFFOAGD937DB7A7A2C(
2

false

SAPC...ooiicin y3..M.Y.NbD.sdPC............ceuenee. y3..M.Y.NbD.sdPC.........c.cceuenune y3..M.Y.NbD.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\133c7606-6cf6-4b4b-81cf-aad006ff9e31.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5925

5.204286463969595

false
96:nPVdDJ/sfHOdaAV6xk0JCKL83tk91jvkRhj3bOTQVuwn:nPVAfHE984K StkaxkRBT
6C97B112C4AF9C238DDE14436F93E4DA
AB932A30DED313BAD60D4DEE26EE6D8D5C3A42E4
EFO06C33A5A4E778632ADB49D0OE6D8C04B770843303A839A0D4060B1A314580F
AD3F4FBD354924A49053EC6B5675111B4F6E62950CB8362BE074F2CD202BF1F27DC7038599311FA3CF29B35AC3F5BAA379821D44B97935F65D72EC5A22825F88
false

low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13264657376379920","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245952891998324","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"has_seen_welcom
e_page":true,"navi_onboard_group™":"","should_reset_check_default_browser":false,"window_placement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":1

0,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"countryid_at_install":21843,"data_reduction":
o","0","0","0","o0","0","0","0","0","0","0","0","0","0","0","0","0","0" 0","0","0 0","0","0","0","0","0' 0","0","0'
"1501624"],"daily_received_length™["0","0","0","0","0","0","0","0","0 ","0"," ","0","

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\15ach874-0c96-4dbe-9f2b-8cd9942bf3b3.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:

C:\Program Files\Google\Chrome\Application\chrome.exe
ASCII text, with very long lines, with no line terminators
dropped

6020

5.203712326214661

false

96:nPVdq00sfHOdaAV/xk0JCKL83tk91jvkRhjShOTctVuwn:nPVDHE9f4KStk9xkRBub
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\15ach874-0c96-4dbe-9f2b-8cd9942bf3b3.tmp

MD5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

D4DOD05F81759627447E8841ACFEF718

4F55B334201236B945B2DDE98BE7709C952DA369

A4BAB84D99ACO0EB6FIEEADB3636A3FA0EEE3337509463ED3AA2F95531C56868
93307B36E1B59413202433FCFEC8496B5F106F32AAB9345965B17586F4470FBF3E69CAB6EE10F2ACO6EBE2146FB40893F52414BBDAB2F97FC8B566D46037230C
false

low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13264657376379920","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245952891998324","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"has_seen_welcom
e_page":true,"navi_onboard_group™:"","should_reset_check_default_browser":false,"window_placement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":1

0,"work_area_bottom":984,"work_area_|left":0,"work_area_right":1280,"work_area_top":0}},"countryid_at_install*:21843,"data_reduction
"o","o","0","0","0","0","0","0","0","0","0","0","0","0","0","0" 0","0","0
"1501624"],"daily_received_length™["0","0","0","0","0","0","0","0","0

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\44085504-0ee1-4e53-a053-de8bd4c7432f.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5699

5.196004964133988

false

96:nPVdEc/sfHOdaAV7xk0JCKL83tk91fvbOTQVuwn:nPVcfHEIfAKStkOBr
E8BB98A7A1E3029528B6E37853E4F317
72EABALC137DA79F7515F6C7CCEEBS5A798134A8
46950CFFFF97551ABE30291F6543274E785F37E6F545841A6720B9C0230649AB

08C63C4AA20E9577E079932425B35DF655D01F083C00991D9376A37F5COB2E1F1C97647F9730D5D49ABDAESEFD71704FFF4CE6604ACALFDOE9FE7CCC2CD782
F

false

low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13264657376379920","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245952891998324","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"has_seen_welcom
e_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_placement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":1
0,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"countryid_at_install*:21843,"data_reduction":{"daily_original_length":["0

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\4563e23d-3474-4d43-b201-bc7833ec9a58.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

3537

4.882694022381747

false
96:2INNOTCXDHzHyX6f600PaVGVFMLmMVUVFVe/ji+chS:2INnOTCXDHzHyX6f600PaVSFa4a3kjTV
E3B7B1624D78A7B965D3F4E38CEDCE82

12E638418211CDA5DFA9E93C5E767ACED5A28D73
265F482551F7D9A293C8525572C46CE8AF41580060ABB68EFF7C4B590F8990DC

OFCD65DEAGBEF69A838776A9A4BCD8774C771CD6E1FFF5035402B556407F70A572219A71A07F47BADFG96E157FAEF603CA048C7236CF2E11DCOC98B63F6ACSI
D

false

low

{"net":{"http_server_properties":{"broken_alternative_services":[{"broken_count":1,"host":"www.google.com","isolation":[],"port":443,"protocol_str":"quic"},{"broken_count

":1,"host":"accounts.google.com","isolation":[],"port":443,"protocol_str":"quic"}],"servers":[{"isolation":[],"server":"https://www.google.com","supports_spdy":true},{"isolation":[
1,"server":"https://ssl.gstatic.com","supports_spdy":true},{"isolation":[],"server":"https://www.gstatic.com","supports_spdy":true} {"isolation":[],"server":"https://fonts.gstatic.
com","supports_spdy":true} {"isolation":[],"server":"https://apis.google.com”,"supports_spdy":true},{"isolation":[],"server":"https://ogs.google.com","supports_spdy":true},
{"isolation":[],"server":"https://dns.google","supports_spdy":true},{"alternative_service":[{"advertised_versions":[50],"expiration":"13267249379215714","port":443,"pro

tocol_str":"quic"}],"isolation™:[],"server":"https://accounts.google.com","supports_spdy":true},{"alternative_service":[{"advertis

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\54613d82-fa77-4961-b53b-660c7b191de5.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

2825

4.86435102445835

false
48:YALtdpBeMsNMHK5sJDysACs37sHWsd5/sSYMHCKs/MHCzsSOMHwsSJtFsX3RLs9D:HQXGKWDS1i/5vY GmGqOGKJI03QshS
95488A82D5073BDAAFC1480073FF801F

E2E979B6D4A3EE16A815115C414D0A9BE1DFA93F
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\54613d82-fa77-4961-b53b-660c7b191de5.tmp

SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C091AE68AFCDS5EC632B2C324B983D70F722463CB4D05A3CE8D52E07AA7TESASD6
D536466352320C5D394130A59B605617580050CDF325C4B3392D87D384C246E9D8C54FC16A247FFAB379F162536304E0D312D7781FFE245C643C5081B8BEOSCD

false

{"net":{"http_server_properties":{"broken_alternative_services":[{"broken_count":1,"host":"accounts.google.com","isolation":[],"port":443,"protocol_str":"quic"},{"broken_
"host":"www.google.com","isolation":[],"port":443,"protocol_str":"quic"}],"servers":[{"alternative_service":[{"advertised_versions":[],"expiration":"132485449526
75493","port":443,"protocol_str*:"quic"}],"isolation":[],"network_stats":{"srtt":32613},"server":"https://dns.google","supports_spdy":true},{"alternative_service":[{"adve
rtised_versions":[],"expiration":"13248544952813644","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://ogs.google.com”,"supports_spdy":true},{"alternati
ve_service":[{"advertised_versions":[],"expiration":"13248544952748754","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://apis.google.com","supports_spd

y":true},{"alternative_service":[{"advertised_versions":[],"expiration":"13248544952634896","port":443,"protocol_str":"quic"}],"isolation":[],"server"

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\5e3fd826-32f1-4f57-b2c7-02830d8db020.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

2213

5.577296206857532

false
48:Y3U56UUhcqUMfeUONURKUeAUaHIUjRU+T8aOURaUe6zwU95hUew:WUgUUaqUeeUONURKUHUaFUtUE8aOURaH
8FE8BB9B571C2D444A3A0009A852A640

DEC837E9070ECD5D4D79E19264273835FACB4D54
4708172814A29436DF1FOBIFD4CB66AA5875421FEOFC980162D185D4679DABI7

B5540B7DA3F414958B65B7D99F6345537D58BBD0OC34E3F26F7F4694F022428DFEEDBDOFBB8FAGDD572D72FA3BDC6D53713B369144FDAACD46ACT71352A2FE33
E

false

low

{"expect_ct":[],"sts":[{"expiry":1651719835.191733,"host":"AVsuOZgBgOwdpKMoxm8zihjgET8kI4XI8bCSMk28RsE=","mode":"force-https","sts_include_subdomains"
:false,"sts_observed":1620183835.19174} {"expiry":1633015352.675531,"host":"OuKIWsMW1dkkbl1X/0i600Y95ZNSWnSoeal XAEYPlv4=","mode":"force-https","sts_in
clude_subdomains":true,"sts_observed":1601479352.675536},{"expiry":1651719835.885327,"host":"PKqosHG XLFTwexcsjC+UXTkKV3GWWHwtzKz/ULb9ssM=","
mode":"force-https","sts_include_subdomains":false,"sts_observed":1620183835.885332},{"expiry":1651719824.542905,"host":"alZTYINSUSIj8xKbRz2eU2pqvpuOB
dbHFtk7jbKGSQI=","mode":"force-https","sts_include_subdomains":true,"sts_observed":1620183824.542912},{"expiry":1651719826.450072,"host":"e0dnev3n5m4r
Uz3lgUGIx3llwfOkS/EB+PPIf8u0SI=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1620183826.450077}{"expiry":1633015352.520557,"h
ost":"nAuqgR4IEWti7SOdT3UHPI6rmZU/Dealm38P2020kgA=","mode":"force-https","sts_include_subdomains":false,"sts_o

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\66deeafd-dd81-4a8f-aef0-cf37c63eaafb.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

2046

5.568543759479362

false
48:YsUA6UUhc9UoeU10UAyKUecUBUzT8aOURaUe6zwU95hUew:1UpUUa9UoeU10UdKULUBUP8aOURaUIUg
30F561C52CF08D2AC45ABBI6E3A2D150

BOCDAA2AF31B89C5327D00C083D1C373E6BBAB79
D9B3310814891665E30A15BFE4E76C20B19DCB3F6EE34CA35EDSE2FFE46A0B6A

EDO033AED12FFCBBECBF097334D1EF9F0027A75F796F78B2F2FA5315DEEC743D850C937C1DABFC6EA93C53CI9BD10AGF8487A97843A230A55F2EC2527277F156
7

false

low

{"expect_ct":[],"sts":[{"expiry":1651719815.067062,"host":"AVsuOZgBgOwdpKMoxm8zihjgET8kI4XI8bCSMk28RsE=","mode":"force-https","sts_include_subdomains"
:false,"sts_observed":1620183815.067068},{"expiry":1633015352.675531, "host":"OuKIWsMW1dkkbl1X/0i600Y 95ZNSWnSoeal XAEYPIv4=","mode":"force-https","sts_i
nclude_subdomains":true,"sts_observed":1601479352.675536},{"expiry":1651719815.133432,"host":"PKqosHGXLFTwexcsjC+UXTkKV3GWWHwtzKz/ULb9ssM=",
"mode":"force-https","sts_include_subdomains":false,"sts_observed":1620183815.133437},{"expiry":1651719788.626332,"host":"alZTYINSUSIj8xKbRz2eU2pqvpuO
BdbHFtk7jbKGSQI=","mode":"force-https","sts_include_subdomains":true,"sts_observed":1620183788.626337},{"expiry":1651719806.840849,"host":"e0dnev3n5m4
rUz3lguUGIx3IlwfOkSf/EB+PPIf8u0SI=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1620183806.840856},{"expiry":1633015352.520557,"host":"nAu
qgR4IEWLi7SOdT3UHPI6rmZU/Dealm38P2020kgA=","mode":"force-https","sts_include_subdomains":false,"sts_

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\6a3e134d-fc8d-48ab-8865-54604d51d592.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

1208

5.559445935315447

false
24:Yc6HOUhcwZeU1iG1KUel+6F8atwURaUe6f7wU953RUeHQ:Yc6UUhcceU1tKUelT8aOURaUe6zwU95w
716CBA091C710DBE8824B8E863D11176

A5E9D4D160DOFE915A3FD7B607BA22ABC7ES3214
BFDFOEFFCA842E48A3023FE1C473146A10FDFB71CE2D80A978A1EDA47FCACOF7
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\6a3e134d-fc8d-48ab-8865-54604d51d592.tmp

SHA-512:
Malicious:
Reputation:

Preview:

80FFE45F1DF86792BBDAA37E0CB51123D758CDBE1EF2AABECBI33A655AB30972626972E60C5D9C8922CCBF968D219CCCF95170847D1F565147569F31675828C
false

low

{"expect_ct":[],"sts":[{"expiry":1633015352.675531,"host":"OuKIWsMW1dkkbl1X/0i600Y95ZNSWnSoeal XAEYPIv4=","mode":"force-https","sts_include_subdomains"
:true,"sts_observed":1601479352.675536},{"expiry":1651719788.626332,"host":"alZTYINSUSIi8xKbRz2eU2pqvpuOBdbHFtk7jbKGSQI=","mode":"force-https","sts_in
clude_subdomains":true,"sts_observed":1620183788.626337},{"expiry":1633015352.520557,"host":"nAuqgR4iEWti7SOdT3UHPI6rmZU/Dealm38P2020kgA=","mode":"for
ce-https","sts_include_subdomains":false,"sts_observed":1601479352.52056},{"expiry":1651719779.626039,"host":"2fyp6 Zj7wfyniJVIxhIrUTsXM1PZeyziOe2tmKst
6To=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1620183779.626044} {"expiry":1633015352.455722,"host":"5EdU0B7YUY9zZV+2DkgVXg
ho8WUvp+D+6KpeUOhNQIM=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1601479352.455726},{"expiry":1651719779.215806,"host":"8/Rr
MmQICD2Gspl4wUCE1P8r7B2C5+yE0+g79IPyRsc=","mode":"force-https","sts_include_subdomains":false,"sts_o

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\774f9727-318e-4a2c-8406-24526913cf73.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5102

4.980082526290978

false

96:nPVdhlsfpaAV8xk0JCKL83tk91fvbOTQVuwn:nPVmfp9C4KStkoBr
CAA2C04075BC9BA1AD1C97AB69982859
68D9AD46FDD5D46F5BE03A664E4BIEO03DF98666
3934F55AD0AE1FC7808778B0OB5A74AA642827E024D1A831775D2F5567342993F
312F0376F8114712FE9943810148F58E420BD45593965F08FEAA7E655190AB615671C4D884FDD01A44650A60191414657BFBOEFA350F11FD8525A0F138B3018D
false

low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13264657376379920","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245952891998324","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"has_seen_welcom
e_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_placement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":1
0,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"countryid_at_install':21843,"data_reduction":{"daily_original_length":[*0","0","0"
"0","0","0","0","0' ,'o","o","o","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0 'o","0","0","0","0","0","0","0","
0", "1501624"],"daily_received_length™["0","0","0","0","0","0","0","0"," 0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\77cb4fd6-a34a-4241-aac0-d2d40d15e1c0.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

very short file (no magic)

dropped

1

0.0

false

3:L:L

5058F1AF8388633F609CADB75A75DC9D
3A52CE780950D4D969792A2559CD519D7EE8CT727
CDB4EE2AEA69CC6A83331BBE96DC2CAA9A299D21329EFB0O336FC02A82E1839A8

0B61241D7C17BCBB1BAEE7094D14B7C451EFECC7FFCBD92598A0F13D313CC9EBC2A07E61F007BAF58FBF94FF9A8695BDDSCAE7CEO3BBF1E94E93613A00F28
F21

false

low

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\7ecfd773-6608-4efe-8f52-66cb6f7d6d08.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5925

5.204214457575286

false
96:nPVdDJ/sfHOdaAVIxXk0ICKL83tk91jvkRhj3bOTQVuwn:nPVAfHEIt4KStkoxkRBT
OEB90E941125B4435F369B463E6174D7
8FC7E764AF2699A15E320B7DFBO6CDD4103AEA49
DO7AF8096EB5EOE736FB30A726F7022A647D991D30EA7D3834BFC6E15DC92750
12D5A0795D229EDC325A39158F9F552C8956DFFBE1IEFBCCD2B74E3D85434F82468B18815481C4F096402AB199AEAA8402F6CD3E194EDCF155719125C80847D5!
false

low
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\7ecfd773-6608-4efe-8f52-66cb6f7d6d08.tmp

Preview:

{"account_id_migration_state":2,"account_tracker_service_last_update":"13264657376379920","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245952891998324","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"has_seen_welcom
e_page":true,"navi_onboard_group™:"","should_reset_check_default_browser":false,"window_placement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":1

0,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"countryid_at_install":21843,"data_reduction":
0" "0 "0" "0"."0" 0" 0" 0" "0" "0, "0" "0" 0" 0" "0" "0 "0". "0 0" "0" "0 0" "0" "0" "0" "0" "0 0" 0" "0

"1501624"],"daily_received_length™["0","0","0","0","0","0","0","0" "0 g

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\8b6bd402-bb2b-4359-9f2a-34d8af948ea6.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

16918

5.580433301073057

false

384:0mRR1tOLI9CXY 1kXgKf/pUZNCgVLH2HDFrUhmi49:f/+LISY1kXqKf/pUZNCgVLH2HfprU8iu
FOB54551939FB4064718BCB3C5616592
144D3590354DC4A8FD4D7ACOD9ECEA0199F5B137
9D6BA622BB4FC4BICA9930DF30E7F4A2B1F15468750AFE728EF9E6998366D8C4

C2DE6D310233EF9125B5A88E57B51BF7214AALFF2EE86CAA477CDA442DA6AF27022DAED9908AD3DAAE3A391CD63384D473A4396BFEFD730A90E364EAA91C5D!
76

false

low

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","sy
stem.cpu","system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[1,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13264657376092914","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13tO00sjuzRsf6xtD2SKxPITfuoy7AWoObysitBPVH5fE1INaAAL/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG

ijSOAIWbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name":"Web Store","pe

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

337

5.110860344548486

false
6:mNf47102PN723IKKAKORXXTZIFUtpKf48rZmwPKf48hkwON723iKKAK9RXX5LJ:awUvVa5Kk7XT2FUtpKw8r/PKw8h50a51
2F1DF34A71E3DD85DA44BBDF3EAEE21A

AFB04931999D060366A8E1CD7132FE36EECE8SD5C
41BB12EA12D88967EDB2DE191AACA78FESB7D6ABD337E4AS00CA1E22CE4BES16
CA96FB7AC04F0C3863E664BCC7E3A911954B36FAD18E520761EC401BF1D3CDIFE2DEF76DC4D044FA1169E162409160CA18160F87DE439323E5B24D9FEB3998(
false

low

2021/05/04-20:03:06.720 e04 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase/MANIFEST-000001.2021/0
5/04-20:03:06.721 e04 Recovering log #3.2021/05/04-20:03:06.721 e04 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDa
tabase/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

321

5.10842477885854

false
6:mMNfAWMIg2PN723iKKdKyDZIFUtpKf4UZmwPKf46IkwON723iKKdKyJLJ:awwMIvVa5Kk02FUtpKwU/PKwF50a5Kky
605EA155A515FED078653124976C194B

EA163D239D4ED3479BF48367EA41EEF71FF5588F
993002B625072E149F467ADB157F3D90974285AB2AD952AC6E15F25A44281CA4
C83B42B82F63062DA8CD4916E03804969AEB450FBA961338EA7FB3CCCDI0352E39222C0B6B1D3B16054E1B8E78BE9978A8238CI5FD34A1A358653D16C8AFF27
false

low

2021/05/04-20:03:06.706 e04 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase/MANIFEST-000001.2021/05/04-20:
03:06.707 e04 Recovering log #3.2021/05/04-20:03:06.708 €04 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase
/000003.log .
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\0481116f3cd8293f 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

230

5.503873923546546

false

6:mlYL8vc7ZALSRTVLx1DadwlKqwF32Lr7XhK6t:z0c7ZZTRDirw32v
117DD386FC69A9AF537C6379414D6FF9
11E9800AB10568974444C73FB77CDF168C29425F
843754F210606B7707D07E1BC470A6FC4F951D62F8F421915430B02182EBF24B
AOC8CC2ECEC14000A53843A00FDF30593FCF43DFF04D71AF728EB691EAIC23BF23CAD4189551767D9033F52527DE62804BF75C4F248DBE1EB5748F64E308138

false

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\07724463a48b302b_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

244

5.530915655245304

false
3:m+InhgOA8RzYBREI/plPUNKIEDUSLN+LIM2FvDFYtRC2Iv1IHCZjN/puMTMP5m6j:mghgEYsYpIMcKSDC2lyZhpuV4m/bK6t
E9F68A8CB8E071816109DD2EAD949COE

1F5191BD68C742C6372E671E0D84D1A4DAEFF331
506392415EAC9BCEBDF4DDFE385628AC1908C25FCAEF2217C1ED4B774FEDSFBA
BE4E9A4B03606FAAE99062B0638A7479442427F35177D87C6E86B330BAA3EA5028B85A8AF50C126E598B532C421BE6322B5C641E640AABBOOFE6D18C3D5FE20"
false

low

O\r..m......p...w.5p...._keyhttps://mwf-service.akamaized.net/mwf/js/bundle/1.58.0/mwf-auto-init-main.var.min.js .https://microsoft.com/.." /.............. U....... Z.+.=.,.)jIN..%.N

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\087e843a6a77f2e0_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

420

6.242982548871045

false
6:mydgEYWIcjAfbUy5Qhwir3wmAvYxsYmzKa7KSTqSR)rHitj3dBiSrNal78h/8/ZD:1dqfcaJH8/YeVzalRPCtjdLxa5tr
EC680DC31AFA98BA59DA05F55598 AC6E

AB4A50C5CE9AOCB0265A2A75AEC499AF5AC29FFB
AB21CD93404D3C070BD50BDC43B3E9FEEODBD006206ADIDISABOLALA74071A9D

1860C3C58BOEA18E679FB63C1D04B4EFB3359583396AA67AE4EB4E9BS5D65DE40F1101B44173ECB4ASDF2CEA42B8B55BCF92D6628290A50EBA494D45B827D45
B4

false

OVe.Mee e, _keyhttps://cccounty-my.sharepoint.com/ScriptResource.axd?d=XLHvvuqUg5InnNgZ7caYxePwh7i09lfyUqu9z6CieiK1SeY7yBmOgNcAOuZfOMzFuL
mKkfu58X2GVY 3x4M52CDdNMEhQq0CmVo30daFfc6_9k1CLdxRllcdglpx2hdxMS2J_lenCy-Qic2F5StaY Tp7sZ-cx2zI1S6f4_-gaPMsn1QDVCRxnbjf-IEcPZmHWOo00&t=
363be08 .https://sharepoint.com/I.5." /. .a. ..<..M..uj.S.9...qGy=I3~x..AU...A..Eo... A..Eo....

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\094e2d6bf2abec98_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

351

5.956417817315093

false

6:m3VYyKO08fNH1DxmBYyL6TK6tx914RrhXTdujgKL6hOC:aKjfNH1D8BYQ6rBTfK
BF893C2DA7C955AA1DDF1940C6D89154
33E8D36263F3A9B3B1601F94B20928115828D69A
E2CF4562F776178EDB91059B07520E83C7E59A62A4344E75D631D817F3317456
5FC912BD774473A325033516BEC50F0D3087F173F207A6F6870823B9C716249D939628480633D3D45C08C8FFCFI0E3805E320ED41A97FI668AF92AA92F54544B
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\094e2d6bf2abec98_0

Malicious: false
Reputation: low
Preview:

_keyhttps://ajax.aspnetcdn.com/ajax/jQuery/jquery-1.11.2.min.js .https://microsoft.com/...." /....

.."1.°...0346FDB31FA8E2FBD0079C243396065B1708F26BB44AFAFEE2821988F4EB539E. - 7K].~.=.9.....8..A. Eo....... Ik.L.......
C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\0b6a779b97f6aaad_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
Size (bytes): 53714
Entropy (8bit):  5.965420953680186
Encrypted: false
SSDEEP: 768:0kd+n+ur2NdMzjwhsQdGQPNQdAGQPyQdGQPHQIGQPXQdGQPJVLvL/iyuL/mWhs:xqqHMzjwhsWIWqWfWvWhVLvL/iyuLDS
MD5: 836EAB3CCEF4269F81DAD574D89AB9AL
SHA1L: B2C5F28DA65F65B35D9F164184B2B624182F7927
SHA-256: 41D591662D3BCE52E6513B529DCE2EALEB2BBOE293B6FBFA590C146D451FAGDE
SHA-512: 96BFFA5EC687768664F28BB92F99A9E60DASBDD82873E2B5CAB574A4995D08D28AEA758D43954117C9F5F45532700A8155436FBD78556B8C99935267E8F5A382
Malicious: false
Reputation: low
Preview:

ALE0....0MN ALEO. i ".g....0...8...-...
..Qcn..2....exports..$Qg...... @mecontrol/web-inline....(S....
.@**.0x,.@...@..0.@.0..0,;

6...P. fi.@.....@ @...(.-@)*
@=>.@>>. @>@ .@.0.0.@.0.@..@.AB.@.B.C.@.C.D.@EG.@.G.I.@JJ.QLL.AL .Q@. |.@lMm.@mp.@.p.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\1316511c4faf2fc7_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 515

Entropy (8bit): 5.396211886186758

Encrypted: false

SSDEEP: 12:/DFamO08xEjsKIITP2RTzgoz3PI1rKDKC71:/ham0yMsth2RTb3PPrkz71

MDS5: BDB07014CF43AEB01562B1E121C0933E

SHA1L: 06028719776BC724D18119D7DC1AF9573553EB5F

SHA-256: 9E4EFADBC489B734B285D16B6EOCAA3E84E22D1C745B1AFB59A352E8B90816B2

SHA-512: D235EE90171F6EBO7CF09AA812E81C04B0486DCODB029E5C7ES53F7CF63E0CB1301EED255776D9553D3F2862D776C646B68CALE3157A0C6C2DICBFEOACLCEL
0

Malicious: false

Reputation: low

Preview:
O\r..m........... W.q...._keyhttps://www.microsoft.com/mwf/jsIMWF_20210208_31270267/actiontoggle/alert/ambientvideo/areaheading/autosuggest/button/contentplaceme
nt/contentplacementitem/dialog/divider/drawer/glyph/heading/hero/heroitem/hyperlinkgroup/image/imageintro/list/mosaicplacement/multislidecarousel/pagebehaviors/
productplacement/rating/skiptomain/slider/social?apiVersion=1.0 .https://microsoft.com/..z." /............. 9....#F.sN..zQ)<....... (=) CUNR A..Eo........ Clies ALEO....ccoiii

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\136d745a1210e64e_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 43089

Entropy (8bit): 5.874721798770615

Encrypted: false

SSDEEP: 768:NyEqEWS3JtfAXdEI+fmIbSSS2JQAFkWapDFd4JIXhO:IWikVJI+SS2JQ+k3DTOQ

MDS5: 555CA62002FDODA47EECDA43A5B6D745

SHA1L: 7DAEE5AAC29A44B021FD9F2660DD7DA9E374F418

SHA-256: 68BA5B8D49456C2E72047D659C20BOEFCDEBECD846F55ABBBE27EC1D18CESBAC
SHA-512: 565DAB2F55A6D82CB2F8FD059D5D8C13C719846FC583548D0769B17611E539641F24C6502E022BEDFE31B708C429B816D86243E2258AE33345A122CE62938B03
Malicious: false

Reputation: low

Preview:

Copyright Joe Security LLC 2021 Page 22 of 52



C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\14c06f6781117c4a_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

19455

6.009842196910859

false

384:fxIx8kbL6H1cwIvB1leFS5GWdBe0Omib8gKvaS:k2K1Wh/KN
38E366891D52143B36E8CIDEBBF42FE4
2DF8D55C1A2BB3EFCB91EF466DD538070680E7A8
9EF202EA0D2441A639C40BFOADEBIAA26792D0B1B74052F48CFC1D8B22AB5894

E5COBEEACF40DBAB9EBAD2EC7BD5AEA07A254261B40867288DABCF11023ED8BFIOF2FC196157E92673A749A0F LE5CA9632AD2E84AB692DI0996F855BCE33 14
F4

false

low

OVecMeiee _keyhttps://www.microsoft.com/onerfstatics/marketingsites-wcus-prod/shell/_scrf/js/themes=default/54-af9f9f/c0-247156/de-099401/e1-a50eee/e7-95487
2/d8-97d509/f0-251fe2/46-be1318/77-04a268/11-240c7b/63-077520/a4-34de62/bb-d7480b/db-bc0148/dc-7€9864/6d-c07eal/9d-b58f60/f6-aa5278/cd-23d3b0/6d-1e7ed
0/b7-cadaa7/c4-898cf2/ca-40b7b0/4e-ee3a55/3e-f5¢c39b/c3-6454d7/f9-7592d3/92-10345d/79-499886/7e-cda2d3/69-13871c/b7-0ad59f/e0-3c9860/91-97a04f/1f-100de
a/33-abe4df/17-f90efl?ver=2.0&_cf=20210415&iife=1 .https://microsoft.com/>J4." / ké.......... A.Eo....
Lz O Hede, A4 LS L LRe
.Da....

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\166ee82c52b87e97_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

220

5.4389847671714575

false

3:m+IKLI6VBRZY mfksCVbKEfQXtkMEOZuUFVDFYtRFDALIHCMJi5yZ9aPjGWTh/z4md:mY6EYmcRR3/wZdDJzI8i96VrBthK6t
33014423A47F3030B58F26ACC63656BA

45AED73209AC36E1CEA0998A3B88BADD2BE066B27
7F349616C48E0A85B241C1C9056B0C62A6ADEDA7F1BF1CB79B92CB28653B3B22
D1610D7252D3BA2722C5094D3B63180D6B2A2B75DF6A8435B9049B62EE40EE1B50FEF2770BE512A9369C9996C3209AD4FC68B8535F636F0804D4409D72C3AD3E

false

O\r..m......X...\n......_keyhttps://amp.azure.net/libs/amp/1.8.0/azuremediaplayer.min.js .https://microsoft.com/ .J." /............. ) BETROR (.A=Z...F..1/k...s6..A..E0......_.~y...

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cachel\js\1a3fe3efbb1027b2_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

275

5.67468772051558

false
6:mIpBYcvOKgIpmp343hMkigalDKsWv26T87VaXhK6t:1GfYpo3hMbzDNWvV26TjX7
32C079714B5FA318C871E3EC31157B59
D545892E193C46CA5F4888107DE3850FE0586009
EAOCOABFA786DB93A98A17D5FBECD785B51CE6B19FBES1385772D587D0734668

EFFB10F5A7FB69658BB3BC2AA4D61F18A8FEEF905DDB377FA09D28940FFC1D4DFEOC677B3FF71ESEEFFA0AS56894AE947A53BF25DDESD81E79884AF0F153BF2
EE

false

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\1addd37645bc92bb_0

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

247

5.52197150593673

false
6:mZYklyBLgliyPfwvKXxmWBdBnwyW-+ividrtEK6t:kELgliyPmihBdh3bW
A7902BAD829FB0032BEDA6FESFAFB741
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\1addd37645bc92bb_0

SHA1L: 481F03944C6768AE1040E8A4E75DFAD12C123129

SHA-256: 67865BBB012163E66FCF496B1E193A7FBFD5B3B7FAA9AC062329907D1D20A256

SHA-512: 2E9075CA21650E0139524CA3902C631107942490C70B681109F1D35B7A8EA977FE8B6550E248A8F2657D3B48C400E40FDED57622E081DD483430C88D20EB43D8

Malicious: false

Reputation: low

Preview:
O\r..m......s...V......_keyhttps://statica.akamai.odsp.cdn.office.net/bld/_layouts/15/16.0.21221.12005/require.js .https://sharepoint.com/.a4." /............. ha......l.8#..T..w.
.uxU....Ix...b|.A..Eo.....5l.......... ALEO..coi

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\225853b3d3cc9c98 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 59890

Entropy (8bit): 5.2957002611696815

Encrypted: false

SSDEEP: 1536:I0LWIheFoceBkUQq6L0z4KjPIXzzZImtNAzLWRwJIpkP5xYilrMQtcDtdsYqO9rD11:P
MDS5: 895CE72C8F56AF4A0ED60BLEFEFA52C88

SHAL: B37115A7EFAF58F9680B2642288B5D4654EE1ACY

SHA-256: FAB182FB483E94443221F99F027301353209E12AD580BB25BAA845B4DD810EF8
SHA-512: 1F39154384B9AE2BA43557931A62F63877BEB6BC2450A0D989737270ED339C7038898CEE397955792743AAA929D4A577266C7E6DED5495EFD88DCA620DACI3FS
Malicious: false

Reputation: low

Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\23322ee59dc41c6e_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
Size (bytes): 275
Entropy (8bit): 5.672153662290053
Encrypted: false
SSDEEP: 6:mIKYcv0KgJpmp343nBxrrgalDudzC5VMAZIhIrERK6Gt:19fY poXDnzDuA5VMBwr
MDS5: 296D1150BA44B84D265E497CA1A4AD56
SHA1L: 2207E3CBCB43AC6168FC5AFA4EFOBA28240EA44A
SHA-256: E4174F58BAC3A9159065BDA71FD5D0CD57F57CF83AD4F3E23A6385010D52E0AD
SHA-512: 271341A94D681E95EEA821071A8CBB895C0A29761B754C70592E646AC4374FA3A85950CB1BC7820E772698D91FFBBFDI0BB2A421C299AB35BA918D494C2CC10
Malicious: false
Reputation: low
Preview:
O\r..m. keyhttps /lassets.adobedtm.com/5ef092d1efb5/e6b4ca74378c/aa3111bbe123/RC4552f1fbf4374dc3b64139dd4e13d49e-source.min.js .https://microsof

t.com/.g.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\300bb9fb98ab63f0_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 219

Entropy (8bit): 5.506551527668836

Encrypted: false

SSDEEP: 6:mNtIXYL8woG/8mLD2Dp+vY/J8pC6AQK6t:0XizUmLD2Dp+vkyCa

MDS5: AA9BA9188D9652F2FF091E24998EE70B

SHA1L: 8C6A4F3203AC45C8E0311AA24DFB489B5372A017

SHA-256: 6F37660CCE581998112A2647F75C403E5B6A467B2F84C2776CBE431549A9DFBD

SHA-512: 867DD6C04B1C2D9ABDDI6E6E7848269E3760EE39E927F44978045F96DFIE2C3412F3A9D0OF2C27BA8D83825A380D9CC0448C34AC188E89BDDB7D2BB6DEDEDS!
9

Malicious: false

Reputation: low

Preview:

y@.+....KC+.wjL..l...Z.yD..LO..
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\30411d1af682235b_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 421

Entropy (8bit): 5.702607042428749

Encrypted: false

SSDEEP: 12:mqDQLf+5KWFhhozgGjBzlszpbZrYW1DeQy:mqj5FhYIzICp9YW1CV

MD5: 66E06D0649AADF55CD4AE4547584DC2B

SHAL: 688C603EOAEEA2CFCBE1ADEO2C6F759D2AAE302B

SHA-256: 5E91C8BBA918D87B0939D3179B416F5849BF51154D3EC423954652E2E2877203

SHA-512: ECB3D7F1383783B785EFE3C82A08DE25D4FCD96DF98D123A10CF27474BD81C287ACA73A0935B2141E30EC05C3A7183B4DE9B3568839EFA57E4420950681COB(
5

Malicious: false

Reputation: low

Preview:
O\r..m......1...2b.A...._keyhttps://www.microsoft.com/onerfstatics/marketingsites-neu-prod/MICROSOFT-365/_scrf/js/themes=default/9e-6ade99/91-3596be/2b-b6ab60/e 8-

e8a01f/28-8f59e1/ed-a05786/58-f3fc85/d6-6e76d0/19-9c8e36/1a-3febfe/3f-7b39c7/66-afd0b6/f5-7e27a5/d7-de3320?ver=2.0&_cf=20210415 .https://microsoft.com/../." |

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\328b75cf02d95d5e_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
Size (bytes): 5992
Entropy (8bit): 5.814421225621486
Encrypted: false
SSDEEP: 96:XTz1Pf1MIEd4HyuGCBcSGdiTmx+4sfctl77kaXv8IPth1zfAtvMp:dPNjy4SFtdiTqJlvkaXv8JPttfF
MDS5: ODD8CEA732685691305DAF9E61297881
SHA1L: EBCB91791CC17A6A77BF7622BD875767339640CF
SHA-256: E629F4943BA83A469CCA3913705CE2CC5CFBECCC34C715E9D7FF6BC60C52FD8D
SHA-512: F3B04050E91E09636197B74DBCE42A7807A6A612B25A83931B93F1D6163BEC8DB963CBIDOBD2D6EAS7CF670C7B8370A91D5658E5D754BFA642C76ECF8DI554(
D
Malicious: false
Reputation: low
Preview:
_keyhttps://c.s-microsoft.com/en-us/CMSScripts/script.jsx?k=8c84dc53-9dee-f42a-46b1-5a93c0e43d70 .https://microsoft.com/
JhP \...https://c.s-microsoft.com/en-us/CMSScripts/script.jsx?k=8c84dc53-9dee-f42a-46b1-5a93c0e43d70a.

.$Qqg..3.....ShowSelectedComponent...E.d.................... &.(S....la......
Ldas>en S .... Qf.p.U....AssignToolTipT

SetRightSideNavigationMenuHeightE..q.d....)............... &.(S...la..
...... Aevevieiimnda L. Qd 4. Show T ool Tip.E.d..

oHref.E.d.......

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\33da100f622730f4_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 275

Entropy (8bit): 5.624697752084477

Encrypted: false

SSDEEP: 6:mI4EYcvOKgIpmp34NIBD6HalDKvTQDSTNGd4RK6t: 14bfYpoXID7AnGdI

MD5: D3E2C00CD40E51C75435A8DC7E4E68D4

SHA1L: 743AE7625D137294D2B41CA810E743AEDAFD6E5CE

SHA-256: 719B653DD00B8318BAA5D976F2B788D560EAD30323AE4F2DA63D077C939F229A

SHA-512: AA9A498533FF2CI97EEDADD63088E00F43EB6CC62C4FIDCE889A392BC23E3B1AB20FB1933A8E96BCE452CE870AABD6EBAE22578B72CA23D267FF380EB2CD04
77

Malicious: false

Reputation: low

Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\347259540ff04e44 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 257

Entropy (8bit): 5.745796644780025
Encrypted: false
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\347259540ff04e44 0

SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

6:mOotYcBD+Iw1M6fyQEfDOcl+Y2S9JthDK6t:ID+IwG67EfDOcAe

44384ACA360A36756C710D15111B5CE7

FOD7A0953F7D47B8EA3113E50F1920B50A695864

49504129F33C83BAC21178C52E153D306BAE277924F7467DE01A1843DF039F53
5540A8465194E8453B71526ADB02FAE31C8536E8239327EA74D94A5670F3DA42884FDFD12E6F3AC725C046A1DD6088B57DAAB8DD7E40C3059C8FB93337C854F|

false

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\38b572a46376d5b4_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

262

5.470124369238362

false

3:m+I5UgOA8RzY cv+EXY38RpEACpLHgUXMVRGEEDUSLN+LIM2FVDFYtRt7vgIHCEmMz:meYYcvrX7pVcVRgPSDJ7EmxILNDbK6t
652A1E83011E651AA40BD4EOSEOB772E

8FEE2752D68F1C64F5EO0FFOB2F5CF57BF946DAE3
5C91B5C6EE98A82E3BD6B5BIBB7816A44FC794F73937B58B70FD6544D50CE188

4712E549563498E9913BE666B7B8654DA2ACAFF7DD999DES673FEGE2FDDD74077440EFOF85D2E06198B2E9DA9IBDD456705D043E1EB3809F6C75B7F42C9EABY:
5

false

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\38c7c19d1d0ee3c7_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

17753

5.635569399645767

false

384:2Jz3aK0m0Z26yhG4BxP3P4iRzIMGjel3IWw:wT708VhG4Bd3P1I+1Q
D1EEFE2FC24854CDD89B6D339B5A4AA0
6F7B41E983D0B83A31A2D77F685BB158F7AC7D00
AACAEBBE6C6285837747010AC175DC89322E44193EB1A90A993AEC827CD41165

00E2D010FC64CD081162711FF21D8726CF04974C5F66D3E9CIAFBC5715DE78E8A7DBCB6631FB93DD037DC18D862AECC2176FA33EB50ACCS55F76825BFE4899¢
6

false

low

.g......g....(Re.....

ultE.d......

Qb..@r...._BE.E.d..

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\3c4d40e130a6a467_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

236

5.609211416643468

false

6:m/oPYcvOKgRT7DIlylQdDZ1Ky49XhDzTPYW/ZK6t:0vgyZdDQVzTdT
F48339C53340072D67FBE53B663313E6
3FCE0459B61DF5986FEC9E91313E3AFAFDOCCBD3
BAOBD6EBE106FFDDB19D6448B2BF9749367BCF9C0C1581F03C7FF287635FC5B7

E276F9D86479330F9D779295CC4059716CCD4AA9F7248BD21EB2F6AEFS5FFB57C395F42EB479ED328DBB64E30B32776E546B64E5887FD2EB4838AA8CCDAF505(
D

false

low

Copyright Joe Security LLC 2021 Page 26 of 52



C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\3c4d40e130a6a467_0

Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\462d64d34aad30da_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

230

5.524070457955654

false

6:mUV/gEYL8uCKxwVOWS8mMLD2DXXPfAtm4rBnK6t:/vI7rbwVecmLD2DPfAnp
57D849C2AA148E8C918A2F2681788107
079EB8190879DE26B68BEIDAAF4640BDC1EE81B9
EBDO013BF206F5CODE0359C2A93F3F379029C1428A35CF358EF26E4DA890241F6

21EOE81510D0341E8CB4BDDIDB4EA5160D2E3FC6417A3D70F47CC28B5CDE3C625B15AE9F281E42FD06628B3839EDF0437A98F7B00D4D6FFC049A315B906B0E
2

false

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\4a7b0al6eebe4c59 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

19454

6.011974744660199

false

384:ex2xEKW06H1cwIvB1leFS5GWdAOPVcU8gKvah:e9K1WIPV5Ka
93B6C3C0C459A4BCC7DBEFBF1E043D35
66E813436A4BF86BC5FAC7BD51BESFB541007B44
7F9792027E54D9B8A75B4BCDD6A38D28440F17B43525D041AF914A0715A8E650
916D0C6375500C49A617EE2AB8456A570F1B5466ACB5F18ED2FBA897908782F143782C15FE14A7C8749BOCF20D724ADF29D631B44605603F718CE0011B622A60
false

low

O\r..m.......... z.a....._keyhttps://www.microsoft.com/onerfstatics/marketingsites-eus-prod/shell/_scrf/js/themes=default/54-af9f9f/c0-247156/de-099401/e1-a50eee/e7-954872
/d8-97d509/f0-251fe2/46-be1318/77-04a268/11-240c7b/63-077520/a4-34de62/bb-d7480b/db-bc0148/dc-7e9864/6d-c07eal/9d-b58f60/f6-aa5278/cd-23d3b0/6d-1e7ed0
/b7-cadaa7/c4-898cf2/ca-40b7b0/4e-ee3a55/3e-f5c39b/c3-6454d7/f9-7592d3/92-10345d/79-499886/7e-cda2d3/69-13871c/b7-0ad59f/e0-3¢9860/91-97a04f/1f-100dea/33-
abe4df/17-f90efl?ver=2.0&_cf=20210415&iife=1 .https://microsoft.com/...." /.... K..
O He A (S.0..5 L (St L....LRc ...Qd...b....requirejs
.......... *...QbVA2..n....Qb.c4..r..Q

iz
__ext

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\4ac2f448771ab57b_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

230

5.549440905623563

false

6:mCVYL8uCKxwVOdD2DglH/lu5df/CxJWom4dKRK6t:irbw\VgD2DgpOfyWHD
7A07F08ED9BAB03220739E710836DF56
FO25FB5E447A5F6405D158BCCCB66FCD182841A9
F71F838E231C50DF443898B5256398C0197127AC71C187CAE8928B99E058732F
5688BA4C14F9ABD633297C2253BB30C461DC63545B51430FC43F33C2418FD936536207D40AB3FOADFOEOF5BF534224A2F0ED44EC66760FD23AB57ECD5BB80SE

false

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\4dfac1355e8f8096_0

Process:
File Type:
Category:
Size (bytes):

C:\Program Files\Google\Chrome\Application\chrome.exe
data

dropped

275
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\4dfac1355e8f8096_0
Entropy (8bit):  5.686444842962101

Encrypted: false

SSDEEP: 6:m17XYcvOKgIpmp349Q42+PHyHalDEHUp173sBSMKAO7RK6t:170fYpo7PP7DZpx3hTr

MDS5: B714AA1A9D4BF3079C1D3C75632AD470

SHAL: 370A547E5E8E3FAB5AC8BA02624CC730FA91C4AD

SHA-256: E4FBFAE290076CFCOD56F8BIE5B2389093A4F19FBBSDABCESAF9630ACB3CB888

SHA-512: AFAF887567B3B75EFE67DAGF3FOCD6C7637B8582FBE34164EC914AADEB644C01CEBS55C7272E54FAEDD8F5275F631741244510894AADFE3475F090AC791F5FB7

Malicious: false

Reputation: low

Preview:
O\r..m.... ._keyhttps://assets.adobedtm.com/5ef092d1efb5/e6b4ca74378c/aa3111bbe123/RCI5d5954deda24aa780e2bd87a6eabf8f-source.min.js .https://microso
ft.com/lu.." /ol T...B4.._.G..$C..u6..,.%HU.X....A..Eo

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\5563163b962da706_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 408

Entropy (8bit): 6.150903343605121

Encrypted: false

SSDEEP: 6:mqlgEYWIcjAfbUyiilWMQH11BQYE8r2/rlu9pgK3FYTUSIXdBg6JomFTIrThK6t:rscaiVig8AQK3D7Xdv/g

MDS5: 4760CC2B5643264BB61FCA03745D74F7

SHAL: 57F645210B6COFC051704B7A2D2446976B00D664

SHA-256: DAA58D880A2BB0OAF88821588AD03E727C91F74EEBA72D1002319EA78C67BA3D2

SHA-512: 63996E5351BC59A051B69CCF58FE49B9158448BE4BD76C3408697C2856F22E3C3EEA9BD0126ECED4F7F4BBISE4D38FOADEE327B2DE20B0759A2CAECIF891D(
F5

Malicious: false

Reputation: low

Preview:
O\r..m.......... q;.j...._keyhttps://cccounty-my.sharepoint.com/ScriptResource.axd?d=XjLKkEB_vSvznU474E48kPJA1HIJTKIbxQRrFO9mf4oevbHP0o4Rsxshku2KRWdAyEvVGe
JXtGeRBr6q8THhytVreob8zoco7vSKHOVXNmM-OjFffgsrM8_4XygNX6xBPyWb2EwmKReXoheA2YV5LHydJ7p_w-QiZxE8PK3WazHfXSSs1&t=ffffffffe191061b .https://share
point.com/|\3." /............. ja. A.p-wé.a..p..$.2.*Xdy...A..Eo....... Seiiiiiine ALEO..ccoiin

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\5739f9384748d70d_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 275

Entropy (8bit): 5.635421307991271

Encrypted: false

SSDEEP: 6:mIr6EYcvOKgJpmp34uEMsbyalDO0efzehuV5ymkZK6t: 1r6bfYpoL9tDOAYMVo9

MDS5: 145BF765EAEC72FA47601BA90D26C9D7

SHA1L: O0F03B796248AFF29C3C66A0EA4247C2BEABOF422

SHA-256: DE82967AD108BE263E1A2EA37FD73B6EB4635985D3F0248B46E94FD33BO0CCE9

SHA-512: EF993DFC26EEC939586753F1BA9IB3D2A491A8BA428922518AFF7E6B8COCBESA74747E5335AE731C9A15F53E65A8D64EB2F5E2DE80526591D6536798887D927C:!

Malicious: false

Reputation: low

Preview:
O\r..m...ooeeee u~...._keyhttps://assets.adobedtm.com/5ef092d1efb5/e6b4ca74378c/aa3111bbe123/RC66fad9a29d7edadabc78c265ab6c03bb-source.min.js .https://microso
ftecom/.Z." ..o [.....l.D.d+.54...u|...mV...L.- ALEo...."I........ ALEO....c

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\615515b8150c16cb_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 275

Entropy (8bit): 5.639885546098715

Encrypted: false

SSDEEP: 6:mIxLYcvOKgJpmp34g+UH6nNKQcalDalymlIrZZuYi6K6t:1sfYpog+e6NzDgzZ3

MD5: 38830D9D4AED3BFD4A2A517B17C65575

SHA1L: 260AEA2A37F51287FD4A7498678ECB9AFD73FC4B

SHA-256: CB8A5B398EBCFC979111D2030FAC87E7ABAB962A64AF3ABC38E2EE94BD5602DC9

SHA-512: AF43C386E984BB568CE35E7BDE07C4C975EE7003C5F0EE1IC3F1FDBD1A4DEB13F4291098D004DA533EBFFF4EF41E91545995FF10DCA82F9BCAB04D6B541AFAF
05

Malicious: false

Reputation: low
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\615515b8150c16cb_0

Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\61b64a45617a69ba_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 1140

Entropy (8bit): 4.987947662934853

Encrypted: false

SSDEEP: 24:5t)XIrRRHOIQEzdAJOsjcOUIgMNQ6UVWERDNZC+2XS+1JtpOVhf:5t1RFIQEZCJIbjcRgMQ60wWS01JIvO/

MD5: 2ADEOD627B68FC157FF98CF38CCDA190

SHAL: DE41B4E53842A4C24B74DEBAOCCE9103B9EDA7E7

SHA-256: AF97B4AB303A79746B6AD920AE7C31082617EF6542EBOAA2652596B602AAA253

SHA-512: 614C929BFFBF363FF78191F8406DE133BDE56800E0BBIF10310A6CCD34264A65EB55E8D1ACF5B2E23D463D82115D46EC5DE3E96F82C5A0B7E2FBFB7B30B773,
1

Malicious: false

Reputation: low

Preview:
O\r..m. 1.T...._keyhttps://c.s-microsoft.com/en-us/CMSScripts/script.jsx?k=a99b0db8-bfbf-545e-1fb8-9506657ef0a2_548ab34c-2019-5a40-159d-497acala3laa_68

1f815f-66fa-dd0d-337c-f122e5fbc441_0639d99f-aaae-3cfb-dc86-3d058461bd24_8b6e2c63-6927-7db5-8e32-7f3333da659e_336509cc-abc8-912e-9a27-74fc22d
5e823_d05d04f0-2693-ec0c-01de-808f5ad22891_693ch7af-5841-0401-bf99-98f0d9bad140_a42d7277-10a1-6935-b06a-ebeeb8815ba6_30431ce6-63a7-f889-dfb0-
0df5e1561da0_a96731a9-c05d-ced4-6287-89c900bled4f 55f6f45b-01ff-8a72-87f2-aef7adb3c4ae_2d3684a3-fla0-d1c4-8¢c01-8f5b22b0884d_bec3e8b8-6afd-adda-Och7-e
3f0e65d6704_25785618-c6df-5018-c882-7493400f3937_3d6f4407-99a7-efc0-9273-2886b50fa823_544bfecd-07c5-9fff-20c9-9125b66a3749_cc850638-66¢6-0dc0-e5df-
a231bf28e478_551d8557-d7a9-ff79-b33c-444fc691a935_88257d23-e3fb-0deb-d967-418273373312_79c0lede-6436-0168-278f-66f180dd4fdd_360dd1e2-0971-6b97-
6b15-bebeOe7ed9le_548c8edb-b925-5700-12de-1fbele801b5e_el02eedd-7772-ae41-a83e-3b7ad65995ca_d707f600-5853-342b-4975-ecd5

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\646e3blea015a4c2_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 275

Entropy (8bit): 5.57576713525665

Encrypted: false

SSDEEP: 6:mljYcvOKgIpmp34YNSzwUvalDc2WtaartKK6t:1SfYpooSMxDyu

MDS5: 2FA3EDA4005ABA20EACA99DAIDIDABAA

SHA1L: CCCBB80B08F6817EC7E7BBFEEF9BA94D10B1ESED

SHA-256: 530942E757F951D9CDE7A8AE4ADAE259ACD1FE7BF7EF7AE62E356A7966857157C

SHA-512: OCBEF0199EE716027FAEF4A1D2E504A20D07187C54B9A0195E131D8EDAAC232C273EEC857A5AFBDB6DCOEDF74047DB81E0685181A130DFE4871BC946E7E20]
91

Malicious: false

Reputation: low

Preview:
O\r..m........... f.c...._keyhttps://assets.adobedtm.com/5ef092d1efb5/e6b4ca74378c/aa3111bbe123/RCd898c8a8376h41f88f24c93b8645f178-source.min.js .https://microso
ft.com/a/." I.............. Z.....AY. ..d7Pwo... ..... ;--K\dbul..A..Eo....... Foee ALEO...coiie

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\6686b0c92e7fc912_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 230

Entropy (8bit): 5.505088066097347

Encrypted: false

SSDEEP: 6:MI6EYL8vC7ZALSRTKVDIfZ2|Ap74fVK6t:v670c7ZZTKDIuAeX

MDS5: C5265FCCA96182957E091C3F5E9C97B8

SHA1L: EF21772BA6A0C290C97003D5746577338DA6A905

SHA-256: B720C4ED4D33D3FCI9EC1600A2CIDEEB6AF11081A47E815ADAFEE30E22EE280A9

SHA-512: FE73CF3A3BCE2290DADD68EF34F901DFCOEEC34B17C3F423FD973979A09715DD7BAF3EBAAA2AG1E0627E1D7F2DEFF084652996DFF59E6C65A48CCF85B413C
C79

Malicious: false

Reputation: low

Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\75499b213d6c8d9d_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\75499b213d6c8d9d_0

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

dropped

219

5.412002973120574

false

6:mpEYGLTDyxIgtrDmdKysQCZQXj/m4HWCbK6t:fDyxICDmdpadj+aw+

C951D501AC6071A9038B2D994863493A

2E793A6F3FD5496BDF81E8B2DAE05837054530A4

D16725EDCFC04849146B9D34A5384F852DBDA17F6EBIF708D6AE2B4EOF25F010
02C7A722DE0572D5214DFA5249BE4DC27939702FC705764FEA577D059B17584828C73E762A505AE916DCDCEA110CF4A8A7F1E820A59FD01FFO30E7E3FF40732!

false

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\76cOccd3a8d876aa_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

571

5.554370541340454

false
12:MzDQLf+5KWFhhBoKRtCOXUDjNC1Ngw9jMuwe9l1D1DTCz+3p:Gj5FhHhtCOXUDRCrMuFpD1Xc+Z
14B4C8830EDC1B5DB4A6D6ASDC41E819

D26C7A87F727F16458513C95802F369D3576140C
20918F182C304F371EE9D2D692BB41FB28EB7D729636C0350199AA1DFC834526

6FD9AC92A842359AC60D3B547ED980FODE28AADF3F467C723F4B6DE4A2578C7DBC6C21E9D7D3647AE1E407BCD61A18E647F6569D38EBB7765B0BC3A568112¢
F2

O\r..m...........W....._keyhttps://www.microsoft.com/onerfstatics/marketingsites-neu-prod/MICROSOFT-365/_scrf/js/themes=default/2f-63ce8f/2d-7a9063/dc-7e9864/4f-
5115f8/7d-266f10/4a-abd94b/6d-c07eal/9d-b58f60/f6-aa5278/cd-23d3b0/6d-1e7ed0/b7-cadaa7/c4-898cf2/ca-40b7b0/4e-ee3a55/3e-f5¢39b/c3-6454d7/f9-7592d3/92-
10345d/f8-73a5f2/79-499886/7e-cda2d3/69-13871c/b7-0ad59f/91-97a04f/1f-100dea/33-abe4df/17-f90ef1/e3-082b89?ver=2.0&_cf=20210415 .https://microsoft.com/.B/." /
.............. ren.R%..>.1g...5. {Z..B.A..EO.......55..........AL.LEO.ccoiie

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\82e92344281b46a9_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

225

5.5179183893591786

false
3:m+IFEUOA8BRzYJb9yKIf8w8gt4LSFVDFYtRqF+11IHCI/R+I6CgA+UXmLK51IpK5M:mKEYYK08JIDVAIDXKLK5RK6t
D5CBECDBOC70BF22D14849B533AEEA61

D519885D7944ADDOFA20315FCF31C5292ACFCOAA
778C8B58B3A2B3D7B903E6991693DED68C405AA56D518F12D90EAAIEBO2A0087
2BFA51200EE434E54716636ADEA1B2961D43E369B3279512A98BA181E4DE574B6344C59A00AE5087919674287240C483B22485488A78A4FD0851C90440D045AA

false

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\83e647e14a56f97a_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

401

5.735700430523948

false

12:2MDQLf+5KWFhhozgGjBQalepbH1D5KFA:2Mj5FhYIPlepbldF
4EB4BD5287140216DD3F16F62125D4A7
4E9AF87ABAFB2BI9B60262227831AD8718C142448
2C334ACBB10975291BABE2BB074F3A4BCCIFB27EC4B53B41B6CAAEFGEBESFD39

ABAAF29444D81A5B3A8F2D6F6AD73B4ACESC5A9A7D6592D9A5520DCC217271B5955BA0D61D678C3BE390EA911E8CCI13EE6F46C0F22CB3FB3EC54932D857F:
8F
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\83e647e14a56f97a_0

Malicious: false

Reputation: low

Preview:
O\r..m....oeeee R....._keyhttps://www.microsoft.com/onerfstatics/marketingsites-neu-prod/MICROSOFT-365/_scrf/js/themes=default/9e-6ade99/91-3596be/2b-b6ab60/e8-
e8a01f/28-8f59e1/ed-a05786/58-f3fc85/c4-301a8f/19-9c8e36/1a-3feb6fe/66-afd0b6/f5-7e27a5?ver=2.0&_cf=20210415 .https://microsoft.com/5.y." /............. 9 5...M...
........ *S.[RXTALEO G ALEO

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\8495aea579cc804e_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 96472

Entropy (8bit): 5.828134962921404

Encrypted: false

SSDEEP: 1536:4ZRXr2g/boHYhGMugy6Ecov6gfwlykFnw504j:bn8GMugSZfwRFnw50e

MDS5: 4A906DE1DFB4912378F451C37EE504A8

SHA1L: 9BAEDO05F94393D23E935DF06EE583C05074FEBDO

SHA-256: 55E2AF88C25EF6972776AA9FBFC50AA81D40BEF7C9B39B54F69C74119EF36DA7
SHA-512: 6B94DC40B203BF53CD13C9C7737243ED14EC721ECB8CE918921A3C65BBOAACODCF429A98F2D917511367C9915727COABD1A1F09A512E210D7626A3218464E0(
Malicious: false

Reputation: low

Preview:

I...Da...l...Q.@R.$....module....Qcn..2....exports.
Pl..... https://lwww.microsoft.com/onerfstatics/mar

L ORC Qb..P.....t.

....document.(S........ LS WRURURR F- U - R A Qs PC..os exportsa....0.
ketingsites-neu-prod/_h/46c44584/coreui.statics/externalscripts/jquery/jquery-3.3.1.min.jsa.
...Qb...L....e...Qb.~....r......S..Qb..9.....0......M...Qb2....... S.....R....QbNx.;....L.....Qb*].....c.....

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\86aa07f121a6237f 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 264

Entropy (8bit): 5.760350914056843

Encrypted: false

SSDEEP: 6:mgXYcBD+lwaG5wHfCfxsxKNIDV+gDkHHwWIY qJ8cWygrfHK6t:xL D+IwXKHfCIXKKXAgDKkHHWIJy7J

MDS5: C37F39A36AC0249502C2ED999133A6F1

SHA1L: F61BBO06EAOE1E8572C33F14B9D4B3B71713FED6

SHA-256: C755B92542D531C26391DB611EEBECA14FACE84094026539ADFD88ESBEEES358

SHA-512: 8CFF7DOEBCO8FAB30865E61F94D2A39B9993D140B090E1FE6B439272F9B4B6AB693409CD98B82B1B7B3D6C1861EED1IE99F3A98B257COB7F61E632157E7425411

Malicious: false

Reputation: low

Preview:
O\r..m.......... L. _keyhttps://account.microsoft.com/bundles/scripts/experiments?v=dhMHbKozrGOgxx2MY XfMMYMDxUoOUcLjtgcfK8uL2iAl .https://microsoft.com/.=/."
[T Q...JKd.,.P.U...0y9@.Du.>. #...A..E0......cocururnn ALEO...cccie

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\8f3c2e2c260a7099_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 218

Entropy (8bit): 5.338952156301064

Encrypted: false

SSDEEP: 6:mXY14McTDsJegDIn2+Y7K1TrlEf/bK6t:e+TDsYgDz+MK13lI

MDS5: 76B835EF68DA9898B8F6D2F758E7D232

SHA1L: 5D40C5329D20E8D85BES1A4CA931E7F11A4F6714

SHA-256: 2DAF858F347DAA15B9B3454E1CE185AE1DD830561709ABAFB762BB3DDDF2BEDA
SHA-512: ABBF69B584A0F04EFIE40953A63565F3D699889A1691E6C55329FF83B35B85A09ACD2DB0C271AEF86F123050B99450229D589296EDDEED5018C10DF825E15841
Malicious: false

Reputation: low

Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\94d12f6ce814ffd5 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\94d12f6ce814ffd5 0

Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

234

5.585639838447994

false

6:mi/gEYsYpl3ax/dDkHYmMGZARIpFIDK6t:10fAVDgAZOiPr

2D29ACA5130B25805A903EDE32A881AC

97CB5F9A0166DA6BD6C7BE671486A178776F3204

6A26441D561D3E1436FB719079457F01FBDC3E942754BA81CF7B553EBID43ABY
230B4A3BBE66B13F077244D99903CD799E5696FD1EC73F5630624D4F3869E236608A47F7AF7959A84DBB2AF2FA34AE73C7A4ADFF8593C7354CC7310114E3A7F4

false

O\r.m......f..@'....._keyhttps://mwf-service.akamaized.net/mwf/js/bundle/1.57.8/mwf-main.umd.min.js .https://microsoft.com/..3." /............. ~ e j.k.D2.Ek%.....M.N...JO

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\9a5575bef7c495dc_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

424

5.923442583008497

false
6:m0iYGLTDQYKfZ+ONNKM3IGRWmM8SIyDevF1qSkU0Jf373ZK6tud9Dgn1UDnGd0JfD:DEDQLjI4mxlyDev5M3XYyGGdM3T
DC127DD5414478268FFF61D6344F73B1

A3C9B6E784F5810074CAE9DDI41F401AD34F42AC
EC785ED2ACE51BFD30904D71B5E985BA99F78B379AB6C5747C0597EBCABE41CE
5402C06185D55048D05350F48A6058184EE6B87792540EFBBABAOE76FF58507907DB0856D395A63CA53B5E03148AB37C1D4B19EC162A05B0EA38A34152A06082

false

low

O\r.m........... k@....._keyhttps://www.microsoft.com/onerfstatics/marketingsites-neu-prod/_h/46c44584/coreui.statics/externalscripts/jquery/jquery-3.3.1.min.js .https://
microsoft.com/F.3." /............. Z' .....C.ji, €%X.0Y-....F..N.A.EO.....{.N.cc.... ALEO.ciiiie F.3." /.0x..DOBEB07956E42E813ECCB967B62904AAA7D883B2620B8DA

AE77B534478E855CD."|.....C..}.,c%X.i.Y-...F..N.A..E0........ zLo.....

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\9edc3bcc45a63d3b_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

248

5.431248226595489

false

6:mAVYcvrX7plUKaVRgp1DN1XpdmHj42tbK6t:Pv3a7qplDFAZr
5E771A7D1C2E706BF6A5281CC370B41E
34CF30CA9AECD66DA1DAEFAIBAES03C7CC546D84
45F4587D10F33A3B41BD03EBD6D9238426E078188A4622A633A5BA0DODDEGE7F
D5EFBC1DCB40B46A3EB24AF2C7344D7BF0A32A9658C07B238751205C67FE3C88A4DI6FD71F73EC170A88D4525F2052E30320902982880C9481905D6E563E418¢
false

low

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\9fb9a3618de06a54 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

275

5.631414495899322

false

6:mltYcvOKgIpmp34qglPeHalDRAUAj2nd1iK6t:1QfYpoQDrS2d10
E88436D464AA0E4AC457B3453AA23E31E
C735D1A01C4F86E68931803C986B5F0A91D2C68B
F15C288AD33D47AFD76B9F8FD1D147F6811FC7CCC589C0BA441E337F8E2CIEGF
8B98EBEBA2C210BD7B1C42153086CAOE7170B9037933F761D259633B9E369F4FD65EA36317D16266BB76FC328DF0427AB8456426E6442ED65B07A27CEC2ACC2!
false

low
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\9fb9a3618de06a54 0

Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\a427860bca0ae4c4_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 208

Entropy (8bit): 5.487857191592852

Encrypted: false

SSDEEP: 6:mzYWFW7RPXDMdOzN(fIt8LZI/A4rp/hK6t:EW7RPXDcOhfltH/v/7

MD5: 31C5BCBB1AFE21781004220859D322E4

SHAL: EA50B1CA5984D402A39254C7A8DIDBB8C26C9142

SHA-256: 3E9D73A7E6869B710FD7BFE6DI6A348EEA2E029D6DB689DODEI792A60E17382B

SHA-512: EE537C9686850A28AACDF2CDF058F30FD4B1358B5AF5B4BOCAL4EF1ED37FC99DE37433FFA316B9ED97EF3310882F2DB29263B53E0A81C58E2518085BB73E8Al
F

Malicious: false

Reputation: low

Preview:

O\r.m.....L..d...... _keyhttps://az725175.vo.msecnd.net/scripts/jsll-4.js .https://microsoft.com/..." / *6U.....5.7..\J+Z4.A .Eo... A.Eo...

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\a4e37f7fb809c2dc_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 264

Entropy (8bit): 5.618181605301322

Encrypted: false

SSDEEP: 6:mQaXYEcOjyBLgsHaYCOziRzqy9KVBdBuCwAB45+1iy4dDh8nK6t:zOmLgshCOmReyMVBdOm45+1iyIDW

MDS5: 69FFCE331A3A5FC2E4A11D9D5B3AEOOD

SHA1L: 4923AE296B778B5CE7ABID6BEAG2BE388F22D1B4

SHA-256: 19A8BB08F8209379AF2BEA395BF779E1871D9E7A3B350F4351EFE7D28A8A34ED

SHA-512: F240D8FF6E4A024390E80C87F9672AC5D231B7A498280031704F5036769B1D0D3581D37588D2CEE163DI0FF97CAOA93EDE771AC8EOALIE6CFO7E9B4AGB0OC2C17

Malicious: false

Reputation: low

Preview:
O\r..m........... g.Z...._keyhttps://modern.akamai.odsp.cdn.office.net/files/odsp-web-prod_2021-04-23.001/spoguestaccess-74b74b08.js .https://sharepoint.com/s.2." /.......
...... $a...#> .l >Gl[ 20 ALEO 0 ALEO

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\a5b18de7662d18f2_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 223

Entropy (8bit): 5.512061231262638

Encrypted: false

SSDEEP: 3:m+Irurgv8RzYLLI2P8CdO0t8MLDFYtRS8YfIHC/S/pdSLX5EEePz8NZzK5m/XpK+:m5YL8MMW8mLD2DS87pL/EEUZN4/ZK6t

MD5: DD510FCEF5609E240C34A336B370765A

SHAL: 53F019B84FC14F9530AC76855C53A80689000085

SHA-256: 7655BEA4F633F265725FAAEESCA9FOEAE3DDD30F958E1EB3E132ABF5F1ESFFOA

SHA-512: BEOC3B9D69ESD5SEOF9683614B4A1FCECLELIC711E8682FDABABIF3A2FA3C213AE7567103AE1430EF661C13191EC213D67A7C975FAB5DD719E348B1281A0F217E
7

Malicious: false

Reputation: low

Preview:
O\r..m......[......I...._keyhttps://mem.gfx.ms/meversion?partner=windows&market=en-us&uhf=1 .https://microsoft.com/OL." /............. Q....2\...n.L.P#.V.m..Z.j.A. Eo..
eV ALEO. i

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\ae966ea7cdbe242d_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 420

Entropy (8bit): 6.259137176451632
Encrypted: false
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\ae966ea7cdbe242d_0

SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

12:Rhscai/MyE2iGzCUaljfuGgVw1ZdnKJR:RhsejBaljfUvjH
C6D3AD30598827B4B070D14C52F7ADC4
37A987F306502183F39AB8B37D492A1754BF35A8
D8E1513D78BAE569FF1BFA7C4DFC656C648DFICB576094F15FFD35F80D9DACFL

39C52DD610E2875ED54405E7EECD910A59D47C40BD2F3C2D09FCCF237F2BA179692BDFB7FEGBE34DFFF43EB4E39015B1694B4199699551E150C80ADDAAGAC
8B

Oo\r.m...... ... *K....._keyhttps://cccounty-my.sharepoint.com/ScriptResource.axd?d=1fDsP7 T8iuix\Vwu-fVH5iZr4cSvnLTO52_vldoY-7FhgWaaWItCQ1YAVn60LWhnjO4
H7QO0hEdA1cilJ-fF8SwwiK_XjvCszvOdLg3HG47Gn9D2Wbuzf6ls9ZoJa7py-uqHcZcRZ-iDHA51cgnYAH2x-XI12y2cYbZfe TTjcOofc4xAm4qzIUFF1gMIzXHyJIA0&t=363be08
.https://sharepoint.com/9.5." /.............. Qe 8F...Z.PF.M#..u>"..2" ... . A.EO0....ccceoure. A.LEO0....ccii

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\b180e6523891105c_0

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

218

5.489502288776655

false

6:mc/gEYyK08f2yD89Y7XYUeR3vY934rPK6t:/vKjf2yD89cYUO3vMWx
3A7C672394ED757ACB1DF41203D2254A
EC875A2633AADF8B11788A5DE981FF67D37193B4
86FB5A15BC2C1D84B4E60A1EO0BI8B7F546FFDE1E22273CBC20D12B072A8F7A5
8295087295F3E8863B3FF6606CCB7B0B722E959E44DB5699BB67665D12BCD0OA6C4FB5162BEB8FD73B98BEDB9368798DFE2D52E6417BD3188CA5A980154C336B

false

low

O\r..m......V......2...._keyhttps://ajax.aspnetcdn.com/ajax/jQuery/jquery-1.9.1.min.js .https://microsoft.com/x.2." /............. fg....~."1..W.9.w.....C.0e.7.GS".%7..A..Eo.....
D ST ALEO. i

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\b5c044ed76bbe646_0

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

18073

5.5172061617012504

false

384:a24sMPy6MIEgKMInJVL+ix8p8ERgvixnbggMUVPIQj:P4syNIG
99D5AED331D8B6ACF2A44548587C3D74
737319DF384D8DE9BADF6EOE2AFCFEC5969D737B
DB3A74E3AD08DCEBC59364A44B5CFDB69FB12B06AA49EDFB6F288C50FFOB3A0E
2C6BB20683970AE8AC360215761D6FD6C35DFEAEID6FE899DFAABACCF1764447FCB4408AA70F27CC0OC9457C0992F369ADIBES06E3BA2CA74F356603A7779C6
false

low

Oo\r.m.....l......... _keyhttps://c.s-microsoft.com/en-us/CMSScripts/script.jsx ?k=17e9fd93-8142-d2e5-0026-505db3628325_1545a2a3-f8ee-1941-5c04-a4b822c95e2c_bad
€3012-6391-ec2a-3c4d-edad92f079fc_c5eal3348-55af-729a-2641-14f0312bacf3_742bd11f-3d7c-9955-3df5-f02b66689699_5c27e8aa-9347-969e-39ac-37a4de428a8d
.https://microsoft.com/..." /......c.ccccoene. 0 S L.IP.ZO.....Q.A..E0.....0+.1.c..... .. ALEO. ool T [0 OD [« IR B (S.I...°H..
".....Qc..2-....Privacy....... Qc*../....document. QC’\TD ..... ready (S..... %P ..https://c.s-microsoft.com/en-us/CMSScripts/
scrlpt]sx”k 17e9fd93-8142-d2e5-0026-505db3628325_1545a2a3-f8ee-1941- 5c04 a4b822c9592(: badc3012 6391 ec2a-3c4d-edad92f079fc_c5ea3348-55af-729a-2641-
14f0312bacf3_742bd11f-3d7c-9955-3df5-f02b66689699_5c27e8aa-9347-969e-39ac-37a4de428a8d...a........ D...D..D...

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\bccf700eb62dec8e 0

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

275

5.656223824156315

false

6:mlwYcvOKgIpmp34xkv2VmgalDUpz3olpeR4v7/bK6t:1PfYpoSOVmMzDgMr67/N
B48B18C13668B50E491E41DEE011A45E
9B53D05113918498751E372C14006D3B6B6ES7DE
35CB68B25AC762288588BF49B2E7EA9614EC1F336CAAFCCI0D34FFBBC6138337
F47DO6E1F92234CF5865F40B1FC8935C89EFCCFE217619870EA51F5479DBCADI988A4F44E34EC76D902E68D7021DDB2ADC56050F148F8AB5SE733A073C7FFDAE!
false

low
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\bccf700eb62dec8e 0

Preview:
O\r..m...oeeeee @...._keyhttps://assets.adobedtm.com/5ef092d1efb5/e6b4ca74378c/aa3111bbe123/RC5f812135e64f48ad85eal100034bc60a2-source.min.js .https://microsof
tecom/{." [l \ooeeeep9......0... Tkd.LoX..F.......n._.A.EO...cccernrnnnn ALEO..ccoooiin.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\c94540d4c86c0448_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 219

Entropy (8bit): 5.50268009891931

Encrypted: false

SSDEEP: 3:m+IPOxqOA8RzY Jb9yKIfBQPKXWSZFVDFYtRY2gXIHCVItLPoONKO1ImMmDDI/I/pK+:mvnYyK08fuDYTYFPaluDFK6t
MD5: 1FBF70A55BF667FAF13736386AA15E01

SHAL: 1121647FF35E831B28A4781F27F03EFA7930D473

SHA-256: E1A2E29C575BA653F6ACFDC8A1763A499D7E8DDBI4D8ES24B70411F2D625012A

SHA-512: 874075E55EBF0045B3E44CF29933AB963545E121FA230D9467ACBF782BD73C7E190CA71CED1F5CE02138BFICAG64E9257511E66BO0ADD5EC3452BED286C4633%
Malicious: false

Reputation: low

Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\d07553f235aa16f4_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
Size (bytes): 276760
Entropy (8bit): 5.580895481675391
Encrypted: false
SSDEEP: 3072:IFFy0xbZxXDGI2+vWO+dmwY FkkarypE/cELjTKBvwIm11J44t7ULLyQ+vWdEBaJU:Ib3XQ+uzdmw971164t7Uvx+kHy
MDS5: BBB65778834126AA5BCC9279D7732DD7
SHA1L: EDAC1291289490018FD2CCB7593223BF1C803675
SHA-256: 754884B2E71D3482C65B367D5BEID7A4EEF73F02492B4C769A91C69F93CB4B7B
SHA-512: C6E9F23F83B23E5493E05E014F080ADCFD23F67499D7C893C51BAACY3150F61267E8518DD317DDE86FA79854C76A90B65575CC04D414A4A96C1DD7519632B31
Malicious: false
Reputation: low
Preview:
or.m.....@ ..9C0530E3F1EFAFC5A6042ACAE46B5BDC89E39F6F697F47E356A84D148F39EBES..

Moo Heooooo I [ Lol LY R IO I.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\d0f7c6311eac26cc_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 473

Entropy (8bit): 5.418596630684113

Encrypted: false

SSDEEP: 6:m/tLYGLTDFSVjKhvK6cXBokgPSuwykNWXeFODOtylgoG0Y17vKDQg7XXGSd17nhp:ulDFajo8xEPRjTxTjoqlrKDPj3d3

MDS5: 6BED7DFE49B9872F47500980CD67E069

SHAL: 349272593B75AB81426781B47655473AFF28A8FF

SHA-256: B2D3FDE3B02DCE38605980319BF3E375E7B19274443BCFBF8E74F16047E8536C

SHA-512: 026F5B572BE2DBE6A5833E241173EBEE6A75F23B3FES7097535ABOCFAA32620133FD2B58551478AB3A483B9918736F09F7A49A385D68FC7E4D56F7B366BF875B

Malicious: false

Reputation: low

Preview:
O\r.m......U....|......_keyhttps://www.microsoft.com/mwf/jsIMWF_20210208_31270267/alert/ambientvideo/areaheading/autosuggest/button/calltoaction/dialog/divider
[feature/glyph/heading/hero/heroitem/hyperlinkgroup/image/imageintro/list/logo/mosaic/mosaicplacement/multislidecarousel/pagebehaviors/rating/skiptomain/slider/social ?
apiVersion=1.0 .https://microsoft.com/.U0." /............. 2'....75..z2.;.? 1z8].."..8..>.a..A.E0.....N..A........ ALEO....cooi

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\d70d38ab121c5d18_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 272

Entropy (8bit):  5.811604693114087
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\d70d38ab121c5d18_0

Encrypted: false

SSDEEP: 6:mCCYcBD+Ilw01D01fceM3j4ERzaH6SD+NYEMCSjohlprBGK6t:HgD+Iw0V0eeEj4E/SD+N/Sjo2pm

MD5: 01071CD69698E020DBCC2C04775C64C1

SHA1L: 784DC7455C6C0BIFD3F858BDC68434679644069C

SHA-256: 3F5F9FB4E8012987120FE18311F7B867261B9FF360915F603FC5748A48F3A421

SHA-512: DEF1420D0A947D32E8F4A468339EECDEDC5B98990DD68EA76DDE78666AAA3A4FFA0F32973D6CB880F6E8D9937813586675960664517A4F5CC512D8721EAFBD:
D

Malicious: false

Reputation: low

Preview:
OVecMeiee _keyhttps://account.microsoft.com/bundles/scripts/site-migrated-oneui?v=EDs9RKiOOLek-YWoRxPRbacGTNVI9DiD973iUfT93e01 .https://microsoft.
com/..3." [ b L[.$.[T.C.1$.2.. .. A A E0....(oeenn ALEO.ciiiiine

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\dch5d003017747da_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 275

Entropy (8bit): 5.6154340114967916

Encrypted: false

SSDEEP: 6:mIK9YcvOKgIpmp34K3KpYHalDI1IX2EKUICH4LK6t:1dfYpoKappDIDaaq

MDS5: D6E44E7AF376762053BA33F07C258C04

SHAL: 9DB4135F99E9EDB8AD1267EFD5587E5F6B846913

SHA-256: BF349592628414621F0C6241BC18A37023BD6EF241C7B203280F4BDFEBCBE182

SHA-512: BDB6AB4FAQ5F169CB455DBD4F2CEALF968D4C538D9741F9DDIDES5F64D0709906BA61BB183A3D684E8721A11C7A99711746435758D95EDB6A7F74630D585E0F
E

Malicious: false

Reputation: low

Preview:
O\r..m.......... b....... _keyhttps://assets.adobedtm.com/5ef092d1efb5/e6b4ca74378c/aa3111bbel23/RC6fh1221373044729bc7f25fb104ba854-source.min.js .https://microso
ft.com/t..." oo ZoiP 2 y8BP...wY.R.JIHv..S...A..Eo....... AV A EO..ccciiin.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\e15eb212a2772b9f 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 104456

Entropy (8bit): 5.792666121227529

Encrypted: false

SSDEEP: 1536:LS9SFCUpF1k6LXeBWhbJZ5s15c2UKOMD3EbLPp+KMGgnen80Sj+qkq3:GEF1XeB6JkJ5c2UU3uPpdMe8Lj+Dy

MDS5: 5BD74C51CE76A1D02AB07DDF008346A2

SHA1L: 90AFA1B7D6CFEAD7347C694E1490D54F646882EF

SHA-256: 345A6EFE187826B8BDAOFD60B35E34D2CB192EED90B6902E78E29F2233F507D9

SHA-512: B51D1F92A22379A08535A0ADB1064B27DE7DC6C5A6EB7B14EC61B34B4F060BEBIC8C52C406D0B062CF1EB488F5D209EA954B26392D575DA784746ADES90680
4

Malicious: false

Reputation: low

Preview:

o\r.m......@....iS.....0346FDB31FA8E2FBD0079C243396065B1708F26 BB44AFAFEE2821988F4EB539E.

..Q
;...https://ajax.aspnetcdn.com/ajax/jQuery/jquery-
c....Qb.._m....d....Qb.c.4....e....QbB....... | AU Qb....... h......
Qbv~.2...n.....Qb..I.....0....Qb.G......p.....Qb...M....q.....Qb.c.4...r...Qb.3......1.....R....Qb..].....v.....QbJJ.(....w.....Qb".

cvLt.....document.(S.
1.11.2.min.js.a........ D

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\e9e05c56f0030d6b_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 270

Entropy (8bit): 5.87446721933126

Encrypted: false

SSDEEP: 6:mzYcBD+lwX1aJMVQO00QsDE71lYP/IwNVCie+4ralhK6t:KD+IwX/URQsDE7vItwNVBV7
MDS5: 47BESFEC8F29540C9C640129A672AE98

SHA1L: F73AA9F3B73428E287494115F7D9C2D97B52EE1A

SHA-256: B7EDF97D6A5A3993E4EF15E388D92A7C2F775FE6F35315C3018F731A03ECEC44
SHA-512: 7EC6C3C2AA91C5148CE14A4AEDB5618E138B9A8971F49CBB143233054A87E9A046954BF806EEOCE373A5A12E0308084DB037096B908DC2B4FE301087A25A2D2
Malicious: false

Reputation: low
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\e9e05c56f0030d6b_0

Preview:

OVe.Meee, _keyhttps://account.microsoft.com/bundles/scripts/FeedbackXS_AMC_UX?v=bgX0CpSRm5F9TyqPkh5S37dI7Qk2RAM5-zFb1TJuAdY1 .https://mic
rosoft.com/b.2." /............ Foeed s...(re(..... h...<.J;.A.Eo.....1.......... A.EO0....cco

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\ee5d3a8d13f7d9ff_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

601

5.525095569676664

false
12:aGLDQLf+5KWFhhz59K7uCOXUDJNC1Ngw9jMuwe9l1D1Du7ZNroy:aqj5Fh31COXUDRCrMuFpD1Ny
BE8FD16ED7593076B619FEF7A539DDFE

F792CC498B328A25E31A84C695C2D6E91ED37F27
4CC7439B2DDB504BFE6E2823507812D98C1A84E69027EAA204EBF3490EFABAFF
181423692FDD7281E0B275232724E028E15331958E94B4FFE1EB8BEED3A2281A3ABBA3ECC7194EBF4E54704F7F86077A5EBCA3C2DA7E33BD8403586D00548F2F
false

low

O\r..m........... ].[...._keyhttps://www.microsoft.com/onerfstatics/marketingsites-neu-prod/MICROSOFT-365/_scrf/js/themes=default/c9-7b8600/2f-63ce8f/45-f9a0d4/aa-
dc1460/2d-7a9063/dc-7e9864/4f-5115f8/7d-26610/4a-abd94b/6d-c07eal/9d-b58f60/f6-aa5278/cd-23d3b0/6d-1e7ed0/b7-cadaa’/c4-898cf2/ca-40b7b0/4e-ee3a55/3e-
f5c39b/c3-6454d7/f9-7592d3/92-10345d/f8-73a5f2/79-499886/7e-cda2d3/69-13871c/b7-0ad59f/91-97a04f/1f-100dea/33-abe4df/17-f90ef1/e3-082b89?ver=2.0&_cf
=20210415 .https://microsoft.com/WQy." /............. 9....0.".$.D_S..Z.&).....7~"D0..A..E0.......ccc0e... A EO0..cciin.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\f3c1b95baf5f4944 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

272

5.886484580786029

false

6:mxtVYcBD+IwPnj5DpDjlY lialNGeCH41ZK6t:wtND+IlwPn9DpDZYialUxS
27714E1AF38FED0119B7188FF70412B5
6B910E5DABBBI6ECBAEB5521456499E986822482
1DDDE7C6DB6328CC6662B47F2D31054DC5C5B3295A55F449C191D5CBF8DF6706

3FE4F1214BEB86889F4462FFBF7CF7AAQ99E1B06178E7E945BFCFF2D56ED391FEF3191CCABACDAOBGABFIF45A453A4CF19EG3AEALIABE74F6C144A48814C572C
D4

false

low

OVr..M.e (...._keyhttps://account.microsoft.com/bundles/scripts/ReactCoreBundleName?v=eErLwX6Z3CpL_xRpHL3Lj_K1Eqgnjh6alwGLWZJ8vkYM1 .https://microsoft.
COM/>.2." [ q.JXt..z.."..gc....... H4.R..A.Eo....{&P......... ALEO....ccii

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Cookies

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

SQLite 3.x database, last written using SQLite version 3032001

dropped

24576

1.9470858109058067

false

96:dNwONwyccaDPQPMMGXIaAiPb0gGVOiwjSTrsX2c/xjygwwNOaPo8AiY CBGRuy2m9:duluy7KXXQgewjkA5dUH
612F0F27CD8C78BAAF04B94CB400EE9B

056C716D08F52F428A330C12BFBOBEFBC5DDF470
54559E252B49EF7A597506B8F6FDIEB15FD309829F81B4EC58EFD5464F22A16D
6395D5865564C83C47BIC674D85FAFDDA741C946AFD0121BF553BA5D4F66F748DI9CESF1B54ACC58CEC79339A63CC2EF2D0A44180F4B02E4E9484785E6E2F63!
false

low

SQLite format 3.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Cookies-journal

Process:
File Type:
Category:
Size (bytes):

C:\Program Files\Google\Chrome\Application\chrome.exe
data

dropped

25672
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Cookies-journal
Entropy (8bit):  0.8353069817004078

Encrypted: false

SSDEEP: 48:YjplvZXC/aRg5LLOpEO5J/Kn7UgaqekLLOpEO5J/Kn7U68:Yl/aRcNwhMNw9

MDS5: EOF35473E9D16DD6DDFEC2273948B531

SHA1L: 19EA8259E936104CAC34E96E942FB637565F3AEG

SHA-256: 2A02DDEC53D5E207EC9054584AC7E795FD2B6BDA3483B4493DD176AFFE8720F7

SHA-512: 355C38D3F91838CB799638A794A74B40F2BFF6342BB43771ACCDODA96316DBBDF1FE9C8DCA02417EF3AE7D2F428FA802C07F6673F6E5895A20E7ABC5BCBAF6
C

Malicious: false

Reputation: low

Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Current Session

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
Size (bytes): 19810
Entropy (8bit): 3.3718440016850164
Encrypted: false
SSDEEP: 192:3W5In8MV5+953mnmTWBHdKIw6QwlUouoJfrAdOnuVf:G5Ind515WQkHdztHCVJIEdZh
MDS5: 2895FE9C77113850F8F59DB018143276
SHA1L: 8DAAD6239B617C63CF991A166122DD604DDF1C19
SHA-256: E2EA5AF4FCF773A82D4628F9F9C27A365E27CESFBOBFAA75EC9A2E2D67F17FCE
SHA-512: D686BCB2FD12CA40ECE32550D8D9C993AE4FBDF260C5FC76054604619ADC05800383F4595F013C6B13B9093E75B64512264FCED531661B3599782FCAC60D067
Malicious: false
Reputation: low
Preview:
SNSS. it e Loy $...084d34b6_0650_4047_8ff4_3f4a6e85c38d...................... L7t

............................. 5..0.......&..{68ADBCFB-ED3C-4AA1-B80C-ADD502B6FA85}. https://cccounty-my.sharepoint.com/:b:/g/personal
/dcdresources_ dcd cccounty_us/EXTvlrLIngIolAASmxkaBoGFxf4|cM7|fDVIEJJ]LDQ’>e—4 UEiJCn&at=9.......S.h.ar.i.n.g. .Li.nk. V.alid.a.tio.n. .
............... ho.Co Ep.n...Fp.n..8. P ..https..//c.c.coounty.-my..s.hare.p.o.in.t. coml b Ig/per
.s.o.n.alld.cdres.our.ces._d.cd _.c.c.c.o.u.n.t.y._.u.s./.E.X.T.v.l.r.L.I.F.g.p.I.o.l.A.A.3.n.|.><.k.b.|.B.o.6.F.><.f.4.|.c.M.7.|.f.D.V.I.E.J.J.J.L.D.Q.?.e.—.4

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Current Tabs

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
Size (bytes): 8
Entropy (8bit): 1.8112781244591325
Encrypted: false
SSDEEP: 3:3Dtn:3h
MDS5: 0686D6159557E1162D04C44240103333
SHA1L: 053E9DB58E20A67D1E158E407094359BF61D0639
SHA-256: 3303D5EED881951B0BB52CF1C6BFA758770034D0120C197F9F7A3520B92A86FB
SHA-512: 884C0D3594390E2FCOAEAB05460F0783815170C4B57DB749B8ADICD10741A5604B7A0F979465C4171ADIC14ED56359A4508B4DES8E794550599AAA261120976C
Malicious: false
Reputation: low
Preview:
SNSS....

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules\000003.log

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 164

Entropy (8bit): 4.391736045892206

Encrypted: false

SSDEEP: 3:FQxIXayz/t2HmwgOEOZL7A04uhFKEURLKYC5Ei5+Gg:qT5z/t2qoEwhXeLKB

MDS5: 0A906A9A542CDFO8FF50DAAF1D1ES96E

SHA1L: B97D6274196F40874A368C265799F5FA78C52893

SHA-256: EB9CABBF5FDA1AD535300B0110EAA4068A083248BA928A631C9278545935426D

SHA-512: 8795E905B711ADE6B1C4B402D50AF491B64D157AA738669482DDBFC30E857DF970BFFB774A925F3F4A0802BD27AFAF939CE140894FF09B67FBICOBB83ED4491
A

Malicious: false
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extension Rules\000003.log

Reputation:

Preview:

low

£5.. i.wd.

....Sgdaefkejpgkiemlaofpalmlakkmbijdnl.declarative_rules.declarativeContent.onPageChanged.[]..F..

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extension Rules\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

323

5.195907522104581

false
6:mMNfNQV+q2PN723iKKdK8aPrqlFUtpKIN9ZmwPKfNS5LVkwON723iKKdK8amLJ:aFQgvVa5KKL3FUtpKFI/PKFM50a5KkQJ
07D8DFF4D640A2718CF49F9C2F8661D2

9619D59E05D3EF02E957738AC1C6094A417632A2
090A3B79FF482BA04D4F6A07A6B5B4CA647F2F5ADBAEB35SEE7D728967AA9822F
52E54726E4C9B6FC1B99827214B0OD39E8B440D62FF5309FC3E97BF47612C45A378F2CED40516C776EA902610ECF3303F09545A936F5EA39B3D4B97845315DF84
false

low

2021/05/04-20:02:56.475 fd8 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules/MANIFEST-000001.2021/05/04-20
:02:56.476 fd8 Recovering log #3.2021/05/04-20:02:56.477 fd8 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules/000003.
log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extension State\000003.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

570

1.8784775129881184

false
6:qTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCT:qWWWWWWWWWWWWWWWWWWWWWWWWWWWWW
D4BAOAEOBBOBIFAFF3DA6F35FDBC3C8A

FB3E9DEC7F35A9B1D94E54A5659DDODE484055E7

99DEF1B557F19F04C1AFFC6F247D0451F33FC10EC42E73792223C3215AC98BE6

86FD07C34B9ABD4C52BA19EAE291936F92BC6D38A75C021EDC1DEDBC15617669876180CD99F959C62476D82EC6BBIFSFE4C6CB4D82CB037EFB76D99A4D3D¢
51

false

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extension State\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

326

5.128450376097877

false
6:mNfoQL+q2PN723iKKdK8NIFUtpKfOpGKWZmwPKfM8QLVkwON723iKKdK8+eLJ:agQ+vVa5KkpFUtpKMpGKW/PK08QV50aa
192E78C5F715E16DEF9CBBOBE6G3F1A6D

2F678C7CC35CE048DC868303FBB67ED2F36B82D4
34250CF750B3C90DD727541F66169A4D96746647017B2B418DBAC3CDSAEEE716
DE235F3763AC369E5D6174DAB144E6996C5D91AC20EA69A3CDC254A41B260936653ED72029F613D1E8E68D915C430F611FCC7C6F017E92B9D151D3D6D062C0!
false

low

2021/05/04-20:02:58.711 15ec Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State/MANIFEST-000001.2021/05/04-2
0:02:58.713 15ec Recovering log #3.2021/05/04-20:02:58.714 15ec Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension
State/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\_metadata\comput
ed_hashes.json

Process:
File Type:
Category:
Size (bytes):

C:\Program Files\Google\Chrome\Application\chrome.exe
ASCII text, with very long lines, with no line terminators
dropped

11217
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\_metadata\comput
ed_hashes.json

Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

6.069602775336632

false

192:GbylInITwGB7V9HNne4qgaskKxXItmLG48gcLg/Pkl:Gb+nldByaFx4toj8VEPT

90F880064A42B29CCFF51FE5425BF1A3

6A3CAE3996E9FFF653A1DDF731CED32B2BE2ACBF

965203D541E442C107DBC6D5B395168123D0397559774BEAE4E5BOABCA4EF268
DICBFCD865356F19A57954F8FD952CAF3D31B354112766C41892D1EF40BD2533682D4EC3F4DA0ES9A5397364F67A484B45091BA94E6CE69ED18AB681403DFD3F
false

low

{"file_hashes":[{"block_hashes":["A+1PYW3V6CJIbBuQ7aqrgYhyH3bT8PKyBXp3hN2sIpl0=","WSOpQRKYTHjPSIG9Zif2a7TNhy43NDcG1Zg5NvOUbHO=","iDctR8IMG5KZ
rQKm4kDjuB7FokSJfio/pmvFowRVIaY=","LPxhhJiuUOlprt0T6flpS7TkaDg7MocrbmzO65xH6RI=","nZ9zLb2By96 AKKXALRM+COEU11XUjPiMXEK]jiCPdtHE=","wifibc1QfMB
N2jrtutLgsCefvuceTpAatmLvul11RIA=","dHjWISIIdjj7MWqg3T8MG58RuuqRXk32vqi/13JqEgA=","zd3DV7dbvfNvx1hdhU01fW5ily52DLNOCFL/ADaEeTI=","DpjXcO85FF
FY9KJIFPKGNfFUtdQIOsGwO5jUckiUwY14=","gqid6l1+mk/6yWgUECROofI9IMipXgXh2jEN2+CxmPEO=","prDB91X2Mmfg/M/txVMITWBmMEGbOGjgBTP7CM]YqdHs=",
"yLPAQV4gqoyS/zFKEt3Cn2j0g2v9QOSthVFWn8EzCM=","EPQ3jzdrLkAHyvf3920B5Y3aAkO11Jdn/UtbnAmg6TO=","+00c6ca+ChKUpTu+0a2ZRXxRE+wG3QJmuYWE
VYCs40NI=","3mBGNAIRITANEQkqzU3TEi+5wJOubR5uwtS4/900M7w=","LA9NNawxuhu95H5eThvflrewJ4QQWhhPNxJXO1C/n68=","E3vWLQxzmj+e5QxYbUscllJ5
nOITpw5JIBHV1Kph3/KM=","i318ghdTFIc1ZXNBZmvsID+DV4gxBVN27rj9wsMtRpg=","R8B8qYabnMSILPhrtuOhGYrHn3lIsMHgBbi70gkljEE=","rhIzuEvwv2KRAF
Mms896xFWkNgPrw6WvmgPn6xrBSa2Y=","LAMXv6sRbOVZrY34aVXF3Fftxs

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extensions\pkedcjkdefgpdelpbcmbmeomcjbeemfm\8520.615.0.5_1\_metadatalc
omputed_hashes.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

23474

6.059847580419268

false
384:7dNc1NC6IcafusK4H1IGRINKIKIALQWdynQh2RX4K6M1tVztzr7XSNyzH:7dOscSRKc1nGRSKIhEw6M1tf7SNyb
6AE2135EA4583C2F06CDEBEA4AE7OFA4L

DCEB26C7F02D53B5F214305F4C75B4A33A79CDC2
03AA1944CB3C4F39E20B6361571BC45DFBEBD3FFDA3D8F148CC6ECB29958F903
B5945E67D9F73DD1982D687E5C6D9B5D6B3886C8050363A259755C76ACOF93651F3425FA7C21AA6A13977AC1C8C9322F998F131648CB8909096058D4F0D23312
false

low

{"file_hashes":[{"block_hashes":['DOZdV3jFvk12AM2INDYK03KZrIVRprmJ+sVGWkqqE4Q=","rVEIW3Hu3T52SzDDUqGT5YiJTBGUV2h3pNuBKFIhZ1U=","X/
3fg4KZxgQ1jBr5QGqOF5InflgE27UErd88mrxTexs=","VibLbpy0ig+5INMOU71fTYN76iaka2XVpmm1gAKYsX8=","EChCwChQHbHQ70DdGT2qNyiRJ0yck2YC2emNGq
4whtE="],"block_size":4096,"path":"_locales/iw/messages.json"},{"block_hashes":["xklkoZ7iSU1+7cd6 DAtEmUCS5IPFd+EgcbnzxkOiFwlk=","3KbsvoxKY/3AwqgF2aAdVQ
RpMhsNVRkQ3rx2A6Z2Z+Y=","09+tsohquaCMj+70zeinRG/hBhA2uLoDI/WoC1luokME=","xV/K8xucyWJELVT8Cqn+ugFjobBVYmg8pnmACF+2PP4Y=","p/mvIm2wucCl
32Rx3it654MIjKAsMe3S9IDEabc1A8ME=","j{8BmPrTh500sBTj2Fer78JE6xG6+kR64Cvu2SWa8d3j/k=","ngSRpGQ3USU2bZIsZ+AzBmFOyann8omwJrhEWFZDTXc=","
eTcQyJUuNuF9yCga/fXGyFCj/pysSceanhBzksdx23s=","Wj7fagnspelXKMvnduxHn1XUBG8TEOqyns7/oUihekM=","VtBwXoadI3EP336rAiL33Gz19KGqtN+RYdKn
MKAXoLw=","iDgLXQqXJp8nCZxgLuC9LXM45DGfufvGnXvmHsn18wc=","g+RfdDfrWTUKOPkcsbot7NJ4SCOwWVRV/dVVMuHALE|8=","20C4HcCuXu3VjFfewnKlznt9u
gqQNaebcuWpm/mwj69U=","aMUIpuFgPMiieSaWhlktCK62v2P30ZQAWupWsYzCnvk=","L

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Favicons

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

SQLite 3.x database, last written using SQLite version 3032001

dropped

77824

2.8039173442594634

false

384:j+5uBoHIurX5nBK+5XBd5HIurd5EBg+5G6BpAh5sBe5HIurSQ+5n5b+53vBt5SBY: 2viudFXVIuL4GcAzVVIuuF5uBjNgKf
879B4A555A458B808756512572144387

03C8F08300E1842138236E578DD6F2A798BFC37A
849DB884A8697654EE1F006F219C51DFF7D2901510434BAB670CEEABCCIOEE4AC
931C53027A3A9AC2960C19EDE91278BA366627FAE75E1AD75CE9678BAD42EF22390F3696EBFB8799EBIC627653B5F58F5DELAE78594A3ECI62484A1C5E96A75!
false

low

SQLite fOrmat 3......@ .ovveeeeeieiieee e Coveed (o R Lo OSSP OSSP PR PPPON

....................................................................................................................................................................... s...;+...indexfavicon_bitmaps_icon_idfavico

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Favicons-journal

Process:
File Type:
Category:
Size (bytes):

C:\Program Files\Google\Chrome\Application\chrome.exe
data

dropped

77160
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Favicons-journal

Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

2.1546149709374327

false

384:pmBBBgHIurc50+5G5W+55BuBS5HIurM+h5S+565B06BqZ55+5r5Q+5i:BlusbCDjVIulzPdT7UVFi

95CE8EE44A1ACBDCDE49C1E1D7DB4F2A

E42A5D30BE326BD70E772CC5B13CA252CA50B4E6

29ED9433177993BD5370C5749516D6F761A3F061B1AD6AFSEBDO6A7AASC09DB6
B2D4FBB6E23AE5FBDC055FBA539708DF2D4C9D1A5908E3B507C56BF0966636560B8458874F6D36FA97767294C99BDBBF45C07651E49238F4650B8D9300FCB70:

false

low

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\000003.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

19

1.8784775129881184

false

3:FQxIX:qT

0407B455F23E3655661BA46A574CFCA4
855CB7CC8EAC30458B4207614D046CBO9EE3A591
AB5C71347D95F319781DF230012713C7819AC0D69373E8C9A7302CAE3F9A04B7
3020F7C87DC5201589FA43E03B1591EDSBEB64523B37EB3736557F3AB7D654980FB42284115A69D91DE44204CEFAB751B60466COEF677608467DE43D41BFB939
false

low

F5

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

375

5.13290962486426

false
6:mNf4jVq2PN723iKKdK25+Xgx8chl+IFUtpKf45ZmwPKfATkwON723iKKdK25+Xqp:awjVvVa5KkTXfchI3FUtpKw5/PKwT50p
D8F9EDCC9CE77CAAB9B9I38A0D610F11D

274831D957C5EC501B337124BAF75E683D909425
B011359D1DD5C15BC99E51D01FCCC695B1BF877F7DDE467A959297DCA7DCC384

AE944FBE681C74817D7DF2056ED41EAES5289E82AA8DA17DCFB97199F70F8DE68535EBAAADDSA49EC1142446EECAF67A8BES2C20E1F6101BEEA8SE1656B967
DA9

false

low

2021/05/04-20:03:06.633 e04 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB/MAN
IFEST-000001.2021/05/04-20:03:06.636 €04 Recovering log #3.2021/05/04-20:03:06.636 e04 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User
Data\Default\Feature Engagement Tracker\AvailabilityDB/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\EventDB\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

361

5.093615869546588

false
6:mNfAG+R0Oq2PN723iKKdK25+XuolFUtpKf4CZmwPKf4OAhkwON723iKKdK25+Xuxo:aw5MvVa5KkTXYFUtpKwC/PKwvh50a5Ky
48B35AAF3B109C417C111D439B149267

866759866CB2EB767DCE3673AE98EGE484DF04EF
00E18533955DA3A8FCF4A0A22256B49905770EB6D1044EAAG3BI8CA4ATAEGED28

AB287B969DB543B213367601E2A6C3B80BDED3A1BFCABAEBEF9D2277396CA7C97B5BF6B89B360D25C4025B07A74BB2803F7160E33612614072B29ECE11DBBD
FD

false

low
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\EventDB\LOG

Preview:

2021/05/04-20:03:06.458 e04 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\EventDB/MANIFEST-0
00001.2021/05/04-20:03:06.460 e04 Recovering log #3.2021/05/04-20:03:06.461 e04 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\De
fault\Feature Engagement Tracker\EventDB/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\GCM Store\Encryption\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

333

5.117661774624564

false
6:mNf4ng2PN723iKKdKWT5g1ldglFUtpKf4lZmwPKf43hkwON723iKKdKWT5g113Ud:awnvVa5Kkg5gSRFUtpKwl/PKwx50a5Kg
C402B6E7342DB1FC04DD7B58A79E9895

FE7A3C2D23A5779D1FF1856A37F3661812E52C62
AB821DBB08CB1BBC9537D203C2DB4F2D7A4339AA4BF65F769215A3B8299F5E9E6
241564D6213A51050AED22A526A8890123CDCEFF445ADACB852382FD949368AE9E694824E12F98E662946886445CCIFDBB0C919877384C53D819ACCT7A5F87271
false

low

2021/05/04-20:03:06.437 e04 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\GCM Store\Encryption/MANIFEST-000001.2021/05/
04-20:03:06.441 e04 Recovering log #3.2021/05/04-20:03:06.443 e04 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Defaul\GCM Stor
e\Encryption/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\History

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

SQLite 3.x database, last written using SQLite version 3032001

dropped

184320

1.179997045062816

false
384:PE5IW5/E5IXYSNQESIBalNSbUQESIWgIwsVWFQESINbII5UVFQESIEFIC55:Pon/ozNQo/bUQobvwFQoQUVFQoQ5
D205C84F93393E1E2422FD69170E312F

092E35678CC2A875BEOA3B4C560B4F289AFEDSGE
752D340E02DC1CBACF2060839F5BACF65D95918B49A5AA9FE021DAF78500375D
199AC98BE59265B0B5629BD2BA6FA187D2DE03246D396628C11A7990EE33E49B29FB1C1F7AA875FABE3976A7F408B21C17929D52471CA898EF4546E9F32E6064
false

low

SQLite format 3.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\History Provider Cache

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

1226

5.630215862601457

false
24:U6gcfHNMoSVRG7+S12mZhV+7Gbspnt7sfY78BJgskfadyBDOxo7nQBrxzkr6Jkkq:VsoARi+SEV8uU8JFzakFjHHA
A79E1D7F7219BD588D24FCA45FFE37BF

8AEEC69B149CD285F727B18F24BDDE1C95004F7C
121ADC18BE3E67E5919A77A0BE63E518779850ABE91D4333D5176E34574C5161

C4D7E45249008FE14DD7FD9C74221D3E4ACF9A4F483377AAFBSDE30372C52AAE1917BFD26EEF7CB42D9CE12534D7B6B1795213699D2977349333F9C539C4BD:
C

false

low

............. "....4.9.at..b..cccounty..com..dcd..dcdresources..e..extvlrlifgpiolaa3nixkbibo6fxfdicm7ifdvlejjjldg..g..https..link..my..personal..sharepoint..sharing..ueijcn..us.
.validation*........4......9......at......b......cccounty......com......dcd......dcdresources......e...2..extv1rlifgpiolaa3nixkbibo6fxf4icm7ifdvlejjldg......qg......https......link......my......person
al......sharepoint g.. i

k..

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\History-journal

Process:

File Type:

C:\Program Files\Google\Chrome\Application\chrome.exe

data
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\History-journal

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

dropped

187824

0.9061169419351598

false

384:ab5aE5105ZE51Je5gQES5IKalp50UQESIpgl85jvFQESIabld:eaoBZoRgQoO0UQoSjvFQol

D7371460AAD8CEE2F64D9FEF319894CC

E99CFCEA1FDC8COF9B5B82CA081C50B807B94EBB

5CA080A6009926759CIFEE3FE87EEDA98640FABACE12702A156D619154BC8613
9AFD627E667BBA0774929F7765228A75D51F5C3009F861AD0E320477577309635A80D53910B3D1D46B7F1359304CF2933A921DA5A8E232F46FFAED63C12E946F

false

low

Static File Info

No static file info

Network Behavior

Snort IDS Alerts

Source Dest
Timestamp Protocol SID Message Port Port Source IP Dest IP
05/04/21- ICMP 384 ICMP PING 192.168.2.6 2.23.155.241
20:02:56.137150
05/04/21- ICMP 449 ICMP Time-To-Live Exceeded in Transit 84.17.52.126  192.168.2.6
20:02:56.174758
05/04/21- ICMP 384 ICMP PING 192.168.2.6 2.23.155.241
20:02:56.175179
05/04/21- ICMP 449 ICMP Time-To-Live Exceeded in Transit 149.11.89.129 192.168.2.6
20:02:56.216492
05/04/21- ICMP 384 ICMP PING 192.168.2.6 2.23.155.241
20:02:56.216934
05/04/21- ICMP 449 ICMP Time-To-Live Exceeded in Transit 130.117.49.165 192.168.2.6
20:02:56.252498
05/04/21- ICMP 384 ICMP PING 192.168.2.6 2.23.155.241
20:02:56.252904
05/04/21- ICMP 449 ICMP Time-To-Live Exceeded in Transit 130.117.0.18  192.168.2.6
20:02:56.293754
05/04/21- ICMP 384 ICMP PING 192.168.2.6 2.23.155.241
20:02:56.316852
05/04/21- ICMP 449 ICMP Time-To-Live Exceeded in Transit 154.54.36.53  192.168.2.6
20:02:56.364815
05/04/21- ICMP 384 ICMP PING 192.168.2.6 2.23.155.241
20:02:56.370986
05/04/21- ICMP 449 ICMP Time-To-Live Exceeded in Transit 130.117.15.66 192.168.2.6
20:02:56.418529
05/04/21- ICMP 384 ICMP PING 192.168.2.6 2.23.155.241
20:02:56.418967
05/04/21- ICMP 449 ICMP Time-To-Live Exceeded in Transit 195.22.208.79 192.168.2.6
20:02:56.494616
05/04/21- ICMP 384 ICMP PING 192.168.2.6 2.23.155.241
20:02:56.500361
05/04/21- ICMP 449 ICMP Time-To-Live Exceeded in Transit 93.186.128.39 192.168.2.6
20:02:56.556497
05/04/21- ICMP 384 ICMP PING 192.168.2.6 2.23.155.241
20:02:56.558191
05/04/21- ICMP 408 ICMP Echo Reply 2.23.155.241  192.168.2.6

20:02:56.613923

Network Port Distribution

Copyright Joe Security LLC 2021 Page 43 of 52



Total Packets: 116

® 53 (DNS)
® 443 (HTTPS)

TCP Packets

Timestamp Source Port Dest Port Source IP Dest IP

May 4, 2021 20:02:48.919339895 CEST 443 49704 92.122.145.220 192.168.2.6
May 4, 2021 20:02:48.919359922 CEST 443 49704 92.122.145.220 192.168.2.6
May 4, 2021 20:02:48.919377089 CEST 443 49704 92.122.145.220 192.168.2.6
May 4, 2021 20:02:48.919467926 CEST 49704 443 192.168.2.6 92.122.145.220
May 4, 2021 20:02:48.919521093 CEST 49704 443 192.168.2.6 92.122.145.220
May 4, 2021 20:02:48.938494921 CEST 49704 443 192.168.2.6 92.122.145.220
May 4, 2021 20:02:48.938657999 CEST 49704 443 192.168.2.6 92.122.145.220
May 4, 2021 20:02:48.958956957 CEST 443 49703 92.122.145.220 192.168.2.6
May 4, 2021 20:02:48.959193945 CEST 443 49703 92.122.145.220 192.168.2.6
May 4, 2021 20:02:48.959305048 CEST 49703 443 192.168.2.6 92.122.145.220
May 4, 2021 20:02:48.965415955 CEST 443 49703 92.122.145.220 192.168.2.6
May 4, 2021 20:02:48.966583967 CEST 443 49701 92.122.145.220 192.168.2.6
May 4, 2021 20:02:48.966599941 CEST 443 49701 92.122.145.220 192.168.2.6
May 4, 2021 20:02:48.966928959 CEST 443 49700 92.122.145.220 192.168.2.6
May 4, 2021 20:02:48.967076063 CEST 443 49700 92.122.145.220 192.168.2.6
May 4, 2021 20:02:48.967298031 CEST 443 49705 92.122.145.220 192.168.2.6
May 4, 2021 20:02:48.969540119 CEST 443 49703 92.122.145.220 192.168.2.6
May 4, 2021 20:02:48.969563961 CEST 443 49703 92.122.145.220 192.168.2.6
May 4, 2021 20:02:48.969579935 CEST 443 49703 92.122.145.220 192.168.2.6
May 4, 2021 20:02:48.969593048 CEST 443 49703 92.122.145.220 192.168.2.6
May 4, 2021 20:02:48.969609022 CEST 443 49703 92.122.145.220 192.168.2.6
May 4, 2021 20:02:48.969621897 CEST 443 49703 92.122.145.220 192.168.2.6
May 4, 2021 20:02:48.969639063 CEST 443 49705 92.122.145.220 192.168.2.6
May 4, 2021 20:02:48.969655037 CEST 443 49705 92.122.145.220 192.168.2.6
May 4, 2021 20:02:48.969656944 CEST 49703 443 192.168.2.6 92.122.145.220
May 4, 2021 20:02:48.969671011 CEST 443 49705 92.122.145.220 192.168.2.6
May 4, 2021 20:02:48.969736099 CEST 49703 443 192.168.2.6 92.122.145.220
May 4, 2021 20:02:48.969810009 CEST 49705 443 192.168.2.6 92.122.145.220
May 4, 2021 20:02:48.969825983 CEST 49705 443 192.168.2.6 92.122.145.220
May 4, 2021 20:02:48.970172882 CEST 443 49701 92.122.145.220 192.168.2.6
May 4, 2021 20:02:48.970251083 CEST 49701 443 192.168.2.6 92.122.145.220
May 4, 2021 20:02:48.970722914 CEST 443 49700 92.122.145.220 192.168.2.6
May 4, 2021 20:02:48.970803976 CEST 443 49701 92.122.145.220 192.168.2.6
May 4, 2021 20:02:48.970815897 CEST 49700 443 192.168.2.6 92.122.145.220
May 4, 2021 20:02:48.970828056 CEST 443 49701 92.122.145.220 192.168.2.6
May 4, 2021 20:02:48.970848083 CEST 443 49701 92.122.145.220 192.168.2.6
May 4, 2021 20:02:48.970860958 CEST 443 49701 92.122.145.220 192.168.2.6
May 4, 2021 20:02:48.970864058 CEST 49701 443 192.168.2.6 92.122.145.220
May 4, 2021 20:02:48.970892906 CEST 49701 443 192.168.2.6 92.122.145.220
May 4, 2021 20:02:48.970940113 CEST 49701 443 192.168.2.6 92.122.145.220
May 4, 2021 20:02:48.971304893 CEST 443 49700 92.122.145.220 192.168.2.6
May 4, 2021 20:02:48.971321106 CEST 443 49700 92.122.145.220 192.168.2.6
May 4, 2021 20:02:48.971337080 CEST 443 49700 92.122.145.220 192.168.2.6
May 4, 2021 20:02:48.971352100 CEST 443 49700 92.122.145.220 192.168.2.6
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Timestamp

May 4, 2021 20:02:48.971416950 CEST
May 4, 2021 20:02:48.978991032 CEST
May 4, 2021 20:02:48.979015112 CEST
May 4, 2021 20:02:48.982512951 CEST
May 4, 2021 20:02:48.982646942 CEST
May 4, 2021 20:02:48.984303951 CEST
May 4, 2021 20:02:48.984334946 CEST
May 4, 2021 20:02:48.984352112 CEST
May 4, 2021 20:02:48.984368086 CEST
May 4, 2021 20:02:48.984384060 CEST
May 4, 2021 20:02:48.984392881 CEST
May 4, 2021 20:02:48.984420061 CEST
May 4, 2021 20:02:48.984450102 CEST
May 4, 2021 20:02:48.992953062 CEST
May 4, 2021 20:02:48.993160009 CEST
May 4, 2021 20:02:49.000935078 CEST
May 4, 2021 20:02:49.000960112 CEST
May 4, 2021 20:02:49.002077103 CEST
May 4, 2021 20:02:49.002175093 CEST
May 4, 2021 20:02:49.003854990 CEST
May 4, 2021 20:02:49.003875971 CEST
May 4, 2021 20:02:49.003895998 CEST
May 4, 2021 20:02:49.003912926 CEST
May 4, 2021 20:02:49.003957987 CEST
May 4, 2021 20:02:49.004007101 CEST
May 4, 2021 20:02:49.050273895 CEST
May 4, 2021 20:02:49.050293922 CEST
May 4, 2021 20:02:49.050668001 CEST
May 4, 2021 20:02:49.050792933 CEST
May 4, 2021 20:02:49.051311970 CEST
May 4, 2021 20:02:49.051328897 CEST
May 4, 2021 20:02:49.051350117 CEST
May 4, 2021 20:02:49.051367998 CEST
May 4, 2021 20:02:49.051384926 CEST
May 4, 2021 20:02:49.051394939 CEST
May 4, 2021 20:02:49.051399946 CEST
May 4, 2021 20:02:49.051415920 CEST
May 4, 2021 20:02:49.051423073 CEST
May 4, 2021 20:02:49.051430941 CEST
May 4, 2021 20:02:49.051446915 CEST
May 4, 2021 20:02:49.051461935 CEST
May 4, 2021 20:02:49.051481009 CEST
May 4, 2021 20:02:49.051497936 CEST
May 4, 2021 20:02:49.051506042 CEST
May 4, 2021 20:02:49.051541090 CEST
May 4, 2021 20:02:49.053922892 CEST
May 4, 2021 20:02:49.053944111 CEST
May 4, 2021 20:02:49.054020882 CEST
May 4, 2021 20:02:49.056503057 CEST
May 4, 2021 20:02:49.056616068 CEST
May 4, 2021 20:02:49.108546019 CEST
May 4, 2021 20:02:49.108575106 CEST
May 4, 2021 20:02:49.108695984 CEST
May 4, 2021 20:02:49.109765053 CEST
May 4, 2021 20:02:49.109793901 CEST
May 4, 2021 20:02:49.109843016 CEST

UDP Packets

Timestamp

May 4, 2021 20:02:49.583338022 CEST
May 4, 2021 20:02:49.634273052 CEST
May 4, 2021 20:02:50.746421099 CEST
May 4, 2021 20:02:50.798819065 CEST

Copyright Joe Security LLC 2021

Source Port Dest Port

49700 443
443 49702
443 49702
443 49702
49702 443
443 49702
443 49702
443 49702
443 49702
443 49702
443 49702
49702 443
49702 443
49705 443
49705 443
443 49704
443 49704
443 49704
49704 443
443 49704
443 49704
443 49704
443 49704
49704 443
49704 443
443 49705
443 49705
443 49705
49705 443
443 49705
443 49705
443 49705
443 49705
443 49705
49705 443
443 49705
443 49705
49705 443
443 49705
443 49705
443 49705
443 49705
443 49705
49705 443
49705 443
443 49705
443 49705
49705 443
443 49705
49705 443
443 49705
443 49705
49705 443
443 49705
443 49705
49705 443
Source Port Dest Port
63791 53

53 63791
64267 53

53 64267

Source IP
192.168.2.6
92.122.145.220
92.122.145.220
92.122.145.220
192.168.2.6
92.122.145.220
92.122.145.220
92.122.145.220
92.122.145.220
92.122.145.220
92.122.145.220
192.168.2.6
192.168.2.6
192.168.2.6
192.168.2.6
92.122.145.220
92.122.145.220
92.122.145.220
192.168.2.6
92.122.145.220
92.122.145.220
92.122.145.220
92.122.145.220
192.168.2.6
192.168.2.6
92.122.145.220
92.122.145.220
92.122.145.220
192.168.2.6
92.122.145.220
92.122.145.220
92.122.145.220
92.122.145.220
92.122.145.220
192.168.2.6
92.122.145.220
92.122.145.220
192.168.2.6
92.122.145.220
92.122.145.220
92.122.145.220
92.122.145.220
92.122.145.220
192.168.2.6
192.168.2.6
92.122.145.220
92.122.145.220
192.168.2.6
92.122.145.220
192.168.2.6
92.122.145.220
92.122.145.220
192.168.2.6
92.122.145.220
92.122.145.220
192.168.2.6

Source IP
192.168.2.6
8.8.8.8
192.168.2.6
8.8.8.8

Dest IP
92.122.145.220
192.168.2.6
192.168.2.6
192.168.2.6
92.122.145.220
192.168.2.6
192.168.2.6
192.168.2.6
192.168.2.6
192.168.2.6
192.168.2.6
92.122.145.220
92.122.145.220
92.122.145.220
92.122.145.220
192.168.2.6
192.168.2.6
192.168.2.6
92.122.145.220
192.168.2.6
192.168.2.6
192.168.2.6
192.168.2.6
92.122.145.220
92.122.145.220
192.168.2.6
192.168.2.6
192.168.2.6
92.122.145.220
192.168.2.6
192.168.2.6
192.168.2.6
192.168.2.6
192.168.2.6
92.122.145.220
192.168.2.6
192.168.2.6
92.122.145.220
192.168.2.6
192.168.2.6
192.168.2.6
192.168.2.6
192.168.2.6
92.122.145.220
92.122.145.220
192.168.2.6
192.168.2.6
92.122.145.220
192.168.2.6
92.122.145.220
192.168.2.6
192.168.2.6
92.122.145.220
192.168.2.6
192.168.2.6
92.122.145.220

Dest IP
8.8.8.8
192.168.2.6
8.8.8.8
192.168.2.6
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May 4, 2021 20:02:51.814477921 CEST 49448 53 192.168.2.6 8.8.8.8
May 4, 2021 20:02:51.866753101 CEST 53 49448 8.8.8.8 192.168.2.6
May 4, 2021 20:02:53.001566887 CEST 60342 53 192.168.2.6 8.8.8.8
May 4, 2021 20:02:53.053154945 CEST 53 60342 8.8.8.8 192.168.2.6
May 4, 2021 20:02:54.111562967 CEST 61346 53 192.168.2.6 8.8.8.8
May 4, 2021 20:02:54.160547972 CEST 53 61346 8.8.8.8 192.168.2.6
May 4, 2021 20:02:55.235502958 CEST 51774 53 192.168.2.6 8.8.8.8
May 4, 2021 20:02:55.306512117 CEST 53 51774 8.8.8.8 192.168.2.6
May 4, 2021 20:02:56.064634085 CEST 56023 53 192.168.2.6 8.8.8.8
May 4, 2021 20:02:56.134612083 CEST 53 56023 8.8.8.8 192.168.2.6
May 4, 2021 20:02:56.145180941 CEST 58384 53 192.168.2.6 8.8.8.8
May 4, 2021 20:02:56.204505920 CEST 53 58384 8.8.8.8 192.168.2.6
May 4, 2021 20:02:59.652107954 CEST 58336 53 192.168.2.6 8.8.8.8
May 4, 2021 20:02:59.655756950 CEST 53781 53 192.168.2.6 8.8.8.8
May 4, 2021 20:02:59.663244009 CEST 54064 53 192.168.2.6 8.8.8.8
May 4, 2021 20:02:59.664624929 CEST 52811 53 192.168.2.6 8.8.8.8
May 4, 2021 20:02:59.713917017 CEST 53 53781 8.8.8.8 192.168.2.6
May 4, 2021 20:02:59.720228910 CEST 53 58336 8.8.8.8 192.168.2.6
May 4, 2021 20:02:59.721663952 CEST 53 54064 8.8.8.8 192.168.2.6
May 4, 2021 20:02:59.765408993 CEST 55299 53 192.168.2.6 8.8.8.8
May 4, 2021 20:02:59.810959101 CEST 53 52811 8.8.8.8 192.168.2.6
May 4, 2021 20:02:59.817028999 CEST 53 55299 8.8.8.8 192.168.2.6
May 4, 2021 20:03:00.208909988 CEST 63745 53 192.168.2.6 8.8.8.8
May 4, 2021 20:03:00.251331091 CEST 50055 53 192.168.2.6 8.8.8.8
May 4, 2021 20:03:00.268518925 CEST 53 63745 8.8.8.8 192.168.2.6
May 4, 2021 20:03:00.300107956 CEST 53 50055 8.8.8.8 192.168.2.6
May 4, 2021 20:03:00.667916059 CEST 50339 53 192.168.2.6 8.8.8.8
May 4, 2021 20:03:00.726543903 CEST 53 50339 8.8.8.8 192.168.2.6
May 4, 2021 20:03:00.757580996 CEST 63307 53 192.168.2.6 8.8.8.8
May 4, 2021 20:03:00.816574097 CEST 53 63307 8.8.8.8 192.168.2.6
May 4, 2021 20:03:00.995603085 CEST 49694 53 192.168.2.6 8.8.8.8
May 4, 2021 20:03:01.044450998 CEST 53 49694 8.8.8.8 192.168.2.6
May 4, 2021 20:03:01.130274057 CEST 54982 53 192.168.2.6 8.8.8.8
May 4, 2021 20:03:01.201055050 CEST 53 54982 8.8.8.8 192.168.2.6
May 4, 2021 20:03:01.438436985 CEST 50010 53 192.168.2.6 8.8.8.8
May 4, 2021 20:03:01.469332933 CEST 63718 53 192.168.2.6 8.8.8.8
May 4, 2021 20:03:01.508991003 CEST 53 50010 8.8.8.8 192.168.2.6
May 4, 2021 20:03:01.527928114 CEST 53 63718 8.8.8.8 192.168.2.6
May 4, 2021 20:03:02.037339926 CEST 62116 53 192.168.2.6 8.8.8.8
May 4, 2021 20:03:02.099997997 CEST 53 62116 8.8.8.8 192.168.2.6
May 4, 2021 20:03:02.469011068 CEST 63816 53 192.168.2.6 8.8.8.8
May 4, 2021 20:03:02.631108999 CEST 53 63816 8.8.8.8 192.168.2.6
May 4, 2021 20:03:02.788753033 CEST 55014 53 192.168.2.6 8.8.8.8
May 4, 2021 20:03:02.857063055 CEST 53 55014 8.8.8.8 192.168.2.6
May 4, 2021 20:03:03.352469921 CEST 62208 53 192.168.2.6 8.8.8.8
May 4, 2021 20:03:03.404120922 CEST 53 62208 8.8.8.8 192.168.2.6
May 4, 2021 20:03:04.458921909 CEST 60778 53 192.168.2.6 8.8.8.8
May 4, 2021 20:03:04.507546902 CEST 53 60778 8.8.8.8 192.168.2.6
May 4, 2021 20:03:05.829495907 CEST 53799 53 192.168.2.6 8.8.8.8
May 4, 2021 20:03:05.881247997 CEST 53 53799 8.8.8.8 192.168.2.6
May 4, 2021 20:03:06.802695036 CEST 54683 53 192.168.2.6 8.8.8.8
May 4, 2021 20:03:06.871387005 CEST 53 54683 8.8.8.8 192.168.2.6
May 4, 2021 20:03:07.737204075 CEST 64021 53 192.168.2.6 8.8.8.8
May 4, 2021 20:03:07.788892984 CEST 53 64021 8.8.8.8 192.168.2.6
May 4, 2021 20:03:08.536201954 CEST 58177 53 192.168.2.6 8.8.8.8
May 4, 2021 20:03:08.605067015 CEST 53 58177 8.8.8.8 192.168.2.6
May 4, 2021 20:03:09.025998116 CEST 50700 53 192.168.2.6 8.8.8.8
May 4, 2021 20:03:09.076111078 CEST 53 50700 8.8.8.8 192.168.2.6
May 4, 2021 20:03:09.288501024 CEST 54069 53 192.168.2.6 8.8.8.8
May 4, 2021 20:03:09.347413063 CEST 53 54069 8.8.8.8 192.168.2.6
May 4, 2021 20:03:09.627464056 CEST 57017 53 192.168.2.6 8.8.8.8
May 4, 2021 20:03:09.693564892 CEST 53 57017 8.8.8.8 192.168.2.6
May 4, 2021 20:03:14.860274076 CEST 56327 53 192.168.2.6 8.8.8.8
May 4, 2021 20:03:14.861187935 CEST 50243 53 192.168.2.6 8.8.8.8
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May 4, 2021 20:03:14.862432003 CEST 62055 53 192.168.2.6 8.8.8.8
May 4, 2021 20:03:14.863848925 CEST 61249 53 192.168.2.6 8.8.8.8
May 4, 2021 20:03:14.865197897 CEST 65252 53 192.168.2.6 8.8.8.8
May 4, 2021 20:03:14.910831928 CEST 53 56327 8.8.8.8 192.168.2.6
May 4, 2021 20:03:14.912882090 CEST 53 62055 8.8.8.8 192.168.2.6
May 4, 2021 20:03:14.919836044 CEST 53 50243 8.8.8.8 192.168.2.6
May 4, 2021 20:03:14.923870087 CEST 53 61249 8.8.8.8 192.168.2.6
May 4, 2021 20:03:14.939608097 CEST 53 65252 8.8.8.8 192.168.2.6
May 4, 2021 20:03:15.300326109 CEST 64367 53 192.168.2.6 8.8.8.8
May 4, 2021 20:03:15.366780996 CEST 53 64367 8.8.8.8 192.168.2.6
May 4, 2021 20:03:16.202893972 CEST 55066 53 192.168.2.6 8.8.8.8
May 4, 2021 20:03:16.262042999 CEST 53 55066 8.8.8.8 192.168.2.6
May 4, 2021 20:03:20.977729082 CEST 60211 53 192.168.2.6 8.8.8.8
May 4, 2021 20:03:21.038877964 CEST 53 60211 8.8.8.8 192.168.2.6
May 4, 2021 20:03:21.103858948 CEST 56570 53 192.168.2.6 8.8.8.8
May 4, 2021 20:03:21.109110117 CEST 58454 53 192.168.2.6 8.8.8.8
May 4, 2021 20:03:21.161075115 CEST 53 56570 8.8.8.8 192.168.2.6
May 4, 2021 20:03:21.171525955 CEST 53 58454 8.8.8.8 192.168.2.6
May 4, 2021 20:03:23.208921909 CEST 55180 53 192.168.2.6 8.8.8.8
May 4, 2021 20:03:23.259160042 CEST 53 55180 8.8.8.8 192.168.2.6
May 4, 2021 20:03:24.033420086 CEST 58721 53 192.168.2.6 8.8.8.8
May 4, 2021 20:03:24.086574078 CEST 53 58721 8.8.8.8 192.168.2.6
May 4, 2021 20:03:24.243124962 CEST 57691 53 192.168.2.6 8.8.8.8
May 4, 2021 20:03:24.291848898 CEST 53 57691 8.8.8.8 192.168.2.6
May 4, 2021 20:03:31.473640919 CEST 52943 53 192.168.2.6 8.8.8.8
May 4, 2021 20:03:31.532509089 CEST 53 52943 8.8.8.8 192.168.2.6
May 4, 2021 20:03:32.239439011 CEST 59489 53 192.168.2.6 8.8.8.8
May 4, 2021 20:03:32.316143990 CEST 53 59489 8.8.8.8 192.168.2.6
May 4, 2021 20:03:34.063108921 CEST 64022 53 192.168.2.6 8.8.8.8
May 4, 2021 20:03:34.063272953 CEST 60023 53 192.168.2.6 8.8.8.8
May 4, 2021 20:03:34.121409893 CEST 53 64022 8.8.8.8 192.168.2.6
May 4, 2021 20:03:34.130341053 CEST 53 60023 8.8.8.8 192.168.2.6
May 4, 2021 20:03:34.491027117 CEST 57193 53 192.168.2.6 8.8.8.8
May 4, 2021 20:03:34.492566109 CEST 50248 53 192.168.2.6 8.8.8.8
May 4, 2021 20:03:34.494478941 CEST 64413 53 192.168.2.6 8.8.8.8
May 4, 2021 20:03:34.551023006 CEST 53 50248 8.8.8.8 192.168.2.6
May 4, 2021 20:03:34.552979946 CEST 53 64413 8.8.8.8 192.168.2.6
May 4, 2021 20:03:34.556371927 CEST 53 57193 8.8.8.8 192.168.2.6
May 4, 2021 20:03:35.862487078 CEST 60429 53 192.168.2.6 8.8.8.8
May 4, 2021 20:03:35.937380075 CEST 53 60429 8.8.8.8 192.168.2.6
May 4, 2021 20:03:36.173885107 CEST 60345 53 192.168.2.6 8.8.8.8
May 4, 2021 20:03:36.257240057 CEST 53 60345 8.8.8.8 192.168.2.6
May 4, 2021 20:03:36.730681896 CEST 58730 53 192.168.2.6 8.8.8.8
May 4, 2021 20:03:36.786159992 CEST 53 58730 8.8.8.8 192.168.2.6
May 4, 2021 20:03:36.876821041 CEST 53830 53 192.168.2.6 8.8.8.8
May 4, 2021 20:03:36.938608885 CEST 53 53830 8.8.8.8 192.168.2.6
May 4, 2021 20:03:38.856280088 CEST 57226 53 192.168.2.6 8.8.8.8
May 4, 2021 20:03:38.915055990 CEST 53 57226 8.8.8.8 192.168.2.6
May 4, 2021 20:03:39.303021908 CEST 57880 53 192.168.2.6 8.8.8.8
May 4, 2021 20:03:39.356266975 CEST 53 57880 8.8.8.8 192.168.2.6
May 4, 2021 20:03:43.557676077 CEST 53187 53 192.168.2.6 8.8.8.8
May 4, 2021 20:03:43.606348038 CEST 53 53187 8.8.8.8 192.168.2.6
May 4, 2021 20:03:51.749794006 CEST 55145 53 192.168.2.6 8.8.8.8
May 4, 2021 20:03:51.814863920 CEST 53 55145 8.8.8.8 192.168.2.6
May 4, 2021 20:03:52.254004002 CEST 64091 53 192.168.2.6 8.8.8.8
May 4, 2021 20:03:52.306564093 CEST 53 64091 8.8.8.8 192.168.2.6
May 4, 2021 20:03:52.630706072 CEST 55728 53 192.168.2.6 8.8.8.8
May 4, 2021 20:03:52.692579031 CEST 53 55728 8.8.8.8 192.168.2.6
May 4, 2021 20:03:57.469338894 CEST 55694 53 192.168.2.6 8.8.8.8
May 4, 2021 20:03:57.539324999 CEST 53 55694 8.8.8.8 192.168.2.6
May 4, 2021 20:03:58.445869923 CEST 53926 53 192.168.2.6 8.8.8.8
May 4, 2021 20:03:58.503613949 CEST 53 53926 8.8.8.8 192.168.2.6
May 4, 2021 20:04:02.073493958 CEST 65531 53 192.168.2.6 8.8.8.8
May 4, 2021 20:04:02.073920012 CEST 65437 53 192.168.2.6 8.8.8.8
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May 4, 2021 20:04:02.124380112 CEST 53 65531 8.8.8.8 192.168.2.6
May 4, 2021 20:04:02.134186029 CEST 53 65437 8.8.8.8 192.168.2.6
May 4, 2021 20:04:02.596076012 CEST 54590 53 192.168.2.6 8.8.8.8
May 4, 2021 20:04:02.653271914 CEST 53 54590 8.8.8.8 192.168.2.6
May 4, 2021 20:04:02.688235044 CEST 51318 53 192.168.2.6 8.8.8.8
May 4, 2021 20:04:02.747317076 CEST 53 51318 8.8.8.8 192.168.2.6
May 4, 2021 20:04:10.185265064 CEST 60888 53 192.168.2.6 8.8.8.8
May 4, 2021 20:04:10.249368906 CEST 53 60888 8.8.8.8 192.168.2.6
May 4, 2021 20:04:18.089747906 CEST 58474 53 192.168.2.6 8.8.8.8
May 4, 2021 20:04:18.262267113 CEST 53 58474 8.8.8.8 192.168.2.6
May 4, 2021 20:04:18.691941023 CEST 64575 53 192.168.2.6 8.8.8.8
May 4, 2021 20:04:18.751127958 CEST 53 64575 8.8.8.8 192.168.2.6
May 4, 2021 20:04:19.291373014 CEST 59092 53 192.168.2.6 8.8.8.8
May 4, 2021 20:04:19.399147034 CEST 53 59092 8.8.8.8 192.168.2.6
May 4, 2021 20:04:20.157665014 CEST 57483 53 192.168.2.6 8.8.8.8
May 4, 2021 20:04:20.273102999 CEST 53 57483 8.8.8.8 192.168.2.6
May 4, 2021 20:04:20.752258062 CEST 53830 53 192.168.2.6 8.8.8.8
May 4, 2021 20:04:20.812048912 CEST 53 53830 8.8.8.8 192.168.2.6
May 4, 2021 20:04:21.285504103 CEST 49809 53 192.168.2.6 8.8.8.8
May 4, 2021 20:04:21.342494965 CEST 53 49809 8.8.8.8 192.168.2.6
May 4, 2021 20:04:21.732225895 CEST 52814 53 192.168.2.6 8.8.8.8
May 4, 2021 20:04:21.794349909 CEST 53 52814 8.8.8.8 192.168.2.6
May 4, 2021 20:04:21.849983931 CEST 51069 53 192.168.2.6 8.8.8.8
May 4, 2021 20:04:21.919423103 CEST 53 51069 8.8.8.8 192.168.2.6
May 4, 2021 20:04:22.537537098 CEST 56526 53 192.168.2.6 8.8.8.8
May 4, 2021 20:04:22.597615004 CEST 53 56526 8.8.8.8 192.168.2.6
May 4, 2021 20:04:23.293404102 CEST 50512 53 192.168.2.6 8.8.8.8
May 4, 2021 20:04:23.350652933 CEST 53 50512 8.8.8.8 192.168.2.6
May 4, 2021 20:04:23.936513901 CEST 51679 53 192.168.2.6 8.8.8.8
May 4, 2021 20:04:23.987993956 CEST 53 51679 8.8.8.8 192.168.2.6
May 4, 2021 20:04:27.642473936 CEST 56071 53 192.168.2.6 8.8.8.8
May 4, 2021 20:04:27.722311974 CEST 53 56071 8.8.8.8 192.168.2.6
May 4, 2021 20:04:28.164294004 CEST 58950 53 192.168.2.6 8.8.8.8
May 4, 2021 20:04:28.224673986 CEST 53 58950 8.8.8.8 192.168.2.6
May 4, 2021 20:04:28.373219967 CEST 57035 53 192.168.2.6 8.8.8.8
May 4, 2021 20:04:28.424973965 CEST 53 57035 8.8.8.8 192.168.2.6

ICMP Packets

Timestamp Source IP Dest IP Checksum Code Type

May 4, 2021 20:02:56.174757957 CEST 84.17.52.126 192.168.2.6 faff (Time to live Time Exceeded
exceeded in
transit)

May 4, 2021 20:02:56.216491938 CEST 149.11.89.129 192.168.2.6 faee (Time to live Time Exceeded
exceeded in
transit)

May 4, 2021 20:02:56.252497911 CEST 130.117.49.165 192.168.2.6 faee (Time to live Time Exceeded
exceeded in
transit)

May 4, 2021 20:02:56.293754101 CEST 130.117.0.18 192.168.2.6 faee (Time to live Time Exceeded
exceeded in
transit)

May 4, 2021 20:02:56.364814997 CEST 154.54.36.53 192.168.2.6 faee (Time to live Time Exceeded
exceeded in
transit)

May 4, 2021 20:02:56.418529034 CEST 130.117.15.66 192.168.2.6 faff (Time to live Time Exceeded
exceeded in
transit)

May 4, 2021 20:02:56.494616032 CEST 195.22.208.79 192.168.2.6 faff (Time to live Time Exceeded
exceeded in
transit)

May 4, 2021 20:02:56.556497097 CEST 93.186.128.39 192.168.2.6 faff (Time to live Time Exceeded
exceeded in
transit)

DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class
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Timestamp

May 4, 2021 20:02:59.664624929 CEST

May 4, 2021 20:03:01.469332933 CEST

May 4, 2021 20:03:02.469011068 CEST

May 4, 2021 20:03:02.788753033 CEST

May 4, 2021 20:03:06.802695036 CEST

May 4, 2021 20:03:14.861187935 CEST

May 4, 2021 20:03:14.865197897 CEST

May 4, 2021 20:03:34.492566109 CEST

May 4, 2021 20:03:36.173885107 CEST

May 4, 2021 20:03:39.303021908 CEST

May 4, 2021 20:03:52.630706072 CEST

May 4, 2021 20:04:02.596076012 CEST

May 4, 2021 20:04:02.688235044 CEST

DNS Answers

Timestamp Source IP

May 4, 2021 8.8.8.8
20:02:59.810959101
CEST

May 4, 2021 8.8.8.8
20:02:59.810959101
CEST

May 4, 2021 8.8.8.8
20:02:59.810959101
CEST

May 4, 2021 8.8.8.8
20:02:59.810959101
CEST

May 4, 2021 8.8.8.8
20:03:01.527928114
CEST

May 4, 2021 8.8.8.8
20:03:02.631108999
CEST

May 4, 2021 8.8.8.8
20:03:02.631108999
CEST

May 4, 2021 8.8.8.8
20:03:02.631108999
CEST

May 4, 2021 8.8.8.8
20:03:02.631108999
CEST

May 4, 2021 8.8.8.8
20:03:02.857063055
CEST

May 4, 2021 8.8.8.8
20:03:06.871387005
CEST

May 4, 2021 8.8.8.8
20:03:06.871387005
CEST

May 4, 2021 8.8.8.8
20:03:14.919836044
CEST
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Dest IP
192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

Source IP

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

Trans ID

0x10ea

0x10ea

O0x10ea

0x10ea

0Oxfe28

Oxa2ff

Oxa2ff

Oxa2ff

Oxa2ff

0x603

Oxee61

Oxee61

ox2f2d

Dest IP
8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Trans ID

0x10ea

Oxfe28

Oxa2ff

0x603

Oxee61

Oox2f2d

0x9eed

0x3371

0x4479

0x3085

Oxleaf

0xe882

Ox3eae

Name

cccounty-m
y.sharepoi
nt.com

cccounty.s
harepoint.com

214-ipva.c
lump.prod.aa-
rt.shar
epoint.com

20687-ipv4
farm.prod.aa-
rt.sharepoint.co
m

spoprod-a.
akamaihd.net

cccounty-m
y.sharepoi
nt.com

cccounty.s
harepoint.com

214-ipva.c
lump.prod.aa-
rt.shar
epoint.com

20687-ipv4
farm.prod.aa-
rt.sharepoint.co
m

spoprod-a.
akamaihd.net

clients2.g
oogleuserc
ontent.com

googlehost
ed.l.googl!
euserconte
nt.com

ajax.aspne
tcdn.com

OP Code Name

Standard query  cccounty-m
0) y.sharepoint.com

Standard query  spoprod-a.
0) akamaihd.net

Standard query  cccounty-m
0) y.sharepoint.com

Standard query  spoprod-a.

0) akamaihd.net

Standard query  clients2.g

(0) oogleuserc
ontent.com

Standard query  ajax.aspne
(0) tcdn.com

Standard query  assets.one
(0) store.ms

Standard query  mem.gfx.ms
(0)

Standard query  logincdn.m
0) sauth.net

Standard query  aka.ms

(0)

Standard query  amp.azure.net

(0)

Standard query  offertoold

0) ataprod.bl
ob.core.wi
ndows.net

Standard query  assets.ado
0) bedtm.com

CName Address

cccounty.sharepoint.com

214-ipv4.clump.prod.aa-
rt.sharepoint.com

20687-ipv4.farm.prod.aa-
rt.sharepoint.com

40.108.248.29

spoprod-
a.akamaihd.net.edgesuite
.net

cccounty.sharepoint.com

214-ipv4.clump.prod.aa-
rt.sharepoint.com

20687-ipv4.farm.prod.aa-
rt.sharepoint.com

40.108.248.29

spoprod-
a.akamaihd.net.edgesuite
.net

googlehosted.l.googleuse
rcontent.com

216.58.212.129

mscomajax.vo.msecnd.ne
t

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Type
CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)
CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp

May 4, 2021
20:03:14.939608097
CEST

May 4, 2021
20:03:32.316143990
CEST

May 4, 2021
20:03:34.551023006
CEST

May 4, 2021
20:03:34.556371927
CEST

May 4, 2021
20:03:36.257240057
CEST

May 4, 2021
20:03:36.257240057
CEST

May 4, 2021
20:03:39.356266975
CEST

May 4, 2021
20:03:52.692579031
CEST

May 4, 2021
20:04:02.653271914
CEST

May 4, 2021
20:04:02.653271914
CEST

May 4, 2021
20:04:02.747317076
CEST

Source IP

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

HTTPS Packets

Timestamp

May 4, 2021
20:02:48.919377089
CEST

May 4, 2021
20:02:48.969671011
CEST

May 4, 2021
20:03:39.476216078
CEST

Copyright Joe Security LLC 2021

Source IP

92.122.145.220

92.122.145.220 443

95.101.18.109 443

Dest IP
192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

Source

Port Dest IP

443

Trans ID

0x9eed

Oxda8b

0x3371

0x3ff7

0x4479

0x4479

0x3085

Oxleaf

0xe882

0xe882

Ox3eae

Dest
Port

192.168.2.6 49704

192.168.2.6 49705

192.168.2.6 49867

prod.trafficmanager.net

Reply Code Name CName
No error (0) assets.one
store.ms ns.net
No error (0) prda.aadg.
msidentity.com  s.net
No error (0) mem.gfx.ms
m.akadns.net
No error (0) consentdel firstparty-azurefd-
iveryfd.az
urefd.net
No error (0) logincdn.m
sauth.net
No error (0) cs1227.wpc

.alphacdn.net

No error (0)

No error (0)

aka.ms

amp.azure.net

Address

assets.onestore.ms.akad

www.tm.a.prd.aadg.akadn

cdn.account.microsoft.co

Igincdn.trafficmanager.net

192.229.221.185

95.101.18.109

160c1.wpc.azureedge.net

52.239.152.74

Not
After

Sat Jan
08
10:21:10
CET
2022
Tue Oct
08
09:00:00
CEST
2024

Tue Oct
08
09:00:00
CEST
2024

Sat Jan
08
10:21:10
CET
2022
Tue Oct
08
09:00:00
CEST
2024

Tue Oct
08
09:00:00
CEST
2024

Fri Jan
07
22:45:54
CET
2022
Tue Oct
08
09:00:00
CEST

No error (0) offertoold blob.bl6prdstrl4a.store.co
ataprod.bl re.windows.net
ob.core.wi
ndows.net

No error (0) blob.bl6pr
dstrlda.st
ore.core.w
indows.net

No error (0) assets.ado cn-
bedtm.com assets.adobedtm.com.ed

gekey.net
Not
Subject Issuer Before
CN-=store- CN=Microsoft RSA  Fri Jan
images.microsoft.com, TLS CA 02, 08
OU=Microsoft Corporation,  O=Microsoft 10:21:10
O=Microsoft Corporation, Corporation, C=US  CET
L=Redmond, ST=WA, C=US CN=Baltimore 2021
CN=Microsoft RSA TLS CA  CyberTrust Root, Wed Jul
02, O=Microsoft Corporation, OU=CyberTrust, 22
C=Us O=Baltimore, C=IE  01:00:00
CEST
2020
CN=Microsoft RSA TLS CA  CN=Baltimore Wed Jul
02, O=Microsoft Corporation, CyberTrust Root, 22
C=Us OU=CyberTrust, 01:00:00
O=Baltimore, C=IE ~ CEST
2020
CN-=store- CN=Microsoft RSA  Fri Jan
images.microsoft.com, TLS CA 02, 08
OU=Microsoft Corporation,  O=Microsoft 10:21:10
O=Microsoft Corporation, Corporation, C=US  CET
L=Redmond, ST=WA, C=US CN=Baltimore 2021
CN=Microsoft RSA TLS CA  CyberTrust Root, Wed Jul
02, O=Microsoft Corporation, OU=CyberTrust, 22
C=Us O=Baltimore, C=IE  01:00:00
CEST
2020
CN=Microsoft RSA TLS CA CN=Baltimore Wed Jul
02, O=Microsoft Corporation, CyberTrust Root, 22
C=Us OU=CyberTrust, 01:00:00
O=Baltimore, C=IE ~ CEST
2020
CN=go.microsoft.com, CN=Microsoft RSA  Thu Jan
OU=Microsoft Corporation, = TLS CA 01, 07
O=Microsoft Corporation, O=Microsoft 22:45:54
L=Redmond, ST=WA, C=US Corporation, C=US  CET
CN=Microsoft RSA TLS CA  CN=Baltimore 2021
01, O=Microsoft Corporation, CyberTrust Root, Wed Jul
C=UsS OU=CyberTrust, 22
O=Baltimore, C=IE  01:00:00
CEST
2020

2024

Type
CNAME
(Canonical
name)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

JA3 SSL Client
Fingerprint

771,4865-4866-
4867-49195-
49199-49196-
49200-52393-
52392-49171-
49172-156-157-47-
53,0-23-65281-10-
11-35-16-5-13-18-
51-45-43-27-
21,29-23-24,0

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

JA3 SSL Client Digest

b32309a26951912be7dba
376398abc3b
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Timestamp

May 4, 2021
20:03:39.478256941
CEST

Source
Port

Source IP

95.101.18.109 443

Code Manipulations

Statistics

Behavior

o)

System Behavior

Dest

Dest IP Port

192.168.2.6 49866

Click to jump to process

Subject

CN=Microsoft RSA TLS CA
01, O=Microsoft Corporation,
C=USs

CN=go.microsoft.com,
OU=Microsoft Corporation,
O=Microsoft Corporation,
L=Redmond, ST=WA, C=US
CN=Microsoft RSA TLS CA
01, O=Microsoft Corporation,
C=USs

CN=Microsoft RSA TLS CA
01, O=Microsoft Corporation,
C=USs

Issuer

CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Microsoft RSA
TLS CA 01,
O=Microsoft
Corporation, C=US
CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

@ chrome.exe
@ chrome.exe

Not
Before

Wed Jul
22
01:00:00
CEST
2020

Thu Jan
07
22:45:54
CET
2021
Wed Jul
22
01:00:00
CEST
2020

Wed Jul
22
01:00:00
CEST
2020

Not
After

Tue Oct
08
09:00:00
CEST
2024

Fri Jan
07
22:45:54
CET
2022
Tue Oct
08
09:00:00
CEST
2024

Tue Oct
08
09:00:00
CEST
2024

JA3 SSL Client
Fingerprint

771,4865-4866-
4867-49195-
49199-49196-
49200-52393-
52392-49171-
49172-156-157-47-
53,0-23-65281-10-
11-35-16-5-13-18-
51-45-43-27-
21,29-23-24,0

JA3 SSL Client Digest

b32309a26951912be7dba
376398abc3b

Analysis Process: chrome.exe PID: 5452 Parent PID: 4876

General

Start time:
Start date:
Path:

Wow64 process (32bit):

Commandline:

Imagebase:

Copyright Joe Security LLC 2021

20:02:54

04/05/2021

C:\Program Files\Google\Chrome\Application\chrome.exe

false

‘C:\Program Files\Google\Chrome\Application\chrome.exe' --start-maximized 'https://cccounty-
my.sharepoint.com/:b:/g/personal/dcdresources_dcd_cccounty_us/EXTv1rLIFgplolA
A3nixkbIBo6Fxf4icM7ifDVIEjJjLDQ?e=4:UEiJCn&at=9'

0x7ff7c15e0000
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File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

2150896 bytes

C139654B5C1438A95B321BB01AD63EF6

true
true

C, C++ or other language

Reputation: low
File Activities
Source
File Path Access Attributes Options Completion Count Address Symbol
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
Registry Activities
Source
Key Path Completion Count Address Symbol
Source
Key Path Name Type Data Completion Count Address Symbol
Source
Key Path Name Type Old Data New Data Completion Count Address Symbol
Analysis Process: chrome.exe PID: 5356 Parent PID: 5452
General
Start time: 20:02:56
Start date: 04/05/2021
Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Path

File Path

Disassembly

Copyright Joe Security LLC 2021

Access

Offset Length Value

false

‘C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=
network.mojom.NetworkService --field-trial-handle=1544,18096239399295463889,9978
372159968168147,131072 --lang=en-US --service-sandbox-type=network --enable-audio-

service-sandbox --mojo-platform-channel-handle=1752 /prefetch:8

0x7ff7c15e0000
2150896 bytes

C139654B5C1438A95B321BB01AD63EF6

true
true
C, C++ or other language

low

Attributes Options

Ascii

Completion

Completion

Source
Count Address Symbol

Source
Count Address Symbol
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