
ID: 404277
Cookbook: browseurl.jbs
Time: 21:27:12
Date: 04/05/2021
Version: 32.0.0 Black Diamond
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Analysis Report https://go.insightsoftware.com/e/563732/mail-template-partnerref-email/3sv1mrd/883104765?h=MV5SfNnNKzCW9JZ7a54lRB4mwAcUb-Gb9NX0ZiC7lgk…

Overview

General Information

Sample URL: https://go.insightsoftware.c
om/e/563732/mail-templat
e-partnerref-email/3sv1...e
rref-email/3sv1mrd/883104
765?h=MV5SfNnNKzCW9
JZ7a54lRB4mwAcUb-Gb9
NX0ZiC7lgk

Analysis ID: 404277

Infos:

Most interesting Screenshot:

Detection

Score: 0

Range: 0 - 100

Whitelisted: false

Confidence: 80%

Signatures

No high impact signatures.

Classification

Malware Configuration

Yara Overview

Sigma Overview

No Sigma rule has matched

Signature Overview

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

iexplore.exe (PID: 6112 cmdline: 'C:\Program Files\Internet Explorer\iexplore.exe' -Embedding MD5: 6465CB92B25A7BC1DF8E01D8AC5E7596)

iexplore.exe (PID: 5064 cmdline: 'C:\Program Files (x86)\Internet Explorer\IEXPLORE.EXE' SCODEF:6112 CREDAT:17410 /prefetch:2 MD5: 

071277CC2E3DF41EEEA8013E2AB58D5A)
cleanup

No configs have been found

No yara matches

Startup
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• Compliance

• Networking

• System Summary

Click to jump to signature section

There are no malicious signatures, There are no malicious signatures, click here to show all signaturesclick here to show all signatures ..

Mitre Att&ck Matrix
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Behavior Graph

ID: 404277

URL: https://go.insightsoftware....

Startdate: 04/05/2021

Architecture: WINDOWS

Score: 0

i2.wp.com

iexplore.exe

5 80

        started       

iexplore.exe

8 274

        started       

pop-esv5.mix.linkedin.com

108.174.11.37, 443, 49767, 49768

LINKEDINUS

United States

scout.salesloft.netdna-cdn.com

23.111.9.64, 443, 49757, 49758

HIGHWINDS2US

United States

45 other IPs or domains

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Screenshots
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Source Detection Scanner Label Link

https://go.insightsoftware.com/e/563732/mail-template-partnerref-email/3sv1mrd/883104765?
h=MV5SfNnNKzCW9JZ7a54lRB4mwAcUb-Gb9NX0ZiC7lgk

0% Avira URL Cloud safe

No Antivirus matches

No Antivirus matches

No Antivirus matches

Source Detection Scanner Label Link

https://insightsoftware.com/sap/sap-business-one/ 0% Avira URL Cloud safe

https://insightsoftware.com/about/services/services/f 0% Avira URL Cloud safe

https://insightsoftware.com/mekko-graphics/ 0% Avira URL Cloud safe

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files

Domains

URLs
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https://insightsoftware.com/events/ 0% Avira URL Cloud safe

https://insightsoftware.com/support/license-changes/ 0% Avira URL Cloud safe

https://insightsoftware.com/wp-includes/js/hoverIntent.min.js?ver=1.8.1 0% Avira URL Cloud safe

https://insightsoftware.com/jet/ 0% Avira URL Cloud safe

https://insightsoftware.com/press-release/pr328/ 0% Avira URL Cloud safe

https://insightsoftware.com/xmlrpc.php?rsd 0% Avira URL Cloud safe

https://insightsoftware.com/nl/about/ 0% Avira URL Cloud safe

https://insightsoftware.com/blog/category/articles/ 0% Avira URL Cloud safe

https://insightsoftware.com/solutions/financial-reporting-software/ 0% Avira URL Cloud safe

https://insightsoftware.com/support/services/services/ 0% Avira URL Cloud safe

getbootstrap.com) 0% Avira URL Cloud safe

https://insightsoftware.com/solutions/commentary-narrative/ 0% Avira URL Cloud safe

https://insightsoftware.com/solutions/c-level-executive/ 0% Avira URL Cloud safe

https://insightsoftware.com/getting-started/customers/spreadsheet-server/ 0% Avira URL Cloud safe

https://insightsoftware.com/support/customer-success/ropped-insightsoftware-favicon-5.png?
fit=270%2C

0% Avira URL Cloud safe

https://insightsoftware.com/wp-includes/js/jquery/jquery-migrate.min.js?ver=3.3.2 0% Avira URL Cloud safe

fontello.comdashiconsRegulardashiconsdashiconsVersion 0% URL Reputation safe

fontello.comdashiconsRegulardashiconsdashiconsVersion 0% URL Reputation safe

fontello.comdashiconsRegulardashiconsdashiconsVersion 0% URL Reputation safe

https://insightsoftware.com/solutions/collaboration-sharing/ 0% Avira URL Cloud safe

https://insightsoftware.com/wp-content/plugins/responsive-youtube-video-player/public/js/wp-rvp-
publ

0% Avira URL Cloud safe

https://insightsoftware.com/onestream/ 0% Avira URL Cloud safe

https://insightsoftware.com/visma/ 0% Avira URL Cloud safe

https://insightsoftware.com/solutions/human-resources/ 0% Avira URL Cloud safe

https://insightsoftware.com/solutions/qlik-integration/ 0% Avira URL Cloud safe

https://insightsoftware.com/lawson/ 0% Avira URL Cloud safe

https://insightsoftware.com/solutions/budgeting/ 0% Avira URL Cloud safe

https://insightsoftware.com/certent/ 0% Avira URL Cloud safe

https://insightsoftware.com/wp-includes/js/jquery/ui/core.min.js?ver=1.12.1 0% Avira URL Cloud safe

https://insightsoftware.com/terms-of-use-privacy-policy/ 0% Avira URL Cloud safe

https://insightsoftware.com/contact-us/. 0% Avira URL Cloud safe

https://insightsoftware.com/solutions/data-warehousing/ 0% Avira URL Cloud safe

https://insightsoftware.com/oracle/oracle-erp-cloud/ 0% Avira URL Cloud safe

https://insightsoftware.com/remote-reporting/ 0% Avira URL Cloud safe

https://insightsoftware.com/support/customer-success/DCustomer 0% Avira URL Cloud safe

https://insightsoftware.com/resources/content-type/analyst-report/ 0% Avira URL Cloud safe

https://insightsoftware.com/solutions/financial-services/ 0% Avira URL Cloud safe

https://insightsoftware.com/solutions/operations/ 0% Avira URL Cloud safe

https://support.jetglobal.com/hc/en-us 0% Avira URL Cloud safe

https://insightsoftware.com/atlas/ 0% Avira URL Cloud safe

https://insightsoftware.com/wp-content/plugins/swx-widgets/functions/dlm/css/rg-awesome-public-
resou

0% Avira URL Cloud safe

https://insightsoftware.com/future-growth/ 0% Avira URL Cloud safe

https://insightsoftware.com/wp-content/plugins/swx-widgets/functions/dlm/js/rg-awesome-public-
resour

0% Avira URL Cloud safe

www.nonobtrusive.com/2010/05/20/lightweight-jsonp-without-any-3rd-party-libraries/ 0% Avira URL Cloud safe

https://insightsoftware.com/sage/ 0% Avira URL Cloud safe

https://insightsoftware.com/ 0% Avira URL Cloud safe

https://insightsoftware.com/wp-content/themes/jetreports/dist/scripts/main-8acb5753ce.js?
ver=0.2.7

0% Avira URL Cloud safe

https://insightsoftware.com/wp-includes/wlwmanifest.xml 0% Avira URL Cloud safe

https://insightsoftware.com/solutions/cap-table-management-software/ 0% Avira URL Cloud safe

https://insightsoftware.com/microsoft/microsoft-dynamics-ax/ 0% Avira URL Cloud safe

https://insightsoftware.com/become-a-partner/ 0% Avira URL Cloud safe

https://insightsoftware.com/it/contact-us/ 0% Avira URL Cloud safe

https://insightsoftware.com/longview/longview-transfer-pricing/ 0% Avira URL Cloud safe

https://insightsoftware.com/solutions/manufacturing/ 0% Avira URL Cloud safe

https://insightsoftware.com/solutions/profit-interest-units/ 0% Avira URL Cloud safe

https://insightsoftware.com/solutions/business-dashboards/ 0% Avira URL Cloud safe

https://insightsoftware.com/infor/ 0% Avira URL Cloud safe

https://insightsoftware.com/customer-stories/tempur-sealy/ 0% Avira URL Cloud safe

https://insightsoftware.com/longview/longview-close/ 0% Avira URL Cloud safe

https://insightsoftware.com/support/services/JConsulting 0% Avira URL Cloud safe

Source Detection Scanner Label Link
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https://insightsoftware.com/wp-content/plugins/download-monitor/assets/css/frontend.css 0% Avira URL Cloud safe

Source Detection Scanner Label Link

Name IP Active Malicious Antivirus Detection Reputation

scout.salesloft.netdna-cdn.com 23.111.9.64 true false high

www.google.de 142.250.185.227 true false high

pi-ue1-lba1.pardot.com 52.202.69.186 true false high

stats.l.doubleclick.net 108.177.15.155 true false high

pop-esv5.mix.linkedin.com 108.174.11.37 true false high

ga-track-production.wzpgphbiki.us-east-
1.elasticbeanstalk.com

54.87.115.225 true false high

js.chilipiper.com 34.98.104.189 true false high

i1.wp.com 192.0.77.2 true false high

i0.wp.com 192.0.77.2 true false high

scout.us1.salesloft.com 34.198.167.241 true false high

popup.wisepops-balancing.com 52.28.121.193 true false unknown

i2.wp.com 192.0.77.2 true false high

loader.wisepops.com 104.26.10.19 true false high

scontent.xx.fbcdn.net 31.13.92.14 true false high

googleads.g.doubleclick.net 172.217.23.98 true false high

insightsoftware.com 34.67.94.197 true false unknown

pi-ue1-lba4.pardot.com 35.174.151.106 true false high

epsilon.6sense.com 18.158.85.13 true false high

ib.anycast.adnxs.com 185.33.220.240 true false high

ghs.googlehosted.com 172.217.18.115 true false unknown

fast.wistia.com unknown unknown false high

tracking.chilipiper.com unknown unknown false high

scout.salesloft.com unknown unknown false high

scout-cdn.salesloft.com unknown unknown false high

secure.adnxs.com unknown unknown false high

stats.g.doubleclick.net unknown unknown false high

b.6sc.co unknown unknown false unknown

j.6sc.co unknown unknown false unknown

popup.wisepops.com unknown unknown false high

pi.pardot.com unknown unknown false high

consentcdn.cookiebot.com unknown unknown false high

c.6sc.co unknown unknown false unknown

consent.cookiebot.com unknown unknown false high

www.linkedin.com unknown unknown false high

www.clickcease.com unknown unknown false high

connect.facebook.net unknown unknown false high

px.ads.linkedin.com unknown unknown false high

go.insightsoftware.com unknown unknown false unknown

snap.licdn.com unknown unknown false high

track.gaconnector.com unknown unknown false unknown

fast.wistia.net unknown unknown false high

Name Malicious Antivirus Detection Reputation

https://insightsoftware.com/contact-us/ false unknown

https://insightsoftware.com/support/customer-success/ false unknown

Name Source Malicious Antivirus Detection Reputation

https://insightsoftware.com/sap/sap-business-one/ about[1].htm.2.dr false Avira URL Cloud: safe unknown

https://insightsoftware.com/about/services/services/f ~DF66E26D42661E12B0.TMP.1.dr false Avira URL Cloud: safe unknown

https://insightsoftware.com/mekko-graphics/ about[1].htm.2.dr false Avira URL Cloud: safe unknown

Domains and IPs

Contacted Domains

Contacted URLs

URLs from Memory and Binaries

Copyright Joe Security LLC 2021 Page 9 of 69



https://insightsoftware.com/contact-us/ about[1].htm.2.dr, track_pageview[2].2.d
r, contact-us[1].htm.2.dr

false unknown

https://i1.wp.com/insightsoftware.com/wp-
content/uploads/2019/10/author-insightsoftware.png?fit=299%

about[1].htm.2.dr false high

https://i2.wp.com/insightsoftware.com/wp-
content/uploads/2020/10/Jim-Triandiflou.jpg?w=300&ssl=1

about[1].htm.2.dr false high

https://insightsoftware.com/events/ about[1].htm.2.dr false Avira URL Cloud: safe unknown

https://px.ads.linkedin.com/collect? insight.min[1].js.2.dr false high

https://insightsoftware.com/support/license-changes/ customer-success[1].htm.2.dr, product-
support[1].htm.2.dr

false Avira URL Cloud: safe unknown

https://insightsoftware.com/wp-
includes/js/hoverIntent.min.js?ver=1.8.1

about[1].htm.2.dr false Avira URL Cloud: safe unknown

https://insightsoftware.com/jet/ about[1].htm.2.dr false Avira URL Cloud: safe unknown

https://insightsoftware.com/press-release/pr328/ about[1].htm.2.dr false Avira URL Cloud: safe unknown

https://insightsoftware.com/xmlrpc.php?rsd about[1].htm.2.dr false Avira URL Cloud: safe unknown

https://insightsoftware.com/nl/about/ about[1].htm.2.dr false Avira URL Cloud: safe unknown

code.jquery.com/jquery-1.6.4.js embed_shepherd-v1[1].js.2.dr false high

https://insightsoftware.com/blog/category/articles/ about[1].htm.2.dr false Avira URL Cloud: safe unknown

https://insightsoftware.com/solutions/financial-reporting-
software/

about[1].htm.2.dr false Avira URL Cloud: safe unknown

https://insightsoftware.com/support/services/services/ ~DF66E26D42661E12B0.TMP.1.dr false Avira URL Cloud: safe unknown

getbootstrap.com) autoptimize_single_a14c5112794
56b22177b6ce8323e296e[1].css.2.dr

false Avira URL Cloud: safe low

https://insightsoftware.com/solutions/commentary-
narrative/

about[1].htm.2.dr false Avira URL Cloud: safe unknown

https://i2.wp.com/insightsoftware.com/wp-
content/uploads/2020/05/cassie-smith.jpg?
resize=150%2C150&a

about[1].htm.2.dr false high

https://secure.gravatar.com/images/grav-share-
sprite.png);background-repeat:no-repeat;width:16px;hei

jetpack[1].css.2.dr false high

https://insightsoftware.com/solutions/c-level-executive/ about[1].htm.2.dr false Avira URL Cloud: safe unknown

https://help.insightsoftware.com/s/ product-support[1].htm.2.dr, contact-us[
1].htm.2.dr

false unknown

https://insightsoftware.com/getting-
started/customers/spreadsheet-server/

product-support[1].htm.2.dr false Avira URL Cloud: safe unknown

https://insightsoftware.com/support/customer-
success/ropped-insightsoftware-favicon-5.png?fit=270%2C

~DF66E26D42661E12B0.TMP.1.dr false Avira URL Cloud: safe unknown

www.reddit.com/ msapplication.xml4.1.dr false high

https://insightsoftware.com/wp-includes/js/jquery/jquery-
migrate.min.js?ver=3.3.2

about[1].htm.2.dr false Avira URL Cloud: safe unknown

https://i2.wp.com/insightsoftware.com/wp-
content/uploads/2020/10/Jim-Triandiflou.jpg?
resize=150%2C15

about[1].htm.2.dr false high

https://i2.wp.com/insightsoftware.com/wp-
content/uploads/2020/10/Jim-Triandiflou.jpg?
resize=125%2C12

about[1].htm.2.dr false high

fontello.comdashiconsRegulardashiconsdashiconsVersion
dashicons[1].eot.2.dr false URL Reputation: safe

URL Reputation: safe
URL Reputation: safe

unknown

https://i0.wp.com/insightsoftware.com/wp-
content/uploads/2019/09/utrecht-canal.jpg?
resize=125%2C125&

about[1].htm.2.dr false high

https://insightsoftware.com/solutions/collaboration-
sharing/

about[1].htm.2.dr false Avira URL Cloud: safe unknown

https://insightsoftware.com/wp-
content/plugins/responsive-youtube-video-player/public/js/wp-
rvp-publ

about[1].htm.2.dr false Avira URL Cloud: safe unknown

https://i0.wp.com/insightsoftware.com/wp-
content/uploads/2019/09/utrecht-canal.jpg?zoom=3&resize

about[1].htm.2.dr false high

https://insightsoftware.com/onestream/ about[1].htm.2.dr false Avira URL Cloud: safe unknown

https://i1.wp.com/insightsoftware.com/wp-
content/uploads/2021/03/Shirley-Riddick-Headshot.jpg?
w=300&

about[1].htm.2.dr false high

https://i2.wp.com/insightsoftware.com/wp-
content/uploads/2021/03/Daf-Llewellyn.jpg?
resize=100%2C100&

about[1].htm.2.dr false high

https://insightsoftware.com/visma/ about[1].htm.2.dr false Avira URL Cloud: safe unknown

https://insightsoftware.com/solutions/human-resources/ about[1].htm.2.dr false Avira URL Cloud: safe unknown

https://insightsoftware.com/solutions/qlik-integration/ about[1].htm.2.dr false Avira URL Cloud: safe unknown

https://insightsoftware.com/lawson/ about[1].htm.2.dr false Avira URL Cloud: safe unknown

https://insightsoftware.com/solutions/budgeting/ about[1].htm.2.dr false Avira URL Cloud: safe unknown

https://insightsoftware.com/certent/ about[1].htm.2.dr false Avira URL Cloud: safe unknown

Name Source Malicious Antivirus Detection Reputation
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https://insightsoftware.com/wp-
includes/js/jquery/ui/core.min.js?ver=1.12.1

about[1].htm.2.dr false Avira URL Cloud: safe unknown

https://insightsoftware.com/terms-of-use-privacy-policy/ about[1].htm.2.dr false Avira URL Cloud: safe unknown

https://i0.wp.com/insightsoftware.com/wp-
content/uploads/2019/09/primary-Sealy.jpg?
resize=300%2C100&

about[1].htm.2.dr false high

https://insightsoftware.com/contact-us/. {47479D50-AD5A-11EB-90E5-ECF4B
B570DC9}.dat.1.dr

false Avira URL Cloud: safe unknown

https://insightsoftware.com/solutions/data-warehousing/ about[1].htm.2.dr false Avira URL Cloud: safe unknown

https://stackoverflow.com/questions/7616461/generate-
a-hash-from-string-in-javascript

embed_shepherd-v1[1].js.2.dr false high

https://insightsoftware.com/oracle/oracle-erp-cloud/ about[1].htm.2.dr false Avira URL Cloud: safe unknown

https://insightsoftware.com/remote-reporting/ about[1].htm.2.dr false Avira URL Cloud: safe unknown

https://insightsoftware.com/support/customer-
success/DCustomer

{47479D50-AD5A-11EB-90E5-ECF4B
B570DC9}.dat.1.dr

false Avira URL Cloud: safe unknown

https://insightsoftware.com/resources/content-
type/analyst-report/

about[1].htm.2.dr false Avira URL Cloud: safe unknown

https://insightsoftware.com/solutions/financial-services/ about[1].htm.2.dr false Avira URL Cloud: safe unknown

https://i1.wp.com/insightsoftware.com/wp-
content/uploads/2021/01/winning-results.png?w=1200&ssl=

about[1].htm.2.dr false high

https://insightsoftware.com/solutions/operations/ about[1].htm.2.dr false Avira URL Cloud: safe unknown

https://dm.certent.com/ product-support[1].htm.2.dr false high

https://support.jetglobal.com/hc/en-us product-support[1].htm.2.dr false Avira URL Cloud: safe unknown

https://insightsoftware.com/atlas/ about[1].htm.2.dr false Avira URL Cloud: safe unknown

https://insightsoftware.com/wp-content/plugins/swx-
widgets/functions/dlm/css/rg-awesome-public-resou

about[1].htm.2.dr false Avira URL Cloud: safe unknown

https://insightsoftware.com/future-growth/ about[1].htm.2.dr false Avira URL Cloud: safe unknown

https://insightsoftware.com/wp-content/plugins/swx-
widgets/functions/dlm/js/rg-awesome-public-resour

about[1].htm.2.dr false Avira URL Cloud: safe unknown

www.nonobtrusive.com/2010/05/20/lightweight-jsonp-
without-any-3rd-party-libraries/

embed_shepherd-v1[1].js.2.dr false Avira URL Cloud: safe unknown

https://insightsoftware.com/sage/ about[1].htm.2.dr false Avira URL Cloud: safe unknown

www.twitter.com/ msapplication.xml5.1.dr false high

https://i0.wp.com/insightsoftware.com/wp-
content/uploads/2019/09/Raleigh.jpg?resize=125%2C125&ss

about[1].htm.2.dr false high

https://fontawesome.com/license/free customer-success[1].htm.2.dr false high

https://i2.wp.com/insightsoftware.com/wp-
content/uploads/2021/04/04_2021_Webinar_DigitizedTaxFunc
tio

embracing-the-digitized-tax-function[1].
htm.2.dr

false high

https://insightsoftware.com/ about[1].htm.2.dr false Avira URL Cloud: safe unknown

https://insightsoftware.com/wp-
content/themes/jetreports/dist/scripts/main-8acb5753ce.js?
ver=0.2.7

about[1].htm.2.dr false Avira URL Cloud: safe unknown

https://insightsoftware.com/wp-includes/wlwmanifest.xml about[1].htm.2.dr false Avira URL Cloud: safe unknown

https://insightsoftware.com/solutions/cap-table-
management-software/

about[1].htm.2.dr false Avira URL Cloud: safe unknown

https://i2.wp.com/insightsoftware.com/wp-
content/uploads/2021/01/stacy-west-chief-marketing-officer-

about[1].htm.2.dr false high

https://insightsoftware.com/microsoft/microsoft-
dynamics-ax/

about[1].htm.2.dr false Avira URL Cloud: safe unknown

https://insightsoftware.com/become-a-partner/ about[1].htm.2.dr false Avira URL Cloud: safe unknown

https://research.certent.com/ product-support[1].htm.2.dr false high

https://insightsoftware.com/it/contact-us/ contact-us[1].htm.2.dr false Avira URL Cloud: safe unknown

https://insightsoftware.com/support/customer-success/ {47479D50-AD5A-11EB-90E5-ECF4B
B570DC9}.dat.1.dr, about[1].htm.2.dr, ~D
F66E26D42661E12B0.TMP.1.dr, tr
ack_pageview[1]1.2.dr

false unknown

https://twitter.com/https://twitter.com/wesleygillette about[1].htm.2.dr false high

www.nytimes.com/ msapplication.xml3.1.dr false high

https://insightsoftware.com/longview/longview-transfer-
pricing/

about[1].htm.2.dr false Avira URL Cloud: safe unknown

https://insightsoftware.com/solutions/manufacturing/ about[1].htm.2.dr false Avira URL Cloud: safe unknown

https://i2.wp.com/insightsoftware.com/wp-
content/uploads/2020/05/cassie-smith.jpg?resize=32%2C32&

about[1].htm.2.dr false high

https://insightsoftware.com/solutions/profit-interest-units/ about[1].htm.2.dr false Avira URL Cloud: safe unknown

https://insightsoftware.com/solutions/business-
dashboards/

about[1].htm.2.dr false Avira URL Cloud: safe unknown

https://i2.wp.com/insightsoftware.com/wp-
content/uploads/2019/09/Denver.jpg?resize=85%2C85&ssl=1

about[1].htm.2.dr false high

https://insightsoftware.com/infor/ about[1].htm.2.dr false Avira URL Cloud: safe unknown

Name Source Malicious Antivirus Detection Reputation
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https://i2.wp.com/insightsoftware.com/wp-
content/uploads/2019/09/Denver.jpg?
zoom=2&resize=150%2C

about[1].htm.2.dr false high

https://insightsoftware.com/customer-stories/tempur-
sealy/

about[1].htm.2.dr false Avira URL Cloud: safe unknown

https://twitter.com/jimtriandiflou about[1].htm.2.dr false high

https://i1.wp.com/insightsoftware.com/wp-
content/uploads/2021/01/winning-results.png?
resize=1024%2C5

about[1].htm.2.dr false high

https://insightsoftware.com/longview/longview-close/ about[1].htm.2.dr false Avira URL Cloud: safe unknown

https://i2.wp.com/insightsoftware.com/wp-
content/uploads/2020/05/cassie-smith.jpg?
resize=270%2C270&a

about[1].htm.2.dr false high

https://longview.force.com/lvsupport/s/login/?src=ana product-support[1].htm.2.dr false high

https://insightsoftware.com/support/services/JConsulting {47479D50-AD5A-11EB-90E5-ECF4B
B570DC9}.dat.1.dr

false Avira URL Cloud: safe unknown

https://em.certent.com/ product-support[1].htm.2.dr false high

https://insightsoftware.com/wp-
content/plugins/download-monitor/assets/css/frontend.css

about[1].htm.2.dr false Avira URL Cloud: safe unknown

Name Source Malicious Antivirus Detection Reputation

No. of IPs < 25%

25% < No. of IPs < 50%

50% < No. of IPs < 75%

75% < No. of IPs

IP Domain Country Flag ASN ASN Name Malicious

108.177.15.155 stats.l.doubleclick.net United States 15169 GOOGLEUS false

35.174.151.106 pi-ue1-lba4.pardot.com United States 14618 AMAZON-AESUS false

31.13.92.14 scontent.xx.fbcdn.net Ireland 32934 FACEBOOKUS false

52.28.121.193 popup.wisepops-
balancing.com

United States 16509 AMAZON-02US false

142.250.185.227 www.google.de United States 15169 GOOGLEUS false

34.198.167.241 scout.us1.salesloft.com United States 14618 AMAZON-AESUS false

34.67.94.197 insightsoftware.com United States 139070 GOOGLE-AS-
APGoogleAsiaPacificPteLtd
SG

false

172.217.23.98 googleads.g.doubleclick.ne
t

United States 15169 GOOGLEUS false

185.33.220.240 ib.anycast.adnxs.com Netherlands 29990 ASN-APPNEXUS false

172.217.18.115 ghs.googlehosted.com United States 15169 GOOGLEUS false

23.111.9.64 scout.salesloft.netdna-
cdn.com

United States 33438 HIGHWINDS2US false

Contacted IPs

Public
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General Information

Joe Sandbox Version: 32.0.0 Black Diamond

Analysis ID: 404277

Start date: 04.05.2021

Start time: 21:27:12

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 7m 6s

Hypervisor based Inspection enabled: false

Report type: light

Cookbook file name: browseurl.jbs

Sample URL: https://go.insightsoftware.com/e/563732/mail-tem
plate-partnerref-email/3sv1mrd/883104765?h=MV5SfN
nNKzCW9JZ7a54lRB4mwAcUb-Gb9NX0ZiC7lgk

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 
Update 211

Number of analysed new started processes analysed: 15

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: CLEAN

Classification: clean0.win@3/225@31/18

Cookbook Comments: Adjust boot time
Enable AMSI
Browsing link: https://insightsoftware.com/contact-
us/
Browsing link: https://insightsoftware.com/blog/
Browsing link: https://insightsoftware.com/support/
Browsing link: https://insight
software.com/support/customer-success/
Browsing link: https://help.insightsoftware.com/s/
Browsing link: https://insight
software.com/support/product-support/
Browsing link: https://insight
software.com/support/education-services/
Browsing link: https://insight
software.com/support/services/
Browsing link: https://insightsoftware.com/about/

52.202.69.186 pi-ue1-lba1.pardot.com United States 14618 AMAZON-AESUS false

54.87.115.225 ga-track-
production.wzpgphbiki.us-
east-
1.elasticbeanstalk.com

United States 14618 AMAZON-AESUS false

192.0.77.2 i1.wp.com United States 2635 AUTOMATTICUS false

18.158.85.13 epsilon.6sense.com United States 16509 AMAZON-02US false

104.26.10.19 loader.wisepops.com United States 13335 CLOUDFLARENETUS false

34.98.104.189 js.chilipiper.com United States 15169 GOOGLEUS false

108.174.11.37 pop-esv5.mix.linkedin.com United States 14413 LINKEDINUS false

IP Domain Country Flag ASN ASN Name Malicious
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Warnings:
Exclude process from analysis (whitelisted): 
taskhostw.exe, MpCmdRun.exe, 
BackgroundTransferHost.exe, ielowutil.exe, 
backgroundTaskHost.exe, SgrmBroker.exe, 
conhost.exe, svchost.exe
TCP Packets have been reduced to 100
Created / dropped Files have been reduced to 100
Excluded IPs from analysis (whitelisted): 
13.64.90.137, 204.79.197.200, 13.107.21.200, 
20.50.102.62, 104.43.139.144, 23.54.113.53, 
88.221.62.148, 142.250.184.234, 142.250.186.72, 
142.250.185.142, 95.100.252.186, 95.100.252.105, 
142.250.184.196, 142.250.186.35, 95.100.52.203, 
142.250.185.67, 23.37.35.171, 104.26.12.59, 
104.26.13.59, 172.67.68.112, 23.57.82.43, 
142.250.185.98, 151.101.2.110, 151.101.66.110, 
151.101.130.110, 151.101.194.110, 13.107.42.14, 
23.57.80.111, 152.199.19.161
Excluded domains from analysis (whitelisted): 
gstaticadssl.l.google.com, 
consent.cookiebot.com.edgekey.net, 
arc.msn.com.nsatc.net, fs-
wildcard.microsoft.com.edgekey.net, 
e11290.dspg.akamaiedge.net, l-0005.l-msedge.net,
www-bing-com.dual-a-0001.a-msedge.net, 
www.clickcease.com.cdn.cloudflare.net, 
www.google.com, 
dualstack.f4.shared.global.fastly.net, 
watson.telemetry.microsoft.com, www.gstatic.com, 
www.google-analytics.com, www.bing.com, 
fonts.googleapis.com, fs.microsoft.com, dual-a-
0001.a-msedge.net, 
skypedataprdcolcus16.cloudapp.net, 
e34372.dsca.akamaiedge.net, 
j.6sc.co.edgekey.net, store-images.s-
microsoft.com, 
blobcollector.events.data.trafficmanager.net, 
b.6sc.co.edgekey.net, c.6sc.co.edgekey.net, 
cs9.wpc.v0cdn.net, e7313.g.akamaiedge.net, 
www.googleadservices.com, store-images.s-
microsoft.com-c.edgekey.net, fs-
wildcard.microsoft.com.edgekey.net.globalredir.aka
dns.net, arc.msn.com, 
e9706.dscg.akamaiedge.net, 
iecvlist.microsoft.com, 
e12564.dspb.akamaiedge.net, go.microsoft.com, 
www.googletagmanager.com, bat.bing.com, 
arc.trafficmanager.net, 
prod.fs.microsoft.com.akadns.net, 
consentcdn.cookiebot.com-v1.edgekey.net, www-
linkedin-com.l-0005.l-msedge.net, 
skypedataprdcolwus17.cloudapp.net, 
e3849.dsca.akamaiedge.net, www-google-
analytics.l.google.com, fonts.gstatic.com, 
ie9comview.vo.msecnd.net, www-
googletagmanager.l.google.com, 
e1723.g.akamaiedge.net, bat-bing-com.a-0001.a-
msedge.net, a-0001.a-
afdentry.net.trafficmanager.net, 
wildcard.licdn.com.edgekey.net, 
go.microsoft.com.edgekey.net
Report size exceeded maximum capacity and may 
have missing behavior information.
Report size getting too big, too many NtCreateFile 
calls found.
Report size getting too big, too many 
NtDeviceIoControlFile calls found.
Report size getting too big, too many NtOpenFile 
calls found.
Report size getting too big, too many 
NtQueryAttributesFile calls found.
VT rate limit hit for:  
https://go.insightsoftware.com/e/563732/mail-
template-partnerref-email/3sv1mrd/883104765?
h=MV5SfNnNKzCW9JZ7a54lRB4mwAcUb-
Gb9NX0ZiC7lgk

No simulations

Show All

Simulations

Behavior and APIs
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No context

No context

No context

No context

No context

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\DOMStore\DSW732N5\www.google[1].xml
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 6117

Entropy (8bit): 5.636493141567393

Encrypted: false

SSDEEP: 96:URO8RO8GxRO8RRMRMh6RMh6CTmcRMh6CTmce+9YRMh6CTmce+9YRMCTmcRCTmcRt:Znytyk3ykVS6wWTt

MD5: A12A1C2655D3DE46A7FD55FDCD0F8DF3

SHA1: BBC61254649249FDE2F530ADC91C14E3DDA11C19

SHA-256: CC3D729707D86F509F377EE82C75568E1D9DC9CC73F8808546864A78689676CC

SHA-512: 0BD42E4AD8234296FFCAC41583008AAC498A020AB72E19ECB0DC398C69BEE3AD73BF4D68A557C89F74A2FE9ACCE8537CF9B0F30E9FA61C8075439B2D556F18
71

Malicious: false

Reputation: low

Preview:
<root><item name="rc::a" value="dTA5dThiMXN4bGtmMw==" ltime="253004096" htime="30884199" /></root><root><item name="rc::a" value="dTA5dThiMX
N4bGtmMw==" ltime="253004096" htime="30884199" /><item name="rc::d-1620188892416" value="cmJlbXQxOWphcnYw" ltime="256044096" htime="30884199" />
</root><root><item name="rc::a" value="dTA5dThiMXN4bGtmMw==" ltime="253004096" htime="30884199" /><item name="rc::d-1620188892416" value="cmJlbXQx
OWphcnYw" ltime="256044096" htime="30884199" /><item name="rc::d-1620188892416-e02a6361" value="ChNyYzo6ZC0xNjIwMTg4ODkyNDE2EAAaCDY4ZTQ5ZWZk
IpIBCokBYjVHYmw2X005YVNkbG16WTQtU2QwZEcwRWJvRTdFRWpqZFBNOWR5bzEtcmYxWUoxeWJYUjNXMUJZT1NnSE5rRjBvRm4wYkc2R18zTi1PMXR4Z0g2
TWRPZUJkMlpGWmdocFREam9faEpjQUR4NlhHbWRUa3RoSUhKWGRRNVBMMmgtY0Z4bGZHcEoQ3Pzt7gMqAjFy" ltime="257944096" htime="30884199" /></root>
<root><item name="rc::a" value="dTA5dThiMXN4bGtmMw==" ltime="253004096" htime="30884199" /><item name="rc::d-1620188892416" value="cmJlbXQxO
WphcnYw" ltime="256044096" htime="308841

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\DOMStore\DURNCK2N\insightsoftware[1].xml
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 86175

Entropy (8bit): 5.227031384589389

Encrypted: false

SSDEEP: 768:7Wmfmymumumcm2m2m8m+m+mUmOmGmmm1mBmBm0m1m+mDmamamumBmXmXmYm2mnmS:K

MD5: 4AB23372F86A449EB8374838915EEC9A

SHA1: A1F3AC0D949B57B08F52147EF0A876C19D9124C3

SHA-256: 2AB8988F07731A8227ED8AADDF5470E996486E00CFF31366785796BD7BD88ABD

Joe Sandbox View / Context

IPs

Domains

ASN

JA3 Fingerprints

Dropped Files

Created / dropped Files
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SHA-512: 50F9D7C9D5BB9A88C67E3E8940CB0212CABCB0B5820BB6C20C89C1F8454BADF55BB4740F4F3D7B0D119BB24B0BEA9AE865B3129A65491E5D0E606FB0AED908
7B

Malicious: false

Reputation: low

Preview:
<root></root><root><item name="_uetsid" value="4bc95fa0ad5a11eb8c5f2d8e984e7821" ltime="227044096" htime="30884199" /><item name="_uetsid_exp" value="
Thu, 06 May 2021 04:28:09 GMT" ltime="227084096" htime="30884199" /><item name="_uetvid" value="4bcc1f10ad5a11ebb6eaa584fa335cb2" ltime="227124096" ht
ime="30884199" /></root><root><item name="_uetsid" value="4bc95fa0ad5a11eb8c5f2d8e984e7821" ltime="227044096" htime="30884199" /><item name="_uetsid_e
xp" value="Thu, 06 May 2021 04:28:09 GMT" ltime="227084096" htime="30884199" /><item name="_uetvid" value="4bcc1f10ad5a11ebb6eaa584fa335cb2" ltime="22
7124096" htime="30884199" /><item name="_uetvid_exp" value="Fri, 21 May 2021 10:28:09 GMT" ltime="227124096" htime="30884199" /></root><root><item nam
e="_uetsid" value="4bc95fa0ad5a11eb8c5f2d8e984e7821" ltime="227044096" htime="30884199" /><item name="_uetsid_exp" value="Thu, 06 May 2021 04:28:09 GMT" 
ltime="227084096" htime="30884199" /><item name="_uetvid" value="4bcc1f10ad5a11ebb6eaa584fa335cb2

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\DOMStore\DURNCK2N\insightsoftware[1].xml

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\DOMStore\QALADACS\consentcdn.cookiebot[1].xml
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 254

Entropy (8bit): 4.435390078737361

Encrypted: false

SSDEEP: 6:JFK1rFK1rFK1rFK1rFK1rUF0Yqqogl2iKnfRFDMlzu1rFK1rFK1rFK1rFKb:JsrsrsrsrsrU19XKfRYursrsrsrS

MD5: D95417C2F12B008106D7D1F7FF9C1722

SHA1: DD7127852954B7B7CF256BCC84D4487DC632108B

SHA-256: 806A0BB46877E511349FC3D52933086D857090810F16EE14A54FB010EBB3058D

SHA-512: F21BF44C59E0EA809EC5A7F9DDB8A09CAE54CB9E13DCD04FD99350E1D3DC209299A94B34C1C75720A9EE8983750AF052978DF27BA254FD15583A7A5F185EAA4
4

Malicious: false

Reputation: low

Preview:
<root></root><root></root><root></root><root></root><root></root><root><item name="req" value="CookieConsentBulkSetting-a40859ac-bc61-4941-8ded-a74c47
4d00ca" ltime="934234096" htime="30884199" /></root><root></root><root></root><root></root><root></root>

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\RecoveryStore.{47479D4E-AD5A-11EB-90E5-ECF4BB570DC9}.dat
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: Microsoft Word Document

Category: dropped

Size (bytes): 39000

Entropy (8bit): 1.9169408487326236

Encrypted: false

SSDEEP: 192:rmZhZvP2vbWvttv6fvDBMvgvDvNfvGsrvVxfvhrrvrg:rinWq/g2ILt/HlU

MD5: 67E55415D27EE610A8EA1BE1749C7056

SHA1: E7FA3B9565D14AE4F4FC262A8C91EF7E581492F3

SHA-256: 57A6A5E7C91A250FF6672953D3B02E4A65AB9936C06D052D8B02225DBAFB7F4B

SHA-512: AB1CAF1FA21EDE34D21747DBE933F033AC04C8F63D43337C6029E407CB2C1C16C00F9A17848FD10B0DA0C8EADD228D5396EFF2EF626AC364E3FA95AC18B58F
5F

Malicious: false

Reputation: low

Preview:
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................................................R.o.o.t. .E.n.t.r.
y.............................................................................................................................................................................................................................................................................
........................................................................................................................................................................................................

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{47479D50-AD5A-11EB-90E5-ECF4BB570DC9}.dat
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: Microsoft Word Document

Category: dropped

Size (bytes): 336462

Entropy (8bit): 3.4525735315225514

Encrypted: false

SSDEEP: 1536:JABzJItIi5ABLJItIiqABLJItIihiBiLqHfMPBmcTbTjY2IXPtRIpNb:J0i5UiqUihiBiLqHCBmcTbTIXPt2pNb

MD5: 8614B92462C5F026F03765518131FE9C

SHA1: 088618ECBD86D707A538F6F954FE1A04F46473AB

SHA-256: D266EF7635F6BFDA11BE467376F4629A496797DD82574829550B52C4DA50E068

SHA-512: 7906DCA5B1C07FCC7A3B9DD888444397ADE04585471477CAFFE0CA1DDFDF94FAB659893597630957C0E763B7D239189DB9AD29401A4C3C068DE539B5C78F3528

Malicious: false

Reputation: low
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Preview:
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................................................R.o.o.t. .E.n.t.r.
y.............................................................................................................................................................................................................................................................................
........................................................................................................................................................................................................

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{47479D50-AD5A-11EB-90E5-ECF4BB570DC9}.dat

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{4FE4472F-AD5A-11EB-90E5-ECF4BB570DC9}.dat
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: Microsoft Word Document

Category: dropped

Size (bytes): 19032

Entropy (8bit): 1.5855674707980776

Encrypted: false

SSDEEP: 48:Iw4Gcpr0GwpapG4pQA7GrapbS4ZGQpKCG7HpRkaTGIpX2uGApm:rMZMQr6iBS4zAtTkeFpg

MD5: 12CA73298E7D39C962E779362EFF9081

SHA1: 0778D754934ABAB36D3FFB18C60C60E13E6DDE48

SHA-256: 1E60821EAAD124B1A0B3FB08304AE1A7EFA959DC3B8CA00BE624D942A3454270

SHA-512: 225DFB0CA0F32CB1323949D2E79C15B39B66560E8F7F20A60A1E460739BB3E6636C1FE13384A3CEF425A8E27359CA07CE31768D36D0C4D0F67BA8081C54C548A

Malicious: false

Reputation: low

Preview:
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................................................R.o.o.t. .E.n.t.r.
y.............................................................................................................................................................................................................................................................................
........................................................................................................................................................................................................

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-17529550060\msapplication.xml
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 657

Entropy (8bit): 5.10337730390275

Encrypted: false

SSDEEP: 12:TMHdNMNxOEpsIznWimI002EtM3MHdNMNxOEpsQnWimI00ONVbkEtMb:2d6NxOEsIzSZHKd6NxOEsQSZ7Qb

MD5: 184761FCA213B11A0BAF1B6CDB202938

SHA1: 4FB7686F406D3781BEC3DFC3251B4C54CBDA824E

SHA-256: F885F8FFBB537E56FD5954888C3C4E291CD52A295DD21C8B9A3AA44FEA22F886

SHA-512: D9F353593A14D0289F927E17FBDB538949AAF0F833601FD96827B1FC4BDFAA3270928F4E75B8886C5AA30647B1C534EE0BCA1C8F430144BC4E2ED951B17CD1D4

Malicious: false

Reputation: low

Preview:
<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.twitter.com/"/><date>0x2099aa4d,0x01d74167</date><
accdate>0x2099aa4d,0x01d74167</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.twitter.com/"/><date>0x2099aa4d,0x01d74167</date><accdate>0
x209c0c92,0x01d74167</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Twitter.url"/></tile
></msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-18270793970\msapplication.xml
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 654

Entropy (8bit): 5.1470529041869035

Encrypted: false

SSDEEP: 12:TMHdNMNxe2knxnWimI002EtM3MHdNMNxe2knvEznWimI00ONkak6EtMb:2d6NxraxSZHKd6NxravWSZ72a7b

MD5: 9A7CE816F28255BD51F56B3F65D03A0A

SHA1: A842705AC838A5AE507BD82D9B51938C13A6390C

SHA-256: AC3F4670F6AEF388661DD17CCA832062D129800703A0FB13F6DC99053B5C74F3

SHA-512: E5C53602F0689C13FF81A251594BF656C8BAFF11CA94560531001A26634F77D467F2D71BC7D27043673553CEEF1B45E13BF663F55D5E9E24BA2B349A4890B7F4

Malicious: false

Reputation: low

Preview:
<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.amazon.com/"/><date>0x2086976a,0x01d74167</date><a
ccdate>0x2086976a,0x01d74167</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.amazon.com/"/><date>0x2086976a,0x01d74167</date><a
ccdate>0x2088f9c6,0x01d74167</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Am
azon.url"/></tile></msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-21706820\msapplication.xml
Process: C:\Program Files\internet explorer\iexplore.exe
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File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 663

Entropy (8bit): 5.119830190975507

Encrypted: false

SSDEEP: 12:TMHdNMNxvLas7znWimI002EtM3MHdNMNxvLas8znWimI00ONmZEtMb:2d6NxvNfSZHKd6NxvN8zSZ7Ub

MD5: E04581B5E92353A1AD4A5EC7BD9530D5

SHA1: 03A292B20952FC390D6777CC88AC719D4C529725

SHA-256: C60B92E14FC858F09FD897184E65F7C8455E3B973A7C8BE414EECF6478CCF91E

SHA-512: EBECB02FBE12F8529B92162F8D9FB081F35E143E311C45A8BA7CEF68B7407F3057C5F9BD7C10682CADFB13357C9B4EA64E34958317E337E6D26914A1C2C0CCA
E

Malicious: false

Reputation: low

Preview:
<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.wikipedia.com/"/><date>0x209e6edf,0x01d74167</date>
<accdate>0x209e6edf,0x01d74167</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.wikipedia.com/"/><date>0x209e6edf,0x01d74167</date><accda
te>0x20a59614,0x01d74167</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Wikipe
dia.url"/></tile></msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-21706820\msapplication.xml

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-4759708130\msapplication.xml
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 648

Entropy (8bit): 5.103166961833391

Encrypted: false

SSDEEP: 12:TMHdNMNxiYOBsrOBznWimI002EtM3MHdNMNxiYOBsrOBznWimI00ONd5EtMb:2d6NxNusruzSZHKd6NxNusruzSZ7njb

MD5: 0FFEBF7674077FD4FBEC30A254951E93

SHA1: 30C8CAD5E0F8EA9217E1D6BDB5E2F57AFAB10309

SHA-256: BA5BDAB202F74CED7F6AECEDBF909C3CDABA1BE661068DE0D7B33EF1C84336FD

SHA-512: B80697C6732CFFC728488D37B5A9735D420CEF579663F28299A32464675B18C040B4AE5EF9FDA1DF69C2D28BDC60BC0DBD4A33AA95B606DF378980A358647285

Malicious: false

Reputation: low

Preview:
<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.live.com/"/><date>0x208dbe7d,0x01d74167</date><acc
date>0x208dbe7d,0x01d74167</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?xml 
version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.live.com/"/><date>0x208dbe7d,0x01d74167</date><accdate>0x208db
e7d,0x01d74167</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Live.url"/></tile>
</msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-6757900\msapplication.xml
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 657

Entropy (8bit): 5.154629442019183

Encrypted: false

SSDEEP: 12:TMHdNMNxhGwZs8znWimI002EtM3MHdNMNxhGwZs8znWimI00ON8K075EtMb:2d6NxQ0s8zSZHKd6NxQ0s8zSZ7uKajb

MD5: CEF3A6967A4B07F7702966F6CF9C2A6E

SHA1: 6AA4983144D19AB5052A41E845975F0037D77890

SHA-256: 3649CFD5951341A1B2967280BA15E711BDC9093523E22A0B79967AB0D8103F9D

SHA-512: DACDA978D219B28B6C1E2D8475873D6554CE376BE9BCA9A164F00F0ECA35B5C02A65809D3B1394686ACF178EBCC425E3F2B2DD11F72A09E3FC1E304C58A24F
D4

Malicious: false

Reputation: low

Preview:
<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.youtube.com/"/><date>0x20a59614,0x01d74167</date><
accdate>0x20a59614,0x01d74167</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.youtube.com/"/><date>0x20a59614,0x01d74167</date><accdate>0
x20a59614,0x01d74167</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Youtube.url"/>
</tile></msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-8760897390\msapplication.xml
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 654

Entropy (8bit): 5.1060326724472445
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Encrypted: false

SSDEEP: 12:TMHdNMNx0nwgnWimI002EtM3MHdNMNx0nwSnWimI00ONxEtMb:2d6Nx0wgSZHKd6Nx0wSSZ7Vb

MD5: 08493FC8C8EF5B08C5A3F9702E39580C

SHA1: D0638D20A9623588F43B8C8626AFFA288223A8B5

SHA-256: 9912119B90396E5E669BA76E670FBD3161E5FB323707276AF386D75EFA560753

SHA-512: A5A10F4380EE9E5F8D1C42995FED18E4058AD15E0714815543E535300FA04890CA76811D9F85D18762F12F436823F9BEE445BA911871C40C0B75357A2A130A0E

Malicious: false

Reputation: low

Preview:
<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.reddit.com/"/><date>0x209020cb,0x01d74167</date><a
ccdate>0x209020cb,0x01d74167</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.reddit.com/"/><date>0x209020cb,0x01d74167</date><accdate>0x2
09747f1,0x01d74167</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Reddit.url"/></tile>
</msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-8760897390\msapplication.xml

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin20259167780\msapplication.xml
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 657

Entropy (8bit): 5.136125763037544

Encrypted: false

SSDEEP: 12:TMHdNMNxxwgnWimI002EtM3MHdNMNxxwgnWimI00ON6Kq5EtMb:2d6NxygSZHKd6NxygSZ7ub

MD5: 0FBE2460BB8EC220EA9D73FED6FF562E

SHA1: 6FAA97AE0FBE328439EA46942568F1D4B54608E1

SHA-256: BB99689ACD5F2EF68CE7EB3B9DEE7061EC54CA526235CCC5895A5BFE5CB851C7

SHA-512: 97362C400BF4E05B1ADF787F6E06C92689619C3408A05BC2087E949F8540857707EE84DBBFBC2DBA869E39FADF881657A882F5A781430DA38DACC43145C6C3B5

Malicious: false

Reputation: low

Preview:
<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.nytimes.com/"/><date>0x209020cb,0x01d74167</date><
accdate>0x209020cb,0x01d74167</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.nytimes.com/"/><date>0x209020cb,0x01d74167</date><accdate>0
x209020cb,0x01d74167</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\NYTimes.url"/>
</tile></msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin20332743330\msapplication.xml
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 660

Entropy (8bit): 5.115209281475568

Encrypted: false

SSDEEP: 12:TMHdNMNxcFsYznWimI002EtM3MHdNMNxcFsYznWimI00ONVEtMb:2d6Nx7iSZHKd6Nx7iSZ71b

MD5: FEE0A361BB09DC1250A9AB1E2630FA12

SHA1: A3D3565B6F98FD57D7ECE67C99BC969F187E8980

SHA-256: FA66CF5D76369E5CDA01EBFC897136D16A3594017BB82DD2D6A80D5026A5E809

SHA-512: D2A5AB24215C65FB6070B0B13B330042BBE4551E64B94541508FB346A1566C0D5FA934DEBA732498B55A02D53866E21582071353B5AD5597108A53F44E420EF2

Malicious: false

Reputation: low

Preview:
<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.facebook.com/"/><date>0x208b5c0f,0x01d74167</date>
<accdate>0x208b5c0f,0x01d74167</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.facebook.com/"/><date>0x208b5c0f,0x01d74167</date><accdate
>0x208b5c0f,0x01d74167</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Facebook
.url"/></tile></msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin8215062560\msapplication.xml
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 654

Entropy (8bit): 5.0884997033893615

Encrypted: false

SSDEEP: 12:TMHdNMNxfnYOBsrOBznWimI002EtM3MHdNMNxfnYOBsrOBznWimI00ONe5EtMb:2d6NxQusruzSZHKd6NxQusruzSZ7Ejb

MD5: BD6C07737439373795A75E8919F2307D

SHA1: 8FA9591A7FBFF0D16A0F092F2B354AD3A40ED52C

SHA-256: 40D384EBD469094D28AFBBC1C1B79F0DBEB059D067C5F7B266EDB4DA312CEFC7
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SHA-512: FF58A619BA6913B4E69B54C9F7E70AA3E3A7A913E2A183B904C42FCD6031BD5A9C604CAF026D0C143C6D3BF0113CB7156017F9BD6816B20F07C2D3190C1CFFB
9

Malicious: false

Reputation: low

Preview:
<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.google.com/"/><date>0x208dbe7d,0x01d74167</date><a
ccdate>0x208dbe7d,0x01d74167</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.google.com/"/><date>0x208dbe7d,0x01d74167</date><a
ccdate>0x208dbe7d,0x01d74167</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Go
ogle.url"/></tile></msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin8215062560\msapplication.xml

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\imagestore\dikxvqf\imagestore.dat
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: data

Category: dropped

Size (bytes): 1842

Entropy (8bit): 7.39253610625187

Encrypted: false

SSDEEP: 48:LMMBgUA/K1Nq6rTebxvQyz398QIYbZW7TKIGu28O6JlZum+P7C:pBkKcbxvlz3LICEPKnuhOEumU7C

MD5: 189F0A63073A90BE4CBC542EE315DFB4

SHA1: D3D4068F7CDB2326394073A5F8A4AD46D7ABF7D6

SHA-256: 01ECC0605778A7F5F3858E69A4FC62729A95BC6C425E3EF6243D55DF4E2C03CB

SHA-512: CA032605347C1CE7E8BFDD3ACCB7F4F88A95C1C6D0CF0863AC1A1FECC3237853E40625F03EDC6F477EEB6F518C8675E7A7B12559C49F2538947B4976AF45F195

Malicious: false

Reputation: low

Preview:
x.h.t.t.p.s.:././.i.2...w.p...c.o.m./.i.n.s.i.g.h.t.s.o.f.t.w.a.r.e...c.o.m./.w.p.-.c.o.n.t.e.n.t./.u.p.l.o.a.d.s./.2.0.1.9./.0.9./.c.r.o.p.p.e.d.-.i.n.s.i.g.h.t.s.o.f.t.w.a.r.e.-.f.a.v.i.c.o.n.-.5...
p.n.g.?.f.i.t.=.3.2.%.2.C.3.2.&.s.s.l.=.1......PNG........IHDR... ... .....D.......PLTEGpL............................................................................................................................................
...................................................................................................}..}..~......3.L-.Lb.z...,.M.|.).K...............................................................................................................................
.............................................,.M......9.X............K.g...........~.....}._.wM......@.^..C....h..=....u.o...._.........=.[...j.5.U......!.....l.....x...............k........4.T,..t......r....'........4............
..H..N.j`..K...

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\521179371780902[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 521138

Entropy (8bit): 5.469273628925862

Encrypted: false

SSDEEP: 6144:Rk1HgCSntDV/HaK3V/Ha8NEPjQHguH3HpQrwzzm3k1HgCSntDV/HaK3V/Ha8NEPF:dNESCNESe

MD5: E65FFC4F50C5D7E6C9103A03263BD8B3

SHA1: AE450291962A4878067CD5A617A389539C7B398D

SHA-256: 6E63AB7C67E987EE0CB9BC21AD62BFF5D489E278B715FA78C8DCB577FDFBC42E

SHA-512: 9BCBECFFE952E16008CD9B52FC34B8ACA8437E3CAFAE030936C7D6A92FC4AA35EAF2B6FE1E167ACCC08A06EA085F2D16751FF0EEB93AB8A1534D83819251F
3B4

Malicious: false

Reputation: low

IE Cache URL: https://connect.facebook.net/signals/config/521179371780902?v=2.9.39&r=stable

Preview:
/**.* Copyright (c) 2017-present, Facebook, Inc. All rights reserved..*.* You are hereby granted a non-exclusive, worldwide, royalty-free license to use,.* copy, modify, and 
distribute this software in source code or binary form for use.* in connection with the web services and APIs provided by Facebook..*.* As with any software that integrates 
with the Facebook platform, your use of.* this software is subject to the Facebook Platform Policy.* [http://developers.facebook.com/policy/]. This copyright notice shall be.* 
included in all copies or substantial portions of the software..*.* THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR.* IM
PLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS.* FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN 
NO EVENT SHALL THE AUTHORS OR.* COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER.* IN AN ACTION OF C
ONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN.* CONNECTION WI

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\6si.min[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 15033

Entropy (8bit): 5.621456559192412

Encrypted: false

SSDEEP: 384:FeJoT08p0RzdHHktpsn0cBSGqeW81xxOQfQZfW53Dh1goSqGmknwFl/:Fu0eRpktG7BSGqeBCQfQZeBDhzGWf

MD5: 846DBCAD525642C35922554B9293635C

SHA1: 96AFA4CFBCC33811BEF84CF0AD654CC43F917882

SHA-256: 7F072DBB779B20CEA6866F3F8D398AF9CAFE418E7E038AA0702FEDDF741F040C

SHA-512: B0915D794EBD2C621BB7F717BD7750E4EEC4DA3556DDFD8C6D86E5FF1E589AAC723ABD262DCF6C2AA7DA2E1913FE9231289F057AE0025BAD642A37B8850565
BC

Copyright Joe Security LLC 2021 Page 20 of 69



Malicious: false

Reputation: low

IE Cache URL: https://j.6sc.co/6si.min.js

Preview:
!function(a,b){function c(a){var b,c="";for(b=0;b<=3;b++)c+=wa.charAt(a>>8*b+4&15)+wa.charAt(a>>8*b&15);return c}function d(a){var b,c=1+(a.length+8>>6),d=new A
rray(16*c);for(b=0;b<16*c;b++)d[b]=0;for(b=0;b<a.length;b++)d[b>>2]|=a.charCodeAt(b)<<b%4*8;return d[b>>2]|=128<<b%4*8,d[16*c-2]=8*a.length,d}function e(a,b){var 
c=(65535&a)+(65535&b);return(a>>16)+(b>>16)+(c>>16)<<16|65535&c}function f(a,b){return a<<b|a>>>32-b}function g(a,b,c,d,g,h){return e(f(e(e(b,a),e(d,h)),g),c)
}function h(a,b,c,d,e,f,h){return g(b&c|~b&d,a,b,e,f,h)}function i(a,b,c,d,e,f,h){return g(b&d|c&~d,a,b,e,f,h)}function j(a,b,c,d,e,f,h){return g(b^c^d,a,b,e,f,h)}function k(a,b,c,
d,e,f,h){return g(c^(b|~d),a,b,e,f,h)}function l(a){var b,f=d(a),g=1732584193,l=-271733879,m=-1732584194,n=271733878;for(b=0;b<f.length;b+=16){var o=g,p=l,q=m,r
=n;g=h(g,l,m,n,f[b+0],7,-680876936),n=h(n,g,l,m,f[b+1],12,-389564586),m=h(m,n,g,l,f[b+2],17,606105819),l=h(l,m,n,g,f[b+3],22,-1044525330),g=h(g,l,m,n,f[b+4],7,-
176418897),n=h(n,g,l

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\6si.min[1].js

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\Daf-Llewellyn[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 300x300, frames 3

Category: downloaded

Size (bytes): 46002

Entropy (8bit): 7.977921053259689

Encrypted: false

SSDEEP: 768:jkfwGa6BDksotcbRQVHlOVcCrNcGwndz99ZSXiH9IDb7cTkc3Y0VKXNcXNvgrsp:jkfwGhrYV4RcGS99AXiHD5PVONGvgrsp

MD5: E32CC934AC060318A9656158013A71D8

SHA1: 8AA3623E5D1E509E5342631E6605874E5714D658

SHA-256: FB5644B1EDF51E7D5883B99C78318035CF373BEE7EE56ED25FBFA9D2C89D3CE7

SHA-512: 7889504A27A6C0058625A4B8FF9FBC1219843C195C1B0502FC12F1EDA1B946E15B1EDB89D369C2000EB53370FFDA624501092456A88A73DD4B8D8A2009CBAF7D

Malicious: false

Reputation: low

IE Cache URL: https://i2.wp.com/insightsoftware.com/wp-content/uploads/2021/03/Daf-Llewellyn.jpg?resize=300%2C300&ssl=1

Preview:
......JFIF.............C....................................................................C.......................................................................,.,......................................................................................8.P~+..
..5ek.X.pg..j.....8.....<a.c......... ....!...%.....Pt....T.C...&.....e...p`".........PM..$.<....`..0t.......b.@..R....a.G....P.C.P:...PQ.j....h".F.`......A@.;.@.Uq..#q..o.V....h%.RFI>....3.@.-.hx...+
A.F.....U..A`..;........".+...cER..s....Y^.l2C.....J.S9..FU;..t.@..B.....b.r.k..P@PP......d..........]..K.k]..weV]..ad.1..<;.k/.....j..P......W0...a{w.#..a...C!.a.2..;.2.. ....Q.Sm.,D..22...v.z.......
.'=.=g=c.I.8@...5.7....)...F..Z.E2 J....du.:.B.z..N.Z.jk\i...3..D....d.G..U..G.....~..9......+qPG..0........F,.h....M...!X.-.].2...}*....,..gT..t.^...5o...PGA..k4....;)J....}...B.-@.n.....P.
...Xdv.x.U....M.....S...=.GK.....^...v.+.M...k.....=1Pj...V.J<...uwo.t.O....#E.*....j...C.#...L.;..jN..b...<.u.$..f..2........5..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\Dashboard-Design-Icon[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 106 x 106, 8-bit colormap, non-interlaced

Category: downloaded

Size (bytes): 1929

Entropy (8bit): 7.625322529356744

Encrypted: false

SSDEEP: 48:X/UyvMtk7W+3JCmVSCL9K3PeYa2XxJud1K:PlMn+ZRT9K3PeX2XxJuS

MD5: EEC9F8E33E9D1D42B88D4728FCCAD781

SHA1: 04D29DC8868AEF61D99934ED2B9A598E71006F31

SHA-256: 509A4E36CA30F9D94441E85DA98FE0B7D7489D556A8AD0D9D25771A551296C4C

SHA-512: 89372130224A01C19255DCF414562390CFA8DBF2117192024613F350C5079F7B42F02B1A83100635BB92B6D0C8A22B813C31D7F0124EF535CD06E007BE563BED

Malicious: false

Reputation: low

IE Cache URL: https://i0.wp.com/insightsoftware.com/wp-content/uploads/2019/09/Dashboard-Design-Icon.png?fit=106%2C106&ssl=1

Preview:
.PNG........IHDR...j...j.....c.4.....PLTEGpL.._.._.._.._.._.._.._..j.._.._.._.._.._.._.._.._.._.._.._.._.._.._.._....._.._.._.._.._....._.._.............._........_.._....._....._.._.._.._.._........_....._.._.
......._.._.._............................._.._................._.._....._.._....n.....QtRNS...O.g...am.[..7S..z.......q..@.$k........*.I../u.....`.%$RX...J.5,*6.B..2-l..3....IDATh.Zi[.:....}..QvQ.PA^
qEQ.;..?.N..K.........9..1.......L...Q*...".&[.X....|#....<.#.;0y=......C[1=....c.8f"j...w_^...m.hbQS..)1..:...yH.mR...f.28.n.u.#...3.y..c.`=.........B$..@1?..?.`...@~..i..Ni. .;..v..wS.}h..
/.7.^s.#i..6.t6o..b.=Z...om..i...[...l.Xl.'.e...V1`...f.8QV..m.$w..;I.-W.|K...E/..oI.c.~.W..g.%..6.1..4..aK..M.~._V..C.D9...;0.%.R%.9....9b....or._...+-...WN.B.-].2.......d.`....?0.c...(<. p
...F...1.$.R..xj...W..Cz"b..t.&3P......:...B.b..:.&..@..T...I.\.(.. cLP.E)thn..........)..........\.2?S.......b..R..?.k.d....l.*.}:.j.'e..!J.}d..(?*J...0.,O.^SC..@.$.).<.~.tF..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\FBVzdDflz-iPfoPuIC2iIqYn7g[1].woff
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, TrueType, length 22076, version 1.1

Category: downloaded

Size (bytes): 22076

Entropy (8bit): 7.9744071675277475

Encrypted: false

SSDEEP: 384:EdXso6Ed6ZuR3IFEYwlTLWfeCILpAwXvgYlxnW8ZbIKLGCTfFhdN6qoCtRfE/j:EdXso6Ed/seTLseCI2w/xlxnTZb3L9Tg

MD5: BB83E7F1E8B43580D7FEB10F42BFBEDA

SHA1: 387FBCB50DD7942C58DA1CDA0043DF40B5669704

SHA-256: 860D4C170ADE411954CD1823EEA8B6CDE2B624F7BF0562BF62940C2D7F2EE20D

SHA-512: ABFFF1FCBD78FC8224DCBD47BB06DA7CC7EA63E93C8D51580208FB51E3178942C050EC308E29CFAD6D60EE45FA14B065A7B2051C372FBC125C9D188B3920F2
A2
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Malicious: false

Reputation: low

IE Cache URL: https://fonts.gstatic.com/s/bevietnam/v2/FBVzdDflz-iPfoPuIC2iIqYn7g.woff

Preview:
wOFF......V<................................GDEF.......m.....U.^GPOS.......#.....w..GSUB...........X.+..OS/2.......O...`j...cmap...........V#..kcvt .......=...`....fpgm.............6..gasp............
....glyf......;...e....head..M<...6...6..3Hhhea..Mt.......$...phmtx..M....Q....!.,.loca..O.........h...maxp..Q.... ... ...ename..R.........,.E.post..S........r.3.+prep..U..........V.x......Q.E..~ 
FB2........I.... ..6..F...u8....BM.6...]z.W...Pa..'L}.0g.KV.f.[..{?p..g.p....?yQx+|.R.).U........x....,W.......eVO.8y.m.m..rPL).......sl.....9_..|.....)...`..3(^.w...6,...........O.~.M.....i...$ 
M'o..y...R..7..a<.r.5....B.8..$H.e...WC1m(......~3r?.P.x$..c...'9..W.. N..2....'.>9.'.q.D...4.).,.\..j.."N'.....K?b..q..8sY..J.9)<N..."..B)..5...c..w...3.........8I.<n.....w...l....K.'"$O....".X....r
.B....j...I.!O........y...}....?'.A..".............}..EF._.?.#.7.(.;.63.......Bm1...iQ.%.F...{....}.~..u~.>jv?..{.#. .....y~...=!..S...7.&.R\.^...;..6.{..M..}.^6.>Y..n.p7[.z.d.{.B.h.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\FBVzdDflz-iPfoPuIC2iIqYn7g[1].woff

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\Jim-Triandiflou[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: [TIFF image data, little-endian, direntries=0], progressive, precision 8, 300x300, frames 3

Category: downloaded

Size (bytes): 16537

Entropy (8bit): 7.958668260281128

Encrypted: false

SSDEEP: 384:eBp/MJcruJBekeTNT7zpDp089hx3uT/dDh6HR1nnDmv3BXeDx:ewJxvReT9JD39OTFDEx1nii

MD5: 9FA24FF6D91E74894E70076E3F85587F

SHA1: CA0AF251D5C127CE2167737ABE76C87F7A085914

SHA-256: 1FE76B5403A322FE8F7AF87B4966E1352BA58BFBCBFB942F22155CA72B3172ED

SHA-512: 18EFB68CCB97DCD83DA46D051257C7E45BA6019C146122426AC76B4B741B47BC67BC1BC8406A71CE7ED7F5DC4C005092A2A0508E81D804B0C65359E50DECCD
7B

Malicious: false

Reputation: low

IE Cache URL: https://i2.wp.com/insightsoftware.com/wp-content/uploads/2020/10/Jim-Triandiflou.jpg?resize=300%2C300&ssl=1

Preview:
......JFIF..............Exif..II*................C....................................................................C.......................................................................,.,...................................................................
................@......d.Q.E1...........K....(..@.Mc..Z..gh.\m,........Z^8...aB.....\..1.M..N.y.G.W....0.......#....Q.1...z0.w.j.\t.X.....u.`.......p.0......6zs.=Y8..uJ.c..\.=..........Z\..........y........v...
.............0....$........*.>..l..?K(.\...z.=x..N.X.....-.I.@.....S..Q..g...[-I.-.7_&.....X.......`D..$:(. ....K.~_:....l6...G.X...;..^......`.,.I......A\w...K,..1...>....<>...do...x.....E..1P. ....S..A.....n:
.Z.6kFZ...u.........X\...!....5...y.0..{ena..1..2.t..}|.-`.....X\........f.:..>..u....k.s.......7.......arLT.... ......m.Ss=u.cH.+:.u.v....`.,-K.@.. .....>>.q.k:.&zj%0..i...\..`......d*.@0....k.8..t.c..[...`..t...
<..0....E..e.........:M_......=.5.~n.|5]9z..m.`......%...0"F.*.Y....szm|.......p.q.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\KFOlCnqEu92Fr1MmYUtfBBc9[1].ttf
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: TrueType Font data, 18 tables, 1st "GDEF", 8 names, Microsoft, language 0x409, Copyright 2011 Google Inc. All Rights Reserved.Roboto BlackRegularVersion 2.137; 
2017Roboto-Bla

Category: downloaded

Size (bytes): 35208

Entropy (8bit): 6.392518822467014

Encrypted: false

SSDEEP: 768:53Dmu13ucOmpIN22bN8o6Ze0XlGV+uM49pSeCu7XniviDffw6mo/quUR:lD13DjSNz0XlG0uL9YeCu7Xn4iTo9o/4

MD5: 4D99B85FA964307056C1410F78F51439

SHA1: F8E30A1A61011F1EE42435D7E18BA7E21D4EE894

SHA-256: 01027695832F4A3850663C9E798EB03EADFD1462D0B76E7C5AC6465D2D77DBD0

SHA-512: 13D93544B16453FE9AC9FC025C3D4320C1C83A2ECA4CD01132CE5C68B12E150BC7D96341F10CBAA2777526CF72B2CA0CD64458B3DF1875A184BBB907C5E3D73
1

Malicious: false

Reputation: low

IE Cache URL: https://fonts.gstatic.com/s/roboto/v18/KFOlCnqEu92Fr1MmYUtfBBc9.ttf

Preview:
........... GDEF......z\...dGPOS......z.....GSUB7b..........OS/2ve#...p....`cmap......r....Lcvt ...=..xX...Zfpgm..#...ud....gasp......zP....glyf.......,..i~hdmx......q ....head...R..l....6hh
ea.]....p....$hmtx..<...l.....locaK./...j.....maxp......j.... name..9...x....|post.m.d..z0... prep...C..w ...8...d...(.............P...EX../....>Y..EX../....>Y......9......9......9......9........9......9......0
1!!.!.......!.5.!.(.<..6......................}.w...x.^.^..^....g...........<......9.........EX../....>Y..EX../....>Y.....+X!...Y..../01.!.!.462..."&....+.g..k.kk.k......J__.__.......^.......&......9........./......9../.
.......01..#.3..#.3.+..._+...v.S.8..S.8.......z.......... !..9.........EX../....>Y..EX../....>Y..EX../....>Y..EX../....>Y......9../.....+X!...Y............../.....+X!...Y...............................01.#.#.#5
3.#53.3.3.3.3.!.3.!.#.3.#.d.C.C..,..E.D.E.E...,...C.@.,....f.........`...`.....f.Q......S.&.Q...-.r.+./..9...EX../....>Y..EX.!/..!.>Y..!...9........!..9......

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\NewErrorPageTemplate[1]
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode (with BOM) text, with CRLF line terminators

Category: downloaded

Size (bytes): 1612

Entropy (8bit): 4.869554560514657

Encrypted: false

SSDEEP: 24:5Y0bQ573pHpACtUZtJD0lFBopZleqw87xTe4D8FaFJ/Doz9AtjJgbCzg:5m73jcJqQep89TEw7Uxkk

MD5: DFEABDE84792228093A5A270352395B6

SHA1: E41258C9576721025926326F76063C2305586F76

SHA-256: 77B138AB5D0A90FF04648C26ADDD5E414CC178165E3B54A4CB3739DA0F58E075

SHA-512: E256F603E67335151BB709294749794E2E3085F4063C623461A0B3DECBCCA8E620807B707EC9BCBE36DCD7D639C55753DA0495BE85B4AE5FB6BFC52AB4B284F
D
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Malicious: false

Reputation: low

IE Cache URL: res://ieframe.dll/NewErrorPageTemplate.css

Preview:
.body..{..    background-repeat: repeat-x;..    background-color: white;..    font-family: "Segoe UI", "verdana", "arial";..    margin: 0em;..    color: #1f1f1f;..}.....mainContent..{..    
margin-top:80px;..    width: 700px;..    margin-left: 120px;..    margin-right: 120px;..}.....title..{..    color: #54b0f7;..    font-size: 36px;..    font-weight: 300;..    line-height: 
40px;..    margin-bottom: 24px;..    font-family: "Segoe UI", "verdana";..    position: relative;..}.....errorExplanation..{..    color: #000000;..    font-size: 12pt;..    font-family: 
"Segoe UI", "verdana", "arial";..    text-decoration: none;..}.....taskSection..{..    margin-top: 20px;..    margin-bottom: 28px;..    position: relative; ..}.....tasks..{..    color: #00
0000;..    font-family: "Segoe UI", "verdana";..    font-weight:200;..    font-size: 12pt;..}....li..{..    margin-top: 8px;..}.....diagnoseButton..{..    outline: none;..    font-size: 9pt;
..}.....launchInternetOptionsButton..{..    outline: none;

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\NewErrorPageTemplate[1]

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\Shirley-Riddick-Headshot[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 300x300, frames 3

Category: downloaded

Size (bytes): 22372

Entropy (8bit): 7.962731710719356

Encrypted: false

SSDEEP: 384:1qqY/zWk/1Iyn2t5dHFzJsL7zOa+eTjUTbn1Ae8Feq+IS2/FV:XYSS1IYc5LzJs/zQQg1AjFeqFJNV

MD5: CBC168CBA43353E0E6DFD642D00A699B

SHA1: 17A6A26189B0C67F7D34280FABF5CA6E2EFCF31A

SHA-256: 847866B055E3B42524A1B6A138FFB6DDA97100E8BC997C82C7DA47CBD5F7E4CA

SHA-512: 7CCF3B86673AD364402875D4EAE9CD8A7FBA6C31BC191F5182EA3AC5B70AB66FFE316DA116538C292601FFF5EC2BC55C1A132C125D01631C47ADF9EC0B17D6
09

Malicious: false

Reputation: low

IE Cache URL: https://i1.wp.com/insightsoftware.com/wp-content/uploads/2021/03/Shirley-Riddick-Headshot.jpg?resize=300%2C300&ssl=1

Preview:
......JFIF.............C....................................................................C.......................................................................,.,.............................................................................................
c........ ...........j.}.V..3oK~.i.f....@....`0...`|.\.9.w...Tu...L.h..n:.\.....@....0.....{.....Z..;58D.Lz.'.n.K^.......@ ........^.NN......b.V.b=.Y|.m.n.Y.....@....0...dZ_..z.......U.>;..x...+..|/u.
..@..@........f[.....s.5{s..\.8.H..]....Lz.].G5...m......@!..`0..~?.O]}...E..m.<..|...W.s....M..m..G?[B............Zy...M...N..[..>".~9.....Vs.R...................(y:....5...:.....~...o..>[s[.^.f.#).6
=...U................z.nn..FwW...x..q.Nt.l...5.3..9....O..4. ...@1...y.........U(kC.iU..*m.L.WE5.Nu\.+A._.u.......@!..0..ko&.}l.F~..|.b..9..e..~X.1....`{<.f....W.l.....c....@ ....vZyo..y.M}.
r.D.#L...Z...u...r....(...m.-P.(.?x.zO..}....@!.....Xm..O..}y{DWK|...f"e..r.lb..a.y.<.g.-i...O-..>yzG..... ......`0*.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\anchor[1].htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, ASCII text, with very long lines

Category: dropped

Size (bytes): 14356

Entropy (8bit): 5.950931104189779

Encrypted: false

SSDEEP: 384:v/Ssnu5vOP05MTsWFO8xmiecYPwrI59Dq:v/Ssnuxe0WjFxwiecYIrIbW

MD5: F558DF72719BB8C7CACFB9AC501763D4

SHA1: ECE3D3B25426BEA589FA3924A3E35941DDC1398F

SHA-256: 67520675324ADFB6935B494A9D67E9123C79D05B75E69D06D2792A77A5F865AF

SHA-512: DE73D04229558CB6F2338261FCC36551B71991DE76EF8F31E037EA2F90BB1A44808FFE59CBAD75D1F8F64DE16FAAE595FBDF15DA95132D403CA63468DE94A8E
E

Malicious: false

Reputation: low

Preview:
<!DOCTYPE HTML><html dir="ltr" lang="en"><head><meta http-equiv="Content-Type" content="text/html; charset=UTF-8">.<meta http-equiv="X-UA-Compatible" 
content="IE=edge">.<title>reCAPTCHA</title>.<style type="text/css">.@font-face {.  font-family: 'Roboto';.  font-style: normal;.  font-weight: 400;.  src: url(//fonts.gst
atic.com/s/roboto/v18/KFOmCnqEu92Fr1Mu4mxP.ttf) format('truetype');.}.@font-face {.  font-family: 'Roboto';.  font-style: normal;.  font-weight: 500;.  src: url(//fonts.g
static.com/s/roboto/v18/KFOlCnqEu92Fr1MmEU9fBBc9.ttf) format('truetype');.}.@font-face {.  font-family: 'Roboto';.  font-style: normal;.  font-weight: 900;.  src: url(//f
onts.gstatic.com/s/roboto/v18/KFOlCnqEu92Fr1MmYUtfBBc9.ttf) format('truetype');.}..</style>.<link rel="stylesheet" type="text/css" href="https://www.gstatic.com
/recaptcha/releases/9qx0v7NiOAe_XnW_ULNZm9e3/styles__ltr.css">.<script nonce="ZIO4WgXn0mu+S/vS6/4oTA" type="text/javascript">window['__recaptcha_api'] = 
'https://www.google.com/rec

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\api[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 1704

Entropy (8bit): 5.528832257758892

Encrypted: false

SSDEEP: 48:VKEcixKoeVS1YLrwUngKEcixKoeVS1YLrwUnG:ftgGssuUtgGssuG

MD5: 87E5169913F5E7EA4CF32DF0DF2858AC

SHA1: FB036ED03CD5A56B23A4DFF12703D581F2715081

SHA-256: 231D016CE4D6EC47AE2F73A7776E7057DF082DED86B49115EE86271371518BB0

SHA-512: 20B67BF120B21D8154B78E459D1108EF4884C5B134A2701B5DE6D9FB8C6C816C986DB7709625758C09502E41D352579EB40DD179B2DA7B638B1338F3F9B71FAB
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Malicious: false

Reputation: low

Preview:
/* PLEASE DO NOT COPY AND PASTE THIS CODE. */(function(){var w=window,C='___grecaptcha_cfg',cfg=w[C]=w[C]||{},N='grecaptcha';var gr=w[N]=w[N]||{};gr.r
eady=gr.ready||function(f){(cfg['fns']=cfg['fns']||[]).push(f);};w['__recaptcha_api']='https://www.google.com/recaptcha/api2/';(cfg['render']=cfg['render']||[]).push('explicit');w[
'__google_recaptcha_client']=true;var d=document,po=d.createElement('script');po.type='text/javascript';po.async=true;po.src='https://www.gstatic.com/recaptcha/
releases/9qx0v7NiOAe_XnW_ULNZm9e3/recaptcha__en.js';po.crossOrigin='anonymous';po.integrity='sha384-3Y6TtXVyVz4uYxLkZdls2QB6LJNCm3B8Xng6ivLc
8XwXOrNl1KhXyQFv5TJ+lsJr';var e=d.querySelector('script[nonce]'),n=e&&(e['nonce']||e.getAttribute('nonce'));if(n){po.setAttribute('nonce',n);}var s=d.getElement
sByTagName('script')[0];s.parentNode.insertBefore(po, s);})();/* PLEASE DO NOT COPY AND PASTE THIS CODE. */(function(){var w=window,C='___grecaptcha_c
fg',cfg=w[C]=w[C]||{},N='grecaptcha';var gr=w[N]=w[N]||{};gr

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\api[1].js

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\api[2].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 1704

Entropy (8bit): 5.528832257758892

Encrypted: false

SSDEEP: 48:VKEcixKoeVS1YLrwUngKEcixKoeVS1YLrwUnG:ftgGssuUtgGssuG

MD5: 87E5169913F5E7EA4CF32DF0DF2858AC

SHA1: FB036ED03CD5A56B23A4DFF12703D581F2715081

SHA-256: 231D016CE4D6EC47AE2F73A7776E7057DF082DED86B49115EE86271371518BB0

SHA-512: 20B67BF120B21D8154B78E459D1108EF4884C5B134A2701B5DE6D9FB8C6C816C986DB7709625758C09502E41D352579EB40DD179B2DA7B638B1338F3F9B71FAB

Malicious: false

Reputation: low

IE Cache URL: https://www.google.com/recaptcha/api.js?hl=en&render=explicit&ver=5.6.2

Preview:
/* PLEASE DO NOT COPY AND PASTE THIS CODE. */(function(){var w=window,C='___grecaptcha_cfg',cfg=w[C]=w[C]||{},N='grecaptcha';var gr=w[N]=w[N]||{};gr.r
eady=gr.ready||function(f){(cfg['fns']=cfg['fns']||[]).push(f);};w['__recaptcha_api']='https://www.google.com/recaptcha/api2/';(cfg['render']=cfg['render']||[]).push('explicit');w[
'__google_recaptcha_client']=true;var d=document,po=d.createElement('script');po.type='text/javascript';po.async=true;po.src='https://www.gstatic.com/recaptcha/
releases/9qx0v7NiOAe_XnW_ULNZm9e3/recaptcha__en.js';po.crossOrigin='anonymous';po.integrity='sha384-3Y6TtXVyVz4uYxLkZdls2QB6LJNCm3B8Xng6ivLc
8XwXOrNl1KhXyQFv5TJ+lsJr';var e=d.querySelector('script[nonce]'),n=e&&(e['nonce']||e.getAttribute('nonce'));if(n){po.setAttribute('nonce',n);}var s=d.getElement
sByTagName('script')[0];s.parentNode.insertBefore(po, s);})();/* PLEASE DO NOT COPY AND PASTE THIS CODE. */(function(){var w=window,C='___grecaptcha_c
fg',cfg=w[C]=w[C]||{},N='grecaptcha';var gr=w[N]=w[N]||{};gr

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\autoptimize_6c2ba79e5c7c4c33da33e11a72bce1a0[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 178455

Entropy (8bit): 5.293772839274621

Encrypted: false

SSDEEP: 1536:F3PhO/Dktz981MrRxkhX7+wiwpL4ytoliQ4sFSzEtai0/P7mmpgliEio3S+7ikyC:xPhQDeZjw4Q4Z4C30/P2ytA

MD5: 1A251E5F4B37936486B689A4ECBC1B23

SHA1: 63FFCC1665677B6636B81B8CE1E5470A8D8D607E

SHA-256: 49824B2DD4EECB9ACF0D27FFCFAD02027692E95C4A39497E3598ACAEA07D363C

SHA-512: 0B52E67188C7E168306F7DDBA4AFB14BE351295BD3F8DE9D2F289991A88BDFF046E0490245E65CEB3147A61F7104ECAB8260C1218BF678CFDD2E91C518B892E5

Malicious: false

Reputation: low

IE Cache URL: https://insightsoftware.com/wp-content/cache/autoptimize/js/autoptimize_6c2ba79e5c7c4c33da33e11a72bce1a0.js

Preview:
/*! jQuery Migrate v3.3.2 | (c) OpenJS Foundation and other contributors | jquery.org/license */."undefined"==typeof jQuery.migrateMute&&(jQuery.migrateMute=!0)
,function(t){"use strict";"function"==typeof define&&define.amd?define(["jquery"],function(e){return t(e,window)}):"object"==typeof module&&module.exports?modul
e.exports=t(require("jquery"),window):t(jQuery,window)}(function(s,n){"use strict";function e(e){return 0<=function(e,t){for(var r=/^(\d+)\.(\d+)\.(\d+)/,n=r.exec(e)||[],o=r.exec(t
)||[],i=1;i<=3;i++){if(+o[i]<+n[i])return 1;if(+n[i]<+o[i])return-1}return 0}(s.fn.jquery,e)}s.migrateVersion="3.3.2",n.console&&n.console.log&&(s&&e("3.0.0")||n.console.
log("JQMIGRATE: jQuery 3.0.0+ REQUIRED"),s.migrateWarnings&&n.console.log("JQMIGRATE: Migrate plugin loaded multiple times"),n.console.log("JQMIGRATE: 
Migrate is installed"+(s.migrateMute?"":" with logging active")+", version "+s.migrateVersion));var r={};function u(e){var t=n.console;s.migrateDeduplicateWarnings&&r[e]||
(r[e]=!0

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\autoptimize_single_a14c511279456b22177b6ce8323e296e[1].css
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode text, with very long lines

Category: downloaded

Size (bytes): 300285

Entropy (8bit): 5.060879015853038

Encrypted: false

SSDEEP: 1536:nwdwdz7Y0XPuECswtLy81E948ER3rLVVexAMALSZxaiexJ/hbCb7C+n:7RyV3rL7SZxcxJ/hb0

MD5: 9836994B5AB51D41AD4273C9BC5827F2

SHA1: 7E0E8E02D2C678823FE273C3A5AA7E0C3880CDFC

SHA-256: 6E0350CA39927C4676D7659219C68D3B71D4363D532D86B895CF816AD9530336
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SHA-512: 836085171CD52CE3939C9766427E41C687EF1CBD1351D97E17364A1D2B90E1FBCDFACB6D0273D9FB386DE82DE2F229C9AA35F7D45671C1C01EB55D50F27F52A
C

Malicious: false

Reputation: low

IE Cache URL: https://insightsoftware.com/wp-content/cache/autoptimize/css/autoptimize_single_a14c511279456b22177b6ce8323e296e.css

Preview:
@charset "UTF-8";./*!. * Bootstrap v3.3.6 (http://getbootstrap.com). * Copyright 2011-2015 Twitter, Inc.. * Licensed under MIT (https://github.com/twbs/bootstrap/blob/mas
ter/LICENSE). */./*! normalize.css v3.0.3 | MIT License | github.com/necolas/normalize.css */.html{font-family:sans-serif;-ms-text-size-adjust:100%;-webkit-text-size-adju
st:100%}body{margin:0}article,aside,details,figcaption,figure,footer,header,hgroup,main,menu,nav,section,summary{display:block}audio,canvas,progress,video{displ
ay:inline-block;vertical-align:baseline}audio:not([controls]){display:none;height:0}[hidden],template{display:none}a{background-color:transparent}a:active,a:hover{outline
:0}abbr[title]{border-bottom:1px dotted}b,strong{font-weight:700}dfn{font-style:italic}h1{font-size:2em;margin:.67em 0}mark{background:#ff0;color:#000}small{font-size:80%
}sub,sup{font-size:75%;line-height:0;position:relative;vertical-align:baseline}sup{top:-.5em}sub{bottom:-.25em}img{border:0}svg:not(:root){overflow:hidden}figur

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\autoptimize_single_a14c511279456b22177b6ce8323e296e[1].css

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\bernie-emsley-chief-technology-officer[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: [TIFF image data, big-endian, direntries=7, orientation=upper-left, xresolution=98, yresolution=106, resolutionunit=2, software=Adobe Photoshop CC 2019 (Windows), 
datetime=2020:02:28 12:20:51], progressive, precision 8, 300x300, frames 3

Category: downloaded

Size (bytes): 24146

Entropy (8bit): 7.640624102050309

Encrypted: false

SSDEEP: 384:zsRmn1FG4S7i8sRmn1FGsYNg7QYxY+NLaq2j0JoomGZx2LoUdi/3f:QRyi4S7iRyisYyUwLg4om0X+3f

MD5: 687D215A2B7CC537358E33C23879ABC3

SHA1: AFA9CD02AD0F6E7A52FDF3A46531EE4C99702D12

SHA-256: 6A7469359FB0B3479501EDF08527BE17CB47DB07B5D4C8241E209F9126F75992

SHA-512: EC7C10601B532E2B07AC7B1D33CB5AFE987CA0A67C0BED71BE20D3EDB6A6AADE75D819D5338DECF8FF4FF6B06C3E84ECB5135E77F6033EB0BF6CDC44EEE7
EFFC

Malicious: false

Reputation: low

IE Cache URL: https://i1.wp.com/insightsoftware.com/wp-content/uploads/2020/02/bernie-emsley-chief-technology-officer.jpg?resize=300%2C300&ssl=1

Preview:
......JFIF.............^Exif..MM.*.............................b...........j.(...........1....."...r.2...........i....................'.......'.Adobe Photoshop CC 2019 (Windows).2020:02:28 12:20:51.............
.............,...........,..............................."...........*.(.....................2...........$.......H.......H..........Adobe_CM......Adobe.d.................................................................................................
....................................................."................?..........................................................................3......!.1.AQa."q.2.....B#$.R.b34r..C.%.S...cs5....&D.TdE.t6..U.e...u..F'............
...Vfv........7GWgw........................5.....!1..AQaq"..2.....B#.R..3$b.r..CS.cs4.%......&5..D.T..dEU6te....u..F...............Vfv........'7GWgw.................?...I$...L...I.R.U.}+....9..D..7X..
....YO.u..v...}..]...1..r.L........2-...7.......@.LbK........?..?..MQ....c..O.`..Q...........*>..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\canonical_car[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 98 x 90, 8-bit/color RGB, non-interlaced

Category: downloaded

Size (bytes): 11174

Entropy (8bit): 7.97758318268209

Encrypted: false

SSDEEP: 192:b4JEM/GnDNmhq6mokMiqF/RhAUYaYL39w/RA1A4m63ux+9Tyv7RyRJgBHWHOYa7z:b4b4ghdiqFJyVpr9A63p9TG0RCZWH/K

MD5: A4741C6089E163F0E5C0CDB2C698A03E

SHA1: 03B190C8D9350802CBABBCCD2757CFF1FB7115F0

SHA-256: C9685B413894B0647B42EDF9CAC1FC0B2ED044C1FE238D843B9CA3D29DB1B805

SHA-512: 8F16410EDBC8893D9982CCAA1F2BA73BB1E7189B8101CE8EF3167D4663E5580A0BD2462295052A5DD86FA83AB3A0C4ED889204052951F8C6FA71E564D3EDCAF
B

Malicious: false

Reputation: low

IE Cache URL: https://www.gstatic.com/recaptcha/api2/canonical_car.png

Preview:
.PNG........IHDR...b...Z...........+mIDATx..O.a.A.3.....@....YY.5`......#B...|...)F3S..8..H._.......N......v..i..k{D..r..wKhO...V*$..XD..(..*.4]8......t...Q..f!C.{...o.:.sNJ!.~R.....GFG.$.o.
a..m...S.a...("..uu1....h......V...).....V...+....@rd9b.. ........5..7.]...........,CD./.......K.; ......v......H..`..$.p.E.I/.{....5....`..........O_...H.c.."G.Jp}LB.....OU.$..%....=..+..P` .....vR..^.._...a. 
..vX.LIH..-..F..x.?......bRr..@.1....b...`#.L".........|....M.8$....IV.9s...;.WL....Q......8..h.....HIje.....a{.......:\...U.."...AYs.f.:.?RU.C5.,......Q.j..y...Nx.J....1.>.>-R.L.>.q?.H;.Z`.o...}...sN
....k.........P.&>w*.0".u.$.l.W2.q.=I.H......2.......I.H.x..> [.,.t7..$$....W.`..D..#)....*...sfv..A_.....{....cy-..H.x.U5...Ew`....JxB..\.o..|........)..?~..D.A/...y0.%.D.;...0.K..d.v......;..x6B...H
g^E.6..~....g...'-.5.].c.[C2.$A.......!..b.d..U..$w:/.$B. )..P....Hq..3.!.l}]y.....`..s>.7.t.P.s.%d..E{M.m.....$.%...v..W..T:-........... 0....D4a".K...

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\contact-tab-icons[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 160 x 50, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 13715

Entropy (8bit): 7.969950756570085

Encrypted: false

SSDEEP: 192:6SA1FZRKrfgCG6rIB194kj+uImRL3SGy/duFS0cze14m3iYR0lccK1UWyVSJK:6SA14fgtW+B3vFSP/wMKim/RNXUWrK

MD5: 860C1778BBC7B1054641306BF53DBE00

SHA1: E9BBD016189F1852F54BA80B95232AEF25E61731
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SHA-256: 51E13C04AEBFFE8A070211E98EFF0336AD297C9C71C7B777CC76F93280A5DE5E

SHA-512: FBA057B2C4E77EBD446EED7AC82CFFBF5CAC970A25D3495B2242E71A0C212FCB227C44F9DFABB4BC046DBB1CC7CCC8FA0172DEA9BFC80101A4987B24B170
061E

Malicious: false

Reputation: low

IE Cache URL: https://insightsoftware.com/wp-content/themes/jetreports/dist/images/contact-tab-icons.png

Preview:
.PNG........IHDR.......2......a.e...dzTXtRaw profile type exif..x..Y.#..E.../.#...c.w... .Vu.k..;,ukHe2I.w`.......5..jS...y.^{.|..z..S.........x(..C.P...y.?8....>>.......{....y....~.g.J~.O............
=...U..n.Wr...y.~........^..y}..........#x-.9vq..(.C...O..1z.O.....Z.6...c..C.........m....F."%._!|>q.$..Lx*....yv......ds.\!....M5.4.M.y_i1.OV.s^.<.h.y=I..L7k.e.r.."k...3...?.[..N....%...3.......t..n
J.......^.L.3.EB.}.=.}....'......X...5.l....y-.._..t.. D.1.T.@.TZ..5gM.8....<..'.H...%7.N.l...5..ss..@..h4...^...Q?Z.....G.5i..6.H.&"*.QC.Vm*.j.uX.j......{..Z...[.}.n:.zp...1f.e..L.6....Yu.%
K.....l....m.=N:....9z..3..v..].z..;>Y{g.{....}..;k....._Y..!..I.....1....=g.R..3.9.=..-...<9;y..`=)..>......-.._.-....O..#s.S..._......0Jy..].1...l.p..6t..j.(z...^R.gW....t...*Z.l..^W.....v=`.h}..X.]
Z6..:./+Ke.\et!+.qI...K.m..C.M.2.{5. ...v.u1.N7..... .Zs.`.....tC."..G.........B.q....Tv..5..J.m=.f...XD..r .'..#"'F&X0`k.iO..Ke.6Fj....'.mL...|2..fH..Q.o..)u

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\contact-tab-icons[1].png

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\custom[1].css
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text

Category: downloaded

Size (bytes): 16024

Entropy (8bit): 5.057857058864147

Encrypted: false

SSDEEP: 384:Ctnn8W0zhXx2Gx50B7avasSfrB414rFzVDhrEUUvBCZW3DbCTfr:Ctnn8kd2vC/MEqDbCTr

MD5: 89126BA3FA9039DAE670CBBDBC8970A6

SHA1: 61ABF00F87F6EE0F649AAEEA6366EF3C5EA7DDF4

SHA-256: 80E9E9E9DD0B77DA8E5FD8C93ACFE397714DB2766292558CBB6945BF14B7C4C5

SHA-512: 992797127075A2EB003CC9F6BB2562023779AACD412EC0388A5331F28F06EC5CDC07BE14C4AEE447BB5629854BB81101AB24A1B9A2B7C382AEC89166C5C63702

Malicious: false

Reputation: low

IE Cache URL: https://insightsoftware.com/wp-content/themes/jetreports/lib/css/custom.css?ver=0.1.23

Preview:
/*******************************************************************. *  CUSTOM CSS (loaded last). *. *  Add your css adjustments here. *  v 2016-2017 cab.. Tips...* Use media 
queries..* Checkout bootstrap naming guidlines..* Only for minor changes. If you need to do major changes like..  define larger blocks contact Theme Author..*******
*************************************************************/..#mega-menu-wrap-primary_navigation #mega-menu-primary_navigation .mega-menu-link .jet-logo img { max-width: 
none; }../* Change Top Bar Padding*/..  .social-media-header {..  padding-top:5px;.  }..sub,sup {..font-size:50%;..margin-left:5px;.}..body.page-template-template-in-app-
registration #in-app-reg-form .gform_wrapper .gform_footer input[type=submit]{.  display: inline-block;.  margin: 0;.}../*.. social buttons.. */..[role=social] { display: inline-
block; }..[role=social] .social-btn {.  .border: 0px solid transparent;.  .border-radius: 4px;.  ./* min-width: 46px; */.  .text-align: cent

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\dashicons[1].eot
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Embedded OpenType (EOT), dashicons family

Category: downloaded

Size (bytes): 56564

Entropy (8bit): 6.197354457767181

Encrypted: false

SSDEEP: 1536:WWMRL7oeE0FnKjAEVGGFBFkuLLL1HLXdcFwAI:v0FnKjr8G7jLLL1HLXdcVI

MD5: D34E1A3E778FF0CB40E991522D2F59F6

SHA1: F90206D72A97C26BB9618D7D7E0D10DDFD652291

SHA-256: C04A6545EA1A3860F6C8EB4B9EED8191D857DBF2716B812C816CAE8E40BBEA7A

SHA-512: 77BC5D1B6D4C304AE510C8E76E2796AA209EDF8504B18EE00E399034822595A0AB66DAEBCDB943358DBA88804CCBCF7BFF7DD9CED6BFB6ACC33806575415C8
ED

Malicious: false

Reputation: low

IE Cache URL: https://insightsoftware.com/wp-includes/fonts/dashicons.eot?99ac726223c749443b642ce33df8b800

Preview:
....H.............................LP................................................d.a.s.h.i.c.o.n.s.....R.e.g.u.l.a.r.....V.e.r.s.i.o.n. .1...0.....d.a.s.h.i.c.o.n.s................0GSUB.......8...BOS/2@.O%..
.|...Vcmap_.>....$....glyfqd.E.......@head..f........6hhea.7.H.......$hmtx...........Plocal.A.........maxp.o......... name.+_........"post#2\....,.......................................T............_.<.........
.6.......6...........................T...................................,..DFLT................liga.............................................f...G...f....................................PfEd.@...G..................................................
..............................................................................................................................................................................................................................................................................
............................................................

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\dnserror[1]
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, UTF-8 Unicode (with BOM) text, with CRLF line terminators

Category: dropped

Size (bytes): 2997

Entropy (8bit): 4.4885437940628465

Encrypted: false

SSDEEP: 48:u7u5V4VyhhV2lFUW29vj0RkpNc7KpAP8Rra:vIlJ6G7Ao8Ra

MD5: 2DC61EB461DA1436F5D22BCE51425660

SHA1: E1B79BCAB0F073868079D807FAEC669596DC46C1
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SHA-256: ACDEB4966289B6CE46ECC879531F85E9C6F94B718AAB521D38E2E00F7F7F7993

SHA-512: A88BECB4FBDDC5AFC55E4DC0135AF714A3EEC4A63810AE5A989F2CECB824A686165D3CEDB8CBD8F35C7E5B9F4136C29DEA32736AABB451FE8088B978B493
AC6D

Malicious: false

Reputation: low

Preview:
.<!DOCTYPE HTML>..<html>..    <head>..        <link rel="stylesheet" type="text/css" href="NewErrorPageTemplate.css" >..        <meta http-equiv="Content-Type" 
content="text/html; charset=UTF-8">..        <title>Can&rsquo;t reach this page</title>..        <script src="errorPageStrings.js" language="javascript" type="text/javascript">..  
      </script>..        <script src="httpErrorPagesScripts.js" language="javascript" type="text/javascript">..        </script>..    </head>....    <body onLoad="getInfo(); initMo
reInfo('infoBlockID');">..        <div id="contentContainer" class="mainContent">..            <div id="mainTitle" class="title">Can&rsquo;t reach this page</div>..            <div 
class="taskSection" id="taskSection">..                <ul id="cantDisplayTasks" class="tasks">..                    <li id="task1-1">Make sure the web address <span id=
"webpage" class="webpageURL"></span>is correct</li>..                    <li id="task1-2">Search for this site on Bing</li>..   

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\dnserror[1]

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\down[1]
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 15 x 15, 8-bit colormap, non-interlaced

Category: downloaded

Size (bytes): 748

Entropy (8bit): 7.249606135668305

Encrypted: false

SSDEEP: 12:6v/7/2QeZ7HVJ6o6yiq1p4tSQfAVFcm6R2HkZuU4fB4CsY4NJlrvMezoW2uONroc:GeZ6oLiqkbDuU4fqzTrvMeBBlE

MD5: C4F558C4C8B56858F15C09037CD6625A

SHA1: EE497CC061D6A7A59BB66DEFEA65F9A8145BA240

SHA-256: 39E7DE847C9F731EAA72338AD9053217B957859DE27B50B6474EC42971530781

SHA-512: D60353D3FBEA2992D96795BA30B20727B022B9164B2094B922921D33CA7CE1634713693AC191F8F5708954544F7648F4840BCD5B62CB6A032EF292A8B0E52A44

Malicious: false

Reputation: low

IE Cache URL: res://ieframe.dll/down.png

Preview:
.PNG........IHDR...............ex....PLTE....W..W..W..W..W..W..W..W..W..W..W..W..W.U..............W..W.!Y.#Z.$\.'].<r.=s.P..Q..Q..U..o..p..r..x..z..~.........................................
....b.............................................................................................................................................................................................................$..s...7tRNS.a.o(,.s....e......q*.......
............................F.Z....IDATx^%.S..@.C..jm.mTk...m.?|;.y..S....F.t...,.......D.>..LpX=f.M...H4........=...=..xy.[h..7....7.....<.q.kH....#+....I..z.....'.ksC...X<.+..J>....%3BmqaV
...h..Z._.:<.Y_jG...vN^.<>.Nu.u@.....M....?...1D.m~)s8..&....IEND.B`.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\education[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 76 x 75, 8-bit colormap, non-interlaced

Category: downloaded

Size (bytes): 1165

Entropy (8bit): 7.6256612076497134

Encrypted: false

SSDEEP: 24:5R3Lkkkkkb9pl/be6o+ihQD7dqx1UczduqiKD0JT3Dn4Bv5:5RyBe5rhQD8xPBST25

MD5: 69C8B04B4364CB4A8BCD156CF537CCB2

SHA1: 2303B04EE7615BF3733C3039BC1E84F359AB29C2

SHA-256: E40C0C30D8494A2DF5B353E95C133760DB3F55C993CA376824AAB4C2F3AC2232

SHA-512: CBE273760A14BEEEACD8E6AFDB7EE9A6EF9A5731DE444E9A14CC252E0FF88A9DAC3F4D1CBE62628C2EB6D4EC90940412F3A0DBA69317580B01E4879E38498
B1C

Malicious: false

Reputation: low

IE Cache URL: https://i1.wp.com/insightsoftware.com/wp-content/uploads/2019/09/education.png?fit=76%2C75&ssl=1

Preview:
.PNG........IHDR...L...K......L.....fPLTEGpL.._y...._.._.._y...._.._.._.._.._.._.._.._y...._y..y..y..y...._.._y..y..y..y..y..y..y..y...._.._y... ..... tRNS..... ...0..`@..P0..pP ...@`pI/....
..IDATX... ..%$..2.{....E4SdH..mm.17.Q......_....x._XUh.">..J.#......?2.....V^Z ....*.R ..>...8fP4.k.h..5,.@.....~>.bPl....#...j.g.A.U?Ws. ....MI..N#Pl-......HK .Sv.2O.l..(.2.\.....X......p.
S.,_+....wX.......)`..H..^.W..@!.....t.C..2...8.q.......|../.GA..R.)..h.5..>U...%]N..J'O.PH.~x..R..^.$j2..9.G .0......C{.L.../.........u.. ............WK:...yX.2.PX.o...tz..Hw....H........t..Y.kx....B
....W...K...\d..K../:.....gy{..3E..'.5...r...GS......4.c..K.......K......N...mR...,..2~.....[.^3g......-`NT...|0'5.......mx..j.#...'.t.c........l7)o......g..y.64..C........$Y1.X.*.h|.KHl.......,.`.....`..u.....
Gi...V..H......O.f.T..E...ce....F.....0.q.N..T9..<y6n....$Z.l*......\4...@jK.......cJ(.x..m....g...GSlg5(1..|3........:.?...gC.........!.|L....X.%....<L.Y...dW.#.~D&.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\embed_shepherd-v1[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode text, with very long lines

Category: downloaded

Size (bytes): 585826

Entropy (8bit): 5.4321317471532735

Encrypted: false

SSDEEP: 12288:7aIwJe8rrqUktQU7lKMrjFwIjyV5/y+lBjdEZh:/woE+UktQ+KMrj8BjaZh

MD5: AB3DAF8C49990B81D0104803511A4F9F

SHA1: 0BC83A663D6D3CBF9F2B22DE865BAEE6EF58790F

SHA-256: 2A8F3DBF280B8A8377958BEF6444522F1C29F1CBFB130709576C024A00D8EF82
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SHA-512: 64C6A648A6A7563E5EB03EBD63E597A6C419ABB69FA87D23207FDD708D5DA0C27ABCD4858489A595F14A5192A788445643F7BA2CD0A28BD70C8B49D8A2C01AB
9

Malicious: false

Reputation: low

IE Cache URL: https://fast.wistia.com/static/embed_shepherd-v1.js

Preview:
/******/ (function() { // webpackBootstrap./******/ .var __webpack_modules__ = ({../***/ 26:./***/ (function(module) {..function _typeof(obj){"@babel/helpers - typeof";return 
_typeof="function"==typeof Symbol&&"symbol"==typeof Symbol.iterator?function _typeof(obj){return typeof obj}:function _typeof(obj){return obj&&"function"==typeof Sym
bol&&obj.constructor===Symbol&&obj!==Symbol.prototype?"symbol":typeof obj},_typeof(obj)}/**@license MIT-promiscuous-.Ruben Verborgh*/(function(func,obj){// Type 
checking utility function.function is(type,item){return _typeof(item)[0]==type}// Creates a promise, calling callback(resolve, reject), ignoring other parameters..function 
Promise(callback,handler){return handler=function pendingHandler(resolved,rejected,value,queue,then,i){// Case 1) handle a .then(resolved, rejected) call.if(queue=pend
ingHandler.q,resolved!=is)return Promise(function(resolve,reject){queue.push({p:this,r:resolve,j:reject,1:resolved,0:rejected})});// Case 2) handle a resolve o

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\embed_shepherd-v1[1].js

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\f[1].txt
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 36606

Entropy (8bit): 5.497235992375013

Encrypted: false

SSDEEP: 384:K49S+7D2RCcqbzAGfn292c3Lxa6I5rDcJcRAeYUAkP/e5KNCsNSDAhcjCSJ1pOu1:7B7jciAat4JGYUAkXusAjebvm48XoU

MD5: 645EE2F03A1C6F1C98B0A1E0A7DB00DA

SHA1: F93FE04BB5D2E3A1AA7446A4125ED2F9A9BB5BAD

SHA-256: C322060C87967C74E8E1469862CAB247AD7AA0C66E35918333904A125EDCF3B3

SHA-512: 2A1D418C15B101AA028F89F176ABD5FEDC21BE38E70D0CD9BC530F593585DCA0A34E4C77AED2A8B8350B5B92509D22F115E7F39828837CF9FF945AE4127EE15
F

Malicious: false

Reputation: low

IE Cache URL: https://www.googleadservices.com/pagead/conversion_async.js

Preview:
(function(){/* . . Copyright The Closure Library Authors. . SPDX-License-Identifier: Apache-2.0 .*/ .function aa(a){var b=0;return function(){return b<a.length?{done:!1,v
alue:a[b++]}:{done:!0}}}var ba="function"==typeof Object.defineProperties?Object.defineProperty:function(a,b,c){if(a==Array.prototype||a==Object.prototype)return a;a[b]=c
.value;return a}; .function ca(a){a=["object"==typeof globalThis&&globalThis,a,"object"==typeof window&&window,"object"==typeof self&&self,"object"==typeof glob
al&&global];for(var b=0;b<a.length;++b){var c=a[b];if(c&&c.Math==Math)return c}throw Error("Cannot find global object");}var da=ca(this),ea="function"===typeof 
Symbol&&"symbol"===typeof Symbol("x"),l={},fa={};function p(a,b){var c=fa[b];if(null==c)return a[b];c=a[c];return void 0!==c?c:a[b]} .function v(a,b,c){if(b)a:{var d=a.sp
lit(".");a=1===d.length;var e=d[0],f;!a&&e in l?f=l:f=da;for(e=0;e<d.length-1;e++){var g=d[e];if(!(g in f))break a;f=f[g]}d=d[d.length-1];c=ea&&"es6"===c?f[d]:null;b=b(c)

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\fbevents[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 187548

Entropy (8bit): 5.392602416896564

Encrypted: false

SSDEEP: 1536:sM+OWt6w6aic9MeipKKqQqcThe7Kdv0a9sIOC1jaMu5Qm2B+QNSMngUSZYSlIUiR:sOQMj1SVBYDGKqOQMj1SVBYDGKx

MD5: D67E6D12EB6608E9D939B0E3EB70F7E5

SHA1: AF4A18DD4EA23B6DF3B0092618A64A3733C2AE55

SHA-256: 8A407F25943E3E96B80C488FD36FF80000A45C9D85BAFA80E5C05890874E6695

SHA-512: 6B871EEFE532476E7FA735211C049F2CB33B684A765F5FE06F1107B0937940FCEB8FC8A71177141BDA7D6319643244B09C033F132FDF8E68D5CD4B7C39869D74

Malicious: false

Reputation: low

Preview:
/**.* Copyright (c) 2017-present, Facebook, Inc. All rights reserved..*.* You are hereby granted a non-exclusive, worldwide, royalty-free license to use,.* copy, modify, and 
distribute this software in source code or binary form for use.* in connection with the web services and APIs provided by Facebook..*.* As with any software that integrates 
with the Facebook platform, your use of.* this software is subject to the Facebook Platform Policy.* [http://developers.facebook.com/policy/]. This copyright notice shall be.* 
included in all copies or substantial portions of the software..*.* THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR.* IM
PLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS.* FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN 
NO EVENT SHALL THE AUTHORS OR.* COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER.* IN AN ACTION OF C
ONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN.* CONNECTION WI

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\gaconnector[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 15728

Entropy (8bit): 5.296753914966541

Encrypted: false

SSDEEP: 384:Oyp5NLpLAflZDzBC/TAkJVyp5NLpLAflZDzBC/TAkJw:jBlLAflZDkTIBlLAflZDkTo

MD5: E84F2D84D4E3C1534186A75D84651F17

SHA1: 2697DB2015668A72258E48FE045892FB9FCB5AE0
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SHA-256: 9303A567DE7F757D1F323320179287AFFE5BE92D37386C7F9554088223E004EB

SHA-512: F02496373355923CA188C92DBAFF5E3410F6D21689B6DD0279ABBF2663BC9FBC44844D5E5EB8C8398584D0BFC3014218BC6BCDD858DAAF56564FAB68E254C233

Malicious: false

Reputation: low

Preview:
var gaconnector2=function(){var r,u=!0;function a(e){console.log(e);var t=new XMLHttpRequest;t.open("GET",e,!0),t.send()}function c(){var e=l("_ga"),t=window[wi
ndow.GoogleAnalyticsObject];if("string"==typeof e&&0<e.length){var n=e.split(".");return n.slice(n.length-2,n.length).join(".")}if(void 0!==t&&void 0!==t.getAll){var o=t.getAll()
[0];if(void 0!==o)return o.get("clientId")}}window.localStorage&&window.localStorage.setItem;function i(e){var t=e.split("/")[2],n=/[-\w]+\.(?:[-\w]+\.xn--[-\w]+|[-\w]{2,}|[-\w]+\.[-
\w]{2})$/i.exec(t);if("object"==typeof n&&n instanceof Array&&0<n.length)return n[0]}function d(e){var t=e.match(/:\/\/(www[0-9]?\.)?(.[^/:]+)/i);return null!=t&&2<t.leng
th&&"string"==typeof t[2]&&0<t[2].length?t[2]:null}function f(e,t){u?localStorage.setItem(e,t):function(e,t){console.log("setting cookie "+e);var n=new Date;n.setTime(n.g
etTime()+31536e6);var o="expires="+n.toUTCString();document.cookie=e+"="+t+"; "+o+";domain=."+i(document.location.href)+";path=/"}(e,t)}func

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\gaconnector[1].js

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\get-loader[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: C source, ASCII text, with very long lines

Category: dropped

Size (bytes): 109976

Entropy (8bit): 5.226678835783331

Encrypted: false

SSDEEP: 1536:sec+1xEBN89Nw4WcHj/ec+1xEBN89Nw4WcHjC:s+xEBNeucT+xEBNeuce

MD5: E15BD703ACE85BC3146806840F2C45F1

SHA1: 4178A2D9C573B7738D93825F47F83CBD5421BD91

SHA-256: 81F41043316B4C144D624E713C8620EAA5F50C2110462DAA82B4769486ACC499

SHA-512: 0EDEAE3256B61FACD811A9C107134971A7844100D94F4AC27CDEAC48E7FB7B8410BFCA0075CF95AF664C7910B6AD888F1BEE2E0AA82EC618503E8B4C8629178
8

Malicious: false

Reputation: low

Preview:
!function(e){var t={};function o(n){if(t[n])return t[n].exports;var i=t[n]={i:n,l:!1,exports:{}};return e[n].call(i.exports,i,i.exports,o),i.l=!0,i.exports}o.m=e,o.c=t,o.d=function(e,t,n)
{o.o(e,t)||Object.defineProperty(e,t,{enumerable:!0,get:n})},o.r=function(e){"undefined"!=typeof Symbol&&Symbol.toStringTag&&Object.defineProperty(e,Symbol.toStrin
gTag,{value:"Module"}),Object.defineProperty(e,"__esModule",{value:!0})},o.t=function(e,t){if(1&t&&(e=o(e)),8&t)return e;if(4&t&&"object"==typeof e&&e&&e.__esMo
dule)return e;var n=Object.create(null);if(o.r(n),Object.defineProperty(n,"default",{enumerable:!0,value:e}),2&t&&"string"!=typeof e)for(var i in e)o.d(n,i,function(t){return e[t]}
.bind(null,i));return n},o.n=function(e){var t=e&&e.__esModule?function(){return e.default}:function(){return e};return o.d(t,"a",t),t},o.o=function(e,t){return Object.pr
ototype.hasOwnProperty.call(e,t)},o.p="",o(o.s=11)}([function(e,t,o){"use strict";Object.defineProperty(t,"__esModule",{value:!0}),t.FEATURE

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\hoverIntent.min[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 1122

Entropy (8bit): 4.806238711193524

Encrypted: false

SSDEEP: 24:Q77WMMtLWXmTRtxy8/R9gxLUYXV9CIoqxyj3fwYXtPfIYXJy8FCflx3M8n:Q7ZMtLGsxt/R9gxLUYDoyC3fwYxfIY5y

MD5: 1CB41E780B9B6DBBF6EA0A3882DA09DE

SHA1: 9603305218E09C3C10BE9A95B0EF8C7EAA5245ED

SHA-256: 495D2F8C8B7F1BBD664C2C10C086A644E63E4934B9734813B27956A34709EEA4

SHA-512: E20BBC5101C976E3E5384F369D13635B06B70CE3AC45A91A054AD1FBF9D3781B8C75659640C43B79AF62918E9F29302B7BAEF34BED79B6B7977C361461A9735E

Malicious: false

Reputation: low

IE Cache URL: https://insightsoftware.com/wp-includes/js/hoverIntent.min.js?ver=1.8.1

Preview:
/*! This file is auto-generated */.!function(I){I.fn.hoverIntent=function(e,t,n){function r(e){o=e.pageX,v=e.pageY}var o,v,i,u,s={interval:100,sensitivity:6,timeout:0},s=
"object"==typeof e?I.extend(s,e):I.isFunction(t)?I.extend(s,{over:e,out:t,selector:n}):I.extend(s,{over:e,out:e,selector:t}),h=function(e,t){if(t.hoverIntent_t=clearTimeo
ut(t.hoverIntent_t),Math.sqrt((i-o)*(i-o)+(u-v)*(u-v))<s.sensitivity)return I(t).off("mousemove.hoverIntent",r),t.hoverIntent_s=!0,s.over.apply(t,[e]);i=o,u=v,t.hoverIntent_t=setTi
meout(function(){h(e,t)},s.interval)},t=function(e){var n=I.extend({},e),o=this;o.hoverIntent_t&&(o.hoverIntent_t=clearTimeout(o.hoverIntent_t)),"mouseenter"===e.type?(i=
n.pageX,u=n.pageY,I(o).on("mousemove.hoverIntent",r),o.hoverIntent_s||(o.hoverIntent_t=setTimeout(function(){h(n,o)},s.interval))):(I(o).off("mousemove.hoverIntent",r),o.
hoverIntent_s&&(o.hoverIntent_t=setTimeout(function(){var e,t;e=n,(t=o).hoverIntent_t=clearTimeout(t.hoverIntent_t),t.hoverIntent_s=!1,s.out

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\httpErrorPagesScripts[1]
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode (with BOM) text, with CRLF line terminators

Category: dropped

Size (bytes): 12105

Entropy (8bit): 5.451485481468043

Encrypted: false

SSDEEP: 192:x20iniOciwd1BtvjrG8tAGGGVWnvyJVUrUiki3ayimi5ezLCvJG1gwm3z:xPini/i+1Btvjy815ZVUwiki3ayimi5f

MD5: 9234071287E637F85D721463C488704C

SHA1: CCA09B1E0FBA38BA29D3972ED8DCECEFDEF8C152

SHA-256: 65CC039890C7CEB927CE40F6F199D74E49B8058C3F8A6E22E8F916AD90EA8649

SHA-512: 87D691987E7A2F69AD8605F35F94241AB7E68AD4F55AD384F1F0D40DC59FFD1432C758123661EE39443D624C881B01DCD228A67AFB8700FE5E66FC794A6C0384
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Malicious: false

Reputation: low

Preview:
...function isExternalUrlSafeForNavigation(urlStr)..{..var regEx = new RegExp("^(http(s?)|ftp|file)://", "i");..return regEx.exec(urlStr);..}..function clickRefresh()..{..var location 
= window.location.href;..var poundIndex = location.indexOf('#');..if (poundIndex != -1 && poundIndex+1 < location.length && isExternalUrlSafeForNavigation(location.su
bstring(poundIndex+1)))..{..window.location.replace(location.substring(poundIndex+1));..}..}..function navCancelInit()..{..var location = window.location.href;..var pound
Index = location.indexOf('#');..if (poundIndex != -1 && poundIndex+1 < location.length && isExternalUrlSafeForNavigation(location.substring(poundIndex+1)))..{..var 
bElement = document.createElement("A");..bElement.innerText = L_REFRESH_TEXT;..bElement.href = 'javascript:clickRefresh()';..navCancelContainer.appendChild(
bElement);..}..else..{..var textNode = document.createTextNode(L_RELOAD_TEXT);..navCancelContainer.appendChild(textNode);..}..}..function getDisplayValue(elem

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\httpErrorPagesScripts[1]

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\insight.min[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 4322

Entropy (8bit): 5.34276622153142

Encrypted: false

SSDEEP: 96:LvleavwqOcvwM6kpL5CN6Cysim8jvuoHFmtXgM4nldI2XDzxp:Zvwkvw/8Ao7vjmtQ5lW2hp

MD5: D3B7F1A92DD6719F87830997E69F3675

SHA1: A8BC777FD7187E3A56D5214A3BBDDD95EC575DED

SHA-256: 5F3B103A1268F862A5E432D607F8E5220DEA9D301D13565B0ECDED3AD9C25AB2

SHA-512: FDBBB5FB56922C71CBF877CA1CD901AFD243342106303C85F3074868EEF27AC1E0E6C0AB0A46961457C8441A2A2A1C75136977FF908EDC68C59A3386117E7653

Malicious: false

Reputation: low

IE Cache URL: https://snap.licdn.com/li.lms-analytics/insight.min.js

Preview:
!function(){"use strict";function n(){return(new Date).getTime()}function l(n,e){var i=n.cookie.match(new RegExp("(?:^|; )"+encodeURIComponent(e).replace(/([\.$?*|{}\(\)\
[\]\\\/\+^])/g,"\\$1")+"=([^;]*)"));return i?decodeURIComponent(i[1]):""}function _(n,e,i,t){var r=t.days_until_expiration,o=void 0===r?1:r,a=t.path,d=void 0===a?"/":a,c=
t.domain,l=void 0===c?null:c,_=function(n){var e=(new Date).getTime()+n,i=new Date;return i.setTime(e),i.toUTCString()}(864e5*o),s=encodeURIComponent(e)+"="+enc
odeURIComponent(i);s=s+";expires="+_,l&&(s=s+";domain="+l),s=s+";path="+d,n.cookie=s}function t(n){return n.webkit&&n.webkit.messageHandlers&&n.webkit
.messageHandlers.LIPixli||!1}function e(n,e){var i="https://px.ads.linkedin.com/collect?"+e;t(n)?n.webkit.messageHandlers.LIPixli.postMessage(i):(new n.Image).src=i}funct
ion i(n,e){var i="https://px.ads.linkedin.com/insight_tag_errors.gif?"+e;t(n)?n.webkit.messageHandlers.LIPixli.postMessage(i):(new n.Image).src=i}function s(n){return n.m
ap(functio

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\insightsoftare-employee-graph[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 1745 x 594, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 45476

Entropy (8bit): 7.672223245414504

Encrypted: false

SSDEEP: 768:+fjFhG4MnrPUnGqlomPiPKazVcA53iDBRBw9hyNvHTySOU90gmjr:KFhG4OPYlom8xcK3YnvHuSC1v

MD5: 3294B263BB6C7A92D1A6E8003DEE9970

SHA1: 422F6139DFC2741F5135F1483CFEDA3B8F138E59

SHA-256: 5D37A289EC99CB886E528FCA138835306C588D97F13CF2B2DEF1134A7E8059BF

SHA-512: 6261EC12730B1256E43324D3E23BEFEB06AB811B11ACC2EFA07341571DCB5EDAA7A8DFBDC5DD252C0FA84834382EBFF1B862878C74E2EFF4CBFB5F19DBDFE
BDC

Malicious: false

Reputation: low

IE Cache URL: https://insightsoftware.com/wp-content/uploads/2020/03/insightsoftare-employee-graph.png

Preview:
.PNG........IHDR.......R......4......tEXtSoftware.Adobe ImageReadyq.e<...FIDATx.....]e./..{.G.t.@.d."3D.<\..3.f.....$.t.@...d.{...Tq...j.+..:W..r.VA.).....#.F.gT&....Q...!B..Gw...w
....w.$..~U;.{...w..X........................................................................................................................................................0=..}.l_..........=.._^.w..o{....;....g......:......f..Y..k.-...&..
1..k...~....p*.J.......:............w...Kq....~}..^......Y.q..'..i...K+.@..;.h....c..N.T.=P.9.8...cd.s....>N..t...........<;.o.&..--D...5...U....j.x.e.?...h..In..q.........L+CE.Mb...1...egab.ZR.z.....
.`.m.h.'.M[.....S.f....{..*........}{.=T.@[>.9ud.Zm....J....!.G;{C'^_.z{<j......\2.B...9..+.U[n.cU.F.d.=.Y^...>..*.>..........h.M..Z..+....>:&.k;.,+.............Es}N.j..*.n..^>@....S....s.,*/....c..VB
.j.e7U..b..5..>pZ.c..17..}..B%h..Q..=.t...6)..T&Ng..:...z..&....g.S...:1.....+<w{6....../s7D.|..../.+a..*{...+A...[s..p..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\iswvalueprop-730x376[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 730 x 376, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 254128

Entropy (8bit): 7.990283488420119

Encrypted: true

SSDEEP: 6144:N5nCyWrjateYW+2xNYIaqXIyW7jqr0X3UK+WcuLuMuD/m:NRCyW2724IIhjIS3NauTym

MD5: 2B82944275083DB9DFEC0342A92422F7

SHA1: 43091CC81AE7A308577DB4F24356FEA2F6F05CB2

SHA-256: 76BFB3A530E08800D3AAF2E0351ED7AAAED8F7205F5C8751B17AA2E019820B82

SHA-512: F93410135C8867AE949F85BE0047233F9AB8762CD0946EE215B82A7AC4288E4A55AB47CA1B177042CBAFB6E745292198FA0BC735CCA6C679B5EB54F4733C0C7E

Malicious: false
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Reputation: low

IE Cache URL: https://insightsoftware.com/wp-content/uploads/2021/04/iswvalueprop-730x376.png

Preview:
.PNG........IHDR.......x.....j.^K....IDATx...u...u......f...a.e.]3s..Sl'..$....qb...8.$.c...l/..0.L.L3Tw.WI..?.RI*U......j.tw.J.p.s.s.sD....B......'.`J@.^T.A.@A.*R. T.."....z...ST?...`]VJ.D.
.Hib..!h.k4....=.....5....t.hH.dJ,-..&.i.4...F..|....3...m.;.....C.Ob.O.+~.\f..{..b....u....?..5.Z.B..(.....4UEUU.UA(....!@(...p.R.....gSJ..J.?..Y......?G.^..5..@!...X6@.GNr._"`.X;H7.....a. 
P.E...R`..b.T.Tt.]G..B...A....0.^.&-Cc.IX...]PV..4.9AV....@.gn.B(....?.6.B(..g..u..K..............k.._...u.]}....`.............b.{.y.....[..V...}..Js>K._.]<.7z..S.R....K).(\c"..I{....}.Z...l.}].}U.s].
..i...B..Q.....:........k...R]..:........~..{.. ....A((......h.J!.../.....k.K.3..C....6.... .L)..b=...EA...4..a...^W.B...i.HSw.D...4M..)...OQ.yt...c.m{!..V...a..@ ....i".....X...gJ.3I.U..Y..a.i.i=.b?.
i.7..sm>..zOu...4u0t....j{Kz..@8...[.nI)k6....^RPTk.M)A...L.4..aZg..Y.h.3a..R...&.aP.e...g..72Bu.t.j.U.+......3..eC....p..F..~..U.I..\.s=.GL.BP....$...j...2...M*J....

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\iswvalueprop-730x376[1].png

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\jetpack[1].css
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 77085

Entropy (8bit): 5.034832825510989

Encrypted: false

SSDEEP: 1536:aMSPAMZpO8I2V9aW0kPQtV09Eo67ozeA2J3nQJtQZ+:DV02o67Y2J3nQJtQZ+

MD5: C0BB8951A71CEC07E7E85526902663D3

SHA1: F46E476F60D41152DF3EA3ED4985784EB3138F9C

SHA-256: 50230A768774BA88BDEB31D5BF3CDCD95B90248334753AB4256AED572396D97B

SHA-512: F1E1C4150AFC0E0ADA9380E0E3EDBE7982FB4F74DABCA859F8B48CB1E8253B47B7289316A37FEB7A7A22A6DB6D6CE2F93638F670E79DD45F40E52EBC63F151
2A

Malicious: false

Reputation: low

IE Cache URL: https://insightsoftware.com/wp-content/plugins/jetpack/css/jetpack.css

Preview:
/*!.* Do not modify this file directly.  It is concatenated from individual module CSS files..*/.[data-carousel-extra]{cursor:pointer}.jp-carousel-wrap *{line-height:inherit}.jp-ca
rousel-overlay{background:#000}div.jp-carousel-fadeaway{background:-moz-linear-gradient(bottom,rgba(0,0,0,.5),rgba(0,0,0,0));background:-webkit-gradient(linear,left 
bottom,left top,from(rgba(0,0,0,.5)),to(rgba(0,0,0,0)));position:fixed;bottom:0;z-index:2147483647;width:100%;height:15px}.jp-carousel-next-button span,.jp-carousel-
previous-button span{background:url(../modules/carousel/images/arrows.png) no-repeat center center;background-size:200px 126px}.jp-carousel-msg{font-family:"Open 
Sans",sans-serif;font-style:normal;display:inline-block;line-height:19px;padding:11px 15px;font-size:14px;text-align:center;margin:25px 20px 0 2px;background-color:#fff
;border-left:4px solid #ffba00;box-shadow:0 1px 1px 0 rgba(0,0,0,.1)}@media only screen and (-webkit-min-device-pixel-ratio:1.5),only screen and (-o-min-device-

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\jquery-migrate.min[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 11224

Entropy (8bit): 5.2603128465032745

Encrypted: false

SSDEEP: 192:JrprDNvD66fPP/+I6OP1fQP0OIr96DB6MHXcwr1RF:JrprxG6fPP3P1fQMOIsDsMMS

MD5: 79B4956B7EC478EC10244B5E2D33AC7D

SHA1: A46025B9D05E3DF30D610A8AEF14F392C7058DC9

SHA-256: 029E0A2E809FD6B5DBE76ABE8B7A74936BE306C9A8C27C814C4D44AA54623300

SHA-512: 217F86FEE871FA36ECA4F25830E3917C7BF57A681140B135C508AA32F2A1E3EFF5A80661F3B5BA46747D0C305AF10B658D207F449550F3D417D9683216FEEA8F

Malicious: false

Reputation: low

IE Cache URL: https://insightsoftware.com/wp-includes/js/jquery/jquery-migrate.min.js?ver=3.3.2

Preview:
/*! jQuery Migrate v3.3.2 | (c) OpenJS Foundation and other contributors | jquery.org/license */."undefined"==typeof jQuery.migrateMute&&(jQuery.migrateMute=!0)
,function(t){"use strict";"function"==typeof define&&define.amd?define(["jquery"],function(e){return t(e,window)}):"object"==typeof module&&module.exports?modul
e.exports=t(require("jquery"),window):t(jQuery,window)}(function(s,n){"use strict";function e(e){return 0<=function(e,t){for(var r=/^(\d+)\.(\d+)\.(\d+)/,n=r.exec(e)||[],o=r.exec(t
)||[],i=1;i<=3;i++){if(+o[i]<+n[i])return 1;if(+n[i]<+o[i])return-1}return 0}(s.fn.jquery,e)}s.migrateVersion="3.3.2",n.console&&n.console.log&&(s&&e("3.0.0")||n.console.
log("JQMIGRATE: jQuery 3.0.0+ REQUIRED"),s.migrateWarnings&&n.console.log("JQMIGRATE: Migrate plugin loaded multiple times"),n.console.log("JQMIGRATE: 
Migrate is installed"+(s.migrateMute?"":" with logging active")+", version "+s.migrateVersion));var r={};function u(e){var t=n.console;s.migrateDeduplicateWarnings&&r[e]||
(r[e]=!0

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\jquery.min[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 89496

Entropy (8bit): 5.289738088208255

Encrypted: false

SSDEEP: 1536:AjExXUqrnxDjoXEZxkMV4SYSt0zvDD6ip3h8cApwEjOPrBeU6QLiTFbc0QlQvakU:AYh8eip3huuf6IidlrvakdtQ47GKE

MD5: B6F7093369A0E8B83703914CE731B13C

SHA1: D1889F5C173C2A4B20288F1F84758599AFD346EF

SHA-256: 60240D5A27EDE94FD35FEA44BD110B88C7D8CFC08127F032D13B0C622B8BE827

SHA-512: D6AA7835D7B256B94DDD2F9D8DB84484F0413EBC502762C1BA21CBA7A392C6F550DB2418CDC8BD6D1DA6ED2CEA55BF22473C778493D416B1A1C38E6FFDB8C
79D
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Malicious: false

Reputation: low

IE Cache URL: https://insightsoftware.com/wp-includes/js/jquery/jquery.min.js?ver=3.5.1

Preview:
/*! jQuery v3.5.1 | (c) JS Foundation and other contributors | jquery.org/license */.!function(e,t){"use strict";"object"==typeof module&&"object"==typeof module.exports?
module.exports=e.document?t(e,!0):function(e){if(!e.document)throw new Error("jQuery requires a window with a document");return t(e)}:t(e)}("undefined"!=typeof window?
window:this,function(C,e){"use strict";var t=[],r=Object.getPrototypeOf,s=t.slice,g=t.flat?function(e){return t.flat.call(e)}:function(e){return t.concat.apply([],e)},u=t.push,i=t.ind
exOf,n={},o=n.toString,v=n.hasOwnProperty,a=v.toString,l=a.call(Object),y={},m=function(e){return"function"==typeof e&&"number"!=typeof e.nodeType},x=function(e)
{return null!=e&&e===e.window},E=C.document,c={type:!0,src:!0,nonce:!0,noModule:!0};function b(e,t,n){var r,i,o=(n=n||E).createElement("script");if(o.text=e,t)for(r in c)
(i=t[r]||t.getAttribute&&t.getAttribute(r))&&o.setAttribute(r,i);n.head.appendChild(o).parentNode.removeChild(o)}function w(e){return null==e?e+"":"o

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\jquery.min[1].js

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\js[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode text, with very long lines

Category: dropped

Size (bytes): 333277

Entropy (8bit): 5.5428871364987256

Encrypted: false

SSDEEP: 3072:C+0Ns0G4AmjOrjStzbaZspl0WO0Zu5PyHG6CY/9JDgV+0Ns0W4AmjOrjStzbaZsy:XQAv61bXUUn9nMAv61b2

MD5: 47DF7C4401F40F3E98F9B2CDC0AD2FB4

SHA1: 513D33927FB1758DA852E59F2DCD5031B3D56E76

SHA-256: 725949D56C4D1DAD50E5D80FA5C28118121772C04EE383742E1C580A6CCD400C

SHA-512: 31C55BCD3FE3B660D4C5FA8121B03C02F8FE4CCE58FE22785E221B8932377025D6FA261B0C08F40CFBC2AB500588F715B3DEA127BF89C6519D4CE7E525E98C1
E

Malicious: false

Reputation: low

Preview:
.// Copyright 2012 Google Inc. All rights reserved..(function(){..var data = {."resource": {.  "version":"182",.  .  "macros":[{.      "function":"__e".    },{.      "function":"__dee".    
},{.      "vtp_experimentKey":"OPT-K4F5HTX_OPT-PF3CZ",.      "function":"__c",.      "vtp_value":true.    },{.      "function":"__u",.      "vtp_component":"URL",.      "v
tp_enableMultiQueryKeys":false,.      "vtp_enableIgnoreEmptyQueryParam":false.    },{.      "function":"__exs",.      "vtp_measurementId":"PbiKG4hlSveJe8nbf9-f9Q",.      
"vtp_sections":["list",2].    },{.      "vtp_experimentKey":"OPT-K4F5HTX_OPT-PF3CZ",.      "function":"__c",.      "vtp_value":1000.    },{.      "vtp_experimentKey":"OPT-
K4F5HTX_OPT-PF3CZ",.      "function":"__c",.      "vtp_value":680.    },{.      "function":"__cie",.      "vtp_experimentState":["macro",4],.      "vtp_trafficCoverage":
["macro",5],.      "vtp_trafficCoverageHash":["macro",6].    },{.      "function":"__c",.      "vtp_value":false.    },{.      "fu

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\maxmegamenu[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 30083

Entropy (8bit): 4.341509567472278

Encrypted: false

SSDEEP: 384:AawzhQIFi67YisFX4e27OEPC5aVyYWUo21rgU3AqpM18tAGVdGqh39xHaH7HaHfx:PwzhQIFi67YisFIe27SuL6b65

MD5: 45C7E1410FFC6DF2A1396772FAB6E8FB

SHA1: 5B543D816B8BA3650D9100366EB32E9563EDCABE

SHA-256: 8271756D5397DD04FEE9E7B5E9BB25A40B32102998938539946D9A006A0EC737

SHA-512: FC0E6E545A3C62D49FF0B447C19A6C2327DC717A9EF28A0BBB3CC90E0F8F2956B77B6E477472C15F03C7384994800C912FD75CDC7644E2BBF77DD10D353397F5

Malicious: false

Reputation: low

IE Cache URL: https://insightsoftware.com/wp-content/plugins/megamenu/js/maxmegamenu.js?ver=2.9.2

Preview:
/*jslint browser: true, white: true, this: true, long: true */./*global console,jQuery,megamenu,window,navigator*/../*! Max Mega Menu jQuery Plugin */.(function ( $ ) {.    "use 
strict";..    $.maxmegamenu = function(menu, options) {.        var plugin = this;.        var $menu = $(menu);.        var $toggle_bar = $menu.siblings(".mega-menu-toggle");.       
 var html_body_class_timeout;..        var defaults = {.            event: $menu.attr("data-event"),.            effect: $menu.attr("data-effect"),.            effect_speed: parseI
nt($menu.attr("data-effect-speed")),.            effect_mobile: $menu.attr("data-effect-mobile"),.            effect_speed_mobile: parseInt($menu.attr("data-effect-speed-
mobile")),.            panel_width: $menu.attr("data-panel-width"),.            panel_inner_width: $menu.attr("data-panel-inner-width"),.            mobile_force_width: $menu.attr(
"data-mobile-force-width"),.            mobile_overlay: $menu.attr("data-mobile-overlay"),.            mobile_

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\pd[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 5186

Entropy (8bit): 5.177511759121435

Encrypted: false

SSDEEP: 96:SZ6XcSJpDSMe+8gGVHRwE9gib6Ymv4/q1ykQ7KJcBWXDylZP25A/F4tT5yqUg8:SZMcSK/PgdQYBQ7KGBW2lZ25A9mT5f8

MD5: 4801DAC64526FE7AE9A2B34F19E7943F

SHA1: 4DF465117F396C248B6A3EFC4E897D496C1D2041

SHA-256: 925BE107869153B6120DE872C1AE333977BFAEE69A0F7C6271F32D4A8348BCA8

SHA-512: 4E911ABB2A57BE6491AD3AD0E7E82AF31674B83E20B3017D544015AC269BD9A84FC5D7ABF0BF055779EAED7D1084BDE5C6E7B4D8118BE8B6902733FF45A16A
F8
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Malicious: false

Reputation: low

IE Cache URL: https://pi.pardot.com/pd.js

Preview:
/*! 2020-03-12 10:41:10 */.function checkNamespace(e){for(var t=e.split("."),r=window,i=0;i<t.length;i++){var a=t[i];r[a]||(r[a]={}),r=r[a]}}function getPardotUrl(){var e
="pi.pardot.com";return"string"==typeof piHostname&&(e=piHostname),("https:"==document.location.protocol?"https://":"http://")+e}function piTracker(e){if(checkN
amespace("pi.tracker"),pi.tracker.visitor_id=piGetCookie("visitor_id"+(piAId-1e3)),pi.tracker.visitor_id_sign=piGetCookie("visitor_id"+(piAId-1e3)+"-hash"),pi.tracker.pi_
opt_in=piGetCookie("pi_opt_in"+(piAId-1e3)),"false"!=pi.tracker.pi_opt_in||void 0!==pi.tracker.title&&pi.tracker.notify_pi){var t=piGetParameter(document.URL,"pi_campaign
_id");null!=t?pi.tracker.campaign_id=t:"undefined"!=typeof piCId&&""!=piCId&&null!=piCId?pi.tracker.campaign_id=piCId:pi.tracker.campaign_id=null,pi.tracker.acc
ount_id=piAId,pi.tracker.title=document.title,"undefined"!=typeof piPoints&&(pi.tracker.pi_points=piPoints),pi.tracker.url=void 0!==e?e:document.URL,pi.tracker.referrer=d

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\pd[1].js

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\print-01a31b9f3d[1].css
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 1098

Entropy (8bit): 5.016648717450743

Encrypted: false

SSDEEP: 24:vZlOGHIZw5IX509dsEbm4Lw/a5PKaLlPjeNQM9X:nOiIZh5U44cYrp6X

MD5: 01A31B9F3DB20462EF6C4C2DE6D28FFB

SHA1: 5466824AC227D5F302AE78157293E8FB67F0A99E

SHA-256: DF9FAD536EBD6D6AFAAA986C39C3A11F0E6FBC0F2C55F3384299136FE9B8F86A

SHA-512: FE94CA2CA6E63FD744CA06FFAC9B2AF1D1CD9850D38EADEB0C3D6B3280453A0FFCD34261E8F09718EF7CCF42AD4E3EF1FF534EE47E3B0E7444B1F6B37CF29
F6A

Malicious: false

Reputation: low

IE Cache URL: https://insightsoftware.com/wp-content/themes/jetreports/dist/styles/print-01a31b9f3d.css

Preview:
@media print{body{background:#fff;color:#000;margin:0}.breadrow,footer,header{display:none}.col-md-1,.col-md-2,.col-md-3,.col-md-4,.col-md-5,.col-md-6,.col-md-7,.col-
md-8,.col-md-9,.col-md-10,.col-md-11,.col-md-12{float:left!important}.col-md-12{width:100%}.col-md-11{width:91.66666666666666%}.col-md-10{width:83.3333333
3333334%}.col-md-9{width:75%}.col-md-8{width:66.66666666666666%}.col-md-7{width:58.333333333333336%}.col-md-6{width:50%}.col-md-5{width:41.66666666666
667%}.col-md-4{width:33.33333333333333%}.col-md-3{width:25%}.col-md-2{width:16.666666666666664%}.col-md-1{width:8.333333333333332%}.jetreports-logo{di
splay:block}.jetreports-logo img{display:block;margin:25px auto 0}.customer-story h1{font-size:24px}.customer-story h4{font-size:16px}.customer-story p{font-size:14px;lin
e-height:normal;margin-bottom:5px}.customer-story .testimonial{padding:15px 0}.customer-story .widgets{padding:0}.customer-story .widgets h5{font-size:15px}.customer-
story .col-md-8{width:100%!important}.custom

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\public[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text

Category: downloaded

Size (bytes): 23477

Entropy (8bit): 4.279352570173061

Encrypted: false

SSDEEP: 192:fvXD3F/0V+eOeBe7Jz0RaAzWMOKwK8h0VNmwedHAUqOgTsbXu8QuPC7uG2wLx6Sk:fvypXJeKw7htn

MD5: 486AA06259CF498A133EBADB676E36A7

SHA1: 566237E8B31CCC914BB5178C7E5F846FC731B1CD

SHA-256: 5BA2F4F7C279A57C71311CC8AA022CAD8656EE7D87492A6010D1C9F2E3C6CA99

SHA-512: 86F16870E60C46DB30F202AC4A519024043D69281B802F615FA896284E5A12D97D34E1E642E3BED3646C29DB234511F11F40997A32D8E5C783200A3CEEC3D32D

Malicious: false

Reputation: low

IE Cache URL: https://insightsoftware.com/wp-content/plugins/megamenu-pro/assets/public.js?ver=2.2

Preview:
/*jslint browser: true, white: true */./*global console,jQuery,megamenu,window,navigator*/../**. * EDD Ajax Cart. */.(function($) {.    "use strict";..    $(function() {.        $(
'body').on('edd_cart_item_added', function(event, data) {.            $('.mega-menu-edd-cart-total').html(data.total);.            $('.mega-menu-edd-cart-count').html(dat
a.cart_quantity);.        });.    });..    $(".max-mega-menu").on("after_mega_menu_init", function() {.        $('li.mega-menu-megamenu').on('open_panel', function() {.            
$('.mega-sub-menu [data-image-swap-url]', $(this) ).not(['data-preloaded']).each( function() {.                $('<img/>')[0].src = $(this).attr('data-image-swap-url');.                
$(this).attr('data-preloaded', 'true');.            });.        });..        $('.mega-sub-menu [data-image-swap-url]').hoverIntent({.            over: function () {.                var placeholder 
= $(this).closest(".mega-menu-megamenu").find(".widget_maxmegamenu_image_swap img.mega-p

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\script[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text

Category: downloaded

Size (bytes): 702

Entropy (8bit): 5.093344827681345

Encrypted: false

SSDEEP: 12:U3D5GFHQiWVo/tafchFQVNyfi51QsQndWAx3uo7nKI32Ict7wSoURzt:ODOQiQ4AcEVNH1QqAx3uEN32bBbt5

MD5: C6D089D81D5DC96731527B729681C0C0

SHA1: 6560F0C3226415D7D27C36D9D987FC507C78EE4B

SHA-256: 66D18F6DC9983A817863220206F19B9B68FF7413F6F885BD2892C024FCC18252
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SHA-512: CD0763FB08EEFB5ECBBB17CBDC703DE7CB3E681548284CA8EFFEDF79ED515B1E4648A07261E93004B009B6B95EF1E0C34709ECD92F04A673A6D51EAA95F718
54

Malicious: false

Reputation: low

IE Cache URL: https://insightsoftware.com/wp-content/plugins/sitepress-multilingual-cms/templates/language-switchers/legacy-dropdown/script.js?ver=1

Preview:
/*jshint browser:true, devel:true */./*global document */..var WPMLLanguageSwitcherDropdown = (function() {.."use strict";...var toggleSelector = '.js-wpml-ls-legacy-drop
down a.js-wpml-ls-item-toggle';...var preventDefault = function(e) {...var evt = e ? e : window.event;....if (evt.preventDefault) {....evt.preventDefault();...}....evt.returnValue = 
false;..};...var init = function() {...var links = document.querySelectorAll(toggleSelector);...for(var i=0; i < links.length; i++) {....links[i].addEventListener('click', preventDefault )
;...}..};...return {...'init': init..};..})();..document.addEventListener('DOMContentLoaded', function(){.."use strict";..WPMLLanguageSwitcherDropdown.init();.});

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\script[1].js

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\services[1].htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, UTF-8 Unicode text, with very long lines

Category: dropped

Size (bytes): 685605

Entropy (8bit): 5.351815105228972

Encrypted: false

SSDEEP: 12288:KJ7cS2CFuBUndNkGITrIaD5j+wyTmIV+g1QyryZPN+EG1LmtjcH1ilM2hp:K6S2CcBUdNkGy

MD5: AD22EF8E6EA222EB8C9F89A9E4E83759

SHA1: 865027AD9DAFC179C679D37F4CCDC7614FC8BBFB

SHA-256: 19548FE13F09F20061E1309666630FA0CD7E1139A70BD9E2A12ACE90D914EF6F

SHA-512: 5CCA57E6C86BECA434EE21DABB271879F348A19F023DD766D7FB16C9BA167B76EFE61BD82BACF509412CCCC086469C816E9AFE56E6A4F396F366B7A9B706AD
98

Malicious: false

Reputation: low

Preview:
<!doctype html><html lang="en-US"><head><meta charset="utf-8"><meta http-equiv="x-ua-compatible" content="ie=edge"><meta name="viewport" content="widt
h=device-width, initial-scale=1"><link rel="stylesheet" media="print" onload="this.onload=null;this.media='all';" id="ao_optimized_gfonts" href="https://fonts.googleapis.
com/css?family=Be+Vietnam:400,700&amp;display=swap" /><link rel="alternate" hreflang="en-us" href="https://insightsoftware.com/support/services/" /> <script>win
dow.dataLayer = window.dataLayer || [];...var jetDataLayer = {"pageTitle":"Consulting Services - insightsoftware","pagePostType":"page","pagePostType2":"single-page"};...
dataLayer.push(jetDataLayer);</script> <style>.async-hide { opacity: 0 !important; }</style> <script>(function(a,s,y,n,c,h,i,d,e){s.className+=' '+y;..h.end=i=function(){
s.className=s.className.replace(RegExp(' ?'+y),'')};..(a[n]=a[n]||[]).hide=h;setTimeout(function(){i();h.end=null},c);..})(window,document.documentElement,'async-hide','d
ataLayer',

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\state[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with no line terminators

Category: downloaded

Size (bytes): 30

Entropy (8bit): 3.764735178725505

Encrypted: false

SSDEEP: 3:ADKLMRsXhUe:AMMRG

MD5: 8FABFD3BB9B067B11AD664181B30FA66

SHA1: 0F93D4D0300C0C736A8C18DBD91ECCDB4DBEBD4B

SHA-256: B97BAB9BF4FCA8D386EF5FC83CD58B492F2132E2D28053ADE2F212A8B151B0C4

SHA-512: D5DFC67915A2ED567667FCF04BC807A3771F4938198CC7297FE9E37B5550AB57B7386017A6E9A6DA56DB68CE92B2876BE2514525B6E0B8C94DA53F4EB5847585

Malicious: false

Reputation: low

IE Cache URL: https://consentcdn.cookiebot.com/consentconfig/a40859ac-bc61-4941-8ded-a74c474d00ca/state.js

Preview:
CookieConsent.latestVersion=1;

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\styles__ltr[1].css
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 52732

Entropy (8bit): 5.959269303940443

Encrypted: false

SSDEEP: 768:+LUmmAWTe2uXYp8Mi+yKSrKebyBwd/Dl+x2dtYyPoiDH1fkQJVEwY:4UcW6v+2rKwFDlXP7dnY

MD5: 182B64B9E3032D6BA48A0A6C854032B0

SHA1: 879537EC1D2CE611AE82B784A25A3E2CDC1EC6FC

SHA-256: 94B328F86382CDA7D83CEBB40EE8DD8F567582A60BA91A90A37F490B0F0EDEFA

SHA-512: 2CEDB007DB16B0F25287F85D8E945172CE01C26E514FB6A2F8F2278A716B89ED327EDA9897A704E08F1715B94177B69178BC499DF56683C9CE2BFB8DE364A53F

Malicious: false

Reputation: low

IE Cache URL: https://www.gstatic.com/recaptcha/releases/9qx0v7NiOAe_XnW_ULNZm9e3/styles__ltr.css
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Preview:
.goog-inline-block{position:relative;display:-moz-inline-box;display:inline-block}* html .goog-inline-block{display:inline}*:first-child+html .goog-inline-block{display:inline}.rec
aptcha-checkbox{border:none;font-size:1px;height:28px;margin:4px;width:28px;overflow:visible;outline:0;vertical-align:text-bottom}.recaptcha-checkbox-border{-webkit-
border-radius:2px;-moz-border-radius:2px;border-radius:2px;background-color:#fff;border:2px solid #c1c1c1;font-size:1px;height:24px;position:absolute;width:24px;z-in
dex:1}.recaptcha-checkbox-borderAnimation{background-image:url(data:image/png;base64,iVBORw0KGgoAAAANSUhEUgAAAFQAAANICAYAAABZl8i8AAAABmJLR0Q
A/wD/AP+gvaeTAAAACXBIWXMAAABIAAAASABGyWs+AAAACXZwQWcAAABUAAADSAC4K4y8AAA4oElEQVR42u2dCZRV1ZX3q5iE4IQIiKQQCKBt0JLEIUZwCCk
7pBNFiRMajZrIl9aOLZ8sY4CWdkDbT2McooaAEmNixFhpaYE2dCiLScWiQHCgoGQoGQuhGArKKl7V+c5/n33fO/V4w733nVuheXuv9V/rrnvP2Xud3zvTPee+ewsKxMTEx
MTExMTExMTExMTExMTExMTExMTExMTExMTExMTExMTExMTExMTExMTExMTExMTExP4OdtlT6ztAbRWvvLy8A3QkwxzH6tBGMMexI

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\styles__ltr[1].css

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\track_pageview[1]
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 497

Entropy (8bit): 4.854922896488189

Encrypted: false

SSDEEP: 12:pX7GV81LXPTGEwrZNwJ4y6HoqH94SHN6a7kqTZvRMmV2ukG:prlGlzdFNgmCmV2ukG

MD5: BE749D7688BD08810D2CDB09F16EA09C

SHA1: 778EE04636C813151420D2101BEB82AB84C46338

SHA-256: 0C6EE3287F241EA53CFFBC71CE9C166259E7DBFFD3CCF1846E44CD2B14C08F06

SHA-512: 66BF75F880DED2FAFD9F069A9ACB7F117FC69D1FB12D7CF84E99BE06415FB3F22DB56506EB1FD052492F1A20DFAB1F9747DF46872B1B2D666ACA3B96ED357E8
F

Malicious: false

Reputation: low

IE Cache URL: https://track.gaconnector.com/track_pageview?gaconnector_id=97008157-4536-86aa-deea-
c4fb1ad082c1&account_id=fed773bf05c402a13466538b7a2c8d8a&referer=&GA_Client_ID=1213308448.1620188889&page_url=https%3A%2F%2Finsightsoftware.com%
2Fblog%2F&gclid=&utm_campaign=&utm_term=&utm_content=&utm_source=&utm_medium=

Preview:
console.log({"gclid":"","lc_source":"(direct)","lc_medium":"(none)","lc_campaign":"(direct)","lc_term":"(not set)","lc_content":"(not set)","lc_landing":"https://insightsoftware.co
m/blog/","lc_referrer":"(not set)","lc_channel":"Direct","ip_address":"-","OS":"Windows 10","device":"desktop","browser":"IE 11.0","city":"Zurich","country":"Switzerland"
,"country_code":"CH","region":"Zurich","time_zone":"Europe/Zurich","latitude":"47.43","longitude":"8.5718","GA_Client_ID":"1213308448.1620188889"})

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\undo_2x[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 96 x 96, 8-bit gray+alpha, non-interlaced

Category: downloaded

Size (bytes): 581

Entropy (8bit): 7.320663652501453

Encrypted: false

SSDEEP: 12:6v/7AH34oT/3URqJ9P3+r8KmhLuxJQYOJIZXXfZX+py2SQGQPKTH:Dbrkoz/XKOLuxTOJIhxmSxH

MD5: 1FD51EB157A74C76261EE6EEEBB4880A

SHA1: 7E740C3A195B8F17872BF050BBC6A1F855EDC2CA

SHA-256: 91B3AA531F2062018197B62116CA66FC5E106C55663AAA9746BAED2AF521E367

SHA-512: 960DFD7DB68E78F3B5BB36934FC9E313FB7A1ADC77A2B1F1831812D1BC4A48CE7C3CF2891B1CAEF5C0BA405491A12D6238AFEA03B1560E2480F5A5E6CECC71
21

Malicious: false

Reputation: low

IE Cache URL: https://www.gstatic.com/recaptcha/api2/undo_2x.png

Preview:
.PNG........IHDR...`...`.....H.......IDATx.....\a.G.S..h7.m....m..u......j.7|......;.M.4M.4M.4M.4M.4...g.v.....o'...i.J/f......o..1w8.^..j....CHJ3.q...n......OHHKv...pn...r......L.{..rJ.|.r.
.7..YK.......Db...q..X.Z..#..Tr.`M.........5...0.{DY....>.1.#.6.....<........HRb..D.#....>^`..h.8... .......1>.....a3y...,.5.."..<.7+.#.R1.g>..Q..;.A(e`#.......+Q...........8U|...yC1...b.dQ....s*..._<
;..L. A.nK().. t..t.X....d.K.E...hl...l"..B.nZ.Y .. ...tB...6.+c....,.....S. @.jy...@...H..k....5.o..eT'..@.P....K.".N,K.`!...4M.4M.4M.4M.4M.4M...Y.X.........IEND.B`.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\wp-embed.min[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 1426

Entropy (8bit): 5.158381671009404

Encrypted: false

SSDEEP: 24:Q77OUdqIoZ2zsben5WlLysyIOKI1mQqRhoj3v2rFEgRuLUMB9/RUCXXmC3+:Q7SUyEsyKystOKumTsOrFEmu7Bl6CX2P

MD5: 905225D5711B559D3092387D5FFBEDBD

SHA1: 6F6C39075263BAFB9E8C10F1B34A1A0F7EE03C9D

SHA-256: 5BE614BCE53F767993A5F5F14A6BADD6AAE6BF3AF7CBDBF4D31520DE49E27991

SHA-512: 5AD34CF11ACF45AE256B2641496BE13939CD5E0212810C43AB20CADBB313A1D99CB3A451148E160D80F1F952A8514480C2953BC6CA0C4697A466A01E1C3D5F8D

Malicious: false

Reputation: low

IE Cache URL: https://insightsoftware.com/wp-includes/js/wp-embed.min.js?ver=5.6.2
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Preview:
/*! This file is auto-generated */.!function(c,d){"use strict";var e=!1,n=!1;if(d.querySelector)if(c.addEventListener)e=!0;if(c.wp=c.wp||{},!c.wp.receiveEmbedMessage)if(c
.wp.receiveEmbedMessage=function(e){var t=e.data;if(t)if(t.secret||t.message||t.value)if(!/[^a-zA-Z0-9]/.test(t.secret)){for(var r,a,i,s=d.querySelectorAll('iframe[data-s
ecret="'+t.secret+'"]'),n=d.querySelectorAll('blockquote[data-secret="'+t.secret+'"]'),o=0;o<n.length;o++)n[o].style.display="none";for(o=0;o<s.length;o++)if(r=s[o],e.sou
rce===r.contentWindow){if(r.removeAttribute("style"),"height"===t.message){if(1e3<(i=parseInt(t.value,10)))i=1e3;else if(~~i<200)i=200;r.height=i}if("link"===t.message)if
(a=d.createElement("a"),i=d.createElement("a"),a.href=r.getAttribute("src"),i.href=t.value,i.host===a.host)if(d.activeElement===r)c.top.location.href=t.value}}},e)c.addEv
entListener("message",c.wp.receiveEmbedMessage,!1),d.addEventListener("DOMContentLoaded",t,!1),c.addEventListener("load",t,!1);function t(){if(!n){n=!

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\wp-embed.min[1].js

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\04-2021-IS-Blog-Top-Down-vs-Bottom-Up-Planning-Blog[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: [TIFF image data, little-endian, direntries=1, orientation=upper-left], progressive, precision 8, 555x190, frames 3

Category: downloaded

Size (bytes): 14947

Entropy (8bit): 7.923138516005008

Encrypted: false

SSDEEP: 192:SppMD+8SWCXjEthfzfCdYSw2p6ygp9Bq6AwQSVRXkOJP/Se/ph1F5q5oC2thsD+3:7/hfOd9bTgbBaSLnJSojJqGCM9

MD5: 4732DBB02F7E02C908910A5EF1B969A3

SHA1: D927157F2C4EB13871D20C1E2F8793C8C4B66482

SHA-256: 3D21BA9A9947F962417FE10E8B10A4BE6DC302B2B093A9CF467E0EAB381DEEF2

SHA-512: DC0D315A863CFA0A080463FC228414D94E3527711759A479D9F77B4E3BC4210A6F9702AA192F84082D6860647D7318FB3F4D3FFAF3616DA607DB620F51CE1EC5

Malicious: false

Reputation: low

IE Cache URL: https://i1.wp.com/insightsoftware.com/wp-content/uploads/2021/04/04-2021-IS-Blog-Top-Down-vs-Bottom-Up-Planning-Blog.jpg?resize=555%2C190&ssl=1

Preview:
......JFIF............."Exif..II*..........................C....................................................................C.........................................................................+.."......................................................
............................^..g.M.W.(..5.(.W....E...........f...-.~\.?".c.....v&....7U.%..A.;_c.I.....@.....q.r..w....\......e..>F..\............@0l.."..7........N>k..[...$.i......:..[a.......)..y.+..,....S.b.
G=Ezj...........qn..<.Rw4..gE...r../C).+.Wv\...f].@eusu5.Ic_GX..y.........EV.......E.m..3p....=.X.......#..{..w7..sn.....=.l.._>....s...6.L...&....frX,.?:6..=...........B.....+...4e.#.=..e`d
Y...............?n...t.n.{...#....z..&Z.0v..S.nc._..?Y\.a.f.L..4.F....g........5...o.ef.....^...s.7EU.".....<..5\.w..G]b..z..5.^,..6.].....K...k...v.U.4vw..[_D.Be.o.mt..c..............bg...U.eUP.v...i
.'.....SU."\.s.'...P.../.W(4.w.b._.....f.<l.q3J....4..iv.O.._._@.....r.5zx.................m\.....|.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\04_2021_CustomerSuccess_Icon__BillingSupport[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 150 x 150, 8-bit colormap, non-interlaced

Category: downloaded

Size (bytes): 1560

Entropy (8bit): 7.758071294876065

Encrypted: false

SSDEEP: 24:SnIPz1oX1/ElG0a/ZfAjTjc2OYKOyTtCIOv8tWjn4/BdhuHbcJ+zQcAUO9:sIPza/ElGzKjTjNRy5sUq45d8WH

MD5: 0280AF77982E015FF9B2A9C17AA13549

SHA1: 51CB2F4FC37B996CEDF75A56A6EC43912C5D8BE6

SHA-256: B9503F54CAA035110EE95F13E5EF543B19C128DE7CCAF98E720CB3BD8C7B3585

SHA-512: CE350820006ECF072340ACD3A84143185694678D6E41F6ECC6F9F51043E5A3906D83B89FEAA1106AF1A6C432A52740AED81D393460B72D1860AD999D9299166E

Malicious: false

Reputation: low

IE Cache URL: https://i2.wp.com/insightsoftware.com/wp-content/uploads/2021/04/04_2021_CustomerSuccess_Icon__BillingSupport.png?fit=150%2C150&ssl=1

Preview:
.PNG........IHDR....................pHYs...........~....cPLTEGpL1.Fx..1.F1.F1.Fx..1.F1.Fx..1.F1.F1.F1.F1.F1.F1.F1.F1.Fx..x..x..x..x..x..x..x..x..x..x..x..1.Fx....+,....tRNS....@.@....p 
P0..`..0..`.. PpE.T....0IDATx..\.v. ....|O.6m....r.|...[....cg.....CH ..].g..I.mI..Tf99H.J..C..-bcc.h.7H+...SS."(.,.T.X71.Y.R!.G.3)R.Y`>U...j.<...S.*..dP..H...%YPP..~.\........D.`....b.
2).y.j/(.X.._...(../|.....{.....1.t........|.....h....WU....k..*I.)....p.E......J.`"]p...{...Q.$..P\QP.q.`.:._/.a{.%c..vT<R...V\2..f...W...z\..(..)..K.!..AI..\.a..I.O.............5&.m.?qIu|bM.....&.H........L8.
qq7.*.$....K.....Z..|ZhQ...u..'.'K..P...:\Y..B..%u!P..r..2...lNv<,..I......!.~j.=.3y..&/...Y...-...>n.....Wk.V..:...[ .,..n2?...D}....[V.....|u.W?v.tz9.q....6.v...sG...+.0..n...v.b18..><m]...K.E1.....
...B...(U...q......z....Z. .`....G.`).AM.%..m.....A.<.R....g.`e...O....z.....,.*..y.W{.....T........s.8..B...4... ....._..+`Z..pv...........L.#`.9...)"..u. .w..... .^*...Ih..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\521179371780902[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 521138

Entropy (8bit): 5.469273628925862

Encrypted: false

SSDEEP: 6144:Rk1HgCSntDV/HaK3V/Ha8NEPjQHguH3HpQrwzzm3k1HgCSntDV/HaK3V/Ha8NEPF:dNESCNESe

MD5: E65FFC4F50C5D7E6C9103A03263BD8B3

SHA1: AE450291962A4878067CD5A617A389539C7B398D

SHA-256: 6E63AB7C67E987EE0CB9BC21AD62BFF5D489E278B715FA78C8DCB577FDFBC42E

SHA-512: 9BCBECFFE952E16008CD9B52FC34B8ACA8437E3CAFAE030936C7D6A92FC4AA35EAF2B6FE1E167ACCC08A06EA085F2D16751FF0EEB93AB8A1534D83819251F
3B4

Malicious: false

Reputation: low
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Preview:
/**.* Copyright (c) 2017-present, Facebook, Inc. All rights reserved..*.* You are hereby granted a non-exclusive, worldwide, royalty-free license to use,.* copy, modify, and 
distribute this software in source code or binary form for use.* in connection with the web services and APIs provided by Facebook..*.* As with any software that integrates 
with the Facebook platform, your use of.* this software is subject to the Facebook Platform Policy.* [http://developers.facebook.com/policy/]. This copyright notice shall be.* 
included in all copies or substantial portions of the software..*.* THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR.* IM
PLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS.* FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN 
NO EVENT SHALL THE AUTHORS OR.* COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER.* IN AN ACTION OF C
ONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN.* CONNECTION WI

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\521179371780902[1].js

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\521179371780902[2].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 260569

Entropy (8bit): 5.469273628925862

Encrypted: false

SSDEEP: 6144:Rk1HgCSntDV/HaK3V/Ha8NEPjQHguH3HpQrwzzmV:dNESe

MD5: B8C140DBBD4FA38A648B8D1C2DB4E6A6

SHA1: 36DC74B15F63FFEFA515DC0A64B291D323C79CD5

SHA-256: 76B6603D8238DDF5C46D98C37EFB203838D4651AEF436A5090722EC78179CB9E

SHA-512: A0AE2A2D49E154E91CC3239167604BA2ACD54F5C0F623C3D07C44396A8A2882B98ADA8A1FEFF214D99A93F09C0CBD8E296DDEF3D420C6ADF19B9FD8A74AB05
30

Malicious: false

Reputation: low

Preview:
/**.* Copyright (c) 2017-present, Facebook, Inc. All rights reserved..*.* You are hereby granted a non-exclusive, worldwide, royalty-free license to use,.* copy, modify, and 
distribute this software in source code or binary form for use.* in connection with the web services and APIs provided by Facebook..*.* As with any software that integrates 
with the Facebook platform, your use of.* this software is subject to the Facebook Platform Policy.* [http://developers.facebook.com/policy/]. This copyright notice shall be.* 
included in all copies or substantial portions of the software..*.* THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR.* IM
PLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS.* FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN 
NO EVENT SHALL THE AUTHORS OR.* COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER.* IN AN ACTION OF C
ONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN.* CONNECTION WI

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\6C8K4E3J.txt
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with no line terminators

Category: downloaded

Size (bytes): 47

Entropy (8bit): 3.6488945662457883

Encrypted: false

SSDEEP: 3:b/iQ2GDWhwzpU8VV/S9f:GQBFpXa

MD5: B71A6EBBC8D5B5FF7F8B5457D6F567A7

SHA1: 77FF3179420E9A1A1386FA62E03122E9E20D32F0

SHA-256: 2BA0DD417E5E4189C77F36CB640956F37981D6D2533641BC244586A88BEE59FA

SHA-512: 048C08499A065A7076FBD317B4DDBAE6F3F79D94FBC1F2DDC42E6348942C499301CBCCEA331489CA6280353C5234BF1B338A00E2E178365A524B1E942EEA51A8

Malicious: false

Reputation: low

IE Cache URL: https://c.6sc.co/

Preview:
6suuid=825e6cc13955000049a091602103000075290b00

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\883104765[1].htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: gzip compressed data, from Unix

Category: dropped

Size (bytes): 184

Entropy (8bit): 6.773057348327031

Encrypted: false

SSDEEP: 3:Ftt1zFOdJu4FvBeaFT8Ngwy1Liwzm3o5kI+3VYlFY9KpIAHLCFifbwil:Xt1gaw/9/Brm3oP+lYlFmKCAgifbt

MD5: 5CC0E14999A06FDDAB2CC325A304F863

SHA1: 089C88DEC0A896B4FA411CA09C4E980A43E586D5

SHA-256: 5874835FC6C815D8B90821CF761943158BD9AEF630BBE586927FED4DF74F0EF8

SHA-512: 3E68D63E2B4FAB1BA76F72ED816F97200E1684D09A699409797C3AE3F8099906BB49E956CA1B1FE8C045389A78A6DEB6A356FDAE068336F699BDEB149FE7FC91

Malicious: false

Reputation: low

Preview:
..........].... .D......lK....m.......V...&3.63.......q`....^.aU.9c.s).F......~S..P,.x)i.'d<..f.R...A.ep..-..D...q../=..R4.*|m..{w.^.=f...E..?.m.h.........%b..T.q0m......!......
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\FBVwdDflz-iPfoPuIC2iKh0C_UBFIA[1].woff
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, TrueType, length 22280, version 1.1

Category: downloaded

Size (bytes): 22280

Entropy (8bit): 7.973843211969959

Encrypted: false

SSDEEP: 384:cdDm2t6Ew6oKR8JFfcDhXR4NoqBSX4V7Hc2Cq89FKEzpep/CtRfE/j:cdD36EwwRIcDsNo144qA9Nep6tRS

MD5: 42D0046021B19B5D5AD408542EB0E914

SHA1: 073EC299BAA71784BCE1BBFFED3FDF802DBDFB3F

SHA-256: 595134BC34EB136BD269219A8E4BB9B656202D2C2C849831C2BDAAAD9A4F3277

SHA-512: E4F2ABD058B28D8DAB76C4EC8588449A47410888C2C53D893850606BCA1031F012689C2F45D37E72955F2514A879326F12E9BF23655BE34F8D7B457B5AE7C7AB

Malicious: false

Reputation: low

IE Cache URL: https://fonts.gstatic.com/s/bevietnam/v2/FBVwdDflz-iPfoPuIC2iKh0C_UBFIA.woff

Preview:
wOFF......W.................................GDEF.......m.....U.^GPOS.......!.....[.GSUB...........X.+..OS/2.......O...`k..cmap...........V#..kcvt .......@...`....fpgm.............6..gasp..............
..glyf......<h..i..:!.head..N....6...6.t3.hhea..NH.......$....hmtx..Nh...P....+."nloca..P..........4..maxp..R.... ... ...dname..R.........).Bnpost..S........r.3.+prep..Vd.........V.x......Q.E..~ 
FB2........I.... ..6..F...u8....BM.6...]z.W...Pa..'L}.0g.KV.f.[..{?p..g.p....?yQx+|.R.).U........x..S.,W.....3...;........m.}..<....m.d};....u...:...q.....:..9.V/.~...F..{......}H.d...T7.@..k.lT.
!"O.....lvH..l..E..~..].!+m.N.%.......'..HA....`.....r.$.k7{..>...SB..d...."bB....T........Q.r.r-..]EL...KD...d.+bF..ILU./b.....q@$.,TEz.2.....w:k....e.:.V."....e\....o..z...K...OX.8...2E..RQ..V.
(......:E..A.U.C.W1R1I1Y1E1U1_...a.6..N.>.\..?....C.~....=......3:..u...j...W(......;1...[..1.gh_!.+.X.fh.......8.D...'.....Q..i.....QZ....{b......U..QM.:..O..I..+...f..w..#.44.P

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\NewErrorPageTemplate[1]
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode (with BOM) text, with CRLF line terminators

Category: dropped

Size (bytes): 1612

Entropy (8bit): 4.869554560514657

Encrypted: false

SSDEEP: 24:5Y0bQ573pHpACtUZtJD0lFBopZleqw87xTe4D8FaFJ/Doz9AtjJgbCzg:5m73jcJqQep89TEw7Uxkk

MD5: DFEABDE84792228093A5A270352395B6

SHA1: E41258C9576721025926326F76063C2305586F76

SHA-256: 77B138AB5D0A90FF04648C26ADDD5E414CC178165E3B54A4CB3739DA0F58E075

SHA-512: E256F603E67335151BB709294749794E2E3085F4063C623461A0B3DECBCCA8E620807B707EC9BCBE36DCD7D639C55753DA0495BE85B4AE5FB6BFC52AB4B284F
D

Malicious: false

Reputation: low

Preview:
.body..{..    background-repeat: repeat-x;..    background-color: white;..    font-family: "Segoe UI", "verdana", "arial";..    margin: 0em;..    color: #1f1f1f;..}.....mainContent..{..    
margin-top:80px;..    width: 700px;..    margin-left: 120px;..    margin-right: 120px;..}.....title..{..    color: #54b0f7;..    font-size: 36px;..    font-weight: 300;..    line-height: 
40px;..    margin-bottom: 24px;..    font-family: "Segoe UI", "verdana";..    position: relative;..}.....errorExplanation..{..    color: #000000;..    font-size: 12pt;..    font-family: 
"Segoe UI", "verdana", "arial";..    text-decoration: none;..}.....taskSection..{..    margin-top: 20px;..    margin-bottom: 28px;..    position: relative; ..}.....tasks..{..    color: #00
0000;..    font-family: "Segoe UI", "verdana";..    font-weight:200;..    font-size: 12pt;..}....li..{..    margin-top: 8px;..}.....diagnoseButton..{..    outline: none;..    font-size: 9pt;
..}.....launchInternetOptionsButton..{..    outline: none;

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\Wes-Gillette[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: [TIFF image data, little-endian, direntries=0], progressive, precision 8, 300x300, frames 3

Category: downloaded

Size (bytes): 25084

Entropy (8bit): 7.9758165351902335

Encrypted: false

SSDEEP: 768:VWhUBi4u3VSqmI/EBmRdcSXWxhBKy+NSIQaadQN:VQB5oq+OdhXOhEyRIDadQN

MD5: 8E52698BD225EF913D30E4CEEC218DD7

SHA1: 87FB6371ABEDDEA368E4C1C23E099FBADABC58D7

SHA-256: CD3BB25F4F59B0B0456B2CE456ADA7EF734D6DE913423414CDBD4E938A822446

SHA-512: 22F2A36B1A2385A222A131374A8C99F92FF3DE96E7D6C8957BE12115ACDA6D36C5ADB601481E52E85E47DB05F4C7C3EC6AAE131D73267C49B83F3C995FA67410

Malicious: false

Reputation: low

IE Cache URL: https://i0.wp.com/insightsoftware.com/wp-content/uploads/2020/10/Wes-Gillette.jpg?resize=300%2C300&ssl=1

Preview:
......JFIF..............Exif..II*................C....................................................................C.......................................................................,.,...................................................................
...................@p88\.B.D..|....li..N@c^n.....42v.<o.@.a.+.oNUP.Rjx.^......A.A.pp8J..o:m..L..S..X)q..I....t..xU..b.I......Q.. (p(9...5>....G_.T.... ..e.Ib..r.K...(^t......(...b..e/...b|.&
.."nk..sQ..O .gW.*lM.;.M..+F'......././'.q.....Y^.aF.sM.....@......`.>WZ4.....$....ZT..I5...<........2"r<^......sO.G......s.UD..92.....!....;..<.;m.X.a6..6..0.s.....Ng...(8H:=3..3vz.#[....R.
.M.F5i.b.{...H.Y.j......`.....A#.Vj...0...)..V=.......h..F..F!.....G...S.(..............@.e.U....E.}..i...&.H.F...5..(F... ...K.g.D..8...<r(.OYT..4M..KG.vd...&.b.B&..5.i....0Y..v..rn.........+<.S_J. .
..D.....5.M....b.O..4|.....Q.^.V>.N.L..bs.v.......c.Zzs+H9Y.#..[..E.Szh5..S.R...B0...2|....:U......[8..nv....n9.....Rs......

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\about-overview-hero[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 1920x450, frames 3
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Category: downloaded

Size (bytes): 92419

Entropy (8bit): 7.965922770582473

Encrypted: false

SSDEEP: 1536:qsy29bwoy7gx+zys2+LWYXuiGGAIoNITK6wxFn2UnD/ZcWGsr87sE8FpH:xyhoyMx+ze+KY+mjbenxFn26DqWGsr8c

MD5: 62DBBF28F8ACAC1DEA428B6376818EB7

SHA1: 005BBDA0B26F41AB263A1737ADD2370745B297B8

SHA-256: A006F85F2E0330F5FA1611E23355E8DA7DECE3A0EF179FB7ABEDD41E909288CC

SHA-512: AD5A6ACA8EE44BC0735356C1E90A6B4E272FC790BBEEAD18C768A0721F73AEBF84B4CB304E83E8925BA356B6E38BA29F14AAAA3092427CB2562CBA1082A71
E2B

Malicious: false

Reputation: low

IE Cache URL: https://insightsoftware.com/wp-content/uploads/2019/10/about-overview-hero.jpg

Preview:
......JFIF..........................................................................................................................................................."...................................................j-.+M=X..d..N...n..J..X....]...).
.~....vw... .I.Cy)>.he.I.V.5...WV.4.E$...2.%W..'Z.4....A.Z.}.l.Q}...ON;.....j.W......Ve.]..lU...t....YYui>.5..I....V.z..\.\....m..O;.......j.....]..U[...V.u)Mn.....<.nE4......K^+.7...*G..]..
,.R..'Zeil...+W.jZIt.....XnE....MW....K...oy.Iq...\..b.n.7.U..Gz/;..GZy`...[-.jZl...7c.5.M..[.j.z..Zn..m..E...n...Q.....{w.4..Ef9..7.p.G.b._...AV.m*Kv;.T..j.j.3MQ..[..l.R.J[.V..&n.1..$..z.].
..._.qP.Z........r...R;Q.K.N......w.N....6(.\.$...OJ;.A=.V..Ru..4..x.%.T.>rY..~.+If..z..^.=.<7]Mn../T.WQG.[..9."[~G............Y_UA..),GZ..a3..e....r.........G....eo........>z.Y-.tJ\?_.OUE..
w....v.u.j.{...@..h.RJ.z...y.......CJJ..N..1.R.ZL._......Tu.....s...{...S.V.I.m..f. .b.......yWi...Y/cV.r64..|:W=.3H.K..u.M...v

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\about-overview-hero[1].jpg

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\anchor[1].htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, ASCII text, with very long lines

Category: dropped

Size (bytes): 28664

Entropy (8bit): 5.9496258708438825

Encrypted: false

SSDEEP: 768:v/SZuUcCqeAqLkLog7K3GamvQk/SFixjEpszaOfYGEol25JWPRN:q5cCApLe8QbYEpszaaYGf5

MD5: 92F249A8E3B537C1BCB113CBF5690F16

SHA1: A940FC1168936238488BDA4541D991CDF2CCE674

SHA-256: C4736CCFBD5096BD8B8DAAC8806D1B754964C40337ABB3355E68F46C33B2F7D3

SHA-512: 410214849B80CFE3CB8DEC713A6F0D49025009ACA7659EFC93870CF9BA6D867119C30385134D899F743A08E450202D28DB6B3ACD3D01C4DF5A8DA1BEECADE4B
1

Malicious: false

Reputation: low

Preview:
<!DOCTYPE HTML><html dir="ltr" lang="en"><head><meta http-equiv="Content-Type" content="text/html; charset=UTF-8">.<meta http-equiv="X-UA-Compatible" 
content="IE=edge">.<title>reCAPTCHA</title>.<style type="text/css">.@font-face {.  font-family: 'Roboto';.  font-style: normal;.  font-weight: 400;.  src: url(//fonts.gst
atic.com/s/roboto/v18/KFOmCnqEu92Fr1Mu4mxP.ttf) format('truetype');.}.@font-face {.  font-family: 'Roboto';.  font-style: normal;.  font-weight: 500;.  src: url(//fonts.g
static.com/s/roboto/v18/KFOlCnqEu92Fr1MmEU9fBBc9.ttf) format('truetype');.}.@font-face {.  font-family: 'Roboto';.  font-style: normal;.  font-weight: 900;.  src: url(//f
onts.gstatic.com/s/roboto/v18/KFOlCnqEu92Fr1MmYUtfBBc9.ttf) format('truetype');.}..</style>.<link rel="stylesheet" type="text/css" href="https://www.gstatic.com
/recaptcha/releases/9qx0v7NiOAe_XnW_ULNZm9e3/styles__ltr.css">.<script nonce="GEFHShAlsLIdj8tfST4+uQ" type="text/javascript">window['__recaptcha_api'] = 
'https://www.google.com/rec

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\arrow-left[1].svg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: SVG Scalable Vector Graphics image

Category: downloaded

Size (bytes): 188

Entropy (8bit): 4.975032570285371

Encrypted: false

SSDEEP: 3:tIsqDmJS4RKb5zMcQHcN+abZeNiq7mA9qA8cXFmAmYHZAAbBWkdjJr+L0:tI9mc4slzuT9j97ZFmqZllW4JKY

MD5: A63F639416CCD8AC7D4FFD7F24C80A54

SHA1: 35FA673A004C28EFA9C323D1F1D968662AD863C4

SHA-256: A87C6E25836C78A29F4B36690EA15E49C772C29779AFB49D1FF1FCA0495866D8

SHA-512: 109DC3CF0157DE4BD5C19ECFF51853B0639D8F17365961A1295A52188AD589C509430706D91FE045E6076728F4B1505A47AD0F463D0587CD5D6D1AD80C679D9E

Malicious: false

Reputation: low

IE Cache URL: https://insightsoftware.com/wp-content/themes/jetreports/lib/images/arrow-left.svg

Preview:
<svg xmlns="http://www.w3.org/2000/svg" width="7.8" height="14"><path fill="none" stroke="#ddd" stroke-width="2" stroke-linecap="round" stroke-linejoin="round" 
d="M6.8 1L1 7l5.8 6"/></svg>

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\audio_2x[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 48 x 48, 8-bit gray+alpha, non-interlaced

Category: downloaded

Size (bytes): 530

Entropy (8bit): 7.2576396280117494
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Encrypted: false

SSDEEP: 12:6v/7OEUhUxzPKmghSn8nazyk+k8/OzxQcxNMvVb:bhUxzlvWkT8FcxK1

MD5: 88E0F42C9FA4F94AA8BCD54D1685C180

SHA1: 5AD9D47A49B82718BAA3BE88550A0B3350270C42

SHA-256: 89C62095126FCA89EA1511CF35B49B8306162946B0C26D6F60C5506C51D85992

SHA-512: FAFF842E9FF4CC838EC3C724E95EEE6D36B2F8C768DC23E48669E28FC5C19AA24B1B34CF1DBCBE877B3537D6A325B4C35AF440C2B6D58F6A77A04A208D9296
F8

Malicious: false

Reputation: low

IE Cache URL: https://www.gstatic.com/recaptcha/api2/audio_2x.png

Preview:
.PNG........IHDR...0...0.......1.....gAMA......a.... cHRM..z&..............u0...`..:....p..Q<....bKGD.........IDATX...JBA.....E-R... (#..-*$.}.%.Kt.A..Dx.I...AF.Q.4.......-.6..?.m:.,.......Q
..D.L..e4..2.D..8)j4:......&>.s......p?......9.o5>.][H.}...&L.%.xh{~K.J|.b..N..HMp....f.}dd..S..4%...$dK..!..Z..NNs.W&g..Fn....p...w..Ut...E\.e.......6......M.F...X.L......em.....R#'..%....j
$/..-......@.l."..M.|....OtW.H.,.-.~W`Z.s8..W...B...C-.8"H....6......9...A..aO.1`.M..A..eA.{...-...U.,.W........IEND.B`.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\audio_2x[1].png

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\autoptimize_ea7d3d4946998bf9f2c3ab113da187b8[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 261354

Entropy (8bit): 5.310051021363792

Encrypted: false

SSDEEP: 3072:xPhQDeZjw0Q4Z4C30/P2yt7XrypsEOrZwFRFHNUOYXeOJZ4qLD:xPyD+w0Q46eyprWsEOrZ8RFHTeZZ4+D

MD5: F19B98F1D16AD0A4AB7AEAE66E89B2BC

SHA1: EA3E1CCA70924508C1AC5FBE30626870E6EEFA39

SHA-256: 29CEC7A6B3F1CE801CBDBF1B7DDD514471245C0BC046E7C41D834BE55C5B62B8

SHA-512: 08F3269A89718670A0D56AF08D0EED3128BE33790E229E149CE7DBC43A4814E6BC4013B6D59D6277C067C52F9C0B61FB1D46E7DEC71E626F447A26144CA8E32E

Malicious: false

Reputation: low

IE Cache URL: https://insightsoftware.com/wp-content/cache/autoptimize/js/autoptimize_ea7d3d4946998bf9f2c3ab113da187b8.js

Preview:
/*! jQuery Migrate v3.3.2 | (c) OpenJS Foundation and other contributors | jquery.org/license */."undefined"==typeof jQuery.migrateMute&&(jQuery.migrateMute=!0)
,function(t){"use strict";"function"==typeof define&&define.amd?define(["jquery"],function(e){return t(e,window)}):"object"==typeof module&&module.exports?modul
e.exports=t(require("jquery"),window):t(jQuery,window)}(function(s,n){"use strict";function e(e){return 0<=function(e,t){for(var r=/^(\d+)\.(\d+)\.(\d+)/,n=r.exec(e)||[],o=r.exec(t
)||[],i=1;i<=3;i++){if(+o[i]<+n[i])return 1;if(+n[i]<+o[i])return-1}return 0}(s.fn.jquery,e)}s.migrateVersion="3.3.2",n.console&&n.console.log&&(s&&e("3.0.0")||n.console.
log("JQMIGRATE: jQuery 3.0.0+ REQUIRED"),s.migrateWarnings&&n.console.log("JQMIGRATE: Migrate plugin loaded multiple times"),n.console.log("JQMIGRATE: 
Migrate is installed"+(s.migrateMute?"":" with logging active")+", version "+s.migrateVersion));var r={};function u(e){var t=n.console;s.migrateDeduplicateWarnings&&r[e]||
(r[e]=!0

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\bat[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 30235

Entropy (8bit): 5.300707636186169

Encrypted: false

SSDEEP: 384:otKVCwh9wC22xo5MB4K6WhbwM05Jkr9qNHfs9nB/wDSliNqCET8zT7QAEqnyJYys:ZCwhBRWDOZwDhzT7QSnSYyeh

MD5: E293A9BF71C8D0C0FF17648523FDABBC

SHA1: B6DCFA29739D64B2F365D219E6AF6DFEB6EF0573

SHA-256: 3183481F09352EADE87E53D32AC3C1F6AB5B853E2B5BDE4035834680B53D9299

SHA-512: 29365E47A948F13D7A86F492E1C5526CF886ED1219ECDA56BF3E80B6BBB0BEC3D5184863FD03B29DA1D2ECA357FF7601D1F95E1F927C5A7A3D32FF5F069D588
7

Malicious: false

Reputation: low

IE Cache URL: https://bat.bing.com/bat.js

Preview:
function UET(o){this.stringExists=function(n){return n&&n.length>0};this.domain="bat.bing.com";this.URLLENGTHLIMIT=4096;this.pageLoadEvt="pageLoad";this.customE
vt="custom";this.pageViewEvt="page_view";o.Ver=o.Ver!==undefined&&(o.Ver==="1"||o.Ver===1)?1:2;this.uetConfig={};this.uetConfig.consent={enabled:!1,adStorageAll
owed:!0,adStorageUpdated:!1,hasWaited:!1,waitForUpdate:0};this.beaconParams={};this.supportsCORS=this.supportsXDR=!1;this.paramValidations={string_currency:{typ
e:"regex",regex:/^[a-zA-Z]{3}$/,error:"{p} value must be ISO standard currency code"},number:{type:"num",digits:3,max:999999999999},integer:{type:"num",digits:0
,max:999999999999},hct_los:{type:"num",digits:0,max:30},date:{type:"regex",regex:/^\d{4}-\d{2}-\d{2}$/,error:"{p} value must be in YYYY-MM-DD date format"},"enum":
{type:"enum",error:"{p} value must be one of the allowed values"},array:{type:"array",error:"{p} must be an array with 1+ elements"}};this.knownParams={event_action:{b
eacon:"ea"},event_category:{be

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\bframe[1].htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, ASCII text

Category: dropped

Size (bytes): 3047

Entropy (8bit): 5.577733522852977
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Encrypted: false

SSDEEP: 48:Dc1A1OLKIXOgKNOMK5N+VvSwqVCaVNRQc1A1OLKIXOgKNOMK5N+VULwqVfZVu0v:DyA1OLKIXOgKNOMK547baVNeyA1OLKIz

MD5: 4DEE3C4B0461E64ED5B21F42004FC283

SHA1: 4CE806B33BFCC26F2DF861C9823B6CB6F0607F24

SHA-256: 253E844D7E57E5FFECC2000285B9FC888FD45F39D700C2DA09D67E8A2ABD0EB1

SHA-512: 3473FF275C0625DF9203C0E38DF730116D1F6E8AEB3FE874631D77FAB94D161B4729421666C49A9058E4A40F56CEC997DF049A05443512D95DDD30757835C851

Malicious: false

Reputation: low

Preview:
<!DOCTYPE HTML><html dir="ltr" lang="en"><head><meta http-equiv="Content-Type" content="text/html; charset=UTF-8">.<meta http-equiv="X-UA-Compatible" 
content="IE=edge">..<title>reCAPTCHA</title>.<style type="text/css">.@font-face {.  font-family: 'Roboto';.  font-style: normal;.  font-weight: 400;.  src: url(//fonts.gs
tatic.com/s/roboto/v18/KFOmCnqEu92Fr1Mu4mxP.ttf) format('truetype');.}.@font-face {.  font-family: 'Roboto';.  font-style: normal;.  font-weight: 500;.  src: url(//fonts.
gstatic.com/s/roboto/v18/KFOlCnqEu92Fr1MmEU9fBBc9.ttf) format('truetype');.}.@font-face {.  font-family: 'Roboto';.  font-style: normal;.  font-weight: 900;.  src: url(//
fonts.gstatic.com/s/roboto/v18/KFOlCnqEu92Fr1MmYUtfBBc9.ttf) format('truetype');.}..</style>.<link rel="stylesheet" type="text/css" href="https://www.gstatic.com/recaptch
a/releases/9qx0v7NiOAe_XnW_ULNZm9e3/styles__ltr.css">.<script nonce="j/BbN2laQ0Lae0+ZyyRAeA" type="text/javascript">window['__recaptcha_api'] = 'https
://www.google.com/re

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\bframe[1].htm

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\bframe[2].htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, ASCII text

Category: dropped

Size (bytes): 1522

Entropy (8bit): 5.56797770608175

Encrypted: false

SSDEEP: 24:D0ksPkGAy/iOYsFYxMJ0/iOYXFYx1S/iOYrFYxAQNPGtTjXt+jgvPCtT3qtR0NSx:Dc1A1OLKIXOgKNOMK5N+VewqVHV3Y

MD5: 7709C5B845B286E81C7303A10E9429F1

SHA1: 7EE921B11B7A91122A548D64FAEED2512AC89C93

SHA-256: 28FCFCAA354EADC0965F72645E907B7E1CFD3856BCDF5A6E2D67466081B467BC

SHA-512: 0180586400D61E039A9A095785A45E1A88E8E2998ED3873C74C70A54B9D50CB03C7EFE4893DF0EC2634116F37C48DA481737C18C2A29557E7E8905DA4157870A

Malicious: false

Reputation: low

Preview:
<!DOCTYPE HTML><html dir="ltr" lang="en"><head><meta http-equiv="Content-Type" content="text/html; charset=UTF-8">.<meta http-equiv="X-UA-Compatible" 
content="IE=edge">..<title>reCAPTCHA</title>.<style type="text/css">.@font-face {.  font-family: 'Roboto';.  font-style: normal;.  font-weight: 400;.  src: url(//fonts.gs
tatic.com/s/roboto/v18/KFOmCnqEu92Fr1Mu4mxP.ttf) format('truetype');.}.@font-face {.  font-family: 'Roboto';.  font-style: normal;.  font-weight: 500;.  src: url(//fonts.
gstatic.com/s/roboto/v18/KFOlCnqEu92Fr1MmEU9fBBc9.ttf) format('truetype');.}.@font-face {.  font-family: 'Roboto';.  font-style: normal;.  font-weight: 900;.  src: url(//
fonts.gstatic.com/s/roboto/v18/KFOlCnqEu92Fr1MmYUtfBBc9.ttf) format('truetype');.}..</style>.<link rel="stylesheet" type="text/css" href="https://www.gstatic.com/recaptch
a/releases/9qx0v7NiOAe_XnW_ULNZm9e3/styles__ltr.css">.<script nonce="lYKfZdeRTjQ/pjolHYGosw" type="text/javascript">window['__recaptcha_api'] = 'https
://www.google.com/re

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\calculator[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 555x190, frames 3

Category: downloaded

Size (bytes): 23240

Entropy (8bit): 7.972388052853932

Encrypted: false

SSDEEP: 384:NVi0hZsJh6A842r6z6Ng2+OZlU+eeiYFQwv1ORF8Z4sfB/JNvrrJ0AZD:jZW6rJufO7Ul/YF98Ri3fBzjDt

MD5: C438B380B35E03F3A1933BF29239D6D8

SHA1: E3EDF9B182D85EAB611FA6D5649C8D4A02B3983F

SHA-256: EB5F0D8D76B09B32223CAA31E955F5C7DCD66BE65BB9CCCC6239193DE88007E5

SHA-512: BFE43621D88454BCA66AFE2382490F55F83EAC3FC05875F3A73647A246055D400C23A6464123D30DB0A73681303F2C48A14195A4333520810C05868FDE16B20A

Malicious: false

Reputation: low

IE Cache URL: https://i1.wp.com/insightsoftware.com/wp-content/uploads/2021/04/calculator.jpeg?resize=555%2C190&ssl=1

Preview:
......JFIF.............C....................................................................C.........................................................................+.."...............................................................................e..x...].A.
"......P......u.Zp...y.~.<..Z:,..c....|......B.C.{6_...(.^/.l....<.5m....z...[..C.n(^.....=$|G..y..,(....z.}.{W5....m....x.3......qw.?.)Fo.......,.UZyB....2..[.....z........%z.+..y.c.3}G..|.>.d....=... 
.#gS...o8.R..|..Z.w.s:.-......... .;...1.j..|..[3.<.52:....27:..;..A..(.a]...Tl..qz"...{U.......T..._......w..=......Aq.....FY...Z@X.Vg...4|..}IV..B..I.-.R.=.<.s.....0.t{........;.dH.{.&...#B......Z.O}..a.6..
.2.3....=..R..5.J.Q..tM.(HI;I...V...?.9..|.~...se.9:m.?.......>q.........W%..l."r..<.Y.3r.H7.......o..HO.yn..{..q#.5......=eYd.XL>WO.P].M..!...VE.5!...t..FN..[.....P.Bg.1-.H....j*q.d=......8
.K..>u..k7x....t.y....9..U.a..v...x"5.q_:jg^..w...^...\.aCuW...<.0.-,......qcVUl......ew>.).$.%....Z.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\cassie-smith[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: [TIFF image data, big-endian, direntries=9, orientation=upper-left, xresolution=122, yresolution=130, resolutionunit=2, software=Adobe Photoshop Lightroom 5.7 (
Macintosh), datetime=2020:02:05 17:17:49], progressive, precision 8, 300x300, frames 3

Category: downloaded

Size (bytes): 39477

Entropy (8bit): 7.973882353484573

Encrypted: false
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SSDEEP: 768:HVHQdz3JoTiUnmjwhhB5NmLriiu7OfOJsYE1j/0BuQ16riOgbzgZd1k7F+1:HVwDotnphxicqY00Bp0rubUj1k741

MD5: 8E977F20C2CA5EB56C99CE0797AAB23F

SHA1: 8834F5466538A3357D1AC6BC05BAD77D09B012C7

SHA-256: D3A4BA1934CCAFAE4B80520BF35D6AD688C50D4E95D28599FBFDC394D38BC86C

SHA-512: 7A12A2F86C305AD8A3748782277EECBF19B88FBAA16FD7A82F9F8FD7EBB5B15D74AAB64B2B87012192B4073AE58EF9FD8EC82755CBF7EC3B95822ED68F52630
A

Malicious: false

Reputation: low

IE Cache URL: https://i2.wp.com/insightsoftware.com/wp-content/uploads/2020/05/cassie-smith.jpg?resize=300%2C300&ssl=1

Preview:
......JFIF.....H.H.....*Exif..MM.*.............................z.............(...........1.....*.....2...........;.....................i.................H.......H....Adobe Photoshop Lightroom 5.7 (Macintosh).20
20:02:05 17:17:49.KATHY_HOWARD..KATHY_HOWARD_PORTRAIT...........0231.......................,...........,.......rPhotoshop 3.0.8BIM.......:..Z...%G.........t..KATHY_HOWARD
_PORTRAIT..P..KATHY_HOWARD8BIM.%.......:#.j,..=*...G.c...C....................................................................C.......................................................................,.,...................
...................................................................>Mu........P.....+..d...L..;5vK.......... !B`...T..A....d.G.Q.....U.,\.za.:88,$......Q......D2...<.j!-..C.tX......pxp@...P.....$. ..&2.CZ>K$iV..h...
(qg..g..d......U....a$!"Ms[.J.t.>3.h..d.#...h.).%......~.~N.. ..*\.....V....v..N].sY.......X... .,...<><....#!...(.U....!.......j._=5...)\k6.I....e...c5ZYl.R.. xyW._.y....

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\cassie-smith[1].jpg

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\cc[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with CRLF line terminators

Category: downloaded

Size (bytes): 40

Entropy (8bit): 4.3653115322251015

Encrypted: false

SSDEEP: 3:ADKL7qDrnLLQm8FVfn:AM7QrLcmUJ

MD5: E36ADF1EBC0911A9A25DBFF598F07314

SHA1: 5C8363EAD7C460F58506A0C243C320A5BDE99C15

SHA-256: E9851604B9DF8535DD78885877B43C83D01142D0B79502EFA67B96DBD07D6487

SHA-512: 0B58A2FAD96509D17717255D42AB7BE661C953A3DBE2EA3DD2BEAD4EA695A441002CA1C2B09A7E5FE946E8A2A6052F208B1F4E419D10DD522FF2CA88D3C082
DE

Malicious: false

Reputation: low

IE Cache URL: https://consent.cookiebot.com/a40859ac-bc61-4941-8ded-a74c474d00ca/cc.js?
renew=false&referer=insightsoftware.com&dnt=false&forceshow=false&cbid=a40859ac-bc61-4941-8ded-a74c474d00ca&brandid=Cookiebot&framework=

Preview:
CookieConsent.setOutOfRegion('CH', 1);..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\contact-us[1].htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, UTF-8 Unicode text, with very long lines

Category: dropped

Size (bytes): 748741

Entropy (8bit): 5.37002279330867

Encrypted: false

SSDEEP: 12288:uJ7cS2CFuBUndNkGITrIaD5j+wyTmIV+g1QyryZPN+EG1LmtjcH1ilM2r/:u6S2CcBUdNkGK

MD5: B8916A6C7D2B95E8508C65FE89341AFC

SHA1: F0AF796808B5CA48FD05104B43713C4716C48482

SHA-256: 99D118D0EE1866CA17F52806E58BCA6D6B9D01C8BD2DB69D932DA1B0C6C1E146

SHA-512: 2AE20AADDD2501227073FEA9E95766A4D8928D1B078D584006ACFABC2940FC876B8AFD9098E1525D4E9FAC274E57065C9F066455EBBBDD2E0C0339CAEE7192D
6

Malicious: false

Reputation: low

Preview:
<!doctype html><html lang="en-US"><head><meta charset="utf-8"><meta http-equiv="x-ua-compatible" content="ie=edge"><meta name="viewport" content="widt
h=device-width, initial-scale=1"><link rel="stylesheet" media="print" onload="this.onload=null;this.media='all';" id="ao_optimized_gfonts" href="https://fonts.googleapis.
com/css?family=Be+Vietnam:400,700&amp;display=swap" /><link rel="alternate" hreflang="en-us" href="https://insightsoftware.com/contact-us/" /><link rel="alternate" 
hreflang="da-dk" href="https://insightsoftware.com/da/contact-us/" /><link rel="alternate" hreflang="nl-nl" href="https://insightsoftware.com/nl/contact-us/" /><link rel="alter
nate" hreflang="fr-fr" href="https://insightsoftware.com/fr/contact-us/" /><link rel="alternate" hreflang="de-de" href="https://insightsoftware.com/de/contact-us/" /><link 
rel="alternate" hreflang="it-it" href="https://insightsoftware.com/it/contact-us/" /><link rel="alternate" hreflang="es-es" href="https://insightsoftware.com/es/contact

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\core.min[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 20796

Entropy (8bit): 5.301827475040053

Encrypted: false

SSDEEP: 384:8uMSX9vEqkTVScdV/vWxcHsiWS8furhDGXvhHQfww/Xc2S8mFkF10B:iScP7+hkLqkM

MD5: 1F4B80F0FBE840B8C95C25B293BB8BA8

SHA1: BE25B743B2B17E440DEE22C09F877E9C8AEAA7E4
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SHA-256: 5BE7F1C5AAFFF9458C12362747E1AD99EA6B891B82995622E2F448427ECE1480

SHA-512: 4444B0A1055410CA70F5FE225D22F2842329414EF7B22CE0114A55B95C04552CC3BA505601B9FD60517C1F4D691828D69D3752E2E4180B3BABC6B1DD64E18190

Malicious: false

Reputation: low

IE Cache URL: https://insightsoftware.com/wp-includes/js/jquery/ui/core.min.js?ver=1.12.1

Preview:
/*! jQuery UI - v1.12.1 - 2020-09-25.* http://jqueryui.com.* Includes: data.js, disable-selection.js, escape-selector.js, focusable.js, form-reset-mixin.js, form.js, ie.js, jquery-1-
7.js, keycode.js, labels.js, plugin.js, position.js, safe-active-element.js, safe-blur.js, scroll-parent.js, tabbable.js, unique-id.js, version.js, widget.js.* Copyright jQuery F
oundation and other contributors; Licensed  */.!function(t){"function"==typeof define&&define.amd?define(["jquery"],t):t(jQuery)}(function(x){var t,e,n,W,C,o,s,r,l,a,i,h;function 
E(t,e,i){return[parseFloat(t[0])*(a.test(t[0])?e/100:1),parseFloat(t[1])*(a.test(t[1])?i/100:1)]}function H(t,e){return parseInt(x.css(t,e),10)||0}x.ui=x.ui||{},x.ui.version="1.12.1
",./*!. * jQuery UI :data 1.12.1. * http://jqueryui.com. *. * Copyright jQuery Foundation and other contributors. * Released under the MIT license.. * http://jquery.org/license. 
*/.x.extend(x.expr[":"],{data:x.expr.createPseudo?x.expr.createPseudo(function(e){return function(t){r

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\core.min[1].js

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\cropped-insightsoftware-favicon-5[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 32 x 32, 8-bit colormap, non-interlaced

Category: downloaded

Size (bytes): 1564

Entropy (8bit): 7.594589698519445

Encrypted: false

SSDEEP: 48:hq6rTebxvQyz398QIYbZW7TKIGu28O6JlZum+P7p:ibxvlz3LICEPKnuhOEumU7p

MD5: 91A06CF8684512E8981E2AB6FA40CB57

SHA1: 760D79E0D653E4A94A2919D00A606DFFB24FC470

SHA-256: FE9653BFF0C5B3D236165857F603EE5EC91AB6961DB1DAE6E5AF7B85F44DB242

SHA-512: 62AC03A2DBB1EEF201F8351CCE38C87EF575E71FD667BCC96659EC326739E31E1AC5714BE98F19E3F978696FFABE58BC1F666A434067241ADB2F59EDACBE6E
3E

Malicious: false

Reputation: low

IE Cache URL: https://i2.wp.com/insightsoftware.com/wp-content/uploads/2019/09/cropped-insightsoftware-favicon-5.png?fit=32%2C32&ssl=1

Preview:
.PNG........IHDR... ... .....D.......PLTEGpL..............................................................................................................................................................................................................
.................................}..}..~......3.L-.Lb.z...,.M.|.).K............................................................................................................................................................................,.M......9.
X............K.g...........~.....}._.wM......@.^..C....h..=....u.o...._.........=.[...j.5.U......!.....l.....x...............k........4.T,..t......r....'........4..............H..N.j`..K......1.R..................{..~.........;..H
.d...!.J...btRNS...*'............8+.(.4....~............"........X^...R.W.....L.c......+....b......P...0.....iIDAT8.m.u\.A.............n}.9..".M.1`.dc.9.E.F............C.?....}.....

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\customer-success[1].htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, UTF-8 Unicode text, with very long lines

Category: dropped

Size (bytes): 522832

Entropy (8bit): 5.3228374745151

Encrypted: false

SSDEEP: 6144:4+J5pcS22BPxHuBUo86AJ3nQJtQhzsFM5JL/o:dJ7cS2CFuBUndNkGbo

MD5: CBE8820CA30C9F13CAAC36365ABC1D63

SHA1: D6CCF137F549ACDDFD9944CAF8FC2B53FA788975

SHA-256: 716FA326665AE91837F0F2069B7ECF5F6E90CFE2C45D551268BD3C4EEA4FC7BA

SHA-512: C0DD7377CFB4FB6B6658831539B741FB51DFB811A1BDC669B516DD374A4F34A1B91C71738A4E1ADDF7385650F6D91F1E4383ACD583C3F0FF57EE6C81231EBC7
E

Malicious: false

Reputation: low

Preview:
<!doctype html><html lang="en-US"><head><meta charset="utf-8"><meta http-equiv="x-ua-compatible" content="ie=edge"><meta name="viewport" content="widt
h=device-width, initial-scale=1"><link rel="stylesheet" media="print" onload="this.onload=null;this.media='all';" id="ao_optimized_gfonts" href="https://fonts.googleapis.
com/css?family=Be+Vietnam:400,700&amp;display=swap" /><link rel="alternate" hreflang="en-us" href="https://insightsoftware.com/support/customer-success/" /> <sc
ript>window.dataLayer = window.dataLayer || [];...var jetDataLayer = {"pageTitle":"Customer Success - insightsoftware","pagePostType":"page","pagePostType2":"single-
page"};...dataLayer.push(jetDataLayer);</script> <style>.async-hide { opacity: 0 !important; }</style> <script>(function(a,s,y,n,c,h,i,d,e){s.className+=' '+y;..h.end=i=functi
on(){s.className=s.className.replace(RegExp(' ?'+y),'')};..(a[n]=a[n]||[]).hide=h;setTimeout(function(){i();h.end=null},c);..})(window,document.documentElement,'async-hid
e','dataLa

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\dashicons.min[1].css
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 59010

Entropy (8bit): 6.03688965162806

Encrypted: false

SSDEEP: 768:oey/Z24B3P3aXOhUzSv16CAyLquqSfurIdUMbs73KO08QSJ2BQH02CRqxMWs5FJq:ox/ZvB/qPWMiquqioMUXQSJYIMW+FJq

MD5: D5E6CE5103B482FE0A2D355D003E9FFD

SHA1: 504E8BE39E6CF2BA66BF8D80F2C6200E5FE7E6A4

SHA-256: 8273F0538929EDE9599E3CFEA8142A252A7D0CB6DBACB230BF188490DDE79D4B
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SHA-512: D198D458C7FAC95FB443FE4FD6199148BFB33B78184EFA4D8D998768F38C7C7BFC3EF6F992B2593F45A5FD232E9229692309C955DAE7A7E020200723F59432D3

Malicious: false

Reputation: low

IE Cache URL: https://insightsoftware.com/wp-includes/css/dashicons.min.css

Preview:
/*! This file is auto-generated */.@font-face{font-family:dashicons;src:url(../fonts/dashicons.eot?99ac726223c749443b642ce33df8b800);src:url(../fonts/dashicons.eot?
99ac726223c749443b642ce33df8b800#iefix) format("embedded-opentype"),url("data:application/x-font-woff;charset=utf-8;base64,d09GRgABAAAAAHvwAAsAAAA
A3EgAAQAAAAAAAAAAAAAAAAAAAAAAAAAAAABHU1VCAAABCAAAADMAAABCsP6z7U9TLzIAAAE8AAAAQAAAAFZAuk8lY21hcAAAAXwAAAk/AAAU9l+BPsxnbHl
mAAAKvAAAYwIAAKlAcWTMRWhlYWQAAG3AAAAALwAAADYXkmaRaGhlYQAAbfAAAAAfAAAAJAQ3A0hobXR4AABuEAAAACUAAAVQpgT/9mxvY2EAA
G44AAACqgAAAqps5EEYbWF4cAAAcOQAAAAfAAAAIAJvAKBuYW1lAABxBAAAATAAAAIiwytf8nBvc3QAAHI0AAAJvAAAEhojMlz2eJxjYGRgYOBikGPQYWB0c
fMJYeBgYGGAAJAMY05meiJQDMoDyrGAaQ4gZoOIAgCKIwNPAHicY2Bk/Mc4gYGVgYOBhzGNgYHBHUp/ZZBkaGFgYGJgZWbACgLSXFMYHD4yfHVnAnH1mBgZG
IE0CDMAAI/zCGl4nN3Y93/eVRnG8c/9JE2bstLdQIF0N8x0t8w0pSMt0BZKS5ml7F32lrL3hlKmCxEQtzjAhQMRRcEJijhQQWV4vgNBGV4nl3+B/mbTd8+reeVJvuc859z
nvgL0A5pkO2nW3xcJ8qee02ej7/NNDOz7fHPTw/r/LnTo60ale4ooWov2orOYXXQXPWVr2V52lrPL3qq3WlmtqlZXx

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\dashicons.min[1].css

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\errorPageStrings[1]
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode (with BOM) text, with CRLF line terminators

Category: downloaded

Size (bytes): 4720

Entropy (8bit): 5.164796203267696

Encrypted: false

SSDEEP: 96:z9UUiqRxqH211CUIRgRLnRynjZbRXkRPRk6C87Apsat/5/+mhPcF+5g+mOQb7A9o:JsUOG1yNlX6ZzWpHOWLia16Cb7bk

MD5: D65EC06F21C379C87040B83CC1ABAC6B

SHA1: 208D0A0BB775661758394BE7E4AFB18357E46C8B

SHA-256: A1270E90CEA31B46432EC44731BF4400D22B38EB2855326BF934FE8F1B169A4F

SHA-512: 8A166D26B49A5D95AEA49BC649E5EA58786A2191F4D2ADAC6F5FBB7523940CE4482D6A2502AA870A931224F215CB2010A8C9B99A2C1820150E4D365CAB28299E

Malicious: false

Reputation: low

IE Cache URL: res://ieframe.dll/errorPageStrings.js

Preview:
.//Split out for localization...var L_GOBACK_TEXT = "Go back to the previous page.";..var L_REFRESH_TEXT = "Refresh the page.";..var L_MOREINFO_TEXT = "More 
information";..var L_OFFLINE_USERS_TEXT = "For offline users";..var L_RELOAD_TEXT = "Retype the address.";..var L_HIDE_HOTKEYS_TEXT = "Hide tab shortcuts
";..var L_SHOW_HOTKEYS_TEXT = "Show more tab shortcuts";..var L_CONNECTION_OFF_TEXT = "You are not connected to the Internet. Check your Internet conn
ection.";..var L_CONNECTION_ON_TEXT = "It appears you are connected to the Internet, but you might want to try to reconnect to the Internet.";....//used by invalidcert.js 
and hstscerterror.js..var L_CertUnknownCA_TEXT = "Your PC doesn\u2019t trust this website\u2019s security certificate.";..var L_CertExpired_TEXT = "The website
\u2019s security certificate is not yet valid or has expired.";..var L_CertCNMismatch_TEXT = "The hostname in the website\u2019s security certificate differs from the web
site you are trying to visit.";..var L

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\fbevents[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 187548

Entropy (8bit): 5.392602416896564

Encrypted: false

SSDEEP: 1536:sM+OWt6w6aic9MeipKKqQqcThe7Kdv0a9sIOC1jaMu5Qm2B+QNSMngUSZYSlIUiR:sOQMj1SVBYDGKqOQMj1SVBYDGKx

MD5: D67E6D12EB6608E9D939B0E3EB70F7E5

SHA1: AF4A18DD4EA23B6DF3B0092618A64A3733C2AE55

SHA-256: 8A407F25943E3E96B80C488FD36FF80000A45C9D85BAFA80E5C05890874E6695

SHA-512: 6B871EEFE532476E7FA735211C049F2CB33B684A765F5FE06F1107B0937940FCEB8FC8A71177141BDA7D6319643244B09C033F132FDF8E68D5CD4B7C39869D74

Malicious: false

Reputation: low

IE Cache URL: https://connect.facebook.net/en_US/fbevents.js

Preview:
/**.* Copyright (c) 2017-present, Facebook, Inc. All rights reserved..*.* You are hereby granted a non-exclusive, worldwide, royalty-free license to use,.* copy, modify, and 
distribute this software in source code or binary form for use.* in connection with the web services and APIs provided by Facebook..*.* As with any software that integrates 
with the Facebook platform, your use of.* this software is subject to the Facebook Platform Policy.* [http://developers.facebook.com/policy/]. This copyright notice shall be.* 
included in all copies or substantial portions of the software..*.* THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR.* IM
PLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS.* FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN 
NO EVENT SHALL THE AUTHORS OR.* COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER.* IN AN ACTION OF C
ONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN.* CONNECTION WI

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\fontawesome-webfont[1].eot
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Embedded OpenType (EOT), FontAwesome family

Category: downloaded

Size (bytes): 165742

Entropy (8bit): 6.705073372195656

Encrypted: false

SSDEEP: 3072:qbhEnD+IzsU9z9QJ6/P3Xe2iEiEPGFCMW1JVJG6wVTDsk6BmG6S1yKshojskO+b2:qenD+IzsU9z9QJ6/PO2FiEP2C/DVJG6I

MD5: 674F50D287A8C48DC19BA404D20FE713
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SHA1: D980C2CE873DC43AF460D4D572D441304499F400

SHA-256: 7BFCAB6DB99D5CFBF1705CA0536DDC78585432CC5FA41BBD7AD0F009033B2979

SHA-512: C160D3D77E67EFF986043461693B2A831E1175F579490D7F0B411005EA81BD4F5850FF534F6721B727C002973F3F9027EA960FAC4317D37DB1D4CB53EC9D343A

Malicious: false

Reputation: low

IE Cache URL: https://insightsoftware.com/wp-content/plugins/megamenu-pro/icons/fontawesome/fonts/fontawesome-webfont.eot?

Preview:
n.................................LP........................Yx.....................F.o.n.t.A.w.e.s.o.m.e.....R.e.g.u.l.a.r...$.V.e.r.s.i.o.n. .4...7...0. .2.0.1.6.....F.o.n.t.A.w.e.s.o.m.e................PFFTMk
.G.........GDEF.......p... OS/2.2z@...X...`cmap..:.........gasp.......h....glyf...M......L.head...-.......6hhea...........$hmtxEy..........loca...\........maxp.,.....8... name....gh....post......k....
u.........xY_.<..........3.2.....3.2.................................................................'...............@.........i.........3.......3...s................................pyrs.@. ........................... .....p.....U....................
.........................]...............................................y...n.......................................2.......................................@......................................................................................................
.............................................z..............................

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\fontawesome-webfont[1].eot

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\frontend[1].css
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 5093

Entropy (8bit): 4.971641786940666

Encrypted: false

SSDEEP: 96:q3ObdOQObOjc0IjP6O+zEKJaJEXtJI5JNJhJ/JxJwJHnJjJz7JduJXFJkYJKJZK:wObdOQObOW6OGXkke

MD5: 4CCB468DB56E2B946220453DA3785592

SHA1: 909B3A994A747A8293CB682E2F1A76D7398F64F5

SHA-256: 4D69FB19A4D8EC51F92E20C0C6F682C41316545595166BB040736B143B001D5A

SHA-512: CA5CD846FB25E60A588B1F5630DC92D11EBC1BD5DF268D0ECB51DC003ACE78602AB9E22D910C2F43A1DE81554DA2933462A74765676DC5DF8135ECE2C031452
1

Malicious: false

Reputation: low

IE Cache URL: https://insightsoftware.com/wp-content/plugins/download-monitor/assets/css/frontend.css

Preview:
.download-box{width:250px;border:1px solid #ccc;-moz-border-radius:4px;-webkit-border-radius:4px;border-radius:4px;text-align:center;position:relative;margin:1em 
auto;box-shadow:0 2px 4px rgba(0,0,0,.1),inset 0 1px 0 rgba(255,255,255,.4)}.download-box img.wp-post-image{margin:0;padding:0;display:block;width:100%;-moz-b
order-radius:0;-webkit-border-radius:0;-moz-border-top-left-radius:3px;-moz-border-top-right-radius:3px;-webkit-border-top-left-radius:3px;-webkit-border-top-right-radius
:3px;border-radius:0;border-top-left-radius:3px;border-top-right-radius:3px;box-shadow:inset 0 1px 0 rgba(255,255,255,.4)}.download-box .download-box-content{pa
dding:0 1em 1em}.download-box .download-count{-moz-border-radius:1em;-webkit-border-radius:1em;border-radius:1em;color:#777;text-shadow:0 1px 0 rgba(2
55,255,255,.5);background:#ddd;box-shadow:0 2px 4px rgba(0,0,0,.1),inset 0 1px 0 rgba(255,255,255,.4);position:absolute;top:0;right:0;padding:.6em;width:auto;min-
width:1em;font-size:1em;text-align:cen

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\gaconnector[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 7864

Entropy (8bit): 5.296753914966541

Encrypted: false

SSDEEP: 192:BwV+xpZ24ZbLpLAfwoRZDzBC/TByNDkJw:Oyp5NLpLAflZDzBC/TAkJw

MD5: 6ED9E75F2F1D97F99A41E00B8DF34D82

SHA1: 35519355217FB7DC4D0B566F3FB0F89465B32B6C

SHA-256: 056CF1AD4D84C1438BD0EFEA62A6A10A21ACAB4F1ADAE279E87BD401BA83CD99

SHA-512: 9C5154FA1746EA821A74F62D3A3654206B478ECCB1DC1FFB16BF6601FEAD7C0CCAD82AD6DDBB2873BE19724D2D3B4CB99399E8D48A10D7DD48854DF05125DD
A8

Malicious: false

Reputation: low

Preview:
var gaconnector2=function(){var r,u=!0;function a(e){console.log(e);var t=new XMLHttpRequest;t.open("GET",e,!0),t.send()}function c(){var e=l("_ga"),t=window[wi
ndow.GoogleAnalyticsObject];if("string"==typeof e&&0<e.length){var n=e.split(".");return n.slice(n.length-2,n.length).join(".")}if(void 0!==t&&void 0!==t.getAll){var o=t.getAll()
[0];if(void 0!==o)return o.get("clientId")}}window.localStorage&&window.localStorage.setItem;function i(e){var t=e.split("/")[2],n=/[-\w]+\.(?:[-\w]+\.xn--[-\w]+|[-\w]{2,}|[-\w]+\.[-
\w]{2})$/i.exec(t);if("object"==typeof n&&n instanceof Array&&0<n.length)return n[0]}function d(e){var t=e.match(/:\/\/(www[0-9]?\.)?(.[^/:]+)/i);return null!=t&&2<t.leng
th&&"string"==typeof t[2]&&0<t[2].length?t[2]:null}function f(e,t){u?localStorage.setItem(e,t):function(e,t){console.log("setting cookie "+e);var n=new Date;n.setTime(n.g
etTime()+31536e6);var o="expires="+n.toUTCString();document.cookie=e+"="+t+"; "+o+";domain=."+i(document.location.href)+";path=/"}(e,t)}func

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\genericons[1].css
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 27524

Entropy (8bit): 6.0821673500389135

Encrypted: false

SSDEEP: 384:ODTPnzOPdrpAUtM/A5J9rwUk+hiqxTg0ZViFUtcdG2QthqfSqnZ:OD+PzrM/QJtkM/8mCddYq1Z

MD5: AC25FB529183C5FEF5887D02594D1828
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SHA1: EE5A0F815A931CF09EAE8C235DC77458109E2701

SHA-256: 98726F9632FA3F6359C2D118F2061241729BCFC9A98563CCB6CF87444D32BD88

SHA-512: 461D19F75840C150B1898CF1C26B7F2BF74EB70C498282B0E9AF3F24093FC5A2C6B849EEBB3511447D7142E3E55847511410251F58D037B1009D93B666F48099

Malicious: false

Reputation: low

IE Cache URL: https://insightsoftware.com/wp-content/plugins/megamenu-pro/icons/genericons/genericons/genericons.css

Preview:
/**...Genericons..*/.../* IE8 and below use EOT and allow cross-site embedding. .   IE9 uses WOFF which is base64 encoded to allow cross-site embedding..   So u
nfortunately, IE9 will throw a console error, but it'll still work..   When the font is base64 encoded, cross-site embedding works in Firefox */..@font-face {.    font-family: 
'Genericons';.    src: url('Genericons.eot');.}..@font-face {.    font-family: 'Genericons';.    src: url(data:application/font-woff;charset=utf-8;base64,d09GRgABAA
AAADgYAA0AAAAAWDAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAABGRlRNAAA3/AAAABoAAAAcbOWpBk9TLzIAAAGUAAAARQAAAGBVb3cYY21hcAAA
AngAAACUAAABqq7WqvhjdnQgAAADDAAAAAQAAAAEAEQFEWdhc3AAADf0AAAACAAAAAj//wADZ2x5ZgAABEAAADAqAABJ0A3bTddoZWFkAAABMAAAACkAAAA2
B8ZTM2hoZWEAAAFcAAAAGAAAACQQuQgFaG10eAAAAdwAAACZAAABNGKqU2Vsb2NhAAADEAAAAS4AAAEuB9f1Nm1heHAAAAF0AAAAIAAAACAA6A
EZbmFtZQAANGwAAAFRAAAChXCWuFJwb3N0AAA1wAAAAjEAAAXmlxz2knjaY2BkYGAA4rplZ/Tj+W2+MnBzMIDAhRBmaWSag4EDQjGBKADj7gZyAAAAeNpjYG
Rg4GAAgh1gEsRmZEAFLAAWNADXAAEAAACWAOgAEA

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\genericons[1].css

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\gtm[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 211612

Entropy (8bit): 5.526510907819665

Encrypted: false

SSDEEP: 3072:YZ8SUIpXBqy2dWxs3U0zBgjahDA8PE4zdD1S1JOv1:YZ7UIJBqy2dWAp6sdD1XN

MD5: 63D7DC21BF415D1F53AF6DACBD77B9DF

SHA1: 233BB795FF57A101F20FE5F0E04DB6B91EA22D75

SHA-256: AEC21C4287B72CDC1F4ACBF4A76E57144A0BF23FFA5729E20913355647FD5E1F

SHA-512: CD50C20F3C80077D24C0995F63F8C5CEC6A4B7990A3440B7163933A766B10503F53FFADD34E9EC14ED9BEDA7998FAEF77514EA03A3BD3DD71B933B8FBEF29E9
6

Malicious: false

Reputation: low

IE Cache URL: https://www.googletagmanager.com/gtm.js?id=GTM-PDLQCRT

Preview:
.// Copyright 2012 Google Inc. All rights reserved..(function(w,g){w[g]=w[g]||{};w[g].e=function(s){return eval(s);};})(window,'google_tag_manager');(function(){..var data = 
{."resource": {.  "version":"68",.  .  "macros":[{.      "function":"__v",.      "vtp_name":"gtm.elementClasses",.      "vtp_dataLayerVersion":1.    },{.      "function":"__e".    },{.      
"function":"__jsm",.      "vtp_javascript":["template","(function(){var c=17,d=[\"UA-1646510-11\"],e=\"_ga_originalSendHitTask\";return function(a){window[e]=window[e
]||a.get(\"sendHitTask\");\"number\"===typeof c\u0026\u0026a.set(\"dimension\"+c,a.get(\"clientId\"));a.set(\"sendHitTask\",function(b){var a=b,f=window[e],c=!0;try{if(c\
u0026\u0026f(b),\"undefined\"!==typeof d\u0026\u0026d.length){var g=b.get(\"hitPayload\"),h=new RegExp(b.get(\"trackingId\"),\"gi\");d.forEach(function(a){b.set(\"hitPayl
oad\",g.replace(h,a),!0);c\u0026\u0026f(b)})}}catch(k){f(a)}})}})();"].    },{.      "function":"__c",.      "vtp_value":"jet-down

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\i-twitter[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 32 x 31, 8-bit colormap, non-interlaced

Category: downloaded

Size (bytes): 806

Entropy (8bit): 5.952399526912466

Encrypted: false

SSDEEP: 12:6v/7b+04EmlBj75fxy41/qbdgjMVFrQnrTkLz2IULOeKfz:e+0XGN0gq1/QnvALTz

MD5: 0F55524EF4201BFB975F4E293AF99F24

SHA1: 9E63E7FCFA077DDBF52FCF9CC01D22244F610988

SHA-256: B234FEC15CC71607D1BC3B5B855E87C35D5CDD90551F344BC13F36A78D5DD2EE

SHA-512: C007A9CE452FFA2B5A54968BF40EB5A104C801E2B75773839B9671BAA441BE384AA2A2652CE4EF69AFA5B45EB182583B77DC09186DCEE905E24A3C386C568F8
5

Malicious: false

Reputation: low

IE Cache URL: https://insightsoftware.com/wp-content/themes/jetreports/assets/images/i-twitter.png

Preview:
.PNG........IHDR... ...........?....MPLTELiq.)7.)7.)7.)7.)7.)7.)7.)7.)7.)7.)7.)7.)7.)7.)7.)7.)7.)7.)7.)7.)7.)7.)7.)7.)7.)7.)7.)7.)7.)7.)7.)7.)7.)7.)7.)7.)7.)7.)7.)7.)7.)7.)7.)7.)7.)7.)7.)7.)
7.)7.)7.)7.)7.)7.)7.)7.)7.)7.)7.)7.)7.)7.)7.)7.)7.)7.)7.)7.)7.)7.)7.)7.)7.)7.)7.)7.)7.)7.)7.)7.)7.)7.)7.)7.)7.)7.)7.)7.)7.)7.)7.)7.)7.)7.)7.)7.)7.)7.)7.)7.)7.)7.)7.)7.)7.)7.)7.)7.)7.)7}{....
.ntRNS............... #$')+,-.256<CGHMSTVY\`cdijlmpqrtx|}...........................................................`#O.....IDATx.c`........n&.b.320pi..F.A......P@7W.Y.?...b..".y......H.QJ.Z
...@...L.77....30X...F....(.. Qy.;.T.d...|(.j...?..@..YA..Pf..<.......&...G...<....@<.......q..A.0..P`..^9..l..`.n.iX....Db.!..A.8,..P......#j:..F..fFK...(........i.H.K;..e...u.D....,.b-.....-.c....<.
eY......].R.....IEND.B`.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\insight-loader[1].gif
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: GIF image data, version 87a, 148 x 148

Category: downloaded

Size (bytes): 112961

Entropy (8bit): 7.8846301665688765

Encrypted: false
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SSDEEP: 1536:89b0QqV+yX2M/S1XL8neQhcf1TGXCOVbZP9V0YKpPayKRI9AceJC:89b0Q62QS1b62G9pR0ThKRIYA

MD5: 4D5EF7AF4C77C636A49ED141F7B709A7

SHA1: 5B618330858BA3CE04E0DB0D3554873DF0301608

SHA-256: AE8FA71DAB9B8EE8BC23F9AEDF33CAA5AAFF0A58ECFD6D62DD18B92C56854A5C

SHA-512: DAA31B44F5514B9D37C81412D601D13BE15A165B4CAA12AFB3D8EB574049B8C70A630C4C4DE6C4A85AB632F4C7EA715C8B6FBE1EBB0AA403C39895DDA8AA5
1E6

Malicious: false

Reputation: low

IE Cache URL: https://insightsoftware.com/wp-content/themes/jetreports/dist/images/insight-loader.gif

Preview:
GIF87a................... ..%..)../..5..C....OS....X..[b....b!.e%.i+.mr..2.r9.v;.w=.yA.|G....M.S.Y....^.d.h....l.q.u.|................................................................................................................
...........................................................................................................................................!.....M.,...........M.......................................................L..................L.........................
..........................H......*\....#J.H....3j.... C..I...(S.\...0c.I...8s.....@...J...H.*]...P.J.J...X.j....`.....!.....M.,H...........JC..E..!.....M.,H...........=,+,....!.....M.,G...........L.ML.L...L...M.L.M..!...
..M.,G...........3,M..L...... .$.L.M..!.....M.,F...........3,+M...L..L..!.$.&..L.LM..!.....M.,D.........$.K2.,+MI...LJ...LK..LL..M.....LM..M..!.....M.,C.........&.B50,++M%...L)../..L5.L;.@..
..LLFJ.LM..!.....M.,A.........-.LE=5/.,+M.....L5

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\insight-loader[1].gif

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\johannesburg[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 150x150, frames 3

Category: downloaded

Size (bytes): 7145

Entropy (8bit): 7.891559203018655

Encrypted: false

SSDEEP: 192:sRF2WBvEKQnop99ikC06N1rdAMUVg3K7hwRXhxi:c5EKQncdC0ibrUy3WwRy

MD5: C04CC1E449F319C95B09DBE116C9C149

SHA1: F4DB41BEC47A33DAE62344C836A278187C6503E8

SHA-256: 370245D35148DC31FA3DD8E72C2FF16409353072648FC3F996A5254E2B5BBBDC

SHA-512: 015FAEF2D2613B96FBBB5495E952289B4E8693E0EDFEFA361E688B376C659E369CF060067B4F333972E357AB8493A2344CDFFC5524BFF604951A82865CE31A01

Malicious: false

Reputation: low

IE Cache URL: https://i0.wp.com/insightsoftware.com/wp-content/uploads/2019/09/johannesburg.jpg?resize=150%2C150&ssl=1

Preview:
......JFIF.............C....................................................................C............................................................................"..............................................................................H..p..9'....
5...l....A...fP.Tn.)Q]S..N.rN....y.t2rJ..]w..xL.Dh.....uJ.a<...y...L..z..I...9..q..)r.....N..o....R.Nm]...]+...W...`.G.#..e.S.(.).\...{.v7V.Gb@K...G@*..l..F{..I..'-d.8...y.<.w.....^.G..../.@
q.y.E.S..0....t'.fsn..3.I...J.g-..<.m@p......]...<n.9...a..(.6..........7aP.=H.2....(9...[x96.W..x6Uj..Mg.*.fQ..+ccb....X.[....;&...m$.....[.E.%.6R]&l...=>.$.P$...W\.IF.Y.T..$..B.J....M..?..
.)............................ "$1.!.#025............}.C.rbc6..8Q..9>.z...........<H0.&3l....l.#.....gh.aO,....!....6.}g.r@&&.li,.-.J3.d%.#A...7.Do.1..............F.Li....s.m.f.q....ddF...d .<.......3
.@....^p..81..8.q.c.3.q...:.:s.:r.8K>$.d$.#..r.E.&..m..U~K...7.y...dv.s<..,....#...0......q. s.r.......'HI..j1.:..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\js[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode text, with very long lines

Category: dropped

Size (bytes): 333510

Entropy (8bit): 5.541500340858297

Encrypted: false

SSDEEP: 3072:C+0Ns0i4AmjOrjStzbaZsp+0Ns0i4AmjOrjStzbaZsp+0Ns0U4AmjOrjStzbaZsy:XYAv61b0YAv61b06Av61b2

MD5: EB206830BCF513C2AFE5C1A27E3C4CFD

SHA1: E219BF828168FD2E917685051E9F2BB4CB8CB246

SHA-256: 59FB72173430154FE85B0E764FFB78DA3B12A17EC529907CAF6B536FADA314E9

SHA-512: D4CB182686E4F612031CF5E8B503335E25533D8B69F6A1B41250ABF8463F23FBF5B6D5A662A5772AD7134F0F324C1D276F2B08264A6461C1A530198E13E51C44

Malicious: false

Reputation: low

Preview:
.// Copyright 2012 Google Inc. All rights reserved..(function(){..var data = {."resource": {.  "version":"182",.  .  "macros":[{.      "function":"__e".    },{.      "function":"__dee".    
},{.      "vtp_experimentKey":"OPT-K4F5HTX_OPT-PF3CZ",.      "function":"__c",.      "vtp_value":true.    },{.      "function":"__u",.      "vtp_component":"URL",.      "v
tp_enableMultiQueryKeys":false,.      "vtp_enableIgnoreEmptyQueryParam":false.    },{.      "function":"__exs",.      "vtp_measurementId":"PbiKG4hlSveJe8nbf9-f9Q",.      
"vtp_sections":["list",2].    },{.      "vtp_experimentKey":"OPT-K4F5HTX_OPT-PF3CZ",.      "function":"__c",.      "vtp_value":1000.    },{.      "vtp_experimentKey":"OPT-
K4F5HTX_OPT-PF3CZ",.      "function":"__c",.      "vtp_value":680.    },{.      "function":"__cie",.      "vtp_experimentState":["macro",4],.      "vtp_trafficCoverage":
["macro",5],.      "vtp_trafficCoverageHash":["macro",6].    },{.      "function":"__c",.      "vtp_value":false.    },{.      "fu

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\linkedin-icon[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 32 x 32, 8-bit colormap, non-interlaced

Category: downloaded

Size (bytes): 291

Entropy (8bit): 6.3606096795000955

Encrypted: false

SSDEEP: 6:6v/lhPkd5cJUEljBh7T/KtH8NUQsYl4DCDZxwz/Uwr07p:6v/7sYJUMdhfStHKsl+ZxG0V

MD5: 55E1D2323C2A69E89C4005B1ACF28691
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Static File Info

No static file info

Network Port Distribution

Total Packets: 111

• 53 (DNS)

• 443 (HTTPS)

SHA1: 54F21AAAE471CFCBE1C5697132453CBB169FE54A

SHA-256: 9E49FFBA06B1509183E38B50717024227DC886766BB0B618BD269CDA607691B6

SHA-512: 595F1F0D0D430F77288E7611F6854F083ACD2BBB4B328924B0E40C4EA0D4EF4E1C748CBCB8E41367BA3CC39031917A785BC5DE7F9ABE8026A09903DA89941239

Malicious: false

Reputation: low

IE Cache URL: https://insightsoftware.com/wp-content/themes/jetreports/assets/images/linkedin-icon.png

Preview:
.PNG........IHDR... ... .....D......3PLTE.)7.)7.)7.)7.)7.)7.)7.)7Liq.)7.)7.)7.)7.)7.)7.)7.)7......tRNS..P...0..@`p. ..v!./....IDAT8.....0.D.........M..@.7E.2....+...S..e...}..@w.....l.K.V...
.jX..G....$.Y..K.MW..l.h....Xy.....@..c..@..d..}......\.i.H*w}.......Q..&..../.Q.......IEND.B`.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\linkedin-icon[1].png

Network Behavior

Timestamp Source Port Dest Port Source IP Dest IP

May 4, 2021 21:28:05.678438902 CEST 49712 443 192.168.2.5 35.174.151.106

May 4, 2021 21:28:05.679637909 CEST 49713 443 192.168.2.5 35.174.151.106

May 4, 2021 21:28:05.816122055 CEST 443 49712 35.174.151.106 192.168.2.5

May 4, 2021 21:28:05.816291094 CEST 49712 443 192.168.2.5 35.174.151.106

May 4, 2021 21:28:05.817133904 CEST 443 49713 35.174.151.106 192.168.2.5

May 4, 2021 21:28:05.817240000 CEST 49713 443 192.168.2.5 35.174.151.106

May 4, 2021 21:28:05.827095985 CEST 49713 443 192.168.2.5 35.174.151.106

May 4, 2021 21:28:05.827143908 CEST 49712 443 192.168.2.5 35.174.151.106

May 4, 2021 21:28:05.964953899 CEST 443 49712 35.174.151.106 192.168.2.5

May 4, 2021 21:28:05.964975119 CEST 443 49712 35.174.151.106 192.168.2.5

May 4, 2021 21:28:05.964983940 CEST 443 49712 35.174.151.106 192.168.2.5

May 4, 2021 21:28:05.965049028 CEST 49712 443 192.168.2.5 35.174.151.106

May 4, 2021 21:28:05.965090036 CEST 49712 443 192.168.2.5 35.174.151.106

May 4, 2021 21:28:05.965246916 CEST 443 49713 35.174.151.106 192.168.2.5

May 4, 2021 21:28:05.965265989 CEST 443 49713 35.174.151.106 192.168.2.5

May 4, 2021 21:28:05.965274096 CEST 443 49713 35.174.151.106 192.168.2.5

May 4, 2021 21:28:05.965322971 CEST 49713 443 192.168.2.5 35.174.151.106

May 4, 2021 21:28:05.965347052 CEST 49713 443 192.168.2.5 35.174.151.106

May 4, 2021 21:28:05.996958017 CEST 49712 443 192.168.2.5 35.174.151.106

May 4, 2021 21:28:06.002904892 CEST 49712 443 192.168.2.5 35.174.151.106

May 4, 2021 21:28:06.006345987 CEST 49713 443 192.168.2.5 35.174.151.106

TCP Packets
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May 4, 2021 21:28:06.134552956 CEST 443 49712 35.174.151.106 192.168.2.5

May 4, 2021 21:28:06.134768009 CEST 49712 443 192.168.2.5 35.174.151.106

May 4, 2021 21:28:06.146255016 CEST 443 49713 35.174.151.106 192.168.2.5

May 4, 2021 21:28:06.146389961 CEST 49713 443 192.168.2.5 35.174.151.106

May 4, 2021 21:28:06.181679010 CEST 443 49712 35.174.151.106 192.168.2.5

May 4, 2021 21:28:06.653177977 CEST 443 49712 35.174.151.106 192.168.2.5

May 4, 2021 21:28:06.653254986 CEST 49712 443 192.168.2.5 35.174.151.106

May 4, 2021 21:28:06.827307940 CEST 49715 443 192.168.2.5 34.67.94.197

May 4, 2021 21:28:06.827672958 CEST 49716 443 192.168.2.5 34.67.94.197

May 4, 2021 21:28:06.972428083 CEST 443 49715 34.67.94.197 192.168.2.5

May 4, 2021 21:28:06.972542048 CEST 443 49716 34.67.94.197 192.168.2.5

May 4, 2021 21:28:06.972635984 CEST 49715 443 192.168.2.5 34.67.94.197

May 4, 2021 21:28:06.972698927 CEST 49716 443 192.168.2.5 34.67.94.197

May 4, 2021 21:28:06.973861933 CEST 49715 443 192.168.2.5 34.67.94.197

May 4, 2021 21:28:06.976732969 CEST 49716 443 192.168.2.5 34.67.94.197

May 4, 2021 21:28:07.117491961 CEST 443 49715 34.67.94.197 192.168.2.5

May 4, 2021 21:28:07.118170977 CEST 443 49715 34.67.94.197 192.168.2.5

May 4, 2021 21:28:07.118190050 CEST 443 49715 34.67.94.197 192.168.2.5

May 4, 2021 21:28:07.118201971 CEST 443 49715 34.67.94.197 192.168.2.5

May 4, 2021 21:28:07.118275881 CEST 49715 443 192.168.2.5 34.67.94.197

May 4, 2021 21:28:07.118326902 CEST 49715 443 192.168.2.5 34.67.94.197

May 4, 2021 21:28:07.119676113 CEST 443 49716 34.67.94.197 192.168.2.5

May 4, 2021 21:28:07.120409966 CEST 443 49716 34.67.94.197 192.168.2.5

May 4, 2021 21:28:07.120429993 CEST 443 49716 34.67.94.197 192.168.2.5

May 4, 2021 21:28:07.120441914 CEST 443 49716 34.67.94.197 192.168.2.5

May 4, 2021 21:28:07.120486975 CEST 49716 443 192.168.2.5 34.67.94.197

May 4, 2021 21:28:07.120536089 CEST 49716 443 192.168.2.5 34.67.94.197

May 4, 2021 21:28:07.142544031 CEST 49715 443 192.168.2.5 34.67.94.197

May 4, 2021 21:28:07.143328905 CEST 49715 443 192.168.2.5 34.67.94.197

May 4, 2021 21:28:07.144057989 CEST 49715 443 192.168.2.5 34.67.94.197

May 4, 2021 21:28:07.149626970 CEST 49716 443 192.168.2.5 34.67.94.197

May 4, 2021 21:28:07.150288105 CEST 49716 443 192.168.2.5 34.67.94.197

May 4, 2021 21:28:07.285979033 CEST 443 49715 34.67.94.197 192.168.2.5

May 4, 2021 21:28:07.286187887 CEST 49715 443 192.168.2.5 34.67.94.197

May 4, 2021 21:28:07.287136078 CEST 443 49715 34.67.94.197 192.168.2.5

May 4, 2021 21:28:07.292901993 CEST 443 49716 34.67.94.197 192.168.2.5

May 4, 2021 21:28:07.293050051 CEST 49716 443 192.168.2.5 34.67.94.197

May 4, 2021 21:28:07.335844040 CEST 443 49716 34.67.94.197 192.168.2.5

May 4, 2021 21:28:07.430664062 CEST 443 49715 34.67.94.197 192.168.2.5

May 4, 2021 21:28:07.430805922 CEST 49715 443 192.168.2.5 34.67.94.197

May 4, 2021 21:28:07.438174963 CEST 443 49716 34.67.94.197 192.168.2.5

May 4, 2021 21:28:07.438302040 CEST 49716 443 192.168.2.5 34.67.94.197

May 4, 2021 21:28:07.568912029 CEST 49715 443 192.168.2.5 34.67.94.197

May 4, 2021 21:28:07.569914103 CEST 49716 443 192.168.2.5 34.67.94.197

May 4, 2021 21:28:07.712990046 CEST 443 49716 34.67.94.197 192.168.2.5

May 4, 2021 21:28:07.755685091 CEST 443 49715 34.67.94.197 192.168.2.5

May 4, 2021 21:28:08.224762917 CEST 443 49715 34.67.94.197 192.168.2.5

May 4, 2021 21:28:08.224785089 CEST 443 49715 34.67.94.197 192.168.2.5

May 4, 2021 21:28:08.224800110 CEST 443 49715 34.67.94.197 192.168.2.5

May 4, 2021 21:28:08.224814892 CEST 443 49715 34.67.94.197 192.168.2.5

May 4, 2021 21:28:08.224833965 CEST 443 49715 34.67.94.197 192.168.2.5

May 4, 2021 21:28:08.224844933 CEST 49715 443 192.168.2.5 34.67.94.197

May 4, 2021 21:28:08.224850893 CEST 443 49715 34.67.94.197 192.168.2.5

May 4, 2021 21:28:08.224867105 CEST 443 49715 34.67.94.197 192.168.2.5

May 4, 2021 21:28:08.224883080 CEST 443 49715 34.67.94.197 192.168.2.5

May 4, 2021 21:28:08.224885941 CEST 49715 443 192.168.2.5 34.67.94.197

May 4, 2021 21:28:08.224900007 CEST 443 49715 34.67.94.197 192.168.2.5

May 4, 2021 21:28:08.224915028 CEST 443 49715 34.67.94.197 192.168.2.5

May 4, 2021 21:28:08.224930048 CEST 443 49715 34.67.94.197 192.168.2.5

May 4, 2021 21:28:08.224944115 CEST 49715 443 192.168.2.5 34.67.94.197

May 4, 2021 21:28:08.224945068 CEST 443 49715 34.67.94.197 192.168.2.5

May 4, 2021 21:28:08.224976063 CEST 49715 443 192.168.2.5 34.67.94.197

May 4, 2021 21:28:08.225008011 CEST 49715 443 192.168.2.5 34.67.94.197

Timestamp Source Port Dest Port Source IP Dest IP
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May 4, 2021 21:28:08.235873938 CEST 443 49715 34.67.94.197 192.168.2.5

May 4, 2021 21:28:08.235904932 CEST 443 49715 34.67.94.197 192.168.2.5

May 4, 2021 21:28:08.235922098 CEST 443 49715 34.67.94.197 192.168.2.5

May 4, 2021 21:28:08.236044884 CEST 49715 443 192.168.2.5 34.67.94.197

May 4, 2021 21:28:08.236090899 CEST 49715 443 192.168.2.5 34.67.94.197

May 4, 2021 21:28:08.370600939 CEST 443 49715 34.67.94.197 192.168.2.5

May 4, 2021 21:28:08.370620966 CEST 443 49715 34.67.94.197 192.168.2.5

May 4, 2021 21:28:08.370635986 CEST 443 49715 34.67.94.197 192.168.2.5

May 4, 2021 21:28:08.370656013 CEST 443 49715 34.67.94.197 192.168.2.5

May 4, 2021 21:28:08.370671988 CEST 443 49715 34.67.94.197 192.168.2.5

May 4, 2021 21:28:08.370687008 CEST 443 49715 34.67.94.197 192.168.2.5

May 4, 2021 21:28:08.370702028 CEST 443 49715 34.67.94.197 192.168.2.5

May 4, 2021 21:28:08.370718002 CEST 443 49715 34.67.94.197 192.168.2.5

May 4, 2021 21:28:08.370732069 CEST 443 49715 34.67.94.197 192.168.2.5

May 4, 2021 21:28:08.370748043 CEST 443 49715 34.67.94.197 192.168.2.5

May 4, 2021 21:28:08.372500896 CEST 49715 443 192.168.2.5 34.67.94.197

Timestamp Source Port Dest Port Source IP Dest IP

Timestamp Source Port Dest Port Source IP Dest IP

May 4, 2021 21:27:56.156342030 CEST 62060 53 192.168.2.5 8.8.8.8

May 4, 2021 21:27:56.205131054 CEST 53 62060 8.8.8.8 192.168.2.5

May 4, 2021 21:27:56.485449076 CEST 61805 53 192.168.2.5 8.8.8.8

May 4, 2021 21:27:56.514664888 CEST 54795 53 192.168.2.5 8.8.8.8

May 4, 2021 21:27:56.556782007 CEST 53 61805 8.8.8.8 192.168.2.5

May 4, 2021 21:27:56.565521955 CEST 53 54795 8.8.8.8 192.168.2.5

May 4, 2021 21:27:57.320547104 CEST 49557 53 192.168.2.5 8.8.8.8

May 4, 2021 21:27:57.377859116 CEST 53 49557 8.8.8.8 192.168.2.5

May 4, 2021 21:27:58.417151928 CEST 61733 53 192.168.2.5 8.8.8.8

May 4, 2021 21:27:58.468626022 CEST 53 61733 8.8.8.8 192.168.2.5

May 4, 2021 21:27:59.573746920 CEST 65447 53 192.168.2.5 8.8.8.8

May 4, 2021 21:27:59.625279903 CEST 53 65447 8.8.8.8 192.168.2.5

May 4, 2021 21:28:00.393861055 CEST 52441 53 192.168.2.5 8.8.8.8

May 4, 2021 21:28:00.456748009 CEST 53 52441 8.8.8.8 192.168.2.5

May 4, 2021 21:28:00.691066980 CEST 62176 53 192.168.2.5 8.8.8.8

May 4, 2021 21:28:00.744765043 CEST 53 62176 8.8.8.8 192.168.2.5

May 4, 2021 21:28:02.076379061 CEST 59596 53 192.168.2.5 8.8.8.8

May 4, 2021 21:28:02.125046968 CEST 53 59596 8.8.8.8 192.168.2.5

May 4, 2021 21:28:03.275461912 CEST 65296 53 192.168.2.5 8.8.8.8

May 4, 2021 21:28:03.328721046 CEST 53 65296 8.8.8.8 192.168.2.5

May 4, 2021 21:28:03.648646116 CEST 63183 53 192.168.2.5 8.8.8.8

May 4, 2021 21:28:03.710131884 CEST 53 63183 8.8.8.8 192.168.2.5

May 4, 2021 21:28:04.430854082 CEST 60151 53 192.168.2.5 8.8.8.8

May 4, 2021 21:28:04.479469061 CEST 53 60151 8.8.8.8 192.168.2.5

May 4, 2021 21:28:05.562316895 CEST 56969 53 192.168.2.5 8.8.8.8

May 4, 2021 21:28:05.665406942 CEST 53 56969 8.8.8.8 192.168.2.5

May 4, 2021 21:28:05.873915911 CEST 55161 53 192.168.2.5 8.8.8.8

May 4, 2021 21:28:05.922656059 CEST 53 55161 8.8.8.8 192.168.2.5

May 4, 2021 21:28:06.761292934 CEST 54757 53 192.168.2.5 8.8.8.8

May 4, 2021 21:28:06.825418949 CEST 53 54757 8.8.8.8 192.168.2.5

May 4, 2021 21:28:07.843225956 CEST 49992 53 192.168.2.5 8.8.8.8

May 4, 2021 21:28:07.891917944 CEST 53 49992 8.8.8.8 192.168.2.5

May 4, 2021 21:28:08.299585104 CEST 60075 53 192.168.2.5 8.8.8.8

May 4, 2021 21:28:08.367553949 CEST 53 60075 8.8.8.8 192.168.2.5

May 4, 2021 21:28:08.590560913 CEST 55016 53 192.168.2.5 8.8.8.8

May 4, 2021 21:28:08.603632927 CEST 64345 53 192.168.2.5 8.8.8.8

May 4, 2021 21:28:08.642451048 CEST 57128 53 192.168.2.5 8.8.8.8

May 4, 2021 21:28:08.652160883 CEST 53 64345 8.8.8.8 192.168.2.5

May 4, 2021 21:28:08.664846897 CEST 54791 53 192.168.2.5 8.8.8.8

May 4, 2021 21:28:08.668178082 CEST 53 55016 8.8.8.8 192.168.2.5

May 4, 2021 21:28:08.697658062 CEST 50463 53 192.168.2.5 8.8.8.8

May 4, 2021 21:28:08.701244116 CEST 53 57128 8.8.8.8 192.168.2.5

May 4, 2021 21:28:08.708422899 CEST 50394 53 192.168.2.5 8.8.8.8

May 4, 2021 21:28:08.713517904 CEST 53 54791 8.8.8.8 192.168.2.5

UDP Packets
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May 4, 2021 21:28:08.748905897 CEST 53 50463 8.8.8.8 192.168.2.5

May 4, 2021 21:28:08.756939888 CEST 53 50394 8.8.8.8 192.168.2.5

May 4, 2021 21:28:09.056350946 CEST 58530 53 192.168.2.5 8.8.8.8

May 4, 2021 21:28:09.105026960 CEST 53 58530 8.8.8.8 192.168.2.5

May 4, 2021 21:28:09.263232946 CEST 53813 53 192.168.2.5 8.8.8.8

May 4, 2021 21:28:09.318412066 CEST 63732 53 192.168.2.5 8.8.8.8

May 4, 2021 21:28:09.325355053 CEST 53 53813 8.8.8.8 192.168.2.5

May 4, 2021 21:28:09.367245913 CEST 53 63732 8.8.8.8 192.168.2.5

May 4, 2021 21:28:09.386059046 CEST 57344 53 192.168.2.5 8.8.8.8

May 4, 2021 21:28:09.439313889 CEST 53 57344 8.8.8.8 192.168.2.5

May 4, 2021 21:28:09.569981098 CEST 54450 53 192.168.2.5 8.8.8.8

May 4, 2021 21:28:09.589802980 CEST 59261 53 192.168.2.5 8.8.8.8

May 4, 2021 21:28:09.599114895 CEST 57151 53 192.168.2.5 8.8.8.8

May 4, 2021 21:28:09.607219934 CEST 59413 53 192.168.2.5 8.8.8.8

May 4, 2021 21:28:09.613403082 CEST 60516 53 192.168.2.5 8.8.8.8

May 4, 2021 21:28:09.626529932 CEST 51649 53 192.168.2.5 8.8.8.8

May 4, 2021 21:28:09.631920099 CEST 53 54450 8.8.8.8 192.168.2.5

May 4, 2021 21:28:09.652661085 CEST 65086 53 192.168.2.5 8.8.8.8

May 4, 2021 21:28:09.655256033 CEST 53 59261 8.8.8.8 192.168.2.5

May 4, 2021 21:28:09.655855894 CEST 53 59413 8.8.8.8 192.168.2.5

May 4, 2021 21:28:09.664138079 CEST 56432 53 192.168.2.5 8.8.8.8

May 4, 2021 21:28:09.672672987 CEST 53 57151 8.8.8.8 192.168.2.5

May 4, 2021 21:28:09.680504084 CEST 53 60516 8.8.8.8 192.168.2.5

May 4, 2021 21:28:09.683491945 CEST 53 51649 8.8.8.8 192.168.2.5

May 4, 2021 21:28:09.714071989 CEST 52929 53 192.168.2.5 8.8.8.8

May 4, 2021 21:28:09.717335939 CEST 53 65086 8.8.8.8 192.168.2.5

May 4, 2021 21:28:09.717469931 CEST 64317 53 192.168.2.5 8.8.8.8

May 4, 2021 21:28:09.723259926 CEST 53 56432 8.8.8.8 192.168.2.5

May 4, 2021 21:28:09.773622036 CEST 53 52929 8.8.8.8 192.168.2.5

May 4, 2021 21:28:09.781156063 CEST 53 64317 8.8.8.8 192.168.2.5

May 4, 2021 21:28:09.957684040 CEST 61004 53 192.168.2.5 8.8.8.8

May 4, 2021 21:28:09.961930037 CEST 56895 53 192.168.2.5 8.8.8.8

May 4, 2021 21:28:09.964570999 CEST 62372 53 192.168.2.5 8.8.8.8

May 4, 2021 21:28:10.006194115 CEST 53 61004 8.8.8.8 192.168.2.5

May 4, 2021 21:28:10.010482073 CEST 53 56895 8.8.8.8 192.168.2.5

May 4, 2021 21:28:10.025067091 CEST 53 62372 8.8.8.8 192.168.2.5

May 4, 2021 21:28:10.099319935 CEST 61515 53 192.168.2.5 8.8.8.8

May 4, 2021 21:28:10.106498957 CEST 56675 53 192.168.2.5 8.8.8.8

May 4, 2021 21:28:10.119342089 CEST 57172 53 192.168.2.5 8.8.8.8

May 4, 2021 21:28:10.152167082 CEST 55267 53 192.168.2.5 8.8.8.8

May 4, 2021 21:28:10.162276030 CEST 53 61515 8.8.8.8 192.168.2.5

May 4, 2021 21:28:10.165838003 CEST 53 56675 8.8.8.8 192.168.2.5

May 4, 2021 21:28:10.185081005 CEST 53 57172 8.8.8.8 192.168.2.5

May 4, 2021 21:28:10.216510057 CEST 53 55267 8.8.8.8 192.168.2.5

May 4, 2021 21:28:10.834836006 CEST 50969 53 192.168.2.5 8.8.8.8

May 4, 2021 21:28:10.886352062 CEST 53 50969 8.8.8.8 192.168.2.5

May 4, 2021 21:28:11.588258028 CEST 64362 53 192.168.2.5 8.8.8.8

May 4, 2021 21:28:11.653310061 CEST 53 64362 8.8.8.8 192.168.2.5

May 4, 2021 21:28:11.946979046 CEST 54766 53 192.168.2.5 8.8.8.8

May 4, 2021 21:28:12.004532099 CEST 53 54766 8.8.8.8 192.168.2.5

May 4, 2021 21:28:12.011934042 CEST 61446 53 192.168.2.5 8.8.8.8

May 4, 2021 21:28:12.079026937 CEST 53 61446 8.8.8.8 192.168.2.5

May 4, 2021 21:28:12.324615002 CEST 57515 53 192.168.2.5 8.8.8.8

May 4, 2021 21:28:12.384366035 CEST 53 57515 8.8.8.8 192.168.2.5

May 4, 2021 21:28:13.094577074 CEST 58199 53 192.168.2.5 8.8.8.8

May 4, 2021 21:28:13.153014898 CEST 53 58199 8.8.8.8 192.168.2.5

May 4, 2021 21:28:25.758404970 CEST 65221 53 192.168.2.5 8.8.8.8

May 4, 2021 21:28:25.844120026 CEST 53 65221 8.8.8.8 192.168.2.5

May 4, 2021 21:28:33.638674974 CEST 61573 53 192.168.2.5 8.8.8.8

May 4, 2021 21:28:33.690212011 CEST 53 61573 8.8.8.8 192.168.2.5

May 4, 2021 21:28:34.224020958 CEST 56562 53 192.168.2.5 8.8.8.8

May 4, 2021 21:28:34.275516987 CEST 53 56562 8.8.8.8 192.168.2.5

May 4, 2021 21:28:34.638062954 CEST 61573 53 192.168.2.5 8.8.8.8

May 4, 2021 21:28:34.689599991 CEST 53 61573 8.8.8.8 192.168.2.5

Timestamp Source Port Dest Port Source IP Dest IP
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May 4, 2021 21:28:35.050736904 CEST 53591 53 192.168.2.5 8.8.8.8

May 4, 2021 21:28:35.099340916 CEST 53 53591 8.8.8.8 192.168.2.5

May 4, 2021 21:28:35.650367975 CEST 61573 53 192.168.2.5 8.8.8.8

May 4, 2021 21:28:35.701875925 CEST 53 61573 8.8.8.8 192.168.2.5

May 4, 2021 21:28:36.053175926 CEST 53591 53 192.168.2.5 8.8.8.8

May 4, 2021 21:28:36.101864100 CEST 53 53591 8.8.8.8 192.168.2.5

May 4, 2021 21:28:37.058428049 CEST 53591 53 192.168.2.5 8.8.8.8

May 4, 2021 21:28:37.108686924 CEST 53 53591 8.8.8.8 192.168.2.5

May 4, 2021 21:28:39.527314901 CEST 53591 53 192.168.2.5 8.8.8.8

May 4, 2021 21:28:39.576006889 CEST 53 53591 8.8.8.8 192.168.2.5

May 4, 2021 21:28:39.935272932 CEST 61573 53 192.168.2.5 8.8.8.8

May 4, 2021 21:28:39.987293959 CEST 53 61573 8.8.8.8 192.168.2.5

May 4, 2021 21:28:43.526468039 CEST 53591 53 192.168.2.5 8.8.8.8

May 4, 2021 21:28:43.583985090 CEST 53 53591 8.8.8.8 192.168.2.5

May 4, 2021 21:28:44.086457014 CEST 61573 53 192.168.2.5 8.8.8.8

May 4, 2021 21:28:44.128154039 CEST 59688 53 192.168.2.5 8.8.8.8

May 4, 2021 21:28:44.137924910 CEST 53 61573 8.8.8.8 192.168.2.5

May 4, 2021 21:28:44.188047886 CEST 53 59688 8.8.8.8 192.168.2.5

May 4, 2021 21:28:45.017424107 CEST 56032 53 192.168.2.5 8.8.8.8

May 4, 2021 21:28:45.084723949 CEST 53 56032 8.8.8.8 192.168.2.5

May 4, 2021 21:29:05.901141882 CEST 61150 53 192.168.2.5 8.8.8.8

May 4, 2021 21:29:05.954811096 CEST 53 61150 8.8.8.8 192.168.2.5

May 4, 2021 21:29:23.928453922 CEST 63458 53 192.168.2.5 8.8.8.8

May 4, 2021 21:29:23.978702068 CEST 53 63458 8.8.8.8 192.168.2.5

Timestamp Source Port Dest Port Source IP Dest IP

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

May 4, 2021 21:28:05.562316895 CEST 192.168.2.5 8.8.8.8 0xe23d Standard query 
(0)

go.insight
software.com

A (IP address) IN (0x0001)

May 4, 2021 21:28:06.761292934 CEST 192.168.2.5 8.8.8.8 0xa759 Standard query 
(0)

insightsof
tware.com

A (IP address) IN (0x0001)

May 4, 2021 21:28:08.642451048 CEST 192.168.2.5 8.8.8.8 0x3e22 Standard query 
(0)

consent.co
okiebot.com

A (IP address) IN (0x0001)

May 4, 2021 21:28:08.664846897 CEST 192.168.2.5 8.8.8.8 0xed2d Standard query 
(0)

i1.wp.com A (IP address) IN (0x0001)

May 4, 2021 21:28:08.697658062 CEST 192.168.2.5 8.8.8.8 0x8915 Standard query 
(0)

i2.wp.com A (IP address) IN (0x0001)

May 4, 2021 21:28:09.263232946 CEST 192.168.2.5 8.8.8.8 0x6ec4 Standard query 
(0)

consentcdn
.cookiebot.com

A (IP address) IN (0x0001)

May 4, 2021 21:28:09.569981098 CEST 192.168.2.5 8.8.8.8 0x3a3e Standard query 
(0)

j.6sc.co A (IP address) IN (0x0001)

May 4, 2021 21:28:09.589802980 CEST 192.168.2.5 8.8.8.8 0x401f Standard query 
(0)

www.clickc
ease.com

A (IP address) IN (0x0001)

May 4, 2021 21:28:09.599114895 CEST 192.168.2.5 8.8.8.8 0xe444 Standard query 
(0)

snap.licdn.com A (IP address) IN (0x0001)

May 4, 2021 21:28:09.626529932 CEST 192.168.2.5 8.8.8.8 0x4cdd Standard query 
(0)

fast.wistia.net A (IP address) IN (0x0001)

May 4, 2021 21:28:09.652661085 CEST 192.168.2.5 8.8.8.8 0x7f2d Standard query 
(0)

connect.fa
cebook.net

A (IP address) IN (0x0001)

May 4, 2021 21:28:09.664138079 CEST 192.168.2.5 8.8.8.8 0xba0a Standard query 
(0)

track.gaco
nnector.com

A (IP address) IN (0x0001)

May 4, 2021 21:28:09.714071989 CEST 192.168.2.5 8.8.8.8 0xb8ab Standard query 
(0)

scout-cdn.
salesloft.com

A (IP address) IN (0x0001)

May 4, 2021 21:28:09.717469931 CEST 192.168.2.5 8.8.8.8 0x271c Standard query 
(0)

loader.wis
epops.com

A (IP address) IN (0x0001)

May 4, 2021 21:28:09.957684040 CEST 192.168.2.5 8.8.8.8 0xd886 Standard query 
(0)

secure.adn
xs.com

A (IP address) IN (0x0001)

May 4, 2021 21:28:09.961930037 CEST 192.168.2.5 8.8.8.8 0x20c5 Standard query 
(0)

stats.g.do
ubleclick.net

A (IP address) IN (0x0001)

May 4, 2021 21:28:09.964570999 CEST 192.168.2.5 8.8.8.8 0xac50 Standard query 
(0)

c.6sc.co A (IP address) IN (0x0001)

May 4, 2021 21:28:10.099319935 CEST 192.168.2.5 8.8.8.8 0xf34f Standard query 
(0)

scout.sale
sloft.com

A (IP address) IN (0x0001)

May 4, 2021 21:28:10.106498957 CEST 192.168.2.5 8.8.8.8 0x9580 Standard query 
(0)

px.ads.lin
kedin.com

A (IP address) IN (0x0001)

May 4, 2021 21:28:10.119342089 CEST 192.168.2.5 8.8.8.8 0xf71b Standard query 
(0)

googleads.
g.doubleclick.net

A (IP address) IN (0x0001)

May 4, 2021 21:28:10.152167082 CEST 192.168.2.5 8.8.8.8 0xaf8a Standard query 
(0)

popup.wise
pops.com

A (IP address) IN (0x0001)
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May 4, 2021 21:28:10.834836006 CEST 192.168.2.5 8.8.8.8 0x6a29 Standard query 
(0)

www.linked
in.com

A (IP address) IN (0x0001)

May 4, 2021 21:28:11.588258028 CEST 192.168.2.5 8.8.8.8 0x35b7 Standard query 
(0)

www.google.de A (IP address) IN (0x0001)

May 4, 2021 21:28:11.946979046 CEST 192.168.2.5 8.8.8.8 0x5ef7 Standard query 
(0)

pi.pardot.com A (IP address) IN (0x0001)

May 4, 2021 21:28:12.011934042 CEST 192.168.2.5 8.8.8.8 0xb71a Standard query 
(0)

b.6sc.co A (IP address) IN (0x0001)

May 4, 2021 21:28:12.324615002 CEST 192.168.2.5 8.8.8.8 0xd4a3 Standard query 
(0)

epsilon.6s
ense.com

A (IP address) IN (0x0001)

May 4, 2021 21:28:13.094577074 CEST 192.168.2.5 8.8.8.8 0x6086 Standard query 
(0)

fast.wistia.com A (IP address) IN (0x0001)

May 4, 2021 21:28:34.224020958 CEST 192.168.2.5 8.8.8.8 0x43f0 Standard query 
(0)

i2.wp.com A (IP address) IN (0x0001)

May 4, 2021 21:28:44.128154039 CEST 192.168.2.5 8.8.8.8 0x3285 Standard query 
(0)

js.chilipiper.com A (IP address) IN (0x0001)

May 4, 2021 21:28:45.017424107 CEST 192.168.2.5 8.8.8.8 0xeb2b Standard query 
(0)

tracking.c
hilipiper.com

A (IP address) IN (0x0001)

May 4, 2021 21:29:23.928453922 CEST 192.168.2.5 8.8.8.8 0xbc0d Standard query 
(0)

i0.wp.com A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

May 4, 2021 
21:28:05.665406942 
CEST

8.8.8.8 192.168.2.5 0xe23d No error (0) go.insight
software.com

go.pardot.com CNAME 
(Canonical 
name)

IN (0x0001)

May 4, 2021 
21:28:05.665406942 
CEST

8.8.8.8 192.168.2.5 0xe23d No error (0) go.pardot.com pi.pardot.com CNAME 
(Canonical 
name)

IN (0x0001)

May 4, 2021 
21:28:05.665406942 
CEST

8.8.8.8 192.168.2.5 0xe23d No error (0) pi.pardot.com pi-ue1.pardot.com CNAME 
(Canonical 
name)

IN (0x0001)

May 4, 2021 
21:28:05.665406942 
CEST

8.8.8.8 192.168.2.5 0xe23d No error (0) pi-ue1.par
dot.com

pi.t.pardot.com CNAME 
(Canonical 
name)

IN (0x0001)

May 4, 2021 
21:28:05.665406942 
CEST

8.8.8.8 192.168.2.5 0xe23d No error (0) pi.t.pardot.com pi-ue1-lba4.pardot.com CNAME 
(Canonical 
name)

IN (0x0001)

May 4, 2021 
21:28:05.665406942 
CEST

8.8.8.8 192.168.2.5 0xe23d No error (0) pi-ue1-lba
4.pardot.com

35.174.151.106 A (IP address) IN (0x0001)

May 4, 2021 
21:28:06.825418949 
CEST

8.8.8.8 192.168.2.5 0xa759 No error (0) insightsof
tware.com

34.67.94.197 A (IP address) IN (0x0001)

May 4, 2021 
21:28:08.701244116 
CEST

8.8.8.8 192.168.2.5 0x3e22 No error (0) consent.co
okiebot.com

consent.cookiebot.com.e
dgekey.net

CNAME 
(Canonical 
name)

IN (0x0001)

May 4, 2021 
21:28:08.713517904 
CEST

8.8.8.8 192.168.2.5 0xed2d No error (0) i1.wp.com 192.0.77.2 A (IP address) IN (0x0001)

May 4, 2021 
21:28:08.748905897 
CEST

8.8.8.8 192.168.2.5 0x8915 No error (0) i2.wp.com 192.0.77.2 A (IP address) IN (0x0001)

May 4, 2021 
21:28:09.325355053 
CEST

8.8.8.8 192.168.2.5 0x6ec4 No error (0) consentcdn
.cookiebot.com

consentcdn.cookiebot.co
m-v1.edgekey.net

CNAME 
(Canonical 
name)

IN (0x0001)

May 4, 2021 
21:28:09.631920099 
CEST

8.8.8.8 192.168.2.5 0x3a3e No error (0) j.6sc.co j.6sc.co.edgekey.net CNAME 
(Canonical 
name)

IN (0x0001)

May 4, 2021 
21:28:09.655256033 
CEST

8.8.8.8 192.168.2.5 0x401f No error (0) www.clickc
ease.com

www.clickcease.com.cdn.
cloudflare.net

CNAME 
(Canonical 
name)

IN (0x0001)

May 4, 2021 
21:28:09.672672987 
CEST

8.8.8.8 192.168.2.5 0xe444 No error (0) snap.licdn.com wildcard.licdn.com.edgek
ey.net

CNAME 
(Canonical 
name)

IN (0x0001)

May 4, 2021 
21:28:09.683491945 
CEST

8.8.8.8 192.168.2.5 0x4cdd No error (0) fast.wistia.net dualstack.f4.shared.globa
l.fastly.net

CNAME 
(Canonical 
name)

IN (0x0001)

May 4, 2021 
21:28:09.717335939 
CEST

8.8.8.8 192.168.2.5 0x7f2d No error (0) connect.fa
cebook.net

scontent.xx.fbcdn.net CNAME 
(Canonical 
name)

IN (0x0001)

May 4, 2021 
21:28:09.717335939 
CEST

8.8.8.8 192.168.2.5 0x7f2d No error (0) scontent.x
x.fbcdn.net

31.13.92.14 A (IP address) IN (0x0001)
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May 4, 2021 
21:28:09.723259926 
CEST

8.8.8.8 192.168.2.5 0xba0a No error (0) track.gaco
nnector.com

ga-track-
production.wzpgphbiki.us-
east-
1.elasticbeanstalk.com

CNAME 
(Canonical 
name)

IN (0x0001)

May 4, 2021 
21:28:09.723259926 
CEST

8.8.8.8 192.168.2.5 0xba0a No error (0) ga-track-p
roduction.
wzpgphbiki.us-
east-1.elasticbe
anstalk.com

54.87.115.225 A (IP address) IN (0x0001)

May 4, 2021 
21:28:09.723259926 
CEST

8.8.8.8 192.168.2.5 0xba0a No error (0) ga-track-p
roduction.
wzpgphbiki.us-
east-1.elasticbe
anstalk.com

34.197.34.29 A (IP address) IN (0x0001)

May 4, 2021 
21:28:09.723259926 
CEST

8.8.8.8 192.168.2.5 0xba0a No error (0) ga-track-p
roduction.
wzpgphbiki.us-
east-1.elasticbe
anstalk.com

100.26.81.166 A (IP address) IN (0x0001)

May 4, 2021 
21:28:09.773622036 
CEST

8.8.8.8 192.168.2.5 0xb8ab No error (0) scout-cdn.
salesloft.com

scout.salesloft.netdna-
cdn.com

CNAME 
(Canonical 
name)

IN (0x0001)

May 4, 2021 
21:28:09.773622036 
CEST

8.8.8.8 192.168.2.5 0xb8ab No error (0) scout.sale
sloft.netdna-
cdn.com

23.111.9.64 A (IP address) IN (0x0001)

May 4, 2021 
21:28:09.781156063 
CEST

8.8.8.8 192.168.2.5 0x271c No error (0) loader.wis
epops.com

104.26.10.19 A (IP address) IN (0x0001)

May 4, 2021 
21:28:09.781156063 
CEST

8.8.8.8 192.168.2.5 0x271c No error (0) loader.wis
epops.com

172.67.74.220 A (IP address) IN (0x0001)

May 4, 2021 
21:28:09.781156063 
CEST

8.8.8.8 192.168.2.5 0x271c No error (0) loader.wis
epops.com

104.26.11.19 A (IP address) IN (0x0001)

May 4, 2021 
21:28:10.006194115 
CEST

8.8.8.8 192.168.2.5 0xd886 No error (0) secure.adn
xs.com

g.geogslb.com CNAME 
(Canonical 
name)

IN (0x0001)

May 4, 2021 
21:28:10.006194115 
CEST

8.8.8.8 192.168.2.5 0xd886 No error (0) g.geogslb.com ib.anycast.adnxs.com CNAME 
(Canonical 
name)

IN (0x0001)

May 4, 2021 
21:28:10.006194115 
CEST

8.8.8.8 192.168.2.5 0xd886 No error (0) ib.anycast
.adnxs.com

185.33.220.240 A (IP address) IN (0x0001)

May 4, 2021 
21:28:10.006194115 
CEST

8.8.8.8 192.168.2.5 0xd886 No error (0) ib.anycast
.adnxs.com

185.33.221.15 A (IP address) IN (0x0001)

May 4, 2021 
21:28:10.006194115 
CEST

8.8.8.8 192.168.2.5 0xd886 No error (0) ib.anycast
.adnxs.com

185.33.221.91 A (IP address) IN (0x0001)

May 4, 2021 
21:28:10.006194115 
CEST

8.8.8.8 192.168.2.5 0xd886 No error (0) ib.anycast
.adnxs.com

185.33.221.50 A (IP address) IN (0x0001)

May 4, 2021 
21:28:10.006194115 
CEST

8.8.8.8 192.168.2.5 0xd886 No error (0) ib.anycast
.adnxs.com

185.33.221.13 A (IP address) IN (0x0001)

May 4, 2021 
21:28:10.006194115 
CEST

8.8.8.8 192.168.2.5 0xd886 No error (0) ib.anycast
.adnxs.com

185.33.223.178 A (IP address) IN (0x0001)

May 4, 2021 
21:28:10.006194115 
CEST

8.8.8.8 192.168.2.5 0xd886 No error (0) ib.anycast
.adnxs.com

185.33.221.87 A (IP address) IN (0x0001)

May 4, 2021 
21:28:10.006194115 
CEST

8.8.8.8 192.168.2.5 0xd886 No error (0) ib.anycast
.adnxs.com

185.33.221.11 A (IP address) IN (0x0001)

May 4, 2021 
21:28:10.010482073 
CEST

8.8.8.8 192.168.2.5 0x20c5 No error (0) stats.g.do
ubleclick.net

stats.l.doubleclick.net CNAME 
(Canonical 
name)

IN (0x0001)

May 4, 2021 
21:28:10.010482073 
CEST

8.8.8.8 192.168.2.5 0x20c5 No error (0) stats.l.do
ubleclick.net

108.177.15.155 A (IP address) IN (0x0001)

May 4, 2021 
21:28:10.010482073 
CEST

8.8.8.8 192.168.2.5 0x20c5 No error (0) stats.l.do
ubleclick.net

108.177.15.157 A (IP address) IN (0x0001)

May 4, 2021 
21:28:10.010482073 
CEST

8.8.8.8 192.168.2.5 0x20c5 No error (0) stats.l.do
ubleclick.net

108.177.15.156 A (IP address) IN (0x0001)

May 4, 2021 
21:28:10.010482073 
CEST

8.8.8.8 192.168.2.5 0x20c5 No error (0) stats.l.do
ubleclick.net

108.177.15.154 A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class
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May 4, 2021 
21:28:10.025067091 
CEST

8.8.8.8 192.168.2.5 0xac50 No error (0) c.6sc.co c.6sc.co.edgekey.net CNAME 
(Canonical 
name)

IN (0x0001)

May 4, 2021 
21:28:10.162276030 
CEST

8.8.8.8 192.168.2.5 0xf34f No error (0) scout.sale
sloft.com

scout.us1.salesloft.com CNAME 
(Canonical 
name)

IN (0x0001)

May 4, 2021 
21:28:10.162276030 
CEST

8.8.8.8 192.168.2.5 0xf34f No error (0) scout.us1.
salesloft.com

34.198.167.241 A (IP address) IN (0x0001)

May 4, 2021 
21:28:10.162276030 
CEST

8.8.8.8 192.168.2.5 0xf34f No error (0) scout.us1.
salesloft.com

54.211.118.26 A (IP address) IN (0x0001)

May 4, 2021 
21:28:10.162276030 
CEST

8.8.8.8 192.168.2.5 0xf34f No error (0) scout.us1.
salesloft.com

52.200.49.49 A (IP address) IN (0x0001)

May 4, 2021 
21:28:10.165838003 
CEST

8.8.8.8 192.168.2.5 0x9580 No error (0) px.ads.lin
kedin.com

mix.linkedin.com CNAME 
(Canonical 
name)

IN (0x0001)

May 4, 2021 
21:28:10.165838003 
CEST

8.8.8.8 192.168.2.5 0x9580 No error (0) mix.linkedin.com glb-na.mix.linkedin.com CNAME 
(Canonical 
name)

IN (0x0001)

May 4, 2021 
21:28:10.165838003 
CEST

8.8.8.8 192.168.2.5 0x9580 No error (0) glb-na.mix
.linkedin.com

pop-
esv5.mix.linkedin.com

CNAME 
(Canonical 
name)

IN (0x0001)

May 4, 2021 
21:28:10.165838003 
CEST

8.8.8.8 192.168.2.5 0x9580 No error (0) pop-esv5.m
ix.linkedin.com

108.174.11.37 A (IP address) IN (0x0001)

May 4, 2021 
21:28:10.185081005 
CEST

8.8.8.8 192.168.2.5 0xf71b No error (0) googleads.
g.doubleclick.net

172.217.23.98 A (IP address) IN (0x0001)

May 4, 2021 
21:28:10.216510057 
CEST

8.8.8.8 192.168.2.5 0xaf8a No error (0) popup.wise
pops.com

popup.wisepops-
balancing.com

CNAME 
(Canonical 
name)

IN (0x0001)

May 4, 2021 
21:28:10.216510057 
CEST

8.8.8.8 192.168.2.5 0xaf8a No error (0) popup.wise
pops-balan
cing.com

52.28.121.193 A (IP address) IN (0x0001)

May 4, 2021 
21:28:10.216510057 
CEST

8.8.8.8 192.168.2.5 0xaf8a No error (0) popup.wise
pops-balan
cing.com

52.58.217.60 A (IP address) IN (0x0001)

May 4, 2021 
21:28:10.886352062 
CEST

8.8.8.8 192.168.2.5 0x6a29 No error (0) www.linked
in.com

www-linkedin-com.l-
0005.l-msedge.net

CNAME 
(Canonical 
name)

IN (0x0001)

May 4, 2021 
21:28:11.653310061 
CEST

8.8.8.8 192.168.2.5 0x35b7 No error (0) www.google.de 142.250.185.227 A (IP address) IN (0x0001)

May 4, 2021 
21:28:12.004532099 
CEST

8.8.8.8 192.168.2.5 0x5ef7 No error (0) pi.pardot.com pi-ue1.pardot.com CNAME 
(Canonical 
name)

IN (0x0001)

May 4, 2021 
21:28:12.004532099 
CEST

8.8.8.8 192.168.2.5 0x5ef7 No error (0) pi-ue1.par
dot.com

pi.t.pardot.com CNAME 
(Canonical 
name)

IN (0x0001)

May 4, 2021 
21:28:12.004532099 
CEST

8.8.8.8 192.168.2.5 0x5ef7 No error (0) pi.t.pardot.com pi-ue1-lba1.pardot.com CNAME 
(Canonical 
name)

IN (0x0001)

May 4, 2021 
21:28:12.004532099 
CEST

8.8.8.8 192.168.2.5 0x5ef7 No error (0) pi-ue1-lba
1.pardot.com

52.202.69.186 A (IP address) IN (0x0001)

May 4, 2021 
21:28:12.079026937 
CEST

8.8.8.8 192.168.2.5 0xb71a No error (0) b.6sc.co b.6sc.co.edgekey.net CNAME 
(Canonical 
name)

IN (0x0001)

May 4, 2021 
21:28:12.384366035 
CEST

8.8.8.8 192.168.2.5 0xd4a3 No error (0) epsilon.6s
ense.com

18.158.85.13 A (IP address) IN (0x0001)

May 4, 2021 
21:28:12.384366035 
CEST

8.8.8.8 192.168.2.5 0xd4a3 No error (0) epsilon.6s
ense.com

3.120.241.234 A (IP address) IN (0x0001)

May 4, 2021 
21:28:13.153014898 
CEST

8.8.8.8 192.168.2.5 0x6086 No error (0) fast.wistia.com dualstack.f4.shared.globa
l.fastly.net

CNAME 
(Canonical 
name)

IN (0x0001)

May 4, 2021 
21:28:34.275516987 
CEST

8.8.8.8 192.168.2.5 0x43f0 No error (0) i2.wp.com 192.0.77.2 A (IP address) IN (0x0001)

May 4, 2021 
21:28:44.188047886 
CEST

8.8.8.8 192.168.2.5 0x3285 No error (0) js.chilipiper.com 34.98.104.189 A (IP address) IN (0x0001)

May 4, 2021 
21:28:45.084723949 
CEST

8.8.8.8 192.168.2.5 0xeb2b No error (0) tracking.c
hilipiper.com

ghs.googlehosted.com CNAME 
(Canonical 
name)

IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class
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May 4, 2021 
21:28:45.084723949 
CEST

8.8.8.8 192.168.2.5 0xeb2b No error (0) ghs.google
hosted.com

172.217.18.115 A (IP address) IN (0x0001)

May 4, 2021 
21:29:23.978702068 
CEST

8.8.8.8 192.168.2.5 0xbc0d No error (0) i0.wp.com 192.0.77.2 A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Timestamp Source IP
Source
Port Dest IP

Dest
Port Subject Issuer

Not
Before

Not
After

JA3 SSL Client
Fingerprint JA3 SSL Client Digest

May 4, 2021 
21:28:05.964975119 
CEST

35.174.151.106 443 192.168.2.5 49712 CN=go.insightsoftware.com 
CN=R3, O=Let's Encrypt, 
C=US

CN=R3, O=Let's 
Encrypt, C=US 
CN=DST Root CA X3, 
O=Digital Signature 
Trust Co.

Tue Apr 
13 
03:26:44 
CEST 
2021 
Wed Oct 
07 
21:21:40 
CEST 
2020

Mon Jul 
12 
03:26:44 
CEST 
2021 
Wed 
Sep 29 
21:21:40 
CEST 
2021

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=R3, O=Let's Encrypt, 
C=US

CN=DST Root CA X3, 
O=Digital Signature 
Trust Co.

Wed Oct 
07 
21:21:40 
CEST 
2020

Wed 
Sep 29 
21:21:40 
CEST 
2021

May 4, 2021 
21:28:05.965265989 
CEST

35.174.151.106 443 192.168.2.5 49713 CN=go.insightsoftware.com 
CN=R3, O=Let's Encrypt, 
C=US

CN=R3, O=Let's 
Encrypt, C=US 
CN=DST Root CA X3, 
O=Digital Signature 
Trust Co.

Tue Apr 
13 
03:26:44 
CEST 
2021 
Wed Oct 
07 
21:21:40 
CEST 
2020

Mon Jul 
12 
03:26:44 
CEST 
2021 
Wed 
Sep 29 
21:21:40 
CEST 
2021

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=R3, O=Let's Encrypt, 
C=US

CN=DST Root CA X3, 
O=Digital Signature 
Trust Co.

Wed Oct 
07 
21:21:40 
CEST 
2020

Wed 
Sep 29 
21:21:40 
CEST 
2021

May 4, 2021 
21:28:07.118190050 
CEST

34.67.94.197 443 192.168.2.5 49715 CN=insightsoftware.com 
CN=R3, O=Let's Encrypt, 
C=US

CN=R3, O=Let's 
Encrypt, C=US 
CN=DST Root CA X3, 
O=Digital Signature 
Trust Co.

Sun Apr 
18 
17:24:59 
CEST 
2021 
Wed Oct 
07 
21:21:40 
CEST 
2020

Sat Jul 
17 
17:24:59 
CEST 
2021 
Wed 
Sep 29 
21:21:40 
CEST 
2021

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=R3, O=Let's Encrypt, 
C=US

CN=DST Root CA X3, 
O=Digital Signature 
Trust Co.

Wed Oct 
07 
21:21:40 
CEST 
2020

Wed 
Sep 29 
21:21:40 
CEST 
2021

May 4, 2021 
21:28:07.120429993 
CEST

34.67.94.197 443 192.168.2.5 49716 CN=insightsoftware.com 
CN=R3, O=Let's Encrypt, 
C=US

CN=R3, O=Let's 
Encrypt, C=US 
CN=DST Root CA X3, 
O=Digital Signature 
Trust Co.

Sun Apr 
18 
17:24:59 
CEST 
2021 
Wed Oct 
07 
21:21:40 
CEST 
2020

Sat Jul 
17 
17:24:59 
CEST 
2021 
Wed 
Sep 29 
21:21:40 
CEST 
2021

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=R3, O=Let's Encrypt, 
C=US

CN=DST Root CA X3, 
O=Digital Signature 
Trust Co.

Wed Oct 
07 
21:21:40 
CEST 
2020

Wed 
Sep 29 
21:21:40 
CEST 
2021

HTTPS Packets
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May 4, 2021 
21:28:08.798415899 
CEST

192.0.77.2 443 192.168.2.5 49727 CN=*.wp.com CN=Sectigo 
RSA Domain Validation 
Secure Server CA, 
O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

CN=Sectigo RSA 
Domain Validation 
Secure Server CA, 
O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US 
CN=AAA Certificate 
Services, O=Comodo 
CA Limited, L=Salford, 
ST=Greater 
Manchester, C=GB

Thu Apr 
02 
02:00:00 
CEST 
2020 Fri 
Nov 02 
01:00:00 
CET 
2018 
Tue Mar 
12 
01:00:00 
CET 
2019

Tue Jul 
05 
02:00:00 
CEST 
2022 
Wed 
Jan 01 
00:59:59 
CET 
2031 
Mon Jan 
01 
00:59:59 
CET 
2029

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

Fri Nov 
02 
01:00:00 
CET 
2018

Wed 
Jan 01 
00:59:59 
CET 
2031

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

CN=AAA Certificate 
Services, O=Comodo 
CA Limited, L=Salford, 
ST=Greater 
Manchester, C=GB

Tue Mar 
12 
01:00:00 
CET 
2019

Mon Jan 
01 
00:59:59 
CET 
2029

May 4, 2021 
21:28:08.799098969 
CEST

192.0.77.2 443 192.168.2.5 49726 CN=*.wp.com CN=Sectigo 
RSA Domain Validation 
Secure Server CA, 
O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

CN=Sectigo RSA 
Domain Validation 
Secure Server CA, 
O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US 
CN=AAA Certificate 
Services, O=Comodo 
CA Limited, L=Salford, 
ST=Greater 
Manchester, C=GB

Thu Apr 
02 
02:00:00 
CEST 
2020 Fri 
Nov 02 
01:00:00 
CET 
2018 
Tue Mar 
12 
01:00:00 
CET 
2019

Tue Jul 
05 
02:00:00 
CEST 
2022 
Wed 
Jan 01 
00:59:59 
CET 
2031 
Mon Jan 
01 
00:59:59 
CET 
2029

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

Fri Nov 
02 
01:00:00 
CET 
2018

Wed 
Jan 01 
00:59:59 
CET 
2031

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

CN=AAA Certificate 
Services, O=Comodo 
CA Limited, L=Salford, 
ST=Greater 
Manchester, C=GB

Tue Mar 
12 
01:00:00 
CET 
2019

Mon Jan 
01 
00:59:59 
CET 
2029

May 4, 2021 
21:28:08.833596945 
CEST

192.0.77.2 443 192.168.2.5 49728 CN=*.wp.com CN=Sectigo 
RSA Domain Validation 
Secure Server CA, 
O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

CN=Sectigo RSA 
Domain Validation 
Secure Server CA, 
O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US 
CN=AAA Certificate 
Services, O=Comodo 
CA Limited, L=Salford, 
ST=Greater 
Manchester, C=GB

Thu Apr 
02 
02:00:00 
CEST 
2020 Fri 
Nov 02 
01:00:00 
CET 
2018 
Tue Mar 
12 
01:00:00 
CET 
2019

Tue Jul 
05 
02:00:00 
CEST 
2022 
Wed 
Jan 01 
00:59:59 
CET 
2031 
Mon Jan 
01 
00:59:59 
CET 
2029

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

Fri Nov 
02 
01:00:00 
CET 
2018

Wed 
Jan 01 
00:59:59 
CET 
2031

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

CN=AAA Certificate 
Services, O=Comodo 
CA Limited, L=Salford, 
ST=Greater 
Manchester, C=GB

Tue Mar 
12 
01:00:00 
CET 
2019

Mon Jan 
01 
00:59:59 
CET 
2029

Timestamp Source IP
Source
Port Dest IP

Dest
Port Subject Issuer

Not
Before

Not
After

JA3 SSL Client
Fingerprint JA3 SSL Client Digest
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May 4, 2021 
21:28:08.833820105 
CEST

192.0.77.2 443 192.168.2.5 49729 CN=*.wp.com CN=Sectigo 
RSA Domain Validation 
Secure Server CA, 
O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

CN=Sectigo RSA 
Domain Validation 
Secure Server CA, 
O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US 
CN=AAA Certificate 
Services, O=Comodo 
CA Limited, L=Salford, 
ST=Greater 
Manchester, C=GB

Thu Apr 
02 
02:00:00 
CEST 
2020 Fri 
Nov 02 
01:00:00 
CET 
2018 
Tue Mar 
12 
01:00:00 
CET 
2019

Tue Jul 
05 
02:00:00 
CEST 
2022 
Wed 
Jan 01 
00:59:59 
CET 
2031 
Mon Jan 
01 
00:59:59 
CET 
2029

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

Fri Nov 
02 
01:00:00 
CET 
2018

Wed 
Jan 01 
00:59:59 
CET 
2031

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

CN=AAA Certificate 
Services, O=Comodo 
CA Limited, L=Salford, 
ST=Greater 
Manchester, C=GB

Tue Mar 
12 
01:00:00 
CET 
2019

Mon Jan 
01 
00:59:59 
CET 
2029

May 4, 2021 
21:28:09.859395981 
CEST

31.13.92.14 443 192.168.2.5 49752 CN=*.facebook.com, 
O="Facebook, Inc.", 
L=Menlo Park, 
ST=California, C=US 
CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 
High Assurance Server 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Apr 
06 
02:00:00 
CEST 
2021 
Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Jul 
04 
01:59:59 
CEST 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

May 4, 2021 
21:28:09.860090971 
CEST

31.13.92.14 443 192.168.2.5 49751 CN=*.facebook.com, 
O="Facebook, Inc.", 
L=Menlo Park, 
ST=California, C=US 
CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 
High Assurance Server 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Apr 
06 
02:00:00 
CEST 
2021 
Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Jul 
04 
01:59:59 
CEST 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

May 4, 2021 
21:28:09.874155998 
CEST

104.26.10.19 443 192.168.2.5 49756 CN=sni.cloudflaressl.com, 
O="Cloudflare, Inc.", L=San 
Francisco, ST=CA, C=US 
CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.", 
C=US

CN=Cloudflare Inc ECC 
CA-3, O="Cloudflare, 
Inc.", C=US 
CN=Baltimore 
CyberTrust Root, 
OU=CyberTrust, 
O=Baltimore, C=IE

Sun Jun 
28 
02:00:00 
CEST 
2020 
Mon Jan 
27 
13:48:08 
CET 
2020

Mon Jun 
28 
14:00:00 
CEST 
2021 
Wed 
Jan 01 
00:59:59 
CET 
2025

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.", 
C=US

CN=Baltimore 
CyberTrust Root, 
OU=CyberTrust, 
O=Baltimore, C=IE

Mon Jan 
27 
13:48:08 
CET 
2020

Wed 
Jan 01 
00:59:59 
CET 
2025

May 4, 2021 
21:28:09.874200106 
CEST

104.26.10.19 443 192.168.2.5 49755 CN=sni.cloudflaressl.com, 
O="Cloudflare, Inc.", L=San 
Francisco, ST=CA, C=US 
CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.", 
C=US

CN=Cloudflare Inc ECC 
CA-3, O="Cloudflare, 
Inc.", C=US 
CN=Baltimore 
CyberTrust Root, 
OU=CyberTrust, 
O=Baltimore, C=IE

Sun Jun 
28 
02:00:00 
CEST 
2020 
Mon Jan 
27 
13:48:08 
CET 
2020

Mon Jun 
28 
14:00:00 
CEST 
2021 
Wed 
Jan 01 
00:59:59 
CET 
2025

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

Timestamp Source IP
Source
Port Dest IP

Dest
Port Subject Issuer

Not
Before

Not
After

JA3 SSL Client
Fingerprint JA3 SSL Client Digest
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CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.", 
C=US

CN=Baltimore 
CyberTrust Root, 
OU=CyberTrust, 
O=Baltimore, C=IE

Mon Jan 
27 
13:48:08 
CET 
2020

Wed 
Jan 01 
00:59:59 
CET 
2025

May 4, 2021 
21:28:09.888861895 
CEST

23.111.9.64 443 192.168.2.5 49758 CN=salesloft.com 
CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US 
CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

CN=Sectigo RSA 
Domain Validation 
Secure Server CA, 
O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US 
CN=AAA Certificate 
Services, O=Comodo 
CA Limited, L=Salford, 
ST=Greater 
Manchester, C=GB 
CN=AAA Certificate 
Services, O=Comodo 
CA Limited, L=Salford, 
ST=Greater 
Manchester, C=GB

Wed 
Mar 10 
01:00:00 
CET 
2021 Fri 
Nov 02 
01:00:00 
CET 
2018 
Tue Mar 
12 
01:00:00 
CET 
2019 
Thu Jan 
01 
01:00:00 
CET 
2004

Sun Apr 
10 
01:59:59 
CEST 
2022 
Wed 
Jan 01 
00:59:59 
CET 
2031 
Mon Jan 
01 
00:59:59 
CET 
2029 
Mon Jan 
01 
00:59:59 
CET 
2029

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

Fri Nov 
02 
01:00:00 
CET 
2018

Wed 
Jan 01 
00:59:59 
CET 
2031

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

CN=AAA Certificate 
Services, O=Comodo 
CA Limited, L=Salford, 
ST=Greater 
Manchester, C=GB

Tue Mar 
12 
01:00:00 
CET 
2019

Mon Jan 
01 
00:59:59 
CET 
2029

CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

CN=AAA Certificate 
Services, O=Comodo 
CA Limited, L=Salford, 
ST=Greater 
Manchester, C=GB

Thu Jan 
01 
01:00:00 
CET 
2004

Mon Jan 
01 
00:59:59 
CET 
2029

May 4, 2021 
21:28:09.889925003 
CEST

23.111.9.64 443 192.168.2.5 49757 CN=salesloft.com 
CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US 
CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

CN=Sectigo RSA 
Domain Validation 
Secure Server CA, 
O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US 
CN=AAA Certificate 
Services, O=Comodo 
CA Limited, L=Salford, 
ST=Greater 
Manchester, C=GB 
CN=AAA Certificate 
Services, O=Comodo 
CA Limited, L=Salford, 
ST=Greater 
Manchester, C=GB

Wed 
Mar 10 
01:00:00 
CET 
2021 Fri 
Nov 02 
01:00:00 
CET 
2018 
Tue Mar 
12 
01:00:00 
CET 
2019 
Thu Jan 
01 
01:00:00 
CET 
2004

Sun Apr 
10 
01:59:59 
CEST 
2022 
Wed 
Jan 01 
00:59:59 
CET 
2031 
Mon Jan 
01 
00:59:59 
CET 
2029 
Mon Jan 
01 
00:59:59 
CET 
2029

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

Fri Nov 
02 
01:00:00 
CET 
2018

Wed 
Jan 01 
00:59:59 
CET 
2031

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

CN=AAA Certificate 
Services, O=Comodo 
CA Limited, L=Salford, 
ST=Greater 
Manchester, C=GB

Tue Mar 
12 
01:00:00 
CET 
2019

Mon Jan 
01 
00:59:59 
CET 
2029

CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

CN=AAA Certificate 
Services, O=Comodo 
CA Limited, L=Salford, 
ST=Greater 
Manchester, C=GB

Thu Jan 
01 
01:00:00 
CET 
2004

Mon Jan 
01 
00:59:59 
CET 
2029
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May 4, 2021 
21:28:09.996648073 
CEST

54.87.115.225 443 192.168.2.5 49753 CN=*.gaconnector.com, 
OU=EssentialSSL Wildcard, 
OU=Domain Control 
Validated CN=Sectigo RSA 
Domain Validation Secure 
Server CA, O=Sectigo 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

CN=Sectigo RSA 
Domain Validation 
Secure Server CA, 
O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US 
CN=AddTrust External 
CA Root, OU=AddTrust 
External TTP Network, 
O=AddTrust AB, C=SE

Tue Aug 
06 
02:00:00 
CEST 
2019 Fri 
Nov 02 
01:00:00 
CET 
2018 
Tue May 
30 
12:48:38 
CEST 
2000

Fri Aug 
06 
01:59:59 
CEST 
2021 
Wed 
Jan 01 
00:59:59 
CET 
2031 
Sat May 
30 
12:48:38 
CEST 
2020

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

Fri Nov 
02 
01:00:00 
CET 
2018

Wed 
Jan 01 
00:59:59 
CET 
2031

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

CN=AddTrust External 
CA Root, OU=AddTrust 
External TTP Network, 
O=AddTrust AB, C=SE

Tue May 
30 
12:48:38 
CEST 
2000

Sat May 
30 
12:48:38 
CEST 
2020

May 4, 2021 
21:28:10.075017929 
CEST

54.87.115.225 443 192.168.2.5 49754 CN=*.gaconnector.com, 
OU=EssentialSSL Wildcard, 
OU=Domain Control 
Validated CN=Sectigo RSA 
Domain Validation Secure 
Server CA, O=Sectigo 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

CN=Sectigo RSA 
Domain Validation 
Secure Server CA, 
O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US 
CN=AddTrust External 
CA Root, OU=AddTrust 
External TTP Network, 
O=AddTrust AB, C=SE

Tue Aug 
06 
02:00:00 
CEST 
2019 Fri 
Nov 02 
01:00:00 
CET 
2018 
Tue May 
30 
12:48:38 
CEST 
2000

Fri Aug 
06 
01:59:59 
CEST 
2021 
Wed 
Jan 01 
00:59:59 
CET 
2031 
Sat May 
30 
12:48:38 
CEST 
2020

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

Fri Nov 
02 
01:00:00 
CET 
2018

Wed 
Jan 01 
00:59:59 
CET 
2031

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

CN=AddTrust External 
CA Root, OU=AddTrust 
External TTP Network, 
O=AddTrust AB, C=SE

Tue May 
30 
12:48:38 
CEST 
2000

Sat May 
30 
12:48:38 
CEST 
2020

May 4, 2021 
21:28:10.155291080 
CEST

108.177.15.155 443 192.168.2.5 49762 CN=*.g.doubleclick.net, 
O=Google LLC, L=Mountain 
View, ST=California, C=US 
CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US

CN=GTS CA 1O1, 
O=Google Trust 
Services, C=US 
CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root 
CA - R2

Tue Apr 
13 
12:11:12 
CEST 
2021 
Thu Jun 
15 
02:00:42 
CEST 
2017

Tue Jul 
06 
12:11:11 
CEST 
2021 
Wed 
Dec 15 
01:00:42 
CET 
2021

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US

CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root 
CA - R2

Thu Jun 
15 
02:00:42 
CEST 
2017

Wed 
Dec 15 
01:00:42 
CET 
2021

May 4, 2021 
21:28:10.156011105 
CEST

185.33.220.240 443 192.168.2.5 49760 CN=*.adnxs.com, O=Xandr 
Inc., L=New York, ST=New 
York, C=US CN=GeoTrust 
ECC CA 2018, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=GeoTrust ECC CA 
2018, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert Global 
Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Fri Mar 
05 
01:00:00 
CET 
2021 
Mon 
Nov 06 
13:24:09 
CET 
2017

Sun Feb 
20 
00:59:59 
CET 
2022 
Sat Nov 
06 
13:24:09 
CET 
2027

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=GeoTrust ECC CA 
2018, OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert Global 
Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Mon 
Nov 06 
13:24:09 
CET 
2017

Sat Nov 
06 
13:24:09 
CET 
2027
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Source
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Dest
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Not
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May 4, 2021 
21:28:10.156205893 
CEST

108.177.15.155 443 192.168.2.5 49761 CN=*.g.doubleclick.net, 
O=Google LLC, L=Mountain 
View, ST=California, C=US 
CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US

CN=GTS CA 1O1, 
O=Google Trust 
Services, C=US 
CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root 
CA - R2

Tue Apr 
13 
12:11:12 
CEST 
2021 
Thu Jun 
15 
02:00:42 
CEST 
2017

Tue Jul 
06 
12:11:11 
CEST 
2021 
Wed 
Dec 15 
01:00:42 
CET 
2021

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US

CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root 
CA - R2

Thu Jun 
15 
02:00:42 
CEST 
2017

Wed 
Dec 15 
01:00:42 
CET 
2021

May 4, 2021 
21:28:10.157787085 
CEST

185.33.220.240 443 192.168.2.5 49759 CN=*.adnxs.com, O=Xandr 
Inc., L=New York, ST=New 
York, C=US CN=GeoTrust 
ECC CA 2018, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=GeoTrust ECC CA 
2018, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert Global 
Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Fri Mar 
05 
01:00:00 
CET 
2021 
Mon 
Nov 06 
13:24:09 
CET 
2017

Sun Feb 
20 
00:59:59 
CET 
2022 
Sat Nov 
06 
13:24:09 
CET 
2027

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=GeoTrust ECC CA 
2018, OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert Global 
Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Mon 
Nov 06 
13:24:09 
CET 
2017

Sat Nov 
06 
13:24:09 
CET 
2027

May 4, 2021 
21:28:10.279684067 
CEST

172.217.23.98 443 192.168.2.5 49769 CN=*.g.doubleclick.net 
CN=GTS CA 1C3, 
O=Google Trust Services 
LLC, C=US CN=GTS Root 
R1, O=Google Trust 
Services LLC, C=US

CN=GTS CA 1C3, 
O=Google Trust 
Services LLC, C=US 
CN=GTS Root R1, 
O=Google Trust 
Services LLC, C=US 
CN=GlobalSign Root 
CA, OU=Root CA, 
O=GlobalSign nv-sa, 
C=BE

Tue Apr 
13 
12:36:35 
CEST 
2021 
Thu Aug 
13 
02:00:42 
CEST 
2020 Fri 
Jun 19 
02:00:42 
CEST 
2020

Tue Jul 
06 
12:36:34 
CEST 
2021 
Thu Sep 
30 
02:00:42 
CEST 
2027 Fri 
Jan 28 
01:00:42 
CET 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=GTS CA 1C3, 
O=Google Trust Services 
LLC, C=US

CN=GTS Root R1, 
O=Google Trust 
Services LLC, C=US

Thu Aug 
13 
02:00:42 
CEST 
2020

Thu Sep 
30 
02:00:42 
CEST 
2027

CN=GTS Root R1, 
O=Google Trust Services 
LLC, C=US

CN=GlobalSign Root 
CA, OU=Root CA, 
O=GlobalSign nv-sa, 
C=BE

Fri Jun 
19 
02:00:42 
CEST 
2020

Fri Jan 
28 
01:00:42 
CET 
2028

May 4, 2021 
21:28:10.280525923 
CEST

172.217.23.98 443 192.168.2.5 49770 CN=*.g.doubleclick.net 
CN=GTS CA 1C3, 
O=Google Trust Services 
LLC, C=US CN=GTS Root 
R1, O=Google Trust 
Services LLC, C=US

CN=GTS CA 1C3, 
O=Google Trust 
Services LLC, C=US 
CN=GTS Root R1, 
O=Google Trust 
Services LLC, C=US 
CN=GlobalSign Root 
CA, OU=Root CA, 
O=GlobalSign nv-sa, 
C=BE

Tue Apr 
13 
12:36:35 
CEST 
2021 
Thu Aug 
13 
02:00:42 
CEST 
2020 Fri 
Jun 19 
02:00:42 
CEST 
2020

Tue Jul 
06 
12:36:34 
CEST 
2021 
Thu Sep 
30 
02:00:42 
CEST 
2027 Fri 
Jan 28 
01:00:42 
CET 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=GTS CA 1C3, 
O=Google Trust Services 
LLC, C=US

CN=GTS Root R1, 
O=Google Trust 
Services LLC, C=US

Thu Aug 
13 
02:00:42 
CEST 
2020

Thu Sep 
30 
02:00:42 
CEST 
2027

CN=GTS Root R1, 
O=Google Trust Services 
LLC, C=US

CN=GlobalSign Root 
CA, OU=Root CA, 
O=GlobalSign nv-sa, 
C=BE

Fri Jun 
19 
02:00:42 
CEST 
2020

Fri Jan 
28 
01:00:42 
CET 
2028
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Not
After

JA3 SSL Client
Fingerprint JA3 SSL Client Digest

Copyright Joe Security LLC 2021 Page 61 of 69



May 4, 2021 
21:28:10.303534031 
CEST

52.28.121.193 443 192.168.2.5 49771 CN=loader.wisepops.com 
CN=Amazon, OU=Server 
CA 1B, O=Amazon, C=US 
CN=Amazon Root CA 1, 
O=Amazon, C=US 
CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

CN=Amazon, 
OU=Server CA 1B, 
O=Amazon, C=US 
CN=Amazon Root CA 
1, O=Amazon, C=US 
CN=Starfield Services 
Root Certificate 
Authority - G2, 
O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US 
OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Thu Mar 
18 
01:00:00 
CET 
2021 
Thu Oct 
22 
02:00:00 
CEST 
2015 
Mon 
May 25 
14:00:00 
CEST 
2015 
Wed 
Sep 02 
02:00:00 
CEST 
2009

Sun Apr 
17 
01:59:59 
CEST 
2022 
Sun Oct 
19 
02:00:00 
CEST 
2025 
Thu Dec 
31 
02:00:00 
CET 
2037 
Wed 
Jun 28 
19:39:16 
CEST 
2034

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Amazon, OU=Server 
CA 1B, O=Amazon, C=US

CN=Amazon Root CA 
1, O=Amazon, C=US

Thu Oct 
22 
02:00:00 
CEST 
2015

Sun Oct 
19 
02:00:00 
CEST 
2025

CN=Amazon Root CA 1, 
O=Amazon, C=US

CN=Starfield Services 
Root Certificate 
Authority - G2, 
O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US

Mon 
May 25 
14:00:00 
CEST 
2015

Thu Dec 
31 
02:00:00 
CET 
2037

CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Wed 
Sep 02 
02:00:00 
CEST 
2009

Wed 
Jun 28 
19:39:16 
CEST 
2034

May 4, 2021 
21:28:10.453310966 
CEST

34.198.167.241 443 192.168.2.5 49765 CN=salesloft.com 
CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US 
CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

CN=Sectigo RSA 
Domain Validation 
Secure Server CA, 
O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US 
CN=AAA Certificate 
Services, O=Comodo 
CA Limited, L=Salford, 
ST=Greater 
Manchester, C=GB 
CN=AAA Certificate 
Services, O=Comodo 
CA Limited, L=Salford, 
ST=Greater 
Manchester, C=GB

Wed 
Mar 10 
01:00:00 
CET 
2021 Fri 
Nov 02 
01:00:00 
CET 
2018 
Tue Mar 
12 
01:00:00 
CET 
2019 
Thu Jan 
01 
01:00:00 
CET 
2004

Sun Apr 
10 
01:59:59 
CEST 
2022 
Wed 
Jan 01 
00:59:59 
CET 
2031 
Mon Jan 
01 
00:59:59 
CET 
2029 
Mon Jan 
01 
00:59:59 
CET 
2029

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

Fri Nov 
02 
01:00:00 
CET 
2018

Wed 
Jan 01 
00:59:59 
CET 
2031

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

CN=AAA Certificate 
Services, O=Comodo 
CA Limited, L=Salford, 
ST=Greater 
Manchester, C=GB

Tue Mar 
12 
01:00:00 
CET 
2019

Mon Jan 
01 
00:59:59 
CET 
2029

CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

CN=AAA Certificate 
Services, O=Comodo 
CA Limited, L=Salford, 
ST=Greater 
Manchester, C=GB

Thu Jan 
01 
01:00:00 
CET 
2004

Mon Jan 
01 
00:59:59 
CET 
2029
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May 4, 2021 
21:28:10.463551044 
CEST

34.198.167.241 443 192.168.2.5 49766 CN=salesloft.com 
CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US 
CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

CN=Sectigo RSA 
Domain Validation 
Secure Server CA, 
O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US 
CN=AAA Certificate 
Services, O=Comodo 
CA Limited, L=Salford, 
ST=Greater 
Manchester, C=GB 
CN=AAA Certificate 
Services, O=Comodo 
CA Limited, L=Salford, 
ST=Greater 
Manchester, C=GB

Wed 
Mar 10 
01:00:00 
CET 
2021 Fri 
Nov 02 
01:00:00 
CET 
2018 
Tue Mar 
12 
01:00:00 
CET 
2019 
Thu Jan 
01 
01:00:00 
CET 
2004

Sun Apr 
10 
01:59:59 
CEST 
2022 
Wed 
Jan 01 
00:59:59 
CET 
2031 
Mon Jan 
01 
00:59:59 
CET 
2029 
Mon Jan 
01 
00:59:59 
CET 
2029

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

Fri Nov 
02 
01:00:00 
CET 
2018

Wed 
Jan 01 
00:59:59 
CET 
2031

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

CN=AAA Certificate 
Services, O=Comodo 
CA Limited, L=Salford, 
ST=Greater 
Manchester, C=GB

Tue Mar 
12 
01:00:00 
CET 
2019

Mon Jan 
01 
00:59:59 
CET 
2029

CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

CN=AAA Certificate 
Services, O=Comodo 
CA Limited, L=Salford, 
ST=Greater 
Manchester, C=GB

Thu Jan 
01 
01:00:00 
CET 
2004

Mon Jan 
01 
00:59:59 
CET 
2029

May 4, 2021 
21:28:10.576143026 
CEST

108.174.11.37 443 192.168.2.5 49768 CN=px.ads.linkedin.com, 
O=LinkedIn Corporation, 
L=Sunnyvale, ST=California, 
C=US CN=DigiCert SHA2 
Secure Server CA, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 
Secure Server CA, 
O=DigiCert Inc, C=US 
CN=DigiCert Global 
Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Thu Apr 
15 
02:00:00 
CEST 
2021 
Wed 
Sep 23 
02:00:00 
CEST 
2020

Sat Oct 
16 
01:59:59 
CEST 
2021 
Mon 
Sep 23 
01:59:59 
CEST 
2030

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 Secure 
Server CA, O=DigiCert Inc, 
C=US

CN=DigiCert Global 
Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Wed 
Sep 23 
02:00:00 
CEST 
2020

Mon 
Sep 23 
01:59:59 
CEST 
2030

May 4, 2021 
21:28:10.600389957 
CEST

108.174.11.37 443 192.168.2.5 49767 CN=px.ads.linkedin.com, 
O=LinkedIn Corporation, 
L=Sunnyvale, ST=California, 
C=US CN=DigiCert SHA2 
Secure Server CA, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 
Secure Server CA, 
O=DigiCert Inc, C=US 
CN=DigiCert Global 
Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Thu Apr 
15 
02:00:00 
CEST 
2021 
Wed 
Sep 23 
02:00:00 
CEST 
2020

Sat Oct 
16 
01:59:59 
CEST 
2021 
Mon 
Sep 23 
01:59:59 
CEST 
2030

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 Secure 
Server CA, O=DigiCert Inc, 
C=US

CN=DigiCert Global 
Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Wed 
Sep 23 
02:00:00 
CEST 
2020

Mon 
Sep 23 
01:59:59 
CEST 
2030

May 4, 2021 
21:28:11.947891951 
CEST

142.250.185.227 443 192.168.2.5 49774 CN=www.google.de 
CN=GTS CA 1C3, 
O=Google Trust Services 
LLC, C=US CN=GTS Root 
R1, O=Google Trust 
Services LLC, C=US

CN=GTS CA 1C3, 
O=Google Trust 
Services LLC, C=US 
CN=GTS Root R1, 
O=Google Trust 
Services LLC, C=US 
CN=GlobalSign Root 
CA, OU=Root CA, 
O=GlobalSign nv-sa, 
C=BE

Tue Apr 
13 
12:41:49 
CEST 
2021 
Thu Aug 
13 
02:00:42 
CEST 
2020 Fri 
Jun 19 
02:00:42 
CEST 
2020

Tue Jul 
06 
12:41:48 
CEST 
2021 
Thu Sep 
30 
02:00:42 
CEST 
2027 Fri 
Jan 28 
01:00:42 
CET 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c
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CN=GTS CA 1C3, 
O=Google Trust Services 
LLC, C=US

CN=GTS Root R1, 
O=Google Trust 
Services LLC, C=US

Thu Aug 
13 
02:00:42 
CEST 
2020

Thu Sep 
30 
02:00:42 
CEST 
2027

CN=GTS Root R1, 
O=Google Trust Services 
LLC, C=US

CN=GlobalSign Root 
CA, OU=Root CA, 
O=GlobalSign nv-sa, 
C=BE

Fri Jun 
19 
02:00:42 
CEST 
2020

Fri Jan 
28 
01:00:42 
CET 
2028

May 4, 2021 
21:28:11.957916021 
CEST

142.250.185.227 443 192.168.2.5 49775 CN=www.google.de 
CN=GTS CA 1C3, 
O=Google Trust Services 
LLC, C=US CN=GTS Root 
R1, O=Google Trust 
Services LLC, C=US

CN=GTS CA 1C3, 
O=Google Trust 
Services LLC, C=US 
CN=GTS Root R1, 
O=Google Trust 
Services LLC, C=US 
CN=GlobalSign Root 
CA, OU=Root CA, 
O=GlobalSign nv-sa, 
C=BE

Tue Apr 
13 
12:41:49 
CEST 
2021 
Thu Aug 
13 
02:00:42 
CEST 
2020 Fri 
Jun 19 
02:00:42 
CEST 
2020

Tue Jul 
06 
12:41:48 
CEST 
2021 
Thu Sep 
30 
02:00:42 
CEST 
2027 Fri 
Jan 28 
01:00:42 
CET 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=GTS CA 1C3, 
O=Google Trust Services 
LLC, C=US

CN=GTS Root R1, 
O=Google Trust 
Services LLC, C=US

Thu Aug 
13 
02:00:42 
CEST 
2020

Thu Sep 
30 
02:00:42 
CEST 
2027

CN=GTS Root R1, 
O=Google Trust Services 
LLC, C=US

CN=GlobalSign Root 
CA, OU=Root CA, 
O=GlobalSign nv-sa, 
C=BE

Fri Jun 
19 
02:00:42 
CEST 
2020

Fri Jan 
28 
01:00:42 
CET 
2028

May 4, 2021 
21:28:12.280679941 
CEST

52.202.69.186 443 192.168.2.5 49776 CN=pi.pardot.com, 
O="salesforce.com, inc.", 
L=San Francisco, 
ST=California, C=US 
CN=DigiCert SHA2 Secure 
Server CA, O=DigiCert Inc, 
C=US

CN=DigiCert SHA2 
Secure Server CA, 
O=DigiCert Inc, C=US 
CN=DigiCert Global 
Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Sat Dec 
05 
01:00:00 
CET 
2020 Fri 
Mar 08 
13:00:00 
CET 
2013

Sun Dec 
05 
00:59:59 
CET 
2021 
Wed 
Mar 08 
13:00:00 
CET 
2023

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 Secure 
Server CA, O=DigiCert Inc, 
C=US

CN=DigiCert Global 
Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Fri Mar 
08 
13:00:00 
CET 
2013

Wed 
Mar 08 
13:00:00 
CET 
2023

May 4, 2021 
21:28:12.281802893 
CEST

52.202.69.186 443 192.168.2.5 49777 CN=pi.pardot.com, 
O="salesforce.com, inc.", 
L=San Francisco, 
ST=California, C=US 
CN=DigiCert SHA2 Secure 
Server CA, O=DigiCert Inc, 
C=US

CN=DigiCert SHA2 
Secure Server CA, 
O=DigiCert Inc, C=US 
CN=DigiCert Global 
Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Sat Dec 
05 
01:00:00 
CET 
2020 Fri 
Mar 08 
13:00:00 
CET 
2013

Sun Dec 
05 
00:59:59 
CET 
2021 
Wed 
Mar 08 
13:00:00 
CET 
2023

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 Secure 
Server CA, O=DigiCert Inc, 
C=US

CN=DigiCert Global 
Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Fri Mar 
08 
13:00:00 
CET 
2013

Wed 
Mar 08 
13:00:00 
CET 
2023

May 4, 2021 
21:28:12.471242905 
CEST

18.158.85.13 443 192.168.2.5 49780 CN=*.6sense.com 
CN=Amazon, OU=Server 
CA 1B, O=Amazon, C=US 
CN=Amazon Root CA 1, 
O=Amazon, C=US 
CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

CN=Amazon, 
OU=Server CA 1B, 
O=Amazon, C=US 
CN=Amazon Root CA 
1, O=Amazon, C=US 
CN=Starfield Services 
Root Certificate 
Authority - G2, 
O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US 
OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Wed Jul 
29 
02:00:00 
CEST 
2020 
Thu Oct 
22 
02:00:00 
CEST 
2015 
Mon 
May 25 
14:00:00 
CEST 
2015 
Wed 
Sep 02 
02:00:00 
CEST 
2009

Sat Aug 
28 
14:00:00 
CEST 
2021 
Sun Oct 
19 
02:00:00 
CEST 
2025 
Thu Dec 
31 
02:00:00 
CET 
2037 
Wed 
Jun 28 
19:39:16 
CEST 
2034

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c
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CN=Amazon, OU=Server 
CA 1B, O=Amazon, C=US

CN=Amazon Root CA 
1, O=Amazon, C=US

Thu Oct 
22 
02:00:00 
CEST 
2015

Sun Oct 
19 
02:00:00 
CEST 
2025

CN=Amazon Root CA 1, 
O=Amazon, C=US

CN=Starfield Services 
Root Certificate 
Authority - G2, 
O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US

Mon 
May 25 
14:00:00 
CEST 
2015

Thu Dec 
31 
02:00:00 
CET 
2037

CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Wed 
Sep 02 
02:00:00 
CEST 
2009

Wed 
Jun 28 
19:39:16 
CEST 
2034

May 4, 2021 
21:28:12.479702950 
CEST

18.158.85.13 443 192.168.2.5 49781 CN=*.6sense.com 
CN=Amazon, OU=Server 
CA 1B, O=Amazon, C=US 
CN=Amazon Root CA 1, 
O=Amazon, C=US 
CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

CN=Amazon, 
OU=Server CA 1B, 
O=Amazon, C=US 
CN=Amazon Root CA 
1, O=Amazon, C=US 
CN=Starfield Services 
Root Certificate 
Authority - G2, 
O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US 
OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Wed Jul 
29 
02:00:00 
CEST 
2020 
Thu Oct 
22 
02:00:00 
CEST 
2015 
Mon 
May 25 
14:00:00 
CEST 
2015 
Wed 
Sep 02 
02:00:00 
CEST 
2009

Sat Aug 
28 
14:00:00 
CEST 
2021 
Sun Oct 
19 
02:00:00 
CEST 
2025 
Thu Dec 
31 
02:00:00 
CET 
2037 
Wed 
Jun 28 
19:39:16 
CEST 
2034

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Amazon, OU=Server 
CA 1B, O=Amazon, C=US

CN=Amazon Root CA 
1, O=Amazon, C=US

Thu Oct 
22 
02:00:00 
CEST 
2015

Sun Oct 
19 
02:00:00 
CEST 
2025

CN=Amazon Root CA 1, 
O=Amazon, C=US

CN=Starfield Services 
Root Certificate 
Authority - G2, 
O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US

Mon 
May 25 
14:00:00 
CEST 
2015

Thu Dec 
31 
02:00:00 
CET 
2037

CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Wed 
Sep 02 
02:00:00 
CEST 
2009

Wed 
Jun 28 
19:39:16 
CEST 
2034

May 4, 2021 
21:28:34.365951061 
CEST

192.0.77.2 443 192.168.2.5 49787 CN=*.wp.com CN=Sectigo 
RSA Domain Validation 
Secure Server CA, 
O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

CN=Sectigo RSA 
Domain Validation 
Secure Server CA, 
O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US 
CN=AAA Certificate 
Services, O=Comodo 
CA Limited, L=Salford, 
ST=Greater 
Manchester, C=GB

Thu Apr 
02 
02:00:00 
CEST 
2020 Fri 
Nov 02 
01:00:00 
CET 
2018 
Tue Mar 
12 
01:00:00 
CET 
2019

Tue Jul 
05 
02:00:00 
CEST 
2022 
Wed 
Jan 01 
00:59:59 
CET 
2031 
Mon Jan 
01 
00:59:59 
CET 
2029

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-23-
65281,29-23-
24,0

37f463bf4616ecd445d4a1
937da06e19

CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

Fri Nov 
02 
01:00:00 
CET 
2018

Wed 
Jan 01 
00:59:59 
CET 
2031

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

CN=AAA Certificate 
Services, O=Comodo 
CA Limited, L=Salford, 
ST=Greater 
Manchester, C=GB

Tue Mar 
12 
01:00:00 
CET 
2019

Mon Jan 
01 
00:59:59 
CET 
2029
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May 4, 2021 
21:28:44.274192095 
CEST

34.98.104.189 443 192.168.2.5 49794 CN=chilipiper.com 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US 
CN=GoGetSSL RSA DV CA, 
O=GoGetSSL, L=Riga, 
C=LV

CN=GoGetSSL RSA 
DV CA, O=GoGetSSL, 
L=Riga, C=LV CN=AAA 
Certificate Services, 
O=Comodo CA Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

Wed 
Dec 16 
01:00:00 
CET 
2020 
Tue Mar 
12 
01:00:00 
CET 
2019 
Thu Sep 
06 
02:00:00 
CEST 
2018

Mon Jan 
17 
00:59:59 
CET 
2022 
Mon Jan 
01 
00:59:59 
CET 
2029 
Wed 
Sep 06 
01:59:59 
CEST 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

CN=AAA Certificate 
Services, O=Comodo 
CA Limited, L=Salford, 
ST=Greater 
Manchester, C=GB

Tue Mar 
12 
01:00:00 
CET 
2019

Mon Jan 
01 
00:59:59 
CET 
2029

CN=GoGetSSL RSA DV CA, 
O=GoGetSSL, L=Riga, 
C=LV

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

Thu Sep 
06 
02:00:00 
CEST 
2018

Wed 
Sep 06 
01:59:59 
CEST 
2028

May 4, 2021 
21:28:44.280374050 
CEST

34.98.104.189 443 192.168.2.5 49795 CN=chilipiper.com 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US 
CN=GoGetSSL RSA DV CA, 
O=GoGetSSL, L=Riga, 
C=LV

CN=GoGetSSL RSA 
DV CA, O=GoGetSSL, 
L=Riga, C=LV CN=AAA 
Certificate Services, 
O=Comodo CA Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

Wed 
Dec 16 
01:00:00 
CET 
2020 
Tue Mar 
12 
01:00:00 
CET 
2019 
Thu Sep 
06 
02:00:00 
CEST 
2018

Mon Jan 
17 
00:59:59 
CET 
2022 
Mon Jan 
01 
00:59:59 
CET 
2029 
Wed 
Sep 06 
01:59:59 
CEST 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

CN=AAA Certificate 
Services, O=Comodo 
CA Limited, L=Salford, 
ST=Greater 
Manchester, C=GB

Tue Mar 
12 
01:00:00 
CET 
2019

Mon Jan 
01 
00:59:59 
CET 
2029

CN=GoGetSSL RSA DV CA, 
O=GoGetSSL, L=Riga, 
C=LV

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

Thu Sep 
06 
02:00:00 
CEST 
2018

Wed 
Sep 06 
01:59:59 
CEST 
2028

May 4, 2021 
21:28:45.177814007 
CEST

172.217.18.115 443 192.168.2.5 49796 CN=tracking.chilipiper.com 
CN=GTS CA 1D2, 
O=Google Trust Services, 
C=US

CN=GTS CA 1D2, 
O=Google Trust 
Services, C=US 
CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root 
CA - R2

Wed Apr 
14 
22:58:56 
CEST 
2021 
Thu Jun 
15 
02:00:42 
CEST 
2017

Tue Jul 
13 
22:58:56 
CEST 
2021 
Wed 
Dec 15 
01:00:42 
CET 
2021

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=GTS CA 1D2, 
O=Google Trust Services, 
C=US

CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root 
CA - R2

Thu Jun 
15 
02:00:42 
CEST 
2017

Wed 
Dec 15 
01:00:42 
CET 
2021

May 4, 2021 
21:28:45.180376053 
CEST

172.217.18.115 443 192.168.2.5 49797 CN=tracking.chilipiper.com 
CN=GTS CA 1D2, 
O=Google Trust Services, 
C=US

CN=GTS CA 1D2, 
O=Google Trust 
Services, C=US 
CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root 
CA - R2

Wed Apr 
14 
22:58:56 
CEST 
2021 
Thu Jun 
15 
02:00:42 
CEST 
2017

Tue Jul 
13 
22:58:56 
CEST 
2021 
Wed 
Dec 15 
01:00:42 
CET 
2021

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=GTS CA 1D2, 
O=Google Trust Services, 
C=US

CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root 
CA - R2

Thu Jun 
15 
02:00:42 
CEST 
2017

Wed 
Dec 15 
01:00:42 
CET 
2021

Timestamp Source IP
Source
Port Dest IP

Dest
Port Subject Issuer

Not
Before

Not
After

JA3 SSL Client
Fingerprint JA3 SSL Client Digest
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May 4, 2021 
21:28:48.275032043 
CEST

52.202.69.186 443 192.168.2.5 49798 CN=pi.pardot.com, 
O="salesforce.com, inc.", 
L=San Francisco, 
ST=California, C=US 
CN=DigiCert SHA2 Secure 
Server CA, O=DigiCert Inc, 
C=US

CN=DigiCert SHA2 
Secure Server CA, 
O=DigiCert Inc, C=US 
CN=DigiCert Global 
Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Sat Dec 
05 
01:00:00 
CET 
2020 Fri 
Mar 08 
13:00:00 
CET 
2013

Sun Dec 
05 
00:59:59 
CET 
2021 
Wed 
Mar 08 
13:00:00 
CET 
2023

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 Secure 
Server CA, O=DigiCert Inc, 
C=US

CN=DigiCert Global 
Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Fri Mar 
08 
13:00:00 
CET 
2013

Wed 
Mar 08 
13:00:00 
CET 
2023

May 4, 2021 
21:28:48.278548956 
CEST

52.202.69.186 443 192.168.2.5 49799 CN=pi.pardot.com, 
O="salesforce.com, inc.", 
L=San Francisco, 
ST=California, C=US 
CN=DigiCert SHA2 Secure 
Server CA, O=DigiCert Inc, 
C=US

CN=DigiCert SHA2 
Secure Server CA, 
O=DigiCert Inc, C=US 
CN=DigiCert Global 
Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Sat Dec 
05 
01:00:00 
CET 
2020 Fri 
Mar 08 
13:00:00 
CET 
2013

Sun Dec 
05 
00:59:59 
CET 
2021 
Wed 
Mar 08 
13:00:00 
CET 
2023

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 Secure 
Server CA, O=DigiCert Inc, 
C=US

CN=DigiCert Global 
Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Fri Mar 
08 
13:00:00 
CET 
2013

Wed 
Mar 08 
13:00:00 
CET 
2023

May 4, 2021 
21:29:24.079309940 
CEST

192.0.77.2 443 192.168.2.5 49815 CN=*.wp.com CN=Sectigo 
RSA Domain Validation 
Secure Server CA, 
O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

CN=Sectigo RSA 
Domain Validation 
Secure Server CA, 
O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US 
CN=AAA Certificate 
Services, O=Comodo 
CA Limited, L=Salford, 
ST=Greater 
Manchester, C=GB

Thu Apr 
02 
02:00:00 
CEST 
2020 Fri 
Nov 02 
01:00:00 
CET 
2018 
Tue Mar 
12 
01:00:00 
CET 
2019

Tue Jul 
05 
02:00:00 
CEST 
2022 
Wed 
Jan 01 
00:59:59 
CET 
2031 
Mon Jan 
01 
00:59:59 
CET 
2029

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

Fri Nov 
02 
01:00:00 
CET 
2018

Wed 
Jan 01 
00:59:59 
CET 
2031

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

CN=AAA Certificate 
Services, O=Comodo 
CA Limited, L=Salford, 
ST=Greater 
Manchester, C=GB

Tue Mar 
12 
01:00:00 
CET 
2019

Mon Jan 
01 
00:59:59 
CET 
2029

May 4, 2021 
21:29:24.095046043 
CEST

192.0.77.2 443 192.168.2.5 49814 CN=*.wp.com CN=Sectigo 
RSA Domain Validation 
Secure Server CA, 
O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

CN=Sectigo RSA 
Domain Validation 
Secure Server CA, 
O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US 
CN=AAA Certificate 
Services, O=Comodo 
CA Limited, L=Salford, 
ST=Greater 
Manchester, C=GB

Thu Apr 
02 
02:00:00 
CEST 
2020 Fri 
Nov 02 
01:00:00 
CET 
2018 
Tue Mar 
12 
01:00:00 
CET 
2019

Tue Jul 
05 
02:00:00 
CEST 
2022 
Wed 
Jan 01 
00:59:59 
CET 
2031 
Mon Jan 
01 
00:59:59 
CET 
2029

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

Fri Nov 
02 
01:00:00 
CET 
2018

Wed 
Jan 01 
00:59:59 
CET 
2031

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

CN=AAA Certificate 
Services, O=Comodo 
CA Limited, L=Salford, 
ST=Greater 
Manchester, C=GB

Tue Mar 
12 
01:00:00 
CET 
2019

Mon Jan 
01 
00:59:59 
CET 
2029

Timestamp Source IP
Source
Port Dest IP

Dest
Port Subject Issuer

Not
Before

Not
After

JA3 SSL Client
Fingerprint JA3 SSL Client Digest
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Code Manipulations

Statistics

Behavior

• iexplore.exe

• iexplore.exe

Click to jump to process

System Behavior

File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Start time: 21:28:02

Start date: 04/05/2021

Path: C:\Program Files\internet explorer\iexplore.exe

Wow64 process (32bit): false

Commandline: 'C:\Program Files\Internet Explorer\iexplore.exe' -Embedding

Imagebase: 0x7ff64c6f0000

File size: 823560 bytes

MD5 hash: 6465CB92B25A7BC1DF8E01D8AC5E7596

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: low

File Path Access Attributes Options Completion Count
Source
Address Symbol

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

File Path Offset Length Completion Count
Source
Address Symbol

Key Path Completion Count
Source
Address Symbol

Analysis Process: iexplore.exe PID: 6112 Parent PID: 792Analysis Process: iexplore.exe PID: 6112 Parent PID: 792

General

Copyright Joe Security LLC 2021 Page 68 of 69



Disassembly

Key Path Name Type Data Completion Count
Source
Address Symbol

Key Path Name Type Old Data New Data Completion Count
Source
Address Symbol

File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Start time: 21:28:03

Start date: 04/05/2021

Path: C:\Program Files (x86)\Internet Explorer\iexplore.exe

Wow64 process (32bit): true

Commandline: 'C:\Program Files (x86)\Internet Explorer\IEXPLORE.EXE' SCODEF:6112 CREDAT:17410 
/prefetch:2

Imagebase: 0x8b0000

File size: 822536 bytes

MD5 hash: 071277CC2E3DF41EEEA8013E2AB58D5A

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: low

File Path Access Attributes Options Completion Count
Source
Address Symbol

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

File Path Offset Length Completion Count
Source
Address Symbol

Key Path Completion Count
Source
Address Symbol

Key Path Name Type Data Completion Count
Source
Address Symbol

Key Path Name Type Old Data New Data Completion Count
Source
Address Symbol

Analysis Process: iexplore.exe PID: 5064 Parent PID: 6112Analysis Process: iexplore.exe PID: 5064 Parent PID: 6112

General
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