JOESandbox Cloud ™=

ID: 412658

Sample Name: Covid screening
guestionaire.pdf

Cookbook:
defaultwindowspdfcookbook.jbs
Time: 20:49:12

Date: 12/05/2021

Version: 32.0.0 Black Diamond



Table of Contents

Table of Contents

Analysis Report Covid screening questionaire.pdf

Overview
General Information
Detection
Signatures
Classification

Startup

Malware Configuration

Yara Overview

Sigma Overview

Signature Overview

Mitre Att&ck Matrix

Behavior Graph

Screenshots
Thumbnails

Antivirus, Machine Learning and Genetic Malware Detection
Initial Sample
Dropped Files
Unpacked PE Files
Domains
URLs

Domains and IPs
Contacted Domains
URLs from Memory and Binaries

Co O N~N~N~N~N~NNooOogoo oMM aND DN

Contacted IPs 10
Public 11
Private 11
General Information 11
Simulations 12
Behavior and APlIs 12
Joe Sandbox View / Context 13
IPs 13
Domains 13
ASN 13
JA3 Fingerprints 14
Dropped Files 14
Created / dropped Files 14
Static File Info 27
General 27
File Icon 27
Static PDF Info 27
General 27
Keywords Statistics 27
Image Streams 28
Network Behavior 28
UDP Packets 28
Code Manipulations 30
Statistics 30
Behavior 30
System Behavior 30
Analysis Process: AcroRd32.exe PID: 6480 Parent PID: 5944 30
General 30

File Activities 30

File Created 30

File Moved 32

Copyright Joe Security LLC 2021 Page 2 of 41



Registry Activities 33

Key Created 33

Key Value Created 33
Analysis Process: AcroRd32.exe PID: 6548 Parent PID: 6480 33
General 33
File Activities 34
Registry Activities 34
Analysis Process: RArCEF.exe PID: 6816 Parent PID: 6480 34
General 34
File Activities 34
File Read 35
Analysis Process: RArCEF.exe PID: 7032 Parent PID: 6816 39
General 39
File Activities 39
Analysis Process: RArCEF.exe PID: 7064 Parent PID: 6816 39
General 39
File Activities 39
Analysis Process: RArCEF.exe PID: 7132 Parent PID: 6816 39
General 40
File Activities 40
Analysis Process: RArCEF.exe PID: 4240 Parent PID: 6816 40
General 40
File Activities 40
Disassembly 40
Code Analysis 40

Copyright Joe Security LLC 2021 Page 3 of 41



Analysis Report Covid screening questionaire.pdf

Overview

General Information Detection Signatures Classification

Sample
Name:

Analysis ID: 412658

MD5:

SHAL:

SHA256:

Infos:

PATIENT ACKNOWLEDGEMENT:
COVID-19 PANDEMIC DENTAL RISK

Covid screening
questionaire.pdf Contains functionality/te/access load:..

|IP'addressiseeniiniconnection withio:.:

e87f93f286ff7cc5.. PDF has ani@penAction|(likely to/las..

099b509e715dbb..

12b425e76752e7..

Score: 1
Range: 0-100
Whitelisted: false
Confidence: 80%

Startup

= System is w10x64

. AcroRd32.exe (PID: 6480 cmdline: 'C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroRd32.exe' 'C:\Users\user\Desktop\Covid screening questionaire.pdf' MD5:
B969CFOC7B2C443A99034881E8C8740A)
. AcroRd32.exe (PID: 6548 cmdline: 'C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroRd32.exe' --type=renderer /prefetch:1 ‘C:\Users\user\Desktop\Covid scre
ening questionaire.pdf' MD5: B969CFOC7B2C443A99034881E8C8740A)
. EE RdrCEF.exe (PID: 6816 cmdline: 'C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe' --backgroundcolor=16514043 MD5:
9AEBA3BACD721484391D15478A4080C7)

. EE RdrCEF.exe (PID: 7032 cmdline: 'C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RArCEF.exe' --type=renderer --log-file="C:\Program Files (x86)\Adob
e\Acrobat Reader DC\Reader\AcroCEF\debug.log' --touch-events=enabled --field-trial-handle=1712,7532418871871553696,2370599676892093201,131072 --disable-features
=VizDisplayCompositor --disable-gpu-compositing --service-pipe-token=16739402187565574225 --lang=en-US --disable-pack-loading --log-file="C:\Program Files (x86)
\Adobe\Acrobat Reader DC\Reader\AcroCEF\debug.log' --log-severity=disable --product-version="ReaderServices/19.12.20035 Chrome/80.0.0.0' --device-scale-factor=1 --num-
raster-threads=2 --enable-main-frame-before-activation --service-request-channel-token=16739402187565574225 --renderer-client-id=2 --mojo-platform-channel-handle=1724 --
allow-no-sandbox-job /prefetch:1 MD5: 9AEBA3BACD721484391D15478A4080C7)

. EE RdrCEF.exe (PID: 7064 cmdline: 'C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RArCEF.exe' --type=gpu-process --field-trial-handle=1712,
7532418871871553696,2370599676892093201,131072 --disable-features=VizDisplayCompositor --disable-pack-loading --log-file="C:\Program Files (x86)\Adobe\Acrobat R
eader DC\Reader\AcroCEF\debug.log' --log-severity=disable --product-version="ReaderServices/19.12.20035 Chrome/80.0.0.0' --lang=en-US --gpu-preferences=KAAAAAAA
AACAAWABAQAAAAAAAAAAAGAAAAAAAAEAAAAIAAAAAAAAACIAAAAEAAAAIAAAAAAAAAAOAAAAAAAAADAAAAAAAAAAOAAAAAAAAAAQAAAAAAAAAA
AAAAAFAAAAEAAAAAAAAAAAAAAABGAAABAAAAAAAAAAAQAAAAUAAAAQAAAAAAAAAAEAAAAGAAAA --use-gl=swiftshader-webgl --log-file="C:\Program Files
(x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\debug.log' --service-request-channel-token=15525037812135764353 --mojo-platform-channel-handle=1740 --allow-no-san
dbox-job --ignored=" --type=renderer ' /prefetch:2 MD5: 9AEBA3BACD721484391D15478A4080C7)

. EE RdrCEF.exe (PID: 7132 cmdline: 'C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RArCEF.exe' --type=renderer --log-file="C:\Program Files (x86)\Adob
e\Acrobat Reader DC\Reader\AcroCEF\debug.log' --touch-events=enabled --field-trial-handle=1712,7532418871871553696,2370599676892093201,131072 --disable-features
=VizDisplayCompositor --disable-gpu-compositing --service-pipe-token=844945410949651913 --lang=en-US --disable-pack-loading --log-file="C:\Program Files (x86)\A
dobe\Acrobat Reader DC\Reader\AcroCEF\debug.log' --log-severity=disable --product-version='ReaderServices/19.12.20035 Chrome/80.0.0.0' --device-scale-factor=1 --num-
raster-threads=2 --enable-main-frame-before-activation --service-request-channel-token=844945410949651913 --renderer-client-id=4 --mojo-platform-channel-handle=1832 --
allow-no-sandbox-job /prefetch:1 MD5: 9AEBA3BACD721484391D15478A4080C7)

. EE RdrCEF.exe (PID: 4240 cmdline: 'C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RArCEF.exe' --type=renderer --log-file="C:\Program Files (x86)\Adob
e\Acrobat Reader DC\Reader\AcroCEF\debug.log' --touch-events=enabled --field-trial-handle=1712,7532418871871553696,2370599676892093201,131072 --disable-features
=VizDisplayCompositor --disable-gpu-compositing --service-pipe-token=357690743904107764 --lang=en-US --disable-pack-loading --log-file="C:\Program Files (x86)\A
dobe\Acrobat Reader DC\Reader\AcroCEF\debug.log' --log-severity=disable --product-version='ReaderServices/19.12.20035 Chrome/80.0.0.0' --device-scale-factor=1 --num-
raster-threads=2 --enable-main-frame-before-activation --service-request-channel-token=357690743904107764 --renderer-client-id=5 --mojo-platform-channel-handle=2084 --
allow-no-sandbox-job /prefetch:1 MD5: 9AEBA3BACD721484391D15478A4080C7)

= cleanup

Malware Configuration

No configs have been found
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Yara Overview

No yara matches

Sigma Overview

No Sigma rule has matched

Signature Overview

@ Click to jump to signature section

There are no malicious signatures, click here to show all signatures.

Mitre Att&ck Matrix

Initial Privilege  Defense Credential
Access Execution Persistence Escalation Evasion Access
Valid Windows Path Process Masquerading oS
Accounts Management  Interception Injection Credential
Instrumentation Dumping
Default  Scheduled Boot or Boot or Process LSASS
Accounts Task/Job Logon Logon Injection Memory
Initialization  Initialization
Scripts Scripts
Domain At (Linux) Logon Script Logon Obfuscated Files Security
Accounts (Windows)  Script or Information Account
(Windows) Manager

Behavior Graph
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@ Networking
® System Summary
@ Data Obfuscation

@ Hooking and other Techniques for Hiding and Protection

@ Malware Analysis System Evasion
@ Anti Debugging

@ HIPS / PFW / Operating System Protection Evasion

Lateral
Discovery Movement Collection

Security Remote Data from
Software Services Local
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Process Remote Data from
Discovery Desktop Removable
Protocol Media
File and SMB/Windows Data from
Directory Admin Shares Network
Discovery Shared
Drive

Command
Exfiltration and Control

Exfiltration Data
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Network
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Over
Bluetooth

Automated Steganography
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Effects
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Screenshots

Thumbnails

ID:
Sample:

Startdate:

Architecture:

Score:

Behavior Graph
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This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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Covid screeningrquestionaire.pdf - Adobe Acrobat Reader DC
File Edit View Window Help

Home Tools Covid screening qu.. X

® B8 EH Q

PATIENT ACKNOWLEDGEMENT:
COVID-19 PANDEMIC DENTAL RISK

Please read the patient acknowledgement below, and initial or sign in all areas indicated.

I understand the novel coronavirus causes the disease known as COVID-19 and that it is
currently a pandemic. | understand that the novel coronavirus virus has a long incubation
period during which carriers of the virus may not show symptoms and still be contagious.
For this reason, | understand that the federal and provincial authorities have recommended
that 0/ s stay home and avoid close contact with other people when at all possible.
— 44?5 z * ____ (initialy

| understand the federal and provincial authorities have asked individuals to maintain social
distancing of a least two (2) meters (six (6) feet) and ignize it is not possible to maintain
this distance while receiving dental treat it : (initial)

I understand that oral surgery/dental procedures can create water and/or blood spray, which
is one way that the novel coronavirus can spread. | understand that the ultra-fine nature of
the spray CBHW e air for minutes to sometimes hours, which can transmit the novel

coronavirus. ____ (initial)

I understand tHat due to the visits of other patients, the characteristics of the novel coronavirus,
and the characteristics of dental procedures, that | have ated risk of contracting the
novel coronavirus simply by being in the dental office, L] (initial)

I agr omplete a COVID-19 screening questionnaire as required by the Ministry of Health.
< (initial)

If | received D-19 test results in the past three (3) months, the last results | received were

negative. &3 {initial) If applicable, approximate date of test:

| confirm that | am not waiting for the results of a test for COVID-19. é 2: « {initial)

| confirm that this is not ¢ tly a period during which public health authorities required |
self-isclate for 14 days. =~ (initial)

O Type here to search

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

No Antivirus matches
Dropped Files

No Antivirus matches
Unpacked PE Files
No Antivirus matches

Domains

No Antivirus matches

[ export POF

Adobe Export PDF
Convert PDF Files to Word

or Excel Online

Select PDF File

Covid scree..ionaire.pdf

Convert to

Microsoft Word (*.docx)

Document Language:
English (US) Change

E;, Create PDF
52 editPDF
Comment
i Combine Files
Organize Pages

A Redact

Store and share files in the
Document Cloud

Learn More

URLs

Source Detection
hitp://cipa.jp/exif/1.0/) 0%
hitp://cipa.jp/exif/1.0/) 0%
hitp://cipa.jp/exif/1.0/) 0%
hitp://https://PrefSyncJob/com.adobe.acrobat. ADotCom/Resource/Syncl/i 0%
hitp://ns.useplus.org/ldf/xmp/1.0/ 0%
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Scanner

URL Reputation
URL Reputation
URL Reputation
Avira URL Cloud
URL Reputation

Label Link
safe
safe
safe
safe

safe
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Source Detection Scanner Label Link

hitp://ns.useplus.org/ldf/xmp/1.0/ 0% URL Reputation safe
hitp://ns.useplus.org/ldf/xmp/1.0/ 0% URL Reputation safe
hitp://https://ims-nal.adobelogin.comol 0% Avira URL Cloud safe
hitp://https://PrefSyncJob/com.adobe.acrobat. ADotCom/Resource/Sync/d 0% Avira URL Cloud safe
hitp://iptc.org/std/Iptc4xmpExt/2008-02-29/ 0% URL Reputation safe
hitp://iptc.org/std/Iptc4xmpExt/2008-02-29/ 0% URL Reputation safe
hitp://iptc.org/std/Iptc4xmpExt/2008-02-29/ 0% URL Reputation safe
hitp://www.osmf.org/layout/anchor 0% URL Reputation safe
hitp://www.osmf.org/layout/anchor 0% URL Reputation safe
hitp://www.osmf.org/layout/anchor 0% URL Reputation safe
hitp:/fiwww.osmf.org/region/target#http://www.osmf.org/layout/rendererihttp://www.osmf.org/layout/abs 0% URL Reputation safe
hitp:/fiwww.osmf.org/region/target#http://www.osmf.org/layout/rendererihttp://www.osmf.org/layout/abs 0% URL Reputation safe
hitp:/fiwww.osmf.org/region/target#http://www.osmf.org/layout/rendererihttp://www.osmf.org/layout/abs 0% URL Reputation safe
hitp://https://PrefSyncJob/com.adobe.acrobat. ADotCom/Resource/Sync/Upload/L 0% Avira URL Cloud safe
hitp://iptc.org/std/Iptc4xmpCore/1.0/xmins/ 0% URL Reputation safe
hitp://iptc.org/std/Iptc4xmpCore/1.0/xmins/ 0% URL Reputation safe
hitp://iptc.org/std/Iptc4xmpCore/1.0/xmins/ 0% URL Reputation safe
hitp://https://PrefSyncJob/com.adobe.acrobat. ADotCom/Resource/Sync/Upload/4F 0% Avira URL Cloud safe
hitp://cipa.jp/exif/1.0/ 0% URL Reputation safe
hitp://cipa.jp/exif/1.0/ 0% URL Reputation safe
hitp://cipa.jp/exif/1.0/ 0% URL Reputation safe
hitp:/fiwww.osmf.org/default/1.0%http://www.osmf.org/mediatype/default 0% URL Reputation safe
hitp:/fiwww.osmf.org/default/1.0%http://www.osmf.org/mediatype/default 0% URL Reputation safe
hitp:/fiwww.osmf.org/default/1.0%http://www.osmf.org/mediatype/default 0% URL Reputation safe
hitp://https://PrefSyncJob/com.adobe.acrobat. ADotCom/Resource/Sync/S 0% Avira URL Cloud safe
hitp://https://PrefSyncJob/com.adobe.acrobat. ADotCom/Resource/Sync/A 0% Avira URL Cloud safe
hitp://https://PrefSyncJob/com.adobe.acrobat. ADotCom/Resource/Sync/Upload/ 0% Avira URL Cloud safe
hitp://iwww.npes.org/pdfx/ns/id/ 0% URL Reputation safe
hitp://\www.npes.org/pdfx/ns/id/ 0% URL Reputation safe
hitp://\www.npes.org/pdfx/ns/id/ 0% URL Reputation safe
hitp:/fiwww.osmf.org/drm/default 0% URL Reputation safe
hitp:/fiwww.osmf.org/drm/default 0% URL Reputation safe
hitp:/fiwww.osmf.org/drm/default 0% URL Reputation safe
hitp:/fiwww.osmf.org/layout/padding%http://www.osmf.org/layout/attributes 0% URL Reputation safe
hitp:/fiwww.osmf.org/layout/padding%http://www.osmf.org/layout/attributes 0% URL Reputation safe
hitp:/fiwww.osmf.org/layout/padding%http://www.osmf.org/layout/attributes 0% URL Reputation safe
hitp://https://api.echosign.comRL 0% URL Reputation safe
hitp://https://api.echosign.comRL 0% URL Reputation safe
hitp://https://api.echosign.comRL 0% URL Reputation safe
http:/f 0% URL Reputation safe
www.osmf.org/elementld%http://www.osmf.org/temporal/embedded$http://www.osmf.org/temporal/dyn

http:/f 0% URL Reputation safe
www.osmf.org/elementld%http://www.osmf.org/temporal/embedded$http://www.osmf.org/temporal/dyn

http:/f 0% URL Reputation safe
www.osmf.org/elementld%http://www.osmf.org/temporal/embedded$http://www.osmf.org/temporal/dyn

hitp://https://PrefSyncJob/com.adobe.acrobat. ADotCom/Resource/Sync/ 0% Avira URL Cloud safe
hitp://https://PrefSyncJob/com.adobe.acrobat. ADotCom/Resource/Sync/Upload/r 0% Avira URL Cloud safe
hitp:/f/www.quicktime.com.Acrobat 0% URL Reputation safe
hitp:/f/www.quicktime.com.Acrobat 0% URL Reputation safe
hitp:/f/www.quicktime.com.Acrobat 0% URL Reputation safe
hitp://www.adobe. 0% URL Reputation safe
hitp://www.adobe. 0% URL Reputation safe
hitp://www.adobe. 0% URL Reputation safe
hitp:/fiwww.osmf.org/subclip/1.0 0% URL Reputation safe
hitp:/fiwww.osmf.org/subclip/1.0 0% URL Reputation safe
hitp:/fiwww.osmf.org/subclip/1.0 0% URL Reputation safe
hitp://https://PrefSyncJob/com.adobe.acrobat. ADotCom/Resource/Sync/Upload/: 0% Avira URL Cloud safe

Domains and IPs

Contacted Domains
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No contacted domains info

URLs from Memory and Binaries

Name Source Malicious Antivirus Detection Reputation

hitp:/f\www.aiim.org/pdfa/ns/property# AcroRd32.exe, 00000001.0000000 false high
2.603585188.000000000B2BC000.0
0000004.00000001.sdmp

hitp://cipa.jp/exif/1.0/) AcroRd32.exe, 00000001.0000000 false URL Reputation: safe unknown
2.602323706.000000000AFBF000.0 URL Reputation: safe
0000004.00000001.sdmp URL Reputation: safe

http:/f AcroRd32.exe, 00000001.0000000 false Avira URL Cloud: safe low

https://PrefSyncJob/com.adobe.acrobat.ADotCom/Resource/S 2.602353615.000000000AFD1000.0

yncli 0000004.00000001.sdmp

hitp://ns.useplus.org/ldf/xmp/1.0/ AcroRd32.exe, 00000001.0000000 false URL Reputation: safe unknown
2.603585188.000000000B2BC000.0 URL Reputation: safe
0000004.00000001.sdmp URL Reputation: safe

hitp://https://ims-nal.adobelogin.comol AcroRd32.exe, 00000001.0000000 false Avira URL Cloud: safe unknown
2.594582632.0000000008F53000.0
0000004.00000001.sdmp

http:/f AcroRd32.exe, 00000001.0000000 false Avira URL Cloud: safe low

https://PrefSyncJob/com.adobe.acrobat.ADotCom/Resource/S 2.602353615.000000000AFD1000.0

ync/d 0000004.00000001.sdmp

hitp:/fwww.aiim.org/pdfa/ns/id/ AcroRd32.exe, 00000001.0000000 false high
2.602323706.000000000AFBF000.0
0000004.00000001.sdmp

hitp://iptc.org/std/Iptc4xmpExt/2008-02-29/ AcroRd32.exe, 00000001.0000000 false URL Reputation: safe unknown
2.603585188.000000000B2BC000.0 URL Reputation: safe
0000004.00000001.sdmp URL Reputation: safe

hitp://www.osmf.org/layout/anchor AcroRd32.exe, 00000001.0000000 false URL Reputation: safe unknown
2.589627373.0000000007740000.0 URL Reputation: safe
0000002.00000001.sdmp URL Reputation: safe

hitp://www.aiim.org/pdfa/ns/schema# AcroRd32.exe, 00000001.0000000 false high
2.603585188.000000000B2BC000.0
0000004.00000001.sdmp

http:/f AcroRd32.exe, 00000001.0000000 false URL Reputation: safe unknown

www.osmf.org/region/target#http://www.osmf.org/layout/render 2.589627373.0000000007740000.0 URL Reputation: safe

erihttp://www.osmf.org/layout/abs 0000002.00000001.sdmp URL Reputation: safe

http:/f AcroRd32.exe, 00000001.0000000 false Avira URL Cloud: safe low

https://PrefSyncJob/com.adobe.acrobat.ADotCom/Resource/S 2.600476606.000000000A37F000.0

ync/Upload/L 0000004.00000001.sdmp

hitp://iptc.org/std/Iptc4xmpCore/1.0/xmins/ AcroRd32.exe, 00000001.0000000 false URL Reputation: safe unknown
2.603585188.000000000B2BC000.0 URL Reputation: safe
0000004.00000001.sdmp URL Reputation: safe

hitp://iwww.aiim.org/pdfe/ns/id/ AcroRd32.exe, 00000001.0000000 false high
2.602323706.000000000AFBF000.0
0000004.00000001.sdmp

http:/f AcroRd32.exe, 00000001.0000000 false Avira URL Cloud: safe low

https://PrefSyncJob/com.adobe.acrobat. ADotCom/Resource/S 2.600476606.000000000A37F000.0

ync/Upload/4F 0000004.00000001.sdmp

hitp:/fiwww.aiim.org/pdfa/ns/schema#B AcroRd32.exe, 00000001.0000000 false high
2.603585188.000000000B2BC000.0
0000004.00000001.sdmp

hitp://cipa.jp/exif/1.0/ AcroRd32.exe, 00000001.0000000 false URL Reputation: safe unknown
2.602323706.000000000AFBF000.0 URL Reputation: safe
0000004.00000001.sdmp URL Reputation: safe

hitp:// AcroRd32.exe, 00000001.0000000 false e URL Reputation: safe unknown

www.osmf.org/default/1.0%http://www.osmf.org/mediatype/def 2.589627373.0000000007740000.0 e URL Reputation: safe

ault 0000002.00000001.sdmp e URL Reputation: safe

hitp:// AcroRd32.exe, 00000001.0000000 false e Avira URL Cloud: safe low

https://PrefSyncJob/com.adobe.acrobat.ADotCom/Resource/S 2.602353615.000000000AFD1000.0

ync/S 0000004.00000001.sdmp

hitp:/fiwww.aiim.org/pdfa/ns/type# AcroRd32.exe, 00000001.0000000 false high
2.603585188.000000000B2BC000.0
0000004.00000001.sdmp

hitp:/f\www.aiim.org/pdfe/ns/id/l AcroRd32.exe, 00000001.0000000 false high
2.602323706.000000000AFBF000.0
0000004.00000001.sdmp

hitp:// AcroRd32.exe, 00000001.0000000 false e Avira URL Cloud: safe low

https://PrefSyncJob/com.adobe.acrobat.ADotCom/Resource/S 2.602353615.000000000AFD1000.0

ync/A 0000004.00000001.sdmp

hitp://https://api.echosign.com AcroRd32.exe, 00000001.0000000 false high
2.604492315.000000000B3A3000.0
0000004.00000001.sdmp

hitp:// AcroRd32.exe, 00000001.0000000 false e Avira URL Cloud: safe low

https://PrefSyncJob/com.adobe.acrobat. ADotCom/Resource/S 2.600476606.000000000A37F000.0

ync/Upload/ 0000004.00000001.sdmp
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Name

hitp:/f\www.aiim.org/pdfe/ns/id/P

hitp://iwww.npes.org/pdfx/ns/id/

hitp://iwww.aiim.org/pdfa/nsf/field#

hitp:/fiwww.osmf.org/drm/default

http:/f

www.osmf.org/layout/padding%http://www.osmf.org/layout/attri

butes

hitp://https://api.echosign.comRL

http:/f

www.osmf.org/elementld%http://www.osmf.org/temporal/embe

ddeds$http://www.osmf.org/temporal/dyn

hitp:/f\www.aiim.org/pdfa/ns/extension/

http:/f

https://PrefSyncJob/com.adobe.acrobat. ADotCom/Resource/S

ync/
http:/f

https://PrefSyncJob/com.adobe.acrobat. ADotCom/Resource/S

ync/Upload/r

hitp:/f/www.quicktime.com.Acrobat

hitp://https://ims-nal.adobelogin.com

hitp://www.adobe.

hitp:/fiwww.osmf.org/subclip/1.0

hitp://\www.aiim.org/pdfa/ns/property#M

http:/f

https://PrefSyncJob/com.adobe.acrobat. ADotCom/Resource/S

ync/Upload/:

Contacted IPs

Copyright Joe Security LLC 2021

Source

AcroRd32.exe, 00000001.0000000
2.602323706.000000000AFBF000.0
0000004.00000001.sdmp

AcroRd32.exe, 00000001.0000000
2.602323706.000000000AFBF000.0
0000004.00000001.sdmp

AcroRd32.exe, 00000001.0000000
2.603585188.000000000B82BC000.0
0000004.00000001.sdmp

AcroRd32.exe, 00000001.0000000
2.589627373.0000000007740000.0
0000002.00000001.sdmp

AcroRd32.exe, 00000001.0000000
2.589627373.0000000007740000.0
0000002.00000001.sdmp

AcroRd32.exe, 00000001.0000000
2.604492315.000000000B3A3000.0
0000004.00000001.sdmp

AcroRd32.exe, 00000001.0000000
2.589627373.0000000007740000.0
0000002.00000001.sdmp

AcroRd32.exe, 00000001.0000000
2.603585188.000000000B2BC000.0
0000004.00000001.sdmp

AcroRd32.exe, 00000001.0000000
2.602353615.000000000AFD1000.0
0000004.00000001.sdmp

AcroRd32.exe, 00000001.0000000
2.600476606.000000000A37F000.0
0000004.00000001.sdmp

AcroRd32.exe, 00000001.0000000
2.589627373.0000000007740000.0
0000002.00000001.sdmp

AcroRd32.exe, 00000001.0000000
2.594582632.0000000008F53000.0
0000004.00000001.sdmp

AcroRd32.exe, 00000001.0000000
2.623213006.0000000011E3C000.0
0000004.00000001.sdmp

AcroRd32.exe, 00000001.0000000
2.589627373.0000000007740000.0
0000002.00000001.sdmp

AcroRd32.exe, 00000001.0000000
2.603585188.000000000B2BC000.0
0000004.00000001.sdmp

AcroRd32.exe, 00000001.0000000
2.600476606.000000000A37F000.0
0000004.00000001.sdmp

Malicious

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

Antivirus Detection

URL Reputation:
URL Reputation:
URL Reputation:

URL Reputation:
URL Reputation:
URL Reputation:

URL Reputation:
URL Reputation:
URL Reputation:

URL Reputation:
URL Reputation:
URL Reputation:

URL Reputation:
URL Reputation:
URL Reputation:

Avira URL Cloud:

Avira URL Cloud:

URL Reputation:
URL Reputation:
URL Reputation:

URL Reputation:
URL Reputation:
URL Reputation:

URL Reputation:
URL Reputation:
URL Reputation:

Avira URL Cloud:

safe
safe
safe

safe
safe
safe

safe
safe
safe

safe
safe
safe

safe
safe
safe

safe

safe

safe
safe
safe

safe
safe
safe

safe
safe
safe

safe

Reputation

high

unknown

high

unknown

unknown

unknown

unknown

high

low

low

unknown

high

unknown

unknown

high

low
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] No. of IPs < 25%
B 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%
Bl 75% < No. of IPs

Public

P Domain Country Flag ASN ASN Name Malicious
80.0.0.0 unknown United Kingdom =] 5089 NTLGB false

Private

IP
192.168.2.1

General Information

Joe Sandbox Version: 32.0.0 Black Diamond

Analysis ID: 412658

Start date: 12.05.2021

Start time: 20:49:12

Joe Sandbox Product: CloudBasic

Overall analysis duration: Oh 7m 2s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: Covid screening questionaire.pdf

Cookbook file name: defaultwindowspdfcookbook.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8
Update 211

Number of analysed new started processes analysed: 29

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: e HCA enabled

e EGA enabled
e HDC enabled
e AMSI enabled

Analysis Mode: default
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Analysis stop reason:
Detection:
Classification:

EGA Information:
HDC Information:

HCA Information:

Cookbook Comments:

Warnings:

Simulations

Behavior and APIs

Copyright Joe Security LLC 2021

Timeout

CLEAN
cleanl.winPDF@13/47@0/2

.

Successful, ratio: 100%

Failed

.

.

.

.

.

Successful, ratio: 100%
Number of executed functions: 0
Number of non-executed functions: 0

Adjust boot time

Enable AMSI

Found application associated with file extension:
.pdf

Found PDF document

Find and activate links

Close Viewer

Show All

.

Exclude process from analysis (whitelisted):
MpCmdRun.exe, audiodg.exe,
BackgroundTransferHost.exe, WMIADAP.exe,
backgroundTaskHost.exe, conhost.exe,
WmiPrvSE.exe, svchost.exe, wuapihost.exe
Excluded IPs from analysis (whitelisted):
131.253.33.200, 13.107.22.200, 52.147.198.201,
13.64.90.137, 92.122.145.220, 104.43.139.144,
2.20.142.226, 2.20.142.233, 2.20.142.203,
2.20.143.130, 2.20.142.225, 92.122.146.26,
2.20.142.228, 20.82.209.183, 92.122.213.194,
92.122.213.247, 67.26.137.254, 8.241.126.121,
8.253.207.121, 8.241.79.254, 8.238.85.254,
52.155.217.156, 20.54.26.129, 23.57.80.111,
20.82.210.154

Excluded domains from analysis (whitelisted):
e4578.dsch.akamaiedge.net, store-images.s-
microsoft.com-c.edgekey.net, iris-de-prod-azsc-
neu-b.northeurope.cloudapp.azure.com,
al449.dscg2.akamai.net, fs-
wildcard.microsoft.com.edgekey.net, fs-
wildcard.microsoft.com.edgekey.net.globalredir.aka
dns.net, acroipm2.adobe.com, arc.msn.com,
consumerrp-displaycatalog-aks2eap-
europe.md.mp.microsoft.com.akadns.net,
db5eap.displaycatalog.md.mp.microsoft.com.akadn
s.net, e12564.dspb.akamaiedge.net,
al22.dscd.akamai.net, www-bing-com.dual-a-
0001.a-msedge.net,
audownload.windowsupdate.nsatc.net,
arc.trafficmanager.net,
displaycatalog.mp.microsoft.com,
watson.telemetry.microsoft.com, img-prod-cms-rt-
microsoft-com.akamaized.net,
auto.au.download.windowsupdate.com.c.footprint.n
et, prod.fs.microsoft.com.akadns.net, au-bg-
shim.trafficmanager.net, www.bing.com,
displaycatalog-
europeeap.md.mp.microsoft.com.akadns.net,
skypedataprdcolwus17.cloudapp.net, iris-de-prod-
azsc-neu.northeurope.cloudapp.azure.com,
fs.microsoft.com,
acroipm?2.adobe.com.edgesuite.net, displaycatalog-
rp-europe.md.mp.microsoft.com.akadns.net, ris-
prod.trafficmanager.net, ctldl.windowsupdate.com,
e1723.g.akamaiedge.net,
skypedataprdcolcus16.cloudapp.net, dual-a-
0001.dc-msedge.net,
skypedataprdcoleus16.cloudapp.net,
ris.api.iris.microsoft.com,
ssl.adobe.com.edgekey.net, a-0001.a-
afdentry.net.trafficmanager.net, armmf.adobe.com,
store-images.s-microsoft.com,
blobcollector.events.data.trafficmanager.net,
displaycatalog-rp.md.mp.microsoft.com.akadns.net
Report size getting too big, too many
NtSetInformationFile calls found.

VT rate limit hit for:
/opt/package/joesandbox/database/analysis/41265
8/sample/Covid screening questionaire.pdf
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Time

20:50:18

API Interceptor

Type Description

Joe Sandbox View | Context

IPs

Match
80.0.0.0

Domains

No context

ASN

Match
NTLGB

Copyright Joe Security LLC 2021

SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash
Get hash
Get hash
Get hash

SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

Get hash

> >
/] /]
173 173
o o
2, 2,
2 2
@ @
o o
[ 7]
2 2
3 3
i i
) )
2 2
o o
3 3
o ®
c c
A A
[l [l

16x Sleep call for process: RArCEF.exe modified

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious

malicious

malicious

malicious

malicious
malicious
malicious

malicious

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious

malicious

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse

Browse

Browse

Browse

Browse
Browse
Browse

Browse

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse

Browse

Context

Context

80.0.0.0
80.0.0.0
86.16.83.28
80.0.0.0
82.32.79.178
82.17.192.153
80.0.0.0
80.0.0.0
86.18.93.173
80.0.0.0
80.0.0.0
86.18.99.199
80.0.0.0
80.0.0.0
80.0.0.0
80.0.0.0
80.0.0.0

80.0.0.0

80.0.0.0
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https://view.joesandbox.com/analysis/321004/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/321004/html/none?idtype=webid
https://view.joesandbox.com/analysis/319823/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/319823/html/none?idtype=webid
https://view.joesandbox.com/analysis/314199/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/314199/html/none?idtype=webid
https://view.joesandbox.com/analysis/306031/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/306031/html/none?idtype=webid
https://view.joesandbox.com/analysis/306019/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/306019/html/none?idtype=webid
https://view.joesandbox.com/analysis/304172/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/304172/html/none?idtype=webid
https://view.joesandbox.com/analysis/304157/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/304157/html/none?idtype=webid
https://view.joesandbox.com/analysis/299466/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299466/html/none?idtype=webid
https://view.joesandbox.com/analysis/299462/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299462/html/none?idtype=webid
https://view.joesandbox.com/analysis/296486/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/296486/html/none?idtype=webid
https://view.joesandbox.com/analysis/293771/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/293771/html/none?idtype=webid
https://view.joesandbox.com/analysis/292082/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292082/html/none?idtype=webid
https://view.joesandbox.com/analysis/292078/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292078/html/none?idtype=webid
https://view.joesandbox.com/analysis/291955/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291955/html/none?idtype=webid
https://view.joesandbox.com/analysis/291540/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291540/html/none?idtype=webid
https://view.joesandbox.com/analysis/291433/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291433/html/none?idtype=webid
https://view.joesandbox.com/analysis/287255/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/287255/html/none?idtype=webid
https://view.joesandbox.com/analysis/285024/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/285024/html/none?idtype=webid
https://view.joesandbox.com/analysis/280216/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/280216/html/none?idtype=webid
https://view.joesandbox.com/analysis/280187/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/280187/html/none?idtype=webid
https://view.joesandbox.com/analysis/321004/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/321004/html/none?idtype=webid
https://view.joesandbox.com/analysis/319823/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/319823/html/none?idtype=webid
https://view.joesandbox.com/analysis/317354/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/317354/html/none?idtype=webid
https://view.joesandbox.com/analysis/314199/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/314199/html/none?idtype=webid
https://view.joesandbox.com/analysis/309794/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/309794/html/none?idtype=webid
https://view.joesandbox.com/analysis/307254/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/307254/html/none?idtype=webid
https://view.joesandbox.com/analysis/306031/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/306031/html/none?idtype=webid
https://view.joesandbox.com/analysis/306019/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/306019/html/none?idtype=webid
https://view.joesandbox.com/analysis/305406/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/305406/html/none?idtype=webid
https://view.joesandbox.com/analysis/304172/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/304172/html/none?idtype=webid
https://view.joesandbox.com/analysis/304157/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/304157/html/none?idtype=webid
https://view.joesandbox.com/analysis/299647/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299647/html/none?idtype=webid
https://view.joesandbox.com/analysis/299466/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299466/html/none?idtype=webid
https://view.joesandbox.com/analysis/299462/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299462/html/none?idtype=webid
https://view.joesandbox.com/analysis/296486/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/296486/html/none?idtype=webid
https://view.joesandbox.com/analysis/293771/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/293771/html/none?idtype=webid
https://view.joesandbox.com/analysis/292082/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292082/html/none?idtype=webid
https://view.joesandbox.com/analysis/292078/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292078/html/none?idtype=webid
https://view.joesandbox.com/analysis/291955/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291955/html/none?idtype=webid

Match

Associated Sample Name / URL SHA 256 Detection Link Context

JA3 Fingerprints

No context

Dropped Files

No context

Created | dropped Files

C:\Users\user\AppData\LocalLow\Adobe\AcroCefiIDC\Acrobat\Cache\Code Cache\js\05349744belad4ad_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

data

dropped

410

5.654018499724671

false

6:men9YOFLVEWdIMOQID//trBwi7Z+P41TK6tUF8en9Y OFLVEWdM9Q3/PNGwi7Z+P45:vDRMOWRrBLZIECDRMOU9GLZIE
DEC335E88D36035E590C4702721CCAD5

ECA1F4A9E515FB639D4E46B2AFBFCC5179213529
690DABB7025EF80F26A88557736A8EB3DC58158D4792121A58A38F87A60CCACD
EE15777828DC134D66581A590CA1F38C45F1A4C2ED1D5AB173E447E0904F2024E84021098F70278C746776FF8F871B0C18ESB2EDB964FC477316EE14045CFEAE

false

C:\Users\luser\AppData\LocalLow\Adobe\AcroCefiDC\Acrobat\Cache\Code Cache\js\0786087c3c360803_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

data

dropped

522

5.602053535195373

false

12:V9z+f9PQgHd9zSIzCVIPQx9zLqi5i19PQ:Xz+f9PQgH/zRVIPQ7zLL5i19PQ
688B8DD41C34C35DA4867498F980COF7
DA214A9B170B24B0A966F5CB17ESE019AC47FCEF
E3E589AF203FF88B7609C5DE31F6E4DCF25123FF5DB11DA54474CFEDD6C82E4B

1C437A95A03DAE06D504237861E473C0AEOE752BB24515058231A720E4B7F9A2C16CFB3C3EEEDF2C386BE14DA85B4609DFEB9A867A684B4DAC40B4B7F2169F+
F

false

ttps://rna-resource.acrobat.com/init.js ....O. /....."#.DU.0.("A.1.x.".vl..*|Z..0...+.4....0..A..E0.
om/init.js .<.O. [..."#.D...(\A.1.x."\vI.*|Z..0..+.4...0.A..EO........c..... A.LEO0....coi

C:\Users\luser\AppData\LocalLow\Adobe\AcroCefiIDC\Acrobat\Cache\Code Cache\js\0998db3a32ab3f41 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

data

dropped

492

5.604216761198642

false
12:DyeRVFAFjVFAFI14lU06jDyeRVFAFVFAFCmMIU06jA:tB4v4s4SBtB4v4ACmSBA
34518FF7C31410A119F9AA4316D88055
AEE30F18EFC6835670FB30836FF109A48671A594
E7C1EBAF14688007A90E3FF1ABA9FD337AC41B629961BA7B2A1A46ECD596EACL

AA365517017C6EBA4336666A2A28BABFFCE4E1A733FC951C5E2F653E4357EDCB13EAFC9152007C7EDE3A947A68C5F00205266575966E1ABEFGEBG6BSFEB86A2
AF
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https://view.joesandbox.com/analysis/291540/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291540/html/none?idtype=webid

C:\Users\luser\AppData\LocalLow\Adobe\AcroCefiDC\Acrobat\Cache\Code Cache\js\0998db3a32ab3f41 0

Malicious: false

Reputation: low

Preview:
O\r.m.....V..N....... _keyhttps://rna-resource.acrobat.com/static/js/plugins/tracked-send/js/plugins/tracked-send/js’lhome-view/selector.js ./..O. /....."#.D...("A..hvDO.N.t@....
.n*......A.Eo. O\r..m.....V..N....... _keyhttps://ra-resource.acrobat.com/static/js/plugins/tracked-send/js/plugins/tracked-send/js/home-view/

selector.js ....P. /..... ....A.Eo....

C:\Users\luser\AppData\LocalLow\Adobe\AcroCefiDC\Acrobat\Cache\Code Cache\js\0Oace9ee3d914a5c0_0

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe
File Type: data
Category: dropped
Size (bytes): 232
Entropy (8bit): 5.674740600799347
Encrypted: false
SSDEEP: 6:mNtVYOFLVEWdFCi5Rsg/ll/QoJiWulHyA1TK6ta:IbRkiDplAWussk
MD5: 5F5CF41FA60536A6003C3EC0616527D4
SHA1L: D6B7923DC2F230499A84CFD63FC4FIF6B6CA3D80
SHA-256: F1114394DC66FB83E6AES88DCFD07CBFC7EFOF9C7B99306B7BC70DFEB582F49B
SHA-512: EAFO6E781F6F89CDCB6AE32D6C88FA968B5483D4F690FA305499D168765D87154D3E4972DF1E9F4302838990229F62533426919BCF681B794C037AFAC4EA2B62B
Malicious: false
Reputation: low
Preview:
O\r..m. keyhttps://ra-resource.acrobat.com/static/js/plugins/aicuc/js/plugins/rhp/exportpdf-rna-tool-view.js ....O. /....."#.D...(\A..8 P..a...R..Y....7.@..2Dm{.

A.Eo....

C:\Users\luser\AppData\LocalLow\Adobe\AcroCefiIDC\Acrobat\Cache\Code Cache\js\0f25049d69125b1e_0

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 210

Entropy (8bit): 5.5517093475716255

Encrypted: false

SSDEEP: 6:m+yiXYOFLVEWd7VIGXVugjR+//CgVyh9PT41TK6tt:pyixRueE/KgV4A1TE

MD5: AB03215B697DAB407F43A127EFD7A0D0

SHA1L: C902DDE27A25BFAB83ABA218C76DBE0344850758

SHA-256: 9C2D8C72CEAIBIAOCFB6395D79F7395833D1385F0E4DBF365B6AES56B1A48DD18

SHA-512: 0891D6F00BC7B6F819339D4EBD204617EC6E00556D64A04540F91718B782A0096B951555F1DF56F06AD56ACE241033F3D44EC7C36F8B75E084CES9FD9615C01B

Malicious: false

Reputation: low

Preview:
O\r..m......R...kP]g...._keyhttps://rna-resource.acrobat.com/static/js/plugins/app-center/js/selector.js ..".P. /...."#.D..q.(\AK.Q.....-_..y....0..>. . 1....A..EO..coeeirrnnn A..Eo.
...... tlo

C:\Users\user\AppData\LocalLow\Adobe\AcroCefiIDC\Acrobat\Cache\Code Cache\js\230e5fe3e6f82b2c_0

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 216

Entropy (8bit): 5.606624235711296

Encrypted: false

SSDEEP: 6:mvYOFLVEWdhwjQuC/WgjgNLZII6P41TK6tWD:0RhkwegjgNLZC6

MDS5: 284865294CDC9D7245488B83662C53CF

SHA1L: A3A4BF13A9C959A80E2E971805DB22C7E657C49D

SHA-256: 527675C50CBCF1596F7A779B59A4DD928EA31DECDAD76658D7BF1D6CC2629ECL
SHA-512: 381742D1C3FFF02EA88FAAAB79EF5491B8D70E1F70D48AA4ECDAEG8865A4EO0CA4CD69202B1EE1OFCDEB87710F415F94F8DAF8A3706A3664063F210E84703906,
Malicious: false

Reputation: low

Preview:

C:\Users\luser\AppData\LocalLow\Adobe\AcroCefiIDC\Acrobat\Cache\Code Cache\js\2798067b152b83c7_0

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe
File Type: data
Category: dropped
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C:\Users\luser\AppData\LocalLow\Adobe\AcroCefiIDC\Acrobat\Cache\Code Cache\js\2798067b152b83c7_0

Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

209

5.545254648643579

false

6:mJYOFLVEWdGQRQOAQxKI/mkyB6g1TK6tI:2RHRQC//uk41

63D0CAB3F2E208CE2E49D28570B846A1

EDOE75CA469945BA882FED887660ED65212F3D22

AAB914F416106BC98273437DDD14CB5E34E849BF8391BICA4EF5A45DF955EF44
CO1E07F08AE83712656B4AD6DF3C333A6438C58C43827E31F5F93FDBB2CA78BFCE719F2F6795553018397D61E540B160BC23BADDC687165F7EBADDE16D17CE

X7-ne.ALEO.....ccccuiinnn A..Eo

C:\Users\luser\AppData\LocalLow\Adobe\AcroCefiIDC\Acrobat\Cache\Code Cacheljs\2a426f11fd8ebe18_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

data

dropped

537

5.619776998478812

false
12:Z5MglUMuR/EVtr5sMHznMuR/Ed/zZ5MdWeMuR/E:ZSqINuR/ErSguR/Ed7SOuR/E
D6887184F539BCCC2F729B6555964216
ECO6E1B6D5F3C4315A4716E23C8A355AFBD75827
4B8B0OC60C7F843B1487DAAB3051B3A70BE7A941A7CAF68070D0C640AB607C7ED

B5D8C26FAC8BC02A5B887FDAA1D04680FEF2BE4A99282F25A9334B74EA7FESC98BD57D234882BD3C4F1BEO3C6ED447FAG613FBIBAOAC34886B0BC7566764A9E
E9

false

O\r..m......3....<lb...._keyhttps://rna-resource.acrobat.com/base_uris.js ..#.0. /...."#.D....("A.y...L<?W.Xi..A\Q3...J.}...d..~G.A..Eo
<lb...._keyhttps://rna-resource.acrobat.com/base_uris.js ....0. /....."#.D.Op.("A.y...L.<?W.Xi..A\Q3...J.}...d..~G.A..EO0.......cceeen A..Eo..
:/Irna-resource.acrobat.com/base_uris.js ....0. /....."#.D....C.A.y...L<?W.Xi..A\Q3...J.}...d..~G.A..EO0......cceernee A.Eo....... \O.....e.

C:\Users\user\AppData\LocalLow\Adobe\AcroCefiDC\Acrobat\Cache\Code Cache\js\3a4ae3940784292a_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

data

dropped

214

5.427085817724821

false

6:m4fPYOFLVEWdtucQ//q1xMby0zBUKSAALTK6tPt:pRpQ3sMbeZ
7BDB7ACFF32E1A3A0F52EC22A48356AB
4ADDOFE1225CF20649C35CB8D4D2C5CF8B9305CC
9FEFFCD8E28FC3467793B33740D9CD4B5AEAFO8E786237FF6D6ASABC8BI0C2A6
42BD8C942A9DB831D7D188E8FB64E48C8FI80CCAF9A587B87A845F63757DD6EE740FBECI1494DESA635E2BE2E2C44F77ADF337488A3E33EAC34801E45F8491!

C:\Users\luser\AppData\LocalLow\Adobe\AcroCefiIDC\Acrobat\Cache\Code Cache\js\4a0e94571d979b3c_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

data

dropped

531

5.5641850957306325

false
12:KkXxKMSCVAtUIHJakXxKMSCvnVtUIF/wkXxKMSCvgtUl:KkXxiC4WHJak XxiCOWNwkXxiC4W
A3F54427D23B74BE9D244931C5683B14

91B35CA442C40055B3B5D6652CF64D3B6551C8BE
32D0AB05207A063E91A1DC4532EBBE05430ADBICACBIB623CBD419CC54E1FDE7

DB176A17DF5C0A16E3552289D5D6D7302F6B1023044C46BB07D46C9A516432A4A165DFCCDBB688BBAADABADF3322F9390FCCF1378348757C5E59D7765528EF|
F

false
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C:\Users\luser\AppData\LocalLow\Adobe\AcroCefiIDC\Acrobat\Cache\Code Cache\js\4a0e94571d979b3c_0

Preview:

C:\Users\luser\AppData\LocalLow\Adobe\AcroCefiIDC\Acrobat\Cache\Code Cache\js\560e9c8bff5008d8_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

data

dropped

374

5.5836107687605745

false

6:mkI9Y OFLVEWSfOL1rl/E57yM+VY 1TK6tL+9/EKI9Y OFLVEWSfOLDI/2yM+VY1TKI:5h60L1raEkoFbh60OLIKG
66E6EDOD962BE147C369F94A9DE137E9

CB4352D612AB727CEC3F183453B2DA94E252B6EB
2E5307125E130196E06A355CCA955001C4E66E2739BFB3E88019606B7EAEE9FD
E090BCIOF74E0751D994B39F0630CB16FF63C8021B6D436E1B3F845A32479078085DA924AE49D83A354D651D3ECDE302D74362D23E912489102A5C5DCFC196D2(

false

O\r.m....jleee. _keyhttps://rna-resource.acrobat.com/static/js/desktop.js ....O. /....."#.DU...("A..Q.O.. j...._y..L"Z...2..@N..A..EO....ccoerurrrns A.Eo........ P O\r.m......;..
Ao _keyhttps://rna-resource.acrobat.com/static/js/desktop.js ..].O. /....."#.D..A.("A..q.0...j....._y..L"Z...2..@N..A..EO.....ccerurrrnn A.Eo......... ST

C:\Users\luser\AppData\LocalLow\Adobe\AcroCefiIDC\Acrobat\Cache\Code Cache\js\56c4cd218555ae2b_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

data

dropped

488

5.62650088717274

false
12:URVFAFVFAFWONbYwSeKaTLnLFMRVFAFjVFAFoHswSeKaTLn:UB4v4AwONswzXLnLFmB4v4oHswzXLn
742996CEFDF85D437C061B85613B793A

05F5331E9DDB6607C4F98BA34047F360725A5A14
02916063126D94FB21007CB2009D5195AD6ADED4882E51F2221D60BAB3574616

7F6DD50589ACD2505D6EGAE32E2AF5727411725EBOFB13E21DB372321E8FAC71C75787455947AB55F76BFDB1FD8AF7F8F63B9377741ADB51C7D4D9C1BDE37B!
1

false

O\r..m......t...R.1<...._keyhttps://rna-resource.acrobat.com/static/js/plugins/tracked-send/js/plugins/tracked-send/js/home-view/plugin.js ....O. /...."#.D...C.A.....H..{..2..
1k ..r4.C. .A.Eo
view/plugin.js .Td.P. /..

C:\Users\user\AppData\LocalLow\Adobe\AcroCefiDC\Acrobat\Cache\Code Cache\js\6fb6d030c4ebbc21 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe
data

dropped

211

5.5202737354369065

false

6:ms2VYOFLVEWdVBIEGdeXuuJ/FNCP11TK6tKI:BsR2EseVXCV
44FB8FE3DF8F87895781CDBE224C532B
2D13DA47ED67F13A11E2E2BEF77991500A38B214
9CFF4A5E3B534DB15442840F178816E8CC76934FDAA250DFBFF357EEF0383254
9FA962F30621D36CBOBOF78DOAFESBE3D51137704C2CB346A7FA0177C032CF4676EE88BESCE642AFAESDA7B4D007148B4C1643F43703A514630B8C760DB4ADI

1N\ ALEO A..Eo

C:\Users\user\AppData\LocalLow\Adobe\AcroCefiIDC\Acrobat\Cache\Code Cache\js\7120c35b509b0fae_0

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe
data

dropped

202

5.621895323159144

false

6:maVYOFLVEWdwAPCQPU/9BXx4B70hKIVA1TK6t:RbR16J1YBJIKC
7B004F7AD57B25BC5040F11DD2EE4B24
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C:\Users\luser\AppData\LocalLow\Adobe\AcroCefiIDC\Acrobat\Cache\Code Cache\js\7120c35b509b0fae_0

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C49F15C23D3A1F1D82D3E6DF26C4E57141E751A5
7D106DCC83E4EF60B8D75D0843BBCB32C28F2485220A68D4379129BFA0G5F3AF

7105AFA5422A7TECE013A91901530D59A9C1CD60BB33061D12BD07DEDD952FFAAF5778C52170803EA4D04FD62EB2FBE9DD1984C6F2BCFEAD2B50280E03ACFF
DA

C:\Users\luser\AppData\LocalLow\Adobe\AcroCefiDC\Acrobat\Cache\Code Cacheljs\71febec55d5c75cd_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

data

dropped

211

5.549689095703955

false

6:ms2gEYOFLVEWdGQRQVuyJ/4nQdFt1TK6te9//:B2geRHRQbQNOE
61C3EDC03B7A27D14269110E46206ECE
01280D1C2D6B48925F9969893741FDE1A9FFDFCF
A5F200CB5E7BE94E58E4133CEC252C6524C3060045A7B5F1309613C00FE4DD75

196E447C0114A622A372F3854B5245935BA742BFCEDBEFOCF7337E362FAC032D898B16EBF9254AE834D9ACF65147F661CD6C2AFB8618BA6D11D7C9DD2FAG45!1
B

false

O\r..m......S...W.%z...._keyhttps://rna-resource.acrobat.com/static/js/plugins/my-computer/js/selector.js ..2.P. /...."#.D..0.(.A@. .{0]...90|..qY....T....{..u.b..A..Eo....

C:\Users\luser\AppData\LocalLow\Adobe\AcroCefiIDC\Acrobat\Cache\Code Cache\js\86b8040b7132b608_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

data

dropped

412

5.638034623330597

false
6:mzyEYOFLVEWdrIOQOu/1t1S/1TK6tKzyEYOFLVEWdrIOQp/JoREt1S/1TK6tkN:WyeRIUtlwAyeRIEtlwq
D83D6D9CEESE070FD03832A67B575131

EC5BED8076C731407BF3FEEF1678B75E1B605DAE
DF8B53481EF69E1008A3883F80015128B4AD4A97333FCDD885A41BA9821F723C

9046B8BB6BED4D8424E184CC007B4FD7C4E76EES1482ED7154BA1EAG6ADFAC980687AA00E752661E5CB356BD957EED43A3F3F0F29203EB2034F499FEAB26CD1
98

false

C:\Users\user\AppData\LocalLow\Adobe\AcroCefiDC\Acrobat\Cache\Code Cache\js\8c159cc5880890bc_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

data

dropped

218

5.526326561390346

false

6:mnYOFLVEWdhwyuQUEblwrqwK+41TK6tW:wRhhCjwK+EQ
13BEA2361F857F84E17F00329FFD4B85
39C39B1D03641B4795DA392467C670C75FF2BBF7
F979D1F5B06D4EAGAFD8CADO7E4ACCBDI952E2AFB1B812C71D6DCIC80758FAAS33
F935FD32458CDB58D975CF38563CC141B56099D25A9777072480BD213BFF645F9A1F356 ACES215F50E222B54A704F37D1FFOC5B713EDA4EEFED60B82825B5FE!

false

O\r.m....
...A..Eo..

._keyhttps://rna-resource.acrobat.com/static/js/plugins/sign-services-auth/js/selector.js ..b.P. /....."#.D..R.(".A.......7...0..a=.98I......(3.$G.A..Eo....

C:\Users\luser\AppData\LocalLow\Adobe\AcroCefiIDC\Acrobat\Cache\Code Cache\js\8c84d92a9dbce3e0_0

Process:
File Type:
Category:
Size (bytes):

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe
data

dropped

460
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C:\Users\luser\AppData\LocalLow\Adobe\AcroCefiDC\Acrobat\Cache\Code Cache\js\8c84d92a9dbce3e0_0

Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

5.630708382011567

false

6:mYXYOFLVEWdrROk/RIbuDw/3apfO441TK6teY XYOFLVEWdrROk/RJIbu9//uzfO4h:/RrROk/MQapfLEVRrROk/8ezfLE
92BED6AA14A6FB64498835C0114441C8

D3F8B4687EC74B36B9FA81E17910723F3DCB1A03
6AD78C84DDC46DBC867BFFAF788675264F86FC16E95ES5EA98C59A34700916EEL

544BB270B6287F17E54E63F6D5895D1D7051B83A8CDAED1CEC89E30AE8486545A8F7D7BES8A2DA0DC5B4A40FEC312E359ECF633879A6B3A07C86772D33F9AE
CcC

false

Oo\r.m.....f..F....... _keyhttps://rna-resource.acrobat.com/static/js/plugins/desktop-connector-files-select/js/selector.js ....O. /...."#.DV...("A..~.rw.+[....1.)?. f.U..(=.=.A..E0.....
._keyhttps://rna-resource.acrobat.com/static/js/plugins/desktop-connector-files-select/js/selector.js ....O. /....."#.D..G.("A..~..rw.+

C:\Users\user\AppData\LocalLow\Adobe\AcroCefiDC\Acrobat\Cache\Code Cache\js\8e417e79df3bf0e9_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

data

dropped

372

5.627001326177895

false
6:mmDEYOFLVEWXIG9/II/Z1QPLr1TK6t7RMDEYOFLVEWXIFal/LnoK1QPLr1TK6tR9:xqTFr/CPLNRUGTSMoKCPLNv
4654CD13E1B4F935A0A7FAF8F30FESBF

0CCB80F1BODED77D0E5749C63E06D5CEE8F62AE23
7EC1438E90C389B79C5ECAA87CF6FBFEC16F5DDCF09ED514878CB62EF746301D

AC772C63EF36A772FE8431519BCE325FA1976CC97EBE42C010433110E51DECC22D887B1A924E62535FA846FC59187ECCADBO36A7704CE24B7BB60C35F1FA26I
0

false

............ A..Eo.

_keyhttps://rna-resource.acrobat.com/static/js/config.js .4N.O. /....."#.D..B.("A..~]...%s..<...n.f..<..1#.U.A.Eo...

C:\Users\luser\AppData\LocalLow\Adobe\AcroCefiIDC\Acrobat\Cache\Code Cache\js\91cec06bb2836fa5_ 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

data

dropped

414

5.609451816918566

false

6:m52YOFLVEWdMAU1U/8jISEJ41TK6t052Y OFLVEWAMAUH/BSEJ41TK6tP:zZRMgsDVRM9JsD
DA9B0OC676B73C5D889C6372B5DF762AB
32D18A9D072DCO61F75BA9B8C460BDB146C62866
CB583BBA1B9A1DA05A19F7830C204505211A0B876559725F9BF1714861F8E4A2

FGAGABEFB64541B35D14A198826BFE6248193F2799561959D0ABEOC69A3CBFCFO6E072ECD0409C2000032B27A8C8ABEE1BY9AA4983D0D5B5102E174B3FC4EL6GE
3

false

C:\Users\luser\AppData\LocalLow\Adobe\AcroCefiDC\Acrobat\Cache\Code Cache\js\927a1596c37ebe5e 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

data

dropped

420

5.60683929488263

false
6:mYilPYOFLVEWd8CAdAucTu/o+Fong1TK6tTQYiIPYOFLVEWd8CAdAuIdKY/QhFz:61JRFTqFoMKIJR9ItnsFoMx
E7BF42053D0309661E4301B476D3EFB5

2750515034E816C2C6A4482F0E09FB5C464107FD
16F99D3D7E3938F3CB5795EB1F8C84662D67B7562969F6A2DB3B206777E96E00

F996AB721EDBBE1B95D01BD94E3C95A32BOD2AEDC787589E458D6706CAAAB34D7352C2610DDIEA91D2E8669B1D961D07735E127FAECE98C7A26BDD92DEY94
17

false
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C:\Users\luser\AppData\LocalLow\Adobe\AcroCefiIDC\Acrobat\Cache\Code Cache\js\92c56fa2a6c4d5ba_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe
data

dropped

446

5.5959356557566915

false

12:F8hRrROk/OUNhOe2n/n8hRrROk/3+qK0e2:UPJ/OUNhN2aPJ/OgKN2
B4CECFA68E9A454FED73FD315D5CC447
220EE72F21E46F5A09D3A0B80125AF2DCC783F3D
445165CE216F90B77871598935C567F209CEBC91F1A4808DF752830142717C2E
864D4B46A808D746428AC7046AA0D0186EC30B850CI3A09CABESF2A12623252EDEY713F93D7BAF0267435F207655D84113736B5713D8A2ED1535FFD071BB7559

false

O\r..m. keyhttps://rna-resource.acrobat.com/static/js/plugins/desktop-connector-files/js/selector.js .d..O. /....."#.D.r..("A..%.k.SZ..~W.....:)'B..ad......A..Eo.

..0\r.m......_...h......_keyhttps://rhna-resource.acrobat.com/static/js/plugins/desktop-connector-files/js/selector.s ....O. /....."#.D(.G.("A..%.k.SZ..~W.

C:\Users\user\AppData\LocalLow\Adobe\AcroCefiDC\Acrobat\Cache\Code Cache\js\946896ee27df7947_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

data

dropped

426

5.688531673448058

false

6:mLrnYOFLVEWdrloJUQaQ/adrrNJIli1TK6ttLrnY OFLVEWdrloJUQDb/a/qrNJli/:ehRcjNrNJICPhRchirNJICh
7E462C28365B5E0D5F07761CB6D3A503

AC5D137C194EBB265DCCAAEABCE44745E0AEA453
36C0A0599D7FCC51B78F562EE7D897FEEAE1DCB2356F5EFDBFAE444BE9CCF943
C7F4D4A4956DE723E9AAEB6202BBD2FC6B11AE1CI96C0D8126340B3A03BF9657354042D8AFD2C34CFFBBE6648457422B1BB34AB2CI6A824C859E00235ABB440!

C:\Users\user\AppData\LocalLow\Adobe\AcroCefiIDC\Acrobat\Cache\Code Cache\js\983b7a3da8f39a46_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

data

dropped

416

5.604808200730213

false
6:mOEYOFLVEWdrlhup/jQwZLzgm2d/1TK6tDP9/EOEYOFLVEWdrlhuYl/arZLzgm2U:0R4wRReV8RJIrRReW
BB8B7CA041DA49260F9F71AFB808D68A

0D95A3F0AF2EC3961B2966A0238F65D35F8987E1
CB07156C717624C71A95FFOE69886A31641208C8E7A35AB1195E7A033374E90B

39B2162644CE597A05BA35D35BBD6993F225272A7FE201DBDA31DB7AE7B5EE6F03FF86FFFEC20C114D28718B7C57C5BDCAF5A76443CDOEF85AA0976A08DCBI
91

false

C:\Users\user\AppData\LocalLow\Adobe\AcroCefiIDC\Acrobat\Cache\Code Cacheljs\aba6710fde0876af 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

data

dropped

376

5.642850545814132

false
6:MAEIVYOFLVEW1KII/X2kx56uvplTK6tw/MAEIVYOFLVEW1KCQ/Nf50kx56uvplTg:6JIKn9ewIIKp2
ACEF3DACBE5C07BE6D3E600CID7B264B

ECCF9C16513739726D9D2D46937F327A2258D84B
1D69CEE790D35BB7C6778E736273CE7F74C6A7AASBOBACFBCCCACT7F82C724D29
2F89555929892CD5193E620835334ECAFA3500EC37EB264B38C95A2DADFEOBA3B806940BB3331F84BE71B0F03AA0940E9299D90FDIC58FEC85CD1CB8357679B
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C:\Users\luser\AppData\LocalLow\Adobe\AcroCefiIDC\Acrobat\Cache\Code Cacheljs\aba6710fde0876af 0
Malicious: false

Preview:

_keyhttps://rna-resource.acrobat.com/static/js/rna-main.js ..x.O.
..m......<...)6......_keyhttps://rna-resource.acrobat.com/static/js/rna-main.js ..p.O. /

"#.D+3..("Az?..SwC.. .y.....V..7TR-O.....A..Eo0.
#.D.*.(.Az?..SwC..N.y....V.7R-O.....A. Eo

C:\Users\luser\AppData\LocalLow\Adobe\AcroCefiIDC\Acrobat\Cache\Code Cache\js\b6d5deb4812ac6e9_0

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 214

Entropy (8bit): 5.6479437440830464

Encrypted: false

SSDEEP: 6:mWYOFLVEWdBJvvu5aTu/CBlihUDLYtmOZn1TK6tIX:XRBJIJTUKBIXDcFZLH

MD5: 0AAO030D90CC31BEF9ESAEF39721A7F23

SHAL: F222B5211F1CF592CBFDD5C6DEE79594DB060686

SHA-256: 1D90A32EA6614CFF59B536BE19C040AF1DIBE78EBB0O28E2852646F630BD16B7D
SHA-512: 7F56D73A605FEF03401D2BFB456FAFES6910C6E80D42ACC9908263879FBF6EEBC0C020617C2556567CB79CB8E9ABODDAAIFEBA7FSEED5E9079105F63C92882€
Malicious: false

Preview:

..._keyhttps://rna-resource.acrobat.com/static/js/plugins/activity-badge/js/selector.js .6L.P. /...."#.D.,q.("A....t.q.W.EZ....1...[.ZC.7mD..A..EO........cccueuue.e A

C:\Users\user\AppData\LocalLow\Adobe\AcroCefiDC\Acrobat\Cache\Code Cache\js\bba29d2e6197e2f4 0

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 633

Entropy (8bit): 5.644573125305351

Encrypted: false

SSDEEP: 6:msRPYOFLVEWIa7zp7eQ/dVPulTK6tssRPYOFLVEWIa7zp7Ql/izkVPulTK6tcV8s9:BPHDcxPHvc6VrPHTNac

MDS5: C636B839F65FECA43DIBFD2E7CB8B832

SHA1L: 6E61ED5E78C231F80ED5AB28F6C5834EC2D10F69

SHA-256: 4C221D9EB353259644265DC7ACFBB25B3ADIC46398248643A49BI3FCFCA97986

SHA-512: C52ABEDD859B281A2341A6B64C24A58DB6FA004C659285797F6B846AD271C265137AC38A87F4B239564AEB8B416D93A7B67EE3B8CESBB5DDD3C6A79EFSE694
D9

Malicious: false

Preview:
O\r..m......S...{j....._keyhttps://rna-resource.acrobat.com/static/js/libs/require/2.1.15/require.min.js ..@.0. /....."#.Dz7..(.A..L..Im.@......... E.NW...IP.A.EO...cccviinn A.E

.0\r.m......S..{j....._keyhttps://rna-resource.acrobat.com/static/js/libs/require/2.1.15/require.min.js ....O. /...."#.DM.p.("A...L..Im.@......... E.nW...IP.A..Eo....
.j....._keyhttps://rna-resource.acrobat.com/static/js/libs/require/2.1.15/require.min.js .0..O. /...."#.D-...(‘A...L..Im.@......... E

C:\Users\user\AppData\LocalLow\Adobe\AcroCefiIDC\Acrobat\Cache\Code Cacheljs\bf0ac66aeleb4a7f 0

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe
File Type: data
Category: dropped
Size (bytes): 208
Entropy (8bit): 5.563960851854798
Encrypted: false
SSDEEP: 6:mKPYOFLVEWdENU9Qb/zbiwiM3Y 1 TK6tON:bIJRT9sLuwr0
MD5: 55FE447E96941A879A685ACC5175F72F
SHA1L: 3E521F85FAF60F2C4060E2F5E00CDBF652622A19
SHA-256: D321A8534A5026E6C7F298557102A6A3264F6491465318959777544CF9903290
SHA-512: F3781D277A85ABCFIA5C134C54C146F3DC04A6FD581716EBCFOA070C4FI3E346A4C6196FDIA05951E8887E00A05847549CBI1506F1434371BDOFA14FA62CCO9¢
Malicious: false
Preview:
O\r..m......P...Yft....._keyhttps://ra-resource.acrobat.com/static/js/plugins/uss-search/js/plugin.js ....P. /...."#.D8.X.(".A...M...m+IS..e.....<7.U.P8*.0K.A..EO0.........ccoc..... A..Eo.

C:\Users\luser\AppData\LocalLow\Adobe\AcroCefiDC\Acrobat\Cache\Code Cacheljs\cf3e34002cde7e9c_0

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe
File Type: data

Category: modified

Size (bytes): 208

Entropy (8bit): 5.61379031328076

Encrypted: false

SSDEEP: 6:MQt6EYOFLVEWdccAHQNK/b32jBRCh/41TK6t6N:XRc93tz32DI/EAN

MD5: DC0156730EC250A3393EAD9408911EB2
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C:\Users\luser\AppData\LocalLow\Adobe\AcroCefiIDC\Acrobat\Cache\Code Cacheljs\cf3e34002cde7e9c_0

SHA1L: EC4B5717EA219A94B5C16C6C192991F66DFFC7C9
SHA-256: 9F6420D7CC7DEDB7DED8580062C1DBB0952C36528CEE67AC81F291AD650509F9
SHA-512: 9AFA74D950965413C533877DBB1E80691B0080057D602A009FF4A069F827A6D3D0ODF4C7D342406961DF3A25FEOFCF99008DFD2F0961370EC41864A94612C8F36
Malicious: false
Preview:
O\r.m......P..W3......_keyhttps://rna-resource.acrobat.com/static/js/plugins/scan-files/js/plugin.js ..f.P. /....."#.D..|.(.\APJm...0x.x..RD...BB!@5..<..]....A..EO.......ccoueuu A..Eo.

C:\Users\luser\AppData\LocalLow\Adobe\AcroCefiIDC\Acrobat\Cache\Code Cache\js\d449e58ch15daafl 0

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe
File Type: data
Category: dropped
Size (bytes): 231
Entropy (8bit): 5.5821936841774
Encrypted: false
SSDEEP: 6:mqs6XYOFLVEWdFCiSmhuHI//GwVULIF4r1TK6tr/:bs6xRkifWZLIF4nt/
MD5: D0OC487A2B367E8031201DED4E1BEF7D7
SHAL: D413025D9B23D99B74CFF8834D862CDDCF2AFF75
SHA-256: 1EEEBE423796826C5AFF46C66064934D15491F3C21C2D8837E93D7F4BE60D62F
SHA-512: 5ACBO05CBE49609318482E3FB2CC755508AF7129B487FA6FC8E4F567D69ADEEEO03830BB7E3DB15FAE849B34AE99661BD398A597B910B0CI90DDB4B14903F75(¢
F
Malicious: false
Preview:
O\r.m....
~.A.Eo...

C:\Users\luser\AppData\LocalLow\Adobe\AcroCefiIDC\Acrobat\Cache\Code Cache\js\d88192ac53852604_0

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 215

Entropy (8bit): 5.504940839826921

Encrypted: false

SSDEEP: 3:m+IPHYs8RzYOCGLVHKWBGKUKjXKXgjuSKPWFvWkKrwl/LYECculisLK5m1TK5ktrN:mhYOFLVEWd/aFuk/EEN941TK6t

MDS5: 62E008A7D8FFF3F711E613B48FA44B2C

SHA1L: 5AEA20A400051F13A5459BCCOAB99E275D507CCB

SHA-256: 324C1A5B748792B21DC7D88259ABB751E350A7615737FFAC79B77DFAF530EDA3

SHA-512: 504BD04AC68616B5BC51B39697EDIE046C38A2434F6EE782B33114BB68F1DDB4BF637D4BE239CBABA1D45D5B454DA4AA163651F4E56305451ABBE389C70B69t
0

Malicious: false

Preview:

C:\Users\luser\AppData\LocalLow\Adobe\AcroCefiDC\Acrobat\Cache\Code Cache\js\de789e80edd740d6_0

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 208

Entropy (8bit): 5.526917886013214

Encrypted: false

SSDEEP: 6:mMRIYOFLVEWd7VIGXOdQ8u/2X0BMqVd3G4K41TK6t8:2DRURTUOYBIVd2kK

MDS5: B7BE78F75F1E1585EE5C3A23732471DC

SHA1L: 77D6E2777CB15C030998D763AF52AA5F8E0C6642

SHA-256: B4B775AATEAE048C989C81A2902E54289A37C2C052132658709049B79EAAB8FO

SHA-512: 60DD90378F05CEB598742C4FA497D25476E40B4481E3F2F77F4D007EF3ESDBB7F8AF68693C543410CEF1A82C3A31CE1B47F5E545BBOBA38BCCIC44B77DCBA4
5

Malicious: false

Preview:
O\r..m......P...y.p....._keyhttps://rna-resource.acrobat.com/static/js/plugins/app-center/js/plugin.js ..l.P. /...."#.D..q.(".A..y.$..$.v5}...T...z.]..._S....AL.EO...ccoerrrnnn. A.Eo...........

C:\Users\luser\AppData\LocalLow\Adobe\AcroCefiIDC\Acrobat\Cache\Code Cache\js\fOcf6dfa8alafa3d_0

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe
File Type: data

Category: dropped

Size (bytes): 416

Entropy (8bit):  5.614572592029062
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C:\Users\luser\AppData\LocalLow\Adobe\AcroCefiIDC\Acrobat\Cache\Code Cache\js\fOcf6dfa8alafa3d_0

Encrypted: false

SSDEEP: 6:mkqYOFLVEWdBCAdIQA/20dmuA424r1TK6tn+kqY OFLVEWd8CAdIQVKYQ3uA4244:+RQKO07rnsRQbtdern

MDS5: 914CB09EB409B485EF76B53A4EAD1C7F

SHA1L: 231142F2F148111ED79BD2FF8235902D84FFFAOD

SHA-256: C65751920890B7A394358AB374E5F6C637F01F5A33C5B1BEF4BC392262C87213

SHA-512: 86A1B90B93C29D78F36EB71F4D9D242DE3D076518360474C0F90E08633B9E4E71ABIBACS5CEC429F849A57DD31B3557AA221858E5A3A649901AEDAEED31A572¢
Malicious: false

Preview:

#D.QU(CLAR.@. K(v.8g..5.~_ ... ]P}.*..6.A..Eo0.
QK O\r..m......P...gT....._keyhttps://rna-resource.acrobat.com/static/js/plugins/signatures/js/plugin.js ..(.P. /....."#.Db.}.(.A#..@..k(v.8g..5.~_....]P].*..6.A..Eo0.

C:\Users\user\AppData\LocalLow\Adobe\AcroCefiIDC\Acrobat\Cache\Code Cache\js\f4a0d4ca2f3b95da_0

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 210

Entropy (8bit): 5.5082815371993235

Encrypted: false

SSDEEP: 6:moXXYOFLVEWdENUAua+//eyyC8n1TK6t:xhRTXGy7Q

MDS5: 4DEC24470D21F21DC2470CCEOFBD47CC

SHA1L: C4AEB3007486B2F292DD67FC4352D9B7160300CB

SHA-256: COF63C7D9C9A75B0C50BA98C67D6A2EAAL32E149596E2E41BEBAAEBFO6DDC7AS

SHA-512: 33BFC19C0CDB4DD1AAA955B9300DE9BAIDIDEI04012EE189BECIF017652C5FD560E666E0CFCIBA44E736FBCE4ADE14182BBFBBE42295B1FAA695CABB667934
322

Malicious: false

Preview:
O\r.m.....R........... _keyhttps://rna-resource.acrobat.com/static/js/plugins/uss-search/js/selector.js .0".P. /...."#.Dn.R.(".A8.../...;\\0....1.......... + . ALEO A.Eo....... d..

C:\Users\luser\AppData\LocalLow\Adobe\AcroCefiDC\Acrobat\Cache\Code Cache\js\f941376b2efdd6e6_0

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 442

Entropy (8bit): 5.669621689119283

Encrypted: false

SSDEEP: 6:MmQZYOFLVEWdrROk/VQFC/Fb6LMB41TK6t5NMQZY OFLVEWdrROk/VQQC/n50LmB40:nRrROK/VITMRIRrROk/VOVMM

MDS5: 84C86397F33CF46D316050516C3E9BOD

SHA1L: 55430B172A7AF2401840DECB5DF2ADBD0982348A

SHA-256: 7A7469C7D3E415895FEFC460D0E22880E24EF2A0BB07F7B5343E481663FD6F70

SHA-512: 23CA021B290CB27F62A012D70BAC69F907CB601A01CAD756B98D2CC5D5D353BBE4ES51D4BFID132AF85CA0280D529E5CC638D5089704E4D5826FAAFCIBI3A0;
c2

Malicious: false

Preview:

C:\Users\luser\AppData\LocalLow\Adobe\AcroCefiIDC\Acrobat\Cache\Code Cache\js\f971b7eda7fa05c3_0

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 210

Entropy (8bit): 5.567960078509127

Encrypted: false

SSDEEP: 6:mZ/IXYOFLVEWdccAWUK/axAdm9741TK6t:qgxRcEyxAdu7E

MDS5: BA811860949FBEFOB2B3667352E5E5F7

SHAL: 107818D7821A1E5567175E0B8C58C1E47EA36AD8

SHA-256: 320A26BC4C406A7653AFF97366F0505593854126410B3F35441602494AF7989D

SHA-512: EECBD4D7C6ED11FA30F94818E9E0790970CEF6A225372F1EAAODBE26C14E1EAA92152FC91DESE3E570D4906B28C6404091C7B245B956BED54DAECFB52F489/4
EO

Malicious: false

Preview:
O\r.m......R _keyhttps://rna-resource.acrobat.com/static/js/plugins/scan-files/js/selector.js ....P. /...."#.D..0.("A...U....>P..X..x..0U.~;m.x.k.A..Eo0....
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C:\Users\luser\AppData\LocalLow\Adobe\AcroCefiDC\Acrobat\Cache\Code Cache\js\fd17b2d8331c91e8 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

data

dropped

204

5.535079718631051

false

6:mMOYOFLVEWdWAPVUZeQ/BAkIN1TK6txIFI:2R1yZAqLTIf
3F89BF26CEBC79EF4EA30450BF90507F
E224E3300AD5D72E78BA6COB7C23C850E1AEFES2
6566E685906B746FCOAB40266EB58A33AEA4273224E4FFB21FC8BOCD2866EDC1
23FDB7D808E7E5466B35DCE559A4FF9AD6180A77ADF3900081CD7D328EBIA7CIB54F83605B1874DF901F5520D476CC733D4A6D5BD05389A78916E5E29138C79

false

O\r..m......L....Ey....._keyhttps://rna-resource.acrobat.com/static/js/plugins/homel/js/selector.js ..[.P. /....."#.Dk~R.("A....k....F..D..O.n;[.1m.....=..A..E0....

C:\Users\user\AppData\LocalLow\Adobe\AcroCefiIDC\Acrobat\Cache\Code Cache\js\fdd733564de6fbcb_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

data

dropped

212

5.623216694526563

false

6:m3PXYOFLVEWdBJIVYQN//P5452zhcsBXIh1TK6t:mxRBIQGHI2DBO
93D2BED395B9B53D622BE99BD5BDIF79
7TE44BFA9B4E786F3E8D5SEFAEFFFC99B725332D86
E9696368456E7C98FIFD5BA4E78B4150FA3C83F9EBCE7DC36AE920DESC3388AD
9AFAF5680B0092350D158B6D710951BA560B32AE145A67D4438093BA5A958E7D8F8FFEECDDA4F463F2968DB4AF98373E6FB169D109013FF59DEF32A4C71DE74C

false

O\r..m......T......z...._keyhttps://rna-resource.acrobat.com/static/js/plugins/activity-badge/js/plugin.js .)..P. /...."#.D-&r.("A...k..".N3.... .d.$[.... { A.EO....cc0eerrrrn. A.Eo........ n

C:\Users\luser\AppData\LocalLow\Adobe\AcroCefiDC\Acrobat\Cache\Code Cacheljs\febb41df4ea2b63a_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

data

dropped

456

5.617118546169625

false
6:msPYOFLVEWdrROk/RIJUQRt/moGc3Me/1TK6tQ2sPYOFLVEWdrROk/RIUQ6/DVoMr:3RrROk/scQoGeyHRrROk/sxVIc2R
2A5CC43C5300D69A0AEF18ADOEBC755B

949B0D321C3B35F5775A5E45C1FB3871EDBASELC
4B44F07FC64ADIBCEO3ED976858DCBEABB3DE4BA3BCI799E6CCBAS0CFOD5D35A

C91F4881C4BEC2797B4AA578CA7TFB3B25A7ADADG50E773AA20B0D817D1E3E60C2ACDIAE3A8B286B7F29A00B635ADC378D4583E67DFFBBEGS5C17A7BD6AG20E
86C

false

O\r..m......d...<.s....._keyhttps://rna-resource.acrobat.com/static/js/plugins/desktop-connector-files-select/js/plugin.js ..5.0. /....."#.D.M..(".A.....9Q].80.z....=...N.{....N{.
o\r..m......d...<.s....._keyhttps://rna-resource.acrobat.com/static/js/plugins/desktop-connector-files-select/js/plugin.js ....O. /....."#.D.H.
("A....9Q].80.z....=..N{...N{A..EO...cecocurrrnrnnne A..Eo.....htmL........

C:\Users\luser\AppData\LocalLow\Adobe\AcroCefiDC\Acrobat\Cache\Code Cacheljs\index-dir\temp-index

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

data

dropped

2016

5.319564755198512

false
48:JGnojTcmSBoiMIMRY1Q3V1gMcFiLLIISOVBMWGsAg15G29FSGIWj:Jjgon/Mwxj
4441C84D470AC556388E9A809802EDB3
DF2700C7CF90F29EE63857386A1092EALICDABD2A
2ABDD21EC295680E92FE6ACEEC16DD7EE50F43582D191BA7970B1ECA74A5401D
3140E3B2D9D3AF5105B6A09C8D4DFOF06459DE91D7320B69658319358299F4F2273147387BCE2DD108BF1DCFCB19A56C746B2A00BEBE958390D7CDO086FF8ES0

false
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C:\Users\user\AppData\LocalLow\Adobe\AcroCefiIDC\Acrobat\Cache\Code Cacheljs\index-dir\temp-index

Preview:

LUsoyretne. Y~A.@

q.@ .
Al@.cooeieeeeees >.0.0y retne

C:\Users\luser\AppData\LocalLow\Adobe\AcroCefiDC\Acrobat\Cache\LOG

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: ASCII text

Category: dropped

Size (bytes): 295

Entropy (8bit): 5.151182115669985

Encrypted: false

SSDEEP: 6:mXVQ0q2PN72nKuAI9OmbnIFUtp8VQ7zZmwP8VQKkwON72nKuAl9OmbjLJ:syOvVaHAahFUtp8yf/P8yK50aHAaSJ

MDS5: 9DABEB68FC8EF65616B05A46D9EF73ED

SHA1L: F245046888E5B2CAAA4686671AE7A33077FES8BC

SHA-256: 312256FF622E1928E9AFF8C970AED5368628B85C4706397D7F0772F121F93913

SHA-512: 6D376958B3BFF2A4F21A8C93B4E596E047C3A7EED42E529E30382B09CDEAS12F467FB85BC38A42E3F8744EF04057B01CAAB4A1IECB40DAB55E67CC7ASDB2CC!:
4E

Malicious: false

Preview:

2021/05/12-20:50:27.367 b40 Reusing MANIFEST C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache/MANIFEST-000001.2021/05/12-20:50:27.372 b40
Recovering log #3.2021/05/12-20:50:27.373 b40 Reusing old log C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache/000003.log .

C:\Users\luser\AppData\LocalLow\Adobe\AcroCefiDC\Acrobat\Cache\Visited Links

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 917504

Entropy (8bit): 0.007716873612814605

Encrypted: false

SSDEEP: 24:T+X8I5mv+X8I5mv+X8I5myrY5mrY5mmHY5mmHY5mm:To350035003525T5K5K5

MDS5: 545783574F55AE7B68107D94104DF5DC

SHA1L: A165613C78A951FE14CC2DE4C0119545FB09CBI7

SHA-256: 4FD5A8538D675D352B60CCF8E1EE7BC3A43F35696354EAFF170465BBD8D6D2B0

SHA-512: 8E235F34944EF6299185ACA3691FA27C31BD81110EE08898801A333A0D4C6F89D398AACEAEC54C1CAAB49C592C3FIF008DF7124C216A0AFEAC8087AB2DCO0B!
A

Malicious: false

Preview:
VLnk..

C:\Users\user\AppData\LocalLow\Adobe\Acrobat\DC\Connectorlcons\icon-210513035019Z-248.bmp

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroRd32.exe

File Type: PC bitmap, Windows 3.x format, 92 x -152 x 32

Category: dropped

Size (bytes): 55990

Entropy (8bit): 2.175166721963963

Encrypted: false

SSDEEP: 192:NzpwhCg1InAs3wmHRNcVR5CWdQIiID22PBY/WXmtZZ/1ImdYNSWp:Nzpw52As3wWRnNcVHN4D2075NImdQSm

MDS5: 3E298A727A119EED868056DB8DAGAABA

SHA1L: 89CC1B3CF843B43864CD15181298F7C455B61DE7

SHA-256: 6388A23A4CEE5DD1C5A5AF2F09ES3AEF7ED48BF458C13B6732FE3BESB49F89D9

SHA-512: DD09D315D2986315E3C2D843DA8C06472765CABIAAC2F7CBEGFO34E3082BEBD2B220EA69AALICF89AF243AB861A15AF213EED86DDE7A05369539953F9CA8874
A

Malicious: false

Preview:

BIMieeeBe(eo-dee Ml oo e ee e s s seessseessseesssesess L1111 ¢ s s e e ettt

C:\Users\user\AppData\LocalLow\Adobe\Acrobat\DC\ReaderMessages

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroRd32.exe
File Type: SQLite 3.x database, last written using SQLite version 3024000
Category: modified

Size (bytes): 32768
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C:\Users\user\AppData\LocalLow\Adobe\Acrobat\DC\ReaderMessages

Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

3.385087204832873

false
96:iR491VXEB0odRBKQIOhFVCsL49IVXEBodRBKRXIOhAVCs7491VXEBodRBkIXIOh93:iGedRBwedRB6edRBxedRBj
9386494C66C372EA3BF1F17D4826B911

213CAB456BDA0F802DEF3DAB8CAEG5F8A8122DF5
0896349509AAAC2EA4234830CE85F5CB6F848DC0OA92FES9C7F4C27D7ACDFO6EC

3666B241DD3F8AECA3382A8F73BD462EDC88CBOEE92CDBA0285D7C4ED77766079DDCEB48AC899152CD278DBC1A118AB6F1F40A88E5BDOCB25B11761639294
EED

false

SQLIte FOrMAat 3......@ oo $....o Liees B UL U 150 TSP U TP U P UPUPTSRRPOPP

C:\Users\luser\AppData\LocalLow\Adobe\Acrobat\DC\ReaderMessages-journal

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroRd32.exe

data

dropped

34928

3.1986323233414984

false
96:a70hFVCPV949IVXEB0odRBKk1IOhFVCsPLR49IVXEBodRBk2XIOhAVCsOpd491VXE6:aZiedRBMLGedRBhpCedRBOyedRB2
95FC30A0977C2461C0905101188B97A2

CDE343AA3BC922627E31F18C917C9B6D3EBGSFEE
AB4ABE43BA2CA2DBD8341AE73CFF5518C38FA26E80D516627465A250255CE361
DCFB4807EF90DC5C3922689919FE9A07FB8605C144831BB41D1A21FA8F86F355003D9C44BAA47236BEBSCED61080765512EE27EFC1D9872F1C87014AEA2EDOA

false

C:\Users\luser\AppData\Local\Adobe\Acrobat\DC\AdobeFnt16.Ist.6548

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroRd32.exe

PostScript document text

dropped

157443

5.172039478677

false
1536:amNTjRIaRIQShhp2VpMKRhWallquVJzlzofgG9ZOADWplttawvayKLWbVG3+2:RNj3aRIQShhp2VpMKRhWallquVJX2
A2C6972A1A9506ACE991068D7AD37098

BF4D2684587CF034BCFC6F74CED551F9E5316440
0FB687D20C49DDBADD42ABB489C3B492B5A1893352E2F4B6AA1247EFE7363F65
4D03884CA5D1652A79E6D55D8F92F4D138C47D462E05C3E6AG685DA6742E98841D9C63720727203B913A179892C413BFB33C05416E1675E0CF80DA98BEIOBASE

false

%!Adobe-FontList 1.16.%Locale:0x409..%BeginFont.Handler:WinTTHandler.FontType:TrueType.FontName:Marlett. FamilyName:Marlett. StyleName:Regular.MenuName:
Marlett.StyleBits:0.WeightClass:500.WidthClass:5.AngleClass:0.FullName:Marlett. WritingScript: Roman.WinName:Marlett. FileLength:27724.NameArray:0,Win,1,Marlett. Na
meArray:0,Mac,4,Marlett. NameArray:0,Win,1,Marlett.%EndFont..%BeginFont.Handler:WinTTHandler.FontType:TrueType.FontName:ArialMT.FamilyName:Arial. StyleN
ame:Regular.MenuName:Arial.StyleBits:0.WeightClass:400.WidthClass:5.AngleClass:0.FullName:Arial. WritingScript:Roman.WinName:Arial.FileLength:1036584.N
ameArray:0,Win,1,Arial. NameArray:0,Mac,4,Arial. NameArray:0,Win,1,Arial.%EndFont..%BeginFont.Handler:WinTTHandler.FontType: TrueType.FontName:Arial-Bold
MT.FamilyName:Arial.StyleName:Bold.MenuName:Arial.StyleBits:2.WeightClass: 700.WidthClass:5.AngleClass:0.FullName:Arial Bold.WritingScript:Roman.WinName:Arial
Bold.FileLength:980756.NameArray:0,Win,1,Arial. NameArray:0,Mac,4,Arial Bold.NameAr

C:\Users\luser\AppData\Local\Adobe\Acrobat\DC\UserCache.bin

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroRd32.exe

data

dropped

63598

5.433041226997456

false
768:PCbGNFYGpiyVFiCUZAKNIfTgi3vQo9SWsMwQaUlh8Yyu:JOGpiyVFIBAKnIf TgSvQhHh8K
3204E5B2245450A47E241E7AAG7B94A6
82F955990016B054234270375692724BCO4EDCEF
86B97FC8D11CF2FA9B15ACEE204F8ACOD2C2A7ACCBD27F2B1F8B159AE64923B3

D260977E17A99AAA02F8025F8298B9D8012D4AB70E1D7AF4072BFCAD42AC27D74FEFA3569584CFD09DC42CB053BB4EGDGE39D3A7B5A0BF65D0D3EBF69CEDS
4B
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C:\Users\luser\AppData\Local\Adobe\Acrobat\DC\UserCache.bin

Malicious: false

Preview:
4.382.88.FID.2:0:

:F:AgencyFB-Reg.P:Agency FB.L:$.

"F:Agency FB.#.94.FID.2:0:.

:F:AgencyFB-Bold.P:Agency FB Bold.L:% "

F:Agency FB.#.82.FID.2:0..........F:Algerian.P:Algerian.L:$.. ..RF:Algerian.#.93.FID.2:0:.. ArialNarrow.P:Arial Narrow.L:$................. Arial Narr
ow.#.107.FID.2:0:........:F:ArialNarrow-ltalic.P:Arial Narrow ltalic.L:$..............c.ccccceee "F:Arial Narrow.#.103.FID.2:0: :F:ArialNarrow-Bold.P:Arial Narrow Bold.L:%...........

"F:Arial Narrow.#.75.FID.2:0:........:F:AriaMT.P:Arial
LS "F:Arial.#.89.FID.2:0.........:F:Arial-ItalicMT.P:Arial Italic.L:$..............c.coceet "F:Arial.#.85.FID.2:0:........:F:Arial-BoldMT.P:Arial Bold.L:$..............cccceeene
"F:Arial.#.98.FID.2:0.........:F:Arial-B

Static File Info

General
File type:
Entropy (8bit):
TriD:

File name:
File size:
MDS5:
SHA1L:
SHA256:

SHA512:

SSDEEP:

File Content Preview:

File Icon

i

POF

Icon Hash:

Static PDF Info

General

Header:

Total Entropy:

Total Bytes:

Stream Entropy:

Stream Bytes:

Entropy outside Streams:
Bytes outside Streams:
Number of EOF found:
Bytes after EOF:

Keywords Statistics

Name

obj

endobj

stream

endstream

xref

trailer

startxref

/Page

/Encrypt

/ObjStm
Copyright Joe Security LLC 2021

74ecccdcd4ccecfo

%PDF-1.7
7.769316
1889954
7.768843
1888087
0.000000
1867

1

PDF document, version 1.7
7.769316128514805

e Adobe Portable Document Format (5005/1)
100.00%

Covid screening questionaire.pdf

1889954

e87f93f286ff7cc507263e8d35e0f326
099b509e715dbbbc8d3a634b6b450276a3f2c901

12b425e76752e75a87ccdfc8537f7d208fc57¢77ff23792f
9475b720d1985c03

e0c6427d30a5bb4982¢71b93fdb048cbc867eba65805bfc
c201a722e53e2b370370d7cchea254b2bb24402eb60c07
7b034cch403e64979a376fd2675f970424a

24576:SVdpN+pxCF106WmRGgY QjdRAL+AURVF53s
6+y1N626ayePg:SjUalggSOX3NLjcayV

%PDF-1.7.1 0 obj.<</Type /XObject /Subtype /Image /N
ame /Im1 /Width 2550 /Height 4200 /Length 932444/Col
orSpace /DeviceRGB /BitsPerComponent 8 /Filter [ /DC
TDecode ] >> stream....... JFIF .y Cae
.......... $.' " #..(7),01444.

Count

N
NN

o O N B B Bk o O
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Name Count

JURI 0
AN} 0
/JavaScript 0
IAA 0
/OpenAction 1
/AcroForm 0
/IBIG2Decode 0
/RichMedia 0
/Launch 0
/EmbeddedFile 0
Image Streams
ID DHASH MD5 Preview
5 1337233337371800 5f2c2559a34d7cc338e2aeddbOebbe

c9
Network Behavior
UDP Packets
Timestamp Source Port Dest Port Source IP Dest IP
May 12, 2021 20:49:58.947738886 CEST 53 58377 8.8.8.8 192.168.2.6
May 12, 2021 20:50:00.292471886 CEST 55074 53 192.168.2.6 8.8.8.8
May 12, 2021 20:50:00.350013018 CEST 53 55074 8.8.8.8 192.168.2.6
May 12, 2021 20:50:01.665342093 CEST 54513 53 192.168.2.6 8.8.8.8
May 12, 2021 20:50:01.716906071 CEST 53 54513 8.8.8.8 192.168.2.6
May 12, 2021 20:50:02.247436047 CEST 62044 53 192.168.2.6 8.8.8.8
May 12, 2021 20:50:02.311527967 CEST 53 62044 8.8.8.8 192.168.2.6
May 12, 2021 20:50:02.792363882 CEST 63791 53 192.168.2.6 8.8.8.8
May 12, 2021 20:50:02.843997955 CEST 53 63791 8.8.8.8 192.168.2.6
May 12, 2021 20:50:03.681477070 CEST 64267 53 192.168.2.6 8.8.8.8
May 12, 2021 20:50:03.732913017 CEST 53 64267 8.8.8.8 192.168.2.6
May 12, 2021 20:50:04.733994007 CEST 49448 53 192.168.2.6 8.8.8.8
May 12, 2021 20:50:04.783029079 CEST 53 49448 8.8.8.8 192.168.2.6
May 12, 2021 20:50:05.700767994 CEST 60342 53 192.168.2.6 8.8.8.8
May 12, 2021 20:50:05.758119106 CEST 53 60342 8.8.8.8 192.168.2.6
May 12, 2021 20:50:07.228642941 CEST 61346 53 192.168.2.6 8.8.8.8
May 12, 2021 20:50:07.278812885 CEST 53 61346 8.8.8.8 192.168.2.6
May 12, 2021 20:50:09.136807919 CEST 51774 53 192.168.2.6 8.8.8.8
May 12, 2021 20:50:09.185689926 CEST 53 51774 8.8.8.8 192.168.2.6
May 12, 2021 20:50:10.922595024 CEST 56023 53 192.168.2.6 8.8.8.8
May 12, 2021 20:50:10.974298000 CEST 53 56023 8.8.8.8 192.168.2.6
May 12, 2021 20:50:12.374263048 CEST 58384 53 192.168.2.6 8.8.8.8
May 12, 2021 20:50:12.426855087 CEST 53 58384 8.8.8.8 192.168.2.6
May 12, 2021 20:50:13.511872053 CEST 60261 53 192.168.2.6 8.8.8.8
May 12, 2021 20:50:13.560576916 CEST 53 60261 8.8.8.8 192.168.2.6
May 12, 2021 20:50:14.304697037 CEST 56061 53 192.168.2.6 8.8.8.8
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Timestamp Source Port Dest Port Source IP Dest IP

May 12, 2021 20:50:14.356369019 CEST 53 56061 8.8.8.8 192.168.2.6
May 12, 2021 20:50:15.434683084 CEST 58336 53 192.168.2.6 8.8.8.8
May 12, 2021 20:50:15.493505001 CEST 53 58336 8.8.8.8 192.168.2.6
May 12, 2021 20:50:18.002841949 CEST 53781 53 192.168.2.6 8.8.8.8
May 12, 2021 20:50:18.051497936 CEST 53 53781 8.8.8.8 192.168.2.6
May 12, 2021 20:50:20.780456066 CEST 54064 53 192.168.2.6 8.8.8.8
May 12, 2021 20:50:20.831969023 CEST 53 54064 8.8.8.8 192.168.2.6
May 12, 2021 20:50:26.647129059 CEST 52811 53 192.168.2.6 8.8.8.8
May 12, 2021 20:50:26.664149046 CEST 55299 53 192.168.2.6 8.8.8.8
May 12, 2021 20:50:26.708224058 CEST 53 52811 8.8.8.8 192.168.2.6
May 12, 2021 20:50:26.724596024 CEST 53 55299 8.8.8.8 192.168.2.6
May 12, 2021 20:50:27.520817041 CEST 63745 53 192.168.2.6 8.8.8.8
May 12, 2021 20:50:27.570167065 CEST 53 63745 8.8.8.8 192.168.2.6
May 12, 2021 20:50:27.647268057 CEST 52811 53 192.168.2.6 8.8.8.8
May 12, 2021 20:50:27.694108009 CEST 55299 53 192.168.2.6 8.8.8.8
May 12, 2021 20:50:27.704601049 CEST 53 52811 8.8.8.8 192.168.2.6
May 12, 2021 20:50:27.753485918 CEST 53 55299 8.8.8.8 192.168.2.6
May 12, 2021 20:50:28.694247961 CEST 52811 53 192.168.2.6 8.8.8.8
May 12, 2021 20:50:28.743119955 CEST 53 52811 8.8.8.8 192.168.2.6
May 12, 2021 20:50:28.756726980 CEST 55299 53 192.168.2.6 8.8.8.8
May 12, 2021 20:50:28.814501047 CEST 53 55299 8.8.8.8 192.168.2.6
May 12, 2021 20:50:29.649420977 CEST 50055 53 192.168.2.6 8.8.8.8
May 12, 2021 20:50:29.701577902 CEST 53 50055 8.8.8.8 192.168.2.6
May 12, 2021 20:50:30.743951082 CEST 52811 53 192.168.2.6 8.8.8.8
May 12, 2021 20:50:30.795936108 CEST 55299 53 192.168.2.6 8.8.8.8
May 12, 2021 20:50:30.801767111 CEST 53 52811 8.8.8.8 192.168.2.6
May 12, 2021 20:50:30.846111059 CEST 53 55299 8.8.8.8 192.168.2.6
May 12, 2021 20:50:34.747320890 CEST 52811 53 192.168.2.6 8.8.8.8
May 12, 2021 20:50:34.808429956 CEST 53 52811 8.8.8.8 192.168.2.6
May 12, 2021 20:50:34.856472015 CEST 55299 53 192.168.2.6 8.8.8.8
May 12, 2021 20:50:34.905275106 CEST 53 55299 8.8.8.8 192.168.2.6
May 12, 2021 20:50:36.521317005 CEST 61374 53 192.168.2.6 8.8.8.8
May 12, 2021 20:50:36.581729889 CEST 53 61374 8.8.8.8 192.168.2.6
May 12, 2021 20:50:42.078983068 CEST 50339 53 192.168.2.6 8.8.8.8
May 12, 2021 20:50:42.140525103 CEST 53 50339 8.8.8.8 192.168.2.6
May 12, 2021 20:50:54.117219925 CEST 63307 53 192.168.2.6 8.8.8.8
May 12, 2021 20:50:54.179619074 CEST 53 63307 8.8.8.8 192.168.2.6
May 12, 2021 20:50:58.666032076 CEST 49694 53 192.168.2.6 8.8.8.8
May 12, 2021 20:50:58.777053118 CEST 53 49694 8.8.8.8 192.168.2.6
May 12, 2021 20:50:59.430545092 CEST 54982 53 192.168.2.6 8.8.8.8
May 12, 2021 20:50:59.491303921 CEST 53 54982 8.8.8.8 192.168.2.6
May 12, 2021 20:51:00.065659046 CEST 50010 53 192.168.2.6 8.8.8.8
May 12, 2021 20:51:00.177536964 CEST 53 50010 8.8.8.8 192.168.2.6
May 12, 2021 20:51:00.374206066 CEST 63718 53 192.168.2.6 8.8.8.8
May 12, 2021 20:51:00.445522070 CEST 53 63718 8.8.8.8 192.168.2.6
May 12, 2021 20:51:00.637666941 CEST 62116 53 192.168.2.6 8.8.8.8
May 12, 2021 20:51:00.697876930 CEST 53 62116 8.8.8.8 192.168.2.6
May 12, 2021 20:51:01.277488947 CEST 63816 53 192.168.2.6 8.8.8.8
May 12, 2021 20:51:01.337687016 CEST 53 63816 8.8.8.8 192.168.2.6
May 12, 2021 20:51:01.897491932 CEST 55014 53 192.168.2.6 8.8.8.8
May 12, 2021 20:51:01.958791971 CEST 53 55014 8.8.8.8 192.168.2.6
May 12, 2021 20:51:02.499034882 CEST 62208 53 192.168.2.6 8.8.8.8
May 12, 2021 20:51:02.556307077 CEST 53 62208 8.8.8.8 192.168.2.6
May 12, 2021 20:51:03.342489004 CEST 57574 53 192.168.2.6 8.8.8.8
May 12, 2021 20:51:03.401976109 CEST 53 57574 8.8.8.8 192.168.2.6
May 12, 2021 20:51:04.571592093 CEST 51818 53 192.168.2.6 8.8.8.8
May 12, 2021 20:51:04.620486021 CEST 53 51818 8.8.8.8 192.168.2.6
May 12, 2021 20:51:05.156728029 CEST 56628 53 192.168.2.6 8.8.8.8
May 12, 2021 20:51:05.216288090 CEST 53 56628 8.8.8.8 192.168.2.6
May 12, 2021 20:51:12.847362995 CEST 60778 53 192.168.2.6 8.8.8.8
May 12, 2021 20:51:12.906177998 CEST 53 60778 8.8.8.8 192.168.2.6
May 12, 2021 20:51:34.591957092 CEST 53799 53 192.168.2.6 8.8.8.8
May 12, 2021 20:51:34.653673887 CEST 53 53799 8.8.8.8 192.168.2.6
May 12, 2021 20:51:45.458004951 CEST 54683 53 192.168.2.6 8.8.8.8
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Timestamp

May 12, 2021 20:51:45.515403986 CEST
May 12, 2021 20:51:46.903016090 CEST
May 12, 2021 20:51:46.960410118 CEST

Code Manipulations

Statistics

Behavior

@

System Behavior

Click to jump to process

Source Port Dest Port
53 54683
59329 53

53 59329

@ AcroRd32.exe
@ AcroRd32.exe
@ RArCEF.exe
@ RArCEF.exe
@ RArCEF.exe
@ RArCEF.exe
@ RArCEF.exe

Source IP
8.8.8.8
192.168.2.6
8.8.8.8

Dest IP
192.168.2.6
8.8.8.8
192.168.2.6

Analysis Process: AcroRd32.exe PID: 6480 Parent PID: 5944

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

20:50:08

12/05/2021

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroRd32.exe

true

‘C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroRd32.exe' 'C:\Users\u

ser\Desktop\Covid screening questionaire.pdf'

0x11c0000

2571312 bytes
B969CFOC7B2C443A99034881E8C8740A

true

true

C, C++ or other language

Reputation: moderate
File Activities
File Created
Source
File Path Access Attributes Options Count Address Symbol
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File Path
C:\Users\user\AppData\Local\Temp\acrord32_sbx

C:\Users\user\AppData\Local\Temp\acrocef_low

C:\Users\user\AppData\Local\Adobe\Acrobat\DC\AdobeFnt16.Ist.6548

C:\Users\user\AppData\Local\Adobe\Acrobat\DC\acrolock6480.1.
458508967.tmp

C:\Users\user\AppData\LocalLow\Adobe\Acrobat\DC\Connectorlcons

C:\Users\user\AppData\LocalLow\Adobe\Acrobat\DC\Connectorlco
ns\icon-210513035019Z-248.bmp

C:\Users\user

C:\Users\user\AppData\Local

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache

C:\Users\user

C:\Users\user\AppData\Local

C:\Users\user\AppData\Local\Microsoft\Windows\INetCookies

Copyright Joe Security LLC 2021

Access

read data or list
directory | read
attributes | write
attributes |
synchronize

read data or list
directory |
synchronize

write data or
add file | appen
d data or add
subdirectory or
create pipe
instance | write
ea | read
attributes | write
attributes | read
control | sync
hronize

read data or list
directory | read
ea | read
attributes | de
lete | read
control |
synchronize

read data or list
directory |
synchronize

read data or list
directory | write
data or add file |
append data or
add
subdirectory or
create pipe
instance | read
ea | write ea |
read attributes |
write attributes |
read control |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

Attributes

device

device

device

device

device

device

device

device

device

device

device

device

Options Completion

directory file | success or wait 1
synchronous io

non alert | open

for backup ident

| open reparse

point

directory file | success or wait 1
synchronous io

non alert | open

for backup ident

| open reparse

point

synchronous io  success or wait 1
non alert | non

directory file

synchronous io  success or wait 1
non alert | non

directory file |

delete on close |

open no recall

directory file | success or wait 1
synchronous io
non alert | open

for backup ident

synchronous io  success or wait 1
non alert | non
directory file

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

object name collision 1

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

object name collision 1

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

object name collision 1

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

object name collision 1

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

object name collision 1

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

object name collision 1

Source

Count Address Symbol

11F65C3 CreateDirectoryExXW

121AEO05 CreateDirectoryW

120EA85 NtCreateFile

1242657

CreateFileWw

120EA85 NtCreateFile

120EA85 NtCreateFile

12883C8

12883C8

12883C8

12883C8

12883C8

12883C8

HttpSendRequestA

HttpSendRequestA

HttpSendRequestA

HttpSendRequestA

HttpSendRequestA

HttpSendRequestA
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File Path

C:\Users\user\AppData\Local\Temp\acrord32_sbx\A9R150kmwn_gsj
vi0_51w.tmp

C:\Users\user\AppData\LocalLow\Adobe\Acrobat\DC\ReaderMessages-
journal

C:\Users\user\AppData\Local\Temp\acrord32_sbx\A9R1n8koxf_gsj
vil_51w.tmp

C:\Users\user\AppData\Local\Temp\acrord32_sbx\A9R19jgh3v_gsj
vi2_51w.tmp

C:\Users\user\AppData\Local\Temp\acrord32_sbx\A9R17c4rxo_gsj
vi3_51w.tmp

C:\Users\user\AppData\Local\Temp\acrord32_sbx\A9R1si7rez_gsj
vi4_51w.tmp

File Moved

Copyright Joe Security LLC 2021

Access

read data or list
directory | write
data or add file |
append data or
add
subdirectory or
create pipe
instance | read
ea | write ea |
read attributes |
write attributes |
read control |
synchronize

read data or list
directory | write
data or add file |
append data or
add
subdirectory or
create pipe
instance | read
ea | write ea |
read attributes |
write attributes |
read control |
synchronize

read data or list
directory | write
data or add file |
append data or
add
subdirectory or
create pipe
instance | read
ea | write ea |
read attributes |
write attributes |
read control |
synchronize

read data or list
directory | write
data or add file |
append data or
add
subdirectory or
create pipe
instance | read
ea | write ea |
read attributes |
write attributes |
read control |
synchronize

read data or list
directory | write
data or add file |
append data or
add
subdirectory or
create pipe
instance | read
ea | write ea |
read attributes |
write attributes |
read control |
synchronize

read data or list
directory | write
data or add file |
append data or
add
subdirectory or
create pipe
instance | read
ea | write ea |
read attributes |
write attributes |
read control |
synchronize

Attributes

device

device

device

device

device

device

Options

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Source

Count Address Symbol

1

120EA85 NtCreateFile

120EA85 NtCreateFile

120EA85 NtCreateFile

120EA85 NtCreateFile

120EA85 NtCreateFile

120EA85 NtCreateFile
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Source

Old File Path New File Path Completion Count Address Symbol
C:\Users\user\AppData\Local\Ad C:\Users\user\AppData\Local\Ad success or wait 1 124D405 NtSetinformationFile
obe\Acrobat\DC\AdobeFnt16.Ist.6548 obe\Acrobat\DC\AdobeSysFnt19.Ist

Source
File Path Offset Length Completion Count Address Symbol

Registry Activities

Key Created
Source
Key Path Completion Count Address Symbol
HKEY_LOCAL_MACHINE\System\Acrobatbrokerserverdispatchercpp789 success or wait 1 120CF19 RegCreateKeyW
HKEY_CURRENT_USER\Software\Adobe\Acrobat Reader\DC\SessionManagement\cWindowsCurrent\cWin0 success or wait 1 120D41D NtCreateKey
HKEY_CURRENT_USER\Software\Adobe\Acrobat Reader\DC\SessionManagement\cWindowsCurrent\cWinO\cTab0 success or wait 1 120D41D NtCreateKey
HKEY_CURRENT_USER\Software\Adobe\Acrobat Reader\DC\SessionManagement\cWindowsCurrent\cWin0 success or wait 1 120D41D NtCreateKey
\cTabO\cPathinfo
HKEY_CURRENT_USER\Software\Adobe\Acrobat Reader\DC\AVGeneral\cRecentFiles success or wait 1 11CEA55 RegCreateKeyExW
HKEY_CURRENT_USER\Software\Adobe\Acrobat Reader\DC\AVGeneral\cRecentFiles\c1 success or wait 1 11CEA55 RegCreateKeyExW
HKEY_CURRENT_USER\Software\Adobe\Acrobat Reader\DC\AVGeneral\cRecentFiles\c2 success or wait 1 11CEA55 RegCreateKeyExW
Key Value Created
Source

Key Path Name Type Data Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Adobe\Acrobat ~ aFS unicode DOS success or wait 1 121DF47 RegSetValueExwW
Reader\DC\AVGeneral\cRecentFiles\c1
HKEY_CURRENT_USER\Software\Adobe\Acrobat  tDIText unicode /C/Users/user/Desktop/Covid screening success or wait 1 121DF47 RegSetValueExwW
Reader\DC\AVGeneral\cRecentFiles\c1 questionaire.pdf
HKEY_CURRENT_USER\Software\Adobe\Acrobat  tFileName unicode Covid screening questionaire.pdf success or wait 1 121DF47 RegSetValueExwW
Reader\DC\AVGeneral\cRecentFiles\c1
HKEY_CURRENT_USER\Software\Adobe\Acrobat  tFileSource unicode local success or wait 1 121DF47 RegSetValueExwW
Reader\DC\AVGeneral\cRecentFiles\c1
HKEY_CURRENT_USER\Software\Adobe\Acrobat  sFileAncestors  binary 5B 5D 00 success or wait 1 121DF69 RegSetValueExwW
Reader\DC\AVGeneral\cRecentFiles\c1
HKEY_CURRENT_USER\Software\Adobe\Acrobat ~ sDI binary 2F 43 2F 5573 65 72 73 2F 65 6E 67  success or wait 1 121DF69 RegSetValueExwW
Reader\DC\AVGeneral\cRecentFiles\c1 69 6E 65 65 72 2F 44 65 73 6B 74 6F

70 2F 43 6F 76 69 64 20 73 63 72 65 65

6E 69 6E 67 20 71 75 65 73 74 69 6F

6E 61 69 72 65 2E 70 64 66 00
HKEY_CURRENT_USER\Software\Adobe\Acrobat ~ sDate binary 44 3A 32 30 32 31 30 35 31 32 32 30 35 success or wait 1 121DF69 RegSetValueExwW
Reader\DC\AVGeneral\cRecentFiles\c1 303138 2D 30 37 27 30 30 27 00
HKEY_CURRENT_USER\Software\Adobe\Acrobat  uFileSize dword 1889954 success or wait 1 121DF89 RegSetValueExwW
Reader\DC\AVGeneral\cRecentFiles\c1
HKEY_CURRENT_USER\Software\Adobe\Acrobat ~ uPageCount dword 2 success or wait 1 121DF89 RegSetValueExwW
Reader\DC\AVGeneral\cRecentFiles\c1
HKEY_CURRENT_USER\Software\Adobe\Acrobat ~ aFS unicode CHTTP success or wait 1 121DF47 RegSetValueExwW
Reader\DC\AVGeneral\cRecentFiles\c2
HKEY_CURRENT_USER\Software\Adobe\Acrobat  tDIText unicode http://www.adobe.com/go/homeac success or wait 1 121DF47 RegSetValueExwW
Reader\DC\AVGeneral\cRecentFiles\c2 rordrunified18_2018
HKEY_CURRENT_USER\Software\Adobe\Acrobat  tFileName unicode Welcome.pdf success or wait 1 121DF47 RegSetValueExwW
Reader\DC\AVGeneral\cRecentFiles\c2
HKEY_CURRENT_USER\Software\Adobe\Acrobat  sFileAncestors  binary 5B 5D 00 success or wait 1 121DF69 RegSetValueExwW
Reader\DC\AVGeneral\cRecentFiles\c2
HKEY_CURRENT_USER\Software\Adobe\Acrobat ~ sDI binary 687474 703A2F 2F 77 77 772E 61  success or wait 1 121DF69 RegSetValueExwW
Reader\DC\AVGeneral\cRecentFiles\c2 64 6F 62 65 2E 63 6F 6D 2F 67 6F 2F

68 6F 6D 65 61 63 72 6F 72 64 72 75

6E 69 66 69 65 64 31 38 5F 32 30 31 38

00
HKEY_CURRENT_USER\Software\Adobe\Acrobat ~ sDate binary 44 3A 32 30 31 39 30 36 32 37 31 32 35 success or wait 1 121DF69 RegSetValueExwW
Reader\DC\AVGeneral\cRecentFiles\c2 34 3336 2D 30 37 27 30 30 27 00

Analysis Process: AcroRd32.exe PID: 6548 Parent PID: 6480

General
Start time: 20:50:10
Start date: 12/05/2021
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Path:
Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroRd32.exe

true

‘C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroRd32.exe' --type=renderer
Iprefetch:1 'C:\Users\user\Desktop\Covid screening questionaire.pdf

0x11c0000
2571312 bytes

B969CFOC7B2C443A99034881E8C8740A

false
false

C, C++ or other language

Reputation: moderate
File Activities
Source
File Path Access Attributes Options Completion Count Address Symbol
Source
File Path Completion Count Address Symbol
Source
Old File Path New File Path Completion Count Address Symbol
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
Source
File Path Offset Length Completion Count Address Symbol
Registry Activities
Source
Key Path Name Type Data Completion Count Address Symbol
Source
Key Path Name Type Old Data New Data Completion Count Address Symbol
Analysis Process: RdrCEF.exe PID: 6816 Parent PID: 6480
General
Start time: 20:50:17
Start date: 12/05/2021
Path: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Path

File Path

Old File Path

File Path

Copyright Joe Security LLC 2021

Access

New File Path

Offset Length Value

true

‘C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe' --bac

kgroundcolor=16514043
0xc60000
9475120 bytes

9AEBA3BACD721484391D15478A4080C7

true
true
C, C++ or other language

moderate

Attributes Options

Ascii

Completion

Completion

Completion

Completion

Count

Count

Count

Count

Source
Address Symbol

Source
Address Symbol

Source
Address Symbol

Source
Address Symbol
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File Read

Source
File Path Offset Length Completion Count Address Symbol
C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\index.html unknown 4096 success or wait 3 D559E2 ReadFile
C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\index.html unknown 4096 end of file 2 D559E2 ReadFile
\Device\NamedPipe\com.adobe.reader.rna.user.DC.0 unknown 4 success or wait 1 D683E5 ReadFile
\Device\NamedPipe\com.adobe.reader.rna.user.DC.0 unknown 57 success or wait 34 D68447 ReadFile
C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\css\ma  unknown 4096 success or wait 165 D559E2 ReadFile
in.css
C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\css\ma  unknown 4096 end of file & D559E2 ReadFile
in.css
C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\ResourceO\init.js unknown 4096 success or wait 6 D559E2 ReadFile
C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\ResourceO\init.js unknown 4096 end of file 3 D559E2 ReadFile
C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\plugins.js unknown 4096 success or wait 17 D559E2 ReadFile
C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\plugins.js unknown 4096 end of file 3 D559E2 ReadFile
C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\ResourceO\base_uris.js  unknown 4096 success or wait 6 D559E2 ReadFile
C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\ResourceO\base_uris.js  unknown 4096 end of file 3 D559E2 ReadFile
C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\lib unknown 4096 success or wait 12 D559E2 ReadFile
s\require\2.1.15\require.min.js
C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\lib unknown 4096 end of file 3 D559E2 ReadFile
s\require\2.1.15\require.min.js
C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\rna- ~ unknown 4096 success or wait 1628 D559E2 ReadFile
main.js
C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\rna- ~ unknown 4096 end of file 3 D559E2 ReadFile
main.js
C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\css\ma  unknown 4096 success or wait 30 D559E2 ReadFile
in-cef.css
C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\css\ma  unknown 4096 end of file 2 D559E2 ReadFile
in-cef.css
C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\css\ma  unknown 4096 success or wait 4 D559E2 ReadFile
in-cef-ui-theme.css
C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\css\ma  unknown 4096 end of file 2 D559E2 ReadFile
in-cef-ui-theme.css
C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\css\ma  unknown 4096 success or wait 4 D559E2 ReadFile
in-cef-win.css
C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\css\ma  unknown 4096 end of file 2 D559E2 ReadFile
in-cef-win.css
C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\con unknown 4096 success or wait 2 D559E2 ReadFile
fig.js
C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\con unknown 4096 end of file 2 D559E2 ReadFile
fig.js
C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\des unknown 4096 success or wait 2 D559E2 ReadFile
ktop.js
C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\des unknown 4096 end of file 2 D559E2 ReadFile
ktop.js
C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 success or wait 2 D559E2 ReadFile
gins\desktop-connector-files\css\main-selector.css
C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 end of file 2 D559E2 ReadFile
gins\desktop-connector-files\css\main-selector.css
C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 success or wait 2 D559E2 ReadFile
gins\desktop-connector-files-select\css\main-selector.css
C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 end of file 2 D559E2 ReadFile
gins\desktop-connector-files-select\css\main-selector.css
C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 success or wait 2 D559E2 ReadFile
gins\desktop-connector-files\css\main.css
C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 end of file 2 D559E2 ReadFile
gins\desktop-connector-files\css\main.css
C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 success or wait 4 D559E2 ReadFile
gins\desktop-connector-files-select\css\main.css
C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 end of file 2 D559E2 ReadFile
gins\desktop-connector-files-select\css\main.css
C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 success or wait 2 D559E2 ReadFile
gins\my-files\js\selector.js
C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 end of file 2 D559E2 ReadFile
gins\my-files\js\selector.js
C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 success or wait 2 D559E2 ReadFile
gins\desktop-connector-files\js\selector.js
C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 end of file 2 D559E2 ReadFile
gins\desktop-connector-files\js\selector.js
C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 success or wait 2 D559E2 ReadFile

gins\desktop-connector-files-select\js\selector.js

Copyright Joe Security LLC 2021 Page 35 of 41



Source
File Path Offset Length Completion Count Address Symbol

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 end of file 2 D559E2 ReadFile
gins\desktop-connector-files-select\js\selector.js

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 success or wait 12 D559E2 ReadFile
gins\my-files\js\plugin.js

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 end of file 2 D559E2 ReadFile
gins\my-files\js\plugin.js

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 success or wait 12 D559E2 ReadFile
gins\my-files-select\js\plugin.js

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 end of file 2 D559E2 ReadFile
gins\my-files-select\js\plugin.js

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 success or wait 28 D559E2 ReadFile
gins\desktop-connector-files\js\plugin.js

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 end of file 2 D559E2 ReadFile
gins\desktop-connector-files\js\plugin.js

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 success or wait 30 D559E2 ReadFile
gins\desktop-connector-files-select\js\plugin.js

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 end of file 2 D559E2 ReadFile
gins\desktop-connector-files-select\js\plugin.js

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 success or wait 1 D559E2 ReadFile
gins\aicuc\css\plugin-selectors.css

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 end of file 1 D559E2 ReadFile
gins\aicuc\css\plugin-selectors.css

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 success or wait 44 D559E2 ReadFile
gins\aicuc)js\plugins\rhp\exportpdf-rna-selector.js

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 end of file 1 D559E2 ReadFile
gins\aicuc)js\plugins\rhp\exportpdf-rna-selector.js

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 success or wait 1 D559E2 ReadFile
gins\tracked-send\js\plugins\tracked-send\css\nome-selector.css

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 end of file 2 D559E2 ReadFile
gins\tracked-send\js\plugins\tracked-send\css\nome-selector.css

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 success or wait 28 D559E2 ReadFile
gins\reviews\css\main.css

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 end of file 2 D559E2 ReadFile
gins\reviews\css\main.css

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 success or wait 30 D559E2 ReadFile
gins\signatures\css\main.css

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 end of file 2 D559E2 ReadFile
gins\signatures\css\main.css

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 success or wait 10 D559E2 ReadFile
gins\tracked-send\js\plugins\tracked-send\css\home-view.css

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 end of file 2 D559E2 ReadFile
gins\tracked-send\js\plugins\tracked-send\css\home-view.css

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 success or wait 10 D559E2 ReadFile
gins\reviews\js\selector.js

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 end of file 2 D559E2 ReadFile
gins\reviews\js\selector.js

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 success or wait 10 D559E2 ReadFile
gins\signatures\js\selector.js

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 end of file 2 D559E2 ReadFile
gins\signatures\js\selector.js

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 success or wait 6 D559E2 ReadFile
gins\tracked-send\js\plugins\tracked-send\js\home-view\selector.js

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 end of file 1 D559E2 ReadFile
gins\tracked-send\js\plugins\tracked-send\js\home-view\selector.js

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 success or wait 120 D559E2 ReadFile
gins\reviews\js\plugin.js

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 end of file 2 D559E2 ReadFile
gins\reviews\js\plugin.js

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 success or wait 143 D559E2 ReadFile
gins\signatures\js\plugin.js

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 end of file 2 D559E2 ReadFile
gins\signatures\js\plugin.js

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 success or wait 134 D559E2 ReadFile
gins\tracked-send\js\plugins\tracked-send\js\home-view\plugin.js

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 end of file 2 D559E2 ReadFile
gins\tracked-send\js\plugins\tracked-send\js\home-view\plugin.js

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 success or wait 25 D559E2 ReadFile
gins\aicuc\css\main.css

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 end of file 1 D559E2 ReadFile
gins\aicuc\css\main.css

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 success or wait 97 D559E2 ReadFile
gins\aicuc)js\plugins\rhp\exportpdf-rna-tool-view.js
C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 end of file 1 D559E2 ReadFile
gins\aicuc)js\plugins\rhp\exportpdf-rna-tool-view.js
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Source
File Path Offset Length Completion Count Address Symbol

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\staticlimages unknown 4096 success or wait 15 D559E2 ReadFile
\core_icons.png

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\images unknown 4096 end of file 2 D559E2 ReadFile
\core_icons.png

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 success or wait 1 D559E2 ReadFile
gins\aicuc\images\rhp_world_icon.png

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 end of file 1 D559E2 ReadFile
gins\aicuc\images\rhp_world_icon.png

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\images unknown 4096 success or wait 3 D559E2 ReadFile
\spectrum_spinner.svg

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\images unknown 4096 end of file 1 D559E2 ReadFile
\spectrum_spinner.svg

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 success or wait 1 D559E2 ReadFile
gins\home\css\main-selector.css

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 end of file 1 D559E2 ReadFile
gins\home\css\main-selector.css

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 success or wait 1 D559E2 ReadFile
gins\uss-search\css\main-selector.css

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 end of file 1 D559E2 ReadFile
gins\uss-search\css\main-selector.css

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 success or wait 1 D559E2 ReadFile
gins\sign-services-auth\css\main-selector.css

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 end of file 1 D559E2 ReadFile
gins\sign-services-auth\css\main-selector.css

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 success or wait 1 D559E2 ReadFile
gins\home\css\main.css

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 end of file 1 D559E2 ReadFile
gins\home\css\main.css

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 success or wait 2 D559E2 ReadFile
gins\uss-search\css\main.css

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 end of file 1 D559E2 ReadFile
gins\uss-search\css\main.css

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 success or wait 1 D559E2 ReadFile
gins\sign-services-auth\css\main.css

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 end of file 1 D559E2 ReadFile
gins\sign-services-auth\css\main.css

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 success or wait 1 D559E2 ReadFile
gins\home\js\selector.js

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 end of file 1 D559E2 ReadFile
gins\home\js\selector.js

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 success or wait 1 D559E2 ReadFile
gins\uss-search\js\selector.js

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 end of file 1 D559E2 ReadFile
gins\uss-search\js\selector.js

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 success or wait 1 D559E2 ReadFile
gins\sign-services-auth\js\selector.js

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 end of file 1 D559E2 ReadFile
gins\sign-services-auth\js\selector.js

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 success or wait 4 D559E2 ReadFile
gins\home\js\plugin.js

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 end of file 1 D559E2 ReadFile
gins\home\js\plugin.js

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 success or wait 84 D559E2 ReadFile
gins\uss-search\js\plugin.js

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 end of file 1 D559E2 ReadFile
gins\uss-search\js\plugin.js

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 success or wait 4 D559E2 ReadFile
gins\sign-services-auth\js\plugin.js

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 end of file 1 D559E2 ReadFile
gins\sign-services-auth\js\plugin.js

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 success or wait 1 D559E2 ReadFile
gins\scan-files\css\main-selector.css

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 end of file 1 D559E2 ReadFile
gins\scan-files\css\main-selector.css

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 success or wait 1 D559E2 ReadFile
gins\my-computer\css\main-selector.css

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 end of file 1 D559E2 ReadFile
gins\my-computer\css\main-selector.css

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 success or wait 1 D559E2 ReadFile
gins\add-account\css\main-selector.css

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 end of file 1 D559E2 ReadFile
gins\add-account\css\main-selector.css

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 success or wait 1 D559E2 ReadFile
gins\activity-badge\css\main-selector.css

Copyright Joe Security LLC 2021 Page 37 of 41



Source
File Path Offset Length Completion Count Address Symbol

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 end of file 1 D559E2 ReadFile
gins\activity-badge\css\main-selector.css

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 success or wait 1 D559E2 ReadFile
gins\app-center\css\main-selector.css

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 end of file 1 D559E2 ReadFile
gins\app-center\css\main-selector.css

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 success or wait 8 D559E2 ReadFile
gins\scan-files\css\main.css

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 end of file 1 D559E2 ReadFile
gins\scan-files\css\main.css

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 success or wait 1 D559E2 ReadFile
gins\my-computer\css\main.css

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 end of file 1 D559E2 ReadFile
gins\my-computer\css\main.css

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 success or wait 161 D559E2 ReadFile
gins\activity-badge\css\main.css

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 end of file 1 D559E2 ReadFile
gins\activity-badge\css\main.css

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 success or wait 1 D559E2 ReadFile
gins\app-center\css\main.css

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 end of file 1 D559E2 ReadFile
gins\app-center\css\main.css

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 success or wait 1 D559E2 ReadFile
gins\scan-files\js\selector.js

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 end of file 1 D559E2 ReadFile
gins\scan-files\js\selector.js

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 success or wait 1 D559E2 ReadFile
gins\my-computer\js\selector.js

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 end of file 1 D559E2 ReadFile
gins\my-computer\js\selector.js

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 success or wait 1 D559E2 ReadFile
gins\search-summary\css\main-selector.css

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 end of file 1 D559E2 ReadFile
gins\search-summary\css\main-selector.css

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 success or wait 1 D559E2 ReadFile
gins\add-account\js\selector.js

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 end of file 1 D559E2 ReadFile
gins\add-account\js\selector.js

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 success or wait 1 D559E2 ReadFile
gins\activity-badge\js\selector.js

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 end of file 1 D559E2 ReadFile
gins\activity-badge\js\selector.js

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 success or wait 2 D559E2 ReadFile
gins\app-center\js\selector.js

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 end of file 1 D559E2 ReadFile
gins\app-center\js\selector.js

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 success or wait 74 D559E2 ReadFile
gins\scan-files\js\plugin.js

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 end of file 1 D559E2 ReadFile
gins\scan-files\js\plugin.js

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 success or wait 6 D559E2 ReadFile
gins\my-computer\js\plugin.js

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 end of file 1 D559E2 ReadFile
gins\my-computer\js\plugin.js

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 success or wait 16 D559E2 ReadFile
gins\activity-badge\js\plugin.js

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 end of file 1 D559E2 ReadFile
gins\activity-badge\js\plugin.js

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 success or wait 5 D559E2 ReadFile
gins\app-center\js\plugin.js

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 end of file 1 D559E2 ReadFile
gins\app-center\js\plugin.js

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 success or wait 1 D559E2 ReadFile
gins\search-summary\js\selector.js

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 end of file 1 D559E2 ReadFile
gins\search-summary\js\selector.js

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 success or wait 2 D559E2 ReadFile
gins\my-recent-files\js\selector.js

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu unknown 4096 end of file 1 D559E2 ReadFile
gins\my-recent-files\js\selector.js

\Device\NamedPipe\com.adobe.reader.rna.user.DC.0 unknown 4 unknown 1 D683E5 ReadFile
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Analysis Process: RdrCEF.exe PID: 7032 Parent PID: 6816

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

20:50:20

12/05/2021

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe
true

‘C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe' --typ
e=renderer --log-file="C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\Acr
0oCEF\debug.log' --touch-events=enabled --field-trial-handle=1712,753241887187155
3696,2370599676892093201,131072 --disable-features=VizDisplayCompositor --disable-gpu-
compositing --service-pipe-token=16739402187565574225 --lang=en-US --disable-pack-lo
ading --log-file="C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\
debug.log' --log-severity=disable --product-version='"ReaderServices/19.12.20035 Chrome/80.
0.0.0" --device-scale-factor=1 --num-raster-threads=2 --enable-main-frame-before-activation --
service-request-channel-token=16739402187565574225 --renderer-client-id=2 --mojo-platf
orm-channel-handle=1724 --allow-no-sandbox-job /prefetch:1

0xc60000

9475120 bytes
9AEBA3BACD721484391D15478A4080C7
false

false

C, C++ or other language

Reputation: moderate
File Activities
Source
File Path Offset Length Completion Count Address Symbol
Analysis Process: RdrCEF.exe PID: 7064 Parent PID: 6816
General
Start time: 20:50:22
Start date: 12/05/2021
Path: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Path

true

‘C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RArCEF.exe' --type=gpu-
process --field-trial-handle=1712,7532418871871553696,2370599676892093201,131072 --d
isable-features=VizDisplayCompositor --disable-pack-loading --log-file="C:\Program Files (
x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\debug.log' --log-severity=disable --product-
version='"ReaderServices/19.12.20035 Chrome/80.0.0.0' --lang=en-US --gpu-preference
S=KAAAAAAAAACAAWABAQAAAAAAAAAAAGAAAAAAAAEAAAAIAAAAAAAAACIAAA
AEAAAAIAAAAAAAAAAOAAAAAAAAADAAAAAAAAAAOAAAAAAAAAAQAAAAAAAAAA
AAAAAFAAAAEAAAAAAAAAAAAAAABIAAABAAAAAAAAAAAQAAAAUAAAAQAAAAAA
AAAAEAAAAGAAAA --use-gl=swiftshader-webgl --log-file='C:\Program Files (x86)\Ado
be\Acrobat Reader DC\Reader\AcroCEF\debug.log' --service-request-channel-token=1
5525037812135764353 --mojo-platform-channel-handle=1740 --allow-no-sandbox-job --
ignored="--type=renderer ' /prefetch:2

0xc60000

9475120 bytes
9AEBA3BACD721484391D15478A4080C7
false

false

C, C++ or other language

moderate

Source

Offset Length Completion Count Address Symbol

Analysis Process: RdrCEF.exe PID: 7132 Parent PID: 6816
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General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

20:50:27

12/05/2021

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe
true

‘C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe' --typ
e=renderer --log-file="C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\Acr
oCEF\debug.log' --touch-events=enabled --field-trial-handle=1712,753241887187155
3696,2370599676892093201,131072 --disable-features=VizDisplayCompositor --disable-gpu-
compositing --service-pipe-token=844945410949651913 --lang=en-US --disable-pack-loading
--log-file="C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\debug.log' --
log-severity=disable --product-version="ReaderServices/19.12.20035 Chrome/80.0.0.0" --dev
ice-scale-factor=1 --num-raster-threads=2 --enable-main-frame-before-activation --service-
request-channel-token=844945410949651913 --renderer-client-id=4 --mojo-platform-channel-
handle=1832 --allow-no-sandbox-job /prefetch:1

0xc60000

9475120 bytes
9AEBA3BACD721484391D15478A4080C7
false

false

C, C++ or other language

Reputation: moderate
File Activities
Source
File Path Offset Length Completion Count Address Symbol
Analysis Process: RdrCEF.exe PID: 4240 Parent PID: 6816
General
Start time: 20:50:29
Start date: 12/05/2021
Path: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Path

Disassembly

Code Analysis

Copyright Joe Security LLC 2021

true

‘C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe' --typ
e=renderer --log-file="C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\Acr
oCEF\debug.log' --touch-events=enabled --field-trial-handle=1712,753241887187155
3696,2370599676892093201,131072 --disable-features=VizDisplayCompositor --disable-gpu-
compositing --service-pipe-token=357690743904107764 --lang=en-US --disable-pack-loading
--log-file="C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\debug.log' --
log-severity=disable --product-version="ReaderServices/19.12.20035 Chrome/80.0.0.0' --dev
ice-scale-factor=1 --num-raster-threads=2 --enable-main-frame-before-activation --service-
request-channel-token=357690743904107764 --renderer-client-id=5 --mojo-platform-channel-
handle=2084 --allow-no-sandbox-job /prefetch:1

0xc60000

9475120 bytes
9AEBA3BACD721484391D15478A4080C7
false

false

C, C++ or other language

moderate

Source
Offset Length Completion Count Address Symbol
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