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Analysis Report https://spark.adobe.com/page/3geDIVcj...
Overview

General Information Detection Signatures Classification

Sample URL: hitp://https://spark.adobe.c

om/page/3qeDIVcjdwWVx/ MALICIOUS
Analysis ID: 412684
Infos: ;f il &

Antivirus / Scanner detection for sub...

Antivirus detection for URL or domain

Yara detected HtmIPhish10

Most interesting Screenshot:

Yara detected HtmIPhish7

HiMLL boedy: centains low/number: ofi ...

HTML titleidoesinot match/ URLE

HTMLPhish
72

Score:

Range: 0-100
Whitelisted: false
Confidence: 100%

Startup

= System is w10x64

. G chrome.exe (PID: 6064 cmdline: 'C:\Program Files\Google\Chrome\Application\chrome.exe' --start-maximized --enable-automation 'https://spark.adobe.com/page/3qeDIVcjdwWVx/'
MD5: C139654B5C1438A95B321BB01AD63EF6)
. G chrome.exe (PID: 5892 cmdline: 'C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-handle=

1568,11667160178596294028,15359971514153105505,131072 --lang=en-US --service-sandbox-type=network --enable-audio-service-sandbox --mojo-platform-channel-handle=
1772 Iprefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)
= cleanup

Malware Configuration

No configs have been found

Yara Overview

No yara matches

Sigma Overview

No Sigma rule has matched

Signature Overview
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AV Detection:

Click to jump to signature section

Antivirus | Scanner detection for submitted sample

Antivirus detection for URL or domain

Phishing:

Yara detected HtmIPhish10

Yara detected HtmlIPhish7

@ AV Detection

@ Phishing

@ Compliance

@ Networking

@ System Summary

Mitre Att&ck Matrix

Initial Privilege  Defense Credential
Access Execution Persistence Escalation Evasion Access
Valid Windows Path Process Masquerading oS
Accounts Management  Interception Injection Credential
Instrumentation Dumping
Default  Scheduled Boot or Boot or Process LSASS
Accounts Task/Job Logon Logon Injection Memory
Initialization  Initialization
Scripts Scripts
Domain At (Linux) Logon Script Logon Obfuscated Files Security
Accounts (Windows)  Script or Information Account
(Windows) Manager

Behavior Graph

Copyright Joe Security LLC 2021
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Over Other
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and
Control
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Non-
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Network
Effects
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Insecure
Network
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Redirect Phone
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Location
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Obtain Delete
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Backups
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@ Is malicious

Internet
192.168.2.1
unknown unknown started
unknown Reserved
chrome.exe -

e B

ams02-usadmm-ds.dotomi.com (‘) greycottage.ng @
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Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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@ RFPBID DR%@;AL x  +

RFP BID PROPOSAL age/3qeDIVjdw\WVx/
spark.adobe.com

v s sy e oy suanaros (25T E0T0E0E,

LOADING

H O Type here to search 0

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link
hitp://https://spark.adobe.com/page/3geDIVcjdwWVx/ 0% Avira URL Cloud safe
hitp:/https://spark.adobe.com/page/3qeDIVcjdwWVx/ 100% SlashNext Fake Login Page

type: Phishing &
Social usering

Dropped Files

No Antivirus matches

Unpacked PE Files

No Antivirus matches

Domains

No Antivirus matches

URLs

Source Detection Scanner Label Link
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Source Detection Scanner Label Link

hitp://https://9212252.fls.doubleclick.net) 0% Avira URL Cloud safe
hitp://https://dns.google 0% URL Reputation safe
hitp://https://dns.google 0% URL Reputation safe
hitp://https://dns.google 0% URL Reputation safe
hitp://https://greycottage.ng/favicon.ico 0% Avira URL Cloud safe
hitp://https://prod.adobeccstatic.com/utilnav/8.2/utilitynav.css 0% Avira URL Cloud safe
hitp://https://blog.adobespark.com/wp-json/wp/v2/ 0% Avira URL Cloud safe
hitp://https://greycottage.ng/ONLINE%203/PASS%203/Share 0% Avira URL Cloud safe
hitp://https://static.ads-twitter.com/uwt.js 0% URL Reputation safe
hitp://https://static.ads-twitter.com/uwt.js 0% URL Reputation safe
hitp://https://static.ads-twitter.com/uwt.js 0% URL Reputation safe
hitp://https://cookiepedia.co.uk/host/.app.onetrust.com?_ga=2.157675898.1572084395.1556120090- 0% Avira URL Cloud safe
1266459230.15
hitp://https://www.cookiepro.com/products/cookie-consent/ 0% Avira URL Cloud safe
hitp://https://sc-static.net/scevent.min.js 0% URL Reputation safe
hitp://https://sc-static.net/scevent.min.js 0% URL Reputation safe
hitp://https://sc-static.net/scevent.min.js 0% URL Reputation safe
hitp://https://greycottage.ng/ONLINE%203/PASS%203// 0% Avira URL Cloud safe
hitp://https://page.adobespark-assets.com/runtime/1.22/images/favicon.ico 0% Avira URL Cloud safe
hitp://https://prod.adobeccstatic.com/utilnav/8.2/utilitynav.js 0% Avira URL Cloud safe
hitp://https://page.adobespark-assets.com/runtime/1.22/runtime-prod.gz.js 0% Avira URL Cloud safe
Domains and IPs
Contacted Domains
Name P Active Malicious Antivirus Detection Reputation
greycottage.ng 162.241.7.225 true false unknown
d1gs6rlbmzcurc.cloudfront.net 13.224.193.115 true false high
pug-lhr.pubmatic.com 185.64.190.80 true false high
global.px.quantserve.com 91.228.74.134 true false high
segments.company-target.com 13.225.74.27 true false unknown
tag.device9.com 52.17.98.114 true false unknown
tr.snapchat.com 35.186.226.184 true false high
platform.twitter.map.fastly.net 199.232.136.157 true false unknown
bttrack.com 192.132.33.46 true false unknown
s3.amazonaws.com 52.217.103.94 true false high
t.co 104.244.42.5 true false high
cdnjs.cloudflare.com 104.16.18.94 true false high
api.demandbase.com 13.225.74.124 true false high
cm.g.doubleclick.net 142.250.186.130 true false high
id.rlcdn.com 35.244.174.68 true false high
page.adobespark-assets.com 13.224.193.29 true false unknown
snilgl.wpc.deltacdn.net 152.199.21.175 true false unknown
star-mini.c10r.facebook.com 185.60.216.35 true false high
match.prod.bidr.io 52.19.106.86 true false unknown
pix-us.revjet.com 147.135.65.170 true false high
us-u.openx.net 34.98.64.218 true false high
s.twitter.com 104.244.42.3 true false high
services.prod.ims.adobejanus.com 52.213.176.171 true false unknown
sc-static.net 13.225.74.57 true false unknown
maxcdn.bootstrapcdn.com 104.18.11.207 true false high
bam.nr-data.net 162.247.242.18 true false unknown
googleads.g.doubleclick.net 216.58.212.130 true false high
ams01.sync.search.spotxchange.com 185.94.180.126 true false high
a.tribalfusion.com 104.18.13.5 true false high
Copyright Joe Security LLC 2021 Page 8 of 85



Name P Active Malicious Antivirus Detection Reputation

aa-agkn-com-https-2145740884.eu-central- 52.29.225.117 true false high
1.elb.amazonaws.com

mli314.com 52.49.20.76 true false unknown
googlehosted.l.googleusercontent.com 216.58.212.129 true false high
cdn.cookielaw.org 104.16.149.64 true false high
dart.l.doubleclick.net 142.250.185.102 true false high
pixel-origin.mathtag.com 185.29.133.52 true false high
s.tribalfusion.com 104.18.12.5 true false high
g2.gumgum.com 52.208.210.171 true false high
a97adde81b00f2ca4.awsglobalaccelerator.com 76.223.111.131 true false unknown
dcs-edge-irl1-876252164.eu-west- 34.246.133.154 true false high
1.elb.amazonaws.com

spark.adobeprojectm.com 13.225.74.123 true false unknown
scontent.xx.fbcdn.net 185.60.216.19 true false high
idsync.rlcdn.com 35.244.174.68 true false high
adobe.com.ssl.d1.sc.omtrdc.net 15.237.136.106 true false unknown
demdex.net.ssl.sc.omtrdc.net 15.237.136.106 true false unknown
adobe.tt.omtrdc.net 54.75.9.158 true false unknown
prod.adobeccstatic.com 13.224.193.20 true false unknown
mwsyncpixel.eu-west-1.elasticheanstalk.com 34.240.86.127 true false high
dd20fzx9mj46f.cloudfront.net 13.224.187.69 true false high
pixel.tapad.com 35.227.248.159 true false high
pagead46.l.doubleclick.net 172.217.23.98 true false high
adobelogin-origin.prod.ims.adobejanus.com 63.32.113.5 true false unknown
pop-esv5.mix.linkedin.com 108.174.11.37 true false high
ethos51-prod-va6-k8s-pub2-0- 3.223.105.97 true false high
dd4b5c1747f92a5e.elb.us-east-1.amazonaws.com

s.thebrighttag.com 34.248.208.147 true false high
ams02-usadmm-ds.dotomi.com 64.158.223.137 true false high
api.company-target.com 13.225.74.55 true false unknown
www.google.ch 142.250.186.99 true false high
ib.anycast.adnxs.com 185.33.220.145 true false high
geolocation.onetrust.com 104.20.185.68 true false high
scripts.demandbase.com 13.224.193.108 true false high
static.ads-twitter.com unknown unknown false unknown
ka-f.fontawesome.com unknown unknown false high
ims-nal.adobelogin.com unknown unknown false high
api.iperceptions.com unknown unknown false high
pixel.everesttech.net unknown unknown false high
cm.everesttech.net unknown unknown false high
clients2.googleusercontent.com unknown unknown false high
adobedc.demdex.net unknown unknown false high
static.adobelogin.com unknown unknown false high
adobe.demdex.net unknown unknown false high
match.adsrvr.org unknown unknown false high
use.typekit.net unknown unknown false high
kit.fontawesome.com unknown unknown false high
assets.adobedtm.com unknown unknown false high
rtd.tubemogul.com unknown unknown false high
pixel.rubiconproject.com unknown unknown false high
connect.facebook.net unknown unknown false high
px.ads.linkedin.com unknown unknown false high
d.turn.com unknown unknown false high
p.typekit.net unknown unknown false high
sync.mathtag.com unknown unknown false high
sync-tm.everesttech.net unknown unknown false high
p.rfihub.com unknown unknown false high
ds-aksb-a.akamaihd.net unknown unknown false high
image2.pubmatic.com unknown unknown false high
code.jquery.com unknown unknown false high
dpm.demdex.net unknown unknown false high
aa.agkn.com unknown unknown false high
servedby.flashtalking.com unknown unknown false high
rtd-tm.everesttech.net unknown unknown false high
www.facebook.com unknown unknown false high
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Name P Active Malicious Antivirus Detection Reputation

bumper.adobeprojectm.com unknown unknown false unknown

js-agent.newrelic.com unknown unknown false high

www.linkedin.com unknown unknown false high

adservice.google.ch unknown unknown false high

pixel.quantserve.com unknown unknown false high

adobe-sync.dotomi.com unknown unknown false high

sd.iperceptions.com unknown unknown false high

lasteventf-tm.everesttech.net unknown unknown false high

www.everestjs.net unknown unknown false high

URLs from Memory and Binaries

Name Source Malicious Antivirus Detection Reputation

hitp://https://universal.iperceptions.com/iFrame.html Current Session.0.dr false high

hitp:/ eea62f17a0097fed_0.0.dr false high

https://centinelapi.cardinalcommerce.com/V2/Cruise/StepUp

hitp:/ 850d10ed47f5161b_0.0.dr false high

https://universal.iperceptions.com/core/lpuser_v78.0.jsaD

hitp://https://code.jquery.com/jquery-3.2.1.slim.min.js f4bbb5d8755bc352_0.0.dr false high

hitp://https://9212252.fls.doubleclick.net) Current Session.0.dr false e Avira URL Cloud: safe low

hitp://https://assets.adobedtm.com/launch- a6942155eb9698ff_0.0.dr false high

EN919758db9a654al17bac7d184b99c4820.min.js

hitp:/ 36d0235949f31082_0.0.dr false high

https://use.typekit.net/af/97fbd1/00000000000000003b9b 388/

27/

hitp://https://json-schema.org/draft/2019-09/vocab/ 3f469e2e71221b43_0.0.dr false high

hitp://https://giphy.com/ 6f013d296b22569e_0.0.dr false high

hitp://https://9212252.fls.doubleclick.net Current Session.0.dr false high

hitp:/ c2a6bb76704a0b65_0.0.dr false high

https://googleads.g.doubleclick.net/pagead/viewthroughconver

sion/983956512/?random=1620879713948&cv=

hitp://https://universal.iperceptions.com/ 000003.10g0.0.dr false high

hitp:/ 7b3710c5e15f5¢32_0.0.dr false high

https://googleads.g.doubleclick.net/pagead/viewthroughconver

sion/987390658/?random=1620879713755&cv=

hitp://https://px.ads.linkedin.com/collect? cledc6da6ebfc6d9_0.0.dr false high

hitp://https://static.adobelogin.com/imslib/imslib.min.js a8448f8e0f201664_0.0.dr false high

hitp:/ 7f92142ba76e4116_0.0.dr false high

https://assets.adobedtm.com/d4d114c60e50/f3fbfbeOe7ca/eld

9f552a353/RC48990c37b3504a02838f190f73e1266

hitp://https://connect.facebook.net/en_US/fbevents.js d6595452d2846755_0.0.dr false high

hitp:/ e57ec720d2271f49_0.0.dr false high

https://assets.adobedtm.com/d4d114c60e50/f3fbfbeOe7ca/eld

9f552a353/RC6f46e43fa6d44dbeb45cc5801ffded0

hitp://https://kit.fontawesome.com/585b051251.js eb1f518e395f4045_0.0.dr false high

hitp:/ 386d87b204bd71b7_0.0.dr false high

https://maxcdn.bootstrapcdn.com/bootstrap/4.0.0/js/bootstrap.

min.js

hitp:/ aB88albal6fc3e3ef_0.0.dr false high

https://googleads.g.doubleclick.net/pagead/viewthroughconver

sion/1004494713/?random=1620879713939&cv

hitp:/ 399d65171bfe4109_0.0.dr false high

https://googleads.g.doubleclick.net/pagead/viewthroughconver

sion/987390658/?random=1620879701600&cv=

hitp://https://a.nel.cloudflare.com/report? Reporting and NEL.2.dr false high

s=wC8hgUShnecY9AGYErkEMzR07HeMG8NJ9SE0T150xcq

YpXGOZ9MtDoKEy9zbUL

hitp://https://universal.iperceptions.com/wrapper.js ce2c17b9c6edf534_0.0.dr false high

hitp://https://use.typekit.net/onz5gap.js 36d0235949f31082_0.0.dr false high

hitp:/ 04e3f25e64ef23bc_0.0.dr false high

https://use.typekit.net/af/3d913c/000000000000000000017709

126/

hitp://https://adobesparkpost.app.link/gtResize 6f013d296b22569e_0.0.dr false high

hitp://https://servedby.flashtalking.com Current Session.0.dr false high

hitp://https://dns.google ca6d3c7d-5d1d-402d-a149-005357 false e URL Reputation: safe unknown
2954c4.tmp.2.dr, f5a7¢197-48f2-4d66- e URL Reputation: safe
bde5-3bb52ed45dde.tmp.2.dr, 1fff30dd- e URL Reputation: safe
5e94-4459-8cd7-5¢6d1262659d.tmp.2.dr

hitp:/ 2354abbff3a2b46a_0.0.dr, 61a30 false high

https://cdn.cookielaw.org/scripttemplates/6.9.0/otBannerSdk.js ef70fc39466_0.0.dr

hitp://https://greycottage.ng/favicon.ico Favicons-journal.0.dr false e Avira URL Cloud: safe unknown

hitp://https://ims-nal-stgl.adobelogin.com ladee9e8e0f07959_0.0.dr false high
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Name Source Malicious Antivirus Detection Reputation
hitp://https://use.typekit.net/ Network Action Predictor-journal.0.dr false high
hitp:// fc13a0dla2bae8ac_0.0.dr false high
https://googleads.g.doubleclick.net/pagead/viewthroughconver

sion/951622910/?random=1620879708283&cv=

hitp://https://prod.adobeccstatic.com/utilnav/8.2/utilitynav.css  6f013d296b22569e_0.0.dr false e Avira URL Cloud: safe unknown
hitp://https://maxcdn.bootstrapcdn.com/ Network Action Predictor-journal.0.dr false high
hitp:// 3556fd62a32d504e_0.0.dr false high
https://googleads.g.doubleclick.net/pagead/viewthroughconver

sion/987390658/?random=1620879706908&cv=

hitp://https://fb.me/react-async-component-lifecycle-hooks 752e2a75dd6c4851_0.0.dr false high
hitp:// 04e3f25e64ef23bc_0.0.dr false high
https://use.typekit.net/af/edcf1e/0000000000000000000158d9/

26/

hitp:// eeab62f17a0097fed_0.0.dr false high
https://centinelapistag.cardinalcommerce.com/V2/Cruise/Step

Up

hitp://https://blog.adobespark.com/wp-json/wp/v2/ 6f013d296b22569e_0.0.dr, ba23d false e Avira URL Cloud: safe unknown

8ecda68de77_1.0.dr

hitp://https://kit.fontawesome.com/ Network Action Predictor-journal.0.dr false high
hitp://https://use.typekit.net/rbiSaua.js 04e3f25e64ef23bc_0.0.dr false high
hitp:// Current Session.0.dr false high
https://servedby.flashtalking.com/container/13539;99030;1030
7;iframe/?ftXRef=&ftXValue=&ftXType=&ftX
hitp://https://static.ads-twitter.com/uwt.js 528df7fa00e0aa0d_0.0.dr false e URL Reputation: safe unknown
e URL Reputation: safe
e URL Reputation: safe
hitp://https://github.com/webpack-contrib/style-loadert#insertat) 3f469e2e71221b43_0.0.dr false high
hitp://https://d9.flashtalking.com/d9core 9f7e885e8c444e3d_0.0.dr false high
hitp://https://static.adobelogin.com/ Network Action Predictor-journal.0.dr false high
hitp://crl.godaddy.com/repository/gdroot.crl0J EB2C4AB8B68FFA4B7733A9139239A3 false high
96_D76DB901EE986B889F30D8CC062
29E2D0.2.dr
hitp://https://adobespark.zendesk.com/hc/en- 3c3e507928304ed9_0.0.dr false high
us/articles/219243657
hitp://https://cdn.cookielaw.org/ Network Action Predictor-journal.0.dr false high
hitp://https://cookiepedia.co.uk/host/.app.onetrust.com? 61a30ef70fc39466_0.0.dr false e Avira URL Cloud: safe unknown
_0a=2.157675898.1572084395.1556120090-1266459230.15
hitp://https://tr.snapchat.com/p Current Session.0.dr false high
hitp://https://universal.iperceptions.com/wrapper.jsaD ce2c17b9c6edf534_0.0.dr false high
hitp://https://use.typekit.net/onz5gap.jsaD 36d0235949f31082_0.0.dr false high
hitp://https://www.cookiepro.com/products/cookie-consent/ 61a30ef70fc39466_0.0.dr false e Avira URL Cloud: safe unknown
hitp://https://use.typekit.net/nil6fkt.css ladee9e8e0f07959_0.0.dr false high
hitp:if cdddce82ff221457_0.0.dr false high
https://googleads.g.doubleclick.net/pagead/viewthroughconver
sion/987390658/?random=1620879724159&cv=
hitp://https://ims-nal.adobelogin.com ladee9e8e0f07959_0.0.dr false high
hitp://https://feedback.googleusercontent.com manifest.json0.0.dr false high
hitp:// 10eb3732fd97b16b_0.0.dr false high
https://googleads.g.doubleclick.net/pagead/viewthroughconver
sion/983956512/?random=1620879701650&cv=
hitp:// 04e3f25e64ef23bc_0.0.dr false high
https://use.typekit.net/af/9951d2/0000000000000000000158d7
126/
hitp://https://cdn.cookielaw.org/scripttemplates/otSDKStub.js  Oba9laa6ae29d08a_0.0.dr false high
hitp://braze.com 67a473248953641b_0.0.dr false high
hitp://https://adobespark.zendesk.com/hc/en- 3c3e507928304ed9_0.0.dr false high
us/articles/218956027
hitp://https://universal.iperceptions.com/core/lpuser_v78.0.js  850d10ed47f5161b_0.0.dr false high
hitp://https://npms.io/search?g=ponyfill. 7c2374a7be8500e8_0.0.dr false high
hitp://https://ds-aksb-a.akamaihd.net/aksb.min.js 30ffca376f519f71_0.0.dr false high
hitp://https://sc-static.net/scevent.min.js 7812293e5d091f0b_0.0.dr false e URL Reputation: safe unknown
e URL Reputation: safe
e URL Reputation: safe
hitp:// 04e3f25e64ef23bc_0.0.dr false high
https://use.typekit.net/af/9d1933/00000000000000000001705b
126/
hitp:// 7368ed71bdfa2868_0.0.dr false high

https://googleads.g.doubleclick.net/pagead/viewthroughconver
sion/1004494713/?random=1620879701662&cv
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Name

http:/f
https://googleads.g.doubleclick.net/pagead/viewthroughconver
sion/987390658/?random=1620879705806&cv=

hitp://https://flashtalking.com/XDK

hitp://https://opsparc.gsfc.nasa.gov/?
sdid=MC95SNMJ&mv=social

http:/f
https://googleads.g.doubleclick.net/pagead/viewthroughconver
sion/1004494713/?random=1620879724355&cv

hitp://https://servedby.flashtalking.com/

http:/f
https://googleads.g.doubleclick.net/pagead/viewthroughconver
sion/1004494713/?random=1620879705769&cv

http:/f
https://assets.adobedtm.com/d4d114c60e50/f3fbfbeOe7ca/eld
9f552a353/RC5e5d1b9fe0a942c38190dc219952994

Source

7866e75e8abf4ad4_0.0.dr

9f7e885e8c444e3d_0.0.dr
3c3e507928304ed9_0.0.dr

ba0481563fc1e268_0.0.dr

000003.10g0.0.dr
d94e7e60d38602de_0.0.dr

d3bfb1b0df4d6ef4_0.0.dr

Malicious

false

false

false

false

false

false

false

Antivirus Detection

Reputation

high

high

high

high

high
high

high

ERLET e AR i

unknown

hitp://https://page.adobespark-
assets.com/runtime/1.22/images/favicon.ico
hitp://https://js-agent.newrelic.com/nr-1177.min.js

http:/f
https://use.typekit.net/af/180c9d/00000000000000003b9b3f8a/
27/

hitp://https://use.typekit.net/rbiSaua.jsaD
http:/f

https://googleads.g.doubleclick.net/pagead/viewthroughconver
sion/983956512/?random=1620879724358&¢cv=

hitp://https://ka-f.fontawesome.com/

hitp://https://prod.adobeccstatic.com/utilnav/8.2/utilitynav.js

http:/f
https://googleads.g.doubleclick.net/pagead/viewthroughconver
sion/951622910/?random=1620879724352&¢cv=

http:/f
https://use.typekit.net/af/74fc30/0000000000000000000158d4/
26/

http:/f
https://googleads.g.doubleclick.net/pagead/viewthroughconver
sion/951622910/?random=1620879701657&cv=
hitp://https://page.adobespark-
assets.com/runtime/1.22/runtime-prod.gz.js

http:/f
https://use.typekit.net/af/949f99/00000000000000003b9b3068
1271

http:/f
https://use.typekit.net/af/6¢57c4/0000000000000000000158d6
126/

hitp://https://www.everestjs.net/static/le/last-event-tag-
latest.min.jsa

http:/f
https://centinelapistag.cardinalcommerce.com/V1/Cruise/Colle
ct

http:/f
https://cdn.cookielaw.org/scripttemplates/6.9.0/otBannerSdk.js
aD

hitp://https://snap.licdn.com/li.ims-analytics/insight.min.jsaD
hitp://https://adobesparkpost.app.link/gtimaging

http:/f
https://cdn.cookielaw.org/scripttemplates/otSDKStub.jsaD

Contacted IPs

Copyright Joe Security LLC 2021

Favicons-journal.0.dr
dle9bca73e9ccebd_0.0.dr

36d0235949f31082_0.0.dr

04e3f25e64ef23bc_0.0.dr
2a0chdd7970c264d_0.0.dr

Network Action Predictor-journal.0.dr

6f013d296b22569e_0.0.dr, ba23d
8ecda68de77_1.0.dr

00af15e6f7222ed0_0.0.dr

04e3f25e64ef23bc_0.0.dr

b3e035f953ffa5ce_0.0.dr

8faec8h628066d9d_0.0.dr, 327de
93fb0e7a719_0.0.dr

36d0235949f31082_0.0.dr

04e3f25e64ef23bc_0.0.dr

laed6b6619289abf_0.0.dr

eea62f17a0097fed_0.0.dr

61a30ef70fc39466_0.0.dr

cledc6da6ebfc6d9_0.0.dr
6f013d296b22569e_0.0.dr
Oba9laa6ae29d08a_0.0.dr

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false
false

false

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

high
high

high
high

high

unknown

high

high

high

unknown

high

high

high

high

high

high
high
high
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] No. of IPs < 25%
B 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%
Bl 75% < No. of IPs

Public
P Domain Country Flag ASN ASN Name Malicious
13.225.74.124 api.demandbase.com United States £S5 16509 AMAZON-02US false
13.225.74.123 spark.adobeprojectm.com  United States £S5 16509 AMAZON-02US false
142.250.185.102 dart.l.doubleclick.net United States = 15169 GOOGLEUS false
162.241.7.225 greycottage.ng United States £S5 46606 UNIFIEDLAYER-AS-1US false
104.16.18.94 cdnjs.cloudflare.com United States £S5 13335 CLOUDFLARENETUS false
35.227.248.159 pixel.tapad.com United States £S5 15169 GOOGLEUS false
192.132.33.46 bttrack.com United States = 18568 BIDTELLECTUS false
13.224.187.69 dd20fzx9mj46f.cloudfront.n United States £S5 16509 AMAZON-02US false
et
13.225.74.57 sc-static.net United States = 16509 AMAZON-02US false
185.60.216.35 star- Ireland 1] 32934 FACEBOOKUS false
mini.c10r.facebook.com
13.225.74.55 api.company-target.com United States £S5 16509 AMAZON-02US false
239.255.255.250 unknown Reserved unknown unknown false
152.199.21.175 snilgl.wpc.deltacdn.net United States £S5 15133 EDGECASTUS false
35.244.174.68 id.rlcdn.com United States = 15169 GOOGLEUS false
35.186.226.184 tr.snapchat.com United States £S5 15169 GOOGLEUS false
108.174.11.37 pop-esv5.mix.linkedin.com United States £S5 14413 LINKEDINUS false
185.29.133.52 pixel-origin.mathtag.com United Kingdom =] 30419 MEDIAMATH-INCUS false
52.49.20.76 mli314.com United States = 16509 AMAZON-02US false
142.250.186.130 cm.g.doubleclick.net United States £S5 15169 GOOGLEUS false
52.214.120.236 unknown United States = 16509 AMAZON-02US false
52.19.106.86 match.prod.bidr.io United States £S5 16509 AMAZON-02US false
91.228.74.134 global.px.quantserve.com  United Kingdom =] 27281 QUANTCASTUS false
52.217.103.94 s3.amazonaws.com United States = 16509 AMAZON-02US false
104.20.185.68 geolocation.onetrust.com  United States £S5 13335 CLOUDFLARENETUS false
162.247.242.18 bam.nr-data.net United States = 23467 NEWRELIC-AS-1US false
199.232.136.157 platform.twitter.map.fastly. United States £S5 54113 FASTLYUS false
net
52.17.98.114 tag.device9.com United States £S5 16509 AMAZON-02US false
13.225.74.27 segments.company- United States £S5 16509 AMAZON-02US false
target.com
34.246.133.154 dcs-edge-irl1- United States £S5 16509 AMAZON-02US false
876252164.eu-west-
1.elb.amazonaws.com
15.237.136.106 adobe.com.ssl.d1.sc.omtrd United States = 16509 AMAZON-02US false

c.net
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P Domain

52.29.225.117 aa-agkn-com-https-
2145740884.eu-central-
1.elb.amazonaws.com

13.224.193.29 page.adobespark-
assets.com
76.223.111.131 a97adde81b00f2ca4.awsgl

obalaccelerator.com

64.158.223.137 ams02-usadmm-
ds.dotomi.com

13.224.193.20 prod.adobeccstatic.com

13.224.193.108 scripts.demandbase.com

3.223.105.97 ethos51-prod-va6-k8s-
pub2-0-

dd4b5c1747f92a5e.elb.us-
east-1.amazonaws.com

216.58.212.129 googlehosted.l.googleuser
content.com

172.217.23.98 pagead46.l.doubleclick.net

216.58.212.130 googleads.g.doubleclick.ne
t

142.250.186.99 www.google.ch

54.75.9.158 adobe.tt.omtrdc.net

104.244.42.3 s.twitter.com

104.244.42.5 t.co

104.18.11.207 maxcdn.bootstrapcdn.com

104.16.149.64 cdn.cookielaw.org

185.60.216.19 scontent.xx.fbcdn.net

147.135.65.170 pix-us.revjet.com

52.213.176.171 services.prod.ims.adobeja
nus.com

104.18.13.5 a.tribalfusion.com

Private

P

192.168.2.1

127.0.0.1

General Information

Joe Sandbox Version:

Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Cookbook file name:

Sample URL:

Analysis system description:

Number of analysed new started processes analysed:
Number of new started drivers analysed:

Number of existing processes analysed:

Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:

Analysis stop reason:

Copyright Joe Security LLC 2021

Country
United States

United States

United States

United States

United States
United States
United States

United States

United States
United States

United States
United States
United States
United States
United States
United States
Ireland

United States
United States

United States

Flag

I

I

I IR IR

1

I

1 =S A

I

ASN
16509

16509

16509

41041

16509
16509
14618

15169

15169
15169

15169
16509
13414
13414
13335
13335
32934
16276
16509

13335

ASN Name Malicious
AMAZON-02US false
AMAZON-02US false
AMAZON-02US false
VCLK-EU-SE false
AMAZON-02US false
AMAZON-02US false
AMAZON-AESUS false
GOOGLEUS false
GOOGLEUS false
GOOGLEUS false
GOOGLEUS false
AMAZON-02US false
TWITTERUS false
TWITTERUS false
CLOUDFLARENETUS false
CLOUDFLARENETUS false
FACEBOOKUS false
OVHFR false
AMAZON-02US false
CLOUDFLARENETUS false

32.0.0 Black Diamond

412684

12.05.2021

21:19:56

CloudBasic

Oh 7m 10s

false

light

browseurl.jbs
hitp://https://spark.adobe.com/page/3geDIVcjdwWVx/

Windows 10 64 bit v1803 with Office Professional Plus
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8
Update 211

9
0
0
0
0

HCA enabled
EGA enabled
HDC enabled

L]
L]
L]
e AMSI enabled

default

Timeout
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Detection:
Classification:

Cookbook Comments:

Warnings:

Copyright Joe Security LLC 2021

MAL
mal72.phis.win@50/324@87/52

.

.

.

Adjust boot time

Enable AMSI

Browse: https://spark.adobe.co
m/page/3qeDIVcjdwWVx/?page-mode=static
Browse: https://spark.adobe.co
m/page/3qeDIVcjdwWVx/images/353e3ed0-04ef-
40a3-b2de-adbelaf942d2.jpg?asset_id=d7a0d027-
e0c0-4946-8311-28d93d716082&amp;i
mg_etag=%226ce59f82347e60b2d88
a054229a5f51e%22&amp;size=1024

Browse: https://greycottage.ng
JONLINE%203/PASS%203

Browse: https://spark.adobe.co
m/page/3qeDIVcjdwWVx

Browse: https://spark.adobe.com/about?
r=reader_page_logo

Browse: https://spark.adobe.com/make/logo-
maker?r=reader_page_learnmore

Browse: https://spark.adobe.com/login?
r=reader_page_bumper_createyourown
Browse: http://www.adobe.com/legal/terms.html
Browse: http://www.adobe.com/go/privacy
Browse: https://spark.adobe.com/login?
r=reader_page_topbar_createyourown

Browse: https://spark.adobe.co
m/templates/resumes/

Show All

.

Exclude process from analysis (whitelisted):
MpCmdRun.exe, BackgroundTransferHost.exe,
conhost.exe, backgroundTaskHost.exe,
svchost.exe

TCP Packets have been reduced to 100

Created / dropped Files have been reduced to 100
Excluded IPs from analysis (whitelisted):
92.122.145.220, 13.64.90.137, 142.250.185.110,
216.58.212.173, 142.250.185.206, 95.168.222.144,
95.168.222.76, 52.255.188.83, 23.32.238.210,
23.32.238.192, 142.250.184.195, 23.37.33.211,
142.250.74.202, 142.250.186.74, 142.250.186.106,
142.250.186.138, 142.250.186.170,
142.250.184.202, 142.250.184.234,
172.217.18.106, 172.217.23.106, 216.58.212.138,
142.250.185.74, 172.217.16.138, 142.250.185.106,
142.250.185.138, 142.250.185.170,
142.250.185.202, 142.250.185.234,
52.147.198.201, 8.238.85.254, 8.241.79.126,
67.26.139.254, 8.241.82.126, 8.253.145.120,
69.16.175.42, 69.16.175.10, 104.18.22.52,
104.18.23.52, 142.250.181.227, 172.64.101.17,
172.64.100.17, 20.82.209.183, 95.101.22.195,
95.101.22.203, 92.122.213.194, 92.122.213.247,
23.57.81.34, 23.57.80.54, 13.225.74.13,
13.225.74.111, 13.225.74.48, 13.225.74.74,
192.124.249.24, 192.124.249.23, 192.124.249.41,
192.124.249.36, 192.124.249.22, 23.37.44.206,
209.197.3.19, 23.57.82.43, 151.101.2.49,
151.101.66.49, 151.101.130.49, 151.101.194.49,
142.250.185.200, 204.79.197.200, 13.107.21.200,
99.80.199.35, 34.246.227.69, 52.18.11.109,
142.250.186.34, 142.250.185.66, 142.250.74.208,
142.250.186.48, 142.250.186.80, 142.250.186.112,
142.250.186.144, 142.250.186.176,
142.250.184.208, 142.250.184.240,
172.217.18.112, 172.217.23.112, 216.58.212.144,
142.250.185.80, 172.217.16.144, 142.250.185.112,
142.250.185.144, 142.250.185.176, 151.101.2.110,
151.101.66.110, 151.101.130.110,
151.101.194.110, 13.107.42.14, 142.250.184.196,
34.253.145.149, 99.81.11.244, 54.171.42.33,
54.194.191.134, 34.255.166.243, 34.250.153.194,
13.224.193.115, 13.224.193.34, 13.224.193.82,
13.224.193.52, 54.217.68.10, 54.216.49.61,
52.138.200.61, 52.86.79.254, 54.156.10.186,
46.228.164.13, 193.0.160.129, 216.58.212.131,
172.217.16.131, 2.23.155.193, 2.23.155.186,
69.173.144.165, 69.173.144.138, 69.173.144.139,
23.57.81.215, 20.82.210.154, 2.20.84.251,
23.57.80.111, 95.168.222.83, 52.155.217.156,
20.54.26.129

Excluded domains from analysis (whitelisted):
gstaticadssl.l.google.com, d.turn.com.akadns.net,
ka-f.fontawesome.com.cdn.cloudflare.net,
storage.googleapis.com,
www.everestjs.net.edgekey.net, cn-
assets.adobedtm.com.edgekey.net,
clientservices.googleapis.com, iris-de-prod-azsc-
neu-b.northeurope.cloudapp.azure.com, fs-
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wildcard.microsoft.com.edgekey.net,
server.messaging.adobe.com, [-0005.I-msedge.net,
clients2.google.com, use-
stls.adobe.com.edgesuite.net, ssl-
delivery.adobe.com.edgekey.net,
afp.dotomi.weighted.com.akadns.net,
www.google.com, api-trafficO1.trafficmanager.net,
au-bg-shim.trafficmanager.net, dual-a-0001.a-
msedge.net, cm.everesttech.net.akadns.net, ris-
prod.trafficmanager.net, a-
emea.rfihub.com.akadns.net, r1.sn-n02xgoxufvg3-
2gbl.gvtl.com, iperceptions0l.azureedge.net,
ris.api.iris.microsoft.com, a1910.dscq.akamai.net,
c.bing.com, dsum-
sec.casalemedia.com.edgekey.net,
clients.l.google.com, geo2.adobe.com,
e4578.a.akamaiedge.net,
h2.shared.global.fastly.net,
cds.f7f2g8c3.hwcdn.net,
e4578.dscg.akamaiedge.net, c-bing-com.a-0001.a-
msedge.net, r1---sn-n02xgoxufvg3-2gbl.gvtl.com,
adservice.google.com, consumerrp-displaycatalog-
aks2eap-europe.md.mp.microsoft.com.akadns.net,
e€9706.dscg.akamaiedge.net,
db5eap.displaycatalog.md.mp.microsoft.com.akadn
s.net, e12564.dspb.akamaiedge.net,
www.googletagmanager.com,
arc.trafficmanager.net,
iperceptions01.ec.azureedge.net,
auto.au.download.windowsupdate.com.c.footprint.n
et, prod.fs.microsoft.com.akadns.net,
client. messaging.adobe.com, displaycatalog-
europeeap.md.mp.microsoft.com.akadns.net,
skypedataprdcolwus17.cloudapp.net, iris-de-prod-
azsc-neu.northeurope.cloudapp.azure.com,
accounts.google.com, fonts.gstatic.com, cc-api-
data.adobe.io, stls.adobe.com-cn.edgesuite.net,
skypedataprdcoleus16.cloudapp.net, adobeid-
nal.services.adobe.com,
e7808.dscg.akamaiedge.net,
wildcard.licdn.com.edgekey.net, cdn.cp.adobe.io,
r8---sn-n02xgoxufvg3-2gbl.gvtl.com,
displaycatalog-rp.md.mp.microsoft.com.akadns.net,
e6653.dscf.akamaiedge.net,
cds.s5x3j6g5.hwcdn.net, commerce.adobe.com,
spark.adobe.com, ds-aksb-
a.akamaihd.net.edgesuite.net, r8.sn-n02xgoxufvg3-
2gbl.gvtl.com,
audownload.windowsupdate.nsatc.net,
update.googleapis.com,
tp00.everesttech.net.akadns.net,
watson.telemetry.microsoft.com, www.gstatic.com,
ocsp.godaddy.com.akadns.net,
e€9518.c.akamaiedge.net, fonts.googleapis.com,
fs.microsoft.com, content-autofill.googleapis.com,
stls.adobe.com-
cn.edgesuite.net.globalredir.akadns.net,
ajax.googleapis.com, api-
iperceptions03.cloudapp.net, displaycatalog-rp-
europe.md.mp.microsoft.com.akadns.net, r5.sn-
n02xgoxufvg3-2gbs.gvtl.com, sparkbumper-
productionl-va6.cloud.adobe.io,
commerce.adobe.com.edgekey.net,
www.googleapis.com, store-images.s-
microsoft.com,
blobcollector.events.data.trafficmanager.net,
al815.dscr.akamai.net,
www.googleadservices.com,
pixel.rubiconproject.net.akadns.net, store-images.s-
microsoft.com-c.edgekey.net, r5---sn-
n02xgoxufvg3-2gbs.gvtl.com,
al449.dscg2.akamai.net, fs-
wildcard.microsoft.com.edgekey.net.globalredir.aka
dns.net, arc.msn.com, e8037.g.akamaiedge.net,
redirector.gvtl.com, bat.bing.com,
a.rfihub.com.akadns.net,
displaycatalog.mp.microsoft.com, img-prod-cms-rt-
microsoft-com.akamaized.net,
kit.fontawesome.com.cdn.cloudflare.net, www-
linkedin-com.|-0005.I-msedge.net,
sstats.adobe.com, p.typekit.net-v3.edgekey.net,
www-googletagmanager.l.google.com,
f4.shared.global.fastly.net,
ctldl.windowsupdate.com,
e1723.g.akamaiedge.net, sync.search-
gtm.spotxchange.com.akadns.net,
skypedataprdcoleus17.cloudapp.net, bat-bing-
com.a-0001.a-msedge.net, ocsp.godaddy.com,
a1988.dscgl.akamai.net, www.adobe.com
Report size exceeded maximum capacity and may
have missing behavior information.
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Simulations

Behavior and APIs

Time

21:21:13

Type Description

API Interceptor 3x Sleep call for process: chrome.exe modified

Joe Sandbox View | Context

IPs

No context

Domains

No context

ASN

No context

JA3 Fingerprints

No context

Dropped Files

No context

Created | dropped Files

C:\Program Files\Google\Chrome\Application\Dictionaries\en-US-9-0.bdic

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:

Malicious:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

451603

5.009711072558331

false

12288:ZHfRTyGZ6lup8Cfrvq4JBPKh+FBIESBw4p6:NfOCzvRKhGvwJ]
AT78AD14E77147E7DE3647E61964C0335
CECC3DD41F4CEA0192B24300C71E1911BD4FCE45
0D6803758FF8F87081FAFD62E90F0950DFB2DD7991E9607FE76A8F92D0OESI3FA

Report size getting too big, too many NtCreateFile
calls found.

Report size getting too big, too many NtOpenFile
calls found.

Report size getting too big, too many
NtQueryVolumelnformationFile calls found.
Report size getting too big, too many NtWriteFile
calls found.

Report size getting too big, too many
NtWriteVirtualMemory calls found.

VT rate limit hit for:
https://spark.adobe.com/page/3qeDIVcjdwWVx/

DDE24D5AD50D68FC91E9E325D31E66EF8F624B6BB3A07D14FFED1104D3AB5F4EF1D7969A5CDEODFBB19CB31C506F7DE97AF67C2F244F7E7TESE10648EA8321

01

false

Copyright Joe Security LLC 2021
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C:\Program Files\Google\Chrome\Application\Dictionaries\en-US-9-0.bdic
Reputation: low

Preview:
BDic.... . ".Z.49....6.2..{/...3..5....AF 1363.AF nm.AF pt.AF n1.AF p.AF tc.AF SM.AF M.AF S.AF MS.AF MNR.AF GDS.AF MNT.AF MH.AF MR.AF SZMR.AF MJ.AF
MT.AF MY.AF MRZ.AF MN.AF MG.AF RM.AF N.AF MV.AF XM.AF DSM.AF SD.AF G.AF R.AF MNX.AF MRS.AF MD.AF MNRB.AF B.AF ZSMR.AF PM.AF SMNGJ.AF
SMN.AF ZMR.AF SMGB.AF MZR.AF GM.AF SMR.AF SMDG.AF RMZ.AF ZM.AF MDG.AF MDT.AF SMNXT.AF SDY.AF LSDG.AF LGDS.AF GLDS.AF UY.AF U.AF
DSGNX.AF GNDSX.AF DSG.AF Y.AF GS.AF IEMS.AF YP.AF ZGDRS.AF XGNVDS.AF UT.AF GNDS.AF GVDS.AF MYPS.AF XGNDS.AF TPRY.AF MDSG.AF ZGSDR.
AF DYSG.AF PMYTNS.AF AGDS.AF DRZGS.AF PY.AF GSPMDY.AF EGVDS.AF SL.AF GNXDS.AF DSBG.AF IM.AF |.AF MDGS.AF SMY.AF DSGN.AF DSLG.AF GM
DS.AF MDSBG.AF SGD.AF IY.AF P.AF DSMG.AF BLZGDRS.AF TR.AF AGSD.AF ZGBDRSL.AF PTRY.AF ASDGV.AF ASM.AF ICANGSD.AF ICAM.AF IKY.AF AMS.AF
PMYTRS.AF BZGVDRS.AF SDRBZG.AF GVMDS.AF PSM.AF DGLS.AF GNVXDS.AF AGDSL.AF DGS.AF XDSGNV.AF BZGDRS.AF AM.AF AS.AF A.AF LDSG.AF
AGVDS.AF SDG.AF LDSMG.AF EDSMG.AF EY.AF DRSMZG.AF PRYT.AF LZ

C:\Users\luser\AppData\LocalLow\Microsoft\CryptnetUriCache\Content\223DE96EE265046957 A660ED7C9DD9E7_EFF9B9BA98DEAA773F261FA85A0B177
1

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
Size (bytes): 1731
Entropy (8bit): 7.301698998198966
Encrypted: false
SSDEEP: 48:panitgjPAzkWn17SIYnita8Initql+ZvI30XS9AsSRMEWqu5H99:pWakWkkz1+boavLJpu5
MDS5: 2AF13F5C8466FOAFADBASD350A37C883
SHAL: D80C9F1127EF3BC8B8FOBID00D2485C7EDEBC39A
SHA-256: 3DCE64D26D1D0DE49281FA037ABBB2B671BAEAL105A78FD82D3B39613C663B2F6
SHA-512: 237C223382EB2F254819389FCE5383A6E3F3043765830A50EC1C1D670A9702C4F25E55C2A2AF6ES5743A74791DFOCA331BB3CA7177D3ADB56F95176BA9C7334F0
Malicious: false
Reputation: low
Preview:
O 0....+.....0......0...0.....0..1.0...U....US1.0...U....Arizonal.0...U....Scottsdale1.0...U....GoDaddy.com, Inc.100...U...'Go Daddy Root Validation Authority - G2..20210
511205259Z0d0b0:0...+......... #o. Ko o4 g(e AN 202105112052597....20210513085259Z0...* H............. 9&..%....H.7..#.0L..:{&1..P&...dN\K.T..qM....
& M~ %=.0...2....6......F..9.x2..b.m..u...e..I"3...0<H..m>..5.1..%i.f........w.Q.WI.cC..&...0O"G:....~W....... W.B.nW.il5............ B.su.{..\7.Di....Va...kUj...>.i+.8.T.mi5k........ 0..

.0...0.g........f..p.t0...* H........0..1.0...U....US1.0...U....Arizonal.0...U....Scottsdale1.0...U....GoDaddy.com, Inc.110/..U...(Go Daddy Root Certificate Authority - G20...20
0909070000Z..210909070000Z0..1.0...U....US1.0...U....Arizonal.0...U....Scottsdale1.0...U....GoDaddy.com, Inc.100...U...'Go Daddy Root Validation Authority - G20

0L o, [ LLAY.ULULQULL L IXG(gk# .. J..G.3
C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUriCache\Content\77EC63BDA74BD0D0E0426DC8F8008506 E
Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: Microsoft Cabinet archive data, 59863 bytes, 1 file
Category: dropped
Size (bytes): 59863
Entropy (8bit):  7.99556910241083
Encrypted: true
SSDEEP: 1536:Gs6cdy9E/ABKQPOrdweEz480zdPMHXNY/gLHIZN:GNOqOrdDdJPAXILHA/

MD5: 15775D95513782F99CDFB17E65DFCEBL

SHA1L: 6C11F8BEE799B093F9FF4841E31041B081B23388

SHA-256: 477A9559194EDF48848FCE59E05105168745A46BDC0871EA742A2588CA9FBEOO

SHA-512: AC09CE01122D7A837BD70277BADD58FF71D8C5335F8FC599D5E3ED42C8FEE2108DD043BCES62C82BA12A81B9B08BD24B961C0961BF8FD3A0B8341C87483CD

E7
Malicious: false
Reputation: low
Preview:

........ n7R...p!_.+.<.AWt=. .sV..".90..CD./.s.\#.t#..s..Jeiu..B$.....8..(g..tJ....=,...r.d.].xgX4.......0.
..AP8.A.<...7S.L...S..~R.).hgS...DK.6.j....u_.0.(4g....},.L".....h.a]?.....J9.\. Ww........ %........ 4E...
..z..j.Ds...Z.. ..N<.d.?<...b..,..n. 9.3.+9T.%.l...5.YK.E.V...aD.0...Y../le.7...c.
2.

....0.QA.0.M<.&ab
oA=L u2 X~

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUriCache\Content\EB2C4AB8B68FFA4B7733A9139239A396_D76DB901EE986B889F30D8CC06229E2
D

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 1697

Entropy (8bit): 7.270810098218166

Encrypted: false

SSDEEP: 48:snitgJYcaXbM/uVnitgsXA49e5REMeZ6+23wQ:UJYcUXsw49eEMeZ6+Y

MDS5: DAOAB88A938BFFF2E870E4D701B2FB6B

SHA1L: 89AB80D5D89A761E9884949B6066B73A169FBC820

SHA-256: 7D45BCC2DD7AC6596654A78D8FBB72B93064E51B2ADBF6EADGE15DC09010BA30
SHA-512: 8987B8BA323CE3913C8F9716DE1B872222FB4010AE673DF35E06294C86079D22DES0BBC215343659AD006799E89D756BD4274B00043D784069C808485A294C37
Malicious: false
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C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUriCache\Content\EB2C4AB8B68FFA4B7733A9139239A396_D76DB901EE986B889F30D8CC06229E2

D
Reputation:

Preview:

low
O 0.....+.....0......0...0......0..1.0...U....US1.0...U....Arizonal.0...U....Scottsdale1.0...U....GoDaddy.com, Inc.100...U...'"Go Daddy Root Validation Authority - G1..2021
0512015251Z0f0d0<0...+......... ..... ].My_F<...Lga=.j 202105120152517....2021051313525170...* .H............. E..r.$.Wz.g...rjd.d....s...h..x.e.q..y.x....q.

.c.~..N..a2.:...p(.2..(=J...*.dHH.P..>3e.<.t.0..JSLx.Un\..x.....Xp.%...u"..nex./...(.......L.&..m"..2.6.N.|[H5A..H3#.3...(.G.Q..... 7..6.. [.....eT.K....aw.4..GW.(DR......Y.
...b0..10..Z20..B....... 1g...r.0...*H........0c1.0...U....US1!0...U....The Go Daddy Group, Inc.110/..U...(Go Daddy Class 2 Certification Authority0...161213070000Z..21121
307000020..1.0...U....US1.0...U....Arizonal.0...U....Scottsdale1.0...U....GoDaddy.com, Inc.100...U...'Go Daddy Root Validation Authority - G10.."0...*.H..
L@.H......jb.2.c.. 'eSA..6"2.hf.mm9I...... _N."gV..{J"{..0fW$.X

C:\Users\luser\AppData\LocalLow\Microsoft\CryptnetUriCache\MetaData\223DE96EE265046957A660ED7C9DD9E7 EFF9B9BA98DEAAT773F26

1FA85A0B1771

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 900

Entropy (8bit): 3.7728199299414276

Encrypted: false

SSDEEP: 24:70wyPV13MhmyFg1QXyhDyOwyPV13MhmyFq1Qq:awkV1XyFuPwkV1XyFuD

MDS5: FF962F1827119EB8B81DE7FB58732EB9

SHA1L: 92D9C73C6CB8C34ABI3519E5772B63742469EE379

SHA-256: 359B9F88104409F5717BB820803CAB5284A8C3C293B3FF66EC803817B78BF977

SHA-512: 639ACEA705D633B6BECBEDB679DBCDFIB3DEIF1D2B4ABEEOCAS96AE02E276EAL11C6D77A8495105BFAD62ED01250CE9DI4AECBBAEE2333C53E394A1591A71
06BC

Malicious: false

Reputation: low

Preview:
Proees e Gttt e FooVos h.tt.p...//.0.c.s.p...g.0o.d.a.d.d.y...c.om.//.M.E.l.w.Q.D.A.%.2.B.M.D.w.w.0O.j.,A.J.B.g.U.r.

D.g.M.C.G.g.U.A.B.B.Q.d.1.2.%.2.B.0.B.k.u.X.H.9.3.f.0.R.U.j.4.a.7..Ar.4.r.G.w.Q.U.0.p.q.F.B.x.B.n.K.L.b.v.9.r.0.F.Q.W.4.gw.Z.T.a.D.9.4.C.A.Q.c.%.3.D...".d.8.0.c.9.f.1.
1.2.7.e.f.3.b.c.8.b.8.£.0.b.9.d.0.0.d.2.4.8.5.c.7.e.d.e.8.c.3.9.a."...p . .G.. _G... FolV. .http.i/lo.cs.p..
g.o.d.a.d.dy...c.om.//M.E.l.w.Q.D.A.%.2.B.M.D.w.w.0.j.A.J.B.g.U.r.D.g.M.C.G.g.U.A.B.B.Q.d.1.2.%.2.B.0.B.k.u.X.H.9.3.f.0.R.U.j.4.2.7..Ar.4.r.G.w.Q.U.O.p.q.F.B.x.B.n.
K.L.b.v.9.r.0.F.Q.W.4.g.w.Z.T.a.D.9.4.C.A.Q.c.%.3.D...".d.8.0.c.9.f.1.1.2.7.e.f.3.b.c.8.b.8.£.0.b.9.d.0.0.d.2.4.8.5.c.7.e.d.e.8.c.3.9.a."...

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUriCache\MetaData\77EC63BDA74BDOD0E0426DC8F8008506

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

326

3.140842466552086

false
6:kKJIBpkQSN+SKQIPIEGYRMY9z+4KIDA3RUeSKyzkOt:uphZkPIE99SNXxAhUeSKO
2461684EF084F735E46B6834173EDB84
B0916B4D59AC51838FA21ECOF57A415A7FB0493C
EDBFBA4FE607FF018B20EOCCB71216FA791B1A804F7D5A898172CF605066F9B4

E215B21A22E3DBA2C8E817F96CE6ADY4FAB5B679B2DFA44BCF7E467AF5EC671BFD760492FD6D14C18551F72A9028ECC5005D84692F257555E2D98DD29A03D8
0

false

low

Peeees e NG (e e Y5.....8.........httpo/letldl. .window.s.u.p.date..com/ms.dow.nlo.ad/up.date./v.3./
s.tatic/trustedr./en/authro.otstl.cab.."8.0.f8.8.3.59.354d.7.1.:.0."..

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUriCache\MetaData\EB2C4AB8B68FFA4B7733A9139239A396_D76DB901EE986B889F30D8CC06229E

2D

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

916

3.7908253144003545

false
12:FnrQEFDsFrvgxEOP6GANMp2FpAGpqlr2PtZCCrQEFDsFrvgxEOP6GANMp2FpAGpJ:FnV4xaVSGAmM+pbPtZCCV4xaVSGAm+pbl
65AB76B747B8224B25080AFE24A489A9

90BB5B924EEB60AF20C1FE8B1598790DB1FB09B4
F34D03BEBFCA3B94D6D2895F6DC5250AE1ADC3ABC54286DBBCCE99442C41734B

9443D44E08593397A10D66A302D6AAGC8686F5A46DFF869322510034D43D82CE7AB78FF971EC28B2CF47D46DA033784841EEFCCFEBCA374AEOES85FEGCFBED
7

false

low
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C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUriCache\MetaData\EB2C4AB8B68FFA4B7733A9139239A396_D76DB901EE986B889F30D8CC06229E

2D

Preview:

Peeees e TG e [WFeVes h.tt.p...//.0.c.s.p...g.0.d.a.d.dy...c.om.//ME.Qw.Q.j.B.AM.D.4.w.P.D.AJ.B.g.U.r.D.g.
M.C.G.g.U.A.B.B.T.k.I.n.K.B.A.z.X.k.F.0.Q.h.0.p.e.l.3..f.H.J.9.G.P.A.Q.U.0.5.S.w.0.p.H.U.T.B.F.x.s.2.H.L.P.a.H.%.2.B.3.a.h.q.1.0.M.C.A.x.v.n.F.Q.%.3.D.%.3.D...".8.9.a.
8.0.d.5.d.8.9.a.7.6.1.e.9.8.8.4.9.4.9.h.6.0.6.6.b.7.3.2.1.6.9.£.b.c.8.2.0."...p...c.c. ceeeeee. TG [Fi.CGuiiii C.G.......[FoiVahittpidlo.

c.s.p...g.o.d.a.d.d.y...c.om././.M.E.Q.w.Q.j.B.A.M.D.4.w.P.D.A.J.B.g.U.r.D.g.M.C.G.g.U.A.B.B.T.k.I.L.n.K.B.A.z.X k.F.0.Q.h.0.p.e.l.3.1.f.H.J.9.G.P.A.Q.U.0.5.S.w.0.p.H.U.
T.B.F.x.s.2.H.L.P.a.H.%.2.B.3.a.h.q.1.0.M.C.Ax.v.n.F.Q.%.3.D.%.3.D...".8.9.2.8.0.d.5.d.8.9.2.7.6.1.e.9.8.8.4.9.4.9.h.6.0.6.6.b.7.3.2.1.6.9.f.b.c.8.2.0."...

C:\Users\luser\AppData\Local\Google\Chrome\User Data\6195d0e3-f64c-402a-96¢3-222a2542f701.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

372140

6.049763095905352

false
6144:bVwsB8g4WGOOP1eVxR+v+F7EFpfY4XBIIE7ZPXYGzLxinV:5vKPWGNPUZ+w7wJIHYEtAWE
FFODFOD8041CC6090E779B40B71523BF

OF3EEC6769C82E515A7E26C6A680605167275F56
DEADB26DDCC702EEB771FA45324F28ABEA67B0537CA04331BAB41D1ADE663A97
AEBB9A3B60D567815C83A9E7BF19D3C2F4FF8765464B83EFC5BBAD3A9F7FD493D455C50610D63F6288490A7A7194E3A0700310D8A0A1A563F00EALAF76D5866:!
false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.620879652247575e+12,"network":1.620847254e+12,"ticks":158190717.0,"uncertainty":4553386.0}},"os_crypt":{"encrypted_key":"RF
BBUEKBAAAAQlyd3wEVORGMegDAT8KX6WEAAACMBY zeObKMTINZGR/AWAMSAAAAAAIAAAAAABBMAAAAAQAAIAAAACOSPhbyumSaNjLUAHEna20U
Dn+rpXOk+H/ONjHe5ZWbAAAAAABAAAAAAGAAIAAAADEZRLIi2QiPYGPz0Jd0ZQIE5KOKMttbbwwADHJIY DpEMAAAACUIPAEJtfud 3aEFZzvijkFSTP1RNwcy 8fFg 19x Xfi
V1Q9wriZb5iS+jYbOXKVX44kAAAABYJIv8rXU2wt9ZoSemiGl7RviMeHwgrJRvbY cUfMpjLAz2bh77nWHOppVpZzR2K2uw89vs6aWrP XuiWel EQQVEM"},"password_man
ager":{"os_password_blank":true,"os_password_last_changed":"13245952488007586"},"plugins":{"metadata":{"adobe-flash-player":{"disp

C:\Users\luser\AppData\Local\Google\Chrome\User Data\85e1183b-7860-4c6a-ae8e-8a062343e16d.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

363673

6.028441702840896

false
6144:rVwsB8g4WG0OOP1eVxR+v+F7EFpfY4XBIIE7ZPXYGzLxinV:JVKPWGNPUZ+w7wJHYEtAWE
D620EF290771BCOF3349837904762B63

6C19AEFF954B46ECA8BF31D72C3674F8A5F3F371B
OE8BFF7E544541BC70176B6EA9BOC36A0967F359D9C61076E0E18320DACFE333
269FFA80717C03879C1B0ODB6B63A822476B00387C896A60832DA8596F3C00165F0BA1184A023E8BEALIEAE1635D0BB5DD5798E851CA37655ACEC86479B956D78/
false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.620879652247575e+12,"network":1.620847254e+12,"ticks":158190717.0,"uncertainty":4553386.0}},"os_crypt":{"encrypted_key":"RF
BBUEKBAAAAQlyd3wEVORGMegDAT8KX6WEAAACMBY zeObKMTIhZGR/AWAMSAAAAAAIAAAAAABBMAAAAAQAAIAAAACOSPhbyumSaNjLUAHENa20U
Dn+rpXOk+H/ONjHe5ZWbAAAAAABAAAAAAGAAIAAAADEeZR1Ii2QiPYGPz0Jd0ZQIE5KOKMttbbwwADHJIY DpEMAAAACUIP4EJtfud 3aEFZzvijkFSTP1RNwcy 8fFg 19x Xfi
V1Q9wriZb5iS+jYbOXKVX44kAAAABYJIv8rXU2wt9ZoSemiGl7RviMeHwgrJRvbY cUfMpjLAz2bh77nWHOppVpZzR2K2uw89vs6aWrP XuiWelEQQVEM"},"password_man
ager":{"os_password_blank":true,"os_password_last_changed":"13245952488079548"},"plugins":{"metadata":{"adobe-flash-player":{"disp

C:\Users\luser\AppData\Local\Google\Chrome\User Data\8a8cf18e-8dc3-486e-a514-ff5e8446a62f.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

372140

6.049763181466883

false
6144:SVwsB8g4WG0OP1eVxR+v+F7EFpfY4XB3IE7ZPXYGzLxinV:4vKPWGNPUZ+w7wJIHYEtAWE
FE667D89086CFC982F6F5294305390D9

DD288A2861052C83F22359C9F37FD02A2C9FCIEOD
1737C2ED153362FF238906A8B18F18CEF29F2DFA962C4CAAT6ATSE7TAATTA913D
438C07126816D7808145A8BFEOF620D87A278F371C962A6EBOB0682F586619B5C6414B3DD5170FB8C2B56722DDEC08180CD71B76EABFFEC55D5720CCD974A0C
false

low
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\8a8cf18e-8dc3-486e-a514-ff5e8446a62f.tmp

Preview:

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.620879652247575e+12,"network":1.620847254e+12,"ticks":158190717.0,"uncertainty":4553386.0}},"os_crypt":{"encrypted_key":"RF
BBUEKBAAAAQlyd3wEVORGMegDAT8KX6WEAAACMBY zeObKMTINZGR/AWAMSAAAAAAIAAAAAABBMAAAAAQAAIAAAACOSPhbyumSaNjLUAHENna20U
Dn+rpXOk+H/ONjHe5ZWbAAAAAABAAAAAAGAAIAAAADEeZR1Ii2QiPYGPz0Jd0ZQIE5KOKMttbbwwADHJIY DpEMAAAACUIPAEJtfud 3aEFZzvijkFSTP1RNwcy 8fFg 19x Xfi
V1Q9wriZb5iS+jYbOXKVX44kAAAABYJv8rXU2wt9ZoSemiGl7RviMeHwgrJRvbY cUfMpjLAz2bh77nWHOppVpZzR2K2uw89vs6aWrP XuiWelEQQVEM"},"password_man
ager":{"os_password_blank":true,"os_password_last_changed":"13245952488079548"},"plugins":{"metadata":{"adobe-flash-player":{"disp

C:\Users\luser\AppData\Local\Google\Chrome\User Data\948dd4d1-5a7c-4322-bb39-9c96bda0cel7.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

363673

6.028440923054444

false
6144:hVwsB8g4WGOOP1eVxR+v+F7EFpfY4AXBIIE7ZPXYGzLxinV:bvKPWGNPUZ+w7wJIHYEtAWE
1060F020D04E16B26CA60EOB2DF4C8F3

B029DE5231F95A74053B9819E51FB95435D1BD3E
680DD7F04C1B6F04007852209EA2859EC27968844CDEAD1406340B39258C564A

087708E8385DE1DEF651CCC842E5BAD4A0711803B0C3D8BD8C634FAS50B17DC74138E7545D49A2CDF8FD2F0E60454A887EC4990ECOF3C80BDC2E610224095CA
C

false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.620879652247575e+12,"network":1.620847254e+12,"ticks":158190717.0,"uncertainty":4553386.0}},"os_crypt":{"encrypted_key":"RF
BBUEKBAAAAQlyd3wEVORGMegDAT8KX6WEAAACMBY zeObKMTIhZGR/AWAMSAAAAAAIAAAAAABBMAAAAAQAAIAAAACOSPhbyumSaNjLUAHENa20U
Dn+rpXOk+H/ONjHe5ZWbAAAAAABAAAAAAGAAIAAAADEeZR1Ii2QiPYGPz0Jd0ZQIE5KOKMttbbwwADHJIY DpEMAAAACUIPAEJtfud 3aEFZzvijkFSTP1RNwcy 8fFg 19x Xfi
V1Q9wriZb5iS+jYbOXKVX44kAAAABYJv8rXU2wt9ZoSemiGl7RviMeHwgrJRvbYcUfMpjLAz2bh77nWHOppVpZzR2K2uw89vs6aWrP XuiWelEQQVEM"},"password_man
ager":{"os_password_blank":true,"os_password_last_changed":"13245952488079548"},"plugins":{"metadata":{"adobe-flash-player":{"disp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

120

3.3041625260016576

false

3:FkXEwozZHGftEwozZHGftEwozZHn:+EwozZHGVEwW0zZHGVEwW0zZHn
4829695F153A750ADF50C6E979E8E8SF3
2F697EF207460D03671E4B59670BC73328D60D6E
1AACF1304FD42C84FF41DDD2F2252E5COEDE7362352661B7957648F2EA4C2683

6D16A6EF4BB20B25B1B14757C475E9F8C3A40D6181F718D563A628BA41DA9426E1B586C472D4F8729FD65FCA014151B7D46FBFAAEL71BFFOAGD937DB7A7A2C(
2

false

SAPC...ooviicn y3..M.Y.NbD.sdPC............cceenee. y3..M.Y.NbD.sdPC.........c.ccouenue y3..M.Y.NbD.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\035f0f2b-3c3d-4383-81fd-72f2e4a8ael5.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

22595

5.535898578085945

false
384:8MRrt+LIhiX31kXgKf/pUZNCgVLH2HfD3rUKHGANTuUpEel4p:2L1231kXqKf/pUZNCgVLH2HfLrUaGANN
6238C658ADA3CF77D382711400515D62

AE096569174ED6C60E049B3AACBBI3COF9ECEF55
2139CA5BEO9EFE31FE15000DDD078F1F2D79B975086A946CE98AOBFEC3205EBF

91B077AF1A602FE3BCCB9OED13682FC88B13A0DD18F7D32BEEEBB773EEC1B3B8A4F24270FFECBESFC33D4CB69178AC28F6D489C69EFBGE1C628027D8AECABI
244

false

low
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\035f0f2b-3c3d-4383-81fd-72f2e4a8ael5.tmp

Preview:

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","sy
stem.cpu","system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[1,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13265353249009481","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13tO00sjuzRsfExtD2SKxPITfuoy7AWoObysitBPVH5fE1INaAAL/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG

ijSOAIWbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name":"Web Store","pe

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\10016e9a-7023-497e-bc33-2d8b877aac0b.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5763

5.185947719952308

false

96:n2XbsW/k2t7aAVqSxk0JCKL8ykylfCMbOTQVuwn:n2Xbsp2x9Uq4KrkyBd
39737B87E039F7DEEAB4714ADF0150B5
9EFAA119E17A9EBAAEB580CBC5439AB03EE6B86CA
DOFBE44547E248CD45AB5C75791E540CEB189000EES80D50AA281214C11A322D

C3F53F86ABC171D18651BC4ABE6B92DBAD70157778531651DDB9265B9BAFC7B2392E4ADF67FAAAESEF2FOCEC0381A36599A70A72ED3C125658415431CFF1EA
A2

false

low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13265353249338570","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245952891998324","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser

_infobar_last_declined":"13245952963463509","has_seen_welcome_page":true,"navi_onboard_group":","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length™["0","0","0","0","0","0","0" "o","0","0","0","0","0","0","0","0","0","0","0' 0","0","0"
,'o","0","0","0","0","0","0","0","0 o","o0","0","0","0","0","0","0","0","0","0",’ "1501624"],"daily_received_length":["0

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\2a67d60b-fcOb-414a-8845-ca6254fe520f.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

1207

5.578704162086783

false
24:Y7cl7wUi6HOUhcgfiwULG1KUedaUewb7wUeU3RUeHQ:YPEUiI6UUhciwU2KUed4aUeYwUeUhUew
2B994A649AEABC1054CE179A7CACEBCY

082F90714D7F3AF7CFCCFF215958E89DDA7A04DA
71A89F8E6174CA3E2A3A30C032D91B58BFOFFI7B03BOSEA8BLA126F96A00753F

1AE5D392FD91DC8BD4E2F9B6366BF4B2FE4CES670870322E297AC389F739EF7AD44DD951A8BE944840DE6DB2411C459458176318EF916DF6C313D7ECB567DE|
2

false

low

{"expect_ct":[],"sts":[{"expiry":1652415664.696807,"host":"OJAwwDug+gPr+xWjx2kFIFhHDQULu5IjftVYMMZ74140=","mode":"force-https","sts_include_subdomains"
:true,"sts_observed":1620879664.696812},{"expiry":1633015352.675531,"host":"OuKIWsMW1dkkbl1X/0i600Y95ZNSWnSoeal XAEYPIlv4=","mode":"force-https","sts_in
clude_subdomains™:true,"sts_observed":1601479352.675536},{"expiry":1652415662.084715,"host":"YBf+0277nAvVW3A1uFG7ThwT6zuF 7asaeDH6RPNOXinc=","
mode":"force-https","sts_include_subdomains":true,"sts_observed":1620879662.08472} {"expiry":1633015352.520557,"host":"nAuqgR4IEWti7SOdT3UHPI6rmZU/Dea
Im38P2020kgA=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1601479352.52056},{"expiry":1633015352.455722,"host":"5SEdU0B7YUY9zZV
+2DkgVXgho8WUvp+D+6KpeUOhNQIM=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1601479352.455726} {"expiry":1633015295.599948,"hos
t":"8/RrMmQICD2Gspl14wUCE1P8r7B2C5+yEQ+g79IPyRsc=","mode":"force-https","sts_include_subdomains":false,"sts_obs

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\3065d386-fc91-4dd4-9dca-bdd611b628cc.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

4883

5.605577500491252

false
96:q8sU9UwWUPCUneaieURUUIUUa/UIMUQUR+URFUcwUJIfUMgITUOtUEUcUSU3KUCUNH:q8sU9UwWUPCUNVURUWUUa/UuUQUR+ULUC
7CF97DE2485B9F3769E81099CFIFF5A8

3106F39867C3C5825E7284B2829B34D4DB7916CA

4FBA01A92E59654AE9E3EABDAAESB0118272537371D95B725881A89C06014E83A
F9675605487EC36114E20009A570173105A01754B18798D3807AB86E466D5FFCBOE38030C734DD007B50B1B91083B03C1A8135E98973FC734EE18192F4AF773F
false

low
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\3065d386-fc91-4dd4-9dca-bdd611b628cc.tmp

Preview:

{"expect_ct":[],"sts":[{"expiry":1652415812.317662,"host":"CI6kx0n19VtUkGfz4J6tLFRfDatw73CAqzbGpnezKwO=","mode":"force-https","sts_include_subdomains":true,"sts
_observed":1620879812.317667},{"expiry":1623471813.802793,"host":"Dgl4flaciUHGX6Lc+OnYmaNiAA/ADiwumtlyPrC3d6U=","mode":"force-https","sts_include_subd
omains":true,"sts_observed":1620879813.802799}{"expiry":1636659677.156215,"host":"E10e7Gwg5+phsYD4E8gNYFsQySXnIHPAfo4zloUPESc=","mode":"force-https",
"sts_include_subdomains":false,"sts_observed":1620879677.15622} {"expiry":1652415798.545467,"host":"Hi4bEdMq563Qsqn4sVyUIs/uVk7U80IxMa3wyWVU
gqWuU=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1620879798.54547}{"expiry":1652415813.707595,"host":"M4bfUnCmQAi4PNb3B8al/2+
SVIhHKsMfMMT7{zi6ij4=","mode":"force-https","sts_include_subdomains":true,"sts_observed":1620879813.707599},{"expiry":1652415831.47753,"host":"OJAwwDu
g+gPr+xWijx2kFIFhRHDQULuU5IjftVMMZ74140=","mode":"force-https","sts_include_subdomains":true,"sts_obser

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\4bf2ac05-542a-4ceb-b9a8-46160871a541.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5728

5.188562794189941

false

96:n2XbS/k2t7aAVakxk0JCKL8yky1fCMbOTQVuwn:n2Xbd2x9UU4KrkyBd
96A32F2A5FC23EDB59D06A95DC548CD9
5A18541771BD5EA93D2DF8EB2E4BB98D276EA43A
1FCO8FF61301DA4B43618D2E69324103ABF1679040D6EC24398C67A1E1BF5245
D7502BB08341265FA19DAF8AF51777408DDA97D006731EE4BA7D38D3FA17BC02F658963FAA0789F191BE12DEAF2B622E649A1B60E7427D166955DF6185A55DC!
false

low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13265353249338570","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245952891998324","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245952963463509","has_seen_welcome_page":true,"navi_onboard_group":","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":["0","0"
,"o","o","o","0","0","0","0","0","0","0","0","0","0","0","0", '"0","0","0","0"

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\5a2db8eb-b63b-43fc-8e30-b84a273d9ef4.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

18940

5.568717085672168

false
384:8MRrtXLIhiX31kXqKf/ipUZNCgVLH2HfD3rUAHGV1EPI4j:vLI231kXqKf/pUZNCgVLH2HfLIUEG90C
D114759F5A0CF64400B406D0OBAFD154C

5C3D1CE650773FFEB132A062AA017872E370FE22
762A581CF85DFE2150F5FC2D753256CE16F7BDCO0F8BA1980C899F6A8BF7F6B5
94B77FF24FFD3026846400632D125CFD8456E36CC2583518B38D2C8A369A8B5D78DBF625527DBCA7CD1E545833D1BA632BCB630896B4C7801B2AFF551087871¢
false

low

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","sy
stem.cpu","system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal "commands":{},"content_settings":[],"creation_flags":1,"events":
[1,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13265353249009481","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13tO00sjuzRsf6xtD2SKxPITfuoy7AWoObysitBPVH5fE1INaAAL/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG
ijSOAIWbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name":"Web Store","pe

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\60cdb687-b45b-407f-90af-e76a8f6bea85.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

4884

5.605405769834784

false
96:q8sU9UWUPCUneaieU0Uc4UUa/UIMUQUR+URFUcwUJIfUMgITUOtUEUcUSU3KUCUNH:8sU9UwWUPCUNVUOUc4UUa/UuUQUR+ULP
CFBA539FC56AE6F69EF882339BAFBD69

C30A1D6ESCE151C10A8395932A3A391521DD2458
CB49D32EB6077A0D3EA40883534D70B8832797A2710552B7AC0921AF195092A9

D1B593C5BCOBE83C75BD16835DCD9F72BD6DODFFEOB181CAGFD14B0653892CE38C9C448AACF61720357F1AE3A3118644D1EAO8BAFC1C3066E8F7FDB06680BD
28

false

low
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\60cdb687-b45b-407f-90af-e76a8f6bea85.tmp

Preview:

{"expect_ct":[],"sts":[{"expiry":1652415812.317662,"host":"CI6kx0n19VtUkGfz4J6tLFRfDatw73CAqzbGpnezKwO=","mode":"force-https","sts_include_subdomains":true,"sts
_observed":1620879812.317667},{"expiry":1623471813.802793,"host":"Dgl4flaciUHGX6Lc+OnYmaNiAA/ADiwumtlyPrC3d6U=","mode":"force-https","sts_include_subd
omains":true,"sts_observed":1620879813.802799}{"expiry":1636659677.156215,"host":"E10e7Gwg5+phsYD4E8gNYFsQySXnIHPAfo4zloUPESc=","mode":"force-https",
"sts_include_subdomains":false,"sts_observed":1620879677.15622} {"expiry":1652415798.545467,"host":"Hi4bEdMq563Qsqn4sVyUIs/uVk7U80IxMa3wyWVU
gqWuU=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1620879798.54547}{"expiry":1652415813.707595,"host":"M4bfUnCmQAi4PNb3B8al/2+
SVIhHKsMfMMT71{zi6ij4=","mode":"force-https","sts_include_subdomains":true,"sts_observed":1620879813.707599} {"expiry":1652415824.789931,"host":"OJAwwD
ug+gPr+xWijx2kFIFhHDQULuSIjftYMMZ74140=","mode":"force-https","sts_include_subdomains":true,"sts_obse

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\7902fe14-1c8f-4931-9586-a1f4e85a9442.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

1207

5.578329908627083

false
24:YQ7wU76HO0UhcgfiwULG1KUedaUewb7wUeU3RUeHQ:YQEU76UUhciwU2KUe4aUeYwUeUhUew
C5570634DC054C20DCBAB22531EB76C1

OE8CD745351B1EC2DC4882AEBBSESEE255A864EA
36DBD4D4977004F47044250174F00BE2C2CC9A538EF96BB62B49B3138A9F294E

1150A160A2FB5DFFCEEGASFOCBEG1770386FE6B29D7B5BA37412F9B6DDBOBF3A815BD49130BOCA3050BFFF081E8E2699747E394FB897F44C79FE1C45D9D426E
0

false

low

{"expect_ct":[],"sts":[{"expiry":1652415662.310942,"host":"OJAwwDug+gPr+xWjx2kFIFhHDQULu5IjftVYMMZ74140=","mode":"force-https","sts_include_subdomains"
:true,"sts_observed":1620879662.310948},{"expiry":1633015352.675531,"host":"OuKIWsMW1dkkbl1X/0i600Y95ZNSWnSoeal XAEYPIlv4=","mode":"force-https","sts_in
clude_subdomains™:true,"sts_observed":1601479352.675536},{"expiry":1652415662.084715,"host":"YBf+0277nAvVW3A1uFG7ThwT6zuF 7asaeDH6RPNOXinc=","
mode":"force-https","sts_include_subdomains":true,"sts_observed":1620879662.08472} {"expiry":1633015352.520557,"host":"nAuqgR4IEWti7SOdT3UHPI6rmZU/Dea
Im38P2020kgA=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1601479352.52056},{"expiry":1633015352.455722,"host":"5EdU0B7YUY9zZV
+2DkgVXgho8WUvp+D+6KpeUOhNQIM=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1601479352.455726} {"expiry":1633015295.599948,"hos

t":"8/RrMmQICD2Gsp14wUCE1P8r7B2C5+yEQ+g79IPyRsc=","mode":"force-https","sts_include_subdomains":false,"sts_obs

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\7f3d5d9b-8fc7-4ed2-825d-4cca2e3549d8.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

1709

5.579016578416879

false
48:YWVWU9EU2v6UUhc2eUMwU2dKUmaUeYwUejsYU3hUew:4UuUtUUa/UxUYKUmaUsUFYUxUD
7043E75F2DB14CC37ADECE05B59C081A

C9BEA6558D12B526583BDD74476BCF84C8E1B25E
F7A9BC5D2BCA5FIDD18F4E62E9865573D76DD4335C6D66A287F7EA19EC81C38F

1D3A573A2AC50B3BA16C0829725D05E326C448494F8A2B4FECCC851C386A120C2D2B2197AF3F1A8FB49FAB3D3DI9BA7567A96CD62C292B199C9AB5706D299EQ
9

false

low

{"expect_ct":[],"sts":[{"expiry":1636659677.156215,"host":"E10e7Gwg5+phsYD4E8qNYFsQySXnIHPAfo4zloUPESc=","mode":"force-https","sts_include_subdomains"
:false,"sts_observed":1620879677.15622} {"expiry":1652415684.673371,"host":"OJAwwDug+gPr+xWjx2kFIFhRHDQULuU5IjftVMMZ74140=","mode":"force-https","sts_in
clude_subdomains":true,"sts_observed":1620879684.673376},{"expiry":1633015352.675531,"host":"OuKIWsMW1dkkbl1X/0i600Y95ZNSWnSoeal XAEYPIv4=","mode":"for
ce-https","sts_include_subdomains":true,"sts_observed":1601479352.675536},{"expiry":1652415676.7291,"host":"PmHK09+NfFu9AjQSxw3MoTtfuXlu9G3fMB8KGQt4xie
4=""mode":"force-https","sts_include_subdomains":false,"sts_observed":1620879676.729106} {"expiry":1652415684.025216,"host":"YBf+0277nAvVW3ALluFG7ThwT6
zuF7asaeDHB6RPNOXinc=","mode":"force-https","sts_include_subdomains":true,"sts_observed":1620879684.025221},{"expiry":1652415676.574645,"host":"nAuqgR4
IEWti7SOdT3UHPI6rmZU/Dealm38P2020kgA=","mode":"force-https","sts_include_subdomains":false,"sts_obse

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\981d5f2b-0d96-4910-97e2-f63e4deb906e.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

6526

5.1961710349170875

false
96:n2Xb/0O7k2t7aAVgQxku2JCKL8yky1lykuj7nbOTQVogwn:n2Xbn2x9Uq24KrkyAkuHc
993B2D08E75060DB5AB759060D13049F
40B4EE4942C3AC02D957A8CBAB52EF5829937BB3
3E3F9C3CBI98AF044D473B02D2E9FAG34967414AA2AFFE70A74F95BACAD738B1A

6949A29F6936FD45DD82FFALAC278FCD988FFEF830F3D24C1652CD7CFBF843CB2C294BDB3EAA81DOAD9947FC8E3AFF5A15C1483ECF27594F9565DCBC5B6F9
E5

false
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\981d5f2b-0d96-4910-97e2-f63e4deb906e.tmp

Reputation:

Preview:

low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13265353249338570","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245952891998324","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245952963463509","has_seen_welcome_page":true,"navi_onboard_group":","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length™:["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"o","o","o","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","1501624"],"daily_received_length":["0","0","0","0","0","0","0","

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\9a80962f-4dcc-460d-9854-a9f4a41faf39.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

6568

5.200457072723071

false
96:n2Xb/Omk2t7aAVqTxku2JCKL8yky16k5JtrbOTQVogwn:n2Xbk2x9Un24KrkyUk5Xg
4E6F120F10AA000E8983C79FB3C37171
CB8E6051DD1A6129CAFF023C6984B6E3DFFB56C29
09A766D9BB2E70D1F8D52CABB7A03F6FDB3BBCOCF5ACBB87F299B20D76A134BD

EF3CAGAFEAC2328E8DD3F4D0F16C06174FBB410C261A3554EAC5C37C7F36FF6D0CGEA9BSBBBB789E17FB7AE4A73FC1BF25FD15CCFDE7D30FF071EDAL072D
3CDD

false

low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13265353249338570","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245952891998324","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245952963463509","has_seen_welcome_page":true,"navi_onboard_group":","should_reset_check_default_browser":false,"window_pl
'work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co

0" "0","0","
,"1501624"],"daily_received_length":["0

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

340

5.096496673135432

false
6:mX7n4q2PN723iKKdKIRXXTZIFUtp87salZmwP87FsDkwON723iKKdK9RXX5LJ:s7n4vVa5Kk7XT2FUtp87sal/P87FsD5D
69BEA96E688BA70C5AB83067AD50C96D

B119FFBD9C53A6275BF6E18C328E2B901ED8BC14
301C1B3F95B93EC0667EEFD0444A969A10FC5A357573BD7434FDAS4EE4DE2CB3

056EE6C3EEFA17DDBBCFD4325C376E4895EDA39554285990EEF7B8BODDC7A92BF4AC9352AD684AES8EF3BADG6FOF43DDAD9B616BD7E4B88785970C11AF78ES¢E
2D9

false

low

2021/05/12-21:20:59.029 1b20 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase/MANIFEST-000001.2021/
05/12-21:20:59.030 1b20 Recovering log #3.2021/05/12-21:20:59.031 1b20 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrik
eDatabase/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

324

5.099985547314556

false
6:mX7yN4q2PN723iKKdKyDZIFUtp87j3ZmwP87WDkwON723iKKdKyJLJ:s7yN4vVa5Kk02FUtp87j3/P87WD50a5A
4C29590C5BFOC7EE81BF59741B7320AC

41962855120E1C33001FA464275FA70520D4983B
B24C81B1405F1325F7B623313E8D81FC23033405A8FD7D127CC2CCEF851C713F
EOED71E8942AD6C9D219D45E3512521BBB3A4740041F3112492A213C0C4965A5A8EFE0653AB48B2E4C30151E1833DCC368240F83BE471E26D376E2AA09FD16B!
false

low

2021/05/12-21:20:59.024 1b20 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase/MANIFEST-000001.2021/05/12-21
:20:59.025 1b20 Recovering log #3.2021/05/12-21:20:59.026 1b20 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatab
ase/000003.log .
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\00a73600649a63ce_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 1145

Entropy (8bit): 5.6732997607888676

Encrypted: false

SSDEEP: 12:Q/GpDN/VjTm/GpDEQq/VihTm/GpDKN/Vam/GpD6K5Z/\VbX7m/GpDweb/V30:bDN/dFDEq/3FDw/sFD6qZ/I7FDw4/I
MD5: F5919DFCOBDD8060A5DD7AC7390C6E69

SHAL: D89035883121A9ACD932DC1844D17A5441A95C55

SHA-256: 502DD5D9793683DA5507DDEEBE2EA395457116E926807DEAFB61C02E3DF4216A

SHA-512: E60D3CE3FC139903558C0OFCB07B19CBB462AEB7B8030ESBAEC02E3BB141BB63A67A208373512D3554F07825B29068237DC98625EECF3E43AE86820B17975F2021
Malicious: false

Reputation: low

Preview:

...SD. .
om/gtag/js?id=AW-951622910&|=dataLayer&c:
..._keyhttps://www.googletagmanager.com/gtag/js?id=AW-951622910

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\00af15e6f7222ed0_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
Size (bytes): 663
Entropy (8bit): 5.785273265992884
Encrypted: false
SSDEEP: 12:NE3Gyi/g4oux2peyye3CMx6sDPVIH2NRmxAC4GN37N:NEWYi/gBuyeyyeSmDN/OXACzNrN
MDS5: E9585D6B6CC8A91E38782C56AA6A565E
SHA1L: 21C35046EA2AD139E2E686D3184307510FB7EBEC
SHA-256: 59668CA5277EE12820B673DBC73B375AD76539AE7EBDSEF433F28F6BD0490F01
SHA-512: 124B4D0A70A76F589378C69ADE1CE388D000C4CI06E94CC7890E5887E1FB961907700D60D07D8293D9B41A31789EC3E0737F475DEF51ACB00AOBBB8355284D9
Malicious: false
Reputation: low
Preview:
O\r..m. _keyhttps://googleads.g.doubleclick.net/pagead/viewthroughconversion/951622910/?random=1620879724352&cv=9&fst=1620879724352&num

=1&bg=ffffff&guid=ON&resp=GooglemKTybQhCsO&eid=2505059650&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_his=1&u_tz=-420&u_java=fa
Ise&u_nplug=1&u_nmime=2&gtm=20a550&sendb=1&ig=1&data=event%3Dgtag.config&frm=0&url=https%3A%2F%2Fwww.adobe.com%2Fexpress%2Fdiscove
r%2Ftemplates%2Fresumeé&tiba=Free%20Resume%20Templates%20%7C%20Adobe%20Spark&hn=www.googleadservices.com&async=1&rfmt=3&fmt=4 .https://adobe.
com/.l. [ocvennns R y....9.0.5..r.%Q..r.|.G...R.A.Eo.....S........... ALEO..coiiii

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\01e4a1902bbe068b_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 739

Entropy (8bit): 5.799978233811547

Encrypted: false

SSDEEP: 12:g/0E3xjt9ueoux2pmYyye3CMx6sDPViHNnzj2fP1nCUAKmMxACNkuPr:bEt/kuyRyye SmDNYzKO9XACNkur

MD5: AFC02CFC1740F9C7F03B4212718BBES5

SHA1L: 7E741D2993F0250B935FD7F769F119610817B015

SHA-256: 02A8586F69A0C2212BD7528B80B70594C239141AD14C7805F4565DBDD24B79A7

SHA-512: FDFA777BED147137BD40D74B47BFA53F8F3E6DEEOBA015403DFD87EB578C9ACABA391B262B96A36BA4917608E59203FE15BEA7378AF4A9ED8BF12E053028841
5

Malicious: false

Reputation: low

Preview:
O\r..m......_...O......_keyhttps://googleads.g.doubleclick.net/pagead/viewthroughconversion/983956512/?random=1620879708280&cv=9&fst=1620879708280&num

=1&bg=ffffff&guid=ON&resp=GooglemKTybQhCsO&eid=2505059651&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_his=1&u_tz=-420&u_java=fa
Ise&u_nplug=1&u_nmime=2&gtm=20a550&sendb=1&ig=1&data=event%3Dgtag.config&frm=0&url=https%3A%2F%2Fwww.adobe.com%2Fexpress%2F%3Fr%3D
reader_page_logo&tiba=Make%20Social%20Graphics%2C%20Short%20Videos%2C%20and%20Web%20Pages%20T0%20Stand%200ut%E2%80%94In%20Minutes%
20%7C%20Adobe%20Spark&hn=www.googleadservices.com&async=1&rfmt=3&fmt=4 .https://adobe.com/.H... /............. TE.cn. #.cOVH.._..... %.;F.~T...A..E0........ Koo

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\04e3f25e64ef23bc_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\04e3f25e64ef23bc_0

Size (bytes): 13832
Entropy (8bit): 5.856322474710908
Encrypted: false
SSDEEP: 192:vRcME7Ig/rEYOHAZBSEADQdU05bNrxmujQghYvK8c2ZTVUw:dwWhOHunaExzNhYCVaTVUw
MDS5: 16BA299658AFAE675428330B99875AFF
SHA1L: 2681DA7A67565C472EC448D229262C0A204C2C59
SHA-256: 011A1E4A37DFA866B842506C9C454F97256700F59C5DC5FD8BB373FFF11B1A42
SHA-512: F94F4895D92948826D30550E3B83A3726AC8A4A49F0823FFC2BDAFDAB2021515BDA6115A306725403E56A1346142B969862D72959ED2FE45CEA3623680189D02
Malicious: false
Reputation: low
Preview:
O\r.m......o..... {....._keyhttps://use.typekit.net/rbi5aua.js .https://adobe.com/..... I............. Ouveee 9...T4"y.a..z.~Xey....1.A..Eo
..... LT PO LS
nova.(Qhni.%...."proxima-nova",sans-serif....(Qh
Al * L F$LLLQbEPF.L e L Qb”s
0000000000000000000158d3/26/{format}{?primer,subset_id,fvd,v}...Qdz1
tid... - T

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\Oba91aa6ae29d08a_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 77324

Entropy (8bit): 6.183804904369285

Encrypted: false

SSDEEP: 1536:uce+j8tV6mBmgX3/ng0QU+f6PC7M/yYcfM3ogvXLv/Q:uNnF4gX3viC7TMKYPLVY
MDS5: B2DD7CBA4DA022CA713104AF29CC8861

SHA1L: DEE81DFC391752D6D5000435165C815219F27921

SHA-256: DB28A36940C1471859681634B6724DF7A005E845B0AC18C64ABA2BD9069E3BEG
SHA-512: 6D9735739123AFB3CAD52D327ABEA96218DD68BICI4BDDCB02827726800D20F63010F3ABF8A0A28DDA894FCE735DA48E9BC7D27335CB74141429BD03654366¢
Malicious: false

Reputation: low

Preview:

QbzZ._.....ee...Qb.sAB....te....Qb........ (S.. .L'B....8Rc.

..iabTypeAdded..Qd..V.....crossOrigin...Qc........ isAmp...I..QcB.B.....domainld..QcJ.jp....isR
Qbb....... 0.......I"..... Qf.0.B....addBannerSDKScript..a.b...m.....0...1..QbrfX.....IAB...QdJ

A....getRegio

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\0bcfd05c4e8b8f53_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
Size (bytes): 1076
Entropy (8bit): 5.693424747640042
Encrypted: false
SSDEEP: 24:b5M6lHVp5MRxIPHyp5MclXHzp5MXclHs:b5MSPp5SMRxtSp5MUXTp5MXgM
MDS5: CB36595DC49A400602C86A2CDFBBF222
SHA1L: 9235DEFFFCD4CDEA66735EA1C3642821715887CF
SHA-256: 384E644FF0B1569D83D155050225D57D247E4CA4781B096330C6A2729B3755DC
SHA-512: 0B46B26CD855872F8ACB4E7BEIDF1D46C35A4B43BC84675844B3367335440F6D5D2E111B4A23A2B08BC08D6C01566948F3E1E1A4141CE603DBA73589F2D10BLC
Malicious: false
Reputation: low
Preview:
O\r..m. .zZ...._keyhttps://assets.adobedtm.com/d4d114c60e50/f3fbfbeOe7ca/e1d9f552a353/RC60ae8fab30be42269b5f052e4064e263-file.min.js .https://adobe.com

/H,0.. zZ...._keyhttps://assets.adobedtm.com/d4d114c60e50/f3fbfbeOe7ca/el
d9f552a353/RC60ae8fab30be42269b5f052e4064e263-file.min.js .https://adobe.com/eE... I.............. T o|U.../.H.N..]..~..A..Eo........ Wo......... ALEO...coci O\r..m..
.......... zZ...._keyhttps://assets.adobedtm.com/d4d114c60e50/f3fbfbeOe7ca/e1d9f552a353/RC60ae8fab30be42269b5f052e4064e263-file.min.js .https://adobe.com/+.e.. /
.............. Xeviveveeeen0|ULLHINL L~ ALEO. ...y fo L ALEO .zZ...._keyhttps://assets.adobedtm.com/d4d114c60e50/f3fbfbeOe7ca/e1d9f552a3
53/RC60ae8fab30be42269b5f052e4064e263-file.min.js .https://adobe.com/a...

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\10eb3732fd97b16b_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 722

Entropy (8bit): 5.78210521556892
Encrypted: false
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\10eb3732fd97b16b_0

SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

12:R1E3xjxdkAloux2pmYyye3CMx6sDPViHWC2/ohJuXPmxACxe3Q:XEt7YuyRyyeSmDNJIV/juxACxQQ

14A9EB75719902539C3592C29A898432

087C4D98E0D23B814DB4DE39CE4810876E679167

83FDBA5B2F2348BCF359C873479ED27201835E6E27F357E881A3528859E862A4
13C99944A54C80814E929FA9008992E4C8FD7B70471BD2D9E12B38B3F0D8BOF55D01ED052BFC7A556B0A94D94EF21373C5AEE86FA05463D624C9DBB7C929D8E
false

low

O\r..m......N......G...._keyhttps://googleads.g.doubleclick.net/pagead/viewthroughconversion/983956512/?random=1620879701650&cv=9&fst=1620879701650&nu
m=1&bg=ffffff&guid=ON&resp=GooglemKTybQhCsO&eid=2505059651&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_his=1&u_tz=-420&u_java=f
alse&u_nplug=1&u_nmime=2&gtm=20a550&sendb=1&ig=1&data=event%3Dgtag.config&frm=0&url=https%3A%2F%2Fwww.adobe.com%2Fexpress%2Fcreate
%2Flogo%3Fr%3Dreader_page_learnmore&tiba=Free%20Logo%20Maker%3A%20Create%20Custom%20Logos%200nline%20in%20Minutes%20%7C%20Adobe%20
Spark&hn=www.googleadservices.com&async=1&rfmt=3&fmt=4 .https://adobe.com/5.... /.............. Foen a...D.h.l....x..3.Q*n.Y....A..Eo....... @.0......... ALEO....coii

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\121f6dee74be6bdb_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

94200

5.772895189447203

false
1536:RVx+CGdcf2khg1kKjMFzK4jp8kcCFgsQIuWRxRu8orUrtVXi9G1qvSPi:Rn4dg2kLdY5kDFgsG7RurrU/b1gl
5A4BEE37F3563877849020266D4A4F09

24EAECD3DB31B90227839C7C0A639ADDA3B690F5
3225538F05D847E9D5B4E6135F6F680325A740F6FD8BB4696A0AB012BDC22A9A

1D6F5AFBB7BC30AF3FC8288AD1B56EDB7B8820BA3128293AE7AC605DF8C62BDE854A13DC1C38E33E1DD64643B1FFEF95AB3FO00F7E42A8DA2C770282349C0:
12

false

low

. . ..@.
.D..D.... z.&.&1&...&(S.....C...q.L.....Rc@.. QbJps.....d..... Qb..aD....e....Qb........ L TR Qb.?.r...h.....S..Qbn.Q!....j.....Qb"...... k....Qb
Ll .QbfGuv...n.....Qb...N....0.....QbZ’E.....p.....Qb...a....q..... b..Z...r....Qbf.QB....s.....R....Qb........ V....Qb........ w.....QbJ....... X....Qb..... Yoo

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\1adee9e8e0f07959_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

450192

6.161723869763289

false
6144:Vv3Irug4zYyqtOueRwy0YBHItbAbGJRcl/gOcWehNU:qgiLnk4wWItbAbGINx1leha
D10D2A9EAB5B5BEA596555596B153BDC
2A450517F5A2269AEC6181C6DB944D5E3EDD478D
B709A294D2581C89FEB55E571770ABEA92ESBACCC8084A2EFD44C532B8A8A42C1
600BD1D270D9AEC26765F7A484BFBDAD1287D852166C01BA8341614F1AEEBD6EO31F089F4FE8DD9489C8255D3EDD2625D197E09692F9EB5BF8524841F6COF8:

false

low

Qc6:.L....window....Q.P.~.h....webpackJsonp..Qb.5.7....push...
................. E..E....E..Ed......Ea....Ea...Eb....

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\1aed6b6619289abf 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

3408

5.433461901974198

false
96:Fz3GsPo/oicNCDGRbJTwJycAzQBk7hkhnnmuyWw22Nge:t3cW1B9wJyJQ67ChmlJ23e
3F4713F83AFE87AAD3C86499A645COEF
81AC871753BBECAB6FE2029B4EDEFAC78258B31A
1A433ED4412D8C7C06B0235CCDFB72FBB93A4D8005351EF370E4BBD258526A83
80967488CAE28B941AC68C13234CE7207051A337907280B51FC6F08FD572E20DAAEBE68A4AC81EIDFOEBD8612D1D112540E1DOBF58A01A9720F56E25C6CD8C4E
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\1aed6b6619289abf 0

Malicious: false
Reputation: low
Preview:

.Qb........ d....Qb..T....s....M..R...Qb.N.H....l..
..... Qf"._.....Cannot find module '..Qb2....."
JRTO R

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\2354abbff3a2b46a_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
Size (bytes): 2276
Entropy (8bit): 5.7007819001507825
Encrypted: false
SSDEEP: 24:eHS3IHE7IHOpIH7XSQNIH6IHMIHg3YIHKPNIHWIHgyDJg:eSIk7luplbRlalsIGYIgPNI2IAyDJg
MDS5: 563C446C9B6B5B096ESLIE71F2196277A
SHA1L: 7E11044F47B30311289DCFC925B075D84068DB11
SHA-256: FC14AD8FC615FC94E7E6A663CFFCCDD59E5DD650F626E76987355AA5ECICCI25
SHA-512: 58B4A48C12FFB128533F3A3C549FCBBE3D367EE00881873DF9A388571CFF35DBFC7480389068A362002A4011037838BD598C97E082784D6661386F86CDF2E23C
Malicious: false
Reputation: low
Preview:

O\r.m....

A.Eo... .
4% ALEO. K A..Eo..
W(.fp:....e....0.....
com/,fG.. /....FE1D2E8509C4DC984BB5B4666F07911FC3439A41D5A8CE77C4E7C970CIBBEBSS5W( fp:....e.....0....VQ.t....%..A..EO....c..__.Locceo . ALEO i
\reme... Vo _keyhttps://cdn.cookielaw.org/scripttemplates/6.9.0/otBa

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\2928343e5bb5fca5_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 600

Entropy (8bit): 5.785963631554422

Encrypted: false

SSDEEP: 12:vaE3xjYXhsoux2peyye3CMx6sDPVcoYN/C8XxRzv1:iEtY XhVuyeyyeSmDNcoYN/Cczt

MDS5: 6AC7A2DA5AA02C4CFD6C066A7F8DC55D

SHA1L: 771677CAF5C5A194F391E06E1ED037332088C16B

SHA-256: 14F12C6C9F3BAB756C33A5184741DD3DD10AB87C7586E643FA380D8843928724

SHA-512: 36D9585C90EE654D3B400EFBCA8887A93180B7FDECCBC898F0D798B154EA89129598CC241A683D46CA14A32700A85312DDD9D199C8EB4FBI818127ECDIAG16
7

Malicious: false

Reputation: low

Preview:
O\r..m...oeeeee l....._keyhttps://[googleads.g.doubleclick.net/pagead/viewthroughconversion/983956512/?random=1620879705811&cv=9&fst=1620879705811&nu

m=1&bg=ffffff&guid=ON&resp=GooglemKTybQhCsO&eid=2505059650&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_his=1&u_tz=-420&u_java=f
alse&u_nplug=1&u_nmime=2&gtm=20a550&sendb=1&ig=1&data=event%3Dgtag.config&frm=0&url=https%3A%2F%2Fwww.adobe.com%2Flegal%2Fterms.html&tiba=Le
gal&hn=www.googleadservices.com&async=1&rfmt=3&fmt=4 .https://adobe.com/."... /............. Jeeees T.1.ax..|~./R".<.Gb...A. Eo.....q.3........ ALEO...coii

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\2a0cbdd7970c264d_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 663

Entropy (8bit): 5.822171658020848

Encrypted: false

SSDEEP: 12:8E3xjy+I/+B4oux2peyye3CMx6sDPViH2NRmMxACh9utQmg:8Ety+I1/+BBuyeyyeSmDN/OXAC+Pg

MDS5: 28C890A20C1895EFCBOE4BCB63C5B3A6

SHA1L: ADDOD7111C21DC85BB1DFCA55676ADF5CD92EE25

SHA-256: BC603916838A67CA70917D00C4121F1BDFCD09743A02C7CF468D5E7559188AE4

SHA-512: 7FA6B205E5B0A6907E408E6F4579D1E1944EDFFAE182BE9COB63104B8DOACSE8A3B72248B81FF3716B62DB292E157CE52D6A64DF7C2C697E10AOEOEACICBT7E
DE

Malicious: false

Reputation: low
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\2a0cbdd7970c264d_0

Preview:

O\r.m.......... 0......_keyhttps://googleads.g.doubleclick.net/pagead/viewthroughconversion/983956512/?random=1620879724358&cv=9&fst=1620879724358&num
=1&bg=ffffff&guid=ON&resp=GooglemKTybQhCsO&eid=2505059650&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_his=1&u_tz=-420&u_java=fa
Ise&u_nplug=1&u_nmime=2&gtm=20a550&sendb=1&ig=1&data=event%3Dgtag.config&frm=0&url=https%3A%2F%2Fwww.adobe.com%2Fexpress%2Fdiscove
r%2Ftemplates%2Fresumeé&tiba=Free%20Resume%20Templates%20%7C%20Adobe%20Spark&hn=www.googleadservices.com&async=1&rfmt=3&fmt=4 .https://adobe.
com/.... [ Ui Oth./S...pg...." oo SALEO..cciiii A B0,

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\2ac26e1537710ace_0

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

92088

6.157540403810358

false
1536:5CS0bUNZBjghodO0Zi0zWxI0JWenSmUfcDfQOBPg8MBI:SYLFOCXIUWenSXcDfQOBPq7BI
39446BC1DF6FFOF9C11050345795D811

0770C83EE35B6B79E4AAB83C6723B70EBF6ABB39
D5D18E6D7D1FFAB6450D6ACAAOEC1ICICDDA401110C441AFODDD46BI50EF83F99
1B21DD22BDEFAEF8BD208EEOE4BO0CCFDC06D4ABIEOB79722FF18225F71E6A3A807FC1D37651FC59195E3E78FCEC313EA48171450469F036C881E444C604B2

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\2f49560d02f8d583_0

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

57329

5.654575553796878

false
768:mnbgyDWz+DrkKXG+R1P5EFpAvCxughex++y5md/RNFO/4fMmQBAWXEXDDNXdISUTx:mu5QYRE3DxMxtyK7FO/bTPJki
EB9319454A2BCA0A21F06C6156ACA4FAS

19D805FAE23683581A757B526C8CCA5F557D69D8
CFB2582810AA4818833F12B95040160B4A1345C587FB9C2238D146177DBCCDOB

05E85ABBC524A6717CCBF6A3CBDB7A180AEDDESDA21CD7F4EESA181A78044765384176E24010EBO1COD3089E84C55D069E8B7B53464E26FD47EEODA4E339CDI
75

false
low
O\r.m......Y.. ..AH.W..Qg........ S.ALEO..... ot
..... A..Eo... .Q.@..D....exports...Q.@j?lz....mod
ule....Q.@6VO0..... . . amd.. Q.p..:0....AdobeMessagingClient..K"....D}. &.|.&N.. &S &N & %0\ &

S 1 . . N .@.-....PP.1.....A...https://client. messaging. adobe com/lates’rJAdobeMessagmgchentJs...a ........ D .D'B..D et

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\301af8026e76f451_0

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

1883

5.684887632977885

false
48:D5MzLgaV5MzLSnV5MzLItPV5MzLrkOV5MzLUC1V5MzLLVoIV5MzLwdN7:DOPgIOPSVOPINOPrk6OPUGOPpXOPwAN
748E97D014E7E74B414EB8A43FA4EBBY

CC6599B5520A41AC61A4DFD21F8D6AA3CEB7BACC
52D11B07372C53D6CCBBOB91E9863A7167916A709E5CB2E098FC17CF1B098102

887457BF38BEC9230DD78E10EDC93C5ABD7F061DAAAB4C645EO0ESCIDEAOEC72FI9BFG69BCCCIFA4AA3C4296E3FC6DC74CDF83C61B3F16C8ES558E30E8C4BS5¢
5A53

false

low
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\301af8026e76f451_0

Preview:

O\r..m.......... &.j....._keyhttps://assets.adobedtm.com/d4d114c60e50/f3fbfbeOe7ca/e1d9f552a353/RC1a83c357d323419db9d2ba211efeeaae-file.min.js .https://adobe.com
1Zeoi L, k.i..G.>gh.j..&.hv.}..PU...A..Eo0........ M. A EO0..ccooiinn. O\r..m......e &.j keyhttps://assets.adobedtm.com/d4d114c60e50/f3fbfbeOe7ca/
e1d9f552a353/RC1a83c357d323419db9d2ba21lefeeaae-file.min.js .https://adobe.com/%.E.. / Xevovwekoin.G>gh j..& hv.}..PU...A..EO.. ....A.Eo... .
...... O\r.m..........&j....._keyhttps://assets.adobedtm. com/d4d114cGOeSO/f3fbfbeOe7caIeld9f552a353/RC1a83(:357d323419db9d2ba211efeeaae file.min.js .https:. /Iado
be.com/.6... [............ 7%......... k.i...G.>gh.j..&hv.}..PU...A..Eo....... Jeoreeenen A..Eo _keyhttps://assets.adobedtm.com/d4d114c60e50/f3fbfbeOe
7caleld9f552a353/RC1a83c357d323419db9d2ba21lefeeaae-file.min.js .https://adobe.com/.l..

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\30ffca376f519f71_0

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

198

5.333197277101813

false
3:m+ly1WIILABRzYWQtce1x/PWFvD4gt1ObHtIHCFIIINaOROWYPST3LM7b9kZmY3Z:mnW/VYWsdP/PdbyfEpYgPoZh+DK6t
EBD309283AD556E3F9EB8174E4D78B1B

CCED5F2B1381D2179E0C63E8E62C8E1589CCE326
CA94E29ED48E1E9CE58D7B9D177CC5B1CDD69ACA2879B52C43A92B5CF7763839
A23BAAEDC29EB64506665B4A71B5AD1BE3EA65C995506A409F493A10A386DE813D8D770B557E41ED056D0B2559F52322268F6CA630397556912DAD4386CD503!

false

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\327de93fb0e7a719_0

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

355856

5.770656399973949

false
3072:zSp8TLIMT4ANKVEqU7QNUWTvevgB7GVvANWLC5sduHNTqgpPROyYSrAk7fMEyYLPq:Op8PJ/WEqU7QUWT3agpZOyg0C
A53D909E6DI06DB576203B78730675E2

65B7DDCO50DCFB1EE96E5F5023275E28AE164674
3250E66721E984C5352937B04242773990D757606F95026F140B21D76CA0C36B

87CAC9ADBFOEE5F8B0O8E3F85B3AA572F4883C0D647C1F52A8B7A4432630A10E066BE990BBSEA28AA07EEIE046CA39ABB3B3762A79FF77BA9D503A41B6E4ESF
01

false

low

..Om....k..843H..

....@Rc.
K...D}8...

...exports..$..a.
&%*&( &( & & & W

&0 . & (... &} &0 %.0..

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\3556fd62a32d504e_0

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

739

5.814811119663643

false
12:7E31f1KjlYoux2peyye3CMx6sDPViHNzj2fP1InCUAKmMxACB8VRIqZR:7EIf1KjlhuyeyyeSmDNYzKO9xAC87iqD
A1B35D28B3118882881F997D47A29461

A4BA3385E5B4CADCC29DE925A19ADFBES3D3DB3B
TE477F92FF1B803ADF7BA7AA4AC8BD651C59A540789AECO7F5AD33141ECAAOBF
22BC19C4408B66AESBEGEDC9460466B24113FCICBAL78F12AC88A12C77B0293E39A6AB81B3028E0618840610184AD5DF6023BOBEDGED6763CE601D56EAD1EA28
false

low

O\r..m......_....."....._keyhttps://googleads.g.doubleclick.net/pagead/viewthroughconversion/987390658/?random=1620879706908&cv=9&fst=1620879706908&nu
m=1&bg=ffffff&guid=ON&resp=GooglemKTybQhCsO&eid=2505059650&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_his=1&u_tz=-420&u_java=f
alse&u_nplug=1&u_nmime=2&gtm=20a550&sendb=1&ig=1&data=event%3Dgtag.config&frm=0&url=https%3A%2F%2Fwww.adobe.com%2Fexpress%2F%3Fr%3
Dreader_page_logo&tiba=Make%20Social%20Graphics%2C%20Short%20Videos%2C%20and%20Web%20Pages%20T0%20Stand%200ut%E2%80%941n%20Minutes
%20%7C%20Adobe%20Spark&hn=www.googleadservices.com&async=1&rfmt=3&fmt=4 .https://adobe.com/.e... /.............. D.....V...qU}L+Y.e..kqV.9..e]*.=.[A.Eo....
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\35da886f40383299_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

612

5.468095387693402

false
12:aHBWAIWFVYHtv4HBWAIwopVYHtfAHBWAIWCx4VYHtAIN:mBWVWFVYHFcBWVwqVYHpcBWVwNnVYH(q
2897B6BAD7A6B5F6A235392A8D99036B

826B060AC050B7813C60D97EC1A4570AB251AE6T7
97D042684E14173E6A8322AA01DB308EA4E4C1ECO07CF474FEBBOA9F6025DFEOB

EA28C3C09FEAGBCA9C1880B2567C7AE3A3479A51D03A02BF8EG8606C342384C3FFAF2B88DA24CD146D5FASCEDB1616CEOE95A7BEDO051F357836C908B610C¢
E5

false

low

0\rme.. H..KX.T...._keyhttps://www.adobe.com/express/scripts/scripts.js .https://adobe.com/.... /
...... O\r..m......H...KX.T...._keyhttps://www.adobe.com/express/scripts/scripts.js .https://adobe.com/..

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\36d0235949f31082_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

13448

5.83438304143347

false
192:1RcXY(gnSczUhLUG0oYOHsNB033A1QBU7cLcLdmtuP30Gvocn8vK8x2ZTVUW:gJzUpUG90OHYMuefGvb8CYaTVUW
FF5EF20DA8DCFCCF272C89A4D2B43071

7592B0C24AAD32F05A2756EB877A40F4ECDESIE2
1D8FAF724702FF69883938EC8E38D0A229DDD58A0E421D7C6D8E78C249F63C5B

C92EF791532A2669AA7A9A7CCOF8CBIA24C7F2023714C78A8E7B7635FB6B7F8DDB5B3EB7B5A2ACBD05A976937272784A37413FBA1FOF3BCODEDGECAAQ73EA
A71

false

low

O\r..m. t.<...._keyhttps://use.typekit.net/onz5gap.js .https://adobe.com/?.... bo.. Flg..k.89.n.....s...8....[R..A..E0 .

.0...72...73.... B (S.d.."....$L......Qc..d....window....Q.@.......Typekit. ....M...QcD.e.....1655249...Qb.h......c........ M'.....Qe.
a-nova.(Qhni.%...."proxima-nova",sans-serif.....Qe.g....... tk-adobe-clean..$QgR.+....."adobe-clean",sans-serif..QbNL!..... fi.....".....Me......... 8...8..8.."8....Qb.EPF....fc....

S L@, Qb’s......id.."......QcM~......family....Qd"..Z....proxima-nova..QbN....... src..|QyJ..X_...https://use.typekit.net/af/949f99/00000000000000003b9b3068/27
Hformat}{?primer,subset_id,fvd,v}...Qdz1......descriptors..,.a.......... Qc...[....weight....Qb........ 700..9..!...QcRs<@....display......Qc...c....primer...LQQq.HQ.@...7cdcb44be4a7?
db8877ffa5c0007b8dd865b3bbc383831fe

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\386d87b204bd71b7_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

228

5.454392677514644

false

6:mOFXY68EIXEEUgLEreY73IY3tYJzfZnK6t:pYg+3+tYJf
E66573674212BC6A501474445A324C9C
9DA3C52F5C2CAB65F9D28074FB614FAC8F4C7B88
EOE4CC53DB5BE437048F9ABDOBFFOCD0O9DAD575E306CCB6FDCE68C078173AC30

CE7A943D872781C1FEA908A58B7C5AACGECF63BEFA9AB713242E9DB8204CDF8B0726EBC1055F085F67DA5C85DF1CB358F61BE785A3049F35F24809C96DCFE(
33

false

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\391462c089298afe_0

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:

C:\Program Files\Google\Chrome\Application\chrome.exe
data

dropped

428

5.377247189244846

false
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\391462c089298afe_0

SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

6:mInY07AONApPRKPR/AyvYGXIrYkXnvwYabK6tWInY07AONApRKPR/3vYhrYkXnvw5:tMKPKS9IMKkXWNVMKPOMKXm
285A822D631F6955EB10218403DB77FE

0427019BC74272DBCYOE8A31335BDCF536B9445B8
49879525A956CB4D731A84A0EEOAADSFBA23187AE18B795D3C25754D780AACD1

B7A5C96B4005B45C73D4E7EBD8082D3BB1EB41F50397C71CD5105D48E623AE105280BD43846220808E865BB06BBDA36B1ACF6F681AESF6CEBIAA4ED2AAD84E
76

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\39328f08ce663fd2_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

1170

5.692811704598931

false

24:f3wkVdp3w4Vjp3wHjV57p3wHVvp3wyVOIT:f3LVdp3nVjp3kVZp3MVvp3VVg
5EDEB3163521E38AF24DBD27767BBE4A
C40A8E97DF082F7D3BF82AA923FF20E682669F98
5D65954E39DC8C7F2AFE89D33D39E04CCA5559D570600356BF74478F74A252F6
853245F2FE544F29248F358224E23D380ESE33ACFBA20426E4719F7C848D36638F0F7298D2B424EECDB93677436C70C0B5A33033461867820B5D400D2A465189

false

low

.1...DJ.D>5..K .0...
9.39&r=stable .https://adobe.com/(.... /............. D.....1...DJ.D>5..K...x.
config/1772359959706965?v=2.9.39&r=stable .https://adobe.com/.ro.. /..
eyhttps://connect.facebook.net/signals

...A.Eo...

..0\r.m...

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\399d65171bfe4109 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

722

5.782833060512241

false
12:5E31f1KHYPbOoux2peyye3CMx6sDPViIHWC2/0hJuXPmxACTYo00dUv7:5EIf1Kq7uyeyyeSmDNJV/juxACOokUD
401B67F86E3477B5B7AE2D675694A198

CEED81C150599E453B4D5817A3AA52480BOAEFB8
7D94599F1FF89D8D1AC5AF4FFCF8F1A3C6B7100D7B0B5B84D67EFD8C81DCDFA2

C7172F77069328363DED1D8255E67CF207FDDBB6CB3AB071904E4CC8EEF1F161E08414FED9D76E7060F3CA8FD71E940AF42B3B7B6DBADF0836A45CD554F827
B

false

low

O\r..m......N...\y=....._keyhttps://googleads.g.doubleclick.net/pagead/viewthroughconversion/987390658/?random=1620879701600&cv=9&fst=1620879701600&nu
m=1&bg=ffffff&guid=ON&resp=GooglemKTybQhCsO&eid=2505059650&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_his=1&u_tz=-420&u_java=f
alse&u_nplug=1&u_nmime=2&gtm=20a550&sendb=1&ig=1&data=event%3Dgtag.config&frm=0&url=https%3A%2F%2Fwww.adobe.com%2Fexpress%2Fcreate
%2Flogo%3Fr%3Dreader_page_learnmore&tiba=Free%20Logo%20Maker%3A%20Create%20Custom%20Logos%200nline%20in%20Minutes%20%7C%20Adobe%20
Spark&hn=www.googleadservices.com&async=1&rfmt=3&fmt=4 .https://adobe.com/..... /.............. U } P.d.....M.*kS..Z.8..1¢/..A..Eo0......... Joores ALEO..ccoiii

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\3c3e507928304ed9_0

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

450184

3.5800806654835036

false
6144:go07vD3xylyQ7LDGnIxYpgry3T3zoWBnH46/KOe90joPkSXG635/XKMHZsxav05X:gKI2T+WMbdFk7
97E03E3EDB963BF3FE93782DB407F9BB

FO169DEB4F17E22D579AFBDACF849F3D5413EC03
8A31CC21A7FA947B2FF97CF1529EDB2CA3137E9933951634F69D3B2C6EA0B261

Copyright Joe Security LLC 2021 Page 33 of 85



C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\3c3e507928304ed9_0

SHA-512:

Malicious:
Reputation:

Preview:

C33D92E2627E027D2F7BODDA2360E631D7B1B1DC0155549EDS5F202A0CC54C528E2E68A5560B4B8BA28D4D68A9C3DBD3FI004EAG626D81F54D50C6BE7391EBA!

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\3d5529574664a4c8_0

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

1225

5.712013902736833

false

24:34w3MYXKKpfjY54w3MY X5pfa54w3MY Xcpfm54w3MY XalpfL54w3MY XHIpfk:313M86513M8e513M8T513M8aT5I13M88
73CBB8FFBF87085E8788299A199B973F

8962063304CE22CE41FAEB3F6DE209017AC1B41C
2CEOE54AE469EBOE7C46A84A292BFFDD618AF9742FA8F63BD51C3C189A8CEOB6
AD7756AABA78FC562D257808362F83B6100AE23EF665A9736B25F06EA1771D4398F6C955293FA3273C9AF38469BBCDD4169CBOF5E720C6A3A19C37B3025ECLC!

false

low

1125d638f6cea04ffb14739I29293 637562934893077826 .https: //adobe com/.... ..
..... _keyhttps://sd.iperceptions.com/ius-359cd6b861125d638f6 cea04ffbh14739/29293_ 637562934893077826 .https://adobe.com/..s.. ..........[.....8.1..z...=. \..... k{..
{).A..Eo.... L0\rm.....g..>n..

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\3f469e2e71221b43_0

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

180088

5.875128545230414

false

1536:2eyT+X67DTWI7xgbUhY ThsimLJz0er+OGNmO4ncLxrrbOkkBf8Md46UBPPB66R/E:2/T1DTd7gUHFOaukkkBf+3YBNG
B4D53ACDE1D28C0A808FAEAAG4CCEL1B

FA37BC513E4BD6FF2DB36E3C63AB79884D6F34CE
B780B3BA4F642104CF26B238F369DA90859089FEES59F20A6141632A7E8C789D2
EAC7BE78E4924823F7C8F11E999F3502296917A1ABACACF3AEAF97B39836COBEB03357E4E09538AE39AE3E7E4BED87E0C19DD7611A48D511336A281627B756C
false

low

85926E018E7CFOED8059DFIE7F7F7C9CD97B8ED39AE414911CCAC6C1C74B7F82

...0......S..R..e$...
5eef92de.jsa. & & =& 1.&.. (S . .. .
Yok &% . & ... &}..&%.1..%.0..." .. & %% .&.(..&.(...&.(...&...&.". W ..... N RCeoeveenn, C.Dat V... [

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\410e8948813eah56_0

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

132

5.434276556282505

false
3:91zPdUnQyXUK3WskmjfbkEOQVTN8glJfeol0sBc59k44mkFtt:gxOQqUK3WhmjTkXQYoJf10gB4rw
F6D22099124296956D9443DE8B853A0F

9E1EE25E38CAF77709E3FFCA7FDA96BAAD1500C9
2C011DBDEB4AAE4A7373B0DBF33A37C17CDF31220A0C10E3FFE15CB86F44866F
94DED4187F923CF538EEC4970817D9B71EFB186EA873E802B71793A65B507F761DE79DCEB88CC156561F74ACC58E82394BDA209F70083F7ADFOCB1819A67D3¢
false

low
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\410e8948813eah56_0

Preview:

fd... /.....DDO081AE1C5A321EB6ECE1D944300A57FBEC8D32DC95152A3E549C181D8060BE.....R..\r.9....jl........ {8,\.A.Eo.....D..-L.......

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\4c932a6077369a0e_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

1015

5.4802106439398255

false

24:YezXFRle2ezIFRM12eziFRTw72ezPFRe2ez5FRk:rlgc+2
33BE05B1817096013E53B7AAD4EECB21
D94E4D522897AB42D8ESAFELE24F7717AD58DD2C
3FC545BBDC917629F897933EF20FD48A20571DB7CC24D34A41B149F6249CEF44

26C7372D3FD10DE356B03BFEE061B58F3771357CFECEE4CA8F88170A305BB79C973D70E00A0817A8415FD27F150BEB452E6173F2F9DDDODFE21AE9128D315FF
B

false

low

_keyhttps://www.adobe.com/marketingtech/main.min.js .https://adobe.com/..... /.......
._keyhttps://www.adobe.com/marketingtech/main.min.js .https://adobe.com/?.>.. /.
1...._keyhttps://www.adobe.com/marketingtech/main.min.js .https://adobe.com/v.m.. /
keyhttps://www.adobe.com/marketingtech/main.min.js .https://adobe.com/5?... /.....
I...._keyhttps://www.adobe.com/marketingtech/main.min.js .https://adobe.com/..

6.2.(Dqo...RT.A...A..Eo..... #.E{..
6.2.(Dgo...RT.A...A..Eo.. .
.............. ...6.2.(Dgo...RT.A. A Eo.....%.A
: 1...6.2.(Dgo...RT.A..A.E
wod..6.2.(Dq0...RT.AA..

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\4fb7ad7f096851e3_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

357

5.912088175875216

false
6:myVYSHT8NWQAIKPUQY9Y7ZSYUnW(IZMENK6t9K9THKRgUAVIZF:R7zZ8NWQCUUQWNWqgEPGVKR1Im
23C4230D02226E2C51C7DECC01B91257

662AF2B4DCOE06B3D8CC41966DEB39F49C5C0695
E78CF7874ED6410FF8B7BEFDFA5429318AFEA3ES627732867B0D3CA24824C527
557DFE0603615FDC777C24CE8582C9A9C9B7BF8026BAA42A38087515AC4A33498C2810277B1142119EAEFEC8F65779A30F4051A8BD359C8E204C6FA2AFS56AEE

false

....._keyhttps://ajax.googleapis.com/ajax/libs/jquery/2.2.4/jquery.min.js .https://greycottage.ng/.... /..
..... /.Po..A9C4AC75DDE272C6B803BD90COAF297E96E17CCC5DD886152280C4862B2D8716...H...H_.

R.o...e....cl...A.Eo.....O.RL.......

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\50ebd0bb3900b07d_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

128048

5.68833690784994

false
1536:ZINZGIDZHZgqgfnnjlldAzSatytC7LquADMytG1PWHO60z|Ella:ZgXFHZVinsTiLsDMytiPXjFt
C094B7B59E12BD5BDCE548BDFADEDESE
312EE253A1B69B77799DB2CB840AC0C184098570
F299C142D4CCF948B76E9F43B7D1777F06898E42BDB4510CAACBE4463FFELA70
78C815EB24A6531A671855E1D949A9E30D85602DEBASFOF573924193C8DBEEAAOF6F1B6F556D970302338805906ACDDESE1EED36F67BA0ELE3022076B5BF9A2!

false

low

....Qbv.."...n..
. (S X . L&%F..&%F &,
(& }.&%.1..%.0..."...& % % & (..&.(..&.(...&...&" . W N . ..@. m...https://www.adobe.com/etc
...Qc6:.L....win

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\528df7fa00e0aa0d_0

Process:
File Type:
Category:

C:\Program Files\Google\Chrome\Application\chrome.exe
data

dropped
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\528df7fa00e0aa0d_0

Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

856

5.413724247029239

false
12:sz+OpoTam+z+0O0TalX7KTaNgz+OZwDTaY+z+Omo+TaS:AppCmpKX7H8pZCmpk
E4D55707421240BEF8DDDED72EECF586
1577E55F2097A219AE110901469380A11236D2CD
A26D93101C9EODDFCBF27B22E2CCB90F870038C1AA1E194764AF5909C78AA002

85C6970896816AFCBE34F2F22611BF88BB8F35DFF1EFD2F8A1E98CC782144105ED13585A07C989DB07F679C266BESCD37F932EC6C3DA4B958CEGOBD85CE8FA!
E

false

low

3

.m.*...[..%t]U......r.8..P..q.A..Eo
._keyhttps://static.ads-twitter.com/uwt.js .https://adobe.com/.p... /.............. 8 [...%t]U......r.8..P..q.A..Eo

.%t)U......r.8..P..q.A..E0 LOvrem... =B, _keyhttps://static.ads-twitter.com/uwt.js .https://adobe.com/E7g.. /..
_keyhttps://static.ads-twitter.com/uwt.js .https://adobe.com/U.... /............. P

cemX [ %tU......r.8..P..q.
K [...%t]U......r.8..P..q.A..E0...

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\556dfd1078234902_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

336

5.891785891713527

false
6:mnYgGKHRIIR5hwyTFLNsrt/zrUK6tOkPVMQcFVMLNsrt/zrW:idnORFLmMR/zKJ4FVMLmMR/zC
95BBCF24F9FA26C6429434FBE4A25353
A4AAFBIO5E10253D78D21F0851B16430DB41C7B6B
491BA458A9ECADCFECEBFE33A6FC04D1A538B709350450C41E4A8071D41093F0

E208D9914A3440495F60948156A90C746BEB83BF03455D0B274E0FC6BB56A47906 CDDSEB600AF556CADB07F39FD912187BE37A41B3BEGBACFFD7337EA8299BL
7

false

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\5a7d74a0f248aeed_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

217

5.5347120749231

false
3:m+0vaDI/08RzYrSLX8AXRHEEISAhVAWFVR4gtMsFgtIHCLUXgCW3m4i7yRmBoXB:mTCTYGLBBKEIVFVASFTLUhWI2ABIK6t
8575DA5F57131DC73E00AAS5CAG8704B

94237B70EF6B22404C97C43AB83827F43C9ACT7C6
FAC2EBO7BEDOCF92F5419E7C1A54F5A092190BFBA277B2B4871EE23C448AFD40
F4372B620B69EEA994A214342DB92D777A64E5FEDF82316D4479A46F1BF7E10AC305CE9F016BB534B5A88651E37837B7767F5B36CADFAC890793403D992BOEDE

false

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\61a30ef70fc39466_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

304504

6.266594112009344

false
3072:gsnGOG5m/Q4WWRa8wNSoyfrHMG8oFgdNGTJIVDL2pEK:1G95mTWoTwAoyTHMzINeR
EFA503B2803DDDBAEF5D4F5623AAE057
C9777BE722D720B39BEACEF07CA84BC60DFB27CC
8DAOD8192A4CA368AD516E19741AEBC7E0008F14FD5B35249D237AA648180A60
1BD42D4EB6C5CB3E413B6328985D5113F563678B13B2781C5D8E72DCID76C18A8B5043115B9C922442AAD7514058D2C09A325D429A7973C16B81D22202BEB68(
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\61a30ef70fc39466_0

Malicious:
Reputation:

Preview:

false

low

o\r.m......@...41.M....60D846F922CD9CA4F8696C2B255A596 1ABBE41E691FAEDA9CAAB856305993B3B50

bV QD

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\6a9fad8381d66bfe_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

892

5.556128887544446

false
12:BWjgjGlom5xGloaWjgvLePDWjg5P9dDWijqrQteG:BWaAGaWOLePDWyFdDWVeG
A500CBOEBAAB10A986889BE3CA15BCF7
1B6730BB6537737CF76503935AC9899571E28922
DBB01A2EB682D3D279D4D33A7B6383670C8804F36D4658BA8FICB2F597319430
A22831F640EA71752DF0F71710E4824124F5E434D7611BDC63A16AA4AD64B7385017D924EA68758703F8953E36778AB191EECBFC26BCA4C56FABADS65D554AA!

false

low

.0\r.m......F...WB8H....._keyhttps://scripts.demandbase.com/qQQxkRp0.min.js .https://adobe.com!/.....
.0\r.m......F..W8H....._keyhttps://scripts.demandbase.com/qQQxkRp0.min.js .https://ad
.0\r.m......F..W8H....._keyhttps://scripts.demandbase.com/qQQxkRp0.min.js .

https://adobe.com/.... /

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\6b77bbc38c24f02e 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

440

5.481088088715941

false
6:m6xY07A0NAPRKhII6f+YLOITZzp+YVP4UchK6tW6EXY07AONAPRKII64YRt/bzp+U;jMKMGoTzZQGPo7ThMKmt1bzQGPj
2EA24CE19393E21DED4DCD3DF3DA8CB7

D1E81864A93419D80DB1FF7A69B097C6DC92603C
8679BBE4BCFA4894565ADDC0128D067D1C76FD06C4ESD2CEODEE75F3E11B6ALF
5BAF231E142C7A74D23C76B3F7B61E476DC749AAD328D6CAL7770FB2ADAE2F18546A204387B678A008BDI8D5A790D244DDFDF257966972F8ED477453274455A

false

low

O\r.m.....X...+.....

...... %........A..E0
9P.7E..Y..f4T-....I...CO+L..A..Eo....

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\6f013d296b22569e_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

28827

5.83655174050762

false
384:nDOJDET/VNLNXKm95G8SsJvCKuCxjtbsWghMIHittgietZst4bX7LsBZC3WK:cik2JvCytzghOirgietk4T7p3WK
05809A187801173879C73727D5964920

9860C9438458C8C0048A8A41CACADDESDID8BBAT
808AD8A6D8460C22023F5B8C692782F6668E8723CD48E7770BA2E33D0BOFCOD2
09520E24B3C8534D4741DB82F941271DA243A8B2957C0139CB2320627A38C5D41B04BE6BABSFF821AB943E321191F2D8AE1D2815FAC631D59E6511256D96D940
false

low

O\r..m......C...S{....._keyhttps://spark.adobe.com/m-setup-58e9a4h9.js .https://adobe.com/.n.. /............. O....... y....H..o.(u.q. . +..IB....p.4.A..EO.....-.iS......... ALEO..cis
............ '.S...0 > A (Se >0 L L.Qd. L globalObject..A...Qcn.......window....QbN..z....self....%...a..........Qd: #.....build
environment...Qb..& snapi....<Qm"Ea.-...cc-spark-services-snapi-prod[SUFFIX].adobe.io.....Qd*..b...

fluxo....0Qj"=..#...fluxo-us-east-1.prod.adobesna

....Qc.K.W....collab... Qf...b....invitations.adobe.io. Q
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\710aae0a4f4502a8_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 251

Entropy (8bit): 5.424838660881077

Encrypted: false

SSDEEP: 6:mgfPYGLXyAGOX5MA+VTqGQzHIr1GbFez4DHK6t:NfBGZzv2GQLI8J

MD5: FEBD5A0E7528DC77F718B255622CE542

SHAL: D6C6B5F7703E2F75A0CBAD529AD919D987D616E8

SHA-256: 7DD0616C8890FD59C008AB88EF06BI8F023B4BCE11AFBC5B6D02EA349E6EGFSFE

SHA-512: C5839069081230E48C5E2AB6FB2B8BCOEB5628C58C66ES8EOAEE4ABID399DEO3C3B3EFD2C7B4F7BCO6AA6726A075AD22AEBODC112E384E8BDABAB5S5604542BE
9F2

Malicious: false

Reputation: low

Preview:
O\r..m......w....64/...._keyhttps://www.adobe.com/services/feds.res_1.js/head/en/acom/corporate-mega-menu/legal-localnav.js .https://adobe.com/[[... /............. hil...a.... s
LLUlisnALL >MAALED..LL.0Y . ALEO....cci

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\7368ed71bdfa2868_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 723

Entropy (8bit): 5.760060377615049

Encrypted: false

SSDEEP: 12:42E3ea2oux2peyye3CMx6sDPVIHWC2/ohJuXPmxACvP3bB:42EuaPuyeyye SmDNJV/juxACX31

MD5: 186A30A83EDEF92D85C156BBADAD7A39

SHA1L: 118010513038F8AC98EOF5D91B2719ADB0O3FF735

SHA-256: FCF99AF4BAAOFIC8BAA3F3B52FFB34CF7AF7C1FDC57566B55C0B93766A85D300

SHA-512: 3828F4776F41034B31359621B7DC1A9AAG6A36ED46F35A160647ACB37A56970D3FD29CAC511D70F7F8D4948AFBE46D3CD6DFC74D6A64583DEDCAACI566A1BF
3

Malicious: false

Reputation: low

Preview:

O\r..m......0...4c......_keyhttps://googleads.g.doubleclick.net/pagead/viewthroughconversion/1004494713/?random=1620879701662&cv=9&fst=1620879701662&n
um=1&bg=ffffff&guid=ON&resp=GooglemKTybQhCsO&eid=2505059650&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_his=1&u_tz=-420&u_java=
false&u_nplug=1&u_nmime=2&gtm=20a550&sendb=1&ig=1&data=event%3Dgtag.config&frm=0&url=https%3A%2F%2Fwww.adobe.com%2Fexpress%2Fcreat
e%2Flogo%3Fr%3Dreader_page_learnmore&tiba=Free%20Logo%20Maker%3A%20Create%20Custom%20Logos%200nline%20in%20Minutes%20%7C%20Adobe%2
0Spark&hn=www.googleadservices.com&async=1&rfmt=3&mt=4 .https://adobe.com/sL... I.............. (ST 3p.|U..30..(2.v........j... “A.Eo....... O ALEO..ccooiiinn

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\752e2a75dd6c4851 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 662520

Entropy (8bit): 5.854840249379631

Encrypted: false

SSDEEP: 12288:zC7fVKD300vmTc/7JqozOprjSifuEcc22xZkKjvwtjrPOOIY SGzYq9HDFBgH1xb2:zobvRV870V

MDS5: 50ACA7361CE23AA320A1B318C462E6C4

SHA1L: 03086EA1C77E4556F62666E4C70A8A1712B8DE6GE

SHA-256: F4112894CB92E452278972DACAID6B3BF6F6B1CA240A32654C6BBEALA94CCB2D

SHA-512: 29BAB49E260DFC109B120EDD7EEC3E4AEE7D42E6F11293598659A68E1B1E3B23B652A5AD2339D2F96E4666CBA7C66DBIFFDFEFBC4E6CF2A7804A9DAB62CB?
327

Malicious: false

Reputation: low

Preview:
o\r.m.....@...F.7.....B45FD79F31738CF8C304606 11BFAD38F4CEA6DABE1DB84A3774F00894080B86A.............. "0.....0. e TR [ R \G......le.Dee

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\78076ae97804ch59_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 1150

Entropy (8bit):  5.657623703308856

Encrypted: false
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\78076ae97804ch59_0

SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

24:bXyDcti9XyD2DR9XyDSU9XyDvj9XyDy1l:zyDDFyD2FFyDRFyD7FyDw

968EEC37EB88F5B8EA34F34AA8BDC3F99

C7C2DF56C348D59964AC1D9FCDEBCCE9172E882E

DEB4633C6FFCIAF8C617989ABD1C16AACDC69897000E8716094E3D7239704EB2
F8F61143C8B720C076F836CE203866679AE8B88512B4004599F897D99801570F5AB6FC2F0C16E7C1E39C92BESBCEBISBE4AC6FIF4D7A27870E9603DES518B2D77
false

low

O\r.m.....b...R.8.
Ci.t.A.Eo.....3.

...0\r.m......b...R.8....._keyhttps://www.googletagmanager.com/gtag/js?id=AW-1004494713&I=data
O\r..m......b...R.8....._keyhttps://www.googletagmanager.
p....Ci..t..A..Eo......l..D......... A.EO0..coiin. o\r.m......b..R.8....

._keyhttps://www.googletagmanager.com/gtag/js?id=AW-10044

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\7812293e5d091f0b_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

960

5.4609806732249915

false
12:gxxXlocOvlzyxtcOvI3LyxxdcOvliryxXfllocOvIGyxwncOvlh:6513poqVox6woPfoo7n
1A291FB2EA260545BE7846A9B8A6A2FA
FFCFC46407025E245BF5584D9D8CD21F431CB1EL
3281C4C97344E52397D49C2D943B1D8701C97491E95FB95807C6D9234120B217

BC96DEA2F86DCF16C5B68A77EAEAD11D1132FCFABE39EOEBEE46128D51D9F783530A9F51DD722C1E5916BODAD145B1F1CES8A49A577A6A8CD63AEGD75E03I
3CD

false

low

< ._keyhttps://sc-static.net/scevent.min.js .https://adobe.com/].
._keyhttps://sc-static.net/scevent.min.js .https://adobe.com/..... /........
static.net/scevent.min.js .https://adobe.com/".g.. /
net/scevent.min.js .https://adobe.com/S.... /......

.._keyhttps://sc-
...... <......L...._keyhttps://sc-static.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\7866e75e8abf4ad4 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

600

5.813375991719647

false
12:gE31f1KYVsKhVzOoux2peyye3CMx6sDPVcoYN/CGQ5r:gEIf1KY6KhRuyeyyeSmDNcoYN/C55r
87E07EB5C9BA47DCB7A36897B00DF60B

BE519139D34BE13165B4E20727BB3F3591E83434
F382AE9F74E624508ED532FB4367171B59477EAC90DE4A6BCEBB43C6584BCC5C
9682CCA36011C9008FE48E307224B8F406F75C67088D71F1A1DFOF71AEA5C81942861DE604F328F41655CBD2CDE3BBA48EBCF671A97D8D762C7F09079B69D86
false

low

O\r..m........... U2....._keyhttps://googleads.g.doubleclick.net/pagead/viewthroughconversion/987390658/?random=1620879705806&cv=9&fst=1620879705806&nu
m=1&bg=ffffff&guid=ON&resp=GooglemKTybQhCsO&eid=2505059650&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_his=1&u_tz=-420&u_java=f
alse&u_nplug=1&u_nmime=2&gtm=20a550&sendb=1&ig=1&data=event%3Dgtag.config&frm=0&url=https%3A%2F%2Fwww.adobe.com%2Flegal%2Fterms.html&tiba=Le
gal&hn=www.googleadservices.com&async=1&rfmt=3&fmt=4 .https://adobe.com/D.... /.............. o= 5L C, 1.>1.V.\).,;.A.Eo0....... Qe ALEO...coii

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\7b3710c5e15f5c32_0

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

613

5.830554368355018

false
12:mLE31f1K30F5moux2peyye3CMx6sDPV2myYJyCO1cvORN:mLEIf1Ke3/uyeyyeSmDN2myY4COaN
FB0495A215C9C8176D966E6DCCB8450C

B426C9C2CD53948A139950E82F9AA69229A78513
C54513CA1A840B7125747AD1FOEEB4A7D6807C7FF1920E870BB63AEF4205DCCF
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\7b3710c5e15f5¢32_0

SHA-512:

Malicious:
Reputation:

Preview:

D92BCFF17DDF22DFFA70EF36A6C3804DFBO9EED37AD42A37C6463D9D207236F010FC68FASBF8DCAG99FF951C92848AAD5177D3FBD6CIFG5EA9DOAFDS2F74AL
oD

false

OVecMeiee _keyhttps://googleads.g.doubleclick.net/pagead/viewthroughconversion/987390658/?random=1620879713755&cv=9&fst=1620879713755&nu
m=1&bg=ffffff&guid=ON&resp=GooglemKTybQhCsO&eid=2505059650&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_his=1&u_tz=-420&u_java=f
alse&u_nplug=1&u_nmime=2&gtm=20a550&sendb=1&ig=1&data=event%3Dgtag.config&frm=0&url=https%3A%2F%2Fwww.adobe.com%2Fprivacy.html&tiba=Adobe%20
Privacy%20Center&hn=www.googleadservices.com&async=1&rfmt=3&fmt=4 .https://adobe.com/<Lp.. /.............Z.....x..8.J"...s.S.K.U.i.Ll.m...U.. A..EO.......cccoeeee A.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\7c2374a7be8500e8_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

249304

5.821003282005214

false

6144:KoRKFdJZUjuoicjrg7xXtxSjdzabLPmX2fXU6V:TwXrtPRMc
DD6DOFB756B71974DEEC1423A34E9484
38DD87F4546CDAF296588026E179B2487B34ADEL
C999779198F8D9AD22A63CDAATA94F61405C3749350BB0822EF86AD682DA7653
8EFB2257A95D5A22AA4253BC53C31332CDIE84CD8704CCBAD646624773D4AD7E3104C3A8D80278098D201A24E537D15C2DB5B2675B13A428802E27BA28F1798

false

low

Sl Qd6.V.....marvelcommon.(S...".....
orts..$..a........... S.C..Qb....... L.H...... A Qb..a.....call..a..K
(&8 & & W (. RCeovveeen DA X, € P

&5 & (& ). &.90.0...%.0.. 8% 5. &

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\7f92142ba76e4116_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

1345

5.677182660696318

false
24:W5MbHhyEJpZNg5MbHdUuEJp3g5MbHow/4EJpig5MbHqIEJpeg5MbHVEJpD:W5Mrg5MRRg5MHyg5M+Gg5Mc
C65921E0F4D92088A97951E57A01203F

FDDC074B83DCC80180F7ACE81580F2FF2F2AFACO
213B53AA4B3911D874AF1309A3D44305DBCAODOC39CCDCALE7A444C490F08988

8D4A4BE7EAA07F18A9062345DAB536B42AB26612A6241790A7F6FFDOC11F2FC2FB6BF783A3C4C2386EDD0553756F6BEG6CD709FF96424181643BBF861FFEBBCC
A

false

low

keyhttps://assets.adobedtm.com/d4d114c60e50/f3fbfbeOe7ca/e1d9f552a353/RC48990c37b3504a02838f190f73e12664-file.min.js .https://adobe.com

JAW) ..).0~.5...p..Q._VTgl7..>..D.....A.EO0.....W.......... A.LEO0....coii O\r..M..ee > _keyhttps://assets.adobedtm.com/d4d114c60e50/f3fbfbeOe7ca/e
1d9f552a353/RC48990c37b3504a02838f190f73e12664-file.min.js .https://adobe.com/s/O.. /........ccccccene ).0~.s...p..Q._VTgl7..>..D.....A..E0.......g.C......... ALEO.....c....
..... O\r..m..........>......._keyhttps://assets.adobedtm.com/d4d114c60e50/f3fbfbeOe7ca/e1d9f552a353/RC48990c37h3504a02838f190f73e12664-file.min.js .https://adob
e.com/.L... /oo r7....).0~.5..p..Q._VTgl7..>.D.... ALEO......_ovruren. A..Eo .m.... _keyhttps://assets.adobedtm.com/d4d114c60e50/f3fbfbe0

e7cal/eld9f552a353/RC48990c37h3504a02838f190f73e12664-file.min.js .https://adobe.com/Z e.. / LIX).0~

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\801b3abff355220a_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

538

5.649261191292278

false

12:4ASPRMLAXZshogfPCKASPRMLAXMVffPLr:K5ML5ZA00685ML5Ef
72BBCCF207B4F414B34E0D002EA2797B
FA6594B07D6CFDE5S6856A7157EEF595AA4367A26
274E54AA57E3D2628451768B38C4C7ESD2A2CIOEAE7C24FEF7ED72FDF75EE3FF5

FB458BCD7959C462D57F943CEEAF90A23D46204621D312EB06D2B6DE14802CA1FD7C0B5460F392F82CB8A28266D5C8FB4DDE4C2F65D91A68EFFBFO9CEO015E
cs

false

low
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\801b3abff355220a_0

Preview:
O\r..m.......... L.3y...._keyhttps://assets.adobedtm.com/d4d114c60e50/f3fbfbeOe7ca/e1d9f552a353/RCbhd93c1920fd422b84 7876 7ddbfbe55-file.min.js .https://adobe.com
[ PO SR 0...>1(..9.C.......(W+... A Eo.... Xevrranean A.EO0..coiie. O\r..M..ocee L.3y...._keyhttps://assets.adobedtm.com/d4d114c60e50/f3fbfbeOe7ca/e
1d9f552a353/RChbd93c1920fd422b84787f67ddbfbe55-file.min.js .https://adobe.com/.OF.. /.. LKR.....>I(...9.C.. 3b4......... A..Eo..

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\812225700901227a_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 613

Entropy (8bit): 5.82191053183356

Encrypted: false

SSDEEP: 12:mBE3GaLKBxoux2peyye3CMx6sDPV2myYJyCVLLw1l:mBEWalLKBauyeyyeSmDN2myY4C9Lw1l

MDS5: E888D2B40E82F8E892BECE722F379F55

SHA1L: EA7EE7FE5B2283FC1B84232AED8E43850DE85D77

SHA-256: CE58ACF374873F466DC3580AE4B40C1D437D23417B857CB8DC22EAC650E9E3E6

SHA-512: 1B59D66D44F1AA1D8BD1F8BFD51BF6015E3915B04E35200CDED46E03C55BIDA6CF17CF18C21527CB330EB7DDELED4C22D61469C5992DCF4ED96B907B4B128
00

Malicious: false

Reputation: low

Preview:
O\r.m..........L. =....._keyhttps://googleads.g.doubleclick.net/pagead/viewthroughconversion/951622910/?random=1620879713943&cv=9&fst=1620879713943&nu

m=1&bg=ffffff&guid=ON&resp=GooglemKTybQhCsO&eid=2505059650&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_his=1&u_tz=-420&u_java=f
alse&u_nplug=1&u_nmime=2&gtm=20a550&sendb=1&ig=1&data=event%3Dgtag.config&frm=0&url=https%3A%2F%2Fwww.adobe.com%2Fprivacy.html&tiba=Adobe%20
Privacy%20Center&hn=www.googleadservices.com&async=1&rfmt=3&mt=4 .https://adobe.com/Z.r.. /............. A AViYe 1. ...A.Eo....... T A..Eo.......

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\850d10ed47f5161b_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 5217

Entropy (8bit): 5.353058125031847

Encrypted: false

SSDEEP: 96:dznK63dJghL/pulo8z706enJgWieXxwk4L1PKIKphp6AvkikZi/ogpnB:RK63dZ1c6yJgWAXxwk4L1ByAmZQpB
MDS5: D9288AE3CC31A85713D7695180FB333B

SHA1L: 6D7741831E476392570486F10EAB60171F8D7942

SHA-256: 28F2A5B275E5E53AD76B7A2C7C21011B863ADED7503B4BB8646903910F67B4B7

SHA-512: 3DEFOFE7A0961888684228317C370ECE802F853640027473594CC40E4474803D62B2203C15F602C3B111FDAB876A322DA862972E2389CDEFE8SD5D3A4CBAFOCAT
Malicious: false

Reputation: low

Preview:

..ipuser..Pc..
E.d...

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\866fbb1b46da4c51_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
Size (bytes): 428
Entropy (8bit): 5.443031419441313
Encrypted: false
SSDEEP: 6:mAYtVYGLIxoXDMVUTImYBprtXh5RK6tWAYtVYGLIXoxDMVHWWIiS/I3mYBprbNK6t: ItraxDP5mY BpBXvrKtraxDyV9mYBp/n
MDS5: EF670148998D98A621D830F4A27F3959
SHAL: AAD95B9041345E5A1C514C0659DB78765D4543BE
SHA-256: DE65491347525E2642E7F2EABAE8BE62623BC5B82CDB209B94FA4D2D46895849
SHA-512: 5A4C6711187B60F4ACICIIEFF15E94525441A4D8D3DFE24FA74BDBOE38C8BAAEF271FE01859CB073E64F2179171A15545A07814AFBSFBEOC8760BE616321A5615
Malicious: false
Reputation: low
Preview:
O\r..m......R....U......_keyhttps://www.adobe.com/marketingtech/main.no-promise.min.js .https://adobe.com/... /..

R....U......_keyhttps://www.adobe.com/marketingtech/main.no-promise.min.js .https://adobe.com/e.5.. /....

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\8d858bba8e7cc695 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

Copyright Joe Security LLC 2021 Page 41 of 85



C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\8d858bba8e7cc695 0

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

data

dropped

211

5.451552874673204

false

3:m+I5Kf/yv8RzYrSLX8AXRHEEIJY 7sD4gtzJIhFKV/IHCbQIIVLS5DL75ai5uRgT:mYEY GLBBKEH7sIhwybQ/ds51+4BxK6t

C79269401CBDD1DEBAE8CCB209577E00

69CB3593460260F269F5762D8E1EBAOE1009D788

A1D602DC2C58D7D25B4C1FA0334CB64BBCED367CDE3808F096FFD40D23F98196
1C32E063476D66290AC4862369D850B942362B4C442D912FF35437F16542EDA68648AE370BF63CA994B4C9886EE54CASD18DFF1DE2F7C3EEF4EF745832226632

false

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\8dbf3e0616fc3365_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

446

5.419353953545765

false
6:mhynYGLBBkKsdwyUxyAyillDZyxH8g4ZZghK6tWhynYGLBBkKsdwy9TK62ZyxH8b:HBqd3UxfIDMxzEZKFBqd3E3Mxz4
DB9F045E4B3D1B652F7C0AD0888F5045

73DC72594A3B94B67A7695C868854BB7296135A3
BDF89408E60660947C7E4AD569FC739E1DE8B458897199048A986F47F081ED94

9E997002BA53698CB625B89ESFEA74DIEC2F465BBAE79C3FBECCGE819DF424B692768883D69443B9B15FCAE890CFF219C31A8DCFAD36796B60E467CEBGESBY
6

false

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\8f7fc9cd2003df54_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

204

5.455277746288617

false
3:m+loEllv8RzYP2FycyG8ZFvDdA3KRWLAQ+VIIHCdpU3iw2z5TyZm/Qt5IIXpK5M:mwYeM1Y 7+vY Tuiw2z52Y/0/ZK6t
D3ABB90123CB3BFAB510D393D3AF34E4

FD4855B3908733818B179AF112A99FE461D5F67B
EB484C30F64EB60DF28AAEC98E4070B99D70AD1673105EE3688DC6980EDAS1A2
AODDCO0D9A4BABA4AFC33C02E46D6E9I05A3A1C821FCC1E449C325F43D1293B2F43C865C62EC8487ED40655ED6715D032B19B963D057F52BD7A2320D222E4B7

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cachejs\8faec8b628066d9d_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

354

5.861815676250707

false

6:m55Y0DLoxe0HOKbI6e9Y J3ur8+DrxIZK6tghRELEUIQEEQ18+Drz:aXo4MW66+aDNIT|LbEEID
D90A4E69231DA5E8AB61316B05037464
2F2878D91D90AF61E2B3B15EC671BD3E4346E506
EB1D60E3FDDB9E2B680ADEBDE848DDA288A626E98ED85B942054E725483C4DF4

811CFO8FEAD1CODCB2BA3A1308A0EBAB6CO1ED6F2852A3A46B8B4FES8DC83D34AF82113D2D807F22071C3AEED9ECF18C54E9CFEG48876E4DDB10B8CCES4B9
03C
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cachejs\8faec8b628066d9d_0

Malicious:
Reputation:

Preview:

false

low

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\8fd38fec58c34f40_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

351

5.922733040545623

false
6:mbEYgGKHRUUHDXLBOuUB84HY gf6Mm4NDK6t03tkw TyWoUmNQdnSWAY gféMm43:VdiClcu2paAQ63qwTKFQdvaAo
6613F16730C9CDA4161432329D7B3836

431013B48F1F68173F91A8FE62A30C7BAF3AC327
F878C97B3AF4CD60385F634AAAD74296077EF80026E1CF13991226B873C05101

83A4E8604AE9CS5CDAYFE4D3D8F73AB62FD425665BA1AD626B479361F5AC0A76FF9748CA827ATE2A334F6B3A657094727CD3AC23286AE846FE82DES88173ADDI
2

false

.._keyhttps://spark.adobe.com/static/locales/en-US_bundle-6a358124.js .https://adobe.com/=Yo.. /............
=Yo.. /.....EE2D21DE3F87B41F3D6F099D64D6ACDAFF37F5793003A5CCEA22E546293FAD63U/.9.Q."[>.

UL9.Q. > w.gM(.. AL EO......... Ko
L.wW.gM(..A.Eo........ AL

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\9dc60bec78382d3e_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

600

5.7863517930057835

false
12:1I3E3GmMKToux2pmYyye3CMx6sDPVcoYN/CcFPWf:ISBEWmMKUuyRyyeSmDNcoYN/Caw
66DA6797ACFCI33EFE1BBAB48A78530E
72DD096E88DOE5S717257AFA01B6275531F9EOFCY
EOCCF16546C469BA89D4D692D1F5117B0BF0870C86054E26399845FA89451A38
08D4CFCA9CB30CE20848F727F88838E818544AF85CC349AAF7BAE31A02A9DA818B191469DE25E627E727E9D790920B1ADD092342F588FD2D962BESD123627F0
false

low

O\r.m........... T3....._keyhttps://googleads.g.doubleclick.net/pagead/viewthroughconversion/951622910/?random=1620879705799&cv=9&fst=1620879705799&nu
m=1&bg=ffffff&guid=ON&resp=GooglemKTybQhCsO&eid=2505059651&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_his=1&u_tz=-420&u_java=f
alse&u_nplug=1&u_nmime=2&gtm=20a550&sendb=1&ig=1&data=event%3Dgtag.config&frm=0&url=https%3A%2F%2Fwww.adobe.com%2Flegal%2Fterms.html&tiba=Le
gal&hn=www.googleadservices.com&async=1&rfmt=3&fmt=4 .https://adobe.com/..... /............. ;oo QUi ~+..A.D.COYNd...F..h.w*.A..EO....... =0 ALEO....ccoii

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\9f5aed4e4f46c7af 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

1060

5.666310078836323

false

24:S5/X18QkUk5hOQkLK5bmmQk7Ek51aQkxk5cQkF:SpXIzkL+kRmQEkGckw
CA10017651F07A4F18DE5845B3E759F7
445A571CD9D2B4241F14560B1A49B838D9B9B0OD5S
8E10E822FDE1132586178E69A64187919CD1116A239BFABD71F43E89984CAB66
B3F2A5B8D5AF472182E69A19F0A121E22C22F9327E09AA533810C01154E642F5F735136D58606C1D3147C3D299C22D42248B71BFALE075368591EFEDAGISS8EBS
false

low

O\r.m.....P........... _keyhttps://www.googletagmanager.com/gtag/js?id=AW-987390658 .https://adobe.com/.hW.. /.............c....... <U#.r..[.<U..tQ.u..A.Eo....... p....

WP, _keyhttps://lwww.googletagmanager.com/gtag/js?id=AW-987390658 .https://adobe.com/. k.. /............. 60.....<.U#.r...[..<U..tQ.u..A
<U...tQ.U..ALEO..cciiine. A Y.
c<U#r[.<U.tQuu.ALEo.....>..
ccom/llo Lo <.U#.r...[.<U.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\9f7e885e8c444e3d_0

Process:

C:\Program Files\Google\Chrome\Application\chrome.exe
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\9f7e885e8c444e3d_0

File Type: data

Category: dropped

Size (bytes): 18105

Entropy (8bit): 6.064508349716162

Encrypted: false

SSDEEP: 384:wx1sAe2/vuPZIull4zPgjwfB/b1lvjx69wgQjWH4vip7c:wx1lrhvmhS47g0/1x69rfH4KS

MDS5: D8A3178CB207134AF2099803E38A3CFB

SHA1L: 32735470F242706D975532941ADE518D89D845A0

SHA-256: 61F31AC3C4849FED2564831D24EDE1ABE96C9B19165CDA636274236E1E250271

SHA-512: AABC68141DBD3527C16843C5D53EA25C954D488450B8360BB00199D392872065AB1A615A30F2BC3AEFD2AF1BD8B72BCE3CD68B4FF33CF316B72E5DDB848EL3
D

Malicious: false

Reputation: low

Preview:
O\r..m......A....y......_keyhttps://d9.flashtalking.com/d9core .https: /Iflashtalkmg com/XDK.. /. /0AsR..0"..{\Z.uy.{B...ILA..

Rc>.

X (S. L .coreElementld.....Qd:.7
.dod...Qe..".... ..0....d9api.....Qc.0.i....initFt....QcC..Z.....d9legacy...K ... I'..Da..(T..(S...0 ...
...screen....Qc..j.....width..... Qc ........ D9 101... QcV ....... helght....Qc.l, ..... D9_102....QeRU......devicePixelRatio..Qc..LI....D9_103....QcV
QfFp......getTimezoneOffset.....Qc..}.....D9_111....Qd..r.....navigator.....Qcj....... platform..Qc.&8....09_120....... Qe..fB....browserLanguage...Qc.%

pC

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\a00678896dde764a_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 2748

Entropy (8bit): 5.8662459688616275

Encrypted: false

SSDEEP: 48:dy21d8kuzRvKTdJBcjEHugwL5R88slybddNx4K:k2u8zvKTdIBbO3s8+yHf

MDS5: B23C8ADICF87DB7581443757CDE5S58EC

SHA1L: EBF361214DED2FD5AEO0A12FD70D4EA6ADB4147F1

SHA-256: 4BAF6F2EA123E28298C1855F87E1E40630AFFE1IDAACED1968EEEF9CEAICABBED

SHA-512: 2DDC16CB842BAAD38CDD040B8DA939C0323112A0BA51E07C942B8AD0SDFEB8DA1169FC6BBCA244924AF789C45CBI9EDACBB4ECIE82A2D866042E9902D6E64
B591

Malicious: false

Reputation: low

Preview:

O\r..m......T...R.d3...._keyhttps://commerce. adobe com/checkout/_nuxt/runtime.f6f17¢7.js .https: //adobe com/+.... Lo, _H2.w(.L._..l.<.B}|;.k/"x. A Eo....... | AV

. <eee..Qev.NL...hasOwnProperty....Qbr.
Qb57 .push..Qc. . .e%.*.&... &( &( &( & &Z )..&.%.*....(...&...&.%.*..&..*..&.Y......&..O.. %.L"&..1.%
LQw.. #.&..B.. #.48&...&(..&(.$&.(..&&.Z...(....&.%.* *&.0.. % &.B. &) (.0..(.2&.X..4&\6..... & (...&(..8&...&.%...|:&Z....;.&\.=....,.RC

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\a35f42e17cbOecfc_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
Size (bytes): 915
Entropy (8bit): 5.415821899698805
Encrypted: false
SSDEEP: 24:khblfNn+h4xSfN++hyfNY+hcfNOr+hI9fNMT:0hNn8N+ZNYbN4aJNQ
MDS5: 1898BE08D75119281AA3EDD8750B3986
SHA1L: 72E67C5F7DDD6CA2BFBBDD1F2DD75C2A2D646814
SHA-256: 5381DFOAED3DDAFBICDFE1E3A55FF2C23EE762365C0FF421D4CD643658EEC2C5
SHA-512: CE09CB05D4BF5839FAF07D3F47E7F5C76F75A91BD75F336EF70532218CE42DECAAC6C13A016495F5C43F7F387FE2261C8B34196722FC58F8560428BF5C1CC45
Malicious: false
Reputation: low
Preview:
O\r..m......3.....7....._keyhttps://bat.bing.com/bat.js .https://adobe.com/.U.. /..................... J.Ns];.<O.F..h'R..

._keyhttps://bat.bing.com/bat.js .https://adobe.com/#.k.. /.............. 0..... J.Ns];.<O.F..h'R...5;*..]....A..Eo0....... ._keyhttps://bat.
bing.com/bat.js .https://adobe.com/..... I.............. [P J.Ns];.<O.F.h'R _keyhttps: /Ibat blng com/bat.js .ht
tps://ladobe.com/.og.. /.............. X........J.Ns];.<O.F.h'R...=;*.]....A..Eo0... ._keyhttps://bat.bing.com/bat.js .https://adobe.com/.....
Lo, J.Ns];.<O.F.hR...=; A.EO0......... Yeoreennn ALEO..ccoie

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\a6942155eb9698ff 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 1624
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\a6942155eb9698ff 0
Entropy (8bit):  5.65663998614529

Encrypted: false
SSDEEP: 24:Kipe8PpAih7tRe8IAINbe82XAi9ue8LAI/re8VAI3G3e8YAixe8bp:KePpAmMBBIA62XAa6LAEVA2GYAObp
MDS5: D453FA23474F815BDCE3A33567066244
SHAL: 16A77B6B7028EA4F2AC541CED464F32A38D96F82
SHA-256: 4BEB019DE50D078D2EEC316AE4E12B99136E519EADFS5EDCEC1F635740AEFE2DO0
SHA-512: 0675E1EBAOBF17E19C46D1DC4C22EBF6466D67FD061875582C496E2948A9A1BEA66B02B83B337434150920924CC22182517F8EAA070E24EBE670BB508C803982
Malicious: false
Reputation: low
Preview:
O\r..m _keyhttps://assets.adobedtm.com/launch-EN919758db9a654a17bac7d184b99c4820.min.js .https://adobe.com/.J}.. [..cccovevieins YA..H4&.2...K.V.H54
I[. A..Eo. ...0\r.m......d. _keyhttps://assets.adobedtm.com/launch-EN919758db9a654a17bac7d184b99c4820.min.js .https://adobe.c
. YALH4&.2...KV.H54.d.1j.Q..b..A..EO...coecurrn. ALEO..cciii Oo\r.m......d......... _keyhttps://assets.adobedtm.com/launch-EN919758
db9a654al17bac7d184b99c4820.min.js .https://adobe.com/..n.. /............. 0. YA..H4&.2....K.V.H54.d.1.j.Q..b..A..E0..

tps://assets.adobedtm.com/launch-EN919758db9a654al17bac7d184b99c4820.min.js .https://adobe.com/..... /............. |1
......... A.Eo...............O\r.m......d.........._keyhttps://assets.adobedtm.com/launch-EN919758d

.YA.H4&.2...K.V.H54.d.1,j.Q..b..A..Eo......i...

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\a8448f8e0f201664 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 1442

Entropy (8bit): 5.471147271639644

Encrypted: false

SSDEEP: 24:r7Pxij9k57PdQzj9d/N57Prj9657P2mj9r57Ptj9T57PArj91157POj9r:rLxijOk5LWj9d/N5L965L2mj9r5L td

MDS5: F75CFD9A7A388834575C7D90FDFEA6CA

SHA1L: D8A94BC380637EE528CDIDFCOEEF4F545444EC8E

SHA-256: 396B4177F18458402204043ECF12956282C90C35A18F9B84E413DEBC285E8FE7

SHA-512: 74BC6455AF14199C1AFFF062B030E99C40FE73862CCEC4B58BBAAL57A0BEOE24782E2E4796BDB641EAEF870627C0FC8231176C1143FC887E69BIFCBD25DBI0I
2

Malicious: false

Reputation: low

Preview:

o Q>--¥){.2d..=[N.,.Un.a....A..E0
N.,.Un.a...A.Eo....}|....
~1.¥).Zd..=IN.,.Un.a....A..Eo..

..._keyhttps://static.adobelogin.com/imslib/imslib.min.js .https://adobe.com/)... /........
.....d.d......_keyhttps://static.adobelogin.com/imslib/imslib.min.js .https://adobe.com/.R5.. /....

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\a88a0Obal6fc3e3ef 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
Size (bytes): 614
Entropy (8bit): 5.812879791223187
Encrypted: false
SSDEEP: 12:xjE3eeSoux2pmYyye3CMx6sDPV2myYJyCwlw:xjEuebuyRyyeSmDN2myY4Cwd
MDS5: 2DA93C2AA6F2A2B8D55BA5C42D6A1B82
SHA1L: D3788B19F48235758DAA24B3CAAL8AD20B9366F7
SHA-256: CA348C1711F5CD5D8A1BEBA92E56B29EE063E44750CD2313FC2D9EDB12D34181
SHA-512: EAF152D8207A7A4557DD26E219EA7C84970A53FEDF5F1B2D8F40F806B07F4854D2A5F8DD2F691C43C691C6EC643F40E08F85E581D6751DCAC47260023972F6B
Malicious: false
Reputation: low
Preview:
O\r..m. ...._keyhttps://googleads.g.doubleclick.net/pagead/viewthroughconversion/1004494713/?random=1620879713939&cv=9&fst=1620879713939&n

um=1&bg=ffffff&guid=ON&resp=GooglemKTybQhCsO&eid=2505059651&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_his=1&u_tz=-420&u_java=
false&u_nplug=1&u_nmime=2&gtm=20a550&sendb=1&ig=1&data=event%3Dgtag.config&frm=0&url=https%3A%2F%2Fwww.adobe.com%2Fprivacy.html&tiba=Adobe%2

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\ab4f59045e28d03f 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 699

Entropy (8bit): 5.514748308403449

Encrypted: false

SSDEEP: 12:3Gz5WYmyT6ptGz5WYmoxtRCTUIitGz5WYmK/TTW:c5Ws6i5WutRaziSWA3W
MDS5: B063C9145DF89A3B087A06EB66330482
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\ab4f59045e28d03f 0

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

DF46927DE30BOEEB8C4CD4D76A6F27D69418A33C
0823EB7F47FB721EE1717FBOFEED2717A041E387E2118B95459187AF0ELE9CCE
00D8240009CA0829D1BD8100D4BB4D17CC7DC57B9BFC7530564CB11B69838F9A6360D607208661916603D632339D74259D85C966C600DA40234D36BFD2C8ECS!

false

low

O\r.m......e..>.Ws$...._keyhttps://www.adobe.com/services/feds.res_1.js/head/en/cc-express/spark-gnav.js .https://adobe.com/..... I............. Ui #&HI..|...x." .5...x\#
.9%...A..E0.....F Xecooe. ALEO..ccooiiin. O\r.m......e..>.W$...._keyhttps://www.adobe.com/services/feds.res_1.js/head/en/cc-express/spark-gnav.js .https://adobe.com/a.H..

#&H1..|...x." .5...X\#.%...A..E0.....w.9~......... A..Eo.... O\r.m......e..>.W8$...._keyhttps://www.adobe.com/services/feds.res_1.js/head/en/cc-ex
press/spark-gnav.js .https://adobe.com/.Y... [............. & #&H1..|...x." .5...X\#.%...A..Eo....... Ao ALEO..ccoiii

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\ac3dchd7fa5d1a93_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

904

5.438906706708074

false

24:xgasrz1pUOngasrzlufngasrz10ungasrz1Wh:xzsrzgOnzsrzmnzsrzhnzsrzu
48DFAFCC525A98A36400D7E580F80385
D192FFFD391537CA6B1E47A9DAC030138A8F4C65
94364602A166D8EB025F74B5B75EA9A494BCD1B8EE18AADC6697906BADIS22BE
B50964BC8B82B20A68D7F65AA5E7650F01E392BF24D13D0E1140AF88977F32C9184CEC5F5C808427A5D3537316324ECE687CAF96E83084D966E8BACES58587D4

false

low

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\b3e035f953ffa5ce 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

722

5.7627138572002305

false
12:x+E3GPOTmoux2peyye3CMx6sDPViHWC2/0hJuXPmxAC23EuGx1:x+EWWijuyeyyeSmDNJv/juxAC20
C8F8C23FA2595BD67D3AB66F9A2B08C7

AF1AC1CFB9E447013763830F97DAE02BA9445E42
1849F00AC49155E218COAC81711F3E05508FA689400BD5AB8DEC2CAD82088430
421DD2CC5F15889C77606F86348EA1BB54302AD99E4316687A7511CD48D3EE1F3E5B987455DB0128442B43CA641343D1B9B32A7A95009B13B4D414D852BA4997
false

low

O\r..m......N....~....._keyhttps://googleads.g.doubleclick.net/pagead/viewthroughconversion/951622910/?random=1620879701657&cv=9&fst=1620879701657&num
=1&bg=ffffff&guid=ON&resp=GooglemKTybQhCsO&eid=2505059650&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_his=1&u_tz=-420&u_java=fa
Ise&u_nplug=1&u_nmime=2&gtm=20a550&sendb=1&ig=1&data=event%3Dgtag.config&frm=0&url=https%3A%2F%2Fwww.adobe.com%2Fexpress%2Fcreate%
2Flogo%3Fr%3Dreader_page_learnmore&tiba=Free%20Logo%20Maker%3A%20Create%20Custom%20Logos%200nline%20in%20Minutes%20%7C%20Adobe%20S
park&hn=www.googleadservices.com&async=1&rfmt=3&fmt=4 .https://adobe.com/..... /............. ST Uk3...|.....h7a.He....a7..A..E0......s............ AEO0..coiie.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\ba0481563fc1e268_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

664

5.810413381789107

false
12:gE3eyP/Vfmoux2pmYyye3CMx6sDPViH2NRmMxXACx+2EZ:gEuyP/d/uyRyye SmDN/OXACxZg
BD8249AA6BA2D900E512DFDODOF32083
48D94D05C2490B8142AF2F8B01B96D80079C4D07
AAF52C67CB5687C3C841EE679A8DAE393996D35CADABIEG4FEB452648CA5BI9D4
DD8041FAD7EB7A215640E7A3B33932A348EEAALES8B0C8527793F9C064009EDOBF79ADE38198B205686D186E22130E990085281115183E2D153DFD0988A6A843
false

low
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\ba0481563fc1e268_0

Preview:
O\r..m........... C."...._keyhttps://googleads.g.doubleclick.net/pagead/viewthroughconversion/1004494713/?random=1620879724355&cv=9&fst=1620879724355&n
um=1&bg=ffffff&guid=ON&resp=GooglemKTybQhCsO&eid=2505059651&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_his=1&u_tz=-420&u_java=
false&u_nplug=1&u_nmime=2&gtm=20a550&sendb=1&ig=1&data=event%3Dgtag.config&frm=0&url=https%3A%2F%2Fwww.adobe.com%2Fexpress%2Fdisco
ver%2Ftemplates%2Fresumeé&tiba=Free%20Resume%20Templates%20%7C%20Adobe%20Spark&hn=www.googleadservices.com&async=1&rfmt=3&fmt=4 .ht
tps://ladobe.com/..... /... Yoo M.].B.DCz..hk..#.p..?...).../IN.A..E0.....[Q.I......... A.EO0..ccoiiin.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\baf621cf86f40a8e_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 403

Entropy (8bit): 5.89352928761236

Encrypted: false

SSDEEP: 6:MkGEYGLBg5KAJNezKUSHUHFWV4CCUMSKLFhYK6tMNWkrALouMSKLC:8Ag5KsjNu3ZUHYRtOM6Va
MDS5: DBE949AAF00926B280D15410AD34AE40

SHA1L: 4DBF72332910001204866447C7183448E554396F

SHA-256: 8206E031977093B8489D6899FE15F47424F6CC6B30E05607AEBDFBD7F7B79C5A

SHA-512: 487F7B1CBEAB8F330F8AF00917EDBF3F88094967259C1E9E649DCF065CFB3CFCE7EC4E029A711BC9733921EE86ASE86329C23F1CC140F7452AB5078FA983414
Malicious: false

Reputation: low

Preview:

._keyhttps://www.adobe.com/etc.hawks.dexterlibs/hawks/clientlibs/publish.combined.fp-4e17ca9de7c6a880fa904bdb1191f422.js .https://adobe.com/.g... /
..dgg8..97.C...WD+dOHC..". A..Eo....... P ALEO. i g... /.P...B45FD79F31738CF8C30460611BFAD38F4CEA6DASE1DB84A3774F0089408

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\c04d129d37789be7_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 1205

Entropy (8bit): 5.562690811869143

Encrypted: false

SSDEEP: 12:ikg/hggkg/i43rnTgkg/9gtQ1gkg/VMNgkg/bhdQ:5g9/mrg/B7Trg/9qcrg/GNrg/g

MDS5: F9049937D8C7BCA5B41FAF6E24709956

SHA1L: 6C02013CC93537A1A478E8BE2CD894197B970965E

SHA-256: 5E8CDD17D1CFFF01E425E13B4111DC2C55319818D9AD70950D8C46E6D71A24A1

SHA-512: 5A59F5A2F49594129EDAFE3A06D87A9F6A76500C772CFC7EA24EBOO0BB3AA710FC4286D49094CF46A192DFDA493740FDIFF37D2D204B9FAEACIOB1E3943094FAl
E

Malicious: false

Reputation: low

Preview:

Oo\r.m.....m...-Q.....
fl1.F....N...A..Eo...
/ladobe.com/..>.. /. ....6g..X.h ...-Q....._keyhttps://www.adobe.com/etc/beagle/public/glo
balnav/adobe-privacy/latest/privacy.min.js .https://adobe.com/~.n.. /......c..cccccevrns 6g..X.h.....=v..fll.F....N...A..E0..
tps:/lwww.adobe.com/etc/beagle/public/globalnav/adobe-privacy/latest/privacy.min.js .https://adobe.com/.l... /...
B0 O\r..m......m....-Q....._keyhttps://

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\cledc6daéebfc6d9_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 7394

Entropy (8bit): 5.987091746058416

Encrypted: false

SSDEEP: 192:7ss4jDKBIJXjPOb2G01pnhgxT7EoLIgF3bu:7sxjWylib2G+phl7EGgFa

MDS5: BD555E0834A4A4B968776D531826F5F1

SHA1L: 2607BE2C5CF69EDAC7EA63D91B8FADCABE142884

SHA-256: AACE4704DAEGE704CFBFDAB331B7E204BC52331CC4528A3D73242B239D964698
SHA-512: 21B3D454B8CA201D5B18518E993FC406185FD1067F54AD48797104E1C9C99C5855BB041B56477D7F35FBD97B255F902838CD33AC1455EEF79A01E90A33D6C29E
Malicious: false

Reputation: low

Preview:

Qb......W....Qb.6...n....Qb....R..... Qb.ll'.16.
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\c2a6bb76704a0b65 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

613

5.8616367814447745

false
12:mcE3xjaqlB900oux2peyye3CMx6sDPV2myYJyCdsGJdE7:mcEtaqIBluyeyyeSmDN2myY4Cdst7
F99C2F4156DAAADCF836797F963BA208

9767226ABF1FBA1F636A408BFC8E4346FEBC8269
334E39D671E45CC3A316872DEFEG5EB7592A5A07FOEDC5B2BA610B2E308A4562
2D30C16AAEC3AA028827299C39DB46DF8D5303150C95FEF5AE12F5B85D346871354B82B2D62D716CF6EC7BESC356762211F85129B157EC9263E7F3054B7FD26¢
false

low

O\r..m.......... B....... _keyhttps://googleads.g.doubleclick.net/pagead/viewthroughconversion/983956512/?random=1620879713948&cv=9&fst=1620879713948&nu
m=1&bg=ffffff&guid=ON&resp=GooglemKTybQhCsO&eid=2505059650&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_his=1&u_tz=-420&u_java=f
alse&u_nplug=1&u_nmime=2&gtm=20a550&sendb=1&ig=1&data=event%3Dgtag.config&frm=0&url=https%3A%2F%2Fwww.adobe.com%2Fprivacy.html&tiba=Adobe%20
Privacy%20Center&hn=www.googleadservices.com&async=1&rfmt=3&mt=4 .https://adobe.com/Y(s.. /............. O[....H.D.GIF...z... 7......... MIX.ALEOD. i A.E

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\c7e0d0bc770e0d8b_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

344

5.837531612429745

false

6:mcallVY07AONApRKhHTQ6Y plyKnHrEK6tUYJICIXLuiMRV6 SRwWnHr3l:HuzMKWGEERMSOYWsQvj8
A2156D2BE6C27526E4E7785C688D25A5

056BC33FBD1DD57A638A9A7E2E3819D7072714D8
92C0850A0A56AF8D93CA4571COEDOA164011DB2E27D1A0B7E59B052DCODCC5CY
0D6CCA27C2F9BB1078E4640D65A229843A8E99B072825834BDBEFFF454437CA8C3E35AC38DDBESBA310382E272D97526136158616C364219D98362A6226B58D(

false

.._keyhttps://commerce.adobe.com/checkout/_nuxt/app.f6f17c7.js .https://adobe.com/.... /...........c........ A.W:. . X..@.F.K.b.#[....A.Eo....... 23 A..Eo..
....A76D02127A130EB42F8DE51D72F268A0F8227A7DF39FB3EBO7E43C5D46FF3D5B.A.. W .. X...@.F..K..b.*)

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\ch1260c04c646798_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

234

5.542746610626526

false

6:msXYET08NaYWbVOqzeY7fLIYKky TawKPX7AWzbK6t:pg8NaY8ZDfLDY7zzN
14FD9B1AEE2DDD7CCC422299FD3B9B39
C4BCE98A527119A066919AE2D62EESE38D214568
7FA240439641229A5B0CB0703D2483D49AD45A171BF01559C780EFB2E250D882
844EA40777CF386C8078ECDSEB494688391A15A6B3ED01A990EC789A4213FEEBDOED163E1732E340F9E9COFCD2AB77976E9D163B95555434A65FDOA0072CADE
false

low

O\r..m.
...A..Eo..

._keyhttps://cdnjs.cloudflare.com/ajax/libs/popper.js/1.12.9/umd/popper.min.js .https://greycottage.ng/.... J..B.BPUJY..KB....gK..>V..

Static File Info

No static file info

Network Behavior
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Network Port Distribution

Total Packets: 373

® 53 (DNS)
® 443 (HTTPS)

TCP Packets

Timestamp Source Port Dest Port Source IP Dest IP

May 12, 2021 21:20:52.445347071 CEST 49713 443 192.168.2.6 13.225.74.123
May 12, 2021 21:20:52.486869097 CEST 443 49713 13.225.74.123 192.168.2.6
May 12, 2021 21:20:52.486982107 CEST 49713 443 192.168.2.6 13.225.74.123
May 12, 2021 21:20:52.488173008 CEST 49713 443 192.168.2.6 13.225.74.123
May 12, 2021 21:20:52.513917923 CEST 443 49713 13.225.74.123 192.168.2.6
May 12, 2021 21:20:52.514091015 CEST 49713 443 192.168.2.6 13.225.74.123
May 12, 2021 21:20:52.530558109 CEST 443 49713 13.225.74.123 192.168.2.6
May 12, 2021 21:20:52.536628008 CEST 443 49713 13.225.74.123 192.168.2.6
May 12, 2021 21:20:52.536676884 CEST 443 49713 13.225.74.123 192.168.2.6
May 12, 2021 21:20:52.536813021 CEST 49713 443 192.168.2.6 13.225.74.123
May 12, 2021 21:20:52.543195009 CEST 443 49713 13.225.74.123 192.168.2.6
May 12, 2021 21:20:52.543236971 CEST 443 49713 13.225.74.123 192.168.2.6
May 12, 2021 21:20:52.543346882 CEST 49713 443 192.168.2.6 13.225.74.123
May 12, 2021 21:20:52.992868900 CEST 49713 443 192.168.2.6 13.225.74.123
May 12, 2021 21:20:52.994143009 CEST 49713 443 192.168.2.6 13.225.74.123
May 12, 2021 21:20:52.994467974 CEST 49713 443 192.168.2.6 13.225.74.123
May 12, 2021 21:20:53.034122944 CEST 443 49713 13.225.74.123 192.168.2.6
May 12, 2021 21:20:53.035284996 CEST 443 49713 13.225.74.123 192.168.2.6
May 12, 2021 21:20:53.035665035 CEST 443 49713 13.225.74.123 192.168.2.6
May 12, 2021 21:20:53.036406994 CEST 443 49713 13.225.74.123 192.168.2.6
May 12, 2021 21:20:53.042538881 CEST 49713 443 192.168.2.6 13.225.74.123
May 12, 2021 21:20:53.089241028 CEST 443 49713 13.225.74.123 192.168.2.6
May 12, 2021 21:20:53.430124998 CEST 443 49713 13.225.74.123 192.168.2.6
May 12, 2021 21:20:53.430166960 CEST 443 49713 13.225.74.123 192.168.2.6
May 12, 2021 21:20:53.430186987 CEST 443 49713 13.225.74.123 192.168.2.6
May 12, 2021 21:20:53.430210114 CEST 443 49713 13.225.74.123 192.168.2.6
May 12, 2021 21:20:53.430232048 CEST 443 49713 13.225.74.123 192.168.2.6
May 12, 2021 21:20:53.430255890 CEST 443 49713 13.225.74.123 192.168.2.6
May 12, 2021 21:20:53.430368900 CEST 49713 443 192.168.2.6 13.225.74.123
May 12, 2021 21:20:53.430403948 CEST 49713 443 192.168.2.6 13.225.74.123
May 12, 2021 21:20:53.431209087 CEST 443 49713 13.225.74.123 192.168.2.6
May 12, 2021 21:20:53.522566080 CEST 49713 443 192.168.2.6 13.225.74.123
May 12, 2021 21:20:53.603332996 CEST 49720 443 192.168.2.6 13.224.193.29
May 12, 2021 21:20:53.603694916 CEST 49721 443 192.168.2.6 13.224.193.29
May 12, 2021 21:20:53.604285002 CEST 49722 443 192.168.2.6 13.224.193.29
May 12, 2021 21:20:53.604720116 CEST 49723 443 192.168.2.6 13.224.193.29
May 12, 2021 21:20:53.604994059 CEST 49724 443 192.168.2.6 13.224.193.29
May 12, 2021 21:20:53.644614935 CEST 443 49720 13.224.193.29 192.168.2.6
May 12, 2021 21:20:53.644711971 CEST 49720 443 192.168.2.6 13.224.193.29
May 12, 2021 21:20:53.645036936 CEST 443 49721 13.224.193.29 192.168.2.6
May 12, 2021 21:20:53.645103931 CEST 49720 443 192.168.2.6 13.224.193.29
May 12, 2021 21:20:53.645148039 CEST 49721 443 192.168.2.6 13.224.193.29
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Timestamp Source Port Dest Port Source IP Dest IP

May 12, 2021 21:20:53.645466089 CEST 49721 443 192.168.2.6 13.224.193.29
May 12, 2021 21:20:53.645550013 CEST 443 49722 13.224.193.29 192.168.2.6
May 12, 2021 21:20:53.645788908 CEST 443 49723 13.224.193.29 192.168.2.6
May 12, 2021 21:20:53.645857096 CEST 49723 443 192.168.2.6 13.224.193.29
May 12, 2021 21:20:53.645889997 CEST 49722 443 192.168.2.6 13.224.193.29
May 12, 2021 21:20:53.645998955 CEST 49722 443 192.168.2.6 13.224.193.29
May 12, 2021 21:20:53.646203995 CEST 49723 443 192.168.2.6 13.224.193.29
May 12, 2021 21:20:53.646356106 CEST 443 49724 13.224.193.29 192.168.2.6
May 12, 2021 21:20:53.646445990 CEST 49724 443 192.168.2.6 13.224.193.29
May 12, 2021 21:20:53.646953106 CEST 49724 443 192.168.2.6 13.224.193.29
May 12, 2021 21:20:53.656048059 CEST 443 49720 13.224.193.29 192.168.2.6
May 12, 2021 21:20:53.656130075 CEST 49720 443 192.168.2.6 13.224.193.29
May 12, 2021 21:20:53.657207966 CEST 443 49721 13.224.193.29 192.168.2.6
May 12, 2021 21:20:53.657298088 CEST 49721 443 192.168.2.6 13.224.193.29
May 12, 2021 21:20:53.659040928 CEST 443 49724 13.224.193.29 192.168.2.6
May 12, 2021 21:20:53.659126043 CEST 49724 443 192.168.2.6 13.224.193.29
May 12, 2021 21:20:53.662375927 CEST 443 49723 13.224.193.29 192.168.2.6
May 12, 2021 21:20:53.662493944 CEST 49723 443 192.168.2.6 13.224.193.29
May 12, 2021 21:20:53.667052984 CEST 443 49722 13.224.193.29 192.168.2.6
May 12, 2021 21:20:53.667145967 CEST 49722 443 192.168.2.6 13.224.193.29
May 12, 2021 21:20:53.686362982 CEST 443 49720 13.224.193.29 192.168.2.6
May 12, 2021 21:20:53.686500072 CEST 443 49721 13.224.193.29 192.168.2.6
May 12, 2021 21:20:53.687083960 CEST 443 49721 13.224.193.29 192.168.2.6
May 12, 2021 21:20:53.687108994 CEST 443 49721 13.224.193.29 192.168.2.6
May 12, 2021 21:20:53.687151909 CEST 443 49722 13.224.193.29 192.168.2.6
May 12, 2021 21:20:53.687160015 CEST 49721 443 192.168.2.6 13.224.193.29
May 12, 2021 21:20:53.687227011 CEST 443 49723 13.224.193.29 192.168.2.6
May 12, 2021 21:20:53.687273979 CEST 443 49720 13.224.193.29 192.168.2.6
May 12, 2021 21:20:53.687299013 CEST 443 49720 13.224.193.29 192.168.2.6
May 12, 2021 21:20:53.687449932 CEST 49720 443 192.168.2.6 13.224.193.29
May 12, 2021 21:20:53.688038111 CEST 443 49724 13.224.193.29 192.168.2.6
May 12, 2021 21:20:53.689280033 CEST 443 49721 13.224.193.29 192.168.2.6
May 12, 2021 21:20:53.689306021 CEST 443 49721 13.224.193.29 192.168.2.6
May 12, 2021 21:20:53.689374924 CEST 49721 443 192.168.2.6 13.224.193.29
May 12, 2021 21:20:53.691262960 CEST 443 49722 13.224.193.29 192.168.2.6
May 12, 2021 21:20:53.691340923 CEST 443 49722 13.224.193.29 192.168.2.6
May 12, 2021 21:20:53.691425085 CEST 49722 443 192.168.2.6 13.224.193.29
May 12, 2021 21:20:53.691987991 CEST 443 49723 13.224.193.29 192.168.2.6
May 12, 2021 21:20:53.692015886 CEST 443 49723 13.224.193.29 192.168.2.6
May 12, 2021 21:20:53.692084074 CEST 49723 443 192.168.2.6 13.224.193.29
May 12, 2021 21:20:53.692455053 CEST 443 49720 13.224.193.29 192.168.2.6
May 12, 2021 21:20:53.692475080 CEST 443 49720 13.224.193.29 192.168.2.6
May 12, 2021 21:20:53.692564964 CEST 49720 443 192.168.2.6 13.224.193.29
May 12, 2021 21:20:53.694153070 CEST 443 49724 13.224.193.29 192.168.2.6
May 12, 2021 21:20:53.694189072 CEST 443 49724 13.224.193.29 192.168.2.6
May 12, 2021 21:20:53.694271088 CEST 49724 443 192.168.2.6 13.224.193.29
May 12, 2021 21:20:53.695491076 CEST 443 49722 13.224.193.29 192.168.2.6
May 12, 2021 21:20:53.695848942 CEST 443 49723 13.224.193.29 192.168.2.6
May 12, 2021 21:20:53.702294111 CEST 443 49724 13.224.193.29 192.168.2.6
May 12, 2021 21:20:53.702321053 CEST 443 49724 13.224.193.29 192.168.2.6
May 12, 2021 21:20:53.702399015 CEST 49724 443 192.168.2.6 13.224.193.29
May 12, 2021 21:20:53.712491989 CEST 49721 443 192.168.2.6 13.224.193.29
May 12, 2021 21:20:53.714092970 CEST 49720 443 192.168.2.6 13.224.193.29
May 12, 2021 21:20:53.715432882 CEST 49724 443 192.168.2.6 13.224.193.29
May 12, 2021 21:20:53.715909958 CEST 49720 443 192.168.2.6 13.224.193.29
May 12, 2021 21:20:53.716027021 CEST 49724 443 192.168.2.6 13.224.193.29
May 12, 2021 21:20:53.716433048 CEST 49721 443 192.168.2.6 13.224.193.29
May 12, 2021 21:20:53.716495991 CEST 49722 443 192.168.2.6 13.224.193.29

UDP Packets

Timestamp Source Port Dest Port Source IP Dest IP
May 12, 2021 21:20:42.011099100 CEST 53 55074 8.8.8.8 192.168.2.6
May 12, 2021 21:20:42.613434076 CEST 54513 53 192.168.2.6 8.8.8.8
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Timestamp Source Port Dest Port Source IP Dest IP

May 12, 2021 21:20:42.664920092 CEST 53 54513 8.8.8.8 192.168.2.6
May 12, 2021 21:20:44.099006891 CEST 62044 53 192.168.2.6 8.8.8.8
May 12, 2021 21:20:44.151662111 CEST 53 62044 8.8.8.8 192.168.2.6
May 12, 2021 21:20:45.322998047 CEST 63791 53 192.168.2.6 8.8.8.8
May 12, 2021 21:20:45.374624968 CEST 53 63791 8.8.8.8 192.168.2.6
May 12, 2021 21:20:46.665273905 CEST 64267 53 192.168.2.6 8.8.8.8
May 12, 2021 21:20:46.716804981 CEST 53 64267 8.8.8.8 192.168.2.6
May 12, 2021 21:20:47.789921045 CEST 49448 53 192.168.2.6 8.8.8.8
May 12, 2021 21:20:47.839503050 CEST 53 49448 8.8.8.8 192.168.2.6
May 12, 2021 21:20:50.213520050 CEST 60342 53 192.168.2.6 8.8.8.8
May 12, 2021 21:20:50.262177944 CEST 53 60342 8.8.8.8 192.168.2.6
May 12, 2021 21:20:52.034101963 CEST 56023 53 192.168.2.6 8.8.8.8
May 12, 2021 21:20:52.035248041 CEST 58384 53 192.168.2.6 8.8.8.8
May 12, 2021 21:20:52.035871029 CEST 60261 53 192.168.2.6 8.8.8.8
May 12, 2021 21:20:52.042828083 CEST 56061 53 192.168.2.6 8.8.8.8
May 12, 2021 21:20:52.084486008 CEST 53 60261 8.8.8.8 192.168.2.6
May 12, 2021 21:20:52.096326113 CEST 53 56023 8.8.8.8 192.168.2.6
May 12, 2021 21:20:52.097846985 CEST 53 58384 8.8.8.8 192.168.2.6
May 12, 2021 21:20:52.115750074 CEST 53 56061 8.8.8.8 192.168.2.6
May 12, 2021 21:20:53.081893921 CEST 53781 53 192.168.2.6 8.8.8.8
May 12, 2021 21:20:53.147403955 CEST 53 53781 8.8.8.8 192.168.2.6
May 12, 2021 21:20:53.258873940 CEST 54064 53 192.168.2.6 8.8.8.8
May 12, 2021 21:20:53.328038931 CEST 53 54064 8.8.8.8 192.168.2.6
May 12, 2021 21:20:53.332154036 CEST 52811 53 192.168.2.6 8.8.8.8
May 12, 2021 21:20:53.380929947 CEST 53 52811 8.8.8.8 192.168.2.6
May 12, 2021 21:20:53.539518118 CEST 55299 53 192.168.2.6 8.8.8.8
May 12, 2021 21:20:53.600004911 CEST 53 55299 8.8.8.8 192.168.2.6
May 12, 2021 21:20:53.815376997 CEST 63745 53 192.168.2.6 8.8.8.8
May 12, 2021 21:20:53.875915051 CEST 53 63745 8.8.8.8 192.168.2.6
May 12, 2021 21:20:53.990200043 CEST 50055 53 192.168.2.6 8.8.8.8
May 12, 2021 21:20:54.064040899 CEST 53 50055 8.8.8.8 192.168.2.6
May 12, 2021 21:20:54.627326012 CEST 61374 53 192.168.2.6 8.8.8.8
May 12, 2021 21:20:54.680233002 CEST 53 61374 8.8.8.8 192.168.2.6
May 12, 2021 21:20:54.786550045 CEST 50339 53 192.168.2.6 8.8.8.8
May 12, 2021 21:20:54.838016987 CEST 53 50339 8.8.8.8 192.168.2.6
May 12, 2021 21:20:55.036526918 CEST 63307 53 192.168.2.6 8.8.8.8
May 12, 2021 21:20:55.090486050 CEST 53 63307 8.8.8.8 192.168.2.6
May 12, 2021 21:20:57.525540113 CEST 63718 53 192.168.2.6 8.8.8.8
May 12, 2021 21:20:57.608205080 CEST 53 63718 8.8.8.8 192.168.2.6
May 12, 2021 21:20:57.725526094 CEST 62116 53 192.168.2.6 8.8.8.8
May 12, 2021 21:20:57.789710045 CEST 53 62116 8.8.8.8 192.168.2.6
May 12, 2021 21:20:58.183748007 CEST 63816 53 192.168.2.6 8.8.8.8
May 12, 2021 21:20:58.234232903 CEST 53 63816 8.8.8.8 192.168.2.6
May 12, 2021 21:20:58.492057085 CEST 55014 53 192.168.2.6 8.8.8.8
May 12, 2021 21:20:58.564223051 CEST 53 55014 8.8.8.8 192.168.2.6
May 12, 2021 21:21:01.504690886 CEST 51818 53 192.168.2.6 8.8.8.8
May 12, 2021 21:21:01.569797039 CEST 53 51818 8.8.8.8 192.168.2.6
May 12, 2021 21:21:07.078243017 CEST 60778 53 192.168.2.6 8.8.8.8
May 12, 2021 21:21:07.127002954 CEST 53 60778 8.8.8.8 192.168.2.6
May 12, 2021 21:21:12.384147882 CEST 53799 53 192.168.2.6 8.8.8.8
May 12, 2021 21:21:12.435957909 CEST 53 53799 8.8.8.8 192.168.2.6
May 12, 2021 21:21:13.257110119 CEST 54683 53 192.168.2.6 8.8.8.8
May 12, 2021 21:21:13.305795908 CEST 53 54683 8.8.8.8 192.168.2.6
May 12, 2021 21:21:13.439686060 CEST 59329 53 192.168.2.6 8.8.8.8
May 12, 2021 21:21:13.488878965 CEST 53 59329 8.8.8.8 192.168.2.6
May 12, 2021 21:21:13.981036901 CEST 64021 53 192.168.2.6 8.8.8.8
May 12, 2021 21:21:14.034221888 CEST 53 64021 8.8.8.8 192.168.2.6
May 12, 2021 21:21:15.908380032 CEST 56129 53 192.168.2.6 8.8.8.8
May 12, 2021 21:21:15.910207033 CEST 58177 53 192.168.2.6 8.8.8.8
May 12, 2021 21:21:15.913331032 CEST 50700 53 192.168.2.6 8.8.8.8
May 12, 2021 21:21:15.915039062 CEST 54069 53 192.168.2.6 8.8.8.8
May 12, 2021 21:21:15.916712046 CEST 61178 53 192.168.2.6 8.8.8.8
May 12, 2021 21:21:15.963061094 CEST 53 58177 8.8.8.8 192.168.2.6
May 12, 2021 21:21:15.969769001 CEST 53 56129 8.8.8.8 192.168.2.6
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May 12, 2021 21:21:15.972841978 CEST 53 54069 8.8.8.8 192.168.2.6
May 12, 2021 21:21:15.973402023 CEST 53 50700 8.8.8.8 192.168.2.6
May 12, 2021 21:21:15.986399889 CEST 53 61178 8.8.8.8 192.168.2.6
May 12, 2021 21:21:17.034338951 CEST 57017 53 192.168.2.6 8.8.8.8
May 12, 2021 21:21:17.091557026 CEST 53 57017 8.8.8.8 192.168.2.6
May 12, 2021 21:21:17.374811888 CEST 56327 53 192.168.2.6 8.8.8.8
May 12, 2021 21:21:17.421921015 CEST 50243 53 192.168.2.6 8.8.8.8
May 12, 2021 21:21:17.434900999 CEST 53 56327 8.8.8.8 192.168.2.6
May 12, 2021 21:21:17.485511065 CEST 53 50243 8.8.8.8 192.168.2.6
May 12, 2021 21:21:17.675700903 CEST 62055 53 192.168.2.6 8.8.8.8
May 12, 2021 21:21:17.724441051 CEST 53 62055 8.8.8.8 192.168.2.6
May 12, 2021 21:21:18.722870111 CEST 61249 53 192.168.2.6 8.8.8.8
May 12, 2021 21:21:18.771661043 CEST 53 61249 8.8.8.8 192.168.2.6
May 12, 2021 21:21:19.203511953 CEST 65252 53 192.168.2.6 8.8.8.8
May 12, 2021 21:21:19.252346992 CEST 53 65252 8.8.8.8 192.168.2.6
May 12, 2021 21:21:19.326303005 CEST 64367 53 192.168.2.6 8.8.8.8
May 12, 2021 21:21:19.383588076 CEST 53 64367 8.8.8.8 192.168.2.6
May 12, 2021 21:21:20.030922890 CEST 55066 53 192.168.2.6 8.8.8.8
May 12, 2021 21:21:20.079730988 CEST 53 55066 8.8.8.8 192.168.2.6
May 12, 2021 21:21:21.212078094 CEST 60211 53 192.168.2.6 8.8.8.8
May 12, 2021 21:21:21.264300108 CEST 53 60211 8.8.8.8 192.168.2.6
May 12, 2021 21:21:24.436939001 CEST 56570 53 192.168.2.6 8.8.8.8
May 12, 2021 21:21:24.494152069 CEST 53 56570 8.8.8.8 192.168.2.6
May 12, 2021 21:21:27.646476030 CEST 58454 53 192.168.2.6 8.8.8.8
May 12, 2021 21:21:27.695135117 CEST 53 58454 8.8.8.8 192.168.2.6
May 12, 2021 21:21:27.786263943 CEST 55180 53 192.168.2.6 8.8.8.8
May 12, 2021 21:21:27.847755909 CEST 53 55180 8.8.8.8 192.168.2.6
May 12, 2021 21:21:29.755239964 CEST 58721 53 192.168.2.6 8.8.8.8
May 12, 2021 21:21:29.812824965 CEST 53 58721 8.8.8.8 192.168.2.6
May 12, 2021 21:21:30.066914082 CEST 57691 53 192.168.2.6 8.8.8.8
May 12, 2021 21:21:30.128437042 CEST 53 57691 8.8.8.8 192.168.2.6
May 12, 2021 21:21:30.714517117 CEST 52943 53 192.168.2.6 8.8.8.8
May 12, 2021 21:21:30.741446018 CEST 59489 53 192.168.2.6 8.8.8.8
May 12, 2021 21:21:30.795042038 CEST 53 52943 8.8.8.8 192.168.2.6
May 12, 2021 21:21:30.799909115 CEST 64022 53 192.168.2.6 8.8.8.8
May 12, 2021 21:21:30.802408934 CEST 53 59489 8.8.8.8 192.168.2.6
May 12, 2021 21:21:30.819286108 CEST 60023 53 192.168.2.6 8.8.8.8
May 12, 2021 21:21:30.858906984 CEST 53 64022 8.8.8.8 192.168.2.6
May 12, 2021 21:21:30.879559994 CEST 53 60023 8.8.8.8 192.168.2.6
May 12, 2021 21:21:31.019823074 CEST 57193 53 192.168.2.6 8.8.8.8
May 12, 2021 21:21:31.033823967 CEST 50248 53 192.168.2.6 8.8.8.8
May 12, 2021 21:21:31.079431057 CEST 53 57193 8.8.8.8 192.168.2.6
May 12, 2021 21:21:31.094820976 CEST 53 50248 8.8.8.8 192.168.2.6
May 12, 2021 21:21:31.254123926 CEST 64413 53 192.168.2.6 8.8.8.8
May 12, 2021 21:21:31.313230991 CEST 53 64413 8.8.8.8 192.168.2.6
May 12, 2021 21:21:31.427840948 CEST 60429 53 192.168.2.6 8.8.8.8
May 12, 2021 21:21:31.491921902 CEST 53 60429 8.8.8.8 192.168.2.6
May 12, 2021 21:21:31.554650068 CEST 60345 53 192.168.2.6 8.8.8.8
May 12, 2021 21:21:31.616642952 CEST 53 60345 8.8.8.8 192.168.2.6
May 12, 2021 21:21:32.520409107 CEST 53830 53 192.168.2.6 8.8.8.8
May 12, 2021 21:21:32.584969044 CEST 53 53830 8.8.8.8 192.168.2.6
May 12, 2021 21:21:32.586463928 CEST 57226 53 192.168.2.6 8.8.8.8
May 12, 2021 21:21:32.640019894 CEST 57880 53 192.168.2.6 8.8.8.8
May 12, 2021 21:21:32.654850960 CEST 53 57226 8.8.8.8 192.168.2.6
May 12, 2021 21:21:32.705813885 CEST 53 57880 8.8.8.8 192.168.2.6
May 12, 2021 21:21:33.589492083 CEST 60850 53 192.168.2.6 8.8.8.8
May 12, 2021 21:21:33.652601957 CEST 53 60850 8.8.8.8 192.168.2.6
May 12, 2021 21:21:33.779249907 CEST 53187 53 192.168.2.6 8.8.8.8
May 12, 2021 21:21:33.860136032 CEST 53 53187 8.8.8.8 192.168.2.6
May 12, 2021 21:21:33.981010914 CEST 55830 53 192.168.2.6 8.8.8.8
May 12, 2021 21:21:34.043633938 CEST 53 55830 8.8.8.8 192.168.2.6
May 12, 2021 21:21:34.079061985 CEST 55145 53 192.168.2.6 8.8.8.8
May 12, 2021 21:21:34.110538960 CEST 64091 53 192.168.2.6 8.8.8.8
May 12, 2021 21:21:34.147519112 CEST 53 55145 8.8.8.8 192.168.2.6
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May 12, 2021 21:21:34.159473896 CEST 53 64091 8.8.8.8 192.168.2.6

May 12, 2021 21:21:34.208079100 CEST 55728 53 192.168.2.6 8.8.8.8

May 12, 2021 21:21:34.268110037 CEST 53 55728 8.8.8.8 192.168.2.6

May 12, 2021 21:21:34.269778967 CEST 55694 53 192.168.2.6 8.8.8.8

May 12, 2021 21:21:34.282058954 CEST 53926 53 192.168.2.6 8.8.8.8

May 12, 2021 21:21:34.331413031 CEST 53 55694 8.8.8.8 192.168.2.6

May 12, 2021 21:21:34.341939926 CEST 53 53926 8.8.8.8 192.168.2.6

May 12, 2021 21:21:34.696458101 CEST 65531 53 192.168.2.6 8.8.8.8

May 12, 2021 21:21:34.733449936 CEST 65437 53 192.168.2.6 8.8.8.8

May 12, 2021 21:21:34.756037951 CEST 53 65531 8.8.8.8 192.168.2.6

May 12, 2021 21:21:34.801822901 CEST 53 65437 8.8.8.8 192.168.2.6

May 12, 2021 21:21:35.049593925 CEST 65439 443 192.168.2.6 142.250.185.102
May 12, 2021 21:21:35.105300903 CEST 443 65439 142.250.185.102 192.168.2.6

May 12, 2021 21:21:35.105369091 CEST 443 65439 142.250.185.102 192.168.2.6

May 12, 2021 21:21:35.105514050 CEST 443 65439 142.250.185.102 192.168.2.6

May 12, 2021 21:21:35.105648994 CEST 65439 443 192.168.2.6 142.250.185.102
May 12, 2021 21:21:35.107098103 CEST 65439 443 192.168.2.6 142.250.185.102
May 12, 2021 21:21:35.107424021 CEST 65439 443 192.168.2.6 142.250.185.102
May 12, 2021 21:21:35.169495106 CEST 443 65439 142.250.185.102 192.168.2.6

May 12, 2021 21:21:35.173562050 CEST 65439 443 192.168.2.6 142.250.185.102
May 12, 2021 21:21:35.183480978 CEST 443 65439 142.250.185.102 192.168.2.6

May 12, 2021 21:21:35.183506966 CEST 443 65439 142.250.185.102 192.168.2.6

May 12, 2021 21:21:35.183844090 CEST 65439 443 192.168.2.6 142.250.185.102
May 12, 2021 21:21:35.460413933 CEST 54590 53 192.168.2.6 8.8.8.8

May 12, 2021 21:21:35.490502119 CEST 51318 53 192.168.2.6 8.8.8.8

May 12, 2021 21:21:35.493350983 CEST 60888 53 192.168.2.6 8.8.8.8

May 12, 2021 21:21:35.494102955 CEST 58474 53 192.168.2.6 8.8.8.8

May 12, 2021 21:21:35.517591000 CEST 53 54590 8.8.8.8 192.168.2.6

May 12, 2021 21:21:35.522293091 CEST 64575 53 192.168.2.6 8.8.8.8

May 12, 2021 21:21:35.524754047 CEST 59092 53 192.168.2.6 8.8.8.8

May 12, 2021 21:21:35.540509939 CEST 53 51318 8.8.8.8 192.168.2.6

May 12, 2021 21:21:35.543649912 CEST 53 60888 8.8.8.8 192.168.2.6

May 12, 2021 21:21:35.572267056 CEST 53 58474 8.8.8.8 192.168.2.6

May 12, 2021 21:21:35.575242043 CEST 53 59092 8.8.8.8 192.168.2.6

May 12, 2021 21:21:35.582792997 CEST 53 64575 8.8.8.8 192.168.2.6

May 12, 2021 21:21:35.595820904 CEST 57483 53 192.168.2.6 8.8.8.8

May 12, 2021 21:21:35.651597977 CEST 53830 53 192.168.2.6 8.8.8.8

May 12, 2021 21:21:35.653215885 CEST 49809 53 192.168.2.6 8.8.8.8

May 12, 2021 21:21:35.654547930 CEST 53 57483 8.8.8.8 192.168.2.6

May 12, 2021 21:21:35.656128883 CEST 52814 53 192.168.2.6 8.8.8.8

May 12, 2021 21:21:35.713948011 CEST 53 53830 8.8.8.8 192.168.2.6

May 12, 2021 21:21:35.714782953 CEST 53 49809 8.8.8.8 192.168.2.6

May 12, 2021 21:21:35.715301991 CEST 53 52814 8.8.8.8 192.168.2.6

May 12, 2021 21:21:35.861202955 CEST 51069 53 192.168.2.6 8.8.8.8

May 12, 2021 21:21:35.864729881 CEST 65439 443 192.168.2.6 142.250.185.102
May 12, 2021 21:21:35.926114082 CEST 443 65439 142.250.185.102 192.168.2.6

May 12, 2021 21:21:35.926265001 CEST 443 65439 142.250.185.102 192.168.2.6

May 12, 2021 21:21:35.926292896 CEST 53 51069 8.8.8.8 192.168.2.6

May 12, 2021 21:21:35.932604074 CEST 65439 443 192.168.2.6 142.250.185.102
May 12, 2021 21:21:35.960530996 CEST 65439 443 192.168.2.6 142.250.185.102
May 12, 2021 21:21:36.028019905 CEST 443 65439 142.250.185.102 192.168.2.6

May 12, 2021 21:21:36.028136015 CEST 443 65439 142.250.185.102 192.168.2.6

May 12, 2021 21:21:36.028337955 CEST 65439 443 192.168.2.6 142.250.185.102
May 12, 2021 21:21:36.201260090 CEST 56526 53 192.168.2.6 8.8.8.8

May 12, 2021 21:21:36.209296942 CEST 50512 53 192.168.2.6 8.8.8.8

May 12, 2021 21:21:36.227003098 CEST 51679 53 192.168.2.6 8.8.8.8

May 12, 2021 21:21:36.250025988 CEST 53 56526 8.8.8.8 192.168.2.6

May 12, 2021 21:21:36.258224010 CEST 53 50512 8.8.8.8 192.168.2.6

May 12, 2021 21:21:36.278764963 CEST 53 51679 8.8.8.8 192.168.2.6

May 12, 2021 21:21:36.299803019 CEST 56071 53 192.168.2.6 8.8.8.8

May 12, 2021 21:21:36.357319117 CEST 53 56071 8.8.8.8 192.168.2.6

May 12, 2021 21:21:36.770916939 CEST 58950 53 192.168.2.6 8.8.8.8

May 12, 2021 21:21:36.772147894 CEST 57035 53 192.168.2.6 8.8.8.8

May 12, 2021 21:21:36.830018997 CEST 53 58950 8.8.8.8 192.168.2.6
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May 12, 2021 21:21:36.835088015 CEST 53 57035 8.8.8.8 192.168.2.6
May 12, 2021 21:21:37.273519039 CEST 54122 53 192.168.2.6 8.8.8.8

May 12, 2021 21:21:37.336332083 CEST 53 54122 8.8.8.8 192.168.2.6
May 12, 2021 21:21:37.801129103 CEST 56759 53 192.168.2.6 8.8.8.8

May 12, 2021 21:21:37.853029966 CEST 53 56759 8.8.8.8 192.168.2.6
May 12, 2021 21:21:38.109608889 CEST 59220 53 192.168.2.6 8.8.8.8

May 12, 2021 21:21:38.180305958 CEST 53 59220 8.8.8.8 192.168.2.6
May 12, 2021 21:21:40.420047045 CEST 62211 53 192.168.2.6 8.8.8.8

May 12, 2021 21:21:40.468736887 CEST 53 62211 8.8.8.8 192.168.2.6
May 12, 2021 21:21:40.798075914 CEST 62033 53 192.168.2.6 8.8.8.8

May 12, 2021 21:21:40.846952915 CEST 53 62033 8.8.8.8 192.168.2.6
May 12, 2021 21:21:40.998821020 CEST 61244 53 192.168.2.6 8.8.8.8

May 12, 2021 21:21:41.065072060 CEST 53 61244 8.8.8.8 192.168.2.6
May 12, 2021 21:21:41.501130104 CEST 53696 53 192.168.2.6 8.8.8.8

May 12, 2021 21:21:41.539350986 CEST 50733 53 192.168.2.6 8.8.8.8

May 12, 2021 21:21:41.568351984 CEST 53 53696 8.8.8.8 192.168.2.6
May 12, 2021 21:21:41.588181973 CEST 53 50733 8.8.8.8 192.168.2.6
May 12, 2021 21:21:42.082798004 CEST 55770 53 192.168.2.6 8.8.8.8

May 12, 2021 21:21:42.132499933 CEST 53 55770 8.8.8.8 192.168.2.6
May 12, 2021 21:21:42.316118002 CEST 55771 443 192.168.2.6 216.58.212.130
May 12, 2021 21:21:42.363800049 CEST 443 55771 216.58.212.130 192.168.2.6
May 12, 2021 21:21:42.363822937 CEST 443 55771 216.58.212.130 192.168.2.6
May 12, 2021 21:21:42.363842964 CEST 443 55771 216.58.212.130 192.168.2.6
May 12, 2021 21:21:42.364288092 CEST 55771 443 192.168.2.6 216.58.212.130
May 12, 2021 21:21:42.366313934 CEST 55771 443 192.168.2.6 216.58.212.130
May 12, 2021 21:21:42.367311954 CEST 55771 443 192.168.2.6 216.58.212.130
May 12, 2021 21:21:42.398540974 CEST 55771 443 192.168.2.6 216.58.212.130
May 12, 2021 21:21:42.402626991 CEST 54525 53 192.168.2.6 8.8.8.8

May 12, 2021 21:21:42.421130896 CEST 443 55771 216.58.212.130 192.168.2.6
May 12, 2021 21:21:42.421694994 CEST 55771 443 192.168.2.6 216.58.212.130
May 12, 2021 21:21:42.439517021 CEST 443 55771 216.58.212.130 192.168.2.6
May 12, 2021 21:21:42.454022884 CEST 53 54525 8.8.8.8 192.168.2.6
May 12, 2021 21:21:42.454770088 CEST 443 55771 216.58.212.130 192.168.2.6
May 12, 2021 21:21:42.454788923 CEST 443 55771 216.58.212.130 192.168.2.6
May 12, 2021 21:21:42.455002069 CEST 443 55771 216.58.212.130 192.168.2.6
May 12, 2021 21:21:42.455332041 CEST 55771 443 192.168.2.6 216.58.212.130
May 12, 2021 21:21:42.471285105 CEST 443 55771 216.58.212.130 192.168.2.6
May 12, 2021 21:21:42.471565008 CEST 55771 443 192.168.2.6 216.58.212.130
May 12, 2021 21:21:42.471679926 CEST 443 55771 216.58.212.130 192.168.2.6
May 12, 2021 21:21:42.497689009 CEST 55771 443 192.168.2.6 216.58.212.130
May 12, 2021 21:21:43.539113045 CEST 61760 53 192.168.2.6 8.8.8.8

May 12, 2021 21:21:43.613306046 CEST 53 61760 8.8.8.8 192.168.2.6
May 12, 2021 21:21:43.947962046 CEST 63822 53 192.168.2.6 8.8.8.8

May 12, 2021 21:21:44.042687893 CEST 53 63822 8.8.8.8 192.168.2.6
May 12, 2021 21:21:44.801426888 CEST 50957 53 192.168.2.6 8.8.8.8

May 12, 2021 21:21:44.859424114 CEST 59666 53 192.168.2.6 8.8.8.8

May 12, 2021 21:21:44.864471912 CEST 53 50957 8.8.8.8 192.168.2.6
May 12, 2021 21:21:44.884291887 CEST 52223 53 192.168.2.6 8.8.8.8

May 12, 2021 21:21:44.893419981 CEST 60136 53 192.168.2.6 8.8.8.8

May 12, 2021 21:21:44.911204100 CEST 53 59666 8.8.8.8 192.168.2.6
May 12, 2021 21:21:44.946295977 CEST 53 52223 8.8.8.8 192.168.2.6
May 12, 2021 21:21:44.950849056 CEST 53 60136 8.8.8.8 192.168.2.6
May 12, 2021 21:21:45.184781075 CEST 55649 53 192.168.2.6 8.8.8.8

May 12, 2021 21:21:45.245014906 CEST 53 55649 8.8.8.8 192.168.2.6
May 12, 2021 21:21:45.247562885 CEST 55650 443 192.168.2.6 142.250.186.99
May 12, 2021 21:21:45.303659916 CEST 443 55650 142.250.186.99 192.168.2.6
May 12, 2021 21:21:45.303708076 CEST 443 55650 142.250.186.99 192.168.2.6
May 12, 2021 21:21:45.303744078 CEST 443 55650 142.250.186.99 192.168.2.6
May 12, 2021 21:21:45.303968906 CEST 55650 443 192.168.2.6 142.250.186.99
May 12, 2021 21:21:45.306756020 CEST 55650 443 192.168.2.6 142.250.186.99
May 12, 2021 21:21:45.307480097 CEST 55650 443 192.168.2.6 142.250.186.99
May 12, 2021 21:21:45.330986977 CEST 55771 443 192.168.2.6 216.58.212.130
May 12, 2021 21:21:45.369508982 CEST 443 55650 142.250.186.99 192.168.2.6
May 12, 2021 21:21:45.371210098 CEST 55650 443 192.168.2.6 142.250.186.99
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May 12, 2021 21:21:45.384571075 CEST 443 55650 142.250.186.99 192.168.2.6
May 12, 2021 21:21:45.384598017 CEST 443 55650 142.250.186.99 192.168.2.6
May 12, 2021 21:21:45.385503054 CEST 55650 443 192.168.2.6 142.250.186.99
May 12, 2021 21:21:45.387461901 CEST 443 55771 216.58.212.130 192.168.2.6
May 12, 2021 21:21:45.387594938 CEST 443 55771 216.58.212.130 192.168.2.6
May 12, 2021 21:21:45.387753963 CEST 55771 443 192.168.2.6 216.58.212.130
May 12, 2021 21:21:45.388137102 CEST 55771 443 192.168.2.6 216.58.212.130
May 12, 2021 21:21:45.438608885 CEST 65439 443 192.168.2.6 142.250.185.102
May 12, 2021 21:21:45.453790903 CEST 443 55771 216.58.212.130 192.168.2.6
May 12, 2021 21:21:45.500633955 CEST 443 65439 142.250.185.102 192.168.2.6
May 12, 2021 21:21:45.500669956 CEST 443 65439 142.250.185.102 192.168.2.6
May 12, 2021 21:21:45.501219988 CEST 65439 443 192.168.2.6 142.250.185.102
May 12, 2021 21:21:45.565363884 CEST 65439 443 192.168.2.6 142.250.185.102
May 12, 2021 21:21:45.639442921 CEST 443 65439 142.250.185.102 192.168.2.6
May 12, 2021 21:21:45.641046047 CEST 443 65439 142.250.185.102 192.168.2.6
May 12, 2021 21:21:45.641134977 CEST 443 65439 142.250.185.102 192.168.2.6
May 12, 2021 21:21:45.641655922 CEST 65439 443 192.168.2.6 142.250.185.102
May 12, 2021 21:21:45.655107021 CEST 55771 443 192.168.2.6 216.58.212.130
May 12, 2021 21:21:45.720917940 CEST 443 55771 216.58.212.130 192.168.2.6
May 12, 2021 21:21:45.741780996 CEST 443 55771 216.58.212.130 192.168.2.6
May 12, 2021 21:21:45.741805077 CEST 443 55771 216.58.212.130 192.168.2.6
May 12, 2021 21:21:45.742172003 CEST 55771 443 192.168.2.6 216.58.212.130
May 12, 2021 21:21:45.782216072 CEST 55771 443 192.168.2.6 216.58.212.130
May 12, 2021 21:21:45.848170042 CEST 443 55771 216.58.212.130 192.168.2.6
May 12, 2021 21:21:45.870244026 CEST 55652 443 192.168.2.6 35.186.226.184
May 12, 2021 21:21:45.876600027 CEST 55771 443 192.168.2.6 216.58.212.130
May 12, 2021 21:21:45.913039923 CEST 443 55652 35.186.226.184 192.168.2.6
May 12, 2021 21:21:45.913065910 CEST 443 55652 35.186.226.184 192.168.2.6
May 12, 2021 21:21:45.915436029 CEST 55652 443 192.168.2.6 35.186.226.184
May 12, 2021 21:21:45.915898085 CEST 55652 443 192.168.2.6 35.186.226.184
May 12, 2021 21:21:45.923602104 CEST 55650 443 192.168.2.6 142.250.186.99
May 12, 2021 21:21:45.942802906 CEST 443 55771 216.58.212.130 192.168.2.6
May 12, 2021 21:21:45.966476917 CEST 443 55652 35.186.226.184 192.168.2.6
May 12, 2021 21:21:45.967057943 CEST 55652 443 192.168.2.6 35.186.226.184
May 12, 2021 21:21:45.967479944 CEST 55652 443 192.168.2.6 35.186.226.184
May 12, 2021 21:21:45.980801105 CEST 443 55652 35.186.226.184 192.168.2.6
May 12, 2021 21:21:45.988188982 CEST 443 55650 142.250.186.99 192.168.2.6
May 12, 2021 21:21:46.008598089 CEST 55652 443 192.168.2.6 35.186.226.184
May 12, 2021 21:21:46.011126041 CEST 443 55771 216.58.212.130 192.168.2.6
May 12, 2021 21:21:46.011212111 CEST 443 55771 216.58.212.130 192.168.2.6
May 12, 2021 21:21:46.013995886 CEST 55771 443 192.168.2.6 216.58.212.130
May 12, 2021 21:21:46.014370918 CEST 55650 443 192.168.2.6 142.250.186.99
May 12, 2021 21:21:46.026978970 CEST 443 55652 35.186.226.184 192.168.2.6
May 12, 2021 21:21:46.041773081 CEST 55771 443 192.168.2.6 216.58.212.130
May 12, 2021 21:21:46.053749084 CEST 55652 443 192.168.2.6 35.186.226.184
May 12, 2021 21:21:46.108349085 CEST 443 55771 216.58.212.130 192.168.2.6
May 12, 2021 21:21:46.113226891 CEST 55650 443 192.168.2.6 142.250.186.99
May 12, 2021 21:21:46.176719904 CEST 443 55650 142.250.186.99 192.168.2.6
May 12, 2021 21:21:46.176866055 CEST 443 55650 142.250.186.99 192.168.2.6
May 12, 2021 21:21:46.177175999 CEST 55650 443 192.168.2.6 142.250.186.99
May 12, 2021 21:21:46.237020016 CEST 55771 443 192.168.2.6 216.58.212.130
May 12, 2021 21:21:46.292037964 CEST 443 55771 216.58.212.130 192.168.2.6
May 12, 2021 21:21:46.292229891 CEST 443 55771 216.58.212.130 192.168.2.6
May 12, 2021 21:21:46.300745010 CEST 55771 443 192.168.2.6 216.58.212.130
May 12, 2021 21:21:46.303098917 CEST 55771 443 192.168.2.6 216.58.212.130
May 12, 2021 21:21:46.306806087 CEST 55771 443 192.168.2.6 216.58.212.130
May 12, 2021 21:21:46.307998896 CEST 55771 443 192.168.2.6 216.58.212.130
May 12, 2021 21:21:46.331430912 CEST 55650 443 192.168.2.6 142.250.186.99
May 12, 2021 21:21:46.350200891 CEST 443 55771 216.58.212.130 192.168.2.6
May 12, 2021 21:21:46.360722065 CEST 55650 443 192.168.2.6 142.250.186.99
May 12, 2021 21:21:46.369652033 CEST 443 55771 216.58.212.130 192.168.2.6
May 12, 2021 21:21:46.370275021 CEST 443 55771 216.58.212.130 192.168.2.6
May 12, 2021 21:21:46.370497942 CEST 55771 443 192.168.2.6 216.58.212.130
May 12, 2021 21:21:46.379636049 CEST 55650 443 192.168.2.6 142.250.186.99
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May 12, 2021 21:21:46.393398046 CEST 443 55771 216.58.212.130 192.168.2.6
May 12, 2021 21:21:46.394824028 CEST 443 55650 142.250.186.99 192.168.2.6
May 12, 2021 21:21:46.394849062 CEST 443 55650 142.250.186.99 192.168.2.6
May 12, 2021 21:21:46.395620108 CEST 55650 443 192.168.2.6 142.250.186.99
May 12, 2021 21:21:46.400407076 CEST 443 55771 216.58.212.130 192.168.2.6
May 12, 2021 21:21:46.400538921 CEST 443 55771 216.58.212.130 192.168.2.6
May 12, 2021 21:21:46.404649973 CEST 55771 443 192.168.2.6 216.58.212.130
May 12, 2021 21:21:46.406279087 CEST 55650 443 192.168.2.6 142.250.186.99
May 12, 2021 21:21:46.417804956 CEST 55650 443 192.168.2.6 142.250.186.99
May 12, 2021 21:21:46.425355911 CEST 443 55650 142.250.186.99 192.168.2.6
May 12, 2021 21:21:46.425725937 CEST 443 55650 142.250.186.99 192.168.2.6
May 12, 2021 21:21:46.426002979 CEST 55650 443 192.168.2.6 142.250.186.99
May 12, 2021 21:21:46.430160999 CEST 55771 443 192.168.2.6 216.58.212.130
May 12, 2021 21:21:46.439229965 CEST 51524 53 192.168.2.6 8.8.8.8

May 12, 2021 21:21:46.444978952 CEST 443 55650 142.250.186.99 192.168.2.6
May 12, 2021 21:21:46.445112944 CEST 443 55650 142.250.186.99 192.168.2.6
May 12, 2021 21:21:46.445662022 CEST 55650 443 192.168.2.6 142.250.186.99
May 12, 2021 21:21:46.466451883 CEST 443 55650 142.250.186.99 192.168.2.6
May 12, 2021 21:21:46.469495058 CEST 443 55650 142.250.186.99 192.168.2.6
May 12, 2021 21:21:46.469646931 CEST 443 55650 142.250.186.99 192.168.2.6
May 12, 2021 21:21:46.470038891 CEST 55650 443 192.168.2.6 142.250.186.99
May 12, 2021 21:21:46.482911110 CEST 443 55650 142.250.186.99 192.168.2.6
May 12, 2021 21:21:46.484580040 CEST 443 55650 142.250.186.99 192.168.2.6
May 12, 2021 21:21:46.484849930 CEST 55650 443 192.168.2.6 142.250.186.99
May 12, 2021 21:21:46.500052929 CEST 53 51524 8.8.8.8 192.168.2.6
May 12, 2021 21:21:46.526153088 CEST 59141 53 192.168.2.6 8.8.8.8

May 12, 2021 21:21:46.539649963 CEST 49682 53 192.168.2.6 8.8.8.8

May 12, 2021 21:21:46.555052042 CEST 49709 53 192.168.2.6 8.8.8.8

May 12, 2021 21:21:46.596760988 CEST 53 49682 8.8.8.8 192.168.2.6
May 12, 2021 21:21:46.606626034 CEST 53 49709 8.8.8.8 192.168.2.6
May 12, 2021 21:21:46.617319107 CEST 53 59141 8.8.8.8 192.168.2.6
May 12, 2021 21:21:46.935827971 CEST 55652 443 192.168.2.6 35.186.226.184
May 12, 2021 21:21:46.991564035 CEST 443 55652 35.186.226.184 192.168.2.6
May 12, 2021 21:21:47.017611980 CEST 55652 443 192.168.2.6 35.186.226.184
May 12, 2021 21:21:47.019771099 CEST 59384 53 192.168.2.6 8.8.8.8

May 12, 2021 21:21:47.079744101 CEST 53 59384 8.8.8.8 192.168.2.6
May 12, 2021 21:21:47.816217899 CEST 55652 443 192.168.2.6 35.186.226.184
May 12, 2021 21:21:47.868645906 CEST 55771 443 192.168.2.6 216.58.212.130
May 12, 2021 21:21:47.875652075 CEST 443 55652 35.186.226.184 192.168.2.6
May 12, 2021 21:21:47.909837961 CEST 55652 443 192.168.2.6 35.186.226.184
May 12, 2021 21:21:47.925225973 CEST 443 55771 216.58.212.130 192.168.2.6
May 12, 2021 21:21:47.926073074 CEST 443 55771 216.58.212.130 192.168.2.6
May 12, 2021 21:21:47.926275969 CEST 55771 443 192.168.2.6 216.58.212.130
May 12, 2021 21:21:48.179645061 CEST 50284 53 192.168.2.6 8.8.8.8

May 12, 2021 21:21:48.229043007 CEST 53 50284 8.8.8.8 192.168.2.6
May 12, 2021 21:21:48.279221058 CEST 55650 443 192.168.2.6 142.250.186.99
May 12, 2021 21:21:48.344120979 CEST 443 55650 142.250.186.99 192.168.2.6
May 12, 2021 21:21:48.344149113 CEST 443 55650 142.250.186.99 192.168.2.6
May 12, 2021 21:21:48.344531059 CEST 55650 443 192.168.2.6 142.250.186.99
May 12, 2021 21:21:48.631136894 CEST 53089 53 192.168.2.6 8.8.8.8

May 12, 2021 21:21:48.680860043 CEST 53 53089 8.8.8.8 192.168.2.6
May 12, 2021 21:21:48.729473114 CEST 55771 443 192.168.2.6 216.58.212.130
May 12, 2021 21:21:48.733664989 CEST 50563 53 192.168.2.6 8.8.8.8

May 12, 2021 21:21:48.741000891 CEST 55771 443 192.168.2.6 216.58.212.130
May 12, 2021 21:21:48.743807077 CEST 55771 443 192.168.2.6 216.58.212.130
May 12, 2021 21:21:48.782032013 CEST 443 55771 216.58.212.130 192.168.2.6
May 12, 2021 21:21:48.785264969 CEST 53 50563 8.8.8.8 192.168.2.6
May 12, 2021 21:21:48.786820889 CEST 443 55771 216.58.212.130 192.168.2.6
May 12, 2021 21:21:48.787045956 CEST 443 55771 216.58.212.130 192.168.2.6
May 12, 2021 21:21:48.787290096 CEST 55771 443 192.168.2.6 216.58.212.130
May 12, 2021 21:21:48.800451994 CEST 443 55771 216.58.212.130 192.168.2.6
May 12, 2021 21:21:48.800745010 CEST 443 55771 216.58.212.130 192.168.2.6
May 12, 2021 21:21:48.801013947 CEST 55771 443 192.168.2.6 216.58.212.130
May 12, 2021 21:21:48.806363106 CEST 55650 443 192.168.2.6 142.250.186.99
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May 12, 2021 21:21:48.829267979 CEST 443 55771 216.58.212.130 192.168.2.6
May 12, 2021 21:21:48.829404116 CEST 443 55771 216.58.212.130 192.168.2.6
May 12, 2021 21:21:48.829632044 CEST 55771 443 192.168.2.6 216.58.212.130
May 12, 2021 21:21:48.839030027 CEST 50265 53 192.168.2.6 8.8.8.8

May 12, 2021 21:21:48.865186930 CEST 55650 443 192.168.2.6 142.250.186.99
May 12, 2021 21:21:48.871045113 CEST 443 55650 142.250.186.99 192.168.2.6
May 12, 2021 21:21:48.871069908 CEST 443 55650 142.250.186.99 192.168.2.6
May 12, 2021 21:21:48.871362925 CEST 55650 443 192.168.2.6 142.250.186.99
May 12, 2021 21:21:48.902784109 CEST 55650 443 192.168.2.6 142.250.186.99
May 12, 2021 21:21:48.927777052 CEST 53 50265 8.8.8.8 192.168.2.6
May 12, 2021 21:21:48.929588079 CEST 443 55650 142.250.186.99 192.168.2.6
May 12, 2021 21:21:48.929610014 CEST 443 55650 142.250.186.99 192.168.2.6
May 12, 2021 21:21:48.930612087 CEST 55650 443 192.168.2.6 142.250.186.99
May 12, 2021 21:21:48.940691948 CEST 55442 53 192.168.2.6 8.8.8.8

May 12, 2021 21:21:48.943923950 CEST 55650 443 192.168.2.6 142.250.186.99
May 12, 2021 21:21:48.966115952 CEST 443 55650 142.250.186.99 192.168.2.6
May 12, 2021 21:21:48.992058992 CEST 55650 443 192.168.2.6 142.250.186.99
May 12, 2021 21:21:49.000449896 CEST 53 55442 8.8.8.8 192.168.2.6
May 12, 2021 21:21:49.009032011 CEST 443 55650 142.250.186.99 192.168.2.6
May 12, 2021 21:21:49.009061098 CEST 443 55650 142.250.186.99 192.168.2.6
May 12, 2021 21:21:49.009413004 CEST 55650 443 192.168.2.6 142.250.186.99
May 12, 2021 21:21:49.056749105 CEST 49561 53 192.168.2.6 8.8.8.8

May 12, 2021 21:21:49.123723030 CEST 53 49561 8.8.8.8 192.168.2.6
May 12, 2021 21:21:49.220597029 CEST 54097 53 192.168.2.6 8.8.8.8

May 12, 2021 21:21:49.277978897 CEST 53 54097 8.8.8.8 192.168.2.6
May 12, 2021 21:21:49.319024086 CEST 59502 53 192.168.2.6 8.8.8.8

May 12, 2021 21:21:49.394958019 CEST 53 59502 8.8.8.8 192.168.2.6
May 12, 2021 21:21:49.421844959 CEST 57959 53 192.168.2.6 8.8.8.8

May 12, 2021 21:21:49.430138111 CEST 54971 53 192.168.2.6 8.8.8.8

May 12, 2021 21:21:49.482047081 CEST 53 57959 8.8.8.8 192.168.2.6
May 12, 2021 21:21:49.487586975 CEST 53 54971 8.8.8.8 192.168.2.6
May 12, 2021 21:21:49.542217970 CEST 50969 53 192.168.2.6 8.8.8.8

May 12, 2021 21:21:49.601685047 CEST 53 50969 8.8.8.8 192.168.2.6
May 12, 2021 21:21:49.647980928 CEST 52183 53 192.168.2.6 8.8.8.8

May 12, 2021 21:21:49.696608067 CEST 53 52183 8.8.8.8 192.168.2.6
May 12, 2021 21:21:49.910229921 CEST 63354 53 192.168.2.6 8.8.8.8

May 12, 2021 21:21:49.978682041 CEST 53 63354 8.8.8.8 192.168.2.6
May 12, 2021 21:21:50.980043888 CEST 61603 53 192.168.2.6 8.8.8.8

May 12, 2021 21:21:51.051597118 CEST 53 61603 8.8.8.8 192.168.2.6
May 12, 2021 21:21:52.770406961 CEST 58318 53 192.168.2.6 8.8.8.8

May 12, 2021 21:21:52.853352070 CEST 53 58318 8.8.8.8 192.168.2.6
May 12, 2021 21:21:53.545368910 CEST 55771 443 192.168.2.6 216.58.212.130
May 12, 2021 21:21:53.611483097 CEST 443 55771 216.58.212.130 192.168.2.6
May 12, 2021 21:21:53.630554914 CEST 443 55771 216.58.212.130 192.168.2.6
May 12, 2021 21:21:53.630752087 CEST 443 55771 216.58.212.130 192.168.2.6
May 12, 2021 21:21:53.631041050 CEST 55771 443 192.168.2.6 216.58.212.130
May 12, 2021 21:21:53.643543959 CEST 55771 443 192.168.2.6 216.58.212.130
May 12, 2021 21:21:53.643682957 CEST 55771 443 192.168.2.6 216.58.212.130
May 12, 2021 21:21:53.684411049 CEST 443 55771 216.58.212.130 192.168.2.6
May 12, 2021 21:21:53.699300051 CEST 443 55771 216.58.212.130 192.168.2.6
May 12, 2021 21:21:53.699431896 CEST 443 55771 216.58.212.130 192.168.2.6
May 12, 2021 21:21:53.700212955 CEST 55771 443 192.168.2.6 216.58.212.130
May 12, 2021 21:21:53.703092098 CEST 55771 443 192.168.2.6 216.58.212.130
May 12, 2021 21:21:53.735718012 CEST 55650 443 192.168.2.6 142.250.186.99
May 12, 2021 21:21:53.769504070 CEST 443 55771 216.58.212.130 192.168.2.6
May 12, 2021 21:21:53.809978008 CEST 443 55650 142.250.186.99 192.168.2.6
May 12, 2021 21:21:53.815892935 CEST 443 55650 142.250.186.99 192.168.2.6
May 12, 2021 21:21:53.842958927 CEST 55650 443 192.168.2.6 142.250.186.99
May 12, 2021 21:21:53.875876904 CEST 55771 443 192.168.2.6 216.58.212.130
May 12, 2021 21:21:53.879978895 CEST 65439 443 192.168.2.6 142.250.185.102
May 12, 2021 21:21:53.941263914 CEST 443 65439 142.250.185.102 192.168.2.6
May 12, 2021 21:21:53.941289902 CEST 443 65439 142.250.185.102 192.168.2.6
May 12, 2021 21:21:53.941839933 CEST 443 55771 216.58.212.130 192.168.2.6
May 12, 2021 21:21:53.942466021 CEST 65439 443 192.168.2.6 142.250.185.102
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May 12, 2021 21:21:53.947714090 CEST 55650 443 192.168.2.6 142.250.186.99
May 12, 2021 21:21:53.960194111 CEST 65439 443 192.168.2.6 142.250.185.102
May 12, 2021 21:21:53.962143898 CEST 443 55771 216.58.212.130 192.168.2.6
May 12, 2021 21:21:53.962265968 CEST 443 55771 216.58.212.130 192.168.2.6
May 12, 2021 21:21:53.962621927 CEST 55771 443 192.168.2.6 216.58.212.130
May 12, 2021 21:21:53.984498024 CEST 55771 443 192.168.2.6 216.58.212.130
May 12, 2021 21:21:53.987828970 CEST 55652 443 192.168.2.6 35.186.226.184
May 12, 2021 21:21:54.011018991 CEST 443 55650 142.250.186.99 192.168.2.6
May 12, 2021 21:21:54.011272907 CEST 443 55650 142.250.186.99 192.168.2.6
May 12, 2021 21:21:54.015398026 CEST 55650 443 192.168.2.6 142.250.186.99
May 12, 2021 21:21:54.025672913 CEST 443 65439 142.250.185.102 192.168.2.6
May 12, 2021 21:21:54.025775909 CEST 443 65439 142.250.185.102 192.168.2.6
May 12, 2021 21:21:54.027059078 CEST 65439 443 192.168.2.6 142.250.185.102
May 12, 2021 21:21:54.043359041 CEST 443 55652 35.186.226.184 192.168.2.6
May 12, 2021 21:21:54.050712109 CEST 443 55771 216.58.212.130 192.168.2.6
May 12, 2021 21:21:54.069091082 CEST 55652 443 192.168.2.6 35.186.226.184
May 12, 2021 21:21:54.193629980 CEST 55652 443 192.168.2.6 35.186.226.184
May 12, 2021 21:21:54.226114988 CEST 55771 443 192.168.2.6 216.58.212.130
May 12, 2021 21:21:54.238857985 CEST 55650 443 192.168.2.6 142.250.186.99
May 12, 2021 21:21:54.253370047 CEST 443 55652 35.186.226.184 192.168.2.6
May 12, 2021 21:21:54.286252022 CEST 55652 443 192.168.2.6 35.186.226.184
May 12, 2021 21:21:54.291910887 CEST 443 55771 216.58.212.130 192.168.2.6
May 12, 2021 21:21:54.301372051 CEST 443 55650 142.250.186.99 192.168.2.6
May 12, 2021 21:21:54.301954985 CEST 443 55650 142.250.186.99 192.168.2.6
May 12, 2021 21:21:54.307761908 CEST 55650 443 192.168.2.6 142.250.186.99
May 12, 2021 21:21:54.314030886 CEST 443 55771 216.58.212.130 192.168.2.6
May 12, 2021 21:21:54.314126015 CEST 443 55771 216.58.212.130 192.168.2.6
May 12, 2021 21:21:54.314577103 CEST 55771 443 192.168.2.6 216.58.212.130
May 12, 2021 21:21:54.394881010 CEST 55771 443 192.168.2.6 216.58.212.130
May 12, 2021 21:21:54.396569014 CEST 55771 443 192.168.2.6 216.58.212.130
May 12, 2021 21:21:54.400778055 CEST 55771 443 192.168.2.6 216.58.212.130
May 12, 2021 21:21:54.410012007 CEST 55650 443 192.168.2.6 142.250.186.99
May 12, 2021 21:21:54.437454939 CEST 443 55771 216.58.212.130 192.168.2.6
May 12, 2021 21:21:54.450808048 CEST 443 55771 216.58.212.130 192.168.2.6
May 12, 2021 21:21:54.450932026 CEST 443 55771 216.58.212.130 192.168.2.6
May 12, 2021 21:21:54.451215029 CEST 55771 443 192.168.2.6 216.58.212.130
May 12, 2021 21:21:54.452174902 CEST 443 55771 216.58.212.130 192.168.2.6
May 12, 2021 21:21:54.452477932 CEST 443 55771 216.58.212.130 192.168.2.6
May 12, 2021 21:21:54.453017950 CEST 55771 443 192.168.2.6 216.58.212.130
May 12, 2021 21:21:54.462258101 CEST 55650 443 192.168.2.6 142.250.186.99
May 12, 2021 21:21:54.468579054 CEST 55650 443 192.168.2.6 142.250.186.99
May 12, 2021 21:21:54.483834982 CEST 443 55650 142.250.186.99 192.168.2.6
May 12, 2021 21:21:54.485856056 CEST 443 55771 216.58.212.130 192.168.2.6
May 12, 2021 21:21:54.486015081 CEST 443 55771 216.58.212.130 192.168.2.6
May 12, 2021 21:21:54.486213923 CEST 55771 443 192.168.2.6 216.58.212.130
May 12, 2021 21:21:54.489330053 CEST 443 55650 142.250.186.99 192.168.2.6
May 12, 2021 21:21:54.489483118 CEST 443 55650 142.250.186.99 192.168.2.6
May 12, 2021 21:21:54.489677906 CEST 55650 443 192.168.2.6 142.250.186.99
May 12, 2021 21:21:54.495285034 CEST 55650 443 192.168.2.6 142.250.186.99
May 12, 2021 21:21:54.517211914 CEST 443 55650 142.250.186.99 192.168.2.6
May 12, 2021 21:21:54.524463892 CEST 443 55650 142.250.186.99 192.168.2.6
May 12, 2021 21:21:54.524707079 CEST 443 55650 142.250.186.99 192.168.2.6
May 12, 2021 21:21:54.525515079 CEST 55650 443 192.168.2.6 142.250.186.99
May 12, 2021 21:21:54.551800013 CEST 443 55650 142.250.186.99 192.168.2.6
May 12, 2021 21:21:54.558366060 CEST 443 55650 142.250.186.99 192.168.2.6
May 12, 2021 21:21:54.558610916 CEST 443 55650 142.250.186.99 192.168.2.6
May 12, 2021 21:21:54.558723927 CEST 55650 443 192.168.2.6 142.250.186.99
May 12, 2021 21:21:54.559051037 CEST 443 55650 142.250.186.99 192.168.2.6
May 12, 2021 21:21:54.559596062 CEST 55650 443 192.168.2.6 142.250.186.99
May 12, 2021 21:21:54.634258032 CEST 60826 53 192.168.2.6 8.8.8.8

May 12, 2021 21:21:54.693624020 CEST 53 60826 8.8.8.8 192.168.2.6
May 12, 2021 21:21:54.882203102 CEST 57763 53 192.168.2.6 8.8.8.8

May 12, 2021 21:21:54.943655014 CEST 53 57763 8.8.8.8 192.168.2.6
May 12, 2021 21:21:58.431173086 CEST 50111 53 192.168.2.6 8.8.8.8
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May 12, 2021 21:21:58.520167112 CEST 53 50111 8.8.8.8 192.168.2.6

May 12, 2021 21:21:58.632989883 CEST 57206 53 192.168.2.6 8.8.8.8

May 12, 2021 21:21:58.695900917 CEST 53 57206 8.8.8.8 192.168.2.6

May 12, 2021 21:21:59.618535042 CEST 57132 53 192.168.2.6 8.8.8.8

May 12, 2021 21:21:59.670203924 CEST 53 57132 8.8.8.8 192.168.2.6

May 12, 2021 21:22:00.505672932 CEST 55483 53 192.168.2.6 8.8.8.8

May 12, 2021 21:22:00.564548016 CEST 61626 53 192.168.2.6 8.8.8.8

May 12, 2021 21:22:00.567595959 CEST 53 55483 8.8.8.8 192.168.2.6

May 12, 2021 21:22:00.631513119 CEST 53 61626 8.8.8.8 192.168.2.6

May 12, 2021 21:22:01.516689062 CEST 59675 53 192.168.2.6 8.8.8.8

May 12, 2021 21:22:01.575823069 CEST 53 59675 8.8.8.8 192.168.2.6

May 12, 2021 21:22:03.727763891 CEST 59678 443 192.168.2.6 142.250.186.130
May 12, 2021 21:22:03.783577919 CEST 443 59678 142.250.186.130 192.168.2.6

May 12, 2021 21:22:03.783615112 CEST 443 59678 142.250.186.130 192.168.2.6

May 12, 2021 21:22:03.783638954 CEST 443 59678 142.250.186.130 192.168.2.6

May 12, 2021 21:22:03.783926964 CEST 59678 443 192.168.2.6 142.250.186.130
May 12, 2021 21:22:03.785523891 CEST 59678 443 192.168.2.6 142.250.186.130
May 12, 2021 21:22:03.785876036 CEST 59678 443 192.168.2.6 142.250.186.130
May 12, 2021 21:22:03.848486900 CEST 443 59678 142.250.186.130 192.168.2.6

May 12, 2021 21:22:03.849174023 CEST 59678 443 192.168.2.6 142.250.186.130
May 12, 2021 21:22:03.858432055 CEST 443 59678 142.250.186.130 192.168.2.6

May 12, 2021 21:22:03.858469009 CEST 443 59678 142.250.186.130 192.168.2.6

May 12, 2021 21:22:03.858968019 CEST 59678 443 192.168.2.6 142.250.186.130
May 12, 2021 21:22:04.351713896 CEST 65439 443 192.168.2.6 142.250.185.102
May 12, 2021 21:22:04.410711050 CEST 443 65439 142.250.185.102 192.168.2.6

May 12, 2021 21:22:04.410996914 CEST 443 65439 142.250.185.102 192.168.2.6

May 12, 2021 21:22:04.413630962 CEST 65439 443 192.168.2.6 142.250.185.102
May 12, 2021 21:22:04.429117918 CEST 65439 443 192.168.2.6 142.250.185.102
May 12, 2021 21:22:04.442087889 CEST 65439 443 192.168.2.6 142.250.185.102
May 12, 2021 21:22:04.490792036 CEST 443 65439 142.250.185.102 192.168.2.6

May 12, 2021 21:22:04.500703096 CEST 55652 443 192.168.2.6 35.186.226.184
May 12, 2021 21:22:04.507894039 CEST 443 65439 142.250.185.102 192.168.2.6

May 12, 2021 21:22:04.508059978 CEST 443 65439 142.250.185.102 192.168.2.6

May 12, 2021 21:22:04.508344889 CEST 65439 443 192.168.2.6 142.250.185.102
May 12, 2021 21:22:04.555515051 CEST 443 55652 35.186.226.184 192.168.2.6

May 12, 2021 21:22:04.580976009 CEST 55652 443 192.168.2.6 35.186.226.184
May 12, 2021 21:22:04.614221096 CEST 55652 443 192.168.2.6 35.186.226.184
May 12, 2021 21:22:04.628092051 CEST 55771 443 192.168.2.6 216.58.212.130
May 12, 2021 21:22:04.674086094 CEST 443 55652 35.186.226.184 192.168.2.6

May 12, 2021 21:22:04.689450979 CEST 443 55771 216.58.212.130 192.168.2.6

May 12, 2021 21:22:04.689476967 CEST 443 55771 216.58.212.130 192.168.2.6

May 12, 2021 21:22:04.689964056 CEST 55771 443 192.168.2.6 216.58.212.130
May 12, 2021 21:22:04.699444056 CEST 55652 443 192.168.2.6 35.186.226.184
May 12, 2021 21:22:04.821419954 CEST 55771 443 192.168.2.6 216.58.212.130
May 12, 2021 21:22:04.822494030 CEST 55771 443 192.168.2.6 216.58.212.130
May 12, 2021 21:22:04.822768927 CEST 55771 443 192.168.2.6 216.58.212.130
May 12, 2021 21:22:04.826589108 CEST 55650 443 192.168.2.6 142.250.186.99
May 12, 2021 21:22:04.863347054 CEST 443 55771 216.58.212.130 192.168.2.6

May 12, 2021 21:22:04.879514933 CEST 443 55771 216.58.212.130 192.168.2.6

May 12, 2021 21:22:04.879614115 CEST 443 55771 216.58.212.130 192.168.2.6

May 12, 2021 21:22:04.880827904 CEST 55771 443 192.168.2.6 216.58.212.130
May 12, 2021 21:22:04.900630951 CEST 443 55650 142.250.186.99 192.168.2.6

May 12, 2021 21:22:04.908174038 CEST 443 55771 216.58.212.130 192.168.2.6

May 12, 2021 21:22:04.908212900 CEST 443 55771 216.58.212.130 192.168.2.6

May 12, 2021 21:22:04.908338070 CEST 443 55771 216.58.212.130 192.168.2.6

May 12, 2021 21:22:04.908544064 CEST 443 55771 216.58.212.130 192.168.2.6

May 12, 2021 21:22:04.908711910 CEST 55771 443 192.168.2.6 216.58.212.130
May 12, 2021 21:22:04.908792973 CEST 55771 443 192.168.2.6 216.58.212.130
May 12, 2021 21:22:04.909101963 CEST 443 55650 142.250.186.99 192.168.2.6

May 12, 2021 21:22:04.934998035 CEST 55650 443 192.168.2.6 142.250.186.99
May 12, 2021 21:22:05.001405954 CEST 55650 443 192.168.2.6 142.250.186.99
May 12, 2021 21:22:05.002511024 CEST 55650 443 192.168.2.6 142.250.186.99
May 12, 2021 21:22:05.003865957 CEST 55650 443 192.168.2.6 142.250.186.99
May 12, 2021 21:22:05.051054955 CEST 443 55650 142.250.186.99 192.168.2.6
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May 12, 2021 21:22:05.064569950 CEST 443 55650 142.250.186.99 192.168.2.6
May 12, 2021 21:22:05.064708948 CEST 443 55650 142.250.186.99 192.168.2.6
May 12, 2021 21:22:05.064930916 CEST 55650 443 192.168.2.6 142.250.186.99
May 12, 2021 21:22:05.065184116 CEST 443 55650 142.250.186.99 192.168.2.6
May 12, 2021 21:22:05.065562010 CEST 443 55650 142.250.186.99 192.168.2.6
May 12, 2021 21:22:05.066724062 CEST 443 55650 142.250.186.99 192.168.2.6
May 12, 2021 21:22:05.066837072 CEST 443 55650 142.250.186.99 192.168.2.6
May 12, 2021 21:22:05.067219973 CEST 55650 443 192.168.2.6 142.250.186.99
May 12, 2021 21:22:05.067337990 CEST 55650 443 192.168.2.6 142.250.186.99
May 12, 2021 21:22:05.205755949 CEST 60149 53 192.168.2.6 8.8.8.8

May 12, 2021 21:22:05.351624012 CEST 53 60149 8.8.8.8 192.168.2.6
May 12, 2021 21:22:05.574019909 CEST 62141 53 192.168.2.6 8.8.8.8

May 12, 2021 21:22:05.632910013 CEST 53 62141 8.8.8.8 192.168.2.6
May 12, 2021 21:22:06.449197054 CEST 49345 53 192.168.2.6 8.8.8.8

May 12, 2021 21:22:06.517174959 CEST 53 49345 8.8.8.8 192.168.2.6
May 12, 2021 21:22:06.564177036 CEST 64074 53 192.168.2.6 8.8.8.8

May 12, 2021 21:22:06.613183022 CEST 53 64074 8.8.8.8 192.168.2.6
May 12, 2021 21:22:07.570317984 CEST 55829 53 192.168.2.6 8.8.8.8

May 12, 2021 21:22:07.620795965 CEST 53 55829 8.8.8.8 192.168.2.6
May 12, 2021 21:22:08.577070951 CEST 62260 53 192.168.2.6 8.8.8.8

May 12, 2021 21:22:08.625617981 CEST 53 62260 8.8.8.8 192.168.2.6
May 12, 2021 21:22:09.562063932 CEST 64211 53 192.168.2.6 8.8.8.8

May 12, 2021 21:22:09.610723019 CEST 53 64211 8.8.8.8 192.168.2.6
May 12, 2021 21:22:10.456907988 CEST 52578 53 192.168.2.6 8.8.8.8

May 12, 2021 21:22:10.518783092 CEST 53 52578 8.8.8.8 192.168.2.6
May 12, 2021 21:22:11.521178007 CEST 50711 53 192.168.2.6 8.8.8.8

May 12, 2021 21:22:11.582889080 CEST 53 50711 8.8.8.8 192.168.2.6
May 12, 2021 21:22:12.054426908 CEST 61820 53 192.168.2.6 8.8.8.8

May 12, 2021 21:22:12.115766048 CEST 53 61820 8.8.8.8 192.168.2.6
May 12, 2021 21:22:12.701036930 CEST 57735 53 192.168.2.6 8.8.8.8

May 12, 2021 21:22:12.752612114 CEST 53 57735 8.8.8.8 192.168.2.6
May 12, 2021 21:22:13.692915916 CEST 55006 53 192.168.2.6 8.8.8.8

May 12, 2021 21:22:13.715645075 CEST 56061 53 192.168.2.6 8.8.8.8

May 12, 2021 21:22:13.751591921 CEST 53 55006 8.8.8.8 192.168.2.6
May 12, 2021 21:22:13.797235966 CEST 53 56061 8.8.8.8 192.168.2.6
May 12, 2021 21:22:14.446685076 CEST 63969 53 192.168.2.6 8.8.8.8

May 12, 2021 21:22:14.505467892 CEST 53 63969 8.8.8.8 192.168.2.6
May 12, 2021 21:22:17.244101048 CEST 56101 53 192.168.2.6 8.8.8.8

May 12, 2021 21:22:17.253599882 CEST 62167 53 192.168.2.6 8.8.8.8

May 12, 2021 21:22:17.303749084 CEST 53 56101 8.8.8.8 192.168.2.6
May 12, 2021 21:22:17.318757057 CEST 53 62167 8.8.8.8 192.168.2.6
May 12, 2021 21:22:17.433581114 CEST 58929 53 192.168.2.6 8.8.8.8

May 12, 2021 21:22:17.498491049 CEST 53 58929 8.8.8.8 192.168.2.6
May 12, 2021 21:22:17.616470098 CEST 64113 53 192.168.2.6 8.8.8.8

May 12, 2021 21:22:17.678775072 CEST 53 64113 8.8.8.8 192.168.2.6
May 12, 2021 21:22:17.860172987 CEST 63520 53 192.168.2.6 8.8.8.8

May 12, 2021 21:22:17.917500973 CEST 53 63520 8.8.8.8 192.168.2.6
May 12, 2021 21:22:18.787743092 CEST 59678 443 192.168.2.6 142.250.186.130
May 12, 2021 21:22:18.861766100 CEST 443 59678 142.250.186.130 192.168.2.6
May 12, 2021 21:22:19.354811907 CEST 65439 443 192.168.2.6 142.250.185.102
May 12, 2021 21:22:19.430747032 CEST 443 65439 142.250.185.102 192.168.2.6
May 12, 2021 21:22:19.629802942 CEST 55771 443 192.168.2.6 216.58.212.130
May 12, 2021 21:22:19.695694923 CEST 443 55771 216.58.212.130 192.168.2.6
May 12, 2021 21:22:20.003818035 CEST 55650 443 192.168.2.6 142.250.186.99
May 12, 2021 21:22:20.078286886 CEST 443 55650 142.250.186.99 192.168.2.6
May 12, 2021 21:22:30.366733074 CEST 57347 53 192.168.2.6 8.8.8.8

May 12, 2021 21:22:30.478171110 CEST 53 57347 8.8.8.8 192.168.2.6
May 12, 2021 21:22:32.349503994 CEST 51839 53 192.168.2.6 8.8.8.8

May 12, 2021 21:22:32.406697989 CEST 53 51839 8.8.8.8 192.168.2.6
May 12, 2021 21:22:33.004770041 CEST 59552 53 192.168.2.6 8.8.8.8

May 12, 2021 21:22:33.053529978 CEST 53 59552 8.8.8.8 192.168.2.6
May 12, 2021 21:22:33.830091953 CEST 51149 53 192.168.2.6 8.8.8.8

May 12, 2021 21:22:33.897099972 CEST 53 51149 8.8.8.8 192.168.2.6
May 12, 2021 21:22:34.353488922 CEST 65392 53 192.168.2.6 8.8.8.8
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May 12, 2021 21:22:34.410660028 CEST 53 65392 8.8.8.8 192.168.2.6

May 12, 2021 21:22:34.878062010 CEST 56831 53 192.168.2.6 8.8.8.8

May 12, 2021 21:22:34.937927961 CEST 53 56831 8.8.8.8 192.168.2.6

May 12, 2021 21:22:35.336535931 CEST 58224 53 192.168.2.6 8.8.8.8

May 12, 2021 21:22:35.442503929 CEST 53 58224 8.8.8.8 192.168.2.6

May 12, 2021 21:22:35.674159050 CEST 63852 53 192.168.2.6 8.8.8.8

May 12, 2021 21:22:35.739763975 CEST 53 63852 8.8.8.8 192.168.2.6

May 12, 2021 21:22:36.077120066 CEST 50342 53 192.168.2.6 8.8.8.8

May 12, 2021 21:22:36.134167910 CEST 53 50342 8.8.8.8 192.168.2.6

May 12, 2021 21:22:36.798407078 CEST 62748 53 192.168.2.6 8.8.8.8

May 12, 2021 21:22:36.858381033 CEST 53 62748 8.8.8.8 192.168.2.6

May 12, 2021 21:22:37.238198042 CEST 52084 53 192.168.2.6 8.8.8.8

May 12, 2021 21:22:37.301446915 CEST 53 52084 8.8.8.8 192.168.2.6

DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

May 12, 2021 21:20:53.539518118 CEST 192.168.2.6 8.8.8.8 0x144a Standard query  page.adobe A (IP address) IN (0x0001)
(0) spark-assets.com

May 12, 2021 21:20:53.815376997 CEST 192.168.2.6 8.8.8.8 0x2769 Standard query  use.typekit.net A (IP address) IN (0x0001)
(0)

May 12, 2021 21:20:54.627326012 CEST 192.168.2.6 8.8.8.8 0x12a3 Standard query  s3.amazona A (IP address) IN (0x0001)
(0) ws.com

May 12, 2021 21:20:55.036526918 CEST 192.168.2.6 8.8.8.8 0x8582 Standard query  p.typekit.net A (IP address) IN (0x0001)
(0)

May 12, 2021 21:20:57.725526094 CEST 192.168.2.6 8.8.8.8 0xd9b4 Standard query  page.adobe A (IP address) IN (0x0001)
0) spark-assets.com

May 12, 2021 21:20:58.492057085 CEST 192.168.2.6 8.8.8.8 0x433d Standard query  clients2.g A (IP address) IN (0x0001)
(0) oogleuserc

ontent.com

May 12, 2021 21:21:13.439686060 CEST 192.168.2.6 8.8.8.8 0x1119 Standard query  greycottage.ng A (IP address) IN (0x0001)
(0)

May 12, 2021 21:21:15.910207033 CEST 192.168.2.6 8.8.8.8 0x3df5 Standard query  code.jquery.com A (IP address) IN (0x0001)
(0)

May 12, 2021 21:21:15.913331032 CEST 192.168.2.6 8.8.8.8 0x1a95 Standard query  maxcdn.boo A (IP address) IN (0x0001)
(0) tstrapcdn.com

May 12, 2021 21:21:15.916712046 CEST 192.168.2.6 8.8.8.8 0xd008 Standard query  kit.fontaw A (IP address) IN (0x0001)
0) esome.com

May 12, 2021 21:21:17.374811888 CEST 192.168.2.6 8.8.8.8 0x5908 Standard query  cdnjs.clou A (IP address) IN (0x0001)
(0) dflare.com

May 12, 2021 21:21:17.421921015 CEST 192.168.2.6 8.8.8.8 Oxc4d9 Standard query  ka-f.fonta A (IP address) IN (0x0001)
0) wesome.com

May 12, 2021 21:21:19.203511953 CEST 192.168.2.6 8.8.8.8 Oxad22 Standard query  greycottage.ng A (IP address) IN (0x0001)
(0)

May 12, 2021 21:21:30.714517117 CEST 192.168.2.6 8.8.8.8 0x525a Standard query  static.ado A (IP address) IN (0x0001)
0) belogin.com

May 12, 2021 21:21:30.799909115 CEST 192.168.2.6 8.8.8.8 Oxbdc7 Standard query  assets.ado A (IP address) IN (0x0001)
(0) bedtm.com

May 12, 2021 21:21:30.819286108 CEST 192.168.2.6 8.8.8.8 0x7131 Standard query  cdn.cookie A (IP address) IN (0x0001)
(0) law.org

May 12, 2021 21:21:31.019823074 CEST 192.168.2.6 8.8.8.8 0xb8d5 Standard query  adobe.tt.o A (IP address) IN (0x0001)
(0) mtrdc.net

May 12, 2021 21:21:31.254123926 CEST 192.168.2.6 8.8.8.8 0x3d86 Standard query  geolocatio A (IP address) IN (0x0001)
(0) n.onetrust.com

May 12, 2021 21:21:31.427840948 CEST 192.168.2.6 8.8.8.8 0x3a27 Standard query  dpm.demdex.net A (IP address) IN (0x0001)
(0)

May 12, 2021 21:21:31.554650068 CEST 192.168.2.6 8.8.8.8 0x29d1 Standard query  ims-nal.ad A (IP address) IN (0x0001)
(0) obelogin.com

May 12, 2021 21:21:32.640019894 CEST 192.168.2.6 8.8.8.8 0x1a86 Standard query  adobedc.de A (IP address) IN (0x0001)
(0) mdex.net

May 12, 2021 21:21:33.589492083 CEST 192.168.2.6 8.8.8.8 0xb086 Standard query  api.demand A (IP address) IN (0x0001)
(0) base.com

May 12, 2021 21:21:33.981010914 CEST 192.168.2.6 8.8.8.8 0x5ddf Standard query  www.everes A (IP address) IN (0x0001)
(0) tjs.net

May 12, 2021 21:21:34.079061985 CEST 192.168.2.6 8.8.8.8 0x47b0 Standard query  universal. A (IP address) IN (0x0001)
0) iperceptions.com

May 12, 2021 21:21:34.110538960 CEST 192.168.2.6 8.8.8.8 0xf5f6 Standard query  servedby.f A (IP address) IN (0x0001)
(0) lashtalking.com

May 12, 2021 21:21:34.208079100 CEST 192.168.2.6 8.8.8.8 Ox6aa5 Standard query  snap.licdn.com A (IP address) IN (0x0001)
(0)

May 12, 2021 21:21:34.269778967 CEST 192.168.2.6 8.8.8.8 0x6f4b Standard query  scripts.de A (IP address) IN (0x0001)
0) mandbase.com
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Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

May 12, 2021 21:21:34.282058954 CEST 192.168.2.6 8.8.8.8 Oxe9ae Standard query  lasteventf- A (IP address) IN (0x0001)
0) tm.everes
ttech.net
May 12, 2021 21:21:34.696458101 CEST 192.168.2.6 8.8.8.8 0xfOb0 Standard query  d9.flashta A (IP address) IN (0x0001)
0) lking.com
May 12, 2021 21:21:34.733449936 CEST 192.168.2.6 8.8.8.8 0x9381 Standard query 9212252 fl A (IP address) IN (0x0001)
0) s.doubleclick.net
May 12, 2021 21:21:35.493350983 CEST 192.168.2.6 8.8.8.8 0x2581 Standard query  static.ads- A (IP address) IN (0x0001)
(0) twitter.com
May 12, 2021 21:21:35.494102955 CEST 192.168.2.6 8.8.8.8 0Ox6cb6a Standard query  pixel.ever A (IP address) IN (0x0001)
(0) esttech.net
May 12, 2021 21:21:35.522293091 CEST 192.168.2.6 8.8.8.8 Ox1le5b Standard query  sc-static.net A (IP address) IN (0x0001)
(0)
May 12, 2021 21:21:35.524754047 CEST 192.168.2.6 8.8.8.8 0xbObc Standard query  connect.fa A (IP address) IN (0x0001)
(0) cebook.net
May 12, 2021 21:21:35.595820904 CEST 192.168.2.6 8.8.8.8 0x98e5 Standard query  px.ads.lin A (IP address) IN (0x0001)
0) kedin.com
May 12, 2021 21:21:35.651597977 CEST 192.168.2.6 8.8.8.8 0x3fel Standard query  api.company- A (IP address) IN (0x0001)
0) target.com
May 12, 2021 21:21:35.653215885 CEST 192.168.2.6 8.8.8.8 0x25a6 Standard query  match.prod A (IP address) IN (0x0001)
0) .bidr.io
May 12, 2021 21:21:35.656128883 CEST 192.168.2.6 8.8.8.8 0x6b8f Standard query  id.rlcdn.com A (IP address) IN (0x0001)
(0)
May 12, 2021 21:21:36.201260090 CEST 192.168.2.6 8.8.8.8 0xd511 Standard query  tr.snapchat.com A (IP address) IN (0x0001)
(0)
May 12, 2021 21:21:36.209296942 CEST 192.168.2.6 8.8.8.8 0xe678 Standard query  analytics. A (IP address) IN (0x0001)
0) twitter.com
May 12, 2021 21:21:36.227003098 CEST 192.168.2.6 8.8.8.8 Ox3afe Standard query  t.co A (IP address) IN (0x0001)
(0)
May 12, 2021 21:21:36.770916939 CEST 192.168.2.6 8.8.8.8 0Oxcée5 Standard query  www.facebo A (IP address) IN (0x0001)
0) ok.com
May 12, 2021 21:21:36.772147894 CEST 192.168.2.6 8.8.8.8 0xb5db Standard query  segments.c A (IP address) IN (0x0001)
(0) ompany-tar
get.com
May 12, 2021 21:21:37.273519039 CEST 192.168.2.6 8.8.8.8 0x27e6 Standard query  prod.adobe A (IP address) IN (0x0001)
0) ccstatic.com
May 12, 2021 21:21:38.109608889 CEST 192.168.2.6 8.8.8.8 Ox9faa Standard query  bumper.ado A (IP address) IN (0x0001)
0) beprojectm.com
May 12, 2021 21:21:40.420047045 CEST 192.168.2.6 8.8.8.8 0xc450 Standard query  js-agent.n A (IP address) IN (0x0001)
0) ewrelic.com
May 12, 2021 21:21:40.798075914 CEST 192.168.2.6 8.8.8.8 0xe32 Standard query  bam.nr-data.net A (IP address) IN (0x0001)
(0)
May 12, 2021 21:21:40.998821020 CEST 192.168.2.6 8.8.8.8 0x9820 Standard query  adservice. A (IP address) IN (0x0001)
0) google.ch
May 12, 2021 21:21:41.539350986 CEST 192.168.2.6 8.8.8.8 0x4b60 Standard query  www.linked A (IP address) IN (0x0001)
(0) in.com
May 12, 2021 21:21:42.082798004 CEST 192.168.2.6 8.8.8.8 0Oxcf6 Standard query  googleads. A (IP address) IN (0x0001)
(0) g.doubleclick.net
May 12, 2021 21:21:43.539113045 CEST 192.168.2.6 8.8.8.8 0x717a Standard query  cm.everest A (IP address) IN (0x0001)
0) tech.net
May 12, 2021 21:21:44.801426888 CEST 192.168.2.6 8.8.8.8 0xf7e9 Standard query  adobe.demd A (IP address) IN (0x0001)
0) ex.net
May 12, 2021 21:21:44.859424114 CEST 192.168.2.6 8.8.8.8 0x85f1 Standard query  www.google.ch A (IP address) IN (0x0001)
(0)
May 12, 2021 21:21:44.893419981 CEST 192.168.2.6 8.8.8.8 0x934d Standard query  api.iperce A (IP address) IN (0x0001)
(0) ptions.com
May 12, 2021 21:21:46.439229965 CEST 192.168.2.6 8.8.8.8 0x77c Standard query  sd.ipercep A (IP address) IN (0x0001)
(0) tions.com
May 12, 2021 21:21:46.526153088 CEST 192.168.2.6 8.8.8.8 0x279b Standard query  match.prod A (IP address) IN (0x0001)
0) .bidr.io
May 12, 2021 21:21:46.539649963 CEST 192.168.2.6 8.8.8.8 0x9881 Standard query  id.rlcdn.com A (IP address) IN (0x0001)
(0)
May 12, 2021 21:21:47.019771099 CEST 192.168.2.6 8.8.8.8 0x14be Standard query  segments.c A (IP address) IN (0x0001)
(0) ompany-tar
get.com
May 12, 2021 21:21:48.179645061 CEST 192.168.2.6 8.8.8.8 0x515b Standard query  aa.agkn.com A (IP address) IN (0x0001)
(0)
May 12, 2021 21:21:48.631136894 CEST 192.168.2.6 8.8.8.8 0xf766 Standard query  sync.matht A (IP address) IN (0x0001)
0) ag.com
May 12, 2021 21:21:48.733664989 CEST 192.168.2.6 8.8.8.8 0x3770 Standard query  idsync.ricdn.com A (IP address) IN (0x0001)
(0)
May 12, 2021 21:21:48.839030027 CEST 192.168.2.6 8.8.8.8 0x77e0 Standard query  d.turn.com A (IP address) IN (0x0001)
(0)
May 12, 2021 21:21:48.940691948 CEST 192.168.2.6 8.8.8.8 0x4b36 Standard query  pixel.tapad.com A (IP address) IN (0x0001)

(0)
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Timestamp

May 12, 2021 21:21:49.056749105 CEST

May 12, 2021 21:21:49.220597029 CEST

May 12, 2021 21:21:49.319024086 CEST

May 12, 2021 21:21:49.421844959 CEST

May 12, 2021 21:21:49.430138111 CEST

May 12, 2021 21:21:49.542217970 CEST

May 12, 2021 21:21:52.770406961 CEST

May 12, 2021 21:21:54.634258032 CEST

May 12, 2021 21:21:58.431173086 CEST

May 12, 2021 21:21:58.632989883 CEST

May 12, 2021 21:21:59.618535042 CEST

May 12, 2021 21:22:00.505672932 CEST

May 12, 2021 21:22:00.564548016 CEST

May 12, 2021 21:22:01.516689062 CEST

May 12, 2021 21:22:05.205755949 CEST

May 12, 2021 21:22:05.574019909 CEST

May 12, 2021 21:22:06.564177036 CEST

May 12, 2021 21:22:07.570317984 CEST

May 12, 2021 21:22:08.577070951 CEST

May 12, 2021 21:22:09.562063932 CEST

May 12, 2021 21:22:11.521178007 CEST

May 12, 2021 21:22:12.701036930 CEST

May 12, 2021 21:22:13.692915916 CEST

May 12, 2021 21:22:14.446685076 CEST

DNS Answers

Timestamp Source IP Dest IP

May 12, 2021 8.8.8.8 192.168.2.6

21:20:52.097846985
CEST

May 12, 2021 8.8.8.8 192.168.2.6

21:20:52.097846985
CEST

May 12, 2021 8.8.8.8 192.168.2.6

21:20:52.097846985
CEST

May 12, 2021 8.8.8.8 192.168.2.6

21:20:52.097846985
CEST

May 12, 2021 8.8.8.8 192.168.2.6

21:20:53.600004911
CEST

May 12, 2021 8.8.8.8 192.168.2.6

21:20:53.600004911
CEST

May 12, 2021 8.8.8.8 192.168.2.6

21:20:53.600004911
CEST
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Source IP

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

Trans ID

0x394a

0x394a

0x394a

0x394a

0x144a

O0x144a

0x144a

Dest IP
8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Trans ID

0xe923

0xdb25

0x7186

0xf569

0xb35d

Oxddab

0xf4e7

0x8adl

0x52ec

0x2a40

0x8c75

0x2ff3

0xa358

0x38c9

0Oxbb8c

Oxfaaf

Ox4ab7

Ox4a4l

0Oxbbc7

Oxfeel

0xa20

Oxa2al

0xf85b

0xb9e7

Name

spark.adob
eprojectm.com

spark.adob
eprojectm.com

spark.adob
eprojectm.com

spark.adob
eprojectm.com

page.adobe
spark-asse
ts.com

page.adobe
spark-asse
ts.com

page.adobe
spark-asse
ts.com

OP Code
Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
(0)
Standard query
(0)
Standard query
(0)

Standard query
(0)

CName

Name

cm.g.doubl
eclick.net

rtd.tubemo
gul.com

p.rfihub.com

match.adsrvr.org

rtd-tm.eve
resttech.net

pixel.quan
tserve.com

adobe-sync
.dotomi.com

a.tribalfusion.com

mli314.com

s.tribalfusion.com

bttrack.com

ds-aksb-a.
akamaihd.net

pix-us.revjet.com

sync-tm.ev
eresttech.net

pixel.rubi
conproject.com

dsum-sec.c
asalemedia.com

ib.adnxs.com

us-u.openx.net

image2.pub
matic.com

sync.searc
h.spotxcha
nge.com

g2.gumgum.com

s.thebrigh
ttag.com

partner.me
diawallahs
cript.com

use.typekit.net

Address
13.225.74.123

13.225.74.35

13.225.74.22

13.225.74.86

13.224.193.29

13.224.193.122

13.224.193.81

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP

May 12, 2021 8.8.8.8
21:20:53.600004911
CEST

May 12, 2021 8.8.8.8
21:20:53.875915051
CEST

May 12, 2021 8.8.8.8
21:20:54.680233002
CEST

May 12, 2021 8.8.8.8
21:20:55.090486050
CEST

May 12, 2021 8.8.8.8
21:20:57.789710045
CEST

May 12, 2021 8.8.8.8
21:20:57.789710045
CEST

May 12, 2021 8.8.8.8
21:20:57.789710045
CEST

May 12, 2021 8.8.8.8
21:20:57.789710045
CEST

May 12, 2021 8.8.8.8
21:20:58.564223051
CEST

May 12, 2021 8.8.8.8
21:20:58.564223051
CEST

May 12, 2021 8.8.8.8
21:21:13.488878965
CEST

May 12, 2021 8.8.8.8
21:21:15.963061094
CEST

May 12, 2021 8.8.8.8
21:21:15.973402023
CEST

May 12, 2021 8.8.8.8
21:21:15.973402023
CEST

May 12, 2021 8.8.8.8
21:21:15.986399889
CEST

May 12, 2021 8.8.8.8
21:21:17.434900999
CEST

May 12, 2021 8.8.8.8
21:21:17.434900999
CEST

May 12, 2021 8.8.8.8
21:21:17.485511065
CEST

May 12, 2021 8.8.8.8
21:21:19.252346992
CEST

May 12, 2021 8.8.8.8
21:21:30.795042038
CEST

May 12, 2021 8.8.8.8
21:21:30.795042038
CEST

May 12, 2021 8.8.8.8
21:21:30.795042038
CEST

May 12, 2021 8.8.8.8
21:21:30.858906984
CEST

May 12, 2021 8.8.8.8
21:21:30.879559994
CEST

May 12, 2021 8.8.8.8
21:21:30.879559994
CEST

Copyright Joe Security LLC 2021

Dest IP
192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

Trans ID

O0x144a

0x2769

0x12a3

0x8582

0xd9b4

0xd9b4

0xd9b4

0xd9b4

0x433d

0x433d

0x1119

0x3df5

0x1a95

0x1a95

0xd008

0x5908

0x5908

0xc4d9

Oxad22

0x525a

0x525a

0x525a

0Oxbdc7

0x7131

0x7131

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

page.adobe
spark-asse
ts.com

use.typekit.net

s3.amazona
ws.com

p.typekit.net

page.adobe
spark-asse
ts.com

page.adobe
spark-asse
ts.com

page.adobe
spark-asse
ts.com

page.adobe
spark-asse
ts.com

clients2.g
oogleuserc
ontent.com

googlehost
ed.l.googl!
euserconte
nt.com

greycottage.ng

CName Address
13.224.193.108

use-
stls.adobe.com.edgesuite
.net

52.217.103.94

p.typekit.net-

v3.edgekey.net

13.224.193.122

13.224.193.108

13.224.193.81

13.224.193.29

googlehosted.l.googleuse

rcontent.com

216.58.212.129

162.241.7.225

code.jgquery.com cds.s5x3j6g5.hwedn.net

maxcdn.boo
tstrapcdn.com

maxcdn.boo
tstrapcdn.com

kit.fontaw
esome.com

cdnjs.clou
dflare.com

cdnjs.clou
dflare.com

ka-f.fonta
wesome.com

greycottage.ng

static.ado
belogin.com

adobelogin-
static.pr
od.ims.ado
bejanus.com

dd20fzx9m]j
46f.cloudf
ront.net

assets.ado
bedtm.com

cdn.cookie
law.org

cdn.cookie
law.org

104.18.11.207

104.18.10.207

kit.fontawesome.com.cdn.
cloudflare.net

104.16.18.94

104.16.19.94

ka-
f.fontawesome.com.cdn.cl
oudflare.net

162.241.7.225

adobelogin-
static.prod.ims.adobejanu
s.com

dd20fzx9mj46f.cloudfront.
net

13.224.187.69

cn-
assets.adobedtm.com.ed
gekey.net

104.16.149.64

104.16.148.64

Type
A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP

May 12, 2021
21:21:31.079431057
CEST

8.8.8.8

May 12, 2021
21:21:31.079431057
CEST

8.8.8.8

May 12, 2021
21:21:31.079431057
CEST

8.8.8.8

May 12, 2021
21:21:31.079431057
CEST

8.8.8.8

May 12, 2021
21:21:31.079431057
CEST

8.8.8.8

May 12, 2021
21:21:31.079431057
CEST

8.8.8.8

May 12, 2021 8.8.8.8
21:21:31.079431057

CEST

May 12, 2021
21:21:31.079431057
CEST

8.8.8.8

May 12, 2021
21:21:31.094820976
CEST

8.8.8.8

May 12, 2021 8.8.8.8
21:21:31.094820976

CEST

May 12, 2021
21:21:31.094820976
CEST

8.8.8.8

May 12, 2021
21:21:31.094820976
CEST

8.8.8.8

May 12, 2021 8.8.8.8
21:21:31.094820976

CEST

May 12, 2021
21:21:31.094820976
CEST

8.8.8.8

May 12, 2021
21:21:31.313230991
CEST

8.8.8.8

May 12, 2021
21:21:31.313230991
CEST

8.8.8.8

May 12, 2021
21:21:31.491921902
CEST

8.8.8.8

May 12, 2021
21:21:31.491921902
CEST

8.8.8.8

May 12, 2021
21:21:31.491921902
CEST

8.8.8.8

May 12, 2021 8.8.8.8
21:21:31.491921902

CEST

May 12, 2021 8.8.8.8
21:21:31.491921902

CEST

May 12, 2021
21:21:31.491921902
CEST

8.8.8.8

May 12, 2021
21:21:31.491921902
CEST

8.8.8.8

May 12, 2021
21:21:31.491921902
CEST

8.8.8.8

Copyright Joe Security LLC 2021

Dest IP
192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

Trans ID

0xb8d5

0xb8d5

0xb8d5

0xb8d5

0xb8d5

0xb8d5

0xb8d5

0xb8d5

Ox74f3

Ox74f3

Ox74f3

Ox74f3

Ox74f3

Ox74f3

0x3d86

0x3d86

0x3a27

0x3a27

0x3a27

0x3a27

0x3a27

0x3a27

0x3a27

0x3a27

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name CName

adobe.tt.0o
mtrdc.net

adobe.tt.o
mtrdc.net

adobe.tt.0o
mtrdc.net

adobe.tt.0
mtrdc.net

adobe.tt.0o
mtrdc.net

adobe.tt.0o
mtrdc.net

adobe.tt.0
mtrdc.net

adobe.tt.0o
mtrdc.net

services.p
rod.ims.ad
obejanus.com

services.p
rod.ims.ad
obejanus.com

services.p
rod.ims.ad
obejanus.com

services.p
rod.ims.ad
obejanus.com

services.p
rod.ims.ad
obejanus.com

services.p
rod.ims.ad
obejanus.com

geolocatio
n.onetrust.com

geolocatio
n.onetrust.com

dpm.demdex.net gslb-2.demdex.net

gslb-2.dem edge-irll.demdex.net

dex.net

edge-irll. dcs-edge-irl1-

demdex.net 876252164.eu-west-
1.elb.amazonaws.com

dcs-edge-irl1-

876252164.eu-
west-1.elb.am
azonaws.com

dcs-edge-irl1-
876252164.eu-
west-1.elb.am
azonaws.com

dcs-edge-irl1-
876252164.eu-
west-1.elb.am
azonaws.com
dcs-edge-irl1-
876252164.eu-
west-1.elb.am
azonaws.com
dcs-edge-irl1-
876252164.eu-
west-1.elb.am
azonaws.com

Address
54.75.9.158

34.252.156.174

52.212.164.82

52.213.168.74

52.18.150.20

34.252.166.160

52.212.193.208

18.203.205.32

52.213.176.171

52.209.27.136

54.76.80.163

63.32.113.5

99.81.92.132

54.73.76.208

104.20.185.68

104.20.184.68

34.246.133.154

52.30.135.179

18.200.233.208

3.250.252.43

52.48.201.185

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP

May 12, 2021 8.8.8.8
21:21:31.491921902
CEST

May 12, 2021 8.8.8.8
21:21:31.491921902
CEST

May 12, 2021 8.8.8.8
21:21:31.491921902
CEST

May 12, 2021 8.8.8.8
21:21:31.616642952
CEST

May 12, 2021 8.8.8.8
21:21:31.616642952
CEST

May 12, 2021 8.8.8.8
21:21:31.616642952
CEST

May 12, 2021 8.8.8.8
21:21:31.616642952
CEST

May 12, 2021 8.8.8.8
21:21:31.616642952
CEST

May 12, 2021 8.8.8.8
21:21:31.616642952
CEST

May 12, 2021 8.8.8.8
21:21:31.616642952
CEST

May 12, 2021 8.8.8.8
21:21:31.616642952
CEST

May 12, 2021 8.8.8.8
21:21:32.654850960
CEST

May 12, 2021 8.8.8.8
21:21:32.654850960
CEST

May 12, 2021 8.8.8.8
21:21:32.654850960
CEST

May 12, 2021 8.8.8.8
21:21:32.705813885
CEST

May 12, 2021 8.8.8.8
21:21:32.705813885
CEST

May 12, 2021 8.8.8.8
21:21:32.705813885
CEST

May 12, 2021 8.8.8.8
21:21:32.705813885
CEST

May 12, 2021 8.8.8.8
21:21:33.652601957
CEST

May 12, 2021 8.8.8.8
21:21:33.652601957
CEST

May 12, 2021 8.8.8.8
21:21:33.652601957
CEST

May 12, 2021 8.8.8.8
21:21:33.652601957
CEST

May 12, 2021 8.8.8.8
21:21:34.043633938
CEST

Copyright Joe Security LLC 2021

Dest IP
192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

Trans ID

0x3a27

0x3a27

0x3a27

0x29d1

0x29d1

0x29d1

0x29d1

0x29d1

0x29d1

0x29d1

0x29d1

0x8bb9

0x8bb9

0x8bb9

0x1a86

0x1a86

0x1a86

0x1a86

0xb086

0xb086

0xb086

0xb086

0x5ddf

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name
dcs-edge-irl1-
876252164.eu-
west-1.elb.am
azonaws.com
dcs-edge-irl1-
876252164.eu-
west-1.elb.am
azonaws.com
dcs-edge-irl1-
876252164.eu-
west-1.elb.am
azonaws.com

ims-nal.ad
obelogin.com

adobelogin
.prod.ims.

CName

adobelogin.prod.ims.adob

ejanus.com

adobelogin-

origin.prod.ims.adobejanu

adobejanus.com s.com

adobelogin-
origin.pr
od.ims.ado
bejanus.com

adobelogin-
origin.pr
od.ims.ado
bejanus.com

adobelogin-
origin.pr
od.ims.ado
bejanus.com

adobelogin-
origin.pr
od.ims.ado
bejanus.com

adobelogin-
origin.pr
od.ims.ado
bejanus.com

adobelogin-
origin.pr
od.ims.ado
bejanus.com

adobe.com.
ssl.dl.sc.
omtrdc.net

adobe.com.
ssl.dl.sc.
omtrdc.net

adobe.com.
ssl.dl.sc.
omtrdc.net

adobedc.de
mdex.net

demdex.net
.ssl.sc.om
trdc.net

demdex.net
.ssl.sc.om
trdc.net

demdex.net
.ssl.sc.om
trdc.net

api.demand
base.com

api.demand
base.com

api.demand
base.com

api.demand
base.com

www.everes
tjs.net

demdex.net.ssl.sc.omtrdc
.net

www.everestjs.net.edgek
ey.net

Address
18.203.106.177

52.31.176.223

54.170.210.188

63.32.113.5

52.209.27.136

54.76.80.163

54.73.76.208

52.213.176.171

99.81.92.132

15.237.136.106

15.237.76.117

35.181.18.61

15.237.136.106

15.237.76.117

35.181.18.61

13.225.74.124

13.225.74.112

13.225.74.37

13.225.74.58

Type
A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP

May 12, 2021 8.8.8.8
21:21:34.147519112
CEST

May 12, 2021 8.8.8.8
21:21:34.147519112
CEST

May 12, 2021 8.8.8.8
21:21:34.147519112
CEST

May 12, 2021 8.8.8.8
21:21:34.159473896
CEST

May 12, 2021 8.8.8.8
21:21:34.268110037
CEST

May 12, 2021 8.8.8.8
21:21:34.331413031
CEST

May 12, 2021 8.8.8.8
21:21:34.331413031
CEST

May 12, 2021 8.8.8.8
21:21:34.331413031
CEST

May 12, 2021 8.8.8.8
21:21:34.331413031
CEST

May 12, 2021 8.8.8.8
21:21:34.341939926
CEST

May 12, 2021 8.8.8.8
21:21:34.341939926
CEST

May 12, 2021 8.8.8.8
21:21:34.756037951
CEST

May 12, 2021 8.8.8.8
21:21:34.756037951
CEST

May 12, 2021 8.8.8.8
21:21:34.756037951
CEST

May 12, 2021 8.8.8.8
21:21:34.756037951
CEST

May 12, 2021 8.8.8.8
21:21:34.756037951
CEST

May 12, 2021 8.8.8.8
21:21:34.756037951
CEST

May 12, 2021 8.8.8.8
21:21:34.756037951
CEST

May 12, 2021 8.8.8.8
21:21:34.756037951
CEST

May 12, 2021 8.8.8.8
21:21:34.756037951
CEST

May 12, 2021 8.8.8.8
21:21:34.756037951
CEST

May 12, 2021 8.8.8.8
21:21:34.801822901
CEST

May 12, 2021 8.8.8.8
21:21:34.801822901
CEST

May 12, 2021 8.8.8.8
21:21:35.543649912
CEST

May 12, 2021 8.8.8.8
21:21:35.543649912
CEST

May 12, 2021 8.8.8.8
21:21:35.572267056
CEST

Copyright Joe Security LLC 2021

Dest IP
192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

Trans ID

0x47b0

0x47b0

0x47b0

0xf5f6

Ox6aa5

0x6f4b

0x6f4b

0x6f4b

0x6f4b

Oxe9ae

Oxe9ae

0xfOb0

0xfOb0

0xfOb0

0xfOb0

0xfOb0

0xfOb0

0xfOb0

0xfOb0

0xfOb0

0xfOb0

0x9381

0x9381

0x2581

0x2581

Ox6c6a

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

universal.
iperceptions.com

scdnl.wpc.
2ba63.delt
acdn.net

snilgl.wpc
.deltacdn.net

servedby.f
lashtalking.com

snap.licdn.com

scripts.de
mandbase.com

scripts.de
mandbase.com

scripts.de
mandbase.com

scripts.de
mandbase.com

lasteventf-
tm.everes
ttech.net

lasteventf
.tubemogul.com

d9.flashta
lking.com

ft.device9.com

tag.device9.com

tag.device9.com

tag.device9.com

tag.device9.com

tag.device9.com

tag.device9.com

tag.device9.com

tag.device9.com

9212252 1l
s.doubleclick.net

dart.l.dou
bleclick.net

static.ads-
twitter.com

platform.t
witter.map
fastly.net

pixel.ever
esttech.net

CName

iperceptionsOl.azureedge
.net

snilgl.wpc.deltacdn.net

cds.f7f2g8c3.hwcdn.net

wildcard.licdn.com.edgek
ey.net

lasteventf.tubemogul.com

h2.shared.global.fastly.ne

t

ft.device9.com

tag.device9.com

dart.l.doubleclick.net

platform.twitter.map.fastly
.net

tp00.everesttech.net.akad
ns.net

Address

152.199.21.175

13.224.193.108

13.224.193.116

13.224.193.53

13.224.193.78

52.17.98.114

34.247.239.226

34.249.65.165

52.49.199.119

54.171.117.141

52.211.172.236

52.48.136.43

34.251.104.84

142.250.185.102

199.232.136.157

Type
CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp

May 12, 2021
21:21:35.575242043
CEST

May 12, 2021
21:21:35.575242043
CEST

May 12, 2021
21:21:35.582792997
CEST

May 12, 2021
21:21:35.582792997
CEST

May 12, 2021
21:21:35.582792997
CEST

May 12, 2021
21:21:35.582792997
CEST

May 12, 2021
21:21:35.654547930
CEST

May 12, 2021
21:21:35.654547930
CEST

May 12, 2021
21:21:35.654547930
CEST

May 12, 2021
21:21:35.654547930
CEST

May 12, 2021
21:21:35.713948011
CEST

May 12, 2021
21:21:35.713948011
CEST

May 12, 2021
21:21:35.713948011
CEST

May 12, 2021
21:21:35.713948011
CEST

May 12, 2021
21:21:35.714782953
CEST

May 12, 2021
21:21:35.714782953
CEST

May 12, 2021
21:21:35.714782953
CEST

May 12, 2021
21:21:35.714782953
CEST

May 12, 2021
21:21:35.714782953
CEST

May 12, 2021
21:21:35.714782953
CEST

May 12, 2021
21:21:35.715301991
CEST

May 12, 2021
21:21:36.250025988
CEST

May 12, 2021
21:21:36.258224010
CEST

May 12, 2021
21:21:36.258224010
CEST

May 12, 2021
21:21:36.258224010
CEST

May 12, 2021
21:21:36.258224010
CEST

Copyright Joe Security LLC 2021

Source IP

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Dest IP
192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

Trans ID

0xbObc

0xbObc

Ox1le5b

Oxle5b

Ox1le5b

Oxle5b

0x98e5

0x98e5

0x98e5

0x98e5

Ox3fel

Ox3fel

0Ox3fel

0Ox3fel

0x25a6

0x25a6

0x25a6

0x25a6

0x25a6

0x25a6

0x6b8f

0xd511

0xe678

0xe678

0xe678

0xe678

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name CName

connect.fa scontent.xx.fbcdn.net
cebook.net

scontent.x

x.fbcdn.net

sc-static.net

sc-static.net

sc-static.net

sc-static.net

px.ads.lin mix.linkedin.com

kedin.com

mix.linkedin.com glb-na.mix.linkedin.com

glb-na.mix pop-
.linkedin.com

pop-esvb.m
ix.linkedin.com

api.company-
target.com

api.company-
target.com

api.company-
target.com

api.company-
target.com

match.prod
.bidr.io

match.prod
.bidr.io

match.prod
.bidr.io

match.prod
.bidr.io

match.prod
.bidr.io

match.prod
.bidr.io

id.rlcdn.com

tr.snapchat.com

analytics. ads.twitter.com

twitter.com

ads.twitter.com  s.twitter.com

s.twitter.com

s.twitter.com

esv5.mix.linkedin.com

Address

185.60.216.19

13.225.74.57

13.225.74.54

13.225.74.126

13.225.74.36

108.174.11.37

13.225.74.55

13.225.74.24

13.225.74.88

13.225.74.42

52.19.106.86

52.210.44.111

52.215.139.246

52.49.40.147

52.209.246.140

52.48.151.83

35.244.174.68

35.186.226.184

104.244.42.3

104.244.42.67

Type
CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP

May 12, 2021
21:21:36.258224010
CEST

8.8.8.8

May 12, 2021
21:21:36.258224010
CEST

8.8.8.8

May 12, 2021
21:21:36.278764963
CEST

8.8.8.8

May 12, 2021
21:21:36.278764963
CEST

8.8.8.8

May 12, 2021
21:21:36.278764963
CEST

8.8.8.8

May 12, 2021
21:21:36.278764963
CEST

8.8.8.8

May 12, 2021 8.8.8.8
21:21:36.830018997

CEST

May 12, 2021
21:21:36.830018997
CEST

8.8.8.8

May 12, 2021
21:21:36.835088015
CEST

8.8.8.8

May 12, 2021 8.8.8.8
21:21:36.835088015

CEST

May 12, 2021
21:21:36.835088015
CEST

8.8.8.8

May 12, 2021
21:21:36.835088015
CEST

8.8.8.8

May 12, 2021 8.8.8.8
21:21:37.336332083

CEST

May 12, 2021
21:21:37.336332083
CEST

8.8.8.8

May 12, 2021
21:21:37.336332083
CEST

8.8.8.8

May 12, 2021
21:21:37.336332083
CEST

8.8.8.8

May 12, 2021
21:21:38.180305958
CEST

8.8.8.8

May 12, 2021
21:21:38.180305958
CEST

8.8.8.8

May 12, 2021
21:21:38.180305958
CEST

8.8.8.8

May 12, 2021
21:21:38.180305958
CEST

8.8.8.8

May 12, 2021
21:21:38.180305958
CEST

8.8.8.8

May 12, 2021
21:21:40.468736887
CEST

8.8.8.8

May 12, 2021
21:21:40.846952915
CEST

8.8.8.8

Copyright Joe Security LLC 2021

Dest IP
192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

Trans ID

0xe678

0xe678

Ox3afe

Ox3afe

Ox3afe

Ox3afe

Oxc6e5

Oxc6e5

0xb5db

0xb5db

0xb5db

0xb5db

0x27e6

0x27e6

0x27e6

0x27e6

0x9faa

Ox9faa

0x9faa

0x9faa

Ox9faa

0xc450

0xe32

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name CName

s.twitter.com

s.twitter.com

t.co

t.co

t.co

t.co

www.facebo star-
ok.com mini.c10r.facebook.com

star-mini.
clor.faceb
ook.com

segments.c
ompany-tar
get.com

segments.c
ompany-tar
get.com

segments.c
ompany-tar
get.com

segments.c
ompany-tar
get.com

prod.adobe
ccstatic.com

prod.adobe
ccstatic.com

prod.adobe
ccstatic.com

prod.adobe
ccstatic.com

bumper.ado sparkbumper-
beprojectm.com  productionl-
vaé.cloud.adobe.io

ethos.ethos51-  ethos51-prod-va6-k8s-

prod-va6.ethos.a pub2-0-

dobe.net dd4b5c1747f92a5e.elb.us
-east-1.amazonaws.com

ethos51-prod-
va6-k8s-pub2-0-
dd4b5c17479
2ab5e.elb.us-
east-1.a
mazonaws.com

ethos51-prod-
va6-k8s-pub2-0-
dd4b5c17479
2ab5e.elb.us-
east-1.a
mazonaws.com

ethos51-prod-
va6-k8s-pub2-0-
dd4b5c1747f9
2ab5e.elb.us-
east-1.a
mazonaws.com

js-agent.n
ewrelic.com

f4.shared.global.fastly.net

bam.nr-data.net

Address
104.244.42.131

104.244.42.195

104.244.42.5

104.244.42.197

104.244.42.69

104.244.42.133

185.60.216.35

13.225.74.27

13.225.74.112

13.225.74.75

13.225.74.92

13.224.193.20

13.224.193.53

13.224.193.78

13.224.193.51

3.223.105.97

3.221.4.225

3.223.65.39

162.247.242.18

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP

May 12, 2021 8.8.8.8
21:21:40.846952915
CEST

May 12, 2021 8.8.8.8
21:21:40.846952915
CEST

May 12, 2021 8.8.8.8
21:21:40.846952915
CEST

May 12, 2021 8.8.8.8
21:21:41.065072060
CEST

May 12, 2021 8.8.8.8
21:21:41.065072060
CEST

May 12, 2021 8.8.8.8
21:21:41.568351984
CEST

May 12, 2021 8.8.8.8
21:21:41.568351984
CEST

May 12, 2021 8.8.8.8
21:21:41.568351984
CEST

May 12, 2021 8.8.8.8
21:21:41.568351984
CEST

May 12, 2021 8.8.8.8
21:21:41.588181973
CEST

May 12, 2021 8.8.8.8
21:21:42.132499933
CEST

May 12, 2021 8.8.8.8
21:21:43.613306046
CEST

May 12, 2021 8.8.8.8
21:21:44.864471912
CEST

May 12, 2021 8.8.8.8
21:21:44.864471912
CEST

May 12, 2021 8.8.8.8
21:21:44.864471912
CEST

May 12, 2021 8.8.8.8
21:21:44.864471912
CEST

May 12, 2021 8.8.8.8
21:21:44.864471912
CEST

May 12, 2021 8.8.8.8
21:21:44.864471912
CEST

May 12, 2021 8.8.8.8
21:21:44.864471912
CEST

May 12, 2021 8.8.8.8
21:21:44.864471912
CEST

May 12, 2021 8.8.8.8
21:21:44.864471912
CEST

May 12, 2021 8.8.8.8
21:21:44.864471912
CEST

May 12, 2021 8.8.8.8
21:21:44.864471912
CEST

May 12, 2021 8.8.8.8
21:21:44.911204100
CEST

Copyright Joe Security LLC 2021

Dest IP
192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

Trans ID

0xe32

0xe32

0xe32

0x9820

0x9820

0x543a

0x543a

0x543a

0x543a

0x4b60

0xcf6

0x717a

0xf7e9

0xf7e9

0xf7e9

0xf7e9

0xf7e9

0xf7e9

0xf7e9

0xf7e9

0xf7e9

0xf7e9

0xf7e9

0x85f1

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

bam.nr-data.net

bam.nr-data.net

bam.nr-data.net

adservice.
google.ch

pagead46.
.doubleclick.net

spark.adob
eprojectm.com

spark.adob
eprojectm.com

spark.adob
eprojectm.com

spark.adob
eprojectm.com

www.linked
in.com

googleads.
g.doubleclick.net

cm.everest
tech.net

adobe.demd
ex.net

gslb-2.dem
dex.net

edge-irll.
demdex.net

dcs-edge-irl1-
876252164.eu-
west-1.elb.am
azonaws.com

dcs-edge-irl1-
876252164.eu-
west-1.elb.am
azonaws.com

dcs-edge-irl1-
876252164.eu-
west-1.elb.am
azonaws.com

dcs-edge-irl1-
876252164.eu-
west-1.elb.am
azonaws.com
dcs-edge-irl1-
876252164.eu-
west-1.elb.am
azonaws.com
dcs-edge-irl1-
876252164.eu-
west-1.elb.am
azonaws.com
dcs-edge-irl1-
876252164.eu-
west-1.elb.am
azonaws.com
dcs-edge-irl1-
876252164.eu-
west-1.elb.am
azonaws.com

www.google.ch

CName

pagead46.l.doubleclick.ne
t

www-linkedin-com.I-
0005.I-msedge.net

cm.everesttech.net.akadn
s.net

gslb-2.demdex.net

edge-irll.demdex.net

dcs-edge-irl1-
876252164.eu-west-
1.elb.amazonaws.com

Address
162.247.242.21

162.247.242.20

162.247.242.19

172.217.23.98

13.225.74.123

13.225.74.35

13.225.74.22

13.225.74.86

216.58.212.130

52.214.120.236

34.243.47.58

52.30.200.197

52.31.176.223

54.154.123.210

54.76.54.153

52.212.101.97

52.48.201.185

142.250.186.99

Type
A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP

May 12, 2021 8.8.8.8
21:21:44.950849056
CEST

May 12, 2021 8.8.8.8
21:21:46.500052929
CEST

May 12, 2021 8.8.8.8
21:21:46.500052929
CEST

May 12, 2021 8.8.8.8
21:21:46.500052929
CEST

May 12, 2021 8.8.8.8
21:21:46.500052929
CEST

May 12, 2021 8.8.8.8
21:21:46.500052929
CEST

May 12, 2021 8.8.8.8
21:21:46.596760988
CEST

May 12, 2021 8.8.8.8
21:21:46.617319107
CEST

May 12, 2021 8.8.8.8
21:21:46.617319107
CEST

May 12, 2021 8.8.8.8
21:21:46.617319107
CEST

May 12, 2021 8.8.8.8
21:21:46.617319107
CEST

May 12, 2021 8.8.8.8
21:21:46.617319107
CEST

May 12, 2021 8.8.8.8
21:21:46.617319107
CEST

May 12, 2021 8.8.8.8
21:21:47.079744101
CEST

May 12, 2021 8.8.8.8
21:21:47.079744101
CEST

May 12, 2021 8.8.8.8
21:21:47.079744101
CEST

May 12, 2021 8.8.8.8
21:21:47.079744101
CEST

May 12, 2021 8.8.8.8
21:21:48.229043007
CEST

May 12, 2021 8.8.8.8
21:21:48.229043007
CEST

May 12, 2021 8.8.8.8
21:21:48.229043007
CEST

May 12, 2021 8.8.8.8
21:21:48.229043007
CEST

May 12, 2021 8.8.8.8
21:21:48.229043007
CEST

Copyright Joe Security LLC 2021

Dest IP
192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

Trans ID

0x934d

0x77c

0x77c

0x77c

0x77c

0x77c

0x9881

0x279b

0x279b

0x279b

0x279b

0x279b

0x279b

Ox14be

Ox14be

Ox14be

Ox14be

0x515b

0x515b

0x515b

0x515b

0x515b

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

api.iperce
ptions.com

sd.ipercep
tions.com

d1gs6rlbmz
curc.cloud
front.net

d1gs6rlbmz
curc.cloud
front.net

d1gs6rlbmz
curc.cloud
front.net

d1gs6rlbmz
curc.cloud
front.net

id.rlcdn.com

match.prod
.bidr.io

match.prod
.bidr.io

match.prod
.bidr.io

match.prod
.bidr.io

match.prod
.bidr.io

match.prod
.bidr.io

segments.c
ompany-tar
get.com

segments.c
ompany-tar
get.com

segments.c
ompany-tar
get.com

segments.c
ompany-tar
get.com

aa.agkn.com

aa-agkn-com-
https-21
45740884.eu-
central-
1.elb.amaz
onaws.com

aa-agkn-com-
https-21
45740884.eu-
central-
1.elb.amaz
onaws.com

aa-agkn-com-
https-21
45740884.eu-
central-
1.elb.amaz
onaws.com

aa-agkn-com-
https-21
45740884.eu-
central-
1.elb.amaz
onaws.com

CName Address

api-
trafficOl.trafficmanager.n
et

d1gs6rlbmzcurc.cloudfron

t.net

13.224.193.115

13.224.193.20

13.224.193.85

13.224.193.60

35.244.174.68

52.49.40.147

52.209.246.140

52.210.44.111

52.48.151.83

52.19.106.86

52.215.139.246

13.225.74.112

13.225.74.27

13.225.74.92

13.225.74.75

aa-agkn-com-https-
2145740884.eu-central-
1.elb.amazonaws.com

52.29.225.117

52.58.248.2

3.120.52.200

3.127.52.31

Type
CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP

May 12, 2021 8.8.8.8
21:21:48.680860043
CEST

May 12, 2021 8.8.8.8
21:21:48.680860043
CEST

May 12, 2021 8.8.8.8
21:21:48.680860043
CEST

May 12, 2021 8.8.8.8
21:21:48.680860043
CEST

May 12, 2021 8.8.8.8
21:21:48.680860043
CEST

May 12, 2021 8.8.8.8
21:21:48.785264969
CEST

May 12, 2021 8.8.8.8
21:21:48.927777052
CEST

May 12, 2021 8.8.8.8
21:21:49.000449896
CEST

May 12, 2021 8.8.8.8
21:21:49.123723030
CEST

May 12, 2021 8.8.8.8
21:21:49.277978897
CEST

May 12, 2021 8.8.8.8
21:21:49.394958019
CEST

May 12, 2021 8.8.8.8
21:21:49.394958019
CEST

May 12, 2021 8.8.8.8
21:21:49.482047081
CEST

May 12, 2021 8.8.8.8
21:21:49.482047081
CEST

May 12, 2021 8.8.8.8
21:21:49.482047081
CEST

May 12, 2021 8.8.8.8
21:21:49.482047081
CEST

May 12, 2021 8.8.8.8
21:21:49.487586975
CEST

May 12, 2021 8.8.8.8
21:21:49.487586975
CEST

May 12, 2021 8.8.8.8
21:21:49.601685047
CEST

May 12, 2021 8.8.8.8
21:21:49.601685047
CEST

May 12, 2021 8.8.8.8
21:21:49.601685047
CEST

May 12, 2021 8.8.8.8
21:21:49.601685047
CEST

May 12, 2021 8.8.8.8
21:21:49.601685047
CEST

May 12, 2021 8.8.8.8
21:21:49.601685047
CEST

May 12, 2021 8.8.8.8
21:21:52.853352070
CEST

Copyright Joe Security LLC 2021

Dest IP
192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

Trans ID

0xf766

0xf766

0xf766

0xf766

0xf766

0x3770

0x77e0

0x4b36

0xe923

0xdb25

0x7186

0x7186

0xf569

0xf569

0xf569

0xf569

0xb35d

0xb35d

Oxddab

Oxddab

Oxddab

Oxddab

Oxddab

Oxddab

Oxf4e7

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

sync.matht
ag.com

pixel-orig
in.mathtag.com

pixel-orig
in.mathtag.com

pixel-orig
in.mathtag.com

pixel-orig
in.mathtag.com

idsync.rlcdn.com

d.turn.com

pixel.tapad.com

cm.g.doubl
eclick.net

rtd.tubemo
gul.com

p.rfihub.com

a.rfihub.com

match.adsrvr.org

match-aga.
adsrvr.org

a97adde81b
00f2cad.aw
sglobalacc
elerator.com

a97adde81b
00f2cad.aw
sglobalacc
elerator.com

rtd-tm.eve
resttech.net

rtd.tubemo
gul.com

pixel.quan
tserve.com

global.px.
quantserve.com

global.px.
guantserve.com

global.px.
quantserve.com

global.px.
quantserve.com

global.px.
guantserve.com

adobe-sync
.dotomi.com

CName Address

pixel-origin.mathtag.com

185.29.133.52

185.29.135.226

185.29.135.190

185.29.135.234

35.244.174.68

d.turn.com.akadns.net

35.227.248.159

142.250.186.130

h2.shared.global.fastly.ne

t

a.rfihub.com

a.rfihub.com.akadns.net

match-aga.adsrvr.org

a97adde81b00f2ca4.awsg

lobalaccelerator.com

76.223.111.131

13.248.242.197

rtd.tubemogul.com

h2.shared.global.fastly.ne

t

global.px.quantserve.com

91.228.74.134

91.228.74.226

91.228.74.133

91.228.74.198

91.228.74.189

afp.dotomi.weighted.com.
akadns.net

Type
CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP

May 12, 2021 8.8.8.8
21:21:52.853352070
CEST

May 12, 2021 8.8.8.8
21:21:54.693624020
CEST

May 12, 2021 8.8.8.8
21:21:54.693624020
CEST

May 12, 2021 8.8.8.8
21:21:54.943655014
CEST

May 12, 2021 8.8.8.8
21:21:54.943655014
CEST

May 12, 2021 8.8.8.8
21:21:54.943655014
CEST

May 12, 2021 8.8.8.8
21:21:54.943655014
CEST

May 12, 2021 8.8.8.8
21:21:58.520167112
CEST

May 12, 2021 8.8.8.8
21:21:58.520167112
CEST

May 12, 2021 8.8.8.8
21:21:58.520167112
CEST

May 12, 2021 8.8.8.8
21:21:58.520167112
CEST

May 12, 2021 8.8.8.8
21:21:58.695900917
CEST

May 12, 2021 8.8.8.8
21:21:58.695900917
CEST

May 12, 2021 8.8.8.8
21:21:59.670203924
CEST

May 12, 2021 8.8.8.8
21:22:00.567595959
CEST

May 12, 2021 8.8.8.8
21:22:00.631513119
CEST

May 12, 2021 8.8.8.8
21:22:00.631513119
CEST

May 12, 2021 8.8.8.8
21:22:00.631513119
CEST

May 12, 2021 8.8.8.8
21:22:00.631513119
CEST

May 12, 2021 8.8.8.8
21:22:00.631513119
CEST

May 12, 2021 8.8.8.8
21:22:00.631513119
CEST

May 12, 2021 8.8.8.8
21:22:00.631513119
CEST

May 12, 2021 8.8.8.8
21:22:00.631513119
CEST

May 12, 2021 8.8.8.8
21:22:00.631513119
CEST

May 12, 2021 8.8.8.8
21:22:00.631513119
CEST

May 12, 2021 8.8.8.8
21:22:00.631513119
CEST

Copyright Joe Security LLC 2021

Dest IP
192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

Trans ID

Oxf4e7

0x8adl

0x8adl

Oxd36d

Oxd36d

Oxd36d

Oxd36d

0x52ec

0x52ec

0x52ec

0x52ec

0x2a40

0x2a40

0x8c75

0x2ff3

0xa358

0xa358

0xa358

0xa358

0xa358

0xa358

0xa358

0xa358

0xa358

0xa358

0xa358

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name
ams02-usadmm-
ds.dotomi.com

a.tribalfu
sion.com

a.tribalfu
sion.com

spark.adob
eprojectm.com

spark.adob
eprojectm.com

spark.adob
eprojectm.com

spark.adob

eprojectm.com

mli314.com

mli314.com

mli314.com

mli314.com

s.tribalfu

sion.com

s.tribalfu

sion.com

bttrack.com

ds-aksb-a.

akamaihd.net

pix-us.revjet.com

pix-us.revjet.com

pix-us.revjet.com

pix-us.revjet.com

pix-us.revjet.com

pix-us.revjet.com

pix-us.revjet.com

pix-us.revjet.com

pix-us.revjet.com

pix-us.revjet.com

pix-us.revjet.com

CName

ds-aksb-
a.akamaihd.net.edgesuite
.net

Address
64.158.223.137

104.18.13.5

104.18.12.5

13.225.74.35

13.225.74.123

13.225.74.86

13.225.74.22

52.49.20.76

52.31.168.5

34.247.104.176

52.211.195.119

104.18.12.5

104.18.13.5

192.132.33.46

147.135.65.170

72.251.232.132

51.81.46.107

51.81.46.161

51.81.245.131

107.6.93.89

147.135.65.58

51.81.46.116

74.217.31.249

23.92.178.246

147.135.105.7

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP

May 12, 2021
21:22:00.631513119
CEST

8.8.8.8

May 12, 2021
21:22:00.631513119
CEST

8.8.8.8

May 12, 2021
21:22:00.631513119
CEST

8.8.8.8

May 12, 2021
21:22:00.631513119
CEST

8.8.8.8

May 12, 2021
21:22:00.631513119
CEST

8.8.8.8

May 12, 2021
21:22:00.631513119
CEST

8.8.8.8

May 12, 2021 8.8.8.8
21:22:00.631513119

CEST

May 12, 2021
21:22:00.631513119
CEST

8.8.8.8

May 12, 2021
21:22:01.575823069
CEST

8.8.8.8

May 12, 2021 8.8.8.8
21:22:01.575823069

CEST

May 12, 2021
21:22:01.575823069
CEST

8.8.8.8

May 12, 2021
21:22:05.351624012
CEST

8.8.8.8

May 12, 2021 8.8.8.8
21:22:05.632910013

CEST

May 12, 2021
21:22:06.613183022
CEST

8.8.8.8

May 12, 2021
21:22:06.613183022
CEST

8.8.8.8

May 12, 2021
21:22:06.613183022
CEST

8.8.8.8

May 12, 2021
21:22:06.613183022
CEST

8.8.8.8

May 12, 2021
21:22:06.613183022
CEST

8.8.8.8

May 12, 2021
21:22:06.613183022
CEST

8.8.8.8

May 12, 2021 8.8.8.8
21:22:06.613183022

CEST

May 12, 2021
21:22:06.613183022
CEST

8.8.8.8

May 12, 2021
21:22:06.613183022
CEST

8.8.8.8

May 12, 2021 8.8.8.8
21:22:06.613183022

CEST

May 12, 2021
21:22:07.620795965
CEST

8.8.8.8

May 12, 2021
21:22:07.620795965
CEST

8.8.8.8

May 12, 2021
21:22:08.625617981
CEST

8.8.8.8

Copyright Joe Security LLC 2021

Dest IP
192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

Trans ID

0xa358

0xa358

0xa358

0xa358

0xa358

0xa358

0xa358

0xa358

0x38c9

0x38c9

0x38c9

0xbb8c

Oxfaaf

Ox4ab7

Ox4ab7

Ox4ab7

Ox4ab7

Ox4ab7

Ox4ab7

Ox4ab7

Ox4ab7

Ox4ab7

Ox4ab7

Ox4a4l

Ox4a4l

Oxbbc7

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

pix-us.revjet.com

pix-us.revjet.com

pix-us.revjet.com

pix-us.revjet.com

pix-us.revjet.com

pix-us.revjet.com

pix-us.revjet.com

pix-us.revjet.com

sync-tm.ev
eresttech.net

sync.tubem
ogul.com

syncf.tube
mogul.com

pixel.rubi
conproject.com

dsum-sec.c
asalemedia.com

ib.adnxs.com

g.geogslb.com

ib.anycast
.adnxs.com

ib.anycast
.adnxs.com

ib.anycast
.adnxs.com

ib.anycast
.adnxs.com

ib.anycast
.adnxs.com

ib.anycast
.adnxs.com

ib.anycast
.adnxs.com

ib.anycast
.adnxs.com

us-u.openx.net

us-u.openx.net

image2.pub
matic.com

CName Address

51.81.109.166

74.217.31.247

147.135.105.5

72.251.235.230

107.6.88.54

51.81.67.84

51.81.109.164

74.201.172.216

sync.tubemogul.com

syncf.tubemogul.com

h2.shared.global.fastly.ne

t

pixel.rubiconproject.net.a
kadns.net

dsum-
sec.casalemedia.com.edg
ekey.net

g.geogslb.com

ib.anycast.adnxs.com

185.33.220.145

185.33.221.14

185.33.221.88

185.33.221.13

185.33.220.244

185.33.221.53

185.33.220.241

185.33.221.52

34.98.64.218

35.244.159.8

pug-lhrc.pubmatic.com

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP

May 12, 2021
21:22:08.625617981
CEST

8.8.8.8

May 12, 2021
21:22:08.625617981
CEST

8.8.8.8

May 12, 2021
21:22:09.610723019
CEST

8.8.8.8

May 12, 2021
21:22:09.610723019
CEST

8.8.8.8

May 12, 2021
21:22:09.610723019
CEST

8.8.8.8

May 12, 2021
21:22:11.582889080
CEST

8.8.8.8

May 12, 2021 8.8.8.8
21:22:11.582889080

CEST

May 12, 2021
21:22:11.582889080
CEST

8.8.8.8

May 12, 2021
21:22:11.582889080
CEST

8.8.8.8

May 12, 2021 8.8.8.8
21:22:11.582889080

CEST

May 12, 2021
21:22:11.582889080
CEST

8.8.8.8

May 12, 2021
21:22:11.582889080
CEST

8.8.8.8

May 12, 2021 8.8.8.8
21:22:11.582889080

CEST

May 12, 2021
21:22:12.752612114
CEST

8.8.8.8

May 12, 2021
21:22:12.752612114
CEST

8.8.8.8

May 12, 2021
21:22:12.752612114
CEST

8.8.8.8

May 12, 2021
21:22:12.752612114
CEST

8.8.8.8

May 12, 2021
21:22:13.751591921
CEST

8.8.8.8

May 12, 2021
21:22:13.751591921
CEST

8.8.8.8

May 12, 2021 8.8.8.8
21:22:13.751591921

CEST

May 12, 2021
21:22:14.505467892
CEST

8.8.8.8

HTTPS Packets

Timestamp Source IP

Copyright Joe Security LLC 2021

Dest IP
192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

Source

Port Dest IP

Trans ID

Oxbbc7

Oxbbc7

Oxfeel

Oxfeel

Oxfeel

0xa20

0xa20

0xa20

0xa20

0xa20

0xa20

0xa20

0xa20

Oxa2al

Oxa2al

Oxa2al

Oxa2al

0xf85b

0xf85b

0xf85b

0xb9e7

Dest
Port

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Subject

Name CName

pug-lhrc.p pug-lhr.pubmatic.com
ubmatic.com

pug-lhr.pu

bmatic.com

sync.searc sync.search-

h.spotxcha gtm.spotxchange.com.ak
nge.com adns.net

ams01.sync

.search.sp

otxchange.com

ams01.sync
.search.sp
otxchange.com

g2.gumgum.com

g2.gumgum.com

g2.gumgum.com

g2.gumgum.com

g2.gumgum.com

g2.gumgum.com

g2.gumgum.com

g2.gumgum.com

s.thebrigh
ttag.com

s.thebrigh
ttag.com

s.thebrigh
ttag.com

s.thebrigh
ttag.com

mwsyncpixel.eu-west-
1.elasticbeanstalk.com

partner.me
diawallahs
cript.com

mwsyncpixel.eu-
west-1.elastich
eanstalk.com

mwsyncpixel.eu-
west-1.elastich
eanstalk.com

use.typekit.net  use-

stls.adobe.com.edgesuite

.net

Not

Issuer Before

Address

185.64.190.80

185.94.180.126

185.94.180.125

52.208.210.171

54.247.114.64

54.77.19.59

52.208.41.69

34.254.122.11

54.77.47.243

34.251.173.19

52.212.126.234

34.248.208.147

54.195.251.142

46.137.100.162

54.228.243.159

34.240.86.127

Type
CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

52.51.73.37 A (IP address)
CNAME
(Canonical
name)
JA3 SSL
Not Client
After Fingerprint

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

JA3 SSL Client Digest
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Timestamp Source IP

May 12, 2021
21:20:54.951432943
CEST

52.217.103.94

May 12, 2021 52.217.103.94
21:20:56.384743929

CEST

May 12, 2021
21:21:19.585820913
CEST

162.241.7.225

May 12, 2021
21:21:19.586581945
CEST

162.241.7.225

Copyright Joe Security LLC 2021

Source
Port

443

443

443

443

Dest
Dest IP Port
192.168.2.6 49731

192.168.2.6 49734

192.168.2.6 49796

192.168.2.6 49797

Subject

CN=s3.amazonaws.com,
O="Amazon.com, Inc.",
L=Seattle, ST=Washington,
C=US CN=DigiCert
Baltimore CA-2 G2,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Baltimore CA-
2G2,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=s3.amazonaws.com,
O="Amazon.com, Inc.",
L=Seattle, ST=Washington,
C=US CN=DigiCert
Baltimore CA-2 G2,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Baltimore CA-
2G2,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=greycottage.ng
CN="cPanel, Inc.
Certification Authority",
O="cPanel, Inc.",
L=Houston, ST=TX, C=US
CN=COMODO RSA
Certification Authority,
O=COMODO CA Limited,
L=Salford, ST=Greater
Manchester, C=GB

CN="cPanel, Inc.
Certification Authority",
O="cPanel, Inc.",
L=Houston, ST=TX, C=US

CN=COMODO RSA
Certification Authority,
O=COMODO CA Limited,
L=Salford, ST=Greater
Manchester, C=GB

CN=greycottage.ng
CN="cPanel, Inc.
Certification Authority",
O="cPanel, Inc.",
L=Houston, ST=TX, C=US
CN=COMODO RSA
Certification Authority,
O=COMODO CA Limited,
L=Salford, ST=Greater
Manchester, C=GB

CN="cPanel, Inc.
Certification Authority",
O="cPanel, Inc.",
L=Houston, ST=TX, C=US

CN=COMODO RSA
Certification Authority,
O=COMODO CA Limited,
L=Salford, ST=Greater
Manchester, C=GB

Issuer

CN=DigiCert Baltimore
CA-2 G2,
OU=www.digicert.com,
O=DigiCert Inc, C=US
CN=Baltimore CyberTrust
Root, OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore CyberTrust
Root, OU=CyberTrust,
O=Baltimore, C=IE

CN=DigiCert Baltimore
CA-2 G2,
OU=www.digicert.com,
O=DigiCert Inc, C=US
CN=Baltimore CyberTrust
Root, OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore CyberTrust
Root, OU=CyberTrust,
O=Baltimore, C=IE

CN="cPanel, Inc.
Certification Authority",
O="cPanel, Inc.",
L=Houston, ST=TX,
C=US CN=COMODO
RSA Certification
Authority, O=COMODO
CA Limited, L=Salford,
ST=Greater Manchester,
C=GB CN=AAA
Certificate Services,
O=Comodo CA Limited,
L=Salford, ST=Greater
Manchester, C=GB

CN=COMODO RSA
Certification Authority,
O=COMODO CA Limited,
L=Salford, ST=Greater
Manchester, C=GB

CN=AAA Certificate
Services, O=Comodo CA
Limited, L=Salford,
ST=Greater Manchester,
C=GB

CN="cPanel, Inc.
Certification Authority",
O="cPanel, Inc.",
L=Houston, ST=TX,
C=US CN=COMODO
RSA Certification
Authority, O=COMODO
CA Limited, L=Salford,
ST=Greater Manchester,
C=GB CN=AAA
Certificate Services,
O=Comodo CA Limited,
L=Salford, ST=Greater
Manchester, C=GB

CN=COMODO RSA
Certification Authority,
O=COMODO CA Limited,
L=Salford, ST=Greater
Manchester, C=GB

CN=AAA Certificate
Services, O=Comodo CA
Limited, L=Salford,
ST=Greater Manchester,
C=GB

Not
Before

Tue Aug
04
02:00:00
CEST
2020
Tue Dec
08
13:05:07
CET
2015

Tue Dec
08
13:05:07
CET
2015

Tue Aug
04
02:00:00
CEST
2020
Tue Dec
08
13:05:07
CET
2015

Tue Dec
08
13:05:07
CET
2015

Tue May
04
02:00:00
CEST
2021
Mon
May 18
02:00:00
CEST
2015
Thu Jan
01
01:00:00
CET
2004

Mon
May 18
02:00:00
CEST
2015

Thu Jan
01
01:00:00
CET
2004

Tue May
04
02:00:00
CEST
2021
Mon
May 18
02:00:00
CEST
2015
Thu Jan
01
01:00:00
CET
2004

Mon
May 18
02:00:00
CEST
2015

Thu Jan
01
01:00:00
CET
2004

Not
After

Mon
Aug 09
14:00:00
CEST
2021
Sat May
10
14:00:00
CEST
2025

Sat May
10
14:00:00
CEST
2025

Mon
Aug 09
14:00:00
CEST
2021
Sat May
10
14:00:00
CEST
2025

Sat May
10
14:00:00
CEST
2025

Tue Aug
03
01:59:59
CEST
2021
Sun May
18
01:59:59
CEST
2025
Mon Jan
01
00:59:59
CET
2029

Sun May
18
01:59:59
CEST
2025

Mon Jan
01
00:59:59
CET
2029

Tue Aug
03
01:59:59
CEST
2021
Sun May
18
01:59:59
CEST
2025
Mon Jan
01
00:59:59
CET
2029

Sun May
18
01:59:59
CEST
2025

Mon Jan
01
00:59:59
CET
2029

JA3 SSL
Client
Fingerprint

771,4865-
4866-4867-
49195-49199-
49196-49200-
52393-52392-
49171-49172-
156-157-47-
53,0-23-
65281-10-11-
35-16-5-13-18-
51-45-43-27-
21,29-23-24,0

771,4865-
4866-4867-
49195-49199-
49196-49200-
52393-52392-
49171-49172-
156-157-47-
53,0-23-
65281-10-11-
35-16-5-13-18-
51-45-43-27-
21,29-23-24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-23-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-23-
65281,29-23-
24,0

JA3 SSL Client Digest

b32309a26951912be7dba
376398abc3b

b32309a26951912be7dba
376398abc3b

37f463bf4616ecd445d4al
937da06e19

37f463bf4616ecd445d4al
937da06e19

Page 76 of 85



Timestamp Source IP

May 12, 2021
21:21:31.209677935
CEST

54.75.9.158

May 12, 2021
21:21:31.220031977
CEST

May 12, 2021
21:21:31.629048109
CEST

May 12, 2021 54.75.9.158
21:21:32.759622097

CEST

Copyright Joe Security LLC 2021

Source
Port

443

52.213.176.171 443

34.246.133.154 443

443

Dest
Dest IP Port
192.168.2.6 49841

192.168.2.6 49843

192.168.2.6 49845

192.168.2.6 49849

Subject

CN=*.tt.omtrdc.net,
O=Adobe Inc., L=SAN

JOSE, ST=California, C=US

CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=USs

CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=USs

CN=ims-
nal.adobelogin.com,
O=Adobe Inc., L=San Jose,
ST=ca, C=US CN=DigiCert
SHA2 Secure Server CA,
O=DigiCert Inc, C=US
CN=DigiCert Global Root
CA, OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=USs

CN=DigiCert Global Root
CA, OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=*.demdex.net,
OU=Digital Marketing,
O=Adobe Systems
Incorporated, L=San Jose,
ST=California, C=US
CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US
CN=DigiCert Global Root
CA, OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US

CN=DigiCert Global Root
CA, OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=*.tt.omtrdc.net,
O=Adobe Inc., L=SAN

JOSE, ST=California, C=US

CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=USs

CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=USs

Issuer

CN=DigiCert SHA2
Secure Server CA,
O=DigiCert Inc, C=US
CN=DigiCert Global Root
CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global Root
CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert SHA2
Secure Server CA,
O=DigiCert Inc, C=US
CN=DigiCert Global Root
CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US
CN=DigiCert Global Root
CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global Root
CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global Root
CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US
CN=DigiCert Global Root
CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US
CN=DigiCert Global Root
CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global Root
CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global Root
CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert SHA2
Secure Server CA,
O=DigiCert Inc, C=US
CN=DigiCert Global Root
CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global Root
CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

Not
Before

Mon
Nov 02
01:00:00
CET
2020 Fri
Mar 08
13:00:00
CET
2013

Fri Mar
08
13:00:00
CET
2013

Wed
Feb 24
01:00:00
CET
2021
Wed
Sep 23
02:00:00
CEST
2020 Fri
Nov 10
01:00:00
CET
2006

Wed
Sep 23
02:00:00
CEST
2020

Fri Nov
10
01:00:00
CET
2006

Wed
Dec 02
01:00:00
CET
2020
Thu Sep
24
02:00:00
CEST
2020 Fri
Nov 10
01:00:00
CET
2006

Thu Sep
24
02:00:00
CEST
2020

Fri Nov
10
01:00:00
CET
2006

Mon
Nov 02
01:00:00
CET
2020 Fri
Mar 08
13:00:00
CET
2013

Fri Mar
08
13:00:00
CET
2013

Not
After

Wed
Nov 10
00:59:59
CET
2021
Wed
Mar 08
13:00:00
CET
2023

Wed
Mar 08
13:00:00
CET
2023

Tue Mar
01
00:59:59
CET
2022
Mon
Sep 23
01:59:59
CEST
2030
Mon
Nov 10
01:00:00
CET
2031

Mon
Sep 23
01:59:59
CEST
2030

Mon
Nov 10
01:00:00
CET
2031

Mon Jan
03
00:59:59
CET
2022
Tue Sep
24
01:59:59
CEST
2030
Mon
Nov 10
01:00:00
CET
2031

Tue Sep
24
01:59:59
CEST
2030

Mon
Nov 10
01:00:00
CET
2031

Wed
Nov 10
00:59:59
CET
2021
Wed
Mar 08
13:00:00
CET
2023

Wed
Mar 08
13:00:00
CET
2023

JA3 SSL
Client
Fingerprint

771,4865-
4866-4867-
49195-49199-
49196-49200-
52393-52392-
49171-49172-
156-157-47-
53,0-23-
65281-10-11-
35-16-5-13-18-
51-45-43-27-
21,29-23-24,0

771,4865-
4866-4867-
49195-49199-
49196-49200-
52393-52392-
49171-49172-
156-157-47-
53,0-23-
65281-10-11-
35-16-5-13-18-
51-45-43-27-
21,29-23-24,0

771,4865-
4866-4867-
49195-49199-
49196-49200-
52393-52392-
49171-49172-
156-157-47-
53,0-23-
65281-10-11-
35-16-5-13-18-
51-45-43-27-
21,29-23-24,0

771,4865-
4866-4867-
49195-49199-
49196-49200-
52393-52392-
49171-49172-
156-157-47-
53,0-23-
65281-10-11-
35-16-5-13-18-
51-45-43-27-
21,29-23-24,0

JA3 SSL Client Digest

b32309a26951912be7dba
376398abc3b

b32309a26951912be7dba
376398abc3b

b32309a26951912be7dba
376398abc3b

b32309a26951912be7dba
376398abc3b
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Source

Timestamp Source IP Port
May 12, 2021 52.17.98.114 443
21:21:34.907823086

CEST

May 12, 2021 199.232.136.157 443
21:21:35.683969975

CEST

May 12, 2021 52.19.106.86 443
21:21:35.994436979

CEST

Copyright Joe Security LLC 2021

Dest
Dest IP Port
192.168.2.6 49878

192.168.2.6 49890

192.168.2.6 49898

Subject

CN=tag.device9.com,
OU=Domain Control
Validated CN=Go Daddy
Secure Certificate Authority
-G2,
OU=http://certs.godaddy.co
m/repository/,
O="GoDaddy.com, Inc.",
L=Scottsdale, ST=Arizona,
C=US CN=Go Daddy Root
Certificate Authority - G2,
O="GoDaddy.com, Inc.",
L=Scottsdale, ST=Arizona,
C=US OU=Go Daddy Class
2 Certification Authority,
O="The Go Daddy Group,
Inc.", C=US

CN=Go Daddy Secure
Certificate Authority - G2,
OU=http://certs.godaddy.co
m/repository/,
O="GoDaddy.com, Inc.",
L=Scottsdale, ST=Arizona,
C=USs

CN=Go Daddy Root
Certificate Authority - G2,
O="GoDaddy.com, Inc.",
L=Scottsdale, ST=Arizona,
C=USs

OU=Go Daddy Class 2
Certification Authority,
O="The Go Daddy Group,
Inc.", C=US

CN=ads-twitter.com,
OU=Twitter Security,
O="Twitter, Inc.", L=San
Francisco, ST=California,
C=US CN=DigiCert SHA2
High Assurance Server CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High
Assurance Server CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=*match.prod.bidr.io
CN=Amazon, OU=Server
CA 1B, O=Amazon, C=US
CN=Amazon Root CA 1,
O=Amazon, C=US
CN=Starfield Services Root
Certificate Authority - G2,
O="Starfield Technologies,
Inc.", L=Scottsdale,
ST=Arizona, C=US

CN=Amazon, OU=Server
CA 1B, O=Amazon, C=US

CN=Amazon Root CA 1,
O=Amazon, C=US

Issuer

CN=Go Daddy Secure
Certificate Authority - G2,
OU=http://certs.godaddy.c
om/repository/,
O="GoDaddy.com, Inc.",
L=Scottsdale,
ST=Arizona, C=US
CN=Go Daddy Root
Certificate Authority - G2,
O="GoDaddy.com, Inc.",
L=Scottsdale,
ST=Arizona, C=US
OU=Go Daddy Class 2
Certification Authority,
O="The Go Daddy Group,
Inc.", C=US OU=Go
Daddy Class 2
Certification Authority,
0O="The Go Daddy Group,
Inc.", C=US

CN=Go Daddy Root
Certificate Authority - G2,
O="GoDaddy.com, Inc.",
L=Scottsdale,
ST=Arizona, C=US

OU=Go Daddy Class 2
Certification Authority,
O="The Go Daddy Group,
Inc.", C=US

OU=Go Daddy Class 2
Certification Authority,
O="The Go Daddy Group,
Inc.", C=US

CN=DigiCert SHA2 High
Assurance Server CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US
CN=DigiCert High
Assurance EV Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert High
Assurance EV Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=Amazon, OU=Server
CA 1B, O=Amazon,
C=US CN=Amazon Root
CA 1, O=Amazon, C=US
CN=Starfield Services
Root Certificate Authority -
G2, O="Starfield
Technologies, Inc.",
L=Scottsdale,
ST=Arizona, C=US
OuU=starfield Class 2
Certification Authority,
O="Starfield
Technologies, Inc.",
C=USs

CN=Amazon Root CA 1,
O=Amazon, C=US

CN=Starfield Services
Root Certificate Authority -
G2, O="Starfield
Technologies, Inc.",
L=Scottsdale,
ST=Arizona, C=US

Not
Before

Thu Aug
06
12:30:28
CEST
2020
Tue May
03
09:00:00
CEST
2011
Wed
Jan 01
08:00:00
CET
2014
Tue Jun
29
19:06:20
CEST
2004

Tue May
03
09:00:00
CEST
2011

Wed

Jan 01
08:00:00
CET
2014

Tue Jun
29
19:06:20
CEST
2004

Fri Aug
14
02:00:00
CEST
2020
Tue Oct
22
14:00:00
CEST
2013

Tue Oct
22
14:00:00
CEST
2013

Fri Feb
26
01:00:00
CET
2021
Thu Oct
22
02:00:00
CEST
2015
Mon
May 25
14:00:00
CEST
2015
Wed
Sep 02
02:00:00
CEST
2009

Thu Oct
22
02:00:00
CEST
2015

Mon
May 25
14:00:00
CEST
2015

Not
After

Fri Sep
17
13:41:56
CEST
2021
Sat May
03
09:00:00
CEST
2031 Fri
May 30
09:00:00
CEST
2031
Thu Jun
29
19:06:20
CEST
2034

Sat May
03
09:00:00
CEST
2031

Fri May
30
09:00:00
CEST
2031

Thu Jun
29
19:06:20
CEST
2034

Thu Aug
19
14:00:00
CEST
2021
Sun Oct
22
14:00:00
CEST
2028

Sun Oct
22
14:00:00
CEST
2028

Mon Mar
28
01:59:59
CEST
2022
Sun Oct
19
02:00:00
CEST
2025
Thu Dec
31
02:00:00
CET
2037
Wed
Jun 28
19:39:16
CEST
2034

Sun Oct
19
02:00:00
CEST
2025

Thu Dec
31
02:00:00
CET
2037

JA3 SSL
Client
Fingerprint

771,4865-
4866-4867-
49195-49199-
49196-49200-
52393-52392-
49171-49172-
156-157-47-
53,0-23-
65281-10-11-
35-16-5-13-18-
51-45-43-27-
21,29-23-24,0

771,4865-
4866-4867-
49195-49199-
49196-49200-
52393-52392-
49171-49172-
156-157-47-
53,0-23-
65281-10-11-
35-16-5-13-18-
51-45-43-27-
21,29-23-24,0

771,4865-
4866-4867-
49195-49199-
49196-49200-
52393-52392-
49171-49172-
156-157-47-
53,0-23-
65281-10-11-
35-16-5-13-18-
51-45-43-27-
21,29-23-24,0

JA3 SSL Client Digest

b32309a26951912be7dba
376398abc3b

b32309a26951912be7dba
376398abc3b

b32309a26951912be7dba
376398abc3b
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Timestamp Source IP

May 12, 2021
21:21:36.028701067
CEST

52.19.106.86

May 12, 2021
21:21:36.298549891
CEST

108.174.11.37

May 12, 2021
21:21:36.381352901
CEST

104.244.42.3

May 12, 2021 104.244.42.5
21:21:36.412411928

CEST

Copyright Joe Security LLC 2021

Source
Port

443

443

443

443

Dest
Dest IP Port
192.168.2.6 49900

192.168.2.6 49896

192.168.2.6 49905

192.168.2.6 49906

Subject

CN=Starfield Services Root
Certificate Authority - G2,
O="Starfield Technologies,
Inc.", L=Scottsdale,
ST=Arizona, C=US

CN=*match.prod.bidr.io
CN=Amazon, OU=Server
CA 1B, O=Amazon, C=US
CN=Amazon Root CA 1,
O=Amazon, C=US
CN=Starfield Services Root
Certificate Authority - G2,
O="Starfield Technologies,
Inc.", L=Scottsdale,
ST=Arizona, C=US

CN=Amazon, OU=Server
CA 1B, O=Amazon, C=US

CN=Amazon Root CA 1,
O=Amazon, C=US

CN=Starfield Services Root
Certificate Authority - G2,
O="Starfield Technologies,
Inc.", L=Scottsdale,
ST=Arizona, C=US

CN=px.ads.linkedin.com,
O=LinkedIn Corporation,
L=Sunnyvale,
ST=California, C=US
CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=USs

CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=USs

CN=*.twitter.com,
O="Twitter, Inc.", L=San
Francisco, ST=California,
C=US CN=DigiCert TLS
RSA SHA256 2020 CAL,
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US

CN=t.co, O="Twitter, Inc.",
L=San Francisco,
ST=California, C=US
CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US

Issuer

OuU=starfield Class 2
Certification Authority,
O="Starfield
Technologies, Inc.",
C=USs

CN=Amazon, OU=Server
CA 1B, O=Amazon,
C=US CN=Amazon Root
CA 1, O=Amazon, C=US
CN=Starfield Services
Root Certificate Authority -
G2, O="Starfield
Technologies, Inc.",
L=Scottsdale,
ST=Arizona, C=US
OU=starfield Class 2
Certification Authority,
O="Starfield
Technologies, Inc.",
C=USs

CN=Amazon Root CA 1,
O=Amazon, C=US

CN=Starfield Services
Root Certificate Authority -
G2, O="Starfield
Technologies, Inc.",
L=Scottsdale,
ST=Arizona, C=US

OuU=starfield Class 2
Certification Authority,
O="Starfield
Technologies, Inc.",
C=USs

CN=DigiCert SHA2
Secure Server CA,
O=DigiCert Inc, C=US
CN=DigiCert Global Root
CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global Root
CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US
CN=DigiCert Global Root
CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global Root
CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US
CN=DigiCert Global Root
CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

Not
Before

Wed
Sep 02
02:00:00
CEST
2009

Fri Feb
26
01:00:00
CET
2021
Thu Oct
22
02:00:00
CEST
2015
Mon
May 25
14:00:00
CEST
2015
Wed
Sep 02
02:00:00
CEST
2009

Thu Oct
22
02:00:00
CEST
2015

Mon
May 25
14:00:00
CEST
2015

Wed
Sep 02
02:00:00
CEST
2009

Thu Apr
15
02:00:00
CEST
2021
Wed
Sep 23
02:00:00
CEST
2020

Wed
Sep 23
02:00:00
CEST
2020

Fri Feb
05
01:00:00
CET
2021
Thu Sep
24
02:00:00
CEST
2020

Thu Sep
24
02:00:00
CEST
2020

Fri Feb
05
01:00:00
CET
2021
Thu Sep
24
02:00:00
CEST
2020

Not
After

Wed

Jun 28
19:39:16
CEST
2034

Mon Mar
28
01:59:59
CEST
2022
Sun Oct
19
02:00:00
CEST
2025
Thu Dec
31
02:00:00
CET
2037
Wed
Jun 28
19:39:16
CEST
2034

Sun Oct
19
02:00:00
CEST
2025

Thu Dec
31
02:00:00
CET
2037

Wed

Jun 28
19:39:16
CEST
2034

Sat Oct
16
01:59:59
CEST
2021
Mon
Sep 23
01:59:59
CEST
2030

Mon
Sep 23
01:59:59
CEST
2030

Sat Feb
05
00:59:59
CET
2022
Tue Sep
24
01:59:59
CEST
2030

Tue Sep
24
01:59:59
CEST
2030

Sat Feb
05
00:59:59
CET
2022
Tue Sep
24
01:59:59
CEST
2030

JA3 SSL
Client
Fingerprint

771,4865-
4866-4867-
49195-49199-
49196-49200-
52393-52392-
49171-49172-
156-157-47-
53,0-23-
65281-10-11-
35-16-5-13-18-
51-45-43-27-
21,29-23-24,0

771,4865-
4866-4867-
49195-49199-
49196-49200-
52393-52392-
49171-49172-
156-157-47-
53,0-23-
65281-10-11-
35-16-5-13-18-
51-45-43-27-
21,29-23-24,0

771,4865-
4866-4867-
49195-49199-
49196-49200-
52393-52392-
49171-49172-
156-157-47-
53,0-23-
65281-10-11-
35-16-5-13-18-
51-45-43-27-
21,29-23-24,0

771,4865-
4866-4867-
49195-49199-
49196-49200-
52393-52392-
49171-49172-
156-157-47-
53,0-23-
65281-10-11-
35-16-5-13-18-
51-45-43-27-
21,29-23-24,0

JA3 SSL Client Digest

b32309a26951912be7dba
376398abc3b

b32309a26951912be7dba
376398abc3b

b32309a26951912be7dba
376398abc3b

b32309a26951912be7dba
376398abc3b
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Source

Timestamp Source IP Port

May 12, 2021
21:21:41.149513006
CEST

162.247.242.18 443

May 12, 2021
21:21:41.656066895
CEST

13.225.74.123 443

May 12, 2021
21:21:41.658328056
CEST

13.225.74.123 443

May 12, 2021 52.214.120.236 443
21:21:44.996623993

CEST

Copyright Joe Security LLC 2021

Dest

Dest IP Port

192.168.2.6 49929

192.168.2.6 49936

192.168.2.6 49935

192.168.2.6 49952

Subject

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US

CN=*.nr-data.net, O="New
Relic, Inc.", L=San
Francisco, ST=California,
C=US CN=DigiCert SHA2
Secure Server CA,
O=DigiCert Inc, C=US

CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=USs

CN=spark.adobe.com,
OU=IT, O=Adobe Systems
Incorporated, L=San Jose,
ST=California, C=US
CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=USs

CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=USs

CN=spark.adobe.com,
OU=IT, O=Adobe Systems
Incorporated, L=San Jose,
ST=California, C=US
CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=USs

CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=USs

CN=*.demdex.net,
OU=Digital Marketing,
O=Adobe Systems
Incorporated, L=San Jose,
ST=California, C=US
CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US
CN=DigiCert Global Root
CA, OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US

CN=DigiCert Global Root
CA, OU=www.digicert.com,
O=DigiCert Inc, C=US

Issuer

CN=DigiCert Global Root
CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert SHA2
Secure Server CA,
O=DigiCert Inc, C=US
CN=DigiCert Global Root
CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global Root
CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert SHA2
Secure Server CA,
O=DigiCert Inc, C=US
CN=DigiCert Global Root
CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global Root
CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert SHA2
Secure Server CA,
O=DigiCert Inc, C=US
CN=DigiCert Global Root
CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global Root
CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US
CN=DigiCert Global Root
CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US
CN=DigiCert Global Root
CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global Root
CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global Root
CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

Not
Before

Thu Sep
24
02:00:00
CEST
2020

Wed
Feb 05
01:00:00
CET
2020 Fri
Mar 08
13:00:00
CET
2013

Fri Mar
08
13:00:00
CET
2013

Fri Jun
05
02:00:00
CEST
2020 Fri
Mar 08
13:00:00
CET
2013

Fri Mar
08
13:00:00
CET
2013

Fri Jun
05
02:00:00
CEST
2020 Fri
Mar 08
13:00:00
CET
2013

Fri Mar
08
13:00:00
CET
2013

Wed
Dec 02
01:00:00
CET
2020
Thu Sep
24
02:00:00
CEST
2020 Fri
Nov 10
01:00:00
CET
2006

Thu Sep
24
02:00:00
CEST
2020

Fri Nov
10
01:00:00
CET
2006

Not
After

Tue Sep
24
01:59:59
CEST
2030

Tue Feb
08
13:00:00
CET
2022
Wed
Mar 08
13:00:00
CET
2023

Wed
Mar 08
13:00:00
CET
2023

Fri Jun
10
14:00:00
CEST
2022
Wed
Mar 08
13:00:00
CET
2023

Wed
Mar 08
13:00:00
CET
2023

Fri Jun
10
14:00:00
CEST
2022
Wed
Mar 08
13:00:00
CET
2023

Wed
Mar 08
13:00:00
CET
2023

Mon Jan
03
00:59:59
CET
2022
Tue Sep
24
01:59:59
CEST
2030
Mon
Nov 10
01:00:00
CET
2031

Tue Sep
24
01:59:59
CEST
2030

Mon
Nov 10
01:00:00
CET
2031

JA3 SSL

Client

Fingerprint JA3 SSL Client Digest
771,4865- b32309a26951912be7dba
4866-4867- 376398abc3b

49195-49199-
49196-49200-
52393-52392-
49171-49172-
156-157-47-
53,0-23-
65281-10-11-
35-16-5-13-18-
51-45-43-27-
21,29-23-24,0

3b5074b1b5d032e5620f6
9f9f700ff0e

771,49196-
49195-49200-
49199-159-
158-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-23-
65281,29-23-
24,0

3b5074b1b5d032e5620f6
9f9f700ff0e

771,49196-
49195-49200-
49199-159-
158-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-23-
65281,29-23-
24,0

b32309a26951912be7dba
376398abc3b

771,4865-
4866-4867-
49195-49199-
49196-49200-
52393-52392-
49171-49172-
156-157-47-
53,0-23-
65281-10-11-
35-16-5-13-18-
51-45-43-27-
21,29-23-24,0
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Timestamp Source IP

May 12, 2021
21:21:46.699768066
CEST

35.244.174.68

May 12, 2021
21:21:48.315258026
CEST

52.29.225.117

May 12, 2021
21:21:48.804269075
CEST

185.29.133.52

Copyright Joe Security LLC 2021

Source
Port

443

443

443

Dest
Dest IP Port
192.168.2.6 49981

192.168.2.6 50001

192.168.2.6 50003

Subject

CN=*.rlcdn.com
CN=Sectigo RSA Domain
Validation Secure Server
CA, O=Sectigo Limited,
L=Salford, ST=Greater
Manchester, C=GB
CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US
CN=AAA Certificate
Services, O=Comodo CA
Limited, L=Salford,
ST=Greater Manchester,
C=GB

CN=Sectigo RSA Domain
Validation Secure Server
CA, O=Sectigo Limited,
L=Salford, ST=Greater
Manchester, C=GB

CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US

CN=AAA Certificate
Services, O=Comodo CA
Limited, L=Salford,
ST=Greater Manchester,
C=GB

CN=*.agkn.com
CN=DigiCert Global Root
CA, OU=www.digicert.com,
O=DigiCert Inc, C=US
CN=RapidSSL RSA CA
2018,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global Root
CA, OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=RapidSSL RSA CA
2018,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=*mathtag.com,
O="MediaMath, Inc.",

L=New York, ST=New York,

C=US CN=DigiCert SHA2
Secure Server CA,
O=DigiCert Inc, C=US

CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=USs

Issuer

CN=Sectigo RSA Domain
Validation Secure Server
CA, O=Sectigo Limited,
L=Salford, ST=Greater
Manchester, C=GB
CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US
CN=AAA Certificate
Services, O=Comodo CA
Limited, L=Salford,
ST=Greater Manchester,
C=GB CN=AAA
Certificate Services,
O=Comodo CA Limited,
L=Salford, ST=Greater
Manchester, C=GB

CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US

CN=AAA Certificate
Services, O=Comodo CA
Limited, L=Salford,
ST=Greater Manchester,
C=GB

CN=AAA Certificate
Services, O=Comodo CA
Limited, L=Salford,
ST=Greater Manchester,
C=GB

CN=RapidSSL RSA CA
2018,
OU=www.digicert.com,
O=DigiCert Inc, C=US
CN=DigiCert Global Root
CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US
CN=DigiCert Global Root
CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global Root
CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global Root
CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert SHA2
Secure Server CA,
O=DigiCert Inc, C=US
CN=DigiCert Global Root
CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global Root
CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

Not
Before

Thu Feb
25
01:00:00
CET
2021 Fri
Nov 02
01:00:00
CET
2018
Tue Mar
12
01:00:00
CET
2019
Thu Jan
01
01:00:00
CET
2004

Fri Nov
02
01:00:00
CET
2018

Tue Mar
12
01:00:00
CET
2019

Thu Jan
01
01:00:00
CET
2004

Sat Jul
25
02:00:00
CEST
2020 Fri
Nov 10
01:00:00
CET
2006
Mon
Nov 06
13:23:33
CET
2017

Fri Nov
10
01:00:00
CET
2006

Mon
Nov 06
13:23:33
CET
2017

Wed Apr
15
02:00:00
CEST
2020 Fri
Mar 08
13:00:00
CET
2013

Fri Mar
08
13:00:00
CET
2013

Not
After

Tue Mar
29
01:59:59
CEST
2022
Wed
Jan 01
00:59:59
CET
2031
Mon Jan
01
00:59:59
CET
2029
Mon Jan
01
00:59:59
CET
2029

Wed

Jan 01
00:59:59
CET
2031

Mon Jan
01
00:59:59
CET
2029

Mon Jan
01
00:59:59
CET
2029

Sun Sep
18
14:00:00
CEST
2022
Mon
Nov 10
01:00:00
CET
2031
Sat Nov
06
13:23:33
CET
2027

Mon
Nov 10
01:00:00
CET
2031

Sat Nov
06
13:23:33
CET
2027

Fri Apr
22
14:00:00
CEST
2022
Wed
Mar 08
13:00:00
CET
2023

Wed
Mar 08
13:00:00
CET
2023

JA3 SSL
Client
Fingerprint

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-23-
65281,29-23-
24,0

771,4865-
4866-4867-
49195-49199-
49196-49200-
52393-52392-
49171-49172-
156-157-47-
53,0-23-
65281-10-11-
35-16-5-13-18-
51-45-43-27-
21,29-23-24,0

771,4865-
4866-4867-
49195-49199-
49196-49200-
52393-52392-
49171-49172-
156-157-47-
53,0-23-
65281-10-11-
35-16-5-13-18-
51-45-43-27-
21,29-23-24,0

JA3 SSL Client Digest

37f463bf4616ecd445d4al
937da06e19

b32309a26951912be7dba
376398abc3b

b32309a26951912be7dba
376398abc3b
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Source

Timestamp Source IP Port

May 12, 2021
21:21:49.590759993
CEST

76.223.111.131 443

May 12, 2021
21:21:49.698468924
CEST

91.228.74.134 443

May 12, 2021 64.158.223.137 443
21:21:52.976815939

CEST

May 12, 2021
21:21:58.696523905
CEST

52.49.20.76 443

Copyright Joe Security LLC 2021

Dest

Dest IP Port

192.168.2.6 50017

192.168.2.6 50018

192.168.2.6 50026

192.168.2.6 50052

Subject

CN=*.adsrvr.org
CN=GlobalSign GCC R3
DV TLS CA 2020,
O=GlobalSign nv-sa, C=BE
CN=GlobalSign,
O=GlobalSign,
OU=GlobalSign Root CA -
R3

CN=GlobalSign GCC R3
DV TLS CA 2020,
O=GlobalSign nv-sa, C=BE

CN=GlobalSign,
O=GlobalSign,
OU=GlobalSign Root CA -
R3

CN=*.quantserve.com,
O=Quantcast Corporation,
L=San Francisco,
ST=California, C=US
CN=DigiCert SHA2 High
Assurance Server CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High
Assurance Server CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=*.dotomi.com,
O=Conversant LLC,
OU=Corp, L=Westlake
Village, ST=CA, C=US
CN=GlobalSign RSA OV
SSL CA 2018,
O=GlobalSign nv-sa, C=BE

CN=GlobalSign RSA OV
SSL CA 2018,
0O=GlobalSign nv-sa, C=BE

CN=*ml314.com
CN=Amazon, OU=Server
CA 1B, O=Amazon, C=US
CN=Amazon Root CA 1,
O=Amazon, C=US
CN=Starfield Services Root
Certificate Authority - G2,
O="Starfield Technologies,
Inc.", L=Scottsdale,
ST=Arizona, C=US

CN=Amazon, OU=Server
CA 1B, O=Amazon, C=US

Issuer

CN=GlobalSign GCC R3
DV TLS CA 2020,
O=GlobalSign nv-sa,
C=BE CN=GlobalSign,
O=GlobalSign,
OU=GlobalSign Root CA -
R3 CN=GlobalSign,
O=GlobalSign,
OU=GlobalSign Root CA -
R3

CN=GlobalSign,
O=GlobalSign,
OU=GlobalSign Root CA -
R3

CN=GlobalSign,
O=GlobalSign,
OU=GlobalSign Root CA -
R3

CN=DigiCert SHA2 High
Assurance Server CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US
CN=DigiCert High
Assurance EV Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert High
Assurance EV Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=GlobalSign RSA OV
SSL CA 2018,
0O=GlobalSign nv-sa,
C=BE CN=GlobalSign,
O=GlobalSign,
OU=GlobalSign Root CA -
R3

CN=GlobalSign,
O=GlobalSign,
OU=GlobalSign Root CA -
R3

CN=Amazon, OU=Server
CA 1B, O=Amazon,
C=US CN=Amazon Root
CA 1, O=Amazon, C=US
CN=Starfield Services
Root Certificate Authority -
G2, O="Starfield
Technologies, Inc.",
L=Scottsdale,
ST=Arizona, C=US
OU=Sstarfield Class 2
Certification Authority,
O="Starfield
Technologies, Inc.",
C=USs

CN=Amazon Root CA 1,
O=Amazon, C=US

Not
Before

Thu Mar
18
23:45:32
CET
2021
Tue Jul
28
02:00:00
CEST
2020
Wed
Mar 18
11:00:00
CET
2009

Tue Jul
28
02:00:00
CEST
2020

Wed
Mar 18
11:00:00
CET
2009

Fri Oct
02
02:00:00
CEST
2020
Tue Oct
22
14:00:00
CEST
2013

Tue Oct
22
14:00:00
CEST
2013

Wed

Jun 19
18:36:07
CEST
2019
Wed
Nov 21
01:00:00
CET
2018

Wed
Nov 21
01:00:00
CET
2018

Sun Jan
17
01:00:00
CET
2021
Thu Oct
22
02:00:00
CEST
2015
Mon
May 25
14:00:00
CEST
2015
Wed
Sep 02
02:00:00
CEST
2009

Thu Oct
22
02:00:00
CEST
2015

Not
After

Wed Apr
20
00:45:32
CEST
2022
Sun Mar
18
01:00:00
CET
2029
Sun Mar
18
11:00:00
CET
2029

Sun Mar
18
01:00:00
CET
2029

Sun Mar
18
11:00:00
CET
2029

Thu Oct
07
14:00:00
CEST
2021
Sun Oct
22
14:00:00
CEST
2028

Sun Oct
22
14:00:00
CEST
2028

Tue Aug
31
09:59:59
CEST
2021
Tue Nov
21
01:00:00
CET
2028

Tue Nov
21
01:00:00
CET
2028

Tue Feb
15
00:59:59
CET
2022
Sun Oct
19
02:00:00
CEST
2025
Thu Dec
31
02:00:00
CET
2037
Wed
Jun 28
19:39:16
CEST
2034

Sun Oct
19
02:00:00
CEST
2025

JA3 SSL
Client
Fingerprint

771,4865-
4866-4867-
49195-49199-
49196-49200-
52393-52392-
49171-49172-
156-157-47-
53,0-23-
65281-10-11-
35-16-5-13-18-
51-45-43-27-
21,29-23-24,0

771,4865-
4866-4867-
49195-49199-
49196-49200-
52393-52392-
49171-49172-
156-157-47-
53,0-23-
65281-10-11-
35-16-5-13-18-
51-45-43-27-
21,29-23-24,0

771,4865-
4866-4867-
49195-49199-
49196-49200-
52393-52392-
49171-49172-
156-157-47-
53,0-23-
65281-10-11-
35-16-5-13-18-
51-45-43-27-
21,29-23-24,0

771,4865-
4866-4867-
49195-49199-
49196-49200-
52393-52392-
49171-49172-
156-157-47-
53,0-23-
65281-10-11-
35-16-5-13-18-
51-45-43-27-
21,29-23-24,0

JA3 SSL Client Digest

b32309a26951912be7dba
376398abc3b

b32309a26951912be7dba
376398abc3b

b32309a26951912be7dba
376398abc3b

b32309a26951912be7dba
376398abc3b
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Timestamp Source IP

May 12, 2021
21:21:58.716738939
CEST

13.225.74.123

May 12, 2021
21:21:59.938827991
CEST

192.132.33.46

May 12, 2021
21:22:04.933022022
CEST

13.225.74.123

Code Manipulations

Statistics

Behavior

Copyright Joe Security LLC 2021

Source
Port

443

443

443

Dest
Dest IP Port
192.168.2.6 50053

192.168.2.6 50057

192.168.2.6 50100

Subject

CN=Amazon Root CA 1,
O=Amazon, C=US

CN=Starfield Services Root
Certificate Authority - G2,
O="Starfield Technologies,
Inc.", L=Scottsdale,
ST=Arizona, C=US

CN=spark.adobe.com,
OU=IT, O=Adobe Systems
Incorporated, L=San Jose,
ST=California, C=US
CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=USs

CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=USs

CN=*bttrack.com
CN=Sectigo RSA Domain
Validation Secure Server
CA, O=Sectigo Limited,
L=Salford, ST=Greater
Manchester, C=GB
CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US

CN=Sectigo RSA Domain
Validation Secure Server
CA, O=Sectigo Limited,
L=Salford, ST=Greater
Manchester, C=GB

CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US

CN=spark.adobe.com,
OU=IT, O=Adobe Systems
Incorporated, L=San Jose,
ST=California, C=US
CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=USs

CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=USs

Issuer

CN=Starfield Services

Root Certificate Authority -

G2, O="Starfield
Technologies, Inc.",
L=Scottsdale,
ST=Arizona, C=US

OuU=starfield Class 2
Certification Authority,
O="Starfield
Technologies, Inc.",
C=USs

CN=DigiCert SHA2
Secure Server CA,
O=DigiCert Inc, C=US
CN=DigiCert Global Root
CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global Root
CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=Sectigo RSA Domain
Validation Secure Server
CA, O=Sectigo Limited,
L=Salford, ST=Greater
Manchester, C=GB
CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US
CN=AAA Certificate
Services, O=Comodo CA
Limited, L=Salford,
ST=Greater Manchester,
C=GB

CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US

CN=AAA Certificate
Services, O=Comodo CA
Limited, L=Salford,
ST=Greater Manchester,
C=GB

CN=DigiCert SHA2
Secure Server CA,
O=DigiCert Inc, C=US
CN=DigiCert Global Root
CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global Root
CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

Not
Before

Mon
May 25
14:00:00
CEST
2015

Wed
Sep 02
02:00:00
CEST
2009

Fri Jun
05
02:00:00
CEST
2020 Fri
Mar 08
13:00:00
CET
2013

Fri Mar
08
13:00:00
CET
2013

Mon Mar
29
02:00:00
CEST
2021 Fri
Nov 02
01:00:00
CET
2018
Tue Mar
12
01:00:00
CET
2019

Fri Nov
02
01:00:00
CET
2018

Tue Mar
12
01:00:00
CET
2019

Fri Jun
05
02:00:00
CEST
2020 Fri
Mar 08
13:00:00
CET
2013

Fri Mar
08
13:00:00
CET
2013

Not
After

Thu Dec
31
02:00:00
CET
2037

Wed

Jun 28
19:39:16
CEST
2034

Fri Jun
10
14:00:00
CEST
2022
Wed
Mar 08
13:00:00
CET
2023

Wed
Mar 08
13:00:00
CET
2023

Wed
Mar 30
01:59:59
CEST
2022
Wed

Jan 01
00:59:59
CET
2031
Mon Jan
01
00:59:59
CET
2029

Wed

Jan 01
00:59:59
CET
2031

Mon Jan
01
00:59:59
CET
2029

Fri Jun
10
14:00:00
CEST
2022
Wed
Mar 08
13:00:00
CET
2023

Wed
Mar 08
13:00:00
CET
2023

JA3 SSL

Client

Fingerprint JA3 SSL Client Digest
771,49196- 3b5074b1b5d032e5620f6
49195-49200-  9f9f700ff0e

49199-159-

158-49188-

49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-23-
65281,29-23-
24,0

771,4865-
4866-4867-
49195-49199-
49196-49200-
52393-52392-
49171-49172-
156-157-47-
53,0-23-
65281-10-11-
35-16-5-13-18-
51-45-43-27-
21,29-23-24,0

b32309a26951912be7dba
376398abc3b

3b5074b1b5d032e5620f6
9f9f700ff0e

771,49196-
49195-49200-
49199-159-
158-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-23-
65281,29-23-
24,0
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@ chrome.exe
@ chrome.exe

o)

Click to jump to process

System Behavior

Analysis Process: chrome.exe PID: 6064 Parent PID: 2880

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Path Access

File Path Offset Length Value

Registry Activities

Key Path
Key Path Name Type
Key Path Name Type Old Data

21:20:48

12/05/2021

C:\Program Files\Google\Chrome\Application\chrome.exe
false

‘C:\Program Files\Google\Chrome\Application\chrome.exe' --start-maximized --enable-automat
ion ‘https://spark.adobe.com/page/3qeDIVcjdwW\Vx/'

0x7ff7c15e0000

2150896 bytes
C139654B5C1438A95B321BB01AD63EF6
true

true

C, C++ or other language

low

Source

Attributes Options Completion Count Address Symbol
Source

Ascii Completion Count Address Symbol
Source

Completion Count Address Symbol
Source

Data Completion Count Address Symbol
Source

New Data Completion Count Address Symbol

Analysis Process: chrome.exe PID: 5892 Parent PID: 6064

General

Copyright Joe Security LLC 2021
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Start time: 21:20:49

Start date: 12/05/2021

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: ‘C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=

network.mojom.NetworkService --field-trial-handle=1568,11667160178596294028,1535
9971514153105505,131072 --lang=en-US --service-sandbox-type=network --enable-audio-
service-sandbox --mojo-platform-channel-handle=1772 /prefetch:8

Imagebase: 0x7ff7c15e0000

File size: 2150896 bytes

MDS5 hash: C139654B5C1438A95B321BB01AD63EF6
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: low

File Activities

Source
File Path Access Attributes Options Completion Count Address Symbol
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
Registry Activities
Source
Key Path Name Type Old Data New Data Completion Count Address Symbol

Disassembly
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