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Analysis Report https://lwww.surveymonkey.com/r/IBPZX...
Overview

General Information Detection Signatures Classification

Sample URL:  hitp://https://www.surveym ﬁ » ] ]
onkey.com//BPZXMSK MALICIOUS Antivirus detection for URL or. domain

Analysis ID: 412855

Most interesting Screenshot:

ANEw secuRe bocs.

Score: 60
Range: 0-100
Whitelisted: false
Confidence: 100%

Startup

= System is w10x64

. @ iexplore.exe (PID: 5544 cmdline: 'C:\Program Files\Internet Exploreniexplore.exe' -Embedding MD5: 6465CB92B25A7BC1DF8E01D8AC5E7596)
. @ iexplore.exe (PID: 2124 cmdline: 'C:\Program Files (x86)\Internet ExplorelEXPLORE.EXE' SCODEF:5544 CREDAT:17410 /prefetch:2 MD5:
071277CC2E3DF41EEEA8013E2AB58D5A)
= cleanup

Malware Configuration

No configs have been found

Yara Overview

Dropped Files

Source Rule Description Author Strings

C:\Users\user\AppData\Local\Microsoft\Windows\INet SUSP_Base64_Encoded_ Detects hex Florian Roth Oxfal:$x1: 78 34 4E 7A 52 63 65 44 51 31 58 48 67

Cache\IE\PSUEOSZZ\index[1].htm Hex_Encoded_Code encoded code that Oxfb1:$x1: 78 34 4E 6A 56 63 65 44 5A 6B 58 48 67
has been base64 Oxfcl:$x1: 78 34 4E 6D 56 63 65 44 63 30 58 48 67
encoded Oxfd1:$x1: 78 34 4E 7A 6C 63 65 44 51 35 58 48 67

Oxfe5:$x1: 78 34 AE 7A 4E 63 65 44 5A 6A 58 48 67
0x1009:$x1: 78 34 4E 6D 56 63 65 44 59 30 58 48 67
0x1019:$x1: 78 34 4E 6A 5A 63 65 44 59 35 58 48 67
0x1051:$x1: 78 34 4E 7A 56 63 65 44 59 32 58 48 67
0x1075:$x1: 78 34 4E 7A 42 63 65 44 5A 6A 58 48 67
0x1099:$x1: 78 34 4E 6A 52 63 65 44 59 32 58 48 67
0x10a9:$x1: 78 34 4E 6A 56 63 65 44 4D 34 58 48 67
0x10c9:$x1: 78 34 AE 6A 46 63 65 44 59 7A 58 48 67
0x1119:$x1: 78 34 4E 6A 56 63 65 44 59 7A 58 48 67
0x1129:$x1: 78 34 4E 6A 5A 63 65 44 4D 77 58 48 67
0x115d:$x1: 78 34 4E 6A 6C 63 65 44 59 79 58 48 67
0x116d:$x1: 78 34 4E 44 52 63 65 44 59 31 58 48 67
0x117d:$x1: 78 34 4E 6D 4E 63 65 44 59 78 58 48 67
0x118d:$x1: 78 34 4E 6A 56 63 65 44 4A 6C 58 48 67
0x119d:$x1: 78 34 4E 7A 4A 63 65 44 5A 6D 58 48 67
Ox1lad:$x1: 78 34 4E 6D 5A 63 65 44 63 30 58 48 67
Ox11bd:$x1: 78 34 4E 7A 42 63 65 44 59 31 58 48 67

© © © o o 06 o o o © o6 0 0o o 0 0o 0 0 0 o o
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Sigma Overview

No Sigma rule has matched

Signature Overview

@ AV Detection

@ Phishing

@ Compliance

@ Networking

@ System Summary

@ Click to jump to signature section

AV Detection: | ! |

Antivirus detection for URL or domain

Phishing: |_'-|

Yara detected HtmIPhish10

Mitre Att&ck Matrix

Command Remote
Initial Privilege  Defense Credential Lateral and Network Service
Access Execution Persistence Escalation Evasion Access Discovery Movement Collection Exfiltration Control Effects Effects Impa
Valid Windows Path Process Masquerading oS File and Remote Data from  Exfiltration Encrypted Eavesdrop on Remotely Modif
Accounts Management  Interception Injection Credential Directory Services Local Over Other Channel Insecure Track Device Syste
Instrumentation Dumping  Discovery System Network Network Without Partiti
Medium Communication Authorization
Default  Scheduled Boot or Boot or Process LSASS Application  Remote Data from  Exfiltration Non- Exploit SS7to  Remotely Devic
Accounts Task/Job Logon Logon Injection Memory  Window Desktop Removable Over Application Redirect Phone Wipe Data  Lockc
Initialization  Initialization Discovery Protocol Media Bluetooth  Layer Calls/SMS Without
Scripts Scripts Protocol Authorization
Domain At (Linux) Logon Script Logon Obfuscated Files Security =~ Query SMB/Windows Data from Automated Application Exploit SS7to Obtain Delets
Accounts (Windows)  Script or Information Account  Registry Admin Shares Network Exfiltration Layer Track Device  Device Devic
(Windows) Manager Shared Protocol @4 Location Cloud Data
Drive Backups

Behavior Graph
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l:‘ Process
l:‘ Signature
Behavior Graph l:‘ Created File
ID: 412855
Il onsieinfo
URL: https:/www.surveymonkey.co... [EESTESTETITS
Startdate: 13/05/2021 CLEAN .I.& Is Dropped
Architecture:  WINDOWS L )
Score: o A" |s Windows Process

www.surveymonkey.com ‘:'q g-sm-prod-cloudeng-frontdoor.svmkinfra.com ‘:'q

Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

s3.eu-de.cloud-object-storage.appdomain. cloud @

158.177.118.97, 443, 49769, 49770
SOFTLAYERUS
United States ES

Number of created Registry Values

Number of created Files
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o0

weom. Visual Basic
sta EAFIC
111 Delphi
Phishing site detected T
d on e
s &, Java
/VJ NetC#or VB.NET
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© e G C, C++ or other language

@ Is malicious
: 7

G Internet

started

@ iexplore.exe ﬁg

@ iwie

4.0p130000000gnk0cak.00d30000001hukjea0.gslb.siteforce.com (A
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b

€2 hitps://www surveymonkey.com/ 1/ BPZXISK - @ ¢ Search.

@ A MEW SECURE DOCS Surv

A NEW SECURE DOCsS

SECURE FAX
CLICK HERE TO VIEW SECURE DOCS

Done

Powered by
™ SurveyMonkey
See how easy it is to create a survey.

Privaey & Cookie Policy

O Type here to search

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link
hitp://https://www.surveymonkey.com/r/BPZXMSK 0% Virustotal Browse
hitp://https://www.surveymonkey.com/r/BPZXMSK 0% Avira URL Cloud safe

Dropped Files

No Antivirus matches

Unpacked PE Files

No Antivirus matches

Domains

Source Detection Scanner Label Link
js.hs-banner.com 0% Virustotal Browse
js.hsadspixel.net 0% Virustotal Browse
js.hs-analytics.net 0% Virustotal Browse
4.0p130000000gnk0cak.00d30000001hukjeal.gslb.siteforce.com 0% Virustotal Browse
URLs
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https://www.virustotal.com/gui/url/c02ed8e5c74e92ec023ff15f3b7c84021724ce74e5fd2fc73bed45a5be967032/detection/u-c02ed8e5c74e92ec023ff15f3b7c84021724ce74e5fd2fc73bed45a5be967032-1620862149
https://www.virustotal.com/gui/url/b8e20a58601c0612e54f418ebdc18402bb3a5e2fd821c22fa1701e5b7e46586d/detection/u-b8e20a58601c0612e54f418ebdc18402bb3a5e2fd821c22fa1701e5b7e46586d-1620855745
https://www.virustotal.com/gui/url/188dd2ab1634306393e778f3222265132b1399dcf854509aeea2f3e9da7c88a8/detection/u-188dd2ab1634306393e778f3222265132b1399dcf854509aeea2f3e9da7c88a8-1620397810
https://www.virustotal.com/gui/url/c6b8bdae74146822d2091e0637d0834363cd08a545d2b2a9328a635acec91db3/detection/u-c6b8bdae74146822d2091e0637d0834363cd08a545d2b2a9328a635acec91db3-1620395272
https://www.virustotal.com/gui/url/81aa81493083905a7fdd0b68922882d302bf0d713faf5a52da0d986c28e0554a/detection/u-81aa81493083905a7fdd0b68922882d302bf0d713faf5a52da0d986c28e0554a-1512241715

Source Detection Scanner Label Link

= --

hitp://https://smtpro101.com/email-list/sharepint6666/css-img/12.png 0% Avira URL Cloud safe
hitp://https://smtpro101.com/email-list/sharepint6666/css-img/d.png 0% Avira URL Cloud safe
hitp://https://js.usemessages.com/conversations-embed.js 0% URL Reputation safe
hitp://https://js.usemessages.com/conversations-embed.js 0% URL Reputation safe
hitp://https://js.usemessages.com/conversations-embed.js 0% URL Reputation safe
hitp://https://owy.mn/35MDuDz 0% Avira URL Cloud safe
hitp://https://smtpro101.com/email-list/sharepint6666/css-img/1.png 0% Avira URL Cloud safe
hitp:/fiwww.klim.co.nzKlim 0% Avira URL Cloud safe
hitp://https://eitobucket32.s3.eu-de.cloud-object- 0% Avira URL Cloud safe
storage.appdomain.cloud/lignocellulose/index.html&SharePo

hitp://https://js.hs-banner.com/cookie-banner 0% URL Reputation safe
hitp://https://js.hs-banner.com/cookie-banner 0% URL Reputation safe
hitp://https://js.hs-banner.com/cookie-banner 0% URL Reputation safe
hitp://https://smtpro101.com/email-list/sharepint6666/css-img/8.png 0% Avira URL Cloud safe
hitp://https://smtpro101.com/email-list/onedrive25/finish.php 0% Avira URL Cloud safe
hitp://https://smtpro101.com/email-list/sharepint6666/css-img/a.png 0% Avira URL Cloud safe
hitp://https://eitobucket32.s 0% Avira URL Cloud safe
hitp://https://cdn.ywxi.net/meter/ 0% Avira URL Cloud safe
hitp://https://smtpro101.com/email-list/sharepint6666/css-img/4.png 0% Avira URL Cloud safe
hitp://https://aadcdn.msauth.net/ests/2.1/content/images/favicon_a_eupayfgghgiai7k9sol6lg2.ico~ 0% URL Reputation safe
hitp://https://aadcdn.msauth.net/ests/2.1/content/images/favicon_a_eupayfgghgiai7k9sol6lg2.ico~ 0% URL Reputation safe
hitp://https://aadcdn.msauth.net/ests/2.1/content/images/favicon_a_eupayfgghgiai7k9sol6lg2.ico~ 0% URL Reputation safe
hitp://https://smtpro101.com/email-list/sharepint6666/css-img/bootstrap.min.css 0% Avira URL Cloud safe
hitp://https://smtpro101.com/email-list/sharepint6666/css-img/c.png 0% Avira URL Cloud safe
hitp://https://smtpro101.com/email-list/sharepint6666/css-img/9.png 0% Avira URL Cloud safe
hitp://https://www.surveymonkey.co.uk/mp/take-a-tour/ 0% Avira URL Cloud safe

Domains and IPs

Contacted Domains

Name P Active Malicious Antivirus Detection Reputation
js.hs-banner.com 104.18.20.191 true false e 0%, Virustotal, Browse unknown
cdn-ukwest.onetrust.com 104.20.185.68 true false high
pop-esv5.mix.linkedin.com 108.174.11.37 true false high
js.hsadspixel.net 104.17.115.176 true false e 0%, Virustotal, Browse unknown
js.hs-analytics.net 104.17.68.176 true false e 0%, Virustotal, Browse unknown
d2pj9rkatgbt38.cloudfront.net 13.225.74.85 true false high
d15akbylw3vqc5.cloudfront.net 13.225.74.91 true false high
w.usabilla.com 34.255.12.101 true false high
s3-w.us-east-1.amazonaws.com 52.217.65.116 true false high
d2yx97y2ukjhui.cloudfront.net 13.225.74.39 true false high
4.0p130000000gnk0cak.00d30000001hukjeal.gslb. 161.71.23.42 true false e 0%, Virustotal, Browse unknown
siteforce.com

api.hubspot.com 104.19.155.83 true false high
smtprol01.com 172.67.194.129 true false unknown
track.hubspot.com 104.19.154.83 true false high
js.hs-scripts.com 104.17.211.204 true false high
api.hubapi.com 104.17.200.204 true false high
dtx9pzf7ji0d9.cloudfront.net 13.225.74.19 true false high
js.usemessages.com 104.17.236.204 true false unknown
s3.eu-de.cloud-object-storage.appdomain.cloud 158.177.118.97 true false unknown
geolocation.onetrust.com 104.20.184.68 true false high
s3-us-west-2.amazonaws.com 52.218.184.72 true false high
fast.wistia.com unknown unknown false high
www.surveymonkey.com unknown unknown false high
surveymonkey-assets.s3.amazonaws.com unknown unknown false high
ajax.aspnetcdn.com unknown unknown false high
eitobucket32.s3.eu-de.cloud-object- unknown unknown false unknown

storage.appdomain.cloud
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https://www.virustotal.com/gui/url/b8e20a58601c0612e54f418ebdc18402bb3a5e2fd821c22fa1701e5b7e46586d/detection/u-b8e20a58601c0612e54f418ebdc18402bb3a5e2fd821c22fa1701e5b7e46586d-1620855745
https://www.virustotal.com/gui/url/188dd2ab1634306393e778f3222265132b1399dcf854509aeea2f3e9da7c88a8/detection/u-188dd2ab1634306393e778f3222265132b1399dcf854509aeea2f3e9da7c88a8-1620397810
https://www.virustotal.com/gui/url/c6b8bdae74146822d2091e0637d0834363cd08a545d2b2a9328a635acec91db3/detection/u-c6b8bdae74146822d2091e0637d0834363cd08a545d2b2a9328a635acec91db3-1620395272
https://www.virustotal.com/gui/url/81aa81493083905a7fdd0b68922882d302bf0d713faf5a52da0d986c28e0554a/detection/u-81aa81493083905a7fdd0b68922882d302bf0d713faf5a52da0d986c28e0554a-1512241715

Name P Active
bam-cell.nr-data.net unknown unknown
privacy-policy.truste.com unknown unknown
secure.surveymonkey.com unknown unknown
cdn.smassets.net unknown unknown
cdn.ywxi.net unknown unknown
js-agent.newrelic.com unknown unknown
www.linkedin.com unknown unknown
aadcdn.msauth.net unknown unknown
prod.smassets.net unknown unknown
px.ads.linkedin.com unknown unknown
help.surveymonkey.com unknown unknown
snap.licdn.com unknown unknown
Contacted URLs

Name Malicious
hitp://https://www.surveymonkey.com/r/BPZXMSK false
hitp://https://www.surveymonkey.com/?ut_source=survey_poweredby_home false
hitp://https://www.surveymonkey.com/mp/legal/privacy-basics/?ut_source=survey_pp false

URLs from Memory and Binaries

Name

hitp://https://smtpro101.com/email-list/sharepint6666/css-

img/12.png

hitp://https://www.surveymonkey.com/mp/take-a-tour/?

ut_source=survey_poweredby_howitworks6How

http:/f

https://secure.surveymonkey.com/r/themes/4.3.32_9418609_p
alette-1_fedb6efb-0584-4319-8233-162c4d20al

hitp://https://smtpro101.com/email-list/sharepint6666/css-

img/d.png
http:/f

https://prod.smassets.net/assets/responseweb/responseweb-

base-bundle-min.3aac8aac.css

hitp://https://js.usemessages.com/conversations-embed.js

hitp://https://no.surveymonkey.com/

hitp://https://owy.mn/35MDuDz
http:/f

https://prod.smassets.net/assets/cms/cc/uploads//homepage-

survey-computer-v3-360x117.jpg

hitp://https://px.ads.linkedin.com/collect?

hitp://https://prod.smassets.net/assets/cms/cc/uploads//mp-

takeatour-tabs1-v4-400x400.jpg

hitp://https://smtpro101.com/email-list/sharepint6666/css-

img/1.png

hitp://https://www.trustedsite.com

hitp://https://tr.surveymonkey.com/mp/legal/privacy-basics/

http:/f

https://prod.smassets.net/assets/cms/cc/app/2.118.0/app-

main-9b312c24.bundle.js

hitp://https://www.surveymonkey.com/r/BPZXMSKRoot

http:/f

https://prod.smassets.net/assets/cms/cc/app/2.118.0/images/|

ogo-surveymonkey.svg

hitp://https://cdn.smassets.net/assets/cms/cc/app/static/sm-

logo-fb.png

hitp://https://www.surveymonkey.com/feed/

hitp://https://www.surveymonkey.com/pricing/teams/

hitp://https://www.surveymonkey.com/mp/sample-size-

calculator/?ut_source=storybook

hitp://https://tr.surveymonkey.com/mp/take-a-tour/
hitp://https://pt.surveymonkey.com/mp/take-a-tour/

hitp://https://stats.g.doubleclick.net/j/collect

http:/f

https://twitter.com/SurveyMonkey/timelines/989616324501389

312
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Source

~DFA191752E07053911.TMP.1.dr

~DFA191752E07053911.TMP.1.dr

BPZXMSK[1].htm.3.dr

~DFA191752E07053911.TMP.1.dr

BPZXMSK[1].htm.3.dr

5811593[1].js.3.dr

6T2WHUB8V.htm.3.dr
~DFA191752E07053911.TMP.1.dr
6T2WHUB8V.htm.3.dr

insight.min[1].js.3.dr
take-a-tour[1].htm.3.dr

~DFA191752E07053911.TMP.1.dr

inline[1].js.3.dr
privacy-basics[1].htm.3.dr
take-a-tour[1].htm.3.dr

{A3EF9C67-B3C7-11EB-90E4-ECF4B
B862DED}.dat.1.dr

take-a-tour[1].htm.3.dr, privacy-basics[
1].htm.3.dr, 6T2WHUB8V.htm.3.dr

take-a-tour[1].htm.3.dr, privacy-basics[
1].htm.3.dr, 6T2WHUBV.htm.3.dr

take-a-tour[1].htm.3.dr, privacy-basics[
1].htm.3.dr, 6T2WHUB8V.htm.3.dr

take-a-tour[1].htm.3.dr

shared-components-Post.bundle[
1].js.3.dr

take-a-tour[1].htm.3.dr
take-a-tour[1].htm.3.dr
analytics[1].js.3.dr

shared-components-Post.bundle[
1].js.3.dr

Malicious
false
false
false
false
false
false
false
false
false
false
false

false

Antivirus Detection

Antivirus Detection

Malicious

false

false

false

false

false

false

false
false

false

false

false

false

false

false

false

false

false

false

false

false

false

false
false
false

false

Antivirus Detection

e Avira URL Cloud: safe

3

Avira URL Cloud: safe

e URL Reputation: safe
e URL Reputation: safe
URL Reputation: safe

3

Avira URL Cloud: safe

e Avira URL Cloud: safe

Reputation
unknown
high

high

high
unknown
high

high
unknown
high

high

high

high

Reputation
high
high
high

Reputation

unknown

high

high

unknown

high

unknown

high
unknown

high
high
high
unknown
high
high
high
high

high

high

high

high
high

high
high
high
high
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Name

hitp:/fiwww.klim.co.nzKlim

Source

Malicious

National2Web-Light[1].eot0.3.dr, Nationa false

12Web-Regular.2[1].eot.3.dr, N
ational2Web-Medium([1].eot0.3.dr

Antivirus Detection

e Avira URL Cloud: safe

Reputation

unknown

hitp://https://pt.surveymonkey.com/

hitp:/fiwww.reddit.com/

http:if
https://treehouse.surveymonkey.com/display/UAP/Unified
http:if

https://prod.sir net/ /

main-e4dfd1lbd.bundle.js
hitp://https://www.mcafeesecure.com

http:/f

/

ms/cc/app/2.118.0/app-

https://prod.smr net/
survey-computer-v3-scaled.jpg

hitp://https://cdn-ukwest.onetrust.com/vendorlist/iabData.json

hitp://https://nl.surveymonkey.com/
hitp://https://zh.surveymonkey.com/
http:/f

/

ms/cc/uploads//homepage-

https://prod.str net/
lick.svg')

hitp://https://js.hs-banner.com/cookie-banner

hitp://https://nl.surveymonkey.com/mp/legal/privacy-basics/

hitp://https://smtpro101.com/email-list/sharepint6666/css-

ms/cc/app/2.118.0/images/c

img/8.png
hitp://https://github.com/cssinjs/jss
http:if

https://prod.str net/ /

main-04b36419.bundle.js
http:/f

https://prod.smassets.net/assets/responseweb/responseweb-

jquery-bundle-min.91443e27.js

hitp://https://www.surveymonkey.com/mp/take-a-tour/?
ut_source=survey_poweredby_howitworks

hitp://https://ko.surveymonkey.com/

hitp://https://smtpro101.com/email-list/onedrive25/finish.php
hitp://https://smtpro101.com/email-list/sharepint6666/css-

img/a.png

hitp://jqueryui.com/themeroller/?

scope=.hasDatePicker&folderName=hasDatepicker&cornerRa

diusShadow=8p

hitp://https://www.surveymonkey.de/mp/take-a-tour/

hitp://https://help.surveymonkey.com/articles/en_US/kb/About-
the-cookies-we-use/?ut_source=survey_pp

hitp://https://fi.surveymonkey.com/mp/take-a-tour/

http:/f

/

ms/cc/app/2.118.0/app-

https://prod.str net/
main-f45d36cf.bundle.js

hitp://https://da.surveymonkey.com/mp/take-a-tour/

hitp://https://sv.surveymonkey.com/

http:/f

https://help.surveymonkey.com/articles/en_US/kb/SurveyMonk
ey-Data-Transfers-and-EU-Laws?bc=Your_Data

hitp://https://github.com/twbs/bootstrap/blob/master/LICENSE)

http:/f

/

ms/cc/app/2.118.0/app-

https://prod.smr net/
main-01e7b97c.bundle.js

hitp://https://www.trustedsite.com/widget/tm-

hitp://https://github.com/js-cookie/js-cookie

ms/cc/app/2.118.0/app-

ms/cc/app/2.118.0/images/a

http:if
https://prod.smr net/ /
udience.svg');mask:url(‘https:
http:if

https://prod.str net/ /

main-cec7e413.bundle.js

hitp://https://eitobucket32.s

hitp://https://cdn.ywxi.net/meter/

Copyright Joe Security LLC 2021

ms/cc/app/2.118.0/app-

6T2WHUBV.htm.3.dr
msapplication.xml4.1.dr

shared-components-Post.bundle[
1].js.3.dr

take-a-tour[1].htm.3.dr

inline[1].js.3.dr
6T2WHUBV.htm.3.dr

63b291cb-5c88-4a9c-998a-b73fe0
da2552-test[1].js.3.dr

6T2WHUBV.htm.3.dr
6T2WHUB8V.htm.3.dr
privacy-basics[1].htm.3.dr

5811593[1].js0.3.dr

privacy-basics[1].htm.3.dr
~DFA191752E07053911.TMP.1.dr

app-main-f45d36cf.bundle[1].js.3.dr
take-a-tour[1].htm.3.dr

BPZXMSK[1].htm.3.dr

~DFA191752E07053911.TMP.1.dr,
BPZXMSK[1].htm.3.dr

6T2WHUB8V.htm.3.dr
~DFA191752E07053911.TMP.1.dr
~DFA191752E07053911.TMP.1.dr

style[1].css.3.dr

take-a-tour[1].htm.3.dr

~DFA191752E07053911.TMP.1.dr,
BPZXMSK[1].htm.3.dr

take-a-tour[1].htm.3.dr
take-a-tour[1].htm.3.dr

take-a-tour[1].htm.3.dr
6T2WHUBV.htm.3.dr
privacy-basics[1].htm.3.dr

bootstrap.min[1].css.3.dr

take-a-tour[1].htm.3.dr

inline[1].js.3.dr
app-main-f45d36cf.bundle[1].js.3.dr
privacy-basics[1].htm.3.dr

take-a-tour[1].htm.3.dr

{A3EF9C67-B3C7-11EB-90E4-ECF4B
B862DED}.dat.1.dr

inline[1].js.3.dr

false
false

false

false

false

false

false

false
false

false

false

false

false

false

false

false

false

false
false

false

false

false

false

false

false

false
false

false

false

false

false
false

false

false

false

false

e URL Reputation: safe
* URL Reputation: safe
e URL Reputation: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe
e Avira URL Cloud: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

high
high
high
high
high
high
high
high

high
high

unknown

high

unknown

high

high

high

high
high
unknown
unknown
high
high
high
high

high

high
high
high

high
high

high
high
high

high

unknown

unknown
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Name

http:/f
https://prod.smassets.net/assets/cms/cc/app/2.118.0/app-
main-93c72913.bundle.js

hitp://www.hubspot.com

http:/f
https://code.corp.surveymonkey.com/pages/wrench/wds/comp
onents/button

hitp://https://www.surveymonkey.com/mp/legal/region-
specific-privacy-statement/

hitp://https://smtpro101.com/email-list/sharepint6666/css-
img/4.png

hitp://www.amazon.com/

hitp://https://prod.smassets.net/assets/cms/cc/uploads//mp-
takeatour-tabs1-v4-180x180.jpg

hitp://https://www.surveymonkey.ru/
hitp:/fiwww.twitter.com/
hitp://https://nl.surveymonkey.com/mp/take-a-tour/
hitp://https://no.surveymonkey.com/mp/take-a-tour/

hitp://https://www.surveymonkey.com/mp/legal/privacy-
basics/?ut_source=survey_ppwitworks

hitp://https://cdn-ukwest.onetrust.com/vendorlist/iab2Data.json

http:/f
https://aadcdn.msauth.net/ests/2.1/content/images/favicon_a__
eupayfgghqiai7k9sol6lg2.ico~

hitp://https://jp.surveymonkey.com/mp/legal/privacy-basics/

hitp://https://platform.twitter.com/widgets.js

http:/f
https://prod.smassets.net/assets/cms/cc/uploads//Homepage-
mobile-survey-v3-185x180.jpg

hitp://https://www.surveymonkey.com/mp/legRoot

hitp://https://go.usabilla.com/kim-case-study-customer-centric-
app-development/?utm_source=surveymonkey&ut_

hitp://https://www.surveymonkey.com/

hitp://https://www.surveymonkey.com/mp/legal/privacy

hitp://https://smtpro101.com/email-list/sharepint6666/css-
img/bootstrap.min.css

hitp://https://smtpro101.com/email-list/sharepint6666/css-
img/c.png

http:/f
https://prod.smassets.net/assets/cms/cc/uploads//Homepage-
mobile-survey-v3-320x311.jpg

http:/f
https://secure.gravatar.com/avatar/637a77ef3c79002215cfbf2
b0b94d7a3?s=50&d=https%3A%2F%2Fcdn.smasset
hitp://https://www.surveymonkey.com/r/BPZXMSKn
hitp://https://es.surveymonkey.com/

http:/f
https://prod.smassets.net/assets/cms/cc/app/2.118.0/app-
main-684085e2.bundle.js

hitp://https://smtpro101.com/email-list/sharepint6666/css-
img/9.png

http:/f
https://prod.smassets.net/assets/cms/cc/app/2.118.0/app-
main-34e3d95a.bundle.js

http:/f
https://secure.gravatar.com/avatar/bf8cf8a39945de8e1470c8a
ccfca845d?s=50&d=https%3A%2F%2Fcdn.smasset

hitp://https://www.mcafeesecure.com/verify?
host=www.surveymonkey.com

hitp://https://www.surveymonkey.co.uk/mp/take-a-tour/

hitp://https://cdn.smassets.net/assets/wds/4_20_2/wds-
react/wds-react.min.css

Contacted IPs

Copyright Joe Security LLC 2021

Source

take-a-tour[1].htm.3.dr

5811593[1].js0.3.dr, 5811593[1].js1.3.dr

app-curiosity-homepage-curiosity-media-

hub-gfpApp-pages-helpApp-pages-
resources-homepage-shared-comp-
eb4a38e6.bundle[1].js.3.dr

privacy-basics[1].htm.3.dr

~DFA191752E07053911.TMP.1.dr

msapplication.xml.1.dr

take-a-tour[1].htm.3.dr

6T2WHUB8V.htm.3.dr
msapplication.xml5.1.dr
take-a-tour[1].htm.3.dr
take-a-tour[1].htm.3.dr
~DFA191752E07053911.TMP.1.dr

63b291cb-5c88-4a9¢-998a-b73fe0
da2552-test[1].js.3.dr

imagestore.dat.3.dr

privacy-basics[1].htm.3.dr

shared-components-Post.bundle[
1].js.3.dr

6T2WHUB8V.htm.3.dr

{A3EF9C67-B3C7-11EB-90E4-ECF4B

B862DED}.dat.1.dr

shared-components-Post.bundle[
1].js.3.dr

6T2WHU8V.htm.3.dr, shared-comp
onents-Post.bundle[1].js.3.dr

en[1].js.3.dr
~DFA191752E07053911.TMP.1.dr

~DFA191752E07053911.TMP.1.dr

6T2WHUB8V.htm.3.dr

take-a-tour[1].htm.3.dr

~DFA191752E07053911.TMP.1.dr

6T2WHUB8V.htm.3.dr

take-a-tour[1].htm.3.dr

~DFA191752E07053911.TMP.1.dr

take-a-tour[1].htm.3.dr

6T2WHUB8V.htm.3.dr

take-a-tour[1].htm.3.dr

take-a-tour[1].htm.3.dr
BPZXMSK[1].htm.3.dr

Malicious

false

false

false

false

false

false

false

false
false
false
false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

Antivirus Detection

e Avira URL Cloud: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

Reputation

high

high
high

high

unknown

high
high

high
high
high
high
high

high

unknown

high
high

high

high

high

high

high

unknown

unknown

high

high

high
high
high

unknown

high

high

high

unknown

high
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] No. of IPs < 25%
B 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%
Bl 75% <No. of IPs

Public

IP
104.19.155.83
104.17.68.176
104.18.20.191
13.225.74.85

104.17.200.204
13.225.74.49
104.17.115.176
104.20.184.68
34.255.12.101
104.17.236.204
161.71.23.42

172.67.194.129
104.17.211.204
104.19.154.83
52.218.184.72

13.225.74.91

52.217.65.116

13.225.74.39

104.20.185.68
13.225.74.19

108.174.11.37
158.177.118.97

Domain
api.hubspot.com
js.hs-analytics.net

js.hs-banner.com

d2pj9rkatqbt38.cloudfront.n

et

api.hubapi.com

unknown
js.hsadspixel.net
geolocation.onetrust.com
w.usabilla.com

js.usemessages.com

4.0p130000000gnk0cak.00
d30000001hukjea0.gslb.sit

eforce.com
smtprol01l.com
js.hs-scripts.com
track.hubspot.com

s3-us-west-
2.amazonaws.com

d15akbylw3vqc5.cloudfront

.net

s3-w.us-east-
1.amazonaws.com

d2yx97y2ukjhui.cloudfront.

net

cdn-ukwest.onetrust.com

dtx9pzf7jiod9.cloudfront.ne

t

pop-esv5.mix.linkedin.com

s3.eu-de.cloud-object-
storage.appdomain.cloud

General Information

Copyright Joe Security LLC 2021

Country

United States
United States
United States
United States

United States
United States
United States
United States
United States
United States
United States

United States
United States
United States
United States

United States

United States

United States

United States
United States

United States
United States

Flag

=

I IR IR

I

1 T

1

|

I

1% IR

1% IR

ASN

13335
13335
13335
16509

13335
16509
13335
13335
16509
13335
14340

13335
13335
13335
16509

16509

16509

16509

13335
16509

14413
36351

ASN Name
CLOUDFLARENETUS
CLOUDFLARENETUS
CLOUDFLARENETUS
AMAZON-02US

CLOUDFLARENETUS
AMAZON-02US
CLOUDFLARENETUS
CLOUDFLARENETUS
AMAZON-02US
CLOUDFLARENETUS
SALESFORCEUS

CLOUDFLARENETUS
CLOUDFLARENETUS
CLOUDFLARENETUS
AMAZON-02US

AMAZON-02US

AMAZON-02US

AMAZON-02US

CLOUDFLARENETUS
AMAZON-02US

LINKEDINUS
SOFTLAYERUS

Malicious
false
false
false

false

false
false
false
false
false
false

false

false
false
false

false

false

false

false

false

false

false

false
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Joe Sandbox Version:

Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Cookbook file name:

Sample URL:

Analysis system description:

Number of analysed new started processes analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

Cookbook Comments:

Copyright Joe Security LLC 2021

32.0.0 Black Diamond

412855

13.05.2021

01:45:15

CloudBasic

Oh 4m 15s

false

light

browseurl.jbs
hitp://https://www.surveymonkey.com/r/BPZXMSK

Windows 10 64 bit v1803 with Office Professional Plus
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8
Update 211

16

o O o o

e HCA enabled
e EGA enabled
e AMSI enabled

default

Timeout

MAL
mal60.phis.win@3/169@32/22

e Adjust boot time

e Enable AMSI

e Browsing link: https://eitobucket32.s3.eu-de.cloud-
object-storage.appdomain.cloud/lignocel
lulose/index.html

e Browsing link: https://www.surveymonkey.com/?
ut_source=survey_poweredby home

e Browsing link: https://www.sur
veymonkey.com/mp/take-a-tour/?
ut_source=survey_poweredby_howitworks

e Browsing link: https://www.sur
veymonkey.com/mp/legal/privacy-basics/?
ut_source=survey_pp

e Browsing link: https://help.su
rveymonkey.com/articles/en_US/kb/About-the-
cookies-we-use/?ut_source=survey_pp
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Warnings:

Simulations

Behavior and APIs

No simulations

Joe Sandbox View | Context

IPs

No context

Domains

No context

Copyright Joe Security LLC 2021

Show All
e Excluded IPs from analysis (whitelisted):

168.61.161.212, 104.43.193.48, 88.221.62.148,
142.250.185.200, 151.101.2.110, 151.101.66.110,
151.101.130.110, 151.101.194.110,
142.250.184.238, 162.247.243.146,
162.247.243.147, 23.218.209.45, 13.107.42.14,
152.199.19.160, 13.107.246.60, 13.107.213.60,
152.199.19.161, 23.218.208.56, 142.250.184.234,
20.50.102.62, 92.122.213.194, 92.122.213.247,
8.241.79.254, 8.252.5.126, 8.241.88.254,
8.238.35.254, 8.241.126.249

TCP Packets have been reduced to 100

Created / dropped Files have been reduced to 100
Excluded domains from analysis (whitelisted):
tls12.newrelic.com.cdn.cloudflare.net, fs-
wildcard.microsoft.com.edgekey.net, fs-
wildcard.microsoft.com.edgekey.net.globalredir.aka
dns.net, a1449.dscg2.akamai.net, arc.msn.com,
e11290.dspg.akamaiedge.net,
e€9706.dscg.akamaiedge.net,
iecvlist.microsoft.com, I-0005.I-msedge.net,
go.microsoft.com, mscomajax.vo.msecnd.net,
www.googletagmanager.com,
audownload.windowsupdate.nsatc.net,
dualstack.f4.shared.global.fastly.net,
arc.trafficmanager.net,
watson.telemetry.microsoft.com, img-prod-cms-rt-
microsoft-com.akamaized.net,
auto.au.download.windowsupdate.com.c.footprint.n
et, prod.fs.microsoft.com.akadns.net, au-bg-
shim.trafficmanager.net, www.google-
analytics.com, www-linkedin-com.|-0005.I-
msedge.net, fs.microsoft.com, www-google-
analytics.l.google.com, cs22.wpc.vOcdn.net,
aadcdnoriginwus2.azureedge.net,
ie9comview.vo.msecnd.net, ajax.googleapis.com,
www-googletagmanager.l.google.com,
f4.shared.global.fastly.net, part-0032.t-0009.t-
msedge.net, skypedataprdcolcus17.cloudapp.net,
e1723.g.akamaiedge.net,
ctldl.windowsupdate.com, iris-de-prod-azsc-
uks.uksouth.cloudapp.azure.com, firstparty-
azurefd-prod.trafficmanager.net,
skypedataprdcolcus15.cloudapp.net,
wildcard.licdn.com.edgekey.net,
blobcollector.events.data.trafficmanager.net,
go.microsoft.com.edgekey.net,
aadcdnoriginwus2.afd.azureedge.net, dual.part-
0032.t-0009.t-msedge.net, cs9.wpc.vOcdn.net
Report size exceeded maximum capacity and may
have missing network information.

Report size getting too big, too many NtCreateFile
calls found.

Report size getting too big, too many
NtDeviceloControlFile calls found.
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ASN

No context

JA3 Fingerprints

No context

Dropped Files

No context

Created | dropped Files

C:\Users\user\AppData\Local\Microsoft\internet Explorer\DOMStore\BNKN5HH8\www.surveymonkey[1].xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with no line terminators

dropped

13

2.469670487371862

false

3:D90aKh:JFKb

C1DDEA3EF6BBEF3E7060A1A9AD89E4CS
35E3224FCBD3E1AF306F2B6A2C6BBEAIB0O867966
B71E4D17274636B97179BA2D97C742735B6510EB54F22893D3A2DAFF2CEB28DB

6BESCEC7C862AFAES5B37AA32DC5BB45912881A3276606DA41BF808A4EF92C318B355E616BF45A257B8995520D72B7C08752C0BE445DCEADESCF79F73480910F
D

false

low

<root></root>

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\DOMStore\FPUD83QS\help.surveymonkey[1].xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with no line terminators

dropped

100

4.571343131665918

false

3:D90aK 1ryRtFwseADKOFTEJVgkzR3x77TINRIAGSfwQ9IKaKb:JFK1rUFaADUVakz5xbINRi4Qwb
9E43F4ADFD00243E336339DF8B59B72A

655C71DE820300F39DAD76D9B3DB0308C168AE26
4785CEBD51E81ECA6A348F92B924B4EOEACE3EF4B6BACSF7A6E352ECB769BBFO
603F4768A2E55EF05DC735224DDFAD37884ED821083B252D3EE9A3B8CBF8D457A44A677E75F682BBC5F5D7027FF62C409D3AD05AF377490248034A8EDBB4AFC1
false

low

<root></root><root><item name="undefined" value="null" ltime="2084482176" htime="30885844" /></root>

C:\Users\user\AppData\Local\Microsoft\internet Explorer\Recovery\High\Active\RecoveryStore.{A3EF9C65-B3C7-11EB-90E4-ECF4BB862DED}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Program Files\internet exploreniexplore.exe

Microsoft Word Document

dropped

30296

1.8551138200762813

false
192:rwZTZM2SWItg6fgTWVMkiTakCTgkC9jtkCOMMX:rg17RsgYgT 7kfTakCTqkC9DkC9z
8E5SE54A74ADC6969A75D81794EC72C5B
65CA95797C343486456E6F544E62ED5436077E95
EB9B38C8BCA92D107E367E30CE63FFA1147C6FEEEEESB67F6BOFDBD13C4C85D5
9343EDAG678BBBF81E07198607092483A4B68745D076C73C1B1D29BF88B351A72CD1D82233EC0D214F0DD29C07ACELDF3707F1156FD1D7658D1465B5BE3D3ESF
false

low
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C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Recovery\High\Active\RecoveryStore.{A3EF9C65-B3C7-11EB-90E4-ECF4BB862DED}.dat

Preview:

.R.0.0t. .[E.n.tr.

C:\Users\user\AppData\Local\Microsoft\internet Explorer\Recovery\High\Active\{A3EF9C67-B3C7-11EB-90E4-ECF4BB862DED}.dat

Process: C:\Program Files\internet exploreniexplore.exe

File Type: Microsoft Word Document

Category: modified

Size (bytes): 134914

Entropy (8bit): 3.0004780032211844

Encrypted: false

SSDEEP: 768:y8C/CDVIYIfrQZj83j8/TGKxuK4eoTtmpmV:kMrT4/TGb

MDS5: 31CDE6F648C8EAFD669DD470BEF6931B

SHAL: 29E01D1C6D3D3C194821BD8E13F47A15F315779C

SHA-256: 2E81278522E2DC1CICB74073A430438A292C3BEADFA572A48506708E487B25E9
SHA-512: 7453281277107FE86D08F4BD4BD496A78B481322C772CDOCFFADF968026BF92343E72649E6CF34C537E8B58C1DA69075A64D27D3CCE41963407EC44279639CD:
Malicious: false

Reputation: low

Preview:

C:\Users\user\AppData\Local\Microsoft\internet Explorer\Recovery\High\Active\{A9F85A7E-B3C7-11EB-90E4-ECF4BB862DED}.dat

Process: C:\Program Files\internet exploreniexplore.exe

File Type: Microsoft Word Document

Category: dropped

Size (bytes): 16984

Entropy (8bit): 1.5635555211126981

Encrypted: false

SSDEEP: 48:lw5GcprecGwpaxG4pQxGrapbSaGQpKiG7HpRB7TGIpG:rfZUQj6BBSIANTDA

MDS5: BD266E4434DB56D2D379AD2FACBDBAF8

SHA1L: D4728DE9AE77234FEA57777BEB6D01C0O9F324AA5

SHA-256: 9CAB5501D46B06C01277CD3F38FC660C71478D187395EDAEBI889E69BAOBSBAC
SHA-512: A74B34889116970CC6A4853E4ACT77D231476385DFD7843770EE8B3706010A532993CAF502D1E2F29C48804BD20C8103036E99AFOCEECB0967057D01CE3B7A9B/
Malicious: false

Reputation: low

Preview:

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-17529550060\msapplication.xml

Process: C:\Program Files\internet exploren\iexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 656

Entropy (8bit): 5.0981488362316005

Encrypted: false

SSDEEP: 12: TMHdANMNXOEmMuTu4nWimI002EtM3MHANMNXOEmMuTu4nWiml000bVbkEtMb:2d6NxOhuTu4SZHKA6NXxOhuTu4SZ76b
MDS5: 9E6AB81225B7992FFD02B60A48750B388

SHA1L: BF93EOECB37973077B2BB335D2A8889877EE6D18

SHA-256: BB5BF8B2779FBABB5EC2F9A28E3B438E781D37FC2CCEA4D24CC663CB59C6D331

SHA-512: C58E52DAD9216D73BF8D8275F0BF07917D200FC3604E42016901F673062DF054F18A04DC3C216223940A526BE40522934C3433AF8CEEO4FO5A3CEF7BAOFC3C64
Malicious: false

Reputation: low

Preview:

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.twitter.com/"/><date>0x7773684d,0x01d747d4</date><
accdate>0x7773684d,0x01d747d4</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.twitter.com/"/><date>0x7773684d,0x01d747d4</date><accdate>0
X7773684d,0x01d747d4</accdate></config><tile><wide310x150logo/><square310x310logo/><square 70x70logo/><favorite src="C:\Users\user\Favorites\Twitter.url"/></tile
></msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-18270793970\msapplication.xml

Process: C:\Program Files\internet exploren\iexplore.exe
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C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-18270793970\msapplication.xml

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

653

5.107202109319787

false

12: TMHdNMNxe2kG38nWimI002EtM3MHANMNxe2kGoo4nWiml00Obkak6EtMb:2d6NxrGSZHKdENxrWo4SZ7Aa7h
D6519443871D5446972934ADICFCEO8F

89029D749F735E6A80420369F190C1DCE4C26548
82C106E99C50F8B7ABA28BO3ED2FDE77A1C270AA84FB505E94A61C4D6F10F104

BFAB14DE062BD1BD8FA4D967BAES6EDECD9553DF2D23C07921F5C81DB0O9E1AE9F1B6BFA4E5F30B580A88429094DECF3EFDD6575CFIBEGE741136D2DESSCC
6EC

false

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.amazon.com/"/><date>0x77677c9a,0x01d747d4</date><a
ccdate>0x77677c9a,0x01d747d4</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.amazon.com/"/><date>0x77677c9a,0x01d747d4</date><a
ccdate>0x7769deed,0x01d747d4</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Am
azon.url"/></tile></msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Tiles\pin-21706820\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\internet exploren\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

662

5.108256429517379

false

12: TMHANMNxvLmuTu4nWiml002EtM3MHdNMNxvLmup4nWiml000bmZEtMb:2d6NxvquTu4SZHKd6Nxvqup4SZ7mb
90C7878FDFBFBD08A669123340E96D5D

AB7CE9412A6C753E478321C4D6D87834294F78B2

9D02040B9035690A0EES85E322964F70728 CE3A19143A630A48C12B3008ADESB
72F811C28D444DCCD20C37A3D1B4F2280F6931E4789C6153FC2EB78FOC46E85CA9725A11C7C27F62034C2913589B4C6796E8450ACABAECFB9CCEB591CAEBA3
false

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.wikipedia.com/"/><date>0x7773684d,0x01d747d4</date>
<accdate>0x7773684d,0x01d747d4</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..
<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.wikipedia.com/"/><date>0x7773684d,0x01d747d4</date><accda
te>0x7775caad,0x01d747d4</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Wikipe
dia.url"/></tile></msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\internet Explorer\Tiles\pin-4759708130\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\internet exploren\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

647

5.1206717855275725

false

12: TMHANMNxIREEEynWimI002EtM3MHANMNxXIREEEYynWimI00Obd5EtMb:2d6Nx0SZHKd6Nx0SZ7Jjb
CA1160DB5C297C58B03D1404B46F2832

B71BD67313268CAF844864C617EDB63170C47472
BA4E8C3C1D422C67EECB1068502DF41AFD1315DEA44C608FA520D88464D9A2A5
CAB816E52E40FADD691729235E983FD5247F9F3A59EDA619787902764CEOEDEC78EDCEFFBI666B37F840314557BA51CF45035BE1D101520E8C95F7E9C2A98D49
false

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.live.com/"/><date>0x776ea3b2,0x01d747d4</date><acc
date>0x776ea3b2,0x01d747d4</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?xml
version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.live.com/"/><date>0x776ea3b2,0x01d747d4</date><accdate>0x776ea
3b2,0x01d747d4</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Live.url"/></tile>
</msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-6757900\msapplication.xml

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:

C:\Program Files\internet exploreniexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators
dropped

656

5.084722282740181

false
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C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-6757900\msapplication.xml

SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

12: TMHANMNxhGwCp4nWimI002EtM3MHANMNxhGwCp4nWiml000Ob8KO075EtMb:2d6NxQjp4SZHKAENXQjp4SZ7YKajb

0DB63DD875A8794A5D84E1752DCD5457

BB38C98EDB890AES7A959247822302175D3E4E77

AB7A099C6D38DDCEBD15E211D8F43F4F82C08B7E939D23A0E9A3647DA80203B9
44245C06282A4C4E550038C95A221C1CFC3F00AB8BFOB1DE6BF799B802F44086D898BC4F5C2D4971C02552770A2D8BIA3C47FD5F0530852180E145A6039A6D8E
false

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.youtube.com/"/><date>0x7775caad,0x01d747d4</date><
accdate>0x7775caad,0x01d747d4</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.youtube.com/"/><date>0x7775caad,0x01d747d4</date><accdate>0
X7775caad,0x01d747d4</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Youtube.url"/>
</tile></msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Tiles\pin-8760897390\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\internet exploreniexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

653

5.096852262797868

false

12: TMHANMNxOnmuTu4nWiml002EtM3MHANMNxOnmuTu4nWiml00ObxEtMb:2d6NxOmuTu4SZHKd6NxOmuTu4SZ7nb
77D792374D22A9FDFACBEO067FD79891

108B1B2CF875FA3C35799A3416DFC707EFF843C5
09A5A455ED58AEF798EA2358D1F981D844E155D2582A6DA6A5C04E41ASEC947B
374E0BDBFA9984F8DB8090565D96F3F9988911696FF095A0B3CID68F4185019058BBC51522575EB10B8E11D55AD6057C0924EB0647E4ED135BBABAB4125DA4EE
false

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.reddit.com/"/><date>0x7773684d,0x01d747d4</date><a
ccdate>0x7773684d,0x01d747d4</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.reddit.com/"/><date>0x7773684d,0x01d747d4</date><accdate>0x7
773684d,0x01d747d4</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Reddit.url"/></tile>
</msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin20259167780\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\internet exploreniexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

656

5.145191394250211

false

12: TMHANMNxxREEEynWimI002EtM3MHANMNxXREEEynWimI00Ob6Kg5EtMb:2d6Nx9SZHKdBNX9SZ70b
39671F7E2A673508EE49106C010E9CB2

6F805CF17E1300A8CCBIC8A14D4E8787B2C475F7
F96CCF8564E8A3EDDAFDOC327884A20170739FDC14450BFC28273B01880DB5D4

D48D7C3951E6B81ASESE1IA9A35CABCOBCAL73FF26D78F774A6579B5666BE1E124E346E2A09C199FBYA3FD943388C345DA56D9260577999B6AC1D903088DDA3(
B

false

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.nytimes.com/"/><date>0x776ea3b2,0x01d747d4</date><
accdate>0x776ea3b2,0x01d747d4</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.nytimes.com/"/><date>0x776ea3b2,0x01d747d4</date><accdate>0
x776ea3b2,0x01d747d4</accdate></config><tile><wide310x150logo/><square310x310logo/><square 70x70logo/><favorite src="C:\Users\user\Favorites\NY Times.url"/>
</tile></msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin20332743330\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

C:\Program Files\internet exploreniexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

659

5.118610783256836

false

12: TMHdNMNxcznWiml002EtM3MHANMNxcznWiml00ObVEtMb:2d6NxmSZHKd6NXxmSZ7Db
9D00A8BF488938313C74EFF5ECD154341
457BE41D29FB19A3C2EF549628FF08D168C1D6A6
AF253435AAC1B41E41C671ACOCDAA991ECDAA25A7089136C7F6D492DF9B4D886
558B04110930121FDCBD072E94700597180826B94B4695F8014F9A5C8FF056564B2791DF9973FBA1B99293C73D3753B3B536D046646D24F36D37A02DD6B25341
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C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin20332743330\msapplication.xml

Malicious:
Reputation:

Preview:

false

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.facebook.com/"/><date>0x776c415b,0x01d747d4</date>
<accdate>0x776c415b,0x01d747d4</accdate></config><tile><wide310x150logo/><square310x310logo/><square 70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.facebook.com/"/><date>0x776c415b,0x01d747d4</date><accdate
>0x776c415b,0x01d747d4</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Facebook
.url"/></tile></msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\internet Explorer\Tiles\pin8215062560\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\internet exploren\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

653

5.108952430675988

false

12: TMHdNMNXxfnznWiml002EtM3MHANMNXxfnTEynWimI00Obe5EtMb:2d6Nx7SZHKd6NxJISZ7ijb
62E0F0381C3E2ECCE7A1700C79ACDYAS
726030982BF5CA819D3F09EC5E0F2D90BAOSCAFB
D7580E147ECFF22D1734C16EEB44E5027212C967EBB7678EE8C60479269EFAEB

A7ACES501A8DDBB9F49E4046ACE421AD674F8DBD93B722A8A3F4BFBD9497B1453BC64614D9207B5767798B512A32DF191CE27B21EE3B8A4B3187AF8FBEB3461
19

false

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.google.com/'/><date>0x776c415b,0x01d747d4</date><a
ccdate>0x776c415b,0x01d747d4</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.google.com/"/><date>0x776c415b,0x01d747d4</date><a
ccdate>0x776ea3b2,0x01d747d4</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Go
ogle.url"/></tile></msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\internet ExploreriimagestorelynfzOjx\imagestore.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

data

dropped

33934

3.7614299708952226

false
192:82vvumFE/Rn3MovScNiUvIY8YKYpYMYOYV:hvumFI3MovSSvOY8YKYpYMYOYV
34248EA677D812DBE4AD78927F574E934
6799680F2D4518B64BB28F57F5E728A55E825858
D1649D6FD4A9C3A23FCO1EC795D81EE399BEE274F71B4DE1E66AF18070C962FD
29C27B39D2E3959DF91B813A55AES590EF91471F878B1A2405A7EC7BE4B76878A482524D14DE35E135C4B9304640FA728F8B2B48864076CFF92719A694872B643
false

low

)-h.ittp.s..//www..s.urv.ey.mo.nk.e.y..c.om./fauv..c.o.n.l..i.c.0.%. .00.

0..€0...0...0...0...0...0...0..€0..Dp.

o0, $

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\1[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

|IE Cache URL:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 318 x 114, 8-bit/color RGBA, non-interlaced

downloaded

12036

7.970958196168374

false
192:4XBYCpOnsAXX4zYXNOi+M742dnu9VLtFdzgcKblObwflcOrlPlo+c:IKnFn4z6 NEKduXJ3mcKbNwSrgn
E09251F93E79D2DB033236817026596F

8F9316797244A3234993E06F1E7A0F9344853C01
2F22A8D0B3AE8238824AB122A1318506C57B413FABBIABIC5D21DA5D22A7A267

E80B9B5B4FB72C184ED401B65B3B6ACB292050E55B8746ACD552A018C69D462C65B59E6879DAEEEE4E75COE149F6DC6COADBA830459F1A1CF3C82F6B8BSESH
3D

false
low

hitp://https://smtpro101.com/email-list/sharepint6666/css-img/1.png
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\1[1].png

Preview:
PNG........ IHDR...>. ..l gAMA....|.Q.... cHRM........... R..@..}y.....<....s<W../ICCPICC Profile..H.wTT...wz..0..z..0... ..Q.f.....MI.@D...E.....H..b!(.".H.PbO...dF .J]yy..
..0.5..{...$0../... "..ZBW.G...X...0Y.A.@%/7 z........ H..e.0..0.T.. ..[gl2....$..8.x.....t.r.p../8..p...C...
f.q...Kinjm.{r2.8. . <..8..X....9<QD.h..8Q.yl.
OZ.k.(..5.H..>..... . Lokk$..110.V..8.7. . .. '@. ....al2D..lUH.2.. .d..A>P ..ECq...B.....**.Z......]..B..=h...~....L.
: ~~.(...MF+...6h/*.:]..G7...w...7..... Xa<l...L1l...s.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\4.3.32_9418609_palette-1_fedb6efb-0584-4319-8233-162c4d20a10b[1].css

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 22244

Entropy (8bit): 4.9560910435693275

Encrypted: false

SSDEEP: 192:dNXFXNXjXoFZbKojg2hZt4/sB+n5TSI+0mpNZxWpidTSoD+Kgz0ybPCHih3:AKLeo+KgvPCHC

MDS5: F652FC3E43C585F684F993F501160C5C

SHA1L: F61469F0477EEA347FB4C9647C2B5DE26316E6CD

SHA-256: 87C4A87AB211A761107DFEE618735C8B91615ACCCF45724701EDB417B2D656CF

SHA-512: B3C4C329CD5365EE69EBB754F8E580665615E34ABAA75A3B004D01ACB387F26BB51B2F01224CCBA3336CEAOE224CBEBD591645318D9B48600C85D425D2BDF8
8

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://secure.surveymonkey.com/r/themes/4.3.32_9418609_palette-1_fedb6efb-0584-4319-8233-162c4d20al0b.css

Preview:
html body article.survey-page,.v3theme-fixed-container.text_left,.v3theme-fixed-container.text_right,#livePreview .page.v3theme{background-color:#fff}#livePreview article
.survey-page{background-color:#fff}.survey-body .v3theme{height:100%}.survey-page .question-pre-set-icon{color:#fff;font-size: 16 px}.report-problem-container{bac
kground-color:#fff}.survey-page .question-validation-theme,.survey-page .slider-warning,.survey-page .password-invalid-message,.survey-page .question-preset-the
me{color:#000;font-size:16px;font-style:normal;font-weight:300;text-decoration:none;outline:0}.survey-page .question-validation-icon,.survey-page .password-validation-ico
n{background-color:#203165;color:#fff;font-size:16px;padding:0 5px;border-radius:3px;background-clip:padding-box;margin-right:5px}.survey-page .survey-rtl-inlin
e{display:inline-block}.survey-page .password-invalid-message{display:inline-block;padding-left:5px}.survey-page .question-validation-theme{font-family:National2}.survey-
page{box-s

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\4[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 594 x 346, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 47400

Entropy (8bit): 7.967050089232

Encrypted: false

SSDEEP: 768:XimDxvRz7xMko0xO+udRulVTKxf0axgjZD9GdpfP3wgn/+0znyUsVkGYFNI:XHvOko0xODdQVMxgj+5PAg/+inTsXYFC

MDS5: 67762011312F60A3D8689033497F5193

SHA1L: FO6DF5F4CE731309264155A029B08B526DFD1329

SHA-256: OF6F8A9C83B747898FD39CA9ABCI87715C170004058B5C1DD12DD2F50BBB7756

SHA-512: B9BD820BFEDOF89C98947776C87181B799FBDD403FF7CBOA4DOE20629A13C12F8203577447AADED8B46C4ACBDD56FBA97637C112BA59892BEC8DF6FE2D6DF!
2

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://smtpro101.com/email-list/sharepint6666/css-img/4.png

Preview:
PNG.......IHDR...R...Z.....d...... gAMA....|.Q.... cHRM..
...... g.5..{...$0../... ".ZB.W.G...x....0Y.A.. @$/7z........H..e..O OT
f.g...Kinjm{r2.8...2.... )LAG .g.,.qm."[.Z[Z....~Q....7%..

.Qf.....ML.@D...E......H..bl(.".H.PbO...dF.J|yy.
3".$..F../OP.rb.[}..Q..d.[..S..IL.x{.#b.G..\N..0.X3I....[q2.....$..8 X.......t..r.p../8...p...C..
LL=tyee g X))B>==...... <..8..X....9<QD.h..8Q.yl....sy....0

.0Zk.(...5.H....> vl 2A0L@.CJIPLABK @8 al2D..!UH.2.. .d..A>P .ECq...B.....**.Z......]..B..=h..~...L
2 5p....... N ........... | ...... @...QC.......H,.G6 .HIR.. ]H/r Aw..... Q (OT.. JCm@ *QGQ...-.(...MF+...6h/.*.:.]..G7...w...7.....Xa<1...:.L1....s.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\5811593[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 1828

Entropy (8bit):  5.173185620940551

Encrypted: false

SSDEEP: 48:SOkpw//QrédkpwChlb4fkpwOW9pcd4wmpF:We3x+eGSfeOqcdnlF

MD5: 76EAC1879ABF9C315DBAAESOFESC73B7

SHA1L: AA5E64C0A8BF59B1709FD55DB883C7504C49930F

SHA-256: BB33B6F0A365DD485BE4308FBB96A4C057A065739530B050F9E1976A0C9C374E

SHA-512: O0DCF21FEEA93C08575B679A2B59597E7DC2D4D2348433452BE2F4AB3372A3E5A1DFDASBEFBE270E8A885AA11F71309D207F0F5FD5C043BDEF838572EFC93D
3

Malicious: false

Reputation: low
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\5811593[1].js

|IE Cache URL:

Preview:

hitp://https://js.hs-scripts.com/5811593.js

Ifunction(t,e,r){if('document.getElementByld(t)){var n=document.createElement("script");for(var a in n.src="https://js.hsadspixel.net/fb.js",n.type="text/javascript",n.id
=t,r)r.hasOwnProperty(a)&&n.setAttribute(a,r[a]);var i=document.getElementsByTagName("script”)[0];i.parentNode.insertBefore(n,i)}}("hs-ads-pixel-5811593",0,{"data-ads-
portal-id":5811593,"data-ads-env":"prod","data-loader":"hs-scriptloader","data-hsjs-portal":5811593,"data-hsjs-env":"prod", "data-hsjs-hublet":"nal"});!function(t,e,r){if(!do
cument.getElementByld(t)){var n=document.createElement("script");for(var a in n.src="https://js.usemessages.com/conversations-embed.js",n.type="text/javascript"
,n.id=t,r)r.hasOwnProperty(a)&&n.setAttribute(a,r[a]);var i=document.getElementsByTagName("script")[0];i.parentNode.insertBefore(n,i)}}("hubspot-messages-loader",0,
{"data-loader":"hs-scriptloader","data-hsjs-portal":5811593,"data-hsjs-env":"prod","data-hsjs-hublet":"na1"});var _hsp=window._hsp=window._hspl||[];_hsp.push(['addEnab

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\5[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 511 x 23, 8-bit/color RGBA, non-interlaced

downloaded

11263

7.9661967428478375

false
192:0XBYCpOnsAXXmEgDPFQUthpH6VhWUgRcVIBCGGsSXjLD3f2HESjmEfgXkJ2:GKnFnSTuErazFIcVBGGswTPmESjmegh
1960F64CB44311726F887042E3BD5F72

315496B7281C17EA12E860BEA1F28DAA9CDD7C5C
3D00AB067E428236C3AAB3CF72306556C8E8BB77DF4C2B78C612BD408925D10D

EDEESE1449559B8C130935F16677576BA81D7D9CA1A20E79EBF91CDADFO6AF9C64DCD7660A23DC090BD0O0COA3A2EIS9EAG464A095F9396CI8CCFOF3733D61E
El

false
low

hitp://https://smtpro101.com/email-list/sharepint6666/css-img/5.png

PNG........ IHDR.....coeee F....0AMA...].Q.... cHRM........... R..@..}y.....<....s<.W../ICCPICC Profile..H.wTT...wz..0..z..0... ..Q.f.....ML.@D...E.....H..b!(.".H.PbO...dF J|yy.
...... 9.5..{...$0.[... ".ZBW.G...Xx...OY.A.@%/7 z.......H..e..0...0.T..._..IN:IK.."N.....3"..$..F../IP.rb.[.}..Q..d.[..S..I1.x{..#b.G...\N..0.X3I....[g]2.....$..8.X.......t..r.p../8...p...C..

f.g...Kinjm{r2.8...2......).L.76..9.,.qm."[.Z[Z....~Q...7%.."...3....R.."j..[~.. w. SHv....e..tq.X))B>==.....<..8..X....9<QD.h..8Q.yl....sy....0
: LLg.kk $... . t10V.8.7. . 2A0 @ JPLARK @ 8. al2D..!UH.2.. .d..A>P .ECq...B.....**.Z......]..B.=h..~...L
1.H,.G6 .HIR.. JH/r..A.W(......Q.(OT...JCM@..*QGQ...-.(j...MF+...6h/.*.:.]..G7...W...7.....Xa<l...L1....s.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\6[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 199 x 72, 8-bit/color RGBA, non-interlaced

downloaded

8661

7.964263119347913

false

192:CXBYCp0OnsAXXteoWNBgv6GsuL6/ug+Twvj8B23s+:gKnFncoWCfY|8cN
D916A1BD93E9566381B6EC7AB602CA862
379264D1FCF5865294C9504BF7F6E6455E4E6256
135D5D771D492485C440A550BDF26824B06249A6A2C537F65257108A2F1040AD

064FD48D9A7056DACAE7FEF629971342ADD35C224F13B49C67C74B1BB8466C648E9BD48F6B772DE8SD1B0107459B9D21F6F0A9C318FDEF879EFD472350180DB¢
A

false
low

hitp://https://smtpro101.com/email-list/sharepint6666/css-img/6.png

PNG........ IHDR....... H...B....... gAMA....|.Q.... cHRM........... R..@..}y.....<....s<.W../ICCPICC Profile..H.wTT...wz..0..z..0... ..Q.f.....ML.@D...E.....H..b!(.".H.PbO...dF J|yy.
...... g.s..{..$0./... ".ZBW.G...X...0Y.A.@$/7 z.......H..e..0...0.T.
£.0..K.njm{r2.8...2.....).L"6..9.,.qm."[. Z[Z...~Q....7%.."...3.....R

ANIKLNL.LL.3"$ FL/IPrb.[}.Q.d .S 11, X{.#b.G...\N..0.X3I....[g2.....$..8 X.......t..1.p../8...p...C..
Lfew =Hv....e..tq.X))B>==.....<..8..X....9<QD.h..8Q.yl....sy....0
LLgekke $... t10V.8.7. L 2A0L.@. L JPLARK @08 L al2DLIUHL 2., dLASP LECG.. B 2B =h L
I.LH,.G6 .HI9R.. JH/r..A.w(......Q.(OT..JCm@..*QGQ...-.(j...MF+...6h/.*...]..G7...w...7.....Xa<l..:Ll...s.

.0Zk.(..5.H...>...yP

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\715dd183-ee1c-4af7-812f-92f74d39780a[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 662 x 260, 8-bit/color RGBA, non-interlaced

downloaded

70767

7.9811295894294725

false
1536:1LBrkJvgxn9GGnR3zeY3sVGaR/K/pxd1T726auz+f:VBrEvgh9GQRvVgRyxX9zi
4A3E917888F6DAEEDDFCC260B1420861
AD969C0C9DI977D5F756F273CAD5040C899F0A31D
861DE15FFBE79853A8209324B8A8D558949F225969E08F5BF6B3A7D12083B2A8

4FDA684DD29CCC06A33CC60E3020288B4CB3CA9D1CDBC769868ECC6EF71F40CA717FCOEDE7314C5F7E4EF1C3E7EOES23EAGEGIFEDC1767E2CD7D426928E61
BEC

false

low
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\715dd183-ee1c-4af7-812f-92f74d39780a[1].png
|IE Cache URL: hitp://https://surveymonkey-assets.s3.amazonaws.com/survey/306361598/715dd183-eelc-4af7-812f-92f74d39780a.png

Preview:
PNG..

. o> @..P. .m..\.L...P...w7..._uRp.s...._
2.3y, ZH& N.2K. _>.....P.....V..(.B.-.S...

..8..@| S JX6R. +.8G..4p..... INdC|..5*.+..@...3.x9.G.3..b.H ...... xB..bE.#..&*p%.v/‘.l..O . <"Ei..dIX?....
..DAI.q.S?GZ ..... q..."*$Cl....41e.Q:1Q..m..Y*9.t....y K. .F(.1.bar.....D..k@.,K.R*.c.m.DEV. .= ([.../+..m.8.*.P...v....]..Y) .<....\...Pe..5.8%I.AR..\.S$..*{B....
[@.+JR..S...T....dexq.72"...D.6... #L.@.....)q..HA... fpE... A @1L."........ " 2.UN@.l...<.......0.*.T.jD......C1.....0..D.4.A.. AKb(1. A #..Fx.G k.n8....=.)...p. A=A
T T Qo O} B = [ Qe #.QOr.....C,.Z_eYCh...]o.%...N.X#" &.;..C.......8.0....W.SQI.K.K..g.\." J.."J.JE9.B......... <] 20 AL

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\National2Web-Light.2[1].eot

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Embedded OpenType (EOT), Copyright Klim Type Foundry family

Category: downloaded

Size (bytes): 100152

Entropy (8bit): 5.818886664572002

Encrypted: false

SSDEEP: 1536:F1KITXxRVzcKkxy/KURZy+Sn2+ZK1H]0Ir2Ev37834SY 28xWji0:F1KITx7zekSAZyX2+ZKHjSnwL YKkji0

MDS5: 9FFIF969C72CEAA9CEE872A2E8B55F4D4

SHA1L: 6AAF3B57150CBEB562C864A85B790BA299E82A5D

SHA-256: 55B36C8580C74A518E1518373A0360D9B22BF18E9EFAEA07CE12A73A021990E2

SHA-512: 5B525EC6B143CA545B906905CBFABSEBI2FB56845A2573932CBB88325A243F4BACA906008ED835AA053CD627ED1BO0E40632F2EA93E32213B8E244B7AAABALG
6

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://cdn.smassets.net/assets/wds/4_20_3/wds-core/fonts/National2Web-Light.2.eot

Preview:

. ;.hoo.tconv. 1. O 72 makeotf I|.b.2 5 5900 DEVELOPMENT pCopyr|ght KI|m Type Foundry N.o.t. .L.i.c.
e.n.s.e.d. .f.o.r. .D.esktop..Use. GPOSKk.....4..].GSUBE....y.....0S/2"u....

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\National2Web-Medium.2[1].eot

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Embedded OpenType (EOT), Copyright Klim Type Foundry family

Category: downloaded

Size (bytes): 102020

Entropy (8bit): 5.833224427937175

Encrypted: false

SSDEEP: 1536:NaKNOnrd3pT/BWQRUXH6T8MHIHSI7NIF14cN72QGJuSuMCoSq28EtTWRJIJ:BKNMr1p7BWY+H6EbiHe 7fXjyqCAJJ
MDS5: 988A53A925931F64A807F3C46DD51362

SHA1L: CC9C9779EB991E56AF76CBF3033A5497C2130100

SHA-256: 7DC2FD04CB60870B976FAFEC8CE318873430EABAC1299DCICFCD4229D4F6EEI7

SHA-512: ATF68EA4ED267511C5E62449DC6E7846C3E8BE1FFC079625EE4409D5B24B202678720512CB59C6E5847CF3E6B95766FD718E1CD5F5587F9290E2ACC2FCB7C34
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://cdn.smassets.net/assets/wds/4_20_3/wds-core/fonts/National2Web-Medium.2.eot

Preview:

.. ...6.C.o.p.y.ri.g.h.t. KlLiim..T.y.p.e. .F.o.u.n.d.ry..8.N.o.t. .Li.c.e.n.s.e.d. .for. .D.e.skto.p..Us.e...Vers.io.n..0.
..0.0.0,;.P.S. .0...0.;.h.0.t.c.o.n.v. .1...0.. 72 m.a.k.e.o.t.f li.b.2..5...5.9.0.0. .D.E.V.E.L.O.P.M.E.N.T...p.C.0.p.y.r.i.g.h.t. .K.Lim. .T.y.p.e. .F.o.u.n.d.ry. .N.o.t. .L.i.c.

ensed f.or. .D.eskto.p..Us.e..... OS/2Mu........ "VDMXo.w5.
.6hhea...O...T...$hmtxE.a*
..... X K. X.An3......

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\National2Web-Regular.2[1].eot

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Embedded OpenType (EOT), Copyright Klim Type Foundry family

Category: downloaded

Size (bytes): 99032

Entropy (8bit): 5.824797434531707

Encrypted: false

SSDEEP: 1536:WBMK1yLMXYzSApCCP1RoHdZ3A6LSZLgEIIRLRk+pQHCcCGFSN284vi:NK1yLMXYuS9gdZ3ZSZLgjEtLg+G5nui
MDS5: 3986C44ECF50D8B73583C84348EE1C92

SHAL: B90FCB95BFC988852BE501E87CEED1AFIB7EAF95S

SHA-256: 1CC866F9DFA347BC3772C428051C46B17A67672935EAADE2C298E80AF2E35BB2

SHA-512: 9F9DCF75014EF26942E43457A1452C2A3606C3C23E5DBFAFF4287AA5ADIDB12F135678D017BB34964C90A0B32D26520AC03880E687A8976830805804A10E753B
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://cdn.smassets.net/assets/wds/4_20_3/wds-core/fonts/National2Web-Regular.2.eot
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\National2Web-Regular.2[1].eot

Preview:
................................. LP.iiiiiiiiies e %m e 6.Cloupuyeriiiglhit. Kiliim. . Tuy.p.e. .F.o.u.n.d.ry...8.N.o.t. .L.i.c.e.n.s.e.d. .f.or. .D.essk.to.p. .Us.e...V.ers.io.n.
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.n.s.e.d. .f.or. .D.e.s.kkto.p..Us.e. .GPOS".......YHGSUBE"....u\....0S/2".u. .
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\a[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 182 x 182, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 18327

Entropy (8bit): 7.9811904869827925

Encrypted: false

SSDEEP: 384:fKnFnoSiQQR5xRzhjhoAOosuOcngPknMOglcApU:yz6RzhiOgPGMjApU

MDS5: 9093999EAD670A0FBBD1611173CDCD95

SHA1L: AAFE1CCF1FCABA06DODF331CDF315A1AA6EE8348

SHA-256: 110FD903C6C48BCE7B0D826B99296A56F55BBDABCC52DA81F901E9F9ACAFD579
SHA-512: 8750112719F66FE55F16A163BFFBEEEE159845DE7AD9EB7BF3FBABAD9771B9344F146005CE91FIF5CCAG264683D6CFB601E1D4A482427DA21CE348B51475B82:
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://smtpro101.com/email-list/sharepint6666/css-img/a.png

Preview:

...... tw....gAMA....|.Q.... cHRM
...... g.s..{..$0./... .ZBW.G...X...0Y.A.@%$/7 z.......H..e..0...0.T

...s<.W.../ICCPICC Profile..H.wTT...wz..0..z..0... ..Q.f....ML.@D...E......H..bl(.".H.PbO...dF.J]yy.
ANIKLNL.L.3" 8 FL/IPrb.[}.Q. d [ S..11. X{.#b.G...\N..0.X3I....[g2.....$..8 X.......t..1.p../8...p...C..
f.g...Kinjm{r2.8...2......).L."6..9.,.qm."[.Z[Z....~Q....7%.." : L}=#yv.e.1g.X))B>==......<..8..X....9<QD.h..8Q.yl....sy....0
Lg...kk..$ .al2D..lUH.2.. .d..A>P .ECq...B.....**.Z.....]..B..=h..
I.LH,.G6 .HI9R.. JH/r. A .w(......Q.(OT..JCm@..*QGQ...-.(j...MF+...6h/.*...]..G7...w...7.....Xa<l..:Ll...s.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\analytics[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 49153

Entropy (8bit): 5.520906949461031

Encrypted: false

SSDEEP: 768:/yR3fYFBLbfs5sP5XqY3TyPnHpl1WY3SoavFVv6PU+CgYUDOIgEw0stZM:/y9gZfl5h3UHpaY3SoRCwO0Osk

MDS5: 6DF1787C4BE82D1BB24F8BFFA10C7738

SHA1L: 3634E839429E462E49C5F42B75FBFB4BA318AF6D

SHA-256: 2CB09C7B3E19BFC41743CA3624EF81C3258D56525647FEAC76AAT57E0292627A

SHA-512: CB3CE2BCEB61F390298C21E470423CCEB6DDI3E648A7DD0467195B11FEF30BF7A086DFF47C4494E2533498D1448C1A22AAB1414C14FD73278F1C92EO0F7BC3F!
4

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://www.google-analytics.com/analytics.js

Preview:
(function(){/*.. Copyright The Closure Library Authors.. SPDX-License-ldentifier: Apache-2.0.*/.var n=this||self,p=function(a,b){a=a.split(".");var c=n;a[0]in c||"undefin
ed"==typeof c.execScript||c.execScript("var "+a[0]);for(var d;a.length&&(d=a.shift());)a.length||void 0===b?c=c[d]&&c[d]!==0bject.prototype[d]?c[d]:c[d]={}:c[d]=b};var q=
{},r=function(){q. TAGGING=q.TAGGING]|[];q. TAGGING[1]=!0};var t=function(a,b){for(var c in b)b.hasOwnProperty(c)&&(a[c]=b[c])} ,v=function(a){for(var b in a)if(a.
hasOwnProperty(b))return!O;return!1};var x=/"(?:(?:https?|mailto|ftp):|[:/?#]*(?:[/?#]|$))/i;var y=window,z=document,A=function(a,b){z.addEventListener?z.addEventListene
r(a,b,!1):z.attachEvent&&z.attachEvent("on"+a,b)};var B=/:[0-9]+$/,C=function(a,b,c){a=a.split("&");for(var d=0;d<a.length;d++){var e=a[d].split("=");if(decodeURIComponen
t(e[0]).replace(\+/g," ")===b)return b=e.slice(1).join("="),c?b:decodeURIComponent(b).replace(/\+/g," ")}},F=function(a,b){b&&(b=String(b).toLowerCase());if("p

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\app-main-01d99f6b.bundle[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 182508

Entropy (8bit): 5.7818257341412735

Encrypted: false

SSDEEP: 3072:nVhDWiz41bK61S01Tj6gRJIIOACY|Q+Ie20TEH55x4:nVhDQKHTRJIz/J200m
MDS5: DD8E32CD292E2C0D5886367DE063F314

SHA1L: DF7274BOD4FAE3DC82BE62967A5D9419871778D8

SHA-256: C122C8703EADC9088269A731876B6C4D357765A45B7A854A2AE8606B80A0F0C2
SHA-512: 13BAFBE51FEFEF872AFD5B33F7F13522CCA27E3DB23F37E1B626461A9DE4DICF247D6FA5D1566FB28BE163D6AC859D71A1819E904F79A15A1427B7456951598
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://prod.smassets.net/assets/cms/cc/app/2.118.0/app-main-01d99f6b.bundle.js
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\app-main-01d99f6b.bundle[1].js

Preview:

(window.__LOADABLE_LOADED_CHUNKS__=window.__LOADABLE_LOADED_CHUNKS__||[).push([[27],{277:function(e,r,a){"use strict";var t=a(94),s=a.n(t),
o=a(1),n=a.n(o),i=a(78),|I=a.n(i),c=a(75),u=a.n(c),d=a(0),p=a.n(d),m=a(35),g=a(95),v=a(381) ,b=a(139),h=a(177),k=a(132),f=function(e){var r=e.children,a=e.classNa
me,t=e["data-testid"],0=e.disableSPA i=void 0!==0&&0,c=e.rel,f=e.onClick,y=e.target,w=e.title,F=e.to,S=void 0===F?"":F, T=e.withTracking,x=void 0===T?"":T,R=Obje
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1.611-.763c-1.735 1.34-3.276 1.856-4.63

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\c[1].png

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 182 x 182, 8-bit/color RGBA, non-interlaced

downloaded

20595

7.9860453260767885

false
384:fKnFnrG4KdfF/DRBIO9VHYwpR7uHt5khGep1DNVSaYJpo94Max5:yZG4Kdt/D/HKw+NyGi7Sw+5
225C201427FB750ED70E0A4DB3936CAL

358733B6AFEEC39F90AA11124ED537BO6FCEFF9A
4D91DDEAO01F7ACEDAAO3COAEEEF7A84E114C3CB09BBB86D600029986CCE495F
8CC32BF2D4176A42A46E3BEB7D7D4A5ADC3EF483FA45C4A1D2A49560324F14302E87DF94A14C2047693859AB793A151C02D559AB974D4F941BOAC7A8F585102
false

low

hitp://https://smtpro101.com/email-list/sharepint6666/css-img/c.png

PNG.......IHDR. LLW....gAMA...|.Q.... cHRM.. R..@..}y.....<.....s<.W.../ICCPICC Profile..H.WTT...wz..0.2..0... .Q.f.....ML.@D...E.....H..bI(.".H.PbO...dF.J|yy.
...... g.s..{..$0./... ".ZBW.G...X...0Y.A.@%$/7.z.......H..e..0...0.T. 3L FLPD[)..Q. A .S L. x{..#b.G...\N..0.X3I....[g]2.....$..8. X.......t..r.p../8...p...C..
£q...KnmJ{r2.8..2.....).L"6..g.,.qm."[.Z[Z...~Q...7%.."... 3....R.. :
.0ZKk.(...5..H...>...yP... 18P Lg...kk.$..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\create-your-survey[1].svg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

SVG Scalable Vector Graphics image

downloaded

1276

4.766581639030209

false
24:19u60yYLvcjtaAYgEY3Z00VLB+Sf/ieuniYrbMKPtxMQMK8k:W6bY09fh9B+Sfajb
234FD052C1F1BF0273EDA51DFDC75E4C
7C99BD218826D87DFBIEBAOD11A9A181495E4C95
DFO5AEF0218826450C506EF7B938108EC110F1BB831F7884E4C3005C96597B4F
2818CB16B0967D22ED1650464CA932AFB7E77120F8CCF24C3D5E54E78050E724C56DF8D9E23E30D5126BFB8D483C217F6F64052098D0598C6DBA68AG83D62ED
false

low

hitp://https://prod.smassets.net/assets/cms/cc/app/2.118.0/images/create-your-survey.svg

Copyright Joe Security LLC 2021 Page 24 of 71



C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\create-your-survey[1].svg

Preview:

<svg height="64" viewBox="0 0 64 64" width="64" xmIns="http://www.w3.0rg/2000/svg" xmlIns:xlink="http://www.w3.0rg/1999/xlink"><defs><path id="a" d="m56.693 20.6
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4.18 4.326v-13.985a1 1 0 0 0 -1-1h-45.36a1 1 0 0 0 -1 1v54.432a1 10 0 0 1 1h45.36a1 1 0 0 0 1-1v-29.3219.752-10.094a.997.997 0 0 0 .28-.713zm-38.703 1h17.236al 1
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12.971a1.878 1.878 0 1 0 -.001 3.75
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oText":"<p>Cookies are small bits of data stored on the device (computer, mobile phone, tablet or any other mobile device) that you use to access any of the Sur
veyMonkey websites (the Sites), so we can recognize repeat users. Each cookie expires after a certain period of time depending on what we use it for. </p>\n<p>In our
Cookies Notice, we use the word .cookies. as a catchall term to include not only cookies, but also other technologies such as pixels, web beacons and page tags. Like
most commercial websites we use both first and third party cookies on SurveyMonkey Sites. Information provided to third parties from our Sites via Advertising Cookies d
oes not include
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Malicious: false

Reputation: low

|IE Cache URL: hitp://https://www.googletagmanager.com/gtm.js?id=GTM-NGMP3BG

Preview:
./l Copyright 2012 Google Inc. All rights reserved..(function(w,g){w[g]=w[g]||[{};w[g].e=function(s){return eval(s);};})(window,'google_tag_manager');(function(){..var data =
{"resource": {. "version":"41",. . "macros™:[{.  “function":"__e". }{.  “"function™:__v",.  "vtp_datalLayerVersion":2,.  "vtp_setDefaultValue"false,.  "vtp_na
me":"orderValue". },{.  "function™:"__v",.  "convert_case_to":2,. "vtp_datalLayerVersion™:2,.  "vtp_setDefaultValue":true,.  "vtp_defaultvValue":",  "vt
p_name":"currencyCode". }{.  "function™:"__jsm",.  "vtp_javascript":["template","(function(){function c(d,e,c){var b=function(a){return(a=a.replace(V"\\V[a-z]{2}-[a-Z]

{2}Vi\"\"))?a:\"\\"},m=function(a,b){var d=a.split(V[\u0026;]V),f=[],g=\"\";if(\"\"===a)return\"\";for(a=0;a\u003Cd.length;a++){var k=d[a].split(\"\\x3d\"),c=k[0];k=k[1];incl
ude=!0;for(var e=0;e\u003Cb.length;e++){var h;(h=c.toLowerCase()===b[e].toLowerCase())||(h=V((["\u0

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\jquery-3.3.1.min[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 86927

Entropy (8bit): 5.289226719276158

Encrypted: false

SSDEEP: 1536:jLiBdiaWLOczCmZx6+VWuGzQNOzdn6x2RZd9ISENkIHBIECIY 0o/NWLbV[3KC6t3:5kn6x2xeINK6NCE9

MDS5: AO9E13EE94D51C524B7E2A728C7D4039

SHA1L: 0DC32DB4AA9C5F03F3B38C47D883DBD4FED13AAE

SHA-256: 160A426FF2894252CD7CEBBDD6D6B7DA8FCD319C65B70468F10B6690C45D02EF

SHA-512: F8DABF95B6ED33542A88AF19028E18AE3DICE25350A06BFC3FBF433ED2B38FEFASE639CDDFDAC703FC6CAA7F3313D974B92A3168276B3A016CEB28F27DB07!
4A

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://ajax.aspnetcdn.com/ajax/jQuery/jquery-3.3.1.min.js

Preview:
/*1'jQuery v3.3.1 | (c) JS Foundation and other contributors | jquery.org/license */.!function(e,t){"use strict";"object"==typeof module&&"object"==typeof module.exports?
module.exports=e.document?t(e,!0):function(e){if('e.document)throw new Error("jQuery requires a window with a document");return t(e)}:t(e)}("undefined"!=typeof window?
window:this,function(e,t){"use strict";var n=[],r=e.document,i=Object.getPrototypeOf,0=n.slice,a=n.concat,s=n.push,u=n.indexOf,|={},c=I.toString,f=l.hasOwnProperty
,p=f.toString,d=p.call(Object),h={},g=function e(t){return"function"==typeof t&&"number"!=typeof t.nodeType},y=function e(t){return null'=t&&t===t.window},v={type:!0,src:
10,noModule:!0};function m(e,t,n){var i,0=(t=t||r).createElement("script");if(o.text=e,n)for(i in v)n[i]&&(o[i]=n[i]);t.head.appendChild(o).parentNode.removeChild(o)}function
x(e){return null==e?e+"":"object"==typeof e||"function"==typeof e?I[c.call(e)]||"object":typeof e}var b="3.3.1",w=function(e,t){return new w.fn.init(e,t)},

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\jquery.min[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 86927

Entropy (8bit): 5.289226719276158

Encrypted: false

SSDEEP: 1536:jLiBdiaWLOczCmZx6+VWuGzQNOzdn6x2RZd9ISENkIHBIECIY o/NWLbV[3KC6t3:5kn6x2xeINK6NCE9

MD5: AO9E13EE94D51C524B7E2A728C7D4039

SHAL: 0DC32DB4AA9C5F03F3B38C47D883DBD4FED13AAE

SHA-256: 160A426FF2894252CD7CEBBDD6D6B7DA8FCD319C65B70468F10B6690C45D02EF

SHA-512: F8DABF95B6ED33542A88AF19028E18AE3DICE25350A06BFC3FBF433ED2B38FEFASE639CDDFDAC703FC6CAA7F3313D974B92A3168276B3A016CEB28F27DB07!
4A

Malicious: false
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\jquery.min[1].js

Reputation: low

|IE Cache URL: hitp://https://ajax.googleapis.com/ajax/libs/jquery/3.3.1/jquery.min.js

Preview:
/*1'jQuery v3.3.1 | (c) JS Foundation and other contributors | jquery.org/license */.!function(e,t){"use strict";"object"==typeof module&&"object"==typeof module.exports?
module.exports=e.document?t(e,!0):function(e){if('e.document)throw new Error("jQuery requires a window with a document");return t(e)}:t(e)}("undefined"!=typeof window?
window:this,function(e,t){"use strict";var n=[],r=e.document,i=Object.getPrototypeOf,0=n.slice,a=n.concat,s=n.push,u=n.indexOf,|={},c=I.toString,f=l.hasOwnProperty
,p=f.toString,d=p.call(Object),h={},g=function e(t){return"function"==typeof t&&"number"!=typeof t.nodeType},y=function e(t){return null'=t&&t===t.window},v={type:!0,src:
10,noModule:!0};function m(e,t,n){var i,0=(t=t||r).createElement("script");if(o.text=e,n)for(i in v)n[i]&&(o[i]=n[i]);t.head.appendChild(o).parentNode.removeChild(o)}function
x(e){return null==e?e+"":"object"==typeof e||"function"==typeof e?I[c.call(e)]||"object":typeof e}var b="3.3.1",w=function(e,t){return new w.fn.init(e,t)},

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OW10PBUV\legal_sidebar__stats-image[1].png E

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 321 x 561, 8-bit colormap, non-interlaced

Category: downloaded

Size (bytes): 66006

Entropy (8bit):  7.993128478211323

Encrypted: true

SSDEEP: 1536:InIxy1mWQjMKc/ZXfw3xORMJItRO9WGOOo0qgba48t:JjuKoPwhZ0kGfogbqg

MD5: 8730F45C922A9478E6B448CA54185711

SHA1L: F249DA55792F43647A540E4995E6C6F07833F98F

SHA-256: C4ET7E404102055F0CB22495153A3D754FBAGE48D341D632E66454F32F4787F52

SHA-512: CB34495BF1F1EA8CA98EA86CFF7266A385846F75EFA1FE4F0429399945F2C1F89485CD7800C687D7449F0CA80583E28EADBF3A145DC2D775A354F7B20D62B69!

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://prod.smassets.net/assets/cms/cc/app/2.118.0/images/legal_sidebar__stats-image.png

Preview:

L-9NMLLLL2

X R...C$mM>.6..W.....1..Q.Y1.0%....i6.rC..
0'.]a8.).f.... .zK. D>?.....\T[.q.&.Q...cW.F......D,........ hhgh......g....7x..f;.... K. h. X v BIRNS.. *w7Xhl......... .2 ..d..F

0.0..k.l....DQN..FBH..8.G.e......... JPUIL....s..\y....B.A..D}4L)5.... . Y.FQ.~1]..v.....

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\mp-takeatour-hero-v3[1].jpg

Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

[TIFF image data, big-endian, direntries=7, orientation=upper-left, xresolution=98, yresolution=106, resolutionunit=2, software=Adobe Photoshop CC 2019 (Macintosh),
datetime=2019:09:25 16:14:44], baseline, precision 8, 660x460, frames 3

downloaded

163687

7.874475005815421

false
3072:g0gkzIOOBVB0jZyuvp/XZobPUcVpWCh3612GLEonug8:gOBnmjtvpBmPUKpWChtC
521279269D51F8EF56E84F07E2A1DI7B
B1320E71AEA52025EA74F1ABE9BC53458A1EAL67
48D3920A9B1A2C33C25C3E0038176DB9571B7F3EALIC2A771E79764B1CF3EFABI
ACBD38981691582D3EF68A0A3FC550323C77D5757811442B82FD409251FB384CF58FDC5F6AD8C37B9CC8BB52339259DEEED839A745172815DD9973796A8F45A!
false

low

hitp://https://prod.smassets.net/assets/cms/cc/uploads//mp-takeatour-hero-v3.jpg

...... Exif..MM.*.

.$r2. i coeee L WAdobe Photoshop CC 2019 (Macintosh).2019:09:25 16:14:44

B#$.R.b34r..C.%.S...cs5....&D.TdE.t6..U.e...u..F". Vv
..... 11..AQaq"..2.....B#.R..3$b.r..CS.cs4.%......&5..D.T..dEU6te....U..F.......o... . VIV TEGWOW.L.. .l 20 TH%0) SIS RGN ALK AL E{S
ODKLL KT k....hplA..m.._Ux9nA".g.~.= K.=..bz>

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\mp-takeatour-videobg-v4[1].jpg

Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

[TIFF image data, big-endian, direntries=7, orientation=upper-left, xresolution=98, yresolution=106, resolutionunit=2, software=Adobe Photoshop CC 2019 (Macintosh),
datetime=2019:09:24 17:02:13], baseline, precision 8, 700x600, frames 3

downloaded

49706

6.1042375913599445

false

384:Uw0e7SNwOan54DOKYNg70bTrVuaFVuaFVuaFVuaz:UwOe7WwOaqYyTbbb+

1FB89551EA04739ECA23355514023034

37BB9F20783DA6294DIFEE1733EACI91B18FBOBCD

6737AFF659CDEAB57FFC3D48CCB8108291342948F04A09A457B57B25ACEC46C1
9BID686B3F932A813D0148D3C528221741EF0815F8DC6920483D2186AF54989831ED3CB23B1C78E52517317C74E4BF100D706CF727459A9B7DBDOEOA49BD8BAE

false
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\mp-takeatour-videobg-v4[1].jpg

Reputation:
|IE Cache URL:

Preview:

low

hitp://https://prod.smassets.net/assets/cms/cc/uploads//mp-takeatour-videobg-v4.jpg

.. L WAdobe Photoshop CC 2019 (Macintosh).2019:09:24 17:02:13...
AODE.C....eiii

7GWagw. 1..AQaq"..2....B#.R..3%b.r..CS.cs4.%
1%)$.10...T.1%)$.1JI$.R.I$...19%"....;KL..2 oo M R....%.l..0qc.3../X......S........ Co_.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\otBannerSdk[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

385853

5.332961276228148

false

6144:9+qkGT3kj6xzFUELONMDuUl1WH+5zdy6C5hE:q706xzse5C
975F2D75E78F7DB7BEC50D2D8508154A
599BAA957C95EB3E6789927392009E5655E1CAGF
F1F8D4204B80F61987126D563BBB88A3036F6FD55F8E98DAISABBIES42F9C495

BA8F3760A61FD3CF698C5734FBFC3F2D9EFE1C9823BFF32CBD8BC744EDF58D1688B8D8E071553DA2A7FF1616AF88293DEADSC7A8756410048CB0OBD6E47205C
E6

false
low

hitp://https://cdn-ukwest.onetrust.com/scripttemplates/6.17.0/otBannerSdk.js

/** . * onetrust-banner-sdk. * v6.17.0. * by OneTrust LLC. * Copyright 2021 . */.!function(){"use strict";var o=function(e,t){return(o=Object.setPrototypeOf||{__proto__:[
Jlinstanceof Array&&function(e,t){e.__proto__=t}||function(e,t){for(var o in t)t.hasOwnProperty(0)&&(e[o]=t[o])})(e,t)};var m,e,r=function(){return(r=Object.assign||function(e)
{for(var t,0=1,n=arguments.length;o<n;o++)for(var r in t=arguments[o])Object.prototype.hasOwnProperty.call(t,r)&&(e[r]=t[r]);return e}).apply(this,arguments)};function a(s,i,
l,a){return new(I=l||Promise)(function(e,t){function o(e){try{r(a.next(e))}catch(e){t(e)}}function n(e){try{r(a.throw(e))}catch(e){t(e)}}function r(t){t.done?e(t.value):new I(funct
ion(e){e(t.value)}).then(o,n)}r((a=a.apply(s,il|[]))-next())})}function d(o,n){var r,s,i,e,|={label:0,sent:function(){if(1&i[0])throw i[1];return i[1]},trys:[],ops:[]};return e={next:t(0),th
row:t(1),return:t(2)},"function"==typeof Symbol&&(e[Symbol.iterator]=function(){return this}),e;function t(t){

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\privacy-basics[1].htm

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, UTF-8 Unicode text, with very long lines

downloaded

200705

5.254905645250468

false

3072:1hipo9M+nG4EIlc7IvIZI+U0OWmBxmlijhWpKLOOLYyWJ:1hiOG4Cc75a
DC1D83F50907B2BFAFACCC5C22F75EB3
5EBBIBFEEGAE851C6F7ED48444F62EFC2A487076
8C40B01836101B652C119F36E9D4F224CDB8CD7BAC206D78A419350A503E1AD5
5D80FCD255FAD7355CAA8866C3CF8C4223734C25DA51280FA8840CD1B04F00FA7575B229436758F56EFOESBES71C987889DA7972E02E5A93ABIBA426F9CF7314:
false

low

hitp://https://www.surveymonkey.com/mp/legal/privacy-basics/?ut_source=survey_pp

<IDOCTYPE html>. <html lang="en-US">. <head>. <meta charSet="utf-8" />. <script type="text/javascript' >window.NREUM||(NREUM={});NREU
M.info = {"agent":"","beacon":"bam-cell.nr-data.net","errorBeacon":"bam-cell.nr-data.net","licenseKey":"750e9545e9","application|D":"468514413","application Time
":59.791572,"transactionName":"blABZhZZVkdUBhdbXVcaJkoUSI1HRg8QHXV8YUwdCUgXWFACAI4dEw==","queueTime":-1,"ttGuid":"20a54b0a8e4a2492","agentTo
ken":null}; (window.NREUM||(NREUM={})).init={privacy:{cookies_enabled:true},distributed_tracing:{enabled:true}};(window.NREUM||(NREUM={})).loader_config={agent!
D:"526925665",account|D:"738444" trustKey:"738444" xpid:"UwUPVVIXGwcGXFRTAWUGVQ==" licenseKey:"750e9545e9" applicationID:"468514413"};window.NREUM||
(NREUM={}),__nr_require=function(t,e,n){function r(n){if('e[n]){var o=e[n]={exports:{}};t[n][0].call(o.exports,function(e){var o=t[n][1][e];return r(o||e)}0,0.exports)}return e[n].e
xports}if(“function"==typeof __nr_requir

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\responseweb-response-bundle-min.6922e04d[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

102085

5.281092763724984

false

1536:dL200CEmeRiojrbTjzIN9mrZDyflpcGjw+oe:eMOlpee
6922E04DD813D5792A7CAA0C218D258B
927C94F13ECD68F0350086C7B247629E23A7AE60
4977545225AEE31F3E3B65854579F256C184C9577CDEBIBASES5B22DEECE44E9

DBD5D9E1A1B973625053024266FD0A134775CD7312B2AD5A2910FC00BBD766C1EEB8894AB044ECA532C43A21506DEBFB26BBOEF36A42BD704F34C26F540A2D
A
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\responseweb-response-bundle-min.6922e04d[1].js

Malicious:
Reputation:
|IE Cache URL:

Preview:

false
low

hitp://https://prod.smassets.net/assets/responseweb/responseweb-response-bundle-min.6922e04d.js

var SM=window.SM||{};if(typeof module==="object"&&module.exports){module.exports=SM}var SM;if(typeof module==="object"&&module.exports&&typeof require
==="function"){SM=require("../SM")}SM.Object={create:function(e){function t(){}t.prototype=e;return new t},hasKeys:function(e,t){var i=t.length,n=0;for(;n<i;n++){if(!(t[n]in e))
{throw new Error(‘key "+t[n]+" is missing')}}},toArray:function(e){var t=[],i;for(i in e){t.push(e[i])}return t},equals:function(e,t){var i;if(e===t){return true}if(!(e instanceof O
bject)||!(t instanceof Object)){return false}if(e.constructor!==t.constructor){return false}for(i in e){if(!e.hasOwnProperty(i)){continue}if(!t.hasOwnProperty(i)){return false}if(e
[i]===t[i]){continue}if(typeof e[i]'=="object"){return false}if(!SM.Object.equals(e[i],t[i])){return false}}for(i in t){if(t.hasOwnProperty(i)&&'e.hasOwnProperty(i)){return false}}
return true}};if(window.Object.create){SM.Object.create=window.Object.create}if(typeof module==="object"&&module.exports){module.e

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\seal[1].png

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 1 x 1, 8-bit/color RGBA, non-interlaced

downloaded

161

5.029167229054777

false
3:yionv//thPIE+tnM+wMLts50CAadCmy42/uDlhlbOd2Kam4eoshkxty2FR7WPVVp:6v/IhPfZM+wMRfC19s/6 TIKaCoshgy2s
7E2928EA9DD8463FB873668A31FD67D7

BC65DC4E87D03B967B61A64A57386A050ECD67E6
38118FA99879FF7473B4B7A8D1D004F62CB43D0A27B9B768BBF3C198BDDES27D
D45F1B641875789B93620941919005241840136D2F2DDE672B2DB243A2FE229FEE470A80DB517AFEC9275978D40E30F8431A440F8DB9230F89D9IAAISACE2C2C0O
false

low

hitp://https://privacy-policy.truste.com/privacy-seal/seal ?rid=923f19¢3-37fc-49b9-871b-caae4c6840b3

PNG....... IHDR........cocos sRGB......... bKGD.............. pHYSs ... tIME....../V.\...tEXtComment........ IDAT..c” ... A% IEND.B".

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\sem-corevideo-thumbnail[1].png

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 955 x 570, 8-bit/color RGBA, non-interlaced

downloaded

861590

7.98398568499304

false

24576:t290JHPCRNLRzzI6¢cf2Sj1POIAMKGNSXhDEXB:tNxCzzh6cugNAYNUEXB
D68C3D6E4882F5AEB0D7AED0801167D9
32F91A8AF3A4CCAC7B0377633A0FB7076435E8DF
8F4E2DBB3DDD5379F6FFB5591B0C143FB2D2CDIEF3D871941E6D6ES5800FA3E7F
63A8FOAOBCBAOD706609AE4130BE87592C55BF678B3514387989C7FF06C4BAB4885A23A31CBC1FBBIFB8286BF085341E2746466C5E675F4C2A59283D927257FC
false

low

hitp://https://prod.smassets.net/assets/cms/cc/uploads//sem-corevideo-thumbnail.png

PNG........ IHDR.......iueee _?...sRGB....... @.IDATX..g.%.u..17... ..1Q..JV..Ke.C.> K...*..L.r.X..%.bD.....$?.v.@$. ....=."Y.W....c..N~GD...-0Z".h.....F....-0Z .. X.L&...[_..I......

(h....F...-0Z".h |2 -0Z'..h....F...-0Z._.>.A.g2....m.i.h...F...-0Z".h......|...05......\G....-0Z"..h. f.X.A_._=~.fq.h.. .F..-0Z".h LX),

"l AX(G....-0Z . h. ~...qp.qCk..-0Z"..h.....F....-0Z"..0..... . -0Z"..h...F..-0Z......n.~..... ~@..
1.Q.0.c.*@C3.....P...-.5.A.zV+.e..8.b.tv.m>.i....... jy.V.Bs.

sLYr......~0j.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\sm_logo_footer[1].svg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

|IE Cache URL:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

SVG Scalable Vector Graphics image

downloaded

12468

4.342152682708191

false

384:JY8i9IDcFCivpajFJgiSHgsBBBZdxjQozfh:JY8iDcZvAD2vBBLL|7zZ
93383A58DFF6CB7FD2EEAE02AAELDAGE
66F292A12F11E4AD7CABFC408D424069401109F5
5B820B5D9897BF80B800198FE6FDI6FA7C4048E97C7F97CBAB8F579FEDCBA4CD

83B139AF5B3975A7ESELIACDEESADOB2A5387BA97ABEOD4764942CF2FCADDOEF7229F43AE3173462EECOC652DFESC2EOES8575B4A82FF257A5C477E625755D1
7

false
low

hitp://https://prod.smassets.net/assets/responseweb/smlib.surveytemplates/4.3.32/assets/sm_logo_footer.svg
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\sm_logo_footer[1].svg

Preview:

<?xml version="1.0" encoding="UTF-8"?>.<svg width="157px" height="23px" viewBox="0 0 157 23" version="1.1" xmIns="http://www.w3.0rg/2000/svg" xmIns:xlink="http:
/hwww.w3.0rg/1999/xlink">. Generator: Sketch 43.2 (39069) - http://www.bohemiancoding.com/sketch -->.  <title>Group 2</title>. <desc>Created with Sketch.
</desc>. <defs></defs>. <gid="Page-1" stroke="none" stroke-width="1" fill="none" fill-rule="evenodd">. <g id="03" transform="translate(-640.000000, -476
.000000)">. <g id="Group-4" transform="translate(598.000000, 432.000000)">. <g id="Powered-by-+-Group-2-+-See-how-easy-it-is-t-2-+-Line-Copy-29"
>, <g id="Powered-by-+-Group-2-+-See-how-easy-it-is-t-2" transform="translate(0.375000, 23.000000)">. <g id="Powered-by-+-Group-2-+-
See-how-easy-it-is-t"></g>. </g>. <l/g>. <g id="Group-2" transform="translate(42.000000, 44.000000)">.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\take-a-tour[1].htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, UTF-8 Unicode text, with very long lines

downloaded

186231

5.3007756200596985

false

3072:Lhipo9MK/3fLOFhrPrjTIpxvpNtLEI+UBOWmMBxmIijhWpKLOOLyWJ:Lhim
74153DDEACB9CF488A50A4A3AEB26EBF
865AD69CDC2E5F511DE13D24FB7D9003B34DF48E
4F70E5E712B74E86BE1C959CC4FB653C598B509C49C62D43318AB866F4BF66CA

84CD226616E240A2CABDEEA1D92A35B9AA2304BF371F09EF60C2530E1D4AO0ACD2CE7E139D5F2B08D129FC3B25FA0F2AA773640F3BF96ECOACCADFDO2ECB7!
2CC

false
low

hitp://https://www.surveymonkey.com/mp/take-a-tour/?ut_source=survey_poweredby_howitworks

<IDOCTYPE html>. <html lang="en-US">. <head>. <meta charSet="utf-8" />. <script type="text/javascript' >window.NREUM||(NREUM={});NREU
M.info = {"agent":"","beacon":"bam-cell.nr-data.net","errorBeacon":"bam-cell.nr-data.net","licenseKey":"750e9545e9","application|D":"468514413","application Time
":35.545891,"transactionName":"blABZhZZVkdUBhdbXVcaJkoUSI1HRg8QHXV8YUwdCUgXHg==","queueTime":-4,"ttGuid":"c5a08738558d9050","agentToken":null};
(window.NREUMI||(NREUM={})).init={privacy:{cookies_enabled:true},distributed_tracing:{enabled:true}};(window.NREUM||(NREUM={})).loader_config={agentID:"52692
5665",accountID:"738444" trustKey:"738444" xpid:"UwUPVVIXGwWcGXFRTAWUGVQ==" licenseKey:"750e9545e9",application|D:"468514413"};window.NREUM]||
(NREUM={}),__nr_require=function(t,e,n){function r(n){if('e[n]){var o=e[n]={exports:{}};t[n][0].call(o.exports,function(e){var o=t[n][1][e];return r(o||e)},0,0.exports)}return e[n]
.exports}if(“function"==typeof __nr_require)return

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\03_box[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 202 x 68, 8-bit/color RGBA, non-interlaced

downloaded

4507

7.544398885356478

false
96:7gknmWI1i6/x4p5HJUHIWtILEiIcCRwuMXgRewnztCF5S:7gknrSXLswuw8RcF5S
5D109A33EA75C9A8CBB38D992611C496
BEFC2D97B5774DE814A5FC3609DD797E34B95E38
F2FA65FF51D8C69B6846F8BFF5198CDBELEE3B1E27442894D0561E0541C1399E

B91171313D024E6D379FFC64EB3E78059D5C4B63ABAB52BFDEE9SEA222DDI3E7AD3AD3605599D486FB7D39F2CFB2425FECT 2F 7DSE66BF2AFBF82BFF7DF58CE
4F

false
low

hitp://https://prod.smassets.net/assets/cms/cc/uploads//03_box.png

PNG........ IHDR....... Do pHYs........... @....hiTXtXML:com.adobe.xmp.....<?xpacket begin="." id="W5MOMpCehiHzreSzNTczkc9d"?> <x:xmpmeta xmiIns:x="adobe
:ns:meta/" x:xmptk="Adobe XMP Core 5.6-c140 79.160451, 2017/05/06-01:08:21 "> <rdf:RDF xmlns:rdf="http://www.w3.0rg/1999/02/22-rdf-syntax-ns#"> <rdf:Desc
ription rdf:about="" xmIns:xmp="http://ns.adobe.com/xap/1.0/" xmlIns:dc="http://purl.org/dc/elements/1.1/" xmins:photoshop="http://ns.adobe.com/photoshop/1.0/" x
mins:xmpMM="http://ns.adobe.com/xap/1.0/mm/" xmins:stEvt="http://ns.adobe.com/xap/1.0/sType/ResourceEvent#" xmp:CreatorTool="Adobe Photoshop CC 2018 (
Macintosh)" xmp:CreateDate="2019-04-29T15:07:52-07:00" xmp:ModifyDate="2019-05-02T721:09:48-07:00" xmp:MetadataDate="2019-05-02T21:09:48-07:00" dc:form
at="image/png" photoshop:ColorMode="3" photoshop:ICCProfile="sRGB IEC61966-2.1" xmpMM:InstancelD="xmp.iid:105ch18f-547e-47de-ald6-746d4d6933c3" xmpMM:
DocumentID="adobe:docid:photoshop:3720042d-1db3-2c4d-926e-e61lead7b2

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\102[1].svg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

SVG Scalable Vector Graphics image

downloaded

9446

4.176866539771771

false
192:J4HZVrFi7BpzLrCsJ1YIgAQTrXkbNtfmw3H1Y6UqTJ+pwc/YMTs:mHZVrFsBosJ1YVarUfm330
E44E8C7505A3AE768515565A1D327E0F

99799C6C889D62EFA0926CB655781C1E90C34161
DBDDO089399F6F6FF73194A075C8384F829C772CCAD7E59051AA2291D299677E9
82964ABC24D65BB15592211825C170A74CEDC09A18822266CALBABE73D99F35A09EA3DC15CA5E4350FD05A86D1D800275FE1BB41179433D0BECF41C93C2489/

false
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\102[1].svg

Reputation:
|IE Cache URL:

Preview:

low

hitp://https://cdn.ywxi.net/meter/help.surveymonkey.com/102.svg?ts=1620367167628&I=en-US

<svg xmins="http://www.w3.0rg/2000/svg" xmins:xlink="http://www.w3.0rg/1999/xlink" width="120" height="50" viewBox="0 0 120 50">. <defs>. <polygon id="engag
ement-a" points=".015 .114 99.081 .114 99.081 36.177 .015 36.177"/>. </defs>. <g fill="none" fill-rule="evenodd">. <rect width="119" height="49" x=".5" y="5" fill="
#FFF" stroke="#000" stroke-opacity=".1"/>. <g transform="translate(7.182 8.082)">.  <path fill="#AD262A" d="M59.879878 11.5780613L57.7065835 10.2976005 5
7.5452351 10.548451C57.0498629 11.3202219 56.3730052 11.7115986 55.5340441 11.7108498 54.0967599 11.710101 53.0133849 10.6348135 53.01414 9.20933361
53.0148951 7.78410337 54.0995287 6.71031344 55.5368129 6.71081265 56.3876046 6.71156145 57.026957 7.08222116 57.5482557 7.87770431L.57.7106109
8.12481077 59.893974 6.84160435 59.7051888 6.57078565C58.6623397 5.07267148 57.2990593 4.3443314 55.5383232 4.34308339 52.2094119 4.34158578
50.4116739 6.84834362 50.410667 9.20758639 50.4094085 11.5673284 52.2038742 14

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\5811593[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

61266

5.445762998455727

false
768:zKNbQqgbgV0qskw+bMCKTMgfOVvBjCKSBQn7WSj4KF42]EmEvq:zGbQqbgV0qgskw+bvB3FWSj4KF42TEC
6ED1BE22A064BB203AE40E6DC9011818

03E64814A75484BE642AEC404A93385EC5CESBI1
B186A3E6C4210640D3792C3D2B119F85F996B0C068676AF0507DBOAE19B44ESE

F1067A0FC7DDCD1569A4240AA5A169CD7EB250D50F5C8B87C983E259172CABEAACAF5B6499B585F8F95D0B9196EE294D7E675DEES4F7BC5319CF69A3264A9€
FO

false
low

hitp://https://js.hs-banner.com/5811593.js

var _hsp = window['_hsp'] = window['_hsp'] || [];._hsp.push(['setCookiePolicy', [{"portalld":5811593,"id":387014,"domain":null,"path":"/hubspot-analytics-default-policy",
"label":null,"enabled":false,"privacyPolicy":1,"privacyHideDecline":false,"privacyDefault":true,"privacyPolicyWording":"This website stores cookies on your computer. These
cookies are used to improve your website experience and provide more personalized services to you, both on this website and through other media. To find out more
about the cookies we use, see our Privacy Policy.","privacyAcceptWording":"Accept","privacyDismissWording":"Decline","privacyDisclaimerWording":"We won't track your i
nformation when you visit our site. But in order to comply with your preferences, we'll have to use just one tiny cookie so that you're not asked to make this choice agai

n.","privacyBannerAccentColor":"#00bda5","privacyBannerType":"TOP","cookiesByCategory":null,"targetedCountries":[1}]]);._hsp.push(['addCookieDomain'’, '.hsforms.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\63b291ch-5c88-4a9c-998a-b73fe0da2552-test[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

3507

4.689484387549727

false

96:0ym40QRr1OHvdCmDEHQYa6AycEjouvjoZjo9RJ:LpelCmB6vcOouLo50d
0822A08D24F2D91B1C97F9437215ECB4
51D26370D09D92572B5502504495177AC2C6D19F
92D68FCA540B487F022309D02C721CABF460870344D5857CA5F32F5C3EB94735

0C3CBE45A715C7ED88DEEF90A178CB1A1031F12FE1C7006FC68B3A3EBAEBF85187B738703491FA91178549939429FBDA81AD350E28BC766A0DD5A7A9FAOA4E
1

false
low

hitp://https://cdn-ukwest.onetrust.com/consent/63b291ch-5c¢88-4a9c-998a-b73fe0da2552-test/63b291ch-5¢88-4a9¢c-998a-b73fe0da2552-test.json

{"CookieSPAEnabled":false,"MultiVariantTestingEnabled":false,"UseV2":true,"Mobile SDK":false,"SkipGeolocation":false,"ScriptType":"TEST","Version":"6.17.0","Opta
nonDataJSON":"63b291ch-5c88-4a9c¢-998a-b73fe0da2552","GeolocationUrl":"https://geolocation.onetrust.com/cookieconsentpub/vl/geo/location”,"RuleSet":[{"Id":"74cc7
19b-b86a-45ch-a0al-77308ad42892","Name":"EU + Switzerland - Show Banner","Countries":["de","no","fi","be","pt","bg","dk","It","lu","Iv","hr","fr","hu","se","mc","si","sk"
S'mf","sm""yt","gb","ie","gf","ee","mq","ch","mt","gp","is","gr","it","es","re","at","cy","ax","cz","pl","ro","li","nl"],"States":{},"LanguageSwitcherPlaceholder":{"no":"no","de":
"de","sv":"sv","ru":"ru i","pt":"pt","ko":"ko", "it":"it","fr":"fr","es":"es","zh":"zh" "default":"en","ja":"ja", "da":"da", "tr":"tr", "nl":"nl"},"BannerPushesDown":false,"Default":fals

e,"Global":false,"Type":"GDPR","UseGoogleVendors":false,"VariantEnabled":false,"TestEndTime":null,"Variants":[]},{"Id":"85b41eb1-1a6c-4fe2-b

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\6 T2WHU8V.htm

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, UTF-8 Unicode text, with very long lines

downloaded

150684

5.288917476496435

false

3072:Nhipo9MPbgQW6vol+Us0WmBxmlijhWpKLOOLYyWJ:NhiLbgQHvL
AFF19F833AA6F8632720C81008EBF770
8BF67100C4C189560791A3B44CDBBED18F88B6E7
2C369945E2713C8AE902E21DB1142E9932F1101ADDF3EA24512966C127381B9B
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\6 T2WHU8V.htm

SHA-512: A53273476990C3D549BAAF0A145EC88303FFE75C7B89324FBEB7569BF229BBIF5BOEE10ED5A928D484D2FA8113A0E78F64153CF1A44B5675E89A927E4B77C1ES
Malicious: false
Reputation: low

|IE Cache URL: hitp://https://www.surveymonkey.com/?ut_source=survey_poweredby_home

Preview:
<IDOCTYPE html>. <html lang="en-US">. <head>. <meta charSet="utf-8" />. <script type="text/javascript' >window.NREUM||(NREUM={});NREU

M.info = {"agent":"","beacon":"bam-cell.nr-data.net","errorBeacon":"bam-cell.nr-data.net","licenseKey":"750e9545e9","application|D":"468514413","application Time
":40.683615,"transactionName":"blABZhZZVkdUBhdbXVcaJkoUSI1HRg8QHXV8YUwd","queueTime":1,"ttGuid":"8053092b08d04771","agentToken":null}; (wind
ow.NREUMI||(NREUM={})).init={privacy:{cookies_enabled:true},distributed_tracing:{enabled:true}};(window.NREUM||(NREUM={})).loader_config={agentID:"5269
25665",accountlD:"738444" trustKey:"738444" xpid:"UwUPVVJIXGWcGXFRTAWUGVQ=="licenseKey:"750e9545e9",application|D:"468514413"};window.NREUM]||
(NREUM={}),__nr_require=function(t,e,n){function r(n){if('e[n]){var o=e[n]={exports:{}};t[n][0].call(o.exports,function(e){var o=t[n][1][e];return r(o||e)},0,0.exports)}return e[n
].exports}if(“function"==typeof __nr_require)return __nr_req

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\750e9545e9[1].gif

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: GIF image data, version 89a, 1 x 1

Category: dropped

Size (bytes): 24

Entropy (8bit): 2.459147917027245

Encrypted: false

SSDEEP: 3:CUXJ/IH:DI

MDS5: BC32ED98D624ACB4008F986349A20D26

SHA1L: 2D3DF8C11D2168CE2C27E0937421D11D85016361

SHA-256: 0C9CF152A0AD00D4F102C93C613C104914BE5517AC8F8E0831727F8BFBE8B300

SHA-512: 71ACC6DA78D5D5BFOEEA30E2EEOACS5C992B0O0EFEC959077DFEOAB769F1DBBD9AF12D5C5C155046283D5416BEB606AIEF323FB410E903768B1569B69F37075E
4E

Malicious: false

Reputation: low

Preview:
GIF89a....... e

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\750e9545e9[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 57

Entropy (8bit): 4.340020120659463

Encrypted: false

SSDEEP: 3:U3KTDW3MigVKMWVrfUuh:HENukMWVr8h

MDS5: 06DD80AEB628C60DC680BC7A4BEE6G651

SHA1L: 8C86EB7DDFF5E1E5D527BD7A41C9D3F6767E23E0

SHA-256: 5E864C2E3F674C60970513411EAEEEAFD2D615D842E65EC01D09CCFCB4A7B38D
SHA-512: C6EE8252743A760AD7BEE017FF7A804B6E34236764BC5630289D5E4C7C15E38CB971F161821586F0235882FD581630F1531FD6396761BF1284581CD8C2CACACH
Malicious: false

Reputation: low

Preview:

NREUM.setToken({'stn":0,'err":1,'ins":1,'cap":0,'spa"1})

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\750e9545e9[2].gif

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: GIF image data, version 89a, 1 x 1

Category: dropped

Size (bytes): 24

Entropy (8bit): 2.459147917027245

Encrypted: false

SSDEEP: 3:CUXJ/IH:DI

MDS5: BC32ED98D624ACB4008F986349A20D26

SHA1L: 2D3DF8C11D2168CE2C27E0937421D11D85016361

SHA-256: 0C9CF152A0AD00D4F102C93C613C104914BE5517AC8F8E0831727F8BFBE8B300

SHA-512: 71ACC6DA78D5D5BFOEEA30E2EEOACS5CI992B0O0EFEC959077DFEOAB769F1DBBD9AF12D5C5C155046283D5416BEB606AIEF323FB410E903768B1569B69F37075E
4E

Malicious: false

Reputation: low

Preview:
GIF89a..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\750e9545e9[2].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\750e9545e9[2].js

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

ASCII text, with no line terminators

dropped

57

4.340020120659463

false

3:U3KTDW3MigVKMWVrfUuh:HENUKMWVr8h
06DD80AEB628C60DC680BC7A4BEE6G651
8C86EB7DDFF5E1E5D527BD7A41C9D3F6767E23E0
5E864C2E3F674C60970513411EAEEEAFD2D615D842E65EC01D09CCFCB4A7B38D
C6EE8252743A760AD7BEE017FF7A804B6E34236764BC5630289D5E4C7C15E38CB971F161821586F0235882FD581630F1531FD6396761BF1284581CD8C2CACACH
false

low

NREUM.setToken({'stn":0,'err":1,'ins":1,'cap":0,'spa"1})

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\National2Web-Light[1].eot

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Embedded OpenType (EOT), Copyright Klim Type Foundry family

Category: downloaded

Size (bytes): 100152

Entropy (8bit):  5.818886664572002

Encrypted: false

SSDEEP: 1536:F1KITxRVzcKkxy/KURZy+Sn2+ZK1Hj0Iri2Ev37834SY28xWiji0:F1KITx7zekSAZyX2+ZKHjSnwL YKkjiO

MD5: 9FFIF969C72CEAA9CEEB72A2E855F4D4

SHA1L: 6AAF3B57150CBEB562C864A85B790BA299E82A5D

SHA-256: 55B36C8580C74A518E1518373A0360D9B22BF18E9EFAEAQ07CE12A73A021990E2

SHA-512: 5B525EC6B143CA545B906905CBFABSEBI2FB56845A2573932CBB88325A243F4BACA906008ED835AA053CD627ED1BO0E40632F2EAI3E32213B8E244B7AAABALG
6

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://prod.smassets.net/assets/responseweb/smlib.surveytemplates/4.3.32/assets/fonts/National2Web-Light.eot

Preview:
£ T o SO e LPo JO T ...6.C.o.p.y.ri.g.h.t. KlLiim..T.y.p.e. .F.o.u.n.d.ry..8.N.o.t. .L.i.c.e.n.s.e.d. .f.or. .D.e.skto.p..Us.e....Vers.io.n..O.

..0.0.0,;.P.S. .0...0; hotconv 1 O 72 makeotf 1i.b.2..5..5.9.0.0. .D.E.V.E.L.O.P.M.E.N.T...p.C.0.p.y.r.i.g.h.t. .K.LLiim. .T.y.p.e. .F.o.u.n.d.ry. .N.o.t. .L.i.c.

e.n.s.ed. for. Deskto.p..Use..... GPOSK.....4..].GSUBEAX....y.....0S/2"u........ “VDMXp.w......... cmap..N........ Zevt <> Hfpgm.K.....8...agasp....... $...glyf.
woee.8head. R........ 6hhea.{.J...T...$hmtx.Ux . X... name7#M..
uU.. LK WX KLXANS. ..NONE.@...

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\National2Web-Light[1].woff E

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, TrueType, length 48626, version 1.0

Category: downloaded

Size (bytes): 48626

Entropy (8bit):  7.991532682927837

Encrypted: true

SSDEEP: 768:KYj+Y/0IKk4WAFGUGXyBMLTR3FW8PMPtMYREz1IMhGILUA7gfsTTKKAOAgQY :hF/DpwIGXy6mLI3BFW8PmMPUYREZz1JOGii

MD5: C5BC68BEAA268B82C7DCCOE9EFE15A9B

SHA1L: 6BA57645D6AE860244346013C97AC6203D2C0OD5C

SHA-256: D709D3FEDE3314E15488EDD5DFDB67BF3BA083E3AA976F20EF7EOE2C83E27F05

SHA-512: E625440ADDC91113AA6CABD42BB03A9B1FSAE31EC88AB7B6AA452721D31DD83E6A820E2196F7A7C3CE7810D570DB55A1C84F8B81C77580DD1BDDF6C6D52B¢
597

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://help.surveymonkey.com/resource/1614378645000/smStatic/fonts/National2Web-Light.woff?1614378616

Preview:

WOFF....coovit P P...3 GPOS.......... ].k..GSUB............ EN.OS/2....... M... " u.VDMX...H...~...p.w.cmap..........Z.N.cvt ..8..H..H*>fpgm........... a.K.gasp....cccoe.u.
...glyf..x.f...8...head....... 4...6..R.hhea ....E.sx.cd.....;.m.2p3../......
W..2..K(.D .. i . t.81.0.kj..&.T....
MO&."H[.X._l@i.V....xy U.-.p5..T..h. T.WU..M......ug...M..mr...5.... 1.Q..5..2..[V.Q"..5.G.. mJWB ..... 5. ) HY Ll T ~num-{<.

=220 .me L h R XbU . bM{gI)V ]..3..>....W9...—.gL.4.K.y...3.'....0.,..b.{pO..7J$ ...... mw."Q....6.....SW..........

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\National2Web-Medium[1].eot

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Embedded OpenType (EOT), Copyright Klim Type Foundry family
downloaded

102020

5.833224427937175

false
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\National2Web-Medium[1].eot

SSDEEP: 1536:NaKNOnrd3pT/BWQRUXH6T8MHIHSI7NIF14cN72QGJuSuMCoSq28EtTWRJIJ:BKNMr1p7BWY+H6EbiHe 7fXjyqCAJJ

MDS5: 988A53A925931F64A807F3C46DD51362

SHA1L: CC9C9779EB991E56AF76CBF3033A5497C2130100

SHA-256: 7DC2FD04CB60870B976FAFEC8CE318873430EABAC1299DCICFCD4229D4F6EEI7

SHA-512: ATF68EA4ED267511C5E62449DC6E7846C3E8BE1FFC079625EE4409D5B24B202678720512CB59C6E5847CF3E6B95766FD718E1CD5F5587F9290E2ACC2FCB7C34
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://prod.smassets.net/assets/responseweb/smlib.ui/5.2.1/assets/fonts/National2Web-Medium.eot

Preview:

. ...6.C.o.p.y.ri.g.h.t. KlLi.m..T.y.p.e. .F.o.u.n.d.ry..8.N.o.t. .Li.c.e.n.s.e.d. .f.or. .D.e.skto.p..Us.e...Vers.io.n..0.
..0.0.0,;.P.S. .0...0; hotconv 1..0..7.2;; makeotf 1i.b.2..5..5.9.0.0. .D.E.V.E.L.O.P.M.E.N.T...p.C.0.p.y.ri.g.h.t. .K.LLiim. .T.y.p.e. .F.o.u.n.d.ry. .N.o.t. .L.i.c.

e.n.s.e.d. for. Desktop..Use............ GPOS; ]....... d.GSUBEA..........0S/2"u........ “VDMXo.w5. ..Zcvt .P.D....... Rfpgm.M p....glyf
@.. ....... Dhead..S........ 6hhea...O..T...3hmtxE.a*........ loca.+.n........maxp.......x... name2.13...X....post.8H....h....prep.. .
........................... KXKXAnSNONE @.ooveeee e e N2 {0 MO

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\National2Web-Regular[1].eot

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Embedded OpenType (EOT), Copyright Klim Type Foundry family

Category: downloaded

Size (bytes): 99032

Entropy (8bit): 5.824797434531707

Encrypted: false

SSDEEP: 1536:WBMK1yLMXYzSApCCP1RoHdZ3A6LSZLgEIIRLRk+pQHcCGFSN284vi:NK1yLMXYuS9gdZ3ZSZLgjEtLg+G5nui
MDS5: 3986C44ECF50D8B73583C84348EE1C92

SHA1L: B90FCB95BFC988852BE501E87CEED1AFIB7EAF95S

SHA-256: 1CC866F9DFA347BC3772C428051C46B17A67672935EAADE2C298E80AF2E35BB2

SHA-512: 9F9DCF75014EF26942E43457A1452C2A3606C3C23E5DBFAFF4287AA5ADIDB12F135678D017BB34964C90A0B32D26520AC03880E687A8976830805804A10E753B
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://prod.smassets.net/assets/responseweb/smlib.ui/5.2.1/assets/fonts/National2Web-Regular.eot

Preview:
................................. LP.iiiiiiiiies e %0m e 6.Cloupuyeriiiglhit. Kiliim. . Tuy.p.e. .F.o.u.n.d.ry...8.N.o.t. .L.i.c.e.n.s.e.d. .f.or. .D.esskto.p. .Us.e...V.ers.io.n.
.0...0.0.0,;.P.S. .0...0.;.h.0.t.c.o.nv. .1...0...7.2;;.m.a.k.e.o.t.f..Li.b.2...5..5.9.0.0. .D.E.V.E.L.O.P.M.E.N.T...p.C.0.p.y.ri.g.h.t. .K.Liim. .T.y.p.e. .F.o.u.n.d.ry. .N.o.t .Lic.e
.n.s.ed. .for. .D.eskto.p..Us.e... YHGSUBEA....u\....0S/2"u........ “VDMXp.w......... cmap..N........ ZCVt e Rfpgm.S.....8...agasp........... glyfg.

head..S. .6hhea...>...T...$hmtx0wr .maxp....... X... name. .post.5G...

......................... X..K..X..An3....

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\SM_Common[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 4491

Entropy (8bit): 5.165343581764016

Encrypted: false

SSDEEP: 96:9fH85i1iA7sjvjiIELsKRs92b38Rr2uWiFci7dqGjq:gP85i1iAO2EoyLbL8cihDW

MDS5: AC827442F6250A52C140B8ACOACEEOAL

SHA1L: AAFF22488967EC517ABD61CF1623E41A15AAABD6

SHA-256: 9EFA4CC7B9344EABB653FFAA97D00CA21111223B44888E0AE81950CBACE92E8B
SHA-512: 2DFEF18501AE2C42963D175DA45E035EDF429D9AA0D0890A78B5A49C230E43C97B9215602171659CIDFD734F46757AF25675B6C3713AB51CA82F2634F065FACE
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://help.surveymonkey.com/resource/1614378645000/smStatic/js/SM_Common.js

Preview:
function openMobileMenu(){if(!$menu.hasClass("active")){$menuContainer.addClass("active"),$menuButton.text("."),$menuButton.addClass("active");var e=$(window).w
idth()-50;$menu.css({width:e+"px","margin-left":"-"+e+"px"}),$menu.animate({"margin-left":"+="+e}), $menu.addClass("active"),$menuButton.off("click").click(function(){clos
eMobileMenu()})}}function closeMobileMenu(){var e=$menu.width();$menu.animate({"margin-left":"-="+e},function(}{$menu.removeClass("active"),$menuContainer.remov
eClass("active"),$menuButton.text("m"),$menuButton.removeClass("active").off("click").click(function(){openMobileMenu()})})}function setupToggleMenu(e){e.click(
function(e){e.preventDefault(),$this=$(this), $parentElement=$this.parent(), $submenu=$parentElement.find(".submenu"),$parentElement.toggleClass("active"), $submen
u.toggleClass("open"),$submenu.hasClass("open")?$(document).click(function(e){0===%(e.target).closest($parentElement).length&&($submenu.toggleClass("open”),$par
entElement.toggleClass("activ

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\app-main-04b36419.bundle[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 30590

Entropy (8bit): 5.384254056203387

Encrypted: false

SSDEEP: 384:1YAmWihoA8ny5XrUEFf7/w40sbT5L15w+xicYwEXaOVetQniOug8:6P7{7/w40G1Jj6wEXaOnC
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\app-main-04b36419.bundle[1].js

MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

|IE Cache URL:

Preview:

8F46DE4616F3E2AE1ABO79E298B1382A

93778129221876A7C46C1792A7TF77A71780ED372

D3DD811DC1E0F8F54DF373D6A7417ECD8A4096C8D110910328113F0869FDE70C
5E5113E135A922F50CB7D54FB1BCA930BD63AF2713B6FD51072A4D2E460C1CDFC195D0CC0O76BF41D92BD383C082CC17435C01A718659B4B83E4248579134F17
false

low

hitp://https://prod.smassets.net/assets/cms/cc/app/2.118.0/app-main-04b36419.bundle.js

(window.__LOADABLE_LOADED_CHUNKS__=window.__LOADABLE_LOADED_CHUNKS__||[]).push([[29],{105:function(e,t,r){"use strict";r.d(t,"b",(function(){return f}
)).r.d(t,"a",(function(){return b})),r.d(t,"c",(function(){return g})),r.d(t,"d",(function(){return z})),r.d(t,"e",(function(){return O})),r.d(t,"f",(function(){return y})),r.d(t,"g",(function()
{return j})),r.d(t,"h",(function(){return w})),r.d(t,"i",(function(){return k})),r.d(t,"j",(function(){return S})),r.d(t,"k",(function(){return F})),r.d(t,"l",(function(){return H})),r.d(t,"m",(fu
nction(){return C})),r.d(t,"n",(function(){return E}));var n=r(26),0=r.n(n),i=r(8),a=r.n(i),c=r(131),s=r(17),I=r(62),u=Object.freeze(["center","left","right"]),f=Object.freeze(Obje
ct(s.a)(u)),p=[].concat(o()(u),["wide"]),b=0bject.freeze(Object(s.a)(p)),d=Object.freeze([].concat(o()(p),[l.a,"full","xI"])),g=Object.freeze(Object(s.a)(d)),h=0bject.freeze(["left
" "no-bleed","right"]),m=(Object.freeze(Object(s.a)(h)),Object.freeze(["info","success", "upgrade”,"w

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\app-main-34e3d95a.bundle[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

26975

5.413350577504439

false
768:1/1lgd/yNcULYRKhJ1JrCQ3UsdervggjEs9szXjVuKxzyU2wHRP:wg3uLhJ1TberYr
5F1C2B13E4CFAC468ADF4F1AA8010C21
5E364866F3041E8E165E99AFC05F62ED2886BC8C
922003EE21A24DD2F46BD8EB21FBFA2C39629D2DE406443BF7A72BB459E23124

1826E87493E3CCB74E71EAECCBAD7C8C1E09F6FB88403673DA7A72EAC49CCO09EEEGFBOF715BC13DEDAG780C096C776C6FB4A551B4A6098A03035COCT7EOAA
AED

false
low

hitp://https://prod.smassets.net/assets/cms/cc/app/2.118.0/app-main-34e3d95a.bundle.js

(window.__LOADABLE_LOADED_CHUNKS__=window.__LOADABLE_LOADED_CHUNKS__||[]).push([[31],{180:function(t,r){var e,n,i=t.exports={};function o(){throw new
Error("setTimeout has not been defined")}unction u(){throw new Error("clearTimeout has not been defined")}function s(t){if(e===setTimeout)return setTimeout(t,0);if((e===
ol|'e)&&setTimeout)return e=setTimeout,setTimeout(t,0);try{return e(t,0)}catch(r){try{return e.call(null,t,0)}catch(r){return e.call(this,t,0)}}}!function(){try{e="function"==typeof
setTimeout?setTimeout:o}catch(t){e=o}try{n="function"==typeof clearTimeout?clearTimeout:u}catch(t){n=u}}();var f,a=[],h=!1,c=-1;function I(}{h&&f&&(h=!1,f.length?a=f.co
ncat(a):c=-1,a.length&&p())}function p(){if(*h){var t=s(l);h=!10;for(var r=a.length;r;){for(f=a,a=[];++c<r;)f&&f[c].run();c=-1,r=a.length}f=null,h=!1,function(t){if(h===clearTimeout
)return clearTimeout(t);if((n===ul|!n)&&clearTimeout)return n=clearTimeout,clearTimeout(t);try{n(t)}catch(r){try{return n.call(null,t)}catch(r){return

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\app-main-74226ea0.bundle[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

15360

5.282248497787582

false
384:eRFiBfb/rAgkVFkvOTF39T9eug+/9d8yRmc06Z7aqpDWFYfr:ei/rAjHF39T9ePc9dJDH
E3B5E1C2FAF17CF6279CBC85123004C4
69B17516ADCC9B6625CD15C3B91E7EED791EAFSF
D3337D9E11991F86CB91D03CA473F581225C0C7DB6ESDA66DCAE406E04C35D8F
2CD7F7CB22338E784EE588B3014DFD1365BOFAC8597F33500F5FEA42AA3740FF2A98A7DF491A669D366BDCC71282C0849CFC14CE4249F12364DOEGA97DC3B3¢
false

low

hitp://https://prod.smassets.net/assets/cms/cc/app/2.118.0/app-main-74226ea0.bundle.js

(window.__LOADABLE_LOADED_CHUNKS__=window.__LOADABLE_LOADED_CHUNKS__||[).push([[34],{354:function(e,t,r){"use strict";e.exports=function(e,t){return
function(){for(var r=new Array(arguments.length),n=0;n<r.length;n++)r[n]J=arguments[n];return e.apply(t,r)}}},355:function(e,t,r){"use strict";var n=r(71);function o(e){return
encodeURIComponent(e).replace(/%3A/gi,":").replace(/%24/g,"$").replace(/%2C/gi,",").replace(/%20/g,"+").replace(/%5B/gi,"[").replace(/%5D/gi,"]") }e.exports=function(

e t,n{if("treturn e;var i;if(r)i=r(t);else if(n.isURLSearchParams(t))i=t.toString();else{var s=[];n.forEach(t,(function(e,t){null!'=e&&(n.isArray(e) ?t+="[]":e=[e],n.forEach(e,(fun
ction(e){n.isDate(e)?e=e.tolSOString():n.isObject(e)&&(e=ISON.stringify(e)),s.push(o(t)+"="+o(e))})))})),i=s.join("&")}if(i){var a=e.indexOf("#");-1!1==a&&(e=e.slice(0,a)),e+=
(-1===e.indexOf("?")?"?":"&")+i}return e}},356:function(e,t,r){"use strict";e.exports=function(e){return!(e||!le._ CANCEL__)}},357:function(e,t,r){"use stri

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\app-main-84d06160.bundle[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode text, with very long lines, with no line terminators
downloaded

85118

5.282707246627741

false

768:SB3A61hYVS+KjbPy0Z1ThJZFLf1yOTjoopHH30QOuXrk+1+JLR4eZYMeJ+FID5:SIA6zY OPymThJZF4QH3dA+1+ILWeZCW
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\app-main-84d06160.bundle[1].js

MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

7B102A58F87C2BB417A6662B571A774E

D316ADDDACA538F211AD5D27E3C9ABDCF298DEBE

21F665DF23E3FF3A75FDC533A4D17BC3434CBEEFBF014088DACD7163EC4032A6
FC3A29CAD59EB93E2C9547C23FF23620E42F413FCE9765A732F2A143CB72034C8FE7047E5D4FF52F0F60D1B03ADD68D51EFF27802EB28FI9E9286ACAB358986E
false

low

hitp://https://prod.smassets.net/assets/cms/cc/app/2.118.0/app-main-84d06160.bundle.js

(window.__LOADABLE_LOADED_CHUNKS__=window.__LOADABLE_LOADED_CHUNKS__||[]).push([[36],Array(191).concat([function(t,r,e){"use strict";var n=e
(67),i=e(86),0=e(162),a=e(53),u=e(244),c=a.set,s=a.getterFor("Array lterator");t.exports=u(Array,"Array",(function(t,r){c(this,{type:"Array lterator" target:n(t),index:0,
kind:rh)}),(function(){var t=s(this),r=t.target,e=t.kind,n=t.index++;return!r||n>=r.length?(t.target=void 0 ,{value:void 0,done:!0}):"keys"==e?{value:n,done:!1}:"values"==e?
{value:r[n],done:!1}:{value:[n,r[n]],done:!1}}),"values"),0.Arguments=0.Array,i("keys"),i("values"),i("€NtrieS")}, .,y mrssrsrsrsrmsmsssssssmssssmsss fUNCtion(t,r,e){"use strict";var
n=e(192),i=e(306);t.exports=n("Map", (function(t){return function(){return t(this,arguments.length?arguments[0]:void 0)}}),i)},,,..,,,,function(t,r,e){"use strict";var n,i=e(18)
,0=e(117),a=e(118),u=e(192),c=e(329),s=€(25),f=e(53).enforce,|=e(288),h=!i.ActiveXObject&&"ActiveXObject"in i,p=Object.isExtensible,v=functi

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\app-main-93c72913.bundle[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

185564

5.268793300376607

false
3072:360jJhAWAYL240ePWIIVFTNMP1JILMQ8ILIG:QOjwWA+NLPWIIVFzmGFT
1E62D9BB8A7861EDD54A0F33DCC4A005
2705969107D791F6DC9E43811C31CC795079C240
6E2BF07F2296844BE918EE23A026COBB83CEA11B24236B52E0354EA3592CBD13
F2FDB5D57466D5957D1B7D278F5321AACDBF5E0136B66C56DE9SAS53FCAEBC752E4797409E29272836D9D49AD1E2F610D8E86433B882F91417078A756E34677F:
false

low

hitp://https://prod.smassets.net/assets/cms/cc/app/2.118.0/app-main-93c72913.bundle.js

(window.__LOADABLE_LOADED_CHUNKS__=window.__LOADABLE_LOADED_CHUNKS__||[).push([[38],{0:function(e,t,n){"use strict";e.exports=n(724)},108:f
unction(e,t,n){"use strict";n.d(t,"b",(function(){return s})),n.d(t,"a",(function(){return f})),n.d(t,"c",(function(){return d}));var r=n(4),a=n(0),0=n(57),I=n.n(0),i=n(91);var u=a
.createContext(null),c=u.Consumer,s=u.Provider,f=u;function d(e,t){var n,o=t||{},u=0.intiPropName,s=void 0===u?"intl":u,f=o.forwardRef,d=void 0!==f&&f,p=0.enfor
ceContext,h=void 0===p||p,m=function(t){return a.createElement(c,null,(function(n){var o;h&&Object(i.c)(n);var I=((0={})[s]=n,0);return a.createElement(e,Object(r.__assig
n)({},t,1,{ref:d?t.forwardedRef:null}))}))};return m.displayName="injectIntl("+(((n=e).displayName||n.name||"Component")+")"),m.WrappedComponent=e,d?I()(a.forwa
rdRef((function(e,t){return a.createElement(m,Object(r.__assign)({},e,{forwardedRef:t}))})),e):1()(m,e)}},129:function(e,t,n){"use strict";n.d(t,"a",(function(){return f})),n.d(t,"b",
(functi

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\app-main-c7b8ce09.bundle[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode text, with very long lines, with no line terminators

downloaded

45871

5.368665480820456

false

768:/Dcw90U0iDBoXP/Niv6KBGUMMBXBj+xikzD762iy:/Y+vo1XPuGXLYKTliy
203303E35F3415426FB14584D99FE045
23ABDAF7941FA0COD63F8689F5A6C6B42276B3F0
6051ED15E805B3F14489A22686E6084553F094F8648EF78A8061976EE18C2B49

OCADCCB8AAD47F6D39AB9040A7E23AB45A9C3CD02E5C1457002DD2C421037CF41BAE46DD7C7D41232F3B027A5B5F633768D44907A08B22D32CF21A3C28512DI
B9

false
low

hitp://https://prod.smassets.net/assets/cms/cc/app/2.118.0/app-main-c7b8ce09.bundle.js

(window.__LOADABLE_LOADED_CHUNKS__=window.__LOADABLE_LOADED_CHUNKS__||[]).push([[40],{345:function(r,e,t){var n=r.exports;[t(774),t(782),t(783),t(784)
,1(785),1(786)].forEach((function(r){Object.keys(r).forEach((function(e){n[e]=r[e].bind(n)}))}))},766:function(r,e,t){var n=t(767);r.exports=function(r){if(r>=55296&&r<=5
7343||r>1114111)return™.";r in n&&(r=n[r]);var e="";r>65535&&(r-=65536,e+=String.fromCharCode(r>>>10&1023|55296),r=56320|1023&r);return e+=String.from
CharCode(r)}},767:function(r){r.exports=JSON.parse('{"0":65533,"128":8364,"130":8218,"131":402,"132":8222,"133":8230,"134":8224,"135":8225,"136":710,"137":8240,
"138":352,"139":8249,"140":338,"142":381,"145":8216,"146":8217,"147":8220,"148":8221,"149":8226,"150":8211,"151":8212,"152":732,"153":8482,"154":353,"155":8250,
"158":382,"159":376Y})},768:function(r){r.exports=JSON.parse({"Aacute":".","aacute":".","Abreve":

acd":".","acE":"..","Acirc":".","acirc":".",

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\app-main-cec7e413.bundle[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

C:\Program Files (x86)\Internet Explorer\iexplore.exe
ASCII text, with very long lines, with no line terminators
downloaded

32402

5.019370245457113
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\app-main-cec7e413.bundle[1].js

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

false
768:MclRzMxhehphNakhZhFNGfkhPhhYhBhmhYhBhBhOhphi1Ah6hBhMhdh/hJhVVhhL:MclRzMxhehphNakhZhFNGfkhPhhYhBhO
488CB05999BE70496C865440AC1AF3BE

64BE766B48A561B8FC844A1999A5882A8638B98F
6E74CBE59A06BD5AEBEB6GE66286605059D2BA63FCCEA0E3D44C1F6BA9B621143

D94729F7D9EB3DBFC31EED2BA3D19191DD39535FC60CA7FC72530F4E0796ACCA3DDF9310EDOFB6DDC74BAD9D720C367B9A0ODEFC6C8253384283D3ACBABA4E
82F

false
low

hitp://https://prod.smassets.net/assets/cms/cc/app/2.118.0/app-main-cec7e413.bundle.js

(window.__ LOADABLE_LOADED_CHUNKS__=window.__LOADABLE_LOADED_CHUNKS__||[).push([[41],{383:function(e,t,r){"use strict";var n=r(9),s=r(3),0=r(13);t.a=[
{exact:!0,strict:!0,path:"".concat(s.d.getfeedback,"/"),component:Object(n.a)({resolved:{},chunkName:function(){return"gfpApp-pages"},isReady:function(e){var t=this.resol
ve(e);return!0===this.resolved[t]&&!!r.m[t]},importAsync:function(){return Promise.all([r.e(0),r.e(1),r.e(2),r.e(4),r.e(8),r.e(5),r.e(6),r.e(11),r.e(7),r.e(9),r.e(10),r.e(16)]).the
n(r.bind(null,148))},requireAsync:function(e){var t=this,r=this.resolve(e);return this.resolved[r]=!1,this.importAsync(e).then((function(e){return t.resolved[r]=!0,e}))},
requireSync:function e(t){var n=this.resolve(t);return r(n)},resolve:function e(){return 148}}),fetchData:Object(o.fetchPost)(s.e.getfeedback)} {exact:!0,strict:!0,path:"
".concat(s.d.getfeedback,"/:post/"),component:Object(n.a)({resolved:{},chunkName:function(){return"gfpApp-pages"},isReady:function(e){var t=this.resolve(e);retu

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\app-main-e4dfd1lbd.bundle[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

11931

5.208786231073031

false
192:p9hGu8wlv8yfsQBvCxksilnyZyUJ/geuvme908jEUCqnyqgSt+V1gRP44iPH:pr+9UoBaxk5IulYeEoply3t+LGxi/
FADB66C66A79554214FA8610EC84F44A

E2932B1CCE345A89AE86E7F614949C08717A1E28
4D4CD80A0F8562356530E18AD67F2B5CC13DF12736538269456E9ECESBD1A4F5
DB1CBF35330614CE884A8CD1E988B8AD4011ED2DB702C599ED178ED209F1BF7CE2BA81B63BE329B5F1A65B7B37CB4689821547931184CE0729A511615534079
false

low

hitp://https://prod.smassets.net/assets/cms/cc/app/2.118.0/app-main-e4dfd1bd.bundle.js

(window.__ LOADABLE_LOADED_CHUNKS__=window.__LOADABLE_LOADED_CHUNKS__||[).push([[42],{379:function(t,e,r){"use strict";function n(t)}{return"/"===t.cha
rAt(0)}function o(t,e){for(var r=e,n=r+1,0=t.length;n<o;r+=1,n+=1)t[r]=t[n];t.pop()}e.a=function(t,e){void 0===e&&(e="");var r,i=t&&t.split("/")||[],a=e&&e.split("/")||[],u=t&&n(t)
J|=e&&n(e),c=u||l;if(t&&n(t)?a=i:i.length&&(a.pop(),a=a.concat(i)),'a.length)return"/";if(a.length){var s=a[a.length-1];r="."===s||".."===s||""===s}else r=!1;for(var f=0,
h=a.length;h>=0;h--){var p=alh];"."===p?0(a,h):".."===p?(o(a,h),f++):f&&(o(a,h),f--)}if(!c)for(;f--;f)a.unshift(".. ||""===a[0]||a[0]&&n(a[0])||a.unshift(*");var v=a.join("/");return
r&&"/"1==v.substr(-1)&&(v+="/"),v}},726:function(t,e,r){"use strict";t.exports=r(727)},727:function(t,e,r){"use strict";./** @license React v0.20.2. * scheduler.production.min.js.
* * Copyright (c) Facebook, Inc. and its affiliates.. *. * This source code is licensed under the MIT license found in the. * LICENS

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\app-main-f45d36cf.bundle[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode text, with very long lines, with LF, NEL line terminators

downloaded

129972

5.289790301778077

false
1536:rTOKyCHUy9xHXnoF1xbn/vgxIXgTiTL3abvl1lwyavmWVKEVOegXBbcv:nOzCHUyYTKSIX6ljabeVKBq
3121951AC07F4C45D04024206 EDOADCF

9AFFE9BBB9206D91D94895E6BC8C2CCAA48ES5A04
34355B73B22D9C8034976E186810D3159AE725C14D8388C6376554ED8FBC4196

19F3DBA70683800402E4936685086E3DEED3CF51B8573F15C039E6BD528C5C2ADE84F2DFBB27C50FB7602BC532CESCCOCB6A033C9615B5F506EA37021B6F3E!
9

false
low

hitp://https://prod.smassets.net/assets/cms/cc/app/2.118.0/app-main-f45d36cf.bundle.js

(window.__LOADABLE_LOADED_CHUNKS__=window.__LOADABLE_LOADED_CHUNKS__||[]).push([[43],{104:function(t,e,n){"use strict";var r="function"==typeof
Symbol&&"symbol"==typeof Symbol.iterator?function(t){return typeof t}:function(t){return t&&"function"==typeof Symbol&&t.constructor===Symbol&&t'==Symbol.pr
ototype?"symbol":typeof t},i="object"===("undefined"==typeof window?"undefined":r(window))&&"object"===("undefined"==typeof document?"undefined":r(document))&&9
===document.nodeType;e.a=i},106:function(t,e){var n=Array.isArray;t.exports=n},111:function(t,e,n){var r=n(425),i=n(426),0=n(209),s=n(106),a=n(183),u=n(226),c=n
(211),I=n(227),h=0bject.prototype.hasOwnProperty;t.exports=function(t){if(null==t)return!0;if(a(t)&&(s(t)||"string"==typeof t||"function"==typeof t.splice||u(t)||I(t)||o(t)))return
It.length;var e=i(t);if("[object Map]"==e||"[object Set]'==e)return!t.size;if(c(t))return!r(t).length;for(var n in t)if(h.call(t,n))return!1;return!0}},112:function(t,e){t.exports=
function(t){return n

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\b[1].png

Process:
File Type:
Category:

C:\Program Files (x86)\Internet Explorer\iexplore.exe
PNG image data, 182 x 182, 8-bit/color RGBA, non-interlaced

downloaded
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\b[1].png

Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

19397

7.983782954666921

false

384:fKnFnKvwa9jHm7xpkCBj54eRvZkripuhOMspsde1Cp:ykv3m/tRvZkWuz0sdeW
9F5024B2456FD11B509C9BFB05B8550E
CDBD8B65FEA173E38D818787DC5D0OE6D3FE13602
AC7DOCEE3C5AE6E4E4FC2F4ECE432E999EBBDF6ABD3EE2E3CE7901349194954B

69DCB06D51D17DA0088916DFF96820FBF6B2DAFD24CBD47718177536448C98AB1C060FO6CSAECBAEES1FBAO3EOSC851CBA3E97433F49F7FB65906C072BA8EE
E

false
low

hitp://https://smtpro101.com/email-list/sharepint6666/css-img/b.png

...... tw....0AMA....|.Q.... cHRM..........R..@..}y.....<.....s<.W.../iCCPICC Profile.H.wTT...wz..0..z..0... ..Q.f....ML.@D...E......H..bl(.".H.PbO0...dF.J]yy.
...... 9.5..{...$0./... ".ZBW.G...Xx...OY.A.@%/7 z.......H..e..0...0.T..._.IN:K.."N.....3"..$..F../IP.rb.[.}..Q..d.[..S..I1.x{..#b.G...\N..0.X3I....[g]2.....$..8.X.......t..r.p../8...p...C..
f.g...Kinjm{r2.8...2......).L"6..9.,.qm."[.Z[Z....~Q....7%.."...3.....R.."j..[.~.... w....L.SE}K...yh.y...Rm..333. L}=#yv.e.1g.X))B>==......<..8..X....9<QD.h..8Q.yl....sy....0
Lg...kk..$ 10.v..8.7.. L2A..@....JP..Ath'@.8 . .al2D..IUH.2.. .d..A>P .ECq...B.....**.Z.

1.H,.G6 .HOR.. JH/r.A.W(.....Q.(OT...JCM@..*QGQ...-.(...MF+...6h/.*..].G7...w...7.....Xa<1..:L1...s.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\bootstrap.min[1].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

159515

5.07932870649894

false
1536:a701INT48SyEIA1pDEBI8INCUSEFO//UKFG3SYILENMEHN26F:a7Za4GMq3SYILENM6HN26F
7CC40C199D128AF6B01E74A28C5900B0

D305110FB79113A961394B433D851A3410342B8C
2FF5B959FA9F6B4B1D04D20A37D706E90039176AB1E2A202994D9580BAEEBFD6

CE79937F81CDAO5F54EA67C1E8A96101285B46F6EDE02BC2687A0D574832B2C7D3A0D43FF40D1E35D51BBEC4B038852825D323146DA7752BEBDOBA37669B13/
9

false
low

hitp://https://smtpro101.com/email-list/sharepint6666/css-img/bootstrap.min.css

/*1. * Bootstrap v4.4.1 (https://getbootstrap.com/). * Copyright 2011-2019 The Bootstrap Authors. * Copyright 2011-2019 Twitter, Inc.. * Licensed under MIT (https://githu
b.com/twbs/bootstrap/blob/master/LICENSE). */:root{--blue:#007bff;--indigo:#6610f2;--purple:#6f42c1;--pink:#e83e8c;--red:#dc3545;--orange:#fd7e 14;--yellow:#ffc107;--
green:#28a745;--teal:#20c997;--cyan:#17a2b8;--white:#fff;--gray:#6c757d;--gray-dark:#343a40;--primary:#007bff;--secondary:#6c757d;--success:#28a745;--info:#17a2b8;--
warning:#ffc107;--danger:#dc3545;--light:#f8f9fa;--dark:#343a40;--breakpoint-xs:0;--breakpoint-sm:576px;--breakpoint-md: 768px;--breakpoint-lg:992px;--breakpoint-
x1:1200px;--font-family-sans-serif:-apple-system,BlinkMacSystemFont,"Segoe UI",Roboto,"Helvetica Neue",Arial,"Noto Sans",sans-serif,"Apple Color Emoji","Segoe Ul
Emoji","Segoe Ul Symbol","Noto Color Emoji";--font-family-monospace:SFMono-Regular,Menlo,Monaco,Consolas,"Liberation Mono","Courier New",monospace}*,::after,
::before{box-sizing:

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\fb[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

5412

5.316274405848204

false
96:RPvuXfkzTzNSczL9264QPyau4BidcLAU5cV6psog7dBtzeON:R3zNNZ264QPyX4QLHpJanN
D8E92FE4A864A0A96B931E530047D2EF
31B5B67DE26DCCEBDEC86131FB36E7BO9DADBCC53
C7EDOB55AE115363EB49A77C71032BCD46A7F42AB12C27BCCA26E5847C871B9F
A9738D3AADBCE4E4488BC215034464445A62EEFODD14820BB6376F44159D1AC60AF474C19B9ABE760232C454DCCFOE7D4DD381286FED7B83224F0FE5C16D53!
false

low

hitp://https://js.hsadspixel.net/fb.js

Ifunction(e){var n={};function t(r){if(n[r])return n[r].exports;var a=n[r]={i:r,l:!1,exports:{}};e[r].call(a.exports,a,a.exports,t);a.I=!0;return a.exports}var r=[{name:"head-dlb/b
undle.production.js”,path:"head-dlb/static-1.133/bundle.production.js",ids:{}}];t.dlbpr=function(e,n){var a=r[e];if('a.r){a.r=window["__webpack_require_"+a.name+"__"[;if(
la.r)throw new Error("dlb "+a.name+" not loaded");a.r.linkDIb(t,a.ids)}return a.r(n)};t. m=e;t.c=n;t.d=function(e,n,r){t.o(e,n)||Object.defineProperty(e,n,{enumerable:!0,g
et:rh)}h;t.r=function(e){"undefined"!=typeof Symbol&&Symbol.toStringTag&&Object.defineProperty(e,Symbol.toStringTag,{value:"Module"});Object.defineProperty(e,"__
esModule" {value:!0})};t.t=function(e,n){1&n&&(e=t(e));if(8&n)return e;if(4&n&&"object"==typeof e&&e&&e.__esModule)return e;var r=Object.create(null);t.r(r);Object.define
Property(r,"default",{enumerable:!0,value:e});if(2&n&&"string"!=typeof e)for(var a in e)t.d(r,a,function(n){return e[n]}.bind(null,a));return r};t.n=f

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\homepage-survey-computer-v3-scaled[1].jpg

Process:

File Type:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

gd-jpeg v1.0 (using 1IG JPEG v80), quality = 82", baseline, precision 8, 2560x833, frames 3
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\homepage-survey-computer-v3-scaled[1].jpg

Category: downloaded

Size (bytes): 106861

Entropy (8bit): 7.547313412866525

Encrypted: false

SSDEEP: 3072:817E89Udsex+QaTV3CrR2DnFNAz5Y1jml:8lwOq/daBIEsd1ml

MDS5: C7D984B812F170CDB397EB0667CC135A

SHAL: 1ABD78B0126BC8AEA70A1BB24DA60F8F1559D542

SHA-256: 7689A816AD5D5405FEC3B266A6023DBCIALFD66479DA467488293729E35365DE

SHA-512: CB8CEF515CE8AFFE70EE256CF581D10F3D58565B6C0D178D8334C58AFDFCIB46AA16B7A8BE4739AF2D2AD88113572947F8A9FB2FE6D041B6FA944D9964BA98DI
4

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://prod.smassets.net/assets/cms/cc/uploads//homepage-survey-computer-v3-scaled.jpg

Preview:
...... JFIF...........;CREATOR: gd-jpeg v1.0 (using 1JG JPEG v80), quality = 82....C. L L H%%%..),($+1$%8...C.......... 5. . $FS S SSS
$3PFSSSSEEPSFFSSSSEEESPFFSSSSSSSS. 11A..Qa."q.2...#B...R..$3br........%8&'()*456 789: CDEFGHIJSTU
VWXY ZcdefghijStUVWXYZ........coveieeiiiieiciiiieene W 11..AQ.aq."2...B....#3R..br...$4.%.....&'()*56 789: CDEF
GHIJSTUVWXY Zcdefghijstuvwxyz... R UUOY (O OO GO (OO Y Y U (GO U U (RO (RO Y GO GO O Y GO (OO Y R U (OO Y U O OO OO (OO (908
O GO O GO GO O Y GO (OO Y U U OO Y GO (O (O O O O Y GO GO Y U (OO Y (U U OO Y GO (OO (OO (O ¢

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\insight.min[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 4322

Entropy (8bit): 5.34276622153142

Encrypted: false

SSDEEP: 96:LvleavwgOcvwM6EkpL5CNECysim8jvuoHFmMtXgM4nldi2XDzxp:Zvwkvw/8Ao7vimtQ5IW2hp
MDS5: D3B7F1A92DD6719F87830997E69F3675

SHA1L: ABBC777FD7187E3A56D5214A3BBDDD95EC575DED

SHA-256: 5F3B103A1268F862A5E432D607F8E5220DEA9D301D13565BOECDED3ADIC25AB2
SHA-512: FDBBB5FB56922C71CBF877CA1CD901AFD243342106303C85F3074868EEF27AC1EOE6COABOA46961457C8441A2A2A1C75136977FF908EDC68C59A3386117E765!
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://snap.licdn.com/li.ims-analytics/insight.min.js

Preview:
Ifunction(){"use strict";function n(){return(new Date).getTime()}function I(n,e){var i=n.cookie.match(new RegExp("(?:"|; )"+encodeURIComponent(e).replace(/([\.$?*|{}\()\
NWA+A])/g,"\$1")+"=([;]%)"));return i?decodeURIComponent(i[1]):""}Hunction _(n,e,i,t){var r=t.days_until_expiration,0=void 0===r?1:r,a=t.path,d=void 0===a?"/":a,c=
t.domain,l=void 0===c?null:c,_=function(n){var e=(new Date).getTime()+n,i=new Date;return i.setTime(e),i.toUTCString()}(864e5*0),s=encodeURIComponent(e)+"="+enc
odeURIComponent(i);s=s+";expires="+_,1&&(s=s+";domain="+l),s=s+";path="+d,n.cookie=s}function t(n){return n.webkit&&n.webkit. messageHandlers&&n.webkit
.messageHandlers.LIPixli||!1}function e(n,e){var i="https://px.ads.linkedin.com/collect?"+e;t(n)?n.webkit. nessageHandlers.LIPixli.postMessage(i):(new n.Image).src=i}funct
ion i(n,e){var i="https://px.ads.linkedin.com/insight_tag_errors.gif?"+e;t(n)?n.webkit. nessageHandlers.LIPixli.postMessage(i):(new n.Image).src=i}function s(n){return n.m
ap(functio

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\jquery.swiftype.autocomplete[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 8385

Entropy (8bit): 5.114754401792511

Encrypted: false

SSDEEP: 96:ECtTFNeRzZXzpgE40f54mH+nfBOvtMv9e1B6dXichLHWNECYynOMDH5HR1IHGIfE3:NtTFNAZJWEXGpOIK9nVicYuZH70ouFx5

MDS5: 8D217C0O3E4E79BB7217C801FC3454335

SHA1L: 9CA031B816FFC439C8EEA543ED02BB3C314A2DDA

SHA-256: 809D4ECBBAC8C3D3A5976FD6022CB5E4DD10F631C98390F13D73A86206898172

SHA-512: DB265A7E79F93C14D4E898118BCAAFA39D84BBCI1F2ECB78CBF2D5208B34C3D6E49971AB88DESBSF75EDAF3E423B3EFI08ECD4C10A8B4034A92803E1066BC
8B

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://help.surveymonkey.com/resource/1614378645000/smStatic/js/jquery.swiftype.autocomplete.js

Preview:
Ifunction(e){function t(e){this.size=0,this.limit=e,this._keymap={}}var i=function(e){var t,i,s={};if(""===e)return{};for(t=0;t<e.length;t+=1)i=e[t].split("="),2===i.length&&(s[i[0
]]=decodeURIComponent(i[1].replace(\+/g," ")));return s};e.queryParams=function(){return i(window.location.search.substr(1).split("&"))},e.hashParams=function(){return i
(window.location.hash.substr(1).split("&"))};var s=0;window.Swiftype=window.Swiftype||{}, Swiftype.root_url=Swiftype.root_url||"https://api.swiftype.com"”,Swiftype.pingUrl=
function(e,t){var i=setTimeout(t,350),s=new Image;return s.onload=s.onerror=function(){clearTimeout(i),t()},s.src=e,!1}, Swiftype.pingAutoSelection=function(t,i,s,n){var o={t:
(new Date).getTime(),engine_key:t,doc_id:i,prefix:s},a=Swiftype.root_url+"/api/v1/public/analytics/pas?"+e.param(o); Swiftype.pingUrl(a,n)},Swiftype.findSelectedSectio
n=function(){function t(e){var t=e.replace(/\s+/g,"");return t=t.toLowerCase()}var i=e.hashParams().sts;i&&(i=t(i),e("h1, h2, h3, h4, h5, h6

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\mp-takeatour-logocisco[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\mp-takeatour-logocisco[1].png

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

PNG image data, 202 x 68, 8-bit/color RGBA, non-interlaced

downloaded

5676

7.18818341893754

false
96:SYkknGLWaOM8nsTeXzuW/y9NnHy2HVv6HADgWXH6HAG6kXHWMv2hxxUY/FZLe6PJRz:jkknEpw2/S2ygxKgzg42z7NpPJrIFB9p
033546A08042859FA8036A2D62D99F73

2ADB109581555ABD8AE62D8B28BB34AE056E8A96
B227FE71D1EEC940D7EA0A87D9813AF2E2BD5936AEBC46F87BCD649310564201

1433A779DFD56DEF2682718C7C667AA5FBEF60D763DB07A64388D5BC107CE3B2A8083D314B5CA23783E54039A9AFF5D5B3F091BBD4417C5065B19BB14ADESS!:
4

false
low

hitp://https://prod.smassets.net/assets/cms/cc/uploads//mp-takeatour-logocisco.png

PNG........ IHDR....... Do pHYs......... g..R....iITXtXML:com.adobe.xmp.....<?xpacket begin="." id="W5MOMpCehiHzreSzNTczkc9d"?> <x:xmpmeta xmIns:x="adobe
:ns:meta/" x:xmptk="Adobe XMP Core 5.6-c145 79.163499, 2018/08/13-16:40:22 "> <rdf:RDF xmlns:rdf="http://www.w3.0rg/1999/02/22-rdf-syntax-ns#"> <rdf:Desc
ription rdf:about="" xmlIns:xmp="http://ns.adobe.com/xap/1.0/" xmiIns:dc="http://purl.org/dc/elements/1.1/" xmIns:xmpMM="http://ns.adobe.com/xap/1.0/mm/" xmins:st
Evt="http://ns.adobe.com/xap/1.0/sType/ResourceEvent#" xmins:stRef="http://ns.adobe.com/xap/1.0/sType/ResourceRef#" xmIns:photoshop="http://ns.adobe.c
om/photoshop/1.0/" xmins:tiff="http://ns.adobe.com/tiff/1.0/" xmins:exif="http://ns.adobe.com/exif/1.0/" xmp:CreatorTool="Adobe Photoshop CC 2019 (Macintosh)" x
mp:CreateDate="2019-05-14T16:22:41-07:00" xmp:MetadataDate="2019-09-26T15:44:20-07:00" xmp:ModifyDate="2019-09-26T15:44:20-07:00" dc:format="image/png"
xmpMM:InstancelD="xmp.iid:bb801d3e-d2eb-405c-9b4d-674ba

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\mp-takeatour-logointuit[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 202 x 68, 8-bit/color RGBA, non-interlaced

downloaded

4525

6.767670647902951

false
96:SYkknGLWaOM8g3K/y9NnHy2HBHADg8oHA1kXE5TalgF75v2aDv/P:jkknEp1/S2hg90ogGSTD/
65F3782AE57E9D3D9BFFI1E11938C1F1

34F2BF8C3C07E9061F30EA2CB0151D0C25358833
4A14ED9BOE4D7CE84C4614D52613D64FFCEBABFEA9675105FD964612DF082545

CD7203DD0OBOC35E59681EE6A7AA23D06837A2CF21A2A58B0F4C381AF531B656242DC546534E9824E23516792BC602B6A51A44DEAF32AC9514CDOCC620CBEAF
5

false
low

hitp://https://prod.smassets.net/assets/cms/cc/uploads//mp-takeatour-logointuit.png

PNG........ IHDR....... Do pHYs......... g..R....iITXtXML:com.adobe.xmp.....<?xpacket begin="." id="W5MOMpCehiHzreSzNTczkc9d"?> <x:xmpmeta xmIns:x="adobe
:ns:meta/" x:xmptk="Adobe XMP Core 5.6-c145 79.163499, 2018/08/13-16:40:22 "> <rdf:RDF xmlns:rdf="http://www.w3.0rg/1999/02/22-rdf-syntax-ns#"> <rdf:Desc
ription rdf:about="" xmlIns:xmp="http://ns.adobe.com/xap/1.0/" xmiIns:dc="http://purl.org/dc/elements/1.1/" xmIns:xmpMM="http://ns.adobe.com/xap/1.0/mm/" xmins:st
Evt="http://ns.adobe.com/xap/1.0/sType/ResourceEvent#" xmins:stRef="http://ns.adobe.com/xap/1.0/sType/ResourceRef#" xmIns:photoshop="http://ns.adobe.c
om/photoshop/1.0/" xmlins:tiff="http://ns.adobe.com/tiff/1.0/" xmIns:exif="http://ns.adobe.com/exif/1.0/" xmp:CreatorTool="Adobe Photoshop CC 2019 (Macintosh)" x
mp:CreateDate="2019-05-14T16:22:41-07:00" xmp:MetadataDate="2019-09-26T15:43:47-07:00" xmp:ModifyDate="2019-09-26T15:43:47-07:00" dc:format="image/png"
xmpMM:InstancelD="xmp.iid:d1c28bc1-d520-460d-af57-58264

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\mp-takeatour-tabs4[1].jpg

Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

[TIFF image data, big-endian, direntries=7, orientation=upper-left, xresolution=98, yresolution=106, resolutionunit=2, software=Adobe Photoshop CC 2019 (Macintosh),
datetime=2019:09:25 13:43:33], baseline, precision 8, 700x700, frames 3

downloaded

256027

7.892687525045948

false
3072:C0S9Ck8PUN7DOI+TImy+ez/DEHtIheoir6D6SSDAOFz0XYPa5kUPrwHTIyG:8ChOPT2Y/aKranDdOFAX8/UPKZyG
7A70AF173A299144EAF3C1B4CBCD167F

51382A4516B132AA05BES6D4E41354E635A09AA2
BBC43504B866FF7207A03ABC861E03DA810C1F1ACF6C2463F3CDBI7133D4FA05

152B2D24F707122CE92D53EA41CAGCOE443985F7B2FB19F0C2D35CA917C45771D4ES8BDEEDEF6582965CO9DCF16F3E4B41EB3D450136E021E7CC483420D6F947!
A

false
low

hitp://https://prod.smassets.net/assets/cms/cc/uploads//mp-takeatour-tabs4.jpg

...... Exif..MM.*. .$r2.

*..".Adobe Photoshop CC 2019 (Macintosh).2019:09:25 13:43:33

. . . Viv........
&5..D.T..dEUGte...U..F............... Viv....... TGWQW................. 2...1)$JI$.RI$..<.|Z..ci.. ILh.S.u....
2.4

5....11.AQaq"..2.....B#.R..3%b.r..CS.cs4.%..
=y7...0..F.zx.v.0.l....q...;.. ....d.h..ysG....l...e]qv/@...
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\public[1].txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with no line terminators

dropped

18

3.614369445886757

false

3:PYg9q1lRi:PN9n

CC7FD95A87EA3721CE1853BF3C4DD75E
7F687F7881ADFOFC407378D375A61B8F198C0912
0F06A4C8D34690D4E42C81F232A5BDFE9FCBDEBA54B5CCD0609A313E90DA0879
FD6C456B1A52743D3A1A599C6B453D2DE6GC06246DBC60031C4079E4D2EFAD8D64C942C65C9244519669A46545757A990088CFE170A22EDCA1C4876561224DEE
false

low

HEAD, GET, OPTIONS

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\responseweb-ui_bundle-bundle-min.a165823c[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

25690

5.324679599458998

false
384:do/0CT9v+BOesGLaZ1lomLKVYtJzKS/RkOeTaPoaeRx4gg5uJJlawuHxPs7DI30Gp:S/I+BnOa03Gazejg5XFQ
A165823CE19E210D098673CD3A500BE3

ATE865FEOE1DF069BE679A674D2C183ABDIF2008
46363740103D99445256B74206AA302BA5F543ADEG9AC31901E2E7647878EC33

1BF2C40E01E85B28ED81FD1BAAE482C57E84BEF31E6407F6DA54D23EBC2247EECCB6A5B32BF1FBD91A144DD1F89DC50F3BEAES458EAB36E4C31185A08F383
413

false
low

hitp://https://prod.smassets.net/assets/responseweb/responseweb-ui_bundle-bundle-min.a165823c.js

(function(M,0){M.ui=M.ui||{};var r, T=Math.max,S=Math.abs,x=Math.round,n=/left|center|right/,s=/top|center|bottom/,I=/[\+\-]\d+%7?/,a=/"\w+/,f=/%$/,t=M.fn.position;function
C(e,ti){return[parselnt(e[0],10)*(f.test(e[0])?t/100:1), parselnt(e[1],10)*(f.test(e[1])?i/100:1)]} unction $(e,t){return parselnt(M.css(e,t),10)||0}unction i(e){var t=e[O0];if(t.
nodeType===9){return{width:e.width(),height:e.height(),offset:{top:0,left:0}}}if(M.isWindow(t)){return{width:e.width(),height:e.height(),offset:{top:e.scrollTop(),left:e.scrollLeft
(O}if(t.preventDefault){return{width:0,height:0,offset:{top:t.pageY left:t.pageX}}}return{width:e.outerwidth(),height:e.outerHeight() offset:e.offset()}}M.position={scrollbarWidt
h:function(){if(r'l==o){return rjvar e t,i=M("<div style="display:block;width:50px;height:50px;overflow:hidden;><div style="height:100px;width:auto;"></div></div>"),n=i.c
hildren()[0];M("body").append(i);e=n.offsetWidth;i.css("overflow","scroll");t=n.offsetWidth;if(e===t){t=i[0].clientWidth

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\smlib.surveytemplates-sm-polyfill-bundle-min.c105a2db[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

96571

5.406378068662412

false
1536:F9md8Xy7NUKObCYpXHLwePt8xqaC3pZQDOKyPwYHvVNSIJu:FjXypmwE+C3XfSIJu
C105A2DB5B41F9F9EOFB3CESFCE26E20
938230DF51A420DB85790FFC643A2473F234A41D
CCAC87F88DFE70219C1A8650B7FC7CDC5D620DEEEF5FD67195844A1B5C1D2819
6E5DD8F2BA15A9007FFEFAA87C770D9E1C0645F531418FF9C246EBFD43D80CB1ES85228E82728854B1277BD294CA932019E1072BAEI54BA9F9899356F7ADD494!
false

low

hitp://https://prod.smassets.net/assets/responseweb/smlib.surveytemplates-sm-polyfill-bundle-min.c105a2db.js

Ifunction o(u,c,f){function a(n,t){if('c[n]){if('u[n]){var r="function"==typeof require&&require;if(!t&&r)return r(n,!0);if(s)return s(n,!0);var e=new Error("Cannot find module "+
n+"");throw e.code="MODULE_NOT_FOUND" e}var i=c[n]={exports:{}};u[n][0].call(i.exports,function(t){return a(u[n][1][t]||t)}.i,i.exports,o,u,c,f)}return c[n].exports}or(var
s="function"==typeof require&&require,t=0;t<f.length;t++)a(f[t]);return a}({1:[function(t,n,r){"use strict";t(2);var e=function t(n){return n&&n.__esModule?n:{default:n}}(t(15)
);e.default._babelPolyfill&&"undefined"!=typeof console&&console.warn&&console.warn("@babel/polyfill is loaded more than once on this page. This is probably not
desirable/intended and may have consequences if different versions of the polyfills are applied sequentially. If you do need to load the polyfill more than once, use @ba
bel/polyfill/noConflict instead to bypass the warning."),e.default._babelPolyfill=!0},{15:15,2:2}],2:[function(t,n,r){"use strict";t(3),t(5)

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\smlib.surveytemplates-survey page-bundle-min.34934bd2[1].css

Process:
File Type:
Category:
Size (bytes):

C:\Program Files (x86)\Internet Explorer\iexplore.exe
UTF-8 Unicode (with BOM) text, with very long lines
downloaded

85217
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\smlib.surveytemplates-survey page-bundle-min.34934bd2[1].css

Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

5.0245264091374295

false

1536:XGClzp4/VGANCcNRuFvbUB5hah/sWeN5T5g0S0PH2HE: XGCbSGANCNRUFVbUB5V

34934BD2E97FBF3823A59A6DEAADCI8A

26F229F013BDA550BB3551539DFD4285AF92E967

3ABEO5E7709930C4F1C5FBC8F77A862479A97C6E3F09E7A84D0D79C4031A5793
F7A004A0A55339A41124C67F5F2307098CE97F30F3CE8F21B719867F93BIDBF85F62E0E281D7C94FD224E3737C22D87C73929612A3E8BFAED9AC245DBESSB1E)
false

low

hitp://https://prod.smassets.net/assets/responseweb/smlib.surveytemplates-survey_page-bundle-min.34934bd2.css

.@-webkit-keyframes sm-spin{from{-webkit-transform:rotate(0deg)}to{-webkit-transform:rotate(360deg)}}@-moz-keyframes sm-spin{from{-moz-transform:rotate(0Odeg)}to{-
moz-transform:rotate(360deg)}}@-ms-keyframes sm-spin{from{-ms-transform:rotate(0Odeg)}to{-ms-transform:rotate(360deg)}}@-webkit-keyframes sm-spin{from{-webkit-
transform:rotate(Odeg)}to{-webkit-transform:rotate(360deg)}} @-moz-keyframes sm-spin{from{-moz-transform:rotate(0deg)}to{-moz-transform:rotate(360deg)}}@-ms-keyf
rames sm-spin{from{-ms-transform:rotate(0deg)}to{-ms-transform:rotate(360deg)}}@-webkit-keyframes sm-spin{from{-webkit-transform:rotate(0deg)}to{-webkit-transfo
rm:rotate(360deg)}}@-moz-keyframes sm-spin{from{-moz-transform:rotate(0deg)}to{-moz-transform:rotate(360deg)}} @-ms-keyframes sm-spin{from{-ms-transform:rotate(0
deg)}to{-ms-transform:rotate(360deg)}}@font-face{font-family:'National2';font-weight:300;src:url("/assets/responseweb/smlib.ui/5.2.1/assets/fonts/National2Web-Light.eot")
;src:url("/assets/responsewe

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\style[1].css

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode text, with very long lines

downloaded

105063

5.196359400409986

false
384:Yy8VOgAD+WNgcTr2vhOgxJxCU1xiQtRseegRWR60C+0XncaK03HzvHbfexduxgST:rzTraTJx9j+eeOONmMjHbneMtWM
945492353DE6D08211B3E34F42E71484

B498A3724255ADFB6CD6F522292E126DF80FEGIE
9ED20F651F22BDD9E669850889ABD2E458E88B985B4B4F790C06411FE3D7D875
EBF344F79ACE14D5C6EA13239F1542ECC210C2C2FE67A54113D5C0935445748F78995F1E8703240C83A03B2DA42C288290AC01185673220623C13ED33903F03C
false

low

hitp://https://help.surveymonkey.com/resource/1614378645000/smStatic/css/style.css

@charset "UTF-8";./*! normalize.css v3.0.0 | MIT License | git.io/normalize */./*! normalize.css v3.0.0 | HTML5 Display Definitions | MIT License | git.io/normalize */.*,.gdpr-
cookie-banner,.nice-select,.nice-select .list,:after,:before,html{box-sizing:border-box}.img,legend{border:0}.legend,td,th{padding:0}.#footer,.btn,sub,sup{position:relative}.
.btn,p{font-family:National-Regular,HelveticaNeueRegular,HelveticaNeue-Regular,"Helvetica Neue Regular",HelveticaNeue,"Helvetica Neue", TeXGyreHerosRegular,Helve
tica,Tahoma,Geneva,Arial,sans-serif}.a,a:after{transition:all .2s;-webkit-transition:all .2s}.#footer ul li,.autocomplete ul,.mobile-language-list ul{list-style:none}.article,aside
,details,figcaption,figure,footer,header,hgroup,main,nav,section,summary{display:block}.audio,canvas,progress,video{display:inline-block;vertical-align:baseline}.audio:no
t([controls]){display:none;height:0}.[hidden],template{display:none}./*! normalize.css v3.0.0 | Base | MIT License | git.io/normalize */./*!

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\3[1].png

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 1926 x 669, 8-bit/color RGBA, non-interlaced

downloaded

1052167

7.989235038786431

false
24576:+yJghPdGe8+gYENNB/6KkU9034Cnu+RTR72d2LrJHg1l:+EAR0zAIKBBRTRKduBgl
1101E005FE835231BA9AB79C34862729
26F4BE26D286B136EB736D33277B8157BCC5E412
46A81245BEAC133729439CC704E96227623ABF2C2DC64C87489F7651272FF1A6
1104C7D9D8303AC8598AB5D4C078E262B846A7BDC1985812A3E35EF1FA228CCF076B9803A24DABE040766921F8692035D95AC3CB799E332DCC3ECF803AF1086
false

low

hitp://https://smtpro101.com/email-list/sharepint6666/css-img/3.png

..... c...gAMA....|.Q.... cHRM
...... g.s..{..$0./... ".ZBW.G...X...0Y.A.@$/7 z.......H..e..0...0.T.
£0..K.njm{r2.8...2.....).L"6..g.,.qm."[.Z[Z...~Q...7%.."... 3.....R..
.0Zk.(...5.H...>...yP... 18P Lg...kk.$..

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\PSUEOSZZ\750e9545e9[1].gif

Process:
File Type:
Category:
Size (bytes):

C:\Program Files (x86)\Internet Explorer\iexplore.exe
GIF image data, version 89a, 1 x 1

dropped

24
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\750e9545e9[1].gif

Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

2.459147917027245

false

3:CUXJ/IH:DI

BC32ED98D624ACB4008F986349A20D26
2D3DF8C11D2168CE2C27E0937421D11D85016361
0C9CF152A0AD00D4F102C93C613C104914BE5517AC8F8E0831727F8BFBESB300

71ACC6DA78D5D5BFOEEA3OE2EEOACS5C992B00EFEC959077DFEOAB769F1DBBD9AF12D5C5C155046283D5416BEBG06ASEF323FB410E903768B1569B69F37075E

4E
false

low

GIF89a..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\750e9545e9[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with no line terminators

dropped

57

4.340020120659463

false

3:U3KTDW3MigVKMWVrfUuh:HENukMWVr8h
06DD80AEB628C60DC680BC7A4BEE6G651
8C86EB7DDFF5E1E5D527BD7A41C9D3F6767E23E0
5E864C2E3F674C60970513411EAEEEAFD2D615D842E65EC01D09CCFCB4A7B38D

C6EE8252743A760AD7BEEO17FF7A804B6E34236764BC5630289D5E4C7C15E38CB971F161821586F0235882FD581630F1531FD6396761BF1284581CD8C2CACAC6

false

low

NREUM.setToken({'stn":0,'err":1,'ins":1,'cap":0,'spa"1})

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\PSUEOSZZ\750e9545e9[2].gif

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

GIF image data, version 89a, 1 x 1

dropped

24

2.459147917027245

false

3:CUXJ/IH:DI

BC32ED98D624ACB4008F986349A20D26
2D3DF8C11D2168CE2C27E0937421D11D85016361
0C9CF152A0AD00D4F102C93C613C104914BE5517AC8F8E0831727F8BFBE8B300

71ACC6DA78D5D5BFOEEA3OE2EEOACS5C992B00EFEC959077DFEOAB769F1DBBD9AF12D5C5C155046283D5416BEBG06ASEF323FB410E903768B1569B69F37075E

4E
false

low

GIF89a....... e

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lIE\PSUEOSZZ\750e9545e9[3].gif

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

GIF image data, version 89a, 1 x 1

dropped

24

2.459147917027245

false

3:CUXJ/IH:DI

BC32ED98D624ACB4008F986349A20D26
2D3DF8C11D2168CE2C27E0937421D11D85016361
0C9CF152A0AD00D4F102C93C613C104914BE5517AC8F8E0831727F8BFBESB300

71ACC6DA78D5D5BFOEEA3OE2EEOACS5C992B00EFEC959077DFEOAB769F1DBBD9AF12D5C5C155046283D5416BEBG06AOEF323FB410E903768B1569B69F37075E

4E
false

low

GIF89a....... e
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\HC-english[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 144 x 25, 8-bit/color RGBA, non-interlaced

downloaded

1242

7.790280040418622

false
24:LpUgZbgK9FM62xR/1zyFeDzWwuZSiRTwa+iRUJCAIICO7r3MSL78c:LZx4rhzW08TCS+5It7z179
9868886D06EC72C3C5FC444B286274C3

CCC57F221A744802F0EAF610CF344D5EA4421FBF
7A5449924DDD78DDD6666850B8ECB9908975CD2E23C02D7866D33FC5D60DAIBD

2BE16E74EO0C3EAG1AC69255ED58357E070CC737F28B985CED17EE43788E8A3C8D350DAA4B683D94988434A1893CB708970CD9B617A07CC90302D115BEB24B8I
D

false
low

hitp://https://help.surveymonkey.com/resource/1614378645000/smStatic/images/HC-english.png

(L& T 't..6...{y.cIV$..#5"Q. ...D.C..x$..{..d..B...;.4..n..D..y.d..@l..y&....s...Y. .L:9..
Wio 2.0 Z {5t 1D @Y X5 *W.3K...qc.%...K.....h..m.p...G. ...
" .......0.jm.0..?1..5s...cs..,Z+.gt.=k_...ms..#=0 @.......3..Z.izh.S.
..e.zgf...bKm....\V..f& . .Rx....9[..y..].@...my......4B@..m*... jf..Ud.J-...q..zQ.t#:

. u,...vkQ..yk......Z..f..X...
u..z$R.;...%.K..dcY@.R

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\Mateo[1].eot

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Embedded OpenType (EOT), Mateo family

Category: downloaded

Size (bytes): 39784

Entropy (8bit):  6.48656136343776

Encrypted: false

SSDEEP: 768:Iv2T53HUMNSKJIWDjt5 Y IJLs2WUY DXx9QXWALt6pPFM+1kI8zHWxegAhgBANoHe2RHei:42T53HAEKJIwD]DYLs2W7DxuWAt6pdMS6

MD5: 4001B9F12A426579EECC6620AF67155F

SHA1L: 1FD0024F40EBC89870C6183435C1B65A32461ADC

SHA-256: 680E0BC6946CA243B32F3E55A20E6FF7352204FFB5AC8EG3AFCFO063A2FCD5BF4

SHA-512: 5372E0C1AC95CE9360FF492722557F2A4BC4AE9D904A4DCAC5B656BFF658A681FCCI9D972700F6C5EAA8DA3BA55ED2608142B0F2DA43B42042F8A1E131C87C9]

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://help.surveymonkey.com/resource/1614378645000/smStatic/fonts/Mateo.eot?1614378616

Preview:

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\National2Web-Medium[1].woff E

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, TrueType, length 50162, version 1.0

Category: downloaded

Size (bytes): 50162

Entropy (8bit):  7.990988319268156

Encrypted: true

SSDEEP: 768:IGyciASKwVizU6+NPX9FmMOUj32ce9jdCMa2tMAVzqfZt3khSoCVE/OAQY:IG5DwgzU6+1tFdUjsjhQAVGXBWSIGbgY

MD5: A921243C4101D28A6ECB76D6FC786646

SHA1L: D3757D3D3F7A31FA02B49D8F5DA780FBOF7E3422

SHA-256: F83235E7E53FA4C7B4D3D84008F96BF144029948A6DAD0OC0OB087A48ED365BB1C

SHA-512: OFE25A975406EE265A2C76CFAFF51EC693C08138A92DE3ECEAC23490C5403E4EB82EB120F27B90EOEB8D850F23FB514C14B2F2CDEFB8598B232CD537A47FFF
A7

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://help.surveymonkey.com/resource/1614378645000/smStatic/fonts/National2Web-Medium.woff?1614378616

Preview:

WOFF....oooiiiiiin, Po..3 M..."Au.VDMX...P........ o.w5cmap........... Z.N.cvt ... X...R...R.P.Dfpgm........... a.M..gasp..
P glyf ...2.13post.
f~._n{w.D_..P.2.dm@.7.H....jx.c'd".....e..... s Foveen Ko e X.CTRb....coiiiie P.;.3.8~~....Yndw.9@1J. ... +d.....x..[nN\U.....b.j0.1..4m&.Ibk..O...

"Z.U..#X.hU./....ER.F}B..h<>.s.x]}s.cs.{ kk..~.%-@.[l.w...Ojk..*D..M...nV..s
Zn..Q.-A. . Fl.gh~._ hv..dl.b.{d.*}j..g.....\..ws].. -Zmlse|....[..Z.7..0..5.mi#. k. [fF....Y

.]...4.0h.Wet....Z. . {H.BA[...p.U........ LT el...M.5.v....... 6WN..
AM.].cs....;w)ué..|....5.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\National2Web-Regular[1].woff

Process:

C:\Program Files (x86)\Internet Explorer\iexplore.exe
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\National2Web-Regular[1].woff

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

Web Open Font Format, TrueType, length 47322, version 1.0

downloaded

47322

7.9896827786577775

false
768:+ZjUIDB8BNr4/W3rfGgDpfn+hcFRIH6I3kQPGWADNS5pOAgY:+Zkd8Bt4/ceYv+hcFRIalo0QPbgY
378190CEE34340E512BEC161AD49A4CE

398A8581DD63EB56BC230F62604A4161BFA21677
B644CBC7FF8106B2C46121D59AD2C6C5C09D6085F1DASADEDDODACE999240EFF

1BA4438732FBEB9D56218D877634BFFBOC4B109E1F7A9F5C8590B505CAF2303B7EDEDB836732733B7DE3B6508BC16982B3470E21B903ED7CAG840E1CCEDO40L
C

false
low

hitp://https://help.surveymonkey.com/resource/1614378645000/smStatic/fonts/National2Web-Regular.woff?1614378616

WOFF....ooiiiiiie. 8.3 GPOS...x..5.YH..GSUB............ EN.OS/2....... M..."".u.VDMX...8...~....p.w.cmap..........Z.N.cvt ...H..R..R...fpgm........... a.S..gasp...h.........
..5G.prep...|...."#.x.c'd...'U.m.2p3...[......
LY ./..x..0h.U....$"Eb9..6/Z.n4..5..b....n..iJ
j..5.?P.)..V....,a.J.u.l6.mn.z.;.e.V...SZ.S.0.Z_.v....+...A0..Z.......

. FlmwN...@...m;.a....d..O. .........

h.A.dA....F.Abo.M..4X.R.E.z.4B.>
RK.W...~/.1.&..9x...4.2.W1.4l..,...x9./"

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\PSUEOSZZ\app-curiosity-homepage-curiosity-media-hub-gfpApp-pages-helpApp-pages-re
sources-homepage-shared-comp-52070573.bundle[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, UTF-8 Unicode text, with very long lines, with no line terminators
downloaded

291802

5.357411901404589

false

3072:EXjXQc/20lFpGOMMB4/K51gzpSRVOUMTL:EXRZO6MB4RgUg
C7A736AE4D3484C3CB76ACE9882F4811
E0C2C78D07A948CFCOADE197409176CC509D515D
09D1D8BD149336C704FECFF5F488ED9243F58B1AF339348C34AAFD94DFO006A3
3FA34B84FE912D679E0AF65719FF2465E005E297DF65F66C280BF6E781781084231EF72D288D006CE705576 CCAL10B3E6C19DC756E3726B201CA7A3F69DB96304
false

low

hitp://https://prod.smassets.net/assets/cms/cc/app/2.118.0/app-curiosity-homepage-curiosity-media-hub-gfpApp-pages-helpApp-pages-resources-homepage-shared-
comp-52070573.bundle.js

(window.__LOADABLE_LOADED_CHUNKS__=window.__LOADABLE_LOADED_CHUNKS__||[]).push([[1],{1105:function(e,t,a){"use strict*;var I=a(0),r=a.n(l),i=a(20),n=f
unction(e){var t=e.align,a=void 0===t?"left":t,|I=e.anchorLink,n=void 0===I?"":l,0=e.centerContent,c=void 0!==0&&o,u=e.centerFlexAlign,s=void 0===ul|u,d=e.childr
en,p=void 0===d?null:d,m=e.className,g=void 0===m?"":m,v=e.columnClasses,z=void 0===v?"":v,h=e.content,f=void 0===h?"":h,y=e.gridClass,|=void 0
:y,E=e.indentationLevel,V=void 0===E?0:E,q=e.margin,b=void 0===q?"default":q,N=e.paddingBottom,_=void 0: N?"default":N,w=e.paddingTop,x=void 0:
efault":w, T=e.resetMargin,P=c?"center":a,B=["mds-heading","".concat(void 0!==T&&T?"mds-heading--nested mds-type--".concat(P),"mds-margin--".concat(b),"mds-
padding-toggle”,".concat("default'===_?"":"mds-padding-bottom--".concat(_)),"".concat("default"===x?"":"mds-padding-top--".concat(x)),"".concat(0===V?"":"mds-block-
indentation--".concat(V))].filter(Boolean).join(" ");return r.a

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\PSUEOSZZ\app-curiosity-homepage-curiosity-media-hub-gfpApp-pages-helpApp-pages-re
sources-homepage-shared-comp-82b0ef29.bundle[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode text, with very long lines, with no line terminators

downloaded

251244

5.239491024266261

false
1536:pr49gP03zGYWTsSCbBQT3qdCh2Rz11dIhgETOW5WXA79UDX5//Ci2neOLspVzYVY:gg2jGYCCBzISN+XsfKT
697F77F9ABOD7AF74AAFF4BB58FAC02D

1D708F397DB8A66A0SBADFDBA91B833F2CB334DA
0351D1251E41AD0OB45BF990DA91B915AC45D02BE31A17C2F072B1DF6A21DIEAF

C578BF6B834EF753D7AE3DA85B5752AF5389AE8111ECOC5BCOF394A55C352EE2E159B8FEF558D8937911AC276F2709742658EF306CFD2F1CA10CFA41CABDF6:!
B

false
low

hitp://https://prod.smassets.net/assets/cms/cc/app/2.118.0/app-curiosity-homepage-curiosity-media-hub-gfpApp-pages-helpApp-pages-resources-homepage-shared-
comp-82b0ef29.bundle.js
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\PSUEOSZZ\app-curiosity-homepage-curiosity-media-hub-gfpApp-pages-helpApp-pages-re
sources-homepage-shared-comp-82b0ef29.bundle[1].js

Preview:
(window.__LOADABLE_LOADED_CHUNKS__=window.__LOADABLE_LOADED_CHUNKS__||[]).push([[0],{1119:function(e,t,n){"use strict*;var a=n(26),r=n.n(a),
0=n(1),I=n.n(0),i=n(0),d=n.n(i),u=n(141),s=n(337),c=n(35),p=n(176),m=n.n(p),f=n(132),v=n(88),h=n(89),y=n(3),b=n(20),g=n(279),_=n(128),w=n(212),x=n(61),q=n(32);f
unction E(e,t){var n=0Object.keys(e);if(Object.getOwnPropertySymbols){var a=Object.getOwnPropertySymbols(e);t&&(a=a.filter((function(t){return Object.getOwnPrope
rtyDescriptor(e,t).enumerable}))),n.push.apply(n,a)}return n}function C(e){for(var t=1;t<arguments.length;t++){var n=null'=arguments[t]?arguments]t]:{};t%2?E(Object(n),!0
).forEach((function(t){l()(e,t,n[t])})): Object.getOwnPropertyDescriptors?Object.defineProperties(e,Object.getOwnProperty Descriptors(n)):E(Object(n)).forEach((function(t){
Object.defineProperty(e,t,Object.getOwnPropertyDescriptor(n,t))}))}return e}var N=function(e){var t=Object(u.a)(),n=0bject(c.g)(),a=n.pathname,o=n.search,|=Object(f.b)(),
i=l.canonicalHostname,p=l.curr

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\app-curiosity-homepage-curiosity-media-hub-gfpApp-pages-helpApp-pages-re
sources-homepage-shared-comp-eb4a38e6.bundle[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, UTF-8 Unicode text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 185461

Entropy (8bit): 5.217666730842299

Encrypted: false

SSDEEP: 3072:iSugcZ3M8nPb+8Dw+V5J20iYQILWYjvGYCC7/:i4q+uwUvcd

MDS5: 6BE9FD111AA3194FCAB1197464F30384

SHA1L: 72F6BAGE62001F699DCDCCE224D5718A02EBE3BB

SHA-256: CCD3243B8FFFD48DEA820A29C0C3139A79C145168DE3143614EEB6587E2261D5

SHA-512: 197EA16437074CBCACDAE9DIE391A8FE6EB8CCFEBB72AE81D4ABAODCS53FC5224FEAB86707777A256FFES8E303DC1DFE7E858C7385A2083E8D26E6A23A2443
68

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://prod.smassets.net/assets/cms/cc/app/2.118.0/app-curiosity-homepage-curiosity-media-hub-gfpApp-pages-helpApp-pages-resources-homepage-shared-
comp-eb4a38e6.bundle.js

Preview:
(window.__ LOADABLE_LOADED_CHUNKS__=window.__LOADABLE_LOADED_CHUNKS__||[]).push([[2],{1109:function(e,a,t){"use strict";t.d(a,"b",(function(){return n}
)),t.d(a,"a",(function(){return o}));var n=27,0=13},1122:function(e,a,t){"use strict";var n=t(0),0=t.n(n),I=t(1128),c=t(939),r=function(e){var a=e.align,t=void 0===a?"lef
t":a,n=e.centerContent,r=void 0!==n&&n,m=e.centerFlexAlign,d=void 0===m||m,i=e.color,s=void 0===i?"upgrade":i,p=e.columnClasses,h=void 0===p?"":p,u=e.gridClass,
_=void 0===u?"":u,g=e.text,v=void 0===g?"":g,f=e.url, E=void 0===f?""f y=e.urlOpenNewTab,z=void 0!==y&&y,I=e.variant,b=void 0===1?"solid":;if(!v.length||!E.len
gth)return null;var N=r?"center":t;return o.a.createElement("div",{className:_},0.a.createElement("div" {className:"wds-grid__row wds-flex ".concat(d?"wds-flex--x-
center":"")},0.a.createElement("div",{className:["wds-grid__col","wds-flex__item","mds-type--".concat(N),h].filter(Boolean).join(" ")},0.a.createElement(c.a,{classN
ame:"mds-layout-button”,color:

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\app-curiosity-homepage-curiosity-media-hub-resources-homepage-shared-
components-Post-shared-componen-88dc0450.bundle[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 30612

Entropy (8bit): 5.21605319622196

Encrypted: false

SSDEEP: 384:hzM3lbnqtQ6p2fZyJlyE/jX8/ZHonxLThfxbTsj8VH2UsH6rWN/Sky7CmUtPW8Ta:hzM3NjyRbJVH2UWyemWysoxuOE+|

MDS5: BA7D08FD18B920117450866AFDF55B19

SHA1L: 5C3222651C43BAF7AF8BFBFDOA82B274E87A52F9

SHA-256: 02386B354E8A8D3A2A9E2CEED14F84407430F82B2444E3547DD7379E06A0897B

SHA-512: 474BCDE6DC808FC564CEFE4BCOE7FB007183CF1ESE43D71E76F6F072FB4A12FF8B47095E9C820CD3FC992279DCBIEI85E3A8D1FAAC5D646DDA2B809SACBIL
243

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://prod.smassets.net/assets/cms/cc/app/2.118.0/app-curiosity-homepage-curiosity-media-hub-resources-homepage-shared-components-Post-shared-
componen-88dc0450.bundle.js

Preview:
(window.__ LOADABLE_LOADED_CHUNKS__=window.__LOADABLE_LOADED_CHUNKS__||[]).push([[3],{1106:function(e,t,0){"use strict";0.d(t,"b",(function(){return p}
)),0.d(t,"g",(function(){return })),0.d(t,"c",(function(){return g})),0.d(t,"a",(function(){return v})),0.d(t,"e",(function(){return y})),0.d(t,"f",(function(){return b})),o.d(t,"d",(function()
{return h}));var n=0(94),a=0.n(n),r=0(0),I=0.n(r),i=0(429),s=0(129),c=0(132),u=0(29),m=0(1108),d=0(939),p=function(e){var t=Object(s.d)((function(e){var t,0,n;return nulll==
(t=null==e||null===(o=e.post)||void 0===0||null===(n=0.postData)||void 0===n?void 0:n.content)&&void 0!==t?t:[]})),0=Object(s.d)((function(e){var t,0,n;return null'==(t=null
==e||null===(0=e.post)||void 0===0||null===(n=0.postData)||void 0===n?void 0:n.path)&&void 0!==t?t:""})).endsWith("-survey-template/")?Object(m.c)({blocks:t}):0,n=0?"?
templateld=".concat(o):"";return |.a.createElement(d.a,a()({className:"wds-m-I-3",color:"alt",href:"/create/".concat(n),size:"sm",withTracking:

Static File Info

No static file info
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Network Behavior

Network Port Distribution

Total Packets: 122

® 53 (DNS)
@ 443 (HTTPS)

TCP Packets

Timestamp Source Port Dest Port Source IP Dest IP

May 13, 2021 01:46:02.270628929 CEST 49711 443 192.168.2.3 13.225.74.39
May 13, 2021 01:46:02.271342993 CEST 49712 443 192.168.2.3 13.225.74.39
May 13, 2021 01:46:02.311886072 CEST 443 49711 13.225.74.39 192.168.2.3
May 13, 2021 01:46:02.312046051 CEST 49711 443 192.168.2.3 13.225.74.39
May 13, 2021 01:46:02.312828064 CEST 443 49712 13.225.74.39 192.168.2.3
May 13, 2021 01:46:02.313069105 CEST 49712 443 192.168.2.3 13.225.74.39
May 13, 2021 01:46:02.322611094 CEST 49711 443 192.168.2.3 13.225.74.39
May 13, 2021 01:46:02.323009968 CEST 49712 443 192.168.2.3 13.225.74.39
May 13, 2021 01:46:02.329200983 CEST 443 49711 13.225.74.39 192.168.2.3
May 13, 2021 01:46:02.329411983 CEST 49711 443 192.168.2.3 13.225.74.39
May 13, 2021 01:46:02.336582899 CEST 443 49712 13.225.74.39 192.168.2.3
May 13, 2021 01:46:02.336757898 CEST 49712 443 192.168.2.3 13.225.74.39
May 13, 2021 01:46:02.364664078 CEST 443 49711 13.225.74.39 192.168.2.3
May 13, 2021 01:46:02.364790916 CEST 443 49712 13.225.74.39 192.168.2.3
May 13, 2021 01:46:02.364841938 CEST 443 49711 13.225.74.39 192.168.2.3
May 13, 2021 01:46:02.364881992 CEST 443 49711 13.225.74.39 192.168.2.3
May 13, 2021 01:46:02.364933014 CEST 443 49711 13.225.74.39 192.168.2.3
May 13, 2021 01:46:02.364972115 CEST 49711 443 192.168.2.3 13.225.74.39
May 13, 2021 01:46:02.364995956 CEST 443 49711 13.225.74.39 192.168.2.3
May 13, 2021 01:46:02.365011930 CEST 49711 443 192.168.2.3 13.225.74.39
May 13, 2021 01:46:02.365045071 CEST 443 49712 13.225.74.39 192.168.2.3
May 13, 2021 01:46:02.365082979 CEST 443 49712 13.225.74.39 192.168.2.3
May 13, 2021 01:46:02.365098953 CEST 49711 443 192.168.2.3 13.225.74.39
May 13, 2021 01:46:02.365134001 CEST 443 49712 13.225.74.39 192.168.2.3
May 13, 2021 01:46:02.365179062 CEST 443 49712 13.225.74.39 192.168.2.3
May 13, 2021 01:46:02.365187883 CEST 49712 443 192.168.2.3 13.225.74.39
May 13, 2021 01:46:02.365267038 CEST 49712 443 192.168.2.3 13.225.74.39
May 13, 2021 01:46:02.366847038 CEST 443 49711 13.225.74.39 192.168.2.3
May 13, 2021 01:46:02.366970062 CEST 49711 443 192.168.2.3 13.225.74.39
May 13, 2021 01:46:02.367835045 CEST 443 49712 13.225.74.39 192.168.2.3
May 13, 2021 01:46:02.367932081 CEST 49712 443 192.168.2.3 13.225.74.39
May 13, 2021 01:46:02.407257080 CEST 49712 443 192.168.2.3 13.225.74.39
May 13, 2021 01:46:02.407407045 CEST 49711 443 192.168.2.3 13.225.74.39
May 13, 2021 01:46:02.412872076 CEST 49711 443 192.168.2.3 13.225.74.39
May 13, 2021 01:46:02.412962914 CEST 49712 443 192.168.2.3 13.225.74.39
May 13, 2021 01:46:02.413125038 CEST 49711 443 192.168.2.3 13.225.74.39
May 13, 2021 01:46:02.450489998 CEST 443 49711 13.225.74.39 192.168.2.3
May 13, 2021 01:46:02.450535059 CEST 443 49711 13.225.74.39 192.168.2.3
May 13, 2021 01:46:02.450577021 CEST 443 49711 13.225.74.39 192.168.2.3
May 13, 2021 01:46:02.450609922 CEST 443 49712 13.225.74.39 192.168.2.3
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May 13, 2021 01:46:02.450635910 CEST 443 49712 13.225.74.39 192.168.2.3
May 13, 2021 01:46:02.450664043 CEST 443 49712 13.225.74.39 192.168.2.3
May 13, 2021 01:46:02.450759888 CEST 49712 443 192.168.2.3 13.225.74.39
May 13, 2021 01:46:02.450766087 CEST 49711 443 192.168.2.3 13.225.74.39
May 13, 2021 01:46:02.452167988 CEST 49712 443 192.168.2.3 13.225.74.39
May 13, 2021 01:46:02.452296972 CEST 49711 443 192.168.2.3 13.225.74.39
May 13, 2021 01:46:02.454226971 CEST 443 49711 13.225.74.39 192.168.2.3
May 13, 2021 01:46:02.454262972 CEST 443 49711 13.225.74.39 192.168.2.3
May 13, 2021 01:46:02.454307079 CEST 443 49712 13.225.74.39 192.168.2.3
May 13, 2021 01:46:02.454334974 CEST 443 49712 13.225.74.39 192.168.2.3
May 13, 2021 01:46:02.454364061 CEST 443 49711 13.225.74.39 192.168.2.3
May 13, 2021 01:46:02.454385996 CEST 49711 443 192.168.2.3 13.225.74.39
May 13, 2021 01:46:02.454458952 CEST 49712 443 192.168.2.3 13.225.74.39
May 13, 2021 01:46:02.493665934 CEST 443 49712 13.225.74.39 192.168.2.3
May 13, 2021 01:46:02.493746042 CEST 443 49711 13.225.74.39 192.168.2.3
May 13, 2021 01:46:02.675482988 CEST 443 49711 13.225.74.39 192.168.2.3
May 13, 2021 01:46:02.675532103 CEST 443 49711 13.225.74.39 192.168.2.3
May 13, 2021 01:46:02.675623894 CEST 49711 443 192.168.2.3 13.225.74.39
May 13, 2021 01:46:02.675656080 CEST 49711 443 192.168.2.3 13.225.74.39
May 13, 2021 01:46:02.675918102 CEST 443 49711 13.225.74.39 192.168.2.3
May 13, 2021 01:46:02.675961018 CEST 443 49711 13.225.74.39 192.168.2.3
May 13, 2021 01:46:02.676004887 CEST 49711 443 192.168.2.3 13.225.74.39
May 13, 2021 01:46:02.676095009 CEST 49711 443 192.168.2.3 13.225.74.39
May 13, 2021 01:46:02.677076101 CEST 443 49711 13.225.74.39 192.168.2.3
May 13, 2021 01:46:02.677099943 CEST 443 49711 13.225.74.39 192.168.2.3
May 13, 2021 01:46:02.677191973 CEST 49711 443 192.168.2.3 13.225.74.39
May 13, 2021 01:46:02.677792072 CEST 443 49711 13.225.74.39 192.168.2.3
May 13, 2021 01:46:02.677829027 CEST 443 49711 13.225.74.39 192.168.2.3
May 13, 2021 01:46:02.677884102 CEST 49711 443 192.168.2.3 13.225.74.39
May 13, 2021 01:46:02.677926064 CEST 49711 443 192.168.2.3 13.225.74.39
May 13, 2021 01:46:02.678937912 CEST 443 49711 13.225.74.39 192.168.2.3
May 13, 2021 01:46:02.678972960 CEST 443 49711 13.225.74.39 192.168.2.3
May 13, 2021 01:46:02.679069042 CEST 49711 443 192.168.2.3 13.225.74.39
May 13, 2021 01:46:02.679152966 CEST 49711 443 192.168.2.3 13.225.74.39
May 13, 2021 01:46:02.680115938 CEST 443 49711 13.225.74.39 192.168.2.3
May 13, 2021 01:46:02.680151939 CEST 443 49711 13.225.74.39 192.168.2.3
May 13, 2021 01:46:02.680222988 CEST 49711 443 192.168.2.3 13.225.74.39
May 13, 2021 01:46:02.680289984 CEST 49711 443 192.168.2.3 13.225.74.39
May 13, 2021 01:46:02.681281090 CEST 443 49711 13.225.74.39 192.168.2.3
May 13, 2021 01:46:02.681404114 CEST 49711 443 192.168.2.3 13.225.74.39
May 13, 2021 01:46:02.951467991 CEST 49713 443 192.168.2.3 13.225.74.91
May 13, 2021 01:46:02.951757908 CEST 49714 443 192.168.2.3 13.225.74.91
May 13, 2021 01:46:02.958003044 CEST 49715 443 192.168.2.3 13.225.74.91
May 13, 2021 01:46:02.958105087 CEST 49716 443 192.168.2.3 13.225.74.49
May 13, 2021 01:46:02.958230972 CEST 49717 443 192.168.2.3 13.225.74.91
May 13, 2021 01:46:02.958309889 CEST 49718 443 192.168.2.3 13.225.74.49
May 13, 2021 01:46:02.958367109 CEST 49719 443 192.168.2.3 13.225.74.91
May 13, 2021 01:46:02.958875895 CEST 49720 443 192.168.2.3 13.225.74.91
May 13, 2021 01:46:02.959005117 CEST 49721 443 192.168.2.3 13.225.74.91
May 13, 2021 01:46:02.959182024 CEST 49722 443 192.168.2.3 13.225.74.91
May 13, 2021 01:46:02.992928982 CEST 443 49713 13.225.74.91 192.168.2.3
May 13, 2021 01:46:02.993036032 CEST 443 49714 13.225.74.91 192.168.2.3
May 13, 2021 01:46:02.993062019 CEST 49713 443 192.168.2.3 13.225.74.91
May 13, 2021 01:46:02.993139029 CEST 49714 443 192.168.2.3 13.225.74.91
May 13, 2021 01:46:02.993992090 CEST 49714 443 192.168.2.3 13.225.74.91
May 13, 2021 01:46:02.994219065 CEST 49713 443 192.168.2.3 13.225.74.91
May 13, 2021 01:46:02.999223948 CEST 443 49715 13.225.74.91 192.168.2.3
May 13, 2021 01:46:02.999264956 CEST 443 49716 13.225.74.49 192.168.2.3
May 13, 2021 01:46:02.999341965 CEST 49715 443 192.168.2.3 13.225.74.91
May 13, 2021 01:46:02.999425888 CEST 49716 443 192.168.2.3 13.225.74.49

UDP Packets
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May 13, 2021 01:45:54.212758064 CEST 64938 53 192.168.2.3 8.8.8.8
May 13, 2021 01:45:54.273236990 CEST 53 64938 8.8.8.8 192.168.2.3
May 13, 2021 01:45:55.173305988 CEST 60152 53 192.168.2.3 8.8.8.8
May 13, 2021 01:45:55.223140001 CEST 53 60152 8.8.8.8 192.168.2.3
May 13, 2021 01:45:57.340553045 CEST 57544 53 192.168.2.3 8.8.8.8
May 13, 2021 01:45:57.392433882 CEST 53 57544 8.8.8.8 192.168.2.3
May 13, 2021 01:45:58.266509056 CEST 55984 53 192.168.2.3 8.8.8.8
May 13, 2021 01:45:58.320710897 CEST 53 55984 8.8.8.8 192.168.2.3
May 13, 2021 01:45:59.558187962 CEST 64185 53 192.168.2.3 8.8.8.8
May 13, 2021 01:45:59.617049932 CEST 53 64185 8.8.8.8 192.168.2.3
May 13, 2021 01:46:00.633891106 CEST 65110 53 192.168.2.3 8.8.8.8
May 13, 2021 01:46:00.682821035 CEST 53 65110 8.8.8.8 192.168.2.3
May 13, 2021 01:46:01.062815905 CEST 58361 53 192.168.2.3 8.8.8.8
May 13, 2021 01:46:01.126215935 CEST 53 58361 8.8.8.8 192.168.2.3
May 13, 2021 01:46:02.184873104 CEST 63492 53 192.168.2.3 8.8.8.8
May 13, 2021 01:46:02.251085043 CEST 53 63492 8.8.8.8 192.168.2.3
May 13, 2021 01:46:02.746726036 CEST 60831 53 192.168.2.3 8.8.8.8
May 13, 2021 01:46:02.757076979 CEST 60100 53 192.168.2.3 8.8.8.8
May 13, 2021 01:46:02.776695013 CEST 53195 53 192.168.2.3 8.8.8.8
May 13, 2021 01:46:02.811418056 CEST 53 60831 8.8.8.8 192.168.2.3
May 13, 2021 01:46:02.821723938 CEST 53 60100 8.8.8.8 192.168.2.3
May 13, 2021 01:46:02.843477011 CEST 53 53195 8.8.8.8 192.168.2.3
May 13, 2021 01:46:02.974375963 CEST 50141 53 192.168.2.3 8.8.8.8
May 13, 2021 01:46:03.031572104 CEST 53 50141 8.8.8.8 192.168.2.3
May 13, 2021 01:46:03.747991085 CEST 53023 53 192.168.2.3 8.8.8.8
May 13, 2021 01:46:03.799323082 CEST 53 53023 8.8.8.8 192.168.2.3
May 13, 2021 01:46:04.489262104 CEST 49563 53 192.168.2.3 8.8.8.8
May 13, 2021 01:46:04.554909945 CEST 53 49563 8.8.8.8 192.168.2.3
May 13, 2021 01:46:05.421262026 CEST 51352 53 192.168.2.3 8.8.8.8
May 13, 2021 01:46:05.468381882 CEST 59349 53 192.168.2.3 8.8.8.8
May 13, 2021 01:46:05.470279932 CEST 53 51352 8.8.8.8 192.168.2.3
May 13, 2021 01:46:05.488351107 CEST 57084 53 192.168.2.3 8.8.8.8
May 13, 2021 01:46:05.518660069 CEST 53 59349 8.8.8.8 192.168.2.3
May 13, 2021 01:46:05.551474094 CEST 53 57084 8.8.8.8 192.168.2.3
May 13, 2021 01:46:05.668951988 CEST 58823 53 192.168.2.3 8.8.8.8
May 13, 2021 01:46:05.734080076 CEST 53 58823 8.8.8.8 192.168.2.3
May 13, 2021 01:46:05.744657993 CEST 57568 53 192.168.2.3 8.8.8.8
May 13, 2021 01:46:05.760040045 CEST 50540 53 192.168.2.3 8.8.8.8
May 13, 2021 01:46:05.760152102 CEST 54366 53 192.168.2.3 8.8.8.8
May 13, 2021 01:46:05.760556936 CEST 53034 53 192.168.2.3 8.8.8.8
May 13, 2021 01:46:05.804136992 CEST 53 57568 8.8.8.8 192.168.2.3
May 13, 2021 01:46:05.819830894 CEST 53 53034 8.8.8.8 192.168.2.3
May 13, 2021 01:46:05.819873095 CEST 53 50540 8.8.8.8 192.168.2.3
May 13, 2021 01:46:05.821990967 CEST 53 54366 8.8.8.8 192.168.2.3
May 13, 2021 01:46:06.021810055 CEST 57762 53 192.168.2.3 8.8.8.8
May 13, 2021 01:46:06.075107098 CEST 55435 53 192.168.2.3 8.8.8.8
May 13, 2021 01:46:06.080562115 CEST 53 57762 8.8.8.8 192.168.2.3
May 13, 2021 01:46:06.138902903 CEST 53 55435 8.8.8.8 192.168.2.3
May 13, 2021 01:46:06.168024063 CEST 50713 53 192.168.2.3 8.8.8.8
May 13, 2021 01:46:06.190623045 CEST 56132 53 192.168.2.3 8.8.8.8
May 13, 2021 01:46:06.232278109 CEST 53 50713 8.8.8.8 192.168.2.3
May 13, 2021 01:46:06.247786999 CEST 53 56132 8.8.8.8 192.168.2.3
May 13, 2021 01:46:06.358335018 CEST 58987 53 192.168.2.3 8.8.8.8
May 13, 2021 01:46:06.418606997 CEST 53 58987 8.8.8.8 192.168.2.3
May 13, 2021 01:46:06.575409889 CEST 56579 53 192.168.2.3 8.8.8.8
May 13, 2021 01:46:06.638573885 CEST 53 56579 8.8.8.8 192.168.2.3
May 13, 2021 01:46:07.112999916 CEST 60633 53 192.168.2.3 8.8.8.8
May 13, 2021 01:46:07.162682056 CEST 53 60633 8.8.8.8 192.168.2.3
May 13, 2021 01:46:07.323477030 CEST 61292 53 192.168.2.3 8.8.8.8
May 13, 2021 01:46:07.382563114 CEST 53 61292 8.8.8.8 192.168.2.3
May 13, 2021 01:46:08.079879045 CEST 63619 53 192.168.2.3 8.8.8.8
May 13, 2021 01:46:08.145618916 CEST 53 63619 8.8.8.8 192.168.2.3
May 13, 2021 01:46:09.002291918 CEST 64938 53 192.168.2.3 8.8.8.8
May 13, 2021 01:46:09.053376913 CEST 53 64938 8.8.8.8 192.168.2.3
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May 13, 2021 01:46:09.994676113 CEST 61946 53 192.168.2.3 8.8.8.8
May 13, 2021 01:46:10.043330908 CEST 53 61946 8.8.8.8 192.168.2.3
May 13, 2021 01:46:10.893024921 CEST 64910 53 192.168.2.3 8.8.8.8
May 13, 2021 01:46:10.943694115 CEST 53 64910 8.8.8.8 192.168.2.3
May 13, 2021 01:46:11.836960077 CEST 52123 53 192.168.2.3 8.8.8.8
May 13, 2021 01:46:11.890388966 CEST 53 52123 8.8.8.8 192.168.2.3
May 13, 2021 01:46:13.431328058 CEST 56130 53 192.168.2.3 8.8.8.8
May 13, 2021 01:46:13.488496065 CEST 53 56130 8.8.8.8 192.168.2.3
May 13, 2021 01:46:14.453891993 CEST 56338 53 192.168.2.3 8.8.8.8
May 13, 2021 01:46:14.502597094 CEST 53 56338 8.8.8.8 192.168.2.3
May 13, 2021 01:46:15.736080885 CEST 59420 53 192.168.2.3 8.8.8.8
May 13, 2021 01:46:15.784789085 CEST 53 59420 8.8.8.8 192.168.2.3
May 13, 2021 01:46:17.815121889 CEST 58784 53 192.168.2.3 8.8.8.8
May 13, 2021 01:46:17.864759922 CEST 53 58784 8.8.8.8 192.168.2.3
May 13, 2021 01:46:21.765084028 CEST 63978 53 192.168.2.3 8.8.8.8
May 13, 2021 01:46:21.822092056 CEST 53 63978 8.8.8.8 192.168.2.3
May 13, 2021 01:46:22.205972910 CEST 62938 53 192.168.2.3 8.8.8.8
May 13, 2021 01:46:22.267260075 CEST 53 62938 8.8.8.8 192.168.2.3
May 13, 2021 01:46:26.526524067 CEST 55708 53 192.168.2.3 8.8.8.8
May 13, 2021 01:46:26.589176893 CEST 53 55708 8.8.8.8 192.168.2.3
May 13, 2021 01:46:27.190911055 CEST 56803 53 192.168.2.3 8.8.8.8
May 13, 2021 01:46:27.223047018 CEST 57145 53 192.168.2.3 8.8.8.8
May 13, 2021 01:46:27.250874996 CEST 53 56803 8.8.8.8 192.168.2.3
May 13, 2021 01:46:27.284482002 CEST 53 57145 8.8.8.8 192.168.2.3
May 13, 2021 01:46:28.015158892 CEST 55359 53 192.168.2.3 8.8.8.8
May 13, 2021 01:46:28.089749098 CEST 53 55359 8.8.8.8 192.168.2.3
May 13, 2021 01:46:31.730613947 CEST 58306 53 192.168.2.3 8.8.8.8
May 13, 2021 01:46:31.754075050 CEST 64124 53 192.168.2.3 8.8.8.8
May 13, 2021 01:46:31.792618990 CEST 53 58306 8.8.8.8 192.168.2.3
May 13, 2021 01:46:31.811358929 CEST 53 64124 8.8.8.8 192.168.2.3
May 13, 2021 01:46:32.738516092 CEST 58306 53 192.168.2.3 8.8.8.8
May 13, 2021 01:46:32.767919064 CEST 64124 53 192.168.2.3 8.8.8.8
May 13, 2021 01:46:32.802702904 CEST 53 58306 8.8.8.8 192.168.2.3
May 13, 2021 01:46:32.817909002 CEST 53 64124 8.8.8.8 192.168.2.3
May 13, 2021 01:46:33.797710896 CEST 64124 53 192.168.2.3 8.8.8.8
May 13, 2021 01:46:33.859049082 CEST 53 64124 8.8.8.8 192.168.2.3
May 13, 2021 01:46:34.073260069 CEST 58306 53 192.168.2.3 8.8.8.8
May 13, 2021 01:46:34.137137890 CEST 53 58306 8.8.8.8 192.168.2.3
May 13, 2021 01:46:34.656847000 CEST 49361 53 192.168.2.3 8.8.8.8
May 13, 2021 01:46:34.821927071 CEST 53 49361 8.8.8.8 192.168.2.3
May 13, 2021 01:46:34.864203930 CEST 63150 53 192.168.2.3 8.8.8.8
May 13, 2021 01:46:34.927213907 CEST 53 63150 8.8.8.8 192.168.2.3
May 13, 2021 01:46:35.489698887 CEST 53279 53 192.168.2.3 8.8.8.8
May 13, 2021 01:46:35.541023016 CEST 56881 53 192.168.2.3 8.8.8.8
May 13, 2021 01:46:35.543467999 CEST 53642 53 192.168.2.3 8.8.8.8
May 13, 2021 01:46:35.548266888 CEST 53 53279 8.8.8.8 192.168.2.3
May 13, 2021 01:46:35.591830015 CEST 55667 53 192.168.2.3 8.8.8.8
May 13, 2021 01:46:35.596508026 CEST 54833 53 192.168.2.3 8.8.8.8
May 13, 2021 01:46:35.600756884 CEST 53 56881 8.8.8.8 192.168.2.3
May 13, 2021 01:46:35.603065968 CEST 53 53642 8.8.8.8 192.168.2.3
May 13, 2021 01:46:35.653439045 CEST 53 55667 8.8.8.8 192.168.2.3
May 13, 2021 01:46:35.660635948 CEST 53 54833 8.8.8.8 192.168.2.3
May 13, 2021 01:46:35.799156904 CEST 64124 53 192.168.2.3 8.8.8.8
May 13, 2021 01:46:35.860342026 CEST 53 64124 8.8.8.8 192.168.2.3
May 13, 2021 01:46:36.064960003 CEST 58306 53 192.168.2.3 8.8.8.8
May 13, 2021 01:46:36.126912117 CEST 53 58306 8.8.8.8 192.168.2.3
May 13, 2021 01:46:38.037015915 CEST 62476 53 192.168.2.3 8.8.8.8
May 13, 2021 01:46:38.099237919 CEST 53 62476 8.8.8.8 192.168.2.3
May 13, 2021 01:46:39.163870096 CEST 49705 53 192.168.2.3 8.8.8.8
May 13, 2021 01:46:39.225924015 CEST 53 49705 8.8.8.8 192.168.2.3
May 13, 2021 01:46:39.466813087 CEST 61477 53 192.168.2.3 8.8.8.8
May 13, 2021 01:46:39.529544115 CEST 53 61477 8.8.8.8 192.168.2.3
May 13, 2021 01:46:39.814122915 CEST 64124 53 192.168.2.3 8.8.8.8
May 13, 2021 01:46:39.871020079 CEST 53 64124 8.8.8.8 192.168.2.3

Copyright Joe Security LLC 2021 Page 51 of 71



Timestamp Source Port Dest Port Source IP Dest IP

May 13, 2021 01:46:40.065723896 CEST 58306 53 192.168.2.3 8.8.8.8

May 13, 2021 01:46:40.128104925 CEST 53 58306 8.8.8.8 192.168.2.3

May 13, 2021 01:46:43.218662977 CEST 61633 53 192.168.2.3 8.8.8.8

May 13, 2021 01:46:43.277586937 CEST 53 61633 8.8.8.8 192.168.2.3

May 13, 2021 01:46:49.755784035 CEST 55949 53 192.168.2.3 8.8.8.8

May 13, 2021 01:46:49.817754030 CEST 53 55949 8.8.8.8 192.168.2.3

May 13, 2021 01:46:49.933418036 CEST 57601 53 192.168.2.3 8.8.8.8

May 13, 2021 01:46:49.993360043 CEST 53 57601 8.8.8.8 192.168.2.3

DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

May 13, 2021 01:46:02.184873104 CEST 192.168.2.3 8.8.8.8 0x400a Standard query  www.survey A (IP address) IN (0x0001)
0) monkey.com

May 13, 2021 01:46:02.746726036 CEST 192.168.2.3 8.8.8.8 0x6867 Standard query  prod.smass A (IP address) IN (0x0001)
0) ets.net

May 13, 2021 01:46:02.757076979 CEST 192.168.2.3 8.8.8.8 0x75fe Standard query  secure.sur A (IP address) IN (0x0001)
(0) veymonkey.com

May 13, 2021 01:46:02.776695013 CEST 192.168.2.3 8.8.8.8 0x12c5 Standard query  cdn.smassets.net A (IP address) IN (0x0001)
(0)

May 13, 2021 01:46:02.974375963 CEST 192.168.2.3 8.8.8.8 0x146¢ Standard query  surveymonkey- A (IP address) IN (0x0001)
0) assets.

s3.amazona
ws.com

May 13, 2021 01:46:05.421262026 CEST 192.168.2.3 8.8.8.8 0x6¢66 Standard query  js-agent.n A (IP address) IN (0x0001)
(0) ewrelic.com

May 13, 2021 01:46:05.488351107 CEST 192.168.2.3 8.8.8.8 0x1b40 Standard query  js.hs-scripts.com A (IP address) IN (0x0001)
(0)

May 13, 2021 01:46:05.668951988 CEST 192.168.2.3 8.8.8.8 0xd8cc Standard query  bam-cell.nr- A (IP address) IN (0x0001)
0) data.net

May 13, 2021 01:46:05.744657993 CEST 192.168.2.3 8.8.8.8 Oxcf7f Standard query  js.hsadspixel.net A (IP address) IN (0x0001)
(0)

May 13, 2021 01:46:05.760040045 CEST 192.168.2.3 8.8.8.8 0xdb01 Standard query  js.usemess A (IP address) IN (0x0001)
0) ages.com

May 13, 2021 01:46:05.760152102 CEST 192.168.2.3 8.8.8.8 Oxa5e0 Standard query  js.hs-anal A (IP address) IN (0x0001)
(0) ytics.net

May 13, 2021 01:46:05.760556936 CEST 192.168.2.3 8.8.8.8 0x43da Standard query  js.hs-banner.com A (IP address) IN (0x0001)
(0)

May 13, 2021 01:46:06.021810055 CEST 192.168.2.3 8.8.8.8 0x1788 Standard query  api.hubapi.com A (IP address) IN (0x0001)
(0)

May 13, 2021 01:46:06.075107098 CEST 192.168.2.3 8.8.8.8 0xd76d Standard query  track.hubs A (IP address) IN (0x0001)
0) pot.com

May 13, 2021 01:46:06.168024063 CEST 192.168.2.3 8.8.8.8 Oxbleb Standard query  api.hubspot.com A (IP address) IN (0x0001)
(0)

May 13, 2021 01:46:06.358335018 CEST 192.168.2.3 8.8.8.8 0x7ba7 Standard query  snap.licdn.com A (IP address) IN (0x0001)
(0)

May 13, 2021 01:46:06.575409889 CEST 192.168.2.3 8.8.8.8 Oxbee3 Standard query  px.ads.lin A (IP address) IN (0x0001)
0) kedin.com

May 13, 2021 01:46:07.323477030 CEST 192.168.2.3 8.8.8.8 Oxbc5c Standard query  www.linked A (IP address) IN (0x0001)
(0) in.com

May 13, 2021 01:46:21.765084028 CEST 192.168.2.3 8.8.8.8 0x3723 Standard query  www.survey A (IP address) IN (0x0001)
(0) monkey.com

May 13, 2021 01:46:22.205972910 CEST 192.168.2.3 8.8.8.8 0xa878 Standard query  cdn.smassets.net A (IP address) IN (0x0001)
(0)

May 13, 2021 01:46:26.526524067 CEST 192.168.2.3 8.8.8.8 0x3a37 Standard query  eitobucket A (IP address) IN (0x0001)
0) 32.s3.eu-d

e.cloud-object-
storage.appdoma

in.cloud

May 13, 2021 01:46:27.190911055 CEST 192.168.2.3 8.8.8.8 0xf071 Standard query  smtprol0l.com A (IP address) IN (0x0001)
(0)

May 13, 2021 01:46:27.223047018 CEST 192.168.2.3 8.8.8.8 0xla84 Standard query  ajax.aspne A (IP address) IN (0x0001)
(0) tcdn.com

May 13, 2021 01:46:28.015158892 CEST 192.168.2.3 8.8.8.8 Ox51ad Standard query  aadcdn.msa A (IP address) IN (0x0001)
0) uth.net

May 13, 2021 01:46:34.864203930 CEST 192.168.2.3 8.8.8.8 Oxb6da Standard query  help.surve A (IP address) IN (0x0001)
0) ymonkey.com

May 13, 2021 01:46:35.489698887 CEST 192.168.2.3 8.8.8.8 0xf424 Standard query  cdn-ukwest A (IP address) IN (0x0001)
0) .onetrust.com

May 13, 2021 01:46:35.541023016 CEST 192.168.2.3 8.8.8.8 0x183 Standard query  fast.wistia.com A (IP address) IN (0x0001)
(0)

May 13, 2021 01:46:35.591830015 CEST 192.168.2.3 8.8.8.8 Oxde65 Standard query  privacy-po A (IP address) IN (0x0001)
0) licy.truste.com
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Timestamp

May 13, 2021 01:46:35.596508026 CEST

May 13, 2021 01:46:38.037015915 CEST

May 13, 2021 01:46:39.163870096 CEST

May 13, 2021 01:46:39.466813087 CEST

DNS Answers

Timestamp Source IP

May 13, 2021 8.8.8.8
01:46:02.251085043
CEST

May 13, 2021 8.8.8.8
01:46:02.251085043
CEST

May 13, 2021 8.8.8.8
01:46:02.251085043
CEST

May 13, 2021 8.8.8.8
01:46:02.251085043
CEST

May 13, 2021 8.8.8.8
01:46:02.251085043
CEST

May 13, 2021 8.8.8.8
01:46:02.251085043
CEST

May 13, 2021 8.8.8.8
01:46:02.811418056
CEST

May 13, 2021 8.8.8.8
01:46:02.811418056
CEST

May 13, 2021 8.8.8.8
01:46:02.811418056
CEST

May 13, 2021 8.8.8.8
01:46:02.811418056
CEST

May 13, 2021 8.8.8.8
01:46:02.811418056
CEST

May 13, 2021 8.8.8.8
01:46:02.811418056
CEST

May 13, 2021 8.8.8.8
01:46:02.821723938
CEST

May 13, 2021 8.8.8.8
01:46:02.821723938
CEST

May 13, 2021 8.8.8.8
01:46:02.821723938
CEST

May 13, 2021 8.8.8.8
01:46:02.821723938
CEST

May 13, 2021 8.8.8.8
01:46:02.821723938
CEST

May 13, 2021 8.8.8.8
01:46:02.821723938
CEST

May 13, 2021 8.8.8.8
01:46:02.843477011
CEST

May 13, 2021 8.8.8.8
01:46:02.843477011
CEST

Copyright Joe Security LLC 2021

Dest IP
192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Source IP

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Trans ID

0x400a

0x400a

0x400a

0x400a

0x400a

0x400a

0x6867

0x6867

0x6867

0x6867

0x6867

0x6867

0x75fe

0x75fe

0x75fe

0x75fe

0x75fe

0x75fe

0x12c5

0x12c5

Dest IP
8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Trans ID

0xb47d

0x2138

0xd062

0x35cf

Name

WWWw.survey
monkey.com

g-sm-prod-
cloudeng-f
rontdoor.s
vmkinfra.com

d2yx97y2uk
jhui.cloud
front.net

d2yx97y2uk
jhui.cloud
front.net

d2yx97y2uk
jhui.cloud
front.net

d2yx97y2uk
jhui.cloud
front.net

prod.smass
ets.net

g-sm-prod-
cloudeng-c
dn.svmkinf
ra.com

d15akbylw3
vqc5.cloud
front.net

d15akbylw3
vqc5.cloud
front.net

d15akbylw3
vqc5.cloud
front.net

d15akbylw3
vqc5.cloud
front.net

secure.sur

OP Code Name

Standard query  cdn.ywxi.net

)

Standard query  s3-us-west-
0) 2.amazona
ws.com

Standard query  geolocatio
0) n.onetrust.com

Standard query  w.usabilla.com

)

CName

g-sm-prod-cloudeng-
frontdoor.svmkinfra.com

d2yx97y2ukjhui.cloudfront
.net

g-sm-prod-cloudeng-
cdn.svmkinfra.com

d15akbylw3vqc5.cloudfro
nt.net

g-sm-prod-cloudeng-

veymonkey.com cdn.svmkinfra.com

g-sm-prod-
cloudeng-c
dn.svmkinf
ra.com

d15akbylw3
vqc5.cloud
front.net

d15akbylw3
vqc5.cloud
front.net

d15akbylw3
vqc5.cloud
front.net

d15akbylw3
vqc5.cloud
front.net

cdn.smasse
ts.net

g-sm-prod-
cloudeng-c
dn.svmkinf
ra.com

d15akbylw3vqc5.cloudfro
nt.net

g-sm-prod-cloudeng-
cdn.svmkinfra.com

d15akbylw3vqc5.cloudfro
nt.net

Address

13.225.74.39

13.225.74.56

13.225.74.85

13.225.74.106

13.225.74.91

13.225.74.70

13.225.74.49

13.225.74.108

13.225.74.49

13.225.74.70

13.225.74.108

13.225.74.91

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

Type
CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP

May 13, 2021 8.8.8.8
01:46:02.843477011
CEST

May 13, 2021 8.8.8.8
01:46:02.843477011
CEST

May 13, 2021 8.8.8.8
01:46:02.843477011
CEST

May 13, 2021 8.8.8.8
01:46:02.843477011
CEST

May 13, 2021 8.8.8.8
01:46:03.031572104
CEST

May 13, 2021 8.8.8.8
01:46:03.031572104
CEST

May 13, 2021 8.8.8.8
01:46:03.031572104
CEST

May 13, 2021 8.8.8.8
01:46:05.470279932
CEST

May 13, 2021 8.8.8.8
01:46:05.551474094
CEST

May 13, 2021 8.8.8.8
01:46:05.551474094
CEST

May 13, 2021 8.8.8.8
01:46:05.551474094
CEST

May 13, 2021 8.8.8.8
01:46:05.551474094
CEST

May 13, 2021 8.8.8.8
01:46:05.551474094
CEST

May 13, 2021 8.8.8.8
01:46:05.734080076
CEST

May 13, 2021 8.8.8.8
01:46:05.804136992
CEST

May 13, 2021 8.8.8.8
01:46:05.804136992
CEST

May 13, 2021 8.8.8.8
01:46:05.804136992
CEST

May 13, 2021 8.8.8.8
01:46:05.804136992
CEST

May 13, 2021 8.8.8.8
01:46:05.804136992
CEST

May 13, 2021 8.8.8.8
01:46:05.819830894
CEST

May 13, 2021 8.8.8.8
01:46:05.819830894
CEST

May 13, 2021 8.8.8.8
01:46:05.819873095
CEST

May 13, 2021 8.8.8.8
01:46:05.819873095
CEST

May 13, 2021 8.8.8.8
01:46:05.819873095
CEST

May 13, 2021 8.8.8.8
01:46:05.819873095
CEST

May 13, 2021 8.8.8.8
01:46:05.819873095
CEST
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Dest IP
192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Trans ID

0x12c5

0x12c5

0x12c5

0x12c5

0x146¢

0x146¢

0x146¢

0x6c66

0x1b40

0x1b40

0x1b40

0x1b40

0x1b40

0Oxd8cc

Oxcf7f

Oxcf7f

Oxcf7f

Oxcf7f

Oxcf7f

0x43da

0x43da

0xdb01

0xdb01

0xdb01

0xdb01

0xdb01

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

d15akbylw3
vqc5.cloud
front.net

d15akbylw3
vqc5.cloud
front.net

d15akbylw3
vqc5.cloud
front.net

d15akbylw3
vqc5.cloud
front.net

surveymonkey-
assets.
s3.amazona
ws.com

s3-1-w.ama

zonaws.com

s3-w.us-east-
1l.amazo
naws.com

js-agent.n
ewrelic.com

js.hs-scripts.com

js.hs-scripts.com

js.hs-scripts.com

js.hs-scripts.com

js.hs-scripts.com

bam-cell.nr-
data.net

js.hsadspixel.net

js.hsadspixel.net

js.hsadspixel.net

js.hsadspixel.net

js.hsadspixel.net

js.hs-bann
er.com

js.hs-bann
er.com

js.usemess
ages.com

js.usemess
ages.com

js.usemess
ages.com

js.usemess
ages.com

js.usemess
ages.com

CName

s3-1-w.amazonaws.com

s3-w.us-east-
1.amazonaws.com

f4.shared.global.fastly.net

tls12.newrelic.com.cdn.cl
oudflare.net

Address
13.225.74.91

13.225.74.108

13.225.74.49

13.225.74.70

52.217.65.116

104.17.211.204

104.17.212.204

104.17.213.204

104.17.214.204

104.17.210.204

104.17.115.176

104.17.113.176

104.17.112.176

104.17.116.176

104.17.114.176

104.18.20.191

104.18.21.191

104.17.236.204

104.17.239.204

104.17.237.204

104.17.238.204

104.17.235.204

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP

May 13, 2021 8.8.8.8
01:46:05.821990967
CEST

May 13, 2021 8.8.8.8
01:46:05.821990967
CEST

May 13, 2021 8.8.8.8
01:46:05.821990967
CEST

May 13, 2021 8.8.8.8
01:46:05.821990967
CEST

May 13, 2021 8.8.8.8
01:46:05.821990967
CEST

May 13, 2021 8.8.8.8
01:46:06.080562115
CEST

May 13, 2021 8.8.8.8
01:46:06.080562115
CEST

May 13, 2021 8.8.8.8
01:46:06.080562115
CEST

May 13, 2021 8.8.8.8
01:46:06.080562115
CEST

May 13, 2021 8.8.8.8
01:46:06.080562115
CEST

May 13, 2021 8.8.8.8
01:46:06.138902903
CEST

May 13, 2021 8.8.8.8
01:46:06.138902903
CEST

May 13, 2021 8.8.8.8
01:46:06.232278109
CEST

May 13, 2021 8.8.8.8
01:46:06.232278109
CEST

May 13, 2021 8.8.8.8
01:46:06.418606997
CEST

May 13, 2021 8.8.8.8
01:46:06.638573885
CEST

May 13, 2021 8.8.8.8
01:46:06.638573885
CEST

May 13, 2021 8.8.8.8
01:46:06.638573885
CEST

May 13, 2021 8.8.8.8
01:46:06.638573885
CEST

May 13, 2021 8.8.8.8
01:46:07.382563114
CEST

May 13, 2021 8.8.8.8
01:46:21.822092056
CEST

May 13, 2021 8.8.8.8
01:46:21.822092056
CEST

May 13, 2021 8.8.8.8
01:46:21.822092056
CEST

May 13, 2021 8.8.8.8
01:46:21.822092056
CEST

May 13, 2021 8.8.8.8
01:46:21.822092056
CEST

May 13, 2021 8.8.8.8
01:46:21.822092056
CEST
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Dest IP
192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Trans ID

Oxa5e0

Oxa5e0

Oxa5e0

Oxa5e0

Oxa5e0

0x1788

0x1788

0x1788

0x1788

0x1788

Ooxd76d

Oxd76d

Oxbleb

Oxbleb

Ox7ba7

Oxbee3

Oxbee3

Oxbee3

Oxbee3

Oxbc5c

0x3723

0x3723

0x3723

0x3723

0x3723

0x3723

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

js.hs-anal
ytics.net

js.hs-anal
ytics.net

js.hs-anal
ytics.net

js.hs-anal
ytics.net

js.hs-anal
ytics.net

api.hubapi.com

api.hubapi.com

api.hubapi.com

api.hubapi.com

api.hubapi.com

track.hubs
pot.com

track.hubs
pot.com

api.hubspot.com

api.hubspot.com

snap.licdn.com

px.ads.lin
kedin.com

mix.linkedin.com

glb-na.mix
.linkedin.com

pop-esvs.m
ix.linkedin.com

www.linked
in.com

WWW.survey
monkey.com

g-sm-prod-
cloudeng-f
rontdoor.s
vmkinfra.com

d2yx97y2uk
jhui.cloud
front.net

d2yx97y2uk
jhui.cloud
front.net

d2yx97y2uk
jhui.cloud
front.net

d2yx97y2uk
jhui.cloud
front.net

CName Address
104.17.68.176

104.17.70.176

104.17.67.176

104.17.69.176

104.17.71.176

104.17.200.204

104.17.201.204

104.17.204.204

104.17.202.204

104.17.203.204

104.19.154.83

104.19.155.83

104.19.155.83

104.19.154.83

wildcard.licdn.com.edgek

ey.net

mix.linkedin.com

glb-na.mix.linkedin.com

pop-

esv5.mix.linkedin.com

108.174.11.37

www-linkedin-com.|-

0005.I-msedge.net

g-sm-prod-cloudeng-
frontdoor.svmkinfra.com

d2yx97y2ukjhui.cloudfront

.net

13.225.74.39

13.225.74.56

13.225.74.85

13.225.74.106

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

CNAME

(Canonical

name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP

May 13, 2021
01:46:22.267260075
CEST

8.8.8.8

May 13, 2021
01:46:22.267260075
CEST

8.8.8.8

May 13, 2021
01:46:22.267260075
CEST

8.8.8.8

May 13, 2021
01:46:22.267260075
CEST

8.8.8.8

May 13, 2021 8.8.8.8
01:46:22.267260075

CEST

May 13, 2021
01:46:22.267260075
CEST

8.8.8.8

May 13, 2021
01:46:26.589176893
CEST

8.8.8.8

May 13, 2021
01:46:26.589176893
CEST

8.8.8.8

May 13, 2021
01:46:27.250874996
CEST

8.8.8.8

May 13, 2021
01:46:27.250874996
CEST

8.8.8.8

May 13, 2021
01:46:27.284482002
CEST

8.8.8.8

May 13, 2021
01:46:28.089749098
CEST

8.8.8.8

May 13, 2021
01:46:34.927213907
CEST

8.8.8.8

May 13, 2021 8.8.8.8
01:46:34.927213907

CEST

May 13, 2021 8.8.8.8
01:46:34.927213907

CEST

May 13, 2021 8.8.8.8
01:46:35.548266888

CEST

May 13, 2021
01:46:35.548266888
CEST

8.8.8.8

May 13, 2021
01:46:35.600756884
CEST

8.8.8.8

May 13, 2021
01:46:35.653439045
CEST

8.8.8.8

May 13, 2021
01:46:35.653439045
CEST

8.8.8.8

May 13, 2021
01:46:35.653439045
CEST

8.8.8.8

May 13, 2021
01:46:35.653439045
CEST

8.8.8.8

May 13, 2021 8.8.8.8
01:46:35.653439045

CEST

Copyright Joe Security LLC 2021

Dest IP
192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Trans ID

0xa878

0xa878

0xa878

0xa878

0xa878

0xa878

0x3a37

0x3a37

0xf071

0xf071

Oxla84

0Ox51ad

Oxb6da

Oxb6da

Oxb6da

0xf424

0xf424

0x183

Oxde65

0Oxde65

Oxde65

0Oxde65

0Oxde65

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

cdn.smasse
ts.net

g-sm-prod-
cloudeng-c
dn.svmkinf
ra.com

d15akbylw3
vqc5.cloud
front.net

d15akbylw3
vqc5.cloud
front.net

d15akbylw3
vqc5.cloud
front.net

d15akbylw3
vqc5.cloud
front.net

eitobucket
32.s3.eu-d
e.cloud-object-
stora
ge.appdoma
in.cloud

s3.eu-de.cloud-
object-storage.
appdomain.
cloud

smtprol01.com

smtprol01.com

ajax.aspne
tcdn.com

aadcdn.msa
uth.net

help.surve
ymonkey.com

help.surve
ymonkey.co
m.live.sit
eforce.com

4.0p130000
000gnkOcak
.00d300000
0lhukjeaO.
gslb.sitef
orce.com

cdn-ukwest
.onetrust.com

cdn-ukwest
.onetrust.com

fast.wistia.com

privacy-po
licy.truste.com

d2pjrkatq
bt38.cloud
front.net

d2pj9rkatq
bt38.cloud
front.net

d2pjorkatq
bt38.cloud
front.net

d2pj9rkatq
bt38.cloud
front.net

CName Address

g-sm-prod-cloudeng-
cdn.svmkinfra.com

d15akbylw3vqc5.cloudfro

nt.net

13.225.74.91

13.225.74.108

13.225.74.49

13.225.74.70

s3.eu-de.cloud-object-
storage.appdomain.cloud

158.177.118.97

172.67.194.129

104.21.20.217

mscomajax.vo.msecnd.ne
t

aadcdnoriginwus2.azuree
dge.net

help.surveymonkey.com.li
ve.siteforce.com

4.0p130000000gnk0cak.0
0d30000001hukjea0.gslb.
siteforce.com

161.71.23.42

104.20.185.68

104.20.184.68

dualstack.f4.shared.globa

|.fastly.net

d2pj9rkatqbt38.cloudfront.

net

13.225.74.85

13.225.74.35

13.225.74.36

13.225.74.28

Type
CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

May 13, 2021 8.8.8.8 192.168.2.3 Oxb47d No error (0) cdn.ywxi.net dtx9pzf7jiod9.cloudfront.n CNAME IN (0x0001)
01:46:35.660635948 et (Canonical

CEST name)

May 13, 2021 8.8.8.8 192.168.2.3 0xb47d No error (0) dtx9pzf7ji 13.225.74.19 A (IP address)  IN (0x0001)
01:46:35.660635948 0d9.cloudf

CEST ront.net

May 13, 2021 8.8.8.8 192.168.2.3 0xb47d No error (0) dtx9pzf7ji 13.225.74.57 A (IP address)  IN (0x0001)
01:46:35.660635948 0d9.cloudf

CEST ront.net

May 13, 2021 8.8.8.8 192.168.2.3 0xb47d No error (0) dtx9pzf7ji 13.225.74.67 A (IP address)  IN (0x0001)
01:46:35.660635948 0d9.cloudf

CEST ront.net

May 13, 2021 8.8.8.8 192.168.2.3 0xb47d No error (0) dtx9pzf7ji 13.225.74.120 A (IP address)  IN (0x0001)
01:46:35.660635948 0d9.cloudf

CEST ront.net

May 13, 2021 8.8.8.8 192.168.2.3 0x2138 No error (0) s3-us-west- 52.218.184.72 A (IP address)  IN (0x0001)
01:46:38.099237919 2.amazona

CEST ws.com

May 13, 2021 8.8.8.8 192.168.2.3 0xd062 No error (0) geolocatio 104.20.184.68 A (IP address)  IN (0x0001)
01:46:39.225924015 n.onetrust.com

CEST

May 13, 2021 8.8.8.8 192.168.2.3 0xd062 No error (0) geolocatio 104.20.185.68 A (IP address)  IN (0x0001)
01:46:39.225924015 n.onetrust.com

CEST

May 13, 2021 8.8.8.8 192.168.2.3 0x35cf No error (0) w.usabilla.com 34.255.12.101 A (IP address)  IN (0x0001)
01:46:39.529544115

CEST

May 13, 2021 8.8.8.8 192.168.2.3 0x35cf No error (0) w.usabilla.com 54.76.101.129 A (IP address)  IN (0x0001)
01:46:39.529544115

CEST

May 13, 2021 8.8.8.8 192.168.2.3 0x35cf No error (0) w.usabilla.com 52.31.179.168 A (IP address)  IN (0x0001)
01:46:39.529544115

CEST

HTTPS Packets

Source Dest Not Not JA3 SSL Client
Timestamp Source IP Port Dest IP Port  Subject Issuer Before After Fingerprint JA3 SSL Client Digest
May 13, 2021 13.225.74.39 443 192.168.2.3 49711 CN=surveymonkey.com CN=Amazon, Thu Apr Sun May 771,49196- 9e10692f1b7f78228b2d4e
01:46:02.366847038 CN=Amazon, OU=Server CA OU=Server CA 1B, 22 22 49195-49200-  424db3a98c
CEST 1B, O=Amazon, C=US O=Amazon, C=US 02:00:00 01:59:59 49199-49188-
CN=Amazon Root CA 1, CN=Amazon Root CA CEST CEST 49187-49192-
O=Amazon, C=US 1, O=Amazon, C=US 2021 2022 49191-49162-
CN=Starfield Services Root CN=Starfield Services  Thu Oct Sun Oct 49161-49172-
Certificate Authority - G2, Root Certificate 22 19 49171-157-156-
O="Starfield Technologies,  Authority - G2, 02:00:00 02:00:00 61-60-53-47-
Inc.", L=Scottsdale, O="Starfield CEST CEST  10,0-10-11-13-
ST=Arizona, C=US Technologies, Inc.", 2015 2025 35-16-23-24-
L=Scottsdale, Mon Thu Dec 65281,29-23-
ST=Arizona, C=US May 25 31 24,0

OuU=starfield Class 2 14:00:00 02:00:00
Certification Authority, ~CEST  CET

O="starfield 2015 2037
Technologies, Inc.", Wed Wed
C=Us Sep 02 Jun28
02:00:00 19:39:16
CEST CEST
2009 2034
CN=Amazon, OU=Server CA CN=Amazon Root CA  Thu Oct Sun Oct
1B, O=Amazon, C=US 1, O=Amazon, C=US 22 19
02:00:00 02:00:00
CEST CEST
2015 2025
CN=Amazon Root CA 1, CN=Starfield Services  Mon Thu Dec
O=Amazon, C=US Root Certificate May 25 31
Authority - G2, 14:00:00 02:00:00
O="Starfield CEST CET
Technologies, Inc.", 2015 2037

L=Scottsdale,
ST=Arizona, C=US

CN=Starfield Services Root  OU=Starfield Class 2 Wed Wed
Certificate Authority - G2, Certification Authority, Sep 02 Jun 28

O="Starfield Technologies, O="Starfield 02:00:00 19:39:16
Inc.", L=Scottsdale, Technologies, Inc.", CEST CEST
ST=Arizona, C=US C=USs 2009 2034
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Source Dest Not Not JA3 SSL Client

Timestamp Source IP Port Dest IP Port  Subject Issuer Before After Fingerprint JA3 SSL Client Digest
May 13, 2021 13.225.74.39 443 192.168.2.3 49712 CN=surveymonkey.com CN=Amazon, Thu Apr Sun May 771,49196- 9e10692f1b7f78228b2d4e
01:46:02.367835045 CN=Amazon, OU=Server CA OU=Server CA 1B, 22 22 49195-49200-  424db3a98c
CEST 1B, O=Amazon, C=US O=Amazon, C=US 02:00:00 01:59:59 49199-49188-
CN=Amazon Root CA 1, CN=Amazon Root CA CEST CEST 49187-49192-
O=Amazon, C=US 1, O=Amazon, C=US 2021 2022 49191-49162-
CN=Starfield Services Root CN=Starfield Services  Thu Oct Sun Oct 49161-49172-
Certificate Authority - G2, Root Certificate 22 19 49171-157-156-
O="Starfield Technologies,  Authority - G2, 02:00:00 02:00:00 61-60-53-47-
Inc.", L=Scottsdale, O="Starfield CEST CEST  10,0-10-11-13-
ST=Arizona, C=US Technologies, Inc.", 2015 2025 35-16-23-24-
L=Scottsdale, Mon Thu Dec 65281,29-23-
ST=Arizona, C=US May 25 31 24,0

OuU=Starfield Class 2 14:00:00 02:00:00
Certification Authority, ~CEST  CET

O="Starfield 2015 2037
Technologies, Inc.", Wed Wed
C=Us Sep 02 Jun28
02:00:00 19:39:16
CEST CEST
2009 2034
CN=Amazon, OU=Server CA CN=Amazon Root CA  Thu Oct Sun Oct
1B, O=Amazon, C=US 1, O=Amazon, C=US 22 19
02:00:00 02:00:00
CEST CEST
2015 2025
CN=Amazon Root CA 1, CN=Starfield Services  Mon Thu Dec
O=Amazon, C=US Root Certificate May 25 31
Authority - G2, 14:00:00 02:00:00
O="Starfield CEST CET
Technologies, Inc.", 2015 2037

L=Scottsdale,
ST=Arizona, C=US

CN=Starfield Services Root  OU=Starfield Class 2 Wed Wed
Certificate Authority - G2, Certification Authority, ~Sep 02 Jun 28

O="Starfield Technologies, O="Starfield 02:00:00 19:39:16
Inc.", L=Scottsdale, Technologies, Inc.", CEST CEST
ST=Arizona, C=US C=US 2009 2034
May 13, 2021 13.225.74.91 443 192.168.2.3 49713 CN=surveymonkey.com CN=Amazon, Thu Apr Sun May 771,49196- 9e10692f1b7f78228b2d4e
01:46:03.037831068 CN=Amazon, OU=Server CA OU=Server CA 1B, 22 22 49195-49200-  424db3a98c
CEST 1B, O=Amazon, C=US O=Amazon, C=US 02:00:00 01:59:59 49199-49188-
CN=Amazon Root CA 1, CN=Amazon Root CA CEST CEST 49187-49192-
O=Amazon, C=US 1, O=Amazon, C=US 2021 2022 49191-49162-
CN=Starfield Services Root CN=Starfield Services  Thu Oct Sun Oct 49161-49172-
Certificate Authority - G2, Root Certificate 22 19 49171-157-156-
O="Starfield Technologies,  Authority - G2, 02:00:00 02:00:00 61-60-53-47-
Inc.", L=Scottsdale, O="Starfield CEST CEST  10,0-10-11-13-
ST=Arizona, C=US Technologies, Inc.", 2015 2025 35-16-23-24-
L=Scottsdale, Mon Thu Dec 65281,29-23-
ST=Arizona, C=US May 25 31 24,0

OuU=starfield Class 2 14:00:00 02:00:00
Certification Authority, ~CEST  CET

O="Starfield 2015 2037
Technologies, Inc.", Wed Wed
C=Us Sep 02 Jun28
02:00:00 19:39:16
CEST CEST
2009 2034
CN=Amazon, OU=Server CA CN=Amazon Root CA  Thu Oct Sun Oct
1B, O=Amazon, C=US 1, O=Amazon, C=US 22 19
02:00:00 02:00:00
CEST CEST
2015 2025
CN=Amazon Root CA 1, CN=Starfield Services  Mon Thu Dec
O=Amazon, C=US Root Certificate May 25 31
Authority - G2, 14:00:00 02:00:00
O="Starfield CEST CET
Technologies, Inc.", 2015 2037

L=Scottsdale,
ST=Arizona, C=US

CN=Starfield Services Root  OU=Starfield Class 2 Wed Wed
Certificate Authority - G2, Certification Authority, ~Sep 02 Jun 28

O="Starfield Technologies, O="Starfield 02:00:00 19:39:16
Inc.", L=Scottsdale, Technologies, Inc.", CEST CEST
ST=Arizona, C=US C=USs 2009 2034
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Source Dest Not Not JA3 SSL Client

Timestamp Source IP Port Dest IP Port  Subject Issuer Before After Fingerprint JA3 SSL Client Digest
May 13, 2021 13.225.74.91 443 192.168.2.3 49714 CN=surveymonkey.com CN=Amazon, Thu Apr Sun May 771,49196- 9e10692f1b7f78228b2d4e
01:46:03.037998915 CN=Amazon, OU=Server CA OU=Server CA 1B, 22 22 49195-49200-  424db3a98c
CEST 1B, O=Amazon, C=US O=Amazon, C=US 02:00:00 01:59:59 49199-49188-
CN=Amazon Root CA 1, CN=Amazon Root CA CEST CEST 49187-49192-
O=Amazon, C=US 1, O=Amazon, C=US 2021 2022 49191-49162-
CN=Starfield Services Root CN=Starfield Services  Thu Oct Sun Oct 49161-49172-
Certificate Authority - G2, Root Certificate 22 19 49171-157-156-
O="Starfield Technologies,  Authority - G2, 02:00:00 02:00:00 61-60-53-47-
Inc.", L=Scottsdale, O="Starfield CEST CEST  10,0-10-11-13-
ST=Arizona, C=US Technologies, Inc.", 2015 2025 35-16-23-24-
L=Scottsdale, Mon Thu Dec 65281,29-23-
ST=Arizona, C=US May 25 31 24,0

OuU=Starfield Class 2 14:00:00 02:00:00
Certification Authority, ~CEST  CET

O="Starfield 2015 2037
Technologies, Inc.", Wed Wed
C=Us Sep 02 Jun28
02:00:00 19:39:16
CEST CEST
2009 2034
CN=Amazon, OU=Server CA CN=Amazon Root CA  Thu Oct Sun Oct
1B, O=Amazon, C=US 1, O=Amazon, C=US 22 19
02:00:00 02:00:00
CEST CEST
2015 2025
CN=Amazon Root CA 1, CN=Starfield Services  Mon Thu Dec
O=Amazon, C=US Root Certificate May 25 31
Authority - G2, 14:00:00 02:00:00
O="Starfield CEST CET
Technologies, Inc.", 2015 2037

L=Scottsdale,
ST=Arizona, C=US

CN=Starfield Services Root  OU=Starfield Class 2 Wed Wed
Certificate Authority - G2, Certification Authority, ~Sep 02 Jun 28

O="Starfield Technologies, O="Starfield 02:00:00 19:39:16
Inc.", L=Scottsdale, Technologies, Inc.", CEST CEST
ST=Arizona, C=US C=US 2009 2034
May 13, 2021 13.225.74.91 443 192.168.2.3 49715 CN=surveymonkey.com CN=Amazon, Thu Apr Sun May 771,49196- 9e10692f1b7f78228b2d4e
01:46:03.043961048 CN=Amazon, OU=Server CA OU=Server CA 1B, 22 22 49195-49200-  424db3a98c
CEST 1B, O=Amazon, C=US O=Amazon, C=US 02:00:00 01:59:59 49199-49188-
CN=Amazon Root CA 1, CN=Amazon Root CA CEST CEST 49187-49192-
O=Amazon, C=US 1, O=Amazon, C=US 2021 2022 49191-49162-
CN=Starfield Services Root CN=Starfield Services  Thu Oct Sun Oct 49161-49172-
Certificate Authority - G2, Root Certificate 22 19 49171-157-156-
O="Starfield Technologies,  Authority - G2, 02:00:00 02:00:00 61-60-53-47-
Inc.", L=Scottsdale, O="Starfield CEST CEST  10,0-10-11-13-
ST=Arizona, C=US Technologies, Inc.", 2015 2025 35-16-23-24-
L=Scottsdale, Mon Thu Dec 65281,29-23-
ST=Arizona, C=US May 25 31 24,0

OuU=starfield Class 2 14:00:00 02:00:00
Certification Authority, ~CEST  CET

O="Starfield 2015 2037
Technologies, Inc.", Wed Wed
C=Us Sep 02 Jun28
02:00:00 19:39:16
CEST CEST
2009 2034
CN=Amazon, OU=Server CA CN=Amazon Root CA  Thu Oct Sun Oct
1B, O=Amazon, C=US 1, O=Amazon, C=US 22 19
02:00:00 02:00:00
CEST CEST
2015 2025
CN=Amazon Root CA 1, CN=Starfield Services  Mon Thu Dec
O=Amazon, C=US Root Certificate May 25 31
Authority - G2, 14:00:00 02:00:00
O="Starfield CEST CET
Technologies, Inc.", 2015 2037

L=Scottsdale,
ST=Arizona, C=US

CN=Starfield Services Root  OU=Starfield Class 2 Wed Wed
Certificate Authority - G2, Certification Authority, ~Sep 02 Jun 28

O="Starfield Technologies, O="Starfield 02:00:00 19:39:16
Inc.", L=Scottsdale, Technologies, Inc.", CEST CEST
ST=Arizona, C=US C=USs 2009 2034
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Source Dest Not Not JA3 SSL Client

Timestamp Source IP Port Dest IP Port  Subject Issuer Before After Fingerprint JA3 SSL Client Digest
May 13, 2021 13.225.74.91 443 192.168.2.3 49717 CN=surveymonkey.com CN=Amazon, Thu Apr Sun May 771,49196- 9e10692f1b7f78228b2d4e
01:46:03.045725107 CN=Amazon, OU=Server CA OU=Server CA 1B, 22 22 49195-49200-  424db3a98c
CEST 1B, O=Amazon, C=US O=Amazon, C=US 02:00:00 01:59:59 49199-49188-
CN=Amazon Root CA 1, CN=Amazon Root CA CEST CEST 49187-49192-
O=Amazon, C=US 1, O=Amazon, C=US 2021 2022 49191-49162-
CN=Starfield Services Root CN=Starfield Services  Thu Oct Sun Oct 49161-49172-
Certificate Authority - G2, Root Certificate 22 19 49171-157-156-
O="Starfield Technologies,  Authority - G2, 02:00:00 02:00:00 61-60-53-47-
Inc.", L=Scottsdale, O="Starfield CEST CEST  10,0-10-11-13-
ST=Arizona, C=US Technologies, Inc.", 2015 2025 35-16-23-24-
L=Scottsdale, Mon Thu Dec 65281,29-23-
ST=Arizona, C=US May 25 31 24,0

OuU=Starfield Class 2 14:00:00 02:00:00
Certification Authority, ~CEST  CET

O="Starfield 2015 2037
Technologies, Inc.", Wed Wed
C=Us Sep 02 Jun28
02:00:00 19:39:16
CEST CEST
2009 2034
CN=Amazon, OU=Server CA CN=Amazon Root CA  Thu Oct Sun Oct
1B, O=Amazon, C=US 1, O=Amazon, C=US 22 19
02:00:00 02:00:00
CEST CEST
2015 2025
CN=Amazon Root CA 1, CN=Starfield Services  Mon Thu Dec
O=Amazon, C=US Root Certificate May 25 31
Authority - G2, 14:00:00 02:00:00
O="Starfield CEST CET
Technologies, Inc.", 2015 2037

L=Scottsdale,
ST=Arizona, C=US

CN=Starfield Services Root  OU=Starfield Class 2 Wed Wed
Certificate Authority - G2, Certification Authority, ~Sep 02 Jun 28

O="Starfield Technologies, O="Starfield 02:00:00 19:39:16
Inc.", L=Scottsdale, Technologies, Inc.", CEST CEST
ST=Arizona, C=US C=USs 2009 2034
May 13, 2021 13.225.74.49 443 192.168.2.3 49716 CN=surveymonkey.com CN=Amazon, Thu Apr Sun May 771,49196- 9e10692f1b7f78228b2d4e
01:46:03.045860052 CN=Amazon, OU=Server CA OU=Server CA 1B, 22 22 49195-49200-  424db3a98c
CEST 1B, O=Amazon, C=US O=Amazon, C=US 02:00:00 01:59:59 49199-49188-
CN=Amazon Root CA 1, CN=Amazon Root CA CEST CEST 49187-49192-
O=Amazon, C=US 1, O=Amazon, C=US 2021 2022 49191-49162-
CN=Starfield Services Root CN=Starfield Services  Thu Oct Sun Oct 49161-49172-
Certificate Authority - G2, Root Certificate 22 19 49171-157-156-
O="Starfield Technologies,  Authority - G2, 02:00:00 02:00:00 61-60-53-47-
Inc.", L=Scottsdale, O="Starfield CEST CEST  10,0-10-11-13-
ST=Arizona, C=US Technologies, Inc.", 2015 2025 35-16-23-24-
L=Scottsdale, Mon Thu Dec 65281,29-23-
ST=Arizona, C=US May 25 31 24,0

OuU=starfield Class 2 14:00:00 02:00:00
Certification Authority, ~CEST  CET

O="Starfield 2015 2037
Technologies, Inc.", Wed Wed
C=Us Sep 02 Jun28
02:00:00 19:39:16
CEST CEST
2009 2034
CN=Amazon, OU=Server CA CN=Amazon Root CA  Thu Oct Sun Oct
1B, O=Amazon, C=US 1, O=Amazon, C=US 22 19
02:00:00 02:00:00
CEST CEST
2015 2025
CN=Amazon Root CA 1, CN=Starfield Services  Mon Thu Dec
O=Amazon, C=US Root Certificate May 25 31
Authority - G2, 14:00:00 02:00:00
O="Starfield CEST CET
Technologies, Inc.", 2015 2037

L=Scottsdale,
ST=Arizona, C=US

CN=Starfield Services Root  OU=Starfield Class 2 Wed Wed
Certificate Authority - G2, Certification Authority, ~Sep 02 Jun 28

O="Starfield Technologies, O="Starfield 02:00:00 19:39:16
Inc.", L=Scottsdale, Technologies, Inc.", CEST CEST
ST=Arizona, C=US C=USs 2009 2034
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Source Dest Not Not JA3 SSL Client

Timestamp Source IP Port Dest IP Port  Subject Issuer Before After Fingerprint JA3 SSL Client Digest
May 13, 2021 13.225.74.49 443 192.168.2.3 49718 CN=surveymonkey.com CN=Amazon, Thu Apr Sun May 771,49196- 9e10692f1b7f78228b2d4e
01:46:03.046478987 CN=Amazon, OU=Server CA OU=Server CA 1B, 22 22 49195-49200-  424db3a98c
CEST 1B, O=Amazon, C=US O=Amazon, C=US 02:00:00 01:59:59 49199-49188-
CN=Amazon Root CA 1, CN=Amazon Root CA CEST CEST 49187-49192-
O=Amazon, C=US 1, O=Amazon, C=US 2021 2022 49191-49162-
CN=Starfield Services Root CN=Starfield Services  Thu Oct Sun Oct 49161-49172-
Certificate Authority - G2, Root Certificate 22 19 49171-157-156-
O="Starfield Technologies,  Authority - G2, 02:00:00 02:00:00 61-60-53-47-
Inc.", L=Scottsdale, O="Starfield CEST CEST  10,0-10-11-13-
ST=Arizona, C=US Technologies, Inc.", 2015 2025 35-16-23-24-
L=Scottsdale, Mon Thu Dec 65281,29-23-
ST=Arizona, C=US May 25 31 24,0

OuU=Starfield Class 2 14:00:00 02:00:00
Certification Authority, ~CEST  CET

O="Starfield 2015 2037
Technologies, Inc.", Wed Wed
C=Us Sep 02 Jun28
02:00:00 19:39:16
CEST CEST
2009 2034
CN=Amazon, OU=Server CA CN=Amazon Root CA  Thu Oct Sun Oct
1B, O=Amazon, C=US 1, O=Amazon, C=US 22 19
02:00:00 02:00:00
CEST CEST
2015 2025
CN=Amazon Root CA 1, CN=Starfield Services  Mon Thu Dec
O=Amazon, C=US Root Certificate May 25 31
Authority - G2, 14:00:00 02:00:00
O="Starfield CEST CET
Technologies, Inc.", 2015 2037

L=Scottsdale,
ST=Arizona, C=US

CN=Starfield Services Root  OU=Starfield Class 2 Wed Wed
Certificate Authority - G2, Certification Authority, ~Sep 02 Jun 28

O="Starfield Technologies, O="Starfield 02:00:00 19:39:16
Inc.", L=Scottsdale, Technologies, Inc.", CEST CEST
ST=Arizona, C=US C=USs 2009 2034
May 13, 2021 13.225.74.91 443 192.168.2.3 49722 CN=surveymonkey.com CN=Amazon, Thu Apr Sun May 771,49196- 9e10692f1b7f78228b2d4e
01:46:03.046647072 CN=Amazon, OU=Server CA OU=Server CA 1B, 22 22 49195-49200-  424db3a98c
CEST 1B, O=Amazon, C=US O=Amazon, C=US 02:00:00 01:59:59 49199-49188-
CN=Amazon Root CA 1, CN=Amazon Root CA CEST CEST 49187-49192-
O=Amazon, C=US 1, O=Amazon, C=US 2021 2022 49191-49162-
CN=Starfield Services Root CN=Starfield Services  Thu Oct Sun Oct 49161-49172-
Certificate Authority - G2, Root Certificate 22 19 49171-157-156-
O="Starfield Technologies,  Authority - G2, 02:00:00 02:00:00 61-60-53-47-
Inc.", L=Scottsdale, O="Starfield CEST CEST  10,0-10-11-13-
ST=Arizona, C=US Technologies, Inc.", 2015 2025 35-16-23-24-
L=Scottsdale, Mon Thu Dec 65281,29-23-
ST=Arizona, C=US May 25 31 24,0

OuU=starfield Class 2 14:00:00 02:00:00
Certification Authority, ~CEST  CET

O="Starfield 2015 2037
Technologies, Inc.", Wed Wed
C=Us Sep 02 Jun28
02:00:00 19:39:16
CEST CEST
2009 2034
CN=Amazon, OU=Server CA CN=Amazon Root CA  Thu Oct Sun Oct
1B, O=Amazon, C=US 1, O=Amazon, C=US 22 19
02:00:00 02:00:00
CEST CEST
2015 2025
CN=Amazon Root CA 1, CN=Starfield Services  Mon Thu Dec
O=Amazon, C=US Root Certificate May 25 31
Authority - G2, 14:00:00 02:00:00
O="Starfield CEST CET
Technologies, Inc.", 2015 2037

L=Scottsdale,
ST=Arizona, C=US

CN=Starfield Services Root  OU=Starfield Class 2 Wed Wed
Certificate Authority - G2, Certification Authority, Sep 02 Jun 28

O="Starfield Technologies, O="Starfield 02:00:00 19:39:16
Inc.", L=Scottsdale, Technologies, Inc.", CEST CEST
ST=Arizona, C=US C=USs 2009 2034
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Source Dest Not Not JA3 SSL Client

Timestamp Source IP Port Dest IP Port  Subject Issuer Before After Fingerprint JA3 SSL Client Digest
May 13, 2021 13.225.74.91 443 192.168.2.3 49721 CN=surveymonkey.com CN=Amazon, Thu Apr Sun May 771,49196- 9e10692f1b7f78228b2d4e
01:46:03.046730995 CN=Amazon, OU=Server CA OU=Server CA 1B, 22 22 49195-49200-  424db3a98c
CEST 1B, O=Amazon, C=US O=Amazon, C=US 02:00:00 01:59:59 49199-49188-
CN=Amazon Root CA 1, CN=Amazon Root CA CEST CEST 49187-49192-
O=Amazon, C=US 1, O=Amazon, C=US 2021 2022 49191-49162-
CN=Starfield Services Root CN=Starfield Services  Thu Oct Sun Oct 49161-49172-
Certificate Authority - G2, Root Certificate 22 19 49171-157-156-
O="Starfield Technologies,  Authority - G2, 02:00:00 02:00:00 61-60-53-47-
Inc.", L=Scottsdale, O="Starfield CEST CEST  10,0-10-11-13-
ST=Arizona, C=US Technologies, Inc.", 2015 2025 35-16-23-24-
L=Scottsdale, Mon Thu Dec 65281,29-23-
ST=Arizona, C=US May 25 31 24,0

OuU=Starfield Class 2 14:00:00 02:00:00
Certification Authority, ~CEST  CET

O="Starfield 2015 2037
Technologies, Inc.", Wed Wed
C=Us Sep 02 Jun28
02:00:00 19:39:16
CEST CEST
2009 2034
CN=Amazon, OU=Server CA CN=Amazon Root CA  Thu Oct Sun Oct
1B, O=Amazon, C=US 1, O=Amazon, C=US 22 19
02:00:00 02:00:00
CEST CEST
2015 2025
CN=Amazon Root CA 1, CN=Starfield Services  Mon Thu Dec
O=Amazon, C=US Root Certificate May 25 31
Authority - G2, 14:00:00 02:00:00
O="Starfield CEST CET
Technologies, Inc.", 2015 2037

L=Scottsdale,
ST=Arizona, C=US

CN=Starfield Services Root  OU=Starfield Class 2 Wed Wed
Certificate Authority - G2, Certification Authority, ~Sep 02 Jun 28

O="Starfield Technologies, O="Starfield 02:00:00 19:39:16
Inc.", L=Scottsdale, Technologies, Inc.", CEST CEST
ST=Arizona, C=US C=US 2009 2034
May 13, 2021 13.225.74.91 443 192.168.2.3 49720 CN=surveymonkey.com CN=Amazon, Thu Apr Sun May 771,49196- 9e10692f1b7f78228b2d4e
01:46:03.047374010 CN=Amazon, OU=Server CA OU=Server CA 1B, 22 22 49195-49200-  424db3a98c
CEST 1B, O=Amazon, C=US O=Amazon, C=US 02:00:00 01:59:59 49199-49188-
CN=Amazon Root CA 1, CN=Amazon Root CA CEST CEST 49187-49192-
O=Amazon, C=US 1, O=Amazon, C=US 2021 2022 49191-49162-
CN=Starfield Services Root CN=Starfield Services  Thu Oct Sun Oct 49161-49172-
Certificate Authority - G2, Root Certificate 22 19 49171-157-156-
O="Starfield Technologies,  Authority - G2, 02:00:00 02:00:00 61-60-53-47-
Inc.", L=Scottsdale, O="Starfield CEST CEST  10,0-10-11-13-
ST=Arizona, C=US Technologies, Inc.", 2015 2025 35-16-23-24-
L=Scottsdale, Mon Thu Dec 65281,29-23-
ST=Arizona, C=US May 25 31 24,0

OuU=starfield Class 2 14:00:00 02:00:00
Certification Authority, ~CEST  CET

O="Starfield 2015 2037
Technologies, Inc.", Wed Wed
C=Us Sep 02 Jun28
02:00:00 19:39:16
CEST CEST
2009 2034
CN=Amazon, OU=Server CA CN=Amazon Root CA  Thu Oct Sun Oct
1B, O=Amazon, C=US 1, O=Amazon, C=US 22 19
02:00:00 02:00:00
CEST CEST
2015 2025
CN=Amazon Root CA 1, CN=Starfield Services  Mon Thu Dec
O=Amazon, C=US Root Certificate May 25 31
Authority - G2, 14:00:00 02:00:00
O="Starfield CEST CET
Technologies, Inc.", 2015 2037

L=Scottsdale,
ST=Arizona, C=US

CN=Starfield Services Root  OU=Starfield Class 2 Wed Wed
Certificate Authority - G2, Certification Authority, ~Sep 02 Jun 28

O="Starfield Technologies, O="Starfield 02:00:00 19:39:16
Inc.", L=Scottsdale, Technologies, Inc.", CEST CEST
ST=Arizona, C=US C=USs 2009 2034
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Timestamp Source IP

May 13, 2021
01:46:03.048342943
CEST

13.225.74.91

May 13, 2021
01:46:03.302961111
CEST

May 13, 2021
01:46:03.305571079
CEST

May 13, 2021
01:46:05.641493082
CEST

Copyright Joe Security LLC 2021

Source
Port

443

52.217.65.116 443

52.217.65.116 443

104.17.211.204 443

Dest

Dest IP Port

192.168.2.3 49719

192.168.2.3 49724

192.168.2.3 49723

192.168.2.3 49732

Subject

CN=surveymonkey.com
CN=Amazon, OU=Server CA
1B, O=Amazon, C=US
CN=Amazon Root CA 1,
O=Amazon, C=US
CN=Starfield Services Root
Certificate Authority - G2,
O="Starfield Technologies,
Inc.", L=Scottsdale,
ST=Arizona, C=US

CN=Amazon, OU=Server CA
1B, O=Amazon, C=US

CN=Amazon Root CA 1,
O=Amazon, C=US

CN=Starfield Services Root
Certificate Authority - G2,
O="Starfield Technologies,
Inc.", L=Scottsdale,
ST=Arizona, C=US

CN=*.s3.amazonaws.com,
O="Amazon.com, Inc.",
L=Seattle, ST=Washington,
C=US CN=DigiCert Baltimore
CA-2 G2,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Baltimore CA-2
G2, OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=*.s3.amazonaws.com,
O="Amazon.com, Inc.",
L=Seattle, ST=Washington,
C=US CN=DigiCert Baltimore
CA-2 G2,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Baltimore CA-2
G2, OU=www.digicert.com,
O=DigiCert Inc, C=US

CN-=sni.cloudflaressl.com,
O="Cloudflare, Inc.", L=San
Francisco, ST=CA, C=US
CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

Issuer

CN=Amazon,
OU=Server CA 1B,
O=Amazon, C=US
CN=Amazon Root CA
1, O=Amazon, C=US
CN=Starfield Services
Root Certificate
Authority - G2,
O="Starfield
Technologies, Inc.",
L=Scottsdale,
ST=Arizona, C=US
OuU=Starfield Class 2
Certification Authority,
O="Starfield
Technologies, Inc.",
C=USs

CN=Amazon Root CA
1, O=Amazon, C=US

CN=Starfield Services
Root Certificate
Authority - G2,
O="Starfield
Technologies, Inc.",
L=Scottsdale,
ST=Arizona, C=US

OuU=starfield Class 2
Certification Authority,
O="Starfield
Technologies, Inc.",
C=USs

CN=DigiCert Baltimore
CA-2 G2,
OU=www.digicert.com,
O=DigiCert Inc, C=US
CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=DigiCert Baltimore
CA-2 G2,
OU=www.digicert.com,
O=DigiCert Inc, C=US
CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Cloudflare Inc ECC
CA-3, O="Cloudflare,
Inc.", C=US
CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

Not
Before

Thu Apr
22
02:00:00
CEST
2021
Thu Oct
22
02:00:00
CEST
2015
Mon
May 25
14:00:00
CEST
2015
Wed
Sep 02
02:00:00
CEST
2009

Thu Oct
22
02:00:00
CEST
2015

Mon
May 25
14:00:00
CEST
2015

Wed
Sep 02
02:00:00
CEST
2009

Mon Jan
11
01:00:00
CET
2021
Tue Dec
08
13:05:07
CET
2015

Tue Dec
08
13:05:07
CET
2015

Mon Jan
11
01:00:00
CET
2021
Tue Dec
08
13:05:07
CET
2015

Tue Dec
08
13:05:07
CET
2015

Tue Aug
04
02:00:00
CEST
2020
Mon Jan
27
13:48:08
CET
2020

Mon Jan
27
13:48:08
CET
2020

Not
After

Sun May
22
01:59:59
CEST
2022
Sun Oct
19
02:00:00
CEST
2025
Thu Dec
31
02:00:00
CET
2037
Wed
Jun 28
19:39:16
CEST
2034

Sun Oct
19
02:00:00
CEST
2025

Thu Dec
31
02:00:00
CET
2037

Wed

Jun 28
19:39:16
CEST
2034

Sat Feb
12
00:59:59
CET
2022
Sat May
10
14:00:00
CEST
2025

Sat May
10
14:00:00
CEST
2025

Sat Feb
12
00:59:59
CET
2022
Sat May
10
14:00:00
CEST
2025

Sat May
10
14:00:00
CEST
2025

Wed
Aug 04
14:00:00
CEST
2021
Wed

Jan 01
00:59:59
CET
2025

Wed

Jan 01
00:59:59
CET
2025

JA3 SSL Client
Fingerprint

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

JA3 SSL Client Digest

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c
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Source

Timestamp Source IP Port

May 13, 2021
01:46:05.641705990
CEST

104.17.211.204 443

May 13, 2021
01:46:05.889091969
CEST

104.17.115.176 443

May 13, 2021
01:46:05.892448902
CEST

104.17.115.176 443

May 13, 2021 104.17.236.204 443
01:46:05.907764912

CEST

May 13, 2021
01:46:05.908041000
CEST

104.18.20.191 443

Copyright Joe Security LLC 2021

Dest

Dest IP Port

192.168.2.3 49733

192.168.2.3 49736

192.168.2.3 49737

192.168.2.3 49739

192.168.2.3 49740

Subject

CN-=sni.cloudflaressl.com,
O="Cloudflare, Inc.", L=San
Francisco, ST=CA, C=US
CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN-=sni.cloudflaressl.com,
O="Cloudflare, Inc.", L=San
Francisco, ST=CA, C=US
CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN-=sni.cloudflaressl.com,
O="Cloudflare, Inc.", L=San
Francisco, ST=CA, C=US
CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN-=sni.cloudflaressl.com,
O="Cloudflare, Inc.", L=San
Francisco, ST=CA, C=US
CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN-=sni.cloudflaressl.com,
O="Cloudflare, Inc.", L=San
Francisco, ST=CA, C=US
CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

Issuer

CN=Cloudflare Inc ECC
CA-3, O="Cloudflare,
Inc.", C=US
CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Cloudflare Inc ECC
CA-3, O="Cloudflare,
Inc.", C=US
CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Cloudflare Inc ECC
CA-3, O="Cloudflare,
Inc.", C=US
CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Cloudflare Inc ECC
CA-3, O="Cloudflare,
Inc.", C=US
CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Cloudflare Inc ECC
CA-3, O="Cloudflare,
Inc.", C=US
CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

Not
Before

Tue Aug
04
02:00:00
CEST
2020
Mon Jan
27
13:48:08
CET
2020

Mon Jan
27
13:48:08
CET
2020

Mon
Aug 17
02:00:00
CEST
2020
Mon Jan
27
13:48:08
CET
2020

Mon Jan
27
13:48:08
CET
2020

Mon
Aug 17
02:00:00
CEST
2020
Mon Jan
27
13:48:08
CET
2020

Mon Jan
27
13:48:08
CET
2020

Thu Aug
13
02:00:00
CEST
2020
Mon Jan
27
13:48:08
CET
2020

Mon Jan
27
13:48:08
CET
2020

Mon
Aug 03
02:00:00
CEST
2020
Mon Jan
27
13:48:08
CET
2020

Mon Jan
27
13:48:08
CET
2020

Not
After

Wed
Aug 04
14:00:00
CEST
2021
Wed

Jan 01
00:59:59
CET
2025

Wed

Jan 01
00:59:59
CET
2025

Tue Aug
17
14:00:00
CEST
2021
Wed

Jan 01
00:59:59
CET
2025

Wed

Jan 01
00:59:59
CET
2025

Tue Aug
17
14:00:00
CEST
2021
Wed

Jan 01
00:59:59
CET
2025

Wed

Jan 01
00:59:59
CET
2025

Fri Aug
13
14:00:00
CEST
2021
Wed

Jan 01
00:59:59
CET
2025

Wed

Jan 01
00:59:59
CET
2025

Tue Aug
03
14:00:00
CEST
2021
Wed

Jan 01
00:59:59
CET
2025

Wed

Jan 01
00:59:59
CET
2025

JA3 SSL Client
Fingerprint

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

JA3 SSL Client Digest

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c
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Source

Timestamp Source IP Port

May 13, 2021
01:46:05.910171986
CEST

104.18.20.191 443

May 13, 2021
01:46:05.917239904
CEST

104.17.236.204 443

May 13, 2021
01:46:05.917541027
CEST

104.17.68.176 443

May 13, 2021 104.17.68.176 443
01:46:05.920243025

CEST

May 13, 2021
01:46:06.170437098
CEST

104.17.200.204 443

Copyright Joe Security LLC 2021

Dest

Dest IP Port

192.168.2.3 49738

192.168.2.3 49741

192.168.2.3 49742

192.168.2.3 49743

192.168.2.3 49745

Subject

CN-=sni.cloudflaressl.com,
O="Cloudflare, Inc.", L=San
Francisco, ST=CA, C=US
CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN-=sni.cloudflaressl.com,
O="Cloudflare, Inc.", L=San
Francisco, ST=CA, C=US
CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN-=sni.cloudflaressl.com,
O="Cloudflare, Inc.", L=San
Francisco, ST=CA, C=US
CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN-=sni.cloudflaressl.com,
O="Cloudflare, Inc.", L=San
Francisco, ST=CA, C=US
CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN=hubapi.com,
O="Cloudflare, Inc.", L=San
Francisco, ST=CA, C=US
CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

Issuer

CN=Cloudflare Inc ECC
CA-3, O="Cloudflare,
Inc.", C=US
CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Cloudflare Inc ECC
CA-3, O="Cloudflare,
Inc.", C=US
CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Cloudflare Inc ECC
CA-3, O="Cloudflare,
Inc.", C=US
CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Cloudflare Inc ECC
CA-3, O="Cloudflare,
Inc.", C=US
CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Cloudflare Inc ECC
CA-3, O="Cloudflare,
Inc.", C=US
CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

Not
Before

Mon
Aug 03
02:00:00
CEST
2020
Mon Jan
27
13:48:08
CET
2020

Mon Jan
27
13:48:08
CET
2020

Thu Aug
13
02:00:00
CEST
2020
Mon Jan
27
13:48:08
CET
2020

Mon Jan
27
13:48:08
CET
2020

Fri Aug
14
02:00:00
CEST
2020
Mon Jan
27
13:48:08
CET
2020

Mon Jan
27
13:48:08
CET
2020

Fri Aug
14
02:00:00
CEST
2020
Mon Jan
27
13:48:08
CET
2020

Mon Jan
27
13:48:08
CET
2020

Fri Jul
03
02:00:00
CEST
2020
Mon Jan
27
13:48:08
CET
2020

Mon Jan
27
13:48:08
CET
2020

Not
After

Tue Aug
03
14:00:00
CEST
2021
Wed

Jan 01
00:59:59
CET
2025

Wed

Jan 01
00:59:59
CET
2025

Fri Aug
13
14:00:00
CEST
2021
Wed

Jan 01
00:59:59
CET
2025

Wed

Jan 01
00:59:59
CET
2025

Sat Aug
14
14:00:00
CEST
2021
Wed

Jan 01
00:59:59
CET
2025

Wed

Jan 01
00:59:59
CET
2025

Sat Aug
14
14:00:00
CEST
2021
Wed

Jan 01
00:59:59
CET
2025

Wed

Jan 01
00:59:59
CET
2025

Sat Jul
03
14:00:00
CEST
2021
Wed

Jan 01
00:59:59
CET
2025

Wed

Jan 01
00:59:59
CET
2025

JA3 SSL Client
Fingerprint

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

JA3 SSL Client Digest

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c
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Source

Timestamp Source IP Port

May 13, 2021
01:46:06.170773983
CEST

104.17.200.204 443

May 13, 2021
01:46:06.225723982
CEST

104.19.154.83 443

May 13, 2021
01:46:06.239118099
CEST

104.19.154.83 443

May 13, 2021 104.19.155.83 443
01:46:06.323698044

CEST

May 13, 2021
01:46:06.323788881
CEST

104.19.155.83 443

Copyright Joe Security LLC 2021

Dest

Dest IP Port

192.168.2.3 49744

192.168.2.3 49746

192.168.2.3 49747

192.168.2.3 49748

192.168.2.3 49749

Subject

CN=hubapi.com,
O="Cloudflare, Inc.", L=San
Francisco, ST=CA, C=US
CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN=hubspot.com,
O="Cloudflare, Inc.", L=San
Francisco, ST=CA, C=US
CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN=hubspot.com,
O="Cloudflare, Inc.", L=San
Francisco, ST=CA, C=US
CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN=hubspot.com,
O="Cloudflare, Inc.", L=San
Francisco, ST=CA, C=US
CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN=hubspot.com,
O="Cloudflare, Inc.", L=San
Francisco, ST=CA, C=US
CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

Issuer

CN=Cloudflare Inc ECC
CA-3, O="Cloudflare,
Inc.", C=US
CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Cloudflare Inc ECC
CA-3, O="Cloudflare,
Inc.", C=US
CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Cloudflare Inc ECC
CA-3, O="Cloudflare,
Inc.", C=US
CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Cloudflare Inc ECC
CA-3, O="Cloudflare,
Inc.", C=US
CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Cloudflare Inc ECC
CA-3, O="Cloudflare,
Inc.", C=US
CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

Not
Before

Fri Jul
03
02:00:00
CEST
2020
Mon Jan
27
13:48:08
CET
2020

Mon Jan
27
13:48:08
CET
2020

Mon Jul
27
02:00:00
CEST
2020
Mon Jan
27
13:48:08
CET
2020

Mon Jan
27
13:48:08
CET
2020

Mon Jul
27
02:00:00
CEST
2020
Mon Jan
27
13:48:08
CET
2020

Mon Jan
27
13:48:08
CET
2020

Mon Jul
27
02:00:00
CEST
2020
Mon Jan
27
13:48:08
CET
2020

Mon Jan
27
13:48:08
CET
2020

Mon Jul
27
02:00:00
CEST
2020
Mon Jan
27
13:48:08
CET
2020

Mon Jan
27
13:48:08
CET
2020

Not
After

Sat Jul
03
14:00:00
CEST
2021
Wed

Jan 01
00:59:59
CET
2025

Wed

Jan 01
00:59:59
CET
2025

Tue Jul
27
14:00:00
CEST
2021
Wed

Jan 01
00:59:59
CET
2025

Wed

Jan 01
00:59:59
CET
2025

Tue Jul
27
14:00:00
CEST
2021
Wed

Jan 01
00:59:59
CET
2025

Wed

Jan 01
00:59:59
CET
2025

Tue Jul
27
14:00:00
CEST
2021
Wed

Jan 01
00:59:59
CET
2025

Wed

Jan 01
00:59:59
CET
2025

Tue Jul
27
14:00:00
CEST
2021
Wed

Jan 01
00:59:59
CET
2025

Wed

Jan 01
00:59:59
CET
2025

JA3 SSL Client
Fingerprint

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

JA3 SSL Client Digest

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c
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Timestamp

May 13, 2021
01:46:07.059978008
CEST

May 13, 2021
01:46:07.060702085
CEST

May 13, 2021
01:46:21.915868044
CEST

Copyright Joe Security LLC 2021

108.174.11.37 443

108.174.11.37 443

Dest
Dest IP Port

192.168.2.3 49753

192.168.2.3 49754

192.168.2.3 49767

Subject

CN=px.ads.linkedin.com,
O=LinkedIn Corporation,
L=Sunnyvale, ST=California,
C=US CN=DigiCert SHA2
Secure Server CA,
O=DigiCert Inc, C=US

CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=USs

CN=px.ads.linkedin.com,
O=LinkedIn Corporation,
L=Sunnyvale, ST=California,
C=US CN=DigiCert SHA2
Secure Server CA,
O=DigiCert Inc, C=US

CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=USs

CN=surveymonkey.com
CN=Amazon, OU=Server CA
1B, O=Amazon, C=US
CN=Amazon Root CA 1,
O=Amazon, C=US
CN=Starfield Services Root
Certificate Authority - G2,
O="Starfield Technologies,
Inc.", L=Scottsdale,
ST=Arizona, C=US

CN=Amazon, OU=Server CA
1B, O=Amazon, C=US

CN=Amazon Root CA 1,
O=Amazon, C=US

CN=Starfield Services Root
Certificate Authority - G2,
O="Starfield Technologies,
Inc.", L=Scottsdale,
ST=Arizona, C=US

Issuer

CN=DigiCert SHA2
Secure Server CA,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert SHA2
Secure Server CA,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=Amazon,
OU=Server CA 1B,
O=Amazon, C=US
CN=Amazon Root CA
1, O=Amazon, C=US
CN=Starfield Services
Root Certificate
Authority - G2,
O="Starfield
Technologies, Inc.",
L=Scottsdale,
ST=Arizona, C=US
OU=starfield Class 2
Certification Authority,
O="Starfield
Technologies, Inc.",
C=USs

CN=Amazon Root CA
1, O=Amazon, C=US

CN=Starfield Services
Root Certificate
Authority - G2,
O="Starfield
Technologies, Inc.",
L=Scottsdale,
ST=Arizona, C=US

OU=starfield Class 2
Certification Authority,
O="Starfield
Technologies, Inc.",
C=USs

Not
Before

Thu Apr
15
02:00:00
CEST
2021
Wed
Sep 23
02:00:00
CEST
2020

Wed
Sep 23
02:00:00
CEST
2020

Thu Apr
15
02:00:00
CEST
2021
Wed
Sep 23
02:00:00
CEST
2020

Wed
Sep 23
02:00:00
CEST
2020

Thu Apr
22
02:00:00
CEST
2021
Thu Oct
22
02:00:00
CEST
2015
Mon
May 25
14:00:00
CEST
2015
Wed
Sep 02
02:00:00
CEST
2009

Thu Oct
22
02:00:00
CEST
2015

Mon
May 25
14:00:00
CEST
2015

Wed
Sep 02
02:00:00
CEST
2009

Not
After

Sat Oct
16
01:59:59
CEST
2021
Mon
Sep 23
01:59:59
CEST
2030

Mon
Sep 23
01:59:59
CEST
2030

Sat Oct
16
01:59:59
CEST
2021
Mon
Sep 23
01:59:59
CEST
2030

Mon
Sep 23
01:59:59
CEST
2030

Sun May
22
01:59:59
CEST
2022
Sun Oct
19
02:00:00
CEST
2025
Thu Dec
31
02:00:00
CET
2037
Wed
Jun 28
19:39:16
CEST
2034

Sun Oct
19
02:00:00
CEST
2025

Thu Dec
31
02:00:00
CET
2037

Wed

Jun 28
19:39:16
CEST
2034

JA3 SSL Client
Fingerprint

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-23-65281,29-
23-24,0

JA3 SSL Client Digest

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c

37f463bf4616ecd445d4al
937da06e19
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Timestamp Source IP

May 13, 2021
01:46:22.358758926
CEST

13.225.74.91

May 13, 2021
01:46:27.343262911
CEST

May 13, 2021
01:46:27.344271898
CEST

May 13, 2021
01:46:27.344583035
CEST

Copyright Joe Security LLC 2021

Source
Port

443

172.67.194.129 443

172.67.194.129 443

172.67.194.129 443

Dest

Dest IP Port

192.168.2.3 49768

192.168.2.3 49775

192.168.2.3 49777

192.168.2.3 49772

Subject

CN=surveymonkey.com
CN=Amazon, OU=Server CA
1B, O=Amazon, C=US
CN=Amazon Root CA 1,
O=Amazon, C=US
CN=Starfield Services Root
Certificate Authority - G2,
O="Starfield Technologies,
Inc.", L=Scottsdale,
ST=Arizona, C=US

CN=Amazon, OU=Server CA
1B, O=Amazon, C=US

CN=Amazon Root CA 1,
O=Amazon, C=US

CN=Starfield Services Root
Certificate Authority - G2,
O="Starfield Technologies,
Inc.", L=Scottsdale,
ST=Arizona, C=US

CN-=sni.cloudflaressl.com,
O="Cloudflare, Inc.", L=San
Francisco, ST=California,
C=US CN=Cloudflare Inc
ECC CA-3, O="Cloudflare,
Inc.", C=US

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN-=sni.cloudflaressl.com,
O="Cloudflare, Inc.", L=San
Francisco, ST=California,
C=US CN=Cloudflare Inc
ECC CA-3, O="Cloudflare,
Inc.", C=US

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN-=sni.cloudflaressl.com,
O="Cloudflare, Inc.", L=San
Francisco, ST=California,
C=US CN=Cloudflare Inc
ECC CA-3, O="Cloudflare,
Inc.", C=US

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

Issuer

CN=Amazon,
OU=Server CA 1B,
O=Amazon, C=US
CN=Amazon Root CA
1, O=Amazon, C=US
CN=Starfield Services
Root Certificate
Authority - G2,
O="Starfield
Technologies, Inc.",
L=Scottsdale,
ST=Arizona, C=US
OuU=Starfield Class 2
Certification Authority,
O="Starfield
Technologies, Inc.",
C=USs

CN=Amazon Root CA
1, O=Amazon, C=US

CN=Starfield Services
Root Certificate
Authority - G2,
O="Starfield
Technologies, Inc.",
L=Scottsdale,
ST=Arizona, C=US

OuU=starfield Class 2
Certification Authority,
O="Starfield
Technologies, Inc.",
C=US

CN=Cloudflare Inc ECC
CA-3, O="Cloudflare,
Inc.", C=US
CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Cloudflare Inc ECC
CA-3, O="Cloudflare,
Inc.", C=US
CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Cloudflare Inc ECC
CA-3, O="Cloudflare,
Inc.", C=US
CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

Not
Before

Thu Apr
22
02:00:00
CEST
2021
Thu Oct
22
02:00:00
CEST
2015
Mon
May 25
14:00:00
CEST
2015
Wed
Sep 02
02:00:00
CEST
2009

Thu Oct
22
02:00:00
CEST
2015

Mon
May 25
14:00:00
CEST
2015

Wed
Sep 02
02:00:00
CEST
2009

Fri Apr
23
02:00:00
CEST
2021
Mon Jan
27
13:48:08
CET
2020

Mon Jan
27
13:48:08
CET
2020

Fri Apr
23
02:00:00
CEST
2021
Mon Jan
27
13:48:08
CET
2020

Mon Jan
27
13:48:08
CET
2020

Fri Apr
23
02:00:00
CEST
2021
Mon Jan
27
13:48:08
CET
2020

Mon Jan
27
13:48:08
CET
2020

Not
After

Sun May
22
01:59:59
CEST
2022
Sun Oct
19
02:00:00
CEST
2025
Thu Dec
31
02:00:00
CET
2037
Wed
Jun 28
19:39:16
CEST
2034

Sun Oct
19
02:00:00
CEST
2025

Thu Dec
31
02:00:00
CET
2037

Wed

Jun 28
19:39:16
CEST
2034

Sat Apr
23
01:59:59
CEST
2022
Wed

Jan 01
00:59:59
CET
2025

Wed

Jan 01
00:59:59
CET
2025

Sat Apr
23
01:59:59
CEST
2022
Wed

Jan 01
00:59:59
CET
2025

Wed

Jan 01
00:59:59
CET
2025

Sat Apr
23
01:59:59
CEST
2022
Wed

Jan 01
00:59:59
CET
2025

Wed

Jan 01
00:59:59
CET
2025

JA3 SSL Client
Fingerprint

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-23-65281,29-
23-24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

JA3 SSL Client Digest

37f463bf4616ecd445d4al
937da06e19

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c
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Source Dest
Timestamp Source IP Port Dest IP Port
May 13, 2021 172.67.194.129 443 192.168.2.3 49773
01:46:27.344657898
CEST
May 13, 2021 172.67.194.129 443 192.168.2.3 49776
01:46:27.345884085
CEST
May 13, 2021 172.67.194.129 443 192.168.2.3 49774
01:46:27.347419024
CEST

Code Manipulations

Statistics

Behavior

Click to jump to process

)

Copyright Joe Security LLC 2021

Subject

CN-=sni.cloudflaressl.com,
O="Cloudflare, Inc.", L=San
Francisco, ST=California,
C=US CN=Cloudflare Inc
ECC CA-3, O="Cloudflare,
Inc.", C=US

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN-=sni.cloudflaressl.com,
O="Cloudflare, Inc.", L=San
Francisco, ST=California,
C=US CN=Cloudflare Inc
ECC CA-3, O="Cloudflare,
Inc.", C=US

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN-=sni.cloudflaressl.com,
O="Cloudflare, Inc.", L=San
Francisco, ST=California,
C=US CN=Cloudflare Inc
ECC CA-3, O="Cloudflare,
Inc.", C=US

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

Issuer

CN=Cloudflare Inc ECC
CA-3, O="Cloudflare,
Inc.", C=US
CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Cloudflare Inc ECC
CA-3, O="Cloudflare,
Inc.", C=US
CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Cloudflare Inc ECC
CA-3, O="Cloudflare,
Inc.", C=US
CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

@ iexplore.exe
@ iexplore.exe

Not
Before

Fri Apr
23
02:00:00
CEST
2021
Mon Jan
27
13:48:08
CET
2020

Mon Jan
27
13:48:08
CET
2020

Fri Apr
23
02:00:00
CEST
2021
Mon Jan
27
13:48:08
CET
2020

Mon Jan
27
13:48:08
CET
2020

Fri Apr
23
02:00:00
CEST
2021
Mon Jan
27
13:48:08
CET
2020

Mon Jan
27
13:48:08
CET
2020

Not
After

Sat Apr
23
01:59:59
CEST
2022
Wed

Jan 01
00:59:59
CET
2025

Wed

Jan 01
00:59:59
CET
2025

Sat Apr
23
01:59:59
CEST
2022
Wed

Jan 01
00:59:59
CET
2025

Wed

Jan 01
00:59:59
CET
2025

Sat Apr
23
01:59:59
CEST
2022
Wed

Jan 01
00:59:59
CET
2025

Wed

Jan 01
00:59:59
CET
2025

JA3 SSL Client
Fingerprint

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

JA3 SSL Client Digest

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228h2d4e
424db3a98c
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System Behavior

Analysis Process: iexplore.exe PID: 5544 Parent PID: 792

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

01:46:00

13/05/2021

C:\Program Files\internet exploren\iexplore.exe

false

‘C:\Program Files\Internet Exploreniexplore.exe' -Embedding
0x7ff7d61e0000

823560 bytes

6465CB92B25A7BC1DF8E01D8AC5E7596

true

true

C, C++ or other language

Reputation: low
File Activities
Source
File Path Access Attributes Options Completion Count Address Symbol
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
Source
File Path Offset Length Completion Count Address Symbol
Registry Activities
Source
Key Path Completion Count Address Symbol
Source
Key Path Name Type Data Completion Count Address Symbol
Source
Key Path Name Type Old Data New Data Completion Count Address Symbol
Analysis Process: iexplore.exe PID: 2124 Parent PID: 5544
General
Start time: 01:46:00
Start date: 13/05/2021
Path: C:\Program Files (x86)\Internet Explorer\iexplore.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

Copyright Joe Security LLC 2021

true

'‘C:\Program Files (x86)\Internet Explore'\lIEXPLORE.EXE' SCODEF:5544 CREDAT:17410
Iprefetch:2

0x180000

822536 bytes
071277CC2E3DF41EEEA8013E2AB58D5A
true

true

C, C++ or other language

low
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Source

File Path Access Attributes Options Completion Count Address Symbol
Source

File Path Offset Length Value Ascii Completion Count Address Symbol
Source

File Path Offset Length Completion Count Address Symbol

Registry Activities

Source

Key Path Completion Count Address Symbol
Source

Key Path Name Type Data Completion Count Address Symbol
Source

Key Path Name Type Old Data New Data Completion Count Address Symbol

Disassembly
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