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Detection

Score: 10

Range: 0 - 100

Whitelist
ed:

false

Confiden
ce:

60%

Compliance

Score: 48

Range: 0 - 100

Analysis Report SophosSetup (9).exe

Overview

General Information

Sample 
Name:

SophosSetup (9).exe

Analysis ID: 413056

MD5: 070002b28e379e…

SHA1: db19c547d72313…

SHA256: c92892ee1c9a44…

Infos:

Most interesting Screenshot:

Signatures

AV process strings found (often use

AV process strings found (often use

AV process strings found (often use

AV process strings found (often use

AV process strings found (often use

AV process strings found (often use

AV process strings found (often useAV process strings found (often use……

Abnormal high CPU Usage

Abnormal high CPU Usage

Abnormal high CPU Usage

Abnormal high CPU Usage

Abnormal high CPU Usage

Abnormal high CPU Usage

Abnormal high CPU UsageAbnormal high CPU Usage

Checks if Antivirus/Antispyware/Fire

Checks if Antivirus/Antispyware/Fire

Checks if Antivirus/Antispyware/Fire

Checks if Antivirus/Antispyware/Fire

Checks if Antivirus/Antispyware/Fire

Checks if Antivirus/Antispyware/Fire

Checks if Antivirus/Antispyware/FireChecks if Antivirus/Antispyware/Fire……

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a dContains functionality to check if a d……

Contains functionality to check if a w

Contains functionality to check if a w

Contains functionality to check if a w

Contains functionality to check if a w

Contains functionality to check if a w

Contains functionality to check if a w

Contains functionality to check if a wContains functionality to check if a w……

Contains functionality to dynamically

Contains functionality to dynamically

Contains functionality to dynamically

Contains functionality to dynamically

Contains functionality to dynamically

Contains functionality to dynamically

Contains functionality to dynamicallyContains functionality to dynamically……

Contains functionality to query CPU 

Contains functionality to query CPU 

Contains functionality to query CPU 

Contains functionality to query CPU 

Contains functionality to query CPU 

Contains functionality to query CPU 

Contains functionality to query CPU Contains functionality to query CPU ……

Contains functionality to query locale

Contains functionality to query locale

Contains functionality to query locale

Contains functionality to query locale

Contains functionality to query locale

Contains functionality to query locale

Contains functionality to query localeContains functionality to query locale……

Contains functionality which may be

Contains functionality which may be

Contains functionality which may be

Contains functionality which may be

Contains functionality which may be

Contains functionality which may be

Contains functionality which may beContains functionality which may be……

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended moCreates a process in suspended mo……

Creates or modifies windows services

Creates or modifies windows services

Creates or modifies windows services

Creates or modifies windows services

Creates or modifies windows services

Creates or modifies windows services

Creates or modifies windows servicesCreates or modifies windows services

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto functionDetected potential crypto function

Drops PE files

Drops PE files

Drops PE files

Drops PE files

Drops PE files

Drops PE files

Drops PE filesDrops PE files

Drops certificate files (DER)

Drops certificate files (DER)

Drops certificate files (DER)

Drops certificate files (DER)

Drops certificate files (DER)

Drops certificate files (DER)

Drops certificate files (DER)Drops certificate files (DER)

Found dropped PE file which has no

Found dropped PE file which has no

Found dropped PE file which has no

Found dropped PE file which has no

Found dropped PE file which has no

Found dropped PE file which has no

Found dropped PE file which has noFound dropped PE file which has no……

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / aFound potential string decryption / a……

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with oIP address seen in connection with o……

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder May sleep (evasive loops) to hinder ……

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valuMonitors certain registry keys / valu……

OS version to string mapping found 

OS version to string mapping found 

OS version to string mapping found 

OS version to string mapping found 

OS version to string mapping found 

OS version to string mapping found 

OS version to string mapping found OS version to string mapping found ……

PE file contains an invalid checksum

PE file contains an invalid checksum

PE file contains an invalid checksum

PE file contains an invalid checksum

PE file contains an invalid checksum

PE file contains an invalid checksum

PE file contains an invalid checksumPE file contains an invalid checksum

PE file contains executable resource

PE file contains executable resource

PE file contains executable resource

PE file contains executable resource

PE file contains executable resource

PE file contains executable resource

PE file contains executable resourcePE file contains executable resource……

PE file contains sections with non-s

PE file contains sections with non-s

PE file contains sections with non-s

PE file contains sections with non-s

PE file contains sections with non-s

PE file contains sections with non-s

PE file contains sections with non-sPE file contains sections with non-s……

PE file contains strange resources

PE file contains strange resources

PE file contains strange resources

PE file contains strange resources

PE file contains strange resources

PE file contains strange resources

PE file contains strange resourcesPE file contains strange resources

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original Sample file is different than original ……

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE filesUses 32bit PE files

Uses Microsoft's Enhanced Cryptog

Uses Microsoft's Enhanced Cryptog

Uses Microsoft's Enhanced Cryptog

Uses Microsoft's Enhanced Cryptog

Uses Microsoft's Enhanced Cryptog

Uses Microsoft's Enhanced Cryptog

Uses Microsoft's Enhanced CryptogUses Microsoft's Enhanced Cryptog……

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (Uses code obfuscation techniques (……

Very long cmdline option found, this

Very long cmdline option found, this

Very long cmdline option found, this

Very long cmdline option found, this

Very long cmdline option found, this

Very long cmdline option found, this

Very long cmdline option found, thisVery long cmdline option found, this……

Classification

Analysis Advice

Sample drops PE files which have not been started, submit dropped PE samples for a secondary analysis to Joe Sandbox

Sample may offer command line options, please run it with the 'Execute binary with arguments' cookbook (it's possible that the command line switches require additional
characters like: "-", "/", "--")

Malware Configuration

Yara Overview

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

SophosSetup (9).exe (PID: 4568 cmdline: 'C:\Users\user\Desktop\SophosSetup (9).exe'  MD5: 070002B28E379E0C362F0E69ECD6D60B)

Setup.exe (PID: 3536 cmdline: 'C:\Users\user~1\AppData\Local\Temp\sfl-0719c400\Setup.exe'  MD5: 2FBBB26E1892185D13E4CD39FABD24EA)

SophosSetup_Stage2.exe (PID: 5924 cmdline: 'C:\Program Files (x86)\Sophos\CloudInstaller\SophosSetup_Stage2.exe' --mgmtserver='dzr-mcs-amzn-us-west-2-fa8

8.upe.p.hmr.sophos.com' --logfile='C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstaller_20210513_141305.log' --parentpid='3536' --products='all' --customertoken
='c137cbf0-9edc-44af-9f35-0c4b232335ec' --pipewritehandle='1812' --mcscustomerid='2e6fbc9a-e3b7-4473-a9ed-6dafc48bc5f5' MD5: 
316718DA90CECED6DF3BF5B563FC39D6)

cleanup

No configs have been found

No yara matches

Startup
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Sigma Overview

No Sigma rule has matched

Signature Overview

• Cryptography

• Compliance

• Spreading

• Networking

• E-Banking Fraud

• Spam, unwanted Advertisements and Ransom Demands

• System Summary

• Data Obfuscation

• Persistence and Installation Behavior

• Boot Survival

• Hooking and other Techniques for Hiding and Protection

• Malware Analysis System Evasion

• Anti Debugging

• HIPS / PFW / Operating System Protection Evasion

• Language, Device and Operating System Detection

• Lowering of HIPS / PFW / Operating System Security Settings

• Stealing of Sensitive Information

Click to jump to signature section

There are no malicious signatures, There are no malicious signatures, click here to show all signaturesclick here to show all signatures ..

Compliance:

Uses 32bit PE files

Creates install or setup log file

PE / OLE file has a valid certificate

Contains modern PE file flags such as dynamic base (ASLR) or NX

Binary contains paths to debug symbols

Mitre Att&ck Matrix

Initial Access Execution Persistence
Privilege
Escalation Defense Evasion

Credential
Access Discovery

Lateral
Movement Collection Exfiltration

Command
and Control

Valid
Accounts

Windows
Management
Instrumentation 1

Windows
Service 1 1

Access Token
Manipulation 1

Masquerading 1 OS
Credential
Dumping

System Time
Discovery 1

Remote
Services

Archive
Collected
Data 1 1

Exfiltration Over Other
Network Medium

Encrypted
Channel

Default
Accounts

Command and
Scripting
Interpreter 1 3

Boot or
Logon
Initialization
Scripts

Windows
Service 1 1

Virtualization/Sandbox
Evasion 1

LSASS
Memory

Query Registry 1 Remote
Desktop
Protocol

Data from
Removable
Media

Exfiltration Over
Bluetooth

Junk Data

Domain
Accounts

Service
Execution 2

Logon Script
(Windows)

Process
Injection 1 2

Access Token
Manipulation 1

Security
Account
Manager

Security Software
Discovery 4 1

SMB/Windows
Admin Shares

Data from
Network
Shared
Drive

Automated Exfiltration Steganography

Local
Accounts

Native API 1 Logon Script
(Mac)

Logon Script
(Mac)

Process
Injection 1 2

NTDS Virtualization/Sandbox
Evasion 1

Distributed
Component
Object Model

Input
Capture

Scheduled Transfer Protocol
Impersonation

Cloud
Accounts

Cron Network
Logon Script

Network Logon
Script

Deobfuscate/Decode
Files or Information 1

LSA
Secrets

Process Discovery 1 SSH Keylogging Data Transfer Size
Limits

Fallback
Channels
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Replication
Through
Removable
Media

Launchd Rc.common Rc.common Obfuscated Files or
Information 2

Cached
Domain
Credentials

Application Window
Discovery 1

VNC GUI Input
Capture

Exfiltration Over C2
Channel

Multiband
Communication

External
Remote
Services

Scheduled Task Startup Items Startup Items Compile After
Delivery

DCSync Account Discovery 1 Windows
Remote
Management

Web Portal
Capture

Exfiltration Over
Alternative Protocol

Commonly
Used Port

Drive-by
Compromise

Command and
Scripting
Interpreter

Scheduled
Task/Job

Scheduled
Task/Job

Indicator Removal
from Tools

Proc
Filesystem

System Owner/User
Discovery 1

Shared
Webroot

Credential
API
Hooking

Exfiltration Over
Symmetric Encrypted
Non-C2 Protocol

Application
Layer Protocol

Exploit Public-
Facing
Application

PowerShell At (Linux) At (Linux) Masquerading /etc/passwd
and
/etc/shadow

Remote System
Discovery 1

Software
Deployment
Tools

Data
Staged

Exfiltration Over
Asymmetric Encrypted
Non-C2 Protocol

Web Protocols

Supply Chain
Compromise

AppleScript At (Windows) At (Windows) Invalid Code
Signature

Network
Sniffing

File and Directory
Discovery 1

Taint Shared
Content

Local Data
Staging

Exfiltration Over
Unencrypted/Obfuscated
Non-C2 Protocol

File Transfer
Protocols

Compromise
Software
Dependencies
and
Development
Tools

Windows
Command Shell

Cron Cron Right-to-Left Override Input
Capture

System Information
Discovery 2 5

Replication
Through
Removable
Media

Remote
Data
Staging

Exfiltration Over
Physical Medium

Mail Protocols

Initial Access Execution Persistence
Privilege
Escalation Defense Evasion

Credential
Access Discovery

Lateral
Movement Collection Exfiltration

Command
and Control

Behavior Graph

ID: 413056

Sample: SophosSetup (9).exe

Startdate: 13/05/2021

Architecture: WINDOWS

Score: 10

SophosSetup (9).exe

3

        started       

C:\Users\user\AppData\Local\...\Setup.exe, PE32

dropped

Setup.exe

32

        started       

8.8.8.8

GOOGLEUS

United States

52.33.249.100

AMAZON-02US

United States

184.30.25.172

AKAMAI-ASUS

United States

C:\Program Files (x86)\...\su-setup64.exe, PE32+

dropped

C:\Program Files (x86)\...\su-setup32.exe, PE32

dropped

C:\...\SophosSetup_Stage2.exe, PE32

dropped

2 other files (none is malicious)

dropped

SophosSetup_Stage2.exe

4 529

        started       

54.70.128.94

AMAZON-02US

United States

2.20.142.209

AKAMAI-ASN1EU

European Union

192.168.2.1

unknown

unknown

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Behavior Graph

Screenshots
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Source Detection Scanner Label Link

SophosSetup (9).exe 3% Virustotal Browse

Source Detection Scanner Label Link

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\SDDS3.dll 0% ReversingLabs

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\SUL.dll 0% ReversingLabs

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\SophosSetup_Stage2.exe 0% ReversingLabs

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Copyright Joe Security LLC 2021 Page 7 of 145
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C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\su-setup32.exe 0% ReversingLabs

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\su-setup64.exe 0% ReversingLabs

C:\Users\user\AppData\Local\Temp\sfl-0719c400\Setup.exe 0% Metadefender Browse

C:\Users\user\AppData\Local\Temp\sfl-0719c400\Setup.exe 0% ReversingLabs

Source Detection Scanner Label Link

No Antivirus matches

No Antivirus matches

Source Detection Scanner Label Link

d1.sophosupd.com/updateey 0% Avira URL Cloud safe

d3.soph 0% Avira URL Cloud safe

https://d1.sophosupd.com:443/update/bulk/dat/af0fcb7a770e7073c11452e908f303f3x000.xml.zipa770e7
073c1

0% Avira URL Cloud safe

d3.sophosupd.com/updateY( 0% Avira URL Cloud safe

d1.sophosupd.com/update/bulk/dat/9ff2b08239795e6bf5e302d6584b2060x000.xml.zip 0% Avira URL Cloud safe

d3.sophosupd.com/updatez( 0% Avira URL Cloud safe

https://d1.sophosupd.com/update/catalogue/sdds.APPFEED_d1.xmld 0% Avira URL Cloud safe

d1.sophosupd.com/update/bulk/dat/760ef3e9d6ea1676c85157afb1a1a28ex000.xml.zipg593ec075cddab2
3

0% Avira URL Cloud safe

https://d2.sophosupd.com/update/bulk/sdds.hips.xml.ziplr 0% Avira URL Cloud safe

d3.sophosupd.net/update% 0% Avira URL Cloud safe

d3.sophosupd.net/update& 0% Avira URL Cloud safe

d3.sophosupd.net/update4 0% Avira URL Cloud safe

d3.sophosupd.net/update- 0% Avira URL Cloud safe

d3.sophosupd.net/update9 0% Avira URL Cloud safe

d3.sophosupd.net/update6 0% Avira URL Cloud safe

d3.sophosupd.net/update7 0% Avira URL Cloud safe

https://d1.sophosupd.com/update/bulk/dat/7679ec3e648c5d4e6a3af50033e03e78x000.xml.zip 0% Avira URL Cloud safe

d3.sophosupd.net/updateC 0% Avira URL Cloud safe

d3.sophosupd.net/update= 0% Avira URL Cloud safe

https://d1.sophosupd.com/update/bulk/dat/e5a486c97647bb814dfc5555e1d4f4bcx000.xml.zip3 0% Avira URL Cloud safe

d1.sophosupd.com/update/bulk/dat/760ef3e9d6ea1676c85157afb1a1a28ex000.xml.zip 0% Avira URL Cloud safe

d3.sophosupd.net/update? 0% Avira URL Cloud safe

d3.sophosupd.net/updateJ 0% Avira URL Cloud safe

crl.rootg2.amazontrust.com/rootg2.crl0 0% URL Reputation safe

crl.rootg2.amazontrust.com/rootg2.crl0 0% URL Reputation safe

crl.rootg2.amazontrust.com/rootg2.crl0 0% URL Reputation safe

d3.sophosupd.net/updateL 0% Avira URL Cloud safe

d3.sophosupd.net/updateE 0% Avira URL Cloud safe

d3.sophosupd.com/update7) 0% Avira URL Cloud safe

d3.sophosupd.net/updateS 0% Avira URL Cloud safe

d3.sophosupd.net/updateN 0% Avira URL Cloud safe

d3.sophosupd.net/updateY 0% Avira URL Cloud safe

d3.sophosupd.net/updateW 0% Avira URL Cloud safe

d3.sophosupd.net/updatea 0% Avira URL Cloud safe

d3.sophosupd.net/updateb 0% Avira URL Cloud safe

d3.sophosupd.net/updated 0% Avira URL Cloud safe

d1.sophosupd.net/update:d 0% Avira URL Cloud safe

d3.sophosupd.net/update_ 0% Avira URL Cloud safe

d3.sophosupd.net/updatek 0% Avira URL Cloud safe

d3.sophosupd.com/updatetl 0% Avira URL Cloud safe

https://d1.sophosupd.com/update/bulk/dat/cba3292f23292028503ce6605e1b36e2x000.xml.zipca 0% Avira URL Cloud safe

d3.sophosupd.net/updatef 0% Avira URL Cloud safe

d3.sophosupd.com/update4/ 0% Avira URL Cloud safe

d3.sophosupd.net/updateg 0% Avira URL Cloud safe

d3.sophosupd.net/updater 0% Avira URL Cloud safe

Unpacked PE Files

Domains

URLs

Copyright Joe Security LLC 2021 Page 8 of 145
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d3.sophosupd.com/updatev& 0% Avira URL Cloud safe

d3.sophosupd.net/updatet 0% Avira URL Cloud safe

d3.sophosupd.net/updatep 0% Avira URL Cloud safe

d3.sophosupd.net/updateu 0% Avira URL Cloud safe

d3.sophosupd.net/updatev 0% Avira URL Cloud safe

https://dci.sophosupd.com/update/4/38/4388aee5be81b68bbe0567d1a9bab7a6.dat 0% Avira URL Cloud safe

https://d3.sophosupd.com/update/bulk/sdds.esh_rules.xml.zip 0% Avira URL Cloud safe

https://d2.sophosupd.com/update/bulk/sdds.data0910.xml.zip 0% Avira URL Cloud safe

d1.sophosupd.com/update/bulk/dat/9ff2b08239795e6bf5e302d6584b2060x000.xml.ziptF& 0% Avira URL Cloud safe

https://d1.sophosupd.com/update/bulk/dat/4c3736b66924280d3820b4f19b5333ecx000.xml.zipEu 0% Avira URL Cloud safe

dci.sophosupd.net/update& 0% Avira URL Cloud safe

https://d1.sophosupd.com/update/bulk/dat/b0dfcd18663c307b5a964cdd8904d10fx000.xml.zipkt 0% Avira URL Cloud safe

https://d1.sophosupd.com/update/bulk/dat/9ff2b08239795e6bf5e302d6584b2060x000.xml.zip 0% Avira URL Cloud safe

d3.sophosupd.net/updateGg 0% Avira URL Cloud safe

d1.sophosupd.com/update?C 0% Avira URL Cloud safe

d1.so 0% Avira URL Cloud safe

d3.sophosupd.com/update708 0% Avira URL Cloud safe

d3.sophosupd.com/updateR2 0% Avira URL Cloud safe

d3.sophosupd.com/update/u 0% Avira URL Cloud safe

https://d1.sophosupd.com/update/bulk/dat/af0fcb7a770e7073c11452e908f303f3x000.xml.zip 0% Avira URL Cloud safe

d3.sophosupd.net/updateK6L 0% Avira URL Cloud safe

d3.sophosupd.net/update)& 0% Avira URL Cloud safe

d3.sophosupd.net/updateJ% 0% Avira URL Cloud safe

d3.sophosupd.net/update)7 0% Avira URL Cloud safe

d3.sophosupd.com/update1 0% Avira URL Cloud safe

d1.sophosupd.com/updateO 0% Avira URL Cloud safe

d2.d 0% Avira URL Cloud safe

d1.sophosupd.com/updateR 0% Avira URL Cloud safe

d3.sophosupd.com/update3 0% Avira URL Cloud safe

d3.sophosupd.com/update4 0% Avira URL Cloud safe

d1.sophosupd.com/updateL 0% Avira URL Cloud safe

d1.sophosupd.com/updateK 0% Avira URL Cloud safe

d1.sophosupd.com/updateN 0% Avira URL Cloud safe

d3.sophosupd.com/update7 0% Avira URL Cloud safe

d1.sophosupd.com/updateG 0% Avira URL Cloud safe

d3.sophosupd.com/update: 0% Avira URL Cloud safe

d3.sophosupd.com/update; 0% Avira URL Cloud safe

d3.sophosupd.com/update= 0% Avira URL Cloud safe

d3.sophosupd.com/update? 0% Avira URL Cloud safe

d1.sophosupd.com/update_ 0% Avira URL Cloud safe

d3.sophosupd.com/update# 0% Avira URL Cloud safe

d1.sophosupd.com/updatea 0% Avira URL Cloud safe

Source Detection Scanner Label Link

No contacted domains info

Name Source Malicious Antivirus Detection Reputation

d1.sophosupd.com/updateey SophosSetup_Stage2.exe, 000000
03.00000003.373398292.00000000
082D8000.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

d3.soph SophosSetup_Stage2.exe, 000000
03.00000002.519821611.00000000
082D0000.00000004.00000001.sdmp, 
SophosSetup_Stage2.exe, 000
00003.00000003.368524342.00000
00008302000.00000004.00000001.
sdmp

false Avira URL Cloud: safe unknown

Domains and IPs

Contacted Domains

URLs from Memory and Binaries

Copyright Joe Security LLC 2021 Page 9 of 145



https://d1.sophosupd.com:443/update/bulk/dat/af0fcb7a770e7
073c11452e908f303f3x000.xml.zipa770e7073c1

SophosSetup_Stage2.exe, 000000
03.00000003.451767517.00000000
08DC3000.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

d3.sophosupd.com/updateY( SophosSetup_Stage2.exe, 000000
03.00000003.375113353.00000000
05957000.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

d1.sophosupd.com/update/bulk/dat/9ff2b08239795e6bf5e302d
6584b2060x000.xml.zip

SophosSetup_Stage2.exe, 000000
03.00000002.523062288.00000000
08C51000.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

d3.sophosupd.com/updatez( SophosSetup_Stage2.exe, 000000
03.00000002.519666059.00000000
080F2000.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

https://d1.sophosupd.com/update/catalogue/sdds.APPFEED_
d1.xmld

SophosSetup_Stage2.exe, 000000
03.00000002.519666059.00000000
080F2000.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

d1.sophosupd.com/update/bulk/dat/760ef3e9d6ea1676c85157
afb1a1a28ex000.xml.zipg593ec075cddab23

SophosSetup_Stage2.exe, 000000
03.00000002.523131239.00000000
08CE0000.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

https://d2.sophosupd.com/update/bulk/sdds.hips.xml.ziplr
SophosSetup_Stage2.exe, 000000
03.00000002.520475839.00000000
08533000.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

d3.sophosupd.net/update% SophosSetup_Stage2.exe, 000000
03.00000002.519821611.00000000
082D0000.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

d3.sophosupd.net/update& SophosSetup_Stage2.exe, 000000
03.00000003.368524342.00000000
08302000.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

d3.sophosupd.net/update4 SophosSetup_Stage2.exe, 000000
03.00000003.374888562.00000000
05981000.00000004.00000001.sdmp, 
SophosSetup_Stage2.exe, 000
00003.00000002.519666059.00000
000080F2000.00000004.00000001.
sdmp

false Avira URL Cloud: safe unknown

d3.sophosupd.net/update- SophosSetup_Stage2.exe, 000000
03.00000002.519666059.00000000
080F2000.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

https://www.sophos.com/es-es/legal.aspx SophosSetup (9).exe false high

d3.sophosupd.net/update9 SophosSetup_Stage2.exe, 000000
03.00000003.368031998.00000000
0838F000.00000004.00000001.sdmp, 
SophosSetup_Stage2.exe, 000
00003.00000002.519666059.00000
000080F2000.00000004.00000001.
sdmp

false Avira URL Cloud: safe unknown

d3.sophosupd.net/update6 SophosSetup_Stage2.exe, 000000
03.00000003.375113353.00000000
05957000.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

d3.sophosupd.net/update7 SophosSetup_Stage2.exe, 000000
03.00000003.368524342.00000000
08302000.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

https://d1.sophosupd.com/update/bulk/dat/7679ec3e648c5d4e
6a3af50033e03e78x000.xml.zip

SophosSetup_Stage2.exe, 000000
03.00000002.521992072.00000000
08659000.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

d3.sophosupd.net/updateC SophosSetup_Stage2.exe, 000000
03.00000003.368031998.00000000
0838F000.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

d3.sophosupd.net/update= SophosSetup_Stage2.exe, 000000
03.00000003.368031998.00000000
0838F000.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

https://d1.sophosupd.com/update/bulk/dat/e5a486c97647bb81
4dfc5555e1d4f4bcx000.xml.zip3

SophosSetup_Stage2.exe, 000000
03.00000002.521992072.00000000
08659000.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

d1.sophosupd.com/update/bulk/dat/760ef3e9d6ea1676c85157
afb1a1a28ex000.xml.zip

SophosSetup_Stage2.exe, 000000
03.00000002.523131239.00000000
08CE0000.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

d3.sophosupd.net/update? SophosSetup_Stage2.exe, 000000
03.00000002.519666059.00000000
080F2000.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

https://downloads.sophos.com/full/central/windows/business/in
staller/stage2-1.11.276.0-2ab0cad479824

Setup.exe, 00000001.00000003.2
42570639.0000000002E9E000.0000
0004.00000001.sdmp

false high

d3.sophosupd.net/updateJ SophosSetup_Stage2.exe, 000000
03.00000002.519666059.00000000
080F2000.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

crl.rootg2.amazontrust.com/rootg2.crl0 Setup.exe, 00000001.00000003.2
42570639.0000000002E9E000.0000
0004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

Name Source Malicious Antivirus Detection Reputation
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d3.sophosupd.net/updateL SophosSetup_Stage2.exe, 000000
03.00000003.370929203.00000000
058FC000.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

d3.sophosupd.net/updateE SophosSetup_Stage2.exe, 000000
03.00000003.374888562.00000000
05981000.00000004.00000001.sdmp, 
SophosSetup_Stage2.exe, 000
00003.00000002.519666059.00000
000080F2000.00000004.00000001.
sdmp

false Avira URL Cloud: safe unknown

d3.sophosupd.com/update7) SophosSetup_Stage2.exe, 000000
03.00000002.519666059.00000000
080F2000.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

d3.sophosupd.net/updateS SophosSetup_Stage2.exe, 000000
03.00000003.368031998.00000000
0838F000.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

d3.sophosupd.net/updateN SophosSetup_Stage2.exe, 000000
03.00000002.519821611.00000000
082D0000.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

d3.sophosupd.net/updateY SophosSetup_Stage2.exe, 000000
03.00000003.375113353.00000000
05957000.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

d3.sophosupd.net/updateW SophosSetup_Stage2.exe, 000000
03.00000002.519666059.00000000
080F2000.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

d3.sophosupd.net/updatea SophosSetup_Stage2.exe, 000000
03.00000002.519997772.00000000
08396000.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

d3.sophosupd.net/updateb SophosSetup_Stage2.exe, 000000
03.00000003.368524342.00000000
08302000.00000004.00000001.sdmp, 
SophosSetup_Stage2.exe, 000
00003.00000002.519666059.00000
000080F2000.00000004.00000001.
sdmp, SophosSetup_Stage2.exe, 
00000003.00000002.519997772.00
00000008396000.00000004.000000
01.sdmp

false Avira URL Cloud: safe unknown

d3.sophosupd.net/updatec SophosSetup_Stage2.exe, 000000
03.00000003.375113353.00000000
05957000.00000004.00000001.sdmp

false unknown

d3.sophosupd.net/updated SophosSetup_Stage2.exe, 000000
03.00000003.368031998.00000000
0838F000.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

d1.sophosupd.net/update:d SophosSetup_Stage2.exe, 000000
03.00000003.368524342.00000000
08302000.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

d3.sophosupd.net/update_ SophosSetup_Stage2.exe, 000000
03.00000002.520475839.00000000
08533000.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

www.sophos.com/xml/mcs/computerstatuQzj SophosSetup_Stage2.exe, 000000
03.00000003.275503868.00000000
0815C000.00000004.00000001.sdmp

false high

d3.sophosupd.net/updatej SophosSetup_Stage2.exe, 000000
03.00000003.368031998.00000000
0838F000.00000004.00000001.sdmp

false unknown

d3.sophosupd.net/updatek SophosSetup_Stage2.exe, 000000
03.00000003.375113353.00000000
05957000.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

d3.sophosupd.com/updatetl SophosSetup_Stage2.exe, 000000
03.00000002.519821611.00000000
082D0000.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

d3.sophosupd.net/updatel SophosSetup_Stage2.exe, 000000
03.00000003.374888562.00000000
05981000.00000004.00000001.sdmp

false unknown

d3.sophosupd.net/updatee SophosSetup_Stage2.exe, 000000
03.00000002.508907859.00000000
0586D000.00000004.00000001.sdmp

false unknown

https://d1.sophosupd.com/update/bulk/dat/cba3292f23292028
503ce6605e1b36e2x000.xml.zipca

SophosSetup_Stage2.exe, 000000
03.00000002.521992072.00000000
08659000.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

d3.sophosupd.net/updatef SophosSetup_Stage2.exe, 000000
03.00000002.519821611.00000000
082D0000.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

d3.sophosupd.com/update4/ SophosSetup_Stage2.exe, 000000
03.00000002.519666059.00000000
080F2000.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

d3.sophosupd.net/updateg SophosSetup_Stage2.exe, 000000
03.00000002.508907859.00000000
0586D000.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

Name Source Malicious Antivirus Detection Reputation

Copyright Joe Security LLC 2021 Page 11 of 145



d3.sophosupd.net/updater SophosSetup_Stage2.exe, 000000
03.00000002.519666059.00000000
080F2000.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

d3.sophosupd.net/updates SophosSetup_Stage2.exe, 000000
03.00000002.519666059.00000000
080F2000.00000004.00000001.sdmp

false unknown

d3.sophosupd.com/updatev& SophosSetup_Stage2.exe, 000000
03.00000002.519666059.00000000
080F2000.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

d3.sophosupd.net/updatet SophosSetup_Stage2.exe, 000000
03.00000003.368031998.00000000
0838F000.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

d3.sophosupd.net/updatep SophosSetup_Stage2.exe, 000000
03.00000003.370929203.00000000
058FC000.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

d3.sophosupd.net/updatey SophosSetup_Stage2.exe, 000000
03.00000002.508907859.00000000
0586D000.00000004.00000001.sdmp

false unknown

d3.sophosupd.net/updateu SophosSetup_Stage2.exe, 000000
03.00000002.519666059.00000000
080F2000.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

d3.sophosupd.net/updatev SophosSetup_Stage2.exe, 000000
03.00000002.519666059.00000000
080F2000.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

https://dci.sophosupd.com/update/4/38/4388aee5be81b68bbe
0567d1a9bab7a6.dat

SophosSetup_Stage2.exe, 000000
03.00000003.373535524.00000000
080F2000.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

d3.sophosupd.net/updatew SophosSetup_Stage2.exe, 000000
03.00000003.368524342.00000000
08302000.00000004.00000001.sdmp

false unknown

https://d3.sophosupd.com/update/bulk/sdds.esh_rules.xml.zip
SophosSetup_Stage2.exe, 000000
03.00000002.519666059.00000000
080F2000.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

https://d2.sophosupd.com/update/bulk/sdds.data0910.xml.zip
SophosSetup_Stage2.exe, 000000
03.00000002.519666059.00000000
080F2000.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

d1.sophosupd.com/update/bulk/dat/9ff2b08239795e6bf5e302d
6584b2060x000.xml.ziptF&

SophosSetup_Stage2.exe, 000000
03.00000002.523242822.00000000
08DAC000.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

https://d1.sophosupd.com/update/bulk/dat/4c3736b66924280d
3820b4f19b5333ecx000.xml.zipEu

SophosSetup_Stage2.exe, 000000
03.00000002.521992072.00000000
08659000.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

dci.sophosupd.net/update& SophosSetup_Stage2.exe, 000000
03.00000002.519666059.00000000
080F2000.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

https://d1.sophosupd.com/update/bulk/dat/b0dfcd18663c307b
5a964cdd8904d10fx000.xml.zipkt

SophosSetup_Stage2.exe, 000000
03.00000002.521992072.00000000
08659000.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

https://d1.sophosupd.com/update/bulk/dat/9ff2b08239795e6bf
5e302d6584b2060x000.xml.zip

SophosSetup_Stage2.exe, 000000
03.00000002.519636787.00000000
080DE000.00000004.00000001.sdmp, 
SophosSetup_Stage2.exe, 000
00003.00000002.521992072.00000
00008659000.00000004.00000001.
sdmp

false Avira URL Cloud: safe unknown

https://www.sophos.com/zh-tw/products/managed-
threat-response.aspx

SophosSetup_Stage2.exe, 000000
03.00000003.489759979.00000000
08DCA000.00000004.00000001.sdmp

false high

d3.sophosupd.net/updateGg SophosSetup_Stage2.exe, 000000
03.00000003.368524342.00000000
08302000.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

https://support.sophos.com/support/s/article/KB-
000036834

SophosSetup_Stage2.exe, 000000
03.00000000.251955937.00000000
00326000.00000002.00020000.sdmp

false high

d1.sophosupd.com/update?C SophosSetup_Stage2.exe, 000000
03.00000003.375113353.00000000
05957000.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

d1.so SophosSetup_Stage2.exe, 000000
03.00000002.523131239.00000000
08CE0000.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

d3.sophosupd.com/update708 SophosSetup_Stage2.exe, 000000
03.00000002.519997772.00000000
08396000.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

d3.sophosupd.com/updateR2 SophosSetup_Stage2.exe, 000000
03.00000002.519666059.00000000
080F2000.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

d3.sophosupd.com/update/u SophosSetup_Stage2.exe, 000000
03.00000003.375113353.00000000
05957000.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

Name Source Malicious Antivirus Detection Reputation
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https://d1.sophosupd.com/update/bulk/dat/af0fcb7a770e7073c
11452e908f303f3x000.xml.zip

SophosSetup_Stage2.exe, 000000
03.00000002.523242822.00000000
08DAC000.00000004.00000001.sdmp, 
SophosSetup_Stage2.exe, 000
00003.00000002.521992072.00000
00008659000.00000004.00000001.
sdmp

false Avira URL Cloud: safe unknown

d3.sophosupd.net/updateK6L SophosSetup_Stage2.exe, 000000
03.00000002.519997772.00000000
08396000.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

https://www.sophos.com/zh-tw/legal.aspx SophosSetup_Stage2.exe, 000000
03.00000003.489759979.00000000
08DCA000.00000004.00000001.sdmp

false high

d3.sophosupd.net/update)& SophosSetup_Stage2.exe, 000000
03.00000002.519666059.00000000
080F2000.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

d3.sophosupd.net/updateJ% SophosSetup_Stage2.exe, 000000
03.00000002.519666059.00000000
080F2000.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

d3.sophosupd.net/update)7 SophosSetup_Stage2.exe, 000000
03.00000002.519997772.00000000
08396000.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

d3.sophosupd.com/update1 SophosSetup_Stage2.exe, 000000
03.00000003.368524342.00000000
08302000.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

d1.sophosupd.com/updateO SophosSetup_Stage2.exe, 000000
03.00000003.373398292.00000000
082D8000.00000004.00000001.sdmp, 
SophosSetup_Stage2.exe, 000
00003.00000003.375113353.00000
00005957000.00000004.00000001.
sdmp

false Avira URL Cloud: safe unknown

d2.d SophosSetup_Stage2.exe, 000000
03.00000002.519997772.00000000
08396000.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

d1.sophosupd.com/updateR SophosSetup_Stage2.exe, 000000
03.00000003.375113353.00000000
05957000.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

d3.sophosupd.com/update3 SophosSetup_Stage2.exe, 000000
03.00000003.368031998.00000000
0838F000.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

d3.sophosupd.com/update4 SophosSetup_Stage2.exe, 000000
03.00000003.368031998.00000000
0838F000.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

d1.sophosupd.com/updateL SophosSetup_Stage2.exe, 000000
03.00000003.374888562.00000000
05981000.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

d1.sophosupd.com/updateK SophosSetup_Stage2.exe, 000000
03.00000003.368524342.00000000
08302000.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

d1.sophosupd.com/updateN SophosSetup_Stage2.exe, 000000
03.00000002.519997772.00000000
08396000.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

d3.sophosupd.com/update7 SophosSetup_Stage2.exe, 000000
03.00000003.368031998.00000000
0838F000.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

https://www.sophos.com/scfe-zh-tw SophosSetup_Stage2.exe, 000000
03.00000003.489759979.00000000
08DCA000.00000004.00000001.sdmp

false high

d1.sophosupd.com/updateG SophosSetup_Stage2.exe, 000000
03.00000002.519997772.00000000
08396000.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

d3.sophosupd.com/update: SophosSetup_Stage2.exe, 000000
03.00000003.368524342.00000000
08302000.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

d3.sophosupd.com/update; SophosSetup_Stage2.exe, 000000
03.00000003.374888562.00000000
05981000.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

d3.sophosupd.com/update= SophosSetup_Stage2.exe, 000000
03.00000002.519997772.00000000
08396000.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

d3.sophosupd.com/update? SophosSetup_Stage2.exe, 000000
03.00000003.368524342.00000000
08302000.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

https://www.sophos.com/it-it/legal.aspx SophosSetup (9).exe false high

d1.sophosupd.com/update_ SophosSetup_Stage2.exe, 000000
03.00000003.368031998.00000000
0838F000.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

Name Source Malicious Antivirus Detection Reputation
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General Information

Joe Sandbox Version: 32.0.0 Black Diamond

Analysis ID: 413056

Start date: 13.05.2021

Start time: 07:12:10

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 11m 2s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: SophosSetup (9).exe

d3.sophosupd.com/update# SophosSetup_Stage2.exe, 000000
03.00000003.368031998.00000000
0838F000.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

d1.sophosupd.com/updatea SophosSetup_Stage2.exe, 000000
03.00000002.508907859.00000000
0586D000.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

Name Source Malicious Antivirus Detection Reputation

No. of IPs < 25%

25% < No. of IPs < 50%

50% < No. of IPs < 75%

75% < No. of IPs

IP Domain Country Flag ASN ASN Name Malicious

8.8.8.8 unknown United States 15169 GOOGLEUS false

184.30.25.172 unknown United States 16625 AKAMAI-ASUS false

54.70.128.94 unknown United States 16509 AMAZON-02US false

2.20.142.209 unknown European Union 20940 AKAMAI-ASN1EU false

52.33.249.100 unknown United States 16509 AMAZON-02US false

IP

192.168.2.1

Contacted IPs

Public

Private
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Cookbook file name: default.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 
Update 211

Number of analysed new started processes analysed: 16

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: CLEAN

Classification: clean10.winEXE@5/1049@0/6

EGA Information: Successful, ratio: 100%

HDC Information: Successful, ratio: 100% (good quality ratio 100%)
Quality average: 60.4%
Quality standard deviation: 24.8%

HCA Information: Successful, ratio: 99%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Adjust boot time
Enable AMSI
Found application associated with file extension: 
.exe

Warnings:
Report size exceeded maximum capacity and may 
have missing behavior information.
Created / dropped Files have been reduced to 100
Report size exceeded maximum capacity and may 
have missing disassembly code.
Report size getting too big, too many 
NtAllocateVirtualMemory calls found.
Report size getting too big, too many NtCreateFile 
calls found.
Report size getting too big, too many 
NtDeviceIoControlFile calls found.
Report size getting too big, too many NtOpenFile 
calls found.
Report size getting too big, too many 
NtOpenKeyEx calls found.
Report size getting too big, too many 
NtProtectVirtualMemory calls found.
Report size getting too big, too many 
NtQueryValueKey calls found.
Report size getting too big, too many 
NtQueryVolumeInformationFile calls found.
Report size getting too big, too many 
NtSetInformationFile calls found.
Report size getting too big, too many NtWriteFile 
calls found.

Time Type Description

07:13:05 API Interceptor 3x Sleep call for process: Setup.exe modified

07:13:15 API Interceptor 8x Sleep call for process: SophosSetup_Stage2.exe modified

Show All

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs
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Match Associated Sample Name / URL SHA 256 Detection Link Context

2.20.142.209 R31iR6jQNF.exe Get hash malicious Browse

aRcixe5jHg.exe Get hash malicious Browse

notpetya.dll Get hash malicious Browse

cMOtS8JQVW.exe Get hash malicious Browse

zrmbk.exe Get hash malicious Browse

https://quip.com/bsalAnQMfvNm Get hash malicious Browse

No context

Match Associated Sample Name / URL SHA 256 Detection Link Context

AMAZON-02US ACH WIRE PAYMENT ADVICE.xlsx Get hash malicious Browse 13.224.193.116

ACH WIRE PAYMENT ADVICE.xlsx Get hash malicious Browse 3.130.4.114

#Ud83d#Udce0Lori's Fax VM-002.html Get hash malicious Browse 13.224.193.12

1cec9342_by_Libranalysis.exe Get hash malicious Browse 44.227.76.166

595e3339_by_Libranalysis.dll Get hash malicious Browse 13.225.75.73

GmCEpa2M7R.dll Get hash malicious Browse 13.225.75.73

New-Order 04758485.exe Get hash malicious Browse 3.16.197.4

350969bc_by_Libranalysis.exe Get hash malicious Browse 52.58.78.16

7bYDInO.rtf Get hash malicious Browse 52.210.171.182

nT5pUwoJSS.dll Get hash malicious Browse 54.247.61.18

1c60a1e9_by_Libranalysis.rtf Get hash malicious Browse 44.230.85.241

Order 122001-220 guanzo.exe Get hash malicious Browse 18.219.49.238

main_setup_x86x64.exe Get hash malicious Browse 104.192.141.1

A6FAm1ae1j.exe Get hash malicious Browse 3.138.180.119

New_Order.exe Get hash malicious Browse 75.2.115.196

NAVTECO_R1_10_05_2021,pdf.exe Get hash malicious Browse 13.58.50.133

YDHhjjAEFbel88t.exe Get hash malicious Browse 99.83.175.80

yU7RItYEQ9kCkZE.exe Get hash malicious Browse 99.83.175.80

Shipment Document BL,INV and packing List.exe Get hash malicious Browse 52.58.78.16

4xPBZai06p.dll Get hash malicious Browse 13.225.75.73

AKAMAI-ASN1EU cEEyit1Wio Get hash malicious Browse 2.22.90.177

y1lqcIIU0m Get hash malicious Browse 2.22.90.177

Tyhi4mKxcd.dmg Get hash malicious Browse 2.22.90.177

AmsyBzcCZ6 Get hash malicious Browse 2.22.90.177

dkQpWry5rK Get hash malicious Browse 2.22.90.177

wx0LPFcK8D Get hash malicious Browse 2.22.90.177

39PJqn107H.dmg Get hash malicious Browse 2.22.90.177

Lv224prX1h Get hash malicious Browse 2.22.90.177

2x93jpW0Ac.dmg Get hash malicious Browse 2.22.90.177

4wHhXGk3b9.dmg Get hash malicious Browse 2.22.90.177

lDDVBbjsng.jar Get hash malicious Browse 2.22.90.177

NcLDA3J4Kp.apk Get hash malicious Browse 95.101.20.225

ChlosLt8rC Get hash malicious Browse 2.22.90.177

4Nisc4kivc Get hash malicious Browse 2.22.90.177

Kx1A2vl0kc Get hash malicious Browse 2.22.90.177

DSOneApp(1).exe Get hash malicious Browse 2.20.142.228

com-jd-jdsports-170.apk Get hash malicious Browse 95.101.22.147

com-jd-jdsports-170.apk Get hash malicious Browse 95.101.22.147

ATT55873.html Get hash malicious Browse 2.20.143.139

R31iR6jQNF.exe Get hash malicious Browse 2.20.142.209

AKAMAI-ASUS xXz7IfcK2b Get hash malicious Browse 23.53.169.115

4474dd4c_by_Libranalysis.dll Get hash malicious Browse 92.122.146.68

f241f1c4_by_Libranalysis.dll Get hash malicious Browse 23.57.80.37

NcLDA3J4Kp.apk Get hash malicious Browse 92.122.246.223

d131ce17_by_Libranalysis.exe Get hash malicious Browse 84.53.167.113

e5480369_by_Libranalysis.dll Get hash malicious Browse 23.57.80.37

RadiAnt-5.0.1-Setup.exe Get hash malicious Browse 2.17.179.193

042021.htm Get hash malicious Browse 104.111.242.51

90ab94dc-a18c-11eb-97cf-00d8619c9775.quar.00000000
_MBAM-NEW.exe

Get hash malicious Browse 184.30.20.56

Domains

ASN
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https://view.joesandbox.com/analysis/297343/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/297343/html/none?idtype=webid
https://view.joesandbox.com/analysis/296168/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/296168/html/none?idtype=webid
https://view.joesandbox.com/analysis/293166/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/293166/html/none?idtype=webid
https://view.joesandbox.com/analysis/285668/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/285668/html/none?idtype=webid
https://view.joesandbox.com/analysis/261640/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/261640/html/none?idtype=webid
https://view.joesandbox.com/analysis/247231/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247231/html/none?idtype=webid
https://view.joesandbox.com/analysis/321391/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/321391/html/none?idtype=webid
https://view.joesandbox.com/analysis/321390/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/321390/html/none?idtype=webid
https://view.joesandbox.com/analysis/321153/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/321153/html/none?idtype=webid
https://view.joesandbox.com/analysis/321110/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/321110/html/none?idtype=webid
https://view.joesandbox.com/analysis/321045/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/321045/html/none?idtype=webid
https://view.joesandbox.com/analysis/320967/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320967/html/none?idtype=webid
https://view.joesandbox.com/analysis/320873/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320873/html/none?idtype=webid
https://view.joesandbox.com/analysis/320866/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320866/html/none?idtype=webid
https://view.joesandbox.com/analysis/320844/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320844/html/none?idtype=webid
https://view.joesandbox.com/analysis/320736/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320736/html/none?idtype=webid
https://view.joesandbox.com/analysis/320631/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320631/html/none?idtype=webid
https://view.joesandbox.com/analysis/320584/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320584/html/none?idtype=webid
https://view.joesandbox.com/analysis/320576/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320576/html/none?idtype=webid
https://view.joesandbox.com/analysis/320482/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320482/html/none?idtype=webid
https://view.joesandbox.com/analysis/320309/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320309/html/none?idtype=webid
https://view.joesandbox.com/analysis/320296/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320296/html/none?idtype=webid
https://view.joesandbox.com/analysis/320270/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320270/html/none?idtype=webid
https://view.joesandbox.com/analysis/320266/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320266/html/none?idtype=webid
https://view.joesandbox.com/analysis/320223/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320223/html/none?idtype=webid
https://view.joesandbox.com/analysis/320024/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320024/html/none?idtype=webid
https://view.joesandbox.com/analysis/319797/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/319797/html/none?idtype=webid
https://view.joesandbox.com/analysis/319714/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/319714/html/none?idtype=webid
https://view.joesandbox.com/analysis/318486/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/318486/html/none?idtype=webid
https://view.joesandbox.com/analysis/318464/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/318464/html/none?idtype=webid
https://view.joesandbox.com/analysis/318445/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/318445/html/none?idtype=webid
https://view.joesandbox.com/analysis/318435/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/318435/html/none?idtype=webid
https://view.joesandbox.com/analysis/318421/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/318421/html/none?idtype=webid
https://view.joesandbox.com/analysis/317730/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/317730/html/none?idtype=webid
https://view.joesandbox.com/analysis/317560/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/317560/html/none?idtype=webid
https://view.joesandbox.com/analysis/317548/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/317548/html/none?idtype=webid
https://view.joesandbox.com/analysis/313516/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/313516/html/none?idtype=webid
https://view.joesandbox.com/analysis/312650/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/312650/html/none?idtype=webid
https://view.joesandbox.com/analysis/308997/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/308997/html/none?idtype=webid
https://view.joesandbox.com/analysis/308981/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/308981/html/none?idtype=webid
https://view.joesandbox.com/analysis/308879/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/308879/html/none?idtype=webid
https://view.joesandbox.com/analysis/308480/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/308480/html/none?idtype=webid
https://view.joesandbox.com/analysis/305809/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/305809/html/none?idtype=webid
https://view.joesandbox.com/analysis/305804/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/305804/html/none?idtype=webid
https://view.joesandbox.com/analysis/301860/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/301860/html/none?idtype=webid
https://view.joesandbox.com/analysis/297343/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/297343/html/none?idtype=webid
https://view.joesandbox.com/analysis/318743/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/318743/html/none?idtype=webid
https://view.joesandbox.com/analysis/315023/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/315023/html/none?idtype=webid
https://view.joesandbox.com/analysis/312744/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/312744/html/none?idtype=webid
https://view.joesandbox.com/analysis/312650/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/312650/html/none?idtype=webid
https://view.joesandbox.com/analysis/312577/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/312577/html/none?idtype=webid
https://view.joesandbox.com/analysis/309407/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/309407/html/none?idtype=webid
https://view.joesandbox.com/analysis/304318/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/304318/html/none?idtype=webid
https://view.joesandbox.com/analysis/301093/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/301093/html/none?idtype=webid
https://view.joesandbox.com/analysis/300430/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/300430/html/none?idtype=webid


vihoq8.dll Get hash malicious Browse 92.122.146.68

IMG001.exe Get hash malicious Browse 104.86.148.28

pasteCounterArray.dll Get hash malicious Browse 23.57.80.37

1.dll Get hash malicious Browse 92.122.146.68

9R5WtLGEAy.dll Get hash malicious Browse 2.22.155.145

NXGtOsH8WS Get hash malicious Browse 2.20.214.243

#Ud83d#Udcde.htm Get hash malicious Browse 2.20.214.243

2730.sh Get hash malicious Browse 2.20.214.243

msals.pumpl.dll Get hash malicious Browse 2.22.155.145

606d810b8ff92.pdf.dll Get hash malicious Browse 2.22.155.145

DropDll.dll Get hash malicious Browse 23.57.80.37

Match Associated Sample Name / URL SHA 256 Detection Link Context

No context

No context

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\Management Certs\sophosca1.crl
Process: C:\Users\user\AppData\Local\Temp\sfl-0719c400\Setup.exe

File Type: data

Category: dropped

Size (bytes): 525

Entropy (8bit): 7.008639230315587

Encrypted: false

SSDEEP: 12:nhQoRxdkMLuW8cOzQ0N37FxrkshEqgmKAq+MPUYcC2/Kqa:hPKMLacO80pByfmKAq+MZEa

MD5: 48AD0FBB2E473628CA6FBE5F40C1B335

SHA1: 4FAAB71EAEA67497AF28A8C1FE59E783A431752F

SHA-256: 3484FE4376803D32C56BA6A850D330651BE49E4B69E4DE901B2100A80C25D9B9

SHA-512: DCA8268BB18F3219DBDE371F59E6CBF5C622FEDBC8CA450C433B03B2C1D87DD599DA1C7BCD022FFBF6AC4D0D75B779603874EE1ABD594A145214D05642F65F
9D

Malicious: false

Reputation: low

Preview:
0...0.....0...*.H........0~1.0...U....GB1.0...U....Oxfordshire1.0...U....Abingdon1.0...U....Sophos Ltd1.0...U....SophosCA11.0...*.H........mlh@sophos.com..181005112512Z..
311211112512Z000......140422150026Z0.....PIe......181004151529Z..0.0...U.......0...*.H.............*$...@Z<.[1.R.7GLe.1..6.l......O...o...9........B...O$B.I..W.._Ch?D.@.[..E.....h.
H..0.;m.bB....D....).(...I.re.a1....z.M).......2...O..Y...Wv!..)j..2..H.I7.K..v.......v.kJ.....(........C*....#[...z.....Y.....y '....m..c..V.B~.-A}G..;.9.....aT......WF.

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\Management Certs\sophosca1.crt
Process: C:\Users\user\AppData\Local\Temp\sfl-0719c400\Setup.exe

File Type: data

Category: dropped

Size (bytes): 1142

Entropy (8bit): 7.2446053008862945

Encrypted: false

SSDEEP: 24:PPe/hPnK7qheLhWTYupPcPeP9YDNhjFHn:P2hq0eOTpPc2P9QhJH

MD5: 9608EDF834FE19C2BF34CC00F954ECA5

SHA1: 2277ED5594D385B4FDB3F532E3A48394C1C6F1A2

SHA-256: 653E1A599023B1EB88AB96137238D978529A070B828DD3309800BD131D8FFAF3

SHA-512: A1CFEFA8F12F54AB1D1B9E67E0893F2F4CC85BCFBCF9DEAC8F3EAEF699BF336C11FEAD3CEB0E37453F3B5D7108134870C62494405349DE4B0661725F5E0E829
3

Malicious: false

Reputation: low

Preview:
0..r0..Z.........q.`.$..0...*.H........0~1.0...U....GB1.0...U....Oxfordshire1.0...U....Abingdon1.0...U....Sophos Ltd1.0...U....SophosCA11.0...*.H........mlh@sophos.com0..
.111216144544Z..311211144544Z0~1.0...U....GB1.0...U....Oxfordshire1.0...U....Abingdon1.0...U....Sophos Ltd1.0...U....SophosCA11.0...*.H........mlh@sophos.com0..
"0...*.H.............0.........H...^.u.k.&fx..$....)..mK.*...'.fp.g.+zyN.....V..5.....q.`U.E./..m..M....f.m..nR.{.E2..2*....%.......F3v.O...z.b..cxIt.Ln1.%.M$_...6..V..95.!..j..J9..hrw........ 
c=.T}...kYq...KjT..5.....i:...=-e........9....y..;;..Id!....kx.....,.|...9.z.........0..0...U.........W.....$..].2.4e0....U.#...0.......W.....$..].2.4e......0~1.0...U....GB1.0...U....Oxfordshire1.0
...U....Abingdon1.0...U....Sophos Ltd1.0...U....SophosCA11.0...*.H........mlh@sophos.com....q.`.$..0...U....0....0...U........0...*.H.............q.<.M.V.!z.....f..)z9....03IR;.y.$.J.......2
..40.Z.Y...`..mOP."...Q.+[.....*..1....8.p.u.e.K.......^...i+rW.~..

JA3 Fingerprints

Dropped Files

Created / dropped Files
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https://view.joesandbox.com/analysis/293890/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/293890/html/none?idtype=webid
https://view.joesandbox.com/analysis/293848/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/293848/html/none?idtype=webid
https://view.joesandbox.com/analysis/293721/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/293721/html/none?idtype=webid
https://view.joesandbox.com/analysis/293688/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/293688/html/none?idtype=webid
https://view.joesandbox.com/analysis/292701/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292701/html/none?idtype=webid
https://view.joesandbox.com/analysis/292698/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292698/html/none?idtype=webid
https://view.joesandbox.com/analysis/292647/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292647/html/none?idtype=webid
https://view.joesandbox.com/analysis/292563/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292563/html/none?idtype=webid
https://view.joesandbox.com/analysis/291644/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291644/html/none?idtype=webid
https://view.joesandbox.com/analysis/291493/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291493/html/none?idtype=webid
https://view.joesandbox.com/analysis/291308/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291308/html/none?idtype=webid


C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\Management Certs\sophosca2.crl
Process: C:\Users\user\AppData\Local\Temp\sfl-0719c400\Setup.exe

File Type: data

Category: dropped

Size (bytes): 475

Entropy (8bit): 7.115471871971833

Encrypted: false

SSDEEP: 12:OkChQoRxP9YKtftgpUkBcw7a4vf4AVwe77gvz:ePj9JwXBgvz

MD5: 4512CDDF97293CA04BAFF2337DA700B6

SHA1: 84D37D4CF345D38182DDF54C928B7D981C75FAED

SHA-256: DE2C59C12A1774610B6C0952ADE122028F892DC14BC6B568A44B2220897320D7

SHA-512: EB90655188ED2CBD8BFAD3CC901C6A0B51CAB84AC82201D87A8611366D61D12D96FEA3A5AC1E4EC9F048906BB72DC16F1AB19EE1EAAFE962C547458F57157B
F9

Malicious: false

Reputation: low

Preview:
0...0.....0...*.H........0~1.0...U....GB1.0...U....Oxfordshire1.0...U....Abingdon1.0...U....Sophos Ltd1.0...U....SophosCA21.0...*.H........mlh@sophos.com..120207115725Z..
311212115725Z..0.0...U.......0...*.H.............BU......{.=...g..........Y.R...%.......>...x.2...T........um.J .......o....d......r...VI....nDWk...yu.d;...4.Z..4yc$.N$.].QW%...H.....XYH....
.\.9.%..s....iL..C~...PM......q...3....,^(....n..R.fN.|.G- .&.0..p.9,$.2...AF.f...a....|V.;..Z.%9D.<.3...V

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\Management Certs\sophosca2.crt
Process: C:\Users\user\AppData\Local\Temp\sfl-0719c400\Setup.exe

File Type: data

Category: dropped

Size (bytes): 1142

Entropy (8bit): 7.25966894594345

Encrypted: false

SSDEEP: 24:KNPF7PSK7C7GA+UIBTl3nuRP2WaxRbY95My2C:KN1VgiTl3nceHRY

MD5: 450B9D35C9A0B33F80D9E8FAA29A260A

SHA1: 1F20ECB65AC24CB20512C9C4983DCD9BD0D05B6C

SHA-256: 92E6CCBE80F31DB683E4C331B599EFC91E593365AF8895504A9360C087060D44

SHA-512: 4BAA881F16F4ACC75D71F79C36C503AB6E3008574E2DBD3714001CC217F72D0B430F651AC2B99CF5382B9D3F7EB625767A2820D62BCC3F00FFF515425B6DFCE0

Malicious: false

Reputation: low

Preview:
0..r0..Z.........]......0...*.H........0~1.0...U....GB1.0...U....Oxfordshire1.0...U....Abingdon1.0...U....Sophos Ltd1.0...U....SophosCA21.0...*.H........mlh@sophos.com0...111216150
335Z..311211150335Z0~1.0...U....GB1.0...U....Oxfordshire1.0...U....Abingdon1.0...U....Sophos Ltd1.0...U....SophosCA21.0...*.H........mlh@sophos.com0.."0...*.H............
.0.........x...#.m..v{...6L...>&u{..?GY.....4....Y.....T1..~..;..t../.0s.....oIt.%.!.T."..q...Ru...e...S*Z.q....|Z..J...l.'.,.\;Y.4....w..4]T...K1)...Y..Q.u...........G......b.....".;.....J..1.J.&...p
C.Vh..0.>x6P.....=.p...)...2v.Z..E..?A+KR`?j..7P..........0..0...U......0r(...;|....c..9...0....U.#...0....0r(...;|....c..9.........0~1.0...U....GB1.0...U....Oxfordshire1.0...U....Abingdon1.
0...U....Sophos Ltd1.0...U....SophosCA21.0...*.H........mlh@sophos.com....]......0...U....0....0...U........0...*.H..............K.pJ.w.z...v}..L.y;Q.=.4}.J...Y..}V..o5.t....:wG.....mw..'.=F
...>...q..`...n.4w.7.X6.^<.T7..\A=....A<.....x

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\Management Certs\sophosca3.crl
Process: C:\Users\user\AppData\Local\Temp\sfl-0719c400\Setup.exe

File Type: data

Category: dropped

Size (bytes): 738

Entropy (8bit): 7.524517136325782

Encrypted: false

SSDEEP: 12:o2qkffvOEWZEDfRxi9fX2+7kYo3/V7AmldjQGupLUf63Xg5BGtNb+2IpGB1ykS/:o2ffftWZEjC5XDidAQEGuu5Bub+2Ipuc

MD5: 9DEC7DBA2A6449FA5457740FBEF79D01

SHA1: A8E7DA73B454E2CB3031D8B45DF4748541F56CDD

SHA-256: D1FD764F8A1BBF5FCEBA137F1B09EB6B76EC8F868C60B176DB43ECC0D40D2797

SHA-512: FA91A1E75CE9AD1860F787E54A20C719498706EECA11D9FB14D5095C6B88BE64AFE836A772CE6BFD739A5C1EA385C353FC99704D5C82CB51C1B90C5E857D0C2
7

Malicious: false

Reputation: low

Preview:
0...0.....0...*.H........0..1#0!..U....Sophos SHA256 MCS Root CA31"0 ..*.H........sophosca@sophos.com1.0...U....Oxfordshire1.0...U....UK1.0...U....Sophos Ltd..17050813464
1Z..380504134641Z..0.0...U..........0...*.H.............s'........-....t...V....K.,s$p..yg.WT.q4.._...(......@.L`<Z..n.(. `.P.GG..q%......G.@.!u.3P...ezN3.vM&.|;.....n......Q....]x.q..f$.R..
.`.w...:.x..m.P.........H.s....s...5...y2!..{P+...q..w}.h..F.'tb.%R..g..`..^..`:.6...M.J...6....{...s.@i:\(...b....(=2H....h....CI.B....V=.5.#S.]>.=......+.!.v..N..%I../.\S......."QN..]m..(.Et..pOK...
..D.4V..n....X...Rq...]u..&[..>G.O.x0.|#.,..m.Eg..}...K4..H._..Y2P..9P.ID7T..E...0z..I.-A..).....Z..0...e..@`.G..0sJDT..l.6.v.F?T...../L....G..daOM...#.Z

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\Management Certs\sophosca3.crt
Process: C:\Users\user\AppData\Local\Temp\sfl-0719c400\Setup.exe

File Type: data

Category: dropped

Size (bytes): 1454

Entropy (8bit): 7.68109335915241

Encrypted: false
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SSDEEP: 24:LfftWZEjVziRtWZEjVFoBZxmH3j+xBtCn8ffMuL9T9Ab65H8Pk9pW0AHh1xSD:7tWZEYRtWZE4rmqBg2Uuh96S79svo

MD5: 608B95A5138684796FE2B57AD00DAC03

SHA1: 0A2996F1D26F0E9E3A90C333DC7ACC3830D3B365

SHA-256: AB9DC99032C498691A788817D5AF925EF0580F32904DEFE58B7A52D971D8BEC4

SHA-512: 978C8743174EBE5DE00EEA6F8D0A9B45D8CC834C0DCD3050DD24D7386F81F8270C50094DE5468D529765AB2BA6484378EC89F8B1B8A954845890168A9284C0C5

Malicious: false

Reputation: low

Preview:
0...0............i`..Y680...*.H........0..1#0!..U....Sophos SHA256 MCS Root CA31"0 ..*.H........sophosca@sophos.com1.0...U....Oxfordshire1.0...U....UK1.0...U....Sophos Lt
d0...170508124938Z..380504124938Z0..1#0!..U....Sophos SHA256 MCS Root CA31"0 ..*.H........sophosca@sophos.com1.0...U....Oxfordshire1.0...U....UK1.0...U....Sophos 
Ltd0.."0...*.H.............0..........Cc..].......{..N.V.%..k.pSW..R~...~.O..=.o.....I&......5..ILX*.>.U..j.b..|..-.......*..M..AQU...4.,F...c..=.......Ge.6...9.I.....X7,.N...!.....u....7gK..o9..K.P.:0-
.BM.........>..!.5...:.?....D8P..O......j.6G.....yz..I.xD.....*N...7n...].V..q..w...>.S7.."..9......v.j..o-..-..%l.&*....?@U......|l...!.gs..\...n.......uQ......*J=..c...,...]V\...0..i#w../.L..V.L.g./.;..k.
._...I....._) .......w..V..|z5#}.Xs..4Jz.}.9>.H.I....yQ.PY..S..lk.}._./HK........k...|..+..Y.....Yt....'V..%J..x.......#0!0...U...........0...U.......0....0...*.H..............;.k%..Bp..i.OP......}........G..j..
{...:K8n..*.-..

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\Management Certs\sophosca3.crt

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\Management Certs\sophosca4.crl
Process: C:\Users\user\AppData\Local\Temp\sfl-0719c400\Setup.exe

File Type: data

Category: dropped

Size (bytes): 738

Entropy (8bit): 7.544622249820635

Encrypted: false

SSDEEP: 12:o2qkffvOETEDfRxiI/2NI+8x+UWRFKSwbRRX7KOYwmi0J198lhLuxX/GMvG:o2ffftTEjCI/P+pnKSwbRBb0iKv8axX+

MD5: 4C6122725CA25070DC5352617795E105

SHA1: 2A3AAD2FC6E231E3109ED00467A77C2DE570450D

SHA-256: 91A8B79AF85E5A0D451E35EBB5214038777AD80421115E2D6B4F915FEF1981A1

SHA-512: 75EC1D542E175E95B2D5A43AA0A855432E54993568BD6E95A1223DEAB3849CC102733628845EC02C68104D654E083AC59266DA97F93EF321131BE929FD3A7E34

Malicious: false

Preview:
0...0.....0...*.H........0..1#0!..U....Sophos SHA256 MCS Root CA41"0 ..*.H........sophosca@sophos.com1.0...U....Oxfordshire1.0...U....UK1.0...U....Sophos Ltd..17050814000
1Z..390504140001Z..0.0...U..........0...*.H.................".2#.TC..J.|Md.[..g.........{/T...0.!p4.Z...m..o..}.......(...d.)..a{.qF.%=......"*..D.k@....pq...R.~....x...|R..M&....gg.d..`b....... ;T.p.
|..>../!i...._.....Si.oQ..n.."W.n.`.U..A..g./C.._0/:.+)u..).p.Lvn,.~....+G.G.<..*.....a.............sO......fJ..c.|..........^.....m......S.........J.X._.UG.(...L....S(..w....t.....>..NT.y....X..l.;..].....I.Ik
.e.9.....c..U^...."...ty.V}K:....Y]..|..E.......\.6..>~R.Q|.n..............O-]..#.a>.y<...0%..Bf...83..t....Bn.m1`.<C.O.........

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\Management Certs\sophosca4.crt
Process: C:\Users\user\AppData\Local\Temp\sfl-0719c400\Setup.exe

File Type: data

Category: dropped

Size (bytes): 1454

Entropy (8bit): 7.6222436166434955

Encrypted: false

SSDEEP: 24:eFfftTEjVziOtTEjVFzQ8sUFKd5HgqPgCjRbuBfP52tuyYlMNCt:eRtTEYOtTEb/9KdN4CjRbulPMgt

MD5: 150C183892DE69BDCBEA89E8F59AC9DA

SHA1: A368D1BDC8C44EEE589320656200EF2BF597D69F

SHA-256: 4D44A6BA0CE8FC3771C6BC95D385AAA944AABDCD2D908D87EF5CA20418BF5D90

SHA-512: DBBA7932D861B5DAD1E2ED53A643C5D35BAAF1460A58A10486DE92B5C7D722A570AF5FCE631C0F96BF4F6D7F4C4DE4E2980B0F34B0948BEA9C7F0A15198EEB
26

Malicious: false

Preview:
0...0................[0...*.H........0..1#0!..U....Sophos SHA256 MCS Root CA41"0 ..*.H........sophosca@sophos.com1.0...U....Oxfordshire1.0...U....UK1.0...U....Sophos Ltd0
...170508135806Z..390504135806Z0..1#0!..U....Sophos SHA256 MCS Root CA41"0 ..*.H........sophosca@sophos.com1.0...U....Oxfordshire1.0...U....UK1.0...U....Sophos 
Ltd0.."0...*.H.............0................4...A......T.\ x..n....k..7CA..(1...d.e.....<.x....?#..[M.c.6m..).qX...d.Px./U.@sO....................@...Zx`.....^.Td[.E.z..YY.....W.*2..:.qH.CY.x y.j..1..
Zx..Q.M'.B..p.Kl...QM..L...:.a.{..#.....4H-..2h..r.[..?#V.8.dg.....<.1.....]....Y.x8..V.n.+TF.=  .]eON. ..(...u....D.VQ.{. .2.}.!0.-...T}...A.C..G7L.jx.6.3o...FW@.....k.......[...i.....<.;..
.i...m.X...<.w...].Eg....^.5..Zr.....^a.......YK..y.x.q.x.xAE.........1~X~..a.......f.@..._.......e.d^....D^.I..v.gc..U..+Vc....}U..........#0!0...U...........0...U.......0....0...*.H.............HA..
7.e.6...0m.MM.Vz....e.+...ym4>++....L...X.$.D.*}..-.U

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\ManifestCerts\rootca.crl
Process: C:\Users\user\AppData\Local\Temp\sfl-0719c400\Setup.exe

File Type: ASCII text

Category: dropped

Size (bytes): 678

Entropy (8bit): 5.892523371713632

Encrypted: false

SSDEEP: 12:Lr13CIvoViMtwy0EwPE7ZqMZtInpCxRen/mN0Q9BgcYbZ6sBakj2xR88zWATmyRj:LrxboViMtgLPYhYQQn/mILb1zj2R88z/

MD5: 58A298E534A6774CB506E42EEA00BBAD

SHA1: 45369AFDFE2508ECFAB66D68662BCF8AAF88486B

SHA-256: 671F4AAE65C8FDC2E3D7F49A431ADB36E24BD3C5C16E3D188763FD3F2C38028F

SHA-512: C94C29E9B4F35A9FB004029B7F3F478E214CA65106BF5337C3EA17F38EC856245D340C3A74160730B2903A97B8512266FE57A5FD18C671B93E57A6AAB156D75E

Malicious: false
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Preview:
-----BEGIN X509 CRL-----.MIIBzDCBtTANBgkqhkiG9w0BAQQFADCBhTEnMCUGA1UEAxMeU29waG9zIENlcnRp.ZmljYXRpb24gQXV0aG9yaXR5MSIwIAYJKoZIhvcN
AQkBFhNzb3Bob3NjYUBzb3Bo.b3MuY29tMRQwEgYDVQQIEwtPeGZvcmRzaGlyZTELMAkGA1UEBhMCVUsxEzARBgNV.BAoTClNvcGhvcyBQbGMXDTA0MDExMz
E0MTkxM1oXDTI0MDEyODE0MTkxM1owDQYJ.KoZIhvcNAQEEBQADggEBAJ9AypY2u5pqsKsr44PsJgAWTyN1j0cew9BTea1EE59m.X8jtvkkzjV7Cy/eu+acjiYsxdfuxAu
MpI9KaEz0W++/drj6Pspm8m4+8UaIRhXDB.KDPv8Myw4E0cQYMUChyHhYbXVfp80EojEf+zil07pVSw5TBWIglk6lbje5RHN2aa.t4N7NuY9OwQrUsJUo/pu0iCNN40z+Y
L6BJ5UuQduuBGjtZeg5CDPMGLinUPNo3Ak.tE6Leb439/VABB/pU7E/99vkY1JajZNOnyh7liLFK3BlWEnAKWf6kEx5UNuqoJZ1.rfM4/vNvldSifF0PIJmhwaGzSLhhD4
EziWzExQmi0UI=.-----END X509 CRL-----.

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\ManifestCerts\rootca.crl

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\ManifestCerts\rootca.crt
Process: C:\Users\user\AppData\Local\Temp\sfl-0719c400\Setup.exe

File Type: PEM certificate

Category: dropped

Size (bytes): 1306

Entropy (8bit): 5.900116409972524

Encrypted: false

SSDEEP: 24:LrcHQgYjoR9eVqgJq7M0JHbMfa/1CTfBv/f+JYidFKb/jzkg9Vl/NJ:LrcwR4YQgUD7watCLdGJGz7Lb

MD5: 9A151A43293FC19EEDFFD2A105962370

SHA1: 42D3D2F8DB2D57E5AE6D5618E01077135B955065

SHA-256: 311E7160A6812C6D4B552EB7CD282EB72A8F082BEC8B51179794AB979173187C

SHA-512: DE3DD102E3C5AE35EA7E5784EC174548A5FFCA7766C3D27C5BB548D5E8DCE2DECFE70837C0D26B5FD4475E88E0F0C008315075C3C39702CF64FAC9F77053CF
21

Malicious: false

Preview:
-----BEGIN CERTIFICATE-----.MIIDlzCCAn+gAwIBAgIBADANBgkqhkiG9w0BAQUFADCBhTEnMCUGA1UEAxMeU29w.aG9zIENlcnRpZmljYXRpb24gQXV0aG9yaXR5M
SIwIAYJKoZIhvcNAQkBFhNzb3Bo.b3NjYUBzb3Bob3MuY29tMRQwEgYDVQQIEwtPeGZvcmRzaGlyZTELMAkGA1UEBhMC.VUsxEzARBgNVBAoTClNvcGhvcyB
QbGMwHhcNMDQwMTEzMTQxODIzWhcNMjQwMTI4.MTQxODIzWjCBhTEnMCUGA1UEAxMeU29waG9zIENlcnRpZmljYXRpb24gQXV0aG9y.aXR5MSIwIAYJKoZIh
vcNAQkBFhNzb3Bob3NjYUBzb3Bob3MuY29tMRQwEgYDVQQI.EwtPeGZvcmRzaGlyZTELMAkGA1UEBhMCVUsxEzARBgNVBAoTClNvcGhvcyBQbGMw.ggEiMA0
GCSqGSIb3DQEBAQUAA4IBDwAwggEKAoIBAQCtXRskMczEd1DrEKyAxdGV.LV3Z5gBXfcChRF/RmIQNRwNbybuZQrM9ttRNhbEhOMssJUkNiZS2svuD46u5e8
nS.1GksfPaAmSfTICLmS2FFZbyecwqjQQ8tMaXM/7j1JjLJirvPUT+6nt7gZe3zb5A7.xVsTDoW/0/BzNJRIJBZtiHoZe0zF9+NFLs1FqYdDK0bAsWIUK+1XozylCQ2Mug
7o.Kvo0tJi6qDf7P/NEzkJh5IjMmrLxWhYfJWJw1urxOgzSbPhA4JgVVD4NwT+T9hOu.DTRDPxrPl2DFwIIEI8h4djpbtgX8x/nZAA/Mlh7VvsGmvUt9048BCgryBWtrMX
gH.AgMBAAGjEDAOMAwGA1UdEwQFMAMBAf8wDQYJKoZIhvcNAQEFBQADggEBAIgJtidL.G5PxKBcG5yKmH2AsRNqetFBTSMh6UiH69vje7IIp9ZuQsLmRXjdL
UC09xF/JDB

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\ManifestCerts\rootca384.crl
Process: C:\Users\user\AppData\Local\Temp\sfl-0719c400\Setup.exe

File Type: ASCII text

Category: dropped

Size (bytes): 1076

Entropy (8bit): 5.964532789678887

Encrypted: false

SSDEEP: 24:LrxborKqgifnKNgav6drvhH819zVAkAD6ewI5wKcU3noa+bn:LrxMrzg4Bai/mhbADQAvponb

MD5: EE71956F99740A9E15BBBD4E71B76F2F

SHA1: 2F848CA3AD9D0345CA9C08748A8F4F457ACE08AD

SHA-256: 865C9E89A44090820AC85EF791428B807E023AE7CCD23AEEFF7E3E98FE552EA5

SHA-512: 5D0393FEF86BA0188B63842C37DC71ADBDF71B87DBB29D41DCC68648272BF51F1C2F4054106FB33B2033AC4C6859BB2D3372AA33E61CF1EB547961D9886AE9E
8

Malicious: false

Preview:
-----BEGIN X509 CRL-----.MIIC8TCB2gIBATANBgkqhkiG9w0BAQwFADCBlTE3MDUGA1UEAwwuU29waG9zIFNI.QTM4NCBVcGRhdGluZyBDZXJ0aWZpY2F0aW9uIEF1
dGhvcml0eTEiMCAGCSqGSIb3.DQEJARYTc29waG9zY2FAc29waG9zLmNvbTEUMBIGA1UECAwLT3hmb3Jkc2hpcmUx.CzAJBgNVBAYTAlVLMRMwEQYDVQQKDA
pTb3Bob3MgTHRkFw0xNzA3MTExNTE2NTVa.Fw0yODA1MDQxNTE2NTVaoBAwDjAMBgNVHRQEBQIDEAABMA0GCSqGSIb3DQEBDAUA.A4ICAQA8nVaGiCp2ILMe
PeHkUBGBGsqXDpqkg+AFwpl6gwfhiRUlla6fAf37zsJs.QIwyZuGTHKnisp3HK3VrtHsZa9UgsGSbIcTfs53LtC6WsnU2RTujK0SmvkYE2x49.+V8NYZGIODIIR1VcZIJN
fSObFTzpi/34J2AVS1Fyz7DMTIwOmkiPWG3ltlE8Exp4.rtfFuU0XIxop1aeHyCdGBFYBr+ZCqI/SFCJ0DYBI5kMLCkf9P7rMYsIk+c2Wzbhb.sboKTtgKMZx0NM/1VPuH
H3UYp2ejoqBuXBNhxGEck8mJAdpHH4ghdftyQOYLfjEv./LXka6vvQ6ctu2510ULveRg6EkqTAbPrC0OfcqdHEwhQJpC26jmcuR2H2lw3XkuS.vCOmoPD/OxJH+oG2uCX+
1f6H55mTIit47Nz815yPpjMQm/LyxvLnT58k4WhNsS1k.7feOwR+UGPDfnAeF3+V5b9qYCKW5HhGo4Ah6SAxz8OkWdemEHqtvE5fTNMlXZKFx.YfeQs7qlldi84gk8xPAE
C7SwQWTx9S6KZsNHQQj9+jewMzjMHxzGZP33yG6JJtwb.SYHBNQreuXONx0Btr6lE9LjO3HRT/G6oBWgUaLD9fMRocTB/eoaQHelooCB2aCu5.

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\ManifestCerts\rootca384.crt
Process: C:\Users\user\AppData\Local\Temp\sfl-0719c400\Setup.exe

File Type: PEM certificate

Category: dropped

Size (bytes): 2078

Entropy (8bit): 5.966993684472081

Encrypted: false

SSDEEP: 48:Lrcm3qi8Mb6VhG3kaZ5XUpoTUi2irIOTLxg7pkr3LFVsSfvAy:LrcCycQg3kaDXUpoJ2i0+gV23LBP

MD5: 75A97F3F179CCC3A1B8617B6938B38A2

SHA1: 9F6C3E0A399E9FF5AD70A85AE6310A2A2367119E

SHA-256: A034C29F8B46A303216F9E3A52AAFBDEDB864DEDE8CF632DF05FD6D10E381FDB

SHA-512: 5488C0440716D37EA4DDA10FAD6ED4CE21D613C7AEC9588741AA8740E2440E3F7EF1B6CD49DE851B38153EFFE8943C8743AFF8F57DCEDE25870528B7AB55025
0

Malicious: false
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Preview:
-----BEGIN CERTIFICATE-----.MIIF0jCCA7qgAwIBAgIJAIqXQW4ASfr2MA0GCSqGSIb3DQEBDAUAMIGVMTcwNQYD.VQQDDC5Tb3Bob3MgU0hBMzg0IFV
wZGF0aW5nIENlcnRpZmljYXRpb24gQXV0aG9y.aXR5MSIwIAYJKoZIhvcNAQkBFhNzb3Bob3NjYUBzb3Bob3MuY29tMRQwEgYDVQQI.DAtPeGZvcmRzaGlyZ
TELMAkGA1UEBhMCVUsxEzARBgNVBAoMClNvcGhvcyBMdGQw.HhcNMTcwNzExMTM1NDA3WhcNMjgwNTA0MTM1NDA3WjCBlTE3MDUGA1UEAwwuU2
9w.aG9zIFNIQTM4NCBVcGRhdGluZyBDZXJ0aWZpY2F0aW9uIEF1dGhvcml0eTEiMCAG.CSqGSIb3DQEJARYTc29waG9zY2FAc29waG9zLmNvbTEUMBIGA1UE
CAwLT3hmb3Jk.c2hpcmUxCzAJBgNVBAYTAlVLMRMwEQYDVQQKDApTb3Bob3MgTHRkMIICIjANBgkq.hkiG9w0BAQEFAAOCAg8AMIICCgKCAgEAu8UnaWnKRq
4TNzAryP6/j4cVUDRF9Ygl.+vfwJiEM/LMI28B4N35io4OCiX7hjyMevsXrBXKCAElYlbps5QIIXzr4qAFKemG0.nY9i2tpRCo8LsXGMME3vjG0TIp79VnNDfPi51iEbRd
sfRYeuamgav/HPdJ1UkYzT.D05VRSoaGMB4cBeeahdlTXtv9QnF0qJEXPII8a+wCeCspmQTD8LxKavr8hawy+ro.H8xcjkicIJsIgd9FpvXurzYe3DFwMykV97AgF/X3EO
Nk7GZ9eAIsc0e9TrcboXhe.WbwTd8wEyVUhLPQ814IeestXXb8noqfUJXtr3vcppyLp4tvvFKu9f+sZaPejHTnj.UzpiL6bFl9SbZolwTe8N9gxbCv8tiMJzuIuEoczxFX
8kytYI5KhMdX6LnV0l8x

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\ManifestCerts\rootca384.crt

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\SDDS3.dll

Process: C:\Users\user\AppData\Local\Temp\sfl-0719c400\Setup.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 1417040

Entropy (8bit): 6.690085035816968

Encrypted: false

SSDEEP: 24576:RRs349//5oUgOwRcPiTUf3nktrgiAXA998KhnfnjGDZSGZqqqPHTixT2JjQR:Rus/rTQUf3ktrgiAXG8KhnfCDLZqqqPo

MD5: 2DA201279A03DFF9C4DE5DD3EE09337A

SHA1: 1E551BF82760423CA06ADCEF56D808C11B263FE8

SHA-256: 8E5340DCACAF53C42D18B5D6F67081F4992511F6D91D144BB8EC595DE1D547F8

SHA-512: 2D23D7DD404486BEB61B13DB219A112BF56E0B6DC2A938FE9D8F1BCA764D57C0174DF8CF5EF1EA04EC6135EC41768F407C33251C48B88F6C416640844CDBB35
3

Malicious: false

Antivirus: Antivirus: ReversingLabs, Detection: 0%

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........*..K..K..K.. ..K.. ..'K.. ..K....|.K..`;...K..`;..K..`;..K.. ..K..K..J.. :...K.. 
:..K.. :..K..Rich.K..........PE..L.................!................................................................a.....@A.........................C..H....D..........L............R..PM..............p...............................@.......
........|............................text.............................. ..`.rdata..............................@..@.data...de...`...T...F..............@....rsrc...L...........................@..@.reloc.............................
.@..B...............................................................................................................................................................................................................................................................
.........................................

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\SUL.dll

Process: C:\Users\user\AppData\Local\Temp\sfl-0719c400\Setup.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 1671616

Entropy (8bit): 6.66054816329498

Encrypted: false

SSDEEP: 49152:+3wUv+RUMHMkjlglQrbfn+l5TO4XK42IA:oPv+RUMdb/zB

MD5: 462FEF6789A44822F07D719B7F8D7DC7

SHA1: 19E1E89B85544FC7C801FD37CED051133338CCE9

SHA-256: 5779D0BA16D6898241F57A6F261FC50761DC43A865D9ADF2761B6D3E6E20099F

SHA-512: 672E7F3EF856D15EBC341817BDE5D214E0EE2335578C4CE2F9F9D5BF306AC22CC6E244BA902C940A64BE70B658626729E065B57E5289E058357D07FD8B03C080

Malicious: false

Antivirus: Antivirus: ReversingLabs, Detection: 0%

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........Ewh.$.;.$.;.$.;.O.:.$.;.O.:$$.;.O.:.$.;...;.$.;aT.:.$.;aT.:.$.;aT.:.$.;
.O.:.$.;.$.;h$.;!U.:.$.;!U.:.$.;!U.:.$.;Rich.$.;................PE..L...@..............!.........P...........................................................@A........................@...(...h...........<............,...U.........
.p...p...............................@............................................text............................... ..`.rdata..............................@..@.data...$........l..................@....rsrc...<............8..............@..
@.reloc...............<..............@..B...........................................................................................................................................................................................................................
.....................................................................

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\SophosSetup_Stage2.exe

Process: C:\Users\user\AppData\Local\Temp\sfl-0719c400\Setup.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 2184032

Entropy (8bit): 6.840578203693289

Encrypted: false

SSDEEP: 49152:sTCGrB8ihozQaHj6SGyysk14V8vxUbi6yQUqozPTpPi47WLTtKGEDt2/5CxBMPYV:sO6BphkQaHj6SGsV8vxQi6yFnII2/5CF

MD5: 316718DA90CECED6DF3BF5B563FC39D6

SHA1: 3C53C0EE511BD36AA311F7597CF373C5583A356D

SHA-256: 78D323A87E5558C880B9DB3143C6DD2A030EFAD99796FCCE1FC2D876B3CF1702

SHA-512: AD07986AFEFE7288F6FC077BD579EC678C62E87AC7BF3736EDEA359F08C026BFABE885EB6C6ABDC2EA39DFB35CE11D13C889F5B107558493A1BC2964C73E14
85

Malicious: false

Antivirus: Antivirus: ReversingLabs, Detection: 0%
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Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$..........\.c...c...c.......c.......c.......c.......c.......c.......c..z....c.......c...c...b......
]c..D....b..D.Q..c...c9..c..D....c..Rich.c..........PE..L......`.................J..........@........`....@..........................@!.....P.!...@..................................8.......`................ .`g.... ..'......T.....
..........................@............`...............................text....H.......J.................. ..`.rdata..8....`.......N..............@..@.data........p.......P..............@....rsrc........`....... ..............@..@
.reloc...'.... ..(..................@..B............................................................................................................................................................................................................................
............................................................

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\SophosSetup_Stage2.exe

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\integrity.dat
Process: C:\Users\user\AppData\Local\Temp\sfl-0719c400\Setup.exe

File Type: ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 1660

Entropy (8bit): 5.739777476509374

Encrypted: false

SSDEEP: 24:i2UtEfjESDjESijEStn4GxjESbjESoBjESUK+QUWMTVr28vP/PqMrn2R/LnvRqTI:i2D1J6t4GHRWU4UWc28vP/xuwxfVpyn

MD5: 8984BAA4795D7376B45F13435F31E7A0

SHA1: 8AA67A86CE39A14481CF4A8CDD54F9539A84F272

SHA-256: 0D65199BD2AB00AE9430CE155D3E0BDB44E664428EFBCAAD9AB98AAA2AC7E23C

SHA-512: 869822289139E631C96B1883DEA1E3D39F3A98859CE861550E988DF78ACE4E1715B1A5ABCCDBEC3D5347941E06B9FDCDC49702E472ECC905D33565B058CFE56
F

Malicious: false

Preview:
ProtectDetails 000d:integrity.dat 0005:1.0.9 000e:Sophos Limited 0009:INSTALLER 0008:1.11.276 2021-04-27T13:25:19Z..ProtectApplication 003c:%SophosPro
gramFiles32%\CloudInstaller\SophosSetup_Stage2.exe..ProtectApplication 0034:%SophosProgramFiles32%\CloudInstaller\su-setup32.exe..ProtectApplication 0
034:%SophosProgramFiles32%\CloudInstaller\su-setup64.exe..ProtectRegKey 0071:\REGISTRY\MACHINE\SYSTEM\CurrentControlSet\Services\Sophos Endpoint 
Defense\TamperProtection\Components\INSTALLER RecursiveReadOnly..ProtectDirectory 0025:%SophosProgramFiles32%\CloudInstaller RecursiveReadOnly..P
rotectDirectory 0022:%SophosProgramData%\CloudInstaller RecursiveReadOnly..ProtectDirectory 0027:%SophosProgramData%\CloudInstaller\Logs AllowChangeFi
les..AttestFile 0009:SDDS3.dll 1417040 8e5340dcacaf53c42d18b5d6f67081f4992511f6d91d144bb8ec595de1d547f8..AttestFile 0016:SophosSetup_Stage2.exe 2184032 
78d323a87e5558c880b9db3143c6dd2a030efad99796fcce1fc2d876b3cf1702..AttestFile 000e:su-setup32.exe 646400 a7c9

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\manifest.dat
Process: C:\Users\user\AppData\Local\Temp\sfl-0719c400\Setup.exe

File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 10526

Entropy (8bit): 5.997457924403746

Encrypted: false

SSDEEP: 192:TZeHn71ZOyvq/BoevvxB6oleXLg7fB8Hbqi7JFZWWXWLBWHh/8caUb9QcT+AvD8u:T+71Y1/asxBLeKfau0FVWLeh/8c9QORP

MD5: FD1E6015E3AA28F16DAD4A915544D5F8

SHA1: 4A0B16E446E99D56781CA3FD5CE85B9909ABB5A2

SHA-256: 8B619B7EDBBAAAD8102FB7D2115A12110343DD07BB7038E159C1A874C55D41AC

SHA-512: 1073FBFDD4EF99516006454DBBEDA59C12A4F2F8D635939BF16D716232420904D8D24999F7DCDAB5615594F1FB08A871E636C39DC00EC48B70C19D0F3943732D

Malicious: false

Preview:
".\Management Certs\sophosca1.crl" 525 4faab71eaea67497af28a8c1fe59e783a431752f.#sha256 3484fe4376803d32c56ba6a850d330651be49e4b69e4de901b21
00a80c25d9b9.".\Management Certs\sophosca1.crt" 1142 2277ed5594d385b4fdb3f532e3a48394c1c6f1a2.#sha256 653e1a599023b1eb88ab96137238d978529a07
0b828dd3309800bd131d8ffaf3.".\Management Certs\sophosca2.crl" 475 84d37d4cf345d38182ddf54c928b7d981c75faed.#sha256 de2c59c12a1774610b6c0952a
de122028f892dc14bc6b568a44b2220897320d7.".\Management Certs\sophosca2.crt" 1142 1f20ecb65ac24cb20512c9c4983dcd9bd0d05b6c.#sha256 92e6ccbe80f
31db683e4c331b599efc91e593365af8895504a9360c087060d44.".\Management Certs\sophosca3.crl" 738 a8e7da73b454e2cb3031d8b45df4748541f56cdd.#sha256 
d1fd764f8a1bbf5fceba137f1b09eb6b76ec8f868c60b176db43ecc0d40d2797.".\Management Certs\sophosca3.crt" 1454 0a2996f1d26f0e9e3a90c333dc7acc383
0d3b365.#sha256 ab9dc99032c498691a788817d5af925ef0580f32904defe58b7a52d971d8bec4.".\Management Certs\sophosca4.crl" 738 2a3aad2fc6e231e3109e
d00467a77c2de570450d

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\scf.dat
Process: C:\Users\user\AppData\Local\Temp\sfl-0719c400\Setup.exe

File Type: ASCII text

Category: dropped

Size (bytes): 2886

Entropy (8bit): 5.947467238665343

Encrypted: false

SSDEEP: 48:POhf6tqRogtcaa17kq/4tNMqW/rs7kQNxUdHQcvR02T7Wk6DfA0S7P+Qkb6ciSR6:POhfLncaOp/4ujs7kldHQc3j+A0SDvku

MD5: 9E93F2F7B3E1EC521C38C7C12F2E418C

SHA1: EC8C154CCD222FC56BA2038859A11F2E5507B0D5

SHA-256: B6E1389B41C6DFD142644DED0C70418E0554F9A9CD19C7773A76C8BFA2676D06

SHA-512: 9ECD876B7FB40D38CF543A6742317F6152D1AFE5205B94F377C020CE1CF0A50E0FE365F231AE9302562C075A26417FB3D4FC4147E7C1407070EB2D2C30109BB8

Malicious: false
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Preview:
"SophosSetup_Stage2.exe" 2184032 316718da90ceced6df3bf5b563fc39d6.-----BEGIN SIGNATURE-----.JukvmEZVh39GnZ/Zsrhs+6qPna5G8djkiVuudmAHGionct9u
s6Gran99mkReTout.MPEmXBCRa2zO+NeXVvwMHlfjq4cXQIitEDCysBpO+Hg2CthV6SOrDm4fJbxLohOY.YTGomDMYDoEV4SAjj9N0j8msCjhZXMvGhKWoBJ
6CxjHkjdb+AAbA5qlcwx1MSXqR.uXaHuKJlryHr92mXfYYxmQ==.-----END SIGNATURE-----.-----BEGIN CERTIFICATE-----.MIIDUjCCAjqgAwIBAgIBGDANBgkqhkiG9w0B
AQUFADCBnDEiMCAGA1UEAxMZU29w.aG9zSW50ZXJtZWRpYXRlRXhwMjAyNDEiMCAGCSqGSIb3DQEJARYTc29waG9zY2FA.c29waG9zLmNvbTEUMBIGA1UECB
MLT3hmb3Jkc2hpcmUxCzAJBgNVBAYTAlVLMRMw.EQYDVQQKEwpTb3Bob3MgTHRkMRowGAYDVQQLExFTb3Bob3NTZWN1cmVCdWlsZDAe.Fw0wOD
EyMDEwMDAwMDBaFw0yNDAxMjgwMDAwMDBaMIGQMRYwFAYDVQQDFA1CdWls.ZF9FeHAyMDI0MSIwIAYJKoZIhvcNAQkBFhNzb3Bob3NjYUBzb3Bob3MuY29tM
RQw.EgYDVQQIEwtPeGZvcmRzaGlyZTELMAkGA1UEBhMCVUsxEzARBgNVBAoTClNvcGhv.cyBMdGQxGjAYBgNVBAsTEVNvcGhvc1NlY3VyZUJ1aWxkMIG/MA0
GCSqGSIb3DQEB.AQUAA4GtADCBqQKBoQDW9BwTyF312Yil5uWabaEUioILML4G/aBPWpxYW/2t65rh.ZiydvjI71N9NBiydBPPIaWv/vV2IYqhTG6j9hOqNuaVYK1hMokZ

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\scf.dat

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\sof.dat
Process: C:\Users\user\AppData\Local\Temp\sfl-0719c400\Setup.exe

File Type: ASCII text

Category: dropped

Size (bytes): 2918

Entropy (8bit): 5.958668545493736

Encrypted: false

SSDEEP: 48:7shSDh9wRWcaa17kq/4tNMqW/rs7kQNxUdHQcvR02T7Wk6DfA0S7P+Qkb6ciSRKb:ghSDhoWcaOp/4ujs7kldHQc3j+A0SDvX

MD5: 5084671D0973A7232FE9BCE65DF1DD70

SHA1: DCD885C20FF876933B450FF4A87207C9D1A0E183

SHA-256: 410D7237B89CE1486E9847F18860CAD7E4AA9BD1FDA779E5EE2F4D45764506DC

SHA-512: 3F7618963539C81F474034D5B37793CC820FD970C077ACA82D9D6B6E3D638B4A8A0FD10F5D71D65C712656CE8077AE0E7704E4584E2AB90F50C051CD64F9966A

Malicious: false

Preview:
"SophosSetup_Stage2.exe" 2184032 78d323a87e5558c880b9db3143c6dd2a030efad99796fcce1fc2d876b3cf1702.-----BEGIN SIGNATURE-----.x52Hxn+Skx5nBEpy
4jJkTcflaaF8XM/fL66m+8WbpQi9195elDsbn7deecF4gO4L.eCNq8a/mGeibZjzaPKXg5kvTfLqkR7mn0PN3UY9tEpQtCt09/+z/GGkBUvM6nTdu.eH6eE6OSoI77s00z
ssgr4TTiEc2wyp1uWC34VU8s4LK9bNPpDmkhfniNgKtLuqgu.GiWUw5Bj5tu8R80VhDm04Q==.-----END SIGNATURE-----.-----BEGIN CERTIFICATE-----.MIIDUjCCAjqgAw
IBAgIBGDANBgkqhkiG9w0BAQUFADCBnDEiMCAGA1UEAxMZU29w.aG9zSW50ZXJtZWRpYXRlRXhwMjAyNDEiMCAGCSqGSIb3DQEJARYTc29waG9zY2FA.c29w
aG9zLmNvbTEUMBIGA1UECBMLT3hmb3Jkc2hpcmUxCzAJBgNVBAYTAlVLMRMw.EQYDVQQKEwpTb3Bob3MgTHRkMRowGAYDVQQLExFTb3Bob3NTZ
WN1cmVCdWlsZDAe.Fw0wODEyMDEwMDAwMDBaFw0yNDAxMjgwMDAwMDBaMIGQMRYwFAYDVQQDFA1CdWls.ZF9FeHAyMDI0MSIwIAYJKoZIhvcNA
QkBFhNzb3Bob3NjYUBzb3Bob3MuY29tMRQw.EgYDVQQIEwtPeGZvcmRzaGlyZTELMAkGA1UEBhMCVUsxEzARBgNVBAoTClNvcGhv.cyBMdGQxGjAYBgNVBAs
TEVNvcGhvc1NlY3VyZUJ1aWxkMIG/MA0GCSqGSIb3DQEB.AQUAA4GtADCBqQKBoQDW9BwTyF312Yil5uWabaEUioILML4G/aBPWpxYW/2t65rh.ZiydvjI71
N9NBiydBPP

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\su-setup32.exe

Process: C:\Users\user\AppData\Local\Temp\sfl-0719c400\Setup.exe

File Type: PE32 executable (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 646400

Entropy (8bit): 6.559421417539989

Encrypted: false

SSDEEP: 12288:lwuZ9cd6qN0AU/QBkIuPQocQoi8zhPOO9EogDSuqpbyKiBCYFw9:lwuXuxuroi4hPOGEogo98CYg

MD5: 0C08C721B1F8E36DE40B4F786AF274EE

SHA1: DCCD4151082D84A1C9F57375CF2476EB9516D444

SHA-256: A7C9A47DA4BA7F820A29FE54B579AD6D74284AFF6301B1440CCC2A07F7BF4659

SHA-512: 7FA94FB47D1338EE87D98F33E11ED4788BA94058CB721FBB41584FF24C32949D54773B5598605BB3D7235CC51A44F2EF650C280DF366F90F9C7AC74020493A24

Malicious: false

Antivirus: Antivirus: ReversingLabs, Detection: 0%

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.........n%.l.v.l.v.l.v...w.l.v...wal.v...w.l.v...wJl.v...w.l.v...w.l.v...w.l.v.l.v.l.vn.
.w.l.vn..v.l.vn..w.l.vRich.l.v........................PE..L.....5................."...........>.......@....@.................................k.....@..............................................................3......4d...b..p..............
......c.......b..@............@...............................text...J .......".................. ..`.rdata.......@.......&..............@..@.data....@...0...0..................@....rsrc................<..............@..
@.reloc..4d.......f...D..............@..B.................................................................................................................................................................................................................
...............................................................................

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\su-setup64.exe

Process: C:\Users\user\AppData\Local\Temp\sfl-0719c400\Setup.exe

File Type: PE32+ executable (console) x86-64, for MS Windows

Category: dropped

Size (bytes): 785352

Entropy (8bit): 6.3544470882228

Encrypted: false

SSDEEP: 12288:u/ogZgKxzA03+vPY8lQFjfv8kS6nWvo/Z6Uo1nHg:u/ogZgKxz3uvQ8lQFjHY62/A

MD5: 32AAAFD556F408B24EC3A563FAA381E2

SHA1: 6218D8B44E55BAD48971BEA1C7F46CE47AE69882

SHA-256: 4B5E9B669D8785BD06436221D564FB5BBC3408B7A81402FA0671CF313546DA52

SHA-512: 92E0C0E2E6B3C0B7C02EBBBD1BA11091714EEBBB64E70CD199D0BD6009F43A1D81AA12D639D33B1423C654BDBDD5BACE61F72ADF681D148C6E6F7970FF25F
53E

Malicious: false

Antivirus: Antivirus: ReversingLabs, Detection: 0%
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Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.........D..*^.*^.*^..)_..*^../_}.*^..._.*^2./_T.*^2.._.*^2.)_..*^..+_.*^.+^..*
^r.#_.*^r..^.*^r.(_.*^Rich.*^........................PE..d.....G..........."......j...V......P..........@............................. ......a.....`................................................. ................p...l.......7.............
.p................... ...(.......0............................................text....h.......j.................. ..`.rdata...............n..............@..@.data....V.......:..................@....pdata...l...p...n...4...........
...@..@_RDATA..............................@..@.rsrc...............................@..@.reloc..............................@..B.......................................................................................................
.........................................................................................

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\su-setup64.exe

C:\ProgramData\Sophos\Certificates\AutoUpdate\Cache\1323c8d6ae076942b89d7580ee4f630e2d8ffd4c.crt.crt
Process: C:\Program Files (x86)\Sophos\CloudInstaller\SophosSetup_Stage2.exe

File Type: PEM certificate

Category: dropped

Size (bytes): 1334

Entropy (8bit): 5.9337347648961645

Encrypted: false

SSDEEP: 24:Lrc8ER8nvQSe9CvU0yqXV3FmJUKOwbIPNk5XOUCuw5XomP0eIPQoHxDAEYjtQLDl:Lrc8Y8nvQ5k8vN3Fd5XhCpomPyooHeEX

MD5: 9E16E0B769531383931832A01B8357F7

SHA1: 51B077A7E6BA1B0A57CE0BAB4E2DADDF57B48A69

SHA-256: 0BAAFEADA6E05E3C40D491470B53EA134E21B30464D3C1D42B74DE1DD6D4D93D

SHA-512: 2EE3F1670C801E14C6C50E9EA89627DC3773441DFEAE9564F97BE0E67D411B7F4CC43DD146938B0B589734239AB19FA100415DED23E35EE170E4B641B0E0EDA
F

Malicious: false

Preview:
-----BEGIN CERTIFICATE-----.MIIDnTCCAoWgAwIBAgIBBDANBgkqhkiG9w0BAQsFADB/MQswCQYDVQQGEwJHQjEP..MA0GA1UEBwwGT3hmb3JkMQ8wDQ
YDVQQKDAZTb3Bob3MxFDASBgNVBAsMC0VuZ2lu..ZWVyaW5nMTgwNgYDVQQDDC9Tb3Bob3MgSGVhcnRiZWF0IE5vdC1Gb3ItUmVsZWFz..ZSBSb290IEF1dG
hvcml0eTAeFw0xNTA2MDQyMTQyMjRaFw0zNTA2MDQyMTQyMjRa..MGExCzAJBgNVBAYTAkdCMQ8wDQYDVQQHDAZPeGZvcmQxDzANBgNVBAoMBlNvcGhv..cz
ESMBAGA1UECwwJSGVhcnRiZWF0MRwwGgYDVQQDDBNIZWFydGJlYXQtdXMtd2Vz..dC0yMIIBIjANBgkqhkiG9w0BAQEFAAOCAQ8AMIIBCgKCAQEAsDvlTQZ7
KedJFaXE..h+K/oiPytODCse/+cvJjqTxdsw4eYsEyqR4ZH9NGwcmoZTLjJlLHGGuUE7ptklP6..czZUo5FfusJGPHUUXJNM2Yq9O+gCW2GH61UEpcwfvJX07u6gL76TvZ
YlCjv+gsfu..ubBN/Ps6EZDNItlLhP794zBoFgWeUHJHNnDCGtC6SdYYhUy3Q9+BorgqgrGQPmc9..A1XSErpUtiq8Z9xGvLxiPV/B9kleSZ/9h/RcXrJ95P8YZ2z84DxG
15ywSuZPeR93..mOGhJBp8Den77DFvPAcvp/psGev283VVd9iQ/QAzOCqUFQIZhIcHkK4sh2NhiMlK..PFtM8wIDAQABo0IwQDAdBgNVHQ4EFgQULndhGoWm
kO49FrhBefe0OuOOct8wDwYD..VR0TAQH/BAUwAwEB/zAOBgNVHQ8BAf8EBAMCAQYwDQYJKoZIhvcNAQELBQADggEB..AFbNeiGJ9YHGuVIszNt/WGZU4C/N
0HfAnEHyCBfJGRNX9XtQ

C:\ProgramData\Sophos\Certificates\AutoUpdate\Cache\33d6a435957397fc9336c8633445aa33e1774500.crt.crt
Process: C:\Program Files (x86)\Sophos\CloudInstaller\SophosSetup_Stage2.exe

File Type: PEM certificate

Category: dropped

Size (bytes): 1374

Entropy (8bit): 5.943199089422035

Encrypted: false

SSDEEP: 24:LrcTNR8nvQF9C3ikNjLwAh4ONMYVulytteRcOpdnwLARDDaEUeREd7R:Lrcr8nvQFkyevhzMYVuytwdMARDOEUOy

MD5: F1B00F567AE28A0AE7DE05133CD09C56

SHA1: 218981A7805B015CBD0C2DEC38B705275018DDA7

SHA-256: 8B5EBBE8731149BAF945D2E842DDFD22B9BAFCE62B2B9294F33513EFCA9201F7

SHA-512: BAA20D8D6893F2AF9D9BB921B9DF2A67929D2DDFAC96596DF5B22203BC904CB69D3C92D532321D0943038A582DCF11699A7B772FB050A2A9D57DCD1B0C40BD0
5

Malicious: false

Preview:
-----BEGIN CERTIFICATE-----.MIIDuzCCAqOgAwIBAgIBATANBgkqhkiG9w0BAQsFADB/MQswCQYDVQQGEwJHQjEP..MA0GA1UEBwwGT3hmb3JkMQ8wDQ
YDVQQKDAZTb3Bob3MxFDASBgNVBAsMC0VuZ2lu..ZWVyaW5nMTgwNgYDVQQDDC9Tb3Bob3MgSGVhcnRiZWF0IE5vdC1Gb3ItUmVsZWFz..ZSBSb290IEF1dG
hvcml0eTAeFw0xNTA2MDQyMTQyMDJaFw0zNTA2MDQyMTQyMDJa..MH8xCzAJBgNVBAYTAkdCMQ8wDQYDVQQHDAZPeGZvcmQxDzANBgNVBAoMBlNvcGhv..cz
EUMBIGA1UECwwLRW5naW5lZXJpbmcxODA2BgNVBAMML1NvcGhvcyBIZWFydGJl..YXQgTm90LUZvci1SZWxlYXNlIFJvb3QgQXV0aG9yaXR5MIIBIjANBgkq
hkiG9w0B..AQEFAAOCAQ8AMIIBCgKCAQEAtQqlMqhJNYlTp/4zElmB7WOEsFUCLVD+Kzneh733..JbpL+RgRQ9qn76+J9vcFPG+eA5zf8M8Mbmb7IBEuLMmD
5erT00AwoH8Vr4UP9Wb4..wPn8QzI+WO5oO3NjGvVGD/cufjBH9zqi8oiQwYELrz8fHXTxkCAJHcLp4tM86SQc..QnkWQv9TEWbGgrhJnMg3DAY8pERdLBhjVHPK15Zwyv
MlqISBVOm9k8c81fwx4pfG..b4O+1CylPUKqreUXw7T6HB85+ym3TAkq9eeiJA1BkjdhWdpewIII5U955eaWJXaA..ra1jdNb21JAbrwy67Vp4v3uQ+62pOkubThlaQ+qI
ajJsHwIDAQABo0IwQDAdBgNV..HQ4EFgQUI6jNsBYvHqSsWqJfTrCMizzCHx0wDwYDVR0TAQH/BAUwAwEB/zAOBgNV..HQ8BAf8EBAMCAQYwDQYJKoZIhvcN
AQELBQADggEBAE4EtR6d

C:\ProgramData\Sophos\Certificates\AutoUpdate\Cache\6e42f04215a98ab99f22e0cd33c8217b96bf6a99.crt.crt
Process: C:\Program Files (x86)\Sophos\CloudInstaller\SophosSetup_Stage2.exe

File Type: PEM certificate

Category: dropped

Size (bytes): 1388

Entropy (8bit): 5.9108435848004355

Encrypted: false

SSDEEP: 24:LrcyVnkoX1IsRa6sd4dCvjO0Ml0kT+j1qTeVeR8jeN3WGprt78sebSHTzBQ5pV1p:Lrcyt11N4vj2ukT+j1PERLWGpx89IdQ1

MD5: A289D8C9DE36968208EE405239EFF90F

SHA1: C04A5B2A751765D3CB310221F062AD70FB36C491

SHA-256: 75BA520B2BF95AD5DB490BB70226B01A340144445F5E6CC0791C6AD6E9F8663D

SHA-512: F2CE12D4E39AECC10866CC6EF170A440F93F47A524759F6A3141CD60A09DE901BE1692230EEBAA9630065EF14AB083A264BB273B791FF18D2EDF888B13E1B295

Malicious: false
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Preview:
-----BEGIN CERTIFICATE-----.MIIDxDCCAqygAwIBAgIQR90Vuw5j/icbbdGtkwe9+jANBgkqhkiG9w0BAQsFADBh..MQswCQYDVQQGEwJHQjEPMA0GA1UEBwwGT3hm
b3JkMQ8wDQYDVQQKDAZTb3Bob3Mx..EjAQBgNVBAsMCUhlYXJ0YmVhdDEcMBoGA1UEAwwTSGVhcnRiZWF0LXVzLXdlc3Qt..MjAeFw0yMDEyMTMxNDM1MzVa
Fw0yMjEyMTcxNDM1MzVaMIGyMQswCQYDVQQGEwJH..QjEPMA0GA1UEBwwGT3hmb3JkMQ8wDQYDVQQKDAZTb3Bob3MxEjAQBgNVBAsMCUhl..YX
J0YmVhdDEYMBYGA1UEAwwPUHJvZHVjdCBMaWNlbnNlMTgwNgYDVQQDDC9DdXN0..b21lcklEOjJlNmZiYzlhLWUzYjctNDQ3My1hOWVkLTZkYWZjNDhiYzVm
NTEZMBcG..A1UEAwwQU29waG9zIEhlYXJ0YmVhdDCCASIwDQYJKoZIhvcNAQEBBQADggEPADCC..AQoCggEBAIVh+NX+E8u1jhef6MAu+PN/iMeEG/ojqgAS
BCGCGUuE5NPb0awFOru5..0UwymTHI8SJho8bB/KvG9gF1S2zRVEUSYTxbrrSNLROb2yGJM0rQzFWwNZJ5FXLA..PZ0srczyvhRYDvQw6p9x6so3ix35WLDO
08kKaJ+bgcuEgwaNz4FR3FqstYOoN3u4..dLw7KmVbMylKyC5/aKb5VhXQ+h/6gVCoW1qXsvrCk6m3Dpgdag3o1exdVvxWsyUk..WLBtr8bghPxM8ibL1p5/nWjpgME+l3
JwjO8A7IjsmLgBqWNWljclQx1Ybp3UtDuI..JEc+AqpxW8ubM+gSforRLskt0x3uh48CAwEAAaMmMCQwEgYDVR0TAQH/BAgwBgEB../wIBADAOBgNVHQ8BAf
8EBAMCAQYwDQYJKoZIhvcNAQELBQAD

C:\ProgramData\Sophos\Certificates\AutoUpdate\Cache\6e42f04215a98ab99f22e0cd33c8217b96bf6a99.crt.crt

C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\data\Warehouse\5924-0-281070799
Process: C:\Program Files (x86)\Sophos\CloudInstaller\SophosSetup_Stage2.exe

File Type: Zip archive data, at least v2.0 to extract

Category: dropped

Size (bytes): 652086

Entropy (8bit): 7.925847414942022

Encrypted: false

SSDEEP: 12288:nxUCM8m3U4u/NZtOxXW4TOhlVxLy1mJQYpPPxm5Qb:nIkwXZ6Rh0mJ/1Px3b

MD5: 6F52643481A348E2FC552A1F02EFE033

SHA1: 40325F71B2EF835C1DB098C6A38CBB39ADFD03AC

SHA-256: 7AB3DF8F95549A6B2BA55FA40C9452276B2F9FF0856F4E4CDB714D65CBF87F07

SHA-512: E5F2FAD1A47150673EEA03DA68ABCC4E0F98DF7AFE9538134F251AF1BDD9BC1E3F1FC90DC6EDAA5708D33DA7F10BD41EBD2A5BF1CD7B21CE27B43D9A0099
B670

Malicious: false

Preview:
PK.........~~R....#.......+...catalogue/sdds.CEPNG_2-18-2_10-8-10-3.1.xml}..N.A.D.e.w.{q/hf....0R.HI@._O.D.\K..+{~....O.\..8..n.....}...u..nt:.?t...uq.................F...bM#.g..bQ
.T<D..>.o.6$....f.^+....U,D*Y4$.."X...C.M}..[.Jal.tq....P.*i..0.Q.K.!).A.._..v...C..J...8b..(.h.].. f...<d,...P{.-F....[.j.-..4:..\.D..z..I..6$HH..8.x.T....?.......7PK.........~~R.Q.0F....!..
(...c0607a3d8d41e870f023dabdbb1c04eax000.xml..]..GrE..1.eefD~..,......`..~.O...i..Z...I."...l.E..4.+2".=7Go....?..........?..7.}.._......OsKOo.....>..\>.7....wO..../..........(?..
..~...wO........o....n...OF.tx..............y>..H.wO..&D...9..kzh..8.<.7..3....o..#.6.4..*=8.W..-.W...._.Q.....A....y.0J..Q.....5e..t.....o..\..R..G.>.[...i.v.j......v=....6[...P|-..R..i5J..y.Z,.J.8.H
.X....$.:.7..[.F.$..2.._.../.h..GN7......S.X...m.....n.oj...0[.....).n...!....s..|..k,.kn..1#..-..[t........&.&.)...M5..[.UQ..l1..wb9..k,Y.:..g...\...gH....M...T|.^vat...!o.vq..2g....].b{o]..

C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\data\Warehouse\5924-1-779007719
Process: C:\Program Files (x86)\Sophos\CloudInstaller\SophosSetup_Stage2.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 8576

Entropy (8bit): 5.000896409875865

Encrypted: false

SSDEEP: 96:Y1RS2rwwIOxHIAJeH3ek1jQWZGYyjJsjU/7WvFH3VxmPUTkoz15KUosdh3pD27OR:cRlUmv+ekVU6jU/7q93WI1jowh3pyqR

MD5: C0607A3D8D41E870F023DABDBB1C04EA

SHA1: 8F28DE7B453CD345A891A6781054D6D19DC07C0F

SHA-256: 9C8EBA589DED1011BCB132B94A990A8B17C927C91049E406AA174DA0F6BEA5E1

SHA-512: 160EC72D7BC50C6A6B49BA81318E49BE52332FCA761295C68E864DC1C72D147619C8E2EE0C8B7B5E12A45953140B7EFC42BE48D1AB6413CAFE22B044E63A5F6
5

Malicious: false

Preview:
<?xml version="1.0" encoding="utf-8" ?><ultimate xmlns="badger:ultimate"><rigidNames><rigidName rigidName="CD297D6B-58A5-474F-8A0D-0A15803B8B50"><md5 
extent="x000" sha384="956c406727537ff4b610d6c2887e3289e4474b34f8a241d650e2be88cedf0c2bb3d622cb542821a29b2683f94287e174" size="1091">f66eaa10
9eb6edb57ff55410af9664f0</md5></rigidName><rigidName rigidName="56B9559F-9C78-4F08-B04F-7C3339BEEDB6"><md5 extent="x000" sha384="d3acfccfdb9
6a5ba7bbab30ff1473863d4c552c7a113a37ec337d6cc36253cce2398bfbab01879c974bedd62efe3edee" size="1091">705ae049f1570d681ec5e77560a3a141</md5></r
igidName><rigidName rigidName="1FE3E7DF-EFFA-408A-A1B0-89F15BA61F31"><md5 extent="x000" sha384="0b884690667f74b964ac5d15d47a83f92e66430e8084
c88d5c7285b8f146bc6eef184e0640a058a73cf40cca1be14343" size="3086">23197427b7a94d423b0590ced0f9e430</md5></rigidName><rigidName rigidName="7F
682906-6E49-481B-89C5-2DCA36720F4F"><md5 extent="x000" sha384="9cc1d32ba5aff764987979c731ddcd45e72d5f51d30738395a4833f7428feaa871844c6c03406
3b0e4f21c1

C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\data\Warehouse\5924-10-68311398
Process: C:\Program Files (x86)\Sophos\CloudInstaller\SophosSetup_Stage2.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 1587

Entropy (8bit): 5.0790448824387

Encrypted: false

SSDEEP: 24:2dkktYZaUNEuS/kuyVZTAkJCAvo4rqSfD2n8A6aCkQaTnzyoHiQSGB4++XY:ckwYPBHMeCAvh88A6aCJ6fCs7+I

MD5: 7E15F6BE1FEF343AFD0282E46BAE0929

SHA1: 9878B33754F4EDBCC71A2A87A10253D6F1EA19C3

SHA-256: 2963E9C9E15B0E79A67DEA4289202D6BDAB9D86F513A9BF4448B32046A33142C

SHA-512: 365247652C70E044AAE61BD43BFD2FC5A8C89502A2E4227C729A8412E307E844C42F1D07F3AE1FE92025A151B84C815B2757142B7FC9D391A07FE0C0E7E744AD

Malicious: false
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Preview:
<?xml version="1.0" encoding="utf-8" ?><rigidName xmlns="badger:rigidName"><versions><version><attributes><md5 extent="x000" sha384="82a0ddaff134daca2
68e16e4a430d7b25104390e11f34015b6b4b72e03551a02771a536a1b6e201471ed044846abef5e" size="636">b74cb87501877377c67ab38fdd2aba44</md5></attributes>
<rollOut version-id="1.0.1503.0" majorRollOut="13" minorRollOut="1410" updated="2021-03-30T15:23:25" /><md5 extent="x000" sha384="8893b0a937e4c593a
61ea3b05467a4d54d808279dee69bdd10713e779d34b9fda61b55989e61c7747e6f71651d9f06a2" size="338">f4ea09d1c1363f10586a5be12f3fd354</md5></version>
<version><attributes><md5 extent="x000" sha384="5aab161783e9348a459ca1d3c7f1d4dd1a05e0c26800876a35c30cdef34ed50c04f2cedf0af02507e7816cad35f92c24" 
size="636">03cbb519a1b2ced71cbc1b19a3e7e514</md5></attributes><rollOut version-id="1.5.23.0" majorRollOut="23" minorRollOut="812" updated="2021-03-30T15:2
3:25" /><md5 extent="x000" sha384="fb9c23ef49564b66c7ebdfc2c0542fea8c5ff96ea50efaf24a05833d10544d5f75a4bba1e501802b8727d

C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\data\Warehouse\5924-10-68311398

C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\data\Warehouse\5924-100-2001119669
Process: C:\Program Files (x86)\Sophos\CloudInstaller\SophosSetup_Stage2.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 786

Entropy (8bit): 5.199810630885959

Encrypted: false

SSDEEP: 12:TMHd5JphE3L+erWisx92XeqJomwn09rnKCwCCC/CC5CLC2KICO8W3X3JX:2d8vWByf7VTN3AV

MD5: 5F26A5F45002F9200CFCD084977C0181

SHA1: 89F258EBDD3F6BE92264283231F12986353CF753

SHA-256: AB2F46C79BB060D843D26C39DE50EC0F9DA7C56784FE1A2B35986E3ECC0D0C21

SHA-512: BC23498EC8DC1E620EFCBA567B7CDD898597CC887DA0336D680F1CE73734E1233AE621AC8BB5F25592207221FEB365F679477AD9CF1066666B491E1AF99E9A1F

Malicious: false

Preview:
<?xml version="1.0" encoding="utf-8" ?><ReleaseAttributes xmlns="badger:ReleaseAttributes"><Attribute name="DefaultHomeFolder"><Str1024>clean64</Str1024>
</Attribute><Attribute name="Lifestage"><Lifestage>PROVISIONAL</Lifestage></Attribute><Attribute name="Name"><Name>3F245DD0-B588-4C4E-9F38-980CEFF6
59D9</Name></Attribute><Attribute name="Features"><Feature>CORE</Feature></Attribute><Attribute name="Platforms"><Platform>WIN_10_SVR_X64</Platform><P
latform>WIN_10_X64</Platform><Platform>WIN_2008_R2_SVR_X64</Platform><Platform>WIN_7_X64</Platform><Platform>WIN_8_SVR_X64</Platform><Platfo
rm>WIN_8_X64</Platform><Platform>WIN_81_SVR_X64</Platform><Platform>WIN_81_X64</Platform></Attribute><Attribute name="TargetTypes"><TargetTy
pe>ENDPOINT</TargetType></Attribute></ReleaseAttributes>

C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\data\Warehouse\5924-1000-1010134893
Process: C:\Program Files (x86)\Sophos\CloudInstaller\SophosSetup_Stage2.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 2892

Entropy (8bit): 4.936734628889783

Encrypted: false

SSDEEP: 48:c4o4/3jayN9DBRObkCVxbbw4IHzYgK5enqUmK2U9u3H5AMdM+S69S:RB/vbDeFPb5IHEgKQnqUmK2UY35AAM+U

MD5: 3C7CA05029FAC6751E5D1B37763A070E

SHA1: 3C1A56901DACA7B953F51C01E6AC1585B4660E04

SHA-256: 7FD9CDA5F4B4CB799E5A4415415E2754CD5D848F7413539564E221AFC229D29F

SHA-512: 100218524554A39251C42CBAF9F546019EDD8080CE08F8020EB10D5F6BD3D0C7EE011F9CD46EAA820B9100B7CD915BB234D12752BD5B295FAE61C34E15510010

Malicious: false

Preview:
<?xml version="1.0" encoding="utf-8" ?><contents xmlns="badger:contents"><directories><directory><file size="1888" name="integrity.dat" date="2020-10-28T08:35:55">
<md5 extent="x000" sha384="18d3abbf139e4a6d36fd32fd69f47543e2374c16f9f2805042745f27a66c366cecc12331e2149190774fb28a77ebcfae" size="1888">8ff6fc14c1
3cd09863ba269dc9ef8089</md5></file><file size="8986" name="manifest.dat" date="2020-10-28T08:35:55"><md5 extent="x000" sha384="4d9939e43619999ccdbc21d
459d6323b4dea13c9bb6e363f8ac4c2c5fddb8b2556209d5587b3e528e0b5aa13587b0227" size="8986">069f43e9c424edc856ebb35604f444ce</md5></file><file si
ze="84288" name="osdp.dll" date="2020-10-28T08:35:55"><md5 extent="x000" sha384="c0f901c96b298eab0f19dab5e66936970db42705c58a0e8d587ace9da60
e536415221149ccfd5f2ed65be6e212b7b0fe" size="84288">13d87368f642edd0ba7132f41d72e6c7</md5></file><file size="10007320" name="savi.dll" date="2020-10-2
8T08:35:55"><md5 extent="x000" sha384="21229fe1b7a0b8493d30cdd938151b00af759443196a4e629b5aa3f9e317284a4c17826

C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\data\Warehouse\5924-1001-1218264106
Process: C:\Program Files (x86)\Sophos\CloudInstaller\SophosSetup_Stage2.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 2643

Entropy (8bit): 4.9476162527862195

Encrypted: false

SSDEEP: 48:cumNRFdPXolDFEoLdoKGfYc5esf0B8O84n9S:bm/FdPXu7doKGwcQsfzKw

MD5: 2839F82776BAAAC8022DFE22C592B3C1

SHA1: 97EB36D5FCA7B195EB3D0B3DF62FC38CA839590F

SHA-256: 6DB72A5F86D0747ABFFF5536920D6D41F309CD2E732F20C6FEF6F4E6FD1064FD

SHA-512: AFECC2827C566942608A1EC0E9CBFA37A679DF47FF8E43E6975359A3E2B3F84A783F75793FBE3E9184477E876D224A2BAF188C88C8E0EBDC8F2A55B9109831A7

Malicious: false
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Preview:
<?xml version="1.0" encoding="utf-8" ?><contents xmlns="badger:contents"><directories><directory><file size="1787" name="integrity.dat" date="2020-10-28T08:34:03">
<md5 extent="x000" sha384="76207601c3b760d1b6c6ea5310edbf92bd14a2580ca75f0780593491a8a7d0e9b99284dd65d36ae80d13510cd31b8b2c" size="1787">
9d704f1d285bdfbc9b334fe1c48972c0</md5></file><file size="8849" name="manifest.dat" date="2020-10-28T08:34:03"><md5 extent="x000" sha384="f0dc98b5af6f4
2b8487784eff21e98a9d51ca6b9197e4229f1999a7ae340931145f12379fe5332eb8babf3d4e7fc1f5f" size="8849">bd5443a07938543d585308e38c612af4</md5></file><file 
size="99792" name="osdp.dll" date="2020-10-28T08:34:03"><md5 extent="x000" sha384="c5e24fc1ecd323db7d37a5ed6d61bd9bac26eb4d93f1f72d903ec37459f
d34d674fa468276ea6c8d43f330091bfebf0e" size="99792">be0d65759ce2387dc22348be732f22ee</md5></file><file size="12286136" name="savi.dll" date="2020-10-2
8T08:34:04"><md5 extent="x000" sha384="50ec9c5ee52d5176054f7522800039e7122af61df84a389fe32a66f61f45bb19afb2baa

C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\data\Warehouse\5924-1001-1218264106

C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\data\Warehouse\5924-1002-885657299
Process: C:\Program Files (x86)\Sophos\CloudInstaller\SophosSetup_Stage2.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 2004

Entropy (8bit): 5.044442606848435

Encrypted: false

SSDEEP: 48:cKpfxzkDGi+3hZSNWVWVwfimYntxfjPbV6RQODGcs41F999S:9pDF/SNWUCimYntxfj56RnGc5i

MD5: A92D4A01EB2814A23770A4E80929B624

SHA1: D1E22E892DB9CA266BB7EAFB85D19A7C1633A32A

SHA-256: 41B361ECD82B64EEE96E1F4ED0B489E5B43E804333FCD892809158D2E3DEA761

SHA-512: 555B921EACD6B15DD6098224D5EAB06BCC25151D3B21B327BB78A3D702BCC4D7A17CCBC3FFDACEA6B5D6BB0FC115E064CC4184123214BFAF6A941833AA8E8
751

Malicious: false

Preview:
<?xml version="1.0" encoding="utf-8" ?><contents xmlns="badger:contents"><directories><directory><file size="8582" name="manifest.dat" date="2020-11-16T15:20:54
"><md5 extent="x000" sha384="ea8a89109f02bf8c2bfd06de7294a578a750fc1b7966226c33bd3f8a4aabfa3f7fd30aafc9a6a154e2d01b988a168bd1" size="8582">b
ac255e9eb3c5ce7cdab3dd561107229</md5></file><file size="828600" name="setup.dll" date="2020-11-16T15:20:54"><md5 extent="x000" sha384="b2e65cf40490a16
fca7872c345c64fbdd7daa080319e9500fb5911f4505583655d843eadb400fc2af5c9e4380ff7204b" size="828600">932c768dec9b2eae6431fde907fc1371</md5></file>
<directory path="Sophos"><directory path="AMSI Protection"><file size="1650" name="integrity.dat" date="2020-11-16T15:20:54"><md5 extent="x000" sha384="bf2699
99faf189abb575aa4d93a1afe846072f934c513cc27cb658351c33b2a32931261387d6dd399ca5c37ad7643250" size="1650">7a879a3800880d49cc33ab4b7b039478</md
5></file><file size="384936" name="SophosAmsiAdapter.dll" date="2020-11-16T15:20:54"><md5 extent="x000" sha384

C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\data\Warehouse\5924-1003-617163058
Process: C:\Program Files (x86)\Sophos\CloudInstaller\SophosSetup_Stage2.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 2301

Entropy (8bit): 5.046329905997087

Encrypted: false

SSDEEP: 48:cqVlDHj/+3hZijGnjizZbVjvRQODEj7jHYnjUxfj39999S:B3DHa/iqn2zRnEnDYn4xfjq

MD5: A1BAFE2624DA97918BFE8CBCDD6C1D7C

SHA1: DC08B14B05FA258682A6BCF2857F3F0E92D1A772

SHA-256: 6053D4D55B24260A497915EB6E5BBD6E5C67E0255CE40D67C1D1E1300B6B9870

SHA-512: BDD6F82A38179B33D5869E331EDC2DFC90F02F57CA399E4CC23B0B7C8EF59497B702D06878829E7BD95CAB357668D66E2F7C5B4C6AD760B7790257ACA12FA68
5

Malicious: false

Preview:
<?xml version="1.0" encoding="utf-8" ?><contents xmlns="badger:contents"><directories><directory><file size="8762" name="manifest.dat" date="2020-11-16T15:20:54
"><md5 extent="x000" sha384="e7d473856e6889a2f37001786733c2f93bf940b71f0935ec8f5dd46cb8b82845858bbcc1bbabe3869a3d584670b74d27" size="8762">0
d0f136d74c1b0a710b0375e93a1689b</md5></file><file size="828600" name="setup.dll" date="2020-11-16T15:20:55"><md5 extent="x000" sha384="b2e65cf40490a16
fca7872c345c64fbdd7daa080319e9500fb5911f4505583655d843eadb400fc2af5c9e4380ff7204b" size="828600">932c768dec9b2eae6431fde907fc1371</md5></file>
<directory path="Sophos"><directory path="AMSI Protection"><file size="2008" name="integrity.dat" date="2020-11-16T15:20:55"><md5 extent="x000" sha384="2ca977
e642f8a4a1e592329065be58306f63d4dba01a2afce29ffe26f05990c045353392ef5ab5f8cf242a28c5785296" size="2008">708933875d6e63a128c3aaea759f96f3</md5>
</file><file size="1038152" name="SophosAmsiProvider.dll" date="2020-11-16T15:20:55"><md5 extent="x000" sha3

C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\data\Warehouse\5924-1004-104673729
Process: C:\Program Files (x86)\Sophos\CloudInstaller\SophosSetup_Stage2.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 5341

Entropy (8bit): 4.973499348578443

Encrypted: false

SSDEEP: 96:NyyNh9UkSLULYpS1JRcUzrKE/xxBcFupv1tt1+8+13UfZdJx:RziHp9ox8uLQt2

MD5: 1EED511B848FFF8E4F7C9E96D0E997AA

SHA1: 59035575EAF1DC139A1315BF99125994EE6071AC

SHA-256: 07A198BA17519B2E85F69ED082848E040F7EA7AFB6A74FE24013196BA6D3AF50

SHA-512: 735D8ED96D2FA1317FEE170652F5D0FCF9A7E292A9768936654CC9A341D0C1F9990D7218FC34D622318F96AA750B4B95F91325684C228CEA5E022F8E6232C157

Malicious: false
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Preview:
<?xml version="1.0" encoding="utf-8" ?><contents xmlns="badger:contents"><directories><directory><file size="11113" name="manifest.dat" date="2020-11-16T15:21:0
4"><md5 extent="x000" sha384="44c26de2644d81e7a2ee5932940b91f19249ed2865c8678a98e7d720ede925918f206c0ae529ece77385dd04c469252e" size="11113"
>7832c20385b0996b44f0cbbf9e34c1fe</md5></file><file size="980456" name="setup.dll" date="2020-11-16T15:21:05"><md5 extent="x000" sha384="514d4408209fb
a921655b130e63e44a68bc50f9fd0582031ee50d2333d87a9f37e29f45335e083e667bbd018108ce3c0" size="980456">4f8d859adf49ca447618019dd78e2809</md5></file>
<directory path="Sophos"><directory path="Certificates"><directory path="Management Communications System"><file size="525" name="sophosca1.crl" date="2020-11-
16T15:21:04"><md5 extent="x000" sha384="6e27f11cb6985ae72911f6890ddc2d3f323670807fea62c604b34f2d14ef13c24668d1fd14bf1554545d89f47602aced" 
size="525">48ad0fbb2e473628ca6fbe5f40c1b335</md5></file><file size="1142" name="sophosca1.crt" date="2020-11-

C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\data\Warehouse\5924-1004-104673729

C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\data\Warehouse\5924-1005-672185446
Process: C:\Program Files (x86)\Sophos\CloudInstaller\SophosSetup_Stage2.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 2246

Entropy (8bit): 5.014656306168664

Encrypted: false

SSDEEP: 48:cCYW6KwuJBS/BHqj0Qw+6yd206Bxvbl999S:JYWuuC/RqQQwqd2PBtC

MD5: 293DE2CB39A696F00E225CCE28D261E8

SHA1: 068B65A5AEF1CE4301109223E146DBD9EFCA7093

SHA-256: 66B6DB718554A5FA6197DDEB9779330691002E9C368EFB2F32C4D4635B041195

SHA-512: BD8023261F3B98EFF5A04BADC72B687B1F2283B29332C6523BF525367FAD004DA59BB7F6CE16B7EB3B0E6906CE7D64F3817111753661CED471F824EA9B253E50

Malicious: false

Preview:
<?xml version="1.0" encoding="utf-8" ?><contents xmlns="badger:contents"><directories><directory><file size="8726" name="manifest.dat" date="2020-11-16T15:21:26
"><md5 extent="x000" sha384="e81902cb1ddabbf9c7298d3d5ee2abe32597117fab8fc703821e82c49d8a26b5baba3b906cc61923f10af40fdddbf2ec" size="8726">2
119000afac1413759c8fe84dd851076</md5></file><file size="921552" name="Setup.dll" date="2020-11-16T15:21:26"><md5 extent="x000" sha384="c02bea5872d21c1
c1d9980ed56d5252d1b913736afe6feaaa587eaaa2288fb47aef3be5ba49a5c2795381c9236f48aac" size="921552">9db9785bda1e9412d78814345f46502e</md5></file>
<file size="600312" name="SophosFSVerify.exe" date="2020-11-16T15:21:26"><md5 extent="x000" sha384="7cab9668bd67163ae3180aede54cb9eff7e7f4463e5c8693
0bc405ca9e9dc817b0586b40f9cb57aec006ae21c7f89d4a" size="600312">7cf5a7ec8bb19d8644cf13f11e11cbe3</md5></file><directory path="Sophos"><directory path=
"Sophos File Scanner"><file size="3934" name="integrity.dat" date="2020-11-16T15:21:26"><md5 extent="x000" sha

C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\data\Warehouse\5924-1006-1540180348
Process: C:\Program Files (x86)\Sophos\CloudInstaller\SophosSetup_Stage2.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 2248

Entropy (8bit): 5.008792205142945

Encrypted: false

SSDEEP: 48:cNP18W6KAuFjTL8wlLDEgeRJryLq6ZRLp999S:OP18WWutTL3LIgj/jLG

MD5: B94B8F425D529BEA7D942E7A8EF95772

SHA1: 85E705DD261BF5283D970AB75CD8233B04C18B1C

SHA-256: FE5C35E134AF36C886D9738FB6790BFE00BE876C80827A1A7F592BB198B0C81A

SHA-512: 90032981C5010A304E6A8BBA56FCF79FF8EF7EBA46FA123D409BBF1B8FCDF71412D4715AD82ED298E14AC6B6772013B8083D69D9E9E5D871C1BB7E98BAD9187
9

Malicious: false

Preview:
<?xml version="1.0" encoding="utf-8" ?><contents xmlns="badger:contents"><directories><directory><file size="8727" name="manifest.dat" date="2020-11-16T15:21:26
"><md5 extent="x000" sha384="78846119a82184b013b60a5ba749c0f816bc32857460fe210922388e9afe33ae6bf5d2b784016c30901203ff7f3e8ab7" size="8727">3
0fd0d4658e2d700aa81d02db62c3d96</md5></file><file size="921552" name="Setup.dll" date="2020-11-16T15:21:26"><md5 extent="x000" sha384="c02bea5872d21c1
c1d9980ed56d5252d1b913736afe6feaaa587eaaa2288fb47aef3be5ba49a5c2795381c9236f48aac" size="921552">9db9785bda1e9412d78814345f46502e</md5></file>
<file size="738208" name="SophosFSVerify.exe" date="2020-11-16T15:21:26"><md5 extent="x000" sha384="a5ecb621aa6b92406deed69efd01daa823e0454ce9aa5895
8dc0f1b673fd2bb1d79a40175d9ad3813ae949ca529f0461" size="738208">765dd92e9bf68769e3acccf49c8ff585</md5></file><directory path="Sophos"><directory path=
"Sophos File Scanner"><file size="3935" name="integrity.dat" date="2020-11-16T15:21:27"><md5 extent="x000" sha

C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\data\Warehouse\5924-1007-2114063388
Process: C:\Program Files (x86)\Sophos\CloudInstaller\SophosSetup_Stage2.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 2154

Entropy (8bit): 4.933674071489446

Encrypted: false

SSDEEP: 24:2dhEifbevHTtXWdX2K2Hmqd8cR1HGcxMzDWHZAADqoqbHjaEQWUAsHfH7VgX4oRg:c+Neqd86QEqpPapbVMUc7IDgKMM+eY9S

MD5: A6B7B16B447089D4D52013708CA5FBD1

SHA1: F07721F8760F0B37B29EBE4BB739E30DA7896204

SHA-256: A93793C98CAAF7AD124C070C51CE6A10A9D01565FA6D28AAECD5BFE986A30CF4

SHA-512: F65326BA3FFF0E1D41B7DF04A8EF3BE54D9B81BA9403A3285F085BE01BFB6F641B7328BB84DCA4F80E4DE4457E95F62A84D625527BF67523C3A2B3BBC6FEAC
2E

Malicious: false
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Preview:
<?xml version="1.0" encoding="utf-8" ?><contents xmlns="badger:contents"><directories><directory><file size="3105" name="integrity.dat" date="2020-11-10T14:49:13">
<md5 extent="x000" sha384="a7925906ced29053d918798da43e8112b4d4aa6dddcc70ed099908f71ddbd0ed01ba379387be82ac60dc3ec2880e6e11" size="3105">
e3f36bc3324e025d35ce3cb6453b6699</md5></file><file size="8584" name="manifest.dat" date="2020-11-10T14:49:13"><md5 extent="x000" sha384="468f6be88c137
2009e18e74e95853d9518703328fd24f3e4edd6dea572d8f87fc82bb0153ea38dac9aa2c3ff4108e3b8" size="8584">35962f384d1955c973e78ea482a4081d</md5></file>
<file size="2183032" name="safestore32.dll" date="2020-11-10T14:49:13"><md5 extent="x000" sha384="8f890a97ea897f13d0c2594874cb33e63d3b12e80ea400d9e1
fe2cb5bc62aaa01861e15a49d1bb0b005e87bac5faa515" size="2183032">604e23b9be7e257fa93645574b2f1948</md5></file><file size="981480" name="Setup.dll" date=
"2020-11-10T14:49:13"><md5 extent="x000" sha384="c2158106fa7f9e22c0c8eeb9c0a979914e5eac8c58e35c0a4e871e28f908f

C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\data\Warehouse\5924-1007-2114063388

C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\data\Warehouse\5924-1008-1712658171
Process: C:\Program Files (x86)\Sophos\CloudInstaller\SophosSetup_Stage2.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 2154

Entropy (8bit): 4.935418330368083

Encrypted: false

SSDEEP: 24:2dhEifbCv43saJ247I4iHHBbNiEWHZAADqoq0HjaEQWUAXH8bqQzSG7aMHOsGYt4:cAJ7bU3qpYaU0GYAyHl1VtR9S

MD5: 4C3736B66924280D3820B4F19B5333EC

SHA1: 881476FA9C61DC65FA1CC76AAE70B7D56D0B3468

SHA-256: 36FB890D69D52BD6ABB3B1B27E210458274209D7AD429EA705515992F33AFC84

SHA-512: 6C9DB854A29BB31C28FA7AFEB73B3DBECE5B993E94EF7F8DB37E08A7EBC4DA2F36AF80190DCBC6DEF83D9314699D8C7F3C133A95EC3CD0FD73BA9344F7614
BE2

Malicious: false

Preview:
<?xml version="1.0" encoding="utf-8" ?><contents xmlns="badger:contents"><directories><directory><file size="3189" name="integrity.dat" date="2020-11-10T14:49:12">
<md5 extent="x000" sha384="810cce60f6073cba511fd553ffc123bbb0bd659bc59c054652fcb06414c7c07a77aefe3826f439c2bff03c2b748e407b" size="3189">298970a8ef
e2a81bac4fabba3f4e8619</md5></file><file size="8584" name="manifest.dat" date="2020-11-10T14:49:12"><md5 extent="x000" sha384="015b7eab1a92b1a2721b238
12b65791b945046d9fc1ebebb32d1bf7d6e2e568cbcbd3a511b5166d12031035b2074d443" size="8584">4538e19b969b6e41d1337cf61f8982f6</md5></file><file si
ze="2726504" name="safestore64.dll" date="2020-11-10T14:49:13"><md5 extent="x000" sha384="90008666baacbfd91da3c3a0830ad6e505c8db70cefe48118f
94cd87e36b45ace65c246f67daf75aa233657fdb49fcd7" size="2726504">d4e488b84d1b8615c250f132f60a2c39</md5></file><file size="981480" name="Setup.dll" date=
"2020-11-10T14:49:13"><md5 extent="x000" sha384="c2158106fa7f9e22c0c8eeb9c0a979914e5eac8c58e35c0a4e871e28f908f

C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\data\Warehouse\5924-1009-1592777366
Process: C:\Program Files (x86)\Sophos\CloudInstaller\SophosSetup_Stage2.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 4610

Entropy (8bit): 4.913724236148467

Encrypted: false

SSDEEP: 96:zLZC0oeaMQ44ZY/B9Rpl/TDd1zOHBwueLQv1JeXKULAM:pPtndz7

MD5: E438DC0AE1B5DBE4D8E0A9020964DC64

SHA1: E7550891B97E9095CBB75AD0DEDBFDC5C750A669

SHA-256: 3A1D24F0E4F70FB7F24ED025B2E4797D0ED6A582A800F2BAE9A2206EF63BE56D

SHA-512: 55CA8648CA2C75B7A313B2E6DF3E2960F622B4D8171FA51EA12EA7C8BB70CAAEA78FBA9325C5747D64E73780816193592528802C45ED9788F8999BE29352EB05

Malicious: false

Preview:
<?xml version="1.0" encoding="utf-8" ?><contents xmlns="badger:contents"><directories><directory><file size="336376" name="deleter.dll" date="2020-11-16T15:21:3
3"><md5 extent="x000" sha384="65936ee231bdf54639086075179962a9b28945858019579186075f62c734b1681ee69164eabba44131201e0d4ab5e9e2" size="336376
">9ae077d6f54b0a979d15a9644d4e364d</md5></file><file size="2495" name="integrity.dat" date="2020-11-16T15:21:32"><md5 extent="x000" sha384="0458d3ce92
e230ccc41952eee5f18c11c35c62aed2ea972ae8c27d7f63e1d00d972d6998e7e92bdd345ba7be494fbe0c" size="2495">252a8e5839ce7f9b9d73aef90174cd66</md5></
file><file size="9924" name="manifest.dat" date="2020-11-16T15:21:33"><md5 extent="x000" sha384="9c82d992193b9241360edd65c9c724de7c95ec55d9a810736ec57
a82af88b10cc138a9289aaffae4d73e1af10d36a406" size="9924">22870b78fb76e2956cb9e3d7a72f2e89</md5></file><file size="13528" name="ResChs.dll" date="2020-
11-16T15:21:33"><md5 extent="x000" sha384="0203219d324131f8dde6668ecfc4adf802e63a659517e4f0f30e42657bdb9fa3bec

C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\data\Warehouse\5924-101-1273469415
Process: C:\Program Files (x86)\Sophos\CloudInstaller\SophosSetup_Stage2.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 340

Entropy (8bit): 5.230572142891546

Encrypted: false

SSDEEP: 6:TMVBdT3E6Z4gRcAaHUOBGU58XW4jyu0nmID/b5uGW9IlASkxVv7n:TMHdgGRsD8XW4kmg9Jvzkfn

MD5: A589FB2EFBA7CDA6C44B9B7C6D6718C6

SHA1: C4530AE7FF4B8B46F62B52FAD16344DF08F0E71D

SHA-256: E18B0490C6D6A9B97400A7010DEB24EBE799BBC2C5B855B2D115B001362566B4

SHA-512: 84E37C2E21E6388A640AEC84E892AB8B5DFD1E1329CBE33E279DE2D5197F593F97E8C86612DE045A7A79FADE1EF4EDC7D5F5A55C873EA3B301492CE9C1BB62
6A

Malicious: false

Preview:
<?xml version="1.0" encoding="utf-8" ?><package xmlns="badger:package" name="SOPHOSCLEANM64 3.8.6.1" version="3.8.6.1"><contents><md5 extent="x000" sh
a384="ac50f278aff9e57f4d836e867d51e26f3fa189fd20695b962e6968dfc31fa33186cf0b4b346dd58b563d8ee312fdc3dc" size="2152">25d77dcf2097d34416dca5ca
163cb093</md5></contents><subpackages /></package>
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C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\data\Warehouse\5924-1010-951493284
Process: C:\Program Files (x86)\Sophos\CloudInstaller\SophosSetup_Stage2.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 4610

Entropy (8bit): 4.911085464832945

Encrypted: false

SSDEEP: 96:zLZC17KufEBGD1gsI+jy9Acv55nFbFBvuPD7O1be8snsRLfqXV:pJgpBPwXn1FBmkiXV

MD5: 45A55BA22458D1356E4591B7947B60A5

SHA1: AD582F05F61A8D1B623C763B2190E8A5A0130064

SHA-256: 1678B98AA2B48DCA4097962B7F380C8003EA15E893CD71A19E0B5E30DB67A114

SHA-512: C724213A57CC95EA90406A33BB910E49E105C58D69788BF588C4861C0F02011BF6A0A38BAC65E03670C286382836CDFBAE3287612ED8B50D6CFDA4E179E9093C

Malicious: false

Preview:
<?xml version="1.0" encoding="utf-8" ?><contents xmlns="badger:contents"><directories><directory><file size="336376" name="deleter.dll" date="2020-11-16T15:21:3
3"><md5 extent="x000" sha384="65936ee231bdf54639086075179962a9b28945858019579186075f62c734b1681ee69164eabba44131201e0d4ab5e9e2" size="336376
">9ae077d6f54b0a979d15a9644d4e364d</md5></file><file size="2495" name="integrity.dat" date="2020-11-16T15:21:33"><md5 extent="x000" sha384="dc93101f39
1d13d753601bb99c8aab44479729b76587ed8b264059d6954a302907fef8a3e356e008a43c97b16368aa69" size="2495">0b414f67f9e639e266fc2f33c673ae36</md5></
file><file size="9924" name="manifest.dat" date="2020-11-16T15:21:33"><md5 extent="x000" sha384="b4930e0a2a578b7ac71cb8824a6437819a098cba63f7a141154ac
7e237abb4789fe5b47118ab196c27f4c3aaa0dea5e2" size="9924">3326a213e12ab607bd540ae12fe7751f</md5></file><file size="14040" name="ResChs.dll" date="2020-
11-16T15:21:33"><md5 extent="x000" sha384="9786bc3da3b3d2a4c3c096f003d33bc945e9426e49ad6372309a665e9f65779c5c4

C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\data\Warehouse\5924-1011-133622292
Process: C:\Program Files (x86)\Sophos\CloudInstaller\SophosSetup_Stage2.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 25052

Entropy (8bit): 4.9688725684694806

Encrypted: false

SSDEEP: 384:OfSPsEOmATbaOmUKC5VG1loNFHwCj3lvEVttUVWgX10:OfS1OmjOtVqlPKuVttOWgX10

MD5: 6EE1699517D1137CA2198AA08F4FD70E

SHA1: AD0B880CDD49EC4F2DF075295AF5E47EF4274AB6

SHA-256: 17CD5599AF907074C1B8CA2CA69C48F3E6E6D039C92DD06A88F9281CE75D0816

SHA-512: CE77E7EA8BC1CD88D9F370D2087CD341AFE1758C428E3CB8966F11A3E2902CD82C8C93C520132B74F044957DA9A03960D997116A7145738DF245125A5326733B

Malicious: false

Preview:
<?xml version="1.0" encoding="utf-8" ?><contents xmlns="badger:contents"><directories><directory><file size="25138" name="manifest.dat" date="2020-11-25T11:12:2
8"><md5 extent="x000" sha384="bcfbe1ebaa699fcfdb505da82daa70b0c16ea4765fe1c86630020007c2b7e52caff7f2d078f865a7614d9ccb9a3ee81d" size="25138"
>7ee9a324e823e6edb8598b315e9922b2</md5></file><file size="833752" name="Setup.dll" date="2020-11-25T11:12:28"><md5 extent="x000" sha384="6858ea86025e2
3cb75d27ee8b6fa1306c67928d760a6d16683c41bd7c2bb21b955687484d73ffb45da0b118ef0813439" size="833752">5472aee6a2e004f9d247db75e3ce3497</md5></f
ile><file size="3567616" name="Sophos Network Threat Protection.msi" date="2020-11-25T11:12:28"><md5 extent="x000" sha384="a97e40346537fe20b688db09840
b8bcd0faa2733d0188fbfcd93a6599207e1ecd8b3bbb6a9684d27df7b7de5a52785e0" size="3567616">1b6a5b09d0175d5e9cddef10f1e68fcb</md5></file><directory 
path="Sophos"><directory path="Heartbeat"><directory path="Config"><file size="92" name="Heartbeat.xml" date="2020-11-

C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\data\Warehouse\5924-1012-1804408677
Process: C:\Program Files (x86)\Sophos\CloudInstaller\SophosSetup_Stage2.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 24523

Entropy (8bit): 4.972637349108725

Encrypted: false

SSDEEP: 384:vWUdMLNLQLj0eMLsLAL0LbZR2LOrLwPZLw5LQOaXxbW1WzjL7KAYsUCWOWEkiIs7:vvv0ejZRytxx+6KAYs4OWxi/7

MD5: BF79EE9F5C15990706CD5A6F5457BE8F

SHA1: 368257DC32967E7E8660B146AD3FF5422253F121

SHA-256: B8A3E5FCDE4E091E368680D2CF13B3E6988F93D322545442105ECA0479C8A7BE

SHA-512: 97F4092BDC9F7AB598746D84DBCF30D339C16FEF161FE6E309EA695BAF0EAC11EA23FE60922DAB40D62E9FB2EC537A5CB40F99328BE5DA731514ED065984E7
A6

Malicious: false

Preview:
<?xml version="1.0" encoding="utf-8" ?><contents xmlns="badger:contents"><directories><directory><file size="24890" name="manifest.dat" date="2020-11-25T11:12:2
2"><md5 extent="x000" sha384="6da89fe823f78688860d15082a6aaba4613a15ac5b3e9c0ee7395b7a61d335428666fcb82de02ad0c406277477330e0d" size="24890"
>52346b5d05fe769b26a8909d79c8e514</md5></file><file size="833752" name="Setup.dll" date="2020-11-25T11:12:22"><md5 extent="x000" sha384="adeaffedc11f5
b0c168447a14129d1fb8e67cc8c3ff7cce93a01aee98aea1ed6ce8231296a80d4bfea06add9550b0f87" size="833752">9587e00655623f9f50029e62e63afc61</md5></file>
<file size="2777088" name="Sophos Network Threat Protection.msi" date="2020-11-25T11:12:22"><md5 extent="x000" sha384="d665a7d78a62e8d2c27f7493f19
082bcfeab525a27fe92dc229493641b41eb9b3c72f68dabdd58a2d1d7305dfd66df3a" size="2777088">f274db3405ac759a2370b17a0f5e748c</md5></file><directory 
path="Sophos"><directory path="Heartbeat"><directory path="Config"><file size="92" name="Heartbeat.xml" date="2020-11-

C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\data\Warehouse\5924-1013-1833316444
Process: C:\Program Files (x86)\Sophos\CloudInstaller\SophosSetup_Stage2.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 6314
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Entropy (8bit): 4.99534997668016

Encrypted: false

SSDEEP: 96:6iX4NX0RYpFFOhRNIWaGWJX8XGO0GiJeV6zPx2dXtAIrCvvjTuSOidj:qyYZO/SVAZScwvuSJd

MD5: 786D171D46B11BEF37A63E6E7B04C5E0

SHA1: BEF60B0A9DB04EBD967810BDDA0F67F6052F73BF

SHA-256: CE56A92687983E50F3806059BB6DDF39FF603EB05C5073F1FA93FB3AD316174F

SHA-512: 4E8A969FDD31A00D32DE02753F217274B0EF6D5A31064C70D12B06CC30774002D64332D69FD082220DD4DA542A46D6671D274AE607EC0E4EAFB6267D6D944CCD

Malicious: false

Preview:
<?xml version="1.0" encoding="utf-8" ?><contents xmlns="badger:contents"><directories><directory><file size="11423" name="manifest.dat" date="2020-11-25T22:22:3
8"><md5 extent="x000" sha384="eb6488fd76153e242badeacb8aa211305c1ae3e156da67b2d621fc3793b1b7849adb2d54cb0dc87e4d86913425b94ae4" size="11423"
>6161891bc15f23a7930cea29f828f2e0</md5></file><file size="575008" name="setup.dll" date="2020-11-25T22:22:39"><md5 extent="x000" sha384="4638d740fbace
48bb94bae6574e9241fec7d369e73115333fa6dd68d5d340a784d8a3d2b76315bfbcc15060d7cf3d118" size="575008">f19fde5f825ca5a19cec6c37c0aa89b1</md5></file>
<file size="606208" name="Sophos AutoUpdate.msi" date="2020-11-25T22:22:37"><md5 extent="x000" sha384="86be62c37d53514691da9a91812ba446338a924bebe
059c81643c13c0828f731158e8e06300d0056ddf870aac72113dc" size="606208">58934fea8bb7e472fbc97f0d36db3dc6</md5></file><directory path="CommonApp
Data"><directory path="Sophos"><directory path="AutoUpdate"><directory path="Config"><file size="400" name="iconn.cfg" d

C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\data\Warehouse\5924-1013-1833316444

C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\data\Warehouse\5924-1014-1759174194
Process: C:\Program Files (x86)\Sophos\CloudInstaller\SophosSetup_Stage2.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 9526

Entropy (8bit): 4.959620139398178

Encrypted: false

SSDEEP: 192:oYFa3FbMkOofJLKTT4yVMX0afvYcN+jkZmiaDhwSe:o1XKT039pwHiaDre

MD5: 292EC841401EBAD1751EDAF4FFA184CB

SHA1: 388463B69E13B7D163D3A8806A671B29B484779E

SHA-256: 3F228F97769560425DA94BF1B7334EE9327B6F3CB245026BDBCF2FD13C768006

SHA-512: 87734D6F04C6373CC7A55A06C0233C1920ACBFA281E2B75B0866C688438B7D7BB884A3C5F967B32CE75F997DF81EDA5BA614E81005740C71280EE241BDC2D388

Malicious: false

Preview:
<?xml version="1.0" encoding="utf-8" ?><contents xmlns="badger:contents"><directories><directory><file size="616808" name="CoreCustomerAdapter.dll" date="2020-1
2-16T09:35:36"><md5 extent="x000" sha384="e660f0896f31d67886ac5dffc98842427d0e6a8f2d8e47cb927762be6f31c69be6e535936a1107d239b1def73f56f077" 
size="616808">71fe5c35183383331d078430456a99a8</md5></file><file size="666936" name="CoreEndpointAdapter.dll" date="2020-12-16T09:35:36"><md5 extent="
x000" sha384="bb24f7691892835b141fbafb92a7196778ed81b255ef0396bb18a8514cbc2968acdb8a59d611011c47a1978b70471664" size="666936">b79aa695c37d3d
42548c556e15d1a633</md5></file><file size="31293" name="integrity.dat" date="2020-12-16T09:35:36"><md5 extent="x000" sha384="213366a8c9fd4b739016643df
bf3d08f098544722f1c304ad6d0c0ab3d1cacb9cbab18676fa1f9c0f66cfb5788e4b10a" size="31293">1470b11d01fff1fd4cd092b5e9eefed1</md5></file><file size="1116" n
ame="integrity_sel.dat" date="2020-12-16T09:35:36"><md5 extent="x000" sha384="0273e2dd54568da49522bfe1caf01d7f

C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\data\Warehouse\5924-1015-279030834
Process: C:\Program Files (x86)\Sophos\CloudInstaller\SophosSetup_Stage2.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 9530

Entropy (8bit): 4.9557573163205095

Encrypted: false

SSDEEP: 192:zY8KFb59QZkFiLKTtfV+EtzXE3JtMWoXWd9aFRv1R:zm9QeTtj5OtM/XM9a/1R

MD5: AF0FCB7A770E7073C11452E908F303F3

SHA1: AA5A389DBE714BAB31CF2507B96534CF51647B5C

SHA-256: C20E5FB751CC6DF2B1C527F482A07AA6E46426E040FF106115F4C7151718CE3E

SHA-512: 57C9D5079AB2E4C6709CC7C7210D260432817BBF30292FEBD8E5E7649D2DB44242D95B73B8CB19E5F25D9C350DD4EEEDAC0DB87D4694D8184E1A71FD10B6CC
21

Malicious: false

Preview:
<?xml version="1.0" encoding="utf-8" ?><contents xmlns="badger:contents"><directories><directory><file size="616808" name="CoreCustomerAdapter.dll" date="2020-1
2-16T09:35:40"><md5 extent="x000" sha384="e660f0896f31d67886ac5dffc98842427d0e6a8f2d8e47cb927762be6f31c69be6e535936a1107d239b1def73f56f077" 
size="616808">71fe5c35183383331d078430456a99a8</md5></file><file size="666936" name="CoreEndpointAdapter.dll" date="2020-12-16T09:35:39"><md5 extent="
x000" sha384="bb24f7691892835b141fbafb92a7196778ed81b255ef0396bb18a8514cbc2968acdb8a59d611011c47a1978b70471664" size="666936">b79aa695c37d3d
42548c556e15d1a633</md5></file><file size="57842" name="integrity.dat" date="2020-12-16T09:35:39"><md5 extent="x000" sha384="42a547c224eafe8892baa4bc9
2fccb70a780a3aa866212ccd68c2f63b1c15ba49d449b8e497e9545ffb479afeed28b92" size="57842">366b067edfe8df617419dc2a0833fffa</md5></file><file size="1116" n
ame="integrity_sel.dat" date="2020-12-16T09:35:40"><md5 extent="x000" sha384="6384aee0e5109928653070d2b857f700

C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\data\Warehouse\5924-1016-424970007
Process: C:\Program Files (x86)\Sophos\CloudInstaller\SophosSetup_Stage2.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 2146

Entropy (8bit): 4.953295432133127

Encrypted: false

SSDEEP: 48:cE8oVRpQIWTt3m2FnVSFdntj+J71VlWEx9S:kcRpQIc3m0n+tIlTa
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MD5: 7679EC3E648C5D4E6A3AF50033E03E78

SHA1: A8EA366BA2176C7BBE0AD65758F19D16CB9CEC93

SHA-256: 400E9EFB1735554D0B6E57DAC752F3A1410114123A0161EA4665F1E32A0DBEF3

SHA-512: C00683EDBFB6BA069852030C0B810A8B3A6A10A860467E0B8F2C312E2859A48D84276B1F705FB5123B65DB37563DCCF51621F714A9618B994BF9AB6E9BA6BD4B

Malicious: false

Preview:
<?xml version="1.0" encoding="utf-8" ?><contents xmlns="badger:contents"><directories><directory><file size="3247" name="integrity.dat" date="2021-03-01T12:58:46">
<md5 extent="x000" sha384="900652628652f4752884e95037a95a26286e9bfa038206840f3935274561ba9ae2e2a383840ecee220ec566d7f81f080" size="3247">
f158bc6875454d8c8ee2ddbd0ba62d4a</md5></file><file size="8578" name="manifest.dat" date="2021-03-01T12:58:46"><md5 extent="x000" sha384="d3dc969d44950
465608ed6871bf95a8c07090d95b327eda6a3db60e2666d8f3237ce84de7831ce90d2693e96a9dc5ed9" size="8578">b3891a49d4bade8930aeb4b0639d1020</md5></file>
<file size="1316296" name="setup.dll" date="2021-03-01T12:58:46"><md5 extent="x000" sha384="a545a42252d5b67cafb0ca200991e06ec633dca77815a6ac9a164f30
2e6b6b1429e539d6e828c988fa627fbe360a4c99" size="1316296">908cb7acde31627f264d9b437bcd1299</md5></file><file size="629360" name="ShsAdapter.dll" date="
2021-03-01T12:58:46"><md5 extent="x000" sha384="922e1687bad2fdbefb9e486c0ae050e0b513657e101baf527137ccf2388ecf

C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\data\Warehouse\5924-1016-424970007

C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\data\Warehouse\5924-1017-1349081219
Process: C:\Program Files (x86)\Sophos\CloudInstaller\SophosSetup_Stage2.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 686

Entropy (8bit): 5.083712663696307

Encrypted: false

SSDEEP: 12:TMHd1ndGif8wB2q2XWtHRyX4j2ut0HBmqtEdq6syM4KBQwx4oq2XWuZBDIVKqQ4z:2dhEifbB2guoj2ugBrEdq6syMbtxbgua

MD5: 23328CA26B48315160A9396B8040B929

SHA1: 522CD1D0057839C9CED4BB31B165B558E3A0748F

SHA-256: A7E41F5CC2E2F8CE2D6F927C8077B1C823E0C318C90ACA4E1027170737F65DB3

SHA-512: 8376E426C5DC4CD21DA4BE4DEE60AB36958F831C7CD1BBDEBC998A0B39B85FAD7FC21FD832F44D2F5052B41B4D907E37CC2D63846B7E93A79B35E4B0B0F97F
AB

Malicious: false

Preview:
<?xml version="1.0" encoding="utf-8" ?><contents xmlns="badger:contents"><directories><directory><file size="7759" name="config-manifest.dat" date="2021-02-08T1
7:21:35"><md5 extent="x000" sha384="6c90de6dde3e0c29fdd1c35548ff58139d502bb8b5f973f4337ea468481e696ed3bea75dd657bc33faa3e665a36f6a7a" size="
7759">f71887bb0a3c87a60b3e21e4f9b1a245</md5></file><directory path="Configuration"><file size="18697" name="CustomConfig.json" date="2021-02-08T17:21:35">
<md5 extent="x000" sha384="bf1cdd20e7e95d0110a767c8d90d15bde58a8cec2b50eab30c5726b60b3a450f8f96303cd77f7c6a3d6fce91213b96d1" size="18697
">ee8335652581b8a2122cd6cf0ee60858</md5></file></directory></directory></directories></contents>

C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\data\Warehouse\5924-1018-59476069
Process: C:\Program Files (x86)\Sophos\CloudInstaller\SophosSetup_Stage2.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 2744

Entropy (8bit): 4.992787266828169

Encrypted: false

SSDEEP: 48:cKLq1lYcgzLvR3Ve7LcsZLFsvyL1Lq/KnL+AkLbg7O/wrL3RV8HLAcGS999S:xmlYdPoVFsotq/ozWbWO/wvhV8rAcGT

MD5: B5DCB9B424BF7B7554EC626A04A34F69

SHA1: 69F19FAAD69A20F3DDA58E0580809484AD0E9C50

SHA-256: 77A75BFAEF89DD7824C0A1599C2B7E5765C3852906E6EE21FB1F0CDAAE7C35A8

SHA-512: 4208F56C2EE12CF768E7D780C067CD82DFE42D94C184F8315363B41AE21F601EE254D6004A3759A7A6810CDD5AA5D142483A99CC15EFA7AD1368B1E9064B3394

Malicious: false

Preview:
<?xml version="1.0" encoding="utf-8" ?><contents xmlns="badger:contents"><directories><directory><file size="9091" name="manifest.dat" date="2021-02-08T17:22:30
"><md5 extent="x000" sha384="6d3ce1136cdd5633c89558218229d6407e5fb28cd92aa10f30a65ee75247d561ad31797b3b44a04b90980e1abc0365b2" size="9091">0
75394745630dcde28a12d5d28e69686</md5></file><file size="511584" name="setup.dll" date="2021-02-08T17:22:31"><md5 extent="x000" sha384="cd799d4439df9d7
28990d296e5dff5943d50e11fbb4cfbbf3f617d71ff9208f768fb0594a7bf7723246055c2fcaf5762" size="511584">c2c3121272ad613e722f5c9c37d1a645</md5></file><file si
ze="417792" name="Sophos Diagnostic Utility.msi" date="2021-02-08T17:22:31"><md5 extent="x000" sha384="8d031e68d6644bf9f48362ccdc94d5680ccfa87608cbcb6
f0d6b62c2e1c3bdbc638b1114a3b3b1704e18dde66f9dd13d" size="417792">4d8f989e7304b7887061abd2efa3c8fe</md5></file><directory path="Sophos"><directory path
="Sophos Diagnostic Utility"><file size="1868" name="integrity.dat" date="2021-02-08T17:22:31"><md5 

C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\data\Warehouse\5924-102-1069122860
Process: C:\Program Files (x86)\Sophos\CloudInstaller\SophosSetup_Stage2.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 786

Entropy (8bit): 5.191083859535282

Encrypted: false

SSDEEP: 12:TMHd5JphE3L+erWisx9/SAaJomwn09rnKCwCCC/CC5CLC2KICO8W3X3JX:2d8vWBDSx7VTN3AV

MD5: 8CC76F94CDE1A09B82662E133703495E

SHA1: 354156F77CA113E292AF28FC37869F7E35AFABBC

SHA-256: D73D605F7B8576B09F0AEA27ABADBE668B10E215A59D82A3104FA2C22FB020E2

SHA-512: AE748A7EDDC491D471A4581284DFB4F7FEAF96947156362FA97E3D38150384D68EC9A1DFFAA119E07413291AF85CF998099A3AB43717A50592FFDEEE46573397

Malicious: false
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Preview:
<?xml version="1.0" encoding="utf-8" ?><ReleaseAttributes xmlns="badger:ReleaseAttributes"><Attribute name="DefaultHomeFolder"><Str1024>clean64</Str1024>
</Attribute><Attribute name="Lifestage"><Lifestage>PROVISIONAL</Lifestage></Attribute><Attribute name="Name"><Name>CBFC0043-2DCA-4338-89F5-A29E2969
F84A</Name></Attribute><Attribute name="Features"><Feature>CORE</Feature></Attribute><Attribute name="Platforms"><Platform>WIN_10_SVR_X64</Platform><P
latform>WIN_10_X64</Platform><Platform>WIN_2008_R2_SVR_X64</Platform><Platform>WIN_7_X64</Platform><Platform>WIN_8_SVR_X64</Platform><Platfo
rm>WIN_8_X64</Platform><Platform>WIN_81_SVR_X64</Platform><Platform>WIN_81_X64</Platform></Attribute><Attribute name="TargetTypes"><TargetTy
pe>ENDPOINT</TargetType></Attribute></ReleaseAttributes>

C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\data\Warehouse\5924-102-1069122860

C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\data\Warehouse\5924-103-8980190
Process: C:\Program Files (x86)\Sophos\CloudInstaller\SophosSetup_Stage2.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 344

Entropy (8bit): 5.2350951826871635

Encrypted: false

SSDEEP: 6:TMVBdT3E6Z4gRcAaxAXWSYJp8XWeaKnGcyAVCMWVANVyOEFKzHnuxaHn2IlASkxl:TMHdgGRy3p8XWeaKnOAQMWcVyOoKzIaE

MD5: D195F55B6640DAB192F3F3882A0934C3

SHA1: 960624ADB9BC329CA8DE91391B06DE7FE6774728

SHA-256: 241A044FA2530EEFD5F8313EB318155D8E2B926F7CD51C7DB8B42F5E320DCB91

SHA-512: DBD5702AC879EA7EA981C3BC95A0BC125F8A47BB8572801BE2E0D2F9224E5CA5990F6F25F189CC01761F6BCCAB175B472BBB98D6738556A497F5F8A5D08F771
F

Malicious: false

Preview:
<?xml version="1.0" encoding="utf-8" ?><package xmlns="badger:package" name="SOPHOSCLEANM64 3.8.7.124" version="3.8.7.124"><contents><md5 extent="x000" 
sha384="d1f6a694261f1bd88232c9da72621fa82d07ea7a6776542477cfc6f3fc32ea3378f4010d64077f18efcb2ab3cd57da35" size="2152">3e653531d69cdb35f73e
c47b89978b0c</md5></contents><subpackages /></package>

C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\data\Warehouse\5924-104-2043722779
Process: C:\Program Files (x86)\Sophos\CloudInstaller\SophosSetup_Stage2.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 786

Entropy (8bit): 5.179639527353055

Encrypted: false

SSDEEP: 12:TMHd5JphE3L+erWisx9zGnkBXJomwn09rnKCwCCC/CC5CLC2KICO8W3X3JX:2d8vWBX57VTN3AV

MD5: 2DEE701D3C88A0161522C94EB687DF11

SHA1: FD0CFC6FA151A5BC7185B648B7B89484DF60F328

SHA-256: 642E8118F6DA3ADCF929BAFBC1E9A61704D9179E525C0D635767EB0B97F96435

SHA-512: 2113D3604C1B0A5FA90D9A46A7D650C7BCF96E001CEBBD022DC27FC0FADC2E1EEA70DBC5FAA601172E8D59EA01F3337218F328D5B9E8E3977FA900E1798F87
4F

Malicious: false

Preview:
<?xml version="1.0" encoding="utf-8" ?><ReleaseAttributes xmlns="badger:ReleaseAttributes"><Attribute name="DefaultHomeFolder"><Str1024>clean64</Str1024>
</Attribute><Attribute name="Lifestage"><Lifestage>PROVISIONAL</Lifestage></Attribute><Attribute name="Name"><Name>AB13FA1F-8526-4EAC-87B4-4C1BA071
4191</Name></Attribute><Attribute name="Features"><Feature>CORE</Feature></Attribute><Attribute name="Platforms"><Platform>WIN_10_SVR_X64</Platform><P
latform>WIN_10_X64</Platform><Platform>WIN_2008_R2_SVR_X64</Platform><Platform>WIN_7_X64</Platform><Platform>WIN_8_SVR_X64</Platform><Platfo
rm>WIN_8_X64</Platform><Platform>WIN_81_SVR_X64</Platform><Platform>WIN_81_X64</Platform></Attribute><Attribute name="TargetTypes"><TargetTy
pe>ENDPOINT</TargetType></Attribute></ReleaseAttributes>

C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\data\Warehouse\5924-105-1111919592
Process: C:\Program Files (x86)\Sophos\CloudInstaller\SophosSetup_Stage2.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 342

Entropy (8bit): 5.20602980016697

Encrypted: false

SSDEEP: 6:TMVBdT3E6Z4gRcAaNca4U8XWtVz0+xiS5hiLIeRFdftQD2IlASkxVv7n:TMHdgGRS4U8XWnAYiS5hmIeRnfGlzkfn

MD5: 847BE8FBA35EE19E0A0C4704C01A3F43

SHA1: 5857B4BD81CDB3D3FDD23C564D712406C0C3D9FB

SHA-256: 3C819140A6F9FAC48C52C264FCCB464946B4F5CF52E9AEA90D6951FF946A11C7

SHA-512: 093416DD11FCD435B28BD41252FD57BDBED36D1E93DA554CDEC24CB6E7E4A71AE77B34CE736371E3C2BE4917B6FEC55AC7CA77C50917F302C4BB344CFCB89
FF3

Malicious: false

Preview:
<?xml version="1.0" encoding="utf-8" ?><package xmlns="badger:package" name="SOPHOSCLEANM64 3.8.10.1" version="3.8.10.1"><contents><md5 extent="x000" 
sha384="8c20e7d66347b17727aa7dfbc8e380c263f1154210f032e6172d18bf877ecbd906b7c2f7401a10731ebe31f3b1ce4141" size="2152">ea687f96c9420b527cff16
eac2a054d0</md5></contents><subpackages /></package>

C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\data\Warehouse\5924-106-1393967719
Process: C:\Program Files (x86)\Sophos\CloudInstaller\SophosSetup_Stage2.exe
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File Type: XML 1.0 document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 806

Entropy (8bit): 5.173517535810345

Encrypted: false

SSDEEP: 12:TMHd5JphE3L+erWisx9IYjeJoZVRxHijHH09rnKCwCCC/CC5CLC2KICO8W3X3JX:2d8vWBz8eV2jHUTN3AV

MD5: E604B6C1D27CFB1389F8EF75EDF267D5

SHA1: 11397A4EE1EE73784FF2F83C80503231D2FD0E6F

SHA-256: 41B370F79D141AB14B0A5FCAE17C1435E6E2C33BDF3CDA005F79F06D3F71BDDE

SHA-512: C30F127434CABEED9CB349A2DCA667FEED2E03E3CF505B10D741FCE5B5F9C6EB1561E9ED576EB0E49739131EA7FD17F25BD2F93A75FE306D99BAEAAEE412D
7BF

Malicious: false

Preview:
<?xml version="1.0" encoding="utf-8" ?><ReleaseAttributes xmlns="badger:ReleaseAttributes"><Attribute name="DefaultHomeFolder"><Str1024>clean64</Str1024>
</Attribute><Attribute name="Lifestage"><Lifestage>PROVISIONAL</Lifestage></Attribute><Attribute name="Name"><Name>E3C4EF97-5DC1-4BA5-A3A4-911F2760
658D</Name></Attribute><Attribute name="Features"><Feature>AV</Feature><Feature>XPD</Feature></Attribute><Attribute name="Platforms"><Platform>WIN_10_
SVR_X64</Platform><Platform>WIN_10_X64</Platform><Platform>WIN_2008_R2_SVR_X64</Platform><Platform>WIN_7_X64</Platform><Platform>WIN_8_SVR_X
64</Platform><Platform>WIN_8_X64</Platform><Platform>WIN_81_SVR_X64</Platform><Platform>WIN_81_X64</Platform></Attribute><Attribute name="TargetTypes"
><TargetType>ENDPOINT</TargetType></Attribute></ReleaseAttributes>

C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\data\Warehouse\5924-106-1393967719

C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\data\Warehouse\5924-107-571057805
Process: C:\Program Files (x86)\Sophos\CloudInstaller\SophosSetup_Stage2.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 340

Entropy (8bit): 5.2578623970135006

Encrypted: false

SSDEEP: 6:TMVBdT3E6Z4gRcA9jBJO8XWUWJNzEMyAdkT0x9wW5QybqxgmmWHOKrIlASkxVv7n:TMHdgGRvnO8XWDENAdkm9wnxgmhHMzkf

MD5: 2380F5A2290D93EA52015FB1170C4002

SHA1: FB9459B6055859B90B41499C5B1D73BDACF7C5B6

SHA-256: 3CDA2600CD3C940DD9C389289CB7E9279B482173B2C7F4A60237B4E9A4251140

SHA-512: CE6779843312DE0A57FEE8580EE69F0E092B8FFE1FA48434C15BFFFD69A1B08B389C204A648602C8F0A0EB69F0FF20EB7B10B95B21E37E3BA274C718EE2C00E
4

Malicious: false

Preview:
<?xml version="1.0" encoding="utf-8" ?><package xmlns="badger:package" name="SOPHOSCLEANM64 3.9.4.1" version="3.9.4.1"><contents><md5 extent="x000" sh
a384="7523cc1e563f0b7c458c942dda971fcdcf911ef9343fa6d066f57d19dafd726eb20c9634727f2b4b5d74d02185833b7f" size="2154">4c3736b66924280d3820b4f1
9b5333ec</md5></contents><subpackages /></package>

C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\data\Warehouse\5924-108-1608199376
Process: C:\Program Files (x86)\Sophos\CloudInstaller\SophosSetup_Stage2.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 834

Entropy (8bit): 5.084680614456456

Encrypted: false

SSDEEP: 12:TMHd5JphE3L+OXZrlrWisx9LgchI0TaJoZVRxHmwn09rn1CoQCrQCBECC9QCCGCL:2d8hZ5WBvwSMeVyVFlXv4ZoWAV

MD5: 3AEA194F5151B5D731F9DCD50514370D

SHA1: 6DC0D9FAFE74AC6918173EC8EC178958D9765B81

SHA-256: ED62EBF629A74434A787654CB480C73FF44038AE7351741487D11F4662A69645

SHA-512: 7982877761599EFB1B044966FE6F7F1660DACD2FED46E8C9E136528D4FDAA336C1D66AA461C9114426522BE675D5AB582E8F8FF6DB3C7093F9234BA908E91396

Malicious: false

Preview:
<?xml version="1.0" encoding="utf-8" ?><ReleaseAttributes xmlns="badger:ReleaseAttributes"><Attribute name="DefaultHomeFolder"><Str1024>uninstaller</Str1024>
</Attribute><Attribute name="Lifestage"><Lifestage>PROVISIONAL</Lifestage></Attribute><Attribute name="Name"><Name>21EE8DC9-2E6D-4164-9F30-EA04
E90E78EC</Name></Attribute><Attribute name="Features"><Feature>AV</Feature><Feature>CORE</Feature></Attribute><Attribute name="Platforms"><Platform>WI
N_10</Platform><Platform>WIN_2003_SVR</Platform><Platform>WIN_2008_SVR</Platform><Platform>WIN_7</Platform><Platform>WIN_8</Platform><Platfo
rm>WIN_81</Platform><Platform>WIN_VISTA</Platform><Platform>WIN_XP</Platform></Attribute><Attribute name="Roles"><Role>UNINSTALLER</Role></Attribute>
<Attribute name="TargetTypes"><TargetType>ENDPOINT</TargetType></Attribute></ReleaseAttributes>

C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\data\Warehouse\5924-109-800881426
Process: C:\Program Files (x86)\Sophos\CloudInstaller\SophosSetup_Stage2.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 339

Entropy (8bit): 5.193310594907985

Encrypted: false

SSDEEP: 6:TMVBdT3E6Z4gR5Wkp9cIl8XWjZxWaFXEe4B2WEWh2tI9C2CTBT4IlASkxVv7n:TMHdgGR5Dl8XWjGatE5814YTBDzkfn

MD5: 55527321DD16864D60954B8E1CA0549A
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SHA1: 2D8A75D2E4930A3BC7CB5C6318C5C7E6405C5753

SHA-256: 3212C2D6C3197017FF1FD7FAA28EFC523A88D39380319DDACCDFA398E922F4A0

SHA-512: 14630FA73C099E52C70A289F4D4FEE5A95BF59CE9B30671CC5100C18656CE35AF7EF5D1C3DDA1399FC0EB675F89E4C4131A3A415B970E3C5275CC02AC2460FE
6

Malicious: false

Preview:
<?xml version="1.0" encoding="utf-8" ?><package xmlns="badger:package" name="UNINSTALLER 1.7.0.72" version="1.7.0.72"><contents><md5 extent="x000" sha
384="aaa981a34201376613fccb7241c0f49c02928d5e54aecabbffccf31a1067141970a9e8b36e4453665795db515d5afa59" size="4608">118ec0ebede0c450828075aed
0ec3fc7</md5></contents><subpackages /></package>

C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\data\Warehouse\5924-109-800881426

C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\data\Warehouse\5924-11-2130706668
Process: C:\Program Files (x86)\Sophos\CloudInstaller\SophosSetup_Stage2.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 1593

Entropy (8bit): 5.0825848978673545

Encrypted: false

SSDEEP: 24:2dkkJ9WMtg5X/jZJQS5XRtkpHmY8mGSZU3Cde0kkXjTJSGxSra+o0Ps2ZY:ck5B1JTRtcHJdRkMj1X+nPre

MD5: F4E25F782B53A2422D2811326EC96519

SHA1: 4A26E9F1AA66D52B17BC31788FC92B011E279BDB

SHA-256: 24469829AB8DA9F38DBE4631BFE6B4DA414B35B53299F1852ABFE0ED94653D56

SHA-512: B4C0C01F5DF42C8393D434748BE7848FD44FA7402B4B78264AC02719E23D99182B223C51B28DE6ED3797C1CC6ECC29E31812F8BE3BDEB2D4C64FD33E754D9FD
D

Malicious: false

Preview:
<?xml version="1.0" encoding="utf-8" ?><rigidName xmlns="badger:rigidName"><versions><version><attributes><md5 extent="x000" sha384="ce4f77a350181cc19
a7977e38fd4776ac1a6262ad1aad0508eef35a83e5fbea082bc1944fb7403237f9cdad67806049a" size="940">9a35e4ff245ab135b8cd93a99c7e0c54</md5></attributes>
<rollOut version-id="6.5.238.238" majorRollOut="51" minorRollOut="824" updated="2021-03-30T15:23:25" /><md5 extent="x000" sha384="3ea4721e47c56b937
4fbd8ed8035275aba377fde38e50068791e774fc73efafbd0cc75f88d2daece9e663e5c221d0e22" size="337">0ba2e7a3ad3586e9d94151ab7dbd97f7</md5></version>
<version><attributes><md5 extent="x000" sha384="71ea7f7fae5797d1105460cc0ebed2263c058a73689a59f9412ef5d2d66c6c0466ce1e371473ea64a7c7f9884e626657" 
size="940">0a517f175b31c55aec2551d1270b9a17</md5></attributes><rollOut version-id="6.7.306.306" majorRollOut="54" minorRollOut="381" updated="2021-03-30T1
5:23:25" /><md5 extent="x000" sha384="aeaa8859098c0001d2bf11779e137fc3f85e423cb153c3dde46da4e5489682cf835a9b47b6cdcd8752

C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\data\Warehouse\5924-110-1104005530
Process: C:\Program Files (x86)\Sophos\CloudInstaller\SophosSetup_Stage2.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 834

Entropy (8bit): 5.097304636452793

Encrypted: false

SSDEEP: 12:TMHd5JphE3L+OXZrlrWisx9verJoZVRxHmwn09rn1CoQCrQCBECC9QCCGCOCCjQn:2d8hZ5WBK9eVyVFlXv4ZoWAV

MD5: A789543FC12C0DF2140F5BF4D366F03C

SHA1: 80400945B7BBE22FAF80592D1F1D1D18BD05B89E

SHA-256: 4D6C77C1AC46AF9B667F02AD229F55017908C6B79965A34B831D8C4FC5FB446E

SHA-512: 32A34F2DC90B93BF95376111AB22211DDBF811D9A85FED9AAD6A42B104AF714A5B42142E7D28163D50D2C771CFC49733DCE910D361FE70C333FC2181B6243FBE

Malicious: false

Preview:
<?xml version="1.0" encoding="utf-8" ?><ReleaseAttributes xmlns="badger:ReleaseAttributes"><Attribute name="DefaultHomeFolder"><Str1024>uninstaller</Str1024>
</Attribute><Attribute name="Lifestage"><Lifestage>PROVISIONAL</Lifestage></Attribute><Attribute name="Name"><Name>C644626C-62A8-4342-9E36-B532
9289E3AC</Name></Attribute><Attribute name="Features"><Feature>AV</Feature><Feature>CORE</Feature></Attribute><Attribute name="Platforms"><Platform>WI
N_10</Platform><Platform>WIN_2003_SVR</Platform><Platform>WIN_2008_SVR</Platform><Platform>WIN_7</Platform><Platform>WIN_8</Platform><Platfo
rm>WIN_81</Platform><Platform>WIN_VISTA</Platform><Platform>WIN_XP</Platform></Attribute><Attribute name="Roles"><Role>UNINSTALLER</Role></Attribute>
<Attribute name="TargetTypes"><TargetType>ENDPOINT</TargetType></Attribute></ReleaseAttributes>

C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\data\Warehouse\5924-111-379360904
Process: C:\Program Files (x86)\Sophos\CloudInstaller\SophosSetup_Stage2.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 337

Entropy (8bit): 5.18834240247536

Encrypted: false

SSDEEP: 6:TMVBdT3E6Z4gR5WkpnLUbK8XWegMID6q1BLIrlzf+UIScW2QTdZtrIlASkxVv7n:TMHdgGR5JLv8XWeg7nIpzfbFCzkfn

MD5: 397D318051AF82F59DB866FFC3239740

SHA1: D4D8C81EF886801CE77DE487864820AF1222131F

SHA-256: B7972761351D83960787E55F6B8C8181955139A75E1C1962EB76BE729DD3B3A8

SHA-512: 2189F2B28BC87C17AC3782EEE33897BD720020D8CB27E34208A1F27D20E30A43C6A0CE16704C140D1409EBCB7B2B93DE6D482E48FD6240EB75B531D7E02EAA9
F

Malicious: false
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Preview:
<?xml version="1.0" encoding="utf-8" ?><package xmlns="badger:package" name="UNINSTALLER 1.8.1.1" version="1.8.1.1"><contents><md5 extent="x000" sha38
4="dd7806e2643f52fa8eea13fb19441a13c4bb9adf2e862418a69afb3f4ed0f3df3025e1121d02c89b963aee09c429b2b1" size="4608">95f3c10326570ef71ac28a8a8ca
41bab</md5></contents><subpackages /></package>

C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\data\Warehouse\5924-111-379360904

C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\data\Warehouse\5924-112-1218456997
Process: C:\Program Files (x86)\Sophos\CloudInstaller\SophosSetup_Stage2.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 834

Entropy (8bit): 5.081532991836276

Encrypted: false

SSDEEP: 12:TMHd5JphE3L+OXZrlrWisx9fECgJoZVRxHmwn09rn1CoQCrQCBECC9QCCGCOCCjK:2d8hZ5WBY5eVyVFlXv4ZoWAV

MD5: 70992FAA349B0969CFC4CDEAB2982822

SHA1: 1F89EDF1368FB201951505CA64076C350A4018B2

SHA-256: E1D24950A9BC894728E6523084450BEDB1415B1BD9CB4BEEE11022FA7665E29F

SHA-512: A22FB3DFBE6F9A512DD1BE9150AF3A6A1DBF3CEB32FC81CA5285FA1E9DE9EC3E3ED929B6AF386604A9C732E69C2F765389224379D833BB178C069C86D3D3E1
09

Malicious: false

Preview:
<?xml version="1.0" encoding="utf-8" ?><ReleaseAttributes xmlns="badger:ReleaseAttributes"><Attribute name="DefaultHomeFolder"><Str1024>uninstaller</Str1024>
</Attribute><Attribute name="Lifestage"><Lifestage>PROVISIONAL</Lifestage></Attribute><Attribute name="Name"><Name>FAB7DE62-D2AF-4448-860B-E9A1
58202DA1</Name></Attribute><Attribute name="Features"><Feature>AV</Feature><Feature>CORE</Feature></Attribute><Attribute name="Platforms"><Platform>WI
N_10</Platform><Platform>WIN_2003_SVR</Platform><Platform>WIN_2008_SVR</Platform><Platform>WIN_7</Platform><Platform>WIN_8</Platform><Platfo
rm>WIN_81</Platform><Platform>WIN_VISTA</Platform><Platform>WIN_XP</Platform></Attribute><Attribute name="Roles"><Role>UNINSTALLER</Role></Attribute>
<Attribute name="TargetTypes"><TargetType>ENDPOINT</TargetType></Attribute></ReleaseAttributes>

C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\data\Warehouse\5924-113-643215549
Process: C:\Program Files (x86)\Sophos\CloudInstaller\SophosSetup_Stage2.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 337

Entropy (8bit): 5.215999932162787

Encrypted: false

SSDEEP: 6:TMVBdT3E6Z4gR5WkpjGSrp8XW6TEVYxCyl54qtHLRBgV9AnDffIlASkxVv7n:TMHdgGR5VGkp8XW6T/xecrRBgwnbOzkf

MD5: 9CD63E107A3E1BBA3B0C0DB137D5DE66

SHA1: 1AC0AAE0CFBFD8EDC65E1B932C49E8724C65B6A3

SHA-256: D63D2CFFA748FAD197C62465B9C402B496894BA1A412938014E9600F94F497DF

SHA-512: 1C9AAD6AF4CDA7F14415C84315AFD7F41A3B9F66629988CA6074A57D92FEC7A30626D158AEE68B92AC4F733C0DA70E48DBE5135E8EDD8BD525A894F27CE04F
E2

Malicious: false

Preview:
<?xml version="1.0" encoding="utf-8" ?><package xmlns="badger:package" name="UNINSTALLER 1.9.0.4" version="1.9.0.4"><contents><md5 extent="x000" sha38
4="39ff8cd1283018542e9e1d5f9c9c6ea91cec2ae9d607743d51d4537b3bd799ef12622e0bcd4302245478968e46f279f8" size="4608">ad6e13e05c283eb1d1c6bc48f0a
4e539</md5></contents><subpackages /></package>

C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\data\Warehouse\5924-114-1576209641
Process: C:\Program Files (x86)\Sophos\CloudInstaller\SophosSetup_Stage2.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 813

Entropy (8bit): 5.107171125651043

Encrypted: false

SSDEEP: 12:TMHd5JphE3L+OXZrlrWisx9fTwAMm+wJomwn09rn1CoQCrQCBECC9QCCGCOCCjQn:2d8hZ5WBTHT7VFlXv4ZoWAV

MD5: 8B34E51D3D855FE96312A7EFAF416AE2

SHA1: 3E508AAA55AE3DAFB061A57A400754848EA6E617

SHA-256: 1D004E177B30C989FE1A3177CE4CF26E40EC43637CB6809C6226CD031FFC6138

SHA-512: 2A3D32CA3EB2ED571183E376CDD0F6BD79A4F211FE4D2E6B1165D0610F9F2B30B6886B0A09221940199C6A8C9EBDFE07418DFB4B1338C7A3BEAAD78793A9866
3

Malicious: false

Preview:
<?xml version="1.0" encoding="utf-8" ?><ReleaseAttributes xmlns="badger:ReleaseAttributes"><Attribute name="DefaultHomeFolder"><Str1024>uninstaller</Str1024>
</Attribute><Attribute name="Lifestage"><Lifestage>PROVISIONAL</Lifestage></Attribute><Attribute name="Name"><Name>5D6BF2A5-86CC-4266-AB80-B38C
7030E8D3</Name></Attribute><Attribute name="Features"><Feature>CORE</Feature></Attribute><Attribute name="Platforms"><Platform>WIN_10</Platform><Platf
orm>WIN_2003_SVR</Platform><Platform>WIN_2008_SVR</Platform><Platform>WIN_7</Platform><Platform>WIN_8</Platform><Platform>WIN_81</Platform><
Platform>WIN_VISTA</Platform><Platform>WIN_XP</Platform></Attribute><Attribute name="Roles"><Role>UNINSTALLER</Role></Attribute><Attribute name="Targe
tTypes"><TargetType>ENDPOINT</TargetType></Attribute></ReleaseAttributes>

C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\data\Warehouse\5924-115-946372826
Process: C:\Program Files (x86)\Sophos\CloudInstaller\SophosSetup_Stage2.exe
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File Type: XML 1.0 document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 343

Entropy (8bit): 5.1748682807952635

Encrypted: false

SSDEEP: 6:TMVBdT3E6Z4gR5Wkps4WSH3p8XWI1AwcXzUUEE793SLIDkojKVp+RBCT31bT4IlS:TMHdgGR5zWep8XWc2uuiLIwJ0BC1T/zm

MD5: 1220CA3371C3243712D24508F281A90C

SHA1: 94B2567565EAD05011100538F8D51070923B1F65

SHA-256: 00C412075B284F7E2B66C1A7FFCC3D3D0AF20993C072ECC0B5C9120460216B07

SHA-512: 1D285AE4F84427177E14580CA9C4CEBAAFE453E7D48BB4E61E5DDFD142D3E6F621A63D176C72D27EAA653EA9D937AA7360D2FD8A369916B7A2DED12BD1793C
79

Malicious: false

Preview:
<?xml version="1.0" encoding="utf-8" ?><package xmlns="badger:package" name="UNINSTALLER 1.10.54.54" version="1.10.54.54"><contents><md5 extent="x000" 
sha384="0646eee9b655939a4a15ad83a39f8e0bc6c3117998b3b006ab91d793be7002ab24ce5770cb621d43e7349f90012948db" size="4610">e438dc0ae1b5dbe4d8e0a
9020964dc64</md5></contents><subpackages /></package>

C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\data\Warehouse\5924-115-946372826

C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\data\Warehouse\5924-116-18248533
Process: C:\Program Files (x86)\Sophos\CloudInstaller\SophosSetup_Stage2.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 715

Entropy (8bit): 5.111699957491873

Encrypted: false

SSDEEP: 12:TMHd5JphE3L+sBrWisx9uExXJokxHVH09rn1CBECC9QCCGUZImOxW3X3JX:2d8pZWBCEDSGvfZrOxAV

MD5: FD770C294C2C013040DA6494A201DF86

SHA1: 81E012CEB41F00B93880C6E00AF26B8A282228F2

SHA-256: F257ABA9C4C53105B6AAB134496E7387233B77C32388CC57223E27D6B8ED8E13

SHA-512: 36FA7633ABF9E9DE14F50FA5520C595642E32FC0639EE1144951FDC490DE8CCEC6A7646594062A3B39C8AAE86732DCB71AB9CAC5EC098C8367DE2C102A24E77
1

Malicious: false

Preview:
<?xml version="1.0" encoding="utf-8" ?><ReleaseAttributes xmlns="badger:ReleaseAttributes"><Attribute name="DefaultHomeFolder"><Str1024>livequery32</Str1024>
</Attribute><Attribute name="Lifestage"><Lifestage>PROVISIONAL</Lifestage></Attribute><Attribute name="Name"><Name>01AE0F61-8EC1-4DD9-9CD7-C05D
B0DA8529</Name></Attribute><Attribute name="Features"><Feature>LIVEQUERY</Feature><Feature>MDR</Feature></Attribute><Attribute name="Platforms"><Platf
orm>WIN_10</Platform><Platform>WIN_7</Platform><Platform>WIN_8</Platform><Platform>WIN_81</Platform></Attribute><Attribute name="Roles"><Rol
e>LIVEQUERY</Role></Attribute><Attribute name="TargetTypes"><TargetType>ENDPOINT</TargetType></Attribute></ReleaseAttributes>

C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\data\Warehouse\5924-117-1010017179
Process: C:\Program Files (x86)\Sophos\CloudInstaller\SophosSetup_Stage2.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 339

Entropy (8bit): 5.0989871481765245

Encrypted: false

SSDEEP: 6:TMVBdT3E6Z4gRw+33Q2cQZ8XW6TnBwH8ihlUGBD9G2cJuBxc2IlASkxVv7n:TMHdgGRp3Q9QZ8XW6zBy89WD9GjJuBx/

MD5: 8A23FCDE009D4969F27ABEA04F1DA977

SHA1: B55D99B917A0D1F4CE16428046B8FCADA15EA940

SHA-256: 13670D8A5769A89F22D56188A8AB5F635C77B379974627308E3951DC4BCBB5D1

SHA-512: C162AB1E68F1ABCF74493FEFBA1812608FEDB07FAA659965148958166260755122713570827FC8F850B9FF4672635C52BCC36EE62AA72CEE39428B25FDA5912D

Malicious: false

Preview:
<?xml version="1.0" encoding="utf-8" ?><package xmlns="badger:package" name="LiveQuery32 1.0.2.23" version="1.0.2.23"><contents><md5 extent="x000" sha
384="10b9cabbd4d43bf5e8d26caf411cf6361fb0441cdadf0b6cade8a0aa25451c4a674f2c082faadb2bb8ad267a99c2dbe8" size="1924">4166132aff16a7d7994b8a5d3
00cab2d</md5></contents><subpackages /></package>

C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\data\Warehouse\5924-118-1523396754
Process: C:\Program Files (x86)\Sophos\CloudInstaller\SophosSetup_Stage2.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 1143

Entropy (8bit): 5.148922992937451

Encrypted: false

SSDEEP: 24:2d8pZWBqePSGvfZrOxAIcVaERQBPvjXx+iyzn:ccoBN/fxGtcVaE+7xO

MD5: 710194A4A64E98A33D120F58A3BD9143

SHA1: 7249BB55F9D7C44FDEC76B5B9E00F8199DF4E2D4

SHA-256: 35187AA6E2615EB73D579CE1AE66E7E49EC82CA9762AD3DDBB361DEC3FF21FEC

SHA-512: F0C251103E4E66121352F46EB76FAB783EE7EEB96258AB20F60A60E532003AE6EBFE5B1724EA9B605603845077E6E79BE190644806B9E836257136539C4420FB
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Malicious: false

Preview:
<?xml version="1.0" encoding="utf-8" ?><ReleaseAttributes xmlns="badger:ReleaseAttributes"><Attribute name="DefaultHomeFolder"><Str1024>livequery32</Str1024>
</Attribute><Attribute name="Lifestage"><Lifestage>PROVISIONAL</Lifestage></Attribute><Attribute name="Name"><Name>F2247D38-E7DE-4BEF-B6E1-6EB4
B50F8462</Name></Attribute><Attribute name="Features"><Feature>LIVEQUERY</Feature><Feature>MDR</Feature></Attribute><Attribute name="Platforms"><Platf
orm>WIN_10</Platform><Platform>WIN_7</Platform><Platform>WIN_8</Platform><Platform>WIN_81</Platform></Attribute><Attribute name="Roles"><Rol
e>LIVEQUERY</Role></Attribute><Attribute name="TargetTypes"><TargetType>ENDPOINT</TargetType></Attribute><Attribute name="Supplements"><Supplement>
<Repository>http://d3.sophosupd.com/update</Repository><Repository>http://d3.sophosupd.net/update</Repository><Warehouse>sdds.scheduled_qp.xml</Warehouse>
<ProductRelease><ProductLine>ScheduledQueryPack</ProductLine><VersionSpec type="generic"><ReleaseTagId><BaseV

C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\data\Warehouse\5924-118-1523396754

C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\data\Warehouse\5924-119-799965701
Process: C:\Program Files (x86)\Sophos\CloudInstaller\SophosSetup_Stage2.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 341

Entropy (8bit): 5.118142390600927

Encrypted: false

SSDEEP: 6:TMVBdT3E6Z4gRw+Aw8XWycRAQ6h8HUvNsLtEdRKNR0H2IlASkxVv7n:TMHdgGRl8XWycR16h80vmucR0Rzkfn

MD5: 51C0CDCD878DC78B3C0D2031AE3453BD

SHA1: 4E6D4D111AA13083E47F75E878A7755BA4C83AED

SHA-256: 1014B644B18973045FF515599BF89F4CF1E17A8D9C714D3FEEFFEDC651530CC7

SHA-512: AF1C628BDFC7B66E18B35C98BB413A040F695F6EEB3EF670280680699D46BFE531739E97AB375270AA2F329C96EF154BE7E959223152B40AD94F301939FC8DE9

Malicious: false

Preview:
<?xml version="1.0" encoding="utf-8" ?><package xmlns="badger:package" name="LiveQuery32 3.0.0.398" version="3.0.0.398"><contents><md5 extent="x000" s
ha384="489b42e53a67d1c0dc598a476232555d55e50255341ba7804c44b71c41fc123aad8eecbb70ae24fe9fe28de646501604" size="3716">6ae19a4984c2aae32f9f3b7
5f2847d64</md5></contents><subpackages /></package>

C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\data\Warehouse\5924-12-170389673
Process: C:\Program Files (x86)\Sophos\CloudInstaller\SophosSetup_Stage2.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 2073

Entropy (8bit): 5.069904325213629

Encrypted: false

SSDEEP: 48:ckjWnig1XWpnRO6IlYSIx5uz+vf8mS691C:Xqig1mpnRO6EYHxEz+n8ey

MD5: 86B19E4D9ACFAEC2A2B1E86C79A96861

SHA1: 46CA9FAECE73550BA0A2BFBC4E19D20581897FF8

SHA-256: 8280EBCE5F69BBC256A91D9D3AD217A6DC9A5F39781CF59D4354D27988C49B15

SHA-512: E94FDA00713A0028F04C31F6F436325EC36529BDCD2B27A72260A91934B12DE6949228FA162480BE81152A77310A11D389B9C4BCA353387CADB983E3C376A526

Malicious: false

Preview:
<?xml version="1.0" encoding="utf-8" ?><rigidName xmlns="badger:rigidName"><versions><version><attributes><md5 extent="x000" sha384="4626d7d7a236e3e75
5eed87cd4164ac06cbf34a470b990a163cf12e763458a61fe6edac3d685020fc34eaa225e7b864c" size="1500">d47114c0aa78308833f6850a178d84bc</md5></attributes>
<rollOut version-id="1.2.23" majorRollOut="14" minorRollOut="2456" updated="2021-03-30T15:23:21" /><md5 extent="x000" sha384="dd57df3727dea8c49211
47d24502466b0564fcb561f2704918a3065796477153f5811c47a1f818dabbaf6aa18efdbc05" size="327">e8ed4cf502ca79ed6423212b5c1df095</md5></version><ve
rsion><attributes><md5 extent="x000" sha384="872f709ff557346837d4145c60ac221c5ae037a13b8bf732130d04918b71f51e150a4eb2898f1afa0d96f3936b76f526" 
size="1500">0d5693d5fd22ac45d7f1745839fd1575</md5></attributes><rollOut version-id="1.5.3" majorRollOut="19" minorRollOut="1051" updated="2021-03-3
0T15:23:21" /><md5 extent="x000" sha384="b10dbc412c24f2a892bc20641d1d940021bc426f8998ceddde7de201237cdfe7d3d07fa58c28e27a0715b858c

C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\data\Warehouse\5924-120-1651869923
Process: C:\Program Files (x86)\Sophos\CloudInstaller\SophosSetup_Stage2.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 1143

Entropy (8bit): 5.150855315521953

Encrypted: false

SSDEEP: 24:2d8pZWBFSGvfZrOxAIcVaERQBPvjXx+iyzn:ccoB9fxGtcVaE+7xO

MD5: 01AAA1B65E83A89C82EFF777F3FEE6A0

SHA1: A49A9A007764DCA216083C43626911E9B4191BD1

SHA-256: C2037674F02B00F561662DDCAC82E2ADDB314866E8B5F1030129B65D33359FA1

SHA-512: 1FC5AF07BFA54F036C2B8DF2599F40F17496739A64A824AB0C18360A68411CDDFA6A287E086A72BA34FF245E3F1CC9C4B1AA5FC51D24FB20B3B787C8683556A6

Malicious: false

Preview:
<?xml version="1.0" encoding="utf-8" ?><ReleaseAttributes xmlns="badger:ReleaseAttributes"><Attribute name="DefaultHomeFolder"><Str1024>livequery32</Str1024>
</Attribute><Attribute name="Lifestage"><Lifestage>PROVISIONAL</Lifestage></Attribute><Attribute name="Name"><Name>A5B3B3BD-E198-48DF-82FA-55F8
98C68011</Name></Attribute><Attribute name="Features"><Feature>LIVEQUERY</Feature><Feature>MDR</Feature></Attribute><Attribute name="Platforms"><Platf
orm>WIN_10</Platform><Platform>WIN_7</Platform><Platform>WIN_8</Platform><Platform>WIN_81</Platform></Attribute><Attribute name="Roles"><Rol
e>LIVEQUERY</Role></Attribute><Attribute name="TargetTypes"><TargetType>ENDPOINT</TargetType></Attribute><Attribute name="Supplements"><Supplement>
<Repository>http://d3.sophosupd.com/update</Repository><Repository>http://d3.sophosupd.net/update</Repository><Warehouse>sdds.scheduled_qp.xml</Warehouse>
<ProductRelease><ProductLine>ScheduledQueryPack</ProductLine><VersionSpec type="generic"><ReleaseTagId><BaseV
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C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\data\Warehouse\5924-121-1743260645
Process: C:\Program Files (x86)\Sophos\CloudInstaller\SophosSetup_Stage2.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 341

Entropy (8bit): 5.112250107069801

Encrypted: false

SSDEEP: 6:TMVBdT3E6Z4gRw+vhoU8XW+OtBipNVTHcMwIJsxIlASkxVv7n:TMHdgGRzoU8XW+OL4bHzskzkfn

MD5: FA20A5A7F3D23DD52CAFCB85DF49AE6A

SHA1: 07797740684F9F7CB21BA73A41939E6B7B17457A

SHA-256: 061EF723B66276AB8C859C5E35D3836BC873A014F835E1A32100CB0437EA126C

SHA-512: AD969A9AD1B72A9E87D4E922109FCBDA8577F8618893E3BC0C167321715E2419DDDAE4A1494366244574E578305AAED02F22A3A3A95463E8FE7224F93E843AE3

Malicious: false

Preview:
<?xml version="1.0" encoding="utf-8" ?><package xmlns="badger:package" name="LiveQuery32 3.1.0.181" version="3.1.0.181"><contents><md5 extent="x000" s
ha384="5d243b09f61df8804b4cd892520eac495e7bea78b24a6973080b078ddd39b10c938827f00c0784e97d5a2b4b592657e7" size="3718">7e1ca585ce72b9200a1b162
bc54ba98a</md5></contents><subpackages /></package>

C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\data\Warehouse\5924-122-1333308212
Process: C:\Program Files (x86)\Sophos\CloudInstaller\SophosSetup_Stage2.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 1577

Entropy (8bit): 5.1284523872140175

Encrypted: false

SSDEEP: 24:2d8pZWBIrESGvfZrOxAIcVaERQBPvjXx+iyYEXFCVaERQBPvjXxYiyYExn:ccoBAafxGtcVaE+7xREVCVaE+7xbE9

MD5: 1E50DE96B0F6F759CC14F9EE9D18AE63

SHA1: 6AAB1EFBAD0030D1E3C4709BBB6F38F77CCBEBAA

SHA-256: CC1EAC593167D30A4597248F5C833B84FC84B0B88EABA428EBAAF6012D42E967

SHA-512: B0FD4F99C5352E24758992A3436BBD63210D23E4BBB9B94BCB99C9B8107EB73E275B7829EEAA3FCEFD20F039306A9F0054BAB6742F200011D993BB9F9AEEEC2
C

Malicious: false

Preview:
<?xml version="1.0" encoding="utf-8" ?><ReleaseAttributes xmlns="badger:ReleaseAttributes"><Attribute name="DefaultHomeFolder"><Str1024>livequery32</Str1024>
</Attribute><Attribute name="Lifestage"><Lifestage>PROVISIONAL</Lifestage></Attribute><Attribute name="Name"><Name>982C1E50-2B71-4A78-A2CE-2F14
6F716863</Name></Attribute><Attribute name="Features"><Feature>LIVEQUERY</Feature><Feature>MDR</Feature></Attribute><Attribute name="Platforms"><Platf
orm>WIN_10</Platform><Platform>WIN_7</Platform><Platform>WIN_8</Platform><Platform>WIN_81</Platform></Attribute><Attribute name="Roles"><Rol
e>LIVEQUERY</Role></Attribute><Attribute name="TargetTypes"><TargetType>ENDPOINT</TargetType></Attribute><Attribute name="Supplements"><Supplement>
<Repository>http://d3.sophosupd.com/update</Repository><Repository>http://d3.sophosupd.net/update</Repository><Warehouse>sdds.scheduled_qp.xml</Warehouse>
<ProductRelease><ProductLine>ScheduledQueryPack</ProductLine><VersionSpec type="generic"><ReleaseTagId><BaseV

C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\data\Warehouse\5924-123-303344564
Process: C:\Program Files (x86)\Sophos\CloudInstaller\SophosSetup_Stage2.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 341

Entropy (8bit): 5.127848168575463

Encrypted: false

SSDEEP: 6:TMVBdT3E6Z4gRw+Ap3SjDp8XWgwUPrEUtwau7lkPSJ+DaQ1n2IlASkxVv7n:TMHdgGRAYp8XWZUPQyu7pJuRzkfn

MD5: 86ECEE6E94FB405317FA03D9A195D330

SHA1: 87D5EF2A49AF5FB48E5A7A88D3FBB735627FC3C8

SHA-256: EFC95DEADCB955658C7DA5976E13716C240B160922A8FB31323ED49F18ECAF21

SHA-512: DE5BC7821D8F6F3D838ED82D0F0490F3E3DE2B8ACFFBFEE77174FB3A1F833782D000C9F1286647CA04415C3639E8D037496A229C37822C0E14E0595E1A634132

Malicious: false

Preview:
<?xml version="1.0" encoding="utf-8" ?><package xmlns="badger:package" name="LiveQuery32 3.2.1.206" version="3.2.1.206"><contents><md5 extent="x000" s
ha384="30a09217d39c0f963efcae2304054314f2a4655eb610127c29851b8e9ed8db401a035a6425f7f24f16de247be43274ae" size="3983">8934df5df2a28621bd5109a
5df0747bf</md5></contents><subpackages /></package>

C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\data\Warehouse\5924-124-535821876
Process: C:\Program Files (x86)\Sophos\CloudInstaller\SophosSetup_Stage2.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 875

Entropy (8bit): 5.223963613141709

Encrypted: false

SSDEEP: 12:TMHd5JphE3L+sQrWisx9M4QGC8JokxHVH09rnKCwCCC/CC5CLC2KICOUZImOxW3V:2d8pyWBod3GSTNtZrOxAV

MD5: F42E86B3F98F913C3C9E728F8B7362E0

SHA1: EF30D2832161A11979BE3A26701B1C17653A9941
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SHA-256: F6EAAD96C9934E937A7DC8574D72EF8C6628B1A3273598C62D71017F0E27C825

SHA-512: 37AFB40C87FC359607C538D858AE5BF70D30810DEE11816135CB07C29EF700BB3B8DCBEF4BE6FC1C6E08A1C46DEAF135E01FB8EF196B6316B35ED85787D5C3
69

Malicious: false

Preview:
<?xml version="1.0" encoding="utf-8" ?><ReleaseAttributes xmlns="badger:ReleaseAttributes"><Attribute name="DefaultHomeFolder"><Str1024>livequery64</Str1024>
</Attribute><Attribute name="Lifestage"><Lifestage>PROVISIONAL</Lifestage></Attribute><Attribute name="Name"><Name>A93CFD68-6FC3-4DE5-BF20-8258
D275BF3D</Name></Attribute><Attribute name="Features"><Feature>LIVEQUERY</Feature><Feature>MDR</Feature></Attribute><Attribute name="Platforms"><Platf
orm>WIN_10_SVR_X64</Platform><Platform>WIN_10_X64</Platform><Platform>WIN_2008_R2_SVR_X64</Platform><Platform>WIN_7_X64</Platform><Platform>
WIN_8_SVR_X64</Platform><Platform>WIN_8_X64</Platform><Platform>WIN_81_SVR_X64</Platform><Platform>WIN_81_X64</Platform></Attribute><Attribute 
name="Roles"><Role>LIVEQUERY</Role></Attribute><Attribute name="TargetTypes"><TargetType>ENDPOINT</TargetType></Attribute></ReleaseAttributes>

C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\data\Warehouse\5924-124-535821876

C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\data\Warehouse\5924-125-1190902587
Process: C:\Program Files (x86)\Sophos\CloudInstaller\SophosSetup_Stage2.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 339

Entropy (8bit): 5.140183333760912

Encrypted: false

SSDEEP: 6:TMVBdT3E6Z4gRw+0hQ2cQZ8XWrQ0T/2lAu3EOd2c8BXysWR/9E9IlASkxVv7n:TMHdgGROhQ9QZ8XWc0w4Od2cLsWR/99S

MD5: 1311DE93529EE11B3BA34F0B481ACE8C

SHA1: 038701628D014F0EB4390AED0FF9F01BE9A807C1

SHA-256: 96F3108899DEFF2C370D7B8C60280AC2B659BB7EDAA2A388E3B753C43B5A6A34

SHA-512: 27254A2FA891FAC0F52F2CA5549CF5297832C0B47C9F5D4922675DF81B6FD2CC828B70B87A6A31AAA26A2B5BA8BC62243383041F63AC5A4653CF711DF6CB7916

Malicious: false

Preview:
<?xml version="1.0" encoding="utf-8" ?><package xmlns="badger:package" name="LiveQuery64 1.0.2.23" version="1.0.2.23"><contents><md5 extent="x000" sha
384="2f187b100445c260d9b4ff5d3f17d6044a4c4a8b3ebafdb07c01170c3b942c3b1e7fc329398195947687a536d6ef6e99" size="1924">9e3cd79ca7aaf23cc21c5b0fd
3d59b49</md5></contents><subpackages /></package>

C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\data\Warehouse\5924-126-1270021119
Process: C:\Program Files (x86)\Sophos\CloudInstaller\SophosSetup_Stage2.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 1303

Entropy (8bit): 5.245466632681166

Encrypted: false

SSDEEP: 24:2d8pyWBhFMSTNtZrOxAIcVaERQBPvjXx+iyzn:ccFB7XxGtcVaE+7xO

MD5: B3743F6528D7C5F90DE5E16AAB05DBF0

SHA1: 957E3A0EE9887FA8845A9AA3FB40536AD51ED47E

SHA-256: 85638E33FE9D168E7C2B5D3B3E99E62C3599848AFDD1A2245DF3379BC44CAA5A

SHA-512: 6CB37FE05958556EC170A39221A07F2C934E3262AC206238689357618975BFEDC84F9AA29E2054F826ED17E96C50BAF45C67157C3801451D063ED1A02D0A8F3F

Malicious: false

Preview:
<?xml version="1.0" encoding="utf-8" ?><ReleaseAttributes xmlns="badger:ReleaseAttributes"><Attribute name="DefaultHomeFolder"><Str1024>livequery64</Str1024>
</Attribute><Attribute name="Lifestage"><Lifestage>PROVISIONAL</Lifestage></Attribute><Attribute name="Name"><Name>2A078592-8DCC-4420-A3E6-ACCB
D1FC047F</Name></Attribute><Attribute name="Features"><Feature>LIVEQUERY</Feature><Feature>MDR</Feature></Attribute><Attribute name="Platforms"><Platf
orm>WIN_10_SVR_X64</Platform><Platform>WIN_10_X64</Platform><Platform>WIN_2008_R2_SVR_X64</Platform><Platform>WIN_7_X64</Platform><Platform>
WIN_8_SVR_X64</Platform><Platform>WIN_8_X64</Platform><Platform>WIN_81_SVR_X64</Platform><Platform>WIN_81_X64</Platform></Attribute><Attribute 
name="Roles"><Role>LIVEQUERY</Role></Attribute><Attribute name="TargetTypes"><TargetType>ENDPOINT</TargetType></Attribute><Attribute name="Suppleme
nts"><Supplement><Repository>http://d3.sophosupd.com/update</Repository><Repository>http://d3.sophosupd.net/update</Repo

C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\data\Warehouse\5924-127-1596485418
Process: C:\Program Files (x86)\Sophos\CloudInstaller\SophosSetup_Stage2.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 341

Entropy (8bit): 5.141908459601275

Encrypted: false

SSDEEP: 6:TMVBdT3E6Z4gRw+2dyw8XWceooxFDKVm3WjAdsvHhTfjIlASkxVv7n:TMHdgGRq8XWCIL3tdsdizkfn

MD5: 60BAF3EA5474B89E2A0AD4044A3DFE65

SHA1: E326BFD04F971C3B2D0B8F3650FD5620B40662BB

SHA-256: D2DD3F625E6D94FBBBD22C37A7ED2F7FC143D911548A78067048CD87EA3FE51B

SHA-512: 0457F051718FBBD31A1FE4FBC1C52BFF19B87BC05110402CD0180C22A9D0B0F09539B195C560F1FAB0B2EBFDF4E050B0334082FCEAE46F48FF8AF89674AD7A3
A

Malicious: false

Preview:
<?xml version="1.0" encoding="utf-8" ?><package xmlns="badger:package" name="LiveQuery64 3.0.0.398" version="3.0.0.398"><contents><md5 extent="x000" s
ha384="f78796f72a6d5879555fd0549de5f54f155f84f1f94057ca84c66b9bd0cf03a62303cc2082cbb23426b444512fef8a76" size="3716">a46abacbb4e06ab61393ac3
78fcb7979</md5></contents><subpackages /></package>
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C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\data\Warehouse\5924-128-125065486
Process: C:\Program Files (x86)\Sophos\CloudInstaller\SophosSetup_Stage2.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 1303

Entropy (8bit): 5.247778433903053

Encrypted: false

SSDEEP: 24:2d8pyWBc6STNtZrOxAIcVaERQBPvjXx+iyzn:ccFBctxGtcVaE+7xO

MD5: A22E6CD14FFCF4A76B556AFCA0BF8242

SHA1: 04E3F8CACF2D34556E66C837C2A9A43EA0A152DA

SHA-256: BE42D6567047F6798AC7F301D7F4E88124BBDB80C00070A81E5741F88D0704C5

SHA-512: 5DC4D314BF0A7E81B6BB4D7AF221BF805E00A4E9CB458E7FDD7F51C4D6723C89722D8D53BE88413A5C719B18F4D6FAFBE8208C7E274F818A9EEA1F909CB7B3
3A

Malicious: false

Preview:
<?xml version="1.0" encoding="utf-8" ?><ReleaseAttributes xmlns="badger:ReleaseAttributes"><Attribute name="DefaultHomeFolder"><Str1024>livequery64</Str1024>
</Attribute><Attribute name="Lifestage"><Lifestage>PROVISIONAL</Lifestage></Attribute><Attribute name="Name"><Name>A5099304-95EB-423E-A3A2-9C15
1E8239F3</Name></Attribute><Attribute name="Features"><Feature>LIVEQUERY</Feature><Feature>MDR</Feature></Attribute><Attribute name="Platforms"><Platf
orm>WIN_10_SVR_X64</Platform><Platform>WIN_10_X64</Platform><Platform>WIN_2008_R2_SVR_X64</Platform><Platform>WIN_7_X64</Platform><Platform>
WIN_8_SVR_X64</Platform><Platform>WIN_8_X64</Platform><Platform>WIN_81_SVR_X64</Platform><Platform>WIN_81_X64</Platform></Attribute><Attribute 
name="Roles"><Role>LIVEQUERY</Role></Attribute><Attribute name="TargetTypes"><TargetType>ENDPOINT</TargetType></Attribute><Attribute name="Suppleme
nts"><Supplement><Repository>http://d3.sophosupd.com/update</Repository><Repository>http://d3.sophosupd.net/update</Repo

C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\data\Warehouse\5924-129-387478314
Process: C:\Program Files (x86)\Sophos\CloudInstaller\SophosSetup_Stage2.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 341

Entropy (8bit): 5.087415487204909

Encrypted: false

SSDEEP: 6:TMVBdT3E6Z4gRw+2rhoU8XWzclGlXAUiSMzqUKRQWNYDHGWIlASkxVv7n:TMHdgGRsoU8XWAqDx42QWNYbGxzkfn

MD5: 72D60D996E714B9590FB50BF08019438

SHA1: 98E51A9C21DCF864357B2003E3DFF6621D6EB054

SHA-256: 94F004750B9D2799BA930FCA5E56B4CC29280AF8575C173EFC7927A61A4A7F1B

SHA-512: 19DDD62FE1B94391CED6C199CA1C440A0B463CD62119CD60681B40852223591127B9228A603B2E82D7064D77F69EB7B7F772A954AD190BAF6AF45397AB448193

Malicious: false

Preview:
<?xml version="1.0" encoding="utf-8" ?><package xmlns="badger:package" name="LiveQuery64 3.1.0.181" version="3.1.0.181"><contents><md5 extent="x000" s
ha384="c85bafa1a40f44ced91ceeace6fc8a7dac37761c9ac1e4d9733f2f5ac2d47379a03d1aafe6a2b865f40b907b9808681c" size="3718">e5a80270bef75253d8400c1
9804ccc5c</md5></contents><subpackages /></package>

C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\data\Warehouse\5924-13-2139285927
Process: C:\Program Files (x86)\Sophos\CloudInstaller\SophosSetup_Stage2.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 2073

Entropy (8bit): 5.083084580254289

Encrypted: false

SSDEEP: 24:2dkk5zVE7ishpWWZ/MtSrvVm7kv7l5t52qSuv7CBRdkfkQmEFccZQSfNXdccyY5s:ckCzy7jhpTpVm7g3vCn+fBb1cpY5136

MD5: EE1EA56D3D9FA05433D9F4D8C8937EBD

SHA1: 672ABB01EB76FDC6FAB05134249A6285916DC3A1

SHA-256: F6EA861244C886025B31C3F8E2DED5F9415978A8BCCAE71EE9DF5652129AF02C

SHA-512: 4781B2C6415BAA5711439F0E1E511D1D98B3231E7FEBE98F27B255AA5250BF9AE9E8F372804906AC8FF41A54344FF781DB85D44C8595BED8FF01C8526BEA2648

Malicious: false

Preview:
<?xml version="1.0" encoding="utf-8" ?><rigidName xmlns="badger:rigidName"><versions><version><attributes><md5 extent="x000" sha384="f577a9b3c88640c62
f88d4211647fb0f45dec44357d07725c02061451d8f6e37f1eb1f7e4c96654aeec1f83c9fa3858d" size="1736">d2ce7c25ae87dcd9f08dd5f542d20a1b</md5></attributes>
<rollOut version-id="1.2.23" majorRollOut="14" minorRollOut="3795" updated="2021-03-30T15:23:22" /><md5 extent="x000" sha384="32db714698b37787b51c
01a29fa4fe91ac36419f641f77781664945ea98f0bb36c8e322c5648c7e75f766d030defeb98" size="329">f2fc13d9f66f9a5edf7b93b248787a94</md5></version><version>
<attributes><md5 extent="x000" sha384="eb052496a8e55bd0c044e541b34323247670c65ebf37ca8bf3ce8210b89434aaaac46c4871bdc6edfbb2fcfdf2900d6c" size="1
736">af3f70436f455462622add3c98e93437</md5></attributes><rollOut version-id="1.5.3" majorRollOut="19" minorRollOut="1575" updated="2021-03-30T15:23:22" />
<md5 extent="x000" sha384="871357a89cef90391259915ab0ab5852795b8bfcf7cedbada3ab1ff275ec0aba5434b71ec21cfbb45f7286870

C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\data\Warehouse\5924-130-406701805
Process: C:\Program Files (x86)\Sophos\CloudInstaller\SophosSetup_Stage2.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 1737

Entropy (8bit): 5.20417027077992

Encrypted: false
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SSDEEP: 24:2d8pyWBDFiSTNtZrOxAIcVaERQBPvjXx+iyYEXFCVaERQBPvjXxYiyYExn:ccFBHxGtcVaE+7xREVCVaE+7xbE9

MD5: 6E8D2A00887B43AAEFF2A596B2BD0518

SHA1: 19342F9950EE5D28848D95804E2B13BBA913C653

SHA-256: E770F32D55AAD34827088B919D6724A8243109154361A9CDA770DC739BA20C42

SHA-512: F5B7C7BB45BB67618985A8DECEA7AE3C9DDDFC749BFCF98D302005BD08E54E62297E172A8EFA5F29837CDC57A7220549C4D402CA1ADC7B173AA7E4172D409B
6E

Malicious: false

Preview:
<?xml version="1.0" encoding="utf-8" ?><ReleaseAttributes xmlns="badger:ReleaseAttributes"><Attribute name="DefaultHomeFolder"><Str1024>livequery64</Str1024>
</Attribute><Attribute name="Lifestage"><Lifestage>PROVISIONAL</Lifestage></Attribute><Attribute name="Name"><Name>82CAD5F7-77D4-4409-A717-4E0E
7A406794</Name></Attribute><Attribute name="Features"><Feature>LIVEQUERY</Feature><Feature>MDR</Feature></Attribute><Attribute name="Platforms"><Platf
orm>WIN_10_SVR_X64</Platform><Platform>WIN_10_X64</Platform><Platform>WIN_2008_R2_SVR_X64</Platform><Platform>WIN_7_X64</Platform><Platform>
WIN_8_SVR_X64</Platform><Platform>WIN_8_X64</Platform><Platform>WIN_81_SVR_X64</Platform><Platform>WIN_81_X64</Platform></Attribute><Attribute 
name="Roles"><Role>LIVEQUERY</Role></Attribute><Attribute name="TargetTypes"><TargetType>ENDPOINT</TargetType></Attribute><Attribute name="Suppleme
nts"><Supplement><Repository>http://d3.sophosupd.com/update</Repository><Repository>http://d3.sophosupd.net/update</Repo

C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\data\Warehouse\5924-130-406701805

C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\data\Warehouse\5924-131-1771188793
Process: C:\Program Files (x86)\Sophos\CloudInstaller\SophosSetup_Stage2.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 341

Entropy (8bit): 5.129984175548652

Encrypted: false

SSDEEP: 6:TMVBdT3E6Z4gRw+23c3SjDp8XWYZSUhSXpX1c3GAeh++PISvIlASkxVv7n:TMHdgGRKSYp8XWeSxN1MGRXezkfn

MD5: 1A1008EC7778E5ECB13571CCC6489558

SHA1: 9B90F3427D0F51DE2C8C53738AA7417B4387DBE7

SHA-256: D404DCB6F764F612CFE5B70BD3B8DA7B48DD47CF6808AE8B38A822E3E64F3C5E

SHA-512: EBE9ED05F0ED47098E47FADA037C0F262DCE76E7BE2B42940259332317F645E5A2736784A8333D3EFDF0BC100974CF220423CEE2E99B41E8C81C062C9C558EE7

Malicious: false

Preview:
<?xml version="1.0" encoding="utf-8" ?><package xmlns="badger:package" name="LiveQuery64 3.2.1.206" version="3.2.1.206"><contents><md5 extent="x000" s
ha384="b834b5a28f09f719fb33338a22308012cff9d75fd1abab21e5bc1f8da73a6dee1dadc6d4a24bc9e2c2b880c7b772110d" size="3983">285344a62764b12b2040141
9f433e77f</md5></contents><subpackages /></package>

C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\data\Warehouse\5924-132-102062652
Process: C:\Program Files (x86)\Sophos\CloudInstaller\SophosSetup_Stage2.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 1012

Entropy (8bit): 5.173586479425793

Encrypted: false

SSDEEP: 12:TMHd5JphE3L+OXdrWisx9LO2BUJoZVRxHmwn09rnKCwCYCCCJC/CC5CLC2KICOCp:2d8hFWBdOeVyVYNL8ZoWAV

MD5: 3C3BF142F669621F5F37DEDBD72EA784

SHA1: FD3C10B424DD21A9D75EC8D62B2653EE03837C25

SHA-256: 8E579FC41930EB81614B29AECCB975737A6840044D181E90B3B02A6639F4DC39

SHA-512: 08910EC23A8D1D0B56AF2BC56BFA2F94C27E69962AD4EC461D1AB396FCC57776578DDB061C5B676671E7A0AED97783E350C58FD084A0D9622CB935EDFFD50D2
6

Malicious: false

Preview:
<?xml version="1.0" encoding="utf-8" ?><ReleaseAttributes xmlns="badger:ReleaseAttributes"><Attribute name="DefaultHomeFolder"><Str1024>uninstaller64</Str1024>
</Attribute><Attribute name="Lifestage"><Lifestage>PROVISIONAL</Lifestage></Attribute><Attribute name="Name"><Name>9DFFEF5A-B058-4C59-BEFD-A6
788961E0A0</Name></Attribute><Attribute name="Features"><Feature>AV</Feature><Feature>CORE</Feature></Attribute><Attribute name="Platforms"><Platform>
WIN_10_SVR_X64</Platform><Platform>WIN_10_X64</Platform><Platform>WIN_2003_SVR_X64</Platform><Platform>WIN_2008_R2_SVR_X64</Platform><Platfo
rm>WIN_2008_SVR_X64</Platform><Platform>WIN_7_X64</Platform><Platform>WIN_8_SVR_X64</Platform><Platform>WIN_8_X64</Platform><Platform>WIN_81
_SVR_X64</Platform><Platform>WIN_81_X64</Platform><Platform>WIN_VISTA_X64</Platform><Platform>WIN_XP_X64</Platform></Attribute><Attribute na
me="Roles"><Role>UNINSTALLER</Role></Attribute><Attribute name="TargetTypes"><TargetType>ENDPOINT</TargetType></Attribute></Releas

C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\data\Warehouse\5924-133-1288876274
Process: C:\Program Files (x86)\Sophos\CloudInstaller\SophosSetup_Stage2.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 341

Entropy (8bit): 5.196553646406939

Encrypted: false

SSDEEP: 6:TMVBdT3E6Z4gR5WkpzvcIl8XWGhcmk4R0c4fe7QJMfARgF60IlASkxVv7n:TMHdgGR55l8XWfmkfe7QJMLOzkfn

MD5: 863989384FF4A36B13A4CFCA504AF89B

SHA1: AB50CA933B62264570B2F323F7D4549A60D9BDB9

SHA-256: 803EDC9A30D4AA3FD957C50A6E80154BF3A7FB33E23A1FF1281497402B03BC30

SHA-512: A4EF2DB4DAC46CCB9190BE5249137E6FD5DADCDDE30C4BAF9627100597798E9D37F27C3E4DD686F26308157820CBCF5DC3D9AD8E62DB75E07B000DD9580A3C
4A
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Malicious: false

Preview:
<?xml version="1.0" encoding="utf-8" ?><package xmlns="badger:package" name="UNINSTALLER64 1.7.0.72" version="1.7.0.72"><contents><md5 extent="x000" s
ha384="c4ddb957577490c8b034155b419199ed492e97b61fd4445e86a2a4fafce5fd498b78214eff00cb421d1954273a485fa0" size="4608">1410d956ecacd6ff92aacdd
bee9c217e</md5></contents><subpackages /></package>

C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\data\Warehouse\5924-133-1288876274

C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\data\Warehouse\5924-134-1612981404
Process: C:\Program Files (x86)\Sophos\CloudInstaller\SophosSetup_Stage2.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 1012

Entropy (8bit): 5.184036627893921

Encrypted: false

SSDEEP: 12:TMHd5JphE3L+OXdrWisx9kJJoZVRxHmwn09rnKCwCYCCCJC/CC5CLC2KICOCpZG0:2d8hFWBo7eVyVYNL8ZoWAV

MD5: 4F1E9D337E1A190DD2DDE7585892429F

SHA1: 83AD7C1AEA52AB70512F65090186285284BE45FA

SHA-256: 7850443E2DE0ED3980AC72645B625AB7DB28CC804F5817D479938DDF39FECFC0

SHA-512: 8278540B73F1BFA674A5B7553A6B05C28ACFE09A7B8C505A75DAE2A94E550FDA9B103DD89E711FA560AD1D2227BD1C09291E3D4603E6F01FB100B075AEE640D
A

Malicious: false

Preview:
<?xml version="1.0" encoding="utf-8" ?><ReleaseAttributes xmlns="badger:ReleaseAttributes"><Attribute name="DefaultHomeFolder"><Str1024>uninstaller64</Str1024>
</Attribute><Attribute name="Lifestage"><Lifestage>PROVISIONAL</Lifestage></Attribute><Attribute name="Name"><Name>79F415B7-3AC5-42B6-8439-DE
E78C5127E0</Name></Attribute><Attribute name="Features"><Feature>AV</Feature><Feature>CORE</Feature></Attribute><Attribute name="Platforms"><Platform>
WIN_10_SVR_X64</Platform><Platform>WIN_10_X64</Platform><Platform>WIN_2003_SVR_X64</Platform><Platform>WIN_2008_R2_SVR_X64</Platform><Platfo
rm>WIN_2008_SVR_X64</Platform><Platform>WIN_7_X64</Platform><Platform>WIN_8_SVR_X64</Platform><Platform>WIN_8_X64</Platform><Platform>WIN_81
_SVR_X64</Platform><Platform>WIN_81_X64</Platform><Platform>WIN_VISTA_X64</Platform><Platform>WIN_XP_X64</Platform></Attribute><Attribute na
me="Roles"><Role>UNINSTALLER</Role></Attribute><Attribute name="TargetTypes"><TargetType>ENDPOINT</TargetType></Attribute></Releas

C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\data\Warehouse\5924-135-1989771308
Process: C:\Program Files (x86)\Sophos\CloudInstaller\SophosSetup_Stage2.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 339

Entropy (8bit): 5.2187852114277735

Encrypted: false

SSDEEP: 6:TMVBdT3E6Z4gR5WkpzIK8XWUISWAVElkq+7HUNHaFT8TW74hs5T2IlASkxVv7n:TMHdgGR5r8XWUISHVE076mT38S51zkfn

MD5: 5A8FE2B010F205992D4908511534B664

SHA1: 3DF313A166F603C27700CC0F3859B489723D6A54

SHA-256: 721008D4E7D52F6434C6F492A0F7F914D2615F08B0518834E828BD8FBAF7D9F1

SHA-512: 29461057DB4AA38A4846564651570636A2733CDEEBA5B4DF852C3236F7B8480A602A06D2524058DC70BE605472E3E7A991CBEFDD4F59EB9C4292F2D1F6AD5473

Malicious: false

Preview:
<?xml version="1.0" encoding="utf-8" ?><package xmlns="badger:package" name="UNINSTALLER64 1.8.1.1" version="1.8.1.1"><contents><md5 extent="x000" sha
384="e2958632423e059e06e306b620f3c184059424722bb1b3f7b99bde7e6df7813acae279c36aea5c2ed619caa7930693bf" size="4608">465b585a71a0563227641c8dd
a221dd6</md5></contents><subpackages /></package>

C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\data\Warehouse\5924-136-1621544616
Process: C:\Program Files (x86)\Sophos\CloudInstaller\SophosSetup_Stage2.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 1012

Entropy (8bit): 5.165849902983036

Encrypted: false

SSDEEP: 12:TMHd5JphE3L+OXdrWisx9t3aJoZVRxHmwn09rnKCwCYCCCJC/CC5CLC2KICOCpZZ:2d8hFWBZ8eVyVYNL8ZoWAV

MD5: 682077A3ABC028327483BEDB6320AE06

SHA1: C30F8D6EA22D5C8774BA50D9FC8E4A020EFC0A86

SHA-256: C761B1AF7594C58557E979DD6E0092FF556A27F7F9127EA348BC3FAB2F70961A

SHA-512: 3F8781E2367F4A075C643DA748B1BC674AEF21A3F754D642F34029D3C7BEAD2EF921EC8601220983CAD3D4605E29CDEC7B5D04D41126E2088BD97382104B7F7D

Malicious: false

Preview:
<?xml version="1.0" encoding="utf-8" ?><ReleaseAttributes xmlns="badger:ReleaseAttributes"><Attribute name="DefaultHomeFolder"><Str1024>uninstaller64</Str1024>
</Attribute><Attribute name="Lifestage"><Lifestage>PROVISIONAL</Lifestage></Attribute><Attribute name="Name"><Name>1CAAD87F-A9B9-4A33-AA61-A8
28549F8C7F</Name></Attribute><Attribute name="Features"><Feature>AV</Feature><Feature>CORE</Feature></Attribute><Attribute name="Platforms"><Platform>
WIN_10_SVR_X64</Platform><Platform>WIN_10_X64</Platform><Platform>WIN_2003_SVR_X64</Platform><Platform>WIN_2008_R2_SVR_X64</Platform><Platfo
rm>WIN_2008_SVR_X64</Platform><Platform>WIN_7_X64</Platform><Platform>WIN_8_SVR_X64</Platform><Platform>WIN_8_X64</Platform><Platform>WIN_81
_SVR_X64</Platform><Platform>WIN_81_X64</Platform><Platform>WIN_VISTA_X64</Platform><Platform>WIN_XP_X64</Platform></Attribute><Attribute na
me="Roles"><Role>UNINSTALLER</Role></Attribute><Attribute name="TargetTypes"><TargetType>ENDPOINT</TargetType></Attribute></Releas

C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\data\Warehouse\5924-137-1701965037
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Process: C:\Program Files (x86)\Sophos\CloudInstaller\SophosSetup_Stage2.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 339

Entropy (8bit): 5.213698998410203

Encrypted: false

SSDEEP: 6:TMVBdT3E6Z4gR5WkpzRGSrp8XWbJigvlDIJftXY6eqtADXnzaqIlASkxVv7n:TMHdgGR5jGkp8XWNttUOqUQzkfn

MD5: 6D772A06D16555CEFC112D6EA151A135

SHA1: E890C20B788D38053CBDE94B99D4135C2AEDDAC0

SHA-256: 804FB5B33A642605C3B05B4D3CEAAC1F279B6BC46F6A363217C9A6B05543E45C

SHA-512: 77D91F0E4074293C22E9B36CDC8BE614A5314403A729C0B2D4B37C0BCD53A0EE7D4B8B77A67E92960BA2E83F4964D1EF6DDBF366A887662148642DDC4AAE76A
D

Malicious: false

Preview:
<?xml version="1.0" encoding="utf-8" ?><package xmlns="badger:package" name="UNINSTALLER64 1.9.0.4" version="1.9.0.4"><contents><md5 extent="x000" sha
384="ce22509e9d56bd1880b42473afbd6638a63fb154db90b6f0b94a812dfcd9286688b91dbdd7ce722cc9225e8143e7adff" size="4608">1fffbaa8bc5bce0ce0f48429a
af388d7</md5></contents><subpackages /></package>

C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\data\Warehouse\5924-137-1701965037

C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\data\Warehouse\5924-138-1496207408
Process: C:\Program Files (x86)\Sophos\CloudInstaller\SophosSetup_Stage2.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 991

Entropy (8bit): 5.176915107591954

Encrypted: false

SSDEEP: 12:TMHd5JphE3L+OXdrWisx9/c8GeJomwn09rnKCwCYCCCJC/CC5CLC2KICOCpZGCBn:2d8hFWBH7VYNL8ZoWAV

MD5: B7789CF764F7EC5A329C8BE92CB7EDA0

SHA1: 146DD4BD09A02DB376E844E0A4F4150D0A6A8FD8

SHA-256: 400A2E0EFC534A06E42BFDC5B2451FA47EF33CBF0A2F86AE6156FBD409D6DA3F

SHA-512: B231916F3F3026A57FA7D3384E1B264ACBD0E08AD1D863EA368DEC2DD5D42FFBFF8FEFF893A134C349277C63E9B7073295633FABF77C1F591BCE6B4AAA0C0B
BD

Malicious: false

Preview:
<?xml version="1.0" encoding="utf-8" ?><ReleaseAttributes xmlns="badger:ReleaseAttributes"><Attribute name="DefaultHomeFolder"><Str1024>uninstaller64</Str1024>
</Attribute><Attribute name="Lifestage"><Lifestage>PROVISIONAL</Lifestage></Attribute><Attribute name="Name"><Name>182FE424-FF9A-4285-BFE9-E9
1A4B5266C1</Name></Attribute><Attribute name="Features"><Feature>CORE</Feature></Attribute><Attribute name="Platforms"><Platform>WIN_10_SVR_X64</Platf
orm><Platform>WIN_10_X64</Platform><Platform>WIN_2003_SVR_X64</Platform><Platform>WIN_2008_R2_SVR_X64</Platform><Platform>WIN_2008_SVR_X64</
Platform><Platform>WIN_7_X64</Platform><Platform>WIN_8_SVR_X64</Platform><Platform>WIN_8_X64</Platform><Platform>WIN_81_SVR_X64</Platform><P
latform>WIN_81_X64</Platform><Platform>WIN_VISTA_X64</Platform><Platform>WIN_XP_X64</Platform></Attribute><Attribute name="Roles"><Role>UNIN
STALLER</Role></Attribute><Attribute name="TargetTypes"><TargetType>ENDPOINT</TargetType></Attribute></ReleaseAttributes>

C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\data\Warehouse\5924-139-1031990990
Process: C:\Program Files (x86)\Sophos\CloudInstaller\SophosSetup_Stage2.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 345

Entropy (8bit): 5.172496424006276

Encrypted: false

SSDEEP: 6:TMVBdT3E6Z4gR5Wkpz24WSH3p8XWJ2OhU2cjG1tCKcBG/YaF9IlASkxVv7n:TMHdgGR5NWep8XWJJU/Dhkr4zkfn

MD5: C61B29778D84C4528F589F5DAAB20DC9

SHA1: DCDA5CA509EA032A8651CA87AA1CBCAB2CC964B7

SHA-256: 96975658D00E405D499AD6A4D30FFB2B03CE1C80671F03B28DEE5A04DBBBE050

SHA-512: E5247DE1C211C755A8043BD3441ED3940964A55B12DFDADD59A451DAB3417898A5F9B4F933AD4835864405A18581C59A3480FD9879461BB8BAB3307ED7BD5FB9

Malicious: false

Preview:
<?xml version="1.0" encoding="utf-8" ?><package xmlns="badger:package" name="UNINSTALLER64 1.10.54.54" version="1.10.54.54"><contents><md5 extent="x000" 
sha384="1ee3295d5500f273d518cbd5d3cdaf8997fa8964b00855ee0148247e1f3d4053ea570d1bd0de691b585b16829bd1ea67" size="4610">45a55ba22458d1356e4
591b7947b60a5</md5></contents><subpackages /></package>

C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\data\Warehouse\5924-14-1595749374
Process: C:\Program Files (x86)\Sophos\CloudInstaller\SophosSetup_Stage2.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 2076

Entropy (8bit): 5.079659921314715

Encrypted: false

SSDEEP: 48:cktc3rmlg5Us586n+qAVSc6OJggQzyloGhl3woj:Xtc3q65Ucvn+qAl6OKgw0oGTJj

MD5: A606902CEE8403D5B33928F2D6EFE3CB

SHA1: 668FCC1B1ED45677719742180B780F235D748654
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SHA-256: 4A74E404DC44F65C4C55112E08300A4D7578658739DB1EB09AAA3019263D9F52

SHA-512: BB4F44D0B9EEB646A6C5829232C8F140B18FEE6CAC25DCD69E0ECC04157D3152A29E1550CE889AF92F15B9EF18EE4DFC6CE2094B58E49738E0EC41B3729BFC
7D

Malicious: false

Preview:
<?xml version="1.0" encoding="utf-8" ?><rigidName xmlns="badger:rigidName"><versions><version><attributes><md5 extent="x000" sha384="5955bb4acdb72d07f
032c75e3b4f806bc2f6efc2f9d27d91403f0daa7ec90160d4f3eacbd21a6faa7ab4c73afbfb263c" size="624">1075ee6dd77f0558e2743820020a01f3</md5></attributes>
<rollOut version-id="3.8.6.1" majorRollOut="14" minorRollOut="2972" updated="2021-03-30T15:23:22" /><md5 extent="x000" sha384="c11d2b267cb587e7e8a6
1c19a0b587d4b2ae1bf014d62d43c0c433416a09ab810d7501a26a76510fad4313f4bb696f69" size="340">10bc64d9e5701bef0b38d0d2957932f4</md5></version><ve
rsion><attributes><md5 extent="x000" sha384="26fe23e3d392f78f9e141816ae714bf994295eff4fabb203985be7e5d5181e572d873484357e1739fae4316a13d024cc" 
size="624">f432b3b46be203c343661a1cd0645a49</md5></attributes><rollOut version-id="3.8.7.124" majorRollOut="15" minorRollOut="738" updated="2021-03-
30T15:23:22" /><md5 extent="x000" sha384="23d286a085d1e41c17e6f9702e67f071fc407f22df8dc88f96c19be925c297d61b1051a739f5b235ebfebab

C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\data\Warehouse\5924-14-1595749374

C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\data\Warehouse\5924-140-1307319483
Process: C:\Program Files (x86)\Sophos\CloudInstaller\SophosSetup_Stage2.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 1204

Entropy (8bit): 5.1207129658549535

Encrypted: false

SSDEEP: 12:TMHd5JphE3L+oErWisx9jVLh94sJomwn09rn1CKCwCoQCYCCCrQCJCBECC/CC9QC:2d8EWBP77VLXmS0nAaZ9AV

MD5: 1537083C84181941D5FD01ECEF8DEC6E

SHA1: BA225BB65C6089B29AFDFD7C404A7F269554E9AD

SHA-256: 20CFC30F60E6F14A33ABE593AD6C83CF52FA07D8B1C35E7E1F35BA408864D742

SHA-512: 8544A103279A4AD148D918EB205B7930D4F1C0E656ABCB9C1C339605426F9AE3342E0FDD68FB02FE338C8CD4852D7E16D35D2E451F4C91380DA27EE6C28F47C3

Malicious: false

Preview:
<?xml version="1.0" encoding="utf-8" ?><ReleaseAttributes xmlns="badger:ReleaseAttributes"><Attribute name="DefaultHomeFolder"><Str1024>mcsep</Str1024>
</Attribute><Attribute name="Lifestage"><Lifestage>PROVISIONAL</Lifestage></Attribute><Attribute name="Name"><Name>F928CC65-2DF0-409F-B47D-474F571DE7
FF</Name></Attribute><Attribute name="Features"><Feature>CORE</Feature></Attribute><Attribute name="Platforms"><Platform>WIN_10</Platform><Platform>WI
N_10_SVR_X64</Platform><Platform>WIN_10_X64</Platform><Platform>WIN_2003_SVR</Platform><Platform>WIN_2003_SVR_X64</Platform><Platform>WIN_20
08_R2_SVR_X64</Platform><Platform>WIN_2008_SVR</Platform><Platform>WIN_2008_SVR_X64</Platform><Platform>WIN_7</Platform><Platform>WIN_7_X64<
/Platform><Platform>WIN_8</Platform><Platform>WIN_8_SVR_X64</Platform><Platform>WIN_8_X64</Platform><Platform>WIN_81</Platform><Platform>WIN
_81_SVR_X64</Platform><Platform>WIN_81_X64</Platform><Platform>WIN_VISTA</Platform><Platform>WIN_VISTA_X64</Platform><Platform>WIN

C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\data\Warehouse\5924-141-306145252
Process: C:\Program Files (x86)\Sophos\CloudInstaller\SophosSetup_Stage2.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 333

Entropy (8bit): 5.1208471503905955

Encrypted: false

SSDEEP: 6:TMVBdT3E6Z4gRNt8BRQtr8XWo0DLcxU2GQcJHLvFi7ARUWSVIlASkxVv7n:TMHdgGRNOnQ58XWAGRpLvUASQzkfn

MD5: C28F4EC6B017B6878F9A9A2FBBC8C2C8

SHA1: D355B16614B88373998DB33BF82CC4922FAEBC02

SHA-256: 3C5CD7DF98B5585467733DBE516919406CBFA5024A3C0E3FE5B6AE31518FD456

SHA-512: 3A9699BFB6F6437BDD27E233FD21F2B74798D424B96E4C88DFF462A80CBF0BA72DCA88D870E57BD6910049248A27E84C4D3416620702DE4BCFB445548FC4D582

Malicious: false

Preview:
<?xml version="1.0" encoding="utf-8" ?><package xmlns="badger:package" name="MCS 4.9.424.0" version="4.9.424.0"><contents><md5 extent="x000" sha384="1
8f004837bbecbd3eaf53e99ce98449179136e1eebea8525222f75fa0245b7f80b70d6eca7ddac594de6f3e491262077" size="5347">8d26f62d01418158291b6c03ba78d47
d</md5></contents><subpackages /></package>

C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\data\Warehouse\5924-142-1965484310
Process: C:\Program Files (x86)\Sophos\CloudInstaller\SophosSetup_Stage2.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 942

Entropy (8bit): 5.140676596619882

Encrypted: false

SSDEEP: 12:TMHd5JphE3L+oErWisx9jw88zJomwn09rn1CKCwCCCBECC/CC9QC5CLCCGC2KICM:2d8EWBXc7VYS0ntZ9AV

MD5: 6154D446A2DF2C732455F48FA9B0BC87

SHA1: 05E6C0900362AA6EA83CC17BD5AE2F049E1D252D

SHA-256: 8804F8E9871A4A76471195AE4C423FEB9C8FFA7F852AE06A1B8B0F54ADAF3A71

SHA-512: E2C12ED065EA30C72B75559E5B83A73E6DD5BCA416DC4E741BB11FB442896317E9CDF48D72DB1699AF955F1AED7FFFBF7A4ACA073133257DEA6E1B84B3BE54
32

Malicious: false
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Preview:
<?xml version="1.0" encoding="utf-8" ?><ReleaseAttributes xmlns="badger:ReleaseAttributes"><Attribute name="DefaultHomeFolder"><Str1024>mcsep</Str1024>
</Attribute><Attribute name="Lifestage"><Lifestage>PROVISIONAL</Lifestage></Attribute><Attribute name="Name"><Name>98FF74D4-439D-48CB-87AA-
8D4E97FDB10E</Name></Attribute><Attribute name="Features"><Feature>CORE</Feature></Attribute><Attribute name="Platforms"><Platform>WIN_10</Platform><P
latform>WIN_10_SVR_X64</Platform><Platform>WIN_10_X64</Platform><Platform>WIN_2008_R2_SVR_X64</Platform><Platform>WIN_7</Platform><Platform>
WIN_7_X64</Platform><Platform>WIN_8</Platform><Platform>WIN_8_SVR_X64</Platform><Platform>WIN_8_X64</Platform><Platform>WIN_81</Platform><Pl
atform>WIN_81_SVR_X64</Platform><Platform>WIN_81_X64</Platform></Attribute><Attribute name="Roles"><Role>MCS</Role></Attribute><Attribute name="Target
Types"><TargetType>ENDPOINT</TargetType></Attribute></ReleaseAttributes>

C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\data\Warehouse\5924-142-1965484310

C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\data\Warehouse\5924-143-722954014
Process: C:\Program Files (x86)\Sophos\CloudInstaller\SophosSetup_Stage2.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 335

Entropy (8bit): 5.102671830265912

Encrypted: false

SSDEEP: 6:TMVBdT3E6Z4gRQMRb2U8XWmigtFxPaaGdRIgfsnKRrTOZYIlASkxVv7n:TMHdgGRVP8XW2VPadvIgfFrqZfzkfn

MD5: 724DA4809383976E03FA7CA2DA3E4BC0

SHA1: C913F7F38A4FB85A3790A197A9EF1B66ADFD267D

SHA-256: 975FDC7AB9F015FE1AA4B817E81B179B6EC30E6179B612F35D8CE4FD94C2DE01

SHA-512: 9EB43F959EB51649F248438989688148EBDF32107B5CEF478FD21390605EC7085D6ED955A3CAFA6A503E3E9106A21772921F6CA45ACE580A4BD8D91DF5F15968

Malicious: false

Preview:
<?xml version="1.0" encoding="utf-8" ?><package xmlns="badger:package" name="MCS 4.11.127.0" version="4.11.127.0"><contents><md5 extent="x000" sha384=
"591b07a56f601eb5170690040bb0ef2188bdf4ee8f2785775684b0a441b3cc5ad4cfdb23c278b232091959a0a3a1ca73" size="5349">14c7f9ac0ab3c81b7df72f006cb4c
c8a</md5></contents><subpackages /></package>

C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\data\Warehouse\5924-144-963187888
Process: C:\Program Files (x86)\Sophos\CloudInstaller\SophosSetup_Stage2.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 942

Entropy (8bit): 5.157108962932868

Encrypted: false

SSDEEP: 12:TMHd5JphE3L+oErWisx9d4aJomwn09rn1CKCwCCCBECC/CC9QC5CLCCGC2KICOUc:2d8EWBb7VYS0ntZ9AV

MD5: 965E788D606D919EA08F19C5F44BEC06

SHA1: 08CD20F01234D53FF692B96AAF45A8D2D794A5EC

SHA-256: 0601351B49437ED937C98F1286809D79B561FB7FA710D82EACD6008655E34113

SHA-512: E880B34A97DF593E4099C86EB7E49994E94D3E428432FC9D43FC88300E66FEAD3BE562BED5E7393CFC74CBE0ADA22318387C80DEF9E263DCEDB757C74493EF
89

Malicious: false

Preview:
<?xml version="1.0" encoding="utf-8" ?><ReleaseAttributes xmlns="badger:ReleaseAttributes"><Attribute name="DefaultHomeFolder"><Str1024>mcsep</Str1024>
</Attribute><Attribute name="Lifestage"><Lifestage>PROVISIONAL</Lifestage></Attribute><Attribute name="Name"><Name>3A5E6E63-B258-4FDB-B79F-FF0349E129
39</Name></Attribute><Attribute name="Features"><Feature>CORE</Feature></Attribute><Attribute name="Platforms"><Platform>WIN_10</Platform><Platform>WI
N_10_SVR_X64</Platform><Platform>WIN_10_X64</Platform><Platform>WIN_2008_R2_SVR_X64</Platform><Platform>WIN_7</Platform><Platform>WIN_7_X64<
/Platform><Platform>WIN_8</Platform><Platform>WIN_8_SVR_X64</Platform><Platform>WIN_8_X64</Platform><Platform>WIN_81</Platform><Platform>WIN
_81_SVR_X64</Platform><Platform>WIN_81_X64</Platform></Attribute><Attribute name="Roles"><Role>MCS</Role></Attribute><Attribute name="TargetTypes"><Ta
rgetType>ENDPOINT</TargetType></Attribute></ReleaseAttributes>

C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\data\Warehouse\5924-145-18028858
Process: C:\Program Files (x86)\Sophos\CloudInstaller\SophosSetup_Stage2.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 335

Entropy (8bit): 5.109178394654009

Encrypted: false

SSDEEP: 6:TMVBdT3E6Z4gRGBRa8XWqFhBiWd5OIAUKA6dw2I7eSwXkpIlASkxVv7n:TMHdgGRGna8XWqFhBvfOTUYeiSwXk8zm

MD5: 348C6FD2DE62499D1CFC020E33FC4EA6

SHA1: 9A5CA1135623ED98D36B31277F590900DA5914F6

SHA-256: E5B72D26BB2E705BE78DEC6073D01E8DD4E48017CBAA35D0F5239DA8A8E77A55

SHA-512: 466A95CC62807AFAEBEEC03E41E03B12D51FD46A50316610772AD0E13F211569496A0B1BDE9F35AE3A264CB303AA62C0774560E1007693785A2464C3B9C6B2C9

Malicious: false

Preview:
<?xml version="1.0" encoding="utf-8" ?><package xmlns="badger:package" name="MCS 4.12.686.0" version="4.12.686.0"><contents><md5 extent="x000" sha384=
"321c47bdc1d4e6cf9601a777dc045f8de39e480a309d1e495e5949c8c33b360a6aec299c51e0e53611d0cb7bb63b2d94" size="5341">c3fba80355406d32a32df9115f29b
3a3</md5></contents><subpackages /></package>

C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\data\Warehouse\5924-146-55934264
Process: C:\Program Files (x86)\Sophos\CloudInstaller\SophosSetup_Stage2.exe
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File Type: XML 1.0 document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 942

Entropy (8bit): 5.1523502988507985

Encrypted: false

SSDEEP: 12:TMHd5JphE3L+oErWisx9JVJomwn09rn1CKCwCCCBECC/CC9QC5CLCCGC2KICOUZS:2d8EWBdH7VYS0ntZ9AV

MD5: D190219EBE8C9FBF9B15287EB73CE672

SHA1: 0FA5228D49D80E57390EBFAB8B09A058490426D3

SHA-256: B829BED204593D360ADB0457FD4D43A56EB4F07527FE843F7052F08F66274E17

SHA-512: C5A0CEB694EE855F14EFA06239C8E3E218E795619BC496283717E4E8E0328D248D594E513DD69CDF15818A9B561F95B9E3C370085184CD737363200C5185C952

Malicious: false

Preview:
<?xml version="1.0" encoding="utf-8" ?><ReleaseAttributes xmlns="badger:ReleaseAttributes"><Attribute name="DefaultHomeFolder"><Str1024>mcsep</Str1024>
</Attribute><Attribute name="Lifestage"><Lifestage>PROVISIONAL</Lifestage></Attribute><Attribute name="Name"><Name>53129580-32BD-44EE-BC96-
A8537C6ECACA</Name></Attribute><Attribute name="Features"><Feature>CORE</Feature></Attribute><Attribute name="Platforms"><Platform>WIN_10</Platform><P
latform>WIN_10_SVR_X64</Platform><Platform>WIN_10_X64</Platform><Platform>WIN_2008_R2_SVR_X64</Platform><Platform>WIN_7</Platform><Platform>
WIN_7_X64</Platform><Platform>WIN_8</Platform><Platform>WIN_8_SVR_X64</Platform><Platform>WIN_8_X64</Platform><Platform>WIN_81</Platform><Pl
atform>WIN_81_SVR_X64</Platform><Platform>WIN_81_X64</Platform></Attribute><Attribute name="Roles"><Role>MCS</Role></Attribute><Attribute name="Target
Types"><TargetType>ENDPOINT</TargetType></Attribute></ReleaseAttributes>

C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\data\Warehouse\5924-146-55934264

C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\data\Warehouse\5924-147-316419633
Process: C:\Program Files (x86)\Sophos\CloudInstaller\SophosSetup_Stage2.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 333

Entropy (8bit): 5.100317476677453

Encrypted: false

SSDEEP: 6:TMVBdT3E6Z4gROBRM8XWtHXfGe7LDeX+CWG7Ula+WKrIlASkxVv7n:TMHdgGROnM8XWtHPXDV7la+NCzkfn

MD5: 9818C393B5BDE5BBD3BB4BEBF755B6EF

SHA1: 99E976C538395E5263BB7F215E9F6C875A0B8152

SHA-256: DB2E7DAC199B2E96CD7BCCED1CBF70CDEAC5BF24177704C109D0265F3BDB63FD

SHA-512: 613745E6E568238624B08DD84C450F4A02E85633B31C72DA25ADB67138636CE13EA62A19DD2644533ACAFD01493ACD3F05C438310C5BD3B45150422E5ACDA67A

Malicious: false

Preview:
<?xml version="1.0" encoding="utf-8" ?><package xmlns="badger:package" name="MCS 4.13.16.0" version="4.13.16.0"><contents><md5 extent="x000" sha384="3
5be6e6fb2866f09266425d5830f1de75fa6ea3431a7067fbc93caf3f8c16bfcf6bc12acdfc4cd1c03491d696f7b8154" size="5341">1eed511b848fff8e4f7c9e96d0e997a
a</md5></contents><subpackages /></package>

C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\data\Warehouse\5924-148-844808410
Process: C:\Program Files (x86)\Sophos\CloudInstaller\SophosSetup_Stage2.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 1751

Entropy (8bit): 5.215904572384197

Encrypted: false

SSDEEP: 24:2d8KWBGQ0OsICJrHCLXmS0nAaZeiAIc9g55sRQBpvjXx+iyzn:cABGQ0OENAaMitcWPz7xO

MD5: 38A0B35137AF01EB9F8DAE9E83F51B54

SHA1: F4CB104F18D9A00D001A82DB0811FC1DD90ED0FE

SHA-256: 09DBAD375D6E5C6D1C5F0EC261867AB9DF5031E1D722CEA3FFF870B6F34C800C

SHA-512: 52853019FA5CEB00BFAEBCDC1EABE9110722316369B69CB4B265A7A66DFEF83165ED978ECD5C18A046FFA40AE4FBE9489C8E8A6AE647D85EC0814B4900D850
3A

Malicious: false

Preview:
<?xml version="1.0" encoding="utf-8" ?><ReleaseAttributes xmlns="badger:ReleaseAttributes"><Attribute name="DefaultHomeFolder"><Str1024>savxp</Str1024>
</Attribute><Attribute name="Lifestage"><Lifestage>PROVISIONAL</Lifestage></Attribute><Attribute name="Name"><Name>A5FC8059-D40F-455D-AFC0-
73C6999FC679</Name></Attribute><Attribute name="SAVLine"><SAVLine>SAVEEXP</SAVLine></Attribute><Attribute name="VirusEngineVersion"><Str1024
>3.74.1.3</Str1024></Attribute><Attribute name="Features"><Feature>SAV</Feature></Attribute><Attribute name="Platforms"><Platform>WIN_10</Platform><Pl
atform>WIN_10_SVR_X64</Platform><Platform>WIN_10_X64</Platform><Platform>WIN_2003_SVR</Platform><Platform>WIN_2003_SVR_X64</Platform><Platfo
rm>WIN_2008_R2_SVR_X64</Platform><Platform>WIN_2008_SVR</Platform><Platform>WIN_2008_SVR_X64</Platform><Platform>WIN_7</Platform><Platform>W
IN_7_X64</Platform><Platform>WIN_8</Platform><Platform>WIN_8_SVR_X64</Platform><Platform>WIN_8_X64</Platform><Platform>WIN_81</Platform><Pla

C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\data\Warehouse\5924-149-323883662
Process: C:\Program Files (x86)\Sophos\CloudInstaller\SophosSetup_Stage2.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 331

Entropy (8bit): 5.121372240082886

Encrypted: false

SSDEEP: 6:TMVBdT3E6Z4gR45Bd38XWCVudLBbts6M9pISQQ00H2IlASkxVv7n:TMHdgGR4J38XWCIit9qS8qzkfn
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Static File Info

General
File type: PE32 executable (GUI) Intel 80386, for MS Windows

Entropy (8bit): 6.992564322628606

TrID: Win32 Executable (generic) a (10002005/4) 
99.96%
Generic Win/DOS Executable (2004/3) 0.02%
DOS Executable Generic (2002/1) 0.02%
Autodesk FLIC Image File (extensions: flc, fli, cel) 
(7/3) 0.00%

File name: SophosSetup (9).exe

File size: 1565616

MD5: 070002b28e379e0c362f0e69ecd6d60b

SHA1: db19c547d7231362040c8ff10c92451e059c3ef2

SHA256: c92892ee1c9a44469650f5575e64c11fa08f44bcdf61c49
e19a2714e2b6a7f5b

SHA512: f863ffad6ce6e67380698ef8b12aca5f7256c52f84847d7f1
20b5c7d56838e6b264436cdd5ab72e52055d99998455ca
7ce053fcfeb9c63e32ddb0d6d08643c52

SSDEEP: 24576:c/5CxBMhB1wuKbfsIGVx5ysPwvX66x06qYaFKt
yWGzM5N4iDTxA2M1QnDc5GQKG3:c/5CxBMKuKYbjy
sIvK6OPFky1w5N4iDA

File Content Preview: MZ......................@...............................................!..L.!Th
is program cannot be run in DOS mode....$.......#.r.g...g.
..g...s...b...g...B.......f.......e.......f...g...e.......f...Richg..........
.PE..L...}.._.....................p.....

File Icon

Icon Hash: 72697c6949f0cc70

MD5: 02EB204DB44437137D459273EBF8D534

SHA1: 0966A783306922F57B41CC3697E0BF4E0D981F61

SHA-256: 4197DE6146630EB94519C23E867852E12C93300FDA83324D4271790E1ECB53EF

SHA-512: E25179A0BC27ABCDF079C6D9667A64724A3D8E1EE72126AC1743F77C86A6F9A740A42D6A5D7BFAEA279EEC51C0131091D410F7C5D0578E7AA8A61DAA6318D56
E

Malicious: false

Preview:
<?xml version="1.0" encoding="utf-8" ?><package xmlns="badger:package" name="ENG 3.74.1.3" version="3.74.1.3"><contents><md5 extent="x000" sha384="75d
fb06abcfa2288016141387e5f9dd0e1f4666607207c4415fd885b310d452d6f975f7c7220335d5b8e527d1c594d7a" size="2123">d4e211909128e7751de1f150cc9ced47<
/md5></contents><subpackages /></package>

C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\data\Warehouse\5924-149-323883662

General
Entrypoint: 0x402210

Entrypoint Section: .text

Digitally signed: true

Imagebase: 0x400000

Subsystem: windows gui

Image File Characteristics: 32BIT_MACHINE, EXECUTABLE_IMAGE

DLL Characteristics: NO_SEH, TERMINAL_SERVER_AWARE, DYNAMIC_BASE, NX_COMPAT

Time Stamp: 0x5F928E7D [Fri Oct 23 08:04:13 2020 UTC]

TLS Callbacks:

CLR (.Net) Version:

OS Version Major: 6

OS Version Minor: 1

File Version Major: 6

File Version Minor: 1

Subsystem Version Major: 6

Subsystem Version Minor: 1

Import Hash: dbe2d93d7fa7dad8827b11304f9692c2

Static PE Info
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Signature Valid: true

Signature Issuer: CN=DigiCert EV Code Signing CA (SHA2), OU=www.digicert.com, O=DigiCert Inc, C=US

Signature Validation Error: The operation completed successfully

Error Number: 0

Not Before, Not After 11/6/2018 4:00:00 PM 2/4/2022 4:00:00 AM

Subject Chain CN=Sophos Ltd, OU=Endpoint Security Group, O=Sophos Ltd, L=Abingdon, C=GB, 
SERIALNUMBER=02096520, OID.2.5.4.15=Private Organization, 
OID.1.3.6.1.4.1.311.60.2.1.3=GB

Version: 3

Thumbprint MD5: 424FF48C1975D5FD2134CBF70558A678

Thumbprint SHA-1: 80ABFE016005D804CCC344600C2207AFCF212A7B

Thumbprint SHA-256: 44E319D9E913676A311E521A671D687C16846A291BD86A83900FD425C77ACA0F

Serial: 0995B7452559F652761AF8868F44D950

Instruction

push ebp

mov ebp, esp

sub esp, 30h

push ebx

push esi

push edi

call 00007FD14C9C4F07h

test al, al

jne 00007FD14C9C611Ch

push 00403858h

call 00007FD14C9C5CC9h

lea eax, dword ptr [ebp-04h]

mov dword ptr [ebp-04h], 00000000h

push eax

push 00000000h

push 00000000h

push 00000000h

push 00000000h

push 00000000h

push 00000000h

push 00000220h

push 00000020h

push 00000002h

lea eax, dword ptr [ebp-18h]

mov dword ptr [ebp-18h], 00000000h

push eax

mov word ptr [ebp-14h], 0500h

call dword ptr [00403004h]

test eax, eax

jne 00007FD14C9C611Ch

push 004033F8h

call 00007FD14C9C5C84h

lea eax, dword ptr [ebp-0Ch]

mov dword ptr [ebp-0Ch], 00000000h

push eax

push dword ptr [ebp-04h]

push 00000000h

call dword ptr [00403000h]

test eax, eax

jne 00007FD14C9C611Ch

push 00403450h

call 00007FD14C9C5C60h

cmp dword ptr [ebp-0Ch], 00000000h

mov eax, dword ptr [ebp-04h]

setne bl

test eax, eax

je 00007FD14C9C6119h

Authenticode Signature

Entrypoint Preview
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push eax

call dword ptr [0040300Ch]

test bl, bl

jne 00007FD14C9C611Ch

push 00403888h

call 00007FD14C9C5C3Dh

call dword ptr [00403088h]

mov dword ptr [00404000h], eax

lea eax, dword ptr [ebp-30h]

push eax

call 00007FD14C9C5629h

add esp, 04h

mov esi, 00000020h

call dword ptr [0000301Ch]

Instruction

Name Virtual Address Virtual Size Is in Section

IMAGE_DIRECTORY_ENTRY_EXPORT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_IMPORT 0x3bc8 0x3c .rdata

IMAGE_DIRECTORY_ENTRY_RESOURCE 0x35000 0x175a8c .rsrc

IMAGE_DIRECTORY_ENTRY_EXCEPTION 0x0 0x0

IMAGE_DIRECTORY_ENTRY_SECURITY 0x178c00 0x57b0 .rsrc

IMAGE_DIRECTORY_ENTRY_BASERELOC 0x1ab000 0x210 .reloc

IMAGE_DIRECTORY_ENTRY_DEBUG 0x3a38 0x54 .rdata

IMAGE_DIRECTORY_ENTRY_COPYRIGHT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_GLOBALPTR 0x0 0x0

IMAGE_DIRECTORY_ENTRY_TLS 0x0 0x0

IMAGE_DIRECTORY_ENTRY_LOAD_CONFIG 0x0 0x0

IMAGE_DIRECTORY_ENTRY_BOUND_IMPORT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_IAT 0x3000 0xa0 .rdata

IMAGE_DIRECTORY_ENTRY_DELAY_IMPORT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_COM_DESCRIPTOR 0x0 0x0

IMAGE_DIRECTORY_ENTRY_RESERVED 0x0 0x0

Name Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

.text 0x1000 0x165c 0x1800 False 0.474772135417 data 5.67619442195 IMAGE_SCN_MEM_EXECUTE, 
IMAGE_SCN_CNT_CODE, 
IMAGE_SCN_MEM_READ

.rdata 0x3000 0xf80 0x1000 False 0.415771484375 data 4.25404794293 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_READ

.data 0x4000 0x30008 0x0 False 0 empty 0.0 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_WRITE, 
IMAGE_SCN_MEM_READ

.rsrc 0x35000 0x175a8c 0x175c00 False 0.538502038043 data 6.98801421001 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_READ

.reloc 0x1ab000 0x210 0x400 False 0.505859375 data 4.16615383322 IMAGE_SCN_CNT_INITIALIZED_DA
TA, 
IMAGE_SCN_MEM_DISCARDABLE, 
IMAGE_SCN_MEM_READ

Name RVA Size Type Language Country

RT_ICON 0x35288 0x528 GLS_BINARY_LSB_FIRST English Great Britain

RT_ICON 0x357b0 0x1428 dBase IV DBT of @.DBF, block length 5120, next 
free block index 40, next free block 0, next used 
block 0

English Great Britain

RT_ICON 0x36bd8 0x2d28 data English Great Britain

RT_ICON 0x39900 0xd819 PNG image data, 256 x 256, 8-bit/color RGBA, non-
interlaced

English Great Britain

RT_RCDATA 0x4711c 0x1621d0 PE32 executable (GUI) Intel 80386, for MS Windows

RT_RCDATA 0x1a92ec 0xb39 ASCII text

RT_GROUP_ICON 0x1a9e28 0x3e data English Great Britain

RT_VERSION 0x1a9e68 0x390 data English United States

RT_VERSION 0x1aa1f8 0x390 data English United States

Data Directories

Sections

Resources
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No network behavior found

Code Manipulations

Statistics

Behavior

• SophosSetup (9).exe

RT_MANIFEST 0x1aa588 0x501 XML 1.0 document, UTF-8 Unicode (with BOM) text, 
with very long lines, with CRLF line terminators

English United States

Name RVA Size Type Language Country

DLL Import

KERNEL32.dll GetProcAddress, SetDllDirectoryW, GetCommandLineW, GetEnvironmentStringsW, FreeEnvironmentStringsW, 
CreateDirectoryW, CreateFileW, DeleteFileW, RemoveDirectoryW, WriteFile, GetTempPathW, CloseHandle, HeapAlloc, 
GetModuleHandleW, HeapFree, WaitForSingleObject, ExitProcess, GetExitCodeProcess, CreateProcessW, 
GetStartupInfoW, GetTickCount, GetSystemDirectoryW, GetModuleFileNameW, LoadResource, LockResource, 
SizeofResource, FindResourceW, LocalFree, HeapSetInformation, GetProcessHeap, GetLastError, HeapReAlloc, 
SetEnvironmentVariableW

ADVAPI32.dll CheckTokenMembership, AllocateAndInitializeSid, ConvertStringSecurityDescriptorToSecurityDescriptorW, FreeSid

Description Data

LegalCopyright Copyright 1989-2020 Sophos Limited.

InternalName SophosSetup.exe

FileVersion 1.10.305.0

CompanyName Sophos Limited

Comments 20201023075653-695d849e00c621938906f733ffb9051614277482-FnyoEp

ProductName Sophos Setup

ProductVersion 1.10

FileDescription Sophos Setup

OriginalFilename SophosSetup.exe

Translation 0x0809 0x04b0

Language of compilation system Country where language is spoken Map

English Great Britain

English United States

Network Behavior

Imports

Version Infos

Possible Origin
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• Setup.exe

• SophosSetup_Stage2.exe

Click to jump to process

System Behavior

File ActivitiesFile Activities

Start time: 07:13:03

Start date: 13/05/2021

Path: C:\Users\user\Desktop\SophosSetup (9).exe

Wow64 process (32bit): true

Commandline: 'C:\Users\user\Desktop\SophosSetup (9).exe' 

Imagebase: 0x1360000

File size: 1565616 bytes

MD5 hash: 070002B28E379E0C362F0E69ECD6D60B

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: low

File Path Access Attributes Options Completion Count
Source
Address Symbol

C:\Users\user~1\AppData\Local\Temp\sfl-0719c400 read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 1361CD6 CreateDirectoryW

C:\Users\user~1\AppData\Local\Temp\sfl-0719c400\Setup.exe read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 136136A CreateFileW

C:\Users\user~1\AppData\Local\Temp\sfl-0719c400\scf.dat read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 136136A CreateFileW

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

Analysis Process: SophosSetup (9).exe PID: 4568 Parent PID: 5584Analysis Process: SophosSetup (9).exe PID: 4568 Parent PID: 5584

General

File CreatedFile Created

File WrittenFile Written
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C:\Users\user\AppData\Local\Temp\sfl-0719c400\Setup.exe unknown 1450448 4d 5a 90 00 03 00 00 
00 04 00 00 00 ff ff 00 
00 b8 00 00 00 00 00 
00 00 40 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 08 01 00 00 
0e 1f ba 0e 00 b4 09 
cd 21 b8 01 4c cd 21 
54 68 69 73 20 70 72 
6f 67 72 61 6d 20 63 
61 6e 6e 6f 74 20 62 
65 20 72 75 6e 20 69 
6e 20 44 4f 53 20 6d 6f 
64 65 2e 0d 0d 0a 24 
00 00 00 00 00 00 00 
10 85 65 79 54 e4 0b 
2a 54 e4 0b 2a 54 e4 
0b 2a 40 8f 08 2b 43 
e4 0b 2a 40 8f 0e 2b 
ea e4 0b 2a 9f 8b 0f 
2b 40 e4 0b 2a 9f 8b 
08 2b 4c e4 0b 2a 40 
8f 0f 2b 4f e4 0b 2a 40 
8f 0d 2b 55 e4 0b 2a 
40 8f 0a 2b 43 e4 0b 
2a 54 e4 0a 2a 1d e5 
0b 2a 9f 8b 0e 2b c2 
e4 0b 2a d2 94 02 2b 
22 e4 0b 2a d2 94 f4 
2a 55 e4 0b 2a 54 e4 
9c 2a 50 e4 0b 2a d2 
94 09 2b 55 e4 0b 2a 
52 69 63 68 54 e4 0b 

MZ......................@.....
..............................
............!..L.!This program 
cannot be run in DOS 
mode....
$.........eyT..*T..*T..*@..+C.
.*@..+...*...+@..*...+L..*@..
+
O..*@..+U..*@..+C..*T..*...
*...+...*...+"..*...*U..*T..*P..*
...+U..*RichT..

success or wait 1 136138B WriteFile

C:\Users\user\AppData\Local\Temp\sfl-0719c400\scf.dat unknown 2873 22 73 65 74 75 70 2e 
65 78 65 22 20 31 34 
35 30 34 34 38 20 32 
66 62 62 62 32 36 65 
31 38 39 32 31 38 35 
64 31 33 65 34 63 64 
33 39 66 61 62 64 32 
34 65 61 0a 2d 2d 2d 
2d 2d 42 45 47 49 4e 
20 53 49 47 4e 41 54 
55 52 45 2d 2d 2d 2d 
2d 0a 51 7a 65 75 39 
6b 50 71 36 68 30 76 
52 56 77 36 6e 4e 66 
4d 76 79 4e 31 45 57 
6b 6b 6d 6c 62 6f 56 
55 62 48 4c 67 38 78 
50 73 51 66 53 47 36 
78 49 6c 51 50 6f 4c 
31 50 34 55 57 6a 4a 
61 2f 6e 0a 53 6f 31 5a 
4c 47 6a 4b 46 61 2b 
44 67 34 77 56 64 42 
31 44 6f 50 6a 77 43 
76 4a 74 4b 42 76 64 
55 63 73 72 58 6e 35 
47 62 52 6a 65 33 62 
31 53 48 44 56 77 6a 
4b 64 65 77 6f 57 57 
4a 4e 36 48 0a 61 55 
41 55 37 57 38 55 34 
41 69 4d 72 51 4e 48 
48 31 73 42 44 45 44 
59 74 54 64 44 39 6b 
35 6a 54 2b 4e 67 74 
39 56 76 39 5a 75 35 
42 72 

"setup.exe" 1450448 
2fbbb26e18
92185d13e4cd39fabd24ea.
-----BEGIN SIGNATURE----
-.Qzeu9kPq6h0
vRVw6nNfMvyN1EWkkml
boVUbHLg8xP
sQfSG6xIlQPoL1P4UWjJa
/n.So1ZLG
jKFa+Dg4wVdB1DoPjwCv
JtKBvdUcsr
Xn5GbRje3b1SHDVwjKde
woWWJN6H.a
UAU7W8U4AiMrQNHH1sB
DEDYtTdD9k5
jT+Ngt9Vv9Zu5Br

success or wait 1 136138B WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

Start time: 07:13:04

Start date: 13/05/2021

Path: C:\Users\user\AppData\Local\Temp\sfl-0719c400\Setup.exe

Analysis Process: Setup.exe PID: 3536 Parent PID: 4568Analysis Process: Setup.exe PID: 3536 Parent PID: 4568

General
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File ActivitiesFile Activities

Wow64 process (32bit): true

Commandline: 'C:\Users\user~1\AppData\Local\Temp\sfl-0719c400\Setup.exe' 

Imagebase: 0xb50000

File size: 1450448 bytes

MD5 hash: 2FBBB26E1892185D13E4CD39FABD24EA

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Antivirus matches: Detection: 0%, Metadefender, Browse
Detection: 0%, ReversingLabs

Reputation: low

File Path Access Attributes Options Completion Count
Source
Address Symbol

C:\ProgramData\Sophos read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 BAFF12 CreateDirectoryW

C:\ProgramData\Sophos\CloudInstaller read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 BAFF12 CreateDirectoryW

C:\ProgramData\Sophos\CloudInstaller\Logs read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 BAFF12 CreateDirectoryW

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 BE8A23 CreateFileW

C:\Program Files (x86)\Sophos read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 BAFF12 CreateDirectoryW

C:\Program Files (x86)\Sophos\CloudInstaller read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 BAFF12 CreateDirectoryW

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 BAFF12 CreateDirectoryW

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\integrity.dat read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 B8BE39 CreateFileW

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\manifest.dat read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 B8BE39 CreateFileW

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\scf.dat read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 B8BE39 CreateFileW

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\SDDS3.dll read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 B8BE39 CreateFileW

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\sof.dat read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 B8BE39 CreateFileW

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\S
ophosSetup_Stage2.exe

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 B8BE39 CreateFileW

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\su-setup32.exe read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 B8BE39 CreateFileW

File CreatedFile Created
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C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\su-setup64.exe read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 B8BE39 CreateFileW

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\SUL.dll read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 B8BE39 CreateFileW

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\Management 
Certs

read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 BAFF12 CreateDirectoryW

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\Management 
Certs\sophosca1.crl

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 B8BE39 CreateFileW

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\Management 
Certs\sophosca1.crt

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 B8BE39 CreateFileW

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\Management 
Certs\sophosca2.crl

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 B8BE39 CreateFileW

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\Management 
Certs\sophosca2.crt

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 B8BE39 CreateFileW

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\Management 
Certs\sophosca3.crl

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 B8BE39 CreateFileW

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\Management 
Certs\sophosca3.crt

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 B8BE39 CreateFileW

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\Management 
Certs\sophosca4.crl

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 B8BE39 CreateFileW

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\Management 
Certs\sophosca4.crt

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 B8BE39 CreateFileW

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\ManifestCerts read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 BAFF12 CreateDirectoryW

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\M
anifestCerts\rootca.crl

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 B8BE39 CreateFileW

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\M
anifestCerts\rootca.crt

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 B8BE39 CreateFileW

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\M
anifestCerts\rootca384.crl

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 B8BE39 CreateFileW

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\M
anifestCerts\rootca384.crt

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 B8BE39 CreateFileW

C:\Program Files (x86)\Sophos\CloudInstaller\Management Certs read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 BAFF12 CreateDirectoryW

C:\Program Files (x86)\Sophos\CloudInstaller\ManifestCerts read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 BAFF12 CreateDirectoryW

File Path Access Attributes Options Completion Count
Source
Address Symbol

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

File WrittenFile Written
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C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 67 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 30 35 2e 31 
31 34 35 34 36 38 5a 
20 49 4e 46 4f 20 3a 
20 53 74 61 67 65 20 
31 20 63 6f 6d 6d 61 
6e 64 2d 6c 69 6e 65 
20 6f 70 74 69 6f 6e 73 
3a 0d 0a 

2021-05-
13T14:13:05.1145468Z I
NFO : Stage 1 command-
line options:..

success or wait 1 BDC712 WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 41 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 30 35 2e 31 
31 34 35 34 36 38 5a 
20 49 4e 46 4f 20 3a 
20 2d 2d 2d 0d 0a 

2021-05-
13T14:13:05.1145468Z I
NFO : ---..

success or wait 1 BDC712 WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 54 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 30 35 2e 31 
31 34 35 34 36 38 5a 
20 49 4e 46 4f 20 3a 
20 51 75 69 65 74 20 
6d 6f 64 65 20 6f 6e 3a 
20 30 0d 0a 

2021-05-
13T14:13:05.1145468Z I
NFO : Quiet mode on: 0..

success or wait 28 BDC712 WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 41 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 30 35 2e 31 
31 34 35 34 36 38 5a 
20 49 4e 46 4f 20 3a 
20 2d 2d 2d 0d 0a 

2021-05-
13T14:13:05.1145468Z I
NFO : ---..

success or wait 1 BDC712 WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 134 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 30 35 2e 31 
36 31 34 32 31 38 5a 
20 49 4e 46 4f 20 3a 
20 53 65 6e 64 69 6e 
67 20 48 54 54 50 20 
27 50 4f 53 54 27 20 
72 65 71 75 65 73 74 
20 74 6f 3a 20 61 70 
69 2f 64 6f 77 6e 6c 6f 
61 64 2f 73 74 61 67 
65 32 2d 64 65 74 61 
69 6c 73 2f 63 31 33 
37 63 62 66 30 2d 39 
65 64 63 2d 34 34 61 
66 2d 39 66 33 35 2d 
30 63 34 62 32 33 32 
33 33 35 65 63 0d 0a 

2021-05-
13T14:13:05.1614218Z I
NFO : Sending HTTP 
'POST' request to: 
api/download/stage2-de
tails/c137cbf0-9edc-44af-
9f35-0c4b232335ec..

success or wait 1 BDC712 WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 78 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 30 35 2e 32 
32 33 39 31 39 31 5a 
20 57 41 52 4e 49 4e 
47 20 3a 20 57 69 6e 
48 74 74 70 47 65 74 
50 72 6f 78 79 46 6f 72 
55 72 6c 20 72 65 74 
75 72 6e 65 64 3a 20 
31 32 31 38 30 0d 0a 

2021-05-
13T14:13:05.2239191Z W
ARNING : 
WinHttpGetProxyForUrl 
returned: 12180..

success or wait 1 BDC712 WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 97 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 30 35 2e 32 
32 33 39 31 39 31 5a 
20 49 4e 46 4f 20 3a 
20 41 74 74 65 6d 70 
74 69 6e 67 20 74 6f 
20 63 6f 6e 6e 65 63 
74 20 75 73 69 6e 67 
20 70 72 6f 78 79 20 
27 27 20 6f 66 20 74 
79 70 65 20 27 45 6d 
70 74 79 20 50 72 6f 
78 79 27 2e 0d 0a 

2021-05-
13T14:13:05.2239191Z I
NFO : Attempting to 
connect using proxy '' of 
type 'Empty Proxy'...

success or wait 1 BDC712 WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 69 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 30 35 2e 32 
32 33 39 31 39 31 5a 
20 49 4e 46 4f 20 3a 
20 53 65 74 20 73 65 
63 75 72 69 74 79 20 
70 72 6f 74 6f 63 6f 6c 
3a 20 30 30 30 30 30 
38 30 30 0d 0a 

2021-05-
13T14:13:05.2239191Z I
NFO : Set security 
protocol: 00000800..

success or wait 1 BDC712 WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 112 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 30 35 2e 32 
32 33 39 31 39 31 5a 
20 49 4e 46 4f 20 3a 
20 4f 70 65 6e 69 6e 
67 20 63 6f 6e 6e 65 
63 74 69 6f 6e 20 74 6f 
20 64 7a 72 2d 61 70 
69 2d 61 6d 7a 6e 2d 
75 73 2d 77 65 73 74 
2d 32 2d 66 61 38 38 
2e 61 70 69 2d 75 70 
65 2e 70 2e 68 6d 72 
2e 73 6f 70 68 6f 73 2e 
63 6f 6d 0d 0a 

2021-05-
13T14:13:05.2239191Z I
NFO : Opening connection 
to dzr-api-amzn-us-west-2-
fa88.api-
upe.p.hmr.sophos.com..

success or wait 1 BDC712 WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 62 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 30 35 2e 32 
32 33 39 31 39 31 5a 
20 49 4e 46 4f 20 3a 
20 52 65 71 75 65 73 
74 20 63 6f 6e 74 65 
6e 74 20 73 69 7a 65 
3a 20 33 31 0d 0a 

2021-05-
13T14:13:05.2239191Z I
NFO : Request content 
size: 31..

success or wait 1 BDC712 WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 53 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 33 36 2e 30 
36 31 34 31 37 31 5a 
20 49 4e 46 4f 20 3a 
20 53 65 6e 64 69 6e 
67 20 72 65 71 75 65 
73 74 0d 0a 

2021-05-
13T14:13:36.0614171Z I
NFO : Sending request..

success or wait 2 BDC712 WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 50 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 33 36 2e 30 
36 31 34 31 37 31 5a 
20 49 4e 46 4f 20 3a 
20 52 65 71 75 65 73 
74 20 73 65 6e 74 0d 
0a 

2021-05-
13T14:13:36.0614171Z I
NFO : Request sent..

success or wait 2 BDC712 WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 63 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 33 36 2e 32 
36 34 35 34 30 38 5a 
20 49 4e 46 4f 20 3a 
20 52 65 73 70 6f 6e 
73 65 20 73 74 61 74 
75 73 20 63 6f 64 65 
3a 20 32 30 30 0d 0a 

2021-05-
13T14:13:36.2645408Z I
NFO : Response status 
code: 200..

success or wait 1 BDC712 WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 61 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 33 36 2e 32 
36 34 35 34 30 38 5a 
20 49 4e 46 4f 20 3a 
20 52 65 73 70 6f 6e 
73 65 20 64 61 74 61 
20 73 69 7a 65 3a 20 
31 37 35 0d 0a 

2021-05-
13T14:13:36.2645408Z I
NFO : Response data size: 
175..

success or wait 1 BDC712 WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 114 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 33 36 2e 32 
36 34 35 34 30 38 5a 
20 49 4e 46 4f 20 3a 
20 74 72 79 53 65 6e 
64 52 65 71 75 65 73 
74 54 68 72 6f 75 67 
68 50 6f 74 65 6e 74 
69 61 6c 50 72 6f 78 
79 20 72 65 74 75 72 
6e 69 6e 67 20 72 65 
73 70 6f 6e 73 65 20 
77 69 74 68 20 73 74 
61 74 75 73 20 63 6f 
64 65 3a 20 32 30 30 
0d 0a 

2021-05-
13T14:13:36.2645408Z I
NFO : 
trySendRequestThroughPo
tentialProxy returning 
response with status code: 
200..

success or wait 1 BDC712 WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 262 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 33 36 2e 32 
36 34 35 34 30 38 5a 
20 49 4e 46 4f 20 3a 
20 50 61 72 73 69 6e 
67 20 6d 65 73 73 61 
67 65 20 72 65 63 65 
69 76 65 64 20 66 6f 
72 20 53 74 61 67 65 
20 32 20 66 69 6c 65 
6e 61 6d 65 3a 20 27 
7b 22 6d 63 73 5f 73 
65 72 76 65 72 22 3a 
22 64 7a 72 2d 6d 63 
73 2d 61 6d 7a 6e 2d 
75 73 2d 77 65 73 74 
2d 32 2d 66 61 38 38 
2e 75 70 65 2e 70 2e 
68 6d 72 2e 73 6f 70 
68 6f 73 2e 63 6f 6d 22 
2c 22 73 74 61 67 65 
32 5f 66 69 6c 65 6e 
61 6d 65 22 3a 22 73 
74 61 67 65 32 2d 31 
2e 31 31 2e 32 37 36 
2e 30 2d 32 61 62 30 
63 61 64 34 37 39 38 
32 34 31 32 39 66 65 
62 62 38 32 33 63 37 
31 39 30 66 38 36 66 
31 37 62 32 66 38 62 
31 62 37 32 36 31 66 
30 62 64 35 30 65 32 
38 30 64 64 62 35 32 
35 30 64 35 2e 74 61 
72 2e 

2021-05-
13T14:13:36.2645408Z I
NFO : Parsing message 
received for Stage 2 
filename: '{"mcs_
server":"dzr-mcs-amzn-us-
west-2-
fa88.upe.p.hmr.sophos.co
m","
stage2_filename":"stage2-
1.11.276.0-
2ab0cad479824129febb82
3c
7190f86f17b2f8b1b7261f0b
d50e280ddb5250d5.tar.

success or wait 1 BDC712 WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 198 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 33 36 2e 32 
36 34 35 34 30 38 5a 
20 49 4e 46 4f 20 3a 
20 53 65 6e 64 69 6e 
67 20 48 54 54 50 20 
27 47 45 54 27 20 72 
65 71 75 65 73 74 20 
74 6f 3a 20 66 75 6c 
6c 2f 63 65 6e 74 72 
61 6c 2f 77 69 6e 64 6f 
77 73 2f 62 75 73 69 
6e 65 73 73 2f 69 6e 
73 74 61 6c 6c 65 72 
2f 73 74 61 67 65 32 
2d 31 2e 31 31 2e 32 
37 36 2e 30 2d 32 61 
62 30 63 61 64 34 37 
39 38 32 34 31 32 39 
66 65 62 62 38 32 33 
63 37 31 39 30 66 38 
36 66 31 37 62 32 66 
38 62 31 62 37 32 36 
31 66 30 62 64 35 30 
65 32 38 30 64 64 62 
35 32 35 30 64 35 2e 
74 61 72 2e 67 7a 0d 
0a 

2021-05-
13T14:13:36.2645408Z I
NFO : Sending HTTP 
'GET' request to: 
full/central/windows/bu
siness/installer/stage2-
1.11.276.0-
2ab0cad479824129febb82
3c7
190f86f17b2f8b1b7261f0bd
50e280ddb5250d5.tar.gz..

success or wait 1 BDC712 WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 78 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 33 36 2e 32 
36 34 35 34 30 38 5a 
20 57 41 52 4e 49 4e 
47 20 3a 20 57 69 6e 
48 74 74 70 47 65 74 
50 72 6f 78 79 46 6f 72 
55 72 6c 20 72 65 74 
75 72 6e 65 64 3a 20 
31 32 31 38 30 0d 0a 

2021-05-
13T14:13:36.2645408Z W
ARNING : 
WinHttpGetProxyForUrl 
returned: 12180..

success or wait 1 BDC712 WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 97 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 33 36 2e 32 
36 34 35 34 30 38 5a 
20 49 4e 46 4f 20 3a 
20 41 74 74 65 6d 70 
74 69 6e 67 20 74 6f 
20 63 6f 6e 6e 65 63 
74 20 75 73 69 6e 67 
20 70 72 6f 78 79 20 
27 27 20 6f 66 20 74 
79 70 65 20 27 45 6d 
70 74 79 20 50 72 6f 
78 79 27 2e 0d 0a 

2021-05-
13T14:13:36.2645408Z I
NFO : Attempting to 
connect using proxy '' of 
type 'Empty Proxy'...

success or wait 1 BDC712 WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 69 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 33 36 2e 32 
36 34 35 34 30 38 5a 
20 49 4e 46 4f 20 3a 
20 53 65 74 20 73 65 
63 75 72 69 74 79 20 
70 72 6f 74 6f 63 6f 6c 
3a 20 30 30 30 30 30 
38 30 30 0d 0a 

2021-05-
13T14:13:36.2645408Z I
NFO : Set security 
protocol: 00000800..

success or wait 1 BDC712 WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 80 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 33 36 2e 32 
36 34 35 34 30 38 5a 
20 49 4e 46 4f 20 3a 
20 4f 70 65 6e 69 6e 
67 20 63 6f 6e 6e 65 
63 74 69 6f 6e 20 74 6f 
20 64 6f 77 6e 6c 6f 61 
64 73 2e 73 6f 70 68 6f 
73 2e 63 6f 6d 0d 0a 

2021-05-
13T14:13:36.2645408Z I
NFO : Opening connection 
to do
wnloads.sophos.com..

success or wait 1 BDC712 WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 61 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 33 36 2e 32 
36 34 35 34 30 38 5a 
20 49 4e 46 4f 20 3a 
20 52 65 71 75 65 73 
74 20 63 6f 6e 74 65 
6e 74 20 73 69 7a 65 
3a 20 30 0d 0a 

2021-05-
13T14:13:36.2645408Z I
NFO : Request content 
size: 0..

success or wait 1 BDC712 WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 53 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 34 3a 30 36 2e 34 
31 34 39 33 36 36 5a 
20 49 4e 46 4f 20 3a 
20 53 65 6e 64 69 6e 
67 20 72 65 71 75 65 
73 74 0d 0a 

2021-05-
13T14:14:06.4149366Z I
NFO : Sending request..

success or wait 1 BDC712 WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 50 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 34 3a 30 36 2e 34 
31 34 39 33 36 36 5a 
20 49 4e 46 4f 20 3a 
20 52 65 71 75 65 73 
74 20 73 65 6e 74 0d 
0a 

2021-05-
13T14:14:06.4149366Z I
NFO : Request sent..

success or wait 1 BDC712 WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 63 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 34 3a 30 36 2e 39 
31 34 35 34 30 33 5a 
20 49 4e 46 4f 20 3a 
20 52 65 73 70 6f 6e 
73 65 20 73 74 61 74 
75 73 20 63 6f 64 65 
3a 20 32 30 30 0d 0a 

2021-05-
13T14:14:06.9145403Z I
NFO : Response status 
code: 200..

success or wait 1 BDC712 WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 65 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 34 3a 30 36 2e 39 
36 31 34 31 35 37 5a 
20 49 4e 46 4f 20 3a 
20 52 65 73 70 6f 6e 
73 65 20 64 61 74 61 
20 73 69 7a 65 3a 20 
33 32 38 30 39 38 32 
0d 0a 

2021-05-
13T14:14:06.9614157Z I
NFO : Response data size: 
3280982..

success or wait 1 BDC712 WriteFile

File Path Offset Length Value Ascii Completion Count
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C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 114 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 34 3a 30 36 2e 39 
36 31 34 31 35 37 5a 
20 49 4e 46 4f 20 3a 
20 74 72 79 53 65 6e 
64 52 65 71 75 65 73 
74 54 68 72 6f 75 67 
68 50 6f 74 65 6e 74 
69 61 6c 50 72 6f 78 
79 20 72 65 74 75 72 
6e 69 6e 67 20 72 65 
73 70 6f 6e 73 65 20 
77 69 74 68 20 73 74 
61 74 75 73 20 63 6f 
64 65 3a 20 32 30 30 
0d 0a 

2021-05-
13T14:14:06.9614157Z I
NFO : 
trySendRequestThroughPo
tentialProxy returning 
response with status code: 
200..

success or wait 1 BDC712 WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 55 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 34 3a 30 36 2e 39 
36 31 34 31 35 37 5a 
20 49 4e 46 4f 20 3a 
20 45 78 74 72 61 63 
74 69 6e 67 20 66 69 
6c 65 73 3a 0d 0a 

2021-05-
13T14:14:06.9614157Z I
NFO : Extracting files:..

success or wait 1 BDC712 WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 51 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 34 3a 30 36 2e 39 
36 31 34 31 35 37 5a 
20 49 4e 46 4f 20 3a 
20 69 6e 74 65 67 72 
69 74 79 2e 64 61 74 
0d 0a 

2021-05-
13T14:14:06.9614157Z I
NFO : integrity.dat..

success or wait 21 BDC712 WriteFile

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\i
ntegrity.dat

unknown 512 50 72 6f 74 65 63 74 
44 65 74 61 69 6c 73 
20 30 30 30 64 3a 69 
6e 74 65 67 72 69 74 
79 2e 64 61 74 20 30 
30 30 35 3a 31 2e 30 
2e 39 20 30 30 30 65 
3a 53 6f 70 68 6f 73 20 
4c 69 6d 69 74 65 64 
20 30 30 30 39 3a 49 
4e 53 54 41 4c 4c 45 
52 20 30 30 30 38 3a 
31 2e 31 31 2e 32 37 
36 20 32 30 32 31 2d 
30 34 2d 32 37 54 31 
33 3a 32 35 3a 31 39 
5a 0d 0a 50 72 6f 74 
65 63 74 41 70 70 6c 
69 63 61 74 69 6f 6e 
20 30 30 33 63 3a 25 
53 6f 70 68 6f 73 50 72 
6f 67 72 61 6d 46 69 
6c 65 73 33 32 25 5c 
43 6c 6f 75 64 49 6e 
73 74 61 6c 6c 65 72 
5c 53 6f 70 68 6f 73 53 
65 74 75 70 5f 53 74 
61 67 65 32 2e 65 78 
65 0d 0a 50 72 6f 74 
65 63 74 41 70 70 6c 
69 63 61 74 69 6f 6e 
20 30 30 33 34 3a 25 
53 6f 70 68 6f 73 50 72 
6f 67 72 61 6d 46 69 
6c 65 73 33 32 25 5c 
43 6c 6f 75 64 49 

ProtectDetails 
000d:integrity.dat 
0005:1.0.9 000e:Sophos 
Limited 0009:INSTALLER 
0008:1.11.276 2021-04-
27T13:25:19Z..Prot
ectApplication 
003c:%SophosPro
gramFiles32%\CloudInstall
er\So
phosSetup_Stage2.exe..Pr
otectApplication 
0034:%SophosProgram
Files32%\CloudI

success or wait 4 B8BEC8 WriteFile

File Path Offset Length Value Ascii Completion Count
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C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\m
anifest.dat

unknown 512 22 2e 5c 4d 61 6e 61 
67 65 6d 65 6e 74 20 
43 65 72 74 73 5c 73 
6f 70 68 6f 73 63 61 31 
2e 63 72 6c 22 20 35 
32 35 20 34 66 61 61 
62 37 31 65 61 65 61 
36 37 34 39 37 61 66 
32 38 61 38 63 31 66 
65 35 39 65 37 38 33 
61 34 33 31 37 35 32 
66 0a 23 73 68 61 32 
35 36 20 33 34 38 34 
66 65 34 33 37 36 38 
30 33 64 33 32 63 35 
36 62 61 36 61 38 35 
30 64 33 33 30 36 35 
31 62 65 34 39 65 34 
62 36 39 65 34 64 65 
39 30 31 62 32 31 30 
30 61 38 30 63 32 35 
64 39 62 39 0a 22 2e 
5c 4d 61 6e 61 67 65 
6d 65 6e 74 20 43 65 
72 74 73 5c 73 6f 70 
68 6f 73 63 61 31 2e 
63 72 74 22 20 31 31 
34 32 20 32 32 37 37 
65 64 35 35 39 34 64 
33 38 35 62 34 66 64 
62 33 66 35 33 32 65 
33 61 34 38 33 39 34 
63 31 63 36 66 31 61 
32 0a 23 73 68 61 32 
35 36 20 36 35 33 65 
31 61 35 39 39 30 32 
33 62 

".\Management 
Certs\sophosca1.crl" 525 
4faab71eaea67497af28a
8c1fe59e783a431752f.#sh
a256 34
84fe4376803d32c56ba6a8
50d33065
1be49e4b69e4de901b2100
a80c25d9
b9.".\Management 
Certs\sophosca1.crt" 1142 
2277ed5594d385b4f
db3f532e3a48394c1c6f1a2
.#sha256 653e1a599023b

success or wait 21 B8BEC8 WriteFile

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\s
cf.dat

unknown 512 22 53 6f 70 68 6f 73 53 
65 74 75 70 5f 53 74 
61 67 65 32 2e 65 78 
65 22 20 32 31 38 34 
30 33 32 20 33 31 36 
37 31 38 64 61 39 30 
63 65 63 65 64 36 64 
66 33 62 66 35 62 35 
36 33 66 63 33 39 64 
36 0a 2d 2d 2d 2d 2d 
42 45 47 49 4e 20 53 
49 47 4e 41 54 55 52 
45 2d 2d 2d 2d 2d 0a 
4a 75 6b 76 6d 45 5a 
56 68 33 39 47 6e 5a 
2f 5a 73 72 68 73 2b 
36 71 50 6e 61 35 47 
38 64 6a 6b 69 56 75 
75 64 6d 41 48 47 69 
6f 6e 63 74 39 75 73 
36 47 72 61 6e 39 39 
6d 6b 52 65 54 6f 75 
74 0a 4d 50 45 6d 58 
42 43 52 61 32 7a 4f 
2b 4e 65 58 56 76 77 
4d 48 6c 66 6a 71 34 
63 58 51 49 69 74 45 
44 43 79 73 42 70 4f 
2b 48 67 32 43 74 68 
56 36 53 4f 72 44 6d 
34 66 4a 62 78 4c 6f 
68 4f 59 0a 59 54 47 6f 
6d 44 4d 59 44 6f 45 
56 34 53 41 6a 6a 39 
4e 30 6a 38 6d 73 43 
6a 68 5a 58 4d 76 47 
68 

"SophosSetup_Stage2.exe
" 2184032 
316718da90ceced6df3bf5b
563fc39d6.-----BEGIN 
SIGNATURE-----
.JukvmEZVh39GnZ/Zsrhs
+6qPna5G
8djkiVuudmAHGionct9us6
Gran99mk
ReTout.MPEmXBCRa2zO
+NeXVvwMHlf
jq4cXQIitEDCysBpO+Hg2
CthV6SOrD
m4fJbxLohOY.YTGomDM
YDoEV4SAjj9
N0j8msCjhZXMvGh

success or wait 6 B8BEC8 WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\S
DDS3.dll

unknown 512 4d 5a 90 00 03 00 00 
00 04 00 00 00 ff ff 00 
00 b8 00 00 00 00 00 
00 00 40 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 01 00 00 
0e 1f ba 0e 00 b4 09 
cd 21 b8 01 4c cd 21 
54 68 69 73 20 70 72 
6f 67 72 61 6d 20 63 
61 6e 6e 6f 74 20 62 
65 20 72 75 6e 20 69 
6e 20 44 4f 53 20 6d 6f 
64 65 2e 0d 0d 0a 24 
00 00 00 00 00 00 00 
dc 2a d5 b7 98 4b bb 
e4 98 4b bb e4 98 4b 
bb e4 8c 20 b8 e5 8e 
4b bb e4 8c 20 be e5 
27 4b bb e4 8c 20 bf 
e5 81 4b bb e4 06 eb 
7c e4 9b 4b bb e4 60 
3b be e5 0c 4b bb e4 
60 3b bf e5 97 4b bb 
e4 60 3b b8 e5 82 4b 
bb e4 8c 20 ba e5 8b 
4b bb e4 98 4b ba e4 
92 4a bb e4 20 3a b2 
e5 c2 4b bb e4 20 3a 
bb e5 99 4b bb e4 20 
3a b9 e5 99 4b bb e4 
52 69 63 68 98 4b bb 
e4 00 00 00 00 00 00 
00 

MZ......................@.....
..............................
............!..L.!This program 
cannot be run in DOS 
mode....
$........*...K...K...K... ...K... 
..'K... ...K....|..K..`;..
.K..`;...K..`;...K... ...K...K
...J.. :...K.. :...K.. :...K..
Rich.K.........

success or wait 2768 B8BEC8 WriteFile

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\s
of.dat

unknown 512 22 53 6f 70 68 6f 73 53 
65 74 75 70 5f 53 74 
61 67 65 32 2e 65 78 
65 22 20 32 31 38 34 
30 33 32 20 37 38 64 
33 32 33 61 38 37 65 
35 35 35 38 63 38 38 
30 62 39 64 62 33 31 
34 33 63 36 64 64 32 
61 30 33 30 65 66 61 
64 39 39 37 39 36 66 
63 63 65 31 66 63 32 
64 38 37 36 62 33 63 
66 31 37 30 32 0a 2d 
2d 2d 2d 2d 42 45 47 
49 4e 20 53 49 47 4e 
41 54 55 52 45 2d 2d 
2d 2d 2d 0a 78 35 32 
48 78 6e 2b 53 6b 78 
35 6e 42 45 70 79 34 
6a 4a 6b 54 63 66 6c 
61 61 46 38 58 4d 2f 
66 4c 36 36 6d 2b 38 
57 62 70 51 69 39 31 
39 35 65 6c 44 73 62 
6e 37 64 65 65 63 46 
34 67 4f 34 4c 0a 65 
43 4e 71 38 61 2f 6d 
47 65 69 62 5a 6a 7a 
61 50 4b 58 67 35 6b 
76 54 66 4c 71 6b 52 
37 6d 6e 30 50 4e 33 
55 59 39 74 45 70 51 
74 43 74 30 39 2f 2b 
7a 2f 47 47 6b 42 55 
76 4d 36 6e 54 64 75 
0a 65 

"SophosSetup_Stage2.exe
" 2184032 
78d323a87e5558c880b9db
3143c
6dd2a030efad99796fcce1f
c2d876b3cf1702.-----
BEGIN SIGNATURE-----
.x52Hxn+Skx5nBEpy4jJkT
cflaa
F8XM/fL66m+8WbpQi919
5elDsbn7de
ecF4gO4L.eCNq8a/mGeib
ZjzaPKXg5
kvTfLqkR7mn0PN3UY9tE
pQtCt09/+z
/GGkBUvM6nTdu.e

success or wait 6 B8BEC8 WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\S
ophosSetup_Stage2.exe

unknown 512 4d 5a 90 00 03 00 00 
00 04 00 00 00 ff ff 00 
00 b8 00 00 00 00 00 
00 00 40 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 10 01 00 00 
0e 1f ba 0e 00 b4 09 
cd 21 b8 01 4c cd 21 
54 68 69 73 20 70 72 
6f 67 72 61 6d 20 63 
61 6e 6e 6f 74 20 62 
65 20 72 75 6e 20 69 
6e 20 44 4f 53 20 6d 6f 
64 65 2e 0d 0d 0a 24 
00 00 00 00 00 00 00 
86 02 c0 5c c2 63 ae 
0f c2 63 ae 0f c2 63 ae 
0f d6 08 ad 0e da 63 
ae 0f d6 08 ab 0e 07 
63 ae 0f 09 0c aa 0e 
d7 63 ae 0f 09 0c ad 
0e d9 63 ae 0f d6 08 
aa 0e d9 63 ae 0f d6 
08 a8 0e c0 63 ae 0f 
7a 12 af 0e c6 63 ae 0f 
d6 08 af 0e eb 63 ae 0f 
c2 63 af 0f 08 62 ae 0f 
09 0c ab 0e 5d 63 ae 
0f 44 13 a7 0e cd 62 
ae 0f 44 13 51 0f c3 63 
ae 0f c2 63 39 0f c6 63 
ae 0f 44 13 ac 0e c3 
63 ae 

MZ......................@.....
..............................
............!..L.!This program 
cannot be run in DOS 
mode....
$..........\.c...c...c.......c
.......c.......c.......c......
.c.......c..z....c.......c...c
...b......]c..D....b..D.Q..c..
.c9..c..D....c.

success or wait 4266 B8BEC8 WriteFile

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\su-
setup32.exe

unknown 512 4d 5a 90 00 03 00 00 
00 04 00 00 00 ff ff 00 
00 b8 00 00 00 00 00 
00 00 40 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 08 01 00 00 
0e 1f ba 0e 00 b4 09 
cd 21 b8 01 4c cd 21 
54 68 69 73 20 70 72 
6f 67 72 61 6d 20 63 
61 6e 6e 6f 74 20 62 
65 20 72 75 6e 20 69 
6e 20 44 4f 53 20 6d 6f 
64 65 2e 0d 0d 0a 24 
00 00 00 00 00 00 00 
92 0d 6e 25 d6 6c 00 
76 d6 6c 00 76 d6 6c 
00 76 c2 07 03 77 c7 
6c 00 76 c2 07 05 77 
61 6c 00 76 c2 07 04 
77 cc 6c 00 76 2e 1c 
05 77 4a 6c 00 76 2e 
1c 04 77 c7 6c 00 76 
2e 1c 03 77 c0 6c 00 
76 c2 07 01 77 c3 6c 
00 76 d6 6c 01 76 03 
6c 00 76 6e 1d 09 77 
c3 6c 00 76 6e 1d ff 76 
d7 6c 00 76 6e 1d 02 
77 d7 6c 00 76 52 69 
63 68 d6 6c 00 76 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 

MZ......................@.....
..............................
............!..L.!This program 
cannot be run in DOS 
mode....
$.........n%.l.v.l.v.l.v...w.l
.v...wal.v...w.l.v...wJl.v...w
.l.v...w.l.v...w.l.v.l.v.l.vn.
.w.l.vn..v.l.vn..w.l.vRich.l.v
...............

success or wait 1263 B8BEC8 WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\su-
setup64.exe

unknown 512 4d 5a 90 00 03 00 00 
00 04 00 00 00 ff ff 00 
00 b8 00 00 00 00 00 
00 00 40 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 08 01 00 00 
0e 1f ba 0e 00 b4 09 
cd 21 b8 01 4c cd 21 
54 68 69 73 20 70 72 
6f 67 72 61 6d 20 63 
61 6e 6e 6f 74 20 62 
65 20 72 75 6e 20 69 
6e 20 44 4f 53 20 6d 6f 
64 65 2e 0d 0d 0a 24 
00 00 00 00 00 00 00 
8e c3 44 0d ca a2 2a 
5e ca a2 2a 5e ca a2 
2a 5e de c9 29 5f c1 
a2 2a 5e de c9 2f 5f 7d 
a2 2a 5e de c9 2e 5f 
d2 a2 2a 5e 32 d2 2f 5f 
54 a2 2a 5e 32 d2 2e 
5f da a2 2a 5e 32 d2 
29 5f c0 a2 2a 5e de 
c9 2b 5f df a2 2a 5e ca 
a2 2b 5e 13 a2 2a 5e 
72 d3 23 5f df a2 2a 5e 
72 d3 d5 5e cb a2 2a 
5e 72 d3 28 5f cb a2 
2a 5e 52 69 63 68 ca 
a2 2a 5e 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 

MZ......................@.....
..............................
............!..L.!This program 
cannot be run in DOS 
mode....
$.........D...*^..*^..*^..)_..
*^../_}.*^..._..*^2./_T.*^2.._
..*^2.)_..*^..+_..*^..+^..*^r.
#_..*^r..^..*^r.(_..*^Rich..*^
...............

success or wait 1534 B8BEC8 WriteFile

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\S
UL.dll

unknown 512 4d 5a 90 00 03 00 00 
00 04 00 00 00 ff ff 00 
00 b8 00 00 00 00 00 
00 00 40 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 08 01 00 00 
0e 1f ba 0e 00 b4 09 
cd 21 b8 01 4c cd 21 
54 68 69 73 20 70 72 
6f 67 72 61 6d 20 63 
61 6e 6e 6f 74 20 62 
65 20 72 75 6e 20 69 
6e 20 44 4f 53 20 6d 6f 
64 65 2e 0d 0d 0a 24 
00 00 00 00 00 00 00 
dd 45 77 68 99 24 19 
3b 99 24 19 3b 99 24 
19 3b 8d 4f 1a 3a 8d 
24 19 3b 8d 4f 1c 3a 
24 24 19 3b 8d 4f 1d 
3a 81 24 19 3b 07 84 
de 3b 9a 24 19 3b 61 
54 1c 3a 17 24 19 3b 
61 54 1d 3a 96 24 19 
3b 61 54 1a 3a 81 24 
19 3b 8d 4f 18 3a 88 
24 19 3b 99 24 18 3b 
68 24 19 3b 21 55 10 
3a 07 24 19 3b 21 55 
19 3a 98 24 19 3b 21 
55 1b 3a 98 24 19 3b 
52 69 63 68 99 24 19 
3b 00 00 00 00 00 00 
00 

MZ......................@.....
..............................
............!..L.!This program 
cannot be run in DOS 
mode....
$........Ewh.$.;.$.;.$.;.O.:.$
.;.O.:$$.;.O.:.$.;...;.$.;aT.:
.$.;aT.:.$.;aT.:.$.;.O.:.$.;.$
.;h$.;!U.:.$.;!U.:.$.;!U.:.$.;
Rich.$.;.......

success or wait 3265 B8BEC8 WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\M
anagement Certs\sophosca1.crl

unknown 512 30 82 02 09 30 81 f2 
02 01 01 30 0d 06 09 
2a 86 48 86 f7 0d 01 
01 05 05 00 30 7e 31 
0b 30 09 06 03 55 04 
06 13 02 47 42 31 14 
30 12 06 03 55 04 08 
13 0b 4f 78 66 6f 72 64 
73 68 69 72 65 31 11 
30 0f 06 03 55 04 07 
13 08 41 62 69 6e 67 
64 6f 6e 31 13 30 11 
06 03 55 04 0a 13 0a 
53 6f 70 68 6f 73 20 4c 
74 64 31 12 30 10 06 
03 55 04 03 13 09 53 
6f 70 68 6f 73 43 41 31 
31 1d 30 1b 06 09 2a 
86 48 86 f7 0d 01 09 
01 16 0e 6d 6c 68 40 
73 6f 70 68 6f 73 2e 63 
6f 6d 17 0d 31 38 31 
30 30 35 31 31 32 35 
31 32 5a 17 0d 33 31 
31 32 31 31 31 31 32 
35 31 32 5a 30 30 30 
12 02 01 19 17 0d 31 
34 30 34 32 32 31 35 
30 30 32 36 5a 30 1a 
02 09 00 ab 50 49 65 
a1 ef 12 d7 17 0d 31 
38 31 30 30 34 31 35 
31 35 32 39 5a a0 0e 
30 0c 30 0a 06 03 55 
1d 14 04 03 02 01 08 
30 0d 06 09 2a 86 

0...0.....0...*.H........0~1.0
...U....GB1.0...U....Oxfords
hi
re1.0...U....Abingdon1.0...
U....Sophos 
Ltd1.0...U....SophosC
A11.0...*.H........mlh@soph
os.
com..181005112512Z..311
2111125
12Z000......140422150026
Z0....
.PIe......181004151529Z..0
.0...U.......0...*.

success or wait 2 B8BEC8 WriteFile

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\M
anagement Certs\sophosca1.crt

unknown 512 30 82 04 72 30 82 03 
5a a0 03 02 01 02 02 
09 00 c9 71 a0 60 d7 
24 01 ce 30 0d 06 09 
2a 86 48 86 f7 0d 01 
01 05 05 00 30 7e 31 
0b 30 09 06 03 55 04 
06 13 02 47 42 31 14 
30 12 06 03 55 04 08 
13 0b 4f 78 66 6f 72 64 
73 68 69 72 65 31 11 
30 0f 06 03 55 04 07 
13 08 41 62 69 6e 67 
64 6f 6e 31 13 30 11 
06 03 55 04 0a 13 0a 
53 6f 70 68 6f 73 20 4c 
74 64 31 12 30 10 06 
03 55 04 03 13 09 53 
6f 70 68 6f 73 43 41 31 
31 1d 30 1b 06 09 2a 
86 48 86 f7 0d 01 09 
01 16 0e 6d 6c 68 40 
73 6f 70 68 6f 73 2e 63 
6f 6d 30 1e 17 0d 31 
31 31 32 31 36 31 34 
34 35 34 34 5a 17 0d 
33 31 31 32 31 31 31 
34 34 35 34 34 5a 30 
7e 31 0b 30 09 06 03 
55 04 06 13 02 47 42 
31 14 30 12 06 03 55 
04 08 13 0b 4f 78 66 6f 
72 64 73 68 69 72 65 
31 11 30 0f 06 03 55 
04 07 13 08 41 62 69 
6e 67 64 6f 6e 

0..r0..Z.........q.`.$..0...*.
H........0~1.0...U....GB1.0...
U....Oxfordshire1.0...U....A
bingdon1.0...U....Sophos 
Ltd1.0.
..U....SophosCA11.0...*.H..
...
...mlh@sophos.com0...111
216144
544Z..311211144544Z0~1.
0...U..
..GB1.0...U....Oxfordshire1
.0...U....Abingdon

success or wait 3 B8BEC8 WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\M
anagement Certs\sophosca2.crl

unknown 475 30 82 01 d7 30 81 c0 
02 01 01 30 0d 06 09 
2a 86 48 86 f7 0d 01 
01 05 05 00 30 7e 31 
0b 30 09 06 03 55 04 
06 13 02 47 42 31 14 
30 12 06 03 55 04 08 
13 0b 4f 78 66 6f 72 64 
73 68 69 72 65 31 11 
30 0f 06 03 55 04 07 
13 08 41 62 69 6e 67 
64 6f 6e 31 13 30 11 
06 03 55 04 0a 13 0a 
53 6f 70 68 6f 73 20 4c 
74 64 31 12 30 10 06 
03 55 04 03 13 09 53 
6f 70 68 6f 73 43 41 32 
31 1d 30 1b 06 09 2a 
86 48 86 f7 0d 01 09 
01 16 0e 6d 6c 68 40 
73 6f 70 68 6f 73 2e 63 
6f 6d 17 0d 31 32 30 
32 30 37 31 31 35 37 
32 35 5a 17 0d 33 31 
31 32 31 32 31 31 35 
37 32 35 5a a0 0e 30 
0c 30 0a 06 03 55 1d 
14 04 03 02 01 03 30 
0d 06 09 2a 86 48 86 
f7 0d 01 01 05 05 00 
03 82 01 01 00 42 55 
ac a7 0f c8 c9 e0 7b 
b9 3d 94 7f af 67 ad 8b 
f2 03 b9 de e4 cc 06 
c3 59 fd 52 f2 06 a9 25 
aa e5 2e ae 

0...0.....0...*.H........0~1.0
...U....GB1.0...U....Oxfords
hi
re1.0...U....Abingdon1.0...
U....Sophos 
Ltd1.0...U....SophosC
A21.0...*.H........mlh@soph
os.
com..120207115725Z..311
2121157
25Z..0.0...U.......0...*.H....
.........BU......{.=...g......
....Y.R...%....

success or wait 1 B8BEC8 WriteFile

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\M
anagement Certs\sophosca2.crt

unknown 512 30 82 04 72 30 82 03 
5a a0 03 02 01 02 02 
09 00 85 5d 7f 96 f4 de 
fe d8 30 0d 06 09 2a 
86 48 86 f7 0d 01 01 
05 05 00 30 7e 31 0b 
30 09 06 03 55 04 06 
13 02 47 42 31 14 30 
12 06 03 55 04 08 13 
0b 4f 78 66 6f 72 64 73 
68 69 72 65 31 11 30 
0f 06 03 55 04 07 13 
08 41 62 69 6e 67 64 
6f 6e 31 13 30 11 06 
03 55 04 0a 13 0a 53 
6f 70 68 6f 73 20 4c 74 
64 31 12 30 10 06 03 
55 04 03 13 09 53 6f 
70 68 6f 73 43 41 32 
31 1d 30 1b 06 09 2a 
86 48 86 f7 0d 01 09 
01 16 0e 6d 6c 68 40 
73 6f 70 68 6f 73 2e 63 
6f 6d 30 1e 17 0d 31 
31 31 32 31 36 31 35 
30 33 33 35 5a 17 0d 
33 31 31 32 31 31 31 
35 30 33 33 35 5a 30 
7e 31 0b 30 09 06 03 
55 04 06 13 02 47 42 
31 14 30 12 06 03 55 
04 08 13 0b 4f 78 66 6f 
72 64 73 68 69 72 65 
31 11 30 0f 06 03 55 
04 07 13 08 41 62 69 
6e 67 64 6f 6e 

0..r0..Z.........]......0...*.
H........0~1.0...U....GB1.0...
U....Oxfordshire1.0...U....A
bingdon1.0...U....Sophos 
Ltd1.0.
..U....SophosCA21.0...*.H..
...
...mlh@sophos.com0...111
216150
335Z..311211150335Z0~1.
0...U..
..GB1.0...U....Oxfordshire1
.0...U....Abingdon

success or wait 3 B8BEC8 WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\M
anagement Certs\sophosca3.crl

unknown 512 30 82 02 de 30 81 c7 
02 01 01 30 0d 06 09 
2a 86 48 86 f7 0d 01 
01 0b 05 00 30 81 81 
31 23 30 21 06 03 55 
04 03 0c 1a 53 6f 70 
68 6f 73 20 53 48 41 
32 35 36 20 4d 43 53 
20 52 6f 6f 74 20 43 41 
33 31 22 30 20 06 09 
2a 86 48 86 f7 0d 01 
09 01 16 13 73 6f 70 
68 6f 73 63 61 40 73 6f 
70 68 6f 73 2e 63 6f 6d 
31 14 30 12 06 03 55 
04 08 0c 0b 4f 78 66 6f 
72 64 73 68 69 72 65 
31 0b 30 09 06 03 55 
04 06 13 02 55 4b 31 
13 30 11 06 03 55 04 
0a 0c 0a 53 6f 70 68 6f 
73 20 4c 74 64 17 0d 
31 37 30 35 30 38 31 
33 34 36 34 31 5a 17 
0d 33 38 30 35 30 34 
31 33 34 36 34 31 5a 
a0 11 30 0f 30 0d 06 
03 55 1d 14 04 06 02 
04 10 00 00 01 30 0d 
06 09 2a 86 48 86 f7 
0d 01 01 0b 05 00 03 
82 02 01 00 73 27 0a 
b1 83 e9 d7 bc fd fc 9c 
2d 91 95 04 0a 74 da 
fa aa 56 81 02 8a 15 
4b 14 2c 73 

0...0.....0...*.H........0..1#
0!..U....Sophos SHA256 
MCS Root CA31"0 
..*.H........sophosca
@sophos.com1.0...U....Oxf
ordsh
ire1.0...U....UK1.0...U....So
phos 
Ltd..170508134641Z..3805
04
134641Z..0.0...U..........0...
*.H.............s'.........-..
..t...V....K.,s

success or wait 2 B8BEC8 WriteFile

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\M
anagement Certs\sophosca3.crt

unknown 512 30 82 05 aa 30 82 03 
92 a0 03 02 01 02 02 
09 00 f1 69 60 8c c4 
59 36 38 30 0d 06 09 
2a 86 48 86 f7 0d 01 
01 0b 05 00 30 81 81 
31 23 30 21 06 03 55 
04 03 0c 1a 53 6f 70 
68 6f 73 20 53 48 41 
32 35 36 20 4d 43 53 
20 52 6f 6f 74 20 43 41 
33 31 22 30 20 06 09 
2a 86 48 86 f7 0d 01 
09 01 16 13 73 6f 70 
68 6f 73 63 61 40 73 6f 
70 68 6f 73 2e 63 6f 6d 
31 14 30 12 06 03 55 
04 08 0c 0b 4f 78 66 6f 
72 64 73 68 69 72 65 
31 0b 30 09 06 03 55 
04 06 13 02 55 4b 31 
13 30 11 06 03 55 04 
0a 0c 0a 53 6f 70 68 6f 
73 20 4c 74 64 30 1e 
17 0d 31 37 30 35 30 
38 31 32 34 39 33 38 
5a 17 0d 33 38 30 35 
30 34 31 32 34 39 33 
38 5a 30 81 81 31 23 
30 21 06 03 55 04 03 
0c 1a 53 6f 70 68 6f 73 
20 53 48 41 32 35 36 
20 4d 43 53 20 52 6f 6f 
74 20 43 41 33 31 22 
30 20 06 09 2a 86 48 
86 f7 0d 

0...0............i`..Y680...*.
H........0..1#0!..U....Sophos
SHA256 MCS Root 
CA31"0 ..*.H..
......sophosca@sophos.co
m1.0..
.U....Oxfordshire1.0...U....
UK1.0...U....Sophos 
Ltd0...17050
8124938Z..380504124938
Z0..1#0!..U....Sophos 
SHA256 MCS Root 
CA31"0 ..*.H...

success or wait 3 B8BEC8 WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\M
anagement Certs\sophosca4.crl

unknown 512 30 82 02 de 30 81 c7 
02 01 01 30 0d 06 09 
2a 86 48 86 f7 0d 01 
01 0b 05 00 30 81 81 
31 23 30 21 06 03 55 
04 03 0c 1a 53 6f 70 
68 6f 73 20 53 48 41 
32 35 36 20 4d 43 53 
20 52 6f 6f 74 20 43 41 
34 31 22 30 20 06 09 
2a 86 48 86 f7 0d 01 
09 01 16 13 73 6f 70 
68 6f 73 63 61 40 73 6f 
70 68 6f 73 2e 63 6f 6d 
31 14 30 12 06 03 55 
04 08 0c 0b 4f 78 66 6f 
72 64 73 68 69 72 65 
31 0b 30 09 06 03 55 
04 06 13 02 55 4b 31 
13 30 11 06 03 55 04 
0a 0c 0a 53 6f 70 68 6f 
73 20 4c 74 64 17 0d 
31 37 30 35 30 38 31 
34 30 30 30 31 5a 17 
0d 33 39 30 35 30 34 
31 34 30 30 30 31 5a 
a0 11 30 0f 30 0d 06 
03 55 1d 14 04 06 02 
04 10 00 00 01 30 0d 
06 09 2a 86 48 86 f7 
0d 01 01 0b 05 00 03 
82 02 01 00 90 e3 7f 
1b 22 df 32 23 9d 54 
43 e9 a2 d1 4a e3 7c 
4d 64 06 5b 01 d3 67 
fb d7 c3 d9 c0 

0...0.....0...*.H........0..1#
0!..U....Sophos SHA256 
MCS Root CA41"0 
..*.H........sophosca
@sophos.com1.0...U....Oxf
ordsh
ire1.0...U....UK1.0...U....So
phos 
Ltd..170508140001Z..3905
04
140001Z..0.0...U..........0...
*.H.................".2#.TC...
J.|Md.[..g.....

success or wait 2 B8BEC8 WriteFile

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\M
anagement Certs\sophosca4.crt

unknown 512 30 82 05 aa 30 82 03 
92 a0 03 02 01 02 02 
09 00 90 e8 e1 9b 0e 
f3 86 5b 30 0d 06 09 
2a 86 48 86 f7 0d 01 
01 0b 05 00 30 81 81 
31 23 30 21 06 03 55 
04 03 0c 1a 53 6f 70 
68 6f 73 20 53 48 41 
32 35 36 20 4d 43 53 
20 52 6f 6f 74 20 43 41 
34 31 22 30 20 06 09 
2a 86 48 86 f7 0d 01 
09 01 16 13 73 6f 70 
68 6f 73 63 61 40 73 6f 
70 68 6f 73 2e 63 6f 6d 
31 14 30 12 06 03 55 
04 08 0c 0b 4f 78 66 6f 
72 64 73 68 69 72 65 
31 0b 30 09 06 03 55 
04 06 13 02 55 4b 31 
13 30 11 06 03 55 04 
0a 0c 0a 53 6f 70 68 6f 
73 20 4c 74 64 30 1e 
17 0d 31 37 30 35 30 
38 31 33 35 38 30 36 
5a 17 0d 33 39 30 35 
30 34 31 33 35 38 30 
36 5a 30 81 81 31 23 
30 21 06 03 55 04 03 
0c 1a 53 6f 70 68 6f 73 
20 53 48 41 32 35 36 
20 4d 43 53 20 52 6f 6f 
74 20 43 41 34 31 22 
30 20 06 09 2a 86 48 
86 f7 0d 

0...0..................[0...*.
H........0..1#0!..U....Sophos
SHA256 MCS Root 
CA41"0 ..*.H..
......sophosca@sophos.co
m1.0..
.U....Oxfordshire1.0...U....
UK1.0...U....Sophos 
Ltd0...17050
8135806Z..390504135806
Z0..1#0!..U....Sophos 
SHA256 MCS Root 
CA41"0 ..*.H...

success or wait 3 B8BEC8 WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\M
anifestCerts\rootca.crl

unknown 512 2d 2d 2d 2d 2d 42 45 
47 49 4e 20 58 35 30 
39 20 43 52 4c 2d 2d 
2d 2d 2d 0a 4d 49 49 
42 7a 44 43 42 74 54 
41 4e 42 67 6b 71 68 
6b 69 47 39 77 30 42 
41 51 51 46 41 44 43 
42 68 54 45 6e 4d 43 
55 47 41 31 55 45 41 
78 4d 65 55 32 39 77 
61 47 39 7a 49 45 4e 
6c 63 6e 52 70 0a 5a 
6d 6c 6a 59 58 52 70 
62 32 34 67 51 58 56 
30 61 47 39 79 61 58 
52 35 4d 53 49 77 49 
41 59 4a 4b 6f 5a 49 
68 76 63 4e 41 51 6b 
42 46 68 4e 7a 62 33 
42 6f 62 33 4e 6a 59 
55 42 7a 62 33 42 6f 
0a 62 33 4d 75 59 32 
39 74 4d 52 51 77 45 
67 59 44 56 51 51 49 
45 77 74 50 65 47 5a 
76 63 6d 52 7a 61 47 
6c 79 5a 54 45 4c 4d 
41 6b 47 41 31 55 45 
42 68 4d 43 56 55 73 
78 45 7a 41 52 42 67 
4e 56 0a 42 41 6f 54 
43 6c 4e 76 63 47 68 
76 63 79 42 51 62 47 
4d 58 44 54 41 30 4d 
44 45 78 4d 7a 45 30 
4d 54 6b 

-----BEGIN X509 CRL-----
.MIIBz
DCBtTANBgkqhkiG9w0BA
QQFADCBhTE
nMCUGA1UEAxMeU29wa
G9zIENlcnRp.
ZmljYXRpb24gQXV0aG9y
aXR5MSIwIA
YJKoZIhvcNAQkBFhNzb3
Bob3NjYUBz
b3Bo.b3MuY29tMRQwEg
YDVQQIEwtPe
GZvcmRzaGlyZTELMAkG
A1UEBhMCVUs
xEzARBgNV.BAoTClNvcG
hvcyBQbGMX
DTA0MDExMzE0MTk

success or wait 2 B8BEC8 WriteFile

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\M
anifestCerts\rootca.crt

unknown 512 2d 2d 2d 2d 2d 42 45 
47 49 4e 20 43 45 52 
54 49 46 49 43 41 54 
45 2d 2d 2d 2d 2d 0a 
4d 49 49 44 6c 7a 43 
43 41 6e 2b 67 41 77 
49 42 41 67 49 42 41 
44 41 4e 42 67 6b 71 
68 6b 69 47 39 77 30 
42 41 51 55 46 41 44 
43 42 68 54 45 6e 4d 
43 55 47 41 31 55 45 
41 78 4d 65 55 32 39 
77 0a 61 47 39 7a 49 
45 4e 6c 63 6e 52 70 
5a 6d 6c 6a 59 58 52 
70 62 32 34 67 51 58 
56 30 61 47 39 79 61 
58 52 35 4d 53 49 77 
49 41 59 4a 4b 6f 5a 
49 68 76 63 4e 41 51 
6b 42 46 68 4e 7a 62 
33 42 6f 0a 62 33 4e 
6a 59 55 42 7a 62 33 
42 6f 62 33 4d 75 59 
32 39 74 4d 52 51 77 
45 67 59 44 56 51 51 
49 45 77 74 50 65 47 
5a 76 63 6d 52 7a 61 
47 6c 79 5a 54 45 4c 
4d 41 6b 47 41 31 55 
45 42 68 4d 43 0a 56 
55 73 78 45 7a 41 52 
42 67 4e 56 42 41 6f 
54 43 6c 4e 76 63 47 
68 76 63 79 42 51 62 
47 4d 77 

-----BEGIN CERTIFICATE-
----.MI
IDlzCCAn+gAwIBAgIBAD
ANBgkqhkiG
9w0BAQUFADCBhTEnMC
UGA1UEAxMeU2
9w.aG9zIENlcnRpZmljYX
Rpb24gQXV
0aG9yaXR5MSIwIAYJKoZ
IhvcNAQkBF
hNzb3Bo.b3NjYUBzb3Bob
3MuY29tMR
QwEgYDVQQIEwtPeGZvc
mRzaGlyZTEL
MAkGA1UEBhMC.VUsxEz
ARBgNVBAoTC
lNvcGhvcyBQbGMw

success or wait 3 B8BEC8 WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\M
anifestCerts\rootca384.crl

unknown 512 2d 2d 2d 2d 2d 42 45 
47 49 4e 20 58 35 30 
39 20 43 52 4c 2d 2d 
2d 2d 2d 0a 4d 49 49 
43 38 54 43 42 32 67 
49 42 41 54 41 4e 42 
67 6b 71 68 6b 69 47 
39 77 30 42 41 51 77 
46 41 44 43 42 6c 54 
45 33 4d 44 55 47 41 
31 55 45 41 77 77 75 
55 32 39 77 61 47 39 
7a 49 46 4e 49 0a 51 
54 4d 34 4e 43 42 56 
63 47 52 68 64 47 6c 
75 5a 79 42 44 5a 58 
4a 30 61 57 5a 70 59 
32 46 30 61 57 39 75 
49 45 46 31 64 47 68 
76 63 6d 6c 30 65 54 
45 69 4d 43 41 47 43 
53 71 47 53 49 62 33 
0a 44 51 45 4a 41 52 
59 54 63 32 39 77 61 
47 39 7a 59 32 46 41 
63 32 39 77 61 47 39 
7a 4c 6d 4e 76 62 54 
45 55 4d 42 49 47 41 
31 55 45 43 41 77 4c 
54 33 68 6d 62 33 4a 
6b 63 32 68 70 63 6d 
55 78 0a 43 7a 41 4a 
42 67 4e 56 42 41 59 
54 41 6c 56 4c 4d 52 
4d 77 45 51 59 44 56 
51 51 4b 44 41 70 54 
62 33 42 

-----BEGIN X509 CRL-----
.MIIC8
TCB2gIBATANBgkqhkiG9
w0BAQwFADC
BlTE3MDUGA1UEAwwuU
29waG9zIFNI.
QTM4NCBVcGRhdGluZyB
DZXJ0aWZpY2
F0aW9uIEF1dGhvcml0eT
EiMCAGCSqG
SIb3.DQEJARYTc29waG9
zY2FAc29wa
G9zLmNvbTEUMBIGA1U
ECAwLT3hmb3J
kc2hpcmUx.CzAJBgNVBA
YTAlVLMRMw
EQYDVQQKDApTb3B

success or wait 3 B8BEC8 WriteFile

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\M
anifestCerts\rootca384.crt

unknown 512 2d 2d 2d 2d 2d 42 45 
47 49 4e 20 43 45 52 
54 49 46 49 43 41 54 
45 2d 2d 2d 2d 2d 0a 
4d 49 49 46 30 6a 43 
43 41 37 71 67 41 77 
49 42 41 67 49 4a 41 
49 71 58 51 57 34 41 
53 66 72 32 4d 41 30 
47 43 53 71 47 53 49 
62 33 44 51 45 42 44 
41 55 41 4d 49 47 56 
4d 54 63 77 4e 51 59 
44 0a 56 51 51 44 44 
43 35 54 62 33 42 6f 
62 33 4d 67 55 30 68 
42 4d 7a 67 30 49 46 
56 77 5a 47 46 30 61 
57 35 6e 49 45 4e 6c 
63 6e 52 70 5a 6d 6c 
6a 59 58 52 70 62 32 
34 67 51 58 56 30 61 
47 39 79 0a 61 58 52 
35 4d 53 49 77 49 41 
59 4a 4b 6f 5a 49 68 
76 63 4e 41 51 6b 42 
46 68 4e 7a 62 33 42 
6f 62 33 4e 6a 59 55 
42 7a 62 33 42 6f 62 
33 4d 75 59 32 39 74 
4d 52 51 77 45 67 59 
44 56 51 51 49 0a 44 
41 74 50 65 47 5a 76 
63 6d 52 7a 61 47 6c 
79 5a 54 45 4c 4d 41 
6b 47 41 31 55 45 42 
68 4d 43 

-----BEGIN CERTIFICATE-
----.MI
IF0jCCA7qgAwIBAgIJAIqX
QW4ASfr2
MA0GCSqGSIb3DQEBDA
UAMIGVMTcwNQ
YD.VQQDDC5Tb3Bob3Mg
U0hBMzg0IFV
wZGF0aW5nIENlcnRpZmlj
YXRpb24gQ
XV0aG9y.aXR5MSIwIAYJ
KoZIhvcNAQ
kBFhNzb3Bob3NjYUBzb3
Bob3MuY29t
MRQwEgYDVQQI.DAtPe
GZvcmRzaGlyZ
TELMAkGA1UEBhMC

success or wait 5 B8BEC8 WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 132 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 34 3a 34 30 2e 33 
31 34 35 33 30 32 5a 
20 49 4e 46 4f 20 3a 
20 43 68 65 63 6b 69 
6e 67 20 6d 61 6e 69 
66 65 73 74 3a 43 3a 
5c 5c 50 72 6f 67 72 
61 6d 20 46 69 6c 65 
73 20 28 78 38 36 29 
5c 5c 53 6f 70 68 6f 73 
5c 5c 43 6c 6f 75 64 
49 6e 73 74 61 6c 6c 
65 72 5c 5c 65 78 74 
72 61 63 74 5f 63 61 
63 68 65 5c 5c 6d 61 
6e 69 66 65 73 74 2e 
64 61 74 0d 0a 

2021-05-
13T14:14:40.3145302Z I
NFO : Checking 
manifest:C:\\Program Files 
(x86)\\Sophos\\Clo
udInstaller\\extract_cache\\
manifest.dat..

success or wait 1 BDC712 WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 52 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 34 3a 34 30 2e 35 
36 34 35 33 33 36 5a 
20 49 4e 46 4f 20 3a 
20 52 75 6e 6e 69 6e 
67 20 73 65 74 75 70 
2e 0d 0a 

2021-05-
13T14:14:40.5645336Z I
NFO : Running setup...

success or wait 1 BDC712 WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

File Path Offset Length Completion Count
Source
Address Symbol

C:\Users\user\Desktop\SophosSetup (9).exe unknown 4096 success or wait 382 BDF99E ReadFile

C:\Users\user\Desktop\SophosSetup (9).exe unknown 4096 success or wait 1 BDF99E ReadFile

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\manifest.dat unknown 4096 success or wait 1 BDF99E ReadFile

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\manifest.dat unknown 4096 success or wait 2 BDF99E ReadFile

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\manifest.dat unknown 4096 end of file 1 BDF99E ReadFile

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\Management Certs\sophosca1.crl unknown 8192 success or wait 1 B9A2D1 ReadFile

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\Management Certs\sophosca1.crl unknown 8192 end of file 1 B9A319 ReadFile

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\Management Certs\sophosca1.crt unknown 8192 success or wait 1 B9A2D1 ReadFile

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\Management Certs\sophosca1.crt unknown 8192 end of file 1 B9A319 ReadFile

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\Management Certs\sophosca2.crl unknown 8192 success or wait 1 B9A2D1 ReadFile

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\Management Certs\sophosca2.crl unknown 8192 end of file 1 B9A319 ReadFile

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\Management Certs\sophosca2.crt unknown 8192 success or wait 1 B9A2D1 ReadFile

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\Management Certs\sophosca2.crt unknown 8192 end of file 1 B9A319 ReadFile

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\Management Certs\sophosca3.crl unknown 8192 success or wait 1 B9A2D1 ReadFile

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\Management Certs\sophosca3.crl unknown 8192 end of file 1 B9A319 ReadFile

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\Management Certs\sophosca3.crt unknown 8192 success or wait 1 B9A2D1 ReadFile

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\Management Certs\sophosca3.crt unknown 8192 end of file 1 B9A319 ReadFile

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\Management Certs\sophosca4.crl unknown 8192 success or wait 1 B9A2D1 ReadFile

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\Management Certs\sophosca4.crl unknown 8192 end of file 1 B9A319 ReadFile

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\Management Certs\sophosca4.crt unknown 8192 success or wait 1 B9A2D1 ReadFile

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\Management Certs\sophosca4.crt unknown 8192 end of file 1 B9A319 ReadFile

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\ManifestCerts\rootca.crl unknown 8192 success or wait 1 B9A2D1 ReadFile

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\ManifestCerts\rootca.crl unknown 8192 end of file 1 B9A319 ReadFile

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\ManifestCerts\rootca.crt unknown 8192 success or wait 1 B9A2D1 ReadFile

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\ManifestCerts\rootca.crt unknown 8192 end of file 1 B9A319 ReadFile

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\ManifestCerts\rootca384.crl unknown 8192 success or wait 1 B9A2D1 ReadFile

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\ManifestCerts\rootca384.crl unknown 8192 end of file 1 B9A319 ReadFile

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\ManifestCerts\rootca384.crt unknown 8192 success or wait 1 B9A2D1 ReadFile

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\ManifestCerts\rootca384.crt unknown 8192 end of file 1 B9A319 ReadFile

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\SDDS3.dll unknown 8192 success or wait 1 B9A2D1 ReadFile

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\SDDS3.dll unknown 8192 success or wait 172 B9A319 ReadFile

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\SDDS3.dll unknown 8192 end of file 1 B9A319 ReadFile

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\SUL.dll unknown 8192 success or wait 1 B9A2D1 ReadFile

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\SUL.dll unknown 8192 success or wait 204 B9A319 ReadFile

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\SUL.dll unknown 8192 end of file 1 B9A319 ReadFile

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\SophosSetup_Stage2.exe unknown 8192 success or wait 1 B9A2D1 ReadFile

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\SophosSetup_Stage2.exe unknown 8192 success or wait 266 B9A319 ReadFile

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\SophosSetup_Stage2.exe unknown 8192 end of file 1 B9A319 ReadFile

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\integrity.dat unknown 8192 success or wait 1 B9A2D1 ReadFile

File ReadFile Read
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C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\integrity.dat unknown 8192 end of file 1 B9A319 ReadFile

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\scf.dat unknown 8192 success or wait 1 B9A2D1 ReadFile

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\scf.dat unknown 8192 end of file 1 B9A319 ReadFile

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\sof.dat unknown 8192 success or wait 1 B9A2D1 ReadFile

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\sof.dat unknown 8192 end of file 1 B9A319 ReadFile

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\su-setup32.exe unknown 8192 success or wait 1 B9A2D1 ReadFile

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\su-setup32.exe unknown 8192 success or wait 78 B9A319 ReadFile

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\su-setup32.exe unknown 8192 end of file 1 B9A319 ReadFile

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\su-setup64.exe unknown 8192 success or wait 1 B9A2D1 ReadFile

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\su-setup64.exe unknown 8192 success or wait 95 B9A319 ReadFile

C:\Program Files (x86)\Sophos\CloudInstaller\extract_cache\su-setup64.exe unknown 8192 end of file 1 B9A319 ReadFile

\Device\NamedPipe unknown 8 unknown 1 B89DED ReadFile

File Path Offset Length Completion Count
Source
Address Symbol

File ActivitiesFile Activities

Start time: 07:13:11

Start date: 13/05/2021

Path: C:\Program Files (x86)\Sophos\CloudInstaller\SophosSetup_Stage2.exe

Wow64 process (32bit): true

Commandline: 'C:\Program Files (x86)\Sophos\CloudInstaller\SophosSetup_Stage2.exe' --mgmtserver='dzr-
mcs-amzn-us-west-2-fa88.upe.p.hmr.sophos.com' --logfile='C:\ProgramData\Sophos\Clo
udInstaller\Logs\SophosCloudInstaller_20210513_141305.log' --parentpid='3536' --products='
all' --customertoken='c137cbf0-9edc-44af-9f35-0c4b232335ec' --pipewritehandle='1812' --mcs
customerid='2e6fbc9a-e3b7-4473-a9ed-6dafc48bc5f5'

Imagebase: 0x190000

File size: 2184032 bytes

MD5 hash: 316718DA90CECED6DF3BF5B563FC39D6

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: low

File Path Access Attributes Options Completion Count
Source
Address Symbol

C:\ProgramData read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 25DD4A CreateDirectoryW

C:\ProgramData\Sophos read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 25DD4A CreateDirectoryW

C:\ProgramData\Sophos\CloudInstaller read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 25DD4A CreateDirectoryW

C:\ProgramData\Sophos\CloudInstaller\Logs read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 25DD4A CreateDirectoryW

Analysis Process: SophosSetup_Stage2.exe PID: 5924 Parent PID: 3536Analysis Process: SophosSetup_Stage2.exe PID: 5924 Parent PID: 3536

General

File CreatedFile Created
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C:\ProgramData\Sophos\CloudInstaller\Logs\ read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 25DD4A CreateDirectoryW

C:\Program Files (x86)\Sophos\CloudInstaller read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 1ACDCD CreateDirectoryW

C:\ProgramData read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 1ACDCD CreateDirectoryW

C:\ProgramData\Sophos read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 1ACDCD CreateDirectoryW

C:\ProgramData\Sophos\CloudInstaller read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 1ACDCD CreateDirectoryW

C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 1ACDCD CreateDirectoryW

C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\Cache read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 1ACDCD CreateDirectoryW

C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\C
ache\decoded

read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 1ACDCD CreateDirectoryW

C:\Program Files (x86)\Sophos\CloudInstaller read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 1ACDCD CreateDirectoryW

C:\ProgramData read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 1ACDCD CreateDirectoryW

C:\ProgramData\Sophos read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 1ACDCD CreateDirectoryW

C:\ProgramData\Sophos\CloudInstaller read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 1ACDCD CreateDirectoryW

C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 1ACDCD CreateDirectoryW

File Path Access Attributes Options Completion Count
Source
Address Symbol
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C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\data read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 1ACDCD CreateDirectoryW

C:\ProgramData\Sophos\CloudInstaller\AutoUpdatePreparation\d
ata\Warehouse

read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 1ACDCD CreateDirectoryW

C:\Program Files (x86)\Sophos\CloudInstaller read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 1ACDCD CreateDirectoryW

C:\ProgramData read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 1ACDCD CreateDirectoryW

C:\ProgramData\Sophos read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 1ACDCD CreateDirectoryW

C:\ProgramData\Sophos\Certificates read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 1ACDCD CreateDirectoryW

C:\ProgramData\Sophos\Certificates\AutoUpdate read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 1ACDCD CreateDirectoryW

C:\ProgramData\Sophos\Certificates\AutoUpdate\Cache read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 1ACDCD CreateDirectoryW

C:\ProgramData\Sophos\Certificates\AutoUpdate\Cache\1323c8d6
ae076942b89d7580ee4f630e2d8ffd4c.crt.crt

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 280DC7 CreateFileW

C:\ProgramData\Sophos\Certificates\AutoUpdate\Cache\33d6a435
957397fc9336c8633445aa33e1774500.crt.crt

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 280DC7 CreateFileW

C:\ProgramData\Sophos\Certificates\AutoUpdate\Cache\6e42f042
15a98ab99f22e0cd33c8217b96bf6a99.crt.crt

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 280DC7 CreateFileW

File Path Access Attributes Options Completion Count
Source
Address Symbol

Old File Path New File Path Completion Count
Source
Address Symbol

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 77 53 74 61 72 74 65 64 
20 43 3a 5c 50 72 6f 
67 72 61 6d 20 46 69 
6c 65 73 20 28 78 38 
36 29 5c 53 6f 70 68 6f 
73 5c 43 6c 6f 75 64 
49 6e 73 74 61 6c 6c 
65 72 5c 53 6f 70 68 6f 
73 53 65 74 75 70 5f 
53 74 61 67 65 32 2e 
65 78 65 0d 0a 

Started C:\Program Files 
(x86)
\Sophos\CloudInstaller\So
phosSetup_Stage2.exe..

success or wait 1 275B1B WriteFile

File WrittenFile Written
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C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 67 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 31 31 2e 38 
33 33 32 37 37 37 5a 
20 49 4e 46 4f 20 3a 
20 53 74 61 67 65 20 
32 20 63 6f 6d 6d 61 
6e 64 2d 6c 69 6e 65 
20 6f 70 74 69 6f 6e 73 
3a 0d 0a 

2021-05-
13T14:13:11.8332777Z I
NFO : Stage 2 command-
line options:..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 41 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 31 31 2e 38 
33 33 32 37 37 37 5a 
20 49 4e 46 4f 20 3a 
20 2d 2d 2d 0d 0a 

2021-05-
13T14:13:11.8332777Z I
NFO : ---..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 54 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 31 31 2e 38 
33 33 32 37 37 37 5a 
20 49 4e 46 4f 20 3a 
20 50 61 72 65 6e 74 
20 50 49 44 3a 20 33 
35 33 36 0d 0a 

2021-05-
13T14:13:11.8332777Z I
NFO : Parent PID: 3536..

success or wait 32 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 41 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 31 31 2e 38 
38 30 31 35 36 30 5a 
20 49 4e 46 4f 20 3a 
20 2d 2d 2d 0d 0a 

2021-05-
13T14:13:11.8801560Z I
NFO : ---..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 58 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 31 31 2e 38 
38 30 31 35 36 30 5a 
20 49 4e 46 4f 20 3a 
20 55 73 65 72 20 6e 
61 6d 65 3a 20 66 72 
6f 6e 74 64 65 73 6b 
0d 0a 

2021-05-
13T14:13:11.8801560Z I
NFO : User name: user..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 152 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 31 31 2e 38 
38 30 31 35 36 30 5a 
20 49 4e 46 4f 20 3a 
20 47 65 74 55 73 65 
72 4e 61 6d 65 45 78 
2f 4e 61 6d 65 44 6e 
73 44 6f 6d 61 69 6e 
3a 20 54 68 65 20 75 
73 65 72 20 6e 61 6d 
65 20 69 73 20 6e 6f 
74 20 61 76 61 69 6c 
61 62 6c 65 20 69 6e 
20 74 68 65 20 73 70 
65 63 69 66 69 65 64 
20 66 6f 72 6d 61 74 
2e 20 41 73 73 75 6d 
69 6e 67 20 6e 6f 6e 
2d 44 6f 6d 61 69 6e 
20 63 6f 6d 70 75 74 
65 72 2e 0d 0a 

2021-05-
13T14:13:11.8801560Z I
NFO : 
GetUserNameEx/NameDn
sDomain: The user name 
is not available in the 
specified format. Assuming 
non-Domain computer...

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 57 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 31 32 2e 32 
38 36 34 30 33 39 5a 
20 49 4e 46 4f 20 3a 
20 55 73 65 72 20 70 
72 6f 66 69 6c 65 20 
6c 6f 61 64 65 64 0d 
0a 

2021-05-
13T14:13:12.2864039Z I
NFO : User profile loaded..

success or wait 1 275B1B WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 118 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 31 32 2e 32 
38 36 34 30 33 39 5a 
20 49 4e 46 4f 20 3a 
20 4d 6f 64 65 6c 3a 
3a 73 65 72 76 65 72 
20 76 61 6c 75 65 20 
63 68 61 6e 67 65 64 
20 74 6f 3a 20 64 7a 
72 2d 6d 63 73 2d 61 
6d 7a 6e 2d 75 73 2d 
77 65 73 74 2d 32 2d 
66 61 38 38 2e 75 70 
65 2e 70 2e 68 6d 72 
2e 73 6f 70 68 6f 73 2e 
63 6f 6d 0d 0a 

2021-05-
13T14:13:12.2864039Z I
NFO : Model::server value 
changed to: dzr-mcs-
amzn-us-west-2-
fa88.upe.p.hmr.sophos.co
m..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 86 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 31 32 2e 32 
38 36 34 30 33 39 5a 
20 49 4e 46 4f 20 3a 
20 4d 6f 64 65 6c 3a 
3a 6d 65 73 73 61 67 
65 52 65 6c 61 79 73 
20 76 61 6c 75 65 20 
63 68 61 6e 67 65 64 
20 74 6f 20 62 65 20 
73 69 7a 65 3a 20 30 
0d 0a 

2021-05-
13T14:13:12.2864039Z I
NFO : 
Model::messageRelays val
ue changed to be size: 0..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 69 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 31 32 2e 32 
38 36 34 30 33 39 5a 
20 49 4e 46 4f 20 3a 
20 4d 6f 64 65 6c 3a 
3a 67 72 6f 75 70 20 
76 61 6c 75 65 20 63 
68 61 6e 67 65 64 20 
74 6f 3a 20 0d 0a 

2021-05-
13T14:13:12.2864039Z I
NFO : Model::group value 
changed to: ..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 77 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 31 32 2e 32 
38 36 34 30 33 39 5a 
20 49 4e 46 4f 20 3a 
20 4d 6f 64 65 6c 3a 
3a 70 61 72 65 6e 74 
50 69 64 20 76 61 6c 
75 65 20 63 68 61 6e 
67 65 64 20 74 6f 3a 
20 33 35 33 36 0d 0a 

2021-05-
13T14:13:12.2864039Z I
NFO : Model::parentPid 
value changed to: 3536..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 69 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 31 32 2e 32 
38 36 34 30 33 39 5a 
20 49 4e 46 4f 20 3a 
20 4d 6f 64 65 6c 3a 
3a 70 72 6f 64 75 63 
74 73 20 63 68 61 6e 
67 65 64 20 74 6f 3a 
20 61 6c 6c 0d 0a 

2021-05-
13T14:13:12.2864039Z I
NFO : Model::products 
changed to: all..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 114 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 31 32 2e 32 
38 36 34 30 33 39 5a 
20 49 4e 46 4f 20 3a 
20 4d 6f 64 65 6c 3a 
3a 63 75 73 74 6f 6d 
65 72 20 74 6f 6b 65 
6e 20 76 61 6c 75 65 
20 63 68 61 6e 67 65 
64 20 74 6f 3a 20 63 
31 33 37 63 62 66 30 
2d 39 65 64 63 2d 34 
34 61 66 2d 39 66 33 
35 2d 30 63 34 62 32 
33 32 33 33 35 65 63 
0d 0a 

2021-05-
13T14:13:12.2864039Z I
NFO : Model::customer 
token value changed to: 
c137cbf0-9edc-44af-9f35-
0c4b232335ec..

success or wait 1 275B1B WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 371 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 31 32 2e 32 
38 36 34 30 33 39 5a 
20 49 4e 46 4f 20 3a 
20 4d 43 53 20 43 72 
74 73 3a 20 43 3a 5c 
5c 50 72 6f 67 72 61 
6d 20 46 69 6c 65 73 
20 28 78 38 36 29 5c 
5c 53 6f 70 68 6f 73 5c 
5c 43 6c 6f 75 64 49 
6e 73 74 61 6c 6c 65 
72 5c 5c 4d 61 6e 61 
67 65 6d 65 6e 74 20 
43 65 72 74 73 5c 5c 
73 6f 70 68 6f 73 63 61 
31 2e 63 72 74 2c 43 
3a 5c 5c 50 72 6f 67 
72 61 6d 20 46 69 6c 
65 73 20 28 78 38 36 
29 5c 5c 53 6f 70 68 6f 
73 5c 5c 43 6c 6f 75 64 
49 6e 73 74 61 6c 6c 
65 72 5c 5c 4d 61 6e 
61 67 65 6d 65 6e 74 
20 43 65 72 74 73 5c 
5c 73 6f 70 68 6f 73 63 
61 32 2e 63 72 74 2c 
43 3a 5c 5c 50 72 6f 
67 72 61 6d 20 46 69 
6c 65 73 20 28 78 38 
36 29 5c 5c 53 6f 70 
68 6f 73 5c 5c 43 6c 6f 
75 64 49 6e 73 74 61 
6c 6c 65 72 

2021-05-
13T14:13:12.2864039Z I
NFO : MCS Crts: 
C:\\Program Files 
(x86)\\Sophos\\CloudInstal
ler\\Management 
Certs\\sophosc
a1.crt,C:\\Program Files 
(x86)
\\Sophos\\CloudInstaller\\M
anagement 
Certs\\sophosca2.crt,C:
\\Program Files 
(x86)\\Sophos\
\CloudInstaller

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 371 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 31 32 2e 32 
38 36 34 30 33 39 5a 
20 49 4e 46 4f 20 3a 
20 4d 43 53 20 43 52 
4c 73 3a 20 43 3a 5c 
5c 50 72 6f 67 72 61 
6d 20 46 69 6c 65 73 
20 28 78 38 36 29 5c 
5c 53 6f 70 68 6f 73 5c 
5c 43 6c 6f 75 64 49 
6e 73 74 61 6c 6c 65 
72 5c 5c 4d 61 6e 61 
67 65 6d 65 6e 74 20 
43 65 72 74 73 5c 5c 
73 6f 70 68 6f 73 63 61 
31 2e 63 72 6c 2c 43 
3a 5c 5c 50 72 6f 67 
72 61 6d 20 46 69 6c 
65 73 20 28 78 38 36 
29 5c 5c 53 6f 70 68 6f 
73 5c 5c 43 6c 6f 75 64 
49 6e 73 74 61 6c 6c 
65 72 5c 5c 4d 61 6e 
61 67 65 6d 65 6e 74 
20 43 65 72 74 73 5c 
5c 73 6f 70 68 6f 73 63 
61 32 2e 63 72 6c 2c 
43 3a 5c 5c 50 72 6f 
67 72 61 6d 20 46 69 
6c 65 73 20 28 78 38 
36 29 5c 5c 53 6f 70 
68 6f 73 5c 5c 43 6c 6f 
75 64 49 6e 73 74 61 
6c 6c 65 72 

2021-05-
13T14:13:12.2864039Z I
NFO : MCS CRLs: 
C:\\Program Files 
(x86)\\Sophos\\CloudInstal
ler\\Management 
Certs\\sophosc
a1.crl,C:\\Program Files 
(x86)
\\Sophos\\CloudInstaller\\M
anagement 
Certs\\sophosca2.crl,C:
\\Program Files 
(x86)\\Sophos\
\CloudInstaller

success or wait 1 275B1B WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 116 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 31 32 2e 32 
38 36 34 30 33 39 5a 
20 49 4e 46 4f 20 3a 
20 4d 6f 64 65 6c 3a 
3a 20 4d 43 53 20 63 
75 73 74 6f 6d 65 72 
20 69 64 20 76 61 6c 
75 65 20 63 68 61 6e 
67 65 64 20 74 6f 3a 
20 32 65 36 66 62 63 
39 61 2d 65 33 62 37 
2d 34 34 37 33 2d 61 
39 65 64 2d 36 64 61 
66 63 34 38 62 63 35 
66 35 0d 0a 

2021-05-
13T14:13:12.2864039Z I
NFO : Model:: MCS 
customer id value changed 
to: 2e6fbc9a-e3b7-4473-
a9ed-6dafc48bc5f5..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 78 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 31 32 2e 32 
38 36 34 30 33 39 5a 
20 49 4e 46 4f 20 3a 
20 53 6f 70 68 6f 73 20 
45 6e 64 70 6f 69 6e 
74 20 44 65 66 65 6e 
73 65 20 69 73 20 6e 
6f 74 20 69 6e 73 74 
61 6c 6c 65 64 0d 0a 

2021-05-
13T14:13:12.2864039Z I
NFO : Sophos Endpoint 
Defense is not installed..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 65 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 31 32 2e 32 
38 36 34 30 33 39 5a 
20 49 4e 46 4f 20 3a 
20 4e 6f 74 20 74 61 
6d 70 65 72 2d 70 72 
6f 74 65 63 74 65 64 
20 62 79 20 53 45 44 
0d 0a 

2021-05-
13T14:13:12.2864039Z I
NFO : Not tamper-
protected by SED..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 74 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 31 32 2e 33 
33 33 32 37 34 32 5a 
20 49 4e 46 4f 20 3a 
20 64 65 74 65 63 74 
65 64 4d 73 69 49 6e 
73 74 61 6c 6c 65 64 
4d 63 73 2e 69 6e 73 
74 61 6c 6c 65 64 3a 
20 30 0d 0a 

2021-05-
13T14:13:12.3332742Z I
NFO : 
detectedMsiInstalledMcs.
installed: 0..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 70 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 31 32 2e 33 
33 33 32 37 34 32 5a 
20 49 4e 46 4f 20 3a 
20 4e 6f 74 20 6d 69 
67 72 61 74 69 6e 67 
20 66 72 6f 6d 20 53 
45 43 20 65 6e 64 70 
6f 69 6e 74 2e 0d 0a 

2021-05-
13T14:13:12.3332742Z I
NFO : Not migrating from 
SEC endpoint...

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 67 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 31 32 2e 33 
33 33 32 37 34 32 5a 
20 49 4e 46 4f 20 3a 
20 42 65 67 69 6e 6e 
69 6e 67 20 63 6f 6d 
6d 61 6e 64 20 64 65 
66 69 6e 69 74 69 6f 
6e 2e 0d 0a 

2021-05-
13T14:13:12.3332742Z I
NFO : Beginning command 
definition...

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 106 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 31 32 2e 33 
33 33 32 37 34 32 5a 
20 49 4e 46 4f 20 3a 
20 41 64 64 69 6e 67 
20 63 6f 6d 6d 61 6e 
64 20 74 6f 20 72 65 
6d 6f 76 65 20 53 6f 70 
68 6f 73 20 27 49 6d 
61 67 65 20 46 69 6c 
65 20 45 78 65 63 75 
74 69 6f 6e 20 4f 70 74 
69 6f 6e 73 27 20 6b 
65 79 73 2e 0d 0a 

2021-05-
13T14:13:12.3332742Z I
NFO : Adding command to 
remove Sophos 'Image 
File Execution Options' 
keys...

success or wait 1 275B1B WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 88 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 31 32 2e 33 
33 33 32 37 34 32 5a 
20 49 4e 46 4f 20 3a 
20 41 64 64 69 6e 67 
20 63 6f 6d 6d 61 6e 
64 20 74 6f 20 77 61 
69 74 20 66 6f 72 20 
53 41 55 20 75 70 64 
61 74 65 20 74 6f 20 
63 6f 6d 70 6c 65 74 
65 2e 0d 0a 

2021-05-
13T14:13:12.3332742Z I
NFO : Adding command to 
wait for SAU update to 
complete...

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 74 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 31 32 2e 33 
33 33 32 37 34 32 5a 
20 49 4e 46 4f 20 3a 
20 41 64 64 69 6e 67 
20 63 6f 6d 70 65 74 
69 74 6f 72 20 64 65 
74 65 63 74 69 6f 6e 
20 63 6f 6d 6d 61 6e 
64 2e 0d 0a 

2021-05-
13T14:13:12.3332742Z I
NFO : Adding competitor 
detection command...

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 83 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 31 32 2e 33 
33 33 32 37 34 32 5a 
20 49 4e 46 4f 20 3a 
20 41 64 64 69 6e 67 
20 63 6f 6d 6d 61 6e 
64 20 74 6f 20 72 65 
67 69 73 74 65 72 20 
77 69 74 68 20 53 6f 
70 68 6f 73 20 63 6c 6f 
75 64 2e 0d 0a 

2021-05-
13T14:13:12.3332742Z I
NFO : Adding command to 
register with Sophos 
cloud...

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 79 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 31 32 2e 33 
33 33 32 37 34 32 5a 
20 49 4e 46 4f 20 3a 
20 41 64 64 69 6e 67 
20 63 6f 6d 6d 61 6e 
64 20 74 6f 20 64 6f 77 
6e 6c 6f 61 64 20 70 
72 6f 64 75 63 74 20 
73 75 69 74 65 2e 0d 
0a 

2021-05-
13T14:13:12.3332742Z I
NFO : Adding command to 
download product suite...

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 84 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 31 32 2e 33 
33 33 32 37 34 32 5a 
20 49 4e 46 4f 20 3a 
20 41 64 64 69 6e 67 
20 63 6f 6d 6d 61 6e 
64 20 74 6f 20 75 6e 
69 6e 73 74 61 6c 6c 
20 65 78 69 73 74 69 
6e 67 20 70 72 6f 64 
75 63 74 73 2e 0d 0a 

2021-05-
13T14:13:12.3332742Z I
NFO : Adding command to 
uninstall existing 
products...

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 105 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 31 32 2e 33 
33 33 32 37 34 32 5a 
20 49 4e 46 4f 20 3a 
20 41 64 64 69 6e 67 
20 63 6f 6d 6d 61 6e 
64 20 74 6f 20 72 65 
6d 6f 76 65 20 65 78 
69 73 74 69 6e 67 20 
69 6e 73 74 61 6c 6c 
61 74 69 6f 6e 20 6f 66 
20 53 6f 70 68 6f 73 20 
41 75 74 6f 55 70 64 
61 74 65 0d 0a 

2021-05-
13T14:13:12.3332742Z I
NFO : Adding command to 
remove existing installation 
of Sophos AutoUpdate..

success or wait 1 275B1B WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 90 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 31 32 2e 33 
33 33 32 37 34 32 5a 
20 49 4e 46 4f 20 3a 
20 41 64 64 69 6e 67 
20 63 6f 6d 6d 61 6e 
64 20 74 6f 20 61 6c 
6c 6f 77 20 74 61 6d 
70 65 72 20 70 72 6f 
74 65 63 74 65 64 20 
72 65 69 6e 73 74 61 
6c 6c 73 2e 0d 0a 

2021-05-
13T14:13:12.3332742Z I
NFO : Adding command to 
allow tamper protected 
reinstalls...

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 95 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 31 32 2e 33 
33 33 32 37 34 32 5a 
20 49 4e 46 4f 20 3a 
20 41 64 64 69 6e 67 
20 63 6f 6d 6d 61 6e 
64 73 20 74 6f 20 75 
6e 69 6e 73 74 61 6c 
6c 20 72 65 6d 61 69 
6e 69 6e 67 20 65 78 
69 73 74 69 6e 67 20 
70 72 6f 64 75 63 74 
73 2e 0d 0a 

2021-05-
13T14:13:12.3332742Z I
NFO : Adding commands 
to uninstall remaining 
existing products...

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 112 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 31 32 2e 33 
33 33 32 37 34 32 5a 
20 49 4e 46 4f 20 3a 
20 41 64 64 69 6e 67 
20 63 6f 6d 6d 61 6e 
64 20 74 6f 20 72 65 
6d 6f 76 65 20 65 78 
69 73 74 69 6e 67 20 
69 6e 73 74 61 6c 6c 
61 74 69 6f 6e 20 6f 66 
20 53 6f 70 68 6f 73 20 
53 79 73 74 65 6d 20 
50 72 6f 74 65 63 74 
69 6f 6e 0d 0a 

2021-05-
13T14:13:12.3332742Z I
NFO : Adding command to 
remove existing installation 
of Sophos System 
Protection..

success or wait 5 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 100 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 31 32 2e 33 
33 33 32 37 34 32 5a 
20 49 4e 46 4f 20 3a 
20 41 64 64 69 6e 67 
20 63 6f 6d 6d 61 6e 
64 20 74 6f 20 72 65 
6d 6f 76 65 20 65 78 
69 73 74 69 6e 67 20 
69 6e 73 74 61 6c 6c 
61 74 69 6f 6e 20 6f 66 
20 53 6f 70 68 6f 73 20 
43 6c 65 61 6e 0d 0a 

2021-05-
13T14:13:12.3332742Z I
NFO : Adding command to 
remove existing installation 
of Sophos Clean..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 72 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 31 32 2e 33 
33 33 32 37 34 32 5a 
20 49 4e 46 4f 20 3a 
20 41 64 64 69 6e 67 
20 63 6f 6d 6d 61 6e 
64 20 74 6f 20 72 65 
74 72 69 65 76 65 20 
70 6f 6c 69 63 79 2e 
0d 0a 

2021-05-
13T14:13:12.3332742Z I
NFO : Adding command to 
retrieve policy...

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 81 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 31 32 2e 33 
33 33 32 37 34 32 5a 
20 49 4e 46 4f 20 3a 
20 41 64 64 69 6e 67 
20 63 6f 6d 6d 61 6e 
64 20 74 6f 20 70 72 
65 70 61 72 65 20 66 
6f 72 20 69 6e 73 74 
61 6c 6c 61 74 69 6f 
6e 2e 0d 0a 

2021-05-
13T14:13:12.3332742Z I
NFO : Adding command to 
prepare for installation...

success or wait 1 275B1B WriteFile
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C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 77 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 31 32 2e 33 
33 33 32 37 34 32 5a 
20 49 4e 46 4f 20 3a 
20 41 64 64 69 6e 67 
20 63 6f 6d 6d 61 6e 
64 20 74 6f 20 69 6e 
73 74 61 6c 6c 20 53 
6f 70 68 6f 73 20 63 6c 
6f 75 64 2e 0d 0a 

2021-05-
13T14:13:12.3332742Z I
NFO : Adding command to 
install Sophos cloud...

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 66 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 31 32 2e 33 
33 33 32 37 34 32 5a 
20 49 4e 46 4f 20 3a 
20 43 6f 6d 6d 61 6e 
64 20 64 65 66 69 6e 
69 74 69 6f 6e 20 63 6f 
6d 70 6c 65 74 65 2e 
0d 0a 

2021-05-
13T14:13:12.3332742Z I
NFO : Command definition 
complete...

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 64 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 31 32 2e 33 
33 33 32 37 34 32 5a 
20 49 4e 46 4f 20 3a 
20 53 74 61 67 65 20 
31 20 76 65 72 73 69 
6f 6e 3a 31 2e 31 30 
2e 33 30 35 2e 30 0d 
0a 

2021-05-
13T14:13:12.3332742Z I
NFO : Stage 1 
version:1.10.305.0..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 64 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 31 32 2e 33 
33 33 32 37 34 32 5a 
20 49 4e 46 4f 20 3a 
20 53 74 61 67 65 20 
32 20 76 65 72 73 69 
6f 6e 3a 31 2e 31 31 
2e 32 37 36 2e 30 0d 
0a 

2021-05-
13T14:13:12.3332742Z I
NFO : Stage 2 
version:1.11.276.0..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 61 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 31 32 2e 33 
33 33 32 37 34 32 5a 
20 49 4e 46 4f 20 3a 
20 4f 53 20 76 65 72 
73 69 6f 6e 3a 20 31 
30 2e 30 2e 31 37 31 
33 34 2e 0d 0a 

2021-05-
13T14:13:12.3332742Z I
NFO : OS version: 
10.0.17134...

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 56 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 31 32 2e 33 
33 33 32 37 34 32 5a 
20 49 4e 46 4f 20 3a 
20 53 65 72 76 69 63 
65 20 70 61 63 6b 3a 
20 30 2e 30 2e 0d 0a 

2021-05-
13T14:13:12.3332742Z I
NFO : Service pack: 0.0...

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 60 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 31 32 2e 33 
33 33 32 37 34 32 5a 
20 49 4e 46 4f 20 3a 
20 53 79 73 74 65 6d 
20 4c 61 6e 67 75 61 
67 65 3a 20 31 30 33 
33 2e 0d 0a 

2021-05-
13T14:13:12.3332742Z I
NFO : System Language: 
1033...

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 58 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 31 32 2e 33 
33 33 32 37 34 32 5a 
20 49 4e 46 4f 20 3a 
20 55 73 65 72 20 4c 
61 6e 67 75 61 67 65 
3a 20 31 30 33 33 2e 
0d 0a 

2021-05-
13T14:13:12.3332742Z I
NFO : User Language: 
1033...

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 50 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 31 32 2e 33 
33 33 32 37 34 32 5a 
20 49 4e 46 4f 20 3a 
20 36 34 20 62 69 74 
3a 20 79 65 73 2e 0d 
0a 

2021-05-
13T14:13:12.3332742Z I
NFO : 64 bit: yes...

success or wait 1 275B1B WriteFile
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C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 62 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 31 32 2e 33 
33 33 32 37 34 32 5a 
20 49 4e 46 4f 20 3a 
20 46 69 6e 64 4d 61 
69 6e 57 69 6e 64 6f 
77 3a 20 70 69 64 3d 
33 35 33 36 0d 0a 

2021-05-
13T14:13:12.3332742Z I
NFO : FindMainWindow: 
pid=3536..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 78 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 31 32 2e 33 
33 33 32 37 34 32 5a 
20 49 4e 46 4f 20 3a 
20 57 69 6e 64 6f 77 
20 69 73 20 6d 61 69 
6e 20 63 6f 6e 74 72 6f 
6c 20 77 69 6e 64 6f 
77 20 6f 66 20 70 72 6f 
63 65 73 73 0d 0a 

2021-05-
13T14:13:12.3332742Z I
NFO : Window is main 
control window of process..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 79 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 31 32 2e 33 
33 33 32 37 34 32 5a 
20 49 4e 46 4f 20 3a 
20 3a 3a 45 6e 75 6d 
57 69 6e 64 6f 77 73 
20 73 74 6f 70 70 65 
64 20 65 61 72 6c 79 
3b 20 77 69 6e 64 6f 
77 20 66 6f 75 6e 64 
0d 0a 

2021-05-
13T14:13:12.3332742Z I
NFO : ::EnumWindows 
stopped early; window 
found..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 58 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 31 32 2e 33 
33 33 32 37 34 32 5a 
20 49 4e 46 4f 20 3a 
20 5f 62 65 73 74 48 
61 6e 64 6c 65 3d 30 
30 31 46 30 30 34 41 
0d 0a 

2021-05-
13T14:13:12.3332742Z I
NFO : 
_bestHandle=001F004A..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 84 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 31 33 2e 33 
38 30 31 34 36 34 5a 
20 49 4e 46 4f 20 3a 
20 52 75 6e 6e 69 6e 
67 20 53 79 73 74 65 
6d 20 50 72 6f 70 65 
72 74 79 20 43 68 65 
63 6b 3a 20 56 65 72 
69 66 79 54 72 75 73 
74 20 2e 2e 2e 0d 0a 

2021-05-
13T14:13:13.3801464Z I
NFO : Running System 
Property Check: 
VerifyTrust .....

success or wait 27 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 81 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 31 33 2e 38 
33 33 32 36 37 34 5a 
20 49 4e 46 4f 20 3a 
20 53 79 73 74 65 6d 
20 50 72 6f 70 65 72 
74 79 20 43 68 65 63 
6b 3a 20 56 65 72 69 
66 79 54 72 75 73 74 
20 2d 20 50 41 53 53 
45 44 0d 0a 

2021-05-
13T14:13:13.8332674Z I
NFO : System Property 
Check: VerifyTrust - 
PASSED..

success or wait 27 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 67 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 31 33 2e 38 
38 30 31 35 32 32 5a 
20 49 4e 46 4f 20 3a 
20 49 6e 69 74 69 61 
6c 69 7a 65 64 20 57 
69 6e 73 6f 63 6b 20 
73 75 62 73 79 73 74 
65 6d 0d 0a 

2021-05-
13T14:13:13.8801522Z I
NFO : Initialized Winsock 
subsystem..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 59 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 31 33 2e 39 
34 32 36 34 39 31 5a 
20 49 4e 46 4f 20 3a 
20 56 61 6c 69 64 20 
68 6f 73 74 6e 61 6d 
65 20 6c 65 6e 67 74 
68 0d 0a 

2021-05-
13T14:13:13.9426491Z I
NFO : Valid hostname 
length..

success or wait 1 275B1B WriteFile
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C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 81 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 31 34 2e 31 
33 30 31 35 31 39 5a 
20 49 4e 46 4f 20 3a 
20 53 63 61 6e 6e 65 
64 20 36 33 20 53 6f 
70 68 6f 73 20 70 61 
74 68 73 20 66 6f 72 
20 6a 75 6e 63 74 69 
6f 6e 20 70 6f 69 6e 74 
73 0d 0a 

2021-05-
13T14:13:14.1301519Z I
NFO : Scanned 63 Sophos 
paths for junction points..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 87 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 31 34 2e 32 
33 39 35 31 36 38 5a 
20 49 4e 46 4f 20 3a 
20 52 75 6e 6e 69 6e 
67 20 53 79 73 74 65 
6d 20 50 72 6f 70 65 
72 74 79 20 43 68 65 
63 6b 3a 20 50 65 6e 
64 69 6e 67 52 65 62 
6f 6f 74 73 20 2e 2e 2e 
0d 0a 

2021-05-
13T14:13:14.2395168Z I
NFO : Running System 
Property Check: 
PendingReboots .....

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 84 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 31 34 2e 32 
33 39 35 31 36 38 5a 
20 49 4e 46 4f 20 3a 
20 53 79 73 74 65 6d 
20 50 72 6f 70 65 72 
74 79 20 43 68 65 63 
6b 3a 20 50 65 6e 64 
69 6e 67 52 65 62 6f 6f 
74 73 20 2d 20 50 41 
53 53 45 44 0d 0a 

2021-05-
13T14:13:14.2395168Z I
NFO : System Property 
Check: PendingReboots - 
PASSED..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 60 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 31 34 2e 32 
38 36 33 39 32 37 5a 
20 49 4e 46 4f 20 3a 
20 45 6e 6f 75 67 68 
20 73 70 61 63 65 3a 
20 38 31 39 31 39 20 
4d 62 0d 0a 

2021-05-
13T14:13:14.2863927Z I
NFO : Enough space: 
81919 Mb..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 66 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 31 34 2e 35 
38 33 32 36 35 39 5a 
20 49 4e 46 4f 20 3a 
20 4e 6f 20 48 69 74 
6d 61 6e 50 72 6f 2e 
41 6c 65 72 74 20 49 
6e 73 74 61 6c 6c 65 
64 0d 0a 

2021-05-
13T14:13:14.5832659Z I
NFO : No HitmanPro.Alert 
Installed..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 74 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 31 34 2e 36 
39 32 36 34 35 33 5a 
20 49 4e 46 4f 20 3a 
20 52 4d 53 20 69 73 
20 6e 6f 74 20 69 6e 
73 74 61 6c 6c 65 64 
20 6f 6e 20 74 68 65 
20 65 6e 64 70 6f 69 
6e 74 0d 0a 

2021-05-
13T14:13:14.6926453Z I
NFO : RMS is not installed 
on the endpoint..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 58 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 31 35 2e 31 
39 32 36 35 30 36 5a 
20 49 4e 46 4f 20 3a 
20 4e 6f 74 20 74 61 
6d 70 65 72 20 70 72 
6f 74 65 63 74 65 64 
0d 0a 

2021-05-
13T14:13:15.1926506Z I
NFO : Not tamper 
protected..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 52 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 31 35 2e 33 
33 33 32 36 37 32 5a 
20 49 4e 46 4f 20 3a 
20 52 75 6e 6e 69 6e 
67 20 6f 6e 20 78 36 
34 0d 0a 

2021-05-
13T14:13:15.3332672Z I
NFO : Running on x64..

success or wait 1 275B1B WriteFile
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C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 61 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 31 35 2e 33 
38 30 31 34 36 34 5a 
20 49 4e 46 4f 20 3a 
20 52 75 6e 6e 69 6e 
67 20 6f 6e 20 77 6f 72 
6b 73 74 61 74 69 6f 
6e 2e 0d 0a 

2021-05-
13T14:13:15.3801464Z I
NFO : Running on 
workstation...

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 57 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 31 35 2e 34 
38 39 35 32 37 36 5a 
20 49 4e 46 4f 20 3a 
20 54 65 6d 70 20 66 
6f 6c 64 65 72 20 65 
78 69 73 74 73 2e 0d 
0a 

2021-05-
13T14:13:15.4895276Z I
NFO : Temp folder exists...

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 81 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 31 35 2e 35 
38 33 32 36 37 33 5a 
20 49 4e 46 4f 20 3a 
20 4e 6f 20 6c 6f 63 61 
6c 20 69 6e 73 74 61 
6c 6c 20 73 6f 75 72 
63 65 20 66 6f 6c 64 
65 72 20 74 6f 20 76 
61 6c 69 64 61 74 65 
2e 0d 0a 

2021-05-
13T14:13:15.5832673Z I
NFO : No local install 
source folder to validate...

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 92 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 31 35 2e 36 
37 37 30 33 31 38 5a 
20 49 4e 46 4f 20 3a 
20 52 75 6e 6e 69 6e 
67 20 53 79 73 74 65 
6d 20 50 72 6f 70 65 
72 74 79 20 43 68 65 
63 6b 3a 20 56 61 6c 
69 64 44 65 70 6c 6f 
79 6d 65 6e 74 49 6e 
66 6f 20 2e 2e 2e 0d 
0a 

2021-05-
13T14:13:15.6770318Z I
NFO : Running System 
Property Check: 
ValidDeploymentInfo .....

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 78 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 31 35 2e 36 
37 37 30 33 31 38 5a 
20 49 4e 46 4f 20 3a 
20 43 75 72 72 65 6e 
74 20 54 69 6d 65 3a 
20 32 30 32 31 2d 30 
35 2d 31 33 54 31 34 
3a 31 33 3a 31 35 2e 
36 37 37 30 30 30 0d 
0a 

2021-05-
13T14:13:15.6770318Z I
NFO : Current Time: 2021-
05-13T14:13:15.677000..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 85 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 31 35 2e 36 
37 37 30 33 31 38 5a 
20 49 4e 46 4f 20 3a 
20 54 68 69 73 20 63 
6f 6d 70 75 74 65 72 
20 69 73 20 70 61 72 
74 20 6f 66 20 74 68 
65 20 77 6f 72 6b 67 
72 6f 75 70 3a 20 4e 
45 42 46 51 51 59 0d 
0a 

2021-05-
13T14:13:15.6770318Z I
NFO : This computer is 
part of the workgroup: 
NEBFQQY..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 58 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 31 35 2e 36 
37 37 30 33 31 38 5a 
20 49 4e 46 4f 20 3a 
20 44 6f 6d 61 69 6e 
20 4e 61 6d 65 3a 20 
4e 45 42 46 51 51 59 
0d 0a 

2021-05-
13T14:13:15.6770318Z I
NFO : Domain Name: 
NEBFQQY..

success or wait 1 275B1B WriteFile
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C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 59 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 31 35 2e 36 
37 37 30 33 31 38 5a 
20 49 4e 46 4f 20 3a 
20 43 6f 6d 70 75 74 
65 72 20 4e 61 6d 65 
3a 20 35 38 35 39 34 
38 0d 0a 

2021-05-
13T14:13:15.6770318Z I
NFO : Computer Name: 
585948..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 77 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 31 35 2e 36 
37 37 30 33 31 38 5a 
20 49 4e 46 4f 20 3a 
20 43 6f 6d 70 75 74 
65 72 20 44 65 73 63 
72 69 70 74 69 6f 6e 
20 69 73 20 6e 6f 74 
20 61 76 61 69 6c 61 
62 6c 65 2e 20 0d 0a 

2021-05-
13T14:13:15.6770318Z I
NFO : Computer Descr
iption is not available. ..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 61 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 31 35 2e 36 
37 37 30 33 31 38 5a 
20 49 4e 46 4f 20 3a 
20 4f 70 65 72 61 74 
69 6e 67 20 53 79 73 
74 65 6d 3a 20 57 49 
4e 31 30 0d 0a 

2021-05-
13T14:13:15.6770318Z I
NFO : Operating System: 
WIN10..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 53 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 31 35 2e 36 
37 37 30 33 31 38 5a 
20 49 4e 46 4f 20 3a 
20 50 72 6f 64 75 63 
74 54 79 70 65 3a 20 
34 38 0d 0a 

2021-05-
13T14:13:15.6770318Z I
NFO : ProductType: 48..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 78 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 31 35 2e 36 
37 37 30 33 31 38 5a 
20 49 4e 46 4f 20 3a 
20 53 65 73 73 69 6f 
6e 20 75 73 65 72 3a 
20 44 45 53 4b 54 4f 
50 2d 37 31 36 54 37 
37 31 5c 5c 66 72 6f 
6e 74 64 65 73 6b 0d 
0a 

2021-05-
13T14:13:15.6770318Z I
NFO : Session user: 
computer\\user..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 85 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 31 35 2e 36 
37 37 30 33 31 38 5a 
20 49 4e 46 4f 20 3a 
20 4c 61 73 74 20 6c 
6f 67 67 65 64 20 6f 6e 
20 75 73 65 72 3a 20 
44 45 53 4b 54 4f 50 
2d 37 31 36 54 37 37 
31 5c 5c 66 72 6f 6e 
74 64 65 73 6b 0d 0a 

2021-05-
13T14:13:15.6770318Z I
NFO : Last logged on user: 
computer\\user..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 59 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 31 35 2e 36 
37 37 30 33 31 38 5a 
20 49 4e 46 4f 20 3a 
20 55 73 65 72 20 70 
72 69 6e 63 69 70 61 
6c 20 6e 61 6d 65 3a 
20 0d 0a 

2021-05-
13T14:13:15.6770318Z I
NFO : User principal 
name: ..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 73 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 31 35 2e 37 
33 39 35 31 37 35 5a 
20 49 4e 46 4f 20 3a 
20 46 75 6c 6c 79 20 
51 75 61 6c 69 66 69 
65 64 20 44 6f 6d 61 
69 6e 20 4e 61 6d 65 
3a 20 35 38 35 39 34 
38 0d 0a 

2021-05-
13T14:13:15.7395175Z I
NFO : Fully Qualified 
Domain Name: 585948..

success or wait 1 275B1B WriteFile

File Path Offset Length Value Ascii Completion Count
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C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 65 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 31 35 2e 37 
33 39 35 31 37 35 5a 
20 49 4e 46 4f 20 3a 
20 50 72 6f 63 65 73 
73 6f 72 20 61 72 63 
68 69 74 65 63 74 75 
72 65 3a 20 78 36 34 
0d 0a 

2021-05-
13T14:13:15.7395175Z I
NFO : Processor 
architecture: x64..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 82 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 31 35 2e 37 
33 39 35 31 37 35 5a 
20 49 4e 46 4f 20 3a 
20 4f 53 20 4d 61 6a 6f 
72 20 56 65 72 73 69 
6f 6e 3a 20 31 30 20 
61 6e 64 20 4f 53 20 
4d 69 6e 6f 72 20 56 
65 72 73 69 6f 6e 3a 
20 30 0d 0a 

2021-05-
13T14:13:15.7395175Z I
NFO : OS Major Version: 
10 and OS Minor Version: 
0..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 61 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 31 35 2e 37 
33 39 35 31 37 35 5a 
20 49 4e 46 4f 20 3a 
20 46 72 69 65 6e 64 
6c 79 20 4f 53 20 4e 
61 6d 65 3a 20 57 49 
4e 31 30 0d 0a 

2021-05-
13T14:13:15.7395175Z I
NFO : Friendly OS Name: 
WIN10..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 51 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 31 35 2e 37 
33 39 35 31 37 35 5a 
20 49 4e 46 4f 20 3a 
20 49 73 20 73 65 72 
76 65 72 3f 3a 20 30 
0d 0a 

2021-05-
13T14:13:15.7395175Z I
NFO : Is server?: 0..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 116 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 31 35 2e 37 
38 36 34 31 30 36 5a 
20 49 4e 46 4f 20 3a 
20 53 65 6e 64 69 6e 
67 20 48 54 54 50 20 
27 50 4f 53 54 27 20 
72 65 71 75 65 73 74 
20 74 6f 3a 20 73 6f 70 
68 6f 73 2f 6d 61 6e 61 
67 65 6d 65 6e 74 2f 
65 70 2f 69 6e 73 74 
61 6c 6c 2f 64 65 70 
6c 6f 79 6d 65 6e 74 
2d 69 6e 66 6f 2f 33 0d 
0a 

2021-05-
13T14:13:15.7864106Z I
NFO : Sending HTTP 
'POST' request to: 
sophos/management/ep/i
nstall/deployment-info/3..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 76 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 31 35 2e 37 
38 36 34 31 30 36 5a 
20 49 4e 46 4f 20 3a 
20 44 69 64 20 6e 6f 
74 20 64 69 73 63 6f 
76 65 72 20 61 6e 20 
55 52 4c 20 66 6f 72 
20 61 20 50 41 43 20 
66 69 6c 65 0d 0a 

2021-05-
13T14:13:15.7864106Z I
NFO : Did not discover an 
URL for a PAC file..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 97 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 31 35 2e 37 
38 36 34 31 30 36 5a 
20 49 4e 46 4f 20 3a 
20 41 74 74 65 6d 70 
74 69 6e 67 20 74 6f 
20 63 6f 6e 6e 65 63 
74 20 75 73 69 6e 67 
20 70 72 6f 78 79 20 
27 27 20 6f 66 20 74 
79 70 65 20 27 45 6d 
70 74 79 20 50 72 6f 
78 79 27 2e 0d 0a 

2021-05-
13T14:13:15.7864106Z I
NFO : Attempting to 
connect using proxy '' of 
type 'Empty Proxy'...

success or wait 1 275B1B WriteFile

File Path Offset Length Value Ascii Completion Count
Source
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C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 69 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 31 35 2e 37 
38 36 34 31 30 36 5a 
20 49 4e 46 4f 20 3a 
20 53 65 74 20 73 65 
63 75 72 69 74 79 20 
70 72 6f 74 6f 63 6f 6c 
3a 20 30 30 30 30 30 
38 30 30 0d 0a 

2021-05-
13T14:13:15.7864106Z I
NFO : Set security 
protocol: 00000800..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 108 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 31 35 2e 37 
38 36 34 31 30 36 5a 
20 49 4e 46 4f 20 3a 
20 4f 70 65 6e 69 6e 
67 20 63 6f 6e 6e 65 
63 74 69 6f 6e 20 74 6f 
20 64 7a 72 2d 6d 63 
73 2d 61 6d 7a 6e 2d 
75 73 2d 77 65 73 74 
2d 32 2d 66 61 38 38 
2e 75 70 65 2e 70 2e 
68 6d 72 2e 73 6f 70 
68 6f 73 2e 63 6f 6d 0d 
0a 

2021-05-
13T14:13:15.7864106Z I
NFO : Opening connection 
to dzr-mcs-amzn-us-west-
2-fa88.upe.
p.hmr.sophos.com..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 105 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 31 35 2e 37 
38 36 34 31 30 36 5a 
20 49 4e 46 4f 20 3a 
20 53 65 6e 64 69 6e 
67 20 72 65 71 75 65 
73 74 20 66 6f 72 20 
63 6f 6e 6e 65 63 74 
69 6f 6e 20 63 6f 6e 66 
69 72 6d 61 74 69 6f 
6e 20 74 68 72 6f 75 
67 68 20 70 6f 74 65 
6e 74 69 61 6c 20 70 
72 6f 78 79 0d 0a 

2021-05-
13T14:13:15.7864106Z I
NFO : Sending request for 
connection confirmation 
through potential proxy..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 61 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 31 35 2e 38 
38 30 31 34 30 31 5a 
20 49 4e 46 4f 20 3a 
20 52 65 71 75 65 73 
74 20 63 6f 6e 74 65 
6e 74 20 73 69 7a 65 
3a 20 30 0d 0a 

2021-05-
13T14:13:15.8801401Z I
NFO : Request content 
size: 0..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 144 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 34 37 2e 38 
34 32 36 33 31 34 5a 
20 49 4e 46 4f 20 3a 
20 56 61 6c 69 64 61 
74 65 46 69 6c 65 43 
65 72 74 69 66 69 63 
61 74 65 43 68 65 63 
6b 3a 20 56 61 6c 69 
64 61 74 65 20 63 65 
72 74 69 66 69 63 61 
74 65 20 61 67 61 69 
6e 73 74 20 66 69 6c 
65 20 6f 6e 20 57 49 
4e 48 54 54 50 5f 43 
41 4c 4c 42 41 43 4b 
5f 53 54 41 54 55 53 5f 
53 45 4e 44 49 4e 47 
5f 52 45 51 55 45 53 
54 0d 0a 

2021-05-
13T14:13:47.8426314Z I
NFO : 
ValidateFileCertificateC
heck: Validate certificate 
against file on 
WINHTTP_CALLBACK_
STATUS_SENDING_REQ
UEST..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 65 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 34 37 2e 38 
34 32 36 33 31 34 5a 
20 49 4e 46 4f 20 3a 
20 43 65 72 74 69 66 
69 63 61 74 65 20 63 
68 65 63 6b 20 73 75 
63 63 65 65 64 65 64 
0d 0a 

2021-05-
13T14:13:47.8426314Z I
NFO : Certificate check 
succeeded..

success or wait 1 275B1B WriteFile
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C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 111 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 34 37 2e 38 
34 32 36 33 31 34 5a 
20 49 4e 46 4f 20 3a 
20 56 61 6c 69 64 61 
74 65 46 69 6c 65 43 
65 72 74 69 66 69 63 
61 74 65 43 68 65 63 
6b 3a 20 49 67 6e 6f 
72 65 20 57 49 4e 48 
54 54 50 5f 43 41 4c 
4c 42 41 43 4b 5f 53 
54 41 54 55 53 5f 52 
45 51 55 45 53 54 5f 
53 45 4e 54 0d 0a 

2021-05-
13T14:13:47.8426314Z I
NFO : 
ValidateFileCertificateC
heck: Ignore 
WINHTTP_CALLBACK_
STATUS_REQUEST_SEN
T..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 63 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 34 38 2e 30 
33 30 31 33 35 36 5a 
20 49 4e 46 4f 20 3a 
20 52 65 73 70 6f 6e 
73 65 20 73 74 61 74 
75 73 20 63 6f 64 65 
3a 20 32 30 30 0d 0a 

2021-05-
13T14:13:48.0301356Z I
NFO : Response status 
code: 200..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 61 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 34 38 2e 30 
33 30 31 33 35 36 5a 
20 49 4e 46 4f 20 3a 
20 52 65 73 70 6f 6e 
73 65 20 64 61 74 61 
20 73 69 7a 65 3a 20 
31 36 38 0d 0a 

2021-05-
13T14:13:48.0301356Z I
NFO : Response data size: 
168..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 114 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 34 38 2e 30 
33 30 31 33 35 36 5a 
20 49 4e 46 4f 20 3a 
20 74 72 79 53 65 6e 
64 52 65 71 75 65 73 
74 54 68 72 6f 75 67 
68 50 6f 74 65 6e 74 
69 61 6c 50 72 6f 78 
79 20 72 65 74 75 72 
6e 69 6e 67 20 72 65 
73 70 6f 6e 73 65 20 
77 69 74 68 20 73 74 
61 74 75 73 20 63 6f 
64 65 3a 20 32 30 30 
0d 0a 

2021-05-
13T14:13:48.0301356Z I
NFO : 
trySendRequestThroughPo
tentialProxy returning 
response with status code: 
200..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 64 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 34 38 2e 30 
33 30 31 33 35 36 5a 
20 49 4e 46 4f 20 3a 
20 52 65 71 75 65 73 
74 20 63 6f 6e 74 65 
6e 74 20 73 69 7a 65 
3a 20 31 33 35 37 0d 
0a 

2021-05-
13T14:13:48.0301356Z I
NFO : Request content 
size: 1357..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 144 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 34 38 2e 30 
39 32 36 33 36 36 5a 
20 49 4e 46 4f 20 3a 
20 56 61 6c 69 64 61 
74 65 46 69 6c 65 43 
65 72 74 69 66 69 63 
61 74 65 43 68 65 63 
6b 3a 20 56 61 6c 69 
64 61 74 65 20 63 65 
72 74 69 66 69 63 61 
74 65 20 61 67 61 69 
6e 73 74 20 66 69 6c 
65 20 6f 6e 20 57 49 
4e 48 54 54 50 5f 43 
41 4c 4c 42 41 43 4b 
5f 53 54 41 54 55 53 5f 
53 45 4e 44 49 4e 47 
5f 52 45 51 55 45 53 
54 0d 0a 

2021-05-
13T14:13:48.0926366Z I
NFO : 
ValidateFileCertificateC
heck: Validate certificate 
against file on 
WINHTTP_CALLBACK_
STATUS_SENDING_REQ
UEST..

success or wait 1 275B1B WriteFile
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C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 65 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 34 38 2e 30 
39 32 36 33 36 36 5a 
20 49 4e 46 4f 20 3a 
20 43 65 72 74 69 66 
69 63 61 74 65 20 63 
68 65 63 6b 20 73 75 
63 63 65 65 64 65 64 
0d 0a 

2021-05-
13T14:13:48.0926366Z I
NFO : Certificate check 
succeeded..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 111 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 34 38 2e 30 
39 32 36 33 36 36 5a 
20 49 4e 46 4f 20 3a 
20 56 61 6c 69 64 61 
74 65 46 69 6c 65 43 
65 72 74 69 66 69 63 
61 74 65 43 68 65 63 
6b 3a 20 49 67 6e 6f 
72 65 20 57 49 4e 48 
54 54 50 5f 43 41 4c 
4c 42 41 43 4b 5f 53 
54 41 54 55 53 5f 52 
45 51 55 45 53 54 5f 
53 45 4e 54 0d 0a 

2021-05-
13T14:13:48.0926366Z I
NFO : 
ValidateFileCertificateC
heck: Ignore 
WINHTTP_CALLBACK_
STATUS_REQUEST_SEN
T..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 144 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 34 38 2e 32 
38 30 31 33 32 34 5a 
20 49 4e 46 4f 20 3a 
20 56 61 6c 69 64 61 
74 65 46 69 6c 65 43 
65 72 74 69 66 69 63 
61 74 65 43 68 65 63 
6b 3a 20 56 61 6c 69 
64 61 74 65 20 63 65 
72 74 69 66 69 63 61 
74 65 20 61 67 61 69 
6e 73 74 20 66 69 6c 
65 20 6f 6e 20 57 49 
4e 48 54 54 50 5f 43 
41 4c 4c 42 41 43 4b 
5f 53 54 41 54 55 53 5f 
53 45 4e 44 49 4e 47 
5f 52 45 51 55 45 53 
54 0d 0a 

2021-05-
13T14:13:48.2801324Z I
NFO : 
ValidateFileCertificateC
heck: Validate certificate 
against file on 
WINHTTP_CALLBACK_
STATUS_SENDING_REQ
UEST..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 65 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 34 38 2e 32 
38 30 31 33 32 34 5a 
20 49 4e 46 4f 20 3a 
20 43 65 72 74 69 66 
69 63 61 74 65 20 63 
68 65 63 6b 20 73 75 
63 63 65 65 64 65 64 
0d 0a 

2021-05-
13T14:13:48.2801324Z I
NFO : Certificate check 
succeeded..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 111 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 34 38 2e 32 
38 30 31 33 32 34 5a 
20 49 4e 46 4f 20 3a 
20 56 61 6c 69 64 61 
74 65 46 69 6c 65 43 
65 72 74 69 66 69 63 
61 74 65 43 68 65 63 
6b 3a 20 49 67 6e 6f 
72 65 20 57 49 4e 48 
54 54 50 5f 43 41 4c 
4c 42 41 43 4b 5f 53 
54 41 54 55 53 5f 52 
45 51 55 45 53 54 5f 
53 45 4e 54 0d 0a 

2021-05-
13T14:13:48.2801324Z I
NFO : 
ValidateFileCertificateC
heck: Ignore 
WINHTTP_CALLBACK_
STATUS_REQUEST_SEN
T..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 63 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 34 38 2e 32 
38 30 31 33 32 34 5a 
20 49 4e 46 4f 20 3a 
20 52 65 73 70 6f 6e 
73 65 20 73 74 61 74 
75 73 20 63 6f 64 65 
3a 20 32 30 30 0d 0a 

2021-05-
13T14:13:48.2801324Z I
NFO : Response status 
code: 200..

success or wait 1 275B1B WriteFile
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C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 61 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 34 38 2e 32 
38 30 31 33 32 34 5a 
20 49 4e 46 4f 20 3a 
20 52 65 73 70 6f 6e 
73 65 20 64 61 74 61 
20 73 69 7a 65 3a 20 
32 31 34 0d 0a 

2021-05-
13T14:13:48.2801324Z I
NFO : Response data size: 
214..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 299 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 34 38 2e 32 
38 30 31 33 32 34 5a 
20 49 4e 46 4f 20 3a 
20 50 61 72 73 69 6e 
67 20 6d 65 73 73 61 
67 65 20 72 65 63 65 
69 76 65 64 20 66 6f 
72 20 64 65 70 6c 6f 
79 6d 65 6e 74 20 74 
6f 6b 65 6e 3a 20 7b 
22 64 63 69 46 69 6c 
65 4e 61 6d 65 22 3a 
22 34 33 38 38 61 65 
65 35 62 65 38 31 62 
36 38 62 62 65 30 35 
36 37 64 31 61 39 62 
61 62 37 61 36 22 2c 
22 72 65 67 69 73 74 
72 61 74 69 6f 6e 54 6f 
6b 65 6e 22 3a 22 35 
30 32 66 63 34 34 66 
31 66 62 64 36 33 39 
64 61 33 61 38 32 32 
64 66 62 65 31 37 64 
64 33 65 34 61 36 30 
37 34 61 36 37 36 66 
64 35 33 34 66 32 30 
35 66 30 38 37 30 37 
61 62 63 35 30 66 37 
22 2c 22 70 72 6f 64 
75 63 74 73 22 3a 5b 
7b 22 70 72 6f 64 75 
63 74 22 3a 22 45 4e 
44 50 4f 49 4e 54 5f 50 
52 

2021-05-
13T14:13:48.2801324Z I
NFO : Parsing message 
received for deployment 
token: {"dciFi
leName":"4388aee5be81b6
8bbe056
7d1a9bab7a6","registration
Toke
n":"502fc44f1fbd639da3a8
22dfbe
17dd3e4a6074a676fd534f2
05f0870
7abc50f7","products":
[{"produc
t":"ENDPOINT_PR

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 133 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 34 38 2e 32 
38 30 31 33 32 34 5a 
20 49 4e 46 4f 20 3a 
20 4d 6f 64 65 6c 3a 
3a 74 6f 6b 65 6e 20 
76 61 6c 75 65 20 63 
68 61 6e 67 65 64 20 
74 6f 3a 20 35 30 32 
66 63 34 34 66 31 66 
62 64 36 33 39 64 61 
33 61 38 32 32 64 66 
62 65 31 37 64 64 33 
65 34 61 36 30 37 34 
61 36 37 36 66 64 35 
33 34 66 32 30 35 66 
30 38 37 30 37 61 62 
63 35 30 66 37 0d 0a 

2021-05-
13T14:13:48.2801324Z I
NFO : Model::token value 
changed to: 
502fc44f1fbd639da3a822d
fbe17dd3e4a6074a676fd53
4f205f08707abc50f7..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 78 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 34 38 2e 32 
38 30 31 33 32 34 5a 
20 49 4e 46 4f 20 3a 
20 4c 69 63 65 6e 73 
65 73 20 61 76 61 69 
6c 61 62 6c 65 3a 20 
45 4e 44 50 4f 49 4e 
54 5f 50 52 4f 54 45 43 
54 49 4f 4e 20 0d 0a 

2021-05-
13T14:13:48.2801324Z I
NFO : Licenses available: 
ENDP
OINT_PROTECTION ..

success or wait 1 275B1B WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 92 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 34 38 2e 34 
33 36 33 37 39 33 5a 
20 49 4e 46 4f 20 3a 
20 52 75 6e 6e 69 6e 
67 20 53 79 73 74 65 
6d 20 50 72 6f 70 65 
72 74 79 20 43 68 65 
63 6b 3a 20 53 61 66 
65 47 75 61 72 64 45 
6e 63 72 79 70 74 69 
6f 6e 20 2e 2e 2e 0d 
0a 

2021-05-
13T14:13:48.4363793Z I
NFO : Running System 
Property Check: 
SafeGuardEncryption .....

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 118 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 34 38 2e 34 
33 36 33 37 39 33 5a 
20 49 4e 46 4f 20 3a 
20 45 6e 74 65 72 65 
64 20 69 6e 73 74 61 
6c 6c 65 64 50 72 6f 
64 75 63 74 43 6f 64 
65 2c 20 75 70 67 72 
61 64 65 43 6f 64 65 
3d 7b 42 41 32 46 34 
37 44 33 2d 31 43 31 
37 2d 34 30 45 37 2d 
38 44 45 37 2d 31 43 
44 37 33 33 34 34 32 
42 36 43 7d 0d 0a 

2021-05-
13T14:13:48.4363793Z I
NFO : Entered 
installedProductCode, 
upgradeCode=
{BA2F47D3-1C17-40E7-
8DE7-1CD733442B6C}..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 62 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 34 38 2e 34 
33 36 33 37 39 33 5a 
20 49 4e 46 4f 20 3a 
20 50 72 6f 64 75 63 
74 20 69 73 20 6e 6f 
74 20 69 6e 73 74 61 
6c 6c 65 64 0d 0a 

2021-05-
13T14:13:48.4363793Z I
NFO : Product is not 
installed..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 86 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 34 38 2e 34 
33 36 33 37 39 33 5a 
20 49 4e 46 4f 20 3a 
20 6c 69 63 65 6e 73 
65 73 43 6f 6e 74 61 
69 6e 46 65 61 74 75 
72 65 28 44 45 56 49 
43 45 5f 45 4e 43 52 
59 50 54 49 4f 4e 29 
3a 20 66 61 6c 73 65 
0d 0a 

2021-05-
13T14:13:48.4363793Z I
NFO : 
licensesContainFeature(D
EVICE_ENCRYPTION): 
false..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 89 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 33 3a 34 38 2e 34 
33 36 33 37 39 33 5a 
20 49 4e 46 4f 20 3a 
20 53 79 73 74 65 6d 
20 50 72 6f 70 65 72 
74 79 20 43 68 65 63 
6b 3a 20 53 61 66 65 
47 75 61 72 64 45 6e 
63 72 79 70 74 69 6f 
6e 20 2d 20 50 41 53 
53 45 44 0d 0a 

2021-05-
13T14:13:48.4363793Z I
NFO : System Property 
Check: S
afeGuardEncryption - 
PASSED..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 68 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 34 3a 32 31 2e 38 
38 33 32 34 36 31 5a 
20 49 4e 46 4f 20 3a 
20 53 74 61 72 74 69 
6e 67 20 69 6e 73 74 
61 6c 6c 61 74 69 6f 
6e 20 70 72 6f 63 65 
73 73 2e 0d 0a 

2021-05-
13T14:14:21.8832461Z I
NFO : Starting installation 
process...

success or wait 1 275B1B WriteFile

File Path Offset Length Value Ascii Completion Count
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Address Symbol
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C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 90 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 34 3a 32 31 2e 39 
33 30 31 32 31 31 5a 
20 49 4e 46 4f 20 3a 
20 41 62 6f 75 74 20 
74 6f 20 65 78 65 63 
75 74 65 20 63 6f 6d 
6d 61 6e 64 3a 20 43 
6c 65 61 6e 53 6f 70 
68 6f 73 49 66 65 6f 4b 
65 79 73 43 6f 6d 6d 
61 6e 64 0d 0a 

2021-05-
13T14:14:21.9301211Z I
NFO : About to execute 
command: 
CleanSophosIfeoKeysCom
mand..

success or wait 5 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 140 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 34 3a 32 31 2e 39 
33 30 31 32 31 31 5a 
20 49 4e 46 4f 20 3a 
20 43 6f 6d 6d 61 6e 
64 20 27 43 6c 65 61 
6e 53 6f 70 68 6f 73 49 
66 65 6f 4b 65 79 73 
43 6f 6d 6d 61 6e 64 
27 20 63 6f 6d 70 6c 
65 74 65 64 20 77 69 
74 68 20 73 75 63 63 
65 73 73 20 77 69 74 
68 20 72 65 62 6f 6f 74 
20 63 6f 64 65 20 27 
30 27 20 61 6e 64 20 
65 72 72 6f 72 20 6d 
65 73 73 61 67 65 20 
27 27 2e 0d 0a 

2021-05-
13T14:14:21.9301211Z I
NFO : Command 
'CleanSophosIfeo
KeysCommand' completed 
with success with reboot 
code '0' and error message 
''...

success or wait 4 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 67 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 34 3a 32 31 2e 39 
33 30 31 32 31 31 5a 
20 49 4e 46 4f 20 3a 
20 53 41 55 20 75 70 
64 61 74 65 20 69 73 
20 6e 6f 74 20 69 6e 
20 70 72 6f 67 72 65 
73 73 0d 0a 

2021-05-
13T14:14:21.9301211Z I
NFO : SAU update is not in 
progress..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 117 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 34 3a 32 32 2e 33 
33 36 33 37 33 37 5a 
20 49 4e 46 4f 20 3a 
20 45 6e 73 75 72 69 
6e 67 20 61 6e 79 20 
4d 43 53 20 63 6c 69 
65 6e 74 20 73 65 72 
76 69 63 65 20 69 73 
20 73 74 6f 70 70 65 
64 20 74 6f 20 70 72 
65 76 65 6e 74 20 72 
61 63 65 20 66 6f 72 
20 70 6f 6c 69 63 79 
20 72 65 74 72 69 65 
76 61 6c 0d 0a 

2021-05-
13T14:14:22.3363737Z I
NFO : Ensuring any MCS 
client service is stopped to 
prevent race for policy 
retrieval..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 107 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 34 3a 32 32 2e 33 
33 36 33 37 33 37 5a 
20 49 4e 46 4f 20 3a 
20 53 65 6e 64 69 6e 
67 20 48 54 54 50 20 
27 50 4f 53 54 27 20 
72 65 71 75 65 73 74 
20 74 6f 3a 20 73 6f 70 
68 6f 73 2f 6d 61 6e 61 
67 65 6d 65 6e 74 2f 
65 70 2f 69 6e 73 74 
61 6c 6c 2f 72 65 67 
69 73 74 65 72 0d 0a 

2021-05-
13T14:14:22.3363737Z I
NFO : Sending HTTP 
'POST' request to: 
sophos/management/ep/i
nstall/register..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 76 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 34 3a 32 32 2e 38 
38 33 32 34 34 32 5a 
20 49 4e 46 4f 20 3a 
20 44 69 64 20 6e 6f 
74 20 64 69 73 63 6f 
76 65 72 20 61 6e 20 
55 52 4c 20 66 6f 72 
20 61 20 50 41 43 20 
66 69 6c 65 0d 0a 

2021-05-
13T14:14:22.8832442Z I
NFO : Did not discover an 
URL for a PAC file..

success or wait 1 275B1B WriteFile

File Path Offset Length Value Ascii Completion Count
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C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 97 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 34 3a 32 32 2e 38 
38 33 32 34 34 32 5a 
20 49 4e 46 4f 20 3a 
20 41 74 74 65 6d 70 
74 69 6e 67 20 74 6f 
20 63 6f 6e 6e 65 63 
74 20 75 73 69 6e 67 
20 70 72 6f 78 79 20 
27 27 20 6f 66 20 74 
79 70 65 20 27 45 6d 
70 74 79 20 50 72 6f 
78 79 27 2e 0d 0a 

2021-05-
13T14:14:22.8832442Z I
NFO : Attempting to 
connect using proxy '' of 
type 'Empty Proxy'...

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 69 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 34 3a 32 32 2e 38 
38 33 32 34 34 32 5a 
20 49 4e 46 4f 20 3a 
20 53 65 74 20 73 65 
63 75 72 69 74 79 20 
70 72 6f 74 6f 63 6f 6c 
3a 20 30 30 30 30 30 
38 30 30 0d 0a 

2021-05-
13T14:14:22.8832442Z I
NFO : Set security 
protocol: 00000800..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 108 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 34 3a 32 32 2e 38 
38 33 32 34 34 32 5a 
20 49 4e 46 4f 20 3a 
20 4f 70 65 6e 69 6e 
67 20 63 6f 6e 6e 65 
63 74 69 6f 6e 20 74 6f 
20 64 7a 72 2d 6d 63 
73 2d 61 6d 7a 6e 2d 
75 73 2d 77 65 73 74 
2d 32 2d 66 61 38 38 
2e 75 70 65 2e 70 2e 
68 6d 72 2e 73 6f 70 
68 6f 73 2e 63 6f 6d 0d 
0a 

2021-05-
13T14:14:22.8832442Z I
NFO : Opening connection 
to dzr-mcs-amzn-us-west-
2-fa88.upe.
p.hmr.sophos.com..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 105 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 34 3a 32 32 2e 38 
38 33 32 34 34 32 5a 
20 49 4e 46 4f 20 3a 
20 53 65 6e 64 69 6e 
67 20 72 65 71 75 65 
73 74 20 66 6f 72 20 
63 6f 6e 6e 65 63 74 
69 6f 6e 20 63 6f 6e 66 
69 72 6d 61 74 69 6f 
6e 20 74 68 72 6f 75 
67 68 20 70 6f 74 65 
6e 74 69 61 6c 20 70 
72 6f 78 79 0d 0a 

2021-05-
13T14:14:22.8832442Z I
NFO : Sending request for 
connection confirmation 
through potential proxy..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 61 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 34 3a 32 32 2e 38 
38 33 32 34 34 32 5a 
20 49 4e 46 4f 20 3a 
20 52 65 71 75 65 73 
74 20 63 6f 6e 74 65 
6e 74 20 73 69 7a 65 
3a 20 30 0d 0a 

2021-05-
13T14:14:22.8832442Z I
NFO : Request content 
size: 0..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 144 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 34 3a 32 32 2e 38 
38 33 32 34 34 32 5a 
20 49 4e 46 4f 20 3a 
20 56 61 6c 69 64 61 
74 65 46 69 6c 65 43 
65 72 74 69 66 69 63 
61 74 65 43 68 65 63 
6b 3a 20 56 61 6c 69 
64 61 74 65 20 63 65 
72 74 69 66 69 63 61 
74 65 20 61 67 61 69 
6e 73 74 20 66 69 6c 
65 20 6f 6e 20 57 49 
4e 48 54 54 50 5f 43 
41 4c 4c 42 41 43 4b 
5f 53 54 41 54 55 53 5f 
53 45 4e 44 49 4e 47 
5f 52 45 51 55 45 53 
54 0d 0a 

2021-05-
13T14:14:22.8832442Z I
NFO : 
ValidateFileCertificateC
heck: Validate certificate 
against file on 
WINHTTP_CALLBACK_
STATUS_SENDING_REQ
UEST..

success or wait 1 275B1B WriteFile

File Path Offset Length Value Ascii Completion Count
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C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 65 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 34 3a 32 32 2e 38 
38 33 32 34 34 32 5a 
20 49 4e 46 4f 20 3a 
20 43 65 72 74 69 66 
69 63 61 74 65 20 63 
68 65 63 6b 20 73 75 
63 63 65 65 64 65 64 
0d 0a 

2021-05-
13T14:14:22.8832442Z I
NFO : Certificate check 
succeeded..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 111 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 34 3a 32 32 2e 38 
38 33 32 34 34 32 5a 
20 49 4e 46 4f 20 3a 
20 56 61 6c 69 64 61 
74 65 46 69 6c 65 43 
65 72 74 69 66 69 63 
61 74 65 43 68 65 63 
6b 3a 20 49 67 6e 6f 
72 65 20 57 49 4e 48 
54 54 50 5f 43 41 4c 
4c 42 41 43 4b 5f 53 
54 41 54 55 53 5f 52 
45 51 55 45 53 54 5f 
53 45 4e 54 0d 0a 

2021-05-
13T14:14:22.8832442Z I
NFO : 
ValidateFileCertificateC
heck: Ignore 
WINHTTP_CALLBACK_
STATUS_REQUEST_SEN
T..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 63 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 34 3a 35 32 2e 39 
38 36 33 37 35 30 5a 
20 49 4e 46 4f 20 3a 
20 52 65 73 70 6f 6e 
73 65 20 73 74 61 74 
75 73 20 63 6f 64 65 
3a 20 32 30 30 0d 0a 

2021-05-
13T14:14:52.9863750Z I
NFO : Response status 
code: 200..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 61 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 34 3a 35 32 2e 39 
38 36 33 37 35 30 5a 
20 49 4e 46 4f 20 3a 
20 52 65 73 70 6f 6e 
73 65 20 64 61 74 61 
20 73 69 7a 65 3a 20 
31 36 38 0d 0a 

2021-05-
13T14:14:52.9863750Z I
NFO : Response data size: 
168..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 114 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 34 3a 35 32 2e 39 
38 36 33 37 35 30 5a 
20 49 4e 46 4f 20 3a 
20 74 72 79 53 65 6e 
64 52 65 71 75 65 73 
74 54 68 72 6f 75 67 
68 50 6f 74 65 6e 74 
69 61 6c 50 72 6f 78 
79 20 72 65 74 75 72 
6e 69 6e 67 20 72 65 
73 70 6f 6e 73 65 20 
77 69 74 68 20 73 74 
61 74 75 73 20 63 6f 
64 65 3a 20 32 30 30 
0d 0a 

2021-05-
13T14:14:52.9863750Z I
NFO : 
trySendRequestThroughPo
tentialProxy returning 
response with status code: 
200..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 64 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 34 3a 35 32 2e 39 
38 36 33 37 35 30 5a 
20 49 4e 46 4f 20 3a 
20 52 65 71 75 65 73 
74 20 63 6f 6e 74 65 
6e 74 20 73 69 7a 65 
3a 20 31 33 35 37 0d 
0a 

2021-05-
13T14:14:52.9863750Z I
NFO : Request content 
size: 1357..

success or wait 1 275B1B WriteFile
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C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 144 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 34 3a 35 33 2e 30 
33 33 32 34 32 30 5a 
20 49 4e 46 4f 20 3a 
20 56 61 6c 69 64 61 
74 65 46 69 6c 65 43 
65 72 74 69 66 69 63 
61 74 65 43 68 65 63 
6b 3a 20 56 61 6c 69 
64 61 74 65 20 63 65 
72 74 69 66 69 63 61 
74 65 20 61 67 61 69 
6e 73 74 20 66 69 6c 
65 20 6f 6e 20 57 49 
4e 48 54 54 50 5f 43 
41 4c 4c 42 41 43 4b 
5f 53 54 41 54 55 53 5f 
53 45 4e 44 49 4e 47 
5f 52 45 51 55 45 53 
54 0d 0a 

2021-05-
13T14:14:53.0332420Z I
NFO : 
ValidateFileCertificateC
heck: Validate certificate 
against file on 
WINHTTP_CALLBACK_
STATUS_SENDING_REQ
UEST..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 65 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 34 3a 35 33 2e 30 
33 33 32 34 32 30 5a 
20 49 4e 46 4f 20 3a 
20 43 65 72 74 69 66 
69 63 61 74 65 20 63 
68 65 63 6b 20 73 75 
63 63 65 65 64 65 64 
0d 0a 

2021-05-
13T14:14:53.0332420Z I
NFO : Certificate check 
succeeded..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 111 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 34 3a 35 33 2e 30 
33 33 32 34 32 30 5a 
20 49 4e 46 4f 20 3a 
20 56 61 6c 69 64 61 
74 65 46 69 6c 65 43 
65 72 74 69 66 69 63 
61 74 65 43 68 65 63 
6b 3a 20 49 67 6e 6f 
72 65 20 57 49 4e 48 
54 54 50 5f 43 41 4c 
4c 42 41 43 4b 5f 53 
54 41 54 55 53 5f 52 
45 51 55 45 53 54 5f 
53 45 4e 54 0d 0a 

2021-05-
13T14:14:53.0332420Z I
NFO : 
ValidateFileCertificateC
heck: Ignore 
WINHTTP_CALLBACK_
STATUS_REQUEST_SEN
T..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 144 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 34 3a 35 33 2e 34 
38 36 33 36 34 39 5a 
20 49 4e 46 4f 20 3a 
20 56 61 6c 69 64 61 
74 65 46 69 6c 65 43 
65 72 74 69 66 69 63 
61 74 65 43 68 65 63 
6b 3a 20 56 61 6c 69 
64 61 74 65 20 63 65 
72 74 69 66 69 63 61 
74 65 20 61 67 61 69 
6e 73 74 20 66 69 6c 
65 20 6f 6e 20 57 49 
4e 48 54 54 50 5f 43 
41 4c 4c 42 41 43 4b 
5f 53 54 41 54 55 53 5f 
53 45 4e 44 49 4e 47 
5f 52 45 51 55 45 53 
54 0d 0a 

2021-05-
13T14:14:53.4863649Z I
NFO : 
ValidateFileCertificateC
heck: Validate certificate 
against file on 
WINHTTP_CALLBACK_
STATUS_SENDING_REQ
UEST..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 65 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 34 3a 35 33 2e 34 
38 36 33 36 34 39 5a 
20 49 4e 46 4f 20 3a 
20 43 65 72 74 69 66 
69 63 61 74 65 20 63 
68 65 63 6b 20 73 75 
63 63 65 65 64 65 64 
0d 0a 

2021-05-
13T14:14:53.4863649Z I
NFO : Certificate check 
succeeded..

success or wait 1 275B1B WriteFile

File Path Offset Length Value Ascii Completion Count
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C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 111 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 34 3a 35 33 2e 34 
38 36 33 36 34 39 5a 
20 49 4e 46 4f 20 3a 
20 56 61 6c 69 64 61 
74 65 46 69 6c 65 43 
65 72 74 69 66 69 63 
61 74 65 43 68 65 63 
6b 3a 20 49 67 6e 6f 
72 65 20 57 49 4e 48 
54 54 50 5f 43 41 4c 
4c 42 41 43 4b 5f 53 
54 41 54 55 53 5f 52 
45 51 55 45 53 54 5f 
53 45 4e 54 0d 0a 

2021-05-
13T14:14:53.4863649Z I
NFO : 
ValidateFileCertificateC
heck: Ignore 
WINHTTP_CALLBACK_
STATUS_REQUEST_SEN
T..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 63 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 34 3a 35 33 2e 34 
38 36 33 36 34 39 5a 
20 49 4e 46 4f 20 3a 
20 52 65 73 70 6f 6e 
73 65 20 73 74 61 74 
75 73 20 63 6f 64 65 
3a 20 32 30 30 0d 0a 

2021-05-
13T14:14:53.4863649Z I
NFO : Response status 
code: 200..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 60 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 34 3a 35 33 2e 34 
38 36 33 36 34 39 5a 
20 49 4e 46 4f 20 3a 
20 52 65 73 70 6f 6e 
73 65 20 64 61 74 61 
20 73 69 7a 65 3a 20 
37 32 0d 0a 

2021-05-
13T14:14:53.4863649Z I
NFO : Response data size: 
72..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 97 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 34 3a 35 33 2e 34 
38 36 33 36 34 39 5a 
20 49 4e 46 4f 20 3a 
20 52 65 74 72 69 65 
76 65 64 20 65 6e 64 
70 6f 69 6e 74 20 69 
64 3a 20 31 63 36 64 
38 36 35 32 2d 66 34 
38 66 2d 37 34 35 35 
2d 32 38 64 64 2d 32 
63 36 65 36 38 30 38 
30 30 37 63 0d 0a 

2021-05-
13T14:14:53.4863649Z I
NFO : Retrieved endpoint 
id: 1c6d8652-f48f-7455-
28dd-2c6e6808007c..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 149 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 34 3a 35 34 2e 35 
33 33 32 33 39 34 5a 
20 49 4e 46 4f 20 3a 
20 53 65 6e 64 69 6e 
67 20 48 54 54 50 20 
27 47 45 54 27 20 72 
65 71 75 65 73 74 20 
74 6f 3a 20 73 6f 70 68 
6f 73 2f 6d 61 6e 61 67 
65 6d 65 6e 74 2f 65 
70 2f 69 6e 73 74 61 
6c 6c 2f 66 6c 61 67 
73 2f 65 6e 64 70 6f 69 
6e 74 2f 31 63 36 64 
38 36 35 32 2d 66 34 
38 66 2d 37 34 35 35 
2d 32 38 64 64 2d 32 
63 36 65 36 38 30 38 
30 30 37 63 0d 0a 

2021-05-
13T14:14:54.5332394Z I
NFO : Sending HTTP 
'GET' request to: 
sophos/management/ep/in
stall/flags/endpoint/1c6d86
52-f48f-7455-28dd-
2c6e6808007c..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 61 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 34 3a 35 34 2e 35 
33 33 32 33 39 34 5a 
20 49 4e 46 4f 20 3a 
20 52 65 71 75 65 73 
74 20 63 6f 6e 74 65 
6e 74 20 73 69 7a 65 
3a 20 30 0d 0a 

2021-05-
13T14:14:54.5332394Z I
NFO : Request content 
size: 0..

success or wait 1 275B1B WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 144 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 34 3a 35 34 2e 35 
33 33 32 33 39 34 5a 
20 49 4e 46 4f 20 3a 
20 56 61 6c 69 64 61 
74 65 46 69 6c 65 43 
65 72 74 69 66 69 63 
61 74 65 43 68 65 63 
6b 3a 20 56 61 6c 69 
64 61 74 65 20 63 65 
72 74 69 66 69 63 61 
74 65 20 61 67 61 69 
6e 73 74 20 66 69 6c 
65 20 6f 6e 20 57 49 
4e 48 54 54 50 5f 43 
41 4c 4c 42 41 43 4b 
5f 53 54 41 54 55 53 5f 
53 45 4e 44 49 4e 47 
5f 52 45 51 55 45 53 
54 0d 0a 

2021-05-
13T14:14:54.5332394Z I
NFO : 
ValidateFileCertificateC
heck: Validate certificate 
against file on 
WINHTTP_CALLBACK_
STATUS_SENDING_REQ
UEST..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 65 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 34 3a 35 34 2e 35 
33 33 32 33 39 34 5a 
20 49 4e 46 4f 20 3a 
20 43 65 72 74 69 66 
69 63 61 74 65 20 63 
68 65 63 6b 20 73 75 
63 63 65 65 64 65 64 
0d 0a 

2021-05-
13T14:14:54.5332394Z I
NFO : Certificate check 
succeeded..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 111 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 34 3a 35 34 2e 35 
33 33 32 33 39 34 5a 
20 49 4e 46 4f 20 3a 
20 56 61 6c 69 64 61 
74 65 46 69 6c 65 43 
65 72 74 69 66 69 63 
61 74 65 43 68 65 63 
6b 3a 20 49 67 6e 6f 
72 65 20 57 49 4e 48 
54 54 50 5f 43 41 4c 
4c 42 41 43 4b 5f 53 
54 41 54 55 53 5f 52 
45 51 55 45 53 54 5f 
53 45 4e 54 0d 0a 

2021-05-
13T14:14:54.5332394Z I
NFO : 
ValidateFileCertificateC
heck: Ignore 
WINHTTP_CALLBACK_
STATUS_REQUEST_SEN
T..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 63 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 34 3a 35 34 2e 37 
33 36 33 36 32 32 5a 
20 49 4e 46 4f 20 3a 
20 52 65 73 70 6f 6e 
73 65 20 73 74 61 74 
75 73 20 63 6f 64 65 
3a 20 32 30 30 0d 0a 

2021-05-
13T14:14:54.7363622Z I
NFO : Response status 
code: 200..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 62 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 34 3a 35 34 2e 37 
33 36 33 36 32 32 5a 
20 49 4e 46 4f 20 3a 
20 52 65 73 70 6f 6e 
73 65 20 64 61 74 61 
20 73 69 7a 65 3a 20 
31 30 35 36 0d 0a 

2021-05-
13T14:14:54.7363622Z I
NFO : Response data size: 
1056..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 65 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 34 3a 35 34 2e 37 
33 36 33 36 32 32 5a 
20 49 4e 46 4f 20 3a 
20 52 65 74 72 69 65 
76 65 64 20 33 33 20 
65 6e 64 70 6f 69 6e 
74 20 66 6c 61 67 73 
0d 0a 

2021-05-
13T14:14:54.7363622Z I
NFO : Retrieved 33 
endpoint flags..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 70 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 34 3a 35 34 2e 37 
33 36 33 36 32 32 5a 
20 49 4e 46 4f 20 3a 
20 53 65 74 74 69 6e 
67 20 73 64 64 73 33 
20 64 6f 77 6e 6c 6f 61 
64 20 74 6f 3a 20 66 
61 6c 73 65 0d 0a 

2021-05-
13T14:14:54.7363622Z I
NFO : Setting sdds3 
download to: false..

success or wait 1 275B1B WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 152 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 34 3a 35 34 2e 37 
33 36 33 36 32 32 5a 
20 49 4e 46 4f 20 3a 
20 53 65 6e 64 69 6e 
67 20 48 54 54 50 20 
27 50 55 54 27 20 72 
65 71 75 65 73 74 20 
74 6f 3a 20 73 6f 70 68 
6f 73 2f 6d 61 6e 61 67 
65 6d 65 6e 74 2f 65 
70 2f 69 6e 73 74 61 
6c 6c 2f 73 74 61 74 
75 73 65 73 2f 65 6e 
64 70 6f 69 6e 74 2f 31 
63 36 64 38 36 35 32 
2d 66 34 38 66 2d 37 
34 35 35 2d 32 38 64 
64 2d 32 63 36 65 36 
38 30 38 30 30 37 63 
0d 0a 

2021-05-
13T14:14:54.7363622Z I
NFO : Sending HTTP 
'PUT' request to: 
sophos/management/ep/in
stall/statuses/endpoint/1c6
d8652-f48f-7455-28dd-
2c6e6808007c..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 63 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 34 3a 35 34 2e 37 
33 36 33 36 32 32 5a 
20 49 4e 46 4f 20 3a 
20 52 65 71 75 65 73 
74 20 63 6f 6e 74 65 
6e 74 20 73 69 7a 65 
3a 20 39 39 30 0d 0a 

2021-05-
13T14:14:54.7363622Z I
NFO : Request content 
size: 990..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 144 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 34 3a 35 34 2e 37 
33 36 33 36 32 32 5a 
20 49 4e 46 4f 20 3a 
20 56 61 6c 69 64 61 
74 65 46 69 6c 65 43 
65 72 74 69 66 69 63 
61 74 65 43 68 65 63 
6b 3a 20 56 61 6c 69 
64 61 74 65 20 63 65 
72 74 69 66 69 63 61 
74 65 20 61 67 61 69 
6e 73 74 20 66 69 6c 
65 20 6f 6e 20 57 49 
4e 48 54 54 50 5f 43 
41 4c 4c 42 41 43 4b 
5f 53 54 41 54 55 53 5f 
53 45 4e 44 49 4e 47 
5f 52 45 51 55 45 53 
54 0d 0a 

2021-05-
13T14:14:54.7363622Z I
NFO : 
ValidateFileCertificateC
heck: Validate certificate 
against file on 
WINHTTP_CALLBACK_
STATUS_SENDING_REQ
UEST..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 65 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 34 3a 35 34 2e 37 
33 36 33 36 32 32 5a 
20 49 4e 46 4f 20 3a 
20 43 65 72 74 69 66 
69 63 61 74 65 20 63 
68 65 63 6b 20 73 75 
63 63 65 65 64 65 64 
0d 0a 

2021-05-
13T14:14:54.7363622Z I
NFO : Certificate check 
succeeded..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 111 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 34 3a 35 34 2e 37 
33 36 33 36 32 32 5a 
20 49 4e 46 4f 20 3a 
20 56 61 6c 69 64 61 
74 65 46 69 6c 65 43 
65 72 74 69 66 69 63 
61 74 65 43 68 65 63 
6b 3a 20 49 67 6e 6f 
72 65 20 57 49 4e 48 
54 54 50 5f 43 41 4c 
4c 42 41 43 4b 5f 53 
54 41 54 55 53 5f 52 
45 51 55 45 53 54 5f 
53 45 4e 54 0d 0a 

2021-05-
13T14:14:54.7363622Z I
NFO : 
ValidateFileCertificateC
heck: Ignore 
WINHTTP_CALLBACK_
STATUS_REQUEST_SEN
T..

success or wait 1 275B1B WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 144 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 34 3a 35 34 2e 39 
38 36 33 36 31 39 5a 
20 49 4e 46 4f 20 3a 
20 56 61 6c 69 64 61 
74 65 46 69 6c 65 43 
65 72 74 69 66 69 63 
61 74 65 43 68 65 63 
6b 3a 20 56 61 6c 69 
64 61 74 65 20 63 65 
72 74 69 66 69 63 61 
74 65 20 61 67 61 69 
6e 73 74 20 66 69 6c 
65 20 6f 6e 20 57 49 
4e 48 54 54 50 5f 43 
41 4c 4c 42 41 43 4b 
5f 53 54 41 54 55 53 5f 
53 45 4e 44 49 4e 47 
5f 52 45 51 55 45 53 
54 0d 0a 

2021-05-
13T14:14:54.9863619Z I
NFO : 
ValidateFileCertificateC
heck: Validate certificate 
against file on 
WINHTTP_CALLBACK_
STATUS_SENDING_REQ
UEST..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 65 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 34 3a 35 34 2e 39 
38 36 33 36 31 39 5a 
20 49 4e 46 4f 20 3a 
20 43 65 72 74 69 66 
69 63 61 74 65 20 63 
68 65 63 6b 20 73 75 
63 63 65 65 64 65 64 
0d 0a 

2021-05-
13T14:14:54.9863619Z I
NFO : Certificate check 
succeeded..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 111 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 34 3a 35 34 2e 39 
38 36 33 36 31 39 5a 
20 49 4e 46 4f 20 3a 
20 56 61 6c 69 64 61 
74 65 46 69 6c 65 43 
65 72 74 69 66 69 63 
61 74 65 43 68 65 63 
6b 3a 20 49 67 6e 6f 
72 65 20 57 49 4e 48 
54 54 50 5f 43 41 4c 
4c 42 41 43 4b 5f 53 
54 41 54 55 53 5f 52 
45 51 55 45 53 54 5f 
53 45 4e 54 0d 0a 

2021-05-
13T14:14:54.9863619Z I
NFO : 
ValidateFileCertificateC
heck: Ignore 
WINHTTP_CALLBACK_
STATUS_REQUEST_SEN
T..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 63 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 34 3a 35 34 2e 39 
38 36 33 36 31 39 5a 
20 49 4e 46 4f 20 3a 
20 52 65 73 70 6f 6e 
73 65 20 73 74 61 74 
75 73 20 63 6f 64 65 
3a 20 32 30 30 0d 0a 

2021-05-
13T14:14:54.9863619Z I
NFO : Response status 
code: 200..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 59 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 34 3a 35 34 2e 39 
38 36 33 36 31 39 5a 
20 49 4e 46 4f 20 3a 
20 52 65 73 70 6f 6e 
73 65 20 64 61 74 61 
20 73 69 7a 65 3a 20 
30 0d 0a 

2021-05-
13T14:14:54.9863619Z I
NFO : Response data size: 
0..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 65 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 34 3a 35 34 2e 39 
38 36 33 36 31 39 5a 
20 49 4e 46 4f 20 3a 
20 41 74 74 65 6d 70 
74 20 74 6f 20 72 65 
74 72 69 65 76 65 20 
70 6f 6c 69 63 79 2e 
0d 0a 

2021-05-
13T14:14:54.9863619Z I
NFO : Attempt to retrieve 
policy...

success or wait 1 275B1B WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

Copyright Joe Security LLC 2021 Page 99 of 145



C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 179 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 34 3a 35 34 2e 39 
38 36 33 36 31 39 5a 
20 49 4e 46 4f 20 3a 
20 53 65 6e 64 69 6e 
67 20 48 54 54 50 20 
27 47 45 54 27 20 72 
65 71 75 65 73 74 20 
74 6f 3a 20 73 6f 70 68 
6f 73 2f 6d 61 6e 61 67 
65 6d 65 6e 74 2f 65 
70 2f 69 6e 73 74 61 
6c 6c 2f 63 6f 6d 6d 61 
6e 64 73 2f 61 70 70 
6c 69 63 61 74 69 6f 
6e 73 2f 41 50 50 53 
50 52 4f 58 59 3b 41 
4c 43 2f 65 6e 64 70 6f 
69 6e 74 2f 31 63 36 
64 38 36 35 32 2d 66 
34 38 66 2d 37 34 35 
35 2d 32 38 64 64 2d 
32 63 36 65 36 38 30 
38 30 30 37 63 0d 0a 

2021-05-
13T14:14:54.9863619Z I
NFO : Sending HTTP 
'GET' request to: 
sophos/management/ep/in
stall/commands/application
s/AP
PSPROXY;ALC/endpoint/1
c6d8652-f48f-7455-28dd-
2c6e6808007c..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 61 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 34 3a 35 34 2e 39 
38 36 33 36 31 39 5a 
20 49 4e 46 4f 20 3a 
20 52 65 71 75 65 73 
74 20 63 6f 6e 74 65 
6e 74 20 73 69 7a 65 
3a 20 30 0d 0a 

2021-05-
13T14:14:54.9863619Z I
NFO : Request content 
size: 0..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 144 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 34 3a 35 35 2e 30 
33 33 32 33 37 33 5a 
20 49 4e 46 4f 20 3a 
20 56 61 6c 69 64 61 
74 65 46 69 6c 65 43 
65 72 74 69 66 69 63 
61 74 65 43 68 65 63 
6b 3a 20 56 61 6c 69 
64 61 74 65 20 63 65 
72 74 69 66 69 63 61 
74 65 20 61 67 61 69 
6e 73 74 20 66 69 6c 
65 20 6f 6e 20 57 49 
4e 48 54 54 50 5f 43 
41 4c 4c 42 41 43 4b 
5f 53 54 41 54 55 53 5f 
53 45 4e 44 49 4e 47 
5f 52 45 51 55 45 53 
54 0d 0a 

2021-05-
13T14:14:55.0332373Z I
NFO : 
ValidateFileCertificateC
heck: Validate certificate 
against file on 
WINHTTP_CALLBACK_
STATUS_SENDING_REQ
UEST..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 65 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 34 3a 35 35 2e 30 
33 33 32 33 37 33 5a 
20 49 4e 46 4f 20 3a 
20 43 65 72 74 69 66 
69 63 61 74 65 20 63 
68 65 63 6b 20 73 75 
63 63 65 65 64 65 64 
0d 0a 

2021-05-
13T14:14:55.0332373Z I
NFO : Certificate check 
succeeded..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 111 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 34 3a 35 35 2e 30 
33 33 32 33 37 33 5a 
20 49 4e 46 4f 20 3a 
20 56 61 6c 69 64 61 
74 65 46 69 6c 65 43 
65 72 74 69 66 69 63 
61 74 65 43 68 65 63 
6b 3a 20 49 67 6e 6f 
72 65 20 57 49 4e 48 
54 54 50 5f 43 41 4c 
4c 42 41 43 4b 5f 53 
54 41 54 55 53 5f 52 
45 51 55 45 53 54 5f 
53 45 4e 54 0d 0a 

2021-05-
13T14:14:55.0332373Z I
NFO : 
ValidateFileCertificateC
heck: Ignore 
WINHTTP_CALLBACK_
STATUS_REQUEST_SEN
T..

success or wait 1 275B1B WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 63 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 34 3a 35 35 2e 32 
33 36 33 36 34 33 5a 
20 49 4e 46 4f 20 3a 
20 52 65 73 70 6f 6e 
73 65 20 73 74 61 74 
75 73 20 63 6f 64 65 
3a 20 32 30 30 0d 0a 

2021-05-
13T14:14:55.2363643Z I
NFO : Response status 
code: 200..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 61 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 34 3a 35 35 2e 32 
33 36 33 36 34 33 5a 
20 49 4e 46 4f 20 3a 
20 52 65 73 70 6f 6e 
73 65 20 64 61 74 61 
20 73 69 7a 65 3a 20 
37 39 30 0d 0a 

2021-05-
13T14:14:55.2363643Z I
NFO : Response data size: 
790..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 149 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 34 3a 35 35 2e 32 
33 36 33 36 34 33 5a 
20 49 4e 46 4f 20 3a 
20 53 75 63 63 65 73 
73 66 75 6c 6c 79 20 
72 65 74 72 69 65 76 
65 64 20 70 6f 6c 69 
63 79 20 77 69 74 68 
20 70 6f 6c 69 63 79 
49 64 3d 27 65 61 38 
31 38 63 37 64 63 36 
37 38 62 34 62 35 64 
32 31 65 36 63 63 30 
65 31 31 31 32 61 65 
62 33 31 32 35 66 63 
37 35 32 39 36 30 34 
66 34 65 32 30 39 33 
36 33 37 35 36 65 38 
66 37 66 38 65 27 2e 
0d 0a 

2021-05-
13T14:14:55.2363643Z I
NFO : Successfully 
retrieved policy with 
policyId='ea818c7dc
678b4b5d21e6cc0e1112ae
b3125fc7
529604f4e209363756e8f7f
8e'...

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 158 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 34 3a 35 35 2e 32 
33 36 33 36 34 33 5a 
20 49 4e 46 4f 20 3a 
20 53 65 6e 64 69 6e 
67 20 48 54 54 50 20 
27 44 45 4c 45 54 45 
27 20 72 65 71 75 65 
73 74 20 74 6f 3a 20 
73 6f 70 68 6f 73 2f 6d 
61 6e 61 67 65 6d 65 
6e 74 2f 65 70 2f 69 6e 
73 74 61 6c 6c 2f 63 6f 
6d 6d 61 6e 64 73 2f 
65 6e 64 70 6f 69 6e 
74 2f 31 63 36 64 38 
36 35 32 2d 66 34 38 
66 2d 37 34 35 35 2d 
32 38 64 64 2d 32 63 
36 65 36 38 30 38 30 
30 37 63 2f 31 38 0d 
0a 

2021-05-
13T14:14:55.2363643Z I
NFO : Sending HTTP 
'DELETE' request to: 
sophos/management/ep
/install/commands/endpoin
t/1c6d8652-f48f-7455-
28dd-2c6e6808007c/18..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 61 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 34 3a 35 35 2e 32 
33 36 33 36 34 33 5a 
20 49 4e 46 4f 20 3a 
20 52 65 71 75 65 73 
74 20 63 6f 6e 74 65 
6e 74 20 73 69 7a 65 
3a 20 30 0d 0a 

2021-05-
13T14:14:55.2363643Z I
NFO : Request content 
size: 0..

success or wait 1 275B1B WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 144 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 34 3a 35 35 2e 32 
33 36 33 36 34 33 5a 
20 49 4e 46 4f 20 3a 
20 56 61 6c 69 64 61 
74 65 46 69 6c 65 43 
65 72 74 69 66 69 63 
61 74 65 43 68 65 63 
6b 3a 20 56 61 6c 69 
64 61 74 65 20 63 65 
72 74 69 66 69 63 61 
74 65 20 61 67 61 69 
6e 73 74 20 66 69 6c 
65 20 6f 6e 20 57 49 
4e 48 54 54 50 5f 43 
41 4c 4c 42 41 43 4b 
5f 53 54 41 54 55 53 5f 
53 45 4e 44 49 4e 47 
5f 52 45 51 55 45 53 
54 0d 0a 

2021-05-
13T14:14:55.2363643Z I
NFO : 
ValidateFileCertificateC
heck: Validate certificate 
against file on 
WINHTTP_CALLBACK_
STATUS_SENDING_REQ
UEST..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 65 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 34 3a 35 35 2e 32 
33 36 33 36 34 33 5a 
20 49 4e 46 4f 20 3a 
20 43 65 72 74 69 66 
69 63 61 74 65 20 63 
68 65 63 6b 20 73 75 
63 63 65 65 64 65 64 
0d 0a 

2021-05-
13T14:14:55.2363643Z I
NFO : Certificate check 
succeeded..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 111 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 34 3a 35 35 2e 32 
33 36 33 36 34 33 5a 
20 49 4e 46 4f 20 3a 
20 56 61 6c 69 64 61 
74 65 46 69 6c 65 43 
65 72 74 69 66 69 63 
61 74 65 43 68 65 63 
6b 3a 20 49 67 6e 6f 
72 65 20 57 49 4e 48 
54 54 50 5f 43 41 4c 
4c 42 41 43 4b 5f 53 
54 41 54 55 53 5f 52 
45 51 55 45 53 54 5f 
53 45 4e 54 0d 0a 

2021-05-
13T14:14:55.2363643Z I
NFO : 
ValidateFileCertificateC
heck: Ignore 
WINHTTP_CALLBACK_
STATUS_REQUEST_SEN
T..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 63 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 34 3a 35 35 2e 34 
33 39 34 38 37 36 5a 
20 49 4e 46 4f 20 3a 
20 52 65 73 70 6f 6e 
73 65 20 73 74 61 74 
75 73 20 63 6f 64 65 
3a 20 32 30 30 0d 0a 

2021-05-
13T14:14:55.4394876Z I
NFO : Response status 
code: 200..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 59 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 34 3a 35 35 2e 34 
33 39 34 38 37 36 5a 
20 49 4e 46 4f 20 3a 
20 52 65 73 70 6f 6e 
73 65 20 64 61 74 61 
20 73 69 7a 65 3a 20 
30 0d 0a 

2021-05-
13T14:14:55.4394876Z I
NFO : Response data size: 
0..

success or wait 1 275B1B WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 185 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 34 3a 35 35 2e 34 
33 39 34 38 37 36 5a 
20 49 4e 46 4f 20 3a 
20 53 65 6e 64 69 6e 
67 20 48 54 54 50 20 
27 47 45 54 27 20 72 
65 71 75 65 73 74 20 
74 6f 3a 20 73 6f 70 68 
6f 73 2f 6d 61 6e 61 67 
65 6d 65 6e 74 2f 65 
70 2f 69 6e 73 74 61 
6c 6c 2f 70 6f 6c 69 63 
79 2f 61 70 70 6c 69 
63 61 74 69 6f 6e 2f 41 
4c 43 2f 65 61 38 31 
38 63 37 64 63 36 37 
38 62 34 62 35 64 32 
31 65 36 63 63 30 65 
31 31 31 32 61 65 62 
33 31 32 35 66 63 37 
35 32 39 36 30 34 66 
34 65 32 30 39 33 36 
33 37 35 36 65 38 66 
37 66 38 65 0d 0a 

2021-05-
13T14:14:55.4394876Z I
NFO : Sending HTTP 
'GET' request to: 
sophos/management/ep/in
stall/policy/application/ALC
/e
a818c7dc678b4b5d21e6cc
0e1112ae
b3125fc7529604f4e209363
756e8f7f8e..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 61 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 34 3a 35 35 2e 34 
33 39 34 38 37 36 5a 
20 49 4e 46 4f 20 3a 
20 52 65 71 75 65 73 
74 20 63 6f 6e 74 65 
6e 74 20 73 69 7a 65 
3a 20 30 0d 0a 

2021-05-
13T14:14:55.4394876Z I
NFO : Request content 
size: 0..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 144 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 34 3a 35 35 2e 34 
33 39 34 38 37 36 5a 
20 49 4e 46 4f 20 3a 
20 56 61 6c 69 64 61 
74 65 46 69 6c 65 43 
65 72 74 69 66 69 63 
61 74 65 43 68 65 63 
6b 3a 20 56 61 6c 69 
64 61 74 65 20 63 65 
72 74 69 66 69 63 61 
74 65 20 61 67 61 69 
6e 73 74 20 66 69 6c 
65 20 6f 6e 20 57 49 
4e 48 54 54 50 5f 43 
41 4c 4c 42 41 43 4b 
5f 53 54 41 54 55 53 5f 
53 45 4e 44 49 4e 47 
5f 52 45 51 55 45 53 
54 0d 0a 

2021-05-
13T14:14:55.4394876Z I
NFO : 
ValidateFileCertificateC
heck: Validate certificate 
against file on 
WINHTTP_CALLBACK_
STATUS_SENDING_REQ
UEST..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 65 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 34 3a 35 35 2e 34 
33 39 34 38 37 36 5a 
20 49 4e 46 4f 20 3a 
20 43 65 72 74 69 66 
69 63 61 74 65 20 63 
68 65 63 6b 20 73 75 
63 63 65 65 64 65 64 
0d 0a 

2021-05-
13T14:14:55.4394876Z I
NFO : Certificate check 
succeeded..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 111 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 34 3a 35 35 2e 34 
33 39 34 38 37 36 5a 
20 49 4e 46 4f 20 3a 
20 56 61 6c 69 64 61 
74 65 46 69 6c 65 43 
65 72 74 69 66 69 63 
61 74 65 43 68 65 63 
6b 3a 20 49 67 6e 6f 
72 65 20 57 49 4e 48 
54 54 50 5f 43 41 4c 
4c 42 41 43 4b 5f 53 
54 41 54 55 53 5f 52 
45 51 55 45 53 54 5f 
53 45 4e 54 0d 0a 

2021-05-
13T14:14:55.4394876Z I
NFO : 
ValidateFileCertificateC
heck: Ignore 
WINHTTP_CALLBACK_
STATUS_REQUEST_SEN
T..

success or wait 1 275B1B WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 63 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 34 3a 35 35 2e 37 
33 36 34 35 37 34 5a 
20 49 4e 46 4f 20 3a 
20 52 65 73 70 6f 6e 
73 65 20 73 74 61 74 
75 73 20 63 6f 64 65 
3a 20 32 30 30 0d 0a 

2021-05-
13T14:14:55.7364574Z I
NFO : Response status 
code: 200..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 62 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 34 3a 35 35 2e 37 
33 36 34 35 37 34 5a 
20 49 4e 46 4f 20 3a 
20 52 65 73 70 6f 6e 
73 65 20 64 61 74 61 
20 73 69 7a 65 3a 20 
37 36 36 31 0d 0a 

2021-05-
13T14:14:55.7364574Z I
NFO : Response data size: 
7661..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 68 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 34 3a 35 35 2e 37 
33 36 34 35 37 34 5a 
20 49 4e 46 4f 20 3a 
20 41 73 73 75 6d 65 
20 6f 62 66 75 73 63 
61 74 65 64 20 53 41 
55 20 70 61 73 73 77 
6f 72 64 0d 0a 

2021-05-
13T14:14:55.7364574Z I
NFO : Assume obfuscated 
SAU password..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 164 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 34 3a 35 36 2e 30 
33 33 32 33 35 35 5a 
20 49 4e 46 4f 20 3a 
20 55 70 64 61 74 69 
6e 67 20 73 75 62 73 
63 72 69 70 74 69 6f 
6e 20 63 72 65 61 74 
65 64 20 77 69 74 68 
20 69 64 3a 20 42 61 
73 65 2c 20 72 69 67 
69 64 6e 61 6d 65 3a 
20 57 69 6e 64 6f 77 
73 43 6c 6f 75 64 4e 
65 78 74 47 65 6e 2c 
20 62 61 73 65 76 65 
72 73 69 6f 6e 3a 20 
31 31 2c 20 74 61 67 
3a 20 52 45 43 4f 4d 
4d 45 4e 44 45 44 2c 
20 66 69 78 65 64 76 
65 72 73 69 6f 6e 3a 
20 0d 0a 

2021-05-
13T14:14:56.0332355Z I
NFO : Updating subscr
iption created with id: 
Base, rigidname: 
WindowsCloudNextGen, 
baseversion: 11, tag: 
RECOMMENDED, 
fixedversion: ..

success or wait 2 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 56 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 34 3a 35 36 2e 30 
33 33 32 33 35 35 5a 
20 49 4e 46 4f 20 3a 
20 46 65 61 74 75 72 
65 73 3a 20 41 50 50 
43 4e 54 52 4c 0d 0a 

2021-05-
13T14:14:56.0332355Z I
NFO : Features: 
APPCNTRL..

success or wait 11 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 69 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 34 3a 35 36 2e 30 
38 30 31 31 31 34 5a 
20 49 4e 46 4f 20 3a 
20 53 65 74 74 69 6e 
67 20 68 74 74 70 73 
20 64 6f 77 6e 6c 6f 61 
64 20 74 6f 3a 20 74 
72 75 65 0d 0a 

2021-05-
13T14:14:56.0801114Z I
NFO : Setting https 
download to: true..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 93 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 34 3a 35 36 2e 30 
38 30 31 31 31 34 5a 
20 49 4e 46 4f 20 3a 
20 55 70 64 61 74 69 
6e 67 20 20 63 72 65 
64 65 6e 74 69 61 6c 
73 20 63 72 65 61 74 
65 64 20 77 69 74 68 
20 75 73 65 72 6e 61 
6d 65 3a 20 35 56 4f 
5a 4f 49 36 56 59 51 
0d 0a 

2021-05-
13T14:14:56.0801114Z I
NFO : Updating  
credentials created with 
username: 5VOZOI6VYQ..

success or wait 1 275B1B WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 171 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 34 3a 35 36 2e 30 
38 30 31 31 31 34 5a 
20 49 4e 46 4f 20 3a 
20 53 65 6e 64 69 6e 
67 20 48 54 54 50 20 
27 50 4f 53 54 27 20 
72 65 71 75 65 73 74 
20 74 6f 3a 20 73 6f 70 
68 6f 73 2f 6d 61 6e 61 
67 65 6d 65 6e 74 2f 
65 70 2f 69 6e 73 74 
61 6c 6c 2f 61 75 74 
68 65 6e 74 69 63 61 
74 65 2f 65 6e 64 70 6f 
69 6e 74 2f 31 63 36 
64 38 36 35 32 2d 66 
34 38 66 2d 37 34 35 
35 2d 32 38 64 64 2d 
32 63 36 65 36 38 30 
38 30 30 37 63 2f 72 6f 
6c 65 2f 65 6e 64 70 6f 
69 6e 74 0d 0a 

2021-05-
13T14:14:56.0801114Z I
NFO : Sending HTTP 
'POST' request to: 
sophos/management/ep/i
nstall/authenticate/endpoin
t/1c6d8652-f48f-7455-
28dd-2c6e680
8007c/role/endpoint..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 61 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 34 3a 35 36 2e 30 
38 30 31 31 31 34 5a 
20 49 4e 46 4f 20 3a 
20 52 65 71 75 65 73 
74 20 63 6f 6e 74 65 
6e 74 20 73 69 7a 65 
3a 20 30 0d 0a 

2021-05-
13T14:14:56.0801114Z I
NFO : Request content 
size: 0..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 144 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 34 3a 35 36 2e 30 
38 30 31 31 31 34 5a 
20 49 4e 46 4f 20 3a 
20 56 61 6c 69 64 61 
74 65 46 69 6c 65 43 
65 72 74 69 66 69 63 
61 74 65 43 68 65 63 
6b 3a 20 56 61 6c 69 
64 61 74 65 20 63 65 
72 74 69 66 69 63 61 
74 65 20 61 67 61 69 
6e 73 74 20 66 69 6c 
65 20 6f 6e 20 57 49 
4e 48 54 54 50 5f 43 
41 4c 4c 42 41 43 4b 
5f 53 54 41 54 55 53 5f 
53 45 4e 44 49 4e 47 
5f 52 45 51 55 45 53 
54 0d 0a 

2021-05-
13T14:14:56.0801114Z I
NFO : 
ValidateFileCertificateC
heck: Validate certificate 
against file on 
WINHTTP_CALLBACK_
STATUS_SENDING_REQ
UEST..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 65 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 34 3a 35 36 2e 30 
38 30 31 31 31 34 5a 
20 49 4e 46 4f 20 3a 
20 43 65 72 74 69 66 
69 63 61 74 65 20 63 
68 65 63 6b 20 73 75 
63 63 65 65 64 65 64 
0d 0a 

2021-05-
13T14:14:56.0801114Z I
NFO : Certificate check 
succeeded..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 111 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 34 3a 35 36 2e 30 
38 30 31 31 31 34 5a 
20 49 4e 46 4f 20 3a 
20 56 61 6c 69 64 61 
74 65 46 69 6c 65 43 
65 72 74 69 66 69 63 
61 74 65 43 68 65 63 
6b 3a 20 49 67 6e 6f 
72 65 20 57 49 4e 48 
54 54 50 5f 43 41 4c 
4c 42 41 43 4b 5f 53 
54 41 54 55 53 5f 52 
45 51 55 45 53 54 5f 
53 45 4e 54 0d 0a 

2021-05-
13T14:14:56.0801114Z I
NFO : 
ValidateFileCertificateC
heck: Ignore 
WINHTTP_CALLBACK_
STATUS_REQUEST_SEN
T..

success or wait 1 275B1B WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 63 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 34 3a 35 36 2e 34 
38 36 33 35 37 30 5a 
20 49 4e 46 4f 20 3a 
20 52 65 73 70 6f 6e 
73 65 20 73 74 61 74 
75 73 20 63 6f 64 65 
3a 20 32 30 30 0d 0a 

2021-05-
13T14:14:56.4863570Z I
NFO : Response status 
code: 200..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 62 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 34 3a 35 36 2e 34 
38 36 33 35 37 30 5a 
20 49 4e 46 4f 20 3a 
20 52 65 73 70 6f 6e 
73 65 20 64 61 74 61 
20 73 69 7a 65 3a 20 
31 30 39 30 0d 0a 

2021-05-
13T14:14:56.4863570Z I
NFO : Response data size: 
1090..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 151 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 34 3a 35 36 2e 34 
38 36 33 35 37 30 5a 
20 49 4e 46 4f 20 3a 
20 52 65 74 72 69 65 
76 65 64 20 6d 63 73 
20 61 75 74 68 3a 20 
74 65 6e 61 6e 74 5f 
69 64 3d 65 32 66 36 
63 62 61 39 2d 33 65 
37 62 2d 34 34 33 37 
2d 39 61 64 65 2d 64 
36 66 61 34 63 62 38 
35 63 35 66 20 64 65 
76 69 63 65 5f 69 64 
3d 63 31 64 36 36 38 
32 35 2d 34 66 66 38 
2d 34 37 35 35 2d 38 
32 64 64 2d 63 32 65 
36 38 36 38 30 30 30 
63 37 0d 0a 

2021-05-
13T14:14:56.4863570Z I
NFO : Retrieved mcs auth: 
tenant_id=e2f6cba9-3e7b-
4437-9ade-d6fa4cb85c5f 
device_id=c1d66825-4ff8-
4755-82dd-c2e6868000c7.
.

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 78 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 34 3a 35 36 2e 34 
38 36 33 35 37 30 5a 
20 49 4e 46 4f 20 3a 
20 52 65 73 74 61 72 
74 69 6e 67 20 4d 43 
53 20 43 6c 69 65 6e 
74 20 73 65 72 76 69 
63 65 20 69 66 20 73 
74 6f 70 70 65 64 0d 
0a 

2021-05-
13T14:14:56.4863570Z I
NFO : Restarting MCS 
Client service if stopped..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 125 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 35 3a 32 36 2e 36 
33 36 33 35 36 32 5a 
20 49 4e 46 4f 20 3a 
20 55 70 64 61 74 65 
20 43 61 63 68 65 20 
43 65 72 74 20 50 61 
74 68 20 66 6f 6c 64 
65 72 3a 20 43 3a 5c 
5c 50 72 6f 67 72 61 
6d 44 61 74 61 5c 5c 
53 6f 70 68 6f 73 5c 5c 
43 65 72 74 69 66 69 
63 61 74 65 73 5c 5c 
41 75 74 6f 55 70 64 
61 74 65 5c 5c 43 61 
63 68 65 0d 0a 

2021-05-
13T14:15:26.6363562Z I
NFO : Update Cache Cert 
Path folder: 
C:\\ProgramData\\Sophos
\\Certificates\\AutoUpdate\\
Cache..

success or wait 1 275B1B WriteFile

File Path Offset Length Value Ascii Completion Count
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C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 143 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 35 3a 32 36 2e 36 
33 36 33 35 36 32 5a 
20 49 4e 46 4f 20 3a 
20 41 62 6f 75 74 20 
74 6f 20 63 72 65 61 
74 65 20 64 69 72 65 
63 74 6f 72 79 3a 20 
43 3a 5c 5c 50 72 6f 
67 72 61 6d 44 61 74 
61 5c 5c 53 6f 70 68 6f 
73 5c 5c 43 6c 6f 75 
64 49 6e 73 74 61 6c 
6c 65 72 5c 5c 41 75 
74 6f 55 70 64 61 74 
65 50 72 65 70 61 72 
61 74 69 6f 6e 5c 5c 
43 61 63 68 65 5c 5c 
64 65 63 6f 64 65 64 
0d 0a 

2021-05-
13T14:15:26.6363562Z I
NFO : About to create 
directory: 
C:\\ProgramData\\Sophos\\
Cl
oudInstaller\\AutoUpdatePr
epar
ation\\Cache\\decoded..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 135 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 35 3a 32 36 2e 36 
33 36 33 35 36 32 5a 
20 49 4e 46 4f 20 3a 
20 43 72 65 61 74 65 
64 20 64 69 72 65 63 
74 6f 72 79 3a 20 43 
3a 5c 5c 50 72 6f 67 
72 61 6d 44 61 74 61 
5c 5c 53 6f 70 68 6f 73 
5c 5c 43 6c 6f 75 64 
49 6e 73 74 61 6c 6c 
65 72 5c 5c 41 75 74 
6f 55 70 64 61 74 65 
50 72 65 70 61 72 61 
74 69 6f 6e 5c 5c 43 
61 63 68 65 5c 5c 64 
65 63 6f 64 65 64 0d 
0a 

2021-05-
13T14:15:26.6363562Z I
NFO : Created directory: 
C:\\P
rogramData\\Sophos\\Clou
dInsta
ller\\AutoUpdatePreparatio
n\\Cache\\decoded..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 147 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 35 3a 32 36 2e 36 
33 36 33 35 36 32 5a 
20 49 4e 46 4f 20 3a 
20 41 62 6f 75 74 20 
74 6f 20 73 65 74 20 
73 65 63 75 72 69 74 
79 20 44 41 43 4c 20 
6f 6e 3a 20 43 3a 5c 
5c 50 72 6f 67 72 61 
6d 44 61 74 61 5c 5c 
53 6f 70 68 6f 73 5c 5c 
43 6c 6f 75 64 49 6e 
73 74 61 6c 6c 65 72 
5c 5c 41 75 74 6f 55 
70 64 61 74 65 50 72 
65 70 61 72 61 74 69 
6f 6e 5c 5c 43 61 63 
68 65 5c 5c 64 65 63 
6f 64 65 64 0d 0a 

2021-05-
13T14:15:26.6363562Z I
NFO : About to set security 
DACL on: 
C:\\ProgramData\\Sophos
\\CloudInstaller\\AutoUpdat
ePr
eparation\\Cache\\decoded
..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 138 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 35 3a 32 36 2e 36 
33 36 33 35 36 32 5a 
20 49 4e 46 4f 20 3a 
20 53 65 74 20 73 65 
63 75 72 69 74 79 20 
44 41 43 4c 20 6f 6e 
3a 20 43 3a 5c 5c 50 
72 6f 67 72 61 6d 44 
61 74 61 5c 5c 53 6f 
70 68 6f 73 5c 5c 43 6c 
6f 75 64 49 6e 73 74 
61 6c 6c 65 72 5c 5c 
41 75 74 6f 55 70 64 
61 74 65 50 72 65 70 
61 72 61 74 69 6f 6e 
5c 5c 43 61 63 68 65 
5c 5c 64 65 63 6f 64 
65 64 0d 0a 

2021-05-
13T14:15:26.6363562Z I
NFO : Set security DACL 
on: C:
\\ProgramData\\Sophos\\Cl
oudIn
staller\\AutoUpdatePrepara
tion\\Cache\\decoded..

success or wait 1 275B1B WriteFile

File Path Offset Length Value Ascii Completion Count
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Copyright Joe Security LLC 2021 Page 107 of 145



C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 144 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 35 3a 32 36 2e 36 
33 36 33 35 36 32 5a 
20 49 4e 46 4f 20 3a 
20 41 62 6f 75 74 20 
74 6f 20 63 72 65 61 
74 65 20 64 69 72 65 
63 74 6f 72 79 3a 20 
43 3a 5c 5c 50 72 6f 
67 72 61 6d 44 61 74 
61 5c 5c 53 6f 70 68 6f 
73 5c 5c 43 6c 6f 75 
64 49 6e 73 74 61 6c 
6c 65 72 5c 5c 41 75 
74 6f 55 70 64 61 74 
65 50 72 65 70 61 72 
61 74 69 6f 6e 5c 5c 
64 61 74 61 5c 5c 57 
61 72 65 68 6f 75 73 
65 0d 0a 

2021-05-
13T14:15:26.6363562Z I
NFO : About to create 
directory: 
C:\\ProgramData\\Sophos\\
Cl
oudInstaller\\AutoUpdatePr
epar
ation\\data\\Warehouse..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 136 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 35 3a 32 36 2e 36 
33 36 33 35 36 32 5a 
20 49 4e 46 4f 20 3a 
20 43 72 65 61 74 65 
64 20 64 69 72 65 63 
74 6f 72 79 3a 20 43 
3a 5c 5c 50 72 6f 67 
72 61 6d 44 61 74 61 
5c 5c 53 6f 70 68 6f 73 
5c 5c 43 6c 6f 75 64 
49 6e 73 74 61 6c 6c 
65 72 5c 5c 41 75 74 
6f 55 70 64 61 74 65 
50 72 65 70 61 72 61 
74 69 6f 6e 5c 5c 64 
61 74 61 5c 5c 57 61 
72 65 68 6f 75 73 65 
0d 0a 

2021-05-
13T14:15:26.6363562Z I
NFO : Created directory: 
C:\\P
rogramData\\Sophos\\Clou
dInsta
ller\\AutoUpdatePreparatio
n\\data\\Warehouse..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 137 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 35 3a 32 36 2e 36 
33 36 33 35 36 32 5a 
20 49 4e 46 4f 20 3a 
20 41 62 6f 75 74 20 
74 6f 20 73 65 74 20 
73 65 63 75 72 69 74 
79 20 44 41 43 4c 20 
6f 6e 3a 20 43 3a 5c 
5c 50 72 6f 67 72 61 
6d 44 61 74 61 5c 5c 
53 6f 70 68 6f 73 5c 5c 
43 6c 6f 75 64 49 6e 
73 74 61 6c 6c 65 72 
5c 5c 41 75 74 6f 55 
70 64 61 74 65 50 72 
65 70 61 72 61 74 69 
6f 6e 5c 5c 64 61 74 
61 0d 0a 

2021-05-
13T14:15:26.6363562Z I
NFO : About to set security 
DACL on: 
C:\\ProgramData\\Sophos
\\CloudInstaller\\AutoUpdat
ePreparation\\data..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 128 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 35 3a 32 36 2e 36 
38 33 32 33 30 32 5a 
20 49 4e 46 4f 20 3a 
20 53 65 74 20 73 65 
63 75 72 69 74 79 20 
44 41 43 4c 20 6f 6e 
3a 20 43 3a 5c 5c 50 
72 6f 67 72 61 6d 44 
61 74 61 5c 5c 53 6f 
70 68 6f 73 5c 5c 43 6c 
6f 75 64 49 6e 73 74 
61 6c 6c 65 72 5c 5c 
41 75 74 6f 55 70 64 
61 74 65 50 72 65 70 
61 72 61 74 69 6f 6e 
5c 5c 64 61 74 61 0d 
0a 

2021-05-
13T14:15:26.6832302Z I
NFO : Set security DACL 
on: C:
\\ProgramData\\Sophos\\Cl
oudIn
staller\\AutoUpdatePrepara
tion\\data..

success or wait 1 275B1B WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 121 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 35 3a 32 36 2e 36 
38 33 32 33 30 32 5a 
20 49 4e 46 4f 20 3a 
20 41 62 6f 75 74 20 
74 6f 20 63 72 65 61 
74 65 20 64 69 72 65 
63 74 6f 72 79 3a 20 
43 3a 5c 5c 50 72 6f 
67 72 61 6d 44 61 74 
61 5c 5c 53 6f 70 68 6f 
73 5c 5c 43 65 72 74 
69 66 69 63 61 74 65 
73 5c 5c 41 75 74 6f 
55 70 64 61 74 65 5c 
5c 43 61 63 68 65 0d 
0a 

2021-05-
13T14:15:26.6832302Z I
NFO : About to create 
directory: 
C:\\ProgramData\\Sophos\\
Ce
rtificates\\AutoUpdate\\Cac
he..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 113 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 35 3a 32 36 2e 36 
38 33 32 33 30 32 5a 
20 49 4e 46 4f 20 3a 
20 43 72 65 61 74 65 
64 20 64 69 72 65 63 
74 6f 72 79 3a 20 43 
3a 5c 5c 50 72 6f 67 
72 61 6d 44 61 74 61 
5c 5c 53 6f 70 68 6f 73 
5c 5c 43 65 72 74 69 
66 69 63 61 74 65 73 
5c 5c 41 75 74 6f 55 
70 64 61 74 65 5c 5c 
43 61 63 68 65 0d 0a 

2021-05-
13T14:15:26.6832302Z I
NFO : Created directory: 
C:\\P
rogramData\\Sophos\\Certi
ficat
es\\AutoUpdate\\Cache..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 125 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 35 3a 32 36 2e 36 
38 33 32 33 30 32 5a 
20 49 4e 46 4f 20 3a 
20 41 62 6f 75 74 20 
74 6f 20 73 65 74 20 
73 65 63 75 72 69 74 
79 20 44 41 43 4c 20 
6f 6e 3a 20 43 3a 5c 
5c 50 72 6f 67 72 61 
6d 44 61 74 61 5c 5c 
53 6f 70 68 6f 73 5c 5c 
43 65 72 74 69 66 69 
63 61 74 65 73 5c 5c 
41 75 74 6f 55 70 64 
61 74 65 5c 5c 43 61 
63 68 65 0d 0a 

2021-05-
13T14:15:26.6832302Z I
NFO : About to set security 
DACL on: 
C:\\ProgramData\\Sophos
\\Certificates\\AutoUpdate\\
Cache..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 116 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 35 3a 32 36 2e 36 
38 33 32 33 30 32 5a 
20 49 4e 46 4f 20 3a 
20 53 65 74 20 73 65 
63 75 72 69 74 79 20 
44 41 43 4c 20 6f 6e 
3a 20 43 3a 5c 5c 50 
72 6f 67 72 61 6d 44 
61 74 61 5c 5c 53 6f 
70 68 6f 73 5c 5c 43 
65 72 74 69 66 69 63 
61 74 65 73 5c 5c 41 
75 74 6f 55 70 64 61 
74 65 5c 5c 43 61 63 
68 65 0d 0a 

2021-05-
13T14:15:26.6832302Z I
NFO : Set security DACL 
on: C:
\\ProgramData\\Sophos\\C
ertifi
cates\\AutoUpdate\\Cache.
.

success or wait 1 275B1B WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 125 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 35 3a 32 36 2e 36 
38 33 32 33 30 32 5a 
20 49 4e 46 4f 20 3a 
20 55 70 64 61 74 65 
20 43 61 63 68 65 20 
43 65 72 74 20 50 61 
74 68 20 66 6f 6c 64 
65 72 3a 20 43 3a 5c 
5c 50 72 6f 67 72 61 
6d 44 61 74 61 5c 5c 
53 6f 70 68 6f 73 5c 5c 
43 65 72 74 69 66 69 
63 61 74 65 73 5c 5c 
41 75 74 6f 55 70 64 
61 74 65 5c 5c 43 61 
63 68 65 0d 0a 

2021-05-
13T14:15:26.6832302Z I
NFO : Update Cache Cert 
Path folder: 
C:\\ProgramData\\Sophos
\\Certificates\\AutoUpdate\\
Cache..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 125 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 35 3a 32 36 2e 36 
38 33 32 33 30 32 5a 
20 49 4e 46 4f 20 3a 
20 55 70 64 61 74 65 
20 43 61 63 68 65 20 
43 65 72 74 20 50 61 
74 68 20 66 6f 6c 64 
65 72 3a 20 43 3a 5c 
5c 50 72 6f 67 72 61 
6d 44 61 74 61 5c 5c 
53 6f 70 68 6f 73 5c 5c 
43 65 72 74 69 66 69 
63 61 74 65 73 5c 5c 
41 75 74 6f 55 70 64 
61 74 65 5c 5c 43 61 
63 68 65 0d 0a 

2021-05-
13T14:15:26.6832302Z I
NFO : Update Cache Cert 
Path folder: 
C:\\ProgramData\\Sophos
\\Certificates\\AutoUpdate\\
Cache..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 158 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 35 3a 32 36 2e 36 
38 33 32 33 30 32 5a 
20 49 4e 46 4f 20 3a 
20 57 72 69 74 69 6e 
67 20 63 65 72 74 3a 
20 43 3a 5c 5c 50 72 
6f 67 72 61 6d 44 61 
74 61 5c 5c 53 6f 70 
68 6f 73 5c 5c 43 65 
72 74 69 66 69 63 61 
74 65 73 5c 5c 41 75 
74 6f 55 70 64 61 74 
65 5c 5c 43 61 63 68 
65 5c 5c 31 33 32 33 
63 38 64 36 61 65 30 
37 36 39 34 32 62 38 
39 64 37 35 38 30 65 
65 34 66 36 33 30 65 
32 64 38 66 66 64 34 
63 2e 63 72 74 2e 63 
72 74 0d 0a 

2021-05-
13T14:15:26.6832302Z I
NFO : Writing cert: 
C:\\Progra
mData\\Sophos\\Certificate
s\\A
utoUpdate\\Cache\\1323c8
d6ae07
6942b89d7580ee4f630e2d
8ffd4c.crt.crt..

success or wait 3 275B1B WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\ProgramData\Sophos\Certific
ates\AutoUpdate\Cache\1323c8d6
ae076942b89d7580ee4f630e2d8ffd4c.crt.crt

unknown 1334 2d 2d 2d 2d 2d 42 45 
47 49 4e 20 43 45 52 
54 49 46 49 43 41 54 
45 2d 2d 2d 2d 2d 0a 
4d 49 49 44 6e 54 43 
43 41 6f 57 67 41 77 
49 42 41 67 49 42 42 
44 41 4e 42 67 6b 71 
68 6b 69 47 39 77 30 
42 41 51 73 46 41 44 
42 2f 4d 51 73 77 43 
51 59 44 56 51 51 47 
45 77 4a 48 51 6a 45 
50 0d 0a 4d 41 30 47 
41 31 55 45 42 77 77 
47 54 33 68 6d 62 33 
4a 6b 4d 51 38 77 44 
51 59 44 56 51 51 4b 
44 41 5a 54 62 33 42 
6f 62 33 4d 78 46 44 
41 53 42 67 4e 56 42 
41 73 4d 43 30 56 75 
5a 32 6c 75 0d 0a 5a 
57 56 79 61 57 35 6e 
4d 54 67 77 4e 67 59 
44 56 51 51 44 44 43 
39 54 62 33 42 6f 62 
33 4d 67 53 47 56 68 
63 6e 52 69 5a 57 46 
30 49 45 35 76 64 43 
31 47 62 33 49 74 55 
6d 56 73 5a 57 46 7a 
0d 0a 5a 53 42 53 62 
32 39 30 49 45 46 31 
64 47 68 76 63 6d 6c 
30 65 54 41 65 46 77 
30 78 4e 

-----BEGIN CERTIFICATE-
----.MI
IDnTCCAoWgAwIBAgIBB
DANBgkqhkiG
9w0BAQsFADB/MQswCQ
YDVQQGEwJHQj
EP..MA0GA1UEBwwGT3h
mb3JkMQ8wDQ
YDVQQKDAZTb3Bob3Mx
FDASBgNVBAsM
C0VuZ2lu..ZWVyaW5nMT
gwNgYDVQQD
DC9Tb3Bob3MgSGVhcnRi
ZWF0IE5vdC
1Gb3ItUmVsZWFz..ZSBS
b290IEF1dG
hvcml0eTAeFw0xN

success or wait 1 275FAD WriteFile

C:\ProgramData\Sophos\Certific
ates\AutoUpdate\Cache\33d6a435
957397fc9336c8633445aa33e1774500.crt.crt

unknown 1374 2d 2d 2d 2d 2d 42 45 
47 49 4e 20 43 45 52 
54 49 46 49 43 41 54 
45 2d 2d 2d 2d 2d 0a 
4d 49 49 44 75 7a 43 
43 41 71 4f 67 41 77 
49 42 41 67 49 42 41 
54 41 4e 42 67 6b 71 
68 6b 69 47 39 77 30 
42 41 51 73 46 41 44 
42 2f 4d 51 73 77 43 
51 59 44 56 51 51 47 
45 77 4a 48 51 6a 45 
50 0d 0a 4d 41 30 47 
41 31 55 45 42 77 77 
47 54 33 68 6d 62 33 
4a 6b 4d 51 38 77 44 
51 59 44 56 51 51 4b 
44 41 5a 54 62 33 42 
6f 62 33 4d 78 46 44 
41 53 42 67 4e 56 42 
41 73 4d 43 30 56 75 
5a 32 6c 75 0d 0a 5a 
57 56 79 61 57 35 6e 
4d 54 67 77 4e 67 59 
44 56 51 51 44 44 43 
39 54 62 33 42 6f 62 
33 4d 67 53 47 56 68 
63 6e 52 69 5a 57 46 
30 49 45 35 76 64 43 
31 47 62 33 49 74 55 
6d 56 73 5a 57 46 7a 
0d 0a 5a 53 42 53 62 
32 39 30 49 45 46 31 
64 47 68 76 63 6d 6c 
30 65 54 41 65 46 77 
30 78 4e 

-----BEGIN CERTIFICATE-
----.MI
IDuzCCAqOgAwIBAgIBAT
ANBgkqhkiG
9w0BAQsFADB/MQswCQ
YDVQQGEwJHQj
EP..MA0GA1UEBwwGT3h
mb3JkMQ8wDQ
YDVQQKDAZTb3Bob3Mx
FDASBgNVBAsM
C0VuZ2lu..ZWVyaW5nMT
gwNgYDVQQD
DC9Tb3Bob3MgSGVhcnRi
ZWF0IE5vdC
1Gb3ItUmVsZWFz..ZSBS
b290IEF1dG
hvcml0eTAeFw0xN

success or wait 1 275FAD WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\ProgramData\Sophos\Certific
ates\AutoUpdate\Cache\6e42f042
15a98ab99f22e0cd33c8217b96bf6a99.crt.crt

unknown 1388 2d 2d 2d 2d 2d 42 45 
47 49 4e 20 43 45 52 
54 49 46 49 43 41 54 
45 2d 2d 2d 2d 2d 0a 
4d 49 49 44 78 44 43 
43 41 71 79 67 41 77 
49 42 41 67 49 51 52 
39 30 56 75 77 35 6a 
2f 69 63 62 62 64 47 
74 6b 77 65 39 2b 6a 
41 4e 42 67 6b 71 68 
6b 69 47 39 77 30 42 
41 51 73 46 41 44 42 
68 0d 0a 4d 51 73 77 
43 51 59 44 56 51 51 
47 45 77 4a 48 51 6a 
45 50 4d 41 30 47 41 
31 55 45 42 77 77 47 
54 33 68 6d 62 33 4a 
6b 4d 51 38 77 44 51 
59 44 56 51 51 4b 44 
41 5a 54 62 33 42 6f 
62 33 4d 78 0d 0a 45 
6a 41 51 42 67 4e 56 
42 41 73 4d 43 55 68 
6c 59 58 4a 30 59 6d 
56 68 64 44 45 63 4d 
42 6f 47 41 31 55 45 
41 77 77 54 53 47 56 
68 63 6e 52 69 5a 57 
46 30 4c 58 56 7a 4c 
58 64 6c 63 33 51 74 
0d 0a 4d 6a 41 65 46 
77 30 79 4d 44 45 79 
4d 54 4d 78 4e 44 4d 
31 4d 7a 56 61 46 77 
30 79 4d 

-----BEGIN CERTIFICATE-
----.MI
IDxDCCAqygAwIBAgIQR9
0Vuw5j/icb
bdGtkwe9+jANBgkqhkiG9
w0BAQsFAD
Bh..MQswCQYDVQQGEw
JHQjEPMA0GA1
UEBwwGT3hmb3JkMQ8w
DQYDVQQKDAZT
b3Bob3Mx..EjAQBgNVBA
sMCUhlYXJ0
YmVhdDEcMBoGA1UEAw
wTSGVhcnRiZW
F0LXVzLXdlc3Qt..MjAeFw
0yMDEyMT
MxNDM1MzVaFw0yM

success or wait 1 275FAD WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 88 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 35 3a 32 36 2e 36 
38 33 32 33 30 32 5a 
20 49 4e 46 4f 20 3a 
20 4e 6f 20 53 52 56 
20 64 6f 6d 61 69 6e 
3b 20 61 74 74 65 6d 
70 74 69 6e 67 20 6e 
6f 6e 2d 53 52 56 20 
63 61 63 68 65 20 65 
76 61 6c 75 61 74 69 
6f 6e 0d 0a 

2021-05-
13T14:15:26.6832302Z I
NFO : No SRV domain; 
attempting non-SRV cache 
evaluation..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 97 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 35 3a 32 36 2e 36 
38 33 32 33 30 32 5a 
20 49 4e 46 4f 20 3a 
20 41 6e 61 6c 79 7a 
69 6e 67 20 77 68 65 
74 68 65 72 20 74 6f 
20 75 70 64 61 74 65 
20 66 72 6f 6d 20 53 6f 
70 68 6f 73 20 43 44 
4e 20 6f 72 20 75 70 
64 61 74 65 20 63 61 
63 68 65 0d 0a 

2021-05-
13T14:15:26.6832302Z I
NFO : Analyzing whether 
to update from Sophos 
CDN or update cache..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 78 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 35 3a 32 36 2e 37 
39 32 36 30 37 32 5a 
20 45 52 52 4f 52 20 
3a 20 45 72 72 6f 72 
3a 20 31 31 30 30 31 
20 77 68 69 6c 65 20 
63 61 6c 6c 69 6e 67 
20 67 65 74 61 64 64 
72 69 6e 66 6f 2e 0d 
0a 

2021-05-
13T14:15:26.7926072Z E
RROR : Error: 11001 while 
calling getaddrinfo...

success or wait 3 275B1B WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 143 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 35 3a 32 36 2e 37 
39 32 36 30 37 32 5a 
20 45 52 52 4f 52 20 
3a 20 45 72 72 6f 72 
20 67 65 74 74 69 6e 
67 20 69 70 20 61 64 
64 72 65 73 73 65 73 
20 66 6f 72 20 62 65 
64 70 61 76 30 30 31 
2e 63 6f 72 70 2e 6c 6f 
67 69 78 68 65 61 6c 
74 68 2e 6c 6f 63 61 
6c 3a 38 31 39 31 2e 
20 54 68 69 73 20 75 
70 64 61 74 65 20 63 
61 63 68 65 20 77 69 
6c 6c 20 62 65 20 69 
67 6e 6f 72 65 64 2e 
0d 0a 

2021-05-
13T14:15:26.7926072Z E
RROR : Error getting ip 
addresses for 
bedpav001.corp.logixhe
alth.local:8191. This 
update cache will be 
ignored...

success or wait 3 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 74 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 35 3a 32 36 2e 39 
33 33 32 32 39 34 5a 
20 49 4e 46 4f 20 3a 
20 41 6e 61 6c 79 73 
69 73 20 63 6f 6d 70 
6c 65 74 65 20 2d 20 
55 73 69 6e 67 20 53 
6f 70 68 6f 73 20 43 44 
4e 0d 0a 

2021-05-
13T14:15:26.9332294Z I
NFO : Analysis complete - 
Using Sophos CDN..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 80 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 35 3a 32 36 2e 39 
33 33 32 32 39 34 5a 
20 49 4e 46 4f 20 3a 
20 55 70 64 61 74 65 
20 43 61 63 68 65 20 
73 65 6c 65 63 74 69 
6f 6e 3a 20 68 6f 73 74 
6e 61 6d 65 3d 27 27 
3b 20 49 44 3d 27 27 
0d 0a 

2021-05-
13T14:15:26.9332294Z I
NFO : Update Cache 
selection: hostname=''; 
ID=''..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 58 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 35 3a 32 36 2e 39 
33 33 32 32 39 34 5a 
20 49 4e 46 4f 20 3a 
20 55 70 64 61 74 69 
6e 67 20 66 72 6f 6d 
20 53 6f 70 68 6f 73 0d 
0a 

2021-05-
13T14:15:26.9332294Z I
NFO : Updating from 
Sophos..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 76 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 35 3a 32 36 2e 39 
33 33 32 32 39 34 5a 
20 49 4e 46 4f 20 3a 
20 44 69 64 20 6e 6f 
74 20 64 69 73 63 6f 
76 65 72 20 61 6e 20 
55 52 4c 20 66 6f 72 
20 61 20 50 41 43 20 
66 69 6c 65 0d 0a 

2021-05-
13T14:15:26.9332294Z I
NFO : Did not discover an 
URL for a PAC file..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 71 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 35 3a 32 36 2e 39 
33 33 32 32 39 34 5a 
20 49 4e 46 4f 20 3a 
20 55 70 64 61 74 69 
6e 67 20 63 6f 6e 66 
69 67 75 72 65 64 20 
74 6f 20 75 73 65 3a 
20 48 54 54 50 53 0d 
0a 

2021-05-
13T14:15:26.9332294Z I
NFO : Updating configured 
to use: HTTPS..

success or wait 1 275B1B WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 87 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 35 3a 32 36 2e 39 
33 33 32 32 39 34 5a 
20 49 4e 46 4f 20 3a 
20 49 6e 69 74 69 61 
6c 20 64 6f 77 6e 6c 6f 
61 64 3a 20 61 74 74 
65 6d 70 74 69 6e 67 
20 74 6f 20 75 73 65 
20 62 75 6c 6b 20 6d 
65 74 61 64 61 74 61 
0d 0a 

2021-05-
13T14:15:26.9332294Z I
NFO : Initial download: 
attempting to use bulk 
metadata..

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 78 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 35 3a 32 36 2e 39 
33 33 32 32 39 34 5a 
20 49 4e 46 4f 20 3a 
20 43 61 6c 6c 69 6e 
67 20 53 55 4c 44 6f 
77 6e 6c 6f 61 64 65 
72 20 61 64 64 47 6c 
6f 62 61 6c 46 69 6c 
74 65 72 2e 2e 2e 0d 
0a 

2021-05-
13T14:15:26.9332294Z I
NFO : Calling 
SULDownloader ad
dGlobalFilter.....

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 56 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 35 3a 32 36 2e 39 
33 33 32 32 39 34 5a 
20 49 4e 46 4f 20 3a 
20 53 75 62 73 63 72 
69 70 74 69 6f 6e 3a 
20 42 61 73 65 0d 0a 

2021-05-
13T14:15:26.9332294Z I
NFO : Subscription: Base..

success or wait 2 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 122 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 35 3a 32 36 2e 39 
33 33 32 32 39 34 5a 
20 49 4e 46 4f 20 3a 
20 53 55 4c 20 69 6e 
66 6f 3a 20 5b 56 34 
36 33 38 31 5d 20 53 
55 3a 3a 48 61 6e 64 
6c 65 3a 3a 72 65 61 
64 52 65 6d 6f 74 65 
4d 65 74 61 64 61 74 
61 20 2b 20 53 55 3a 
3a 48 61 6e 64 6c 65 
3a 3a 72 65 61 64 52 
65 6d 6f 74 65 4d 65 
74 61 64 61 74 61 28 
29 0d 0a 

2021-05-
13T14:15:26.9332294Z I
NFO : SUL info: [V46381] 
SU::H
andle::readRemoteMetadat
a + SU
::Handle::readRemoteMeta
data()..

success or wait 2 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 124 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 35 3a 32 36 2e 39 
33 33 32 32 39 34 5a 
20 49 4e 46 4f 20 3a 
20 53 55 4c 20 69 6e 
66 6f 3a 20 5b 56 37 
35 38 38 34 5d 20 53 
55 3a 3a 4d 65 74 61 
64 61 74 61 3a 3a 72 
65 61 64 52 65 6d 6f 
74 65 4d 65 74 61 64 
61 74 61 20 53 55 3a 
3a 4d 65 74 61 64 61 
74 61 3a 3a 72 65 61 
64 52 65 6d 6f 74 65 
4d 65 74 61 64 61 74 
61 28 29 0d 0a 

2021-05-
13T14:15:26.9332294Z I
NFO : SUL info: [V75884] 
SU::M
etadata::readRemoteMeta
data SU
::Metadata::readRemoteM
etadata()..

success or wait 2 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 98 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 35 3a 32 36 2e 39 
33 33 32 32 39 34 5a 
20 49 4e 46 4f 20 3a 
20 53 55 4c 20 69 6e 
66 6f 3a 20 5b 49 34 
30 33 39 34 5d 20 44 
6f 77 6e 6c 6f 61 64 69 
6e 67 20 63 75 73 74 
6f 6d 65 72 20 66 69 
6c 65 20 66 72 6f 6d 
20 73 6f 70 68 6f 73 3a 
31 3a 31 0d 0a 

2021-05-
13T14:15:26.9332294Z I
NFO : SUL info: [I40394] 
Downloading customer file 
from sophos:1:1..

success or wait 2 275B1B WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 151 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 35 3a 32 36 2e 39 
33 33 32 32 39 34 5a 
20 49 4e 46 4f 20 3a 
20 53 55 4c 20 69 6e 
66 6f 3a 20 5b 56 38 
31 35 33 33 5d 20 53 
55 3a 3a 63 72 65 61 
74 65 43 61 63 68 65 
64 50 61 63 6b 61 67 
65 53 6f 75 72 63 65 
20 61 62 6f 75 74 20 
74 6f 20 63 72 65 61 
74 65 20 63 61 63 68 
65 64 20 70 61 63 6b 
61 67 65 20 73 6f 75 
72 63 65 20 66 6f 72 
20 73 6f 70 68 6f 73 3a 
31 3a 31 2c 20 75 72 
6c 3d 73 6f 70 68 6f 73 
0d 0a 

2021-05-
13T14:15:26.9332294Z I
NFO : SUL info: [V81533] 
SU::c
reateCachedPackageSour
ce about to create cached 
package source for 
sophos:1:1, url=sophos..

success or wait 2 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 219 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 35 3a 32 36 2e 39 
33 33 32 32 39 34 5a 
20 49 4e 46 4f 20 3a 
20 53 55 4c 20 69 6e 
66 6f 3a 20 5b 56 38 
31 35 33 33 5d 20 53 
55 3a 3a 63 72 65 61 
74 65 43 61 63 68 65 
64 50 61 63 6b 61 67 
65 53 6f 75 72 63 65 
20 63 72 65 61 74 69 
6e 67 20 72 6f 6f 74 20 
70 61 63 6b 61 67 65 
20 73 6f 75 72 63 65 
20 66 6f 72 20 6c 6f 63 
61 74 69 6f 6e 3a 20 
73 6f 70 68 6f 73 3a 31 
3a 68 74 74 70 3a 2f 2f 
64 63 69 2e 73 6f 70 
68 6f 73 75 70 64 2e 
63 6f 6d 2f 75 70 64 61 
74 65 2c 20 70 61 74 
68 3a 20 34 2f 33 38 2f 
34 33 38 38 61 65 65 
35 62 65 38 31 62 36 
38 62 62 65 30 35 36 
37 64 31 61 39 62 61 
62 37 61 36 2e 64 61 
74 0d 0a 

2021-05-
13T14:15:26.9332294Z I
NFO : SUL info: [V81533] 
SU::c
reateCachedPackageSour
ce creating root package 
source for location: 
sophos:1:http://dci.so
phosupd.com/update, 
path: 4/38
/4388aee5be81b68bbe056
7d1a9bab7a6.dat..

success or wait 2 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 117 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 35 3a 35 37 2e 33 
33 33 32 33 30 31 5a 
20 49 4e 46 4f 20 3a 
20 53 55 4c 20 69 6e 
66 6f 3a 20 5b 56 38 
31 35 33 33 5d 20 53 
55 3a 3a 63 72 65 61 
74 65 43 61 63 68 65 
64 50 61 63 6b 61 67 
65 53 6f 75 72 63 65 
20 63 72 65 61 74 69 
6e 67 20 63 61 63 68 
65 64 20 70 61 63 6b 
61 67 65 20 73 6f 75 
72 63 65 0d 0a 

2021-05-
13T14:15:57.3332301Z I
NFO : SUL info: [V81533] 
SU::c
reateCachedPackageSour
ce creating cached 
package source..

success or wait 2 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 121 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 35 3a 35 37 2e 33 
33 33 32 33 30 31 5a 
20 49 4e 46 4f 20 3a 
20 53 55 4c 20 69 6e 
66 6f 3a 20 5b 49 34 
30 33 39 35 5d 20 44 
6f 77 6e 6c 6f 61 64 65 
64 20 63 75 73 74 6f 
6d 65 72 20 66 69 6c 
65 3b 20 66 65 74 63 
68 69 6e 67 20 63 61 
74 61 6c 6f 67 75 65 
73 20 66 72 6f 6d 20 
73 6f 70 68 6f 73 3a 31 
3a 31 2e 2e 2e 0d 0a 

2021-05-
13T14:15:57.3332301Z I
NFO : SUL info: [I40395] 
Downloaded customer file; 
fetching catalogues from 
sophos:1:1.....

success or wait 2 275B1B WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 70 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 35 3a 35 37 2e 33 
33 33 32 33 30 31 5a 
20 49 4e 46 4f 20 3a 
20 53 55 4c 20 69 6e 
66 6f 3a 20 5b 49 34 
30 33 39 36 5d 20 52 
65 64 69 72 65 63 74 
73 3a 20 5b 5d 0d 0a 

2021-05-
13T14:15:57.3332301Z I
NFO : SUL info: [I40396] 
Redirects: []..

success or wait 2 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 139 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 35 3a 35 37 2e 33 
33 33 32 33 30 31 5a 
20 49 4e 46 4f 20 3a 
20 53 55 4c 20 69 6e 
66 6f 3a 20 5b 56 33 
31 39 39 33 5d 20 53 
55 3a 3a 69 6e 74 65 
72 6e 61 6c 3a 3a 43 
75 73 74 6f 6d 65 72 
46 69 6c 65 3a 3a 67 
65 74 57 61 72 65 68 
6f 75 73 65 73 46 72 6f 
6d 53 6f 70 68 6f 73 55 
70 64 61 74 65 53 6f 
75 72 63 65 20 47 65 
74 74 69 6e 67 20 63 
61 74 61 6c 6f 67 75 
65 73 0d 0a 

2021-05-
13T14:15:57.3332301Z I
NFO : SUL info: [V31993] 
SU::i
nternal::CustomerFile::get
Ware
housesFromSophosUpdat
eSource Getting 
catalogues..

success or wait 2 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 151 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 35 3a 35 37 2e 33 
33 33 32 33 30 31 5a 
20 49 4e 46 4f 20 3a 
20 53 55 4c 20 69 6e 
66 6f 3a 20 5b 56 35 
32 36 31 34 5d 20 53 
55 3a 3a 4c 6f 67 67 
69 6e 67 41 64 76 69 
73 6f 72 3a 3a 73 74 
61 72 74 5f 66 69 6c 
65 20 5b 6d 65 74 61 
64 61 74 61 5d 20 53 
79 6e 63 69 6e 67 3a 
20 63 61 74 61 6c 6f 
67 75 65 2f 73 64 64 
73 2e 43 45 50 4e 47 
5f 32 2d 31 38 2d 32 5f 
31 30 2d 38 2d 31 30 
2d 33 2e 31 2e 78 6d 
6c 0d 0a 

2021-05-
13T14:15:57.3332301Z I
NFO : SUL info: [V52614] 
SU::L
oggingAdvisor::start_file 
[metadata] Syncing: 
catalogue/sdds.CEPNG_2-
18-2_10-8-10-3.1.xml..

success or wait 16 275B1B WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 155 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 35 3a 35 37 2e 33 
33 33 32 33 30 31 5a 
20 49 4e 46 4f 20 3a 
20 53 55 4c 20 69 6e 
66 6f 3a 20 5b 56 35 
32 36 31 35 5d 20 53 
55 3a 3a 4c 6f 67 67 
69 6e 67 41 64 76 69 
73 6f 72 3a 3a 65 6e 
64 5f 66 69 6c 65 20 
5b 6d 65 74 61 64 61 
74 61 5d 20 53 75 63 
63 65 73 73 3a 20 63 
61 74 61 6c 6f 67 75 
65 2f 73 64 64 73 2e 
43 45 50 4e 47 5f 32 
2d 31 38 2d 32 5f 31 
30 2d 38 2d 31 30 2d 
33 2e 31 2e 78 6d 6c 
3a 20 30 20 6d 73 0d 
0a 

2021-05-
13T14:15:57.3332301Z I
NFO : SUL info: [V52615] 
SU::L
oggingAdvisor::end_file 
[metadata] Success: 
catalogue/sdds.CEPNG_2-
18-2_10-8-10-3.1.xml: 0 
ms..

success or wait 16 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 139 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 36 3a 32 37 2e 39 
38 33 32 32 36 37 5a 
20 49 4e 46 4f 20 3a 
20 53 55 4c 20 69 6e 
66 6f 3a 20 5b 56 33 
31 39 39 33 5d 20 53 
55 3a 3a 69 6e 74 65 
72 6e 61 6c 3a 3a 43 
75 73 74 6f 6d 65 72 
46 69 6c 65 3a 3a 67 
65 74 57 61 72 65 68 
6f 75 73 65 73 46 72 6f 
6d 53 6f 70 68 6f 73 55 
70 64 61 74 65 53 6f 
75 72 63 65 20 47 65 
74 74 69 6e 67 20 77 
61 72 65 68 6f 75 73 
65 73 0d 0a 

2021-05-
13T14:16:27.9832267Z I
NFO : SUL info: [V31993] 
SU::i
nternal::CustomerFile::get
Ware
housesFromSophosUpdat
eSource Getting 
warehouses..

success or wait 2 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 150 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 36 3a 32 37 2e 39 
38 33 32 32 36 37 5a 
20 49 4e 46 4f 20 3a 
20 53 55 4c 20 69 6e 
66 6f 3a 20 5b 56 35 
32 36 31 34 5d 20 53 
55 3a 3a 4c 6f 67 67 
69 6e 67 41 64 76 69 
73 6f 72 3a 3a 73 74 
61 72 74 5f 66 69 6c 
65 20 5b 6d 65 74 61 
64 61 74 61 5d 20 53 
79 6e 63 69 6e 67 3a 
20 62 75 6c 6b 2f 73 
64 64 73 2e 43 45 50 
4e 47 5f 32 2d 31 38 
2d 32 5f 31 30 2d 38 
2d 31 30 2d 33 2e 31 
2e 78 6d 6c 2e 7a 69 
70 0d 0a 

2021-05-
13T14:16:27.9832267Z I
NFO : SUL info: [V52614] 
SU::L
oggingAdvisor::start_file 
[metadata] Syncing: 
bulk/sdds.CEPNG_2-18-
2_10-8-10-3.1.xml.zip..

success or wait 8 275B1B WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 156 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 36 3a 32 38 2e 36 
38 33 39 35 37 33 5a 
20 49 4e 46 4f 20 3a 
20 53 55 4c 20 69 6e 
66 6f 3a 20 5b 56 35 
32 36 31 35 5d 20 53 
55 3a 3a 4c 6f 67 67 
69 6e 67 41 64 76 69 
73 6f 72 3a 3a 65 6e 
64 5f 66 69 6c 65 20 
5b 6d 65 74 61 64 61 
74 61 5d 20 53 75 63 
63 65 73 73 3a 20 62 
75 6c 6b 2f 73 64 64 
73 2e 43 45 50 4e 47 
5f 32 2d 31 38 2d 32 5f 
31 30 2d 38 2d 31 30 
2d 33 2e 31 2e 78 6d 
6c 2e 7a 69 70 3a 20 
37 30 33 20 6d 73 0d 
0a 

2021-05-
13T14:16:28.6839573Z I
NFO : SUL info: [V52615] 
SU::L
oggingAdvisor::end_file 
[metadata] Success: 
bulk/sdds.CEPNG_2-18-
2_10-8-10-3.1.xml.zip: 703 
ms..

success or wait 8 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 183 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 36 3a 32 39 2e 33 
37 38 37 33 35 32 5a 
20 49 4e 46 4f 20 3a 
20 53 55 4c 20 69 6e 
66 6f 3a 20 5b 44 45 
42 55 47 5d 20 63 61 
63 68 65 64 5f 70 61 
63 6b 61 67 65 5f 73 6f 
75 72 63 65 3a 3a 6c 
6f 61 64 5f 62 75 6c 6b 
5f 7a 69 70 66 69 6c 
65 20 6c 6f 61 64 65 
64 20 62 75 6c 6b 20 
7a 69 70 66 69 6c 65 
20 69 6e 64 65 78 20 
66 72 6f 6d 3a 20 62 
75 6c 6b 2f 73 64 64 
73 2e 43 45 50 4e 47 
5f 32 2d 31 38 2d 32 5f 
31 30 2d 38 2d 31 30 
2d 33 2e 31 2e 78 6d 
6c 2e 7a 69 70 20 28 
34 37 36 20 69 74 65 
6d 73 29 0d 0a 

2021-05-
13T14:16:29.3787352Z I
NFO : SUL info: [DEBUG] 
cached
_package_source::load_bu
lk_zipfile loaded bulk 
zipfile index from: 
bulk/sdds.CEPNG_2-18-2_
10-8-10-3.1.xml.zip (476 
items)..

success or wait 16 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 160 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 36 3a 32 39 2e 33 
37 38 37 33 35 32 5a 
20 49 4e 46 4f 20 3a 
20 53 55 4c 20 69 6e 
66 6f 3a 20 5b 56 35 
32 36 31 34 5d 20 53 
55 3a 3a 4c 6f 67 67 
69 6e 67 41 64 76 69 
73 6f 72 3a 3a 73 74 
61 72 74 5f 66 69 6c 
65 20 5b 6d 65 74 61 
64 61 74 61 5d 20 53 
79 6e 63 69 6e 67 3a 
20 63 30 36 30 37 61 
33 64 38 64 34 31 65 
38 37 30 66 30 32 33 
64 61 62 64 62 62 31 
63 30 34 65 61 78 30 
30 30 2e 78 6d 6c 3a 
20 38 35 37 36 20 62 
79 74 65 73 0d 0a 

2021-05-
13T14:16:29.3787352Z I
NFO : SUL info: [V52614] 
SU::L
oggingAdvisor::start_file 
[metadata] Syncing: 
c0607a3d8d41e8
70f023dabdbb1c04eax000.
xml: 8576 bytes..

success or wait 8 275B1B WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 275 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 36 3a 32 39 2e 33 
37 38 37 33 35 32 5a 
20 49 4e 46 4f 20 3a 
20 53 55 4c 20 69 6e 
66 6f 3a 20 5b 44 45 
42 55 47 5d 20 63 61 
63 68 65 64 5f 70 61 
63 6b 61 67 65 5f 73 6f 
75 72 63 65 3a 3a 73 
65 72 76 65 5f 66 72 6f 
6d 5f 62 75 6c 6b 5f 7a 
69 70 66 69 6c 65 20 
65 78 74 72 61 63 74 
65 64 20 63 30 36 30 
37 61 33 64 38 64 34 
31 65 38 37 30 66 30 
32 33 64 61 62 64 62 
62 31 63 30 34 65 61 
78 30 30 30 2e 78 6d 
6c 20 66 72 6f 6d 20 
43 3a 2f 50 72 6f 67 72 
61 6d 44 61 74 61 2f 
53 6f 70 68 6f 73 2f 43 
6c 6f 75 64 49 6e 73 
74 61 6c 6c 65 72 2f 
41 75 74 6f 55 70 64 
61 74 65 50 72 65 70 
61 72 61 74 69 6f 6e 2f 
64 61 74 61 2f 57 61 
72 65 68 6f 75 73 65 2f 
62 75 6c 6b 2f 73 64 
64 73 2e 43 45 50 4e 
47 5f 32 2d 31 38 2d 
32 5f 31 

2021-05-
13T14:16:29.3787352Z I
NFO : SUL info: [DEBUG] 
cached
_package_source::serve_f
rom_bulk_zipfile extracted 
c0607a3d8
d41e870f023dabdbb1c04e
ax000.xml from 
C:/ProgramData/Sophos/C
loudInstaller/AutoUpdatePr
epar
ation/data/Warehouse/bulk
/sdds.CEPNG_2-18-2_1

success or wait 8 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 152 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 36 3a 32 39 2e 33 
37 38 37 33 35 32 5a 
20 49 4e 46 4f 20 3a 
20 53 55 4c 20 69 6e 
66 6f 3a 20 5b 56 35 
32 36 31 35 5d 20 53 
55 3a 3a 4c 6f 67 67 
69 6e 67 41 64 76 69 
73 6f 72 3a 3a 65 6e 
64 5f 66 69 6c 65 20 
5b 6d 65 74 61 64 61 
74 61 5d 20 53 75 63 
63 65 73 73 3a 20 63 
30 36 30 37 61 33 64 
38 64 34 31 65 38 37 
30 66 30 32 33 64 61 
62 64 62 62 31 63 30 
34 65 61 78 30 30 30 
2e 78 6d 6c 3a 20 30 
20 6d 73 0d 0a 

2021-05-
13T14:16:29.3787352Z I
NFO : SUL info: [V52615] 
SU::L
oggingAdvisor::end_file 
[metadata] Success: 
c0607a3d8d41e870
f023dabdbb1c04eax000.x
ml: 0 ms..

success or wait 8 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 160 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 36 3a 33 30 2e 31 
32 38 35 30 37 34 5a 
20 49 4e 46 4f 20 3a 
20 53 55 4c 20 69 6e 
66 6f 3a 20 5b 56 35 
32 36 31 34 5d 20 53 
55 3a 3a 4c 6f 67 67 
69 6e 67 41 64 76 69 
73 6f 72 3a 3a 73 74 
61 72 74 5f 66 69 6c 
65 20 5b 6d 65 74 61 
64 61 74 61 5d 20 53 
79 6e 63 69 6e 67 3a 
20 34 64 35 35 35 38 
39 35 61 30 34 35 61 
61 31 32 62 33 35 30 
31 35 30 34 37 30 39 
63 38 62 37 63 78 30 
30 30 2e 78 6d 6c 3a 
20 38 36 37 33 20 62 
79 74 65 73 0d 0a 

2021-05-
13T14:16:30.1285074Z I
NFO : SUL info: [V52614] 
SU::L
oggingAdvisor::start_file 
[metadata] Syncing: 
4d555895a045aa
12b3501504709c8b7cx000
.xml: 8673 bytes..

success or wait 8 275B1B WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 275 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 36 3a 33 30 2e 31 
39 31 30 30 37 35 5a 
20 49 4e 46 4f 20 3a 
20 53 55 4c 20 69 6e 
66 6f 3a 20 5b 44 45 
42 55 47 5d 20 63 61 
63 68 65 64 5f 70 61 
63 6b 61 67 65 5f 73 6f 
75 72 63 65 3a 3a 73 
65 72 76 65 5f 66 72 6f 
6d 5f 62 75 6c 6b 5f 7a 
69 70 66 69 6c 65 20 
65 78 74 72 61 63 74 
65 64 20 34 64 35 35 
35 38 39 35 61 30 34 
35 61 61 31 32 62 33 
35 30 31 35 30 34 37 
30 39 63 38 62 37 63 
78 30 30 30 2e 78 6d 
6c 20 66 72 6f 6d 20 
43 3a 2f 50 72 6f 67 72 
61 6d 44 61 74 61 2f 
53 6f 70 68 6f 73 2f 43 
6c 6f 75 64 49 6e 73 
74 61 6c 6c 65 72 2f 
41 75 74 6f 55 70 64 
61 74 65 50 72 65 70 
61 72 61 74 69 6f 6e 2f 
64 61 74 61 2f 57 61 
72 65 68 6f 75 73 65 2f 
62 75 6c 6b 2f 73 64 
64 73 2e 43 45 50 4e 
47 5f 32 2d 31 38 2d 
32 5f 31 

2021-05-
13T14:16:30.1910075Z I
NFO : SUL info: [DEBUG] 
cached
_package_source::serve_f
rom_bulk_zipfile extracted 
4d555895a
045aa12b3501504709c8b7
cx000.xml from 
C:/ProgramData/Sophos/C
loudInstaller/AutoUpdatePr
epar
ation/data/Warehouse/bulk
/sdds.CEPNG_2-18-2_1

success or wait 8 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 153 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 36 3a 33 30 2e 31 
39 31 30 30 37 35 5a 
20 49 4e 46 4f 20 3a 
20 53 55 4c 20 69 6e 
66 6f 3a 20 5b 56 35 
32 36 31 35 5d 20 53 
55 3a 3a 4c 6f 67 67 
69 6e 67 41 64 76 69 
73 6f 72 3a 3a 65 6e 
64 5f 66 69 6c 65 20 
5b 6d 65 74 61 64 61 
74 61 5d 20 53 75 63 
63 65 73 73 3a 20 34 
64 35 35 35 38 39 35 
61 30 34 35 61 61 31 
32 62 33 35 30 31 35 
30 34 37 30 39 63 38 
62 37 63 78 30 30 30 
2e 78 6d 6c 3a 20 36 
32 20 6d 73 0d 0a 

2021-05-
13T14:16:30.1910075Z I
NFO : SUL info: [V52615] 
SU::L
oggingAdvisor::end_file 
[metadata] Success: 
4d555895a045aa12
b3501504709c8b7cx000.x
ml: 62 ms..

success or wait 8 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 171 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 36 3a 33 30 2e 38 
37 38 35 30 39 36 5a 
20 49 4e 46 4f 20 3a 
20 53 55 4c 20 69 6e 
66 6f 3a 20 5b 56 35 
32 36 31 34 5d 20 53 
55 3a 3a 4c 6f 67 67 
69 6e 67 41 64 76 69 
73 6f 72 3a 3a 73 74 
61 72 74 5f 66 69 6c 
65 20 5b 6d 65 74 61 
64 61 74 61 5d 20 53 
79 6e 63 69 6e 67 3a 
20 55 70 64 61 74 65 
43 61 63 68 65 2f 36 
38 36 64 33 61 31 37 
63 30 38 34 34 33 66 
61 37 63 39 64 34 30 
36 30 30 31 35 61 34 
39 32 32 78 30 30 30 
2e 78 6d 6c 3a 20 36 
30 30 20 62 79 74 65 
73 0d 0a 

2021-05-
13T14:16:30.8785096Z I
NFO : SUL info: [V52614] 
SU::L
oggingAdvisor::start_file 
[metadata] Syncing: 
UpdateCache/68
6d3a17c08443fa7c9d4060
015a4922x000.xml: 600 
bytes..

success or wait 68 275B1B WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

Copyright Joe Security LLC 2021 Page 120 of 145



C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 287 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 36 3a 33 30 2e 39 
34 31 30 30 38 34 5a 
20 49 4e 46 4f 20 3a 
20 53 55 4c 20 69 6e 
66 6f 3a 20 5b 44 45 
42 55 47 5d 20 63 61 
63 68 65 64 5f 70 61 
63 6b 61 67 65 5f 73 6f 
75 72 63 65 3a 3a 73 
65 72 76 65 5f 66 72 6f 
6d 5f 62 75 6c 6b 5f 7a 
69 70 66 69 6c 65 20 
65 78 74 72 61 63 74 
65 64 20 55 70 64 61 
74 65 43 61 63 68 65 
2f 36 38 36 64 33 61 
31 37 63 30 38 34 34 
33 66 61 37 63 39 64 
34 30 36 30 30 31 35 
61 34 39 32 32 78 30 
30 30 2e 78 6d 6c 20 
66 72 6f 6d 20 43 3a 2f 
50 72 6f 67 72 61 6d 
44 61 74 61 2f 53 6f 70 
68 6f 73 2f 43 6c 6f 75 
64 49 6e 73 74 61 6c 
6c 65 72 2f 41 75 74 6f 
55 70 64 61 74 65 50 
72 65 70 61 72 61 74 
69 6f 6e 2f 64 61 74 61 
2f 57 61 72 65 68 6f 75 
73 65 2f 62 75 6c 6b 2f 
73 64 64 73 2e 43 45 

2021-05-
13T14:16:30.9410084Z I
NFO : SUL info: [DEBUG] 
cached
_package_source::serve_f
rom_bulk_zipfile extracted 
UpdateCac
he/686d3a17c08443fa7c9d
4060015a4922x000.xml 
from C:/ProgramD
ata/Sophos/CloudInstaller/
Auto
UpdatePreparation/data/W
arehouse/bulk/sdds.CE

success or wait 68 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 165 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 36 3a 33 30 2e 39 
34 31 30 30 38 34 5a 
20 49 4e 46 4f 20 3a 
20 53 55 4c 20 69 6e 
66 6f 3a 20 5b 56 35 
32 36 31 35 5d 20 53 
55 3a 3a 4c 6f 67 67 
69 6e 67 41 64 76 69 
73 6f 72 3a 3a 65 6e 
64 5f 66 69 6c 65 20 
5b 6d 65 74 61 64 61 
74 61 5d 20 53 75 63 
63 65 73 73 3a 20 55 
70 64 61 74 65 43 61 
63 68 65 2f 36 38 36 
64 33 61 31 37 63 30 
38 34 34 33 66 61 37 
63 39 64 34 30 36 30 
30 31 35 61 34 39 32 
32 78 30 30 30 2e 78 
6d 6c 3a 20 36 32 20 
6d 73 0d 0a 

2021-05-
13T14:16:30.9410084Z I
NFO : SUL info: [V52615] 
SU::L
oggingAdvisor::end_file 
[metadata] Success: 
UpdateCache/686d
3a17c08443fa7c9d406001
5a4922x000.xml: 62 ms..

success or wait 68 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 159 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 36 3a 34 30 2e 35 
38 31 36 31 31 36 5a 
20 49 4e 46 4f 20 3a 
20 53 55 4c 20 69 6e 
66 6f 3a 20 5b 56 35 
32 36 31 34 5d 20 53 
55 3a 3a 4c 6f 67 67 
69 6e 67 41 64 76 69 
73 6f 72 3a 3a 73 74 
61 72 74 5f 66 69 6c 
65 20 5b 6d 65 74 61 
64 61 74 61 5d 20 53 
79 6e 63 69 6e 67 3a 
20 30 32 64 35 63 63 
39 39 63 37 33 64 62 
62 66 61 62 37 33 38 
63 33 39 38 37 35 64 
34 63 63 30 62 78 30 
30 30 2e 78 6d 6c 3a 
20 37 37 36 20 62 79 
74 65 73 0d 0a 

2021-05-
13T14:16:40.5816116Z I
NFO : SUL info: [V52614] 
SU::L
oggingAdvisor::start_file 
[metadata] Syncing: 
02d5cc99c73dbb
fab738c39875d4cc0bx000.
xml: 776 bytes..

success or wait 258 275B1B WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 275 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 36 3a 34 30 2e 36 
32 38 35 30 31 31 5a 
20 49 4e 46 4f 20 3a 
20 53 55 4c 20 69 6e 
66 6f 3a 20 5b 44 45 
42 55 47 5d 20 63 61 
63 68 65 64 5f 70 61 
63 6b 61 67 65 5f 73 6f 
75 72 63 65 3a 3a 73 
65 72 76 65 5f 66 72 6f 
6d 5f 62 75 6c 6b 5f 7a 
69 70 66 69 6c 65 20 
65 78 74 72 61 63 74 
65 64 20 30 32 64 35 
63 63 39 39 63 37 33 
64 62 62 66 61 62 37 
33 38 63 33 39 38 37 
35 64 34 63 63 30 62 
78 30 30 30 2e 78 6d 
6c 20 66 72 6f 6d 20 
43 3a 2f 50 72 6f 67 72 
61 6d 44 61 74 61 2f 
53 6f 70 68 6f 73 2f 43 
6c 6f 75 64 49 6e 73 
74 61 6c 6c 65 72 2f 
41 75 74 6f 55 70 64 
61 74 65 50 72 65 70 
61 72 61 74 69 6f 6e 2f 
64 61 74 61 2f 57 61 
72 65 68 6f 75 73 65 2f 
62 75 6c 6b 2f 73 64 
64 73 2e 43 45 50 4e 
47 5f 32 2d 31 38 2d 
32 5f 31 

2021-05-
13T14:16:40.6285011Z I
NFO : SUL info: [DEBUG] 
cached
_package_source::serve_f
rom_bulk_zipfile extracted 
02d5cc99c
73dbbfab738c39875d4cc0
bx000.xml from 
C:/ProgramData/Sophos/C
loudInstaller/AutoUpdatePr
epar
ation/data/Warehouse/bulk
/sdds.CEPNG_2-18-2_1

success or wait 258 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 153 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 36 3a 34 30 2e 36 
32 38 35 30 31 31 5a 
20 49 4e 46 4f 20 3a 
20 53 55 4c 20 69 6e 
66 6f 3a 20 5b 56 35 
32 36 31 35 5d 20 53 
55 3a 3a 4c 6f 67 67 
69 6e 67 41 64 76 69 
73 6f 72 3a 3a 65 6e 
64 5f 66 69 6c 65 20 
5b 6d 65 74 61 64 61 
74 61 5d 20 53 75 63 
63 65 73 73 3a 20 30 
32 64 35 63 63 39 39 
63 37 33 64 62 62 66 
61 62 37 33 38 63 33 
39 38 37 35 64 34 63 
63 30 62 78 30 30 30 
2e 78 6d 6c 3a 20 34 
37 20 6d 73 0d 0a 

2021-05-
13T14:16:40.6285011Z I
NFO : SUL info: [V52615] 
SU::L
oggingAdvisor::end_file 
[metadata] Success: 
02d5cc99c73dbbfa
b738c39875d4cc0bx000.x
ml: 47 ms..

success or wait 258 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 159 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 36 3a 34 30 2e 36 
39 30 39 38 32 31 5a 
20 49 4e 46 4f 20 3a 
20 53 55 4c 20 69 6e 
66 6f 3a 20 5b 56 35 
32 36 31 34 5d 20 53 
55 3a 3a 4c 6f 67 67 
69 6e 67 41 64 76 69 
73 6f 72 3a 3a 73 74 
61 72 74 5f 66 69 6c 
65 20 5b 6d 65 74 61 
64 61 74 61 5d 20 53 
79 6e 63 69 6e 67 3a 
20 64 32 36 33 31 64 
64 35 64 34 34 33 30 
38 35 66 32 61 35 39 
61 34 31 35 33 63 36 
65 37 65 65 63 78 30 
30 30 2e 78 6d 6c 3a 
20 33 33 30 20 62 79 
74 65 73 0d 0a 

2021-05-
13T14:16:40.6909821Z I
NFO : SUL info: [V52614] 
SU::L
oggingAdvisor::start_file 
[metadata] Syncing: 
d2631dd5d44308
5f2a59a4153c6e7eecx000.
xml: 330 bytes..

success or wait 258 275B1B WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 275 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 36 3a 34 30 2e 36 
39 30 39 38 32 31 5a 
20 49 4e 46 4f 20 3a 
20 53 55 4c 20 69 6e 
66 6f 3a 20 5b 44 45 
42 55 47 5d 20 63 61 
63 68 65 64 5f 70 61 
63 6b 61 67 65 5f 73 6f 
75 72 63 65 3a 3a 73 
65 72 76 65 5f 66 72 6f 
6d 5f 62 75 6c 6b 5f 7a 
69 70 66 69 6c 65 20 
65 78 74 72 61 63 74 
65 64 20 64 32 36 33 
31 64 64 35 64 34 34 
33 30 38 35 66 32 61 
35 39 61 34 31 35 33 
63 36 65 37 65 65 63 
78 30 30 30 2e 78 6d 
6c 20 66 72 6f 6d 20 
43 3a 2f 50 72 6f 67 72 
61 6d 44 61 74 61 2f 
53 6f 70 68 6f 73 2f 43 
6c 6f 75 64 49 6e 73 
74 61 6c 6c 65 72 2f 
41 75 74 6f 55 70 64 
61 74 65 50 72 65 70 
61 72 61 74 69 6f 6e 2f 
64 61 74 61 2f 57 61 
72 65 68 6f 75 73 65 2f 
62 75 6c 6b 2f 73 64 
64 73 2e 43 45 50 4e 
47 5f 32 2d 31 38 2d 
32 5f 31 

2021-05-
13T14:16:40.6909821Z I
NFO : SUL info: [DEBUG] 
cached
_package_source::serve_f
rom_bulk_zipfile extracted 
d2631dd5d
443085f2a59a4153c6e7ee
cx000.xml from 
C:/ProgramData/Sophos/C
loudInstaller/AutoUpdatePr
epar
ation/data/Warehouse/bulk
/sdds.CEPNG_2-18-2_1

success or wait 258 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 152 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 36 3a 34 30 2e 36 
39 30 39 38 32 31 5a 
20 49 4e 46 4f 20 3a 
20 53 55 4c 20 69 6e 
66 6f 3a 20 5b 56 35 
32 36 31 35 5d 20 53 
55 3a 3a 4c 6f 67 67 
69 6e 67 41 64 76 69 
73 6f 72 3a 3a 65 6e 
64 5f 66 69 6c 65 20 
5b 6d 65 74 61 64 61 
74 61 5d 20 53 75 63 
63 65 73 73 3a 20 64 
32 36 33 31 64 64 35 
64 34 34 33 30 38 35 
66 32 61 35 39 61 34 
31 35 33 63 36 65 37 
65 65 63 78 30 30 30 
2e 78 6d 6c 3a 20 30 
20 6d 73 0d 0a 

2021-05-
13T14:16:40.6909821Z I
NFO : SUL info: [V52615] 
SU::L
oggingAdvisor::end_file 
[metadata] Success: 
d2631dd5d443085f
2a59a4153c6e7eecx000.x
ml: 0 ms..

success or wait 258 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 159 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 36 3a 34 30 2e 37 
38 34 37 33 34 34 5a 
20 49 4e 46 4f 20 3a 
20 53 55 4c 20 69 6e 
66 6f 3a 20 5b 56 35 
32 36 31 34 5d 20 53 
55 3a 3a 4c 6f 67 67 
69 6e 67 41 64 76 69 
73 6f 72 3a 3a 73 74 
61 72 74 5f 66 69 6c 
65 20 5b 6d 65 74 61 
64 61 74 61 5d 20 53 
79 6e 63 69 6e 67 3a 
20 64 64 66 35 61 61 
38 36 32 33 34 33 66 
34 65 63 36 34 63 37 
61 38 35 35 37 38 32 
66 61 65 63 37 78 30 
30 30 2e 78 6d 6c 3a 
20 33 39 38 20 62 79 
74 65 73 0d 0a 

2021-05-
13T14:16:40.7847344Z I
NFO : SUL info: [V52614] 
SU::L
oggingAdvisor::start_file 
[metadata] Syncing: 
ddf5aa862343f4
ec64c7a855782faec7x000.
xml: 398 bytes..

success or wait 8 275B1B WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 275 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 36 3a 34 30 2e 37 
38 34 37 33 34 34 5a 
20 49 4e 46 4f 20 3a 
20 53 55 4c 20 69 6e 
66 6f 3a 20 5b 44 45 
42 55 47 5d 20 63 61 
63 68 65 64 5f 70 61 
63 6b 61 67 65 5f 73 6f 
75 72 63 65 3a 3a 73 
65 72 76 65 5f 66 72 6f 
6d 5f 62 75 6c 6b 5f 7a 
69 70 66 69 6c 65 20 
65 78 74 72 61 63 74 
65 64 20 64 64 66 35 
61 61 38 36 32 33 34 
33 66 34 65 63 36 34 
63 37 61 38 35 35 37 
38 32 66 61 65 63 37 
78 30 30 30 2e 78 6d 
6c 20 66 72 6f 6d 20 
43 3a 2f 50 72 6f 67 72 
61 6d 44 61 74 61 2f 
53 6f 70 68 6f 73 2f 43 
6c 6f 75 64 49 6e 73 
74 61 6c 6c 65 72 2f 
41 75 74 6f 55 70 64 
61 74 65 50 72 65 70 
61 72 61 74 69 6f 6e 2f 
64 61 74 61 2f 57 61 
72 65 68 6f 75 73 65 2f 
62 75 6c 6b 2f 73 64 
64 73 2e 43 45 50 4e 
47 5f 32 2d 31 38 2d 
32 5f 31 

2021-05-
13T14:16:40.7847344Z I
NFO : SUL info: [DEBUG] 
cached
_package_source::serve_f
rom_bulk_zipfile extracted 
ddf5aa862
343f4ec64c7a855782faec7
x000.xml from 
C:/ProgramData/Sophos/C
loudInstaller/AutoUpdatePr
epar
ation/data/Warehouse/bulk
/sdds.CEPNG_2-18-2_1

success or wait 8 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 152 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 36 3a 34 30 2e 37 
38 34 37 33 34 34 5a 
20 49 4e 46 4f 20 3a 
20 53 55 4c 20 69 6e 
66 6f 3a 20 5b 56 35 
32 36 31 35 5d 20 53 
55 3a 3a 4c 6f 67 67 
69 6e 67 41 64 76 69 
73 6f 72 3a 3a 65 6e 
64 5f 66 69 6c 65 20 
5b 6d 65 74 61 64 61 
74 61 5d 20 53 75 63 
63 65 73 73 3a 20 64 
64 66 35 61 61 38 36 
32 33 34 33 66 34 65 
63 36 34 63 37 61 38 
35 35 37 38 32 66 61 
65 63 37 78 30 30 30 
2e 78 6d 6c 3a 20 30 
20 6d 73 0d 0a 

2021-05-
13T14:16:40.7847344Z I
NFO : SUL info: [V52615] 
SU::L
oggingAdvisor::end_file 
[metadata] Success: 
ddf5aa862343f4ec
64c7a855782faec7x000.x
ml: 0 ms..

success or wait 8 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 161 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 36 3a 35 38 2e 33 
33 31 35 35 32 37 5a 
20 49 4e 46 4f 20 3a 
20 53 55 4c 20 69 6e 
66 6f 3a 20 5b 56 35 
32 36 31 34 5d 20 53 
55 3a 3a 4c 6f 67 67 
69 6e 67 41 64 76 69 
73 6f 72 3a 3a 73 74 
61 72 74 5f 66 69 6c 
65 20 5b 6d 65 74 61 
64 61 74 61 5d 20 53 
79 6e 63 69 6e 67 3a 
20 35 36 64 39 35 63 
35 33 39 33 39 31 66 
66 33 61 30 38 36 34 
30 66 38 30 38 36 35 
66 30 35 61 34 78 30 
30 30 2e 78 6d 6c 3a 
20 32 39 34 34 38 20 
62 79 74 65 73 0d 0a 

2021-05-
13T14:16:58.3315527Z I
NFO : SUL info: [V52614] 
SU::L
oggingAdvisor::start_file 
[metadata] Syncing: 
56d95c539391ff
3a08640f80865f05a4x000.
xml: 29448 bytes..

success or wait 8 275B1B WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 275 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 36 3a 35 38 2e 33 
37 38 34 33 30 35 5a 
20 49 4e 46 4f 20 3a 
20 53 55 4c 20 69 6e 
66 6f 3a 20 5b 44 45 
42 55 47 5d 20 63 61 
63 68 65 64 5f 70 61 
63 6b 61 67 65 5f 73 6f 
75 72 63 65 3a 3a 73 
65 72 76 65 5f 66 72 6f 
6d 5f 62 75 6c 6b 5f 7a 
69 70 66 69 6c 65 20 
65 78 74 72 61 63 74 
65 64 20 35 36 64 39 
35 63 35 33 39 33 39 
31 66 66 33 61 30 38 
36 34 30 66 38 30 38 
36 35 66 30 35 61 34 
78 30 30 30 2e 78 6d 
6c 20 66 72 6f 6d 20 
43 3a 2f 50 72 6f 67 72 
61 6d 44 61 74 61 2f 
53 6f 70 68 6f 73 2f 43 
6c 6f 75 64 49 6e 73 
74 61 6c 6c 65 72 2f 
41 75 74 6f 55 70 64 
61 74 65 50 72 65 70 
61 72 61 74 69 6f 6e 2f 
64 61 74 61 2f 57 61 
72 65 68 6f 75 73 65 2f 
62 75 6c 6b 2f 73 64 
64 73 2e 43 45 50 4e 
47 5f 32 2d 31 38 2d 
32 5f 31 

2021-05-
13T14:16:58.3784305Z I
NFO : SUL info: [DEBUG] 
cached
_package_source::serve_f
rom_bulk_zipfile extracted 
56d95c539
391ff3a08640f80865f05a4x
000.xml from 
C:/ProgramData/Sophos/C
loudInstaller/AutoUpdatePr
epar
ation/data/Warehouse/bulk
/sdds.CEPNG_2-18-2_1

success or wait 8 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 153 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 36 3a 35 38 2e 33 
37 38 34 33 30 35 5a 
20 49 4e 46 4f 20 3a 
20 53 55 4c 20 69 6e 
66 6f 3a 20 5b 56 35 
32 36 31 35 5d 20 53 
55 3a 3a 4c 6f 67 67 
69 6e 67 41 64 76 69 
73 6f 72 3a 3a 65 6e 
64 5f 66 69 6c 65 20 
5b 6d 65 74 61 64 61 
74 61 5d 20 53 75 63 
63 65 73 73 3a 20 35 
36 64 39 35 63 35 33 
39 33 39 31 66 66 33 
61 30 38 36 34 30 66 
38 30 38 36 35 66 30 
35 61 34 78 30 30 30 
2e 78 6d 6c 3a 20 34 
37 20 6d 73 0d 0a 

2021-05-
13T14:16:58.3784305Z I
NFO : SUL info: [V52615] 
SU::L
oggingAdvisor::end_file 
[metadata] Success: 
56d95c539391ff3a
08640f80865f05a4x000.xm
l: 47 ms..

success or wait 8 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 160 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 36 3a 35 38 2e 37 
33 37 38 31 31 38 5a 
20 49 4e 46 4f 20 3a 
20 53 55 4c 20 69 6e 
66 6f 3a 20 5b 56 35 
32 36 31 34 5d 20 53 
55 3a 3a 4c 6f 67 67 
69 6e 67 41 64 76 69 
73 6f 72 3a 3a 73 74 
61 72 74 5f 66 69 6c 
65 20 5b 6d 65 74 61 
64 61 74 61 5d 20 53 
79 6e 63 69 6e 67 3a 
20 63 62 61 31 61 35 
33 66 36 37 64 35 63 
32 33 63 63 39 61 65 
34 66 64 33 38 39 31 
33 36 32 30 34 78 30 
30 30 2e 78 6d 6c 3a 
20 31 32 30 34 20 62 
79 74 65 73 0d 0a 

2021-05-
13T14:16:58.7378118Z I
NFO : SUL info: [V52614] 
SU::L
oggingAdvisor::start_file 
[metadata] Syncing: 
cba1a53f67d5c2
3cc9ae4fd389136204x000.
xml: 1204 bytes..

success or wait 2 275B1B WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 153 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 36 3a 35 38 2e 38 
33 31 35 36 33 32 5a 
20 49 4e 46 4f 20 3a 
20 53 55 4c 20 69 6e 
66 6f 3a 20 5b 56 35 
32 36 31 35 5d 20 53 
55 3a 3a 4c 6f 67 67 
69 6e 67 41 64 76 69 
73 6f 72 3a 3a 65 6e 
64 5f 66 69 6c 65 20 
5b 6d 65 74 61 64 61 
74 61 5d 20 53 75 63 
63 65 73 73 3a 20 63 
62 61 31 61 35 33 66 
36 37 64 35 63 32 33 
63 63 39 61 65 34 66 
64 33 38 39 31 33 36 
32 30 34 78 30 30 30 
2e 78 6d 6c 3a 20 39 
34 20 6d 73 0d 0a 

2021-05-
13T14:16:58.8315632Z I
NFO : SUL info: [V52615] 
SU::L
oggingAdvisor::end_file 
[metadata] Success: 
cba1a53f67d5c23c
c9ae4fd389136204x000.x
ml: 94 ms..

success or wait 2 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 159 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 36 3a 35 38 2e 38 
33 31 35 36 33 32 5a 
20 49 4e 46 4f 20 3a 
20 53 55 4c 20 69 6e 
66 6f 3a 20 5b 56 35 
32 36 31 34 5d 20 53 
55 3a 3a 4c 6f 67 67 
69 6e 67 41 64 76 69 
73 6f 72 3a 3a 73 74 
61 72 74 5f 66 69 6c 
65 20 5b 6d 65 74 61 
64 61 74 61 5d 20 53 
79 6e 63 69 6e 67 3a 
20 63 38 66 30 61 64 
35 36 62 34 32 66 63 
32 35 35 37 66 63 61 
66 37 34 61 61 37 33 
61 66 39 62 61 78 30 
30 30 2e 78 6d 6c 3a 
20 33 33 31 20 62 79 
74 65 73 0d 0a 

2021-05-
13T14:16:58.8315632Z I
NFO : SUL info: [V52614] 
SU::L
oggingAdvisor::start_file 
[metadata] Syncing: 
c8f0ad56b42fc2
557fcaf74aa73af9bax000.x
ml: 331 bytes..

success or wait 2 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 153 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 36 3a 35 38 2e 38 
37 38 34 35 38 38 5a 
20 49 4e 46 4f 20 3a 
20 53 55 4c 20 69 6e 
66 6f 3a 20 5b 56 35 
32 36 31 35 5d 20 53 
55 3a 3a 4c 6f 67 67 
69 6e 67 41 64 76 69 
73 6f 72 3a 3a 65 6e 
64 5f 66 69 6c 65 20 
5b 6d 65 74 61 64 61 
74 61 5d 20 53 75 63 
63 65 73 73 3a 20 63 
38 66 30 61 64 35 36 
62 34 32 66 63 32 35 
35 37 66 63 61 66 37 
34 61 61 37 33 61 66 
39 62 61 78 30 30 30 
2e 78 6d 6c 3a 20 34 
37 20 6d 73 0d 0a 

2021-05-
13T14:16:58.8784588Z I
NFO : SUL info: [V52615] 
SU::L
oggingAdvisor::end_file 
[metadata] Success: 
c8f0ad56b42fc255
7fcaf74aa73af9bax000.xml
: 47 ms..

success or wait 2 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 141 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 37 3a 30 34 2e 39 
34 30 39 32 34 34 5a 
20 49 4e 46 4f 20 3a 
20 53 55 4c 20 69 6e 
66 6f 3a 20 5b 56 33 
31 39 39 33 5d 20 53 
55 3a 3a 69 6e 74 65 
72 6e 61 6c 3a 3a 43 
75 73 74 6f 6d 65 72 
46 69 6c 65 3a 3a 67 
65 74 57 61 72 65 68 
6f 75 73 65 73 46 72 6f 
6d 53 6f 70 68 6f 73 55 
70 64 61 74 65 53 6f 
75 72 63 65 20 46 65 
74 63 68 65 64 20 38 
20 77 61 72 65 68 6f 
75 73 65 73 0d 0a 

2021-05-
13T14:17:04.9409244Z I
NFO : SUL info: [V31993] 
SU::i
nternal::CustomerFile::get
Ware
housesFromSophosUpdat
eSource Fetched 8 
warehouses..

success or wait 2 275B1B WriteFile

File Path Offset Length Value Ascii Completion Count
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C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 106 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 37 3a 30 34 2e 39 
34 30 39 32 34 34 5a 
20 49 4e 46 4f 20 3a 
20 53 55 4c 20 69 6e 
66 6f 3a 20 5b 49 34 
30 33 39 35 5d 20 53 
75 63 63 65 73 73 66 
75 6c 6c 79 20 66 65 
74 63 68 65 64 20 38 
20 63 61 74 61 6c 6f 
67 75 65 73 20 66 72 
6f 6d 20 73 6f 70 68 6f 
73 3a 31 3a 31 0d 0a 

2021-05-
13T14:17:04.9409244Z I
NFO : SUL info: [I40395] 
Successfully fetched 8 
catalogues from 
sophos:1:1..

success or wait 2 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 106 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 37 3a 30 34 2e 39 
34 30 39 32 34 34 5a 
20 49 4e 46 4f 20 3a 
20 53 55 4c 20 69 6e 
66 6f 3a 20 5b 56 37 
35 38 38 34 5d 20 53 
55 3a 3a 4d 65 74 61 
64 61 74 61 3a 3a 72 
65 61 64 52 65 6d 6f 
74 65 4d 65 74 61 64 
61 74 61 20 67 6f 74 
20 38 20 77 61 72 65 
68 6f 75 73 65 73 0d 
0a 

2021-05-
13T14:17:04.9409244Z I
NFO : SUL info: [V75884] 
SU::M
etadata::readRemoteMeta
data got 8 warehouses..

success or wait 2 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 130 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 37 3a 30 34 2e 39 
34 30 39 32 34 34 5a 
20 49 4e 46 4f 20 3a 
20 53 55 4c 20 69 6e 
66 6f 3a 20 5b 56 37 
35 38 38 34 5d 20 53 
55 3a 3a 4d 65 74 61 
64 61 74 61 3a 3a 72 
65 61 64 52 65 6d 6f 
74 65 4d 65 74 61 64 
61 74 61 20 57 61 72 
65 68 6f 75 73 65 3a 
20 73 64 64 73 2e 43 
45 50 4e 47 5f 32 2d 
31 38 2d 32 5f 31 30 
2d 38 2d 31 30 2d 33 
2e 31 0d 0a 

2021-05-
13T14:17:04.9409244Z I
NFO : SUL info: [V75884] 
SU::M
etadata::readRemoteMeta
data Warehouse: 
sdds.CEPNG_2-18-2_10-
8-10-3.1..

success or wait 16 275B1B WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 133 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 37 3a 30 34 2e 39 
38 37 38 30 32 36 5a 
20 49 4e 46 4f 20 3a 
20 53 55 4c 20 69 6e 
66 6f 3a 20 5b 56 37 
35 38 38 34 5d 20 53 
55 3a 3a 4d 65 74 61 
64 61 74 61 3a 3a 72 
65 61 64 52 65 6d 6f 
74 65 4d 65 74 61 64 
61 74 61 20 4d 61 70 
70 69 6e 67 20 70 72 
6f 64 75 63 74 20 73 
75 62 73 63 72 69 70 
74 69 6f 6e 73 20 74 6f 
20 77 61 72 65 68 6f 
75 73 65 73 0d 0a 

2021-05-
13T14:17:04.9878026Z I
NFO : SUL info: [V75884] 
SU::M
etadata::readRemoteMeta
data Mapping product 
subscriptions to 
warehouses..

success or wait 2 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 130 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 37 3a 30 34 2e 39 
38 37 38 30 32 36 5a 
20 49 4e 46 4f 20 3a 
20 53 55 4c 20 69 6e 
66 6f 3a 20 5b 56 37 
35 38 38 34 5d 20 53 
55 3a 3a 4d 65 74 61 
64 61 74 61 3a 3a 72 
65 61 64 52 65 6d 6f 
74 65 4d 65 74 61 64 
61 74 61 20 53 55 3a 
3a 4d 65 74 61 64 61 
74 61 3a 3a 72 65 61 
64 52 65 6d 6f 74 65 
4d 65 74 61 64 61 74 
61 28 29 20 2d 3e 20 
4f 4b 0d 0a 

2021-05-
13T14:17:04.9878026Z I
NFO : SUL info: [V75884] 
SU::M
etadata::readRemoteMeta
data SU
::Metadata::readRemoteM
etadata() -> OK..

success or wait 2 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 114 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 37 3a 30 34 2e 39 
38 37 38 30 32 36 5a 
20 49 4e 46 4f 20 3a 
20 53 55 4c 20 69 6e 
66 6f 3a 20 5b 56 34 
36 33 38 31 5d 20 53 
55 3a 3a 48 61 6e 64 
6c 65 3a 3a 72 65 61 
64 52 65 6d 6f 74 65 
4d 65 74 61 64 61 74 
61 20 2d 20 72 65 61 
64 52 65 6d 6f 74 65 
4d 65 74 61 64 61 74 
61 20 2d 3e 20 4f 4b 
0d 0a 

2021-05-
13T14:17:04.9878026Z I
NFO : SUL info: [V46381] 
SU::H
andle::readRemoteMetadat
a - readRemoteMetadata -
> OK..

success or wait 2 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 60 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 37 3a 30 34 2e 39 
38 37 38 30 32 36 5a 
20 49 4e 46 4f 20 3a 
20 53 75 70 70 6c 65 
6d 65 6e 74 3a 20 43 
45 50 4e 47 46 4c 41 
47 53 0d 0a 

2021-05-
13T14:17:04.9878026Z I
NFO : Supplement: 
CEPNGFLAGS..

success or wait 3 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 57 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 37 3a 30 34 2e 39 
38 37 38 30 32 36 5a 
20 49 4e 46 4f 20 3a 
20 46 6f 75 6e 64 20 
63 6f 6d 70 6f 6e 65 6e 
74 20 75 63 2e 0d 0a 

2021-05-
13T14:17:04.9878026Z I
NFO : Found component 
uc...

success or wait 32 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 63 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 37 3a 30 35 2e 30 
33 34 37 31 39 36 5a 
20 49 4e 46 4f 20 3a 
20 53 44 44 53 20 50 
6c 61 74 66 6f 72 6d 
3a 20 57 49 4e 5f 31 
30 5f 58 36 34 0d 0a 

2021-05-
13T14:17:05.0347196Z I
NFO : SDDS Platform: 
WIN_10_X64..

success or wait 2 275B1B WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 127 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 37 3a 30 35 2e 30 
33 34 37 31 39 36 5a 
20 49 4e 46 4f 20 3a 
20 43 6f 6d 70 6f 6e 65 
6e 74 20 75 63 20 64 
6f 65 73 20 6e 6f 74 20 
73 61 74 69 73 66 79 
20 66 65 61 74 75 72 
65 20 61 6e 64 20 70 
6c 61 74 66 6f 72 6d 
20 72 65 71 75 69 72 
65 6d 65 6e 74 73 20 
61 6e 64 20 77 69 6c 
6c 20 6e 6f 74 20 62 
65 20 64 65 70 6c 6f 
79 65 64 2e 0d 0a 

2021-05-
13T14:17:05.0347196Z I
NFO : Component uc does 
not satisfy feature and 
platform requirements and 
will not be deployed...

success or wait 16 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 120 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 37 3a 30 35 2e 30 
33 34 37 31 39 36 5a 
20 49 4e 46 4f 20 3a 
20 43 6f 6d 70 6f 6e 65 
6e 74 20 61 6d 73 69 
36 34 20 73 61 74 69 
73 66 69 65 73 20 66 
65 61 74 75 72 65 20 
61 6e 64 20 70 6c 61 
74 66 6f 72 6d 20 72 
65 71 75 69 72 65 6d 
65 6e 74 73 20 61 6e 
64 20 77 69 6c 6c 20 
62 65 20 64 65 70 6c 
6f 79 65 64 2e 0d 0a 

2021-05-
13T14:17:05.0347196Z I
NFO : Component amsi64 
satisfies feature and 
platform requirements and 
will be deployed...

success or wait 15 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 149 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 37 3a 30 35 2e 30 
33 34 37 31 39 36 5a 
20 49 4e 46 4f 20 3a 
20 4d 6f 64 65 6c 3a 
3a 63 6f 6d 70 6f 6e 65 
6e 74 73 20 63 68 61 
6e 67 65 64 20 74 6f 
3a 20 61 6d 73 69 36 
34 2c 73 64 75 2c 73 
73 65 36 34 2c 63 6c 
65 61 6e 36 34 2c 75 
6e 69 6e 73 74 61 6c 
6c 65 72 36 34 2c 6d 
63 73 65 70 2c 73 68 
73 2c 65 73 68 36 34 
2c 73 66 73 36 34 2c 
6e 74 70 36 34 2c 75 
69 36 34 2c 73 65 64 
36 34 2c 73 61 75 0d 
0a 

2021-05-
13T14:17:05.0347196Z I
NFO : Model::components 
changed to: 
amsi64,sdu,sse64,clean64
,uninstaller64,mcsep,shs,e
sh64
,sfs64,ntp64,ui64,sed64,sa
u..

success or wait 2 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 137 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 37 3a 30 35 2e 30 
33 34 37 31 39 36 5a 
20 49 4e 46 4f 20 3a 
20 41 64 64 69 6e 67 
20 64 69 73 74 72 69 
62 75 74 69 6f 6e 3a 
20 43 3a 5c 5c 50 72 
6f 67 72 61 6d 44 61 
74 61 5c 5c 53 6f 70 
68 6f 73 5c 5c 43 6c 6f 
75 64 49 6e 73 74 61 
6c 6c 65 72 5c 5c 41 
75 74 6f 55 70 64 61 
74 65 50 72 65 70 61 
72 61 74 69 6f 6e 5c 
5c 43 61 63 68 65 5c 
5c 64 65 63 6f 64 65 
64 0d 0a 

2021-05-
13T14:17:05.0347196Z I
NFO : Adding distribution: 
C:\
\ProgramData\\Sophos\\Cl
oudIns
taller\\AutoUpdatePreparati
on\\Cache\\decoded..

success or wait 2 275B1B WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

Copyright Joe Security LLC 2021 Page 129 of 145



C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 136 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 37 3a 30 35 2e 30 
33 34 37 31 39 36 5a 
20 49 4e 46 4f 20 3a 
20 41 64 64 65 64 20 
64 69 73 74 72 69 62 
75 74 69 6f 6e 3a 20 
43 3a 5c 5c 50 72 6f 
67 72 61 6d 44 61 74 
61 5c 5c 53 6f 70 68 6f 
73 5c 5c 43 6c 6f 75 
64 49 6e 73 74 61 6c 
6c 65 72 5c 5c 41 75 
74 6f 55 70 64 61 74 
65 50 72 65 70 61 72 
61 74 69 6f 6e 5c 5c 
43 61 63 68 65 5c 5c 
64 65 63 6f 64 65 64 
0d 0a 

2021-05-
13T14:17:05.0347196Z I
NFO : Added distribution: 
C:\\
ProgramData\\Sophos\\Clo
udInst
aller\\AutoUpdatePreparati
on\\Cache\\decoded..

success or wait 2 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 75 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 38 3a 31 34 2e 32 
34 30 38 38 39 32 5a 
20 49 4e 46 4f 20 3a 
20 43 6f 6d 70 6f 6e 65 
6e 74 20 73 61 76 78 
70 20 77 69 6c 6c 20 
6e 6f 74 20 62 65 20 
64 65 70 6c 6f 79 65 
64 2e 0d 0a 

2021-05-
13T14:18:14.2408892Z I
NFO : Component savxp 
will not be deployed...

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 72 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 38 3a 31 34 2e 32 
34 30 38 38 39 32 5a 
20 49 4e 46 4f 20 3a 
20 43 61 6c 6c 69 6e 
67 20 53 55 4c 44 6f 
77 6e 6c 6f 61 64 65 
72 20 61 64 64 46 69 
6c 74 65 72 2e 2e 2e 
0d 0a 

2021-05-
13T14:18:14.2408892Z I
NFO : Calling 
SULDownloader ad
dFilter.....

success or wait 1 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 157 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 38 3a 31 34 2e 32 
34 30 38 38 39 32 5a 
20 49 4e 46 4f 20 3a 
20 53 55 4c 20 69 6e 
66 6f 3a 20 5b 49 39 
36 37 33 36 5d 20 73 
64 64 73 2e 43 45 50 
4e 47 5f 32 2d 31 38 
2d 32 5f 31 30 2d 38 
2d 31 30 2d 33 2e 31 
3a 20 61 64 64 69 6e 
67 20 70 72 69 6d 61 
72 79 20 70 61 63 6b 
61 67 65 20 57 69 6e 
64 6f 77 73 43 6c 6f 75 
64 4e 65 78 74 47 65 
6e 20 52 45 43 4f 4d 
4d 45 4e 44 45 44 20 
62 61 73 65 56 65 72 
73 69 6f 6e 3d 31 31 
0d 0a 

2021-05-
13T14:18:14.2408892Z I
NFO : SUL info: [I96736] 
sdds.CEPNG_2-18-2_10-
8-10-3.1: adding primary 
package WindowsClou
dNextGen 
RECOMMENDED 
baseVersion=11..

success or wait 2 275B1B WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 168 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 38 3a 31 34 2e 32 
34 30 38 38 39 32 5a 
20 49 4e 46 4f 20 3a 
20 53 55 4c 20 69 6e 
66 6f 3a 20 5b 49 39 
35 30 32 30 5d 20 73 
64 64 73 2e 43 45 50 
4e 47 5f 32 2d 31 38 
2d 32 5f 31 30 2d 38 
2d 31 30 2d 33 2e 31 
3a 20 6c 6f 6f 6b 69 6e 
67 20 66 6f 72 20 70 
61 63 6b 61 67 65 73 
20 69 6e 63 6c 75 64 
65 64 20 66 72 6f 6d 
20 70 72 6f 64 75 63 
74 20 57 69 6e 64 6f 
77 73 43 6c 6f 75 64 
4e 65 78 74 47 65 6e 
20 52 45 43 4f 4d 4d 
45 4e 44 45 44 20 70 
61 74 68 3d 0d 0a 

2021-05-
13T14:18:14.2408892Z I
NFO : SUL info: [I95020] 
sdds.CEPNG_2-18-2_10-
8-10-3.1: looking for 
packages included from 
product 
WindowsCloudNextGen R
ECOMMENDED path=..

success or wait 67 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 243 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 38 3a 31 34 2e 32 
34 30 38 38 39 32 5a 
20 49 4e 46 4f 20 3a 
20 53 55 4c 20 69 6e 
66 6f 3a 20 5b 49 34 
35 33 37 38 5d 20 73 
64 64 73 2e 43 45 50 
4e 47 5f 32 2d 31 38 
2d 32 5f 31 30 2d 38 
2d 31 30 2d 33 2e 31 
3a 20 66 6f 75 6e 64 
20 69 6e 63 6c 75 64 
65 64 20 70 72 6f 64 
75 63 74 20 44 34 39 
34 32 43 35 37 2d 43 
43 38 30 2d 34 42 45 
37 2d 42 34 41 46 2d 
43 36 45 46 32 36 33 
42 39 45 43 39 20 34 
2e 35 2e 32 2e 33 30 
20 70 61 74 68 3d 64 
6f 74 6e 65 74 20 62 
61 73 65 56 65 72 73 
69 6f 6e 3d 20 5b 69 
6e 63 6c 75 64 65 64 
20 66 72 6f 6d 20 70 
72 6f 64 75 63 74 20 
57 69 6e 64 6f 77 73 
43 6c 6f 75 64 4e 65 
78 74 47 65 6e 20 52 
45 43 4f 4d 4d 45 4e 
44 45 44 20 70 61 74 
68 3d 5d 0d 0a 

2021-05-
13T14:18:14.2408892Z I
NFO : SUL info: [I45378] 
sdds.CEPNG_2-18-2_10-
8-10-3.1: found included 
product D4942C57-CC80-
4BE7-B4AF-
C6EF263B9EC9 4.5.2.30 
path=dotnet baseVersion= 
[included from product 
WindowsCloudNextGen 
RECOMMENDED path=]..

success or wait 32 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 171 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 38 3a 31 34 2e 32 
38 37 37 35 37 36 5a 
20 49 4e 46 4f 20 3a 
20 53 55 4c 20 69 6e 
66 6f 3a 20 5b 49 32 
32 35 32 39 5d 20 73 
64 64 73 2e 43 45 50 
4e 47 5f 32 2d 31 38 
2d 32 5f 31 30 2d 38 
2d 31 30 2d 33 2e 31 
3a 20 6c 6f 6f 6b 69 6e 
67 20 66 6f 72 20 73 
75 70 70 6c 65 6d 65 
6e 74 73 20 69 6e 63 
6c 75 64 65 64 20 66 
72 6f 6d 20 70 72 6f 64 
75 63 74 20 57 69 6e 
64 6f 77 73 43 6c 6f 75 
64 4e 65 78 74 47 65 
6e 20 52 45 43 4f 4d 
4d 45 4e 44 45 44 20 
70 61 74 68 3d 0d 0a 

2021-05-
13T14:18:14.2877576Z I
NFO : SUL info: [I22529] 
sdds.CEPNG_2-18-2_10-
8-10-3.1: looking for 
supplements included from 
product 
WindowsCloudNextGen 
RECOMMENDED path=..

success or wait 67 275B1B WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 171 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 38 3a 31 34 2e 32 
38 37 37 35 37 36 5a 
20 49 4e 46 4f 20 3a 
20 53 55 4c 20 69 6e 
66 6f 3a 20 5b 56 38 
31 35 33 33 5d 20 53 
55 3a 3a 63 72 65 61 
74 65 43 61 63 68 65 
64 50 61 63 6b 61 67 
65 53 6f 75 72 63 65 
20 61 62 6f 75 74 20 
74 6f 20 63 72 65 61 
74 65 20 63 61 63 68 
65 64 20 70 61 63 6b 
61 67 65 20 73 6f 75 
72 63 65 20 66 6f 72 
20 68 74 74 70 3a 2f 2f 
64 31 2e 73 6f 70 68 6f 
73 75 70 64 2e 63 6f 
6d 2f 75 70 64 61 74 
65 2c 20 75 72 6c 3d 
73 6f 70 68 6f 73 0d 0a 

2021-05-
13T14:18:14.2877576Z I
NFO : SUL info: [V81533] 
SU::c
reateCachedPackageSour
ce about to create cached 
package source for 
http://d1.sophosupd.com
/update, url=sophos..

success or wait 17 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 150 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 38 3a 31 34 2e 32 
38 37 37 35 37 36 5a 
20 49 4e 46 4f 20 3a 
20 53 55 4c 20 69 6e 
66 6f 3a 20 5b 56 38 
31 35 33 33 5d 20 53 
55 3a 3a 63 72 65 61 
74 65 43 61 63 68 65 
64 50 61 63 6b 61 67 
65 53 6f 75 72 63 65 
20 63 72 65 61 74 69 
6e 67 20 68 74 74 70 
20 70 61 63 6b 61 67 
65 20 73 6f 75 72 63 
65 20 66 6f 72 3a 68 
74 74 70 3a 2f 2f 64 31 
2e 73 6f 70 68 6f 73 75 
70 64 2e 63 6f 6d 2f 75 
70 64 61 74 65 0d 0a 

2021-05-
13T14:18:14.2877576Z I
NFO : SUL info: [V81533] 
SU::c
reateCachedPackageSour
ce creating http package 
source for:ht
tp://d1.sophosupd.com/up
date..

success or wait 17 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 117 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 38 3a 31 34 2e 32 
38 37 37 35 37 36 5a 
20 49 4e 46 4f 20 3a 
20 53 55 4c 20 69 6e 
66 6f 3a 20 5b 56 38 
31 35 33 33 5d 20 53 
55 3a 3a 63 72 65 61 
74 65 43 61 63 68 65 
64 50 61 63 6b 61 67 
65 53 6f 75 72 63 65 
20 63 72 65 61 74 69 
6e 67 20 63 61 63 68 
65 64 20 70 61 63 6b 
61 67 65 20 73 6f 75 
72 63 65 0d 0a 

2021-05-
13T14:18:14.2877576Z I
NFO : SUL info: [V81533] 
SU::c
reateCachedPackageSour
ce creating cached 
package source..

success or wait 17 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 138 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 38 3a 31 34 2e 32 
38 37 37 35 37 36 5a 
20 49 4e 46 4f 20 3a 
20 53 55 4c 20 69 6e 
66 6f 3a 20 5b 56 35 
32 36 31 34 5d 20 53 
55 3a 3a 4c 6f 67 67 
69 6e 67 41 64 76 69 
73 6f 72 3a 3a 73 74 
61 72 74 5f 66 69 6c 
65 20 5b 6d 65 74 61 
64 61 74 61 5d 20 53 
79 6e 63 69 6e 67 3a 
20 63 61 74 61 6c 6f 
67 75 65 2f 73 64 64 
73 2e 63 65 70 6e 67 
5f 66 6c 61 67 73 2e 
78 6d 6c 0d 0a 

2021-05-
13T14:18:14.2877576Z I
NFO : SUL info: [V52614] 
SU::L
oggingAdvisor::start_file 
[metadata] Syncing: 
catalogue/sdds
.cepng_flags.xml..

success or wait 17 275B1B WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 142 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 38 3a 31 34 2e 32 
38 37 37 35 37 36 5a 
20 49 4e 46 4f 20 3a 
20 53 55 4c 20 69 6e 
66 6f 3a 20 5b 56 35 
32 36 31 35 5d 20 53 
55 3a 3a 4c 6f 67 67 
69 6e 67 41 64 76 69 
73 6f 72 3a 3a 65 6e 
64 5f 66 69 6c 65 20 
5b 6d 65 74 61 64 61 
74 61 5d 20 53 75 63 
63 65 73 73 3a 20 63 
61 74 61 6c 6f 67 75 
65 2f 73 64 64 73 2e 
63 65 70 6e 67 5f 66 
6c 61 67 73 2e 78 6d 
6c 3a 20 30 20 6d 73 
0d 0a 

2021-05-
13T14:18:14.2877576Z I
NFO : SUL info: [V52615] 
SU::L
oggingAdvisor::end_file 
[metadata] Success: 
catalogue/sdds.c
epng_flags.xml: 0 ms..

success or wait 17 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 137 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 38 3a 31 34 2e 33 
33 34 36 33 34 39 5a 
20 49 4e 46 4f 20 3a 
20 53 55 4c 20 69 6e 
66 6f 3a 20 5b 56 35 
32 36 31 34 5d 20 53 
55 3a 3a 4c 6f 67 67 
69 6e 67 41 64 76 69 
73 6f 72 3a 3a 73 74 
61 72 74 5f 66 69 6c 
65 20 5b 6d 65 74 61 
64 61 74 61 5d 20 53 
79 6e 63 69 6e 67 3a 
20 62 75 6c 6b 2f 73 
64 64 73 2e 63 65 70 
6e 67 5f 66 6c 61 67 
73 2e 78 6d 6c 2e 7a 
69 70 0d 0a 

2021-05-
13T14:18:14.3346349Z I
NFO : SUL info: [V52614] 
SU::L
oggingAdvisor::start_file 
[metadata] Syncing: 
bulk/sdds.cepn
g_flags.xml.zip..

success or wait 17 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 142 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 38 3a 31 34 2e 34 
32 38 33 38 31 37 5a 
20 49 4e 46 4f 20 3a 
20 53 55 4c 20 69 6e 
66 6f 3a 20 5b 56 35 
32 36 31 35 5d 20 53 
55 3a 3a 4c 6f 67 67 
69 6e 67 41 64 76 69 
73 6f 72 3a 3a 65 6e 
64 5f 66 69 6c 65 20 
5b 6d 65 74 61 64 61 
74 61 5d 20 53 75 63 
63 65 73 73 3a 20 62 
75 6c 6b 2f 73 64 64 
73 2e 63 65 70 6e 67 
5f 66 6c 61 67 73 2e 
78 6d 6c 2e 7a 69 70 
3a 20 39 34 20 6d 73 
0d 0a 

2021-05-
13T14:18:14.4283817Z I
NFO : SUL info: [V52615] 
SU::L
oggingAdvisor::end_file 
[metadata] Success: 
bulk/sdds.cepng_
flags.xml.zip: 94 ms..

success or wait 17 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 169 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 38 3a 31 34 2e 34 
32 38 33 38 31 37 5a 
20 49 4e 46 4f 20 3a 
20 53 55 4c 20 69 6e 
66 6f 3a 20 5b 44 45 
42 55 47 5d 20 63 61 
63 68 65 64 5f 70 61 
63 6b 61 67 65 5f 73 6f 
75 72 63 65 3a 3a 6c 
6f 61 64 5f 62 75 6c 6b 
5f 7a 69 70 66 69 6c 
65 20 6c 6f 61 64 65 
64 20 62 75 6c 6b 20 
7a 69 70 66 69 6c 65 
20 69 6e 64 65 78 20 
66 72 6f 6d 3a 20 62 
75 6c 6b 2f 73 64 64 
73 2e 63 65 70 6e 67 
5f 66 6c 61 67 73 2e 
78 6d 6c 2e 7a 69 70 
20 28 37 32 20 69 74 
65 6d 73 29 0d 0a 

2021-05-
13T14:18:14.4283817Z I
NFO : SUL info: [DEBUG] 
cached
_package_source::load_bu
lk_zipfile loaded bulk 
zipfile index from: 
bulk/sdds.cepng_flags.x
ml.zip (72 items)..

success or wait 17 275B1B WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 159 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 38 3a 31 34 2e 34 
32 38 33 38 31 37 5a 
20 49 4e 46 4f 20 3a 
20 53 55 4c 20 69 6e 
66 6f 3a 20 5b 56 35 
32 36 31 34 5d 20 53 
55 3a 3a 4c 6f 67 67 
69 6e 67 41 64 76 69 
73 6f 72 3a 3a 73 74 
61 72 74 5f 66 69 6c 
65 20 5b 6d 65 74 61 
64 61 74 61 5d 20 53 
79 6e 63 69 6e 67 3a 
20 31 61 33 37 65 31 
39 35 32 32 32 32 34 
37 35 35 62 38 66 32 
30 39 64 36 30 34 66 
61 34 63 38 64 78 30 
30 30 2e 78 6d 6c 3a 
20 35 38 32 20 62 79 
74 65 73 0d 0a 

2021-05-
13T14:18:14.4283817Z I
NFO : SUL info: [V52614] 
SU::L
oggingAdvisor::start_file 
[metadata] Syncing: 
1a37e195222247
55b8f209d604fa4c8dx000.
xml: 582 bytes..

success or wait 17 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 262 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 38 3a 31 34 2e 34 
32 38 33 38 31 37 5a 
20 49 4e 46 4f 20 3a 
20 53 55 4c 20 69 6e 
66 6f 3a 20 5b 44 45 
42 55 47 5d 20 63 61 
63 68 65 64 5f 70 61 
63 6b 61 67 65 5f 73 6f 
75 72 63 65 3a 3a 73 
65 72 76 65 5f 66 72 6f 
6d 5f 62 75 6c 6b 5f 7a 
69 70 66 69 6c 65 20 
65 78 74 72 61 63 74 
65 64 20 31 61 33 37 
65 31 39 35 32 32 32 
32 34 37 35 35 62 38 
66 32 30 39 64 36 30 
34 66 61 34 63 38 64 
78 30 30 30 2e 78 6d 
6c 20 66 72 6f 6d 20 
43 3a 2f 50 72 6f 67 72 
61 6d 44 61 74 61 2f 
53 6f 70 68 6f 73 2f 43 
6c 6f 75 64 49 6e 73 
74 61 6c 6c 65 72 2f 
41 75 74 6f 55 70 64 
61 74 65 50 72 65 70 
61 72 61 74 69 6f 6e 2f 
64 61 74 61 2f 57 61 
72 65 68 6f 75 73 65 2f 
62 75 6c 6b 2f 73 64 
64 73 2e 63 65 70 6e 
67 5f 66 6c 61 67 73 
2e 78 6d 

2021-05-
13T14:18:14.4283817Z I
NFO : SUL info: [DEBUG] 
cached
_package_source::serve_f
rom_bulk_zipfile extracted 
1a37e1952
2224755b8f209d604fa4c8d
x000.xml from 
C:/ProgramData/Sophos/C
loudInstaller/AutoUpdatePr
epar
ation/data/Warehouse/bulk
/sdds.cepng_flags.xm

success or wait 17 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 152 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 38 3a 31 34 2e 34 
32 38 33 38 31 37 5a 
20 49 4e 46 4f 20 3a 
20 53 55 4c 20 69 6e 
66 6f 3a 20 5b 56 35 
32 36 31 35 5d 20 53 
55 3a 3a 4c 6f 67 67 
69 6e 67 41 64 76 69 
73 6f 72 3a 3a 65 6e 
64 5f 66 69 6c 65 20 
5b 6d 65 74 61 64 61 
74 61 5d 20 53 75 63 
63 65 73 73 3a 20 31 
61 33 37 65 31 39 35 
32 32 32 32 34 37 35 
35 62 38 66 32 30 39 
64 36 30 34 66 61 34 
63 38 64 78 30 30 30 
2e 78 6d 6c 3a 20 30 
20 6d 73 0d 0a 

2021-05-
13T14:18:14.4283817Z I
NFO : SUL info: [V52615] 
SU::L
oggingAdvisor::end_file 
[metadata] Success: 
1a37e19522224755
b8f209d604fa4c8dx000.xm
l: 0 ms..

success or wait 17 275B1B WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 160 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 38 3a 31 34 2e 34 
32 38 33 38 31 37 5a 
20 49 4e 46 4f 20 3a 
20 53 55 4c 20 69 6e 
66 6f 3a 20 5b 56 35 
32 36 31 34 5d 20 53 
55 3a 3a 4c 6f 67 67 
69 6e 67 41 64 76 69 
73 6f 72 3a 3a 73 74 
61 72 74 5f 66 69 6c 
65 20 5b 6d 65 74 61 
64 61 74 61 5d 20 53 
79 6e 63 69 6e 67 3a 
20 35 39 31 31 62 31 
30 61 31 38 65 64 32 
35 64 37 35 66 62 30 
39 63 61 34 38 32 30 
66 35 62 38 31 78 30 
30 30 2e 78 6d 6c 3a 
20 38 36 37 33 20 62 
79 74 65 73 0d 0a 

2021-05-
13T14:18:14.4283817Z I
NFO : SUL info: [V52614] 
SU::L
oggingAdvisor::start_file 
[metadata] Syncing: 
5911b10a18ed25
d75fb09ca4820f5b81x000.
xml: 8673 bytes..

success or wait 17 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 262 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 38 3a 31 34 2e 34 
39 30 38 38 31 38 5a 
20 49 4e 46 4f 20 3a 
20 53 55 4c 20 69 6e 
66 6f 3a 20 5b 44 45 
42 55 47 5d 20 63 61 
63 68 65 64 5f 70 61 
63 6b 61 67 65 5f 73 6f 
75 72 63 65 3a 3a 73 
65 72 76 65 5f 66 72 6f 
6d 5f 62 75 6c 6b 5f 7a 
69 70 66 69 6c 65 20 
65 78 74 72 61 63 74 
65 64 20 35 39 31 31 
62 31 30 61 31 38 65 
64 32 35 64 37 35 66 
62 30 39 63 61 34 38 
32 30 66 35 62 38 31 
78 30 30 30 2e 78 6d 
6c 20 66 72 6f 6d 20 
43 3a 2f 50 72 6f 67 72 
61 6d 44 61 74 61 2f 
53 6f 70 68 6f 73 2f 43 
6c 6f 75 64 49 6e 73 
74 61 6c 6c 65 72 2f 
41 75 74 6f 55 70 64 
61 74 65 50 72 65 70 
61 72 61 74 69 6f 6e 2f 
64 61 74 61 2f 57 61 
72 65 68 6f 75 73 65 2f 
62 75 6c 6b 2f 73 64 
64 73 2e 63 65 70 6e 
67 5f 66 6c 61 67 73 
2e 78 6d 

2021-05-
13T14:18:14.4908818Z I
NFO : SUL info: [DEBUG] 
cached
_package_source::serve_f
rom_bulk_zipfile extracted 
5911b10a1
8ed25d75fb09ca4820f5b81
x000.xml from 
C:/ProgramData/Sophos/C
loudInstaller/AutoUpdatePr
epar
ation/data/Warehouse/bulk
/sdds.cepng_flags.xm

success or wait 17 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 153 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 38 3a 31 34 2e 34 
39 30 38 38 31 38 5a 
20 49 4e 46 4f 20 3a 
20 53 55 4c 20 69 6e 
66 6f 3a 20 5b 56 35 
32 36 31 35 5d 20 53 
55 3a 3a 4c 6f 67 67 
69 6e 67 41 64 76 69 
73 6f 72 3a 3a 65 6e 
64 5f 66 69 6c 65 20 
5b 6d 65 74 61 64 61 
74 61 5d 20 53 75 63 
63 65 73 73 3a 20 35 
39 31 31 62 31 30 61 
31 38 65 64 32 35 64 
37 35 66 62 30 39 63 
61 34 38 32 30 66 35 
62 38 31 78 30 30 30 
2e 78 6d 6c 3a 20 36 
33 20 6d 73 0d 0a 

2021-05-
13T14:18:14.4908818Z I
NFO : SUL info: [V52615] 
SU::L
oggingAdvisor::end_file 
[metadata] Success: 
5911b10a18ed25d7
5fb09ca4820f5b81x000.xm
l: 63 ms..

success or wait 17 275B1B WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 172 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 38 3a 31 34 2e 34 
39 30 38 38 31 38 5a 
20 49 4e 46 4f 20 3a 
20 53 55 4c 20 69 6e 
66 6f 3a 20 5b 56 35 
32 36 31 34 5d 20 53 
55 3a 3a 4c 6f 67 67 
69 6e 67 41 64 76 69 
73 6f 72 3a 3a 73 74 
61 72 74 5f 66 69 6c 
65 20 5b 6d 65 74 61 
64 61 74 61 5d 20 53 
79 6e 63 69 6e 67 3a 
20 43 45 50 4e 47 46 
4c 41 47 53 2f 63 62 
39 66 35 63 35 38 61 
65 62 61 33 37 34 35 
33 32 36 38 32 35 34 
63 64 38 66 38 35 30 
35 33 78 30 30 30 2e 
78 6d 6c 3a 20 31 30 
39 32 36 20 62 79 74 
65 73 0d 0a 

2021-05-
13T14:18:14.4908818Z I
NFO : SUL info: [V52614] 
SU::L
oggingAdvisor::start_file 
[metadata] Syncing: 
CEPNGFLAGS/cb9
f5c58aeba37453268254cd
8f85053x000.xml: 10926 
bytes..

success or wait 31 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 273 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 38 3a 31 34 2e 34 
39 30 38 38 31 38 5a 
20 49 4e 46 4f 20 3a 
20 53 55 4c 20 69 6e 
66 6f 3a 20 5b 44 45 
42 55 47 5d 20 63 61 
63 68 65 64 5f 70 61 
63 6b 61 67 65 5f 73 6f 
75 72 63 65 3a 3a 73 
65 72 76 65 5f 66 72 6f 
6d 5f 62 75 6c 6b 5f 7a 
69 70 66 69 6c 65 20 
65 78 74 72 61 63 74 
65 64 20 43 45 50 4e 
47 46 4c 41 47 53 2f 
63 62 39 66 35 63 35 
38 61 65 62 61 33 37 
34 35 33 32 36 38 32 
35 34 63 64 38 66 38 
35 30 35 33 78 30 30 
30 2e 78 6d 6c 20 66 
72 6f 6d 20 43 3a 2f 50 
72 6f 67 72 61 6d 44 
61 74 61 2f 53 6f 70 68 
6f 73 2f 43 6c 6f 75 64 
49 6e 73 74 61 6c 6c 
65 72 2f 41 75 74 6f 55 
70 64 61 74 65 50 72 
65 70 61 72 61 74 69 
6f 6e 2f 64 61 74 61 2f 
57 61 72 65 68 6f 75 
73 65 2f 62 75 6c 6b 2f 
73 64 64 73 2e 63 65 
70 

2021-05-
13T14:18:14.4908818Z I
NFO : SUL info: [DEBUG] 
cached
_package_source::serve_f
rom_bulk_zipfile extracted 
CEPNGFLAG
S/cb9f5c58aeba37453268
254cd8f85053x000.xml 
from C:/ProgramDa
ta/Sophos/CloudInstaller/A
utoU
pdatePreparation/data/War
ehouse/bulk/sdds.cep

success or wait 31 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 163 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 38 3a 31 34 2e 34 
39 30 38 38 31 38 5a 
20 49 4e 46 4f 20 3a 
20 53 55 4c 20 69 6e 
66 6f 3a 20 5b 56 35 
32 36 31 35 5d 20 53 
55 3a 3a 4c 6f 67 67 
69 6e 67 41 64 76 69 
73 6f 72 3a 3a 65 6e 
64 5f 66 69 6c 65 20 
5b 6d 65 74 61 64 61 
74 61 5d 20 53 75 63 
63 65 73 73 3a 20 43 
45 50 4e 47 46 4c 41 
47 53 2f 63 62 39 66 
35 63 35 38 61 65 62 
61 33 37 34 35 33 32 
36 38 32 35 34 63 64 
38 66 38 35 30 35 33 
78 30 30 30 2e 78 6d 
6c 3a 20 30 20 6d 73 
0d 0a 

2021-05-
13T14:18:14.4908818Z I
NFO : SUL info: [V52615] 
SU::L
oggingAdvisor::end_file 
[metadata] Success: 
CEPNGFLAGS/cb9f5
c58aeba37453268254cd8f
85053x000.xml: 0 ms..

success or wait 31 275B1B WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 159 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 38 3a 31 34 2e 34 
39 30 38 38 31 38 5a 
20 49 4e 46 4f 20 3a 
20 53 55 4c 20 69 6e 
66 6f 3a 20 5b 56 35 
32 36 31 34 5d 20 53 
55 3a 3a 4c 6f 67 67 
69 6e 67 41 64 76 69 
73 6f 72 3a 3a 73 74 
61 72 74 5f 66 69 6c 
65 20 5b 6d 65 74 61 
64 61 74 61 5d 20 53 
79 6e 63 69 6e 67 3a 
20 30 37 31 30 63 64 
37 64 66 37 64 62 30 
66 62 33 32 39 61 38 
64 64 37 66 35 63 39 
31 64 66 64 39 78 30 
30 30 2e 78 6d 6c 3a 
20 35 36 33 20 62 79 
74 65 73 0d 0a 

2021-05-
13T14:18:14.4908818Z I
NFO : SUL info: [V52614] 
SU::L
oggingAdvisor::start_file 
[metadata] Syncing: 
0710cd7df7db0f
b329a8dd7f5c91dfd9x000.
xml: 563 bytes..

success or wait 134 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 262 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 38 3a 31 34 2e 34 
39 30 38 38 31 38 5a 
20 49 4e 46 4f 20 3a 
20 53 55 4c 20 69 6e 
66 6f 3a 20 5b 44 45 
42 55 47 5d 20 63 61 
63 68 65 64 5f 70 61 
63 6b 61 67 65 5f 73 6f 
75 72 63 65 3a 3a 73 
65 72 76 65 5f 66 72 6f 
6d 5f 62 75 6c 6b 5f 7a 
69 70 66 69 6c 65 20 
65 78 74 72 61 63 74 
65 64 20 30 37 31 30 
63 64 37 64 66 37 64 
62 30 66 62 33 32 39 
61 38 64 64 37 66 35 
63 39 31 64 66 64 39 
78 30 30 30 2e 78 6d 
6c 20 66 72 6f 6d 20 
43 3a 2f 50 72 6f 67 72 
61 6d 44 61 74 61 2f 
53 6f 70 68 6f 73 2f 43 
6c 6f 75 64 49 6e 73 
74 61 6c 6c 65 72 2f 
41 75 74 6f 55 70 64 
61 74 65 50 72 65 70 
61 72 61 74 69 6f 6e 2f 
64 61 74 61 2f 57 61 
72 65 68 6f 75 73 65 2f 
62 75 6c 6b 2f 73 64 
64 73 2e 63 65 70 6e 
67 5f 66 6c 61 67 73 
2e 78 6d 

2021-05-
13T14:18:14.4908818Z I
NFO : SUL info: [DEBUG] 
cached
_package_source::serve_f
rom_bulk_zipfile extracted 
0710cd7df
7db0fb329a8dd7f5c91dfd9
x000.xml from 
C:/ProgramData/Sophos/C
loudInstaller/AutoUpdatePr
epar
ation/data/Warehouse/bulk
/sdds.cepng_flags.xm

success or wait 134 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 152 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 38 3a 31 34 2e 34 
39 30 38 38 31 38 5a 
20 49 4e 46 4f 20 3a 
20 53 55 4c 20 69 6e 
66 6f 3a 20 5b 56 35 
32 36 31 35 5d 20 53 
55 3a 3a 4c 6f 67 67 
69 6e 67 41 64 76 69 
73 6f 72 3a 3a 65 6e 
64 5f 66 69 6c 65 20 
5b 6d 65 74 61 64 61 
74 61 5d 20 53 75 63 
63 65 73 73 3a 20 30 
37 31 30 63 64 37 64 
66 37 64 62 30 66 62 
33 32 39 61 38 64 64 
37 66 35 63 39 31 64 
66 64 39 78 30 30 30 
2e 78 6d 6c 3a 20 30 
20 6d 73 0d 0a 

2021-05-
13T14:18:14.4908818Z I
NFO : SUL info: [V52615] 
SU::L
oggingAdvisor::end_file 
[metadata] Success: 
0710cd7df7db0fb3
29a8dd7f5c91dfd9x000.xm
l: 0 ms..

success or wait 134 275B1B WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 159 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 38 3a 31 34 2e 34 
39 30 38 38 31 38 5a 
20 49 4e 46 4f 20 3a 
20 53 55 4c 20 69 6e 
66 6f 3a 20 5b 56 35 
32 36 31 34 5d 20 53 
55 3a 3a 4c 6f 67 67 
69 6e 67 41 64 76 69 
73 6f 72 3a 3a 73 74 
61 72 74 5f 66 69 6c 
65 20 5b 6d 65 74 61 
64 61 74 61 5d 20 53 
79 6e 63 69 6e 67 3a 
20 30 64 34 31 62 64 
35 65 65 62 63 34 61 
39 37 32 30 36 65 39 
36 33 61 66 61 65 64 
34 66 32 32 63 78 30 
30 30 2e 78 6d 6c 3a 
20 33 33 37 20 62 79 
74 65 73 0d 0a 

2021-05-
13T14:18:14.4908818Z I
NFO : SUL info: [V52614] 
SU::L
oggingAdvisor::start_file 
[metadata] Syncing: 
0d41bd5eebc4a9
7206e963afaed4f22cx000.
xml: 337 bytes..

success or wait 134 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 262 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 38 3a 31 34 2e 35 
33 37 37 35 34 39 5a 
20 49 4e 46 4f 20 3a 
20 53 55 4c 20 69 6e 
66 6f 3a 20 5b 44 45 
42 55 47 5d 20 63 61 
63 68 65 64 5f 70 61 
63 6b 61 67 65 5f 73 6f 
75 72 63 65 3a 3a 73 
65 72 76 65 5f 66 72 6f 
6d 5f 62 75 6c 6b 5f 7a 
69 70 66 69 6c 65 20 
65 78 74 72 61 63 74 
65 64 20 30 64 34 31 
62 64 35 65 65 62 63 
34 61 39 37 32 30 36 
65 39 36 33 61 66 61 
65 64 34 66 32 32 63 
78 30 30 30 2e 78 6d 
6c 20 66 72 6f 6d 20 
43 3a 2f 50 72 6f 67 72 
61 6d 44 61 74 61 2f 
53 6f 70 68 6f 73 2f 43 
6c 6f 75 64 49 6e 73 
74 61 6c 6c 65 72 2f 
41 75 74 6f 55 70 64 
61 74 65 50 72 65 70 
61 72 61 74 69 6f 6e 2f 
64 61 74 61 2f 57 61 
72 65 68 6f 75 73 65 2f 
62 75 6c 6b 2f 73 64 
64 73 2e 63 65 70 6e 
67 5f 66 6c 61 67 73 
2e 78 6d 

2021-05-
13T14:18:14.5377549Z I
NFO : SUL info: [DEBUG] 
cached
_package_source::serve_f
rom_bulk_zipfile extracted 
0d41bd5ee
bc4a97206e963afaed4f22c
x000.xml from 
C:/ProgramData/Sophos/C
loudInstaller/AutoUpdatePr
epar
ation/data/Warehouse/bulk
/sdds.cepng_flags.xm

success or wait 134 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 153 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 38 3a 31 34 2e 35 
33 37 37 35 34 39 5a 
20 49 4e 46 4f 20 3a 
20 53 55 4c 20 69 6e 
66 6f 3a 20 5b 56 35 
32 36 31 35 5d 20 53 
55 3a 3a 4c 6f 67 67 
69 6e 67 41 64 76 69 
73 6f 72 3a 3a 65 6e 
64 5f 66 69 6c 65 20 
5b 6d 65 74 61 64 61 
74 61 5d 20 53 75 63 
63 65 73 73 3a 20 30 
64 34 31 62 64 35 65 
65 62 63 34 61 39 37 
32 30 36 65 39 36 33 
61 66 61 65 64 34 66 
32 32 63 78 30 30 30 
2e 78 6d 6c 3a 20 34 
37 20 6d 73 0d 0a 

2021-05-
13T14:18:14.5377549Z I
NFO : SUL info: [V52615] 
SU::L
oggingAdvisor::end_file 
[metadata] Success: 
0d41bd5eebc4a972
06e963afaed4f22cx000.xm
l: 47 ms..

success or wait 134 275B1B WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 159 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 38 3a 31 34 2e 35 
33 37 37 35 34 39 5a 
20 49 4e 46 4f 20 3a 
20 53 55 4c 20 69 6e 
66 6f 3a 20 5b 56 35 
32 36 31 34 5d 20 53 
55 3a 3a 4c 6f 67 67 
69 6e 67 41 64 76 69 
73 6f 72 3a 3a 73 74 
61 72 74 5f 66 69 6c 
65 20 5b 6d 65 74 61 
64 61 74 61 5d 20 53 
79 6e 63 69 6e 67 3a 
20 38 30 38 33 39 63 
63 32 65 61 36 66 30 
61 39 39 39 32 32 30 
37 31 63 62 36 30 39 
32 39 39 33 33 78 30 
30 30 2e 78 6d 6c 3a 
20 33 39 37 20 62 79 
74 65 73 0d 0a 

2021-05-
13T14:18:14.5377549Z I
NFO : SUL info: [V52614] 
SU::L
oggingAdvisor::start_file 
[metadata] Syncing: 
80839cc2ea6f0a
99922071cb60929933x000
.xml: 397 bytes..

success or wait 17 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 262 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 38 3a 31 34 2e 35 
33 37 37 35 34 39 5a 
20 49 4e 46 4f 20 3a 
20 53 55 4c 20 69 6e 
66 6f 3a 20 5b 44 45 
42 55 47 5d 20 63 61 
63 68 65 64 5f 70 61 
63 6b 61 67 65 5f 73 6f 
75 72 63 65 3a 3a 73 
65 72 76 65 5f 66 72 6f 
6d 5f 62 75 6c 6b 5f 7a 
69 70 66 69 6c 65 20 
65 78 74 72 61 63 74 
65 64 20 38 30 38 33 
39 63 63 32 65 61 36 
66 30 61 39 39 39 32 
32 30 37 31 63 62 36 
30 39 32 39 39 33 33 
78 30 30 30 2e 78 6d 
6c 20 66 72 6f 6d 20 
43 3a 2f 50 72 6f 67 72 
61 6d 44 61 74 61 2f 
53 6f 70 68 6f 73 2f 43 
6c 6f 75 64 49 6e 73 
74 61 6c 6c 65 72 2f 
41 75 74 6f 55 70 64 
61 74 65 50 72 65 70 
61 72 61 74 69 6f 6e 2f 
64 61 74 61 2f 57 61 
72 65 68 6f 75 73 65 2f 
62 75 6c 6b 2f 73 64 
64 73 2e 63 65 70 6e 
67 5f 66 6c 61 67 73 
2e 78 6d 

2021-05-
13T14:18:14.5377549Z I
NFO : SUL info: [DEBUG] 
cached
_package_source::serve_f
rom_bulk_zipfile extracted 
80839cc2e
a6f0a99922071cb6092993
3x000.xml from 
C:/ProgramData/Sophos/C
loudInstaller/AutoUpdatePr
epar
ation/data/Warehouse/bulk
/sdds.cepng_flags.xm

success or wait 17 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 152 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 38 3a 31 34 2e 35 
33 37 37 35 34 39 5a 
20 49 4e 46 4f 20 3a 
20 53 55 4c 20 69 6e 
66 6f 3a 20 5b 56 35 
32 36 31 35 5d 20 53 
55 3a 3a 4c 6f 67 67 
69 6e 67 41 64 76 69 
73 6f 72 3a 3a 65 6e 
64 5f 66 69 6c 65 20 
5b 6d 65 74 61 64 61 
74 61 5d 20 53 75 63 
63 65 73 73 3a 20 38 
30 38 33 39 63 63 32 
65 61 36 66 30 61 39 
39 39 32 32 30 37 31 
63 62 36 30 39 32 39 
39 33 33 78 30 30 30 
2e 78 6d 6c 3a 20 30 
20 6d 73 0d 0a 

2021-05-
13T14:18:14.5377549Z I
NFO : SUL info: [V52615] 
SU::L
oggingAdvisor::end_file 
[metadata] Success: 
80839cc2ea6f0a99
922071cb60929933x000.x
ml: 0 ms..

success or wait 17 275B1B WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

Copyright Joe Security LLC 2021 Page 139 of 145



C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 194 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 38 3a 31 35 2e 39 
39 30 39 31 31 34 5a 
20 49 4e 46 4f 20 3a 
20 53 55 4c 20 69 6e 
66 6f 3a 20 5b 49 34 
39 35 30 32 5d 20 73 
64 64 73 2e 63 65 70 
6e 67 5f 66 6c 61 67 
73 2e 78 6d 6c 3a 20 
66 6f 75 6e 64 20 73 
75 70 70 6c 65 6d 65 
6e 74 20 43 45 50 4e 
47 46 4c 41 47 53 20 
32 30 32 31 2d 31 20 
70 61 74 68 3d 20 62 
61 73 65 56 65 72 73 
69 6f 6e 3d 20 5b 69 
6e 63 6c 75 64 65 64 
20 66 72 6f 6d 20 70 
72 6f 64 75 63 74 20 
57 69 6e 64 6f 77 73 
43 6c 6f 75 64 4e 65 
78 74 47 65 6e 20 52 
45 43 4f 4d 4d 45 4e 
44 45 44 20 70 61 74 
68 3d 5d 0d 0a 

2021-05-
13T14:18:15.9909114Z I
NFO : SUL info: [I49502] 
sdds.cepng_flags.xml: 
found supplement 
CEPNGFLAGS 2021-1 
path= baseVersion= 
[included from product 
WindowsCloudNextGen 
RECOMMENDED path=]..

success or wait 33 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 110 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 38 3a 33 37 2e 34 
39 30 38 32 32 36 5a 
20 49 4e 46 4f 20 3a 
20 53 55 4c 20 69 6e 
66 6f 3a 20 5b 49 31 
39 34 36 33 5d 20 53 
79 6e 63 69 6e 67 20 
70 72 6f 64 75 63 74 
20 57 69 6e 64 6f 77 
73 43 6c 6f 75 64 4e 
65 78 74 47 65 6e 20 
52 45 43 4f 4d 4d 45 
4e 44 45 44 20 70 61 
74 68 3d 0d 0a 

2021-05-
13T14:18:37.4908226Z I
NFO : SUL info: [I19463] 
Syncing product 
WindowsCloudNextGen 
RECOMMENDED path=..

success or wait 2 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 160 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 38 3a 33 37 2e 34 
39 30 38 32 32 36 5a 
20 49 4e 46 4f 20 3a 
20 53 55 4c 20 69 6e 
66 6f 3a 20 5b 56 35 
32 36 31 34 5d 20 53 
55 3a 3a 4c 6f 67 67 
69 6e 67 41 64 76 69 
73 6f 72 3a 3a 73 74 
61 72 74 5f 66 69 6c 
65 20 5b 6d 65 74 61 
64 61 74 61 5d 20 53 
79 6e 63 69 6e 67 3a 
20 65 35 61 34 38 36 
63 39 37 36 34 37 62 
62 38 31 34 64 66 63 
35 35 35 35 65 31 64 
34 66 34 62 63 78 30 
30 30 2e 78 6d 6c 3a 
20 31 34 39 33 20 62 
79 74 65 73 0d 0a 

2021-05-
13T14:18:37.4908226Z I
NFO : SUL info: [V52614] 
SU::L
oggingAdvisor::start_file 
[metadata] Syncing: 
e5a486c97647bb
814dfc5555e1d4f4bcx000.
xml: 1493 bytes..

success or wait 33 275B1B WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 275 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 38 3a 33 37 2e 35 
33 37 36 39 38 39 5a 
20 49 4e 46 4f 20 3a 
20 53 55 4c 20 69 6e 
66 6f 3a 20 5b 44 45 
42 55 47 5d 20 63 61 
63 68 65 64 5f 70 61 
63 6b 61 67 65 5f 73 6f 
75 72 63 65 3a 3a 73 
65 72 76 65 5f 66 72 6f 
6d 5f 62 75 6c 6b 5f 7a 
69 70 66 69 6c 65 20 
65 78 74 72 61 63 74 
65 64 20 65 35 61 34 
38 36 63 39 37 36 34 
37 62 62 38 31 34 64 
66 63 35 35 35 35 65 
31 64 34 66 34 62 63 
78 30 30 30 2e 78 6d 
6c 20 66 72 6f 6d 20 
43 3a 2f 50 72 6f 67 72 
61 6d 44 61 74 61 2f 
53 6f 70 68 6f 73 2f 43 
6c 6f 75 64 49 6e 73 
74 61 6c 6c 65 72 2f 
41 75 74 6f 55 70 64 
61 74 65 50 72 65 70 
61 72 61 74 69 6f 6e 2f 
64 61 74 61 2f 57 61 
72 65 68 6f 75 73 65 2f 
62 75 6c 6b 2f 73 64 
64 73 2e 43 45 50 4e 
47 5f 32 2d 31 38 2d 
32 5f 31 

2021-05-
13T14:18:37.5376989Z I
NFO : SUL info: [DEBUG] 
cached
_package_source::serve_f
rom_bulk_zipfile extracted 
e5a486c97
647bb814dfc5555e1d4f4bc
x000.xml from 
C:/ProgramData/Sophos/C
loudInstaller/AutoUpdatePr
epar
ation/data/Warehouse/bulk
/sdds.CEPNG_2-18-2_1

success or wait 33 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 153 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 38 3a 33 37 2e 35 
33 37 36 39 38 39 5a 
20 49 4e 46 4f 20 3a 
20 53 55 4c 20 69 6e 
66 6f 3a 20 5b 56 35 
32 36 31 35 5d 20 53 
55 3a 3a 4c 6f 67 67 
69 6e 67 41 64 76 69 
73 6f 72 3a 3a 65 6e 
64 5f 66 69 6c 65 20 
5b 6d 65 74 61 64 61 
74 61 5d 20 53 75 63 
63 65 73 73 3a 20 65 
35 61 34 38 36 63 39 
37 36 34 37 62 62 38 
31 34 64 66 63 35 35 
35 35 65 31 64 34 66 
34 62 63 78 30 30 30 
2e 78 6d 6c 3a 20 34 
37 20 6d 73 0d 0a 

2021-05-
13T14:18:37.5376989Z I
NFO : SUL info: [V52615] 
SU::L
oggingAdvisor::end_file 
[metadata] Success: 
e5a486c97647bb81
4dfc5555e1d4f4bcx000.xm
l: 47 ms..

success or wait 33 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 201 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 38 3a 33 38 2e 38 
33 34 35 36 38 35 5a 
20 49 4e 46 4f 20 3a 
20 53 55 4c 20 69 6e 
66 6f 3a 20 5b 56 31 
39 34 36 35 5d 20 60 
61 6e 6f 6e 79 6d 6f 75 
73 2d 6e 61 6d 65 73 
70 61 63 65 27 3a 3a 
44 6f 77 6e 6c 6f 61 64 
46 69 6c 74 65 72 3a 
3a 69 6e 63 6c 75 64 
65 20 53 6b 69 70 70 
69 6e 67 20 66 69 6c 
65 20 37 34 36 61 64 
30 63 63 35 38 37 31 
61 39 36 34 61 61 64 
36 61 36 32 62 64 32 
36 38 32 61 39 30 78 
30 30 30 2e 64 61 74 
3a 20 37 30 3a 20 73 
65 64 2f 43 6f 6e 66 69 
67 2f 53 73 70 43 6f 6e 
66 2e 6a 73 6f 6e 3a 
20 66 69 6c 74 65 72 
65 64 20 6f 75 74 0d 
0a 

2021-05-
13T14:18:38.8345685Z I
NFO : SUL info: [V19465] 
`anonymous-
namespace'::DownloadFilt
er::include Skipping file 
746a
d0cc5871a964aad6a62bd2
682a90x000.dat: 70: 
sed/Config/SspConf.json: 
filtered out..

success or wait 286 275B1B WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 94 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 38 3a 33 39 2e 30 
33 37 36 39 34 35 5a 
20 49 4e 46 4f 20 3a 
20 53 55 4c 20 69 6e 
66 6f 3a 20 5b 49 31 
39 34 36 33 5d 20 50 
72 6f 64 75 63 74 20 
64 6f 77 6e 6c 6f 61 64 
20 73 69 7a 65 20 31 
34 33 34 35 38 33 36 
30 20 62 79 74 65 73 
0d 0a 

2021-05-
13T14:18:39.0376945Z I
NFO : SUL info: [I19463] 
Product download size 
143458360 bytes..

success or wait 2 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 62 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 38 3a 33 39 2e 30 
33 37 36 39 34 35 5a 
20 49 4e 46 4f 20 3a 
20 44 6f 77 6e 6c 6f 61 
64 20 73 69 7a 65 3a 
20 31 34 33 34 35 38 
33 36 30 0d 0a 

2021-05-
13T14:18:39.0376945Z I
NFO : Download size: 
143458360..

success or wait 2 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 212 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 38 3a 33 39 2e 31 
37 38 33 31 34 34 5a 
20 49 4e 46 4f 20 3a 
20 53 55 4c 20 69 6e 
66 6f 3a 20 5b 49 4e 
46 4f 5d 20 62 61 64 
67 65 72 3a 3a 66 69 
6c 65 5f 70 61 63 6b 
61 67 65 5f 73 6f 75 72 
63 65 3a 3a 63 6f 70 
79 5f 70 61 63 6b 61 
67 65 5f 66 72 6f 6d 20 
44 6f 77 6e 6c 6f 61 64 
69 6e 67 20 62 75 6c 
6b 20 70 61 63 6b 61 
67 65 3a 20 68 74 74 
70 3a 2f 2f 64 31 2e 73 
6f 70 68 6f 73 75 70 
64 2e 63 6f 6d 2f 75 70 
64 61 74 65 2f 62 75 
6c 6b 2f 64 61 74 2f 36 
65 65 31 36 39 39 35 
31 37 64 31 31 33 37 
63 61 32 31 39 38 61 
61 30 38 66 34 66 64 
37 30 65 78 30 30 30 
2e 78 6d 6c 2e 7a 69 
70 0d 0a 

2021-05-
13T14:18:39.1783144Z I
NFO : SUL info: [INFO] 
badger:
:file_package_source::cop
y_package_from 
Downloading bulk pac
kage: 
http://d1.sophosupd.com/
update/bulk/dat/6ee169951
7d113
7ca2198aa08f4fd70ex000.
xml.zip..

success or wait 18 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 123 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 38 3a 33 39 2e 31 
37 38 33 31 34 34 5a 
20 49 4e 46 4f 20 3a 
20 53 55 4c 20 69 6e 
66 6f 3a 20 5b 49 31 
39 34 36 34 5d 20 53 
79 6e 63 69 6e 67 20 
66 69 6c 65 20 62 75 
6c 6b 2f 64 61 74 2f 36 
65 65 31 36 39 39 35 
31 37 64 31 31 33 37 
63 61 32 31 39 38 61 
61 30 38 66 34 66 64 
37 30 65 78 30 30 30 
2e 78 6d 6c 2e 7a 69 
70 0d 0a 

2021-05-
13T14:18:39.1783144Z I
NFO : SUL info: [I19464] 
Syncing file 
bulk/dat/6ee1699517d11
37ca2198aa08f4fd70ex000
.xml.zip..

success or wait 18 275B1B WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 193 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 38 3a 34 31 2e 33 
33 34 35 36 31 37 5a 
20 49 4e 46 4f 20 3a 
20 53 55 4c 20 69 6e 
66 6f 3a 20 5b 44 45 
42 55 47 5d 20 63 61 
63 68 65 64 5f 70 61 
63 6b 61 67 65 5f 73 6f 
75 72 63 65 3a 3a 6c 
6f 61 64 5f 62 75 6c 6b 
5f 7a 69 70 66 69 6c 
65 20 6c 6f 61 64 65 
64 20 62 75 6c 6b 20 
7a 69 70 66 69 6c 65 
20 69 6e 64 65 78 20 
66 72 6f 6d 3a 20 62 
75 6c 6b 2f 64 61 74 2f 
36 65 65 31 36 39 39 
35 31 37 64 31 31 33 
37 63 61 32 31 39 38 
61 61 30 38 66 34 66 
64 37 30 65 78 30 30 
30 2e 78 6d 6c 2e 7a 
69 70 20 28 39 34 20 
69 74 65 6d 73 29 0d 
0a 

2021-05-
13T14:18:41.3345617Z I
NFO : SUL info: [DEBUG] 
cached
_package_source::load_bu
lk_zipfile loaded bulk 
zipfile index from: 
bulk/dat/6ee1699517d113
7ca2198aa08f4fd70ex000.
xml.zip (94 items)..

success or wait 18 275B1B WriteFile

C:\ProgramData\Sophos\CloudInstaller\Logs\SophosCloudInstall
er_20210513_141305.log

unknown 286 32 30 32 31 2d 30 35 
2d 31 33 54 31 34 3a 
31 38 3a 34 39 2e 30 
33 37 36 35 39 31 5a 
20 49 4e 46 4f 20 3a 
20 53 55 4c 20 69 6e 
66 6f 3a 20 5b 44 45 
42 55 47 5d 20 63 61 
63 68 65 64 5f 70 61 
63 6b 61 67 65 5f 73 6f 
75 72 63 65 3a 3a 73 
65 72 76 65 5f 66 72 6f 
6d 5f 62 75 6c 6b 5f 7a 
69 70 66 69 6c 65 20 
65 78 74 72 61 63 74 
65 64 20 38 63 30 30 
65 39 32 65 65 33 38 
62 64 31 39 35 65 31 
32 62 35 34 37 61 61 
65 66 34 31 62 31 32 
78 30 30 30 2e 64 61 
74 20 66 72 6f 6d 20 
43 3a 2f 50 72 6f 67 72 
61 6d 44 61 74 61 2f 
53 6f 70 68 6f 73 2f 43 
6c 6f 75 64 49 6e 73 
74 61 6c 6c 65 72 2f 
41 75 74 6f 55 70 64 
61 74 65 50 72 65 70 
61 72 61 74 69 6f 6e 2f 
64 61 74 61 2f 57 61 
72 65 68 6f 75 73 65 2f 
62 75 6c 6b 2f 64 61 
74 2f 65 35 61 34 38 
36 63 39 37 36 34 37 
62 62 38 

2021-05-
13T14:18:49.0376591Z I
NFO : SUL info: [DEBUG] 
cached
_package_source::serve_f
rom_bulk_zipfile extracted 
8c00e92ee
38bd195e12b547aaef41b1
2x000.dat from 
C:/ProgramData/Sophos/C
loudInstaller/AutoUpdatePr
epar
ation/data/Warehouse/bulk
/dat/e5a486c97647bb8

success or wait 297 275B1B WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

File Path Offset Length Completion Count
Source
Address Symbol

C:\Program Files (x86)\Sophos\CloudInstaller\Management Certs\sophosca1.crl unknown 4096 success or wait 1 2775BF ReadFile

C:\Program Files (x86)\Sophos\CloudInstaller\Management Certs\sophosca2.crl unknown 4096 success or wait 1 2775BF ReadFile

C:\Program Files (x86)\Sophos\CloudInstaller\Management Certs\sophosca3.crl unknown 4096 success or wait 1 2775BF ReadFile

C:\Program Files (x86)\Sophos\CloudInstaller\Management Certs\sophosca4.crl unknown 4096 success or wait 1 2775BF ReadFile

C:\Program Files (x86)\Sophos\CloudInstaller\Management Certs\sophosca1.crl unknown 4096 success or wait 1 2775BF ReadFile

C:\Program Files (x86)\Sophos\CloudInstaller\Management Certs\sophosca2.crl unknown 4096 success or wait 1 2775BF ReadFile

C:\Program Files (x86)\Sophos\CloudInstaller\Management Certs\sophosca3.crl unknown 4096 success or wait 1 2775BF ReadFile

C:\Program Files (x86)\Sophos\CloudInstaller\Management Certs\sophosca4.crl unknown 4096 success or wait 1 2775BF ReadFile

C:\Program Files (x86)\Sophos\CloudInstaller\Management Certs\sophosca1.crl unknown 4096 success or wait 1 2775BF ReadFile

C:\Program Files (x86)\Sophos\CloudInstaller\Management Certs\sophosca2.crl unknown 4096 success or wait 1 2775BF ReadFile

C:\Program Files (x86)\Sophos\CloudInstaller\Management Certs\sophosca3.crl unknown 4096 success or wait 1 2775BF ReadFile

C:\Program Files (x86)\Sophos\CloudInstaller\Management Certs\sophosca4.crl unknown 4096 success or wait 1 2775BF ReadFile

File ReadFile Read
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Registry ActivitiesRegistry Activities

C:\Program Files (x86)\Sophos\CloudInstaller\Management Certs\sophosca1.crl unknown 4096 success or wait 1 2775BF ReadFile

C:\Program Files (x86)\Sophos\CloudInstaller\Management Certs\sophosca2.crl unknown 4096 success or wait 1 2775BF ReadFile

C:\Program Files (x86)\Sophos\CloudInstaller\Management Certs\sophosca3.crl unknown 4096 success or wait 1 2775BF ReadFile

C:\Program Files (x86)\Sophos\CloudInstaller\Management Certs\sophosca4.crl unknown 4096 success or wait 1 2775BF ReadFile

C:\Program Files (x86)\Sophos\CloudInstaller\Management Certs\sophosca1.crl unknown 4096 success or wait 1 2775BF ReadFile

C:\Program Files (x86)\Sophos\CloudInstaller\Management Certs\sophosca2.crl unknown 4096 success or wait 1 2775BF ReadFile

C:\Program Files (x86)\Sophos\CloudInstaller\Management Certs\sophosca3.crl unknown 4096 success or wait 1 2775BF ReadFile

C:\Program Files (x86)\Sophos\CloudInstaller\Management Certs\sophosca4.crl unknown 4096 success or wait 1 2775BF ReadFile

C:\Program Files (x86)\Sophos\CloudInstaller\Management Certs\sophosca1.crl unknown 4096 success or wait 1 2775BF ReadFile

C:\Program Files (x86)\Sophos\CloudInstaller\Management Certs\sophosca2.crl unknown 4096 success or wait 1 2775BF ReadFile

C:\Program Files (x86)\Sophos\CloudInstaller\Management Certs\sophosca3.crl unknown 4096 success or wait 1 2775BF ReadFile

C:\Program Files (x86)\Sophos\CloudInstaller\Management Certs\sophosca4.crl unknown 4096 success or wait 1 2775BF ReadFile

C:\Program Files (x86)\Sophos\CloudInstaller\Management Certs\sophosca1.crl unknown 4096 success or wait 1 2775BF ReadFile

C:\Program Files (x86)\Sophos\CloudInstaller\Management Certs\sophosca2.crl unknown 4096 success or wait 1 2775BF ReadFile

C:\Program Files (x86)\Sophos\CloudInstaller\Management Certs\sophosca3.crl unknown 4096 success or wait 1 2775BF ReadFile

C:\Program Files (x86)\Sophos\CloudInstaller\Management Certs\sophosca4.crl unknown 4096 success or wait 1 2775BF ReadFile

C:\Program Files (x86)\Sophos\CloudInstaller\Management Certs\sophosca1.crl unknown 4096 success or wait 1 2775BF ReadFile

C:\Program Files (x86)\Sophos\CloudInstaller\Management Certs\sophosca2.crl unknown 4096 success or wait 1 2775BF ReadFile

C:\Program Files (x86)\Sophos\CloudInstaller\Management Certs\sophosca3.crl unknown 4096 success or wait 1 2775BF ReadFile

C:\Program Files (x86)\Sophos\CloudInstaller\Management Certs\sophosca4.crl unknown 4096 success or wait 1 2775BF ReadFile

C:\Program Files (x86)\Sophos\CloudInstaller\Management Certs\sophosca1.crl unknown 4096 success or wait 1 2775BF ReadFile

C:\Program Files (x86)\Sophos\CloudInstaller\Management Certs\sophosca2.crl unknown 4096 success or wait 1 2775BF ReadFile

C:\Program Files (x86)\Sophos\CloudInstaller\Management Certs\sophosca3.crl unknown 4096 success or wait 1 2775BF ReadFile

C:\Program Files (x86)\Sophos\CloudInstaller\Management Certs\sophosca4.crl unknown 4096 success or wait 1 2775BF ReadFile

C:\Program Files (x86)\Sophos\CloudInstaller\Management Certs\sophosca1.crl unknown 4096 success or wait 1 2775BF ReadFile

C:\Program Files (x86)\Sophos\CloudInstaller\Management Certs\sophosca2.crl unknown 4096 success or wait 1 2775BF ReadFile

C:\Program Files (x86)\Sophos\CloudInstaller\Management Certs\sophosca3.crl unknown 4096 success or wait 1 2775BF ReadFile

C:\Program Files (x86)\Sophos\CloudInstaller\Management Certs\sophosca4.crl unknown 4096 success or wait 1 2775BF ReadFile

C:\Program Files (x86)\Sophos\CloudInstaller\Management Certs\sophosca1.crl unknown 4096 success or wait 1 2775BF ReadFile

C:\Program Files (x86)\Sophos\CloudInstaller\Management Certs\sophosca2.crl unknown 4096 success or wait 1 2775BF ReadFile

C:\Program Files (x86)\Sophos\CloudInstaller\Management Certs\sophosca3.crl unknown 4096 success or wait 1 2775BF ReadFile

C:\Program Files (x86)\Sophos\CloudInstaller\Management Certs\sophosca4.crl unknown 4096 success or wait 1 2775BF ReadFile

C:\Program Files (x86)\Sophos\CloudInstaller\Management Certs\sophosca1.crl unknown 4096 success or wait 1 2775BF ReadFile

C:\Program Files (x86)\Sophos\CloudInstaller\Management Certs\sophosca2.crl unknown 4096 success or wait 1 2775BF ReadFile

C:\Program Files (x86)\Sophos\CloudInstaller\Management Certs\sophosca3.crl unknown 4096 success or wait 1 2775BF ReadFile

C:\Program Files (x86)\Sophos\CloudInstaller\Management Certs\sophosca4.crl unknown 4096 success or wait 1 2775BF ReadFile

C:\Program Files (x86)\Sophos\CloudInstaller\Management Certs\sophosca1.crl unknown 4096 success or wait 1 2775BF ReadFile

C:\Program Files (x86)\Sophos\CloudInstaller\Management Certs\sophosca2.crl unknown 4096 success or wait 1 2775BF ReadFile

C:\Program Files (x86)\Sophos\CloudInstaller\Management Certs\sophosca3.crl unknown 4096 success or wait 1 2775BF ReadFile

C:\Program Files (x86)\Sophos\CloudInstaller\Management Certs\sophosca4.crl unknown 4096 success or wait 1 2775BF ReadFile

File Path Offset Length Completion Count
Source
Address Symbol

Key Path Completion Count
Source
Address Symbol

HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Services\Sophos Endpoint Defense success or wait 1 1AA752 RegCreateKeyExW

HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Services\Sophos Endpoint Defense\TamperProtection success or wait 1 1AA752 RegCreateKeyExW

HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Services\Sophos Endpoint Defense\TamperProtection\Components success or wait 1 1AA752 RegCreateKeyExW

HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Services\Sophos Endpoint Defense\TamperProtection\
Components\INSTALLER

success or wait 1 1AA752 RegCreateKeyExW

HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Sophos success or wait 1 1AA752 RegCreateKeyExW

HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Sophos\Health success or wait 1 1AA752 RegCreateKeyExW

HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Sophos\Health\CloudInstaller success or wait 1 1AA752 RegCreateKeyExW

HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Sophos\AutoUpdate success or wait 1 1AA752 RegCreateKeyExW

HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Sophos\AutoUpdate\UpdateStatus success or wait 1 1AA752 RegCreateKeyExW

Key Path Name Type Data Completion Count
Source
Address Symbol

Key CreatedKey Created

Key Value CreatedKey Value Created
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HKEY_LOCAL_MACHINE\SYSTEM\Cont
rolSet001\Services\Sophos Endpoint 
Defense\TamperProtection\Components\INSTALLER

IntegrityPath unicode C:\Program Files (x86)\Sophos\
CloudInstaller\integrity.dat

success or wait 1 1A96DF RegSetValueExW

HKEY_LOCAL_MACHINE\SYSTEM\Cont
rolSet001\Services\Sophos Endpoint 
Defense\TamperProtection\Components\INSTALLER

Enable dword 1 success or wait 1 1A9566 RegSetValueExW

HKEY_LOCAL_MACHINE\SOFTWARE\WO
W6432Node\Sophos\Health\CloudInstaller

IsInstalling dword 1 success or wait 1 1A9566 RegSetValueExW

HKEY_LOCAL_MACHINE\SOFTWARE\WO
W6432Node\Sophos\AutoUpdate\UpdateStatus

BlockUpdates dword 1 success or wait 1 1A9566 RegSetValueExW

Key Path Name Type Data Completion Count
Source
Address Symbol
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