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Analysis Report ChineseCoronaviruses53lyqK.pdf

Overview

General Information

Sample 
Name:

ChineseCoronaviruses53ly
qK.pdf

Analysis ID: 427746

MD5: 57dd5b69a9113b…

SHA1: 16c78f58a76ef12…

SHA256: 8cedb318de9f008…

Infos:

Most interesting Screenshot:

Detection

Score: 2

Range: 0 - 100

Whitelisted: false

Confidence: 60%

Signatures

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access loadContains functionality to access load……

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with oIP address seen in connection with o……

Invalid 'forgot password' link found

Invalid 'forgot password' link found

Invalid 'forgot password' link found

Invalid 'forgot password' link found

Invalid 'forgot password' link found

Invalid 'forgot password' link found

Invalid 'forgot password' link foundInvalid 'forgot password' link found

Invalid T&C link found

Invalid T&C link found

Invalid T&C link found

Invalid T&C link found

Invalid T&C link found

Invalid T&C link found

Invalid T&C link foundInvalid T&C link found

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in coJA3 SSL client fingerprint seen in co……

Classification

Analysis Advice

No malicious behavior found, analyze the document also on other version of Office / Acrobat

Uses HTTPS for network communication, use the 'Proxy HTTPS (port 443) to read its encrypted data' cookbook for further analysis

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Process Tree
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Malware Configuration

Yara Overview

Sigma Overview

No Sigma rule has matched

Signature Overview

• Phishing

• Compliance

• Networking

• System Summary

• Hooking and other Techniques for Hiding and Protection

• Malware Analysis System Evasion

• Anti Debugging

• HIPS / PFW / Operating System Protection Evasion

System is w10x64

AcroRd32.exe (PID: 7024 cmdline: 'C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroRd32.exe' 'C:\Users\user\Desktop\ChineseCoronaviruses53lyqK.pdf' MD5: 

B969CF0C7B2C443A99034881E8C8740A)
AcroRd32.exe (PID: 7120 cmdline: 'C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroRd32.exe' --type=renderer /prefetch:1 'C:\Users\user\Desktop\ChineseCor

onaviruses53lyqK.pdf' MD5: B969CF0C7B2C443A99034881E8C8740A)
RdrCEF.exe (PID: 6028 cmdline: 'C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe' --backgroundcolor=16514043 MD5: 

9AEBA3BACD721484391D15478A4080C7)
RdrCEF.exe (PID: 6332 cmdline: 'C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe' --type=renderer --log-file='C:\Program Files (x86)\Adob

e\Acrobat Reader DC\Reader\AcroCEF\debug.log' --touch-events=enabled --field-trial-handle=1728,599537840793071514,14128985216074786770,131072 --disable-features
=VizDisplayCompositor --disable-gpu-compositing --service-pipe-token=12080242031371821986 --lang=en-US --disable-pack-loading --log-file='C:\Program Files (x86)
\Adobe\Acrobat Reader DC\Reader\AcroCEF\debug.log' --log-severity=disable --product-version='ReaderServices/19.12.20035 Chrome/80.0.0.0' --device-scale-factor=1 --num-
raster-threads=2 --enable-main-frame-before-activation --service-request-channel-token=12080242031371821986 --renderer-client-id=2 --mojo-platform-channel-handle=1740 --
allow-no-sandbox-job /prefetch:1 MD5: 9AEBA3BACD721484391D15478A4080C7)

RdrCEF.exe (PID: 6492 cmdline: 'C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe' --type=gpu-process --field-trial-handle=1728,

599537840793071514,14128985216074786770,131072 --disable-features=VizDisplayCompositor --disable-pack-loading --log-file='C:\Program Files (x86)\Adobe\Acrobat R
eader DC\Reader\AcroCEF\debug.log' --log-severity=disable --product-version='ReaderServices/19.12.20035 Chrome/80.0.0.0' --lang=en-US --gpu-preferences=KAAAAAAA
AACAAwABAQAAAAAAAAAAAGAAAAAAAAEAAAAIAAAAAAAAACgAAAAEAAAAIAAAAAAAAAAoAAAAAAAAADAAAAAAAAAAOAAAAAAAAAAQAAAAAAAAAA
AAAAAFAAAAEAAAAAAAAAAAAAAABgAAABAAAAAAAAAAAQAAAAUAAAAQAAAAAAAAAAEAAAAGAAAA --use-gl=swiftshader-webgl --log-file='C:\Program Files 
(x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\debug.log' --service-request-channel-token=2756010903189450312 --mojo-platform-channel-handle=1760 --allow-no-sand
box-job --ignored=' --type=renderer ' /prefetch:2 MD5: 9AEBA3BACD721484391D15478A4080C7)

RdrCEF.exe (PID: 744 cmdline: 'C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe' --type=renderer --log-file='C:\Program Files (x86)\Adob

e\Acrobat Reader DC\Reader\AcroCEF\debug.log' --touch-events=enabled --field-trial-handle=1728,599537840793071514,14128985216074786770,131072 --disable-features
=VizDisplayCompositor --disable-gpu-compositing --service-pipe-token=15090724916942977624 --lang=en-US --disable-pack-loading --log-file='C:\Program Files (x86)
\Adobe\Acrobat Reader DC\Reader\AcroCEF\debug.log' --log-severity=disable --product-version='ReaderServices/19.12.20035 Chrome/80.0.0.0' --device-scale-factor=1 --num-
raster-threads=2 --enable-main-frame-before-activation --service-request-channel-token=15090724916942977624 --renderer-client-id=4 --mojo-platform-channel-handle=1848 --
allow-no-sandbox-job /prefetch:1 MD5: 9AEBA3BACD721484391D15478A4080C7)

RdrCEF.exe (PID: 1424 cmdline: 'C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe' --type=renderer --log-file='C:\Program Files (x86)\Adob

e\Acrobat Reader DC\Reader\AcroCEF\debug.log' --touch-events=enabled --field-trial-handle=1728,599537840793071514,14128985216074786770,131072 --disable-features
=VizDisplayCompositor --disable-gpu-compositing --service-pipe-token=1511889012934102846 --lang=en-US --disable-pack-loading --log-file='C:\Program Files (x86)\
Adobe\Acrobat Reader DC\Reader\AcroCEF\debug.log' --log-severity=disable --product-version='ReaderServices/19.12.20035 Chrome/80.0.0.0' --device-scale-factor=1 --num-
raster-threads=2 --enable-main-frame-before-activation --service-request-channel-token=1511889012934102846 --renderer-client-id=5 --mojo-platform-channel-handle=1792 --
allow-no-sandbox-job /prefetch:1 MD5: 9AEBA3BACD721484391D15478A4080C7)
iexplore.exe (PID: 5496 cmdline: 'C:\Program Files\Internet Explorer\iexplore.exe' https://www.visiontimes.com/2021/05/11/chinese-weaponizing-coronavirus.html MD5: 

6465CB92B25A7BC1DF8E01D8AC5E7596)
iexplore.exe (PID: 5636 cmdline: 'C:\Program Files (x86)\Internet Explorer\IEXPLORE.EXE' SCODEF:5496 CREDAT:17410 /prefetch:2 MD5: 

071277CC2E3DF41EEEA8013E2AB58D5A)
cleanup

No configs have been found

No yara matches
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Click to jump to signature section

There are no malicious signatures, There are no malicious signatures, click here to show all signaturesclick here to show all signatures ..

Mitre Att&ck Matrix
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Behavior Graph

ID: 427746

Sample: ChineseCoronaviruses53lyqK.pdf

Startdate: 01/06/2021

Architecture: WINDOWS

Score: 2

img.visiontimes.com

AcroRd32.exe

17 43

        started       

192.168.2.1

unknown

unknown

RdrCEF.exe

61

        started       

iexplore.exe

5 80

        started       

AcroRd32.exe

10 7

        started       

RdrCEF.exe

        started       

RdrCEF.exe

        started       

RdrCEF.exe

        started       

RdrCEF.exe

        started       www.visiontimes.com

iexplore.exe

216

        started       visiontimes.com

80.0.0.0

NTLGB

United Kingdom

googleads.g.doubleclick.net

172.217.19.98, 443, 49800, 49801

GOOGLEUS

United States

i.ytimg.com

172.217.20.22, 443, 49796, 49797

GOOGLEUS

United States

4 other IPs or domains

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

No bigger version No bigger version

No bigger version No bigger version No bigger version No bigger version No bigger version No bigger version

Screenshots
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No Antivirus matches

No Antivirus matches

No Antivirus matches

No Antivirus matches

Source Detection Scanner Label Link

https://ims-na1.adobelogin.comQ 0% Avira URL Cloud safe

www.osmf.org/drm/default 0% URL Reputation safe

www.osmf.org/drm/default 0% URL Reputation safe

www.osmf.org/drm/default 0% URL Reputation safe

www.osmf.org/drm/default 0% URL Reputation safe

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files

Domains

URLs
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iptc.org/std/Iptc4xmpCore/1.0/xmlns/ 0% URL Reputation safe

iptc.org/std/Iptc4xmpCore/1.0/xmlns/ 0% URL Reputation safe

iptc.org/std/Iptc4xmpCore/1.0/xmlns/ 0% URL Reputation safe

iptc.org/std/Iptc4xmpCore/1.0/xmlns/ 0% URL Reputation safe

https://tnews.to/Powerful-Antidote-and-Survives 0% Avira URL Cloud safe

https://thevisiontimes.org 0% Avira URL Cloud safe

Source Detection Scanner Label Link

Name IP Active Malicious Antivirus Detection Reputation

secure.gravatar.com 192.0.73.2 true false high

img.visiontimes.com 104.26.2.228 true false high

googleads.g.doubleclick.net 172.217.19.98 true false high

visiontimes.com 172.67.73.71 true false high

i.ytimg.com 172.217.20.22 true false high

www.visiontimes.com 172.67.73.71 true false high

www.youtube.com unknown unknown false high

Name Malicious Antivirus Detection Reputation

https://www.visiontimes.com/c/world/south-asia false high

https://www.visiontimes.com/c/china/china-insights false high

https://www.visiontimes.com/c/china false high

https://www.visiontimes.com/c/china/hong-kong false high

https://www.youtube.com/c/VisionTimesNews false high

Name Source Malicious Antivirus Detection Reputation

https://img.visiontimes.com/2021/04/PLA-324x400.jpg taiwan[1].htm.20.dr false high

https://ogp.me/ns# chinese-weaponizing-coronaviru
s[1].htm.20.dr

false high

https://www.visiontimes.com/tag/pandemic chinese-weaponizing-coronaviru
s[1].htm.20.dr

false high

https://www.youtube.com/s/desktop/1f277c2a/jsbin/fetch-
polyfill.vflset/fetch-polyfill.js

VisionTimesNews[1].htm.20.dr false high

www.aiim.org/pdfa/ns/extension/A1 AcroRd32.exe, 00000003.0000000
2.843542232.000000000C786000.0
0000004.00000001.sdmp

false high

https://www.visiontimes.com/2021/05/11/chinese-
weaponizing-coronavirus.htmlX

AcroRd32.exe, 00000003.0000000
2.847331631.000000000D140000.0
0000004.00000001.sdmp

false high

https://www.visiontimes.com/c/china/hong-kong/feed hong-kong[1].htm.20.dr false high

https://www.visiontimes.com/contact-us chinese-weaponizing-coronaviru
s[1].htm.20.dr

false high

https://www.visiontimes.com/wp-content/plugins/td-
composer/td-multi-purpose/style.css?ver=78be34af34

chinese-weaponizing-coronaviru
s[1].htm.20.dr

false high

https://www.visiontimes.com/2021/05/11/chinese-
weaponizing-coronavirus.html/feed

chinese-weaponizing-coronaviru
s[1].htm.20.dr

false high

https://img.visiontimes.com/2020/12/Mike_-Pompeo-
696x467.png

hong-kong[1].htm.20.dr false high

https://www.visiontimes.com/donations chinese-weaponizing-coronaviru
s[1].htm.20.dr

false high

https://www.visiontimes.com/2021/05/12/waqa-tabu-
ships-fijian-drua.html

chinese-weaponizing-coronaviru
s[1].htm.20.dr

false high

https://www.visiontimes.com/c/china/hong-kong hong-kong[1].htm.20.dr false high

https://www.visiontimes.com/rss-feeds chinese-weaponizing-coronaviru
s[1].htm.20.dr

false high

https://www.visiontimes.com/wp-
content/uploads/2021/05/Apple_-Daily_-founder_-Jimmy-
Lai.png

hong-kong[1].htm.20.dr false high

https://img.visiontimes.com/2021/02/GettyImages-
1167449297-696x464.jpg

hong-kong[1].htm.20.dr false high

Domains and IPs

Contacted Domains

Contacted URLs

URLs from Memory and Binaries
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https://img.visiontimes.com/2021/03/be_kind_to_mother-
696x464.jpg

chinese-culture[1].htm.20.dr false high

https://img.visiontimes.com/2021/05/pcr-tests_health-
workers-mexico_GettyImages-1232310128.jpgalth-w

AcroRd32.exe, 00000003.0000000
2.844162605.000000000C954000.0
0000004.00000001.sdmp

false high

https://www.visiontimes.com/2021/05/18/jimmy-lai-next-
media-asset-freeze.html

hong-kong[1].htm.20.dr false high

https://ims-na1.adobelogin.comQ AcroRd32.exe, 00000003.0000000
2.834624233.0000000009193000.0
0000004.00000001.sdmp

false Avira URL Cloud: safe unknown

https://www.visiontimes.com/2021/05/18/stories-from-
the-students-rules-2-honoring-parents-through-go

chinese-culture[1].htm.20.dr false high

https://img.visiontimes.com/2021/05/35112221571_2ae59790
ca_k-324x400.jpg

chinese-culture[1].htm.20.dr false high

https://www.gettyimages.com/detail/1154785472?
utm_medium=organic&utm_source=google&utm_campa

GettyImages-1154785472[1].jpg.20.dr false high

https://www.visiontimes.com/wp-content/plugins/vt-
enhancement/public/css/vt-enhancement-public.css?v

chinese-weaponizing-coronaviru
s[1].htm.20.dr

false high

https://www.visiontimes.com/2021/03/08/the-
breathtaking-mingchi-forest-recreation-area-in-taiwan.htm

taiwan[1].htm.20.dr false high

www.osmf.org/drm/default AcroRd32.exe, 00000003.0000000
2.826177203.00000000079C0000.0
0000002.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

https://img.visiontimes.com/2021/05/pcr-tests_health-
workers-mexico_GettyImages-1232310128-150x98.jp

chinese-weaponizing-coronaviru
s[1].htm.20.dr

false high

https://www.visiontimes.com/2021/05/11/chinese-
weaponizing-coronavirus.html#richSnippet

chinese-weaponizing-coronaviru
s[1].htm.20.dr

false high

https://www.visiontimes.com/c/world/africa chinese-weaponizing-coronaviru
s[1].htm.20.dr

false high

https://www.visiontimes.com/2020/12/13/hong-kong-
leader-says-she-has-piles-of-cash-at-home-after-us-

hong-kong[1].htm.20.dr false high

https://youtu.be/ATvHx_pD-PE chinese-culture[1].htm.20.dr false high

https://img.visiontimes.com/2021/03/A-Azalea-Taiwan-
University-16-9-324x400.jpg

taiwan[1].htm.20.dr false high

https://findingcourage.vhx.tv/buy?campaign=visiontimes chinese-weaponizing-coronaviru
s[1].htm.20.dr

false high

https://www.visiontimes.com/wp-content/plugins/td-
standard-pack/Newspaper/assets/css/td_standard_pac

chinese-weaponizing-coronaviru
s[1].htm.20.dr

false high

www.reddit.com/ msapplication.xml4.19.dr false high

https://cdnjs.cloudflare.com/ajax/libs/html5shiv/3.7.3/html5shiv
.js

chinese-weaponizing-coronaviru
s[1].htm.20.dr

false high

https://img.visiontimes.com/2021/03/A-Yangmingshan-
Flower-Festival-Taiwan-16-9-1-696x392.jpg

taiwan[1].htm.20.dr false high

https://img.visiontimes.com/2020/11/FC_web-
ad_300x250.png

chinese-weaponizing-coronaviru
s[1].htm.20.dr

false high

https://www.visiontimes.com/wp-content/plugins/td-
newsletter/style.css?ver=10.4

chinese-weaponizing-coronaviru
s[1].htm.20.dr

false high

https://img.visiontimes.com/2021/04/Sun-Simiao-
696x467.jpg

chinese-culture[1].htm.20.dr false high

https://schema.org/Article chinese-weaponizing-coronaviru
s[1].htm.20.dr

false high

https://www.visiontimes.com/wp-
content/plugins/publishpress-authors/src/assets/css/multiple-
authors-

chinese-weaponizing-coronaviru
s[1].htm.20.dr

false high

https://img.visiontimes.com/2021/05/GettyImages-
1154785472.jpg

hong-kong[1].htm.20.dr false high

https://www.visiontimes.com/c/archaeology chinese-weaponizing-coronaviru
s[1].htm.20.dr

false high

iptc.org/std/Iptc4xmpCore/1.0/xmlns/ AcroRd32.exe, 00000003.0000000
2.843542232.000000000C786000.0
0000004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

https://img.visiontimes.com/2021/04/laozi-buffalo-lao-
tzu-mural-vancouver-bc-canada-chinatown-696x42

hong-kong[1].htm.20.dr false high

https://img.visiontimes.com/2021/02/USS-McCain_-
696x403.jpg

taiwan[1].htm.20.dr false high

https://img.visiontimes.com/2020/12/carrie-lam-
696x403.jpg

hong-kong[1].htm.20.dr false high

https://www.visiontimes.com/2021/03/19/2021-
yangmingshan-flower-festival-in-taiwan.html

taiwan[1].htm.20.dr false high

https://www.youtube.com/s/desktop/1f277c2a/jsbin/web-
animations-next-lite.min.vflset/web-animations-

VisionTimesNews[1].htm.20.dr false high

Name Source Malicious Antivirus Detection Reputation
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https://img.visiontimes.com/2021/05/Apple_-Daily_-
founder_-Jimmy-Lai-696x464.png

hong-kong[1].htm.20.dr false high

https://schema.org chinese-weaponizing-coronaviru
s[1].htm.20.dr, hong-kong[1].htm.20.dr, 
taiwan[1].htm.20.dr, americas[1].htm.20.
dr, chinese-culture[1].htm.20.dr

false high

https://www.visiontimes.com VisionTimesNews[1].htm.20.dr, chinese-
culture[1].htm.20.dr

false high

https://www.youtube.com/feeds/videos.xml?
channel_id=UCwjyYoGq87bnV3t1nqSjGNg

VisionTimesNews[1].htm.20.dr false high

schema.org/ImageObject VisionTimesNews[1].htm.20.dr false high

https://www.visiontimes.com/c/world americas[1].htm.20.dr false high

https://tnews.to/Powerful-Antidote-and-Survives AcroRd32.exe, 00000003.0000000
2.839137137.000000000A571000.0
0000004.00000001.sdmp

false Avira URL Cloud: safe unknown

https://www.visiontimes.com/c/china/chinese-
culture/feed

chinese-culture[1].htm.20.dr false high

https://www.youtube.com/c/VisionTimesNews chinese-weaponizing-coronaviru
s[1].htm.20.dr

false high

https://img.visiontimes.com/2021/05/biden-white-house-
semiconductor-computer-chips-GettyImages-12322

taiwan[1].htm.20.dr false high

https://www.visiontimes.com/wp-
includes/wlwmanifest.xml

chinese-weaponizing-coronaviru
s[1].htm.20.dr

false high

https://secure.gravatar.com/avatar/182dd511dd531fcb21ce7df
b5eb6d732?s=96&r=g

chinese-weaponizing-coronaviru
s[1].htm.20.dr

false high

https://www.visiontimes.com/2021/01/30/the-world-
health-organization-who-has-begun-its-investigation

AcroRd32.exe, 00000003.0000000
2.839039400.000000000A4A0000.0
0000004.00000001.sdmp, chinese-
weaponizing-coronavirus[1].htm.20.dr

false high

https://img.visiontimes.com/2021/05/pcr-tests_health-
workers-mexico_GettyImages-1232310128-768x500.j

chinese-weaponizing-coronaviru
s[1].htm.20.dr

false high

https://pinterest.com/pin/create/button/?
url=https://www.visiontimes.com/2021/05/11/chinese-
weaponiz

chinese-weaponizing-coronaviru
s[1].htm.20.dr

false high

https://www.visiontimes.com/2021/05/11/chinese-
weaponizing-coronavirus.html

chinese-weaponizing-coronaviru
s[1].htm.20.dr

false high

https://www.visiontimes.com/2021/04/27/first-nations-
vaccine-adverse-reactions-charles-hoffe.html

americas[1].htm.20.dr false high

https://www.visiontimes.com/c/human-rights-and-wrongs chinese-weaponizing-coronaviru
s[1].htm.20.dr, hong-kong[1].htm.20.dr

false high

https://www.visiontimes.com/c/world/europe chinese-weaponizing-coronaviru
s[1].htm.20.dr

false high

https://www.visiontimes.com/hroughViewSpectrumBackground
_active

AcroRd32.exe, 00000003.0000000
2.844162605.000000000C954000.0
0000004.00000001.sdmp

false high

https://m.youtube.com/channel/UCwjyYoGq87bnV3t1nqSjGNg
VisionTimesNews[1].htm.20.dr false high

https://ims-na1.adobelogin.com AcroRd32.exe, 00000003.0000000
2.834624233.0000000009193000.0
0000004.00000001.sdmp

false high

https://www.visiontimes.com/2021/03/09/thugs-for-hire-
the-hong-kong-triads.html

hong-kong[1].htm.20.dr false high

https://www.visiontimes.com/2021/05/30/huawei-
spreads-developing-world.html

chinese-weaponizing-coronaviru
s[1].htm.20.dr

false high

https://img.visiontimes.com/2021/05/pcr-tests_health-
workers-mexico_GettyImages-1232310128-300x195.j

chinese-weaponizing-coronaviru
s[1].htm.20.dr

false high

https://thevisiontimes.org chinese-weaponizing-coronaviru
s[1].htm.20.dr, hong-kong[1].htm.20.dr, 
taiwan[1].htm.20.dr, americas[1].htm.20.
dr, chinese-culture[1].htm.20.dr

false Avira URL Cloud: safe unknown

https://www.visiontimes.com/2021/05/11/chinese-
weaponizing-coronavirus.htmll

AcroRd32.exe, 00000003.0000000
2.847331631.000000000D140000.0
0000004.00000001.sdmp

false high

https://visiontimes.com/submissions chinese-weaponizing-coronaviru
s[1].htm.20.dr

false high

https://www.visiontimes.com/2021/05/31/stories-from-
the-students-rules-3-duty-as-a-sibling.html

chinese-culture[1].htm.20.dr false high

https://img.visiontimes.com/2021/05/pcr-tests_health-
workers-mexico_GettyImages-1232310128.jpgic

AcroRd32.exe, 00000003.0000000
2.844162605.000000000C954000.0
0000004.00000001.sdmp

false high

https://img.visiontimes.com/2021/05/pcr-tests_health-
workers-mexico_GettyImages-1232310128-600x390.j

chinese-weaponizing-coronaviru
s[1].htm.20.dr

false high

https://www.visiontimes.com/author/todd-crawford chinese-weaponizing-coronaviru
s[1].htm.20.dr

false high

Name Source Malicious Antivirus Detection Reputation
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https://www.visiontimes.com/2021/05/11/chinese-
weaponizing-coronavirus.html#webpage

chinese-weaponizing-coronaviru
s[1].htm.20.dr

false high

https://www.visiontimes.com/c/science/the-web chinese-weaponizing-coronaviru
s[1].htm.20.dr

false high

https://www.visiontimes.com/c/world/south-asia chinese-weaponizing-coronaviru
s[1].htm.20.dr

false high

https://img.visiontimes.com/2021/03/triad_members_attack_pr
otesters-696x426.jpg

hong-kong[1].htm.20.dr false high

https://visiontimes.com/contact-us chinese-weaponizing-coronaviru
s[1].htm.20.dr

false high

https://img.visiontimes.com/2021/05/GettyImages-
1230847418-1068x712.jpg

taiwan[1].htm.20.dr false high

https://www.visiontimes.com/tag/chinese-communist-
party-ccp

chinese-weaponizing-coronaviru
s[1].htm.20.dr

false high

https://www.visiontimes.com/c/china/taiwan/page/13 taiwan[1].htm.20.dr false high

www.aiim.org/pdfa/ns/schema# AcroRd32.exe, 00000003.0000000
2.843542232.000000000C786000.0
0000004.00000001.sdmp

false high

https://www.visiontimes.com/wp-
content/uploads/2021/04/cropped-favicon-512x512-1-1-
32x32.png

chinese-weaponizing-coronaviru
s[1].htm.20.dr

false high

https://www.visiontimes.com/wp-
content/uploads/2021/05/pcr-tests_health-workers-
mexico_GettyImages-1

chinese-weaponizing-coronaviru
s[1].htm.20.dr

false high

https://www.visiontimes.com/wp-
content/uploads/2021/04/cropped-favicon-512x512-1-1-
192x192.png

chinese-weaponizing-coronaviru
s[1].htm.20.dr

false high

Name Source Malicious Antivirus Detection Reputation

No. of IPs < 25%

25% < No. of IPs < 50%

50% < No. of IPs < 75%

75% < No. of IPs

IP Domain Country Flag ASN ASN Name Malicious

192.0.73.2 secure.gravatar.com United States 2635 AUTOMATTICUS false

104.26.2.228 img.visiontimes.com United States 13335 CLOUDFLARENETUS false

172.217.20.22 i.ytimg.com United States 15169 GOOGLEUS false

172.67.73.71 visiontimes.com United States 13335 CLOUDFLARENETUS false

80.0.0.0 unknown United Kingdom 5089 NTLGB false

172.217.19.98 googleads.g.doubleclick.ne
t

United States 15169 GOOGLEUS false

Contacted IPs

Public
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General Information

Joe Sandbox Version: 32.0.0 Black Diamond

Analysis ID: 427746

Start date: 01.06.2021

Start time: 16:15:43

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 10m 30s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: ChineseCoronaviruses53lyqK.pdf

Cookbook file name: defaultwindowspdfcookbook.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 
Update 211

Number of analysed new started processes analysed: 26

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: CLEAN

Classification: clean2.winPDF@17/224@10/7

EGA Information: Successful, ratio: 100%

HDC Information: Failed

HCA Information: Successful, ratio: 100%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Adjust boot time
Enable AMSI
Found application associated with file extension: 
.pdf
Found PDF document
Find and activate links
Security Warning found
Close Viewer
Browsing link: https://www.you
tube.com/c/VisionTimesNews
Browsing link: https://www.visiontimes.com/c/china
Browsing link: https://www.vis
iontimes.com/c/china/china-insights
Browsing link: https://www.vis
iontimes.com/c/china/chinese-culture
Browsing link: https://www.vis
iontimes.com/c/china/hong-kong
Browsing link: https://www.vis
iontimes.com/c/china/taiwan
Browsing link: https://www.visiontimes.com/c/us
Browsing link: https://www.visiontimes.com/c/world
Browsing link: https://www.vis
iontimes.com/c/world/americas
Browsing link: https://www.vis
iontimes.com/c/world/asia-pacific
Browsing link: https://www.vis
iontimes.com/c/world/south-asia

IP

192.168.2.1

Private
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Warnings:
Exclude process from analysis (whitelisted): 
BackgroundTransferHost.exe, 
backgroundTaskHost.exe, WmiPrvSE.exe, 
svchost.exe, wuapihost.exe
TCP Packets have been reduced to 100
Created / dropped Files have been reduced to 100
Excluded IPs from analysis (whitelisted): 
204.79.197.222, 104.43.139.144, 52.255.188.83, 
52.113.196.254, 52.147.198.201, 13.88.21.125, 
92.122.146.26, 2.20.142.203, 2.20.143.130, 
104.43.193.48, 20.50.102.62, 20.54.7.98, 
2.20.142.209, 2.20.142.210, 20.54.104.15, 
20.54.26.129, 92.122.213.194, 92.122.213.247, 
88.221.62.148, 142.250.201.202, 172.217.19.104, 
172.217.20.3, 172.217.23.110, 142.250.180.206, 
142.250.180.238, 142.250.201.206, 
216.58.214.206, 172.217.16.110, 172.217.18.78, 
172.217.19.110, 172.217.20.14, 152.199.19.161, 
142.250.180.205
Excluded domains from analysis (whitelisted): 
fp.msedge.net, gstaticadssl.l.google.com, 
acroipm2.adobe.com, a-0019.a-msedge.net, 
e11290.dspg.akamaiedge.net, 
a122.dscd.akamai.net, a-0019.standard.a-
msedge.net, 
audownload.windowsupdate.nsatc.net, 
watson.telemetry.microsoft.com, au-bg-
shim.trafficmanager.net, www.google-
analytics.com, fonts.googleapis.com, 
acroipm2.adobe.com.edgesuite.net, displaycatalog-
rp-europe.md.mp.microsoft.com.akadns.net, ris-
prod.trafficmanager.net, 
skypedataprdcolcus16.cloudapp.net, 
skypedataprdcolcus15.cloudapp.net, 
ris.api.iris.microsoft.com, 
ssl.adobe.com.edgekey.net, youtube-
ui.l.google.com, 
blobcollector.events.data.trafficmanager.net, neu-
consumerrp-displaycatalog-aks2aks-
europe.md.mp.microsoft.com.akadns.net, 
cs9.wpc.v0cdn.net, 
au.download.windowsupdate.com.edgesuite.net, 
e4578.dscb.akamaiedge.net, 
a1449.dscg2.akamai.net, arc.msn.com, 
consumerrp-displaycatalog-aks2eap-
europe.md.mp.microsoft.com.akadns.net, 
iecvlist.microsoft.com, teams-9999.teams-
msedge.net, go.microsoft.com, 
www.googletagmanager.com, 1.perf.msedge.net, 
arc.trafficmanager.net, 
displaycatalog.mp.microsoft.com, img-prod-cms-rt-
microsoft-com.akamaized.net, www-google-
analytics.l.google.com, accounts.google.com, 
fonts.gstatic.com, ie9comview.vo.msecnd.net, 
www-googletagmanager.l.google.com, 
ctldl.windowsupdate.com, a767.dscg3.akamai.net, 
consumerrp-displaycatalog-aks2aks-
europe.md.mp.microsoft.com.akadns.net, iris-de-
prod-azsc-uks.uksouth.cloudapp.azure.com, 
skypedataprdcoleus16.cloudapp.net, 
skypedataprdcoleus17.cloudapp.net, 
armmf.adobe.com, go.microsoft.com.edgekey.net, 
teams-ring.teams-9999.teams-msedge.net, teams-
ring.msedge.net, 
skypedataprdcolwus15.cloudapp.net, 
displaycatalog-rp.md.mp.microsoft.com.akadns.net
Not all processes where analyzed, report is missing 
behavior information
Report size exceeded maximum capacity and may 
have missing behavior information.
Report size getting too big, too many 
NtDeviceIoControlFile calls found.
Report size getting too big, too many 
NtSetInformationFile calls found.

Time Type Description

16:16:43 API Interceptor 11x Sleep call for process: RdrCEF.exe modified

Show All

Simulations

Behavior and APIs
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Match Associated Sample Name / URL SHA 256 Detection Link Context

192.0.73.2 s3-eu-west-1.amazonaws.com/hjdpjni/ogbim#qs=r-
acacaeeikdgeadkieeefjaehbihabababaefahcaccajbiackdcagfk
bkacb

Get hash malicious Browse  2.gravata
r.com/avat
ar/50d47db
49eacd2002
ab061018aa
63f99?s=60
&d=blank&r=g

https://ia903203.us.archive.org Get hash malicious Browse  0.gravata
r.com/avat
ar/9a516bb
deb1574b5a
7c255a159c
83cf2?s=44
&d=mm&r=g

SecuriteInfo.com.CIL.StupidStealth.Heur.exe Get hash malicious Browse  0.gravata
r.com/avat
ar/91224fe
c441583e62
dfa46e1dfa
e06e5?s=45
&d=mm&r=g

homeschoolingteen.com Get hash malicious Browse  0.gravata
r.com/avat
ar/9fab6a3
44431b52f6
338af4a4f7
f116a?s=50
&d=identic
on&r=g

https://10009907.createsend1.com/t/t-l-xdrsjk-l-
r/#bWFyay5ibHVtQGNvZ25pYW4uY29t

Get hash malicious Browse  0.gravata
r.com/avat
ar/81857f9
1720efde79
988fca5493
e2910?s=82
&d=http%3A
%2F%2F0.gr
avatar.com
%2Favatar%
2Fad516503
a11cd5ca43
5acc9bb652
3536%3Fs%3
D82&r=G

https://10009907.createsend1.com/t/t-l-xdrsjk-l-
r/#bWFyay5ibHVtQGNvZ25pYW4uY29t

Get hash malicious Browse  0.gravata
r.com/avat
ar/81857f9
1720efde79
988fca5493
e2910?s=82
&d=http%3A
%2F%2F0.gr
avatar.com
%2Favatar%
2Fad516503
a11cd5ca43
5acc9bb652
3536%3Fs%3
D82&r=G

kirjoittaessani.de Get hash malicious Browse  0.gravata
r.com/avat
ar/3659617
456553510d
ae895d79c3
38e42?s=16
&d=mm&r=g

Joe Sandbox View / Context

IPs
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https://view.joesandbox.com/analysis/251151/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251151/html/none?idtype=webid
https://view.joesandbox.com/analysis/247278/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247278/html/none?idtype=webid
https://view.joesandbox.com/analysis/246120/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/246120/html/none?idtype=webid
https://view.joesandbox.com/analysis/238192/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238192/html/none?idtype=webid
https://view.joesandbox.com/analysis/234208/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/234208/html/none?idtype=webid
https://view.joesandbox.com/analysis/234207/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/234207/html/none?idtype=webid
https://view.joesandbox.com/analysis/229067/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/229067/html/none?idtype=webid


tftpd32.jounin.net Get hash malicious Browse  www.grava
tar.com/av
atar/6dbff
d966e42641
2248eaee4d
536b1a1?s=
100&d=http
%3A%2F%2Fr
eboot.pro%
2Fpublic%2
Fstyle_ima
ges%2Fmetr
o%2Fprofil
e%2Fdefaul
t_large.png

tftpd32.jounin.net/tftpd32_download.html Get hash malicious Browse  www.grava
tar.com/av
atar/6dbff
d966e42641
2248eaee4d
536b1a1?s=
100&d=http
%3A%2F%2Fr
eboot.pro%
2Fpublic%2
Fstyle_ima
ges%2Fmetr
o%2Fprofil
e%2Fdefaul
t_large.png

www.superfastloans.co.za Get hash malicious Browse  1.gravata
r.com/avat
ar/d7a973c
7dab26985d
a5f961be7b
74480?s=12
0&d=mm&r=g

www.murder-party.org Get hash malicious Browse  1.gravata
r.com/avat
ar/d93f02d
cee3d8954f
220eb1887f
d55e1?s=44
&d=retro&r=g

OPEN.odt Get hash malicious Browse  0.gravata
r.com/avat
ar/93c2d3c
7edb75a8bc
cf98490723
ce288?s=400&

Upgrade Procedure NCS55A2x V0.4.docx Get hash malicious Browse  www.grava
tar.com/av
atar/f9475
dcb48c539d
9872194899
1819933?s=
100&d=http
%3A%2F%2Fr
eboot.pro%
2Fpublic%2
Fstyle_ima
ges%2Fmetr
o%2Fprofil
e%2Fdefaul
t_large.png

Upgrade Procedure NCS55A2x V0.4.docx Get hash malicious Browse  www.grava
tar.com/av
atar/f9475
dcb48c539d
9872194899
1819933?s=
100&d=http
%3A%2F%2Fr
eboot.pro%
2Fpublic%2
Fstyle_ima
ges%2Fmetr
o%2Fprofil
e%2Fdefaul
t_large.png

Match Associated Sample Name / URL SHA 256 Detection Link Context
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https://view.joesandbox.com/analysis/228420/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/228420/html/none?idtype=webid
https://view.joesandbox.com/analysis/223141/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/223141/html/none?idtype=webid
https://view.joesandbox.com/analysis/213211/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/213211/html/none?idtype=webid
https://view.joesandbox.com/analysis/206327/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/206327/html/none?idtype=webid
https://view.joesandbox.com/analysis/175743/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/175743/html/none?idtype=webid
https://view.joesandbox.com/analysis/172740/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/172740/html/none?idtype=webid
https://view.joesandbox.com/analysis/172736/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/172736/html/none?idtype=webid


goodfridaymeme.com/ Get hash malicious Browse  0.gravata
r.com/avat
ar/37aed89
42019edd8e
bf893e9bd1
108e8?s=12
0&d=mm&r=g

gnural.net/ Get hash malicious Browse  2.gravata
r.com/avatar/?
s=54&d
=mm&r=g

stadiumdates.com/ Get hash malicious Browse  www.grava
tar.com/av
atar/71079
f47a596e90
ac6f4d1bfc
2373533?s=
94&r=r&d=mm

https://soo.gd/FCsH Get hash malicious Browse  secure.gr
avatar.com
/dist/css/
services.m
in.css?ver
=2020Apraa

iamanonymous.com/operations Get hash malicious Browse  1.gravata
r.com/avat
ar/aaa6f4e
20710afee2
bed7354a79
f5bc2?s=96
&d=wp_user
_avatar&r=g

eissaalfahim.com/kU6VV8MuP Get hash malicious Browse  2.gravata
r.com/avat
ar/b6684ab
3a4f918997
ad62154aa0
f0b62?s=40
&d=mm&r=g

Match Associated Sample Name / URL SHA 256 Detection Link Context

Match Associated Sample Name / URL SHA 256 Detection Link Context

secure.gravatar.com CONSTANTINE.xlsx Get hash malicious Browse 192.0.73.2

The Mental Health Center.xlsx Get hash malicious Browse 192.0.73.2

free.atozmanuals.com Get hash malicious Browse 192.0.73.2

https://canningelectricinc.wordpress.com/ Get hash malicious Browse 192.0.73.2

getfreshnews.com/nuoazaojrnvenpyxyse Get hash malicious Browse 192.0.73.2

https://create.piktochart.com/output/51658503-cfo-
capabel

Get hash malicious Browse 192.0.73.2

https://sharepointsfile.eu-
gb.cf.appdomain.cloud/redirect/?
param=YW50d2VycGVuLmNlbnRydW1AY20uYmU=

Get hash malicious Browse 192.0.73.2

https://aftersync.com/blog/rightqlik-quick-access-to-
common-operations-on-qlikview-files

Get hash malicious Browse 192.0.73.2

https://sharia-point.us-
south.cf.appdomain.cloud/redirect/?
email=Kristine_Bridges@baylor.edu&data=04|01|Kristine_Brid
ges@baylor.edu|a64194d2378542e06dfc08d8a2802868|22d2fb
35256a459bbcf4dc23d42dc0a4|0|0|637438018615913999|Unk
nown|TWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2lu
MzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0=|0&sdata=smYCgJbR9
6G/HzImvOXjT6991bTFo5/ZZGjJwucJySM=&reserved=0

Get hash malicious Browse 192.0.73.2

https://www.premierpawn.com/rrt/xxtb/sharepoints/Root Get hash malicious Browse 192.0.73.2

https://holidaysintorrox.com Get hash malicious Browse 192.0.73.2

https://create.piktochart.com/output/51364370-a-r-
watson-ltd

Get hash malicious Browse 192.0.73.2

https://www.abebooks.com/servlet/BookDetailsPL?
bi=19802692894&searchurl=ds%3D20%26kn%3Demily%2Bkr
ajicek%26sortby%3D17&cm_sp=snippet-_-srp1-_-title5

Get hash malicious Browse 192.0.73.2

https://showmewhatyouhave.com/wp-
includes/ID3/ASB/?email=kmcpherson@deloitte.co.nz

Get hash malicious Browse 192.0.73.2

homeschoolingteen.com Get hash malicious Browse 192.0.73.2

fromdoctopdf.com Get hash malicious Browse 192.0.73.2

https://achas.com.br/wp-includes/certificates/ssl.html Get hash malicious Browse 192.0.73.2

https://sharepoint-filezillla.eu-
gb.cf.appdomain.cloud/redirect.php/?
tyids=atierney@deloitte.co.nz

Get hash malicious Browse 192.0.73.2

Domains
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https://view.joesandbox.com/analysis/167256/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/167256/html/none?idtype=webid
https://view.joesandbox.com/analysis/164516/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/164516/html/none?idtype=webid
https://view.joesandbox.com/analysis/163313/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/163313/html/none?idtype=webid
https://view.joesandbox.com/analysis/161384/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/161384/html/none?idtype=webid
https://view.joesandbox.com/analysis/158180/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/158180/html/none?idtype=webid
https://view.joesandbox.com/analysis/150748/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/150748/html/none?idtype=webid
https://view.joesandbox.com/analysis/260848/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/260848/html/none?idtype=webid
https://view.joesandbox.com/analysis/258370/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258370/html/none?idtype=webid
https://view.joesandbox.com/analysis/253063/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253063/html/none?idtype=webid
https://view.joesandbox.com/analysis/252913/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252913/html/none?idtype=webid
https://view.joesandbox.com/analysis/252055/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252055/html/none?idtype=webid
https://view.joesandbox.com/analysis/251578/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251578/html/none?idtype=webid
https://view.joesandbox.com/analysis/251255/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251255/html/none?idtype=webid
https://view.joesandbox.com/analysis/250672/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250672/html/none?idtype=webid
https://view.joesandbox.com/analysis/249222/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/249222/html/none?idtype=webid
https://view.joesandbox.com/analysis/249178/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/249178/html/none?idtype=webid
https://view.joesandbox.com/analysis/248881/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/248881/html/none?idtype=webid
https://view.joesandbox.com/analysis/246444/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/246444/html/none?idtype=webid
https://view.joesandbox.com/analysis/243451/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/243451/html/none?idtype=webid
https://view.joesandbox.com/analysis/241056/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241056/html/none?idtype=webid
https://view.joesandbox.com/analysis/238192/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238192/html/none?idtype=webid
https://view.joesandbox.com/analysis/232767/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/232767/html/none?idtype=webid
https://view.joesandbox.com/analysis/232190/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/232190/html/none?idtype=webid
https://view.joesandbox.com/analysis/230931/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/230931/html/none?idtype=webid


https://create.piktochart.com/output/50394438-
patterson-energy-corporation

Get hash malicious Browse 192.0.73.2

krypton.rackage.co.uk Get hash malicious Browse 192.0.73.2

Match Associated Sample Name / URL SHA 256 Detection Link Context

Match Associated Sample Name / URL SHA 256 Detection Link Context

CLOUDFLARENETUS YTB Botview.exe Get hash malicious Browse 104.21.15.142

KAZOX MATERIALS SDN BHD Purchase Order.exe Get hash malicious Browse 104.22.22.200

New order 201534.doc Get hash malicious Browse 162.159.13
5.233

003 SOA.exe Get hash malicious Browse 162.159.13
3.233

2wLzQHrIRu.dll Get hash malicious Browse 104.20.184.68

DOC1073.exe Get hash malicious Browse 23.227.38.74

d2CmcgePLtGepBS.exe Get hash malicious Browse 104.21.19.200

CONTRACT_SCAN627289222.exe Get hash malicious Browse 104.22.18.188

TEKL#U0130F #U0130STE#U011e#U0130 - EN A
C#U0130L.exe

Get hash malicious Browse 104.21.19.200

NCwcKbnGXe1Irfd.exe Get hash malicious Browse 104.21.19.200

PO-20210601052211.exe Get hash malicious Browse 172.67.188.154

Specification__Order_612021.exe Get hash malicious Browse 172.67.188.154

sobeuL8v5L.exe Get hash malicious Browse 104.17.62.50

RXElzx0112021.exe Get hash malicious Browse 104.21.19.200

s3AmyI1Lvg.exe Get hash malicious Browse 104.17.63.50

SecuriteInfo.com.MSIL.Kryptik.ABEZ.13975.exe Get hash malicious Browse 104.21.19.200

eBay-invoice-2195921.vbs Get hash malicious Browse 162.159.13
0.233

2wlBX00vsN.exe Get hash malicious Browse 172.67.188.69

2YaHQalFIp.exe Get hash malicious Browse 104.17.62.50

HMPNOTVSJA.exe Get hash malicious Browse 104.17.63.50

CLOUDFLARENETUS YTB Botview.exe Get hash malicious Browse 104.21.15.142

KAZOX MATERIALS SDN BHD Purchase Order.exe Get hash malicious Browse 104.22.22.200

New order 201534.doc Get hash malicious Browse 162.159.13
5.233

003 SOA.exe Get hash malicious Browse 162.159.13
3.233

2wLzQHrIRu.dll Get hash malicious Browse 104.20.184.68

DOC1073.exe Get hash malicious Browse 23.227.38.74

d2CmcgePLtGepBS.exe Get hash malicious Browse 104.21.19.200

CONTRACT_SCAN627289222.exe Get hash malicious Browse 104.22.18.188

TEKL#U0130F #U0130STE#U011e#U0130 - EN A
C#U0130L.exe

Get hash malicious Browse 104.21.19.200

NCwcKbnGXe1Irfd.exe Get hash malicious Browse 104.21.19.200

PO-20210601052211.exe Get hash malicious Browse 172.67.188.154

Specification__Order_612021.exe Get hash malicious Browse 172.67.188.154

sobeuL8v5L.exe Get hash malicious Browse 104.17.62.50

RXElzx0112021.exe Get hash malicious Browse 104.21.19.200

s3AmyI1Lvg.exe Get hash malicious Browse 104.17.63.50

SecuriteInfo.com.MSIL.Kryptik.ABEZ.13975.exe Get hash malicious Browse 104.21.19.200

eBay-invoice-2195921.vbs Get hash malicious Browse 162.159.13
0.233

2wlBX00vsN.exe Get hash malicious Browse 172.67.188.69

2YaHQalFIp.exe Get hash malicious Browse 104.17.62.50

HMPNOTVSJA.exe Get hash malicious Browse 104.17.63.50

AUTOMATTICUS 003 SOA.exe Get hash malicious Browse 192.0.78.24

DOC1073.exe Get hash malicious Browse 192.0.78.25

CONTRACT SWIFT.exe Get hash malicious Browse 192.0.78.25

cat.exe Get hash malicious Browse 192.0.78.13

Bank transfer copy.xlsx Get hash malicious Browse 192.0.78.24

RE KOC RFQ for Flanges - RFQ 2074898.exe Get hash malicious Browse 192.0.78.24

rove.exe Get hash malicious Browse 192.0.78.24

SHIPPING DOCUMENT_7048555233PDF.exe Get hash malicious Browse 192.0.78.24

item.exe Get hash malicious Browse 192.0.78.25

#U20ac9,770 pdf.exe Get hash malicious Browse 192.0.78.25

USU(1).exe Get hash malicious Browse 192.0.78.24

HEN.exe Get hash malicious Browse 192.0.78.25

ASN
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https://view.joesandbox.com/analysis/228494/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/228494/html/none?idtype=webid
https://view.joesandbox.com/analysis/227866/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/227866/html/none?idtype=webid
https://view.joesandbox.com/analysis/336859/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336859/html/none?idtype=webid
https://view.joesandbox.com/analysis/336845/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336845/html/none?idtype=webid
https://view.joesandbox.com/analysis/336824/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336824/html/none?idtype=webid
https://view.joesandbox.com/analysis/336819/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336819/html/none?idtype=webid
https://view.joesandbox.com/analysis/336790/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336790/html/none?idtype=webid
https://view.joesandbox.com/analysis/336747/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336747/html/none?idtype=webid
https://view.joesandbox.com/analysis/336741/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336741/html/none?idtype=webid
https://view.joesandbox.com/analysis/336740/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336740/html/none?idtype=webid
https://view.joesandbox.com/analysis/336734/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336734/html/none?idtype=webid
https://view.joesandbox.com/analysis/336725/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336725/html/none?idtype=webid
https://view.joesandbox.com/analysis/336724/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336724/html/none?idtype=webid
https://view.joesandbox.com/analysis/336718/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336718/html/none?idtype=webid
https://view.joesandbox.com/analysis/336715/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336715/html/none?idtype=webid
https://view.joesandbox.com/analysis/336710/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336710/html/none?idtype=webid
https://view.joesandbox.com/analysis/336702/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336702/html/none?idtype=webid
https://view.joesandbox.com/analysis/336699/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336699/html/none?idtype=webid
https://view.joesandbox.com/analysis/336695/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336695/html/none?idtype=webid
https://view.joesandbox.com/analysis/336693/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336693/html/none?idtype=webid
https://view.joesandbox.com/analysis/336671/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336671/html/none?idtype=webid
https://view.joesandbox.com/analysis/336659/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336659/html/none?idtype=webid
https://view.joesandbox.com/analysis/336859/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336859/html/none?idtype=webid
https://view.joesandbox.com/analysis/336845/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336845/html/none?idtype=webid
https://view.joesandbox.com/analysis/336824/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336824/html/none?idtype=webid
https://view.joesandbox.com/analysis/336819/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336819/html/none?idtype=webid
https://view.joesandbox.com/analysis/336790/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336790/html/none?idtype=webid
https://view.joesandbox.com/analysis/336747/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336747/html/none?idtype=webid
https://view.joesandbox.com/analysis/336741/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336741/html/none?idtype=webid
https://view.joesandbox.com/analysis/336740/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336740/html/none?idtype=webid
https://view.joesandbox.com/analysis/336734/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336734/html/none?idtype=webid
https://view.joesandbox.com/analysis/336725/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336725/html/none?idtype=webid
https://view.joesandbox.com/analysis/336724/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336724/html/none?idtype=webid
https://view.joesandbox.com/analysis/336718/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336718/html/none?idtype=webid
https://view.joesandbox.com/analysis/336715/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336715/html/none?idtype=webid
https://view.joesandbox.com/analysis/336710/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336710/html/none?idtype=webid
https://view.joesandbox.com/analysis/336702/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336702/html/none?idtype=webid
https://view.joesandbox.com/analysis/336699/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336699/html/none?idtype=webid
https://view.joesandbox.com/analysis/336695/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336695/html/none?idtype=webid
https://view.joesandbox.com/analysis/336693/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336693/html/none?idtype=webid
https://view.joesandbox.com/analysis/336671/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336671/html/none?idtype=webid
https://view.joesandbox.com/analysis/336659/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336659/html/none?idtype=webid
https://view.joesandbox.com/analysis/336819/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336819/html/none?idtype=webid
https://view.joesandbox.com/analysis/336747/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336747/html/none?idtype=webid
https://view.joesandbox.com/analysis/336476/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336476/html/none?idtype=webid
https://view.joesandbox.com/analysis/336425/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336425/html/none?idtype=webid
https://view.joesandbox.com/analysis/336314/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336314/html/none?idtype=webid
https://view.joesandbox.com/analysis/336147/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336147/html/none?idtype=webid
https://view.joesandbox.com/analysis/336139/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336139/html/none?idtype=webid
https://view.joesandbox.com/analysis/335607/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/335607/html/none?idtype=webid
https://view.joesandbox.com/analysis/335571/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/335571/html/none?idtype=webid
https://view.joesandbox.com/analysis/335280/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/335280/html/none?idtype=webid
https://view.joesandbox.com/analysis/335168/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/335168/html/none?idtype=webid
https://view.joesandbox.com/analysis/335152/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/335152/html/none?idtype=webid


Taisier Med Surgical Sutures.exe Get hash malicious Browse 192.0.78.25

Purchase Order.pdf.exe Get hash malicious Browse 192.0.78.24

DHL_119045_Receipt document,pdf.exe Get hash malicious Browse 192.0.78.211

REQUEST_QUOTATION.exe Get hash malicious Browse 192.0.78.24

ygv2xv4xHM.exe Get hash malicious Browse 192.0.78.170

Qgc2Nreer3.exe Get hash malicious Browse 192.0.77.40

Pdf MT103 - Remittance.pdf.exe Get hash malicious Browse 192.0.78.24

POSWM240521.exe Get hash malicious Browse 192.0.78.25

Match Associated Sample Name / URL SHA 256 Detection Link Context

Match Associated Sample Name / URL SHA 256 Detection Link Context

9e10692f1b7f78228b2d4e424db3a98c 2wLzQHrIRu.dll Get hash malicious Browse 172.217.20.22
104.26.2.228
172.67.73.71
172.217.19.98
192.0.73.2

IxhkN38Rkw.exe Get hash malicious Browse 172.217.20.22
104.26.2.228
172.67.73.71
172.217.19.98
192.0.73.2

GEYq8uRSMS.exe Get hash malicious Browse 172.217.20.22
104.26.2.228
172.67.73.71
172.217.19.98
192.0.73.2

6SO4cwdg8r.exe Get hash malicious Browse 172.217.20.22
104.26.2.228
172.67.73.71
172.217.19.98
192.0.73.2

oltydQU2Hj.exe Get hash malicious Browse 172.217.20.22
104.26.2.228
172.67.73.71
172.217.19.98
192.0.73.2

r.dll Get hash malicious Browse 172.217.20.22
104.26.2.228
172.67.73.71
172.217.19.98
192.0.73.2

Wv0U41rxGC.exe Get hash malicious Browse 172.217.20.22
104.26.2.228
172.67.73.71
172.217.19.98
192.0.73.2

SSwedbank.html Get hash malicious Browse 172.217.20.22
104.26.2.228
172.67.73.71
172.217.19.98
192.0.73.2

Swedbank.html Get hash malicious Browse 172.217.20.22
104.26.2.228
172.67.73.71
172.217.19.98
192.0.73.2

davidtangNew_VM001.html Get hash malicious Browse 172.217.20.22
104.26.2.228
172.67.73.71
172.217.19.98
192.0.73.2

City of Joondalup %%.doc Get hash malicious Browse 172.217.20.22
104.26.2.228
172.67.73.71
172.217.19.98
192.0.73.2

b8c033482291a3c073483fc23df165d39fd79c6f22144.dll Get hash malicious Browse 172.217.20.22
104.26.2.228
172.67.73.71
172.217.19.98
192.0.73.2

9553d0dcdf7b666c65cb7d42c092927c8aeae349ef30a.exe Get hash malicious Browse 172.217.20.22
104.26.2.228
172.67.73.71
172.217.19.98
192.0.73.2

JA3 Fingerprints
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https://view.joesandbox.com/analysis/335151/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/335151/html/none?idtype=webid
https://view.joesandbox.com/analysis/334927/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/334927/html/none?idtype=webid
https://view.joesandbox.com/analysis/334827/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/334827/html/none?idtype=webid
https://view.joesandbox.com/analysis/334718/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/334718/html/none?idtype=webid
https://view.joesandbox.com/analysis/334674/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/334674/html/none?idtype=webid
https://view.joesandbox.com/analysis/334656/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/334656/html/none?idtype=webid
https://view.joesandbox.com/analysis/334387/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/334387/html/none?idtype=webid
https://view.joesandbox.com/analysis/334315/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/334315/html/none?idtype=webid
https://view.joesandbox.com/analysis/336790/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336790/html/none?idtype=webid
https://view.joesandbox.com/analysis/336639/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336639/html/none?idtype=webid
https://view.joesandbox.com/analysis/336491/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336491/html/none?idtype=webid
https://view.joesandbox.com/analysis/336480/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336480/html/none?idtype=webid
https://view.joesandbox.com/analysis/336466/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336466/html/none?idtype=webid
https://view.joesandbox.com/analysis/336465/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336465/html/none?idtype=webid
https://view.joesandbox.com/analysis/336464/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336464/html/none?idtype=webid
https://view.joesandbox.com/analysis/336418/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336418/html/none?idtype=webid
https://view.joesandbox.com/analysis/336405/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336405/html/none?idtype=webid
https://view.joesandbox.com/analysis/336076/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336076/html/none?idtype=webid
https://view.joesandbox.com/analysis/336075/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336075/html/none?idtype=webid
https://view.joesandbox.com/analysis/336057/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336057/html/none?idtype=webid
https://view.joesandbox.com/analysis/335909/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/335909/html/none?idtype=webid


tOFyKLJU8L.exe Get hash malicious Browse 172.217.20.22
104.26.2.228
172.67.73.71
172.217.19.98
192.0.73.2

new_fax-message.html Get hash malicious Browse 172.217.20.22
104.26.2.228
172.67.73.71
172.217.19.98
192.0.73.2

hwJn3new_fax-message.html Get hash malicious Browse 172.217.20.22
104.26.2.228
172.67.73.71
172.217.19.98
192.0.73.2

SHIPPING_DOCUMENT.htm Get hash malicious Browse 172.217.20.22
104.26.2.228
172.67.73.71
172.217.19.98
192.0.73.2

ATT11972.HTM Get hash malicious Browse 172.217.20.22
104.26.2.228
172.67.73.71
172.217.19.98
192.0.73.2

FaxMessage5645345.html Get hash malicious Browse 172.217.20.22
104.26.2.228
172.67.73.71
172.217.19.98
192.0.73.2

iroto.dll Get hash malicious Browse 172.217.20.22
104.26.2.228
172.67.73.71
172.217.19.98
192.0.73.2

37f463bf4616ecd445d4a1937da06e19 003 SOA.exe Get hash malicious Browse 104.26.2.228

d5FuY3mRiT.exe Get hash malicious Browse 104.26.2.228

5Q7ZjjFxOk.exe Get hash malicious Browse 104.26.2.228

send.css.exe Get hash malicious Browse 104.26.2.228

sobeuL8v5L.exe Get hash malicious Browse 104.26.2.228

Brown_Forman_Corporation_Letter_of_complaint.xlsb Get hash malicious Browse 104.26.2.228

s3AmyI1Lvg.exe Get hash malicious Browse 104.26.2.228

Eurswift.exe Get hash malicious Browse 104.26.2.228

WkcE0NNT0V.exe Get hash malicious Browse 104.26.2.228

Leqy9HSaM3.exe Get hash malicious Browse 104.26.2.228

2YaHQalFIp.exe Get hash malicious Browse 104.26.2.228

Jz1NcY50h7.exe Get hash malicious Browse 104.26.2.228

HMPNOTVSJA.exe Get hash malicious Browse 104.26.2.228

kzNQAzufBK.exe Get hash malicious Browse 104.26.2.228

aY1MUCGVBY.exe Get hash malicious Browse 104.26.2.228

2l2448lOu3.exe Get hash malicious Browse 104.26.2.228

fXhzUgGp6P.exe Get hash malicious Browse 104.26.2.228

6gIJbjhSE7.exe Get hash malicious Browse 104.26.2.228

1VshgenZda.exe Get hash malicious Browse 104.26.2.228

lOj5HvtOLo.exe Get hash malicious Browse 104.26.2.228

Match Associated Sample Name / URL SHA 256 Detection Link Context

No context

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\05349744be1ad4ad_0
Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 615

Entropy (8bit): 5.679796285699135

Encrypted: false

Dropped Files

Created / dropped Files
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https://view.joesandbox.com/analysis/335904/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/335904/html/none?idtype=webid
https://view.joesandbox.com/analysis/335734/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/335734/html/none?idtype=webid
https://view.joesandbox.com/analysis/335733/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/335733/html/none?idtype=webid
https://view.joesandbox.com/analysis/335675/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/335675/html/none?idtype=webid
https://view.joesandbox.com/analysis/335634/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/335634/html/none?idtype=webid
https://view.joesandbox.com/analysis/335623/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/335623/html/none?idtype=webid
https://view.joesandbox.com/analysis/335556/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/335556/html/none?idtype=webid
https://view.joesandbox.com/analysis/336819/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336819/html/none?idtype=webid
https://view.joesandbox.com/analysis/336778/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336778/html/none?idtype=webid
https://view.joesandbox.com/analysis/336761/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336761/html/none?idtype=webid
https://view.joesandbox.com/analysis/336722/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336722/html/none?idtype=webid
https://view.joesandbox.com/analysis/336715/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336715/html/none?idtype=webid
https://view.joesandbox.com/analysis/336704/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336704/html/none?idtype=webid
https://view.joesandbox.com/analysis/336702/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336702/html/none?idtype=webid
https://view.joesandbox.com/analysis/336700/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336700/html/none?idtype=webid
https://view.joesandbox.com/analysis/336685/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336685/html/none?idtype=webid
https://view.joesandbox.com/analysis/336675/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336675/html/none?idtype=webid
https://view.joesandbox.com/analysis/336671/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336671/html/none?idtype=webid
https://view.joesandbox.com/analysis/336664/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336664/html/none?idtype=webid
https://view.joesandbox.com/analysis/336659/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336659/html/none?idtype=webid
https://view.joesandbox.com/analysis/336652/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336652/html/none?idtype=webid
https://view.joesandbox.com/analysis/336651/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336651/html/none?idtype=webid
https://view.joesandbox.com/analysis/336631/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336631/html/none?idtype=webid
https://view.joesandbox.com/analysis/336620/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336620/html/none?idtype=webid
https://view.joesandbox.com/analysis/336618/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336618/html/none?idtype=webid
https://view.joesandbox.com/analysis/336610/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336610/html/none?idtype=webid
https://view.joesandbox.com/analysis/336586/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336586/html/none?idtype=webid


SSDEEP: 12:vDRM9hZiEneDRM9hGeZiEYHDRM9800eZiEdj:7LEn0EKEUwQEV

MD5: F4A126E16B97DAFF08ADE218AA77C331

SHA1: B9860BB7ED32F21CB00484D991F6D72F778D2EA6

SHA-256: 384A57B94BE48EA41179C56D2AD7D0AAD98051EE29D5C82E43B8383ADBF62739

SHA-512: 778056908EF887F0B41C8FD4FC50BD3E0770B4AB522059C5C71C06C46C07DBEB70AC9AF2009D4B743520C448E07194E2C29A8EA46CD35EDB311A1330900311C9

Malicious: false

Reputation: low

Preview:
0\r..m......M..........._keyhttps://rna-resource.acrobat.com/static/js/plugins/reviews/js/plugin.js ....FK"/....."#.D...U.-.A....d.{v.^.G...d.W.:...P..k%..A..Eo...................A..Eo......
...........0\r..m......M..........._keyhttps://rna-resource.acrobat.com/static/js/plugins/reviews/js/plugin.js ..Z;GK"/....."#.D...V.-.A....d.{v.^.G...d.W.:...P..k%..A..Eo...................
A..Eo........).........0\r..m......M..........._keyhttps://rna-resource.acrobat.com/static/js/plugins/reviews/js/plugin.js ...cGK"/....."#.D..LW.-.A....d.{v.^.G...d.W.:...P..k%..A..Eo.......
............A..Eo........M.........

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\05349744be1ad4ad_0

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\0786087c3c360803_0
Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 522

Entropy (8bit): 5.6007211911231

Encrypted: false

SSDEEP: 6:mi9NqEYOFLvEk5i0z8Be7Ywcr1TK6tC/2i9NqEYOFLvEkfLbZ8Be7Ywcr1TK6tE6:V9z7z9PQUd9zDV9PQuH9zY9PQa

MD5: E94D590038D064CB18DF6535E08F6E5C

SHA1: 2F752AFEF9BDF1E98C9DA399B0D1CC9D916C69E6

SHA-256: 3350C2C2D23948C16BE9C020977EED74575CFFA454E0B0E9460B180DF2A3444A

SHA-512: C956411DD63E8EDD0CD9DF962ECCCD749E4657D2F8DF4468B87B8DAE9487D9F98184E2150D80BF8214ADB52DF83B8960A702AD973196A3D2FCCDD0A842C186F
2

Malicious: false

Preview:
0\r..m............,....._keyhttps://rna-resource.acrobat.com/init.js ..FK"/....."#.DTT,T.-.A.1.x.'.vI..*|Z..o...+.4....0..A..Eo...................A..Eo......l.$........0\r..m............,....._keyhttp
s://rna-resource.acrobat.com/init.js .=.,GK"/....."#.D5.[V.-.A.1.x.'.vI..*|Z..o...+.4....0..A..Eo...................A..Eo......F.#O........0\r..m............,....._keyhttps://rna-resource.ac
robat.com/init.js ...PGK"/....."#.D...V.-.A.1.x.'.vI..*|Z..o...+.4....0..A..Eo...................A..Eo....../.c.........

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\0998db3a32ab3f41_0
Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 738

Entropy (8bit): 5.585306332815335

Encrypted: false

SSDEEP: 12:DyeRVFAFjVFAF5+lUo6jIyeRVFAFjVFAF0lUo6jrdyeRVFAFjVFAFTXR4lUo6j:tB4v45+SB8B4v40SBrzB4v4+SB

MD5: 5B3CC43167FE0F5052E92560AF4697B8

SHA1: 22E92DAAB45D11F84BB04730F9488F2310150186

SHA-256: 89185CD4BECA39F21BBFD245E3191238F272A9FB518E9988B9B3699B8AD6A31D

SHA-512: DC5661F38AE7FEB38EEFC1BC54342AD597726177976F278171753FE7A1044287CF32972FDEFCFB9FCA48FC972847C3E8456F058585E632814DD467A9C2A72629

Malicious: false

Preview:
0\r..m......v...n......._keyhttps://rna-resource.acrobat.com/static/js/plugins/tracked-send/js/plugins/tracked-send/js/home-view/selector.js ..V.FK"/....."#.Dnk.U.-.A..hv
DO.N.t@.....n.*...... ....A..Eo...................A..Eo.......e..........0\r..m......v...n......._keyhttps://rna-resource.acrobat.com/static/js/plugins/tracked-send/js/plugins/tracked-send/j
s/home-view/selector.js .7.:GK"/....."#.D..V.-.A..hvDO.N.t@.....n.*...... ....A..Eo...................A..Eo.......[o.........0\r..m......v...n......._keyhttps://rna-resource.acrobat.com/stat
ic/js/plugins/tracked-send/js/plugins/tracked-send/js/home-view/selector.js ...aGK"/....."#.DU.GW.-.A..hvDO.N.t@.....n.*...... ....A..Eo...................A..Eo......d.........

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\0ace9ee3d914a5c0_0
Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 232

Entropy (8bit): 5.645194251780929

Encrypted: false

SSDEEP: 6:mNtVYOFLvEWdFCi5Rs66tCfvj2iWulHyA1TK6tP:IbRkiDKcXWuss

MD5: 94C71A98F57F87F79B86BC060FEDD4D2

SHA1: A0B77F2239036E9545316B6D87D4655AB8639678

SHA-256: 9CA2F6B7BE615E0E55D35389DCB4D92407586AC857AF9172FF18E8B2248A204F

SHA-512: 8D579097FB0391420B1BD196883AD51788B0407D35EBEB4AB4D51E155D23F381A2E7B7E859156848EF679D7A91F029AF09E6F86A252B51198E2BBDA1343D62B2

Malicious: false

Preview:
0\r..m......h.....'....._keyhttps://rna-resource.acrobat.com/static/js/plugins/aicuc/js/plugins/rhp/exportpdf-rna-tool-view.js .Q.?GK"/....."#.D..V.-.A..8 P..a...R..Y....7.@..2Dm{.
.A..Eo...................A..Eo..................
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C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\0f25049d69125b1e_0
Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 210

Entropy (8bit): 5.534630524294804

Encrypted: false

SSDEEP: 6:m+yiXYOFLvEWd7VIGXVuJtE2Vyh9PT41TK6trG:pyixRurV41TE

MD5: 07D5B85EA5E029F8D64CD5931F623D87

SHA1: 181EF4271483A1287DD4C027DB2A4A01F0C94D5F

SHA-256: 2C79890C35E7E0AFD72DF320ACEAFB988C8BDABBBFC3583F5564C90239FF073F

SHA-512: BE977C33838BBAAE883DA805BBEC246DD1E7B05C8F500EF2B0F9F39723B8BAC7ACEB534519DA14D109F4AB342A2BF97095020963451B55E4306A9911B5F0210
C

Malicious: false

Preview:
0\r..m......R...kP]g...._keyhttps://rna-resource.acrobat.com/static/js/plugins/app-center/js/selector.js .3dbGK"/....."#.D..GW.-.Ak.Q.....-_..y.....O...>..1....A..Eo...............
....A..Eo......#YN/........

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\230e5fe3e6f82b2c_0
Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 216

Entropy (8bit): 5.586298497167022

Encrypted: false

SSDEEP: 6:mvYOFLvEWdhwjQH1yYK+s4SLZIl6P41TK6tVQH/:0RhkBYmLZCg/

MD5: F3E3B032A421F607F4543CF48BD1D43E

SHA1: 5F699471DF08AD181105D4A05477E19520966B07

SHA-256: 40136E2A879C815CCEE9F09D0BCD326E7FB75AC65B06639A43E67FDB73072939

SHA-512: 237D1F0DE625CA22E3BCA1C0AB4269F23EC98B54AB018EAFF17DA0E995EB9A2709655B24383EA354B76E857C7E9C42EE2DE5E3F890CD769699AA32231363007
A

Malicious: false

Preview:
0\r..m......X.....V....._keyhttps://rna-resource.acrobat.com/static/js/plugins/sign-services-auth/js/plugin.js ...^GK"/....."#.D.=*W.-.A.].>....uUf..N...k......c..l.A..Eo...................A
..Eo.......pu ........

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\2798067b152b83c7_0
Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 209

Entropy (8bit): 5.46587622536232

Encrypted: false

SSDEEP: 6:mJYOFLvEWdGQRQOdQqat0pyCG96g1TK6tj:2RHRQCZaIyb91

MD5: 87FFA2D1DD95A243DC5195B028D2565A

SHA1: B0D15979B494C70DBF9BC4A8EEC841DAE72FC184

SHA-256: D06C8DFE22C23C0014DC8950FE20ABF37D888940DD26B35B28E816ABD04BCB9E

SHA-512: 4A247FF0AE8F55058B36A8BAA2DFB69C9069CC86C894942293F06429BA81E15EE05D10564EB13DEE18D270D798D9A04A2325409D294D38FC6B23B4C3316EBE8A

Malicious: false

Preview:
0\r..m......Q..........._keyhttps://rna-resource.acrobat.com/static/js/plugins/my-computer/js/plugin.js .u.cGK"/....."#.D.^HW.-.A..c..y/L....|y.n..C/I.....X7-ne.A..Eo..............
.....A..Eo.......Zc.........

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\2a426f11fd8ebe18_0
Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 537

Entropy (8bit): 5.5795209118126365

Encrypted: false

SSDEEP: 12:Z5MtyNMuR/EBS5MiPFcNMuR/E975M+0yNMuR/E:ZStyauR/EsSQuauR/EhSpyauR/E

MD5: BD1F0EAAB8E15BA21E633EAB94C8ED43

SHA1: 2E956BE61943E5EC1423A1B4CB892C41D97BDAEA

SHA-256: ED907301C27BE4A41BA4716113FE7BBD98D6ED3CAB32AE36A15686C471701CB2

SHA-512: D2F7FB041D73ACFF7AEF07EF3AB9898CB63D58AFEF5EA0868073F96E9DE24445B4750C288B646B40A976D11A02F1113D744170A6233CC87C438A5EAF4C46969C

Malicious: false
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Preview:
0\r..m......3....<lb...._keyhttps://rna-resource.acrobat.com/base_uris.js ...FK"/....."#.D..-T.-.A.y...L<?W.Xi..A\Q3...J.}...d..~G.A..Eo...................A..Eo......]..a........0\r..m......3....
<lb...._keyhttps://rna-resource.acrobat.com/base_uris.js .X.,GK"/....."#.D."[V.-.A.y...L<?W.Xi..A\Q3...J.}...d..~G.A..Eo...................A..Eo......TQ.@........0\r..m......3....<lb...
._keyhttps://rna-resource.acrobat.com/base_uris.js ..GPGK"/....."#.DI..V.-.A.y...L<?W.Xi..A\Q3...J.}...d..~G.A..Eo...................A..Eo..................

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\2a426f11fd8ebe18_0

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\3a4ae3940784292a_0
Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 214

Entropy (8bit): 5.503741471757567

Encrypted: false

SSDEEP: 6:m4fPYOFLvEWdtuZmtUBM+by0zBUKSAA1TK6t+vf:pRlmBM+bes

MD5: 063B90DED9364B0F84945A7E55180945

SHA1: 04BAB52C612447EFCD62637B5C001595992E9C43

SHA-256: 3A6164F44D5CF459442EF05C4C3E79E01233B98CB7CF586AFF673731BE7A4A12

SHA-512: F9D63D41CCD29F20515D208EF5F607493EB35E0FEBB230D496B331BBE8AE4273304FD31B03B045A821CAD5822C3D9918A256347596209F33A6D717B2BEB09FFF

Malicious: false

Preview:
0\r..m......V..........._keyhttps://rna-resource.acrobat.com/static/js/plugins/search-summary/js/selector.js ...eGK"/....."#.D.HW.-.AQ..E.=....=h`t..t..3%A.F$..w..A..Eo............
.......A..Eo..................

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\4a0e94571d979b3c_0
Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 531

Entropy (8bit): 5.573569641783369

Encrypted: false

SSDEEP: 12:KkXxKMSCvk2qtUlQwkXxKMSCv2ctUljkXxKMSCvuINotUlq:KkXxiCMxWjkXxiCFWjkXxiC2JW

MD5: 94BE37EC6E5E5D5CF713A2C8253EC732

SHA1: E188F066D25C6E7637F8BCE6272396CF85D60F90

SHA-256: 170310A477D37C46D9E466DE0E4C35E7FE2E9A8A1B9335FC9878D89F841E8C5A

SHA-512: 7ACD65B7E454D8820515DFF5707EC2FA8F95A2740361BE08B88D5D8718E90EF4D16E856BE6F5D6BF13B93888808DBCB7F9AA047D98CC33D6D45FBC08FE7F892
3

Malicious: false

Preview:
0\r..m......1......5...._keyhttps://rna-resource.acrobat.com/plugins.js .=..FK"/....."#.D..,T.-.A.PU ....t^.....a.k..u.7.M.BW6#}..A..Eo...................A..Eo.......GV.........0\r..m......1
......5...._keyhttps://rna-resource.acrobat.com/plugins.js ...,GK"/....."#.D..[V.-.A.PU ....t^.....a.k..u.7.M.BW6#}..A..Eo...................A..Eo.......M.F........0\r..m......1......5...._k
eyhttps://rna-resource.acrobat.com/plugins.js ..DPGK"/....."#.D...V.-.A.PU ....t^.....a.k..u.7.M.BW6#}..A..Eo...................A..Eo.......&.q........

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\560e9c8bff5008d8_0
Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 561

Entropy (8bit): 5.639109462172063

Encrypted: false

SSDEEP: 6:mkl9YOFLvEWsfOLVX6O8/yM+VY1TK6tukl9YOFLvEWsfOLlRIeSbJyM+VY1TK6tG:5h6OLcTGkbh6OLlWbEkNh6OL78kW

MD5: 6F4B67D28980E388CC9A4EAD3772A727

SHA1: 5A8557AE0D554B64359C6AE48A0F3DEBE3A69108

SHA-256: 677A462BA2CA2841A7253E7B97B9CF44FA434B2D0D471B18532B4F3A2D0E0B46

SHA-512: F944F32118E58E76B28132B37176B1934539B1D395A70CC51135528939F614F1C9BC7BCDBE8AF9AD0EA6A879307B9BA4605E286D914FC07973E6E5FEF81E74C2

Malicious: false

Preview:
0\r..m......;...I......._keyhttps://rna-resource.acrobat.com/static/js/desktop.js ....FK"/....."#.D.k.T.-.A..q.O...j....._y..L^z...?..@N..A..Eo...................A..Eo......3.q"........0\r..m......;..
.I......._keyhttps://rna-resource.acrobat.com/static/js/desktop.js ..h7GK"/....."#.D#..V.-.A..q.O...j....._y..L^z...?..@N..A..Eo...................A..Eo......Q.$6........0\r..m......;...I...
...._keyhttps://rna-resource.acrobat.com/static/js/desktop.js .5.ZGK"/....."#.D.Y.W.-.A..q.O...j....._y..L^z...?..@N..A..Eo...................A..Eo.......92.........

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\56c4cd218555ae2b_0
Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 732

Entropy (8bit): 5.6355098414819285

Encrypted: false

SSDEEP: 12:URVFAFjVFAFPKwSeKaTLnsRVFAFjVFAFhghKwSeKaTLnPcRVFAFjVFAFNm5KwSez:UB4v4ywzXLnsB4v4NwzXLnPcB4v4Zwzz

MD5: FFA0755C94E945DA032EFF296D2B27E1
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SHA1: 53F20E72A9B31306DE85FCA1907C85BBB25C7749

SHA-256: 664EFA493776F2511B7D62E0987522CC0DA91E7B574251D61D9F0ED105582665

SHA-512: B587C03AC408AA05895A2FC7B4944A21F6F7FFC8D5C8C020778E1FF0ED18C83D1E3D3FB8D84F708A9F920D22A218473894C78F9C605F019299EDB25F8321491D

Malicious: false

Preview:
0\r..m......t...R.1<...._keyhttps://rna-resource.acrobat.com/static/js/plugins/tracked-send/js/plugins/tracked-send/js/home-view/plugin.js ....FK"/....."#.D...U.-.A......H...{...2.
./.k`..r4.C. .A..Eo...................A..Eo......i...........0\r..m......t...R.1<...._keyhttps://rna-resource.acrobat.com/static/js/plugins/tracked-send/js/plugins/tracked-send/js/home-view/
plugin.js .*.;GK"/....."#.D[C.V.-.A......H...{...2../.k`..r4.C. .A..Eo...................A..Eo....../.4.........0\r..m......t...R.1<...._keyhttps://rna-resource.acrobat.com/static/js/plugins
/tracked-send/js/plugins/tracked-send/js/home-view/plugin.js .;.bGK"/....."#.D.?IW.-.A......H...{...2../.k`..r4.C. .A..Eo...................A..Eo..................

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\56c4cd218555ae2b_0

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\6fb6d030c4ebbc21_0
Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 211

Entropy (8bit): 5.479254673673617

Encrypted: false

SSDEEP: 6:ms2VYOFLvEWdvBIEGdeXuitHatv2P11TK6tHF:BsR2EsehOCb

MD5: 9BF581015406E34A52A37E8FA27EE700

SHA1: AB548FD97F0EA33E13983A3131C70151312215C0

SHA-256: 45CDE520803D976D7FADF7225DCA05CADF155556B7CB4AD0C86E0138FB7DC559

SHA-512: 9652DA6E46D1811D9BFEB6F9700A659688794DF35EFD9C6F3EA7722A008FAD253F059C644D7A73B8C8614503A5728BDF3BF4AF2038DFEF1C21DE03E87A40326C

Malicious: false

Preview:
0\r..m......S...]......._keyhttps://rna-resource.acrobat.com/static/js/plugins/add-account/js/selector.js .p.bGK"/....."#.D..GW.-.A.A.o]@r..Q.....<w.....].n\....A..Eo..............
.....A..Eo......"?Y.........

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\7120c35b509b0fae_0
Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 202

Entropy (8bit): 5.600160870062296

Encrypted: false

SSDEEP: 6:maVYOFLvEWdwAPCQCr9+B7OhKlvA1TK6tNu/:RbR16J9+BJku

MD5: F402FF10FAF8F9C42CD96E1A8EE6ED2D

SHA1: DCD6D01C2C67C5D4365440C9AAC6E74E87B3A2D6

SHA-256: 24B070510824B69FB43FE7A8070B032148A72F7C15FEDEB7C95A071724FEA2BC

SHA-512: 6C2D46938A5FCC472182BBB11509B4337A91D2A803FB61819CFCF29F60E6C7E8707FC4E58D8420D819CDB648782B8DFBDC84BFA92E3A2368A01A2E83C0B941D
B

Malicious: false

Preview:
0\r..m......J......{...._keyhttps://rna-resource.acrobat.com/static/js/plugins/home/js/plugin.js ...^GK"/....."#.Dr.)W.-.A..4T].....Tw.....(..b...EO....9.A..Eo...................A..Eo.......
.E.........

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\71febec55d5c75cd_0
Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 211

Entropy (8bit): 5.548600334553949

Encrypted: false

SSDEEP: 6:ms2gEYOFLvEWdGQRQVuHxXX1snQdFt1TK6t:B2geRHRQ6xC0

MD5: 9E75D0DC47AE97A48F48D5A375A21758

SHA1: 256FBC2921F97062DCFD4EEF9EB4A24EDD6D0DCF

SHA-256: 89F15E6213E18BA134331DF733B78F88F1F9B434E50F7C4589D416B57F468327

SHA-512: 84CDBF5A2BA962D0EA396B95E4CF99637DBD1F1996CA27532AF52B9CD1D6A2D780C034E7750EB757F78BF860EF2D85D0381298CE01F53B1DD586F5D96376F680

Malicious: false

Preview:
0\r..m......S...W.%z...._keyhttps://rna-resource.acrobat.com/static/js/plugins/my-computer/js/selector.js ...aGK"/....."#.D.FGW.-.A@..{o]...9o|..qY....T....{..u.b..A..Eo...........
........A..Eo......R...........

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\86b8040b7132b608_0
Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 618

Entropy (8bit): 5.668613942267569
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Encrypted: false

SSDEEP: 12:WyeRlhJaEt1wjlllmyeRlqcAt1w7HyeRlG4Et1wc:WJ3aEfwjllMJycAfw7JOfw

MD5: 363A0D46CFCFD03F479AF88C32DF973C

SHA1: E128E6BDCF0BCFD3DCF08882D36248230CE9A6F7

SHA-256: 1F1CC87A6C6349E16D363E9A7759FA46D45634AF9B26AF569F2AD739391A762A

SHA-512: C58177F4DEB34869765A67859179DB4AECA1B00DC42FBC6101745E311A3231E69D0F6041B7CED218224190287CCF40318E9BC9043C26EF970E1F0D69240B7936

Malicious: false

Preview:
0\r..m......N..../......_keyhttps://rna-resource.acrobat.com/static/js/plugins/my-files/js/plugin.js .z..FK"/....."#.DhY.U.-.A.t\a......x5.'OuE.C..@......x..A..Eo...................A..Eo....
...G..........0\r..m......N..../......_keyhttps://rna-resource.acrobat.com/static/js/plugins/my-files/js/plugin.js ...8GK"/....."#.D.V.-.A.t\a......x5.'OuE.C..@......x..A..Eo................
...A..Eo........*.........0\r..m......N..../......_keyhttps://rna-resource.acrobat.com/static/js/plugins/my-files/js/plugin.js ...[GK"/....."#.D.m W.-.A.t\a......x5.'OuE.C..@......x..A..Eo..
.................A..Eo......R.<.........

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\86b8040b7132b608_0

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\8c159cc5880890bc_0
Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 218

Entropy (8bit): 5.55443547713105

Encrypted: false

SSDEEP: 3:m+lKcv8RzYOCGLvHkWBGKuKjXKoyNH/KPWFvASgekWlyNqww6U+5m1TK5kt7Hl:mnYOFLvEWdhwyu+ekWlCqwK+41TK6t7

MD5: 9A79A2EC5C127911B5A684BC9CE26A35

SHA1: 3109576DFF88F5A6FA5611D91DF08DD311AA5DE6

SHA-256: 59A7BA71B4139194302EB0E90BBE362852838B80731249B70D3F43A3A4965B29

SHA-512: 7CD1E4A68658CE2F1C336121FAEB583A9DACFDAE68C48893535F42661F481A51197DE34FB74037E8103C7CBBA11134B46E4A4D96ED275294325C76FAF3EA2351

Malicious: false

Preview:
0\r..m......Z.........._keyhttps://rna-resource.acrobat.com/static/js/plugins/sign-services-auth/js/selector.js .%w]GK"/....."#.D~.)W.-.A.......7...o..a=.98I......(3.$G.A..Eo................
...A..Eo......{../........

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\8c84d92a9dbce3e0_0
Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 690

Entropy (8bit): 5.618904460609188

Encrypted: false

SSDEEP: 12:/RrROk/RGcfLEmRrROk/z9pfLEvRrROk/5YfLE:/PJ/RH4mPJ/z9p4vPJ/5Y4

MD5: 4D02EE1351F10DB6B919437777CB3957

SHA1: 06631150CA91CE19B8A6825D1A441763D4F6B1C1

SHA-256: BFBFC17470ECE4C334D75ED37121F0B21706EC25306A3C565CAAD000D01C786F

SHA-512: CF19876B7B4659158E8CC28D0099343F69FFCC61EB7C178921B5678109E842C113F4A9A1A8F816BC21869346016697F8414DCCA8EAD7A0A4CF557E7F96E2675B

Malicious: false

Preview:
0\r..m......f...F......._keyhttps://rna-resource.acrobat.com/static/js/plugins/desktop-connector-files-select/js/selector.js .>..FK"/....."#.D...U.-.A..~..rw.+[....!.)?..f.U..(=.=.A..Eo.....
..............A..Eo......t@.z........0\r..m......f...F......._keyhttps://rna-resource.acrobat.com/static/js/plugins/desktop-connector-files-select/js/selector.js .p.8GK"/....."#.D.x.V.-.A..~
..rw.+[....!.)?..f.U..(=.=.A..Eo...................A..Eo.......L..........0\r..m......f...F......._keyhttps://rna-resource.acrobat.com/static/js/plugins/desktop-connector-files-select/js/sel
ector.js .w.[GK"/....."#.DV. W.-.A..~..rw.+[....!.)?..f.U..(=.=.A..Eo...................A..Eo........S.........

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\8e417e79df3bf0e9_0
Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 558

Entropy (8bit): 5.668428757068456

Encrypted: false

SSDEEP: 6:mmDEYOFLvEWXIKoe/K1QPLr1TK6t7EmDEYOFLvEWXIB/d1QPLr1TK6t4mDEYOFLe:xqThGCPLn9rqTSdCPLn9qTdCPLnt

MD5: E437592EDA382C0B86BDBEF8394477FD

SHA1: A53F8239656A9400EADABF236F866601F199B649

SHA-256: A1525B33AEE8E6D79F3CBBFBD92C9922F88CB65D0BFBF65A538979EDF41003F5

SHA-512: 4B1AD4E5B46C63650192692AD6E29DA544B4D07D0D54FBB3654C0D8883E425FE1A16842B12A87855208760136A7E210C98316B980D6E56105203A73C8B1A2AAB

Malicious: false

Preview:
0\r..m......:....f......_keyhttps://rna-resource.acrobat.com/static/js/config.js ...FK"/....."#.D,..T.-.A..~]...%s..<...n.f..<.....1#..U..A..Eo...................A..Eo........JY........0\r..m......:..
..f......_keyhttps://rna-resource.acrobat.com/static/js/config.js ..\7GK"/....."#.DO..V.-.A..~]...%s..<...n.f..<.....1#..U..A..Eo...................A..Eo........dH........0\r..m......:....f......_keyh
ttps://rna-resource.acrobat.com/static/js/config.js ...ZGK"/....."#.D.C.W.-.A..~]...%s..<...n.f..<.....1#..U..A..Eo...................A..Eo......I..0........
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C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\91cec06bb2836fa5_0
Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 621

Entropy (8bit): 5.655716686596626

Encrypted: false

SSDEEP: 6:m52YOFLvEWdMAuwlDI2LsEJ41TK6t/NM52YOFLvEWdMAutElYv7LsEJ41TK6tg8M:zRMqhIAsDdbRMbsDepRMyIACAsDe

MD5: 1530128DD5F41CFCDCD85E23C04CD2AF

SHA1: 415D94D69B42077821043B91757A5BAE382F19C8

SHA-256: 177F9C2AA9D024653C8F63D223D5DFDB4F7949BA76E791565BAC70326969424F

SHA-512: C7EB485E13AA1A8BED46E40E802B30789DE3AA5481F68124FB722C12CD4AF6F2ECA14E340E958DB7EB96C76CCF7696AF47773C7A4E89D2ED881C4C851A985D
F2

Malicious: false

Preview:
0\r..m......O...a.Y....._keyhttps://rna-resource.acrobat.com/static/js/plugins/reviews/js/selector.js .tQ.FK"/....."#.D.6.U.-.A..z._a...'.v.......4p3..1.']...A..Eo...................A..Eo...
...yuY.........0\r..m......O...a.Y....._keyhttps://rna-resource.acrobat.com/static/js/plugins/reviews/js/selector.js .".:GK"/....."#.D...V.-.A..z._a...'.v.......4p3..1.']...A..Eo............
.......A..Eo......@F.w........0\r..m......O...a.Y....._keyhttps://rna-resource.acrobat.com/static/js/plugins/reviews/js/selector.js ..\bGK"/....."#.D.-HW.-.A..z._a...'.v.......4p3..1.']...A.
.Eo...................A..Eo.......8I.........

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\927a1596c37ebe5e_0
Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 630

Entropy (8bit): 5.58954814254374

Encrypted: false

SSDEEP: 6:mYilPYOFLvEWd8CAdAuDEzFong1TK6tBllEYilPYOFLvEWd8CAdAuLvb+Fong1Tq:6lJRfFoMvllUlJRpFoM4lJRZ/hFoM9

MD5: A66A29753E7D7806277B0B5263605A83

SHA1: 8D295DAAA19E49F03544BDD3A79C1CA3439E37F1

SHA-256: FAF854E8427FCF8752024FCAB4C304C9607AF16514288DB15AED4D529FF45FBF

SHA-512: 8C078A9D26FE999D9A90A180B710057C3FEAD1202626CBAB2039B177B68AA01AAB6B6DF1C79412441FCDE60E3BB1D2E92857046622B1758CAA3F2E5C3153FCD
F

Malicious: false

Preview:
0\r..m......R....|....._keyhttps://rna-resource.acrobat.com/static/js/plugins/signatures/js/selector.js ..S.FK"/....."#.D.S.U.-.Ac}.H7M=M..-.....Ix..R.l...}Rl.$q.A..Eo...................A..E
o........)........0\r..m......R....|....._keyhttps://rna-resource.acrobat.com/static/js/plugins/signatures/js/selector.js ...:GK"/....."#.Dw.V.-.Ac}.H7M=M..-.....Ix..R.l...}Rl.$q.A..Eo......
.............A..Eo.........x........0\r..m......R....|....._keyhttps://rna-resource.acrobat.com/static/js/plugins/signatures/js/selector.js .__bGK"/....."#.D/oGW.-.Ac}.H7M=M..-.....Ix..R.l..
.}Rl.$q.A..Eo...................A..Eo......3...........

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\92c56fa2a6c4d5ba_0
Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 669

Entropy (8bit): 5.6551814877441045

Encrypted: false

SSDEEP: 12:F8hRrROk/3ive2D8hRrROk/8e268hRrROk/WYKe2:UPJ/ym22PJ/H23PJ/fx2

MD5: 16CB51434E743E4A46799D1A487B033B

SHA1: 0782EA9DED37BE2FC0D6F4533A81D5DFF8B98471

SHA-256: EBF9CB718069E40C4D2A551C578ECDA6A70498986654C6DB6F46D4A0979E08C3

SHA-512: 7EC0D2F1C56B701F09C886280BAB07438EA29DA28E0DCB1A70127C658311E91E6EAEC8423605DBBA4A56D35B419C81396DEB87F9E97C49CBC5FD93D6F39D42
DF

Malicious: false

Preview:
0\r..m......_...h......_keyhttps://rna-resource.acrobat.com/static/js/plugins/desktop-connector-files/js/selector.js ....FK"/....."#.D..U.-.A..%.k.SZ..~W.....:)'B..ad......A..Eo.............
......A..Eo.........M........0\r..m......_...h......_keyhttps://rna-resource.acrobat.com/static/js/plugins/desktop-connector-files/js/selector.js .>.8GK"/....."#.DoJ.V.-.A..%.k.SZ.
.~W.....:)'B..ad......A..Eo...................A..Eo........R.........0\r..m......_...h......_keyhttps://rna-resource.acrobat.com/static/js/plugins/desktop-connector-files/js/selector.js ...[
GK"/....."#.D...W.-.A..%.k.SZ..~W.....:)'B..ad......A..Eo...................A..Eo.........F........

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\946896ee27df7947_0
Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 639

Entropy (8bit): 5.667875514631267

Encrypted: false

SSDEEP: 12:ehRcKLNqrNJICwe/IhRcDIVrNJICvhRctqrNJICx:eh5LN+JICl/IhtnJICvhfJIC

MD5: 307EE35C6C3DAFD1F16B6036FB2F4DA1

SHA1: 642FB83D904E181709BB6DAEE4357514326CF38D
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SHA-256: FA2C76837C4DAE7EEFC3E8A8C2F32CAAA0252CF33EB07F864D897D3C6BB47D8E

SHA-512: AD945C36678332DD8094139C2E2A2E0FEC28A537F1FA1927E36D51277C5F9D1AC188AB38BF434C7B864675AD52FB5EAC994465E53B4D39138DB48317AC5276D9

Malicious: false

Preview:
0\r..m......U..........._keyhttps://rna-resource.acrobat.com/static/js/plugins/my-files-select/js/plugin.js ....FK"/....."#.D...U.-.A.;"./N_.,.:C..2....9L.H...3:...A..Eo...................A.
.Eo.......\q.........0\r..m......U..........._keyhttps://rna-resource.acrobat.com/static/js/plugins/my-files-select/js/plugin.js ...8GK"/....."#.D...V.-.A.;"./N_.,.:C..2....9L.H...3:...A..Eo
...................A..Eo......h.g.........0\r..m......U..........._keyhttps://rna-resource.acrobat.com/static/js/plugins/my-files-select/js/plugin.js ...[GK"/....."#.D.. W.-.A.;"./N_.,.:C..2
....9L.H...3:...A..Eo...................A..Eo......s/Q.........

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\946896ee27df7947_0

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\983b7a3da8f39a46_0
Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 624

Entropy (8bit): 5.613592122401039

Encrypted: false

SSDEEP: 6:mOEYOFLvEWdrIhuV1VzNLzgm2d/1TK6tUoeOEYOFLvEWdrIhukHbTLzgm2d/1TKT:0RZReGjRebReoRgH+WRe

MD5: D4CCB2EBDEED33F458C485901F2D9E0A

SHA1: DDCE83A211F5A48D2BC2A12C3FA072BEB4265A91

SHA-256: 92B1632F15951828E8BB1FB0F92C44FD62568A2CB41273D9B038AA234AB4E32C

SHA-512: C82BEF4CD2D24C8C0BFAEB65BF29DE57AC746E2F058353918A2BCBC832D118A2250F7809701FE4FC6D56B55C339A4FB1D7CD89C558CFBF7F37047FCED621BF
5A

Malicious: false

Preview:
0\r..m......P....r......_keyhttps://rna-resource.acrobat.com/static/js/plugins/my-files/js/selector.js .wJ.FK"/....."#.D...T.-.AZ.Z}Q..4.o....0+..[|..n:*..U.W.A..Eo...................A..Eo..
................0\r..m......P....r......_keyhttps://rna-resource.acrobat.com/static/js/plugins/my-files/js/selector.js .cm8GK"/....."#.D.x.V.-.AZ.Z}Q..4.o....0+..[|..n:*..U.W.A..Eo..........
.........A..Eo..................0\r..m......P....r......_keyhttps://rna-resource.acrobat.com/static/js/plugins/my-files/js/selector.js ..{[GK"/....."#.D...W.-.AZ.Z}Q..4.o....0+..[|..n:*..U.W
.A..Eo...................A..Eo.......l.........

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\aba6710fde0876af_0
Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 564

Entropy (8bit): 5.6277873897606385

Encrypted: false

SSDEEP: 6:mAElVYOFLvEW1KBqlXCaOkx56uvp1TK6tDAElVYOFLvEW1KWXu2lkx56uvp1TK6O:6JJKM0udJJK11BwJJKhFaf9Fl

MD5: 04E4BFDB29325082536E9B6177138C55

SHA1: D929F48AD8D81204C0D7A39688ECF7C194296FCB

SHA-256: C2DE7A7469C214814136BB7BDE16EBA048A955A983DA7E6885F70DBEF2DC406F

SHA-512: C0AE6ACE823FA299B1819DFCCF4E6D74C57A74C10D630703DEE736F26F67391728F9BAC7161A149A9471FC30103D461964C19348ABBEB4C7083372F206698EA7

Malicious: false

Preview:
0\r..m......<...)6......_keyhttps://rna-resource.acrobat.com/static/js/rna-main.js ..8.FK"/....."#.D..HT.-.Az?...SwC...^..y.....V..7R-O.....A..Eo...................A..Eo......Y...........0\r
..m......<...)6......_keyhttps://rna-resource.acrobat.com/static/js/rna-main.js ..J/GK"/....."#.D..mV.-.Az?...SwC...^..y.....V..7R-O.....A..Eo...................A..Eo......w...........0\r..m
......<...)6......_keyhttps://rna-resource.acrobat.com/static/js/rna-main.js .X.RGK"/....."#.Da..W.-.Az?...SwC...^..y.....V..7R-O.....A..Eo...................A..Eo......R.O.........

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\b6d5deb4812ac6e9_0
Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 214

Entropy (8bit): 5.59349755504378

Encrypted: false

SSDEEP: 6:mWYOFLvEWdBJvvuzwtqhUDLYtmOZn1TK6t:xRBJwIDcFZL

MD5: 92AF99C254EB1130E3C05EE379919099

SHA1: CE20B3DAF18400D66C6FF4CE2E4006F0C33194EB

SHA-256: B6AA106A8B68E49E2684E18A30BC5C9C42D14F66C7D41C5A7912EB49D4D5E227

SHA-512: BAE9DB3E83031955CD9835EA28F00F27716F339840BE667978382FC935A95207DBBDAD954249A033CED803FB5B4AE37FB7B92E57CAA94520E54B9B6A1FDF1D9
B

Malicious: false

Preview:
0\r..m......V.....h....._keyhttps://rna-resource.acrobat.com/static/js/plugins/activity-badge/js/selector.js .<.bGK"/....."#.D..HW.-.A....t.q..W.EZ....1...[.zC.7mD..A..Eo..........
.........A..Eo......[a.k........

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\bba29d2e6197e2f4_0
Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped
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Size (bytes): 633

Entropy (8bit): 5.639057577427698

Encrypted: false

SSDEEP: 6:msRPYOFLvEWIa7zp7Hq1ibkVPu1TK6tn+sRPYOFLvEWIa7zp7h1O++ZiVPu1TK63:BPHcwkcV5PHAPicFPH+/c

MD5: 2D01A9222258FF344FB7A6E55D697A00

SHA1: 3175CAC85D636A5BBD9A7B6A98AF34C572D6A5B3

SHA-256: ECB70C5497A42E3EE6E3E176A11D78BD4F8FF23D36095BF2CFC04AB5A658D824

SHA-512: 5EF105B25155FD23FDD53AF76BC3FA1C297488E40FC63964ED7A238FB424F520BF11708579152DAEE3365FD21BBA173B4F249677639018043D2A9D3745FD074D

Malicious: false

Preview:
0\r..m......S...{.j....._keyhttps://rna-resource.acrobat.com/static/js/libs/require/2.1.15/require.min.js ....FK"/....."#.D...T.-.A...L...Im.@.........E.nW...IP..A..Eo...................A..E
o.......q..........0\r..m......S...{.j....._keyhttps://rna-resource.acrobat.com/static/js/libs/require/2.1.15/require.min.js ...,GK"/....."#.D.[[V.-.A...L...Im.@.........E.nW...IP..A..Eo....
...............A..Eo......}_..........0\r..m......S...{.j....._keyhttps://rna-resource.acrobat.com/static/js/libs/require/2.1.15/require.min.js ..JPGK"/....."#.D...V.-.A...L...Im.@.........E
.nW...IP..A..Eo...................A..Eo......N..........

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\bba29d2e6197e2f4_0

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\bf0ac66ae1eb4a7f_0
Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 208

Entropy (8bit): 5.557974734076738

Encrypted: false

SSDEEP: 3:m+lQi9lC8RzYOCGLvHkWBGKuKjXKVRNUpXKLuVHmIebs4XVAZ+8cV3vRm1TK5ktB:mKPYOFLvEWdENU9QJIe3iM3Y1TK6tbl

MD5: D407DB2B7BCB91CC4F1B09BEC37AB930

SHA1: 07494EDF0D90DD68DD0E37B838789FABFB4668BD

SHA-256: B20F71198F717CC1F71A1E34E97F8959EC85A31B1F55846B1C975F1CBE435A1A

SHA-512: 2E80D227A7047FB89C0B6997E28FC2DB0DA86360E24FE6B1069CA3FD1856F35B7F86805F094737E77C0B908932142208415905F7D6ECC8139459172FD3F2C597

Malicious: false

Preview:
0\r..m......P...Yft....._keyhttps://rna-resource.acrobat.com/static/js/plugins/uss-search/js/plugin.js ...^GK"/....."#.D}w0W.-.A...M....m+lS..e.....<7.U.P8*.0K.A..Eo...............
....A..Eo........dm........

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\cf3e34002cde7e9c_0
Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 208

Entropy (8bit): 5.534990507869399

Encrypted: false

SSDEEP: 6:mQt6EYOFLvEWdccAHQRVltt9hjBRCh/41TK6tF:XRc92PlhDi/E

MD5: 48F3BC4A4C6AC46884BCFC07DAB0C8B9

SHA1: EA8EB10A86948F7283C00923C4AF2DB914FF7065

SHA-256: 3BE6EB05D093E97A8F98246796C6829275A9FC0889A7778B015A6DDA547C057E

SHA-512: 233F4DDFF3B88AD13C3B69633B467DFCC134A73ECEC06699F4E94F89B2E7413998AA9766CB3FE1DB4B44224BDFF5CF0D63D06669908F99730A4F2D2AA83BFA9
4

Malicious: false

Preview:
0\r..m......P...W3......_keyhttps://rna-resource.acrobat.com/static/js/plugins/scan-files/js/plugin.js .m.cGK"/....."#.D|cRW.-.APJm...0x.x..RD...BB!@5..<..]....A..Eo...............
....A..Eo......@.c.........

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\d449e58cb15daaf1_0
Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 462

Entropy (8bit): 5.617886811873666

Encrypted: false

SSDEEP: 6:mqs6XYOFLvEWdFCi5mhurgULlF4r1TK6tcQ+qs6XYOFLvEWdFCi5mhuqIeE0cG+z:bs6xRkihLlF4ny4s6xRkiLQLlF4n

MD5: 82B457EA273A20801811539676C0E0AD

SHA1: 52645EB20A2CBCD697B54325E84C0E4E00165F3A

SHA-256: 38C1D9DDC07ED27F710D54910C284BA6A8B8D4CDD53CD0DA1DC907F1D68A8EFC

SHA-512: AB0B448F6CD72878624408C5C4EE9967BEB28C865BEC382A4A48B17FFA68D1AC2F50AB23E2D0D8999FF62D40E7367FE9290BD45FB12D73B45329DF0599B05DD
D

Malicious: false

Preview:
0\r..m......g...~.I?...._keyhttps://rna-resource.acrobat.com/static/js/plugins/aicuc/js/plugins/rhp/exportpdf-rna-selector.js ..w.FK"/....."#.Dd..U.-.A.P...#4..l....5...5..).w.. .h
.~..A..Eo...................A..Eo.................0\r..m......g...~.I?...._keyhttps://rna-resource.acrobat.com/static/js/plugins/aicuc/js/plugins/rhp/exportpdf-rna-selector.js ..P9GK"/....."
#.D...V.-.A.P...#4..l....5...5..).w.. .h.~..A..Eo...................A..Eo........?F........
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C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\d88192ac53852604_0
Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 215

Entropy (8bit): 5.4925174237196766

Encrypted: false

SSDEEP: 3:m+lPHYs8RzYOCGLvHkWBGKuKjXKXqjuSKPWFvrA6t2B/Wrcu1isLK5m1TK5ktPxF:mhYOFLvEWd/aFuBRt2kY941TK6tPxF

MD5: C746C899F3F31E19CBADE273CBA26344

SHA1: FC59BB9F6902729BFA8B70AE9BE9D4BCD6B35364

SHA-256: DEA879B2D2299D4385C9A427D5DE9DD3F2EF392C41745BCCA2BB861F8B444AEE

SHA-512: 680767DB3BABAF5A349CB9838E880D2CE5894B8513DC485009805F4CB0999F42D35A542FBD04C34362F2EF177D6FB0C6EDDEB509F72A8ED14BA01BBD2D06A42
3

Malicious: false

Preview:
0\r..m......W....w.m...._keyhttps://rna-resource.acrobat.com/static/js/plugins/my-recent-files/js/selector.js ..@eGK"/....."#.D..HW.-.A...a.f.m.i.o.p..3U5.....^...I.A..Eo..........
.........A..Eo........j........

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\de789e80edd740d6_0
Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 208

Entropy (8bit): 5.52927473695395

Encrypted: false

SSDEEP: 6:mR9YOFLvEWd7VIGXOdQAte6UBoBMqVd3G4K41TK6ttp:2DRuR26UqB9Vd2kD

MD5: 537E89C35B552684F771A798D6DEC3C8

SHA1: 41B8F23BAE80E43BBA372E6EE3A21222A708B41B

SHA-256: 46A33BA27CD092B21BF260D912C1A9E7BA90EDA6AB89152D255499BBDFE5D4AD

SHA-512: 81FF1B920009DB0D9CD06DC9E02F73BFA3B39D6C5E2149503E1ECCC574BC48840C2B9A05A2048D728C2B68A99EEF9E826FB581800C8B38130AC196E6118316A1

Malicious: false

Preview:
0\r..m......P...y.p....._keyhttps://rna-resource.acrobat.com/static/js/plugins/app-center/js/plugin.js .".dGK"/....."#.D..HW.-.A..y.$..$.v5j...T...z.]..._S....A..Eo...................A..Eo..
...............

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\f0cf6dfa8a1afa3d_0
Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 624

Entropy (8bit): 5.6304658864718045

Encrypted: false

SSDEEP: 6:mkqYOFLvEWd8CAd9QR7Sq1QwuA424r1TK6tab2kqYOFLvEWd8CAd9Q//muA424r9:+RQCKbrnfRQornlRQdZgrn9

MD5: DF9D539D971B2246AE3F038A8535288E

SHA1: 6060D8669C90779C32BD1B1C68949BF719A8FB5E

SHA-256: 186F7C57201BEDA91E4D357387B0398ABE1C6D0173ECCC2E4E7EBAC0D81C0B0D

SHA-512: BF8D65610884E6F3ABFD2C08D5F559B990EA5E760D9ABD624DDF779BA8893D73AA31829141E6745C4782D3BE4282452C7D779AF22D3BBFE8358F876B16D9247F

Malicious: false

Preview:
0\r..m......P...gT....._keyhttps://rna-resource.acrobat.com/static/js/plugins/signatures/js/plugin.js ....FK"/....."#.DL..U.-.A#..@..k(v.8g..5.~_....]Pj.*..6.A..Eo...................A..Eo...
......6........0\r..m......P...gT....._keyhttps://rna-resource.acrobat.com/static/js/plugins/signatures/js/plugin.js ..\;GK"/....."#.D..V.-.A#..@..k(v.8g..5.~_....]Pj.*..6.A..Eo.............
......A..Eo.........`........0\r..m......P...gT....._keyhttps://rna-resource.acrobat.com/static/js/plugins/signatures/js/plugin.js ...dGK"/....."#.D.,TW.-.A#..@..k(v.8g..5.~_....]Pj.*..6.A..
Eo...................A..Eo......]...........

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\f4a0d4ca2f3b95da_0
Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 210

Entropy (8bit): 5.555357305968881

Encrypted: false

SSDEEP: 6:moXXYOFLvEWdENUAuI2+K/ruyC8n1TK6ti7:xhRTiU/ru7Qw7

MD5: F20C1600E51E4A055F4E321289D9CCBD

SHA1: D9202E5A276062ED8C6BEFFD4E99CFA09890460B

SHA-256: 006F57F57563CD4EAB4F9BB6798545BD9CCBA62313D954CB53E4EEAF05155CEC

SHA-512: 51F9370DAA00FEC4D5AA83788446678ADE3749D5D97D8B888474AE9A6CD7EC03E461E498B2185DC01FE701845E20A7A9339FE291199514E3A712C8C54A868A3C

Malicious: false
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Preview:
0\r..m......R..........._keyhttps://rna-resource.acrobat.com/static/js/plugins/uss-search/js/selector.js .`u]GK"/....."#.D..)W.-.A8.../...;.\\o....1..........+..A..Eo...................A..Eo......&
(!.........

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\f4a0d4ca2f3b95da_0

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\f941376b2efdd6e6_0
Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 663

Entropy (8bit): 5.6712832238824165

Encrypted: false

SSDEEP: 12:nRrROk/Vjmm1RrROk/V++m9RrROk/V6nlmn:nPJ/kqPJ/Uf9PJ/onQn

MD5: E7F3E96FCBDC506CBC43BED94E4A1545

SHA1: 1F7B9EC00EAED1A360FBE2222D63C0C7EB124FE3

SHA-256: 1FA9B6D01D171FA79467E7B4F8CAD7EFD8930BEAD41419ADB4A7BAB8CDB0BB73

SHA-512: D0DF03733EF21C1EE85841EDB18360C085FEDE1E28E3BB90C4319AC31D06671214409701BBDC0CE45A2464029E06BEB1A12A38D0C161BA754A85E8223D1E9A5
1

Malicious: false

Preview:
0\r..m......]......,...._keyhttps://rna-resource.acrobat.com/static/js/plugins/desktop-connector-files/js/plugin.js ....FK"/....."#.D2..U.-.A ./.ev......N~..6.b.....$.j;:C...A..Eo...........
........A..Eo........t........0\r..m......]......,...._keyhttps://rna-resource.acrobat.com/static/js/plugins/desktop-connector-files/js/plugin.js ...8GK"/....."#.D...V.-.A ./.ev......N~..6.b
.....$.j;:C...A..Eo...................A..Eo.......@-.........0\r..m......]......,...._keyhttps://rna-resource.acrobat.com/static/js/plugins/desktop-connector-files/js/plugin.js .,.[GK"/....."#.D?
T!W.-.A ./.ev......N~..6.b.....$.j;:C...A..Eo...................A..Eo......u..@........

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\f971b7eda7fa05c3_0
Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 210

Entropy (8bit): 5.54579330692792

Encrypted: false

SSDEEP: 6:mZ/lXYOFLvEWdccAWuJEdxAdm9741TK6t:qxRck3Adu7E

MD5: 810062E8412145BFD3236463E2F610DC

SHA1: CD55E6C3D0A9C5283ED5D0255F712D6DFCDCF44F

SHA-256: 99FCE0B0E1354378C3C3A0708943E92F9D833B10734B1E908DD8ED27C0DA3FF9

SHA-512: 51BEE360B8741CE18C10023F70ABBC58E6F4C36C31E85FE775EE07678B071E54AE9F312B375A29436BC7DB97D8FC9E03A6D5D2B35C71A6766F7280736F58C0BC

Malicious: false

Preview:
0\r..m......R...F......._keyhttps://rna-resource.acrobat.com/static/js/plugins/scan-files/js/selector.js ...aGK"/....."#.D*;GW.-.A...U...I.>P...X...x..0U.~;m.x.k.A..Eo...................A..E
o........r.........

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\fd17b2d8331c91e8_0
Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 204

Entropy (8bit): 5.548024811492672

Encrypted: false

SSDEEP: 6:mMOYOFLvEWdwAPVuF9WoMcSkJn1TK6tA:2R1noBLq

MD5: 42AE2E7425783C2652127470310D3E31

SHA1: 322D3BCB1E085012BD0D1B027B8CB84B050FCAFE

SHA-256: 662C4706878EB3576E097991CB754E7ED25AF3F5BFB01E654F41B43CFDFBE9E6

SHA-512: E275291E853B70CB229CF74DF8BD8A18D20A206BFDBAC9B2D6A4CF8F040B83337A6EA949B40E93AB9198E2C0C92058B048B4257562C6D421E28B9536FE8F14B4

Malicious: false

Preview:
0\r..m......L....Ey....._keyhttps://rna-resource.acrobat.com/static/js/plugins/home/js/selector.js ..r]GK"/....."#.D.M)W.-.A.....k....F..D..O.n;[.1m.....=..A..Eo...................A..Eo.....
..k..........

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\fdd733564de6fbcb_0
Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 212

Entropy (8bit): 5.619655904422018

Encrypted: false

SSDEEP: 6:m3PXYOFLvEWdBJvYQwtyC9K2zhcsBXIh1TK6tv:mxRBJQpRDB0N

MD5: EDB15E3B46F26FC380CB9119BABD3FBD

SHA1: BF4CDE2D5F5C42ABADB2FE1048DDB40D203E8EB0
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SHA-256: F9EB5FC13635C4232435226B40B0115653F544EAED7C75D9A25BF664903354AC

SHA-512: A13049D6103EB8DD1C74D10E3E45A6DB4703DA761BECBB8D21436084E4AEDC1DE89DD373D2E855575E4DF4DFA9E04CD2F6BD1854995C2099307A247C07A7EF
2A

Malicious: false

Preview:
0\r..m......T......z...._keyhttps://rna-resource.acrobat.com/static/js/plugins/activity-badge/js/plugin.js .R.cGK"/....."#.D..HW.-.A...k..`..N3.... ..d..$[.....{.A..Eo...................A..E
o......?m..........

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\fdd733564de6fbcb_0

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\febb41df4ea2b63a_0
Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 684

Entropy (8bit): 5.6213370508377585

Encrypted: false

SSDEEP: 12:3RrROk/suc6RrROk/s+p0xcqdRrROk/swgl0vcD:3PJ/w6PJ/ZmPJ/gV

MD5: 4B149470D78EF8B80C8F2184F6293E3C

SHA1: AD6F6601DA94FDEFA3B8383E0A26BCCAA93D5B7E

SHA-256: F042ACE199549F23734F3A1743F12AF827D7977252707765219EAFAB3CBC87CC

SHA-512: 3DD6C48A042729890AE6AD1015FB75493D8D5DB222530654FE7217685008D2977300736AB8454DD6471BF7DEB17940CACF0761C244184BEF6205961616BABC86

Malicious: false

Preview:
0\r..m......d...<.s....._keyhttps://rna-resource.acrobat.com/static/js/plugins/desktop-connector-files-select/js/plugin.js .U..FK"/....."#.D.<.U.-.A.....9Q].8O.z....=..:.N.{....N{.
A..Eo...................A..Eo......'..g........0\r..m......d...<.s....._keyhttps://rna-resource.acrobat.com/static/js/plugins/desktop-connector-files-select/js/plugin.js ...8GK"/....."#.D.Q.V.-
.A.....9Q].8O.z....=..:.N.{....N{.A..Eo...................A..Eo......\...........0\r..m......d...<.s....._keyhttps://rna-resource.acrobat.com/static/js/plugins/desktop-connector-files-sel
ect/js/plugin.js ...[GK"/....."#.D.. W.-.A.....9Q].8O.z....=..:.N.{....N{.A..Eo...................A..Eo........k.........

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\index-dir\temp-index
Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: Maple help database

Category: modified

Size (bytes): 1032

Entropy (8bit): 5.125953811243945

Encrypted: false

SSDEEP: 12:xlQoU1uzlPGFll6XgNn29MzlkhmkiNnLMnNLMHJexUV5kICl7lPgl05tJgldlWA/:xlQuJG/6EiM+hmjInqeSV9kVPofdIWjX

MD5: 37248C5CBD940EFDA8EF1B8600EBC3E4

SHA1: 881FB629FD87144BD6669631B8443CE2CF6E9260

SHA-256: 97BFA6774B0F3438ADA27AB7F8D80367F19DCF105F8FC4561B12480B133998C6

SHA-512: 0590CAC05ED229E32D6EAB14B84CBF0FACBDECA7BFF92BB9E7D4565ED77C49E2030004900B006822480AA3FF2B94879B75A4FE0203F3C8E2FC7B501B5E62E6
0B

Malicious: false

Preview:
.......Soy retne....)........T............3....OTGK"/..........v...q...OTGK"/..........C..M.....k...............#...(...k.............]...I..5GK"/..................5GK"/...........6<|.....EGK"/.........<...W..J
..EGK"/..............oB*..EGK"/...........a......EGK"/...........;.y~A..OTGK"/...........P....V.OTGK"/.........F..=z;..OTGK"/.............o..OTGK"/...........*...OTGK"/...........2q.....OTGK"/........
.Gy.'.h..OTGK"/.........:..N.A...OTGK"/.............k7A..OTGK"/..........;/....OTGK"/.................OTGK"/............P[. q.OTGK"/.........,+..._.#.OTGK"/..........J..j....OTGK"/..........
....q.@.cGK"/..........u\]..q@.cGK"/.........^.~..z.@.cGK"/..........[.i..%.@.cGK"/.........A?.2:..@.cGK"/.........!...0.o@.cGK"/...........*....@.cGK"/..........o..k..@.cGK"/..........+.{..
'@.cGK"/..........@..x.@.cGK"/.........*)....J:@.cGK"/..........&.S....@.cGK"/............MV3..@.cGK"/.........+.U.!..V@.cGK"/.............D.4.@.cGK"/..........~.,.4>.@.cGK"/.........

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\LOG
Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: ASCII text

Category: dropped

Size (bytes): 292

Entropy (8bit): 5.210490341133485

Encrypted: false

SSDEEP: 6:m7K8eoUTJq2Pwkn2nKuAl9OmbnIFUtpYK8eoUjZmwPYK8eo9FkwOwkn2nKuAl9Oe:Wu9vYfHAahFUtpGuj/PGJ5JfHAaSJ

MD5: 7F655BEBF8D28C2C17E599CBDC20DD62

SHA1: 8B4EAECBDFE813CDA607FDBF492EEA716B9B6D98

SHA-256: B7BA28091D5890B15C56322BA3BFC1B9114FDBC6923FC383558AC24D6205E7EC

SHA-512: 5A6810A9B0D910704D109537B9E190EA900AC30241E59D760CF17A29381FF7760DE1E93D9A5020C4B4845E7928D1722A9786A1CFBB868BE90017132AA439B04F

Malicious: false

Preview:
2021/06/01-16:16:49.916 1a54 Reusing MANIFEST C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache/MANIFEST-000001.2021/06/01-16:16:49.917 1a
54 Recovering log #3.2021/06/01-16:16:49.925 1a54 Reusing old log C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache/000003.log .

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Visited Links
Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped
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Size (bytes): 1179648

Entropy (8bit): 0.007987668646822602

Encrypted: false

SSDEEP: 12:I+mmTsx+mmTsxlNTpyxlNTpyxlNTpyxlNTpyxHHyTpyxHHyTpyxHHyTpy:TmbsmbPXyPXyPXyPXytHwytHwytHwy

MD5: 2FFCA4960F6ADDD2E35D74071913E7EA

SHA1: 4A3991C726F7ABD9F42A75380D682EDD428D94F2

SHA-256: 918E041A618D7F9E7640D4B9735D59BA70653E8B31B6A66FE189FD19A188D749

SHA-512: 30822FA7C3BE790565A80BD5B585A947520B98C22F444D2826ECE253C9F560E82B92043E9B08C612E0C253545C4794837B9DC8360EA7FDAEFC0B6C10D235A2B2

Malicious: false

Preview:
VLnk.....?......).0k................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
........................................................................................................................................................................................................

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Visited Links

C:\Users\user\AppData\LocalLow\Adobe\Acrobat\DC\ConnectorIcons\icon-210601141643Z-239.bmp
Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroRd32.exe

File Type: PC bitmap, Windows 3.x format, 107 x -152 x 32

Category: dropped

Size (bytes): 65110

Entropy (8bit): 2.7219894454415625

Encrypted: false

SSDEEP: 192:wPnpjdTdb7ON3yXfX9bIZAWqJzlc2TX0H22Y+sTA/zIPWwaHP0LRL27gHuqYcJgf:YnpjdhIiX/uoJzTZ/+sUn7oK4doD

MD5: 9A62AEAE5AB7D0D02379A92268F5B770

SHA1: 1F560AAE059841911535184C213BEB056E0E64A8

SHA-256: 5F954145276F0600B0EFA632FA2DC238D71925E8B6EE8ADD4F7F2832E05C3FBB

SHA-512: A3CAED2560E9D987BC51532C6452636429019CA297CD526CFC780FA115B44640A0F32551FC5702B82D030F111132C29AFE9CF35E0C27D8263FEA2987009878DC

Malicious: false

Preview:
BMV.......6...(...k...h..... .......................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
........................................................................................................................................................................................................

C:\Users\user\AppData\LocalLow\Adobe\Acrobat\DC\ReaderMessages
Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroRd32.exe

File Type: SQLite 3.x database, last written using SQLite version 3024000

Category: dropped

Size (bytes): 32768

Entropy (8bit): 3.4481581480840955

Encrypted: false

SSDEEP: 96:k49IVXEBodRBkWCgOOh1CKt49IVXEBodRBkWCgqOh1CKd49IVXEBodRBkWCgqOh2:HedRBsedRBQedRBYedRBS

MD5: DC264AF4C41C3A6B8656E8D01C78E5E0

SHA1: BD916C41017759B7C7D799D0231D29FAE7AA58C6

SHA-256: 1E6C64AD3B1221D52CC3E3786E36F57BBCE3857D5E634845C74CD29AF79F00CE

SHA-512: 06C3269CC9A80AD829BA8113ECA5D608E124C2965113F3F93B438103BB974D6C577BCA77266E681869A99F293191EC9F42E049BEBDA489A91A30555C3E865485

Malicious: false

Preview:
SQLite format 3......@  ..........................................................................$.......1........T...U.1.D..............................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

C:\Users\user\AppData\LocalLow\Adobe\Acrobat\DC\ReaderMessages-journal
Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroRd32.exe

File Type: data

Category: modified

Size (bytes): 34928

Entropy (8bit): 3.314173937028544

Encrypted: false

SSDEEP: 96:oCgOOhZCPy949IVXEBodRBk9CgOOh1CKet49IVXEBodRBknCgqOh1CK3d49IVXEj:+iedRBJSedRBeCedRBFyedRB6

MD5: E3127EFB0A34EBF89AD6438F051D826A

SHA1: 124467C315E2706E52E776B3C7EAC1B78117143C

SHA-256: 52CB3610E9E98CAA4507DABA669F890C273A89216A04D96D355FD3C2F2591D2A

SHA-512: 8976FB9BD527DCC020909F42A809C745D0B426FD2C7AB0226EEF4958F023E0B160A7A9514AA8FFBF0773713B1079EFA63717CBCC258D4E9F80FFA7C53970F611

Malicious: false
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Preview:
............p.+...............................................................................................................................................................................................................................................................
............................................................................................................................................................................................................................................................W....X.W
.L...y.......~................................................................................................................................................................................................................................................................
........................................................................................................................................................................................................

C:\Users\user\AppData\LocalLow\Adobe\Acrobat\DC\ReaderMessages-journal

C:\Users\user\AppData\Local\Adobe\Acrobat\DC\UserCache.bin
Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroRd32.exe

File Type: data

Category: dropped

Size (bytes): 63598

Entropy (8bit): 5.4331110334817385

Encrypted: false

SSDEEP: 768:PCbGNFYGpiyVFiC0Z16iJ2NRiJI2QwBvqRWLPeIJxYyu:J0GpiyVFih1/J2NRwwYLP5JxK

MD5: BCDF1B65B9A791E68A0532000D372BE4

SHA1: 906AF582FEDE19E8A4EDB60346DC3EB68429BC6D

SHA-256: 76C499DEE21B7E91B34D2D2F095036B45328036742D286C031970EF80BBB5993

SHA-512: 1BFAC48957E28F2C53B9924F86EA727FF220CF5D04620C781668A94FBA26BC5372EEBC508CE9BF1FE80B8D5F6A63D430E1AAFD3FF31B77E312F220A1A5D8AE5
5

Malicious: false

Preview:
4.382.88.FID.2:o:........:F:AgencyFB-Reg.P:Agency FB.L:$.........................."F:Agency FB.#.94.FID.2:o:........:F:AgencyFB-Bold.P:Agency FB Bold.L:%.........................."
F:Agency FB.#.82.FID.2:o:........:F:Algerian.P:Algerian.L:$..........................RF:Algerian.#.93.FID.2:o:........:F:ArialNarrow.P:Arial Narrow.L:$.........................."F:Arial Narr
ow.#.107.FID.2:o:........:F:ArialNarrow-Italic.P:Arial Narrow Italic.L:$.........................."F:Arial Narrow.#.103.FID.2:o:........:F:ArialNarrow-Bold.P:Arial Narrow Bold.L:%...........
..............."F:Arial Narrow.#.116.FID.2:o:........:F:ArialNarrow-BoldItalic.P:Arial Narrow Bold Italic.L:%.........................."F:Arial Narrow.#.75.FID.2:o:........:F:ArialMT.P:Arial
.L:$.........................."F:Arial.#.89.FID.2:o:........:F:Arial-ItalicMT.P:Arial Italic.L:$.........................."F:Arial.#.85.FID.2:o:........:F:Arial-BoldMT.P:Arial Bold.L:$..........................
"F:Arial.#.98.FID.2:o:........:F:Arial-B

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\DOMStore\E5F0NRSV\www.youtube[1].xml
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 38050

Entropy (8bit): 5.168421209854592

Encrypted: false

SSDEEP: 192:vycieUByRSfIDJco8KPWICyjDq/gsqviiH:vycipgzPs4iiH

MD5: 1F7D2623E5ACA5F368145B9B18F641AF

SHA1: D267525D1CB10200D333016FF64FF59B7D866BC0

SHA-256: 4195CAF6B0478C11D4A16EA3A691840682ED59F0107EDDE5D54FC6101D36F088

SHA-512: 2C8176D198B0454843D33411130BC8661A3D7194F9C742BEB3C2D8061A7F01202ABEB9EA5A1DB0661330C254D8E8EFEC8CA2CB80134D30EC2B3C4D01182E1B26

Malicious: false

Preview:
<root></root><root></root><root></root><root><item name="__sak" value="1" ltime="4194501248" htime="30889712" /></root><root><item name="__sak" value="1" 
ltime="4194501248" htime="30889712" /></root><root></root><root><item name="__sak" value="1" ltime="4208501248" htime="30889712" /></root><root></root><root>
<item name="__sak" value="1" ltime="4213021248" htime="30889712" /></root><root></root><root></root><root></root><root><item name="ytidb::LAST_RESULT
_ENTRY_KEY" value="{&quot;data&quot;:{&quot;hasSucceededOnce&quot;:false},&quot;expiration&quot;:1625149105567,&quot;creation&quot;:1622557105568}" lt
ime="4233021248" htime="30889712" /></root><root><item name="ytidb::LAST_RESULT_ENTRY_KEY" value="{&quot;data&quot;:{&quot;hasSucceededOnce&
quot;:false},&quot;expiration&quot;:1625149105567,&quot;creation&quot;:1622557105568}" ltime="4233021248" htime="30889712" /><item name="__sak" value="1" 
ltime="45533952" htime="30889713" /></root><root><item name="ytidb::LAST_RESULT_ENTRY_KEY" value

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\RecoveryStore.{20CD7F52-C2E4-11EB-90EB-ECF4BBEA1588}.dat
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: Microsoft Word Document

Category: dropped

Size (bytes): 32856

Entropy (8bit): 1.8463246779745368

Encrypted: false

SSDEEP: 192:rBZSZg2FWVtuf2CtKYczWk0DK6BNytuYRj3:rHO38/kV7XZop

MD5: C6BF53BEADB6750A931E44F74832BCD0

SHA1: B21C9D4B226E7BED778E6528F1C8E8F599010742

SHA-256: F87822B958F46F5363AEA9249511E841E38BAEA1A7A18FFAF9528FC16AA2C207

SHA-512: 845CDB9E3BBA6733F4633AE748AF710BB481D3B0A4D868ABDAE3F2F7C2011268225D709D7DD3A1DDD08747F44D8C68C9FE87BE20869B6D51ED5BB3A378BC04
57

Malicious: false

Preview:
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................................................R.o.o.t. .E.n.t.r.
y.............................................................................................................................................................................................................................................................................
........................................................................................................................................................................................................
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C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{20CD7F54-C2E4-11EB-90EB-ECF4BBEA1588}.dat
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: Microsoft Word Document

Category: dropped

Size (bytes): 179426

Entropy (8bit): 2.5342439433549555

Encrypted: false

SSDEEP: 384:r/7RxZZi/e/zWB62nD7AbaHW+jrQxi4W+jroVGAeU2ANRbeSt/1v9HN5yBMhlYgM:zsdsgbe7FlamcWTZQufjFmS

MD5: 705B135B1FB990249C361978076C812E

SHA1: E05EDD400A75EC604333636496A0C88DDE6FE648

SHA-256: 6173F5722FDB17DF38CDAED4530E21921A7E258FF7306BBD6133AD12844275C4

SHA-512: 6A5D84264CA54A2AD80A59DF558888C017F1A35F9D8102F0113D9F683537B84D8271CFED07D1759176C6ED6E8DB4FA276A948CBBE8B56FDEB9A421C663D068C0

Malicious: false

Preview:
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................................................R.o.o.t. .E.n.t.r.
y.............................................................................................................................................................................................................................................................................
........................................................................................................................................................................................................

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{286AC2F6-C2E4-11EB-90EB-ECF4BBEA1588}.dat
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: Microsoft Word Document

Category: dropped

Size (bytes): 16984

Entropy (8bit): 1.5648794329536653

Encrypted: false

SSDEEP: 48:IwrGcpreGwpagG4pQcGrapbSLGQpKxG7HpR8TGIpG:rxZWQA6aBSlAgToA

MD5: 9AB4C2F81DE5D2966C8A42E44C0B75E1

SHA1: 16FEB39099A758322FE50CB099D15E7597F118C5

SHA-256: 03A0C94E56502FAC40AEC259D015B224CCAF86F9D4CCAC8A9F38FD4F9A3F9334

SHA-512: 4A1BE83FC275A45628E87A10C6BEC0C16BCFE323A73150499D7CF94F7001C813314A8F33F181465CB17F5AE0F14132481E4FAD2F841185324C7AFFCE6B21AFD1

Malicious: false

Preview:
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................................................R.o.o.t. .E.n.t.r.
y.............................................................................................................................................................................................................................................................................
........................................................................................................................................................................................................

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-17529550060\msapplication.xml
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 656

Entropy (8bit): 5.102525298523589

Encrypted: false

SSDEEP: 12:TMHdNMNxOEP+wnWimI002EtM3MHdNMNxOEP+wnWimI00OYGVbkEtMb:2d6NxOASZHKd6NxOASZ7YLb

MD5: 7DA0E88170E4AC96C4CE89DAB23F31CC

SHA1: 00F5EDC8B085E548D52DAC3F6732FCEB7E13CBBE

SHA-256: 5DA21FA5E4A9C0F464FFF9E21D71978FBAA079763A8DBA869244553722285CD5

SHA-512: 6FA366492433570C199C1379BAB8F0B1D96960434BAB5A756F84CB3121AC475830488DB56A12F4BB5D61B81D305EEAB90CC8F0E28EA7D64490C59F04482D31F0

Malicious: false

Preview:
<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.twitter.com/"/><date>0xf7e5b889,0x01d756f0</date><accdate>0x
f7e5b889,0x01d756f0</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?xml ver
sion="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.twitter.com/"/><date>0xf7e5b889,0x01d756f0</date><accdate>0
xf7e5b889,0x01d756f0</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Twitter.url"/></tile>
</msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-18270793970\msapplication.xml
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 653

Entropy (8bit): 5.0823375505160024

Encrypted: false

SSDEEP: 12:TMHdNMNxe2kXqwnWimI002EtM3MHdNMNxe2kXqwnWimI00OYGkak6EtMb:2d6NxroSZHKd6NxroSZ7Yza7b

MD5: DCD3D6A62275CE7C2E1EF3EFE27BF6BA

SHA1: 16164B1A3795A42AE995D08778EA89764751A1EC

SHA-256: 449B4F334773F1770C7A5971093EFBC2E8B3315A4ED03954ACDC1776846A7665
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SHA-512: 602DD3F8500D49C86865AD0881FE85A29805BAE66EEF7CB956CBACD4B276C2E187AD6544D0AF7E36D034CDA9CA89C9F6EEF39DD5C735F7803C19D684C1B971
4A

Malicious: false

Preview:
<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.amazon.com/"/><date>0xf7de91aa,0x01d756f0</date><a
ccdate>0xf7de91aa,0x01d756f0</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.amazon.com/"/><date>0xf7de91aa,0x01d756f0</date><accdate>0xf
7de91aa,0x01d756f0</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Amazon.url"/>
</tile></msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-18270793970\msapplication.xml

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-21706820\msapplication.xml
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 662

Entropy (8bit): 5.044650806858776

Encrypted: false

SSDEEP: 12:TMHdNMNxvLgjpjwnWimI002EtM3MHdNMNxvLgjpjwnWimI00OYGmZEtMb:2d6NxvEVESZHKd6NxvEVESZ7Yjb

MD5: 8B45189B497C5D901EF506A719E7CB2B

SHA1: F7D74BA0F5D07CCB103493F8C9839649350C0678

SHA-256: F30BD7D2E5B13E248533781AFD14FBDA611175721171C66FAD065B22EE3D5275

SHA-512: F56A311FA5E5A78595BB430187589B758B153E5890F3831D245E29CC2EAA7F0D622EC9825FC5EE38E30C560652106BBF8FDF8F8CD9EB804FAB4566AEAF902770

Malicious: false

Preview:
<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.wikipedia.com/"/><date>0xf7ecdfae,0x01d756f0</date>
<accdate>0xf7ecdfae,0x01d756f0</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.wikipedia.com/"/><date>0xf7ecdfae,0x01d756f0</date><accda
te>0xf7ecdfae,0x01d756f0</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Wikipe
dia.url"/></tile></msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-4759708130\msapplication.xml
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 647

Entropy (8bit): 5.118106892546923

Encrypted: false

SSDEEP: 12:TMHdNMNxiP+wnWimI002EtM3MHdNMNxiP+wnWimI00OYGd5EtMb:2d6Nx2SZHKd6Nx2SZ7YEjb

MD5: 022A017F83E600A5355B3ED7DE048193

SHA1: F1AF717CDC084D4E584AEA642E3BE2C0E50A70C0

SHA-256: E569E9C5F013B20EAB3EBDD80A577F454DDA5C774D1E699981BA5218E37585F5

SHA-512: C3FDAA7B95C69EEF333E863C66772FCB6FDEB498F19BCA5A0B94D19F6CDEB748524F55104AC91A0195F07C6C600675080E7E7A7F9B5A82F26296BB4B7EE5D85
9

Malicious: false

Preview:
<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.live.com/"/><date>0xf7e5b889,0x01d756f0</date><acc
date>0xf7e5b889,0x01d756f0</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?xml 
version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.live.com/"/><date>0xf7e5b889,0x01d756f0</date><accdate>0xf7e5b
889,0x01d756f0</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Live.url"/></tile>
</msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-6757900\msapplication.xml
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 656

Entropy (8bit): 5.129535541198463

Encrypted: false

SSDEEP: 12:TMHdNMNxhGwf0O0wnWimI002EtM3MHdNMNxhGwf0O0wnWimI00OYG8K075EtMb:2d6NxQknDSZHKd6NxQknDSZ7YrKajb

MD5: 4FAD2E6E44AE72F8E13B141D3EB4393E

SHA1: A509095AF8F8714DF02D9E009690ED73F68F0AB7

SHA-256: 95737F2E9584B668DA0513F79A5E330929E2614C35997CB897C62C144088BE8F

SHA-512: 9090AB3099CD457979BC9A990864631CC1F54DB67BF326340EDD51A4DFC0613436DC1C329B862597236F1B35D7A25B08F14DCF2509EE9ADCFC3085CBA01E4883

Malicious: false

Preview:
<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.youtube.com/"/><date>0xf7f40688,0x01d756f0</date><
accdate>0xf7f40688,0x01d756f0</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.youtube.com/"/><date>0xf7f40688,0x01d756f0</date><accdate>0
xf7f40688,0x01d756f0</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Youtube.url"/></tile
></msapplication></browserconfig>..
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C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-8760897390\msapplication.xml
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 653

Entropy (8bit): 5.106327017517754

Encrypted: false

SSDEEP: 12:TMHdNMNx0nP+wnWimI002EtM3MHdNMNx0nP+wnWimI00OYGxEtMb:2d6Nx01SZHKd6Nx01SZ7Ygb

MD5: BDE7F1887F9DE9D883C7074358A52DAC

SHA1: 20EA44FE26C23F8556EDD908D45A28EE97A11293

SHA-256: 16CEAA7D40EE48F205ED5F1982586B965CC089028A6A32F84CD510FD553B043B

SHA-512: D6CF77AA3683F25FB49E75E8D8B0FC4CCC0193CF668A52F6F49A60524E6FF84280103056B5DD9191B1E6F1CF03B6BDE3DA5A62DE89D5E6CAFA3D31E879A5F67
3

Malicious: false

Preview:
<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.reddit.com/"/><date>0xf7e5b889,0x01d756f0</date><accdate>0xf
7e5b889,0x01d756f0</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?xml vers
ion="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.reddit.com/"/><date>0xf7e5b889,0x01d756f0</date><accdate>0xf
7e5b889,0x01d756f0</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Reddit.url"/></tile>
</msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin20259167780\msapplication.xml
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 656

Entropy (8bit): 5.142160577851384

Encrypted: false

SSDEEP: 12:TMHdNMNxxP+wnWimI002EtM3MHdNMNxxP+wnWimI00OYG6Kq5EtMb:2d6NxfSZHKd6NxfSZ7Yhb

MD5: FA75E0066364AD04934C3FCA50905F5F

SHA1: F8600B275ED0125106F40884ED214D43CEF85219

SHA-256: 1A32E02D1FEBA1C1CC790907AEF694869925A69EFBD5641A57BB0FAA36111269

SHA-512: 8F6B52FCC388B1349E150D87C3318F7574BD3A0A0FF097BF3B97ED6D70D11CA44F0069A1D86C52F8C1171E05F07C32DE35A58DCBE66149F38BCB342115CE3191

Malicious: false

Preview:
<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.nytimes.com/"/><date>0xf7e5b889,0x01d756f0</date><
accdate>0xf7e5b889,0x01d756f0</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.nytimes.com/"/><date>0xf7e5b889,0x01d756f0</date><accdate>0
xf7e5b889,0x01d756f0</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\NYTimes.url"/>
</tile></msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin20332743330\msapplication.xml
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 659

Entropy (8bit): 5.074248065594574

Encrypted: false

SSDEEP: 12:TMHdNMNxcXqwnWimI002EtM3MHdNMNxcXqwnWimI00OYGVEtMb:2d6NxQSZHKd6NxQSZ7Ykb

MD5: A83B7E48B49FD0A2E2F1B36D2BEC6695

SHA1: F9220C8AD9B2FFB29D6F2952EA4173A927C07254

SHA-256: BD5E51587AF32B96C66E3A273F4B29C803F1D84C5F8C2472A8CB6AACB773582C

SHA-512: EEA892C1B1A70B1A2BDD0B7CC08E8669AAF00C090CFC32F4D8245E70A46847E2B6F9F9544A5E1B106E70CC4FEACA889006AAD7479AC1C0CB1E1869347010B5
08

Malicious: false

Preview:
<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.facebook.com/"/><date>0xf7de91aa,0x01d756f0</date>
<accdate>0xf7de91aa,0x01d756f0</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.facebook.com/"/><date>0xf7de91aa,0x01d756f0</date><accdate
>0xf7de91aa,0x01d756f0</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Facebook.url"/>
</tile></msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin8215062560\msapplication.xml
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 653

Entropy (8bit): 5.103370033719619

Encrypted: false

SSDEEP: 12:TMHdNMNxfnP+wnWimI002EtM3MHdNMNxfnP+wnWimI00OYGe5EtMb:2d6Nx9SZHKd6Nx9SZ7YLjb
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MD5: 877E47C05507B7E4E1FB7971B50A14DF

SHA1: 91FAAEC0AFC3C8C25050245DC619C028D1FD5BBA

SHA-256: 17AE88EA81A7224096326D21F90B8C2E8568EBFDCBD8EED24C0FA7A2249956D8

SHA-512: 784833D8B5B6FE3C6477F3CA2FD7BB0A95AEBC6CAFBECFD628788AC8B368189C41B31EB6312A1E8383B932347B55ED5C8264BCF97ADC928D426B3E063F4C77
D2

Malicious: false

Preview:
<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.google.com/"/><date>0xf7e5b889,0x01d756f0</date><a
ccdate>0xf7e5b889,0x01d756f0</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.google.com/"/><date>0xf7e5b889,0x01d756f0</date><accdate>0xf
7e5b889,0x01d756f0</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Google.url"/></tile>
</msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin8215062560\msapplication.xml

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\imagestore\gee00pr\imagestore.dat
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: data

Category: dropped

Size (bytes): 77221

Entropy (8bit): 7.988989989815476

Encrypted: false

SSDEEP: 1536:X0Ei2DkkI+cqR/mewL22jsiXJkEt9ULrZaKEQsFDjaMh6YgZ0:X5i0kkI+cK/meRMHVUrZaHQ87zB

MD5: AC50D7F89CD3E59143444E34ACF49BA2

SHA1: DA3B2B9A0C6EB2EFABE039028948B426128E764A

SHA-256: F59A4AC9C6D14C77AA906B07CA8C82A9ADE158C2EB3FAA23E86810AA58851B08

SHA-512: 58BAE62011220C85C4F655E67C3FF1FF1C094B04A681599E3B527F545BF30F21CB0BB76E207FD1FD3071C768AD728AEE362437B0A037C1200E506E626DAEBACC

Malicious: false

Preview:
;.h.t.t.p.s.:././.i.m.g...v.i.s.i.o.n.t.i.m.e.s...c.o.m./.2.0.2.1./.0.4./.l.o.g.o.7.2.0.x.7.2.0.-.3.0.0.x.3.0.0...p.n.g..+...PNG........IHDR...,...,.....y}.u....pHYs..........+.... .IDATx..y.$Wu..=7.\
j...^.....`a.!..c6....x.f.c{<.~.x><...........6...6.. 5.}..@ .v......s..{..'232...Zk#.~>U.y..{#....9.\..._}.....4..GcL....T..?.q..J?0......$.Ia#.a.pT]8....pX%...k.T.E..:.9..U...|.M....U.I..Y.Sh6...fS.
....r..Dd.eY}:.6..?..}.eg.=....8:?.(k....GR..>[....v..$(....G\.I.FAG%...E....4CP..\.ue.*HP.WF5...d.Hi3.UT.Ph.C.:D.h....:..B..fK.....8.>[N....:.L..A|.^.{ :...-.Ge...pMO!;....J...Z..Z...d..<..
by..NZ..s#2.....\..U...JW!.6\\F....i.7A3....)..%.M4.M....U!.d..a......> .l........4T.Z.t.^.....&)>Y.t............pRI.......owFM.'..Wa...N....8.=.w.8..+P.V._...D.~......)..@.?.zS&.C.O`J..iG1..
[Q......v.M.c2S8.....q.Y..+...e.[<.)K.._.x......M&.. ...:*w.....G..-.G)*.^e.h(..Z;....hezl/.....y>......4...!.l..'..AVC..j.....c2E..4.2"..F....hKI.*.h.6."....(.........q.....5

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\400px-Tea_Party_Patriots_Stop_the_Iran_Nuclear_Deal_IMG_2420_2
0680470603[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: [TIFF image data, big-endian, direntries=11], baseline, precision 8, 399x285, frames 3

Category: downloaded

Size (bytes): 64414

Entropy (8bit): 6.906165586269401

Encrypted: false

SSDEEP: 1536:3Gpka2QmSBCC3GhAU5tg0fwHeid4SuK7kehMS:QkKCC2hZc2QXd4Q79hMS

MD5: C6EEBD95CE4C25E6B4D5AE13323E0DC6

SHA1: 8F1541D5AF9F57BE152A58E2617A4E76BB639E60

SHA-256: B844B44221C49A5485AF5C071F2E6ECD061687C2E5C6D7A12AF238EAE3D2B9BF

SHA-512: ABF7B83512252EB2BB38E61EF704B1FA862D7EB8BA3BA2A4642EF8F2C589063FF627BEF4CE592F94119E0518AFF7254A4636AE5713AB9D961F8D273CE6912DA
2

Malicious: false

IE Cache URL: https://img.visiontimes.com/2020/12/400px-Tea_Party_Patriots_Stop_the_Iran_Nuclear_Deal_IMG_2420_20680470603.jpg

Preview:
......JFIF.....H.H....=.Exif..MM.*.............&.........................................(...........1.....&.....2...........;.......................i....................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\GettyImages-1154785472[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: [TIFF image data, little-endian, direntries=9, manufacturer=SONY, model=ILCE-9, xresolution=136, yresolution=144, resolutionunit=2, software=Adobe Photoshop Lig
htroom Classic 8.2 (Macintosh), datetime=2019:06:09 21:44:08], baseline, precision 8, 1024x683, frames 3

Category: downloaded

Size (bytes): 104089

Entropy (8bit): 7.871738720257165

Encrypted: false

SSDEEP: 3072:Dmu0SYzOxPJ8wZt+9iTyon7J/+PXmfqPRJLPi:S9SNBZt2OZn7J/+/mgRJG

MD5: 7626CD38BCDD2613A0803906D94D8F54

SHA1: 2CB5F5E62517179D2885CF5B1C72811EED33FDA5

SHA-256: E7213FD70CC677BE7F7A4F2DC7AED9720140F330A3CFF7DA71EDB736BD23CE38

SHA-512: D0C9C576D49E1F68D918A755627438E4B9805B609DBCDC89CAB729AA53F4C43815E1AF2FFBC9562A9B28244270F44A7847928FC81F6B90E42D70F5FBF99B9ADD

Malicious: false
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IE Cache URL: https://img.visiontimes.com/2021/05/GettyImages-1154785472.jpg

Preview:
......JFIF.....,.,....1.Exif..II*...............z.......................................(...........1...2.......2...........;...........i...........N...SONY..ILCE-9..,.......,.......Adobe Photoshop Lightroom Classic 8.2 
(Macintosh).2019:06:09 21:44:08.Lampson Yip/Clicks Images.#........................."...........'.......d...0...........2.......d...........0231............................................................................
............................................................................................................................................................................................................................................2......."...4.......B...
....................2019:06:09 18:22:42.2019:06:09 18:22:42..........i.@B..d'................................I.......I.............................................FE 28mm F2........................................(......
.........................`-......,.......,.....................................

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\GettyImages-1154785472[1].jpg

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\GettyImages-1161107823-324x400[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: gd-jpeg v1.0 (using IJG JPEG v62), quality = 82", baseline, precision 8, 324x400, frames 3

Category: downloaded

Size (bytes): 44879

Entropy (8bit): 7.972417167834522

Encrypted: false

SSDEEP: 768:DjHSwscyLtLy/rT2Jk2TL3fKdc3YvLrb3NFzfIfG3mYFXBDCe3yjwL3m9:DjFzyLV+rTSjDfz3Ivb3NFbEBYDCSTa9

MD5: B44845219CCFCB30DE81574B93E0606E

SHA1: 686CC3558D3D79D74CDA00863699E1E84A8A8787

SHA-256: 61E62B831051C94BD87ACA00EB3464D1E321BD0AA135CE264D54131D6F4DFE7F

SHA-512: BAE4D0F21CA70E9B66CB83FF9FB90D2C4111D137C9B5D0BAA0E5C039312FBBC7F3DB4DF9023994805EB3B7FD8F43F2616E27A6B420299EA07ECE319674DC97
A2

Malicious: false

IE Cache URL: https://img.visiontimes.com/2021/05/GettyImages-1161107823-324x400.jpg

Preview:
......JFIF.....`.`.....;CREATOR: gd-jpeg v1.0 (using IJG JPEG v62), quality = 82....C.....................................!........'.."#%%%..),($+!$%$...C...........$...$$$$$$$$$$$
$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$........D.."............................................................}........!1A..Qa."q.2....#B...R..$3br........%&'()*456789:CDEFGHIJSTU
VWXYZcdefghijstuvwxyz..............................................................................................................................w.......!1..AQ.aq."2...B.....#3R..br...$4.%.....&'()*56789:CDEF
GHIJSTUVWXYZcdefghijstuvwxyz....................................................................................?...}...8am..4u.x>..j9...?.Ks.E{...k&.0..99..A....qXb..i.Z3...+/....|;......8<0../..x...^..S..].!.
.\.I3.......O.A$..,r.c.zW.m.9...i...77M..;[.Q..Q\=."wQ..~..i.]i7...g).d,..u..-nr......E..O..k.......!..;..N...V..4.5...=I..$.>.G..ON..X.?..\..U.,SKw..\,.[..=.sW...^!.,..J..i0..iE.......x..S..1Vc5Kp.. 
g.....v....

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\GettyImages-1191956270-324x400[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: gd-jpeg v1.0 (using IJG JPEG v62), quality = 82", baseline, precision 8, 324x400, frames 3

Category: downloaded

Size (bytes): 37589

Entropy (8bit): 7.974748429237886

Encrypted: false

SSDEEP: 768:Drpz3vyEoIVk4cOnDgdrjoQUNXcCYRgKJ4cuWDXeVmfSNtBqjdF:DrpzgIRcOYoQmXiRzrJzeVmfSNt8dF

MD5: 5811FADB10E5B42A5293E9D88C645CA9

SHA1: 7F73A1A47112D8C92BFC8FBB5CD10E94E51A36DF

SHA-256: 802298AE5F528796CC63CB8E3A81457EBEEC5AEECF438D3BE837BB293DB843C2

SHA-512: B08C7D7F1A376BBA890085EC943F19E49DDA81B1B39A5C8F426A69057F959FDFA75ED02F6FC31A4D19563B8EB5B6B881E30FBB365ABFCA58B83DBEE444DE7E
F5

Malicious: false

IE Cache URL: https://img.visiontimes.com/2021/05/GettyImages-1191956270-324x400.jpg

Preview:
......JFIF.....`.`.....;CREATOR: gd-jpeg v1.0 (using IJG JPEG v62), quality = 82....C.....................................!........'.."#%%%..),($+!$%$...C...........$...$$$$$$$$$$$
$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$........D.."............................................................}........!1A..Qa."q.2....#B...R..$3br........%&'()*456789:CDEFGHIJSTU
VWXYZcdefghijstuvwxyz..............................................................................................................................w.......!1..AQ.aq."2...B.....#3R..br...$4.%.....&'()*56789:CDEF
GHIJSTUVWXYZcdefghijstuvwxyz....................................................................................?..t.....rI.58.U.....v:U....~.CS.m...rz`W.)JN..9TV.~.o.S...9.?.mB.Y.b.......]V1.w...#$. 
.....T.r~c].....)...q.|....j.+X.....i.i.c8.Y.....:5.......-.5.*.....99Q..(S.....O.I,.......I,.B....Z...{....*..~...k.....cs...m.......Wz^.|..M.X[.....'.....{...S.'?C .$.....;.x.F...V.......=..M..o(1..L...D....j..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\GettyImages-1230847418-324x400[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: gd-jpeg v1.0 (using IJG JPEG v62), quality = 82", baseline, precision 8, 324x400, frames 3

Category: downloaded

Size (bytes): 31660

Entropy (8bit): 7.966599343692414

Encrypted: false

SSDEEP: 768:D6AaEYJ+gYW9+O2OHf4JTiD5Jl0VrKS+HGUHhYKUPu1m:Dh6N9fPHwJ2570VrKRHGyxU7

MD5: 455C9770545A1E3AA93362E85E68A16E

SHA1: 9A3595033BFC7DB76A83344E7D5089D1E5FEA3D1

SHA-256: ECB71575FFF946B6B9A57EB25FAAE3A2E09BD865C9181EE4940DFA82C3D0BC39

SHA-512: FC9A88BA6915248A9505C73558739FAD4729C8F5B29639FA7E6B7FFEA2D4BF9F40FC75D809D8FE88DEAC2C3B79241EEB3239F0EA90099EC38DB34F2D1FF2BFA
7

Malicious: false

IE Cache URL: https://img.visiontimes.com/2021/04/GettyImages-1230847418-324x400.jpg
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Preview:
......JFIF.....`.`.....;CREATOR: gd-jpeg v1.0 (using IJG JPEG v62), quality = 82....C.....................................!........'.."#%%%..),($+!$%$...C...........$...$$$$$$$$$$$
$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$........D.."............................................................}........!1A..Qa."q.2....#B...R..$3br........%&'()*456789:CDEFGHIJSTU
VWXYZcdefghijstuvwxyz..............................................................................................................................w.......!1..AQ.aq."2...B.....#3R..br...$4.%.....&'()*56789:CDEF
GHIJSTUVWXYZcdefghijstuvwxyz....................................................................................?...HV...+.G.F.8...n..P.3M+.5s..z.d..i.T.b.LDdTB....."g....C.U..*...q}..T.b..../1...m...
..S.+...c.M...N;.v...^nW'4...p.;#..N....#...G..Q..E*.2......x....v.s...0.k...t.[.[.....[....T...4.f..Q..y.V......C.....y..+..^.....eO.C.".=.+..:+)V.........w`.l!c.Q...o...&..>...M...E.`.c.+..C.....@.(
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\GettyImages-1230847418-324x400[1].jpg

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\Taiwan_Coast_Guard_-696x436[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: gd-jpeg v1.0 (using IJG JPEG v62), quality = 82", baseline, precision 8, 696x436, frames 3

Category: downloaded

Size (bytes): 53560

Entropy (8bit): 7.977011529415226

Encrypted: false

SSDEEP: 1536:aJ6rnRi4zPSu0XX6oqzL6PqdUJ7M3Rehogj8bARBV:C6LRi4+LXd0L5dUJohO8+7

MD5: CF067885D0E508F5C746DF31DA71747B

SHA1: 7AF44EEC3DB83F9A74A3F171A34BCEE42AC36082

SHA-256: 4EED30F17961671D0E95F8A9901A192B5DE677FBB37E3F87EF0D4A31ECBBDDE6

SHA-512: F51C14CC166C2A417E5A787A59A25B1CBA71A1C0ED03453BF08B3B38C29020B966E2480FBD5A2D01AB5F06ADDE06723D48A427CC0900A22DEC91E6A5EED280
82

Malicious: false

IE Cache URL: https://img.visiontimes.com/2021/03/Taiwan_Coast_Guard_-696x436.jpg

Preview:
......JFIF.....`.`.....;CREATOR: gd-jpeg v1.0 (using IJG JPEG v62), quality = 82....C.....................................!........'.."#%%%..),($+!$%$...C...........$...$$$$$$$$$$$
$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$..........."............................................................}........!1A..Qa."q.2....#B...R..$3br........%&'()*456789:CDEFGHIJSTU
VWXYZcdefghijstuvwxyz..............................................................................................................................w.......!1..AQ.aq."2...B.....#3R..br...$4.%.....&'()*56789:CDEF
GHIJSTUVWXYZcdefghijstuvwxyz....................................................................................?...4.b..E8-z...).s@Z...}..b$...v....i]..<.....w...(5.um.[..8.a.a.S..[......i.D.."3.E..*T....5.. .
....4.y.!..m.....3.$..`.9?.S*.[.&e*.j..6."..[p.+..h.......$..<m{.+3...y..X.y.`...5T-Td....m..Rm...&.$E.9.'..;..(....... ...j..uu.....8.i9%.J...*.76..at..,8....OT&.t..~....3.4.,v.J........a.(.C...R

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\VisionTimesNews[1].htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, UTF-8 Unicode text, with very long lines

Category: dropped

Size (bytes): 552224

Entropy (8bit): 5.674286025854217

Encrypted: false

SSDEEP: 6144:p48R8I8c8t80ErkjBb9IkZrB3A9T81evJuNytGQqu92DHInPAcftc6mZNKnNqgp/:p48R8I8c8t808gRS

MD5: BDDB54779B60995EF6F5EE749D67A750

SHA1: 5DC083960ED9C682A1444DB102D99A17A0638450

SHA-256: CCE508D6CD7378B50E031F5736D61B713BB88C160DD12044D21A7C4A735653B9

SHA-512: AC1CB2C1438F476B55F976E2CD30AF6FDF7D66ADA99BE3AAF24BD1C7519BDBA6D0944158A02C41D12279BD5E8F81636C421FD954740AEFE758A7325881839AE
0

Malicious: false

Preview:
<!DOCTYPE html><html style="font-size: 10px;font-family: Roboto, Arial, sans-serif;" lang="en" typography typography-spacing><head><meta http-equiv="X-UA-Compat
ible" content="IE=edge"/><script nonce="xISKpvuiOBfpVhfcEyXnkA">var ytcfg={d:function(){return window.yt&&yt.config_||ytcfg.data_||(ytcfg.data_={})},get:function(k,o)
{return k in ytcfg.d()?ytcfg.d()[k]:o},set:function(){var a=arguments;if(a.length>1)ytcfg.d()[a[0]]=a[1];else for(var k in a[0])ytcfg.d()[k]=a[0][k]}};.window.ytcfg.set('EMER
GENCY_BASE_URL', '\/error_204?t\x3djserror\x26level\x3dERROR\x26client.name\x3d1\x26client.version\x3d2.20210526.07.00');</script><script nonce="xISKp
vuiOBfpVhfcEyXnkA">(function(){window.yterr=window.yterr||true;window.unhandledErrorMessages={};window.unhandledErrorCount=0;.window.onerror=function(
msg,url,line,columnNumber,error){var err;if(error)err=error;else{err=new Error;err.stack="";err.message=msg;err.fileName=url;err.lineNumber=line;if(!isNaN(colum
nNumber))err["columnNumber"]=columnNumbe

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\americas[1].htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, UTF-8 Unicode text, with very long lines, with CRLF, LF line terminators

Category: downloaded

Size (bytes): 267710

Entropy (8bit): 4.963856958851412

Encrypted: false

SSDEEP: 1536:Of0+CiXlqTo6M7vlLkzVn6OwIU6hIaonuqHh/nOf4Ba2jzWjCz3CIG0NzdiOVGUQ:Y0jWlMKvlLkzyC+GUESX++BOIe8d8mo

MD5: FCA205F6D8BB5D082519E521E3DD3576

SHA1: FED739D7E16761A6CD2574F9F019937BF49FD8AF

SHA-256: F600D6A6B2901EAB6DEC130818817D85D0DAB2EB0D634501C39D5F336D4F1B33

SHA-512: 547C7AF5B5270D8AFA32D1578EBDCCB7F53787CF3A59942B7DC3F991E91661B3903C32B96050D429E560C05AF597859C5440F66E8D454A1FB3C5028363D4D357

Malicious: false

IE Cache URL: https://www.visiontimes.com/c/world/americas
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Preview:
<!doctype html >.  [if IE 8]>    <html class="ie8" lang="en"> <![endif]-->.  [if IE 9]>    <html class="ie9" lang="en"> <![endif]-->.  [if gt IE 8]>  > <html lang="en-US" prefix="o
g: https://ogp.me/ns#">   <![endif]-->.<head>.<title>Americas - Vision Times</title>.<meta charset="UTF-8" />.<meta name="viewport" content="width=device-width, initial-
scale=1.0">.<link rel="pingback" href="https://www.visiontimes.com/xmlrpc.php" />.<link rel="icon" type="image/png" href="https://img.visiontimes.com/2021/04/log
o720x720-300x300.png">..<meta name="robots" content="follow, index, max-snippet:-1, max-video-preview:-1, max-image-preview:large" />.<link rel="canonical" href
="https://www.visiontimes.com/c/world/americas" />.<meta property="og:locale" content="en_US">.<meta property="og:type" content="article">.<meta property="og:title" 
content="Americas - Vision Times">.<meta property="og:url" content="https://www.visiontimes.com/c/world/americas">.<meta property="og:site_name" content="V

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\americas[1].htm

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\background_gradient[1]
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.02, aspect ratio, density 100x100, segment length 16, baseline, precision 8, 1x800, frames 3

Category: downloaded

Size (bytes): 453

Entropy (8bit): 5.019973044227213

Encrypted: false

SSDEEP: 6:3llVuiPjlXJYhg5suRd8PImMo23C/kHrJ8yA/NIeYoWg78C/vTFvbKLAh3:V/XPYhiPRd8j7+9LoIrobtHTdbKi

MD5: 20F0110ED5E4E0D5384A496E4880139B

SHA1: 51F5FC61D8BF19100DF0F8AADAA57FCD9C086255

SHA-256: 1471693BE91E53C2640FE7BAEECBC624530B088444222D93F2815DFCE1865D5B

SHA-512: 5F52C117E346111D99D3B642926139178A80B9EC03147C00E27F07AAB47FE38E9319FE983444F3E0E36DEF1E86DD7C56C25E44B14EFDC3F13B45EDEDA064DB5
A

Malicious: false

IE Cache URL: res://ieframe.dll/background_gradient.jpg

Preview:
......JFIF.....d.d......Ducky.......P......Adobe.d................................................................................................................................................. ...............W......................................
........................Qa.................................?......%.....x......s...Z.......j.T.wz.6...X.@... V.3tM...P@.u.%...m..D.25...T...F.........p......A..........BP..qD.(.........ntH.@......h?..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\china-insights[1].htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, UTF-8 Unicode text, with very long lines, with CRLF, LF line terminators

Category: downloaded

Size (bytes): 291905

Entropy (8bit): 5.002958060002105

Encrypted: false

SSDEEP: 1536:Nf0+CiGlgTo6M7vtAiRzjn6OwIU6hIaonuqHh/nOf4Ba2jzWjCzHBHG0NzdiO7GW:l0jTliKvtAiRzk60GUEShd+dOIe8d8mo

MD5: 25C653D7891771C03CD78B6F1C78C856

SHA1: FDB0B4AB2C7B8869B2B9E581EE53B8374F90E1F9

SHA-256: E73AE7446AA78ABDC6A2E52CF026F1E121E02F615DC2B01A0E04B968D70A05A1

SHA-512: D5FB9D9132D53E226820481F6A59CA6A61EB210BB00853483CF3181ACA189E3D8B39B0734BE0A4C7346CF4D5B15A9E9978B7E5CD033A3D5601FD6C3F4AB83156

Malicious: false

IE Cache URL: https://www.visiontimes.com/c/china/china-insights

Preview:
<!doctype html >.  [if IE 8]>    <html class="ie8" lang="en"> <![endif]-->.  [if IE 9]>    <html class="ie9" lang="en"> <![endif]-->.  [if gt IE 8]>  > <html lang="en-US" prefix="o
g: https://ogp.me/ns#">   <![endif]-->.<head>.<title>China Insights - Vision Times</title>.<meta charset="UTF-8" />.<meta name="viewport" content="width=device-width, 
initial-scale=1.0">.<link rel="pingback" href="https://www.visiontimes.com/xmlrpc.php" />.<link rel="icon" type="image/png" href="https://img.visiontimes.com/2021/
04/logo720x720-300x300.png">..<meta name="robots" content="follow, index, max-snippet:-1, max-video-preview:-1, max-image-preview:large" />.<link rel="canonical" 
href="https://www.visiontimes.com/c/china/china-insights" />.<link rel="next" href="https://www.visiontimes.com/c/china/china-insights/page/2" />.<meta property="og:loc
ale" content="en_US">.<meta property="og:type" content="article">.<meta property="og:title" content="China Insights - Vision Times">.<meta property="o

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\china-north-korea-bridge_sino-korean_sino-north-korean_wikimedia-696x479
[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 696 x 479, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 523203

Entropy (8bit): 7.991185888743702

Encrypted: true

SSDEEP: 12288:LMRuuCY0oqZm+1kd3UfqVqMTUPO8uThyy+/vwbauA9nWHX8VUaar:qkEqZm68UfuTNdbaZg3HDr

MD5: 6279D4C8426C341BDC0CCB42CAE9CDB5

SHA1: 35F2B94926BD088E2922FCFB579F1597CE385AFA

SHA-256: 1161777785DE27085E8952FC30F236B3C690374D1DE6B1C93173CB5BDF957BAD

SHA-512: EDF27463C32CA82EC02BF38DC2B5B4D0071C6D1AAA803046FD601CAE26C5F1AE4A9F404B8CC19C7C124CE8CB0EC5538289F6DE100E0CD1586268E890624BD6
77

Malicious: false

IE Cache URL: https://img.visiontimes.com/2021/01/china-north-korea-bridge_sino-korean_sino-north-korean_wikimedia-696x479.png
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Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\china-north-korea-bridge_sino-korean_sino-north-korean_wikimedia-696x479
[1].png

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\chinese-culture[1].htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, UTF-8 Unicode text, with very long lines, with CRLF, LF line terminators

Category: downloaded

Size (bytes): 291463

Entropy (8bit): 5.002248040739664

Encrypted: false

SSDEEP: 3072:x0jYlUKvteqRzk2xGUESOg+AfOIe8d8mo:4KvteqRzk2xGUESOg+mOF

MD5: 2EDB47CA2DFC32A012F942361FF2007A

SHA1: AEA48B7C1EF58E1779858A56D77D6A0F861053B7

SHA-256: 8F51AB725F0BCA8BE0D16DBC37D5E40207CE36D1EAD7ECCA58A8CE25BB3F4CE1

SHA-512: C3342FACF923862EFAB8F9D4E58794524A55C102CEDA2C09FB4CE831F60E9605A50CA2826C4610CDB8AEE378175C1A563A73F021BA0A63E30CC231C83C737ED
E

Malicious: false

IE Cache URL: https://www.visiontimes.com/c/china/chinese-culture

Preview:
<!doctype html >.  [if IE 8]>    <html class="ie8" lang="en"> <![endif]-->.  [if IE 9]>    <html class="ie9" lang="en"> <![endif]-->.  [if gt IE 8]>  > <html lang="en-US" prefix="o
g: https://ogp.me/ns#">   <![endif]-->.<head>.<title>Chinese Culture - Vision Times</title>.<meta charset="UTF-8" />.<meta name="viewport" content="width=device-width, 
initial-scale=1.0">.<link rel="pingback" href="https://www.visiontimes.com/xmlrpc.php" />.<link rel="icon" type="image/png" href="https://img.visiontimes.com/2021
/04/logo720x720-300x300.png">..<meta name="robots" content="follow, index, max-snippet:-1, max-video-preview:-1, max-image-preview:large" />.<link rel="canonical" 
href="https://www.visiontimes.com/c/china/chinese-culture" />.<link rel="next" href="https://www.visiontimes.com/c/china/chinese-culture/page/2" />.<meta property="og:
locale" content="en_US">.<meta property="og:type" content="article">.<meta property="og:title" content="Chinese Culture - Vision Times">.<meta propert

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\chinese-weaponizing-coronavirus[1].htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, UTF-8 Unicode text, with very long lines, with CRLF, LF line terminators

Category: downloaded

Size (bytes): 352748

Entropy (8bit): 4.909248587918604

Encrypted: false

SSDEEP: 1536:Xf0+Ci9lHTo6M7vtlrRljn6OwIU6hIaonuqHh/nOf4Ba2jzWjCzaiHG0NzdBOcg7:P0jMlBKvtlrRlkgQhg/ASxo0J8dw8m7p

MD5: 248538312B68E17B15C95F8927DE823C

SHA1: AC07B47A2DB9A6789DA7E3B99CFD42605E3DDE04

SHA-256: 2568B48A50DF08F17E18CD8212416020AA4C6430F465300966DDF95A8CD5B3D2

SHA-512: 9DB07DF5BE8D5ECDAE8191AE741981726FF6E332DDA85980C07D2DD435754F22B3F920562A6CD1208113F79B84AB436F44215B02682D3127E8285452063B9EF2

Malicious: false

IE Cache URL: https://www.visiontimes.com/2021/05/11/chinese-weaponizing-coronavirus.html

Preview:
<!doctype html >.  [if IE 8]>    <html class="ie8" lang="en"> <![endif]-->.  [if IE 9]>    <html class="ie9" lang="en"> <![endif]-->.  [if gt IE 8]>  > <html lang="en-US" prefix="o
g: https://ogp.me/ns#">   <![endif]-->.<head>.<title>Chinese Scientists Looked Into Weaponizing Coronaviruses, According to Dossier - Vision Times</title>.<meta 
charset="UTF-8" />.<meta name="viewport" content="width=device-width, initial-scale=1.0">.<link rel="pingback" href="https://www.visiontimes.com/xmlrpc.php" />.<link 
rel="icon" type="image/png" href="https://img.visiontimes.com/2021/04/logo720x720-300x300.png">..<meta name="description" content="The U.S. State Department has 
obtained documents indicating that the Chinese People.s Liberation Army (PLA) has studied the possibility of using coronaviruses" />.<meta name="robots" content="
follow, index, max-snippet:-1, max-video-preview:-1, max-image-preview:large" />.<link rel="canonical" href="https://www.visiontimes.com/2021/05/11/chinese-we

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\comment-reply.min[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 2984

Entropy (8bit): 5.176730561540549

Encrypted: false

SSDEEP: 48:Q7A9/XN5NjJE2aAOuRQLKfTnwAuw5BJFVhl2qFqycynUPzm6uuPkSEwE/ZGkrXyl:931HfUAJ5F/FqyPUC6uBIkrXyAESyO16

MD5: 3B59C3B33879D70B46063089EC505E03

SHA1: 4054DBF1C08E09D8514DF72DBE137D02EFAE907A

SHA-256: 143CE443C390DB3B8598F951DE20BD04623859A581A15B8CDE43EBFA1F8EC103

SHA-512: 7CCA3C9B3E33AAA441FB38C7CDA42719B12DFD462BAD17723E4286398517322806E0164353E5ECD9D85DCB8064D009A7688797912DEFFCA4D8F12ED1B9184F6
A

Malicious: false

IE Cache URL: https://www.visiontimes.com/wp-includes/js/comment-reply.min.js?ver=91a0085bdbdf8c697ca740db1be61b2d
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Preview:
/*! This file is auto-generated */.window.addComment=function(v){var I,C,h,E=v.document,b={commentReplyClass:"comment-reply-link",commentReplyTitleId:"reply-tit
le",cancelReplyId:"cancel-comment-reply-link",commentFormId:"commentform",temporaryFormId:"wp-temp-form-div",parentIdFieldId:"comment_parent",postIdFieldId:"com
ment_post_ID"},e=v.MutationObserver||v.WebKitMutationObserver||v.MozMutationObserver,r="querySelector"in E&&"addEventListener"in v,n=!!E.documentEleme
nt.dataset;function t(){d(),e&&new e(o).observe(E.body,{childList:!0,subtree:!0})}function d(e){if(r&&(I=g(b.cancelReplyId),C=g(b.commentFormId),I)){I.addEventListener("t
ouchstart",l),I.addEventListener("click",l);var t=function(e){if((e.metaKey||e.ctrlKey)&&13===e.keyCode)return C.removeEventListener("keydown",t),e.preventDefau
lt(),C.submit.click(),!1};C&&C.addEventListener("keydown",t);for(var n,d=function(e){var t=b.commentReplyClass;e&&e.childNodes||(e=E);t=E.getElementsByClassName?
e.getElementsByClassName(t):e.querySele

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\comment-reply.min[1].js

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\css[1].css
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text

Category: dropped

Size (bytes): 1512

Entropy (8bit): 5.460535644562351

Encrypted: false

SSDEEP: 24:G9X/iOYNNxsl/iOYsNxUv/iOYXNxa/iOYN7Nx5RvOYs15wRvOYX15ZRvOYN715r:XOWNROLNKCOgNbOCN1vOL15qvOg15fvv

MD5: E81E45A83E00D6AAFAD73CA2AD7CDEDD

SHA1: 039FDDE5ADFBD5CFF545EFE72BAF09FF3103A85C

SHA-256: 42D71E9298243008EFF48083509305F1F824E07391CED9B5BC471F25AD70692E

SHA-512: 85991716090DF2D63D1FA7654FB6249A6495222EC0C86FB877ACBD27EC2DBD4A8770C5BD33E3634183C8B9ADC0F3345A1C9040A416999EE5D4A8E1391D1C076D

Malicious: false

Preview:
/*. * See: https://fonts.google.com/license/googlerestricted. */.@font-face {.  font-family: 'Roboto';.  font-style: normal;.  font-weight: 300;.  src: url(https://fonts.gstatic.co
m/s/roboto/v27/KFOlCnqEu92Fr1MmSU5fBBc-.woff) format('woff');.}.@font-face {.  font-family: 'Roboto';.  font-style: normal;.  font-weight: 400;.  src: url(https://fonts.g
static.com/s/roboto/v27/KFOmCnqEu92Fr1Mu4mxM.woff) format('woff');.}.@font-face {.  font-family: 'Roboto';.  font-style: normal;.  font-weight: 500;.  src: url(https://fo
nts.gstatic.com/s/roboto/v27/KFOlCnqEu92Fr1MmEU9fBBc-.woff) format('woff');.}.@font-face {.  font-family: 'Roboto';.  font-style: normal;.  font-weight: 700;.  src: url(h
ttps://fonts.gstatic.com/s/roboto/v27/KFOlCnqEu92Fr1MmWUlfBBc-.woff) format('woff');.}.@font-face {.  font-family: 'YouTube Sans';.  font-style: normal;.  font-weight: 40
0;.  src: url(https://fonts.gstatic.com/s/youtubesans/v8/Qw3hZQNGEDjaO2m6tqIqX5E-AVS5_rSejo46_PCTRspJ0OosolrBEJL3HMXfxQASluL2m_dAB1awBpSF.wo

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\desktop_polymer_disable_polymer_css_build[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 7069675

Entropy (8bit): 5.516711635937532

Encrypted: false

SSDEEP: 49152:4rrnf+kE56r3DWX/5kGpKQsaROL8KAPT2xNx+M5kMnJ1oCUXKLGsBKk3vZl3LzuE:IdoQrEKknox

MD5: 11E2A653B5A60403947D7E813D1FD300

SHA1: 26BD7DBA4427CE65C3E2DE13A355C2A545CBC9D1

SHA-256: 8CB4420BE7FD57AFE1541D380E48E837222D66CAD848CFCDD98785305697FB27

SHA-512: 368FC87D8E356FB5147C19FAD641152FA442DC8F4C0CF2522B9E7C1589E38B2EAF3E9C97E645663EECD3A9568316ED0F5ADB05F2B1B477E16727D6B2F0B5D67
0

Malicious: false

IE Cache URL: https://www.youtube.com/s/desktop/1f277c2a/jsbin/desktop_polymer_disable_polymer_css_build.vflset/desktop_polymer_disable_polymer_css_build.js

Preview:
if(window["ytcsi"])window["ytcsi"]["tick"]("rses_dpj");.(function(){/*.. Copyright The Closure Library Authors.. SPDX-License-Identifier: Apache-2.0.*/.'use strict';var f
,aaa=function(a){var b=0;return function(){return b<a.length?{done:!1,value:a[b++]}:{done:!0}}},aa="function"==typeof Object.defineProperties?Object.defineProperty:functi
on(a,b,c){if(a==Array.prototype||a==Object.prototype)return a;.a[b]=c.value;return a},baa=function(a){a=["object"==typeof globalThis&&globalThis,.a,"object"==typeof windo
w&&window,"object"==typeof self&&self,"object"==typeof global&&global];for(var b=0;b<a.length;++b){var c=a[b];if(c&&c.Math==Math)return c}throw Error("Cannot find 
global object");},g=baa(this),ba=function(a,b){if(b)a:{var c=g;.a=a.split(".");for(var d=0;d<a.length-1;d++){var e=a[d];if(!(e in c))break a;c=c[e]}a=a[a.length-1];d=c[a];b=b(d)
;b!=d&&null!=b&&aa(c,a,{configurable:!0,writable:!0,value:b})}};.ba("Symbol",function(a){if(a)return a;var b=function(h,l){this.$jscomp$symbol$id_=h;a

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\dreamstime_m_155534388-324x400[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: gd-jpeg v1.0 (using IJG JPEG v62), quality = 82", baseline, precision 8, 324x400, frames 3

Category: downloaded

Size (bytes): 19962

Entropy (8bit): 7.9501959009856

Encrypted: false

SSDEEP: 384:DUovEXrCtycJCK6DKMXIFOhAW3Knsx45OzP74kGoM9lu7RqG:DUnWZJ6XnhAW6sxMOzDdlz

MD5: 78E7E77999D26DBF9B5F69567A2F1B11

SHA1: 7A66B039BF84A7C21F98B568896221702052F88B

SHA-256: 047B654A48B8C942B5A24C3396E6F01621E72500BFE08685039644A28A4A3027

SHA-512: 0BD369BE2388C75751CBE16509ACA0A90662FAB51B709F0BDDE6B503E2F4073F4E2B979AE2259910514E6E982669BBD0D47735E691ED35FFFBA4659D72B942FA

Malicious: false

IE Cache URL: https://img.visiontimes.com/2021/03/dreamstime_m_155534388-324x400.jpg
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Preview:
......JFIF.....`.`.....;CREATOR: gd-jpeg v1.0 (using IJG JPEG v62), quality = 82....C.....................................!........'.."#%%%..),($+!$%$...C...........$...$$$$$$$$$$$
$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$........D.."............................................................}........!1A..Qa."q.2....#B...R..$3br........%&'()*456789:CDEFGHIJSTU
VWXYZcdefghijstuvwxyz..............................................................................................................................w.......!1..AQ.aq."2...B.....#3R..br...$4.%.....&'()*56789:CDEF
GHIJSTUVWXYZcdefghijstuvwxyz....................................................................................?.....>......W..z..-v6R....+...ti....... t...j..X}.~(..Rl..Fzu.).2=?*..>.lL...V....Mt.~U ....H.=?.
..*:7.......YuL..u........1.......n...P....u......S!.|...>......~5f'Pz.:..Z3...e..~UF.P9...H.....R'.}..p.u..j5).?Zx(;...pS..R.?.SF...4.)...6.o....a.8.tm_O.@.......5..A..1.W......W....N{}6...T.G.l.,....

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\dreamstime_m_155534388-324x400[1].jpg

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\facebook-logo_GettyImages-1232163406-324x400[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: gd-jpeg v1.0 (using IJG JPEG v62), quality = 82", baseline, precision 8, 324x400, frames 3

Category: downloaded

Size (bytes): 11671

Entropy (8bit): 7.927572851577758

Encrypted: false

SSDEEP: 192:/70xjcmLH/pkPNkceduT8ku74dduUi+gOFVNqb/pkLsM0FQ9tznJsb2Yh:D0xAmLH/eiccusWQrOFVN26QQrSb2Yh

MD5: 0BCD15E1AD27B00E46AFA9116F623812

SHA1: AFD7737B0E7E96C9CF3D9841F5B4C4B4CD214B72

SHA-256: 75E8CEC8D9A8F6A0A3D9711CC139480CA51E99839EDC68DB81BAB7F649403F02

SHA-512: A35D17F8E869B3D9D87167FE988C9839871DE742CA69E2973EE1C59FDE7475B6EDF8643B3D01007377EC0ED4130FF7980E7D2AD4A0B8F2E1C17688516C7B3D50

Malicious: false

IE Cache URL: https://img.visiontimes.com/2021/05/facebook-logo_GettyImages-1232163406-324x400.jpg

Preview:
......JFIF.....`.`.....;CREATOR: gd-jpeg v1.0 (using IJG JPEG v62), quality = 82....C.....................................!........'.."#%%%..),($+!$%$...C...........$...$$$$$$$$$$$
$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$........D.."............................................................}........!1A..Qa."q.2....#B...R..$3br........%&'()*456789:CDEFGHIJSTU
VWXYZcdefghijstuvwxyz..............................................................................................................................w.......!1..AQ.aq."2...B.....#3R..br...$4.%.....&'()*56789:CDEF
GHIJSTUVWXYZcdefghijstuvwxyz....................................................................................?..j1F)E~.c...{.)Xb.M/AG~(...S.)@..6..v...E....Z.\1HF)h4XW.....Sa..i.:..&.!.....H.....O"..-
.CHiI.=)447...9..0....C..R.......C.4...&.i..S....JJZJC.....#...ZCR...*,.5.{Q..}...QKJ...v..&...JZ)h@..ZAE..).......GJ@!...qR.JCK....6...E@..R.R...S.'j.1.h4..=jF6..)..c..)i*X..!.R.zT....N.
M.h..".E!.hcM&)qIR1)..HjX..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\hqdefault[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 246x138, frames 3

Category: downloaded

Size (bytes): 13487

Entropy (8bit): 7.9585703624326625

Encrypted: false

SSDEEP: 384:uDHnivmepWn+xz8oDew2c5Dr8++E3ejQQNNwCReJ8N:uLnMpWn8kHcNr8++EuMQNJAJ8N

MD5: 4704BD2B1D78A3DD439E34EDFEE88236

SHA1: A5594031C0DD875154EBD0C2C9ED541214EF2C04

SHA-256: 0F8AF8B36559E9D11271CDCF1EBA63B743E79252787D62BEAB90C09E53400585

SHA-512: 078A96DFAD481369FAB4FA7E31F44286894491844D45F4008A9DE3773787E7FFCE97F54BEE4FE0722CB19A2A82DA11CD83739F12A5C42013CA32254B337DA0D2

Malicious: false

IE Cache URL: https://i.ytimg.com/vi/EusTYIrai_Q/hqdefault.jpg?sqp=-oaymwEjCPYBEIoBSFryq4qpAxUIARUAAAAAGAElAADIQj0AgKJDeAE=&rs=AOn4CLBuz0lJ38y58-
bV8LJVxlMaXmbtig

Preview:
......JFIF...........................................................................................................................................................".........................................N...........................!1."A..Qaq#2...
BR....$3br..u...56St......%&7Ccs.................................../........................!.1Q.A."2a.#q......3.............?.....kU..\.....g..:F.H..2.*.c....]7..%W..........,E.=.\...$.o......@..:|.x.....M....
#?..z[m....I.~....?v..+.)uZ..V.F.)......F|.7.....F.5.dP.........~...n........._gZ.....;f...u.:.EpJ...]....$...[...*1..~.{.K.[.6I.=...bc..........I.s.*....:...n.........v...g..Y:.....u.u.[[....>.I.u.i\[f.>..W...
.3.*.%.....O.]/.m.D..B..;.1...N4z..t.gh..#.....pLHG.>f.[.:...1..;TY.[..\..0.....Q....r...,.# |A...8.q..q..Q..:c.2.40......... ..=.=:h.\g.#i3/5+...;.9..s..Vx...e]......>.a.?.9.k.(9."...G..p{.m.k-.j..v.
.5...N..A}...MV..`..0...9=.U........X....+..r#..lg=};......_..U..R...G .......].......2m.7.m.kc...P

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\hqdefault[2].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 246x138, frames 3

Category: downloaded

Size (bytes): 15723

Entropy (8bit): 7.9644171051258414

Encrypted: false

SSDEEP: 384:pcaQkNo2IdrbNo4QEHgCNvwVvwC39s719:6oSdrbNEdwwVlm9

MD5: 8A8B0B68E7D09251AC7B65466ADB8DF5

SHA1: 25AB78BB5205D715AC7AA4C6CDC5BE2D395F42D2

SHA-256: 6FFB28E5D36853C2274D249886314111031920C856BDE160B30A7243E893EAF3

SHA-512: DCD4C1DCAAC66EC5C848FFB91536D92DCF94636279C327E3AF0D389F2A0561D2FBBEF6B71E9C1EAD0C1E45C71ECC6853AA2B5CD4743C5B831755EA1E49ABE
3BF

Malicious: false

IE Cache URL: https://i.ytimg.com/vi/Otwa7WgRFf0/hqdefault.jpg?sqp=-
oaymwEjCPYBEIoBSFryq4qpAxUIARUAAAAAGAElAADIQj0AgKJDeAE=&rs=AOn4CLD2osRyxd5dXjVJ8R_oMeccnFcQrw
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Preview:
......JFIF.....................................................................................................................................................................................................V.........................!...."1A.Qaq....#
2T....$BRSb...3Dr..4Ccdtu.....%Fs......'67.................................C..........................!1.AQ"..2aq....B..#...357Rbr..$&6Ccs...............?.....F........an...l=x...... ,.8.*.e.~*.m...Q+
.HH.v..:T.a...=.a........4.=.+._...8.[..0.....$)p.IM..b..h&..k.b.w_`r.}.1..l6.T=.....i#.r.m...!].......*z9!.5.).<Vtp.X....q......U..i!...L...W..h..GJ}T.....xN.>P...,@K.....FG.E....V.S..fU{..
.....gD....*..[K..C......B...X...}t...p...k I..0?...5...0t...w]...I..$..}..s.HM.V....-/..0@.k(.x....Z_...`.@...>...~GI....a.'........=..C.a.'.\......<>...0....h~.I.x}.(M..<.A.:O...`....7.P...%...>....
...tqC4z|..7.X"..&$.CN....r.H.2..%.c..!....=olh:.b ~.VSp2IN>...^...r.I.*..b;....3...0....^o..H.!...0.....tm......g....T.:B........V.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\hqdefault[2].jpg

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\hqdefault[3].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 246x138, frames 3

Category: downloaded

Size (bytes): 14343

Entropy (8bit): 7.965243507745676

Encrypted: false

SSDEEP: 384:dr4VTIkKah+vuXCXPABwXaaapxBKJTx+tc5QgV:dr60kKc+vKCYzpxgJdNQA

MD5: 559EC8248A16477F7C0364C79A74499C

SHA1: EB65B0763571BF09E9BF6D9BC04D6CFA2AA1C427

SHA-256: FBD35637C7241C9727549953EB62E731B464B59A13AC213F05B2E1AD6F3709EA

SHA-512: E27258EE9BB01FFF720876D7E3AC138046B06CF02347B9365B4D9EC52F1D6D6FE2791A3661BBA3C54F3E4F94FCEC5C9FB44B0FD22F5E77FB55465285072EEE35

Malicious: false

IE Cache URL: https://i.ytimg.com/vi/hNaXf_J1gEE/hqdefault.jpg?sqp=-
oaymwEjCPYBEIoBSFryq4qpAxUIARUAAAAAGAElAADIQj0AgKJDeAE=&rs=AOn4CLDfK8h5DzhptHoXcbawDkt31OQfzg

Preview:
......JFIF...........................................................................................................................................................".........................................P.........................!..1.."AQ.2aq.#R.
.B.......$3br..%5CS...st.....&Ude...................................8......................!..1A.Qaq."..2..#BRb.......3C...............?..}O.......,.u...f...t...?Nk./......rp.84IRS...n.....s..U...I..Cu....l.l|.
.a.=..G.!...f.o+....E.t..;.R......i.P..B........H........\.|.~3...0.p".s:.a...r.../',.gQ..G........q....2.<.EJ@.I....K-..f..?....^c.i.w.......j..O1....7.u..d..ocs...!.....?....}.;........8...~..Q.z.co;..g|b...O
...V..c......-.n._.....,....8........wo..4V@..h....0_......=....)SD.$.N.8...A.....<..7..'I.(B...1/.0.....>`...._..k.uY8...Df.....9...q..... ....~8....]....q...~.....}O...>.......8...3.}O..m.......~..q.?\u.2...s
....9...q...`B..>....S..[c-...8...3.}O..m.......~..q.?\u.2...s....9...q...`B..d:....

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\hqdefault[4].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 246x138, frames 3

Category: downloaded

Size (bytes): 18948

Entropy (8bit): 7.975377486653557

Encrypted: false

SSDEEP: 384:rN6+wu8L2sXOx4e78hsXLHkz9v5xouPr8zPzLyyXuSeuCrAjhSr:rrwYsXOjA+7EznmuPr8vWlZAjhi

MD5: 04BCA8E2F0BCB383E0C2672C2F6144FD

SHA1: 85008B758DFD4B31993172E403D785A1F04E0D10

SHA-256: DAA58ADD61AF10CD3F91AFEE8FD9E1DE7179AB44D0EEC47E6700FC1725C58786

SHA-512: 41A68917DC0289B0AF00779C3478A693B2881C1F36B8A706899F1F9AD2C5BB0BA9CDF50D8DEAC54A8422D9C4F98949F8E061DDCD61CA9CA881FBF3CA63C43DF
C

Malicious: false

IE Cache URL: https://i.ytimg.com/vi/gtyTjkVybaM/hqdefault.jpg?sqp=-oaymwEjCPYBEIoBSFryq4qpAxUIARUAAAAAGAElAADIQj0AgKJDeAE=&rs=AOn4CLAZ5-
VFj3cdVuK5Biw7Qv0x-v8F6Q

Preview:
......JFIF.....................................................................................................................................................................................................V............................!"1Q..A..#2aq.
BST...$Rrs....35CUb.......&4t...%DVdu.......................................F.........................!..1A..Qaq"R......#2S...BTr..35Cbs...$%D4..............?..A.. 7V...b....&.Q...A...KJn.3."OzPr-..;.
....?.K....y...K.......Q..v....$..~R{.C............i..>c....._G$[.....aG....jC.O._..I?.#..H6..s...'.s...]..~r?.m(.*#....I....{._.%..~...cE.p...$....=...~r/...L.~....g.3..v92...[K..........=.......iF..^.....>`..
=.&.....<......X..5.....$c.K..%v.c.~.O.x.A.&....T...A.........3.c.V.z..D)...@.|..X.)d.....1M..:.....R.D=..4../Pt.L...R.J..?....z..@f..z..-.z..k;4<K..,.Hx8.)C..A........,..?h.+.............OX
.)A@=..?.k;4^.z....OX.+...A../f..o@..'.z.....~.Y.....$.I...(.x....x}F....z.J..z..E....!3I...v6..?....z..?$;.=c...=..4../Q..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\httpErrorPagesScripts[1]
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode (with BOM) text, with CRLF line terminators

Category: downloaded

Size (bytes): 12105

Entropy (8bit): 5.451485481468043

Encrypted: false

SSDEEP: 192:x20iniOciwd1BtvjrG8tAGGGVWnvyJVUrUiki3ayimi5ezLCvJG1gwm3z:xPini/i+1Btvjy815ZVUwiki3ayimi5f

MD5: 9234071287E637F85D721463C488704C

SHA1: CCA09B1E0FBA38BA29D3972ED8DCECEFDEF8C152

SHA-256: 65CC039890C7CEB927CE40F6F199D74E49B8058C3F8A6E22E8F916AD90EA8649

SHA-512: 87D691987E7A2F69AD8605F35F94241AB7E68AD4F55AD384F1F0D40DC59FFD1432C758123661EE39443D624C881B01DCD228A67AFB8700FE5E66FC794A6C0384

Malicious: false

IE Cache URL: res://ieframe.dll/httpErrorPagesScripts.js
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Preview:
...function isExternalUrlSafeForNavigation(urlStr)..{..var regEx = new RegExp("^(http(s?)|ftp|file)://", "i");..return regEx.exec(urlStr);..}..function clickRefresh()..{..var location 
= window.location.href;..var poundIndex = location.indexOf('#');..if (poundIndex != -1 && poundIndex+1 < location.length && isExternalUrlSafeForNavigation(location.su
bstring(poundIndex+1)))..{..window.location.replace(location.substring(poundIndex+1));..}..}..function navCancelInit()..{..var location = window.location.href;..var pound
Index = location.indexOf('#');..if (poundIndex != -1 && poundIndex+1 < location.length && isExternalUrlSafeForNavigation(location.substring(poundIndex+1)))..{..var 
bElement = document.createElement("A");..bElement.innerText = L_REFRESH_TEXT;..bElement.href = 'javascript:clickRefresh()';..navCancelContainer.appendChild(
bElement);..}..else..{..var textNode = document.createTextNode(L_RELOAD_TEXT);..navCancelContainer.appendChild(textNode);..}..}..function getDisplayValue(elem

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\httpErrorPagesScripts[1]

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\jeep_cherokee_2019_GettyImages-905609614-324x400[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: gd-jpeg v1.0 (using IJG JPEG v62), quality = 82", baseline, precision 8, 324x400, frames 3

Category: downloaded

Size (bytes): 24252

Entropy (8bit): 7.961792670129425

Encrypted: false

SSDEEP: 384:DuThK339l6+X5u4XdsA5taMOoVrTprjhRB9hBLKS7wWkL3skKv6uy7:DghK33/phX95tOoZpr1J2UwWkLYm7

MD5: FDC484CF44DB91133B646050E318F76F

SHA1: 32CC454F2C3D7A8B72102795C53382E4083FEDF3

SHA-256: 6245A78529E222171B3C6498BBDCEACAEA8B143D78BC25DF47A76CFD41AA9811

SHA-512: 253DC10A6832F6DF1799B8454F928DEC8B88D83E5506F0805DD0D2876A5E64073DB3478D9D958666A0D34231C78FA859EE3DAFC48C6FC0E0173BF2208750CBCE

Malicious: false

IE Cache URL: https://img.visiontimes.com/2021/05/jeep_cherokee_2019_GettyImages-905609614-324x400.jpg

Preview:
......JFIF.....`.`.....;CREATOR: gd-jpeg v1.0 (using IJG JPEG v62), quality = 82....C.....................................!........'.."#%%%..),($+!$%$...C...........$...$$$$$$$$$$$
$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$........D.."............................................................}........!1A..Qa."q.2....#B...R..$3br........%&'()*456789:CDEFGHIJSTU
VWXYZcdefghijstuvwxyz..............................................................................................................................w.......!1..AQ.aq."2...B.....#3R..br...$4.%.....&'()*56789:CDEF
GHIJSTUVWXYZcdefghijstuvwxyz....................................................................................?.. .?Zg.K.....:g ..t..=;.^+...y.%z..5....23[...<...E-.`..??.K.,`4...y....rMoyk......a..
..R.D.b5.c.~....w...G..5VE......f.$.=*#..9...{.b.?.KV2.lV+L".l..TDT......%#1(.....ZN.P..QI@.IE..QE..QE..QE..R.Q@..Q@..Q@..R...\Q@.-%.....QL.d.`t..?.C2...,y....<..uRe,....
..........).j..,2.p.yd.....^..kN......W....l.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\jquery.min[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 89496

Entropy (8bit): 5.289738088208255

Encrypted: false

SSDEEP: 1536:AjExXUqrnxDjoXEZxkMV4SYSt0zvDD6ip3h8cApwEjOPrBeU6QLiTFbc0QlQvakU:AYh8eip3huuf6IidlrvakdtQ47GKE

MD5: B6F7093369A0E8B83703914CE731B13C

SHA1: D1889F5C173C2A4B20288F1F84758599AFD346EF

SHA-256: 60240D5A27EDE94FD35FEA44BD110B88C7D8CFC08127F032D13B0C622B8BE827

SHA-512: D6AA7835D7B256B94DDD2F9D8DB84484F0413EBC502762C1BA21CBA7A392C6F550DB2418CDC8BD6D1DA6ED2CEA55BF22473C778493D416B1A1C38E6FFDB8C
79D

Malicious: false

IE Cache URL: https://www.visiontimes.com/wp-includes/js/jquery/jquery.min.js?ver=3.5.1

Preview:
/*! jQuery v3.5.1 | (c) JS Foundation and other contributors | jquery.org/license */.!function(e,t){"use strict";"object"==typeof module&&"object"==typeof module.exports?
module.exports=e.document?t(e,!0):function(e){if(!e.document)throw new Error("jQuery requires a window with a document");return t(e)}:t(e)}("undefined"!=typeof window?
window:this,function(C,e){"use strict";var t=[],r=Object.getPrototypeOf,s=t.slice,g=t.flat?function(e){return t.flat.call(e)}:function(e){return t.concat.apply([],e)},u=t.push,i=t.ind
exOf,n={},o=n.toString,v=n.hasOwnProperty,a=v.toString,l=a.call(Object),y={},m=function(e){return"function"==typeof e&&"number"!=typeof e.nodeType},x=function(e)
{return null!=e&&e===e.window},E=C.document,c={type:!0,src:!0,nonce:!0,noModule:!0};function b(e,t,n){var r,i,o=(n=n||E).createElement("script");if(o.text=e,t)for(r in c)
(i=t[r]||t.getAttribute&&t.getAttribute(r))&&o.setAttribute(r,i);n.head.appendChild(o).parentNode.removeChild(o)}function w(e){return null==e?e+"":"o

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\js_posts_autoload.min[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 5160

Entropy (8bit): 5.212358295998436

Encrypted: false

SSDEEP: 96:PizHaI2ANSBmnDZdGSXHD5h504TLFjWMG1:Pi1EmnD/GujtljWMG1

MD5: 6E98296229FFA777101F2EF59AE5F7C5

SHA1: CB53E2D6108FFBBBC4A96307EEFA1ED6B3A4A4D8

SHA-256: 0DD95D9BFC689B8862A9DD8AE8166CA21DF149FB24F3D0830423B66AE00D426E

SHA-512: ABC58D37C06FF508758DDD4534356897C5F11B8424EF5CE8FEE8397F47E9D36190EFAF30AE251C63F5D4CBCF668A5935EB1F031F6E358A145A5D05B64FEE8C93

Malicious: false

IE Cache URL: https://www.visiontimes.com/wp-content/plugins/td-cloud-library/assets/js/js_posts_autoload.min.js?ver=9cac60bff796053a9968481412a5897a
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Preview:
var tdbAutoload={};.(function(g,c,m){var p=g(document),k=g(c);tdbAutoload={original_post_id:null,is_ajax_running:!1,init:function(){var a=g("#tdb-autoload-article");if(0!
==a.length){var e=a.data("autoload"),b=a.data("autoload-type"),l=a.data("autoload-count"),d=a.data("autoload-org-post-id"),f=d,n=0;tdbAutoload.original_post_id=
d;tdbAutoload.log("%c tdbAutoload(inf) art. settings","background: #ffaa00; color: #ffffff; padding:3px 6px");tdbAutoload.log("tdbAutoload status: "+e);tdbAutoload.log("t
dbAutoload type: "+b);.tdbAutoload.log("tdbAutoload original post id: "+d);tdbAutoload.log("tdbAutoload count: "+parseInt(l,10));tdbAutoload.log("tdbAutoload scroll percent: 
"+c.tdb_globals.autoloadScrollPercent);b=m.debounce(function(){tdbAutoload.log("ajax autoload > scroll");if(!0!==tdbAutoload.is_ajax_running){var b=100*k.scrollTop()/
(p.height()-k.height()),e=c.tdb_globals.autoloadScrollPercent;(!l||n<parseInt(l,10))&&b>=e&&d===f&&(tdbAutoload._ajaxLoadingStart(a),tdbAutoload.is_ajax_running

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\js_posts_autoload.min[1].js

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\logo720x720-300x300[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 300 x 300, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 76557

Entropy (8bit): 7.989294537844199

Encrypted: false

SSDEEP: 1536:z0Ei2DkkI+cqR/mewL22jsiXJkEt9ULrZaKEQsFDjaMh6YgZ3:z5i0kkI+cK/meRMHVUrZaHQ87z2

MD5: FA02EDFCC3DC2780DA303C7D8A034F69

SHA1: 2C100ECE0B7CDFDCC04B68CCA12AD63B2A8A62E9

SHA-256: 0C74907825AECAF43BD8EEA91DB5C3F81B80E193FABC60D4CC25C3B93348643F

SHA-512: 92CE13F6BFCF62D220999E1F28EEF23135940FF4BEAE7E7349B49D309A02918961EBE66491D4DB53339BD07832943A61597D239AA4DB5B425CBF7894CD15660C

Malicious: false

IE Cache URL: https://img.visiontimes.com/2021/04/logo720x720-300x300.png

Preview:
.PNG........IHDR...,...,.....y}.u....pHYs..........+.... .IDATx..y.$Wu..=7.\j...^.....`a.!..c6....x.f.c{<.~.x><...........6...6.. 5.}..@ .v......s..{..'232...Zk#.~>U.y..{#....9.\..._}.....4..GcL....T.
.?.q..J?0......$.Ia#.a.pT]8....pX%...k.T.E..:.9..U...|.M....U.I..Y.Sh6...fS.....r..Dd.eY}:.6..?..}.eg.=....8:?.(k....GR..>[....v..$(....G\.I.FAG%...E....4CP..\.ue.*HP.WF5...d.Hi3.U
T.Ph.C.:D.h....:..B..fK.....8.>[N....:.L..A|.^.{ :...-.Ge...pMO!;....J...Z..Z...d..<..by..NZ..s#2.....\..U...JW!.6\\F....i.7A3....)..%.M4.M....U!.d..a......> .l........4T.Z.t.^.....&)>Y.t............p
RI.......owFM.'..Wa...N....8.=.w.8..+P.V._...D.~......)..@.?.zS&.C.O`J..iG1..[Q......v.M.c2S8.....q.Y..+...e.[<.)K.._.x......M&.. ...:*w.....G..-.G)*.^e.h(..Z;....hezl/.....y>......4...!.l..
'..AVC..j.....c2E..4.2"..F....hKI.*.h.6."....(.........q.....5..T...u.....W...)...O..14[..$.>..SWF\.+...-!....3d....W@....e.....Y....ly.KKa./.zao...k...h..E.~......4.\/.|...v.apU..d.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\maxresdefault-4-324x400[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: gd-jpeg v1.0 (using IJG JPEG v62), quality = 82", baseline, precision 8, 324x400, frames 3

Category: downloaded

Size (bytes): 20553

Entropy (8bit): 7.874067569466909

Encrypted: false

SSDEEP: 384:DpRlvRP+5gbRO8xqoMOAAEsE6wKS5iX+8wbYB+SFwMWSAkCxw0FZ9BYL:DJ0exqovNE6wP1kB7Fw5Sqw0F4

MD5: 935612BFEB04420336CA71719AA3781E

SHA1: 345C95416FA377E53F074F4F8988E3848B1FFFB9

SHA-256: 49C3DD2C705DAAF5D47A71484B41C90D6D9362E2E3A178EA5BCF3D29BACAA250

SHA-512: F623195BDCFD985797303B307EF1FC798A643306040A9444B53E00A42E80476B7103C6CE044CEAC23DFCA7AA70E248FFFFF760E7EE2C1F5226BF02B6DE3956D8

Malicious: false

IE Cache URL: https://img.visiontimes.com/2021/05/maxresdefault-4-324x400.jpg

Preview:
......JFIF.....`.`.....;CREATOR: gd-jpeg v1.0 (using IJG JPEG v62), quality = 82....C.....................................!........'.."#%%%..),($+!$%$...C...........$...$$$$$$$$$$$
$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$........D.."............................................................}........!1A..Qa."q.2....#B...R..$3br........%&'()*456789:CDEFGHIJSTU
VWXYZcdefghijstuvwxyz..............................................................................................................................w.......!1..AQ.aq."2...B.....#3R..br...$4.%.....&'()*56789:CDEF
GHIJSTUVWXYZcdefghijstuvwxyz....................................................................................?..<Q.Z+.....=W.*.;.......QL.(.4..J8.....{PE....y...M"..%-......RR...<S...1.QE!..Q@.HiM.
...)M%..Hii.&4%!......<R.......R).a.Q..R.F..r.!4..1M.4.QKE 5.NU....M:..y..E.PHb.sE....Jh.w.IJz.h.R.. ..Hb.M".M=h..PE..))h....).i....I.(..C.JZ..0.h4.....(...4.ZJ.P.);..sHhCHi..@.R.Z
CH...Q.....5.......E"...)h5.yCh."...(...(...

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\mem5YaGs126MiZpBA-UN_r8OUuhv[1].woff
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, TrueType, length 18744, version 1.1

Category: downloaded

Size (bytes): 18744

Entropy (8bit): 7.966883926264397

Encrypted: false

SSDEEP: 384:zawWpQHZNpxHreHjc5bHhYc9ON58zWZnmiN4RHcSd2UrrMKCWX:zawPscLqqO/8zG/4RHvdh33X

MD5: 2A6051095E2330FB1A45B836E3BA038E

SHA1: 1DA733C279AA12C3D8857AED80CD910C2B209EAE

SHA-256: C98B647124C63DEA93B52BCF6A97A76A6944B9894DC0377B70F8C3B47D91382A

SHA-512: CB019D3D69A51FE9522AA22BF637886B9691270F0BA409167B5A1225CB50BCE494ADEAACC7C94D341A02B3AC751620E9E6A4B9AD9B3FF916C3FA12D710A3AC
6D

Malicious: false

IE Cache URL: https://fonts.gstatic.com/s/opensans/v20/mem5YaGs126MiZpBA-UN_r8OUuhv.woff
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Preview:
wOFF......I8......n.........................GDEF................GPOS................GSUB.......y.....;..OS/2...$...^...`}...cmap.............Y..cvt ...8...]........fpgm............~a..gasp...4...........#glyf..
.D..8...W.._..head..A....6...6..F.hhea..AT.......$...dhmtx..At.........._.loca..C.........K.`@maxp..EP... ... ....name..Ep........"c?Jpost..F\........5.".prep..H .......:..]...........................
.............x.M...P.@..L..$$. .g..;..k.z...P.$K......[.E..Z....B )..a.:...i...!......J ...U....l/..m.&*3.KO...#..-..%;7.V..........x.c`fig.a`e``..j...(.../2.1..`b.ffcfeabbi``Pg``..b.. 0t.vfp`P...M...
C.G/S....|...=.6 .....m/....x.\.!..q......#acf...#1Q@.'U..@..".llt.Aa#.f|c.W.....'..X..!..C...ITPE.;..V.j......0. .L0E...Yd.mN....:.....F....GG.g.s,x.>0....v..I;o..<.$G9.\f2...e(}.IS2..uc]p.
........M.x.c.a.g.c..$K..$..`.g.e........ .......R.g......?......x.)d...........$...."....0.#.A@X..0......x.uTGw.F........)..)7.W.$`*.....G.Kz.)e....t.|.1.7...s.g...3.7mgf..~{1...

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\mem5YaGs126MiZpBA-UN_r8OUuhv[1].woff

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\mem8YaGs126MiZpBA-UFVZ0d[1].woff
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, TrueType, length 18160, version 1.1

Category: downloaded

Size (bytes): 18160

Entropy (8bit): 7.961831708897042

Encrypted: false

SSDEEP: 384:K9BQHZEFEbXlSNPoWvbYZbX9rnztP94u6pZ4nmrOmbSi+x:KLSb1GIbN76j4oO8j+x

MD5: 20890DE1FB4E49EA0B36F058BCA1B7E7

SHA1: 023D6720D92A54A3BB0AB219818D2E6E6AAD24A7

SHA-256: C71180612EA84F5F9882D35DF024707E5B5E1BB18EFB2C8123FA5BDD30D3E079

SHA-512: E6B921D20C0B7BFEA5A79D18D1C23DA7C79BB4E4D76A29AF48D7705C9C1F43E9E6578F1F36E00624DACD97411B68A214E750D0EDEB7BF12E889F16B6C522E1
B0

Malicious: false

IE Cache URL: https://fonts.gstatic.com/s/opensans/v20/mem8YaGs126MiZpBA-UFVZ0d.woff

Preview:
wOFF......F.......j8........................GDEF................GPOS................GSUB.......y.....;..OS/2...$...^...`~]..cmap.............Y..cvt ...8...Y.....M..fpgm............~a..gasp...0...........#glyf..
.@..6...S.Ug:}head..>....6...6..cphhea..?$.......$....hmtx..?D..........[Xloca..Ad.........I.maxp..C,... ... ....name..CL........&:A.post..D<........5.".prep..F.........C..............................
.............x.M...P.@..L..$$. .g..;..k.z...P.$K......[.E..Z....B )..a.:...i...!......J ...U....l/..m.&*3.KO...#..-..%;7.V..........x.c`f..8.....u..1...<.f...................A......5....1...A.._6..".-..L.....Ar
,......3..(....x.\.!..q......#acf...#1Q@.'U..@..".llt.Aa#.f|c.W.....'..X..!..C...ITPE.;..V.j......0. .L0E...Yd.mN....:.....F....GG.g.s,x.>0....v..I;o..<.$G9.\f2...e(}.IS2..uc]p.........M.x.c
.a.g.c..$KY...e@.,.."..........?....%.g....Z.....(".o..Y..Bu342.e......0..........M=.....x.uTGw.F........)..)7.W.$`*.....G.Kz.)e....t.|.1.7...s.g...3.7mgf..~{1...s.3.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\red_x[1]
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 48 x 48, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 4692

Entropy (8bit): 7.929034471918412

Encrypted: false

SSDEEP: 96:Sn/2mON/mv8Z7QuHy9TZhjR0ZmegAmURrkxeDlOyMX:SnO8i7QhVTvUbDlq

MD5: 5F3C13A459A72438E42B2289C7AF2034

SHA1: F43551BE102CD1EB0B2E87DC24F980720194A56B

SHA-256: A7A63CA1370CD6FC3470FA81BB1DCB21BCE31B0048A36E5BCE8914EEB88DAAB1

SHA-512: 14E82E281DC91ED57EAB780279D167413185DB3FA7BE49FBDB4942888E7F4E30B1A0536B269258FB8C3975BCF2BC189B51AAC4F70BF44887BC17506DF6ECB50
7

Malicious: false

IE Cache URL: res://ieframe.dll/red_x.png

Preview:
.PNG........IHDR...0...0.....W.......IDATx^.Y.tTe....RK......D..6.......(.*G..d;c..8.`........3.....2"Qq.g@.0.aK.I.V.R{.en..?.N<8.8...%.{......+....^.j<...$..('.......F..'.....7...7._A:.....
..6...0X^^.V2jTV^^......+L<.w...Q]]]...G....}kk......N..V........4.......3gfO.<.P..Xw7.g."x.4.jk...G..........UQ...1p.8%/.:`.9r......kok...x..........I~:.o.Y\.....V..4....o.....P.f..m..T.....c."-;...6
t...O=...c...h.M.,((.w..._q..'..G..._.....7.>u..h{......8z.i..H.6.zO...].}.0.!X..L].....=`.0M..3.D.Q._s.*(.U\lVWW7n.=..D....r..$....,]Z........UUp....4D...z{;.....7T..Z0M.2.q....t)..a.....{.
...g?./..o...s..)b... .U...../Y2...._z....G.B.....B..$i..L..#..,..+ s...A.bX.`@7.)"@.'M.G.EzQ..u....kj..>"l.#?a.E./..b..7m.UWB!.?..........$*..I..0. m).8'..P..h..k@...]..C..{.*L..qm9...W_.yX
.....@.Kh..7/^<..Q.~=..N....;..D4ZD%i...B....0O.f.....ua1a5(.........~..>. .#.i.&.|.(....H~.'...pE..Ekx.Yd^r.b'O"~..RHDe..P...n... ....%lA.....a.b..F.i.X..a.....i,....f.q...7=.`[..l.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\sanxingdui_nine-bird-tree_GettyImages-1213735045-324x400[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: gd-jpeg v1.0 (using IJG JPEG v62), quality = 82", baseline, precision 8, 324x400, frames 3

Category: downloaded

Size (bytes): 38632

Entropy (8bit): 7.9685538484484635

Encrypted: false

SSDEEP: 768:DTMRnQoaiHAQyIVrE5fzGrHnImKZqFHDdVbH4ObB1SzLsymC:DT8Qoxg/fzGrHLaqFjj0Od1SX7L

MD5: DC742C5E26BBCEDF97F91C8ED34CE604

SHA1: AF4A544780DABC9F95F320E41E1BAFC390D39DC8

SHA-256: D356A7A594CCC25AA55E4876BB1D6D0A8F2132D15BBF5F9BAA493CAD51BE80A1

SHA-512: E05F065443A317B0CE579E06A172D1EA25D8F187BF7882CCD2DF2C3A0715D2A4E31830E9708C29E4F40D6B6ADF79E84AA8543614D0853258694154189EE5C0C8

Malicious: false

IE Cache URL: https://img.visiontimes.com/2021/05/sanxingdui_nine-bird-tree_GettyImages-1213735045-324x400.jpg
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Preview:
......JFIF.....`.`.....;CREATOR: gd-jpeg v1.0 (using IJG JPEG v62), quality = 82....C.....................................!........'.."#%%%..),($+!$%$...C...........$...$$$$$$$$$$$
$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$........D.."............................................................}........!1A..Qa."q.2....#B...R..$3br........%&'()*456789:CDEFGHIJSTU
VWXYZcdefghijstuvwxyz..............................................................................................................................w.......!1..AQ.aq."2...B.....#3R..br...$4.%.....&'()*56789:CDEF
GHIJSTUVWXYZcdefghijstuvwxyz....................................................................................?.bE..(Lu...;..\.`.I..U[.R.K...a^..o..\^.....t:j}.#...v..5..H...V.I.}..p..NY..rk..>#1.z]...k7_....
f..F.i.I...rMOme%...F:..?....3c.[.Q.]..1.....t..M n.o(.w....VP.k..)g..0..... Nn.........n.G".v[E...........Y9.....Tr]..c.5.^..S......Nn...EOs...'...I'...2.z..x.[.H.......#j..G.w@.e&.z.._Z..+.....S.c.w
.....

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\sanxingdui_nine-bird-tree_GettyImages-1213735045-324x400[1].jpg

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\style[1].css
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 5806

Entropy (8bit): 5.06390008596451

Encrypted: false

SSDEEP: 96:J1O6EZvdr/iASJE41JOJpJu24mVZ2Upp+wQyRco+nzyDBD7DSDCkD9Da6Da5D6DY:JISvnWl322kpFsm+x9cvhlo7

MD5: 473C6225D47E80DCA92EA695A6DFBC0D

SHA1: 4AAD6E97980B4D9A7A735FC44842ACE9AFEA1A51

SHA-256: E8AE14082F4D2088F2BCC4F8E3DA3955343DD1E39E0A5F9333C45D6428C3CFC5

SHA-512: 4F5086293A38489E7DDA40AF19E734F73ADF64E46A140BD89D49CDD88C24ED20054E7A12A9C930D19F191C588D7491DD099EBDD508A0D802CEBCCA536ED18D
DB

Malicious: false

IE Cache URL: https://www.visiontimes.com/wp-content/plugins/td-newsletter/style.css?ver=10.4

Preview:
.clearfix{*zoom:1}.clearfix:after,.clearfix:before{display:table;content:'';line-height:0}.clearfix:after{clear:both}.tdn_block_newsletter_subscribe .tdn-image-wrap{line-height:0}.
tdn_block_newsletter_subscribe .tdn-icon-wrap{position:relative;display:block}.tdn_block_newsletter_subscribe .tdn-icon{vertical-align:middle}.tdn_block_newslet
ter_subscribe .tdn-icon-svg{display:inline-flex;align-items:center;justify-content:center;line-height:0}.tdn_block_newsletter_subscribe .tdn-icon-svg svg{height:auto}.tdn
_block_newsletter_subscribe .tdn-icon-svg svg,.tdn_block_newsletter_subscribe .tdn-icon-svg svg *{fill:#fff}.tdn_block_newsletter_subscribe .tdn-email-bar{display:flex}.t
dn_block_newsletter_subscribe .tdn-input-wrap{flex:1}.tdn_block_newsletter_subscribe .tdn-btn-wrap{display:flex;min-width:100px}.tdn_block_newsletter_subscribe 
button,.tdn_block_newsletter_subscribe input[type=email]{min-height:42px;height:auto;font-size:12px;transition:all .2s ease-in-out}.tdn_block_newsletter_subscri

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\td_standard_pack_main[1].css
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 582593

Entropy (8bit): 4.972982253380024

Encrypted: false

SSDEEP: 12288:ceqwq+T+QEy/DdwjxNYcYQYD8ziqJAD6NSD6NKD6N1whbcjKeDC3RK+KAQhJixo3:G

MD5: 792EA53444618B6E68AC53494601FD5D

SHA1: B345A8BCA7B09C73CB8103F6EA3A74539AD86532

SHA-256: 6956CBFDDF2CE28AEE043ECD2B7DBC3ADA3954646D7009C6DD1B5CA173F136F9

SHA-512: 048DE19F7C6040C8C92D2D450CB9D091F1A05C70C9B95009040D255FB57061B116200F2F702EF890EA6EBAFAE15432AC8316F6A6F14BC3823C398AAC251F804A

Malicious: false

IE Cache URL: https://www.visiontimes.com/wp-content/plugins/td-standard-pack/Newspaper/assets/css/td_standard_pack_main.css?ver=eccb2c408442ac58c2bcf4360ad09738

Preview:
.mx_image_background{background-color:#f2f2f2}.td-visibility-hidden{visibility:hidden}.clearfix{*zoom:1}.clearfix:before,.clearfix:after{display:table;content:"";line-hei
ght:0}.clearfix:after{clear:both}/*!normalize.css v3.0.2 | MIT License | git.io/normalize*/html{font-family:sans-serif;-ms-text-size-adjust:100%;-webkit-text-size-adjust:
100%}body{margin:0}article,aside,details,figcaption,figure,footer,header,hgroup,main,menu,nav,section,summary{display:block}audio,canvas,progress,video{display:inline-
block;vertical-align:baseline}audio:not([controls]){display:none;height:0}[hidden],template{display:none}a{background-color:transparent}a:active,a:hover{outline:0}abbr[title]
{border-bottom:1px dotted}b,strong{font-weight:700}dfn{font-style:italic}h1{font-size:2em;margin:.67em 0}mark{background:#ff0;color:#000}small{font-size:80%}su
b,sup{font-size:75%;line-height:0;position:relative;vertical-align:baseline}sup{top:-.5em}sub{bottom:-.25em}img{border:0}svg:not(:root){overflow:hidden}figure{m

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\underscore.min[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 16045

Entropy (8bit): 5.126324377314635

Encrypted: false

SSDEEP: 384:R2rjVXPfHMYfSCSy5ZMdn01dcs/qQavic0cz68Be:RyVX3C8rEi+za

MD5: 203EEB8DD53E84FB53B7AEFFB562D825

SHA1: B4B4361A61EE78717BDCFFE5C46EA79CDC3E04AE

SHA-256: 6CD0D6897B3D4779F7D88CE72531F22FBF75851B195FB14E6F3F23D051B3D1E9

SHA-512: 4CCB1643EE93B0245002FD7EBD31D515D9E67F00DB3ED1EA506E09CE30E725DD1C49860F90B8036FB8A3F0554CFDCB89D7198A46267EF9DB456D23F116896682

Malicious: false

IE Cache URL: https://www.visiontimes.com/wp-includes/js/underscore.min.js?ver=1.8.3
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Preview:
/*! This file is auto-generated */.!function(){function t(){}var n=this,r=n._,e=Array.prototype,o=Object.prototype,u=Function.prototype,i=e.push,c=e.slice,l=o.toString,a=
o.hasOwnProperty,f=Array.isArray,s=Object.keys,p=u.bind,h=Object.create,v=function(n){return n instanceof v?n:this instanceof v?void(this._wrapped=n):new v(n)};
"undefined"!=typeof exports?(exports="undefined"!=typeof module&&module.exports?module.exports=v:exports)._=v:n._=v,v.VERSION="1.8.3";var y=function(u,i,n){if(void 
0===i)return u;switch(null==n?3:n){case 1:return function(n){return u.call(i,n)};case 2:return function(n,t){return u.call(i,n,t)};case 3:return function(n,t,r){return u.call(i
,n,t,r)};case 4:return function(n,t,r,e){return u.call(i,n,t,r,e)}}return function(){return u.apply(i,arguments)}},d=function(n,t,r){return null==n?v.identity:v.isFunction(n)?y(n,t
,r):v.isObject(n)?v.matcher(n):v.property(n)};v.iteratee=function(n,t){return d(n,t,1/0)};function g(n){return v.isObject(n)?h?h(n):(t.prototype=n,n=n

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\underscore.min[1].js

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\web-animations-next-lite.min[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 50631

Entropy (8bit): 5.370747844819887

Encrypted: false

SSDEEP: 1536:IfdRsRCiALPAavkt7QbI5D4nDltOC2B7F:IfdORtuvktkb44J8F

MD5: DFECF4C08ABAF9A76B7F2A7702A52678

SHA1: 0AD87E2F31F5A7979141C202915EDAC2CBA238ED

SHA-256: B0484BB78A832EEFE3549AFB313D52399E5B6DE182D904DA07D5B9DA820848AC

SHA-512: 3331E0E0659287C359F10AAAF19A3131B60AEE3C3756C3144DC0940D34A2DB446CC46096C043AF8604FB6F298A219F941046A22821EA24703A7FCA8D5571F65A

Malicious: false

IE Cache URL: https://www.youtube.com/s/desktop/1f277c2a/jsbin/web-animations-next-lite.min.vflset/web-animations-next-lite.min.js

Preview:
/*.. Copyright 2014 Google Inc. All rights reserved... Licensed under the Apache License, Version 2.0 (the "License");. you may not use this file except in compliance with 
the License..     You may obtain a copy of the License at.. http://www.apache.org/licenses/LICENSE-2.0.. Unless required by applicable law or agreed to in writing, soft
ware. distributed under the License is distributed on an "AS IS" BASIS,. WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied..     See the 
License for the specific language governing permissions and. limitations under the License... Copyright 2016 Google Inc. All rights reserved... Licensed under the Apache L
icense, Version 2.0 (the "License");. you may not use this file except in compliance with the License..     You may obtain a copy of the License at.. http://www.apache.or
g/licenses/LICENSE-2.0.. Unless required by applicable law or agreed to in writing, software. distributed under the License is distributed on an "AS IS" BASIS,.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\webcomponents-all-noPatch[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 115422

Entropy (8bit): 5.416262513061528

Encrypted: false

SSDEEP: 1536:NS7yllsKE/nomytdoFNN9NGz6GBw0fqEvKvOjlHMBYadItfaL9BI/E/3S4wr6dJo:dUKE/nEYsfmmjlHddR/5riJtfy

MD5: 80E422819F95F1A30521518E87B94946

SHA1: 80DAFCD73C2FF0BB627584A29D9DB04F4AE4E43F

SHA-256: 3432F0664A5D6A48B164E681954399A8EBC7290B0FED862AD4A2819913FDF9F4

SHA-512: 3CF9E098CAB11B7787C4583EA769E7F6B4E23A242354ECBFA26679BA1859EEAEC5A0135C7A862CBC80F87E709720930DBDA85FF5D4F6525D9A05CED6D03FBD
E2

Malicious: false

IE Cache URL: https://www.youtube.com/s/desktop/1f277c2a/jsbin/webcomponents-all-noPatch.vflset/webcomponents-all-noPatch.js

Preview:
(function(){/*.. Copyright The Closure Library Authors.. SPDX-License-Identifier: Apache-2.0.*/.var m;function aa(a){var b=0;return function(){return b<a.length?{done:!1,
value:a[b++]}:{done:!0}}}function ca(a){a=["object"==typeof globalThis&&globalThis,a,"object"==typeof window&&window,"object"==typeof self&&self,"object"==typeof 
global&&global];for(var b=0;b<a.length;++b){var c=a[b];if(c&&c.Math==Math)return c}throw Error("Cannot find global object");}var fa=ca(this);function r(a){var b="undefi
ned"!=typeof Symbol&&Symbol.iterator&&a[Symbol.iterator];return b?b.call(a):{next:aa(a)}}.function u(a){if(!(a instanceof Array)){a=r(a);for(var b,c=[];!(b=a.next()).done
;)c.push(b.value);a=c}return a};/*.. Copyright (c) 2016 The Polymer Project Authors. All rights reserved.. This code may only be used under the BSD style license found at. 
http://polymer.github.io/LICENSE.txt The complete set of authors may be found. at http://polymer.github.io/AUTHORS.txt The complete set of contributors may. b

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\wuhan-institute-of-virology-chinese-police_wearing-masks_GettyImages-123
0938269-324x400[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: gd-jpeg v1.0 (using IJG JPEG v62), quality = 82", baseline, precision 8, 324x400, frames 3

Category: downloaded

Size (bytes): 20407

Entropy (8bit): 7.969203478255657

Encrypted: false

SSDEEP: 384:DEqPXfXIDGV5pE0DaCREb0jzLnfJD2yMK5jt4rjfrhGKcN1f+oGJx9qI:DE6vH5yEe0jHJD23CZ4nfrhYnfgJx9qI

MD5: 695F994F3893DB432B546DC37B05E01F

SHA1: 376FA1AB0420E24B5BB88FD326A85835C6E8B7F7

SHA-256: CE7A7250AA4461E7D5A8E7FEBF7F91BF87A5D21B3F5DD8D2B9BCD6963749F10C

SHA-512: 86C7F457DA80D7F9FF97D49CFEFF8605C35C4746095328AF387264539B0B063EA5C711DF19E2A5C50F3F565F05B0D49DADE6419CFD66ADB8B6C9EFAADDBBA98
3

Malicious: false

IE Cache URL: https://img.visiontimes.com/2021/05/wuhan-institute-of-virology-chinese-police_wearing-masks_GettyImages-1230938269-324x400.jpg
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Static File Info

General
File type: PDF document, version 1.7

Entropy (8bit): 7.9803198286798995

TrID: Adobe Portable Document Format (5005/1) 
100.00%

File name: ChineseCoronaviruses53lyqK.pdf

File size: 424430

MD5: 57dd5b69a9113ba248e6878114830aad

SHA1: 16c78f58a76ef12f691f09ce1ae2dd23d605980e

SHA256: 8cedb318de9f0085d24c6cdfdc1073fdca5acc2230d3ab3
22f2c3e84a0a24421

Preview:
......JFIF.....`.`.....;CREATOR: gd-jpeg v1.0 (using IJG JPEG v62), quality = 82....C.....................................!........'.."#%%%..),($+!$%$...C...........$...$$$$$$$$$$$
$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$........D.."............................................................}........!1A..Qa."q.2....#B...R..$3br........%&'()*456789:CDEFGHIJSTU
VWXYZcdefghijstuvwxyz..............................................................................................................................w.......!1..AQ.aq."2...B.....#3R..br...$4.%.....&'()*56789:CDEF
GHIJSTUVWXYZcdefghijstuvwxyz....................................................................................?..c2....D2..]2.Y.&.....V.N.....K..f..w.c..-..d).*.....Z.pk2..5..p..}..........q&=.j.ua..=+6.sZ../
x50...l.88......Iy.g]...8jD....$.]6+...~..5.].7.(5..rkK".u......d.".......U....LN*.B_..LG.v.2.q................+;S.kC<..H|.......z.p..m.....q.hAa.t+...R..g...k......^.....7.........b...w_..ex5a..j285.
g+FM

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\wuhan-institute-of-virology-chinese-police_wearing-masks_GettyImages-123
0938269-324x400[1].jpg

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\wuhan-institute-of-virology-chinese-police_wearing-masks_GettyImages-123
0938269-696x463[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: gd-jpeg v1.0 (using IJG JPEG v62), quality = 82", baseline, precision 8, 696x463, frames 3

Category: downloaded

Size (bytes): 45702

Entropy (8bit): 7.972768456076486

Encrypted: false

SSDEEP: 768:5oYAlZ4I3wOMSLGO9tD7hnBYHOWQNLHoE1Nw2LpPNm+zUyXzsWSJuS4Tv1X+QGG:5OTJ36VO9tnkOWIT7L7mwXXzsWSJ7qvB

MD5: C810BBBF956B1344ED366257BC555B43

SHA1: A29EC288B4F26BD396F52E85CB0596E64D05F949

SHA-256: D2352DEF2625EC6832D9B1D7A5EB5B7C9EA70D89DC7E2D03590636C60D19056A

SHA-512: 76376602849EFBB22F5434C4A788A8F855E237269BCF53B8224622A419F644FCCBCF6C7CA47AD1CD823E730A0D6B5BE66F21AD687F77F91B22671036356C3946

Malicious: false

IE Cache URL: https://img.visiontimes.com/2021/05/wuhan-institute-of-virology-chinese-police_wearing-masks_GettyImages-1230938269-696x463.jpg

Preview:
......JFIF.....`.`.....;CREATOR: gd-jpeg v1.0 (using IJG JPEG v62), quality = 82....C.....................................!........'.."#%%%..),($+!$%$...C...........$...$$$$$$$$$$$
$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$..........."............................................................}........!1A..Qa."q.2....#B...R..$3br........%&'()*456789:CDEFGHIJSTU
VWXYZcdefghijstuvwxyz..............................................................................................................................w.......!1..AQ.aq."2...B.....#3R..br...$4.%.....&'()*56789:CDEF
GHIJSTUVWXYZcdefghijstuvwxyz....................................................................................?.X..=..(.4.v.14..(..W.j....z.2p1JMT7.M7.@.....QK....m..gE..........>l..R.4.e....'.jd..s
V..../5 AQ1*.y..3'.)B..'..q..Y.)p=j..jCp./e}i..T|.4..}h.J.E.F+...1\....g5.Y...j.xb.ZG.ZwJl..s...U.c.Z...Fq.[D.E&...[....d\ ..\IZKc.....).Q.E.)..=4Aq.k.n...W.....U.3.....Q...5.p1].g.H.Z...=..
..m...u`.+...xo....N

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\www-player[1].css
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 365036

Entropy (8bit): 5.24370695052713

Encrypted: false

SSDEEP: 1536:BDQI0irpHrpj/fn8Mq5S0jDrzltP3Su3EMFfy9OP5FRrDJciM/ByDE4r6D6S7eTd:F4Drzz1xgAyxjFLk

MD5: 42AB47C4FFEA885004B805A6B6C9AABD

SHA1: 55A151606648A1A6080671EAE2432B50EAAB7EA0

SHA-256: 3CB6ABDABFB34937B1B320E5EEBFD33CA837CC0A8B83AAD9F0782158486C950B

SHA-512: 94E5C7E8B807C440B1D151EA0346A55DBD5F02227FE6346FEBC122D6189B7299EC339B898884DCDE6BF2712FB0352A4DE11DE80AD2FBABE542ADF4026F09246
3

Malicious: false

IE Cache URL: https://www.youtube.com/s/player/0b643cd1/www-player.css

Preview:
.html5-video-player{position:relative;width:100%;height:100%;overflow:hidden;z-index:0;outline:0;font-family:"YouTube Noto",Roboto,Arial,Helvetica,sans-serif;color:#eee;t
ext-align:left;direction:ltr;font-size:11px;line-height:1.3;-webkit-font-smoothing:antialiased;-webkit-tap-highlight-color:rgba(0,0,0,0);touch-action:manipulation;-ms-high-
contrast-adjust:none}.html5-video-player:not(.ytp-transparent),.html5-video-player.unstarted-mode,.html5-video-player.ad-showing,.html5-video-player.ended-mode,.html5-
video-player.ytp-fullscreen{background-color:#000}.ytp-big-mode{font-size:17px}.ytp-autohide{cursor:none}.html5-video-player a{color:inherit;text-decoration:none;-moz-
transition:color .1s cubic-bezier(0.0,0.0,0.2,1);-webkit-transition:color .1s cubic-bezier(0.0,0.0,0.2,1);transition:color .1s cubic-bezier(0.0,0.0,0.2,1);outline:0}.html5-video-
player a:hover{color:#fff;-moz-transition:color .1s cubic-bezier(0.4,0.0,1,1);-webkit-transition:color .1s cubic-bezier(0.4,0.0,1,1);transition:co
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SHA512: 369eb87638aaf9534be11affac94562d1b20bb79fa746a8
45ce2682bc04b51855e032289fb94766683deac1885c42
cc4d5caf9757d4c5270d4465774e17164c5

SSDEEP: 6144:kkMm3aERbObD0FxLoAdV8o/a3wklNzH7xBKnG
8NgL6K1IPyV08raTCp:kkbRqbDYjwouFH7xBmG8xA08
r+c

File Content Preview: %PDF-1.7.%.......7 0 obj.<< /Type /ObjStm /Length 459
4 /N 90 /First 779 /Filter /FlateDecode >>.stream.x..]ko.
H..+.m..%U.*...$..;.I:.3...AC.....hP.....soQr..l..F.g.PQ.Q.[..
:.H.JH...^.a..V.J.'....`..DtA`..R(..Y..PVb..@.N...P^h....6.N
F.C..+a...V.hT..0.RB.>Y

General

File Icon

Icon Hash: 74ecccdcd4ccccf0

Network Port Distribution

General
Header: %PDF-1.7

Total Entropy: 7.980320

Total Bytes: 424430

Stream Entropy: 7.980159

Stream Bytes: 420446

Entropy outside Streams: 0.000000

Bytes outside Streams: 3984

Number of EOF found: 1

Bytes after EOF:

Name Count

obj 37

endobj 37

stream 36

endstream 36

xref 0

trailer 0

startxref 1

/Page 0

/Encrypt 0

/ObjStm 1

/URI 0

/JS 0

/JavaScript 0

/AA 0

/OpenAction 0

/AcroForm 1

/JBIG2Decode 0

/RichMedia 0

/Launch 0

/EmbeddedFile 0

Network Behavior

Static PDF Info

Keywords Statistics
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Total Packets: 124

• 53 (DNS)

• 443 (HTTPS)

Timestamp Source Port Dest Port Source IP Dest IP

Jun 1, 2021 16:17:44.830053091 CEST 49772 443 192.168.2.4 172.67.73.71

Jun 1, 2021 16:17:44.830152035 CEST 49773 443 192.168.2.4 172.67.73.71

Jun 1, 2021 16:17:44.871759892 CEST 443 49772 172.67.73.71 192.168.2.4

Jun 1, 2021 16:17:44.871818066 CEST 443 49773 172.67.73.71 192.168.2.4

Jun 1, 2021 16:17:44.871881962 CEST 49772 443 192.168.2.4 172.67.73.71

Jun 1, 2021 16:17:44.871889114 CEST 49773 443 192.168.2.4 172.67.73.71

Jun 1, 2021 16:17:44.879462004 CEST 49772 443 192.168.2.4 172.67.73.71

Jun 1, 2021 16:17:44.879677057 CEST 49773 443 192.168.2.4 172.67.73.71

Jun 1, 2021 16:17:44.921098948 CEST 443 49772 172.67.73.71 192.168.2.4

Jun 1, 2021 16:17:44.921360016 CEST 443 49773 172.67.73.71 192.168.2.4

Jun 1, 2021 16:17:44.926867008 CEST 443 49773 172.67.73.71 192.168.2.4

Jun 1, 2021 16:17:44.926894903 CEST 443 49773 172.67.73.71 192.168.2.4

Jun 1, 2021 16:17:44.926973104 CEST 49773 443 192.168.2.4 172.67.73.71

Jun 1, 2021 16:17:44.927004099 CEST 49773 443 192.168.2.4 172.67.73.71

Jun 1, 2021 16:17:44.933440924 CEST 443 49772 172.67.73.71 192.168.2.4

Jun 1, 2021 16:17:44.933470011 CEST 443 49772 172.67.73.71 192.168.2.4

Jun 1, 2021 16:17:44.933552980 CEST 49772 443 192.168.2.4 172.67.73.71

Jun 1, 2021 16:17:44.933582067 CEST 49772 443 192.168.2.4 172.67.73.71

Jun 1, 2021 16:17:44.975595951 CEST 49772 443 192.168.2.4 172.67.73.71

Jun 1, 2021 16:17:44.975693941 CEST 49773 443 192.168.2.4 172.67.73.71

Jun 1, 2021 16:17:44.985392094 CEST 49773 443 192.168.2.4 172.67.73.71

Jun 1, 2021 16:17:44.985572100 CEST 49772 443 192.168.2.4 172.67.73.71

Jun 1, 2021 16:17:44.985649109 CEST 49773 443 192.168.2.4 172.67.73.71

Jun 1, 2021 16:17:45.017206907 CEST 443 49772 172.67.73.71 192.168.2.4

Jun 1, 2021 16:17:45.017647982 CEST 443 49772 172.67.73.71 192.168.2.4

Jun 1, 2021 16:17:45.017724037 CEST 443 49772 172.67.73.71 192.168.2.4

Jun 1, 2021 16:17:45.017726898 CEST 49772 443 192.168.2.4 172.67.73.71

Jun 1, 2021 16:17:45.017772913 CEST 49772 443 192.168.2.4 172.67.73.71

Jun 1, 2021 16:17:45.018955946 CEST 49772 443 192.168.2.4 172.67.73.71

Jun 1, 2021 16:17:45.019295931 CEST 443 49773 172.67.73.71 192.168.2.4

Jun 1, 2021 16:17:45.019448042 CEST 443 49773 172.67.73.71 192.168.2.4

Jun 1, 2021 16:17:45.019460917 CEST 443 49773 172.67.73.71 192.168.2.4

Jun 1, 2021 16:17:45.019507885 CEST 49773 443 192.168.2.4 172.67.73.71

Jun 1, 2021 16:17:45.019531965 CEST 49773 443 192.168.2.4 172.67.73.71

Jun 1, 2021 16:17:45.020420074 CEST 49773 443 192.168.2.4 172.67.73.71

Jun 1, 2021 16:17:45.027033091 CEST 443 49772 172.67.73.71 192.168.2.4

Jun 1, 2021 16:17:45.027050018 CEST 443 49773 172.67.73.71 192.168.2.4

Jun 1, 2021 16:17:45.027060032 CEST 443 49772 172.67.73.71 192.168.2.4

Jun 1, 2021 16:17:45.027072906 CEST 443 49773 172.67.73.71 192.168.2.4

Jun 1, 2021 16:17:45.027144909 CEST 49772 443 192.168.2.4 172.67.73.71

Jun 1, 2021 16:17:45.027204037 CEST 49773 443 192.168.2.4 172.67.73.71

Jun 1, 2021 16:17:45.061214924 CEST 443 49773 172.67.73.71 192.168.2.4

Jun 1, 2021 16:17:45.104391098 CEST 443 49772 172.67.73.71 192.168.2.4

Jun 1, 2021 16:17:45.104707956 CEST 443 49773 172.67.73.71 192.168.2.4

TCP Packets
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Jun 1, 2021 16:17:45.547606945 CEST 443 49773 172.67.73.71 192.168.2.4

Jun 1, 2021 16:17:45.547691107 CEST 443 49773 172.67.73.71 192.168.2.4

Jun 1, 2021 16:17:45.547707081 CEST 443 49773 172.67.73.71 192.168.2.4

Jun 1, 2021 16:17:45.547728062 CEST 443 49773 172.67.73.71 192.168.2.4

Jun 1, 2021 16:17:45.547743082 CEST 443 49773 172.67.73.71 192.168.2.4

Jun 1, 2021 16:17:45.547802925 CEST 49773 443 192.168.2.4 172.67.73.71

Jun 1, 2021 16:17:45.547846079 CEST 49773 443 192.168.2.4 172.67.73.71

Jun 1, 2021 16:17:45.548068047 CEST 443 49773 172.67.73.71 192.168.2.4

Jun 1, 2021 16:17:45.548147917 CEST 49773 443 192.168.2.4 172.67.73.71

Jun 1, 2021 16:17:45.548309088 CEST 443 49773 172.67.73.71 192.168.2.4

Jun 1, 2021 16:17:45.548382998 CEST 49773 443 192.168.2.4 172.67.73.71

Jun 1, 2021 16:17:45.548732996 CEST 443 49773 172.67.73.71 192.168.2.4

Jun 1, 2021 16:17:45.548791885 CEST 49773 443 192.168.2.4 172.67.73.71

Jun 1, 2021 16:17:45.548886061 CEST 443 49773 172.67.73.71 192.168.2.4

Jun 1, 2021 16:17:45.548955917 CEST 49773 443 192.168.2.4 172.67.73.71

Jun 1, 2021 16:17:45.549715996 CEST 443 49773 172.67.73.71 192.168.2.4

Jun 1, 2021 16:17:45.549729109 CEST 443 49773 172.67.73.71 192.168.2.4

Jun 1, 2021 16:17:45.549784899 CEST 49773 443 192.168.2.4 172.67.73.71

Jun 1, 2021 16:17:45.549813986 CEST 49773 443 192.168.2.4 172.67.73.71

Jun 1, 2021 16:17:45.550322056 CEST 443 49773 172.67.73.71 192.168.2.4

Jun 1, 2021 16:17:45.550337076 CEST 443 49773 172.67.73.71 192.168.2.4

Jun 1, 2021 16:17:45.550389051 CEST 49773 443 192.168.2.4 172.67.73.71

Jun 1, 2021 16:17:45.550837994 CEST 443 49773 172.67.73.71 192.168.2.4

Jun 1, 2021 16:17:45.550853968 CEST 443 49773 172.67.73.71 192.168.2.4

Jun 1, 2021 16:17:45.550898075 CEST 49773 443 192.168.2.4 172.67.73.71

Jun 1, 2021 16:17:45.550935030 CEST 49773 443 192.168.2.4 172.67.73.71

Jun 1, 2021 16:17:45.621542931 CEST 49773 443 192.168.2.4 172.67.73.71

Jun 1, 2021 16:17:45.621736050 CEST 49773 443 192.168.2.4 172.67.73.71

Jun 1, 2021 16:17:45.621951103 CEST 49773 443 192.168.2.4 172.67.73.71

Jun 1, 2021 16:17:45.622406960 CEST 49773 443 192.168.2.4 172.67.73.71

Jun 1, 2021 16:17:45.622931957 CEST 49773 443 192.168.2.4 172.67.73.71

Jun 1, 2021 16:17:45.632077932 CEST 49773 443 192.168.2.4 172.67.73.71

Jun 1, 2021 16:17:45.632333994 CEST 49773 443 192.168.2.4 172.67.73.71

Jun 1, 2021 16:17:45.636590958 CEST 443 49773 172.67.73.71 192.168.2.4

Jun 1, 2021 16:17:45.636683941 CEST 49773 443 192.168.2.4 172.67.73.71

Jun 1, 2021 16:17:45.636723042 CEST 443 49773 172.67.73.71 192.168.2.4

Jun 1, 2021 16:17:45.636776924 CEST 49773 443 192.168.2.4 172.67.73.71

Jun 1, 2021 16:17:45.636877060 CEST 443 49773 172.67.73.71 192.168.2.4

Jun 1, 2021 16:17:45.636925936 CEST 49773 443 192.168.2.4 172.67.73.71

Jun 1, 2021 16:17:45.637200117 CEST 443 49773 172.67.73.71 192.168.2.4

Jun 1, 2021 16:17:45.637253046 CEST 49773 443 192.168.2.4 172.67.73.71

Jun 1, 2021 16:17:45.637356997 CEST 443 49773 172.67.73.71 192.168.2.4

Jun 1, 2021 16:17:45.637403011 CEST 49773 443 192.168.2.4 172.67.73.71

Jun 1, 2021 16:17:45.637523890 CEST 443 49773 172.67.73.71 192.168.2.4

Jun 1, 2021 16:17:45.637547016 CEST 443 49773 172.67.73.71 192.168.2.4

Jun 1, 2021 16:17:45.637584925 CEST 49773 443 192.168.2.4 172.67.73.71

Jun 1, 2021 16:17:45.637613058 CEST 49773 443 192.168.2.4 172.67.73.71

Jun 1, 2021 16:17:45.638036013 CEST 443 49773 172.67.73.71 192.168.2.4

Jun 1, 2021 16:17:45.638058901 CEST 443 49773 172.67.73.71 192.168.2.4

Jun 1, 2021 16:17:45.638092995 CEST 49773 443 192.168.2.4 172.67.73.71

Jun 1, 2021 16:17:45.638123989 CEST 49773 443 192.168.2.4 172.67.73.71

Jun 1, 2021 16:17:45.638547897 CEST 443 49773 172.67.73.71 192.168.2.4

Jun 1, 2021 16:17:45.638605118 CEST 49773 443 192.168.2.4 172.67.73.71

Jun 1, 2021 16:17:45.638732910 CEST 443 49773 172.67.73.71 192.168.2.4

Jun 1, 2021 16:17:45.638783932 CEST 49773 443 192.168.2.4 172.67.73.71

Jun 1, 2021 16:17:45.639255047 CEST 443 49773 172.67.73.71 192.168.2.4

Timestamp Source Port Dest Port Source IP Dest IP

Timestamp Source Port Dest Port Source IP Dest IP

Jun 1, 2021 16:16:27.019500017 CEST 53157 53 192.168.2.4 8.8.8.8

Jun 1, 2021 16:16:27.061567068 CEST 53 53157 8.8.8.8 192.168.2.4

Jun 1, 2021 16:16:27.504657984 CEST 62389 53 192.168.2.4 8.8.8.8

Jun 1, 2021 16:16:27.546500921 CEST 53 62389 8.8.8.8 192.168.2.4

UDP Packets
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Jun 1, 2021 16:16:28.451773882 CEST 49910 53 192.168.2.4 8.8.8.8

Jun 1, 2021 16:16:28.497428894 CEST 53 49910 8.8.8.8 192.168.2.4

Jun 1, 2021 16:16:29.333786011 CEST 55854 53 192.168.2.4 8.8.8.8

Jun 1, 2021 16:16:29.350359917 CEST 64549 53 192.168.2.4 8.8.8.8

Jun 1, 2021 16:16:29.375595093 CEST 53 55854 8.8.8.8 192.168.2.4

Jun 1, 2021 16:16:29.393304110 CEST 53 64549 8.8.8.8 192.168.2.4

Jun 1, 2021 16:16:31.231739998 CEST 63153 53 192.168.2.4 8.8.8.8

Jun 1, 2021 16:16:31.273833036 CEST 53 63153 8.8.8.8 192.168.2.4

Jun 1, 2021 16:16:32.188163042 CEST 52991 53 192.168.2.4 8.8.8.8

Jun 1, 2021 16:16:32.230928898 CEST 53 52991 8.8.8.8 192.168.2.4

Jun 1, 2021 16:16:33.125564098 CEST 53700 53 192.168.2.4 8.8.8.8

Jun 1, 2021 16:16:33.167855024 CEST 53 53700 8.8.8.8 192.168.2.4

Jun 1, 2021 16:16:34.467886925 CEST 51726 53 192.168.2.4 8.8.8.8

Jun 1, 2021 16:16:34.511044979 CEST 53 51726 8.8.8.8 192.168.2.4

Jun 1, 2021 16:16:35.453507900 CEST 56794 53 192.168.2.4 8.8.8.8

Jun 1, 2021 16:16:35.497663975 CEST 53 56794 8.8.8.8 192.168.2.4

Jun 1, 2021 16:16:36.389648914 CEST 56534 53 192.168.2.4 8.8.8.8

Jun 1, 2021 16:16:36.434232950 CEST 53 56534 8.8.8.8 192.168.2.4

Jun 1, 2021 16:16:37.372545958 CEST 56627 53 192.168.2.4 8.8.8.8

Jun 1, 2021 16:16:37.415461063 CEST 53 56627 8.8.8.8 192.168.2.4

Jun 1, 2021 16:16:38.254964113 CEST 56621 53 192.168.2.4 8.8.8.8

Jun 1, 2021 16:16:38.299453020 CEST 53 56621 8.8.8.8 192.168.2.4

Jun 1, 2021 16:16:39.283857107 CEST 63116 53 192.168.2.4 8.8.8.8

Jun 1, 2021 16:16:39.326136112 CEST 53 63116 8.8.8.8 192.168.2.4

Jun 1, 2021 16:16:40.124413013 CEST 64078 53 192.168.2.4 8.8.8.8

Jun 1, 2021 16:16:40.166239023 CEST 53 64078 8.8.8.8 192.168.2.4

Jun 1, 2021 16:16:41.053004026 CEST 64801 53 192.168.2.4 8.8.8.8

Jun 1, 2021 16:16:41.095186949 CEST 53 64801 8.8.8.8 192.168.2.4

Jun 1, 2021 16:16:42.910636902 CEST 61721 53 192.168.2.4 8.8.8.8

Jun 1, 2021 16:16:42.952503920 CEST 53 61721 8.8.8.8 192.168.2.4

Jun 1, 2021 16:16:45.528009892 CEST 51255 53 192.168.2.4 8.8.8.8

Jun 1, 2021 16:16:45.569852114 CEST 53 51255 8.8.8.8 192.168.2.4

Jun 1, 2021 16:16:52.466809988 CEST 61522 53 192.168.2.4 8.8.8.8

Jun 1, 2021 16:16:52.473000050 CEST 52337 53 192.168.2.4 8.8.8.8

Jun 1, 2021 16:16:52.512197018 CEST 53 61522 8.8.8.8 192.168.2.4

Jun 1, 2021 16:16:52.519416094 CEST 53 52337 8.8.8.8 192.168.2.4

Jun 1, 2021 16:16:53.074848890 CEST 55046 53 192.168.2.4 8.8.8.8

Jun 1, 2021 16:16:53.117634058 CEST 53 55046 8.8.8.8 192.168.2.4

Jun 1, 2021 16:16:53.482163906 CEST 52337 53 192.168.2.4 8.8.8.8

Jun 1, 2021 16:16:53.482206106 CEST 61522 53 192.168.2.4 8.8.8.8

Jun 1, 2021 16:16:53.524395943 CEST 53 52337 8.8.8.8 192.168.2.4

Jun 1, 2021 16:16:53.524442911 CEST 53 61522 8.8.8.8 192.168.2.4

Jun 1, 2021 16:16:54.528865099 CEST 61522 53 192.168.2.4 8.8.8.8

Jun 1, 2021 16:16:54.528978109 CEST 52337 53 192.168.2.4 8.8.8.8

Jun 1, 2021 16:16:54.571221113 CEST 53 61522 8.8.8.8 192.168.2.4

Jun 1, 2021 16:16:54.572772026 CEST 53 52337 8.8.8.8 192.168.2.4

Jun 1, 2021 16:16:55.160021067 CEST 49612 53 192.168.2.4 8.8.8.8

Jun 1, 2021 16:16:55.202280998 CEST 53 49612 8.8.8.8 192.168.2.4

Jun 1, 2021 16:16:56.575819969 CEST 52337 53 192.168.2.4 8.8.8.8

Jun 1, 2021 16:16:56.577541113 CEST 61522 53 192.168.2.4 8.8.8.8

Jun 1, 2021 16:16:56.617657900 CEST 53 52337 8.8.8.8 192.168.2.4

Jun 1, 2021 16:16:56.624428988 CEST 53 61522 8.8.8.8 192.168.2.4

Jun 1, 2021 16:17:00.624553919 CEST 52337 53 192.168.2.4 8.8.8.8

Jun 1, 2021 16:17:00.624598026 CEST 61522 53 192.168.2.4 8.8.8.8

Jun 1, 2021 16:17:00.666806936 CEST 53 61522 8.8.8.8 192.168.2.4

Jun 1, 2021 16:17:00.666840076 CEST 53 52337 8.8.8.8 192.168.2.4

Jun 1, 2021 16:17:01.691066980 CEST 49285 53 192.168.2.4 8.8.8.8

Jun 1, 2021 16:17:01.733459949 CEST 53 49285 8.8.8.8 192.168.2.4

Jun 1, 2021 16:17:21.894762039 CEST 50601 53 192.168.2.4 8.8.8.8

Jun 1, 2021 16:17:22.015096903 CEST 53 50601 8.8.8.8 192.168.2.4

Jun 1, 2021 16:17:22.472752094 CEST 60875 53 192.168.2.4 8.8.8.8

Jun 1, 2021 16:17:22.516963959 CEST 53 60875 8.8.8.8 192.168.2.4

Jun 1, 2021 16:17:23.081192017 CEST 56448 53 192.168.2.4 8.8.8.8

Jun 1, 2021 16:17:23.123404980 CEST 53 56448 8.8.8.8 192.168.2.4

Timestamp Source Port Dest Port Source IP Dest IP

Copyright Joe Security LLC 2021 Page 54 of 72



Jun 1, 2021 16:17:23.701883078 CEST 59172 53 192.168.2.4 8.8.8.8

Jun 1, 2021 16:17:23.744782925 CEST 53 59172 8.8.8.8 192.168.2.4

Jun 1, 2021 16:17:24.177006960 CEST 62420 53 192.168.2.4 8.8.8.8

Jun 1, 2021 16:17:24.219482899 CEST 53 62420 8.8.8.8 192.168.2.4

Jun 1, 2021 16:17:24.839143038 CEST 60579 53 192.168.2.4 8.8.8.8

Jun 1, 2021 16:17:24.896975994 CEST 53 60579 8.8.8.8 192.168.2.4

Jun 1, 2021 16:17:25.291780949 CEST 50183 53 192.168.2.4 8.8.8.8

Jun 1, 2021 16:17:25.341996908 CEST 53 50183 8.8.8.8 192.168.2.4

Jun 1, 2021 16:17:25.565016985 CEST 61531 53 192.168.2.4 8.8.8.8

Jun 1, 2021 16:17:25.606901884 CEST 53 61531 8.8.8.8 192.168.2.4

Jun 1, 2021 16:17:26.270973921 CEST 49228 53 192.168.2.4 8.8.8.8

Jun 1, 2021 16:17:26.313621998 CEST 53 49228 8.8.8.8 192.168.2.4

Jun 1, 2021 16:17:27.519967079 CEST 59794 53 192.168.2.4 8.8.8.8

Jun 1, 2021 16:17:27.562818050 CEST 53 59794 8.8.8.8 192.168.2.4

Jun 1, 2021 16:17:28.360029936 CEST 55916 53 192.168.2.4 8.8.8.8

Jun 1, 2021 16:17:28.488002062 CEST 53 55916 8.8.8.8 192.168.2.4

Jun 1, 2021 16:17:28.961009979 CEST 52752 53 192.168.2.4 8.8.8.8

Jun 1, 2021 16:17:29.003602028 CEST 53 52752 8.8.8.8 192.168.2.4

Jun 1, 2021 16:17:31.569964886 CEST 60542 53 192.168.2.4 8.8.8.8

Jun 1, 2021 16:17:32.581660986 CEST 60542 53 192.168.2.4 8.8.8.8

Jun 1, 2021 16:17:32.635641098 CEST 53 60542 8.8.8.8 192.168.2.4

Jun 1, 2021 16:17:40.274972916 CEST 60689 53 192.168.2.4 8.8.8.8

Jun 1, 2021 16:17:40.319230080 CEST 53 60689 8.8.8.8 192.168.2.4

Jun 1, 2021 16:17:43.501211882 CEST 64206 53 192.168.2.4 8.8.8.8

Jun 1, 2021 16:17:43.543581963 CEST 53 64206 8.8.8.8 192.168.2.4

Jun 1, 2021 16:17:43.544961929 CEST 50904 53 192.168.2.4 8.8.8.8

Jun 1, 2021 16:17:43.590949059 CEST 53 50904 8.8.8.8 192.168.2.4

Jun 1, 2021 16:17:44.763592958 CEST 57525 53 192.168.2.4 8.8.8.8

Jun 1, 2021 16:17:44.806180000 CEST 53 57525 8.8.8.8 192.168.2.4

Jun 1, 2021 16:17:45.644607067 CEST 53814 53 192.168.2.4 8.8.8.8

Jun 1, 2021 16:17:45.686902046 CEST 53 53814 8.8.8.8 192.168.2.4

Jun 1, 2021 16:17:46.134180069 CEST 53418 53 192.168.2.4 8.8.8.8

Jun 1, 2021 16:17:46.169044971 CEST 62833 53 192.168.2.4 8.8.8.8

Jun 1, 2021 16:17:46.169070005 CEST 59260 53 192.168.2.4 8.8.8.8

Jun 1, 2021 16:17:46.180949926 CEST 53 53418 8.8.8.8 192.168.2.4

Jun 1, 2021 16:17:46.211142063 CEST 53 59260 8.8.8.8 192.168.2.4

Jun 1, 2021 16:17:46.211158991 CEST 53 62833 8.8.8.8 192.168.2.4

Jun 1, 2021 16:17:46.528444052 CEST 49944 53 192.168.2.4 8.8.8.8

Jun 1, 2021 16:17:46.578485966 CEST 53 49944 8.8.8.8 192.168.2.4

Jun 1, 2021 16:17:47.183161020 CEST 63300 53 192.168.2.4 8.8.8.8

Jun 1, 2021 16:17:47.226047993 CEST 53 63300 8.8.8.8 192.168.2.4

Jun 1, 2021 16:18:09.992769957 CEST 63492 53 192.168.2.4 8.8.8.8

Jun 1, 2021 16:18:10.043349981 CEST 53 63492 8.8.8.8 192.168.2.4

Jun 1, 2021 16:18:10.548873901 CEST 58945 53 192.168.2.4 8.8.8.8

Jun 1, 2021 16:18:10.591500044 CEST 53 58945 8.8.8.8 192.168.2.4

Jun 1, 2021 16:18:12.649698019 CEST 60779 53 192.168.2.4 8.8.8.8

Jun 1, 2021 16:18:12.692118883 CEST 53 60779 8.8.8.8 192.168.2.4

Jun 1, 2021 16:18:13.222003937 CEST 64014 53 192.168.2.4 8.8.8.8

Jun 1, 2021 16:18:13.279082060 CEST 53 64014 8.8.8.8 192.168.2.4

Jun 1, 2021 16:18:13.352041960 CEST 57091 53 192.168.2.4 8.8.8.8

Jun 1, 2021 16:18:13.415499926 CEST 53 57091 8.8.8.8 192.168.2.4

Jun 1, 2021 16:18:13.567023993 CEST 55904 53 192.168.2.4 8.8.8.8

Jun 1, 2021 16:18:13.608680010 CEST 53 55904 8.8.8.8 192.168.2.4

Jun 1, 2021 16:18:13.713042021 CEST 52109 53 192.168.2.4 8.8.8.8

Jun 1, 2021 16:18:13.755753040 CEST 53 52109 8.8.8.8 192.168.2.4

Jun 1, 2021 16:18:14.297118902 CEST 54450 53 192.168.2.4 8.8.8.8

Jun 1, 2021 16:18:14.338783979 CEST 53 54450 8.8.8.8 192.168.2.4

Jun 1, 2021 16:18:14.572058916 CEST 55904 53 192.168.2.4 8.8.8.8

Jun 1, 2021 16:18:14.614020109 CEST 53 55904 8.8.8.8 192.168.2.4

Jun 1, 2021 16:18:15.274686098 CEST 54450 53 192.168.2.4 8.8.8.8

Jun 1, 2021 16:18:15.319256067 CEST 53 54450 8.8.8.8 192.168.2.4

Jun 1, 2021 16:18:15.630150080 CEST 55904 53 192.168.2.4 8.8.8.8

Jun 1, 2021 16:18:15.672271013 CEST 53 55904 8.8.8.8 192.168.2.4

Jun 1, 2021 16:18:16.341546059 CEST 54450 53 192.168.2.4 8.8.8.8

Timestamp Source Port Dest Port Source IP Dest IP
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Jun 1, 2021 16:18:16.383287907 CEST 53 54450 8.8.8.8 192.168.2.4

Jun 1, 2021 16:18:17.627563000 CEST 55904 53 192.168.2.4 8.8.8.8

Jun 1, 2021 16:18:17.669846058 CEST 53 55904 8.8.8.8 192.168.2.4

Jun 1, 2021 16:18:18.369586945 CEST 54450 53 192.168.2.4 8.8.8.8

Jun 1, 2021 16:18:18.411401987 CEST 53 54450 8.8.8.8 192.168.2.4

Jun 1, 2021 16:18:21.667872906 CEST 55904 53 192.168.2.4 8.8.8.8

Jun 1, 2021 16:18:21.711150885 CEST 53 55904 8.8.8.8 192.168.2.4

Jun 1, 2021 16:18:22.414561987 CEST 54450 53 192.168.2.4 8.8.8.8

Jun 1, 2021 16:18:22.456409931 CEST 53 54450 8.8.8.8 192.168.2.4

Jun 1, 2021 16:18:25.636708975 CEST 49374 53 192.168.2.4 8.8.8.8

Jun 1, 2021 16:18:25.701714039 CEST 53 49374 8.8.8.8 192.168.2.4

Timestamp Source Port Dest Port Source IP Dest IP

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Jun 1, 2021 16:17:31.569964886 CEST 192.168.2.4 8.8.8.8 0x7cdd Standard query 
(0)

visiontimes.com A (IP address) IN (0x0001)

Jun 1, 2021 16:17:32.581660986 CEST 192.168.2.4 8.8.8.8 0x7cdd Standard query 
(0)

visiontimes.com A (IP address) IN (0x0001)

Jun 1, 2021 16:17:43.544961929 CEST 192.168.2.4 8.8.8.8 0xb5ba Standard query 
(0)

www.vision
times.com

A (IP address) IN (0x0001)

Jun 1, 2021 16:17:44.763592958 CEST 192.168.2.4 8.8.8.8 0x3549 Standard query 
(0)

www.vision
times.com

A (IP address) IN (0x0001)

Jun 1, 2021 16:17:46.134180069 CEST 192.168.2.4 8.8.8.8 0x4818 Standard query 
(0)

img.vision
times.com

A (IP address) IN (0x0001)

Jun 1, 2021 16:17:46.169044971 CEST 192.168.2.4 8.8.8.8 0x12c7 Standard query 
(0)

secure.gra
vatar.com

A (IP address) IN (0x0001)

Jun 1, 2021 16:18:10.548873901 CEST 192.168.2.4 8.8.8.8 0xb530 Standard query 
(0)

img.vision
times.com

A (IP address) IN (0x0001)

Jun 1, 2021 16:18:12.649698019 CEST 192.168.2.4 8.8.8.8 0xffb5 Standard query 
(0)

www.youtub
e.com

A (IP address) IN (0x0001)

Jun 1, 2021 16:18:13.352041960 CEST 192.168.2.4 8.8.8.8 0x7ca6 Standard query 
(0)

i.ytimg.com A (IP address) IN (0x0001)

Jun 1, 2021 16:18:25.636708975 CEST 192.168.2.4 8.8.8.8 0x3a6 Standard query 
(0)

googleads.
g.doubleclick.net

A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Jun 1, 2021 
16:16:27.061567068 
CEST

8.8.8.8 192.168.2.4 0x52b2 No error (0) a-0019.a.d
ns.afd.azure.com

a-
0019.standard.a-
msedge.net

CNAME 
(Canonical name)

IN (0x0001)

Jun 1, 2021 
16:17:32.635641098 
CEST

8.8.8.8 192.168.2.4 0x7cdd No error (0) visiontimes.com 172.67.73.71 A (IP address) IN (0x0001)

Jun 1, 2021 
16:17:32.635641098 
CEST

8.8.8.8 192.168.2.4 0x7cdd No error (0) visiontimes.com 104.26.3.228 A (IP address) IN (0x0001)

Jun 1, 2021 
16:17:32.635641098 
CEST

8.8.8.8 192.168.2.4 0x7cdd No error (0) visiontimes.com 104.26.2.228 A (IP address) IN (0x0001)

Jun 1, 2021 
16:17:43.590949059 
CEST

8.8.8.8 192.168.2.4 0xb5ba No error (0) www.vision
times.com

172.67.73.71 A (IP address) IN (0x0001)

Jun 1, 2021 
16:17:43.590949059 
CEST

8.8.8.8 192.168.2.4 0xb5ba No error (0) www.vision
times.com

104.26.2.228 A (IP address) IN (0x0001)

Jun 1, 2021 
16:17:43.590949059 
CEST

8.8.8.8 192.168.2.4 0xb5ba No error (0) www.vision
times.com

104.26.3.228 A (IP address) IN (0x0001)

Jun 1, 2021 
16:17:44.806180000 
CEST

8.8.8.8 192.168.2.4 0x3549 No error (0) www.vision
times.com

172.67.73.71 A (IP address) IN (0x0001)

Jun 1, 2021 
16:17:44.806180000 
CEST

8.8.8.8 192.168.2.4 0x3549 No error (0) www.vision
times.com

104.26.2.228 A (IP address) IN (0x0001)

Jun 1, 2021 
16:17:44.806180000 
CEST

8.8.8.8 192.168.2.4 0x3549 No error (0) www.vision
times.com

104.26.3.228 A (IP address) IN (0x0001)

Jun 1, 2021 
16:17:46.180949926 
CEST

8.8.8.8 192.168.2.4 0x4818 No error (0) img.vision
times.com

104.26.2.228 A (IP address) IN (0x0001)

DNS Queries

DNS Answers
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Jun 1, 2021 
16:17:46.180949926 
CEST

8.8.8.8 192.168.2.4 0x4818 No error (0) img.vision
times.com

172.67.73.71 A (IP address) IN (0x0001)

Jun 1, 2021 
16:17:46.180949926 
CEST

8.8.8.8 192.168.2.4 0x4818 No error (0) img.vision
times.com

104.26.3.228 A (IP address) IN (0x0001)

Jun 1, 2021 
16:17:46.211158991 
CEST

8.8.8.8 192.168.2.4 0x12c7 No error (0) secure.gra
vatar.com

192.0.73.2 A (IP address) IN (0x0001)

Jun 1, 2021 
16:18:10.591500044 
CEST

8.8.8.8 192.168.2.4 0xb530 No error (0) img.vision
times.com

104.26.2.228 A (IP address) IN (0x0001)

Jun 1, 2021 
16:18:10.591500044 
CEST

8.8.8.8 192.168.2.4 0xb530 No error (0) img.vision
times.com

172.67.73.71 A (IP address) IN (0x0001)

Jun 1, 2021 
16:18:10.591500044 
CEST

8.8.8.8 192.168.2.4 0xb530 No error (0) img.vision
times.com

104.26.3.228 A (IP address) IN (0x0001)

Jun 1, 2021 
16:18:12.692118883 
CEST

8.8.8.8 192.168.2.4 0xffb5 No error (0) www.youtub
e.com

youtube-
ui.l.google.com

CNAME 
(Canonical name)

IN (0x0001)

Jun 1, 2021 
16:18:13.415499926 
CEST

8.8.8.8 192.168.2.4 0x7ca6 No error (0) i.ytimg.com 172.217.20.22 A (IP address) IN (0x0001)

Jun 1, 2021 
16:18:13.415499926 
CEST

8.8.8.8 192.168.2.4 0x7ca6 No error (0) i.ytimg.com 142.250.180.214 A (IP address) IN (0x0001)

Jun 1, 2021 
16:18:13.415499926 
CEST

8.8.8.8 192.168.2.4 0x7ca6 No error (0) i.ytimg.com 142.250.180.246 A (IP address) IN (0x0001)

Jun 1, 2021 
16:18:13.415499926 
CEST

8.8.8.8 192.168.2.4 0x7ca6 No error (0) i.ytimg.com 142.250.201.214 A (IP address) IN (0x0001)

Jun 1, 2021 
16:18:13.415499926 
CEST

8.8.8.8 192.168.2.4 0x7ca6 No error (0) i.ytimg.com 216.58.214.214 A (IP address) IN (0x0001)

Jun 1, 2021 
16:18:13.415499926 
CEST

8.8.8.8 192.168.2.4 0x7ca6 No error (0) i.ytimg.com 216.58.214.246 A (IP address) IN (0x0001)

Jun 1, 2021 
16:18:13.415499926 
CEST

8.8.8.8 192.168.2.4 0x7ca6 No error (0) i.ytimg.com 172.217.16.118 A (IP address) IN (0x0001)

Jun 1, 2021 
16:18:13.415499926 
CEST

8.8.8.8 192.168.2.4 0x7ca6 No error (0) i.ytimg.com 172.217.18.86 A (IP address) IN (0x0001)

Jun 1, 2021 
16:18:13.415499926 
CEST

8.8.8.8 192.168.2.4 0x7ca6 No error (0) i.ytimg.com 172.217.19.118 A (IP address) IN (0x0001)

Jun 1, 2021 
16:18:25.701714039 
CEST

8.8.8.8 192.168.2.4 0x3a6 No error (0) googleads.
g.doubleclick.net

172.217.19.98 A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Timestamp Source IP
Source
Port Dest IP

Dest
Port Subject Issuer

Not
Before

Not
After

JA3 SSL Client
Fingerprint JA3 SSL Client Digest

Jun 1, 2021 
16:17:44.926894903 
CEST

172.67.73.71 443 192.168.2.4 49773 CN=sni.cloudflaressl.com, 
O="Cloudflare, Inc.", L=San 
Francisco, ST=California, 
C=US CN=Cloudflare Inc ECC 
CA-3, O="Cloudflare, Inc.", 
C=US

CN=Cloudflare Inc 
ECC CA-3, 
O="Cloudflare, Inc.", 
C=US CN=Baltimore 
CyberTrust Root, 
OU=CyberTrust, 
O=Baltimore, C=IE

Fri Apr 
16 
02:00:00 
CEST 
2021 
Mon Jan 
27 
13:48:08 
CET 
2020

Sat Apr 
16 
01:59:59 
CEST 
2022 
Wed 
Jan 01 
00:59:59 
CET 
2025

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
16-23-24-
65281,29-23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Cloudflare Inc ECC CA-3, 
O="Cloudflare, Inc.", C=US

CN=Baltimore 
CyberTrust Root, 
OU=CyberTrust, 
O=Baltimore, C=IE

Mon Jan 
27 
13:48:08 
CET 
2020

Wed 
Jan 01 
00:59:59 
CET 
2025

HTTPS Packets
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Jun 1, 2021 
16:17:44.933470011 
CEST

172.67.73.71 443 192.168.2.4 49772 CN=sni.cloudflaressl.com, 
O="Cloudflare, Inc.", L=San 
Francisco, ST=California, 
C=US CN=Cloudflare Inc ECC 
CA-3, O="Cloudflare, Inc.", 
C=US

CN=Cloudflare Inc 
ECC CA-3, 
O="Cloudflare, Inc.", 
C=US CN=Baltimore 
CyberTrust Root, 
OU=CyberTrust, 
O=Baltimore, C=IE

Fri Apr 
16 
02:00:00 
CEST 
2021 
Mon Jan 
27 
13:48:08 
CET 
2020

Sat Apr 
16 
01:59:59 
CEST 
2022 
Wed 
Jan 01 
00:59:59 
CET 
2025

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
16-23-24-
65281,29-23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Cloudflare Inc ECC CA-3, 
O="Cloudflare, Inc.", C=US

CN=Baltimore 
CyberTrust Root, 
OU=CyberTrust, 
O=Baltimore, C=IE

Mon Jan 
27 
13:48:08 
CET 
2020

Wed 
Jan 01 
00:59:59 
CET 
2025

Jun 1, 2021 
16:17:46.285536051 
CEST

104.26.2.228 443 192.168.2.4 49777 CN=sni.cloudflaressl.com, 
O="Cloudflare, Inc.", L=San 
Francisco, ST=California, 
C=US CN=Cloudflare Inc ECC 
CA-3, O="Cloudflare, Inc.", 
C=US

CN=Cloudflare Inc 
ECC CA-3, 
O="Cloudflare, Inc.", 
C=US CN=Baltimore 
CyberTrust Root, 
OU=CyberTrust, 
O=Baltimore, C=IE

Fri Apr 
16 
02:00:00 
CEST 
2021 
Mon Jan 
27 
13:48:08 
CET 
2020

Sat Apr 
16 
01:59:59 
CEST 
2022 
Wed 
Jan 01 
00:59:59 
CET 
2025

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
16-23-24-
65281,29-23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Cloudflare Inc ECC CA-3, 
O="Cloudflare, Inc.", C=US

CN=Baltimore 
CyberTrust Root, 
OU=CyberTrust, 
O=Baltimore, C=IE

Mon Jan 
27 
13:48:08 
CET 
2020

Wed 
Jan 01 
00:59:59 
CET 
2025

Jun 1, 2021 
16:17:46.286772966 
CEST

104.26.2.228 443 192.168.2.4 49776 CN=sni.cloudflaressl.com, 
O="Cloudflare, Inc.", L=San 
Francisco, ST=California, 
C=US CN=Cloudflare Inc ECC 
CA-3, O="Cloudflare, Inc.", 
C=US

CN=Cloudflare Inc 
ECC CA-3, 
O="Cloudflare, Inc.", 
C=US CN=Baltimore 
CyberTrust Root, 
OU=CyberTrust, 
O=Baltimore, C=IE

Fri Apr 
16 
02:00:00 
CEST 
2021 
Mon Jan 
27 
13:48:08 
CET 
2020

Sat Apr 
16 
01:59:59 
CEST 
2022 
Wed 
Jan 01 
00:59:59 
CET 
2025

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
16-23-24-
65281,29-23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Cloudflare Inc ECC CA-3, 
O="Cloudflare, Inc.", C=US

CN=Baltimore 
CyberTrust Root, 
OU=CyberTrust, 
O=Baltimore, C=IE

Mon Jan 
27 
13:48:08 
CET 
2020

Wed 
Jan 01 
00:59:59 
CET 
2025

Jun 1, 2021 
16:17:46.290395021 
CEST

104.26.2.228 443 192.168.2.4 49778 CN=sni.cloudflaressl.com, 
O="Cloudflare, Inc.", L=San 
Francisco, ST=California, 
C=US CN=Cloudflare Inc ECC 
CA-3, O="Cloudflare, Inc.", 
C=US

CN=Cloudflare Inc 
ECC CA-3, 
O="Cloudflare, Inc.", 
C=US CN=Baltimore 
CyberTrust Root, 
OU=CyberTrust, 
O=Baltimore, C=IE

Fri Apr 
16 
02:00:00 
CEST 
2021 
Mon Jan 
27 
13:48:08 
CET 
2020

Sat Apr 
16 
01:59:59 
CEST 
2022 
Wed 
Jan 01 
00:59:59 
CET 
2025

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
16-23-24-
65281,29-23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Cloudflare Inc ECC CA-3, 
O="Cloudflare, Inc.", C=US

CN=Baltimore 
CyberTrust Root, 
OU=CyberTrust, 
O=Baltimore, C=IE

Mon Jan 
27 
13:48:08 
CET 
2020

Wed 
Jan 01 
00:59:59 
CET 
2025

Jun 1, 2021 
16:17:46.322158098 
CEST

192.0.73.2 443 192.168.2.4 49782 CN=*.gravatar.com 
CN=Sectigo RSA Domain 
Validation Secure Server CA, 
O=Sectigo Limited, L=Salford, 
ST=Greater Manchester, 
C=GB CN=USERTrust RSA 
Certification Authority, O=The 
USERTRUST Network, 
L=Jersey City, ST=New 
Jersey, C=US

CN=Sectigo RSA 
Domain Validation 
Secure Server CA, 
O=Sectigo Limited, 
L=Salford, 
ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification 
Authority, O=The 
USERTRUST 
Network, L=Jersey 
City, ST=New 
Jersey, C=US 
CN=AAA Certificate 
Services, O=Comodo 
CA Limited, 
L=Salford, 
ST=Greater 
Manchester, C=GB

Fri Aug 
14 
02:00:00 
CEST 
2020 Fri 
Nov 02 
01:00:00 
CET 
2018 
Tue Mar 
12 
01:00:00 
CET 
2019

Wed 
Nov 16 
01:00:00 
CET 
2022 
Wed 
Jan 01 
00:59:59 
CET 
2031 
Mon Jan 
01 
00:59:59 
CET 
2029

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
16-23-24-
65281,29-23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

Timestamp Source IP
Source
Port Dest IP

Dest
Port Subject Issuer

Not
Before

Not
After

JA3 SSL Client
Fingerprint JA3 SSL Client Digest
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CN=Sectigo RSA Domain 
Validation Secure Server CA, 
O=Sectigo Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

CN=USERTrust RSA 
Certification 
Authority, O=The 
USERTRUST 
Network, L=Jersey 
City, ST=New 
Jersey, C=US

Fri Nov 
02 
01:00:00 
CET 
2018

Wed 
Jan 01 
00:59:59 
CET 
2031

CN=USERTrust RSA 
Certification Authority, O=The 
USERTRUST Network, 
L=Jersey City, ST=New 
Jersey, C=US

CN=AAA Certificate 
Services, O=Comodo 
CA Limited, 
L=Salford, 
ST=Greater 
Manchester, C=GB

Tue Mar 
12 
01:00:00 
CET 
2019

Mon Jan 
01 
00:59:59 
CET 
2029

Jun 1, 2021 
16:17:46.322660923 
CEST

192.0.73.2 443 192.168.2.4 49780 CN=*.gravatar.com 
CN=Sectigo RSA Domain 
Validation Secure Server CA, 
O=Sectigo Limited, L=Salford, 
ST=Greater Manchester, 
C=GB CN=USERTrust RSA 
Certification Authority, O=The 
USERTRUST Network, 
L=Jersey City, ST=New 
Jersey, C=US

CN=Sectigo RSA 
Domain Validation 
Secure Server CA, 
O=Sectigo Limited, 
L=Salford, 
ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification 
Authority, O=The 
USERTRUST 
Network, L=Jersey 
City, ST=New 
Jersey, C=US 
CN=AAA Certificate 
Services, O=Comodo 
CA Limited, 
L=Salford, 
ST=Greater 
Manchester, C=GB

Fri Aug 
14 
02:00:00 
CEST 
2020 Fri 
Nov 02 
01:00:00 
CET 
2018 
Tue Mar 
12 
01:00:00 
CET 
2019

Wed 
Nov 16 
01:00:00 
CET 
2022 
Wed 
Jan 01 
00:59:59 
CET 
2031 
Mon Jan 
01 
00:59:59 
CET 
2029

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
16-23-24-
65281,29-23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Sectigo RSA Domain 
Validation Secure Server CA, 
O=Sectigo Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

CN=USERTrust RSA 
Certification 
Authority, O=The 
USERTRUST 
Network, L=Jersey 
City, ST=New 
Jersey, C=US

Fri Nov 
02 
01:00:00 
CET 
2018

Wed 
Jan 01 
00:59:59 
CET 
2031

CN=USERTrust RSA 
Certification Authority, O=The 
USERTRUST Network, 
L=Jersey City, ST=New 
Jersey, C=US

CN=AAA Certificate 
Services, O=Comodo 
CA Limited, 
L=Salford, 
ST=Greater 
Manchester, C=GB

Tue Mar 
12 
01:00:00 
CET 
2019

Mon Jan 
01 
00:59:59 
CET 
2029

Jun 1, 2021 
16:18:10.689296007 
CEST

104.26.2.228 443 192.168.2.4 49792 CN=sni.cloudflaressl.com, 
O="Cloudflare, Inc.", L=San 
Francisco, ST=California, 
C=US CN=Cloudflare Inc ECC 
CA-3, O="Cloudflare, Inc.", 
C=US

CN=Cloudflare Inc 
ECC CA-3, 
O="Cloudflare, Inc.", 
C=US CN=Baltimore 
CyberTrust Root, 
OU=CyberTrust, 
O=Baltimore, C=IE

Fri Apr 
16 
02:00:00 
CEST 
2021 
Mon Jan 
27 
13:48:08 
CET 
2020

Sat Apr 
16 
01:59:59 
CEST 
2022 
Wed 
Jan 01 
00:59:59 
CET 
2025

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
23-65281,29-23-
24,0

37f463bf4616ecd445d4a1
937da06e19

CN=Cloudflare Inc ECC CA-3, 
O="Cloudflare, Inc.", C=US

CN=Baltimore 
CyberTrust Root, 
OU=CyberTrust, 
O=Baltimore, C=IE

Mon Jan 
27 
13:48:08 
CET 
2020

Wed 
Jan 01 
00:59:59 
CET 
2025

Jun 1, 2021 
16:18:13.570411921 
CEST

172.217.20.22 443 192.168.2.4 49797 CN=edgestatic.com, 
O=Google LLC, L=Mountain 
View, ST=California, C=US 
CN=GTS CA 1O1, O=Google 
Trust Services, C=US

CN=GTS CA 1O1, 
O=Google Trust 
Services, C=US 
CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root 
CA - R2

Mon 
May 03 
11:00:24 
CEST 
2021 
Thu Jun 
15 
02:00:42 
CEST 
2017

Mon Jul 
26 
11:00:23 
CEST 
2021 
Wed 
Dec 15 
01:00:42 
CET 
2021

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
16-23-24-
65281,29-23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=GTS CA 1O1, O=Google 
Trust Services, C=US

CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root 
CA - R2

Thu Jun 
15 
02:00:42 
CEST 
2017

Wed 
Dec 15 
01:00:42 
CET 
2021

Timestamp Source IP
Source
Port Dest IP

Dest
Port Subject Issuer

Not
Before

Not
After

JA3 SSL Client
Fingerprint JA3 SSL Client Digest
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Code Manipulations

Statistics

Behavior

• AcroRd32.exe

• AcroRd32.exe

• RdrCEF.exe

• RdrCEF.exe

• RdrCEF.exe

• RdrCEF.exe

• RdrCEF.exe

• iexplore.exe

• iexplore.exe

Click to jump to process

Jun 1, 2021 
16:18:13.571150064 
CEST

172.217.20.22 443 192.168.2.4 49796 CN=edgestatic.com, 
O=Google LLC, L=Mountain 
View, ST=California, C=US 
CN=GTS CA 1O1, O=Google 
Trust Services, C=US

CN=GTS CA 1O1, 
O=Google Trust 
Services, C=US 
CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root 
CA - R2

Mon 
May 03 
11:00:24 
CEST 
2021 
Thu Jun 
15 
02:00:42 
CEST 
2017

Mon Jul 
26 
11:00:23 
CEST 
2021 
Wed 
Dec 15 
01:00:42 
CET 
2021

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
16-23-24-
65281,29-23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=GTS CA 1O1, O=Google 
Trust Services, C=US

CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root 
CA - R2

Thu Jun 
15 
02:00:42 
CEST 
2017

Wed 
Dec 15 
01:00:42 
CET 
2021

Jun 1, 2021 
16:18:25.834748030 
CEST

172.217.19.98 443 192.168.2.4 49800 CN=*.g.doubleclick.net, 
O=Google LLC, L=Mountain 
View, ST=California, C=US 
CN=GTS CA 1O1, O=Google 
Trust Services, C=US

CN=GTS CA 1O1, 
O=Google Trust 
Services, C=US 
CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root 
CA - R2

Mon 
May 03 
11:01:14 
CEST 
2021 
Thu Jun 
15 
02:00:42 
CEST 
2017

Mon Jul 
26 
11:01:13 
CEST 
2021 
Wed 
Dec 15 
01:00:42 
CET 
2021

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
16-23-24-
65281,29-23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=GTS CA 1O1, O=Google 
Trust Services, C=US

CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root 
CA - R2

Thu Jun 
15 
02:00:42 
CEST 
2017

Wed 
Dec 15 
01:00:42 
CET 
2021

Jun 1, 2021 
16:18:25.835155010 
CEST

172.217.19.98 443 192.168.2.4 49801 CN=*.g.doubleclick.net, 
O=Google LLC, L=Mountain 
View, ST=California, C=US 
CN=GTS CA 1O1, O=Google 
Trust Services, C=US

CN=GTS CA 1O1, 
O=Google Trust 
Services, C=US 
CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root 
CA - R2

Mon 
May 03 
11:01:14 
CEST 
2021 
Thu Jun 
15 
02:00:42 
CEST 
2017

Mon Jul 
26 
11:01:13 
CEST 
2021 
Wed 
Dec 15 
01:00:42 
CET 
2021

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
16-23-24-
65281,29-23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=GTS CA 1O1, O=Google 
Trust Services, C=US

CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root 
CA - R2

Thu Jun 
15 
02:00:42 
CEST 
2017

Wed 
Dec 15 
01:00:42 
CET 
2021

Timestamp Source IP
Source
Port Dest IP

Dest
Port Subject Issuer

Not
Before

Not
After

JA3 SSL Client
Fingerprint JA3 SSL Client Digest
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System Behavior

File ActivitiesFile Activities

Start time: 16:16:34

Start date: 01/06/2021

Path: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroRd32.exe

Wow64 process (32bit): true

Commandline: 'C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroRd32.exe' 'C:\Users\u
ser\Desktop\ChineseCoronaviruses53lyqK.pdf'

Imagebase: 0x1290000

File size: 2571312 bytes

MD5 hash: B969CF0C7B2C443A99034881E8C8740A

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: moderate

File Path Access Attributes Options Completion Count
Source
Address Symbol

C:\Users\user\AppData\Local\Temp\acrord32_sbx read data or list 
directory | read 
attributes | write 
attributes | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 12C65C3 CreateDirectoryExW

C:\Users\user\AppData\Local\Temp\acrocef_low read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 12EAE05 CreateDirectoryW

C:\Users\user\AppData\LocalLow\Adobe\Acrobat\DC\ConnectorIcons read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident

success or wait 1 12DEA85 NtCreateFile

C:\Users\user\AppData\LocalLow\Adobe\Acrobat\DC\ConnectorIco
ns\icon-210601141643Z-239.bmp

read data or list 
directory | write 
data or add file | 
append data or 
add 
subdirectory or 
create pipe 
instance | read 
ea | write ea | 
read attributes | 
write attributes | 
read control | 
synchronize

device synchronous io 
non alert | non 
directory file

success or wait 1 12DEA85 NtCreateFile

C:\Users\user read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 13583C8 HttpSendRequestA

C:\Users\user\AppData\Local read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 13583C8 HttpSendRequestA

Analysis Process: AcroRd32.exe PID: 7024 Parent PID: 6116Analysis Process: AcroRd32.exe PID: 7024 Parent PID: 6116

General

File CreatedFile Created
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 13583C8 HttpSendRequestA

C:\Users\user read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 13583C8 HttpSendRequestA

C:\Users\user\AppData\Local read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 13583C8 HttpSendRequestA

C:\Users\user\AppData\Local\Microsoft\Windows\INetCookies read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 13583C8 HttpSendRequestA

C:\Users\user\AppData\Local\Temp\acrord32_sbx\A9R1970u89_t3k
n_5hs.tmp

read data or list 
directory | write 
data or add file | 
append data or 
add 
subdirectory or 
create pipe 
instance | read 
ea | write ea | 
read attributes | 
write attributes | 
read control | 
synchronize

device synchronous io 
non alert | non 
directory file

success or wait 1 12DEA85 NtCreateFile

C:\Users\user\AppData\LocalLow\Adobe\Acrobat\DC\ReaderMessages-
journal

read data or list 
directory | write 
data or add file | 
append data or 
add 
subdirectory or 
create pipe 
instance | read 
ea | write ea | 
read attributes | 
write attributes | 
read control | 
synchronize

device synchronous io 
non alert | non 
directory file

success or wait 3 12DEA85 NtCreateFile

C:\Users\user\AppData\Local\Temp\acrord32_sbx\A9Rmc1dbf_t3ko
_5hs.tmp

read data or list 
directory | write 
data or add file | 
append data or 
add 
subdirectory or 
create pipe 
instance | read 
ea | write ea | 
read attributes | 
write attributes | 
read control | 
synchronize

device synchronous io 
non alert | non 
directory file

success or wait 1 12DEA85 NtCreateFile

C:\Users\user\AppData\Local\Temp\acrord32_sbx\A9Ro5y3uo_t3kp
_5hs.tmp

read data or list 
directory | write 
data or add file | 
append data or 
add 
subdirectory or 
create pipe 
instance | read 
ea | write ea | 
read attributes | 
write attributes | 
read control | 
synchronize

device synchronous io 
non alert | non 
directory file

success or wait 1 12DEA85 NtCreateFile

File Path Access Attributes Options Completion Count
Source
Address Symbol
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Registry ActivitiesRegistry Activities

C:\Users\user\AppData\Local\Temp\acrord32_sbx\A9R4im85_t3kq_
5hs.tmp

read data or list 
directory | write 
data or add file | 
append data or 
add 
subdirectory or 
create pipe 
instance | read 
ea | write ea | 
read attributes | 
write attributes | 
read control | 
synchronize

device synchronous io 
non alert | non 
directory file

success or wait 1 12DEA85 NtCreateFile

C:\Users\user\AppData\Local\Temp\acrord32_sbx\A9Ruvtfcd_t3kr
_5hs.tmp

read data or list 
directory | write 
data or add file | 
append data or 
add 
subdirectory or 
create pipe 
instance | read 
ea | write ea | 
read attributes | 
write attributes | 
read control | 
synchronize

device synchronous io 
non alert | non 
directory file

success or wait 1 12DEA85 NtCreateFile

File Path Access Attributes Options Completion Count
Source
Address Symbol

File Path Offset Length Completion Count
Source
Address Symbol

Key Path Completion Count
Source
Address Symbol

HKEY_LOCAL_MACHINE\System\Acrobatbrokerserverdispatchercpp789 success or wait 1 12DCF19 RegCreateKeyW

HKEY_CURRENT_USER\Software\Adobe\Acrobat Reader\DC\SessionManagement\cWindowsCurrent\cWin0 success or wait 1 12DD41D NtCreateKey

HKEY_CURRENT_USER\Software\Adobe\Acrobat Reader\DC\SessionManagement\cWindowsCurrent\cWin0\cTab0 success or wait 1 12DD41D NtCreateKey

HKEY_CURRENT_USER\Software\Adobe\Acrobat Reader\DC\SessionManagement\cWindowsCurrent\cWin0
\cTab0\cPathInfo

success or wait 1 12DD41D NtCreateKey

HKEY_CURRENT_USER\Software\Adobe\Acrobat Reader\DC\NoTimeOut success or wait 1 12DD41D NtCreateKey

HKEY_CURRENT_USER\Software\Adobe\Acrobat Reader\DC\AVGeneral\cRecentFiles success or wait 1 129EA55 RegCreateKeyExW

HKEY_CURRENT_USER\Software\Adobe\Acrobat Reader\DC\AVGeneral\cRecentFiles\c1 success or wait 1 129EA55 RegCreateKeyExW

HKEY_CURRENT_USER\Software\Adobe\Acrobat Reader\DC\AVGeneral\cRecentFiles\c2 success or wait 1 129EA55 RegCreateKeyExW

HKEY_CURRENT_USER\Software\Adobe\Acrobat Reader\DC\TrustManager success or wait 1 12DD41D NtCreateKey

HKEY_CURRENT_USER\Software\Adobe\Acrobat Reader\DC\TrustManager\cDefaultLaunchURLPerms success or wait 1 12DD41D NtCreateKey

Key Path Name Type Data Completion Count
Source
Address Symbol

HKEY_CURRENT_USER\Software\Adobe\Acrobat 
Reader\DC\AVGeneral\cRecentFiles\c1

aFS unicode DOS success or wait 1 12EDF47 RegSetValueExW

HKEY_CURRENT_USER\Software\Adobe\Acrobat 
Reader\DC\AVGeneral\cRecentFiles\c1

tDIText unicode /C/Users/user/Desktop/ChineseC
oronaviruses53lyqK.pdf

success or wait 1 12EDF47 RegSetValueExW

HKEY_CURRENT_USER\Software\Adobe\Acrobat 
Reader\DC\AVGeneral\cRecentFiles\c1

tFileName unicode ChineseCoronaviruses53lyqK.pdf success or wait 1 12EDF47 RegSetValueExW

HKEY_CURRENT_USER\Software\Adobe\Acrobat 
Reader\DC\AVGeneral\cRecentFiles\c1

tFileSource unicode local success or wait 1 12EDF47 RegSetValueExW

HKEY_CURRENT_USER\Software\Adobe\Acrobat 
Reader\DC\AVGeneral\cRecentFiles\c1

sFileAncestors binary 5B 5D 00 success or wait 1 12EDF69 RegSetValueExW

HKEY_CURRENT_USER\Software\Adobe\Acrobat 
Reader\DC\AVGeneral\cRecentFiles\c1

sDI binary 2F 43 2F 55 73 65 72 73 2F 6A 6F 6E 
65 73 2F 44 65 73 6B 74 6F 70 2F 43 
68 69 6E 65 73 65 43 6F 72 6F 6E 61 
76 69 72 75 73 65 73 35 33 6C 79 71 
4B 2E 70 64 66 00 

success or wait 1 12EDF69 RegSetValueExW

HKEY_CURRENT_USER\Software\Adobe\Acrobat 
Reader\DC\AVGeneral\cRecentFiles\c1

sDate binary 44 3A 32 30 32 31 30 36 30 31 31 36 31 
36 34 33 2B 30 32 27 30 30 27 00 

success or wait 1 12EDF69 RegSetValueExW

HKEY_CURRENT_USER\Software\Adobe\Acrobat 
Reader\DC\AVGeneral\cRecentFiles\c1

uFileSize dword 424430 success or wait 1 12EDF89 RegSetValueExW

HKEY_CURRENT_USER\Software\Adobe\Acrobat 
Reader\DC\AVGeneral\cRecentFiles\c1

uPageCount dword 3 success or wait 1 12EDF89 RegSetValueExW

HKEY_CURRENT_USER\Software\Adobe\Acrobat 
Reader\DC\AVGeneral\cRecentFiles\c2

aFS unicode CHTTP success or wait 1 12EDF47 RegSetValueExW

Key CreatedKey Created

Key Value CreatedKey Value Created

Copyright Joe Security LLC 2021 Page 63 of 72



HKEY_CURRENT_USER\Software\Adobe\Acrobat 
Reader\DC\AVGeneral\cRecentFiles\c2

tDIText unicode http://www.adobe.com/go/homeac
rordrunified18_2018

success or wait 1 12EDF47 RegSetValueExW

HKEY_CURRENT_USER\Software\Adobe\Acrobat 
Reader\DC\AVGeneral\cRecentFiles\c2

tFileName unicode Welcome.pdf success or wait 1 12EDF47 RegSetValueExW

HKEY_CURRENT_USER\Software\Adobe\Acrobat 
Reader\DC\AVGeneral\cRecentFiles\c2

sFileAncestors binary 5B 5D 00 success or wait 1 12EDF69 RegSetValueExW

HKEY_CURRENT_USER\Software\Adobe\Acrobat 
Reader\DC\AVGeneral\cRecentFiles\c2

sDI binary 68 74 74 70 3A 2F 2F 77 77 77 2E 61 
64 6F 62 65 2E 63 6F 6D 2F 67 6F 2F 
68 6F 6D 65 61 63 72 6F 72 64 72 75 
6E 69 66 69 65 64 31 38 5F 32 30 31 
38 00 

success or wait 1 12EDF69 RegSetValueExW

HKEY_CURRENT_USER\Software\Adobe\Acrobat 
Reader\DC\AVGeneral\cRecentFiles\c2

sDate binary 44 3A 32 30 31 39 30 36 32 37 31 31 31 
33 35 31 2D 30 37 27 30 30 27 00 

success or wait 1 12EDF69 RegSetValueExW

Key Path Name Type Data Completion Count
Source
Address Symbol

File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Start time: 16:16:35

Start date: 01/06/2021

Path: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroRd32.exe

Wow64 process (32bit): true

Commandline: 'C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroRd32.exe' --type=renderer 
/prefetch:1  'C:\Users\user\Desktop\ChineseCoronaviruses53lyqK.pdf'

Imagebase: 0x1290000

File size: 2571312 bytes

MD5 hash: B969CF0C7B2C443A99034881E8C8740A

Has elevated privileges: false

Has administrator privileges: false

Programmed in: C, C++ or other language

Reputation: moderate

File Path Access Attributes Options Completion Count
Source
Address Symbol

File Path Completion Count
Source
Address Symbol

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

File Path Offset Length Completion Count
Source
Address Symbol

Key Path Name Type Data Completion Count
Source
Address Symbol

Key Path Name Type Old Data New Data Completion Count
Source
Address Symbol

Start time: 16:16:42

Start date: 01/06/2021

Path: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

Wow64 process (32bit): true

Commandline: 'C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe' --bac
kgroundcolor=16514043

Analysis Process: AcroRd32.exe PID: 7120 Parent PID: 7024Analysis Process: AcroRd32.exe PID: 7120 Parent PID: 7024

General

Analysis Process: RdrCEF.exe PID: 6028 Parent PID: 7024Analysis Process: RdrCEF.exe PID: 6028 Parent PID: 7024

General
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File ActivitiesFile Activities

Imagebase: 0xe70000

File size: 9475120 bytes

MD5 hash: 9AEBA3BACD721484391D15478A4080C7

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: moderate

File Path Access Attributes Options Completion Count
Source
Address Symbol

File Path Completion Count
Source
Address Symbol

Old File Path New File Path Completion Count
Source
Address Symbol

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

File Path Offset Length Completion Count
Source
Address Symbol

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\index.html unknown 4096 success or wait 3 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\index.html unknown 4096 end of file 3 F659E2 ReadFile

\Device\NamedPipe\com.adobe.reader.rna.user.DC.0 unknown 4 success or wait 6 F783E5 ReadFile

\Device\NamedPipe\com.adobe.reader.rna.user.DC.0 unknown 57 success or wait 43 F78447 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\css\ma
in.css

unknown 4096 success or wait 165 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\css\ma
in.css

unknown 4096 end of file 3 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\init.js unknown 4096 success or wait 6 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\init.js unknown 4096 end of file 3 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\plugins.js unknown 4096 success or wait 18 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\plugins.js unknown 4096 end of file 3 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\base_uris.js unknown 4096 success or wait 6 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\base_uris.js unknown 4096 end of file 3 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\lib
s\require\2.1.15\require.min.js

unknown 4096 success or wait 12 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\lib
s\require\2.1.15\require.min.js

unknown 4096 end of file 3 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\rna-
main.js

unknown 4096 success or wait 1636 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\rna-
main.js

unknown 4096 end of file 3 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\css\ma
in-cef.css

unknown 4096 success or wait 45 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\css\ma
in-cef.css

unknown 4096 end of file 3 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\css\ma
in-cef-ui-theme.css

unknown 4096 success or wait 9 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\css\ma
in-cef-ui-theme.css

unknown 4096 end of file 3 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\css\ma
in-cef-win.css

unknown 4096 success or wait 6 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\css\ma
in-cef-win.css

unknown 4096 end of file 3 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\con
fig.js

unknown 4096 success or wait 3 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\con
fig.js

unknown 4096 end of file 3 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\des
ktop.js

unknown 4096 success or wait 3 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\des
ktop.js

unknown 4096 end of file 3 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\desktop-connector-files\css\main-selector.css

unknown 4096 success or wait 3 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\desktop-connector-files\css\main-selector.css

unknown 4096 end of file 3 F659E2 ReadFile

File ReadFile Read
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C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\desktop-connector-files-select\css\main-selector.css

unknown 4096 success or wait 3 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\desktop-connector-files-select\css\main-selector.css

unknown 4096 end of file 3 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\desktop-connector-files\css\main.css

unknown 4096 success or wait 3 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\desktop-connector-files\css\main.css

unknown 4096 end of file 3 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\desktop-connector-files-select\css\main.css

unknown 4096 success or wait 6 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\desktop-connector-files-select\css\main.css

unknown 4096 end of file 3 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\my-files\js\selector.js

unknown 4096 success or wait 3 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\my-files\js\selector.js

unknown 4096 end of file 3 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\desktop-connector-files\js\selector.js

unknown 4096 success or wait 3 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\desktop-connector-files\js\selector.js

unknown 4096 end of file 3 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\desktop-connector-files-select\js\selector.js

unknown 4096 success or wait 3 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\desktop-connector-files-select\js\selector.js

unknown 4096 end of file 3 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\my-files\js\plugin.js

unknown 4096 success or wait 18 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\my-files\js\plugin.js

unknown 4096 end of file 3 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\my-files-select\js\plugin.js

unknown 4096 success or wait 18 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\my-files-select\js\plugin.js

unknown 4096 end of file 3 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\desktop-connector-files\js\plugin.js

unknown 4096 success or wait 42 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\desktop-connector-files\js\plugin.js

unknown 4096 end of file 3 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\desktop-connector-files-select\js\plugin.js

unknown 4096 success or wait 45 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\desktop-connector-files-select\js\plugin.js

unknown 4096 end of file 3 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\aicuc\css\plugin-selectors.css

unknown 4096 success or wait 2 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\aicuc\css\plugin-selectors.css

unknown 4096 end of file 2 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\aicuc\js\plugins\rhp\exportpdf-rna-selector.js

unknown 4096 success or wait 86 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\aicuc\js\plugins\rhp\exportpdf-rna-selector.js

unknown 4096 end of file 2 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\tracked-send\js\plugins\tracked-send\css\home-selector.css

unknown 4096 success or wait 3 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\tracked-send\js\plugins\tracked-send\css\home-selector.css

unknown 4096 end of file 3 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\reviews\css\main.css

unknown 4096 success or wait 42 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\reviews\css\main.css

unknown 4096 end of file 3 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\signatures\css\main.css

unknown 4096 success or wait 45 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\signatures\css\main.css

unknown 4096 end of file 3 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\tracked-send\js\plugins\tracked-send\css\home-view.css

unknown 4096 success or wait 15 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\tracked-send\js\plugins\tracked-send\css\home-view.css

unknown 4096 end of file 3 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\reviews\js\selector.js

unknown 4096 success or wait 15 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\reviews\js\selector.js

unknown 4096 end of file 3 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\signatures\js\selector.js

unknown 4096 success or wait 14 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\signatures\js\selector.js

unknown 4096 end of file 3 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\tracked-send\js\plugins\tracked-send\js\home-view\selector.js

unknown 4096 success or wait 15 F659E2 ReadFile

File Path Offset Length Completion Count
Source
Address Symbol
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C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\tracked-send\js\plugins\tracked-send\js\home-view\selector.js

unknown 4096 end of file 3 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\reviews\js\plugin.js

unknown 4096 success or wait 179 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\reviews\js\plugin.js

unknown 4096 end of file 3 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\signatures\js\plugin.js

unknown 4096 success or wait 214 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\signatures\js\plugin.js

unknown 4096 end of file 3 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\tracked-send\js\plugins\tracked-send\js\home-view\plugin.js

unknown 4096 success or wait 199 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\tracked-send\js\plugins\tracked-send\js\home-view\plugin.js

unknown 4096 end of file 3 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\aicuc\css\main.css

unknown 4096 success or wait 49 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\aicuc\css\main.css

unknown 4096 end of file 2 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\aicuc\js\plugins\rhp\exportpdf-rna-tool-view.js

unknown 4096 success or wait 97 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\aicuc\js\plugins\rhp\exportpdf-rna-tool-view.js

unknown 4096 end of file 1 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\images
\core_icons.png

unknown 4096 success or wait 16 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\images
\core_icons.png

unknown 4096 end of file 2 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\aicuc\images\rhp_world_icon.png

unknown 4096 success or wait 1 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\aicuc\images\rhp_world_icon.png

unknown 4096 end of file 1 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\images
\spectrum_spinner.svg

unknown 4096 success or wait 3 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\images
\spectrum_spinner.svg

unknown 4096 end of file 1 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\home\css\main-selector.css

unknown 4096 success or wait 1 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\home\css\main-selector.css

unknown 4096 end of file 1 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\uss-search\css\main-selector.css

unknown 4096 success or wait 1 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\uss-search\css\main-selector.css

unknown 4096 end of file 1 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\sign-services-auth\css\main-selector.css

unknown 4096 success or wait 1 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\sign-services-auth\css\main-selector.css

unknown 4096 end of file 1 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\home\css\main.css

unknown 4096 success or wait 1 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\home\css\main.css

unknown 4096 end of file 1 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\uss-search\css\main.css

unknown 4096 success or wait 3 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\uss-search\css\main.css

unknown 4096 end of file 1 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\sign-services-auth\css\main.css

unknown 4096 success or wait 1 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\sign-services-auth\css\main.css

unknown 4096 end of file 1 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\home\js\selector.js

unknown 4096 success or wait 2 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\home\js\selector.js

unknown 4096 end of file 1 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\uss-search\js\selector.js

unknown 4096 success or wait 1 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\uss-search\js\selector.js

unknown 4096 end of file 1 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\sign-services-auth\js\selector.js

unknown 4096 success or wait 1 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\sign-services-auth\js\selector.js

unknown 4096 end of file 1 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\home\js\plugin.js

unknown 4096 success or wait 4 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\home\js\plugin.js

unknown 4096 end of file 1 F659E2 ReadFile

File Path Offset Length Completion Count
Source
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C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\uss-search\js\plugin.js

unknown 4096 success or wait 84 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\uss-search\js\plugin.js

unknown 4096 end of file 1 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\sign-services-auth\js\plugin.js

unknown 4096 success or wait 3 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\sign-services-auth\js\plugin.js

unknown 4096 end of file 1 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\scan-files\css\main-selector.css

unknown 4096 success or wait 1 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\scan-files\css\main-selector.css

unknown 4096 end of file 1 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\my-computer\css\main-selector.css

unknown 4096 success or wait 1 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\my-computer\css\main-selector.css

unknown 4096 end of file 1 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\add-account\css\main-selector.css

unknown 4096 success or wait 1 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\add-account\css\main-selector.css

unknown 4096 end of file 1 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\activity-badge\css\main-selector.css

unknown 4096 success or wait 1 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\activity-badge\css\main-selector.css

unknown 4096 end of file 1 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\app-center\css\main-selector.css

unknown 4096 success or wait 1 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\app-center\css\main-selector.css

unknown 4096 end of file 1 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\scan-files\css\main.css

unknown 4096 success or wait 8 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\scan-files\css\main.css

unknown 4096 end of file 1 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\my-computer\css\main.css

unknown 4096 success or wait 1 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\my-computer\css\main.css

unknown 4096 end of file 1 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\activity-badge\css\main.css

unknown 4096 success or wait 162 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\activity-badge\css\main.css

unknown 4096 end of file 1 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\app-center\css\main.css

unknown 4096 success or wait 1 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\app-center\css\main.css

unknown 4096 end of file 1 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\scan-files\js\selector.js

unknown 4096 success or wait 1 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\scan-files\js\selector.js

unknown 4096 end of file 1 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\my-computer\js\selector.js

unknown 4096 success or wait 1 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\my-computer\js\selector.js

unknown 4096 end of file 1 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\add-account\js\selector.js

unknown 4096 success or wait 1 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\add-account\js\selector.js

unknown 4096 end of file 1 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\activity-badge\js\selector.js

unknown 4096 success or wait 1 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\activity-badge\js\selector.js

unknown 4096 end of file 1 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\search-summary\css\main-selector.css

unknown 4096 success or wait 1 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\search-summary\css\main-selector.css

unknown 4096 end of file 1 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\app-center\js\selector.js

unknown 4096 success or wait 2 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\app-center\js\selector.js

unknown 4096 end of file 1 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\scan-files\js\plugin.js

unknown 4096 success or wait 74 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\scan-files\js\plugin.js

unknown 4096 end of file 1 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\my-computer\js\plugin.js

unknown 4096 success or wait 6 F659E2 ReadFile
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C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\my-computer\js\plugin.js

unknown 4096 end of file 1 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\activity-badge\js\plugin.js

unknown 4096 success or wait 16 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\activity-badge\js\plugin.js

unknown 4096 end of file 1 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\app-center\js\plugin.js

unknown 4096 success or wait 5 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\app-center\js\plugin.js

unknown 4096 end of file 1 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\search-summary\js\selector.js

unknown 4096 success or wait 1 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\search-summary\js\selector.js

unknown 4096 end of file 1 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\my-recent-files\js\selector.js

unknown 4096 success or wait 2 F659E2 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebResources\Resource0\static\js\plu
gins\my-recent-files\js\selector.js

unknown 4096 end of file 1 F659E2 ReadFile

\Device\NamedPipe\com.adobe.reader.rna.user.DC.0 unknown 4 pipe broken 1 F783E5 ReadFile

File Path Offset Length Completion Count
Source
Address Symbol

File ActivitiesFile Activities

Start time: 16:16:45

Start date: 01/06/2021

Path: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

Wow64 process (32bit): true

Commandline: 'C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe' --typ
e=renderer --log-file='C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\Acr
oCEF\debug.log' --touch-events=enabled --field-trial-handle=1728,599537840793071
514,14128985216074786770,131072 --disable-features=VizDisplayCompositor --disable-gpu-
compositing --service-pipe-token=12080242031371821986 --lang=en-US --disable-pack-lo
ading --log-file='C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\
debug.log' --log-severity=disable --product-version='ReaderServices/19.12.20035 Chrome/80.
0.0.0' --device-scale-factor=1 --num-raster-threads=2 --enable-main-frame-before-activation --
service-request-channel-token=12080242031371821986 --renderer-client-id=2 --mojo-platf
orm-channel-handle=1740 --allow-no-sandbox-job /prefetch:1

Imagebase: 0xe70000

File size: 9475120 bytes

MD5 hash: 9AEBA3BACD721484391D15478A4080C7

Has elevated privileges: false

Has administrator privileges: false

Programmed in: C, C++ or other language

Reputation: moderate

File Path Offset Length Completion Count
Source
Address Symbol

Start time: 16:16:53

Start date: 01/06/2021

Path: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

Wow64 process (32bit): true

Analysis Process: RdrCEF.exe PID: 6332 Parent PID: 6028Analysis Process: RdrCEF.exe PID: 6332 Parent PID: 6028

General

Analysis Process: RdrCEF.exe PID: 6492 Parent PID: 6028Analysis Process: RdrCEF.exe PID: 6492 Parent PID: 6028

General
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File ActivitiesFile Activities

Commandline: 'C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe' --type=gpu-
process --field-trial-handle=1728,599537840793071514,14128985216074786770,131072 --d
isable-features=VizDisplayCompositor --disable-pack-loading --log-file='C:\Program Files (
x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\debug.log' --log-severity=disable --product-
version='ReaderServices/19.12.20035 Chrome/80.0.0.0' --lang=en-US --gpu-preference
s=KAAAAAAAAACAAwABAQAAAAAAAAAAAGAAAAAAAAEAAAAIAAAAAAAAACgAAA
AEAAAAIAAAAAAAAAAoAAAAAAAAADAAAAAAAAAAOAAAAAAAAAAQAAAAAAAAAA
AAAAAFAAAAEAAAAAAAAAAAAAAABgAAABAAAAAAAAAAAQAAAAUAAAAQAAAAAA
AAAAEAAAAGAAAA --use-gl=swiftshader-webgl --log-file='C:\Program Files (x86)\Ado
be\Acrobat Reader DC\Reader\AcroCEF\debug.log' --service-request-channel-token=2
756010903189450312 --mojo-platform-channel-handle=1760 --allow-no-sandbox-job --
ignored=' --type=renderer ' /prefetch:2

Imagebase: 0xe70000

File size: 9475120 bytes

MD5 hash: 9AEBA3BACD721484391D15478A4080C7

Has elevated privileges: false

Has administrator privileges: false

Programmed in: C, C++ or other language

Reputation: moderate

File Path Offset Length Completion Count
Source
Address Symbol

File ActivitiesFile Activities

Start time: 16:16:55

Start date: 01/06/2021

Path: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

Wow64 process (32bit): true

Commandline: 'C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe' --typ
e=renderer --log-file='C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\Acr
oCEF\debug.log' --touch-events=enabled --field-trial-handle=1728,599537840793071
514,14128985216074786770,131072 --disable-features=VizDisplayCompositor --disable-gpu-
compositing --service-pipe-token=15090724916942977624 --lang=en-US --disable-pack-lo
ading --log-file='C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\
debug.log' --log-severity=disable --product-version='ReaderServices/19.12.20035 Chrome/80.
0.0.0' --device-scale-factor=1 --num-raster-threads=2 --enable-main-frame-before-activation --
service-request-channel-token=15090724916942977624 --renderer-client-id=4 --mojo-platf
orm-channel-handle=1848 --allow-no-sandbox-job /prefetch:1

Imagebase: 0xe70000

File size: 9475120 bytes

MD5 hash: 9AEBA3BACD721484391D15478A4080C7

Has elevated privileges: false

Has administrator privileges: false

Programmed in: C, C++ or other language

Reputation: moderate

File Path Offset Length Completion Count
Source
Address Symbol

Start time: 16:16:56

Start date: 01/06/2021

Path: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

Wow64 process (32bit): true

Analysis Process: RdrCEF.exe PID: 744 Parent PID: 6028Analysis Process: RdrCEF.exe PID: 744 Parent PID: 6028

General

Analysis Process: RdrCEF.exe PID: 1424 Parent PID: 6028Analysis Process: RdrCEF.exe PID: 1424 Parent PID: 6028

General
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Commandline: 'C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe' --typ
e=renderer --log-file='C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\Acr
oCEF\debug.log' --touch-events=enabled --field-trial-handle=1728,599537840793071
514,14128985216074786770,131072 --disable-features=VizDisplayCompositor --disable-gpu-
compositing --service-pipe-token=1511889012934102846 --lang=en-US --disable-pack-loa
ding --log-file='C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\debug.log' 
--log-severity=disable --product-version='ReaderServices/19.12.20035 Chrome/80.0.0.0' --de
vice-scale-factor=1 --num-raster-threads=2 --enable-main-frame-before-activation --service-
request-channel-token=1511889012934102846 --renderer-client-id=5 --mojo-platform-channel-
handle=1792 --allow-no-sandbox-job /prefetch:1

Imagebase: 0xe70000

File size: 9475120 bytes

MD5 hash: 9AEBA3BACD721484391D15478A4080C7

Has elevated privileges: false

Has administrator privileges: false

Programmed in: C, C++ or other language

Reputation: moderate

File Path Offset Length Completion Count
Source
Address Symbol

File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Start time: 16:17:43

Start date: 01/06/2021

Path: C:\Program Files\internet explorer\iexplore.exe

Wow64 process (32bit): false

Commandline: 'C:\Program Files\Internet Explorer\iexplore.exe' https://www.visiontimes.com/2021/05/11/c
hinese-weaponizing-coronavirus.html

Imagebase: 0x7ff70b900000

File size: 823560 bytes

MD5 hash: 6465CB92B25A7BC1DF8E01D8AC5E7596

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File Path Access Attributes Options Completion Count
Source
Address Symbol

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

File Path Offset Length Completion Count
Source
Address Symbol

Key Path Completion Count
Source
Address Symbol

Key Path Name Type Data Completion Count
Source
Address Symbol

Key Path Name Type Old Data New Data Completion Count
Source
Address Symbol

Analysis Process: iexplore.exe PID: 5496 Parent PID: 7024Analysis Process: iexplore.exe PID: 5496 Parent PID: 7024

General

Analysis Process: iexplore.exe PID: 5636 Parent PID: 5496Analysis Process: iexplore.exe PID: 5636 Parent PID: 5496

General
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Code Analysis

File ActivitiesFile Activities

Start time: 16:17:43

Start date: 01/06/2021

Path: C:\Program Files (x86)\Internet Explorer\iexplore.exe

Wow64 process (32bit): true

Commandline: 'C:\Program Files (x86)\Internet Explorer\IEXPLORE.EXE' SCODEF:5496 CREDAT:17410 
/prefetch:2

Imagebase: 0xea0000

File size: 822536 bytes

MD5 hash: 071277CC2E3DF41EEEA8013E2AB58D5A

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File Path Access Attributes Options Completion Count
Source
Address Symbol

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

File Path Offset Length Completion Count
Source
Address Symbol
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