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Analysis Report racial.drc
Overview

General Information Detection Signatures Classification

Sample racial.drc (renamed file

Name: extension from drc to dll) F MALICIOUS ]

Analysis ID: 429211

Found malware configuration

Multi AV Scanner detection for subm...

MD5: .
9aefd3ealf73601.. Yara detected Ursnif
SHA1L:
8048307abababa.. Contains functionality/te callinative fi..
SHAZ256: chbc3dfcd7d4efc. .. : — :
Contains functienality to/checkifia d:..
Contains functionality te;dynamically...
fnfos: Q ot BV

Contains functionality/te'guery, CRUI ...

Most interesting Screenshot:

Contains functionality'te guery/locale:..

Contains functionality/te read the PEB
64

Score: Creates a Directinput ebject: (oftentf
Range: 0-100 Creates alprocess|inisuspendedimo...
Whitelisted: false

X Detected potential crypto function
Confidence: 100%

Eound potentiallstring decryption//a...

|IP'addressiseeniiniconnection withio:..

Process Tree

= System is w10x64
e [ loaddll32.exe (PID: 5888 cmdline: loaddll32.exe 'C:\Users\user\Desktop\racial.dll' MD5: 542795ADF7CCO8EFCF675D65310596E8)
cmd.exe (PID: 2160 cmdline: cmd.exe /C rundll32.exe 'C:\Users\user\Desktop\racial.dll',#1 MD5: F3BDBE3BB6F734E357235F4D5898582D)
. D rundll32.exe (PID: 632 cmdline: rundll32.exe 'C:\Users\user\Desktop\racial.dll',#1 MD5: D7CA562B0DB4F4DDOF03A89A1FDAD63D)
e [ regsvr32.exe (PID: 3876 cmdline: regsvr32.exe /s C:\Users\user\Desktop\racial.dll MD5: 426E7499F6A7346F0410DEADO805586B)
. @ iexplore.exe (PID: 772 cmdline: C:\Program Files\Internet Explorer\iexplore.exe MD5: 6465CB92B25A7BC1DF8E01D8AC5E7596)
. @ iexplore.exe (PID: 3440 cmdline: 'C:\Program Files (x86)\Internet ExplorelEXPLORE.EXE' SCODEF:772 CREDAT:17410 /prefetch:2 MD5:
071277CC2E3DF41EEEA8013E2AB58D5A)
o D rundll32.exe (PID: 3528 cmdline: rundll32.exe C:\Users\user\Desktop\racial.dll,DIIRegisterServer MD5: D7CA562B0DB4FADDOF03A89A1FDAD63D)
= cleanup

Malware Configuration

Threatname: Ursnif

"lang_id": "RU, CN",
"RSA Public Key":
"XcnD2ewKHEUCtK1f+al gHrNgOax+y JaEQWHiRnybZBp8+uodMhISWv4leSoo8qv94Yp7nN7eHI+Fwyn8u61qqsKGP3Tc6znVTKRLbz TOWPZrMuSsdt/HztnVs/3QyB9AYrjoSg/9XVCi/ZMXWvk+/9371f+VWv2RCILTSphOUzve7Ftxn
0TOxB160799jmqCVLob30KmyZthO+zptVxFal 1Wnba2KOH5ySB9eHASzymL sPN5KihXQerCvcZD5sVgXqV1Djx7IO1E1iMtQGxg1ly8vjo/XtpKTIx/8piD15mkVVy1+2UAXptU9] jxuCv3gZSzWsmQVsHERv19M1IbQKUMs IbdhZipSpK
sasQYo4yKk4=",
"c2_domain": [
"authd. feronok.com",
"raw.pablowilliano.at"
1,
"botnet": "1500",
"server": "580",
"serpent_key": "N6Xp8oSBB81TOAN9",
"sleep_time": "10",
"CONF_TIMEOUT": "20",

"SetWaitableTimer_value": "10"
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Yara Overview

Memory Dumps

Source

00000003.00000003.455828390.0000000000620000.00000
040.00000001.sdmp

00000000.00000003.465246145.0000000000D70000.00000
040.00000001.sdmp

00000004.00000003.456725866.00000000030B0000.00000
040.00000001.sdmp

00000006.00000003.462090346.0000000000670000.00000
040.00000001.sdmp

Unpacked PEs

Source

6.3.rundll32.exe.678d03.0.raw.unpack
3.2.regsvr32.exe.6e1f0000.2.unpack
0.3.loaddll32.exe.d78d03.0.raw.unpack
4.3.rundl32.exe.30b8d03.0.raw.unpack

4.2.rundl32.exe.6e1f0000.1.unpack

Sigma Overview

No Sigma rule has matched

Signature Overview

Rule

JoeSecurity_Ursnif_1

JoeSecurity_Ursnif_1

JoeSecurity_Ursnif_1

JoeSecurity_Ursnif_1

Rule

JoeSecurity_Ursnif_1

JoeSecurity_Ursnif_1

JoeSecurity_Ursnif_1

JoeSecurity_Ursnif_1

JoeSecurity_Ursnif_1

Description Author Strings
Yara detected Joe Security

Ursnif

Yara detected Joe Security

Ursnif

Yara detected Joe Security

Ursnif

Yara detected Joe Security

Ursnif

Description Author Strings
Yara detected Joe Security

Ursnif

Yara detected Joe Security

Ursnif

Yara detected Joe Security

Ursnif

Yara detected Joe Security

Ursnif

Yara detected Joe Security

Ursnif

Click to see the 3 entries

@

AV Detection:

Click to jump to signature section

Multi AV Scanner detection for submitted file

@ AV Detection

® Compliance

@ Spreading

@ Networking

@ Key, Mouse, Clipboard, Microphone and Screen Capturing
@ E-Banking Fraud

® System Summary

@ Data Obfuscation

® Hooking and other Techniques for Hiding and Protection
@ Malware Analysis System Evasion

@ Anti Debugging

@ HIPS / PFW / Operating System Protection Evasion

@ Language, Device and Operating System Detection

@ Stealing of Sensitive Information

@ Remote Access Functionality

Found malware configuration

Key, Mouse, Clipboard, Microphone and Screen Capturing:

Copyright Joe Security LLC 2021
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Yara detected Ursnif

E-Banking Fraud:

Yara detected Ursnif

Hooking and other Techniques for Hiding and Protection:

Yara detected Ursnif

Stealing of Sensitive Information:

Yara detected Ursnif

Remote Access Functionality:

Yara detected Ursnif

Mitre Att&ck Matrix

Remot«
Initial Privilege Credential Lateral Command Network Service
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and Control Effects Effects
Valid Native DLL Side-  Process Masquerading Input System Time Remote Input Exfiltration Encrypted Eavesdrop on  Remote
Accounts API Loading Injection Capture Discovery Services Capture [g§ Over Other Channel Insecure Track C
Network Network Without
Medium Communication Authori:
Default Scheduled Boot or DLL Side- Process LSASS Security Remote Archive Exfiltration Non- Exploit SS7to Remote
Accounts Task/Job  Logon Loading Injection Memory Software Desktop Collected Over Application Redirect Phone Wipe D
Initialization Discovery Protocol Data Bluetooth  Layer Calls/SMS Without
Scripts Protocol Authori;
Domain At (Linux) Logon Script Logon Script Deobfuscate/Decode Security Process SMB/Windows Data from Automated Application Exploit SS7 to  Obtain
Accounts (Windows)  (Windows) Files or Account Discovery Admin Shares Network Exfiltration Layer Track Device  Device
Information Manager Shared Protocol Location Cloud
Drive Backup
Local At Logon Script Logon Script  Obfuscated Files or NTDS File and Distributed Input Scheduled  Protocol SIM Card
Accounts (Windows) (Mac) (Mac) Information Directory Component Capture Transfer Impersonation  Swap
Discovery Object Model
Cloud Cron Network Network Regsvr32 LSA System SSH Keylogging Data Fallback Manipulate
Accounts Logon Script Logon Script Secrets Information Transfer Channels Device
Discovery Size Limits Communication
Replication Launchd Rc.common Rc.common Rundll32 Cached System VNC GUI Input  Exfiltration  Multiband Jamming or
Through Domain Owner/User Capture Over C2 Communication Denial of
Removable Credentials Discovery Channel Service
Media
External Scheduled Startup Startup Items  Software Packing DCSync Network Windows Web Exfiltration = Commonly Rogue Wi-Fi
Remote Task Iltems Sniffing Remote Portal Over Used Port Access Points
Services Management Capture Alternative
Protocol
Drive-by Command Scheduled Scheduled DLL Side- Proc Network Shared Credential Exfiltration Application Downgrade to
Compromise and Task/Job Task/Job Loading Filesystem Service Webroot API| Over Layer Protocol Insecure
Scripting Scanning Hooking Symmetric Protocols
Interpreter Encrypted
Non-C2
Protocol

Behavior Graph
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Behavior Graph

Legend
ID: 429211 |:| P
rocess
Sample: racial.drc SUSPICIOUS
Startdate: 03/06/2021 i l:‘ Signature
Architecture:  WINDOWS UNKNOWN l:‘ Created File
Score: 64
Il onsieinfo
Fiy's Is Dropped
- )
L .
Ias Number of created Registry Values
L]}
i Number of created Files
loaddli32.exe -4 9 visual Basic
ERZIC
. .
 oelph
Java

.Net C# or VB.NET

[ |
started

e 1
‘M / \ started\

@ iexplore.exe e cmd.exe -5 regsvr32.exe

m m m Internet
ICRHEN (C] B [C] G

started started

C, C++ or other language

D@ 2 i~

Is malicious

@ iexplore.exe :" rundli32.exe :.'
Oiis [0
G i Bw G

geolocation.onetrust.com @

104.20.185.68, 443, 49723, 49724
CLOUDFLARENETUS
United States ES

Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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A https:/vewvemsn.cam/d hp ~ @ ¢ || Search...

3 MSN Schweiz | Sign in Hot...

Microsoft tritt fiir den Schutz lhrer Privatsphdre ein.

Microsoft und unsere Drittanbieter verwenden Cookies, um Informationen wie eindeutige IDs zu speichern und darauf zuzugreifen,
sodass unsere Dien: ind Werbeanzeigen bereity It, verwaltet und verbessert werden kdnnen. Wenn Sie zustimmen,
personalisieren MSN die angezeigten Inhalte und en. Sie konnen ‘Akzeptieren’ auswahlen, um dieser Verwendung
Zuzustimmen, oder auf ‘Zwecke anzeigen® Klicken, um Ihre Optionen zu iiberpriifen. Sie kénnen Ihre Auswahl unter ‘Einstellungen
vi n' unten auf dieser Seite &ndem, Datenschutzerklrung.

Wir und unserer Partner verarbeiten Daten, um

prazise Geolokalisierungsdaten zu verwenden und aktiv Gerateeigenschaften zur Identifizierung zu scannen. Dies dient dazu,

Infarmationen auf einem Gerat zu speichern und dara

greifen sowie personalisierte Anzeigen und Inhalte, Anzeigen- und

Inhaltsmessung, Einblicke in die Zielgruppe und Informationen zur Produktentwicklung bereitzustellen

F-l O Tyoe here to search 4

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source
racial.dll

racial.dll
Dropped Files

No Antivirus matches

Unpacked PE Files

Source

0.2.loaddll32.exe.d40000.0.unpack

Domains

No Antivirus matches

URLs

Source

Detection

100%

hitp:/f https://tools.applemediaservices.com/api/badges/download-on-the-app-store/black/de-de?"

hitp:/f https://tools.applemediaservices.com/api/badges/download-on-the-app-store/black/de-de?"

Copyright Joe Security LLC 2021

Detection
28%
33%

Scanner

Avira

Detection
0%
0%

Scanner Label
Virustotal

ReversingLabs Win32.Trojan.Zusy

Label Link
HEUR/AGEN.1108168

Scanner Label
URL Reputation safe
URL Reputation safe

Link

Browse

Download

Download File

Link
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https://www.virustotal.com/gui/file/cbbc3dfcd7d4efcd01a21cfca2776eb495a9b0f515e6f8096d6f470e8e2c8fb2/detection/f-cbbc3dfcd7d4efcd01a21cfca2776eb495a9b0f515e6f8096d6f470e8e2c8fb2-1622734751

Source
http://https://tools.applemediaservices.com/api/badges/download-on-the-app-store/black/de-de?"
http://https://tools.applemediaservices.com/api/badges/download-on-the-app-store/black/de-de?"
http://https://onedrive.live.com;OneDrive-App

http://https://onedrive.live.com;Fotos

http:// https://www.stroeer.com/fileadmin/com/StroeerDSP_deviceStorage.json

http:// https://www.stroeer.com/fileadmin/com/StroeerDSP_deviceStorage.json

http:// https://www.stroeer.com/fileadmin/com/StroeerDSP_deviceStorage.json

http:// https://www.stroeer.com/fileadmin/com/StroeerDSP_deviceStorage.json
http://https://mem.gfx.ms/meversion/?partner=msn&market=de-ch"
http://https://mem.gfx.ms/meversion/?partner=msn&market=de-ch"
http://https://mem.gfx.ms/meversion/?partner=msn&market=de-ch"
http://https://mem.gfx.ms/meversion/?partner=msn&market=de-ch"
http://https:/iwww.stroeer.de/konvergenz-konzepte/daten-technologien/stroeer-ssp/datenschutz-ssp.html
http://https:/iwww.stroeer.de/konvergenz-konzepte/daten-technologien/stroeer-ssp/datenschutz-ssp.html
http://https:/iwww.stroeer.de/konvergenz-konzepte/daten-technologien/stroeer-ssp/datenschutz-ssp.html
http://https:/iwww.stroeer.de/konvergenz-konzepte/daten-technologien/stroeer-ssp/datenschutz-ssp.html
http:// https:/iwww.bidstack.com/privacy-policy/

http:// https:/iwww.bidstack.com/privacy-policy/

http:// https:/iwww.bidstack.com/privacy-policy/

http:// https:/iwww.bidstack.com/privacy-policy/

http://www.wikipedia.com/

http://www.wikipedia.com/

http://www.wikipedia.com/

http://www.wikipedia.com/

Domains and IPs

Contacted Domains

Name P Active
contextual.media.net 184.30.24.22 true
hblg.media.net 184.30.24.22 true
Ig3.media.net 184.30.24.22 true
geolocation.onetrust.com 104.20.185.68 true
web.vortex.data.msn.com unknown unknown
Wwww.msh.com unknown unknown
srth.msn.com unknown unknown
cvision.media.net unknown unknown

URLs from Memory and Binaries

Name Source

http://https://sp.booking.com/index.html? de-ch[1].htm.7.dr
aid=1589774&label=dech-prime-hp-me

http:/f de-ch[1].htm.7.dr
https://tools.applemediaservices.com/api/badges/download-
on-the-app-store/black/de-de?"

http://https:/iwww.skype.com/de/download-skype 52-478955-68ddb2ab[1].js.7.dr

http://searchads.msn.net/.cfm?&&kp=1& ~DFD04886B5FB7F14E7.TMP.5.dr

http://https://contextual. media.net/medianet.php? de-ch[1].htm.7.dr
cid=8CU157172

http:// https://www.msn.com/de-ch/nachrichten/coronareisen de-ch[1].htm.7.dr

http://https://onedrive.live.com/? de-ch[1].htm.7.dr
wt.mc_id=00_msn_msnhomepage_header

http://www.hotmail.msn.com/pii/ReadOutlookEmail/ 52-478955-68ddb2ab[1].js.7.dr
http://https://onedrive.live.com;OneDrive-App 52-478955-68ddb2ab[1].js.7.dr

http://https://click.linksynergy.com/deeplink? de-ch[1].htm.7.dr
id=xoqYgl4JDe8&mid=46130&ul=dech_mestripe_office&

http://https://click.linksynergy.com/deeplink? de-ch[1].htm.7.dr

id=xoqYgl4JDe8&mid=46130&ul=dech_promotionalstripe_na
http://https://onedrive.live.com;Fotos 52-478955-68ddb2ab[1].js.7.dr

http://https://www.msn.com/de-ch/sport?ocid=StripeOCID de-ch[1].htm.7.dr

Copyright Joe Security LLC 2021

Detection
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%

Malicious
false
false
false
false
false
false
false

false

Malicious

false

false

false
false

false

false

false

false
false

false

false

false

false

Scanner

URL Reputation
URL Reputation
Avira URL Cloud
Avira URL Cloud
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation

Antivirus Detection

Antivirus Detection

e o o o

Label
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe

safe

URL Reputation: safe
URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

Link

Rep!
high

Reputation
high
high
high
high
high
high
high
high

utation

unknown

high
high
high

high
high

high
low
high

high

low

high
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Name

http://https://clkde.tradedoubler.com/click?
p=295926&a=3064090&g=24886692

http:ifhttps://www.msn.com/de-
ch/nachrichten/z%c3%bcrich/26-j%c3%a4hriger-mann-stirbt-
nach-sturz-auf-vorpla

http:ff
https://geolocation.onetrust.com/cookieconsentpub/v1/geo/loc
ation

http://www.amazon.com/

http:ifhttps://www.msn.com/de-
ch/nachrichten/z%c3%bcrich/eye-tracking-bei-online-
pr%c3%bcfungen-keiner-%c3%

http:// https://iwww.onenote.com/notebooks?
WT.mc_id=MSN_OneNote_QuickNote&auth=1

http://https://iwww.onenote.com/notebooks?
WT.mc_id=MSN_OneNote_TopMenu&auth=1&wdorigin=msn

http://https://office.live.com/start/Word.aspx?
WT.mc_id=MSN_site;Excel

http:/fogp.me/ns/fb#
http://www.twitter.com/

http://https://office.live.com/start/Excel.aspx?
WT.mc_id=MSN_site;Sway

http://https://www.awinl.com/cread.php?
awinmid=15168&awinaffid=696593&clickref=de-ch-ss&ued=htt

http://https://cdn.cookielaw.org/vendorlist/googleData.json

http://https://outlook.com/
http://https://outlook.live.com/mail/deeplink/compose;Kalender

http://https://res-
a.akamaihd.net/__media__/pics/8000/72/941/fallbackl.jpg

http://https://www.skyscanner.net/g/referrals/vl/cars/home?
associateid=API_B2B_19305_00002

http://https://contextual. media.net/checksync.php?
&vsSync=1&cs=1&hb=1&cv=37&ndec=1&cid=8HBI57XIG&prv
id=77%2

http:ff
https://www.stroeer.com/fileadmin/com/StroeerDSP_deviceSto
rage.json

http://https://iwww.onenote.com/notebooks?
WT.mc_id=MSN_OneNote_Recent&auth=1&wdorigin=msn

http://https://cdn.cookielaw.org/vendorlist/iabData.json

http://https://iwww.msn.com/de-
ch/homepage/api/pdp/updatepdpdata”

http://https://cdn.cookielaw.org/vendorlist/iab2Data.json

http:// https://onedrive.live.com/?qt=mru;Aktuelle
http://https://iwww.msn.com/de-ch/?ocid=iehp

http://https://sp.booking.com/index.html?
aid=1589774&label=dech-prime-hp-shoppingstripe-nav

http:ifhttps://iwww.msn.com/de-
ch/nachrichten/z%c3%bcrich/mehr-sicherheit-und-weniger-
versp%c3%adtungen-im-f

http://www.reddit.com/
http:// https://www.skype.com/

http://https://www.ebay.ch/?mkcid=1&mkrid=5222-53480-
19255-0&siteid=193&campid=5338626668&t

http://https://iwww.msn.com/de-
ch/homepage/api/modules/fetch”

http://https://sp.booking.com/index.html?
aid=1589774&label=travelnavlink

http://https://mem.gfx.ms/meversion/?
partner=msn&market=de-ch"

http://https://www.msn.com/de-ch/nachrichten/regional
http://www.nytimes.com/

http://https://web.vortex.data.msn.com/collect/v1/t.gif?
name=%27Ms.Webi.PageView%27&ver=%272.1%27&a

http://https://www.stroeer.de/konvergenz-konzepte/daten-
technologien/stroeer-ssp/datenschutz-ssp.html
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Source

de-ch[1].htm.7.dr

de-ch[1].htm.7.dr

55a804ab-e5c6-4h97-9319-86263d
365d28[1].json.7.dr

msapplication.xml.5.dr

de-ch[1].htm.7.dr

52-478955-68ddb2ab[1].js.7.dr

de-ch[1].htm.7.dr

52-478955-68ddb2ab[1].js.7.dr

de-ch[1].htm.7.dr
msapplication.xml5.5.dr

52-478955-68ddb2ab[1].js.7.dr
de-ch[1].htm.7.dr
55a804ab-e5c6-4h97-9319-86263d
365d28[1].json.7.dr
de-ch[1].htm.7.dr

52-478955-68ddb2ab[1].js.7.dr
~DFD04886B5FB7F14E7. TMP.5.dr

de-ch[1].htm.7.dr

~DFD04886B5FB7F14E7.TMP.5.dr

iab2Data[1].json.7.dr

52-478955-68ddb2ab[1].js.7.dr

55a804ab-e5c6-4h97-9319-86263d
365d28[1].json.7.dr

de-ch[1].htm.7.dr
55a804ab-e5c6-4h97-9319-86263d
365d28[1].json.7.dr
52-478955-68ddb2ab[1].js.7.dr
~DFD04886B5FB7F14E7. TMP.5.dr
de-ch[1].htm.7.dr

de-ch[1].htm.7.dr

msapplication.xml4.5.dr

de-ch[1].htm.7.dr
de-ch[1].htm.7.dr

de-ch[1].htm.7.dr

de-ch[1].htm.7.dr

de-ch[1].htm.7.dr

de-ch[1].htm.7.dr
msapplication.xml3.5.dr

de-ch[1].htm.7.dr

iab2Data[1].json.7.dr

Malicious

false

false

false

false

false

false

false

false

false
false

false

false

false

false
false

false

false

false

false

false

false

false

false

false
false

false

false

false

false

false

false

false

false

false
false

false

false

e o o o

e o o o

e o o o

Antivirus Detection

URL Reputation:
URL Reputation:
URL Reputation:
URL Reputation:

URL Reputation:
URL Reputation:
URL Reputation:
URL Reputation:

URL Reputation:
URL Reputation:
URL Reputation:
URL Reputation:

safe
safe
safe
safe

safe
safe
safe
safe

safe
safe
safe
safe

Reputation

high

high

high
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high

unknown
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unknown
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high
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Name

http:// https://onedrive.live.com/?qt=allmyphotos;Aktuelle
http:// https:/iwww.bidstack.com/privacy-policy/

http://https://onedrive.live.com/about/en/download/

http://https://amzn.to/2TTxhNg

http:// https://www.msn.com/de-ch/news/other/junger-mann-
stirbt-nach-sturz-von-einer-mauer-bei-der-eth/ar-AA

http:// https://www.skype.com/go/onedrivepromo.download?

cm_mmc=MSFT_2390_MSN-com

http://https://client-s.gateway.messenger.live.com

http://https:/iwww.ricardo.ch/?

utm_source=msn&utm_medium=affiliate&utm_campaign=msn

_mestripe_logo_d

http://https:/iwww.msn.com/de-ch/

http:// https://www.msn.com/de-ch/news/other/gré%c3%bcne-
fordern-regierung-soll-zeitungen-f%c3%b6rdern/ar-AAK

http://https://office.live.com/start/PowerPoint.aspx?

WT.mc_id=MSN_site

http://https://contextual. media.net/medianet.php?
cid=8CU157172&crid=858412214&size=306x271&https=1

http://https://www.awinl.com/cread.php?
awinmid=15168&awinaffid=696593&clickref=de-ch-edge-dhp-

river
http://https://twitter.com/
http://https://iwww.msn.com/de-ch

http://https://click.linksynergy.com/deeplink?
id=xoqYgl4JDe8&mid=46130&ul=dech_mestripe_store&m

http://https://clkde.tradedoubler.com/click?
p=245744&a=3064090&9g=24903118&epi=ch-de

http:// https://twitter.com/i/notifications;lch

http://https://www.awinl1.com/cread.php?
awinmid=11518&awinaffid=696593&clickref=dech-edge-dhp-

infopa

http://https://contextual. media.net/medianet.php?
cid=8CU157172&crid=722878611&size=306x271&http

http://https://outlook.live.com/calendar

http://https://onedrive.live.com/#qt=mru

http:// https://www.sway.com/?

WT.mc_id=MSN_site&utm_source=MSN&utm_medium=Topn

av&utm_campaign=link;PowerPoin

http://https://iwww.msn.com/de-

ch/nachrichten/z%c3%bcrich/26-j%c3%a4hriger-erliegt-nach-

sturz-von-mauer-bei-

http://https://iwww.msn.com?form=MY0104&0CID=MY0104

http://https://support.skype.com
http:// https://www.msn.com/de-ch/?

ocid=iehp&item=deferred_page%3al&ignorejs=webcore%2fm

odules%2fjsh

http://https://www.skyscanner.net/flights?
associateid=API_B2B_19305_00001&vertical=custom&pageT

ype=

http://www.youtube.com/

http://https://contextual. media.net/medianet.php?
cid=8CU157172&crid=722878611&size=306x271&https=1

http:/fogp.me/ns#

http://https://clk.tradedoubler.com/click?

p=245744&2a=3064090&9=21863656

http://www.wikipedia.com/

http://https://contextual. media.net/medianet.php?
cid=8CU157172&crid=858412214&size=306x271&http

http://https:/iwww.ricardo.ch/?

utm_source=msn&utm_medium=affiliate&utm_campaign=msn

_shop_de&utm

http://www.live.com/

http://https://onedrive.live.com/?qt=mru;OneDrive-App

http://https://www.skype.com/de

http://https://login.skype.com/login/oauth/microsoft?

client_id=738133
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Source
52-478955-68ddb2ab[1].js.7.dr
iab2Data[1].json.7.dr

52-478955-68ddb2ab[1].js.7.dr
de-ch[1].htm.7.dr
de-ch[1].htm.7.dr

52-478955-68ddb2ab[1].js.7.dr

52-478955-68ddb2ab[1].js.7.dr

de-ch[1].htm.7.dr

de-ch[1].htm.7.dr

de-ch[1].htm.7.dr

52-478955-68ddb2ab[1].js.7.dr

~DFD04886B5FB7F14E7.TMP.5.dr

de-ch[1].htm.7.dr

de-ch[1].htm.7.dr

de-ch[1].htm.7.dr
de-ch[1].htm.7.dr

de-ch[1].htm.7.dr

52-478955-68ddb2ab[1].js.7.dr

de-ch[1].htm.7.dr

de-ch[1].htm.7.dr

52-478955-68ddb2ab[1].js.7.dr
52-478955-68ddb2ab[1].js.7.dr
52-478955-68ddb2ab[1].js.7.dr

de-ch[1].htm.7.dr

de-ch[1].htm.7.dr
52-478955-68ddb2ab[1].js.7.dr
de-ch[1].htm.7.dr

de-ch[1].htm.7.dr

msapplication.xml7.5.dr

~DFD04886B5FB7F14E7.TMP.5.dr

de-ch[1].htm.7.dr
de-ch[1].htm.7.dr

msapplication.xml6.5.dr

de-ch[1].htm.7.dr

de-ch[1].htm.7.dr

msapplication.xml2.5.dr

52-478955-68ddb2ab[1].js.7.dr
52-478955-68ddb2ab[1].js.7.dr
52-478955-68ddb2ab[1].js.7.dr

Malicious
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false
false

false

false

false

false

false

false

false

false

false

false
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false

false

false

false

false

false

false
false
false

false
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Antivirus Detection

URL Reputation: safe
URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

URL Reputation: safe
URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

Reputation

high

unknown

high

high

high

high

high

high

high

high

high

high

high

high

high

high

high

high

high

high

high

high
high

high

high
high
high

high

high
high

high
high

unknown

high

high

high
high
high
high
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Name
hitp:// https://onedrive.live.com?
wt.mc_id=0o_msn_msnhomepage_header

hitp:/f https://www.msn.com/de-
ch/nachrichten/z%c3%bcrich/k%c3%b6nnen-seil-oder-
hochbahnen-z%c3%bcrichs-verk

hitp:/f https://www.msn.com/de-
ch/nachrichten/z%c3%bcrich/wer-bekommt-im-kanton-
2%c3%bcrich-pr¥%c3%admienverb

Contacted IPs

»
...

] No. of IPs < 25%
B 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%
Bl 75% < No. of IPs

Public

IP Domain

104.20.185.68

General Information

Joe Sandbox Version:

Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Sample file name:

Cookbook file name:

Analysis system description:

Number of analysed new started processes analysed:
Number of new started drivers analysed:
Number of existing processes analysed:

Number of existing drivers analysed:

Copyright Joe Security LLC 2021

geolocation.onetrust.com

Source

52-478955-68ddb2ab[1].js.7.dr

de-ch[1].htm.7.dr

de-ch[1].htm.7.dr

Country Flag

United States =

Malicious

false

false

false

Antivirus Detection Reputation
high
high
high
ASN Name Malicious
CLOUDFLARENETUS false

32.0.0 Black Diamond

429211

03.06.2021

17:51:21

CloudBasic

Oh 8m 54s

false

light

racial.drc (renamed file extension from drc to dll)
default.jbs

Windows 10 64 bit v1803 with Office Professional Plus
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8
Update 211

21
0
0
0
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Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

EGA Information:

HDC Information:

HCA Information:

Cookbook Comments:

Warnings:

Simulations

Behavior and APIs

Copyright Joe Security LLC 2021

.
.
.
.

HCA enabled
EGA enabled
HDC enabled
AMSI enabled

default

Timeout

MAL

mal64.troj.winDLL@13/88@8/1

Failed

.

.

.

.

.

Successful, ratio: 6.2% (good quality ratio 5.8%)
Quality average: 79.2%
Quality standard deviation: 29.1%

Successful, ratio: 65%
Number of executed functions: 0
Number of non-executed functions: 0

Adjust boot time
Enable AMSI

Show All

.

Exclude process from analysis (whitelisted):
BackgroundTransferHost.exe, RuntimeBroker.exe,
wermgr.exe, backgroundTaskHost.exe,
SgrmBroker.exe, svchost.exe, UsoClient.exe
Excluded IPs from analysis (whitelisted):
104.42.151.234, 92.122.145.220, 88.221.62.148,
131.253.33.203, 204.79.197.200, 13.107.21.200,
92.122.213.231, 92.122.213.187, 65.55.44.109,
152.199.19.161, 184.30.20.56, 184.30.24.22,
204.79.197.203, 40.126.31.137, 40.126.31.143,
40.126.31.139, 20.190.159.134, 20.190.159.138,
40.126.31.6, 40.126.31.1, 40.126.31.141,
84.53.167.113, 2.17.179.193, 20.50.102.62
Excluded domains from analysis (whitelisted):
store-images.s-microsoft.com-c.edgekey.net, a-
0003.dc-msedge.net, fs-
wildcard.microsoft.com.edgekey.net, fs-
wildcard.microsoft.com.edgekey.net.globalredir.aka
dns.net, e15275.g.akamaiedge.net, arc.msn.com,
cdn.onenote.net.edgekey.net,
e11290.dspg.akamaiedge.net,
iecvlist.microsoft.com,
e12564.dspb.akamaiedge.net, go.microsoft.com,
login.live.com,
wildcard.weather.microsoft.com.edgekey.net, www-
bing-com.dual-a-0001.a-msedge.net,
arc.trafficmanager.net,
watson.telemetry.microsoft.com,
prod.fs.microsoft.com.akadns.net,
ieonline.microsoft.com, cdn.onenote.net,
www.bing.com, fs.microsoft.com, dual-a-0001.a-
msedge.net, ie9comview.vo.msecnd.net,
cvision.media.net.edgekey.net, a-0003.a-
msedge.net, tile-service.weather.microsoft.com,
e1723.g.akamaiedge.net, www-msn-com.a-0003.a-
msedge.net, www.tm.a.prd.aadg.akadns.net,
a1999.dscg2.akamai.net, iris-de-prod-azsc-
uks.uksouth.cloudapp.azure.com,
web.vortex.data.trafficmanager.net,
e607.d.akamaiedge.net, login.msa.msidentity.com,
web.vortex.data.microsoft.com, any.edge.bing.com,
a-0001.a-afdentry.net.trafficmanager.net, store-
images.s-microsoft.com, icePrime.a-0003.dc-
msedge.net,
blobcollector.events.data.trafficmanager.net,
go.microsoft.com.edgekey.net, static-global-s-msn-
com.akamaized.net, e1553.dspg.akamaiedge.net,
skypedataprdcolwus16.cloudapp.net,
cs9.wpc.vOcdn.net,
www.tm.lg.prod.aadmsa.trafficmanager.net

Not all processes where analyzed, report is missing
behavior information

Report size exceeded maximum capacity and may
have missing behavior information.

Report size getting too big, too many
NtDeviceloControlFile calls found.

Page 13 of 54



No simulations

Joe Sandbox View | Context

IPs

Match
104.20.185.68

Domains

Match
hblg.media.net

contextual.media.net

Copyright Joe Security LLC 2021

SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
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Get hash
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Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Context

Context

184.30.24.22
184.30.24.22
184.30.24.22
184.30.24.22
184.30.24.22
184.30.24.22
184.30.24.22
184.30.24.22

184.30.24.22
184.30.24.22
184.30.24.22
184.30.24.22
104.84.56.24
184.30.24.22
184.30.24.22
92.122.146.68
92.122.146.68
23.57.80.37
23.57.80.37
104.80.21.70
184.30.24.22
184.30.24.22
184.30.24.22
184.30.24.22
184.30.24.22
184.30.24.22
184.30.24.22
184.30.24.22
184.30.24.22
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https://view.joesandbox.com/analysis/337862/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337862/html/none?idtype=webid
https://view.joesandbox.com/analysis/337859/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337859/html/none?idtype=webid
https://view.joesandbox.com/analysis/337857/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337857/html/none?idtype=webid
https://view.joesandbox.com/analysis/337817/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337817/html/none?idtype=webid
https://view.joesandbox.com/analysis/337813/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337813/html/none?idtype=webid
https://view.joesandbox.com/analysis/337538/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337538/html/none?idtype=webid
https://view.joesandbox.com/analysis/337536/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337536/html/none?idtype=webid
https://view.joesandbox.com/analysis/337524/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337524/html/none?idtype=webid
https://view.joesandbox.com/analysis/337482/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337482/html/none?idtype=webid
https://view.joesandbox.com/analysis/337436/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337436/html/none?idtype=webid
https://view.joesandbox.com/analysis/337373/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337373/html/none?idtype=webid
https://view.joesandbox.com/analysis/337352/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337352/html/none?idtype=webid
https://view.joesandbox.com/analysis/337066/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337066/html/none?idtype=webid
https://view.joesandbox.com/analysis/336057/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336057/html/none?idtype=webid
https://view.joesandbox.com/analysis/335393/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/335393/html/none?idtype=webid
https://view.joesandbox.com/analysis/335388/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/335388/html/none?idtype=webid
https://view.joesandbox.com/analysis/335238/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/335238/html/none?idtype=webid
https://view.joesandbox.com/analysis/335188/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/335188/html/none?idtype=webid
https://view.joesandbox.com/analysis/335186/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/335186/html/none?idtype=webid
https://view.joesandbox.com/analysis/335182/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/335182/html/none?idtype=webid
https://view.joesandbox.com/analysis/337865/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337865/html/none?idtype=webid
https://view.joesandbox.com/analysis/337864/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337864/html/none?idtype=webid
https://view.joesandbox.com/analysis/337862/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337862/html/none?idtype=webid
https://view.joesandbox.com/analysis/337861/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337861/html/none?idtype=webid
https://view.joesandbox.com/analysis/337859/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337859/html/none?idtype=webid
https://view.joesandbox.com/analysis/337857/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337857/html/none?idtype=webid
https://view.joesandbox.com/analysis/337856/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337856/html/none?idtype=webid
https://view.joesandbox.com/analysis/337855/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337855/html/none?idtype=webid
https://view.joesandbox.com/analysis/337854/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337854/html/none?idtype=webid
https://view.joesandbox.com/analysis/337853/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337853/html/none?idtype=webid
https://view.joesandbox.com/analysis/337852/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337852/html/none?idtype=webid
https://view.joesandbox.com/analysis/337851/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337851/html/none?idtype=webid
https://view.joesandbox.com/analysis/337817/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337817/html/none?idtype=webid
https://view.joesandbox.com/analysis/337538/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337538/html/none?idtype=webid
https://view.joesandbox.com/analysis/337536/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337536/html/none?idtype=webid
https://view.joesandbox.com/analysis/337524/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337524/html/none?idtype=webid
https://view.joesandbox.com/analysis/337517/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337517/html/none?idtype=webid
https://view.joesandbox.com/analysis/337482/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337482/html/none?idtype=webid
https://view.joesandbox.com/analysis/337462/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337462/html/none?idtype=webid
https://view.joesandbox.com/analysis/337436/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337436/html/none?idtype=webid
https://view.joesandbox.com/analysis/337865/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337865/html/none?idtype=webid
https://view.joesandbox.com/analysis/337864/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337864/html/none?idtype=webid
https://view.joesandbox.com/analysis/337862/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337862/html/none?idtype=webid
https://view.joesandbox.com/analysis/337861/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337861/html/none?idtype=webid
https://view.joesandbox.com/analysis/337859/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337859/html/none?idtype=webid
https://view.joesandbox.com/analysis/337857/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337857/html/none?idtype=webid
https://view.joesandbox.com/analysis/337856/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337856/html/none?idtype=webid
https://view.joesandbox.com/analysis/337855/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337855/html/none?idtype=webid
https://view.joesandbox.com/analysis/337854/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337854/html/none?idtype=webid

Match

ASN

Match
CLOUDFLARENETUS

JA3 Fingerprints

Match
9e10692f1b7f78228b2d4e424db3a98c

Dropped Files
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(7] 1] (7]
2 2 2
3 3 3
i i i
] o (]
2 2 2
o o o
3 3 3
® ® ®
c (= c
A A A
[l [l [l

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Detection
malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious

malicious

malicious
malicious
malicious

malicious

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious

malicious

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Link
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse

Browse

Browse
Browse
Browse

Browse

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse

Browse

Context

184.30.24.22
184.30.24.22
184.30.24.22
104.84.56.24
104.84.56.24
184.30.24.22
184.30.24.22
92.122.146.68
92.122.146.68
23.57.80.37
23.57.80.37

Context

104.20.184.68
104.20.184.68
104.20.185.68

104.20.184.68
104.20.185.68
104.20.185.68
104.20.184.68
104.20.184.68
104.20.184.68
104.20.184.68
104.20.184.68
104.20.184.68

162.159.13
0.233

172.67.181.37
104.21.19.200

162.159.13
0.233

172.67.188.154
172.67.154.61

172.67.188.154
172.67.188.154

Context

104.20.185.68
104.20.185.68
104.20.185.68
104.20.185.68
104.20.185.68
104.20.185.68
104.20.185.68
104.20.185.68
104.20.185.68
104.20.185.68
104.20.185.68
104.20.185.68
104.20.185.68
104.20.185.68
104.20.185.68
104.20.185.68
104.20.185.68

104.20.185.68
104.20.185.68
104.20.185.68
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https://view.joesandbox.com/analysis/337853/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337853/html/none?idtype=webid
https://view.joesandbox.com/analysis/337852/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337852/html/none?idtype=webid
https://view.joesandbox.com/analysis/337851/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337851/html/none?idtype=webid
https://view.joesandbox.com/analysis/337817/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337817/html/none?idtype=webid
https://view.joesandbox.com/analysis/337813/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337813/html/none?idtype=webid
https://view.joesandbox.com/analysis/337538/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337538/html/none?idtype=webid
https://view.joesandbox.com/analysis/337536/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337536/html/none?idtype=webid
https://view.joesandbox.com/analysis/337524/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337524/html/none?idtype=webid
https://view.joesandbox.com/analysis/337517/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337517/html/none?idtype=webid
https://view.joesandbox.com/analysis/337482/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337482/html/none?idtype=webid
https://view.joesandbox.com/analysis/337462/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337462/html/none?idtype=webid
https://view.joesandbox.com/analysis/337865/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337865/html/none?idtype=webid
https://view.joesandbox.com/analysis/337864/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337864/html/none?idtype=webid
https://view.joesandbox.com/analysis/337862/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337862/html/none?idtype=webid
https://view.joesandbox.com/analysis/337861/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337861/html/none?idtype=webid
https://view.joesandbox.com/analysis/337859/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337859/html/none?idtype=webid
https://view.joesandbox.com/analysis/337857/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337857/html/none?idtype=webid
https://view.joesandbox.com/analysis/337856/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337856/html/none?idtype=webid
https://view.joesandbox.com/analysis/337855/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337855/html/none?idtype=webid
https://view.joesandbox.com/analysis/337854/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337854/html/none?idtype=webid
https://view.joesandbox.com/analysis/337853/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337853/html/none?idtype=webid
https://view.joesandbox.com/analysis/337852/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337852/html/none?idtype=webid
https://view.joesandbox.com/analysis/337851/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337851/html/none?idtype=webid
https://view.joesandbox.com/analysis/337849/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337849/html/none?idtype=webid
https://view.joesandbox.com/analysis/337848/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337848/html/none?idtype=webid
https://view.joesandbox.com/analysis/337846/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337846/html/none?idtype=webid
https://view.joesandbox.com/analysis/337845/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337845/html/none?idtype=webid
https://view.joesandbox.com/analysis/337844/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337844/html/none?idtype=webid
https://view.joesandbox.com/analysis/337836/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337836/html/none?idtype=webid
https://view.joesandbox.com/analysis/337832/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337832/html/none?idtype=webid
https://view.joesandbox.com/analysis/337831/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337831/html/none?idtype=webid
https://view.joesandbox.com/analysis/337865/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337865/html/none?idtype=webid
https://view.joesandbox.com/analysis/337864/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337864/html/none?idtype=webid
https://view.joesandbox.com/analysis/337862/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337862/html/none?idtype=webid
https://view.joesandbox.com/analysis/337861/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337861/html/none?idtype=webid
https://view.joesandbox.com/analysis/337859/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337859/html/none?idtype=webid
https://view.joesandbox.com/analysis/337857/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337857/html/none?idtype=webid
https://view.joesandbox.com/analysis/337856/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337856/html/none?idtype=webid
https://view.joesandbox.com/analysis/337855/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337855/html/none?idtype=webid
https://view.joesandbox.com/analysis/337854/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337854/html/none?idtype=webid
https://view.joesandbox.com/analysis/337853/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337853/html/none?idtype=webid
https://view.joesandbox.com/analysis/337852/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337852/html/none?idtype=webid
https://view.joesandbox.com/analysis/337851/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337851/html/none?idtype=webid
https://view.joesandbox.com/analysis/337817/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337817/html/none?idtype=webid
https://view.joesandbox.com/analysis/337813/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337813/html/none?idtype=webid
https://view.joesandbox.com/analysis/337761/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337761/html/none?idtype=webid
https://view.joesandbox.com/analysis/337748/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337748/html/none?idtype=webid
https://view.joesandbox.com/analysis/337739/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337739/html/none?idtype=webid
https://view.joesandbox.com/analysis/337612/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337612/html/none?idtype=webid
https://view.joesandbox.com/analysis/337561/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337561/html/none?idtype=webid
https://view.joesandbox.com/analysis/337545/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337545/html/none?idtype=webid

No context

Created |/ dropped Files

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\DOMStore\H70Q3C43\contextual.media[1].xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

dropped

2876

4.910536806804358

false
48:09U9U9U9U2U2U2U2sU2U/U/U/U/U/U/UIU/IBU/UIUIUIEY YUIBY Y U/6qwU/6qwp:U000zzzzszZ WWWWWWWWEWWWWEYYWEYYWI
D2AAF647AF375C2B6CF3A250570EDF5B

92601AA16B5EBOB009AF27E94142AEF05691A755
C9B67B07FD97F712D5807155D28B4CB4B979960B44EC8A9E209652C57662056E

EFE36573CC993D521C4D1735DBEGFOF526F0C9CB2D402E3106E33C88C5C98DF2945166B8CCOBEEF1BE4E4D1703CDE39DF2584599996FA83E683C6E9ADS519C(
1

false

low

<root></root><root></root><root><item name="HBCM_BIDS" value="{}" ltime="3991228912" htime="30890203" /></root><root><item name="HBCM_BIDS" value="{}"
Itime="3991228912" htime="30890203" /></root><root><item name="HBCM_BIDS" value="{}" Itime="3991228912" htime="30890203" /></root><root><item name="H
BCM_BIDS" value="{}" Itime="3991228912" htime="30890203" /></root><root><item name="HBCM_BIDS" value="{}" Itime="3991708912" htime="30890203" /></root>
<root><item name="HBCM_BIDS" value="{}" Itime="3991708912" htime="30890203" /></root><root><item name="HBCM_BIDS" value="{}" [time="3991708912" htime
="30890203" /></root><root><item name="HBCM_BIDS" value="{}" Itime="3991708912" htime="30890203" /><item name="mntest" value="mntest" ltime="4022228912"
htime="30890203" /></root><root><item name="HBCM_BIDS" value="{}" time="3991708912" htime="30890203" /></root><root><item name="HBCM_BIDS" value="{}"
Itime="4049708912" htime="30890203" /></root><root><item name="HBCM_BIDS" value="{}" Itime="4049

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\DOMStore\HVTF7GNO\www.msn[1].xml|

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with no line terminators

dropped

13

2.469670487371862

false

3:D90aKh:JFKb

C1DDEA3EF6BBEF3E7060A1A9AD89E4CS
35E3224FCBD3E1AF306F2B6A2C6BBEAIB0O867966
B71E4D17274636B97179BA2D97C742735B6510EB54F22893D3A2DAFF2CEB28DB

6BESCEC7C862AFAES5B37AA32DC5BB45912881A3276606DA41BF808A4EF92C318B355E616BF45A257B8995520D72B7C08752C0BE445DCEADESCF79F73480910FE
D

false

high, very likely benign file

<root></root>

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Recovery\High\Active\RecoveryStore.{19647737-C4ACF-11EB-90E4-ECF4BB862DED}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\internet exploreniexplore.exe

Microsoft Word Document

dropped

24152

1.7617111173968136

false
48:lwKGcprvGwpL7G/ap8kGlpc0/GvnZpvODGVHZp90enGoBAgpv0InQGo4N4opcNGs:ruZZZb2kWDtvff59tQzN4oWBgk
E8C7441CF2462D019E29B877E4874CFE

DD533CCBDID6F4CIBOSEAASF0535FFB47968AC34
36A85B40FB04253CFICD12D0A21FEE0A3294799163E31609C1256BB5D8E8ID1C

FFOBB24BD1C2AA392F46F4508C565926BEE95572C9DA37A1117980DFE91F2FB77BBBFA8A37FAGD324B98107F5650191FA2F098169CC445D2EE0A918CF8BB6EF
1

false

Copyright Joe Security LLC 2021 Page 16 of 54



C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{19647739-C4CF-11EB-90E4-ECF4BB862DED}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\internet exploreniexplore.exe

Microsoft Word Document

dropped

371024

3.620208212396166

false

3072:UZ/2Bfcdmu5kgTzGtyZ/2Bfc+mu5kgTzGt2Z/2BfcdmuSkg TzGtdZ/2Bfc+mu5SkN:tVwek
CC6EE47E0D85B8D16267BF1C5A40EF8C
5D582E4302B8B255F04248E232B4B2223EAE92B7
896EE6GEDAE7BE453481B124758D42739B26DB2D8A402D67F83CF36319F61B04D

4E9C45C8D6A1D3C20717110C486DAA4D7399B4CAF119281E9FA2752978570A359FDDCY15F7D018BCE1C16CE89B0C729362764886EB82DCDEOBBB25E555D0B9
0

false

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-17529550060\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\internet exploreniexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

656

5.120874313946858

false

12: TMHdNMNxXOEcpUDvpUDANWImMI002EtM3MHANMNxOEcpUDvpUDANWIMIO0ObVbkEty:2d6NxOxyNSZHKdENXOxyNSZ76b
72870FE477C6518B7B8489B2EB33C2FC

3C56794F1818E4A558BAF6603FF92788A87F9000
162CB00DB168D7D5A158861F222EFE37BA570760761DE4250553E0ABDDDICOE3

9FCE9E1D5BD7D6B229B627AD2D81E9DF52B9B4431A280C6340ECCA1B7D4F87B6C7DF843986B06857E25CF21A18E2C1EEOA3SE2CA7B2303DA97066795B4DC7AI
30

false

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.twitter.com/"/><date>0xfa549610,0x01d758db</date><
accdate>0xfa549610,0x01d758db</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.twitter.com/"/><date>0xfa549610,0x01d758db</date><accdate>0
xfa549610,0x01d758db</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Twitter.url"/></tile
></msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-18270793970\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\internet exploreniexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

653

5.118921847687762

false

12: TMHdNMNxe2k53JY3JAnWImI002EtM3MHANMNxe2k53JY 3JAnWimI000bkak6EtMb:2d6NxrAKKSZHKd6NXrAKKSZ7Aa7b
BC6EF9EADBBFC4F4680DF6EDEOED8174

BA2B3413B9FEC81FFA181B15A47A08DC6B5A5535
7CA5A3DFC2AD0525C86A1241B91E571B5517715506E3BEDD3EES1A03B29811E2

AA3E18FD5E1FD161D46D4A30B71EO0FE207EF669CC6D4BE30ED9224244AD97DBCF5480691A8601743FAA2351D364941385275E2C8EB2D11EE296B3F1A76C1E7]
D

false

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.amazon.com/'/><date>0xfa4d6ef4,0x01d758db</date><a
ccdate>0xfa4d6ef4,0x01d758db</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.amazon.com/"/><date>0xfa4d6ef4,0x01d758db</date><accdate>0xf
a4d6ef4,0x01d758db</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Amazon.url"/>
</tile></msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\internet Explorer\Tiles\pin-21706820\msapplication.xml

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:

C:\Program Files\internet exploreniexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators
dropped

662

5.138496998053132

false

12:TMHdNMNxvLcpUDvpUDANWIMIO02EtM3MHANMNxvLcpUDvpUDANWIMIO0ObmZEtMb:2d6Nxv4yNSZHKd6Nxv4yNSZ7mb
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C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Tiles\pin-21706820\msapplication.xml

MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

F69684FB5A1484377719E4F8FIDFESD8
8DC21BC8C645BD2A70EDC596F6E1485ECFAFT744F
0C5B45D468DB7E643430EES594E8EAD2B7BAC2678B264E653DF295A8516AC3C74

DBFECAGDEAAEA82A4E0134425C7DDC792736B49D13AA4638D2A6ADBB8D24F73647B3F4AFEF5642942BB2A5C6E858EADDS26771312C646A01C9A5302E82838/
2E

false

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.wikipedia.com/"/><date>0xfa549610,0x01d758db</date>
<accdate>0xfa549610,0x01d758db</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.wikipedia.com/"/><date>0xfa549610,0x01d758db</date><accda
te>0xfa549610,0x01d758db</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Wikipe
dia.url"/></tile></msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\internet Explorer\Tiles\pin-4759708130\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\internet exploreniexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

647

5.137002455318265

false
12:TMHdNMNxicpUDvpUDANWiImI002EtM3MHANMNXxicpUDvpUDANWImMIO0Obd5EtMb:2d6NxzyNSZHKd6NxzyNSZ7Jjb
1F4642075451B6C80B5F9928273AFFDD

6C2E4082AD3CE0209B1557447189F88546071434
AB61D5B5024E091B99EB23F62AF07557EB6AF847715329B8F94D448836077457B
25FEA0A9436F7EB4E23253ACBB401A896CF2A946A7DI5FB830737DFEC6B65425A6D47D6E593E732D57B732145516868B6A0BA15D944024D16309B0A101559F2B

false

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.live.com/"/><date>0xfa549610,0x01d758db</date><acc
date>0xfa549610,0x01d758db</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?xml
version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.live.com/"/><date>0xfa549610,0x01d758db</date><accdate>0xfa549
610,0x01d758db</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Live.url"/></tile>
</msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-6757900\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\internet exploreniexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

656

5.151974813495732

false

12: TMHdNMNxhGwcpUDvpUDANWImI002EtM3MHANMNxhGwepUDvpUDANWImMI000b8K0z:2d6NXQFYNSZHKdENXQFYNSZ7YKajb
489F7A792032DD9E0923BF21D0413427

CDDOC3EE7E78ADCIOF33F4F4685867C0A5D2DCD05
1723D92056C8D6C158F2E47128354986F6330447CF642A9D269598857FC30251

E6789D4EDE8BAFA7315DD2CF2DD8BD70B882C16C865AA227494264C884C3CI9DBE1B5F8COA7ASCC7C8FD79BF557A2D32DAD028CEG6C081B831AA20677DA8IAI
29

false

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.youtube.com/"/><date>0xfa549610,0x01d758db</date><
accdate>0xfa549610,0x01d758db</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.youtube.com/"/><date>0xfa549610,0x01d758db</date><accdate>0
xfa549610,0x01d758db</accdate></config><tile><wide310x150logo/><square310x310logo/><square 70x70logo/><favorite src="C:\Users\user\Favorites\Youtube.url"/>
</tile></msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Tiles\pin-8760897390\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

C:\Program Files\internet exploreniexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

653

5.121734801203343

false
12:TMHdNMNx0ncpUDvpUDANWimI002EtM3MHANMNxOncpUDvpUDANWIMIO0ObxEtMb:2d6Nx0cyNSZHKd6Nx0cyNSZ7nb
722C54950DDFBFC70CCCBE79A53F2814

AB0B20193C9A46EA61BAE450AD8C700EBCEAEASS
8DBB72869E6FD1F9138EAA0F4F96F02053840029B796AB7A3A6523C40290377A
9F5B6EBGA7O0EC26D50E6787469623E8FF39F624F8437ACCIC19A334E0A6A67624824A92BBA126A9CEBB70EED2E7C6C8C27E57132CCF315516507D85971DELFDO

false
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C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Tiles\pin-8760897390\msapplication.xml

Preview:

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.reddit.com/"/><date>0xfa549610,0x01d758db</date><a
ccdate>0xfa549610,0x01d758db</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.reddit.com/"/><date>0xfa549610,0x01d758db</date><accdate>0xf
a549610,0x01d758db</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Reddit.url"/></tile>
</msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin20259167780\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\internet exploren\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

656

5.161298015217555

false
12:TMHdNMNxxcpUDvpUDANWimI002EtM3MHANMNxxcpUDvpUDANWIMIO0Ob6Kg5EtMb:2d6NxSyNSZHKd6NXSyNSZ70b
6151B8642E0BB2965F011D877F66FC40

4082CF86BE013CC4248488C40ECCF5699019F300
9222E6F2B9529BB4D43235BFD209AC17F863F713880569766BC928BC856195A7
614CB4D4AD1D56539BFD34AC9746CD208962B279788881025670E1458236DDA94D4B228CC7585E324F5A9A6A6440F68D7C30A7AE226A6F837B8CIABCD1816A9:

false

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.nytimes.com/"/><date>0xfa549610,0x01d758db</date><
accdate>0xfa549610,0x01d758db</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.nytimes.com/"/><date>0xfa549610,0x01d758db</date><accdate>0
xfa549610,0x01d758db</accdate></config><tile><wide310x150logo/><square310x310logo/><square 70x70logo/><favorite src="C:\Users\user\Favorites\NY Times.url"/>
</tile></msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin20332743330\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\internet exploreniexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

659

5.1366113808221145

false

12: TMHdNMNxccpUDvpUDANWImMIO02EtM3MHANMNxccpUDvpUDANWIMIOOObVEtMb:2d6NxZyNSZHKd6NXZyNSZ7Db
9F7317E6949B152A194F91247F3C5F52

CA46053765465350800840EQ0CCE7B3AD4871F86
33A2740C972E281F3562E87B03C95173CB2AB1D81A7AFCOA2ESBB4A6BECD77DA
B270101C654E3110138EE1DE7988330AA78DBAFCDID3304528B208F65618F0880FBIE38C8B407C82010C0309A34D25E4511403BB13F57524096499827417BF21

false

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.facebook.com/"/><date>0xfa549610,0x01d758db</date>
<accdate>0xfa549610,0x01d758db</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.facebook.com/"/><date>0xfa549610,0x01d758db</date><accdate
>0xfa549610,0x01d758db</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Facebook
.url"/></tile></msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\internet Explorer\Tiles\pin8215062560\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\internet exploreniexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

653

5.122428237903682

false
12:TMHdNMNxfncpUDvpUDANWImMI002EtM3MHANMNxfncpUDvpUDANWImMIO0Obe5EtMb:2d6NxkyNSZHKd6NxkyNSZ7ijb
3667FE1C5AAGE7DDF78813A93727C358

06BF736F67FEBAD1330A314FA49F7CC088793582
8B962F9D1CO73EA5156E8B71E82551A042E67F2DDF91C16B7F54F1863B60FB61
7BE16CB5196C613E5F78910875DB1F29862600FFFOF430B7F21F4212194660595E8669C778E8BC81D69F0D79167E0FFA4853014B38B7EC4E247619A76A9AAEC2

false

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.google.com/"/><date>0xfa549610,0x01d758db</date><a
ccdate>0xfa549610,0x01d758db</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.google.com/"/><date>0xfa549610,0x01d758db</date><accdate>0xf
a549610,0x01d758db</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Google.url"/>
</tile></msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\internet ExplorerlimagestorelynfzOjx\imagestore.dat

Process:

File Type:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

data
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C:\Users\user\AppData\Local\Microsoft\internet Explorerlimagestorelynfz0jx\imagestore.dat

Category: dropped

Size (bytes): 934

Entropy (8bit): 7.034055492260055

Encrypted: false

SSDEEP: 24:u6tWaF/6easyD/iICHLSWWqyCoTTdTc+yhaX4b9upGC:u6tWu/6symC+PTCg5TcBUX4bg

MDS5: AB196E311995D760085AC7AD84979008

SHA1L: E91EAOB7C5E334198F27A5E74017861E33029770

SHA-256: 55844A976488CE66CF14BBE61416051883B91853851461CC892E4E02A5181CD1

SHA-512: 231D4C45DA8F31EF1CFAB48FD1836E42DCF14719421B1D5974439DDD048EEED924E56525684BBIBD671F2138853A963E90260302FF02C8C6B83EBO009F294534

Malicious: false

Preview:
E.h.ttps..//static.-.glo.b.al-s.-ms.n.-com..akam.a.ized..net/lhp.-neuls.c/2b/a5ea?2l..ic.0...PNG.... IHDR... ... e pPHYS. .o
VPAG... oot e elDATH...0.@../.MT..KY..PI9"....:UjS.. T."P.(R.PZKQZ.S. ... .v2 ... 9. K.;_}....~.gK.i.;.B.2..C..B......<..CB.....)....;..Bx..2.}.. ._>W!..%B..{.d...
LCgz.jl.7D.*M.*............. "HK..j%.!IDOf7......C.]._Z.f+..1.1+.;.Mf....L:Vhg..[.. ..O:..1.a....F..S.D...8<n.V.7M.....cY@....... 4.D..kn%.e. A.@IA.>\.Q|.N.P........ <l..ip..y.U..J..9
..R.mgpivwn.f4$. . X.E.1.T..2....wz..U..../[...Z..(DB.B(...-........ B.=m.3....X..p..Y. ... w..<.........8...3.;.0....(..1...A..6f.g.xF..7Th.Gmq]....gz_Z...x..0F .......... x.=Y},jT.R.....
.72w/...Bh..5..C...2.06"........ 8@A..."zZTXtSoftware..x.sL.OJU..MLO.JML.../....M....IEND.B". ... Ry....Ry. ...

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\17-361657-68ddb2ab[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 1238

Entropy (8bit): 5.066474690445609

Encrypted: false

SSDEEP: 24:HWwAaHZRRIYfOeXPmMHUKg6GGiqlIQCQ6cQflgKioUInJagzrQJ:HWwAabuYfO8HTqOxB6XfyNoUiJaD

MDS5: 7ADA9104CCDE3FDFB92233C8D389C582

SHA1L: 4E5BA29703A7329EC3B63192DE30451272348E0D

SHA-256: F2945E416DDD2A188D0E64D44332F349B56C49AC13036B0B4FCI46A2EBF87D99

SHA-512: 2967FBCE4E1C6A69058FDE4C3DC2E269557F7FAD71146F3CCD6FC9085A439B7D067D5D1F8BD2C7ECI9124B7E760FBC7F25F30DF21F9B3F61D1443EC3C214E3F
F

Malicious: false

Preview:

define("meOffice",["jquery","jqgBehavior","mediator","refreshModules","headData","webStorage","window"],function(n,t,i,r,u,f,e){function o(t,0){function v(n){var r=e.local
Storage,i,t,u;if(r&&r.deferLoadedltems)for(i=r.deferLoadedltems.split(","),t=0,u=i.length;t<u;t++)if (i[t] &&i[t].indexOf(n)!==-1){f.removeltem(i[t]);break}}function a(){var i=t.find
("section li time");i.each(function(){var t=new Date(n(this).attr("datetime"));t&&n(this).html(t.toLocaleString())})}unction p(){c=t.find("[data-module-id]").eq(0);c.length&&(h=c.
data("moduleld"),h&&(I="moduleRefreshed-"+h,i.sub(l,a)))}function y(){i.unsub(o.eventName,y);r(s).done(function(){a();p()})}var s,c,h,l;return u.signedin||(t.hasClass("of
fice")?v("meOffice"):t.hasClass("onenote")&&v("meOneNote")),{setup:function(){s=t.find("[data-module-deferred-hover], [data-module-deferred]").not("[data-sso-de
pendent]");s.length&&s.data("module-deferred-hover")&&s.html("<p class="meloading><\V/p>");i.sub(o.eventName,y)},teardown:function(){h&&i.un

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\2d-0e97d4-185735b[1].css

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode text, with very long lines

Category: dropped

Size (bytes): 249857

Entropy (8bit): 5.295039902555087

Encrypted: false

SSDEEP: 3072:jaPMUzTAHEKkm80UdvUvOZkru/rpjp4tQH:ja0UzTAHLOUdv1Zkru/rpjp4tQH

MDS5: B16073A9EC93B3B478EC2D5305BABOES

SHA1L: 446E73EF46D83EE7BE6AFC3F7707D409DFE3FFF3

SHA-256: 6561EBD5D1938217C45AD793DA4DCF4772B5B6E339C2B4A1086AB273EBBO865A

SHA-512: 19B2F38AF4AD3DB28F1823D94928DEABEF5FC5D1B61EF7E4ADAESE242ADB7403C0OBE7F30BFAF07A259DB31C35EDIA9A043928FB3655F47D9C063B38ESC3FDI
CEF

Malicious: false

Preview:

@charset "UTF-8";div.adcontainer iframe[width="1'}{display:none}span.nativead{font-weight:600;font-size:1.1rem;line-height:1.364}div:not(.ip) span.nativead{color:#333}.to
daymodule .smalla span.nativead,.todaystripe .smalla span.nativead{bottom:2rem;display:block;position:absolute}.todaymodule .smalla a.nativead .title,.todaystripe .smalla
a.nativead .title{max-height:4.7rem}.todaymodule .smalla a.nativead .caption,.todaystripe .smalla a.nativead .caption{padding:0;position:relative;margin-left:11.2rem}.to
daymodule .mediuma span.nativead,.todaystripe .mediuma span.nativead{bottom:1.3rem}.ip a.nativead span:not(.title):not(.adslabel),.mip a.nativead span:not(_titl
e):not(.adslabel){display:block;vertical-align:top;color:#a0a0a0}.ip a.nativead .caption span.nativead,.mip a.nativead .caption span.nativead{display:block;margin:.9rem 0
.1rem}.ip a.nativead .caption span.sourcename,.mip a.nativead .caption span.sourcename{margin:.5rem 0 .1rem;max-width:100%}.todaymodule.mediuminfopanehero .ip_

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\52-478955-68ddb2ab[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 396481

Entropy (8bit): 5.3246692794239046

Encrypted: false

SSDEEP: 6144:DIY9z/aSg/jgyYdw4467hmnidIWPqljHSjaeCraTgxO0Dvg4FcG6IuNK:eJ/hcnidlWPqljHdfactHcGBt
MD5: B5BFFE45CF81B5A81F74C425DCF30B52
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\52-478955-68ddb2ab[1].js

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

683FDC1C77B30D56A2DD7D32FAD51DB1093C9260
E5C9B77B4CAFB53C72F500B09FB1DAB209AF5D9D914A72F2F5C7A1A128749579

5CC23F5CD661A1D80E7989E79AD5355A5685B52C9B5081CA3FC6721E0C378B429D84C2698D06EBA987ABD0764AFEAFODOCF2A74D67C7CBB23B4C80359F64E¢
D

false

var awa,behaviorKey,Perf,globalLeft, Gemini, Telemetry,utils,data, MSANTracker,deferredCanary,g_ashsC,g_hsSetup,canary;window._perfMarker&&window._perfMa
rker("TimeToJsBundleExecutionStart");define("jgBehavior",["jquery","viewport"],function(n){return function(t,i,r){function u(n){var t=n.length;return t>1?function(){for(var
i=0;i<t;i++)n[i]()}:t?n[0]:ffunction f(){}if(typeof t'="function")throw"Behavior constructor must be a function";if(i&&typeof i'="object")throw"Defaults must be an object or nu
II";if(r&&typeof r'="object")throw"Exclude must be an object or null*;return r=r||{},function(f,e,0){function c(n){n&&(typeof n.setup=="function"&&l.push(n.setup),typeof
n.teardown=="function"&&a.push(n.teardown),typeof n.update=="function"&&v.push(n.update))}var h;if(o&&typeof o!="object")throw"Options must be an object or null";var

s=n.extend(!0,{},i,0),I=[],a=[],v=[],y=!0;if(r.query){if(typeof f!="string")throw"Selector must be a string";c(t(f,s))}else h=n(f,e),r.each?c(t(h,s)):(y=h.length>0,

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\AAKEHAO[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 100x75, frames 3
downloaded

2485

7.82149647562406

false

48:QfAUETAt+uJ1c+8jXYe+oxZK4UFVdgTEeXkOQNJID29tC8i08Fhs:Qf7E2+41c+qvLPUFVdgTEeONORSFmM
0C6ACAF273A1976C5D2A7DC7BFE1E181

99317EF83217C1D098738F65B5CIC3ED47974693
8775048BCC32CB8F2DE9B958C485824E1E88AB19C9999973B705260AE7B714E5
594692DEAAOC84A570039862FDC429D1B7153799F39FA75DC85C6923CB6086906E53DD626E161C224C4E96CC5D39D049D2472E539D6EC36519EE5399EBFELEC

false

http:// https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/ AAKEHA0.img?h=75&w=100&m=6&0=60&u=t&0=t&I=f&f=jpg&x=540&y=583

h..i,.e.3..zT....9}.=6...C.[:e.a.B)....H.#.._..
...... BB{..a........jf.7...;;5L..N?2..0

yg0

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\AAKET7v[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 100x75, frames 3
downloaded

2549

7.839721284968325

false

48:QfAUETAWGV5QQ2mMMSXdOwWAZjjRTBT6EVhqIGQIU:Qf7E+V2QfVSXd7AZjiFA/IS
7294BA0AFC60E036412A97EBE95C5C24

A7336ED3F4ED12EA1CE9740E40973631ACEDCCI1E
57D005AF2DCA606CC1FAF301D75E92C907E3ACD6E00454C3BF5C36E130D51AEE
E3BF9768873AA6F6489A5B4ED3A6ESBDCE7333F38C3B0894DE7403099E4989FFF3066F067A3418570D4C36DB303E2D5322A0A9369D6CCB2E97AAA7TA140C38C6

false

http:// https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/ AAKET7v.img?h=75&w=100&m=6&q=60&u=t&0=t&I=f&f=jpg&x=497&y=293

00000 40M03Z L HLL TN <[ V. 2.d g, f(NLLID ). IWpo.)*.u.C..u.5+a={2..}.0.)+.6.M/.>..;0a.."._7QZL.c...)!
{9AH9N2 . -.Q). k&fc.....2....D..@DJ....Ma7vi..."....B..q..s..V4..n.. Lko\veul LLR..?2..+.r$....G..V..0OB...zV

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\AAKF3dk[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 311x333, frames 3
downloaded

9487

7.72211318070143

false

192:Q2LGgbPuiCkWG1Db7K1qdznBVKWNgXQIJQX74DHHmM6I:NzXCveDb2gFBaWNobeX74bjl
1E7BBOA8C346F1DDD6B10E578EC6B234

56FF79191E93D21C703BDABD9457CCD876CF490E
F41D28AECA7D74B83F5A795862616623660BCE4E462E8F074771ED3C19E65A43

1745F3B05E01631E92151A8118A6B6B10CBF09660225A5EE30313ACBA774DB7F536FOEOOAE3083C230AEA2245EASAE80A14B2FABSCFACBAOCE84CDEBFCA4C54
E9

Copyright Joe Security LLC 2021 Page 21 of 54



C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\AAKF3dk[1].jpg
Malicious: false
|IE Cache URL: http:// https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/ AAKF3dk.img?h=333&w=311&m=6&q=60&u=t&0=t&I=f&f=jpg&x=1730&y=1292

Preview:
v )10.)-,3:3>36F7,-@WAFLNRSR2>ZaZP JQRO....... &..&05-5000000000000000000000000000000000000

(...@..P.@...R..%..R
@.P.@..P@..P@.S..@

).

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\AAKF3od[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 311x333, frames 3
Category: downloaded

Size (bytes): 16838

Entropy (8bit): 7.862402807765025

Encrypted: false

SSDEEP: 384:N6pa/7hwW19n3Fc5IRtABZY1eN89IoP77WFw5qirlK2xfpVjU:N6ps7s1p3Fc57uBZyK8dP7iw5Dth7ju

MDS5: 4C16DD5D8F53BFA5208DB1349F4C5297

SHA1L: 9A9BD8F1C4A7051EC15CED85DB3298327B87B72D

SHA-256: C754616CDBFCFAB30CB181C8FDEFE70F74B502221A4FC255B92271E46D087CCD

SHA-512: B0947FCC2C6008F4ED405708DC7C6D3923015C51F3297E1938D6E86FFAECCD0C96422509CA2FB511259CC3A86382DA176996641D937C9D4A7BEAEBFFI36BOE
Malicious: false

IE Cache URL:  http:i/https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/AAKF3o0d.img?h=333&w=311&m=6&q=60&u=t&0=t&I=f&f=jpg

Preview:

)10.)-,3:J>36F7,-@WAFLNRSR2>ZaZP"JQRO.......&..&05-5000000000000000000000000000000000000

Z(....1@.>a@ W..... . P.@.(c....
S @.....2.x 10 @.2.We.a. >0 .@.2.9...5..N.g.. . m$.. . "Jc P.@....... n..T.2;d..... Ha...@._.....0.~...0.~..%(.(...;n. Xt b yr=W.).Uen 4. f........ H.....
....... Z...J@-.f..@.@.x..B:..C.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\AAKFAXI[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 622x368, frames 3

Category: downloaded

Size (bytes): 22147

Entropy (8bit): 7.863525472263711

Encrypted: false

SSDEEP: 384:lyY1Y5wZ0J6LI2DE65IrUKOQKOKrfzS2L8tPNfIMNIMCXLkImyF+ssEdFgK:10Y5iA2NOkXkIrfGPtPNnCIrmsEP

MDS5: 2EBC207C6B2FE8S8BBAC2566D654BEA76E

SHAL: 6E94232D510B142E71514ED31BD1B2D74540A7B9

SHA-256: FBIF6615FF95D24BD478AEODDC8DDEF675F050EC6BC5132901CB7F2D18FIBFFB

SHA-512: 0F97254E375DE007B148C33E89B49446530C8A62E80FEF242E6F3AD2C4647636E24DAB3F1959EC94A05CCF4A76E2CCCBA6B47E21C64475BC21F2D18A9B125F/
1

Malicious: false

|IE Cache URL: http:// https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/ AAKFAxI.img?h=368&w=622&m=6&0=60&u=t&0=t&I=f&f=jpg&x=714&y=323

Preview:

v )10.)-,3:3>36F7,-@WAFLNRSR2>ZaZP JQRO....... &..&05-5000000000000000000000000000000000000
1A..Qa."q.2...#B...R..$3br........%&()*456789: CDEFGHIJSTUVWXY Zcdefghijstuvwxyz........
11.AQ.aq."2...B....#3R..br...$4.%.....&'()*56 789: CDEFGHIJSTUVWXY Zcdefghijstuvwxyz.........
.adg.\.g.\,.@...B.p.Z..KE.O)h.<........ E.iU..R...4#..h.9...).vGc.z2<.S"........ 4..<b...v.P6-.-K........ 4...a@.@.P..P
LAEC-LZ(0((P.@.@..@. 1. BY.2. nG.....z. Nz 7w . 0.0, P F9ErBLL0 bzl FLUL &R rork

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\BB7gRE[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 482

Entropy (8bit): 7.256101581196474

Encrypted: false

SSDEEP: 12:6v/78/kFLsiHANE30WxYZOjNO/wpc433jHgbc:zLeO/wc433Cc

MD5: 307888COF03ED874ED5C1D0988888311

SHAL: D6FB271D70665455A0928A93D2ABDIDICOF4E309

SHA-256: D59C8ADBE1776B26EB3A85630198D841F1A1B813D02A6D458AF19E9AADO7B29F

SHA-512: 6856C3AA0849E585954C3C30B4C9CI92493F4E28E41D247C061264F1D1363C9D48DB2BIFA1319EA77204F55ADBD383EFEE7CF1DA97D5CBEAC27EC3EF36DEF!
8E

Malicious: false

|IE Cache URL: http:// https:/static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB7gRE.img?h=16&w=16&m=6&0=60&u=t&o=t&I=f&f=png
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\BB7gRE[1].png

Preview:
(J....wIDAT80.RKN.O.J\....U...c-.. .. 8.{$..2.@....+....... K...%)...I......C4../XD].Y..:.w.....B9..7..Y ..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\BBPfCZL[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: GIF image data, version 89a, 50 x 50

Category: downloaded

Size (bytes): 2313

Entropy (8bit): 7.594679301225926

Encrypted: false

SSDEEP: 48:5Zvh21Zt5SkY33fS+PuSsgSrrVi7X3ZgMjkCqBn9VKg3dPnRd:vkrrS333g+PagKk7X3Zgal9kMpRd
MDS5: 59DAB7927838DE6A39856EED1495701B

SHA1L: AB0734C857BFF8FF159C1879A041C6EA2329A1FA

SHA-256: 544BA9B5585B12B62B01C095633EFC953A7732A29CB1E941FDESAD62AD462D57

SHA-512: 7D3FB1A5CC782E3C5047A6C5F14BF26DD39B8974962550193464B84A9B83B4C42FB38B19BDOCEF8247B78E3674F0C26F499DAFCF9AF780710221259D2625DB8¢
Malicious: false

|IE Cache URL: http:// https:/static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BBPfCZL.img?h=27&w=27&m=6&0=60&u=t&0=t&I=f&f=png

Preview:

GIF89a2.2.....7..;..72..C...H..<.9....8.F.7.E.@..C..@..6..9..8..J..*2.G..>..?..A..6..>..8.....A.=.B.4.B.D..=. K.=.@..<...3~.B.D....,|.4..2.6....J..;..G...FL.1}.4.R....

Y.E.>.9.5.X.A.2.P.J. 9. . TH+Z....+.<Fq.Gn.V..;.7.Lr.W..C.<.Fp]....A....0{L.E.H.@....3.3.0.M.K...#[.3i.D..>........ l...<n..;..Z..1..G..8..E....Hu..1.>..
T..a.Fs..C..8..0}....; : e[ 8T e.@..B. .s..)aCm...'a.0Z..7...3f.<.e....@.q....Ds..B...IP
Nediiis Li. FoBor.w.|o..... g Ms KR > .Ry.Nv.n..]..Bl .Dj.. 0.6 )V..9..5......LLNETSCAPE2.0.....!....d
..3...9.(.d.C WH.(."D...(D.....d.Y......<.(PP.F..dL.@.&.28..$1S... *TP.....>.. L.IT.XL.(.@a..IsgM..|..Jc(Q.*.......2..)y2.J.....W,..eW2.!...I....C.....d...zeh....P.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\BBkwUr[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 431

Entropy (8bit):  7.092776502566883

Encrypted: false

SSDEEP: 12:6v/78/kFkUgT6VOUNWQYst4azG487XqYsT:YgTAOUNWMM487XqZT

MD5: D59ADB8423B8A56097C2AE6CBEDBECS7

SHA1L: CAFB3A8ABA2423C99C218C298C28774857BEBB46

SHA-256: 4CC08B49D22AF4993F4B43FD0O5SDEGE1E98451A83B3C09198F58D1BAFDOB1BFC3

SHA-512: 34001CBEO0731E45FBO00E31E45C7D7FEE039548B3EA91EBE05156A4040FA45BC75062A0077BF15E0D5255C37FE30F5AE3D7F64FDD10386FFBB8FDB35ED8145F
C

Malicious: false

|IE Cache URL: http:// https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BBkwUr.img?h=16&w=16&m=6&0=60&u=t&o=t&I=f&f=png

Preview:
@...A2...0.7TXw..H...
........ hl.g .gA\..A..L .|ED.

.>h...#..IEND.B".

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\de-ch[1].json

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 79097

Entropy (8bit): 5.337866393801766

Encrypted: false

SSDEEP: 768:0lAy9Xsiltnuy5zIux1whjCU7kJB1C54AYtiQzNEJEWICgP5HVN/QZYUmftKCB:olLEJxa4CmdiuWIDxHga7B

MDS5: 408DDD452219F77E388108945DE7DOFE

SHA1L: C34BAE1E2EBD5867CB735A5C9573E08C4787E8E7

SHA-256: 197C124AD4B7DD42D6628BIBEFD54226 CCDCD631ECFAEE6FB857195835F3B385

SHA-512: 17B4CF649A4EAE86A6A38ABA535CAFOAEFB318D06765729053FDE4CD2EFEE7C13097286D0B8595435D0EB62EF09182A9A10CFEE2E71B72B74A6566A2697EAB
1B

Malicious: false

|IE Cache URL: http:// https://www.msn.com/_h/9c38ab9f/webcore/externalscripts/oneTrustV2/consent/55a804ab-e5c6-4b97-9319-86263d365d28/6f0cca92-2dda-4588-a757-
0e009f333603/de-ch.json

Preview:
{"DomainData":{"pclifeSpanYr":"Year","pclifeSpanYrs":"Years","pclifeSpanSecs":"A few seconds","pclifeSpanWk":"Week","pclifeSpanWks":"Weeks","cctld":"55a804ab-e5
c6-4b97-9319-86263d365d28","MainText":"lhre Privatsph.re","MainInfoText":"Wir verarbeiten lhre Daten, um Inhalte oder Anzeigen bereitzustellen, und analysieren die
Bereitstellung solcher Inhalte oder Anzeigen, um Erkenntnisse .ber unsere Website zu gewinnen. Wir geben diese Informationen auf der Grundlage einer Einwilligung und
eines berechtigten Interesses an unsere Partner weiter. Sie k.nnen lhr Recht auf Einwilligung oder Widerspruch gegen ein berechtigtes Interesse aus.ben, und zwar auf
der Grundlage eines der folgenden bestimmten Zwecke oder auf Partnerebene .ber den Link unter jedem Zweck. Diese Entscheidungen werden an unsere Anbieter, die
am Transparency and Consent Framework teilnehmen, signalisiert.”,"AboutText":"Weitere Informationen”,"AboutCookiesText":"Ihre Privatsph.re","ConfirmText":"Alle zulas
sen”,"AllowAll
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\iab2Data[1].json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode text, with very long lines, with no line terminators

downloaded

242382

5.1486574437549235

false
768:13JqIW6A3pZcOkv+prD5bxLkjO68KQHamIT4Ff5+wbUk6syZ7TMwz:13JqINA3KkR4D5bxLk78KslkfZ6hBz
D76FFE379391B1C7EEQ773A842843B7E

772ED93B31A368AE8548D22E72DDE24BB6E3855C
DOEB78606C49FCD41E2032EC6CC6A985041587AAEE3AE15B6D3B693A924F08F2
23E7888E069D05812710BF56CC76805A4E836B88F7493ECEF669F72A55D5D85AD86AD608650E708FA1861BC78A139616322D34962FD6BEOD64EOBEA0L07BF4F4
false

http://https://iwww.msn.com/_h/9c38ab9f/webcore/externalscripts/oneTrustV2/consent/55a804ab-e5c6-4b97-9319-86263d365d28/iab2Data.json

{"gvISpecificationVersion":2,"tcfPolicyVersion":2,"features":{"1":{"descriptionLegal":"Vendors can:\n* Combine data obtained offline with data collected online in support of
one or more Purposes or Special Purposes.”,"id":1,"name":"Match and combine offline data sources","description":"Data from offline data sources can be combined with y
our online activity in support of one or more purposes"},"2":{"descriptionLegal":"Vendors can:\n* Deterministically determine that two or more devices belong to the same
user or household\n* Probabilistically determine that two or more devices belong to the same user or household\n* Actively scan device characteristics for identification for
probabilistic identification if users have allowed vendors to actively scan device characteristics for identification (Special Feature 2)","id":2,"name":"Link different devices

" "description":"Different devices can be determined as belonging to you or your household in support of one or more of purposes."},"3"{"de

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\otFlat[1].json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with CRLF line terminators

downloaded

12282

5.246783630735545

false

192:SZ1Nfybp4gtNs5FYdGDaRBYw6Q30EB+q50djM/w4lYLp5bMgEb5PenUpoQuQJY Qj:WNejbnNP85csXfn/BoHBIAHYPtJJAk
A7049025D23AEC458F406F190D31D68C

450BC57E9C44FB45AD7DC826EB523E85BI9E05944

101077328E77440ADEE7E27FC9A0A78DEB3EAB80426 DFFFDA70237CE413388A5

EFBEFAF0D02828F7DBD070317BFDF442CAE516011D596319AE0AF90FC4C4BD9FF945AB6EGEOFFIC737D54E05855414386492D95ABFC610E7DE2EQ9725CB1A9I
6

false

http://https://Awww.msn.com/_h/9c38ab9f/webcore/externalscripts/oneTrustV2/scripttemplates/6.4.0/assets/otFlat.json

{. "name": "otFlat",.. "html": "PGRpdiBpZD0ib25IdHJ1c3QtYmFubmVyLXNkaylgY2xhc3M9Im90RmxhdClgcm9sZT0iZGlhbG9nliBhcml
hLWRIcZNyaWJIZGJSPSvamVOchzdClwb2pr3kthV4dC|+PGde|BJbGcmzOlethzRrLWvanRhaWSIcn+PGde|BJbGcmzOlb3thZRrLXJvdyl+PGde|BpZ
DO0ib25IdHJ1c3QtZ3IvdXAtY 29udGFpbmVyliBjb GFzcz0ib3Qtc2RrLWVpZ2h0IGI0LXNkay1jb2x1bW5zIj48ZGI2IGNsYXNzP SJiYW5uZXJIfbG9nbyl+PC9kaXY+PGR
pdiBpZD0ib25IdHJ1c3QtcG9saWN51j48aDMgaWQ9Im9uzZXRydXNOLXBvbGlieS10aXRsZSI+VGI0bGU8BL2gzPjxwIGIkPSJvbmV0cnVzdClwb2xpY 3ktdGV4dCl+dGIlOb
GUBL3A+PGRpdiBjbGFzcz0ib3QtZHBKLWNvbnRhaWs5Icil+PGgzIGNsYXNzPSJvdC1kcGQtdGIObGUiPIdIIGNVvbGxlY3QgZGF0Y SBpbiBvecmRIciBObyBwecm92aWRIOjw
vaDM+PGRpdiBjbGFzcz0ib3QtZHBKLWNvbnRIbnQiPjxwIGNsYXNzPSJvdC1kcGQtZGVzYyl+ZGVzY3JIpcHRpb248L3A+PC9kaXY+PC9kaXY+PC9kaXY+PC9
kaXY+PGRpdiBpZD0ib25ldHJ1c3QtYnV0dGOuLWdyb3VwLXBhcmVudClgY2xhc3M9Im9OLXNkay10aHJIZSBvdC1zZGstY29sdW1ucyl+PGRpdiBpZD0ib25IdHI1c3QtY
nV0dG9OuLWdyb3Vwlj48YnV0dG9ulGIkPSJIvbmV0cnVzdClwYylidG4taGFuZGxIcil+Y2h

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\otPcCenter[1].json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with CRLF line terminators

downloaded

47714

5.565687858735718

false

768:4z9/3IXE9ZSqN76pW1lzZzic18+JHoQthl:4zCBceUdZzic18+5xI
8EC5B25A65A667DB4AC3872793B7ACD2
6B67117F21BOEF4BOSFE81EF482B888396BBB805
F6744A2452B9B3C019786704163CIE6B3C04F3677A7251751AEFD4E6AS556B988

1EDC5702B55E20F5257B23BCFCC5728C4FDODEB194D4AADAS77EE0AG254F3A99B6D1IAEDAAACT7064841BDESEE8164578CC98F63B188C1A284E81594BCCOF20
68

false

http://https://iwww.msn.com/_h/9c38ab9f/webcore/externalscripts/oneTrustV2/scripttemplates/6.4.0/assets/v2/otPcCenter.json

{. "name": "otPcCenter", "html": "PGRpdiBpZD0ib25IdHJ1c3QtcGMtc2RrliBjbGFzcz0ib3RQYONIbnRIciBvdC1loaWRIIGI90LWZhZGUta
W4|IGFyaWEthQkYWWQInRydWUlIHvaGU9ImeYvaZngYXJpYSleWJIbeIZGJSPSJdeleleaXRsZSI+PCEtLSBDbGQzZSBCdXR0b24gLSO+PGde
iBjbGFzcz0ib3QtcGMtaGVhZGVylj48IS0tIExvZ28gVGFnICOtPjxkaXYgY 2xhc3M9Im9OLXBjLWxvZ28ilHIvbGU9ImItZylgY XJpY S1sYWJIbD0iQ29tcGFueSBMb2d
VIj48L2Rpdj48YnV0OdGOuIGIKPSJjhG9zZS1wYylidG4AtaGFuZGxicilgY 2xhc3MIIM9OLWNsh3NILWIjb24ilGFyaWEthGFiZWw9lkNsb3NIIj48L2J1dHRvVbj48L2Rpdj48ISOtIEN
sh3NIIEJ1dHRVbIAtLT48ZGI2IGIKPSIvdC1wYy1jh250ZW50I1iBjbGFzcz0ib3QtcGMtc2Nyb2xsY mFylj48aDMgaWQ9Im90LXBjLXRpdGxI1j5Zb3VyIFByaXZhY3k8L
2gzPjxkaXYgawQ9Im90LXBjLWRIc2MiPjwvZGI2PjxidXR0Ob24gaWQ9ImFjY2VwdC1yZWNvbW1lIbmRIZC1idG4taGFuZGxIcil+QWxsh3cgY WxsPC9idXR0b24+PHNIY3R
pb24gY2xhc3M9Im90LXNkaylyb3cgb3QtY2FOLWdycCl+PGgzIGIkPSJIvdC1jYXRIZ29ye S10aXRsZSI+TWFuYWdIIENvb2tpZSBQcmVmZXJlbmNIczwvaDM+PGRpdiBjb
GFzcz0ib3QtcGxpLWhkcil+PHNwYW4gY 2xhc3M9Im90LWxpLXRpdGxlIj5Db25zZW50PC9
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\otSDKStub[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with CRLF line terminators

downloaded

16853

5.393243893610489

false

192:2Qp/7PwSgaXIXbci91liEBadZH8fKRIOCMIQMYOY S7uzdwnBZv7ilHXF2FsT:FRr14FLMdZH8f4wOjawnTvulHVh
82566994A83436F3BDD00843109068A7

6D28B53651DA278FAEICFBCEE1B93506A4BCD4A4
450CFBC8F3F760485FBF12B16C2E4E1E9617F5A22354337968DD661D11FFAD1D

1513DCF79F9CD8318109BDFD8BE1AEA4D2AEB4BIC869DAFF135173CC1C4C552C4C50C494088BOCA04B6FB6C208AA323BFESIE9BIDEDS7083F0ES954970EF8
22

false

http://https://iwww.msn.com/_h/9c38ab9f/webcore/externalscripts/oneTrustV2/scripttemplates/otSDKStub.js

var OneTrustStub=function(e){"use strict";var t,o,n,i,a,r,s,,c,p,u,d,m,h,f,g,b,A,C,v,y,1,Sw,T,L,R,B,D,G,E,P,_,Uk,O,F,V,x,N,H,M,j,K=new function(){this.optanonCookieNam
e="OptanonConsent" this.optanonHtmlGroupData=[],this.optanonHostData=[],this.genVendorsData=[],this.|ABCookieValue="" this.oneTrustlABCookieName="eupu
bconsent”,this.oneTrustlslABCrossConsentEnableParam="islABGlobal",this.isStubReady=!0,this.geolocationCookiesParam="geolocation",this. EUCOUNTRIES=["BE
""BG","Cz","DK","DE","EE","|IE","GR","ES","FR","IT","CY","LV","LT","LU","HU","MT","NL","AT","PL","PT","RO","SI","SK","FI","SE","GB","HR","LI","NO","IS"]this.st
ubFileName="0tSDKStub" this. DATAFILEATTRIBUTE="data-domain-script",this.bannerScriptName="otBannerSdk.js",this.mobileOnlineURL=[]this.isMigratedURL=!
1,this.migratedCCTID="[[OIdCCTID]]",this.migratedDomainld="[[NewDomainld]]",this.userLocation={country:" state:""}};(0=t=t||{})[0.Unknown=0]="Unknown",0[0.Bann
erCloseButton=1]="BannerCloseButton",o0[0.ConfirmChoiceButton

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\otTCF-ie[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode text, with very long lines, with CRLF line terminators

downloaded

102879

5.311489377663803

false
768:0NkWTOmM7r8N1gpPVsjvB6z4Y|3RCjnugKtLEdT8XJORONTMC5GkkJOXcIGK58:8kunecpujSQRCjnrkKxJg0TMC5ZW8
52F29FAC6C1D2BOBACBFESDOAA2F7ALS

D66C777DA4B6D1FEE86180B2B45A3954AE7EOAED
E497A9E7A9620236A9A67F77D2CDALCC9615F508A392ECCA53F63D2C8283DCOE

DF33C49B063AEFD719B47F9335A4A7CE38FA391B2ADF5ACFDOC3FE891ASDOADDF1C3295E6FF44EEO8E729F96EO0DS26FFD773DC272E57C3B247696B79EE116¢€
BA

false

http://https:/Awww.msn.com/_h/9c38ab9f/webcore/externalscripts/oneTrustV2/scripttemplates/6.4.0/ot TCF-ie.js

Ifunction(){"use strict";var c="undefined"!=typeof window?window:"undefined"!=typeof global?global:"undefined"!=typeof self?self:{};function e(e){return e&&e.__
esModule&&Obiject.prototype.hasOwnProperty.call(e,"default”)?e.default:e}function t(e,t){return e(t={exports:{}},t.exports),t.exports}unction n(e){return e&&e.Math==Math&
&elfunction p(e){try{return!!e()}catch(e){return!0}}function E(e,t){return{enumerable:!(1&e),configurable:!(2&e),writable:!(4&e),value:t}}function o(e){return w.call(e).slice(8,-
1)Hunction u(e){if(null==e)throw TypeError("Can't call method on "+e);return e}function I(e){return I(u(e))}function f(e){return"object"==typeof e?null!==e:"function"==typeof
elfunction i(e,t){if(!f(e))return e;var n,r;if(t&&"function"==typeof(n=e.toString)&&!f(r=n.call(e)))return r;if("function"==typeof(n=e.valueOf)&&!f(r=n.call(e)))return r;if(!t&
&"function"==typeof(n=e.toString)&&!f(r=n.call(e)))return r;throw TypeError("Can't convert object to primitive value")}function y(e,t){retur

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\AAKDiAr[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 100x75, frames 3
downloaded

2042

7.747742724470814

false

48:QfAUETA4yON53gXwHPJLtzBItPINX0zQIwrB608:Qf7ERVfzZHRLtFItPOXyQirs08

D8B2E7076283F5415C6C385D37C9721E

5CE4280A515C6CD8B59EED3ADEF20A08FF32BBB3
B853C13465213A89709DECEF267B8C1334F391EF009CC50F635E81CEA07DF082
2EDD8771DAB399A21C87A36D30DE98B5B7A8EAD81198C3EB7DB56E2244F43FE6198015A888952D59BB82FD070978E23EA8061D823A4590620A0483DC2ED8558

false

http:// https:/static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/AAKDIAr.img?h=75&w=100&m=6&0=60&u=t&0=t&I|=f&f=jpg&x=2103&y=1402

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\AAKF4cY[1].jpg

Process:

C:\Program Files (x86)\Internet Explorer\iexplore.exe
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\AAKF4cY[1].jpg

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 310x166, frames 3

downloaded

10073

7.945756144052179

false

192:QnulF40++h2E2xOCT3tZtxCT40MppA/EGKgjViDWmScYegyBHkz3V:0+32x1d3xCT4FppAagjVbRYEBHkKjV

42EE67013F2559C8CC651DECIC2CC866

8ABD39E838E91201C49FE491A2CFBA3C02BEGE77

8C6991AD6F51177A3224558D25C207B82F1FDD32EAL0CIFAAACF29872349AED1
472EB869172CF3292CBD3CCIC95C7927DCB3488586E0F97E8BAD6992B46E2F4D41ACAI0C3EE0452FC186EBC48F215814911476B39C51A74E552DC97435603D96C

false

http://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/AAKF4cY .img?h=166&w=310&m=6&(=60&u=t&0=t&I=f&f=jpg&x=2319&y=1755

;::.6..P2!...i..@.@.@.@
R3..K[(....1V. k.R1...4..0.2.n@..,)..

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\AAKFBJq[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 100x75, frames 3
downloaded

2190

7.75249438438381

false

48:QfAUETAg0o2bH2/6aS5yURJIBYyh4dQCXPCwmEIbFuUNzvf:Qf7TEXb2BS5yULBZnEbFuMzvf
AAF282FF3AD90928D7F8EBIF91EC1551

1236E5430F40838B120C1A9298AE8672ABE20C56
F6A723E7634CD1AE637A90B62589D24D29ECEDF3FFODF6F26440CE6269680F06
5AB0O0E03B4D4707867A1B4A791B34BA4857D13A2236B4425F760077FA40C6F0E462D576E343C09DF4B3A57A79BOESC23058671F775644BB77E83A88AF9F9457A

false

http:// https:/static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/ AAKFBJq.img?h=75&w=100&m=6&q=60&u=t&0=t&I=f&f=jpg&x=535&y=310

+.R....B..i..._/O.d<npB.J.!Z.:\.Ic.
)&..xsQ8..]... s>

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\AAKFF3V[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 622x368, frames 3
downloaded

22152

7.845029358280885

false

384:15uJdC4VmHa39E10VZsXHfbQdrRrOskqEteJcfEKVTP2F:18JdTmgE1EsXcdrRrbEtMyEkiF
7DCC024ADD70BEB3A4D90CEB3B6E42CE

7F6B7B8A1D817E1C68F2E0A3F97D432B34C56E17
3F17803FC265F93E55B5E6C683922148CFALA734A502FEA2BCFAGF955516D8F2

D247E15913179B239305B7911F027618E385F62F055DF6109FEFBA903C10B5COFDCESAAO8FAOEFEBS50CE7DDO8FCDBACGEEAS63B35C8EFO5A9A888678FD04FB
5

false

http:// https:/static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/ AAKFF3V.img?h=368&w=622&m=6&0=60&U=t&0=t&I=f&f=jpg&x=1857&y=868

v )10.)-,3:3>36F7,-@WAFLNRSR2>ZaZP JQRO.......&..&05-5000000000000000000000000000000000000
Pl § ST 11A..Qa."q.2...#B...R..$3br........ %&'()*456789: CDEFGHIJSTUVWXY Zcdefghijstuvwxyz........

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\AAKFGUg[1].jpg

Process:
File Type:
Category:
Size (bytes):

C:\Program Files (x86)\Internet Explorer\iexplore.exe
JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 300x250, frames 3
downloaded

11039
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\AAKFGUg[1].jpg

Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

7.93269240913439

false
192:QtPOgE210B9uTNKEZWEATrbZAVgYT7RY|jvipYrVilOoFZi9XokgXA2dvbHN3aGw:+0B+0ZziHTGLfl2rtrAG4kuvp3vw
C2B66DC44709BEBOC03699BC8FBOA4FB

B359250620C5194211FC724F2D1AA7B0998FDD5E
2FB760C44F9358F47C31BA1AF675A5847C8EB48DCFCA08519D034908FCB51F84

D30A93403CBA646A5F5423E37B0F291B574A1B1CD1CFGEA981D49F370A14D475EBOFCF7EGS5ESEC706441D38AB5C7ECS5346F875CD775DC287DBACA86358A940
F

false

http:// https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/ AAKFGUg.img?h=250&w=300&m=6&0=60&u=t&0=t&I=f&f=jpg&x=509&y=90

..)10.)-,3:J>36F7,-@WAFLNRSR2>ZaZP"JQRO.......&..&05-5000000000000000000000000000000000000

[.L.L.Y..q.\.R..10.9.A8. %.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\AAKFGrV[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 311x333, frames 3
downloaded

10471

7.783781155767948

false

192:Q23joeQT49JPX3RUBOhyCeAo0zJlyYL89/g2h50WSJyUbDE/70c8sbDwYJzPcU:N3ceQT41UBsleAozJLL89/7bLSIyUgs6
B9087B6347CEF3150F06CCI6E49E20FB

503BAD4759F7B3B2E4DD212D25B47A87EA840251
41B1E8D35CB54E0A088E6462C3390C388EFC4A6B72F19DBCBFIEA2B6D5BBIA32
FE120B1F816613BA53C9DA6BAG0BF755070655F865E8FF176ED168AAS8FEL6F4473654281564754EA4CA5828B5E5F064A67D99F091BA34A8EF3CFD647479A629
false

http:// https:/static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/ AAKFGrV.img?h=333&w=311&m=6&0=60&u=t&0=t&I=f&f=jpg

...... JFIF e e . )10.)-,3:3536F7,-@WAFLNRSR2>ZaZP JQRO.......&..&05-5000000000000000000000000000000000000
00000000000000.....M.7. ot JALQAL"Q.2... #B...R..$3DT........%& ()*456 789: CDEFGHIJSTUVWXY Zcdefghijstuvwxyz. ...
W l1.AQ.aq."2...B.... #3R..br...$4.%. .. & ()*56789: CDEFGHIISTUVWXYZcdefghijstuvwxyz.........
adl...$...h.(ZM...@L.Nh.h6..@....1.#4.Y.DMH.J....JLh.ddb....QR.3."{U".L.@ZE...@....
...C.1...6.0.4.z.2.M.aq...h....JZ.4p. Ha...... ).9. T.(EL.'ZV-. 1..@-..S ti..ibn..9=(H....d?.U.q... X.3..L..

Vh.P.rG@..4..v..6....(.e.. ...0..v..Q...4LP..).
Np.....,zC..."{ljv...f.(..A%..&. .w.u.l.Lg.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\AAKFNiv[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 622x368, frames 3
downloaded

23134

7.871597151398392

false

384:1JR5d9szbBD+BBCv7DD0O2zYK8jpcQNjeV/sgM/UnfUOmV+Z2Pumbvi:1Jt9szSsLO2pApcQQpBN8OmV+wmmb6
80FD0OD979FCD4088AADD151163E2E0FE

BDD2126DCAF3DC112FABDFF47DEAD13C22DFFA3F
35682E38ED7F1F441652C73C548F51CCDC3111E01D10FCD3173FAC734EDSABOE

F62A22DB957663FBOE356E210614B61DCE1ASEAF9228743EECA4F27C26C6BE110DC00360532B7C86F4276F3CDCCADOSFOD9AD4AD0591F2D5D4618D19A446A8C
2

false

http:// https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/ AAKFNiv.img?h=368&w=622&m=6&0=60&u=t&o=t&I=f&f=jpg

... )10.)-,3:3>36F7,-@WAFLNRSR2>ZaZP " JQRO....... &..&05-500000000000000000000000O00OO0OO0O00000

.(....-YTF..%s3.U...1..A..@ ........ HbP...... B.h.Px..c.C@...0.A@)....f[q@.y.b.zqHB....@.@.(........4m...(E.LC.4.2..).Q@.@."..@5....8P\..Zb.GJ.5...]. .P.@.........
&..h(-".......Adb..id..Eb.%XQ.@... F.@..V}

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\AAKp8YX[1].png

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced
downloaded

497

7.3622228747283405

false
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\AAKp8YX[1].png

SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

12:6v/7YBQ24PosfCOy6itR+xmWHsdAmMbDw/9uTomxQK:rBQ24LgOyJtR+xTHs+jUx9
CD651A0EDF20BE87F85DB1216A6DI6ES
ABC281820E066796DA45E78CE43C5DD17802869C
F1C5921D7FF944FB34B4864249A32142F97C29F181E068A919C4D67D89B90475

9E9400B2475A7BA32D538912C11A658C27E3105D40EODE023CA8046656BD62DDB7435F8CB667F453248ADDCB237DAEAA94F99CA2D44C35F8BB085F3E005929E
D

false

http:// https:/static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/ AAKp8Y X.img?h=16&w=16&m=6&q=60&u=t&o=t&I=f&f=png

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\BB10MkbM[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

downloaded

936

7.711185429072882

false

24:13JuYNKuUGIZLocJZIxAgAbiuoSrZzilg3+:1In94F/IxAZiuoSNYgO
19B9391F3CA20AA5671834C668105A22
81C2522FC7C808683191D2469426DFC06100F574
3557A603145306F90828FF3EA70902A1822E8B117F4BDF39933A2A413A79399F

OE4BA430498B10CE0622FF745A4AE352FDA75E44C50C7D5EBBC270E68D56D8750CE89435AE3819ACA7C2DD709264E71CE7415B7EBAB24704B83380A5B99C66/
C

false

http:// https:/static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB10MkbM.img?h=16&w=16&m=6&q=60&u=t&o=t&I=f&f=png

5. . _ISFS.\.C][4#...
G..5...uc...XV.={..ai.pw.v)...(.9.2\|.3:Q..,gr.es...ZTp..MLt.iB.2{w.C*WB..F..b../ .H.\.*).0L.R......c....... @S5.?
SML2.@K.LL=1.0.2Kb.p.. (. \.D.en O WAbR..WL)LLLLMmL6t. 7. U Y32 h="L<._........ pL.V'.......

2...L_Owu.*.A)...-w.* 1/+.)... XR.A#. . X...p..3L H....fok..[x. LRI\W.H\..<..
3.k . ~B\.....IEND.B".

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\BB1cG73h[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 27 x 27, 8-bit/color RGBA, non-interlaced

downloaded

1131

7.767634475904567

false

24:IGHOpUewXx5mbpLxMkes8rZDN+HFICwUntvB:JCY9xr4rZDEFC
D1495662336B0F1575134D32AF5D670A
EF841C80BB68056D4EF872C3815B33F147CA31A8
8AD6ADB61B38AFF497F2EEB25D22DB30F25DE67D97A61DC6B050BB40A09ACD76

964EE15CDCO096A75B03F04E532F3AASDCBCB622DESE4B7E765FBADES8FFI3F12C1B49A647DA945B38A647233256F90FB71E699F65EE289C8B5857A73A7TEGAA(
6

false

http:// https:/static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1cG73h.img?h=27&w=27&m=6&0=60&u=t&o=t&I=f&f=png

<725.C.@.\. ... = 482 LIKALCI{ RS =Y #5.K6 d.G. {....$-D*z.{..@.!de.&.0..8Y. .v.l...w.(U.iyWg.$..\>.].N..L.n=[....QeVe..&h
a=....... (A& #.jM~4.1.sH.%...h...Z2"......... RP...&3. . a.&l.ym. XK. a...ld.... TfyLo8.+.+...KcZ.....|K..T....vd....cH.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\BB1gqGZR[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 622x368, frames 3
downloaded

22551

7.794325463423114

false

384:IPCnZaWTB83t5MynOQ2rZYVUktoXuFmr8s9aERDy4VDAWNRpH32kav:12ZaWVT9YVU7eF09guy4dLRpHG1v
5DAEBFAAACA4797244D9AD6FIF87B8C50

DFDD95E7DC45DA231DD4F14FEE7BDB0D01439B14
060BCBAFF51498CCC985066A6114EDF79AE21996F04F9BCA22E279574EBOASE9
FA227A2802A3E7E7EF1902087F65F3935CD640263D1F3223C882EBABA8F3E3AED3450031D42EEES64A21D2520529C1603DF42D7A5288D70034BC0176A3F023EC
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\BB1gqGZR[1].jpg

Malicious:
|IE Cache URL:

Preview:

false

http:// https:/static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1gqGZR.img?h=368&w=622&m=6&q=60&u=t&0=t&I=f&f=jpg
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LPzZPPM.L.. h. Pl ISP Hb.p..n.#L.."Q.6.P.0....(..%...L....P.@....p......
W@ HbJ-{ L Z(eiNFLcbH  asd ALK vk {.CsK L 3fmS g (.. $37 A...Q: 1. b..AC..6..@.m....}..WZ....0..GZ.p...@....
.@..QL.|.H4.Z

0000000000000 0

P.ZP.P.M3.(@.h...
P..0.M.A4.@. P

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\BB7hg4[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

downloaded

458

7.172312008412332

false
12:6v/78/kFj13TCI3wFdwrWZdLCUYzn9dct8CZsWEO0ROY8/9ki:u138apdLXgxCS7D2Y+
AAF438CAD14EOE2CA9EEC23174BBD16A
41FC65053363E0EEE16DD286C60BEDE6698D96B3
9D9BCADE7A7F486C0C652C0632F9846FCFD3CC64FEF87ES5C4412C677C854E389

FD41BCD1A462A64E40EEE58D2ED85650CE9119B2BB174C3F8E9DAG7D4A349B504E32C449C4E44E2B50E4BEB8B650E6956184A9E9CD09BOFASEA2778292B01E
A5

false

http:// https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB7hg4.img?h=16&w=16&m=6&q=60&u=t&o=t&I=f&f=png

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\a5ea21[1].ico

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 32 x 32, 8-bit/color RGB, non-interlaced

downloaded

758

7.432323547387593

false

12:6v/792/6 TCfasyRmQ/iyzH48qyNkWCj7ev50C5qABOTo+CGB++yg43gX4b9uTmMI:F/6easyD/iCHLSWWqyCoTTdTc+yhaX4v
84CC977D0OEB148166481B01D8418E375

00E2461BCD67D7BA511DB230415000AEFBD30D2D
BBF8DA37D92138CCO8FFEEC8E3379C334988D5AE99F4415579999BFBBB57A66C
F47A507077F9173FB07EC200C2677BA5F783D645BE100F12EFE71F701A74272A98E853C4FAB63740D685853935D545730992D0004CID2FE8E1965445CAB509C3
false

http:// https:/static-global-s-msn-com.akamaized.net/hp-neu/sc/2b/a5ea21.ico

...CB
IA,>\.Q|.N.P........ <l..ip..y.U...J..9..R.mgp}vwn.f4$. . X.E.1.T...2.....wz..U..../[..Z..(DB.B(...m........ B.=m.3....X..p..Y.....w.<......8..3..0..(.l.A.6f.g.xF..7Th.Gmq
|...0z_Z..X.0F.......... X..=Y},jT..R.....72w/...Bh..5..C...2.06 ........ 8@A..."zZTXtSoftware..x.sL.OJU..MLO.JML.../.....M....IEND.B".

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\a8a064[1].gif

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

GIF image data, version 89a, 28 x 28

downloaded

16360

7.019403238999426

false
384:92SEiHys4AeP/6ygbkUZp72i+ccys4AeP/6ygbhkUZaoGBm:g2Tjs4Ae36kOpgi+c/s4Ae36kOaoGm
3CC1C4952C8DC47B76BE62DCO76CE3EB

65F5CE29BBC6EOCO7C6FECIBI6884E38A14A5979
10E48837F429E208A5714D7290A44CD704DD08BF4690F1ABA93C318A30C802D9

5CC1E6F9DACA9CEABS6BD2ECEEB7A523272A664FESEE4BBOADASAF983BA98DBASECF3848390DF65DA929A954AC211FF87CE4DBFDC11F5DFOC6E3FEABAST
40EF7

false

http://https://static-global-s-msn-com.akamaized.net/hp-neu/sc/64/a8a064.gif
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\a8a064[1].gif

Preview:
GIF89a....... dbd...........
..Q
.B'%.di.h..l.p,.t]S
LEBL LN

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\de-ch[1].htm

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, UTF-8 Unicode text, with very long lines, with CRLF, LF line terminators

Category: dropped

Size (bytes): 425629

Entropy (8bit): 5.443638411831394

Encrypted: false

SSDEEP: 3072:LItIULXx+pPkfBNOMKBOekhEkJUpZwqEJbgEUsKO413leELdfdLU:LItqOpifwgaZUrleEBf+

MDS5: AEABACOBAABAB748CDB56F2141C7B321

SHA1L: CF6993FE3DFB1B9A9218E1CB2278D32A0A0F4750

SHA-256: F2A5D5AC7C85114A112CF87ED4678742DFD63E7204E41D2C98351724905E0D24

SHA-512: 3904AA6EE34AD8BASACDIA34DIDF6FC38C3ABD1B069BC1BDCB25D43E26EE7BD993BOC8CE21FECA4AD7607FAES5E008E549855870BES00D7E282E7D18AAEEE
E117

Malicious: false

Preview:

<IDOCTYPE html><html prefix="og: http://ogp.me/ns# fb: http://ogp.me/ns/fb#" lang="de-CH" class="hiperf" dir="ltr" >.. <head data-info="v:20210601_214486
60;a:1bf35804-4340-46b4-9b9f-0051a7f17518;cn:11;az:{did:951b20c4cd6d42d29795c846b4755d88, rid: 11, sn: neurope-prod-hp, dt: 2021-05-21T01:01:45.3716439Z, bt:
2021-06-01T00:12:19.8247979Z};ddpi:1;dpio:;dpi:1;dg:tmx.pc.ms.ie10plus;th:start;PageName:startPage;m:de-ch;cb:;l:de-ch;mu:de-ch;ud:{cid:,vk:homepage,n:,l:de-ch,ck
:}1;xd:BBggbZW;ovc:f;al:;fxd:f;xdpub:2021-06-01 08:04:58Z;xdmap:2021-06-03 15:51:42Z;axd:;f:msnallexpusers,muidflt21cf,muidflt52cf,muidflt260cf,muidflt301cf,mone
yedge3cf,pnehplcf,moneyhp3cf,artgly2cf,articlelcf,article4cf,onetrustpoplive,anaheimicf,1s-bing-news,vebudumu04302020,bbh20200521msncf,1s-bliscontrolw,prg-adspe
ek;userOptOut:false;userOptOutOptions:" data-js="{&quot;dpi&quot;:1.0,&quot;ddpi&quot;:1.0,&quot;dpio&quot;:null,&quot;forcedpi&quot;:null,&quot;dms&quot;:6000
,&quot;ps&quot;:1000,&quot;bds&quot;:7,&

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\e151e5[1].gif

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: GIF image data, version 89a, 1 x 1

Category: downloaded

Size (bytes): 43

Entropy (8bit): 3.122191481864228

Encrypted: false

SSDEEP: 3:CUTXIs/1h/:7IU/

MD5: F8614595FBA50D96389708A4135776E4

SHA1L: D456164972B508172CEE9D1CC06D1EA35CA15C21

SHA-256: 7122DE322879A654121EA250AEAC94BD9993F914909F786C98988ADBD0A25D5D
SHA-512: 299A7712B27C726C681E42A8246F8116205133DBE15D549F8419049DF3FCFDAB143E9A29212A2615F73E31A1EF34D1F6CEOEC093ECEADO37083FA40A075819D2
Malicious: false

|IE Cache URL: http://https://static-global-s-msn-com.akamaized.net/hp-neu/sc/9b/e151e5.gif

Preview:
GIF89a............. Lo R D.;

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\f007ea34-4c9b-4c58-87de-1743b9a6eb70[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 300x300, frames 3
Category: downloaded

Size (bytes): 46061

Entropy (8bit): 7.971357500444026

Encrypted: false

SSDEEP: 768:cnbVW/S5alJFpOWJI3dAYCXV7jFGSoaval6tiZSPkQSmaTP7621aWw5k9XcGHNIG19:ibOHIIFpOtvI7jltztj QPkQSmaTjjngw
MDS5: BFA1F127E39AED8FD2AD18070C6BC100

SHA1L: D3DE1D5C9C404FE4EFE989D1D5AC7EE95DFB48C5

SHA-256: E45525507D14962D66361BOEOE2B8CF6C2A73DCAC18895598354C4476944193A

SHA-512: DOD1396C2F38947AAEC61855E95966B81C971CI9EAD30626901371D8D3B642B675B9ECO0DB24A6F079EAF5943F2B3FCFDE2FBC227164D07FFC1B47E313D79B24
Malicious: false

|IE Cache URL: http://https://cvision.media.net/new/300x300/3/201/43/222/f007ea34-4c9b-4c58-87de-1743b9a6eb70.jpg?v=9

Preview:
...... JFIF e Coa e
.#2...B...R..$.3b.%r4D..S... Lbogds
o kp{.&.@..2°5.1. Lb-len A X~ X.v..0..alL..cbV. }...CO.=B...[b7..zm.N...c#4
6...r...;_..h.;.....2ZG.x =xx.90.T.S2....

..5%.%I.5t.X..~...<j.E.\\5....@/..0..L.n,.H#...0s.. x.i.f... A t.@<1..}

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\jquery-2.1.1.min[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\jquery-2.1.1.min[1].js

File Type: ASCII text, with very long lines, with CRLF line terminators

Category: downloaded

Size (bytes): 84249

Entropy (8bit): 5.369991369254365

Encrypted: false

SSDEEP: 1536:DPEKjP+iADIOr/NEe876nmBu3HvF38NdTuJO1z6/A4TqAubOR4ULvguEhjzXpa9r:oNM2Jiz60AFKP5a98HrY

MDS5: 9A094379D98C6458D480AD5A51C4AA27

SHA1L: 3FE9DBACAAEC99FCBA3FOE9OED66D5057DA2DE4E

SHA-256: B2CE8462D173FC92B60F98701F45443710E423AF1B11525A762008FF2C1A0204

SHA-512: 4BBB1CCB1C9712ACE14220D79A16CAD01B56A4175A0DD837A90CA4D6EC262EBFOFC20E6FALE19DB593F3D593DDDI0CFDFFE492EF17A356A1756F27F90376B
50

Malicious: false

|IE Cache URL: http:// https:/static-global-s-msn-com.akamaized.net/hp-neu/_h/975a7d20/webcore/externalscripts/jquery/jquery-2.1.1.min.js

Preview:
/*1'jQuery v2.1.1 | (c) 2005, 2014 jQuery Foundation, Inc. | jquery.org/license */..lfunction(a,b){"object"==typeof module&&"object"==typeof module.exports?module.exports
=a.document?b(a,!0):function(a){if('a.document)throw new Error("jQuery requires a window with a document");return b(a)}:b(a)}("undefined"!=typeof window?window:
this,function(a,b){var c=[],d=c.slice,e=c.concat,f=c.push,g=c.indexOf,h={},i=h.toString,j=h.hasOwnProperty,k={} I=a.document,m="2.1.1",n=function(a,b){return new n.fn.ini
t(a,b)},0=/"[\s\UFEFF\XAQ]+|[\s\uFEFF\xAQ]+$/g,p=/"-ms-/,q=/-([\da-z])/gi,r=function(a,b){return b.toUpperCase()};n.fn=n.prototype={jquery:m,constructor:n,selector:"" len
gth:0,toArray:function(){return d.call(this)},get:function(a){return null'=a?0>a?this[a+this.length]:this[a]:d.call(this)},pushStack:function(a){var b=n.merge(this.constructor(),a)
;return b.prevObject=this,b.context=this.context,b},each:function(a,b){return n.each(this,a,b)},map:function(a){return this.pushStack(n.map(this,funct

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\otBannerSdk[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with CRLF line terminators

Category: downloaded

Size (bytes): 374818

Entropy (8bit): 5.338137698375348

Encrypted: false

SSDEEP: 3072:axBt4stoUf3MiPnDxOFvxYyTcwY+OiHeNUQW2SzDZTpl1L:NUfbPnDxOFvxYyY+Oi+yQW2CDZTn1L
MDS5: 2E5F92E8C8983AA13AA99F443965BB7D

SHA1L: D80209C734F458ABA811737C49EOALEAF75F9BCA

SHA-256: 11D9CC951D602A168BD260809BOFA200D645409B6250BD8EB996882EBE3F5A9D

SHA-512: AB99BEC040B1089286F9F258343E012EC2466877CC3CID3DFEFID00591C88F976B44D9795E243C7804B62FDC431267E1117C2D42D4B73B7E879AEFB1256C644E
Malicious: false

|IE Cache URL: http://https://iwww.msn.com/_h/9c38ab9f/webcore/externalscripts/oneTrustV2/scripttemplates/6.4.0/otBannerSdk.js

Preview:
/** .. * onetrust-banner-sdk.. * v6.13.0.. * by OneTrust LLC.. * Copyright 2021 .. */..!function(){"use strict";var o=function(e,t){return(o=Object.setPrototypeOf||{__proto__:[]}in
stanceof Array&&function(e,t){e.__proto__=t}||function(e,t){for(var o in t)t.hasOwnProperty(o)&&(e[o]=t[o])})(e,t)};var r=function(){return(r=Object.assign||function(e){for(var
t,0=1,n=arguments.length;o<n;o++)for(var r in t=arguments[o])Object.prototype.hasOwnProperty.call(t,r)&&(e[r]=t[r]);return e}).apply(this,arguments)};function a(s,i,l,a){ret
urn new(I=l||Promise)(function(e,t){function o(e){try{r(a.next(e))}catch(e){t(e)}}function n(e){try{r(a.throw(e))}catch(e){t(e)}}function r(t){t.done?e(t.value):new I(function(e){e
(t.value)}).then(o,n)}r((a=a.apply(s,i||[])).next())})}function d(o,n){var r,s,i,e,I={label:0,sent:function(){if(1&i[0])throw i[1];return i[1]},trys:[],ops:[]};return e={next:t(0),throw:t(1)
Jreturn:t(2)},"function"==typeof Symbol&&(e[Symbol.iterator]=function(){return this}),e;function t(t

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\AAKFBPA[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 300x250, frames 3

Category: downloaded

Size (bytes): 13618

Entropy (8bit): 7.948616247008956

Encrypted: false

SSDEEP: 384:+UdbzFGwVjU78p1/RiFeJcRt1x6N4tvyMghWhis:+Ulzvg6KT6/hWhnis

MD5: 7948E42406B5AEB31E9577AE44BF22B3

SHA1L: 8801AC234E97B705B6162A74E4C6A10268D4153A

SHA-256: 248EF4FFF617DC4AD09083A706F0A724F699807F2F9F9F7C3C5CEBFF273D4D16

SHA-512: 4F3D0542B2D362FDDE6882D132E78771E1F7DD59A87D90ECDBABBC3E22686AC1FCI071FBF7492FE2799F5CA7648187E2CC38C5B4EBBE332BEOABS93675EA9E
E5

Malicious: false

|IE Cache URL: http:// https:/static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/ AAKFBPA.img?h=250&w=300&m=6&0=60& u=t&0=t&I=f&f=jpg&x=17728&y=1182

Preview:

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\AAKFG5U[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 310x166, frames 3
Category: downloaded
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\AAKFG5U[1].jpg

Size (bytes): 11216

Entropy (8bit): 7.9418228321395095

Encrypted: false

SSDEEP: 192:Qni+ELOelwC+7NrMBz4rwCwtc TwSIWLpMOLeZTXYNzh5vt:0inlwCkNr4GwPcTwyWLS0qdXmDt

MDS5: OFF254FAF38119F099CE1DDOF69E4F8F

SHA1L: 7BCCDO082A1FEB0DB2B29A16814BCFD3B6196BF37

SHA-256: F1332ED437680C1D85B1CC7A486C0774D3C3EABDF146AC999D7A3DE7983BFEFD

SHA-512: 628488D2A6A1B612F12F14F59643107F3C401FC5D2A81EFBF606FFD45F009239FE7FA7EAADOB84DB94D684FC3CB489971611DCC26521DAF95354593CEACLCES
Malicious: false

IE Cache URL:  http:/https:/static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/AAKFG5U.img?h=166&w=310&m=6&0=60&u=t&0=t&I=f&f=jpg

Preview:

...... JFIF...0 e 1) 100)-,3:3>36F7,-@WAFLNRSR2>ZaZP JQRO.........&..&05-5000000000000000000000000000000000000
-}

00000000000000.......6 L11A.Qa."q.2...#B...R.$3br........ %&'()*456789: CDEFGHIJSTUVWXYZcdefghijstuvwxyz........
..11.AQ.aq."2...B.... #3R..br...$4.%.....&'()*56789:CDEFGHIJSTUVWXYZcdefghijstuvwxyz.........
2.bb P(0@..1@.(..&(.&lorrrcro b (oo (P10 @....P...P1G@..Q..,. Holoo ] X010, p2..U.2C ...

X.9.'.. X< RF9.. & X (oo, (h.....@.PSP..@.@.. ;. @sw...6d2[..1....B4..2%V.y.=1..3.. Gew.y..... >#..

.....1\.809dr.a.S.....0.XJT.&...0.2.f..
SN HW.M

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\AAKFesV[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 311x333, frames 3
Category: downloaded

Size (bytes): 13137

Entropy (8bit): 7.909882158381576

Encrypted: false

SSDEEP: 192:Q2MC7b9NEZzj19/116KYWqTZTY2eg3Pb3ZbDxvOhru3IMuUDVdOwTqQsyeDKDRMkI:NMGCukeT5YHe9b18hq706qQsyeDKD2a5
MDS5: D014514B9D7E199C843BFD61E18BC5EF

SHA1L: 2851C81978750E41E61E096CDF677FD94A29F998

SHA-256: 2CCB8091C7F8FA8B6BF573DDOEE269D6D32B977A96C95D71B627EDA195C721DA3

SHA-512: 7A020CC6585EEBAF86C20A9C130C969188FE3578552B1BFA12D5C7984E00C4E82C897972FC2FES53EAE3D5B7B2DE44840CB6C574272F0F455B568FOEC16CCHE
Malicious: false

|IE Cache URL: http:// https:/static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/ AAKFesV.img?h=333&w=311&m=6&0=60&u=t&0=t&I=f&f=jpg&x=471&y=294

Preview:

< )10.)-,3:3>36F7,-@WAFLNRSR2>ZaZP JQRO....... &..&05-5000000000000000000000000000000000000
11A..Qa."q.2...#B...R..$3br........%&'()*456 789: CDEFGHIJSTUVWXY Zcdefghijstuvwxyz........
11..AQ.aq."2...B....#3R..br...$4.%.....&'()*56 789: CDEFGHIJSTUVWXY Zcdefghijstuvwxyz.........
..Le.prB.w.d.N.2..1@..(....i...2..J@.V4.Z@P. ...G.mgM..h.t.....GZ..k6.S.c44r.. A..../ Q.3..4.cV+.+,...,./JC.4V. TUE."..2..[

i
..*.8.3.85..7.+.@.Ms.N..)...@......Fu.(..Jl.p....i6..e{T....LEy .j...5.a..d"j.*0i.c....+N.gK....].."2 LBUPWLLLLLLKX

).JV/+d.9....N)9....YN....Q"SVUE...
Y.[6.LR.H*2.5\FZ ...

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\AAKFgOM[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 622x368, frames 3

Category: downloaded

Size (bytes): 21137

Entropy (8bit): 7.66061013366156

Encrypted: false

SSDEEP: 384:10JJ9KTDP2NOHPt3KyotNbH/yC2xAUBT8G7Xqarzp3BkyN5xoFY4c5PGle9ayv3k:ICX+0yIDtNbH/yC20U8Tx7nWM5xAJlea

MDS5: 2437B0912095612DD7FCCEE76EDO8E24

SHA1L: D67362E204CA06D9E1B3BF215D769199255D4ADE

SHA-256: 7947351C981E9969765FA2F32C688AFC244D87175EDF20A5C64E3EB762BD18AA

SHA-512: 9BDEC3FF481DBED6977521B96C81B06DC388D4BD4DACABAB8351CB2C336A9D5B7D11531432CF91BD652C6373A58F3B4DCAAF85A5403CD29C42D2424A9FBES
6F

Malicious: false

|IE Cache URL: http:// https:/static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/ AAKFgOM.img ?h=368&w=622&m=6&0=608&u=t&0=t&I=f&f=jpg&x=3176&y=904

Preview:

&'()*56789:CDEFGHIJSTUVWXY Zcdefghijstuvwxyz..
5LF6....4PH.0a.U,f5..F..09.8..0e.4%a"..Vp... y.g.= ,..b..b.P..1@.@..4..0..P .. .
.S..P.@...P.@.%....3.3.{ul.3..7TH....... 1.

?..6.2jb....R.....0.yON.p:...uK..H...i+.+q&...
C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\AAKFtNg[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 311x333, frames 3
Category: downloaded
Size (bytes): 11186

Entropy (8bit):  7.8258749302794675
Encrypted: false
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\AAKFtNg[1].jpg

SSDEEP: 192:Q2DnbK5CI9ZhLrQKZEsx5FixWBt4FQtwxXY SP9pZyF49EfjOFCikmz:NDnu50QKZE5WFi64ebOFIz

MDS5: BA6B3393804435497D81D8E3560AD8BO

SHA1L: DBO0A9AD84290323DBFB12CC3F286BC14D9FC620

SHA-256: E2FF8B0939B4E9E01E00A5459A86F36C2C613C873A02062457E79F1B4DEID50C

SHA-512: 041CDA1B03E669B4FB54A1F201FED90107E3647D41205E2EAD4D74DB36EE852E00039BC762AF4CA4F8FFAD8F33A2DE35412ACC5F6D6F0844213D6B5ESFEOFSC:
1

Malicious: false

IE Cache URL:  http:i/https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/AAKFtNg.img?h=333&w=311&m=6&q=60&u=t&0=t&I=f&f=jpg

Preview:
...... JFIF . e e )100)-,3:13>36F7,-@WAFLNRSR2>ZaZP  JQRO.......&..&05-5000000000000000000000000000000000000
00000000000000 11A..Qa."q.2...#B...R..$3br........ %&'()*456789: CDEFGHIJSTUVWXY Zcdefghijstuvwxyz....
11.AQ.aq."2...B....#3R..br...$4.%.....&'()*56 789: CDEFGHIJSTUVWXY Zcdefghijstuvwxyz.........
@].....e...N.q@..\.,.@....."..i...).>\B..L.@Xp>...@%;.I".......Qs..>Qs...MD\.w...;....a=.... cB.s.-.W ...Gj|.."A....
H-v.+.%. .+, . XW.,. S\ _$.,.. . +..N..v..\S.q@.(...(.......P1h...u..u.(...UX....b..1

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\PSUEOSZZ\BB1kvzy[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 30 x 30, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 1100

Entropy (8bit): 7.749452105424938

Encrypted: false

SSDEEP: 12:6v/7eZ3IghrinW+y2UXaxTalgfcoG7QKJI70ZfhL3cplpW2krS7BiArfss7P7UIQb:jVT2aCTiG8MOZR372/7iU7UlyIHALN
MDS5: C6E13630360E0B6D880AFDF3CD2A2204

SHA1L: 63DCABOF76834F5A3FBE79F661678375239F72A4

SHA-256: 49767874BCFOF0648266F3018B5CCE3CA539B85778E5395D1212ACB114287D65

SHA-512: CB8F7629DA131226146B12119C06A846A2ECIEID069711711AC50CD7F31E321144E39270E82EA693E2FE9BFD1634841BF450173807AB6607794E2AFOEBE832C8
Malicious: false

|IE Cache URL: http://https:/static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB 1kvzy.img?m=6&o=true&u=true&n=true&w=30&h=30

Preview:

IDATX.JH.u...m..rR>..9#--0........ [EL.KWB.#]\F.8X....\.&......x....y.b.p..z}~y. 9. Al > {12, Uw el (e r WET
Zq...F...N.O.}.n.."X..*$.0...&.%.....X....9d{.>. .).p...gr<arhwa.zY.Yq..$.< H|..G..@|./.8G.L.M...U..l..]..r(.s.."f..l..Q..b.x..MYd
.DAmg.G .H.........=Ot.v.D._..6.[0.7*L.....d./B)l....d.....u....mgB.J......... 4(R.........."dSj....{.gB.<..gdT...u~.?" X.&&&N...|.R..0..0.yV~.[..; \X[P...[..ly+++M..J..[+..}>_
mooo...~ohh....’l.....R..."..".....8...aeP...oL..f~n.mO..tY2.N.rrr T].IKKK™...Kw.i......]..... %;..=..D.s....... CN......Y..l.<..s$..v.=5...N..LE.YYY|zzZ..A...+]ohlll..
L?<<). }&0. VML L mLLU )6 iet VL V.@...3.d......cRV.f...E%G..Xwv......ru...

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\PSUEOSZZ\BBRUBO0d[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 489

Entropy (8bit): 7.208309014650151

Encrypted: false

SSDEEP: 12:6v/7wmcWOJYErMXrLYTh/BBogavcAccySLY:jmx0aaM7LYtTpaWcy4Y

MDS5: C090E4C7C513884E6B10030FCE2F2B37

SHA1L: 2BE9AD7D8CE94A585FOEA58DBCOBOAIAI933E854

SHA-256: C18187F3EF7089F6EA948C35797228FCADFD3F90DBD2E78E531C6D2A92740471

SHA-512: DA9A5F97B70845AECD6BA20F87DA7FC2D6947ACIE2CFBA299B402459CESED8A1IAA918A140B11879038961A3FA6BI86736813CD1707D05B4A1BBIC195F52005(
E

Malicious: false

|IE Cache URL: http:// https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BBRUBOd.img?h=16&w=16&m=6&q=60&u=t&o=t&I=f&f=png

Preview:
W75k A(n v )l 3w %@gr2..Y....... 0..?
LG?IPLyclv T_69g. kLY XCLAL.@

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\BBVuddh[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 316

Entropy (8bit): 6.917866057386609

Encrypted: false

SSDEEP: 6:6v/IhPahmxjleqclQ1rHZI8IsCkp3yBPn30hM8TD+8IzjpxVYSmO23KuzZDp:6v/7j1Q1Q1ZI8Isfp36+hBTD+8pjpxy/
MDS5: 636BACD8AA35BAB05314755511D4CE04

SHAL: 9BB424A02481910CE3EE30ABDA54304D90D51CA9

SHA-256: 157ED39615FC4B4BDB7EO0D2CC541B3E0813A9C539D6615DB97420105AA6658E3
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\PSUEOSZZ\BBVuddh[1].png

SHA-512: 7E5F09D34EFBFCB331EELED201E2DB4E1BO0FD11FC43BCB987107C08FA016FD7944341A994AA6918A650CEAFE13644F827C46E403F1F5D83B6820755BF1A4C1
3
Malicious: false

|IE Cache URL: http:// https:/static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BBVuddh.img?h=16&w=16&m=6&q=60&u=t&o=t&I=f&f=png

Preview:

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\PSUEOSZZ\BBX2afX[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 27 x 27, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 879

Entropy (8bit): 7.684764008510229

Encrypted: false

SSDEEP: 24:nbwTOG/D9S9kmVgvOcOWLIP9juX7wlA3IrvfFRNa:bwTOk5S96vBB1jGwO3Izfxa
MDS5: 4AAAECICA6F651BE6C54B005SE92EA928

SHAL: 7296EC91AC01A8C127CD5B032A26BBCOB64E1451

SHA-256: 90396DF05C94DD44E772B064FF77BC1E27B5025AB9C21CE748A717380D4620DD
SHA-512: 09EODE84657F2E520645C6BE20452C1779F6B492F67F88ABC7AB062D563C060AES1FC1E99579184C274AC3805214B6061AEC1730F72A6445AEBDB7E9F255755F
Malicious: false

|IE Cache URL: http:// https:/static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BBX2afX.img?h=27&w=27&m=6&q=60&u=t&0=t&I=f&f=png

Preview:

. IIDATX...K.Q.Wiv.u....* I"..)...Z..... >.0VObQ......d7|....F.QI$...qf.s....">y .....{~.6.Z..D[&.cV"..-8i..J.S.N.xf.6@.v.(E..S.
LUVer. PJ*.p.4b}.=2.. LW3...A.eB.;...2...~...5_z.X|..0... 4. X... KW.G2..9....<\...gv...n..1..0...1}...Ht_AX..D..5.H.....W..$_\G.e;./. 1R+v....j.6v...
........ &.(...,F.udrv...d-j?.w..;..0.<9%..A.f.k.Kg9..N..p.rP2K.0.).X.4..Uh[..8..h....0..V.%.f......G.Um.6$.. X... /= . f...|c(...l\.</.6.l.z(.. #"S.f
.Q.N=.0VQ._..|...>@...P.7TT.$./)s...Wy..8.XV.....D...8r."b@......E.E......._(....4w....Ir..e-5..Zjg...e?.[... | X.."L.*/....OL.J"LMP...#..G.Vc..E.m....wS.&K<..K*q..\...A.$.K
...... sr[..D...8.2..)..3....IEND.B".

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\BBnYSFZ[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 548

Entropy (8bit): 7.4464066014795485

Encrypted: false

SSDEEP: 12:6v/70FyvunVNrddHWjrTOrTKQIxOiYeJbW8LI1:RFyiDrgTSQxLYeBW8Lz

MDS5: 991DB6ED4A1C71F86F244EEA7BBAD6G7F

SHA1L: D30FDEDFA2E1A2DB0A70E4213931063F9F16E73D

SHA-256: 372F26F466B6BF69BI9D981CB4942FE33301AAA25BE416DDE9E6GICF5426CD2556
SHA-512: 252D9F26FA440D79BA358B010E77E4B5B61C45F5564A6655C87436002B4B7CB63497E6BSEEB55F8787626DA8A32C5FCEF977468F7B48B59D19DE34EA768B2941
Malicious: false

|IE Cache URL: http:// https:/static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BBnY SFZ.img?h=16&w=16&m=6&q=60&u=t&o=t&I=f&f=png

Preview:

IHDR...coovrvinn a...pHYs......... +....IDATX......Q..2WE..P..)h...."".....7a....55.4....EECDZ.A.%M0.A.%....<..[..z}.5.>.<Yy_....6./S.z....(..s9:....b."2.X..16..X.
.M .2°ZrLN.bY;. 22 R, &AL ~?2..NG.Vc.X.4M.... T*a....&.....,..F.v...j. ..zl R.&...r.zi.a.rY. f3.\N6Qt?.....U..5.R.VI.
=Ly~ C{<F>)..g.]....8.27.. M.f@..<.....u..kv.L.5n....m.M...0...V.G.Q......IEND.B".

D"...,A0..p.....>q

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\cfdbd9[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 27 x 27, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 740

Entropy (8bit): 7.552939906140702

Encrypted: false

SSDEEP: 12:6v/70MpfkExg1JOT5FINRIYX1TEdLh8vI542irJQ5nnXZkCa0j0cMgL17jXGW:HMuXk5RWT TEovnOAXZMitL9aw
MDS5: FE5E6684967766FF6A8AC57500502910

SHA1L: 3F660AA0433C4DBB33C2C13872AA5A95BC6D377B

SHA-256: 3B6770482AF6DA488BD797AD2682C8D204ED536D0D173EE7BB6CEBOD479A2EAT

SHA-512: AF9F1BABF872CBF76FC8C6B497E70F07DF1677BB17A92F54DC837BC2158423B5BF1480FF20553927ECA2E3F57D5E23341E88573A1823F3774BFF8871746FFA51
Malicious: false

|IE Cache URL: http:// https:/static-global-s-msn-com.akamaized.net/hp-neu/sc/c6/cfdbd9.png

Preview:
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\checksync[1].htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCI!I text, with very long lines

dropped

21264

5.302864263415922

false
384:R7AGcVXIblcgnzleZSweg2f5ngB/LkPF30ZOWQWwWY4RXrgt:F86ghbS2RxF30swQWwY4RXrqgt
098CDB7D2F71DD73CAA8B091070E8F35

C4B127D6B759BD6F0DB483CE248863B94C05967C
2E2601F97DFCAADO082F89C0557615E8507B31986794A9022545722498CF5D643
78D49495C1F9EDEGE5SF07620B65909498CCE9579D46CC57C240CBALA4A48556F77B69857AA19B7EB96E878DC4747974F1829B06F1BEO6ES2822F8ESEB7DASFO(

false

{"vsCk":"visitor-id","vsDaCk":"data","sepVal":"|","sepTime"
g":1,"cocs™:0},"vzn":{"name":"vzn","cookie":"data-
:0,"cocs":0},"brx":{"name":"brx","cookie":"data-br","isBI":1,"g":0,"cocs":0},"Ir":{"name":"Ir","cookie":"data-Ir","isBI":1,"g":1,"cocs":0}},"hasSameSite Support™:"
0","batch™{"gGroups":["apx","csm","ppt","rbcn","son","bdt","con","opx","tIx","mma","c1x","ys","sov" g","pb","dxu","rkt","trx","wds","crt","ayl","bs","ui","shr","lvr","y
Id","msn","zem","dmx","pm","som","adb","tdd","soc","adp","vm","spx","nat","ob","adt","got","mf","emx","sy","Ir","ttd"],"bSize":2,"time":30000, "ngGroups":[]},"log":{"succe

ssLper":10,"failLper":10,"logUrl":{"cl":"https:\/Vhblg.media.netVlog?logid=kfk&evtid=chlog"}},"csloggerUrl":"https:VWc21lg-d.m

<html> <head></head> <body> <script type="text/javascript">try{.var cookieSyncConfig = {"datalen":75,"visitor
: "vsDaTime":31536000,"cc":"CH","zone":"d"},"cs ookup™:{"g":{

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\checksync[2].htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCI!I text, with very long lines

dropped

21264

5.302864263415922

false
384:R7AGcVXIblcgnzleZSweg2f5ngB/LkPF30ZOWQWwY4RXrgt:F86ghbS2RxF30swQWwY4RXrqgt
098CDB7D2F71DD73CAA8B091070E8F35

C4B127D6B759BD6F0DB483CE248863B94C05967C
2E2601F97DFCAADO082F89C0557615E8507B31986794A9022545722498CF5D643
78D49495C1F9EDEGE5SF07620B65909498CCE9579D46CC57C240CBALA4A48556F77B69857AA19B7EB96E878DC4747974F1829B06F1BEO6ES2822F8ESEB7DASFO(

false

<html> <head></head> <body> <script type="text/javascript">try{.var cookieSyncConfig = {"datalen":75,"visitor":{"vsCk":"visitor-id","vsDaCk":"data","sepVal s ime"
" "sepCs":"~~","vsDaTime":31536000,"cc":"CH","zone":"d"},"cs":"1","lookup":{"g":{"name":"g","cookie":"data-g","isBI":1,"g":1,"cocs":0},"vzn":{"name":"vzn","cookie":"data-
V" "isBI":1,"g"0,"cocs":0},"brx":{"name":"brx","cookie":"data-br","isBI":1,"g":0,"cocs":0},"Ir":{"name":"Ir","cookie":"data-Ir","isBI":1,"g":1,"cocs":0}},"hasSameSite Support":"

0","batch™{"gGroups":["apx","csm","ppt","rbcn","son","bdt","con”,"opx", "tIx","mma’
Id","msn","zem","dmx","pm","

ssLper":10,"failLper":10,"logUrl"

el ys" fsov” b, Tt g "pb” dxu® Tkt ftrx” wds” et May I b Ui s vy
nat","ob","adt","got","mf","emx","sy","Ir","ttd"],"bSize":2,"time":30000,"ngGroups":[]},"log":{"succe
https:VWc21lg-d.m

'som”,"adb","tdd","soc","adp","vm","spx",
{"cl":"https:VVhblg.media.net\log?logid=kfk&evtid=chlog"}},"csloggerUrl":

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\checksync[3].htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCI!I text, with very long lines

dropped

21264

5.302864263415922

false
384:R7AGcVXIblcgnzleZSweg2f5ngB/LkPF30ZOWQWwY4RXrqt:F86ghbS2RXF30swQWwY4RXrqgt
098CDB7D2F71DD73CAA8B091070E8F35

C4B127D6B759BD6F0DB483CE248863B94C05967C
2E2601F97DFCAADO082F89C0557615E8507B31986794A9022545722498CF5D643
78D49495C1F9EDEGE5SF07620B65909498CCE9579D46CC57C240CBALA4A48556F77B69857AA19B7EB96E878DC4747974F1829B06F1BEO6ES2822F8ESEB7DASFO(

false
<html> <head></head> <body> <script type="text/javascript">try{.var cookieSyncConfig = {"datalen":75,"visitor":{"vsCk":"visitor-id","vsDaCk":"data","sepVal":"|","sepTime"
" "sepCs":"~~","vsDaTime":31536000,"cc":"CH","zone":"d"},"cs":"1","lookup":{"g":{"name":"g","cookie":"data-g","isBI":1,"g":1,"cocs":0},"vzn":{"name":"vzn","cookie":"data-

V" "isBI":1,"g"0,"cocs":0},"brx":{"name":"brx","cookie":"data-br","isBI":1,"g":0,"cocs":0},"Ir":

0" "batch™{"gGroups™["apx","csm","ppt","rben”,"son”, "bdt", "con”,"opx”,"tix","mma’ g "pb”,"dxu”, "kt "t "wds” ert” ay ", "bs™ Ui, "shr v,y
Id","msn”,"zem","dmx","pm","som","adb", "tdd" "soc”,"adp","vm","spx","nat", "ob","adt" "got" "mf","emx"," r "ttd"],"bSize":2,"time™:30000,"ngGroups™:[},"log™:{"succe

ssLper":10,"failLper":10,"logUrl":{"cl":"https:\/Vhblg.media.netVlog?logid=kfk&evtid=chlog"}},"csloggerUrl":"https:VWc21lg-d.m

{"name":"Ir","cookie":"data-Ir","isBI":1,"g":1,"cocs":0}},"hasSameSiteSupport™:"

elx",ys", "sov, "fb” rLt

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\checksync[4].htm

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:

C:\Program Files (x86)\Internet Explorer\iexplore.exe
HTML document, ASCII text, with very long lines
dropped

21264

5.302864263415922

false
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\checksync[4].htm

SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

384:R7AGcVXIblcgnzleZSweg2f5ngB/LkPF30ZOWQWwY4RXrqt:F86ghbS2RXF30swQWwY4RXrqgt

098CDB7D2F71DD73CAA8B091070E8F35

C4B127D6B759BD6F0DB483CE248863B94C05967C

2E2601F97DFCAADO082F89C0557615E8507B31986794A9022545722498CF5D643
78D49495C1F9EDEGE5SF07620B65909498CCE9579D46CC57C240CBALA4A48556F77B69857AA19B7EB96E878DC4747974F1829B06F1BEO6ES2822F8ESEB7DASFO(

false

<html> <head></head> <body> <script type="text/javascript">try{.var cookieSyncConfig = {"datalen":75,"visitor":{"vsCk":"visitor-id","vsDaCk":"data","sepVal":"|","sepTime"
" "sepCs™:"~~","vsDaTime":31536000,"cc":"CH","zone":"d"},"cs":"1","lookup":{"g":{"name":"g","cookie":"data-g","isBI":1,"g":1,"cocs":0},"vzn":{"name":"vzn","cookie":"data-
V", "isBI":1,"g"0,"cocs":0},"brx":{"name":"brx","cookie":"data-br","isBI":1,"g":0,"cocs":0},"Ir":{"name’ ‘cookie":"data-Ir","isBI":1,"g":1,"cocs":0}},"hasSameSiteSupport":"
0","batch™:{"gGroups":["apx " "clx” " " uit

" "ppt”,“rben”,"son”,"bdt”, "con”,"opx”,"thx","mma”,"c1x","ys" "sov" r1" g "pb” dxu”, Tkt Ttk wds”, ert” mayl” "hs” Ui, "shr vy
Id","msn”,"zem","dmx","pm","

csm”,
som”,"adb","tdd","soc”,"adp","vm","spx","nat","ob", "adt","got","mf","emx","sy","Ir","ttd"],"bSize":2, "time":30000, "ngGroups":[[}, "log™:{"succe

ssLper":10,"failLper":10,"logUrl":{"cl":"https:\/Vhblg.media.netVlog?logid=kfk&evtid=chlog"}},"csloggerUrl":"https:VWc21lg-d.m

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\location[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with no line terminators

downloaded

182

4.685293041881485

false
3:LUfGC48HIHI2RA0E9HQNPKIfQ8I5CMNRMRU8BX4RIiP22/90+apWyRHfHO:nCf4R5EIWpKWjVRMmhLP2savVO
CAF67A4EFC37372559CD375AA74454A3

2B7303240D7CBEF2B7B9F3D22D306CC04CBFBES6
C72856B40493B0C4A9FC25F80A10DFBF268B23B30A07D18AF4783017F54165DE

1EE4D2C1ED8044128DCDCDB97DC8680886ADOEC06C856F2449B67A6B0BOD7DEOASEA2BBAS4EB405AB129DD0247E605B68DC11CEBGAO74EGCF088A73948AF:
481

false

http://https://geoclocation.onetrust.com/cookieconsentpub/vl/geo/location

jsonFeed({"country":"CH","state":"ZH","stateName":"Zurich","zipcode":"8152","timezone":"Europe/Zurich","latitude":"47.43000","longitude":"8.57180","city":"Zurich","contin
ent":"EU"});

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\nrrV56260[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

89487

5.422082896007348

false
1536:1VnCuukXGs7RiUGZFVgc5dJoH/BUSAJ8DuaHRaoUV1BYYLOESKfy4ar8ul9oKL:NtiX/dJIxkujDv5KfyZ1
F147187DODODF2A444A64DA389F6F3F2

9196F231D1204A4COAF82E9D9EIBABICIFCEE248
D8D297DF2F4E4E532EC8BC45A966906E27E0CIEDFEBS5BDFF6FA3F2531409DBFB

31F7CA2A199CC78E3549B01462A4782D83427CD07DEABD2FFDD2646BOFOFE8A1C5046001F39B05BAFAA0690C89417ED28E6D2C82789EAEDF438D46C739DE77
0

false

http://https://contextual. media.net/48/nrrV56260.js

var _mNRequire,_mNDefine;!function(){"use strict";var c={},u={};function a(e){return“function"==typeof e}_mNRequire=function e(t,r){var n,i,o=[];for(i in t)t.hasOwnProper
ty(i)&&("object"I=typeof(n=t[i])&&void 0!==n?(void 0!==c[n]||(c[n]=e(u[n].deps,u[n].callback)),o.push(c[n])):0.push(n));return a(r)?r.apply(this,0):0},_mNDefine=function(e,t,r)
{if(a(t)&&(r=t,t=[]),void 0===(n=e)||""===n||null===n||(n=t,"[object Array]"!==0Object.prototype.toString.call(n))||!a(r))return!1;var n;ue]={deps:t,callback:r}}}();_mNDefine
("modulefactory”,[],function(){"use strict";var r={},e={},0={},i={},t={},n={},a={},c={};function d(r){var e=!0,0={};try{o=_mNRequire([r])[0]}catch(r){e=!1}return o.isResolved=funct
ion(){return e},o}return r=d("conversionpixelcontroller"),e=d("browserhinter"),o=d("kwdClickTargetModifier"),i=d("hover"),t=d("mraidDelayedLogging"),n=d("macrok
eywords"),a=d("tcfdatamanager"),c=d("I3-reporting-observer-adapter"),{conversionPixelController:r,browserHinter:e,hover:i,keywordClickTarget

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\WJ8120L4\264bf325-c7e4-4939-8912-2424a7abe532[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 300x300, frames 3
downloaded

58885

7.966441610974613

false

1536:Hj/aV3ggpq9UKGo7EVbG4+FVWC2eXNA6qQYKIp/uzL:Di3gyq9Ue7EVsCjeXuS
FFA41B1A288BD24A7FC4F5C52C577099

E1FD1B79CCCD8631949357439834F331043CDD28
AA29FA56717EA9922C3D85AB4324B6F58502C4CF649C850B1EC432E8E2DBIS5F

64750B574FFA44C5FD0456D9A32DD1EF1074BA85D380FD996F2CA45FA2CE48D102961A34682B07BA3B4055690BB3622894F0E170BF2CC727FFCD19DECA7CCB
D
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\WJ8120L4\264bf325-c7e4-4939-8912-2424a7abe532[1].jpg

Malicious:
|IE Cache URL:

Preview:

false

http://https://cvision.media.net/new/300x300/3/45/152/198/264bf325-c7e4-4939-8912-2424a7abe532.jpg?v=9

C

q..e

1A.."Qa..2q.B......#..Rr.$3b4....%CDc. 2 »
N.~J, Koo A (K FEM.S...n4IN.V..88.J..~....Q.FJ..AD.-D.tk"2.F.....IY ]......0~=*3.N...rr.u( ....".h}.......
3[[...q ~<,Guee B.\I6.@Jr=...(....N....xi....}...0.F@$...>.N8.. ...6e&51.Rzd$...Alllw..b...

e D]t W KLP.FL?e 0@ BT P HIRV.F.L1LAM......2:..C....

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\WJ8120L414996b9[1].woff

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Web Open Font Format, TrueType, length 45633, version 1.0

downloaded

45633

6.523183274214988

false
768:GiE2wcDeO5t68PKACTgVEWZfaDDXLQO+nSECIr1X/7BXq/SHOCI7dA7Q/BOWKAfO:82/DeO5M8PKASCZSvxQO0+TCPXtUSHF7¢
A92232F513DC07C229DDFA3DE4979FBA

EB6E465AE947709D5215269076F99766B53AE3D1
FA77B53BF5E6E10FA78C41DEAF32FA4D78A657D7B2EFE85B35C06886C7191BB9
32A33CCID6F2F1C962174F6CC636053A4BFA29A287AF72B2E2825D8FA6336850C902AB3F4C07FB4BF0158353EBBD36C0D367A5E35809840D70B90B93DB2AE32
false

http:// https://static-global-s-msn-com.akamaized.net/hp-neu/sc/ea/4996b9.woff

,0..Hhead.

. ....maxp...P...
e A <. .d.x JHL .@...U.
...\.d\.d..de.d.z.db.d4d=dY.dcd]db.d.ldb.dfd._dAd.(db.d"db.db.d..d.d_d._.d.d.. d.P.d.0.d.b.d.b.d.P.d.u.d.c.d"d._.d.q.d._.d.d.d.b.d._.d._.d.

b.d.ad.b.dadb.d..d.d"rd d. .d[d.d.d$dpd..d.d"d._dTd.db.db.db.diddd..d.d.d7.d"dXd]d).dldldb.db.d.,d.,db.db.d.d.d.d7db.d.1
d.b.d.bd..d..d.d..d.dAd.d.d(d d.d.d"drdfd.,.db.d.db.d_.d.q.d..d.dbdb.db.db.d.drdld._.db.db.db.dV.dzdb.d

....name...

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\WJ8120L4\55a804ab-e5c6-4b97-9319-86263d365d28[1].json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

2939

4.794189660497687

false
48:Y9vigmDHF6Bjb40UMRBIvdiZv5Gh8aZa6AyYAcHHPk5JKIcFerzZjSaSzZjfumjVT4:0ymDwb40zrvdip5GHZa6AymshjUjVjx4
B2B036D0AFB84E48CDB782A34C34B9D5

DFC7C8BA62D71767F2A60AED568D915D1C9F82D6
DC51F0A9F93038659B0DB1B69B69FCFB0O0FB5911805F8B1E40591F9867FD566F

C2AAAF7BC1DF73018D92ABD994AF3C0041DCCE883C10F4F4E17685CD349B3AF320BBA29718F98CFF6CC24BE4BDD5360E1D3327AFFBFOC87622AE7CBAB6G77(
F22

false

http://https://iwww.msn.com/_h/9c38ab9f/webcore/externalscripts/oneTrustV2/consent/55a804ab-e5c6-4b97-9319-86263d365d28/55a804ab-e5¢6-4b97-9319-
86263d365d28.json

{"CookieSPAEnabled":false,"MultiVariantTestingEnabled":false,"UseV2":true,"Mobile SDK":false,"SkipGeolocation":false,"ScriptType":"LOCAL","Version":"6.4.0","Opta

nonDataJSON":"55a804ab-e5c6-4h97-9319-86263d365d28","GeolocationUrl":"https://geolocation.onetrust.com/cookieconsentpub/vl/geo/location”,"RuleSet":[{"Id":"6f0Occ

a92-2dda-4588-a757-0e009f333603","Name":"Global","Countries™:["pr","ps","pw","py","ga","ad", "ae","af","ag","ai","al","am","a0","aq","ar","as", "au","aw","az","ba","bb","rs

" "bd","ru","bf","rw","bh","bi","bj","bI","bm","bn","bo","sa","bq", "sh","sc","br","bs","sd","bt","sg","bv","sh","bw", "by","sj","bz","sI","sn", "s0","ca","sr","ss", "cc","st","cd","sv","cf","cg

""sx","ch","sy","¢ci","sz","ck","cl","em","cn","co”,"tc", "er", "td", "cu”, "tf", "tg", "cv", "th", "ew”, "ex”, M, Mtk Uttt o, e, e, v e, "tz "dm*, "do”, "ua”, 'ug !, "z, um
fi","fk","fm","fo","wf","ga","ws","gd","ge

" mUS" "ec”,"eg”, "eh” "Uy” "UZ", "Var, er, Ve et Ve, Vg Vi, v U " "gg”,"gh

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\WJ8I120L4\AAKFC6D[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 622x368, frames 3
downloaded

50248

7.973711098789852

false

1536:10nEo0uK5CZRS+DIvyfPCyCWDtmzVJFvUXT:d95CjS+D8qCyCAmpba

F53D5F19CAOEF37FA581FCF54BB1D2ED

FDB4EB039D856862A9C68CIF7E2170365DDAEBIB
114F8603F188C2B39D98BCFDDF02A6EE58748D4F85FF123D9FA6C17BE47D8AT3
3F51E5EEB840F85A54C8E1DC9624A81FFD1CD4877675B7C8856DOE09B7195EA332A825722BF1BD67E5737D197BC0206847436CA051D01096A9873D64950D37F29
false

http:// https:/static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/ AAKFC6D.img?h=368&w=622&m=6&0=60&u=t&0=t&I=f&f=jpg&x=400&y=332
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\WJ8I120L4\AAKFC6D[1].jpg

Preview:

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\WJ8I120L4\AAKFFeZ[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 311x333, frames 3
downloaded

13014

7.837674629321685

false

384:N/KIbk8L8533vdqg+4MHcfO4gkmXaNvh4y6pdBtO:NS9k8Y O+43fOimX4vQpdqg

8FDD160F4E1680DDED36B642F52C55A2

F8B3ABA61C01873684FC667F49279C800CB4CFAA
AAEE94E65F45180BAFAB64169720C7839CBDDD195F3A549C6ACE7C7F65F3D8A6
2D8ED2072CD5B222265380DA7B838A6FAE8IFOEAL1F1D8248434B9FD43627B4870960056D28BDCC16FEF59575496FB15C0B7461998BAF9AF50372D4535C8E077
false

http:// https:/static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/ AAKFFeZ.img?h=333&w=311&m=6&0=60&u=t&0=t&I=f&f=jpg

...... JFIF e e s )10.)-,3:3>36F7,-@WAFLNRSR2>ZaZP JQRO.......&..&05-5000000000000000000000000000000000000
0000000000000 Yo JIA.Qa"q.2... #B...R..$3bI....... %&'()*456789: CDEFGHIJSTUVWXY Zcdefghijstuvwxyz....
11..AQ.aq."2...B.... #3R..br..$4.%

Q.+ V.dP.-s.**.
[.1.Y.&IBY..1.3.NLQF.X.... X.-..1.]...=9..6=

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\WJ8I120L4\AAKFIlla[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 622x368, frames 3
downloaded

45080

7.958244680341275

false
768:1BWnEKOXRDdyaG9Xx0iBcy4Lj8pgbB74nef8rGaCbutVrwGCUQPUVZClityAxM:IBwyXRARGIBDB340WbRf8rG709wGCUQvV
3CABDAD099024042ECC869B17086E254

06B26F47E90DE32C84D21A2D499C4FEAB1115BF1
186D41A2B321A864221FA4F8181F274B9198E7FE6F107A98FBB216C2FOCBABO2
76ADF197E70DC8A8F32818853015D534FD5F000AA60020B8F27B96369681D89FE19130975DC3968BBIFBIB43B8C5AD3DC0O4BOE4B2C30848568A9DCAAB5C2215(

false

http:// https:/static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/ AAKFlla.img?h=368&w=622&mM=6&q=60&u=t&0=t&I=f&f=jpg&x=1507&y=1900

M...r .TK..L.Qq)
F.1.].6D....... Q)]...~6..X4h...H....0Q....

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\WJ8I120L4\AAKFMZy[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 206x250, frames 3
downloaded

8987

7.930383781178736

false

192:Qo7xkbax957YCwdZJIQ2wQTRnNHXUJt8XbdwwpYiWpT:b7KGx9y/9HX5X7hWpT

6E638BBDI81D3AFB5482E3567ABCE20A

E961606AC481D0767DA62316A862A561B7103691
47C121BE532FBC44B637BFCA18932B756688E8272B35EBD1A0A4FFO3EDAGD151
391051895ECE6CC5E136A6322617D7FB832E9837C5B0A49058E736ACBI99EF8ICAFASAE3D522B64D547B9DB7DDD337FA097E657D4CA7277E82D090F7297E934
false

http:// https:/static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/ AAKFMZy.img?h=2508&w=206&m=6&0=60&u=t&0=t&I=f&f=jpg&x=587&y=367
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\WJ8I120L4\AAKFMZy[1].jpg

Preview:
...... JFIF . e e )100)-,3:13>36F 7,-@WAFLNRSR2>ZaZP  JQRO.......&..&05-5000000000000000000000000000000000000
00000000000000 S J1ALQat g 2. #B..R..$3br %&'()*456789: CDEFGHIJSTUVWXY Zcdefghijstuvwxyz........
w. 11..AQ.aq. &'()*56789:CDEFGHIJSTUVWXY Zcdefghijstuvwxyz..
f<R3.+e.........2X.m..D..V.AD..S.2..LD.B\a....K".b...N...R.HV.fKE....0:g...\.Jt../....nLVB.$$...../JVc#...QIPNr8.......,.,.h...
Rd..J6d..>||.{.*."..d.d.%...?..E.H.6.w........P...- LE....c..).HdT.P.@.Er9....0M....... U....+t.e..V..0..&ZS..C..... 9M.]..1..wl...S{...0-..6.j{.Mf.)).s....*..H.R...Q.In8..S.h..P.....
.i.b..F.0....nAg+..m.b...S..+}FE.V..d...

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\WJ8I120L4\AAKFPFy[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 311x333, frames 3
Category: downloaded

Size (bytes): 20432

Entropy (8bit): 7.939549129755397

Encrypted: false

SSDEEP: 384:NnsBOdyzdK5ZxPTYPyEOaNiHiQfowhYzbF0o/NI4GjSXII7L7n/:NsBRK5ziTOqiCQJIOzb2cl4GjSzL7/

MDS5: 6E32AD90EF8B98C19DB1AD3DB23C849F

SHA1L: CA471CBB1FB4274A24B241CCC3A5EC55EF71B4AC

SHA-256: 74882944BD983737581AFDC105DEE71077CEC139F3D19F59248E2EBDF6C3D907

SHA-512: D730147EECE037F28915F5AC62A1F86B808646FCE1C550B47E2B8D2489867AAFCABCF1F4D812F634E8ACE30231586D81C462C306F35B2401B644DC320CF0727
Malicious: false

IE Cache URL:  http:i/https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/AAKFPFy.img?h=333&w=311&m=6&q=60&u=t&0=t&I=f&f=jpg

Preview:
...... JFIF . e e )100)-,3:13>36F7,-@WAFLNRSR2>ZaZP  JQRO.......&..&05-5000000000000000000000000000000000000
00000000000000......M.7. ) 11A..Qa."q.2...#B...R..$3br........ %&'()*456789: CDEFGHIJISTUVWXY Zcdefghijstuvwxyz....

W 11..AQ.aq."2...B....#3R..br...$4.%.....&'()*56 789: CDEFGHIJSTUVWXY Zcdefghijstuvwxyz.........

?2.].(Ph.P.@.-.P.@.@.-.P.@..P.Q@.%.-... %o (e Zo( (oo (4. 4.Q@.P.

d. #k.]).mr 4 <2 DX U (] 8L\

@

5."h.Q.1q..@..4.h..P.@.@. P.@

. TF Y MF@(.3..0.H ..3@K)......P.IG
...hR..P.@..-..P..5.E...Z...v
C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\WJ8I120L4\AAKFIfu[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 206x250, frames 3
Category: downloaded
Size (bytes): 13053
Entropy (8bit):  7.954034798551298
Encrypted: false
SSDEEP: 192:Q0JBj0b/htTSEmM91z7uBflyxRsiUyBjwNvT2DuzWICxwmMoMhy1sUq52LJv:buxEQdYNSRsryCZM7noMCpg6
MD5: 1A8893679CC10135F2A5984AE989FC17
SHA1L: AF26B56B3C3A14FC3205E65512FE7B40EDF5F57D
SHA-256: 3757E2D4A9E2B328AB5F79DBE348717CC4DE9519B1D39A20755B29E70DF3C133
SHA-512: 8102DE019CB60F646710157F1B47B85281D815DB42143A288DA254C626B6296CDA2DB908CD045533A41113312676ACCOELC46A9E94E9856956A409606C3839CC
Malicious: false

|IE Cache URL: http:// https:/static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/ AAKFIfu.img?h=250&w=206&m=6&q=60&U=t&0=t&I=f&f=jpg&x=683&y=124

Preview:
)10.)-,

J>36F7,-@WAFLNRSR2>ZaZP JQRO....... &..&05-5000000000000000000000000000000000000

J1A..Qa."g.2...#B...R..$3br. %&'()*456789: CDEFGHIJISTUVWXY Zcdefghijstuvwxyz.
11..AQ.aq B
_"b."\R[ds.=.4.Rz..6l<.....8<..<.U\e.$.;.u.l./.(..0+.>1.].2..Q
,N@....C.z...4.MOS.cf.0.T..9...?).....~.F..Mv.y.*...3..8.....Cmgkj.v."..-. . *[r.w.+...-...8.ea$...c.H.g

2 l....3n%. 3...

bSj.J.2.N.S{. . T\e}B(-L.9..v....3.9{*$
M.AL9.H...<{SW....icP.$.........

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\WJ8I120L4\AAKiuLK[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 206x250, frames 3

Category: downloaded

Size (bytes): 12835

Entropy (8bit): 7.951552072580531

Encrypted: false

SSDEEP: 192:QoHOHjaiYqWANzADpRNn41znZalpSGvGR{JICOrljPRLR:bHOHjai/nzUpgM1pv+zljPRt

MD5: A2CB68CCF2D4C51D3631BD74B8BAAGEF

SHAL: 7BCD94F04DF70DA647D477CD0809C33A376D6180

SHA-256: 4BF8847027AF08FD90AB56850EA20788605AFABA7BA44CE18DC556AD1350DDF7

SHA-512: 980B325C3AA9F6F784DF12D7B390D7FA2278EA33A3F8B2549F814D4A6FA245C58F3458EEEF418E5B1EAS9EF32EBDB3AD1811B18422BC49D6CDOEFF39AEC2F0
D8

Malicious: false

|IE Cache URL: http://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/AAKIULK.img?h=250&w=206&m=6&q=60&u=t&0=t&I=f&f=jpg&x=555&y=158

Copyright Joe Security LLC 2021 Page 39 of 54



C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\WJ8I120L4\AAKiuLK[1].jpg

Preview:

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\WJ8120L4\BB14EN7h[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 622x368, frames 3
downloaded

13764

7.273450351118404

false

384:1fOm4cla37nstiEM15mv70OAkrih4McOD07+8n0GoJdxFhEh8:12m4pa37stiTgqAjS0GoJd3yK
DAB531188AED539AF6EAAOF89912AACF

602244816EA22CBE39BBD4DB386519908745D45C
C719BE5FFC45680FE2A18CDB129E60A48A27A6666231636378918B4344F149F7

DFO3FA1CB6EDOD1FFACS5FB5F2BB6523D373AC4A67CEE1IAAFO7EODAGIE3F19E7AF43673B6BEFE7192648AC2531EF64F6B4F93F941BF014ED2791FAGF46720C7
DB

false

http:// https:/static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB14EN7h.img?h=368&w=622&m=6&0=60&u=t&0=t&I=f&f=jpg

..o )10.)-,3:3>36F7,-@WAFLNRSR2>ZaZP JQRO....... &..&05-500000000000000000000000O00OO0OO0O00000

0O000000000000O......p.N..........

::::.k.t.A'p..KJ..*A....( ...... GO PO (OUUON OPUUNY GO (OO GOUONY (RO " FRNNEION N |...M.g..n..d.z.e.Q..HfE....|A...h.h.t....(.9:.2....z...@.....:...3..w.@.P4Ac1.a.@...A#.P1.....4..@.@.
(hh(...0..Y..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\WJ8120L4\BB14hqO0P[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 622x368, frames 3
downloaded

19135

7.696449301996147

false

384:IHtFIzASGKT2tP9ah048vTWjczBRfCghSyOaWLxyAy3FN5GU643Ib1y6NO:INFIFTSEG46SjchmaWLsR3FNY/Ayz
01269B6BB16F7D4753894C9DC4E35D8C

B3EBFE430E1BBCOC951F6B7FB5662FEB69F53DEE
D3E92DB7FBESDF1B9EA32892AD81853065AD2A68C80C50FB335363A5F24D227D

O0AF92FBC8D3E06C3F82C6BA1DE0652706CA977EDI0EEBG64AE49DD4ADA3063119D194146F2B6D643F633D48AE7A841A14751F56CC41755B813B9C4A33B82E4!
C

false

http:// https:/static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB14hqOP.img?h=368&w=622&mM=6&q=60&u=t&0=t&I=f&f=jpg

(h......i.H@...;..Y...q...0.<e+.B...[.v..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\WJ8120L4\BB1aXITZ[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 27 x 27, 8-bit/color RGBA, non-interlaced

downloaded

1149

7.791975792327417

false
24:hhxlcIrB6QJOCXhyPAGQ3QgLEVDSLYW3ZXr4dX6HpEV7V8F+:hSrFkoGGVLE7IWIrjES8F+
FA3DDA08A617022485897A32BA92626B
BB8D872DFF74D6ADBB7C670B9A5530400D54DCAB
88961720A724D8CEBC455B1A2A85AE64952816CE480956BFE4ACEF400EBD7A93
B87F90B283922333C56422EF5083BE9B82A7C4F2215595C2A674B8A813C12FFOD3A4B84DEGCI6C110CC7C3ABABF50AEAET74F24EB045809B5283875071670740E
false

http:// https:/static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1aXITZ.img?h=27&w=27&m=6&0=60&u=t&0=t&I=f&f=png
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\WJ8120L4\BB1aXITZ[1].png

Preview:

U....pHYS.......... +...../IDATX...}..c..SN$..@.e.Y..<f..y.X.0j..Z..T...)5..h.s.1..0.8gSh*.T.l)..r.>?...Q.k{..}...~.VVta..V}LF.R...LX.....AbD..].)8.."...{p/..

e Vel Kb bxewe AL p UL QXN ~$ L <'pn Pr.mb.@t;_.J.74.\.[.,Ul
Ao, L]LSVLGX Ly "2, X *6.9"..dP.....a.....q.b. ...s4..y.B....600.D.@.ATa.....FE.n
>H,Q..peeeeee (...c...].R.<_Kq.i?ME}.....h.?)....... x.PA.?2.=x.X]...0.30...'v+..0.p.D...p...... m.y-... % .Gb:>..[......0.Y. \.n..-.a.%.H..O.. #1.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\WJ8120L4\BB1cEP3G[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 27 x 27, 8-bit/color RGBA, non-interlaced

downloaded

1103

7.759165506388973

false
24:sWI+1gOC+JJAMrPGUDIRNO20LMDLspJg9a+VXKJIL3fxYSIP:sWYjJI3rPFWToEspJg9DaxWSA
18851868AB0A4685C26E2D4C2491B580

0B61A83E40981F65E8317F5C4A5C5087634B465F
C7FO0A19554EC6EAGE3CIBD09F3C662C78DC1BF501EBB47287DED74D82AFD1F72

BDBADO3B8BCA28DC14D4FF34ABSEAGAD31D191FF7F88F985844D0F24525B363CF1D0D264AF78B202C82C3E26323A0F9A6C7ED1C2AE61380A613FF41854F2E6
7

false

http://https:/static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1cEP3G.img?h=27&w=27&m=6&q=60&u=t&0=t&I=f&f=png

+..B.mD!...(.a.Ej..&F.+..M]..8..>b..FW,....7.....d...Z........60).8....j.... T.. Xk L.ha.{.... KT.yZ...P)w.P....Ip.../[.....=... kg.+

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\WJ8120L4\BB1dCSOZ[1].png

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

downloaded

432

7.252548911424453

false
6:6v/IhPahm7saDdLbPVJAEQhnZxqQ7FULH4hYHgjtoYFWYo0oCUQVHYXRTTrYm/RTy:6v/79Zb8FZxqQJ4YhroOLsm96d
7ED73D785784B44CF3BD897AB475E5CF

47A753F5550D727F2FB5535AD77F5042E5F6D954
EEEA2FBC7695452F186059EC6668A2C8AE469975EBBAF5140B8ACA0F642AC466
FAF9E3AF38796B906F198712772ACBF361820367BDC550076D6D89C2F474082CC79725EC81CECF661FA9EFF3316EE10853C75594D5022319EAE9D078802D9C77
false

http:// https:/static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1dCSOZ.img?h=16&w=16&m=6&q=60&u=t&o=t&I=f&f=png

.M.N".."OH.T..vc..@.H$..+..~.j...N....~.0.Z%..+.T*r..#....F2.X,.Z.h4..R)z..6.s:...12...1....N>...dB6.%..i...)....q..."..n.K&..N..X,>"..dT)..v:..0D.Q.y>.#.u:.,...Z..r.../h.u...#.v
ol.#....IEND.B".

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\WJ8120L4\BB1ftEYO0[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

downloaded

497

7.316910976448212

false

12:6v/7TYELTvpTjO7q/cW7Xt3T4KL+IXK0ew3IwE L rEtTRTj/XiNSIMkIw61
7FBE5C45678D25895F86E36149E83534
173D85747B8724B1C78ABB8223542C2D741F77A9
9E32BF7E8805F283D02E5976C2894072AC37687E3C7090552529C9F8EF4ADB7C6

E9DE94C6F18C3E013ABOFF1D3FF318F4111BAF2F4B6645F1E90ES433689B9AES22AE3A899975EAAOAECAL4A7D042F6DF1A265BA8BCAB7F73847B585E3C12C2¢
2

false

http:// https:/static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB 1ftEY0.img?h=16&w=16&m=6&q=60&u=t&o=t&I=f&f=png

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\WJ8120L4\BBY7ARN[1].png

Process:

C:\Program Files (x86)\Internet Explorer\iexplore.exe
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\WJ8120L4\BBY7ARN[1].png

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

downloaded

779

7.670456272038463

false

24:dYsfeTalfpVFdpxXMyN2fFIKdko2boYfm:Jf5ILpCyN29IC5boD

30801A14BDC1842F543DA129067EA9D8

1900A9E6E1FA79FE3DF5EC8B77A6A24BDIF5FD7F

70BB586490198437FFE06C1F44700A2171290B4D2F2F5B6F3E5037EAEBCI68A4
8B146404DEOC8E08796C4A6C46DF8315F7335BC896AF11EE30ABFBOB0ES64ED354D0B70AEDE7AF793A2684A319197A472F05A44E2B5C892F117B40F3AF938617

false

http://https:/static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BBY7ARN.img?h=16&w=16&m=6&q=60&u=t&0=t&I=f&f=png

i {

W.LM.Spul).=2.C#X..D.... L 18U HFLEL8Ls
*e"..Q.N#.g..kg...% W.-.0..z..CO k.....&..q..@{..k.J._..)X..4)x...ra.#....i.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\WJ8I20L4\medianet[1].htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCII text, with very long lines

downloaded

395359

5.485943581721996

false
6144:z9/9T009ISvbnDnmWynGoHqvgz5MCulbyaOHsU9117:nISvTDMnGSqvgKxVuF117
AE565BB5FD74A0163D807EBOOF156E19
C3BBOE7EDF92DF6E1C955CBI9F59E9B1E6CC7238A
EDDEF9BF45A93E6A04A760768C7CEF139ACF6908C461C25B0821CEB27B939FFA

07C96BDCF6ADE77A9B276FD6B37F06134F26FD3DBF48B1DD64C260AD2D64922E125F72CC6E8702C52F44B5F0C60387141D0510BFD418C35E7A7F1640DE3BC7
9

false

http://https://contextual. media.net/medianet.php?cid=8CU157172&crid=722878611&size=306x271&https=1

<html>.<head></head>.<body style="margin: Opx; padding: Opx; background-color: transparent;">.<script language="javascript" type="text/javascript"
>window.mnjs=window.mnjs||{},window.mnjs.ERP=window.mnjs.ERP||function(){"use strict";for(var I="",s="",c="" f={},u=encodeURIComponent(navigator.userAgent),g=[]
,e=0;e<3;e++)g[e]=[];function d(e){void 0O===e.logLevel&&(e={logLevel:3,errorVal:e}),3<=e.logLevel&&g[e.logLevel-1].push(e)}function n(){var e=0;for(a=0;a<3;a++)
e+=g[a].length;if(0!==e){for(var n,r=new Image,o=f.lurl||"https://Ig3-a.akamaihd.net/nerrping.php",t="",i=0,a=2;0<=a;a--){for(e=g[a].length,0;0<e;){if(n=1===a?g[a][0]:{lo
glLevel:g[a][0].logLevel,errorVal:{name:g[a][0].errorVal.name,type:l,svr:s,servname:c,errld:g[a][0].errld, message:g[a][0].errorVal.message, line:g[a][0].errorVal.lineNumber
,description:g[a][0].errorVal.description,stack:g[a][0].errorVal.stack}},n=n,!((n="object"!=typeof JSON||"function"!=typeof JSON.stringify?"JSON IS NOT SUPPORTE
D":JSON.stringify(n)

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\WJ8120L4\medianet[2].htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCII text, with very long lines

downloaded

395359

5.4859344035377315

false
6144:z9/9T009ISvbnDNnmWynGoHqvgz5MCulbRaOHsU9117:nISvTDMnGSqvgKxVnF117
3DC92EOF5F54C99E4CE704044286C1D9
44A292301D94C6371E4DC904493A4BAAD21A5586
35E6214B95213B7D429D876EAD46F44DC29DFC58CASBFOAC11CF7A6ADFFA9B80
603F2902C9EBE211252C0296183E6D8B8DB895SEC3D7E15906ED6IEADATF6B7F29A3D52D2444BD932AB2F6043D6665B165AAFBBEBDB3973462E650119D7FD414
false

http://https://contextual. media.net/medianet.php?cid=8CU157172&crid=858412214&size=306x271&https=1

<html>.<head></head>.<body style="margin: Opx; padding: Opx; background-color: transparent;">.<script language="javascript" type="text/javascript"
>window.mnjs=window.mnjs||{},window.mnjs.ERP=window.mnjs.ERP||function(){"use strict";for(var I="",s="",c="" f={},u=encodeURIComponent(navigator.userAgent),g=[]
,e=0;e<3;e++)g[e]=[];function d(e){void 0O===e.logLevel&&(e={logLevel:3,errorVal:e}),3<=e.logLevel&&g[e.logLevel-1].push(e)}function n(){var e=0;for(a=0;a<3;a++)
e+=g[a].length;if(0!==e){for(var n,r=new Image,o=f.lurl||"https://Ig3-a.akamaihd.net/nerrping.php",t="",i=0,a=2;0<=a;a--){for(e=g[a].length,0;0<e;){if(n=1===a?g[a][0]:{lo
glLevel:g[a][0].logLevel,errorVal:{name:g[a][0].errorVal.name,type:l,svr:s,servname:c,errld:g[a][0].errld,message:g[a][0].errorVal.message, line:g[a][0].errorVal.lineNumber
,description:g[a][0].errorVal.description,stack:g[a][0].errorVal.stack}},n=n,!((n="object"!=typeof JSON]||"function"!=typeof JSON.stringify?"JSON IS NOT SUPPORTE
D":JSON.stringify(n)

C:\Users\user\AppData\Local\Temp\~DF625AD6C34B876C40.TMP

Process:
File Type:
Category:
Size (bytes):

C:\Program Files\internet exploreniexplore.exe
data

dropped

12965
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C:\Users\user\AppData\Local\Temp\~DF625AD6C34B876C40.TMP
Entropy (8bit):  0.4199617737384428

Encrypted: false

SSDEEP: 24:¢9ILh9ILh9IINYIINYlo+F9loCOIWU3Bf5:kBgoldbUxf5

MDS5: B55118EF698FOEF68AES51A47C952F241

SHAL: 20EB58608D71ABC69E41413CF8F12F108B1ABE9F

SHA-256: 2BOBDE475E27A29629397FB92F8B84F79DC4DF95FC595153098FBD04B2B93708

SHA-512: 2F5E82CE90910AC94A07886B5D95CCBFCIC47F66E043358DOE9CE3ES8C3FEC828F1A37E89BB2673733D5156D0AC4FA523363F9E669E1C2D08FAF088469BDD26:!
Malicious: false

Preview:

*%..H..M..{y..+.0...(..

*%..H.M..{y..+.0...(

C:\Users\user\AppData\Local\Temp\~DFD04886B5FB7F14E7.TMP

Process: C:\Program Files\internet exploreniexplore.exe

File Type: data

Category: dropped

Size (bytes): 370834

Entropy (8bit): 3.2569256885182924

Encrypted: false

SSDEEP: 3072:52/2Bfcdmu5kgTzGtyZ/2Bfc+muskg TzGtSZ/2Bfcdmu5kgTzGtdZ/2Bfc+muSkn:gVe6

MD5: 4846719E6719D8E25F9944689F7FF7F7

SHA1L: 6FB23EDC235EEB8580E4AE112DAAADFA3DF692EA

SHA-256: 20EC198FDEA1632EBE456F6D51FBBC686AF6568354F9B41965E1FB0O196E6C879

SHA-512: EBCA48DFD6D081BC64BB76A879597A470B73B6C16F79FA47FB98261E14C785D2534C44B7CFFFDAD7B8CO3CDEEC516E17FAB35E6F07C10DEB47F3A4FE26673E
5D

Malicious: false

Preview:

*%..H..M.{y..+.0...(..

2% H.M..{y..+.0...(

Static File Info
General
File type:

Entropy (8bit):
TriD:

File name:
File size:
MDS5:
SHAL:
SHA256:

SHA512:

SSDEEP:

File Content Preview:

File Icon

Icon Hash:

Copyright Joe Security LLC 2021

74f0edecccdceOed

PE32 executable (DLL) (GUI) Intel 80386, for MS Wi
ndows

6.058067041143129

e Win32 Dynamic Link Library (generic) (1002004/3)
99.60%

Generic Win/DOS Executable (2004/3) 0.20%
DOS Executable Generic (2002/1) 0.20%
Autodesk FLIC Image File (extensions: flc, fli, cel)
(7/3) 0.00%

.

.

.

racial.dll

527872

9aefd3ealf73601ab7765412d70920b2
8048307abababa4d8489b03194ddf06ch7f877ab

cbbc3dfcd7d4efcd0la2lcfca2776eb495a9b0f515e6f809
6d6f470e8e2c8fb2

6e50cda4075f0ed0225df5b322c09a388bf6f5077c0305h
791fd74aladedcd32d9dfe3c2e4c320ec736279e6d25131
27c2ccaf78b4bf88ab5d461204ef2f7082

12288:Y43cTGrLptoCKEV76KDpMGPalSTcN9saAvkq
W6mZuzuJPjX7R75:vz75tzST8AMQ8
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Static PE Info

General

Entrypoint: 0x1047627

Entrypoint Section: text

Digitally signed: false

Imagebase: 0x1000000

Subsystem: windows gui

Image File Characteristics: 32BIT_MACHINE, EXECUTABLE_IMAGE, DLL
DLL Characteristics: DYNAMIC_BASE, NX_COMPAT

Time Stamp: 0x60AE9057 [Wed May 26 18:15:51 2021 UTC]

TLS Callbacks:
CLR (.Net) Version:
OS Version Major:
OS Version Minor:
File Version Major:
File Version Minor:

Subsystem Version Major:

o o O o O O

Subsystem Version Minor:

Import Hash: 3bfdfe7fdedde57f8d113c7e630bd750

Entrypoint Preview

Instruction

push ebp

mov ebp, esp

cmp dword ptr [ebp+0Ch], 01h
jne 00007FCF24AF3C97h
call 00007FCF24AF41B9h
push dword ptr [ebp+10h]
push dword ptr [ebp+0Ch]
push dword ptr [ebp+08h]
call 00007FCF24AF3B43h
add esp, 0Ch

pop ebp

retn 000Ch

push ebp

mov ebp, esp

sub esp, 0OCh

lea ecx, dword ptr [ebp-0Ch]
call 00007FCF24AF349Bh
push 0107E6F8h

lea eax, dword ptr [ebp-0Ch]
push eax

call 00007FCF24AF44A0h
int3

push ebp

mov ebp, esp

sub esp, 0OCh

lea ecx, dword ptr [ebp-0Ch]
call 00007FCF24AF1310h
push 0107E62Ch

lea eax, dword ptr [ebp-0Ch]
push eax

call 00007FCF24AF4483h
int3

jmp 00007FCF24AF93EDh
push ebp

mov ebp, esp

and dword ptr [0108C450h], 00000000h
sub esp, 24h

or dword ptr [0108009Ch], 01h
push 0000000Ah

call 00007FCF24B042D6h

test eax, eax
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Instruction

je 00007FCF24AF3E3Fh
and dword ptr [ebp-10h], 00000000h
XOr eax, eax

push ebx

push esi

push edi

XOr ecx, ecx

lea edi, dword ptr [ebp-24h]
push ebx

cpuid

mov esi, ebx

pop ebx

mov dword ptr [edi], eax

mov dword ptr [edi+04h], esi
mov dword ptr [edi+08h], ecx
XOr ecx, ecx

mov dword ptr [edi+0Ch], edx
mov eax, dword ptr [ebp-24h]
mov edi, dword ptr [ebp-1Ch]
mov dword ptr [ebp-0Ch], eax
xor edi, 6C65746Eh

mov eax, dword ptr [ebp-18h]
xor eax, 49656E69h

mov dword ptr [ebp-08h], eax
mov eax, dword ptr [ebp-20h]
xor eax, 756E6547h

Rich Headers

Programming Language:

Data Directories

Name

IMAGE_DIRECTORY_ENTRY_EXPORT
IMAGE_DIRECTORY_ENTRY_IMPORT
IMAGE_DIRECTORY_ENTRY_RESOURCE
IMAGE_DIRECTORY_ENTRY_EXCEPTION
IMAGE_DIRECTORY_ENTRY_SECURITY
IMAGE_DIRECTORY_ENTRY_BASERELOC
IMAGE_DIRECTORY_ENTRY_DEBUG
IMAGE_DIRECTORY_ENTRY_COPYRIGHT
IMAGE_DIRECTORY_ENTRY_GLOBALPTR
IMAGE_DIRECTORY_ENTRY_TLS
IMAGE_DIRECTORY_ENTRY_LOAD_CONFIG
IMAGE_DIRECTORY_ENTRY_BOUND_IMPORT
IMAGE_DIRECTORY_ENTRY_IAT
IMAGE_DIRECTORY_ENTRY_DELAY_IMPORT
IMAGE_DIRECTORY_ENTRY_COM_DESCRIPTOR
IMAGE_DIRECTORY_ENTRY_RESERVED

e [IMP] VS2008 SP1 build 30729

Virtual Address
0x7ee00
0x7ee50
0x8d000
0x0

0x0
0x8e000
0x7dd7c
0x0

0x0

0x0
0x7dddo
0x0
0x59000
0x0

0x0

0x0

Sections

Name  Virtual Address Virtual Size Raw Size
text 0x1000 0x57833 0x57a00
.rdata 0x59000 0x267d0 0x26800
.data 0x80000 0xce60 0xc00
.rsrc 0x8d000 0x3a8 0x400
.reloc 0x8e000 0x1764 0x1800
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Xored PE

False

False

False

False

False

ZLIB Complexity
0.745444565799

0.488661728896

0.194661458333

0.3935546875

0.802734375

Virtual Size

0x50
0x64
0x3a8
0x0
0x0
0x1764
0x54
0x0
0x0
0x0
0x40
0x0
0x1c0
0x0
0x0
0x0

File Type

data

data

data

data

data

Entropy
6.5548772922

4.12469698281

2.60418051096

3.03585890057

6.62284157941

Is in Section
.rdata
.rdata

.rsrc

.reloc

.rdata

.rdata

.rdata

Characteristics

IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_DA
TA,
IMAGE_SCN_MEM_DISCARDABLE,
IMAGE_SCN_MEM_READ
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Resources

Name RVA Size Type Language Country

RT_VERSION 0x8d060 0x344 data English United States

Imports

DLL Import

KERNEL32.dll CreateFileA, SetConsoleCP, SetEndOfFile, DecodePointer, HeapReAlloc, HeapSize, GetStringTypeW, CreateFileW,

GetConsoleCP, WriteFile, FlushFileBuffers, SetStdHandle, GetProcessHeap, GetCommandLineA, LCMapStringW,
FreeEnvironmentStringsW, GetEnvironmentStringsW, WideCharToMultiByte, MultiByteToWideChar,
GetCommandLineW, GetCPInfo, GetOEMCP, GetACP, IsValidCodePage, FindNextFileW, FindFirstFileExW,
CreateSemaphoreA, GetLocalTime, GetSystemTimeAsFileTime, VirtualProtectEx, IsProcessorFeaturePresent,
IsDebuggerPresent, UnhandledExceptionFilter, SetUnhandledExceptionFilter, GetStartuplnfoW, GetModuleHandleW,
GetCurrentProcess, TerminateProcess, QueryPerformanceCounter, GetCurrentProcessld, GetCurrentThreadld,
InitializeSListHead, RaiseException, RtlUnwind, InterlockedFlushSList, GetLastError, SetLastError, EncodePointer,
EnterCriticalSection, LeaveCriticalSection, DeleteCriticalSection, InitializeCriticalSectionAndSpinCount, TIsAlloc,
TIsGetValue, TIsSetValue, TIsFree, FreeLibrary, GetProcAddress, LoadLibraryExW, ReadFile, ExitProcess,
GetModuleHandleExW, GetModuleFileNameW, HeapFree, HeapAlloc, CloseHandle, GetStdHandle, GetFileType,
GetConsoleMode, ReadConsoleW, SetFilePointerEx, FindClose, WriteConsoleW

USER32.dll GetMessagePos, SendMessageA, DefWindowProcA, GetClassInfoExA, CreateWindowExA, DestroyWindow,
SetWindowPos, CheckRadioButton, CallNextHookEx, GetClassNameA, EnumWindows, FindWindowA,
EnumChildWindows, GetWindowLongA, GetWindowTextA, ReleaseDC, GetDC, SetForegroundWindow,
UpdateWindow, GetAsyncKeyState, IsClipboardFormatAvailable, SetClipboardData, SendDlgltemMessageA

ws2_32.dll accept, bind, closesocket, connect, socket, gethostbyaddr, WSAStartup, WSACleanup
COMCTL32.dll ImageList_DragMove, ImageList_DragEnter, ImageList_Replacelcon, ImageList_DragShowNolock
Exports

Name Ordinal Address

DlIRegisterServer 1 0x10441b0

Version Infos

Description Data

LegalCopyright Man electric Corporation. All rights reserved Secondreason
InternalName Box silver

FileVersion 4.4.6.846

CompanyName Man electric Corporation

ProductName Man electric Name

ProductVersion 4.4.6.846

FileDescription Man electric Name

OriginalFilename Road.dll

Translation 0x0409 0x04b0

Possible Origin

Language of compilation system Country where language is spoken Map

English United States

Network Behavior

Network Port Distribution

Total Packets: 67
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TCP Packets

Timestamp

Jun 3, 2021 17:52:34.880214930 CEST
Jun 3, 2021 17:52:34.880425930 CEST
Jun 3, 2021 17:52:34.923317909 CEST
Jun 3, 2021 17:52:34.923410892 CEST
Jun 3, 2021 17:52:34.923485994 CEST
Jun 3, 2021 17:52:34.923526049 CEST
Jun 3, 2021 17:52:35.008721113 CEST
Jun 3, 2021 17:52:35.009641886 CEST
Jun 3, 2021 17:52:35.051681042 CEST
Jun 3, 2021 17:52:35.053412914 CEST
Jun 3, 2021 17:52:35.054235935 CEST
Jun 3, 2021 17:52:35.054253101 CEST
Jun 3, 2021 17:52:35.054341078 CEST
Jun 3, 2021 17:52:35.054375887 CEST
Jun 3, 2021 17:52:35.054750919 CEST
Jun 3, 2021 17:52:35.054769039 CEST
Jun 3, 2021 17:52:35.054857969 CEST
Jun 3, 2021 17:52:35.054883957 CEST
Jun 3, 2021 17:52:35.135065079 CEST
Jun 3, 2021 17:52:35.135270119 CEST
Jun 3, 2021 17:52:35.137290001 CEST
Jun 3, 2021 17:52:35.137707949 CEST
Jun 3, 2021 17:52:35.137836933 CEST
Jun 3, 2021 17:52:35.178129911 CEST
Jun 3, 2021 17:52:35.178152084 CEST
Jun 3, 2021 17:52:35.178349018 CEST
Jun 3, 2021 17:52:35.178383112 CEST
Jun 3, 2021 17:52:35.178503036 CEST
Jun 3, 2021 17:52:35.178550005 CEST
Jun 3, 2021 17:52:35.178960085 CEST
Jun 3, 2021 17:52:35.178972960 CEST
Jun 3, 2021 17:52:35.179059982 CEST
Jun 3, 2021 17:52:35.180155993 CEST
Jun 3, 2021 17:52:35.180305958 CEST
Jun 3, 2021 17:52:35.180387020 CEST
Jun 3, 2021 17:52:35.180712938 CEST
Jun 3, 2021 17:52:35.180859089 CEST
Jun 3, 2021 17:52:35.180924892 CEST
Jun 3, 2021 17:52:35.195866108 CEST
Jun 3, 2021 17:52:35.195879936 CEST
Jun 3, 2021 17:52:35.195981979 CEST
Jun 3, 2021 17:52:35.216753960 CEST
Jun 3, 2021 17:52:35.237874985 CEST
Jun 3, 2021 17:52:35.300261974 CEST
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® 53 (DNS)
@ 443 (HTTPS)

Source Port
49723
49724
443
443
49723
49724
49723
49724
443
443
443
443
49724
49724
443
443
49723
49723
49724
49723
49724
49724
49723
443
443
443
443
49724
49724
443
443
49723
443
443
49724
443
443
49723
443
443
49724
49724
49723
443

Dest Port
443
443
49723
49724
443
443
443
443
49723
49724
49724
49724
443
443
49723
49723
443
443
443
443
443
443
443
49724
49723
49724
49724
443
443
49723
49723
443
49724
49724
443
49723
49723
443
49724
49724
443
443
443
49724

Source IP
192.168.2.3
192.168.2.3
104.20.185.68
104.20.185.68
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
104.20.185.68
104.20.185.68
104.20.185.68
104.20.185.68
192.168.2.3
192.168.2.3
104.20.185.68
104.20.185.68
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
104.20.185.68
104.20.185.68
104.20.185.68
104.20.185.68
192.168.2.3
192.168.2.3
104.20.185.68
104.20.185.68
192.168.2.3
104.20.185.68
104.20.185.68
192.168.2.3
104.20.185.68
104.20.185.68
192.168.2.3
104.20.185.68
104.20.185.68
192.168.2.3
192.168.2.3
192.168.2.3
104.20.185.68

Dest IP
104.20.185.68
104.20.185.68
192.168.2.3
192.168.2.3
104.20.185.68
104.20.185.68
104.20.185.68
104.20.185.68
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
104.20.185.68
104.20.185.68
192.168.2.3
192.168.2.3
104.20.185.68
104.20.185.68
104.20.185.68
104.20.185.68
104.20.185.68
104.20.185.68
104.20.185.68
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
104.20.185.68
104.20.185.68
192.168.2.3
192.168.2.3
104.20.185.68
192.168.2.3
192.168.2.3
104.20.185.68
192.168.2.3
192.168.2.3
104.20.185.68
192.168.2.3
192.168.2.3
104.20.185.68
104.20.185.68
104.20.185.68
192.168.2.3
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Timestamp

Jun 3, 2021 17:52:35.322860956 CEST
Jun 3, 2021 17:54:06.821284056 CEST
Jun 3, 2021 17:54:06.821398020 CEST
Jun 3, 2021 17:54:06.864590883 CEST
Jun 3, 2021 17:54:06.864711046 CEST
Jun 3, 2021 17:54:06.865169048 CEST
Jun 3, 2021 17:54:06.865231037 CEST

UDP Packets

Timestamp

Jun 3, 2021 17:52:04.597578049 CEST
Jun 3, 2021 17:52:04.646464109 CEST
Jun 3, 2021 17:52:05.717842102 CEST
Jun 3, 2021 17:52:05.761090994 CEST
Jun 3, 2021 17:52:06.219860077 CEST
Jun 3, 2021 17:52:06.271100044 CEST
Jun 3, 2021 17:52:07.899913073 CEST
Jun 3, 2021 17:52:07.948821068 CEST
Jun 3, 2021 17:52:09.217767000 CEST
Jun 3, 2021 17:52:09.260879993 CEST
Jun 3, 2021 17:52:10.506217957 CEST
Jun 3, 2021 17:52:10.547750950 CEST
Jun 3, 2021 17:52:11.595139027 CEST
Jun 3, 2021 17:52:11.636492968 CEST
Jun 3, 2021 17:52:13.025048018 CEST
Jun 3, 2021 17:52:13.066164970 CEST
Jun 3, 2021 17:52:14.628607035 CEST
Jun 3, 2021 17:52:14.677098036 CEST
Jun 3, 2021 17:52:18.312515020 CEST
Jun 3, 2021 17:52:18.364603996 CEST
Jun 3, 2021 17:52:19.019836903 CEST
Jun 3, 2021 17:52:19.061213970 CEST
Jun 3, 2021 17:52:20.759299040 CEST
Jun 3, 2021 17:52:20.808077097 CEST
Jun 3, 2021 17:52:20.823360920 CEST
Jun 3, 2021 17:52:20.873733997 CEST
Jun 3, 2021 17:52:33.613368988 CEST
Jun 3, 2021 17:52:33.682084084 CEST
Jun 3, 2021 17:52:34.753365993 CEST
Jun 3, 2021 17:52:34.802217960 CEST
Jun 3, 2021 17:52:35.310837984 CEST
Jun 3, 2021 17:52:35.370101929 CEST
Jun 3, 2021 17:52:44.346610069 CEST
Jun 3, 2021 17:52:44.366099119 CEST
Jun 3, 2021 17:52:44.409080029 CEST
Jun 3, 2021 17:52:44.410510063 CEST
Jun 3, 2021 17:52:45.460263014 CEST
Jun 3, 2021 17:52:45.501446009 CEST
Jun 3, 2021 17:52:46.580123901 CEST
Jun 3, 2021 17:52:46.621254921 CEST
Jun 3, 2021 17:52:46.878495932 CEST
Jun 3, 2021 17:52:46.927329063 CEST
Jun 3, 2021 17:52:47.952414989 CEST
Jun 3, 2021 17:52:48.000981092 CEST
Jun 3, 2021 17:52:48.345781088 CEST
Jun 3, 2021 17:52:48.395927906 CEST
Jun 3, 2021 17:52:48.646460056 CEST
Jun 3, 2021 17:52:48.687501907 CEST
Jun 3, 2021 17:52:49.254580021 CEST
Jun 3, 2021 17:52:49.296005964 CEST
Jun 3, 2021 17:52:51.550246000 CEST
Jun 3, 2021 17:52:51.598551989 CEST
Jun 3, 2021 17:52:51.617948055 CEST
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Source Port
443

49724
49723

443

49724

443

49723

Source Port
57544
53
55984
53
64185
53
65110
53
58361
53
63492
53
60831
53
60100
53
53195
53
50141
53
53023
53
49563
53
51352
53
59349
53
57084
53
58823
53
57568
50540
53

53
50540
53
50540
53
54366
53
54366
53
53034
53
50540
53
54366
53
54366
53
57762

Dest Port
49723
443

443
49724
443
49723
443

Dest Port
53
57544
53
55984
53
64185
53
65110
53
58361
53
63492
53
60831
53
60100
53
53195
53
50141
53
53023
53
49563
53
51352
53
59349
53
57084
53
58823
53

53
50540
57568
53
50540
53
50540
53
54366
53
54366
53
53034
53
50540
53
54366
53
54366
53

Source IP
104.20.185.68
192.168.2.3
192.168.2.3
104.20.185.68
192.168.2.3
104.20.185.68
192.168.2.3

Source IP
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
192.168.2.3
8.8.8.8
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3

Dest IP
192.168.2.3
104.20.185.68
104.20.185.68
192.168.2.3
104.20.185.68
192.168.2.3
104.20.185.68

Dest IP
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
8.8.8.8
192.168.2.3
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
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Timestamp

Jun 3, 2021 17:52:51.674410105 CEST
Jun 3, 2021 17:52:52.716991901 CEST
Jun 3, 2021 17:52:52.758105040 CEST
Jun 3, 2021 17:52:53.096508980 CEST
Jun 3, 2021 17:52:53.146688938 CEST
Jun 3, 2021 17:52:53.655600071 CEST
Jun 3, 2021 17:52:53.704786062 CEST
Jun 3, 2021 17:52:55.926888943 CEST
Jun 3, 2021 17:52:55.968101025 CEST
Jun 3, 2021 17:53:08.423696995 CEST
Jun 3, 2021 17:53:08.492650032 CEST
Jun 3, 2021 17:53:28.807934999 CEST
Jun 3, 2021 17:53:28.849039078 CEST
Jun 3, 2021 17:53:29.848756075 CEST
Jun 3, 2021 17:53:29.891717911 CEST
Jun 3, 2021 17:53:30.906058073 CEST
Jun 3, 2021 17:53:30.947180986 CEST
Jun 3, 2021 17:53:32.983519077 CEST
Jun 3, 2021 17:53:33.024745941 CEST
Jun 3, 2021 17:53:37.079619884 CEST
Jun 3, 2021 17:53:37.120640039 CEST
Jun 3, 2021 17:53:39.128488064 CEST
Jun 3, 2021 17:53:39.129420996 CEST
Jun 3, 2021 17:53:39.179308891 CEST
Jun 3, 2021 17:53:39.179997921 CEST
Jun 3, 2021 17:54:18.073126078 CEST
Jun 3, 2021 17:54:18.121886015 CEST

DNS Queries

Timestamp

Jun 3, 2021 17:52:19.019836903 CEST
Jun 3, 2021 17:52:33.613368988 CEST
Jun 3, 2021 17:52:34.753365993 CEST
Jun 3, 2021 17:52:35.310837984 CEST
Jun 3, 2021 17:52:44.346610069 CEST
Jun 3, 2021 17:52:51.617948055 CEST
Jun 3, 2021 17:52:53.096508980 CEST

Jun 3, 2021 17:52:53.655600071 CEST

DNS Answers

Timestamp Source IP

Jun 3, 2021
17:52:19.061213970
CEST

8.8.8.8

Jun 3, 2021 8.8.8.8
17:52:33.682084084

CEST

Jun 3, 2021
17:52:34.802217960
CEST

8.8.8.8

Jun 3, 2021
17:52:34.802217960
CEST

8.8.8.8

Jun 3, 2021
17:52:35.370101929
CEST

8.8.8.8

Jun 3, 2021
17:52:44.410510063
CEST

8.8.8.8
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Dest IP
192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Source IP

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Trans ID

0xf23d

0x8e4c

0x84e3

0x84e3

0x13b1

0x4d29

Source Port
53
50540
53
55435
53
50713
53
54366
53
56132
53
58987
53
58987
53
58987
53
58987
53
58987
53
56579
60633
53

53
61292
53

Dest IP
8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Dest Port
57762
53
50540
53
55435
53
50713
53
54366
53
56132
53
58987
53
58987
53
58987
53
58987
53
58987
53

53
56579
60633
53
61292

Trans ID

0xf23d

0x8e4c

0x84e3

0x13b1

0x4d29

Ox3ede

0x20bd

0x831d

Name

www.msn.com

web.vortex
.data.msn.com

geolocatio
n.onetrust.com

geolocatio
n.onetrust.com

contextual
.media.net

Ig3.media.net

Source IP
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
192.168.2.3
8.8.8.8
8.8.8.8
192.168.2.3
8.8.8.8

OP Code Name

Standard query
(0)

www.msn.com

Standard query  web.vortex

(0) .data.msn.com
Standard query  geolocatio

(0) n.onetrust.com
Standard query  contextual

(0) .media.net
Standard query  Ig3.media.net

(0)
Standard query
(0)
Standard query
(0)
Standard query
(0)

hblg.media.net

cvision.media.net

srth.msn.com

CName Address

www-msn-com.a-0003.a-
msedge.net

web.vortex.data.microsoft

.com

104.20.185.68

104.20.184.68

184.30.24.22

184.30.24.22

Dest IP
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
8.8.8.8
192.168.2.3
192.168.2.3
8.8.8.8
192.168.2.3

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Type
CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp

Jun 3, 2021
17:52:51.674410105
CEST

Jun 3, 2021
17:52:53.146688938
CEST

Jun 3, 2021
17:52:53.704786062
CEST

Jun 3, 2021
17:52:53.704786062
CEST

Jun 3, 2021
17:53:08.492650032
CEST

HTTPS Packets

Timestamp

Jun 3, 2021
17:52:35.054253101
CEST

Jun 3, 2021
17:52:35.054769039
CEST

Source IP Dest IP Trans ID
8.8.8.8 192.168.2.3 Ox3ede
8.8.8.8 192.168.2.3 0x20bd
8.8.8.8 192.168.2.3 0x831d
8.8.8.8 192.168.2.3 0x831d
8.8.8.8 192.168.2.3 0x5c6a
Source Dest
Source IP Port Dest IP Port

104.20.185.68 443

104.20.185.68 443

Code Manipulations

Statistics

Behavior

Copyright Joe Security LLC 2021

192.168.2.3 49724

192.168.2.3 49723

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

Name

cvision.me
dia.net

srth.msn.com

www.msn.com

CName

hblg.media.net

y.net

No error (0) prda.aadg.
msidentity.com  s.net
Subject Issuer

CN=onetrust.com,
O="Cloudflare, Inc.", L=San
Francisco, ST=California,
C=US CN=Cloudflare Inc
ECC CA-3, O="Cloudflare,
Inc.", C=US

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN=onetrust.com,
O="Cloudflare, Inc.", L=San
Francisco, ST=California,
C=US CN=Cloudflare Inc
ECC CA-3, O="Cloudflare,
Inc.", C=US

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN=Cloudflare Inc
ECC CA-3,
O="Cloudflare, Inc.",
C=US CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Cloudflare Inc
ECC CA-3,
O="Cloudflare, Inc.",
C=US CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

@ loaddlI32.exe

® cmd.exe

@ regsvr32.exe
@ rundll32.exe
@ iexplore.exe
@ rundll32.exe
@ iexplore.exe

www.msn.com

Not
Before

Fri Feb
12
01:00:00
CET
2021
Mon Jan
27
13:48:08
CET
2020

Mon Jan
27
13:48:08
CET
2020

Fri Feb
12
01:00:00
CET
2021
Mon Jan
27
13:48:08
CET
2020

Mon Jan
27
13:48:08
CET
2020

Address
184.30.24.22

cvision.media.net.edgeke

www-msn-com.a-0003.a-
msedge.net

www.tm.a.prd.aadg.akadn

Not
After

Sat Feb
12
00:59:59
CET
2022
Wed

Jan 01
00:59:59
CET
2025

Wed

Jan 01
00:59:59
CET
2025

Sat Feb
12
00:59:59
CET
2022
Wed

Jan 01
00:59:59
CET
2025

Wed

Jan 01
00:59:59
CET
2025

Type

CNAME

A (IP address)

Class

IN (0x0001)

IN (0x0001)

(Canonical

name)

CNAME

IN (0x0001)

(Canonical

name)

CNAME

IN (0x0001)

(Canonical

name)

CNAME

IN (0x0001)

(Canonical

name)

JA3 SSL Client
Fingerprint

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
16-23-24-65281,29-
23-24,0

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
16-23-24-65281,29-
23-24,0

JA3 SSL Client Digest

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c
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Click to jump to process

System Behavior

Analysis Process: loaddll32.exe PID: 5888 Parent PID: 5668

General

Start time: 17:52:12

Start date: 03/06/2021

Path: C:\Windows\System32\loaddlI32.exe

Wow64 process (32bit): true

Commandline: loaddlI32.exe 'C:\Users\user\Desktop\racial.dll'

Imagebase: 0x270000

File size: 116736 bytes

MDS5 hash: 542795ADF7CCO8EFCF675D65310596E8

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: e Rule: JoeSecurity_Ursnif_1, Description: Yara detected Ursnif, Source:
00000000.00000003.465246145.0000000000D70000.00000040.00000001.sdmp, Author:
Joe Security

Reputation: high

File Activities

Source
File Path Access Attributes Options Completion Count Address Symbol

Analysis Process: cmd.exe PID: 2160 Parent PID: 5888

General

Start time: 17:52:12

Start date: 03/06/2021

Path: C:\Windows\SysWOW64\cmd.exe

Wow64 process (32bit): true

Commandline: cmd.exe /C rundll32.exe 'C:\Users\user\Desktop\racial.dll',#1
Imagebase: 0xbd0000

File size: 232960 bytes

MDS5 hash: F3BDBE3BB6F734E357235F4D5898582D
Has elevated privileges: true

Has administrator privileges: true
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Programmed in:

C, C++ or other language

Reputation: high
File Activities
Source
File Path Access Attributes Options Completion Count Address Symbol
Analysis Process: regsvr32.exe PID: 3876 Parent PID: 5888
General
Start time: 17:52:12
Start date: 03/06/2021
Path: C:\Windows\SysWOW64\regsvr32.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

true

regsvr32.exe /s C:\Users\user\Desktop\racial.dll
0xc90000

20992 bytes
426E7499F6A7346F0410DEAD0O805586B

true

true

C, C++ or other language

e Rule: JoeSecurity_Ursnif_1, Description: Yara detected Ursnif, Source:
00000003.00000003.455828390.0000000000620000.00000040.00000001.sdmp, Author:

Joe Security
Reputation: high
Analysis Process: rundll32.exe PID: 632 Parent PID: 2160
General
Start time: 17:52:12
Start date: 03/06/2021
Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

true

rundll32.exe 'C:\Users\user\Desktop\racial.dll',#1
0x1010000

61952 bytes
D7CA562B0DB4F4DDOF03A89A1FDAD63D
true

true

C, C++ or other language

e Rule: JoeSecurity_Ursnif_1, Description: Yara detected Ursnif, Source:
00000004.00000003.456725866.00000000030B0000.00000040.00000001.sdmp, Author:
Joe Security

Reputation: high
Analysis Process: iexplore.exe PID: 772 Parent PID: 5888
General
Start time: 17:52:13
Start date: 03/06/2021
Path: C:\Program Files\internet exploren\iexplore.exe

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

Copyright Joe Security LLC 2021

false

C:\Program Files\Internet Exploreniexplore.exe
0x7ff7455f0000

823560 bytes
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MD5 hash:
Has elevated privileges:
Has administrator privileges:

Programmed in:

6465CB92B25A7BC1DF8E01D8ACSE7596
true
true

C, C++ or other language

Reputation: high
File Activities
Source
File Path Access Attributes Options Completion Count Address Symbol
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
Source
File Path Offset Length Completion Count Address Symbol
Registry Activities
Source
Key Path Completion Count Address Symbol
Source
Key Path Name Type Data Completion Count Address Symbol
Source
Key Path Name Type Old Data New Data Completion Count Address Symbol
Analysis Process: rundll32.exe PID: 3528 Parent PID: 5888
General
Start time: 17:52:13
Start date: 03/06/2021
Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

true

rundll32.exe C:\Users\user\Desktop\racial.dll,DlIRegisterServer
0x1010000

61952 bytes

D7CA562B0DB4F4DD0OF03A89A1FDAD63D

true

true

C, C++ or other language

e Rule: JoeSecurity_Ursnif_1, Description: Yara detected Ursnif, Source:
00000006.00000003.462090346.0000000000670000.00000040.00000001.sdmp, Author:
Joe Security

Reputation: high
Analysis Process: iexplore.exe PID: 3440 Parent PID: 772
General
Start time: 17:52:14
Start date: 03/06/2021
Path: C:\Program Files (x86)\Internet Explorer\iexplore.exe

Wow64 process (32bit):

Commandline:

Imagebase:
File size:
MDS5 hash:
Has elevated privileges:
Has administrator privileges:
Programmed in:
Copyright Joe Security LLC 2021

true

‘C:\Program Files (x86)\Internet Explore'\lIEXPLORE.EXE' SCODEF:772 CREDAT:17410
Iprefetch:2

0x13d0000
822536 bytes
071277CC2E3DF41EEEA8013E2AB58D5A
true
true
C, C++ or other language
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Reputation: high

File Activities

Source

File Path Access Attributes Options Completion Count Address Symbol
Source

File Path Offset Length Value Ascii Completion Count Address Symbol
Source

File Path Offset Length Completion Count Address Symbol

Registry Activities

Source

Key Path Completion Count Address Symbol
Source

Key Path Name Type Data Completion Count Address Symbol
Source

Key Path Name Type Old Data New Data Completion Count Address Symbol

Disassembly

Code Analysis
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